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Docket No.: 007742.00091 \US 
(PATENT) 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent Application of: 

Sean Moore 

Application No.: 15/614,956 

Filed: June 6, 2017 

For: FILTERING NETWORK DATA TRANSFERS 

Confirmation No.: 9334 

Art Unit: N/A 

Examiner: Not Yet Assigned 

RESPONSE TO NOTICE TO FILE MISSING PART OF APPLICATION 
AND 

PRELIMINARY AMENDMENT UNDER 37 C.F.R. § 1.115 

Mail Stop, Missing Parts 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Commissioner: 

In response to the Notice to File Missing Parts of Application mailed June 15, 2017, 

Applicants respectfully submit the fees associated with the application. Additionally, Applicants 

petition for any extension of time needed for entry of this paper. Please charge our Deposit Account 

No. 19-0733 in the amount of $800.00, which covers the fees set forth in 37 C.F.R. § 1.16(f), 

1.16(a), 1.16(k), and 1.16(0). 

Prior to examination on the merits, please amend the above-identified U.S. patent 

application as follows: 

Amendments to the Claims are reflected in the listing of claims, which begins on page 2 

of this paper. 

Remarks/Arguments begin on page 9 of this paper. 
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Application No. 15/614,956 
Amendment dated January 15, 2018 
Preliminary Amendment 

Listing of Claims: 

Docket No.: 007742.00091 \US 

This Listing of Claims will replace all prior versions and listings of claims in this application. 

1. (Currently Amended) A method comprising: 

receiving, by a computing system and from a computing device located in a first neti.vork 

comprising memory and at least one processor, a plurality of packets, wherein the plurality of 

packets comprises a first porti on of packets and a second porti on of packets; 

determining, based on a packet header field value, whether each packet of the plurality of 

packets comprises data corresponding to criteria specified by one or more packet-filtering rules; 

responsive to a determination by the computing system that a packet header field value of 

the first portion of packets comprises data corresponding to criteria specified by the one or more 

packet-filtering rules configured to prevent a particular type of data transfer from the first neti.vork 

to a second neti.vork, ,,vherein the data indicates that the first portion of packets is destined for the 

second neti.vork: applying, by the computing system and to each packet in the first portion of 

packets, a first operator, specified by the one or more packet-filtering rules, configured to drop 

packets associated with the particular type of data transfer; and dropping, by the computing system, 

each packet in first portion of packets; and 

determining, based on an application header field value, whether the second portion of 

packets comprises data corresponding to criteria specified by one or more operators specified by 

the one or more packet-filtering rules; and 

responsive to a determination by the computing system that determining that the second 

portion of packets comprises data corresponding that does not correspond to the criteria specified 

by one or more operators, ,,vherein the data indicates that the second portion of packets is destined 

for a third neti.vork: applying, by the computing system and to each packet in the second portion 

of packets, and ,,vithout applying the one or more packet filtering rules configured to prevent the 

particular type of data transfer from the first neti.vork to the second neti.vork, a second operator 

configured to forward packets not associated ,,vith the particular type of data transfer t0'.vard the 

third netv,rork; and forwarding, by the computing system, each packet in the second portion of 

packets tov,rard the third neti.vork at least one packet transformation function configured to allow 
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Amendment dated January 15, 2018 
Preliminary Amendment 

Docket No.: 007742.00091 \US 

or block each packet in the second portion of packets from continuing toward its respective 

destination. 

2. (New) The method of claim 1, wherein: 

the first portion of packets comprises a packet header field value indicating a protocol type 

associated with the particular type of data transfer, and corresponding to the criteria specified by 

the one or more packet-filtering rules; and 

the second portion of packets comprises data indicating a protocol type not associated with 

the particular type of data transfer. 

3. (New) The method of claim 1, wherein: 

the first portion of packets comprises data indicating a first destination port number 

associated with the particular type of data transfer, and corresponding to the criteria specified by 

the one or more packet-filtering rules; and 

the second portion of packets comprises data indicating a second destination port number 

not associated with the particular type of data transfer. 

4. (New) The method of claim 1, wherein the application header field value identifies one or 

more hypertext transfer protocol (HTTP) methods, wherein the second portion of packets comprise 

a plurality of HTTP packets, wherein the second portion of packets comprises a third portion of 

packets and a fourth portion of packets, and wherein each packet of the third portion of packets 

comprises at least one GET method value, and each packet of the fourth portion of packets 

comprises at least one of a PUT method value, a POST method value, or a CONNECT method 

value, the method further comprising: 

allowing each packet of the third portion of packets to continue toward its respective 

destination; and 

blocking each packet of the fourth portion of packets from continuing toward its respective 

destination. 

3 
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5. (New) The method of claim 1, the method further comprising: 

Docket No.: 007742.00091 \US 

allowing, based on a determination that the application header field value indicates a 

request for specified resource data, each packet of the second portion of packets indicating a 

request for specified resource data to continue toward its respective destination; and 

blocking, based on a determination that the application header field value indicates a 

request to submit data to be processed by a specified resource, each packet of the second portion 

of packets indicating a request to submit data to be processed by the specified resource from 

continuing toward its respective destination. 

6. (New) The method of claim 1, wherein applying the first operator configured to drop 

packets associated with the particular type of data transfer is performed responsive to a 

determination that the first portion of packets comprises data corresponding to a particular 

transport layer security (TLS) version value. 

7. (New) The method of claim 1, wherein applying the first operator configured to drop 

packets associated with the particular type of data transfer is performed responsive to a 

determination that the first portion of packets comprises data corresponding to a particular real­

time transport protocol value. 

8. (New) An apparatus comprising: 

at least one processor; and 

memory storing instructions that, when executed by the at least one processor, cause the 

apparatus to: 

receive a plurality of packets, wherein the plurality of packets comprises a first 

portion of packets and a second portion of packets; 

determine, based on a packet header field value, whether the plurality of packets 

comprises data corresponding to criteria specified by one or more packet-filtering rules; 

responsive to a determination that a packet header field value of the first portion of 

packets comprises data corresponding to criteria specified by the one or more packet­

filtering rules configured to prevent a particular type of data transfer, apply, to each packet 

4 
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in the first portion of packets, a first operator, specified by the one or more packet-filtering 

rules, configured to drop packets associated with the particular type of data transfer; 

determine, based on an application header field value, whether the second portion 

of packets comprises data corresponding to criteria specified by one or more operators 

specified by the one or more packet-filtering rules; and 

responsive to determining that the second portion of packets compnses data 

corresponding to the criteria specified by one or more operators, apply, to each packet in 

the second portion of packets, at least one packet transformation function configured to 

allow or block each packet in the second portion of packets from continuing toward its 

respective destination. 

9. (New) The apparatus of claim 8, wherein: 

the first portion of packets comprises a packet header field value indicating a protocol type 

associated with the particular type of data transfer, and corresponding to the criteria specified by 

the one or more packet-filtering rules; and 

the second portion of packets comprises data indicating a protocol type not associated with 

the particular type of data transfer. 

10. (New) The apparatus of claim 8, wherein: 

the first portion of packets comprises data indicating a first destination port number 

associated with the particular type of data transfer, and corresponding to the criteria specified by 

the one or more packet-filtering rules; and 

the second portion of packets comprises data indicating a second destination port number 

not associated with the particular type of data transfer. 

11. (New) The apparatus of claim 8, wherein the application header field value identifies one 

or more hypertext transfer protocol (HTTP) methods, wherein the second portion of packets 

comprise a plurality of HTTP packets, wherein the second portion of packets comprises a third 

portion of packets and a fourth portion of packets, and wherein each packet of the third portion of 

packets comprising at least one GET method value, and each packet of the fourth portion of packets 

5 
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comprising at least one of a PUT method value, a POST method value, or a CONNECT method 

value, and wherein the instructions, when executed by the at least one processor cause the 

apparatus to: 

allow each packet of the third portion of packets to continue toward its respective 

destination; and 

block each packet of the fourth portion of packets from continuing toward its respective 

destination. 

12. (New) The apparatus of claim 8, wherein the instructions, when executed by the one or 

more computing devices, cause the apparatus to: 

allow, based on a determination that the applicati on header field value indicates a request 

for data from a specified resource, each packet of the second portion of packets indicating a request 

for data from a specified resource to continue toward its respective destination; and 

block, based on a determination that the application header field value indicates a request 

to submit datato be processed by a specified resource, each packet of the second portion of packets 

indicating a request to submit data to be processed by a specified from continuing toward its 

respective destination. 

13. (New) The apparatus of claim 8, wherein applying the first operator configured to drop 

packets associated with the particular type of data transfer is performed responsive to a 

determination that the first portion of packets comprises data corresponding to a particular 

transport layer security (TLS) version value. 

14. (New) The apparatus of claim 8, wherein applying the first operator configured to drop 

packets associated with the particular type of data transfer is performed responsive to a 

determination that the first portion of packets comprises data corresponding to a particular real­

time transport protocol value. 

15. (New) One or more non-transitory computer-readable media comprising instructions that, 

when executed by one or more computing devices, cause the one or more computing devices to: 

6 
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receive a plurality of packets, wherein the plurality of packets comprises a first portion of 

packets and a second porti on of packets; 

determine, based on a packet header field value, whether the plurality of packets comprises 

data corresponding to criteria specified by one or more packet-filtering rules; 

responsive to a determination that a packet header field value of the first portion of packets 

comprises data corresponding to criteria specified by the one or more packet-filtering rules 

configured to prevent a particular type of data transfer, apply, to each packet in the first portion of 

packets, a first operator, specified by the one or more packet-filtering rules, configured to drop 

packets associated with the particular type of data transfer; 

determine, based on an application header field value, whether the second portion of 

packets comprises data corresponding to criteria specified by one or more operators specified by 

the one or more packet-filtering rules; and 

responsive to determining that the second portion of packets comprises data corresponding 

to the criteria specified by one or more operators, apply, to each packet in the second portion of 

packets, at least one packet transformation function configured to allow or block each packet in 

the second portion of packets from continuing toward its respective destination. 

16. (New) The one or more non-transitory computer-readable media of claim 15, wherein: 

the first portion of packets comprises a packet header field value indicating a protocol type 

associated with the particular type of data transfer, and corresponding to the criteria specified by 

the one or more packet-filtering rules; and 

the second portion of packets comprises data indicating a protocol type not associated with 

the particular type of data transfer. 

17. (New) The one or more non-transitory computer-readable media of claim 15, wherein: 

the first portion of packets comprises data indicating a first destination port number 

associated with the particular type of data transfer, and corresponding to the criteria specified by 

the one or more packet-filtering rules; and 

the second portion of packets comprises data indicating a second destination port number 

not associated with the particular type of data transfer. 

7 
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18. (New) The one or more non-transitory computer-readable media of claim 15, wherein the 

application header field value identifies one or more hypertext transfer protocol (HTTP) methods, 

wherein the second portion of packets comprise a plurality of HTTP packets, wherein the second 

portion of packets comprises a third portion of packets and a fourth portion of packets, and wherein 

each packet of the third portion of packets comprising at least one GET method value, and each 

packet of the fourth portion of packets comprising at least one of a PUT method value, a POST 

method value, or a CONNECT method value, and wherein the instructions, when executed by the 

one or more computing devices, cause the one or more computing devices to: 

allow each packet of the third portion of packets to continue toward its respective 

destination; and 

block each packet of the fourth portion of packets from continuing toward its respective 

destination. 

19. (New) The one or more non-transitory computer-readable media of claim 15, wherein 

applying the first operator configured to drop packets associated with the particular type of data 

transfer is performed responsive to a determination that the first portion of packets comprises data 

corresponding to a particular transport layer security (TLS) version value. 

20. (New) The one or more non-transitory computer-readable media of claim 15, wherein 

applying the first operator configured to drop packets associated with the particular type of data 

transfer is performed responsive to a determination that the first portion of packets comprises data 

corresponding to a particular real-time transport protocol value. 

8 
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REMARKS 

Docket No.: 007742.00091 \US 

By the instant preliminary amendment, claim 1 is amended, and claims 2-20 are added. No 

new matter has been added. Upon entry of this paper, claims 1-20 will be pending in the instant 

application. Applicant respectfully requests consideration of the application and allowance of all 

pending claims. 

In view of the above amendment, applicant believes the pending application is in condition 

for allowance. 

Dated: January 15, 2018 

BANNER & WITCOFF, LTD. 
1100 13th St. NW 
STE 1200 
Washington, DC 20005 
(202) 824-3000 

Respectfully submitted, 

By: 

9 

/Joshua D. Schneider/ 
Joshua D. Schneider 
Registration No.: 67,194 
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2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrale, or administrative tribuna!, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individuai, to whom the record pertains, when the individuai has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contrae!. Recipients of information shall be required to comply with the 
requirements of the Privacy Aci of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record relateci to an lnternational Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the lnternational Bureau of the World lntellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federai agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Aci (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, Generai Services, or 
his/her designee, during an inspection of records conducted by GSA as pari of thai agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall noi be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminateci and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federai, State, or locai law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 

EFSWeb2.1.17 
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PATENT COOPERATION TREATV 

From the INTERNATIONAL SEARCHING AUTHORITY PCT 
To: 

Wright, Bradley 

BANNER & WITCOFF, LTD. 

11 00 13th Streel, N. W. Suite 1200 

Washington, DC 20005-4051 

ETATS-UNIS D'AMERIQUE 

NOTIFICATION OF TRANSMITTAL OF 
THE lNTERNATIONAL SEARCH REPORT ANO 

THE WRITTEN OPINION OF THE INTERNATIONAL 
SEARCHING AUTHORITY, OR THE OECLARATION 

(PCT Aule 44.1) 

Date of mailing 
(daylmonth/year) 

7 June 2017 (07-06-2017) 

Applicant's or agent's file reference 

007742 00081 FOR FURTHER ACTION See paragraphs 1 and 4 below 

lnternational application No. lnternatìonal filing date 

PCT/US2016/067111 
(daylmonthlyear) 

16 December 2016 (16-12-2016} 

Applicant 

CENTRIPETAL NETWORKS, INC 

The applicant is hereby notified that the international search report and the written opinion of the lnternational Searching 

Authority have been established andare transmitted herewith. 

Filing of amendments and statement under Article 19: 
The applìcant is entitled, if he so wishes, to amend the olaims of the lnternational Application (see Ru!e 46}: 

When? The time limit for filing suoh amendments is normally two months from the date of lransmitta! of the 

lnlernational Searoh Report. 

How? Direotly to the lnternational Bureau of WIPO, 34 chernin des Colombettes 
1211 Geneva 20, Switzerland, Fasoirnile No.: (41-22} 338.82.70 

For more detailed instructions, see POT Applioant's Guide, tnternalional Phase, paragraphs 9.004 - 9.011. 

The applicant is hereby nolified that no lnternational search report will be established and that the declaration under 

Article 17(2)(a) to lhat effect and the written opinion of the lntemational Searohing Authority are transmitted herewith. 

Wilh regard to any protest against payment of (an) additional fee{s) under Rule 40.2, the applicant is notified that: 

□ 
□ 

the protesi together wìlh the decision thereon has been transmitted lo the lnlernational Bureau together with any 

appHcant's request lo forward the texts ol both the protesi and the decision thereon lo the designated Offices. 

no decision has been made yet on the protesi; the applicant wìll be notified as soon as a decision is made, 

4. Reminders 
The applicanl may submit comments on an informai basis on the written opinion of the lnternational Searching Authorìty 

to the lnternatìonal Bureau. These comments wm be made available lo the publìc after internatìonal pub!ica!ion. The 

lnternational Bureau will send a copy of such comments to ali designateci Offices unless an international preliminary 

examinatìon report has been or is to be established. 

Shortly after the expkalion of 18 months from the priority date, the internatlonal applìcation will be published by the 

lnternationai Bureau. lf the applioant wishes to avoid or postpone publ!calion, a notice ofwithdrawal of the international 

app!ìcation, or of the priority claim, must reach lhe lnternational Bureau before the ccmpletion of the technical preparations far 

intemational publication (Rules 90bis.1 and 90bis.3). 

Within 19 months from !he priorìty date, bui only in respect of some designated Offices, a demand for international preliminary 

examination must be filed if the applicant wishes to postpone the entry into the national phase until 30 months from the priority 

date {in some Offices even later); otherwise, lhe app!icant must, within 20 months from the priority date, perform the 

prescribed acts lor entry into the national phase before those designateci Offices. In respect of other designateci Offices, the 

time limit of 30 months (or !ater) will apply even if no demand is filed within 19 months. For details about the applìcable time 

limits, Office by Office, see www.wipo.inVpct/en/texts/tlme_limìts_hlml and the POT Applioant's Guide, National Chapters. 

Within 19 months from the prlority date, the applìcant may request that a supplementary international search be carrìed 

out by a different lnternational Searching Authority that offers this service (Rule 45bis.1 ). The procedure for requesting 

supplementary ìnternational search is described in the POT Appfioant's Guide, lnternational Phase, paragraphs 8.006-8.032. 

Name and mailing address ofthe lnternational Searching Authority 

~ 
European Patenl Office, P.B. 5818 Patentlaan 2 
NL-2280 HV Rijswijk 
Tel. (+31-70)340-2040 

-~-- Fax: (+31-70) 340-3016 

Form PCT/ISA/220 (July 2014) 

Authorìzed officer 

KOESTEL, Gilbert 

Tel: +31 {0)70 340-3544 JUN O 9 2017 

BANNER & WITCOFF LTD 
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PATENT COOPERATION TREATY 

PCT 
INTERNATIONAL SEARCH REPORT 

(POT Article 18 and Rules 43 and 44) 

see Form PCT/lSA/220 Applicant's or agent's file reference 

007742 00081 

FORFURTHER 
ACTION as well as, where applioable, item 5 below. 

lnternational application No. 

PCT/LIS2016/067111 

lnternational filing date (day/monthlyear) 

16 Decernber 2016 (16-12-2016) 

(Earliest) Priority Date (dayhnonthlyear) 

23 Decernber 2D15 (23·12-2015) 

Applicant 

CENTRIPETAL NETWORKS, INC 

This intemational search report has been prepared by this lnternational Searching Authority and is transmitted lo the applicant 

according to Artic!e 18. A oopy is being transmitted to the lnlemational Bureau. 

This international search report consists of a tota! of 3 sheets. 

[8J 1t is also aooompanied by a copy of each prior art document cited in thìs report. 

1 . Basis of the report 

a. With regard to the language, the in!ernational searoh was carrìed out on the basis o!: 

0 the international application in the language in which ìt was !iled 

□ a translation of the international applioation into ______ ~----, which is the language 

or a lranslation furnished for lhe purposes ol international search (Aules 12.3(a} and 23.1 (b)) 

b. □ 

o. □ 

This internatìonal search report has been established taking into account the rectification of an obvious mistake 

authorized by or notilied to this Authority under Rule 91 (Ru!e 43.Sbis(a)). 

Wìth regard lo any nucleotide and/or amino acld sequence disclosed in the international applìoation, see Box No. I. 

2. □ Certain claims were found unsearchable (See Box No. Il) 

3. □ Unity of invention is lacking (see Box No lii) 

4. With regard to the tille, 

[8J the text is approved as submitted by the applìoant 

D the text has been establìshed by thìs Authority lo read as !ollows: 

5. With regard to the abstract, 

[8] the text is approved as submiUed by the applicant 

□ the text has been established, acoording lo Rule 3R2, by this Authority as it appears in Box No. IV. The applioant 

may, withìn one month frorn the date of mailing of this inlemational search report, submit comments lo this Authorily 

6. With regard to the drawings, 

a. the figure of lhe drawings lo be published with the abslract is Figure No. -~1~3~--~ 

O as suggested by the applicant 

D as selected by thìs Authority, because the applicant !ailed lo suggest a ligure 

IBJ as selected by this Authority, because lhis figure better characterizes the invention 

b. D none of the figures is to be published with the abstraot 

Form PCT/lSA/21 O (ftrst sheet) (January 2015) 

JUN O 9 2017 
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INTERNATIONAL SEARCH REPORT 
lnternational applicatlon No 

PCT/US2016/067111 
A. CLASSIFICATION OF SUBJECT MATTER 

I NV. H04L29/06 
ADD. 

According to lnternational Patent Classifioation (IPC) orto both national olassification and IPC 

B. FIELOSSEARCHED 

Minimum dooumentation searohed (olessification system folfowed by classifioation symbols) 

H04L 

Documentation searohed other than minimum dooumentation to the extent thai s uch documents are included in the fields searohed 

Etecttonio data base consulted during the inteme.tional searoh {no.me of de.la base and, where practicable, search terms used) 

EPO-Internal, WPI Data 

C. DOCUMENTS CONSIDERED TO BE RELEVANT 

Oategary• Citation of dooument, wilh indioation, where appropriate, of lhe retevant passages Relevant to o1aim No. 

X us 2014/317397 Al (MARTIN I PAUL MICHAEL 1-25 
[US]) 23 October 2014 (2014-10-23} 
paragraph [0024] - paragraph [0027] 

-----
X us 2014/283004 Al (MOORE SEAN [US]) 1-25 

18 September 2014 (2014-09-18) 
paragraph [0036] - paragraph [0044] 
claims 1-4 

-----

□ Fu rtber doouments are llsted in the oonlinuation of Box C. IB] See patent family annex. 

• Special oategories of oited documents : 
'ì' later daoument published after the international filing date or priority 

'A" dooument defining the generai state of the art whioh is not oonsidered 
date and not in confllot with the app!ioation bui oited to understand 

to be of partioutar relevanoe 
the principia or theory underlying the invention 

"E" earlier applioation or patent bui published on or after the international ·x· dooument of partioular relevanoe; the ol.aimed invention oannot be 
filing date oonsidered nave! or oannot be oonsiclered to involve an inventive 

"L" documentwhich maythrow daubts on priority olaim{s) orwhich is step when the daoument is taken alone 

oi!ed to establish the publioation date of another oltation or other •y· dooument of partioular relevance; the olaimed inventìon oannot be 
special rea.son {as speoified) oonsidered lo involve an inventive step when the dacument is 

•o• dooument referrìng to an oml dloolosure, use, e)!hibilion or other oambined with one or more olher suoh doouments, suoh oombination 

means being abvious to a person skilled in the art 

•p• dooument published prior to the intemational filing date but later than 
the priority date claimed "&" document member of the same patent family 

Date of the aotual completion of the intemational searoh Date of mailing of lhe international search report 

30 May 2017 07/06/2017 

Name and mailing addreas of the !SA/ Authorized offioer 

European Patent Office, P .B. 5818 Patentlaan 2 
NL • 2280 HV Rijswijk 

1 Tel. (+31-70) 340·2040, Lamelas Polo, Yvan 
Fax: (+31·70) 340·3016 

Farm PGT/ISAi210 {seoond sheet) [April 2005) 
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INTERNA TIONAL SEARCH REPORT 
lnternallonal appllcalion No 

lnformalion on palent family members 
PCT/US2016/067111 

Patent document 
cited in search report 

us 2014317397 

us 2014283004 

Al 

Al 

Forrn PCT/ISA/210 [patent family annex) [Aprii 2005) 

I Publication 
date I Patent family 

member{s) 

23-10-2014 CA 2909799 Al 
EP 2989769 Al 
US 8739243 B1 
US 2014317397 Al 
WO 2014172384 Al 

18-09-2014 AU 
CA 
EP 
us 
us 
us 
wo 

2014249055 Al 
2902158 Al 
2974212 Al 

2014283004 Al 
2015237012 Al 
2016072709 Al 
2014164713 Al 

I Publication 
date 

23-10-2014 
02-03-2016 
27-05-2014 
23-10-2014 
23-10-2014 

03-09-2015 
09-10-2014 
20-01-2016 
18-09-2014 
20-08-2015 
10-03-2016 
09-10-2014 
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lnformation on Search Strategy - Pilot phase (see oJ 2015, A86) 
The type o! information contained in !his sheet may change during the pilot for improving 
the usefulness of this new servioe. 

Appllcation Number 

PCT/US2016/067111 

TITLE: RULE-BASED NETWORK-THREAT DETECTION FOR ENCRYPTED COMMUNICATIONS 

APPLICANT: CENTRIPETAL NETWORKS~ INC 

IPC CLASSIFICATION: H04L29/06 

EXAMINER: Lamelas Polo, Yvan 

CONSULTED DATABASES: WPI, EPODOC~ NPL 

CLASSIFICATION SYMBOLS DEFINING EXTENT OF THE SEARCH: 

I PC: 

CPC: H04L63/0227~ H04L63/1416~ H04L63/1441 

FI/F-TERMS: 

KEYWORDS OR OTHER ELEMENTS FEATURING THE INVENTION: 
PROBLEM: network-threat detection far encrypted conmunications. 
SOLUTION: receiving data indicating network-threat indicators and configuring 
packet-filtering rules to cause the packet-filtering system to identify packets 
comprising unencrypted data~ and packets comprising encrypted data. When 
portion of the unencrypted data corresponding to one or more of the 
network-threat indicators, and the packet-filtering rules being configured to 
cause the packet-filtering system to determine~ based on the portion of the 
unencrypted data~ that the packets comprising encrypted data correspond to the 
one or more network-threat indicators. 

.__ _____________________________________ ___. 
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PATENT COOPERATION TREATY 

From the 
lNTERNATIONAL SEARCHING AUTHORlTY 

To: 

see form PCTASM20 

PCT 

WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

(PCT Rule 43bis.1) 

I 
Da1e of mailing 

~----------------------~ , (daylmonthlyear) see form PCT,tSA,210 (second sheet) 

Applicant's or agent's file reference 

see form PCTASA,,220 
FOR FURTHER ACTION 
See paragraph 2 below 

lntemational application No. 

PCTA.JS2016i067111 
j lnternational filing date (day.month,year) 

1 16.12.2016 

lnternational Patent C!assification (lPC) or both national classification and IPC 

lNV. H04L29,06 

Applicant 

CENTRIPETAL NETWORKS, INC 

1. This opinion contains indications relating to the following items: 

[81 

□ 
Box No. I 

Box No. Il 

Basis of the opinion 

Priorily 

Priority date (day/monthtyear) 

23.12.2015 

□ 
□ 

Box No. lii 

Box No. IV 

Non-establìshment of opinion with regard to novelty, inventive step and industriai applicability 

Lack of unity of invention 

!El Box No. V Reasoned statement under Rule 43bis.1 {a)(i) wìth regard to novelty, inventive step and industriai 

applicability; citations and explanations supporting such statement 

D Box No. VI Cerlain documents cited 

tEl Box No. VII Certain defects in the international applicalion 

!81 Box No. VIII Certain observaUons on the international application 

2. FURTHER ACTION 

lf a demand tor international preliminary examination is made, this opinìon will usually be considered to be a 

written opinion of the lnternational Preliminary Examining Authority ("IPEA") except that this does not apply where 

the applicant chooses an Authority other lhan this one to be the IPEA and the chosen IPEA has notifed the 

lnternational Bureau under Rule 66.1 bis{b) that written opinions of this lntemational Searching Authority 

will not be so considered. 

lf this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to 

submit to the IPEA a written reply together, where appropriale, with amendmenls, before the expiration of 3 months 

from the date of mailing of Form PCTASAl220 or before the expiration of 22 months from the priority date, 

whìchever expires later. 

For further options, see Form PCT/ISAl220. RECEIVED 

JUN O 9 2017 

BANNER & WiTCOFF L TO 

:===========--============;:=========;========-===:_:_===·~-~ ===-=---~ 
1 

N and mailing address ~f the !SA: 

,..\\\ European Patent Office 
.J!/)J P.B. 5818 Patentlaan 2 

NL-2280 HV Rijswijk - Pays Bas 
Tel. +31 70 340 - 2040 
Fax: +31 70 340 - 3016 

Form PCT/lSA.-237 (Cover Sheet) (January 2015) 

Dale of completion of 
this opi11ion 

see form 
PCT/ISA.Q10 

Authorized Officer 

Lamelas Polo, Yvan 

T elephone No. +31 70 340·0 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHlNG AUTHORITV 

Box No. I Basis of the opinion 

1. With regard to the language, this opinion has been established on the basis of: 

0 the international application in the language in which it was filed. 

lnternational application No. 
PCT/lJS2016;t)67111 

□ a translation of the international application into , which is the language of a translation furnished for the 

purposes of international search (Rules 12.3(a) and 23.1 (b)). 

2. □ This opinion has been established taking into account the rectification of an obvious mistake authorized 

by or notified to this Authority under Rule 91 (Rule 43bis.1 (a}) 

3. □ With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this 

opinion has been established on the basis of a sequence listing: 

a. □ forming part of the international application as filed: 

□ in the forrn of an Annex C.ST.25 text file. 

□ on paper or in the form of an image file. 

b. □ furnished together with the international application under PCT Rule 13ter.1 (a) for the purposes of 
international search only in the form of an Annex C.,ST.25 text file. 

c. □ furnished subsequent to the international filing date far the purposes of international search only: 

O in the forrn of an Annex C.ST.25 text file (Rule 13ter.1 (a)). 

□ on paper or in the forrn of an image file (Rule 13/er.1 (b) and Administrative lnstructions, Section 

713). 

4. □ In addition, in the case that more than one version or copy of a sequence listing has been filed or furnished, 

the required statements that the inforrnation in the subsequent or additional copies is identica! to that 
forming part of the application as filed or does not go beyond the application as filed, as appropriate, were 

furnished. 

5. Additìonal comments: 

Form PCUSA/237 (January 2015) 



Keysight, EX-1002 
Page 452

WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

lnternational applicatìon No. 
PCT/LJS2016!067111 

Box No. V Reasoned statement under Aule 43bis.1(a)(i) with regard to novelty, inventive step or 

industriai applicability; citations and explanations supporting such statement 

1. Statement 

Novelty (N) Yes: Claims 
No: Claims 1-25 

Inventive step (IS) Yes: Claims 
No: Claims 1-25 

Industriai applicability (IA} Yes: Claìms 1-25 

No: Clairns 

2. Citations and explanations 

see separate sheet 

Box No. VII Certain defects in the international application 

The following defects in the form or contents of the international application have been noted: 

see separate sheet 

Box No. VIII Certain observations on the international application 

The following observations on the clarity of the clairns, description, and drawings or on the question whether the 

claims are fully supported by the description, are made: 

see separate sheet 

Form PCTllSA/237 (January 2015) 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING 
AUTHORITY (SEPARATE SHEET) 

lnternational application No. 

PCT/US2016/067111 

1.1 

1.1.1 

1.1.2 

Re item V 

Reasoned statement with regard to novelty, inventive step or industriai applicability; 

citations and explanations supporting such statement 

Novelty and inventive step of the lndependent clairns 

lndependent claim 1 

The present application does not rneet the criteria of Artide 33(1) PCT, because the subject­

rnatter of clairn 1 is not new in the sense of Article 33(2) PCT. 

Document D1 discloses (the references in parentheses referring to D1): 

A method comprising: 

receiving, by a packeMiltering system configured to filter packets in 

accordance with a plurality of packet-filtering rules, data indicating a 

pluralily of network-threat indicators (tig.1(102, 103) "Network Gateway" 

"Rules'' cf. [0018] "When data on a network is encrypted (e.g., by SSL or TSL) 

the data can pose challenges to network security appliances and routines in that 

it makes it difficult to inspect the data as it is transferred between the end users 

and servers on the Internet. This can lead to problerns such as viruses being 

transferred over secure connections and entering the network instead of being 

blocked because the gateway security appliances could not inspect the data"); 

and 

configuring, by the packet-filtering system, the plurality of packet-filtering 

rules to cause the packet-filtering system to: 

identify packets comprising unencrypted data ([0024] "the network 

gateway may intercept and examine a DNS request 108 from the browser 

device 106 that is addressed to the DNS 11 O"); 

identify packets comprising encrypted data ([0024} "The network 

gateway 102 may be configured to make this deterrnination so that 

encrypted cornrnunication frorn the browser device 106"); and 

determine, based on a portion of the unencrypted data 

corresponding to one or more network-threat indicators of the 

plurality of network-threat indicators, that the packets comprising 

encrypted data correspond to the one or more network-threat 

indicators ([0024] "Based on, for example, the URL or URI in the DNS 

request 108 and rules 103 indicating which destination should be 

decrypted and which should be passed directly to the Internet destination, 

Form PCT/ISN237 (Separale Shee1) (Sheet 1) (EPO-April 2005) 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING 
AUTHORITY (SEPARATE SHEET) 

lnternational application No. 

PCT/US2016/067111 

the network gateway 102 may determ in e" "The network gateway 1 02 may 

make the determining to pass encrypted communication through the MitM 

gateway 104 based on security policies or concerns"). 

1.1.3 The subject-matter of claim 1 is consequently not new (Article 33(2} PCT). 

1.1 .4 For the sake of completeness, it is pointed out that the objectìon of lack of novelty set out 

above could have also been substantiated, in view of the disclosure of prior art docurnent D2 

(see references app!yìng to this document cited in the search report). In particular, 

0 D2, [0036]-[0044], claims 1-4. 

1.2 lndependent claims 24,25 

A corresponding reasoning as above applies, mutatis mutandis, to the subject-matter of 

independent claims 24,25 which therefore is also considered not new (Article 33(2) PCT). 

Novelty and inventive step of the dependent claims 

Dependent claims 2-23 do not appear to contain any additional features which, in 

combinatìon with those of the claims to which they refer, meet the requìrements of PCT with 

respect to novelty and/or inventive step, because said claims are considered implementation 

related design options that are either known or directly derivable from the prior art documents 

D1 ,D2 (see D1-D2 and references applying to these documents cited in the search report) or 

a matter of normai design procedure far a man skilled in the art. 

2 Re item VII 

Certain defects in the international application 

2.1 The features of the claims are not provided with reference signs placed in parentheses (Rule 

6.2(b) PCT). 

2.2 Documents D1 ,D2 whlch appear to represent the most relevant prior art, should be 

acknowledged in the description. 

3 Re item VIII 

Certain observations on the international application 

Form PCT/ISA/237 (Separale Shee1) (Sheet 2) (EPO-April 2005) 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING 
AUTHORITY (SEPARATE SHEET) 

lnternational applicalion No. 

PCT/US2016/067111 

3.1 References in patent applications to other documents may relate either to the background art 

orto part of the disclosure of the invent1on. The patent specification should, regarding the 

essential features of the invention, be self-contained, i.e. capable of being understood without 

reference to any other document. Consequently, ìt appears that the expression "which is 

herein incorporateci by reference" in [0001 ],[0024],[0041 ],[0053] should be deleted. 

3.2 The vague and imprecise statement "Numerous other embodiments, modifications, and 

variations within the scope and spirit of the appended claims" in the description on page [108] 

implies that the subject-matter tor which protection is sought may be different to that defined 

by the claims, thereby resulting in lack of clarlty (Article 6 PCT) when used to interpret them. 

Forrn PCT/ISA/237 (Separate Sheet) (Sheet 3} (EPO-Aprìl 2005} 
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Possible steps after receipt of the international search report (ISR) and written 
opinion of the lnternational Searching Authority (WO/ISA) 

Generai 
information 

Filing informai 
comments 

For ali international applications, the competent lnternational Searching 
Authority (ISA) will establish an international search report (ISR) accompanied 
by a wrìtten opinion of the lnternational Searching Authority (WO/ISA). The 
WO/ISA may be responded to by 

• filing informai comments with the lnternational Bureau of WIPO (1B) 
{where no demand far international preliminary examination (demand) 
is filed) 

• filing amendments under Art. 19 PCT (this can be done whether or not 
a demand is filed) 

• filing amendments under Art. 34 PCT and/or formai observations in 
response to objections raised in the WO/ISA (where a dem~nd is 
actually filed) 

This document explains these possìbilìties. 

After receipt of the ISR and WO/ISA, the applicant may file informai comments 
on the WO/ISAt directly with the 1B (see lntemational Search and Preliminary 
Examination Guidelines 2.15). These wilt be communicated to the 
designated/elected Offices, together with the lnternational Prelirninary Report 
on Patentabìlity (IPRP) at 30 months from the priority date. 

Amending craims The applicant may file amended claims under Art. 19 PCT, directly with the 
under 1B by the later of the following dates: 
Art.19 PCT 

BNSDOCID: saXS~_200704010CK_L> 

• 2 months from the date of mailing of the ISR and the WO/ISA 
• 16 months from the priority date 

However, any such amendment receìved by the 1B after the expiration of the 
applicable time limit shall be considered to have been received on time by 
the 1B, if it reaches it before the technìcal preparations far international 
publication have been completed (the 15th day prior to the date of publication, 
see PCT Applicant's Guide, lnternational Phase, 9.013). 

Far further information, please see Rule 46 PCT as well as form PCT/ISA/220. 

Please also note that, when filing amended claims under Art. 19 PCT, such 
amendments shall be accompanied by a letter identifying the arnendments 
made and also the basis far the amendments in the application as originally 
filed (Rule 46.5(b) PCT). Where a demand is filed, failure to comply wìth this 
requirement may result in the amendments being ignored in the lnternational 
Preliminary Examination Report (IPER), see Rule 70.2(c-bis) PCT. 
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Filing a demand 
for international 
preliminary 
examination 

In principia, the WO/ISA will be considered to be the written opinion of the 
lnternational Preliminary Examining Authority (IPEA}. Where the WO/ISA 
issued by the EPO as ISA gives a positive opinion on the internàtional 
application and the invention to which it relates, filing a demand with the EPO as IPEA,would normally be unnecessary, since a positive IPRP would anyway be established by the 18 based on the WO/ISA (see also further below). 

lf the applicant wìshes to file a demand (for example, to allow him to argue his case in international preliminary examination with regard to objections raised in a negative WO/ISA before the IPEA issues an IPER), thìs must be done before expiration of 3 months after the date of maiHng of the ISR and WO/ISA or 22 months after priority date, whichever expires later (Rule 54bis PCT). Amendments under Art. 34 PCT can be filed with the IPEA, normally at the same time as filing the demand (Rule 66. 1 (b) PCT) or within the time limit set for reply to any written opinion issued during international preliminary examination by the IPEA. 

lf a demand is ftfed at the EPO as IPEA and no comments/amendments have been received by the time the EPO starts drawing up the IPER (Rule 66.4bis PCT), the WO/ISA wm be transformed by the tPEA into an IPER (also called the IPRP (Chapter 11) which would merely reflect the content of the WO/ISA (OJ 10/2011, 532). The demand can stili be withdrawn (Art. 37 PCT). 

Please also note that, when filing amendments under Art. 34 PCT, such amendments shaH be accompanied by a letter which ìdentifies the amendments made and arso the basis for the amendments in the applicatìon as originally filed (Rule 66.8(a) PCT). Failure to comply with this requirement may result in the amendments being ignored in the IPER (rPRP (Chapter 11)), see Rule 70.2(c-bis) PCT. 

Filing a request The applicant may, with the 1B, file a request for supplementary international for supplementary search under Rule 45bis.1 PCT. The present ISR and WO/ISA may also be international taken into account in the execution of that supplementary international search, search provided that these are available to the Authority charged with this task before it starts the supplementary search (Rule 45bis.5 PCT). 

End ofthe 
international 
phase 

~SDOCID: <XS __ 20070401 OCK_I_> 

This kind of request cannot be filed specifying the ISA who did the internaUonal search. 

More information on this topic can be found in the PCT Applicant•s Guide, Chapter 8 (http://www. wipo. int/pct/en/quide/ip08.html). 

Where no demand is filed, at the end of the international phase, the 1B will transform the WO/ISA into the lPRP (PCT Chapter I) (Rule 44bis PCT), which will then be transmltted together with possible informar comments to the designateci Offices. Where a demand is filed, the WO/JSA is not transformed into an IPRP (Chapter I) by the 1B, but rather the JPEA will establish an IPER, (the IPER is the same as the IPRP (PCT Chapter Il), see Rule 70.15 PCT). 
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PATENT COOPERATION TREATY PCT /US2015/062691 

PCT 
NOTIFICATION CONCERNING 

TRANSMITTAL OF COPY OF INTERNATIONAL 
PRELIMINARY REPORT ON PATENTABILITY 
(CHAPTER I OF THE PATENT COOPERATION 

TREATY) 
(PCT Rule 44bis.l(c)) 

Date of mailing (daylmonthlyear) 

24 August 2017 (24.08.2017) 

Applicanfs or agent's file reference 

0077 42. 00064 

Frorn the INTERNATIONAL BUREAU 

To: 

WRIGHT, Bradley 
Suite 1200 
1100 13th Street, NW 
Washington District of Columbia 20005 
ETATS-UNIS D'AMERIQUE 

IMPORTANT NOTICE 

International application No. International filing date (daylmonthlyear) Priority date (daylmonthlyear) 

PCT /US2015/062691 25 November 2015 (25.11.2015) 10 February 2015 (10.02.2015) 

Applicant 
CENTRIPETAL NETWORKS, INC. 

The International Bureau transmits herewith a copy of the international preliminary report on patentability (Chapter I of the Patent 
Cooperation Treaty) 

The International Bureau of WIPO 
34, chemin des Colombettes 

1211 Geneva 20, Switzerland 

Facsimile No. +41 22 338 82 70 

Form PCT/IB/326 (January 2004) 

Authorized officer 

Athina Nickitas-Etienne 

e-mail: pct.team4@wipo.int 
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PATENT COOPERATION TREATY 

PCT 
INTERNATIONAL PRELIMINARY REPORT ON PATENTABILITY 

(Chapter I of the Patent Cooperation Treaty) 

(PCT Rule 44bis) 

Applicant' s or agent' s file reference FOR FURTHER ACTION See item 4 below 
007742.00064 

International application No. International filing date (daylmonthlyear) I Priority date (daylmonthlyear) 
PCT/US2015/062691 25 Novernber 2015 (25.11.2015) 10 February 2015 (10.02.2015) 

International Patent Classification (8th edition unless older edition indicated) 
See relevant inforrnation in Forrn PCT/ISA/237 

Applicant 
CENTRIPETAL NETWORKS, INC. 

1. T11is international preliminary report on patentability (Chapter I) is issued by the International Bureau on behalf of the 
International Searching Authority under Rule 44 bis.l(a). 

2. This REPORT consists of a total of 6 sheets, induding this cover sheet. 

In the attached sheets, any reference to the written opinion of the International Searching Authority should be read as a 
reference to the international preliminary report on patentability (Chapter I) instead. 

3. T11is report contains indications relating to the following items: 

~ Box No. I 

□ Box No. II 

□ Box No. III 

□ Box No. IV 

~ Box No. V 

□ Box No. VI 

~ Box No. VII 

~ Box No. VIII 

Basis of the report 

Priority 

Non-establishment of opinion with regard to novelty, inventive step and industria! 
applicability 

Lack of unity of invention 

Reasoned statement under Artide 35(2) with regard to novelty, inventive step or 
industria! applicability; citations and explanations supporting such statement 

Certain documents cited 

Certain defects in the international application 

Certain observations on the international application 

4. Tue International Bureau will communicate this report to designated Offices in accordance with Rules 44bis.3(c) and 93bis.1 
but not, except where the applicant makes an express request under Artide 23(2), before the expiration of 30 months from 
the priority date (Rule 44bis .2). 

Date of issuance of this report 
15 August 2017 (15.08.2017) 

Tue International Bureau of WIPO 
Authorized officer 

34, chemin des Colombettes Athina Nickitas-Etienne 1211 Geneva 20, Switzerland 

Facsimile No. +41 22 338 82 70 e-mail: pct.team4@wipo.int 

Form PCT/IB/373 (January 2004) 
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PATENT COOPERATION TREATY 

From the 
INTERNATIONAL SEARCHING AUTHORITY 

To: 

see form PCT/ISA/220 

PCT 

WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

(PCT Rule 43bis.1) 

Date of mailing 

(daylmonthlyear) see form PCT/ISAl21 O (second sheet) 

Applicant's or agent's file reference 

see form PCT/ISA/220 
FOR FURTHER ACTION 
See paragraph 2 below 

lnternational application No. 

PCTAJS2015i062691 
lnternational filing date (daylmonth;year) 

25.11.2015 

lnternational Patent Classification (IPC) or both national classification and IPC 

INV. H04L 12/701 H04L 12/26 

Applicant 

CENTRIPETAL NETWORKS, INC. 

1. This opinion contains indications relating to the following items: 

IZl Box No. I Basis of the opinion 

D Box No. 11 Priority 

Priority date (daylmonthlyear) 

10.02.2015 

D Box No. 111 Non-establishment of opinion with regard to novelty, inventive step and industriai applicability 

D Box No. IV Lack of unity of invention 

IZl Box No. V Reasoned statement under Rule 43bis.1 (a)(i) with regard to novelty, inventive step and industriai 
applicability; citations and explanations supporting such statement 

D Box No. VI Certain documents cited 

IZl Box No. VII Certain defects in the international application 

IZl Box No. VIII Certain observations on the international application 

2. FURTHER ACTION 

lf a demand far international preliminary examination is made, this opinion will usually be considered to be a 
written opinion of the lnternational Preliminary Examining Authority ("IPEA") except that this does not apply where 
the applicant chooses an Authority other than this one to be the IPEA and the chosen IPEA has notifed the 
lnternational Bureau under Rule 66.1 bis(b) that written opinions of this lnternational Searching Authority 
will not be so considered. 

lf this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to 
submit to the I PEA a written reply together, where appropriate, with amendments, before the expiration of 3 months 
from the date of mailing of Form PCT/lSA!.220 or before the expiration of 22 months from the priority date, 
whichever expires later. 

Far further options, see Form PCT/lSA!.220. 

Name and mailing address of the ISA: 

European Patent Office 

D-80298 Munich 
Tel. +49 89 2399 - O 
Fax: +49 89 2399 - 4465 

Form PCT/ISAl237 (Cover Sheet) (January 2015) 

Date of completion of 
this opinion 

see form 
PCT/ISA-210 

Authorized Officer 

Pais Gonçalves, A 

Telephone No. +49 89 2399-0 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

Box No. I Basis of the opinion 

1. With regard to the language, this opinion has been established on the basis of: 

IZl the international application in the language in which it was filed. 

lnternational application No. 
PCT/US2015t062691 

□ a translation of the international application into , which is the language of a translation furnished tor the 
purposes of international search (Rules 12.3(a) and 23.1 (b)). 

2. □ This opinion has been established taking into account the rectification of an obvious mistake authorized 
by or notified to this Authority under Rule 91 (Rule 43bis.1 (a)) 

3. □ With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this 
opinion has been established on the basis of a sequence listing: 

a. □ forming part of the international application as filed: 

□ in the form of an Annex CST.25 text file. 

□ on paper or in the form of an image file. 

b. □ furnished together with the international application under PCT Rule 13ter.1 (a) tor the purposes of 
international search only in the form of an Annex CST.25 text file. 

c. □ furnished subsequent to the international filing date tor the purposes of international search only: 

□ in the form of an Annex CST.25 text file (Rule 13ter.1 (a)). 

□ on paper or in the form of an image file (Rule 13ter.1 (b) and Administrative lnstructions, Section 
713). 

4. □ In addition, in the case that more than one version or copy of a sequence listing has been filed or furnished, 
the required statements that the information in the subsequent or additional copies is identica! to that 
forming part of the application as filed or does not go beyond the application as filed, as appropriate, were 
furnished. 

5. Additional comments: 

Form PCT/ISA/237 (January 2015) 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

lnternational application No. 
PCT/US2015t062691 

Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or 

1. 

2. 

industriai applicability; citations and explanations supporting such statement 

Statement 

Novelty (N) 

Inventive step (IS) 

Industriai applicability (IA) 

Citations and explanations 

see separate sheet 

Yes: 
No: 

Yes: 
No: 

Yes: 
No: 

Claims 
Claims 

Claims 
Claims 

Claims 
Claims 

1-25 

1-25 

Box No. VII Certain defects in the international application 

The following defects in the form or contents of the international application have been noted: 

see separate sheet 

Box No. VIII Certain observations on the international application 

The following observations on the clarity of the claims, description, and drawings or on the question whether the 
claims are fully supported by the description, are made: 

see separate sheet 

Form PCT/ISA/237 (January 2015) 
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WRITTEN OPINION OF THE 
I NTERNATIONAL SEARCHING 
AUTHORITY (SEPARATE SHEET) 

Reference is made to the tollowing documents: 

lnternational application No. 

PCT/US2015/062691 

D1 US 2014/281030 A1 (CUI LIANG [CN] ET AL) 18 September 2014 
(2014-09-18) 

D2 US 2004/073655 A 1 (KAN CHAO [US] ET AL) 15 Aprii 2004 (2004-04-15) 

section VIII 

1 Claims 1, 24 and 25 do not fulfil the requirements of Article 6 PCT tor the 
tollowing reasons: 

1.1 In the claims it is not clear what is meant by the expression "data identifying 
the host", how such data is determined or the purpose of generating and 
transmitting said data. 

1.2 According to the description, it seems that this data is used to identify which 
packets are associated with a particular flow or session. However, this is not 
clear from the wording of the claims. 

1.3 In addition, the desired scope of protection of independent claim 25 is not 
clearly defined due to the wording "one or more". 

section V 

2 Assuming the interpretation indicated in point 1.2 above, it seems that claim 1 
would be directed to a method of monitoring packets received by a network 
device and packets transmitted by the device and correlating them in arder to 
determined that the packets are associated with a flow. 

2.1 Such a method is already known from the disclosure of D1, see e.g. [0002] to 
[0004] or D2, see e.g. [0037]. 

2.2 The only apparent distinguishing feature between claim 1 and e.g. D1 could 
be that the network device and the host are located in different networks. 

2.3 However, such distinguishing feature is a simple modification of the basic 
concept disclosed in D1 lying within the generai design competence of a 
person skilled in the art who would consider such measure to beat least 
implicitly disclosed in D1, see e.g. figures 7 and 1 OA. 

2.4 In addition, these arguments are also valid tor independent Claim 24, which 
contains the same combination of features as claim 1 in terms of an apparatus 
claim, i.e. the apparatus (system) tor carrying out the method of claim 1. 

Form PCT/ISA/237 (Separate Sheet) (Sheet 1) (EPO-April 2005) 
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WRITTEN OPINION OF THE 
I NTERNATIONAL SEARCHING 
AUTHORITY (SEPARATE SHEET) 

lnternational application No. 

PCT/US2015/062691 

2.5 Said arguments are also valid tor independent claim 25 which is directed to 
computer-readable media comprising instructions essentially to carry out the 
method of claim 1. 

2.6 Therefore, the subject-matter of Claims 1, 24 and 25 does not involve an 
inventive step, Article 33 (1 ), (3) PCT. 

2.7 The additional features of the dependent claims seem to relate to minor 
design details and/or implementation measures, which are known or directly 
derivable from the above-referred documents or constitute normai practice of 
a person skilled in the art. These claims thus, either alone or in combination, 
do not seem to add anything new or of inventive significance to any of the 
previously-referred claims, see passages indicated in the search report. 

section VII 

3 Having regard to the above objections, it is not clear at present which part of 
the application could serve as a basis tor a new and inventive subject-matter. 

4 Should the Applicant nevertheless regard some particular matter of the 
application as having an inventive contribution over the prior art, then an 
independent claim relating to such subject-matter should be filed. The 
Applicant is also requested to indicate in the letter of reply the difference of 
said subject-matter vis-à-vis the state of the art and the significance thereof. 

4.1 The above-cited documents D1 and D2 should be acknowledged and briefly 
discussed in the opening part of the description, Rule 5.1 (a) (ii) PCT, making 
clear any inventive contribution of the claimed invention over the prior art. 

4.2 The independent claims should be drafted in a two-part form, having in their 
pre-characterizing part all features known from D1 (referto point 2 above), 
Rule 6.3 (b) (ii) PCT. 

4.3 The opening part of the description should be modified to bring it into 
agreement with the amended claim, Rule 5.1 (a)(iii) PCT, if required. 

4.4 The claims should include reference signs relating to the features referred to 
therein, Rule 6.2 (b) PCT. 

Form PCT/ISA/237 (Separate Sheet) (Sheet 2) (EPO-April 2005) 
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PATENT COOPERATION TREATY PCT /US2016/026339 

PCT 
NOTIFICATION CONCERNING 

TRANSMITTAL OF COPY OF INTERNATIONAL 
PRELIMINARY REPORT ON PATENTABILITY 
(CHAPTER I OF THE PATENT COOPERATION 

TREATY) 
(PCT Rule 44bis.l(c)) 

Date of mailing (daylmonthlyear) 

26 October 2017 (26.10.2017) 

Applicanfs or agent's file reference 

007742.00075 

Frorn the INTERNATIONAL BUREAU 

To: 

WRIGHT, Bradley 
Suite 1200 
1100 13th Street, NW 
Washington District of Columbia 20005 
ETATS-UNIS D'AMERIQUE 

IMPORTANT NOTICE 

International application No. International filing date (daylmonthlyear) Priority date (daylmonthlyear) 

PCT /US2016/026339 07 Aprii 2016 (07.04.2016) 17 Aprii 2015 (17.04.2015) 

Applicant 
CENTRIPETAL NETWORKS, INC. 

The International Bureau transmits herewith a copy of the international preliminary report on patentability (Chapter I of the Patent 
Cooperation Treaty) 

The International Bureau of WIPO 
34, chemin des Colombettes 

1211 Geneva 20, Switzerland 

Facsimile No. +41 22 338 82 70 

Form PCT/IB/326 (January 2004) 

Authorized officer 

Agnès Wittmann-Regis 

e-mail: pct.team6@wipo.int 



Keysight, EX-1002 
Page 466

PATENT COOPERATION TREATY 

PCT 
INTERNATIONAL PRELIMINARY REPORT ON PATENTABILITY 

(Chapter I of the Patent Cooperation Treaty) 

(PCT Rule 44bis) 

Applicant' s or agent' s file reference FOR FURTHER ACTION See item 4 below 
007742.00075 

International application No. International filing date (daylmonthlyear) I Priority date (daylmonthlyear) 
PCT/US2016/026339 07 Aprii 2016 (07.04.2016) 17 Aprii 2015 (17.04.2015) 

International Patent Classification (8th edition unless older edition indicated) 
See relevant information in Form PCT/ISA/237 

Applicant 
CENTRIPETAL NETWORKS, INC. 

1. T11is international preliminary report on patentability (Chapter I) is issued by the International Bureau on behalf of the 
International Searching Authority under Rule 44 bis.l(a). 

2. This REPORT consists of a total of 6 sheets, induding this cover sheet. 

In the attached sheets, any reference to the written opinion of the International Searching Authority should be read as a 
reference to the international preliminary report on patentability (Chapter I) instead. 

3. T11is report contains indications relating to the following items: 

~ Box No. I 

□ Box No. II 

□ Box No. III 

□ Box No. IV 

~ Box No. V 

□ Box No. VI 

□ Box No. VII 

□ Box No. VIII 

Basis of the report 

Priority 

Non-establishment of opinion with regard to novelty, inventive step and industria! 
applicability 

Lack of unity of invention 

Reasoned statement under Artide 35(2) with regard to novelty, inventive step or 
industria! applicability; citations and explanations supporting such statement 

Certain documents cited 

Certain defects in the international application 

Certain observations on the international application 

4. Tue International Bureau will communicate this report to designated Offices in accordance with Rules 44bis.3(c) and 93bis.1 
but not, except where the applicant makes an express request under Artide 23(2), before the expiration of 30 months from 
the priority date (Rule 44bis .2). 

Date of issuance of this report 
17 October 2017 (17.10.2017) 

Tue International Bureau of WIPO 
Authorized officer 

34, chemin des Colombettes Agnès Wittmann-Regis 1211 Geneva 20, Switzerland 

Facsimile No. +41 22 338 82 70 e-mail: pct.team6@wipo.int 

Form PCT/IB/373 (January 2004) 
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PATENT COOPERATION TREATY 

From the 
INTERNATIONAL SEARCHING AUTHORITY 

To: 

see form PCT/ISA/220 

PCT 

WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

(PCT Rule 43bis.1) 

Date of mailing 

(daylmonthlyear) see form PCT/ISAl21 O (second sheet) 

Applicant's or agent's file reference 

see form PCT/ISA/220 
FOR FURTHER ACTION 
See paragraph 2 below 

lnternational application No. 

PCTAJS2016i026339 
lnternational filing date (daylmonth;year) 

07.04.2016 

lnternational Patent Classification (IPC) or both national classification and IPC 

INV. H04L29i06 H04L 12/26 

Applicant 

CENTRIPETAL NETWORKS, INC. 

1. This opinion contains indications relating to the following items: 

IZl Box No. I Basis of the opinion 

D Box No. 11 Priority 

Priority date (daylmonthlyear) 

17.04.2015 

D Box No. 111 Non-establishment of opinion with regard to novelty, inventive step and industriai applicability 

D Box No. IV Lack of unity of invention 

IZl Box No. V Reasoned statement under Rule 43bis.1 (a)(i) with regard to novelty, inventive step and industriai 
applicability; citations and explanations supporting such statement 

D Box No. VI Certain documents cited 

D Box No. VII Certain defects in the international application 

D Box No. VIII Certain observations on the international application 

2. FURTHER ACTION 

lf a demand far international preliminary examination is made, this opinion will usually be considered to be a 
written opinion of the lnternational Preliminary Examining Authority ("IPEA") except that this does not apply where 
the applicant chooses an Authority other than this one to be the IPEA and the chosen IPEA has notifed the 
lnternational Bureau under Rule 66.1 bis(b) that written opinions of this lnternational Searching Authority 
will not be so considered. 

lf this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to 
submit to the I PEA a written reply together, where appropriate, with amendments, before the expiration of 3 months 
from the date of mailing of Form PCT/lSA!.220 or before the expiration of 22 months from the priority date, 
whichever expires later. 

Far further options, see Form PCT/lSA!.220. 

Name and mailing address of the ISA: 

European Patent Office 

D-80298 Munich 
Tel. +49 89 2399 - O 
Fax: +49 89 2399 - 4465 

Form PCT/ISAl237 (Cover Sheet) (January 2015) 

Date of completion of 
this opinion 

see form 
PCT/ISA-210 

Authorized Officer 

San Millan Maeso, J 

Telephone No. +49 89 2399-0 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

Box No. I Basis of the opinion 

1. With regard to the language, this opinion has been established on the basis of: 

IZl the international application in the language in which it was filed. 

lnternational application No. 
PCT/US2016t026339 

□ a translation of the international application into , which is the language of a translation furnished tor the 
purposes of international search (Rules 12.3(a) and 23.1 (b)). 

2. □ This opinion has been established taking into account the rectification of an obvious mistake authorized 
by or notified to this Authority under Rule 91 (Rule 43bis.1 (a)) 

3. □ With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this 
opinion has been established on the basis of a sequence listing: 

a. □ forming part of the international application as filed: 

□ in the form of an Annex CST.25 text file. 

□ on paper or in the form of an image file. 

b. □ furnished together with the international application under PCT Rule 13ter.1 (a) tor the purposes of 
international search only in the form of an Annex CST.25 text file. 

c. □ furnished subsequent to the international filing date tor the purposes of international search only: 

□ in the form of an Annex CST.25 text file (Rule 13ter.1 (a)). 

□ on paper or in the form of an image file (Rule 13ter.1 (b) and Administrative lnstructions, Section 
713). 

4. □ In addition, in the case that more than one version or copy of a sequence listing has been filed or furnished, 
the required statements that the information in the subsequent or additional copies is identica! to that 
forming part of the application as filed or does not go beyond the application as filed, as appropriate, were 
furnished. 

5. Additional comments: 

Form PCT/ISA/237 (January 2015) 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

lnternational application No. 
PCT/US2016t026339 

Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or 
industriai applicability; citations and explanations supporting such statement 

1. Statement 

Novelty (N) Yes: Claims 2-30, 33-43 
No: Claims 1,31,32 

Inventive step (IS) Yes: Claims 
No: Claims 1-43 

Industriai applicability (IA) Yes: Claims 1-43 

No: Claims 

2. Citations and explanations 

see se~arate sheet 

Form PCT/ISA/237 (January 2015) 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING 
AUTHORITY (SEPARATE SHEET) 

Re Item V 

lnternational application No. 

PCT/US2016/026339 

Reasoned statement with regard to novelty, inventive step or industriai 
applicability; citations and explanations supporting such statement 

1. Reference is made to the following documents: 

D1 US 2004/093513 A 1 (CANTRELL CRAIG [US] ET AL) 13 May 2004 
(2004-05-13) 

D2 US 2012/023576 A1 (SORENSEN AMANDA [US] ET AL) 26 January 
2012 (2012-01-26) 

D3 US 2008/163333 A1 (KASRALIKAR RAHUL [US]) 3 July 2008 
(2008-07-03) 

2. The present application does not meet the criteria of Article 33(2) PCT, because 
the subject-matter of claims 1, 31 and 32 is not new. 

2.1. lndependent claim 1 

Document D1 discloses (abstract) a method comprising: 
- (paragraph 14) receiving, by a packet-filtering device, a plurality of packet-filtering 
rules configured to cause the packet-filtering device to identify packets corresponding 
to at least one of a plurality of network-threat indicators; 
- (paragraphs 13-14 and 26) receiving, by the packet-filtering device, a plurality of 
packets; and for each packet of the plurality of packets and responsive to a 
determination by the packet-filtering device that the packet corresponds to one or 
more criteria, specified by a packet-filtering rule of the plurality of packet-filtering 
rules, that correspond to one or more network-threat indicators of the plurality of 
network-threat indicators: 
- (abstract and paragraph 39) applying, by the packet-filtering device and to the 
packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to either prevent the packet from continuing toward its 
destination or allow the packet to continue toward its destination; 
- (paragraphs 12, 16 and 17) generating, by the packet-filtering device, a packet-log 
entry comprising information from the packet-filtering rule that identifies the one or 
more network-threat indicators and indicating whether the packet-filtering device 
prevented the packet from continuing toward its destination or allowed the packet to 
continue toward its destination; 

Form PCT/ISA/237 (Separate Sheet) (Sheet 1) (EPO-April 2005) 
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WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING 
AUTHORITY (SEPARATE SHEET) 

lnternational application No. 

PCT/US2016/026339 

- (paragraphs 12, 16 and 17) generating, by the packet-filtering device and based on 
the packet-log entry, data indicating whether the packet-filtering device prevented the 
packet from continuing toward its destination or allowed the packet to continue toward 
its destination; 
- (paragraphs 41-44) communicating, by the packet-filtering device and to a user 
device, the data; and indicating, based on the data, in an interface displayed by the 
user device, and in a portion of the interface corresponding to the packet-filtering rule 
and the one or more network-threat indicators, whether the packet-filtering device 
prevented the packet from continuing toward its destination or allowed the packet to 
continue toward its destination. 

The subject-matter of claim 1 is therefore not new in the sense of Article 33(2) PCT. 

Equivalent reasoning applies taking into account the disclosure of documents D2 or 
D3 (see the references to these documents in the international search report). 

2.2. lndependent claims 31 and 32 

Equivalent reasoning applies, mutatis mutandis, to the subject-matter of the 
corresponding independent claims 31 and 32, which therefore are considered not 
new. 

3. Dependent claims 2-30 and 33-43 

The dependent claims do not contain any features which, in combination with the 
features of any claim to which they refer, meet the requirements of the PCT in respect 
of novelty and/or inventive step; since they are disclosed by documents D1, D2 (see 
the references applying to these documents cited in the search report) or they 
correspond to well-known design options which the skilled person would choose 
without involving an inventive step (Articles 33(2) and 33(3) PCT). 

Form PCT/ISA/237 (Separate Sheet) (Sheet 2) (EPO-April 2005) 
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Receipt is acknowledged of this non-provisional patent application. The application will be taken up far examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
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lnventor(s) 
Sean Moore, Hollis, NH; 

Appl icant( s) 
Centripeta! Networks, lnc., Herndon, VA; 

Power of Attorney: The patent practitioners associated with Customer Number 22907 

Domestic Priority data as claimed by applicant 
This application is a CON of 14/625,486 02/18/2015 PAT 9686193 
which is a CON of 13/795,822 03/12/2013 PAT 9124552 

Foreign Applications far which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
Highway program at the USPTO. Please see http://www.uspto.gov far more information.) - None. 
Foreign application information must be provided in an Application Data Sheet in arder to constitute a claim to 
foreign priority. See 37 CFR 1.55 and 1.76. 

Permission to Access Application via Priority Document Exchange: Yes 

Permission to Access Search Results: Yes 

Applicant may provide or rescind an authorization far access using Form PTO/SB/39 or Form PTO/SB/69 as 
appropriate. 

lf Required, Foreign Filing License Granted: 06/13/2017 

The country code and number of your priority application, to be used far filing abroad under the Paris Convention, 

is US 15/614,956 
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Projected Publication Date: To Be Determined - pending completion of Missing Parts 

Non-Publication Request: No 

Early Publication Request: No 
** SMALL ENTITY ** 
Title 

FILTERING NETWORK DATA TRANSFERS 

Preliminary Class 

Statement under 37 CFR 1.55 or 1.78 for AIA (First lnventor to File) Transition Applications: No 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventar who wishes patent protection in another country must apply far a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application far patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must 
issue a license before applicants can apply far a patent in a foreign country. The filing of a U.S. patent application 
serves as a request far a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license far foreign filing. 

Applicants may wish to consult the USPTO booklet, "Generai lnformation Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") far more information on timeframes and deadlines far filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

Far information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. Far questions regarding patent enforcement issues, applicants may 
cali the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4258). 
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LICENSE FOR FOREIGN FILING UNDER 

Title 35, Uniteci States Code, Section 184 

Title 37, Code of Federai Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" foliowed by a date appears on this form. Such licenses are issued in ali applications where 
the conditions far issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automaticaliy transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee far the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especialiy with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and lmplements of War (22 CFR 121-128)); the Bureau of lndustry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may stili petition far a license under 37 CFR 5.12, 
ifa license is desired before the expiration of 6 months from the filing date of the application. lf 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy arder under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

SelectUSA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalieled location far 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages far those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman far existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing far global investment; and counsels U .S. economie development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or cali 
+ 1-202-482-6800. 
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CONFIRMATION NO. 9334 
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WASHINGTON, DC 20005-4051 

Date Mailed: 06/15/2017 

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION 

FILED UNDER 37 CFR 1.53(b) 

Filing Date Granted 

ltems Required To Avoid Abandonment: 

An application number and filing date have been accorded to this application. The item(s) indicated below, 
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all 
required items below to avoid abandonment. Extensions of time may be obtained by filing a petition accompanied 
by the extension fee under the provisions of 37 CFR 1.136(a). 

• The statutory basic filing fee is missing. 
• The application search fee must be submitted. 
• The application examination fee must be submitted. 
• Surcharge as set forth in 37 CFR 1.16(f) must be submitted. 

The surcharge is due far any one of: 
• late submission of the basic filing fee, search fee, or examination fee, 
• late submission of inventor's oath or declaration, 
• filing an application that does not contain at least one claim on filing, or 
• submission of an application filed by reference to a previously filed application. 

SUMMARY OF FEES DUE: 

The fee(s) required within TWO MONTHS from the date of this Notice to avoid abandonment is/are itemized 
below. Small entity discount is in effect. lf applicant is qualified far micro entity status, an acceptable Certification 
of Micro Entity Status must be submitted to establish micro entity status. (See 37 CFR 1.29 and forms 
PTO/SB/15A and 15B.) 

• $ 70 basic filing fee. 
• $ 70 surcharge. 
• $ 300 search fee. 
• $ 360 examination fee. 
• $( O) previous unapplied payment amount. 
• $ 800 TOT AL FEE BALANCE DUE. 
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Replies must be received in the USPTO within the set time period or must include a proper Certificate of Mailing 
or Transmission under 37 CFR 1.8 with a mailing or transmission date within the set time period. Far more 
information and a suggested format, see Form PTO/SB/92 and MPEP 512. 

Replies should be mailed to: 

Mail Stop Missing Parts 
Commissioner far Patents 
P.O. Box 1450 
Alexandria VA 22313-1450 

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web, including a copy 
of this Notice and selecting the document description "Applicant response to Pre-Exam Formalities Notice". 
https ://sportal. uspto .gov/authenticate/ AuthenticateUserlocal EP F. htm I 

Far more information about EFS-Web please cali the USPTO Electronic Business Center at 1-866-217-9197 or 
visit our website at http://www.uspto.gov/ebc. 

If you are not using EFS-Web to submit your reply, you must include a copy of this notice. 

/mabebe/ 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 

page 2 of 2 



Keysight, EX-1002 
Page 484

Doc code: IDS PTO/SB/OBa (03-15) 
Doc descriplion: lnformation Disclosure Statement (IDS) Filed Approved for use through 07/31/2016. 0MB 0651-0031 
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FOREIGN PATENT DOCUMENTS IRemovel 
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Applicant of cited 

where Relevant T5 
lnitial* No Number3 Code2i Code4 Date Passages or Relevant 

Document 
Figures Appear 

1 
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NON-PATENT LITERATURE DOCUMENTS IRemovel 

Examiner Cile 
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(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), T5 
publisher, city and/or country where published. 
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( Noi for submission under 37 CFR 1.99) 
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2 J016 May 13 - (US) Office Action -App 13/940,240 
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6. A record in this system of records may be disclosed, as a routine use, to another federai agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Aci (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, Generai Services, or 
his/her designee, during an inspection of records conducted by GSA as pari of thai agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall noi be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminateci and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federai, State, or locai law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Abstract of EP1677 484 {A2) 

A rnethod and system for distributing and enforcing security policies is provided. A 
firewall agent executing at a host computer system that is to be protected receives 
security policies for the enforcement engines responsible for enforcing the security 
policies on the host computer system. A securìty policy has rules that eacl1 previde a 
condition and action to be performed when the condition is satisfied. A rule also has a 
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Description 

TECHNICAL FIELD 

[0001] The described technology relates generally to 
systems that prevent the exploitation of vulnerabilities of 
computer systems. 

BACKGROUND 

[0002] Although the Internet has had great successes 
in facilitating communications between computer sys­
tems and enabling electronic commerce, the computer 
systems connected to the Internet have been under al­
most constant attack by hackers seeking to disrupt their 
operation. Many of the attacks seek to exploit vulnera­
bilities of software systems including application pro­
grams or other computer programs executing on those 
computer systems. Developers of software systems and 
administrators of computer systems of an enterprise go 
to great effort and expense to identify and remove vul­
nerabilities. Because of the complexity of software sys­
tems, however, it is virtually impossible to identify and 
remove all vulnerabilities before software systems are 
released. Attera software system is released, developers 
can become aware of vulnerabilities in various ways. A 
party with no malicious intent may identify a vulnerability 
and may secretly notifythe developer so the vulnerability 
can be removed before a hacker identifies and exploits 
it. lf a hacker identifies a vulnerability first, the developer 
may not learn of the vulnerability unti I it is exploitecl---­
sometimes with disastrous consequences. 
[0003] Regardless of how a developer finds out about 
a vulnerability, the developertypically develops and dis­
tributes to system administrators "patches" or updates to 
the software system that remove the vulnerability. lf the 
vulnerability has not yet been exploited (e.g., might not 
be known to hackers), then a developer can design, im­
plement, test, and distribute a patch in a disciplined way. 
lfthevulnerability has already been widely exposed, then 
the developer may rush to distribute a patch without the 
same care that is used under normai circumstances. 
When patches are distributed to the administrators of the 
computer systems, they are responsible for scheduling 
and installing the patches to remove the vulnerabilities. 
[0004] Unfortunately, administrators often delaythe in­
stallation of patches to remove vulnerabilities forvarious 
reasons. When a patch is installed, the software system 
andpossiblythecomputersystem onwhich itis executing 
may need to be shut down and restarted. lf the vulnera­
bility is in a software system that is criticai to the success 
of an organization, then the administrator needs to ana­
lyze the tradeoffs of keeping the software system up and 
running with its associateci risk of being attacked and of 
shutting down a criticai resource of the enterprise to in­
stall the patch. Some administrators may delay the in­
stallation of the patch because they fear that, because 
of a hasty distribution, it might not be properly tested and 

have unintended side effects. lf the patch has an unin­
tended side effect, then the software system, the com­
puter system, or some other software component that is 
impacted by the patch may be sh ut down by the patch 

s itself. Administrators need to factor in the possibility of 
an unintended side effect when deciding whether to in­
stall a patch. These administrators may delay installing 
a patch unti! experience by others indicates that there 
are no serious unintended side effects. 

10 [0005] lntrusion detection systems have been devel­
oped that can be used to identify whether an attempt is 
being made to exploit a known vulnerability that has not 
yet been patched. These intrusion detection systems can 
be used to prevent exploitations of newly discovered vul-

1s nerabilities for which patches have not yet been devel­
oped or installed. These intrusion detection systems may 
define a "signature" for each way a vulnerability can be 
exploited. For example, ifa vulnerability can be exploited 
by sending a certain type of message with a certain at-

20 tribute, then the signature far that exploitation would 
specify that type and attribute. When a security enforce­
ment event occurs, such as the receipt of a message, 
the intrusion detection system checks its signatures to 
determine whether any match the security enforcement 

25 event. lf so, the intrusion detection system may take ac­
tion to preventthe exploitation, such as dropping the mes­
sage. 
[0006] Signatures for newly discovered exploitations 
of vulnerabilities can be created in different ways. Devel-

30 opers of intrusion detection systems may create and dis­
tribute new signatures when they become aware of new 
exploitations. An administrator can then install the new 
signatures to prevent the exploitation. A developer may 
not, however, provide signatures for all known exploita-

35 tions. For example, the vulnerability may be in a special­
purpose application program that the developer does not 
support. To prevent exploitation of such a vulnerability, 
intrusion detection systems may allow administrators to 
create their own signatures. 

40 [0007] A set of one or more signatures may be consid­
ered a security policy. Developers of intrusion detection 
systems may previde various security policies. For ex­
ampie, a developer may provide one security policy that 
defines signatures of vulnerabilities of an operating sys-

45 tem and many other security policies that are specific to 
an application or a class of applications. Similarly, an 
administrator may define a security policy that is specific 
to custom applications used by the enterprise. 
[0008] Because intrusions can occur at various points 

50 within an operating system or an application, intrusion 
detection systems have been developed to detect and 
prevent exploitation of vulnerabilities at each of these 
points. For example, an intrusion detection system may 
be developed to prevent exploitation of vulnerabilities 

55 that can be detected at the network layer of a communi­
cation protocol, and another intrusion detection system 
may be developed to prevent exploitation of vulnerabili­
ties that can be detected when a file is accessed. Each 
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developer of an intrusion detection system can provide 
their own implementation and security policies that need 
to be distributed to each computer system to be protect­
ed. In addition, any updates to the implementation or se­
curity policies also need to be distributed to the computer 
systems to be protected. 
[0009] The distribution and updating of security poli­
cies tor an enterprise with a large number of computer 
systems can be a complex and time-consuming task. 
Each security policy needs to be provided to each com­
puter system and then to the appropriate intrusion de­
tection system that is installed on the computer system. 
Since the developers of intrusion detection systems typ­
ically develop their systems independent of each other, 
each intrusion detection system may have a proprietary 
mechanism tor defining and distributing security policies. 
A system administrator of an enterprise may need to be 
aware of each of these mechanisms to use the intrusi on 
detection system effectively. 
[001 O] lt would be desirable to have a mechanism that 
wouldprovide a uniform wayto distribute securitypolicies 
received at a computer system to components respon­
sible tor entorcing the security policies. 

SUMMARY 

[0011] A method and system tor distributing and en­
forcing security policies is provided. A distributed firewall 
system includes a policy server component, firewall 
agents, and enforcement engines. A firewall agent exe­
cuting at a host computer system that is to be protected 
receives from the policy server component security pol­
icies tor the enforcement engines responsible tor enforc­
ing the security policies on the host computer system. A 
security policy has rules that each provide a condition 
and action to be performed when the condition is satis­
fied. A rule also has a rule type (also referred to as a 
security type) that is used by the firewall agent to identify 
the entorcement engines that are responsible tor entorc­
ing the rules. The firewall agent may distribute the secu­
rity policies to enforcement engines executing in user 
mode and in kernel mode. The entorcementengines may 
provide a layered approach to security entorcement. To 
distribute the security policies that have been received 
at a host computer system, the firewall agent identifies 
to which enforcement engine a rule applies based in part 
on rule type. The firewall agent then distributes the rule 
to the identified enforcement engine, which then entorces 
the rule. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] Figure 1 is a block diagram that illustrates the 
distributed firewall system in one embodiment. 
[0013] Figure 2 is a block diagram that illustrates the 
components ofthe portions ofthe distributedfirewall sys­
tem executing on a host computer system in one embod­
iment. 

[0014] Figure 3 is a flow diagram that illustrates the 
processing of the distribute policy component of the fire­
wall agent in one embodiment. 
[0015] Figure 4 is a flow diagram that illustrates the 

s processing of the flow manager component in one em­
bodiment. 

10 

[0016] Figure 5 is a flow diagram that illustrates the 
processing of an enforcement engine tor a specific layer 
in one embodiment. 

DETAILED DESCRIPTION 

[0017] A method and system for distributing and en­
forcing security po lici es is provided. A distributed firewall 

15 system includes a policy server component, firewall 
agents, and entorcement engines. A firewall agent exe­
cuting at a host computer system that is to be protected 
receives from a policy server security po lici es tor the en­
forcement engines responsible tor enforcing the security 

20 policies on the host computer system. A security policy 
has an execution scope and associateci rules. An exe­
cution scope defines the attributes of a processor appli­
cation to which the associateci rules are to be applied. A 
rule provides a condition and action to be performed 

25 when the condition is satisfied. A rule also has a rule type 
(also referred to as a security type) that is used by the 
firewall agent to identify the enforcement engines that 
are responsible tor enforcing the rules. The firewall agent 
may distribute the security policies to enforcement en-

30 gines executing in user mode and in kernel mode. The 
entorcement engines may provide a layered approach 
to a distributed firewall. For example, enforcement en­
gines may be installed on a host computer system to 
prevent intrusions at various layers of the ISO 7-layer 

35 reference model. The network layer, the transport layer, 
and the session layer may each have an enforcement 
engine that is developed to detect attempted intrusions 
at that layer. To distribute the security policies that have 
been received at a host computer system, the firewall 

40 agent identifies to which enforcement engine a rule ap­
plies based in part on rule type. The firewall agent then 
distributes the rule to the identified entorcement engine, 
which then enforces the rule. Upon receiving a rule, an 
enforcement engine may distribute the rule to its sub-

45 components as appropriate. For example, the firewall 
agent may distribute all rules destined tor kernel-mode 
enforcement engines to a single kernel-mode security 
component that then distributes the rules to the entorce­
ment engines. In this way, the distributed firewall system 

so provides a single mechanism for distributing rules of se­
curity policies to the enforcement engines providing dif­
ferent layers of protection far a host computer system. 
[0018] In one embodiment, a security policy includes 
rules that specify conditions, actions, and optionally ex-

55 ceptions. For example, a rule may indicate that an appli­
cation may not receive messages on any network port 
other than port 80. The condition of the rule may be sat­
isfied when a message is received on a network port 
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other than port 80, and the action may result in the mes­
sage being discarded. As another example, a rule may 
indicate thatwhen an application attempts to send a mes­
sage on network port 80, authorization is to be solicited 
from a user of the computing system on which the rule 
is enforced. The rules may be categorized into rule or 
security types based on their behavior. For example, 
rules with a network security type may be directed to 
security enforcement for network traffic. Each security 
type may have its own security component for enforcing 
rules of that security type. Languages for specifying se­
curity policies is described in U.S. Patent Application No. 
10/882,438, entitled "Languages for Expressing Security 
Policies" and filed on July 1, 2004, which is hereby in­
corporateci by reference. 
[0019] Thecondition, action, and exception ofthe rules 
may be specified as expressions. A rule may be seman­
tically expressed as "IF conditions THEN actions EX­
CEPT exceptions." Conditions of a rule are expressions 
of circumstances under which security enforcement ac­
tions of the rule are to be performed. An action is an 
expression of activity to be performed when the conditi on 
is satisfied. A rule may have multiple actions. An excep­
tion is an expression of when the actions may not be 
performed even though the conditi on is satisfied. A con­
diti on may be either static or dynamic. A static condition 
is one which refers, for example, to a hard-coded list of 
files. A dynamic conditi on is one which, forexample, per­
forms a query to determine a list of files matching a pro­
vided criterion. Security enforcement actions may in­
clude allowi n g a req u estthat caused the secu rity e nforce­
ment event, denying the request, soliciting input from a 
user, notifying the user, and so on. Other rule constructs 
are also possible. As an example, an "else" construct 
could be added to perform alternate actions when a con­
diti on is false. 
[0020] Figure 1 is a block diagram that illustrates the 
distributed firewall system in one embodiment. An enter­
prise may have a network system 1 00 that includes a 
policy server computer system 11 O and host computer 
systems 120. A system administrator uses a policy server 
component 111 of the policy server computer system to 
prepare and distribute security policies stored in a secu­
rity policy store 112 to the host computer systems. Each 
host computer system includes a firewall agent 121, en­
forcement engines 122, and a policy stare 123. The fire­
wall agent provides a centrai mechanism through which 
a host computer system receives and distributes security 
policies to the enforcement engines of that host computer 
system. Upon receiving a security policy from the policy 
server computer system, the firewall agent of a host com­
puter system stores the security policy in the policy sto re. 
The firewall agent then processes the security policies 
on a rule-by-rule basis and provides the rules to the ap­
propriate enforcement engine. The firewall agent may 
combine various security policies, order the rules of the 
security policies, and dynamically notifythe enforcement 
engines of changes to security policies or system con-

figurations that will affect the enforcement of the security 
policies. Such combining, ordering, and notifying is de­
scribed in U.S. Patent Application No. 10/966,800, enti­
tled "Method and System for Merging Security Policies" 

s and filed on October 14, 2004, which is hereby incorpo­
rated by reference. The enforcement engines then en­
force the rules by applying them to network events. The 
enforcement engines may provide various type of secu­
rity enforcement. An enforcement engine may detect an 

10 attempt to perform a certain behavior and block the at­
tempt. For example, an application that is infected with 
a virus may attemptto delete certai n files of the operating 
system. A security engine executing in the same process 
space as the application may detect and block the at-

1s tempt to delete the file. A security engine for performing 
behavior blocking is described in U.S. Patent Application 
No. 10/832, 798, entitled "A Method and System for En­
forcing a Security Policy via a Security Virtual Machine" 
and filed on Aprii 27, 2004, which is hereby incorporated 

20 by reference. The enforcement engines may be adapted 
to apply rulesto network events ofvarious protocols, such 
as IP, ICMP, TCP, FTP, DNS, HTTP, RPC, and so on. 
Techniques preventing exploitation of vulnerabilities are 
described in U.S. Patent Application No. 10/955,963, en-

25 titled "Method and System tor Filtering Communications 
to Prevent Exploitation of a Software Vulnerability" and 
filed on September 30, 2004, which is hereby incorpo­
rateci by reference. 
[0021] Figure 2 is a block diagram that illustrates the 

30 components of the distributed firewall system executing 
on a host computer system in one embodiment. The host 
computer system includes firewall agent components 
220, kernel-mode components 230, and application us­
er-mode components 240. The firewall agent compo-

35 nents include a receive policy component 221, a parse 
policy component 222, and a distribute policy component 
223. The firewall agent components also include a policy 
stare 224 and a configuration manager 225. The receive 
policy component receives security policies provided by 

40 the policy server computer system and stores the policies 
in the policy sto re. The parse policy component retrieves 
the policies from the policy store and converts them to a 
lower-level language for processing by the enforcement 
engines. The distribute policy component receives the 

45 parsed security policies and distributes the rules of the 
security policies to the appropriate enforcement engines. 
The configuration manager provides configuration infor­
mation for use in determining which rules should be dis­
tributed to which enforcement engines based on the cur-

50 rent configuration of the host computer system. 
[0022] The kernel-mode components include enforce­
ment engines 231, flow manager components 233, and 
protocol hooks 234. The components may be layered 
from layer O to layer N, which may correspond to various 

55 layers of the ISO 7-layer reference model. Each layer 
may have an associated protocol hook, flow manager, 
and enforcement engine that is specificto the layer, pars­
es network events specific to that layer, and enforces the 
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rules provided by the firewall agent to that layer. The 
rules for each layer are stored in a rule stare 232 that 
may be specific for that layer. The flow manager compo­
nents are responsiblefor intercepting network events and 
invoking the corresponding enforcement engine to en­
force the rules. Each flow manager component receives 
network events from the corresponding protocol hook 
that is responsible for detecting network events at the 
corresponding layer. The application user-mode compo­
nents may be provided as a dynamic link library that links 
into an application forproviding layeredsecurity in a man­
ner that is similar in overall architecture to the kernel­
mode components. 
[0023] The computing device on which the distribution 
system is implemented may include a centrai processing 
unit, memory, input devices (e.g., keyboard and pointing 
devices ), output devices ( e. g., display devices), an d sto r­
age devices (e.g., disk drives). The memory and storage 
devices are computer-readable media that may contain 
instructions that implementthe distribution system. In ad­
diti on, the data structures and message structures may 
be stored or transmitted via a data transmission medium, 
such as a signal on a communications link. Various com­
munication links may be used, such as the Internet, a 
locai area network, a wide area network, a point-to-point 
dial-up connection, a celi phone network, and so on. 
[0024] The distribution system may be implemented in 
various operating environments that include persona! 
computers, server computers, hand-held or laptop de­
vices, multiprocessor systems, microprocessor-based 
systems, programmable consumer electronics, digitai 
cameras, network PCs, minicomputers, mainframe com­
puters, distributed computing environments that include 
any of the above systems or devices, and so on. The 
host computer systems may be celi phones, persona! 
digitai assistants, smart phones, persona! computers, 
programmable consumer electronics, digitai cameras, 
and so on. 
[0025] The distribution system may be described in the 
generai context of computer-executable instructions, 
such as program modules, executed by one or more com­
puters or other devices. Generally, program modules in­
clude routines, programs, objects, components, data 
structures, and so on that perform particulartasks or im­
plement particular abstract data types. Typically, the 
functionality of the program modules may be combined 
or distributed as desired in various embodiments. 
[0026] Figure 3 is a flow diagram that illustrates the 
processing of the distribute policy component of the fire­
wall agent in one embodiment. Upon receiving policies 
from the parse policy component, the component identi­
fies the enforcement engines to which the rules apply 
and distributes the rules to the identified enforcement 
engines. In blocks 301-307, the component loops select­
ing the security policies. In block 301, the component 
selects the next security policy. In decision block 302, if 
all the security policies have already been selected, then 
the component completes, else the component contin-

ues at block 303. In blocks 303-307, the component loops 
processing each rule within the selected security policy. 
In block 303, the component selects the next rule of the 
selected security policy. In decision block 304, if all the 

s rules of the selected security policy have already been 
selected, then the component loops to block 301 to select 
the next security policy, else the component continues 
at block 305. In block 305, the component identifies the 
rule type (or security type) of the selected security rule. 

10 In block 306, the component identifies the enforcement 
engine that is responsible for enforcing the rules of the 
identified rule type. In block 307, the component provides 
the selected rule to the identified component and then 
loops to block 303 to select the next rule of the selected 

15 security policy. 
[0027] Figure 4 is a flow diagram that illustrates the 
processing of the flow manager component in one em­
bodiment. The flow manager component is passed a net­
work event and invokes the appropriate enforcement en-

20 gine for processing the network event. The flow manager 
component may be implemented as a separate flow man­
ager for each layer that processes network events only 
for that layer or may be implemented as a single flow 
manager component that process network events forali 

25 layers. In this illustrateci embodiment, the flow manager 
component processes all network events for all layers. 
In decision blocks 401-403, the component identifies the 
layer to which a network event applies. The component 
then invokes the associateci enforcement engine forthat 

30 layer in blocks 411 -413. The component then completes. 
The flow manager may maintain a separate flow for each 
network connection. The enforcement engines and flow 
managers may be specific to the layer and the protocol 
implemented by the layer. For example, when a connec-

35 tion uses the Transmission Contrai Protocol ("TCP0
) or 

the User Datagram Protocol ("UDP") at the packet layer, 
the flow manager invokes the enforcement engine that 
is appropriate forthe protocol. The invoked enforcement 
engines may instantiate data structures fortracking state 

40 information from one invocation to the next. Each appli­
cation that is protected by user-mode enforcement en­
gine may also have a flow managerwith a separate flow 
for each connection. 
[0028] Figure 5 is a flow diagram that illustrates the 

45 processing of an enforcement engine fora specific layer 
in one embodiment. The enforcement engine, which is a 
component ofthe distributed firewall system, is provided 
a network event, identifies the rules to apply to the event, 
determines whether the conditions of the rules are sat-

50 isfied, and if so, performs the action associateci with the 
rule. In blocks 501-504, the component loops selecting 
each rule associateci with the layer of the enforcement 
engine. In block 501, the component selects the next 
rule. In decision block 502, if ali the rules have already 

55 been selected, then the component completes, else the 
component continues at block 503. In decisi on block 503, 
ifthe condition ofthe rule is satisfied, then the component 
continues atblock504, elsethe component loops to block 
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501 to select the next rule. In block 504, the component 
performs the action associateci with the rule and then 
loops to block 501 to select the next rule. Each enforce­
ment engine may be adapted to process the network 
events and rules that are appropriate to its layer. For 
example, an enforcement engine for the network layer 
may parse network packets and entorce rules relateci to 
the network packets. An enforcement engine tor the ap­
plication layer may detect unauthorized attempts to ac­
cess or modify files relating to that application. 
[0029] From the foregoing, it will be appreciated that 
specific embodiments of the distributed firewall system 
have been described herein for purposes of illustration, 
but that various modifications may be made without de­
viating from the spirit and scope of the invention. Accord­
ingly, the invention is not limited except as by the ap­
pended claims. 

Claims 

1. A method in a computer system tor distributing rules 
of security policies to enforcement engines for en­
forcing the security policies, the method comprising: 

providing at the computer system enforcement 
engines that implement different layers of secu­
rity enforcement; 
receiving and storing at the computer system 
security policies having rules, each rule having 
a rule type; 
under contrai of a firewall agent executing on 
the computer system, 
retrieving the stored security policies; and 
far rules of a retrieved security policy, 
identifying an enforcement engine to which a 
rule applies based on the rule type of the rule: 
and 

5 

5. The method of claim 1 wherein an enforcement en­
gine includes subcomponents and wherein upon be­
ing provided with a rule, the enfarcement engine pro­
vides the rule to a subcomponent. 

6. The method of claim 1 wherein at least one enforce­
ment engine executes in kernel mode and at least 
one enforcement engine executes in user mode. 

10 7. The method of claim 1 wherein the firewall agent 
includes a user-mode subcomponent and a kernel­
mode subcomponent, and the user-mode subcom­
ponent distributes rules to the kernel-mode subcom­
ponent far providing the rules to enforcement en-

15 gines that execute in kernel mode. 

8. The method of claim 1 wherein a flow manager com­
ponent intercepts network events at the various lay­
ers and invokes an enfarcement engine associateci 

20 with a layer to enfarce the rules for that layer. 

25 

9. The methodofclaim8wherein asingleflowmanager 
component handles network events from multiple 
layers, 

1 O. The method of claim 8 wherein a flow manager com­
ponent handles network events from only one layer. 

11. The method of claim 1 wherein enforcement engines 
30 previde tor security at various layers of a network 

protocol stack. 

12. The method of claim 11 wherein layers of different 
enforcement engines are used for different connec-

35 tions. 

13. A computer system architecture tor distributing se­
curity policies, the architecture comprising: 

providing the rule to the identified enforcement 
engine; and under contrai of the enforcement 40 

engines, enforcing the rules provided to the 
enforcement engine by the firewall agent, 

a policy servercomputersystem far establishing 
security policies, the security policies having 
rules with rule types, and for providing the se­
curity policies to host computer systems for en­
farcement of the security policies at the host 
computer systems; and 

wherein the firewall agent provides a mecha­
nism fordistributing the rules to multiple enforce-
ment engines of the computer system. 45 

2. The method of claim 1 wherein the security policies 
are received from policy computer system that dis­
tributes the security policies far multiple computer 
systems. 50 

3. The method of claim 1 wherein the enforcement en­
gines provide a layered firewall. 

4. The method of claim 1 wherein the enforcement en- 55 

gines include a behavior blocking security compo­
nent. 

6 

multiple host computer systems that include: 

enforcement engines for enforcing a type of 
security at the host computer system; and 
a firewall agent that receives the security 
policies from the policy server computer 
system, identifies the enforcement engine 
to which the rules apply based on rule type 
and enforcement enginetype, and provides 
the rules to the identified entorcement en­
gines for enforcement of the security poli­
cies. 
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14. The computer system architecture of claim 13 
wherein the enforcement engines are layered so that 
when one enforcement engine determines that the 
rules provided to it do notto applyto a network event, 
anotherenforcement engine determines whetherthe 
rules provided to it apply to the network event. 

15. The computer system architecture of claim 14 
wherein the layers include a protocol interception 
hook and an enforcement engine. 

16. The computer system architecture of claim 13 
wherein the firewall agent distributes rules to en­
forcement engines executing in user mode. 

17. The computer system architecture of claim 13 
wherein the firewall agent distributes rules to en­
forcement engines executing in kernel mode. 

18. The computer system architecture of claim 13 
wherein the enforcement engines are layered and 
including a flow manager component that handles 
network events at each layer and invokes an en­
forcement engine of the layer to enforce the rules of 
that layer on the network event. 

19. The computer system architecture of claim 18 
wherein the flow manager component handles net­
work events for multiple layers. 

20. The computer system architecture of claim 18 
wherein the flow manager component handles net­
work events for a single layer. 

21. A host computer system for distributing rules of se­
curity policies to enforcement engines for enforcing 
the security policies of the host computer system, 
comprising: 

multiple enforcement engines that implement 
different layers of firewall security enforcement 
at the host computer system by receiving and 
enforcing rules of security policies; 
a component that receives at the host computer 
system security policies having rules, each rule 
having a rule type; and 
a component that identifies enforcement en­
gines to which a rule applies based on the rule 
type of the rule and that provides the rule to the 
identified security component; 
wherein amechanism is provided fordistributing 
the rules to the layered enforcement engines of 
the host computer system. 

23. The computer system of claim 21 wherein the en­
forcement engine includes a behavior blocking se­
curity component. 

s 24. The computer system of claim 21 wherein an en­
forcement engine includes subcomponents and 
wherein upon being provided with a rule, the enforce­
ment engine provides the rule to a subcomponent. 

10 25. The computer system of claim 21 wherein at least 
one enforcement engine executes in kernel mode 
and at least one enforcement engine executes in us­
er mode. 

15 26. The computer system of claim 21 wherein the com­
ponent that provides the rules to the enforcement 
engines includes a user-mode subcomponent and a 
kernel-mode subcomponent, and the user-mode 
subcomponent distributes rules to the kernel-mode 

20 subcomponent for providing the rules to enforce­
ment engine that execute in kernel mode. 

27. The computer system of claim 21 including a flow 
manager component that intercepts network events 

25 at the various layers and invokes an enforcement 
engine associateci with a layer to enforce the rules 
for that layer. 

28. The computer system of claim 27 wherein a single 
30 flow manager component handles network events 

from multiple layers. 

29. The computer system of claim 27 wherein a flow 
manager component handles network events from 

35 only one layer. 

30. A computer-readable medium containing instruc­
tions for controlling a host computer system to dis­
tribute security policies to enforcement engines far 

40 enforcing the security policies, by a method compris­
ing: 

receiving and storing at the host computer sys­
tem security policies having rules, each rule hav-

45 ing a rule type; 
under contro! of a firewall agent executing on 
the host computer system, 
retrieving the stored security policies; and 
for rules of a retrieved security policy, 

50 identifying an enforcement engine to which a 
rule applies based on the rule type of the rule; 
and 
providing the rule to the identified enforcement 

22. The computer system of claim 21 wherein the secu- 55 

rity policies are received from a policy computer sys-

engine; and under contro! of the enforcement 
engines, enforcing the rules provided to the 
enforcement engines bythe distribution compo-

tem that distributes the security policies far multiple nent. 
host computer systems. 
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Description 

Field of the lnvention 

[0001] The present invention relates to network secu­
rity and, more particularly, to persona! firewalls. 

Background of the lnvention 

[0002] Traditionally, a firewall is considered as a set 
of components forming a gateway between two or more 
networks. Thus, a firewall has been a gateway which 
operates at the same time as a connector and a sepa­
rator between the networks in a sense that the firewall 
keeps track of the traffic that passes through it from one 
network to another and restricts connections and pack­
ets that are defined as unwanted by the administrator of 
the system. Physically a firewall is a machine with ap­
propriate software to do the tasks assigned to it. lt can 
be a router, a persona! computer (PC), or any other de­
vice that can be used tor such purposes. Although fire­
walls are mostly used to connect Locai Area Networks 
(LANs), i.e. internal networks, to the Internet and to pro­
tect against attackers or undesired traffic in generai, 
they may also be used to separate and connect different 
segments of internal network for security purposes. The 
advantages of having a firewall are numerous. A firewall 
secures the network and can be used as a tool for mon­
ito ring the traffic especially from the outside to the inside 
of the network guarded by a firewall. Because all traffic 
intended for the internal network must pass through the 
firewall, most of the network security actions and poli­
cies can be concentrateci in this particular point. This is 
of course a cost and administrative advantage. 
[0003] Nowadays, laptop computers and other porta­
ble computer devices are widely used. While outside the 
internal network, the laptop cannot make benefit of the 
protection provided by the conventional "gateway-type" 
firewall. Therefore, approaches to improve security of a 
client locateci in a foreign network (a public network or 
an internal network of a foreign organisation) have been 
proposed. These approaches are based on protecting 
the laptop itself by means of a loca! security mechanism, 
called a persona! firewall herein, installed in the laptop 
(in addition to or instead of a firewall in an internal net­
work, which protects the computers connected to the in­
ternal network). The persona! firewall may be imple­
mented as software installed in the computer device, or 
as a separate electronic device connected to the com­
puter device. 
[0004] European patent application EP O 952 715 dis­
closes a firewall security device connected to an exter­
nal communication port of a computer device. The in­
coming communications stream to the computer device 
from e.g. public networks is passed through the firewall 
security device. The firewall device applies standard se­
curity measures, thereby protecting the computer de­
vice. 

[0005] There is a particular need for such protection 
by means of a persona! firewall if the laptop is allowed 
to have a remote access, e.g. make a VPN (Virtual Pri­
vate Network) connection to company networkwhile be-

5 ing connected to a foreign network. In order to improve 
security of the VPN connections, one prior art solution 
is to enforce a protection level of a laptop, when a VPN 
tunnel to a company network is createci. This means for 
example that, during a VPN connection, the IP address 

10 forwarding is not allowed, or that any connection at­
tempts to the laptop are denied. 
[0006] Clearly this is not enough, since the laptop 
must be protected as soon as it is connected to a foreign 
network, not only during a VPN connection. The laptops 

15 are often used by non-technical people, which increases 
the risk of overlooking security aspects. Laptops contain 
sensitive materiai, such as customer emails. lf a laptop 
is unprotected, when connected to a foreign network, 
even fora short period of time, there is a risk of getting 

20 infected by a hostile application. Such application can 
be activated later, when the laptop is connected to an 
internal network and offer inside help tor attacks. 
[0007] Thus, there is a need to protect the laptop by 
means of a persona! firewall always when the laptop is 

25 connected to a foreign network. However, when the lap­
top is connected to a company internal network, such 
persona! firewall may unduly prevent some essential 
traffic. For example, the persona! firewall should allow 
use of a laptop at home (internal) network and access 

30 to all services, such as disk-share. In a home network 
even non-IP protocols are sometimes used. Therefore, 
it is not feasible to have a persona! firewall running at 
all times, at least not with the same configuration, since 
the protection needs in an internal network are different 

35 from those in a foreign network. 
[0008] Some of the current solutions allow changing 
the set of rules used in the persona! firewall, that is, they 
allow the user of the laptop to use different rule sets 
when connected to the internal network and when con-

40 nected to a foreign network. However this is a manual 
operation. Since manual action is required, there is a 
high risk that operation is not done. Risk is even higher 
if the end user does not fully understand the need of a 
firewall. 

45 

Summary of the lnvention 

[0009] An object of the invention is to improve the se­
curity and flexibility of a persona! firewall. The object is 

50 achieved by the invention disclosed in the attached in­
dependent claims. Preferred embodiments are dis­
closed in the attached dependent claims. 
[001 O] A computer device which can be connected to 
a home network (such as an internal network of a com-

55 pany or other organisation where the user is employed) 
and to a foreign network (such as a public network or 
an internal network of a foreign organisation) is provided 
with a locai security mechanism, called a persona! fire-
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wall herein, tor protecting the computer device from at­
tacks from a foreign network, in addition to or instead of 
a firewall in the internal network which protects the com­
puter when connected to the internal network. The per­
sona! firewall is provided with different sets of security 
rules, at least one set of rules tor the home network and 
at least one set of rules forforeign networks. In its sim­
plestforrn, the set of rules forthe home network contains 
no restrictions for the communication or use of service 
in the home network. The persona! firewall is arranged 
to detect its current location, i.e. to determine the net­
work to which it is connected at each particular moment. 
The persona! firewall activates one of the given sets of 
security rules according to the detected current location 
of the computer device, i.e. the persona! firewall auto­
matically uses the security rules predefined tor the net­
work to which the computer device is connected at each 
particular moment. Upon detecting a change in the lo­
cation, the persona! firewall immediately adapts to use 
security rules predefined forthe new location. A benefit 
of the invention is that the protection of a persona! fire­
wall is always enabled at the correct level, depending 
on the current location. On the other hand, when the 
computer device is locateci in the home network, a lower 
level of protection, or no protection at all, can be auto­
matically provided by the persona! firewall, so that the 
communication and services are not unduly restricted 
in the home network. Thus, the automated location-de­
pendent management of different sets of rules offers op­
timal protection in different networks, while not unduly 
restricting operation in the home network. 
[0011] The current location of the computer device is 
preferably determined on the basis of a currently used 
IP address of the computer device. This is based on the 
common practice that a computer device has a different 
IP address, either a fixed address or a dynamic address, 
in different networks. The IP address can thereby be uti­
lized for identifying the current network and the location 
of the computer device. 
[0012] However, there are situations where the IP ad­
dress fails to indicate current location of the computer 
device. Therefore, in an embodiment of the invention, 
the current location determined on the basis of the cur­
rent IP address of the computer device is verified bycar­
rying out an additional location verification procedure 
with a predetermined network element. In a stili further 
embodiment of the invention, availability of said prede­
termined network element relateci to the current IP ad­
dress is checked. The predetermined network element 
is such that it responses only if the computer device is 
locateci in the network in which it is assumed to be on 
the basis ofthe current IP address. lf the predetermined 
network element responses and identifies itself proper­
ly, the current location determined based on the current 
IP address is considered to be verified. Otherwise the 
computer device determines that the current IP address 
fails to indicate current location of the computer device. 
The additional verification process makes it even pos-

sible to automatically create a secured tunnel, such as 
a VPN tunnel to a home network even if the computer 
device uses the same IP address in the current location 
as in the internal (home) network. The present invention 

5 offers benefits even with stand alone personal firewalls 
wherein the security rules can be defined locally by the 
user, although the use of these rules is automated and 
location-dependent. However, more advantages are 
achieved when the basic invention is used with a centrai 

10 management of persona! firewalls. 
[0013] According to an aspect of the inventi on, secu­
rity rules are defined, updated and distributed centrally 
by a centralized rule-based server. Especially the up­
dating of the rules is challenging, because the rule up-

15 dates must be applied as soon as possible, and there­
fore the process of updating rules in the persona! fire­
walls must be automated. Updating of rules by push 
method from the centralized rule base server is not a 
sufficient option in this case. Use of DHCP (Dynamic 

20 Host Configuration Protocol), frequent travelling and the 
fact that at times the laptop may not be connected to 
any network makes it next to impossible for the central­
ized management to initiate contacts with the personal 
firewalls in the computer devices, because there is no 

25 way for the centralized management to know the IP ad­
dress the computer device is using at a given moment. 
Therefore, according to an aspect of the invention, the 
persona! firewall is configured to periodically query the 
availability of updated security rules from the centralized 

30 management. The queries should only be made, while 
the computer device is locateci in the home network, or 
optionally, when the computer device has a remote ac­
cess (e.g. VPN connection) to the home network while 
being locateci in a toreign network. In otherwords, also 

35 the updating process is dependent on the current loca­
tion of the computer device in a similar manner as the 
selection of the active rules, and similar methods can 
be utilized for determining the current location. 
[0014] According to another aspect of the invention, 

40 log files containing information of a status and usage of 
resources of the computer device are handled in a cen­
tralized management location. This enables personnel 
aware of security aspects to verify whether there have 
been any attacks against the computer device or not. To 

45 that end, the personal firewall sends the log files to the 
centrai management, such as to a centralized log serv­
er, when the computer device is locateci in the home net­
work. However, when the computer device is discon­
nectedfromthe home network, the logfiles arecollected 

so and stored loca I ly in the firewall. In order to enable cen­
trai handling of the log files, the persona! firewall trans­
fers the collected log files to the centrai log server when 
such is available. This is performed automatically, 
whenever the computer device is locateci in, or option-

55 ally, connected to the home network. Again, the han­
dling of the log files in the persona! firewall is automated 
and locati on dependent in a way similar to the selection 
of active rules, and similar methods can be used tor de-
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termining the current location of the computer device. 
[0015] The present invention allows use of a compu­
ter device in a home (internal) network and access to all 
services, such as disc-share, and even use of non-IP 
protocols, which are often denied in foreign networks. 

Brief description of the drawings 

[0016] Preferred embodiments of the invention will 
now be described with reference to the attached draw­
ings, in which 

Figure i is a schematic block diagram of an exem­
plary network configuration where the present in­
vention can be applied; 
Figure 2 shows an exemplary protocol stack of a 
computer device containing a persona! firewall ac­
cording to the present invention, 
Figure 3 illustrates exemplary selection rules and a 
security rule basis, and the association therebe­
tween, 
Figure 4 is a flow diagram illustrating a location-de­
pendent rule base selection according to an embod­
iment of the invention; 
Figures 5 and 6 are flow diagrams illustrating the 
location verification procedure according to an em­
bodiment of the invention; 
Figures 7 and 8 are flow diagrams illustrating the 
rule base updating according to an embodiment of 
the invention; and 
Figure 9 is a flow diagram illustrating the handling 
of log files according to an embodiment of the in­
vention. 

Preferred embodiments of the invention 

[0017] The present invention can be applied in per­
sanai firewalls in any computer device which can be 
moved and connected to different networks. Typically 
such devices are portable computer devices, such as 
laptop computers, PDAs, communicators, smart 
phones, intelligent telecommunication devices, etc. In 
the following illustrative embodiments of the invention, 
a laptop computer is used as an example of suitable 
computer devices. 
[0018] Figure i shows a schematic block diagram of 
an exemplary network configuration. The configuration 
is shown only to facilitate the understanding and de­
scription of the present invention. The present inventi on 
is not intended to be restricted to any particular network 
configuration. Further, in arder to improve clarity, only 
network elements which are somehow involved with the 
present invention are shown in Figure i. 
[0019] As illustrateci in Figure i, private locai networks 
1 O and i 3 are coupled to a public network, such as the 
Internet i 2 via firewalls 5 and 7, respectively. Naturally, 
the coupling between the private networks and the pub­
lic Internet i2 may include also routers and Internet 

service providers (ISPs not shown in Figure 1 ). As is 
well known in the art, private networks iO and i3 may 
be, tor example, company networks, such as locai area 
networks (LANs) which connect users and resources, 

5 such as workstations, servers, printers and the like of 
the company. A private internal network may also con­
sist of several sub-networks separateci by internal fire­
walls. In the exemplary network configuration shown in 
Figure 1, the private company sub-network i 1 is con-

10 nected via a firewall 6 to the private locai network iO. 
Such a sub-network i i may be, tor example, a dedicat­
eci network tor a specific department of the organisation, 
such as the research and development (R&D) depart­
ment which must have a restrictive access and higher 

15 protection level compared with other part of the compa­
ny network. Sub-networks of the company, such as the 
locai networks of organisation headquarters and branch 
offices may be interconnected by secure connections, 
such as virtual private network (VPN). 

20 [0020] As already described above, the firewalls 5, 6 
and 7 are gateways which operate at the same time as 
connectors and separators between the networks in a 
sense thatthe firewall keeps track of the traffic that pass­
es through it from one network to another and restricts 

25 connections and packets that are defined as unwanted 
by the administrator of the system. Physically a firewall 
is a machine with appropriate software to perform the 
task assigned to it. lt can be a router, a persona! com­
puter (PC), or whatever that can be used for such pur-

30 poses. 

[0021] However, the firewalls between the networks, 
or the implementations thereof, are not relevant to the 
present invention. 
[0022] The present invention relates to protecting of 

35 the computer device, e.g. laptop itself, by means of a 
locai security mechanism, called a persona! firewall 
herein, installed on the laptop in addition to or instead 
of a firewall in a private network. The persona! firewall 
may be implemented as software installed and run in 

40 the computer device, which is a preferred embodiment, 
or as a separate electronic device connected to the com­
puter device. In Figure 1, the laptops 1, 2, 3 and 4 illus­
trate laptops provided with a persona! firewall. 
[0023] Figure 2 illustrates the basic principle of a per-

45 sonal firewall installed in a laptop. Physical and network 
layers 200 refer to all protocols and physical connec­
tions requiredfortransferring protocol data units (PDUs) 
of the upper layers. The upper layers 200 include appli­
cations and anytransmission protocols employed, such 

50 as Internet protocol (IP) transmission contrai protocol 
(TCP), NetPEUI, IPX, etc. Basicallythepersonalfirewall 
protection layer 201 operates in a manner analogue to 
a firewall between networks. More particularly, the per­
sona! firewall protection layer 201 operates at the same 

55 time as a connector and a separator between the un­
derlying layers and the upper layer in a sense that the 
persona! firewall keeps track of the traffic that passes 
through itfrom underlying layers to the upper layers, and 
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vice versa, and restricts connections and packets that 
are defined as unwanted according to the security rules 
used. The persona! firewall protection layer 201 is im­
plemented or controlled by a persona! firewall applica­
tion 203 run in the laptop. In a preferred embodiment of 
the invention, the persona! firewall application 203 car­
ries out the locati on detection and the location-depend­
ent functions described below, such as the selection of 
the active rule base according to the current location of 
the laptop. However, it should be appreciated that the 
present invention is not intended to be restricted to any 
specific practical implementation of the persona! fire­
wall. 
[0024] In accordance with the principles of the present 
invention, the persona! firewall has differentsets of rules 
forthe home network (such as the private company net­
work 1 O) and foreign network, such as the public Internet 
12, or the foreign private network 13, or a network of 
another department of the company. lt is not relevant to 
the present invention what kind of security rules are ap­
plied, but some examples are given in Figure 3. Far ex­
ampie, a rule base 301 for the foreign company network 
may list as allowed connections of protocols: hypertext 
transfer protocol (http), secured http (Https), domain 
name service (DNS). single message transfer protocol 
(SMTP) and a VPN connection with IPsec. In the pre­
ferred embodiment of the invention these rules are ex­
clusive, in other words, other protocols and connections 
are denied and blocked by the persona! firewall. Fora 
default network, which may be the public Internet 12, 
the rule base 302 is similarto the rule base 301, except 
that the SMTP protocol is no longer allowed. For the 
home network 1 O. a rule base 300 is defined. The al­
lowed protocols include, in addition to the http, https and 
the SMTP, also other transmission protocols, such as 
NetBEUI and IPX. The rule base 300 also allows a disc­
share far predefined servers using NetBIOS. Other pro­
tocols and connections are denied. lt is also possible 
that the rule base 300 allows all protocols and connec­
tions in the home network. Since the home network is 
protected by a company firewall, the use of a persona! 
firewall in the home network may be regarded as un nec­
essary. However, the company firewall gives protection 
only against attacks from the outside of the home net­
work, and the use of a persona! firewall protection may 
be necessary tor protecting against attacks from within 
the home network. 
[0025] The different rule bases could be activated 
manually by a user. However, according to the basic 
principle of the present invention, the persona! firewall 
automatically selects and activates the proper rule base 
according to the current location of the laptop. 
[0026] Figure 4 is a flow diagram illustrating the se­
lection of the rule base according to one embodiment of 
the present invention. The simplest way to determine 
the current location of the laptop is to do it on the basis 
of the currently used IP address on ly. This is possible in 
the cases where the laptop has a different IP address, 

either a fixed or a dynamic address, in different net­
works. As is well known in the art, a part of the IP ad­
dress identifies the network, and can thus be used far 
detecting the current network of the laptop. The person-

5 al firewall may, tor example, contain information on the 
IP address space of home network, and optionally, for­
eign networks, or a list of addresses available for the 
laptop in the home network. 
[0027] When the current IP address of the laptop 

10 matches to a given address space or a list of addresses 
of the home network 1 O, far example, it can be assumed 
that the laptop is located in the home network 1 O and 
the rule base 300 of the home network 1 O is used. Thus, 
the current IP address is used as a selection rule far 

15 activating the rule base 300. However, there is some un­
certainty in determining the location based on the cur­
rent IP address only, and some approaches to overcome 
this problem are described with reference to further em­
bodiments of the invention below. 

20 [0028] Referring again to the generic flow diagram 
shown in Figure 4, the current IP address of the laptop 
is firstly determined in the step 401. The current IP ad­
dress may be obtained simply by asking for it from the 
operatingsystem ofthe laptop bymeans of using IPcon-

25 figuration routine. The current location of the laptop is 
monitored constantly, and therefore the persona! fire­
wall may be configured to periodically query the current 
IP address from the operating system. More preferably, 
the operating system ofthe laptop may be configured to 

30 inform any changes in the IP address to the persona! 
firewall, and therefore a need for query the IP address 
time-to-time can be avoided. The step 401 may also in­
clude verification of the location determined based on 
the IP address by a verification procedure described be-

35 low. In step 402, the persona! firewall compares the cur­
rent IP address with the current IP address stored in the 
persona! firewall. lf the IP address has not changed, the 
present active rule base can be maintained. However, 
if the IP address has changed, the persona! firewall 

40 checks whether the new IP address match es to any IP 
address space or IP address belonging to one of the 
networks on the selection rule list in the persona! firewall 
(step 403). lf the new IP address does not belong to any 
of the networks on the selection rule list, the persona! 

45 firewall considers the current network an unidentified 
network, and a default rule base 302 is selected (step 
404). lf the network cannot be identified and the default 
rule base must be used, it is normally assumed that the 
laptop is in a potentially hostile environment, most likely 

50 in the public Internet 12. Therefore, the default rule base 
is typically defined to provide the maximum protection 
needed. lf the new IP address belongs to one of the net­
works defined on the selection rule list in step 403, it 
means that the network has been identified and a rule 

55 base linked to the identified network (orthe correspond­
ing selection rule) is selected and activated (step 405). 
In the simplest implementation, the selection rules in­
clude only the home network of the laptop and the cor-

5 
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responding IP address space or list of addresses . lf the 
current IP address belongs to the home network, the 
rule base 300 of the home network 1 O is used. Other­
wise the ru le base 31 O far foreign network or the default 
rule base 302 is used. In a more complicateci implemen­
tation, there are selection rules (i.e. IP addresses and 
associateci rule bases) also far at least one foreign net­
work and/or different segments of the home network i O. 
[0029] In the examples described ab ove there are two 
or more rule bases which are enabled or disabled on the 
basis of the current location of the laptop. However, 
there are also alternative ways to implement different 
rule bases. One alternative is to provide only one rule 
base in which the rules are enabled and disabled in dif­
ferent combinations on the basis of the current location 
of the laptop. 
[0030] As noted above, there are situations where the 
location (the current network) determined on the basis 
ofthecurrent IP address is uncertain, i.e. the IP address 
fails to indicate the current location of the laptop. lf the 
IP address does not match the current network, use of 
the Internet protocol (IP) to attack against the laptop is 
not likely, and one may reason that in that case a per­
sona! firewall does not need to be used. However, there 
is stili a possibility thatthere is an attack using other pro­
tocols, such NetBEUI or IPX. By detecting the situation 
where the IP address of the laptop is not an IP address 
of the current network, it is possible to block such pro­
tocols while in foreign networks. Further, NAT (network 
address translation) and private IP addresses are fre­
quently used. This means that the same IP address is 
in use in several networks. In that case it is not enough 
to trust IP address information only when determining 
the location of the laptop. lt is even possible that while 
being connected to a hostile network, the DHCP (dy­
namic host configuration protocol) gives familiar IP ad­
dress to make it easier to attack the laptop. Basically, 
the DHCP enables individuai computers on a network 
to connect to a DHCP server, such as the server 9 in 
Figure 1, and be assigned a dynamic IP address of the 
current network. 
[0031] Thus, according to an aspect of the invention, 
in addition to the detection of location based on the cur­
rent IP address described above, a further location ver­
ification procedure is carried out with a predetermined 
network element, which is preferably reachable only 
from the location to be verified. More generally, the net­
work element is selected in such a way that it responses 
to the verification request only if the request originates 
from the location (i.e. the network) to be verified. Pref­
erably, the specific network element is provided with a 
location verification service supporting the verification 
according to the invention. The verification procedure 
requires that the verificati on method be specified for the 
persona! firewall, preferably at the same time as the dif­
ferent locations are specified. In other words, the meth­
ods to verify the location are specified far the persona! 
firewall in the initial configuration, for example. lt is also 

possible that the verification methods are updated or 
changed by means of the updating procedure described 
below, in a manner similar to other security rules. 
[0032] A generic location verification procedure ac-

5 cording to one embodiment ofthe invention is described 
with reference to Figures 5 and 6. Firstly, the current lo­
cation is determined on the basis of the currently used 
IP address as described above (step 50"1 ). Next, the per­
sona! firewall selects a predetermined network element 

10 that should be available for verification from the deter­
mined current location (step 502). Then the persona! 
firewall sends to the selected network element a request 
to send a response with some data proving the identity 
of the network element (step 503). Referring now to Fig-

1s ure 6, the verifying network element receives the verifi­
cation request (step 60"1) from a persona! firewall. Then, 
either always in response to the verification request or 
only if predetermined requirements are met, the network 
element sends the response with the required identity 

20 datato the persona! firewall (step 602). Referring again 
to Figure 5, the persona! firewall waits for a response 
(step 504), and if no response is received (preferably 
within a predetermined period of time), the location de­
termined on the basis ofthe current IP address is reject-

25 ed, and the location is determined to be unknown (step 
505). In that case, a default location and an associateci 
rule base, such as the rule base 302, can be used. 
[0033] However, if the response is received from the 
network element in the step 504, the persona! firewall 

30 verifies the identity of the network element on the basis 
of the received identity data, e.g. by comparing the re­
ceived identity data with identity data stored in the per­
sona! firewall (step 506). lf the verification of the identity 
is unsuccessful (step 507), the procedure proceeds to 

35 the step 505 described above. However, if the verifica­
tion of the identity of the network element is successful, 
also the location of the laptop determined on the basis 
of the current IP address has been successfully verified 
and can be accepted. 

40 [0034] Additionally, it is possible that one IP address 
is included in more than one selection rule in the per­
sona! firewall. In that case, if the verification ofthe laptop 
being locateci in a first network indicated by the current 
IP address fails, it is checked if the laptop is located in 

45 a second network indicateci by the current IP address. 
There are various ways to implement the generic loca­
tion verification procedure described above. The sim­
plest way to implement the location verification service 
is to probe some known (known to the persona! firewall) 

50 element. For example, it is possible to ask the MAC ad­
dress of the known network element locateci in the home 
network and having a known IP address. The network 
element returns the MAC address in response, and if 
the AMC address is the one that it is assumed to be (e. 

55 g. matches with a MAC address stored in the persona! 
firewall), it is verified that the laptop is located in the 
home network. lf the MAC address is not the correct 
one, the laptop is determined to be outside the internal 
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network. 
[0035] One possible implementation is that the loca­
tion verification service is implemented in such network 
element in an internal network which can be reached 
only from inside the internal network. For example, the 
firewall protecting the internal network, such as firewall 
5 in Figure 1, may be configured to discard all connec­
tions from outside the internal network to this network 
element. lf the persona! firewall is able to reach this spe­
cific network element, it is verified that the persona! fire­
wall resides inside the internal network. Otherwise the 
persona! firewall resides outside the internal network. 
There may be a plurality of such location verification 
services in a plurality of internal networks or sub-net­
works, and if the persona! firewall cannot reach any of 
them, then it is assumed to be outside this plurality of 
internal networks or sub-networks. 
[0036] The location verification service may be incor­
porateci into the network firewall, such as the location 
verification service 50 in the firewall 5 in Figure 1. For 
example, verification requests only from the direction of 
the internal network (such as home network 1 O) may be 
responded by the location verification service 50. This 
implementation is rather straightforward, since the 
present firewalls are readily capable of detecting tram 
which direction, that is, from which interface, a data 
packet is coming from. 
[0037] In any case it is preferred that the persona! fire­
wall communicates with the location verification service 
by using some cryptographically strong method, such 
as public key encryption. For example SSL can be used. 
The certainty of the location verification can be further 
improved by setting the TTL (time-to-live) field in the lo­
cation verification request to a relatively low value, so 
that the request is capable of reaching only a nearby 
location verification service. The TTL value is decre­
mented each time the verification request passes 
through a router connecting different networks or net­
work segments. lf the TTL value is setto, tor example, 
a zero value the verification request is not able to pass 
th rough a router to a different network or a network seg­
ment. 
[0038] The use of additional location verification 
makes it even possible to automatically create a VPN 
tunnel to the home network even if the current location 
(a foreign network) is using the same IP address as in 
the internal network. 
[0039] AII the embodiments described above are ef­
fective both in standalone computers and in centrally 
managed computers. The centrai management of per­
sona! firewalls enables a uniform protection level in ali 
computer devices using the private network. One fea­
tu re of the centrai management is that preferably all of 
the persona! firewalls have essentially similar security 
rules. lt should also be possible to update these. lt is 
preferable that rule updates are applied in the persona! 
firewalls as soon as possible afterthey have been made 
in the centrai management. Because it is not sufficient 

to rely on the manual updating by the user, the process 
of updating the rules must be automated. However, dis­
tribution of the updated rules by a push transmission 
from the centrai management is nota sufficient option 

s in a case where the persona! firewalls can move from 
one network to another. Therefore, according to an as­
pect of the invention, the persona! firewalls are arranged 
to periodically query the availability of updated rules 
from the centrai management. An updating procedure 

10 according to one embodiment of the invention is de­
scribed with reference to Figures 7 and 8. 
[0040] Firstly, a persona! firewall measures a prede­
termined updating period, which can be any period of 
time, preferably one day or a few days (step 701 ). In 

15 step 702, the persona! firewall checks whether the up­
dating period has expired, and if not, the procedure re­
turns to the step 701. When the updating period has ex­
pired, the persona! firewall checks whether the current 
location of the laptop is in the home network (step 703) 

20 or in another subnetwork of the same company. The lo­
cation determination is preferably based on the methods 
described above. lf the current location is in the home 
network, the process proceeds directly to the step 705. 
However, if the current location is not in the home net-

25 work, the persona! firewall waits tor the laptop to return 
to or establish a connection (e.g. VPN) to the home net­
work (step 704), before proceeding to the step 705. In 
the step 705, the persona! firewall sends a rule update 
query to the centrai management, such as the persona! 

30 firewall management server 8 in Figure i. Referring now 
to Figure 8, the persona! firewall management 8 re­
ceives the rule update query from the persona! firewall 
(step 801) and sends updated rules, if there are any, to 
the persona! firewall (step 802). Referring again to Fig-

35 ure 7, the persona! firewall checks whether the reply re­
ceived from the persona! firewall management 8 con­
tains rule updatings (step 706), and if not, the process 
returns to the step 701 to measure the next updating 
period. However, if rule updatings have been received, 

40 the persona! firewall updates the relevant rule bases 
stored in the laptop (step 707). 
[0041] lt is also preferable thatthe logs relating to the 
communication transactions of the laptop are handled 
in a centrai location. Since the laptops are frequently 

45 disconnected from the home network, logs must be col­
lected locally. In order to enable centrai handling, the 
logs must be transferred to a centrai log server, such as 
the persona! firewall management 8, when such is avail­
able. This should take piace automatically when the 

50 computer device provided with a persona! firewall is 
connected to the home network. Figure 9 illustrates log 
handling according to one embodiment of the inventi on. 
[0042] Firstly, the persona! firewall creates a log file 
each time the laptop is involved with a communication 

55 transaction, such as an Internet session (step 91 ). Then 
the persona! firewall determines the current location of 
the laptop, preferably based on the location determining 
methods described above (steps 92 and 93). lf the lo-
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cation of the laptop is in the home network or in another 
subnetwork of the same company, the persona! firewall 
sends the log file to the centrai log server 8 immediately 
(step 94). However, if the current location of the laptop 
is not in the home network, the process proceeds to the 
step 95, where the log file is stored locally. Similarly, a 
number of log files is collected locally while the laptop 
is disconnected from the home network. When the per­
sona! firewall nexttime detects that the computer device 
is relocated in the home network, it sends the collected 
log files to the centrai log server B. Optionally, the per­
sona! firewall may also send the collected log files to the 
persona! firewall management 8 when the laptop has 
established a (e.g. VPN) connection to the home net­
work. 
[0043] lt is apparent for those skilled in the art that the 
illustrative embodiments described are only examples 
and that various modifications can be made within the 
scope and spirit of the invention as defined in the ap­
pended claims. 

Claims 

1. A method of controlling a persona! firewall in a client 
computer, said method comprising 

providing said persona! firewall with at least 
one set of security rules to be used when said client 
computer is connected to a home network of said 
client computer, and at least one set of security 
rules to be used when said client computer is con­
nected to foreign networks, 

monitoring the current location of said client 
computer based on an Internet Protocol (IP) ad­
dress currently used by said client computer, and 

automatically selecting one of said sets of se­
curity rules by said persona! firewall according to 
said current location of said client computer. 

2. A method according to claim 1 , wherein 
said step of providing comprises providing 

said client computer with said set of security rules 
in form of at least two rule bases, 

said step of selecting comprises enabling one 

storing in said client computer an IP address 
space of said home network, 

comparing the current IP address of said cli­
ent computer with said IP address space, and 

s ifthe current IP address of said client compu-
ter matches said IP address space, determining 
said persona! firewall to be locateci in said home 
network. 

10 5. A method according to any one of claims 1, 2 or 3, 
wherein said step of monitoring comprises 

storing in said client computer a list of IP ad­
dresses of said home network, 

comparing the current IP address of said cli-
1s ent computer with said list of IP addresses, and 

20 

ifthe current IP address of said client compu­
ter matches one of said addresses on said list, de­
termining said client computer to be locateci in said 
home network. 

6. A method according to any one of claims 1, 2 or 3, 
comprising 

verifying the current location determined on 
the basis of the current IP address of said client 

25 computer by carrying out a location verification pro­
cedure with a predetermined network element. 

7. A method according to claim 6, wherein said step 
of verifying comprises 

30 checking availability of said predetermined 

network element relateci to the current IP address, 
said predetermined network element responding 
only if said client computer is locateci in the network 
in which it is assumed to be on the basis of the cur-

35 rent IP address, 

40 

verifying the current location determined 
based on said current IP address, if said predeter­
mined network element responses with a specific 
identity data. 

8. A method according to claim 7, wherein said spe­
cific identity data is a Media Access Contrai (MAC) 
address of said predetermined network element. 

of said rule bases at a time according to the current 45 9. A method of managing a persona! firewall in a client 
location of said client computer. 

3. A method according to claim 1 , wherein 
said step of providing comprises providing 

said client computer with said set of security rules 50 

in form of one rule base, and 
said step of selecting comprises enabling and 

disabling rules in said one rule base in different 
combinations according to the current location of 
said client computer. 55 

4. A method according to claim 1, wherein said step 
of monitoring comprises 

8 

computer, comprising 
storing in said persona! firewall at least one 

set of security rules to be used when said client 
computer is connected to a home network of said 
client computer, and at least one set of security 
rules to be used when said client computer is con­
nected to foreign networks, 

storing updated sets of security rules, if any, 
in a centralized unit in said home network of said 
client computer, 

configuring said persona! firewall to periodi­
cally query the availability of said updated sets of 
security rules from said centralized rule base server 
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when being locateci in said home network, orwhen 
having a remote accessto said home networkwhile 
being locateci in a foreign network, and 

loading said updated sets of security rules 
from said centralized rule base server to said per- 5 

sonal firewall in response to said query, if such up­
dated sets of security rules are available. 

10. A method according to claim 9, comprising 
monitoring the current location of said client 10 

computer based on an Internet Protocol (IP) ad­
dress currently used by said client computer, and 

automatically activating said periodica! query, 
when the current location of said client computer is 
in said home network. 15 

ter software which, when executed in a computer 
device, causes the computer device to provide a 
persona! firewall routine comprising 

storing at least one set of security rules to be 
used when said computer device is connected to a 
home network of said computer device, and at least 
one set of security rules to be used when said com­
puter device is connected to foreign networks, 

monito ring the current location of said compu­
ter device based on an Internet Protocol (IP) ad­
dress currently used by said computer device, and 

automatically selecting one of said sets of se­
curity rules by said persona! firewall according to 
said current location of said computer device. 

15. A computer-readable medium according to claim 
14, said persona! firewall routine further comprising 

verifying the current location determined on 
the basis of the current IP address of said client 

11. A method according to claim 9, comprising 
monitoring the current location of said client 

computer based on an Internet Protocol (IP) ad­
dress currently used by said client computer, 

sending log files to a centralized log server 
from said persona! firewall, when the current loca­
tion of said client computer is in said home network, 
said log files containing information on communica­
tion transactions in said client computer, 

20 computer by carrying out a location verification pro­
cedure with a predetermined network element 

collecting log files locally at said persona! fire­
wall, when the current location of said client com­
puter is not in said home network, and 

transferring said locally collected log fi les from 
said persona! firewall to said centralized log server, 
when said client computer is connected to said 
home network. 

12. A computer terminal, comprising 
a persona! firewall provided with at least one 

set of security rules to be used when said computer 
terminal is connected to a home network of said 
computer terminal, and at least one set of security 
rules to be used when said computer terminal is 
connected to foreign networks, 

said persona! firewall having a mechanism 
monitoring the current location of said computer ter­
minal based on an Internet Protocol (IP) address 
currently used by said computer terminal, and 

said persona! firewall having a mechanism 
automatically selecting one of said sets of security 
rules by said persona! firewall according to said cur­
rent location of said computer terminal. 

13. A computer terminal according to claim 12, further 
comprising 

a mechanism verifying the current location 
determined on the basis of the current IP address 

16. A computer device, comprising a persona! firewall 
routine configured to store security rules fora home 

25 network of said computer device, and for foreign 
networks, 

periodically query the availability of updated 
security rules from a centralized rule base server in 
said home network of said computer device when 

30 said computer device is locateci in said home net­

work, and 
download said updated security rules from 

said centralized rule base server, if such updated 
security rules are available in said centralized rule 

35 base server. 

17. A computer devi ce according to claim 16, said per­
sona! firewall routine being further configured to 

activate said periodica! query also when said 
40 computer device has a remote access to said home 

network while being locateci in a foreign network. 

18. A computer device, comprising a persona! firewall 
routine configured to 

45 send log fil es to a centralized log server, when 
a current location of said computer device is in a 
home network of said computer device, said log 
files containing information on communication 
transactions in said computer device, 

50 collect log files locally in said computer de-
vice, when the current location of said client device 
is not in said home network, 

of said computer terminal by carrying out a locati on 
verification procedure with a predetermined net- 55 

work element. 

transfer said locally collected log files to said 
centralized log server, when said computer device 
is reconnected to said home network. 

14. A computer-readable medium, containing a compu-

9 

19. Acomputer-readable medium, containing computer 
software which, when executed in a computer de-
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vice, causes the computer device to provide a per­
sona! firewall routine comprising 

storing security rules for a home network of 
said computer device, and far fareign networks, 

periodically querying the availability of updat- 5 

ed security rules from a centralized rule base server 
in said home network of said computer device when 
said computer device is locateci in said home net­
work, and 

downloading said updated security rules from 10 

said centralized rule base server, if such updated 
security rules are available in said centralized rule 
base server. 

20. A computer-readable medium, containing computer 15 

software which, when executed in a computer de­
vice, causes the computer device to provide a per­
sona! firewall routine comprising 

sending log files to a centralized log server, 
when a current location of said computer device is 20 

in a home network of said computer device, said log 
files containing information on communication 
transactions in said computer device, 

collecting log files locally in said computer de­
vice, when the current location of said client device 25 

is not in said home network, 
transferring said locally collected log files to 

said centralized log server, when said computer de­
vice is reconnected to said home network. 

21. A computer program comprising program code 
means far performing all the steps of any one of 
claims 1 to 11 when the program is run on a com­
puter. 
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ADAPTABLE NETWORK BRIDGE 

CROSS-REFERENCE TO RELATED APPLICATIONS 

5 This nonprovisional application claims priority under 35 U.S.C. § 119(e) on 

U.S. Provisional Application No. 60/517,737 entitled, Programmab/e Bridge, filed 

November 6, 2003, the disclosure of which is incorporated herein in its entirety. 

BACKGROUND OF THE INVENTION 

1 o Technical Field of the lnvention 

15 

The present invention relates generally to digitai communication systems. 

More particularly, and not by way of limitation, the invention is directed to an 

adaptable network bridge having a Rule Engine that simplifies adapting the bridge 

to dynamically changing conditions. 

Description of Related Art 

Ethernet is a layer-2 packet-based transmission protocol that is primarily 

used in local area networks (LANs). Ethernet is the common name tor the 

lnstitute of Electrical and Electronics Engineers (IEEE) 802.3 industry 

2 o specification. Data is transmitted in Ethernet frames. Each frame includes a 

preamble with 64 bits utilized tor synchronization. A Start of Frame Delimitar 

(SFO), a destination address, a source address, and a length/type identifier follow 

the preamble. Media Access Contro! (MAC) client data, together with a Packet 

Assembler/Disassembler (PAD) may vary in length from 46 to 1500 bytes (octets). 

2 5 A Frame Check Sequence (FCS) adds four more octets. Higher-level protocols 

reside in the content part of the frame. The frame size is counted from the 

destination address to the FCS, inclusive, and thus may vary between 64 and 

1518 octets, not including a Virtual Locai Area Network (VLAN) tag, which adds 4 

octets. 

30 Today most packet-based networks are built on Ethernet technology, as it 

is a cheap and reliable technology with good performance. Ethernet has been 

used in office networks tor a long time and is now used to build Wide Area 

Networks (WANs) as well as small networks in homes. The communications 
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industry is now expanding the use of Ethernet to what is called "Public Ethern et" 

where millions of users are connected in. the same network. Unfortunately, 

Ethernet does not scale to such large networks due to flooding of broadcasted 

messages. Some solutions have been proposed, but these solutions require 

5 modifications to the existing standards if they are to be implemented on standard 

equipment. 

Ethernet bridging is a way to connect networks together to form a larger 

network. The standard for bridging is ANSI/IEEE 802.1 d, which is hereby 

incorporateci by reference herein. A bridge is a way to connect two separate 

10 network segments together in a protocol-independent way. Packets are 

forwarded based on Ethernet address, rather than IP address. Since forwarding 

is done at Layer 2, all protocols can go transparently through a bridge. 

There are basically two approaches to adding new functionality to Ethernet 

bridges (and other Ethernet equipment as well): standardization thru IEEE, or 

15 proprietary solutions, which make the equipment non-standard. Adding new 

functionality and behavior to IEEE 802.1 d MAC bridges, better known as Ethernet 

switches (or othèr Ethernet equipment), is a difficult and time-consuming process 

without any guarantees of success. Each new function must be proposed to and 

scrutinized by an IEEE standardization group (an existing working group or a new • 

2 o group has to be accepted and established). lf one is lucky, the proposed function 

is accepted and added to the standard. However, since each new function 

requires a change in the standard, there is reluctance to add new functions. lf the 

proposal is rejected, one is limited to a proprietary solution on non-standard 

equipment. The members of the standardization groups come from different 

2 s vendors and other organizations, and although they are supposed to act in the 

interest of IEEE and the entire community, they may also act on agendas from 

their own organization/company that might be in conflict with the proposed 

functionality, thereby turning it down. lt should also be noted that ifa new function 

is added to the standard, it is then up to the different vendors to add the 

30 standardized functionality. A feature may be standardized but not made 

mandatory. 

The proprietary approach also has its drawbacks. For exam pie, 



Keysight, EX-1002 
Page 551

W O 2005/046145 PCT/SE2004/001611 

-3-

programmable network processors have been available for some time, and 

bridges may be purchased off the shelf containing programmable network 

processors. Proprietary solutions can be implemented on these. However, these 

network processors are vender specific, and the solution will only work on that 

5 network processor or processor family. The solution will not be portable, and it­

will not be possible to run it on other vendors' equipment. Additionally, • 

programming a network processor is done at a very low level, basically in 

assembly language, and the programming model is hard, requiring special skill. lt 

should also be noted that a proprietary solution will make the equipment non-

10 standard, and customers are more reluctant to buy non-standard equipment. 

There might also be inter-operational problems with other equipment. 

SUMMARY OF THE INVENTION 

The present invention is an adaptable network bridge having a Ru le Engine 

15 that simplifies the adaptation of the bridge to dynamically changing conditions 

relateci, for example, to network conditions and user context. Simplicity is 

achieved by specifying how data frames should be processed and switched in• 

terms of switching rules. Flexibility is achieved by enabling dynamic loading and · 

updating of rules in the bridge via a protocol. In addition, one bridge may 

2 o generate or modify rules for loading at another, neighboring, bridge. In a 

preferred embodiment, the bridge is an Ethernet bridge. 

Thus, in one aspect, the invention is directed to an adaptable network 

bridge that includes a Rule Engine that processes data frames according to a set 

of switching rules. Each switching rule identifies a type of frame to which the rule 

25 applies, and how the type of frame is to be processed. The bridge also includes 

means tor dynamically modifying the switching rules. In particular, the rules may 

be dynamically loaded and updated, tor example, in response to changes in the 

bridge's state information, or changes in context information. In another 

embodiment, the bridge includes a plurality of inpuVoutput ports, and the Rule 

3 o Engine includes a plurality of sets of switching rules, wherein each set of switching 

rules is applicable to a different port in the bridge. 

In one aspect the rules are forced on the switch by external units such as a 
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Network Management System (NMS). 

In a further aspect, a switch generates or modifies rules that are forced on 

other switches. 

In yet another aspect, the invention is directed to a method of processing 

5 and switching Ethernet frames in an adaptable Ethernet bridge. The method 

includes the steps of defining a set of switching rules for the adaptable Ethernet 

bridge; receiving a given frame in the bridge; deterrnining whether any of the rules 

are applicable to the given frame; and upon determining that one of the rules is 

applicable to the given frame, processing and switching the frame according to the 

10 applicable rule. The switching rules rnay be dynamically added, subtracted, or 

modified, far example, in response to changes in state or context information; 

An important aspect of the invention is how the extended state vector can 

be utilized in new ways in the switching process. The switching process can be 

controlled and adapted in new ways allowing completely new ways to contrai 

15 networks. 

BRIEF DESCRIPTION OF THE DRAWINGS 

In the following, the essential features of the invention will be described in 

detail by showing preferred embodirnents, with reference to the figures of the 

2 o attached drawings. 

FIG. 1 is a simplified block diagram of a Rule Engine utilized in the 

adaptable network bridge of the present invention; 

FIG. 2 is a sequence diagram illustrating the steps of a process performed 

by the Rule Engine; and 

25 FIG. 3 is an illustration of a network of adaptable Ethernet bridges 

controlled by a Network Management Systern (NMS). 

DETAILED DESCRIPTION OF THE INVENTION 

In the following description, far purposes of explanation and not limitation, 

3 o specific details are set forth, such as particular embodiments, circuits, signal 

formats etc. in arder to provide a thorough understanding of the present invention. 

lt will be apparent to one skilled in the art that the present invention may be 
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practiced in other embodiments that depart from these specific details. 

In existing Ethernet bridges, there are two identifiable phases in the 

switching process. In the first phase, parts of the frame header are checked for 

specific information. For example, the destination address of each frame may be 

s checked against a forwarding table, priority bits, VLAN tags, and the like. In the 

second phase, different actions are taken within the bridge depending on the · 

result of this check. For example, the frame may be sent to the port pointed to in· 

the forwarding table, or the frame may be sent to ali ports except the originating 

port, and so on. These steps characterize a process in which a frame is put 

1 o through a filter that selects the action to take. Another important ·element is · that 

the bridge stores and retrieves information in the form of a simple state vector in a 

forwarding table (i.e., memory), which the bridge is using in the process. However, · 

the different parts of this process are fixed and may not be altered. 

The present invention . is based on a generalization of this switching 

15 process that adds several new key aspects to switching, enabling new ways of · 

adapting and controlling the switching process as well as new ways to contrai 

Ethernet networks. The invention provides an adaptable Ethernet bridge having a. 

Rule Engine that simplifies the addition or modification of functionality within the 

bridge. One of the purposes of the adaptable bridge is to previde a si mple 

2 o solution whereby anyone with reasonable skill can implement and add new . 

functionality in a standardized way on standard equipment. Simplicity is achieved 

by specifying how Ethernet frames should be processed and switched in terms of 

switching rules. Flexibility is achieved by enabling dynamic loading and updating, 

inspection, and prioritization of rules in bridges via a protocol. 

The generalized switching process consists of the Rule Engine processing 

Ethernet frames by applying the switching rules. A switching rule encapsulates a 

3 o specific switching behavior that describes the filter and action processes together . 

with the state vector. A switching rule thus consists of three parts: 

1) A filter function that can filter any part or parts of a frame. The purpose of 

the filter is to decide if the rule is applicable to a given frame. In other words, the 

filter works as a predicate function on frames. In this decision process information 

3 5 in the state vector may be used. 
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2) An action function that describes how a frame header (or the entire frame) 

should be transformed and how the frame should be switched, i.e. to which port or 

ports the frame should be sent. In this process the action function may alter the 

state vector. 

5 3) A state vector that the filter function and the action function can use in the 

switching process. 

The switching rule can also contain other information such as version, 

priority specification, vendor information, and the like. 

The state vector is an abstraction of several parts: 

1 o 1) A locai memory for a rule or a set of rules where rule-specific data can be 

stored and altered. Specific "management rules" make it possible to access that 

data from, for example, a managementsystem. 

2) A global bridge memory where bridge-specific data applicable to · and 

accessible by all rules can be stored and altered. One example is the port-

15 forwarding table. 

3) Access to a set of bridge resources that can be implemented as library 

functions. Some examples are a function to retrieve the source port of the frame 

processed, a function that provides timestamps, counters and timers, and. 

functions that describe the traffic flows and load in the bridge. The invention is not 

2 o limited to these examples; other functions may be identified by those skilled in the 

art. 

A switching rule describes the types of frames that match the rule and · how. 

these frames should be processed (e.g., switched or transformed before 

switching). Each incoming frame is checked against the set of rules stored in the 

2 5 bridge. lf a rule matches, the frame is processed and switched according to the 

specification in the rule. lf no rule matches the frame, a default rule may be 

utilized, or the frame may be dropped. 

With the concept of rules, the switching process is defined as a simple and 

understandable programming model. Standardizing rule Ianguage and making it 

3 o possible to dynamically load new rules in a bridge also makes it possible to add 

new functionality, adapting standard equipment to the needs at hand. lf some 

functionality becomes obsolete, that functionality can be removed by removing the 
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rule or set of rules implementing it. 

A powerful extension is to allow different rule sets to be valid far different 

ports enabling, far example, different network providers to share the same 

hardware but have different network behavior. Different embodiments of this 

5 extension include: a rules contrai mechanism that selects and prioritizes available 

rule sets based on port, time of day, load, and the like. Alternatively, this kind of 

information may be described. in the filter functions, and the Rule Engine trias ali 

rules until it finds a match. 

Yet another powerful extension is to allow rules that monitor the state 

1 o vector instead of being matched against Ethernet frames. That is, the filter 

function monitors the state vector, and when some condition is fulfilled, the action 

function is invoked. The monitoring pracess can be implemented by regularly 

processing these rules in the Rule Engine or in a separate Rule Engine. 

Note that allowing the :filter and action functions to have access to a state 

15 vector that goes beyond the forwarding table pravides new and powerful ways to 

pracess and switch frames . 

. FIG. 1 is a simplified block diagram of an exemplary embodiment of the 

dynamically adaptable network bridge 1 O of the present invention. The adaptable 

bridge includes many of the same components as existing bridges such as switch 

20 fabric 11, frame buffers 12a-12n and 13a-13n, and ports 14a-14n and 15a-15n. In 

addition, however, the adaptable bridge includes a Rule Engine 16, which 

replaces the implementation of some or ali protocols. The adaptable bridge also 

includes a state vector memory 17 accessible by the Rule Engine, a rule contrai 

function 18, and a rules memory 19 accessible by the Rule Engine through the 

25 rule contrai function. Collectively, these new bridge components enable the 

adaptable bridge to receive and stare rules from external units, stare a state 

vector which may be dependent on external sources, and stare rules that are 

imposed on other bridges. 

Hybrid designs having both a Rule Engine and some of the protocols of 

3 o existing bridges may also be implemented. The Rule Engine has processing 

capabilities, that is, the Rule Engine can (1) apply the filter function to a frame and 

calculate the result; (2) apply the action function if the rule matches; (3) access 
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the state vector; and (4) access the other resources of the switch. A frame 

entering the adaptable bridge through an input port such as port 14a and frame 

buffer 12a is acted upon by switching rules in the Rule Engine 16, including the 

filter function, action function, and state vector. The result is a calculàted result 

5 frame, which is outputted through switch fabric 11, and an appropriate frame 

buffer and output port such as frame buffer 13a and output port 15a. 

The rule contrai function 18 adds and removes rules dynamically, and 

orders or prioritizes THE set ot rules. The rule contrai tunction may be 

implemented as protocols and secured against unwanted manipulation by using 

1 o well known techniques intended far that purpose, tor example, using digitai 

signatures and encryption. Additionally, the rule control function may include a 

mechanism to transform (or transiate) switching rules in human-readable form to 

an efficient form understandable by the Rule Engine 16. 

The mechanisms to access different bridge resources and state information · 

15 (i.e., state vectors), mechanisms to access library functions, and a protocol tor 

externally accessing the state intormation are important parts of the adaptable 

bridge. The bridge resources and state information may be accessed via, far 

example, an Application Programming lnterface (API). The protocol for .externally 

accessing the state information may be implemented as a set of rules. The state 

2 o ot the bridge can affect switching rules dynamically, that is, a rule can behave 

differently depending on the current state. For example, frames can be switched 

differently depending on time of day, traffic pattern, traffic !oad, and the like. This 

behavior can also be controlled externally by, far example, a network 

management system (NMS). 

25 FIG. 2 is a sequence diagram illustrating the steps of a method of 

processing an Ethernet frame by the Rule Engine 16. The process starts at step 

21 and moves to step 22 where, for each incoming Ethernet frame, the port­

specific rules associated with the Source Portare merged with the rules shared 

among ali ports of the bridge (this merge can be done in advance by the priority 

3 o module as a ordered list). The rules in the list are then tested to determina 

whether the frame matches the rule. This process begins at step 23, where a 

determination is made whether there are any more rules left to test. lf not, and all 
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the rules have been tested, the frame is dropped at step 24. However, in the case 

of the first rule, there are rules left to test, so the method moves to step 25 where 

the tilter function of the first rule in the lìst is applied to the frame. The filter 

function uses the information found in the frame together with the current state 

5 vector to determine whether the frame matches the rule. The filter function is a 

predicate, so the result at step 26 will be either true (the frame matches the rule) 

or false (the frame does not match the rule). lf the result is false, the rule is 

discarded at step 27, and the method returns to step 23 where the test is · 

performed on the next rule in the list. 

10 The remainder of the rules are then tested unti! either no rules are left and 

the frame is dropped at step 24, or there is a match at step 26, and the method 

moves to step 28 where the action function of the rule is applied to the frame. The 

action function may use the library functions, the information in the frame, and the, 

state vector to transform (or modify) the frame. In this process, the action function 

15 can use functions to modify the state vector. For example, a counter may be 

incremented, which counts the number of frames containing a specific high-level 

protocol coming from the port. At step 29, the action function determines the 

destination port or ports and sends the (possibly transformed) frame to the, 

determined port or ports. The method then ends at step 30. 

Another important aspect of the invention . not shown in the sequence 

diagram is that other resources or modules in the bridge may continuously monitor 

and change the state vector in parallel. An extended Rule Engine, to the one 

described, may then invoke rules that, instead of being matched against Ethernet 

frames, monitor the state vector. When one or more predefined criteria are 

2 5 fulfilled (determined by the filter function), the action function generates new 

frames containing new rules to be sent to the bridge itself orto nearby bridges 

altering their behavior. 

FIG. 3 is an illustration of a network 35 of adaptable Ethernet bridges 

controlled by a Network Management System (NMS) 36. The NMS monitors the 

3 o state in the bridges and issues rules that adapt the behavior of certain bridges 

accordingly. For example, if Bridge11 becomes heavily loaded with traffic, the 

NMS may issue a rule that will move some traffic from associateci bridges (i.e., 
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Bridge21 - Bridge2s) to Bridge12- For example, the rule may move every third 

frame or frames carrying a particular protocol to Bridge12. Context information 

may also be added to the state vector, thereby allowing context to influence 

switching. Context information may contain, but is not limited to, information 

5 about traffic load in nearby bridges, forecasts or predictions of expected traffic, 

and the like. This feature is of particular interest in a mobile environment. 

The NMS 36 is shown connected to the network by a dotted line because 

the adaptable bridges may automatically generate specific context rules and 

distribute them to nearby bridges as users move around in the network. When 

10 bridges automatically generate rules to other bridges (and to themselves), a self­

managed network can be implemented in which bridges exchange rules 

dynamically. This capability can be used, tor example, to setu p a particular flow­

path, distribute traffic during heavy load, or automatically redirect traffic in the 

case of network failures. For example, if Bridge11 receives a flow of high priority 

15 frames when it is already heavily loaded with traffic, it can issue a rule or set of 

rules to Bridge22 that move the flow to Bridge12 instead. 

An Ethernet bridge is working in "wire-speed" and therefore it is desirable 

that the bridge introduce as little delay as possible. Adding a Aule Engine and 

basing the switching on rules may increase the delay. However, a number of 

2 o techniques and mechanisms can be used to make the Aule Engine more efficient: 

1) Filter functions can be tested in parallel, and a priority module can select 

the matching rule with highest priority. These computations can be performed 

because the filter functions are pure predicates, i.e. they contain no side effects. 

2) Filter functions will in most cases be a conjunction ( or disjunction) of 

2 5 comparisons. These can be directly mapped onto a pipelined matrix of 

comparison modules in hardware. 

3) A similar pipelined hardware matrix realizing the language constructs used 

in the action functions can be implemented. 

4) Some parts of the state vector, for example library functions reflecting 

3 o bridge context and resources, can be implemented in hardware such as registers, 

thereby providing "instant" access to them. 

In the preferred embodiment, the rule language used to describe the filter 
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and action functions is not a generai purpose programming language. A 

programming language should only have the necessary constructs and 

mechanisms needed to express the solutions to the problems in the specified 

domain. lf the language is too powerful, as a general-purpose language, it is 

5 possible to express an infinite loop (accidentally or on purpose) thereby increasing 

the delay to infinity. The preferred switching rule language, therefore, is a 

language primarily restricted to the domain of Ethernet switching (layer 2), with 

language constructs expressing the mechanisms used in the switching process. 

However, language constructs that are useful tor other purposes like network 

10 management, constructs relateci to exchange of new rules, and so on, that are not 

in conflict with the basic requirements may also be included. 

The present invention provides severa! advantages. The Ethernet 

standards can be implemented as switching rule sets, and as the standards 

evolve, the rule sets are updated. These updated rule sets can then easily be 

15 loaded into an adaptable network bridge. The rule sets càn be vendor­

independent and, tor example, ·published by IEEE. Today, each vendor decides 

which protocols (standards) to support in a bridge, and unless the vendor issues 

an update whenever the standard is updated, users have to buy a new bridge if 

they need to follow the new standard. 

2 o In the present invention, the "programming language" of rules may be· 

standardized thereby enabling anyone to add new functionality, as a, switching 

rule, to any bridge with a Rule Engine. These rules can then be updated or 

removed if necessary. A proprietary solution can also be implemented as a rule 

or set of rules and loaded in any bridge with a Rule Engine. lf a user later wants 

25 to use another solution, the rule set is simply replaced with a new rule set. lt will 

be much less expensive to implement new functionality because, in most cases, 

the user only has to write some software in the form of a set of rules. 

The present invention also greatly increases flexibility in networks because 

each bridge càn be loaded with its own rule set down to the individuai port level. 

3 o The invention also provides the ability to adapt the functionality on each port 

based on time, user demands, service agreements, and the like. For example, 

different operators can share the same physical bridge (network) and provide 
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different services to their respective users. 

Some examples of functionality that can be implemented with switching 

rules include the following: 

1) Broadcast tunnels. lt is simple to implement broadcast tunnels necessary 

5 for building Public Ethernet Networks. 

2) Distributed router functionality added to a set of bridges. 

3) Simple firewall functionality. 

4) User adapted services on the port level. 

5) Authentication and securìty mechanisms on the port level that are 

1 o transparent to users. 

6) Self-managed networks or semi-self managed networks. 

This list is not intended to be exhaustive, and other functions may also be· 

implemented with switching rules and loaded into any adaptable bridge with a­

Rule Engine. 

15 As shown by the above examples, the state of the dynamically adaptable 

briqge can be utilized in the switching process to enable entirely new functionality 

and to previde new ways to use bridges in networks. 

Although preferred embodiments of the present invention have been 

. illustrated in the accompanying drawings and described in the foregoing Detailed · 

2 o Description, it is understood that the invention is not limited to the embodiments 

disclosed, but is capable of numerous rearrangements, modifications, and 

substitutions without departing from the scope of the invention. The specification 

contemplates any all modifications that fall within the scope of the invention 

defined by the following claims. 

25 
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WHAT 15 CLAIMED 15: 

1 . A dynamically adaptable network bridge comprising: 

a Aule Engine that processes data frames according to a set of switching 

5 rules, wherein each switching rule identifies a type of frame to which the rule 

applies, and how the type of frame is to be processed; and 

means for dynamically modifying the switching rules. 

2. The dynamically adaptable network bridge of claim 1 wherein the means 

1 o for dynamically modifying the switching rules includes a protocol tor dynamically 

loading and updating the switching rules. 

3. The dynamically adaptable network bridge of claim 1, wherein each 

switching rule includes a filter function for determining whether a given rule is 

15 applicable to a given frame. 

20 

4. The dynamically adaptable network bridge of claim 3, wherein each 

switching rule also includes an action function for specifying changes to the given 

frame's header and how the given frame should be switched. 

5. The dynamically adaptable network bridge of claim 1 , wherein each 

switching rule includes a state vector utilized far processing the type of frames to 

which each rule applies. 

25 6. The dynamically adaptable network bridge of claim 5, wherein the state 

vector includes an abstraction of a local memory tor storing rule-specific data for 

each switching rule. 

7. The dynamically adaptable network bridge of claim 6, wherein specific 

3 o management rules enable the Rule Engine to access the rule-specific data for 

each switching rule. 
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8. The dynamically adaptable network bridge of claim 6, wherein the state 

vector also includes an abstraction of a global bridge memory tor storing bridge­

specific data applicable to and accessible by ali the switching rules. 

5 9. The dynamically adaptable network bridge of claim 8, wherein the bridge­

specific data includes a port-forwarding table. 

10 

1 O. The dynamically adaptable network bridge of claim 8, wherein the state 

vector also includes a set of library functions that implement bridge resources. 

11. The dynamically adaptable network bridge of claim 1 O, wherein the set of . 

library functions are selected from a group consisting of: 

a function that retrieves a source port of a processed frame; 

a function that provides timestamps; 

15 a function that describes traffic flows in the bridge; and 

a function that indicates the traffic load in the bridge. 

12. The dynamically adaptable network bridge of claim 3, wherein the given 

frame is processed in accordance with the given rule if the filter function 

2 o determines that the given rule is applicable to the given frame, and the given 

frame is dropped if the filter function determines that there is no rule applicable to 

the given frame. 

13. The dynamically adaptable network bridge of claim 1 , wherein the bridge 

2 5 includes a plurality of input/output ports, and the Rule Engine includes a plurality 

of sets of switching rules, wherein each set of switching rules is applicable to a 

different port in the bridge. 

14. The dynamically adaptable network bridge of claim 1, wherein the bridge is 

3 o an Ethernet bridge. 
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15. The dynamically adaptable network bridge of claim 1, wherein the means 

tor dynamically modifying the switching rules includes a protocol that dynamically 

adds, subtracts, and modifies the switching rules. 

16. The dynamically adaptable network bridge of claim 1, further comprising 

means for prioritizing rules within the set of switching rules. 

17. The dynamically adaptable network bridge ot claim 1, further comprising 

10 means tor accessing state information for the bridge, wherein a given rule causes 

a given frame to be processed differently when the state information changes. · 

15 

18. The dynamically adaptable network bridge of claim 17, wherein the given 

rule processes the given frame differently, depending on traffic load in the bridge. 

19. The dynamically adaptable network bridge of claim 17, further comprising a 

port for receiving rules trom a Network Management System (NMS), wherein the 

NMS monitors the state intormation tor a plurality ot adaptable bridges in a 

network, and issues rules that adapt the behavior of the bridge to optimize 

2 o network performance. 

25 

. 30 

20. The dynamically adaptable network bridge of claim 17, wherein the state 

information includes context information, wherein a given rule causes a given 

frame to be processed differently when the context information changes. 

21. The dynamically adaptable network bridge of claim 1, wherein the bridge is 

one ot a plurality of adaptable bridges in a network, and the bridge turther 

comprises means for generating specific context rules and distributing the context 

rules to other adaptable bridges in the network . 
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22. A method of processing and switching data frames in an adaptable network 

bridge, said method comprising the steps of: 

defining a set of switching rules tor the adaptable bridge; 

receiving a given frame in the bridge; 

determining whether any of the rules are applicable to the given frame; and 

upon determining that one of the rules is applìcable to the given frame, 

processing and switching the frame according to the applicable rule. 

23. The method of claim 22, further comprising dynamically adding, 

1 o subtracting, and modifying the switching rules. 

15 

24. The method of claim 23, further comprising accessing state information tor 

the bridge, wherein the step of dynamically adding, subtracting, and modifying the 

switchìng rules is performed in response to a change in the state information. 

25. The method of claim 24, wherein the bridge is one of a plurality of 

adaptable bridges in a network, and the method further comprises the steps of: 

receiving a new or modified switching rule from a Network Management 

System (NMS), wherein the NMS monitors the state information tor a plurality of 

2 o adaptable bridges in a network, and issues rules that adapt the behavior of the 

bridge to optimize network performance; and 

processing and switching frames according to the new or modified 

switching rule received from the NMS. 

25 26. The method of claim 24, further comprising adding context information to 

the state information, wherein the step of dynamically adding, subtracting, and 

modifying the switching rules is performed in response to a change in the context 

information. 

30 27. The method of claim 22, wherein the bridge is one of a plurality of 

adaptable bridges in a network, and the method further comprises the steps of: 

generating specific context rules; and 
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distributing the context rules to other adaptable bridges in the network. , 

28. The method of claim 22, wherein the bridge is an Ethernet bridge. 

5 
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The present invention refers to a method 
for adapting security policies of an 
information system infrastructure in 
function of attacks wherein it comprises 
tt1e steps of: - storing potentìal attacks 
and their associateci risks in a data 
reposìtory (125); - storing curative securìty 
policies (128) in response of the potential 
attacks ìn a data repository; - monitoring 
('l 01) entering contents representìng data 
streams of the infonnation system; -
detecting ( 129) at least one attack in the 
ìnformation system; - assessìng a 
success probability parameter (132) of the 
at least one detected attack and its associateci cost ìmpact parameter (133): -
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assessing an activation impact parameter (136) of at least one curative security policy 
ìn response to the at least one detected attack and ìts assocìated cost ìmpact 
parameter: - deciding of the activation or deactivation (134) of a curative security policy 
in functìon of the success probability parameter of the, at least one, detected attack, of 
the activation irnpact parameter of at least one curative securìty policy and of the cost 
impact pararneters of both the detected at least one attack and the at least one curative 
security policy. 
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(54) Method for adapting security policies of an information system infrastructure 

(57) The present invention refers to a method for 
adapting security policies of an information system infra­
structure in function of attacks wherein it comprises the 
steps of: 
- storing potential attacks and their associateci risks in a 
data repository (125); 
- storing curative security policies (128) in response of 
the potential attacks in a data repository; 
- monitoring (101) entering contents representing data 
streams of the information system; 
- detecting (129) at least one attack in the information 
system; 
- assessing a success probability parameter (132) of the 
at least one detected attack and its associateci cost im­
pact parameter (133); 
- assessing an activation impact parameter (136) of at 
least one curative security policy in response to the at 
least one detected attack and its associateci cast impact 
parameter; 
- deciding of the activation or deactivation (134) of a cur­
ative security policy in function ofthe success probability 
parameter of the, at least one, detected attack, of the 
activation impact parameter of at least one curative se­
curity policy and of the cast impact parameters of both 
the detected at least one attack and the at least one cur­
ative security policy. 
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Description 

[0001] The present invention relates to the fielci of in­
formation system protection anci more precisely to the 
management of security policy in function of attacks un- s 

ciergone or being unciergone by the information system. 
[0002] lnfrastructures of information systems neeci to 
be protecteci from harmful attacks leading to malicious 
events such as intrusions, data thefts, viruses or worms ... 
[0003] Due to the potential number of alerts generated 10 

by the existing attack cietection systems with large infor­
mation system infrastructures, it becomes impossible for 
operators to assess in real-time the risk of an attack and 
to decide of the suitable response to apply in response 
to the attack. Thus, automatic deployment offormally de- 15 -

fine ci operational security policies starts to be considered 
in the protection of telecommunication anci information 
infrastructu res. 
[0004] Fig.1 represents an example of such automatic 
protection of the state of the art. 20 

[0005] The first step 101 corresponds to the detection 

in a data repository; 
storing curative security policies in response of the 
potential attacks in a data repository; 
monitoring entering contents representing data 
streams of the information system; 
detecting at least one attack in the information sys­
tem; 
assessing a success probability parameter of the at 
least one detecteci attack and its associateci cost im­
pact parameter; 
assessing an activation impact parameter of at least 
one curativesecuritypolicy in responsetothe at least 
one cietected attack and its associateci cast impact 
parameter: 
deciding of the activation ordeactivation of a curative 
security policy in function of the success probability 
parameter of the, at least one, cietected attack, of 
the activation impact parameter of at least one cur­
ative security policy anci of the cost impact parame­
ters of both the cietecteci at least one attack and the 
at least one curative security policy. 

of attacks toward the monitoreci information system 
which leads to the creation of elementary alerts (102). 
An alert correlation is then processed (103) to define cor­
relateci alerts (104) that are sent to a policy instantiation 
engine (105) to activate the appropriate security rules 
(1 06). These rules are sent to a policy decision point (1 07) 

[0009] According to another aspect of the invention, 
the step of storing potential attacks anci their associateci 

which generates the configurati on scripts (108) which are 
then used to configure policy enforcement points (109). 
Said policy enforcement points (109) are locateci in the 
information system 1 and apply the security rules in re­
sponse to the detecteci attacks. 
[0006] Such configuration of automatic policy activa-
tion suffers from drawbacks. lndeed, it is based only on 
correlateci alerts and the number of correlateci alerts may 
reach a very large number (up to thousands within a sin­
gle day with large system) wh ich wou Id lead to thousands 
of security policy activations. Moreover, the deactivation 

25 risks in a data repository comprises the steps of: 

ciefining the information system topology and attack 
cietection signatures; 
defining a risk analysisofthe information systemthat 

30 icientifies potential attack objectives; 
specifying attack models to reach the icientified at­
tack objectives; 
storing saici attack models in a data repository. 

35 [001 O] According to a further aspect of the inventi on, 
the step of storing curative security policies in response 
of the potential attacks in a data repository comprises: 

of said security policies is not taken into account in the 
configurations of the state of the art such that a security 40 -

policy may remain activated even if its impact on the us-

specifying at least one attack context; 
specifying curative security policies corresponciing 
to the specifieci at least one attack context; 

ers of the information system 1 is worth than the impact 
of the attack. 

SUMMARY OF THE INVENTION 

[0007] One object of the present invention is therefore 
to overcome the precited drawbacks of the state of the 
art and offer a method that allow to ciynamically trig se­
curity policy activations only when it is necessary by tak­
ing into account a plurality of parameters influencing the 
activation decision anci by ciefining a method that allow 
the deactivation of a security policy when it is necessary. 
[0008] This is achieveci by a method for aciapting se-

storing said curative security policies in a data re­
pository. 

45 [0011] Accorciing to an aciditional aspect of the present 
invention, the step of assessing a success probability 
parameter of the at least one detected attack and its as­
sociateci cost impact parameter comprises: 

50 - generating attack strategy graphs based on the 
storeci attack mociels and the cietected at least one 
attack; 
assessing the probability for the attack to reach its 
objective; 

curity policies of an information system infrastructure in 55 -

function of attacks wherein it comprises the steps of: 
assessing the impact of the attack objective on the 
system security level anci on the system quality of 
service (QoS) level; 

storing potential attacks and their associateci risks assessing the associateci cast impact parameter of 
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the attack objective; at least one data repository for: 

[0012] According to another aspect of the present in­
vention, the step of assessing an activation impact pa­
rameter of at least one curative security policy in re- s 
sponse to the at least one detected attack and its asso­
ciateci cost impact parameter is baseci on the storeci cur­
ative security policies and the state of the monitored in­
tormation system. 

storing potential attacks and their associateci 
risks; 
storing curative security policies in response of 
the potential attacks; 

processing means tor: 

[0013] According to a further aspect of the invention, 
the step of deciciing of the activation or cieactivation of a 
curative security policy in function of the success prob­
ability parameter of the, at least one, cietecteci attack, of 
the activation impact parameter of at least one curative 
security policy anci of the cost impact parameters of both 
the detecteci at least one attack and the at least one cur­
ative security policy is applied dynamically based on the 
evolution of the state of the monitored system. 
[0014] According to an additional aspect of the inven­
tion, the cost impact parameters comprise: 

a quality of service (QoS) impact and, 
a security level degradation impact. 

[0015] The present invention also refers to a monitor­
ing and protecting equipment comprising: 

at least one data repository tor: 

storing potential attacks and their associateci 
risks; 
storing curative security policies in response of 
the potential attacks; 

processing means tor: 

monitoring entering contents representing data 
streams of the information system; 
detecting at least one attack in the information 
system; 
assessing a success probability parameter of 
the detected at least one attack and its associ­
ateci cost impact parameter: 
assessing at least one activation impact param­
eter of at least one curative security policy in 
response to the at least one detected attack and 
its associated cost impact parameter; 
deciding of the activation of a curative security 
policy in function of the success probability pa­
rameter of the at least one detected attack, of 
the activation impact parameter of at least one 
curative security policy and of the cost impact 
parameters of both the at least oneattack and 
the at least one curative policy, 
activating at least one curative security policy. 

[0016] The present invention also refers to a monitor­
ing and protecting equipment comprising: 

10 monitoring entering contents representing data 
streams of the intormation system; 
detecting at least one attack in the intormation 
system; 
assessing a success probability parameter of 

15 the detected at least one attack and its associ-
ated cost impact parameter; 
assessing at least one activation impact param­
eter of at least one curative security policy in 
response to the at least one detected attack anci 

20 its associated cost impact parameter; 
deciding ofthe deactivation of a curative security 
policy in function of the success probability pa­
rameter of the at least one detected attack, of 
the activation impact parameter of at least one 

25 curative security policy and of the cost impact 
parameters of both the at least one attack anci 
the at least one curative policy, 
deactivating at least one curative secu rity policy. 

30 BRIEF DESCRIPTION OF THE DRAWINGS 

[0017] 

FIG.1 is a synoptic ciiagram of the different steps of 
35 a protective method tor launching security policies 

against attacks of an intormation system according 
to the state of the art; 
FIG.2 is a synoptic ciiagram of the different steps of 
a protective methoci tor adapting security policies of 

40 an information system infrastructure against attacks 
according to the present invention; 
FIG.3 is a diagram of an example of attack graph 
comprising the different attack steps and the objec­
tives associateci with these attacks; 

45 FIG.4 is a synoptic ciiagram of the different steps of 
a detailed protective method for adapting security 
policies of an intormation system infrastructure 
against attacks according to the present invention; 

so DETAILED DESCRIPTION OF THE INVENTION 

[0018] As used herein, the term "attack" refers to an 
event in a system that transgress the normai authorizeci 
usage of the system or exploits deliberately or acciden-

55 tallya vulnerability inthe system astorexample a network 
scanning, a password cracking, a sending of malicious 
email (also called spam), a sending of a malformed in­
ternet protocol (IP) packet... Moreover, the expression 

3 
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attack with respect to an information system refers to 
attacks initiated from outside or inside of the informati on 
system (usually from an attacker machine) and directed 
toward said informati on system in order to produce dys­
functionings in said system. 
[0019] As used herein, the term "SI P" refers to the ac­
ronym session Internet protocol. 
[0020] As used herein, the term "IP" refers to the ac­
ronym Internet protocol. 
[0021] As used herein, the term "QoS" refers to the 
acronym quality of service. 
[0022] The embodiments of the present invention refer 
to a method for activating and deactivating security pol­
icies in order to protect an information system against 
malicious attacks wherein not only impacts ofthe attacks 
but also the success likelihood for the attack to reach its 
objective and impacts of security policies are taken into 
account in the activation/deactivation decision in arder 
to minimize the impact, and in particular the cost, of at­
tacks on the users of the information system. 
[0023] Fig.2 represents the generai steps of the meth­
od foradaptingthe protection ofthe information system 1. 
[0024] Step 11 O refers to the specificati on and the stor­
ing in a data repository of potential attacks and their as­
sociateci risks. This first step allows to provide attack 
models that define the strategy and the objectives of the 
possible attacks. 
[0025] Step 111 refers to specification and storing in 
a data repository ofthe foreseen security policies to apply 
in response to the possible attacks defined in the previous 
step. 
[0026] Step 112 refers to the monitoring of entering 
content ofthe information system 1 corresponding to data 
streams and the attacks detection. 
[0027] Step 113 refers to the assessment of a success 
probability of detected attacks and the cost impact asso­
ciateci with these attacks. Such assessment is achieved 
based on the attack models stored in step 11 O and the 
attacks detected in step 112. 
[0028] Step 114 refers to the assessment of the impact 
of an activation of a curative security policy in response 
to a detected attack and the cost impact associateci with 
this activation. Such assessment is achieved based on 
the security policies stored in step 111 and the state of 
the monitored information system 1. 
[0029] Step 115 refers to the decision of activating or 
deactivating a curative security policy in function of the 
assessments achieved in steps 113 and 114. Such de­
cision corresponds to the comparison of the cumulative 
impacts of both the attack and the curative security policy 
on the information system 1. 
[0030] The activation or deactivation decided in step 
115 is then applied in step 116. 
[0031] Moreover, it has to be noted that the steps 11 O 
and 111 are preliminary steps which can be achieved 
offline whereas the steps 112, 113, 114, 115, 116 are 
dynamic steps which are achieved online such that any 
modification of the information system is taken into ac-

count in real time to decide of the activation or the deac­
tivation of security policies. 
[0032] Thus, the present invention, thanks to the as­
sessments of both the attack consequences and the con-

5 sequences of the activation of a security policy allows to 
determine if it is worthy to activate a curative security 
policy and when said policy is activated to determine if it 
is worthy to keep this policy activated in function of the 
evoluti on of the informati on system and the impact of this 

10 policy on said information system. 
[0033] As described above, an attack is an event oc­
curring in a system. In practice, an attack comprises dif­
ferent levels (or steps) that lead to the objective of the 
attack as described in fig.3 where an example of attack 

15 graph aimed at hacking a voice over internet protocol 
(VolP) system is described. 
[0034] The first level 201 corresponds to the sending 
of an email (malicious email or spam) toward a victim 
machine. Then the below (or next) levels represent the 

20 different stepsto reach the objectives (213, 214, 215 and 
216). The second level 202 refers to the gain of a remote 
shell in the victim machine (corresponding to the opening 
by the user of the malicious link or attachment of the 
email). The third level 203 corresponds to a bot (robot) 

25 infection which is the installation of a malicious software 
bot capable of simulating human activity that uses the 
remote shell. The bot can wait for future orders from the 
attacker to execute. As represented in fig.3, several re­
mote shells and several corresponding bot infections 

30 may be develop in parallel in the information system. 
[0035] The next leve I 204 corresponds to the discovery 
of the session initial protocol (SIP) discovery which is a 
scanning ofthesystem (ornetwork)to discovermachines 
(computers in generai) or servers using SIP protocol. 

35 Such attack may be done by a bot. 
[0036] From this step, the attack may use two different 
ways depending on its objective. 
[0037] The first way leads to step 205 which refers to 
the SI P fingerprinting which consists of identifying the 

40 type and the version of the software (operating systems, 
softphones, servers, etc ... ) installed on the SIP entities 
discovered at the previous leve! (204). This leve! may 
also be performed by a bot. 
[0038] From step 205, the attack may have two differ-

45 entways again, one leadingto the objective of spam aver 
IP (SPIT) 213 and comprising two levels, a discovery of 
the active users which is a scanning to determine the 
users of the VolP system and which may be performed 
by a bot and a direct cali 209 referring to a call to the 

50 victim user (by a bot) to perform spam aver IP (SPIT). 
[0039] The other possibility from level 205 is the dis­
covery of the media access contrai (MAC) address of 
potential victim machines 207 (which may be performed 
by a bot). 

55 [0040] The next step 208 is then the address resolution 
protocol (ARP) poisoning which forces the traffic (e.g. 
the established calls) between two victim users to pass 
through one bot. The attacker may then have access to 

4 
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ali the traffic between both victim users. This leads either 
to a step of sniff audio 211 to sniff the audio packets 
transmitted between both users or a step of inject audio 
212 to inject audio packets in the transmission between 
both users tor altering the established cali. The corre­
sponding respective objectives being the conversation 
tapping 214 and the conversation injection 215. 
[0041] From level 204 the second attack solution con­
sists in a server flooding 21 O wherein the bots flood the 
main serverofthe VolP systemto cause a denial of serv­
ice (DoS) which is the objective 216. 
[0042] lt has to be noted thatthe closerto the objective 
is the attack, the higher the probability to reach the ob­
jective. Thus, when a spam (leve I 201) is detected, it is 
generally not worth activating a security policy as the 
probability for the attack to reach one of the objectives 
(213, 214, 215 or 216) is stili low whereas if the server 
is flooded (leve I 21 O) for example, then the probabi lity of 
reaching the objective 216 is very high. 
[0043] The graphs such as presented in fig.3 are 
achieved automatically based on attack models stored 
in data repository and are used in the assessment of the 
impact of an attack and its probability to reach its objec­
tive as described previously. 
[0044] In order to better understand the different steps 
of the invention, a detailed configuration of a possible 
embodiment ofthe invention will now be described based 
on fig.4, it refers to a more detailed presentation of the 
organization presented in fig.2. 
[0045] Step 120 corresponds to the storing in a data 
repository of the information system topology and the 
attack or intrusion detection signatures (IDS). Step 121 
is a risk analysis tor the monitored system which is con­
ducted by an expert to identify potential attack objectives 
122. Based on these attack objectives and the system 
topology (stored in step 120), attack models are specified 
(by an expert) 123 as well as an attack context specifi­
cation 126. Attack models such as presented in fig.4 are 
then set up 124 and stored as elementary models in a 
data repository 125. 
[0046] On the other hand, the specification of attack 
contexts 126 allows to specify response contexts 127. 
For each identified attack context an appropriate re­
sponse context is specified with the associateci security 
rules. Said security rules and attack contexts are stored 
as security po lici es in a data repository 128. Said security 
policies refer, for example, to firewall activation, authen­
tication request activation or user account blocking or 
any actions allowing to cure the intormation system or 
reduce the impact of the attack. Based on the stored at­
tack models and security policies to apply in response to 
each attack, the automatic and dynamic part of the in­
vention may be implemented. 
[0047] The information system 1 is monitored by intru­
sion detection systems (IDS) 101 which correspond to 
any types of sensors capable of detecting an attack and 
of generating and sending alerts. Said sensors may be 
made of specific electronic devices (micro-controllers, 

application specific integrateci systems (ASICs) ... ) or in 
an intormation technology (IT) environment, itmay simply 
be a software run by a computer, a server or a router. 
[0048] The alerts sent by the I DS are then aggregateci 

s 129 in an online correlation engine 131 which uses these 
aggregateci alerts and the attack models stored in a data 
repository to generate attack graphs such as presented 
in fig.3. The generateci graphs are used, on one hand, 
tor the assessment of the probability tor the attack to 

10 reach its objective 132 and, on the other hand, tor the 
assessment of the impact of the attack 133. 
[0049] The determination of the probability to reach 
the objective corresponds to the success likelihood tor 
an attack to reach an objective. Thus, the success like-

15 lihood level of each attainable objective (predefined in 
the attack graph) of the attack is calculated. This level 
shows howclosethe attack iswith respectto its objective. 
[0050] The attack impact assessment corresponds to 
the determination of the impact of the attack on the se-

20 curity and the quality of service (QoS) of the intormation 
system 1. This gathers the impact on the confidentiality, 
the integrity and the availability and any parameters in­
fluencing the using of the information system 1. Such 
assessment is also based on the state of the intormation 

25 system 1. 
[0051] The results of both assessments are then sent 
to a policy instantiation engine (PI E) 134 where the cu­
mulative impact of the attacks is determined. 
[0052] Besides, in the same way as the assessment 

30 of the impact of the attacks, an assessment of the impact 
of the curative security policies which can be used in 
response of the attacks 136 is done based on the stored 
security policies. Again, impact on both the security and 
the QoS of the information system as well as as the state 

35 of said system are taken into account in the assessment. 
The results of the assessment are also transmitted to the 
PI E 134 where the cumulative impact of the curative se­
curity policies is determined. 
[0053] The policy instantiation engine 134 receives the 

40 assessments corresponding on one side of the attack 
impactand on the otherside ofthe curative security policy 
impact which are processed respectively by an attack 
handlermodule 135 and a response handler module 137. 
Far each type of impact, at least one metric is defined, 

45 and in the generai case, a plurality of metrics correspond­
ing to different aspects of the impact (on security, on 
QoS ... ) are defined and the assessed value of all these 
impact contributions are added (practically by integrated 
their value aver time). 

so [0054] Based on both cumulative impacts computed 
by the attack handler module and the response handler 
module as well as the probability for the attack to reach 
its objective (also called success likelihood) and the state 
of the monitored intormation system 1, the PIE 134 de-

ss termines if curative security policies have to be activated 
or deactivated. 

5 
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the success likelihood reached a given threshold, or if 
the attack impact reach a predetermined threshold. lt can 
also be a combination of both (activation if the attack 
impact and the success likelihood reach given thresh­
olds). 
[0056] In generai, a response policy must be activated 
when: 

the detected threat violated the security and opera­
tional policies and, 
the success likelihood (calculated dynamically, con­
sideringthe attack progress andthestate ofthe mon­
itored system) of the threat exceeds a predefined 
threshold and, 
the impact of the threat exceeds a predefined th resh­
old, and is greater than the cost of the associated 
response policy. 

[0057] In the same way, if the success likelihood goes 
below a given threshold or the response impact goes 
aver a predefi ned th reshold or a combination of both, an 
activated security policy have to be deactivated. Such 
case may occurif the impact of a response policy induced 
more drawbacks than advantages with respect to the in­
itial attack or if the risks associated with the attack have 
been dismissed or eradicated. 
[0058] The order or command of activating or deacti­
vating a security policy is then sent to response policy 
deployment point (PDP) 107 (also called policy decision 
point) wherein each security rule of a response policy is 
con ve rted i nto seri pts to co nfig ure th e po I icy e nfo rceme nt 
points (PEP) 109which are locatedwithin the information 
system 1 and which are used to enforce the security pol­
icies (firewall activation or configuration, intrusion pre­
vention systems activations, account permissions or ac­
cess modifications ... ). The online steps (comprising the 
online correlation engine 131, the attack objective prob­
ability assessment 132, the attack impact assessment, 
the attack response assessment 136, the policy instan­
tiation engine 134, the policy deployment point and the 
policy enforcement point) may be achieved by programs 
or software run by a computer or a server. Said online 
steps use the stored elements of the data repositories 
(attack model data repository 125 and response policy 
data repository 128) to determine dynamically the neces­
sity of activation/deactivation of response security policy 
in function of the detected attacks and of the state of the 
monitored information system 1. 
[0059] Thus, the present invention allows to provide a 
dynamic assessment of the impact of an attack as well 
as the impact of the security policy to apply in response 
to the attack providing therefore an optimized efficiency 
of the use of a security policy. Moreover, the idea of de­
termining conditions tor deactivating a security policy al­
lows to improve the reactivity of the information system 
protection and to avoid an unnecessary degraded use of 
the information system. lndeed, security policy usually 
correspond to a degraded mode that limits the effects of 

the attack but also reduces the capacity of said informa­
tion system and may disturb and affect the users of the 
information system leading to a loss of productivity or a 
reduction of quality of service (QoS) tor the company 

s using the information system. 

Claims 

10 1. Method tor adapting security policies of an informa­
tion system infrastructure in function of attacks 
wherein it comprises the steps of: 

- storing potential attacks and their associated 
15 risks in a data repository; 

- storing curative security policies in response 
of the potential attacks in a data repository; 
-monitoring entering contents representing data 
streams of the information system; 

20 - detecting at least one attack in the information 
system; 
- assessing a success probability parameter of 
the at least one detected attack and its associ­
ated cast impact parameter; 

25 - assessing an activation impact parameter of 
at least one curative security policy in response 
to the at least one detected attack and its asso­
ciated cost impact parameter; 
- deciding of the activation or deactivation of a 

30 curative securitypolicy infunction ofthe success 
probability parameter of the, at least one, de­
tected attack, of the activation impact parameter 
of at least one curative security policy and of the 
cost impact parameters of both the detected at 

35 least one attack and the at least one curative 
security policy. 

2. Method tor adapting security policies of an informa­
tion system infrastructure in accordance with claim 

40 1 wherein the step of storing potential attacks and 
their associated risks in a data repository comprises 
the steps of: 

- defining the information system topology and 
45 attack detection signatures; 

- defining a risk analysis of the information sys­
tem that identifies potential attack objectives; 
- specifying attack models to reach the identified 
attack objectives; 

50 - storing said attack models in a data repository. 

3. Method for adapting security policies of an informa­
tion system infrastructure in accordance with claim 
1 or 2 wherein the step of storing curative security 

55 policies in response ofthe potential attacks in a data 
repository comprises: 

- specifying at least one attack context; 

6 
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- specifying curative security policies corre­
sponding tothe specified at least one attackcon­
text; 
- storing said curative security policies in a data 
repository. s 

4. Method for adapting security policies of an informa-
tian system infrastructure in accardance with one of 
the previous claims wherein the step of assessing a 
success probability parameter of the at least one de- 10 

tected attack and its associateci cost impact param-
eter comprises: 

- generating attack strategy graphs based on 
the stored attack models and the detected at 15 

least one attack; 
- assessing the probability forthe attack to reach 
its objective; 
- assessing the impact of the attack objective on 
the system security level and on the system 20 

quality of service (QoS) level; 
- assessing the associated cost impact param­
eter of the attack objective; 

5. Method for adapting security policies of an informa- 25 

tion system infrastructure in accordance with one of 
the previous claims wherein the step of assessing 
an activation impact parameter of at least one cura-
tive security policy in response to the at least one 
detected attack and its associateci cast impact pa- 30 

rameter is based on the stared curative security pol­
icies and the state of the monitored information sys­
tem. 

6. Method for adapting security policies of an informa- 35 

tion system infrastructure in accordance with one of 
the previous claims wherein the step of deciding of 
the activation or deactivation afa curative security 
palicy in function of the success probability param-
eter of the, at least one, detected attack, of the acti- 40 

vation impact parameter of at least one curative se­
curity policy and of the cast impact parameters of 
both the detected at least one attack and the at least 
one curative security policy is applied dynamically 
based on the evolution of the state of the monitored 45 

system. 

7. Method for adapting security policies of an informa­
tion system infrastructure in accordance with one of 
the previous claims wherein the cast impact param- 50 

eters comprise: 

- a quality of service (QoS) impact and, 
- a security level degradation impact. 

8. Monitoring and protecting equipment comprising: 

- at least one data repasitory for: 

55 

7 

- storing potential attacks and their associ­
ateci risks; 
- storing curative security policies in re­
sponse of the potential attacks; 

- processing means tor: 

- monitoring entering contents representing 
data streams of the information system; 
- detecting at least ane attack in the infor­
matian system; 
-assessing asuccess probability parameter 
of the detected at least one attack and its 
assaciated cast impact parameter; 
- assessing at least ane activatian impact 
parameter af at least one curative security 
policy in responsetathe at least ane detect­
ed attack and its associateci cost impact pa­
rameter; 
- deciding of the activation of a curative se­
curity policy in function of the success prob­
abilityparameterofthe atleast one detected 
attack, of the activation impact parameter 
of at least one curative security policy and 
of the cost impact parameters of both the at 
least one attackandthe atleastonecurative 
policy, 
-activatingat leastone curativesecuritypol­
icy. 

9. Monitoring and protecting equipment comprising: 

- at least one data repository tor: 

- storing potential attacks and their associ­
ateci risks; 
- storing curative security policies in re­
sponse of the potential attacks; 

- processing means for: 

- monitoring entering contents representing 
data streams of the information system; 
- detecting at least one attack in the infor­
mation system; 
- assessi n g a success p robab i lity parameter 
af the detected at least one attack and its 
associateci cost impact parameter; 
- assessing at least one activation impact 
parameter of at least one curative security 
policy in response tothe at least one detect­
ed attack and its associateci cost impact pa­
rameter; 
- deciding of the deactivatian of a curative 
security policy in function of the success 
probability parameter of the at least one de­
tected attack, of the activation impact pa­
rameterof at least one curative security poi-
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icy and of the cost impact parameters of 
both the at least one attack and the at least 
one curative policy 
- deactivating at least one curative security 
policy. s 
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Description 

BACKGROUND 

[0001] Recent advances in wireless and mobile tech­
nologies enable mobile-device users to access the Inter­
net at any time and in any piace. Internet usage habits 
are changing and many new types of lnternet-enabled 
devices are emergingto meetthe evolving userdemands 
and changing lnternet-usage habits. Many of these new 
and emerging lnternet-enabled wireless devices use 
custom and/or non-traditional operating systems and ac­
cess the Internet through mobile data networks. Further, 
many of these devices include powerful processors ca­
pable of executing third-party application software down­
loaded from digitai application distribution platforms 
(e.g., Appie lnc.'s App Store, etc.). The emergence these 
new technologies and wireless devices presents addi­
tional security challenges tor the telecommunications 
networks, mobile data networks and to the new wireless 
devices themselves. 
[0002] Today, malicious software (herein "malware") 
may be used by thieves and hackers to steal confidential 
information, launch attacks on web servers and to flood 
networks with spam. Recently, there have been many 
high-profile cases of confidential customer information 
being stolen from businesses, and private wireless de­
vice users being subjected to online financial and identity 
thefts. Perhaps even more significantly, there has recent­
ly been an increase in wireless devices being infected 
by malware that torces the wi reless device to participate 
in malicious activities without the user's knowledge or 
consent, causing users to incur higher usage-charges 
and leaving them vulnerable to potential legai actions. 
Recent press reports indicate this problem is increasing 
at an alarming rate. The emergence of these new types 
of lnternet-enabled devices is likely to exacerbate these 
problems, as current malware detection and prevention 
techniques are ineffective at preventing or removing mal­
ware from wireless devices, especially the new breed of 
lnternet-enabled wireless devices that have custom 
and/or non-traditional operating systems. 
[0003] Further, the growth in popularity of application 
distribution platforms (herein "app ecosystems") allows 
wireless device usersto more readily downloadthird par­
ty software and execute the downloaded software with 
full administrative privileges on the mobile device. Such 
downloaded applications may be sourced from many dif­
ferent sources, such as email attachments, instant mes­
saging systems, and device-to-device transfers. The 
emergence of app ecosystems presents additional se­
curity challenges that are disti net from the traditional se­
curity challenges presented by a malicious page being 
displayed within web browsers which could be managed 
by implementing a sandbox model. 
[0004] Current malware detection and prevention 
techniques typically involve installing a protective soft­
ware client application onta a traditional I nternet-enabled 

device, such as a desktop computerora laptop computer. 
Thus, current techniques aim to prevent malware by pro­
tecting user-level devices (e.g., laptops) ratherthan pro­
viding a comprehensive solution that can eliminate mai-

s ware from within the network. Further, since many of the 
new and emerging lnternet-enabled wireless devices do 
not have traditional operating systems, they cannot ef­
fectively employ existing malware detection and preven­
tion techniques. As these new lnternet-enabled devices 

10 grow in popularity, so will the importance of detecting and 
preventing malware from within the network. 

SUMMARY 

15 [0005] The various embodiments provide methods, 
systems and devices tor receiving from one or more com­
munication system contrai network components data 
flowparameters identifying characteristics of a data flow, 
performing a detection method to determine if the data 

20 flow carri es malicious content, generating restrictive pol­
icy rules in response to determining the data flow carries 
malicious content, generating non-restrictive policy rules 
in response to determining the data flow does not carry 
malicious content, and pushing the generateci policy 

25 rules to a communication system gateway configured to 
contrai the flow of packet-based data between a wireless 
device and an external network. In various embodiments, 
generating restrictive policy rules in response to deter­
mining the data flow carries malicious content includes 

30 generating restrictive policy rules that instruct the gate­
way to block the data flow and/or to block future data 
flows originating from the wireless device. The data flow 
may originate from a wireless device or an Internet serv­
er. 

35 [0006] Various embodiment methods, systems and 
devices may perform charging operations that charge 
subscriber accounts for data flows allowed by the gate­
way and not charge subscriber accounts tor the data 
flows blocked by the gateway. 

40 [0007] Pattern matching detection methods may be 
performed in embodiment methods, systems and devic­
es to determine if the data flow carries content that is a 
security risk. In an embodiment, pattern matching detec­
tion methods may be performed by comparing identified 

45 binary-file characteristic information with a binary-file 
characteristic of a known malware type to determine if 
the data flow carries content having binary-file charac­
teristics of known malware, which mayincludecomparing 
the identified binary-file characteristic information with a 

50 binary-file characteristic of a spam-sending Internet bot. 
[0008] The embodiments include servers configured 
to implement the various methods through software pro­
gramming, systems implementing such servers, and 
non-transitory computer-readable storage media on 

55 which are stored server-executable instructions imple­
menting the various methods. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] The accompanying drawings, which are incor­
porateci herein and constitute part of this specification, 
illustrate exemplary aspects ofthe invention, and, togeth­
er with the generai description given above and the de­
tailed description given below, serve to explain features 
of the invention. 
[0010] FIG. 1 is a communication system block dia­
gram illustrating network components of a communica­
tion system having a third generation partnership project 
(3G PP), evolved packet core (EPC) architecture suitable 
for use in the various embodiments. 
[0011] FIG. 2 is a communication system block dia­
gram i llustrating network components and of an example 
communication-system having a policy and charging 
contrai (PCC) network in accordance with the various 
embodiments. 
[0012] FIG. 3A is a communication system block dia­
gram illustrating example communications between log­
ica! components in an example contrai network and an 
external network. 
[0013] FIG. 3B is an communication system block di­
agram illustrating example communications between a 
malware protection system and external networks in ac­
cordance with various embodiments. 
[0014] FIG. 4A is a process flow diagram illustrating 
an example method for receiving signaling flows and en­
forcing policy rules on the signaling flows in accordance 
with various embodiments. 
[0015] FIG. 48 is a process flow diagram illustrating 
an example policy management system method for re­
ceiving parameters from a gateway and generating rules 
in accordance with the various embodiments. 
[0016] FIG. 5 is a process flow diagram illustrating an 
example pattern matching detection method in accord­
ance with an embodiment. 
[0017] FIGs. 6A and 6B are process flow diagrams il­
lustrating example observed behaviordetection methods 
in accordance with various embodiments. 
[0018] FIG. 7 is a component block diagram of a server 
suitable for use with an embodiment. 

DETAILED DESCRIPTION 

[0019] The various embodiments will be described in 
detail with reference to the accompanying drawings. 
Wherever possible, the same reference numbers will be 
used throughout the drawings to referto the same or like 
parts. References made to particular examples and im­
plementations are for illustrative purposes, and are not 
intended to limit the scope of the i nvention or the claims. 
[0020] The word "exemplary" is used herein to mean 
"serving as an example, instance, or illustration." Any 
implementation described herein as "exemplary" is not 
necessarily to be construed as preferred or advanta­
geous aver other implementations. 
[0021] As used herein, the terms "mobile device," 

"wireless device" and "user equipment (UE)" may be 
used interchangeably and refer to any one of various 
cellular telephones, smart-phones (e.g., iPhone®), per­
sanai data assistants (PDA's), palm-top computers, lap-

5 top computers, wireless electronic mail receivers (e.g., 
the Blackberry® and Treo® devices), VolP phones, mul­
timedia/Internet enabled cellulartelephones, and similar 
electronic devices capable of sending and receiving wire­
less communication signals. A wireless device may in-

10 elude a programmable processor and memory. 
[0022] As used herein, the term "bot" is used to refer 
to software applications that emulate human online-ac­
tivity by automatically performing tasks typically per­
formed by human computer users. 

15 [0023] As used herein, the phrase "malware protection 
system" is used to referto any system configured to de­
tect, prevent and/or remove malware such as computer 
viruses, computer worms, Trojan horses, bots, spyware, 
adware, etc. Thus, a malware protection system may in-

20 elude a malware prevention system, a malware detection 
system, a malware removal system, or any other system 
that assists the detection, prevention and/or removal of 
malware, as well as combinations of such systems. 
[0024] A number of different cellular and mobile com-

25 munication services and standards are available orcon­
templated in the future, all of which may implement and 
benefit from the various embodiments. Such services 
and standards include, e.g., 3rd generation partnership 
project (3GPP), long term evolution (L TE) systems, 3rd 

30 generation wireless mobile communication technology 
(3G), 4th generation wireless mobile communication 
technology (4G), global system for mobile communica­
tions (GSM), universal mobile telecommunications sys­
tem (UMTS), 3GSM, generai packet radio service 

35 (GPRS), code division multiple access (COMA) systems 
(e.g., cdmaone, CDMA2000TM), worldwide interopera­
bility far microwave access (WiMAX), enhanced data 
rates for GSM evolution (EDGE), advanced mobile 
phonesystem (AMPS), digitalAMPS (IS-136/TDMA), ev-

40 olution-data optimized (EV-OO), digitai enhanced cord­
less telecommunications (DECT), and integrateci digitai 
enhanced network (iden). Each ofthese technologies in­
volves the transmission and reception of signaling and 
content messages. lt should be understood that any ref-

45 erences to terminology and/or technical details relateci 
to an individuai standard or technology are for illustrative 
purposes only andare not intended to limit the scope of 
the claims to a particular broadcast communication sys­
tem or technology unless specifically recited in the claim 

so language. 
[0025] As discussed above, Internet usage habits are 
changing and many new types of lnternet-enabled de­
vices are emerging to meet evolving user demands. The 
emergence ofthese devices presents new security chal-

55 lenges that cannot be addressed by existing antivirus/ 
malware detection and removal systems. For example, 
current malware detection and prevention techniques at­
temptto prevent malware by protecting user-level devic-
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es (e.g., laptops) rather than from within the network. 
Since many new and emerging lnternet-enabled devices 
do not having traditional operating systems, current mal­
ware detection and prevention techniques cannot effi­
ciently detect or prevent malware. 
[0026] The various embodiments previde a compre­
hensive security solution for detecting and preventing 
malware from within a mobile data network. The various 
embodiments protect mobile devices from becoming in­
fected with malicious software (malware) and protect In­
ternet servers and network components from attacks 
(e.g., denial ofservice attacks) and inconveniences (e.g., 
spam) caused by malware. The various embodiments 
detect both known and yet-to-be identified security 
threats by performing pattern matching and observed be­
havior detection methods. Various embodiments monitor 
network traffic for suspicious content or activities to de­
tect malware and block suspicious data flows from within 
the network. 
[0027] Various embodiments previde methods for de­
tecting and preventing malware from within a data net­
work by combining a policy management component, 
which has a global or near global view of network traffic 
and transactions, with a malware system detection com­
ponent configured to recognize malware based upon pat­
terns within the network traffic and transactions. The var­
ious embodiments may operate exclusively within the 
network and support any type of Internet device. 
[0028] The various embodiments may detecttransmis­
sions of known and unknown malware in real time as the 
network patterns emerge. Various embodiments may en­
able defensive and ameliorative actions, such as modi­
fying the transmissions of the malware or transmission 
generateci by malware, which may include throttling mal­
ware transmissions. Various embodiments may prevent 
the transmission of malware once it has been detected. 
Various embodiments may alert wireless device users of 
detected malware. Various embodiments may alert tel­
ecommunications network operators of detected mal­
ware so they can take corrective actions and/or warn 
targets of an attack. 
Thevarious embodiments may include machine learning 
mechanisms to enable the malware protection system to 
learn about malware-generated transmissions and rec­
ognize malware patterns as they develop. Such machine 
learning capabilities may include tracking or correlating 
network activity levels of recognized threats as well as 
details of suspicious activities not yet recognized as 
threatening. Various embodiments may store user-spe­
cific malware detection (e.g., patterns in network traffic 
that occurred while a malware event was underway) and 
prevention information (e.g., countermeasures that 
proved effective in responding to a malware event), which 
may be used by the malware protection system for the 
detection and prevention of future malware events. Var­
ious embodiments may map specific malware threats 
identified to users of the network. Malware threats may 
be identified using any suitable mechanism, including the 

use of IP addresses. 
[0029] The various embodiments may push client soft­
ware capable of exchanging malware and security infor­
mation with a control network to wireless devices. The 

s malware and security information may include report de­
tails generateci by the client, alerts generated by the sys­
tem, instructions from the system to the client that relate 
to a specific threat to the client, and/or instructions that 
instructthe wireless device to change its behavior. In an 

10 embodiment, the malware and security information may 
include instructions that instruct a first application exe­
cuting on the wireless device to cause a second applica­
tion executing on the wireless device to change its be­
havior. 

15 [0030] The various embodiments may detect spam by 
recognizing network traffic with certain characteristics, 
which may include destination information, protocols, 
and/or payload content. The various embodiments may 
protect networks by preventing wireless devices from be-

20 ing used as a source of malware attacks. Various em­
bodiments may detect denial of service attacks by rec­
ognizing rapid increases in traffic addressed to a single 
or relateci destination from multiple sources. Various em­
bodiments may prevent spam and denial of service at-

25 tacks by throttling or blocking suspected malicious traffic. 
[0031] The various embodiments may reduce the need 
for network operators to augment capacity and previde 
network congestion relief. The various embodiments 
may send detection and prevention information to tele-

30 communications network operators, wireless devices 
and/or malware systems in real time. 
[0032] The various embodiments may be implemented 
within a variety of mobile communication systems, an 
example of which is illustrateci in FIG. 1. Wireless devices 

35 102 may be configured to send and receive voice, data 
and contro I signals to and from a service network 36 (and 
ultimately the Internet) using a variety of communication 
systems/technologies (e.g., GPRS, UMTS, L TE, cd­
maOne, CDMA2000™, etc). Forexample, generai packet 

40 radio service (GPRS) data transmitted from a wireless 
device 102 is received by a base transceiver station 
(BTS) 12 and sent to a base station controller (BSC) 
and/or packet contrai unit (PCU) component (BSC/PCU) 
18. Code division multiple access (COMA) data transmit-

45 ted from a wireless device 102 is received by a base 
transceiver station 12 and sent to a base station controller 
(BSC) and/or point coordination function (PCF) compo­
nent (BSC/PCF) 22. Universal mobile telecommunica­
tions system (UMTS) data transmitted from a wireless 

50 device 102 is received by a NodeB 14 and sentto a radio 
network controller (RNC) 20. Long term evolution (L TE) 
data transmitted from a wireless device 1 02 is received 
by an eNodeB 16 and sent directly to a serving gateway 
(SGW) 28 locateci within the EPC 40. 

55 [0033] The BSC/PCU 18, RNC 20 and BSC/PCF 22 
components process the GPRS, UMTS and CDMS data, 
respectively, and sendthe processed datato a node with­
in the EPC 40. More specifically, the BSC/PCU 18 and 
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RNC 20 units sendthe processed datato a serving GPRS 
support node (SGSN) 24 and the BSC/PCF 22 sends the 
processed datato a packet data serving node (PDSN) 
and/or high rate packet data serving gateway (HSGW) 
component (PDSN/HSGW) 30. The PDSN/HSGW 30 
may act as a connection point between the radio access 
network and the IP based PCEF/PGW 32. The SGSN 24 
is responsible for routing the data within a particular ge­
ographical service area and may send signaling (contrai 
piane) information (e.g., inforrnation pertainingto call set­
up, security, authentication, etc.) to a mobility manage­
ment entity (MME) 26. The MME may request user and 
subscription inforrnation from a home subscriber server 
(HSS) 42, perform various administrative tasks (e.g., us­
er authentication, enforcement of raaming restrictions, 
etc), select a SGW 28 and send administrative and/or 
authorization information to the SGSN 24. 
[0034] Upon receiving the authorization information 
fromthe MME26 (e.g., authenticationcomplete, identifier 
of a selected SGW, etc.), the SGSN 24 sends the G P RS/ 
UMTS datato a selected SGW 28. The SGW 28 stores 
information about the data (e.g., parameters of the IP 
bearerservice, network internal routing information, etc.) 
and forwards user data packets to a policy contrai en­
forcement function (PCEF) and/or packet data network 
gateway (PGW) 32. The PCEF/ PGW 32 sends signaling 
information (contrai piane) to a policy contrai rules func­
tion 34. The PCRF 34 accesses subscriber databases, 
creates a set of intelligent policy rules and perforrns other 
specialized functions (e.g., interacts with online/offline 
charging systems, application functions, etc.) and sends 
the intelligent policy rules to the PCEF/ PGW 32 for en­
forcement. The PCEF/ PGW 32 implements the policy 
rules to contrai the bandwidth, the quality of service and 
the characteristics of the data, services and flows being 
communicated between the service network 36 and the 
end users. 
[0035] FIG. 2 illustrates various logica! components in 
an example communication system 100 suitable for im­
plementing the various embodiments. Wireless devices 
102 may be configured to communicate via cellular tel­
ephone network, a radio access network (e.g., UTRAN, 
RAN, etc.), WiFi network, WiMAX network, and/or other 
well known technologies (e.g., GPRS, UMTS, L TE, cd­
maOne, CDMA2000TM). Wireless devices 102 may be 
configured to transmit and receive voice, data and contro I 
signals to and from a base station ( e.g., base transceiver 
station, NodeB, eNodeB, etc.) 104, which may be cou­
pled to a controller (e.g., cellular base station, radio net­
work controller, service gateway, etc.) operable to com­
municate the voice, data, and contrai signals between 
mobile devices and to other network destinations. The 
base station 1 04 may communicate with an access gate­
way 11 O, which serves as the primary point of entry and 
exit of wireless device traffic and connects the wireless 
devices 102 to their immediate service provider and/or 
packet data networks (PDNs). The access gateway 110 
may be a part of the policy contro I and charging network 

112 or external to the policy contrai and charging network 
112, and mayinclude one or more of acontroller, agate­
way, a serving gateway (SGW), a packet data network 
gateway (PGW), an evolved packet data gateway (eP-

5 DG), a packet data serving node (PDSN), a serving gen­
erai packet radio service support node (SGSN), a policy 
and charging enforcementfunction (PCEF), or any com­
bination of the features/functions provided thereof. The 
access gateway 11 O may be implemented in a single 

10 computing device or in many computing devices, either 
within a single network or across a wide area network, 
such as the Internet. 
[0036] The access gateway 11 O may forward the 
voice, data, and contrai signals to other network compo-

15 nents as user data packets, pravide connectivity to ex­
ternai packet data networks, manage and store contexts 
(e.g. network internal rauting information, etc.) and act 
as an anchorbetween differenttechnologies (e.g., 3GPP 
and non-3GPP systems). The access gateway 11 O may 

20 also coordinate the transmission and reception of data 
to and from the Internet 1 07, and the transmission and 
reception of voice, data and contrai information to and 
from an external service network 120 connected to the 
Internet 107 and other base stations 104 and wireless 

25 devices 102. The access gateway 11 O may also route 
control/signaling information to a policy and charging 
contrai (PCC) network 112, which may be a part of an 
implementation of an evolved packet core (EPC)/long 
term evolution (L TE) architecture. 

30 [0037] The PCC network 112 may include a gateway 
and/or policy and charging enforcement function (PCEF) 
114componentforcontrollingthe flow of lnternetprotocol 
(IP) data between mobile devices 102 and extemal net­
works (e.g., Internet 107, service network 120, etc.). The 

35 gateway/PCEF 114 may contain a deep packet inspec­
tion (DPI) component (not illustrateci) configured to obtain 
additional application-level information about a particular 
IP data flow and previde the information to other compo­
nents in the PCC network 112. In various embodiments, 

40 the gateway/PCEF 114 may be integrated with, or a pari 
of, the access gateway 11 O, either within the PCC net­
work 112 or outside of the PCC network 112. 
[0038] The policy and charging contrai network 112 
may also include a policy management system 116, a 

45 charging system 118 and a user repository 122. The pol­
icy management system 11 6 may communicate with a 
malware protection system 126 and a notification server 
128 in a network (External Network) 130 outside the tel­
ecommunications provider network. The notification 

so server 128 may be configured to receive requests from 
the policy management system 116 (e.g., PCRF) and 
send messages to mobile devices 102 using various 
technologies/mechanisms, such as email, short mes­
sage service (SMS) texts, instant messaging (IM) sys-

55 tems, interactive voice response (IVR) systems. The no­
tification server 128 may also send messages in a mobile 
device-specific format, which may be unique to each mo­
bile device type. The notification server 128 may choose 
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a communications technology/mechanism on a case-by­
case basis. For example, the notification server 128 may 
choose a communications technology/mechanism de­
pending on the user's preferences and/or mobile device 
type. Messages may be sent through the Internet 107 or 
the access gateway 11 o. In an embodiment, the notifi­
cation server 128 may send messages to a client appli­
cation running on the mobile devices 102 (e.g., via the 
Internet 107, access gateway 11 O, etc.), which may send 
a response to the notification server 128 tor forwarding 
to the policy management system 116. 
[0039] In an embodiment, the notification server 128 
may be configured to send messages to mobile devices 
102 "in-band" or "out-of-band." The in-band notifications 
may use the same communication mechanism used tor 
receiving message and the out-of-band notifications may 
use a different commu nication mechan ism than that used 
for receiving message. For example, ifa user is browsing 
web pages and receives an in-band notification, then the 
notification may appear as a new web page. 
[0040] The malware protection system 126 may be a 
dedicated malware system or server, which is sometime 
referred to herein as a "malware expert system." The 
malware protection system 126 may be implemented 
within one or a number of dedicateci servers locateci with­
in the communication network 100, or within one or a 
number of dedicateci servers locateci external from but 
with communication links to the communication network 
100 (as illustrated). In a further embodiment, some or ali 
elements of the malware protection system 126 function­
ality may be implemented within a server performing an­
other network function, such as the policy management 
system 116, a charging system 118 or a user repository 
122. 
[0041] The malware protection system 126 may main­
tain a repository of known security risks, gather real-time 
information regarding emerging security/malware 
threats, identify security/malware threats by monitoring 
traffic within the communication network 100, and gen­
erate security/malware threat counter-measures. Such 
security/malware threat counter-measures may include 
malware removal software and/or malware repair soft­
ware. In an embodiment, the malware protection system 
126 may be configured to generate security/malware 
threat counter-measures, malware removal software 
and/or malware repair software in a tormat specific to 
each mobile device 1 02 type. The mobile device fornnats 
may be defined by configuration or determined in real 
time by the policy contro! system 116, or by the malware 
protection system 126 based on infornnation received in 
real time from the policy contrai system 116. 
[0042] The malware protection system 126 may also 
include a locai malware prevention memory or database 
127 for each policy management system 116. Likewise, 
the policy management system 116 may include a locai 
policy management memory (not illustrated), which may 
be populated by the policy management system 116, the 
malware protection system 126, or both. In an embodi-

ment, the malware protection system 126 may push data 
to the policymanagement memory ofthe policy manage­
ment system 116. In an embodiment, the policy manage­
ment system 116 may periodically request inforrnation 

s from the malware protection system 126 and populate 
the policy management memory with the received infor­
mation. 
[0043] FIG. 3 A is a system architecture diagram illus­
trating communications between logica! components in 

10 an ex ampie contro I network 150 ( e.g., PCC network) and 
an external network 155. FIG. 3 illustratesthatthe contrai 
network 150 may include one or more components for 
providing a policy and charging enforcement function 
(PCEF) 114, a policy managementsystem 116, acharg-

15 ing system 118, and a user repository 122. The gateway/ 
PCEF 114 may be a part of, or perform operations typi­
cally associateci with, a gateway GPRS support node 
(GGSN), a packet data network gateway (PGW), an ac­
cess gateway 11 O, or other similar components. In an 

20 embodiment, the policy management system 116 may 
include a policy and charging rules function (PCRF). In 
an embodiment, the charging system 118 may include 
an off-line charging system (OFCS) and an on-line charg­
ing system (OCS). In an embodiment, the userrepository 

25 122 may include a subscriber profile repository (SPR). 
[0044] The gateway/PCEF 114 may serve as the pri­
mary enforcement point, as a gateway and as a router 
providing a routing mechanism between the Internet and 
the radio infrastructure/radio access network. The gate-

30 way/PCEF 114 may receive signaling flows and use in­
formation contained therein to select an optimal route for 
a particular type of commu nication, session, or q uality of 
service (QoS). The gateway/PCEF 114 may also enforce 
various policies on the received flows, which may include 

35 querying, coordinating and/or adjusting various network 
resources based on a set of policy rules provided by the 
policy management system 11 6. 
[0045] The policy management system 116 may iden­
tify appropriate policy rules tor a given situation and send 

40 the identified policy rules to the gateway/PCEF 114 for 
entorcement. Each policy rule may govern the services, 
quality of service (QoS) and/or bandwidth that are made 
available to a particular subscriber in a particular data 
cali and/or session. The policy rules may also govem 

45 when certain services are made accessible to the sub­
scriber (e.g. weekdays from 9AM to 5PM, etc.) and how 
long the subscriber may access to those services (e.g., 
15 minutes at a time, a total oftwo hours, etc.). The policy 
rules may further govern whether specific IP data flows 

so should be "blocked, • "allowed" or "allowed with con­
straints," based on current and potential security risks/ 
malware threats, as discussed in further detail below. 
[0046] In an embodiment, the policy management sys­
tem 116 may generate, compile and select a set of busi-

55 ness, technology and security rules that define the poli­
cies that are to be enforced. In doing so, the policy man­
agement system 116 may communicate with the user 
repository 122 and/orthe charging system 118. The user 
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repository 112 may store subscriber infarmation (e.g., 
customer IDs, preferences, subscription levels, etc.) and 
user-specifici nfarmation, such as details of a user's sub­
scription to malware prevention services and historical 
details of a user's exposure to specific malware threats. 
The charging system 118 may store information pertain­
ing to how much wireless data is being used by a wireless 
subscriber and intormation pertainingtowhetherthesub­
scriber has sufficient funds/credits/access units to re­
ceive a requested service/flow. The policy management 
system 116 may use the information stored by the user 
repository 122 and charging system 118 to identify po­
tential security risks/malware threats and user preferenc­
es tor responding to identified security risks/malware 
threats and make rule decisions based on a combination 
of the risk/threat and user preference. The policy man­
agement system 116 may make the rule decisions on a 
per-subscriber, per-session and/orper-service basis. For 
example, the policy management system 116 may use 
subscriber information (e.g., subscriber's city of resi­
dence), the current usage parameters (e.g., day ofweek, 
time ofday, peakhours, etc.) andthesubscriber'sservice 
level (e.g., Gold, Bronze, etc.) in conjunction with identi­
fied security risks (e.g., known virus, irregular usage pat­
terns, etc.) and user preferences to generate and/or se­
lect one or more rules or rule groups, which are pushed 
to the gateway/PCEF 114 far enforcement. 
[0047] The policy management system 116 may also 
communicate with external systems 155, such as a mal­
ware protection system 126 and a notification server 128. 
As mentioned above, the malware protection system 126 
may maintain a repository of known malware threats, 
gather information regarding emerging malware threats, 
identify current and potential malware threats and gen­
erate malware threat counter-measures, malware re­
moval software and/or malware repair software to neu­
tralize the security threats. The policy management sys­
tem 116 may send information to the malware protection 
system 126 to aid in the malware prevention operations. 
Likewise, the malware protection system 126 may send 
security relateci information to the policy management 
system 116 to aid in the rule making decisions/opera­
tions. 
[0048] FIG. 38 is a system architecture diagram illus­
trating communications between policy management 
systems and malware protection systems. Specifically, 
FIG. 3B illustrates that the malware protection system 
126 may receive information from the policy manage­
ment system 116, and share informati on with other policy 
management systems (e.g., policy management sys­
tems 166) or external antivirus/malware protection sys­
tems (e.g., malware detection system 162). 
[0049] In an embodiment, the policy management sys­
tem 116 may provide malware detection feedback to the 
malware protection system 126. In an embodiment, the 
malware detection feedback may include detection rate 
information extracted from the IP data flows. The detec­
tion rate information may identify the detection rates of 

known malware threats and include additional parame­
ters (e.g., wireless device type, location of a wireless de­
vice, etc.) readily accessible to components within the 
control network (e.g., policy management system 116, 

s gateway/PCEF 114, etc.). These communication system 
control network components are generally unavailable 
to external services and servers (e.g., antivirus servers, 
malware detection systems, etc.). Such additional pa­
rameters may be carri ed by the IP data flows, extracted 

10 bythe gateway/PCEF 114 and/orthe policy management 
system 116 and sent to the malware protection system 
126. The malware protection system 126 may then use 
this information to update its malware protection services 
(e.g., to update lists, generate new prevention software, 

15 etc.). 
[0050] In an embodiment, the policy management sys­
tem 116 may send the malware protection system 126 
information relating to IP data flows with suspicious char­
acteristics. This infarmation may be used bythe malware 

20 protection system 126 to identify emerging and uniden­
tified malware threats that are not yet prevalent enough 
to be known to the malware protection system 126. The 
malware protection system 126 may also use this infor­
mation to develop preemptive or preventative counter-

25 measures tor the identified malware threats. 
[0051] In an embodiment, the policy management sys­
tem 116 may send malware protection system sample 
data extracted from IP traffic flows within the detection 
feedback, which the malware protection system 126 may 

30 use tor analyzing the malware threats. 
[0052] In an embodiment, the malware protection sys­
tem 126 can subsequently share infarmation received 
from the policy management system 116 with other policy 
management systems (e.g., policy management sys-

35 tems 166) in other mobile data networks (e.g., roaming/ 
home networks, external networks, etc.) and/or with in­
dependent malware protection systems (e.g., malware 
detection system 162) operating in private data networks, 
such as corporate networks, etc. 

40 [0053] FIG. 4A illustrates an example gateway/PCEF 
method 400 for receiving signaling flows and enforcing 
policy rules on the signaling flows in accordance with the 
various embodiments. This embodiment method 400 
may be implemented in a server configured with server-

45 executable instructions configured to cause the server 
to perform the operations of the method steps. In step 
402, the gateway/PCEF may receive a data flow origi­
nating from, or destined far, a wireless device. In step 
406, the gateway/PCEF may examine the data flows 

50 and/or the network traffic, identify key characteristics of 
the data flows and/or network traffic, generate parame­
ters based on the key characteristics and send the gen­
erateci parameters to a policy managements system for 
analysis. In step 408, the gateway/PCEF may receive 

55 one or more policy rules from the policy management 
system. In step 41 O, the gateway/PCEF may use the re­
ceived policy rules to enfarce the various policies dis­
cussed above, such as blocking, restricting, or allowing 
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the data flow to be sent to, or received from, a wireless 
device. 
[0054] FIG. 4B illustrates an example policy manage­
ment system method 450 tor receiving parameters from 
a gateway/PCEF and generating/selecting rules in ac­
cordance with the various embodiments. In step 452, the 
policy management system may receive parameters 
generated by the gateway/PCEF. In step 454, the policy 
management system may use the received parameters 
to determine if the data flows carry content (e.g., mal­
ware)that poses asecurity riskto networkand/orwireless 
devices. For example, the policy management system 
may use the parameters to perform pattern matching de­
tection methods or observed behaviordetection methods 
to determine if the data flow carries malicious content or 
is otheiwise a security risk. The policy management sys­
tem may retrieve intormation from a locai memory and/or 
request/receive information from external memories/sys­
tems/servers (e.g., user repository, charging system, a 
malware protection system, etc.) that may be used to 
determine if the data flows carry content (e.g., malware) 
associated with a potential or known security risk. In step 
456, the policy management system may generate/se­
lect policy rules based on determining the data flows carry 
content that poses a "known risk," a "potential risk," or 
•no risk." In step 458, the policy management system 
may send the generated/selected policy rulesto the gate­
way/PCEF tor enforcement. 
[0055] As mentioned above, the policy management 
system may retrieve information tram a locai memory as 
well as from external memories/systems/servers. In an 
embodiment, the policy management system may first 
access the locai memory before requesting intormation 
from the external memories/systems/servers to reduce 
latency and improve efficiency. In an embodiment, if the 
locai memory identifies the data flow as carrying a po­
tential security risk, the policy management system may 
forgo accessing the external memories/systems/servers 
and generate rules based on the information in the locai 
memory. This reduces latency and improves efficiency 
because fewer operations and external communications 
are required to make intelligent policy rule decisions. 
[0056] FIG. 5 illustrates an example pattern matching 
detection method 500, which may be performed by the 
policy management system to determine if an IP data 
flow carries content (e.g., malware) that poses a security 
risk. In step 502, the policy management system may 
receive parameters identifying certain keycharacteristics 
of the IP data flows and/or network traffic. In step 504, 
the policy management system may examine the param­
eters to identify/extract intormation that may be used to 
determine if the data flow carries content that poses an 
unacceptable security risk to a wireless device, the net­
work, or both. For example, in step 504, the policy man­
agement system may extract binary-file characteristic in­
formation, uniform resource locator (URL) intormation 
(e.g., from the HTTP-headers of IP packets), IP address 
information and/or simple mail transfer protocol (SMTP) 

information (e.g., from SMTP headers/bodies of outgoing 
emails) from the received parameters. 
[0057] In determination step 506, the policy manage­
ment system may compare the extracted binary-file char-

5 acteristic information with binary-file characteristics of 
known malware types (e.g., bots, viruses, worms, Trojan 
Horses, etc.) to determine ifthe data flow carries content 
having binary-file characteristics of known malware ( e.g., 
bots, viruses, worms, Trojan Horses, etc). lf the policy 

10 management system determines that the data flow car­
ries content that has binary-file characteristics in com­
man with known malware (i.e., determination step 506 = 
"Yes"), in step 550, the policy management system may 
generate restrictive policies rules (e.g., "block content," 

15 "allow with constraints," etc.) based on the severity of the 
risk and push the generated rules to the gateway/PCEF. 
In an embodiment, the policy management system may 
generate restrictive policy rules that instructthe gateway/ 
PCEF to block the IP data flow upon determining that an 

20 IP data flow carries content having binary-file character­
istics of known malware threats (e.g., viruses, Trojan 
Horses, etc.). 
[0058] lf the policy management system determines 
that the data flow does not carry content having binary-

25 file characteristics of known malware types (i.e., deter­
mination step 506 = "No"), in determination step 51 O, the 
policy management system may compare extracted URL 
information against a list of URLs known to be under at­
tack (e.g., denial-of-service attack, etc.) to determine if 

30 the destination of data flow content is a server under at­
tack. lf the policy management system determines that 
the data flow carries or is likely to carry content destined 
tor a server under attack (i.e., determination step 51 O= 
"Yes"), in step 550, the policy management system may 

35 generate policy rules (e.g., "block content," "allow with 
constraints," etc.) based on various factors (e.g., severity 
ofthe risk, subscriber's usage history, subscription level, 
likelihood request is genuine, etc.) and push the gener­
ated rules to the gateway/PCEF. In an embodiment, the 

40 policy management system may generate an "allow with 
constraints" rule upon determining that the IP data flow 
represents a malware threat (e.g., carries content des­
tined tor a server under attack), but does not contain a 
binary that is a malware threat (e.g., carries content hav-

45 ing binary-file characteristics of known malware). In an 
embodiment, the policy management system may gen­
erate rules that include constraints that set an upper 
threshold on the rate of IP data flows and/or introduce 
an artificial latency to the IP data flow. In this manner, 

50 the policy management system may generate intelligent 
policy rules to prevent attacks on servers, in real time 
and from within the network, without shutting off all com­
munications to a particular Internet site. 
[0059] lf the policy management system determines 

55 that the data flow does not carry content destined tor a 
server under attack (i.e., determination step 51 O= "No"), 
in determination step 512, the policy management sys­
tem may compare SMTP intormation of emails carried 
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by adata-flowwith known spam heuristics (e.g., incorrect 
SMTP headers, origin IP address blacklisting, email not 
relayed, message body contains blacklisted keywords, 
message attachment scanning using Optical Character 
Recognition (OCR) techniques, Artificial lntelligence (Al) 
based methods such as Bayesian filtering, or any com­
bination ofthese) to determine if the emails originatefrom 
a spam-sending bot. lf the policy management system 
determines that the data-flow carries an email that orig­
inates from a spam-sending bot (i.e., determination step 
512 = "Yes"), in step 550, the policy management system 
may generate restrictive policy rules that block or restrict 
the data flow and push the generateci rules to the gate­
way/PCEFforenforcement. In an embodiment, the policy 
management system may generate an "allow with con­
straints" rule upon determining that the IP data flow car­
ries content from a known spam bot. In this manner, the 
policy management system may generate intelligent pol­
icy rules to reduce spam, in real time and from within the 
network, without filtering desired emails/communica­
tions. 
[0060] lf the policy management system determines 
that the IP data flow does not carry an email that origi­
nates from a spam-sending bot (i.e., determination step 
512 = "No"), in determination step 514, the policy man­
agement system may compare the IP address informa­
tion with a list of known offender IP addresses to deter­
mine ifthe IP data flow originatesfrom, oris destined for, 
a mobile device that is compromised (e.g., infected with 
malware, a virus, etc.) or blacklisted (e.g., known to in­
tentionally engage in malicious activities). lf the policy 
management system determines that the IP address in­
formation is associateci with an IP address in the list of 
known offender IP addresses (i.e., determination step 
514 = "Yes), in step 550, the policy management system 
may generate policy rules that block or restrict the data 
flow and push the generateci rules to the gateway/PCEF 
for enforcement. In an embodiment, the policy manage­
ment system may generate an "allow with 
constraints" rule upon determining that the IP data flow 
carries content originating from, or destined for, a mobile 
device that iscompromised orblacklisted. In this manner, 
the policy management system may generate intelligent 
policy rules to prevent the wireless device, a network 
server, or both from engagi ng in malicious activities, with­
out blocking all the services/communications between a 
wireless device and a network component. 
[0061] lf the policy management system determines 
that the IP address information is not associateci with an 
IP address in the list of known offender IP addresses 
(i.e., determination step 514 = "No"), in determination 
step 516, the policy management system may compare 
the URL information to a list of known offender network 
addresses (e.g., URLs) to determine if the data flow is 
destined fora website/server known to engage in mali­
cious activities. lf the policy management system deter­
mines thatthe U RL information is associateci with a URL 
in the list of known offender URLs (i.e., determination 

step 516 = "Yes"), in step 550, the policy management 
system may generate restrictive policy rules and push 
the generateci rules to the gateway/PCEF for enforce­
ment. In an embodiment, the policy management system 

s may generate an "allow with constraints" rule upon de­
termining that the IP data flow carries content destined 
fora website/server known to engage in malicious activ­
ities, without blocking all access to the website/server. 
[0062] lf the policy management system determines 

10 that the URL information is not associateci with a URL in 
the list of known offender URLs (i.e., determination step 
516 = "No"), in step 560, the policy management system 
may generate rules to allowtheflow, or perform additional 
operations (e.g., observed behavior detection methods) 

15 ta determine if the data flow carries content (e.g., mal­
ware) that poses a security risk to a wireless device, net­
work server, or both. 
[0063] In an embodiment, the policy management sys­
tem may perform observed behavior detection methods 

20 to determine if the data flow carries content (e.g., mal­
ware) that may be harmful or a security risk to the net­
work/wireless devices. The policy management system 
may perform the observed behavior detection methods 
instead of, or in addition to, the pattern matching detec-

25 tion methods discussed above. Observed behavior de­
tection methods allowthe policy management system to 
detect emerging and yet-unidentified security risks (e.g., 
malware threats) that are not yet prevalent enough to be 
known to the malware protection system or third party 

30 antivirus/security systems. The observed behavior de­
tection methods may exploitthe policy management sys­
tem's access to the contrai network information to mon­
itor IP data flows for suspicious characteristics and to 
identify security risks. Far example, the policy manage-

35 ment system may access information stored in a user 
repository and/or charging system in a contrai network 
to identify and neutralize security risks that cannot be 
identified or neutralized by systerns that do not have ac­
cess to user/charging inforrnation (e.g., cornponents out-

40 side the contrai network). 
[0064] FIGs. 6A-6B illustrate exarnple observed be­
havior detection methods that rnay be performed by the 
policy management system to deterrnine if an IP data 
flow is a security risk/malware threat. Performing the ob-

45 served behavior oriented detection rnethods may include 
rnonitoring a number of data flows rnatching a specific 
behavior and/or detecting an unexpected rise in a 
number of requests matching a defined behavior from a 
specific wireless devi ce. The specific and defined behav-

50 iors may include any of the behaviors described below, 
including unexpected rise in requests, requests to aspe­
cific port 80 of a specific IP address, increases in HTTP 
requests to a specific URL, unexpected rise in requests 
to a single destination, unexpected rise in outbound 

55 emails and/or DNS queries, etc. 

9 

[0065] FIG. 6A illustrates an example observed behav­
ior detection method 600 for deterrnining if an IP data 
flow carries content that rnay contribute to a denial of 
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service attack. In step 602, the policy management sys­
tem may receive parameters identifying certain key char­
acteristics of the IP data flows and/or network traffic. In 
step 604, the policy management system may analyze 
the parameters and update memories, counters and/or 
thresholdvalues usedto monitorsudden and unexpected 
rises in requests to a single destination. These counters 
may be used to store running totals, averages, and/or 
maximum values for one or more different time periods 
(e.g., the total number of requests to a destination IP 
address in the last 24 hours, or the average number of 
requests to a destination IP address per month). There­
fore, the counters can be used to store or derive request 
rates. The counters may be specific to the user, or they 
may be generalized across groups of users. Therefore, 
a sudden and unexpected rise in requests to a single 
destination can be defined in terms of a counter value 
surpassing a pre-defined rate. This predefined rate can 
be expressed in terms of the counters (e.g., a sudden 
and unexpected rise can be defined as the current rate 
being greater than a tripling of the maximum hourly rate 
ever experienced). The associateci thresholds may be 
defined as constants, or in terms of the counters (e.g., a 
threshold can be defined as a quadrupling of the maxi­
mum hourly rate ever experienced). Thus, there can be 
a sudden and unexpected rise in the number of requests 
to a single destinati on, but it may not exceed a threshold. 
In step 606, the policy management system may monitor 
the number of requests by performing IP leve I and appli­
cation level monitoring operations. IP level monitoring 
operations may include monitoring requests to a specific 
port 80 of a specific IP address. Application level moni­
toring operations may include monitoring increases in 
HTTP requests to a specific URL. In determination step 
608, the policy management system may determine if 
there has been asudden and unexpected rise in requests 
to a single destination. This determination may be based 
upon a counter value surpassing a pre-defined rate, as 
described previously. lf the policy management system 
determines that there has not been a sudden and unex­
pected rise in requests to a particular address (i.e., de­
termination step 608 = "No"), in step 612, the policy man­
agement system may generate policy rules and push the 
generateci rules to the gateway/PCEF. lf the policy man­
agement system determines that there has been a sud­
den and unexpected rise in requests to a single destina­
tion (i.e., determination step 608 = "Yes"), in determina­
tion step 61 O, the policy management system may de­
termine if the rise in requests exceeds a predetermined 
threshold. lf the rise in requests does not exceed the 
predeterrnined threshold (i.e., determination step 61 O= 
"No"), in step 612, the policy management system may 
generate policy rules and push the generateci rules to 
the gateway/PCEF. lf the rise in requests exceeds the 
predeterrnined threshold (i.e., determination step 61 O= 
"Yes"), the policy management system may conclude 
that a denial of service attack is emerging, and in step 
614, register the destination as being under attack, gen-

erate restrictive policy rules to block or limit current and 
future flows from accessing the registered destination, 
and push the generateci rules to the gateway/PCEF for 
implementati on. 

s [0066] FIG. 6B illustrates an example observed behav­
ior detection method 650 for determining if an IP data 
flow carri es content from spam engines. In step 652, the 
policy management system may receive parameters 
identifying certain key characteristics of the IP data flows 

10 and/or network traffic from a gateway/PCEF. In step 654, 
the policy management system may analyze the param­
eters and update locai databases and/or counters with 
information that may be used to monitor sudden rises in 
outbound emails and/or sudden rises in domain name 

15 system (DNS) queries for mail exchanger (MX) records 
by a single mobile device. In step 656, the policy man­
agement system may monitor the number of outbound 
emails and/or DNS queries by performing IP-level and 
application-level monitoring operations. IP-level monitor-

20 ing operations performed by the policy management sys­
tem may include monitoring/counting the number of re­
quests by a specific mobile device to port 25 of different 
IP addresses. Application-level monitoring operations 
may include monitoring the number of SMTP requests 

25 being sent directly to an email recipient's SMTP server 
from a single mobile device. The IP-level and application­
level monitoring operations may be used to identify data 
flows carrying content originating from a spam engine 
because "well-behaved" email clients generally send all 

30 their outbou nd email via a single SMTP server, whereas 
spam engines typically send outbound emails directly to 
the email recipient's SMTP server. 
[0067] In determination step 658, the policy manage­
ment system may determine if there has been a sudden 

35 and unexpected rise in outbound emails and/orin domain 
name system (DNS) queries for mail exchanger (MX) 
records by a single mobile device. This deterrnination 
may be based upon a counter value surpassing a pre­
defined rate, as described previously. lf the policy man-

40 agement system determines that there has not been a 
sudden and unexpected rise in outbound emails/queries 
(i.e., deterrnination step 658 = "No"), in step 662, the 
policy management system may generate policy rules 
and push the rules to the gateway/PCEF. lf the policy 

45 management system determines that there has been a 
sudden and unexpected rise in outbound emails and/or 
in domain name system (DNS) queries (i.e., determina­
tion step 658 = "Yes"), in determination step 660, the 
policy management system may determine if the rise in 

so requests exceeds a predetermined threshold. lf the rise 
exceeds the predetermined threshold (i.e., deterrnination 
step 660 = "Yes"), in step 664, the policy management 
system may identify the data flow as carrying content 
from a spam engine, registerthe spam engine (e.g., up-

55 date a spam engine list in memory, etc.), generate re­
strictive policy rules to block or limit data flows originating 
from the spam engine, and push the rules to the gateway/ 
PCEF for enforcement. lf the rise does not exceed the 

10 
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predetennined threshold (i.e., determination step 660 = 
"No"), in step 664, the policy management system may 
generate policy rules (e.g., allow, allow with constraints, 
etc.) and push the rules to the gateway/PCEF. 
[0068] As mentioned above, the policy management 
system may perform detection methods (e.g., pattern 
matching, observed behavior, etc.) and generate restric­
tive policy rules based on the type of malware detected. 
For example, the policy management system may gen­
erate a "block" rule if an IP data flowcarries content hav­
ing binary-file characteristics of known malware threats 
(e.g., viruses, Trojan Horses, etc.) and an "allow with 
constraints" rule if the IP data flow represents a malware 
threat, but does not contain a binary that is a malware 
threat (e.g., the IP data flow is part of a denial of service 
attack, the IP data flow originates from a spam bot, etc.). 
The "allowwith constraints" rule maydefine requirements 
(i.e., constraints)forallowingcertain IP data flowsto pass 
through the gateway/PCEF. Forexample, the constraints 
may require the gateway/PCEF to introduce an artificial 
latency to certa in IP data flows orto set an upper th resh­
old on certain IP data flow rates. 
[0069] The "allow with constraints" type rules, and the 
constraints they impose, allow the policy management 
system to customize each rule to the preferences of a 
particular subscriber, wireless device type ortype value, 
network component or network client. Far example, the 
policy management system may access user preference 
parameters that define which constraints are to be used 
in various situations, as well as the actions, conditions 
and variables (e.g., risk levels, thresholds, data usage 
levels, costs, etc.) associated with each constraint. In an 
embodiment, a unique/separate set of user preference 
parameters may be maintained far each wireless sub­
scriber, device, device type, network component, or cli­
ent. In this manner telecommunications network opera­
tors and their customers may customize responses to 
malware events, which may be implemented automati­
cally and in real time, consistent with the type of threat 
and how the network operator and/or customer prefers 
to respond. For example, some organizations cannotto 
afford to shut off all requests far service during a denial 
of service attack, and thus would prefer constraints on 
the volume or data rates imposed on incoming service 
requests. 
[0070] In an embodiment, the constraints imposed by 
the policy management system may be proportional to a 
malwarethreat orthreat-level as determined bythe mal­
ware protection system or specified by an operator. Meth­
ods for determining a malware threat-level within mal­
ware protection system are disclosed herein. In an em­
bodiment, the constraints imposed by the policy man­
agement system may become progressively more re­
strictive or constrained, in real-time, as a malware threat 
orthreat-level rises as determined by malware protection 
system, an operator or other systems configured to iden­
tify the threat level. 
[0071] User preference parameters may define the ac-

tions and conditions associateci with each constraint in 
"allow with constraints" type rules. Thus, the user pref­
erence parameters may be used by the policy manage­
ment system to generate policy rules that instruct the 

s gateway/PCEF to perform severa! different types of op­
erations (i.e., actions) as well as set conditions far per­
forming those actions. For example, the policy manage­
ment system may access the user preference parame­
ters to determine that the correct course of action (i.e., 

10 the correct rule) for the gateway/PCEF upon the detec­
tion of low-risk malware is to send an alert message to 
the wireless device without blocking the IP data flow. 
Likewise, the user preference parameters may be used 
by the policy management system to generate rules that 

15 instruct the gateway/PCEF to block the current IP data 
flow and ali future IP data flows unti I the malware has 
been manually removed from the mobile device. 
[0072] In an embodiment, the policy management sys­
tem may perform quarantining operations by storing de-

20 tails of IP data flows, aggregateci details of the IP data 
flows, or sequestering the actual content of the IP data 
flows, that were allowed, constrained, or blocked. The 
policy management system may stare source informa­
tion, destination information and time information for 

25 each IP data flow that is constrained. Far example, the 
policy management system may track the number of IP 
data flows containing infected binaries within a predeter­
mined time period (e.g., within the last month) and store 
the number value in a memory. The policy management 

30 system may also stare emails deemed to be spam. This 
information may be stored such that a wireless device 
user whose mobile device is associateci with these IP 
data flows may subsequently view the quarantining de­
tails. In an embodiment, the policy management system 

35 may be configured to receive messages from the wireless 
device userthattriggerfurther quarantining actions (e.g., 
removing a stored IP data flow, un-quarantining stored 
IP data flow, etc.). For example, the user may send the 
policy management system a message to reclassify an 

40 email as not spam, in which case the email may be 
pushed to the mobile device by the policy management 
system. In an embodiment, the user may classify the IP 
data flow in a mannerthatcausesthe policy management 
system to allow delivery of future similar IP data flows. 

45 [0073] In the various embodiments, user preference 
parameters may be generateci from information from a 
subscriber account in the user repository, by interacting 
with the user (e.g., via SMS messages sent through the 
notification server 126, etc.) to determine his/her prefer-

50 ences in real-time, by using contextual infarmation (e.g., 
roaming in third party network, home network, etc.), or 
any combination thereof. For example, a wireless device 
user may upload user preference parameters to the user 
repository that instructs the policy management system 

55 to send an alert to the user's wireless device warning of 
potential risks if the wireless device is not roaming in a 
third-party mobile data network and to block the current 
IP data flow and all future IP data flows if the wireless 
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device is roaming in a third-party mobile data network. 
In this manner, cost conscientious users may prevent a 
potential malware program from accessing online serv­
iceswhile roaming in an expensive third-party mobile da­
ta network. 
[0074] In an embodiment, the user preference param­
eters may be based on a malware threat model. The mal­
ware threat model may be defined in terms of multiple 
independentfactors, such as the probability of infection, 
the type of infection, the severity of the threat posed by 
the infection, and the difficulty associateci with removing 
the infection. These factors may be weighted and com­
bined to produce an overall threat leve!. The user may 
then specify his/her preference in terms of this overall 
threat leve!. Alternatively, the user may specify his/her 
preference in terms of one of the factors within the threat 
model (e.g., a user may be willing to be exposed to a 
type of infection that installs Adware, whereas he/she 
may not be willing to be exposed to a type of infection 
that corrupts or destroys data stored on the wireless de­
vice). 
[0075] In an embodiment, the policy management sys­
tem and/or gateway/PCEF may be configured to charge 
users/subscribers differently tor the IP data flows de­
pending on the actions. For example, a user/subscriber 
may not be charged tor any IP data flows that were 
blocked by the gateway. 
[0076] In an embodiment, a malware prevention and 
removal client (MPRC) software application may be 
pushed to the wireless devices. The policy management 
system may, upon determining that an IP data flow is 
associateci with a malware threat, notify the malware pro­
tection system of the wireless device's identity and the 
detected malware. The malware protection system may 
then update, or instruct, the MPRC to take preventative, 
recovery, or removal actions specific to the wireless de­
vice type or type value and the detected malware threat. 
For example, the malware protection system may instruct 
the MPRC to disable the wireless device's data capabil­
ities and/or isolate the mobile device from the mobile data 
network until the malware is removed or is otherwise no 
longer a threat. In an embodiment, the policy manage­
ment system may send a notificati on based on the status 
ofthe user's subscription to the malware prevention serv­
ice. 
[0077] As discussed above with reference to FIG. 3, 
the policy management system may exchange informa­
tion with both a user repository and a charging system. 
In an embodiment, the policy management system may 
directly charge the subscription accounts of beneficiaries 
(e.g., wireless device users, web servers, telecommuni­
cation clients, etc.) of the above mentioned malware de­
tection/prevention services by sending a charging mes­
sage to deduct fu nds from each subscriber's servi ce ac­
count. Forexample, the policy management system may 
send a charge message to charge a wireless device us­
er's wireless subscription account each time malware is 
detected and/or removed from the user's wireless device. 

[0078] The policy management system may support 
multiple different charging models to support any re­
quired business models. The charging models may in­
clude providing the above mentioned services free-of-

5 charge, charging on an annua! basis, on a pay-as-you­
consume basis, or any combination thereof. lf the serv­
ices are charged on an annua! basis, the policy manage­
ment system may determine the status of the users' an­
nua! subscriptions (e.g., last time payment was made, 

10 account status, subscription level, etc.) by accessing the 
user repository and sending charging messages to the 
charging system to charge the customers as required. lf 
the services are charged on a pay-as-you-consume ba­
sis, the policy management system may send a charging 

15 request to the charging system each time the service is 
provided (e.g., each time a message is send waning of 
potential malware). In an embodiment, each service may 
be charged separately. For example, the policy manage­
ment system may send charging messages to the charg-

20 ing system annually tor the detection services and send 
charging messages to the charging system each time 
malware is removed. 
[0079] In an embodiment, the policy management sys­
tem may be configured to automatically adapt to a net-

25 work wide stance if the detection of malware indicates 
thatthe network is underattack. The adaption ofthe net­
work wide stance may be in stages, such that the net­
work-wide protections are progressive. In an embodi­
ment, the policy managementsystem may change and/or 

30 bulk push policies/rules into the network if the network 
the detection of malware indicates that the network is 
under attack. Policies/rules may be pushed to network 
e I ements u po n detection of a n ew malware th reat or upon 
a malware threat leve! achieving a predefined threshold 

35 such that the network adopts an "under attack" pre-de­
fined configuration. The initiation of such "under attack" 
responses or configuration may be based on the detec­
tion of malware and/or policy counters exceeding apre­
defined threshold number or instances of attack. 

40 [0080] The various embodiments and logica! compo­
nents may be implemented on any of a variety of com­
mercially available server devices, such as the server 
700 illustrateci in FIG. 7. Such a server 700 typically in­
cludes a processor 701 coupled to volatile memory 702 

45 and a large capacity nonvolatile memory, such as a disk 
drive 703. The server 700 may also include a floppy disc 
drive, compact disc (CD) or DVD disc drive 706 coupled 
to the processor 701. The server 700 may also include 
network access ports 704 coupled to the processor 701 

50 tor establishing data connections with a network 705, 
such as a locai area network coupled to other broadcast 
system computers and servers. 
[0081] The processor 701 may be any programmable 
microprocessor, microcomputer or multiple processor 

55 chip or chips that can be configured by software instruc­
tions (applications) to perform a variety of functions, in­
cluding the functions of the various embodiments de­
scribed below. Multiple processors 701 may be provided, 
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such as one processor dedicateci to wireless communi­
cation functions and one processor dedicateci to running 
other applications. Typically, software applications may 
be stored in the internal memory 702, 703 before they 
are accessed and loaded into the processor 701. The 
processor 701 may include internal memory sufficient to 
stare the application software instructions. 
[0082] The foregoing method descriptions and the 
process flow diagrams are provided merely as illustrative 
examples and are not intended to require or imply that 
the steps ofthe various embodiments must be performed 
in the order presented. As will be appreciated by one of 
skill in the art the order of steps in the foregoing embod­
iments may be performed in any order. Words such as 
"thereafter," "then," "next," etc. are not intended to limit 
the order of the steps; these words are simply used to 
guide the reader through the description of the methods. 
Further, any reference to claim elements in the singular, 
tor example, using the artici es "a," "an" or "the" is not to 
be construed as limiting the element to the singular. 
[0083] The various illustrative logica! blocks, modules, 
circuits, and algorithm steps described in connection with 
the embodiments disclosed herein may be implemented 
as electronic hardware, computer software, or combina­
tions of both. To clearly illustrate this interchangeability 
of hardware and software, various illustrative compo­
nents, blocks, modules, circuits, and steps have been 
described above generally in terms of theirfunctionality. 
Whether such functionality is implemented as hardware 
or software depends upon the particular application and 
design constraints imposed on the overall system. Skilled 
artisans may implement the described functionality in 
varying ways for each particular application, but such im­
plementation decisions should not be interpreted as 
causing a departure from the scope of the present inven­
tion. 
[0084] The hardware used to implement the various 
illustrative logics, logica! blocks, modules, and circuits 
described in connection with the aspects disclosed here­
in may be implemented or performed with a generai pur­
pose processor, a digitai signal processor (DPC), an ap­
plication specific integrateci circuit (ASIC), a field pro­
grammable gate array (FPGA) or other programmable 
logie device, discrete gate or transistor logie, discrete 
hardware components, or any combination thereof de­
signed to perform the functions described herein. A gen­
eral-purpose processor may be a microprocessor, but, 
in the alternative, the processor may be any conventional 
processor, controller, microcontroller, or state machine. 

firmware, or any combination thereof. lf implemented in 
software, the functions may be stored on or transmitted 
aver as one or more instructions or code on a non-tran­
sitory computer-readable medium. The steps of a method 

s oralgorithm disclosed herein may be embodied in a proc­
essor-executable software module which may reside on 
a non-transitory computer-readable storage medium. 
Non-transitory computer-readable sto rage media may be 
any avai lable media that may be accessed by a computer 

10 (e.g., a server) or processor of a computer or server. By 
way of example, and not limitation, non-transitory com­
puter-readable media may include RAM, ROM, EEP­
ROM, CD-ROM or other optical disk storage, magnetic 
disk storage or other magnetic storage devices, or any 

15 other storage medium that may be used tostare desired 
program code in the form of processor-executable in­
structions or data structures and that may be accessed 
by a computer. Disk and disc, as used herein, includes 
compact disc (CD), laser disc, optical disc, digitai versa-

20 tile disc (DVD), floppy disk, and blu-ray disc where disks 
usually reproduce data magnetically, while discs repro­
duce data optically with lasers. Combinations of the 
above should also be included within the scope of non­
transitorycomputer-readable media. Additionally, the op-

25 erations of a method or algorithm may reside as one or 
any combination or set of codes and/or instructions on a 
non-transitory machine readable medium and/or compu­
ter-readable medium, which may be incorporateci into a 
computer program product. 

30 [0086] The preceding description of the disclosed em­
bodiments is provided to enable any person skilled in the 
art to make or use the present invention. Various modi­
fications to these embodiments will be readily apparent 
to those skilled in the art, and the generic principles de-

35 fined herein may be applied to other embodiments with­
out departing from the scope of the invention. Thus, the 
present invention is not intended to be limited to the em­
bodiments shown herein but is to be accorded the widest 
scope consistent with the following claims and the prin-

40 ciples and novel features disclosed herein. 

Claims 

45 1. A communication method, comprising: 

A processor may also be implemented as a combination 50 

of computing devices, e.g., a combination of a DPC and 

receiving in a server from one or more commu­
nication system contrai network components 
data flow parameters identifying characteristics 
of a data flow; 
performing in the server a detection method to 
determine if the data flow carries malicious con­
tent; 

a microprocessor, a plurality of microprocessors, one or 
more microprocessors in conjunction with a DPC core, 
or any othe r such configu ratio n. Alte rn atively, some steps 
or methods may be performed by circuitry that is specific 55 

to a given function. 
[0085] In one or more exemplary aspects, thefu nctions 
described may be implemented in hardware, software, 

13 

generating restrictive policy rules in response to 
determining the data flow carries malicious con­
tent; 
generating non-restrictive policy rules in re­
sponse to determining the data flow does not 
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carry malicious content; and 
pushing the generated policy rules to a commu-
nication system gateway configured to control a 
flow of packet-based data between a wireless 
device and an external network. 

The method ofclaim 1, wherein generating restrictive 
policy rules in response to determining the data flow 
carries malicious content comprises generating re-
strictive policy rules based on a subscriber's usage 
history and a subscription level. 

The method ofclaim 1, wherein generating restrictive 
policy rules in response to determining the data flow 
carri es malicious content comprises generating con-
straints that are proportional to a threat-level asso-
ciated with the malicious content and generating re-
strictive policy rules that impose the generated con-
straints on the communication system gateway. 

The method of claim 1, further comprising transmit-
ting malware detection feedback to a network com-
ponent in a second external network. 

The method ofclaim 1, furthercomprising interacting 
with a wireless device user to determine user pref-
erences in real-time via alert messages sent through 
a notification server to receive user preference pa-
rameters. 

The method of claim 1, wherein the data flow origi-
nates from the wireless device, and generating re-
strictive policy rules in response to determining the 
data flow carries malicious content comprises gen-
erating restrictive policy rules that instruct the com-
munication system gateway to block future data 
flows originating from the wireless device. 

The method of claim 1, wherein performing a detec-
tion method to determine if the data flow carries con-
tent that is a security risk comprises performing a 
pattern matching detection method. 

The method of claim 7, wherein: 

receiving in a server from one or more commu­
nication systern contro! network components 
data flow parameters identifying characteristics 
of a data flow comprises receiving parameters 
identifying binary-file characteristic information; 
and 
performing a pattern matching detection rnethod 
comprises comparing the identified binary-file 
characteristic information with a binary-file char­
acteristic of a known malware type to determine 
if the data flow carries content having binary-file 
characteristics of known malware. 
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9. The method of claim 7, wherein: 

receiving in a server from one or more comrnu­
nication systern contrai network components 
data flow parameters identifying characteristics 
of a data flow comprises receiving parameters 
identifying source and destination information; 
and 
performing in the server a pattern matching de­
tection method comprises comparing the iden­
tified source and destination information against 
a listof known offendersources and destinations 
to determine if the data flow originates from a 
wireless device known to engage in malicious 
activity and if the data flow is destined fora web­
site/server known to engage in malicious activ­
ities. 

10. The method of claim 7, wherein: 

receiving in a server from one or more comrnu­
nication systern contrai network components 
data flow parameters identifying characteristics 
of a data flow comprises receiving parameters 
identifying destination information; and 
performing in the server a pattern matching de­
tection method comprises comparing the iden­
tified destination information against a list of des­
tinations known to be under attack to determine 
ifa destination of the data flow is a network serv­
er under attack. 

11. The method of claim 7, wherein: 

receiving in a server frorn one or more comrnu­
nication systern contrai network components 
data flow parameters identifying characteristics 
of a data flow comprises receiving parameters 
identifying messaging information; and 
performing in the server a pattern matching de­
tection method comprises comparing the iden­
tified messaging information with spam heuris­
tics. 

45 12. The method of claim 1, wherein performing in the 
server a detection method to determine if the data 
flow carries content that is a security risk comprises 
performing a behavior oriented detection method. 

50 13. The method of claim 12, wherein performing a be­
havior oriented detection method comprises access­
ing information stored in one of a user repository of 
a contrai network and a charging system of a control 
network. 

55 

14 

14. The method of claim 12, wherein performing a be­
havior oriented detection method comprises updat­
ing acountervalue to monitora numberof data flows 
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matching a specific behavior. 

15. The method of claim 12, wherein performing a be­
havior oriented detection method comprises per-
forming monitoring operations in order to detect an s 

unexpected rise in a number of requests matching 
a defined behavior from a specific wireless device. 

16. A server, comprising: 

a memory; and 
aprocessorcoupledtothe memory, wherein the 
processor is configured with processor-execut­
able instructions to perform operations compris-

10 

ing: 15 

receiving data flow parameters identifying 
characteristics of a data flow; 
performing a detection method to determine 
if the data flow carries malicious content; 20 

generating restrictive policy rules in re­
sponse to determining the data flow carries 
malicious content; 
generating non-restrictive policy rules in re­
sponse to determining the data flow does 25 

not carry malicious content; and 
pushingthe generateci policy rulesto a com­
munication system gateway configured to 
contrai a flow of packet-based data between 
a wireless device and an external network. 30 

17. A non-transitory computer readable medium having 
stored thereon processor-executable software in­
structions configured to cause a processor to per-
form operations comprising: 35 

receiving from one or more communication sys­
tem contrai network components data flow pa­
rameters identifying characteristics of a data 
flow; 40 

performing a detection method to determine if 
the data flow carries malicious content; 
generating restrictive policy rules in response to 
determining the data flow carri es malicious con-
~~ ~ 

generating non-restrictive policy rules in re­
sponse to determining the data flow does not 
carry malicious content; and 
pushing the generateci policy rules to a commu­
nication system gateway configured to contrai a 50 

flow of packet-based data between a wireless 
device and an external network. 

55 
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PURPOSE: A fire wall systern based on network status and a rnethod thereof are 
prnvided to interrupt ali ìllegal packet or traffic flowing into an internal network through 
an external inforrnation cornmunicatìon networks by analyzing tt1e status of network 
trnffìc frnm various angles and differentially reflecting a traffic contrai polìcy together 
\Vìth recognition for status through a status graph. CONST!TUTION: A fine wall system 
based on network status consists of a network traffìc collectìon unìt(100), a static status 
information collectìon unit(200), a dynamic status ìnformation analysis unit(300), a 
traffic monitor unit(400). a rule generation unit(500), and a traffic contrai unit(600). The 
network traffic collection unit(100) classifies the network packets collected frorn an 
external informatìon communìcation network by hosts, protocols and connections. The 
static status information collection unit(200), comprised of a statistics analyzer(230), a 
status unìt table(220) and a packet rnanager(2'l O), analyzes the information of the 
network packets transmìtted from the network traffic collection unit(i 00), updates the 
information of the status unit table(220), and processes traffic inforrnatìon. The dynamìc 
status information analysis unit(300), contaìnìng a traffìc log table(31 O) and a traffic 
hìstory analyzer(320), analyzes and records the long-term ìnclination and pattern of the 
network traffic of the traffic information processed at the static status ìnforrnation 
collection unit(200). The traffic monitor unìt(400) monitors the trend of network traffic 
using each ìnformation provided from the statìc status information collectìon unìt(200) 
and the dynamic status information analysìs unit(300), recognizes an abnormal 
situation and outputs a state transition signal. The rule generatìon unit(500), composed 
of a polìcy manager(51 O), a status graph table(520) and an action manager(530), 
receìves the state transition signal from the traffìc monitor unit(400), crnates a status 
grnph, generates a packet filtering rule usìng the graph, and transfers the rule to the 
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traffic contrai unit(600) so that the traffic contrai unit(600) can cope wìth the abnormal 
situatìon. 
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AJ- 71 Aìl 4 B-7-ll 611 "'Ì A] Aj ~ ÀJ-Ell ~ o l ~ ~ ~ ¾ A] Aj 9 B-~ AJ-Elj i i:11 3I 611 ~ tg---f>} ~ Aìl 5 B- 7-ll ~ ±.. 
11-11- g_ ~ ~ --2..~ --f>} ~ Li] E -'f-13 AJ-Elj 71 lfr~ l=lJ-§:1- l=lJ- ~. 

Aìl 6 15J-&1l <,V_ °1 "'Ì , AJ- 7 l Aìl 4 :il} ?:à 2- E ?.R ~ .2.. y E7 9 B-611 "Ì ~ tg-~ AJ- ER ~ o l ~ ~ 611 Aì ~ AR Lìl E 
-'f-13 AJ-Elj 611 t:~ ~ 78 li!. ~ ~-½-t>} j2, l=I l 78 AJ-~ ~ _e_ ~ g ~ ½-t>} 9 AJ-Elj i i:11 li Ell o l ~ 611 3i ¾ --f>} ~ Aìl 
1 ij-7-Jl; 

AJ-Elj i i:.J1 li Ell O l ~ g {f 3::.--f>}9 -"R ~ ¾ AJ-Elj I e~ E i:.J1 ~ Aìl °1 7:j ~ g ~R ~ --f>} 2, i 611 rr} ~ ~ ~ 
~ E7 2J ¾ g A] Aj--f>}~ Aìl 3 ~7-ll; ~ 

AJ-71 Aìl 3 ~7-ll611Aì -"R¾lll A]Aj~ ~~ ~E12J ¾g Ei:.J1~Aìl°19~61l ~tg--t>}9 LilE-'f-1_3~ Bl?:à 
AJ-~ --"J-%611 ~ g-t>}~ Aìl 4 B-7-ll ~ .:2:.11-11-g ~ ~--2..~ --f>}~ L-ilE-'f-1_3 AJ-Elj 7]1fr~ l=lJ-~ l=lJ-~. 
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Lil 1= -'f-]-=1 AJ-ElJ 71 lfr .2-l l:lJ-:§:1-~ AJ- 7-l ~ i l:lJ-~ {Apparatus for firewall of network status based 
Method thereof} 
-5=_ 'è! .2-l Zl-121-~ 7~ Dc3 

[0001] 

[0002] 

[0003] 

[0004] 

[0005] 

[0006] 

[0007] 

[0008] 

[0009] 

[0010] 

.5:_ 5~ .5:_ 3611 .5:_Al~ LilE-?~-=1 AJ-Elj 71~.2.l l:lJ-:§:}~ AJ-7-l ~ -y~i>}~ l:lJ-~.2-l AJ-Elj ~ 01 ~ 
~ À~ Àà ~ ~ ti- -E, ~ .5:_, 

.5:_ 6 ~ .5:_ 361] xAl ~ Li] E -'f-1 -=1 ÀJ-Elì 7] lfr.2-l l:lJ-:§:} ~ AJ- 7-l ~ -=r- ~i>}~ l:lJ-~ .2-l lill ~ ~ 1.:-1 ca 
¾ "-~ Ac3 g ~ ~ -E, ; .5:_. 

[0011] ~ ~~ ~ LilE-'f-13 AJ-E~ 7llfr.2.l l:lJ-:§:}~ :;,:J-7-l ~ i l:lJ-~611 ~ti- ~-2..~, JiLq AJ-"'ìli>}:Jll ~ 
211f- 7:c3 Ji!_ ~~ uJ _Q_s_ 1f- 1.:-1 * ~ s=:j ~ .2_ ~ 1ill ~ -2-l 78 Ji!_ ~ ~ ~ 'f>}òl * ~ Àc3 J1} ~ ~ Àc3 g ~ ~ 'f>} 

JL, ~~ Li]E4'-~.=l.2.l Bj:7c3AJ-~~ AJ%g %.5:_'f>}~ E~~ lfll1Qg ~~'f>}~, 1=1p~c3AJ-~ AJ%g 
Si}~i>}JL LilE-'f-13 ~21 :;,:J~òll u:}2-1- ~ g i>}7l ~ti- LilE-%1-=1 AJ-Elj 7llfr.2.l l:lJ-:§:}~ ;:,;J-7-l ~ i 

l:lJ-~ C!l ~ti- ~ 01 rt. 

[0012] ~-2-òll~ LilE-'f-1=-17} 7}:;,:c3_2_~7,7}Al ~{rs=:j°7 ~f-fA, i>}Bl, Aj~S'} ~~ %LilE-%J7d61l ~ 
.B.. tl- Aìl 1fr 71 ~ ~ g g ~Ol=7} 7fl ~s=:J JL 5:l q. o] 5'} ~ ~ % Li] E -'f-1 -=17} Li] E 4'-~ -=1 ~ol=C!l A7 tl-
9% ~ "BJAj'f>}1l}A7 °]~~~ 7l7l~.2.l 1Jif~~l~ %LiP=-'f-1-=1~ AÌl°l, ~e-1'f>}7] ~tl-61l 0 l~E 

7} ~.B.. t}-r-71 1t}-i>}°i, òl] o]~ E ~.2-l ~ ~ ~ ~ -2- ~ 7}7:J .2-l ~~ g ~ ~ y .5:_ ~ q. ol ~ tl- 7] ~, 
7p~J ~ i ~.t.2-1 Li] E -'f-j:;::, C!l A-ì 21 ~~~ 1.:-1 .2-l ~~ g A] ?l 71 ~ "6"fl A7 ~ Lil E -'f-]-=1.2.l ~ Àà 611 u:} 

2-} ~~%Al, ~~7-}~, ~4o-~, B}oj~A l:lJ-,7;] ~.2-l f-€~ 7]~g _8_-ytl-9-. J % 7}:;,:J- 71~~ 
012 .2.. ~ Lil1=-'f-1-=1òll ~ g W y ~ ~ ~ o] ~ ~ 7-}~ 7]~ g o] ¾tl- BJ-:§:}~ Al A 1@ ~ B}, l=lJ­
:§:1-~ ~ 21~~~1.:-1 ~~ LilE-'f-1:::::, A}~g _!il_~i>}7] ~~ ~y~~ .B..~ 01~, LilE-'f-1-=1 ~~.2-l 
-y3:_5'}~ ~7-l]W. 0 1 21~2} ~~2-l ~~611--"-ì ~~~.2-l lill~ <5~ g ~Aìli>}JL, ~~ A}¾A}.2-l 
~~611 f~Aj g Aì]-.:g.i>}°i 0 l= tl-q . .5:_ 1 ~ ~lfr~~ % LilE-'f-13 -y3:_òll--"12.J BJ-:§:}~ BR:7<].5:_ 
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[0013] 

[0014] 

[0015] 

[0016] 

~Aì, ¾ LilE-%1.=I T~~ ~A-J]A Li]E-%13(1O), % 71l 0 1E1~] 0 1 ~ BJftl-~(11), ¾AìB-1(12), 
PLC(13), DTV(14), 

IEEE1394?l-tiJl e-}(15), DVCR(16), cl:,q 1@.-2.. t:-1 -2..(1 7), 711 ~ 71(18), 'T x(l 9), _!i!_ cj-71(2O), 
~2f-fA 57}011 e-}(21 ), ~ (Fan)(22), ~ ~ (23), Jsìl ~71(24), 11J AJ-JI.(25 ), 4=1x--9--/ ~ ~ (26), 
~ Ifl1 C (27), PDA(28), -:ft- Cli ~(29), ft}AJ-~ftl-71(3O), li~ F7 (31 ), A 1B 1.-7 (32), ~ A(33), 
PC(34), -EAjJ_E(35) ~--2..~ TÀà3:.J ~L-Jl, BJftl-~(11)2 -, ~~ J-1}7:àoJl rr}è} J-ìlt:1i~~ T~W 
'T 91 ~ Lì], AÌ] 1 Aì] Cli BJ ft} ~ ~ Iil1 ~ ~ F7 2à 2 Zf Iil1 ~ -9-J i>ll C.7 7:j _!i!_~ oJ] 7] ~"8-l-o:J Lì] E -%1 -=1 Al-

01-9-J ~~g_ "8=J7}"8-}~y- 7-Pt-"8-l-~ li~J-ìlA 0lt:1-. 01.2} ~2 Ifl1~ ~F72J 2 tl A7t:1]A7} .21~ 
Lìl E -%1-=1611 -f>JAJ- ~ 't'-i S:JJl u:11 T61] 7:j ~ AJ-~ ~ ~ _Q_ ~, ,-;,;J-{J _Q_~ ~ -2.. l:lÌ itl] e 7} ~ ..:il, ~ 2 Àà 
'o g_ li!_o]~ -=j=l.~"8-}~Li] B]--§-o] ~~Y- ~Al ?!..:il Ei'li~ ~e-17} 41¾1::Jl ~"8-}o:j, B-{1--2..~~ 
A7BlA~ ~i>B ~'t'-i~~ "!l-_E7}.21~ ~è}o]zl_E~~F7 ~~~~ ~~g_ "8=]7}"8-}~, A7B]A~ 
Aìl-=g-"8-}~ "!I-.. E 7} .21 ~ ~ e-} 0 1 z! E oJl 711 -f>JAJ- ~ 't'-i ~..:il, *{J-tl ~~ oJl A7 ~ ~ tl ~e-171- °Ì ~--9-­
~, ~ 7:J IP~ ~c.ì è} 5:.. IP ~~ ~ _Q_~ _:g. ?cl tg-"8-} 7] ~ ..:il, A}¾Al- ~ ~ J1t f ~ Àà g_ AÌ]-=g-"8-}Al ?! 
~q-. !Etl, 7-ì] 1 1-ì]r]i BJft}~J-1} BlJJI.3:-J ~ 7-ì] 2 Aì]r]i BJ~}~9-l 7p~J ~ ,'7;} 01{12 7-ì] 1 Aì]r]i BJ 
ft} ~ oJl ;._7 ~ l=lJ ft} ~ ( 11 ) ~ 9-l ;._7 Bì li ~ -=z.. i@ o l ~ è} o l z! 1= ~ 9-l ~ e} o l z! 1= ~ li 1= 1~1 o, .2} ~ ~ 
-f,} ~ À7 ~ è} 0 l z! 1= 9-l ~ A] ~ ~Al ~ 0 l= ~ '8"} ~ 1=11-, J-.7 Bì (12 ) .2l- ~ è} 0 l z! 1= ~ zt zt oJl Cli i>] ~ li 
1= 1~] o, ~ ~ ;J;] i>TI o l=~l-~ ~ ~ t:Ì % o l ~ __2_ ~ , BJ ft1-~ 2 ~ A] :E ~ è} o l z! 1= ~ oJl Cli ~ À7 ~ BJ ft1-~ 
7] 'o g_ 7--J]-=g-'8"} ~ r-i] ~~l-°i, 7-i] 2 Aì] Cli BJft} ~ 2 °1 t:Ì tl B-{1 g_ ~ ~ ~l-°i ~ è-} 0 ] z! E oJ] ~ 7-TI ~ 
~Al~ ~_R W 0 1 ~ ~ ~A E~ <>Il Cli tl l=lJft}~ 7] 'o ~ 'T~ ~l-~ f ~ Aj g_ 7-ì]-=g-'8"}~, !E '8"}4 

9-l 7-ì] 1 !sì] Cli BJ ft} ~ -9-J B-{1 ~ Al ~ ~ "!I-_ E 7B BJ 
--2..~ ~ tl -=g. ?cl A}9-l -=g. ?cl 7] .:§:1 ~ ~ o l 7] ~ i>TI % ~ --2..~ 7-ì] °Ì '8"} 5:.. ~ ~ 7-113:-J ~ Lil, o l .2} ~ 2 7-ì] 
2 J,ì]Cli BJft}~ ~Al 7-ì] 1 Aì]Cli BJft}~i!} u}%7}Al~ A}¾Al--9-J ~~ g_ 7-ì]-=g-~ 'T fil..:il IP~~ 
~ -=g. ?cl oJl Cli g "8-} Al * '8"} ~ T 7-ì] {1 o l ~ q-. 

rr}e-}J..ì, ~ ~ ~ 2 o l .2} ~ 2 T 7-ì] {1 g_ i>B ~ "8-} 7] ~ ~ 31 _Q_~/.7, ~ ~ ~ -9-J -& ~ 2 Li] E -%1-=1 
1=::rlllilol Al-1:-1l_g_ rl0l:""5"} ~A.:]t'\.11,J.J ~A.:J'8"1--;J Al-rll -=z..::illli.E.. ~"8-ln.:J Al-.:§tt'\.ll rll""B"} OlAl-;,l -f>l-7111 - L-fl , ~ o ·n 2 L-T o L..:.. L..:.. o -, · 1 i_:__ --, r __.i....:-. o L-fl L-fl - e=. o r1 o o -,1 L--f1 L..:.. 1....: --, ~ u //1 

E r.B ~ 7-Ì] °7 Ad~~ ;J;}~ ~ _Q_~ ~°'3 W _Q_~~, .21 ~ 78 _!i!_ ~,;-1 uJ- g_ ~'8"}o:j ~~ LÌ] E -%1 -=Ì~ 

%~3:-J ~ _2_ ~ ~ ~ ~ ~ 3:ilJ ~ !E_~ 3:ilJ ~9-l ~ ~_Q_~ 0]2f-°Ì Al~ E r.B ~ g_ ;J;}B-"8-}..:il, ~~ Lìl 
E -%1 ==, 9-l 1=l l Aà AJ ~ ~ AJ % ~ ~ r-B '8"} ~ 3:ilJ ~ -8- ~ g_ 7-ì] °Ì '8"} °1 ~ ~'8"1-..:il cj-~ ~ Lil E -%1 ==, AJ- El1 
~ *Al w 'T ~ ~ Lil E -%1 -=1 AJ El1 7 l ~ .2.ì l=lJ ~-t ~ AJ- ;J;] ~ -=z.. BJ ~ g_ 7-ì] -=g. '8"} ~ i::Jl ~ q-. 

0 1.2} ~ 2 ~~ g_ ~Aj '8"}7] ~ ~ ~ ~~ 9-l ~ ~ 2, .21 ~ 1J _!i!_ ~,->~ uJ-_Q_~~ F7 'T~ tl LÌ] E 
-%13 Ifl1 ~ ~ ~ A E, li ~.5=. ~, ~ ~ ~ ~ ~ T~ '8"}o:j ½ ~ ~1-~ Lil E -%1-=1 E r.B ~ 'T ~ 'T B-; AJ- 7] 
Lil1= -%1 -=i E r-B ~ 'T ~ 'T B-<>ll /.7 ~ -%3:.J ~ AJ- 7] Lì] E -%1-=i Iil1 ~ 9-l Aà _!i!_~ ~~ '8"} ..:il, AJ-E] * ~ Fìl 
o l ~ 7à _!i!_~ 7] ,;-l '8"l-°'J E r-B ~ Aà _!i!_~ 7}-=g-'8"} ~ Aà ~ AJ-El1 Aà li!_ 'T ~ 'T B-; AJ- 71 7:j ~ AJ-El17à _!i!_ 'T 
~ 'T B-oJl /.7 7}-=g-:E AJ-71 E r-B ~ 7:j _!i!_-9-J 
LÌ] E -%13 E r.B ~ _9-j Ac:f 7] ~ ~ À.3 -f>J=J!} 3:ilJ ~ g_ ~~ '8"} ..:i]_ 71 ~"8-} ~ % ~ AJ-El178 _!i!_~~ 'T lct-; AJ-7] 
7:j ~ AJ-El17:j _!i!_ 'T~ 'T B-~ AJ-7] %~ AJE11 Aà _!i!_~~ 'T B-oJl ,1.7 Zf Zf AÌ]-=g-"8-} ~ Aà _!i!_~ o]--§-'8"1-o:J AJ 

7] Lil E -%1-=1 E r-B ~ -9-J % -f>J= g_ ~ Al '8"} ..:il t:1] 78 AJ-~ ~ AJ-% g_ ~ ~ "8-}o:j AJ-El1 ~ o l ,;-1 ~ ~ ½ ~ '8"} 
~ E r.B ~ _2_ y F-1 'T B-; ~ AJ-7] E r.B ~ _2_ y F-1 "T B-<>ll ,1.7 ½ ~ 3:-J ~ AJ-El1 ~ o] ,;-1~ ~ 1i}o}J..ì A~ Aj 
:E AJ-El1 -=z..r.Bli FJ]ol ~ g_ ol--§-'8"1-°'J Bl7àAJ~~ Li]E-%1.=I AJ-%g_ AjAJ-~__2_~ %x'8"}7] ~~ Ifl1 
~ ~ F1 i=J ¾ g_ AJ Aj ~} ~ ¾A~ Àè1 'T B" ~ "!I-_ ì}-"8-} ~ Li] ~ e}. 
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[001 7] l=l}"Èf~-8"}711, AJ-71 %3:1AJ-"Eil7j_!il_~~91j-2_ ~À~-8-}~ _2_:::= opfil1=oJl ~~ 22_ 7 ~ 71~-8"}°1 
~e-lAl-oJl71l 1..-ilE-'f-l-=i.2} BJ-§:1-~.9.l ~e-lOll ~~ ~j]_ A}li~ Aìl-=g--8-}~ E'c.fl~22..=r.E11°l ~; ~ AJ-

71 E 'c.fl ~ 22.i Ffl 0 1 ~ Oll Ai 7-ìl-=g-51 ~ {f JI À}li ~ ~ 0 }Ai AJ-71 Lil E -%1 ==ì E 'c.fl ~ .9.l Iill lQJI} .=1.0ll 
rr}.;:: ~ ~ 1:lJ-~ g_ 71~, ~~-8-}~ E'c.fl~-8-lA.s=.e-1~~71 ~ ±~~g_ ~~__2._~ ~tj-. 

[00l8] l=l}"i:f~-8"}711, AJ-71 ¾A~"'à9tl2- AJ-71 E'c.fl~E:_1-p~791r}Oll 2-l-8-}°i À]"'èP8. AJ-Eil ~ 0 1 ~~~ 
~o} AJ-"Ell i r.fl li Ell ol ~ g_ A~ Aj-8-} ~ 7j ~ ~e-171; ~ AJ-71 7j ~ ~e-17] OllJ,i À~ Aj :8_ AJ-"Ell i r.fl 

li Ell O l ~ OllJ,ì ~ O, \:! AJ-"Ell ~ 0 l oJl rr}e-1- ~ AR .9.l AJ-% 7-l Àl A} 7} AR 22. ¾ ""J-"Eil 2:.:::. e~ 0 l %-8-} ~ 
~R ~ S:l ~ AR 22. ¾ 1-il E -%1 ==i E r.fl ~ ~e-1 Aj ~ Oll rr}e-1- ~ 7-R 3:1 ¾s=l JI ~ ~ Iill ~ r1l O l E7 ¾ g_ 7'ìl 
~ -8-} ~ y- AR 22. ¾ ¾ g_ ? 7}-8-} ~ 
~~~e-171 ~ ~~~g_ ~ 7J__2._22_ ~tj-. 

[0019] l=l}"i:f~ -8-} 711, Bl Aj AJ-~ ~ l-il1= -%1-=1 ""J-% g_ Aj AJ-~ __2._22_ * _5=_ -8-} 71 ~ ~ Iill ~ :g_ E7 2d ¾ g_ zj_ lg-
~o} 1..-ilE-'f-1===1.9.l BlAàAJ-3:1 AJ-%0ll rTI g-8-}~ E'c.fl~Aìlo,9-ij-g_ tj ±~~g_ ~~__2._22_ ~tj-. 

[oo2 o1 ~ ~~ .9-l tj-.;:: ~ ~ 2-, 711 °1 E -'f~l 0 1 ~ ¾2}-8-} ~ 1..-il E -%1 -=1 Iill ~ g_ 91J-8-}°1 AJ-ER * ~ ~~ ~ * -8-} ~ 7-ì] 1 2} Aà ; AJ- 7 l 7'ì] 1 J.'l· 78 oJl Aì 91J :8_ AJ- 7 l Li] E 4'~ 3 Iill ~ g_ -'8- 7-ll ~ Iill 1tl ~ ~ ?;i e-1 
-8-}°i ~AR.9.l E'c.fl~ AJ-%0ll rli~ 7j_!il_~ A~Aj-8-}~ Aìl 2 J1}7j; AJ-717'ìl22t780llAì À]Aà:8_ E'c.fl 
~ AJ-%0ll ~ ~ Aà _!il_~ ~~ -8-} JI ~ Àl-8°}°1 Lìl E -%1 -=12-l 1=11 Aà AJ-~ ~ AJ-%2-l ~À] g_ ~ Al-8°}°1 AJ­
Ell zj_ o l ~ ~ ~ A~ Aj "5} ~ 7'ìl 3 2} 7J ; AJ- 7 l 7'ìl 3 2} 78 oJ] Aì À] Aj :8_ AJ-Ell ~ o l ~ ~ Oll rr} e-1- AJ-Ell 

zj_ o l ~ ~A~ Àl 59, i Oll rr} .:= 7J ~ g_ ~R ~-8-} j]_ AR 22. ¾ :srR ~ :g_ E-ì 2d % g_ À~ Aj-8-} ~ 7'ì] 4 JltAà; 
~ AJ- 7] 7'ìl 4 2}78 o l % KS:l ~ ~ AR ~ %5:l j]_ ~ ~ 7à ~ 2} :g_ E7 2d ¾ g_ 7] ~ -8-} j]_ AJ-Ell 7à _!il_ 

.2} 22.J. ~ Àp~J--8-} ~ AÌ] 5 2}78 g_ ~ ~-8-} ~ I-7] ~ tj-. 

[0021] 1=1} 'È[~ -8-} 711, AJ- 7] 7'ìl 2 Jl}Aà 2- 91J s=l ~ AJ- 7] Lil E -%1 ==ì Iill ~ g_ Aì .!:!. 1..-il E -%1 -=1 Oll ~ ~ s=l o, ~ 
~ ~A E, li~.5=.~, TCP ~ UDP ~ ~~ ~22. ~-W---8-}J1., ZfZf.9.l ~ Àà otl rr}.:= Aà_!il_ ~ Y;}~ -8-}°i 
~~-8-}~ ?:ìl 1 tl7-ll; 91JS:l ~ AJ-711..-ì]E-'f-J-=i Iill~ 0 l 0 lul A~Aàs=lo, ~~ AJ-"Eil %~0ll ~W:8_tj­
~ AJ-71 Lìl E--?-~ 3 Iill ~.9.l Aà _!il_~ ?¾-8-}°i AJ-"Ell % ~ 2-l 7à _!il_~ 7] ~ -8-} J1., ""J-"Ell % ~ Ell 0 1 ~ oJl ~ 
?:R-8-}Al ~.J-~ ~ 0 lct~ AJ-71 LìlE-'f-13 Iill~.9.l Aj_!il_Ol] rr}c} AJ-"Eil %~ g_ ÀJAj-8-}~ ?:ì] 2 tl7-ll; AJ-
7] Lil E -'f-1 ::e, 3:ill ~ .9.l Àl Zl-3:1, ~ e-1 ~ AJ-~ ~ 7-ll ~ E 'c.fl ~ -8-] A .5=. i:-j Aj li!_ Ell o l ~ g o] ¾-8-}°i % ~ 
Àà g_ ~ ,J-}-8-} J1. ~ e-1 3:1 -2.. -W-- 7} ~ Z=i s=l ~ AJ- 71 1-ìl E -%1 -=1 Iill ~ g_ Iill 71-8"} ~ ?:ìl 3 tl 7-ll; E r~ ~ 2-l 
zj_~ll3:1~ <'§ER~ JJ}Q}-8-}71 ~-8-}°i *~Àà 0 l ~A}:8_ AJ-71 Li]E-'f-13 SIR~.9-l 78_!:il_~ rliAJ-__2._~ ¾ 

7-ll Ac3_!:il_~ À~AJ-8°}~ ?:ìl 4 tl7-ll; Ei:-11~.9.l zj_~~l~ <'§Ell.2} 7.J-71Z}-~ %"5"J=g_ JJl-Q}-8-}71 ~~-8-}°i E 
i:-11 ~ Iill lti .9.l 7] ~ ~ 7 oJl rr} .;'::: ~ g <'§ Eil ~ g_ E 'c.fl ~ -8-l A .5=. i:-] Ell O l ~ Oll 7] ~ -8-} ~ 7-ìl 5 1r} 
7-ll; Lì]E-'f-13.2} BJ-~~2-l ~e-lOll {r3'::.'"ff}7l ~-8-}°i AJ-71 Lì]E-'f-13 Iill~.9.l *~Àà ~Àl-.2} ~ 7-ll 
7à_!il_ ÀJÀà, ""J-Ell *~ Ell 0 1 ~.9.l ~i:-JOll 9~5:l ~ 22.J.~ ~i El] 0 l ~Oll 7]~-8-}~ 7'ì] 6 tl7-ll; 
~ Li]E-'f-13 AJ-Ell.9.l 1:l]7JAJ-~ AJ-%g_ ~~-8"}71 ~~ E~~_2_1-'Jl:.ì9t!Ol] E~~ AJ-ER 78_!:il_~ 
7'·11 ¾-8-} ~ 7'ìl 7 tl 7-ll ~ ± ~-8-} ~ L-ìl ~cl-. 

[0022] 1=1} 'È[~ -8-} 71], AJ- 7] ?:ì] 3 Jl}Aà 2- 78 ~ AJ-El1 7à li!_ 91J 'Y 1j-__2._22_ ~ E7 Aìl-=g-5:l ~ E r.fl ~ AJ-Ell 78 li!_ Oll 
Aì 78 ~ __2._~ 1178 S:l o, ~ ~ E r.fl ~ 78 AJ- 3'::. Z:! 2-l li!_ Aà g_ ~ ~ ~ ir E r.fl ~ 78 li!_ ~ 4¾-8-} ~ 7'ìl 1 
1j- 7-ll ; AJ- 7 l ?:ìl 1 1j-7-ll Oll Àì ? ¾ :a ~ ir E ~ ~ 78 li!_ ~ o l ¾ -8-} °1 E r.fl ~ Aà AJ- 3'::. Z:! g_ _!il_ 78 -8-} ~ 
7'·11 2 t! 7-ll ; 1= i:-11 ~ Aj AJ- 3::. Z:! 2} 1= r.fl ~ AJ-Eil Aj li!_ ~ 1=1 l .ii!. -8-} °1 ~ AR Lil 1= -%1 -=12-l AJ-% 2-l 1=1 p~j AJ­
°1 ~ ~ 3&-ij--8-}~ 7'ìl 3 tl7-ll; LilE-'f-132-l AJ-El17}1=1P~àAJ-3:1 ""J-%~ 0 l 3&~~ 7él-9-AR~¾ E'c.fl~ 
?:ìl o, 7à ~ 2-l ~R ~ g_ ~ ~ AJ-Ell zj_ o l ~ ~ ~ ÀJ Àà -8-} ~ 7'ìl 4 1j- 7-ll ; ~ AJ- 7 l 7'ìl 4 1j- 7-ll oJ]),ì ÀJ Aj :a 
AJ-Ell zj_ 0 l ~ ~ ~ ¾ À~ ÀJ 9 t! 2-l AJ-Ell i 'c.fl li Oll ~ lg--8"} ~ ?:ìl 5 tl 7-ll ~ ± ~ ~ g ~ ~ __2._ ~ ~cl-. 

[002 31 l=l}"i:f~-8"}711, AJ-71 7-ìl 4 Jl}Aà 2_ Ei.'R~YyF19t!OllÀÌ zj_lg-:8_ AJ-ER zj_ 0 l ~~Ol]Aì ~AR 1..-ì]E 
-%1 -=1 ""J-Eil Oll ~ ~ Aà li!_ ~ 4 ¾-8-} j2, 1:l l 7J AJ- 3:1 ~ Jl. ~ g_ ? ¾-8-} °1 AJ-
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El1 -=ir-l]:;::,: Fil 01 ~ 611 ~ g -8-}~ 7'ìl 1 B-7-11; ÀJ-El1 ..=Lr-R:;::,: Fil 01 ~ 611,J,ì ~AR ,ÀJ-El1 .:1r.. i=: ojl,J,ì ~ 01 7} 
'o~ X i=: ~ /.j_ ~ -8-}9, ..=I. ¾ o!l AJ-El1 ~ 0 l ~ ~.9-l ~li!_~ 9% ~- Y '.U ~ .:1r.. e ~ ?½ ~ ~ ÀJ­
El1 ~ 01 ~ 9-cr]-8-}~ Aìl 2 B-7-11; AJ-El1 -=z.r-lj:u: Fll 0l ~ g %3:.-8-}9 AH~¾ AJ-El1 .:ir_i:::.9-l Er-lj~ 7'ìl 
°Ì Aà ~ g ~R ~ -8-} JL, i otl a:}~ ~ ~ ~ Eì cj ¾ g "'] "'-à -8-} ~ 7'ìl 3 B- 7-11; ~ AJ- 71 7'ìl 3 B- 7-11 ojl,J,ì 
AH-~:tfl "']"'-à-tl Sil1~ ~Eìcj ¾g Er-lj~Aìl°Ì9B-61l ~~-8-}°1 LilEq-~==,.9.l l=llAàAJ-~ AJ-%otl t:ll 
g -8-}~ Aìl 4 B-7-11 ~ ± ~~g ~ ~ -2..~ ~q. 

[0026] .5:.. 2otl '.U°ÌAì, ~ ~~ 2 LilE-%1 :::::,Er-lj~y~yB-(100), Aj~,ÀJ-El1Aàli!_9~9B-(200}, % 
~AJ-El1 Aj li!_*~ 9B-(300}, 1= r-ll ~_2_ y E-19B-(400}, ¾"'] "'-à9 B-(500), 1= r-ll ~ 7'ìl °Ì9B-(600) 
-2..~ -=r ÀJ :E q. 

[0027] LilE-%13Er-R~9~9B-(100)2 .5:.. 1-2-l ~,ÀìlALilE-%13(10)~ ..211f- ~_!i!_ ¾~UJ-_2_~1f-E-1 
9 ~ ~ Lil E -%1 ==1 SiJl ~ g ~ A E, :u: ~&. ~, ~ ~ 1:1 ~~ -=r* -8-}9 ½ ~ -8-} ~, Aà -3}AJ-El1 Aà _!i!_ 9 

~yB-(200)2 LilE-%13 :si:Jl~-2-l ?:c3.!i!_~ *~-8-}~ :si:Jl~~~7l(210) ~ :si:Jl~~~7l(210)611Aì 
*,:q:E_ LilE-%13. :si:Jl~-2.l ?:c3_!i!_ojl a:}~ "'J-El1 %:;l Fll 0l ~(220)-2.l ?:jli!_~ 7]~-8-}~ ¾7-11*~71 

(230)~ ±~-8-}9, 1-ilE-%13.Er-lj~y~yB-(lOO)otlAì ~¾:s:.J ~ LilE-%13. :si:Jl~-2-l ?:jli!_~ ~ 
~ -8-} JL, AJ-El1 * 1;l Fil o l ~ Aà _!i!_ ~ 7] ~ -8-} 9 E 4 ~ ~ li!_ ~ 7 }..:g.~ et. 

[0028] %~,ÀJ-El1Aà.!i!_~~9B-(300)2 ~A]-8-}~ _2_~ oH:!J.E<>ll qj~ ~i~ 7]~-8-}°i ~~A}<>lllll 
Li]E-%13..2} l=IJ-:§:1-~.2.l ~~otl ~~ %x A}li~ AÌ]..:g--8-}~ Er-lj~~..=I.FJ] 0l ~(310) ~ Er-lj~~ 

i Fil O l ~ ( 31 O) <>Il Aì AÌ] ..:g. :s:.J ~ % JL A} li ~ ~ 0 l-Aì Lìl 1= -%1 :::::, 1= r-l] ~ -2.l SiJl 1tl ~ i otl a:} ~ qj g l=IJ­
~ g 7]~, ~~-8-l-~ Er-lj~-o]A~~~~7l(320)~ ±~-8-}9, AJ~AJ-El1AJli!_y~yB-(200)61l 
Aì 7}..:g-:E_ E r-ll ~ AJ .!i!_.9-l 1-il E -%1-=1 E r-ll ~ -2-l ,AJ- 71 ~ ~ ÀJ '8"J=~ SiJl 1tl g * ~ -8-} JL 71 ~ -8-} ~, E r-ll 
~_2_ Y EÌ y B-(400) 2 AJ ~ AJ-El1 ?:c3 li!_y~ y B-(200)~ %~ ÀJ-El1 Ac3 li!_~~ Y B-(300)611 ÀÌ z}z} 

Aìl ..:g. -8-} ~ Aà li!_ ~ o l % -8-} 9 Lil1= -%1 :::::, E r-ll ~ -2-l % '8"J: g ~ À l -8-} JL 1::1 l ;;a:à AJ-~ ~ ,ÀJ-% g ~ ~ -8-} 9 
,ÀJ-El1 ~ 01 ~~ ~ ½~ ~q. 

[0029] ~3ti, ¾"'] Aj y B-(500} 2 E t.1H ~ .2_ y E-1 y B-(400)611 .9.l-8-}°1 AJ Aj :E_ ,ÀJ-El1 ~ ol ~~ ~ ~o} 
,ÀJ-El1 i r-ll IT ~ "'] "'-à -8-} ~ Aà ~ ~ 2-1 7 l( 5 1 o) ~ ~ ~ ~ ~ 71( 51 o) otl Aì "'] ÀJ :E ,ÀJ-El1 i r-ll IT Fil o l 
~(520}611Aì 'g°Ìli ,,,__J-El1 ~ 0 lo!l a:}~ ~AR.2-1 ,,,__J-% AlAlA}7} AH~¾ ,ÀJ-El1 .:ir_c~ 01%-8-}~ ~R 
~:s:.J ~ AH~¾ Lil E -%13. E r-ll ~ ~~ Aà ~ otl a:}~ ~AR ~ g :s:.J JL '.U ~ SiJl ~ t:ì] 01 E-1 ¾ g 7'ìl 7Ì 
-8-}7Ìy- AH~¾ ¾g 4'-7}-8-}~ ~~~~71(530}~ ±~-8-}°i, Ei:l1~_2_yE-19B-(400}61lAì ½ 
i:q:s:.J ~ AJ-El1 ~ ol ~~ ~ ~o}Aì "'] Aj :E_ AJ-El1 i i:R rr ~ ol-§--8-}9 Bl Aà AJ-~ ~ 1.-il E -%13. AJ-% g 

Aà AJ-~ -2..~ * .5:.. -8-}71 -'f-l ~ SiJl ~ ~ E-1 cj ¾ g "'] "'-à 'f5}°1 E r-ll ~ Aìl °Ì 9 B-(600)otl ~ ~-8-}9, E 

r-lj~Aìl°Ì9B-(600)..2..~ -8-}°i ~ 1-ilE-%13.-2-l 1:JlAàÀJ-~ AJ-%otl ~ g-8-}.5:..~ ~q. 

[0030] .5:.. 32 ~ ~~otl a:}~ LilE-%1:::::, AJ-El1 71~.2.l l=IJ-:§:1-~ ,AJ-:<l~ -=rz.~-8-}~ l=IJ-~-2-l ~jll (5~.5:._ 

o]q. 

[0031] .5:.. 3o!l '.U°ÌAÌ, .5:.. lo!l S:..Al:E_ lJlolE~~]ol(ll}~ ¾~-8-}~ Li]E-%13. :si:Jl~g y~-8-}°i AJ-El1 
%:;l~~ ~-W--8-}°i(B-7-11 SlOO}, SlOO B-7-116111-ì 9~:E. LilE-%1:::::, :si:Jl~-2-l ,ÀJ-El1 ;;a(à.!i!_~ y~-8-} 
9, ¾7-1] ~ :si:Jl1tl *~ :<ì~-8-}JL ~AR.2-1 Er-lj~ AJ-%611 qj~ 7:jli!_~ A]Àà~L!-(B-7-11200). S200 
B-7-1l611Aì ,<.]Aj:E_ Er-lj~ ,ÀJ-%611 qj~ Ajli!_~ *~-8-}JL ~Al-8-}°i Li]E-%13.9.l BlAàAJ-~~ AJ-% 
~ ~A] g ~7:l-8-}9 AJ-1:11 ~ 0 1 ~~ ~ A~ ÀJ -8°}~ (B-7-11 S300}, S300 B-7-11611 Aì À~ ÀJ :E AJ-1:11 ~ 
01 ~~611 a:}2-} ,ÀJ-1:-R ~ 0 1 ~ ~,..]Al~, 7 611 a:}~ ;,;à =3!l g ~R ~-8-}JL J-R~¾ Iili ~ ~ E-1 cj ¾ g À~ 
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Àà ~t:l-(B7:Jl S400). S400 B7:Jl ojl,J,ì Al~¾ 3:ill ~ ~ Eì 2d ¾ 01 À~ Àà511li ~AH ~%512 s:l ~ 
;;,;à ~ Jil- ~ Eì 2d ¾ g 71 ~ir} 2 "'J-Ell ;;,;à _!i!.2} S:.J ~ Aì ;;,;J-~tj-(B7:Jl S500). 

[00321 .5:.. 4~ .5:.. 3otl .5:..AFH LiP=-'t'l:::ì "'J-Ell 7li:fr9.l l=lJ-ftJ-~ ;:;<:J-7,] ~ T~ir}~ l=lJ-"jj9.l AJ-EH 7à.!i! 'T 
~ g -'f-l ~ -8" ~ .5:.. 01 tj-. 

[0033] .5:.. 4otl s:lo-JAì, "T-~51~ Lil1==-%J==t 3Ilj~g Aì-1::!. Lil1=-%]-=1otl ~W51o-J s:l~ ~AE, lis!:_~ 
iJ., TCP ~ UDP ~~~~s!:. ~{t-è>}JI., Zl-Zl-9-1 ~"'àotl rrl-~ 7à!L~ 5:}~ir}°i ~~~tj-(B7:Jl 
S201). S201 B7:J]oj]Aì Li]E-%]-=1 7à.!i!~ ~~~ 4-otl, "T-~51 ~ Li]E-%]-=1 3:ill~ 0 l 0 lu] AJÀà 

51 o-] s:l ~ ÀJ-Ell * :,,l otl ~ ìl-:B tj-~ Lil E -%1 .3. 3Ill ~ 9-1 7à .!i!~ 4-½ -è>}°i ""J-Ell * :;.l 9-1 7à .!i!~ 7J 
,8 ir} 2, AJ- Ell * :,,l Fll o l ~ ( 2 2 o) otl ~ AH -è>} Al ?l ~ ~ o l e}~ L il E -%1 :::::, 3Ill ~ 9-1 7à _!t_ otl rrl-èl- AJ- EH 
% :,,l g AJ Àà ~tj-(B7:Jl S202). 

[0034] S202 B7:JlùilAì AJ-E.Jl %:;.lol A~Àà511l! LilE-%]-=1 3:ill~9.l Al TI~,~~~ AJ-% %7:Jl ~ E~~ 
-è>] A~~~~ 71(320)otl ~ 7J-:B E i'~~ ir] A~~ 7j !!_ "fll o]~ g o]% 
-è>}°i %.Ji/à g ~ À}-è>} 2(B7:Jl S203), S203 B7:Jl otlJ,ì ~?-1 ~ -2..{t7} ~Z=i51 ~ 7}otl rr}?-} %.JI. 
~7} ~B~t:l-(B7:Jl S204). S204 B7:Jlot1Àì %.JI.-è>}Al ?j-2_~ Lil 1=q=1-=1 3:ill~ g 3Ilj7]-è>}2(B7:Jl 
S205), S204 B7:Jlot1Àì %.JI.ir}~ E~~9.l ~~~l~~ '5JEll~ :sl}~ir}7] -'f-lir}°i %.JI.Àà 0 1 ~À} 
~ AJ- 7 l Lil E -%1 :::::, 3Ill ~ 9-1 7à .!i! ~ tjJ AJ-_Q_ S:. ~ 7:Jl ;;,;à .!i! ~ À~ Àà ~ tj-( B 7:Jl 2 o 6). 

[oo351 S206 B7:JlCJllJ,ì %7:Jl 7à.!i!~ ~i~-è>}~ Ei:-Jl~9.l ~~~l~ '5JEll.2t ;:;<:J-71Z}~ %-e.-J=g iI}~ir}7] 
-'f-l-è>}°i E~~ 3:ill~9.l 71~ ~ iotl rrl-~ tjJ g '5JE.Jl ~ g Er-H~-fflA~~~~7](320)otl ~ 7J­

:B E~~ -è>l A~~ Fll 01 ~ otl 71 *-è>} JL(B7:Jl S207), Li] E -%1 .3..2} BJ-~~ 9-1 %~ Oll %3'=-_-è>}7] -'f-l 
-è>}°i Li]E-%]-=1 3:ill~9.l %.JI.Àà ~À}.2} %7:Jl 7c3.!i!_ À~Àà, AJ-E.Jl %:;.l i::i101 ~9-1 %~otl yi:fr51 ~ S:. 
i~ E~~ s!:.i F1] 0] ~(310)otl 7l~~tj-(B7:Jl S208). S208 B7:J]oj]Aì AJ-E.Jl 7à.!i! A~Aà s!:.i 

~i~7} 51~ LilE-'f-1.3. AJ-Ell9.l tl] 7àAJ-~ AJ-%g_ ~,Q-è>}7l -'f-l~ E~~_2_YE1y1i!(400)61l E 
~ ~ AJ-Ell 7à .!i! ~ -Aìl -=g.~ tj-( li! 7:Jl s 2 o 9). 

[0036] .5:.. 5 ~ .5:.. 3 otl .5:..Àl :B Lil E -'f-1 .3. AJ-Ell 7] 1fr9.l l=lJ-ftJ-~ 7J-5:] ~ T ~-è>}~ l=lJ-"jj 9-l ÀJ-Ell ~ o l ~ 
~ A~ Àà g -'f-l ~ -8" ~ 5:_ o l tj-. 

[003 71 .5:.. 5otl s:lo-JAì, 7à~AJ-Ell7à.!i!y~yli!(200)_2_s!:_-1f-Ei Aìl-=g-:s=--1 ~ Ei'-fl~ AJ-Ell 7à.!i!otlAì 7à~ 
_Q_~ ~ 78 51 o-] s:l ~ E i1H ~ 7à AJ- 3'=-_ <i 9-1 .!i! 73 g -'f-l ~ ~ TI" E i1H ~ 78 .!i! ~ .Z-½ -è>} o.i( B 7:Jl s 3 o 1 ) , 
S301 B7:JlCJilÀÌ y~, 4-½:B ~TI" E~~ 7c3.!i!_~ ol--§--è>}°i Ei'-fl~ 7àAJ- 3'=-_<Ìg_ _!i!7j~tj-(B 

7:Jl S302). 

[0038] S302 B7:JlùiP-ì E~~ 7c3AJ- 3"=-_<101 .!i!7351~ E~~ Bl7JÀJ- ~A}~ 'T~W-2_ 
S:. ~H i:;± 7:Jl s 3 o 3), E ~ ~ 7J AJ- 3'=-_ <i 4 E i1H ~ AJ-E.Jl 7j .!i! ~ l::l l _ii!_ -è>}~ ~ AH Lil E -%1 -=i 9-1 AJ-% 9-1 

l=l] 7J ÀJ- °i-1f- ~ ~B~9-(B7:Jl S304). S304 B7:Jl ojlJ,ì Lil E -%]-=19.l "'J-Ell 7} l=l] 7:c3 ÀJ-~ "'J-%0] 0 } 

y~ S301 B7:Jls!:. ~-=rzl-è>}JI., S304 B7:Jlot]Aì Li]E-%]-=19-1 AJ-E]j7} 1:1pa:c3AJ-~ AJ-%~ 0 1 ~~~ 
1~ AHs!:.¾ Ei'-fl~ -Aìlo-J 7.3~9.l ;tfl~g -'f-l~ AJ-Ell ~o]~~~ A~ÀJ"ff}°i ¾AJÀà"T-B(500)9.l 
AJ-E.Jl i i1fl li ( 5 2 O) otl ~ ~ ~ tj-( li! 7:Jl S 3 O 5). 

[0039] .5:.. 6 ~ .5:.. 3otl .5:..A] :B Li] E -%1 :::::, AJ-Ell 7l 1fr9.l BJ-ftl-~ 7J-5:l ~ -=;:r- ~-è>}~ BJ-~ 9-1 3Ill ~ ~ E4 2d 
¾ A~ Aj g_ -'f-l ~ -8" ~ .5:.. o l tj-. 

[004 01 .5:.. 6otl 5:lo-JA7, E~~-2-YEÌyB(400)otlAì ¾A~Àà"T-B(500)otl ~~:B AJ-Ell ~ 0 1 '8~~ 
~~-è>}JL(i:;17:Jl S401), S401 B7:Jlot1Aì AJ-Ell ~ 0 1 ,8~7} ~~51~ ~AH LilE-'f-1.3. AJ-E.Jlotl tjJ 
~ 7à .!i!~ 4-½ir}°i (B7:Jl S402), l=l] 7à AJ-~ ~ R ~ g_ 4-½ir}°i AJ-EH i i1fl li Fll 0 ] ~ otl ~ % ~ 
tj-. S402 i:;17:Jl otl-"Ì E i'-fl ~ AJ-~J- 7à .!i! 7} 4-½51 ~ AJ-E.Jl i~ li Fll 0 ] ~ (520)oj] ÀÌ ~AH AJ-Ell _lr_ 
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e 61] A~ ~ 0 1 7} 'o~~ e ~ ~ ~ "5"}9 ('c;:}7-l] S403), i ¾61] ÀJ-FR ~ 0 1 {l~.9-] 7à ± ~ cy-§-W cy 
5:l :::= ~ e ~ 4-½~ 4" AJ-Ell ~ o] 7} 7} 'o ~7} 38-B-~9-(B-7-l] S404). 

[004 l] S404 B-7-1161]1,ì AJ-Ell ~ 0 17} 7}'c;"5"}1H AJ-Ell ~ 0 1 ~ yi>J"5"}9(B-7-ll S405), AJ-Ell i~:rr Fil 
0 1 ~(520}~ {[3::"5"}9 A~~¾ AJ-Ell ~cQ_J E~~ AÌ]O, 7à~ ~ ~R~"5"}Jl, i61] u:}~ n:fl~ ~ 
Eì 2c1 ~ ~ À~ ""à ~9-(B-7-ll S406). S406 B-7-ll 61]/,ì AR ¾ :tfl À~ Aj :8 n:fl ~ ~ Eì 2c1 ~ ~ E i.1l1 ~ Aìl 
0,yB-(600)611 ~tg-"5"}9 Lì]E-%]3..9-j B] 7àAJ-~ AJ-%oJl rR g "5"}7] ~"5"}9 Ei:l1~ AÌ]O, ~ "T-~~ 
t:1-(B-7-ll S407). 

[0042] 0 1 .2} ~ 0 1, ~ ~~ .9-] ÀJ-J,ìl ~ 1Ì ~ 611 "'Ì :::= T~~l ~ ~ ~Àl O:Jl 611 ~'8"l1 1Ì uj "5"}S1 
-2..4, ~ ~~.9-l ~-?611,,_ì ~°747-l ~J::::= ~.s:_ LTI61l"'ì 9~7}7-l 1t:!"5J 0 l 71-'oW~ %~ 0 lt:l-.-, 
~ o~, ~ ~~ .9-l ~~ :::= 1Ì ~ :a ~Àl O:Jl 611 ~~s=.j o, 7à "6"~ A~ "'Ì :::= cj-s=.j t9 4-~"5"}:::= ~ ~ ~à-=r ~ 
~ ~ ;1 o l-y e-}- o l ~ ~ ~à T ~ ~ .2} -ii- ~ ~ ::;:i ~ 611 .9-l '8"l1 7à "8"R A~ o l= ~ q. 

[0043] ~ ~, ~ ~ ~ otl .9-l ~ 1-il E -%13. AJ-Ell 7] 1t} .9-l BJ-~ ~ 7J- ;'<] ~ i BJ-~ 611 u:t _g_ 1l! tj- g J!} ~ ~ 
o] 1} o] ~A~ ~e}. 

[0044] ~, ~ itj ~ ~ n:fl ~ 3::.~ ~ ~~ "8"R 9j ~ {J 'f} A] .s:_ ~ ;'<}B-"5"} JI_ B] 7j AJ-~ 3:il] ~ "fr ~ ~ o]-§-"5"} 
9 LTI 1ìL Lìl E -%1 3. .9-l ~ ~ ~ ~ -2.. 7'] :::= "'Ì 1 .. :1] A ~ 1ìL ..:g. Zc1 J!} ~ ~ ..:g. Zc1 611 {l ~ "5"} JI. ~ J!} ~ -2..~ rR 
g w-2..~,~ì LTI 1ìL ~A E .2.l- l,ìl E -%1 -=1QJ ca~ ~ {1§1 Aà ~ y?:J-w 'Y 5:l-c+. 
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Abstrnct of EP1006701 {A2) 

A packet data filter whìch stores ordered 
rules and sequentially applies the rules to 
received data packets to determ ìne the 
disposìtion of the data packet The packet 
filter maintains a match count in memory 
\Nhich indicates the number of times each 
rule matched an ìncoming data packet. 
Periodically, at the initiation of a user, or 
based on operating parameters of the 
filter, the rules are automatically re­
ordered based on the match count. As a 
result of the re-orderìng, rules ,.vith t1igher 
match counts arn moved earlier ìn the 
sequential evaluation order and rules 'Nith 
lower match counts are moved later ìn the 
sequential evaluation arder. As such, 
rules which are more likely to match 
incoming data packets are evaluated earlier, thus avoiding the evaluation of later rules.; 
In arder to prevent a re-ordering which would change the overall security policy of the 
packet fìlter, pairs of rules are compared to determine if they conflict (i.e., the swapping 
of the two rules would result in a change in the overall securìty policy). During re­
orderìng, the swapping of conflicting rules is prevented. 



Keysight, EX-1002 
Page 638



Keysight, EX-1002 
Page 639

C'\I 
<t 
T"'" 
o 

" (0 
o 
o 
T"'" 

Q. 
w 

(19) 

Europaisches Patentamt 

European Patent Office 

Office européen des brevets 

I llll lii li llll I li lii li lii li lii li lii li lii li lii li lii li lii li lii 111111111111111 

(11) EP 1 006 701 A2 

(12) EUROPEAN PATENT APPLICATION 

(43) Date of publication: 
07.06.2000 Bulletin 2000/23 

(21) Application number: 99309593.4 

(22) Date of filing: 30.11.1999 

(84) Designated Contracting States 
AT BE CH CY DE DK ES FI FR GB GR IE IT LI LU 
MC NL PT SE 
Designated Extension States: 
AL LT LV MK ROSI 

(30) Priority: 03.12.1998 US 204464 

(71) Applicant: LUCENT TECHNOLOGIES INC. 
Murray Hill, New Jersey 07974-0636 (US) 

(72) lnventors: 
• Krishnan, P. 

Matawan, New Jersey 07747 (US) 

(51) lnt Cl.7: H04L 29/06 

• Raz, Danny 
Aberdeen, New Jersey 07747 (US) 

• Sugla, Binay 
Aberdeen, New Jersey 07747 (US) 

(7 4) Representative: 
Buckley, Christopher Simon Thirsk et al 
Lucent Technologies (UK) Ud, 
5 Mornington Road 
Woodford Green, Essex IGS 0TU (GB) 

(54) Adaptive re-ordering of data packet filter rules 

FIG 2 

FROM 
EXTERNAL 
NETWORK 

(57) A packet data filter which stores ordered rules 
and sequentially applies the rules to received data pack­
ets to determine the disposition of the data packet. The 
packet filter maintains a match count in memory which 
indicates the number of times each rule matched an in­
coming data packet. Periodically, at the in itiation of a us­
er, or based on operating parameters of the filter, the 
rules are automatically re-ordered based on the match 
count. As a result of the re-ordering, rules with higher 
match counts are moved earlier in the sequential eval­
uation arder and rules with lower match counts are 
moved later in the sequential evaluation order. As such, 
rules which are more likely to match incoming data pack­
ets are evaluated earlier, thus avoiding the evaluation 
of later rules. In order to prevent a re-ordering which 
would change the overall security policy of the packet 
filter, pairs of rules are compared to determine if they 
conflict (ie., the swapping of the two rules would result 
in a change in the averai! security policy). During re-or­
dering, the swapping of conflicting rules is prevented. 
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Description 

Field of the lnvention 

s [0001] The present invention relates to data packet filters. More particularly, the present invention relates to adaptive 
re-ordering of data packet filter rules to improve the pertormance of the filter while maintaining a security policy. 
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Background of the lnvention 

[0002] Data networks are becoming increasingly prevalent. For example, many companies have internal data net­
works to allow for intra-company communication. Such communication includes email, documents, voice, video, and 
multimedia. Further, these internal data networks are generally connected to an external data network (e.g. Internet), 
to allow for the exchange of information between the internal and external networks. However, as a result of the inter­
connection of data networks, security has become a major concern. The unauthorized access to a company's data 
network can result in the loss of valuable proprietary information. Further, unauthorized access can also result in attacks 
on the company's data network and computing system, resulting in loss of data and computer system crashes. 
[0003] A computer programmed to implement a security policy for a data network is called a firewalL Typically, fire­
walls are locateci at strategie points in the network such that all incoming and outgoing data traffic must pass through 
a firewalL At these points, all network traffic is trapped and examined by the firewall to determine if the traffic should 
be allowed to pass through the firewall. There are various techniques for implementing a firewall. One such implemen­
tation is a computer programmed to implement a data packet filter. A data packet filter examines all received data 
packets, and either denies or allows passage of the data packet based on the contents of the data packet. In one 
implementation, this decision is based on rules stored in the data packet filter which define which data packets are 
allowed to pass and which data packets will be blocked. Each stored rule defines certain parameters of data packets 
(e.g. source and destination) and also includes the disposition of data packets which match these parameters. For 
example, a rule may indicate that any data packet from source X will be blocked, while another rule may indicate that 
any data packet from source Y to destination Z will be allowed to pass. The rules are stored in sequential arder in the 
data packet filter and every data packet received by the firewall is tested against the rules in sequential order. The first 
rule whose parameters match the received packet is applied to the packet and the packet is treated as indicateci by 
the rule. 
[0004] In such a rules based data packet filter, a system administrator must first define a security policy to be imple­
mented by the firewall, and then must program the data packet filter with rules which will implement that security policy. 
One major problem with these types of firewalls is that sophisticated security policies require a large number of rules 
in order to implement the policy. Since every data packet which passes through the firewall must be checked against 
these rules, the performance of the firewall degrades as the number of rules increases. 
[0005] One known solution to the performance problem in a data packet filter firewall is to use a memory cache. In 
such a system, when a data packet arrives, the relevant parameters (e.g. source and destination) of the data packet 
are stored in a cache. In addition, after the packet filter rules have been applied to the received data packet, the 
disposition (e.g. allow or deny) is also stored in the cache associateci with the relevant parameters of the received data 
packet. Thereafter, ifa data packet is received with parameters which are the same as parameters previously stored 
in the cache, the firewall can apply the associateci disposition without applying all the rules to the data packet. This 
enhances performance in view of the fact that for certain applications, ongoing communications will occur between 
two computers, and there is no need to check every data packet exchanged between the computers during the com­
munication session (ie., connection). Thus, while this technique improves performance for data packets exchanged 
during connections, the technique does not improve performance for new connections. 
[0006] Packet filters rnay also be implemented on a client computer, for exarnple a persona! computer running World 
Wide Web (WWW) browsing software (e.g., Microsoft Explorer or Netscape Navigator). Many WWW sites contain 
materiai which parents may deem unsuitable for children. As such, several cornpanies ofler filtering software which 
implements packet filters for blocking unsuitable materiai. These packet filters irnplement a security policy through the 
use of rules as described above. As the number of rules increases, these client based packet filters suffer from the 
sarne performance problems as described above. 
[0007] What is needed is a technique for improving the performance of a data packet filter as the number of rules 
required to implementa security policy increases. 

Summary of the lnvention 

[0008] As described above, a data packet filter stores a plurality of ordered rules which are sequentially applied to 
received data packets to implementa security policy. In accordance with the invention, the rules are automatically re-
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ordered to improve the performance af the packet filter. Rules which match incoming data packets more frequently are 
moved earlier in the ordering, and rules which match incoming data packets less frequently are maved later in the 
ordering. Since the first rule that matches a received data packet contrals the disposition of the packet, once a rule 
matches a packet, the remaining rules need not be evaluated. By re-ordering the rules, data packets are matched 

s against rules more quickly, and the performance of the data packet filter is improved. 
[0009] In one embodiment of the invention, the packet filter dynamically maintains, during operation of the packet 
filter, a count of the number of times each rule matches a received data packet. The packets are then re-ordered based 
on these counts with the rules having higher match counts being moved earlier in the rules arder. Such re-ordering is 
made on the premise that past history of the packet filter pravides a reliable indication of future operation. Thus, by 

10 dynamically maintaining match counts during operation, the packet filter can adaptively re-arder its rules based on 
past operating parameters. Such adaptive re-ordering is beneficiai to protect against so-called denial of service attacks, 
as described in further detail below. 
[001 O] In one embodiment of the invention, rules are re-ordered by swapping pairs of rules in the rules order. However, 
the sequence of the rules plays a part in defining the security policy of the packet filter. As such, the indiscriminate 

15 swapping of rules may result in changing the security palicy of the packet filter. Such a result is undesirable and must 
be prevented. As such, rules are evaluated to determine re-orderings which are not allowed because they result in a 
change in the security policy. In one embodiment, such an evaluation is made by comparing pairs of rules to determine 
which pairs of rules conflict with each other. Two rules are said to conflict with each other if swapping the rules would 
result in changing the security policy of the packet filter. The result of this conflict evaluation is stored in the memory 

20 of the packet filter and subsequent re-ordering refers to this information in arder to prevent the swapping of conflicting 
rules. 
[0011] The re-ordering in accordance with the invention may be performed periodically, at the initiation of a user, or 
based on the some operating parameters of the pack et filter ( e.g. when the performance of the pack et filter drops below 
a threshold). 

25 [0012] The principles of the present invention may be applied to various types of computing devices. For example, 
and without limitation, the invention may be implemented in a dedicateci network firewall which filters data packets for 
many camputers and networks, or in a stand-alone persona! computer such that the packet filter only filters data packets 
for the persona! computer. 
[0013] These and other advantages of the invention will be apparent to those of ordinary skill in the art by reference 

so to the following detailed description and the accompanying drawings. 

35 

Brief Description of the Drawings 

[0014] 

Fig. 1 shows a network of the type in which the present invention may be implemented; 
Fig. 2 shows a computer configured to implemented a firewall in accordance with the present invention 
Fig. 3 shows the format of an exemplary data packet; 
Fig. 4 shows an example of a rule set; 

40 Fig. 5 shows a conflict table; and 
Fig. 6 shows a persona! computer in which the principles of the present invention may be implemented. 

Detailed Description 

45 [0015] A network of the type in which the present invention may be implemented is shown in Fig. 1. An internal data 
network, such as a corporate intranet, is shown as network 102. An external data network, such as the Internet, is 
shown as network 106. Firewall 104 is shown positioned such that all data traffic exchanged between internal network 
102 and external network 106 must pass through the firmfv'all 104. These data networks communicate with each other 
using the well known Internet Protocol (IP) for data packet communication. Assume that firewall 104 is administered 

50 by the same entity which administers internal network 102. The purpose of firewall 104 is to implement the security 
policy of the internal network 102. 
[0016] The firewall 104 may be implemented by a properly configured computer, further details of which are shown 
in Fig. 2. Fig. 2 shows firewall 104 comprising a processor 202 which controls the overall operation of the firewall 104. 
Processor 202 is connected to input port 204, buffer 206, output port 208, program memory 210, and data memory 

55 220. Program memory 21 O and data memory 220 may be any type of well known computer storage device. In operation, 
processor 202 controls the operation of the firewall 104 by executing computer program instructions stored in program 
memory 21 O. Program memory 21 O includes the following program modules: re-order module 212, filter module 214, 
activity module 216, and conflict module 218. These modules contain computer program code which, when executed 
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by processor 202, implements a packet filter in accordance with the present invention. lt is to be understood that the 
program modules shown in program memory 21 O are high leve! representations of functional computer program mod­
ules. In various implementations, these modules could include program source code, object code, or a combination of 
source and object code. These modules will be discussed in further detail below. Of course, a computer implementing 

s a firewall would have other well known components as well. Such other components are not shown in Fig. 2 for clarity. 
[0017] The operation of firewall 104 is as follows. When a data packet is received at firewall 104 from external network 
106, the data packet is received at input port 204. The fermat of an exemplary data packet 302 is shown in Fig. 3. Data 
packet 302 contains a header portion 304 and data portion 306. The header portion 304 contains the following fields: 
protocol 308, source address 310, destination address 312, source port 314, and destination port 316. The protocol 

10 field 308 indicates the protocol with which the current packet is being transmitted. For example, the protocol field 308 
may indicate that the data packet 302 is being transmitted using the well known TCP/IP protocol. The source address 
310 indicates the IP address of the source of the data packet 302. IP addressing is well known in data networking. IP 
addresses are 32 bits, andare most commonly represented ìn a dotted notation as 4 integers, each between O and 
255, and each separateci by a dot (e.g. 125.180.104.4). The destination address 312 indicates the IP address of the 

15 destination of the data packet 302. The source port 314 indicates the port number of the source computer. A port 
number is an integer between O and 65,535, and generally is associateci with an application that runs on a particular 
machine. Far example, web servers are typically associated with port number 80. The destination port 316 indicates 
the port number of the destination computer. The data portion 306 of the packet 302 contains the payload of the packet 
which will be used by an application executing on the destination computer. 

20 [0018] U pon receipt of the data pack et at input port 204, the data pack et 302 is stored in buffer 206 while the processor 
202 executes the filter module 214 in order to apply the filter rules 222 stored in data memory 220 against the received 
data packet. The filter module 214 applies the rules to the received data packet in sequential order. The first rule that 
match es the data packet is the rule which will decide whether the data packet is allowed or denied. Once a rule matches 
the data packet, there is no need to apply the remaining rules. 

25 [0019] An example of a rule set whìch would be stored as rules 222 is shown in Fig. 4. As shown in Fig. 4, each rule 
has a sequence number, which indicates the order in which the rules will be applied against an incoming data packet. 
Each rule also has fields indicating protocol, source address, destinatìon address, source port, destination port, and 
an action. Each rule indicates the action to be taken when a data packet is receìved which matches the information in 
the rule's fields. A packet is said to match the rule if the header information in the packet falls within the defined ranges 

so of values in the above described fields. For example, rule number 1 indicates that any packet received using the TCP 
protocol with a source address of 125.30.20.200 is to be denied (i.e. blocked), regardless of the contents of the other 
fields of the packet. The "*" in a rule field indicates a wildcard which will match any value. Rule number 2 indicates 
that any packet received using the TCP protocol with a source address in the range 135.180.104.4 to 135.180.104.225, 
a destination address in the range 135.180.204.4 to 135.180.204.255, a source port in the range 1024-65535, and a 

35 destination port of 80 is to be allowed (i.e. passed to its destination). Rule number 3 indicates that any packet received 
using the TCP protocol from a source address in the range 125.180.100. O - 125.180. 100.255 is to be allowed, regardless 
of the values in the other fields. Finally, rule number 4 indicates that all data packets are to be denied. Since rules are 
applied in sequential order, rule number 4 will only be applied if none of the rules 1-3 match the incoming data packet. 
The inclusion of a rule such as rule number 4 is common practice in firewalls and implements a security policy that all 

40 packets are denied unless specifically allowed. As would readily be recognized by one skilled in the art, a wide variety 
of security policies may be implemented by storing different rule sets as rules 222 in data memory 220. lt is also noted 
that the action indicated in a rule may be something other than allow or deny. For example, it is possible that an action 
indicates that packets matching the rule be forwarded to some other location for further processing. 
[0020] Thus, whìle the received data packet is stored in buffer 206, processor 202 sequentially applies rules 222 to 

45 the data packet until a rule matches the data packet. lf the matched rule indicates that the data packet is to be allowed, 
then the packet is transferred to output port 208 and is allowed to pass to the internal network 102. lf the match ed ru le 
indicates that the data packet is to be denied, then the packet is deleted from the buffer 206 and is thus not allowed 
to pass to the internal network 102. lt is noted that although the rules are applied in sequential order, they will not 
necessarily be stored internally in data memory 220 in that sequential arder. For various reasons, the internal repre-

so sentation of the rules may be different from the logica! representation shown in fig. 4. However, regardless of the internal 
representatìon, each rule will be associated with a sequence number or other indication of order of evaluatìon (e.g. 
priority), such that the filter module 214 will apply the rules to a received data packet ìn a given sequence. 
[0021] As the number of stored rules 222 increases, the performance of the firewall 104 gene rally degrades because 
it takes longer to apply the rules to each incoming data packet. The present invention solves this performance problem 

55 by re-ordering the stored rules 222 such that rules which are more likely to match incoming data packets are placed 
earlier in the sequential order (i.e. assigned a lower sequence number). This improves the performance of the firewall 
because once a rule is matched, the remaining rules are not applied, thus avoiding the processing time required to 
apply those remaining rules. lf rules which are more likely to match data packets can be moved earlier in the rules 
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sequence, performance of the firewall will improve. 
[0022] However, prior to re-ordering the rules, it must be determined which rules may be re-ordered without having 
an affect on the overall security policy of the firewall 104. Due to the nature of the rules and the sequential application 
of the rules to received data packets, certain re-orderings may result in a change in the overall security policy. Such 

s re-orderings must be prevented. Far example, referring to the example rule set of fig. 4, rule number 4 could not be 
swapped with rule 1, because such a swap will result in rule number 4 being applied first. Since rule number 4 indicates 
that all data packets are to be denied, placing itfirst in the rules sequence would result in ali data packets being denied. 
None of the other rules would be reached to allow the data packets to pass. Therefore, it is necessary to determine 
which rules may be re-ordered while stili maintaining the security policy of the firewall. 

10 [0023] In arder to determine which rules may be re-ordered, conflict module 218 is executed by processor 202. The 
conflict module analyzes the rule set 222 to determine whether pairs of rules are in conflict such that the swapping of 
the pair would result in a change in the security policy. Generally, two rules are said to conflict with each other if at 
least one data packet could match either one of the rules and the actions of the rules are not the same. In the embod­
iment described herein, the conflict algorithm to determine whether a Rule-A conflicts with a Rule-B is as follows: 
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If ACTION of Rule-A is not the same as ACTION of Rule-B then 

if the PROTOCOL of Rule-A does net intersect wìth the 

PROTOCOL OF Rule-B then 
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if the SOURCE ADDRESS of Rule-A does not intersect 

with the SOURCE ADDRESS of Rule-B then 

else 

if the DESTINATION ADDRESS of Rule-A does not 

intersect with the DESTINATION ADDRESS of Rule­

B then 

else 

if the SOURCE PORT of Rule-A does not 

intersect with the SOURCE PORT of Rule-B 

then 

else 

if the OESTINATION PORT of Rule-A 

does not intersect with the 

DESTINATION PORT of Rule-B then 

else 

no conflict between Rule-A 

and Rule-B 

conflict between Rule-A and Rule-8. 

no conflict. 

[0024] In accordance with the algorìthm, a particular of a rule ìs saìd to intersectwìth a partìcular fìeld of another rule 
ìf there is any ìntersection ìn the range of values of the two fields. For example, wìth respect to fìelds whìch contaìns 

45 IP addresses, the fields will intersect if there is any overlap between the addresses. For example, an IP address field 
containìng the address range 123.30.20.100 ìntersects with an IP address fìeld containing the address range 
123.30.20.70 - 123.30.20.150 in the address range 123.30.20.70 - 123.30.20.100. For example, the IP address 
123.30.20.85 would fall withìn both ranges. Thus, in accordance wìth the algorithm, ìf the actìons of two rules are 

dìfferent, and if the there is an intersectìon in any of the fields of the two rules, then the rules conflìct. Otherwìse, the 
50 rules do not conflìct. Of course, one skìlled in the art could modify the above algorìthm ìn order to detect the conflìct 

between rules with a dìfferent set of fìelds. Such an algorìthm would analyze each fìeld of each rule to determìne if 
there were an intersection. lf there is any ìntersectìon, and if the action of the two rules is dìfferent, then the rules conflict. 
[0025] lt is noted that the conflict module 218 is executed once when the rule set 222 changes (i.e. a rule is added 
or deleted). The results of the execution of the conflict module 218 are stored in data memory 220 as conflìct data 226 

55 which indìcates, for every possìble paìr of rules, whether that pair conflìcts. In one embodiment, a two-dimensional 
conflìct table such as conflict table 500 shown ìn Fìg. 5 could be stored as conflìct data 226 as a result of the execution 
of conflìct module 218. For each pair of rules, the intersectìon point in the conflict table 500 indìcates whether the rules 
are ìn conflict (C) or not ìn conflict (NC). For example, the ìntersectìon of row 3 and column 2 ìn conflict table 500 
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contains NC indicating that rule 3 and rule 2 do not conflict. lf a rule is added, only the interaction of the new rule with 
the other rules needs to be checked with the conflict module 218. The interaction of the other rules will not change. lt 
is noted that the conflict table 500 is symmetrical in that the intersection of column x and row y will contain the same 
value as the intersection of column y and row x. As such, only half of the table needs to be stored in conflict data 226 

s in data memory 220. However, the entire table is shown in Fig. 5 for purposes of this description. 
[0026] Returning now to the re-ordering of rules, as was stated above, in accordance with the invention, the per­
formance of a packet data filter is improved by re-ordering the stored rules 222 such that rules which are more likely 
to match incoming data packets are placed earlier in the sequential order. In accordance with one aspect of the inven­
tion, the decision as to which rules are more likely to match incoming data packets is made with reference to past 

10 history of the firewall 104. In one embodiment, this past history is a record of the number of times each rule has match ed 
an incoming data packet. In accordance with this embodiment, during operation of the firewall 104, an activity module 
216 dynamically maintains a running count of the number of times each rule matched an incoming packet. This count 
is stored as a table in the history section 224 of data memory 220. The table associates a count with each rule. Thus, 
rules associateci with higher counts matched incoming packets more often than rules associateci with lower counts. lt 

15 is noted that the counts can periodically be reinitialized to zero. 
[0027] The re-ordering of the rule set 222 may be performed periodically (e.g. every 30 minutes), may be initiated 
by a system administrator, or may be initiated by the firewall 104 based on certain operating parameters of the firewall 
104. For example the firewall 104 may initiate a re-ordering when the performance of the firewall 104 drops below a 
certain predetermined threshold. The re-ordering is performed by the re-order module 212 by swapping rules having 

20 a lower count in history section 224 with rules having a higher count in history section 224. This results in rules which 
matched data packets more often being placed earlier in the sequential ordering. 

25 

30 

35 

40 

45 

[0028] One algorithm for swapping rules is as follows. 

Far i 1 ta N 

J N 

While J > O 

If match count for Rule J > match count far Rule J-1 

then 

if Rule J does not conflict with Rule J-1 then 

Swap Rule J with Rule J-1. 

J J - 1. 

This algorithm attempts to move the rules with a higher match count earlier in the sequence of rules. One constraint 
of the re-ordering of rules is that rules are only swapped if doing so will not change the overall security policy of the 

so rule set (i.e. the rules do not conflict). While this algorithm uses a well known bubble sort type of algorithm, one skilled 
in the art could readily implement various types of re-ordering algorithms. 
[0029] One benefit of the present invention is that the filter rules are re-ordered based on the activity of the firewall. 
As such, the firewall is dynamically adaptable to changing operating conditions. As an example, one type of attack on 
a computer system is known as a denial of service attack, which is aimed at reducing the availability of network ele-

55 ments. One technique for mounting such an attack is to continuously transmit packets to a network, which packets are 
known to be blocked by the network's firewall lf the rule which rejects such packets is late in the sequential orde ring 
of rules, then every time such a packet is received by the firewall, the firewall must apply many rules before rejecting 
the packet. For example, if the rule which will eventually reject the data packet is rule number 100, then each time 
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such a packet is received, the firewall must apply 100 rules prior to rejecting the packet. By sending many such packets, 
an attacker may seriously impair the performance of the firewall. 
[0030] The present invention can improve the performance during a denial of service attack as follows. lf an attacker 
is continuously sending packets wh ich are rejected by rule number 100, then the match count tor rule number 100 will 

s increase quickly. Further, since one of the parameters tor initiating a re-ordering of rules is the performance of the 
firewall, then a denial of service attack will substantially degrade the performance such that a re-ordering will be initiated. 
At such time, since the match count of rule 100 will be high, the re-ordering module will attempt to move rule 100 earlier 
in the sequential ordering. For example, if the rule were moved to rule 5, then further receipt of the attacking packets 
will result in the packets being blocked after only 5 rules, rather than 100, an improvement of 95%. 

10 [0031] lt is to be understood that although the invention has been described in the context of a firewall implemented 
in a network as shown in Fig. 1 , the principles of the present invention may also be implemented in a persona! computer 
configured to filter data packets received from a data network. In one well known configuration, a persona! computer 
is connected to the Internet using a modem and a dial-up connection to the Internet via the telephone network. Since 
it is often desirable to limit the Internet sites which a user of a persona! computer may access, there are various filter 

15 programs available which filter incoming data packets based on filtering rules. The principles of the present invention 
may be implemented in such a persona! computer. Such an embodiment of the invention is shown in Fig. 6 as persona! 
computer 600. Persona! computer 600 includes a processor 610 connected to a modem 612 which is used to establish 
a connection to a data network, such as the Internet In one embodiment, the computer 600 executes a browser program 
604 which allows the computer 600 to communicate with World Wide Web (WWW) sites and to receive information 

20 from such sites. In accordance with the invention, the computer 600 also includes a packet filter program module 606, 
which contains a re-order module, filter module, activity module, and intersection module, which operate to implement 
a packet filter as described above. Also, the computer 600 contains data memory 608 including rules, history, and 
conflict data, also as described above. A user of the computer 600 interacts with the computer 600 via keyboard 614, 
graphical input device 618 (e.g. mouse), and display 616 in a conventional manner. In operation, a user of computer 

25 600 may request information from the Internet, and the packet filter module 606 will operate as described above in 
arder to filter data packets in accordance with stored filter rules. The filter rules may be re-ordered to improve the 
performance of the packet filter, as long as such re-orde ring does not change the overall security policy of computer 600. 
[0032] lt is noted that network routers may optionally be configured to filter data packets in a manner similar to that 
described above in connection with firewalls. Thus, the principles of the present invention may be implemented in a 

30 network router which is configured for data packet filtering. 
[0033] The toregoing Detailed Description is to be understood as being in every respect illustrative and exemplary, 
but not restrictive, and the scope of the invention disclosed herein is not to be determined from the Detailed Description, 
but rather from the claims as interpreted according to the full breadth permitted by the patent laws. lt is to be understood 
that the embodiments shown and described herein are only illustrative of the principles of the present invention and 

35 that various modifications may be implemented by those skilled in the art without departing from the scope and spirit 
of the invention. 

40 

Claims 

1. A method tor operation of a data packet filter which implements a security policy by filtering data packets by se­
quentially evaluating a plurality of ordered rules, said method comprising the step of: 

automatically re-ordering said ordered rules. 

45 2. The method of claim 1 wherein said step of re-ordering is based on prior activity of said data packet filter. 

3. The method of claim 2 further comprising the step of: 

dynamically maintaining, during operation of said data packet filter, match data indicating the number of times 
50 each of said rules is matched by a data packet; and 

55 

wherein said step of re-ordering is based on said match data. 

4. The method of claim 3 wherein said rules are re-ordered such that rules which are matched more often are eval­
uated earlier. 

5. The method of claim 1 wherein said step of automatically re-ordering is performed periodically 

6. The method of claim 1 wherein said step of automatically re-ordering is performed when the performance of said 
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data packet filter falls below a threshold. 

The method of claim 1 wherein said step of re-ordering is performed by swapping pairs of rules, said method further 
comprising the step of: 

determining pairs of rules which can be swapped without changing said security policy. 

The method of claim 7 wherein said step of re-ordering is performed such that said security policy is not changed. 

The method of claim 7 wherein said step of determining further comprises the step of determining the intersection 
of fields of pairs of said rules. 

A data packet filter tor implementing a security policy comprising: 

a memory for storing a plurality of ordered rules; 
a filter module tor sequentially applying said rules to received data packets; and 
a re-ordering module for re-ordering said ordered rules. 

The data packet filter of claim 1 O wherein said memory further stores intormation representing past activity of said 
data packet filter and wherein said re-ordering is based on said past activity. 

The data packet filter of claim 11 wherein said information representing past activity comprises match data indi­
cating the number of times each of said rules is matched by a data packet. 

The data packet filter of claim 12 further comprising: 
an activity module tor dynamically maintaining saìd match data. 

The data packet filter of claim 10 further comprising: 
a conflict module tor determining pairs of said rules wh ich can be swapped without alte ring said security policy. 

The data packet filter of claim 14 wherein said re-ordering module only swaps pairs of rules which can be swapped 
without altering said security 

The data packet filter of claim 14 wherein said conflict module determines pairs of said rules which can be swapped 
without altering said security policy by determining the intersection of fields of pairs of rules. 

A computer readable medium storing computer program instructions which are executable on a computer system 
implementing a data packet filter, said computer program instructions comprising instructions defining the steps of: 

filtering received data packets by sequentially applying a plurality of ordered rules, said rules defining a security 
40 policy; and 

automatically re-ordering said ordered rules. 

18. The computer readable medium of claim 17 wherein said computer program ìnstructions further comprise instruc­
tions defining the steps of: 

45 re-ordering said rules based on prior activity of said computer system. 

19. The computer readable medium of claim 18 wherein said computer program instructions further comprise instruc­
tions defining the steps of: 

so dynamically maintaining, during operation of said computer system, match data indicating the number of times 
each of said rules is matched by a data packet; and 
re-ordering said rules based on said match data. 

20. The computer readable medium of claim 19 wherein said computer program instructions further comprise instruc-
55 tions defining the steps of: 

re-ordering said rules such that rules which are matched more often are applied earlier. 

21. The computer readable medium of claim 17 wherein said computer program ìnstructions further comprise instruc-

9 
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tions defining the step of: 
periodically automatically re-ordering said rules. 

The computer readable medium of claim 17 wherein said computer program instructions further comprise instruc­
tions defining the step of: 

automatically re-ordering said rules when the performance of said computer system falls below a threshold. 

The computer readable medium of claim 17 wherein said computer program instructions further comprise instruc­
tions defining the step of: 

determining pairs of rules which can be swapped without changing said security policy. 

The computer readable medium of claim 23 wherein said computer program instructions further comprise instruc­
tions defining the step of: 

re-ordering said rules by swapping only those rules which may be swapped without changing said security 
policy. 

The computer readable medium of claim 23 wherein said computer program instructions further comprise instruc­
tions defining the step of: 

determining pairs of said rules which can be swapped without changing said security policy by determining 
the intersection of fields of pairs of rules. 

A firewall for filtering data traffic between a first network and a second network comprising: 

an input port for receiving data packets; 
a memory storing a plurality of ordered rules defining a security policy of said firewall; 
a filter module far sequentially applying said ordered rules to received data packets; and 
a re-arder module for automatically re-ordering said plurality of rules. 

The firewall of claim 26 further comprising: 
a conflict module tor determining whether pairs of rules can be swapped without altering said security policy. 

The firewall of claim 27 wherein said conflict module determines whether pairs of rules can be swapped without 
altering said security policy by determining the intersection of fields of pairs of rules. 

The firewall of claim 27 wherein said re-arder module only swaps pairs of rules which can be swapped without 
altering said security policy. 

The firewall of claim 26 further comprising an activity module for dynamically maintaining activity information about 
the operation of said firewall. 

The firewall of claim 30 wherein said activity information comprises match data indicating the number of times 
each of said rules is matched by a data packet. 

The firewall of claim 30 wherein said re-order module re-orders said plurality of rules based on said activity infor­
mation. 

10 
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DESCRIPTION 

METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR 

NETWORK FIREWALL POLICY OPTIMIZATION 

RELATED APPLICATIONS 

This application claims the benefit of U.S. Provisional Patent Application 

Serial No. 60/665,664, filed March 28, 2005; the disclosure of which is 

incorporated herein by reference in its entirety. 

GOVERNMENTINTEREST 

This invention was made with Government support under Grant No. DE­

FG02-03ER25581 awarded by U.S. Department of Energy, Mathematical and 

Computational lnformation Sciences Division. The Government has certain 

rights in the invention. 

TECHNICAL FIELD 

The subject matter described hereìn relates to optimizing polices far 

network firewalls. More partìcularly, the subject matter described hereìn relates 

to methods, systems, and computer program products far optimizing 

20 performance of network firewalls. 

BACKGROUND ART 

Network fìrewalls remain the forefront defense for most computer 

systems. Guided by a security policy, these devìces provide access contrai, 

25 auditing, and traffic contrai [3, 30, 31]. A security policy is a list of ordered 

rules, as seen in Table 1, that defines the actìon to perform on matching. 

packets. For example, an accept action passes the packet into or from the 

secure network, while deny causes the packet to be discarded. In many 

implementatìons, the rule set is stored internally as a lìnked list. A packet ìs 

30 sequentially compared to the rules, starting with the first, unti! a match is found; 

otherwise, a default action is performed [30, 31]. This is referred to as a first­

match policy and ìs used in many firewall systems including the Linux firewall 

implementatìon ìptables [25]. 
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Source Destination 

No. Proto. IP Port IP Port Action Prob. 

1 UDP 1.1.* * * 80 deny 0.01 

2 TCP 2.* * 1.* 90 accept 0.02 

3 UDP * * 1.* * accept 0.10 

4 TCP 2.* * 1.* 20 accept 0.17 

5 UDP 1.* * * * accept 0.20 

6 * * * * * deny 0.50 

Table 1: Example Security Policy Consisting of Multiple Ordered Rules 

Traditional firewall implementations consist of a single, dedicated 

machine, similar to a router, that sequentially applies rules to each arriving 

packet. However, packet filtering represents a significantly higher processing 

load than routing decisions [24, 29, 31]. Far example, a firewall that 

interconnects two 100 Mbps networks would have to process aver 300,000 

1 O packets per second [30]. Successfully handling these traffic loads becomes 

more difficult as rule sets become more complex [4, 22, 31 ]. Furthermore, 

firewalls must be capable of processing even more packets as interface speeds 

increase. In a high-speed environment (e.g. Gigabit Ethernet), a single firewall 

can easily become a bottleneck and is susceptible to DoS attacks [4, 9, 13, 14]. 

15 An attacker could simply inundate the firewall with traffic, delaying or preventing 

legitimate packets from being processed. 

One approach to increase firewall performance focuses on improving 

hardware design. Current research is investigating different distributed firewall 

designs to reduce processing delay [4, 9, 22], and possibly provide service 

20 differentiation [11]. Another approach focuses on improving performance via 

better firewall software [6, 7, 12, 16, 17, 24]. Similar to approaches that 

address the longest matching prefix problem for packet classification [8, 1 O, 25, 

28], solutions typically represent the firewall rule set in different fashions (e.g. 

tree structures) to improve performance. While both approaches, together or 

25 separate, show great promise, each requires radical changes to the firewall 

system, and therefore are not amenable to current or legacy systems. 

-2-
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Accordingly, there exists a need for improved methods, systems, and 

computer program products for network firewall policy optimization. 

SUMMARY 

The subject matter described herein includes methods, systems, and 

computer program products for network firewall policy optimization. According 

to one method, a firewall policy including an ordered list of firewall rules is 

defined. For each rule, a probability indicating a likelihood of receiving a packet 

matching the rule is defined. Neighboring rules are sorted in order of non-

1 O increasing probability in a manner that preserves the firewall policy. 

As used herein, the term "firewall" refers to a logical entity that is 

adapted to filter packets at the ingress and/or egress portions of a network 

based on a policy. The term "firewall" is intended to include systems that block 

packets from entering or leaving a network and systems that perform intrusion 

15 detection and intrusion protection functions for packets entering or leaving a 

network. Thus, the methods and systems described herein for firewall policy 

optimization can be used to optimize policies for intrusion detection and 

intrusion protection firewalls. 

The subject matter described herein includes a method to improve 

20 firewall performance and lower packet delay that can be applied to both legacy 

and current systems. In one implementation, a firewall rule set may be re­

ordered to minimize the average number of rule comparisons to determine the 

action, while maintaining the integrity of the originai policy. lntegrity is 

preserved if the reordered and originai rules always arrive at the same result. 

25 To maintain integrity, a firewall rule set may be modeled as a Directed Acyclical 

Graph (DAG), where vertices are firewall rules and edges indicate precedence 

relationships. Given this representation, any linear arrangement of the DAG is 

provento maintain the originai policy integrity. Unfortunately, determining the 

opti mal rule arder from ali the possible linear arrangements is provento be NP-

30 complete, since it is equivalent to sequencing jobs with precedence constraints 

for a single machine [15]. Although determining the optimal order is NP­

complete, a heuristic will be described below to orderfirewall rules that reduces 

the average number of comparisons while maintaining integrity. Simulation 
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results show the proposed reordering method yields rule orders that an 

comparable to optimal; thus, provides a simple means to signìficantly ìmprove 

firewall performance and lower packet delay. 

The subject matter described herein far network firewall policy 

5 optimìzation may be implemented using any combination of hardware, software. 

or firmware. Far example, the subject matter described herein may be 

ìmp!emented using a computer program product comprising computer 

executable instructìons embodied in a computer readable medium. Exemplary 

computer readable media suitable tor implementing the subject matter 

1 O described herein include disk memory devices, chip memory devices, 

programmable logie devìces, application specific integrated circuits, and 

down!oadable electrical sìgnals. In addition, a computer program product that 

implements the subject matter described herein may be implemented using a 

single device or computing platform or may be distributed across multiple 

15 devices or computing platforms. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Preferred embodiments of the subject matter described herein wìll now 

be explained with reference to the accompanying drawings of which: 

20 Figure 1A is a biock diagram of a rule list Directed Acyclical Graph 

(DAG) tor the firewall ru!es in Table 1; 

Figure 1 B ìs a linear arrangement of firewall rules corresponding to the 

originai rule arder; 

Figure 2A is a policy DAG representing a reordered version of the 

25 firewall rule set in Figure 1 after sorting; 

Figure 2B is a policy DAG tor the ru!e set illustrated in Table 1 illustrating 

an optimal rule order; 

Figure 3A is a graph illustrating average numbers of packet comparisons 

versus intersection percentage tor different orderings of a firewall policy; 

Figure 3B is a graph illustrating the percent dìfference in average 

numbers of packet comparisons between sorted and optimal sortings of a 

firewall policy; 
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Figure 4A is a graph of percent difference comparisons between originai 

and sorted versions of a firewall policy; 

Figure 4B is a graph illustrating the performance impact of considering 

rule intersection and actions in performing firewall rule sorting; 

5 Figure 5A is a table illustrating a firewall policy before sorting; 

Figure 5B is a table illustrating a sorted version of the firewall policy of 

Figure 5A; 

Figure 6A is a policy trie representation ofthe firewall policy of Figure 5B; 

Figure 6B is a table representing the firewall policy of Figure 5A after 

10 TCP and UDP sub-trie rotation; 

Figure 7 A is a policy trie illustrating the splitting of rule rs into rules rsa 

and rsb; 

Figure 7B is a table illustrating the firewall policy of Figure SA after 

splitting rule rs into rules rsa and rsb; 

15 Figure 8A is a graph illustrating firewall performance with and without 

20 

rule splitting; 

Figure 8B is a graph illustrating locations and probabilities where splitting 

is better; 

Figure 9A is a policy DAG of a firewall rule set; 

Figure 9B is a policy DAG illustrating compression of rules r1 and rs; 

Figure 1 OA is a policy DAG of a firewall rule list; 

Figure 10B is an originai policy trie before sorting; 

Figure 1 OC is a policy trie illustrating the firewall rules after rotating sub­

tries T1 and T2; 

25 Figure 11 A is a policy DAG illustrating a firewall policy; 

Figure 11 B is a policy trie illustrating firewall rules of the policy before 

sorting; 

Figure 11 C is a policy trie illustrating the firewall policy after exchanging 

nodes r1 and r2 and nodes r7 and ra; 

30 Figure 11 D is a policy trie illustrating the firewall policy after exchanging 

sub-tries T 3 and T 4; 

Figure 11 E is a policy trie illustrating the firewall policy after exchanging 

sub-tries T 1 and T 2; 
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Figure 12A is a polìcy DAG illustratìng an originai arder for a fìrewall 

policy; 

Figure 12B is a policy DAG illustrating a sorted version of the firewall 

policy of Figure 12A after exchanging neighbors; 

5 Figure 12C is a policy DAG illustrating a sorted version of the firewall 

policy after exchanging lists L1 including rules r1 and r3 and lists L2 including 

rules r2 and r4; 

Figure 13 is a flow chart illustrating exemplary steps for network firewall 

policy optimization according to an embodiment of the subject matter described 

10 herein; 

Figure 14 is a block diagram illustrating exemplary components of a 

system far firewall policy optimization according to an embodiment of the 

subject matter described herein; and 

Figure 15 is a block diagram illustrating a plurality of firewall nodes for 

15 implementing a firewall policy according to an embodiment of the subject matter 

described herein. 

20 

DETAILED DESCRIPTION OF THE INVENTION 

Modeling Firewall Security Policies 

As described above, a firewall rule set, also known as a firewall policy, is 

traditionally an ordered lìst of firewall rules. Firewall policy models have been 

the subject of recent research [1, 2, 16]; however, the primary purpose is 

anomaly detection and policy verification. In contrast, the policy model 

described in this herein is designed for firewall performance optimization and 

25 integrity. Firewall performance refers to reducing the average number of 

30 

comparisons required to determine an action, while integrity refers to 

maintaining the originai policy intent. Although improving the worst-case 

performance is important, it is not possible without changing the list-based 

representation [16,- 24}. 

Firewall Rule and Policy Models 

In the examples described herein, a rule r is modeled as an ordered 

tu pie of sets, r = (r[1], r[2], ... , r[k]). Order is necessary among the tuples since 
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comparing rules and packets requires the comparison of corresponding tuples. 

Each tuple 11~ is a set that can be fully specified, specify a range, or contain 

wildcards '*' in standard prefix format. For the Internet, security rules are 

commonly represented as a 5-tuple consisting of: protocol type, IP source 

5 address, source port number, IP destination address, and destination port 

number [30, 31]. Given this model, the orderéd tuples can be supersets and 

subsets of each other, which forms the basis of precedence relationships. In 

addition to the prefixes, each filter rule has an action, which is to accept or 

deny. However, the action will not be considered when comparing packets and 

1 O rules. Similar to a rule, a packet (IP datagram) d can be viewed as an ordered 

k-tuple d = ( d[1 ], d[2], ... , d[k]); however, ranges and wildcards are not possible 

for any packet tuple. 

Using the previous rule definition, a standard security policy can be 

modeled as an ordered set (list) of n rules, denoted as R = {n, r2, ... , rn}- A 

15 packet d is sequentially compared against each rule n starting with the first, until 

a match is found (d ⇒ n) then the associated action is performed. A match is 

found between a packet and rule when every tupi e of the packet is a subset of 

the corresponding tuple in the rule. 

Definition Packet d matches n if 

20 d ⇒ n iff /= 1, ... , k 

The rule list R is comprehensive if tor every possible legal packet d a 

match is found using R. Furthermore, two rule lists R and R' are equivalent if· 

for every possible legal packet d the same action is performed by the two rule 

lists. lf Rand R' are different (e.g. a reorder) and the lists are equivalent, then 

25 the policy integrity is maintained. 

As previously mentioned, a rule list has an implied precedence 

relationship where certain rules must appear before others if the integrity of the 

policy is to be maintained. Far example consider the rule list in Table 1. Rule r1 

must appear before rules r3 and r5 , likewise rule r6 must be the last rule in the 

30 policy. lf for example, rule r3 was moved to the beginning of the policy, then it 

will shadow [2] the originai rule r1 . However, there is no precedence 

relationship between rules r2 and r4 given in Table 1. Therefore, the relative 

ordering of these two rules will not impact the policy integrity and can be 

-7-
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changed to improve performance. The present example assumes that the 

originai policy is free from any anomalies. Lìkewise, when a policy is reordered 

to improve performance it should not introduce any anomalies, which will occur 

if precedence relationships are not maintained. As a result, a model is needed 

5 to effectively represent precedence relationships. 

Modeling Rule List Precedence Relationships 

The precedence relationship between rules in a policy will be modeled as 

a Directed Acyclical Graph (DAG) [23, 18]. Such graphs have been 

1 O successfully used to represent the relative arder of individuai tasks that must 

take piace to complete a job (referred to as a task graph model). Since certain 

rules must appear before others to maintain policy integrity, this structure is well 

suited for modeling the precedence of firewall rules. Let G = (R, E) be a rule list 

DAG fora rule list R, where vertices are rules and edges E are the precedence 

15 relationships ( constraint). A precedence relationship, or edge, exists between 

rules n and fj, if i < j, the actions for each rule are different, and the rules 

intersect. 

Defìnition The intersection of rule n and fj, denoted as n n fj is 

fi n '1 = ( f1 [ ~ n fj [ ~), /= 1 , ... , k 

20 Therefore, the intersection of two rules results in an ordered set of tuples that 

collectively describes the packets that match both rules. The rules 11 and 'ì 

intersect if every tuple of the resulting operation is non-empty. In contrast, the 

rules li and fj do not intersect, denoted as n r/'. lj, if at least one tuple is the 

empty set. Note the intersection operation is symmetric; therefore, if li 

25 intersects fj, then I} will intersect n. The same is true for rules that do not 

intersect. 

For example consider the rules given in Table 1, the intersection of r1 

and r3 yields (UDP, 1.1.*, *, 1.*, 80). Again, the rule actions are not considered 

in the intersection or match operation. Since these two rules intersect, a packet 

30 can match both rules for example d = (UDP, 1.1.1.1, 80, 1.1.1.1, 80). 

Furthermore, the actions of the two rules are different. Therefore, the relative 

arder must be maintained between these two rules and an edge drawn from n 
to r3 must be present in the rule list DAG, as seen in Figures 1A and 1 B. More 
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. particularly, Figure 1A illustrates a rule list DAG far the rules in Table 1. Figure 

1 B illustrates a linear arrangement of the rules in Figure 1A. In Figures 1A and 

1 B, the vertices represent rules, the circles represents an accept rules, and the 

squares represents deny rules. Edges that connect the vertices represent 

5 precedence requirements. As can be seen from Figure 1 B, because of the 

edge between rules r1 and r3 , precedence between rules r1 and r3 must be 

maintained. In contrast consider the intersection of rules r3 and r5• These two 

rules intersect, indicating packets belonging to the set (UDP, 1.*, *, 1.*, *)would 

match both rules. However, it does not matter which of the two rules a packet 

1 O matches first, sin ce the action is the same tor both rules. Therefore, an edge 

does not exist between rules r3 and r5 in the diagram. Similarly, rules r2 and r4 

do not intersect due to the fifth tuple (destination port). A packet cannot match 

both rules indicating the relative arder can change; therefore, an edge will not 

exist between them. 

15 The match operation can be used to identify precedence relationships, 

but it cannot do so in every case. Considera partial-match example [1], where 

ra = (UDP, *, 80, 10.*, 90, accept) and rb = (UDP, 10.*, 80, *, 90, deny). The 

intersection of ra and rb is (UDP, 10.*, 80, 10.*, 90); therefore a packet, such as 

d = (UDP, 10.10.10.10, 80, 10.10.10.10, 90), can match both rules. lf ra 

20 appears before rb then the packet d is accepted, but if rb occurs before ra then d 

is rejected. As a result, the order of ra and rb in the originai policy must be 

maintained. However, the match operation is unable to identifythe precedence 

in this example. A partial match exists in between rules r3 and r5 in Table 1, but 

as previously discussed an edge does not exist between the rules since the 

25 actions are the same. 

Using the rule list DAG representation a linear arrangement is sought 

that improves the firewall performance. As depicted in Figure 1 B, a linear 

arrangement (permutation or topologica! sort) is a list of DAG vertices where all 

the successors of a vertex appear in sequence after that vertex [23]. Therefore 

30 it follows that a linear arrangement of a rule list DAG represents a rule order, if 

the vertices are read from left to right. Furthermore, it is proven in the following 

theorem that any linear arrangement of a rule list DAG maintains integrity. 
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Theorem Any linear arrangement of a rule list DAG maintains integrity. 

Proof Assume a rule list DAG G is constructed from the security policy Rthat is 

free of anomalies. Consider any two rules ri and ri in the policy, where i< j. lf 

5 an edge between n and I} in G does not exist, then a linear arrangement of G 

can interchange the arder af the two rules. An edge will not exist if the rules do 

not intersect; however, a reorder will not affect integrity since a packet cannot 

match both rules. Shadowing is not introduced due to the reorder since the 

intersection operation is symmetric. An edge will not exist if the two rules 

10 intersect but have the same action; however, a reorder will not affect integrity 

since the same action will occur regardless ofwhich rute is matched first. lf an 

edge does exist between the rules, then their relative arder will be maintained in 

every linear arrangement of G; thus maintaining precedence and integrity. 

15 Rule List Optimizatian 

As described above, it is important to inspect packets as quickly as 

possible given increasing network speeds and QoS requirements. Using the 

rule list DAG to maintain policy integrity, a linear arrangement is sought that 

minimizes the average number of comparisons required. However, this will 

20 require infarmation not present in the firewall rule list. Certain firewall rules 

have a higher probability of matching a packet than others. As a result, it is 

possible to develop a palicy profile aver time that indicates frequency of rule 

matches (similar to cache hit ratio). Let P = {p1, P2, ... , Pn} be the policy profile, 

where Pi is the probability that a packet will match rule i (first match in the 

25 policy). Furthermore, assume a packet will always find a match, :z:;~1 Pi = 1; 

therefore R is comprehensive. Using this information, the average number of 

rule comparisons required is 

30 

Il 

E[n]= 2)·P; ( 1) 
;~1 

For example, the average number of comparisons required far the rule set in 

Table 1 is 5.03. 
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Given a rule list DAG G = (R, E) and policy profile P = {p1, P2, ... , Pn} a 

linear arrangement n of G is sought that minimizes Equation 1. In the absence 

of precedence relationships, the average number of comparisons is minimized 

if the rules are sorted in non-increasing arder according to the probabilities [26], 

5 which is also referred to as Smith's algorithm [27]. Precedence constraints 

cause the problem to be more realistic; however, such constraints also make 

determining the optimal permutation more problematic. 

Determining the optimal rule list permutation can be viewed as job 

schedulìng for a single machine with precedence constraints [15, 21]. The 

10 notation for such scheduling problems is alPlvlo, where a is the number of 

machines, p is the precedence (or absence of) which can be represented as a 

DAG, yis a restriction on processing time, and o is the optimality criterion [15]. 

Determining the optimal rule arder is similar to the 1 IPI 11 :Z::: roCi scheduling 

problem, or optimality crìterion, where ro is a weight associated with a job (for 

15 example, importance) and Ci is the completion time. As previously noted, the 

1111 ~ coC; problem can be solved in linear time the using Smith's algorithm [27], 

which orders jobs according to non-decreasing !L ratio, where ti is the 
m 

pr9cessing time of job i. In this case set ti= 1 and ro = p; Vi. However, Lawler 

[19] and Lenstra et al. [21] proved 1 IPl1 l:Z::: roCito be NP-complete via the linear 

20 arrangement problem, which implies determining the optimal firewall rule order 

is also NP-complete. Note, determining the number of possible permutations 

has been proven to be NP-hard [5]. 

25 

Theorem 1 IPl1 I :Z::: roCi a Determining the optimal arder of a firewa/1 rule list 

Proof Consider the 1 IPl1 I :Z::: roC; problem. Each of n jobs J;, i E /, has to be 

processed without preemption on a single mach i ne that can handle at most one 

job at a time. For each i E /, let robe the associated weight. Furthermore, let G 

= (V, E) be a DAG that represents the precedence arder ofthe jobs J;. Assume 

30 the processing time of each job equals 1 time unit, the weights to be O sro <1 

such that :Z::: ro = 1, and p, which is G, to be a rule list DAG. In this case, the 
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5 

optimization criterion L ro • Ci is the same as L Pi• i, which is given in equation 

1. Clearly, the optimal firewall rule ordering problem has a solution if and only if 

11,811 IL roCi has a solution. Therefore, determining the optimal permutation of 

firewall rules is NP-complete. 

Exemplary Rule Sorting Algorithm 

Although determining the optimal rule permutation was provento be NP­

complete, reducing the average number of comparisons required to process a 

packet remains an important objective. As previously discussed, a sorting 

1 O algorithm must maintain the precedence relationships among rules. Ofcourse 

an exhaustive search is possible if the number of rules is small (generate and 

test all possible topologica! orders); however as proven in the previous section, 

this is not feasible with a realistic rule list. 

One exemplary algorithm starts with the originai the rule set, then sorts 

15 neighboring rules based on nonincreasing probabilities. However, an exchange 

of neighbors should never occur if the rules intersect and have different actions. 

This test preserves any precedence relationships in the policy. For example, 

the following sorting algorithm uses such a comparison to determine if 

neighboring rules should be exchanged. Note ai denotes the action associated 

20 with the /h rule. 

done = false 
while(!done) 

done = true 
for(i = 1; i <n; i++) 

if(pi < Pi+1 ANO (ri r/ì n+1 OR a1 == ai+1))then 
exchange rules, actions, and probabilities 
done = false 

endif 
endfor 

endwhile 

Other sorting algorithms are possible if the completion time of the sort is 

an issue; however, the method presented is easy to implement and only 

25 requires a simple neighbor comparison. Assume the match probabilities for the 

rule list given in Table 1. Applying the sorting algorithm to this rule list results in 

the ordering depicted in Figure 2A, which has 10% fewer comparisons on 
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average. However when using the algorithm, it is possible that one rule can 

prevent another rule from being reordered. Far example, rule r1 prevents rule r5 

from being placed closer to the begìnning of the rule set. However, if both rules 

r1 and r5 are placed closer to the beginning of the policy while maintaining their 

5 relative arder, the average number of comparison will be further reduced, 15% 

fewer. This is the optimal arder for the 6 rule set, which is depicted in Figure 

2B. Although this simple sorting algorithm is unable to move groups of rules, it 

can stili improve the performance of the firewall system. lts effectiveness is 

measured experimentally in the next section. 

10 

Experimental Results 

In this section, the average number of rule comparisons required after 

sorting the rules is compared with average number of comparisons required 

using the originai arder and the optimal arder. Note the optimal rule ordering 

15 was determined via an exhaustive search. As a result, it was not feasible to 

determine the optimal ordering once the number of rules equaled 15 given the 

number of permutations to consider. Two different variations of the rule sorting 

method described in the preceding section were implemented. The difference 

between the methods was the comparison used to determine if neighboring 

20 rules should be exchanged. The first sorting algorithm exchanged neighboring 

rules if they were out of arder and did not intersect. The if-condition was as 

follows. 

if (Pi< Pi+1 AND Ti (/ì fi+1) then 

25 Therefore, rule actions were not considered and the method will be referred to 

as non-action sort. The second sorting method did consider the rule action (as 

described in the preceding section) and will be referred to as action sort. The 

comparison between the two sorting algorithms will indicate the importance of 

considering rule actions when ordering rules. 

30 In the first experiment, lists of 1 O firewall rules were generated with 

random precedence relationships. The match probability of each rule was 

given by a Zipf distribution [20], which assigns probabilities according to the 

rank of an item. For this simulation, the last rule had the highest probability 

-13-



Keysight, EX-1002 
Page 669

wo 2006/105093 PCT/US2006/011291 

which is cansistent with mast palicies (last rules are more generai). As a result, 

the originai arder yields the warst average number of camparisons. The 

intersection percentage measured the percentage af rules that intersect in the 

policy. This metric gives a value for the dependency level in the policy; 

5 however note, rule action is nat cansidered when calculating this metric. Rules 

were equally likely to have an accept or deny action and the results (average 

number of rule comparisons) far a particular intersection percentage were 

averaged aver 1000 simulations. 

Results of the first experiment are given in Figures 3A and 3B. More 

10 particularly, Figure 3A is a graph illustrating the average number of packet 

comparisons versus intersection percentage for the originai rule sorting, the 

non-action sort, the action sort, and the optimal sort. Figure 3B is a graph 

illustrating the percent difference in the average number of comparisons 

required between the sorted and optimal firewall policy configurations. The 

15 average number of comparisons required was lower for the sorted and the 

optimal lists when the intersection percentage vJas low, as seen in Figure 3A. 

This was expected since there is a large number of possible rule permutations 

(few edges in the DAG). When the intersection percentage approached 100%, 

the values converged to the number required for the originai list. This is due to 

20 the limited number of possible rule orders, only one order in the extreme case. 

The percent difference between the sorted and aptimal arder is shown in Figure 

3B. At zero intersection percentage the sorted and optimal orders are equa!, 

since any ordering is possible. Similarly at an intersection percentage af 100, 

the sorted and optimal orders are equa! since only one arder is possible. 

25 , Between these two extremes, the actian sarting algarithm remains close to the 

optimal value. In contrast, the non-action sort had a maximum difference of 

33%. 

The benefit of rule sorting on larger policies is also of interest; however 

as previously described, it was not possible ta determine the optimal ordering 

30 once the number of rules approaches 15. Therefore, the second experiment 

used larger rule sets, but only compared the originai arder and the sorted 

orders. The number of rules ranged fram 1 O to 1000, while the matching 

probabilities and intersection percentages were the same as the previous 
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experiment. The results of this experiment are depicted in Figure 4A. The 

sorted rule sets always performed equal to or better than the originai arder, 

while the action sort consistently performed better than the non-action sort. As 

noted in the previous experiment, the percent difference is very large given few 

5 intersections (e.g. 80% decrease far 1000 rules with 0% dependency), but 

approaches zero as all the rules intersect. As the number of rules increases, 

sorting is increasingly beneficiai, although only at low intersection percentages. 

The benefit of sorting drops more signifìcantly as the intersection percentage 

increases with larger rule sets. This is primarily due to the low matching 

1 O probabilities of each rule, which requires a complete reordering to have a 

significant impact on the average number of comparisons. As a result, large 

rule sets can benefit from sorting if the intersection percentage is low. 

The impact of considering rule actions when sorting is illustrated in 

Figure 4B. In this experiment lists of 1000 rules were generated, where the 

15 intersection percentages ranged from 0% to 100% and the percentage of rules 

with the same action varied from 50% to 100%. The performance of the action 

sort to the originai list was then compared. As the percentage of rules with the 

same action increased, the percent difference (reduction) in the average 

number of comparisons also increased. This is due to the increased number of 

20 permutations possible when the rule actions are increasingly the same (fewer 

edges in the rule list DAG to consider). This is depicted in Figure 4B where a 

policy with a 100% intersection percentage can significantly reduce the number 

of comparisons (80% reduction) if ali the rules have the same action. This 

performance increase is not possible with the non-action sort. Therefore, 

25 considering the rule action increases the number of possible rule orders, 

thereby providing more possibilities to improve firewall performance. 

Conclusions 

Network firewalls enforce a security policy by comparing arriving packets 

30 to a list of rules. An action, such as accept or deny, is then performed on the 

packet based on the matching rule. Unfortunately packet filtering can impose 

significant delays on traffic due to the complexity and size of rule sets. 
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Therefore, improving firewall performance is important, given network Quality of 

Service (QoS) requirements and increasing network traffic loads. 

The sections above describe rule ordering methods to improve the 

performance of network firewalls. Assuming each rule has a probability of a 

5 packet matching, firewall rules should be sorted such that the matching 

probabilities are non-increasing. This reduces the average number of 

comparisans and the delay across the firewall. Hawever, a simple sart is not 

passible given precedence relations across rules. lt is common in a security 

palicy that two rules may match the same packet yet have different actions. lt 

1 O is this precedence relatianship between rules that must be maintained to 

preserve integrity. The methad described above uses Directed Acyclical 

Graphs (DAG) ta represent the precedence arder rules must maintain. Given 

this representation, a topologica! sort can be used to determine the optimal 

arder (minimum average number af comparisons); however, the examples 

15 above prove this problem ta be NP-complete (similar to job scheduling fora 

single nonpreemptive machine with precedence constraints). As an alternative, 

a simple sorting method was introduced that maintained the precedence arder 

of the rules. Simulatian results indicate this method can significantly reduce the 

average number of comparisans required and is comparable to aptimal 

20 ordering. 

Severa! areas exist for future research in optimizing firewall rule lists. 

The sorting method proposed above is based on a simple algorithm. Although 

it can offer an improvement aver the originai rule order, algorithms that can 

move groups of rules could provide a larger reduction in the average number of 

25 comparisons. The effect af stateful firewalls should also be addressed in future 

research. Security can be enhanced with connection state and packet audit 

informatìon. Far example, a table can be used to record the state of each 

cannectian, which is useful for preventing certain types of attacks (e.g., TCP 

SYN flaod) [30, 31]. The impact of such rules on the firewall needs ta be 

30 investigated and whether sorting can be dane on-line ta reflect tempora! 

changes. In addition, more research is needed to determine more accurate 

probability distributions for packet matching and dependency percentages. 
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Given this information, better algorithms can be designed and more realistic 

simulations can be performed. 

Trie-Based Network Firewall Optimization Methods and Rule Splitting 

5 Overview 

As described above, while assuring firewall policy integrity is criticai, 

performance is equally important given increasing network speeds and traffic 
volumes. Firewall processing delay can be reduced via hardware as well as 

policy optimization, where rules are manipulated to reduce the number of 
1 O comparisons. Fora given firewall installation, it can be determined that certain 

security rules have a higher probability of matching a packet than others. As a 

result, it is possible to develop a policy proti/e aver time that indicates frequency 

of rule matches (similar to cache hit ratio). Given this information, trie-based 

methods are described herein to minimize the average number of comparisons 
15 required per packet. Although most firewall systems still utilize an ordered list 

representation, the proposed enhancements still are applicable to current 
firewall systems since a policy trie can be converted into an ordered list using 

an inorder traversai. 

20 Rule Sorting 

As described above, rule sorting of neighboring rules based on 
ascending probabilities in a manner that considers rules intersection and rule 

actions can be used to improve firewall performance by reducing the number of 
packet comparisons. The methods described above use Directed Acyclic Goal 

25 Graphs (DAGs) to represent firewalls. The methods described in this section 
will use the rule sorting algorithms in combination with policy trie 

representations to perform sorting of groups of rules in a manner that improves 
firewall performance. 

In this example, it is assumed that a security policy contains a list of n 
30 ordered rules, {r1, r2, ... , rn}- In addition, let p; represent the probability that a 

packet will match rule i (first match in the policy). Therefore, the policy is 

compreh~nsive, which means every packet will have a match, if 2:;7=1 p; = 1. 
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5 

Using this information, the average number of rule comparisons required can 

be calculated as 

Il 

E[n]= I>·P; 
i=I 

The average number of comparisons is minimized if the rules are sorted in non-

ascending arder according to the probabilities. However, this can only be 

achieved if the sorting algorithm considers the probabilities and whether one 

rule is a superset of another. Far example, sorting algorithms must use the 

1 O following comparison to determine if neighboring rules should be interchanged 

Note, ai denotes the action associated with the /h rule. 

if (Pi< Pi+1 AND Ti r/ì 0+1 OR a; == a;+1 )) then 

Sorting rules in this fashion can have positive impact on the average 

15 number of comparisons required. Figure 5A is a table illustrating a firewall 

policy prior torule sorting. The expected number of comparisons far the policy 

of Figure 5A is 4.26 comparisons per packet. Figure 5B is a table illustrating 

the firewall policy of Figure 5A after sorting using the above-described 

algorithm. In Figure 5B, the expected number of comparisons per packet has 

20 been reduced to 3.94. Thus, using the method described above, the number of 

comparisons per packet can be reduced by 8%. 

However, it can be seen from Figures 5A and 5B that one rule can 

prevent another rule from being reordered. For example in Figure 5B, rule r1 

prevents rule r4 from being placed closer to the beginning of the rule set. 

25 However, if both rules r1 and r4 are placed closer to the beginning of the policy 

while maintaining their relative arder, the average number of comparison will be 

reduced. 

To salve this problem, rule sets can be sorted a using policy tries. First, 

the rule list is converted into an equivalent policy trie. Each sub-trie will have an 

30 associated probability J3 that is average probability {hìt-ratio) of the rules 

comprising the sub-trie. Sub-tries can be rotated around their parent node to 

increase performance, using the method described earlier. Sin ce the policy trie 

(or equivalent rule set) is tested from left to right, rotation should occur if the 
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probability of the right sub-trie is greater than the left sub-trie. As a result, the 

average number of comparisons required will be reduced and the policy 

integrity is maintained. Figure 6A is a trìe representation of the rules in Figure 

5B. Figure 6B is a table representing resulting rule set after rotating the TCP 

5 and UDP sub-tries. The TCP sub-trie in Figure 6A has an expected packet 

matching probability of 0.095 while the UDP sub-trie has an expected packet 

matching probability of 0.155. Thus, the UDP sub-trie and the TCP sub-trie 

should be rotated so that the UDP sub-trie becomes the left sub-trie and the 

TCP sub-trie becomes the right sub-trie. In the table illustrated in Figure 6B, 

1 O which lists the ordering of the rules after rotating the sub-tries, the average 

number of comparisons per packets has been reduced to 3.70. 

Rule Splitting 

Rule splitting takes a generai rule and creates more specific rules that 

15 collectively perform the same action aver the same set of packets. Here, rule 

splitting is used to reduce the average number of comparisons. Far example in 

Figure 7A, rule rs is split into two separate rules, r5a for UDP and r5b for TCP. 

Figure 7B is a table corresponding to the policy trie of Figure 7 A Once the 

rules are positioned based on their probabilities and their relation to other rules, 

20 the average number of rule comparisons is reduced to 2.98 (after sort, trie 

rotation, and splitting) which is a 30% less. 

lt many not be advantageous to split a generai rule sin ce it adds another 

rule to the policy. Far example, assume a policy contains 20 rules where the 

first 19 rules have the same probability. Assume the last rule can be split and 

25 the new specific rule has a probability that is i of the last rule. The impact of 
4 

the probability of the last rule and the location of the new split rule, m, is 

depicted in Figures BA and 8B. More particularly, Figure 8A is a graph 

illustrating the average number of comparisons far firewalls with and without 

rule splitting. Figure 8B is a graph illustrating average number of comparisons 

30 versus different locations of the new rule and probabilities. The average 

number of comparisons is reduced as the split rule is locateci closer to the first 

rule (surface decreases as m approaches one). Furthermore, splitting yields 
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better results when the generai rule has a high probability. However as 
illustrated in Figure 8B, the closer the specific rule is to the location of the 

originai rule the average number of comparisons increases, which is the penalty 
of adding one more rule to the policy. 

5 The effect of splitting a single rule can be described mathematically as 

follows. Consider n rules where rule rn can be split into rules rn,1 and rn,r(whose 

union is the originai rule). In addition, assume the split rule rn, 1 will be located at 
the m th position (1 ~m < n), while rule rn,r will remain at the dh location. The 

goal is to determine the best location m, which yields a lower average number 
1 O of comparisons as compared to the originai rule set. This can be defined 

mathematically in the followìng formula. 

11 m-1 n-1 

LÌ·P; > LÌ·P;+m·A,,t+ L(i+l)·P;+(n+l)·P11 ,r 
i=l i=l i=m 

15 The left side of the inequality is the average number of comparisons for the 
originai rule set. The right hand side of the inequality is the average number of 

comparisons with the specific rule at location m. lf it is assumed that the rules 

located between m and n have an equa! probability (denoted as p) the previous 

equation can be solved tor m. 
20 

n·p-n·p +(n+l)·p . nz < " n,, 
p-p,,,, 

The new rule must be located between the first and mth
; however, its final 

location will depend on the relationship with the other rules (cannot be placed 
25 before any rule far which it is a superset). This result can be applied iteratively 

to multiple rules and repeatedly to the same rule. 

Rule Optimization for QoS 

In the preceding sections, optimizing the entire security policy has been 
30 discussed. However, it may be desirable to optimize the rules fora certain type 

of traffic, in order to reduce the average number of comparisons this traffic 

encounters. This can be done by organizing the policy trie via traffic 
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5 

classificati on, then optimizing the sub-tries. The result is an ordering where the 

rules for the most important traffic are tested first. 

Network Firewall Optimization Using Rule Compression 

Another method for network firewall optimization is referred to as rule 

compression. Given a security policy R, one objective in optimizing firewall 

performance is to reduce number of rules in the policy while maintaining the 

originai integrity. A method for reducing the number of rules called rute 

compression, which combines and replaces two rules in the policy will now be 

1 O described. Although compression does reduce the number of rules, it can only 

be done if the integrity of the originai policy is maintained. 

Consider two rules r; and lj in policy R, where r; appears before fj. The 

two rules can be compressed if and only if the following conditions are true 

1. The two rules intersect, n n fj * 0 (an edge between r; and fj 

15 exists in the policy DAG) (Tuples that are proper subsets and 

supersets are considered. Compression may still occur if the 

rules do not intersect or are adjacent in the set space, the 

resulting rule may conta in ranges.) 

20 

2. 

3. 

The action of r; and 0 is the same. 

Rule r; is not dependent on any rule rk that is directly or indirectly 

dependent on r1 (only one path from r; to ri exists in the policy 

DAG). 

The result of compression is a new rule, ri,i whose tuples are the union of 

the corresponding tuples of rules r; and t} The new rule r;,1 replaces both r; and 

25 fj in R; however, the location of r;,1 in R may require the relocation of other rules. 

Let q be the ordered set of rules that appear after r; that directly or indirectly 

depend upon lì· The new rule is placed at the originai location of r; in Rand the 

rules q are placed before ri,i. 

For example, consider the policy given in Table 2. lt is possible to 

30 compress rules r1 and rs, creating the new rule r 1,5 =[TCP, *, *, 2.*, *, accept]. 

The ordered set q in this example consists of the rules r3 and r4. As a result, 

the new rule r1,s is placed at the originai location of r 1 while the rules in q are 

placed before the new rule. Figures 9A and 9B respectively illustrate the 
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5 

10 

originai policy DAG far Table 2 and the policy DAG after rules r1 and rs are 

compressed. 

Source Destination 

No. Proto. IP Port IP Port Action 

1 TCP 1.1.* * 2.2.* * accept 
2 TCP 1.* * * 80 deny 
3 TCP 3.3.* * * 80 accept 
4 TCP 3.* * * * deny 
5 TCP * * 2.* 90 accept 

Table 2: Example Policy Consisting of Multiple Ordered Rules 

Theorem Compressing ru/es r; and 0 of policy R wi/1 maintain integrity if the 

three conditions are met and method described is used. 

Proof Before r; and '1 are compressed, relocate the rules Dj immediately before 

r; and O;. This relocation will maintain integrity due to the third requirement far 

compression (no rule in D; can be dependent on any rule in Dj). Now piace 0 

directly after r;. This relocation will not affect integrity since no rule in D; can 

15 have an edge to 0 (again, due to the third condition). Compressing the 

neighboring rules r; and I} creates r;J . This does not affect integrity since the 

resulting rule only matches the packets that match nor ri in the originai policy. 

Therefore, the result is the compression of rule r; and I}, and the integrity of the 

policy is maintained. 

20 

Determining if Compression Should Occur 

Although compression may be possible, it may not improve the 

performance of the policy due to the relocation of rules. Compression should 

only occur if the average number of comparisons required for the new policy Re 

25 is less than the originai policy R; therefore, E[Rc] < E[R]. 
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Firewall Rule Sub-Trie and Sub-List Ordering 

Policy Sub-Trie Ordering 

Additional methods for firewall optimization are referred to as firewall 

sub-trie and sub-list ordering. Given a policy trie T, it may be desirable to arder 

5 ali sub-tries such that the average number ottuple comparisons is reduced and 

policy integrity is maintained. Considera policy trie Tthat contains sub-tries T; 

and 0 having the same parent node, as seen in Figures 1 0A-1 OC. Let Pi 

denote the sum of the probabilities of the rules contained in sub-trie i, while C; 

denotes the number of comparisons required to completely traverse sub-trie i 

1 O (which is equa! to the number of branches). In arder to reduce the average 

number of tu pie comparisons, sub-tries that share the same parent node should 

be ordered such that the following two conditions are observed. 

15 

20 

1. Sub-tries that share a parent node are ordered such that the P; 

values are non-ascending (higher match probabilities occur first, 

from left to right). 

2. lf sub-tries that share a parent nade have the same probability (P; 

equals Pj), then arder the sub-tries such that the C; values are 

non-descending (sub-tries consisting affewer comparisans occur 

first, from left to right). 

These conditions are recursively applied throughout the policy trie as seen in 

Figures 11A-11 D. However, these conditions do not necessarily maintain policy 

integrity. 

25 Considera group of n sub-tries that share the same parent node that are 

numbered sequentially from left to rìght. Consider any two non-intersecting 

sub-tries T; and 7i+k in this group that are out of arder. lf two sub-tries do not 

intersect, denoted as T; r/ì Tj, then no rule in one sub-trie will intersect with any 

rule in the other sub-trie, rk (/ì n, Vrk E h \/fJ E Tj. The following integrity 

30 condition must be observed when reordering the sub-tries. The two sub-tries 

can be exchanged (rotated about the parent) if and only the sub-tries 7ithrough 

T;+k-1 do not intersect with T;+k and the sub-tries 7i+1 through T;+k do not intersect 

with T;. Similar to finding the linear sequence af a policy DAGs, these 

conditions maintain the policy trie integrity. This is observed in Figure 1 0A, 
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where no edge exists between any rule in T1 and T2• More particularly, Figure 
1 0A is a policy DAG of a six-rule firewall list. Figure 10B is a policy trie 
representation of the firewall rule list represented by Figure 1 0A. In Figure 10B, 

the average number of tuple compares required per packet is 5.5. Figure 1 OC 

5 illustrates the policy trie after rotating sub-tries T1 and T2. In Figure 10C, the 
average number of tuple compares required is 4.5. In Figures 10A-10C, the 

following probabilities are assumed: 

10 

P1 = 0.5 

C1 = 4 

P2 = 0.5; and 

C2 = 2. 

The average number of tuple comparisons is an estimate based on the longest 
15 trie path. 

20 

Using the conditions for comparing and ordering, the following sorting 
algorithm sorts neighboring sub-tries that share the same parent node. 

m = a parent node in T 
done = false 
while(!done) 

done = true 
for each sub-trie T1 having parent m ANO a right neighboring sub-trie 

if((Pi < P1+1 ANO (Pi == Pi+1 ANO Ci > Ci+1)) ANO 7r r/ì 7r+1) then 
interchange T1 and T1+1 

done = false 
endif 

endfor 
endwhile 

Figures 11A-11 D illustrate policy trie rotation for an eight-rule firewall 
policy. More particularly, Figure 11A illustrates the policy DAG representation 

of an eight-rule firewall policy. Figure 11 Bis a policy trie representation of the 

originai firewall policy. In this example, ordering occurs in three stages, starting 

at the bottom level and moving towards the top leve! of the trie. In Figure 11 C, 

25 the leaves are ordered at the lowest level. More particularly, nodes r1 and r2 

are exchanged with nodes r7 and ra. The average number of tuple compares 
tor the ordering represented by Figure 11 C is 10.45. In Figure 11 D, the sub-
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tries on the second lowest level (T3, T4, Ts, and T6) are ordered. More 

particularly, Figure 11 O illustrates the policy trie after exchanging sub-tries T3 

and T4. The average number of tu pie compares far the representation in Figure 

11Dis10.275. In Figure 11 E, the sub-tries on the second highest level, (T1 and 

5 T2) are ordered. Figure 11 E illustrates the final ordering after exchanging T1 

and T2. In the policy trie of Figure 11 E, the average number of tu pie compares 

required is 6. 775. The average number of tupi e comparisons is an estimate 

based on the longest trie path. 

1 O Policy Sub-List Ordering 

The preceding section describes conditions for sorting policy sub-tries, 
which allow the exchange of groups of rules (sub-tries). The same conditions 
can be applied to list based policies, where sub-lists are ordered to improve the 
average number of rule comparisons. 

15 In the sections above relating to rule sorting, a method is described to 

exchange neighboring rules in a list-based security policy, as seen in Figure 

128. However, it was observed that when ordering rules in this fashion it is 

possible that one rule can block the exchange of another. lf groups of rules 

were allowed to be exchanged the average number of rule comparisons could 
20 be further reduced. 

Given a policy list L, it may be desirable to arder ali sub-lists such that 

the average number of rule comparisons is reduced and policy integrity is 

maintained. Consider a policy list L that contains sub-tries Li and Lj. Let P; 

denote the sum of the probabilities of the rules contained in sub-list i, while C; 
l 

25 denotes the number of rules in sub-list i. In order to reduce the average 

number of rule comparisons, sub-lists should be ordered such that the following 

two conditions are observed. 

30 

1. Sub-lists are ordered such that the P1 values are non-ascending 

(higher match probabilities occur first, from left to right). 

2. lf sub-lists have the same probability (P; equals Pj), then order the 

sub-lists such that the C; values are non-descending (sub-lists 

consisting of fewer comparisons occur first, from left to right). 
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These conditians are applied throughout the palicy list; however as with policy 

tries, these conditions do not necessarily maintain policy integrity. 

Considera group of n sub-lists that are numbered sequentially from left 

to right. Consider any two non-intersecting sub-lists L; and L;+k in this group that 

5 are out of arder. lf two sub-lists do not intersect, denoted as L; m Lj, then no 

rule in one sub-list will intersect with any rule in the other sub-list, rk m n, V rk E 

L;, \:/fJ E Lj. Thefollowing integdtycondition must be observed when reordering 

the sub-lists. The two sub-lists can be exchanged if and only if the sub-lists L; 

through L;+k-t do not intersect with any rule in L;+k and sub-lists L;+1 through L;+k 

1 O do not intersect with L;. Similar to finding the linear sequence of a policy DAGs, 

these conditions maintain the policy trie integrity. Far example, consider the 

sub-lists L1 = {r1, r3} and L2 = {r2, r4} given in Figure 12B. No edge exists 

between any rule in L1 and L2 . The twa sub-lists are out of arder with respect ta 

P and should be exchanged. The resulting list is given in Figure 12C. Figure 

15 12A illustrates the originai policy arder and results in an average number of rule 

comparisons of 3.4. In the sorted version in Figure 12B, the average number of 

rule comparisons is 3.3. In Figure 12C, the average number of rule 

comparisons has been reduced to 2. 7. Using the conditions for comparing and 

ordering, the following sorting algorithm sorts neighboring sub-lists. 

20 
done = false 

while(!done) 

done = true 

tor each sub-list Li having a right neighboring sub-list 

if ((Pi< Pi+1 OR (Pi== Pi+1 ANO Ci> Ci+1)) ANO Li m L1+1)then 

interchange rules and probabilities 

done = false 

endif 

endfor 

endwhile 
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Summary of Firewall Policy Optimization Techniques and Methods 

As stated above, the methods and systems described herein for a 

network firewall policy optimization can be implemented using any combination 

of hardware, software, and/or firmware. Alternatively, the steps for firewall 

5 policy optimization can be performed manually with the number of rules being 

optimized is small enough. Figure 13 is a flow chart illustrating an exemplary 

process for firewall policy optimization according to an embodiment of the 

subject matter described herein. Referring to Figure 13, in block 1300, a 

firewall policy including an ordered list offirewall rules is defined. In block 1302, 

1 O for each rule, a probability indicating a likelihood of receiving a packet that 

matches each rule is specified. In block 1304, neighboring rules are sorted in 

arder of non-increasing probability in a manner that preserves firewall policy. In 

block 1306, groups of rules are sorted in order of non-increasing probability in a 

manner that preserves firewall policy. For example, any of the policy-trie-based 

15 methods described above may be used. In block 1308, one or more rules are 

split to reduce the number of average packet comparisons. In block 1310, 

intersecting rules having common actions are identified and collapsed into 

single rules. 

As described above, the subject matter described herein may be 

20 implemented in hardware, software, and/or firmware. In one implementation, 

the subject matter descrìbed herein for firewall policy optimization may be 

implemented on a generai purpose computing platform. Figure 14 is a block 

diagram of a generai purpose computing platform including software for firewall 

policy optimization according to an embodiment ofthe subject matter described 

25 herein. Referring to Figure 14, computing platform 1400 may be a generai 

purpose computer, such as a persona! computer, that includes a 

microprocessor 1402, memory 1404, and 1/0 interfaces 1406. Microprocessor 

1400 may be any suitable microprocessor, such as any of the lntel or AMD 

families of microprocessors. Memory 1404 may include volatile memory for 

30 running programs and persistent memory, such as one or more disk storage 

devices. 1/0 interface 1406 may include interfaces with 1/0 devices, such as 

user input devices and output devices. 
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In the illustrated example, software that may be resident in memory 1404 

includes a firewall policy editor 1408 and a firewall policy optimizer 1410. 

Firewall policy editor 1408 may allow a user to define a firewall policy. For 

example, firewall policy editor 1408 may allow a user to define a firewall policy 

5 by specifying different rules. The rules may be specified in a graphical manner, 

for example using policy DAGs as described above. Alternatively, firewall 

policy editor 1408 may allow a user to input rules in a tabular manner, as 

illustrateci in any of the tables described herein. Firewall policy optimizer 1410 

may ìmplement any or ali of the firewall policy optimization techniques to arder 

10 rules entered via firewall policy editor 1408 in a manner that preserves policy 

integrity and that enhances firewall performance. 

A firewall rule set that is optimized using the subject matter described 

herein may be implemented on any fìrewall system that includes one or more 

firewalls. For example, an optimized firewall rule set according to embodiments 

15 of the subject matter described herein may be implemented using any of the 

hierarchical, multi-node fìrewall systems described in commonly assigned, co­

pending U.S. patent application no. 11/316,331, filed December 22, 2005, the 

disclosure of which is incorporated herein by reference in its entirety. Figure 15 

illustrates an example of a multi-node firewall system suitable for implementing 

20 the firewall rules according to an embodiment of the subject matter descrìbed 

herein. Referring to Figure 15, a plurality of firewall nodes 1500, 1502, 

1504,and 1506 may collectively implement any of the optimized firewall policies 

described herein. For example, the firewall nodes may collectively implement 

different portions of a firewall policy data structure including an ordered list of 

25 firewall rules. A firewall policy engine 1508 resident on each firewall node may 

filter packets using its locai portion 1510 of the firewall poHcy data structure. A 

contro! node 1512 may include a firewall polìcy optìmìzer 1514 that measures 

the average number of comparisons per packets for the current rule 

configuration and may dynamically reorder the rules to reduce the average 

30 number of comparìsons per packet. For example, firewall policy optimizer 1514 

may utilize any of the methods described herein to rearrange rules and improve 

firewall performance. Rules 0ay be tested for rearrangement at user-specified 

-28-



Keysight, EX-1002 
Page 684

wo 2006/105093 PCT/US2006/011291 

intervals or when average number of packet comparisons increases by a user­
specified amount. 
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5 

CLAIMS 

What is claimed is: 

1. A method for producing a performance optimized firewall policy, the 

method comprising: 

(a) defining a firewall policy including an ordered list of firewall rules; 

(b) for each rule, defining a probability indicating the likelihood of 

receiving a packet matching each rule; and 

(e) sorting neighboring rules in order of non-increasing probability in 

a manner that preserves the firewall policy. 

10 2. The method of claim 1 wherein sorting neighboring rules in order of non-

15 

20 

25 

30 

3. 

4. 

increasing probability in a manner that preserves the firewall policy 

includes, for each pair of neighboring rules, rearranging the rules ifa first 

rule of the pair has a lower probability than a second rule of the pair and 

the first rule of the pair is nota subset of the second rule of the pair with 

a different action. 

The method of claim 1 comprising sorting groups of two or more rules in 

arder of non-increasing probability in a manner that preserves the 

firewall policy. 

The method of claim 3 wherein sorting groups of two or more rules in a 

manner that preserves firewall policy includes assigning each group of 

rules to a sub-trie in a policy trie, computing a sum of packet matching 

probabilities for rules in each sub-trie, and, in response to determining 

that a first sub-trie has a lower sum than a second sub-trie, rotating the 

first and second sub-tries about a common parent so that rules in the 

second sub-trie will be applied before the rules in the first sub-trie in the 

firewall policy . 

5. The method of claim 4 comprising, in response to determining that the 

first and second sub-tries have equal sums, determining whether the 

second sub-trie has an lower number of branches than the first sub-trie, 

and, in response to determining that the second sub-trie has a lower 

number of branches than the first sub-trie, rotating the first and second 

sub-tries about a common parent so that the rules in the second sub-trie 

will be applied before the rules in the first sub-trie in the firewall policy. 
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15 

20 

25 

6. The method of claim 3 wherein sorting groups of two or more rules in a 

manner that preserves the firewall policy includes: 

7. 

8. 

9. 

10. 

(a) identifying first and second sub-lists of rules in the ordered list of 

(b) 

(e) 

(d) 

firewall rules, the first sub-list preceding the second sub-list in the 

ordered list of firewall rules; 

determining a sum of packet matching probabilities for each of 

the first and second sub-lists; 

determining whether the first and second sub-lists intersect; and 

in response to determining that the sum of the packet matching 

probabilities far the second sub-list is greater than the sum of the 

packet matching probabilities for the first sub-list and that the first 

and second sub-lists do not intersect, switching the order of the 

first and second sub-lists in the ordered list of firewall rules. 

The method of claim 6 comprising, in response to determining that the 

sums of the packet matching probabilities for the first and sub-lists are 

equa!, determining whether the second sub-list has a lower number of 

rules than the first sub-list, and, in response to determining that the 

second sub-list has a lower number of rules than the first sub-list, 

switching the arder of the first and second sub-lists in the ordered list of 

firewall rules. 

The method of claim 1 comprising splitting at least one of the firewall 

rules to reduce an average number of comparisons required per 

received packet. 

The method of claim 1 comprising identifying intersecting rules having a 

common action and collapsing the rules into a single rule representing a 

union of the intersecting rules. 

The method of claim 1 wherein sorting neighboring rules includes sorting 

rules such that comparisons for a particular class of packets are 

reduced. 

30 11. The method of claim 1 comprising assigning the rules to vertices in a 

directed acyclical graph (DAG), determining precedence relationships 

between the rules, assigning the precedence relationships to edges that 

connect the vertices in the DAG, and wherein sorting the neighboring 
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12. 

rules in order of non-increasing probability in a manner that preserves 

the firewall policy includes sorting the neighboring rules in a manner that 

preserves the precedence relationships represented by the DAG. 

The method of claim 1 wherein the rules comprise intrusion detection 

rules. 

13. The method of claim 1 wherein the rules comprise intrusion protection 

14. 

rules. 

A system for firewall policy optimìzation, the system comprising: 

(a) a firewall policy editor for allowing a user to define a firewall 

policy including an ordered list of firewall rules and for receiving 

input regarding probabilities indicating the likelihood of receiving a 

packet matching each rule; and 

(b) a firewall policy optimizer for sorting neighboring rules in arder of 

non-increasing probability in a manner that preserves the firewall 

policy. 

15. The system of claìm 14 wherein the firewall policy optimizer is adapted 

to, for each pair of neighboring rules, rearrange the rules ifa first rule of 

the pair has a lower probability than a second rule of the pair and the 

first rule of the pair is not a subset of the second rule of the pair with a 

dìfferent action. 

16. 

17. 

18. 

The system of claìm 14 wherein the firewall policy optimizer is adapted 

to sort groups of two or more rules in arder of non-increasing probability 

in a manner that preserves the firewall policy. 

The system of claim 16 wherein the firewall po!icy optimizer is adapted 

to assign each group of rules to a sub-trie in a policy trie, to compute a 

sum of packet matching probabilities for rules in each sub-trie, and, in 

response to determining that a first sub-trie has a lower sum than a 

second sub-trie, to rotate the first and second sub-tries about a common 

parent so that rules in the second sub-trie will be applied before the rules 

in the first sub-trìe in the firewall policy. 

The system of claim 17 wherein the firewall polìcy optìmizer ìs adapted 

to, in response to determìning that the first and second sub-tries have 

equal sums, determine whether the second sub-trie has an lower 
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5 

19. 

number of branches than the first sub-trie, and, in response to 

determining that the second sub-trie has a lower number of branches 

than the first sub-trie, rotate the first and second sub-tries about a 

common parent so that the rules in the second sub-trie will be applied 

befare the rules in the first sub-trie in the firewall policy. 

The system of claim 16 wherein the firewall policy optimizer is adapted 

to: 

(a)· identify first and second sub-lists of rules in the ordered list of 

firewall rules, the first sub-list preceding the second sub-list in the 

1 O ordered list of firewall rules; 

(b) determine a sum of packet matching probabilities tor each of the 

first and second sub-lists; 

(e) determine whether the first and second sub-lists intersect; and 

(d) in response to determining that the sum of the packet matching 

15 probabilities for the second sub-list is greater than the sum of the 

packet matching probabilities far the first sub-list and that the first 

and second sub-lists do not intersect, switch the arder of the first 

and second sub-lists in the ordered list of firewall rules. 

20. 

20 

25 

21. 

22. 

30 

The system of claim 19 wherein the firewall policy optimizer is adapted 

to, in response to determining that the sums of the packet matching 

probabilities far the first and sub-lists are equa!, determine whether the 

second sub-list has a lower number of rules than the first sub-list, and, in 

response to determining that the second sub-list has a lower number of 

rules than the first sub-list, switch the arder of the first and second sub­

lists in the ordered list of firewall rules. 

The system of claim 14 wherein the firewall policy optimizer is adapted 

to split at least one of the firewall rules to reduce an average number of 

comparisons required per received packet. 

The system of claim 14 wherein the firewall policy optimizer is adapted 

to identify intersecting rules having a common action and collapse the 

rules into a single rule representing a union of the intersecting rules. 
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23. The system of claim 14 wherein the firewall policy optimizer is adapted 

to sort neighboring rules such that comparisons far a particular class of 

packets are reduced. 

24. The system of claim 14 wherein the firewall policy optimizer is adapted 

to assign the rules to vertices in a directed acyclical graph (DAG), 

determine precedence relationships between the rules, assign the 

precedence retationships to edges that connect the vertices in the DAG, 

and to sort the neighboring rules in a manner that preserves the 

precedence relationships represented by the DAG. 

10 25. The system of claim 14 wherein the rules comprise intrusion detection 

15 

20 

25 

30 

rules. 

26. The system of claim 14 wherein the rules comprise intrusion protection 

rules. 

27. A network firewall comprising: 

28. 

29. 

(a) a firewall policy data structure far storing an ordered list of firewall 

rules; 

(b) a firewall policy engine for implementing a firewall policy by 

comparing packets to the rules in the arder specified by the 

firewall policy data structure; and 

(e) cl firewall policy optimizer for optimizing performance of the 

network firewall by reordering the rules in a manner that reduces 

an average number of rule comparisons per packet and hat 

preserves the firewall policy. 

The network firewall of claim 27 wherein the firewall policy optimizer is 

adapted to measure average number of comparisons per packet for a 

rule ordering specified by the firewall policy data structure and to 

dynamically re-arder to rules to reduce the average number of 

comparisons per packet. 

A computer program product comprising computer executable 

instructions embodied in a computer readable medium far performing 

steps comprising: 

(a) defining a firewall policy including an ordered list of firewall rules; 
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33. 

25 

30 34. 

(b) 

(c) 

for each rule, defining a probability indicating the Iikelihood of 

receiving a packet matching each rule; and 

sorting neighboring rules in order of non-increasing probability in 

a manner that preserves the firewall policy. 

The computer program product of claim 29 wherein sorting neighboring 

rules in order of non-increasing probability in a manner that preserves 

the firewall policy includes, for each pair of neighboring rules, 

rearranging the rules ifa first rule ofthe pair has a lower probability than 

a second rule of the pair and the first rule of the pair is not a subset of 

the second rule of the pair with a different action. 

The computer program product of claim 29 comprising sorting groups of 

two or more rules in order of non-increasing probability in a manner that 

preserves the firewall policy. 

The computer program product of claim 31 wherein sorting groups of 

two or more rules in a manner that preserves firewall policy includes 

assigning each group of rules to a sub-trie in a policy trie, computing a 

sum of packet matching probabilities for rules in each sub-trie, and, in 

response to determining that a first sub-trie has a lower sum than a 

second sub-trie, rotating the first and second sub-tries about a common 

parent so that rules in the second sub-trie will be applied before the rules 

in the first sub-trie in the firewall policy . 

The computer program product of claim 32 comprising, in response to 

determining that the first and second sub-tries have equal sums, 

determining whether the second sub-trie has an lower number of 

branches than the first sub-trie, and, in response to determining thatthe 

second sub-trie has a lower number of branches than the first sub-trie, 

rotating the first and second sub-tries about a common parent so that 

the rules in the second sub-trie will be applied before the rules in the first 

sub-trie in the firewall policy. 

The computer program product of claim 31 wherein sorting groups of 

two or more rules in a manner that preserves the firewall policy includes: 
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(a) 

(b) 

identifying first and second sub-lists of rules in the ordered list of 

firewall rules, the first sub-list preceding the second sub-list in the 
ordered list of firewall rules; 

determining a sum of packet matching probabilities for each of 

the first and second sub-lists; 

(e) determining whether the first and second sub-lists intersect; and 
(d) in response to determining that the sum of the packet matching 

probabilities for the second sub-list is greater than the sum of the 
packet matching probabilities for the first sub-list and that the first 

and second sub-lists do not intersect, switching the arder of the 
first and second sub-lists in the ordered list of firewall rules. 

35. The computer program product of claim 34 comprising, in response to 
determining that the sums of the packet matching probabilities for the 
first and sub-lists are equal, determining whether the second sub-list has 
a lower number of rules than the first sub-list, and, in response to 
determining that the second sub-list has a Iower number of rules than 
the first sub-list, switching the arder of the first and second sub-lists in 

the ordered list of firewall rules. 

36. 

37. 

The computer program product of claim 29 comprising splitting at least 
one of the firewall rules to reduce an average number of comparisons 
required per received packet. 

The computer program product of claim 29 comprising identifying 
intersecting rules having a common action and collapsing the rules into a 
single rule representing a union of the intersecting rules. 

25 38. The computer program product of claim 29 wherein sorting neighboring 
rules includes sorting rules such that comparisons fora particular class 
of packets are reduced. 

39. 

30 

The computer program product of claim 29 comprising assigning the 
rules to vertices in a directed acyclical graph (DAG), determining 
precedence relationships between the rules, assigning the precedence 
relationships to edges that connect the vertices in the DAG, and wherein 
sorting the neighboring rules in order of non-increasing probability in a 
manner that preserves the firewall policy includes sorting the 

-38-



Keysight, EX-1002 
Page 694

wo 2006/105093 PCT/US2006/011291 

neighboring rules in a manner that preserves the precedence 

relationships represented by the DAG. 

40. The computer program product of claim 29 wherein the rules comprise 

intrusion detection rules. 

5 41. The computer program product of claim 29 wherein the rules comprise 

intrusion protection rules. 
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DESCRIPTION 

METHOD, SYSTEMS, ANO COMPUTER PROGRAM PRODUCTS FOR 

IMPLEMENTING FUNCTION-PARALLEL NETWORK FIREWALL 

RELATED APPLICATIONS 

This application claims the benefit of U.S. Provisional Patent Application 

Serial No. 60/638,436, filed December 22, 2004; the disclosure of which is 

incorporateci herein by reference in its entirety. 

GOVERNMENTINTEREST 

This invention was made with Government support under Grant No. DE­

FG02-03ER25581 awarded by U.S. Department of Energy, Mathematical and 

Computational lnformation Sciences Division. The U.S. Government has 

certain rights in the invention. 

TECHNICAL FIELD 

The subject matter described herein relates to implementing network 

firewalls. More particularly, the subject matter described herein relates to 

methods, systems, and computer program products tor implementing a 

20 function-parallel network firewall. 

BACKGROUND ART 

Firewalls remain the frontier defense tor securing networks that are vita! 

to private industry, government agencies, and the military. They enforce a 

25 security policy by inspecting and filtering traffic arriving at or departing from a 

secure network [3, 21, 22]. Meaningful inspections often involve a complex 

process, and if firewalls are to remain effective, they must adapt to constantly 

changing network demands, technology, and security threats. 

As firewall technology evolves to meet new demands and threats, it must 

30 continue to act transparently to legitimate users, with little or no effect on the 

perceived network performance. The networks between two communicating 

machines should be invisible, especially if traffic requires specific network 

Quality of Service (QoS), such as bounds on the packet delay, jitter, and 

throughput. The firewall should process the legitimate traffic quickly, efficiently, 
-1-
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and never violate the desired QoS. Unfortunately, the firewall can easily 

become a bottleneck, given increasing traffic loads and network speeds [12, 14, 

18, 20, 21 ]. Packets must be inspected and compared against complex rule 

sets and tables, which is a time-consuming process. In addition, audit files must 

5 be updated with current connection information. As a result, current firewalls 

have difficulty maintaining QoS guarantees. Since a firewall can be 

overwhelmed with traffic, it is also susceptible to Denial of Service (DoS) 

attacks [21 ]. Such attacks merely overload/saturate the firewall with illegitimate 

traffic. Audit files and state tables quickly fill available storage space and 

1 O legitimate traffic queued behind suspicious traffic encounters long delays. 

Legitimate users notice poor network performance, and, in the worst case, the 

secure network is disconnected from the outside world. 

lnspecting traffic sent between networks, a firewall provides access 

contrai, auditing, and traffic contrai based on a security policy [3, 21, 22]. The 

15 security policy is a list of ordered rules, as seen in Table 1, that defines the 

action to perform on matching packets. A rule r can be viewed as a k-tuple 

(r[1 ], r[2], r[3], ... , r[k]), where r[1] is specified as a varia bi e length prefix. 

No. Proto. 
Source Destinati on 

Action 
IP Port IP Port 

1 TCP 140.* * * 80 accept 

2 TCP 150.* * 120 80 accept 

3 TCP 140.* * 130 20 accept 

4 UDP 150.* * * 3030 accept 
' 

5 * * * * * deny 

Table 1 : Example Security Policy Consisting of Multiple Ordered Rules 

20 
In the examp!es described herein, rules will initially be represented as 

the 5-tuple (protocol, IP source address, source port number, IP destination 

address, destination port number). Fields can be fully specified or contain 

wildcards '*' in standard prefix format. Far example the prefix 192.* would 

25 represent any IP address that has 192 as the first dotted-decimal number. In 

addition to the prefixes, each filter rule has an action, which is to accept or 

deny. An accept action passes the packet into or from the secure network, 
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while deny causes the packet to be discarded. Rules are applied in arder to 

every arriving packet unti! a match is found; otherwise, a default action is 

performed [21, 22]. 

Unfortunately, security policies may contain anomalies, such as a packet 

5 that matches multiple rules, where the matching rules specify conflicting 

actions. Security policy anomaly detection and correction is the subject of 

continued research [13, 21] and is not the focus of the present subject matter. 

Given the type of securìty policy required, rule sets can become quite large and 

complex. Security can be further enhanced with connection state and packet 

1 O audit information. Far example, a table can be used to record the state of each 

connection, which is useful tor preventing certain types of attacks (e.g., TCP 

SYN flood) [21, 22]. 

Traditional firewall implementations consist of a single dedicated 

machine, similar to a router, that sequentially applies the rule set to each 

15 arriving packet. However, packet filtering represents a significantly higher 

processing load than routing decisions [15, 18, 22]. For example, a firewall that 

interconnects two 100 Mbps networks would have to process over 300,000 

packets per second [21]. Successfully handling this high traffic becomes more 

difficult as rule sets become more complex [4, 14, 22]. Furthermore, firewalls 

20 must be capable of processing even more packets as interface speeds 

increase. In a high-speed environment (e.g. Gigabit Ethernet), a single firewall 

can easily become a bottleneck and is susceptible to DoS attacks [4, 7, 10, 12]. 

An attacker could simply inundate the firewall with traffic, delaying or preventing 

legitimate packets from being processed. Building a faster single firewall is 

25 possible [8, 15, 18, 19, 20]; however, the benefits are temporary (traffic loads 

and interface speeds are increasing); it is not scalable; it is a single point of 

failure; and it is generally not cost-effective forali installations. 

A data-parallel firewall (or firewall sandwich) where each firewall node 

implements an enti re firewall rule set is another approach to increase the speed 

30 of processing traffic [4, 12, 14, 22]. As shown in Figure 1, the system consists 

of multiple identica I firewalls 100 connected in parallel. Each mach i ne 

implements the complete security policy and arriving packets are distributed 

across the machines tor processing in parallel [4]. A packet distributor 102 

-3-
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implements a load balancing algorithm to distribute different packets to different 

firewall nodes. How the load-balancing algorithm distributes packets is vital to 

the system and is typically implemented as a high-speed switch in commerciai 

products [11, 12]. Although data-parallel firewalls achìeve higher throughput 

5 than traditional firewalls [4] and have a redundant design, they have difficulty 

maìntaining QoS across networks. Far example, legitimate traffic can 

encounter delays if it is queued behind traffic that requires more processing. 

Under these circumstances, users notice poor network performance, which is 

growing concern as more network applications require QoS assurances. 

1 O Furthermore, stateful inspection requires all traffic from a certa in connection or 

exchange to traverse the same parallel machine, which is difficult-to perform at 

high speeds [14J. Therefore, new firewall architectures are needed to meet the 

demands of future networks and the challenges of increasing security threats. 

15 SUMMARY 

According to one aspect, the subject matter described herein includes a 

function-parallel firewall. The function-parallel firewall includes a first firewall 

node for filtering received packets using a portion of a rule set. The portion of 

the rule set may be less than ali of the rules in the rule set. At least one second 

20 firewall node filters packets using at least one rule in the rule set that is not 

present in the portion implemented by the first firewall node. The first and 

second potions together include all of the rules in the rule set. 

The term "firewall node," as used herein refers to a physical entity that 

implements one or more packet filtering rules. For example, a firewall node 

25 may be a single-processor computing device that implements the packet 

filtering rules. Alternatively, a firewall node may be a processor within a multi­

processor computing devi ce that implements one or more packet filtering rules. 

Thus, a multi-processor device may include multiple firewall nodes. 

-According to another aspect, the subject matter described herein 

30 includes a stateful function-parallel firewall system. The system includes a first 

function-parallel firewall subsystem including a plurality of firewall nodes 

implementing a first rule set far filtering packets arriving at a network. The first 

function-parallel firewall subsystem includes at least first and second firewall 

nodes respectively implementing first and second portions of the first rule set. 
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The first portion includes at least one rule that is not present in the second 

portion. A second function-para!lel firewall subsystem includes a second set of 

firewall nodes. The second set of firewall nodes implements a firewall rule set 

for filtering packets departing from the network. The second function-parallel 

5 firewall subsystem includes at least third and fourth firewall nodes. The third 

and fourth firewall nodes implement at least one rule that is not present in the 

second portion of the second rule set. The function-parallel firewall subsystems 

share state information regarding connections established through the first and 

second sets of firewall nodes. 

1 O According to another aspect, the subject matter described herein 

includes a firewall grid. The firewall grid includes a plurality of firewall nodes 

that are physically connected to each other via a network far filtering packets. 

A controller controls logical connections between the firewall nodes. The 

controller is adapted to configure the firewall nodes in a logica! firewall hierarchy 

15 without changing physical connections between the firewall nodes. 

According to yet another aspect, the subject matter described herein 

includes a method for distributing rules in a function-parallel firewall. The 

method includes defining a rule set fora function-parallel firewall. The method 

further includes assigning rules in the rule setto nodes and branches in a trie 

20 data structure. Each node in the trie data structure corresponds to a data field 

and each branch represents a value for each data field to be compared to be 

values in corresponding fields of received packets. The trie data structure is 

pruned in a manner that preserves ordering of the rules in the rule set. 

According to yet another aspect, the subject matter described herein 

25 includes a method far assigning rules to a plurality of firewall nodes. The 

method includes assigning rules to nodes in a directed acyclical graph (DAG). 

Relationships between rules are represented by edges in the DAG. Rules are 

distributed among a plurality of firewall nodes using the DAG in a function­

parallel manner and such that relationships between the rules specified in the 

30 DAG are preserved. 

As used herein, the term "firewall" refers to a logical entity that is 

adapted to filter packets at the ingress and/or egress portions of a network 

based on a policy. The term "firewall" is intended to include systems that block 

packets from entering or leaving a network and systems that perform intrusion 
-5-



Keysight, EX-1002 
Page 721

wo 2006/093557 PCT /0S2005/04 7008 

detection and intrusion protection functions far packets entering or leaving a 

network. Thus, the term "function-parallel firewall" is also intended to include 

an intrusi on detection system or an intrusion protection system that operates in 

a function-parallel manner as described herein. 

5 The subject matter described herein can be implemented using any 

combination of hardware, software, or firmware. In one exemplary 

implementation, the subject matter described herein may be implemented using 

a computer program product comprising computer executable instructions 

embodied in a computer readable medium. Exemplary computer readable 

1 O media suitable for implementing the subject matter described herein include 

disk memory devices, chip memory devices, programmable logie devices, 

application specific integrateci circuits, and downloadable electrical signals. In 

addition, a computer program product that implements the subject matter 

described herein may be locateci on a single device or computing platform or 

15 may be distributed across multiple devices or computing platforms. 

20 

25 

30 

One objective of the subject matter described herein is to provide a new 

security architecture, referred to herein as a hierarchical firewall, that provides 

the functionality of a traditional firewall (enforcing a security policy) and includes 

the following improvements: 

1. Suitable for high speed networks and scalable for large traffic 

loads. Firewalls must continue to perform security tasks quickly and 

efficiently, appearing transparent to legitimate users undervarying traffic 

Ioads. 

2. Maintains QoS requirements and traffic differentiation. A growing 

number of network applications require QoS for their operation. 

Firewalls must not violate these guarantees while performing their 

security tasks. 

3. Greatly lessens the impact of DoS attacks. Firewalls are candidates 

for DoS attacks, since they serve as the point of entry between two 

networks. New architectures must be capable of handling these new 

threats. 
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5 

4. Highly available. Firewalls introduce a single point of failure between 

two networks. New firewall architectures must provide redundancy that 

prevents segmenting the secure network from the external network. 

According to one aspect, the subject matter described herein includes a 

set of hierarchically configured computers that collectively enforce a desired 

security policy. Given this distributed configuration, traffic is quickly divided 

among the machines based on perceived threat. In one exemplary 

1 O implementation, traffic that is considered safe may be promptly forwarded into 

the secure network, while the remaining traffic may be torwarded to different 

machines in the hierarchy tor further scrutiny. Hence, traffic is segregateci and 

queued based on security threat, yielding minimal delays tor legitimate traffic. 

The system is also robust and highly available, since multiple machines are 

15 employed tor the architecture and low cast, since Linux-installed PCs and open 

source software can be used for its implementation [21]. The proposed 

architecture is believed to be applicable to a wide variety of agencies in the 

public and private sectors. 

The firewall architecture described herein will provide a scalable solution 

20 to varying traffic loads and QoS requirements, which are increasingly important 

as computing becomes more ubiquitous and applications become more diverse. 

The architecture is of interest to the networking community, since the 

architecture will result in new security policy models and optimization methods. 

The architecture is also relevant to the military and business community, since 

25 it provides a new, robust and cost-effective solution to security threats. 

Some of the objects of the subject matter described herein having been 

stated hereinabove, and which are addressed in whole or in part by the subject 

matter described herein, other objects will become evident as the description 

proceeds when taken in connection with the accompanying drawings as best 

30 described hereinbelow. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Preferred embodiments of the subject matter described herein will now 

be explained with reference to the accompanying drawings of which: 
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Figure 1 is a block diagram of a conventional data-parallel firewall; 

Figure 2 is a block diagram illustrating an exemplary function-parallel 

firewa\l architecture according to an embodiment of the subject matter 

described herein; 

5 Figure 3A is graph comparing simulation results for average packet delay 

for different firewall architectures; 

Figure 3B is a graph comparing simulation results far maximum packet 

delay for different firewall architectures; 

Figure 4A is a graph illustrating ave rage packet delay for different packet 

1 O types fora data-parallel firewall; 

Figure 4B is a graph illustrating simulation results for packet delay for 

different packet types fora function-parallel hierarchical firewall according to an 

embodiment of the subject matter described herein; 

Figure 5 is a data structure diagram illustrating a full trie representation 

15 of the security policy illustrateci in Table 1; 

Figure 6 is a data structure diagram illustrating a pruned trie 

representation of the security policy given in Table 1 where each packet is 

processed within four field comparisons; 

Figure 7 A is a data structure diagram illustrating a trie representing two 

20 security rules assuming that the default action per node is deny; 

Figure 7B is a data structure diagram illustrating a reordered version of 

the trie data structure illustrateci in Figure 7 A; 

Figure SA is a diagram illustrating a Jackson model fora function-parallel 

hierarchical firewall according to an embodiment of the subject matter 

25 described herein; 

Figure 8B is a diagram illustrating a Jackson model for a data-parallel 

firewall; 

Figure 9 is a graph illustrating simulation results for average delay for 

different firewall architectures; 

30 Figure 1 O is a block diagram illustrating a stateful hierarchical firewall 

according to an embodiment of the subject matter described herein; 

Figure 11 A is a block diagram illustrating physical connections of a 

firewall grid according to an embodiment of the subject matter described herein; 
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Figure 11 B is a block diagram illustrating logica! connections of the 

firewall grid illustrated in Figure 11 A according to an embodiment of the subject 

matter described herein; 

Figure 12 is a policy directed acyclical graph (DAG) representation of the 

5 firewall rules given in Table 2; 

Figure 13A is a block diagram illustrating rule distribution among a data­

parallel firewall; 

Figure 13B is a block diagram illustrating a function-parallel firewall and 

rule distribution among nodes in the function-parallel firewall according to an 

1 O embodiment of the subject matter described herein; 

Figure 14A is a block diagram illustrating one exemplary rule distribution 

among nodes in a function-parallel firewall according to an embodiment of the 

subject matter described herein; 

Figure 14B illustrates another distribution of rules among nodes in a 

15 function-parallel firewall according to an embodiment of the subject matter 

described herein; 

Figure 14C illustrates an illegal rule distribution among nodes in a 

function-parallel firewall; 

Figure 15A is a block diagram illustrating non-redundant rule distribution 

20 among nodes in a function-parallel firewall according to an embodiment of the 

subject matter described herein; 

Figure 15B is a block diagram illustrating redundant rule distribution 

among nodes in a function-parallel firewall according to an embodiment of the 

subject matter described herein; 

25 Figure 16A illustrates a policy DAG where deny rules are indicateci by a 

30 

square node; 

Figure 16B is a block diagram illustrating initial gateless rule distribution 

among nodes in a function-parallel firewall according to an embodiment of the 

subject matter described herein; 

Figure 16C is a block diagram illustrating final gateless rule distribution 

among nodes in a function-parallel firewall according to an embodiment of the 

subject matter described herein; 

Figure 17 A is a graph illustrating simulation results for average packet 

delay as packet arrivai rate increases for different firewall designs; 
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Figure 17B is a graph illustrating simulation results for packet delay as 

the arrivai rate and number of rules increase for different firewall designs; 

Figure 18A is a graph illustrating simulation results for average packet 

delay for different firewall architectures; 

5 Figure 18B is a graph illustrating simulation results for maximum packet 

10 

delay for different firewall architectures; and 

Figure 19 is a flow chart illustrating exemplary steps far filtering packets 

using a rule set distributed among nodes in a function-parallel manner 

according to an embodiment of the subject matter described herein. 

DETAILED DESCRIPTION OF THE INVENTION 

According to one aspect of the subject matter described herein may 

include multiple firewall machines configured in a hierarchy, as shown in Figure 

2. In the example illustrateci in Figure 2, a plurality of firewall nodes 200, 202, 

15 204, and 206 collectively implement a firewall policy. Each firewall node or set 

of nodes implements a different level of the firewall policy in a hierarchy. For 

example, firewall node 200 may implementa first leve! of a firewall policy that 

includes rules that are not present in subsequent levels. lf a packet passes the 

first leve! of screening, the packet may be forwarded immediately to the internal 

20 network without impacting other firewall nodes. lf the packet is identified as 

requìring further scrutiny, the packet may be forwarded to the next leve! where it 

is screened by firewall node 202 or 204 using rules that were not applied by 

firewall node 200. lf the packet passes leve! 2 screening, the packet may be 

forwarded directly to the internal network. lf the packet is indicateci as requiring 

25 further screening, the packet will be passed to level 3 where leve! 3 screening is 

applied by firewall node 206. 

At each leve! in the firewall hierarchy illustrateci in Figure 2, firewall 

nodes may implement different portions of a packet filtering rule set. An 

architecture in which different firewall nodes implement different portions of a 

30 firewall rule set is referred to herein as a function-parallel architecture. A 

function-parallel firewall architecture in which packet filtering rules are 

distributed among firewall nodes such that if a packet passes or fails at a 
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certain leve!, the packet may bypass later levels is referred to herein as a 

hierarchical firewall architecture. 

In the architecture illustrateci in Figure 2, at each level, machìnes may be 

configured to perform a specific security task quickly and efficiently. In one 

5 implementation, the firewall rules may be distributed across the different 

hierarchy levels such that increased scrutiny is placed at lower levels. Since 

the rules are distributed among the levels, no machine in the hierarchy is 

required to implement the entire rule set. In contrast, a data-parallel firewall 

architecture requìres all machines to implement the complete rule set. 

1 O As described above, in the exemplary architecture illustrated in Figure 2, 

packets start at the highest level and progress downward through the hierarchy. 

At each level, a packet can be forwarded to the internal network if deemed safe, 

forwarded to the next lower level tor more processing, or dropped. The benefit 

of this divide-and-conquer approach is that traffic will incur delays consistent 

15 with its perceived security threat; therefore, traffic that is deemed safe will not 

be delayed by traffic that requires more processing. As a result, the 

hierarchical firewall can previde differentiated service and support QoS 

guarantees, unlike current designs. Furthermore, traffic that is forwarded to the 

internal network can be shaped at the particular firewall level, constraining the 

20 amount of traffic entering the network and lessening the effect of DoS attacks. 

For example, in the hierarchical firewall depicted in Figure 2, packets are 

forwarded from the external network to the first level, where initial security 

checks are performed, such as a quick validity check and comparisons of IP 

addresses. Packets with trusted IP addresses are immediately forwarded to 

25 the internal network, while the remaining packets are sent to the next leve!. At 

the second level, packets are separateci based on transport protocols and/or 

port numbers. Again, ifa packet is deemed safe it is immediately forwarded to 

the secure network; otherwise, they are sent to the next level for auditing. Log 

files may be used at one or more of the firewall nodes indicate which 

30 connections are open and have been requested. Each level may also drop 

packets based on perceived threat. 

The preceding example illustrates a simple hierarchical firewall; however, 

the size and complexity can vary. In generai, the hierarchy attempts to quickly 

divide traffic and provide differentiated service. More levels can be used for 
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stronger security po!icies and to distribute traffic more efficiently. Determining 

the appropriate number of levels, the number of machines per level, and how to 

distribute the rule set are implementation details that may be used to optimize a 

function-parallel firewall according to an embodiment of the subject matter 

5 described herein. 

Preliminary Experimental Results 

In this section, simulation is used to compare a hierarchical firewall with 

a traditional single-machine firewall and a data-parallel firewall [4, 22]. Each 

1 O architecture implemented the same 325-rule security policy, where each rule 

required 1 unit of time to complete. The single firewall architecture consisted of 

one machine that processed each packet received from the external network. 

The data-parai le! architecture consisted of tour machines, as shown in Figure 1, 

each implementing the same 325-rule set. The hierarchical firewall consisted of 

15 four machines configured in three levels, as shown in Figure 2. Rules were 

distributed across the levels such that the first level implemented 25 rules; the 

second level implemented 50 rules each; and the third level implemented 75 

rules. The group of rules performed at a certain machine will be referred to as 

a security task. The hierarchical firewall incurred an additional delay of one 

20 time unit when a packet was transmitted from machine to machine. Packets 

randomly arrived to the system using a Poisson distribution with a mean of 30 

units and would randomly match one of the 325 rules based on a uniform 

distribution. For classification purposes, each packet was associateci with the 

security task it matched (which group of rules). In this experiment, the 

25 performance parameters analyzed are the overall average packet delay, the 

maximum packet delay, and the average delay experienced by each packet 

type. 

Experimental results for the different architectures are shown in Figures 

3 and 4. More particularly, Figure 3A illustrates average packet delay far a 

30 single firewall design, for the data-parallel firewall design illustrateci in Figure 1, 

and for the hierarchical firewall design illustrated in Figure 2. Figure 3B 

il!ustrates maximum packet delay for the single, data-parallel, and hierarchical 

firewall designs. Figure 4A illustrates ave rage packet delay for the data-parallel 

firewall design for different packet types. Figure 48 illustrates average packet 
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delay for the hierarchical firewall design far different packet types. Packet types 

refer to packets of a classified based on which security task was satisfied. 

Unlike the data-parallel firewall, the hierarchical design consistently yields 

different delays for each packet type. 

5 For both delay measurements, the hierarchical architecture performed 

better than the single firewall and the data-parallel firewall. The single firewall 

had an average delay 31 times greaterthan the hierarchical architecture, which 

demonstrates how a single firewall machine can quickly become a bottleneck. 

Although the data-parallel firewall performed better than the single firewall, it 

1 O had an average and maximum delay 6 times longer than the hierarchical 

architecture. In the parallel configuration, traffic that needed little processing 

often queued behìnd traffic that required more processing, which resulted in 

longer delays. In contrast, the hierarchical system consistently yielded better 

results, since traffic was distributed among the levels based on processing 

15 requirements. 

The average delay experienced by each packet type is also important 

and is illustrateci in Figures 4A and 4B. Delays in the hierarchical firewall were 

proportional to the amount of processing required; for example, security task 1 

traffic had the shortest delay, security task 2 traffic had the second shortest 

20 delay, security task 3 traffic had the third shortest delay; and securìty task 4 

traffic had the highest delay. Even though security tasks 2 and 3 were on the 

same level, security task 3 traffic had a delay slightly higher that security task 2 

traffic, since it was queued with security task 4 traffic. Therefore, the 

hierarchical firewall is capable of providing differentiated service to multiple 

25 packet types/classes. In contrast, the delays varied far each packet type in the 

data-parallel firewall. Packets were constantly delayed by lower type/class 

traffic (e.g., security task 1 packets delayed by security task 4 packets); thus, 

no differentiation was achieved. Although these results are preliminary, they 

indicate the hierarchical architecture has merit, offering significantly better 

30 performance than current firewall systems. 
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Refinements 

The previous section described an initial hierarchical firewall architecture 

for employing a security policy. Although preliminary results indicate the 

architecture has merit, refinements can be made so that the design can achieve 

5 its full potential. One refinement relates to the hierarchical architecture. 

lmportant questions include determining the appropriate number of levels and 

how to effectively distribute the security policy rules. Another refinement may 

include providing stateful packet inspection (maintaining connection tables} and 

increasing redundancy. Finally, another refinement may include examining 

1 O other high-speed firewall architectures, such as a dynamic firewall grid. 

Analytical models and simulation will be used far design and analysis; in 

addition, a prototype will be implemented along with analysis tools and 

software. 

15 Architecture Design and Rule Set Distribution 

lmportant questions about the firewall architecture include the number of 

levels, the number of machines per leve!, and the number of security tasks per 

mach i ne. The security policy is centrai far addressing these questions and, for 

this reason, will be formally defined and modeled. The model will be optimized 

20 to reduce the physical size, minimize the traversai time, and provide 

differentiated service. Afterward, the optimized policy model will be used to 

implement the actual hierarchical firewall. 

One method far designing the hierarchy is to represent the security 

policy graphically as a tree data structure. This representation will aid the 

25 translation to the actual firewall, since it has a hierarchical form. Although a 

variety of tree data structures exist, a trie will be initially investigated [1]. A trie 

is a special type of data structure that has the advantages of fast retrievals and 

quick unsuccessful search determination, which are important far enforcing a 

security policy. In a security policy trie, each path from the root node to a leaf 

30 corresponds to one rule. The nodes of the trie correspond to the rule fields, 

while branches are possible values. Figure 5 is a trie data structure far the 

rules in Table 1. For example, in Figure 5, the root node is the protocol field. 

The next level represents the source IP address, while the leaf nodes represent 
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the rule action. Rules that have the same field value at a node will share a 

branch for that value. 

The trie in Figure 5 referred to as full trie, since every noncycle path from 

the root to a leaf has the same length, and every leaf lies at the same depth [6]. 

5 Unlike other policy models, the rule order must be preserved if the trie is to be 

successfully translated to a hierarchical firewall. The action to apply to a packet 

is determined by a preorder traversai. Starting at the root node, branches are 

compared to the fields of the packet. Since multiple branches may match a 

packet, they are traversed in order from left to right. lf a packet field does not 

1 O match any possible branches, it moves back to the previous node (parent), 

where the next branch is tested. Once the policy trie is developed, it can be 

translated into a hierarchical firewall. The nodes of the trie represent the 

machines in the hierarchy, while the branches represent the links between 

nodes. The value associateci with each branch indicates the packet field value 

15 required to traverse it. Although a full trie representation of a security policy 

can be createci, it is not necessarily optimal. Further trie manipulation is 

required create an effective hierarchical firewall, such as preventing routing to 

parents and limiting trie traversai time. 

Pruning yields a trie that never requires routing to parent nodes, which 

20 provides faster packet processing [1, 15]. Assuming a full trie consists of n 

nodes and k levels (where k <= n), the worst case packet processing would be 

O(n*k) tuple-compares. In contrast, a pruned trie requires only O(k + n) tuple­

compares in the worst case which is a processing reduction of 1 /k .. Pruning is 

accomplished by replacing generai rules with descendants. Rule r1 is a 

25 descendant of rule r2, if r2[1] is a prefix of r1[1] fori= 1, ... , k. Therefore, pruning 

occurs by pushing a rule down to all its descendents, then deleting the rule. An 

example of a pruned version of the trie illustrated in Figure 5 is given in Figure 

6, where [*, *, *, deny] is a generai rule that can be pushed down to every other 

rule. Although the originai branch has been removed and added to the other 

30 branches, the arder is preserved, if branches are tested from left to right. 

Current pruning algorithms do not consider rule order, since tries were primarily 

developed for storing data [6]. New pruning techniques that preserve arder 

may be developed and used to distribute rules among nodes in a functional­

paral\el firewall according to an embodiment of the subject matter described 
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herein. Pruning may also cause the number of nodes in the hierarchy to 

increase, since a generai rule is duplicateci at different levels. For this reason, 

other techniques are needeci to reduce the trie size. 

Reducing the trie size is important, sìnce delay increases each time a 

5 packet is forwarded from one node to another. The trie can be reduced by 

compressing nodes, which is achieved by removing single branching paths or 

consolidating sub-ties into one node [2, 6, 15}. As a result, a node may 

compare multiple rule fields or perform multiple security tasks per packet. For 

example, in Figure 5, the rule [UDP, 150.*, *, 3030, accept] is considered a leaf 

1 O chain [6] and can be compresseci into one node (a single machine). Two other 

methods commonly used to reduce the size of a trie are Directed Acyclic 

Graphs (DAG) and level reorciering [1, 6, 15]. lf the same sub-trie appears in 

multiple places, then the trie structure can be changeci to a DAG. The possible 

use of DAG is seen in Figure 6, where nodes labeled Porta and Portb are 

15 equivalent sub-tries. Parent nodes of both sub-tries coulci point to just one, 

eliminating the need tor the other. 

Another method for reducing the trie size is level reorciering. As seen in 

Figures 7 A and 7B, the arder of the levels can significantly affect the number of 

nodes in the trie. More particularly, in Figure 7A, an originai trie representing 

20 the security rule [TCP, 120.*, 210.*, 90, accept] anci [TCP, 130.*, 210.*, 90, 

accept] is illustrateci. Both Figures 7 A and 78 assume that the default action 

per node is cieny. Since some of the rules in the originai trie in Figure 7 A 

include common elements, the rules can be reordereci so that the number of 

branches in the subtrie are reduced. Forexample, in Figure 7A, the destination 

25 IP aciciress and portfor each branch of the subtrie are the same. Accordingly, if 

these common portions of the rule are implemented at higher levels, the 

duplicate nodes in the trie can be reduced, as illustrateci by Figure 7B. More 

particularly, in Figure 7B, the nodes for destination IP anci port are placed 

before the node for source IP adciress. As can be seen from Figure 7B, 

30 reordering the levels produces a smaller trie. Using a DAG can also reduce the 

number of nodes. 

The problem of finding an orde ring that guarantees a minimum size trie 

has been shown to be NP-complete; however, severa! heuristics have been 

cieveloped [2, 6]. lt should be noted that DAGs anci reordering only reduce the 
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number of nodes in the hierarchy and do not reduce the depth of the trie, which 

influences the traversai time. 

Regardless of the applicability of these different trie modifications, they 

must be performed in concert to achieve an optimal hierarchical design. For 

5 example, the architecture utilizes multiple nodes to distribute traffic load and 

provide differentiated service; however, the trie path length (depth) impacts the 

packet traversai time. Therefore, compression and ordering must be performed 

together to provide differentiated service and optimize packet delay. 

To achieve these goals, information not explicitly given in the security 

10 policy (e.g., QoS, level of trust, and processing time) may be used. For 

example, it is advantageous to piace security tasks that require the most time at 

the lowest levels. This prevents packets from queueing behind traffic that 

requires more processing time; thus, lowering delay. A weight w; can be 

assigned to each security task si (a single rule or multiple rules) based on the 

15 amount of time it requires. For example, an auditing security task requires 

more time (updating system files) than those that only perform field 

comparisons. Using these weights, the trie can be ordered to minimize the 

average traversai time. For example assuming i and j are hierarchy levels, 

where i < j, the trie can be ordered such that the average weight per level 

20 increases from the highest to the lowest level H'; < w1 , Vi =1= J. In addition, the 

trie can be designed to separate traffic based on QoS or level of trust. Traffic 

would traverse different sub-tries, based on the type of service required, 

providing class isolation and different delays. The algorithms described in this 

section can then be applied to these sub-tries independently to reduce size and 

25 traversai time. These ideas were used to design the hierarchical firewall 

simulateci in the preceding section, which showed excellent results. New 

algorithms for trie compression based on traversai time with constraints on QoS 

will be developed for optimizing function-parallel firewall design. 

Packet traversai time remains a key performance metric for firewall 

30 systems. For this reason, queueing models will be used to analyze the delay of 

different firewall designs. The node delay encountered by a packet consists of 

the processing time, queueing delay, and transmission time. The processing 

delay is the time required to perform the security task. Assume node i must 
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process R; rules per packet and can perform xi rules per unit time, then the 

service rate is x/R; packets per unit time. Queueing is the delay associateci 

with waiting for processing and depends on the system state. The transmission 

delay is the time required to transmit the packet, which depends on the packet's 

5 length and the line speed. The maximum delay experienced by a packet 

traversing the firewall is the sum of the node delays along the path from the root 

to a leaf. 

lf it is assumed the packet arrivai and processing (transmission and 

security task) rates are exponentially distributed, the node can be modeled as 

1 O an M/M/1 queue [5, 17]. The firewall can then be considered an open network 

of M/M/1 queues, where probabilities are assigned to each link to indicate the 

likelihood of moving to the next node. This is a Jackson network model, which 

has a product-form solution for the average delay [5, 17]. The average end-to­

end delay for N cascading nodes (traversai path) can be computed as 

15 

( 1) 

where 1/µ; is the service time (processing and transmission) and Il; is the arrivai 

rate to node i. Figures 8A and 88 respectively illustrate Jackson models far 

20 hierarchical and data-parallel firewalls. In Figures 8A and 8B, it is assumed that 

the total arrivai rate to each system is il packets per unit time, each system 

implements the same R rule security policy, and each node can perform x rules 

per unit time. Far the hierarchical firewall, shown in Figure 8A, the policy rules 

are evenly distributed to each node; therefore, the service rate is 3x/R per 

25 node. The traffic arrivai rate to node A is .A packets per unit time, half of the 

packets are forwarded to node B, while the other half is forwarded to node C. 

Although not considered in this example, some traffic may be forwarded into the 

secure network or dropped by node A; therefore in this case, the sum of the 

rates to nodes B and C would be less than A. Using these values, the average 

30 end-to-end delay far either path in the hierarchical firewall is 

1 1 
E1,(T) = 3 + 3 ,.l 

_x - À __K - -
(2) 

R R 2 
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Far the data-parallel configuration, illustrateci in Figure 8B, traffic arrives at the 

packet distributor, which evenly distributes the traffic to each node. Each node 

implements the complete rule set R; therefore, the service rate is x/R. The end-

5 to-end delay across any node in the data-parallel firewall is 

1 
E" (T) = K _ -~- (3) 

R 3 

Using these models, the effect of increasing traffic load A on the average 

end-to-end delay for the two architectures is shown in Figure 9. For this 

1 O example, the arrivai rate .A ranged from 1 to 50 packets per unit time. The rule 

set R consisted of 240 rules, while x equaled 5000 rules per unit time. Each of 

the hierarchical nodes incurred an additional delay of five time units to 

compensate for inter-node transmission. As expected, the average delay 

increases as the network load increases tor both architectures; however, the 

15 average delay is consistently lower for the hierarchical firewall. This is due to 

the decreased rule set per node and the reduced arrivai rates tor nodes B and 

C. The average is an upper bound far the hierarchical firewall. Allowing node A 

to forward packets to the secure network orto drop packets would reduce the 

load on the second level and decrease delays. The arrivai rate is less per node 

20 in the data-parallel firewall; however, the system has a higher end-to-end delay 

because each node must implement the complete rule set. The theoretical 

results are consistent with the experimental results described above. These 

models provide an important tool for analyzing the effect of load and rule 

distribution on end-to-end delay. In addition to analytical results, simulation will 

25 be used to measure the performance of the hierarchical designs under various 

conditions. 

Stateful Firewalls 

Another aspect of the subject matter described herein includes a stateful 

30 hierarchical firewall. The preceding design is considered stateless, or static, 

since the security action taken is based solely on the packet currently 

inspected. A stateful firewall provides better security by tracking and controlling 

network flows (packets belonging to a particular network connection or 
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exchange) [16, 21, 22]. In one exemplary irnplementation, a stateful firewall 

can be achieved by storing state information concerning each flow in a table, 

and then according it with the security policy. For example, each time a TCP 

connection is established from the internal network to the external network, it is 

5 logged in a table. The table may contain the source and destination addresses, 

port numbers, sequencing information, and connection flags. Afterwards, 

packets arriving from the external network claiming to be part of an existing 

TCP connection can be checked against the table. lf a packet belongs to an 

existing connection or exchange, it can be accepted. Otherwise, it is dropped. 

1 O Table entries expire, if packets belonging to an exchange are not observed by 

the firewall aver a period of time [21]. 

Therefore, a stateful firewall is dynamic and limits the hackers' 

opportunity to exploit certain services. The increased security does require 

additional memory and time far table manipulation, which is problematic for 

15 high-speed networks. Furthermore, the firewall must processali traffic arriving 

and departing the secure network to adequately maintain the connection tables 

21]. To salve these problems, the proposed firewall system will be divided into 

two hierarchies, one far arriving traffic and another for departing traffic, as 

illustrated in Figure 1 O. In Figure 1 O, a stateful firewall system includes first and 

20 second hierarchical firewall subsystems 1000 and 1002 and a contrai node 

1004. First and second hierarchical firewall subsystems 1000 and 1002 may be 

function-parallel firewall systems including a plurality of firewall nodes with 

different rules distributed among different nodes as described above. In one 

exemplary implementation, hierarchical firewall subsystem 1000 may include at 

25 least two firewall nodes that implement different portions of a first firewall rule 

set. Similarly, hierarchical firewall subsystem 1002 may include at least two 

firewall nodes that implement different portions of a second firewall rule set. 

Firewall subsystem 1000 may filter packets entering the network. Firewall 

subsystem 1002 may filter packets departing from the network. Firewall 

30 subsystems 1000 and 1002 may share state information regarding connections 

established through the nodes within each system·. Contrai node 1004 may 

stare the state information and may be accessible by the nodes in hierarchical 

firewall subsystems 1000 and 1002. Rules can be distributed to the 
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hierarchies and the designs can be optimized using the methods described in 

preceding section. 

However, a new problem with the stateful model is the need to distribute 

state information across nodes. For example, nodes that scrutinize arriving 

5 traffic must be aware of any new connections permitted by nodes that inspect 

departing traffic. Furthermore, nodes must be informed of table entries that 

expire over time. To communicate state information, a centrai database 

mach i ne, such as contrai node 1004, may collect and distribute the information 

(table entries) to the appropriate nodes. In one exemplary implementation, 

1 O contro! node 1004 may not perform table queries on behalf of nodes. Individuai 

nodes will only query their locai tables, which prevents the centrai mach i ne from 

becoming a bottleneck. In addition, the centrai machine will only send 

information (table entries) to nodes that might require it. As a result of this 

policy, the table searched by an individuai node is reduced (contains only 

15 relevant information) as well as the search time. In an alternate 

implementation, contrai node 1004 may store the connection table and may 

perform queries for packets received by firewall subsystems 1000 and 1002. 

Survivability and Firewall Grids 

20 Another aspect of the subject matter described herein focuses on 

increasing the survivability of the hierarchical design. Although the proposed 

design has the benefit of increased packet throughput and minimal delay, the 

reliability of the system is decreased, since more machines (nodes) are 

deployed. For example, ifthe highest level nodefails (is unable to inspect more 

25 traffic or goes off-line}, then the entire hierarchy is unable to process packets. 

For this reason, the hierarchy is considered an n of n system, where all n 

machines must be functioning for the system to operate correctly [4, 12]. 

Survivability of the system can be improved with the use of redundant 

(parallel) nodes at different levels. For example, the first leve! may include 

30 multiple machines in parallel, where each machine implements the same 

security task (e.g., an IP check). An arriving packet would be sent to only one 

of the parallel machines, where it would be accepted, dropped, or forwarded to 

the next leve! far further processing. lf one of the parallel nodes fails, then the 
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remaining nodes can process the traffic. An additional benefit of parallel 

processing is the equa! distribution of traffic among nodes, which can result in 

higher throughput and lower delays. Details such as where to locate parallel 

nodes and the number of machines required for each parallel configuration may 

5 depend on the desired degree of reliability versus cost of deploying redundant 

machines. 

Yet another aspect of the subject matter described herein includes a grid 

of configurable firewalls (nodes) that can be used to efficiently process traffic, 

while being highly available. In one exemplary implementation, the grid may 

1 O include a network of highly interconnected nodes (possibly via a high-speed 

switch or router) that can be logically deployed in various configurations (e.g., 

parallel, hierarchical, or hybrid). The advantage of the firewall grid is its ability 

to quickly adapt to new demands. When security needs change (e.g., due to 

policy changes, increased traffic volume, or node failure), these machines can 

15 be deployed or configured to maintain throughput and QoS requirements. Far 

example, in a logica! hierarchy, ifa higher level encounters an increased traffic 

load, less frequently used redundant machines at lower levels can be 

reconfigured to process packets at the higher level. Unlike the hierarchical 

model, physical changes are not required, since all the machines are 

20 interconnected. Only the logica! connection between nodes must be updated, 

which can be performed quickly. Like the stateful hierarchical firewall, the initial 

grid model will use a centrai machine to coordinate node configuration and 

communication. This centrai machine will play an important raie in the system 

(balancing processing demand per node) and may con stra in the efficiency of 

25 the firewall grid. Future versions of the firewall grid will attempt to piace more 

intelligence in the nodes and allow them to interact independently and adapt 

dynamically under the guidance of a generai security policy. 

Figures 11 A and 11 B illustrate an example of a firewall grid according to 

an embodiment of the subject rnatter described herein. Referring to Figure 

30 11A, a plurality of firewall nodes 1100-1114 are connected via a contro! node 

1116. Each firewall node 1100-1114 may be configured to implement different 

portions of a firewall rule set, as controlled by contrai node 1116. Each of the 

firewall nodes is physically connected to the other firewall nodes via physical 
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connections 1118. Physical connections 1118 may be locai area network 

connections, such as Ethernet connections. As such, contrai node 1116 may 

be an Ethernet switch. 

In Figure 11 B, firewall nodes 1100-1114 are connected via logical 

5 connections 1120. Logica! connections 1120 may be implemented by contrai 

node 1116 without changing physical connections 1118. For example, contro! 

node 1116 may configure the output port to which firewall 1106 is connected to 

receive frames from firewalls 1100, 1102, and 1104. Similar internal 

configurations can be implemented for the remaining firewalls illustrateci in 

1 O Figure 11 B. In Figure 11 B, logica! connections 1120 between the firewalls 

implement a hierarchical, function-parallel firewall design, such as that 

illustrateci in Figure 1. In addition, the design illustrated in Figure 11 B is also 

data-parallel at each level. For example, each firewall node at each level may 

implementa common rule or rule set. For example, the rule set implemented 

15 by the firewall nodes in level 1 is illustrateci in Figure 11 B as R1. The firewall 

nodes in leve! 2 implementa rule set represented by R2, and the firewall nodes 

in level 3 implementa rule set represented by R3. lf any of the fìrewall nodes in 

a given level fails, the remaining firewall nodes in that level may take over 

operation far the failed firewall. Alternatively, as described above, ifa failure or 

20 a bottleneck occurs at one level, a less-used firewall at another level may be 

logically configured to operate at the level where the failure or congestion 

occurred. Packet dìstributors 1122 may be configured to distribute the firewall 

rules between the firewalls at each level. Thus, as illustrateci by Figures 11A 

and 11 B, logica! connections between firewall nodes and a firewall grid may be 

25 dynamically altered (i.e., changed on the fly without ceasing packet filtering 

operation) by a controller node without changing the physical connections 

between the firewalls. 

30 

Firewall lmplementation 

In addition to the analytical models and simulations described above, an 

implementation of a hierarchical firewall to measure performance will now be 

described. One exemplary implementation may utilize Linux-based PCs and 

Ethernet connections. Each PC will contain multiple Ethernet cards and be 
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loaded with the Linux 2.4 kernel. The 2.4 kernel has support for various packet 

queueing disciplines, traffic contro! methods, and packet processing (e.g., 

iproute2, te, and iptable). Collectively, these functions are required far 

advanced packet filtering. Far example, iproute2 and iptable can route packets 

5 based on information other than the destination address, while te can mark and 

shape traffic. PCs will serve as hierarchical nodes, sources and receivers of 

network traffic, and hierarchy controllers. 

Results from an initial implementation of a three-node hierarchical 

firewall indicate that these open-source components are suitable for high-speed 

1 O networks. The Computer Science Department at Wake Forest University has 

1 O PCs available for this project, where each has a 600 Mhz processor and 

multiple 100 Mbps Ethernet cards. These machines will serve as an initial 

testbed for system development; however, faster machines and high-speed 

network connections are required for actual system testing. Far this reason, 

15 this project requests the purchase of 6 additional PCs (2.4 Ghz processors), 

each with multiple ·Gigabit Ethernet cards (3 cards per machine ). These new 

machines will be configured as the firewall, while the current machines will 

serve as traffic generators and receivers. For comparison purposes, parallel 

and single-machine firewalls will also be implemented using this equipment. 

20 Any software required will be developed and provided by the Computer Science 

Department. 

Firewall Rule Distribution for Function-Parallel Firewall Design 

As stateci above, one aspect with creating an optimal function-parallel 

25 firewall design includes distributing rules among firewalls in the firewall rule set. 

30 

Firewall rules are preferably distributed among firewall nodes in a manner that 

preserves firewall policy integrity. The following sections describe an 

exemplary firewall rule set and different options for distributing the firewal! rule 

set among firewall nodes in a function-parallel firewall design. 

Firewall Policy 

In this section and the following sections, a rule r is modeled as an 

ordered tuple of sets, r = (r[1], r[2], ... , r[k]). Order is necessary among the 

tuples since comparing rules and packets requires the comparison of 
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corresponding tuples. Each tuple r[/] is a set that can be fully specified, specify 

a range, or contain wildcards '*' in standard prefix format. Far the Internet, 

security rules are commonly represented as a 5-tuple consisting of: protocol 

type, IP source address, source port number, IP destination address, and 

5 destination port number [21, 22]. For example, the prefix 192. * would re present 

any IP address that has 192 as the first dotted-decimal number. Given this 

model, the ordered tuples can be supersets and subsets of each other, which 

forms the basis of precedence relationships. In addition to the prefixes, each 

filter rule has an action, which is to accept or deny. However, the action will not 

1 O be considered when comparing packets and rules. Similar to a rule, a packet 

(IP datagram) d can be viewed as an ordered k-tuple d = (d[1], d[2], ... , d[k]); 

however, ranges and wildcards are not possible for any packet tuple. 

Using the previous rule definition, a standard security policy can be 

modeled as an ordered set (list) of n rules, denoted as R = {r1, r2, ... , rn}- A 

15 packet d is sequentially compared against each rule ri starting with the first, unti I 

a match is found (d ⇒ r;) then the associateci action is performed. A match is 

found between a packet and rule when every tu pie of the packet is a subset of 

the corresponding tuple in the rule. 

20 Definition Packet d matches n if 

d ⇒ n iff d[/] e r;[n, I= 1, ... , k 

The rule list R is comprehensive if for every possible legai packet d a 

match is found using R. Furthermore, two rule lists R and R' are equivalent if 

for every possible lega I packet d the same action is performed by the two rule 

25 lists. lf Rand R' are different (e.g. a reorder) and the lists are equivalent, then 

the polìcy integrity is maintained. 

As described above, a rule list has an implied precedence relationship 

where certa in rules must appear before others if the integrity of the policy is to 

be maintained. Table 2 shown below illustrates an exemplary rule set that will 

30 be used herein to illustrate precedence relationships and rule assignment 

accordìng to an embodiment of the subject matter described herein. 
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No. Proto. 
Source Destination Action Prob. 

IP Port IP Port 

1 UDP 1.1.* * * 80 deny 0.01 

2 TCP 1. * * 1 .* 90 accept 0.02 

3 TCP 2.* * 2.* 20 accept 0.25 

4 UDP 1.* * * * accept 0.22 

5 * * * * * deny 0.50 

Table 2: Example Security Policy Consisting of Multiple Ordered Rules 

In Table 2, rule r1 must appear before rule r4, likewise rule r5 must be the last 

5 rule in the policy. lf for example, rule r4 was moved to the beginning of the 

policy, then it will shadow [23] the originai rule r1. Shadowing is an anomaly that 

occurs when a rule r1 matches a preceding rule ri, where i <j. As a result of the 

relative arder 0 will never be utilized. However, there is no precedence 

relationship between rules r1, r2, or r3 given in Table 2. Therefore, the relative 

1 O arder of these three rules will not impact the policy integrity and can be 

changed to improve firewall performance. 

As described in [28], the precedence relationship between rules in a 

policy can be modeled as a Policy Directed Acyclical Graph (DAG). Let G = 

(R,E) be a policy DAG fora rule list R, where vertices are rules and edges E 

15 are the precedence relationships (constraint). A precedence relationship, or 

edge, exists between rules ri and 11, if i< j and the rules intersect [28]. 

Definition The intersection of rule r; and r1, denoted as r; n 1; is 

rin I}= (r;[J] n 0 [/]), /= 1, ... , k 

20 Therefore, the intersection of two rules results in an ordered set of tuples that 

collectively describes the packets that match both rules. The rules r; and I} 

intersect if every tu pie of the resulting operation is non-ernpty. In contrast, the 

rules r; and 0 do not intersect, denoted as ri 0 0, if at least one tuple is the 

empty set. lt should be noted that the intersection operation is symmetric; 

25 therefore, if r; intersects I}, then 0 will intersect r;. The sarne is true for rules that 

do not intersect. 

For example, for the rules given in Table 2, the intersection of r1 and r4 

yields (UDP, 1.1.*, *, *, 80). Again, the rule actions are not considered in the 

-26-



Keysight, EX-1002 
Page 742

wo 2006/093557 PCT /0S2005/04 7008 

intersection or match operation. Since these two rules intersect, a packet can 

match both rules for example d = (UDP, 1.1.1.1, 80, 2.2.2.2, 80). The relative 

order must be maintained between these two rules and an edge drawn from r1 

to r4 must be present in the DAG, as seen in Figure 12. In Figure 12, the policy 

5 DAG represents the rules in Table 2. Vertices 1200 indicate rules while edges 

1202 indicate precedence relatìonships. Rules r2 and r3 in Table 2 provide an 

example of rules that can be re-ordered without changing the firewall policy. 

These two rules do not intersect due to the fifth tuple (destination port). A 

packet cannot match both rules indicating the relative order can change; 

1 O therefore, an edge will not exist between them. 

As described above, traditional firewall implementations consist of a 

single, dedicated machine, similar to a router, that applies the rule setto each 

arriving packet. However, packet filtering represents a significantly higher 

processing load than routing decisions [15, 18, 22]. For example, a firewall that 

15 interconnects two 100 Mbps networks would have to process over 300,000 

packets per second [21]. Successfully handling these traffic loads becomes 

more difficult as rule sets become more complex [4, 14, 22]. Furthermore, 

firewalls must be capable of processing even more packets as interface speeds 

increase. In a high-speed environment (e.g. Gigabit Ethernet), a single firewall 

20 can easily become a bottleneck and is susceptible to DoS attacks [4, 7, 1 O, 11]. 

Building a faster single firewall is possible [8, 15, 18, 19, 20]; however, the 

benefits are temporary (traffic loads and interface speeds are increasing); it is 

not scalable; it is a single point of failure; and it is generally not cost-effective for 

all installations. 

25 Parallelization has been demonstrated to offer a scalable approach for 

improving the performance of network firewalls. As seen in Figure 13A, parallel 

designs consist of multiple firewalls, referred to as firewall nodes, connected in 

an array. In Figure 13A, firewall nodes 1300 each implementa common rule 

set. A packet distributor 1302 load shares packets among firewall nodes 1300. 

30 In Figure 138, a function-parallel design is illustrateci where firewall nodes 1304 

implement different portions of a firewall rule set. A packet duplicator 1306 

duplicates each packet to each firewall node. A gate 1308 controls packets 

entering the network based on contrai information received from firewall nodes 
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1304. The operation ofthe system illustrateci in Figure 13B will be described in 

more detail below. 

The two designs depicted in Fìgures 13A and 13B are different based on 

what is distributed: packets or rules. Far example, the design developed by 

5 Benecke et al consisted of multiple identica! firewall nodes connected in 

parallel, as shown in Figure 13A. Each firewall node implements the complete 

security policy R, and arriving packets are distributed across the firewall nodes 

for processing (one packet is sent to one firewall node) [4]; therefore different 

packets are processed in parallel. Using terminology developed for parallel 

1 O computing, this design is considered data-parallel since the data (packets) is 

distributed across the firewall nodes [25]. How the load-balancing algorithm 

distributes the packets is vital to the data-paral!el system and typically 

implemented as a specialized high-speed switch [11, 12]. Although data­

parallel firewalls have been shown to achieve higherthroughputthan tradìtional 

15 firewalls and have a redundant design [4], they suffer from two major 

disadvantages. First, these designs have difficulty maintaining QoS across 

networks. For example, legitimate traffic can encounter delays if it is queued 

behind traffic that requires more processing. Under these circumstances, users 

notice poor network performance, which is a growing concern as more network 

20 applications require QoS assurances. Second, stateful inspection requires ali 

traffic from a certain connection or exchange to traverse the same firewall node, 

which is difficult to perform at high speeds using the data-parallel approach [4, 

14]. 

25 Rule Distribution and Function-Parallel Firewall 

As described above, new scalable firewall designs are needed to cope 

with increasing traffic loads, network speeds, and security threats. To address 

these issues, one implementation of the subject matter described herein 

includes a firewall design that consists of multiple firewalls connected in parallel 

30 and a gate machine, as shown in Figure 13B. Again in this design, the 

individuai firewalls will be referred to as firewall nodes. However unlike the 

data-parallel design that distributes the packets, the function-parallel design 

distributes the policy rules across the firewall nodes. The distribution is done 

such that policy integrity is maintained. Therefore, a single traditional firewall 
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and a function-parallel firewall will always give the same result far any packet. 

The rules distributed to a firewall node will be referred to as the locai rule set or 

locai policy. Using parallel computing terminology this design will be referred to 

as function-parallel, since the rules are distributed across the firewall nodes 

5 [25]. 

The generai operation of one exemplary function-parallel system can be 

described as follows. When a packet arrives to the function-parallel system, the 

packet is forwarded to every firewall node. Each firewall node processes the 

packet using its loca! rule list. The firewall node then signals the gate indicating 

1 O either no match was found or provides the rule number and action if a match 

was found. Therefore, no match is a valid response and is required for this 

basic function-parallel design. The gate keeps track of the results and 

determines the fìnal action to perform on the packet. For example, a first match 

policy can be implemented by applying the action of the lowest numbered 

15 matching rule to the packet. 

The performance of this basic design can be improved by allowing the 

firewall nodes to pipeline packets [25]. Far example, once a firewall node has 

compieted processing a packet, it can immediateiy begin processing the next 

packet. This allows the firewall nodes to work independently, thus increasing 

20 the overall system performance. However, pipelining requires the gate to keep 

track of multiple packets simuitaneously. Performance can also be increased if 

the gate can signal the firewali nodes that further processing of a certain packet 

is no longer needed (similar to short-circuit evaluation). This occurs when the 

appropriate match has been found by a firewall node before the other firewall 

25 nodes have compieteci processing the same packet. Short-circuit evaluation 

requires the gate to know how the rules are distributed as well as the 

dependencies, which is discussed in detail below. 

The function-parallel design has severa! significant advantages over 

traditional and data-parallel firewalls. First, the function-parallel design results 

30 in the faster processing since every firewall node is utilized to process a single 

packet. Reducing the processing time, instead of the arrivai rate (the data­

parallel paradigm), yields better performance that wili be proven theoretically 

and demonstrated experimentally. Second, unlike the data-parallel design, 

function-parallel can maintain state information about existing connections. 
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Maintaining state can be viewed as the addition of a new rule corresponding to 

a requested connection. Unlike the data-parallel design, the new rule can be 

placed in any firewall node since a packet will be processed by every firewall 

node. Third, the function-parallel design has the unique ability to provide 

5 service differentiation between classes of traffic; therefore, the design can 

provide QoS requirements. Finally, the function-parallel system can be 

implemented using any current firewall system (as discussed below, the gate 

can be removed), without any specialized hardware. The disadvantage of the 

system is the limited scalability, since the system cannot have more firewall 

1 O nodes than rules, unless data-redundancy is provided. However, given the size 

of most firewall policies range in the thousands to hundred of thousands of 

rules, which is expected to increase, the scalability limit is not an important 

concern. 

The operation and performance of the function-parallel design depends 

15 on the correct distribution of policy rules. Rule distribution techniques that 

maintain integrity, increase processing speed, allow redundancy and 

robustness, and eliminate the gate are described in the following sections. 

Rule Distribution and Policy lntegrity 

20 As described above, the function-parallel design distributes the security 

policy rules across an array of firewall nodes. Using this design, ali the firewall 

nodes process an arriving packet in parallel using its locai rule set. The rules 

must be distributed such that the integrity of the policy is maintained. Again, it 

will be assumed in the examples described herein that a first-match policy is 

25 desired. Therefore, the distribution of the rules must not introduce any 

anomalies into the originai rule list, such as shadowing. 

Let m be the number of firewall nodes in the system and j be a firewall 

node j = 1 ... m. Each firewall node has a local rule set that is a portion of the 

security policy. Denote the loca! rule list for firewall node j as Ri that has nj 

30 rules. The firewall node wi!I process an arriving packet using the local rule list 

in a top-down fashion to find the first match. lt should be noted that a software 

implementation of the firewall node according to the subject matter described 

herein is not required to have a rule list. The function-parallel design is 

independent of software implementation. In this scenario integrity is maintained 
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under two conditions: every rule is assigned to at least one firewall node, and a 

policy DAG edge never traverses upward within a firewall node. The first 

condition assures every rule in the originai policy exists in the function-parallel 

system, while the seconci condition prevents rule shadowing within a firewall 

5 node. Consicier a two-firewall node system anci the five-rule policy given in 

Table 2. Possible rule ciistributions are depicteci in Figures 14A-14C. The 

ciistribution illustrateci in Figure 14A will be referred to as vertical, while the 

distribution illustrateci in Figure 14B will be referred to as horizontal. In both 

cases the five rules are present and ali policy DAG edges are ciownward; thus 

1 O integrity is maintained. In contrast, Figure 14C is an illegal distribution because 

rule r4 shadows r1 (upwarci policy DAG ecige). 

The gate can also utilize the policy DAG to determine the first match, 

and if a short-circuit evaluation can occur. For example consider the 

distribution illustrateci in Figure 14A. Assume a packet matches r3 in the 

15 second firewall nocie anci this result is reporteci to the gate. Using the policy 

DAG, the gate can determine this is the first match, since it is impossible fora 

packet that matches r3 to also match any rules that prececied it in the originai 

policy (rules r1 or r2). The gate can inform the remaining firewall nodes to stop 

processing the packet. 

20 
Optimal Rule Distribution 

The previous section described the distribution requirements for 

maintaining policy integrity. However it was proven in [27] that any linear 

arrangement of a policy DAG maintains integrity, which also holds fora locai 

25 policy DAG. Furthermore as evident in the previous section, many different 

distributions are possible. Given the possible rule ciistributions for the function­

parallel design, a ciistribution is sought that minimizes the average number of 

comparisons required per packet [27]. 

Achieving this goal will require information not present in the firewall rule 

30 list. Certain firewall rules have a higher probability of matching a packet than 

others. As a result, it is possible to develop a policy profile over time that 

inciicates frequency of rule matches (similar to cache hit ratio). Let P = {P1, P2, 

... , Pn} be the policy profile, where p; be the probability that a packet will match 

rule r; (first match in the policy). Furthermore, assume a packet will always find 
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5 

" 
a match, LP; = 1; therefore R is comprehensive. Using this information, the 

1=! 

average number of rule comparisons required for the policy R using a standard 

single machine firewall is 

li 

E(R) =Li. P; (4) 
i=I 

This equation also applies to firewall nodes. However, the rules of a locai policy 

include rules of the originai policy; therefore, a mapping between the loca I and 

originai policy rules is needed. Let r;,j represent the /h rule of firewall node j, 

1 O that corresponds a certa in rule in the originai rule list R. Consider the locai rule 

list for the second firewall node depicted in Figure 14A. The locai policy is R 2 = 

{r4, r5}, where r1.2 = T4 and r2,2 = rs. Similarly, !et p;,i be the probability of 

matching the /h rule of firewall node j. Therefore the average number of 

comparisons required for firewall node j is 

15 

20 

11, 

E(R.J) =Li· Pi.1 (5) 
i=I 

Using the previous equation, the average number of comparisons required for 

the function-parallel system is 

m m n, 

Er(R) = LE(Rj) = LL>· P;, 1 (6) 
i=l i=I i=I 

For example, the average number of comparisons required far the distribution 

given in Figure 14A is 2.24, while the average number of comparisons tor the 

25 distribution given in Figure 14B is 2.45. 

Given a policy DAG G = (R,E) and policy profile P, a distribution is 

sought that minimizes Equation 6. In the absence of precedence relationships, 

the average number of comparisons is minimized if the rules are sorted in non­

increasing arder according to the probabilities [28], which is also referred to as 

30 Smith's algorithm [29]. The sorted rules are then distributed in a horizontal 

fashion, as depicted in Figure 14B. Precedence constraints cause the problem 
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to be more realistic; however, precedence constraints also make determining 

the optimal permutation more problematic. In [27] determining the optimal rule 

orderfor a single machine firewall is provento be NP-complete; therefore, so is 

determining the optimal function-parallel rule distribution. However, [27] 

5 presents a simple sorting algorithm to improve the optimal order, that can be 

modified to apply to function-parallel rule distribution. This modified algorithm 

sorts the policy rules using the method described in [27], then distributes the 

rules in a horizontal fashion. 

1 O Redundancy 

Similar to the traditional and data-parallel firewalls, a disadvantage of the 

current function-parallel design is its inability to withstand a single firewall node 

failure. lf a single firewall node fails in the function-parallel system, then part of 

the policy is lost and integrity is not maintained. A simple solution commonly 

15 used for traditional firewalls is to duplicate the entire system; however, this 

solution is cast prohibitive, not efficient, and difficult to manage. 

Redundancy can be provided in the function-parallel design by 

replicating rules, instead of firewall nodes. Consider the function-parallel 

system depicted in Figure 15A, that includes four firewall nodes and an eight-

20 rule policy distributed in a horizontal manner. lf the locai rule list of the right 

neighbor is added to the end of every firewall node, as illustrateci in Figure 15B, 

then any non-continuous firewall nodes can fail and integrity will be maintained. 

lt should be noted that the criteria far maintaining integrity stil! apply: every rule 

must be implemented at a node and no upward edges in the loca I policy DAG. 

25 Furthermore, the redundant design requires short-circuit evaluations to prevent 

multiple firewall nodes from evaluating the same rule. 

Gateless Design 

The gate plays an important role in the function-parallel design. lt 

30 accepts information from the firewall nodes to determine the correct action to 

apply to a packet. Unfortunately, the gate is a special device that must 

coordinate with the individuai firewall nodes in the system, which may be 

problematic to implement. However, it is possible to eliminate the gate and 

allow the firewall nodes to operate independently without any coordination. The 
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significant advantage is that the gateless function-parallel design can be 

implemented with any firewall system (from open source to proprietary). 

Eliminating the gate requires a rule distribution such that far any given 

packet, only one machine will ever accept and the remaining machines will 

5 always deny. As described above, rule actìons are either accept or deny. This 

can be seen in the policy DAG by denoting deny rules with a square and accept 

rules with a circle. To assure only one machine will accept a packet, an accept 

rule in a firewall node cannot intersect with another accept rule in any other 

firewall node. As described above, the intersection of two rules describes the 

1 O set of packets that can match both rules. lf an edge spans the local rules of 

firewall nodes, then the set of packets would be accepted by both firewall 

nodes; thus, duplicate packets would be accepted. In addition, every drop rule 

must be present in each firewall node to assure the remaining firewall nodes will 

drop the packet. Given these two requirements a policy DAG edge will not 

15 span firewall nodes, as illustrated in Figures 16B and 16C. 

Far example, considera two-firewall node function-parallel system that 

implements the five-rule policy given in Table 2. The policy DAG is given in 

Figure 16A, where the first and last rules are deny. An initial gateless rule 

distribution is given in Figure 16B which has no edges spanning the firewall 

20 nodes. Given the local policy DAG, deny rules can be removed if: no inbound 

edges exist far the deny rule; and ali out-going edges far the deny rule connect 

to a superset deny rule. Using these constraints, the first rule in the second 

firewall node depicted in Figure 16B can be removed (it is a subset of r5 and 

has no other edges ). This gives the fin al gateless rute distribution shown in 

25 Figure 16C. As a result, the first firewall node in this distribution will only 

process UDP traffic, while the second mach in e only processes TCP. The rules 

can be divided with respect to other tuples, and can be done to provide QoS 

guarantees. 

30 Theoretical Results 

Assuming arrivals and service times are exponentially distributed, a 

firewall system can be considered an open network of M/M/1 queues (Jackson 

network) [5, 17]. Probabilities can be assigned to each link to indicate the 

likelihood of moving to the next node, which are given from the policy profile (hit 
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5 

ratio) described above. The average end-to-end delay for q cascading 

machines (traversai path) can be computed as 

(7) 

where 1/µ; is the service time (processing and transmission) and lii is the arrivai 

rate to node i. As a result, we have a theoretical model for the average de!ay 

across a firewall system. Consider the data-parallel and functional-parallel 

firewall designs given in Figures 13A and 138. Assume each system consists 

10 of m machines and implements the same n rule security policy. Let the tota! 

arrivai rate to each system be Il packets per unit time and each node performs x 

rules per unit time. 

Far the data-parallel firewall, traffic arrives at the packet distributor, 

which evenly distributes the traffic. As a result the arrivai rate to each mach i ne 

15 is .A m. The service rate is x n, since each node implements the complete rule 

set. The end-to-end delay across any machine in the parallel firewall is 

(8) 

n m 

20 In contrast, rules are distributed across each machine, in the function-

25 

parallel firewall. Furthermore, all traffic arriving to the system is forwarded to 

each machine. lf we assume the rules in each machine are independent (no 

policy DAG edges spanning machines), then the end-to-end delay across any 

machine in the functional-parallel firewall is 

1 
E (T)=---

.1 /Jl·X 
--;L 

(9) 

ll 

The reduction in delay compared to a data-parallel firewall system is 1 m; 

therefore, the functional-parallel system has the potential to be m times faster 

30 than a (data) parallel system. However, the scalability of the functional-parallel 

system is dependent on the rule set. 
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Figures 17 A and 17B compare the performance of function-parallel, 

data-parallel, and single firewall designs. More particularly, Figure 17 A 

compares the average among the different firewall designs as the arrivai rate À 

increases. As can be seen from Figure 17 A, the function-parallel design 

5 achieves lower average delay as the arrivai rate increases than the data­

parallel design. Figure 17B illustrates the average delay as arrivai rate and the 

number of rules increase. In Figure 17B, the function-parallel design again 

achieves better simulateci performance than the data-parallel design. 

1 O Experimental Results 

The previous section described models that provide insight to the 

average delay across different firewall designs. This information is beneficiai in 

guiding initial design; however, we are also interested in the maximum delay 

encountered. For this reason, a discrete event simulator has been developed 

15 to model the different systems. 

The data-parallel firewall and function-parallel firewall designs were 

simulated, where both systems implemented a 50-rule policy and each 

consisted of 5 firewall nodes. Three classes of traffic were modeled, first, 

second, and background. The first and second classes represent legitimate 

20 traffic that was eventually accepted by the firewall system, while background 

traffic was typically dropped. The two designs were simulated under normai 

conditions, where each traffic type had the same volume. Figures 18A and 18B 

shows the simulation results. As seen in Figure 18A and predicted by the 

theoretical models, the average delay encountered by packets in the functional-

25 parallel design was lower than the data-parallel designs. The function-parallel 

design also provided lower maximum delays than the data-parallel, as seen in 

Figure 18B. In summary, the theoretical models and simulation results indicate 

function-parallel is a better design than a traditional single firewall system or a 

data-parallel system; yet, function-parallel requires no more computing 

30 resou rces than data-parallel. 

Summary 

Thus, as described above, the subject matter described herein includes 

methods, systems, and computer program products for providing a function-
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parallel firewall where different portions of a firewall rule set are distributed 

among different firewall nodes. Figure 19 is a flow chart illustrating exemplary 

steps of a process for filtering packets using a rule set distributed among 

firewall nodes in a function-parallel manner. Referring to Figure 19, in step 

5 1900, packet filtering rules of a rule set are distributed among nodes in a 

function-parallel manner so that different nodes implement different portions of 

the rule set. In step 1902, packets to be filtered are replicated to each of the 

nodes. In step 1904, the packets to be filtered are replicateci to each of the 

nodes. In a hierarchical design, step 1904 may be implemented at each level in 

1 O the hierarchy. lf a packet passes or fails at one level, the packet may be 

forwarded into a network or dropped, depending on the distribution of the rule 

set. In step 1904, the rules are applied to filter the packets. 

The steps illustrateci in Figure 19 and in all of the examples described 

herein may be applied to firewall systems that filter packets based on packet 

15 header information, intrusion detection systems that filter packets based on 

packet payload information, or intrusion protection systems that filter packets 

based on a combination of packet header and packet payload information. 

The following references correspond to the citations in this document. 

The disclosure of each of these references is hereby incorporateci herein by 

20 reference it its entirety. 
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CLAIMS 

What is claimed is: 

1. A function-parallel firewall comprising: 

(a) a first firewall node for filtering received packets using a first 

portion of a rule set including a plurality of rules, the first portion 

including less than ali of the rules in the rule set; and 

(b) at least one second firewall node for filtering packets using a 

second portion of the rule set, the second portion including at 

least one rule in the rule set that is not present in the first porti on, 

wherein the first and second portions together include ali of the 

rules in the rule set. 

2. The function-parallel firewall of claim 1 wherein the first and second 

portions respectively include rules present in first and second levels of a 

firewall hierarchy. 

15 3. The function-parallel firewall of claim 2 wherein the first and second 

firewall nodes are connected to each other such that the rules in the first 

leve! are applied to received packets before the rules in the second 

leve!. 

20 

4. The function-parallel firewall of claim 3 wherein the first firewall node is 

adapted to forward packets that pass one of the rules in the first portion 

to an internal network in a manner that bypasses the second firewall 

node. 

5. The function-parallel firewall of claim 3 wherein the first firewall node is 

25 6. 

adapted to discard packets that fail one of the rules in the first portion. 

The function-parallel firewall of claim 3 wherein the rules in the second 

30 

portion are more processor-intensive than the rules in the first portion. 

7. The function-parallel firewall of claim 1 comprising: 

(a) a packet distributor for replicating each packet to the first and 

second firewall nodes; and 

(b) a gate machine for collecting results of applying the first and 

second portions of the rule set to each packet from the first and 

second firewall nodes and for making a forwarding decision 

based on the results. 
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8. The function-parallel firewall of claim 7 wherein each of the first and 

second firewall nodes is adapted to process the packets in a pipelined 

manner and wherein the gate machine is adapted to maintain state 

information tor multiple packets simultaneously. 

5 9. The function-parallel firewall of claim 7 wherein the gate machine is 

adapted to signal the second firewall node when processing of a packet 

10. 

10 

11. 

12. 

15 

is no longer needed due to matching of the packet with one of the rules 

used by the first firewall node. 

The function-parallel firewall of claim 1 wherein the first and second 

firewall nodes implement rules of the same hierarchical level. 

The function-parallel firewall of claim 1 wherein at least one of the rules 

in the first portion is present in the second portion to provide 

redundancy. 

The function-parallel firewall of claim 1 wherein the first and second 

firewall nodes are configured to implement a gateless design wherein. 

the rules are distributed among the first and second firewall nodes such 

that far any given packet, one of the first and second firewall nodes will 

accept the packet and the other of the first and second firewall nodes will 

deny the packet. 

20 13. The function-parallel firewall of claim 1 wherein the first and second 

firewall nodes are implemented on different physical machines. 

14. The function-parallel firewall of claim 1 wherein the first and second 

25 15. 

firewall nodes are implemented on different processors in the same 

machine. 

The function-parallel firewall of claim 1 wherein the first and second 

firewall nodes are adapted to simultaneously process copies of the same 

packets. 

16. The function-parallel firewall of claim 1 wherein the rule set includes 

firewall rules for filtering packets based on packet headers. 

30 17. The function-parallel firewall of claim 1 wherein the rule set includes 

intrusion detection rules for filtering packets based on packet payloads. 

18. The function-parallel firewall of claim 1 wherein the rule set includes 

intrusion protection rules far filtering packets based on a combination of 

packet headers and packet payloads. 
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19. A stateful function-parallel firewall system comprising: 

5 

10 

15 

20 20. 

25 

21. 

30 

22. 

(a) a fìrst function-parallel firewall subsystem including a plurality of 

firewall nodes implementing a first rule set for filtering packets 

arriving in a network, wherein the first function-parallel firewall 

subsystem includes at least first and second firewall nodes 

respectively implementing first and second portions of the first 

rule set, the first portion including at least one rule that is not 

present in the second portion; and 

(b) a second function-parallel firewall sub-system including a second 

set of firewall nodes implementing a second rule set for filtering 

packets departing from the network, wherein the second function­

parallel firewall subsystem includes at least third and fourth 

firewall nodes, the third and fourth firewall nodes implementing 

first and second portions of the second rule set, the first portion of 

the second rule set including at least one rule that is not present 

in the second portion of the second rule set, wherein the first and 

second function-parallel firewall subsystems share state 

information regarding connections established through the first 

and second sets of firewall nodes. 

The stateful function-parallel firewall system of claim 19 comprising a 

database node coupled to the first and second function-parallel firewall 

subsystems, wherein the database node stores the state information, 

wherein the first set of firewall nodes obtains state information regarding 

connections established through the second set of firewall nodes from 

the database node, and wherein the second set of firewall nodes obtains 

state information regarding connections established through the first set 

of firewall nodes from the database node. 

The stateful function-parallel firewall system of claim 20 wherein the first 

and second sets of firewall nodes stare copies of the state information 

maintained by the database node. 

The stateful function-parallel firewall system of claim 19 wherein the first 

and second function-parallel firewall subsystems each include a gateless 

design wherein rules are distributed among individuai firewall nodes 

-42-



Keysight, EX-1002 
Page 758

wo 2006/093557 PCT /0S2005/04 7008 

23. 

5 

24. 

10 

25. 

26. 

15 

27. 

20 

such that a received packet will be accepted by a single firewall node 

and will be denied by remaining firewall nodes. 

The stateful function-parallel firewall system of claim 19 wherein the 

firewall nodes of the first subsystem are adapted to simultaneously 

process copies of the same packets arriving in the network and wherein 

the firewall nodes in the second subsystem are adapted to 

simultaneously process copies of packets departing from the network. 

The stateful function-parallel firewall system of claim 19 wherein the first 

and second rule sets include firewall rules for filtering packets based on 

packet header information. 

The stateful function-parallel firewall system of claim 19 wherein the first 

and second rule sets include intrusi on detection rules far filtering packets 

based on payloads of the packets. 

The stateful function-parallel firewall system of claim 19 wherein the first 

and second rule sets include intrusion protection rules far filtering 

packets based on a combination of packet header and packet payload 

information. 

A firewall grid comprising: 

(a) a plurality of firewall nodes being physically connected to each 

other via a network far filtering packets; and 

(b) a controller far controlling logical connections between the firewall 

nodes, wherein the controller is adapted to configure the firewall 

nodes in a logica! firewall hierarchy without changing physical 

connections between the firewall nodes. 

25 28. The firewall grid of claim 27 wherein the firewall nodes are adapted to 

simultaneously process copies of the same packets. 

29. The firewall grid of claim 27 wherein the logica! firewall hierarchy 

comprises a function-parallel hierarchy where individuai firewall nodes 

implement different portions of a rule set. 

30 30. The firewall grid of claim 27 wherein the controller is adapted to detect 

congestion at a first level in the firewall hierarchy and is adapted to 

reconfigure the logica! connections between the firewall nodes to add a 

firewall node tram another level in the firewall hierarchy to the level at 

which congestion was detected. 
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31. A system for providing network access contrai based on a function­

parallel policy, the system comprising: 

32. 

33. 

(a) 

(b) 

a first node for filtering received packets using a first portion of a 

rule set including a plurality of rules, the first portion including less 

than all of the rules in the rule set; and 

at least one second node for filtering packets using a second 

portion of the rule, the second portion including at least one rule 

in the rule set that is not present in the first portion, wherein the 

first and second portions together include all of the rules in the 

rule set. 

The system of claim 31 wherein the rule set includes firewall rules for 

filtering packets based on packet header information. 

The system of claim 31 wherein the rule set includes intrusion detection 

rules far filtering packets based on packet payload information. 

15 34. The system of claim 31 wherein the rule set includes intrusion protection 

rules far filtering packets based on a combination of packet header and 

packet payload informati on. 

35. A method far controlling access to a network based on a set of packet 

filtering rules distributed in a functìon-parallel manner, the method 

20 comprising: 

25 

36. 

37. 

30 

38. 

(a) distributing packet filtering rules of a rule set among a plurality of 

different nodes in a function-parallel manner so that at least some 

of the different nodes ìmplement different portions of the rule set; 

(b) 

(e) 

replìcating packets to each of the nodes; and 

applying the rules to filter the packets. 

The method of claim 35 wherein the packet filterìng rules comprise 

firewall rules for filtering packets based on packet header information. 

The method of claim 35 wherein the packet filterìng rules comprise 

intrusion detection rules for filtering packets based on packet payload 

information. 

The method of claim 35 wherein the packet filtering rules comprise 

intrusion protectìon rules tor filtering packets based on a combination of 

packet header and packet payload information. 
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39. The method of claim 35 comprising, receiving a first packet at a first 

node, determining whether the packet matches a first rule implemented 

by the first node, and, in response to determining that a match occurs, 

notifying the other nodes of the match. 

5 40. The method of claim 36 comprising, at the other nodes, ceasing 

processing of the first packet. 

10 

15 

20 

25 

30 

41. A method for distributing rules in a function-parallel firewall, the method 

comprising: 

(a) 

(b) 

(e) 

defining a rule set fora function-parallel firewall; 

assigning rules in the rule set to nodes and branches in a trie 

data structure, wherein each node in the trie data structure 

corresponds to a data field and each branch represents a value 

for each data field to be compared to values in corresponding 

fields in received packets; and 

pruning the trie data structure in a manner that preserves 

ordering of the rules in the rule set. 

42. The method of claim 41 wherein pruning the trie data structure includes 

pushing a rule to its descendants and deleting the originai rule. 

43. The method of claim 41 comprising reducing the depth of the trie using 

level reordering. 

44. 

45. 

The method of claim 41 wherein assigning rules in the rule setto nodes 

and branches in the trie data structure includes assigning rules requiring 

longer processing time to lower levels in the trie. 

A method far assigning rules to a plurality of firewall nodes, the method 

comprising: 

(a) assigning packet filtering rules to nodes in a directed acyclical 

graph (DAG); 

(b) representing relationships between rules by edges in the DAG; 

and 

(e) distributing the rules among a plurality of firewall nodes using the 

DAG such that different firewall nodes implement different rules 

and such that relationships between the rules specified in the 

DAG are preserved. 
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46. The method of claim 45 wherein distributing the rules among a plurality 

of firewall nodes using the DAG includes distributing the rules such that 

intersectìng accept rules are not present in more than one firewall node. 

47. 

48. 

The method of claim 45 wherein distributing the rules among a plurality 

of firewall nodes using the DAG includes distributing the rules such that 

the edges to not span multiple firewall nodes. 

The method of claim 45 wherein distributing the rules among a plurality 

of firewall nodes using the DAG includes replicating deny rules in each 

of the firewall nodes. 

10 49. The method of claim 48 comprising eliminating a deny rule implemented 

by a first firewall node in response to determining that the deny rule tor 

the first firewall node includes no inbound edges and outbound edges 

from the first deny rule terminate only in a superset deny rule. 

50. 

15 

20 

51. 

25 

30 

A computer program product comprising computer executable 

instructions embodied in a computer readable medium tor performing 

steps comprising: 

(a) distributing packet filtering rules of a rule set among a plurality of 

different nodes in a function-parallel manner so that at least some 

of the different nodes implement different portions of the rule set; 

(b) 

(e) 

replicating packets to each of the nodes; and 

applying the rules to filter the packets. 

A computer program product comprising computer executable 

instructions embodied in a computer readable medium for performing 

steps comprising: 

(a) defining a rule set fora function-parallel firewall; 

(b) assigning rules in the rule set to nodes and branches in a trie 

data structure, wherein each node in the trie data structure 

corresponds to a data field and each branch represents a value 

tor each data field to be compared to values in corresponding 

fields in received packets; and 

(e) pruning the trie data structure in a manner that preserves 

ordering of the rules in the rule set. 
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52. A computer program product comprising computer executable 

instructions embodied in a computer readable medium for performing 

steps comprising: 

(a) assigning rules to nodes in a directed acyclical graph (DAG); 

(b) representing relationships between rules by edges in the DAG; 

and 

(e) distributing the rules among a plurality of firewall nodes using the 

DAG such that the relationships between the rules specified in 

the DAG are preserved. 
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DESCRIPTION 

METHOD, SYSTEMS, ANO COMPUTER PROGRAM PRODUCTS FOR 

IMPLEMENTING FUNCTION-PARALLEL NETWORK FIREWALL 

RELATED APPLICATIONS 

This application claims the benefit of U.S. Provisional Patent Application 

Serial No. 60/638,436, filed December 22, 2004; the disclosure of which is 

incorporateci herein by reference in its entirety. 

GOVERNMENT INTEREST 

This ìnvention was made with Government support under Grant No. DE­

FG02-03ER25581 awarded by U.S. Department of Energy, Mathematical and 

Computational lnformation Sciences Division. The U.S. Government has 

certain rights in the invention. 

TECHNICAL FIELD 

The subject matter described herein relates to implementing network 

firewalls. More particularly, the subject matter described herein relates to 

methods, systems, and computer program products far implementing a 

20 function-parallel network firewall. 

BACKGROUND ART 

Firewalls remain the frontler defense for securing networks that are vital 

to private industry, government agencles, and the military. They enforce a 

25 security policy by inspecting and filtering trafflc arrivlng at or departing from a 

secure network [3, 21, 22]. Meaningful inspections often involve a complex 

process, and if firewalls are to remain effective, they must adapt to constantly 

changing network demands, technology, and security threats. 

As firewall technology evolves to meet new demands and threats, it must 

30 continue to act transparently to legitimate users, with little or no effect on the 

perceived network performance. The networks between two communicating 

machines should be invisible, especially if traffic requires specific network 

Quality of Service (QoS), such as bounds on the packet delay, jitter, and 

throughput. The firewall should process the legitimate traffic quickly, efficiently, 
-1-
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and never violate the desired QoS. Unfortunately, the firewall can easily 

become a bottleneck, given increasing traffic loads and network speeds [12, 14, 

18, 20, 21]. Packets must be inspected and compared against complex rule 

sets and tables, which is a time-consuming process. In addition, auditfìles must 

5 be updated with current connection information. As a result, current firewalls 

have difficulty maintaining QoS guarantees. Since a firewall can be 

overwhelmed with traffic, it is also susceptible to Denial of Service (DoS) 

attacks [21 ]. Such attacks merely overload/saturate the firewall with illegitimate 

traffic. Audit files and state tables quickly fili available storage space and 

1 O legitimate traffic queued behind suspicious traffic encounters long delays. 

Legitimate users notice poor network performance, and, in the worst case, the 

secure network is disconnected from the outside world. 

lnspectlng traffic sent between networks, a firewall provides access 

contrai, auditing, and traffic contro! based on a security policy [3, 21, 22]. The 

15 security policy is a list of ordered rules, as seen in Table 1, that defines the 

action to perform on matching packets. A rule r can be viewed as a k-tuple 

(r[1 ], r[2], r[3], ... , r[k]), where r[r] is specified as a variable length prefix. 

No. Proto. Source Destination Action 
IP Port IP Port 

1 TCP 140.* * * 80 accept 

2 TCP 150.* * 120 80 accept 

3 TCP 140.* * 130 20 accept 

4 UDP 150.* * * 3030 accept 
I 

5 * * * * * deny 

Table 1: Example Security Policy Consisting of Multiple Ordered Rules 

20 
In the examples described herein, rules will initially be represented as 

the 5-tuple (protocol, IP source address, source port number, IP destination 

address, destination port number). Fields can be fully specified or contain 

wildcards '*' in standard prefix format. For example the prefix 192.* would 

25 represent any IP address that has 192 as the first dotted-decimal number. In 

addition to the prefixes, each filter rule has an action, which is to accept or 

deny. An accept action passes the packet into or from the secure network, 

-2-
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while deny causes the packet to be discarded. Rules are applied in order to 

every arriving packet until a match is found; otherwise, a default action is 

performed [21, 22]. 

Unfortunately, security policies may contain anomalies, such as a packet 

5 that matches multiple rules, where the matching rules specify conflicting 

actions. Security policy anomaly detection and correction is the subject of 

continued research [13, 21] and is not the focus of the present subject matter. 

Given the type of security policy required, rule sets can become quite large and 

complex. Security can be further enhanced with connection state and packet 

1 O audit information. For example, a table can be used to record the state of each 

connection, which is useful for preventing certain types of attacks (e.g., TCP 

SYN flood) [21, 22]. 

Traditional firewall implementations consist of a single dedicateci 

machine, similar to a router, that sequentially applies the rule set to each 

15 arriving packet. However, packet filtering represents a significantly higher 

processing load than routing decisions [15, 18, 22]. Far example, a firewall that 

interconnects two 100 Mbps networks would have to process aver 300,000 

packets per second [21]. Successfully handling this high traffic becomes more 

difficult as rule sets become more complex [4, 14, 22]. Furthermore, firewalls 

20 must be capable of processing even more packets as interface speeds 

increase. In a high-speed environment (e.g. Gigabit Ethernet), a single firewall 

can easily become a bottleneck and is susceptible to DoS attacks [4, 7, 10, 12]. 

An attacker could simply inundate the firewall with traffic, delaying or preventing 

legitimate packets from being processed. Building a faster single firewall is 

25 possible [8, 15, 18, 19, 20]; however, the benefits are temporary (traffic loads 

and interface speeds are increasing); it is not scalable; it is a single point of 

failure; and it is generally not cost-effective for ali installations. 

A data-parallel firewall (or firewall sandwich) where each firewall node 

implements an entire firewall rule set is another approach to increase the speed 

30 of processing traffic [4, 12, 14, 22]. As shown in Figure 1, the system consists 

of multiple identica! firewalls 100 connected in parallel. Each machine 

implements the complete security policy and arriving packets are distributed 

across the machines far processing in parallel [4]. A packet distributor 102 

-3-
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implementa a load balancing algorithm to distribute 

different packets to different firewall nodes. How the 

load-balancing algorithm distributes packets is vital to 

the system and is typically implemented as a high-speed 

switch in commercial products [ll,12]. Although data­

parallel firewalls achieve higher througbput tban 

traditional firewalls [4] and bave a redundant design, 

tbey bave difficulty maintaining QoS across networks. For 

example, legitimate traffic can encounter delays if it is 

queued behind traffic that requires more processing. 

Under these circwnstances, users notice poor network 

performance, wbich is growing concern as more network 

applications require QoS assurances. Furthermore, 

stateful inspection requires all traffic from a certain 

1s connection or exchange to traverse tbe same parallel 

20 

machine, which is difficult to perform at high speeds 

[14]. Therefore, new firewall architectures are needed to 

meet the demanda of future networks and the challenges of 

increasing security threats. 

SUMMARY 

In accordance with the present invention, there is 

provided a function-parallel firewall system comprising 

(a) a first firewall node for filtering received packets 

using a first portion of a rule set including a plurality 

2s of rules, the first portion including lesa than all of the 

rules in the rule set; and (b) at least one second 

firewall node for filtering packets using a second portion 

of the rule set, the second portion including at least one 

rule in the rule set that is not present in the first 

30 portion, wherein the first and second portions together 

include all of the rules in the rule set, wherein the 

first and second firewall nodes are configured to 

implementa gateless design wherein the rules are 

distributed a.mong the first and second firewall nodes such 

35 that fora given packet, one of the first and second 

firewall nodes will accept the packet and the other of the 

first and second firewall nodes will deny the packet. 

W.w-p;nt1nom.t111m\SHCRYLM\17H663_1.00CX 19/08/11 
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In accordance with the present invention, there is 

provided a method for controlling accesa to a network 

based on a set of packet filtering rules distributed in a 

function-parallel manner, the rnethod comprising (a) 

s distributing packet filtering rules of a rule set a.mong a 

plurality of different nodes in a function-parallel manner 

so that at least some of the different nodes implement 

different portions of the rule set; (b) replicating 

packets to each of the nodes; and {e) applying the rules 

10 to filter the packet using a gateless design wherein the 

rules are distributed among first and second firewall 

nodes such that fora given packet, one of the first and 

second firewall nodes will accept the packet and the other 

of the first and second firewall nodes will deny the 

1s packet. 

In accordance with the present invention, there is 

provided a computer progra.m product comprising computer 

executable instructions embodied in a computer readable 

medium for performing steps comprising {a) a first 

20 firewall node for filtering received packets using a first 

portion of a rule set including a plurality of rules, the 

first portion including lesa than all of the rules in the 

rule set; and (b) at least one second firewall node for 

filtering packets using a second portion of the rule set, 

2s the second portion including at least one rule in the rule 

set that is not present in the first portion, wherein the 

first and second portions together include all of the 

rules in the rule set, wherein the first and second 

firewall nodes are configured to implementa gateless 

30 design wherein the rules are distributed among the first 

and second firewall nodes such that for any given packet, 

one of the first and second firewall nodes will accept the 

packet and the other of the first and second firewall 

nodes will deny the packet. 

27U66&_1 (GHMamn) P1'8ll.llU 19/08111 
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According to one aspect, the subject matter described herein includes a 

function-parallel firewall. The function-parallel firewall includes a fìrst fìrewall 

node for fìltering received packets using a portion of a rule set. The portion of 

the rule set may be less than ali of the rules in the rule set. At least one second 

firewall node filters packets using at least one rule in the rule set that is not 

present in the portion implemented by the first firewall node. The first and 

second pot\ons t_ogether include ali of the rules in the rule set. 

The term "firewalLnode," as used herein refers to a physical entity that 

implements one or more packet filtering rules. For example, a firewall node 

may be a single-processor computing device that implements the packet 

filtering_ rules. Alternativ~[y, a firewall node may be a processor within a multi­

processor computing device that lmplements one or more packet filtering rules. 

Thus, a multi-processor devlce may include multiple firewall nodes. 

·According to another aspect, the subject matter described herein 

includes a stateful function-parallel firewall system. The system includes a first 

function-parallel firewall subsystem including a plurality of firewall nodes 

implementing a first rule set for filtering packets arriving at a network. The first 

functìon-parallel firewall subsystem includes at least first and second firewall 

nodes respectively implementirig first and second portions of the first rule set. 
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The first portion includes at least one rule that is not present in the second 

portion. A second function-parallel firewall subsystem includes a second set of 

firewall nodes. The second set of firewall nodes implements a firewall rule set 

far filtering packets departing from the network. The second function-parallel 

5 firewall subsystem includes at least third and fourth firewall nodes. The third 

and fourth firewall nodes implement at least one rule that is not present in the 

second portion of the second rule set. The function-parallel firewall subsystems 

share state lnformation regarding connections estabiished through the first and 

second sets of firewall nodes. 

1 O According to another aspect, the subject matter described herein 

includes a firewall grid. The firewall grid includes a plurality of fìrewall nodes 

that are physically connected to each other via a network for filtering packets. 

A controller controls logical connections between the firewall nodes. The 

controller is adapted to configure the firewall nodes in a logical firewall hierarchy 

15 without changing physical connections between the firewall nodes. 

According to yet another aspect, the subject matter described herein 

includes a method for distributing rules in a function-parallel firewall. The 

method includes defining a rule set fora function-parallel firewall. The method 

further includes assigning rules in the rule setto nodes and branches in a trie 

20 data structure. Each node in the trie data structure corresponds to a data field 

and each branch represents a value far each data field to be compared to be 

values in corresponding fields of received packets. The trie data structure is 

pruned in a manner that preserves ordering of the rules in the rule set. 

According to yet another aspect, the subject matter described herein 

25 includes a method for assigning rules to a plurality of firewall nodes. The 

method includes assigning rules to nodes in a directed acyclical graph (DAG). 

Relationships between rules are represented by edges in the DAG. Rules are 

distributed among a plurality of firewall nodes using the DAG in a function­

parallel manner and such that relationships between the rules specified in the 

30 DAG are preserved. 

As used herein, the term "firewall" refers to a logical entity that is 

adapted to filter packets at the ingress and/or egress portions of a network 

based on a policy. The term "firewall" is intended to include systems that block 

packets from enterìng or leaving a network and systems that perform intrusion 
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detection and intrusion protection functions for packets entering or leaving a 

network. Thus, the term "function-parallel firewall" is also intended to include 

an intrusion detection system or an intrusion protection system that operates in 

a function-parallel manner as described herein. 

5 The subject matter described herein can be implemented using any 

combination of hardware, software, or firmware. In one exemplary 

implementation, the subject matter described herein may be implemented using 

a computer program product comprising computer executable instructions 

embodied in a computer readable medium. Exemplary computer readable 

1 O media suitable for implementing the subject matter described herein include 

disk memory devìces, chip memory devices, programmable logie devices, 

application specific integrateci circuits, and downloadable electrical signals. In 

addition, a computer program product that lmplements the subject matter 

described herein may be locateci on a single device or computing platform or 

15 may be distributed across multiple devices or computing platforms. 

20 

25 

30 

One objective of the subject matter described herein is to previde a new 

security architecture, referred to herein as a hierarchical firewall, that provides 

the functionality of a traditional firewall ( enforcing a security policy) and includes 

the following improvements: 

1. Suitable for high speed networks and scalable for large traffic 

loads. Firewalls must continue to perform security tasks quickly and 

efficiently, appearing transparent to legitimate users under varying traffic 

loads. 

2. Maintains QoS requirements and traffic differentiation. A growing 

number of network applications require QoS for their operation. 

Firewalls must not violate these guarantees while performing their 

security tasks. 

3. Greatly lessens the impact of DoS attacks. Firewalls are candidates 

for DoS attacks, since they serve as the point of entry between two 

networks. New archltectures must be capable of handling these new 

threats. 
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5 

4. Highly available. Firewalls introduce a single point of failure between 

two networks. New firewall architectures must provide redundancy that 

prevents segmenting the secure network from the external network. 

According to one aspect, the subject matter described herein includes a 

set of hierarchically configured computers that collectively enforce a desired 

security policy. Given this distributed configuration, traffic is quickly divided 

among the machines based on perceived threat. In one exemplary 

1 O implementation, traffic that is considered safe may be promptly forwarded into 

the secure network, while the remaining traffic may be forwarded to different 

machines in the hierarchy far further scrutiny. Hence, traffic is segregateci and 

queued based on security threat, yielding minimal delays for legitimate traffic. 

The system is also robust and highly available, since multiple machines are 

15 employed for the architecture and low cost, since Linux-installed PCs and open 

source software can be used for its implementation [21]. The proposed 

architecture is believed to be applicable to a wide variety of agencies in the 

public and private sectors. 

The firewall architecture described herein will provide a scalable solution 

20 to varying traffic loads and QoS requirements, which are increasingly important 

as computing becomes more ubiquitous and applications become more diverse. 

The architecture is of interest to the networking community, since the 

architecture will result in new security policy models and optimization methods. 

The architecture is also relevant to the military and business community, since 

25 it provides a new, robust and cost-effective solution to security threats. 

Some of the objects of the subject matter described herein having been 

stated hereinabove, and which are addressed in whole or in part by the subject 

matter descrlbed herein, other objects will become evident as the description 

proceeds when taken in connection with the accompanying drawings as best 

30 described hereinbelow. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Preferred embodiments of the subject matter described hereln will now 

be explained with reference to the accompanying drawings of which: 
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Figure 1 is a block diagram of a conventional data-parallel firewall; 

Figure 2 is a block diagram illustrating an exemplary function-parallel 

firewall architecture according to an embodiment of the subject matter 

described herein; 

5 Figure 3A is graph comparing simulation results for average packet deiay 

far different firewall architectures; 

Figure 3B is a graph comparing simulation results for maximum packet 

delay for different firewall architectures; 

Figure 4A is a graph illustrating average packet delay for different packet 

1 O types for a data-parallel firewall; 

Figure 4B is a graph illustrating simulation results for packet delay for 

different packet types fora function-parallel hierarchical firewall according to an 

embodiment of the subject matter described herein; 

Figure 5 is a data structure diagram illustrating a full trie representation 

15 of the security policy illustrateci in Table 1; 

Figure 6 is a data structure diagram illustratìng a pruned trie 

representation of the security policy given in Table 1 where each packet is 

processed within four field comparisons; 

Figure 7 A is a data structure diagram illustrating a trie representing two 

20 security rules assuming that the default action per node is deny; 

Figure 7B is a data structure diagram illustrating a reordered version of 

the trie data structure illustrateci in Figure 7 A; 

Figure 8A is a diagram illustrating a Jackson model far a function-parallel 

hierarchical firewall according to an embodiment of the subject matter 

25 described herein; 

Figure 8B is a diagram illustrating a Jackson model fora data-parallel 

firewall; 

Figure 9 is a graph illustrating simulation results for average delay for 

different firewall architectures; 

30 Figure 1 O is a block diagram illustrating a stateful hierarchical firewall 

according to an embodiment of the subject matter described herein; 

Figure 11 A is a block diagram illustrating physical connections of a 

firewall grid according to an embodiment ofthe subject matter described herein; 
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Figure 11 B is a block diagram illustrating logica! connections of the 

firewall grid illustrated in Figure 11 A according to an embodiment of the subject 

matter described herein; 

Figure 12 is a po!icy directed acyclical graph (DAG) representation of the 

5 firewall rules given in Table 2; 

Figure 13A is a block diagram illustrating rule distribution among a data­

parallel firewall; 

Figure 13B is a block diagram illustrating a function-parallel firewall and 

rule distribution among nodes in the function-parallel firewall according to an 

1 O embodiment of the subject matter described herein; 

Figure 14A is a block diagram illustrating one exemplary rule distribution 

among nodes in a function-parallel firewall according to an embodiment of the 

subject matter described herein; 

Figure 14B illustrates another distribution of rules among nodes in a 

15 function-parallel firewall according to an embodiment of the subject matter 

described herein; 

Figure 14C illustrates an illegal rule distribution among nodes in a 

function-parallel firewall; 

Figure 15A is a block diagram illustrating non-redundant rule distribution 

20 among nodes in a function-parallel firewall according to an embodiment of the 

subject matter described herein; 

Figure 15B is a block diagram illustrating redundant rule distribution 

among nodes in a function-parallel firewall according to an embodiment of the 

subject matter described herein; 

25 Figure 16A illustrates a policy DAG where deny rules are indicateci by a 

square node; 

Figure 16B is a block diagram illustrating initial gateless rule distribution 

among nodes in a function-parallel firewall according to an embodiment of the 

subject matter described herein; 

30 Figure 16C is a block diagram illustrating final gateless rule distribution 

among nodes in a function-parallel firewall according to an embodiment of the 

subject matter described herein; 

Figure 17A is a graph illustrating simulation results far average packet 

delay as packet arrivai rate increases far different firewall designs; 
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Figure 17B is a graph illustratlng simulation results for packet delay as 

the arrivai rate and number of rules increase far different firewall designs; 

Figure 18A is a graph illustrating simulation results for average packet 

delay for different firewall architectures; 

5 Figure 18B is a graph illustrating simulation results for maximum packet 

10 

delay for different firewall architectures; and 

Figure 19 is a flow chart illustrating exemplary steps for filtering packets 

using a rule set distributed among nodes in a function-parallel manner 

according to an embodiment of the subject matter described herein. 

DETAILED DESCRIPTION OF THE INVENTION 

According to one aspect of the subject matter described herein may 

include multiple firewall machines configured in a hierarchy, as shown in Figure 

2. In the exarnple illustrateci in Figure 2, a plurality of firewall nodes 200, 202, 

15 204, and 206 collectively implernent a firewall policy. Each firewall node or set 

of nodes implements a different level of the firewall policy in a hierarchy. For 

exarnple, firewall node 200 may implementa first level of a firewall policy that 

includes rules that are not present in subsequent levels. lf a packet passes the 

first leve! of screening, the packet may be forwarded immediately to the internal 

20 network without impacting other firewall nodes. lf the packet is identified as 

requiring further scrutiny, the packet may be forwarded to the next level where it 

is screened by firewall node 202 or 204 using rules that were not applied by 

firewall node 200. lf the packet passes level 2 screening, the packet may be 

forwarded directly to the internal network. lfthe packet is indicateci as requiring 

25 further screening, the packet will be passed to level 3 where leve! 3 screening is 

applied by firewall node 206. 

At each level in the firewall hierarchy illustrateci in Figure 2, firewall 

nodes may implement different portions of a packet filtering rule set. An 

architecture in which different firewall nodes implement different portions of a 

30 firewall rule set is referred to herein as a function-parallel architecture. A 

function-parallel firewall architecture in which packet filtering rules are 

distributed among firewall nodes such that if a packet passes or fails at a 
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certain leve!, the packet may bypass later levels is referred to herein as a 

hierarchical firewall architecture. 

In the architecture illustrateci in Figure 2, at each leve I, machines may be 

configured to perform a specific security task quickly and efficlently. In one 

5 implementation, the firewall rules may be distributed across the different 

hierarchy levels such that increased scrutiny is placed at lower levels. Since 

the rules are distributed among the levels, no machine in the hierarchy is 

required to implement the entire rule set. In contrast, a data-parallel firewall 

architecture requires ali machines to implement the complete rule set. 

1 O As described above, in the exemplary architecture illustrateci in Figure 2, 

packets start atthe highest level and progress downward through the hierarchy. 

At each leve!, a packet can be forwarded to the internal network if deemed safe, 

forwarded to the ncxt lower leve! for more processing, or dropped. The benefit 

of this divide-and-conquer approach is that traffic will incur delays consistent 

15 with its perceived security threat; therefore, traffic that 1s deemed safe will not 

be delayed by traffic that requires more processing. As a result, the 

hierarchical firewall can provide differentiated service and support QoS 

guarantees, unlike current designs. Furthermore, traffic that is forwarded to the 

internal network can be shaped at the particular firewall level, constraining the 

20 amount of traffic entering the network and lessening the effect of DoS attacks. 

For example, in the hierarchical flrewall depicted in Figure 2, packets are 

forwarded from the external network to the first leve!, where initial security 

checks are performed, such as a quick validity check and comparisons of IP 

addresses. Packets with trusted IP addresses are immediately foiwarded to 

25 the Internal network, whìle the remaining packets are sent to the next leve!. At 

the second level, packets are separateci based on transport protocols and/or 

port numbers. Aga in, ifa packet is deemed safe it is immediately forwarded to 

the secure network; otherwise, they are sent to the next leve! far auditing. Log 

files may be used at one or more of the firewall nodes indicate which 

30 connectìons are open and have been requested. Each leve! may also drop 

packets based on perceived threat. 

The preceding example illustrates a simple hierarchical firewal\; however, 

the size and complexity can vary. In generai, the hierarchy attempts to quickly 

divide traffic and previde differentiated servìce. More levels can be used for 
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stronger security policies and to distribute traffic more efficiently. Determining 

the appropriate number of levels, the number of machines per leve!, and how to 

distribute the rule set are implementation details that may be used to optimize a 

function-parallel firewall according to an embodiment of the subject matter 

5 described herein. 

Preliminary Experimental Results 

In this section, simulation is used to compare a hierarchical fìrewall with 

a traditional single-machine firewall and a data-parallel firewal1 [4, 22]. Each 

1 O architecture implemented the same 325-rule security policy, where each rule 

required 1 unit ottime to complete. The single firewall architecture consisted of 

one machine that processed each packet received from the external network. 

The data-parallel architecture consisted of four machines, as shown in Figure 1, 

each implementing the same 325-rule set. The hierarchical firewall consisted of 

15 four machines configured in three levels, as shown in Figure 2. Rules were 

distributed across the levels such that the first level implemented 25 rules; the 

second level implemented 50 rules each; and the third level implemented 75 

rules. The group of rules performed at a certaìn machine will be referred to as 

a security task. The hierarchical firewall incurred an additional delay of one 

20 time unit when a packet was transmitted from machine to machine. Packets 

randomly arrived to the system using a Poisson distribution with a mean of 30 

units and would randomly match one of the 325 rules based on a uniform 

distribution. For classification purposes, each packet was associateci with the 

security task it matched (which group of rules). In this experiment, the 

25 performance parameters analyzed are the overall average packet delay, the 

maximum packet delay, and the average delay experienced by each packet 

type. 

Experìmental results for the different architectures are shown in Figures 

3 and 4. More particularly, Figure 3A illustrates average packet delay for a 

30 single firewall design, for the data-parai le I firewall design illustrateci ìn Figure 1, 

and far the hierarchìcal firewall design illustrateci in Figure 2. Figure 38 

illustrates maximum packet delay for the single, data-parallel, and hierarchical 

firewall designs. Figure 4A illustrates average packet delayfor the data-para Ilei 

firewall design far different packet types. Figure 48 illustrates average packet 
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delay far the hierarchical firewall design for different packet types. Packet types 

refer to packets of a classified based on which security task was satisfied. 

Unlike the data-parallel firewall, the hierarchical design consistently yields 

different delays far each packet type. 

5 Far both delay measurements, the hierarchical architecture performed 

better than the single firewall and the data-parallel firewall. The single firewall 

had an average delay 31 times greater than the hierarchical architecture, which 

demonstrates how a single firewall machine can quickly become a bottleneck. 

Although the data-parallel firewall performed better than the single firewall, it 

10 had an average and maximum delay 6 times longer than the hierarchical 

architecture. In the parallel configuration, traffìc that needed little processing 

often queued behind traffic that required more processing, which resulted in 

longer delays. In contrast, the hierarchical system consistently yielded better 

results, since traffic was distributed among the levels based on processing 

15 requirements. 

The average delay experienced by each packet type is also important 

and is illustrated in Figures 4A and 4B. Delays in the hierarchical firewall were 

proportional to the amount of processing required; for example, security task 1 

traffic had the shortest delay, security task 2 traffic had the second shortest 

20 delay, security task 3 traffic had the third shortest delay; and security task 4 

traffic had the highest delay. Even though security tasks 2 and 3 were on the 

same leve I, security task 3 traffic had a delay slightly higher that security task 2 

traffic, since lt was queued with security task 4 traffic. Therefore, the 

hicrarchical firewall is capable of providing differentiated service to multiple 

25 packet types/classes. In contrast, the delays varied for each packet type in the 

data-parallel firewall. Packets were constantly delayed by lower type/class 

traffic (e.g., security task 1 packets delayed by security task 4 packets); thus, 

no differentiation was achieved. Although these results are preliminary, they 

indicate the hierarchical architecture has merlt, offering significantly better 

30 performance than current firewall systems. 
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Refinements 

The previous section described an initial hierarchical firewall architecture 

for employing a security policy. Although preliminary results indicate the 

archìtecture has merìt, refinements can be made so that the design can achìeve 

5 its full potential. One refinement relates to the hierarchical architecture. 

lmportant questions include determining the appropriate number of levels and 

how to effectively distribute the security policy rules. Another refinement may 

include providing stateful packet inspection (maintaining connection tables) and 

increasing redundancy. Finally, another refinement may include examining 

1 O other high-speed firewall architectures, such as a dynamic firewall grid. 

Analytical models and simulation will be used far design and analysis; in 

addition, a prototype will be implemented along with analysis tools and 

software. 

15 Architecture Design and Rule Set Distribution 

lmportant questions about the firewall architecture include the number of 

levels, the number of machines per level, and the number of securìty tasks per 

mach i ne. The security policy is centrai far addressing these questions and, for 

this reason, will be formally defìned and modeled. The model will be optimized 

20 to reduce the physical size, minimize the traversai time, and previde 

differentiated service. Afterward, the optimìzed policy model will be used to 

implement the actual hierarchical firewall. 

One method far designing the hierarchy is to represent the security 

policy graphically as a tree data structure. This representation will aid the 

25 translation to the actual firewall, since lt has a hierarchical form. Although a 

variety of tree data structures exist, a trie will be initially investigateci [1 J. A trie 

is a special type of data structure that has the advantages of fast retrievals and 

quick unsuccessful search determination, which are important for enforcing a 

security policy. In a security policy trie, each path from the root node to a leaf 

30 corresponds to one rule. The nodes of the trie correspond to the rule fields, 

while branches are possible values. Figure 5 is a trie data structure for the 

rules in Table 1. For example, in Figure 5, the root node is the protocol field. 

The next leve! represents the source IP address, while the leaf nodes re present 
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the rule action. Rules that have the same field value at a node will share a 

branch for that value. 

The trie in Figure 5 referred to as full trie, since every noncycle path from 

the root to a leaf has the same length, and every leaf lies at the same depth [6). 

5 Unlike other policy models, the ru!e arder must be preserved if the trie is to be 

successfully translated to a hierarchical firewall. The action to applyto a packet 

is determined by a preorder traversai. Starting at the root node, branches are 

compared to the fields of the packet. Since multiple branches may match a 

packet, thoy are traversed in order from left to right. lf a packet field does not 

1 O match any possible branches, it moves back to the previous node (parent), 

where the next branch ìs tested. Once the policy trie is developed, it can be 

translated into a hierarchical firewall. The nodes of the trie represent the 

machines in the hierarchy, while the branches represent the links between 

nodes. The value associateci with each branch indicates the packet field value 

15 required to traverse it. Although a full trie representation of a security policy 

can be createci, it is not necessarily optìmal. Further trie manipulation is 

required create an effective hierarchical firewall, such as preventing routing to 

parents and limiting trie traversai time. 

Pruning yields a trie that never requires routìng to parent nodes, which 

20 provides faster packet processing [1, 15]. Assuming a full trie consists of n 

nodes and k levels (where k <= n), the worst case packet processing would be 

O(n*k) tuple-compares. In contrast, a pruned trie requires only O(k + n) tuple­

compares in the worst case which is a processing reduction of 1/k .. Pruning is 

accomplished by replacing generai rules with descendants. Rule r1 is a 

25 descendant of rule r2, ìf r2[1] is a prefìx of n[1] far i= 1, ... , k. Therefore, pruning 

occurs by pushing a rule down to al! its descendents, then deleting the rule. An 

example of a pruned version of the trie illustrateci in Figure 5 is given in Figure 

6, where [*, *, *, deny] is a generai rule that can be pushed down to every other 

rule. Although the originai branch has been removed and added to the other 

30 branches, the arder is preserved, if branches are tested from left to right. 

Current pruning algorithms do not consider rule arder. since tries were primarily 

developed for storing data [6]. New pruning techniques that preserve arder 

may be developed and used to distribute rules among nodes in a functional­

parallel firewall according to an embodiment of the subject matter described 
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herein. Pruning may also cause the number of nodes in the hierarchy to 

increase, sin ce a generai rule is duplicateci at different levels. For this reason, 

other techniques are needed to reduce the trie size. 

Reducing the trie size ìs important, since delay increases each time a 

5 packet is forwarded from one node to another. The trie can be reduced by 

compressing nodes, which is achieved by removing single branching paths or 

consolìdating sub-ties into one node [2, 6, 15]. As a result, a node may 

compare multiple rule fields or perform multiple security tasks per packet. For 

example, in Figure 5, the rule [UDP, 150.*, *, 3030, accept] is considered a leaf 

1 O chain [6] and can be compressed into one node (a single machine). Two other 

methods commonly used to reduce the size of a trie are Directed Acyclic 

Graphs (DAG) and leve! reordering [1, 6, 15]. lf the same sub-trie appears in 

multiple places, then the trie structure can be changed to a DAG. The possible 

use of DAG is seen in Figure 6, where nodes labeled Porta and Portb are 

15 equivalent sub-trres. Parent nodes of both sub-tries could point to just one, 

eliminating the need for the other. 

Another method for reducing the trie size is level reordering. As seen in 

Figures 7 A and 78, the order of the levels can significantly affectthe number of 

nodes in the trie. More particularly, in Figure 7 A, an originai trie representing 

20 the security rule [TCP, 120.*, 210.*, 90, accept] and [TCP, 130.*, 210.*, 90, 

accept] is illustrateci. Both Figures 7 A and 7B assume that the default action 

per node is deny. Since some of the rules in the originai trie in Figure 7A 

include common elements, the rules can be reordered so that the number of 

branches in the subtrie are reduced. Far example, in Figure 7 A, the destination 

25 IP address and port tor each branch of the subtrie are the same. Accordingly, if 

these common portions of the rule are implemented at higher levels, the 

duplicate nodes in the trie can be reduced, as illustrateci by Figure 7B. More 

particularly, in Figure 78, the nodes for destination IP and port are placed 

before the node for source IP address. As can be seen from Figure 7B, 

30 reordering the levels produces a smallertrie. Using a DAG can also reduce the 

number of nodes. 

The problem of finding an ordering that guarantees a minimum size trie 

has been shown to be NP-complete; however, severa! heuristics have been 

developed [2, 6]. 11 should be noted that DAGs and reordering only reduce the 
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number of nodes in the hierarchy and do not reduce the depth of the trie, which 

influences the traversai time. 

Regardless of the applicability of these different trie modifications, they 

must be performed in concert to achieve an optimal hierarchical design. For 

5 example, the architecture utilizes multiple nodes to distribute traffic load and 

provide differentiated service; however, the trie path length (depth) impacts the 

packet traversai time. Therefore, compression and ordering must be performed 

together to provide differentiated service and optimize packet delay. 

To achieve these goals, information not explicitly given in the security 

10 policy (e.g., QoS, level of trust, and processing time) may be used. Far 

example, it is advantageous to piace security tasks that require the most time at 

the lowest levels. This prevents packets from queueing behind traffic that 

requires more processing time; thus, lowering delay. A weight w; can be 

assigned to each security task Si (a single rule or multiple rules) based on the 

15 amount of time it requires. For example, an auditing security task requires 

more time (updating system files) than those that only perform field 

comparisons. Using these weights, the trie can be ordered to minimize the 

average traversai time. For example assuming i and j are hierarchy levels, 

where i < j, the trie can be ordered such that the average weight per level 

20 increases from the highest to the lowest level w1 < w1
, 'ii -:1:- j. In addition, the 

trie can be designed to separate traffic based on QoS or level of trust. Traffic 

would traverse different sub-tries, based on the type of service required, 

providing class isolation and different delays. The algorithms described in this 

section can then be applied to these sub-tries independently to reduce size and 

25 traversai time. These ideas were used to design the hierarchical firewall 

simulateci in the preceding section, which showed excellent results. New 

algorithms for trie compression based on traversai time with constraints on QoS 

will be developed for optimizing function-parallel firewall design. 

Packet traversai time remains a key performance metric far firewall 

30 systems. Far this reason, queueing models will be used to analyze the delay of 

different firewall designs_ The node delay encountered by a packet consists of 

the processing time, queueing delay, and transmission time. The processìng 

delay is the time required to perform the security task. Assume node i must 
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process R; rules per packet and can perform xi rules per unit time, then the 

service rate is x/R; packets per unit time. Queueing is the delay associateci 

with waiting tor processing and depends on the system state. The transmission 

delay is the time required to transmit the packet, which depends on the packet's 

5 length and the line speed. The maximum delay experìenced by a packet 

traversing the firewall is the sum ofthe node delays along the path from the root 

to a leaf. 

lf it is assumed the packet arrivai and processing (transmission and 

security task) rates are exponentially distributed, the node can be modeled as 

1 O an M/M/1 queue [5, 17]. The firewall can then be considered an open network 

of M/M/1 queues, where probabilities are assigned to each link to indicate the 

likelihood of rnoving to the next node. This is a Jackson network model, which 

has a product-form soluti on far the average delay [5, 17]. The average end-to­

end delay far N cascading nodes (traversai path) can be computed as 

15 
N l 

E(T)=L-­
i=l A-,\ 

( 1) 

where 1/µ; is the service time (processing and transmission) and Il; is the arrivai 

rate to node i. Figures SA and 8B respectively illustrate Jackson models far 

20 hierarchical and data-parai lei firewalls. In Figures 8A and 8B, it is assumed that 

the total arrivai rate to each systern is ;I packets per unit time, each system 

implements the same R rule security policy, and each node can perform x rules 

per unit time. For the hierarchical firewall, shown in Figure SA, the policy rules 

are evenly distributed to each node; therefore, the service rate is 3x/R per 

25 node. The traffic arrivai rate to node A is J\ packets per unit time, half of the 

packets are forwarded to node B, while the other half is forwarded to node C. 

Although not considered in this example, some traffic may be forwarded into the 

secure network or dropped by node A; therefore in this case, the sum of the 

rates to nodes Band C would be less than J\. Using these values, the average 

30 end-to-end delay for either path in the hierarchical firewall is 

1 1 
E1,(T) = 3,r + 3x .:l 

--À ---

(2) 

R R 2 
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For the data-para Ilei configuration, illustrated in Figure 8B, traffic arrives at the 

packet distributor, which evenly distributes the traffic to each node. Each node 

implements the complete rule set R; therefore, the service rate is x/R. The end-

5 to-end delay across any node in the data-parallel firewall is 

(3) 

Using these models, the effect of increasing traffic load ,-1 on the average 

end-to-end delay, for the two architectures is shown in Figure 9. For this 

1 O example, the arrivai rate ;I ranged from 1 to 50 packets per unit time. The rule 

set R consisted of 240 rules, while x equa led 5000 rules per unit time. Each of 

the hierarchical nodes incurred an additional delay of five time units to 

compensate far inter-node transmission. As expected, the average delay 

increases as the network load increases for both architectures; however, the 

15 average delay is consistently lower for the hierarchical firewall. This is due to 

the decreased rule set per node and the reduced arrivai rates far nodes B and 

C. The average is an upper bound far the hierarchical firewall. Allowing node A 

to forward packets to the secure network orto drop packets would reduce the 

load on the second level and decrease delays. The arrivai rate is less per node 

20 in the data-parai lei firewall; however, the system has a higher end-to-end delay 

because each node must implement the complete rule set. The theoretical 

results are consistent with the experimental results described above. These 

models provide an important tool far analyzing the effect of load and rule 

distribution on end-to-end delay. In addition to analytical results, simulation wiU 

25 be used to measure the performance of the hierarchical designs under various 

conditions. 

Statefu I Firewalls 

Another aspect of the subject matter described herein includes a stateful 

30 hierarchical firewall. The preceding design is consldered stateless, or static, 

since the security action taken is based solely on the packet currently 

inspected. A stateful firewall provides batter security by tracking and control!ing 

network flows (packets belonging to a particular network connection or 
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exchange) [16, 21, 22]. In one exemplary implementation, a stateful firewall 

can be achieved by storing state information concerning each flow in a table, 

and then according it with the security policy. For example, each time a TCP 

connection is established from the internal network to the external network, it is 

5 logged in a table. The table may contain the source and destination addresses, 

port numbers, sequencing information, and connection flags. Afterwards, 

packets arriving from the external network claiming to be part of an existing 

TCP connection can be checked against the table. lf a packet belongs to an 

existing connection or exchange, it can be accepted. Otherwise, it is dropped. 

1 O Table entries expire, if packets belonging to an exchange are not observed by 

the firewall aver a period of time [21]. 

Therefore, a stateful flrewall is dynamic and limits the hackers' 

opportunity to exploit certain services. The increased security does require 

additional memory and time far table manipulation, which is problematic far 

15 high-speed networks. Furthermore, the firewall must process ali traffic arriving 

and departing the secure network to adequately maintain the connection tables 

21]. To solve these problems, the proposed fìrewall system will be divided into 

two hierarchies, one far arriving traffic and another for departing traffic, as 

illustrated in Figure 1 O. In Figure 1 O, a stateful firewall system includes first and 

20 second hierarchical firewall subsystems 1000 and 1002 and a contrai node 

1004. First and second hierarchical firewall subsystems 1000 and 1002 may be 

function-paralle! firewall systems including a plurality of firewall nodes with 

different rules distributed among different nodes as described above. In one 

exemplary implementation, hierarchical firewall subsystem 1000 may include at 

25 least two firewall nodes that implement different portions of a first firewall rule 

set. Similarly, hierarchical firewall subsystem 1002 may include at least two 

firewall nodes that implement different portions of a second firewall rule set. 

Firewall subsystem 1000 may filter packets entering the network. Firewall 

subsystem 1002 may filter packets departing from the network. Firewall 

30 subsystems 1000 and 1002 may share state information regarding connections 

established through the nodes within each system·. Contrai node 1004 may 

stare the state information and may be accessible by the nodes in hierarchical 

firewall subsystems 1000 and 1002. Rules can be distributed to the 
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hierarchies and the designs can be optimized using the methods described in 

preceding section. 

However, a new problem with the stateful model is the need to distribute 

state information across nodes. Far example, nodes that scrutinize arriving 

5 traffic must be aware of any new connections permitted by nodes that inspect 

departing traffic. Furthermore, nodes must be informed of table entries that 

expire over time. To communicate state information, a centrai database 

machine, such as contrai node 1004, may collect and distribute the information 

{table entries) to the appropriate nodes. In one exemplary implementation, 

1 O contrai node 1004 may not perform table queries on behalf of nodes. Individuai 

nodes will only query their locai tables, which prevents the centrai mach i ne from 

becoming a bottleneck. In addition, the centrai machine will only send 

information (table entrios) to nodes that might require it. As a result of this 

policy, the table searched by an individuai node is reduced (contains only 

15 relevant information) as well as the search time. In an alternate 

implementation, contro! node 1004 may stare the connection table and may 

periorm queries for packets received by firewall subsystems 1000 and 1002. 

Survivability and Firewall Grids 

20 Another aspect of the subject matter described herein focuses on 

increasing the survivability of the hierarchical design. Although the proposed 

design has the benefit of increased packet throughput and minimal delay, the 

reliability of the system is decreased, since more machines (nodes) are 

deployed. For example, if the highest level node fails (is una bi e to inspect more 

25 traffic or goes off-line), then the entire hierarchy is unable to process packets. 

For this reason, the hierarchy is considered an n of n system, where all n 

machines must be functioning for the system to operate correctly [4, 12]. 

Survivability of the system can be improved with the use of redundant 

(parallel) nodes at different levels. For example, the first level may include 

30 multiple machines in paral!el, where each machine implements the same 

security task (e.g., an IP check). An arriving packet would be sent to only one 

of the parallel machines, where it would be accepted, dropped, or forwarded to 

the next leve I for further processing. lf one of the parai lei nodes fails, then the 
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remaining nodes can process the traffic. An additìonal benefit of parallel 

processing is the equal distribution of traffic among nodes, which can result in 

higher throughput and lower delays. Detaìls such as where to locate parallel 

nodes and the number of machines required for each parai le I configurati on may 

5 depend on the desired degree of reliability versus cost of deploying redundant 

rnachines. 

Yet another aspect ofthe subject matter described herein includes a grìd 

of configurable firewalls (nodes) that can be used to efficiently process traffic, 

while being highly available. In one exemplary implementation, the grid may 

1 O include a network of hìghly interconnected nodes (possibly via a high-speed 

switch or router) that can be logically deployed in various confìgurations (e.g., 

parallel, hierarchical, or hybrid). The advantage of the firewall grid is its ability 

to quìckly adapt to new demands. When security needs change (e.g., due to 

policy changes, increased traffic volume, or node failure), these machines can 

15 be deployed or configured to maintain throughput and QoS requirements. For 

example, in a logica I hierarchy, ifa higher level encounters an increased traffic 

load, less frequently used rcdund3nt machines at lower levels can be 

reconfigured to process packets at the higher level. Unlike the hierarchical 

model, physìcal changes are not required, since ali the machines are 

20 interconnected. Only the logica] connection between nodes must be updated, 

which can be performed quickly. Like the stateful hierarchical firewall, the initial 

grid model will use a centrai machine to coordinate node configuration and 

communication. Thìs centrai machine wìll play an important role in the system 

(balancing processing demand per node) and may con stra in the efficiency of 

25 the firewall grid. Future versions of the fìrewall grid will attempt to place more 

intelligence in the nodes and allow them to interact independently and adapt 

dynamically under the guidance of a generai securìty policy. 

Figures 11 A and 11 B illustrate an example of a firewall grid accordìng to 

an embodiment of the subject matter described herein. Referring to Figure 

30 11A, a plurality of fìrewall nodes 1100-1114 are connected via a contrai node 

1116. Each firewall node 1100-1114 may be confìgured to implement different 

portìons of a firewall rule set, as controlled by contro! node 1116. Each of the 

firewall nodes is physically connected to the other firewall nodes via physical 
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connections 1118. Physical connections 1118 may be locai area network 

connections, such as Ethernet connections. As such, contro! node 1116 may 

be an Ethernet switch. 

ln Figure 11B, firewall nodes 1100-1114 are connected via logica! 

5 connections 1120. Logical connections 1120 may be implemented by contrai 

node 1116 without changing physical connections 1118. Far example, contro I 

node 1116 rnay configure the output port to whìch firewall 1106 is connected to 

receive frames from firewalls 1100, 1102, and 1104. Similar internal 

configurations can be implemented for the remaining firewalls illustrated in 

10 Figure 11 B. In Figure 11 B, logical connections 1120 between the firewalls 

implement a hierarchical, function-parallel firewall design, such as that 

illustrateci in Figure 1. In addition, the design illustrateci in Figure 11 B is also 

data-parallel at each level. For example, each firewall node at each leve I may 

implement a common rule or rule set. For example, the rule set implemented 

15 by the firewall nodes in leve! 1 is illustrateci in Figure 11 B as R1. The firewall 

nodes in level 2 implementa rule set represented by R2, and the firewall nodes 

in level 3 implementa rule set represented by R3. lf any of the firewall nodes in 

a given leve! fails, the remaining firewall nodes in that leve! may take aver 

operation for the fai led firewall. Alternatively, as described above, ifa failure or 

20 a bottleneck occurs at one leve!, a less-used firewall at another level may be 

logically configured to operate at the level where the failure or congestion 

occurred. Packet distributors 1122 may be configured to distribute the firewall 

rules between the firewalls at each leve!. Thus, as illustrateci by Figures 11A 

and 11 B, logica! connections between firewall nodes and a firewall grid may be 

25 dynarnically altered (i.e., changed on the fly without ceasing packet filtering 

operation) by a controller node without changing the physical connections 

between the firewalls. 

Firewall lmplementation 

30 In addition to the analytical models and simulations described above, an 

implementation of a hierarchical firewall to measure performance will now be 

described. One exemplary implementation may utilize Linux-based PCs and 

Ethernet connections. Each PC will contain multiple Ethernet cards and be 
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loaded with the Lìnux 2.4 kernel. The 2.4 kernel has support for various packet 

queueing disciplines, traffìc contrai methods, and packet processing (e.g., 

iproute2, te, and iptable). Collectively, these functions are required for 

advanced packet filtering. Far example, iproute2 and iptable can route packets 

5 based on information other than the destination address, while te can mark and 

shape traffic. PCs will serve as hierarchical nodes, sources and receivers of 

network traffic, and hierarchy controllers. 

Results from an initial implementation of a three-node hierarchical 

fìrewall indicate that these open-source components are suitable far high-speed 

1 O networks. The Computer Science Department at Wake Forest University has 

1 O PCs available for this project, where each has a 600 Mhz processor and 

multiple 100 Mbps Ethernet cards. These machines will serve as an initial 

testbed far system development; however, faster machines and high-speed 

network connections are required for actual system testing. For this reason, 

15 this project requests the purchase of 6 additional PCs (2.4 Ghz processors), 

each with multiple ·Gigabit Ethernet cards (3 cards per machine). These new 

machines will be configured as the firewall, while the current machines will 

serve as traffic generators and receivers. For comparison purposes, parallel 

and single-machine firewalls will also be implemented using this equipment. 

20 Any software requìred will be developed and provided by the Computer Science 

Deparlment. 

Firewall Rule Distribution far Function-Parallel Firewall Design 

As stateci above, one aspect with creatìng an optimal function-parallel 

25 firewall design includes distributing rules among fìrewalls in the firewall rule set. 

30 

Firewall rules are preferably dìstributed among firewall nodes in a manner that 

preserves firewall policy integrity. The following sections describe an 

exemplary firewall rule set and different options tor distributing the fìrewall rule 

set among firewall nodes in a function-parallel firewall design. 

Firewall Policy 

In this section and the following sections, a rule r is modeled as an 

ordered tu pie of sets, r = (r[1], r[2], ... , r{k]). Order is necessary among the 

tuples since comparing rules and packets requires the comparison of 
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corresponding tuples. Each tuple r[/] is a set that can be fully specified, specify 

a range, or contain wildcards '*' in standard prefix format. Far the Internet, 

security rules are commonly represented as a 5-tuple consisting of: protocol 

type, IP source address, source port number, IP destination address, and 

5 destination port number [21, 22]. For example, the prefix 192. * would represont 

any IP address that has 192 as the first dotted-decimal number. Given this 

model, the ordered tuples can be supersets and subsets of each other, which 

forms the basis of precedence relationships. In addition to the prefixes, each 

filter rule has an action, which is to accept or deny. However, the action will not 

1 O be considered when comparing packets and rules. Similar to a rule, a packet 

(IP datagram) d can be viewed as an ordered k-tuple d = (d[1], d[2], ... , d[k]); 

however, ranges and wildcards are not possible for any packet tupi e. 

Using the previous rule definition, a standard security policy can be 

modeled as an ordered set (list) of n rules, denoted as R = {r1, r2, ... , rn}. A 

15 packet d is sequentially compared against each rule ri starting with the first, unti! 

a match is found (d ⇒ r;) then the associated action is performed. A match is 

found between a packet and rule when every tuple ofthe packet is a subset of 

the corresponding tuple in the rule. 

20 Definition Packet d matches ri if 

d ⇒ ri iff d[/] ç:: n[n, I= 1, ... , k 

The rule list R is comprehensive if for every possible legai packet d a 

match is found using R. Furthermore, two rule lists Rand R' are equivalent if 

for every possible lega! packet d the same action is performed by the two rule 

25 lists. lf Rand R' are different (e.g. a reorder) and the lists are equivalent, then 

the policy integrity is maintained. 

As described above, a rule list has an implied precedence relationship 

where certain rules must appear before others if the integrity of the policy is to 

be rnainh,1ined. Table 2 shown below illustrates an exemplary rule set that will 

30 be used herein to illustrate precedence relationships and rule assignment 

according to an embodiment of the subject matter described herein. 
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No. Proto. 
Source Destìnation Action Prob. 

IP Port lP Port 

1 UDP 1.1 .* * * 80 deny 0.01 

1 
2 TCP 1. * * 1 .* 90 accept 0.02 

3 TCP 2.* * 2.* 20 accept 0.25 

4 UDP 1 .* * * * accept 0.22 
- -· 

I 5 * * * * * deny 0.50 
I ... -

Table 2: Example Security Polìcy Consisting of Multiple Ordered Rules 

In Table 2, rule r1 must appear before rule r4, likewise rule rs must be the last 

5 rule in the policy. lf tor example, rule r4 was moved to the beginning of the 

policy, then it will shadow [23] the originai rule r1. Shadowing is an anoma!y that 

occurs when a rule 0 matches a preceding rule n. where i< j. As a result of the 

relative order r; will never be utilized. However, there is no precedence 

relatìonship between rules r1, r2, or r3 given in Table 2. Therefore, the relative 

1 O arder of these three rules will not impact the polìcy integrlty and can be 

changed to improve firewall performance. 

As described in [28), the precedence relationship between rules in a 

policy can be modeled as a Policy Directed Acyclical Graph (DAG). Lct G = 

(R,E) be a policy DAG for a rule list R, where vertices are rules and edges E 

15 are the precedence relationships (constraint). A precedence relationship, or 

edge, exists between rules r; and 0, if i <j and the rules intersect [28]. 

Definition The intersection of rule r; and 0, denoted as n n I) is 

rintj==(r;[/] n1;[m, f= 1, ... , k 

20 Therefore, the intersection of two rules results in an ordered set of tuples that 

collectively describes the packets that match both rules. The rules r; and 'ì 

ìntersect if every tuple ofthe resulting operation is non-empty. In contrast, the 

rules r, and lj do not intersect, denoted as r; 0 fj, if at least one tuple is the 

empty set. lt should be noted that the intersection operation is symmetrlc; 

25 therefore, if r; intersects lj, then fj will intersect r;. The same ìs true far rules that 

do not intersect. 

For example, far the rules given in Table 2, the intersection of r1 and T4 

yields (UDP, 1.1.*, *, *, 80). Again, the rule actions are not considered in the 

-26-



Keysight, EX-1002 
Page 818

wo 2006/093557 PCT/US2005/04 7008 

ìntersection or match operation. Since these two rules intersect. a packet can 

match both rules far example d = (UDP, 1.1.1.1, 80, 2.2.2.2, 80). The relative 

arder must be maintaìned between these two rules and an edge drawn from r1 

to r4 must be present in the DAG, as seen ìn Figure 12. In Figure 12, the policy 

5 DAG represents the rules in Table 2. Vertices 1200 indicate rules whìlc edges 

1202 indicate precedence relationships. Rules r2 and r3 in Table 2 provide an 

example of rules that can be re-ardered without changing the firewall policy. 

These two rules do not intersect due to the fifth tuple (destination port). A 

packet cannot match both rules indìcating the relative arder can change; 

1 O therefore, an edge will not exist between them. 

As described above, traditional firewall implementations consist af a 

single, dedicateci machine, similar to a router, that applics the rule setto each 

arriving packet. However, packet filtering represents a significantly higher 

processing load than routing decisions [15, 18, 22]. For example, a firewall that 

15 interconnects two 100 Mbps networks would have to process aver 300,000 

packets per second [21]. Successfully handling these traffic loads becomes 

more diffìcu!t as rule sets become more complex [4, 14, 22]. Furthermore, 

firewalls must be capable of processing even more packets as interface speeds 

increase. In a high-speed environment (e.g. Gigabit Ethernet), a single firewall 

20 can easily become a bottleneck and is susceptible to DoS attacks [4, 7, 1 O, 11 ]. 

Buìlding a faster single firewall is possible [8, 15, 18, 19, 20]; however, the 

benefits are temporary (traffic loads and interface speeds are increasing); it is 

not scalable; it is a single point of failure; and it is generally not cost-effective for 

ali installations. 

25 Parallelization has been demonstrated to offer a scalable approach for 

lmproving the performance of network firewalls. As seen in Figure 13A, parallel 

designs consist of multiple firewalls, referred to as firewall nodes, connected in 

an array. In Figure 13A, firewall nodes 1300 each implementa common rule 

set. A packet distributor 1302 load shares packets among firewall nodes 1300. 

30 In Figure 138, a function-parallel design is illustrateci where firewall nodes 1304 

implement different portions of a firewall rule set. A packet duplicator 1306 

duplicates each packet to each firewall node. Agate 1308 controls packets 

entering the network based on contrai information received from firewall nodes 
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1304. The operation of the system illustrateci in Figure 13B will be described in 

more detail below. 

The two designs depicted in Figures 13A and 13B are different based on 

what is distributed: packets or rules. For example, the design developed by 

5 Benecke et al consisted of multiple identica! firewall nodes connected in 

parallel, as shown in Figure 13A. Each firewall node implements the complete 

security policy R, and arriving packets are distributed across the firewall nodes 

for processing (one packet is sent to one firewall node) [4]; therefore different 

packets are processed in parallel. Using terminology developed for parallel 

10 computing, this design is considered data-parallel since the data (packets) is 

distributed across the firewall nodes [25]. How the load-balancing algorithm 

distributes the packets is vital to the data-parallel system and typically 

implemented as a specialized high-speed switch [11, 12]. Although data­

parallel firewalls have been shown to achieve higher throughput than traditional 

15 firewalls and have a redundant design [4], they suffer from two major 

disadvantages. First, these designs have difficulty maintaining QoS across 

networks. For example, legitimate traffic can encounter delays if it is qucued 

behind traffic that requires more processing. Under these circumstances, users 

notice poor network performance, which is a growing concern as more network 

20 applications require QoS assurances. Second, stateful inspection requires all 

traffic from a certain connection or exchange to traverse the same firewall node, 

which is difficult to perform at high speeds using the data-parallel approach [4, 

14). 

25 Rule Distribution and Function-Parallel Fìrewall 

As described above, new scalable firewall designs are needed to cape 

with increasing traffic loads, network speeds, and security threats. To address 

these issues, one implementation of the subject mattar described herein 

includes a firewall design that consists of multiple firewalls connected in parallel 

30 and a gate machine, as shown in Figure 138. Again in this design, the 

individuai firewalls will be referred to as firewall nodes. However unlike the 

data-parallel design that distributes the packets, the function-parallel design 

distributes the policy rules across the firewall nodes. The distribution is done 

such that policy integrity is maintained. Therefore, a single traditional firewall 
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and a function-parallel firewall will always give the same result for any packet. 

The rules distrìbuted to a firewal! node will be referred to as the locai rule set or 

loca I policy. Using parallel computing terminology this design will be referred to 

as function-parallel, since the rules are distributed across the firewall nodes 

5 [25]. 

The generai operation of one exemplary function-parallel system can be 

described as follows. When a packetarrives to the function-parallel system, the 

packet is forwarded to every firewall node. Each firewall node processes the 

packet using its locai rule list. The firewall node then signals the gate indicating 

10 either no match was found or provides the rule number and action ifa match 

was found. Therefore, no match is a valici response and is required for this 

basic function-parallel design. The gate keeps track of the results and 

determines thefinal action to perform on the packet. Far example, a first match 

policy can be implemented by applying the action of the lowest numbered 

15 matching rule to the packet. 

The performance of this basic design can be improved by allowing the 

fìrewall nodes to pipeline packets [25]. For example, once a firewall node has 

compieteci processing a packet, it can immediately begin processing the next 

packet. This allows the firewall nodes to work independently, thus increasing 

20 the overall system performance. However, pipelining requires the gate to keep 

track of multiple packets simultaneously. Performance can also be increased if 

the gate can signal the firewall nodes that further processing of a certain packet 

is no longer needed (similar to short-circuit evaluation). This occurs when the 

appropriate match has been found by a firewall node before the other firewall 

25 nodes have compieteci processìng the same packet. Short-circuit evaluation 

requires the gate to know how the rules are distributed as well as the 

dependencies, which is discussed in detail below. 

The function-parallel design has severa! significant advantages over 

tradìtional and data-parallel firewalls. First, the function-parallel design results 

30 in the faster processing since every firewall node is utilized to processa single 

packet. Reducìng the processing time, instead of the arrivai rate (the data­

parallel paradigm), yields better performance that will be proven theoretically 

and demonstrated experimentally. Second, unlike the data-para Ile! design, 

function-parallel can maintain state information about existing connections. 
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Maintaining state can be viewed as the addition of a new rule corresponding to 

a requested connection. Unlike the data-parallel design, the new rule can be 

placed in any firewall node since a packet will be processed by every firewall 

node. Third, the function-parallel design has the unique ability to provide 

5 service differentiation between classes of traffic; therefore, the design can 

provide QoS requirements. Finally, the function-parallel system can be 

implemented using any current firewall system (as discussed below, the gate 

can be removed), without any specialized hardware. The disadvantage of the 

system is the limited scalability, since the system cannot have more firewall 

1 O nodes than rules, unless data-redundancy is provided. However, given the size 

of most firewall policies range in the thousands to hundred of thousands of 

rules, which is expected to increase, the scalability limit is not an important 

concern. 

The operation and performance of the function-parallei design depends 

15 on the correct distribution of policy rules. Rule distribution techniques that 

maintain integrity, increase processing speed, allow redundancy and 

robL1stness, and eliminate the gate are describod in the following sections. 

20 

Rule Distribution and Policy lntegrity 

As described above, the function-parallel design distributes the security 

policy rules across an array of firewall nodes. Using this design, all the firewall 

nodes process an arriving packet in parallel using its locai rule set. The rules 

must be distributed such that the integrity of the policy is maintained. Again, it 

will be assumed in the examples described herein that a first-match policy is 

25 desired. Therefore, the distribution of the rules must not introduce any 

anomalies into the originai rule list, such as shadowing. 

Let m be the number of firewall nodes in the system and j be a firewall 

node j = 1 ... m. Each firewali node has a locai rule set that is a portion of the 

security policy. Denote the locai rule list for firewall node j as Ri that has ni 

30 rules. The firewall node will process an arriving packet using the locai rule list 

in a top-down fashion to find the first match. lt should be noted that a software 

implementation of the firewall node according to the subject matter descrìbed 

herein is not required to have a ruie list. The function-parallel design is 

independent of software implementation. In this scenario integrity is maintaìned 
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under two conditions: every rule is assigned to at least one firewall node, and a 

policy DAG edge never traverses upward within a firewall node. The first 

condition assures every rule in the originai policy exists in the function-parallel 

system, while the second condition prevents rule shadowing within a firewall 

5 node. Consider a two-firewall node system and the five-rule policy given in 

Table 2. Possible rule distributions are depicted in Figures 14A-14C. The 

distribution illustrateci in Figure 14A will be referred to as vertical, while the 

distribution illustrateci in Figure 14B will be referred to as horizontal. In both 

cases the five rules are present and all policy DAG edges are downward; thus 

10 integrity is maintained. In contrast, Figure 14C is an illegal distribution because 

rule r4 shadows r1 (upward policy DAG edge). 

The gate can also utilize the policy DAG to determine the first match, 

and if a short-circult evaluation can occur. For example consider the 

distribution illustrateci in Figure 14A. Assume a packet matches (3 in the 

15 second firewall node and this result is reported to the gate. Using the policy 

DAG, the gate can determine this is the first match, since it is impossible far a 

packet that matches r3 to also match any rules that preceded it in the originai 

policy (rules r, or r2). The gate can inform the remaining firewall nodes to stop 

processing the packet. 

20 
Optimal Rule Distribution 

The previous section described the distribution requirements far 

maintaining policy integrity. However it was proven in [27] that any linear 

arrangement of a policy DAG maintains integrity, which also holds fora locai 

25 policy DAG. Furthermore as evident in the previous section, many different 

distributions are possible. Given the possible rule distributions far the function­

parallel design, a distribution is sought that minimizes the average number of 

comparisons required per packet [27]. 

Achieving this goal will require information not present in the firewall rule 

30 list. Certain firewall rules have a higher probability of matching a packet than 

others. As a result, it is possible to develop a policy profile aver time that 

indicates frequency of rule matches (similar to cache hit ratio). Let P = {p 1, p2, 

... , pn} be the policy profile, where p; be the probability that a packet will match 

rule r; (first match in the policy). Furthermore, assume a packet will always find 
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,, 
a match, LP; == l; therefore R Is comprehensive. Using this information. the 

1:I 

average number of rule comparlsons required far the policy R using a standard 

single machine firewal[ is 

E(R) = f i· P; ( 4) 
/=I 

This equation also applies to firewall nodes. However, the ru[es of a locai policy 

include rules of the originai policy; therefore, a mapping between the loca I and 

originai policy rules is needed. Let r,-,i represent the /h rule of firewall node j, 

1 O that corresponds a certa in rule in the originai rule list R. Consider the locai rule 

list for the second firewall node depicted in Figure 14A. The locai policy is R2 = 

{r11 rs}, where r1,2 = r4 and r2,2 = rs. Similarly, let Pi.i be the probability of 

matching the fh rule of firewall node j. Therefore the average number of 

comparisons required for firewall node j is 

15 

20 

", 
E(RJ)= 'i·p .. 

. ~ ,~ (5) 
i=I 

Using the previous equation, the average number of comparisons required tor 

the function-parallel system is 

m 111 '1, 

E.r(R) = 2_E(Rj) = 2.2) · P1.J (6) 
ì=I i=l i=I 

For example, the average number of comparisons required for the distribution 

given in Figure 14A is 2.24, while the average number of comparisons for the 

25 distribution given in Figure 14B is 2.45. 

Given a policy DAG G = (R,E) and policy profile P, a distribution is 

sought that minimizes Equation 6. In the absence ofprecedence relationships, 

the average number of comparisons is minimized if the rules are sorted in non­

increasing arder according to the probabilities [28], which is also referred to as 

30 Smith's algorithm (29]. The sorted rules are then distributed in a horizontal 

fashion, as depicted in Figure 14B. Precedence constraints cause the problem 
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to be more realistic; however, precedence constraints also make determining 

the opti mal permutation more problematic. In [27] determining the optimal rule 

orderfor a single machine firewall is provento be NP-complete; therefore, so is 

determining the optimal function-parallel rule distribution. However, [27] 

5 presents a simple sorting algorithm to improve the optimal arder, that can be 

modified to apply to function-parallel rule distribution. This modified algorithm 

sorts the policy rules using the method described in [27], then dìstributes the 

rules in a harizontal fashion. 

10 Redundancy 

Similar to the traditlonal and data-paraiiel firewalls, a disadvantage of the 

current function-parallel design is its inability to withstand a single firewall node 

failure. lf a single firewall node fails in the function-parallel system, then part of 

the policy is lost and integrity is not maintained. A simple solution commonly 

15 used tor traditional firewalls is to duplicate the entlre system; however, this 

solution is cast prohibitive, not efficient, and difficult to manage. 

Redundancy can be provided in the function-parallel design by 

replicating rules, instead of firewall nodes. Consider the function-parallel 

system depicted in Figure 15A, that includes four firewall nodes and an eight-

20 rule policy distributed in a horizontal manner. lf the locai rule list of the right 

neighbor is added to the end of every firewall node, as illustrated in Figure 158, 

then any non-continuous firewall nodes can fail and integrity will be maintained. 

lt should be nateci that the criteria for maintaining integrity stil! apply: every rule 

must be implemented at a node and no upward edges in the loca! policy DAG. 

25 Furthermore, the redundant design requires short-circuit evaluations to prevent 

multiple firewall nodes from evaluating the same rule. 

Gateless Design 

The gate plays an important role in the function-parallel design. lt 

30 accepts information from the firewall nodes to determine the correct action to 

apply to a packet. Unfortunately, the gate is a special device that must 

coordinate with the individuai firewall nodes in the system, which may be 

problematic to implement. However, it is possible to eliminate the gate and 

allow the firewall nodes to operate independently without any coordinatìon. The 
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significant advantage is that the gateless function-parallel design can be 

implemented with any firewall system (from open source to proprietary). 

Eliminating the gate requires a rule distrìbution such that far any given 

packet, only one machine will ever accept and the remaining machines will 

5 always deny. As described above, rule actions are either accept or deny. This 

can be seen in the policy DAG by denoting deny rules with a square and accept 

rules with a circle. To assure only one machine will accept a packet, an accept 

rule in a firewall node cannot intersect with another accept rule in any other 

firewall node. As described above, the intersection of two rules describes the 

1 O set of packets that can match both rules. lf an edge spans the locai rules of 

firewall nodes, then the set of packets would be accepted by both firewall 

nodes; thus, duplicate packets would be accepted. In addition, every drop rule 

must be present in each firewall node to assure the remaining firewall nodes will 

drop the packet. Given these two requirements a policy DAG edge will not 

15 span firewall nodes, as illustrateci in Figures 16B and 16C. 

For example, considera two-firewall node function-parallel system that 

implements the five-rule policy given in Table 2. The policy DAG is given in 

Figure 16A, where the first and last rules are deny. An initial gateless rule 

distribution is given in Figure 16B which has no edges spanning the firewall 

20 nodes. Given the loca! policy DAG, deny rules can be removed if: no inbound 

edges exist for the deny rule; and ali out-going edges for the deny rule connect 

to a superset deny rule. Using these constraints, the first rule in the second 

flrewall node depicted in Figure 16B can be removed (it is a subset of r5 and 

has no other edges). This gives the final gateless rule distribution shown in 

25 Figure 16C. As a result, the first firewall node in this distribution will only 

process UDP traffic, while the second machine only processes TCP. The rules 

can be divided with respect to other tuples, and can be done to provide QoS 

guarantees. 

30 Theoretical Results 

Assuming arrivals and service times are exponentially dlstributed, a 

firewall system can be considered an open network of M/M/1 queues (Jackson 

network) [5, 17]. Probabilities can be assigned to each link to indicate the 

likelihood of moving to the next node, which are given from the policy profile (hit 
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5 

ratio) described above. The ave rage end-to-end delay for q cascading 

machines {traversai path) can be cornputed as 

(7) 

where 1/µ; is the service time (processing and transmission) and Ai is the arrivai 

rate to node i. As a result, we have a theoretical model for the average delay 

across a firewall system. Consider the data-parallel and functional-parallel 

firewall designs gìven in Figures 13A and 13B. Assume each system consists 

1 O of m machines and implements the same n rule security policy. Let the tota! 

arrivai rate to each system be,.\ packets per unit time and each node performs x 

rules per unit time. 

Far the data-parallel firewall, traffic arrives at the packet distributor, 

which evenly distributes the traffic. As a result the arrivai rate to each machine 

15 is A m. The service rate is x n, since each node implements the complete rule 

set. The end-to•end delay across any machine in the parallel firewall is 

l 
E,,(T)=--

1 
X A-

11 m 

(8) 

20 In contrast, rules are distributed across each machine, in the function-

25 

parallel firewall. Furthermore, all traffic arriving to the system is forwarded to 

each machine. lf we assume the rules in each machine are independent (no 

policy DAG edges spanning machines), then the end-to-end delay across any 

machine in the functional-parallel firewall is 

(9) 

n 

The reduction in delay compared to a data-parallel firewall system is 1 m; 

therefore, the functional-parallel system has the potential to be m times faster 

30 than a (data) parallel system. However, the scalability ofthe functional-parallel 

system is dependent on the rule set. 
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Figures 17A and 17B compare the performance of function-parallel, 

data-parallel, and single firewall designs. More particularly, Figure 17 A 

compares the average among the different firewall designs as the arrivai rate 'A. 

increases. As can be seen from Figure 17 A, the function-parallel design 

5 achieves lower average delay as the arrivai rate increases than the data­

parallel design. Figure 17B illustrates the average delay as arrivai rate and the 

number of rules increase. ln Figure 17B, the function-parallel design again 

achieves better simulateci performance than the data-parallel design. 

10 Experimental Results 

The previous section described models that previde insight to the 

average delay across different firewall designs. This information is beneficiai in 

guiding initial design; however, we are also interested in the maximum delay 

encountered. For this reason, a discrete event simulator has been developed 

15 to model the different systems. 

The data-parallel firewall and function-parallel firewall designs were 

simulateci, where both systems implemented a 50-rule policy and each 

consisted of 5 firewall nodes. Three classes of traffic were modeled, first, 

second, and background. The first and second classes represent legitimate 

20 traffic that was eventually accepted by the firewall system, while background 

traffic was typically dropped. The two designs were simulateci under normai 

conditions, where each traffic type had the same volume. Figures 18A and 18B 

shows the simulation results. As seen in Figure 18A and predicted by the 

theoretical models, the average delay encountered by packets in the functional-

25 parai le I design was lower than the data-parallel designs. The function-parallel 

design also provided lower maximum delays than the data-parallel, as seen in 

Figure 188. In summary, the theoretical models and simulation results indicate 

function-parallel 1s a better design than a traditional single firewall system or a 

data-parallel system; yet, function-parallel requires no more computing 

30 resources than data-parallel. 

Summary 

Thus, as described above, the subject matter described herein includes 

methods, systems, and computer program products for providing a function-
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