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Docket No.: 007742.00091\US
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:

Sean Moore
Application No.: 15/614,956 Confirmation No.: 9334
Filed: June 6, 2017 Art Unit: N/A

For: FILTERING NETWORK DATA TRANSFERS Examiner: Not Yet Assigned

RESPONSE TO NOTICE TO FILE MISSING PART OF APPLICATION
AND
PRELIMINARY AMENDMENT UNDER 37 C.F.R. § 1.115

Mail Stop, Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Dear Commissioner:

In response to the Notice to File Missing Parts of Application mailed June 15, 2017,
Applicants respectfully submit the fees associated with the application. Additionally, Applicants
petition for any extension of time needed for entry of this paper. Please charge our Deposit Account
No. 19-0733 in the amount of $800.00, which covers the fees set forth in 37 C.F.R. § 1.16(f),
1.16(a), 1.16(k), and 1.16(0).

Prior to examination on the merits, please amend the above-identified U.S. patent
application as follows:

Amendments to the Claims are reflected in the listing of claims, which begins on page 2
of this paper.

Remarks/Arguments begin on page 9 of this paper.
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Application No. 15/614,956 Docket No.: 007742.00091\US
Amendment dated January 15, 2018
Preliminary Amendment

Listing of Claims:

This Listing of Claims will replace all prior versions and listings of claims in this application.

1. (Currently Amended) A method comprising:
receiving, by a computing system-andfrom-a-computing-devicelocated-n-atirstnetwork

comprising memory and at least one processor, a plurality of packets, wherein the plurality of

packets comprises a first portion of packets and a second portion of packets;

determining, based on a packet header field value, whether each packet of the plurality of

packets comprises data corresponding to criteria specified by one or more packet-filtering rules;

responsive to a determination by the computing system that a packet header field value of

the first portion of packets comprises data corresponding to criteria specified by the one or more

packet-filtering rules configured to prevent a particular type of data transferfremthefirstnetwork
1 k. wherein the-data indi hat the £ onof nackets is destinedfor

seeond—network: applying, by the computing system and to each packet in the first portion of

packets, a first operator, specified by the one or more packet-filtering rules, configured to drop

packets associated with the particular type of data transfer; and-droppire-by-the-computingsysters
| Kot infi . ( ackets: and

determining, based on an application header field value, whether the second portion of

packets comprises data corresponding to criteria specified by one or more operators specified by

the one or more packet-filtering rules: and

responsive to a-determinationby-the-computingsystemthat-determining that the second
portion of packets comprises data corresponding that-deesnot-eorrespend-to the criteria_specified

by one or more operators, wherein-the-dataindicatesthat-the-second-portion-ofpacke destined

fera-third-netwetle applying, by the computing system and to each packet in the second portion

ol packels. apd-witheut-apphying-the-one-ormore packetfiltering reles—confipuredtoprevent-the

= o - > . y
s ¢ - B B

packetstoward-the-third-network at least one packet transformation function configured to allow
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Amendment dated January 15, 2018
Preliminary Amendment

or block each packet in the second portion of packets from continuing toward its respective

destination.

2. (New) The method of claim 1, wherein:

the first portion of packets comprises a packet header field value indicating a protocol type
associated with the particular type of data transfer, and corresponding to the criteria specified by
the one or more packet-filtering rules; and

the second portion of packets comprises data indicating a protocol type not associated with

the particular type of data transfer.

3. (New) The method of claim 1, wherein:

the first portion of packets comprises data indicating a first destination port number
associated with the particular type of data transfer, and corresponding to the criteria specified by
the one or more packet-filtering rules; and

the second portion of packets comprises data indicating a second destination port number

not associated with the particular type of data transfer.

4. (New) The method of claim 1, wherein the application header field value identifies one or
more hypertext transfer protocol (HTTP) methods, wherein the second portion of packets comprise
a plurality of HTTP packets, wherein the second portion of packets comprises a third portion of
packets and a fourth portion of packets, and wherein each packet of the third portion of packets
comprises at least one GET method value, and each packet of the fourth portion of packets
comprises at least one of a PUT method value, a POST method value, or a CONNECT method
value, the method further comprising:

allowing each packet of the third portion of packets to continue toward its respective
destination; and

blocking each packet of the fourth portion of packets from continuing toward its respective

destination.
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Preliminary Amendment

5. (New) The method of claim 1, the method further comprising:

allowing, based on a determination that the application header field value indicates a
request for specified resource data, each packet of the second portion of packets indicating a
request for specified resource data to continue toward its respective destination; and

blocking, based on a determination that the application header field value indicates a
request to submit data to be processed by a specified resource, each packet of the second portion
of packets indicating a request to submit data to be processed by the specified resource from

continuing toward its respective destination.

6. (New) The method of claim 1, wherein applying the first operator configured to drop
packets associated with the particular type of data transfer is performed responsive to a
determination that the first portion of packets comprises data corresponding to a particular

transport layer security (TLS) version value.

7. (New) The method of claim 1, wherein applying the first operator configured to drop
packets associated with the particular type of data transfer is performed responsive to a
determination that the first portion of packets comprises data corresponding to a particular real-

time transport protocol value.

8. (New) An apparatus comprising:
at least one processor; and
memory storing instructions that, when executed by the at least one processor, cause the
apparatus to:
receive a plurality of packets, wherein the plurality of packets comprises a first
portion of packets and a second portion of packets;
determine, based on a packet header field value, whether the plurality of packets
comprises data corresponding to criteria specified by one or more packet-filtering rules;
responsive to a determination that a packet header field value of the first portion of
packets comprises data corresponding to criteria specified by the one or more packet-

filtering rules configured to prevent a particular type of data transfer, apply, to each packet
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Amendment dated January 15, 2018
Preliminary Amendment

in the first portion of packets, a first operator, specified by the one or more packet-filtering
rules, configured to drop packets associated with the particular type of data transfer;

determine, based on an application header field value, whether the second portion
of packets comprises data corresponding to criteria specified by one or more operators
specified by the one or more packet-filtering rules; and

responsive to determining that the second portion of packets comprises data
corresponding to the criteria specified by one or more operators, apply, to each packet in
the second portion of packets, at least one packet transformation function configured to
allow or block each packet in the second portion of packets from continuing toward its

respective destination.

9. (New) The apparatus of claim 8, wherein:

the first portion of packets comprises a packet header field value indicating a protocol type
associated with the particular type of data transfer, and corresponding to the criteria specified by
the one or more packet-filtering rules; and

the second portion of packets comprises data indicating a protocol type not associated with

the particular type of data transfer.

10. (New) The apparatus of claim 8, wherein:

the first portion of packets comprises data indicating a first destination port number
associated with the particular type of data transfer, and corresponding to the criteria specified by
the one or more packet-filtering rules; and

the second portion of packets comprises data indicating a second destination port number

not associated with the particular type of data transfer.

11. (New) The apparatus of claim 8, wherein the application header field value identifies one
or more hypertext transfer protocol (HTTP) methods, wherein the second portion of packets
comprise a plurality of HTTP packets, wherein the second portion of packets comprises a third
portion of packets and a fourth portion of packets, and wherein each packet of the third portion of

packets comprising at least one GET method value, and each packet of the fourth portion of packets
5
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comprising at least one of a PUT method value, a POST method value, or a CONNECT method
value, and wherein the instructions, when executed by the at least one processor cause the
apparatus to:

allow each packet of the third portion of packets to continue toward its respective
destination; and

block each packet of the fourth portion of packets from continuing toward its respective

destination.

12. (New) The apparatus of claim 8, wherein the instructions, when executed by the one or
more computing devices, cause the apparatus to:

allow, based on a determination that the application header field value indicates a request
for data from a specified resource, each packet of the second portion of packets indicating a request
for data from a specified resource to continue toward its respective destination; and

block, based on a determination that the application header field value indicates a request
to submit data to be processed by a specified resource, each packet of the second portion of packets
indicating a request to submit data to be processed by a specified from continuing toward its

respective destination.

13. (New) The apparatus of claim 8, wherein applying the first operator configured to drop
packets associated with the particular type of data transfer is performed responsive to a
determination that the first portion of packets comprises data corresponding to a particular

transport layer security (TLS) version value.

14. (New) The apparatus of claim 8, wherein applying the first operator configured to drop
packets associated with the particular type of data transfer is performed responsive to a
determination that the first portion of packets comprises data corresponding to a particular real-

time transport protocol value.

15. (New) One or more non-transitory computer-readable media comprising instructions that,

when executed by one or more computing devices, cause the one or more computing devices to:

6
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receive a plurality of packets, wherein the plurality of packets comprises a first portion of
packets and a second portion of packets;

determine, based on a packet header field value, whether the plurality of packets comprises
data corresponding to criteria specified by one or more packet-filtering rules;

responsive to a determination that a packet header field value of the first portion of packets
comprises data corresponding to criteria specified by the one or more packet-filtering rules
configured to prevent a particular type of data transfer, apply, to each packet in the first portion of
packets, a first operator, specified by the one or more packet-filtering rules, configured to drop
packets associated with the particular type of data transfer;

determine, based on an application header field value, whether the second portion of
packets comprises data corresponding to criteria specified by one or more operators specified by
the one or more packet-filtering rules; and

responsive to determining that the second portion of packets comprises data corresponding
to the criteria specified by one or more operators, apply, to each packet in the second portion of
packets, at least one packet transformation function configured to allow or block each packet in

the second portion of packets from continuing toward its respective destination.

16. (New) The one or more non-transitory computer-readable media of claim 15, wherein:
the first portion of packets comprises a packet header field value indicating a protocol type
associated with the particular type of data transfer, and corresponding to the criteria specified by
the one or more packet-filtering rules; and
the second portion of packets comprises data indicating a protocol type not associated with

the particular type of data transfer.

17. (New) The one or more non-transitory computer-readable media of claim 15, wherein:

the first portion of packets comprises data indicating a first destination port number
associated with the particular type of data transfer, and corresponding to the criteria specified by
the one or more packet-filtering rules; and

the second portion of packets comprises data indicating a second destination port number

not associated with the particular type of data transfer.
7
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18. (New) The one or more non-transitory computer-readable media of claim 15, wherein the
application header field value identifies one or more hypertext transfer protocol (HTTP) methods,
wherein the second portion of packets comprise a plurality of HTTP packets, wherein the second
portion of packets comprises a third portion of packets and a fourth portion of packets, and wherein
each packet of the third portion of packets comprising at least one GET method value, and each
packet of the fourth portion of packets comprising at least one of a PUT method value, a POST
method value, or a CONNECT method value, and wherein the instructions, when executed by the
one or more computing devices, cause the one or more computing devices to:

allow each packet of the third portion of packets to continue toward its respective
destination; and

block each packet of the fourth portion of packets from continuing toward its respective

destination.

19. (New) The one or more non-transitory computer-readable media of claim 15, wherein
applying the first operator configured to drop packets associated with the particular type of data
transfer is performed responsive to a determination that the first portion of packets comprises data

corresponding to a particular transport layer security (TLS) version value.

20. (New) The one or more non-transitory computer-readable media of claim 15, wherein
applying the first operator configured to drop packets associated with the particular type of data
transfer is performed responsive to a determination that the first portion of packets comprises data

corresponding to a particular real-time transport protocol value.
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REMARKS

By the instant preliminary amendment, claim 1 is amended, and claims 2-20 are added. No
new matter has been added. Upon entry of this paper, claims 1-20 will be pending in the instant
application. Applicant respectfully requests consideration of the application and allowance of all
pending claims.

In view of the above amendment, applicant believes the pending application is in condition

for allowance.

Dated: January 15, 2018 Respectfully submitted,

By:  /Joshua D. Schneider/

Joshua D. Schneider
Registration No.: 67,194

BANNER & WITCOFF, LTD.
1100 13th St. NW

STE 1200

Washington, DC 20005

(202) 824-3000
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may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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PATENT COOPERATION TREATY

From the INTERNATIONAL SEARCHING AUTHORITY pCT

To:
Wright, Bradiey NOTIFICATION OF TRANSMITTAL OF
BANNER & WITCOFF, LTD. THE INTERNATIONAL SEARCH REPORT AND

THE WRITTEN CPINION OF THE INTERNATIONAL

1100 13th Shreet, N.W. Suile 1200 SEARCHING AUTHORITY, OR THE DECLARATION

Washington, DG 20005-4051
ETATS-UNIS D'AMERIQUE

(PCT Rule 44.1)

Date of mailing
{day/month/year)
7 June 2017 (07-06-2017)
Apgplicant's or agent's file reference
007742 00081 FOR FURTHER ACTION See paragraphs 1 and 4 balow
internationat application No. International filing date
POTUS2016/067111 (dayimonih/year) 16 December 2016 {16-12-2016)

Applicant

GENTRIPETAL NETWORKS, INC

1. The applicant is hereby notified that the international search report and the wrilten epinion of the International Searching
Authority have been established and are transmitted herewith.

Filing of amendments and statement under Arlicle 19:
The applicant is entitied, if he so wishes, to amend the claims of the International Application (see Rule 46):

When? The time limit for filing such amendments is normally two months from the date of transmittal of the
International Search Report.

How? Directly to the International Bureau of WIPO, 34 chemin des Colombettes
1211 Geneva 20, Switzerland, Fascimile No.: (41-22) 338.82.70

For more detailed instructions, see PCT Applicants Giulde, intemational Phase, paragraphs 9.004 -9.011.

2. D The applicant is hereby notified that no international search report will be established and that the declaration under
Article 17(2)(a) to that effect and the written opinion of the liternational Searching Authority are transmitted herewith.

3. D With regard to any protest against payment of {an) additional fee(g} under Rule 40.2, the applicant is notified that:

I:I the protest together with the decision thereon has been transmitted to the International Bureau together with any
applicant's request to forward the texts of both the protest and the decision thereon to the designated Offices.

i:l no decision has been made yet on the protest; the applicant will be notified as soon as a decision is made.

4. Reminders

The applicant may submit comments on an informat basis on the written opinion of the International Searching Authority
to the International Bureau. These comments will be mades available to the public after international publication. The
internationat Bureau will send a copy of such comments to all designated Offices unless an international preliminary

examination report has been or is to be established.

Shortly after the expiration of 18 months from the priority date, the international application will be published by the
International Bureau. If the applicant wishes to aveid or postpone publication, a notice of withdrawal of the international
application, or of the priority elaim, must reach the International Bureau before the completion of the technical preparations for
international publication {Fules 90bis.1 and 90b/s.3}.

Within 19 months from the priority date, but only in respect of some designated Offices, a demand for international preliminary
examination must be filed if the applicant wishes to postpone the entry into the national phase until 30 months from the priority
date {in some Offices even later); otherwise, the applicant must, within 20 months from the priority date, pearform the
prescribed acts for entry into the national phase before those designated Offices. In respect of other designated Offices, the
time limit of 30 months (or later) will apply sven if no demand is filed within 19 months. For details about the applicable time
limite, Office by Office, see www.wipo.int/pot/enftextsftime_limits.htm! and the POT Applicant’s Guide, National Chapters.

Within 19 months from the priority date, the applicant may request that a supplementary international search be carried
out by a different International Searching Authority that offers this service (Rule 45bis.1). The procedure for requesting
supplementary international search is described in the PCT Applicant’s Guide, International Phase, paragraphs 8.006-8.032.

Name and mailing address of the International Searching Authority Authorized officer K t &w iV i LF
European Patent Office, P.B. 5818 Patentlaan 2 OES i
NL-2280 HV Rijswijk KOESTEL, Gilbert JUN 0 9 2017
QW) el (+31-70) 340-2040 Tel: +31 (0)70 340-3544
Fax: (+31-70) 340-3016

Form PCT/ISA/220 (luly 2014) RANN AT ETD
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PATENT COOPERATION TREATY

PCT

INTERNATIONAL SEARCH REPORT

(PCT Article 18 and Rules 43 and 44)

Applicant’s or agent's file reference FOR FURTHER oo Form PCTASA/220
Q07742 00081 ACTION as well as, where applicable, item 5 below.
International application No. International filing date {day/month/year) (Earliest) Priority Date (day/month/year)
PCT/AUS2016/067111 16 December 2016 (16-12-2016) 23 Pecember 2015 (23-12-2015)
Applicant

CENTRIPETAL NETWORKS, INC

This international search report has been prepared by this Internationat Searching Authority and is transmitted to the applicant
according to Articte 18. A copy is being transmitted to the International Bureat.

This infernational search report consists of a total of 3 sheets.

It is also accompanied by a copy of each prior art document cited in this report.

1. Basis of the report
a. With regard fo the language, the international search was carried out on the basis of:

the international application in the language in which it was filed

a translation of the international application into , which is the language
of a transtation furnished for the purposes of international search {Rutes 12.3(a) and 23.1(b))

b, D This international search report has been established taking into account the rectification of an ohvious mistake
autherized by or notified to this Authority under Rule 81 (Rule 43.6bis(a)).

. D With regard to any nucleotide and/or amino acld sequence disofosed in the international application, see Box No. |.
2. El Certain claims were found unsearchable (Sge Box No. i)
3. [C] unity of invention is lacking (see Box No I11)

4. With regard to the title,
the text is approved as submitted by the applicant
D the text has been established by this Authority to read as follows:

5. With regard to the abstract,
the text is approved as submitted by the applicant

D the text has been established, according to Rule 38.2, by this Authority as it appears in Box No. IV. The applicant
may, within one month from the date of mailing of this international search report, submit comments to this Authority

6. With regard to the drawings,

a. the figure of the drawings to be published with the abstract is Figure No. 13

]

el il A V-8 ol
E] as suggested by the applicant % E e g%ﬁ o E:}

D as selected by this Authority, because the applicant tailed to suggest a figure

as selected by this Authority, because this figure better characterizes the invention JU N 0 9 20 W

b. EI none of the figures is to be published with the abstract

RAMNER 2 WITCQES 1T

L

Form PCT/ASA210 (first sheet) {January 2015)
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INTERNATIONAL SEARCH REPORT

international application No

PCT/US2016/067111

A. CLASSIFICATION OF SUBJECT MATTER

INV. HO4L29/06
ADD.

According ta International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

HO4L

Minimum documentation searched (classification eystem followed by classification symbols)

Documentation searched other thar minimum dooumentation to the extent that such documents are Included in the fields searched

EPO-Internal, WPI Data

Electronic data base consulted duting the international search {name of data base and, where practicable, search terms used}

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Sategory™

Citation of document, with indication, where appropriate, of the refevant pasaages

Relevant {o olaim Na.

claims 1-4

X US 20147317397 Al (MARTINI PAUL MICHAEL 1-25
{US]) 23 October 2014 (2014-10-23)
paragraph [60624] - paragraph [0027]

X Us 2014/283004 Al (MOORE SEAN [us]) 1-25
18 September 2014 (2014-09-18)
paragraph [0036] - paragraph [0044]

E] Further documents are listed in the continuation of Box C.

See patent family annex.

= Special categories of cited documents :

"A° dooument defining the general state of the art which is not considered
to be of particutar relevance

g earlier application or patent but published oh or after the international
filing date

*L* document which may throw doubts on priority claim(s} or which is
cited to establish the publication date of another citation or other
special reason {as specified)

*3* docurnent referring to an oral disclosure, use, exhibition or other
means

"P* dooument published priot ta the intemational filing date but later than
the priority date claimed

*T* later document published after the international filing date or priority
date and notin conflict with the application but cited to understand
the principle or theary underlying the invention

*X* document of particutar relevance; the claimed invention cannotbe
considered novel or cannot be cansidered to involve an inventive
step when the document is taken alone

*¥v* dooument of particular relevance; the claimed invention cannot be
oonsidered to involve an inventive step when the document is
combined with one or mare other suoh dosuments, such sombination
heing obvious to a person ekilled in the art

"8&" document member of the same patent family

Date of the actual completion of the intermational search

30 May 2017

Date of malting of the international search report

07/06/2017

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentiaan 2
NL - 2280 HV Rijawijk

Tel, {+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Lamelas Polo, Yvan

Fomrn PCTHSA/Z10 (second sheet) [April 20085)
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INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/US2016/067111
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2014317397 Al 23-10-2014 CA 2909799 Al 23-10-2014
EP 2989769 Al 02-03-20616
us 8739243 Bl 27-05-2014
Us 2014317397 Al 23-10-2014
WO 2014172384 Al 23-10-2014
UsS 2014283004 Al 18-09-2014 AU 2014249055 Al 03-09-2015
CA 2902158 Al 09-10-2014
EP 2974212 Al 20-01-2016
US 2014283604 Al 18-09-2014
Us 2015237012 Al 20-08-2015
US 2016072709 Al 10-03-2016
WO 2014164713 Al 09-10-2014

Form PCTASA14 [patent family annex) (April 2005)
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. Application Numb
information on Search Strategy - Pilot phase (see 0J 2015, A86) pplication Number
The type of information contained in this sheet may change during the pilot for improving

the usefulness of this new service. PCT/ Us201 6/067 111

EPO FORM FO4A42

TITLE: RULE-BASED NETWORK-THREAT DETECTION FO? ENCRYPTED COMMUNICATIONS
APPLICANT: CENTRIPETAL NETWORKS, INC

IPC CLASSIFICATION: HO4L29/06

EXAMINER: Lamelas Polo, Yvan

CONSULTED DATABASES: WPI, EPODOC, NPL

CLASSIFICATION SYMBOLS DEFINING EXTENT OF THE SEARCH:
1PC:

CPC: HO4L63/0227, HOAL63/1416, HO4L63/1441
FI1/F-TERMS:

KEYWORDS OR OTHER ELEMENTS FEATURING THE INVENTION:

PROBLEM: network-threat detection for encrypted communications.

SOLUTION: receiving data indicating network-threat indicators and configuring
packet-filtering rules to cause the packet-filtering system to identify packets
comprising unencrypted data, and packets comprising encrypted data. When
portion of the unencrypted data corresponding to one or more of the
network-threat indicators, and the packet-filtering rules being configured to
cause the packet-filtering system to determine, based on the portion of the
unencrypted data, that the packets comprising encrypted data correspond to the
one or more network-threat indicators.
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PATENT COOPERATION TREATY

From the
INTERNATIONAL SEARCHING AUTHORITY

To:

see form PCTASAZ20

PCT

WRITTEN OPINION OF THE
INTERNATIONAL SEARCHING AUTHORITY

(PCT Rule 43bis.1)

Date of mailing —|
(day/monthirear} see form PCTASAR210 (second sheet)

Applicant's or agent's file reference

see form PCTASAL20

International application No.

FOR FURTHER ACTION
See paragraph 2 below

International filing date {day/fmonthiear}

Priority date (dayinonthirear}

Box No. Vi Certain documents cited

KO

2. FURTHER ACTION

will not be s6 considered.

whichever expires later.

For further options, see Form PCTASA/Z20,

PCTAUS2016/067111 16.12.2016 23.12.2015
International Patent Classification (IPG) or both national classification and IPC
INV. H04L29/06
Applicant
CENTRIPETAL NETWORKS, INC
1. This opinion contains indications relating to the following items:
& Box No. | Basis of the apinion
O Box No. il Priority
[J Box No. Il Non-establishment of opinion with regard to novelty, inventive step and industrial applicability
[0 Box No. IV Lack of unity of invention
Bd Box No. V Reasoned statement under Rule 43bis.1{a)({f) with regard to novelty, inventive step and industrial

applicability; citations and explanations supporting such statement

Box No. VIl Certain defects in the international application
Box No. VIIE  Certain observations on the international application

If a demand for international preliminary examination is made, this opinion will usually be considered to be a
written opinion of the International Preliminary Examining Authority ("IPEA") except that this does not apply where
the applicant chooses an Authority other than this one to be the IPEA and the chosen IPEA has notifed the
International Bureau under Rule 66.1bis{b) that written opinions of this Internationat Searching Authority

If this opinion is, as provided above, considered to be a written opinlon of the IPEA, the applicant is invited to
submit to the IPEA a written reply together, where appropriate, with amendments, before the expiration of 3 months
from the date of mailing of Form PCTASARZ20 or before the expiration of 22 months from the priority date,

RECEIVED
JUN 0 9 2017

BANNER & WITCOFF LTD

Name and mailing address of the ISA:

) European Patent Office
_@ P.B. 5818 Patentlaan 2
—.*="  NL-2280 HV Rijswijk - Pays Bas
Tel. +31 70 340 - 2040
Fax: +31 70 340 - 3016

Date of cornpletion of
this opinior

see form
PCTASARI0

Authorized Officer

e Prteg,
& e
? %
l.amelas Polo, Yvan : 0), ;
% &
Telephone No, +31 70 340-0 v"‘dm,.:mv“ﬁ*

-

Form PCTASAL37 (Cover Sheet) {January 2013)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING AUTHORITY PCT/US2016/067111

Box No.1 Basis of the opinion

1. With regard to the language, this opinion has been established on the basis of:

<]

O

2.

the internationai application in the language in which it was filed.

a translation of the international application into , which is the language of a translation furnished for the
purposes of international search (Rules 12.3(a) and 23.1 (b)).

This opinion has been established taking into account the rectification of an obvious mistake authorized
by or notified to this Authority under Rule 91 (Rule 43bis.1(a))

With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this
opinion has been established on the basis of a sequence listing:

a. O forming part of the international application as filed:

7 in the form of an Annex C/ST.25 text file.

{0 on paper or in the form of an image fite.

b. O furnished together with the international application under PCT Rule 13ter.1(a) for the purposes of
international search only in the form of an Annex G/ST.25 text file.

c. O furnished subsequent to the international filing date for the purposes of international search only:
C} in the form of an Annex C/ST.25 text file (Rule 13ter.1(a)).

1 on paper or in the form of an image file (Rule 13ter.1(b) and Administrative Instructions, Section
713).

In addition, in the case that more than one version or copy of a sequence fisting has been filed or furnished,
the required statements that the information in the subsequent or additional copies is identical to that
forming part of the application as filed or does not go beyond the application as filed, as appropriate, were
furnished.

5. Additional comments:

Form PCTASA/237 (January 2015) Keysight, EX-1002
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING AUTHORITY PCTAUS20168067111

Box No.V  Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or
industrial applicability; citations and explanations supporting such statement

1. Statement

Novelty (N) Yes: Claims

No: Claims 1-25
Inventive step (1S} Yes: Claims

No: Claims 1-25
Industrial applicability {(iA) Yes: Claims 1-25

No: Claims

2. Citations and explanations

see separate sheet

Box No. VIl Certain defects in the international application

The following defects in the form or contents of the international application have been noted:

see separate sheet

Box No. VIl Certain observations on the international application

The following observations on the clarity of the claims, description, and drawings or on the guestion whether the
claims are fully supported by the description, are made:

see separate sheet

Form PCTASA/237 (January 2015) Keysight, EX-1002
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/US2016/067111

1.1
1.1.1

1.1.2

Reasoned statement with regard to noveity, inventive step or industrial applicability;
citations and explanations supporting such statement

Novelty and inventive step of the independent claims

independent claim 1

The present application does not meet the criteria of Article 33{(1) PCT, because the subject-
matter of claim 1 is not new in the sense of Article 33(2) PCT.

Document D1 discloses (the references in parentheses referring to D1):

A method comprising:

receiving, by a packet-filtering system configured to filter packets in
accordance with a plurality of packet-filtering rules, data indicating a
plurality of network-threat indicators (fig.1(102,103) "Network Gateway”
"Rules" cf. [0018] "When data on a network is encrypted (e.g., by SSL or TSL)
the data can pose challenges to network security appliances and routines in that
it makes it difficult to inspect the data as it is transferred between the end users
and servers on the Internet. This can lead to problems such as viruses being
transferred over secure connections and entering the network instead of being
blocked because the gateway security appliances could not inspect the data™);
and

configuring, by the packet-filtering system, the pluratity of packet-fiitering
rules to cause the packet-filtering system to:

identify packets comprising unencrypted data (j0024] "the network
gateway may intercept and examine a DNS request 108 from the browser
dovice 106 that is addressed to the DNS 110™);

identify packets comprising encrypted data ([0024] "The network
gateway 102 may be configured to make this determination so that
encrypted communication from the browser device 106"); and

determine, based on a portion of the unencrypted data
corresponding to one or more network-threat indicators of the
plurality of network-threat indicators, that the packets comprising
encrypted data correspond to the one or more network-threat
indicators ([0024] "Based on, for example, the URL or URI in the DNS
request 108 and rules 103 indicating which destination should be
decrypted and which should be passed directly to the internet destination,

Form PCT/SA/237 (Separale Sheet) (Sheet 1) (EPO-April 2005)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/US2016/067111

the network gateway 102 may determine” "The network gateway 102 may
make the determining fo pass encrypted communication through the MitM
gateway 104 based on security policies or concerns”).

1.1.3  The subject-matter of claim 1 is consequently not new (Article 33(2) PCT).

1.1.4  For the sake of completeness, it is pointed out that the objection of lack of novelty set out
above could have also been substantiated, in view of the disclosure of prior art document D2
(see references applying to this document cited in the search report). In particular,

o D2, [0036]-[0044], claims 1-4.
1.2 Independent claims 24,25

A corresponding reasoning as above applies, mutatis mutandis, to the subject-matter of
independent claims 24,25 which therefore is also considered not new (Article 33(2) PCT).

Novelty and inventive step of the dependent claims

Dependent claims 2-23 do not appear to contain any additional features which, in
combination with those of the claims to which they refer, meet the requirements of PCT with
respect to novelty and/or inventive step, because said claims are considered impiementation
related design options that are either known or directly derivable from the prior art documents
D1,D2 (see D1-D2 and references applying lo these documents cited in the search report) or
a matter of normal design procedure for a man skilled in the art.

2 RBe item VIl

Certain defects in the international application

2.1 The features of the claims are not provided with reference signs placed in parentheses (Rule
6.2(by PCT}.
2.2 Documents D1,D2 which appear to represent the most relevant prior art, should be

acknowledged in the description.

3 Re item VI

Certain observations on the international application

Farm PCTASA/237 (Separale Sheet) {Sheet 2) (EPO-April 2006)
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WRITTEN OPINION OF THE International application No.
INTERNATIONAL SEARCHING
AUTHORITY (SEPARATE SHEET) PCT/US2016/067111

3.1 References in patent applications to other documents may relate either to the background art
or to part of the disclosure of the invention. The patent specification should, regarding the
essential features of the invention, be self-contained, i.e. capable of being understood without
reference to any other document. Gonsequently, it appears that the expression "which is
herein incorporated by reference” in [0001],[0024],[0041],[0053] should be deleted.

3.2 The vague and imprecise statement "Numerous other embodimenis, modifications, and
variations within the scope and spirit of the appended claims” in the description on page [108]
implies that the subject-matter for which protection is sought may be different to that defined
by the claims, thereby resulting in lack of clarity (Article 6 PCT) when used to interpret them.

Form PCT/ASA/237 (Separale Sheet) (Sheet 3} (EPO-April 2005}

Keysight, EX-1002
Page 455



Possible steps after receipt of the international search report (ISR) and written
opinion of the International Searching Authority (WO/ISA)

General For all international applications, the competent International Searching

information Authority (ISA) will establish an international search report (ISR) accompanied
by a written opinion of the International Searching Authority (WO/ISA). The
WO/ISA may be responded to by

¢ filing informal comments with the International Bureau of WIPO (IB)
(where no demand for international preliminary examination (demand)
is filed)

e filing amendments under Art. 19 PCT (this can be done whether or not
a demand is filed)

» filing amendments under Art. 34 PCT and/or formal observations in
response to objections raised in the WO/ISA (where a demand is
actually filed)

This document explains these possibilities.

Filing informal After receipt of the ISR and WO/ISA, the applicant may file informa! comments

comments on the WO/ISA, directly with the 1B (see international Search and Preliminary
Examination Guidelines 2.15). These will be communicated to the
designated/elected Offices, together with the International Preliminary Report
on Patentability {IPRP} at 30 months from the pricrity date.

Amending claims The applicant may file amended claims under Art. 19 PCT, directly with the
under IB by the later of the following dates:

Art. 19 PCT :

' s 2 months from the date of mailing of the ISR and the WO/ISA
» 18 months from the priority date

However, any such amendment received by the IB after the expiration of the
applicable time limit shall be considered to have been received on time by
the IB, if it reaches it bhefore the technical preparations for international
publication have been completed (the 15th day prior to the date of publication,
see PCT Applicant's Guide, International Phase, 9.013).

For further information, please see Rule 46 PCT as well as form PCT/ISA/220.

Please also note that, when filing amended claims under Art. 19 PCT, such
amendments shall be accompanied by a letter identifying the amendments
made and also the basis for the amendments in the application as originally
filed (Rule 46.5(b) PCT). Where a demand is filed, failure to comply with this
requirement may result in the amendments being ignored in the International
Preliminary Examination Report {(IPER), see Rule 70.2(c-bis) PCT.

Keysight, EX-1002
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Filing ademand  In principle, the WQ/ISA will be considered to be the written opinion of the

for international  International Preliminary Examining Authority (IPEA). Where the WO/ISA

preliminary issued by the EPO as ISA gives a positive opinion on the international

examination application and the invention to which it relates, filing a demand with the EPO
as IPEA.would normally be unnecessary, since a positive |PRP wouid anyway
be established by the 1B based on the WO/ISA (see also further below),

If the applicant wishes to file a demand (for example, to allow him to argue his
case in international preliminary examination with regard to objections raised in
a negative WOASA before the IPEA issues an IPER), this must be done before
expiration of 3 months after the date of mailing of the ISR and WO/ISA or
22 months after priority date, whichever expires later (Rule 54bis PCT).
Amendments under Art. 34 PCT can be filed with the IPEA, normally at the
same time as filing the demand (Rule 66.1(b) PCT) or within the time limit set
for reply to any written opinion issued during international preliminary

examination by the IPEA.

If a demand is filed at the EPO as IPEA and no comments/amendments have
been received by the time the EPO starts drawing up the IPER (Rule 66.4bis
PCT), the WO/ISA will be transformed by the IPEA into an IPER (also called
the IPRP (Chapter 1) which would merely reflect the content of the WO/ISA
(OJ 10/2011, 532). The demand can still be withdrawn (Art. 37 PCT).

Please also note that, when filing amendments under Art. 34 PCT, such
amendments shall be accompanied by a letter which identifies the
amendments made and also the basis for the amendments in the application
as originally filed (Rule 66.8(a) PCT). Failure to comply with this requirement
may result in the amendments being ignored in the IPER (IPRP (Chapter I1)),
see Rule 70.2(c-bis) PCT.

Filing a request The applicant may, with the IB, file a request for suppiementary international

for supplementary search under Rule 45bis.1 PCT. The present ISR and WO/ISA may also be

international taken into account in the execution of that supplementary international search,

search provided that these are available to the Authority charged with this task before
it starts the supplementary search (Rule 45bis.5 PCT).

This kind of request cannot be filed specifying the ISA who did the
international search.

More information on this topic can be found in the PCT Applicant’'s Guide,
Chapter 8 (htto:llwww.wipo.int/Dct/en/quideﬁpﬁa_html).

End of the Where no demand is filed, at the end of the international phase, the 1B will
international - transform the WO/ISA into the IPRP (PCT Chapter 1) (Rule 44bis PCT), which
phase will then be transmitted together with possible informal comments to the

designated Offices. Where a demand is filed, the WO/ISA is not transformed
into an IPRP (Chapter I} by the IB, but rather the IPEA will establish an IPER,
(the IPER is the same as the IPRP (PCT Chapter 1), see Rule 70.15 PCT).
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Page 457

NSDOCID: <X5 200704010CK_|_=




PATENT COOPERATION TREATY PCT/US2015/062691

From the INTERNATIONAL BUREAU

PCT .

NOTIFICATION CONCERNING
TRANSMITTAL OF COPY OF INTERNATIONAL
PRELIMINARY REPORT ON PATENTABILITY
(CHAPTER I OF THE PATENT COOPERATION

TREATY) WRIGHT, Bradley
X Suite 1200
(PCT Rule 44bis.1(c)) 1100 13th Street, NW
Washington, District of Columbia 20005
Date of mailing (day/month/year)

ETATS-UNIS DAMERIQUE
24 August 2017 (24.08.2017)

Applicant's or agent's file reference

007742.00064 IMPORTANT NOTICE

International application No. International filing date (day/month/year) Priority date (day/month/year)
PCT/US2015/062691 25 November 2015 (25.11.2015) 10 February 2015 (10.02.2015)
Applicant

CENTRIPETAL NETWORKS, INC.

The International Bureau transmits herewith a copy of the international preliminary report on patentability (Chapter T of the Patent
Cooperation 'lreaty)

The International Bureau of WIPO Authorized officer
34, chemin des Colombettes

1211 Geneva 20, Switzerland Athlna NICkItaS-Etlenne

Facsimile No. +41 22 338 82 70 e-mail: pct.team4@wipo.int

Form PC'1/1B/326 (January 2004) Keysight, EX-1002
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PATENT COOPERATION TREATY

PCT

INTERNATIONAL PRELIMINARY REPORT ON PATENTABILITY
(Chapter I of the Patent Cooperation Treaty)

(PCT Rule 44bis)

Applicant’s or agent’s file reference FOR FURTHER ACTION See item 4 below

007742.00064

International application No. International filing date (day/month/year) Priority date (day/month/year)
PCT/US2015/062691 25 November 2015 (25.11.2015) 10 February 2015 (10.02.2015)

International Patent Classification (8th edition unless older edition indicated)
See relevant information in Form PCT/ISA/237

Applicant
CENTRIPETAL NETWORKS, INC.

1. This international preliminary report on patentability (Chapter I) is issued by the International Bureau on behalf of the
International Searching Authority under Rule 44 bis.1(a).

2. This REPORT consists of a total of 6 sheets, including this cover sheet.

In the attached sheets, any relerence (o the wrilten opinion of the International Searching Authority should be read as a
reference to the international preliminary report on patentability (Chapter 1) instead.

3. This report contains indications relating (o the [ollowing items:

Box No. 1 Basis of the report

Box No. II Priority

Box No. III Non-cstablishment of opinion with regard to novelty, inventive step and industrial
applicability

Box No. IV Lack of unity of invention

Box No. V Reasoned statement under Article 35(2) with regard to novelty, inventive step or

industrial applicability; citations and explanations supporting such statement

XX X COX

Box No. VI Certain documents cited
Box No. VIT Certain deflects in the international application
Box No. VIII Certain observations on the international application
4. 'lhe International Bureau will communicate this report to designated Offices in accordance with Rules 44bis.3(c) and 93bis.1

but not, except where the applicant makes an express request under Article 23(2), before the expiration of 30 months from
the priority date (Rule 44bis .2).

Date of issuance of this report
15 August 2017 (15.08.2017)

Authorized officer

The International Bureau of WIPO
34, chemin des Colombettes

1211 Geneva 20, Swilzerland Athina Nickitas-Etienne

Facsimile No. +41 22 338 82 70 e-mail: pct.team4@wipo.int
Form PCT/IB/373 (January 2004)
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INTERNATIONAL SEARCHING AUTHORITY
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see form PCTASAR220

Date of mailing
(day/month/iear) see form PCTASAR210 (second sheet)

Applicant's or agent's file reference FOR FURTHER ACTION

see form PCTASA220 See paragraph 2 below

International application No. International filing date (day/monthArear) Priority date (day/monthisear)
PCTAS2015/062691 25.11.2015 10.02.2015

International Patent Classification (IPC) or both national classification and IPC

INV. HO4L12/701 H04L12/26

Applicant
CENTRIPETAL NETWORKS, INC.

1.  This opinion contains indications relating to the following items:

Box No. | Basis of the opinion
Box No. I Priority
Box No. IlI Non-establishment of opinion with regard to novelty, inventive step and industrial applicability

Box No. IV Lack of unity of invention

XKOOOK

Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step and industrial
applicability; citations and explanations supporting such statement

Box No. VI  Certain documents cited
Box No. VII  Certain defects in the international application

X K O

Box No. VIII  Certain observations on the international application

2. FURTHER ACTION

If a demand for international preliminary examination is made, this opinion will usually be considered to be a
written opinion of the International Preliminary Examining Authority ("IPEA") except that this does not apply where
the applicant chooses an Authority other than this one to be the IPEA and the chosen IPEA has notifed the
International Bureau under Rule 66.1bis(b) that written opinions of this International Searching Authority

will not be so considered.

If this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to
submit to the IPEA a written reply together, where appropriate, with amendments, before the expiration of 3 months
from the date of mailing of Form PCTASA/2220 or before the expiration of 22 months from the priority date,
whichever expires later.

For further options, see Form PCTASA/220.

Name and mailing address of the ISA: Date of completion of Authorized Officer
this opinion

g)) European Patent Office see form f )
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Box No.|l Basis of the opinion

1. With regard to the language, this opinion has been established on the basis of:

X
O

the international application in the language in which it was filed.

a translation of the international application into , which is the language of a translation furnished for the
purposes of international search (Rules 12.3(a) and 23.1 (b)).

This opinion has been established taking into account the rectification of an obvious mistake authorized
by or notified to this Authority under Rule 91 (Rule 43bis.1(a))

With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this
opinion has been established on the basis of a sequence listing:

a. [ forming part of the international application as filed:
O in the form of an Annex C/ST.25 text file.

1 on paper or in the form of an image file.

b. O furnished together with the international application under PCT Rule 13ter.1(a) for the purposes of
international search only in the form of an Annex C/ST.25 text file.

c. L furnished subsequent to the international filing date for the purposes of international search only:
O in the form of an Annex C/ST.25 text file (Rule 13ter.1(a)).

I on paper or in the form of an image file (Rule 13ter.1(b) and Administrative Instructions, Section
713).

In addition, in the case that more than one version or copy of a sequence listing has been filed or furnished,
the required statements that the information in the subsequent or additional copies is identical to that
forming part of the application as filed or does not go beyond the application as filed, as appropriate, were
furnished.

5. Additional comments:
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Box No.V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or
industrial applicability; citations and explanations supporting such statement

1. Statement

Novelty (N)

Inventive step (IS)

Industrial applicability (I1A)

2. Citations and explanations

see separate sheet

Yes:

No:

Yes:

No:

Yes:

No:

Claims
Claims

Claims
Claims

Claims
Claims

Box No. VIl Certain defects in the international application

The following defects in the form or contents of the international application have been noted:

see separate sheet

Box No. VIII Certain observations on the international application

The following observations on the clarity of the claims, description, and drawings or on the question whether the

claims are fully supported by the description, are made:

see separate sheet
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Reference is made to the following documents:

D1

D2

US 2014/281030 A1 (CUI LIANG [CN] ET AL) 18 September 2014
(2014-09-18)

US 2004/073655 A1 (KAN CHAO [US] ET AL) 15 April 2004 (2004-04-15)

section VIII

1

1.1

1.2

1.3

Claims 1, 24 and 25 do not fulfil the requirements of Article 6 PCT for the
following reasons:

In the claims it is not clear what is meant by the expression "data identifying
the host", how such data is determined or the purpose of generating and
transmitting said data.

According to the description, it seems that this data is used to identify which
packets are associated with a particular flow or session. However, this is not
clear from the wording of the claims.

In addition, the desired scope of protection of independent claim 25 is not
clearly defined due to the wording "one or more".

section V

2

2.1

2.2

2.3

2.4

Assuming the interpretation indicated in point 1.2 above, it seems that claim 1
would be directed to a method of monitoring packets received by a network
device and packets transmitted by the device and correlating them in order to
determined that the packets are associated with a flow.

Such a method is already known from the disclosure of D1, see e.g. [0002] to
[0004] or D2, see e.g. [0037].

The only apparent distinguishing feature between claim 1 and e.g. D1 could
be that the network device and the host are located in different networks.

However, such distinguishing feature is a simple modification of the basic
concept disclosed in D1 lying within the general design competence of a
person skilled in the art who would consider such measure to be at least
implicitly disclosed in D1, see e.q. figures 7 and 10A.

In addition, these arguments are also valid for independent Claim 24, which
contains the same combination of features as claim 1 in terms of an apparatus
claim, i.e. the apparatus (system) for carrying out the method of claim 1.

Form PCT/ISA/237 (Separate Sheet) (Sheet 1) (EPO-April 2005)
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2.5

2.6

2.7

Said arguments are also valid for independent claim 25 which is directed to
computer-readable media comprising instructions essentially to carry out the
method of claim 1.

Therefore, the subject-matter of Claims 1, 24 and 25 does not involve an
inventive step, Article 33 (1), (3) PCT.

The additional features of the dependent claims seem to relate to minor
design details and/or implementation measures, which are known or directly
derivable from the above-referred documents or constitute normal practice of
a person skilled in the art. These claims thus, either alone or in combination,
do not seem to add anything new or of inventive significance to any of the
previously-referred claims, see passages indicated in the search report.

section VII

3

4.1

4.2

4.3

4.4

Having regard to the above objections, it is not clear at present which part of
the application could serve as a basis for a new and inventive subject-matter.

Should the Applicant nevertheless regard some particular matter of the
application as having an inventive contribution over the prior art, then an
independent claim relating to such subject-matter should be filed. The
Applicant is also requested to indicate in the letter of reply the difference of
said subject-matter vis-a-vis the state of the art and the significance thereof.

The above-cited documents D1 and D2 should be acknowledged and briefly
discussed in the opening part of the description, Rule 5.1 (a) (ii) PCT, making
clear any inventive contribution of the claimed invention over the prior art.

The independent claims should be drafted in a two-part form, having in their
pre-characterizing part all features known from D1 (refer to point 2 above),
Rule 6.3 (b) (ii) PCT.

The opening part of the description should be modified to bring it into
agreement with the amended claim, Rule 5.1 (a)(iii) PCT, if required.

The claims should include reference signs relating to the features referred to
therein, Rule 6.2 (b) PCT.

Form PCT/ISA/237 (Separate Sheet) (Sheet 2) (EPO-April 2005)
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From the INTERNATIONAL BUREAU

PCT .

NOTIFICATION CONCERNING
TRANSMITTAL OF COPY OF INTERNATIONAL
PRELIMINARY REPORT ON PATENTABILITY
(CHAPTER I OF THE PATENT COOPERATION

TREATY) WRIGHT, Bradley
X Suite 1200
(PCT Rule 44bis.1(c)) 1100 13th Street, NW
Washington, District of Columbia 20005
Date of mailing (day/month/year)

ETATS-UNIS D'AMERIQUE
26 October 2017 (26.10.2017)

Applicant's or agent's file reference

007742.00075 IMPORTANT NOTICE

International application No. International filing date (day/month/year) Priority date (day/month/year)
PCT/US2016/026339 07 April 2016 (07.04.2016) 17 April 2015 (17.04.2015)
Applicant

CENTRIPETAL NETWORKS, INC.

The International Bureau transmits herewith a copy of the international preliminary report on patentability (Chapter T of the Patent
Cooperation 'lreaty)

The International Bureau of WIPO Authorized officer
34, chemin des Colombettes

1211 Geneva 20, Switzerland Agnes Wlttmann-Reng

Facsimile No. +41 22 338 82 70 e-mail: pct.team6@wipo.int
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PCT

INTERNATIONAL PRELIMINARY REPORT ON PATENTABILITY
(Chapter I of the Patent Cooperation Treaty)

(PCT Rule 44bis)

Applicant’s or agent’s file reference FOR FURTHER ACTION See item 4 below
007742.00075

International application No. International filing date (day/month/year) Priority date (day/month/year)
PCT/US2016/026339 07 April 2016 (07.04.2016) 17 April 2015 (17.04.2015)

International Patent Classification (8th edition unless older edition indicated)
See relevant information in Form PCT/ISA/237

Applicant
CENTRIPETAL NETWORKS, INC.

1. This international preliminary report on patentability (Chapter I) is issued by the International Bureau on behalf of the
International Searching Authority under Rule 44 bis.1(a).

2. This REPORT consists of a total of 6 sheets, including this cover sheet.

In the attached sheets, any relerence (o the wrilten opinion of the International Searching Authority should be read as a
reference to the international preliminary report on patentability (Chapter 1) instead.

3. This report contains indications relating (o the [ollowing items:

Box No. 1 Basis of the report

Box No. II Priority

Box No. III Non-cstablishment of opinion with regard to novelty, inventive step and industrial
applicability

Box No. IV Lack of unity of invention

Box No. V Reasoned statement under Article 35(2) with regard to novelty, inventive step or

industrial applicability; citations and explanations supporting such statement

00 XO 00X

Box No. VI Certain documents cited
Box No. VIT Certain deflects in the international application
Box No. VIII Certain observations on the international application
4. 'lhe International Bureau will communicate this report to designated Offices in accordance with Rules 44bis.3(c) and 93bis.1

but not, except where the applicant makes an express request under Article 23(2), before the expiration of 30 months from
the priority date (Rule 44bis .2).

Date of issuance of this report
17 October 2017 (17.10.2017)

Authorized officer

The International Bureau of WIPO
34, chemin des Colombettes

1211 Geneva 20, Swilzerland Agnes WIttmann_Reng

Facsimile No. +41 22 338 82 70 e-mail: pct.teamb6@wipo.int
Form PCT/IB/373 (January 2004)
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From the
INTERNATIONAL SEARCHING AUTHORITY

PCT

WRITTEN OPINION OF THE
INTERNATIONAL SEARCHING AUTHORITY

(PCT Rule 43bis.1)

see form PCTASAR220

Date of mailing
(day/month/iear) see form PCTASAR210 (second sheet)

Applicant's or agent's file reference FOR FURTHER ACTION

see form PCTASA220 See paragraph 2 below

International application No. International filing date (day/monthArear) Priority date (day/monthisear)
PCTAUS2016/026339 07.04.2016 17.04.2015

International Patent Classification (IPC) or both national classification and IPC

INV. HO4L29/06 HO4L12/26

Applicant
CENTRIPETAL NETWORKS, INC.

1.  This opinion contains indications relating to the following items:

Box No. | Basis of the opinion
Box No. I Priority
Box No. IlI Non-establishment of opinion with regard to novelty, inventive step and industrial applicability

Box No. IV Lack of unity of invention

XKOOOK

Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step and industrial
applicability; citations and explanations supporting such statement

Box No. VI  Certain documents cited
Box No. VII  Certain defects in the international application

oono

Box No. VIII  Certain observations on the international application

2. FURTHER ACTION

If a demand for international preliminary examination is made, this opinion will usually be considered to be a
written opinion of the International Preliminary Examining Authority ("IPEA") except that this does not apply where
the applicant chooses an Authority other than this one to be the IPEA and the chosen IPEA has notifed the
International Bureau under Rule 66.1bis(b) that written opinions of this International Searching Authority

will not be so considered.

If this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to
submit to the IPEA a written reply together, where appropriate, with amendments, before the expiration of 3 months
from the date of mailing of Form PCTASA/2220 or before the expiration of 22 months from the priority date,
whichever expires later.

For further options, see Form PCTASA/220.

Name and mailing address of the ISA: Date of completion of Authorized Officer .
_— this opinion &\sc“" "“’"'m,.p
g) European Patent Office see form & 0 ’%
) San Millan Maeso, J ) 3
— =  D-80298 Munich PCTISA210 % é
Tel. +49 89 2399 - 0 Telephone No. +49 89 2399-0 it
Fax: +49 89 2399 - 4465 ’
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Box No.|l Basis of the opinion

1. With regard to the language, this opinion has been established on the basis of:

X
O

the international application in the language in which it was filed.

a translation of the international application into , which is the language of a translation furnished for the
purposes of international search (Rules 12.3(a) and 23.1 (b)).

This opinion has been established taking into account the rectification of an obvious mistake authorized
by or notified to this Authority under Rule 91 (Rule 43bis.1(a))

With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this
opinion has been established on the basis of a sequence listing:

a. [ forming part of the international application as filed:
O in the form of an Annex C/ST.25 text file.

1 on paper or in the form of an image file.

b. O furnished together with the international application under PCT Rule 13ter.1(a) for the purposes of
international search only in the form of an Annex C/ST.25 text file.

c. L furnished subsequent to the international filing date for the purposes of international search only:
O in the form of an Annex C/ST.25 text file (Rule 13ter.1(a)).

I on paper or in the form of an image file (Rule 13ter.1(b) and Administrative Instructions, Section
713).

In addition, in the case that more than one version or copy of a sequence listing has been filed or furnished,
the required statements that the information in the subsequent or additional copies is identical to that
forming part of the application as filed or does not go beyond the application as filed, as appropriate, were
furnished.

5. Additional comments:
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Box No.V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or
industrial applicability; citations and explanations supporting such statement

1. Statement

Novelty (N)

Inventive step (IS)

Industrial applicability (I1A)

2. Citations and explanations

see separate sheet
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Re Iltem V

Reasoned statement with regard to novelty, inventive step or industrial
applicability; citations and explanations supporting such statement

1. Reference is made to the following documents:

D1 US 2004/093513 A1 (CANTRELL CRAIG [US] ET AL) 13 May 2004
(2004-05-13)

D2 US 2012/023576 A1 (SORENSEN AMANDA [US] ET AL) 26 January
2012 (2012-01-26)

D3 US 2008/163333 A1 (KASRALIKAR RAHUL [US]) 3 July 2008
(2008-07-03)

2. The present application does not meet the criteria of Article 33(2) PCT, because
the subject-matter of claims 1, 31 and 32 is not new.

2.1. Independent claim 1

Document D1 discloses (abstract) a method comprising:

- (paragraph 14) receiving, by a packet-filtering device, a plurality of packet-filtering
rules configured to cause the packet-filtering device to identify packets corresponding
to at least one of a plurality of network-threat indicators;

- (paragraphs 13-14 and 26) receiving, by the packet-filtering device, a plurality of
packets; and for each packet of the plurality of packets and responsive to a
determination by the packet-filtering device that the packet corresponds to one or
more criteria, specified by a packet-filtering rule of the plurality of packet-filtering
rules, that correspond to one or more network-threat indicators of the plurality of
network-threat indicators:

- (abstract and paragraph 39) applying, by the packet-filtering device and to the
packet, an operator specified by the packet-filtering rule and configured to cause the
packet-filtering device to either prevent the packet from continuing toward its
destination or allow the packet to continue toward its destination;

- (paragraphs 12, 16 and 17) generating, by the packet-filtering device, a packet-log
entry comprising information from the packet-filtering rule that identifies the one or
more network-threat indicators and indicating whether the packet-filtering device
prevented the packet from continuing toward its destination or allowed the packet to
continue toward its destination;

Form PCT/ISA/237 (Separate Sheet) (Sheet 1) (EPO-April 2005)
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- (paragraphs 12, 16 and 17) generating, by the packet-filtering device and based on
the packet-log entry, data indicating whether the packet-filtering device prevented the
packet from continuing toward its destination or allowed the packet to continue toward
its destination;

- (paragraphs 41-44) communicating, by the packet-filtering device and to a user
device, the data; and indicating, based on the data, in an interface displayed by the
user device, and in a portion of the interface corresponding to the packet-filtering rule
and the one or more network-threat indicators, whether the packet-filtering device
prevented the packet from continuing toward its destination or allowed the packet to
continue toward its destination.

The subject-matter of claim 1 is therefore not new in the sense of Article 33(2) PCT.

Equivalent reasoning applies taking into account the disclosure of documents D2 or
D3 (see the references to these documents in the international search report).

2.2. Independent claims 31 and 32

Equivalent reasoning applies, mutatis mutandis, to the subject-matter of the
corresponding independent claims 31 and 32, which therefore are considered not
new.

3. Dependent claims 2-30 and 33-43

The dependent claims do not contain any features which, in combination with the
features of any claim to which they refer, meet the requirements of the PCT in respect
of novelty and/or inventive step; since they are disclosed by documents D1, D2 (see
the references applying to these documents cited in the search report) or they
correspond to well-known design options which the skilled person would choose
without involving an inventive step (Articles 33(2) and 33(3) PCT).
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Warnings:
Information:
5430704
Notice_of_Allowance_and_Fee
1 Other Referecr;ce—Pater:t/App/Search s_Due_PTOL-85_ INTVSUMEX | no 08
ocuments 892 1449 18843642.pdf dbe21ae40f9aff20daasd7278daeec9100b4
- - - e73a
Warnings:
Information:
39025
12 Fee Worksheet (SB06) fee-info.pdf no 2
69c4432117dac85ad0ec782e2d05ddbbbfly
afodb
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Warnings:

Information:

Total Files Size (in bytes): 12914720

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 15/614,956
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 OFR 1.16(2). (b, or (&) N/A N/A N/A 70 N/A
SEARCH FEE
o o o N/A N/A N/A 300 N/A
EXAMINATION FEE
N FEE N/A N/A N/A 360 N/A
TOTAL CLAIMS ) *
(37 CFR 1.16(i)) 1 minus 20= 40 = 0.00 OR
INDEPENDENT CLAIMS . *
(37 CFR 1.16(h)) 1 minus 3 = 210 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 730 TOTAL
APPLICATION AS AMENDED - PART I
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
i Total . i = =
> a7 CF% ?.16(i)) Minus = OR
a Independent * Minus | *** =
E (37 CFR 1.16(h)) = OR
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {Column 2) {Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
1N} Total * Minus * = =
= (37 CF% ?.16(i)) OR
% Independent * Minus | *** = ~ OR
L (37 CFR 1.16(h)) -
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".

*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS
15/614,956 06/06/2017 0.00 007742.00091\US 1 1
CONFIRMATION NO. 9334
22907 FILING RECEIPT
BANNER & WITCOFF, LTD.
1100 13th STREET, N.W. RO L
SUITE 1200

WASHINGTON, DC 20005-4051
Date Mailed: 06/15/2017

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)
Sean Moore, Hollis, NH;
Applicant(s)
Centripetal Networks, Inc., Herndon, VA;

Power of Attorney: The patent practitioners associated with Customer Number 22907

Domestic Priority data as claimed by applicant
This application is a CON of 14/625,486 02/18/2015 PAT 9686193
which is a CON of 13/795,822 03/12/2013 PAT 9124552

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes
Permission to Access Search Results: Yes

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 06/13/2017
The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 15/614,956

page 1 of 3
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Projected Publication Date: To Be Determined - pending completion of Missing Parts
Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
Title

FILTERING NETWORK DATA TRANSFERS

Preliminary Class

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No
PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

page 2 of 3
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
15/614,956 06/06/2017 Sean Moore 007742.00091\US
CONFIRMATION NO. 9334
22907 FORMALITIES LETTER

BANNER & WITCOFF, LTD.

1100 13th STREET, N-W. LR L

SUITE 1200
WASHINGTON, DC 20005-4051

Date Mailed: 06/15/2017

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION

FILED UNDER 37 CFR 1.53(b)

Filing Date Granted
Items Required To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items below to avoid abandonment. Extensions of time may be obtained by filing a petition accompanied
by the extension fee under the provisions of 37 CFR 1.136(a).

+ The statutory basic filing fee is missing.
+ The application search fee must be submitted.
+ The application examination fee must be submitted.
+ Surcharge as set forth in 37 CFR 1.16(f) must be submitted.
The surcharge is due for any one of:
« late submission of the basic filing fee, search fee, or examination fee,
+ late submission of inventor's oath or declaration,
« filing an application that does not contain at least one claim on filing, or
+ submission of an application filed by reference to a previously filed application.

SUMMARY OF FEES DUE:

The fee(s) required within TWO MONTHS from the date of this Notice to avoid abandonment is/are itemized
below. Small entity discount is in effect. If applicant is qualified for micro entity status, an acceptable Certification

of Micro Entity Status must be submitted to establish micro entity status. (See 37 CFR 1.29 and forms
PTO/SB/15A and 15B.)

+ $ 70 basic filing fee.

+ $ 70 surcharge.

+ $ 300 search fee.

+ $ 360 examination fee.

« $( 0) previous unapplied payment amount.
+$ 800 TOTAL FEE BALANCE DUE.

page 1 of 2
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Replies must be received in the USPTO within the set time period or must include a proper Certificate of Mailing
or Transmission under 37 CFR 1.8 with a mailing or transmission date within the set time period. For more
information and a suggested format, see Form PTO/SB/92 and MPEP 512.

Replies should be mailed to:

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web, including a copy
of this Notice and selecting the document description "Applicant response to Pre-Exam Formalities Notice".
https:/sportal.uspto.gov/authenticate/AuthenticateUserLocalEPF.html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http.//www.uspto.gov/ebc.

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/mabebe/
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Doc code: IDS PTO/SBI08a (03-15)
o . . . Approved for use through 07/31/2016. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 15614956
Filing Date P017-06-06

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

First Named Inventor |[Bean Moore

Art Unit N/A

Examiner Name Not Yet Assigned

Aftorney Docket Number 007742.00091\WUS

U.S.PATENTS Remove
. . . . Pages,Columns,Lines where
E).(allm*lner Cite Patent Number Kind Issue Date Nar.ne of Patentee or Applicant Relevant Passages or Relevant
Initial No Code! of cited Document )
Figures Appear
1
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns, Lines where
e Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document

Figures Appear

If you wish to add additional U.S. Published Application citation information please click the Add button| Add

FOREIGN PATENT DOCUMENTS Remove

Name of Patentee or Pages,Columns Lines
Examiner| Cite | Foreign Document Country Kind | Publication where Relevant

: i i 5
Initial* No | Number3 Code?| Code#| Date Applicant of cited Passages or Relevant T

Document Figures Appear

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS Remove
, .. | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite . : ; '
e (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
Initials No : ; :
publisher, city and/or country where published.
EFS Web 2.1.17 Keysight, EX-1002
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

Application Number 15614956

Filing Date 2017-06-06

First Named Inventor | Sean Moore

Art Unit N/A

Examiner Name Not Yet Assigned

Aftorney Docket Number 007742.00091\US

1 P016 May 06 - (US) Office Action - App 14/714,207

2 P016 May 13 - (US) Office Action - App 13/940,240

3 P016 Jun 14 - (US) Office Action - App 14/625,486

4 P016 Feb 25 - {AU) Office Action - App 2014249055

5 P016 Feb 24 - (AU) Office Action - App 2014228257

6 P016 Jun 09 - (WO) International Search Report - PCT/US2016/026339
7 P016 Jun 16 - (CA) Office Action - App 2,888,935

8 P016 Jul 11 - (EP) Office Action - App 14720824 3

9 P016 Jul 22 - (US) Office Action - App 14/921,718

10 P016 Jul 20 - {AU) Office Action - App 2013335255

11 P016 Oct 05 - (US) Notice of Allowance - App 14/698,560

EFS Web 2.1.17
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

Application Number 15614956

Filing Date 2017-06-06

First Named Inventor | Sean Moore

Art Unit N/A

Examiner Name Not Yet Assigned

Aftorney Docket Number 007742.00091\US

12 P016 Sept 13 - (CA) Office Action - App 2,902,206

13 P016 Sept 14 - (CA) Office Action - App 2,897,737

14 P016 Sept 26 - (CA) Office Action - App 2,902,158

15 P016 Oct 26 - (US) Office Action - App 13/940,240

16 P016 Nov 21 - (US) Office Action - App 14/745,207

17 P016 Dec 05 - (US) Notice of Allowance - App 14/714,207

18 Bingh, Rajeev et al. "[_)etecting and Re(_iuci_ng the Denial c_)f Service attacks in WLANs", December 2011, World
[Congress on Information and Communication TEchnologies, pp. 968-973

19 P017 Feb 10 - {US) Notice of Allowance - App 14/625,486

20 P017 Feb 15 - (US) Notice of Allowance - App 14/921,718

21 P017 Apr 12 - (US) Office Action - App 14/757,638

22 P017 Mar 06 - (WO) International Search Report and Written Opinion - App PCT/US2(16/068008

EFS Web 2.1.17
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Application Number 15614956
Filing Date 2017-06-06

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

First Named Inventor | Sean Moore

Art Unit N/A

Examiner Name Not Yet Assigned

Aftorney Docket Number 007742.00091\US

If you wish to add additional non-patent literature document citation information please click the Add button| Add

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible.  Applicant is to place a check mark here if
English language translation is attached.
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Application Number 15614956

Filing Date 2017-06-06

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

First Named Inventor | Sean Moore

. Art Unit N/A
( Not for submission under 37 CFR 1.9%)

Examiner Name Not Yet Assigned

Aftorney Docket Number 007742.00091\US

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection({s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e){(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature {Bradley C. Wright/ Date (YYYY-MM-DD) 2017-06-06
Name/Print Bradley C. Wright Registration Number 38,061

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 29409097
Application Number: 15614956
International Application Number:
Confirmation Number: 9334

Title of Invention:

FILTERING NETWORK DATA TRANSFERS

First Named Inventor/Applicant Name:

Sean Moore

Customer Number:

22907

Filer:

Bradley C. Wright/Holly Parker

Filer Authorized By:

Bradley C. Wright
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Description
TECHNICAL FIELD

[0001] The described technology relates generally to
systems that prevent the exploitation of vulnerabilities of
computer systems.

BACKGROUND

[0002] Although the Internet has had great successes
in facilitating communications between computer sys-
tems and enabling electronic commerce, the computer
systems connected to the Internet have been under al-
most constant attack by hackers seeking to disrupt their
operation. Many of the attacks seek to exploit vulnera-
bilities of software systems including application pro-
grams or other computer programs executing on those
computer systems. Developers of software systems and
administrators of computer systems of an enterprise go
to great effort and expense to identify and remove vul-
nerabilities. Because of the complexity of software sys-
tems, however, it is virtually impossible to identify and
remove all vulnerabilities before software systems are
released. Aftera software systemis released, developers
can become aware of vulnerabilities in various ways. A
party with no malicious intent may identify a vulnerability
and may secretly notify the developer so the vulnerability
can be removed before a hacker identifies and exploits
it. If a hacker identifies a vulnerability first, the developer
may not learn of the vulnerability until it is exploited—
sometimes with disastrous consequences.

[0003] Regardless of how a developer finds out about
a vulnerability, the developer typically develops and dis-
tributes to system administrators "patches" or updates to
the software system that remove the vulnerability. If the
vulnerability has not yet been exploited (e.d., might not
be known to hackers), then a developer can design, im-
plement, test, and distribute a patch in a disciplined way.
If the vulnerability has already been widely exposed, then
the developer may rush to distribute a patch without the
same care that is used under normal circumstances.
When patches are distributed to the administrators of the
computer systems, they are responsible for scheduling
and installing the patches to remove the vulnerabilities.
[0004] Unfortunately, administrators often delay the in-
stallation of patches to remove vulnerabilities for various
reasons. When a patch is installed, the software system
and possibly the computer system on which itis executing
may need to be shut down and restarted. If the vulnera-
bility is in a software system that is critical to the success
of an organization, then the administrator needs to ana-
lyze the tradeoffs of keeping the software system up and
running with its associated risk of being attacked and of
shutting down a critical resource of the enterprise to in-
stall the patch. Some administrators may delay the in-
stallation of the patch because they fear that, because
of a hasty distribution, it might not be properly tested and
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have unintended side effects. If the patch has an unin-
tended side effect, then the software system, the com-
puter system, or some other software component that is
impacted by the patch may be shut down by the patch
itself. Administrators need to factor in the possibility of
an unintended side effect when deciding whether to in-
stall a patch. These administrators may delay installing
a patch until experience by others indicates that there
are no serious unintended side effects.

[0005] Intrusion detection systems have been devel-
oped that can be used to identify whether an attempt is
being made to exploit a known vulnerability that has not
yetbeen patched. These intrusion detection systemscan
be usedto prevent exploitations of newly discovered vul-
nerabilities for which patches have not yet been devel-
oped orinstalled. These intrusion detection systems may
define a "signature" for each way a vulnerability can be
exploited. Forexample, if a vulnerability can be exploited
by sending a certain type of message with a certain at-
tribute, then the signature for that exploitation would
specify that type and attribute. When a security enforce-
ment event occurs, such as the receipt of a message,
the intrusion detection system checks its signatures to
determine whether any match the security enforcement
event. If so, the intrusion detection system may take ac-
tionto preventthe exploitation, such as droppingthe mes-
sage.

[0006] Signatures for newly discovered exploitations
of vulnerabilities can be created in different ways. Devel-
opers of intrusion detection systems may create and dis-
tribute new signatures when they become aware of new
exploitations. An administrator can then install the new
signatures to prevent the exploitation. A developer may
not, however, provide signatures for all known exploita-
tions. For example, the vulnerability may be in a special-
purpose application program that the developer does not
support. To prevent exploitation of such a vulnerability,
intrusion detection systems may allow administrators to
create their own signatures.

[0007] A setof one or more signatures may be consid-
ered a security policy. Developers of intrusion detection
systems may provide various security policies. For ex-
ample, a developer may provide one security policy that
defines signatures of vulnerabilities of an operating sys-
tem and many other security policies that are specific to
an application or a class of applications. Similarly, an
administrator may define a security policy that is specific
to custom applications used by the enterprise.

[0008] Because intrusions can occur at various points
within an operating system or an application, intrusion
detection systems have been developed to detect and
prevent exploitation of vulnerabilities at each of these
points. For example, an intrusion detection system may
be developed to prevent exploitation of vulnerabilities
that can be detected at the network layer of a communi-
cation protocol, and another intrusion detection system
may be developed to prevent exploitation of vulnerabili-
ties that can be detected when a file is accessed. Each
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developer of an intrusion detection system can provide
their own implementation and security policies that need
to be distributed to each computer system to be protect-
ed. In addition, any updates to the implementation or se-
curity policies also need to be distributed to the computer
systems to be protected.

[0009] The distribution and updating of security poli-
cies for an enterprise with a large number of computer
systems can be a complex and time-consuming task.
Each security policy needs to be provided to each com-
puter system and then to the appropriate intrusion de-
tection system that is installed on the computer system.
Since the developers of intrusion detection systems typ-
ically develop their systems independent of each other,
each intrusion detection system may have a proprietary
mechanism for defining and distributing security policies.
A system administrator of an enterprise may need to be
aware of each of these mechanisms to use the intrusion
detection system effectively.

[0010] It would be desirable to have a mechanism that
would provide a uniform way to distribute security policies
received at a computer system to components respon-
sible for enforcing the security policies.

SUMMARY

[0011] A method and system for distributing and en-
forcing security policies is provided. A distributed firewall
system includes a policy server component, firewall
agents, and enforcement engines. A firewall agent exe-
cuting at a host computer system that is to be protected
receives from the policy server component security pol-
icies for the enforcement engines responsible for enforc-
ing the security policies on the host computer system. A
security policy has rules that each provide a condition
and action to be performed when the condition is satis-
fied. A rule also has a rule type (also referred to as a
security type) that is used by the firewall agent to identify
the enforcement engines that are responsible for enforc-
ing the rules. The firewall agent may distribute the secu-
rity policies to enforcement engines executing in user
mode andin kernel mode. The enforcement engines may
provide a layered approach to security enforcement. To
distribute the security policies that have been received
at a host computer system, the firewall agent identifies
to which enforcement engine a rule applies based in part
on rule type. The firewall agent then distributes the rule
totheidentified enforcement engine, whichthen enforces
the rule.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] Figure 1 is a block diagram that illustrates the
distributed firewall system in one embodiment.

[0013] Figure 2 is a block diagram that illustrates the
components of the portions of the distributed firewall sys-
tem executing on a host computer system in one embod-
iment.
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[0014] Figure 3 is a flow diagram that illustrates the
processing of the distribute policy component of the fire-
wall agent in one embodiment.

[0015] Figure 4 is a flow diagram that illustrates the
processing of the flow manager component in che em-
bodiment.

[0016] Figure 5 is a flow diagram that illustrates the
processing of an enforcement engine for a specific layer
in one embodiment.

DETAILED DESCRIPTION

[0017] A method and system for distributing and en-
foreing security policies is provided. A distributed firewall
system includes a policy server component, firewall
agents, and enforcement engines. A firewall agent exe-
cuting at a host computer system that is to be protected
receives from a policy server security policies for the en-
forcement engines responsible for enforcing the security
policies on the host computer system. A security policy
has an execution scope and associated rules. An exe-
cution scope defines the attributes of a process or appli-
cation to which the associated rules are to be applied. A
rule provides a condition and action to be performed
when the condition is satisfied. A rule also has a rule type
(also referred to as a security type) that is used by the
firewall agent to identify the enforcement engines that
areresponsible for enforcing the rules. The firewall agent
may distribute the security policies to enforcement en-
gines executing in user mode and in kernel mode. The
enforcement engines may provide a layered approach
to a distributed firewall. For example, enforcement en-
gines may be installed on a host computer system to
prevent intrusions at various layers of the ISO 7-layer
reference model. The network layer, the transport layer,
and the session layer may each have an enforcement
engine that is developed to detect attempted intrusions
at that layer. To distribute the security policies that have
been received at a host computer system, the firewall
agent identifies to which enforcement engine a rule ap-
plies based in part on rule type. The firewall agent then
distributes the rule to the identified enforcement engine,
which then enforces the rule. Upon receiving a rule, an
enforcement engine may distribute the rule to its sub-
components as appropriate. For example, the firewall
agent may distribute all rules destined for kernel-mode
enforcement engines to a single kernel-mode security
component that then distributes the rules to the enforce-
ment engines. In this way, the distributed firewall system
provides a single mechanism for distributing rules of se-
curity policies to the enforcement engines providing dif-
ferent layers of protection for a host computer system.

[0018] In one embodiment, a security policy includes
rules that specify conditions, actions, and optionally ex-
ceptions. For example, a rule may indicate that an appli-
cation may not receive messages on any network port
other than port 80. The condition of the rule may be sat-
isfied when a message is received on a network port
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other than port 80, and the action may result in the mes-
sage being discarded. As another example, a rule may
indicate thatwhen an application attempts to senda mes-
sage on network port 80, authorization is to be solicited
from a user of the computing system on which the rule
is enforced. The rules may be categorized into rule or
security types based on their behavior. For example,
rules with a network security type may be directed to
security enforcement for network traffic. Each security
type may have its own security component for enforcing
rules of that security type. Languages for specifying se-
curity policies is described in U.S. Patent Application No.
10/882,438, entitled "Languages for Expressing Security
Policies” and filed on July 1, 2004, which is hereby in-
corporated by reference.

[0019] The condition, action, and exception of the rules
may be specified as expressions. A rule may be seman-
tically expressed as "IF conditions THEN actions EX-
CEPT exceptions." Conditions of a rule are expressions
of circumstances under which security enforcement ac-
tions of the rule are to be performed. An action is an
expression of activity to be performed when the condition
is satisfied. A rule may have multiple actions. An excep-
tion is an expression of when the actions may not be
performed even though the condition is satisfied. A con-
dition may be either static or dynamic. A static condition
is one which refers, for example, to a hard-coded list of
files. A dynamic condition is one which, forexample, per-
forms a query to determine a list of files matching a pro-
vided criterion. Security enforcement actions may in-
clude allowing arequestthat causedthe security enforce-
ment event, denying the request, soliciting input from a
user, notifying the user, and so on. Other rule constructs
are also possible. As an example, an "else" construct
could be added to perform alternate actions when a con-
dition is false.

[0020] Figure 1 is a block diagram that illustrates the
distributed firewall systern in one embediment. An enter-
prise may have a network system 100 that includes a
policy server computer system 110 and host computer
systems 120. A systemadministrator uses a policy server
component 111 of the policy server computer system to
prepare and distribute security policies stored in a secu-
rity policy store 112 to the host computer systems. Each
host computer system includes a firewall agent 121, en-
forcement engines 122, and a policy store 123. The fire-
wall agent provides a central mechanism through which
a host computer system receives and distributes security
policiesto the enforcement engines of that host computer
system. Upon receiving a security policy from the policy
servercomputer system, the firewall agent of a host com-
puter system stores the security policy in the policy store.
The firewall agent then processes the security policies
on a rule-by-rule basis and provides the rules to the ap-
propriate enforcement engine. The firewall agent may
combine various security policies, order the rules of the
security policies, and dynamically notify the enforcement
engines of changes to security policies or system con-
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figurations that will affect the enforcement of the security
palicies. Such combining, ordering, and notifying is de-
scribed in U.S. Patent Application No. 10/966,800, enti-
tled "Method and System for Merging Security Policies"
and filed on October 14, 2004, which is hereby incorpo-
rated by reference. The enforcement engines then en-
force the rules by applying them to network events. The
enforcement engines may provide various type of secu-
rity enforcement. An enforcement engine may detect an
attempt to perform a certain behavior and block the at-
tempt. For example, an application that is infected with
avirus may attemptto delete certainfiles of the operating
system. A security engine executing in the same process
space as the application may detect and block the at-
tempt to delete the file. A security engine for performing
behaviorblocking is described in U.S. Patent Application
No. 10/832,798, entitled "A Method and System for En-
forcing a Security Policy via a Security Virtual Machine"
and filed on April 27, 2004, which is hereby incorporated
by reference. The enforcement engines may be adapted
to apply rulesto network events of various protocols, such
as IP, ICMP, TCP, FTP, DNS, HTTP, RPC, and so on.
Techniques preventing exploitation of vulnerabilities are
described in U.S. Patent Application No. 10/955,963, en-
titled "Method and System for Filtering Communications
to Prevent Exploitation of a Software Vulnerability" and
filed on September 30, 2004, which is hereby incorpo-
rated by reference.

[0021] Figure 2 is a block diagram that illustrates the
components of the distributed firewall system executing
on a host computer system in one embodiment. The host
computer system includes firewall agent components
220, kernel-mode components 230, and application us-
er-mode components 240. The firewall agent compo-
nents include a receive policy component 221, a parse
policy component 222, and a distribute policy component
223. The firewall agent components also include a policy
store 224 and a configuration manager 225. The receive
policy component receives security policies provided by
the policy server computer system and stores the policies
inthe policy store. The parse policy component retrieves
the policies from the policy store and converts them to a
lower-level language for processing by the enforcement
engines. The distribute policy component receives the
parsed security policies and distributes the rules of the
security policies to the appropriate enforcement engines.
The configuration manager provides configuration infor-
mation for use in determining which rules should be dis-
tributed to which enfercement engines based on the cur-
rent configuration of the host computer system.

[0022] The kernel-mode components include enforce-
ment engines 231, flow manager components 233, and
protocol hooks 234. The components may be layered
from layer O to layer N, which may correspond to various
layers of the ISO 7-layer reference model. Each layer
may have an associated protocol hook, flow manager,
and enforcement engine that is specificto the layer, pars-
es network events specific to that layer, and enforces the
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rules provided by the firewall agent to that layer. The
rules for each layer are stored in a rule store 232 that
may be specific for that layer. The flow manager compo-
nents are responsible forintercepting network events and
invoking the corresponding enforcement engine to en-
force the rules. Each flow manager component receives
network events from the corresponding protocol hook
that is responsible for detecting network events at the
corresponding layer. The application user-mode compo-
nents may be provided as a dynamic link library that links
into anapplication for providing layered security inaman-
ner that is similar in overall architecture to the kernel-
mode components.

[0023] The computing device on which the distribution
system is implemented may include a central processing
unit, memory, input devices (e.g., keyboard and pointing
devices), output devices (e.g., display devices), and stor-
age devices (e.g., disk drives). The memory and storage
devices are computer-readable media that may contain
instructionsthatimplement the distribution system. In ad-
dition, the data structures and message structures may
be stored or transmitted via a data transmission medium,
such as a signal on a communications link. Various com-
munication links may be used, such as the Internet, a
local area network, a wide area network, a point-to-point
dial-up connection, a cell phone network, and so on.
[0024] The distribution system may be implementedin
various operating environments that include personal
computers, server computers, hand-held or laptop de-
vices, multiprocessor systems, microprocessor-based
systems, programmable consumer electronics, digital
cameras, network PCs, minicomputers, mainframe com-
puters, distributed computing environments that include
any of the above systems or devices, and so on. The
host computer systems may be cell phones, personal
digital assistants, smart phones, personal computers,
programmable consumer electronics, digital cameras,
and so on.

[0025] The distribution system may be describedinthe
general context of computer-executable instructions,
such as program modules, executed by one ormore com-
puters or other devices. Generally, program modules in-
clude routines, programs, objects, components, data
structures, and so on that perform particular tasks orim-
plement particular abstract data types. Typically, the
functionality of the program modules may be combined
or distributed as desired in various embodiments.
[0026] Figure 3 is a flow diagram that illustrates the
processing of the distribute policy component of the fire-
wall agent in one embodiment. Upon receiving policies
from the parse policy component, the component identi-
fies the enforcement engines to which the rules apply
and distributes the rules to the identified enforcement
engines. In blocks 301-307, the component loops select-
ing the security policies. In block 301, the component
selects the next security policy. In decision block 302, if
allthe security policies have already been selected, then
the component completes, else the component contin-
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ues atblock 303. In blocks 303-307, the component loops
processing each rule within the selected security policy.
In block 303, the component selects the next rule of the
selected security policy. In decision block 304, if all the
rules of the selected security policy have already been
selected, thenthe componentiocops to block 301 to select
the next security policy, else the component continues
at block 305. In block 305, the component identifies the
rule type (or security type) of the selected security rule.
In block 306, the component identifies the enforcement
engine that is responsible for enforcing the rules of the
identified rule type. In block 307, the component provides
the selected rule to the identified component and then
loops 1o block 303 to select the next rule of the selected
security policy.

[0027] Figure 4 is a flow diagram that illustrates the
processing of the flow manager component in cne em-
bodiment. The flow manager component is passed a net-
work event and invokes the appropriate enforcement en-
gine for processing the network event. The flow manager
componentmay be implemented as a separate flow man-
ager for each layer that processes network events only
for that layer or may be implemented as a single flow
manager component that process network events for all
layers. In this illustrated embodiment, the flow manager
component processes all network events for all layers.
In decision blocks 401-403, the component identifies the
layer to which a network event applies. The component
then invokes the associated enforcement engine forthat
layerin blocks 411-413. The componentthen completes.
The flow manager may maintain a separate flow for each
network connection. The enforcement engines and flow
managers may be specific to the layer and the protocol
implemented by the layer. For example, when a connec-
tion uses the Transmission Contrel Protocol ("TCP") or
the User Datagram Protocol ("UDP") at the packet layer,
the flow manager invokes the enforcement endine that
is appropriate for the protocol. The invoked enforcement
engines may instantiate data structures for tracking state
information from one invocation to the next. Each appli-
cation that is protected by user-mode enforcement en-
gine may also have a flow manager with a separate flow
for each connection.

[0028] Figure 5 is a flow diagram that illustrates the
processing of an enforcement engine for a specific layer
in one embodiment. The enforcement engine, which is a
component of the distributed firewall system, is provided
a network event, identifies the rules to apply to the event,
determines whether the conditions of the rules are sat-
isfied, and if so, performs the action associated with the
rule. In blocks 501-504, the component loops selecting
each rule associated with the layer of the enforcement
engine. In bleck 501, the component selects the next
rule. In decision block 502, if all the rules have already
been selected, then the component completes, else the
component continues atblock 503. In decisicn block 503,
ifthe condition of the rule is satisfied, then the component
continues atblock 504, else the componentloops to block
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501 to select the next rule. In block 504, the component
performs the action associated with the rule and then
loops to block 501 to select the next rule. Each enforce-
ment engine may be adapted to process the network
events and rules that are appropriate to its layer. For
example, an enforcement engine for the network layer
may parse network packets and enforce rules related to
the network packets. An enforcement engine for the ap-
plication layer may detect unauthorized attempts to ac-
cess or modify files relating to that application.

[0029] From the foregoing, it will be appreciated that
specific embodiments of the distributed firewall system
have been described herein for purposes of illustration,
but that various modifications may be made without de-
viating from the spitit and scope of the invention. Accord-
ingly, the invention is not limited except as by the ap-
pended claims.

Claims

1. A method in a computer system for distributing rules
of security policies to enforcement engines for en-
forcing the security policies, the method comprising:

providing at the computer system enforcement
engines that implement different layers of secu-
rity enforcement;

receiving and storing at the computer system
security policies having rules, each rule having
a rule type;

under control of a firewall agent executing on
the computer system,

retrieving the stored security policies; and

for rules of a retrieved security policy,
identifying an enforcement engine to which a
rule applies based on the rule type of the rule;
and

providing the rule to the identified enforcement
engine; and under control of the enforcement
engines, enforcing the rules provided to the
enforcement engine by the firewall agent,
wherein the firewall agent provides a mecha-
nismfor distributing the rules to multiple enforce-
ment engines of the computer system.

2. The method of claim 1 wherein the security policies
are received from policy computer system that dis-
tributes the security policies for multiple computer
systems.

3. The method of claim 1 wherein the enforcement en-
gines provide a layered firewall.

4. The method of claim 1 wherein the enforcement en-
gines include a behavior blocking security compo-
nent.
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5.

10.

11.

12.

13.

The method of claim 1 wherein an enforcement en-
gine includes subcomponents and wherein upon be-
ing provided with arule, the enforcement engine pro-
vides the rule to a subcomponent.

The method of claim 1 wherein at least one enforce-
ment engine executes in kernel mode and at least
one enforcement engine executes in user mode.

The method of claim 1 wherein the firewall agent
includes a user-mode subcomponent and a kernel-
mode subcompenent, and the user-mode subcom-
ponent distributes rules to the kernel-mode subcom-
ponent for providing the rules to enforcement en-
gines that execute in kernel mode.

The method of claim 1 wherein a flow manager com-
ponent intercepts network events at the various lay-
ers and invokes an enforcement engine associated
with a layer to enforce the rules for that layer.

The method of claim 8 wherein asingle flow manager
component handles network events from multiple
layers,

The method of claim 8 wherein a flow manager com-
ponent handles network events from only one layer.

Themethod of claim 1 wherein enforcement engines
provide for security at various layers of a network
protocol stack.

The method of claim 11 wherein layers of different
enforcement engines are used for different connec-
tions.

A computer system architecture for distributing se-
curity policies, the architecture comprising:

a policy server computer system for establishing
security policies, the security policies having
rules with rule types, and for providing the se-
curity policies to host computer systems for en-
forcement of the security policies at the host
computer systems; and

multiple host computer systems that include:

enforcement engines for enforcing a type of
security at the host computer system; and
a firewall agent that receives the security
policies from the policy server computer
system, identifies the enforcement engine
to which the rules apply based on rule type
and enforcement engine type, and provides
the rules to the identified enforcement en-
gines for enforcement of the security poli-
cles.
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The computer system architecture of claim 13
whereinthe enforcement engines are layered so that
when one enforcement engine determines that the
rules providedtoit do notto apply to a network event,
anotherenforcement engine determines whetherthe
rules provided to it apply to the network event.

The computer system architecture of claim 14
wherein the layers include a protocol interception
hook and an enforcement engine.

The computer system architecture of claim 13
wherein the firewall agent distributes rules to en-
forcement engines executing in user mode.

The computer system architecture of claim 13
wherein the firewall agent distributes rules to en-
forcement engines executing in kernel mode.

The computer system architecture of claim 13
wherein the enforcement engines are layered and
including a flow manager component that handles
network events at each layer and invokes an en-
forcement engine of the layer to enforce the rules of
that layer on the network event.

The computer system architecture of claim 18
wherein the flow manager component handles net-
work events for multiple layers.

The computer system architecture of claim 18
wherein the flow manager component handles net-
work events for a single layer.

A host computer system for distributing rules of se-
curity policies to enforcement engines for enforcing
the security policies of the host computer system,
comprising:

multiple enforcement engines that implement
different layers of firewall security enforcement
at the host computer system by receiving and
enforcing rules of security policies;
acomponent that receives at the host computer
system security policies having rules, each rule
having a rule type; and

a component that identifies enforcement en-
gines to which a rule applies based on the rule
type of the rule and that provides the rule to the
identified security component;

wherein amechanismis provided for distributing
the rules to the layered enforcement engines of
the host computer system.

The computer system of claim 21 wherein the secu-
rity policies are received from a policy computer sys-
tem that distributes the security policies for multiple
host computer systems.
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23.

24.

25.

26.

27.

28.

29.

30.

The computer system of claim 21 wherein the en-
forcement engine includes a behavior blocking se-
curity component.

The computer system of claim 21 wherein an en-
forcement engine includes subcomponents and
wherein uponbeingprovided with a rule, the enforce-
ment engine provides the rule to a subcomponent.

The computer system of claim 21 wherein at least
one enforcement engine executes in kernel mode
and at least one enforcement engine executesin us-
er mode.

The computer system of claim 21 wherein the com-
ponent that provides the rules to the enforcement
engines includes a user-mode subcomponent and a
kernel-mode subcomponent, and the user-mocde
subcomponent distributes rules to the kernel-mode
subcomponent for providing the rules to enforce-
ment engine that execute in kernel mode.

The computer system of claim 21 including a flow
manager component that intercepts network events
at the various layers and invokes an enforcement
engine associated with a layer to enforce the rules
for that layer.

The computer system of claim 27 wherein a single
flow manager component handles network events
from multiple layers.

The computer system of claim 27 wherein a flow
manager component handles network events from
only one layer.

A computer-readable medium containing instruc-
tions for controlling a host computer system to dis-
tribute security policies to enforcement engines for
enforcing the security policies, by a method compris-

ing:

receiving and storing at the host computer sys-
tem security policies havingrules, each rule hav-
ing a rule type;

under control of a firewall agent executing on
the host computer system,

retrieving the stored security policies; and

for rules of a retrieved security policy,
identifying an enforcement engine to which a
rule applies based on the rule type of the rule;
and

providing the rule to the identified enforcement
engine; and under control of the enforcement
engines, enforcing the rules provided tc the
enforcement engines by the distribution compo-
nent.
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Description
Field of the Invention

[0001] The presentinvention relates to network secu-
rity and, more particularly, to personal firewalls.

Background of the Invention

[0002] Traditionally, a firewall is considered as a set
of components forming a gateway between two or more
networks. Thus, a firewall has been a gateway which
operates at the same time as a connector and a sepa-
rator between the networks in a sense that the firewall
keeps track of the traffic that passes through it from one
network to another and restricts connections and pack-
ets that are defined as unwanted by the administrator of
the system. Physically a firewall is a machine with ap-
propriate software to do the tasks assigned to it. It can
be a router, a personal computer (PC), or any other de-
vice that can be used for such purposes. Although fire-
walls are mostly used to connect Local Area Networks
(LANSs), i.e. internal networks, to the Internet and to pro-
tect against attackers or undesired traffic in general,
they may also be used to separate and connect different
segments of internal network for security purposes. The
advantages of having a firewall are numerous. Afirewall
secures the network and can be used as a tool for mon-
itoring the traffic especially from the outside to the inside
of the network guarded by a firewall. Because all traffic
intended for the internal network must pass through the
firewall, most of the network security actions and poli-
cies can be concentrated in this particular point. This is
of course a cost and administrative advantage.

[0003] Nowadays, laptop computers and other porta-
ble computer devices are widely used. While outside the
internal network, the laptop cannot make benefit of the
protection provided by the conventional "gateway-type"
firewall. Therefore, approaches to improve security of a
client located in a foreign network (a public network or
an internal network of a foreign organisation) have been
proposed. These approaches are based on protecting
the laptop itself by means of a local security mechanism,
called a personal firewall herein, installed in the laptop
(in addition to or instead of a firewall in an internal net-
work, which protects the computers connected to the in-
ternal network). The personal firewall may be imple-
mented as software installed in the computer device, or
as a separate electronic device connected to the com-
puter device.

[0004] European patentapplication EP 0 952 715 dis-
closes a firewall security device connected to an exter-
nal communication port of a computer device. The in-
coming communications stream to the computer device
from e.g. public networks is passed through the firewall
security device. The firewall device applies standard se-
curity measures, thereby protecting the computer de-
vice.
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[0005] There is a particular need for such protection
by means of a personal firewall if the laptop is allowed
to have a remote access, e.g. make a VPN (Virtual Pri-
vate Network) connection to company network while be-
ing connected to a foreign network. In order to improve
security of the VPN connections, one prior art solution
is to enforce a protection level of a laptop, when a VPN
tunnel to a company network is created. This means for
example that, during a VPN connection, the IP address
forwarding is not allowed, or that any connection at-
tempts to the laptop are denied.

[0006] Clearly this is not enough, since the laptop
must be protected as soon as it is connected to a foreign
network, not only during a VPN connection. The laptops
are often used by non-technical people, which increases
the risk of overlooking security aspects. Laptops contain
sensitive material, such as customer emails. If a laptop
is unprotected, when connected to a foreign network,
even for a short period of time, there is a risk of getting
infected by a hostile application. Such application can
be activated later, when the laptop is connected to an
internal network and offer inside help for attacks.
[0007] Thus, there is a need to protect the laptop by
means of a personal firewall always when the laptop is
connected to a foreign network. However, when the lap-
top is connected to a company internal network, such
personal firewall may unduly prevent some essential
traffic. For example, the personal firewall should allow
use of a laptop at home (internal) network and access
to all services, such as disk-share. In a home network
even non-IP protocols are sometimes used. Therefore,
it is not feasible to have a personal firewall running at
all times, at least not with the same configuration, since
the protection needs in an internal network are different
from those in a foreign network.

[0008] Some of the current solutions allow changing
the set of rules used in the personal firewall, that is, they
allow the user of the laptop to use different rule sets
when connected to the internal network and when con-
nected to a foreign network. However this is a manual
operation. Since manual action is required, there is a
high risk that operation is not done. Risk is even higher
if the end user does not fully understand the need of a
firewall.

Summary of the Invention

[0009] An object of the invention is to improve the se-
curity and flexibility of a personal firewall. The object is
achieved by the invention disclosed in the attached in-
dependent claims. Preferred embodiments are dis-
closed in the attached dependent claims.

[0010] A computer device which can be connected to
a home network (such as an internal network of a com-
pany or other organisation where the user is employed)
and to a foreign network (such as a public network or
an internal network of a foreign organisation) is provided
with a local security mechanism, called a personal fire-
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wall herein, for protecting the computer device from at-
tacks from a foreign network, in addition to or instead of
a firewall in the internal network which protects the com-
puter when connected to the internal network. The per-
sonal firewall is provided with different sets of security
rules, at least one set of rules for the home network and
at least one set of rules for foreign networks. In its sim-
plestform, the set of rules for the home network contains
no restrictions for the communication or use of service
in the home network. The personal firewall is arranged
to detect its current location, i.e. to determine the net-
work to which it is connected at each particular moment.
The personal firewall activates one of the given sets of
security rules according to the detected current location
of the computer device, i.e. the personal firewall auto-
matically uses the security rules predefined for the net-
work to which the computer device is connected at each
particular moment. Upon detecting a change in the lo-
cation, the personal firewall immediately adapts to use
security rules predefined for the new location. A benefit
of the invention is that the protection of a personal fire-
wall is always enabled at the correct level, depending
on the current location. On the other hand, when the
computer device is located in the home network, a lower
level of protection, or no protection at all, can be auto-
matically provided by the personal firewall, so that the
communication and services are not unduly restricted
in the home network. Thus, the automated location-de-
pendent management of different sets of rules offers op-
timal protection in different networks, while not unduly
restricting operation in the home network.

[0011] The current location of the computer device is
preferably determined on the basis of a currently used
IP address of the computer device. This is based on the
common practice that a computer device has a different
IP address, either afixed address or a dynamic address,
in different networks. The IP address can thereby be uti-
lized for identifying the current network and the location
of the computer device.

[0012] However, there are situations where the |P ad-
dress fails to indicate current location of the computer
device. Therefore, in an embodiment of the invention,
the current location determined on the basis of the cur-
rent IP address of the computer device is verified by car-
rying out an additional location verification procedure
with a predetermined network element. In a still further
embodiment of the invention, availability of said prede-
termined network element related to the current IP ad-
dress is checked. The predetermined network element
is such that it responses only if the computer device is
located in the network in which it is assumed to be on
the basis of the current IP address. If the predetermined
network element responses and identifies itself proper-
ly, the current location determined based on the current
IP address is considered to be verified. Otherwise the
computer device determines that the current IP address
fails to indicate current location of the computer device.
The additional verification process makes it even pos-
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sible to automatically create a secured tunnel, such as
a VPN tunnel to a home network even if the computer
device uses the same IP address in the current location
as in the internal (home) network. The present invention
offers benefits even with stand alone personal firewalls
wherein the security rules can be defined locally by the
user, although the use of these rules is automated and
location-dependent. However, more advantages are
achieved when the basic invention is used with a central
management of personal firewalls.

[0013] According to an aspect of the invention, secu-
rity rules are defined, updated and distributed centrally
by a centralized rule-based server. Especially the up-
dating of the rules is challenging, because the rule up-
dates must be applied as soon as possible, and there-
fore the process of updating rules in the personal fire-
walls must be automated. Updating of rules by push
method from the centralized rule base server is not a
sufficient option in this case. Use of DHCP (Dynamic
Host Configuration Protocol), frequent travelling and the
fact that at times the laptop may not be connected to
any network makes it next to impossible for the central-
ized management to initiate contacts with the personal
firewalls in the computer devices, because there is no
way for the centralized management to know the |P ad-
dress the computer device is using at a given moment.
Therefore, according to an aspect of the invention, the
personal firewall is configured to periodically query the
availability of updated security rules from the centralized
management. The queries should only be made, while
the computer device is located in the home network, or
optionally, when the computer device has a remote ac-
cess (e.g. VPN connection) to the home network while
being located in a foreign network. In other words, also
the updating process is dependent on the current loca-
tion of the computer device in a similar manner as the
selection of the active rules, and similar methods can
be utilized for determining the current location.

[0014] According to another aspect of the invention,
log files containing information of a status and usage of
resources of the computer device are handled in a cen-
tralized management location. This enables personnel
aware of security aspects to verify whether there have
been any attacks against the computer device or not. To
that end, the personal firewall sends the log files to the
central management, such as to a centralized log serv-
er, when the computer device is located in the home net-
work. However, when the computer device is discon-
nected fromthe home network, the log files are collected
and stored locally in the firewall. In order to enable cen-
tral handling of the log files, the personal firewall trans-
fers the collected log files to the central log server when
such is available. This is performed automnatically,
whenever the computer device is located in, or option-
ally, connected to the home network. Again, the han-
dling of the log files in the personal firewall is automated
and location dependent in a way similar to the selection
of active rules, and similar methods can be used for de-
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termining the current location of the computer device.
[0015] The present invention allows use of a compu-
ter device in a home (internal) network and access to all
services, such as disc-share, and even use of non-IP
protocols, which are often denied in foreign networks.

Brief description of the drawings

[00168] Preferred embodiments of the invention will
now be described with reference to the attached draw-
ings, in which

Figure 1 is a schematic block diagram of an exem-
plary network configuration where the present in-
vention can be applied;

Figure 2 shows an exemplary protocol stack of a
computer device containing a personal firewall ac-
cording to the present invention,

Figure 3 illustrates exemplary selection rules and a
security rule basis, and the association therebe-
tween,

Figure 4 is a flow diagram illustrating a location-de-
pendent rule base selection according to an embod-
iment of the invention;

Figures 5 and 6 are flow diagrams illustrating the
location verification procedure according to an em-
bodiment of the invention;

Figures 7 and 8 are flow diagrams illustrating the
rule base updating according to an embodiment of
the invention; and

Figure 9 is a flow diagram illustrating the handling
of log files according to an embodiment of the in-
vention.

Preferred embodiments of the invention

[0017] The present invention can be applied in per-
sonal firewalls in any computer device which can be
moved and connected to different networks. Typically
such devices are portable computer devices, such as
laptop computers, PDAs, communicators, smart
phones, intelligent telecommunication devices, etc. In
the following illustrative embodiments of the invention,
a laptop computer is used as an example of suitable
computer devices.

[0018] Figure 1 shows a schematic block diagram of
an exemplary network configuration. The configuration
is shown only to facilitate the understanding and de-
scription of the presentinvention. The present invention
is not intended to be restricted to any particular network
configuration. Further, in order to improve clarity, only
network elements which are somehow involved with the
present invention are shown in Figure 1.

[0019] Asillustrated in Figure 1, private local networks
10 and 13 are coupled to a public network, such as the
Internet 12 via firewalls 5 and 7, respectively. Naturally,
the coupling between the private networks and the pub-
lic Internet 12 may include also routers and Internet
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service providers (ISPs not shown in Figure 1). As is
well known in the art, private networks 10 and 13 may
be, for example, company networks, such as local area
networks (LANs) which connect users and resources,
such as workstations, servers, printers and the like of
the company. A private internal network may also con-
sist of several sub-networks separated by internal fire-
walls. In the exemplary network configuration shown in
Figure 1, the private company sub-network 11 is con-
nected via a firewall 6 to the private local network 10.
Such a sub-network 11 may be, for example, a dedicat-
ed network for a specific department of the organisation,
such as the research and development (R&D) depart-
ment which must have a restrictive access and higher
protection level compared with other part of the compa-
ny network. Sub-networks of the company, such as the
local networks of organisation headquarters and branch
offices may be interconnected by secure connections,
such as virtual private network (VPN).

[0020] As already described above, the firewalls 5, 6
and 7 are gateways which operate at the same time as
connectors and separators between the networks in a
sensethatthe firewall keeps track of the traffic that pass-
es through it from one network to another and restricts
connections and packets that are defined as unwanted
by the administrator of the system. Physically a firewall
is a machine with appropriate software to perform the
task assigned to it. It can be a router, a personal com-
puter (PC), or whatever that can be used for such pur-
poses.

[0021] However, the firewalls between the networks,
or the implementations thereof, are not relevant to the
present invention.

[0022] The present invention relates to protecting of
the computer device, e.g. laptop itself, by means of a
local security mechanism, called a personal firewall
herein, installed on the laptop in addition to or instead
of a firewall in a private network. The personal firewall
may be implemented as software installed and run in
the computer device, which is a preferred embodiment,
or as a separate electronic device connected to the com-
puter device. In Figure 1, the laptops 1, 2, 3 and 4 illus-
trate laptops provided with a personal firewall.

[0023] Figure 2 illustrates the basic principle of a per-
sonal firewall installed in a laptop. Physical and network
layers 200 refer to all protocols and physical connec-
tions required fortransferring protocol data units (PDUs)
of the upper layers. The upper layers 200 include appli-
cations and any transmission protocols employed, such
as Internet protocol (IP) transmission control protocol
(TCP), NetPEUI, IPX, etc. Basically the personal firewall
protection layer 201 operates in a manner analogue to
a firewall between networks. More particularly, the per-
sonal firewall protection layer 201 operates at the same
time as a connector and a separator between the un-
derlying layers and the upper layer in a sense that the
personal firewall keeps track of the traffic that passes
through it from underlying layers to the upper layers, and
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vice versa, and restricts connections and packets that
are defined as unwanted according to the security rules
used. The personal firewall protection layer 201 is im-
plemented or controlled by a personal firewall applica-
tion 203 run in the laptop. In a preferred embodiment of
the invention, the personal firewall application 203 car-
ries out the location detection and the location-depend-
ent functions described below, such as the selection of
the Active rule base according to the current location of
the laptop. However, it should be appreciated that the
present invention is not intended to be restricted to any
spegcific practical implementation of the personal fire-
wall.

[0024] Inaccordancewiththe principles of the present
invention, the personal firewall has different sets of rules
for the home network (such as the private company net-
work 10) andforeign network, such as the public Internet
12, or the foreign private network 13, or a network of
another department of the company. It is not relevant to
the present invention what kind of security rules are ap-
plied, but some examples are given in Figure 3. For ex-
ample, a rule base 301 for the foreign company network
may list as allowed connections of protocols: hypertext
transfer protocol (http), secured hitp (Https), domain
name service (DNS), single message transfer protocol
(SMTP) and a VPN connection with IPsec. In the pre-
ferred embodiment of the invention these rules are ex-
clusive, in other words, other protocols and connections
are denied and blocked by the personal firewall. For a
default network, which may be the public Internet 12,
the rule base 302 is similar to the rule base 301, except
that the SMTP protocol is no longer allowed. For the
home network 10. a rule base 300 is defined. The al-
lowed protocols include, in addition to the http, https and
the SMTP, also other transmission protocols, such as
NetBEUI and IPX. The rule base 300 also allows a disc-
share for predefined servers using NetBIOS. Other pro-
tocols and connections are denied. It is also possible
that the rule base 300 allows all protocols and connec-
tions in the home network. Since the home network is
protected by a company firewall, the use of a personal
firewall in the home network may be regarded as unnec-
essary. However, the company firewall gives protection
only against attacks from the outside of the home net-
work, and the use of a personal firewall protection may
be necessary for protecting against attacks from within
the home network.

[0025] The different rule bases cculd be activated
manually by a user. However, according to the basic
principle of the present invention, the personal firewall
automatically selects and activates the proper rule base
according to the current location of the laptop.

[0026] Figure 4 is a flow diagram illustrating the se-
lection of the rule base according to one embodiment of
the present invention. The simplest way to determine
the current location of the laptop is to do it on the basis
of the currently used IP address only. This is possible in
the cases where the laptop has a different IP address,
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either a fixed or a dynamic address, in different net-
works. As is well known in the art, a part of the IP ad-
dress identifies the network, and can thus be used for
detecting the current network of the laptop. The person-
al firewall may, for example, contain information on the
IP address space of home network, and optionally, for-
eign networks, or a list of addresses available for the
laptop in the home network.

[0027] When the current IP address of the laptop
matches to a given address space or a list of addresses
of the home network 10, for example, it can be assumed
that the laptop is located in the home network 10 and
the rule base 300 of the home network 10 is used. Thus,
the current IP address is used as a selection rule for
activating the rule base 300. However, there is some un-
certainty in determining the location based on the cur-
rentIP address only, and some approaches to overcome
this problem are described with reference to further em-
bodiments of the invention below.

[0028] Referring again to the generic flow diagram
shown in Figure 4, the current IP address of the laptop
is firstly determined in the step 401. The current IP ad-
dress may be obtained simply by asking for it from the
operating system of the laptop by means of using IP con-
figuration routine. The current location of the laptop is
monitored constantly, and therefcre the personal fire-
wall may be configured to periodically query the current
IP address from the operating system. More preferably,
the operating system of the laptop may be configured to
inform any changes in the IP address to the personal
firewall, and therefore a need for query the IP address
time-to-time can be avoided. The step 401 may also in-
clude verification of the location determined based on
the IP address by a verification procedure described be-
low. In step 402, the personal firewall compares the cur-
rent [P address with the current IP address stored in the
personal firewall. If the IP address has not changed, the
present active rule base can be maintained. However,
if the IP address has changed, the personal firewall
checks whether the new |IP address matches to any IP
address space or |P address belonging to one of the
networks on the selection rule list in the personal firewall
(step 403). If the new IP address does notbelongto any
of the networks on the selection rule list, the personal
firewall considers the current network an unidentified
network, and a default rule base 302 is selected (step
404). If the network cannot be identified and the default
rule base must be used, it is normally assumed that the
laptop is in a potentially hostile environment, most likely
in the public Internet 12. Therefore, the default rule base
is typically defined to provide the maximum protection
needed. If the new IP address belongs to one of the net-
works defined on the selection rule list in step 403, it
means that the network has been identified and a rule
base linked to the identified network (or the correspond-
ing selection rule) is selected and activated (step 405).
In the simplest implementation, the selection rules in-
clude only the home network of the laptop and the cor-
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responding |IP address space or list of addresses . If the
current IP address belongs to the home network, the
rule base 300 of the home network 10 is used. Other-
wise the rule base 310 for foreign network or the default
rule base 302 is used. In amore complicated implemen-
tation, there are selection rules (i.e. IP addresses and
associated rule bases) also for at least one foreign net-
work and/or different segments of the home network 10.
[0029] Inthe examples described above there are two
or more rule bases which are enabled or disabled on the
basis of the current location of the laptop. However,
there are also alternative ways to implement different
rule bases. One alternative is to provide only one rule
base in which the rules are enabled and disabled in dif-
ferent combinations on the basis of the current location
of the laptop.

[0030] As notedabove, there are situations where the
location (the current network) determined on the basis
of the current IP address is uncertain, i.e. the IP address
fails to indicate the current location of the laptop. If the
IP address does not match the current network, use of
the Internet protocol (IP) to attack against the laptop is
not likely, and one may reason that in that case a per-
sonal firewall does not need to be used. However, there
is still a possibility that there is an attack using other pro-
tocols, such NetBEUI or IPX. By detecting the situation
where the IP address of the laptop is not an IP address
of the current network, it is possible to block such pro-
tocols while in foreign networks. Further, NAT (network
address translation) and private |P addresses are fre-
quently used. This means that the same IP address is
in use in several networks. In that case it is not enough
to trust IP address information only when determining
the location of the laptop. It is even possible that while
being connected to a hostile network, the DHCP (dy-
namic host configuration protocol) gives familiar IP ad-
dress to make it easier to attack the laptop. Basically,
the DHCP enables individual computers on a network
to connect to a DHCP server, such as the server 9 in
Figure 1, and be assigned a dynamic IP address of the
current network.

[0031] Thus, according to an aspect of the invention,
in addition to the detection of location based on the cur-
rent IP address described above, a further location ver-
ification procedure is carried out with a predetermined
network element, which is preferably reachable only
from the location to be verified. More generally, the net-
work element is selected in such a way that it responses
to the verification request only if the request originates
from the location (i.e. the network) to be verified. Pref-
erably, the specific network element is provided with a
location verification service supporting the verification
according to the invention. The verification procedure
requires that the verification method be specified for the
personal firewall, preferably at the same time as the dif-
ferent locations are specified. In other words, the meth-
ods to verify the location are specified for the personal
firewall in the initial configuration, for example. Itis also
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possible that the verification methods are updated or
changed by means of the updating procedure described
below, in a manner similar to other security rules.
[0032] A generic location verification procedure ac-
cording to one embodiment of the invention is described
with reference to Figures 5 and 6. Firstly, the current lo-
cation is determined on the basis of the currently used
IP address as described above (step 501). Next, the per-
sonal firewall selects a predetermined network element
that should be available for verification from the deter-
mined current location (step 502). Then the personal
firewall sends to the selected network element a request
to send a response with some data proving the identity
of the network element (step 503). Referring now to Fig-
ure 6, the verifying network element receives the verifi-
cation request (step 601) from a personal firewall. Then,
either always in response to the verification request or
only if predetermined requirements are met, the network
element sends the response with the required identity
data to the personal firewall (step 602). Referring again
to Figure 5, the personal firewall waits for a response
(step 504), and if no response is received (preferably
within a predetermined period of time), the location de-
termined on the basis of the current IP address is reject-
ed, and the location is determined to be unknown (step
505). Inthat case, a default location and an associated
rule base, such as the rule base 302, can be used.
[0033] However, if the response is received from the
network element in the step 504, the personal firewall
verifies the identity of the network element on the basis
of the received identity data, e.g. by comparing the re-
ceived identity data with identity data stored in the per-
sonal firewall (step 508). If the verification of the identity
is unsuccessful (step 507), the procedure proceeds to
the step 605 described above. However, if the verifica-
tion of the identity of the network element is successful,
also the location of the laptop determined on the basis
of the current IP address has been successfully verified
and can be accepted.

[0034] Additionally, it is possible that one IP address
is included in more than one selection rule in the per-
sonalfirewall. In that case, if the verification of the laptop
being located in a first network indicated by the current
IP address fails, it is checked if the laptop is located in
a second network indicated by the current |IP address.
There are various ways to implement the generic loca-
tion verification procedure described above. The sim-
plest way to implement the location verification service
is to probe some known (known to the personal firewall)
element. For example, itis possible to ask the MAC ad-
dress of the known network elementlocated in the home
network and having a known IP address. The network
element returns the MAC address in response, and if
the AMC address is the one that it is assumed to be (e.
g. matches with a MAC address stored in the personal
firewall), it is verified that the laptop is located in the
home network. If the MAC address is not the correct
one, the laptop is determined to be outside the internal
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network.

[0035] One possible implementation is that the loca-
tion verification service is implemented in such network
element in an internal network which can be reached
only from inside the internal network. For example, the
firewall protecting the internal network, such as firewall
5 in Figure 1, may be configured to discard all connec-
tions from outside the internal network to this network
element. If the personal firewall is able to reach this spe-
cific network element, it is verified that the personal fire-
wall resides inside the internal network. Otherwise the
personal firewall resides outside the internal network.
There may be a plurality of such location verification
services in a plurality of internal networks or sub-net-
works, and if the personal firewall cannot reach any of
them, then it is assumed to be outside this plurality of
internal networks or sub-networks.

[0036] The location verification service may be incor-
porated into the network firewall, such as the location
verification service 50 in the firewall 5 in Figure 1. For
example, verification requests only from the direction of
the internal network (such as home network 10) may be
responded by the location verification service 50. This
implementation is rather straightforward, since the
present firewalls are readily capable of detecting from
which direction, that is, from which interface, a data
packet is coming from.

[0037] Inanycaseitis preferredthatthe personalfire-
wall communicates with the location verification service
by using some cryptographically strong method, such
as public key encryption. For example SSL can be used.
The certainty of the location verification can be further
improved by setting the TTL (time-to-live) field in the lo-
cation verification request to a relatively low value, so
that the request is capable of reaching only a nearby
location verification service. The TTL value is decre-
mented each time the verification request passes
through a router connecting different networks or net-
work segments. If the TTL value is set to, for example,
a zero value the verification request is not able to pass
through a router to a different network or a network seg-
ment.

[0038] The use of additional location verification
makes it even possible to automatically create a VPN
tunnel to the home network even if the current location
(a foreign network) is using the same IP address as in
the internal network.

[0039] All the embodiments described above are ef-
fective both in standalone computers and in centrally
managed computers. The central management of per-
sonal firewalls enables a uniform protection level in all
computer devices using the private network. One fea-
ture of the central management is that preferably all of
the personal firewalls have essentially similar security
rules. It should also be possible to update these. It is
preferable that rule updates are applied in the personal
firewalls as soon as possible afterthey have been made
in the central management. Because it is not sufficient
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to rely on the manual updating by the user, the process
of updating the rules must be automated. However, dis-
tribution of the updated rules by a push transmission
from the central management is not a sufficient option
in a case where the personal firewalls can move from
one network to another. Therefore, according to an as-
pect of the invention, the personal firewalls are arranged
to periodically query the availability of updated rules
from the central management. An updating procedure
according to one embodiment of the invention is de-
scribed with reference to Figures 7 and 8.

[0040] Firstly, a personal firewall measures a prede-
termined updating period, which can be any period of
time, preferably one day or a few days (step 701). In
step 702, the personal firewall checks whether the up-
dating period has expired, and if not, the procedure re-
turns to the step 701. When the updating period has ex-
pired, the personal firewall checks whether the current
location cf the laptop is in the home network (step 703)
or in another subnetwork of the same company. The lo-
cation determination is preferably based on the methods
described above. If the current location is in the home
network, the process proceeds directly to the step 705.
However, if the current location is not in the home net-
work, the personal firewall waits for the laptop to return
to or establish a connection (e.g. VPN) to the home net-
work (step 704), before proceeding to the step 705. In
the step 705, the personal firewall sends a rule update
query to the central management, such as the personal
firewall management server 8 in Figure 1. Referring now
to Figure 8, the personal firewall management 8 re-
ceives the rule update query from the personal firewall
(step 801) and sends updated rules, if there are any, to
the personal firewall (step 802). Referring again to Fig-
ure 7, the personal firewall checks whether the reply re-
ceived from the personal firewall management 8 con-
tains rule updatings (step 706), and if not, the process
returns to the step 701 to measure the next updating
period. However, if rule updatings have been received,
the personal firewall updates the relevant rule bases
stored in the laptop (step 707).

[0041] Itis also preferable that the logs relating to the
communication transactions of the laptop are handled
in a central location. Since the laptops are frequently
disconnected from the home network, logs must be col-
lected locally. In order to enable central handling, the
logs must be transferred to a central log server, such as
the personalfirewall management 8, when such is avail-
able. This should take place automatically when the
computer device provided with a personal firewall is
connected to the home network. Figure 9 illustrates log
handling according to one embodiment of the invention.
[0042] Firstly, the personal firewall creates a log file
each time the laptop is involved with a communication
transaction, such as an Internet session (step 91). Then
the personal firewall determines the current location of
the laptop, preferably based on the location determining
methods described above (steps 92 and 93). If the lo-
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cation of the laptop is in the home network or in another
subnetwork of the same company, the personal firewall
sends the log file to the central log server 8 immediately
(step 94). However, if the current location of the laptop
is not in the home network, the process proceeds to the
step 95, where the log file is stored locally. Similarly, a
number of log files is collected locally while the lapteop
is disconnected from the home network. When the per-
sonal firewall next time detects that the computer device
is relocated in the home network, it sends the collected
log files to the central log server 8. Optionally, the per-
sonal firewall may also send the collected log files to the
personal firewall management 8 when the laptop has
established a (e.g. VPN) connection to the home net-
work.

[0043] Itis apparentforthose skilled in the art that the
illustrative embodiments described are only examples
and that various modifications can be made within the
scope and spirit of the invention as defined in the ap-
pended claims.

Claims

1. A method of controlling a personal firewall in a client

computer, said method comgrising

providing said personal firewall with at least
one set of security rules to be used when said client
computer is connected to a home network of said
client computer, and at least one set of security
rules to be used when said client computer is con-
nected to foreign networks,

monitoring the current location of said client
computer based on an Internet Protocol (IP) ad-
dress cutrently used by said client computer, and

automatically selecting one of said sets of se-
curity rules by said personal firewall according to
said current location of said client computer.

2. A method according to claim 1, wherein
said step of providing comprises providing
said client computer with said set of security rules
in form of at least two rule bases,
said step of selecting comprises enabling one
of said rule bases at a time according to the current
location of said client computer.

3. A method according to claim 1, wherein

said step of providing comprises providing
said client computer with said set of security rules
in form of one rule base, and

said step of selecting comprises enabling and
disabling rules in said one rule base in different
combinations according to the current location of
said client computer.

4. A method according to claim 1, wherein said step
of monitoring comprises
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storing in said client computer an IP address
space of said home network,

comparing the current IP address of said cli-
ent computer with said IP address space, and

if the current IP address of said client compu-
ter matches said IP address space, determining
said perscnal firewall to be located in said home
network.

A method according to any one of claims 1, 2 or 3,
wherein said step of monitoring comprises

storing in said client computer a list of IP ad-
dresses of said home network,

comparing the current IP address of said cli-
ent computer with said list of IP addresses, and

if the current IP address of said client compu-
ter matches one of said addresses on said list, de-
termining said client computer to be located in said
home network.

A method according to any one of claims 1, 2 or 3,
comprising

verifying the current location determined on
the basis of the current IP address of said client
computer by carrying out a location verification pro-
cedure with a predetermined network element.

A method according to claim 6, wherein said step
of verifying comprises

checking availability of said predetermined
network element related to the current IP address,
said predetermined network element responding
only if said client computer is located in the network
in which it is assumed to be on the basis of the cur-
rent IP address,

verifying the current location determined
based on said current |P address, if said predeter-
mined network element responses with a specific
identity data.

A method according to claim 7, wherein said spe-
cific identity data is a Media Access Centrol (MAC)
address of said predetermined network element.

A method of managing a personalfirewall in a client
computer, comprising

storing in said personal firewall at least one
set of security rules to be used when said client
computer is connected to a home network of said
client computer, and at least one set of security
rules to be used when said client computer is con-
nected to foreign networks,

storing updated sets of security rules, if any,
in a centralized unit in said home network of said
client computer,

configuring said personal firewall to periodi-
cally query the availability of said updated sets of
security rules from said centralized rule base server
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when being located in said home network, or when
having a remote access to said home network while
being located in a foreign network, and

loading said updated sets of security rules
from said centralized rule base server to said per-
sonal firewall in response to said query, if such up-
dated sets of security rules are available.

A method according to claim 9, comprising
meonitoring the current location of said client
computer based on an Internet Protocol (IP) ad-
dress currently used by said client computer, and
automatically activating said periodical query,
when the current location of said client computer is
in said home network.

A method according to claim 9, comprising
monitoring the current location of said client
computer based on an Internet Protocol (IP) ad-
dress currently used by said client computer,
sending log files to a centralized log server
from said personal firewall, when the current loca-
tion of said client computer is in said home network,
said log files containing information on communica-
tion transactions in said client computer,
collecting log files locally at said personal fire-
wall, when the current location of said client com-
puter is not in said home network, and
transferring said locally collected log files from
said personal firewall to said centralized log server,
when said client computer is connected to said
home network.

A computer terminal, comprising

a persenal firewall provided with at least one
set of security rules to be used when said computer
terminal is connected to a home network of said
computer terminal, and at least one set of security
rules to be used when said computer terminal is
connected to foreign networks,

said personal firewall having a mechanism
monitoring the current location of said computer ter-
minal based on an Internet Protocol (IP) address
currently used by said computer terminal, and

said personal firewall having a mechanism
automatically selecting one of said sets of security
rules by said personal firewall according to said cur-
rent location of said computer terminal.

A computer terminal according to claim 12, further
comprising

a mechanism verifying the current location
determined on the basis of the current IP address
of said computer terminal by carrying out a location
verification procedure with a predetermined net-
work element.

A computer-readable medium, containing a compu-
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ter software which, when executed in a computer
device, causes the computer device to provide a
personal firewall routine comprising

storing at least one set of security rules to be
used when said computer device is connected to a
home network of said computer device, and at least
one set of security rules to be used when said com-
puter device is connected to foreign networks,

monitoring the current location of said compu-
ter device based on an Internet Protocol (IP) ad-
dress currently used by said computer device, and

automatically selecting one of said sets of se-
curity rules by said personal firewall according to
said current location of said computer device.

A computer-readable medium according to claim
14, said personal firewall routine further comprising
verifying the current location determined on
the basis of the current |IP address of said client
computer by carrying out a location verification pro-
cedure with a predetermined network element

A computer device, comprising a personal firewall
routine configured to store security rules for a home
network of said computer device, and for foreign
networks,

periodically query the availability of updated
security rules from a centralized rule base serverin
said home network of said computer device when
said computer device is located in said home net-
work, and

download said updated security rules from
said centralized rule base server, if such updated
security rules are available in said centralized rule
base server.

A computer device according to claim 16, said per-
sonal firewall routine being further configured to
activate said periodical query also when said
computer device has a remote access to said home
network while being located in a foreign network.

A computer device, comprising a personal firewall
routine configured to

send logfiles to a centralized log server, when
a current location of said computer device is in a
home network of said computer device, said log
files containing information on communication
transacticns in said computer device,

collect log files locally in said computer de-
vice, when the current location of said client device
is not in said home network,

transfer said locally collected log files to said
centralized log server, when said computer device
is reconnected to said home network.

Acomputer-readable medium, containing cemputer
software which, when executed in a computer de-
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vice, causes the computer device to provide a per-
sonal firewall routine comprising

storing security rules for a home network of
said computer device, and for foreign networks,

periodically querying the availability of updat-
ed security rules from a centralized rule base server
in said home network of said computer device when
said computer device is located in said home net-
work, and

downloading said updated security rules from
said centralized rule base server, if such updated
security rules are available in said centralized rule
base server.

A computer-readable medium, containing computer
software which, when executed in a computer de-
vice, causes the computer device to provide a per-
sonal firewall routine comprising

sending log files to a centralized log server,
when a current location of said computer device is
in a home network of said computer device, said log
files containing information on communication
transactions in said computer device,

collecting log files locally in said computer de-
vice, when the current location of said client device
is not in said home network,

transferring said locally collected log files to
said centralized log server, when said computer de-
vice is reconnected to said home network.

A computer program comprising program code
means for performing all the steps of any one of
claims 1 to 11 when the program is run on a com-
puter.

10

15

20

25

30

35

40

45

50

55

10

18

Keysight, EX-1002
Page 539



EP 1313

Location
\ verification 9
P addr 17 service

P addr 2
P addr 3

Private company
subnetwork {e.g. R&D)

& o
~—
Firewall |4o
/I-L\m\ Firewall
Private company
~ network (home} VS
IP addr 1 ‘50
Personal
firewall T~ 2
management
202

290 A1

Private csmpany
network (foreign)

Firewall

T,

18,

9

Upper laysrs Personal firewall |~ 503
{e.g. TCP, 1P, NetBEUL, IPX, applications) applications )
Personal firewall protection 200
Physical and network layers ~ 200
Rule bases Jb ° "3
ST )
Selection rules Alowad- R hiips: 1. U
SMTP;
Home IP addr 1 NetBEUI, IPX; ~ 300
network 1P addr 2 7 NetBIOS disc-share for
...predefined services Home
P addr3 Denied: athers network 10
Foreign IF addr 4
company
network Allowed: hitp; htips; DNS: e RO
VPN with IPSEC; ‘
B SMTP; Foreign
Deniad: gthers company
network
S T~ [Alowed: hitp; htips:
Unidentified | Other VPN with IPSEC; — 307
network IP addresses ol s ' o
Denigd: athers Default
11

Keysight, EX-1002
Page 540



EP 1 313 290 A1

No/

IP address changed?

- : A3
e Does —

the new IP address belong
to one of the natworks on the
T list? e

Select a ruie base e A0R
finked to the IP address ;

Determine the current iP addrass s

Fig. 4

404
/

Select a default rule base

Yo Ll
Lol i ¥
L 4

End

Create a log file

v

Detarmine the curent location

,,,,,,

Locatian in the home network? ”

Store the log file locally. Send the log file
with other coflectad log files to a central log
server next time the compuiter device is located
in or connectad to the home network

——— 95

94

Sendlngfietfoa
central log server

3

Cem )

12

Keysight, EX-1002
Page 541



EP 1 313 290 A1

3,

g,

{ Begin )}

Determine the current location on the basis of the currently used IP addrass

&)

v

Select a predetermined netwaork element which should be available
for verification from the determined current location

=y
T DU

v

Send to the network element a request to send
a response with data proving its identity

B4
=7 No
Response r%

Y

Compare the received identity data with identity data stored in the

computer device in order to verify the identity of the network element 208

4

N
M

o5

'

[

{

z/

" N
,@ntity vemed?\>_‘jm—m>

use a default location

Reject the location determined on
the basis of the current |P address;

W‘

[ ~—

o0&

O

Verify the location determined on the basis of the current IP address

b
{ End }

s
14F

1 &°
Receive from a personal firewall & requsst to send a response with identity data |~ 601
Send the response with identity data to the personal firewall e BO2

Recaive a rule updating query from a parsonal firewall

¥

~ 802

Send updated ruies, if any, fo the personal firewall

Keysight, EX-1002
Page 542



EP 1 313 290 A1

{ Begin )

g, 7

Measure the updating period

Wait untit the computer device retums to the home network or
astablishes a connection fo it

oy
_

5

Send a rule updating query to the central management

Rule updating received?

—

Update the rule bases stored in the computer device

14

Keysight, EX-1002
Page 543



EPO FORM 1503 03.82 (POAC01)

9

EP 1 313 290 A1

European Patent
Office

EUROPEAN SEARCH REPORT

Application Number

EP 02 10 2581

DOCUMENTS CONSIDERED TO BE RELEVANT
Calegory Citation of()c;lt::llér:ae;t F\:gtsr';:gc{ei:atlon, where appropriate, ge;ali;nl ﬁ;gf%il%énoaln?grgE
A EP 0 854 621 A (AT & T CORP) 1-21 HO4L29/06
22 July 1998 (1998-07-22)
* page 4, line 28 - line 47 *
A US 6 158 008 A (OWENS LESLIE DALE ET AL} |1-21
5 December 2600 (20600-12-05)
* claim 1 *
TECHNICAL FIELDS
SEARCHED (Int.CL7)
Ho4L
The present search report has been drawn up for all claims
Place of search Cate of completion cf the search Examiner
THE HAGUE 14 March 2003 Veen, G

CATEGORY OF CITED DOGUMENTS

X« partieularly relevant if taken alone

Y : particularly relevant if combined with another
dacument of the same category

A : technological background

O non-written diaclosure

P intermediate dosument dosument

T :theory or principle underlying the invention

E : earlier patent document, but published an, or
after the filing date

D : document cited in the epplication

L : document citad for other reasons

& : member aof the same patent family, correspanding

15

Keysight, EX-1002
Page 544



EP 1 313 290 A1

ANNEX TO THE EUROPEAN SEARCH REPORT
ON EUROPEAN PATENT APPLICATION NO. EP 02 10 2581

This annex lists the patent family members relating to the patent documents citedin the above-mentioned European search repert.
The members are as contained in the European Patent Office EDP file on
The European Patent Office is in no way liabie for these particulars which are merely given for the purpose of information.

EPO FORM P0459

14-03-2003
Patent document Publication Patent family Publication
cited in search report date member(s) date

EP 0854621 A 22-07-1998 US 6233686 Bl 15-05-2001
CA 2226814 Al 17-07-1998

EP 0854621 Al 22-07-1998

JP 10229418 A 25-08-1998

US 6158008 A 05-12-2000 WO 9021339 Al 29-04-1999

For more details about this annex : see Officiai Journal of the European Patent Office, No. 12/82

16

Keysight, EX-1002
Page 545



s
s

=4 Espacenst
Bibliographic data: WO20050461458 (A1) — 2008-05-19

7

ADAPTABLE NETWORK BRIDGE

Mo documents avaiiable for this priorily number,

Inventor(s): HALEN JOACIM + (HALEN, JOACIM)

Applicant(s): ERICSSON TELEFON AB L M [SE] + (TELEFONAKTIEBOLAGET

LM ERICSSON (PUBL))

Classification: - international:HO4L12/24; H04L12/46; H04L12/56;
(IPC1-7): HO4L12/46: HO4L12/56
- cooperative: HO4L12/4625; H04L41/0893; H04L41/0896;

HO4L45/04; H04L45/56; H04L45/66; H04L49/351

Application WQO2004SEQ01611 20041105
number:

Priority number UJS20030517737P 20031106 ; US20040977724 20041029
(s):

Also published US2005111434 (A1) US7872318 (B2) JP2007534219 (A)
as: JP4323523 (B2) EP1683313 (A1) more

Abstract of WOZ005046148 (A1)

An adapiable network bridge such as an
Ethemet bridge (10) includes a Rule Engine

{18} that processes data frames according
to a set of switching rules. Each swilching
rifie identifies a type of frame {o which the
riie appliss, and how the type of frame is {0
be processed. The bridge also includes
means (18) for dynamically adding,
subtraciing, or modifying the switching rules
in response o changes in the bridge's stateg
information, or changes in context
information. if the bridge includes & plurality
of nputfouiput ports (14, 15}, the Fule
Enging {18 may include a plurality of selg
of switching rules, with 2ach set of

switching rules being applicable 1o a different portin the bridge. In this way, different
network providers can share the same sguipment, but have different nstwork behavior

Keysight, EX-1002
Page 546



Last updafed: 11.12.2093  Woerldwide Database 5.8.15.10; 88p

Keysight, EX-1002
Page 547



(19) World Intellectual Property
Organization
International Burcau

(43) International Publication Date

19 May 2005 (19.05.2005)

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(10) International Publication Number

WO 2005/046145 Al

(51

21

(22)

25

(20)

(30)

71

(72)

a4

81

International Patent Classification’: HO04L 12/56,

12/46

International Application Number:
PCT/SE2004/001611

International Filing Date:
5 November 2004 (05.11.2004)

Filing Language: English

Publication Language: English

Priority Data:
60/517,737
10/977,724

6 November 2003 (06.11.2003)
29 October 2004 (29.10.2004)

us
us

Applicant: TELEFONAKTIEBOLAGET LM ERICS-
SON (publ) [SE/SE]; S-164 83 Stockholm (SE).

Inventor: HALEN, Joacim; Anhaltsvigen 8, S-191 40
Sollentuna (SE).

Agent: KARIN BOESTAD et al.; Ericsson AB, Patent
Unit Core Networks Kista, S-164 80 Stockholm (SE).

Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,

(34)

AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GII, GM, 1IR, 11U, ID, IL, IN, IS, JP, KE,
KG, KP, KR, KZ, LC, LK, LR, LS, LT, LU, LV, MA, MD,
MG, MK, MN, MW, MX, MZ, NA, NI, NO, NZ, OM, PG,
PH, PL, PT, RO, RU, SC, SD, SE, SG, SK, SL, SY, TJ, TM,
TN, TR, TT, TZ,UA, UG, UZ, VC, VN, YU, ZA, ZM, ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
ZW), Burasian (AM, AZ, BY, KG, K%, MD, RU, TJ, TM),
European (AT, BE, BG, CII, CY, CZ, DE, DK, EE, ES, FI,
FR, GB, GR, HU, IE, IS, IT, LU, MC, NL, PL, PT, RO, SE,
SIL, SK, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ,
GW, ML, MR, NE, SN, TD, TG).

Published:

with international search report

before the expiration of the time limit for amending the
claims and to be republished in the event of receipt of
amendments

For two-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes and Abbreviations” appearing at the begin-
ning of each regular issue of the PCT Gazette.

2005/046145 A1 I 000 00 O

(54) Title: ADAPTABLE NETWORK BRIDGE

‘ State Vector

17

1l

Rule Engine

Rule Control
18

Y

18a

14a~d T trame buffer Switch Fabric frame buffer |—p~" 158
14b 12b! 13b

~ frame buffer frame buffer 0~ 15b
12¢c 13¢

Mc\c-—{ frame buffer 1 trame buffer [~ 15¢
g 12n 13n

A~ frame buifer i frame buffer 150

(57) Abstract: An adaptable network bridge such as an Lthernet bridge (10) includes a Rule Ingine (16) that processes data frames
according to a set of switching rules. Each switching rule identifies a type of frame to which the rule applies, and how the type
of frame is to be processed. The bridge also includes means (18) for dynamically adding, subtracting, or modifying the switching
rules in response to changes in the bridge's state information, or changes in context information. If the bridge includes a plurality of

input/output ports (14, 15), the Rule Engine (16) may include a plurality of sets of switching rules, with each set of switching rules
being applicable to a different port in the bridge. In this way, different network providers can share the same equipment, but have
different network behavior.

Keysight, EX-1002
Page 548



10

15

20

25

30

WO 2005/046145 PCT/SE2004/001611

ADAPTABLE NETWORK BRIDGE

CROSS-REFERENCE TO RELATED APPLICATIONS

This nonprovisional application claims priority under 35 U.S.C. § 119(e) on
U.S. Provisional Application No. 60/517,737 entitled, Programmable Bridge, filed
November 6, 2003, the disclosure of which is incorporated herein in its entirety.

BACKGROUND OF THE INVENTION
Technical Field of the Invention

The present invention relates generally to digital communication systems.
More particularly, and not by way of limitation, the invention is directed to an
adaptable network bridge having a Rule Engine that simplifies adapting the bridge
to dynamically changing conditions.

Description of Related Art

Ethernet is a layer-2 packet-based transmission protocol that is primarily
used in local area networks (LANs). Ethernet is the common name for the
Institute of Electrical and Electronics Engineers (IEEE) 802.3 industry
specification. Data is transmitted in Ethernet frames. Each frame includes a
preamble with 64 bits utilized for synchronization. A Start of Frame Delimiter
(SFD), a destination address, a source address, and a length/type identifier follow
the preamble. Media Access Control (MAC) client data, together with a Packet
Assembler/Disassembler (PAD) may vary in length from 46 to 1500 bytes (octets).
A Frame Check Sequence (FCS) adds four more octets. Higher-level protocols
reside in the content part of the frame. The frame size is counted from the
destination address to the FCS, inclusive, and thus may vary between 64 and
1518 octets, not including a Virtual Local Area Network (VLAN) tag, which adds 4
octets.

Today most packet-based networks are buiit on Ethernet technology, as it
is a cheap and reliable technology with good performance. Ethernet has been
used in office networks for a long time and is now used to build Wide Area

Networks (WANs) as well as small networks in homes. The communications
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industry is now expanding the use of Ethernet to what is called “Public Ethern et”

where millions of users are connected in the same network. Unfortunately,

Ethernet does not scale to such large networks due to flooding of broadcasted

messages. Some solutions have been proposed, but these solutions require

modifications to the existing standards if they are to be implemented on standard ‘
equipment.

Ethernet bridging is a way to connect networks together to form a larger
network. The standard for bridging is ANSVIEEE 802.1d, which is hereby
incorporated by reference herein. A bridge is a way to connect two separate
network segments together in a protocol-independent way. = Packets are
forwarded based on Ethernet address, rather than IP address. Since forwarding:
is done at Layer 2, all protocols can go transparently through a bridge.

There are basically two approaches to adding new functionality to Ethernet
bridges (and other Ethernet equipment as well): standardization thru IEEE, or
proprietary solutions, which make the equipment non-standard. Adding new
functionality and behavior to IEEE 802.1d MAC bridges, better known as Ethernet
switches (or other Ethernet equipment), is a difficult and time-consuming process
without any guarantees of success. Each new function must be proposed to and
scrutinized by an IEEE standardization group (an existing working group or a new-
group has to be accepted and established). If one is lucky, the proposed function
is accepted and added to the standard. However, since each new function
requires a change in the standard, there is reluctance to add new functions. If the
proposal is rejected, one is limited to a proprietary solution on non-standard
equipment. The members of the standardization groups come from different
vendors and other organizations, and although they are supposed to act in the
interest of IEEE and the entire community, they may also act on agendas from
their own organization/company that might be in conflict with the proposed
functionality, thereby turning it down. It should also be noted that if a new function
is added to the standard, it is then up to the different vendors to add the
standardized functionality. A feature may be standardized but not made
mandatory.

The proprietary approach also has its drawbacks. For example,
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programmable network processors have been available for some time, and
bridges may be purchased off the shelf containing programmable network
processors. Proprietary solutions can be implemented on these. However, these
network processors are vendor specific, and the solution will only work on that
network processor or processor family. The solution will not be portable, and it
will not be possible to run it on other vendors’ equipment. Additionally,:
programming a network processor is done at a very low level, basically in
assembly language, and the programming model is hard, requiring special skill. It
should also be noted that a proprietary solution will make the equipment non-
standard, and customers are more reluctant to buy non-standard equipment.

There might also be inter-operational problems with other equipment.

SUMMARY OF THE INVENTION

The present invention is an adaptable network bridge having a Rule Engine
that simplifies the adaptation of the bridge to dynamically changing conditions
related, for example, to network conditions and user context. Simplicity is
achieved by specifying how data frames should be processed and switched in-
terms of switching rules. Flexibility is achieved by enabling dynamic: loading and
updating of rules in the bridge via a protocol. In addition, one bridge may
generate or modify rules for loading at another, neighboring, bridge. In a
preferred embodiment, the bridge is an Ethernet bridge.

Thus, in one aspect, the invention is directed to an adaptable network
bridge that includes a Rule Engine that processes data frames according to a set
of switching rules. Each switching rule identifies a type of frame to which the rule
applies, and how the type of frame is to be processed. The bridge also includes
means for dynamically modifying the switching rules. In particular, the rules may
be dynamically loaded and updated, for example, in response to changes in the
bridge’s state information, or changes in context information. In another
embodiment, the bridge includes a plurality of input/output ports, and the Rule
Engine includes a plurality of sets of switching rules, wherein each set of switching
rules is applicable to a different port in the bridge.

In one aspect the rules are forced on the switch by external units such as a
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Network Management System (NMS).

In a further aspect, a switch generates or modifies rules that are forced on
other switches.

In yet another aspect, the invention is directed to a method of processing
and switching Ethernet frames in an adaptable Ethernet bridge. The method
includes the steps of defining a set of switching rules for the adaptable Ethernet
bridge; receiving a given frame in the bridge; determining whether any of the rules
are applicable to the given frame; and upon determining that one of the rules is
applicable to the given frame, processing and switcHing the frame according to the
applicable rule. The switching rules may be dynamically added, subtracted, or
modified, for example, in response to changes in state or context information.

An important aspect of the invention is how the extended state vector can
be utilized in new ways in the switching process. The switching process can be
controlled and adapted in new ways allowing completely new ways 1o control

networks.

BRIEF DESCRIPTION OF THE DRAWINGS

In the following, the essential features of the invention will be described in
detail by showing preferred embodiments, with reference to the figures of the
attached drawings.

FIG. 1 is a simplified block diagram of a Rule Engine utilized in the
adaptable network bridge of the present invention;

FIG. 2 is a sequence diagram illustrating the steps of a process performed
by the Rule Engine; and

FIG. 3 is an illustration of a network of adaptable Ethernet bridges
controlled by a Network Management System (NMS).

DETAILED DESCRIPTION OF THE INVENTION

In the following description, for purposes of explanation and not limitation,
specific details are set forth, such as particular embodiments, circuits, signal
formats etc. in order to provide a thorough understanding of the present invention.
It will be apparent to one skilled in the art that the present invention may be
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practiced in other embodiments that depart from these specific details.

In existing Ethernet bridges, there are two identifiable phases in the
switching process. In the first phase, parts of the frame header are checked for
specific information. For example, the destination address of each frame may be
checked against a forwarding table, priority bits, VLAN tags, and the like. In the
second phase, different actions are taken within the bridge depending on the
result of this check. For example, the frame may be sent to the port pointed to in-
the forwarding table, or the frame may be sent to all ports except the originating
port, and so on. These steps characterize a process in which a frame is put
through a filter that selects the action to take. Another important element is that
the bridge stores and retrieves information in the form of a simple state vector in a
forwarding table (i.e., memory), which the bridge is using in the process. However,:
the different parts of this process are fixed and may not be altered. °

The present invention .is based on a generalization of this switching
process that adds several new key aspects to switching, enabling new ways of’
adapting and controlling the switching process as well as new ways to conirol
Ethernet networks. The invention provides an adaptable Ethernet bridge having a.
Rule Engine that simplifies the addition or modification of functionality within the
bridge. One of the purposes of the adaptable bridge is to provide ‘a simple .
solution whereby anyone with reasonable skill can implement and add new -
functionality in a standardized way on standard equipment. Simplicity is achieved
by specifying how Ethernet frames should be processed and switched in terms of
switching rules. Flexibility is achieved by enabling dynamic loading and updating,
inspection, and prioritization of rules in bridges via a protocol.

The generalized switching process consists of the Rule Engine processing

Ethernet frames by applying the switching rules. A switching rule encapsulates a
specific switching behavior that describes the filter and action processes together
with the state vector. A switching rule thus consists of three parts:
1) A filter function that can filter any part or parts of a frame. The purpose of
the filter is to decide if the rule is applicable to a given frame. In other words, the
filter works as a predicate function on frames. In this decision process information
in the state vector may be used.
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2) An action function that describes how a frame header (or the entire frame)
should be transformed and how the frame should be switched, i.e. to which port or
ports the frame should be sent. In this process the action function may alter the
state vector.

3) A state vector that the filter function and the action function can use in the
switching process.

The switching rule can also contain other information such as version,
priority specification, vendor information, and the like.

The state vector is an abstraction of several parts:

1) A local memory for a rule or a set of rules where rule-specific data can be
stored and altered. Specific “management rules” make it possible to access that
data from, for example, a management system.

2) A global bridge memory where bridge-specific data applicable to -and
accessible by all rules can be stored and altered. One example is the port-
forwarding table.

3) Access to a set of bridge resources that can be implemented as library
functions. Some examples are a function to retrieve the source port of the frame
processed, a function that provides timestamps, counters and timers, and.
functions that describe the traffic flows and load in the bridge. The invention is not
limited to these examples; other.functions may be identified by those skilled in the
art.

A switching rule describes the types of frames that match the rule and how.
these frames should be processed (e.g., switched or transformed before
switching). Each incoming frame is checked against the set of rules stored in the
bridge. If a rule matches, the frame is processed and switched according to the
specification in the rule. If no rule matches the frame, a default rule may be
utilized, or the frame may be dropped.

With the concept of rules, the switching process is defined as a simple and
understandable programming model. Standardizing rule language and making it
possible to dynamically load new rules in a bridge also makes it possible to add
new functionality, adapting standard equipment to the needs at hand. If some

functionality becomes obsolete, that functionality can be removed by removing the
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rule or set of rules implementing it. ‘

A powerful extension is to allow different rule sets to be valid for different
ports enabling, for example, different network providers to share the same
hardware but have different network behavior. Different embodiments of this
extension include: a rules control mechanism that selects and prioritizes available
rule sets based on port, time of day, load, and the like. Alternatively, this kind of
information may be described. in the filter functions, and the Rule Engine tries all
rules until it finds a match.

Yet another powerful extension is to allow rules that monitor the state
vector instead of being maiched against Ethernet frames. That is, the filter
function monitors the state vector, and when some condition is fulfilled, the action
function is invoked. The monitoring process can be implemented by regularly
processing these rules in the Rule Engine or in a separate Rule Engine.

Note that allowing the filter and action functions to have access to a state
vector that goes beyond the forwarding table provides new and powerful ways to
process and switch frames.

. FIG. 1 is a simplified block diagram of an exemplary embodiment of the
dynamically adaptable network bridge 10 of the present invention. The adaptable

- bridge includes many of the same components as existing bridges such as switch

fabric 11, frame buffers 12a-12n and 13a-13n, and ports 14a-14n and 15a-15n. In
addition, however, the adaptable bridge includes a Rule Engine 18, which
replaces the implementation of some or all protocols. The adaptable bridge also
includes a state vector memory 17 accessible by the Rule Engine, a rule conirol
function 18, and a rules memory 19 accessible by the Rule Engine through the
rule control function. Coliectively, these new bridge components enable the
adaptable bridge to receive and store rules from external units, store a state
vector which may be dependent on external sources, and store rules that are
imposed on other bridges.

Hybrid designs having both a Rule Engine and some of the protocols of
existing bridges may also be implemented. The Rule Engine has processing
capabilities, that is, the Rule Engine can (1) apply the filter function to a frame and
calculate the result; (2) apply the action function if the rule matches; (3) access
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the state vector; and (4) access the other resources of the switch. A frame
entering the adaptable bridge through an input port such as port 14a and frame
buffer 12a is acted upon by switching rules in the Rule Engine 16, including the.
filter function, action function, and state vector. The result is a calculdted result
frame, which is outputted through switch fabric 11, and an appropriate frame
buffer and output port such as frame buffer 13a and output port 15a.

The rule control function 18 adds and removes rules dynamically, and
orders or prioritizes THE set of rules. The rule control function may be
implemented as protocols and secured against unwanted manipulation by using
well known techniques intended for that purpose, for example; using digital
signatures and encryption. Additionally, the rule control function may include a
mechanism to transform (or translate) switching rules in human-readable form to
an efficient form understandable by the Rule Engine 16.

The mechanisms to access different bridge resources and state information’
(i.e., state vectors), mechanisms to access library functions, and a protocol for
externally accessing the state information are important parts of the adaptable
bridge. The bridge resources and state information may be accessed via, for

example, an Application Programming Interface (API). The protocol for externally:

- accessing the state information may be implemented as a set of rules. The state

of the bridge can affect switching rules dynamically, that is, a rule can behave
differently depending on the current state. For example, frames can be switched
differently depending on time of day, traffic pattern, traffic load, and the like. This
behavior can also be controlled externally by, for example, a network
management system (NMS).

FIG. 2 is a sequence diagram illustrating the steps of a method of
processing an Ethernet frame by the Rule Engine 16. The process starts at step
21 and moves to step 22 where, for each incoming Ethernet frame, the port-
specific rules associated with the Source Port are merged with the rules shared
among all ports of the bridge (this merge can be done in advance by the priority
module as a ordered list). The rules in the list are then tested to determine
whether the frame matches the rule. This process begins at step 23, where a

determination is made whether there are any more rules left io test. If not, and all
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the rules have been tested, the frame is dropped at step 24. However, in the case
of the first rule, there are rules left to test, so the method moves to step 25 where
the filter function of the first rule in the list is applied to the frame. The filter
function uses the information found in the frame together with the current state
vector to determine whether the frame matches the rule. The filter function is a-
predicate, so the result at step 26 will be either true (the frame matches the rule)
or false (the frame does not match the rule). If the result is false, the rule is
discarded at step 27, and the method returns to step 23 where the test is’
performed on the next rule in the list.

The remainder of the rules are then tested until either no rules are left and
the frame is dropped at step 24, or there is a match at step 26, and the method
moves to step 28 where the action function of the rule is applied to the frame. T he
action function may use the library functions, the information in the frame, and the:
state vector to transform (or modify) the frame. In this process, the action function
can use functions to modify the state vector. For example, a counter may be
incremented, which counts the number of frames containing a specific high-level
protocol coming from the port. At step 29, the action function determines the
destination port or ports and sends the (possibly transformed) frame to the:
determined port or ports. The method then ends at step 30.

Another important aspect of the invention not shown in the sequence

diagram is that other resources or modules in the bridge may continuously monitor

. and change the state vector in parallel. An extended Rule Engine, to the one

described, may then invoke rules that, instead of being matched against Ethernet
frames, monitor the state vector. When one or more predefined criteria are
fulfiled (determined by the filter function), the action function generates new
frames containing new rules to be sent to the bridge itself or to nearby bridges
altering their behavior.

FIG. 3 is an illustration of a network 35 of adaptable Ethernet bridges
controlled by a Network Management System (NMS) 36. The NMS monitors the
state in the bridges and issues rules that adapt the behavior of certain bridges
accordingly. For example, if Bridge11 becomes heavily loaded with traffic, the

NMS may issue a rule that will move some traffic from associated bridges (i.e.,
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Bridgez; — Bridgess) to Bridgesz. For example, the rule may move every third
frame or frames carrying a particular protocol to Bridges2. Context information
may also be added to the state vector, thereby allowing context to influence
switching. Context information may contain, but is not limited to, information
about traffic load in nearby bridges, forecasts or predictions of expected traific,
and the like. This feature is of particular interest in a mobile environment.

The NMS 36 is shown connected to the network by a dotted line because
the adaptable bridges may automatically generate specific context rules -and
distribute them to nearby bridges as users move around in the network. When
bridges automatically generate rules to other bridges (and to themselves), a self-
managed network can be implemented in which bridges exchange rules
dynamically. This capability can be used, for example, to setup a particular flow-
path, distribute traffic during heavy load, or automatically redirect traffic in the
case of network failures. For example, if Bridge11 receives a flow of high priority
frames when it is already heavily loaded with traffic, it can issue a rule or set of
rules to Bridge22 that move the flow to Bridge12 instead.

An Ethernet bridge is working in “wire-speed” and therefore it is desirable
that the bridge introduce as litile delay as possible. Adding a Rule Engine and
basing the switching on rules may increase the delay. However, a number of
technigues and mechanisms can be used to make the Rule Engine more efficient:
1) Filter functions can be tested in parallel, and a priority module can select
the matching rule with highest priority. These computations can be performed
because the filter functions are pure predicates, i.e. they contain no side effects.

2) Filter functions will in most cases be a conjunction (or disjunction) of
comparisons. These can be directly mapped onto a pipelined matrix of
comparison modules in hardware.

3) A similar pipelined hardware matrix realizing the language constructs used
in the action functions can be implemented.

4) Some parts of the state vector, for example library functions reflecting
bridge context and resources, can be implemented in hardware such as registers,
thereby providing “instant” access to them.

In the preferred embodiment, the rule language used to describe the filter
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and action functions is not a general purpose programming language. A
programming language should only have the necessary constructs and
mechanisms needed to express the solutions to the problems in the specified
domain. If the language is too powerful, as a general-purpose language, it is
possible to express an infinite loop (accidentally or on purpose) thereby increasing
the delay to infinity. The preferred switching rule language, therefore, is a
language primarily restricted to the domain of Ethernet switching (layer 2), with
language constructs expressing the mechanisms used in the switching process.
However, language constructs that are useful for other purposes like network
management, constructs related to exchange of new rules, and so on, that are not
in conflict with the basic requirements may also be included.

The present invention provides several advantages. The Ethernet
standards can be implemented as switching rule sets, and as the standards
evolve, the rule sets are updated. These updated rule sets can then easily be
loaded into an adaptable network bridge. The rule sets can be vendor-
independent and, for example, published by IEEE. Today, each vendor decides
which protocols (standards) to support in a bridge, and unless the vendor issues
an update whenever the standard is updated, users have to buy a new bridge if
they need to follow the new standard. ‘

In the present invention, the “programming language” of rules may be-
standardized thereby enabling anyone to add new functionality, as a' switching
rule, to any bridge with a Rule Engine. These rules can then be updated or
removed if necessary. A proprietary solution can also be implemented as a rule
or set of rules and loaded in any bridge with a Rule Engine. If a user later wants
to use another solution, the rule set is simply replaced with a new rule set. It will
be much less expensive to implement new functionality because, in most cases,
the user only has to write some software in the form of a set of rules.

The present invention also greatly increases flexibility in networks because
each bridge can be loaded with its own rule set down to the individual port level.
The invention also provides the ability to adapt the functionality on each port
based on time, user demands, service agreements, and the like. For example,

different operators can share the same physical bridge (network) and provide
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different services to their respective users.

Some examples of functionality that can be implemented with switching
rules include the following:

1) Broadcast tunnels. It is simple to implement broadcast tunnels necessary
for building Public Ethernet Networks.

2) Distributed router functionality added to a set of bridges.

3) Simple firewall functionality.

4) User adapted services on the port level.

5) Authentication and security mechanisms on the port level that are
transparent io users.

6) Self-managed networks or semi-self managed networks.

This list is not intended to be exhaustive, and other functions may also be
implemented with switching rules and loaded into any adaptable bridge with a
Rule Engine.

As shown by the above examples, the state of the dynamically adaptable
bridge can be utilized in the switching process to enable entirely new functionality
and to provide new ways to use bridges in networks.

Although preferred embodiments of the present invention have been

[illustrated in the accompanying drawings and described in the foregoing Detailed"

Description, it is understood that the invention is not limited to the embodiments
disclosed, but is capable of numerous rearrangements, modifications, and
substitutions without departing from the scope of the invention. The specification
contemplates any all modifications that fall within the scope of the invention
defined by the following claims.
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WHAT IS CLAIMED IS:

1. A dynamically adaptable network bridge comprising:

a Rule Engine that processes data frames according to a set of switching
rules, wherein each switching rule identifies a type of frame to which the rule
applies, and how the type of frame is to be processed; and

means for dynamically modifying the switching rules.

2. The dynamically adaptable network bridge of claim 1 wherein the means
for dynamically modifying the switching rules includes a protocol for dynamically
loading and updating the switching rules.

3. The dynamically adaptable network bridge of claim 1, wherein each
switching rule includes a filter function for determining whether a given rule is

applicable to a given frame.

4. The dynamically adaptable network bridge of claim 3, wherein each
switching rule also includes an action function for specifying changes to the given
frame’s header and how the given frame should be switched.

5. The dynamically adaptable network bridge of claim 1, wherein each
switching rule includes a state vector utilized for processing the type of frames to

which each rule applies.

6. The dynamically adaptable network bridge of claim 5, wherein the state
vector includes an abstraction of a local memory for storing rule-specific data for

each switching rule.

7. The dynamically adaptable network bridge of claim 6, wherein specific
management rules enable the Rule Engine to access the rule-specific data for
each switching rule.
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8. The dynamically adaptable network bridge of claim 6, wherein the state
vector also includes an abstraction of a global bridge memory for storing bridge-

specific data applicable to and accessible by all the switching rules.

9. The dynamically adaptable network bridge of claim 8, wherein the bridge-
specific data includes a port-forwarding table.

10. The dynamically adaptable network bridge of claim 8, wherein the state
vector also includes a set of library functions that implement bridge resources.

11.  The dynamically adaptable network bridge of claim 10, wherein the set of -
library functions are selected from a group consisting of:

a function that retrieves a source port of a processed frame; ol

a function that provides timestamps;

a function that describes traffic flows in the bridge; and

a function that indicates the traffic load in the bridge.

12. The dynamically adaptable network bridge of claim 3, wherein the given
frame is processed in accordance with the given rule if the filter function
determines that the given rule is applicable to the given frame, and the given
frame is dropped if the filter function determines that there is no rule applicable to
the given frame.

13. The dynamically adaptable network bridge of claim 1, wherein the bridge
includes a plurality of input/output ports, and the Rule Engine includes a plurality
of sets of switching rules, wherein each set of switching rules is applicable to a

different port in the bridge.

14.  The dynamically adaptable network bridge of claim 1, wherein the bridge is
an Ethernet bridge.
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15. The dynamically adaptable network bridge of claim 1, wherein the means
for dynamically modifying the switching rules includes a protocol that dynamically
adds, subtracts, and modifies the swiitching rules.

16. The dynamically adaptable network bridge of claim 1, further comprising
means for prioritizing rules within the set of switching rules.

17. The dynamically adaptable network bridge of claim 1, further comprising
means for accessing state information for the bridge, wherein a given rule causes
a given frame to be processed differently when the state information changes.

18. The dynamically adaptable network bridge of claim 17, wherein the given
rule processes the given frame differently, depending on traffic load in the bridge. -

19. The dynamically adaptable network bridge of claim 17, further comprising a
port for receiving rules from a Network Management System (NMS), wherein the
NMS monitors the state information for a plurality of adaptable bridges in a
network, and issues rules that adapt the behavior of the bridge to optimize
network performance.

20. The dynamically adaptable network bridge of claim 17, wherein the state
information includes context information, wherein a given rule causes a given:

frame to be processed differently when the context information changes.

21.  The dynamically adaptable network bridge of claim 1, wherein the bridge is
one of a plurality of adaptable bridges in a network, and the bridge further
comprises means for generating specific context rules and distributing the context

rules to other adaptable bridges in the network.
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22. A method of processing and switching data frames in an adaptable network
bridge, said method comprising the steps of:

defining a set of switching rules for the adaptable bridge;

receiving a given frame in the bridge;

determining whether any of the rules are applicable to the given frame; and

upon determining that one of the rules is applicable to the given frame,
processing and switching the frame according to the applicable rule.

23. The method of claim 22, further comprising dynamically adding,
subtracting, and modifying the switching rules.

24. The method of claim 23, further comprising accessing state information for
the bridge, wherein the step of dynamically adding, subtracting, and modifying the

switching rules is performed in response to a change in the state information.

25. The method of claim 24, wherein the bridge is one of a plurality of
adaptable bridges in a network, and the method further comprises the steps of:
receiving a new or modified switching rule from a Network Management
System (NMS), wherein the NMS monitors the state information for a plurality of
adaptable bridges in a network, and issues rules that adapt the behavior of the
bridge to optimize network performance; and
processing and switching frames according to the new or modified

switching rule received from the NMS.

26. The method of claim 24, further comprising adding context information to
the state information, wherein the step of dynamically adding, subtracting, and
modifying the switching rules is performed in response to a change in the context

information.

27. The method of claim 22, wherein the bridge is one of a plurality of
adaptable bridges in a network, and the method further comprises the steps of:

generating specific context rules; and
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distributing the context rules to other adaptable bridges in the network.:

28. The method of claim 22, wherein the bridge is an Ethernet bridge.
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Description

[0001] The present invention relates to the field of in-
formation system protection and more precisely to the
management of security policy in function of attacks un-
dergone or being undergone by the information system.
[0002] Infrastructures of information systems need to
be protected from harmful attacks leading to malicious
events such as intrusions, data thefts, viruses orworms...
[0003] Due tothe potential number of alerts generated
by the existing attack detection systems with large infor-
mation system infrastructures, it becomes impossible for
operators to assess in real-time the risk of an attack and
to decide of the suitable response to apply in response
to the attack. Thus, automatic deployment of formally de-
fined operational security policies starts to be considered
in the protection of telecommunication and information
infrastructures.

[0004] Fig.1 represents an example of such automatic
protection of the state of the art.

[0005] The first step 101 corresponds to the detection
of attacks toward the monitored information system
which leads to the creation of elementary alerts (102).
An alert correlation is then processed (103) to define cor-
related alerts (104) that are sent to a policy instantiation
engine (105) to activate the appropriate security rules
(106). These rules are sentto a policy decision point (107)
which generates the configuration scripts (108) which are
then used to configure policy enforcement points (109).
Said policy enforcement points (109) are located in the
information system 1 and apply the security rules in re-
sponse to the detected attacks.

[0006] Such configuration of automatic policy activa-
tion suffers from drawbacks. Indeed, it is based only on
correlated alerts andthe number of correlated alerts may
reach a very large number (up to thousands within a sin-
gle day with large system) which would lead to thousands
of security policy activations. Moreover, the deactivation
of said security policies is not taken into account in the
configurations of the state of the art such that a security
policy may remain activated even if its impact on the us-
ers of the information system 1 is worth than the impact
of the attack.

SUMMARY OF THE INVENTION

[0007] One object of the present invention is therefore
to overcome the precited drawbacks of the state of the
art and offer a method that allow to dynamically trig se-
curity policy activations only when it is necessary by tak-
ing into account a plurality of parameters influencing the
activation decision and by defining a method that allow
the deactivation of a security policy when it is necessary.
[0008] This is achieved by a method for adapting se-
curity policies of an information system infrastructure in
function of attacks wherein it comprises the steps of:

- storing potential attacks and their associated risks
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in a data repository;

- storing curative security policies in response of the
potential attacks in a data repository;

- monitoring entering contents representing data
streams cf the information system;

- detecting at least one attack in the information sys-
tem;

- assessing a success probability parameter of the at
least one detected attack and its associated cost im-
pact parameter;

- assessing an activation impact parameter of at least
one curative security policy inresponse tothe at least
one detected attack and its associated cost impact
parameter;

- deciding of the activation or deactivation of a curative
security policy in function of the success probability
parameter of the, at least one, detected attack, of
the activation impact parameter of at least one cur-
ative security policy and of the cost impact parame-
ters of both the detected at least one attack and the
at least one curative security policy.

[0009] Accerding to another aspect of the invention,
the step of storing potential attacks and their associated
risks in a data repository comprises the steps of:

- defining the information system topology and attack
detection signatures;

- definingarisk analysis of the information systemthat
identifies potential attack objectives;

- specifying attack models to reach the identified at-
tack objectives;

- storing said attack models in a data repository.

[0010] Accerding to a further aspect of the invention,
the step of storing curative security policies in response
of the potential attacks in a data repository comprises:

- specifying at least one attack context;

- specifying curative security policies corresponding
to the specified at least one attack context;

- storing said curative security policies in a data re-
pository.

[0011] Accerdingto an additional aspect of the present
invention, the step of assessing a success probability
parameter of the at least one detected attack and its as-
sociated cost impact parameter comprises:

- generating attack strategy graphs based on the
stored attack models and the detected at least one
attack;

- assessing the probability for the attack to reach its
objective;

- assessing the impact of the attack objective on the
system security level and on the system quality of
service (QoS) level;

- assessing the associated cost impact parameter of
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the attack objective;

[0012] According to another aspect of the present in-
vention, the step of assessing an activation impact pa-
rameter of at least one curative security policy in re-
sponse to the at least one detected attack and its asso-
ciated cost impact parameter is based on the stored cur-
ative security policies and the state of the monitored in-
formation system.

[0013] According to a further aspect of the invention,
the step of deciding of the activation or deactivation of a
curative security policy in function of the success prob-
ability parameter of the, at least one, detected attack, of
the activation impact parameter of at least one curative
security policy and of the cost impact parameters of both
the detected at least one attack and the at least one cur-
ative security policy is applied dynamically based on the
evolution of the state of the monitored system.

[0014] According to an additional aspect of the inven-
tion, the cost impact parameters comprise:

- aquality of service (QoS) impact and,
- asecurity level degradation impact.

[0015] The present invention also refers to a monitor-
ing and protecting equipment comprising:

- atleast one data repository for:

- storing potential attacks and their associated
risks;

- storing curative security policies in response of
the potential attacks;

- processing means for:

- monitoring entering contents representing data
streams of the information system;

- detecting at least one attack in the information
system;

- assessing a success probability parameter of
the detected at least one attack and its associ-
ated cost impact parameter;

- assessing at least one activation impact param-
eter of at least one curative security policy in
response to the at least one detected attack and
its associated cost impact parameter;

- deciding of the activation of a curative security
policy in function of the success probability pa-
rameter of the at least one detected attack, of
the activation impact parameter of at least one
curative security policy and of the cost impact
parameters of both the at least oneattack and
the at least one curative policy,

- activating at least one curative security policy.

[0016] The presentinvention also refers to a monitor-
ing and protecting equipment comprising:
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- atleast one data repository for:

- storing potential attacks and their associated
risks;

- storing curative security policies in response of
the potential attacks;

- processing means for:

- monitoring entering contents representing data
streams of the information system;

- detecting at least one attack in the information
system;

- assessing a success probability parameter of
the detected at least one attack and its associ-
ated cost impact parameter;

- assessing at least one activation impact param-
eter of at least one curative security policy in
response to the at least one detected attack and
its associated cost impact parameter;

- decidingofthe deactivation of acurative security
policy in function of the success probability pa-
rameter of the at least one detected attack, of
the activation impact parameter of at least one
curative security policy and of the cost impact
parameters of both the at least one attack and
the at least one curative policy,

- deactivating at least one curative security policy.

BRIEF DESCRIPTION OF THE DRAWINGS
[0017]

FIG.1 is a synoptic diagram of the different steps of
a protective method for launching security policies
against attacks of an information system according
to the state of the art;

FIG.2 is a synoptic diagram of the different steps of
a protective method for adapting security policies of
an information system infrastructure against attacks
according to the present invention;

FIG.3 is a diagram of an example of attack graph
comprising the different attack steps and the objec-
tives associated with these attacks;

FIG.4 is a synoptic diagram of the different steps of
a detailed protective method for adapting security
policies of an information system infrastructure
against attacks according to the present invention;

DETAILED DESCRIPTION OF THE INVENTION

[0018] As used herein, the term "attack” refers to an
event in a system that transgress the normal authorized
usage of the system or exploits deliberately or acciden-
tally avulnerability inthe system as for example a network
scanning, a password cracking, a sending of malicious
email (also called spam), a sending of a malformed in-
ternet protocol (IP) packet... Moreover, the expression
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attack with respect to an information system refers to
attacks initiated from outside or inside of the information
system (usually from an attacker machine) and directed
toward said information system in order to produce dys-
functionings in said system.

[0019] As used herein, the term "SIP" refers to the ac-
ronym session Internet protocol.

[0020] As used herein, the term "IP" refers to the ac-
ronym Internet protocol.

[0021] As used herein, the term "QoS" refers to the
acronym quality of service.

[0022] The embodiments ofthe presentinventionrefer
to a method for activating and deactivating security pol-
icies in order to protect an information system against
malicious attacks wherein not only impacts of the attacks
but also the success likelihood for the attack to reach its
objective and impacts of security policies are taken into
account in the activation/deactivation decision in order
to minimize the impact, and in particular the cost, of at-
tacks on the users of the information system.

[0023] Fig.2 represents the general steps of the meth-
odforadaptingthe protection of the information system 1.
[0024] Step 110referstothe specification andthe stor-
ing in a data repository of potential attacks and their as-
sociated risks. This first step allows to provide attack
models that define the strategy and the objectives of the
possible attacks.

[0025] Step 111 refers to specification and storing in
a data repository of the foreseen security policies to apply
in responsetothe possible attacks definedinthe previous
step.

[0026] Step 112 refers to the monitoring of entering
content of the information system 1 correspondingto data
streams and the attacks detection.

[0027] Step 113 refersto the assessment of a success
probability of detected attacks and the cost impact asso-
ciated with these attacks. Such assessment is achieved
based on the attack models stored in step 110 and the
attacks detected in step 112.

[0028] Step 114 referstothe assessment of the impact
of an activation of a curative security policy in response
to a detected attack and the cost impact associated with
this activation. Such assessment is achieved based on
the security policies stored in step 111 and the state of
the monitored information system 1.

[0029] Step 115 refers to the decision of activating or
deactivating a curative security policy in function of the
assessments achieved in steps 113 and 114. Such de-
cision corresponds to the comparison of the cumulative
impacts of both the attack andthe curative security policy
on the information system 1.

[0030] The activation or deactivation decided in step
115 is then applied in step 116.

[0031] Moreover, it has to be noted that the steps 110
and 111 are preliminary steps which can be achieved
offline whereas the steps 112, 113, 114, 115, 116 are
dynamic steps which are achieved online such that any
modification of the information system is taken into ac-
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count in real time to decide of the activation or the deac-
tivation of security palicies.

[0032] Thus, the present invention, thanks to the as-
sessments of both the attack consequences andthe con-
sequences of the activation of a security policy allows to
determine if it is worthy to activate a curative security
policy and when said policy is activated to determine if it
is worthy to keep this policy activated in function of the
evolution of the information system and the impact of this
policy on said information system.

[0033] As described above, an attack is an event oc-
curring in a system. In practice, an attack comprises dif-
ferent levels (or steps) that lead to the objective of the
attack as described in fig.3 where an example of attack
graph aimed at hacking a voice over internet protocol
(VolP) system is described.

[0034] The first level 201 corresponds to the sending
of an email (malicious email or spam) toward a victim
machine. Then the below (or next) levels represent the
different stepsto reach the objectives (213,214, 215 and
216). The second level 202 refers to the gain of a remote
shellin the victim machine (corresponding to the opening
by the user of the malicious link or attachment of the
email). The third level 203 corresponds to a bot (robot)
infection which is the installation of a malicious software
bot capable of simulating human activity that uses the
remote shell. The bot can wait for future orders from the
attacker to execute. As represented in fig.3, several re-
mote shells and several corresponding bot infections
may be develop in parallel in the information system.
[0035] The nextlevel 204 correspondsto the discovery
of the session initial protocol (SIP) discovery which is a
scanning ofthe system (or network) to discover machines
{computers in general) or servers using SIP protocol.
Such attack may be done by a bot.

[0036] Fromthis step, the attack may use two different
ways depending on its objective.

[0037] The first way leads to step 205 which refers to
the SIP fingerprinting which consists of identifying the
type and the version of the software (operating systems,
softphones, servers, etc...) installed on the SIP entities
discovered at the previous level (204). This level may
also be performed by a bot.

[0038] From step 205, the attack may have two differ-
entways again, one leading to the objective of spam over
IP (SPIT) 213 and comprising two levels, a discovery of
the active users which is a scanning to determine the
users of the VolP system and which may be performed
by a bot and a direct call 209 referring to a call to the
victim user (by a bot) to perform spam over IP (SPIT).
[0039] The other possibility from level 205 is the dis-
covery of the media access control (MAC) address of
potential victim machines 207 (which may be performed
by a bot).

[0040] The nextstep 208isthenthe address resolution
protocol (ARP) poisoning which forces the traffic (e.g.
the established calls) between two victim users to pass
through one bot. The attacker may then have access to
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all the traffic between both victim users. This leads either
to a step of sniff audio 211 to sniff the audio packets
transmitted between both users or a step of inject audio
212 to inject audio packets in the transmission between
both users for altering the established call. The corre-
sponding respective objectives being the conversation
tapping 214 and the conversation injection 215.

[0041] From level 204 the second attack solution con-
sists in a server flooding 210 wherein the bots flood the
main server of the VolP systemto cause a denial of serv-
ice (DoS) which is the objective 216.

[0042] It hasto be notedthatthe closertothe objective
is the attack, the higher the probability to reach the ob-
jective. Thus, when a spam (level 201) is detected, it is
generally not worth activating a security policy as the
probability for the attack to reach one of the objectives
(213, 214, 215 or 216) is still low whereas if the server
is flooded (level 210) for example, then the probability of
reaching the objective 216 is very high.

[0043] The graphs such as presented in fig.3 are
achieved automatically based on attack models stored
in data repository and are used in the assessment of the
impact of an attack and its probability to reach its objec-
tive as described previously.

[0044] In orderto better understand the different steps
of the invention, a detailed configuration of a possible
embodiment of the invention will now be described based
on fig.4, it refers to a more detailed presentation of the
organization presented in fig.2.

[0045] Step 120 corresponds to the storing in a data
repository of the information system topology and the
attack or intrusion detection signatures (IDS). Step 121
is a risk analysis for the monitored system which is con-
ducted by an expert to identify potential attack objectives
122. Based on these attack objectives and the system
topology (storedin step 120), attack medels are specified
(by an expert) 123 as well as an attack context specifi-
cation 126. Attack models such as presented in fig.4 are
then set up 124 and stored as elementary models in a
data repository 125.

[0046] On the other hand, the specification of attack
contexts 126 allows to specify response contexts 127.
For each identified attack context an appropriate re-
sponse context is specified with the associated security
rules. Said security rules and attack contexts are stored
as security policies in a data repository 128. Said security
policies refer, for example, to firewall activation, authen-
tication request activation or user account blocking or
any actions allowing to cure the information system or
reduce the impact of the attack. Based on the stored at-
tack models and security policies to apply in response to
each attack, the automatic and dynamic part of the in-
vention may be implemented.

[0047] The information system 1 is monitored by intru-
sion detection systems (IDS) 101 which correspond to
any types of sensors capable of detecting an attack and
of generating and sending alerts. Said sensors may be
made of specific electronic devices (micro-controllers,
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application specific integrated systems (ASICs)...) or in
an information technology (IT) envircnment, itmay simply
be a software run by a computer, a server or a router.
[0048] The alerts sent by the IDS are then aggregated
129in an online correlation engine 131 which uses these
aggregated alerts and the attack models stored in a data
repository to generate attack graphs such as presented
in fig.3. The generated graphs are used, on one hand,
for the assessment of the probability for the attack to
reach its objective 132 and, on the other hand, for the
assessment of the impact of the attack 133.

[0049] The determination of the probability to reach
the objective corresponds to the success likelihood for
an attack to reach an objective. Thus, the success like-
lihood level of each attainable objective (predefined in
the attack graph) of the attack is calculated. This level
shows how close the attack is with respectto its objective.
[0050] The attack impact assessment corresponds to
the determination of the impact of the attack on the se-
curity and the quality of service (QoS) of the information
system 1. This gathers the impact on the confidentiality,
the integrity and the availability and any parameters in-
fluencing the using of the information system 1. Such
assessment is also based on the state of the information
system 1.

[0051] The results of both assessments are then sent
to a policy instantiation engine (PIE) 134 where the cu-
mulative impact of the attacks is determined.

[0052] Besides, in the same way as the assessment
of the impact of the attacks, an assessment of the impact
of the curative security policies which can be used in
response of the attacks 136 is done based on the stored
security policies. Again, impact on both the security and
the QoS of the information system as well as as the state
of said system are taken into account in the assessment.
The results of the assessment are also transmitted te the
PIE 134 where the cumulative impact of the curative se-
curity policies is determined.

[0053] The policy instantiation engine 134 receives the
assessments corresponding on one side of the attack
impactand on the other side of the curative security policy
impact which are processed respectively by an attack
handlermodule 135 andaresponse handlermodule 137.
For each type of impact, at least one metric is defined,
andinthe general case, a plurality of metrics correspond-
ing to different aspects of the impact (on security, on
QoS...) are defined and the assessed value of all these
impact contributions are added (practically by integrated
their value over time).

[0054] Based on both cumulative impacts computed
by the attack handler module and the response handler
module as well as the probability for the attack to reach
its objective (also called success likelihood) and the state
of the monitored information system 1, the PIE 134 de-
termines if curative security policies have to be activated
or deactivated.

[0055] Different activation/deactivation rules may be
used, for example, a security policy may be activated if
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the success likelihood reached a given threshold, or if
the attack impact reach a predetermined threshold. lt can
also be a combination of both (activation if the attack
impact and the success likelihood reach given thresh-
olds).

[0056]
when:

In general, a response policy must be activated

- the detected threat violated the security and opera-
tional policies and,

- thesuccess likelihood (calculated dynamically, con-
sideringthe attack progress and the state of the mon-
itored system) of the threat exceeds a predefined
threshold and,

- theimpactofthethreat exceeds apredefinedthresh-
old, and is greater than the cost of the associated
response policy.

[0057] Inthe same way, if the success likelihood goes
below a given threshold or the respecnse impact goes
over a predefined threshold or a combination of both, an
activated security policy have to be deactivated. Such
case may occurifthe impact of aresponse policy induced
more drawbacks than advantages with respect to the in-
itial attack or if the risks associated with the attack have
been dismissed or eradicated.

[0058] The order or command of activating or deacti-
vating a security policy is then sent to respense policy
deployment point (PDP) 107 (also called policy decision
point) wherein each security rule of a response policy is
convertedinto scripts to configure the policy enforcement
points (PEP) 109 which are located within the information
system 1 and which are used to enforce the security pol-
icies (firewall activation or configuration, intrusion pre-
vention systems activations, account permissions or ac-
cess modifications...). The online steps (comprising the
online correlation engine 131, the attack objective prob-
ability assessment 132, the attack impact assessment,
the attack response assessment 136, the policy instan-
tiation engine 134, the policy deployment point and the
policy enforcement point) may be achieved by programs
or software run by a computer or a server. Said online
steps use the stored elements of the data repositories
(attack model data repository 125 and response policy
data repository 128) to determine dynamically the neces-
sity of activation/deactivation of response security policy
in function of the detected attacks and of the state of the
monitored information system 1.

[0059] Thus, the present invention allows to provide a
dynamic assessment of the impact of an attack as well
as the impact of the security policy to apply in response
to the attack providing therefore an optimized efficiency
of the use of a security policy. Moreover, the idea of de-
termining conditions for deactivating a security policy al-
lows to improve the reactivity of the information system
protection and to avoid an unnecessary degraded use of
the information system. Indeed, security policy usually
correspond to a degraded mode that limits the effects of
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the attack but also reduces the capacity of said informa-
tion system and may disturb and affect the users of the
information system leading to a loss of productivity or a
reduction of quality of service (QoS) for the company
using the information system.

Claims

1. Method for adapting security policies of an informa-
tion system infrastructure in function of attacks
wherein it comprises the steps of:

- storing potential attacks and their associated
risks in a data repository;

- storing curative security policies in response
of the potential attacks in a data repository;

- monitoring entering contents representing data
streams of the information system;

- detecting at least one attack in the information
system;

- assessing a success probability parameter of
the at least one detected attack and its associ-
ated cost impact parameter;

- assessing an activation impact parameter of
at least one curative security policy in response
to the at least one detected attack and its asso-
ciated cost impact parameter;

- deciding of the activation or deactivation of a
curative security policy infunction of the success
probability parameter of the, at least one, de-
tected attack, of the activation impact parameter
of at least one curative security policy and of the
cost impact parameters of both the detected at
least one attack and the at least one curative
security policy.

2. Method for adapting security policies of an informa-
tion system infrastructure in accordance with claim
1 wherein the step of storing potential attacks and
their associated risks in a data repository comprises
the steps of:

- defining the information system topology and
attack detection signatures;

- defining a risk analysis of the information sys-
tem that identifies potential attack objectives;

- specifying attack models to reach the identified
attack objectives;

- storing said attack models in a data repository.

3. Method for adapting security policies of an informa-
tion system infrastructure in accordance with claim
1 or 2 wherein the step of storing curative security
policies in response of the potential attacks in a data
repository comprises:

- specifying at least one attack context;
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- specifying curative security policies corre-
spondingtothe specified at least one attack con-
text;

- storing said curative security policies in a data
repository.

Method for adapting security policies of an informa-
tion system infrastructure in accordance with one of
the previous claims wherein the step of assessing a
success probability parameter of the at least one de-
tected attack and its associated cost impact param-
eter comprises:

- generating attack strategy graphs based on
the stored attack models and the detected at
least one attack;

- assessing the probability forthe attack to reach
its objective;

- assessing the impact of the attack objective on
the system security level and on the system
quality of service (QoS) level;

- assessing the associated cost impact param-
eter of the attack objective;

Method for adapting security policies of an informa-
tion system infrastructure in accordance with one of
the previous claims wherein the step of assessing
an activation impact parameter of at least one cura-
tive security policy in response to the at least one
detected attack and its associated cost impact pa-
rameter is based on the stored curative security pol-
icies and the state of the monitored information sys-
tem.

Method for adapting security policies of an informa-
tion system infrastructure in accordance with one of
the previous claims wherein the step of deciding of
the activation or deactivation of a curative security
policy in function of the success probability param-
eter of the, at least one, detected attack, of the acti-
vation impact parameter of at least one curative se-
curity policy and of the cost impact parameters of
both the detected at least one attack and the at least
one curative security policy is applied dynamically
based on the evolution of the state of the monitored
system.

Method for adapting security policies of an informa-
tion system infrastructure in accordance with one of
the previous claims wherein the cost impact param-
eters comprise:

- a quality of service (QoS) impact and,
- a security level degradation impact.

Monitoring and protecting equipment comprising:

- at least one data repository for:
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- storing potential attacks and their associ-
ated risks;

- storing curative security policies in re-
sponse of the potential attacks;

- processing means for:

- monitoring entering contents representing
data streams of the information system;

- detecting at least one attack in the infor-
mation system;

- assessing asuccess probability parameter
of the detected at |east cne attack and its
associated cost impact parameter;

- assessing at least one activation impact
parameter of at least one curative security
policy in response to the at least one detect-
ed attack and its associated cost impact pa-
rameter;

- deciding of the activation of a curative se-
curity policy in function of the success prob-
ability parameter of the at least one detected
attack, of the activation impact parameter
of at least one curative security policy and
of the cost impact parameters of both the at
leastone attackandthe atleastone curative
policy,

- activatingat least one curative security pol-

icy.
Monitoring and protecting equipment comprising:
- at least one data repository for:

- storing potential attacks and their associ-
ated risks;

- storing curative security policies in re-
sponse of the potential attacks;

- processing means for:

- monitoring entering contents representing
data streams of the information system;

- detecting at least one attack in the infor-
mation system;

- assessing asuccess probability parameter
of the detected at |east cne attack and its
associated cost impact parameter;

- assessing at least one activation impact
parameter of at least one curative security
policy in response tothe at least one detect-
ed attack and its associated cost impact pa-
rameter;

- deciding of the deactivation of a curative
security policy in function of the success
probability parameter of the at least one de-
tected attack, of the activation impact pa-
rameter of at least one curative security pol-
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icy and of the cost impact parameters of
both the at least one attack and the at least
one curative policy

- deactivating at least one curative security

policy.
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(57) Methods, systems and devices examine data
flows in a communication system centrol network for
known malware threats and suspicious properties typi-
cally associated with malware threats. A policy manage-
ment system inside the control network accesses a user
repository and a charging network, and performs pattern
matching and/or observed behavior detection methods
to determine if the data flows carry content (e.g., mal-
ware) that poses a security risk to network or wireless
devices. The policy management system generates pol-
icy rules based on user preferences and risk-level. The
policy management system sends the generated policy
rules to a gateway/PCEF, which blocks the data flows,
allows the data flows, or restricts the data flow based on
the policy rules.
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Description
BACKGROUND

[0001] Recent advances in wireless and mobile tech-
nolegies enable mobile-device users to access the Inter-
net at any time and in any place. Internet usage habits
are changing and many new types of Internet-enabled
devices are emergingto meet the evolving userdemands
and changing Internet-usage habits. Many of these new
and emerging Internet-enabled wireless devices use
custom and/or non-traditional operating systems and ac-
cess the Internet through mobile data networks. Further,
many of these devices include powetrful processors ca-
pable of executing third-party application software down-
loaded from digital application distribution platforms
(e.g., Apple Inc.’s App Store, etc.). The emergence these
new technologies and wireless devices presents addi-
tional security challenges for the telecommunications
networks, mobile data networks and to the new wireless
devices themselves.

[0002] Today, malicious software (herein "malware")
may be used by thieves and hackers to steal confidential
information, launch attacks on web servers and to flood
networks with spam. Recently, there have been many
high-profile cases of confidential customer information
being stolen from businesses, and private wireless de-
vice users being subjected to online financial and identity
thefts. Perhaps even more significantly, there has recent-
ly been an increase in wireless devices being infected
by malware that forces the wireless device to participate
in malicious activities without the user's knowledge or
consent, causing users to incur higher usage-charges
and leaving them vulnerable to potential legal actions.
Recent press reports indicate this problem is increasing
at an alarming rate. The emergence of these new types
of Internet-enabled devices is likely to exacerbate these
problems, as current malware detection and prevention
techniques are ineffective at preventing or removing mal-
ware from wireless devices, especially the new breed of
Internet-enabled wireless devices that have custom
and/or non-traditional operating systems.

[0003] Further, the growth in popularity of application
distribution platforms (herein "app ecosystems”) allows
wireless device usersto more readily download third par-
ty software and execute the downloaded software with
full administrative privileges on the mobile device. Such
downloaded applications may be sourced from many dif-
ferent sources, such as email attachments, instant mes-
saging systems, and device-to-device transfers. The
emergence of app ecosystems presents additional se-
curity challenges that are distinct from the traditional se-
curity challenges presented by a malicious page being
displayed within web browsers which could be managed
by implementing a sandbox model.

[0004] Current malware detection and prevention
techniques typically involve installing a protective soft-
ware client application onto a traditional Internet-enabled
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device, such as adesktop computerora laptcp computer.
Thus, current techniques aim to prevent malware by pro-
tecting user-level devices (e.g., laptops) rather than pro-
viding a comprehensive solution that can eliminate mal-
ware from within the network. Further, since many of the
new and emerding Internet-enabled wireless devices do
not have traditional operating systems, they cannot ef-
fectively employ existing malware detection and preven-
tion techniques. As these new Internet-enabled devices
grow in popularity, so will the importance of detectingand
preventing malware from within the network.

SUMMARY

[0005] The various embodiments provide methods,
systems and devices for receiving from one cr more com-
munication system control network components data
flow parameters identifying characteristics of a data flow,
performing a detection method to determine if the data
flow carries malicious content, generating restrictive pol-
icy rules in response to determining the data flow carries
malicious content, generating non-restrictive policy rules
in response to determining the data flow does not carry
malicious content, and pushing the generated policy
rules to a communication system gateway configured to
control the flow of packet-based data between a wireless
device and an external network. In various embodiments,
generating restrictive policy rules in response to deter-
mining the data flow carries malicious content includes
generating restrictive policy rules that instruct the gate-
way to block the data flow and/or to block future data
flows originating from the wireless device. The data flow
may originate from a wireless device or an Internet serv-
er.

[0006] Various embodiment methods, systems and
devices may perform charging operations that charge
subscriber accounts for data flows allowed by the gate-
way and not charge subscriber accounts for the data
flows blocked by the gateway.

[0007] Pattern matching detection methods may be
performed in embodiment methods, systems and devic-
es to determine if the data flow carries content that is a
security risk. In an embodiment, pattern matching detec-
tion methods may be performed by comparing identified
binary-file characteristic information with a binary-file
characteristic of a known malware type to determine if
the data flow carries content having binary-file charac-
teristics of known malware, which may include comparing
the identified binary-file characteristic information with a
binary-file characteristic of a spam-sending Internet bot.
[0008] The embodiments include servers configured
to implement the various methods through software pro-
gramming, systems implementing such servers, and
non-transitory computer-readable storage media on
which are stored server-executable instructions imple-
menting the various methods.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0009] The accompanying drawings, which are incor-
porated herein and constitute part of this specification,
illustrate exemplary aspects ofthe invention, and, togeth-
er with the general description given above and the de-
tailed description given below, serve to explain features
of the invention.

[0010] FIG. 1 is 2 communication system block dia-
gram illustrating network components of a communica-
tion system having a third generation partnership project
(B3GPP), evolved packet core (EPC) architecture suitable
for use in the various embodiments.

[0011] FIG. 2 is a communication system block dia-
gram illustrating network components and of an example
communication-system having a policy and charging
control (PCC) network in accordance with the various
embodiments.

[0012] FIG. 3A is a communication system block dia-
gram illustrating example communications between log-
ical components in an example control network and an
external network.

[0013] FIG. 3B is an communication system block di-
agram illustrating example communications between &
malware protection system and external networks in ac-
cordance with various embodiments.

[0014] FIG. 4A is a process flow diagram illustrating
an example method for receiving signaling flows and en-
forcing policy rules on the signaling flows in accordance
with various embodiments.

[0015] FIG. 4B is a process flow diagram illustrating
an example policy management system method for re-
ceiving parameters from a gateway and generating rules
in accordance with the various embodiments.

[0016] FIG. 5is a process flow diagram illustrating an
example pattern matching detection method in accord-
ance with an embodiment.

[0017] FIGs. 6A and 6B are process flow diagrams il-
lustrating example observed behavior detection methods
in accordance with various embodiments.

[0018] FIG.7isacomponentblock diagram of aserver
suitable for use with an embodiment.

DETAILED DESCRIPTION

[0019] The various embodiments will be described in
detail with reference to the accompanying drawings.
Wherever possible, the same reference numbers will be
used throughout the drawings to refer to the same or like
parts. References made to particular examples and im-
plementations are for illustrative purposes, and are not
intended to limit the scope of the invention or the claims.
[0020] The word "exemplary" is used herein to mean
"serving as an example, instance, or illustration." Any
implementation described herein as "exemplary” is not
necessarily to be construed as preferred or advanta-
geous over other implementations.

[0021] As used herein, the terms "mobile device,"
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"wireless device" and "user equipment (UE)" may be
used interchangeably and refer to any one of various
cellular telephones, smart-phones (e.g., iPhone®), per-
sonal data assistants (PDA’s), palm-top computers, lap-
top computers, wireless electronic mail receivers (e.g.,
the Blackberry® and Treo® devices), VolP phones, mul-
timedia/Internet enabled cellular telephones, and similar
electronic devices capable of sending and receiving wire-
less communication signals. A wireless device may in-
clude a programmable processor and memory.

[0022] As used herein, the term "bot" is used to refer
to software applications that emulate human online-ac-
tivity by automatically performing tasks typically per-
formed by human computer users.

[0023] Asusedherein,the phrase "malware protection
system" is used to refer to any system configured to de-
tect, prevent and/or remove malware such as computer
viruses, computer worms, Trojan horses, bots, spyware,
adware, etc. Thus, a malware protection system may in-
clude a malware prevention system, amalware detection
system, a malware removal system, or any other system
that assists the detection, prevention and/or removal of
malware, as well as combinations of such systems.
[0024] A number of different cellular and mobile com-
munication services and standards are available or con-
templated in the future, all of which may implement and
benefit from the various embodiments. Such services
and standards include, e.g., 3rd generation partnership
project (3GPP), long term evolution (LTE) systems, 3rd
generation wireless mobile communication technology
(8G), 4th generation wireless mobile communication
technology (4G), global system for mobile communica-
tions (GSM), universal mobile telecommunications sys-
tem (UMTS), 3GSM, general packet radio service
(GPRS), code division multiple access (CDMA) systems
{(e.g., cdmaone, CDMA2000TM), worldwide interopera-
bility for microwave access (WIMAX), enhanced data
rates for GSM evolution (EDGE), advanced mobile
phone system (AMPS), digital AMPS (IS-136/TDMA), ev-
olution-data optimized (EV-DO), digital enhanced cord-
less telecommunications (DECT), and integrated digital
enhanced network (iden). Each of these technolegies in-
volves the transmission and reception of signaling and
content messages. It should be understood that any ref-
erences to terminology and/or technical details related
to an individual standard or technology are forillustrative
purposes only and are not intended to limit the scope of
the claims to a particular broadcast communication sys-
tem or technology unless specifically recited in the claim
language.

[0025] As discussed above, Internet usage habits are
changing and many new types of Internet-enabled de-
vices are emerging to meet evolving user demands. The
emergence of these devices presents new security chal-
lenges that cannot be addressed by existing antivirus/
malware detection and removal systems. For example,
current malware detection and prevention techniques at-
tempt to prevent malware by protecting user-level devic-
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es (e.g., laptops) rather than from within the network.
Since many new and emerging Internet-enabled devices
do not having traditional operating systems, current mal-
ware detection and prevention techniques cannot effi-
ciently detect or prevent malware.

[0026] The various embodiments provide a compre-
hensive security solution for detecting and preventing
malware from within a mobile data network. The various
embodiments protect maobile devices from becoming in-
fected with malicious software (malware) and protect In-
ternet servers and network components from attacks
(e.g., denial of service attacks) and inconveniences (e.g.,
spam) caused by malware. The various embodiments
detect both known and yet-to-be identified security
threats by performing pattern matching and observed be-
havior detection methods. Various embodiments monitor
network traffic for suspicious content or activities to de-
tect malware and block suspicious data flows from within
the network.

[0027] Various embodiments provide methods for de-
tecting and preventing malware from within a data net-
work by combining a policy management component,
which has a global or near global view of network traffic
and transactions, with a malware system detection com-
ponent configured to recognize malware based upon pat-
terns within the network traffic and transactions. The var-
ious embodiments may operate exclusively within the
network and support any type of Internet device.

[0028] The various embodiments may detecttransmis-
sions of known and unknown malware in real time as the
network patterns emerge. Various embodiments may en-
able defensive and ameliorative actions, such as modi-
fying the transmissions of the malware or transmission
generated by malware, which may include throttling mal-
ware transmissions. Various embodiments may prevent
the transmission of malware once it has been detected.
Various embodiments may alert wireless device users of
detected malware. Various embodiments may alert tel-
ecommunications network operators of detected mal-
ware so they can take corrective actions and/or warn
targets of an attack.

The various embodiments may include machine learning
mechanisms to enable the malware protection system to
learn about malware-generated transmissions and rec-
ognize malware patterns as they develop. Such machine
learning capabilities may include tracking or correlating
network activity levels of recognized threats as well as
details of suspicious activities not yet recognized as
threatening. Various embodiments may store user-spe-
cific malware detection (e.g., patterns in network traffic
that occurred while a malware event was underway) and
prevention information (e.g., countermeasures that
proved effective in respondingto a malware event), which
may be used by the malware protection system for the
detection and prevention of future malware events. Var-
ious embodiments may map specific malware threats
identified to users of the network. Malware threats may
be identified using any suitable mechanism, including the
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use of IP addresses.

[0029] The various embodiments may push client soft-
ware capable of exchanging malware and security infor-
mation with a control network to wireless devices. The
malware and security information may include report de-
tails generated by the client, alerts generated by the sys-
tem, instructions from the system to the client that relate
to a specific threat to the client, and/or instructions that
instruct the wireless device to change its behavior. In an
embodiment, the malware and security information may
include instructions that instruct a first application exe-
cuting on the wireless device to cause a second applica-
tion executing on the wireless device to change its be-
havior.

[0030] The various embodiments may detect spam by
recognizing network traffic with certain characteristics,
which may include destination information, protocols,
and/or payload content. The various embodiments may
protect networks by preventing wireless devices from be-
ing used as a source of malware attacks. Various em-
bodiments may detect denial of service attacks by rec-
ognizing rapid increases in traffic addressed to a single
or related destination from multiple sources. Various em-
bodiments may prevent spam and denial of service at-
tacks by throttling or blocking suspected malicious traffic.
[0031] Thevarious embodiments may reduce the need
for network operators to augment capacity and provide
network congestion relief. The various embodiments
may send detection and prevention information to tele-
communications network operators, wireless devices
and/or malware systems in real time.

[0032] Thevarious embodiments may be implemented
within a variety of mobile communication systems, an
example of which isillustratedin FIG. 1. Wireless devices
102 may be configured to send and receive voice, data
and control signals to and from a service network 36 (and
ultimately the Internet) using a variety of communication
systems/technologies (e.g., GPRS, UMTS, LTE, cd-
maOne, CDMA2000™, etc). Forexample, general packet
radio service (GPRS) data transmitted from a wireless
device 102 is received by a base transceiver station
(BTS) 12 and sent to a base station controller (BSC)
and/or packet control unit (PCU) component (BSC/PCU)
18. Code division multiple access (CDMA) data transmit-
ted from a wireless device 102 is received by a base
transceiver station 12and sentto abase station controller
(BSC) and/or point cocrdination function (PCF) compo-
nent (BSC/PCF) 22. Universal mobile telecommunica-
tions system (UMTS) data transmitted from a wireless
device 102 is received by a NodeB 14 and sent to a radic
network controller (RNC) 20. Long term evolution (LTE)
data transmitted from a wireless device 102 is received
by an eNodeB 16 and sent directly to a serving gateway
(SGW) 28 located within the EPC 40.

[0033] The BSC/PCU 18, RNC 20 and BSC/PCF 22
components process the GPRS, UMTS and CDMS data,
respectively, andsendthe processed data to a node with-
in the EPC 40. More specifically, the BSC/PCU 18 and
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RNC 20 units sendthe processed data to a serving GPRS
support node (SGSN) 24 and the BSC/PCF 22 sends the
processed data to a packet data serving node (PDSN)
and/or high rate packet data serving gateway (HSGW)
component (PDSN/HSGW) 30. The PDSN/HSGW 30
may act as a connection point between the radio access
network and the IP based PCEF/PGW 32. The SGSN 24
is responsible for routing the data within a particular ge-
ographical service area and may send signaling (control
plane) information (e.g., information pertaining to call set-
up, security, authentication, etc.) to a mobility manage-
ment entity (MME) 26. The MME may request user and
subscription information from a home subscriber server
(HSS) 42, perform various administrative tasks (e.gd., us-
er authentication, enforcement of roaming restrictions,
etc), select a SGW 28 and send administrative and/or
authorization information to the SGSN 24.

[0034] Upon receiving the authorization information
fromthe MME 26 (e.g., authentication complete, identifier
of a selected SGW, etc.), the SGSN 24 sends the GPRS/
UMTS data to a selected SGW 28. The SGW 28 stores
information about the data (e.g., parameters of the IP
bearer service, network internal routing information, etc.)
and forwards user data packets to a policy control en-
forcement function (PCEF) and/or packet data network
gateway (PGW) 32. The PCEF/ PGW 32 sends signaling
information (control plane) to a policy control rules func-
tion 34. The PCRF 34 accesses subscriber databases,
creates aset of intelligent policy rules and performs other
specialized functions (e.g., interacts with online/offline
charging systems, application functions, etc.) and sends
the intelligent policy rules to the PCEF/ PGW 32 for en-
forcement. The PCEF/ PGW 32 implements the policy
rules to control the bandwidth, the quality of service and
the characteristics of the data, services and flows being
communicated between the service network 36 and the
end users.

[0035] FIG. 2 illustrates various logical components in
an example communication system 100 suitable for im-
plementing the various embodiments. Wireless devices
102 may be configured to communicate via cellular tel-
ephone network, a radio access network (e.g., UTRAN,
RAN, etc.), WiFi network, WiMAX netwerk, and/or other
well known technologies (e.g., GPRS, UMTS, LTE, cd-
maOne, CDMA2000TM). Wireless devices 102 may be
configured to transmit and receive voice, data and control
signals to and from a base station (e.g., base transceiver
station, NodeB, eNodeB, etc.) 104, which may be cou-
pled to a controller (e.g., cellular base station, radio net-
work controller, service gateway, etc.) operable to com-
municate the voice, data, and control signals between
mobile devices and to other network destinations. The
base station 104 may cormmunicate with an access gate-
way 110, which serves as the primary point of entry and
exit of wireless device traffic and connects the wireless
devices 102 to their immediate service provider and/or
packet data networks (PDNs). The access gateway 110
may be a part of the policy control and charging network
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112 or external to the policy control and charging network
112, and may include one or more of a controller, a gate-
way, a serving gateway (SGW), a packet data network
gateway (PGW), an evolved packet data gateway (eP-
DG@G), a packet data serving node (PDSN), a serving gen-
eral packet radio service support node (SGSN), a policy
and charging enforcement function (PCEF), or any com-
bination of the features/functions provided thereof. The
access gateway 110 may be implemented in a single
computing device or in many computing devices, either
within a single network or across a wide area network,
such as the Internet.

[0036] The access gateway 110 may forward the
voice, data, and control signals to other network compo-
nents as user data packets, provide connectivity to ex-
ternal packet data networks, manage and store contexts
(e.g. network internal routing information, etc.) and act
as an anchorbetween different technologies (e.g., 3GPP
and non-83GPP systems). The access gateway 110 may
also coordinate the transmission and reception of data
to and from the Internet 107, and the transmission and
reception of voice, data and control information to and
from an external service network 120 connected to the
Internet 107 and other base stations 104 and wireless
devices 102. The access gateway 110 may also route
control/signaling information to a policy and charging
control (PCC) network 112, which may be a part of an
implementation of an evolved packet core (EPC)/leng
term evolution (LTE) architecture.

[0037] The PCC network 112 may include a gateway
and/or policy and charging enforcement function (PCEF)
114 componentforcontrollingthe flow of Internet protocol
(IP) data between mobile devices 102 and external net-
works (e.g., Internet 107, service network 120, etc.). The
gateway/PCEF 114 may contain a deep packet inspec-
tion (DPI) component (notillustrated) configuredto obtain
additional application-levelinformation about a particular
IP data flow and provide the information to other compo-
nents in the PCC network 112, In various embodiments,
the gateway/PCEF 114 may be integrated with, or a part
of, the access gateway 110, either within the PCC net-
work 112 or outside of the PCC network 112.

[0038] The policy and charging control network 112
may also include a policy management system 116, a
charging system 118 and a user repository 122. The pol-
icy management system 116 may communicate with a
malware protection system 126 and a notification server
128 in a network (External Network) 130 outside the tel-
ecommunications provider network. The notification
server 128 may be configured to receive requests from
the policy management system 116 (e.g., PCRF) and
send messages to mobile devices 102 using various
technologies/mechanisms, such as email, short mes-
sage service (SMS) texts, instant messaging (IM) sys-
tems, interactive voice response (IVR) systems. The no-
tification server 128 may also send messages in a mobile
device-specific format, which may be unique to each mo-
bile device type. The notification server 128 may choose
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a communications technology/mechanism on a case-by-
case basis. For example, the notification server 128 may
choose a communications technology/mechanism de-
pending on the user’s preferences and/or mobile device
type. Messages may be sent through the Internet 107 or
the access gateway 110. In an embodiment, the notifi-
cation server 128 may send messages to a client appli-
cation running on the mobile devices 102 (e.g., via the
Internet 107, access gateway 110, etc.), whichmay send
a response to the notification server 128 for forwarding
to the policy management system 116.

[0039] In an embodiment, the notification server 128
may be configured to send messages to mobile devices
102 "in-band” or "out-of-band.” The in-band notifications
may use the same communication mechanism used for
receiving message and the out-of-band notifications may
use a differentcommunication mechanismthanthatused
forreceivingmessage. For example, if a useris browsing
web pages and receives an in-band notification, then the
notification may appear as a new web page.

[0040] The malware protection system 126 may be a
dedicated malware system or server, which is sometime
referred to herein as a "malware expert system.”" The
malware protection system 126 may be implemented
within one or a number of dedicated servers located with-
in the communication network 100, or within one or a
number of dedicated servers located external from but
with communication links to the communication network
100 (as illustrated). In a further embodiment, some or all
elements of the malware protection system 126 function-
ality may be implemented within a server performing an-
other network function, such as the pclicy management
system 116, a charging system 118 or a user repository
122.

[0041] The malware protection system 126 may main-
tain a repository of known security risks, gather real-time
information regarding emerding security/malware
threats, identify security/malware threats by monitoring
traffic within the communication network 100, and gen-
erate security/malware threat counter-measures. Such
security/malware threat counter-measures may include
malware removal software and/or malware repair soft-
ware. In an embodiment, the malware protection system
126 may be configured to generate security/malware
threat counter-measures, malware removal software
and/or malware repair software in a format specific to
each mobile device 102 type. The mobile device formats
may be defined by configuration or determined in real
time by the policy control system 116, or by the malware
protection system 126 based on information received in
real time from the policy control system 116.

[0042] The malware protection system 126 may also
include a local malware prevention memory or database
127 for each policy management system 116. Likewise,
the policy management system 116 may include a local
policy management memory (not illustrated), which may
be populated by the policy management system 116, the
malware protection system 126, or both. In an embodi-
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ment, the malware protection system 126 may push data
to the policy management memary of the policy manage-
ment system 116. In an embodiment, the policy manage-
ment system 116 may periodically request information
from the malware protection system 126 and populate
the policy management memory with the received infor-
mation.

[0043] FIG. 3 Ais a system architecture diagram illus-
trating communications between logical components in
an example control network 150 (e.g., PCC network) and
an external network 155. FIG. Sillustrates that the control
network 150 may include one or more components for
providing a policy and charging enforcement function
(PCEF) 114, a policy management system 116, a charg-
ing system 118, and a user repository 122. The gateway/
PCEF 114 may be a part of, or perform operations typi-
cally associated with, a gateway GPRS support node
{GGSN), a packet data network gateway (PGW), an ac-
cess gateway 110, or other similar components. In an
embodiment, the policy management system 116 may
include a policy and charging rules function (PCRF). In
an embodiment, the charging system 118 may include
an off-line charging system (OFCS) and an on-line charg-
ing system (OCS). In an embodiment, the user repository
122 may include a subscriber profile repository (SPR).
[0044] The gateway/PCEF 114 may serve as the pri-
mary enforcement point, as a gateway and as a router
providing a routing mechanism between the Internet and
the radio infrastructure/radio access network. The gate-
way/PCEF 114 may receive signaling flows and use in-
formation contained therein to select an optimal route for
a particular type of communication, session, or quality of
service (QoS). The gateway/PCEF 114 may also enforce
various policies on the received flows, which may include
querying, coordinating and/or adjusting various network
resources based on a set of policy rules provided by the
policy management system 116.

[0045] The policy management system 116 may iden-
tify appropriate policy rules for a given situation and send
the identified policy rules to the gateway/PCEF 114 for
enforcement. Each policy rule may govern the services,
quality of service (QoS8) and/or bandwidth that are made
available to a particular subscriber in a particular data
call and/or session. The policy rules may also govern
when certain services are made accessible to the sub-
scriber (e.g. weekdays from 9AM to 5PM, etc.) and how
long the subscriber may access to those services (e.g.,
15 minutes at atime, atotal of two hours, etc.). The policy
rules may further govern whether specific IP data flows
should be "blocked," "allowed" or "allowed with con-
straints," based on current and potential security risks/
malware threats, as discussed in further detail below.
[0046] Inanembodiment, the policy management sys-
tem 116 may generate, compile and select a set of busi-
ness, technology and security rules that define the poli-
cies that are to be enforced. In doing so, the policy man-
agement system 116 may communicate with the user
repository 122 and/or the charging system 118. The user
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repository 112 may store subscriber information (e.g.,
customer IDs, preferences, subscription levels, etc.) and
user-specific information, such as details of a user's sub-
scription to malware prevention services and historical
details of a user’'s exposure to specific malware threats.
The charging system 118 may store information pertain-
ingto how much wireless datais being used by a wireless
subscriber and information pertainingto whether the sub-
scriber has sufficient funds/credits/access units to re-
ceive a requested service/flow. The policy management
system 116 may use the information stored by the user
repository 122 and charging system 118 to identify po-
tential security risks/malware threats and user preferenc-
es for responding to identified security risks/malware
threats and make rule decisions based on a combination
of the risk/threat and user preference. The policy man-
agement system 116 may make the rule decisions on a
per-subscriber, per-session and/orper-service basis. For
example, the policy management system 116 may use
subscriber information (e.g., subscribers city of resi-
dence), the current usage parameters (e.g., day of week,
time of day, peak hours, etc.) andthe subscriber’s service
level (e.g., Gold, Bronze, etc.) in conjunction with identi-
fied security risks (e.g., known virus, irregular usage pat-
terns, etc.) and user preferences to generate and/or se-
lect one or more rules or rule groups, which are pushed
to the gateway/PCEF 114 for enforcement.

[0047] The policy management system 116 may also
communicate with external systems 155, such as a mal-
ware protection system 126 and a notification server 128.
As mentioned above, the malware protection system 126
may maintain a repository of known malware threats,
gather information regarding emerging malware threats,
identify current and potential malware threats and gen-
erate malware threat counter-measures, malware re-
moval software and/or malware repair software 1o neu-
tralize the security threats. The policy management sys-
tem 116 may send information to the malware protection
system 126 to aid in the malware prevention operations.
Likewise, the malware protection system 126 may send
security related information to the policy management
system 116 to aid in the rule making decisions/opera-
tions.

[0048] FIG. 3B is a system architecture diagram illus-
trating communications between policy management
systems and malware protection systems. Specifically,
FIG. 3B illustrates that the malware protection system
126 may receive information from the policy manage-
ment system 116, and share information with other policy
management systems (e.g., policy management sys-
tems 166) or external antivirus/malware protection sys-
tems (e.g., malware detection system 162).

[0049] Inan embodiment, the policy management sys-
tem 116 may provide malware detection feedback to the
malware protection system 126. In an embodiment, the
malware detection feedback may include detection rate
information extracted from the |P data flows. The detec-
tion rate information may identify the detection rates of
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known malware threats and include additional parame-
ters (e.g., wireless device type, location of a wireless de-
vice, etc.) readily accessible to components within the
control network (e.g., policy management system 116,
gateway/PCEF 114, etc.). These communication system
control network components are generally unavailable
to external services and servers (e.g., antivirus servers,
malware detection systems, etc.). Such additional pa-
rameters may be carried by the IP data flows, extracted
by the gateway/PCEF 114 and/orthe policy management
system 116 and sent to the malware protection system
126. The malware protection system 126 may then use
this information to update its malware protection services
(e.g., to update lists, generate new prevention software,
etc.).

[0050] Inanembodiment, the policy management sys-
tem 116 may send the malware protection system 126
information relatingto IP data flows with suspicious char-
acteristics. This information may be used by the malware
protection system 126 to identify emerging and uniden-
tified malware threats that are not yet prevalent enough
to be known to the malware protection system 126. The
malware protection system 126 may also use this infor-
mation to develop preemptive or preventative counter-
measures for the identified malware threats.

[0051] Inanembodiment, the policy management sys-
tem 116 may send malware protection system sample
data extracted from IP traffic flows within the detection
feedback, which the malware protection system 126 may
use for analyzing the malware threats.

[0052] Inan embodiment, the malware protection sys-
tem 126 can subsequently share information received
fromthe policy management system 116 with otherpolicy
management systems (e.g., policy management sys-
tems 166) in other mobile data networks (e.g., roaming/
home networks, external networks, etc.) and/or with in-
dependent malware protection systems (e.d., malware
detection system 162) operating in private data networks,
such as corporate networks, etc.

[0053] FIG. 4A illustrates an example gateway/PCEF
method 400 for receiving signaling flows and enforcing
policy rules on the signaling flows in accordance with the
various embodiments. This embodiment method 400
may be implemented in a server configured with server-
executable instructions configured to cause the server
to perform the operations of the method steps. In step
402, the gateway/PCEF may receive a data flow origi-
nating from, or destined for, a wireless device. In step
406, the gateway/PCEF may examine the data flows
and/or the network traffic, identify key characteristics of
the data flows and/or network traffic, generate parame-
ters based on the key characteristics and send the gen-
erated parameters to a policy managements system for
analysis. In step 408, the gateway/PCEF may receive
one or more policy rules from the policy management
system. In step 410, the gateway/PCEF may use the re-
ceived policy rules to enforce the various policies dis-
cussed above, such as blocking, restricting, or allowing
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the data flow to be sent to, or received from, a wireless
device.

[0054] FIG. 4B illustrates an example policy manage-
ment system method 450 for receiving parameters from
a gateway/PCEF and generating/selecting rules in ac-
cordance with the various embodiments. In step 452, the
policy management system may receive parameters
generated by the gateway/PCEF. In step 454, the policy
management system may use the received parameters
to determine if the data flows carry content (e.g., mal-
ware)that poses a security riskto network and/or wireless
devices. For example, the policy management system
may use the parameters to perform pattern matching de-
tection methods or observed behavior detection methods
to determine if the data flow carries malicious content or
is otherwise a security risk. The policy management sys-
tem may retrieve information from a local memory and/or
request/receive information from external memories/sys-
tems/servers (e.g., user repository, charging system, a
malware protection system, etc.) that may be used to
determine if the data flows carry content (e.g., malware)
associated with a potential or known security risk. In step
4586, the policy management system may generate/se-
lectpolicy rules based on determiningthe data flows carry
content that poses a "known risk," a "potential risk," or
"no risk." In step 458, the policy management system
may sendthe generated/selected policy rulesto the gate-
way/PCEF for enforcement.

[0055] As mentioned above, the policy management
system may retrieve information from a local memory as
well as from external memories/systems/servers. In an
embodiment, the policy management system may first
access the local memory before requesting information
from the external memories/systems/servers to reduce
latency and improve efficiency. In an embodiment, if the
local memory identifies the data flow as carrying a po-
tential security risk, the policy management system may
forgo accessing the external memories/systems/servers
and generate rules based on the information in the local
memory. This reduces latency and improves efficiency
because fewer operations and external communications
are required to make intelligent policy rule decisions.
[0066] FIG. 5illustrates an example pattern matching
detection method 500, which may be performed by the
policy management system to determine if an IP data
flow carries content (e.g., malware) that poses a security
risk. In step 502, the policy management system may
receive parametersidentifying certain key characteristics
of the IP data flows and/or network traffic. In step 504,
the policy management system may examine the param-
eters to identify/extract information that may be used to
determine if the data flow carries content that poses an
unacceptable security risk to a wireless device, the net-
work, or both. For example, in step 504, the policy man-
agement system may extract binary-file characteristic in-
formation, uniform resource locator (URL) information
(e.g., fromthe HTTP-headers of IP packets), IP address
information and/or simple mail transfer protocol (SMTP)
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information (e.g., from SMTP headers/bodies of outgoing
emails) from the received parameters.

[0057] In determination step 506, the policy manage-
ment system may compare the extracted binary-file char-
acteristic information with binary-file characteristics of
known malware types (e.g., bots, viruses, worms, Trojan
Horses, etc.) to determine if the data flow carries content
having binary-file characteristics of known malware (e.g.,
bots, viruses, worms, Trojan Horses, etc). If the policy
management system determines that the data flow car-
ries content that has binary-file characteristics in com-
mon with known malware (i.e., determination step 506 =
"Yes"), in step 550, the policy management system may
generate restrictive policies rules (e.g., "block content,”
"allow with constraints,” etc.) based on the severity of the
risk and push the generated rules to the gateway/PCEF.
In an embodiment, the policy management system may
generate restrictive policy rules that instruct the gateway/
PCEF to block the IP data flow upon determining that an
IP data flow carries content having binary-file character-
istics of known malware threats (e.g., viruses, Trojan
Horses, etc.).

[0058] If the policy management system determines
that the data flow does not carry content having binary-
file characteristics of known malware types (i.e., deter-
mination step 506 = "No"), in detemrmination step 510, the
policy management system may compare extracted URL
information against a list of URLs known to be under at-
tack (e.g., denial-of-service attack, etc.) to determine if
the destination of data flow content is a server under at-
tack. If the policy management system determines that
the data flow carries or is likely to carry content destined
for a server under attack (i.e., determination step 510 =
"Yes"), in step 550, the policy management system may
generate policy rules (e.g., "block content,” "allow with
constraints,” etc.) based on various factors (e.g., severity
of the risk, subscriber's usage history, subscription level,
likelihood request is genuine, etc.) and push the gener-
ated rules to the gateway/PCEF. In an embodiment, the
policy management system may generate an "allow with
constraints” rule upon determining that the IP data flow
represents a malware threat (e.g., carries content des-
tined for a server under attack), but does not contain a
binary that is a malware threat (e.g., carries content hav-
ing binary-file characteristics of known malware). In an
embodiment, the policy management system may gen-
erate rules that include constraints that set an upper
threshold on the rate of IP data flows and/or introduce
an artificial latency to the IP data flow. In this manner,
the policy management system may generate intelligent
policy rules to prevent attacks on servers, in real time
and from within the network, without shutting off all com-
munications to a particular Internet site.

[0059] If the policy management system determines
that the data flow does not carry content destined for a
serverunderattack (i.e., determination step 510 = "No"),
in determination step 612, the policy management sys-
tem may compare SMTP information of emails carried
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by a data-flow with known spam heuristics (e.g., incorrect
SMTP headers, origin IP address blacklisting, email not
relayed, message body contains blacklisted keywords,
message attachment scanning using Optical Character
Recognition (OCR) techniques, Artificial Intelligence (Al)
based methods such as Bayesian filtering, or any com-
bination ofthese) to determine if the emails originate from
a spam-sending bot. If the policy management system
determines that the data-flow carries an email that orig-
inates from a spam-sending bot (i.e., determination step
512="Yes"), in step 550, the policy management system
may generate restrictive policy rules that block or restrict
the data flow and push the generated rules to the gate-
way/PCEF forenforcement. Inan embodiment, the policy
management system may generate an "allow with con-
straints” rule upon determining that the IP data flow car-
ries content from a known spam bot. In this manner, the
policy management system may generate intelligent pol-
icy rules to reduce spam, in real time and from within the
network, without filtering desired emails/communica-
tions.

[0060] If the policy management system determines
that the IP data flow does not carry an email that origi-
nates from a spam-sending bot (i.e., determination step
512 = "No"), in determination step 514, the policy man-
agement system may compare the IP address informa-
tion with a list of known offender IP addresses to deter-
mine if the IP data flow originates from, or is destined for,
a mobile device that is compromised (e.g., infected with
malware, a virus, etc.) or blacklisted (e.g., known to in-
tentionally engage in malicious activities). If the policy
management system determines that the IP address in-
formation is associated with an IP address in the list of
known offender |IP addresses (i.e., determination step
514 ="Yes), in step 650, the policy management system
may generate policy rules that block cr restrict the data
flow and push the generated rules to the gateway/PCEF
for enforcement. In an embodiment, the policy manage-
ment system may denerate an "allow with
constraints” rule upon determining that the IP data flow
carries content originating from, or destined for, a mobile
device that iscompromised orblacklisted. In this manner,
the policy management system may generate intelligent
policy rules to prevent the wireless device, a network
server, orboth fromengaging in malicious activities, with-
out blocking all the services/communications between &
wireless device and a network component.

[0061] If the policy management system determines
that the IP address information is not associated with an
IP address in the list of known offender IP addresses
(i.e., determination step 514 = "No"), in determination
step 516, the policy management system may compare
the URL information to a list of known offender network
addresses (e.g., URLs) to determine if the data flow is
destined for a website/server known to engage in mali-
cious activities. If the policy management system deter-
mines that the URL information is associated with a URL
in the list of known offender URLs (i.e., determination
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step 516 = "Yes"), in step 550, the policy management
system may generate restrictive policy rules and push
the generated rules to the gateway/PCEF for enforce-
ment. In an embodiment, the policy management system
may generate an "allow with constraints" rule upon de-
termining that the IP data flow carries content destined
for a website/server known to engage in malicious activ-
ities, without blocking all access to the website/server.
[0062] If the policy management system determines
that the URL information is not associated with a URL in
the list of known offender URLs (i.e., determination step
516 ="No"), in step 560, the policy management system
may generate rulesto allowthe flow, or perform additional
operations (e.gd., observed behavior detection methods)
to determine if the data flow carries content (e.g., mal-
ware) that poses a security risk to a wireless device, net-
work server, or both.

[0063] Inanembodiment, the policy management sys-
tem may perform observed behavior detection methods
to determine if the data flow carries content (e.g., mal-
ware) that may be harmful or a security risk to the net-
work/wireless devices. The policy management system
may perform the observed behavior detection methods
instead of, or in addition to, the pattern matching detec-
tion methods discussed above. Observed behavior de-
tection methods allow the policy management system to
detect emerging and yet-unidentified security risks (e.g.,
malware threats) that are not yet prevalent enough to be
known to the malware protection system or third party
antivirus/security systems. The observed behavior de-
tection methods may exploit the policy management sys-
tem’s access to the control network information to mon-
itor IP data flows for suspicious characteristics and to
identify security risks. For example, the policy manage-
ment system may access information stored in a user
repository and/or charging system in a control network
to identify and neutralize security risks that cannot be
identified or neutralized by systems that do not have ac-
cess to user/charging information (e.g., components out-
side the control network).

[0064] FIGs. 6A-6B illustrate example observed be-
havior detection methods that may be performed by the
policy management system to determine if an IP data
flow is a security risk/malware threat. Performing the ob-
served behavior oriented detection methods may include
monitoring a number of data flows matching a specific
behavicr and/or detecting an unexpected rise in a
number of requests matching a defined behavior from a
specificwireless device. The specific and defined behav-
iors may include any of the behaviors described below,
including unexpected rise in requests, requests to a spe-
cific port 80 of a specific |IP address, increases in HTTP
requests to a specific URL, unexpected rise in requests
to a single destination, unexpected rise in outbound
emails and/or DNS queries, etc.

[0065] FIG. 6Aillustrates an example observedbehav-
ior detection method 600 for determining if an IP data
flow carries content that may contribute to a denial of
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service attack. In step 602, the policy management sys-
tem may receive parameters identifying certain key char-
acteristics of the |IP data flows and/or network traffic. In
step 604, the policy management system may analyze
the parameters and update memories, counters and/or
thresholdvalues usedtomonitorsudden and unexpected
rises in requests to a single destination. These counters
may be used to store running totals, averages, and/or
maximum values for one or more different time periods
(e.g., the total number of requests to a destination IP
address in the last 24 hours, or the average number of
requests to a destination IP address per month). There-
fore, the counters can be used to store or derive request
rates. The counters may be specific to the user, or they
may be generalized across groups of users. Therefore,
a sudden and unexpected rise in requests to a single
destination can be defined in terms of a counter value
surpassing a pre-defined rate. This predefined rate can
be expressed in terms of the counters (e.g., a sudden
and unexpected rise can be defined as the current rate
being greater than a tripling of the maximum hourly rate
ever experienced). The associated thresholds may be
defined as constants, or in terms of the counters (e.g., a
threshold can be defined as a quadrupling of the maxi-
mum hourly rate ever experienced). Thus, there can be
a sudden and unexpected rise in the number of requests
to a single destination, but it may not exceed athreshold.
In step 606, the policy management system may monitor
the number of requests by performing IP level and appli-
cation level monitoring operations. IP level monitoring
operations may include monitoring requests to a specific
port 80 of a specific IP address. Application level moni-
toring operations may include monitoring increases in
HTTP requests to a specific URL. In determination step
608, the policy management system may determine if
there hasbeen asudden and unexpected rise in requests
to a single destination. This determination may be based
upon a counter value surpassing a pre-defined rate, as
described previously. If the policy management system
determines that there has not been a sudden and unex-
pected rise in requests to a particular address (i.e., de-
termination step 608 = "No"), in step 612, the policy man-
agement system may generate policy rules and push the
generated rules to the gateway/PCEF. If the policy man-
agement system determines that there has been a sud-
den and unexpected rise in requests to a single destina-
tion (i.e., determination step 608 = "Yes"), in determina-
tion step 610, the policy management system may de-
termine if the rise in requests exceeds a predetermined
threshold. If the rise in requests does not exceed the
predetemmined threshold (i.e., determination step 610 =
"No"), in step 612, the policy management system may
generate policy rules and push the generated rules to
the gateway/PCEF. If the rise in requests exceeds the
predetemmined threshold (i.e., determination step 610 =
"Yes"), the policy management system may conclude
that a denial of service attack is emerging, and in step
614, register the destination as being under attack, gen-
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erate restrictive policy rules to block or limit current and
future flows from accessing the registered destination,
and push the generated rules to the gateway/PCEF for
implementation.

[0066] FIG.6Billustrates an example observedbehav-
ior detection method 650 for determining if an IP data
flow carries content from spam engines. In step 652, the
policy management system may receive parameters
identifying certain key characteristics of the IP data flows
and/or network traffic from a gateway/PCEF. In step 654,
the policy management system may analyze the param-
eters and update local databases and/or counters with
information that may be used to monitor sudden rises in
outbound emails and/or sudden rises in domain name
system (DNS) queries for mail exchanger (MX) records
by a single mobile device. In step 656, the policy man-
agement system may monitor the number of outbound
emails and/or DNS queries by performing IP-level and
application-level monitoring operations. IP-level monitor-
ing operations performed by the policy management sys-
tem may include monitoring/counting the number of re-
quests by a specific mobile device to port 25 of different
IP addresses. Application-level monitoring operations
may include monitoring the number of SMTP requests
being sent directly to an email recipient’'s SMTP server
from a single mobile device. The IP-level and application-
level monitoring operations may be used to identify data
flows carrying content originating from a spam engine
because "well-behaved” email clients generally send all
their outbound email via a single SMTP server, whereas
spam engines typically send outbound emails directly to
the email recipient’'s SMTP server.

[0067] In determination step 658, the policy manage-
ment system may determine if there has been a sudden
and unexpected rise in outbound emails and/orin domain
name system (DNS) queries for mail exchanger (MX)
records by a single mobile device. This determination
may be based upon a counter value surpassing a pre-
defined rate, as described previously. If the policy man-
agement system determines that there has not been a
sudden and unexpected rise in outbound emails/queries
(i.e., determination step 658 = "No"), in step 662, the
policy management system may generate policy rules
and push the rules to the gateway/PCEF. If the policy
management system determines that there has been a
sudden and unexpected rise in outbound emails and/or
in domain name system (DNS) queries (i.e., determina-
tion step 658 = "Yes"), in determination step 660, the
policy management system may determine if the rise in
requests exceeds a predetermined threshold. If the rise
exceedsthe predeterminedthreshold (i.e., determination
step 660 = "Yes"), in step 664, the policy management
system may identify the data flow as carrying content
from a spam engine, register the spam engine (e.g., up-
date a spam engine list in memory, etc.), generate re-
strictive policy rules to block or limit data flows originating
from the spam engine, and push the rules to the gateway/
PCEF for enforcement. If the rise does not exceed the
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predetermined threshold (i.e., determination step 660 =
"No"), in step 664, the policy management system may
generate policy rules (e.g., allow, allow with constraints,
etc.) and push the rules to the gateway/PCEF.

[0068] As mentioned above, the policy management
system may perform detection methods (e.g., pattern
matching, observed behavior, etc.) and generate restric-
tive policy rules based on the type of malware detected.
For example, the policy management system may gen-
erate a "block" rule if an |P data flow carries content hav-
ing binary-file characteristics of known malware threats
(e.g., viruses, Trojan Horses, etc.) and an "allow with
constraints” rule if the IP data flow represents a malware
threat, but does not contain a binary that is a malware
threat (e.g., the IP data flow is part of a denial of service
attack, the |IP data flow originates from a spam bot, etc.).
The "allow with constraints” rule may define requirements
(i.e., constraints) for allowing certain IP data flows to pass
through the gateway/PCEF. For example, the constraints
may require the gateway/PCEF to introduce an artificial
latency to certain IP data flows or to set an upper thresh-
old on certain IP data flow rates.

[0069] The "allow with constraints” type rules, and the
constraints they impose, allow the policy management
system to customize each rule to the preferences of a
particular subscriber, wireless device type or type value,
network component or network client. For example, the
policy management system may access user preference
parameters that define which constraints are to be used
in various situations, as well as the actions, conditions
and variables (e.g., risk levels, thresholds, data usage
levels, costs, etc.) associated with each constraint. In an
embodiment, a unique/separate set of user preference
parameters may be maintained for each wireless sub-
scriber, device, device type, network component, or cli-
ent. In this manner telecommunications network opera-
tors and their customers may customize responses to
malware events, which may be implemented automati-
cally and in real time, consistent with the type of threat
and how the network operator and/or customer prefers
to respond. For example, some organizations cannot to
afford to shut off all requests for service during a denial
of service attack, and thus would prefer constraints on
the volume or data rates imposed on incoming service
requests.

[0070] In an embodiment, the constraints imposed by
the policy management system may be proportional to a
malware threat or threat-level as determined by the mal-
ware protection systemor specified by an operator. Meth-
ods for determining a malware threat-level within mal-
ware protection system are disclosed herein. In an em-
bodiment, the constraints imposed by the policy man-
agement system may become progressively more re-
strictive or constrained, in real-time, as a malware threat
orthreat-level rises as determined by malware protection
system, an operator or other systems configured to iden-
tify the threat level.

[0071] Userpreference parameters may define the ac-
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tions and conditions associated with each constraint in
"allow with constraints” type rules. Thus, the user pref-
erence parameters may be used by the policy manage-
ment system to generate policy rules that instruct the
gateway/PCEF to perform several different types of op-
erations (i.e., actions) as well as set conditions for per-
forming those actions. For example, the policy manage-
ment system may access the user preference parame-
ters to determine that the correct course of action (i.e.,
the correct rule) for the gateway/PCEF upon the detec-
tion of low-risk malware is to send an alert message to
the wireless device without blocking the IP data flow.
Likewise, the user preference parameters may be used
by the policy management system to generate rules that
instruct the gateway/PCEF to block the current IP data
flow and all future IP data flows until the malware has
been manually removed from the mobile device.

[0072] Inanembodiment, the policy management sys-
tem may perform quarantining operations by storing de-
tails of |IP data flows, aggregated details of the IP data
flows, or sequestering the actual content of the IP data
flows, that were allowed, constrained, or blocked. The
policy management system may store source informa-
tion, destination information and time information for
each |P data flow that is constrained. For example, the
policy management system may track the number of IP
data flows containing infected binaries within a predeter-
mined time period (e.g., within the last month) and store
the number value in a memory. The policy management
system may also store emails deemed to be spam. This
information may be stored such that a wireless device
user whose mobile device is associated with these IP
data flows may subsequently view the quarantining de-
tails. In an embodiment, the policy management system
may be configuredto receive messages fromthe wireless
device user thattrigger further quarantining actions (e.g.,
removing a stored |P data flow, un-quarantining stored
IP data flow, etc.). For example, the user may send the
policy management system a message to reclassify an
email as not spam, in which case the email may be
pushed to the mobile device by the policy management
system. In an embodiment, the user may classify the IP
data flowinamannerthatcauses the policy management
system to allow delivery of future similar IP data flows.
[0073] In the various embodiments, user preference
parameters may be generated from information from a
subscriber account in the user repository, by interacting
with the user (e.g., via SMS messages sent through the
notification server 126, etc.) to determine his/her prefer-
ences in real-time, by using contextual information (e.g.,
roaming in third party network, home network, etc.), or
any combination thereof. For example, a wireless device
user may upload user preference parameters to the user
repository that instructs the policy management system
to send an alert to the user’s wireless device warning of
potential risks if the wireless device is not roaming in a
third-party mobile data network and to block the current
IP data flow and all future IP data flows if the wireless
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device is roaming in a third-party mobile data network.
In this manner, cost conscientious users may prevent a
potential malware program from accessing online serv-
ices while roaming in an expensive third-party mobile da-
ta network.

[0074] In an embodiment, the user preference param-
eters may be based on a malware threat model. The mal-
ware threat model may be defined in terms of multiple
independent factors, such as the probability of infection,
the type of infection, the severity of the threat posed by
the infection, and the difficulty associated with removing
the infection. These factors may be weighted and com-
bined to produce an overall threat level. The user may
then specify his/her preference in terms of this overall
threat level. Alternatively, the user may specify his/her
preference in terms of one of the factors within the threat
model (e.g., a user may be willing to be exposed to a
type of infection that installs Adware, whereas he/she
may not be willing to be exposed to a type of infection
that corrupts or destroys data stored on the wireless de-
vice).

[0075] Inanembodiment, the policy management sys-
tem and/or gateway/PCEF may be configured to charge
users/subscribers differently for the IP data flows de-
pending on the actions. For example, a user/subscriber
may not be charged for any IP data flows that were
blocked by the gateway.

[0076] In an embodiment, a malware preventicn and
removal client (MPRC) software application may be
pushed to the wireless devices. The policy management
systemn may, upon determining that an IP data flow is
associated with a malware threat, notify the malware pro-
tection system of the wireless device’s identity and the
detected malware. The malware protection system may
then update, or instruct, the MPRC to take preventative,
recovery, or removal actions specific to the wireless de-
vice type or type value and the detected malware threat.
Forexample, the malware protection system may instruct
the MPRC to disable the wireless device’s data capabil-
ities and/or isolate the mobile device from the mobile data
network until the malware is removed or is otherwise no
longer a threat. In an embodiment, the policy manage-
ment system may send a notification based on the status
ofthe user's subscription to the malware prevention serv-
ice.

[0077] As discussed above with reference to FIG. 3,
the policy management system may exchange informa-
tion with both a user repository and a charging system.
In an embodiment, the policy management system may
directly charge the subscription accounts of beneficiaries
(e.g., wireless device users, web servers, telecommuni-
cation clients, etc.) of the above mentioned malware de-
tection/prevention services by sending a charging mes-
sage to deduct funds from each subscriber’s service ac-
count. Forexample, the policy management system may
send a charge message to charge a wireless device us-
er's wireless subscription account each time malware is
detected and/orremovedfromthe user’s wireless device.
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[0078] The policy management system may support
multiple different charging models to support any re-
quired business models. The charging models may in-
clude providing the above mentioned services free-of-
charge, charging on an annual basis, on a pay-as-you-
consume basis, or any combination thereof. If the serv-
ices are charged on an annual basis, the policy manage-
ment system may determine the status of the users’ an-
nual subscriptions (e.g., last time payment was made,
account status, subscription level, etc.) by accessing the
user repository and sending charging messages to the
charging system to charge the customers as required. If
the services are charged on a pay-as-you-consume ba-
sis, the policy management system may send a charging
request to the charging system each time the service is
provided (e.g., each time a message is send waning of
potential malware). In an embodiment, each service may
be charged separately. For example, the policy manage-
ment system may send charging messages to the charg-
ing system annually for the detection services and send
charging messages to the charging system each time
malware is removed.

[0079] Inanembodiment, the policy management sys-
tem may be configured to automatically adapt to a net-
work wide stance if the detection of malware indicates
that the network is under attack. The adaption of the net-
work wide stance may be in stages, such that the net-
work-wide protections are progressive. In an embodi-
ment, the policy management system may change and/or
bulk push policies/rules into the network if the network
the detection of malware indicates that the network is
under attack. Policies/rules may be pushed to network
elements upon detection of anew malware threat or upon
a malware threat level achieving a predefined threshold
such that the network adopts an "under attack" pre-de-
fined configuration. The initiation of such "under attack”
responses or configuration may be based on the detec-
tion of malware and/or policy counters exceeding a pre-
defined threshold number or instances of attack.
[0080] The various embodiments and logical compo-
nents may be implemented on any of a variety of com-
mercially available server devices, such as the server
700 illustrated in FIG. 7. Such a server 700 typically in-
cludes a processor 701 coupled to volatile memory 702
and a large capacity nonvolatile memory, such as a disk
drive 703. The server 700 may also include a floppy disc
drive, compact disc (CD) or DVD disc drive 706 coupled
to the processor 701. The server 700 may also include
network access ports 704 coupled to the processor 701
for establishing data connections with a network 705,
such as a local area network coupled to other broadcast
system computers and servers.

[0081] The processor 701 may be any programmable
microprocessor, microcomputer or multiple processor
chip or chips that can be configured by software instruc-
tions (applications) to perform a variety of functions, in-
cluding the functions of the various embodiments de-
scribed below. Multiple processors 701 may be provided,
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such as one processor dedicated to wireless communi-
cation functions and one processor dedicated to running
other applications. Typically, software applications may
be stored in the internal memory 702, 703 before they
are accessed and loaded into the processor 701. The
processor 701 may include internal memory sufficient to
store the application software instructions.

[0082] The foregoing method descriptions and the
process flow diagrams are provided merely as illustrative
examples and are not intended to require or imply that
the steps of the various embodiments must be performed
in the order presented. As will be appreciated by one of
skill in the art the order of steps in the foregoing embod-
iments may be performed in any order. Words such as
"thereafter," "then,” "next," etc. are not intended to limit
the order of the steps; these words are simply used to
guide the reader through the descripticn of the methods.
Further, any reference to claim elements in the singular,
for example, using the articles "a," "an" or "the" is not to
be construed as limiting the element to the singular.
[0083] The various illustrative logical blocks, modules,
circuits, and algorithm steps described in connection with
the embodiments disclosed herein may be implemented
as electronic hardware, computer software, or combina-
tions of both. To clearly illustrate this interchangeability
of hardware and software, various illustrative compo-
nents, blocks, modules, circuits, and steps have been
described above generally in terms of their functionality.
Whether such functionality is implemented as hardware
or software depends upon the particular application and
design constraints imposed on the overall system. Skilled
artisans may implement the described functionality in
varying ways for each particular application, but such im-
plementation decisions should not be interpreted as
causing a departure fromthe scope of the present inven-
tion.

[0084] The hardware used to implement the various
illustrative logics, logical blocks, modules, and circuits
described in connection with the aspects disclosed here-
in may be implemented or performed with a general pur-
pose processor, a digital signal processor (DPC), an ap-
plication specific integrated circuit (ASIC), a field pro-
grammable gate array (FPGA) or other programmable
logic device, discrete gate or transistor logic, discrete
hardware components, or any combination thereof de-
signed to perform the functions described herein. A gen-
eral-purpose processor may be a microprocessor, but,
in the alternative, the processor may be any conventional
processor, controller, microcontroller, or state machine.
A processor may also be implemented as a combination
of computing devices, e.g., a combination of a DPC and
a microprocessor, a plurality of microprocessors, one or
more microprocessors in conjunction with a DPC core,
orany othersuch configuration. Alternatively, some steps
or methods may be performed by circuitry that is specific
to a given function.

[0085] Inoneormore exemplary aspects, thefunctions
described may be implemented in hardware, software,
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firmware, or any combination thereof. If implemented in
software, the functions may be stored on or transmitted
over as one or more instructions or code on a non-tran-
sitory computer-readable medium. The steps of a method
oralgorithm disclosed herein may be embodiedin a proc-
essor-executable software module which may reside on
a non-transitory computer-readable storage medium.
Non-transitory computer-readable storage mediamay be
any available media that may be accessed by a computer
(e.q., a server) or processor of a computer or server. By
way of example, and not limitation, non-transitory com-
puter-readable media may include RAM, ROM, EEP-
ROM, CD-ROM or other optical disk storage, magnetic
disk storage or other magnetic storage devices, or any
other storage medium that may be used to store desired
program code in the form of processor-executable in-
structions or data structures and that may be accessed
by a computer. Disk and disc, as used herein, includes
compact disc (CD), laser disc, optical disc, digital versa-
tile disc (DVD), floppy disk, and blu-ray disc where disks
usually reproduce data magnetically, while discs repro-
duce data optically with lasers. Combinations of the
above should also be included within the scope of non-
transitory computer-readable media. Additionally, the op-
erations of a method or algorithm may reside as one or
any combination or set of codes and/or instructions on a
non-transitory machine readable medium and/or compu-
ter-readable medium, which may be incorporated intc a
computer program product.

[0086] The preceding description of the disclosed em-
bodiments is provided to enable any person skilled in the
art to make or use the present invention. Various modi-
fications to these embodiments will be readily apparent
to those skilled in the art, and the generic principles de-
fined herein may be applied to other embodiments with-
out departing from the scope of the invention. Thus, the
present invention is not intended to be limited to the em-
bodiments shown herein but is to be accorded the widest
scope consistent with the following claims and the prin-
ciples and novel features disclosed herein.

Claims
1. A communication method, comprising:

receiving in a server from one or more commu-
nication system control network components
data flow parameters identifying characteristics
of a data flow;

performing in the server a detection method to
determine if the data flow carries malicious con-
tent;

generating restrictive policy rules in response to
determining the data flow carries malicious con-
tent;

generating non-restrictive policy rules in re-
sponse to determining the data flow does not
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carry malicious content; and

pushing the generated policy rules to a commu-
nication system gateway configured to control a
flow of packet-based data between a wireless
device and an external network.

The method of claim 1, wherein generating restrictive
policy rules in response to determining the data flow
carries malicious content comprises generating re-
strictive policy rules based on a subscriber’s usage
history and a subscription level.

The method ofclaim 1, wherein generating restrictive
policy rules in response to determining the data flow
carries malicious content comprises generating con-
straints that are proportional to a threat-level asso-
ciated with the malicious content and generating re-
strictive policy rules that impose the generated con-
straints on the communication system gateway.

The method of claim 1, further comprising transmit-
ting malware detection feedback to a network com-
ponent in a second external network.

The method of claim 1, further comprising interacting
with a wireless device user to determine user pref-
erences in real-time via alert messages sent through
a notification server to receive user preference pa-
rameters.

The method of claim 1, wherein the data flow origi-
nates from the wireless device, and generating re-
strictive policy rules in response to determining the
data flow carries malicious content comprises gen-
erating restrictive policy rules that instruct the com-
munication system gateway to block future data
flows originating from the wireless device.

The method of claim 1, wherein performing a detec-
tion method to determine if the data flow carries con-
tent that is a security risk comprises performing a
pattern matching detection method.

The method of claim 7, wherein:

receiving in a server from one or more commu-
nication system control network components
data flow parameters identifying characteristics
of a data flow comprises receiving parameters
identifying binary-file characteristic information;
and

performing a pattern matching detection methed
comprises comparing the identified binary-file
characteristic information with abinary-file char-
acteristic of a known malware type to determine
if the data flow carries content having binary-file
characteristics of known malware.
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9. The method of claim 7, wherein:

10.

11.

12.

13.

14.

receiving in a server from one or more commu-
nication system control network components
data flow parameters identifying characteristics
of a data flow comprises receiving parameters
identifying source and destination information;
and

performing in the server a pattern matching de-
tection method comprises comparing the iden-
tified source and destination information against
alistof known offendersources and destinations
to determine if the data flow originates from a
wireless device known to engage in malicious
activity and if the data flow is destined for a web-
site/server known to engage in malicious activ-
ities.

The method of claim 7, wherein:

receiving in a server from one or more commu-
nication system control network components
data flow parameters identifying characteristics
of a data flow comprises receiving parameters
identifying destination information; and
performing in the server a pattern matching de-
tection method comprises comparing the iden-
tified destination information againsta list of des-
tinations known to be under attack to determine
if a destination of the data flow is a network serv-
er under attack.

The method of claim 7, wherein:

receiving in a server from one or more commu-
nication system control network components
data flow parameters identifying characteristics
of a data flow comprises receiving parameters
identifying messaging information; and
performing in the server a pattern matching de-
tection method comprises comparing the iden-
tified messaging information with spam heuris-
tics.

The method of claim 1, wherein performing in the
server a detection method to determine if the data
flow carries content that is a security risk comprises
performing a behavior oriented detection method.

The method of claim 12, wherein performing a be-
havior oriented detection method comprises access-
ing information stored in one of a user repository of
a control network and a charging system of a control
network.

The method of claim 12, wherein performing a be-
havior oriented detection method comprises updat-
ing a counter value to monitor a number of data flows
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matching a specific behavior.

The method of claim 12, wherein performing a be-
havior oriented detection method comprises per-
forming monitoring operations in order to detect an
unexpected rise in a number of requests matching
a defined behavior from a specific wireless device.

16. A server, comprising:

a memory; and

aprocessor coupled tothe memory, whereinthe
processor is configured with processor-execut-
able instructions to perform operations compris-

ing:

receiving data flow parameters identifying
characteristics of a data flow;

performing a detection methodto determine
if the data flow carries malicious content;
generating restrictive policy rules in re-
sponse to determining the data flow carries
malicious content;

generating non-restrictive policy rules in re-
sponse to determining the data flow does
not carry malicious content; and
pushingthe generatedpolicy rulestoa com-
munication system gateway configured to
control aflow of packet-based data between
a wireless device and an external network.

17. A non-transitory computer readable medium having

stored thereon processor-executable software in-
structions configured to cause a processor to per-
form operations comprising:

receiving from one or more communication sys-
tem control network components data flow pa-
rameters identifying characteristics of a data
flow;

performing a detection method to determine if
the data flow carries malicious content;
generating restrictive policy rules in response to
determining the data flow carries malicious con-
tent;

generating non-restrictive policy rules in re-
sponse to determining the data flow does not
carry malicious content; and

pushing the generated policy rules to a commu-
nication system gateway configured to control a
flow of packet-based data between a wireless
device and an external network.
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PLURPOSE: A fire wall system bassad on network siatus and a method thersof are
provided o interrupt all lllegal packet or traffic flowing into an internal network through
an externat information communication networks by analyzing the status of network
fraffic from various angles and differentially reflecting a traffic control policy together
with recognition for status through a status graph. CONSTITUTION: A fire wall system
based on network status consists of a network traffic collection unit{100), & static status

7

formation collection unt(Z200), a dynamic status information analysis unit{ 300}, a
frafhic monitor unit{400), a rule generation unit{500), and a traffic control unit{800). The

retwork raffic collsction urdt(100) classifies the network packsts coliectsd from an

axternal information communication network by hosts, profocols and connections. Tthe

static status information collection unit{200), comprised of a statistics analyzer{23(), a

status unit iable(220) and a packeat manager{210), analyzes the information of the

network packets transmitiad from the natwork traffic collection unit{100), updates the

information of the siatus unit iable(220), and processes traffic information. The dynamic

status information analysis unit{304}, containing a traffic log tabie(310) and a traffic

history analyzer{320}, analyzes and records the long-term inclination and patterm of the

natwork iraffic of the traffic wformation processsd al the siatic status information

coltection unit{200). The traffic monitor unit{400) monitors the trend of network traffic

using each information provided from the static status information collection unit{200}

and the dynamic siatus information analysis unit(300), recognizes an abnoarmal

situgtion and ouipuls a siate transition signal The rule generation unit{540}, composed

of a policy manager(510), 3 status graph table{520) and an action manager{530),

receivas the stale ransition signal from the traffic monitor unit{dQ0), creates a status Keysight, EX-1002
graph, genegrataes a packet filtering rule using the graph, and transfers the rule o the Page 618



fraffic control unit{B00) so that the traffic control unsl{B00} can cope with the shnormal
situation.
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(57) A packet data filter which stores ordered rules
and sequentially applies the rules to received data pack-
ets to determine the disposition of the data packet. The
packet filter maintains a match count in memory which
indicates the number of times each rule matched an in-
coming data packet. Periodically, at the initiation of a us-
er, or based on operating parameters of the filter, the
rules are automatically re-ordered based on the match
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ets are evaluated earlier, thus avoiding the evaluation
of later rules. In order to prevent a re-ordering which
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filter, pairs of rules are compared to determine if they
conflict (i.e., the swapping of the two rules would result
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Description

Field of the Invention

[0001] The present invention relates to data packet filters. More particularly, the present invention relates to adaptive
re-ordering of data packet filter rules to improve the performance of the filter while maintaining a security policy.

Background of the Invention

[0002] Data networks are becoming increasingly prevalent. For example, many companies have intermnal data net-
works to allow for intra-company communication. Such communication includes email, documents, voice, video, and
multimedia. Further, these internal data networks are generally connected to an external data network (e.g. Internet),
to allow for the exchange of information between the internal and external networks. However, as a result of the inter-
connection of data networks, security has become a major concern. The unauthorized access 1o a company's data
network can result in the loss of valuable proprietary information. Further, unauthorized access can also result in attacks
on the company's data network and computing system, resulting in loss of data and computer system crashes.
[0003] A computer programmed to implement a security policy for A data network is called a firewall. Typically, fire-
walls are located at strategic points in the network such that all incoming and outgoing data traffic must pass through
a firewall. At these points, all network traffic is trapped and examined by the firewall to determine if the traffic should
be allowed to pass through the firewall. There are various techniques for implementing a firewall. One such implemen-
tation is a computer programmed to implement a data packet filter. A data packet filter examines all received data
packets, and either denies or allows passage of the data packet based on the contents of the data packet. In one
implementation, this decision is based on rules stored in the data packet filter which define which data packets are
allowed to pass and which data packets will be blocked. Each stored rule defines certain parameters of data packets
(e.g. source and destination) and also includes the disposition of data packets which match these parameters. For
example, a rule may indicate that any data packet from source X will be blocked, while another rule may indicate that
any data packet from source Y to destination Z will be allowed to pass. The rules are stored in sequential order in the
data packet filter and every data packet received by the firewall is tested against the rules in sequential order. The first
rule whose parameters match the received packet is applied to the packet and the packet is treated as indicated by
the rule.

[0004] Insuch arules based data packet filter, a system administrator must first define a security policy to be imple-
mented by the firewall, and then must program the data packet filter with rules which will implement that security policy.
One major problem with these types of firewalls is that sophisticated security policies require a large number of rules
in order to implement the policy. Since every data packet which passes through the firewall must be checked against
these rules, the performance of the firewall degrades as the number of rules increases.

[0005] One known solution to the performance problem in a data packet filter firewall is to use a memory cache. In
such a system, when a data packet arrives, the relevant parameters (e.g. source and destination) of the data packet
are stored in a cache. In addition, after the packet filter rules have been applied to the received data packet, the
disposition (e.g. allow or deny) is also stored in the cache associated with the relevant parameters of the received data
packet. Thereafter, if a data packet is received with parameters which are the same as parameters previously stored
in the cache, the firewall can apply the associated disposition without applying all the rules to the data packet. This
enhances performance in view of the fact that for certain applications, ongoing communications will occur between
two computers, and there is no need to check every data packet exchanged between the computers during the com-
munication session (i.e., connection). Thus, while this technique improves performance for data packets exchanged
during connections, the technique does not improve performance for new connections.

[0006] Packetfilters may also be implemented on a client computer, for example a personal computer running World
Wide Web (WWW) browsing software (e.g., Microsoft Explorer or Netscape Navigator). Many WWW sites contain
material which parents may deem unsuitable for children. As such, several companies offer filtering software which
implements packet filters for blocking unsuitable material. These packet filters implement a security policy through the
use of rules as described above. As the number of rules increases, these client based packet filters suffer from the
same performance problems as described above.

[0007] What is needed is a technique for improving the performance of a data packet filter as the number of rules
required to implement a security policy increases.

Summary of the Invention

[0008] As described above, a data packet filter stores a plurality of ordered rules which are sequentially applied to
received data packets to implement a security policy. In accordance with the invention, the rules are automatically re-
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ordered to improve the performance of the packet filter. Rules which match incoming data packets more frequently are
moved earlier in the ordering, and rules which match incoming data packets less frequently are moved later in the
ordering. Since the first rule that matches a received data packet controls the disposition of the packet, once a rule
matches a packet, the remaining rules need not be evaluated. By re-ordering the rules, data packets are matched
against rules more quickly, and the performance of the data packet filter is improved.

[0009] In one embodiment of the invention, the packet filter dynamically maintains, during operation of the packet
filter, & count of the number of times each rule matches a received data packet. The packets are then re-ordered based
on these counts with the rules having higher match counts being moved earlier in the rules order. Such re-ordering is
made on the premise that past history of the packet filter provides a reliable indication of future operation. Thus, by
dynamically maintaining match counts during operation, the packet filter can adaptively re-order its rules based on
past operating parameters. Such adaptive re-ordering is beneficial to protect against so-called denial of service attacks,
as described in further detail below.

[0010] Inoneembodiment of the invention, rules are re-ordered by swapping pairs of rules in the rules order. However,
the sequence of the rules plays a part in defining the security policy of the packet filter. As such, the indiscriminate
swapping of rules may result in changing the security policy of the packet filter. Such a result is undesirable and must
be prevented. As such, rules are evaluated to determine re-orderings which are not allowed because they result in a
change in the security policy. In one embodiment, such an evaluation is made by comparing pairs of rules to determine
which pairs of rules conflict with each other. Two rules are said to conflict with each other if swapping the rules would
result in changing the security policy of the packet filter. The result of this conflict evaluation is stored in the memory
of the packet filter and subsequent re-ordering refers to this information in order to prevent the swapping of conflicting
rules.

[0011] The re-ordering in accordance with the invention may be performed periodically, at the initiation of a user, or
based on the some operating parameters of the packet filter (e.g. when the performance of the packet filter drops below
a threshold).

[0012] The principles of the present invention may be applied to various types of computing devices. For example,
and without limitation, the invention may be implemented in a dedicated network firewall which filters data packets for
many computers and networks, or in a stand-alone personal computer such that the packet filter only filters data packets
for the personal computer.

[0013] These and other advantages of the invention will be apparent to those of ordinary skill in the art by reference
to the following detailed description and the accompanying drawings.

Brief Description of the Drawings

[0014]

Fig. 1 shows a network of the type in which the present invention may be implemented;

Fig. 2 shows a computer configured to implemented a firewall in accordance with the present invention;
Fig. 3 shows the format of an exemplary data packet;

Fig. 4 shows an example of a rule set;

Fig. 5 shows a conflict table; and

Fig. 6 shows a personal computer in which the principles of the present invention may be implemented.

Detailed Description

[0015] A network of the type in which the present invention may be implemented is shown in Fig. 1. An internal data
network, such as a corporate intranet, is shown as network 102. An external data network, such as the Internet, is
shown as network 106. Firewall 104 is shown positioned such that all data traffic exchanged between internal network
102 and external network 106 must pass through the firewall 104. These data networks communicate with each other
using the well known Internet Protocol (IP) for data packet communication. Assume that firewall 104 is administered
by the same entity which administers internal network 102. The purpose of firewall 104 is to implement the security
policy of the internal network 102.

[0016] The firewall 104 may be implemented by a properly configured computer, further details of which are shown
in Fig. 2. Fig. 2 shows firewall 104 comprising a processor 202 which controls the overall operation of the firewall 104.
Processor 202 is connected to input port 204, buffer 206, output port 208, program memory 210, and data memory
220. Program memory 210 and data memory 220 may be any type of well known computer storage device. In operation,
processor 202 controls the operation of the firewall 104 by executing computer program instructions stored in program
memory 210. Program memory 210 includes the following program modules: re-order module 212, filter module 214,
activity module 216, and conflict module 218. These modules contain computer program code which, when executed
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by processor 202, implements a packet filter in accordance with the present invention. It is to be understood that the
program modules shown in program memory 210 are high level representations of functional computer program mod-
ules. In various implementations, these modules could include program source code, object code, or a combination of
source and object code. These modules will be discussed in further detail below. Of course, a computer implementing
a firewall would have other well known components as well. Such other components are not shown in Fig. 2 for clarity.
[0017] The operation of firewall 104 is as follows. When a data packet is received at firewall 104 from external network
106, the data packet is received at input port 204. The format of an exemplary data packet 302 is shown in Fig. 3. Data
packet 302 contains a header portion 304 and data portion 306. The header portion 304 contains the following fields:
protocol 308, source address 310, destination address 312, source port 314, and destination port 316. The protocol
field 308 indicates the protocol with which the current packet is being transmitted. For example, the protocol field 308
may indicate that the data packet 302 is being transmitted using the well known TCP/IP protocol. The source address
310 indicates the IP address of the source of the data packet 302. IP addressing is well known in data networking. IP
addresses are 32 bits, and are most commonly represented in a dotted notation as 4 integers, each between 0 and
255, and each separated by a dot (e.g. 125.180.104.4). The destination address 312 indicates the |P address of the
destination of the data packet 302. The source port 314 indicates the port number of the source computer. A port
number is an integer between 0 and 65,535, and generally is associated with an application that runs on a particular
machine. For example, web servers are typically associated with port number 80. The destination port 316 indicates
the port number of the destination computer. The data portion 306 of the packet 302 contains the payload of the packet
which will be used by an application executing on the destination computer.

[0018] Upon receipt of the data packet at input port 204, the data packet 302 is stored in buffer 206 while the processor
202 executes the filter module 214 in order to apply the filter rules 222 stored in data memory 220 against the received
data packet. The filter module 214 applies the rules to the received data packet in sequential order. The first rule that
matches the data packet is the rule which will decide whether the data packet is allowed or denied. Once a rule matches
the data packet, there is no need to apply the remaining rules.

[0019] An example of a rule set which would be stored as rules 222 is shown in Fig. 4. As shown in Fig. 4, each rule
has a sequence number, which indicates the order in which the rules will be applied against an incoming data packet.
Each rule also has fields indicating protocol, source address, destination address, source port, destination port, and
an action. Each rule indicates the action to be taken when a data packet is received which matches the information in
the rule's fields. A packet is said to match the rule if the header information in the packet falls within the defined ranges
of values in the above described fields. For example, rule number 1 indicates that any packet received using the TCP
protocol with a source address of 125.30.20.200 is to be denied (i.e. blocked), regardless of the contents of the other
fields of the packet. The "+" in a rule field indicates a wildcard which will match any value. Rule number 2 indicates
that any packet received using the TCP protocol with a source address in the range 135.180.104.4 t0 135.180.104.225,
a destination address in the range 135.180.204.4 to 135.180.204.255, a source port in the range 1024-65535, and a
destination port of 80 is to be allowed (i.e. passed to its destination). Rule number 3 indicates that any packet received
usingthe TCP protocol from a source address in the range 125.180.100.0-125.180.100.255 isto be allowed, regardless
of the values in the other fields. Finally, rule number 4 indicates that all data packets are to be denied. Since rules are
applied in sequential order, rule number 4 will only be applied if none of the rules 1-3 match the incoming data packet.
The inclusion of a rule such as rule number 4 is common practice in firewalls and implements a security policy that all
packets are denied unless specifically allowed. As would readily be recognized by one skilled in the art, a wide variety
of security policies may be implemented by storing different rule sets as rules 222 in data memory 220. It is also noted
that the action indicated in a rule may be something other than allow or deny. For example, it is possible that an action
indicates that packets matching the rule be forwarded to some other location for further processing.

[0020] Thus, while the received data packet is stored in buffer 206, processor 202 sequentially applies rules 222 to
the data packet until a rule matches the data packet. If the matched rule indicates that the data packet is to be allowed,
then the packet is transferred to output port 208 and is allowed to pass to the internal network 102. If the matched rule
indicates that the data packet is to be denied, then the packet is deleted from the buffer 206 and is thus not allowed
to pass to the internal network 102. It is noted that although the rules are applied in sequential order, they will not
necessarily be stored internally in data memory 220 in that sequential order. For various reasons, the internal repre-
sentation of the rules may be different from the logical representation shown in fig. 4. However, regardless of the internal
representation, each rule will be associated with a sequence number or other indication of order of evaluation (e.g.
priority), such that the filter module 214 will apply the rules 1o a received data packet in a given sequence.

[0021] Asthe number of stored rules 222 increases, the performance of the firewall 104 generally degrades because
it takes longer to apply the rules to each incoming data packet. The present invention solves this performance problem
by re-ordering the stored rules 222 such that rules which are more likely to match incoming data packets are placed
earlier in the sequential order (i.e. assigned a lower sequence number). This improves the performance of the firewall
because once a rule is matched, the remaining rules are not applied, thus avoiding the processing time required to
apply those remaining rules. If rules which are more likely to match data packets can be moved earlier in the rules
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sequence, performance of the firewall will improve.

[0022] However, prior to re-ordering the rules, it must be determined which rules may be re-ordered without having
an affect on the overall security policy of the firewall 104. Due to the nature of the rules and the sequential application
of the rules to received data packets, certain re-orderings may result in a change in the overall security policy. Such
re-crderings must be prevented. For example, referring to the example rule set of fig. 4, rule number 4 could not be
swapped with rule 1, because such a swap will result in rule number 4 being applied first. Since rule number 4 indicates
that all data packets are to be denied, placing it first in the rules sequence would result in all data packets being denied.
None of the other rules would be reached to allow the data packets to pass. Therefore, it is necessary to determine
which rules may be re-ordered while still maintaining the security policy of the firewall.

[0023] In order to determine which rules may be re-ordered, conflict module 218 is executed by processor 202. The
conflict module analyzes the rule set 222 to determine whether pairs of rules are in conflict such that the swapping of
the pair would result in a change in the security policy. Generally, two rules are said to conflict with each other if at
least one data packet could match either one of the rules and the actions of the rules are not the same. In the embod-
iment described herein, the conflict algorithm to determine whether a Rule-A conflicts with a Rule-B is as follows:

If ACTION of Rule-A is not the same as ACTION of Rule-B then

if the PROTOCOL of Rule-A does not intersect with the

PROTOCOL OF Rule-B then
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if the SOURCE ADDRESS of Rule-A does not intersect

with the SOURCE ADDRESS of Rule-B then

if the DESTINATION ADDRESS of Rule-A does not
intersect with the DESTINATION ADDRESS of Rule-

B then

if the SQURCE PORT of Rule-A does not

intersect with the SOURCE PORT of Rule-B

then
if the DESTINATION PORT of Rule-A
does not intersect with the
DESTINATION PORT of Rule-B then
no conflict between Rule-A
and Rule-B
else
else

else
else
else
conflict between Rule-A and Rule-B.

else

no conflict.

[0024] In accordance with the algorithm, a particular of a rule is said to intersect with a particular field of ancther rule
if there is any intersection in the range of values of the two fields. For example, with respect to fields which contains
IP addresses, the fields will intersect if there is any overlap between the addresses. For example, an IP address field
containing the address range 123.30.20.100 intersects with an IP address field containing the address range
123.30.20.70 - 123.30.20.150 in the address range 123.30.20.70 - 123.30.20.100. For example, the IP address
123.30.20.85 would fall within both ranges. Thus, in accordance with the algorithm, if the actions of two rules are
different, and if the there is an intersection in any of the fields of the two rules, then the rules conflict. Otherwise, the
rules do not conflict. Ot course, one skilled in the art could modify the above algorithm in order to detect the conflict
between rules with a different set of fields. Such an algorithm would analyze each field of each rule to determine if
there were an intersection. |fthere is any intersection, and if the action of the two rules is different, then the rules conflict.
[0025] It is noted that the conflict module 218 is executed once when the rule set 222 changes (i.e. a rule is added
or deleted). The results of the execution of the conflict module 218 are stored in data memory 220 as conflict data 226
which indicates, for every possible pair of rules, whether that pair conflicts. In one embodiment, a two-dimensional
conflict table such as conflict table 500 shown in Fig. 5 could be stored as conflict data 226 as a result of the execution
of conflict module 218. For each pair of rules, the intersection point in the conflict table 500 indicates whether the rules
are in conflict (C) or not in conflict (NC). For example, the intersection of row 3 and column 2 in conflict table 500
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contains NC indicating that rule 3 and rule 2 do not conflict. If a rule is added, only the interaction of the new rule with
the other rules needs to be checked with the conflict module 218. The interaction of the other rules will not change. It
is noted that the conflict table 500 is symmetrical in that the intersection of column x and row y will contain the same
value as the intersection of column y and row x. As such, only half of the table needs to be stored in conflict data 226
in data memory 220. However, the entire table is shown in Fig. 5 for purposes of this description.

[0026] Returning now to the re-ordering of rules, as was stated above, in accordance with the invention, the per-
formance of a packet data filter is improved by re-ordering the stored rules 222 such that rules which are more likely
to match incoming data packets are placed earlier in the sequential order. In accordance with one aspect of the inven-
tion, the decision as to which rules are more likely to maich incoming data packets is made with reference to past
history of the firewall 104. In one embaodiment, this past history is a record of the number of times each rule has matched
an incoming data packet. In accordance with this embodiment, during operation of the firewall 104, an activity module
216 dynamically maintains a running count of the number of times each rule matched an incoming packet. This count
is stored as a table in the history section 224 of data memory 220. The table associates a count with each rule. Thus,
rules associated with higher counts matched incoming packets more often than rules associated with lower counts. It
is noted that the counts can periodically be reinitialized to zero.

[0027] The re-ordering of the rule set 222 may be performed periodically (e.g. every 30 minutes), may be initiated
by a system administrator, or may be initiated by the firewall 104 based on certain operating parameters of the firewall
104. For example, the firewall 104 may initiate a re-ordering when the performance of the firewall 104 drops below a
certain predetermined threshold. The re-ordering is performed by the re-order module 212 by swapping rules having
a lower count in history section 224 with rules having a higher count in history section 224. This results in rules which
matched data packets more often being placed earlier in the sequential ordering.

[0028] One algorithm for swapping rules is as follows.

For i 1 to N

While J > 0

If match count for Rule J > match count for Rule J-1

then

if Rule J does not conflict with Rule J-1 then

Swap Rule J with Rule J-1.

J =J - 1.

This algorithm attempts to move the rules with a higher match count earlier in the sequence of rules. One constraint
of the re-ordering of rules is that rules are only swapped if doing so will not change the overall security policy of the
rule set (i.e. the rules do not conflict). While this algorithm uses a well known bubble sort type of algorithm, one skilled
in the art could readily implement various types of re-ordering algorithms.

[0029] One benefit of the present invention is that the filter rules are re-ordered based on the activity of the firewall.
As such, the firewall is dynamically adaptable to changing operating conditions. As an example, one type of attack on
a computer system is known as a denial of service attack, which is aimed at reducing the availability of network ele-
ments. One technique for mounting such an attack is to continuously transmit packets to a network, which packets are
known to be blocked by the network's firewall. If the rule which rejects such packets is late in the sequential ordering
of rules, then every time such a packet is received by the firewall, the firewall must apply many rules before rejecting
the packet. For example, if the rule which will eventually reject the data packet is rule number 100, then each time
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such apacket is received, the firewall must apply 100 rules prior to rejecting the packet. By sending many such packets,
an attacker may seriously impair the performance of the firewall.

[0030] The present invention can improve the performance during a denial of service attack as follows. If an attacker
is continuously sending packets which are rejected by rule number 100, then the match count for rule number 100 will
increase quickly. Further, since one of the parameters for initiating a re-ordering of rules is the performance of the
firewall, then a denial of service attack will substantially degrade the performance such that a re-ordering will be initiated.
At such time, since the match count of rule 100 will be high, the re-ordering module will attempt to move rule 100 earlier
in the sequential ordering. For example, if the rule were moved to rule 5, then further receipt of the attacking packets
will result in the packets being blocked after only 5 rules, rather than 100, an improvement of 95%.

[0031] It is to be understoad that although the invention has been described in the context of a firewall implemented
in a network as shown in Fig. 1, the principles of the present invention may also be implemented in a personal computer
configured to filter data packets received from a data network. In one well known configuration, a personal computer
is connected to the Internet using a modem and a dial-up connection to the Internet via the telephone network. Since
it is often desirable to limit the Internet sites which a user of a personal computer may access, there are various filter
programs available which filter incoming data packets based on filtering rules. The principles of the present invention
may be implemented in such a personal computer. Such an embodiment of the invention is shown in Fig. 6 as personal
computer 800. Personal computer 600 includes a processor 610 connected to A modem 612 which is used to establish
a connection to a data network, such as the Internet. In one embodiment, the computer 600 executes a browser program
604 which allows the computer 600 to communicate with World Wide Web (WWW) sites and to receive information
from such sites. In accordance with the invention, the computer 600 also includes a packet filter program module 6086,
which contains a re-order module, filter module, activity module, and intersection module, which operate to implement
a packet filter as described above. Also, the computer 600 contains data memory 608 including rules, history, and
conflict data, also as described above. A user of the computer 600 interacts with the computer 600 via keyboard 614,
graphical input device 618 (e.g. mouse), and display 616 in a conventional manner. In operation, a user of computer
600 may request information from the Internet, and the packet filter module 606 will operate as described above in
order to filter data packets in accordance with stored filter rules. The filter rules may be re-ordered to improve the
performance of the packetfilter, as long as such re-ordering does not change the overall security policy of computer 600.
[0032] It is noted that network routers may optionally be configured to filter data packets in a manner similar to that
described above in connection with firewalls. Thus, the principles of the present invention may be implemented in a
network router which is configured for data packet filtering.

[0033] The foregoing Detailed Description is to be understood as being in every respect illustrative and exemplary,
but not restrictive, and the scope of the invention disclosed herein is not to be determined from the Detailed Description,
but rather from the claims as interpreted according to the full breadth permitted by the patent laws. It is to be understood
that the embodiments shown and described herein are only illustrative of the principles of the present invention and
that various modifications may be implemented by those skilled in the art without departing from the scope and spirit
of the invention.

Claims
1. A method for operation of a data packet filter which implements a security policy by filtering data packets by se-
quentially evaluating a plurality of ordered rules, said method comprising the step of:
automatically re-ordering said ordered rules.
2. The method of claim 1 wherein said step of re-ordering is based on prior activity of said data packet filter.
3. The method of claim 2 further comprising the step of:
dynamically maintaining, during operation of said data packet filter, match data indicating the number of times
each of said rules is matched by a data packet; and

wherein said step of re-ordering is based on said match data.

4. The method of claim 3 wherein said rules are re-ordered such that rules which are matched more often are eval-
uated earlier.

5. The method of claim 1 wherein said step of automatically re-ordering is performed periodically.

6. The method of claim 1 wherein said step of automatically re-ordering is performed when the performance of said
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data packet filter falls below a threshold.

The method of claim 1 wherein said step of re-ordering is performed by swapping pairs of rules, said method further
comprising the step of:
determining pairs of rules which can be swapped without changing said security policy.

The method of claim 7 wherein said step of re-ordering is performed such that said security policy is not changed.

The method of claim 7 wherein said step of determining further comprises the step of determining the intersection
of fields of pairs of said rules.

A data packet filter for implementing a security policy comprising:

a memory for storing a plurality of ordered rules;
a filter module for sequentially applying said rules to received data packets; and
a re-ordering module for re-ordering said ordered rules.

The data packet filter of claim 10 wherein said memory further stores information representing past activity of said
data packet filter and wherein said re-ordering is based on said past activity.

The data packet filter of claim 11 wherein said information representing past activity comprises match data indi-
cating the number of times each of said rules is matched by a data packet.

The data packet filter of claim 12 further comprising:
an activity module for dynamically maintaining said match data.

The data packet filter of claim 10 further comprising:
a conflict module for determining pairs of said rules which can be swapped without altering said security policy.

The data packet filter of claim 14 wherein said re-ordering module only swaps pairs of rules which can be swapped
without altering said security

The data packet filter of claim 14 wherein said conflict module determines pairs of said rules which can be swapped
without altering said security policy by determining the intersection of fields of pairs of rules.

A computer readable medium storing computer program instructions which are executable on a computer system
implementing a data packet filter, said computer program instructions comprising instructions defining the steps of:

filtering received data packets by sequentially applying a plurality of ordered rules, said rules defining a security
policy; and
automatically re-ordering said ordered rules.

The computer readable medium of claim 17 wherein said computer program instructions further comprise instruc-
tions defining the steps of:
re-ordering said rules based on prior activity of said computer system.

The computer readable medium of claim 18 wherein said computer program instructions further comprise instruc-
tions defining the steps of:

dynamically maintaining, during operation of said computer system, match data indicating the number of times
each of said rules is matched by a data packet; and
re-ordering said rules based on said match data.

The computer readable medium of claim 19 wherein said computer program instructions further comprise instruc-
tions defining the steps of:

re-ordering said rules such that rules which are matched more often are applied earlier.

The computer readable medium of claim 17 wherein said computer program instructions further comprise instruc-
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tions defining the step of:
periodically automatically re-ordering said rules.

The computer readable medium of claim 17 wherein said computer program instructions further comprise instruc-
tions defining the step of:
automatically re-ordering said rules when the performance of said computer system falls below a threshold.

The computer readable medium of claim 17 wherein said computer program instructions further comprise instruc-
tions defining the step of:
determining pairs of rules which can be swapped without changing said security policy.

The computer readable medium of claim 23 wherein said computer program instructions further comprise instruc-
tions defining the step of:
re-ordering said rules by swapping only those rules which may be swapped without changing said security

policy.

The computer readable medium of claim 23 wherein said computer program instructions further comprise instruc-
tions defining the step of:

determining pairs of said rules which can be swapped without changing said security policy by determining
the intersection of fields of pairs of rules.

A firewall for filtering data traffic between a first network and a second network comprising:
an input port for receiving data packets;
a memory storing a plurality of ordered rules defining a security policy of said firewall;
a filter module for sequentially applying said ordered rules to received data packets; and

a re-order module for automatically re-ordering said plurality of rules.

The firewall of claim 26 further comprising:
a conflict module for determining whether pairs of rules can be swapped without altering said security policy.

The firewall of claim 27 wherein said conflict module determines whether pairs of rules can be swapped without
altering said security policy by determining the intersection of fields of pairs of rules.

The firewall of claim 27 wherein said re-order module only swaps pairs of rules which can be swapped without
altering said security policy.

The firewall of claim 26 further comprising an activity module for dynamically maintaining activity information about
the operation of said firewall.

The firewall of claim 30 wherein said activity information comprises match data indicating the number of times
each of said rules is matched by a data packet.

The firewall of claim 30 wherein said re-order module re-orders said plurality of rules based on said activity infor-
mation.
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DESCRIPTION
METHODS, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR
NETWORK FIREWALL POLICY OPTIMIZATION

RELATED APPLICATIONS
This application claims the benefit of U.S. Provisional Patent Application
Serial No. 60/665,664, filed March 28, 2005; the disclosure of which is

incorporated herein by reference in its entirety.

GOVERNMENT INTEREST
This invention was made with Government support under Grant No. DE-
FG02-03ER25581 awarded by U.S. Department of Energy, Mathematical and
Computational Information Sciences Division. The Government has certain

rights in the invention.

TECHNICAL FIELD
The subject matter described herein relates to optimizing polices for
network firewalls. More particularly, the subject matter described herein relates
to methods, systems, and computer program products for optimizing

performance of network firewalls.

BACKGROUND ART
Network firewalls remain the forefront defense for most computer
systems. Guided by a security policy, these devices provide access control,
auditing, and traffic control [3, 30, 31]. A security policy is a list of ordered

rules, as seen in Table 1, that defines the action to perform on matching

packets. For example, an accept action passes the packet into or from the
secure network, while deny causes the packet to be discarded. [n many
implementations, the rule set is stored internally as a linked list. A packet is
sequentially compared to the rules, starting with the first, until a match is found;
otherwise, a default action is performed [30, 31]. This is referred to as a first-
match policy and is used in many firewall systems including the Linux firewall
implementation iptables [25].
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Source Destination

No. | Proto. P Port IP Port | Action | Prab.
1 [ ubP 115 * - 80 | deny | 0.01
2 TCP 2. * 1.* 90 accept 0.02
3 ubpP * ¥ 1. * accept | 0.10
4 | TCP 2~ * 15 20 | accept | 0417
5 ubp  1* ¥ * * accept | 0.20
6 ¥ * - ¥ * deny | 0.50

Table 1: Example Security Policy Consisting of Multiple Ordered Rules

Traditional firewall implementations consist of a single, dedicated
machine, similar to a router, that sequentially applies rules to each arriving
packet. However, packet filtering represents a significantly higher processing
load than routing decisions [24, 29, 31]. For example, a firewall that
interconnects two 100 Mbps networks would have to process over 300,000
packets per second [30]. Successfully handling these traffic loads becomes
more difficult as rule sets become more complex [4, 22, 31]. Furthermore,
firewalls must be capable of processing even more packets as interface speeds
increase. In a high-speed environment (e.g. Gigabit Ethernet), a single firewall
can easily become a bottleneck and is susceptible to DoS attacks [4, 9, 13, 14].
An attacker could simply inundate the firewall with traffic, delaying or preventing
legitimate packets from being processed.

One approach to increase firewall performance focuses on improving
hardware design. Current research is investigating different distributed firewall
designs to reduce processing delay [4, 9, 22], and possibly provide service
differentiation [11]. Another approach focuses on improving performance via
better firewall software [6, 7, 12, 16, 17, 24]. Similar to approaches that
address the longest matching prefix problem for packet classification [8, 10, 25,
28], solutions typically represent the firewall rule set in different fashions (e.g.
tree structures) to improve performance. While both approaches, together or
separate, show great promise, each requires radical changes to the firewall

system, and therefore are not amenable to current or legacy systems.
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Accordingly, there exists a need for improved methods, systems, and

computer program products for network firewall policy optimization.

SUMMARY

The subject matter described herein includes methods, systems, and
computer program products for network firewall policy optimization. According
to one method, a firewall policy including an ordered list of firewall rules is
defined. For each rule, a probability indicating a likelihood of receiving a packet
matching the rule is defined. Neighboring rules are sorted in order of non-
increasing probability in a manner that preserves the firewall policy.

As used herein, the term “firewall” refers to a logical entity that is
adapted to filter packets at the ingress and/or egress portions of a network
based on a policy. The term “firewall” is intended to include systems that block
packets from entering or leaving a network and systems that perform intrusion
detection and intrusion protection functions for packets entering or leaving a
network. Thus, the methods and systems described herein for firewall policy
optimization can be used to optimize policies for intrusion detection and
intrusion protection firewalls.

The subject matter described herein includes a method to improve
firewall performance and lower packet delay that can be applied to both legacy
and current systems. [n one implementation, a firewall rule set may be re-
ordered to minimize the average number of rule comparisons to determine the
action, while maintaining the integrity of the original policy. Integrity is
preserved if the reordered and original rules always arrive at the same resulit.
To maintain integrity, a firewall rule set may be modeled as a Directed Acyclical
Graph (DAG), where vertices are firewall rules and edges indicate precedence
relationships. Given this representation, any linear arrangement of the DAG is
proven to maintain the original policy integrity. Unfortunately, determining the
optimal rule order from all the possible linear arrangements is proven to be NP-
complete, since itis equivalent to sequencing jobs with precedence constraints
for a single machine [15]. Although determining the optimal order is NP-
complete, a heuristic will be described below to order firewall rules that reduces

the average number of comparisons while maintaining integrity. Simulation

-3-
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results show the proposed reordering method yields rule orders that are
comparable to optimal; thus, provides a simple means to significantly improve
firewall performance and lower packet delay.

The subject matter described herein for network firewall policy
optimization may be implemented using any combination of hardware, software,
or firmware. For example, the subject matter described herein may be
implemented using a computer program product comprising computer
executable instructions embodied in a computer readable medium. Exemplary
computer readable media suitable for implementing the subject matter
described herein include disk memory devices, chip memory devices,
programmable logic devices, application specific integrated circuité, and
downloadable electrical signals. In addition, a computer program product that
implements the subject matter described herein may be implemented using a
single device or computing platform or may be distributed across multiple

devices or computing platforms.

BRIEF DESCRIPTION OF THE DRAWINGS

Preferred embodiments of the subject matter described herein will now
be explained with reference to the accompanying drawings of which:

Figure 1A is a block diagram of a rule list Directed Acyclical Graph
(DAG) for the firewall rules in Table 1;

Figure 1B is a linear arrangement of firewall rules corresponding to the
original rule order;

Figure 2A is a policy DAG representing a reordered version of the
firewall rule set in Figure 1 after sorting;

Figure 2B is a policy DAG for the rule set illustrated in Table 1 illustrating
an optimal rule order;

Figure 3Ais a graph illustrating average numbers of packet comparisons
versus intersection percentage for different orderings of a firewall policy;

Figure 3B is a graph illustrating the percent difference in average
numbers of packet comparisons between sorted and optimal sortings of a

firewall policy;
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Figure 4Ais a graph of percent difference comparisons between original
and sorted versions of a firewall policy;

Figure 4B is a graph illustrating the performance impact of considering
rule intersection and actions in performing firewall rule sorting;

Figure 5A is a table illustrating a firewall policy before sorting;

Figure 5B is a table illustrating a sorted version of the firewall policy of
Figure 5A; ‘

Figure BA is a policy trie representation of the firewall policy of Figure 5B;

Figure 6B is a table representing the firewall policy of Figure 5A after
TCP and UDP sub-irie rotation;

Figure 7A is a policy trie illustrating the splitting of rule rs into rules rs,
and rsp;

Figure 7B is a table illustrating the firewall policy of Figure 5A after
splitting rule r5 into rules rs; and rsp;

Figure 8A is a graph illustrating firewall performance with and without
rule splitting;

Figure 8B is a graph illustrating locations and probabilities where splitting
is better; t

Figure 9A is a policy DAG of a firewall rule set;

Figure 9B is a policy DAG illustrating compression of rules rq and rs;

Figure 10A is a policy DAG of a firewall rule list;

Figure 10B is‘an original policy trie before sorting;

Figure 10C is a policy trie illustrating the firewall rules after rotating sub-
tries T4 and To;

Figure 11A is a policy DAG illustrating a firewall policy;

Figure 11B is a policy trie illustrating firewall rules of the policy before
sorting;

Figure 11C is a policy trie illustrating the firewall policy after exchanging
nodes ry and rz and nodes ry and rg;

Figure 11D is a policy trie illustrating the firewall policy after exchanging
sub-tries Tz and Ty;

Figure 11E is a policy trie illustrating the firewall policy after exchanging
sub-tries T1 and Ty,

Keysight, EX-1002

Page 660



WO 2006/105093 PCT/US2006/011291

10

15

20

25

30

Figure 12A is a policy DAG illustrating an original order for a firewall
policy;

Figure 12B is a policy DAG illustrating a sorted version of the firewall
policy of Figure 12A after exchanging neighbors;

Figure 12C is a policy DAG illustrating a sorted version of the firewall
policy after exchanging lists L1 including rules ri and rz and lists L, including
rules ro and ry;

Figure 13 is a flow chart illustrating exemplary steps for network firewall
policy optimization according to an embodiment of the subject matter described
herein;

Figure 14 is a block diagram illustrating exemplary components of a
system for firewall policy optimization according to an embodiment of the
subject matter described herein; and

Figure 15 is a block diagram illustrating a plurality of firewall nodes for
implementing a firewall policy according to an embodiment of the subject matter

described herein.

DETAILED DESCRIPTION OF THE INVENTION

Modeling Firewall Security Policies

As described above, a firewall rule set, also known as a firewall policy, is
traditionally an ordered list of firewall rules. Firewall policy models have been
the subject of recent research [1, 2, 16]; however, the primary purpose is
anomaly detection and policy verification. In contrast, the policy model
described in this herein is designed for firewall performance optimization and
integrity. Firewall performance refers to reducing the average number of
comparisons required to determine an action, while integrity refers to
maintaining the original policy intent. Although improving the worst-case
performance is important, it is not possible without changing the list-based

representation [1 6, 24].

Firewall Rule and Policy Models
In the examples described herein, a rule r is modeled as an ordered

tuple of sets, r= (1], 121, ..., Hk]). Order is necessary among the tuples since
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comparing rules and packets requires the comparison of corresponding tuples.
Each tuple /] is a set that can be fully specified, specify a range, or contain
wildcards ' in standard prefix format. For the Internet, security rules are
commonly represented as a 5-tuple consisting of: protocol type, IP source
address, source port number, IP destination address, and destination port
number [30, 31]. Given this model, the ordered tuples can be supersets and
subsets of each other, which forms the basis of precedence relationships. In
addition to the prefixes, each filter rule has an action, which is to accept or
deny. However, the action will not be considered when comparing packets and
rules. Similar to a rule, a packet (IP datagram) d can be viewed as an ordered
k-tuple d = (d[1], d[2], ..., d[K]); however, ranges and wildcards are not possible
for any packet tuple.

Using the previous rule definition, a standard security policy can be
modeled as an ordered set (list) of n rules, denoted as R = {ny, 1y, ..., ). A
packet d is sequentially compared against each rule r; starting with the first, until
a match is found (d = n) then the associated action is performed. A matchis
found between a packet and rule when every tuple of the packet is a subset of
the corresponding tuple in the rule.

Definition Packet d matches r; if
d = n iff dfl <rill, F1,..,k

The rule list R is comprehensive if for every possible legal packet d a

match is found using R. Furthermore, two rule lists R and R’ are equivalent if

for every possible legal packet d the same action is performed by the two rule
lists. If R and R’are different (e.g. a reorder) and the lists are equivalent, then
the policy integrity is maintained.

As previously mentioned, a rule list has an implied precedence
relationship where certain rules must appear before others if the integrity of the
policy is to be maintained. For example consider the rule listin Table 1. Rule ry
must appear before rules r; and rs, likewise rule rg must be the last rule in the
policy. If for example, rule rs- was moved to the beginning of the policy, then it
will shadow [2] the original rule r1. However, there is no precedence
relationship between rules r» and ry, given in Table 1. Therefore, the relative

ordering of these two rules will not impact the policy integrity and can be
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changed to improve performance. The present example assumes that the
original policy is free from any anomalies. Likewise, when a policy is reordered
to improve performance it should notintroduce any anomalies, which will occur
if precedence relationships are not maintained. As a result, a model is needed

to effectively represent precedence relationships.

Modeling Rule List Precedence Relationships

The precedence relationship between rules in a policy will be modeled as
a Directed Acyclical Graph (DAG) [23, 18]. Such graphs have been
successfully used to represent the relative order of individual tasks that must
take place to complete a job (referred to as a task graph model). Since certain
rules must appear before others to maintain policy integrity, this structure is well
suited for modeling the precedence of firewall rules. Let G = (R, E)be arule list
DAG for arule list R, where vertices are rules and edges L are the precedence
relationships (constraint). A precedence relationship, or edge, exists between
rules ri and n, if i < j, the actions for each rule are different, and the rules
intersect.

Definition The intersection of rule r; and r;, denoted as r; Nrjis -

nNn=n i og ), =1, ... k

Therefore, the intersection of two rules results in an ordered set of tuples that
collectively describes the packets that match both rules. The rules r; and r
intersect if every tuple of the resulting operation is non-empty. In contrast, the
rules ri and r; do not intersect, denoted as r A n, if at least one tuple is the
empty set. Note the intersection operation is symmetric; therefore, if n
intersects r, then r, will intersect .. The same is true for rules that do not
intersect.

For example consider the rules given in Table 1, the intersection of r;
and rs yields (UDP, 1.1.%,*, 1.*, 80). Again, the rule actions are not considered
in the intersection or match operation. Since these two rules intersect, a packet
can match both rules for example d = (UDP, 1.1.1.1, 80, 1.1.1.1, 80).
Furthermore, the actions of the two rules are different. Therefore, the relative
order must be maintained between these two rules and an edge drawn from ry

to rs must be presentin the rule list DAG, as seen in Figures 1A and 1B. More

-8-

Keysight, EX-1002

Page 663



WO 2006/105093 PCT/US2006/011291

10

15

20

25

30

_ particularly, Figure 1A illustrates a rule list DAG for the rules in Table 1. Figure

1B illustrates a linear arrangement of the rules in Figure 1A. In Figures 1A and
1B, the vertices represent rules, the circles represents an acceptrules, and the
squares represents deny rules. Edges that connect the vertices represent
precedence requirements. As can be seen from Figure 1B, because of the
edge between rules ry and rs, precedence between rules ry and rs must be
maintained. In contrast consider the intersection of rules r; and rs. These two
rules intersect, indicating packets belonging to the set (UDP, 1.%, *, 1.*, *) would
match both rules. However, it does not matter which of the two rules a packet
matches first, since the action is the same for both rules. Therefore, an edge
does not exist between rules r; and rs in the diagram. Similarly, rules r> and r4
do not intersect due to the fifth tuple (destination port). A packet cannot match
both rules indicating the relative order can change; therefore, an edge will not
exist between them.

The match operation can be used to identify precedence relationships,
but it cannot do so in every case. Consider a partial-match example [1], where
ra = (UDP, *, 80, 10.*%, 90, accept) and r, = (UDP, 10.%, 80, *, 90, deny). The
intersection of r, and ry is (UDP, 10.%, 80, 10.%, 90); therefore a packet, such as
d = (UDP, 10.10.10.10, 80, 10.10.10.10, 90), can match both rules. If ry
appears before r, then the packet d is accepted, but if r, occurs before r, then d
is rejected. As a result, the order of r, and r, in the original policy must be
maintained. However, the match operation is unable to identify the precedence
in this example. A partial match exists in between rules rs and rs in Table 1, but
as previously discussed an edge does not exist between the rules since the
actions are the same.

Using the rule list DAG representation a linear arrangement is sought
that improves the firewall performance. As depicted in Figure 1B, a linear
arrangement (permutation or topological sort) is a list of DAG vertices where all
the successors of a vertex appear in sequence after that vertex [23]. Therefore
it follows that a linear arrangement of a rule list DAG represents a rule order, if
the vertices are read from left to right. Furthermore, it is proven in the following

theorem that any linear arrangement of a rule list DAG maintains integrity.
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Theorem Any linear arrangement of a rule list DAG maintains integrity.

Proof Assume a rule list DAG G is constructed from the security policy R thatis
free of anomalies. Consider any two rules r; and rj in the policy, where i <j. If
an edge between ri and r; in G does not exist, then a linear arrangement of G
can interchange the order of the two rules. An edge will not exist if the rules do
not intersect; however, a reorder will not affect integrity since a packet cannot
match both rules. Shadowing is not introduced due to the reorder since the
intersection operation is symmetric. An edge will not exist if the two rules
intersect but have the same action; however, a reorder will not affect integrity
since the same action will occur regardless of which rule is matched first. If an
edge does exist between the rules, then their relative order will be maintained in

every linear arrangement of G; thus maintaining precedence and infegrity.

Rule List Optimization

As described above, it is important to inspect packets as quickly as
possible given increasing network speeds and QoS requirements. Using the
rule list DAG to maintain policy integrity, a linear arrangement is sought that
minimizes the average number of comparisons required. However, this will
require information not present in the firewall rule list. Certain firewall rules
have a higher probability of matching a packet than others. As a result, it is
possible to develop a policy profile over time that indicates frequency of rule
matches (similar to cache hit ratio). Let P = {p4, p2, --., pn} be the policy profile,
where p; is the probability that a packet will match rule /i (first match in the

policy). Furthermore, assume a packet will always find a match, >, pi = 1;

therefore R is comprehensive. Using this information, the average number of

rule comparisons required is

E[n]=3i p, (1)

i=l

For example, the average number of comparisons required for the rule set in
Table 1is 5.03.
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Given a rule list DAG G = (R, E) and policy profile P = {p4, p2, ..., pn} @
linear arrangement rt of G is sought that minimizes Equation 1. In the absence
of precedence relationships, the average number of comparisons is minimized
if the rules are sorted in non-increasing order according to the probabilities [26],
which is also referred to as Smith’s algorithm [27]. Precedence constraints
cause the problem to be more realistic; however, such constraints also make
determining the optimal permutation more problematic.

Determining the optimal rule list permutation can be viewed as job
scheduling for a single machine with precedence constraints [15, 21]. The
notation for such scheduling problems is a|B|y|S, where a is the number of
machines, £ is the precedence (or absence of) which can be represented as a
DAG, yis a restriction on processing time, and ¢ is the optimality criterion [15].
Determining the optimal rule order is similar to the 1|8]|1]2 ©C; scheduling
problem, or optimality criterion, where o is a weight associated with a job (for
example, importance) and C; is the completion time. As previously noted, the

1]|| > @ C; problem can be solved in linear time the using Smith’s algorithm [27],

which orders jobs according to non-decreasing 4 ratio, where {; is the
w

processing time of job j. In this case set ;=1 and o = p; Vi. However, Lawler
[19] and Lenstra et al. [21] proved 1|8]|1] 2 ©C;to be NP-complete via the linear
arrangement problem, which implies determining the optimal firewall rule order
is also NP-complete. Note, determining the number of possible permutations
has been proven to be NP-hard [5].

Theorem 1}8]|1]| X wC; o Determining the optimal order of a firewall rule list

Proof Consider the 1|g|1| 2 @C; problem. Each of n jobs J;, i € /, has to be
processed without preemption on a single machine that can handle at most one
job atatime. Foreachi e/, let w be the associated weight. Furthermore, let G
=(V, E) be a DAG that represents the precedence order of the jobs J;. Assume
the processing time of each job equals 1 time unit, the weights to be 0 <o <1
such that 3 © = 1, and B, which is G, to be a rule list DAG. In this case, the
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optimization criterion > o - C;is the same as . p; - i, which is given in equation
1. Clearly, the optimal firewall rule ordering problem has a solution if and only if
118]1] Z o C;i has a solution. Therefore, determining the optimal permutation of

firewali rules is NP-complete.

Exemplary Rule Sorting Algorithm

Although determining the optimal rule permutation was proven to be NP-
complete, reducing the average number of comparisons required to process a
packet remains an important objective. As previously discussed, a sorting
algorithm must maintain the precedence relationships among rules. Of course
an exhaustive search is possible if the number of rules is small (generate and
test all possible topological orders); however as prover{ in the previous section,
this is not feasible with a realistic rule list.

One exemplary algorithm starts with the original the rule set, then sorts
neighboring rules based on nonincreasing probabilities. However, an exchange
of neighbors should never occur if the rules intersect and have different actions.
This test preserves any precedence relationships in the policy. For example,
the following sorting algorithm uses such a comparison to determine if
neighboring rules should be exchanged. Note a; denotes the action associated

with the i rule.

done = false
while(!done)
done = true
for(i=1;i <n; i++)
if(pj < Pirq AND (r; &~ 11 OR gy == a,-+1))then
exchange rules, actions, and probabilities
done = false
endif
endfor
endwhile

Other sorting algorithms are possible if the completion time of the sort is
an issue; however, the method presented is easy to implement and only
requires a simple neighbor comparison. Assume the match probabilities for the
rule list given in Table 1. Applying the sorting algorithm to this rule list results in

the ordering depicted in Figure 2A, which has 10% fewer comparisons on
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average. However when using the algorithm, it is possible that one rule can
prevent another rule from being reordered. For example, rule ry prevents rule r5
from being placed closer to the beginning of the rule set. However, if both rules
r1 and rs are placed closer to the beginning of the policy while maintaining their
relative order, the average number of comparison will be further reduced, 15%
fewer. This is the optimal order for the 6 rule set, which is depicted in'Figure
2B. Although this simple sorting algorithm is unable to move groups of rules, it
can still improve the performance of the firewall system. Its effectiveness is

measured experimentally in the next section.

Experimental Results

In this section, the average number df rule comparisons required after
sorting the rules is compared with average number of comparisons required
using the original order and the optimal order. Note the optimal rule ordering
was determined via an exhaustive search. As a result, it was not feasible to
determine the optimal ordering once the number of rules equaled 15 given the
number of permutations to consider. Two different variations of the rule sorting
method described in the preceding section were implemented. The difference
between the methods was the comparison used to determine if neighboring
rules should be exchanged. The first sorting algorithm exchanged neighboring
rules if they were out of order and did not intersect. The if-condition was as

follows.

if (i< pi1 AND r; A riv1) then

Therefore, rule actions were not considered and the method will be referred to
as non-action sort. The second sorting method did consider the rule action (as
described in the preceding section) and will be referred to as action sort. The
comparison between the two sorting algorithms will indicate the importance of
considering rule actions when ordering rules.

In the first experiment, lists of 10 firewall rules were generated with
random precedence relationships. The match probability of each rule was
given by a Zipf distribution [20], which assigns probabilities according to the
rank of an item. For this simulation, the last rule had the highest probability
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which is consistent with most policies (last rules are more general). As a result,
the original order yields the worst average number of comparisons. The
intersection percentage measured the percentage of rules that intersect in the
policy. This metric gives a value for the dependency level in the policy;
however note, rule action is not considered when calculating this metric. Rules
were equally likely to have an accept or deny action and the results (average
number of rule comparisons) for a particular intersection percentage were
averaged over 1000 simulations.

Results of the first experiment are given in Figures 3A and 3B. More
particularly, Figure 3A is a graph illustrating the average number of packet
comparisons versus intersection percentage for the original rule sorting, the
non-action sort, the action sort, and the optimal sort. Figure 3B is a graph
illustrating the percent difference in the average number of comparisons
required between the sorted and optimal firewall policy configurations. The
average number of comparisons required was lower for the sorted and the
optimal lists when the intersection percentage was low, as seen in Figure 3A.
This was expected since there is a large number of possible rule permutations
(few edges in the DAG). When the intersection percentage approached 100%,
the values converged to the number required for the original list. This is due to
the limited number of possible rule orders, only one order in the extreme case.
The percent difference between the sorted and optimal order is shown in Figure
3B. At zero intersection percentage the sorted and optimal orders are equal,
since any ordering is possible. Similarly at an intersection percentage of 100,

the sorted and optimal orders are equal since only one order is possible.

. Between these two extremes, the action sorting algorithm remains close to the

optimal value. In contrast, the non-action sort had a maximum difference of
33%.

The benefit of rule sorting on larger policies is also of interest; however
as previously described, it was not possible to determine the optimal ordering
once the number of rules approaches 15. Therefore, the second experiment
used larger rule sets, but only compared the original order and the sorted
orders. The number of rules ranged from 10 to 1000, while the matching

probabilities and intersection percentages were the same as the previous
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experiment. The results of this experiment are depicted in Figure 4A. The
sorted rule sets always performed equal to or better than the original order,
while the action sort consistently performed better than the non-action sort. As
noted in the previous experiment, the percent difference is very large given few
intersections (e.g. 80% decrease for 1000 rules with 0% dependency), but
approaches zero as all the rules intersect. As the number of rules increases,
sorting is increasingly beneficial, although only at low intersection percentages.
The benefit of sorting drops more significantly as the intersection percentage
increases with larger rule sets. This is primarily due to the low matching
probabilities of each rule, which requires a complete reordering to have a
significant impact on the average number of comparisons. As a result, large
rule sets can benefit from sorting if the intersection percentage is low.

The impact of considering rule actions when sorting is illustrated in
Figure 4B. In this experiment lists of 1000 rules were generated, where the
intersection percentages ranged from 0% to 100% and the percentage of rules
with the same action varied from 50% to 100%. The performance of the action
sort to the original list was then compared. As the percentage of rules with the
same action increased, the percent difference (reduction) in the average
number of comparisons also increased. This is due to the increased number of
permutations possibie when the rule actions are increasingly the same (fewer
edges in the rule list DAG to consider). This is depicted in Figure 4B where a
policy with a 100% intersection percentage can significantly reduce the number
of comparisons (80% reduction) if all the rules have the same action. This
performance increase is not possible with the non-action sort. Therefore,
considering the rule action increases the number of possible rule orders,

thereby providing more possibilities to improve firewall performance.

Conclusions

Network firewalls enforce a security policy by comparing arriving packets
to a list of rules. An action, such as accept or deny, is then performed on the
packet based on the matching rule. Unfortunately packet filtering can impose

significant delays on traffic due to the complexity and size of rule sets.
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Therefore, improving firewall performance is important, given network Quality of
Service (QoS) requirements and increasing network traffic loads.

The sections above describe rule ordering methods to improve the
performance of network firewalls. Assumihg each rule has a probability of a
packet matching, firewall rules should be sorted such that the matching
probabilities are non-increasing. This reduces the average number of
comparisons and the delay across the firewall. However, a simple sort is not
possible given precedence relations across rules. It is common in a security
policy that two rules may match the same packet yet have different actions. It
is this precedence relationship between rules that must be maintained to
preserve integrity. The method described above uses Directed Acyclical
Graphs (DAG) to represent the precedence order rules must maintain. Given
this representation, a topological sort can be used to determine the optimal
order (minimum average number of comparisons); however, the examples
above prove this problem to be NP-complete (similar to job scheduling for a
single nonpreemptive machine with precedence constraints). As an alternative,
a simple sorting method was introduced that maintained the precedence order
of the rules. Simulation results indicate this method can significantly reduce the
average number of comparisons required and is comparable to optimal
ordering.

Several areas exist for future research in optimizing firewall rule lists.
The sorting method proposed above is based on a simple algorithm. Although
it can offer an improvement over the original rule order, algorithms that can
move groups of rules could provide a larger reduction in the average number of
comparisons. The effect of stateful firewalls should also be addressed in future
research. Security can be enhanced with connection state and packet audit
information. For example, a table can be used to record the state of each
connection, which is useful for preventing certain types of attacks (e.g., TCP
SYN flood) [30, 31]. The impact of such rules on the firewall needs to be
investigated and whether sorting can be done on-line to reflect temporal
changes. In addition, more research is needed to determine more accurate

probability distributions for packet matching and dependency percentages.
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Given this information, better algorithms can be designed and more realistic

simulations can be performed.

Trie-Based Network Firewall Optimization Methods and Rule Splitting
Overview

As described above, while assuring firewall policy integrity is critical,
performance is equally important given increasing network speeds and traffic
volumes. Firewall processing delay can be reduced via hardware as well as
policy optimization, where rules are manipulated to reduce the number of
comparisons. For a given firewall installation, it can be determined that certain
security rules have a higher probability of matching a packet than others. As a
result, it is possible to develop a policy profile over time that indicates frequency
of rule matches (similar to cache hit ratio). Given this information, trie-based
methods are described herein to minimize the average number of comparisons
required per packet. Although most firewall systems still utilize an ordered list
representation, the proposed enhancements still are applicable to current
firewall systems since a policy trie can be converted into an ordered list using

an inorder traversal.

Rule Sorting

As described above, rule sorting of neighboring rules based on
ascending probabilities in a manner that considers rules intersection and rule
actions can be used to improve firewall performance by reducing the number of
packet comparisons. The methods described above use Directed Acyclic Goal
Graphs (DAGSs) to represent firewalls. The methods described in this section
will use the rule sorting algorithms in combination with policy trie
representations to perform sorting of groups of rules in a manner thatimproves
firewall performance.

In this example, it is assumed that a security policy contains a list of n
ordered rules, {r, rz, ..., r»}. In addition, let p; represent the probability that a
packet will match rule i (first match in the policy). Therefore, the policy is

I

comprehensive, which means every packet will have a match, if ¥, p; = 1.
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Using this information, the average number of rule comparisons required can

be calculated as

Eln]=2ip
i=1

The average number of comparisons is minimized if the rules are sorted in non-
ascending order according to the probabilities. However, this can only be
achieved if the sorting algorithm considers the probabilities and whether one
rule is a superset of another. For example, sorting algorithms must use the
following comparison to determine if neighboring rules should be interchanged
Note, a; denotes the action associated with the i rule.

if (pi < pir1 AND r; A riv1 OR a; == aj.¢)) then

Sorting rules in this fashion can have positive impact on the average
number of comparisons required. Figure 5A is a table illustrating a firewall
policy prior to rule sorting. The expected number of comparisons for the policy
of Figure 5A is 4.26 comparisons per packet. Figure 5B is a table illustrating
the firewall policy of Figure 5A after sorting using the above-described
algorithm. In Figure 5B, the expected number of comparisons per packet has
been reduced to 3.94. Thus, using the method described above, the number of
comparisons per packet can be reduced by 8%.

However, it can be seen from Figures 5A and 5B that one rule can
prevent another rule from being reordered. For example in Figure 5B, rule ry
prevents rule r; from being placed closer to the beginning of the rule Set.J
However, if both rules ry and ry are placed closer to the beginning of the policy
while maintaining their relative order, the average number of comparison will be
reduced.

To solve this problem, rule sets can be sorted a using policy tries. First,
the rule list is converted into an equivalent policy trie. Each sub-trie will have an

associated probability p that is average probability (hit-ratio) of the rules

comprising the sub-trie. Sub-tries can be rotated around their parent node to
increase performance, using the method described earlier. Since the policy trie

(or equivalent rule set) is tested from left to right, rotation should occur if the
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probability of the right sub-trie is greater than the left sub-trie. As a result, the
average number of comparisons required will be reduced and the policy
integrity is maintained. Figure 6A is a trie representation of the rules in Figure
5B. Figure 6B is a table representing resulting rule set after rotating the TCP
and UDP sub-tries. The TCP sub-trie in Figure 6A has an expected packet
matching probability of 0.095 while the UDP sub-trie has an expected packet
matching probability of 0.155. Thus, the UDP sub-trie and the TCP sub-trie
should be rotated so that the UDP sub-trie becomes the left sub-trie and the
TCP sub-trie becomes the right sub-trie. In the table illustrated in Figure 6B,
which lists the ordering of the rules after rotating the sub-tries, the average
number of comparisons per packets has been reduced to 3.70.

Rule Splitting

Rule splitting takes a general rule and creates more specific rules that
collectively perform the same action over the same set of packets. Here, rule
splitting is used to reduce the average number of comparisons. For example in
Figure 7A, rule rs is split into two separate rules, rs; for UDP and rs, for TCP.
Figure 7B is a table corresponding to the policy trie of Figure 7A. Once the
rules are positioned based on their probabilities and their relation to other rules,
the average number of rule comparisons is reduced to 2.98 (after sort, trie
rotation, and splitting) which is a 30% less.

It many not be advantageous to split a general rule since it adds another
rule to the policy. For example, assume a policy contains 20 rules where the

first 19 rules have the same probability. Assume the last rule can be split and
the new specific rule has a probability that is % of the last rule. The impact of

the probability of the last rule and the location of the new split rule, m, is
depicted in Figures 8A and 8B. More particularly, Figure 8A is a graph
illustrating the average number of comparisons for firewalls with and without
rule splitting. Figure 8B is a grabh illustrating average number of comparisons
versus different locations of the new rule and probabilities. The average
number of comparisons is reduced as the split rule is located closer to the first

rule (surface decreases as m approaches one). Furthermore, splitting yields
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better results when the general rule has a high probability. However as
illustrated in Figure 8B, the closer the specific rule is to the location of the
original rule the average number of comparisons increases, which is the penalty
of adding one more rule to the policy.

The effect of splitting a single rule can be described mathematically as
follows. Consider nrules where rule r, can be splitinto rules r,, s and n,r (whose
union is the original rule). In addition, assume the split rule r, s will be located at
the m" position (1 <m < n), while rule r,, will remain at the n" location. The
goal is to determine the best location m, which yields a lower average number
of comparisons as compared to the original rule set. This can be defined
mathematically in the following formula.

=1 n—1

zi.pi > Zi'pi +7n.pn,l +Z(i+1).p1 +(n+]').pn,l‘

i=l i=l i=m
The left side of the inequality is the average number of comparisons for the
original rule set. The right hand side of the inequality is the average number of
comparisons with the specific rule at location m. If it is assumed that the rules
located between mand n have an equal probability (denoted as p) the previous

equation can be solved for m.

n-p—n-p, +(n+1)-p,,’,.
p_pn,l

m<

The new rule must be located between the first and m”: however, its final
location will depend on the relationship with the other rules (cannot be placed
before any rule for which itis a superset). This result can be applied iteratively

to multiple rules and repeatedly to the same rule.

Rule Optimization for QoS

In the preceding sections, optimizing the entire security policy has been
discussed. However, it may be desirable to optimize the rules for a certain type
of traffic, in order to reduce the average number of comparisons this traffic

encounters. This can be done by organizing the policy trie via traffic
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classification, then optimizing the sub-tries. The resultis an ordering where the

rules for the most important traffic are tested first.

Network Firewall Optimization Using Rule Compression

Another method for network firewall optimization is referred to as rule
compression. Given a security policy R, one objective in optimizing firewall
performance is to reduce number of rules in the policy while maintaining the
original integrity. A method for reducing the number of rules called rule
compression, which combines and replaces two rules in the policy will now be
described. Although compression does reduce the number of rules, it can only
be done if the integrity of the original policy is maintained.

Consider two rules r; and r;in policy R, where r; appears before ri. The
two rules can be compressed if and only if the following conditions are true

1. The two rules intersect, rr N ;= 0 (an edge between r; and r;

exists in the policy DAG) (Tuples that are proper subsels and
supersets are considered. Compression may still occur if the
rules do not intersect or are adjacent in the set space, the
resulting rule may contain ranges.)

The action of r;and r; is the same.

Rule rjis not dependent on any rule r, that is directly or indirectly
dependent on r; (only one path from r; to r; exists in the policy
DAG).

The result of compression is a new rule, r;; whose tuples are the union of
the corresponding tuples of rules r; and r;. The new rule r;; replaces both r; and
rjin R; however, the location of r;; in R may require the relocation of other rules.
Let D; be the ordered set of rules that appear after r; that directly or indirectly
depend upon 1. The new rule is placed at the original location of r;in R and the
rules D; are placed before ry;.

For example, consider the policy given in Table 2. It is possible to
compress rules ry and r5, creating the new rule ry ; =[TCP, *, *, 2.%, *, accept].
The ordered set D; in this example consists of the rules r; and ry. As a result,
the new rule ry,5 is placed at the original location of r; while the rules in D; are

placed before the new rule. Figures 9A and 9B respectively illustrate the
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compressed.

Source Destination
No. Proto. IP Port IP Port Action

T [TCP 145 " 22%  * | accept
2 | TCP 1~ * * 80 | deny
3 | TCP 33F * * 80 | accept
4 | TCP 3¢ * g - deny
5 | TCcP * * 290 | accept

Table 2: Example Policy Consisting of Multiple Ordered Rules

Theorem Compressing rules r; and r; of policy R will maintain integrity if the

three conditions are met and method described is used.

Proof Before r;and r; are compressed, relocate the rules D;immediately before
riand D;. This relocation will maintain integrity due to the third requirement for
compression (no rule in D; can be dependent on any rule in D;). Now place Iy
directly after r;. This relocation will not affect integrity since no rule in D; can
have an edge to r; (again, due to the third condition). Compressing the
neighboring rules r; and r; creates r;; . This does not affect integrity since the
resulting rule only matches the packets that match r; or rjin the original policy.
Therefore, the resuit is the compression of rule r; and r;, and the integrity of the

policy is maintained.

Determining if Compression Should Occur

Although compression may be possible, it may not improve the
performance of the policy due to the relocation of rules. Compression should
only occur if the average number of comparisons required for the new policy R;

is less than the original policy R; therefore, E[R.] < E[R).
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Firewall Rule Sub-Trie and Sub-List Ordering
Policy Sub-Trie Ordering

Additional methods for firewall optimization are referred to as firewall
sub-trie and sub-list ordering. Given a policy trie T, it may be desirable to order
all sub-tries such that the average number of tuple comparisons is reduced and
policy integrity is maintained. Consider a policy trie T that contains sub-tries 7;
and T; having the same parent node, as seen in Figures 10A-10C. Let P;
denote the sum of the probabilities of the rules contained in sub-trie i, while C;
denotes the number of comparisons required to completely traverse sub-trie i
(which is equal to the number of branches). In order to reduce the average
number of tuple comparisons, sub-tries that share the same parent node should

be ordered such that the following two conditions are observed.

1. Sub-tries that share a parent node are ordered such that the P;
values are non-ascending (higher match probabilities occur first,
from left to right).

2. If sub-tries that share a parent node have the same probability (P;
equals P;), then order the sub-tries such that the C; values are
non-descending (sub-tries consisting of fewer comparisons occur

first, from left to right).

These conditions are recursively applied throughout the policy trie as seen in
Figures 11A-11D. However, these conditions do not necessarily maintain policy
integrity.

Consider a group of n sub-tries that share the same parent node that are
numbered sequentially from left to right. Consider any two non-intersecting
sub-tries T; and Ty in this group that are out of order. If two sub-tries do not
intersect, denoted as T; /» T;, then no rule in one sub-trie will intersect with any
rule in the other sub-trie, rx A n, Ve € T;, Vi e T;. The following integrity
condition must be observed when reordering the sub-tries. The two sub-tries
can be exchanged (rotated about the parent) if and only the sub-tries T;through
Tirk-1do not intersect with T, and the sub-tries Tj.; through Ty do not intersect
with 7, Similar to finding the linear sequence of a policy DAGs, these
conditions maintain the policy trie integrity. This is observed in Figure 10A,
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where no edge exists between any rule in T; and T.. More particularly, Figure
10A is a policy DAG of a six-rule firewall list. Figure 10B is a policy trie
representation of the firewall rule list represented by Figure 10A. In Figure 108,
the average number of tuple compares required per packet is 5.5. Figure 10C
illustrates the policy trie after rotating sub-tries T7 and T.. In Figure 10C, the
average number of tuple compares required is 4.5. In Figures 1OA-1QC, the

following probabilities are assumed:

P:=0.5
Ci=4

P> =0.5; and
Cy=2.

The average number of tuple comparisons is an estimate based on the longest
trie path. ‘
Using the conditions for comparing and ordering, the following sorting

algorithm sorts neighboring sub-tries that share the same parent node.

m=aparentnodein T
done = false
while(Idone)
done = true
for each sub-trie T; having parent m AND a right neighboring sub-trie
if((Pi < Py AND (Pi == Pi+1 AND Ci > Ci+1)) AND T; A Ti+1) then
interchange T; and Tix
done = false
endif
endfor
endwhile

Figures 11A-11D illustrate policy trie rotation for an eight-rule firewall
policy. More particularly, Figure 11A illustrates the policy DAG representation
of an eight-rule firewall policy. Figure 11B is a policy trie representation of the
original firewall policy. In this example, ordering occurs in three stages, starting
at the bottom level and moving towards the top level of the trie. In Figure 11C,
the leaves are ordered at the lowest level. More particularly, nodes r; and r»
are exchanged with nodes r7 and rs. The average number of tuple compares
for the ordering represented by Figuré 11C is 10.45. In Figure 11D, the sub-
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tries on the second lowest level (T3, Ty, Ts and Ts) are ordered. More
particularly, Figure 11D illustrates the policy trie after exchanging sub-tries T
and T4. The average number of tuple compares for the representation in Figure
11Dis 10.275. In Figure 11E, the sub-tries on the second highest level, (T; and
T2) are ordered. Figure 11E illustrates the final ordering after exchanging T
and T». In the policy trie of Figure 11E, the average number of tuple compares
required is 6.775. The average number of tuple comparisons is an estimate
based on the longest trie path.

Policy Sub-List Ordering

The preceding section describes conditions for sorting policy sub-tries,
which allow the exchange of groups of rules (sub-tries). The same conditions
can be applied to list based policies, where sub-lists are ordered to improve the
average number of rule comparisons.

In the sections above relating to rule sorting, a method is described to
exchange neighboring rules in a list-based security policy, as seen in Figure
12B. However, it was observed that when ordering rules in this fashion it is
possible that one rule can block the exchange of another. If groups of rules
were allowed to be exchanged the average number of rule comparisons could
be further reduced.

Given a policy list L, it may be desirable to order all sub-lists such that
the average number of rule comparisons is reduced and policy integrity is
maintained. Consider a policy list L that contains sub-tries L;and L;. Let P;
denote the sum of the probabilities of the rules contained in sub-list i, while C;
deno'tes the number of rules in sub-list i. In order to reduce the average
number of rule comparisons, sub-lists should be ordered such that the following

two conditions are observed.

1. Sub-lists are ordered such that the P; values are non-ascending
(higher match probabilities occur first, from left to right).

2. If sub-lists have the same probability (P; equals P)), then order the
sub-lists such that the C; values are non-descending (sub-lists

consisting of fewer comparisons occur first, from left to right).
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These conditions are applied throughout the policy list; however as with policy
tries, these conditions do not necessarily maintain policy integrity.

Consider a group of n sub-lists that are numbered sequentially from left
to right. Consider any two non-intersecting sub-lists L;and L. in this group that
are out of order. If two sub-lists do not intersect, denoted as L; » L, then no

rule in one sub-list will intersect with any rule in the other sub-list, r, » 1, Vrk e

Ly, vV € L. The following integrity condition must be observed when reordering
the sub-lists. The two sub-lists can be exchanged if and only if the sub-lists L;
through Li.x-s do not intersect with any rule in Ly and sub-lists L.y through Lk
do notintersect with L;. Similar to finding the linear sequence of a policy DAGs,
these conditions maintain the policy trie integrity. For example, consider the
sub-lists L; = {rs, r3} and L, = {rz, rs} given in Figure 12B. No edge exists
betweenany rule in L;and L.. The two sub-lists are out of order with respect to
P and should be exchanged. The resulting list is given in Figure 12C. Figure
12Aillustrates the original policy order and results in an average number of rule
comparisons of 3.4. In the sorted version in Figure 12B, the average number of
rule comparisons is 3.3. In Figure 12C, the average number of rule
comparisons has been reduced to 2.7. Using the conditions for comparing and

ordering, the following sorting algorithm sorts neighboring sub-lists.

done = false
while(!done)
done = true
for each sub-list L; having a right neighboring sub-list
if (P < Pis1 OR (P; == Pj+y AND C; > Cix1)) AND L; A Livq)then
interchange rules and probabilities
done = false
endif
endfor

endwhile
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Summary of Firewall Policy Optimization Techniques and Methods

As stated above, the methods and systems described herein for a
network firewall policy optimization can be implemented using any combination
of hardware, software, and/or firmware. Alternatively, the steps for firewall
policy optimization can be performed manually with the number of rules being
optimized is small enough. Figure 13 is a flow chart illustrating an exemplary
process for firewall policy optimization according to an embodiment of the
subject matter described herein. Referring to Figure 13, in block 1300, a
firewall policy including an ordered list of firewall rules is defined. In block 1302,
for each rule, a probability indicating a likelihood of receiving a packet that
matches each rule is specified. In block 1304, neighboring rules are sorted in
order of non-increasing probability in a manner that preserves firewall policy. In
block 1306, groups of rules are sorted in order of non-increasing probability in a
manner that preserves firewall policy. For example, any of the policy-trie-based
methods described above may be used. In block 1308, one or more rules are
split to reduce the number of average packet comparisons. In block 1310,
intersecting rules having common actions are identified and collapsed into
single rules.

As described above, the subject matter described herein may be
implemented in hardware, software, and/or firmware. In one implementation,
the subject matter described herein for firewall policy optimization may be
implemented on a general purpose computing platform. Figure 14 is a block
diagram of a general purpose computing platform including software for firewall
policy optimization according to an embodiment of the subject matter described
herein. Referring to Figure 14, computing platform 1400 may be a general
purpose computer, such as a personal computer, that includes a
microprocessor 1402, memory 1404, and I/O interfaces 1406. Microprocessor
1400 may be any suitable microprocessor, such as any of the Intel or AMD
families of microprocessors. Memory 1404 may include volatile memory for
running programs and persistent memory, such as one or more disk storage
devices. 1/O interface 1406 may include interfaces with 1/0O devices, such as

user input devices and output devices.
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In the illustrated example, software that may be residentin memory 1404
includes a firewall policy editor 1408 and a firewall policy optimizer 1410.
Firewall policy editor 1408 may allow a user to define a firewall policy. For
example, firewall policy editor 1408 may allow a user to define a firewall policy
by specifying different rules. The rules may be specified in a graphical manner,
for example using policy DAGs as described above. Alternatively, firewall
policy editor 1408 may allow a user to input rules in a tabular manner, as

illustrated in any of the tables described herein. Firewall policy optimizer 1410

may implement any or all of the firewall policy optimization techniques to order .

rules entered via firewall policy editor 1408 in a manner that preserves policy
integrity and that enhances firewall performance.

A firewall rule set that is optimized using the subject matter described
herein may be implemented on any firewall system that includes one or more
firewalls. For example, an optimized firewall rule set according to embodiments
of the subject matter described herein may be implemented using any of the
hierarchical, multi-node firewall systems described in commonly assigned, co-
pending U.S. patent application no. 11/316,331, filed December 22, 2005, the
disclosure of which is incorporated herein by reference in its entirety. Figure 15
illustrates an example of a multi-node firewall system suitable for implementing
the firewall rules according to an embodiment of the subject matter described
herein. Referring to Figure 15, a plurality of firewall nodes 1500, 1502,
1504,and 1506 may collectively implement any of the optimized firewall policies
described herein. For example, the firewall nodes may coltectively implement
different portions of a firewall policy data structure including an ordered list of
firewall rules. A firewall policy engine 1508 resident on each firewall node may
filter packets using its local portion 1510 of the firewall policy data structure. A
control node 1512 may include a firewall policy optimizer 1514 that measures
the average number of comparisons per packets for the current rule
configuration and may dynamically reorder the rules to reduce the average
number of comparisons per packet. For example, firewall policy optimizer 1514
may utilize any of the methods described herein to rearrange rules and improve

firewall performance. Rules may be tested for rearrangement at user-specified
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intervals or when average number of packet comparisons increases by a user-

specified amount.
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A method for producing a performance optimized firewall policy, the
method comprising:
(a) defining a firewall policy including an ordered list of firewall rules:
(b) for each rule, defining a probability indicating the likelihood of
receiving a packet matching each rule; and
(c) sorting neighboring rules in order of non-increasing probability in
a manner that preserves the firewall policy.
The method of claim 1 wherein sorting neighboring rules in order of non-
increasing probability in a manner that preserves the firewall policy
includes, for each pair of neighboring rules, rearranging the rules if a first
rule of the pair has a lower probability than a second rule of the pair and
the first rule of the pair is not a subset of the second rule of the pair with
a different action.
The method of claim 1 comprising sorting groups of two or more rules in
order of non-increasing probability in a manner that preserves the
firewall policy.
The method of claim 3 wherein sorting groups of two or more rules in a
manner that preserves firewall policy includes assigning each group of
rules to a sub-trie in a policy trie, computing a sum of packet matching
probabilities for rules in each sub-trie, and, in response to determining
that a first sub-trie has a lower sum than a second sub-trie, rotating the
first and second sub-tries about a common parent so that rules in the
second sub-trie will be applied before the rules in the first sub-trie in the
firewall policy . |
The method of claim 4 comprising, in response to determining that the
first and second sub-tries have equal sums, determining whether the
second sub-trie has an lower number of branches than the first sub-trie,
and, in response to determining that the second sub-trie has a lower
number of branches than the first sub-trie, rotating the first and second
sub-tries about a common parent so that the rules in the second sub-trie

will be applied before the rules in the first sub-trie in the firewall policy.
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6.

10.

11.

The method of claim 3 wherein sorting groups of two or more rules in a

manner that preserves the firewall policy includes:

(a) identifying first and second sub-lists of rules in the ordered list of
firewall rules, the first sub-list preceding the second sub-listin the
ordered list of firewall rules;

(b) determining a sum of packet matching probabilities for each of
the first and second sub-lists;

(c) determining whether the first and second sub-lists intersect; and

(d) in response to determining that the sum of the packet matching
probabilities for the second sub-list is greater than the sum of the
packet matching probabilities for the first sub-list and that the first
and second sub-lists do not intersect, switching the order of the
first and second sub-lists in the ordered list of firewall rules.

The method of claim 6 comprising, in response to determining that the
sums of the packet matching probabilities for the first and sub-lists are
equal, determining whether the second sub-list has a lower number of
rules than the first sub-list, and, in response to determining that the
second sub-list has a lower number of rules than the first sub-list,
switching the order of the first and second sub-lists in the ordered list of
firewall rules.

The method of claim 1 comprising splitting at least one of the firewall

rules to reduce an average number of comparisons required per

received packet.

The method of claim 1 comprising identifying intersecting rules having a

common action and collapsing the rules into a single rule representing a

union of the intersecting rules.

The method of claim 1 wherein sorting neighboring rules includes sorﬁng

rules such that comparisons for a particular class of packets are

reduced.

The method of claim 1 comprising assigning the rules to vertices in a

directed acyclical graph (DAG), determining precedence relationships

between the rules, assigning the precedence relationships to edges that

connect the vertices in the DAG, and wherein sorting the neighboring
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rules in order of non-increasing probability in a manner that preserves

the firewall policy includes sorting the neighboring rules in a manner that

preserves the precedence relationships represented by the DAG.

The method of claim 1 wherein the rules comprise intrusion detection

rules.

The method of claim 1 wherein the rules comprise intrusion protection

rules.

A system for firewall policy optimization, the system comprising:

(a) a firewall policy editor for allowing a user to define a firewall
poticy including an ordered list of firewall rules and for receiving
input regarding probabilities indicating the likelihood of receiving a
packet matching each rule; and

(b) a firewall policy optimizer for sorting neighboring rules in order of
non-increasing probability in a manner that preserves the firewall
policy.

The system of claim 14 wherein the firewall policy optimizer is adapted

to, for each pair of neighboring rules, rearrange the rules if a first rule of

the pair has a lower probability than a second rule of the pair and the

first rule of the pair is not a subset of the second rule of the pair with a

different action.

The system of claim 14 wherein the firewall policy optimizer is adapted

to sort groups of two or maore rules in order of non-increasing probability

in & manner that preserves the firewall policy.

The system of claim 16 wherein the firewall policy optimizer is adapted

to assign each group of rules to a sub-trie in a policy trie, to compute a

sum of packet matching probabilities for rules in each sub-trie, and, in

response to determining that a first sub-trie has a lower sum than a

second sub-trie, to rotate the first and second sub-tries about a common

parent so that rules in the second sub-trie will be applied before the rules

in the first sub-trie in the firewall policy.

The system of claim 17 wherein the firewall policy optimizer is adapted

to, in response to determining that the first and second sub-tries have

equal sums, determine whether the second sub-trie has an lower
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22.

number of branches than the first sub-trie, and, in response to

determining that the second sub-trie has a lower number of branches

than the first sub-trie, rotate the first and second sub-tries about a

common parent so that the rules in the second sub-trie will be applied

before the rules in the first sub-trie in the firewall policy.

The system of claim 16 wherein the firewall policy optimizer is adapted

to:

(a)- identify first and second sub-lists of rules in the ordered list of
firewall rules, the first sub-list preceding the second sub-listin the
ordered list of firewall rules;

(b) determine a sum of packet matching probabilities for each of the
first and second sub-lists;

(c) determine whether the first and second sub-lists intersect; and

(d) in response to determining that the sum of the packet matching
probabilities for the second sub-list is greater than the sum of the
packet matching probabilities for the first sub-list and that the first
and second sub-lists do not intersect, switch the order of the first
and second sub-lists in the ordered list of firewall rules.

The system of claim 19 wherein the firewall policy optimizer is adapted
to, in response to determining that the sums of the packet matching
probabilities for the first and sub-lists are equal, determine whether the
second sub-list has a lower number of rules than the first sub-list, and, in
response to determining that the second sub-list has a lower number of
rules than the first sub-list, switch the order of the first and second sub-
lists in the ordered list of firewall rules.

The system of claim 14 wherein the firewall policy optimizer is adapted

to split at least one of the firewall rules to reduce an average number of

comparisons required per received packet.

The system of claim 14 wherein the firewall policy optimizer is adapted

to identify intersecting rules having a common action and collapse the

rules into a single rule representing a union of the intersecting rules.
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The system of claim 14 wherein the firewall policy optimizer is adapted
to sort neighboring rules such that comparisons for a particular class of
packets are reduced. ’
The system of claim 14 wherein the firewall policy optimizer is adapted
to assign the rules to vertices in a directed acyclical graph (DAG),
determine precedence relationships between the rules, assign the
precedence relationships to edges that connect the vertices in the DAG,
and to sort the neighboring rules in a manner that preserves the
precedence relationships represented by the DAG.

The system of claim 14 wherein the rules comprise intrusion detection

rules.

The system of claim 14 wherein the rules comprise intrusion protection

rules.

A network firewall comprising:

(a) a firewall policy data structure for storing an ordered list of firewall
rules;

(b) a firewall policy engine for implementing a firewall policy by
comparing packets to the rules in the order specified by the
firewall policy data structure; and

(c) a firewall policy optimizer for optimizing performance of the
network firewall by reordering the rules in a manner that reduces
an average number of rule comparisons per packet and hat
preserves the firewall policy.

The network firewall of claim 27 wherein the firewall policy optimizer is

adapted to measure average number of comparisons per packet for a

rule ordering specified by the firewall policy data structure and to

dynamically re-order to rules to reduce the average number of
comparisons per packet.

A computer program product comprising computer executable

instructions embodied in a computer readable medium for performing

steps comprising:

(@) defining a firewall policy including an ordered list of firewall rules;
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34.

(b)  for each rule, defining a probability indicating the likelihood of
receiving a packet matching each rule; and
(c) sorting neighboring rules in order of non-increasing probability in
a manner that preserves the firewall policy.
The computer program product of claim 29 wherein sorting neighboring
rules in order of non-increasing probability in a manner that preserves
the firewall policy includes, for each pair of neighboring rules,
rearranging the rules if a first rule of the pair has a lower probability than
a second rule of the pair and the first rule of the pair is not a subset of
the second rule of the pair with a different action.
The computer program product of claim 29 comprising sorting groups of
two or more rules in order of non-increasing probability in a manner that
preserves the firewall policy.
The computer program product of claim 31 wherein sorting groups of
two or more rules in a manner that preserves firewall policy includes
assigning each group of rules to a sub-trie in a policy trie, computing a
sum of packet matching probabilities for rules in each sub-trie, and, in
response to determining that a first sub-trie has a lower sum than a
second sub-trie, rotating the first and second sub-tries about a common
parent so that rules in the second sub-trie will be applied before the rules
in the first sub-trie in the firewall policy .
The computer program product of claim 32 comprising, in response to
determining that the first and second sub-tries have equal sums,
determining whether the second sub-trie has an lower number of
branches than the first sub-trie, and, in response to determining that the
second sub-trie has a lower number of branches than the first sub-trie,
rotating the first and second sub-tries about a common parent so that
the rules in the second sub-trie will be applied before the rules in the first
sub-trie in the firewall policy.
The computer program product of claim 31 wherein sorting groups of

two or more rules in a manner that preserves the firewall policy includes:
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(@) identifying first and second sub-lists of rules in the ordered list of
firewall rules, the first sub-list preceding the second sub-list in the
ordered list of firewall rules;

(b) determining a sum of packet matching probabilities for each of
the first and second sub-lists;

(c) determining whether the first and second sub-lists intersect; and

(d) in response to determining that the sum of the packet matching
probabilities for the second sub-list is greater than the sum of the
packet matching probabilities for the first sub-list and that the first
and second sub-lists do not intersect, switching the order of the
first and second sub-lists in the ordered list of firewall rules.

The computer program product of claim 34 comprising, in response to

determining that the sums of the packet matching probabilities for the

first and sub-lists are equal, determining whether the second sub-list has

a lower number of rules than the first sub-list, and, in response to

. determining that the second sub-list has a lower number of rules than

the first sub-list, switching the order of the first and second sub-lists in
the ordered list of firewall rules.

The computer program product of claim 29 comprising splitting at least
one of the firewall rules to reduce an average number of comparisons
required per received packet.

The computer program product of claim 29 comprising identifying
intersecting rules having a common action and collapsing the rules into a
single rule representing a union of the intersecting rules.

The computer program product of claim 29 wherein sorting neighboring
rules includes sorting rules such that comparisons for a particular class
of packets are reduced.

The computer program product of claim 29 comprising assigning the
rules to vertices in a directed acyclical graph (DAG), determining
precedence relationships between the rules, assigning the precedence
relationships to edges that connect the vertices in the DAG, and wherein
sorting the neighboring rules in order of non-increasing probability in a

manner that preserves the firewall policy includes sorting the
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neighboring rules in a manner that preserves the precedence

relationships represented by the DAG.
The computer program product of claim 29 wherein the rules comprise

intrusion detection rules.
The computer program product of claim 29 wherein the rules comprise

intrusion protection rules.
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DESCRIPTION
METHOD, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR
IMPLEMENTING FUNCTION-PARALLEL NETWORK FIREWALL

RELATED APPLICATIONS
This application claims the benefit of U.S. Provisional Patent Application
Serial No. 60/638,436, filed December 22, 2004, the disclosure of which is

incorporated herein by reference in its entirety.

GOVERNMENT INTEREST
This invention was made with Government support under Grant No. DE-
FG02-03ER25581 awarded by U.S. Department of Energy, Mathematical and
Computational Information Sciences Division. The U.S. Government has

certain rights in the invention.

TECHNICAL FIELD
The subject matter described herein relates to implementing network
firewalls. More particularly, the subject matter described herein relates to
methods, systems, and computer program products for implementing a

function-parallel network firewall.

BACKGROUND ART

Firewalls remain the frontier defense for securing networks that are vital
to private industry, government agencies, and the military. They enforce a
security policy by inspecting and filtering traffic arriving at or departing from a
secure network [3, 21, 22]. Meaningful inspections often involve a complex
process, and if firewalls are to remain effective, they must adapt to constantly
changing network demands, technology, and security threats.

As firewall technology evolves to meet new demands and threats, it must
continue to act transparently to legitimate users, with little or no effect on the
perceived network performance. The networks between two communicating
machines should be invisible, especially if traffic requires specific network
Quality of Service (QoS), such as bounds on the packet delay, jitter, and

throughput. The firewall should process the legitimate traffic quickly, efficiently,
-1-
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and never violate the desired QoS. Unfortunately, the firewall can easily
become a bottleneck, given increasing traffic loads and network speeds [12, 14,
18, 20, 21]. Packets must be inspected and compared against complex rule
sets and tables, which is a time-consuming process. In addition, audit files must
be updated with current connection information. As a result, current firewalls
have difficulty maintaining QoS guarantees. Since a firewall can be
overwhelmed with traffic, it is also susceptible to Denial of Service (DoS)
attacks [21]. Such attacks merely overload/saturate the firewall with illegitimate
traffic. Audit files and state tables quickly fill available storage space and
legitimate traffic queued behind suspicious traffic encounters long delays.
Legitimate users notice poor network performance, and, in the worst case, the
secure network is disconnected from the outside world.

Inspecting traffic sent between networks, a firewall provides access
control, auditing, and traffic control based on a security policy [3, 21, 22]. The
security policy is a list of ordered rules, as seen in Table 1, that defines the
action to perform on matching packets. A rule r can be viewed as a k-tuple
({11, A2], A3), ..., dk]), where rii] is specified as a variable length prefix.

No. Proto. 1= Source Port Igestlnatloir;ort Action
1 TCP 140." * * 80 accept
2 TCP 150.* * 120 80 accept
3 TCP 140.* * 130 20 accept
4 UDP 150.* o * 3030 accept
5 * * ¥ m P deny

Table 1: Example Security Policy Consisting of Multiple Ordered Rules

In the examples described herein, rules will initially be represented as
the 5-tuple (protocol, IP source address, source port number, IP destination
address, destination port number). Fields can be fully specified or contain

wildcards “*' in standard prefix format. For example the prefix 192.* would
represent any IP address that has 192 as the first dotted-decimal number. In
addition to the prefixes, each filter rule has an action, which is to accept or

deny. An accept action passes the packet into or from the secure network,

2.
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while deny causes the packet to be discarded. Rules are applied in order to
every arriving packet until a match is found; otherwise, a default action is
performed [21, 22].
Unfortunately, security policies may contain anomalies, such as a packet
5 that matches multiple rules, where the matching rules specify conflicting
actions. Security policy anomaly detection and correction is the subject of
continued research [13, 21] and is not the focus of the present subject matter.
Given the type of security policy required, rule sets can become quite large and
complex. Security can be further enhanced with connection state and packet
10 auditinformation. For example, a table can be used to record the state of each
connection, which is useful for preventing certain types of attacks (e.g., TCP
SYN flood) [21, 22].
Traditional firewall implementations consist of a single dedicated
machine, similar to a router, that sequentially applies the rule set to each
15 arriving packet. However, packet filtering represents a significantly higher
processing load than routing decisions [15, 18, 22]. For exampile, a firewall that
interconnects two 100 Mbps networks would have to process over 300,000
packets per second [21]. Successfully handling this high traffic becomes more
difficult as rule sets become more complex [4, 14, 22]. Furthermore, firewalls
20 must be capable of processing even more packets as interface speeds
increase. In a high-speed environment (e.g. Gigabit Ethernet), a single firewall
can easily become a bottleneck and is susceptible to DoS attacks [4, 7, 10, 12].
An attacker could simply inundate the firewall with traffic, delaying or preventing
legitimate packets from being processed. Building a faster single firewall is
25 possible [8, 15, 18, 19, 20]; however, the benefits are temporary (traffic loads
and interface speeds are increasing); it is not scalable; it is a single point of
failure; and it is generally not cost-effective for all installations.
A data-parallel firewall (or firewall sandwich) where each firewall node
implements an entire firewall rule setis another approach to increase the speed
30 of processing traffic [4, 12, 14, 22]. As shown in Figure 1, the system consists
of multiple identical firewalls 100 connected in parallel. Each machine
implements the complete security policy and arriving packets are distributed

across the machines for processing in parallel [4]. A packet distributor 102
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implements a load balancing algorithm to distribute different packets to different
firewall nodes. How the load-balancing algorithm distributes packets is vital to
the system and is typically implemented as a high-speed switch in commercial
products [11, 12]. Although data-parallel firewalls achieve higher throughput
than traditional firewalls [4] and have a redundant design, they have difficulty
maintaining QoS across networks. For example, legitimate traffic can
encounter delays if it is queued behind traffic that requires more processing.
Under these circumstances, users notice poor network performance, which is
growing concern as more network applications require QoS assurances.
Furthermore, stateful inspection requires all traffic from a certain connection or
exchange to traverse the same parallel machine, which is difficultto perform at
high speeds [14]. Therefore, new firewall architectures are needed to meet the

demands of future networks and the challenges of increasing security threats.

SUMMARY

According to one aspect, the subject matter described herein includes a
function-parallel firewall. The function-parallel firewall includes a first firewall
node for filtering received packets using a portion of a rule set. The portion of
the rule set may be less than all of the rules in the rule set. Atleast one second
firewall node filters packets using at least one rule in the rule set that is not
present in the portion implemented by the first firewall node. The first and
second potions together include all of the rules in the rule set.

The term “firewall node,” as used herein refers to a physical entity that
implements one or more packet filtering rules. For example, a firewall node
may be a single-processor computing device that implements the packet
filtering rules. Alternatively, a firewall node may be a processor within a multi-
processor computing device that implements one or more packet filtering rules.
Thus, a multi-processor device may include multiple firewall nodes.

‘According to another aspect, the subject matter described herein
includes a stateful function-parallel firewall system. The system includes a first
function-parallel firewall subsystem including a plurality of firewall nodes
implementing a first rule set for filtering packets arriving at a network. The first
function-parallel firewall subsystem includes at least first and second firewall

nodes respectively implementing first and second portions of the first rule set.
4-
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The first portion includes at least one rule that is not present in the second
portion. A second function-parallel firewall subsystem includes a second set of
firewall nodes. The second set of firewall nodes implements a firewall rule set
for filtering packets departing from the network. The second function-paraliel

5 firewall subsystem includes at least third and fourth firewall nodes. The third
and fourth firewall nodes implement at least one rule that is not present in the
second portion of the second rule set. The function-parallel firewall subsystems
share state information regarding connections established through the first and
second sets of firewall nodes.

10 According to another aspect, the subject matter described herein
includes a firewall grid. The firewall grid includes a plurality of firewall nodes
that are physically connected to each other via a network for filtering packets.
A controller controls logical connections between the firewall nodes. The
controller is adapted to configure the firewall nodes in a logical firewall hierarchy

15  without changing physical connections between the firewall nodes.

According to yet another aspect, the subject matter described herein
includes a method for distributing rules in a function-parallel firewall. The
method includes defining a rule set for a function-parallel firewall. The method
further includes assigning rules in the rule set to nodes and branches in a trie

20 data structure. Each node in the trie data structure corresponds to a data field
and each branch represents a value for each data field to be compared to be
values in corresponding fields of received packets. The trie data structure is.
pruned in a manner that preserves ordering of the rules in the rule set.

According to yet another aspect, the subject matter described herein

25 includes a method for assigning rules to a plurality of firewall nodes. The
method includes assigning rules to nodes in a directed acyclical graph (DAG).
Relationships between rules are represented by edges in the DAG. Rules are
distributed among a plurality of firewall nodes using the DAG in a function-
parallel manner and such that relationships between the rules specified in the

30 DAG are preserved.

As used herein, the term “firewall” refers to a logical entity that is
adapted to filter packets at the ingress and/or egress portions of a network
based on a policy. The term “firewall” is intended to include systems that block

packets from entering or leaving a network and systems that perform intrusion
-5-
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detection and intrusion protection functions for packets entering or leaving a
network. Thus, the term “function-parallel firewall” is also intended to include
an intrusion detection system or an intrusion protection system that operates in
a function-parallel manner as described herein.

5 The subject matter described herein can be implemented using any
combination of hardware, software, or firmware. In one exemplary
implementation, the subject matter described herein may be implemented using
a computer program product comprising computer executable instructions
embodied in a computer readable medium. Exemplary computer readable

10  media suitable for implementing the subject matter described herein include
disk memory devices, chip memory devices, programmable logic devices,
application specific integrated circuits, and downloadable electrical signals. In
addition, a computer program product that implements the subject matter
described herein may be located on a single device or computing platform or

15 may be distributed across multiple devices or computing platforms.

One objective of the subject matter described herein is to provide a new
security architecture, referred to herein as a hierarchical firewall, that provides
the functionality of a traditional firewall (enforcing a security policy) and includes
the following improvements:

20
1. Suitable for high speed networks and scalable for large traffic

loads. Firewalls must continue to perform security tasks quickly and
efficiently, appearing transparent to legitimate users under varying traffic
loads.

25
2. Maintains QoS requirements and traffic differentiation. A growing

number of network applications require QoS for their operation.
Firewalls must not violate these guarantees while performing their
security tasks.

30
3. Greatly lessens the impact of DoS attacks. Firewalls are candidates

for DoS attacks, since they serve as the point of entry between two
networks. New architectures must be capable of handling these new

threats.
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4. Highly available. Firewalls introduce a single point of failure between
two networks. New firewall architectures must provide redundancy that

prevents segmenting the secure network from the external network.

According to one aspect, the subject matter described herein includes a
set of hierarchically configured computers that collectively enforce a desired
security policy. Given this distributed configuration, traffic is quickly divided
among the machines based on perceived threat. In one exemplary
implementation, traffic that is considered safe may be promptly forwarded into
the secure network, while the remaining traffic may be forwarded to different
machines in the hierarchy for further scrutiny. Hence, traffic is segregated and
queued based on security threat, yielding minimal delays for legitimate traffic.
The system is also robust and highly available, since multiple machines are
employed for the architecture and low cost, since Linux-installed PCs and open
source software can be used for its implementation [21]. The proposed
architecture is believed to be applicable to a wide variety of agencies in the
public and private sectors.

The firewall architecture described herein will provide a scalable solution
to varying traffic loads and QoS requirements, which are increasingly important
as computing becomes more ubiquitous and applications become more diverse.
The architecture is of interest to the networking community, since the
architecture will result in new security policy models and optimization methods.
The architecture is also relevant to the military and business community, since
it provides a new, robust and cost-effective solution to security threats.

Some of the objects of the subject matter described herein having been
stated hereinabove, and which are addressed in whole or in part by the subject
matter described herein, other objects will become evident as the description
proceeds when taken in connection with the accompanying drawings as best

described hereinbelow.

BRIEF DESCRIPTION OF THE DRAWINGS
Preferred embodiments of the subject matter described herein will now

be explained with reference to the accompanying drawings of which:
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Figure 1 is a block diagram of a conventional data-parallel firewall;

Figure 2 is a block diagram illustrating an exemplary function-parallel
firewall architecture according to an embodiment of the subject matter
described herein;

Figure 3A is graph comparing simulation results for average packet delay
for different firewall architectures;

Figure 3B is a graph comparing simulation results for maximum packet
delay for different firewall architectures;

Figure 4A is a graph illustrating average packet delay for different packet
types for a data-parallel firewall;

Figure 4B is a graph illustrating simulation results for packet delay for
different packet types for a function-parallel hierarchical firewall according to an
embodiment of the subject matter described herein;

Figure 5 is a data structure diagram illustrating a full trie representation
of the security policy illustrated in Table 1;

Figure 6 is a data structure diagram illustrating a pruned trie
representation of the security policy given in Table 1 where each packet is
processed within four field comparisons;

Figure 7A is a data structure diagram illustrating a trie representing two
security rules assuming that the default action per node is deny;

Figure 7B is a data structure diagram illustrating a reordered version of
the trie data structure illustrated in Figure 7A;

Figure 8A is a diagram illustrating a Jackson model for a function-parallel
hierarchical firewall according to an embodiment of the subject matter
described herein;

Figure 8B is a diagram illustrating a Jackson model for a data-parallel
firewall;

Figure 9 is a graph illustrating simulation results for average delay for
different firewall architectures;

Figure 10 is a block diagram illustrating a stateful hierarchical firewall
according to an embodiment of the subject matter described herein;

Figure 11A is a block diagram illustrating physical connections of a

firewall grid according to an embodiment of the subject matter described herein;
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Figure 11B is a block diagram illustrating logical connections of the
firewall grid illustrated in Figure 11A according to an embodiment of the subject
matter described herein;

Figure 12 is a policy directed acyclical graph (DAG) representation of the
firewall rules given in Table 2;

Figure 13Ais a block diagram illustrating rule distribution among a data-
parallel firewall;

Figure 13B is a block diagram illustrating a function-parallel firewall and
rule distribution among nodes in the function-parallel firewall according to an
embodiment of the subject matter described herein;

Figure 14Ais a block diagram illustrating one exemplary rule distribution
among nodes in a function-parallel firewall according to an embodiment of the
subject matter described herein;

Figure 14B illustrates another distribution of rules among nodes in a
function-parallel firewall according to an embodiment of the subject matter
described herein;

Figure 14C illustrates an illegal rule distribution among nodes in a
function-parallel firewall;

Figure 15Ais a block diagram illustrating non-redundant rule distribution
among nodes in a function-parallel firewall according to an embodiment of the
subject matter described herein;

Figure 15B is a block diagram illustrating redundant rule distribution
among nodes in a function-parallel firewall according to an embodiment of the
subject matter described herein;

Figure 16A illustrates a policy DAG where deny rules are indicated by a
square node;

Figure 16B is a block diagram illustrating initial gateless rule distribution
among nodes in a function-parallel firewall according to an embodiment of the
subject matter described herein;

Figure 16C is a block diagram illustrating final gateless rule distribution
among nodes in a function-parallel firewall according to an embodiment of the
subject matter described herein;

Figure 17A is a graph illustrating simulation results for average packet

delay as packet arrival rate increases for different firewall designs;
-O-
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Figure 17B is a graph illustrating simulation results for packet delay as
the arrival rate and number of rules increase for different firewall designs;

Figure 18A is a graph illustrating simulation results for average packet
delay for different firewall architectures;

Figure 18B is a graph illustrating simulation results for maximum packet
delay for different firewall architectures; and

Figure 19 is a flow chart illustrating exemplary steps for filtering packets
using a rule set distributed among nodes in a function-parallel manner

according to an embodiment of the subject matter described herein.

DETAILED DESCRIPTION OF THE INVENTION

According to one aspect of the subject matter described herein may
include multiple firewall machines configured in a hierarchy, as shown in Figure
2. In the example illustrated in Figure 2, a plurality of firewall nodes 200, 202,
204, and 206 collectively implement a firewall policy. Each firewall node or set
of nodes implements a different level of the firewall policy in & hierarchy. For
example, firewall node 200 may implement a first level of a firewall policy that
includes rules that are not present in subsequent levels. If a packet passes the
first level of screening, the packet may be forwarded immediately to the internal
network without impacting other firewall nodes. If the packet is identified as
requiring further scrutiny, the packet may be forwarded to the nextlevel where it
is screened by firewall node 202 or 204 using rules that were not applied by
firewall node 200. If the packet passes level 2 screening, the packet may be
forwarded directly to the internal network. If the packet is indicated as requiring
further screening, the packet will be passed to level 3 where level 3 screening is
applied by firewall node 206.

At each level in the firewall hierarchy illustrated in Figure 2, firewall
nodes may implement different portions of a packet filtering rule set. An
architecture in which different firewall nodes implement different portions of a
firewall rule set is referred to herein as a function-parallel architecture. A
function-parallel firewall architecture in which packet filtering rules are

distributed among firewall nodes such that if a packet passes or fails at a
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certain level, the packet may bypass later levels is referred to herein as a
hierarchical firewall architecture.

In the architecture illustrated in Figure 2, at each level, machines may be
configured to perform a specific security task quickly and efficiently. In one
implementation, the firewall rules may be distributed across the different
hierarchy levels such that increased scrutiny is placed at lower levels. Since
the rules are distributed among the levels, no machine in the hierarchy is
required to implement the entire rule set. In contrast, a data-parallel firewall
architecture requires all machines to implement the complete rule set.

As described above, in the exemplary architecture illustrated in Figure 2,
packets start at the highest level and progress downward through the hierarchy.
At each level, a packet can be forwarded to the internal network if deemed safe,
forwarded to the next lower level for more processing, or dropped. The benefit
of this divide-and-conquer approach is that traffic will incur delays consistent
with its perceived security threat; therefore, traffic that is deemed safe will not
be delayed by traffic that requires more processing. As a result, the
hierarchical firewall can provide differentiated service and support QoS
guarantees, unlike current designs. Furthermore, traffic that is forwarded to the
internal network can be shaped at the particular firewall level, constraining the
amount of traffic entering the network and lessening the effect of DoS attacks.

For example, in the hierarchical firewall depicted in Figure 2, packets are
forwarded from the external network to the first level, where initial security
checks are performed, such as a quick validity check and comparisons of IP
addresses. Packets with trusted IP addresses are immediately forwarded to
the internal network, while the remaining packets are sent to the next level. At
the second level, packets are separated based on transport protocols and/or
port numbers. Again, if a packet is deemed safe it is immediately forwarded to
the secure network: otherwise, they are sent to the next level for auditing. Log
fles may be used at one or more of the firewall nodes indicate which
connections are open and have been requested. Each level may also drop
packets based on perceived threat.

The preceding example illustrates a simple hierarchical firewall; however,
the size and complexity can vary. In general, the hierarchy attempts to quickly

divide traffic and provide differentiated service. More levels can be used for
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stronger security policies and to distribute traffic more efficiently. Determining
the appropriate number of levels, the number of machines per level, and how to
distribute the rule set are implementation details that may be used to optimize a
function-parallel firewall according to an embodiment of the subject matter

described herein.

Preliminary Experimental Results

In this section, simulation is used to compare a hierarchical firewall with
a traditional single-machine firewall and a data-parallel firewall [4, 22]. Each
architecture implemented the same 325-rule security policy, where each rule
required 1 unit of time to complete. The single firewall architecture consisted of
one machine that processed each packet received from the external network.
The data-parallel architecture consisted of four machines, as shown in Figure 1,
each implementing the same 325-rule set. The hierarchical firewall consisted of
four machines configured in three levels, as shown in Figure 2. Rules were
distributed across the levels such that the first level implemented 25 rules; the
second level implemented 50 rules each; and the third level implemented 75
rules. The group of rules performed at a certain machine will be referred to as
a security task. The hierarchical firewall incurred an additional delay of one
time unit when a packet was transmitted from machine to machine. Packets
randomly arrived to the system using a Poisson distribution with a mean of 30
units and would randomly match one of the 325 rules based on a uniform
distribution. For classification purposes, each packet was associated with the
security task it matched (which group of rules). In this experiment, the
performance parameters analyzed are the overall average packet delay, the
maximum packet delay, and the average delay experienced by each packet
type.

Experimental results for the different architectures are shown in Figures
3 and 4. More particularly, Figure 3A illustrates average packet delay for a
single firewall design, for the data-parallel firewall design illustrated in Figure 1,
and for the hierarchical firewall design illustrated in Figure 2. Figure 3B
illustrates maximum packet delay for the single, data-parallel, and hierarchical
firewall designs. Figure 4A illustrates average packet delay for the data-parallel

firewall design for different packet types. Figure 4B illustrates average packet
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delay for the hierarchical firewall design for different packet types. Packet types
refer to packets of a classified based on which security task was satisfied.
Unlike the data-parallel firewall, the hierarchical design consistently yields
different delays for each packet type.

For both delay measurements, the hierarchical architecture performed
better than the single firewall and the data-parallel firewall. The single firewall
had an average delay 31 times greater than the hierarchical architecture, which
demonstrates how a single firewall machine can quickly become a bottleneck.
Although the data-parallel firewall performed better than the single firewall, it
had an average and maximum delay 6 times longer than the hierarchical
architecture. In the parallel configuration, traffic that needed little processing
often queued behind traffic that required more processing, which resulted in
longer delays. In contrast, the hierarchical system consistently yielded better
results, since traffic was distributed among the levels based on processing
requirements.

The average delay experienced by each packet type is also important
and is illustrated in Figures 4A and 4B. Delays in the hierarchical firewall were
proportional to the amount of processing required; for example, security task 1
traffic had the shortest delay, security task 2 traffic had the second shortest
delay, security task 3 traffic had the third shortest delay; and security task 4
traffic had the highest delay. Even though security tasks 2 and 3 were on the
same level, security task 3 traffic had a delay slightly higher that security task 2
traffic, since it was queued with security task 4 traffic. Therefore, the
hierarchical firewall is capable of providing differentiated service to multipie
packet types/classes. [n contrast, the delays varied for each packet type in the
data-parallel firewall. Packets were constantly delayed by lower type/class
traffic (e.g., security task 1 packets delayed by security task 4 packets); thus,
no differentiation was achieved. Although these results are preliminary, they
indicate the hierarchical architecture has merit, offering significantly better

performance than current firewall systems.
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Refinements

The previous section described an initial hierarchical firewall architecture
for employing a security policy. Although preliminary results indicate the
architecture has merit, refinements can be made so that the design can achieve
its full potential. One refinement relates to the hierarchical architecture.
Important questions include determining the appropriate number of levels and
how to effectively distribute the security policy rules. Another refinement may
include providing stateful packet inspection (maintaining connection tables) and
increasing redundancy. Finally, another refinement may include examining
other high-speed firewall architectures, such as a dynamic firewall grid.
Analytical models and simulation will be used for design and analysis; in
addition, a prototype will be implemented along with analysis tools and

software.

Architecture Design and Rule Set Distribution

Important questions about the firewall architecture include the number of
levels, the number of machines per level, and the number of security tasks per
machine. The security policy is central for addressing these questions and, for
this reason, will be formally defined and modeled. The model will be optimized
to reduce the physical size, minimize the traversal time, and provide
differentiated service. Afterward, the optimized policy model will be used to
implement the actual hierarchical firewall.

One method for designing the hierarchy is to represent the security
policy graphically as a tree data structure. This representation will aid the
translation to the actual firewall, since it has a hierarchical form. Although a
variety of tree data structures exist, a trie will be initially investigated [1]. A trie
is a special type of data structure that has the advantages of fast retrievals and
quick unsuccessful search determination, which are important for enforcing a
security policy. In a security policy trie, each path from the root node to a leaf
corresponds to one rule. The nodes of the trie correspond to the rule fields,
while branches are possible values. Figure 5 is a trie data structure for the
rules in Table 1. For example, in Figure 5, the root node is the protocol field.

The next level represents the source |IP address, while the leaf nodes represent
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the rule action. Rules that have the same field value at a node will share a
branch for that value.

The trie in Figure 5 referred to as full trie, since every noncycle path from
the root to a leaf has the same length, and every leaf lies at the same depth [6].
Unlike other policy models, the rule order must be preserved if the trie is to be
successfully translated to a hierarchical firewall. The action to apply toa packet
is delermined by a preorder traversal. Starting at the root node, branches are
compared to the fields of the packet. Since multiple branches may match a
packet, they are traversed in order from left to right. If a packet field does not
match any possible branches, it moves back to the previous node (parent),
where the next branch is tested. Once the policy trie is developed, it can be
translated into a hierarchical firewall. The nodes of the trie represent the
machines in the hierarchy, while the branches represent the links between
nodes. The value associated with each branch indicates the packet field value
required to traverse it. Although a full trie representation of a security policy
can be created, it is not necessarily optimal. Further trie manipulation is
required create an effective hierarchical firewall, such as preventing routing to
parents and limiting trie traversal time.

Pruning vields a trie that never requires routing to parent nodes, which
provides faster packet processing [1, 15]. Assuming a full trie consists of n
nodes and k levels (where k <= n), the worst case packet processing would be
O(n*k) tuple-compares. In contrast, a pruned trie requires only O(k + n) tuple-
compares in the worst case which is a processing reduction of 1/k.. Pruning is
accomplished by replacing general rules with descendants. Rule ry is a
descendant of rule r, if ro[i] is a'prefix of [l fori=1, ..., k. Therefore, pruning
occurs by pushing a rule down to all its descendents, then deleting the rule. An
example of a pruned version of the trie illustrated in Figure 5 is given in Figure
6, where [*, *, *, deny] is a general rule that can be pushed down to every other
rule. Although the original branch has been removed and added to the other
branches, the order is preserved, if branches are tested from left to right.
Current pruning algorithms do not consider rule order, since tries were primarily
developed for storing data [6]. New pruning techniques that preserve order
may be developed and used to distribute rules among nodes in a functional-

parallel firewall according to an embodiment of the subject matter described
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herein. Pruning may also cause the number of nodes in the hierarchy to
increase, since a general rule is duplicated at different levels. For this reason,
other techniques are needed to reduce the trie size.

Reducing the trie size is important, since delay increases each time a
packet is forwarded from one node to another. The trie can be reduced by
compressing nodes, which is achieved by removing single branching paths or
consolidating sub-ties into one node [2, 6, 15]. As a result, a node may
compare multiple rule fields or perform multiple security tasks per packet. For
example, in Figure 5, the rule [UDP, 150.%, *, 3030, accept] is considered a leaf
chain [6] and can be compressed into one node (a single machine). Two other
methods commonly used to reduce the size of a trie are Directed Acyclic
Graphs (DAG) and level reordering [1, 6, 15]. If the same sub-trie appears in
multiple places, then the trie structure can be changed to a DAG. The possible
use of DAG is seen in Figure 6, where nodes labeled Port® and Port® are
equivalent sub-tries. Parent nodes of both sub-tries could point to just one,
eliminating the need for the other.

Another method for reducing the trie size is level reordering. As seen in
Figures 7A and 7B, the order of the levels can significantly affect the number of
nodes in the trie. More particularly, in Figure 7A, an original trie representing
the sécurity rule [TCP, 120.*, 210.*, 90, accept] and [TCP, 130.*%, 210.%, 90,
accept] is illustrated. Both Figures 7A and 7B assume that the default action
per node is deny. Since some of the rules in the original trie in Figure 7A
include common elements, the rules can be reordered so that the number of
branches in the subtrie are reduced. For example, in Figure 7A, the destination
IP address and port for each branch of the subtrie are the same. Accordingly, if
these common portions of the rule are implemented at higher levels, the
duplicate nodes in the trie can be reduced, as illustrated by Figure 7B. More
particularly, in Figure 7B, the nodes for destination IP and port are placed
before the node for source IP address. As can be seen from Figure 7B,
reordering the levels produces a smaller trie. Using a DAG can also reduce the
number of nodes.

The problem of finding an ordering that guarantees a minimum size trie
has been shown to be NP-complete; however, several heuristics have been

developed [2, 6]. It should be noted that DAGs and reordering only reduce the
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number of nodes in the hierarchy and do not reduce the depth of the trie, which
influences the traversal time.

Regardless of the applicability of these different trie modifications, they
must be performed in concert to achieve an optimal hierarchical design. For
example, the architecture utilizes muitiple nodes to distribute traffic load and
provide differentiated service; however, the trie path length (depth) impacts the
packet traversal time. Therefore, compression and ordering must be performed
together to provide differentiated service and optimize packet delay.

To achieve these goals, information not explicitly given in the security
policy (e.g., QoS, level of trust, and processing time) may be used. For
example, itis advantageous to place security tasks that require the most time at
the lowest levels. This prevents packets from queueing behind traffic that
requires more processing time; thus, lowering delay. A weight w; can be
assigned to each security task s; (a single rule or multiple rules) based on the
amount of time it requires. For example, an auditing security task requires
more time (updating system files) than those that only perform field
comparisons. Using these weights, the trie can be ordered to minimize the
average traversal time. For example assuming i and j are hierarchy levels,
where i < j, the trie can be ordered such that the average weight per level

increases from the highest to the lowest level w, <w;,Vi# ;. In addition, the

trie can be designed to separate traffic based on QoS or level of trust. Traffic
would traverse different sub-tries, based on the type of service required,
providing class isolation and different delays. The algorithms described in this
section can then be applied to these sub-tries independently to reduce size and
traversal time. These ideas were used to design the hierarchical firewall
simulated in the preceding section, which showed excellent results. New
algorithms for trie compression based on traversal time with constraints on QoS
will be developed for optimizing function-parallel firewall design.

Packet traversal time remains a key performance metric for firewall
systems. For this reason, queueing models will be used to analyze the delay of
different firewall designs. The node delay encountered by a packet consists of
the processing time, queueing delay, and transmission time. The processing

delay is the time required to perform the security task. Assume node i must
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process R;rules per packet and can perform xi rules per unit lime, then the
service rate is x/R; packets per unit time. Queueing is the delay associated
with waiting for processing and depends on the system state. The transmission
delay is the time required to transmit the packet, which depends on the packet's
length and the line speed. The maximum delay experienced by a packet
traversing the firewall is the sum of the node delays along the path from the root
to a leaf.

If it is assumed the packet arrival and processing (transmission and
security task) rates are exponentially distributed, the node can be modeled as
an M/M/1 queue [5, 17]. The firewall can then be considered an open network
of M/M/1 queues, where probabilities are assigned to each link to indicate the
likelihood of moving to the next node. This is a Jackson network model, which
has a product-form solution for the average delay [5, 17]. The average end-to-

end delay for N cascading nodes (traversal path) can be computed as

N

E(T)=Z/u —A

=l ;Y i

(1)

where 1/u;is the service time (processing and transmission) and 4; is the arrival
rate to node i. Figures 8A and 8B respectively illustrate Jackson models for
hierarchical and data-paraliel firewalls. In Figures 8A and 8B, it is assumed that
the total arrival rate to each system is 4 packets per unit time, each system
implements the same R rule security policy, and each node can perform x rules
per unit time. For the hierarchical firewall, shown in Figure 8A, the policy rules
are evenly distributed to each node; therefore, the service rate is 3x/R per
node. The traffic arrival rate to node A is A packets per unit time, half of the
packets are forwarded to node B, while the other half is forwarded to node C.
Although not considered in this example, some traffic may be forwarded into the
secure network or dropped by node A; therefore in this case, the sum of the
rates to nodes B and C would be less than A. Using these values, the average

end-to-end delay for either path in the hierarchical firewall is

1 1

+
3%, 3x_2
R R

E,(T)= (2)
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For the data-parallel configuration, illustrated in Figure 8B, traffic arrives at the
packet distributor, which evenly distributes the traffic to each node. Each node
implements the complete rule set R; therefore, the service rate is X/R. The end-
to-end delay across any node in the data-parallel firewall is

1
. 3)

3

E(T)=

=R

Using these models, the effect of increasing traffic load A on the average
end-to-end delay for the two architectures is shown in Figure 9. For this
example, the arrival rate A ranged from 1 to 50 packets per unit time. The rule
set R consisted of 240 rules, while x equaled 5000 rules per unit time. Each of
the hierarchical nodes incurred an additional delay of five time units to
compensate for inter-node transmission. As expected, the average delay
increases as the network load increases for both architectures; however, the
average delay is consistently lower for the hierarchical firewall. This is due to
the decreased rule set per node and the reduced arrival rates for nodes B and
C. The average is an upper bound for the hierarchical firewall. Allowing node A
to forward packets to the secure network or to drop packets would reduce the
load on the second level and decrease delays. The arrival rate is less per node
in the data-parallel firewall; however, the system has a higher end-to-end delay
because each node must implement the complete rule set. The theoretical
results are consistent with the experimental results described above. These
models provide an important tool for analyzing the effect of load and rule
distribution on end-to-end delay. In addition to analytical results, simulation will
be used to measure the performance of the hierarchical designs under various

conditions.

Stateful Firewalls

Another aspect of the subject matter described herein includes a stateful
hierarchical firewall. The preceding design is considered stateless, or static,
since the security action taken is based solely on the packet currently
inspected. A stateful firewall provides better security by tracking and controlling

network flows (packets belonging to a particular network connection or
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exchange) [16, 21, 22]. In one exemplary implementation, a staleful firewall
can be achieved by storing state information concerning each flow in a table,
and then according it with the security policy. For example, each time a TCP
connection is established from the internal network to the external network, itis
logged in a table. The table may contain the source and destination addresses,
port numbers, sequencing information, and connection flags. Afterwards,
packets arriving from the external network claiming to be part of an existing
TCP connection can be checked against the table. If a packet belongs to an
existing connection or exchange, it can be accepted. Otherwise, itis dropped.
Table entries expire, if packets belonging to an exchange are not ocbserved by
the firewall over a period of time [21].

Therefore, a stateful firewall is dynamic and limits the hackers’
opportunity to exploit certain services. The increased security does require
additional memory and time for table manipulation, which is problematic for
high-speed networks. Furthermore, the firewall must process all traffic arriving
and departing the secure network to adequately maintain the connection tables
21]. To solve these problems, the proposed firewall system will be divided into
two hierarchies, one for arriving traffic and another for departing traffic, as
ilustrated in Figure 10. In Figure 10, a stateful firewall system includes first and
second hierarchical firewall subsystems 1000 and 1002 and a control node
1004. First and second hierarchical firewall subsystems 1000 and 1002 may be
funclion-parallel firewall systems including a plurality of firewall nodes with
different rules distributed among different nodes as described above. In one
exemplary implementation, hierarchical firewall subsystem 1000 may include at
least two firewall nodes that implement different portions of a first firewall rule
set. Similarly, hierarchical firewall subsystem 1002 may include at least two
firewall nodes that implement different portions of a second firewall rule set.
Firewall subsystem 1000 may filter packets entering the network. Firewall
subsystem 1002 may filter packets departing from the network. Firewall
subsystems 1000 and 1002 may share state information regarding connections
established through the nodes within each system. Control node 1004 may
store the state information and may be accessible by the nodes in hierarchical

firewall subsystems 1000 and 1002. Rules can be distributed to the
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hierarchies and the designs can be oplimized using the methods described in
preceding section.

However, a new problem with the stateful model is the need to distribute
state information across nodes. For example, nodes that scrutinize arriving
traffic must be aware of any new connections permitted by nodes that inspect
departing traffic. Furthermore, nodes must be informed of table entries that
expire over time. To communicate state information, a central database
machine, such as control node 1004, may collect and distribute the information
(table entries) to the appropriate nodes. In one exemplary implementation,
control node 1004 may not perform table queries on behalf of nodes. Individual
nodes will only query their local tables, which prevents the central machine from
becoming a bottleneck. In addition, the central machine will only send
information (table entries) to nodes that might require it. As a result of this
policy, the table searched by an individual node is reduced (contains only
relevant information) as well as the search time. In an alternate
implementation, control node 1004 may store the connection table and may

perform queries for packets received by firewall subsystems 1000 and 1002.

Survivability and Firewall Grids

Another aspect of the subject matter described herein focuses on
increasing the survivability of the hierarchical design. Although the proposed
design has the benefit of increased packet throughput and minimal delay, the
reliability of the system is decreased, since more machines (nodes) are
deployed. For example, if the highest level node fails (is unable to inspect more
traffic or goes off-line), then the entire hierarchy is unable to process packets.
For this reason, the hierarchy is considered an n of n system, where all n
machines must be functioning for the system to operate correctly [4, 12].

Survivability of the system can be improved with the use of redundant
(parallel) nodes at different levels. For example, the first level may include
multiple machines in parallel, where each machine implements the same
security task (e.g., an IP check). An arriving packet would be sent to only one
of the parallel machines, where it would be accepted, dropped, or forwarded to
the next level for further processing. If one of the parallel nodes fails, then the
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remaining nodes can process the traffic. An additional benefit of parallel
processing is the equal distribution of traffic among nodes, which can resultin
higher throughput and lower delays. Details such as where to locate parallel
nodes and the number of machines required for each parallel configuration may
depend on the desired degree of reliability versus cost of deploying redundant
machines.

Y et another aspect of the subject matter described herein includes a grid
of configurable firewalls (nodes) that can be used to efficiently process traffic,
while being highly available. In one exemplary implementation, the grid may
include a network of highly interconnected nodes (possibly via a high-speed
switch or router) that can be logically deployed in various configurations (e.g.,
parallel, hierarchical, or hybrid). The advantage of the firewall grid is its ability
to quickly adapt to new demands. When security needs change (e.g., due to
policy changes, increased traffic volume, or node failure), these machines can
be deployed or configured to maintain throughput and QoS requirements. For
example, in a logical hierarchy, if a higher level encounters an increased traffic
load, less frequently used redundant machines at lower levels can be
reconfigured to process packets at the higher level. Unlike the hierarchical
model, physical changes are not required, since all the machines are
interconnected. Only the logical connection between nodes must be updated,
which can be performed quickly. Like the stateful hierarchical firewall, the initial
grid model will use a central machine to coordinate node configuration and
communication. This central machine will play an important role in the system
(balancing processing demand per node) and may constrain the efficiency of
the firewall grid. Future versions of the firewall grid will attempt to place more
intelligence in the nodes and allow them to interact independently and adapt
dynamically under the guidance of a general security policy.

Figures 11A and 11B illustrate an example of a firewall grid according to
an embodiment of the subject matter described herein. Referring to Figure
11A, a plurality of firewall nodes 1100-1114 are connected via a control node
1116. Each firewall node 1100-1114 may be configured to implement different
portions of a firewall rule set, as controlled by control node 1116. Each of the

firewall nodes is physically connected to the other firewall nodes via physical
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connections 1118. Physical connections 1118 may be local area network
connections, such as Ethernet connections. As such, control node 1116 may
be an Ethernet switch.

In Figure 11B, firewall nodes 1100-1114 are connected via logical
connections 1120. Logical connections 1120 may be implemented by control
node 1116 without changing physical connections 1118. For example, control
node 1116 may configure the output port to which firewall 1106 is connected to
receive frames from firewalls 1100, 1102, and 1104. Similar internal
configurations can be implemented for the remaining firewalls illustrated in
Figure 11B. In Figure 11B, logical connections 1120 between the firewalls
implement a hierarchical, function-parallel firewall design, such as that
illustrated in Figure 1. in addition, the design illustrated in Figure 11B is also
data-paraliel at each level. For example, each firewall node at each level may
implement a common rule or rule set. For example, the rule setimplemented
by the firewall nodes in level 1 is illustrated in Figure 11B as R1. The firewall
nodes in level 2 implement a rule set represented by R2, and the firewall nodes
in level 3implement a rule set represented by R3. If any of the firewall nodesin
a given level fails, the remaining firewall nodes in that level may take over
operation for the failed firewall. Alternatively, as described above, if a failure or
a bottleneck occurs at one level, a less-used firewall at another level may be
logically configured to operate at the level where the failure or congestion
occurred. Packet distributors 1122 may be configured to distribute the firewall
rules between the firewalls at each level. Thus, as illustrated by Figures 11A
and 11B, logical connections between firewall nodes and a firewall grid may be
dynamically altered (i.e., changed on the fly without ceasing packet filtering
operation) by a controller node without changing the physical connections

between the firewalls.

Firewall Implementation

In addition to the analytical models and simulations described above, an
implementation of a hierarchical firewall to measure performance will now be
described. One exemplary implementation may utilize Linux-based PCs and

Ethernet connections. Each PC will contain multiple Ethernet cards and be
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loaded with the Linux 2.4 kernel. The 2.4 kernel has support for various packet
queueing disciplines, traffic control methods, and packet processing (e.g.,
iproute2, tc, and iptable). Collectively, these functions are required for
advanced packet filtering. For example, iproute2 and iptable can route packets
based on information other than the destination address, while tc can mark and
shape traffic. PCs will serve as hierarchical nodes, sources and receivers of
network traffic, and hierarchy controllers.

Results from an initial implementation of a three-node hierarchical
firewall indicate that these open-source components are suitable for high-speed
networks. The Computer Science Department at Wake Forest University has
10 PCs available for this project, where each has a 600 Mhz processor and
multiple 100 Mbps Ethernet cards. These machines will serve as an initial
testbed for system development; however, faster machines and high-speed
network connections are required for actual system testing. For this reason,
this project requests the purchase of 6 additional PCs (2.4 Ghz processors),
each with multiple ‘Gigabit Ethernet cards (3 cards per machine). These new
machines will be configured as the firewall, while the current machines will
serve as traffic generators and receivers. For comparison purposes, parallel
and single-machine firewalls will also be implemented using this equipment.
Any software required will be developed and provided by the Computer Science

Department.

Firewall Rule Distribution for Function-Parallel Firewall Design

As stated above, one aspect with creating an optimal function-parallel
firewall design includes distributing rules among firewalls in the firewall rule set.
Firewall rules are preferably distributed among firewall nodes in a manner that
preserves firewall policy integrity. The following sections describe an
exemplary firewall rule set and different options for distributing the firewall rule

set among firewall nodes in a function-parallel firewall design.

Firewall Policy
in this section and the following sections, a rule r is modeled as an
ordered tuple of sets, r = (f{1], A2], ..., r1k]). Order is necessary among the

tuples since comparing rules and packets requires the comparison of
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corresponding tuples. Each tuple /] is a set that can be fully specified, specily
a range, or contain wildcards **’ in standard prefix format. For the Internet,
security rules are commonly represented as a 5-tuple consisting of: protocol
type, IP source address, source port number, IP destination address, and
destination port number [21, 22]. For example, the prefix 192.* would represent
any IP address that has 192 as the first dotted-decimal number. Given this
model, the ordered tuples can be supersets and subsets of each other, which
forms the basis of precedence relationships. In addition to the prefixes, each
filter rule has an action, which is to accept or deny. However, the action will not
be considered when comparing packets and rules. Similar to a rule, a packet
(IP datagram) d can be viewed as an ordered k-tuple d = (d[1], d[2], ..., d[K]);
however, ranges and wildcards are not possible for any packet tuple.

Using the previous rule definition, a standard security policy can be
modeled as an ordered set (list) of n rules, denoted as R = {r1, r2, ..., )}, A
packet d is sequentially compared against each rule r; starting with the first, until
a match is found (d = r;) then the associated action is performed. A match is
found between a packet and rule when every tuple of the packet is a subset of

the corresponding tuple in the rule.

Definition Packet d matches r; if
d= riffdll < rlfl, I=1, ... k

The rule list R is comprehensive if for every possible legal packet d a
match is found using R. Furthermore, two rule lists R and R'are equivalent if
for every possible legal packet d the same action is performed by the two rule
lists. If R and R'are different (e.g. a reorder) and the lists are equivalent, then
the policy integrity is maintained.

As described above, a rule list has an implied precedence relationship
where certain rules must appear before others if the integrity of the policy is to
be maintained. Table 2 shown below illustrates an exemplary rule set that will
be used herein to illustrate precedence relationships and rule assignment

according to an embodiment of the subject matter described herein.
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No. | Proto. IPSource Port IFII))estinatiolgort Action Prob.
1 UDP 1.1.* * * 80 deny 0.01
2 TCP 1. * 1. 90 accept 0.02
3 TCP 2.7 * 2.F 20 accept 0.25
4 UDP 1.* * * * accept 0.22
5 * * * * * deny 0.50

Table 2: Example Security Policy Consisting of Multiple Ordered Rules

In Table 2, rule r;y must appear before rule ry, likewise rule rs must be the last
rule in the policy. If for example, rule ry was moved to the beginning of the
policy, then it will shadow [23] the original rule r;, Shadowing is an anomaly that
occurs when a rule rymatches a preceding rule r; where i <j. As a result of the
relative order r; will never be utilized. However, there is no precedence
relationship between rules ry, rz or rygiven in Table 2. Therefore, the relative
order of these three rules will not impact the policy integrity and can be
changed to improve firewall performance.

As described in [28], the precedence relationship between rules in a
policy can be modeled as a Policy Directed Acyclical Graph (DAG). Let G =
(R,E) be a policy DAG for a rule list R, where vertices are rules and edges E
are the precedence relationships (constraint). A precedence relationship, or

edge, exists between rules r; and r;, if i < j and the rules intersect [28].

Definition The intersection of rule r; and r;, denoted as r N r;is
non=(rl NG, =1, . k

Therefore, the intersection of two rules results in an ordered set of tuples that
collectively describes the packets that match both rules. The rules r;and r;
intersect if every tuple of the resulting operation is non-empty. In contrast, the
rules r;and rjdo not intersect, denoted as r; 71 n, if at least one tuple is the
empty set. It should be noled that the intersection operation is symmetric;
therefore, if ry intersects r;, then r; will intersect r;. The same is true for rules that
do not intersect.

For example, for the rules given in Table 2, the intersection of r; and ry
yields (UDP, 1.1.%, *, *, 80). Again, the rule actions are not considered in the
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intersection or match operation. Since these two rules intersect, a packet can
match both rules for example d = (UDP, 1.1.1.1, 80, 2.2.2.2, 80). The relative
order must be maintained between these two rules and an edge drawn from ry
to rs must be present in the DAG, as seen in Figure 12. In Figure 12, the policy
DAG represents the rules in Table 2. Vertices 1200 indicate rules while edges
1202 indicate precedence relationships. Rules rz and rzin Table 2 provide an
example of rules that can be re-ordered without changing the firewall policy.
These two rules do not intersect due to the fifth tuple (destination port). A
packet cannot match both rules indicating the relative order can change;
therefore, an edge will not exist between them.

As described above, traditional firewall implementations consist of a
single, dedicated machine, similar to a router, that applies the rule set to each
arriving packet. However, packet filtering represents a significantly higher
processing load than routing decisions [15, 18, 22]. For example, a firewall that
interconnects two 100 Mbps networks would have to process over 300,000
packets per second [21]. Successfully handling these traffic loads becomes
more difficult as rule sets become more complex [4, 14, 22]. Furthermore,
firewalls must be capable of processing even more packets as interface speeds
increase. In a high-speed environment (e.g. Gigabit Ethernet), a single firewall
can easily become a bottleneck and is susceptible to DoS attacks [4,7, 10, 11].

Building a faster single firewall is possible [8, 15, 18, 19, 20]; however, the
benefits are temporary (traffic loads and interface speeds are increasing); it is
not scalable; it is a single point of failure; and it is generally not cost-effective for
all installations.

Parallelization has been demonstrated to offer a scalable approach for
improving the performance of network firewalls. As seen in Figure 13A, parallel
designs consist of multiple firewalls, referred to as firewall nodes, connected in
an array. In Figure 13A, firewall nodes 1300 each implement a common rule
set. A packet distributor 1302 load shares packets among firewall nodes 1300.
In Figure 13B, a function-parallel design is illustrated where firewall nodes 1304
implement different portions of a firewall rule set. A packet duplicator 1306
duplicates each packet to each firewall node. A gate 1308 controls packets

entering the network based on control information received from firewall nodes
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1304. The operation of the system illustrated in Figure 13B will be described in
more detail below.

The two designs depicted in Figures 13A and 13B are different based on
what is distributed: packets or rules. For example, the design developed by
Benecke et al consisted of multiple identical firewall nodes connected in
parallel, as shown in Figure 13A. Each firewall node implements the complete
security policy R, and arriving packets are distributed across the firewall nodes
for processing (one packet is sent to one firewall node) [4]; therefore different
packets are processed in parallel. Using terminology developed for parailel
computing, this design is considered data-parallel since the data (packets) is
distributed across the firewall nodes [25]. How the load-balancing algorithm
distributes the packets is vital to the data-parallel system and typically
implemented as a specialized high-speed switch [11, 12]. Although data-
parallel firewalls have been shown to achieve higher throughput than traditional
firewalls and have a redundant design [4], they suffer from two major
disadvantages. First, these designs have difficulty maintaining QoS across
networks. For example, legitimate traffic can encounter delays if it is queued
behind traffic that requires more processing. Under these circumstances, users
notice poor network performance, which is a growing concern as more network
applications require QoS assurances. Second, stateful inspection requires all
traffic from a certain connection or exchange to traverse the same firewall node,
which is difficult to perform at high speeds using the data-parallel approach [4,
14].

Rule Distribution and Function-Parallel Firewall

As described above, new scalable firewall designs are needed to cope
with increasing traffic loads, network speeds, and security threats. To address
these issues, one implementation of the subject matter described herein
includes a firewall design that consists of multiple firewalls connected in parallel
and a gate machine, as shown in Figure 13B. Again in this design, the
individual firewalls will be referred to as firewall nodes. However unlike the
data-parallel design that distributes the packets, the function-parallel design
distributes the policy rules across the firewall nodes. The distribution is done
such that policy integrity is maintained. Therefore, a single traditional firewall
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and a function-parallel firewall will always give the same result for any packet.
The rules distributed to a firewall node will be referred to as the local rule set or
local policy. Using parallel computing terminology this design will be referred to
as function-parallel, since the rules are distributed across the firewall nodes
[25].

The general operation of one exemplary function-parallel system can be
described as follows. When a packet arrives to the function-parallel system, the
packet is forwarded to every firewall node. Each firewall node processes the
packet using its local rule list. The firewall node then signals the gate indicating
either no match was found or provides the rule number and action if a match
was found. Therefore, no match is a valid response and is required for this
basic function-parallel design. The gate keeps track of the results and
determines the final action to perform on the packet. For example, a first match
policy can be implemented by applying the action of the lowest numbered
matching rule to the packet.

The performance of this basic design can be improved by allowing the
firewall nodes to pipeline packets [25]. For example, once a firewall node has
completed processing a packet, it can immediately begin processing the next
packet. This allows the firewall nodes to work independently, thus increasing
the overall system performance. However, pipelining requires the gate to keep
track of multiple packets simultaneously. Performance can also be increased if
the gate can signal the firewall nodes that further processing of a certain packet
is no longer needed (similar to short-circuit evaluation). This occurs when the
appropriate match has been found by a firewall node before the other firewall
nodes have completed processing the same packet. Short-circuit evaluation
requires the gate to know how the rules are distributed as well as the
dependencies, which is discussed in detail below.

The function-parallel design has several significant advantages over
traditional and data-parallel firewalls. First, the function-parallel design results
in the faster processing since every firewall node is utilized to process a single
packet. Reducing the processing time, instead of the arrival rate (the data-
parallel paradigm), yields better performance that will be proven theoretically
and demonstrated experimentally. Second, unlike the data-parallel design,

function-parallel can maintain state information about existing connections.
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Maintaining state can be viewed as the addition of a new rule corresponding to
a requested connection. Unlike the data-parallel design, the new rule can be
placed in any firewall node since a packet will be processed by every firewall
node. Third, the function-paralle! design has the unique ability to provide
service differentiation between classes of traffic; therefore, the design can
provide QoS requirements. Finally, the function-parallel system can be
implemented using any current firewall system (as discussed below, the gate
can be removed), without any specialized hardware. The disadvantage of the
system is the limited scalability, since the system cannot have more firewall
nodes than rules, unless data-redundancy is provided. However, given the size
of most firewall policies range in the thousands to hundred of thousands of
rules, which is expected to increase, the scalability limit is not an important
concern.

The operation and performance of the function-parallel design depends
on the correct distribution of policy rules. Rule distribution techniques that
maintain integrity, increase processing speed, allow redundancy and

robustness, and eliminate the gate are described in the following sections.

Rule Distribution and Policy Integrity

As described above, the function-parallel design distributes the security
policy rules across an array of firewall nodes. Using this design, all the firewall
nodes process an arriving packet in parallel using its local rule set. The rules
must be distributed such that the integrity of the policy is maintained. Again, it
will be assumed in the examples described herein that a first-match policy is
desired. Therefore, the distribution of the rules must not introduce any
anomalies into the original rule list, such as shadowing.

Let m be the number of firewall nodes in the system and j be a firewall
node j = 1...m. Each firewall node has a local rule set that is a portion of the
security policy. Denote the local rule list for firewall node j as R; that has n;
rules. The firewall node will process an arriving packet using the local rule list
in a top-down fashion to find the first match. It should be noted that a software
implementation of the firewall node according to the subject matter described
herein is not required to have a rule list.  The function-parallel design is
independent of software implementation. In this scenario integrity is maintained
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under two conditions: every rule is assigned to at least one firewall node, and a
policy DAG edge never traverses upward within a firewall node. The first
condition assures every rule in the original policy exists in the function-parallel
system, while the second condition prevents rule shadowing within a firewall
node. Consider a two-firewall node system and the five-rule policy given in
Table 2. Possible rule distributions are depicted in Figures 14A-14C. The
distribution illustrated in Figure 14A will be referred to as vertical, while the
distribution illustrated in Figure 14B will be referred to as horizontal. In both
cases the five rules are present and all policy DAG edges are downward; thus
integrity is maintained. In contrast, Figure 14C is an illegal distribution because
rule ry shadows ry (upward policy DAG edge).

The gate can also utilize the policy DAG to determine the first match,
and if a short-circuit evaluation can occur. For example consider the
distribution illustrated in Figure 14A. Assume a packet matches r3 in the
second firewall node and this result is reported to the gate. Using the policy
DAG, the gate can determine this is the first match, since it is impossible for a
packet that matches rs to also match any rules that preceded it in the original
policy (rules ry or r2). The gate can inform the remaining firewall nodes to stop

processing the packet.

Optimal Ruie Distribution

The previous section described the distribution requirements for
maintaining policy integrity. However it was proven in [27] that any linear
arrangement of a policy DAG maintains integrity, which also holds for a local
policy DAG. Furthermore as evident in the previous section, many different
distributions are possible. Given the possible rule distributions for the function-
parallel design, a distribution is sought that minimizes the average number of
comparisons required per packet [27].

Achieving this goal will require information not present in the firewall rule
list. Certain firewall rules have a higher probability of maiching a packet than
others. As a result, it is possible to develop a policy profile over time that
indicates frequency of rule matches (similar to cache hit ratio). Let P = {p+, p2,
..., pn} be the policy profile, where p; be the probability that a packet will match
rule r; (first match in the policy). Furthermore, assume a packet will always find
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a match, Zpi =1; therefore R is comprehensive. Using this information, the

1=1
average number of rule comparisons required for the policy R using a standard

single machine firewall is

E(R)y=>_i p, (4)

i=l

This equation alsc applies to firewall nodes. However, the rules of a local policy
include rules of the original policy; therefore, a mapping between the local and
original policy rules is needed. Let r,; represent the i rule of firewall node J,
that corresponds a certain rule in the original rule list R. Consider the local rule
list for the second firewall node depicted in Figure 14A. The focal policy is R» =
{ra, s}, where ri2 = rq and rz = rs.  Similarly, let p;; be the probability of

h

matching the " rule of firewall node j. Therefore the average number of

comparisons required for firewall node j is
E(‘R‘/):Zi-pi‘/ (5)
=1

Using the previous equation, the average number of comparisons required for

the function-parallel system is

m m N

Ej(R)=2 ER) =221 P (6)
= e
For example, the average number of comparisons required for the distribution
given in Figure 14A is 2.24, while the average number of comparisons for the
distribution given in Figure 14B is 2.45.

Given a policy DAG G = (R,E) and policy profile P, a distribution is
sought that minimizes Equation 6. In the absence of precedence relationships,
the average number of comparisons is minimized if the rules are sorted in non-
increasing order according to the probabilities [28], which is also referred to as
Smith’s algorithm [29]. The sorted rules are then distributed in a horizontal

fashion, as depicted in Figure 14B. Precedence constraints cause the problem
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to be more realistic; however, precedence constraints also make determining
the optimal permutation more problematic. In [27] determining the optimal rule
order for a single machine firewall is proven to be NP-complete; therefore, sois
determining the optimal function-parallel rule distribution. However, [27]
presents a simple sorting algorithm to improve the optimal order, that can be
modified to apply to function-parallel rule distribution. This modified algorithm
sorts the policy rules using the method described in [27], then distributes the

rules in a horizontal fashion.

Redundancy

Similar to the traditional and data-parallel firewalls, a disadvantage of the
current function-paralle! design is its inability to withstand a single firewall node
failure. If a single firewall node fails in the function-parallel system, then part of
the policy is lost and integrity is not maintained. A simple solution commonly
used for traditional firewalls is to duplicate the entire system; however, this
solution is cost prohibitive, not efficient, and difficult to manage.

Redundancy can be provided in the function-parallel design by
replicating rules, instead of firewall nodes. Consider the function-parallel
system depicted in Figure 15A, that includes four firewall nodes and an eight-
rule policy distributed in a horizontal manner. If the local rule list of the right
neighbor is added to the end of every firewall node, as illustrated in Figure 15B,
then any non-continuous firewall nodes can fail and integrity will be maintained.
It should be noted that the criteria for maintaining integrity still apply: every rule
must be implemented at a node and no upward edges in the local policy DAG.
Furthermore, the redundant design requires short-circuit evaluations to prevent

multiple firewall nodes from evaluating the same rule.

Gateless Design

The gate plays an important role in the function-parallel design. It
accepts information from the firewall nodes to determine the correct action to
apply to a packet. Unfortunately, the gate is a special device that must
coordinate with the individual firewall nodes in the system, which may be
problematic to implement. However, it is possible to eliminate the gate and

allow the firewall nodes to operate independently without any coordination. The
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significant advantage is that the gateless function-parallel design can be
implemented with any firewall system (from open source to proprietary).

Eliminating the gate requires a rule distribution such that for any given
packet, only one machine will ever accept and the remaining machines will
always deny. As described above, rule actions are either accept or deny. This
can be seen in the policy DAG by denoting deny rules with a square and accept
rules with a circle. To assure only one machine will accept a packet, an accept
rule in a firewall node cannot intersect with another accept rule in any other
firewall node. As described above, the intersection of two rules describes the
set of packets that can match both rules. If an edge spans the local rules of
firewall nodes, then the set of packets would be accepted by both firewall
nodes; thus, duplicate packets would be accepted. In addition, every drop rule
must be present in each firewall node to assure the remaining firewall nodes will
drop the packet. Given these two requirements a policy DAG edge will not
span firewall nodes, as illustrated in Figures 16B and 16C.

For example, consider a two-firewall node function-parallel system that
implements the five-rule policy given in Table 2. The policy DAG is given in
Figure 16A, where the first and last rules are deny. An initial gateless rule
distribution is given in Figure 16B which has no edges spanning the firewall
nodes. Given the local policy DAG, deny rules can be removed if: no inbound
edges exist for the deny rule; and all out-going edges for the deny rule connect
to a superset deny rule. Using these constraints, the first rule in the second
firewall node depicted in Figure 16B can be removed (it is a subset of r5 and
has no other edges). This gives the final gateless rule distribution shown in
Figure 16C. As a result, the first firewall node in this distribution will only
process UDP traffic, while the second machine only processes TCP. The rules
can be divided with respect to other tuples, and can be done to provide QoS

guarantees.

Theoretical Results
Assuming arrivals and service times are exponentially distributed, a
firewall system can be considered an open network of M/M/1 queues (Jackson
network) [5, 17]. Probabilities can be assigned to each link to indicate the
likelihood of moving to the next node, which are given from the policy profile (hit
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ratio) described above. The average end-to-end delay for g cascading
machines (traversal path) can be computed as

L
E(T)=2 —— (7)

=l i i

where 1/u;is the service time (processing and transmission) and Aiis the arrival
rate to node i. As aresult, we have a theoretical model for the average delay
across a firewall system. Consider the data-parallel and functional-parallel
firewall designs given in Figures 13A and 13B. Assume each system consists
of m machines and implements the same n rule security policy. Let the total
arrival rate to each system be A packets per unit time and each node performs x
rules per unit time.

For the data-parallel firewall, traffic arrives at the packet distributor,
which evenly distributes the traffic. As a result the arrival rate to each machine
is A m. The service rate is x n, since each node implements the complete rule

set. The end-to-end delay across any machine in the parallel firewall is

1
x A

n o m

E(T)= (8)

In contrast, rules are distributed across each machine, in the function-
parallel firewall. Furthermore, all traffic arriving to the system is forwarded to
each machine. If we assume the rules in each machine are independent (no
policy DAG edges spanning machines), then the end-to-end delay across any
machine in the functional-parallel firewall is

E(Ty=—t 9)

nm-x
L

n

The reduction in delay compared to a data-parallel firewall system is 1 m;
therefore, the functional-paraliel system has the potential to be m times faster
than a (data) parallel system. However, the scalability of the functional-parallel

system is dependent on the rule set.
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Figures 17A and 17B compare the performance of function-parallel,
data-parallel, and single firewall designs. More particularly, Figure 17A
compares the average among the different firewall designs as the arrival rate A
increases. As can be seen from Figure 17A, the function-parallel design
achieves lower average delay as the arrival rate increases than the data-
parallel design. Figure 17B illustrates the average delay as arrival rate and the
number of rules increase. In Figure 17B, the function-parallel design again

achieves better simulated performance than the data-parallel design.

Experimental Results

The previous section described models that provide insight to the
average delay across different firewall designs. This information is beneficial in
guiding initial design; however, we are also interested in the maximum delay
encountered. For this reason, a discrete event simulator has been developed
to model the different systems.

The data-parallel firewall and function-parallel firewall designs were
simulated, where both systems implemented a 50-rule policy and each
consisted of 5 firewall nodes. Three classes of traffic were modeled, first,
second, and background. The first and second classes represent legitimate
traffic that was eventually accepted by the firewall system, while background
traffic was typically dropped. The two designs were simulated under normal
conditions, where each traffic type had the same volume. Figures 18Aand 18B
shows the simulation results. As seen in Figure 18A and predicted by the
theoretical models, the average delay encountered by packets in the functional-
parallel design was lower than the data-parallel designs. The function-parallel
design also provided lower maximum delays than the data-parallel, as seen in
Figure 18B. In summary, the theoretical models and simulation results indicate
function-parallel is a better design than a traditional single firewall system or a
data-parallel system; yet, function-parallel requires no more computing

resources than data-parallel.

Summary
Thus, as described above, the subject matter described herein includes

methods, systems, and computer program products for providing a function-
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parallel firewall where different portions of a firewall rule set are distributed
among different firewall nodes. Figure 19 is a flow chart illustrating exemplary
steps of a process for filtering packets using a rule set distributed among
firewall nodes in a function-parallel manner. Referring to Figure 19, in step
1900, packet filtering rules of a rule set are distributed among nodes in a
function-paraliel manner so that different nodes implement different portions of
the rule set. In step 1902, packets to be filtered are replicated to each of the
nodes. In step 1904, the packets to be filtered are replicated to each of the
nodes. In a hierarchical design, step 1904 may be implemented at each levelin
the hierarchy. If a packet passes or fails at one level, the packet may be
forwarded into a network or dropped, depending on the distribution of the rule
set. In step 1904, the rules are applied to filter the packets.

The steps illustrated in Figure 19 and in all of the examples described
herein may be applied to firewall systems that filter packets based on packet
header information, intrusion detection systems that filter packets based on
packet payload information, or intrusion protection systems that filter packets
based on a combination of packet header and packet payload information.

The following references correspond to the citations in this document.
The disclosure of each of these references is hereby incorporated herein by

reference it its entirety.
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CLAIMS

What is claimed is:

1.

A function-parallel firewall comprising:

(a) a first firewall node for filtering received packets using a first
portion of a rule set including a plurality of rules, the first portion
including less than all of the rules in the rule set; and

(b) at least one second firewall node for filtering packets using a
second portion of the rule set, the second portion including at
least one rule in the rule set that is not present in the first portion,
wherein the first and second portions together include all of the
rules in the rule set.

The function-parallel firewall of claim 1 wherein the first and second

portions respectively include rules present in first and second levels of a

firewall hierarchy.

The function-parallel firewall of claim 2 wherein the first and second

firewall nodes are connected to each other such that the rules in the first

level are applied to received packets before the rules in the second
level.

The function-parallel firewall of claim 3 wherein the first firewall node is

adapted to forward packets that pass one of the rules in the first portion

to an internal network in a manner that bypasses the second firewall
node.

The function-parallel firewall of claim 3 wherein the first firewall node is

adapted to discard packets that fail one of the rules in the first portion.

The function-parallel firewall of claim 3 wherein the rules in the second

portion are more processor-intensive than the rules in the first portion.

The function-parallel firewall of claim 1 comprising:

(a) a packet distributor for replicating each packet to the first and
second firewall nodes; and

(b) a gate machine for collecting results of applying the first and
second portions of the rule set to each packet from the first and
second firewall nodes and for making a forwarding decision

based on the results.
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10.

1.

12.

13.

14.

15.

16.

17.

18.

The function-parallel firewall of claim 7 wherein each of the first and
second firewall nodes is adapted to process the packets in a pipelined
manner and wherein the gate machine is adapted to maintain state
information for multiple packets simultaneously.

The function-parallel firewall of claim 7 wherein the gate machine is
adapted to signal the second firewall node when processing of a packet
is no longer needed due to matching of the packet with one of the rules
used by the first firewall node.

The function-parallel firewall of claim 1 wherein the first and second
firewall nodes implement rules of the same hierarchical level.

The function-parallel firewall of claim 1 wherein at least one of the rules
in the first portion is present in the second portion to provide
redundancy.

The function-parallel firewall of claim 1 wherein the first and second

firewall nodes are configured to implement a gateless design wherein

the rules are distributed among the first and second firewall nodes such
that for any given packet, one of the first and second firewall nodes will
accept the packet and the other of the first and second firewall nodes will
deny the packet.

The function-parallel firewall of claim 1 wherein the first and second
firewall nodes are implemented on different physical machines.

The function-parallel firewall of claim 1 wherein the first and second
firewall nodes are implemented on different processors in the same
machine.

The function-parallel firewall of claim 1 wherein the first and second
firewall nodes are adapted to simultaneously process copies of the same
packets.

The function-parallel firewall of claim 1 wherein the rule set includes
firewall rules for filtering packets based on packet headers.

The function-parallel firewall of claim 1 wherein the rule set includes
intrusion detection rules for filtering packets based on packet payloads.
The function-parallel firewall of claim 1 wherein the rule set includes
intrusion protection rules for filtering packets based on a combination of

packet headers and packet payloads.
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19.

20.

21.

22.

A stateful function-parallel firewall system comprising:

(a) a first function-paraliel firewall subsystem including a plurality of
firewall nodes implementing a first rule set for filtering packets
arriving in a network, wherein the first function-parallel firewall
subsystem includes at least first and second firewall nodes
respectively implementing first and second portions of the first
rule set, the first portion including at least one rule that is not
present in the second portion; and

(b) a second function-parallel firewall sub-system including a second
set of firewall nodes implementing a second rule set for filtering
packets departing from the network, wherein the second function-
parallel firewall subsystem includes at least third and fourth
firewall nodes, the third and fourth firewall nodes implementing
first and second portions of the second rule set, the first portion of
the second rule set including at least one rule that is not present
in the second portion of the second rule set, wherein the first and
second function-parallel firewall subsystems share state
information regarding connections established through the first
and second sets of firewall nodes.

The stateful function-parallel firewall system of claim 19 comprising a
database node coupled to the first and second function-parallel firewall
subsystems, wherein the database node stores the state information,
wherein the first set of firewall nodes obtains state information regarding
connections established through the second set of firewall nodes from
the database node, and wherein the second set of firewall nodes obtains
state information regarding connections established through the first set
of firewall nodes from the database node.

The stateful function-parallel firewall system of claim 20 wherein the first

and second sets of firewall nodes store copies of the state information

maintained by the database node.

The stateful function-parallel firewall system of claim 19 wherein the first

and second function-parallel firewall subsystems each include a gateless

design wherein rules are distributed among individual firewall nodes
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23.

24.

25.

26.

27.

28.

29.

30.

such that a received packet will be accepted by a single firewall node

and will be denied by remaining firewall nodes.

The stateful function-parallel firewall system of claim 19 wherein the

firewall nodes of the first subsystem are adapted to simultaneously

process copies of the same packets arriving in the network and wherein

the firewall nodes in the second subsystem are adapted to

simultaneously process copies of packets departing from the network.

The stateful function-parallel firewall system of claim 19 wherein the first

and second rule sets include firewall rules for filtering packets based on

packet header information.

The stateful function-parallel firewall system of claim 19 wherein the first

and second rule sets include intrusion detection rules for filtering packets

based on payloads of the packets.

The stateful function-parallel firewall system of claim 19 wherein the first

and second rule sets include intrusion protection rules for filtering

packets based on a combination of packet header and packet payload

information.

A firewall grid comprising:

(a) a plurality of firewall nodes being physically connected to each
other via a network for filtering packets; and

(b) a controller for controlling logical connections between the firewall
nodes, wherein the controller is adapted to configure the firewall
nodes in a logical firewall hierarchy without changing physical
connections between the firewall nodes.

The firewall grid of claim 27 wherein the firewall nodes are adapted to

simultaneously process copies of the same packets.

The firewall grid of claim 27 wherein the logical firewall hierarchy

comprises a function-parallel hierarchy where individual firewall nodes

implement different portions of a rule set.

The firewall grid of claim 27 wherein the controller is adapted to detect

congestion at a first level in the firewall hierarchy and is adapted to

reconfigure the logical connections between the firewall nodes to add a

firewall node from another level in the firewall hierarchy to the level at

which congestion was detected.
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31.

32.

33.

34.

35.

36.

37.

38.

A system for providing network access control based on a function-

parallel policy, the system comprising:

(a) a first node for filtering received packets using a first portion of a
rule set including a plurality of rules, the first portion including less
than all of the rules in the rule set; and

(b) at least one second node for filtering packets using a second
portion of the rule, the second portion including at least one rule
in the rule set that is not present in the first portion, wherein the
first and second portions together include all of the rules in the
rule set.

The system of claim 31 wherein the rule set includes firewall rules for

filtering packets based on packet header information.

The system of claim 31 wherein the rule set includes intrusion detection

rules for filtering packets based on packet payload information.

The system of claim 31 wherein the rule set includes intrusion protection

rules for filtering packets based on a combination of packet header and

packet payload information.

A method for controlling access to a network based on a set of packet

filtering rules distributed in a function-parallel manner, the method

comprising:

(a) distributing packet filtering rules of a rule set among a plurality of
different nodes in a function-parallel manner so that at least some
of the different nodes implement different portions of the rule set;

(b) replicating packets to each of the nodes; and

(c) applying the rules to filter the packets.

The method of claim 35 wherein the packet filtering rules comprise

firewall rules for filtering packets based on packet header information.

The method of claim 35 wherein the packet filtering rules comprise

intrusion detection rules for filtering packets based on packet payload

information.

The method of claim 35 wherein the packet filtering rules comprise

intrusion protection rules for filtering packets based on a combination of

packet header and packet payload information.
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39.

40.

41.

42.

43.

44.

45.

The method of claim 35 comprising, receiving a first packet at a first
node, determining whether the packet matches a first rule implemented
by the first node, and, in response to determining that a match occurs,
notifying the other nodes of the match.

The method of claim 36 comprising, at the other nodes, ceasing

processing of the first packet.

A method for distributing rules in a function-paralle! firewall, the method

comprising:

(a) defining a rule set for a function-parallel firewall;

(b) assigning rules in the rule set to nodes and branches in a trie
data structure, wherein each node in the trie data structure
corresponds to a data field and each branch represents a value
for each data field to be compared to values in corresponding
fields in received packets; and

(c) pruning the trie data structure in a manner that preserves
ordering of the rules in the rule set.

The method of claim 41 wherein pruning the trie data structure includes

pushing a rule to its descendants and deleting the original rule.

The method of claim 41 comprising reducing the depth of the trie using

level reordering.

The method of claim 41 wherein assigning rules in the rule set to nodes

and branches in the tric data structure includes assigning rules requiring

longer processing time to lower levels in the trie.

A method for assigning rules to a plurality of firewall nodes, the method

comprising:

(a) assigning packet filtering rules to nodes in a directed acyclical
graph (DAG);

(b) representing relationships between rules by edges in the DAG;
and

(c) distributing the rules among a plurality of firewall nodes using the
DAG such that different firewall nodes implement different rules
and such that relationships between the rules specified in the

DAG are preserved.
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46.

47.

48.

49.

50.

51.

The method of claim 45 wherein distributing the rules among a pluralily
of firewall nodes using the DAG includes distributing the rules such that
intersecting accept rules are not present in more than one firewall node.

The method of claim 45 wherein distributing the rules among a plurality

of firewall nodes using the DAG includes distributing the rules such that

the edges to not span multiple firewall nodes.

The method of claim 45 wherein distributing the rules among a plurality

of firewall nodes using the DAG includes replicating deny rules in each

of the firewall nodes.

The method of claim 48 comprising eliminating a deny rule implemented

by a first firewall node in response to determining that the deny rule for

the first firewall node inciudes no inbound edges and outbound edges
from the first deny rule terminate only in a superset deny rule.

A computer program product comprising computer executable

instructions embodied in a computer readable medium for performing

steps comprising:

(a) distributing packet filtering rules of a rule set among a plurality of
different nodes in a function-parallel manner so that at least some
of the different nodes implement different portions of the rule set;

(b) replicating packets to each of the nodes; and

(c) applying the rules to filter the packets.

A computer program product comprising computer executable

instructions embodied in a computer readable medium for performing

steps comprising:

(a) defining a rule set for a function-parallel firewall;

(b) assigning rules in the rule set to nodes and branches in a trie
data structure, wherein each node in the trie data structure
corresponds to a data field and each branch represents a value
for each data field to be compared to values in corresponding
fields in received packets; and

(©) pruning the trie data structure in a manner that preserves

ordering of the rules in the rule set.
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A computer program product comprising computer executable

instructions embodied in a computer readable medium for performing

steps comprising:

(a) assigning rules to nodes in a directed acyclical graph (DAG);

(b) representing relationships between rules by edges in the DAG;
and

(c) distributing the rules among a plurality of firewall nodes using the
DAG such that the relationships between the rules specified in

the DAG are preserved.
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DESCRIPTION
METHOD, SYSTEMS, AND COMPUTER PROGRAM PRODUCTS FOR
IMPLEMENTING FUNCTION-PARALLEL NETWORK FIREWALL

RELATED APPLICATIONS
This application claims the benefit of U.S. Provisional Patent Application
Serial No. 60/638,436, filed December 22, 2004; the disclosure of which is
incorporated herein by reference in its entirety.

GOVERNMENT INTEREST
This invention was made with Government support under Grant No. DE-
FG02-03ER25581 awarded by U.S. Department of Energy, Mathematical and
Computational Information Sciences Division. The U.S. Government has

certain rights in the invention.

TECHNICAL FIELD
The subject matter described herein relates to implementing network
firewalls. More particularly, the subject matter described herein relates to
methods, systems, and computer program products for implementing a
function-parallel network firewall.

BACKGROUND ART

Firewalls remain the frontier defense for securing networks that are vital
to private industry, government agencies, and the military. They enforce a
security policy by inspecting and filtering traffic arriving at or departing from a
secure network [3, 21, 22]. Meaningful inspections often involve a complex
process, and if firewalls are to remain effective, they must adapt to constantly
changing network demands, technology, and security threats.

As firewall technology evolves to mest new demands and threats, it must
continue to act transparently to legitimate users, with little or no effect on the
perceived network performance. The networks between two communicating
machines should be invisible, especially if traffic requires specific network
Quality of Service {QoS), such as bounds on the packet delay, jitter, and

throughput. The firewall should process the legitimate traffic quickly, efficiently,
-1-
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and never violate the desired QoS. Unfortunately, the firewall can easily

become a bottleneck, given increasing traffic loads and network speeds [12, 14,

18, 20, 21]. Packets must be inspected and compared against complex rule

sets and tables, which is a time-consuming process. In addition, audit files must

- 5 be updated with current connection information. As a result, current firewalls

have difficulty maintaining QoS guaraniees. Since a firewall can be

overwhelmed with traffic, it is also susceptible to Denial of Service (DoS)

attacks [21]. Such attacks merely overload/saturate the firewall with illegitimate

traffic. Audit files and state tables quickly fill available storage space and

10 legitimate traffic queued behind suspicious fraffic encounters long delays.

Legitimate users notice poor network performance, and, in the worst case, the

secure network is disconnected from the outside world.

Inspecting traffic sent between networks, a firewall provides access

control, auditing, and traffic control based on a security policy [3, 21, 22]. The

15  security policy is a list of ordered rules, as seen in Table 1, that defines the

' action to perform on matching packets. A rule r can be viewed as a k-tuple
({11, 421, A3], ..., dk]), where rii] is specified as a variable length prefix.

No. Proto. - Source Port lFI?jJestina’ciogor1 Action
1 TCP 140.% * * 80 accept
2 TCP 150.* * 120 80 accept
3 TCP 140.* * 130 20 accept
4 UDP 150.% .7 * 3030 accept
5 ¥ p " " P deny

Table 1: Example Security Policy Consisting of Multiple Ordered Rules

20
In the examples described herein, rules will initially be represented as

the 5-tuple (protocol, 1P source address, source port number, IP destination
address, destination port number). Fields can be fully specified or contain
wildcards *' in standard prefix format. For example the prefix 192.% would
25 represent any IP address that has 192 as the first dotted-decimal number. In
addition to the prefixes, each filter rule has an action, which is to accept or
deny. An accept action passes the packet into or from the secure network,

-2
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while deny causes the packet to be discarded. Rules are applied in order to
every arriving packet until a match is found; otherwise, a default action is
performed [21, 22].

Unfortunately, security policies may contain anomalies, such as a packet
that matches multiple rules, where the matching rules specify conflicting
actions. Security policy anomaly detection and correction is the subject of
continued research [13, 21] and is not the focus of the present subject matter.
Given the type of security policy required, rule sets can become quite large and
complex. Security can be further enhanced with connection state and packet
audit information. For example, a table can be used to record the state of each
connection, which is useful for preventing certain types of attacks (e.g., TCP
SYN flood) [21, 22].

Traditional firewall implementations consist of a single dedicated
machine, similar to a router, that sequentially applies the rule set to each
arriving packet. However, packet filtering represents a significantly higher
processing load than routing decisions [15, 18, 22]. For example, a firewall that
interconnects two 100 Mbps networks would have to process over 300,000
packets per second [21]. Successfully handling this high traffic becomes more
difficult as rule sets become more complex [4, 14, 22]. Furthermore, firewalls
must be capable of processing even more packets as interface speeds
increase. In ahigh-speed environment (e.g. Gigabit Ethernet), a single firewall
can easily become a bottleneck and is susceptible to DoS attacks [4, 7, 10, 12].
An attacker could simply inundate the firewall with traffic, delaying or preventing
legitimate packets from being processed. Building a faster single firewall is
possible [8, 15, 18, 19, 201; however, the benefits are temporary (traffic loads
and interface speeds are increasing); it is not scalable; it is a single point of
failure; and it is generally not cost-effective for all installations.

A data-parallel firewall (or firewall sandwich) where each firewall node
implements an entire firewall rule setis another approach to increase the speed
of processing traffic [4, 12, 14, 22]. As shown in Figure 1, the system consists
of multiple identical firewalls 100 connhected in parallel. Each machine
implements the complete security policy and arriving packets are distributed

across the machines for processing in parallel [4]. A packet distributor 102

-3-
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implements a load balancing algerithm to distribute
different packets to different firewall nodes. How the
load-balancing algorithm distributes packets is vital to
the system and is typically implemented as a high-speed
switch in commercial products [11,12]. Although data-
parallel firewalls achieve higher throughput than
traditional firewalls [4] and have a redundant design,
they have difficulty maintaining QoS across networks. For
example, legitimate traffic can encounter delays if it is
queued behind traffic that requires more processing.
Under these circumstances, users notice poor network
performance, which is growing concern as more network
applications require QoS assurances. Furthermore,
stateful inspection requires all traffic from a certain
connection or exchange to traverse the same parallel
machine, which is difficult to perform at high speeds
{14]. Therefore, new firewall architectures are needed to
meet the demands of future networks and the challenges of
increasing security threats,
SUMMARY

In accordance with the present invention, there is
provided a function-parallel firewall sYstem comprising
(a) a first firewall node for filtering received packets
using a first portion of a rule set including a plurality
of rules, the first portion including less than all of the
rules in the rule set; and (b) at least one second
firewall node for filtering packets using a second portion
of the rule set, the second portion including at least one
rule in the rule set that is not present in the first
portion, wherein the first and second portions together
include all of the rules in the rule set, wherein the
first and second firewall nodes are configured to
implement a gateless design wherein the rules are
distributed among the first and second firewall nodes such
that for a given packet, one of the first and second
firewall nodes will accept the packet and the other of the
first and second firewall nodes will deny the packet.
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In accordance with the present invention, there is
provided a method for controlling access to a network
based on a set of packet filtering rules distributed in a
function-parallel manner, the method comprising (a)
distributing packet filtering rules of a rule set among a
plurality of different nodes in a function-parallel manner
so that at least some of the different nodes implement
different portions of the rule set; (b) replicating
packets to each of the nodes; and (c¢) applying the rules
to filter the packet using a gateless design wherein the
rulea are distributed among first and second firewall
nodes such that for a given packet, one of the first and
second firewall nodes will accept the packet and the other
of the first and second firewall nodes will deny the
packet,

In accordance with the present invention, there is
provided a computer program product comprising computer
executable instructions embodied in a computer readable
medium for performing steps comprising (a) a first
firewall node for filtering received packets using a first
portion of a rule set including a plurality of rules, the
first portion including less than all of the rules in the
rule set; and (b) at least one second firewall node for
filtering packets using a second portion of the rule set,
the second portion including at least one rule in the rule
set that is not present in the firast portion, wherein the
firgt and second portions together include all of the
rules in the rule set, wherein the first and second
firewall nodes are configured to implement a gateless
design wherein the rules are distributed among the first
and second firewall nodes such that for any given packet,
one of the first and second firewall nodes will accept the
packet and the other of the first and second firewall
nodes will deny the packet.
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According to one aspect, the subject matter described herein includes a
function-paraliel firewall. The function-parallel firewall includes a first firewall
node for filtering received packets using a portion of a rule set. The portion of
the rule set méy be less than all of the rules in the rule set. Atleast one second
firewall node filters packets using at least one rule in the rule set that is not
present in the portion implemented by the first firewall node. The first and
second potions together include all of the rules in the rule set,

The term “firewall.node,” as used herein refers to a physical entity that
implements one or more packet filtering rules. For example, a firewall node
may be a single-processor computing device that implements the packet
filtering rules. Alternatively, a firewall node may be a processor within a muiti-
processor computing device that implements one or more packet filtering rules.

Thus, a multi-processor device may include muiltiple firewall nodes.

‘According to another aspect, the subject matter described herein
includes a stateful function-parallel firewall system. The system includes a first
function-parallel firewall subsystem including a plurality of firewall nodes
implementing a first rule set fo%ﬂltering packets arriving at a network. The first
function-parallel firewall subsystem includes at least first and second firewall
nodes respectively implementing first and second portions of the first rule set,

1724668, 1 (GHMauers) PTSASLAU 19/08/11
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The first portion includes at least one rule that is not present in the second
portion. A second function-parallel firewall subsystem includes a second set of
firewall nodes. The second set of firewall nodes implements a firewall rule set
for filtering packets departing from the network. The second function-parallel
firewall subsystem includes at least third and fourth firewall nodes. The third
and fourth firewall nodes implement at least one rule that is not present in the
second portion of the second rule set. The function-parallel firewall subsystems
share state information regarding connections established through the first and
second sets of firewall nodes.

According to another aspect, the subject matter described herein
includes a firewall grid. The firewall grid includes a plurality of firewall nodes
that are physically connected to each other via a network for filtering packets.
A controller controls logical connections between the firewall nodes. The
controller is adapted to configure the firewall nodes in a logical firewall hierarchy
without changing physical connections between the firewall nodes.

According to yet another aspect, the subject matter described herein
includes a method for distributing rules in a function-parallel firewall. The
method includes defining a rule set for a function-parallel firewall. The method
further includes assigning rules in the rule set to nodes and branches in a trie
data structure. Each node in the trie data structure corresponds to a data field
and each branch represents a value for each data field to be compared to be

values in corresponding fields of received packets. The trie data structure is

pruned in a manner that preserves ordering of the rules in the rule set.

According to yet another aspect, the subject matter described herein
includes a method for assigning rules to a plurality of firewall nodes. The
method includes assigning rules to nodes in a directed acyclical graph (DAG).
Relationships between rules are represented by edges in the DAG. Rules are
distributed among a plurality of firewall nodes using the DAG in a function-
parallel manner and such that relationships between the rules specified in the
DAG are preserved. ‘

As used herein, the term “firewall” refers to a logical entity that is
adapted to filter packets at the ingress and/or egress portions of a network
based on a palicy. The term “firewall” is intended to include systems that block

packets from entering or leaving a network and systems that perform intrusion
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detection and intrusion protection functions for packets entering or leaving a
network. Thus, the term “function-parallel firewall” is also intended to include
an intrusion detection system or an intrusion protection system that operates in
a function-parallel manner as described herein.

The subject matter described herein can be implemented using any
combination. of hardware, software, or firmware. In one exemplary
implementation, the subject matter described herein may be implemented using
a computer program product comprising computer executable instructions
embodied in a computer readable medium. Exemplary computer readable
media suitable for implementing the subject matter described herein include
disk memory devices, chip memory devices, programmable logic devices,
application specific integrated circuits, and downloadable electrical signals. In
addition, a computer program product that implements the subject matter
described herein may be located on a single device or computing platform or
may be distributed across multiple devices or computing platforms.

One objective of the subject matter described herein is to provide a new
security architecture, referred to herein as a hierarchical firewall, that provides
the functionality of a traditional firewall (enforcing a security policy) and includes

the following improvements:

1. Suitable for high speed networks and scalable for large traffic
loads. Firewalls must continue 1o perform security tasks quickly and
efficiently, appearing transparent fo legitimate users under varying traffic

loads.

2. Maintains QoS requirements and traffic differentiation. A growing
number of network applications require QoS for their operation.
Firewalls must not violate these guarantees while performing their
security tasks.

3. Greatly lessens the irﬁpact of DoS attacks. Firewalls are candidates
for DoS attacks, since they serve as the point of entry between two
networks. New architectures must be capable of handling these new
threats.
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4. Highly available. Firewalls introduce a single point of failure between
two networks. New firewall architectures must provide redundancy that
prevents segmenting the secure network from the external network.

According to one aspect, the subject matter described herein includes a
set of hierarchically configured computers that collectively enforce a desired
security policy. Given this distributed configuration, traffic is quickly divided
among the machines based on perceived threat. In one exemplary
implementation, traffic that is considered safe may be promptly forwarded into
the secure network, while the remaining traffic may be forwarded to different
machines in the hierarchy for further scrutiny. Hence, traffic is segregated and
queued based on security threat, yielding minimal delays for legitimate traffic.
The system is also robust and highly available, since muiltiple machines are
employed for the architecture and low cost, since Linux-installed PCs and open
source software can be used for its implementation [21]. The proposed
architecture is believed to be applicable to a wide variety of agencies in the
public and private sectors.

The firewall architecture described herein will provide a scalable solution
to varying traffic loads and QoS requirements, which are increasingly important
as computing becomes more ubiquitous and applications become more diverse.
The architecture is of interest to the networking community, since the
architecture will result in new security policy models and optimization methods.
The architecture is also relevant to the military and business community, since
it provides a new, robust and cost-effective solution to security threats.

Some of the objects of the subject matter described herein having been
stated hereinabove, and which are addressed in whole or in part by the subject
matter described herein, other objects will become evident as the description
proceeds when taken in connection with the accompanying drawings as best
described hereinbelow.

BRIEF DESCRIPTION OF THE DRAWINGS
Preferred embodiments of the subject matter described herein will now
be explained with reference to the accompanying drawings of which:
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Figure 1 is a block diagram of a conventional data-parallel firewall;

Figure 2 is a block diagram illustrating an exemplary function-parallel
firewall architecture according to an embodiment of the subject matter
described herein;

Figure 3A is graph comparing simulation results for average packet delay
for different firewall architectures;

Figure 3B is a graph comparing simulation results for maximum packet
delay for different firewall architectures;

Figure 4A is a graph illustrating average packet delay for different packet
types for a data-parallel firewall;

Figure 4B is a graph illustrating simulation results for packet delay for
different packet types for a function-parallel hierarchical firewall according to an
embodiment of the subject matter described herein;

Figure 5 is a data structure diagram illustrating a full trie representation
of the security policy illustrated in Table 1;

Figure 6 is a data structure diagram illustrating a pruned trie
representation of the security policy given in Table 1 where each packet is
processed within four field comparisons;

Figure TA is a data structure diagram illustrating a trie representing two
security rules assuming that the default action per nede is deny;

Figure 7B is a data structure diagram illustrating a reordered version of
the trie data structure illustrated in Figure 7A;

Figure 8A is a diagram illustrating a Jackson model for a function-parallel
hierarchical firewall according to an embodiment of the subject matter
described herein;

Figure 8B is a diagram illustrating a Jackson model for a data-parallel
firewall;

Figure 9 is a graph illustrating simulation results for average delay for
different firewall architectures;

Figure 10 is a block diagram illustrating a stateful hierarchical firewall
according to an embodiment of the subject matter described herein;

Figure 11A is a block diagram illustrating physical connections of a
firewall grid according to an embodiment of the subject matter described herein;
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Figure 11B is a block diagram illustrating logical connections of the
firewall grid illustrated in Figure 11A according to an embodiment of the subject
matter described herein;

Figure 12 is a policy directed acyclical graph (DAG) representation of the
firewal! rules given in Table 2;

Figure 13A is a block diagram illustrating rule distribution among a data-
parallel firewall;

Figure 13B is a block diagram illustrating a function-parallel firewall and
rule distribution among nodes in the function-parallel firewall according to an
embodiment of the subject matter described herein;

Figure 14A is a block diagram illustrating one exemplary rule distribution
among nodes in a function-parallel firewall according to an embodiment of the
subject matter described herein;

Figure 14B illustrates another distribution of rules among nodes in a
function-parallel firewall according to an embodiment of the subject matter
described herein;

Figure 14C illustrates an illegal rule distribution among nodes in a
function-parallel firewall; '

Figure 15A is a block diagram illustrating non-redundant rule distribution
among nodes in a function-parallel firewall according to an embodiment of the
subject matter described herein;

Figure 15B is a block diagram illustrating redundant rule distribution
among nodes in a function-parallel firewall according to an embodiment of the
subject matter described herein;

Figure 16A illustrates a policy DAG where deny rules are indicated by a
square node;

Figure 16B is a block diagram illustrating initial gateless rule distribution
among nodes in a function-parallel firewall according to an embodiment of the
subject matter described herein;

Figure 18C is a block diagram illustrating final gateless rule distribution
among nodes in a function-parallel firewall according to an embodiment of the
subject matter described herein;

Figure 17A is a graph illustrating simulation results for average packet

delay as packet arrival rate increases for different firewall designs;
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Figure 17B is a graph illustrating simulation results for packet delay as
the arrival rate and number of rules increase for different firewall designs;

Figure 18A is a graph illustrating simulation results for average packet
delay for different firewall architectures;

Figure 18B is a graph illustrating simulation results for maximum packet
delay for different firewall architectures; and

Figure 19 is a flow chart illustrating exemplary steps for filtering packets
using a rule set distributed among nodes in a function-parallel manner

according to an embodiment of the subject matter described herein.

DETAILED DESCRIPTION OF THE INVENTION

According to one aspect of the subject matter described herein may
include multiple firewall machines configuredina hierarchy, as shown in Figure
2. In the example illustrated in Figure 2, a plurality of firewall nodes 200, 202,
204, and 206 collectively implement a firewall policy. Each firewall ncde or set
of nodes implements a different level of the firewall policy in a hierarchy. For
example, firewall node 200 may implement a first level of a firewall policy that
includes rules that are not present in subsequent levels. If a packet passes the
first level of screening, the packet may be forwarded immediately to the internal
network without impacting other firewall nodes. If the packet is identified as
requiring further scrutiny, the packet may be forwarded to the nextlevel where it
is screened by firewall node 202 or 204 using rules that were not applied by
firewall node 200. If the packet passes level 2 screening, the packet may be
forwarded directly to the internal network. If the packetis indicated as requiring
further screening, the packet will be passed to level 3 where level 3 screening is
applied by firewall node 206.

At each level in the firewall hierarchy illustrated in Figure 2, firewall
nodes may implement different portions of a packet filtering rule set. An
architecture in which different firewall nodes implement different portions of a
firewall rule set is referred to herein as a function-parallel architecture. A
function-parallel firewall architecture in which packet filtering rules are
distributed among firewall nodes such that if a packet passes or fails at a
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certain level, the packet may bypass later levels is referred to herein as a
hierarchical firewall architecture.

In the architecture illustrated in Figure 2, at each level, machines may be
configured to perform a specific security task quickly and efficlently. In one
implementation, the firewall rules may be distributed across the different
hierarchy levels such that increased scrutiny is placed at lower levels. Since
the rules are distributed among the levels, no machine in the hierarchy is
required to implement the entire rule set. In contrast, a data-parallel firewall
architecture requires all machines to implement the complete rule set.

As described above, in the exemplary architecture illustrated in Figure 2,
packets start at the highest level and progress downward through the hierarchy.
At each level, a packet can be forwarded to the internal network if deemed safe,
forwarded to the next lower level for more processing, or dropped. The benefit
of this divide-and-conquer approach is that traffic will incur delays consistent
with its perceived security threat; therefore, traffic that is deemed safe will not
be delayed by traffic that requires mare processing. As a result, the
hierarchical firewall can provide differentiated service and support QoS
guarantees, unlike current designs. Furthermore, traffic that is forwarded to the
internal network can be shaped at the particular firewall level, constraining the
amount of traffic entering the netwark and lessening the effect of DoS attacks.

For example, in the hierarchical firewall depicted in Figure 2, packets are
forwarded from the external network to the first level, where initial security
checks are performed, such as a quick validity check and comparisons of IP
addresses. Packets with trusted |IP addresses are immediately forwarded to
the internal network, while the remaining packets are sent to the next level. At
the second level, packets are separated based on transport protocols and/or
port numbers. Again, if a packet is deemed safe itis immediately forwarded to
the secure network; otherwise, they are sent to the next level for auditing. Log
files may be used at one or more of the firewall nodes indicate which
connections are open and have been requested. Each level may also drop
packets based on perceived threat.

The preceding example illustrates a simple hierarchical firewall; however,
the size and complexity can vary. In general, the hierarchy attempts to quickly

divide traffic and provide differentiated service. More levels can be used for
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stronger security policies and to distribute traffic more efficiently. Determining
the appropriate number of levels, the number of machines per level, and how to
distribute the rule set are implementation details that may be used to optimize a
function-parallel firewall according to an embodiment of the subject matter

described herein.

Preliminary Experimental Results

In this section, simulation is used to compare a hierarchical firewall with
a traditional single-machine firewall and a data-parallel firewall [4, 22]. Each
architecture implemented the same 325-rule security policy, where each rule
required 1 unit of time to complete. The single firewall architecture consisted of
one machine that processed each packet received from the external network.
The data-parallel architecture consisted of four machines, as shown in Figure 1,
each implementing the same 325-rule set. The hierarchical firewall consisted of
four machines configured in three levels, as shown in Figure 2. Rules were
distributed across the levels such that the first level implemented 25 rules; the
second level implemented 50 rules each; and the third level implemented 75
rules. The group of rules performed at a certain machine will be referred to as
a security task. The hierarchical firewall incurred an additional delay of one
time unit when a packet was transmitted from machine to machine. Packets
randomly arrived to the system using a Poisson distribution with a mean of 30
units and would randomly match one of the 325 rules based on a uniform
distribution. For classification purposes, each packet was associated with the
security task it matched (which group of rules). In this experiment, the
performance parameters analyzed are the overall average packet delay, the
maximum packet delay, and the average delay experienced by each packet
type.

Experimental results for the different architectures are shown in Figures
3 and 4. More particularly, Figure 3A illustrates average packet delay for a
single firewall design, for the data-parallel firewall design illustrated in Figure 1,
and for the hierarchical firewall design illustrated in Figure 2. Figure 3B
ilustrates maximum packet delay for the single, data-parallel, and hierarchical
firewall designs. Figure 4A illustrates average packet delay for the data-parallel

firewall design for different packet types. Figure 4B illustrates average packet
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delay for the hierarchical firewall design for different packet types. Packet types
refer to packets of a classified based on which security task was satisfied.
Unlike the data-parallel firewall, the hierarchical design consistently yields
different delays for each packet type.

For both delay measurements, the hierarchical architecture performed
better than the single firewall and the data-parallel firewall. The single firewall
had an average delay 31 times greater than the hierarchical architecture, which
demonstrates how a single firewall machine can quickly become a bottleneck.
Although the data-parallel firewall performed better than the single firewall, it
had an average and maximum delay 6 times longer than the hierarchical
architecture. In the parallel configuration, traffic that needed little processing
often queued behind traffic that required more processing, which resulted in
longer delays. In contrast, the hierarchical system consistently yielded better
results, since traffic was distributed among the levels based on processing
requirements.

The average delay experienced by each packet type is also important
and is illustrated in Figures 4A and 4B. Delays in the hierarchical firewall were
proportional to the amount of processing required; for example, security task 1
traffic had the shortest delay, security task 2 traffic had the second shortest
delay, security task 3 traffic had the third shortest delay; and security task 4
traffic had the highest delay. Even though security tasks 2 and 3 were on the
same level, security task 3 traffic had a delay slightly higher that security task 2
traffic, since it was queued with security task 4 traffic. Therefore, the
hicrarchical firewall is capable of providing differentiated service to multiple
packet types/classes. In contrast, the delays varied for each packet type in the
data-parallel firewall. Packets were constantly delayed by lower type/class
traffic (e.g., security task 1 packets delayed by security task 4 packets); thus,
no differentiation was achieved. Although these results are preliminary, they
indicate the hierarchical architecture has merit, offering significantly better
performance than current firewall systems.
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Refinements

The previous section described an initial hierarchical firewall architecture
for employing a security policy. Although preliminary results indicate the
architecture has merit, refinements can be made so that the design can achieve
its full potential. One refinement relates to the hierarchical architecture.
important questions include determining the appropriate number of levels and
how to effectively distribute the security policy rules. Another refinement may
include providing stateful packetinspection (maintaining connection tables) and
increasing redundancy. Finally, another refinement may include examining
other high-speed firewall architectures, such as a dynamic firewall grid.
Analytical models and simulation will be used for design and analysis; in
addition, a prototype will be implemented along with analysis tools and

software.

Architecture Design and Rule Set Distribution

Important questions about the firewall architecture include the number of
levels, the number of machines per level, and the number of security tasks per
machine. The security policy is central for addressing these questions and, for
this reason, will be formally defined and modeled. The model will be optimized
to reduce the physical size, minimize the traversal time, and provide
differentiated service. Afterward, the optimized policy model will be used to
implement the actual hierarchical firewall.

One method for designing the hierarchy is to represent the security
policy graphically as a tree data structure. This representation will aid the
translation to the actual firewall, since It has a hierarchical form. Although a
variety of tree data structures exist, a trie will be initially investigated [1]. Atrie
is a special type of data structure that has the advantages of fast retrievals and
quick unsuccessful search determination, which are important for enforcing a
security policy. In a security policy trie, each path from the root node to a leaf
corresponds to one rule. The nodes of the trie correspond to the rule fields,
while branches are possible values. Figure 5 is a trie data structure for the
rules in Table 1. For example, in Figure 5, the root node is the protocol field.
The next level represents the source |P address, while the leaf nodes represent
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the rule action. Rules that have the same field value at a node will share a
branch for that value.

The trie in Figure 5 referred to as full trie, since every noncycle path from
the root to a leaf has the same length, and every leaf lies at the same depth [6].
Unlike other policy models, the rule order must be preserved if the trie isto be
successfully translated to a hierarchical firewall. The action to applyto a packet
is determined by a preorder traversal. Starting at the root node, branches are
compared to the fields of the packet. Since multiple branches may match a
packet, they are traversed in order from left to right. If a packet field does not
match any possible branches, it moves back to the previous node (parent),
where the next branch is tested. Once the policy trie is developed, it can be
translated into a hierarchical firewall. The nodes of the trie represent the
machines in the hierarchy, while the branches represent the links between
nodes. The value associated with each branch indicates the packet field value
required to fraverse it. Although a full trie representation of a security policy
can be created, it is not necessarily optimal. Further trie manipulation is
required create an effective hierarchical firewall, such as preventing routing to
parents and limiting trie traversal time.

Pruning vields a trie that never requires routing to parent nodes, which
provides faster packet processing [1, 15]. Assuming a full trie consists of n
nodes and k levels (where k <= n), the worst case packet processing would be
O(n*k) tuple-compares. In contrast, a pruned trie requires only O(k + n) tuple-
compares in the worst case which is a processing reduction of 1/k.. Pruning is
accomplished by replacing general rules with descendants. Rule rh is a
descendant of rule rz, if [f] is a'preﬁx of [ fori=1, ..., k. Therefore, pruning
oceurs by pushing a rule down to all its descendents, then deleting the rule. An
example of a pruned version of the trie illustrated in Figure 5 is given in Figure
6, where [*, *, *, deny] is a general rule that can be pushed down to every other
rule. Although the originat branch has been removed and added to the other
branches, the order is preserved, if branches are tested from left to right.
Current pruning algorithms do not consider rule order, since tries were primarily
developed for storing data [6]. New pruning techniques that preserve order
may be developed and used to distribute rules among nodes in a functional-

parallel firewall according to an embodiment of the subject matter described
-15-

Keysight, EX-1002

Page 806



WO 2006/093557 PCT/US2005/047008

10

15

20

25

30

herein. Pruning may also cause the number of nodes in the hierarchy 1o
increase, since a general rule is duplicated at different levels. For this reason,
other techniques are needed to reduce the trie size.

Reducing the trie size is important, since delay increases each time a
packet is forwarded from one node to another. The trie can be reduced by
compressing nodes, which is achieved by removing single branching paths or
consolidating sub-ties into one node [2, 6, 15]. As a result, a node may
compare multiple rule fields or perform multiple security tasks per packet. For
example, in Figure 5, the rule [UDP, 150.*, *, 3030, accept] is considered a leaf
chain [6] and can be compressed into one node (a single machine). Two other
methods commonly used to reduce the size of a trie are Directed Acyclic
Graphs (DAG) and level reordering [1, 6, 15]. If the same sub-irie appears in
multiple places, then the trie structure can be changed to a DAG. The possible
use of DAG is seen in Figure 6, where nodes labeled Port® and Port® are
equivalent'sub-tries. Parent nodes of both sub-tries could point to just one,
eliminating the need for the other.

Another method for reducing the trie size is level reordering. As seenin
Figures 7A and 7B, the order of the levels can significantly affect the number of
nodes in the trie. More particularly, in Figure 7A, an original trie representing
the sécurity rule [TCP, 120.*, 210.*, 90, accept] and [TCP, 130.%, 210.%, 90,
accept] is illustrated. Both Figures 7A and 7B assume that the default action
per node is deny. Since some of the rules in the original trie in Figure 7A
include common elements, the rules can be reordered so that the number of
branches in the subtrie are reduced. Forexample, in Figure 7A, the destination
IP address and port for each branch of the subtrie are the same. Accordingly, if
these common portions of the rule are implemented at higher levels, the
duplicate nodes in the trie can be reduced, as illustrated by Figure 7B. More
particularly, in Figure 7B, the nodes for destination IP and port are placed
hefore the node for source IP address. As can be seen from Figure 7B,
reordering the levels produces a smaller trie. Using a DAG can also reduce the
number of nodes.

The problem of finding an ordering that guarantees a minimum size trie
has been shown to be NP-complete; however, several heuristics have been

developed [2, 6]. Itshould be noted that DAGs and reordering only reduce the
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number of nodes in the hierarchy and do not reduce the depth of the trie, which
influences the traversal time.

Regardiess of the applicability of these different trie modifications, they
must be performed in concert to achieve an optimal hierarchical design. For
example, the architecture utilizes muitiple nades to distribute {raffic load and
provide differentiated service; however, the trie path length (depth) impacts the
packet traversal time. Therefore, compression and ordering must be performed
together to provide differentiated service and optimize packet delay.

To achieve these goals, information not explicitly given in the security
policy (e.g., QoS, level of trust, and processing time) may be used. For
example, it is advantageous to place security tasks that require the most time at
the lowest levels. This prevents packets from gueueing behind traffic that
requires more processing fime; thus, lowering delay. A weight w; can be
assigned to each security task s; (a single rule or multiple rules) based on the
amount of time it requires. For example, an auditing security task requires
more time (updating system files) than those that only perform field
comparisons. Using these weights, the trie can be ordered to minimize the
average traversal time. For example assuming i and j are hierarchy levels,
where i < j, the trie can be ordered such that the average weight per level

increases from the highest to the lowest level w, <w ,Vi# j. In addition, the

trie can be designed to separate traffic based on QoS or level of trust. Traffic
would traverse different sub-tries, based on the type of service required,
providing class isolation and different delays. The algorithnms described in this
section can then be applied to these sub-tries independently to reduce size and
traversal time. These ideas were used to design the hierarchical firewall
simulated in the preceding section, which showed excellent results. New
algorithms for trie compression based on traversal time with constraints on QoS
will be developed for optimizing function-parallel firewall design.

Packet traversal time remains a key performance metric for firewall
systems. For this reason, queueing models will be used to analyze the delay of
different firewall designs. The node delay encountered by a packet consists of
the processing time, queueing delay, and transmission time. The processing

delay is the time required to perform the security task. Assume node /i must
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process R;rules per packet and can perform x/ rules per unit time, then the
service rate is x/R; packets per unit time. Queueing is the delay associated
with waiting for processing and depends on the system state. The transmission
delay is the time required to transmit the packet, which depends on the packet's
length and the line speed. The maximum delay experienced by a packet
traversing the firewall is the sum of the node delays along the path from the root
to a leaf.

If it is assumed the packet arrival and processing (transmission and
security task) rates are exponentially distributed, the node can be modeled as
an M/M/1 queue [5, 17]. The firewall can then be considered an open network
of M/M/1 queues, where probabilities are assigned to each link to indicate the
likelihood of moving to the next node. This is a Jackson network model, which
has a product-form solution for the average delay [5, 17]. The average end-to-
end delay for N cascading nodes (traversal path) can be computed as

Bn=Y ()

i=l fi (i

where 1/;is the service time (processing and transmission) and 4;is the arrival
rate to node i. Figures 8A and 8B respectively illustrate Jackson models for
hierarchical and data-paraliel firewalls. In Figures 8A and 8B, itis assumed that
the total arrival rate to each system is A packets per unit time, each system
implements the same R rule security policy, and each node can perform x rules
per unit time. For the hierarchical firewall, shown in Figure 8A, the policy rules
are evenly distributed to each node; therefore, the service rate is 3xX/R per
node. The traffic arrival rate to node A is A packets per unit time, half of the
packets are forwarded to node B, while the other half is forwarded to node C.
Although not considered in this example, some traffic may be forwarded into the
secure network or dropped by node A; therefore in this case, the sum of the
rates to nodes B and C would be less than A. Using these values, the average
end-to-end delay for either path in the hierarchical firewall is
1

1
E(T)= , 2
) 3x . 3x A @

R R 2
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For the data-parallel configuration, illustrated in Figure 88, traffic arrives at the
packet distributor, which evenly distributes the traffic to each node. Each node
implements the complete rule set R; therefore, the service rate is x/R. The end-
to-end delay across any node in the data-paraliel firewall is

E,(T)=——"

(3)

LSRR
e

Using these models, the effect of increasing traffic load A onthe average
end-to-end delay, for the two architectures is shown in Figure 9. For this
example, the arrival rate A ranged from 1 to 50 packets per unit time. The rule
sel R consisted of 240 rules, while x equaled 5000 rules per unit time. Each of
the hierarchical nodes incurred an additional delay of five time units to
compensate for inter-node transmission. As expected, the average delay
increases as the network load increases for both architectures; however, the
average delay is consistently lower for the hierarchical firewall. This is due to
the decreased rule set per node and the reduced arrival rates for nodes B and
C. The average is an upper bound for the hierarchical firewall. Allowing node A
to forward packets to the secure network or to drop packets would reduce the
load on the second level and decrease delays. The arrival rate is less per node
in the data-paraliel firewall; however, the system has a higher end-to-end delay
because each node must implement the complete rule set. The theoretical
results are consistent with the experimental results described above. These
models provide an important tool for analyzing the effect of load and rule
distribution on end-to-end delay. In addition to analytical results, simulation will
be used to measure the performance of the hierarchical designs under various
conditions.

Stateful Firewalls

Another aspect of the subject matter described herein includes a stateful
hierarchical firewall. The preceding design is considered stateless, or static,
since the security action taken is based solely on the packet currently
inspected. A stateful firewall provides better security by tracking and controlling

network flows (packets belonging to a particular network connection or
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exchange) [16, 21, 22]. In one exemplary implementation, a stateful firewall
can be achieved by storing state information concerning each flow in a table,
and then according it with the security policy. For example, each time a TCP
connection is established from the internal network to the external network, itis
logged in a table. The table may contain the source and destination addresses,
port numbers, sequencing information, and connection flags. Afterwards,
packets arriving from the external network claiming to be part of an existing
TCP connection can be checked against the table. If a packet belongs to an
existing connection or exchange, it can be accepted. Otherwise, it is dropped.
Table entries expire, if packets belonging to an exchange are not observed by
the firewall over a period of time [21].

Therefore, a stateful firewall is dynamic and limits the hackers’
opportunity to exploit certain services. The increased security does require
additional memory and time for table manipulation, which is problematic for
high-speed networks. Furthermore, the firewall must process all traffic arriving
and departing the secure network to adequately maintain the connection tables
21]. To solve these problems, the proposed firewall system will be divided into
two hierarchies, one for arriving traffic and another for departing traffic, as
illustrated in Figure 10. In Figure 10, a stateful firewall system includes firstand
second hierarchical firewall subsystems 1000 and 1002 and a control node
1004. Firstand second hierarchical firewall subsystems 1000 and 1002 may be
function-paralle! firewall systems including a plurality of firewall nodes with
different rules distributed among different nodes as described above. In one
exemplary implementation, hierarchical firewall subsystem 1000 may include at
least two firewall nodes that implement different portions of a first firewall rule
set. Similarly, hierarchical firewall subsystem 1002 may include at least two
firewall nodes that implement different portions of a second firewall rule set.
Firewall subsystem 1000 may filter packets entering the network. Firewall
subsystem 1002 may filter packets departing from the network. Firewall
subsystems 1000 and 1002 may share state information regarding connections
established through the nodes within each system. Control node 1004 may
store the state information and may be accessible by the nodes in hierarchical
firewall subsystems 1000 and 1002. Rules can be distributed to the
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hierarchies and the designs can be optimized using the methods described in
preceding section.

However, a new problem with the stateful model is the need to distribute
state information across nodes. For example, nodes that scrutinize arriving
traffic must be aware of any new connections permitted by nodes that inspect
departing traffic. Furthermore, nodes must be informed of table entries that
expire over time. To communicate state information, a central database
machine, such as control node 1004, may collect and distribute the information
(table entries) to the appropriate nodes. In one exemplary implementation,
control node 1004 may not perform table gueries on behalf of nodes. [ndividual
nodes will only query their local tables, which prevents the central machine from
becoming a bottieneck. In addition, the central machine will only send
information (table entries) to nodes that might require it. As a result of this
policy, the table searched by an individual node is reduced (contains only
relevant information) as well as the search time. In an alternate
implementation, control node 1004 may store the connection table and may

perform queries for packets received by firewall subsystems 1000 and 1002,

Survivability and Firewall Grids

Another aspect of the subject matter described herein focuses on
increasing the survivability of the hierarchical design. Although the proposed
design has the benefit of increased packet throughput and minimal delay, the
reliability of the system is decreased, since more machines (nodes) are
deployed. Forexample, if the highest level node fails (is unable to inspect more
traffic or goes off-line), then the entire hierarchy is unable to process packets.
For this reason, the hierarchy is considered an n of n system, where all n
machines must be functioning for the system to operate correctly [4, 12].

Survivability of the system can be improved with the use of redundant
(parallel) nodes at different levels. For example, the first level may include
multiple machines in parallel, where each machine implements the same
security task (e.g., an IP check). An arriving packet would be sent to only one
of the parallel machines, where it would be accepted, dropped, or forwarded to
the next level for further processing. If one of the parallel nodes fails, then the
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remaining nodes can process the traffic. An addilional benefit of parallel
processing is the equal distribution of traffic among nodes, which can result in
higher throughput and lower defays. Details such as where to locate paraliel
nodes and the number of machines required for each parallel configuration may
depend on the desired degree of reliability versus cost of deploying redundant
machines.

Yet another aspect of the subject matter described herein includes a grid
of configurable firewalls (nodes) that can be used to efficiently process traffic,
while being highly available. In one exemplary implementation, the grid may
include a network of highly interconnected nodes (possibly via a high-speed
switch or router) that can be logically deployed in various configurations (e.g.,
parallel, hierarchical, or hybrid). The advantage of the firewall grid is its ability
to quickly adapt to new demands. When security needs change (e.g., due to
policy changes, increased traffic volume, or node failure), these machines can
be deployed or configured to maintain throughput and QoS requirements. For
example, in a logical hierarchy, if a higher level encounters an increased traffic
load, less frequently used redundant machines at lower levels can be
reconfigured to process packets at the higher level. Unlike the hierarchical
model, physical changes are not required, since all the machines are
interconnected. Only the logical connection between nodes must be updated,
which can be performed quickly. Like the stateful hierarchical firewall, the initial
grid model will use a central machine to coordinate node configuration and
communication. This central machine will play an important role in the system
(balancing processing demand per node) and may constrain the efficiency of
the firewall grid. Future versions of the firewall grid will attempt to place more
intelligence in the nodes and allow them to interact independently and adapt
dynamically under the guidance of a general security policy.

Figures 11A and 11B illustrate an example of a firewall grid according to
an embodiment of the subject matter described herein. Referring to Figure
11A, a plurality of firewall nodes 1100-1114 are connected via a confrol node
1116. Each firewall node 1100-1114 may be configured to implement different
portions of a firewall rule set, as controiled by control node 1116, Each of the

firewall nodes is physically connected to the other firewall nodes via physical
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connections 1118. Physical connections 1118 may be local area network
connections, such as Ethernet connections. As such, control node 1116 may
be an Ethernet switch.

In Figure 11B, firewall nodes 1100-1114 are connected via logical
connections 1120. Logical connections 1120 may be implemented by control
node 1116 without changing physical connections 1118. For example, control
node 1116 may configure the output port to which firewall 1106 is connected to
receive frames from firewalls 1100, 1102, and 1104. Similar internal
configurations can be implemented for the remaining firewails illustrated in
Figure 11B. In Figure 11B, logical connections 1120 between the firewalls
implement a hierarchical, function-parallel firewall design, such as that
illustrated in Figure 1. In addition, the design illustrated in Figure 11B is also
data-paraliel at sach level. For example, each firewall node at each level may
implement a common rule or rule set. For example, the rule set implemented
by the firewall nodes in level 1 is illustrated in Figure 11B as R1. The firewall
nodes in level 2 implement a rule set represented by R2, and the firewall nodes
in level 3 implement a rule set represented by R3. If any of the firewall nodes in
a given level fails, the remaining firewall nodes in that level may take over
operation for the failed firewall. Alternatively, as described above, if a failure or
a bottleneck occurs at one level, a less-used firewall at another level may be
logically configured to operate at the level where the failure or congestion
occurred. Packet distributors 1122 may be configured to distribute the firewall
rules between the firewalls at each level. Thus, as illustrated by Figures 11A
and 11B, logical connections between firewall nodes and a firewall grid may be
dynamically altered (i.e., changed on the fly without ceasing packet filtering
operation) by a controller node without changing the physical connections
between the firewalls.

Firewall Implementation

in addition to the analytical models and simulations described above, an
implementation of a hierarchical firewall to measure performance will now be
described. One exemplary implementation may utilize Linux-based PCs and

Ethernet connections. Each PG will contain multiple Ethernet cards and be
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loaded with the Linux 2.4 kernel. The 2.4 kernel has support for various packet
queueing disciplines, traffic control methods, and packet processing (e.q.,
iproute?, tc, and iptable). Collectively, these functions are required for
advanced packet filtering. For example, iproute2 and iptable can route packets
based on information other than the destination address, while tc canmark and
shape traffic. PCs will serve as hierarchical nodes, sources and receivers of
network traffic, and hierarchy controllers.

Results from an initial implementation of a three-node hierarchical
firewall indicate that these open-source components are suitable for high-speed
networks. The Computer Science Department at Wake Forest University has
10 PCs available for this project, where each has a 600 Mhz processor and
multiple 100 Mbps Ethernet cards. These machines will serve as an initial
testhed for system development; however, faster machines and high-speed
network connections are required for actual system testing. For this reason,
this project requests the purchase of 6 additional PCs (2.4 Ghz processors),
each with multiple Gigabit Ethernet cards (3 cards per machine). These new
machines will be configured as the firewall, while the current machines will
serve as traffic generators and receivers. For comparison purposes, paralle!
and single-machine firewalls will also be implemented using this equipment.
Any software required will be developed and provided by the Computer Science

Deparlment.

Firewall Rule Distribution for Function-Parallel Firewall Design

As stated above, one aspect with creating an optimal function-parallel
firewall design includes distributing rules among firewalls in the firewall rule set.
Firewall rules are preferably distributed among firewall nodes in a manner that
preserves firewall policy integrity. The following sections describe an
exemplary firewall rule set and different options for distributing the firewall rule

set among firewall nodes in a function-parallel firewall design.

Firewall Policy
In this section and the following sections, a rule r is modeled as an
ordered tuple of sets, r = (1], A2], ..., rlk]). Order is necessary among the

tuples since comparing rules and packets requires the comparison of
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corresponding tuples. Each tuple r{f] is a set that can be fully specified, specify
a range, or contain wildcards ™' in standard prefix format. For the Internet,
security rules are commonly represented as a 5-tuple consisting of: protocol
type, IP source address, source port number, IP destination address, and
destination port number [21, 22]. For example, the prefix 192.* would represent
any |P address that has 192 as the first dotted-decimal number. Given this
model, the ordered tuples can be supersets and subsets of each other, which
forms the basis of precedence relationships. In addition to the prefixes, each
filter rule has an action, which is to accept or deny. However, the action will not
be considered when comparing packets and rules. Similar to a rule, a packet
(IP datagram) d can be viewed as an ordered k-tuple d = (d[1], d[2], ..., dikl);
however, ranges and wildcards are not possible for any packet tuple.

Using the previous rule definition, a standard security policy can be
modeled as an ordered set (list) of n rules, denoted as R = {ry, rz, ..., In}. A
packet d is sequentially compared against each rule r; starting with the first, until
a match is found (d = r;) then the associated action is performed. A match is
found between a packet and rule when every tuple of the packet is a subset of

the corresponding tuple in the rule.

Definiticn Packet d matches r;if
d=niffdll < i, I=1, .., k

The rule list R is comprehensive if for every possible legal packet d a
match is found using R. Furthermore, two rule lists R and R'are equivalent if
for every possible legal packet d the same action is performed by the two rule
lists. If R and R'are different (e.g. a rearder) and the lists are equivalent, then
the policy integrity is maintained.

As described above, a rule list has an implied precedence relationship
where certain rules must appear before others if the integrity of the policy is to
be maintained. Table 2 shown below illustrates an exemplary rule set that will
be used herein to illustrate precedence relationships and rule assignment

according to an embodiment of the subject matter described herein.
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No. | Proto. ]PSource Port ‘Eestinatiogort Action Prob.
1 UbDP 1.1.% * * 80 deny 0.01

2 | TCP 1.7 * 1. 90 accept 0.02

3 TCP 2.7 * 2.* 20 accept 0.25
4 UDP 1.* * * * accept 0.22
5 . * * " deny | 0.50

Table 2: Example Security Policy Consisting of Multiple Ordered Rules

In Table 2, rule ry must appear before rule ry, likewise rule rs must be the last
rule in the policy. If for example, rule r4 was moved to the beginning of the
policy, then it will shadow [23] the original rule r;, Shadowing is an anomaty that
occurs when a rule r;matches a preceding rule 1, where /i <j, As a result of the
relative order r; will never be utilized. However, there is no precedence
relationship between rules ry, r», or rsgiven in Table 2. Therefore, the relative
order of these three rules will not impact the policy integrity and can be
changed to improve firewall performance.

As described in [28], the precedence relationship between rules in a
policy can be modeled as a Policy Directed Acyclical Graph (DAG). Let G =
(R,E) be a palicy DAG for a rule list R, where vertices are rules and edges £
are the precedence relationships (constraint). A precedence relationship, or
edge, exists between rules r;and r;, if i < j and the rules intersect [28].

Definition The intersection of rule r; and r;, denoted as 1, N1 is
nnn= @l nni, =1, 0k

Therefore, the intersection of two rules resuits in an ordered set of tuples that
collectively describes the packets that match both rules. The rules rand r;
intersect if every tuple of the resulting operation is non-empty. In conirast, the
rules r;and r; do not intersect, denoted as r; A n, if at least one tuple is the
empty set. It should be noted that the intersection operation is symmetric,
therefore, if r; intersects r, then rywill intersect r. The same is true for rules that
do not intersect.

For example, for the rules given in Table 2, the intersection of ryand ry
yields (UDP, 1.1.*, *, *, 80). Again, the rule actions are not considered in the
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intersection or match operation. Since these two rules intersect, a packet can
match both rules for example d = (UDP, 1.1.1.1, 80, 2.2.2.2, 80). The relative
order must be maintained between these two rules and an edge drawn from r;
to ra must be presentin the DAG, as seen in Figure 12. In Figure 12, the policy
DAG represents the rules in Table 2. Vertices 1200 indicate rules while edges
1202 indicate precedence relationshibs. Rules rz and r3 in Table 2 provide an
example of rules that can be re-ordered without changing the firewall policy.
These two rules do not intersect due to the fifth tuple (destination port). A
packet cannot match both rules indicating the relative order can change;
therefore, an edge will not exist between them.

As described above, traditional firewall implementations consist of a
single, dedicated machine, similar to a router, that applies the rule set to each
arriving packet. However, packet filtering represents a significantly higher
processing load than routing decisions [15, 18, 22]. For example, afirewall that
interconnects two 100 Mbps networks would have to process aver 300,000
packets per second [21]. Successfully handling these traffic loads becomes
more difficult as rule sets become more complex [4, 14, 22]. Furthermore,
firewalls must be capable of processing even more packets as interface speeds
increase. In a high-speed environment {e.g. Gigabit Ethernet), a single firewall
can easily become a bottleneck and is susceptible to DoS attacks [4,7, 10, 11].

Building a faster single firewall is possible [8, 15, 18, 19, 20]; however, the
benefits are temporary (traffic loads and interface speeds are increasing); it is
not scalable; itis a single point of failure; and it is generally not cost-effective for
all installations.

Parallelization has been demonstrated to offer a scalable approach for
improving the performance of network firewalls. As seen in Figure 13A, paraliel
designs consist of multiple firewalls, referred to as firewall nodes, connected in
an array. In Figure 13A, firewall nodes 1300 each implement a common rule
set. A packet distributor 1302 load shares packets among firewall nodes 1300.
In Figure 13B, a function-parallel design is illustrated where firewall nodes 1304
implement different portions of a firewall rule set. A packet duplicator 1306
duplicates each packet to each firewall node. A gate 1308 controls packets
entering the network based on control information received from firewall nodes
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1304. The operation of the system illustrated in Figure 13B will be described in
more detail below.

The two designs depicted in Figures 13A and 13B are different based on
what is distributed: packets or rules. For example, the design developed by
Benecke et al consisted of multiple identical firewall nodes connected in
parallel, as shown in Figure 13A, Each firewall node implements the complete
security policy R, and arriving packets are distributed across the firewall nodes
for processing (one packet is sent to one firewall node) [4]; therefore different
packets are processed in parallel. Using terminology developed for parallel
computing, this design is considered data-parallel since the data (packets) is
distributed across the firewall nodes [25]. How the load-balancing algorithm
distributes the packets is vital to the data-parallel system and typically
implemented as a specialized high-speed switch [11, 12]. Although data-
parallel firewalls have been shown to achieve higher throughput than traditional
firewalls and have a redundant design [4], they suffer from two major
disadvantages. First, these designs have difficulty maintaining QoS across
networks. For example, legitimate traffic can encounter delays ifit is queued
behind traffic that requires more processing. Under these circumstances, users
notice poor network performance, which is a growing concern as more network
applications require QoS assurances. Second, stateful inspection requires all
traffic from a certain connection or exchange to traverse the same firewall node,
which is difficult to perform at high speeds using the data-parallel approach [4,
14].

Rule Distribution and Function-Parallel Firewall

As described above, new scalable firewall designs are needed to cope
with increasing traffic loads, network speeds, and security threats. To address
these issues, one implementation of the subject matter described herein
includes a firewall design that consists of multiple firewalls connected in paraliel
and a gate machine, as shown in Figure 13B. Again in this design, the
individua! firewalls will be referred to as firewall nodes. However unlike the
data-parallel design that distributes the packets, the function-parallel design
distributes the policy rules across the firewall nodes. The distribution is done
such that policy integrity is maintained. Therefore, a single traditional firewall
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and a function-parallel firewall will always give the same result for any packet.
The rules distributed to a firewall node will be referred to as the local rule set or
local policy. Using parallel computing terminclogy this design will be referred to
as function-parallel, since the rules are distributed across the firewall nodes
[25].

The general operation of one exemplary function-parallel system can be
described as follows. When a packet arrives to the function-parallel system, the
packet is forwarded to every firewall node. Each firewall node processes the
packet using its local rule list. The firewall node then signals the gate indicating
either no match was found or provides the rule number and action if a match
was found. Therefore, no match is a valid response and is required for this
basic function-parallel design. The gate keeps track of the results and
determines the final action to perform on the packet. For example, a first match
policy can be implemented by applying the action of the lowest numbered
matching rule to the packet.

The performance of this basic design can be improved by allowing the
firewall nodes to pipeline packets [25]. For example, once a firewall node has
completed processing a packet, it can immediately begin processing the next
packet. This allows the firewall nodes o work independently, thus increasing
the overall system performance. However, pipelining requires the gate to keep
track of multiple packets simultaneously. Performance can also be increased if
the gate can signal the firewall nodes that further processing of a certain packet
is no longer needed (similar to short-circuit evaluation). This occurs when the
appropriate match has been found by a firewall node before the other firewall
nodes have completed processing the same packet. Short-circuit evaluation
requires the gate to know how the rules are distributed as well as the
dependencies, which is discussed in detail below.

The function-parallel design has several significant advantages over
traditional and data-parallel firewalls. First, the function-parallel design results
in the faster processing since every firewall node is utilized to process a single
packet. Reducing the processing time, instead of the arrival rate {the data-
parallel paradigm), yields better performance that will be proven theorstically
and demonstrated experimentally. Second, unlike the data-paralle! design,

function-parallel can maintain state information about existing connections.
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Maintaining state can be viewed as the addition of a new rule corresponding to
a requested connection. Unlike the data-parallel design, the new rule can be
placed in any firewall node since a packet will be processed by every firewall
node. Third, the function-paralle! design has the unique ability to provide
service differentiation between classes of traffic; therefore, the design can
provide QoS requirements. Finally, the function-parallel system can be
implemented using any current firewall system (as discussed below, the gate
can be removed), without any specialized hardware. The disadvantage of the
system is the limited scalability, since the system cannot have more firewall
nodes than rules, unless data-redundancy is provided. However, given the size
of most firewall policies range in the thousands to hundred of thousands of
rules, which is expected to increase, the scalability limit is not an important
concem.

The operation and performance of the function-parallel design depends
on the correct distribution of policy rules. Rule distribution techniques that
maintain integrity, increase processing speed, allow redundancy and

robustness, and eliminate the gate are described in the following sections.

Rule Distribution and Policy Integrity

As described above, the function-parallel design distributes the security
policy rules across an array of firewall nodes. Using this design, all the firewall
nodes process an arriving packet in parallel using its local rule set. Therules
must be distributed such that the integrity of the policy is maintained. Again, it
will be assumed in the examples described herein that a first-match policy is
desired. Therefore, the distribution of the rules must not introduce any
anomalies into the original rule list, such as shadowing.

Let m be the number of firewall nodes in the system and j be a firewall
node j = 1...m. Each firewall node has a local rule set that is a portion of the
security policy. Denote the local rule list for firewall node j as R; that has n;
rules. The firewall node will process an arriving packet using the local rule list
in a top-down fashion to find the first match. It should be noted that a software
implementation of the firewall node according to the subject matter described
herein is not required to have a rule list.- The function-parallel design is
independent of software implementation. In this scenario integrity is maintained
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under two conditions: every rule is assigned to at least one firewall node, and a
policy DAG edge never traverses upward within a firewall node. The first
condition assures every rule in the original policy exists in the function-paraliel
system, while the second condition prevents rule shadowing within a firewall
node. Consider a two-firewall node system and the five-rule policy given in
Table 2. Possible rule distributions are depicted in Figures 14A-14C. The
distribution illustrated in Figure 14A will be referred to as vertical, while the
distribution illustrated in Figure 14B will be referred to as horizontal. In both
cases the five rules are present and all policy DAG edges are downward; thus
integrity is maintained. in contrast, Figure 14Cis an illegal distribution because
rule r« shadows ry (Uupward policy DAG edge).

The gate can also utilize the policy DAG to determine the first match,
and if a short-circuit evaluation can occur. For example consider the
distribution illustrated in Figure 14A. Assume a packet matches r3 in the
second firewall node and this resulit is reported to the gate. Using the policy
DAG, the gate can determine this is the first match, since it is impossible for a
packet that matches rs to also match any rules that preceded it in the original
policy (rules ry or rz). The gate can inform the remaining firewall nodes to stop

processing the packet.

Optimal Ruie Distribution

The previous section described the distribution requirements for
maintaining policy integrity. However it was proven in [27] that any linear
arrangement of a policy DAG maintains integrity, which aiso holds for a local
policy DAG. Furthermore as evident in the previous section, many different
distributions are possible. Given the possible rule distributions for the function-
parallel design, a distribution is sought that minimizes the average number of
comparisons required per packet [27].

Achieving this goal will require information not present in the firewall rule
list. Certain firewall rules have a higher probability of matching a packet than
others. As a result, it is possible to develop a policy profile over time that
indicates frequency of rule matches (similar to cache hit ratio). Let P = {p+, pa,
..., pa} be the policy profile, where p; be the probability that a packet will match
rule r; (first match in the policy). Furthermore, assume a packet will always find
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a match, Zp,. =1; therefore R is comprehensive. Using this information, the

1=l
average number of rule comparisons required for the policy R using a standard

single machine firewall is
E(R)=2.ip, (4)
=

This equation also applies to firewall nodes, However, the rules of a local policy
include rules of the original policy; therefore, a mapping between the local and
original policy rules is needed. Let r;; represent the #" rule of firewall node J,
that corresponds a certain rule in the original rule list R. Consider the local rule
list for the second firewall node depicted in Figure 14A. The local policy is Rz =
{rs, rs}, where ry2 = ry and rp2 = 5. Similarly, let p;; be the probability of
matching the /" rule of firewall node j. Therefore the average number of

comparisons required for firewall node j is
E(_RJ):ZWP,‘J (5}
i=l

Using the previous equation, the average number of comparisons required for

the function-parallel system is

m_

E(R)= iE(R,) =55t p, (6)
= =1 0=

For example, the average number of comparisons required for the distribution

given in Figure 14A is 2.24, while the average number of comparisons for the

distribution given in Figure 148 is 2.45.

Given a policy DAG G = (R,E) and policy profile P, a distribution is
sought that minimizes Equation 6. In the absence of precedence relationships,
the average number of comparisons is minimized if the rules are sorted in non-
increasing order according to the probabilities [28], which is also referred to as
Smith’s algorithm [29]. The sorted rules are then distributed in a horizontal
fashion, as depicted in Figure 14B. Precedence constraints cause the problem
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to be more realistic; however, precedence constraints also make determining
the optimal permutation more problematic. In [27] determining the optimal rule
order for a single machine firewall is proven to be NP-complete; therefore, so is
determining the optimal function-paralle! rule distribution. However, [27]
presents a simple sorting algorithm to improve the optimal order, that can be
modified to apply to function-paraliel rule distribution. This modified algorithm
sorts the policy rules using the method described in [27], then distributes the

rules in a harizontal fashion.

Redundancy

Similar to the traditional and data-parallel firewalls, a disadvantage of the
current function-parallel design is its inability to withstand a single firewall node
failure. If a single firewall node fails in the function-parallel system, then part of
the policy is lost and integrity is not maintained. A simple solution commonly
used for traditional firewalls is to duplicate the entire system; however, this
solution is cost prohibitive, not efficient, and difficult to manage.

Redundancy can be provided in the function-parallel design by
replicating rules, instead of firewall nodes. Consider the function-parallel
system depicted in Figure 15A, that includes four firewall nodes and an eight-
rule policy distributed in a horizontal manner. If the local rule list of the right
neighbor is added to the end of every firewall node, as illustrated in Figure 15B,
then any non-continuous firewall nodes can fail and integrity will be maintained.
It should be noted that the criteria for maintaining integrity still apply: every rule
must be implemented at a node and no upward edges in the local policy DAG.
Furthermore, the redundant design requires short-circuit evaluations to prevent

multiple firewail nodes from evaluating the same rule.

Gateless Design

The gate plays an important role in the function-parallel design. It
accepts information from the firewall nodes to determine the correct action to
apply to a packet. Unfortunately, the gate is a special device that must
coordinate with the individual firewall nodes in the system, which may be
problematic to implement. However, it is possible to eliminate the gate and

allow the firewall nodes to operate independently without any coordination. The
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significant advantage is that the gateless function-parallel design can be
implemented with any firewall system (from open source to proprietary).

Eliminating the gate requires a rule distribution such that for any given
packet, only one machine will ever accept and the remaining machines will
always deny. As described above, rule actions are either accept or deny. This
can be seen in the policy DAG by denoting deny rules with a square and accept
rules with a circle. To assure only one machine will accept a packet, an accept
rule in a firewall node cannot intersect with another accept rule in any other
firewall node. As described above, the intersection of two rules describes the
set of packets that can match both rules. If an edge spans the local rules of
firewall nodes, then the set of packets would be accepted by both firewall
nodes; thus, duplicate packets would be accepted. In addition, every drop rule
must be presentin each firewall node to assure the remaining firewall nodes will
drop the packet. Given these two requirements a policy DAG edge will not
span firewall nodes, as illustrated in Figures 16B and 16C.

For example, consider a two-firewall node function-parallel system that
implements the five-rule policy given in Table 2. The policy DAG is given in
Figure 16A, where the first and last rules are deny. An initial gateless rule
distribution is given in Figure 16B which has no edges spanning the firewall
nodes. Given the local policy DAG, deny rutes can be removed if: no inbound
edges exist for the deny rule; and all out-going edges for the deny rule connect
to a superset deny rule, Using these constraints, the first rule in the second
firewall node depicted in Figure 16B can be removed (it is a subset of 15 and
has no other edges). This gives the final gateless rule distribution shown in
Figure 16C. As a result, the first firewall node in this distribution will only
process UDP traffic, while the second machine only processes TCP. Therules
can be divided with respect to other tuples, and can be done to provide QoS

guarantees.

Theoretical Results
Assuming arrivals and service times are exponentially distributed, a
firewall system can be considered an open network of M/M/1 queues (Jackson
network) [5, 17]. Probabilities can be assigned to each link to indicate the
likelihood of moving to the next node, which are given from the policy profile (hit
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ratio) described above. The average end-to-end delay for g cascading

machines (traversal path) can be computed as

Ul

ET)=, —

i=l P i

(7

where 1/u; is the service time (processing and transmission) and Aiis the arrival
rate to node /. As a result, we have a theoretical model for the average delay
across a firewall system. Consider the data-parallel and functional-parallel
firewall designs given in Figures 13A and 13B. Assume each system consists
of m machines and implements the same n rule security policy. Let the total
arrival rate to each system be 4 packets per unit time and each node performs x
rules per unit time.

For the data-parallel firewall, traffic arrives at the packet distributor,
which evenly distributes the traffic. As a result the arrival rate to each machine
is A m. The service rate is x n, since each node implements the complete rule
set. The end-to-end delay across any machine in the parallel firewall is

B, (T)=—— (8)
x A

nom

In contrast, rules are distributed across each machine, in the function-
parallel firewall. Furthermore, all traffic arriving to the system is forwarded to
each machine. If we assume the rules in each machine are independent (no
policy DAG edges spanning machines), then the end-to-end delay across any

machine in the functional-parallel firewall is

1
Ef(T)zm-x h (9)

n

The reduction in delay compared to a data-parallel firewall system is 1 m,
therefore, the functional-parallel system has the potential to be m times faster
than a (data) parallel system. However, the scalability of the functional-parallel
system is dependent on the rule set.
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Figures 17A and 17B compare the performance of function-parallel,
data-parallel, and single firewall designs. More particularty, Figure 17A
compares the average among the different firewall designs as the arrival rate A
increases. As can be seen from Figure 17A, the function-paralie! design
achieves lower average delay as the arrival rate increases than the data-
parallel design. Figure 17B illustrates the average delay as arrival rate and the
number of rules increase. In Figure 17B, the function-parallel design again

achieves better simulated performance than the data-parallel design.

Experimental Resulis

The previous section described models that provide insight to the
average delay across different firewall designs. This information is beneficial in
guiding initial design; however, we are also interested in the maximum delay
encountered. For this reason, a discrete event simulator has been developed
to model the different systems.

The data-parallel firewall and function-parallel firewall designs were
simulated, where both systems implemented a 50-rule policy and each
consisted of 5 firewall nodes. Three classes of traffic were modeled, first,
second, and background. The first and second classes represent legitimate
traffic that was eventually accepted by the firewall system, while background
traffic was typically dropped. The two designs were simulated under normal
conditions, where each traffic type had the same volume. Figures 18Aand 18B
shows the simulation results. As seen in Figure 18A and predicted by the
theoretical models, the average delay encountered by packets in the functional-
parallel design was lower than the data-parallel designs. The function-parallel
design also provided lower maximum delays than the data-parallel, as seen in
Figure 18B. In summary, the theoretical models and simulation results indicate
function-parallel is a better design than a traditional single firewal! system or a
data-parallel system; yet, function-parallel requires no more computing

resources than data-paraliel.

Summary
Thus, as described above, the subject matter described herein includes

methods, systems, and computer program products for providing a function-
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