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# Emerging Thr eat s 

• 

23 Od 2010 · 23Aug 2017 

# This d istri bution may co nta i n r ul es under t wo d iff er ent licenses . 

• 
# Rules wit h s i ds 1 t h r o ugh 3464, and 100000000 t h r ough 100000908 a r e unde r t he GPLv2. 
# A copy of t ha t license i s a va ila b l e at ht t p: //L\IWW . gnu . o r g/ licenses / gp l • 2 . 0. ht ml 

# Rules wit h s i d s 2000000 thr ough 2799999 a r e from Emerg i ng Th rea t s and a r e covered under t he BSD Lic ense 
# as f o llo,..,s: 

# Copyright (c ) 2003 · 2010, Eme r gi ng Thr eats 
# All right s rese r ved . 

Re d i st ribution and use i n sour ce a nd bina r y f orms, with o r without mod i f i cation , a r e permi tted p r o vi ded t hat t he 
# f o llowing cond i t ion s a r e met: 

# * Red istributions of so urce c ode must reta in t he above copyrigh t notice, t h i s li s t of conditions a nd the f ollowi ng 
d i scla i mer . 

# * Red istri butio ns i n bina r y f orm mus t rep r oduce t he a bov e copy r ight no tice, this li s t of co nd itio ns a nd t he 
# followi ng d isclaime r i n the docume ntation and/ o r ot he r materia l s p r ov ided with the d i st r i bution. 
# * Ne i t he r t he n ame of the no r the names of its c o nt ribut o r s may be use d to e ndor se o r p r omot e pr o du ct s de ri ved 
# f r om t h is software ,..,ithout s pecif i c prio r \.,,r itten pe rmiss i on . 

• 
# THIS SO FTWARE I S PR OVIOED BY THE COPYRIGHT HOLDERS AND CONTRIBU TORS AS IS AND ANY EXPR ESS OR IMPLI EO I.JARRANTI ES, 
# INC LUDING, BUT NOT LIMIT ED TO , TH E l MPLIED WARRANTI ES OF MERCHANTABILI TY ANO FITNE SS FOR A PARTICULAR PURPOSE ARE 
# DISC LAIMEO. I N NO EVENT SHALL THE COPYRI GHT Ol.sN ER OR CONTR IBUTO RS BE LIABLE FOR A1N DIR ECT, INOIRE CT, I NC IDENTAL , 
# SPEC I AL, EXE MPLARY , OR CONSEQUENTIAL DAMAGES ( INCLUDING, BUT NOT LIMIT ED TO , PROCUREMENT OF SUBSTITUTE GOODS OR 
# SERVI CES; LOSS OF USE, DATA, OR PROFITS ; OR BUSI NESS INTE RRUPTION ) HOHEVER CAUS EO ANO ON ANY THEORY OF LIABI LI TY , 
# WH ETHER IN CONTRACT , STR I CT LIABIL ITY, OR TORT ( INCLUDING I-I EGLIGE IK E OR OTHER\-J I SE) ARI SING IN AN'f \-JAY OUT OF TH E 
# US E OF THIS SO Fn,1ARE, EVE N I F ADVIS EO OF THE POSS IB IL I TY OF SUCH DAMAG E . 

• 

# Th i s Ruleset i s Emergi ngl h reats Open o pt i mized far s nort·2.8.4 . 
#by J a i me Blasco 

• 

lii Il 2009 2012 

#ale r t t c p $HTTP _S ERVERS $HTTP _ PORTS · > $EXT ERNAL_NET any (msg : " ET ATTACK_RE SPONS E HTT P 401 Unaut ho r ized" ; floL,,, :from_se r ve r ,est a blished ; content : "HTTP/1 ." ; depth : 7; cont e nt : " 401 " ; 

IHJ 

\'iith i n : S; t h resho l d ! t ype bot h , count 1 , second s 300, track by _dst ; e l a ss t y pe: a ttempted • recon ; ref e r e nce: u r l ,doc . emergingt h reat s . net/ 200934S ; r e f e r ence : url , WWL,j . eme r g ingt hr eat s . net/ cgi­
b i n/ cvs \.,,eb . cg i / sigs/ ATTAC K_ RESPONSE / ATTACK_R E SPONS E_ 401_ Una ut horized; s i d : 2009345; r ev : 6; ) 

#by J aime Blasco 

• 
a l e r t tc p $HTTP_S ERVE RS $HTTP_PO RT S · > $EXTERHAL_NET a ny ( msg: " ET ATTACK_ RESPONS E Freq uent HTT P 401 Una uthorized • Poss i ble Br ute Fo r ce Attac k"; flow:from_se r ve r ,establi s hed; cont en t: " 
401 " ; of fse t : 7 ; de pth : 5; th r es ho ld : t ype bot h , t rac k by_dst , count 30, s econds 60; classtype:attempte d ·reco n; ref e r e nce : u r l, doc . eme rgingt h reats . net / 2009346; 
ref e r e nce : u r 1 , www . emergingt hreats . net / cgi • b i n / cvs 1,.,eb . cgi / s igs / ATTAC K_ RESPONS E/ ATTAC K_RESPONSE_ 401_ Una ut hori zed; s i d : 2009346; r e v : 8 ; ) 

#by Da vi d Wharton 

• 
##a l er t tcp $HTTP _SE RVERS $HTTP _ PORTS · > $ EXTE RHA L_NET a ny (msg : " ET ATTAC K_ RESPONS E Poss i b le ASPXSpy Re quest"; fl ow: e s t a blished, fr om_se r ve r ; conten t : "Than ks Snailsor , FuYu , Bl oodS\.,,o r d"; 
e l ass t ype: ,..,e b • applica t i on •ac t i v i t y; ref e r e nce : ur l, doc. eme r gingthr eats . net / 2009146; ref erence: ur l , IWIW . emergingt h reats. net / cgi· bin/ c vswe b . cg i / s igs / ATTAC K_RESPONS E/ ATTAC K_ RES PONS E_ASPXS py ; 
sid :2009146; r ev : 3; ) 

#by Da vi d Wha r t on 

• 
##a l ert tc p $HTTP_SERVERS $HTTP_PORTS - > $ EXTE RNA L_ NET a ny (msg : " ET ATTAC K_R ESPONS E Poss i b le ASPXSpy Re l at ed Activity " ; f1 010J :es t ab lished , from_serve r ; cont ent:"pu blic stri ng Passwo r d l3D 
22 I 2123 2f297a57a5a74 3894a0e4 a801 fc3 I 22 3B I"; nocase; cla s s t ype: L,jeb·application-activ ity; r eference: u r l , doc . eme r g i ngt hr eats . net/ 2009147; refe r e nce : u r l , wLwt . eme r gingt h r eats . net / cgi· 
b i n/ cvsweb . cg i / sigs/ ATTAC K_ RESPONSE / ATTAC K_R ESPONS E_AS PXSpy; s i d : 2009147 ; rev : 3; ) 

#by Da vi d L-rha rton 

• 
##a l er t t cp $EXTE RNAL_ NE T any · > $HOME_NET $HTT P_ PORTS ( msg : "ET ATTACK_ RESPONSE Poss ible ASPXS py Up l oad At tempt " ; flm,,, : e s tablished,to_serve r ; content : " public st r i ng Pa sswo r d l 3D 
22 I 21232f 297a57a5a743894a0e4a801 f c3 I 22 3B I"; nocase ; c l asstype: L,jeb·application- activ ity; r eference: u r l , doc. eme r g i ngt hrea ts. net/ 2009149 ; r efe r e nce : u r l , w1w1 . eme r g i ngt h reats. net / cgi · 
b i n/ cvsweb . cgi / sigs/ ATTAC K_ RESPONSE / ATTAC K_RESPONS E_AS PXSpy; s i d : 2009149; rev : 3; ) 

# by Ja i me Blasco 

• 
#ale r t udp $H01E_NET any · > $EXTERI-IA L_NET 69 (msg : " ET ATTAC K_ RESPONS E Ci sco TclS hell TFTP Re a d Req ues t " ; cont e nt: " 100 01 74 63 6C 73 6 8 2 E 74 63 6C I"; classtype: ba d -un kn m...n ; 
ref e r e nce: u r l , wwww .irmpl c.com/ download s /wh i tepa pe r s / Cr eat i ng_ Bac kdoor s_ i n_ Ci sco_ I OS_ us i ng_ Tc l . pdf ; r efe r ence: ur 1 , doc . e me r g i ngt hr ea t s . net / 2009244 ; 
ref e r e nce : u r l , h'1'11>J . emergi ngt h reats . net / cgi · b in / cvs 1,,,eb . cgi / sigs / ATTACK_R ESPONS E/ ATTACK_RESPONSE_Ci sco_ TCL _Shell; s i d : 2009244; rev : 2 ; ) 

#by J a i me Blasco 

• 
a l e r t udp $ EXTERNAL_NET 6 9 · > $HOME_NET any (msg: " ET ATT ACK_RESPON SE Ci sco TclShell TF TP Down l oad"; c on ten t : " 154 63 6C 53 68 65 6C 6(1 "; c l a ss t ype: bad • unknown ; 
ref e r e nce: u r l ,h'l.,......., . i r mp l c . com/ download s /wh i tepapers / Cr eating_Bac kd oors_in_C i sco_I OS_us ing_ Tc l . pdf ; r efe r ence: url , doc . e me r gingthr ea ts . net / 200924S ; 
ref e r e nce: u r l , WL'11>J . emergingth reats , net / cgi · b i n / cvs L\leb. cgi / s i gs / ATTACK_ RESPONS E/ ATTAC K_RESPONSE_Ci sco_ TCL_Shell; s i d: 2009245; rev : 2; ) 

#by J aime Blasco 

• 
#ale r t t cp a ny a ny · > any any ( msg : " ET SHE LLCOOE Binds he ll2 Decade r She llcode"; f101>J :established; conte nt :" 153 53 53 53 53 43 53 4 3 53 FF D0 66 6B1" ; content: " 166 53 89 El 95 68 A4 
lA I " ; di s t a nce: 0 ; clas stype: she llcode·detect; r efe r e nce : ur l , d oc . emergingt hreats. net / 2009246; ref e r ence: u r l , www . eme rgi ngthre ats . net / cg i · 
b in/ cVS\-ie b . cgi / sigs/ ATTAC K_ RESPONSE / ATTAC K_R ESPONS E_Common_S he llCo de; s i d : 2009246; rev : 3; ) 

#by J a i me Blasco 

• 
a l e r t udp a ny any · > any a ny ( msg : " ET SHEL LCODE Bi nd s hell2 Decade r She llcode (UDP ) " ; co nt e nt: " 153 53 53 53 53 43 53 43 53 FF 00 66 68 1" ; content : " 166 53 89 El 95 68 A4 l AI " ; d istance :0 ; 
c l asstype : she llcode· detect; refe r ence: ur 1 , doc . emerg ingt h rea t s . net/ 20092B5; ref e r ene e: u r l , \YWW . eme r g i ngth r ea t s. ne t / cg i • 
b i n/ cvsweb . cgi / sigs/ ATTAC K_ RESPONSE / ATTAC K_R ESPONS E_Common_She llCo de; sid : 200928S; r ev : 2; ) 

#by J aime Blasco 

• 
#ale r t t c p a ny a ny • > a ny a ny ( msg: " ET SHE LLCOOE Rot he nbur g She llcode " ; flow:establi shed ; content : " ID9 74 24 F4 5B 81 73 13 1" ; cont e nt : " 183 EB FC E2 F4 I " ; d i s tance : 0 ; 
c l asstype: she l lcode·detect; refe r e nce : url , doc . eme rgi ngt h rea t s . net/ 2009247; r ef e rene e: ur l , WLoJW . eme r g i ngthr ea t s . ne t / cgi· 
b i n/ cvsweb . cg i / sigs/ ATTAC K_ RESPONSE / ATTAC K_RESPONSE_Common_She llCo de; s id : 200924 7 ; r ev : 3; ) 

#by J aime Blasco 

• 
#ale r t udp a ny a ny · > a ny any ( msg : " ET SHE LLCOOE Rot he nb ur g She l lco de (UDP) " ; co nt ent:" 109 74 24 F4 5B 81 73 13 1" ; cont e nt : " 183 EB FC E2 F4 1"; d istance : 0 ; classt ype:she l l code· detec t ; 
ref e r e nce: u r 1 ,doc eme r gingthreats . net / 2009284; re f e r ence : ur 1 , WL'11,j . eme r gingt hr eats. net/ cgi · b i n/ cvs L>Jeb. cgi / s i gs / ATTAC K_ RESPONS E/ ATTAC K_ RESPONS E_Common_S he llCode; sid : 2009284; rev : 2; ) 

#by J aime Blasco 

• 

I 
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#a l e r t tcp a ny a ny - > a ny any ( msg: " ET SHE LLCOOE Linda u ( link bot ) xor Decode r Shellcode" ; flow: es t ablished ; cont e nt: "I EB 15 89 1 "; conte nt : " I 81 H l " ; di stance :0; content : •· I 80 74 31 FF I •• ; 
d i stance :0; content : " I E2 F9 E8 05 E8 E6 FF FF FF I"; classty pe : shellcode-detect; r e f e r e nce : ur l , doc . emerg i ngthr eats. net / 2009248 ; r efe r e nce: ur l , WWl~ . emergingt hr eat s. net / cgi-
bin/ c vswe b . cgi / s igs/ ATTAC K_RESPONSE / ATTAC K_RESPONS E_Common_She llCo de; s i d : 2009248; r ev : 3; ) 

#by Jaime Blasco 
# 

#ale r t udp a ny a ny -> a ny a ny ( msg: " ET SHE LLCOOE Li nda u ( li nkbot ) xor Decode r Shellcode (UDP) " ; conte nt :" I EB 15 B9 j " ; co ntent : " 181 Fl l "; d i s t a nce :0; content : " 180 74 31 FF I " ; d istance :0 ; 
content : " I E2 f 9 EB 05 E8 E6 F F Ff FF J " ; c l a ss ty pe : shellcode-dete ct ; r e f e r ence : ur l , doc . eme r g i ngth r ea t s. ne t / 2009283; r ef e r e nce: u r 1 , www .emerg ingthr eat s . net / cgi-
bin/ cvs \~eb . cgi / sigs/ ATTAC K_R ESPONSE / ATTACK_RE5PONS E_Common_S he llCo de ; sid : 2009283; r ev : 2; ) 

#by J aime Bl asco 

• 
#ale r t t cp a ny a ny -> a ny a ny ( msg : " ET SHE LLCOOE Ade na u She llcode"; flow: established ; content : " I eb 19 Se 31 c9 81 e9 I " ; co nt e nt: "I 81 36 I" ; d istance :0 ; content : " IBl ee f c ff ff ff l " ; 
d i stance :0; c la sstype : shellcode- detect; r e f e r ence : u r 1, doc . eme r g ingthr eats . net/ 2009249; r e f e r e nce: ur l , ww1.-i . e me r gingthr eat s . ne t / cgi -
b i n/ cvswe b . cgi / sigs/ ATTAC K_RESPONS E/ ATTACK_RE SPONS E_Common_ She llCo de; s i d : 2009249; r ev : 3; ) 

#by J aime Bl asco 

• 
#ale r t udp a ny a ny - > a ny any ( msg : " ET SHE LLCOOE Ade na u She llcode (UDP) " ; content:" I eb 19 Se 31 c9 81 e9 I " ; cont e nt: "I 81 36 I " ; di s t a nce : 0; content : " I 81 ee fc ff ff ff I "; d i stance: 0; 
e l asstype: shellcode-detec t; refe r e nce: url , doc . eme rgingthreats. ne t / 2009282; r ef erence: u r l , www . eme r g i ngt hr eats. ne t / cgi-
bin/ cvswe b . cg i / s i gs/ ATTAC K_R ESPONSE / ATTAC K_RES PONS E_Common_S he llCo de; s id : 2009282; r ev : 2; ) 

# by J a i me Bl asco 

• 
#a le r t t cp a ny a ny -> a ny any ( msg : " ET SHE LLCOOE Ma i nz/ Bi e l efe l d She l lcode " ; flow: es t a bl is hed; cont e nt : "I 33 c9 66 b9 I " ; co ntent: "I 80 34 1 " ; d istance :0; content : " l eb 05 eB eb ff ff ff I"; 
d i s t a nce :0; c l a ss t ype : shellcode- detec t ; r e f e r ence : u r 1, doc . emergingthr eat s . net/ 2009250; r e f e r e nce: ur l , W\'t'l>l , eme r g i ngt hr eat s. ne t / cgi-
bin/ cvsweb . cg i / sigs/ ATTAC K_R ESPOHSE / ATTACK_RESPONS E_Common_ She llCo de; sid : 2009250; r ev : 3; ) 

#by J aime Blasco 
# 

#ale r t udp a ny a ny - > a ny any ( msg : " ET SHE LLCOOE Mainz / Bie l efe l d Shellcode ( UDP) " ; content :" 133 c9 66 b9 I"; cont ent: " 180 34 1" ; di s t a nce :0; content : " l eb 05 eB e b ff ff ff l " ; dis tance :0; 
e l a sstype: shellcode-detec t; refe r e nce : ur l, doc. eme r g i ngth r eats. net/ 2009281 ; r ef erence: u r l , www . eme r g i ngth r eats. ne t / cgi-
bin/ cvswe b . cg i / sigs/ ATTAC K_RESPONS E/ ATTACK_RE5 PONS E_Common_She l!Co de; s i d ! 2009281 ; r ev : 2; ) 

#by J a i me Blasco 

• 
#ale r t t cp a ny a ny -> a ny a ny ( msg : " ET SHE LLCOOE \,Juerzburg She llcode"; flow: establi shed ; content :" l e b 27 1 "; cont e nt : "I Sd 33 c9 66 b9 I " ; d istance :0; cont ent : " IBd 75 05 Bb f e Sa 06 3c I"; 
d i stance:0; cont e nt : " 175 05 46 Sa 06 1" ; d is t a nce:0; co ntent: " 188 07 47 e2 ed e b 0a e8 da ff ff ff l " ; di s t a nce :0; class t y pe:she llcode-detect; 
r e f e r e nce : u r l ,doc . eme r gingth r e ats . net / 2009251 ; r e f e r ence : ur l , ww1.-i . eme r gingthr eats . net/ cgi-bin/ cvs L-ieb. cgi / s i gs / ATTAC K_R ESPONS E/ ATTACK_RE5PONSE_Common_5 he l1Code; s i d : 2009251; rev : 3; ) 

#by J aime Blasco 

• 
#a l e r t udp a ny a ny - > a ny a ny ( msg: " ET SHE LLCOOE \,Jue r z bu rg 5he llcode ( UOP ) '" ; content:" leb 27 1" ; conte nt :" l 5d 33 c 9 66 b9 I"; distance :0; cont ent:" IBd 75 05 Bb f e Ba 06 3c l "; dis t ance:0; 
content : " l75 05 46 8a 06 1" ; d i s t a nce:0; content : '"IBB 07 47 e2 ed e b 0a e8 da f f f f ff l "; dist a nc e :0 ; classty pe:shellcode -detect; r efe r e nce: u r l, doc.emerg i ngth r eat s . net /2009280; 
r e f e r e nce: u r l , \WIW . emergingthreats. net/ cgi - bin / cvs 1-ieb . cgi / s i gs / ATTACK_RESPON5 E/ ATTAC K_RE SPONSE_Common_Shel1Code ; s i d : 2009280; r e v ; 2; ) 

# by J a i me Bl asco 
# 

#a le r t t cp a ny a ny -> a ny a ny ( msg : " ET 5HE LLCOOE Sc hauenbur g Shell code"; flDl" : establis hed; content:" I eb 0f 8b 34 24 33 c9 80 cl I" ; content: " I 80 36 1 " ; dist ance :0; c ont e nt:" 146 e2 fa c3 
e8 ec I" ; d i stance: 0; e l a sstype: s hellcode-detect; refe r ence : url , doc. emergi ngthreats. ne t / 2009252; r efe r e nce: ur 1, l'I\WI . eme r g i ngthr eats. ne t / cgi-
bin/ cvs \~eb . cgi/ sigs/ ATTAC K_R ESPON5E / ATTACK_RE 5PONS E_Common_5 he 11Co de; s i d : 2009252; r ev : 3; ) 

#by J a i me Bl asco 

• 
#ale r t udp a ny a ny -> a ny a ny ( msg : " ET SHE LLCOOE Sc hauenbur g Shellcode ( UDP) " ; content :" leb 0 f 8b 34 24 33 c9 80 c l i " ; co ntent: " 180 36 1" ; d i stance:0; cont ent: " 146 e2 fa c3 e8 ec l " ; 
d i stance :0 ; c la sstype : shellcode- det ec t ; r e f e r ence : u r 1, doc . eme r g ingthr eat s . net/ 2009279; r e f e r e nce: ur l , W\'t'l>l . eme r g i ngthr eat s . ne t / cgi -
b i n/ cvs \~e b . cgi / sigs/ ATTACK_RESPONSE / ATTACK_R E SPONS E_Common_She llCode; s i d : 2009279; r ev : 2; ) 

#by Jaime Blasco 

• 
#a l e r t tcp a ny a ny - > a ny a ny ( msg : " ET SHE LLCOOE Koe l n 5hellcode " ; f101-i : establi s he d; co ntent : " I e b 0f 8b 34 24 33 c9 80 c l I" ; co nt e nt : " I 80 36 I" ; d i stance : 0; cont e nt: " I 46 e2 f a c3 e8 
e c I"; di s t a nce : 0; c l as s t y pe: she l l code-de tec t ; r efe r e nce: ur l , doc. emerg i ngt hreat s. net / 2009253; ref e r ence : u r l , 'tfl't'l~ . eme r gingthr eats . net / cg i -
bin/ cvswe b . cgi / sigs/ ATTACK_R ESPONSE / ATTACK_RESPONS E_Common_She llCo de; s i d : 2009253; r ev : 3; ) 

# by J a i me Bl asco 

• 
#a le r t udp a ny a ny -> a ny a ny ( msg : " ET 5HE LLCOOE Koe l n Shellcode ( UDP ) "; cont e nt : '"l eb 0f 8b 34 24 33 c9 80 c l i " ; co ntent:" [80 36 1" ; d i stance :0; content : " (46 e2 f a c3 e8 ec l "; 
d is t a nce :0; c l a s s t yp e : shellcode-detec t ; r e f erence : u r 1, doc . eme r gingthr eat s. net / 2009278; re f e r e nce: ur l , W\'t'l>l , eme r g i ngt hr eat s. ne t / cgi-
bin/ cvs\~eb . cgi / sigs/ ATTAC K_R ESPOH5E / ATTACK_RE5 PONS E_Common_5 he 11Co de; s i d : 2009278; r ev : 2; ) 

#by J aime Bl asco 

• 
#ale r t tcp a ny a ny -> a ny a ny ( msg : " ET SHE LLCOOE Li c htenf e l s She llcode"; flow: establis hed; content :" 101 f c f f f f 83 e4 fc 8b e c 33 c9 66 b9 I"; cont ent: " 180 30 1" ; dis t a nce:0; 
cont e nt : " I 40 e2 f A I" ; distance :0; classtype: s he l l code - de t ect; r efe r e nce : u r l , doc . eme rgingt h reats . net / 2009254; r e f e r e nce: ur l , loJLWl . emergingt h reats . ne t / cgi -
b i n/ cvs \~e b . cgi / sigs/ ATTAC K_R ESPONSE / ATTACK_RESPONSE_Common_ She llCode; s i d : 2009254; r ev : 3; ) 

#by J aime Blasco 
# 
#ale r t udp a ny a ny -> a ny any ( msg : " ET 5HE LLCOOE Lic htenf e l s 5hellcode ( UDP) "; content :" 101 fc ff ff 83 e4 f c 8b e c 33 c 9 66 b9 I " ; content : " 180 30 1" ; distance :0; cont e nt: " 140 e 2 fA I " ; 
d i stance :0; c l a sstype : she llcode- detec t ; r e f e r ence : u r l , doc . eme r g ingthr eat s. net / 2009277; r e f e r e nce: ur l , l't'L't'l>l , e me r g i ngthr eat s . ne t / cgi-
b i n/ cvswe b . cgi / s i gs/ ATTAC K_ RESPONSE / ATTAC K_RES PONS E_ Common_She llCode; s i d ; 2009277; r ev : 2; ) 

# by J a i me Blasco 
# 

#a le r t t cp a ny any -> a ny any ( msg: "ET SHE LLCOOE Mannheim Shellcode"; flow: es t a blis hed ; content: " 180 73 0e I" ; content: " 143 e2 1 " ; dis t a nce :0 ; cont ent: " I 73 73 73 1" ; d i stance :0 ; 
cont e nt : " I 81 86 8c 81 I " ; d is t a nce ; 0; c l ass t ype: s he llcode-detect; ref e r e ne e: u r 1, doc. emergi ngt h rea t s . ne t / 2009255; r eference : url , WWIY. emergingth r ea t s . net / cg i -
bin/ cvs \~eb . cgi / sigs/ ATTAC K_R ESPON5E / ATTACK_RE5 PONS E_Common_She llCo de; s i d : 2009255; r ev : 3; ) 

#by J aime Bl asco 

• 
#ale r t udp a ny a ny - > a ny a ny ( msg: " ET SHE LLCOOE Mannh e i m Shellcode ( UDP) "; content: " I 80 73 0e I" ; cont e nt :" I 43 e 2 I" ; d i stance: 0 ; cont e nt " 173 73 73 I" ; d i s tanc e : 0; content : " I 81 86 Se 
81 I " ; di s t a nce : 0; clas stype : she llcode -detect; r efe r e nce : ur l ~ doc. emerg i ngt hreat s . net / 2009276; r ef e r ence : u r l , wi't'l~ . eme r gingt hr eats . net / cg i -
b i n/ cvswe b . cg i / sigs/ ATTACK_R ESPONSE / ATTAC K_RESPONS E_Common_ She llCo de; s i d : 2009276; r ev : 2; ) 

#by Jaime Bl asco 
# 
#ale r t t cp a ny a ny - > a ny any ( msg : " ET 5HE LLCOOE Berlin Shellcode" ; flow: established ; content : " I 31 c9 bl fc 80 73 0c I " ; co nt e nt : "I 43 e2 8b 9f l " ; distance:0; classtype: s he l lcode- det ect; 
ref e r e nce: u r l ,doc . emergingth reats. net / 2009256; re f e r ence : ur l , W\'1\>l , eme r ging t hr eat s . net/ cgi-bin/ cvs L-ieb. cgi / s i gs / ATTACK_R ESPOHSE/ ATTACK_RESPONSE_Common_S he llCode; s i d : 2009256; rev : 3; ) 

#by J aime Blasco 
# 
#ale r t udp a ny a ny -> a ny a ny ( msg : " ET 5HE LLCOOE Be r lin She llcode (UDP) " ; cont e nt: " 131 c9 bl fc 80 73 0c l " ; cont e nt: " 143 e2 8b 9 f l "; dis tanc e:0; classt ype: s hellcode-detect; 
ref e r e nce: u r l , doc . emerg i ngth r eat s . net / 2009275; re f erence : ur l , W\'1\>l . eme r g ingthr eat s. ne t / cgi-bin/ cvs L-ieb. cgi / s i gs / ATTAC K_R ESPOHS E/ ATTACK_RESPONS E_Common_S he l l Code; s i d : 2009275; r ev : 2; ) 

#by J aime Blasco 
# 
#ale r t tcp a ny a ny -> a ny a ny ( msg : " ET 5HE LLCOOE Le i mbac h Shellcode " ; flow: es t a blis hed; cont e nt: " I Sb 31 c9 bl I " ; co nt e nt :" I 80 73 I" ; di s tance :0; content : " (43 e2 1" ; d i stance :0; 
e l asstype: shellcode-detect; r efe r e nce : url , doc . eme r g i ngt hrea ts . ne t / 2009257; r ef erence: u r l , W\Wl . eme r g i ngt hr eats . ne t / cgi-
b i n/ cvswe b . cg i / s i gs/ ATTAC K_R ESPONS E/ ATTAC K_RES PONS E_Common_ She llCode; s i d : 2009257; r ev : 3; ) 

# by J a i me Bl asco 

• 
#a le r t udp a ny a ny -> a ny a ny ( msg: " ET 5HE LLCOOE Le i mbach Shellcode ( UDP) "; content : " I 5b 31 c9 b t l "; cont e nt: " 180 73 I " ; dis t a ne e : 0; co ntent : " 14 3 e2 I"; d i stance :0; classtype : s he ll code-
de t e ct; r efe r e nce : ur 1, doc . eme r g i ngt hr eats. ne t /2009274; refe r e nce : u r 1, WLwt . eme r g i ngt h reats . net / cgi- b i n/ cvswe b . cg i / sigs / ATTAC K_RES PONS E/ ATTACK_RESPONS E_ Commo n_ShellCode; sid : 2009274; 
rev :2; ) 

#by J aime Bl asco 

• 
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#a l e r t t cp a ny any -> any any ( msg: "ET SHEL LCOOE Aa c he n Shellcode" ; fl ow : established ; co nt ent : " I 8b 45 04 35 l "; co nt ent : " 189 4 5 04 66 8 b 4 5 02 66 35 I"; d is t ance :0; cont ent : " 166 89 4 5 
0 2 I " ; d i s t a nce: 0 ; clas sty pe: she l lcode- detec t ; r efe r e nce: u r l , doc. eme r gingt hr eats. net / 2009258 ; ref e r ence : url , Wl'i'.~ . eme r gi ngt hreat s . net / cgi-
b i n/ cvsweb. cgi / s i gs / ATTACK_RESPONSE / ATTACK_RESPONS E_Corrmon_She llCode; sid: 2009258; r ev : 3; ) 

#by J a i me Bl asc o 

• 
#ale r t udp a ny a ny -> a ny any ( msg:"E T 5HELLCOOE Aac he n Shellcode ( UDP ) " ; content: " IBb 4 5 04 35 1"; content : " 189 45 04 66 8b 4 5 02 66 35 1" ; d istance: 0 ; content: " 166 89 45 0 2 1" ; 
d i sta nce :0; cla sstype : she llcode-detect; re f e r ence : ur 1 , doc . eme r g i ngthr eats. ne t / 2009273; re f e r e nce :ur l , 1w1w . emer gingth r eats. net / cgi-
b i n/ cvsweb. cgi / s i gs /ATTAC K_RESPONSE /ATTAC K_R ESPONS E_Cornmon_S he llCode; sid: 2009273; r ev : 2; ) 

#by J aime Blasco 

• 
#a l e r t t cp a ny a ny -> a ny any ( msg : " ET SHEL LCOOE Fur t h Shellcode" ; flm" :establis hed ; conte nt : " [31 c9 66 b9 I" ; conte nt: " 180 73 1" ; d i stance : 0 ; cont ent: " 14 3 e2 lf l "; d istance:0; 
e l asstype: shellcod e -det ect; r efe r ence : ur l , doc. eme r g i ngt h reats. ne t / 2009259; r ef e r e nce: ur l , W\"'11 . eme r gingth r eats . net / cg i-
b i n/ cvs1teb . cgi / s i gs /ATTACK_ RESPONSE /ATTACK_RESPONS E_ Corrmon_S he llCode; sid : 2009259; r ev : 3; ) 

#by J aime Bl asco 

• 
#a l e rt udp a ny any -> a ny any ( msg: " ET SHEL LCOOE Fur t h She llcode ( UDP)" ; content: "I 31 c9 66 b9 [ "; co nt ent: "I 80 73 I" ; d i stance:0; content : " 143 e2 1f I" ; d i stance : 0 ; c la sstype: s hellcode-
detect; r ef e r e nce: ur 1 , doc, eme r gingthreats, net/2009272; r efe r ence: u r 1 , wivw . eme r gingt h r eats . net / cgi -b i n / cvswe b . cgi/ s i gs/ ATTAC K_ RESPONSE / ATTACK_RESPONSE_Common_She llCode ; sid : 2009272; 
r ev : 2; ) 

#b y Ja i me Bla sco 

• 
# a le r t t cp a ny a ny -> a ny any ( msg:"E T SHEL LCOOE La nge nf eld She llcode " ; fl rn" :established ; conte nt : " l e b 0f 5b 33 c9 66 b9 I" ; conte nt:" 180 33 1" ; d i stance :0; content : " 14 3 e2 fa e b l " ; 
d i s t a nce :0; c la ss t ype: she llcode -detec t ; r e f e r ence : ur 1 , doc . eme r g i ngthr ea t s. ne t / 2009260; r ef e r e nce :ur 1, Wl'il" · emer g i ngth r e at s . net / cg i -
b i n/ cvsweb . c gi / s i gs /ATTACK_ RESPONSE /ATTACK_ RESPONS E_ Corrmon_She llCode ; sid: 2009260; r ev : 3; ) 

#b y J aime Bl asco 

• 
#ale r t udp a ny a ny -> a ny any ( msg: " ET SHELLCOOE La nge nf e ld She llcode (UDP) " ; conte nt : " I eb 0f 5b 33 c9 66 b9 I '"; co nte nt :" I 80 33 I '" ; d istance :0; cont e nt: " 143 e2 f a eb l " ; dis t ance:0; 
e l asstype: shellcod e -detect; r ef erence : ur l , doc . eme r g i ngt h r ea ts. net / 2009271; ref e r e nc e : ur 1, 1w.,w . eme r gingth r ea ts . net / cgi-
b i n/ cvsweb. c gi / sigs / ATTACK_RESPONSE/ ATTAC K_R ESPONS E_Cornmon_S he llCode; sid: 2009271 ; r ev : 2; ) 

#by J aime Blasco 

• 
# a le r t t cp a ny a ny -> a ny any ( msg: " ET SHEL LCOOE Bonn She llcode "; flow: establi s he d ; co nte nt : " 131 c9 81 e9 I "; content: " 183 eb l "; distance:0; content :" 180 73 1" ; d istance:0; content :" 14 3 
e2 f 9 I " ; d i stance : 0 ; e l asst ype : s hellcode- det ect; r efer e nce: ur l ,doc . eme r g i ngt hr eats. net / 2009261 ; r efe r e nce: ur l , M\IW . eme r gingt h r eats . net/ cgi-
b i n/ cvswe b . cgi / s i gs / ATTAC K_RESPONSE /ATTACK_RESPONS E_ Corrmon_S he llCode; sid : 2009261; r ev : 3; ) 

#by J aime Blasco 

• 
# a lert udp a ny a ny - > a ny any ( msg: " ET SHEL LCOOE Bon n She llcode (UDP) " ; co nt ent:" I 31 c9 81 e9 I"; c ontent : " I 83 eb I " ; d i stance : 0; content " I 80 73 I"; d istane e: 0; co ntent :" I 4 3 e2 f9 I "; 
d i s t a nce :0; c la ss t y pe: she llcode-detec t ; r e f e r ence : ur 1 , doc . eme r g ingthr eat s , ne t / 2009270; r efe r e nce :ur l , www .eme r gingt hr e at s. net / cgi-
b i n/ cvs1te b. cgi / s i gs /ATTACK_ RESPONSE / ATTAC K_RESPONS E_Corrmon_S he llCode ; sid: 2009270; r ev : 2; ) 

#by J a i me Bl a s co 

• 
#ale r t tcp a ny a ny - > a ny any ( msg: "ET SHEL LCOOE Siegbu r g Shellcode " ; flow: establis hed ; content : " I 31 e b 80 eb I"; co ntent: " I 58 80 30 I" ; di stance : 0; content: " I 40 81 38 I "; di stance : 0; 
c l a sstype: shellcod e -det ect; r efe r ence : ur l , doc . eme r g i ngt h reats. net/ 2009 262; r ef e r e nce: ur l , www . eme r gingth r eats . net / cgi -
b i n/ cvsweb . cgi / s i gs /ATTACK_ RESPONS E/ATTACK_R ESPONS E_Corrmon_She llCode; sid : 2009262; r ev : 3; ) 

#by J aime Blasco 

• 
#ale r t udp a ny a ny - > a ny any ( msg: " ET SHEL LCOOE Si egbu rg Shellcod e ( UDP)" ; conte nt: " I 31 eb 80 eb I" ; cont e nt: " I 58 80 30 1 " ; d i s t ance: 0; content : " I 40 81 38 I"; dist a nce: 0; 
c l asstype: shellcod e -det ect; r eference : ur l , doc. eme r gingt h r eats . ne t / 2009269; ref e r e nce: ur l , W\'A'I , eme r gingthreats. net / cg i-
b i n/ cvsweb . cgi / s i gs / ATTACK_ RESPONSE /ATTACK_RESPONS E_Common_S he llCode ; sid : 2009269; r ev : 2; ) 

#by J aime Blasco 

• 
#ale r t t cp a ny a ny -> a ny any ( msg: " ET SHEL LCOOE Pl ai nl Shellcode"; flow :es tablished; co ntent:" 189 e l cd l " ; cont e nt : '" l 5b 5d 52 66 bd l ": d i stance :0; cont e nt: " l0f cd 09 dd 55 6a l '" ; 
d istance :0 ; content : " I 51 50 1 " ; d istance: 0; e l ass t ype : s he llcode-detec t ; r e f erence: ur l , doc. eme r gi ngt hr eats. ne t /2009263 ; r eference : ur 1, www . eme r gi ngthr eats . ne t / cgi-
b i n/ cvs1t eb. c gi / sigs / ATTACK_RESPONSE / ATTAC K_R ESPONS E_Corrmon_S he llCode; sid: 2009263; r ev : 3; ) 

# by J aime Bl asco 

• 
# a le r t udp a ny a ny -> a ny any ( msg: " ET SHEL LCOOE Pla i nl Shellcode ( UDP ) " ; cont e nt:" 189 el cd l " ; content : " I 5b 5d 52 66 bd I" ; d i stance:0; content : " l0f cd 09 dd 55 6a I": d istance :0; 
content: " I 51 50 1 "; di s t ance: 0; class t ype: s hellcode-detect; r ef e r ence: ur l , d oc . eme r gi ngt hr ea t s . net / 2009268; r ef e rence: u r l , www . eme r gi ngt hr ea t s . net / cgi-
b i n/ cvsweb. cgi / sigs /ATTACK_RESPONSE /ATTACK_RESPONSE_Corrmon_S he llCode; sid : 2009268; r ev : 2; ) 

#by J aime Blasco 

• 
#ale r t t cp a ny a ny -> any any ( msg:"ET SHEL LCOOE Pl a i n2 She l lcode" ; fl ow :established ; co nt ent : " 150 50 50 50 40 50 40 50 ff 56 l e 8b d8 57 57 68 02 1" ; cont e nt: " l 8b cc 6a l " ; d istance:0; 
cont e nt: " I 51 53 I"; d i s t a nc e : 0; e l ass t ype: shellcode-detec t ; ref e r ence: url ,doc . eme r gi ngt hr ea t s. net / 2009264; r ef e r e nc e : u r 1, l'IWh' . eme r gingt hr ea t s . net / cgi-
b i n/ cv s1t eb . cgi / s i gs / ATTACK_ RESPONSE / ATTACK_RESPONS E_Corrmon_S he llCode ; sid: 2009264; r ev : 3; ) 

#b y Ja i me Bl a s co 

• 
#ale r t udp a ny a ny -> a ny any ( msg:"E T SHELLCOOE Pla i n2 Shellcode ( UDP) "; content: " 150 50 50 50 40 50 4 0 50 ff 56 l e 8b da 57 57 68 02 1" ; conte nt : " l8b c c 6a l ": d istanc e:0; co nte nt : " 151 
53 I " ; di s tance : 0; clas stype: shel l code- detect; r efe r e nce : u r 1, doc. emerg i ngt hr e at s . net / 2009267; r ef e r ence : ur l,Wl'i'.~ . emergingthreat s . net / cgi-
b i n/ cvsweb. cgi / sigs /ATTACK_RESPONSE/ATTAC K_RE SPONS E_Corrmon_S he llCode; sid: 2009267; r ev : 2; ) 

#by J aime Blasco 

• 
#ale r t t cp a ny a ny -> a ny any ( msg : " ET SHEL LCOOE Bi nds he ll l Decader She llcode"; fl ow:establi s hed; co nte nt :" 158 99 89 El CO 80 96 43 52 66 68 1" ; conte nt : " 166 S3 89 El 6A 66 58 50 51 
56 I " ; di s t a nce : 0; classty pe: she l l code-de tec t ; r efe r e nce : u r l , doc. eme r gingt hr eat s. net / 2009265; r e f e r enc e : url , WWI~ . eme r gi ngt hr eats . net / cg i -
b i n/ cvs1teb . c gi / s i gs / ATTACK_ RESPONS E/ATTACK_RESPONS E_Common_S he llCode; sid : 2009265 ; r ev : 3; ) 

#by J aime Blasco 

• 
#a l e rt udp a ny a ny -> a ny any ( msg: " ET SHEL LCOOE Binds he ll l Oecode r She llcode ( UDP ) " ; co ntent : " 158 99 89 El CD 80 96 4 3 52 66 68 1" ; co nt ent : " 166 53 89 El 6A 66 58 50 51 56 1" ; 
d i stance :0 ; c la sstype: she llcode-detec t ; r e f e r ence : ur 1 , doc . eme r gingthr eats, net/ 2009266; r ef erence :ur l , 1w,w . emer gingt hr eats. net / cgi-
b i n/ cvswe b . c gi / sigs /ATTACK_RESPONSE / ATTAC K_RESPONS E_Corrmon_S he llCode; sid: 2009266 ; r ev : 2; ) 

#by Ja i me Bl asco 

• 
a l e r t t cp $HOME_NE T a ny -> $EXTE RHA L_NET 21 (msg: " ET ATTACK_RESPON SE FTP CWD t o wi ndows sys t em32 - Sus pi cious" ; f1 01~ : est ab l i she d , t o_se r ve r ; content : "C\,m C J 3a I\ \WINOCX.JS\ \ sy stem32\ \ "; 
nocase; classt ype: t r ojan - act i v i t y ; r e f e r ence: ur 1 , doc . eme r gingt hr eats . ne t / bi n/v iew/Ma i n/ 2008556; r e f e r ence: ur l , L"1.\IW . eme r gingt h r eats . net/ cgi -
b i n/ cvsweb . cgi / s i gs /ATTACK_ RESPONS E/ATTACK_RESPONSE_FTP; s i d: 2008556; r ev : 6; ) 

#Su bmitted by Jose ph Gama 

• 
a l e r t t cp $EXT ERNAL_NET a ny - > $HOM E_NET 21 (msg: " ET ATTACK_ RESPONS E FTP i naccess i b l e direc t o r y access COMI " ; flow: es t a bli shed; content: "/ Cet-11/"; nocase; classt yp e : s t r i ng-d et ect; 
r ef e r e nce: u r 1 , doc . eme rg i ngt h reats. net / b i n/v iew/Ma i n/2000499 ; r ef erence : url , l'iWLII . emer gingt hr eats. net / cgi- b in / cvs 1-,e b . cgi / s.i gs / ATTACK_RESPOr~S E/ ATTACK_RESPONS E_Hi dden_FTP _F i l e_Act i vity; 
s i d : 2000499; r ev :8; ) 

#Submitted by Jos e ph Gama 

• 
a l e r t tc p $EXTE RNAL_NET a ny -> $HOME_NE T 21 (msg: " ET ATTACK_RESPONS E FTP i naccessi b l e di r ecto r y access COM2"'; flow: establi shed; content: "/ Cot-12/"; nocase; classty pe : s t r i ng-detec t ; 
r ef e r e nce: u r 1 , doc . eme r g i ngt h r eat s . net / b i n/v i ew/Ma i n/ 2000500; ref erence: ur 1 , ,w,w . emer gingt hreats. net / cgi-bin / cvs 1<Jeb . cgi / sigs / ATTACK_RESPONS E/ATTACK_RESPONSE_Hi dden_FTP _F ile_Activity ; 
s i d :2000500; r ev :8; ) 

#Submitted by Jose ph Gama 
# 

a l e r t t cp $EXTERNAL_NET a ny -> $HOME_NET 21 (msg: " ET ATTACK_ RESPONS E FTP i naccessi b l e d i r ec t o r y access COM3" ; flow: establi shed ; content: "/ Cot-13/"; nocase; class.ty pe : s.t r i ng-detec t ; 
r ef e r e nce: u r l , doc . eme rg i ngt h reats . net / b i n/v i ew/Ma i n/ 2000501 ; r ef e r ence : ur l, ,-.,w1." . emer gi ngt hr eats . ne t / cgi- b in / cvs1<Jeb . cgi / sigs /ATTACK_RESPONSE / ATTAC K_RES PONSE_H i dden_FTP _File_Act i vity; 
s i d : 2000501; r ev :8; ) 

#Su bmitted by Jose ph Gama 

• 
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a l ert t cp $ EXTERNAL_NET a ny -> $HOME _NET 21 (msg :"ET ATTACK_RESPONSE FTP inaccess i ble d i rectory access COl-14 " ; flow: establi shed; content:" / CO¾/"; nocase; classtype: s t r i ng-detect; 
ref e r e nce: u r l , doc. eme rg i ngthreats, net / bi n/v i ew/Main/ 2000502; ref erence : ur 1 , wwl'II . eme r gingthr eats. net/ cg i - b i n / c vs L~eb. cgi / sigs / ATTACK_RESPONSE / ATTACK_RESPONS E_Hidden_FTP _ F i l e_Activ i t y ; 
sid :2000502; r ev :8 ; ) 

#Subm i tted by Jose ph Ga ma 

• 
a l ert t cp $ EXTERNAL_ NET a ny - > $HOME_ NE T 21 (ms g: " ET ATTACK_RESPONSE FTP i naccess i b l e d i r ecto r y access LPTl" ; flow: establi shed; conten t : "/ LPTl/" ; nocase; classtype: s t r i ng-de t ec t ; 
refere nce: u r l , doc . eme rg i ngth reats . net/ bin/v iew/Main/ 2000503 ; r e fe r ence : ur 1 , wwL~ . eme r gingthreats . ne t / cgi - bin / c vs web . cgi / sigs / ATTACK_RESPONSE/ ATTACK_R ESPONS E_Hidden_FTP _ F ile_ Ac t i v i t y ; 
s i d :2000503; r ev :8; ) 

#Submi tt e d by J oseph Gama 

• 
a l e r t tc p $ EXTERNAL_ NET a ny •> $HOM E_NET 21 (msg: " ET ATT ACK_RESPONSE FTP i naccess i ble d i rectory access LPT2'"; flow: establi shed; content : '' / LPT2/" ; nocase; classtype: s t r i ng-detect; 
refe r e nce : u r l , doc . eme rg i ngth reats . net / bin/v iew/Ma i n/ 2000504; r e fe r ence : ur l , wwL~. eme r gingth r eats. net/ cg i - bin / c vsL~eb . cgi / sigs / ATTACK_RESPONSE / ATTACK_RESPONS E_Hidden_FTP _ F i l e_ Ac tiv i t y ; 
sid:2000504; r ev :8; ) 

#Submi tted by Jose ph Gama 

• 
a l e r t t cp $ EXTERNAL_NET a ny - > $HOME _NET 21 (msg: " ET ATTACK_RESPON SE FTP i naccess i ble d i rectory access LPT3"; flow: establi shed ; content: "/ LPT3/" ; nocase ; classtype: st r i ng-detect ; 
ref erence: u r l , doc. eme r gingt hreats, net/ bi n/v i ew/Main/ 2000505; r e fe r ence : ur 1 , wwl'II . eme r gingthr eats. net/ cg i - b i n / c vs L~eb. cgi / sigs / ATTACK_RESPONSE / ATTACK_RESPONS E_Hidden_FTP _F ile_Act i v i ty; 
sid :2000505; r ev :8 ; ) 

#Submi tted by J oseph Gama 

• 
a l e r t t cp $ EXTERNAL_ NE T a ny · > $1-!0M E_NE T 21 (msg: " ET ATTACK_RESPONSE FTP i naccess i ble d i r ecto r y access LPT4" ; f101'l : establi shed ; content : "/ LPT4/"; nocase ; classtype: s t r i ng-detect ; 
refe r e nce : u r l , doc . eme rg i ngth reats . net/ bi n/v iew/Ma i n/2000506 ; r efe r ence : ur 1 , WWL~ . eme r gingthr eats. ne t / cgi - bin / cvs web . cgi / sigs / ATTACK_RESPONSE / ATTACK_RESPONS E_Hidden_FTP _F ile_Ac t i v i t y ; 
sid :2000506; r ev :8; ) 

#Submi tted by Jose ph Gama 

• 
a l ert t cp $ EXTERNAL_ NET a ny · > $HOME _NET 21 (msg: " ET ATTACK_RESPONSE FTP i nac cess ible d i rectory access AUX"; flo1>1: establis he d; content : " / AUX/" ; nocase ; classtype: st r i ng - detect; 
refere nce: u r l , doc . emergingth r e at s . net/ bin/v iew/Ma in/ 2000507; ref erence : ur 1 , WWL~ . eme r gingthreats. net/ cgi -bin / c vs L~eb . cgi / sigs / ATTACK_RESPONSE / ATTACK_RESPONSE_Hidden_FTP _ F ile_ Ac tiv i t y ; 
s i d : 2000507; r ev : 8; ) 

#Submi t t e d by Jos e ph Gama 

• 
a l e r t t cp $ EXTE RNAL_ NET a ny - > $1-!0ME_NET 21 (ms g : " ET ATT ACK_RESPON SE FTP inaccess ible d i recto r y access NU LL" ; flow: establi shed ; conten t : "/ NU LL/" ; nocase ; classt y pe: s t r ing-de t ect ; 
refe r e nce : u r l ,doc . eme rgi ngthreats . net/ bin/view/Main/ 2000508 ; r e fe r ence : ur l , www .eme r gingthr eats . net/ cg i - b i n / c vs L~eb . cgi / sigs / ATTACK_RESPONSE / ATTACK_RESPONS E_Hidden_FTP _ F ile_ Ac tiv i t y ; 
sid: 2000508; r ev :8; ) 

#by Matt Jon kma n 
#seeing some wo r ms / trojans use an f t p serve r with a ll banners stripped out 
#on off ports t o downl oad pa y l oad afte r t he i nitia l compromise . 
#Just s t ats codes , no Nelcome, e t c. Ve r y uni q ue 
#something like : 
#220 
#USER a 
#331 
#PASS a 
#230 
#TYP E I 
#200 
#PORT 10 , 2, 32,214,4,9 
#200 
#RETR ms nnma nege r . exe 
#150 
#226 
#QUIT 
#221 
# r emoving a few t o s i mplify 

• 
#alert t cp $HO"IE_N ET 1024: - > any 1024: (msg :"ET ATTACK_R ESPONSE Off - Po r t FTP Hithout Bann e r s - user"; flow: establis he d , from_se r ve r; ds i ze : >7; content: "USE R 
conten t : " l0d 0a I" ; di stance: 1; fl o1..,t, its : set , ET. st r i ppedftpus e r ; c l a s stype: t roj an -activ i t y; refe r enc e: ur 1, doc . eme r gingthr eat s. ne t / bin/v ieL~/ Main/ 2007715; 
refe r e nce : u r l , h'l-iw . eme r gingth reats , net / cgi - bin / cvs1~e b . cgi / sigs / ATTACK_RESPONSE / ATTACK_RESPONSE _Host ile_FTP; s id : 2007715 ; r e v : 9 ; ) 

#by Matt Jon kma n 
#seeing some wo r ms / t r o j a ns use an f t p serve r with a ll ba nne r s stripped out 
#on of f ports to downl oad pa y l oad afte r t he init ia l compr om i se . 
#J ust s t ats codes , no L~elcome, e t c. Ve r y unique 
#something like: 
#220 
# USER a 
#331 
#PASS a 
#230 
#TYP E I 
#200 
#PORT 10 , 2 , 32, 214 , 4, 9 
#200 
#RE TR ms nnma nege r . exe 
#150 
#226 
# QUIT 
#221 
# removi ng a f ew t o simpli f y 

• 

dept h : 5; offset: 0; 

#a l e r t t cp $HOME_NET 1024: - > a ny 1024 : (msg :"ET ATTACK_RESPONS E Off - Po r t FTP Hithout Bann e r s - pa s s"; flowbit s :isset , ET.s t r i ppe dftpuser; flm-, :establi s hed , from_ser ver; ds i ze: >7; 
content : "PASS " ; de pt h :5; offset:0; cont ent :" l0d 0a l " ; dist a nce: 1 ; flowbi ts :set, ET . st r i ppedft ppass; c l ass t y pe : t roja n-ac tiv i t y ; 
refe r e nce: u r l , doc . emergingth reats . net / bin/v i ew/Ma i n/ 2007717; refe r ence : ur l , ww1.~ . eme r gingth r eats . net/ cg i - bin / c vs L~eb . cgi / sigs / ATTACK_RESPONSE / ATTACK_RESPONS E_Hostile_FTP; s id : 2007717; 
r ev :7 ; ) 

#by Matt Jon kma n 
#seeing some wo r ms / t roj a ns use an ft p serve r with all banners stripped out 
#on off ports t o downl oad pa yload afte r t he i nit i a l compromise . 
#J ust s t ats codes , no welcome, e t c. Ve r y uni q ue 
#somet hing like: 
#220 
#USER a 
#331 
#PASS a 
#230 
#TYP E I 
#200 
#PORT 10,2, 32,214 ,4,9 
#200 
#RETR ms nnma nege r . exe 
#1 50 
#226 
#QUIT 
#221 
#removing a few t o s i mplify 

• 
#alert tcp $HOME_NET 1024: - > any 1024: (msg :"ET ATTACK_R ESPONS E Off - Po r t FTP Hithout Banners - r etr"; flowbi t s : isse t , ET .s t rippe df t ppass; flm-, :estab li s hed, from_server; ds i ze : >7; 
content : "RETR " ; de pt h : S; off set :0; tag: s es sion, 300, s e conds; c l ass t y pe : t ro j a n- activ i t y; re fe re nce: u r l , doc . eme rgingt hreats . net / bi n/v iei,I/Ma i n/2007723 ; 
refere nce: u r l , WL<I\~ . eme rg i ngth r eats , net / cgi - bin / cvs1~e b . cgi / sigs / ATTACK_RESPONSE / ATTACK_RESPONS E_Host ile_FTP; s i d : 2007723 ; r e v : 8; ) 

#matt jonkma n, i nf o from qr u 

• 
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a l e r t tcp $EXTERNAL_NET $HTTP_PORTS - > $HOME_NET any (msg : " ET ATTACK_RESPONS E Wi nd ows l ,-1Hosts File 00\"n l oad - Li ke l y ONSC hange r I nf ection" ; flo\~ : esta blished ,to_c lient; content : "# l0d 
0a l# I 20 1 Th i s I 20 1 is I 20 1 a l 20 1 sarnp l e l 20 IHOS TS I 20 I file I 20 1 used l 20 1 by l 20 IMi c r osof t I 20 1 TCP/ I P I 20 lfo r I 20 IWi ndm-i s . le d 0a l# J0d 
0a I# I 20 I Th i s I 20 1 file I 20 I co nt a ins I 20 I the I 20 I ma pp i ngs I 20 I of I 20 1 I P I 20 I a ddresses I 20 I t o I 20 I hos t I 20 I names . " ; class t ype : t r oja n- a ctiv i t y ; 
ref e r e nce : ur 1 , doc . eme rgi ngth reats . net / bin/v i ew/Ma i n/2008559; ref e r ence : url , ww1.-i . eme r g i ngthreats . net/ cgi - bin / c vs web . cgi / s i gs / ATTACK_R ESPONS E/ ATTACK_RESPONS E_LMHost s_Dm-in l oad; s i d : 2008559 ; 
rev : 5; ) 

#Matt Jonkma n, i nf ormat ion from St e phe n Gi ll at Cymru 

• 
a l e r t tc p a ny 21 - > $HOME_NET a ny ( msg : " ET ATTACK_RESPONS E Host ile FTP Se r ve r Ba nne r {Stny Ft pd ) " ; flO\-i :establishe d,from_serve r ; cont e nt : " 220 StnyFt pd 01>1ns j 0"; offset: 0; nocase; 
e l ass t ype: t r o j an-ac t i v i t y ; r ef e r e nce : u r l , doc. emerg i ngthr eat s. net / b i n/v iel>l/Main/ 2002809; re f e r e nce: u r l , WL>l\'I . emerg ingthreats . net / cgi -
b i n/ cvsweb . cg i / s i gs/ ATTAC K_RESPONSE / ATTACK_RE SPONSE_Malic i o us_ FTP; s i d : 2002809; r e v : 5; ) 

#Mat t Jonkma n, i nf ormation from St e phe n Gi ll at Cymr u 

• 
a l e r t tc p a ny 21 - > $HOME_NET a ny ( msg : "ET ATTACK_RESPONSE Host ile FTP Se r ve r Ba nne r ( Repti l e )"; flow:est a blis hed , f r om_s e r ve r ; cont e nt "220 Re pt ile welcomes you"; off se t :0 ; nocase; 
e l ass t ype: t r o j an-act i v i t y ; ref e r e nce: u r 1 , doc. emerg ingthreat s . ne t / b i n/v i ew/Ma i n/ 2002810; re f e r e nce: u r l , w1.>l\>1 . emerg ingthreat s . net/ cgi-
bin/ cvsweb . cgi / s i gs/ ATTAC K_RESPONSE /ATTACK_RES PONS E_Malicio us_FTP; sid : 2002810; r e v : 4; ) 

#Matt Jonkma n, i nf ormation from St e phe n Gi ll at Cym ru 

• 
a l e r t tcp a ny 21 - > $HOME_NET a ny ( msg : " ET ATTACK_R ESPONSE Hostile FTP Serve r Ba nne r ( Bot Se r ve r ) " ; f101.-i :est abli s he d , from_serve r ; content : " 220 Bot Serve r (Wi n32 ) " ; of f se t :0 ; noca se; 
c l ass t ype : t r o j an-ac t i v i t y ; r ef e r e nce: u r l , doc . emerg ingthr eat s . net / b in /v i ew/Ma i n/ 2002811 ; re f e r e nce: u r l , wL>l\'I . emerg ingthreats . net / cgi-
b i n/ cvswe b . cg i / s i gs/ ATTAC K_RESPONSE / ATTACK_RESPONS E_Malic i o us_FTP; sid : 2002811 ; r e v : 5; ) 

#Matt Jonkma n, i nf ormatio n from St e phe n Gi ll at Cym r u 

• 
a l e r t tc p a ny 21 - > $HOME_NET a ny ( msg : " ET ATTACK_RESPONS E Unusua l FTP Se r ve r Ba nne r (warFTPd )"; flow:established , f r om_se r ve r ; cont e nt : "220 " ; content: " - -wa r FTPd " ; de pt h :40; 
d is tance :0; nocase ; class t y pe : t roj a n- ac t i vity ; r e f e r ence : ur 1, wwN . ~l a rftp . o r g; r efe r e nce: ur l , doc . eme r gingt hr ea t s . ne t / bi n/v i ei"/Main/ 2003464; r efe r e nce : ur l , W'lrw . eme r g ingthr ea t s . ne t / cg i ­
b i n/ cvs1"e b . cgi / sigs/ ATTACK_RESPONS E/ATTACK_RE SPONSE_Malicio us_FTP; sid : 2003464; r e v : 4 ; ) 

#Matt Jonkma n, i nf ormation from Stephe n Gi ll at Cymru 

• 
a l e r t tc p a ny 21 - > $HOME_NET a ny ( msg : " ET ATTACK_RES PONS E Unusua l FTP Se r ve r Ba nne r ( free FTPd ) " ; flo\" :establi she d, from_se r ve r ; content : " 220 " ; content : " - -freeFTPd " ; dept h : 40 ; 
d i stance :0; nocase ; class t ype: t r ojan- a c t i v i t y ; r e f e r ence : ur l , WL>l\'I . f r eef tp . com; r efe r ence : ur l , do c . eme r gingt h r eat s . net / b in/v i eN/Ma in/ 2003465 ; r eference: ur l , l'MW . eme r gingt hr eat s . ne t / cg i ­
bin/ cvswe b . cgi / s i gs/ ATTACK_RESPONSE / ATTACK_RESPONS E_Malicious_FTP; sid : 2003465; r e v : 4 ; ) 

#Mat t Jonkma n, of f port ft p bann e r s 

• 
a l e r t tc p a ny 1024: -> $HOME_NE T any (msg: " ET ATT ACK_RESPONSE Unus ua l FTP Se r ver Ba nner on Hi gh Po r t (\.Ji nFtpd ) " ; f1 01" : establis hed , from_se r ve r ; d s i ze: <18; co ntent : "220 Wi nftpd " ; 
dept h : 11 ; of fse t : 0 ; nocase; e l asst ype : t r ojan - activ i t y ; ref e r e nce : u r 1, doc. eme r g i ngt h r ea t s . net / bin/v i ew/Ma i n/2007725; ref e r e nce : url , 1w1w . emerg i ngth r ea t s. net/ cgi-
bin/ cvs1~eb . cgi / sigs/ ATTAC K_RESPONSE / ATTACK_RES PONSE_Malicio us_ FTP; sid : 2007725; r e v : 6; ) 

#Matt Jonkma n, off port ft p ba nn e r s 

• 
a l e r t tc p a ny 1024: -> $HOME_NET any (msg : " ET ATT ACK_RESPONSE Unus ua l FTP Se r ver Ba nner on Hi gh Po r t (Stnyf tpd ) " ; flo1.-.i :est a bli s hed , from_se r ver ; ds i ze: <30; c ont ent : " 220 StnyFtpd " ; 
depth : 12 ; of fset : 0; noca se ; e l asst ype : t r oj an - activ i t y ; r efe r e nce : url , doc . eme r g i ngth reats . net/ bin/v i ew/Main / 20077 26 ; ref e r e nce: ur 1 , L>l\>M . eme r g i ngth r ea t s . net/ cgi -
b i n/ cvswe b . cgi / sigs/ ATTACK_RESPONSE /ATTACK_R ESPONSE_Malicio us_FTP; sid : 2007726; r e v :6; ) 

#by J a ime Bl asco 

• 
a l e r t t cp a ny [ 21 , 1024: ] •> $HO'"IE_NET a ny ( msg : "ET ATTACK_RES PONS E Unus ua l FTP Se r ve r Bann e r (fu ckFt pd ) " ; fl ow:est ablished , from_se r ve r ; d s i ze : <18; co ntent : "220 f uckFt pd"; dep t h : 12 ; 
of f set :0 ; nocase; clas sty pe: t r oj an - act i v i t y ; r e f e r e nce: u r l , doc . erne r gingth r eats . net / 2009210; r efe r ene e: u r l , WWI" . eme r gingt h r eats. net / cgi-
bin/ cvswe b . cgi / s i gs/ ATTACK_RESPONSE / ATTACK_RES PONS E_Malic i o us_FTP; s i d : 2009 210; r e v : 3; ) 

#by J a i me Blasco 

• 
a l e r t tc p a ny [ 21 , 1024: ] -> $HO'·IE_NET a ny ( msg : "ET ATTACK_RESPONS E Unus ua l FTP Se r ve r Bann e r (NzmxFtpd ) " ; f1 01" : es t a bl i shed , from_se r ve r ; d s i ze: <18; co nt e nt : "220 Nzmx Ftpd"; dep t h : 12; 
off set :0 ; noc ase; c l as s t y pe: trojan - ac tiv i t y ; r e f e r e nce: u r 1, doc . eme r gingth reat s . net / 2009211; r efe r ene e: u r l , WWI~ . eme r gingth rea t s. net / cgi-
bin/ cvswe b . cgi/ sigs/ ATTAC K_RESPONSE / ATTACK_RESPONSE_Halicious_FTP; sid : 2009211 ; r e v : 3; ) 

#by j osh smi th 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg : "ET ATTAC K_RESPONSE Ma t a ha r i c lient " ; flow: t o_se r ver , es t a blished ; cont ent :"Accept l 2d lEncodi ng l 3a 20 l ide nt ity l0 d 0a l "; 
content : "Next I 2d lPoll i ng"; d i s t a nce :0; cont e nt : "Cont ent I 2d l Salt I 3a I "; pe r e : "/ Co ntent \ x2dSa lt \ x3a\ x20 [0-9 \ . \ - ] +\ x0d\ x0a/ i "; classtype : t ro j a n -act i vity ; 
ref e r e nce: u r l , doc . eme r gingth reats. net/ 2010795 ; re f e r ence : ur 1, wwN . eme r g ingthr eats . net/ cgi - b i n/ cvs 1.-ieb . cgi / s i gs /ATTACK_R ESPONS E/ ATTACK_R ESPONSE_Mata ha r i ; s id : 2010795; r ev : 5 ; ) 

#by Ke vi n Ross 

• 
#a l e r t tcp $EXT ERNAL_NET a ny -> $HOME_NET any (msg : " ET ATTAC K_RE SPONS E Me tas p l o it Met erprete r File Dm"nl oad Detec t e d" ; flo1" : to_client , es tablis he d; co ntent : "stdapi _f s_s t at "; de pt h :54; 
e l ass t ype: sue ce ss f ul - use r ; ref e r e nce: u r l , l'il>l\,j . nol og in , o r g/ Downl oads / Pape r s / mete r pr eter. pdf ; r efe r e nce: ur 1, doc . eme r gi ngth r eats. ne t / 2009558; r efe r e nce : ur l, 1>Nrw . erne r g i ngth r eats. ne t / cg i ­
bin/ cvs \"eb . c g i / sigs/ ATTACK_RESPONSE / ATTACK_RE SPONS E_Meterpr et e r ; s i d : 2009558; r ev : 2; ) 

#by Ke vi n Ross 

• 
#a l e r t t cp $EXTERNAL_NET a ny - > $HOME_NET any (msg : " ET ATTACK_RESPONS E Me t as pl o it Met erprete r Process Li st ( ps ) Convnand Detec t e d" ; flow:to_client , es t ablis he d; 
cont e nt : "stda pi _ sys_pr ocess_get _pr ocesses " ; dept h : 65; c l assty pe : successfu l - use r ; r e f e r e nce: u r 1, '"""" · no l og in .o r g/ Oot,n l oads / Pa pe r s / me t e r pre t e r . pd f ; 
ref e r e nce: u r l , doc . emergi ngth r eat s . net / 2009559; re f e r ence : ur l , wwN . eme r g ingth r eat s. ne t / cgi - bin/ cvs 1.-ieb . cgi / s igs / ATTACK_RESPONSE/ ATTACK_RES PONS E_Meter p r e te r; s id : 2009559 ; r ev : 2 ; ) 

#by Ke vi n Ross 

• 
#ale r t tcp $EXT ERNAL_N ET a ny - > $HOME_NET any (msg:"ET ATTACK_RESPONS E Me t as p l o i t Met erpre t e r Getu i d Cornma nd Oe t ect ed " ; f1 01-.i : t o_client ,es t ablis hed; cont e nt: " stda pi_sys_conf i g_getu i d "; 
depth : 65; c l asstype : s uccessful - user ; r eference: ur l , l'MW . no l ogin . o r g / D01oin l oads / Pa pe r s / me t erp r e t e r . pdf ; r ef e r ence: ur l , doc . emergingthreat s . ne t / 2009560; 
r e f e r e nce : u r l , www . emergingth reats. net / cgi- bin / cvs 1>1eb . cgi / s i gs / ATTACK_RESPONS E/ ATTACK_RESPONSE_He t e r prete r ; s i d : 2009560; r e v : 2; ) 

#by Ke vi n Ross 

• 
#ale r t tcp $EXTERNAL_NET a ny - > $HOME_NET any (msg : " ET ATTACK_RE SPONS E Me tas p l o it Met erprete r Process Mi g r at ion Det ected" ; flow: to_c lie nt ,es t a blished; con t e nt : "core_mi gr ate"; de pth:60; 
e l ass t ype: sue ce ss f ul - use r ; r ef e r e nce : u r 1, IVL>l\',1 . nol og i n .org/ Oownl oads / Pape r s / me te rp r eter. pdf ; r efe r e nce: ur 1, doc . eme r gi ngt h r ea ts . ne t / 2009561 ; r e f e r ence : ur l , 1>Nrw . erne r g i ngt hr eats . ne t / cg i ­
b i n/ cvs1~e b . cgi / s i gs/ATTACK_RESPONSE /ATTACK_RE SPONS E_Met e rpr et e r ; s i d : 2009561 ; r ev : 2; ) 

#by Ke vi n Ross 

• 
#a l e r t t cp $EXT ERNAL_NET a ny - > $HOME_NET any (msg : " ET ATTACK_RESPONS E Me t as p l o it Met erpr ete r i pconfi g Comma nd Oe t ected"; flow: t o_client,es t ablis he d ; 
cont e nt : " s t da pi _ne t _conf i g_get _ i nt erf aces ·· ; dept h :65 ; t h r eshol d : t ype th res ho l d , t r ac k by_s r c, count 2, second s 4; class t y pe :successf ul - use r ; 
r e f e r e nce: u r l , WL"'" · no l ogin . org/ Dol'm l oads / Pape r s / meterp r ete r . pd f ; r efe r ence : ur l , do c . eme r gingth r eats . ne t /2009562; r efe r ence: ur l , l'MW . e me r g ingth r ea ts . ne t / cgi­
bin/ cvswe b . cgi / s i gs/ ATTACK_RESPONSE / ATTACK_R ESPONS E_Mete rpret e r ; s id : 2009562; r ev : 2; ) 

# by Ke vi n Ross 

• 
#a l e r t t cp $EXT ERNAL_NET a ny - > $HOME_NET any (msg : " ET ATTACK_RE SPONSE Me tas p l o it Met erprete r Sysinfo Command Detected" ; fl m~: to_cl i e nt ,esta blished ; content : "stdapi _sy s_confi g_sy s i nfo" ; 
dept h : 60; c l ass t yp e : s uccessful - use r ; r efer ence: ur 1, l'MW . no l ogin . o r g / Downl oads / Pa pe r s / me t erp r e t e r . pdf ; r e f e r ene e : ur 1 , doc .emer g i ngthreat s. net/ 2009563 ; 
ref e r e nce : u r l , ww.-i . emerg i ngth reats . net / cgi - b i n/ cvs 1>1eb . cgi / s i gs / ATTACK_RESPONS E/ ATTACK_RESPONSE_Hete r prete r ; sid : 2009S63; r e v : 2; ) 

#by Ke vi n Ross 

• 
#a l e r t t cp $EXT ERNAL_NET a ny - > $HOME_NET any (msg : " ET ATTACK_RESPONSE Me t as p l o it Met erpr ete r Rout e Comma nd Oetec t e d" ; flow: to_client , e s tablis hed; co nt e nt "stdapi _net _co nfig_get_ r out e"; 
depth: 62; classtype : s uccessf u l - us e r; re ferenc e: ur 1, ~iww . no l ogin . o r g / Do1,in l oads / Pa pe r s / me t e rp r e t e r . pdf ; r ef e r ene e : ur 1, doc . e me r g ingthreat s . ne t / 2009564 ; 
ref e r e nce: u r l ,h'l"'" · emergingth reats . net / cgi- b i n / cvs 1>1eb . cgi / s i gs / ATTACK_RESPONS E/ ATTACK_RESPONSE_Hete r prete r ; sid : 2009564 ; r e v : 2 ; ) 

#by Ke vi n Ross 

• 
#a l e r t tcp $EXT ERNAL_NET a ny - > $HOM E_NET any (ms g : " ET ATTACK_R ESPONS E Metaspl o i t Meterprete r Ki ll Process Comma nd Oe t ec t ed"; f1 01" : to_client,establis he d; 
cont e nt : "stda pi _s ys_process_kill "; dept h : 60; c l assty pe: successf u l - use r ; r ef e r e nce: u r l, WWI~ . no l ogi n . o r g/ D01oinload s / Pa pers / met e r p r e t er . pdf ; ref e r e nce : u r l , doc. eme r g i ngth r ea t s. net / 2009 565; 
ref erence: u r l ,w,."'" · eme r gingth r eat s. net/ cgi- bin / cvs 1>1eb. cgi / s i gs / ATTACK_RESPONSE/ ATTACK_RESPONSE_He t e r prete r ; s i d : 2009565 ; re v : 2; ) 

#by Ke vi n Ross 

• 
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#a l er t tcp $EXT ERNAL_NE T any -> $HOME_NET any (msg : " ET ATTAC K_RESPONS E Me t aspl oit Met e r pre t er Print Wor ki ng Direc t or y Coimnand Oe t ec t ed " ; flow: t o_clie nt , es t a blishe d ; 
cont ent : " s tda pi _ f s_get wd"; dept h : 55; c l a ss t ype : s uccessfu l - us er ; r efe r ence: ur l , www . no l o gin . org/ Oolvn l oads / Pa pe r s / met er p r et er . pdf ; r e f erence : ur 1 , doc . emerg i ngt hr eat s. net/ 2009566; 
r eference : ur 1 , www . emerg i ngt h r eats. net / cgi- bi n/ cvs l,,.e b . cgi / s i gs / ATTACK_RESPONS E/ ATTACK_RESPONS E_Me t erpr ete r ; s i d : 200 9566; r ev : 2; ) 

#by Kevi n Ross 

• 
#a l e r t tcp $EXTERNAL_NET any -> $HOME_NET any (msg: " ET ATTACK_RESPONS E Me t asp l oit Met e r pr et er Vi e L>J Curr ent Pr ocess ID Conmand Oetec t ed"; flow: t o_c lie nt ,es t ablishe d ; 
content ; "s tda pi_sys_pr ocess_getp i d"; de pth: 60; class t y pe : success f u l - use r ; r e f erence : u r 1 , ww1" . nol og in . org/ Downl oads / Pa pe r s /Jnete r pr ete r . pdf; refere nce : ur l , doc , emergi ngt hr eats . ne t /2009 567; 
r ef e r e nce : url , '"'-""' · emer gi ngth r eats. net / cgi- b i n/ cvs l,,.e b . cg i / s i gs / ATTACK_R ESPONS E/ ATTAC K_RESPONS E_Me t erpr ete r ; s i d : 2009567; r ev : 2; ) 

#by Kevi n Ross 

• 
#a l e r t tcp $EXT ERNAL_NE T any -> $HOME_NET any (msg:"E T ATTAC K_RESPONS E Me t asp l oit Met e r pr et er Exec ut e Comman d Oet ected"; flm>J : t o_client , es t a blis hed; 
conte nt : "s tda pi _s ys_pr ocess_exec ut e"; d ept h : 62; e l asst ype: successf ul -user; r efe r ence: ur l , Mw, . no l og i n . or g/ Downl oad s / Pa pe r s / met erp r e te r . pdf ; r ef e r e nce : ur l , doc . eme r gi ngt h r eats . n et / 2009568 ; 
r eference : ur l , 1'Mt>J . emergi ngt h r eat s. net / cgi- bin / cvs we b . c gi / s i gs / ATTACK_R ESPONS E/ A TTACK_RESPONS E_Me t erpr ete r ; s i d : 2009568; r ev : 2; ) 

#by Kevi n Ross 

• 
#a l er t tcp $EXTERNAL_NET any -> $HOME_NET any (ms g : " ET ATTAC K_ RESPONS E Me taspl oit Met e r pre t er Sys t em Reboot / Shut down Det ected"; f101>J : t o_c lient ,est ablis hed; 
content; "s tda pi _sys_powe r _e xitwi ndows " ; dept h : 62; c lasstype: s uc cessfu l - user; r eference : ur l , www . no l ogin . or g/ Down l oads / Paper s / mete r p r et e r . pdf ; 
r ef erence : ur l , doc . emerg i ngt h r eats. net / 2009569 ; re f erence: ur l , www . emer g i ngt hreat s. ne t / cgi - bi n/ cv s1,,.e b . cgi / s i gs / ATTACK_RESPONS E/ ATT ACK_R ESPONS E_~te t erp r ete r ; s i d : 2009569; r ev : 2; ) 

#by Kevi n Ross 

• 
#a l ert tcp $EXTERNAL_NET any -> $HOME_NET any (msg: " ET ATTAC K_RESPONS E Metaspl oit Met e r pr et er Sys tem Get Id l e Ti me Comma nd Oetected" ; f101,,, : t o_cl i en t ,establis hed; 
cont e nt ; "s tda pi_ui_get_id l e_ time " ; de pth: 60; c l as stype: s uccess f ul - us e r ; r ef e r e nce : u r 1, ww1~ . no l ogi n .org/ 001,,.n l o ad s / Pa per s / mete r prete r . pdf ; ref e r e nce : ur l , doc . eme r g i ngt h r eat s . net / 2009570 ; 
r efe r e nce : ur l , '"'-""' · emer gi ngt h r eats. net / c gi- bi n/ cvs 1,,.e b . cg i / sigs / ATTACK_RESPONS E/ ATTACK_RESPONS E_Me t erpr ete r ; s i d : 2009570; r ev : 2; ) 

#by Kevi n Ross 
# 

#a l e r t tcp $EXTERNAL_NET any - > $HOME_NET any (msg : " ET ATTACK_R ESPONS E Me t asploit Met e r pre t er Ma ke Di rector y Comman d Oet ec t ed"; f101,,. : t o_c lient ,est ablis hed ; cont ent: " s t dapi_fs_mkd i r " ; 
dept h : 55 ; c l a sstype : s uccessful- us e r; r e fe r ence: ur l , www . no l ogin .org / Do1,,.nl o ads / Papers / me t erpreter . pdf ; re f erence: ur l , doc .emer g i ngth r eat s. net / 2009571; 
r ef ere nce : ur l , 1wJW . emerg i ngth r eats. net / cgi- bi n/ cvs 1,,.e b . cgi / s i gs / ATTACK_R ESPONS E/ ATTACK_RESPONS E_Me t erpr ete r ; s i d : 2009571 ; r ev : 2; ) 

#by Kevi n Ross 

• 
#a l e r t tcp $EXTERNAL_NE T any - > $HOME_NET any (msg:" ET ATTAC K_RESPONS E Me t asp l oit Mete r pr ete r Remove Di r ec t o r y Convnand Oe t ec t ed " ; flm" : to_c lie nt, e s t a blished ; 
cont e nt : "s tda pi _fs_de l et e_di r "; dept h : 57 ; e l asstype: s uccessfu l - use r ; r ef e r ence: ur l , 1wM . nol og i n . org/ Down l oads / Pape r s / met e r pr et e r . pd f ; r efe r e nce: ur l , doc . eme r gi ngt h r eats . net / 2009572; 
r efe r e nce: ur l , W\"°'" · emerg i ngth r eat s . net / cgi- b i n/ cvs1,,.e b . cgi / s i gs / ATTACK_RESPONS E/ ATTACK_RESPONS E_Me t e r pr ete r ; s i d : 200957 2 ; r ev : 2; ) 

#by Kevi n Ross 

• 
#a l e r t t cp $EXTERNAL_NET any - > $HOME_NE T any (msg: " ET ATTAC K_RESPONS E Me t as pl o it Met e r pr et er Change Di r ec t o r y Convnand Oet ec t ed " ; flow: t o_c lient ,es t ablished ; cont ent:"'s t dapi_fs_c hd i r "; 
dept h : 57 ; c l a sstype: s uccess f ul - us e r; refe renc e : ur 1 , www . no l ogin .org / Down l oads / Pa per s / me t e r pret er . pdf; r efer enc e : ur 1, doc . emerg i ngth r eat s . net / 2009573; 
r ef erence : ur l , www . emer gingt h reat s . net / cgi - bin / cvs l,,.e b . cgi / s i gs / ATTACK_RESPONS E/ ATTACK_RESPONS E_Met erpr ete r ; s i d : 200 9573; r ev : 2 ; ) 

#by Kevi n Ross 
# 

#a l ert tcp $EXTERNAL_NET any -> $HOME_NET any (msg : " ET ATTACK_RESPONS E Me t aspl oit Met e r pre t er Li s t ( l s ) Conmand Oet ected " ; flow:to_client ,es t ablished; cont e nt: " s tdap i _f s_ l s " ; dept h : 52; 
c l ass t ype : success f ul -user; r ef erence : ur l , WL"1'1 . no l og i n .o r g/ Oownl oads / Papers / me t erp r et er. pdf ; refe r ence : ur 1, doc . emergingt hrea t s . ne t / 2009574 ; r eference: ur l , W'ltw , emerg ingt hreats. ne t / cgi­
bi n/ cvsweb . cgi / s i gs / ATTACK_RESPONSE / ATTACK_R ESPONS E_Mete rp r et e r ; s id : 2009574 ; r ev : 3 ; ) 

#by Kevi n Ross 

• 
#a l ert tcp $EXTERNAL_NET any - > $HOME_NET any (msg: " ET ATTACK_RESPONS E Me t as pl o it Met e r pr et er r ev2se lf Comma nd Oe t ected"; f1011,: t o_c lient , es t abli s he d; 
conte nt : "s tda pi _sys_conf i g_r ev2se l f " ; d ept h : 52; e l asst ype : successf ul - user ; r ef e r ence: ur l , \"'-\IW . no l og i n . or g/ Downl oads / Papers / met e rp r e t er . pdf ; r efe r e nce: ur 1, doc . emergi ngt h r eats . n et / 2009575; 
r eference: ur l , W\"°'" · emerg i ngt h r eat s. net / cgi- b i n/ cvs1,ie b . cg i / s i gs / ATTACK_RESPONS E/ ATTACK_RESPONS E_Me t erpr ete r ; s i d : 200957 5; r ev : 3; ) 

#by Kevi n Ross 

• 
#a l ert t cp $EXTERNAL_NET any - > $HOME_NET any (msg: "ET ATTACK_RESPONS E Me t as pl o it Met e r pre t er Enabling/ Oi sabling of Keyboa rd Oe tec t ed"; f1011, : t o_c lient , est a blished; 
conte nt : "s tda pi _ui_e nab l e_keyboa r d"; de pt h : 60; class t y pe: succe ss f u l - user ; r eference : u r l , \"""'-" . no l og in . org/ Downl oads / Papers /111e t erp r et e r . pdf; r eference: ur l ,doc. eme rg ingt hrea t s . ne t /2009 576; 
r ef erence : ur l , www . emer gingt h r eat s. net / cgi- bi n/ cvs we b . cgi / s i gs / ATTACK_RESPONS E/ ATTACK_RESPONS E_Me t erpr ete r ; s i d : 200 9576; r ev : 2 ; ) 

#by Ke vi n Ross 

• 
#a l ert t cp $EXTERNAL_NET any -> $HOME_NET any (msg:" ET ATTACK_RESPONS E Me t asp l oit Met e r pre t er Enabling/ Di sabling of Mouse Det ec t ed " ; fl ow: t o_c lie nt ,establis hed ; 
cont e nt : "s tda pi _ ui _e na bl e_nouse"; dept h : 60 ; c l a ss t ype : s uccessf u l -user ; r efer ence : url , 11tw1i . no l ogin .org/ Do l>J nl oads / Pa pe r s / met er pr et er . pdf ; re f e r ence : ur l , doc . eme r g i ngthr eat s. ne t / 2009577; 
r ef erence : url , '"'-""' · emerg i ngth r eats. net / cgi- bi n/ cvs 1,,.e b . cg i / s i gs / ATTACK_R ESPONS E/ ATTAC K_RESPONS E_Me t e r pr ete r ; s i d : 2009577; r ev : 2; ) 

#by Kevi n Ross 

• 
#a l e r t tcp $EXTERNAL_NE T any - > $HOME_NET any (msg: " ET ATTACK_RESPONS E Me t as pl o it Met e r pr et e r File/ Memo r y In te r ac tion Oe t ec t ed"; flow: t o_c lient ,est abli she d; 
content : "s tdap i _fs_f ile_ex pa nd_p at h"; d ept h : 60; e l asst ype : successf ul -user; r efe r ence : ur l , Mw, . no l og i n . or g/ Downl oad s / Pape r s / met e rp r e t er . pdf ; r efe r e nce: ur 1, doc . eme rgi ngt h r eats . n et / 2009578; 
r ef e r e nce: ur l , '"'°"°'"· emer gi ngt h r eat s. net / cgi- bi n/ cvs we b . cg i / s i gs / ATTACK_R ESPONS E/ ATTACK_RESPONS E_Me t erpr ete r ; s i d : 2009578; r ev : 2; ) 

#by Kevi n Ross 

• 
a l ert tcp $EXTERNAL_ NET a ny -> $1-K)M E_NET any (msg: " ET ATTACK_ RESPONSE Met as p loit Meterpr eter Registry I nte r a tion Oetecte d"; flow: t o_c lie nt ,es t ablis he d ; 
cont ent : "s tda pi _ r egi s t r y _cr eat e_key" ; dept h : 60 ; c l asst ype : successf ul -user ; ref e r ence: ur l , \"'-\IW . no l og i n . or g/ Downl oad s / Pape rs / met erp r e t er . pdf ; refe r e nce: ur 1, doc . emergi ngt h reats . n et / 2009579; 
r ef erence : ur l , 1\IWW . emergingth r eat s. net / cgi- bi n/ cvs l,,.e b . cgi / s igs / ATTACK_RESPONS E/ ATTACK_RESPONS E_Me t erpr ete r ; s i d : 2009579; r ev : 2; ) 

#by Ke vi n Ross 

• 
#a l ert tcp $EXTERNAL_NET any -> $HOME_NET any (msg: " ET ATTACK_RESPONS E Me t as pl o it Met e r pre t er f ile Upl oad Oe tec ted" ; flow:to_cl i ent ,es t abli shed ; co nte nt : " cor e_cha nn e l _write"; dept h : 50; 
c l ass t ype : success f ul -user ; ref erence : ur l , ""-""" . no l og i n .o r g/ Oownl oads / Papers / me t erp r eter. pdf ; refe r ence : ur 1, doc . emergi ngthrea ts. ne t / 2009580; r eference : ur l , W'IIW , emergi ngt hr eats. ne t / cgi­
bi n/ cvs\..-e b . cgi / sigs / ATTACK_RESPONSE / ATTACK_RESPONS E_Me t e r pr ete r ; s id : 2009580; r ev : 2; ) 

#by Kevi n Ross 

• 
#a l ert tcp $EXTERNAL_NE T any - > $HOME_NE T any (msg:"ET ATTACK_RESPONS E Me t asp l o i t Mete r pre te r Channe l I nt e r act i on Detected , Li ke l y I nteraction \.Jith Exec utabl e"; 
f10111 : t o_c lie nt, es tabl ishe d; content : "co r e_c ha nne l _ i nt e r act" ; dept h : 60; e l as s t ype : successfu l - use r ; r e fe r ence : ur l , www . no l ogin . or g / Do1>Jn l oads / Pa pers / me t erpr ete r . pdf ; 
r ef erence : ur l , doc . emer gingt h r eat s. net /2009651 ; r efe r ence : ur l , ""'"°"' . emer g i ngt hreats. ne t / c gi - bi n/ cvs 1,,.e b . cgi / sigs / ATTACK_RESPONS E/ ATTACK_ RESPONS E_Mete r pr ete r ; s id : 2009651; r ev : 3; ) 

#by shi r kdog 

• 
#a l e r t tcp $EXTERNAL_NET 1024 : 6 5535 - > $1-K>ME_NET 1024 : 65535 (msg: " ET ATTACK_R ESPONS E Met asp l oit /Mete r pr ete r - Sending met srv . d ll to Comprom i s ed Hos t" ; flow: establis hed ; 
cont ent : "met srv . dll I 00 I MZ" ; dept h: 13 ; content: " ! Th i s pr ogram cannot be r un in 00S mode. " ; d i s t a nce : 75 ; 1-1 i t hin : 40; classt ype : successful -admin ; 
r ef erence : ur l , doc . emerg i ngt h r eats. net / 2009581 ; r ef erence: ur l , '"'°""' .emer g ingthr eat s. ne t / c gi - bin/ cvSl>Je b . cgi / s i gs / ATTACK_RESPONS E/ ATTACK_R ESPONS E_Meterpr ete r ; s i d : 2009581; r ev : 3 ; ) 

#by Va r ga-Pe rke Balint 
# 

#a l e r t tcp $EXTERNAL_NET 1024 : 6 5535 -> $1-K>ME_NET 1024 : 65535 (msg:"ET ATTACK_ RESPONS E Met asp l oit /Mete r pr ete r - Sending met s r v . d ll t o Comprom i sed Hos t "; flow: established ; cont en t :" 140 00 
41 00 4 2 0043 00 44 00 6d 65 74 73 72 76 2e 64 6c 6c 00 49 6e 69 74 00 Sf 52 65 66 6c 65 63 74 69 76 65 4c 6f 61 1"; class t ype:s uccessfu l-admi n; 
r ef ere nce : ur l , doc . emer gi ngth r eats. net / 2010454; r ef e r ence : ur l , ""'"°'". emer gingth r eats. ne t / cg i - bi n/ cvs 1,,.e b . cgi / s i gs / ATTACK_RESPONS E/ ATT ACK_RE SPONS E_Mete r pr e t e r ; s id : 2010454; r ev : 3; ) 

#Submi t ted by Joe l Es l e r 

• 
a l ert t cp $HOME _N ET any - > $ EXTE RNA L_NET !6661 :6668 (msg:" ET ATTAC K_RESPONSE IRC - Ni ck c ha nge on non-s t d po r t"; flo1>1 : t o_se r ve r ,es t a blished ; ds ize: <64; co nt ent : "NICK " ; nocase; 
of f se t : 0 ; de pt h: 5; e lass t ype: t r o j a n-activity ; r e f e r ence: url , doc. eme r g i ngt hre at s . net / bin/v i ew/Ma i n/ 2000345; r ef e r ence: ur l , Wl!M . eme rg i ngt hr ea t s . net / cg i -
bin/ cvsweb . cgi / s i gs /ATTAC K_RESPONS E/ ATTACK_RESPONS E_Non -Stand a rd_I RC; s i d : 2000345; r ev : 9; ) 

#Submit t ed by Joe l Es l er 

• 
a l ert t cp $EXTERNAL_ NET ! 6661 : 6668 -> $1-K)ME_NET any (msg: " ET ATTACK_RESPONSE I RC Name res ponse on non•s t d po r t " ; f10 11, : t o_c lient ,est ablished; ds i ze : <128; cont e nt : " l 3a l "; offse t : 0 ; 
de-pt h : 1 ; content : " 302 "; cont en t : "=+" ; cont ent : "@" ; cla ss t ype- : t r oj an-activ i t y ; r e-f e- r ence- : ur l , doc . eme r g i ngt h r e-at s . net / bin /vi e-w/Main/ 200034 6 ; re-f e r e nc e : ur l , www .eme r gingt h r e-a t s . net / cgi­
bi n/ cvsweb. cgi / s i gs / ATTACK_ RESPONSE/ ATTACK_RESPONS E_Non -Standa rd_IRC; s i d : 2000346; r ev : 10 ; ) 

#Submi t ted by Joe l Es l er 

• 
a l ert tc p $HOME_N ET any -> $ EXTE RNA L_NET !6661 :6668 (msg:" ET ATTACK_RESPONSE I RC - Privat e message on non -std po r t "; flow: to_se r ver , es t a blished; ds i ze: <128; content : " PRI VMSG "; 
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nocase; off se t : 0; de pt h : 8; classtype : troj an - activ i t y; reference : ur l ,doc. eme r gingt hreat s . net / bin/v i ew/Main/ 2000347 ; re fe r ence: ur 1, www . emergingth reats. ne t / cgi­
bin/ cvswe b . cg i / sigs/ ATTACK_RESPONSE / ATTAC K_RESPONS E_Non-Stand a r d_I RC; sid : 2000347; r ev : 9; ) 

#Submitted by Joe l Es l e r 

• 
a l e r t tcp $HOME_NET a ny - > $ EXTERNAL_ NE T !6667 (msg:" ET ATTACK_R ESPONSE IRC - Cha nn e l JOI N on non- s t d po r t"; flo,..i : to_se r ve r , establis he d; ds i ze: <64; cont ent: " JOI N " ; nocase; -off set: 0; 
dept h : 5; pe r e : "/ & I# I \ + I ! / R" ; e l ass t ype: t roj an-activity; r ef e r e ne e: url , doc . eme rgi ngthr eat s . net / bin/v iew/Main/ 2000348; r efe r e ne e : u r l , 'ltWh' . eme r gi ngth r eats . net / cgi-
bin/ cvswe b . cg i / sigs/ ATTACK_RESPONSE / ATTAC K_R ESPONS E_Non - Stand a r d _IRC; s i d : 2000348; r ev : 10 ; ) 

#Submi tted by Joe l Esle r 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNAL_NE T ! 6661 : 6668 (msg : "ET ATTAC K_RESPONS E I RC - DCC f ile t r ans f e r r equest on non-std por t " ; f1 01\! : to_ se r ver ,estab li shed ; conten t : "PRI VMSG " ; nocase; 
offset : 0; de pt h : 8; conte nt: " l 3a l . DCC SE NO" ; nocase ; class t ype : pol i cy - v i o l ation; r eferenc e : ur l ,doc.emer gingt hr eats. ne t / b i n/v iel'I/Ma i n/2000349 ; 
r e f e re nce: u r l , \..-ww . eme r g ingth r eats . net/ cgi-b i n / cvs 1\!eb . cgi / s i gs / ATTACK_R ESPONS E/ ATTACK_RESPONS E_Non-St a nd a rd_I RC; s i d : 2000349; rev : 9; ) 

#Submi tted by Joe l Es l er 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET !6661 :6668 (msg : " ET ATTAC K_RESPONS E lRC - DCC chat r e quest o n non - s t d port "; flow : to_server,establishe d; co nt e nt : " PRI VMSG " ; nocase; -off set: 0; 
depth : 8 ; content : " I 3a I . DCC CHAT cha t '"; nocase; e l assty pe : policy - vi o l ation; refe rence : ur l , do c . emergingth r eat s . net / b i n/v i e L"/Ma in/ 2000350 ; r efer e nce: ur 1, vsww . e mergi ngth reat s . net / cg i -
b i n/ cvs \'ieb . cg i / s i gs/ ATTACK_RESPONSE / ATTAC K_RES PONS E_Non - Standa r d_IRC; s i d : 2000350; r ev : 10 ; ) 

#Submi tted by Joe l Es l er 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNA L_NET !6661 :6668 (msg : " ET ATTAC K_RESPONS E I RC - cha nne l joi n on non-s td por t "; f loL" : to_ serve r , es t abli shed; cont en t :" JOIN l3a l # " ; nocase; offset : 0; 
depth : 8; c l ass t ype: pol i cy- v i o l a t i on ; r efe r e nc e: ur l , doc . emer g i ngt hr eat s. net / b i n/vi ew/Ma i n/ 2000351 ; r e f e r ence : u r l , W'l•f111 . eme r gingt hr eat s . net / cg i -
b i n/ cvsweb. cg i / s i gs/ ATTACK_R ESPONSE / ATTAC K_RESPONS E_Non- Sta nda r d _IRC; s i d : 2000351 ; r ev : 10; ) 

#Submi t ted by Joe 1 Es l e r 

• 
a l e r t tcp $HOME_NET a ny - > $ EXTERNA L_NE T !6661 :6668 (msg : "ET ATTACK_RESPONS E IRC - dns r e ques t on non - s t d po r t " ; fl ow: to_se r ve r ,es t a bli shed ; cont e nt : " USERHOST "; nocase; off set : 0; 
depth : 9; c l ass t ype : pol i cy- v i o l a t i on; r efe r e nce: ur l , doc . eme r g i ngt hreat s . net / b i n/vi e1.>i/Main/ 2000352; r ef e r ence : u r l , W'l~'I . eme rgingthr eat s . net / cg i -
b i n/ cvsh·e b . cgi / s i gs/ ATTACK_RESPONSE / ATTAC K_RE SPONS E_Non- Standa r d_lRC; s i d : 2000352; r ev : 9; ) 

#E r i k Fic ht ne r 

#alert t cp $HO'\E_NET any -> any 6667 (msg : " ET ATTACK_RESPONSE Like l y Botnet Ac t i v i t y " ; f1 01oJb i t s: i sse t ,is_p ro t o_i r c; f l ow: t o_server ,established; con t e nt : "PRIVMSG l 20 I " ; dept h : B; nocase; 
pc r e : " /(chegue i gaze l as lme h que t ao lSta tu s lTempo ]Tota l pa cotes lTota l bytes iM?d i a de env i o l port as? a bert a )/ i " ; class t ype : s t r i ng -de t ect ; 
refere nce: u r l , doc . emerg i ngth reats . net/ bi n/v i ew/Ma i n/ 2001620; refere nce : ur 1 , wwN . emerg i ngt hreats . ne t / cgi- bin / c vs web . cgi / s i gs / ATTACK_RESPONSE / ATTACK_RESPONSE_Non -St and a r d_IRC; s i d : 2001620; 
rev :B; ) 

#By Chri s Nor t on 

• 
#a l ert tcp $00-'IE_NET any -> $ EXTERNA L_NET any (msg: "ET ATTACK_RESPONS E Out bound PHP Conne c t i o n"; flow: es t abli she d , t o_ se r ve r ; co ntent: "From l 3a I a non@a non .com" ; nocase; off set: 0; depth : 
19; co nt ent: "Use r - Age nt I 3a 1 PHP"; nocase; e l asst ype : web -applicat i o n- act i v i t y ; r ef e r ence: u r l ,doc . eme r gingthr eats . net / bin/v ieL~/Main/ 2001628; r e f e r ence : u r l , WWl'I . emergi ngt hr eats . net / cgi­
b i n/ cvsweb. cg i / s i gs/ ATTACK_R ESPONSE / ATTAC K_RESPONS E_Out bound_PHP _Fopen; s id ; 2001628; r ev : 9; ) 

#by Cees El z inga 
#note : mos t e f f ect i ve L~ ith a deep flow de pt h , o r 0 

• 
a l e r t t cp $HTTP _SERVERS $HTTP _PORTS - > $EXTE RNAL_NET a ny ( msg : " ET ATTACK_RESPONSE r 57 phps hell foot e r de tect ed "; fl ow: es t ablishe d , from_se r ver; cont ent : "r57she ll - http - s he 11 by 
RST / GHC" ; class t ype : web -a pp lication-activ i t y; r ef e r e nc e : ur l , W'l...w . pestpa t ro l . com/ spyi.,.arecent e r / pe s t . as px? i d =453096755; r ef e r ence : url , doc . eme r g i ngthr eats . net / bi n/v ie\'I/ Main / 2003535; 
refere nce : u r l , WL>J\\! . eme rg i ngth reats . net / cgi - bin / cvs L\!e b . cgi / s i gs / ATTACK_RESPONS E/ ATTAC K_RESPONS E_PHP _She ll s; s i d : 2003535; r ev : 6; ) 

#by Cees El z inga 
#note : mos t e ffect i ve L~ith a dee p fl01\! dept h, or 0 

• 
#a l e r t t cp $EXTERNAL_NET a ny - > $HTTP_SERV ERS $HTTP_PORTS (ms g : " ET ATTACK_RESPONSE r 57 phps he ll source be i ng up l oaded " ; f1 01\! :establis he d,to_ serve r ; content: "/* ( c ) oded by l d t .w0 l f "; 
conten t : " /* RS T / GHC http" ; d i stance : 0; c l a ss t y pe : Neb - applicat i on- act i v i t y; r ef e r e nce: ur 1, IWM . pe s t pa t r o l . com/ spy,..,a recente r / pest. aspx ?i d =453096755; 
ref e r e nce : ur l , doc . eme rgi ngthreats . net / bi n/v i ew/Main/2003 536; ref e r ence : ur l , WL>J\~ . eme rg i ngthreats . net/ cgi-bin / cvs web . cgi / s i gs / ATTAC K_RESPONS E/ ATTACK_RESPONSE_PHP _Shell s; s i d : 2003536; 
r ev :8 ; ) 

#by Rya n Mac donald o f R-f x net wo rks (~JWW . r f xn .com) 
# t hos e commented o ut a r e more p r one t o f a lse pos i tives. They'l l be mo r e r e liabl e i n a web -on l y env i ro nment 

• 
a l e r t t cp $HTT P _SERVERS $HTTP _PORTS - > $EXTE RNAL_NET a ny ( msg : " ET ATTACK_RESPONSE x2 300 phpshell de t ected "; fl-01\1 : establishe d , from_ se r ve r ; con t ent: "x2300 Locus7Shell " ; clas s t y pe :\'leb-
a pplicat i o n-act i v i t y; r ef e r ence : ur l , www . rfxn . com/vdb . php ; re fe r e ne e: u r l , doc . emergi ngt hreat s. net/ b i n/v i ew/Ma i n/ 2007651; refe r e nce : url , www . emergi ngth r eat s . net / cg i -
bi n/ cvswe b . cg i / s i gs/ ATTACK_RESPONSE / ATTAC K_RESPONS E_PHP _She lls; sid: 2007651; r ev : 5; ) 

#by Rya n Macdona l d o f R- f x nehro r ks (1.>JWW . r f xn . com ) 
# t hos e commented out a r e mor e p ron e to false pos i t i ves . They' l l be mo r e r e li ab l e i n a web -on l y e nv i ro nme nt 

• 
#alert t cp $HTTP _SERVE RS $HTTP _POR TS - > $EXTERNAL_NE T any (msg: "ET ATTACK_RESPONS E c99shell phpshe ll detec t e d" ; fl01'i : establishe d, from_serve r ; conten t : " c99she ll "; cl ass t ype : L\!e b-
a pplicat i o n-act i v i t y ; r efe r e nc e : ur l , LWM . r f xn . com/vdb . php; r ef e r e ne e: u r l , doc. eme r gingthr eat s. ne t / b in/v i e L~/Ma in/ 2007652; r efe r e ne e : url , www . emergi ngth r eats . net / cg i -
bin/ cvswe b . cg i / s i gs/ ATTAC K_RESPONSE / ATTAC K_RES PONS E_PHP _She lls; sid: 2007652 ; r ev : 5; ) 

#by Rya n Macdona l d o f R-f x neh ,o r ks ( vJWW .rf xn .com) 
#those commented out a r e more p ron e to fa l se pos it i ves . The y ' l l be mo r e r e liab l e i n a web-onl y env i ro nment 

• 
#a l e r t tcp $HTT P_SE RVERS $HTTP_POR TS - > $EXTERNAL_N ET any (msg: " ET ATTACK_R ESPONSE RFI Scanner de t ec t ed .. ; fl ow: e stabl i s hed , from_serve r ; conten t : " RFI Scanner " ; classtype: web- a pplication -
a c t i v i t y ; r eferenc e: ur l , www . r f xn . com/vd b . php ; r efe r e nc e: ur l , doc. emer g i ngt hreats. net / b i n/vi ew/Ma i n/ 2007653; r ef e r e nc e : u r l , W'i'll\! . eme r gingt hr eats. net / cg i -
b i n/ cvswe b . cg i / s i gs/ ATTACK_RESPONSE / ATTAC K_RESPONS E_PHP _She lls; s i d : 2007653; r ev : 5; ) 

#by Rya n Macdonald o f R-f x nehro r ks (~iww . r f xn ,com) 
#those comme nted out a r e more p r one to false pos i tives . The y ' 11 be mo r e re li ab l e i n a web-onl y env i ro nment 

• 
#alert tcp $HTTP_SERVE RS $HTTP_POR TS -> $EXTERNAL_NE T any (ms g: " ET ATTACK_RESPON SE C99 Mod i fie d phpshe l l det ected " ; flow:est a blished, fr om_server ; con t ent:"C99 Mo d i fied "; c l asstype: web -
a pplicat i on-ac t i v i t y ; r ef e renc e : url , LWM . r f xn . com/vdb . php ; r efe r e ne e: url , doc . emergi ngthreat s. net/ bin/v ie L~/Ma in/ 2007654 ; r efe r e ne e : u r l , ww\'I . emergi ngth r eats . net / cgi-
b i n/ cvswe b . cgi / sigs/ ATTACK_RESPONSE /ATTACK_RESPONS E_PHP _She lls; s i d: 2007654; r ev : 5; ) 

#by Rya n Mac donald of R- f x nehro r ks (~iww . r f xn . com ) 
# t hose comme nt ed o ut a r e more p rone t o false pos it i ves. The y ' l l be mo r e r e liab l e i n a web -on l y env i ro nment 

• 
#a l e r t t cp $HTT P _SERVE RS $HTTP _POR TS -> $EXTERNAL_NET any (ms g : " ET ATTACK_RESPONSE l ila, j pg php s he ll detec t e d" ; fl01'i : e stab lishe d , from_serve r ; cont e nt : " 0 •10 PHP" j class type : Ne b -
a pplicat i o n-act i v i t y; r ef e r ence : ur l , LWIW . rfxn . com/vdb . php; refe r e ne e: url , doc . eme rgi ngthreat s. ne t / b i n/v i eL~/Ma in/ 2007655; r efe r e nce : u r l , www . eme r gi ngth r eat s . net / cg i -
bin/ cvswe b . cg i / s i gs/ ATTAC K_RESPONSE / ATTAC K_RESPONS E_PHP _She lls; s i d : 2007655 ; r ev : 5; ) 

#by Rya n Macdonald of R- f x nehro r ks (1.>Ntw . r fxn . c om ) 
# t hos e commented out a r e more p ron e t o false pos i tives . The y ' l l be mo r e r e liabl e i n a web -on l y e nv i ro nment 

• 
#alert t cp $HTT P _SERVE RS $HTTP _POR TS -> $EXTERNAL_NE T any (ms g: " ET ATTACK_RESPONSE ALBAN IA id . php detected" ; flow :established , fr om_ se r ver ; con tent : "UNITED ALBAN I ANS a ka ALBOSS 
PARAO I SE " ; e l as s t y pe :we b- a pp l i cation-ac t i v i t y ; re f e r enc e : ur 1, WL'II~ . rfxn . com/vdb. php; r e f e r e nce: ur l , doc. eme r g i ngth r eat s. net / b i n/v i ew/Main/ 2007656; 
r e f e r e nce : u r l , WL'II\! . eme rg i ngth reats . net/ cgi - bin/ cVSL\!eb . cgi / s i gs / ATTACK_R ESPONS E/ ATTACK_RESPONS E_PHP _Shell s; s i d : 2007656; r ev : 5; ) 

#by Rya n Macdona l d o f R-f x neh,o r ks (1.wrw . r fxn .com) 
#t hos e commented out a r e more p ron e to false posit i ves . The y ' l l be mo r e r e liab l e i n a web- on l y env i ro nment 

• 
#a l e r t tcp $HTT P _S ERVERS $HTTP _POR TS - > $EXTERNAL_NET any (msg: " ET ATTACK_RESPONSE Mi c22 i d . php det e c ted" ; floL" :est ablis hed, from se r ve r ; cont e nt : "Mi c22 '' ; classty pe : we b ·application-
act i v i t y ; r efe rene e: ur l , www . r fxn . com/vd b . php ; r ef e r e nc e: ur l , doc. emerg i ngt hreats. net / b i n/v ie'li/ Ma i n/ 2007657 ; r ef e r e nc e : u r l , W'l'll\! . eme~gingt hr eats. net / cg i -
b i n/ c vswe b . cgi / s i gs/ ATTACK_R ESPONSE / ATTAC K_RESPONS E_PHP _She lls; s i d : 2007657; r ev : 5; ) 

#by Chris t i a n Te utenbe r g 

• 
a l e r t t cp $ EXTE RNAL_ NET a ny - > $HOM E_NET $HTTP _PORTS (msg : " ET ATTACK_RESPONS E Bac kdoor r e Duh htt p i n i tiate" ; f l ow: t o_ se r ve r ,establishe d; urico ntent : " ?act i on =chec kPo r t&por t=" ; 
cont e nt : "I 0d 0a IUs e r -Age nt I 3A I " ; nocase; conten t : " Ja va /" ; d i s t a nce : 0; e l ass t ype: t ro j an - ac t i v i t y; r e f e rence: ur l , www . sensepos t .com/labs / t oo l s / pe ntest / r eduh; 
refere nce : u r l , doc . eme rgi ngth reats . net /2011667; r e f erence : ur 1, W'.'11\1 . eme rgingthr eats . net/ cgi - bin/ cvs web . cgi / s i gs /ATTAC K_RESPONS E/ ATTACK_RESPONSE_Reduh; s i d : 2011667; r ev : 3; ) 

#by Chri st i an Teute nbe r g 

• 
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a l e rt tcp $EXTERNAL_NET a ny -> $HOM E_NET $HTT P_PORTS (msg: " ET ATTACK_RESPONSE Bac kdoor re Duh ht tp t unne l " ; f10 L1,1 : t o_se r ve r ,establis he d; uricon t ent: " ?ac tion=get Data&serv icePo r t =" ; 
content : " l0d 0a IUse r -Agent I 3A I " ; nocase; cont ent: " Ja va /" ; d is tance :0; t hr es ho l d : t ype limit, trac k by_src, co unt 1 , seconds 300; classty pe : troj an -ac tivi ty ; 
ref erence : u r l , www . sensepost .com/ l abs / t oo l s / pe nt est/ r ed uh; r ef e r e ne e: u r 1, doc. eme r gingthr eat s. ne t / 2011668; r ef e r e nce: ur l , www .eme r gi ngth r eats. net / cg i -
bin/ cvs \..,eb . cg i / sigs/ATTACK_RESPONS E/ATTAC K_RESPONSE_Re du h; s id : 2011668; r ev : 3; ) 

#by Adam Ell ison 
#Detects the ol d sty l e weak and c r ac ka b l e wi ndows a u t h i n use. By default t his shoul d not be i n 
#active use, bu t c:an be f orced by hos t ile pa r ties by a number of methods 

• 
a l e r t tc p $HOME _NET 139 - > $EXTERNAL_NET a ny (msg : " ET ATTACK_RESPONSE I.Jeak Netb i os La nman Aut h Challenge Oet ected "; flow: from_se r ve r ; content: " !ff 53 4d 42 1" ; co ntent : " 100 11 22 33 44 
55 66 77 88 I "; c l ass t ype : po l icy-vio l a tio n; r eference : url , doc. emergingt hr ea t s . ne t / bi n/v i ew/Ma i n/ 2006417; r efe r ence: ur l , 1.>Nrw . emerg ingt hreats . ne t / cgi-
bi n/ cvswe b . cg i / sigs/ ATTACK_RESPONSE / ATTAC K_RESPONS E_Shor t _Lanman_Aut h_Cha llenge; s i d: 2006417; r e v : 8; ) 

# f or a \•d ndows cmd s he 11 opened on a l oca! box 

• 
a l e r t tcp $HOME_NET a ny - > any a ny ( msg: "ET ATTACK_RESPONSE Poss i b l e MS CMD She ll ope ned on loca! sys tem" ; fl OL\l :est ablished ; dsize : <110; content : "Mi crosoft 1-J i ndows " ; dept h : 20; 
content : "Copyright 1985 - 20"; di s t ance:0; eont ent:"Micr osof t Co r p" ; di stance :0; eontent : " l0a 0a lC(3a 5c ll.JINIX)"IS l 5c l " ; di s t a nce:0; class t ype : s uccessf ul -admin; 
r e f e r e nce : u r l , doc . eme r gingthreats, net / bi n/v i ew/Main/2008953; r e f e r ence : ur 1 , WWI\I , eme r g i ngthr eats. ne t / cgi- bin / evsL\leb . cgi / sigs / ATTACK_RESPONS E/ ATTACK_RESPONS E_Wi ndows_She l l ; s i d : 20089S3; 
rev: 8; ) 

#by Ke vin Ross 

• 
#ale r t t ep $HTT P_S ERVE RS $HTTP_PORTS -> $EXT ERNAL_NET any (msg: " ET ATTACK_RESPONSE Poss i ble I pconfig Info r mation Oe tee ted in HTT P Res ponse" ; f1 011,1 : from_se r ve r ,establ ishe d; 
eontent : "I.J i ndows I P Configurat ion"; c onten t : "Ethe r net ada pte r Loca! Ar ea Connec t i on"; d i s tane e : 8 ; 1.>li t hin: 40; e l asstype : s uccessf ul · recon-limi ted; 
r efe r e nce: u r l , en . 1.>li ki pedi a . o rg /1.>sik i /I pco nfig ; r efe r e nc e: ur l , doc. emer gingt hreats . net / 200967 5; r ef e r e nee : u r 1, .,,.,-,..., _ eme r gingthr eats . net / cg i -
b i n/ cvswe b . cgi / s igs / ATTAC K_RESPONSE / ATTAC K_RESPONSE_Wi nd ows_S hell; sid : 2009675; re v : 3; ) 

#by Ke vi n Ross 

• 
#a l e r t t cp $00'iE_NET any -> $ EXTERNA L_NE T any (msg:" ET ATTACK_RESPONSE I pconfig Res ponse Det ec ted"; fl OL\l : from_serve r ,establi shed; content : "~li ndo11,1 s IP Conf i gu ration " ; co ntent: " Et he r net 
a dapte r Loca! Area Conne c tion" ; offset : 35; di s t ance : 8; de pt h : 55; c l as stype: s uccessfu l - r econ- limit ed ; r efe r ence: ur l , e n . wi ki pedia . org/w i ki / Ipconfig; 
r efe r e nce: u r l ,doc . eme r gingthreats, net/ 2009676 ; r efe r enc e : ur 1, \WIL\I , eme r gingthr eats, net/ cgi- b i n/ evs web . cgi / s i gs / ATTACK_RESPONS E/ ATTACK_RES PONS E_Wi ndows_She ll ; s i d : 2009676 ; r ev : 3 ; ) 

#By Erik Fic ht ner 

• 
a l ert t cp $HOME_NET a ny - > 87 . 98 . 168 . 239 / 32 $HTTP_PO RTS ( msg : " ET ATTACK_RE5PON5 E Zone-H . org defacemen t notif ication" ; flow: esta blishe d,to_ser ver; co nt e nt : " notif y_ " ; nocase; 
pe re :" / noti f y _ ( def a ce r I doma in l hackmode I r eason ) =/ i " ; c l assty pe: t roj a n-activi ty; r efe r e nce; ur l , doe . eme r g i ngt hr eat s. net / b i n/v iew/Main/ 2001616; r ef e r e ne e : ur l , www. emer gingt hr eats. net / egi­
bin/ cvswe b . cgi/ sigs/ATTACK_RESPONSE / ATTAC K_RE SPONS E_Zo ne · h_Oefaceme nt j s i d : 2001616; r ev : 10; ) 

# by Matt Jonkma n 

• 
a l e r t tcp $HOME_NET $HTTP _ PORTS -> $EXTERNAL_NET any (msg : " ET ATTAC K_RESPONS E Possib l e / etc / pass L\ld v ia HTT P ( linux s t yle )" ; flow:est a bli s hed, from_ser ver; 
content : " r oot I 3a Ix I 3a I 0 I 3a I 0 I 3a I root ) 3a I / r oot I 3a I/ "; nocase; e l ass t y pe : mi se- activ i t y ; r ef e r ence ! u r l ,doc . eme r gingt hreats . ne t / b i n/v iew/Ma i n/ 2002034 ; 
r efe r e nce: u r l , Wl>J'I~ . eme r gingth reats . net / cgi - b i n / cvs 11,1eb . cgi / sigs / ATTACK_RESPONS E/ATTAC K_RE SPONS E_et e-pa sswd ; sid : 2002034 ; r ev : 8 ; ) 

#by Matt Jon kma n 

• 
a l ert t cp $HOME_NET $HTTP _PORTS - > $ EXTERNAL_NET any (msg: " ET ATTACK_RESPONSE Poss i bl e / et c/ passwd v ia HTT P ( BSD s t y l e ) " ; flow: establis hed , from_ serve r ; 
content : " r oot I 3a l * I 3a I 0 13a 10 13a l " ; nocase; con t ent: " I 3a I / root I 3a l / bi n" ; noca se; classt y pe : mise-aetiv ity ; r efe renc e: ur l , doc . eme r gi ngth r ea t s . net / b i n/v i el~/Ma i n/ 2003071; 
r e f e r e nce : u r l , WL>J\\I , eme r gingth reats, net / cgi - bin / cv s11,1eb . cgi / s i gs / ATTACK_RESPONSE / ATTACK_RE SPONS E_et e-passwd; s i d : 2003071 ; r ev : 5; ) 

#by Matt Jonkman 

• 
a l e r t tcp $HOME_NET a ny - > $EXTERNA L_NET 25 (msg:"ET ATTACK_RESPON SE Poss i bl e / etc /pas swd v ia SMTP ( linux s t y l e ) " ; fl ow: es tablishe d , fr om_se r ve r ; 
content : "root I 3a Ix I 3a I 0 I 3a J 0 I 3a I r oot I 3a I /root I 3a J / " ; noease; e lass t ype : mise -ac t i v i t y ; r ef erenee : u r l ,doc. eme r gingthr eats . net / b i n/v iew/Ma i n/2003149; 
refere nce : u r l , wWI~ . eme rg ingth r e ats . net/ cgi · b i n/ cvs 11,1eb . cgi / s igs / ATTACK_RESPONSE /ATTAC K_RE SPONS E_et c-pass\"d; s i d : 2003149; r ev : 4 ; ) 

# by Matt Jonkman 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET 25 (msg: " ET ATTACK_RESPONSE Possibl e / ete / passwd v i a SMTP ( BSO sty l e ) " ; fl ow: es t a blishe d , from _se r ve r ; eont ent : " root l 3a l * l3a l0 l 3a l0 l3a l" ; nocase; 
content : " I 3a I /root I 3a I / b i n"; noc a s e ; e lass t ype : mi se • act i v i t y; r e f e r e nce: url , doc. eme rgingt h r ea t s . net / bin /v i ew/Main/ 2003150; r e f e r ence : ur 1 , L\IM>l . eme r g ingth r ea t s . ne t / cgi -
b i n/ cvs \..,e b . cg i / sigs/ ATTAC K_RESPONSE /ATTACK_RE SPONS E_etc - passwd ; sid : 2003150; rev : 4 ; ) 

#by ke vi n ros s 

• 
a l e r t tc p $EXTERNAL_ NET $HTTP_PORTS -> $HOME_NET any (msg: " ET l.JEB_CL IE NT Poss i b l e Adobe Multimedia Oo c . media . newPl aye r Memo r y Corruption Attempt " ; flol~ : to_client , established; 
content : "PDF - " ; nocase ; de pth : 300; cont e nt : "t hi s. media . ne 1.>1Pl aye r I 28 I null"; noease; d is t ane e :0 ; cont e nt : "ut il . pri nt d" ; nocase ; wi t h in : 150 ; c l ass t ype : a ttempted- use r ; 
ref erence: u r 1, WL>J\\I . meta sp l o i t . com/ r e dm i ne / p roj ect s / f r amel~o r k/ r eposi tory/ revis i on s/7881/ e nt ry / modu l e s / e xp l o i t s /w i ndows/ f i lefo r mat / adobe _media_ newp l ayer . r b; r e f e r ence : u r 1, vrt -
sourc efi r e . b l ogspo t . com/ 2009 / 1 2/ adobe · r eade r -medianewpl a ye r -ana l ys i s . ht ml ; refe r ene e : u r l , W\WJ . secu r i t y f ocus . com/b i d/ 37331 ; ref e r e nce: cve, 2009 -4324 ; 
r e f e r e nce : u r l , doc . eme r gingthreats, net / 2010495; r efe r enc e : ur l , \'i'l>J\\I , eme r gingthr eats, net/ cgi- b i n/ evs L\leb . cgi / s igs / CURR EN T _ EVENTS / CURRENT_Adobe ; sid ; 2010495 ; r e v : 10 ; ) 

#by ev ilghos t 

• 
a l e r t tcp $HOME_NET a ny · > $ EXTERNAL_N ET $HTTP _ PORTS (msg: "' ET CURRENT _EVENTS Ado be 0day Shove l wa r e "; f1011,1: established , t o_se r ve r ; content : "G ET " ; nocase; dept h : 4; cont e nt: ! " I 0 d 
0a I Refere r I 3a I "; nocase; uri conten t : "/ ppp/ lis t dir .ph p ?di r ="; nocase; pc r e: "/\/ [ a- z ]{2} \/ [ a -z ]{4 }01 \/ ppp \/ lis t d ir\ . php \ ?d i r= / Ui " ; class t ype: t roj a n-ac t i v i ty; 
refere nce : u r 1 , i se . sans . org/ d i a r y . htm l ?s t ory i d =7747; re fe r ence : u r l , doc. emergingthreat s . net /2010496; re f e r e nce: u r 1, W'l°IL" . eme r gingthr eats. net / cgi-
bi n/ cvswe b . cg i / sigs/ CURR ENT _E VENTS/ CURR ENT _Adobe ; sid: 2010496; rev : 6; ) 

# kev i n ross 

• 
a l ert tcp $ EXTERNAL_NET $HTTP_PORTS - > $HOME_NET a ny (msg: " ET l.JEB_CL IE NT Poss i b l e Adobe Re ade r a nd Ac r obat Forms Da ta Fo rma t Remot e Securit y Bypass Attempt"; flow:established , to_c lient ; 
conte nt : " I 0d 0a l%FOF- " ; de pth : 600; cont e nt : "/ F ( J a vaScri pt I 3a I"; nocase; d i stance: 0 ; c l as s t ype : attempt ed - use r ; r ef e r e nce : ur l ,L"'1M . securityfoc us . com/ b i d/ 37763 ; r e f e r ence : eve , 2009· 39 56; 
r e f e r e nce : u r l , doc . eme r gingth reats, net / 2010664; r efe r ence: ur 1, W\>J\\I , eme r gingth r eats, net/ cgi- b i n/ evs L\leb . cgi / s i gs / CUR RENT _ EVENTS / CURRENT_Adobe ; r ef erence : ur 1, v,ww . st ra t sec. ne t / f iles / SS- 2010 -
001_St r atsec_Ac r obat _Sc r i pt_I nject ion_Sec u r i t y _Advisor y _ vl. 0 . pdf ; s i d : 2010664 ; r ev : 4 ; ) 

# kev i n ros s 

• 
a l e r t t cp $ EXTERNAL_NET $HTTP_PORTS - > $HOME_NET any (msg:"ET ACTIVEX Possib l e NOS Mi crosys tems Adobe Reade r /Ac r oba t getPlu s Ge t _a tlcomHe l pe r AetiveX Cont ro! Mult i p l e St ac k Ov e r flows 
Remote Code Exec utio n Attempt" ; f1 011,1 : e s t ablis he d , t o_clie nt ; content : " E2883 E8 F · 472 F• 4f b0·9522-AC9B F 37916A7" ; nocase; conten t : "offer- ·•; nocase; pere : .. / <OBJ ECT \ s+[ "> ] *classid \ s *=\ s * 
[ \ x22 \x27 ] ?\ s*c l s i d\ s *\x3 a \ s •\x7B ?\ s *E 2883 E8 F -472F-4fb0 - 9522 -AC9BF37916A7 . +offe r - ( i neligible I pr e i nst a lled I de e! i ne d I accep t e d)/ si " ; c lasstype : at tempt ed - use r ; 
ref e r e nce: u r l , \WIW . securityfocus . com/ bid / 37759 ; re f erence : ur 1, WWI\I , kb. ce r t .org/vul s / id/773545; r ef e rence : u r l , WI-,..., . adobe . com / s uppo r t / secu r i t y/bulletins / a ps b10-02 . htm l ; 
refe r e nce: u r l , Wl>J\~ . expl oit- db . com/ exp l o i t s / 11172 / ; r efe r ence: cve , 2009- 3958; r efe r ene e : u r l , doc . emergingthr ea t s . ne t / 2010665; ref e r e nee: u r l , \'11\IW . emerg i ngthreats . net / cgi· 
b i n/ cvswe b. cg i / sigs/ CURRENT_EVENTS/ CURRH1T_Adobe ; sid : 2010665; rev : 5; ) 

#kev i n ross 

#a l e r t t cp $EXTERNAL_NET $HTTP _POR TS · > $HOME_NE T a ny (msg : " ET CUR RENT _EVENTS Adobe Mae romedia Flash Pl aye r In \,J i ndows XP Remote Ar bit r ary Code Execution CLSID Access At tempt " j 
fl o1.>1 : established , t o_cl i e nt ; conten t : "clsid" ; nocase; eonten t : "0 27COB6 E-AE6D-11cf-96B8 -444553540000" ; noea se; d i stane e : 0; pe re : " / <OBJ ECT\ s +[ "> ] *e l assid\ s "' : \ s * [ \ x22\ x27 ] ? 
\ s *c ls i d \ s *\ x3 a \ s *\ x78 ?\ s*027CDB6 E- AE60- 11cf- 96B8-444553540000/ s i " ; e lass t y pe : a tt empted - use r ; re fe r e nce: ur 1, t ool s . cisco . com/ sec uri t y/ce nt e r /v i e1~A l e r t . x ?a le r tid=19710 ; 
ref e r e nce: u r l , Wl>J'I~ . kb . ce r t . org/vul s / id/ 204889 ; r eference: ur l , www .mic r osof t .com/ tec hnet/ securi t y/ adv isory/ 979267 . ms px ; r ef e r e nce: ur l,doc . emergingthr ea t s. net / 2010666; 
r e f erence : u r l , WL>J\\I , eme r gingth r eats, net / cgi - b i n / cv s11,1e b . cgi / s igs / CURRENT _EVENTS/ CURRE NT _Adobe; s id: 2010666 ; r ev : 2; ) 

# by L0 r d Ch0de l m0r t 

• 
a l e r t tc p $ EXTERNAL_NET $HTTP_PORTS - > $HOME_NET any (msg: " ET CURRENT_EVENTS Adobe Flash 0Da y Exploit Attemp t " ; f101~:establishe d,from_ser ve r ; content : " CWS l09 I" ; content : " IBA 05 19 50 86 
67 05 SE 7F BC 00 3C 6 E 08 E2 17 16 E8 3A 9 F Cf S9 88 7B F6 I"; d i s t a nce : 16 ; c l assty pe: mi sc-at t ac k; re f e r ence: u r l, W\·M .expl o i t-db . com/ ex pl oits / 13787/ ; 
refere nce : u r l , doc . eme rgi ngth reats . net/ 2011672; r efe r enc e : ur 1, MoJL\I . eme r g ingth r eats. net/ cgi - b i ni CVSL\leb . cgi / s igs / CURRENT _EVENTS / CURRE NT _Adobe ; s i d : 2011672; r e v : 2; ) 

#by ke vi n ross 

• 
a l e r t t cp $E XTERNAL_ NET $HTTP_PORTS - > SHOME_NET a ny (msg: "ET ACTIVEX Possib l e NOS Mi crosys tems Adobe Reade r / Ae r oba t getPlu s Ge t_atleom He l per ActiveX Cont r o! Mul ti p l e Stack Ove r flows 
Remot e Code Executio n Attempt " ; fl ow: es t ablis he d , t o_clie nt ; content : "c l sid " ; noc ase; co ntent : " E2883E8F ·472F •4f b0 · 9522 · AC9B F 37916A7"; nocase ; d i stance: 0; content : ! "offe r • " ; nocase; 
pe re : " /<OBJ ECT \ s +[ "> ] *elassid\ s "' =\ s * [ \x 22\x27 ] ?\s *c l s id\ s "' \x3a \ s *\x7B ?\ s *E2883E8F-472 F -4f b0 -9522-AC9 BF37916A7 . +( se r vi ee- ur l I ba nner I noe xee I OS I Lang I r eturn - page I co r e-
p r oduc t I use r i d I itemid I _e [ xy ] I sec - pa r am I secpa r am)/ si"; class t y pe : at t empt ed - use r ; re f erence ; ur l , ww1,1,1 , secur ityfoc u s. com/ b i d/ 377 59; r ef e r e nce: ur 1 , .,,.,-,.~ . kb . cert . org/vuls / i d/773545; 
refe r e nce : u r l , Wl>J'I\I . expl oit- db . com / expl o i t s / 11172 / ; refe r ence: ur l , 1.>1Vrw . adobe. com/ s upporti secu r i t y/ bu l le t i ns / a ps b10-02 . ht ml ; r eference : c ve , 2009· 3958; 
r e f e r e nce: u r l , doc . eme r gingth reats, net / 2011675; r e f e r ence: ur 1, \WIL\I , eme r gingth r eats. net/ cgi - b i n/ evs L\leb . cgi / s igs / CURR ENT _ EVENTS / CURRE NT_Adobe ; sid ; 2011 675 ; r e v : 2; ) 
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#b y j a i me blaseo 
#seeing if t hese las t , ua may eha nge often 

• 
a l ert t ep $HOME_NE T an y - > $EXTE RNA L_NET $HTT P_PORTS (msg:"E T CURRENT_E-VENTS Fa keAV Antivi ru sDo kt or2009 Us e r -Agent ( 768 ) "; flow:establi shed, t o_s e r ve r ; eontent: " l0d 0a l Us e r -Age nt l 3a l 
768" ; clas stype: t r ojan -aetivity ; r e f e r e nee: ur l , doc. emergingthr eats, ne t / 2010682; r eference: u r l , mv,.,,1 . eme r g i ngthr e ats. net / cgi- b i n/ cvswe b. cgi / sigs / CURRENT _EVENTS/ CURRENT _Antivi r us Dokt o r 2009; 
sid : 2010682; rev : 3; ) 

#b y j a i me blasco 
#seeing if t hese las t , ua ma y cha nge often 

• 
a l ert t cp $HOME_NE T an y - > $EXTE RNA L_NET $HTT P_PORTS (msg:" ET CURRENT_EVENTS Fa keAV Antivi ru sDo kt o r 2009 Use r -Agent ( 657 ) "; flow:establi shed,to_se r ve r ; conten t : " l0d 0a l Us e r -Age nt l 3a l 
657 " ; clas stype : t ro jan -activity ; r e f erenee: ur l , doc . emergingthreats . ne t / 2010683; r eference: ur l , mv,.,,1 . eme r gingthr e ats. net / cg i - b i n/ cvswe b . cgi / sigs / CURRENT _EV ENTS / CURRENT _Antivi r us0okt o r 2009; 
sid : 2010683; rev :5; ) 

# by Oavi d ltlha rton 

• 
a l e r t t cp $EXTERNAL_ NET $HTTP_PORT S - > $HOME_NE T a ny (msg:" ET CURR ENT_ EVENTS I nt e r na l User may have Vi sited an A5 Pr ox I nf ected Site (ads-t .ru ) " ; fl ow :establi shed ,from_ser ve r ; content : " 
< se ri pt s r c= ht tp\ : //w.11W . a ds · t . r u/ ads . j s >" ; noca se ; c l asstype: t roj a n ·activ i t y; r ef er ence: ur l ,ga r wa r ne r . b l ogs pot . com/ 2009/ 10 / cybe r -secu r i t y -awa r eness ·month - d ay-one . htm l ; 
r ef e r e nce: u r 1 , doc . emergingthreats. net / 2010032 ; ref e r enee: ur l , Wlvw . emergingthreats. ne t / c gi- b i n/ evSL'ile b . egi / s igs / CURRENT _E VENTS/ CURRHIT_As pr ox; sid: 2010032 ; rev : 2; ) 

# by Oavi d 1,/h a r ton 

• 
a l e r t t cp $EXTERNAL_NET $HTT P_PORT S - > $HOME_NET a ny (msg: "ET CURRE NT_ EVENTS I nt erna l User may have Vi s ited an ASPr ox I nf ected Site ( banne r t . r u ) "; fl ow:es tablished,from_se r ve r ; 
content : "< sc ri pt s r c=http I 3a I/ /www . ba nne r t . r u/ ad s . j s >"; nocase; classtype : t r ojan · activity ; r e f e r ence : ur 1 , ga n va rne r . bl ogs pot. com/ 2009/ 10/ cyber- security - a11a r enes s-mont h - day-one. ht ml ; 
r ef e r e nce : u r 1 , doc. eme r gingth r eats . net / 2010033; r e f e r ence: url , w1,.n,,,. . emer g i ngthr eats. ne t / cgi-bin/ cvs 1'i1e b . cgi / sigs / CURRE NT _ EVENT5/ CURRENT _As prox ; sid: 2010033 ; r ev : 3; ) 

#by Oavi d Wha r ton 

• 
a l ert t cp $ EXTERNAL_NET $HTT P_ PORT S - > $HOME_NET a ny (ms g:" ET CURR ENT_ EVENTS I nte r na l Us er may have Vi s i t ed an AS Pr ox Inf ec t ed Site ( banne rd ri ven. ru ) " ; flow :establi shed , from_serve r ; 
content : "< sc ri pt s r c =http I 3a I/ /www . ba nne r d riv en . r u/a ds. j s >" ; nocase; e l asst ype: t roj an - ac ti vity ; r efe r ence: url , ga r wa r ne r . blogspo t . com/ 2009/ 10/ cybe r - securi t y-a1'ila r e nes s-m ont h -da y - one. ht ml ; 
r ef e r e nce: u r 1, doc . eme r gingth r eats . net / 2010034; re f e r ence: url , W1,.n,'il . emer gingthreats. ne t / cgi-bin/ cvs 1'i1eb . cgi / sigs / CURRENT _E VENT5/ CURRENT_As prox; sid: 2010034 ; r ev : 4 ; ) 

#by Oa ni el Shepe rd 

• 
a l ert udp a ny any - > any 53 ( msg : " ET 005 DN5 BI NO 9 Oy na mi c Update Do5 attempt " ; by te_ tes t :1 , &, 4 0 ,2; byte_test: 1 , >, 0 ,5; by te_test:1, >, 0 , 1 ; content: " 100 00 0 6 1" ; of f set :8; content :" l c0 
0c 00 ff I" ; d i stanee : 2 ; c las stype : attempt ed-dos; r efe r ence: eve , 2009-0696 ; r e f e r enee: u r l, doc .emergingthreats. ne t / 2009701; r ef e r e nce: ur l , ....,....,,.,,,. emer g i ngthr e ats. net / cg i -
b i n/ cvs1veb. cgi / sigs / CURR ENT _ EVENTS/ CURRENT _B i nd ; sid : 2009701; rev : 2; ) 

#by Kevi n Ross, tempora r y, ba sed o n a spec if ic exploit i f ge ne r ated i n hp ing 

• 
a l e r t t cp $EXTERNAL_NET a ny - > $HOME_NET [ 22 , 23,80, 44 3 , 10000] ( msg :"ET CURRENT_ EVENTS Possib l e Cis co PI X/ ASA Denia l Of 5e r v ice At tempt (Hp i ng Cr eated Pa ckets ) " ; f1 01'il: to_se r ve r ; 
content : " I 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 I "; dep t h : 40 ; content : " I 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 
58 58 58 58 58 58 58 1" ; d i s t ance:300; isda t aat:300,relat i ve; thr es hol d : t y pe th r esho l d , t rack by_ s r c ~ coun t 60 , seeond s 80 ; classtype:att empted- dos; 
r ef e r ence: url , WL'IIV . securi t yfocus. com/ b i d/ 34429 / in f o; r ef e r en e e: ur l , whw . sec ur i t yf oc us . com/ bi d/ 3442 9/ ex pl o i t ; 
r ef e r e nce : u r 1 , Wl'll'il . cisco . com/ en/ U5/ p r oducts / p r oducts_app l ied_mi tigat i on_ bu l l et in09186a0080a99518. ht ml ; r efe r ence: cve, 2009 · 1157; r e f e r e nce: u r l, doc . eme r gi ngthr eat s . net / 2010624; 
r ef e r ence: u r l,WL'll'il . eme r gingth r eats . net / cgi • bin/ cvs web . cgi / sigs / CURRENT _ EVENT5 / CURR ENT _C isco; sid : 2010624; r ev : 2 ; ) 

#by Kevi n Ross , tempora r y , ba sed o n a specif ic exploit i f ge ne rated i n hp ing 

• 
a l e r t t cp $E XTERNAL_NET a ny - > $HOM E_NET 5060 (msg: " ET CURR ENT_ EVENT5 Possib l e Cisco A5A 5500 5e ries Adapt i ve 5ec urit y Appliance Remot e 5IP In spection Dev i ee Reload De nia l of 5e r v ice 
Attempt " ; flow: establi she d , t o_se r ve r ; content : " REGI STER" ; de pt h : 8 ; nocase; isdataa t : 400, r e l at i v e ; pe r e: " / REGISTE R. { 400}/smi "; clas stype: attempted-dos; 
r ef e r e nce: url , too l s. ci s co. com/ secur ity/ cente r /v i e1'ilAl ert . x ?a l e r tld =19915; r efe r e nce: cve, 2010 -0569 ; r e f e rence : url,doc . eme r gingth r eat s. net /2010817; 
r ef e r e nce: u r l , W'.'ll'il . eme r gingth reats. net / cgi - bin / cvs 1~eb . cgi / sigs / CURRENT _ EVENT5 / CURR ENT _C isco; sid : 2010817; r ev : 3; ) 

#Tempor a rily di sab led unt il we ge t a fi x for an FP p r obl e m 

• 
#a l e rt udp $ EXTERNAL_NET a ny - > $HOME_NE T 5060 (msg : " ET CURRENT_EVENT5 Possibl e Ci sco ASA 5500 5eries Ada ptive Sec ur ity App lia nce Remote SI P Inspection Dev ice Reload Deni al of 5e r v ice 
At tempt " ; co nt ent : " REGISTE R" ; de pth : 8 ; nocase ; i sdataa t : 400, r e l ative; pe r e: " / REGI STER . { 400}/ smi " ; e lass t ype: a t t empted-dos; r efe r ence: ur 1 , t oo l s . eisco . com/ s e euri t y / cent e r /vi ewAle r t . x? 
a l e r tld=l 9915; r efe r ence : cve, 2010-0569 ; r e f e r ence: ur 1, doc . eme r g i ngth r eats. ne t / 2010818; r ef e r e nce :ur l, wwl'il . eme r gingthr eats. net / cg i - b i n/ cvsweb . cgi / sigs / CURR ENT _ EVENTS/ CURRENT _Cisco; 
sid: 2010818 ; r ev :3 ; ) 

#mat t jonkman, i dea f r om Jason Weir 

• 
#a l e rt t cp $ EXTERNAL_NET a ny - > $5MTP _5E RVERS 25 (msg : "ET CURRE NT _EVENT5 OHL Spam I nbo und "; flow:established, t o_se r ve r ; content : "Cont e nt -Dis pos i tion I 3AI attachme nt I 3b l " ; nocase; 
content; "fil ename= I 22 I DHL_" ; noc a s e ; pe r e: " / fil ename= \ x22DHL_ ( labe l _i d l ID. doc ument ) \ . Nr [ 0 · 9] { 4 , 5 } \ . z. ip\ x22/ i " ; c l a ss t ype: t r o j a n - activ i t y ; r efe r ence: ur l , doc . eme rgingt hr eat s . ne t / 2010148; 
r ef e r ence: u r 1, wivw . eme r gingth reats. net / cgi - bi n/ cvs Neb. cgi / s i gs / CURRENT _ EVENTS / CURRE NT _DHL; s i d : 2010148; r e v : 9; ) 

#matt jonkma n , i dea f rom J ason We i r 

• 
#a l e rt t c p $ EXTERNAL_NET a ny - > $5MTP _SE RVERS 25 (msg: "ET CURR ENT _EVENTS WU Malicious Spam I nbound " ; fl 01'il : es t a blished, t o_se r ve r ; content : "Content-Dispos i tion I 3A I at t ac hmen t I 3b I "; 
nocase ; content : "filename " ; wi t h in: 100; content : "l.JU_De t a ils_" ; 1d t hi n: 50; pe re:" / f ilename\ s*= \ s *"l.JU_Deta il s_ .. . . . \ . zip/ m" ; class t ype : t r oja n-act i vity ; 
r ef e r ence: u r l , wi.'ll'il . eme r gingth reats. net / cgi -b i n/ cvs web . cgi / sigs / CURRENT _ EVENT5 / CU RR ENT _DHL; r efe r ence : ur l ,doc. eme r gingt hr e ats . net / 2010 376; sid : 2010376; r ev : 3; ) 

#by j as on weir a nd wol vee 

• 
#a l e rt t cp $ EXTERNAL_NET a ny - > $5MTP _5E RVERS 25 (msg: '"ET CURR ENT _EVENT5 Facebo ok 5pam Inbound ( 1 ) " ; flow: e s t a blis hed, t o_se rve r ; content : "Cont e nt - Dispos it i on IJAI at t ac hmen t I 3b I··; 
nocase ; c ontent: "filename"; with in : 100; eontent : "Facebook_Pass 1vo r d " ; wi t h in: 50; per e : " / fil ename \ s *: \ s *Fa cebook_Password_ [0 - 9 ] { 5 }\ . z.ip/ m" ; classt ype: t r ojan • activ i t y ; 
r ef e r e nce: u r 1 , doc . eme r gingthreats, net /2010497 ; ref e r ence: url , w1,.n,,,. . emer gi ngthr eats. ne t / cgi-bin/ cvs 1'i1e b . cgi / sigs / CURRENT _ EVENT5/ CURRENT _DHL; s i d : 2010497 ; r ev : 3; ) 

#by j ason wei r a nd wol vee 

• 
#alert tc p $EXTERNAL_NET a ny - > $5MTP _5ERVERS 25 (msg : "ET CURRENT_EVENT5 Facebook 5pam Inbound ( 2) " ; fl 01'il : es t abli s hed, t o_se rve r ; content : "Cont e nt-Dispos ition I 3AI attac hme nt I 3b I"; 
nocase; content : "filename = I 22 I Facebook"; pe r e : " / f ilename =\ x22 Facebook_ ( Passl"ord I 5upport I Doc ument )_ [A-20 -9 ]{4, 7} \ . zip\ x22 / m" ; c l asstype : t ro j a n-activ i t y ; 
ref e r e nce: u r 1, doc. emergingth reats. net / 2010498 ; r ef e r enee: ur l , WL'l'.'il . emer gingthreats. ne t / cgi-b i n/ evSL'ile b . egi / s igs / CURRENT _E VENTS/ CURRHIT _ DHL; sid : 2010498; rev : 4; ) 

#Matt Jonkman 

• 
#alert tcp $ EXTERNAL_NET a ny - > $SMTP _SERVERS 25 (ms g: "ET CURR ENT _ EVENTS HySpace Spam Inbound " ; flovl : establis hed , t o_serv e r ; conten t : "Content -Di spos it i on I 3A I attachment I 3b I "; noca se; 
content ; "filename"; l~i t hi n : 100; content: "MySpace" ; wi th i n : 50; pe re:" / f ile name \ s *=\ s *MySpace_document _ [0 -9 ]{ 5}\ . z.i p/ m" ; clas stype: t r o jan · acti vi t y ; 
r ef e r e nce: u r l , doc . emerg ingth r eats . net / 20106 29; r e f e r ence: url , w1,.n,,,. . emergingthr eats. ne t / cgi-b i n/ cvs 1'i1e b . cgi / sigs / CURRENT _ EVENT5/ CURRENT _DHL; sid : 2010629; r ev : 3; ) 

#Matt J onkma n 

• 
#a l e rt tcp $ EXTERNAL_NET a ny - > $5MTP _5E RVERS 25 (msg: "ET CURR ENT_EVENT5 UP5 Spam I nbo und"; flow:established , t o_se r ve r ; content : "Content -Dis pos i tion I 3AI attachme nt I 3b l " ; nocase; 
cont e nt : "f ilename"; l~i t hi n : 100; co nt e nt: "UPS" ; with i n : 50 ; pe r e : " / f ile name \ s *: \ s*U PS _ invo i ce_N R[ 0 -9 ]{ 5 }\ . z. i p/ m" ; c lass t ype : t r o jan-activ i t y ; r efe r e nee : ur l , do e . eme r gingth r eat s . ne t / 2010644; 
r ef e r e nce: url , W'.'IW . eme r gingth r eats . net / cgi - bi n/ cvs Neb . cgi / s i gs / CURRE NT _EVENTS / CURRE NT _DHL ; sid : 2010644; r e v : 3; ) 

#evilghos t 

• 
#alert tcp $ EXT ERNAL_NET a ny - > $5MTP _SE RVERS 25 (msg : "ET CURRENT _EVENTS UPS Spam I nbo und Varia nt 2"; flow: establishe d , to_se r ve r ; content : "Co nt ent-Oisposi tion I 3A[ a t tac hment I 3b I"; 
nocase ; content : "filename" ; 1'ili t h in: 100; content : "UPS_ HN OICE_NR"; within : 50 ; pe r e: " / filename= \ x22UPS_I NVO I CE_NR\ . [0 ·9 ]{4 } - [0-9 ] {6}\ . z. i p\ x22/ mi " ; cla sst ype: t r o j a n ·act i vity ; 
r ef e r ence: u r 1, doc . eme r gingthreats . net /2011 50 ; r efe r e nce: u r l ~www .emer gingthr eat s . net / cgi • bi n/ cvsweb . cgi/ s i gs / CURR ENT _EVEN T5/ CURRENT _OHL ; s i d : 20111 50; r e v : 3; ) 

#evilghos t 

• 
#alert t cp $ EXTERNAL_NET a ny - > $SMTP _SE RVERS 25 (msg : "ET CURR ENT _ EVENTS UPS Spam Inbo und Var i a nt 3" ; flow: es t ablishe d , to_serve r ; content: "Co nt ent-Di s pos i tion I 3a [ a t t ae hment I 3b I"; 
nocase; content: "filename = I 22 I UPS_LABEL_NR. "; nocase ; wi t hin: S0; pe r e:" / f ile name =\ x22U PS_LABEL_NR\ . [A·Z ]+ _[0·9 ] { 4 } - \ d+\ . ZI P\ x22 / i " ; c lass t ype : t ro jan-activity ; 
r ef e r e nce : u r 1 , doc. eme r gingth reats. net /2011151 ; r e f e r ence: url , w1,.n,,,. . emer gi ngthr eats. ne t / cgi-bin/ cvs 1'i1e b . cgi / sigs / CURRE NT _ EVENT5/ CUR RENT _DHL; s i d : 2011151; r ev : 3; ) 

#by ma ny ve r y smart people 
#This may be a h igh l oad sig . Take time and serious l y cons i de r 
#t hat you r d ns_servers va r is set as na rro1'il l y as possib l e 
#disa bling , r emove in t he not t oo d ista nt f ut ur e 

• 
#alert udp a ny 53 -> $DNS_5ERVERS a ny ( msg:" ET DNS Excessive DNS Res ponses ,~ ith 1 o r mor e RR ' s ( 100+ in 10 second s ) · poss i b le Cac he Poison i ng Attempt " ; byte_tes t : 2 , >, 0,6; 
byte_ test : 2, > , 0 , 10; t hres hold : t y pe bot h , t r ac k by_s r c, cou nt 100 , seconds 10; class t y pe: bad - un knovm ; ref e r ence: ur l, doc . eme r gingt hr eats. net / bin /v iew/Ma i n/ 2008446; 
r ef e r ence: u r 1 , WW\V . emergingthreats . net / cgi •b i n/ cvs web . cgi / s igs / CURRENT _ EVENTS / CU RRENT _DNS_Po i s oning; sid: 2008446; r ev : 9 ; ) 

# t h is l"i ll c at ch l ar ge numbe r s of nxdoma i n re plies , a s i gn tha t someone may be t r y i ng t o po ison you 

• 
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#a l e r t udp a ny 53 - > $HOME_NET a ny ( msg :"ET DNS Excess i ve NXOOMAIN responses - Poss ib l e DNS Poi son i ng At tempt Bac ksca t te r "; byte_test:l ,& ,128 , 2 ; byt e_test:l , &, 1, 3; byte_tes t :l , &, 2 , 3 ; 
t hres hol d: t y pe bot h , t r a ck by _s r c, count 100, seconds 10 ; cla ssty pe : bad- unknown ; r ef e r ence: u r l , doc . eme rgingth r ea t s . net / bin /v iew/Ma in/ 2008470; r ef e r ence: ur l , www . eme r gingth r eat s . net / cgi­
b i n/ c vsweb . cgi / s i gs / CURR ENT _ EVENTS/ CURRENT _DNS_Po i soning; s i d : 2008470; r ev : 3 ; ) 

#by Gr eg Ma r tin at Econet 

• 
#a l e r t udp a ny 53 - > $HOME_NET a ny ( msg :" ET DNS Que r y Res po ns e s with 3 RR ' s set ( 50+ i n 2 seconds ) - poss i bl e NS RR Cac he Poi so ning At t empt"; content : " 185 00 00 01 00 01 00 01 1"; 
off set : 2; de pth : 8; th reshold : t ype bot h , t r ac k by_ s r c, coun t 50 , second s 2; e l a sst ype: bad-unknown; r ef e r ence : u r 1, i nf osec20 . bl ogs pot . com/2008 / 07 / kami nsky -d ns - cac he - po i soni ng- poc . ht ml ; 
r ef e r e nce: u r l , doc . eme r g ingth r eats . net/ bin/v iew/Ma i n/ 2008447; r ef e r ence : u r l , Wl\l\'l . eme r gingth r eats . net / cgi-bin / cvswe b . cgi/ sigs / CURRENT _EVEN TS/ CUR RENT _DNS_Poisoni ng; sid : 2008447; r ev : 7; ) 

#by Gr eg Ma r tin at Econet 

• 
#a l e r t udp a ny 53 - > $HOME_NET a ny ( msg:"ET DNS Que r y Res po ns e s -.,d th 3 RR ' s set ( 50+ i n 2 seconds ) - possibl e A RR Cac he Po i soning Attempt"; content : " 181 80 00 01 00 01 00 01 1" ; 
off set : 2; de pth : 8 ; th reshold : t ype bot h , t r ac k by_s r c, count 50, seconds 2; classtype: ba d- un known; r ef e r e nce: ur 1, infosec20. b logs pot . com/2008/ 07 / kamins ky- dns-cac he-po i soni ng- poc . ht ml; 
r ef e r e nce: u r l , doc . eme r g ingth r eats . net/ b i n/v iew/Main/ 2008475 ; r ef e r ence : u r l , w1\I\" . eme r gingthr eats . net / cgi- b i n / cvswe b . cgi/ sigs / CURRENT _EVEN TS/ CUR RENT _DNS_Poisoni ng; sid : 2008475; r ev : 4 ; ) 

#by e vilghos t 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTTP_PORTS (msg : " ET CURRENT_ EVENTS Pot e nt i al Fa ke Ant i -Vi r us Do-.,m l oad I ns t _ 58s6 . e xe"; fl moJ :establi s hed,to_se r ve r ; u rico ntent :" / In st_ 58s6 . exe"; 
nocase; c l asstype : t r o j a n- a ct i v i t y ; r ef e r ence: url , cyve i lla nce bl og . com/ ge ne r a l -cy be r i nte 1/ ma l wa r e -goog l e - search- r esul t s; r efe r ene e: u r 1, doc . eme r gingt hr eat s. net / 2010339 ; 
r ef e r e nce: u r l, \'#Wl,J . eme r g ingth r eats. net/ cg i -b in / CVSloJe b . cgi / s igs / CURRENT _EVENTS/ CUR RENT _Fa keAV; s id : 2010339; r ev : 2; ) 

#by e v i l ghos t 

• 
a l e r t tc p $HOME_NET any - > $EXTERNA L_NET $HTTP _PORTS (msg : " ET CURRENT _EVENTS Pot e nt i al Fa keAV do1.oJn l oad ASe t up_ 2009 . exe va r i ant " ; flow: establishe d , to_ se r ve r ; content : "GET " ; nocase; 
depth : 4 ; uricont e nt : "Setup_"; nocase; u r icontent: ". e xe" ; nocase; cont e nt: ! " I 0d 0a I Ref e r er I 3a l "; noc ase ; pe r e: "/\/ [A- Z] Setu p_ [0 - 9]{ 4 }\ . exe$/ Ui " ; classtype: t r o j an -ac t i v i t y ; 
r ef e r e nce: u r l , \'11\1\" . pr e vx . com/ avgr aph/1/AVG. ht ml ; r ef e r ence : ur l , L\I\Wt . eme rgingth r ea t s . net/ cgi- bin / c vs 1.oJeb . cgi / s i gs / CURRENT _ EVENTS/ CURRENT _Fa keav _Setup_d l ; 
r ef e r e nce: u r l, doc . eme r g i ngth reats . net/ 2010901 ; sid: 2010901; r ev :4; ) 

#2010-07-09 By Evilghost a nd Mike Cox 

• 
a l e r t tc p $HOME_NET any - > $EXTERNA L_NET $HTTP_PORTS (msg : " ET CURRENT_EVENTS Fa keAV Downl oa d with Coo kie Wi nSec"; f1 01.oJ : est ablis he d , to_ s e r ve r ; uriconte nt: " / d moJn . php ?c= " ; nocase ; 
content : "I 0d 0a I Cookie I 3a I "li nSec"; no case ; c l asstype : t roja n-activ i t y ; r efe r ene e: ur l , www . v i r us t ota l . com/ anali sis / 6b5ff522ddf 418a5cca87ebd924736774c la58a9b51bb44ee72dac01 f 0db317a -
1278686791; r efe r e nce : u r l, doc. emer gingthr eat s . net /20 11178; r efe r ence: u r l ,Wl\11.'l .emer gingthr eats . net / cgi- bin/ c vsi.,.e b . cgi / s i gs / eURRENT _EVENTS / CURRENT _ Fa keAV; sid : 20111 78; r e v : 3; ) 

#by Eoin Miller 

• 
#a l e r t t cp $HOM E_NET a ny - > $EXTE RNAL_NET $HTTP_PORTS (msg : " ET CURRENT_ EVENTS Li ke l y FAKEAV sca nne r page e ncounte r ed - i 1000000 . gi f " ; flm" :est ablished , to_se r ve r ; 
u r icontent: " / i 1000000 . g i f "; nocase ; e l asst ype : bad - unknown ; r efe r ence: u r l ,doc . e mer g i ngt hr eats . net/ 2011760; r e f e r e nce; u r 1, WWI.,. . eme r gingth r eats. ne t / cgi -
b i n/ c vsweb . cgi / s i gs / CURR ENT _ EVENTS/ CURRENT _ Fa keAV ; s i d : 2011760; r e v : 6 ; ) 

#by e vilghos t 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNAL_NET $HTT P _PORTS (msg : " ET e URRENT _EVENTS Pot e nt ial Fa keAV d m"nl oad Set up_103s l or Se t up_207 va ria nt "; f1 011: established , t o_se r ve r ; content: "GET .. ; 
nocase; dept h :4 ; u r i content : "/ Se t up_"; nocase ; uricont e nt : " . exe"; nocase; content : ! " l0 d 0a I Refe r e r I 3a I "; nocase; pere : " /\/Se t u p_ [ 0-9 ]{ 3 }( ( A-Z ][ 0-9 ]) ?\ . exe$ / Ui " ; clas s t y pe : t r o j a n­
activ i t y ; r efer ence: ur l , www . pr evx . com/ avgraph / 1 / AVG . html ; r efe r e ne e: u r l , doc . eme r gingthr eat s . net / 2010867; r ef erence: ur l , Wl·tw . eme r gingthr eats . net / cgi-
b i n/ c vsweb . cgi / s i gs / CURR ENT _EV ENTS/ CURRENT _Fa kea v _Se t up_d l ; s i d : 2010867; r ev : S; ) 

#by mi ke cox 

• 
a l e r t t cp $HOME_NET a ny - > $EXTE RNAL_NET $HTT P_PORTS (msg : "ET e URRENT_EVENTS RFI Scann e r Success ( Fx29 ID)" ; f101." :es t ablished, from_se r ve r ; co nt ent : " fee l CoMz Fee LeoMz" ; 
e l ass t y pe: succe s sf ul - use r ; r ef e r ence : ur l , doc . eme r g i ngt hr eats . net / 2010463; r e f e r ence: u r l, \.,...'Il" .emer gingth r eats . ne t / cgi - bin/ cvs 1."e b . cgi / s igs / CURR ENT _ EVENTS/ CURR ENT_ Fee l CoMz; sid : 2010463; 
r ev :4 ; ) 

#by ke vi n r oss 
#needs remove d somewhe r e a r ound t he e nd of ma y 2010 
#Modified Slightly t o I mpr ove Oe t ection (Act i o n s eems t o be a b l e t o come e i t he r side o f Launc h so r emoved it a nd l ef t i n l a unch a nd 1>/Ì n a nd adde d i n a cont e nt ma t ch fa r .exe 

• 
a l e r t t cp $ EXTERNAL_NET $HTTP_PORT S - > $HOME_NET any (msg : "ET I.JEB_CLIE NT Poss ib l e Fox i t / Adobe PDF Reade r l aunc h Action Remot e Code Exec ution Attempt " ; f10 11 : t o_cl i e nt , es t ablis hed ; 
content : "PDF- "; nocase ; de pt h : 300; content : " Launc h"; distance :0 ; cont e nt: "1-J i n"; distance :0; content: " . exe" ; nocase; d i stance:0; classty pe :at t empted- use r ; 
r ef e r e nce: u r 1, '""""" . kb. ce r t . or g/vul s / id/ 570177 ; r efe r e nce: u r l , Wlw . h-onl i ne . c om/ securi t y/ ne,"s / item/ e r i mi na l s- attempt - t o - expl o i t- un patched - ho l e- i n -Adobe - Reade r - 979286. html ; 
r ef e r e nce: u r l , l'il\l\" . s udosec ur e . net / a r c h i ves/ 673; r e f e r e nce: u r l, '""""" · h -on line . com/ sec ur i t y/ news/ i t em/ Ado be- i ssues -offi c ia l -worka r ound- f o r - PDF- vu l ner ab i li t y -971932. ht ml ; 
r ef e r e nce: u r 1, b log . d id i e r s t e ve ns. com/ 2010/ 03/ 31/ escape - from -foxi t- r eade r / ; r ef e r e nc e : ur l , www . m86secu r i t y . com/ labs / i / PD F- l a unc h- Featu r e -Used- t o- I ns ta l l - Zeus, t r ace. 1301...., . a s p; 
r ef e r e nce: u r l , doc. eme r g ingth r eats . net/ 2010968; r e f e r e nce : u r l , W\,JJ.,j . emergingth reat s . net/ cgi - bin/ cvs 1."e b . cgi / s igs / sigs / CURRENT _EVENTS/ CURR ENT _ Fox i t ; s i d: 2010968; r ev : 4 ; ) 

#by eoin miller a nd pee r s 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNAL_NET $HTT P _PORTS (msg : " ET e URRENT _EVENTS Hostile domain, NeoSpl oit FakeAV googl e. ana l ytics . com . * . i nfo "; flm'l :es t ablished , to_se r ve r ; content : "GE T "; 
nocase; dept h :4; co ntent : " j0 d 0a lHost l 3a l goog l e.analytics . com . "; nocase; content : " . i nfo J0d 0a l " ; wi thin: 15; classt y pe : t r o j an -act i vity ; 
r ef e r e nce: u r l , l'il\l\" .mal wa r e domainlist . com/ fo r ums / index . php ?ac tion=print page#-#-topi c=3781 . 0 ; r efe r ence: ur l , doc . eme r gingth r eats. net / 2010866; r eference: ur l , ~NIW . eme r g ingthr ea ts . ne t / cgi­
b i n/ c vsweb. cgi / s igs / CURR ENT _E VENTS/ CURRENT _Hos t i l e_ Google_Fa ke_Doma in; s i d : 2010866; r ev : 3; ) 

#by mi ke cox 

• 
#a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTTP_PORTS (msg : "ET CURRENT_ EVENTS i Phone Bo t i Kee.B eontacting e&C" ; flow:to_se r ve r ,es t a blished; uri cont ent : "/ xml/p . php? i d == " ; nocase; 
pe r e: " /\/xml \/ p\ . php \ ? id= \ d{ 2, }/Ui "; classtype: t r ojan-activity; refe rene e: ur l , mt c . s r i. com/ iPhone / ; r efe r ence : u r l ,doc . e me r gingth r eats . net/ 2010551 ; 
r ef e r e nce: u r 1, '""""~ . eme r gingth r eat s . ne t / cg i -bin / cvs we b . cgi / sigs / e URR ENT _E VENTS/ CUR RENT _I kee; s i d : 2010551; r e v : 7; ) 

#by mar eadmi n 

• 
#a l e r t t cp $EXTERNAL_NET a ny - > $HOME_NET a ny (msg: "ET CURRENT_EVENTS Poss i b l e JAVA pack200-z i p- expl oit at t empt " ; flow: to_cl i ent ; content : "e. pac k . gz" ; cont e nt :" l0 d 0a l eo ntent-
Encoding l3a I pa ck200-gzip"; 1.oJith i n : 55; classtype: attempted- us e r ; r efe r e ne e : u r 1, i sc . sans . or g/ d i a r y . ht ml ? sto r y i d=6805&rss; r e f e r e nce: u r l, doc . emergingt hreats . net/ 2009665 ; 
r ef e r ence: u r 1, 1 ..... vw . eme r gingth reats. net / cg i -bin / cvs we b . cgi / sigs / e URRENT _E VENTS/ CU RR ENT _J ava; s i d : 2009665; r e v : 3; ) 

#by ke vi n r oss 
#A bi t mo r e basic detection fo r t he Java Exp l oit 

• 
#a l e r t t cp $EXTERNAL_NET $HTTP_POR TS - > $HOME_NET a ny (msg : " ET l.J EB_CLIE NT Possibl e Java De ployment Tool kit Launc h f-tethod Remote Code Exec ution Attempt " ; flow:established ,to_client; 
content : " - J - j ar - J" ; pere:" / ( l aunc h\ x28. +- J-j ar - J I -J -ja r - J . +l a un ch\ x28)/ i " ; e l ass t ype; attempt ed- use r ; r efe r e nce: ur 1 , secli st s. o r g/ ful l di sc l osur e/2010 / Apr / 119 ; 
r ef e r e nce: u r l , 1..i\l\" . darknet . or g. uk/ 2010/ 04 / se r ious - j a va- bug-exposes- use r s -to -code-execut i o n/ ; r efe r e ne e: url , doc . eme r gingthr eats . net / 2011053; r efe r ence: ur 1, -.,,ww . eme r gingth r eat s. ne t / cgi­
b i n/ c vswe b . cgi / s i gs / CURR ENT _EV ENTS/ CURRENT _Java ; s i d: 2011053; r ev : 2; ) 

#by mi ke cox 

• 
a l e r t t cp $ EXTE RNAL_NET $HTTP_PO RTS - > $HOME_NET any (msg: "ET IVEB_CLIE NT J ava ~Je b St a r t Comma nd I njection ( . j a r ) " ; flow: establis hed,from_se r ver; cont e nt: " htt p l 3a l -J-j ar - J JSe se se 
se I " ; nocase; content : " . l a unch( " ; nocase; pe r e : " / htt p I 3a I - J - jar - J \ xse \ xse \ xSC \ xse \ d{l, 3} \ . \ d{l , 3} \ . \ d{l , 3}\ . \ d{ 1, 3} \ x5e \ x5Cf "'\n ] *\ . jar / i " ; clas stype: we b- a pplication- atta ck ; 
r ef e r e nce: u r 1, secl i s t s . o r g/ f ulld i sc l osure/ 2010 /Apr / 119; r ef e r e nce : ur l , doc . eme r g i ngth r ea t s. net / 2011698; r ef er ence: ur 1, www .emer gingth r ea t s. net / cgi-
b i n/ c vsweb . cgi / s i gs / CURR ENT_ EVENTS/ CURRENT_ Java ; s i d: 2011698 ; r ev : 5; ) 

#by e vilghos t 

• 
a l e r t t cp $HOME_NET any - > $EXTERNAL_NET $HTTP_PORTS (msg : " ET i.JEB_CLIENT J ava JAR PROPFI ND v i a DAV poss i ble a l t e r native JVM exp l oit " ; flm" :est ablished,to_se r ve r ; content : "PROPFI ND " ; 
dept h : 9; nocase ; u r i content : ".jar "; noc ase; content:" l0d 0a IUse r -Age nt I 3a I Mi c r osoft -We bDAV -Mi ni Red i r "; nocase; co nt ent: ! " I 0d 0a I Ref e r e r l 3a l "; nocase; classtype: bad- unkno1oJn ; 
r ef e r ence: u r 1, b logs. zdnet . com/ secu r i t y/ ?p=6082; r ef e r ence : ur l ,doc . eme rgingth r eat s . net/ 2011009; r ef e r ence: u r l , l'lloJW. eme r g ingth reats . net/ cgi -
b i n/ c vsweb . cgi / s igs / CURR ENT _EV ENTS/ CURRENT _Java_l-Jebdav ; sid : 2011009; r ev : 3; ) 

#by ke vi n r oss 

• 
a l e r t t cp $ EXTERNAL_NET $HTTP_ PO RTS - > $HOME_NET any (msg : "ET ACTIVEX Poss i b l e J ava Deployment Too l ki t CS LIO Comma nd Exe cution Attempt "; flow: t o_cl i ent ,es t a blished; co nt ent : "eAFEE FAe-
DEC7-0000-0000-ABCOEFF EDC BA" ; noc ase; content: " l a unc h" ; noc ase; pe r e : "/<OBJECT \ s+[ "> ] • clas sid \ s *=\ s * [ \ x22\ x27 ] ?\ s *c l s i d \ s *\x3a \ s*\x7 B ?\ s *CAFEEFAe- OEC7- 0000-0000-ABCDE FFEDC BA/ s i " ; 
e l ass t ype: at t empted -use r ; r e f e r e nce : u r l, seclis t s. or g/ f ul ld i sc l os ur e/ 2010/ Apr / 119; r ef e r ence : u r 1, doc. eme r g i ngth reats . net / 2011010 ; r e f e r e nce: u r 1 , www . eme r gingth r eats. ne t / cgi -
b i n/ c vsweb . cgi / s i gs / CURR ENT _ EVENTS/ CURR ENT _ Java_Webdav ; sid : 2011010; r ev : 4 ; ) 

#by ke vi n r oss 

• 
a l e r t t cp $ EXTERNAL_NET $HTTP_ PO RT S - > $HOME _NET any (msg : " ET e URRENT_ EVENTS Poss ible Mi c r osoft l.J indm"s Short c ut LNK File Automat i c File Exec ution Attempt Via We bDAV" ; 
flow: established , to_cl ient; content : " <lp2 I 3AI executabl e > T </ l p2 I 3AI executabl e >" ; noc a se ; content : "<DI 3A I l oc kscope ><D I 3AI s har ed/></0 l3AI l ocksco pe >" ; noca se; d i stance : 0; content:" 
<DI 3A I l ocktype ><D I 3A lwr ite /></DI 3A I l ockt ype > .. ; nocase; d i sta ne e :0; content : " <DI 3A I getcontenttype >s ho r tcut < / O I 3A I ge t contenttype >" ; noca s e ; di s t ance: 0; classt ype: a ttempted -use r ; 
r ef e r e nce: u r 1, s upport . mi c r osof t . com/ kb/ 2286198; r ef e r ence : ur l , Mwt . kb . ce r t . or g/v ul s / i d/ 940193; r e f e r e nce: ur 1, too l s. c isco . com/ sec ur i t y/ ce nte r /vi ewAle r t . x ?ale r tld "' 20918; 
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refe r ence : cve • 2010 - 2568; r eferen ce: ur 1, doc .emer gi ngt hr ea ts . ne t / 2011239; r efe r e ne e : u r 1, tlWl'I' . eme r g i ngt hr ea t s. ne t / cgi-b i n/ cvsweb . cg i / s i gs/ CURRENT _EVENTS/ CURR ENT _ Lnk; sid: 2011239; re v : 2; ) 

#by kevi n r oss 

• 
alert tc p $EXTERNAL_ NET $HTTP_PORT5 - > $HOME _NE T any (msg:"ET CURRENT_EVENTS Possib l e Mi c rosoft 1.J indows . l nk File Processing WebDAV Arb it r a r y Code Execution At t empt" ; 
flow: es tablis hed , to_cl i en t ; content : " < l p2 I 3A I executab l e > T </ l p2 I 3AI executa ble >" ; nocase ; cont ent : " <DI 3AI l ockscope ><D I 3A I exc l us i ve /></0 I 3A I l ockscope>" ; nocase; d i s t ance: 0 ; cont ent:" 
</0 I 3A I l oc ken t ry>" ; nocase; dista nce : 0; content: .. <Ol 3A I l oc ks cope><D I 3A I shared/></ D I 3A I lockscope >"; nocase; distance: 0 ; e l as s t ype: att empted- user; 
r efe r ence : ur 1 . t oo l s . ci sco. com/ secur ity/ cent er /v i e1~ l ert . x? a l e r tld: 20918; re f e r ence: ur l , Wl'i'l'I'. kb . cert .o r g/vul s / i d/ 940193; 
refere nce : ur 1 , ww11,1 . mi crosoft. com/ t ec hnet / secur i t y/ adv i sory/2286198 .mspx ; re fe rene e: cve , 2010- 2568; r ef erence : ur l , doc . emerg i ngthrea t s . net /2011270; 
r ef erence : ur l , WWN . emergingthrea ts . net/ cgi-b i n / CVSLoJeb. cgi / s i gs / CURRENT _EVE ITT S/ CUR RENT _ Lnk; sid: 2011270; rev : 2 ; ) 

#by kevi n r oss 
# 
a le r t t cp $EXTERNAL_NET $HTTP_PORTS - > $HOME_NET any (msg : " ET l.JEB_CL IENT Possibl e Microsoft I nt ernet Exp l orer URI Va lidation Remote Code Execution At tempt "; flo,.., :es t a blis hed,to_cl i ent; 
cont e nt : " # I 3A I . . / . . / "; content: "e I 3A se ] "; no case; wi t hi n : 50; pc r e : " /\x2 E\ x2 E\ x2F \ x2E\ x2E \ x2 F. +C \ x3A \ xSC ( a - z ] / si"; class t ype : a t t empt e d - user; 
r eference : ur 1 , ww11,1 . secu r i tyfocus. com/ b i d / 37884 ; re fer ence : cve , 2010 -0027 ; r efere nc e : u r 1, doc. eme r gingt hr ea t s. ne t / 2010798; r efe r e ne e : u rl , YlWl'I . eme r g i ngt hr eat s. net / cgi­
b i n/ c vsweb . cgi / s i gs / CURRENT _ EVENTS/ CURRHIT _MSI E; s i d : 2010798; r ev : 3; ) 

#Modif ied to a void t he s hort cont ent ma t ches as t hese s houl d be acc urat e enough . Revision number ha s been i nc r emented a nd msg s lightly modifi ed a nd a f ew more references added ( B10, 
Cisco & Mic r osof t ) 
# 
a lert tc p $EXTERNAL_ NET $HTTP_PORTS - > $HOME_NE T a ny (msg : " ET l.JEB_CL IENT Poss ible I nte r ne t Ex pl orer src El eme nt Memory Cor r uptio n At t empt " ; flo1'1 :establishe d, t o_c lient ; 
content : "document . c re ateEvent Obj ect " ; nocase; cont e nt : ". inner HTML"; withi n: 100; nocase ; content : " 1.oJ i ndrn'I' . set l nter val " ; d i s t ance : 0 ; nocase ; e l ass t ype: attempt ed-use r ; 
r e fere nce : ur 1 , WWL'I. mi crosoft . com/ t ec hnet / secur i t y/ bulletin/ ms10-002 . ms px; re f e re nce : u r 1, too l s . ci sco. com/ sec uri t y/ c enter/v i ewAlert . x? a l e r tid=19726 ; 
r eference : ur l , ww1.'I . kb . cert .org/vul s / i d/ 492515 ; refe r ence: cve, 2010-0249; re f e r e nce : ur l , doc . emergi ngth r ea t s . net / 2010799; ref e r e ne e : ur l , wvJW . emergi ngthrea ts . ne t / cgi­
bin/ c vsweb . cgi / sigs / CURR ENT _EVENTS/ CURRENT _MSIE; s i d : 2010799 ; r ev : 3; ) 

# kev i n ross 
# 

alert tc p $EXT ERNAL_ NET $HTTP_PORTS - > $HOME_NET a ny (ms g: " ET ACTIVEX Mi crosof t I nterne t Exp l orer Ta bul a r DataURL ActiveX Cont ro! Memory Cor r uption Attempt "; flow:est ablished , t o_c lient ; 
content : "333C7BC4- 460F- 1100- BC04 -0080C7055A83"; nocase ; con t e nt : "DataUR L" ; noc ase; pere : .. / <OBJE CT\ s+ [ "> ] *c l assid \ s *= \ s * [ \ x22\ x27 ] ?\ s *e l sid\ s*\x3a \ s*\x78 ?\ s *333C7BC4-460F-1100 - BC04-
0080C7055A83 / s i " ; clas sty pe: at t empted- user ; r ef erence : ur l , secu r ityt r ac ke r . com/ a l er t s / 2010 /Mar / 1023773. htm l ; re f e r ence : ur l , t oo l s. ci sco. com/ secur i t y/ ce nte r /v i e 1oJAlert . x?a l e r t i d~20202 ; 
r eferenc e : ur 1 , wM.i . meta sp l o i t . com/ re dm ine / p r o j ect s / f rame1'lo r k/ r epos i tory/ revis i ons / 9018/ e nt ry / mod u l e s i e xp l oi t s /w indows / browse r / ms 10 _ 018 _ i e _ta bul ar_ ac ti vex. rb; 
r ef e r ence : ur l , wwN . mi c rosoft . com/ t ec hnet / secu r i t y/ bu l l e ti n/ ms10 -018 .ms px; re f e r e nce : ur l , Wl'i'l'I' . vupen . com/ engli sh / a dvisories/ 2010/ 0744; ref erence: ur l , www . kb . ce r t . or g/vuls / id / 744549; 
ref erence : cve • 2010-0805; r ef erence: ur 1, W\'i'l'I' . emergi ngt hr ea t s. ne t / cgi- bi n/ cvs \~eb . cgi / s i gs / CURRENT _EV ENTS/ CURR ENT _MSIE; r ef e r e nce : u r 1, doc . eme rg i ngt h r ea t s. ne t /2011007 ; sid: 2011007 ; re v : 6 ; ) 

# kevin ross 

a l ert tc p $EXTERNAL_NET a ny - > $SQL_SERVERS 1433 ( msg: "ET CURR ENT_ EVENTS MS SQL sp_repl wri tet ovarb i n - poten t i al memory ove r 1.oJ r i t e case 1" ; fl ow: to_se r ver , est abli shed; 
content, "s 100 1p l00 1_1 00 1 r l00 le l00 I p l00 I 1 l00 lw 100 1 r l00 I i I 00 1 t l00 le l00 I t l00 I o l 00 lv l00 la l00 1 r 100 1 b I 00 1 i l00 ln"; nocase ; class t ype,at tempted -oser; 
r eference : ur 1 , a rch i ve s . neo ha ps is . com/ arc hi ves / f ul l d isclos ur e/ 2008- 12/ 0239 . html; r e f erence: u r l >doc . emerg i ngt hr eats . ne t / bin /v ie\'1/Main/ 2008909; r e f erence: u r l , w-.'lloJ . emergingt hr eats . ne t / cg i ­
bin/c vsweb . cgi / sigs / CURR ENT _EVENTS/ CURRE NT _MSSQL; s i d : 2008909; r ev : 2; ) 

# kevin ross 

alert tc p $EXTERNAL_NET a ny - > $SQL_S ERVERS 1433 ( msg : "ET CUR RENT_ EVENTS MSSQL sp_rep l wr itet ovarb i n - poten t ial memory ove r 11,1 r it e case 2" ; fl ow :to_server>est abli shed; 
content; "sp_r epl,,. r i te t ova r bi n"; nocase; class t y pe : a t tempt ed - use r; re f e rence : u r l , ar ch i ves . neoha ps is. com/ a r e hi ves/ fu lldisc l os u r e / 2008- 12/ 0239. ht ml; 
r ef erence : ur 1 , doc . emerg ingthreats . net/ b i n/v i ew/Main/2008910 ; r eference : ur l , wMoJ . eme r g ingthreats . net/ cgi - b i n / cvs ,,.eb. cgi / sigs / CURR ENT _ EVENTS/ CURRENT _MSSQL; sid: 2008910; rev : 2; ) 

#by David Wha r ton 
# 

a l e r t tc p $EXTERNAL_ NET $HTTP_PORTS - > $HOME_NET a ny (msg:" ET CURRENT_EVENTS Mi crosof t Di r ectShmoJ Ac t i veX Expl oit Attempt "; flow: t o_client,est ab li shed; cont e nt :"clsid" ; nocase; 
cont e nt : "0955AC62- BF2 E- 4CBA-A2B9 -A63F772D46CF•' ; nocase; cont e nt : "omybr o" ; nocase; conte nt : " l ogo . gi f " ; nocase; e l ass t ype : we b- a pplicat i o n - attac k; 
r ef e r ence : ur l , e sis. dk/ d k/ nyhede r / nyhede r . asp ?t ekstID=799 ; r ef e r e ne e: url , t ool s . e i sco . com/ secu r ity/ cent er /v iet,Ale r t . x ?ale r t id =18S95; r e f erenc e : ur l , doc . emergingthrea ts . ne t / 2009491 ; 
refere nce : ur 1 , ww11,1 . emergingthreats . net/ cgi - b i n / cvs ,,.eb. cgi / sigs / CURRENT _ EVENTS/ CURRE IH _MSVi dCtl ; sid: 2009491 ; r e v : 3 ; ) 

#by anonymous #1 
# 

a l ert tc p $EXTERNAL_ NET $HTTP_PORTS - > $HOME_NET a ny (msg : " ET CURRENT_EVENTS Li kely MSVI DC TL. dll expl oit in trans it " ; flow: to_c lient , establ i shed ; content: " 100 03 00 00 11 20 34 1" ; 
content : " lff ff ff ff 0c 0c 0c 0c 00 1"; wi t h i n:70 ; class t ype:t r o j an-activ i t y ; reference : ur l , i sc. sa ns.org/ d i a ry . ht ml ?sto r y id=6733; 
r eference : ur 1 . t oo l s. ci sco . com/ secur ity/ cent er /v i e1oJAl ert . x? a l e r t i d =18595; r e f erence : ur l , doc . eme r gingthr eat s . ne t / 2009493; r e f erence: u r l , W\'i'l'I' . eme r gingthr eats . ne t / cg i ­
bin/c vsweb . cgi / sigs / CURR ENT _ EVENTS/ CURRENT _MSVi dCtl ; s i d : 2009493; r e v : 3; ) 

#by \'m l vee 
# 

#a l er t tc p $EXTERNAL_NET $HTTP_PORTS - > $H0'•1E_NET a ny (msg:"ET ACTIVEX Vul ne r a ble Mi crosof t Vi deo Ac t i veX CLSI D access ( 29 ) " ; fl rn'l' : t o_c lient,established; co nt e nt: "clsid"; noc ase; 
content; "A8DCF3D5 -0780 -4E f 4 - 8A83 - 2CF FAAC B8ACE " ; nocase; d i s tance : 0; pere:" / <OBJ ECT\ s+[ "> ] *c l assid\ s *=\ s • ( \ x2 2\ x27 ] ?\ s • c l sid \ s *\ x3a \ s •\x7 B ?\s*A2E30750- 6C3D-11D3 - B653 - 00C04F79498E/ s i " ; 
e l ass t yp e : web - app l i cat i on - at t ac k; ref e r e nc e : u r l , microsoft . com/ techne t / securi t y/ advi sory/972890 . ms px; r e ferenc e : u r 1, doc . eme r gingt hreats . net /2009598; 
r ef e r ence : ur l , wwN . emerg i ngt hreat s . net/ cgi - b i n / cvs1oJeb. cgi / s i gs / CURRENT _EVENTS/ CURRENT_MSVidCt l ; sid : 2009 S98; re v :4 ; ) 

#by wo l vee 
# 
#a l er t tc p $EXTERNAL_NET $HTTP_PORTS - > $H0'·1E_NET a ny (msg :"ET ACTIVEX Vul ne r a ble Mic r osof t Vide o Act i veX CLSID acces s ( 30) "; fl o\'l' : t o_c lient ,established; co nt e nt: "clsid"; noc ase; 
cont e nt : "A08E510D-217f-409B- 8076 - 29CSE73B98E8" ; noca se; d i s t a nce: 0 ; pere:" /< OBJ ECT\s+ [ "> ] •c l ass i d\ s "' =\ s * ( \ x22\ x27 ] ?\ s *c l s i d \ s *\x3a \ s *\ x7 B ?\ s*AD8 ES10D- 217 F -4098 -8076- 29CSE73B98 E8/ s i " ; 
e lass type : web- app l i cat i on - at t ac k; refere nce : u r l , micros of t . com/ technet / sec uri t y/ advi so r y/972890 . mspx; re f e rence : ur 1, doc . emergingth r eats . net/ 2009599; 
r ef erence : ur l , WWN . emergingthreat s . net/ cgi - b i n / CVSLoJeb . cgi / s i gs / CURRENT _EVENTS/ CURRE NT _MSVidCt l ; sid : 2009599; r e v :4 ; ) 

#by ~m l vee 

• 
#a l ert tc p $EXTERNAL_NET $HTTP _PORTS -> $H0'·1E_NET a ny (msg : " ET ACTIVEX Vulne r a ble Mi crosof t Vi deo Ac tiveX CLSID access ( 31 ) " ; fl ow: t o_ c lient , established; co nt e nt : "cls i d"; nocase; 
cont e nt : "B0EDF163-910A- 11D2-B632-00C04 F79498E"; noca se; d i s tance : 0; pere:" /< OB J ECT\ s+ [ "> ] • c l ass i d\ s *=\ s • ( \ x22\ x27 ] ?\ s • c l sid \ s *\ x3a \ s *\ x7 B ?\ s*B0E DF163-910A -1102- B632-00C04F79498E / s i " ; 
e l ass t ype : web-app l ica t ion - at t ack ; r ef erence : u r l , mic r osof t . com/ techne t / securi ty/ advi sory / 972890 . mspx; re f e rence : ur 1, doc. eme r gingthreats. net/ 2009600; 
r ef erence : ur 1 , WWLoJ . eme r gingthreat s . net/ cgi- b i n / cvs 1oJeb . cgi / s igs / CURRENT _ EVENTS/ CURRENT _MSVidCt l ; sid: 2009600; r e v :4 ; ) 

#by VlOlvee 
# 

#a l ert tcp $EXTERNAL_NET $HTTP _PORTS -> $HOME_NET a ny (msg: " ET ACTIVEX Vul ne r a b l e Microsoft Vi de o Act i veX CLSID a ccess ( 32 ) "; fl ow: t o_c lie nt, establis hed; co nt e nt: "clsid"; nocase; 
cont e nt : "B64016F3-C9A2 - 4066-96F0 - 6D9563314726"; noca se; d i s t a nce : 0 ; pere: " /< OBJECT\ s+ [ "> ] *c l ass i d\ s *=\ s • ( \ x22\ x27 ] ?\ s *c l sid \ s *\ x3a \ s *\x7 B ?\ s *B64016 F3 -C9A2 -4066 -96F0-B09563314726/ s i " ; 
e l asstype : ,..,e b-app l ica t i on - at t ack ; r ef erence: u r l , mi crosoft . com/ tec hne t / secur i ty/ ad vi sory / 972890. mspx; re fer ence : u r l , doc. emergi ngthreats. net / 2009601; 
refere nce : ur 1 , \VWloJ, emergingth r eat s . net/ cgi -b i n / cVSNeb. cgi / s i gs / CURR ENT _ EVENTS/ CURRE IH _MSVidCt l ; sid : 2009601 ; r e v : 4; ) 

#by wo l vee 
# 

#a l e rt tc p $ EXTERNAL_NET $HTTP_PORTS -> $HO'·IE_NET a ny (msg :"ET ACTIVEX Vul ne r a b l e Mi crosof t Vi de o Ac t i veX CLSID access ( 33 ) " ; fl rn'l' : t o_c lie nt,establis hed; co ntent: "cls i d" ; nocase; 
cont ent : "BB530C63-D9DF-4B49- 9439 - 63453962E598" ; nocase; d i s tance: 0 ; pere: .. / <OBJECT\ s+ [ " >] *c l assid\ s *=\ s * [ \ x2 2\ x27 ) ?\ s *clsid \ s *\ x3a \ s *\ x7 B ?\ s *BB 530C63 -D9DF -4B49-9439-63453962E 598/ s i " ; 
e l asstype : ,..,e b-applicat i on - at t ac k; ref erenc e : u r l , mi crosoft . com/ tec hnet / securi ty/ advi sory / 972890.mspx; r e f erence : u r l , doc . eme r ging t hreat s . net/ 2009602; 
r eference : ur 1 , \WIN . eme r g i ngthreats , net/ c gi - b i n / cvs 1oJeb . cgi / s i gs / CURRENT _EVENTS/ CURRENT _MSVidCtl ; sid: 2009602; r e v : 4; ) 

#by wo l vee 

• 
#a l e r t tc p $EXTERNAL_NET $HTTP_PORTS - > $H0'•1E_NET a ny (msg : " ET ACTIVEX Vulne r a ble Mi crosof t Vi de o Ac t i veX CLSI D access ( 34 ) " ; fl rn'l' :to_client,establis hed; co ntent: "clsid"; nocase; 
content: "C53109 FD- 9685-4028- 8B68 - 6E1232079 F1 E" ; nocase; d i sta nce : 0 ; pere: .. / <OBJECT\ s+ [ "> ] *c l ass i d\ s *=\ s * ( \ x2 2\ x27 ] ?\ s • c l s i d \ s *\ x3a \ s *\ x7 B ?\ s•CS3 109FD-9685-4028 -8 B68 - 6 E 1232079F1E/ s i .. ; 
e l ass t ype : we b- app l i cat ion - at t ac k; ref erence: u r l,microsoft . com/ tec hne t / security/ a dvi sory / 972890.mspx; r e f erence : ur 1, doc . eme rgi ngthreats . net/ 2009603; 
r ef e r ence : ur l • wwN . eme r g ingthreats , net / cgi - b i n / cvs1oJeb. cgi / sigs / CURRENT _EVENTS/ CURRENT _MSVidCtl ; sid: 2009603; r e v : 4; ) 

#by wo l vee 

• 
#a l er t tc p $EXTERNAL_NET $HTTP_PORTS - > $HOME_NET any (msg :"ET ACTIVEX Vul ne r a ble Mi crosof t Vi de o Ac t i veX CLSI D access ( 35 ) " ; fl rn'l' : t o_c lient,established; co nt e nt: "clsid"; nocase ; 
content : "C5702CCC-9B79- 1103-B654-00C04F79498E" ; nocase; d i stance : 0 ; pere: .. / <OBJ ECT\ s+ [ "> ] • c l ass i d\ s " =\ s * ( \ x22\ x27 ] ?\ s *c l sid \ s " \ x3a \ s " \ x7 B ?\s•CS702CCC- 9879 -11D3 - B654 -00C04F79498E / s i " ; 
e l ass t ype : web- appl i cat i on - at t ac k; ref e re nce: u r l , mi c r osof t . com/ tec hne t / sec uri ty/ advi sory/972890. mspx; r eference : u r 1, doc . eme r gingt hr eat s . net/ 2009604; 
r ef e r ence : ur l , WWl,J . emerg i ngth reats . net / cgi - b i n / CVSloJeb . cgi / sigs / CURR ENT _EVENTS/ CURRE NT _MSVidCtl ; sid : 2009604; r e v : 4 ; ) 

#by ~lo l vee 
# 
#a l er t tcp $EXTERNAL_N ET $HTTP_PORTS - > $H0'·1E_NET a ny (msg:" ET ACTIVEX Vul ne r a bl e Mi crosof t Vi de o Ac tiveX CLSID access ( 37 ) " ; fl ow: t o_client , establis hed; co nt e nt: "clsid"; nocase; 
content : "C5702CC E-9B79- 1103-B654-00C04F79498E " ; noca se; d i stane e : 0; pere : " /< OB J ECT \ s+ [ "> ] *c l ass i d\ s *=\ s • ( \ x22\ x27 ] ?\ s *cl s i d \ s *\ x3a \ s *\ x7 B ?\ s*C5702CCE- 9879- 1103- B654-00C04F79498E / s i " ; 
e l ass t ype : web-app l i cat i on - at t ac k; r ef erence : u r l, microsoft . com/ tec hnet / sec uri t y/ advi sory / 972890. mspx; re f e rence : ur 1, doc. eme r gingt hr eat s. net / 2009606; 
r eference : ur l , WWl~ . emerg ingthreats . net / cgi- b i n / CVSLoJeb . cgi / s i gs / CURRENT _ EVENTS/ CURREIH _MSVidCtl ; sid : 2009606; re v : 2; ) 
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# by wo l vee 

• 
#ale r t t cp $EXT ERNAL_NET $HTTP_PORTS -> $H0'·1E_NE T a ny (msg : "ET ACTIVEX Vulne r a b le Mic r osof t Vi deo Ac tiveX CLS ID access ( 38 ) " ; f l Dl~ : to_client ,es t a blished; co ntent : "c l s i d"; noc ase; 
cont e nt: "C5702CC F- 9B 79 - 1103 - B654 -00C04 F794 98 E"; noca se; d i s t a nce : 0; pere :" / <08 ) ECT\ s+[ "> J*c l assid \ s *: \ s * [ \ x2 2\ x27 J ?\ s *c l sid \ s* \ x3a \ s * \ x78 ?\ s *C5702CCF-9879- 110 3-8654- 00C04F79498E / s i "; 
c l ass t ype : 1,1e b - applica t i on -at t ac k ; r efe r e nce: u r l , mic r osoft . com/ tech ne t / sec urity/ a dvi so r y / 97 2890 .mspx; r ef e r ene e: ur 1 , doc . eme r g ingthreat s . net/ 2009607; 
ref e r e nce: u r l , Wl<I\~ . emergi ngt h r eat s . net / cgi - b i n / cvs 1~eb . cgi / s i gs / CURRENT _E VENTS/ CURRE NT _MSVi dCtl ; s i d : 2009607; r ev : 2; ) 

#by wo l vee 

• 
#a l e rt tcp $EXTERNAL_NET $HTTP _ PORTS - > $H0'·1E_NET a ny (msg: " ET ACTIVEX Vulne r ab l e Mic r osof t Video Ac tiveX CLS ID access ( 40 ) "; fl o1" :to_client ,es t a blishe d; co ntent : "c l sid"; noc a se ; 
content : "(6814B 32- 76AA-4A86 -A7AC - SC 79AAF58DA7" ; nocase; d i s t a nce : 0 ; pere:" / <OB J ECT\ s+[ "> J*c l assid \ s *: \ s * [ \ x22 \ x27 J ?\ s *c l sid \ s *\ x3a \ s * \ x7B ?\ s *(6B148 32- 76AA- 4A86-A7AC - SC79AA F58DA7 / s i " ; 
e lasstype: 1,1e b - applica t i on -attac k ; r efe r e nce: u r l , mi c r osoft . com/ tec h net / sec ur i ty/ a dvi so r y / 972890 .mspx; r e f e r ene e: ur 1 , doc .emer g i ngthr eat s. ne t / 2009609 ; 
ref e r e nce: u r l , wwi~ . emergingt h reat s . net / cgi -b i n/ cvs 1~eb . cgi / s i gs / CURR ENT _ EVENTS / CUR RENT _MSVi dCtl; s i d : 2009609; r ev : 2; ) 

# by wol vee 

• 
a l e r t t cp $ EXTERNAL_ NET $HT TP_PORT S - > $HOME_NET a ny (msg : " ET ACTIVEX Vul ne r a b l e Mi c r osof t Vid eo Ac t i veX CLSID access ( 41 ) " ; flow: t o_client , es ta blis hed ; c ontent :"cl s i d " ; noc ase; 
content: "CAAF DD83-CEFC- 4 E3D-BA03- l 75 F17A24 F91" ; nocase; dis t a nce : 0; pere :" / <OB J ECT\ s+[ "> J*c l ass i d\ s • : \ s * [ \ x22 \ x27 J ?\ s *c l sid\ s *\ x3a \ s * \ x7B ?\ s *CAA FDD 83-C E FC-4E 3D-BA03-175 F17A24F91 / s i "; 
c l a sstype: 1,1e b - applicat i on -a t t a ck ; refe r e nce: u r l ,mi c r osoft . com/ tec h ne t / sec ur i ty/ a dv i so r y / 972890 .mspx; r efe r ence: ur l , doc .emer g i ngthreat s. ne t / 2009610 ; 
ref e r e nce : u r l , www. emergingt h reat s . net/ cgi -b in / cvs 1~eb . cgi / s i gs / CURR ENT _ EVENTS/ CURR ENT _MSVi dCtl ; s i d : 2009610; r ev : 2; ) 

-#by wo l vee 

• 
a l e r t t cp $EXTERNAL_ NET $HTTP_PORTS - > $HOME_NET any (msg : " ET ACTIVEX Vul ne r ab l e Mi c r osof t Vid eo Ac t i veX CLSID a ccess ( 42 ) "; flm":to_c lie nt , es t abli s hed ; cont e nt :"cl s i d"; noc ase; 
cont e nt : "D02AAC50 -027E- 11D3- 9D8 E-00C04F 72D980"; nocase; d i sta nce : 0; pere:" / <08 ) ECT\ s+[ "> J*c l ass i d\ s • : \ s * [ \ x22\ x27 ] ?\ s *c l sid \ s "" \ x3a \ s "" \ x7B ?\ s *D02AAC50-027E- 11D3-9D8E-00C04F72D980/ s i "; 
c l a sstype: 1,1e b - applica t i on - at t ac k ; refe r e nce: u r l ,mic r osoft . com/ tec h net / sec ur i ty/ a dvi so r y / 97 2890 .mspx; r efe r ence: ur l , doc . eme r g i ngthreat s . ne t / 2009611 ; 
ref e r e nce: u r l , WI"'~ . emergingt hreats . net / cgi - bi n/ cvs 1~eb . cgi / sigs / CURRENT _EVENTS/ CURR ENT _MSVi dCtl ; s i d : 2009611 ; r ev : 2; ) 

# by v1ol vee 

• 
a l e r t t cp $EXTE RNAL_ NET $HT TP _ PORT S - > $HOME_NET a ny (msg : " ET CURRENT _EVENT S Vu l ne r ab l e Mi c r osof t Vi deo Acti veX CLSID access ( 4 3 ) " ; flow: t o_clie nt , es t ablis hed ; cont e nt : "cl s i d " ; nocase; 
content : " F9769A06- 7ACA- 4 E39-9C FB-97BB35 F0E77 E" ; nocase ; d ista nce : 0 ; pere :" /< 08 J ECT\ s+[ "> ] *e l ass i d\ s•: \ s * [ \ x22 \ x27 ] ?\ s *c l sid \ s *\ x3a \ s * \ x7B ?\ s *F9769A06-7ACA-4E39-9CFB-97 BB 35 F0E77E / s i " ; 
c l a sstype: 1,1e b - applicat i on -attac k ; refe r e nc e : u r l ,mi c r osoft . com/ tec h net/ sec ur i ty/ a dv i so r y / 972890 .mspx; r efe r ence : ur l , doc .emer g i ngthr ea t s. net/ 200961 2; 
ref e r e nce: u r l , Wl>M . emergingt h r e at s . net / cgi -b in / cVSNeb . cgi / sigs / CURR ENT _ EVENTS/ CUR RENT _MSVi dCtl ; s i d : 2009612; r ev : 2; ) 

-#by wo l vee 

• 
a l e r t t cp $EXTERNAL_ NET $HTTP_PORTS - > $HOME_ NET any (msg : " ET ACTIVEX Vul ne r ab l e Mi c r o s of t Vid eo Ac t i veX CLSID a ccess ( 44 ) " ; fl mt : t o_clie nt , es t ablished ; cont ent :"cl s i d" ; noc ase; 
cont e nt : " FA7C375B- 66A7- 4280-879D- FD459C84 BB02"; nocase; di s t a nce : 0 ; pere:" / <08 ) ECT\ s+[ "> ] *e l a ss i d\ s•= \ s * [ \ x22 \ x27 ] ?\ s *c l sid \ s "" \ x3a \ s "" \ x7B ?\ s *FA7C37 56 -66A7 -4 280-879D-F D459C84 B602/ s i "; 
c l a sstype: 1,1e b - applicat i on - attac k ; refe r e nce : u r l , mic r osoft . com/ tec h net/ sec ur i ty/ a dvi so r y / 97 2890 .mspx; r e f e r ence: ur l , doc . eme r g i ngthr eats . net/ 200961 3; 
ref e r e nce: u r l , Wlwi . eme rgingt hreats. net/ cgi- b i n / cvs 111eb. cgi / sigs / CURRENT _EVENTS/ CURRE NT _MSVi dCtl ; s i d : 2009613; r ev : 2; ) 

# by wo l vee 

• 
a l e r t t cp $ EXTERNAL_ NET $HT TP_PORT S - > $HOME_NET any (msg:" ET ACTIVEX Vu l ne r ab l e Mi c r osof t Vid eo Ac t i veX CLSID a ccess ( 1 ) " ; fl01·1:to_client , establis he d ; co ntent :" cls i d " ; nocase; 
content: "011 B3619- FE63-4814 - 8A84 - 1SA194CE9C E3" ; nocase ; d i sta nce : 0 ; pere: " /< 08 ) ECT\ s+[ "> J*c l ass i d\ s *: \ s * [ \ x22 \ x27 ] ?\ s *c l sid \ s *\ x3a \ s * \ x7 B ?\ s *011B3619-FE63-4814-8A84- 1 5A194CE9C E3/ s i " ; 
e lasstype: 1,1eb • applicat i on - at t ac k ; r efe r e nc e : u r l, mic r osoft . com/ tech net/ sec urity/ a dvi so r y / 97 2890 .mspx; r efe r ence : ur 1 , doc .eme r g i ngthr ea t s . net/ 2009614 ; 
ref e ren ce : u r l , Wl<I\~ . eme rgi ngt h reats . net / cgi- b i n / cvs 1~e b . cgi / s i gs / CURR ENT _ EVENTS/ CURRENT _MSVi dCtl; s i d : 2009614; r e v : 2; ) 

#by wo l vee 

• 
a l e r t t cp $EXTE RNAL_NET $HTTP_PORT S - > $HOME_NET any (msg: "' ET ACTIVEX Vul ne r ab l e Mi c r osof t Vi d eo ActiveX CLSID a ccess ( 2 )'"; f10~1:to_client , establis he d ; co ntent : "' cl s i d " ; nocase; 
content : "0149 EEDF- D08F -414 2-8D73 -D2390 3D21E90" ; nocase; d ista nce : 0 ; pere:" / <OB J ECT\ s+[ "> J*c l assid\ s *=\ s * [ \ x22 \ x27 ] ?\ s *c l sid \ s *\ x3a \ s * \ x7 B ?\ s *0149 EEDF- D08F -4142-8D73 - D23903 D21E90/ si" ; 
c l a sstype: 1,1e b - applicat i on-attac k ; ref e r e nc e : u r l ,m i c r osoft . com/ tech net/ sec ur i ty/ a dvi so r y / 972890 .mspx; r e f e r ene e: ur 1 , doc .emer g i ngthr ea t s. net/ 200961 5; 
ref e r e nce: u r l , Wl"'~ . eme rgi ngt h reat s . net / cgi -b i n/ cvs 1~eb . cgi / s i gs / CURRENT _EVENTS/ CURRE NT _MSVi dCtl; s i d: 2009615; r ev : 2; ) 

#by wol ve e 

• 
a l e r t t cp $EXTERNAL_ NET $HT TP_ PORTS - > $HOME_NET a ny (msg : " ET ACTIVEX Vul ne rab l e Microsof t Vi d eo Ac t i veX CLSID a ccess ( 3 ) " ; flo,., :to_client , establis hed ; co ntent : " cls i d"; nocase ; 
content: "0369B4 E5-45B6- 11D3-B650-00C04 F794 98 E" ; nocase ; dist a nce : 0; pere :" / <08 J ECT\ s+[ "> J*c l assid\ s•= \ s * [ \ x22 \ x27 ] ?\ s *c l sid \ s *\ x3a \ s * \ x7B ?\ s *0369B4ES-4 5B6- 11D3-B650-00C04F79498E / s i " ; 
c l a sstype : 1,1e b - applicat i on -a t t a ck ; r efe r e nc e : url ,mic r osoft . com/ tec h net / sec ur i ty/ a dvi so r y / 972890 .mspx; r efe r ence : ur 1 , doc .emer g i ngthr eats. net/ 2009616; 
ref e r e nce: u r l ,wiw, . emergi ngt h r eats . net / cgi -b i n / cvs 1-,eb . cgi / sigs / CURRENT _ EVENTS/ CURR ENT _MSVi dCtl ; s i d: 2009616; r ev : 2; ) 

-#by wo l ve e 

• 
#ale r t t cp $ EXTERNAL_NET $HTTP_POR TS -> $H0'·1E_NET a ny (msg :"ET ACTIVEX Vulne r a b le Mic r osof t Video Ac tiveX CLSID access ( 4 ) "; flm" : to_c lient , established ; cont ent:"cl s i d " ; noc ase; 
content : "0369B4 E6- 4 566- 11D3-B650-0 0C04 F794 98 E"; nocase; d ista nce : 0; pe re:" / <08 ) ECT \ s+[ "> J*c l a ss i d \ s • : \ s • [ \ x22 \ x27 ] ?\ s *c l sid \ s "" \ x3a \ s "" \ x7B ?\ s *0369B4E6-4 5B6- 11D3-8 650-00C04F794 98E / s i "; 
c l a sstype: 1,1e b - applicat i on - a t t ac k ; refe r e nce: u r l , mic r osoft . com/ tec h net / sec ur i ty/ a dvi so r y / 97 2890 .ms px; r efe r ence : ur l , doc . eme r g i ngthreat s . ne t / 2009617; 
ref e r e nce: u r l , Wl<l\'l . eme r gingt hreats. net / cgi- b i n / cvs 111eb. cgi / sigs / CURRENT _EVENTS/ CURRE NT _MSVi dCtl ; s i d : 2009617; r ev : 2 ; ) 

# by wo l vee 

• 
#ale r t t cp $EXTE RNAL_NET $HTTP_POR TS -> $H0'·1E_NE T a ny (msg:" ET ACTIVEX Vulne r a b l e Mi c r osof t Vi deo ActiveX CLSID access ( 5 ) " ; flow: to_c lient , established ; content:"cl s i d"; noc ase; 
content: "055(62D7- 2969-45CD-914B - 76890722F112" ; nocase; d i s tance : 0; pere:" / <08 ) ECT\ s+ [ "> J*c l ass i d \ s *: \ s * [ \ x2 2\ x27 ] ?\ s *c l sid \ s * \ x3a \ s * \ x7 B ?\ s *0 5SCB207-2969-45CD-914B- 76890722 F112/ s i "; 
e l a sstype : 1,1e b • applicat i on - attac k ; r ef e r e nce: u r l , mic r osoft . com/ tech ne t / sec urity/ a dvi so r y / 97 2890 .mspx; r ef e r ence : ur 1 , doc . eme r g ingthr eat s . net/ 2009618; 
r e f e r e nce: u r l , Wl<I\~. emergi ngt h r eat s . net / cgi- b i n / cvs 1~eb . cgi / s i gs / CURRENT _E VENTS/ CURR ENT _MSVi dCtl; s i d : 2009618; r e v : 2; ) 

#by wo l vee 

• 
#a l e r t t cp $ EXT ERNAL_NET $HTTP _POR TS - > $H0'-1E_NET a ny (msg: " ET ACTIVEX Vulne r a b l e Mi c r osof t Vi de o ActiveX CLSID access ( 6 ) '"; flow: t o_cl i ent, establis hed ; content: "cl s i d " ; nocase; 
content : "15D6504A- S4 94-499C-886C -97 3C9 ES3B9 Fl " ; nocase; dist a nce : 0 ; pere:" / <OB J ECT\ s+ [ "> J*c l assid\ s *: \ s * [ \ x22 \ x27 ] ?\ s *c l sid \ s *\ x3 a \ s * \ x7B ?\ s *1SD6504A- S494-4 99C-886C-973C9E53B9Fl / s i " ; 
e l a sstype: 1,1e b - applica t i on -a t t a c k ; r ef e r e nc e : u r l ,m i c r osoft . com/ t e ch net / sec ur i ty/ a dvi so r y / 972890 .mspx; r e f e r ene e : ur 1 , doc .emer g ingthreat s. ne t / 2009619 ; 
ref e r e nce: ur l , Wl"'~ . emergingt hreats . net / cgi -b i n/ cvs 1~eb . cgi / s i gs / CURR ENT _EVENTS/ CUR RENT _MSVi dCtl; s i d: 2009619; r ev : 2; ) 

# by wol ve e 

• 
-#ale r t t cp $ EXTERNAL_NET $HTTP_ PORTS -> $H0'-1 E_NET any (msg:" ET ACTIVEX Vulne r ab l e Mi c r osoft Vi deo Ac tiveX CLS ID access ( 7 ) " ; flow: t o_clie nt , es t ablis hed ; content:"cl sid " ; nocase; 
cont e nt: "1BE4 9F 30-0E1B- 11D3-9D8E -00C04 F72D980"; nocase ; d ista nce : 0; pere :" / <08 J ECT\ s+[ "> ] *e l assid\ s • : \ s * [ \ x22 \ x27 ] ?\ s *c l sid \ s *\ x3a \ s * \ x7B ?\ s *1BE49F 30-0 E 1B- 11D3-9D8E-00C04F72D980/ s i " ; 
c l a sstype: 1,1e b - app l i cat i on -a t t ac k ; refe r e nc e : u r l ,mic r osoft . com/ tec h ne t / sec ur i ty/ a dv i so r y / 972890 .mspx; r e f e r ence : ur 1, doc .emer g i ngthr ea t s. net/ 2009620 ; 
ref e r e nce: u r l ,wi"'" · eme rgi ngt h r eats . net / cgi -b i n / cvs 1-,eb . cgi / s i gs / CURRENT _ EVENT S/ CURR ENT _MSVi dCtl ; s i d : 2009620; r ev : 2; ) 

# by wo l ve e 

• 
#ale r t t cp $ EXT ERNAL_NET $HTTP_PORTS -> $H0'·1E_NET a ny (msg : " ET ACTIVEX Vulne r a b l e Mi c r osof t Vi deo Ac tiveX CLS ID access ( 8 ) " ; fl ow: t o_clie nt , es t ablished; cont ent : "cl s i d"; noc ase; 
cont e nt : "1(150484- 911D- 11D2- B632 -00C04 F794 98 E"; nocase; d i s t a nce : 0; pere:" /< 08 ) ECT\ s+[ "> ) *e l ass i d\ s • : \ s • [ \ x22 \ x27 ] ?\ s *c l sid \ s "" \ x3a \ s "" \ x7B ?\ s *1C15D484 -911D- 11D2-8632-00C04F794 98E / s i " ; 
c l asstype: 1,1e b - applica t i on -at t ac k ; r efe r e nce: u r l ,mic r osoft . com/ tec h net / sec ur i ty/ a dvi so r y / 97 2890 .mspx; r efe r ence: ur l , doc . e me r g i ngthreat s . ne t / 2009621 ; 
ref e r e nce: u r l , WL<l\11 . emergingth reats. net / cgi- b i n / cvs 111eb . cgi / sigs / CURRENT _EVENTS/ CURRE NT _MSVi dCtl ; s i d : 2009621 ; r ev : 2; ) 

# by wo l vee 

• 
#a le r t t cp $EXTERNAL_NET $HTTP_POR TS -> $H0'·1E_NE T a ny (msg:" ET ACTIVEX Vulne r a b l e Mic r osof t Vi deo Ac tiveX CLSID access {9 )" ; flm" : t o_clie nt , es t ablis hed; cont ent :"cl s i d"; nocase; 
cont e nt: "1DF7 D126- 4050-47F0 -A7C F -4 C4CA9241 333"; nocase ; d i s ta nce : 0; pere :" /< 08 ) ECT\ s+[ "> J*c l ass i d \ s *: \ s * [ \ x22 \ x27 ] ?\ s *c l sid \ s* \ x3a \ s * \ x7 B ?\ s *1DF7D126- 4 050 -4 7 F0-A7C F- 4C4CA9 241 333 / s i "; 
e l a sstype: 1,1e b • applica t i on •atta c k ; r ef e r e nc e : u r l , mic r osoft . com/ tech net / sec uri ty/ a dvi so r y / 97 2890 .mspx; r ef e r ene e : ur 1 , doc . emerg i ngthr eat s . ne t / 2009622; 
refe r e nce: u r l , Wl<I\~ . emergi ngt h reats . net / cgi - b i n / cvs 1~eb . cgi / s i gs / CURRENT _E VENTS/ CURRE NT _MSVi dCtl; s i d : 2009622; r ev : 2; ) 

#by wol vee 

• 
# a lert t cp $EXT ERNAL_NET $HTTP _POR TS - > $H0'-1 E_NET a ny (msg:" ET ACTIVEX Vulne r a b l e Mi c r osof t Vi de o ActiveX CLSID access ( 10 ) " ; f1 01" :to_client , es tablished; co ntent: '"clsid"; noc ase; 
content : "2C63 E4 EB-4C EA-4188-919C- E947EA19A77C"; nocase; dis t a nce : 0 ; pere:" /< OB J ECT\ s+ [ "> ] *e l assid\ s *=\ s * [ \ x22 \ x27 ] ?\ s*c l sid \ s *\ x3a \ s * \ x7B ?\ s *2C63E4E B-4C EA-4188-919C- E94 7EA19A77C/ s i " ; 
e l a ss t ype: 1,1e b - applica t i on -atta c k ; r efe r e nce: u r l ,mic r osoft . com/ t e ch ne t / sec ur i ty/ a dvi so r y / 972890 .mspx; r e f e r ene e : ur 1 , doc . eme r g ingthr eat s. ne t / 200962 3; 
ref e r e nce: ur l , wwi~ . emergingt hreats . net / cgi -bin/ cvs 1~eb . cgi / s i gs / CURR ENT _EVENTS / CUR RENT _MSVi dCtl ; s i d: 2009623; r ev : 2; ) 

# by wol ve e 

• 
-#a le r t t cp $EXTERNAL_NET $HTTP _ PORTS -> $H0'-1E_NET a ny (msg: " ET ACTIVEX Vulne r a b l e Mic r osoft Vi deo Ac t i veX CLS ID access ( 11 ) " ; f1 01t :to_client ,es t a bl ished; co ntent : "c l s i d"; noc ase; 
cont e nt: "334 125C0- 77 ES- 11D3-B653 · 00C04 F794 98 E" ; nocase ; dis t a nce : 0; pere :" / <08 J ECT\ s+[ "> ] *e l ass i d\ s• : \ s * [ \ x22 \ x 27 ] ?\ s *c l sid \ s • \ x3a \ s * \ x7B ?\ s *3341 25( 0 - 77E5- 11D3- B653-00C04F79498E/ s i " ; 
c l a sstype: 1,1e b - app l i cat i on -at t ac k ; refe r e nc e : u r l ,mic r osoft . com/ tec h ne t / sec ur i ty/ a dv i so r y / 972890 .mspx; r e f erence : ur 1, doc . eme r g i ngthreats. net/ 2009624 ; 
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ref e r e nee: u r l , h'l>J\\I . emergingt h reats . net / egi- b i n/ evsNe b . egi / sigs / CURRENT _ EVENTS / CURRE NT _MSVi dCtl; s i d : 2009624 ; r ev : 2; ) 

# by wol vee 

• 
#alert tcp $ EXTERNAL_NET $HTTP _POR TS -> $HOME_NE T a ny (msg:" ET ACTIVEX Vulne r ab l e Mic rosoft Vi deo Ac t i veX CLSID access {12 ) " ; fl ol" : to_client , es t ablis hed; co ntent : "cls id"; nocase ; 
content : "3780353C-A4C8- 1102-B634-00C04F794 98E"; noease ; dist a nce : 0; pere :" /< OB J ECT\ s+[ "> J*c l ass i d\ s•=\ s * [ \ x22 \ x27 J ?\ s *c l s i d\ s • \ x3a \ s • \ x7B ?\ s *37B0353C -A4C8-11 D2-B634 -00C04F79498E / s i "; 
c l a sstype: v1e b - applieat i on -at t ac k ; ref e r e nee: u r l, microsoft . com/ tee hnet/ sec ur i ty/ advi sory / 972890 .ms px; r e f e r ene e: ur l , doc. emerg i ngthreat s. net/ 2009625; 
r e fere nce: u r l , h'l>J\\I . eme rg i ngt h reats . net/ cgi - b i n / cVSL\le b . cgi / s i gs / CURRENT _EVENT S/ CURRE NT _M5Vi dCtl ; s i d : 2009625; r ev : 2 ; ) 

# by wo l vee 

• 
#alert t cp $ EXT ERNAL_NET $HTTP _ POR TS -> $HOME_NET a ny (msg : " ET ACTIVEX Vulne r a b l e Microsof t Vi deo Ac t i veX CLS ID aeeess ( 13 ) " ; fl ow: to_client,establis hed; eo ntent: "e l sid " ; noe ase; 
content : "37803543- A4C8- 1102-B634-00C04 F79498E"; nocase; d i sta nce: 0; pere :" / <OBJ ECT \ s+( "> J*c l assid\ s • =\ s * [ \ x22\ x27 J ?\ s *c l s i d \ s • \ x3 a \ s "" \ x7B ?\ s *37803543-A4C8- 11D2-8634-00C04F79498E/ s i "; 
e l a ss t ype: v,e b - appliea t i on -attac k ; ref e r e nce : u r l , microsoft . com/ tec h net / sec ur i ty/ a dvi sory / 972890 .mspx; r e f e r enee: ur l , dcc .eme r g i ngthr eats. net/ 2009626 ; 
ref e r e nce: u r l , www . eme rgi ngt h reats. net/ cgi - b i n / cvSL\le b . cgi / s igs / CURR ENT _EVENTS/ CURRE NT _MSVi dCtl; s i d : 2009626; r ev : 2; ) 

# by wo l vee 
# 

#alert t cp $ EXT ERNAL_NET $HTTP_ POR TS -> $HOME_NE T a ny (msg : " ET ACTIVEX Vulne r a b l e Microsof t Vi deo Ac t i veX CLSID aecess {14 ) " ; f l o1" : to_client,established; eo ntent : "e l sid " ; noc ase; 
cont e nt : " 37803544-A4C8- 1102 - B634 -00C04 F794 98 E"; nocase; d i sta nc e : 0; pe r e:" / <OBJ ECT\ s+[ "> J*c l ass i d \ s "" =\ s * [ \ x22\ x27 ] ?\ s *e l s i d \ s "" \ x3a \ s * \ x7B ?\ s*37603544-A4C8- 11D2-8634-00C04F794 98E / s i "; 
e l a ss t ype: v,e b • applica t ion - at t ac k ; r efer e nee: u r l ,mic rosoft . com/ tec h net / sec ur i ty/ a dvi sory/ 972890 .mspx; r e f e r ene e : ur 1 , doc .emergingthr eat s . net/ 2009627; 
r e fere nee : u r l , h'L>J\\I , emergingt h reats , net / egi - b i n / evs L\leb . egi / s i gs / CURRENT _E VENTS/ CURRE NT _MSVi dCtl ; s i d : 2009627; r ev : 2; ) 

#by wo l vee 
# 
# a lert tcp $EXT ERNAL_NET $HTTP_PORTS - > $H0'·1E_NET a ny (msg:" ET ACTIVEX Vulne r a b l e Microsof t Video Act i veX CLSID access {15 ) "; fl o1" : to_cl ient ,es tabl ishe d; co ntent: "c l s i d"; noe a se ; 
content : "418008 F3-CF67-4668 - 9628 - 10DCS2B E1D08"; noease; d i s ta nee : 0; pere :" / <OB J ECT\ s+[ "> J*e l assid \ s *: \ s * [ \ x22 \ x27 ] ?\ s *c l s i d \ s * \ x3a \ s * \ x7B ?\ s *418008F3-C F67-4668-9628- 10DC52BE 1008 / s i "; 
e l a ss t ype : v,e b - appliea t i on -a t tac k ; ref e r e nce: u r 1,microsoft . com/ tee h net / sec ur i ty/ a dvi sory / 972890 .mspx; r e f e r enee: ur 1 , doc . eme r g i ngthr eat s . net/ 2009628; 
ref erence: u r l , WL>J\\I , eme r gingt h reats, net / cgi - b in / cvSL\leb . cgi / s igs / CURR ENT _EVENT S/ CURRE NT _MSVi dCtl ; s i d : 2009628; r ev : 2 ; ) 

#by wo l vee 

• 
#alert t cp $EXTERNAL_NET $HTTP_ POR TS -> $H0'·1E_NET a ny (ms g : " ET ACTIVEX Vulne r a b l e Microsof t Vi deo Ac t i veX CLSID aecess {16 ) " ; fl o1" : to_client,es tablis hed; eo ntent : "e l sid"; noe ase; 
cont e nt : "4A5869CF- 9290 -4040 -AE03 - FCA FCSB9CD42"; noease; d i sta nc e : 0; pere :" / <OB J ECT\ s+[ "> J*e l assid \ s *=\ s * [ \ x2 2\ x27 ] ?\ s *e l s i d \ s* \ x3a \ s* \ x7B ?\ s*4A5869CF- 929D-4040-AE03- FCAFC5B9C042/ s i " ; 
e l ass t ype : v,eb • applica t ion -a t t ac k ; r eferenee: u r l ,mic rosoft . com/ tec h net / sec urity/ a dvi sory/ 972890 .mspx; r efe r ene e: ur 1 , doc . emergingthr eat s . ne t / 2009629 ; 
refere nee : u r l , h'L>J\\I , eme rg i ngt h reats . net / cgi - b i n / evs L\le b . egi / sigs / CURRENT _E VENTS/ CURRE NT _MSVi dCtl ; s i d : 2009629; r ev : 2 ; ) 

#by wo l vee 

• 
# a lert t e p $EXT ERNAL_NET $HTTP_POR TS - > $H0'·1E_NET a ny (msg:" ET ACTIVEX Vulne r a b l e Microsof t Vi de o Ac t i veX CLSID aecess {17 ) "; fl o1" :to_e lient ,es tablis he d; eo ntent: "cls i d"; noease; 
content : " 577FAA18-4518-445E- 8 F70 - 1473 F8CF48A4"; noease; d i s ta nee : 0; pere:" / <OB J ECT\ s+ [ "> J*c l assid \ s *: \ s * [ \ x22 \ x27 ] ?\ s *c l s i d \ s * \ x3a \ s * \ x7B ?\ s *577F AA18-4 518-44SE-8F70- 1473F8CF4BA4 / s i " ; 
c lasstype: v,e b - applica t i on - a t t ac k ; refere nce: u r l ,m i crosoft . com/ tee h ne t / sec uri ty/ a dvi sory / 972890 .mspx; r efe rene e : ur 1~ doc .emer g i ngthr eat s. ne t / 2009630; 
ref e r e nee: u r l , h'l>J\\I . eme rgi ngt h reats . net / cgi- bin/ evs L\leb . egi / s i gs / CURR ENT _ EVENTS/ CURRENT _MSVi dCtl ; s i d: 2009630; r ev : 2; ) 

#by wol vee 

• 
# a le r t t c p $ EXT ERNAL_NET $HTTP _POR TS -> $HQ',1E_NET a ny (msg: " ET ACTIVEX Vulne r a b l e Microsof t Vi deo Ac tiveX CLSID a eces s {18 ) "; fl Dl" :to_client ,establis hed; co ntent: "cls id"; nocase; 
content : "59DC4 7A8- 116C- 1103-9D8E -00C04 F72D980"; noease; d i sta nee: 0; pere:" /< OB J ECT\ s+[ "> J*c l ass i d\ s• =\ s * [ \ x22 \ x27 ] ?\ s *c l sid \ s "" \ x3a \ s "" \ x7B ?\ s *59DC47A8 -116C- 11D3-908E-00C04F720 980/ s i " ; 
e l a ss t ype: v1e b - applieat i on -a t t ac k ; ref e r e nee: u r l,microsoft . com/ t e ch net / sec ur i ty/ a dv i sory / 972890 .ms px; r efe r enee: ur l ~ doc. emerg i ngthr ea t s. net/ 2009631; 
r e f e re nee : u r l , \..-ww . eme rg i ngt h reats . net/ egi -bin / eVSL\leb. egi / s igs / CURR ENT _ EVENTS/ CURR ENT _M5Vi dCtl; s i d : 2009631 ; r ev : 2; ) 

#by wo l vee 

• 
# a lert t c p $ EXT ERNAL_NET $HTTP _ PORTS -> $H0'·1E_NET a ny (msg : " ET ACTIVEX Vulne r a b l e Microsof t Vi deo Ac t i veX CLS ID aecess ( 19 ) "; fl Dl" : to_client ,establis hed; eo ntent: "cls i d"; nocase; 
content : "7F9CB140-48E4-4386- 9346 - 1AEBC3 9C64D3"; noease; d i sta nce : 0; pe r e: .. / <OB J ECT\ s+ ( "> J*e l assid\ s • =\ s * [ \ x22\ x27 ] ?\ s *c l s i d \ s • \ x3a \ s • \ x7B ?\ s *7F9CB140-48 E4-4386-9346-1AEBC39C6403 / s i "; 
c l a ss t ype: v,e b - appliea t i on -attac k ; ref e r e nce: u r l,microsoft . com/ tec h net / sec ur i ty/ a dvi sory / 972890 .ms px; r eferenee: ur l , doc .eme r g i ngthr eats . net/ 2009632; 
r e f ere nce: u r l , WLWI . emergingt h r eats, net/ c gi - b i n / cvSL\leb . cgi / s igs / CURR ENT _EVENTS/ CURRE NT _MSVi dCtl; s i d : 2009632 ; r ev : 2; ) 

#by wo l vee 

• 
#a lert t cp $EXTE RNAL_NET $HTTP_ POR TS -> $H0'·1E_NET a ny (msg : " ET ACTIVEX Vulne r a b l e Microsof t Vi deo Ac t i veX CLSID aeeess {20 ) " ; fl rn" : to_client ,es t a blis hed; eo nt e nt : "e l sid"; noc ase; 
content : "823535A0 -0318- 1103 - 9D8E -00C04 F72D980" ; noease; d i sta nc e : 0; pere :" / <08] ECT\ s+ [ "> ] *e l ass i d \ s *=\ s * [ \ x22 \ x27 ] ?\ s *c l s i d \ s * \ x3a \ s * \ x7B ?\ s *823535A0-0318- 11D3-908E- 00C04F720980/ s i "; 
e l ass t ype: v,e b • applicat i on •a t t ac k ; refere nce: u r l , microsoft . com/ tech net / sec urity/ a dvi sory / 972890 .mspx; r ef e r ene e : ur 1 , doc .eme r gingthreat s . net/ 2009633; 
r e f e r e nee: u r l , h'LWI . eme rg i ngt h reats . net / c gi - b i n / evs L\le b . egi / s i gs / CURR ENT _ EVENTS/ CURRE NT _MSVi dCtl ; s i d : 2009633; r e v : 2 ; ) 

#by wo l ve e 

• 
#alert tep $EXT ERNAL_NET $HTTP _ POR TS 4 > $H0'·1E_NET a ny (msg: " ET ACTIVEX Vulne r a b l e Microsof t Vi deo Act i veX CLSID aecess ( 21 ) " ; fl rn" :to_cl ient ,es t a blishe d; eo ntent: "e l s i d"; noease; 
conten t : "8872FF 1B- 98f A-4D7A- 8D93 -C9 Fl055F85BB" ; noease; d i s ta nee : 0 ; pere : " / <OB J ECT\ s+ [ "> ] *e l assid \ s *: \ s * [ \ x22 \ x27 ] ?\ s *c l s i d \ s * \ x3 a \ s * \ x7B ?\ s *8872 FF1 B-98FA-4D7A-8093-C9f10 55F858B/ s i "; 
c l a ss t ype : v,e b - applicat i on -a t t a c k ; refe r e nce: u r l , microsoft . com/ tee h ne t / sec ur i ty/ a dvi sory / 972890 .ms px; r ef e r ene e: ur 1 , doc .emerg i ngthreat s. ne t / 2009634 ; 
ref e r e nee: u r l , h'l>J\\I . eme rgi ngt hreats . net/ c gi- b i n/ ev sL\leb . egi / sigs / CURR ENT _ EVENTS / CUR RENT _MSVi dCtl; s i d : 2009634; r ev : 2; ) 

#by wol ve e 

• 
#ale r t t c p $ EXT ERNAL_NET $HTTP _ PORTS -> $HQ',1E_NET a ny (msg : " ET ACTIVEX Vu l ne r a b l e Mic rosoft Vi deo ActiveX CLSID aecess {22 ) "; fl Dl" :to_client ,establis hed; co ntent: "cls i d"; nocase; 
content : "8A674 B4C- 1F63- 1103- B64C-00C04F794 98 E" ; noease; d i sta nee: 0; pere:" /< OBJ ECT\ s+[ "> ] *e l ass i d\ s• =\ s * [ \ x22 \ x27 ] ?\ s *c l sid \ s *\ x3a \ s "" \ x7B ?\ s *8A67484C-1F63 -11 D3-B64C-00C04F79498E / s i "; 
e l a sstype: v1e b - applieat i on -attac k ; refe r e nee: u r l ,mic rosoft . com/ t e ch net/ sec ur i ty/ a dv i sory / 972890 .ms px; r efe r enee: ur l , doc .emer g i ngthr ea t s. net/ 2009635 ; 
ref e re nee : u r l , h'lwi . emerg i ngt h r eats . net / egi-b i n / eVSL\leb. egi / s i gs / CURR ENT _ EVENT S/ CURRE NT _MSVi dCtl; s i d : 2009635; r ev : 2; ) 

#by wo l ve e 

• 
#alert t cp $ EXTERNAL_NET $HTTP _ PORTS -> $H0'·1E_NET a ny (msg : " ET ACTIVEX Vulne r a b l e Microsoft Vi deo Ac t i veX CLS ID aecess ( 23 ) "; fl rn" :to_client ,es t a blished; eo ntent: "cls i d"; noc ase; 
content : "8A674B 40- 1F63- 1103- B64C-00C04F79498E"; noease ; d i sta nce: 0 ; pere:" / <OBJ ECT\ s+[ "> ] *e l a ss i d\ s • =\ s * [ \ x22\ x27 ] ?\ s *c l s i d \ s • \ x3a \ s • \ x7B ?\ s *8A674840-1F63- 11D3-864C-00C04F79498E/ si"; 
c l a sstype: v,e b - applicat i on-attac k ; refe r e nc e : u r l ,mic rosoft . com/ tec h net/ sec ur i ty/ a dvi sory / 972890 .mspx; r e f e r enee: ur l , doc .eme r g i ngthr ea t s . net/ 2009636 ; 
r e f ere nce: u r l , WLwi . eme rg i ngt h reats, net/ cgi - b i n / cvSL\le b . cgi / s igs / CURR ENT _EVENTS/ CURRE NT _MSVi dCtl; s i d : 2009636; r ev : 2; ) 

# by wo l vee 

• 
#alert t cp $ EXT ERNAL_NET $HTTP_ POR TS -> $H0'·1E_NE T a ny (msg : " ET ACTIVEX Vulne r a b l e Microsoft Vi deo Ac t i veX CLSID aecess {24 ) " ; f l o1" : to_client ,es tablis hed; eo nt e nt : "e l sid"; noc ase; 
cont en t : "9CD64 701 - BDF3 -4D14 - 8E03 - F12983086664 .. ; noease; d i sta nc e : 0 ; pere :" /< 08] ECT\ s+ [ "> ] *e l assid\ s *=\ s * [ \ x22 \ x27 ] ?\ s *e l s i d \ s * \ x3a \ s * \ x7B ?\ s *9CD64701 - BDF3 -4 014-8E03- F12983D86664 / s i"; 
e lass t ype : v,e b • applicat i on - attac k ; r ef e r e nc e : u r l , microsoft . com/ teeh net/ sec urity/ a dvi sory / 972890 .mspx; r e f e r ene e : ur 1 , doc .emergingthr eat s . ne t / 2009638 ; 
r e f e r e nee : u r l , h'L>J\\I . eme rg i ngt h reats . net / cgi - b i n / evs L\le b . egi / sigs / CURR ENT _ EVENTS/ CURRE NT _MSVi dCtl ; s i d : 2009638; r e v : 2 ; ) 

#by wo l vee 

• 
#alert t cp $EXT ERNAL_NET $HTTP_POR TS 4 > $H0'·1E_NET a ny (msg:" ET ACTIVEX Vulne r a b l e Microsoft Vi deo Ac t i veX CLS ID aecess ( 25 ) "; fl o1" :to_cl i ent, es t a blis he d; eo ntent: "e l sid"; noease; 
content : "9f77AAC4 - 35E5 -42Al - BDC2 -8f3 FF 399847("; noease ; d i s t a nee : 0; pere : " / <OB J ECT\ s+[ "> J*c l assid \ s *: \ s * [ \ x22 \ x27 ] ?\ s *c l s i d \ s *\ x3a \ s * \ x7 B ?\ s *9E77AAC4 - 35ES-42A1-BDC2-8F3Ff399847C / s i " ; 
c l a ss t ype: v,e b - applicat i on -atta c k ; r ef e r e nce: u r l, mi c r osoft . com/ tee h ne t / sec ur i ty/ a dvi sory / 972890 .ms px; re f e r ene e: ur 1 , doc .emer g i ngthreat s. ne t / 2009639; 
ref erenee: u r l , h'l>J\\I . emergi ngt h reats . net / cgi -b i n/ evs L\leb . egi / sigs / CURRENT _ EVENTS / CURRE NT _MSVi dCtl; s i d: 2009639; r ev : 2; ) 

#by wol vee 

• 
#alert tcp $ EXT ERNAL_NET $HTTP_ PORTS -> $HQ',1E_NET a ny (msg :"ET ACTIVEX Vu l ne r ab l e Mic rosoft Vi deo Ac t i veX CLSID aecess {26 ) "; fl ol" : to_client , es tablis hed; co ntent: "cls i d"; nocase; 
content : "Al A2 Bl C4-0E3A- 1103-9D8E -00C04 F72D980"; noea se; dist a nee : 0; pere : " /< OB J ECT\ s+[ "> J*c l ass i d\ s • =\ s * [ \ x22 \ x27 ] ?\ s *c l sid\ s "" \ x3a \ s "" \ x7B ?\ s *A1A2B1C4 -0E 3A- 11D3-908 E-00C04F720 980/ s i " ; 
c l a sstype : v1e b - applieat i on -a t t ac k ; ref e r e ne e : u r l, mic rosoft . com/ t e ch net/ sec ur i ty/ a dvi sory / 972890 .mspx; r efe r enee : ur l , doc. e merg i ngthr ea t s. net/ 2009640; 
refere nee : u r l ,wi"°'" . emergingt h reats . net/ egi -b i n / evs 1\leb . egi / s i gs / CURRENT _ EVENT S/ CURRE NT _MSVi dCtl ; s i d: 2009640; r ev : 2; ) 

#by wo l vee 

• 
#alert t cp $ EXTERNAL_NET $HTTP _ PORTS -> $H0'·1E_NET a ny (msg : " ET ACTIVEX Vulne r a b l e Microsof t Vi deo Ac t i veX CLS ID aecess ( 27 ) "; f1 01" : to_client,establis hed; eo ntent: "cls i d " ; noc ase; 
content : "A2 E 3074E- 6C30 - 1103-B653-00C04 F794 98 E"; noease; d i sta nce: 0; pere:" /< OBJ ECT \ s+[ "> J*c l ass i d \ s • =\ s * [ \ x2 2\ x27 ] ?\ s*c l s id \ s • \ x3a \ s * \ x7B ?\ s *A2E3074E-6C3D- 11D3-8653-00C04F79498E/ s i "; 
e l a ss t ype: v,e b - applica t i on-attack; ref e r e nc e : u r l ,mic rosoft . com/ tec h ne t / sec ur i ty/ a dvi sory / 972890 .mspx; r e f e r enee : ur l , doc .eme r g i ngthr ea t s . net/ 2009641 ; 
r e fere nee: u r l , WL>J\>J . eme rg i ngt h reats, net / cgi - bin / cvs L\le b . cgi / s i gs / CURR ENT _EVENTS/ CURRE NT _MSVi dCtl ; s i d : 2009641; r ev : 2; ) 

#by wo l vee 
# 

#alert t cp $EXTERNAL_NET $HTTP_ POR TS -> $H0'·1E_NE T a ny (msg:"ET ACTIVEX Vulne r a b l e Microsof t Vi deo Ac t i veX CLSID aecess {28 ) "; f l o1" : to_cl i ent , established; eo ntent: "e l sid " ; noc ase ; 
cont e nt : "A2 E 30750- 6(30 - 1103 - B653 -00C04 F794 98 E" ; noease; d i sta nee : 0; pere :" / <08] ECT\ s+[ "> J*c l assid \ s *=\ s * [ \ x2 2\ x27 ] ?\ s *c l s i d \ s* \ x3a \ s * \ x78 ?\ s *A2E30750-6C3D- 11D3-8653 - 00C04F79498E / s i " ; 
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c l asstype : we b• applica t ion • at tac k ; r ef e r ence : u r l , mic r osoft . com/ tec hnet / sec ur i t y/ advi sor y/972890 . mspx; ref ; r e nce : u r Ì , doc . emer g ingthr e at s. net/ 2009642; 
r ef e r e nce : ur l , WL'I\V . emer gingth reats. net / cg i - b i n / cvs we b. cgi / s i gs / CURR ENT _ EVENTS/ CURR ENT _MSVi dCtl; s id: 2009642; r e v : 2 ; ) 

# by Chri stophe r Campesi 

• 
a l e r t t cp $EXTE RNAL_NET a ny -> $HOM E_NET 445 (ms g: " ET CURRENT_EV ENTS Remo t e SMB2.0 DoS Explo i t " ; flow:to_ser ve r ,es t ablis hed; co nt ent : " lff lSMBl 72 00 00 00 00 18 53 c8 I " ; offse t : 4 ; 
content : ! " I 00 00 I"; \V i t hi n : 2 ; c l ass type: a t tempt ed-dos; r e f e r e nce : u r l , secur i t y r eason . com/ exp l o i ta l e r t / 71 38; r efe r e nce: ur l , doc. emer g i ngthr eat s . ne t / 2009886; 
ref erence : ur l , www .emer gingth reats. net / cg i - b i n / cvs web. cgi / s i gs / CURR ENT _EVENTS/ CURR ENT _MS_SMB_OOS; sid : 2009886; r e v : 4 ; ) 

# by Chanda n at Sec pod 

• 
a l ert tcp $EXTE RNAL_NET $HTTP_PORT S -> $1·K)ME_NET any (msg : " ET ACTIVEX Sna ps hot Vi ewe r fo r Mi crosof t Access ActiveX Cont r o! Ar bi t ra ry File Downl oad ( 1 ) " ; flow: t o_cl ient,established; 
content : " F0 E42D50- 368C -1100- AD81 -00A0C90DC809" ; noca se ; per e:" / ( Sna ps hotpat h I Comp r essedP at h l Pri nt Sna ps hot )/ i "; pe r e : " / ( exe I bat I com i dll I in i )/ i " ; c l ass t ype : we b-applic at ion- a ttac k; 
ref e r e nce : bugtra q , 30114; r ef e r e nce: ur 1, downloads .. securi t yfocus .. com/vul ne r a bi lit i es / expl o i t s/30114 . html ; refe r e nce: ur 1 , ps t gr oup . bl ogs pot .. com/ 2008/ 07 / exp l o i t mi c roso f t -off i ce- s na ps hot­
vie,..,e r .. ht ml ; r ef e r ence : u r l , doc . eme r gi ngth reats .. ne t / b i n/v i ew/Ma i n/2008407; r e f e r e nce: ur 1, Wl'i\V .. emergingth r eats . net/ cg i - b i n/ cvswe b. cgi / s igs / CURRENT _E VENTS/ CURRENT _MS_Snaps hot ; s i d: 2008407; 
rev :4; ) 

# by Chandan at Sec pod 

• 
a l ert t cp $EXTE RNAL_NET $HTT P_PO RT S • > $HOME _NE T any (ms g: " ET ACTIVEX Sna ps hot Vi ewe r for Mi crosof t Access Act i veX Cont r o! Ar bi t r a ry File Downl oad ( 2 ) " ; flow:to_client, establis hed; 
content : "F0 E42060- 368C -1100-AD81 -00A0C90DC 809" ; nocase; per e:" / ( Sna ps hotPat h I Comp r essedP at h l Pri ntSna ps hot )/ i "; pe r e:" / ( exe I bat I comJ dll I in i )/ i" ; c l ass t ype :we b-applic at ion-attack; 
ref e re nce : bugt raq , 30114; r ef e r e nce: ur 1, downloads .. sec ur i t yf oc us .. com/vul ne rabi lit i es/ exp l o i t s / 30114 . ht ml ; r e f e r e nce : ur l , ps t group . bl ogspot . com/ 2008 / 07 / exp l oi tmi c roso f t -of f i ce- sna ps hot ­
viewe r . htm l ; re f e r ence : u r l , doc .emer gingth reats. net/ b i n/v i ew/Ma i n/2008408; re f e r e nce: ur l , Wl'itV . emer g i ngth r e ats , ne t / cgi - b i n/ cvswe b. cgi / s i gs / CURR ENT_EVENTS/ CURRENT _MS_Snaps hot ; s i d : 2008408; 
rev :4; ) 

#by Chanda n at Sec pcd 

• 
a l e r t t cp $EXTERNAL_NET $HTT P_PO RT S - > $HOME_NET any (msg:" ET ACTI VEX Snaps hot Vi ewe r fo r Mic r osof t Access Ac t i veX Cont r o! Ar bitrary File Downl oad ( 3 ) " ; flow: t o_client,established; 
content : "cls id " ; noc ase; content : " F 2175210- 368C-11D0 -AD81 -00A0C900C809" ; nocase ; pe r e:" / ( Sna ps hot Path I Compr essedPa th I Prin t Sna ps hot )/ i " ; pc r e : " / ( exe I ba t I com i d 11 I i ni ) / i " ; cl as s t ype : ,..1e b­
a pplica t ion - at t ack; r e f e r e nce : bugt r aq , 30114; r e f erence: ur 1, downloads. securi t yf oc us . com/v ulnerab i l i ties / exp l oit s / 30114 . html ; r ef er ence: ur l , ps t group . bl ogs po t . com/2008 / 07 / explo i t mic rosoft ­
off ic e- s na ps hot-v iewer . ht ml ; r ef e r e nce : url , doc . eme r g i ngth r eat s . net / bi n/v iew/Main/ 2008409; r e f e r e nce : url , 1vww . eme r g i ngthr ea t s . net / cg i -
bin/ cvs1Yeb . cgi / sigs / CURRENT _ EVENTS/ CURR ENT _MS_Snaps hot ; s id : 2008409; r e v : 2; ) 

# by Eo i n Mil l e r 

• 
a l ert t c p $EXTERNAL_NET $HTTP_PO RT S - > $1·K>ME_NE T any (msg : " ET CURRENT_EVENTS Hi dd e n i frame Se r ve d by nginx - Like l y Host ile Code " ; flow:established , t o_c lient ; content : " 10d 0a lSe r ver l3a l 
nginx" ; nocase; offset : 15; depth : 15; co ntent : " <i frame src:"; nocase; content: " s t y l e: l 22 lv i sibili ty l 3a lh i dde n l 3b 22 1 wi dt h::: 122 11 122 1 he i ght : 122 11 122 1></ i fr ame >" ; noca se; class t y pe: ba d ­
unknown; r ef er ence : ur l ,doc . eme r g ingt hr ea t s . ne t / 2011714 ; r ef er ence: ur l , wi.,.,._., . eme r g ingt h r ea t s . ne t / cgi • b i n/ cvs ,..,eb. cgi/ s i gs / CURR ENT _EVENTS/ CURR ENT _Ha l ve rt i s i ng ; s i d : 2011714; r e v : 4; ) 

# by Eo i n Mil l e r 

• 
a l ert t cp $HOME_NET any ·> $EXTE RNA L_NET $HTTP _PORTS (msg: " ET CURRE NT_ EVENTS MALVE RTIS I NG Adobe Exp l oited Check-In" ; flow: established, t o_se r ver; cont e nt : "GE T " ; noca se; dept h :4 ; 
urico nt e nt:" , ph p ?&&reade r _ve r sion::: " ; nocase ; class t y pe : t roj an- ac tivity; r ef e r e nce: url , dcc. eme r gi ngth r eat s net/ 2011715; r efe r e ne e: u r l , WWLY . eme r gingthr eat s . net / cgi-
bin/ cvsweb . cgi / s i gs / CURR ENT _ EVENTS/ CURRENT _Ma l ver tis ing; sid : 2011715; rev : 2; ) 

#2010 -07-14 By Eo i n Miller 

• 
a l e r t tcp $EXTERNAL_NET $HTT P_ PO RT S - > $HOME _NET any (msg: " ET CURRE NT_ EVENTS Ma l vertising drive by kit e nccunt e r e d - Loading . . . " ; flow:establis hed , t o_c lient ; cont ent : "HTTP/1 " ; de pt h :6; 
cont e nt : "<ht ml> <head></ head>< body>loadi ng . . . <di v id= I 22 I page I 22 I s t y l e= I 22 I d i sp l ay I 3a I none I 22 I>"; nocase; classtype: bad - un kno,..m; ref e r ence: url, doc. emergingt hrea t s. ne t /2011223; 
refe r e nce : ur l , Wl'I\V . emer gingth reats. net / cgi- b i n / cvs 1ve b . cgi / sigs / CURRENT _ EVENTS/ CURR ENT _Ma l ve r tis ing; s id : 2011223 ; rev : 4 ; ) 

#2010 -07 -14 By Eo i n Hi lle r 

• 
a l e r t t cp $EXTERNAL_ NET $HTT P_PO RT S - > $HOME_NE T any (msg: " ET CURRENT_ EVENTS Ma l vertis i ng drive by kit e nccunt e r e d - bmb cookie" ; flow:establi s hed , t o_c lient ; cont ent : "HTTP/ 1 " ; de pt h :6; 
conte nt : "Set-Ccokie ] 3a I bmb=" ; noca se; classtype: bad • un kno,..m ; r ef e r ence : url , doc. eme r gingth r e a t s . ne t / 2011222; r ef e r e nce: ur l , IVloJW . eme rgingth r eat s . net / cgi -
b i n/ cvs1Yeb . cgi / sigs / CURR ENT _ EVENTS/ CURR ENT _Ma l ver t i s i ng; sid : 2011222; r ev : 2; ) 

#2010 -07-14 By Eo i n Mi lle r 

• 
a l e r t t cp $HOME_NET any -> $EXTE RNA L_NET $HTT P_PORTS (msg: " ET CURRE NT_ EVE NTS Ma l ve r t is i ng drive by kit collec t i ng browse r info " ; flow:established , t o_se r ve r ; uricontent : " / p l ug ins. php? 
p=appName"; nocase; c l a ss t ype: ba d - unknown; r efe r e nc e : ur 1 , doc. emerg ingth r eat s . ne t / 2011224 ; r e f e r e nc e : ur l , 1wiw . eme r g i ngthr ea t s . net / cgi-
b i n/ cvsweb . cgi / sigs / CURR ENT _ EVENTS/ CURR ENT _Ma l ver ti s i ng; sid : 2011224 ; r ev : 3; ) 

# by eo i n mi lle r 

• 
a l e r t t cp $HOME_NET any - > $EXTE RNA L_NET $HTT P _PORTS (msg: " ET CURRENT_ EVENTS MALVERTISING client r eq ues ting dr i ve by - /x/? s r c; " ; flow: establis hed , t o_server ; uri content : "/x/? s r c ="; 
nocase ; ur icontent : "&o=o" ; nocase; c l asstype : ba d - un kn01~n; r efe r e ne e: u r l , dc c . eme r gingth r eats . ne t / 2011230; r efe r ence: ur l , www . eme r g ingthr eat s . ne t / cgi-
bin/ cvsweb . cgi / s i gs / CURRENT _EVENTS/ CURRENT _Ma l ver ti s i ng; s i d : 2011230 ; r ev : 3; ) 

# by eo i n mil l e r 

• 
#alert t cp $HO'IE_NET a ny - > $E XTERNAL_NET $HTT P_PORTS (msg:" ET CURR ENT_ EVENTS MALVERTI SHIG c lient r e questing r edi r ec t t o drive by - . php?c=c us t " ; f101Y :established , t o_se r ve r ; 
urico nt ent:" . ph p ?c =c ust " ; nocase ; e l a ss t ype: bad - unkn own; r e f e r e nce : ur l , doc . eme r gingthr eats . ne t /2011231; r e f e r e nce: ur l , wi.,,w . eme r g ingt hr eats . ne t / cgi-
bin/ cvs1"eb . cgi / sigs / CURR ENT _EVENTS/ CURR ENT _Ma l ver ti s i ng; sid : 2011231 ; rev :4 ; ) 

# by Jami e Bl asco of OSSIM ba se d on ma l war e ur l. com da t a 
#174 cc urrences 

• 
a l e r t t cp $HOME_NET an y - > $EXTE RNA L_NET $HTT P _PORTS (msg: " ET CURRENT _ EVENTS MALWARE Li ke l y Rogue Ant i v i r us DOlvnl oad - Ant i v i r us_21 . exe"; fl ow: establis hed, t o_se r ver ; co nt ent : "GET 
dept h :4 ; noc ase ; u r i content : "/ dmml oad/ Ant i v i r us_ "; ncca se; ur i cont ent: " . exe " ; nocase; pere: " / do1vn load\ x2 FAnt i virus_ \ d+\ x2Eexe/ Ui "; clas s t ype: t r ojan- activity ; 
ref e r e nce : ur l , doc . emer gingth reats. net/2010050; r e f e r e nce: ur 1, W!.'11"1 . emergingth r ea ts, net / cgi - bin/ cvs 1"1eb . cgi / s igs / CURR ENT _ EVENTS/ CUR RENT _Ma l wa r e u r l _top_downl oa ds; s i d : 2010050; r ev : 3; ) 

#139 oc urrences 

• 
a l ert t cp $HOME_NET any - > $EXTE RNA L_NET $HTT P_PORTS (msg:" ET CURRENT_ EVE NTS MALWARE Like l y Rogue Antiv i r us Dolvnl oad - ws.exe" ; flow: establishe d , t o_serve r ; content "GE T " ; de pth : 4; 
nocase; uricont e nt : " / i nstall /l~ s . exe " ; nocase; c l assty pe : t r o j a n-act i vi ty ; r efe r e nce : u r l , dcc . eme r g i ngthreats . net / 2010051; r ef e r ence: u r l , WWI.Y . eme r g i ngthr eats . ne t / cgi-
bin/ cvsweb . cgi / s igs / CURRENT _EVENTS/ CURRENT _Ma l war eu r l _ t op_downl oads; sid: 2010051 ; rev : 2; ) 

#105 oc urrences 

• 
a l ert tc p $HOME_NET an y - > $EXTE RNA L_NET $HTT P_PORTS (msg:" ET CURR ENT_ EVENTS MAUJARE Like l y Rogue Antiv i r us Do1vnl oad - ws .z ip" ; f l ow: establis hed,to_server ; cont e nt "GET "; nocase ; 
dept h :4 ; u r icontent : "/ i ns t a l l/1>1 s. zi p" ; nocase; c lass t ype: t r c j an-ac t i vity; r efe r e nce: ur l , doc . emerg i ngthr eats . net/ 2010052; r e f e r e nce: u r l , WIVIV. eme rg i ngt hr eats . net / cg i -
bin/ cvs1"eb . cgi / sigs / CURR ENT _EVENTS/ CURR ENT _Ma l war eu r 1_ t cp_downl oads; s id: 2010052; rev: 4 ; ) 

#139 oc urrenc e s 

• 
a l e r t t cp $HOME_NET any · > $ EXTE RNA L_NET $HTTP_PORTS (msg:" ET CURRENT_EVE NT S TROJAN Li ke l y Fa keRean Do1Ynl oad"; f l ow:establi shed , t o_ se r ver ; co nt ent: "GE T " ; dept h : 4 ; nocase; 
urico ntent : " / i n staller /lns t a lle r Cl ean . e xe " ; noc ase; clas sty pe: troj a n-activ i t y ; r ef e r ence: u r 1, dcc . eme r gi ngthr eats. ne t / 2010053 ; r ef e r e ne e: u r l , www .eme r g i ngth r ea t s . ne t / cgi­
bin/ cvs1"eb . cgi / s i gs / CURRENT _EVENTS/ CUR RENT _Ma l war eu r l _ t cp_downl oads; s i d : 2010053; rev : 2 ; ) 

#117 

• 
a l ert t c p $HOME_NET any - > $EXTE RNA L_NET SHTTP_PORTS (msg: " ET CURRE NT_ EVENTS TROJAN Li ke l y TDSS Downl oad ( codec . e xe ) " ; f1 01" :establis he d,to_se r ve r ; co nt e nt "G ET " ; dept h :4 ; nocase ; 
u rico nt e nt : " / codec . exe" ; nocase; c l assty pe : t r o j an-activi ty; r ef e r e nce : u r l , doc. eme r g ingth r eats. net/ 2010054 ; r ef e r e nce: ur l,Wl'itV . emerg i ngt hr e ats , ne t / cg i -
bin/ cvsweb . cgi / s i gs / CURRENT _E VENTS/ CURRENT _Ma l war eu r l _ t cp_dcwnloads; sid : 2010054 ; rev: 3 ; ) 

#107 

a l e r t t cp $HOME_NET any -> $EXTE RNA L_NET SHTT P_PORTS (msg: " ET CURRENT_ EVENTS TROJAN Li ke l y TDSS Downl oad ( pc de f . exe ) " ; flOIY:establis hed , to_se r ve r ; co nt e nt "GET " ; dept h :4 ; nocase ; 
urico ntent: "/pcdef . e xe"; nocase; clas sty pe :troj an -activi t y ; re f e r ence : u r 1, doc . eme r gingt hreats . ne t / 2010055; r efe r e nce : ur l , Wlvw . emer gingthr eats . net/ cg i -
b i n/ cvs1"eb . cgi / sigs / CURR ENT _ EVENTS/ CURRENT _Ma l war eu r l _ t cp_dcwnl oads; sid: 2010055 ; r ev : 2 ; ) 

#93 oc ur rences 

a l e r t tc p $HOME_NET any -> $ EXT ERNA L_NET $HTT P_PORTS (msg:" ET CURR ENT_ EVENTS TROJAN Li ke l y TDSS Do,..ml oad ( 197 .exe ) " ; flow: es t ablis hed , t o_se r ve r; co nt e nt :"GET 
urico nt e nt: "/ccdec / 197 . exe" ; nocase; classtype: t r ojan • activity ; reference: ur l , doc . emergingt h r ea t s. ne t / 2010056; r e f erenc e : ur l, wi.,iw . emerg ingth r eat s . ne t / cg i ­
b i n/ cvs1"eb . cg i / sigs / CURR ENT _ EVENTS/ CURRE NT _Ma l war eu r l _ tcp_dcwnl oads; s i d : 2010056 ; r ev : 2 ; ) 

#91 oc ur r e nces 

dept h : 4 ; nocase; 
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• 
a l ert tcp $HOME _NET any - > $EXTE RNAL_NET $HTTP _ PORTS ( ms g : "E T CURRE NT_ EVENTS MALWARE Likel y Rogue An t i v irus Dm>1nl oad - i nsta llpv .ex e " ; flm~: es t ablis hed , to_se r v er; content : "GET "; 
dept h :4; noc ase; uricontent : "/ i ns t a llpv . exe" ; noc ase; class t ype : t ro j a n-activity; r ef e r ence : u r 1, doc . e me r gingthrea t s. ne t /2010057; r ef erence : u r 1, www .emergingthreats. net/ cgi ­
b in/ cvs 1-Jeb . cgi / sigs / CURRENT _ EVENTS/ CURR ENT _Ma l war eu r l _top_downloads ; sid : 2010057; rev: 2; ) 

#70 oc ur renc es 

a l e rt tcp $HOME _NET any -> $EXTERNA L_NET $HTTP_ PORTS (msg: " ET CURRENT_ EVE NTS MALWARE Lik e l y Unknm~n Tro j a n Dm~n load " ; flow :est a bli s hed, to_ se r ve r ; con t e nt :"GET " ; de pth : 4 ; nocase; 
uriconte nt: " / sof tvlar efo rtubevi e11i .40009 . exe" ; nocase ; cla sst ype: t ro jan -act i vi t y j r ef e r ence: ur l , doc . eme r g i ngth r eats . net / 2010058; r e f e rence: ur l, ww1Y . eme r gi ngt hr ea t s . net / cg i ­
b i n/ cvs1Yeb . cgi / sigs / CURRENT _E VENTS/ CURR ENT _Ma l war eurl_ t op_down l oads; s i d : 2010058 ; rev : 2 ; ) 

#56 oc ur rences 

a l e rt t cp $HOME_NET any -> $EXT ERNA L_NET $HTT P _ PORTS (msg : " ET CURR ENT_ EVENTS TROJAN Li ke l y Un kn o1,in Tr o j a n I nfostea l er Down l oad"; flow: es t ablished , t o_serve r ; cont e nt : "G ET "; d e pt h :4 ; 
nocase ; uricont ent ! " / crack .4 5000 . e xe" ; nocase; c l ass t ype: t roj an - ac t i v i t y ; r e f e r e nce: ur 1 , doc . emergingthr eats . ne t / 2010059; r e f erenc e : ur l , wi·,111 . emergingt hr eats . net / cg i -
b i n/ cvsweb . cg i / sigs / CURR ENT _ EVENTS/ CURRENT _Ma l war eurl_ t op_down l oads ; s i d : 2010059 ; r ev : 2; ) 

#51 oc ur r e nces 

a l ert tcp $HOME_NET any -> $ EXTERNA L_NET $HTTP _ PORTS (ms g: " ET CURRENT_EVENTS TROJAN Li ke l y Poss i b l e Rogue A/V I.J in32 / Fa keXPA Dovm l oad " ; flow: est ablished , to_se r ve r; content : "GET " ; 
dept h :4 ; nocase; uri content: "/ Soft _ 21 . e xe " ; nocase; clas sty pe : t roj a n-act i v i t y ; r efe r ence: u r l ,doc . eme r gi ngthr eats . ne t / 2010060; r efe r e nc e: u r l , WW\Y . eme r g i ngth r eats . ne t / cgi­
b i n/ cvsweb. cg i / s igs / CURRENT _EVENTS/ CURRENT _Ma l war eu r l _ t op_down l oads ; s i d: 2010060; r ev : 2; ) 

#4 7 o c ur renc es 

• 
a l e r t t cp $HOME_NET any -> $EXTE RNA L_NET $HTT P_ PORTS (ms g:"ET CURRE NT _ EVE NTS MAUJARE like l y Rogue Ant i v irus DoL,inl oad - I nt e r net Ant i v i rus Pro . exe" ; f101y :est abl i shed , t o_ se r ve r ; 
content: "GET " ; de pth : 4; nocase; ur i cont e nt: " / Int e r ne t Antiv i r usPro . exe " ; noc ase; class t y pe : tro j a n-ac t i vity ; r e f e r ence: u r l , doc . eme r g i ngth r eat s . ne t / 2010061; 
ref e r e nce : ur l , www . emerg i ngt h reats. net / cg i - b i n / cvs web. cgi / s i gs / CURRENT _ EVENTS/ CURR ENT _Ma l wa r e ur l _ top_down l o ads; sid : 2010061 ; rev : 5 ; ) 

#30 oc ur r e nces 

a l e r t tcp $HOME_NET any - > $EXTERNA L_NET $HTT P _ PORTS (ms g : " ET CURR ENT _ EVENTS MALWARE Like l y Rogue Ant i v i ru s Dm,inl oad - Ant i v i r u s Pl us . e xe " ; fl ow; establi s he d , to_ se r ve r ; content: "GET "; 
dept h :4; nocase ; uri content : " / Antiv irus Pl us . e xe " ; nocase; c l as s t ype: t roja n- activity ; refere nce: u r l , doc . eme r gi ngth r ea t s. net / 2010062; r e f er ence: ur l , vtwW . emergingt h r eat s . ne t / cgi­
b i n/ cvs1Yeb . c gi / sigs / CURR ENT _ EVENTS/ CURR ENT _Ma l war eu r l _ t op_down l oads; s i d : 2010062 ; rev : 2 ; ) 

# by e vilghost 11/2/ 09 

• 
a l ert t cp $HOME_NET any -> $ EXTERNA L_NET $HTT P_ PORTS (ms g: " ET CURRENT_EVENTS MALWAR E Pot entia l e xp l o i t r ed i r ect, i n.cg i peps i " ; flow: establi s he d ,to_ser ver; uriconte nt : " t s / i n . cg i ?peps i " ; 
nocase; pere: " / ts \/ in\ . cg i \ ?pe ps i \ d+/ Ui " ; classtype : bad - unknmYn; r e f e renc e: u r l , ma l wa reur 1 . com; ref erence : ur l , doc eme r g i ngth reats. net/ 2010222; re f e r e nc e : ur 1 , Wl>J\'I . emer g ingt hr eats . net / c g i­
b i n/ cvsweb . cgi / sigs / CURRENT _EVENTS / CURRE NT _Ma l war eu r l _ t op_down l oads ; s i d : 2010222 ; rev : 3 ; ) 

# matt jonkma n 

• 
a l ert t cp $HOME_NET any -> $EXTE RNAL_NET $HTT P_ PORTS (msg:"E T CURRE NT_EVENTS MALWARE P-ot entia l Ma l wa r e Downl oad, f l ash-HQ- p l ug i n. 40000 .exe" ; fl ow:est ablished,to_ server; 
uricontent: "f l as h - "; nocase ; u rico ntent: " - p lug in " ; nocase; ur i c ontent : " . exe"; nocase; pe r e : " / flas h - [ \w- 1{0 , 3}p l ug in . \ d+\ . exe/ Ui " ; class t ype : bad - unk nO\'m ; r efe r ene e : url , ma l wa r e ur l . com; 
ref erence : ur l , doc . emerg i ngt h r eats. net/2010440; re f e r e nce: ur l , wwi,i . emerg ingthreats . net / cgi - b i n/ cvs 1,ieb . cgi / s i gs / CURR ENT _ EVENTS / CURRENT _Ma l wa reu r l _ top_do1Yn l oa ds; s i d: 2010440; r ev : 3; ) 

#by mi ke COX 

• 
a l e r t tcp $HOME_NET any - > $ EXTERNA L_NET $HTT P_PORTS (ms g : " ET CURRENT_ EVENTS MAUJARE P-ot entia l Mabia r e Dovml oad, pdf exp l o i t" ; flow:es t ablis hed , to_se r ve r ; 
u r i con t e nt: " / ss p/ fil es / a nnonce . pdf " ; nocase; c l assty pe: ba d - un knovm ; ref e r e nce : ur l ,ma l war eu r 1 . com ; r efe r enc e: ur 1 , \'M'I . eme r gingt hr eat s . ne t / cg i -
bin/ cvs11eb . c g i / sigs / CURRENT _EVENTS/ CURR ENT _Ma l war eu r l _ t op_down l oads; ref e r ence : ur 1 , doc . eme r gingt hr ea ts . net / 2010444 ; s id: 2010444 ; rev : 2 ; ) 

#by mike cox 

• 
#a l er t t cp $HO'lE_NET a ny · > $, EXTERNAL_NE T $HTTP _ PORTS (msg : " ET CURRENT _ EVENTS MALl,JARE Po t e ntia l Ma b Ja r e Downl oad , l oad jav ad . php exploit " ; flow: established, t o_ se r v er; 
u r i co nt e nt: " / s s p/ l oadj ava d . php"; nocase; c l ass t ype: ba d - un known; r e f erence : ur l,rna l wa r eu r 1 . com; r e f erence: u r 1 , W\'il'I . emergingt hr eat s. net / cg i -
b in/ cvsweb . cgi / s i gs / CURR ENT _ EVENTS/ CURR ENT _Ma l war eur l _ t op_down l oads; ref e r ence: url , doc . eme r gingt hr ea t s . net / 2010446; s id: 2010446; rev : 2; ) 

#by mike cox 

• 
a l ert tcp $HOME_NET any -> $EXTE RNA L_NET $HTTP_ PORTS (msg : " ET CURR ENT_ EVENTS MALWARE P-ot entia l Ma l wa r e Dovml oad, rogue a nt i vi r u s ( I Al ns t a ll . exe ) " ; fl ow: establi she d ,to_ser ve r ; 
u rico nt ent: .. / doL~ nl oad/ I Ai ns t a ll . exe " ; nocase; classty pe ; bad- unknown ; ref e r ence : ur 1 , ma l wa re ur l . com; r ef erence: url , WWIY , eme r g ingt h r ea ts . net/ cgi-
b i n/cvsweb . cgi / s i gs / CURRE NT _ EVENTS / CURR ENT _Ma l war eu r l _ t op_down l oads; ref e r ence: ur l , doc . eme r gingt hr ea t s . net / 2010447; sid: 2010447; r e v : 2; ) 

#by mi ke cox 

• 
a l e r t t c p $HOME_NET any -> $ EXTERNA L_NET $HTTP_ PORTS (msg:" ET CURRENT_ EVENTS MALWARE Pot entia l Ma b ,a r e Download , t r o j an zbot" ; flm~:es t ablis hed , to_se r ve r ; 
u rico ntent : .. / gl oba l d i recto r y / updat etoo l . exe" ; nocase; class t y pe : ba d- unkno \"m ; r e f e r ence : ur l ,ma l wareur I . com; r ef e r e nce: ur l , Wl\l\>1 . emerg i ngthr eats . net / cgi­
b i n/ cvs 1Yeb . cgi / sigs / CURR ENT _ EVENTS/ CURR ENT _Ma l war eu r l _ top_down l oads; r e f e r ence: url , doc . eme r gingthr ea t s. net / 2010448; sid : 2010448 ; r e v : 2; ) 

#by mi ke cox 

• 
a l e rt t cp $HOME_NET any - > $EXTE RNA L_NET $HTT P _PORTS (msg : " ET CURRENT _ EVE NTS MALWARE Pot ent i a l Ma b ,a r e Do\'ml oad, expl o i t r e d i r ec t " ; f101Y: es t a bli she d , t o_ se r v e r ; uri content : " / f kz d/ 2 . ht m" ; 
nocase; c l ass t ype : bad - unknm'ln j r ef e ren c e: ur l , ma l wa r e url . com; r e f e r e nce: u r l , ww1.~ . emergingt hr eat s . net / c gi •bin / cvs 1.,ieb . cgi / sigs / CURR ENT _ EVENTS/ CU RR ENT _Ma l wa r eu r l_ t op_dm'ln l oads; 
r ef e r e nce : ur 1 , doc. emer g i ngt h r eats. net/2010 449; s i d : 2010449; r ev : 2; ) 

# by e vilghost 

• 
a l ert t cp $HOME_NET any -> $EXTE RNA L_NET $HTT P_ PORTS (msg: " ET TROJAN Potentia l f ake AV GET i ns t a ller .1 . exe " ; flow:established, t o_serve r ; cont ent:"GET " ; d ept h :4; nocase; 
u rico nt e nt: " / i n staller . "; nocase; u r iconte nt :" . exe " ; nocase ; pere : " /\/ ins t a l l e r \ . \ d+\ . exe/ Ui " ; c l ass t ype : t r o j a n-ac t i v i t y; r ef e r ence : ur l , WL\ll~ . ma l wa r e url . com; 
ref e r e nce : ur 1 , doc. emerg i ngt h r e at s. net/2010452; re f erence: ur 1 , www . emerg ingthr eats , net / cgi - b i n/ cvs 1,ie b . cgi / s i gs / CURRENT _EVENTS / CURRENT _Ma l wa reu r l _ t op_down l oads; s i d: 2010452 ; rev :4; ) 

#by e vilghos t 

• 
a l ert tcp $HOME_NET any - > $EXTE RNA L_NET $HTT P_ PORTS (msg:" ET TROJAN Potentia l Fake AV GET i ns t a lle r _l.exe" ; flovl :established , t o_se r ve r ; cont ent:"GET " ; d ept h :4; nocase ; 
uricon t e nt: " / i n staller _ "; nocase; uricontent:". exe"; nocase ; pe r e: " /\/ i ns t alle r _ \ d+\ . e xe / Ui " ; classtype : t r ojan -activ i t y ; r e f e r e nce: url, Wl\ll'I . ma l wa r e ur l . com; 
r ef e r e nce : ur l , doc . emerg i ngt h reats. net / 2010453; r e f e r e nce: ur l , wwi,i . eme r g ingthr eats . net / cgi - b i n/ cvs 1,ie b . cgi / s i gs / CURRENT _ EVENTS / CURRENT _Ma l wa r e u r l _ top_do1Yn l oads; s i d: 2010453; r ev :4 ; ) 

#by e vilghos t 

• 
#a l e r t t cp $HCY-'IE_NET a ny -> $, EXTERNAL_NE T $HTT P _ PORTS (msg : " ET TROJAN Pote nt i a l Fa ke AV Do1,inl oad ( do\"ml oad / ins tall . php ) "; flow: establi s he d , t o_serve r ; content : "G ET " ; nocase; de pt h :4; 
urico nt e nt: "dmmload/ i nsta l l .php "; pc r e: "/\x0d \ x0aHost \ : [ a - z \ x2e ] + ( secu r i t y I v i r us I p ro I a nt i I scan I mypc I t ot a l I prot ec t I check I gua r d I def e nd )/ i " ; clas sty pe: t roj an -ac t i v i t y ; 
ref e r e nce : ur 1 , 1 i sts . eme r g i ngt hreat s . net / pipe rmail / eme r gi ng• s i g s / 2009 - Decemb e r / 004891 . ht ml ; r e f er ence : ur l , mall-Ja r e u r l . com; r e f e r e nce: ur l , Wl'IL'I . ma l wa r edoma i nlis t . com; 
ref e r e nce : ur l , doc. emer g i ngt h reats. net/2010465 ; r e f e r e nc e : ur 1 , WWl'I . emergingthr eats. net / cgi- b in/ cvs 1,ieb. cgi / s i gs / CURRENT _EVENTS/ CURRENT _Ma l wareu r l _top_down l oads; s i d : 2010465 ; r ev : 2 ; ) 

-#by mi ke cox 

• 
a l ert t cp $HOME_NET any -> $ EXTERNAL_N ET $HTT P_ PORTS (ms g:"ET CURRE NT_EVENTS Ma l wa reurl. com - potent i a l oficla downl oad ( annonc e.pdf ) " ; flow:est a blis hed , t -o_serve r ; cont ent: "GET " ; 
dept h :4 ; nocase; uri content : " / ssp/ fil es / a nnonce . pdf " ; nocase; pc r e:" /\/ ssp\/ f iles\/ a nnonce \ . pdf $/ Ui" ; class t ype: t roj a n-ac t i v i t y ; r e f e r e nce: u r l , www . ma h Ya reurl . com; 
ref e r e nce : ur l , WLw, . emer g i ngt h reat s. net / cgi- b in / cvs web. cgi / s i gs / CURRE NT _E VENTS/ CURR ENT _Mal wa reu r l _ top_down l o ads; r eference : ur l , doc. emerg ingt h r eat s. ne t /2010532 ; s i d : 2010532 ; rev : 2; ) 

# by mi ke cox 

• 
a l e r t tcp $HOME_NET any - > $ EXTERNA L_NET $HTT P_ PORTS (msg:" ET CURRENT_ EVENTS Ma l wa reur l .com - potent i a l oficla downl oad ( l oad javad . php ) "; flow:established , t o_server ; co ntent: "GET 
dept h :4 ; nocase; u r i content : " / ssp/loadj a vad . p hp " ; nocase ; pe r e : "/\/ssp\/ l oad j av ad\ . php $/ Ui "; clas sty pe : tro j a n-act i v i t y ; r ef e r ence : u r l , ww1L ma l wa r eu r 1. com; 
r ef e r e nc e : ur l , wwi,i . emer g i ngt h reats . net / cg i - b in/ cvs we b . cgi / s i gs / CURR ENT _ EVENTS / CURR ENT _Mal wa reu r l _ top_down l o ads ; r eference: ur l , doc. eme r g ingt h r eat s . ne t /2010534 ; s i d : 2010534; r ev : 2; ) 

#by v1a l do kit t y 
#149 occurances 

• 
a l e rt tcp $HOME_NET any -> $ EXTERNA L_NET $HTT P_ PORTS (msg:"ET CURR ENT_ EVENTS MALWARE Like l y Rogue Anti virus Do1.,inl oad - Setu p_ 200S .exe" ; flow:establishe d , t o_se r ve r ; cont ent: "GET " ; 
depth :4 ; noc ase ; uri content: "/ dmml oad/ Setup_"; nocase; u r i co ntent: " . exe"; noc ase; pere : " / downl oad \ x2FSet up_ \ d+\ x 2Eexe/ Ui"; clas stype: t r ojan • a ct i vity ; 
r ef e r e nce : ur 1 , doc. emer g i ngt h reats . net / xxxxxxx; r e f e r e nc e : ur 1 , Wl>J\'I . eme r g i ngthr eats . net / cgi - b in/ cvs 1,ie b . cgi / s i gs / CURR ENT _E VENTS/ CURRENT _Ma l wa r e u r l _top_down l oads; s i d : 2010684; r ev : 1 ; ) 

#by e vilghost 

• 
a l ert t cp $HOME_NET any -> $EXTE RNA L_NET $HTT P_ PORTS (msg:" ET CURRE NT_EVENTS Ma l wa reurl - wywg exec ut ab l e down l oa d like l y Ma l wa r e " ; flow: es t abli shed, t o_se r v e r; co nt ent: "GET "; nocase; 
dept h :4; u ri conten t : " /1,iywg/" ; nocase; uri cont ent: ". e xe " ; nocase; pe r e : " /\/wy1,ig \/ [ a- z0- 9 ]{2 , 5} \/ [ a- z0-9 ]+\ . exe$/ Ui"; class t ype : t r ojan-act i vity ; r ef e r e nce: u r l , ma b 1a r e url . com; 
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refe r e nc e : u r l , doc . eme rgingth reats . net / 2010716; r e fere nce : ur l , WWL,j . eme r g ingth r eats. ne t / cgi - bin/ cvs 1.-ieb . cgi / s i gs / CURR ENT _EVENTS / CUR RENT _Ma l wa r e u r l _ t op_downl oads; s i d : 2010716; r ev : 2; ) 

# by Mi ke Ccx 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg: " ET CURR ENT_EVENTS MAUJARE Unknown Ma b a r e D01.,jn l oad Attempt " ; flow:establishe d,to_ se r ver ; uricont e nt : "/ i nstaller / I ns t alle r "; 
nocase; u r i co ntent : " . exe" ; nocase ; pe r e : " /\/\d+\/ i ns talle r \/ I nstalle r (C l ea n) ?\ . e xe$ / Ui" ; e lasstype: bad- unkn01-Jn ; r eferenc e : u r l , ma h -Ja r e url . com; r efe r ence : ur l , \·MN . eme r gingthr eats. net/ cgi ­
b i n/ cvswe b. cgi / sigs/ CURRENT _EVENTS/ CURREITT _Ma l war eu r l _ t op_downloads; r e f e r e nce : ur 1, dcc . eme r g i ngth r ea t s. net / 2010796; s i d: 2010796 ; r ev : 2 ; ) 

# by matt jonkman, r e ht t p : / /w1..,,,, . incide nt s. or g / dia r y . ht ml ?st or y i d=4405 
#Ma ss f ile I njection at t a c ks 

• 
a l ert tc p $EXTERNAL_ NET $HTTP_PORTS - > StiOME_NH any (msg : " ET CURRE NT_E VENTS Client Vis i ting Possib l y Comp r omised Site ( HaC KeD By Be l a & BodyguarD ) " ; flow:established , from_se r ve r ; 
content : "HaCKeD By Bela & Bodygua r D"; co nt ent : " . j s " ; cla sst ype : web-application-attack; r e f e r e nce : ur l, ww1-i, i ncide nts. org/ d i ary . html ?storyi d=4405; 
r e f e r e nce: u r l , dcc . eme r gingth reats . net / bin/v i ew/Main/ 2008206; r e f e r ence : ur l , Wl'll,j . eme r g i ngth r eats. net/ cgi- bin / c vs 1.-ieb . cgi / s i gs / CURRE NT _ EVENTS/ CU RR ENT _Mass_F il e_I nj ec t i ons; sid : 2008206; 
rev :2 ; ) 

# by ma tt jonkman, r e ht t p : / /I"'""' . incide nt s. org / d ia ry. html ?st o r y i d=4405 
#Mass File I njection attacks 

• 
a l e r t t cp $EXTE RNAL_NET a ny - > $HOM E_NE T $HTT P_PORTS (msg:" ET CURR ENT_EVENTS Poss i ble File I nj ection Compr omi se ( HaCKeD By Be l a & Bodygua r D) "; flow: es tablis hed , t o_se r ve r ; 
content : "HaC KeD By Be l a & Bodygua r D" ; c l assty pe ! \-Jeb - appl ication -at t a c k; reference: u r 1, WWI.-J . i nc i de nt s . o r g/ d i a r y . ht ml ?st o r yid=4405; 
r e f e r e nce: u r l , dcc . emergingth reats. net / bin/v i ew/Ma i n/ 2008207; r e f e r ence : ur 1 , Wl'll,j . eme r g i ngth r eats. net/ cgi- b i n / c vs 1.~eb . cgi / s i gs / CURRENT _ EVENTS/ CU RR ENT _Mass_F il e_I nj ec t i ons; sid : 2008207; 
rev :2; ) 

# by e vilgho s t 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_ PORTS (msg : " ET CURR ENT_E VENTS NACHA/ Zeus Ph ish i ng Exec utabl e D01~n l oad At t empt " ; fl m,j : es t ablis he d,to_se r ve r ; conten t : "GET " ; depth : 4 ; 
content : "nac ha . e r g. " ; noc ase ; uri conten t : " . exe"; nocase; pe r e: "/\x0d\ x0aHos t \ : {Wl.,...-J\ . ) ?nac ha \ . erg \ . / i "; e l asst ype : t r o j a n - act i vity ; r e f e r e nce: ur l,ga rwar ne r . bl ogspot. com/ 2009/ 11/ ne 1.,jes t ­
zeus- nac ha-e l ectro ni c- payme nts. ht ml ; r e f er ence : ur 1, doc . emergingthr eat s. ne t /2010342 ; r e f e r e nc e : ur 1, VNtw . eme r gi ngt hr ea t s. ne t / cgi-b i n/ cvswe b . cgi / s i gs / CURRENT_EVENTS/ CURRENT _Nac ha; 
sid :2010342; r ev : 3 ; ) 

# by evilghos t 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTE RNA L_N ET $HTT P_PORTS (msg:" ET CURR ENT_EVENTS NeoSpl o it Explo i t Kit J a va ex pl oi t dri ve-by host likely i nf ec t e d ( kav) " ; flow: establ i s hed , t o_serve r ; 
urico nt ent: " / kav"; nocase ; cont e nt : " Jed 0a lacce pt -enco ding l 3a I pac k200-gz ip,gzip 10d 0a I" ; nocase ; cont ent: " l0d 0a [ conten t - t ype l 3a I a pplicat i on/ x - java-arc hi ve l0d 0a I"; nocase; 
content : ! " l0 d 0a l Refere r l 3a f " ; nocase; cont e nt : " l0d 0a I Use r -Agent I 3a I Moz i lla" ; nocase; content :" J a va /" ; nocase; 1-Ji t h i n : 50; classtype: t roj an-activ i t y ; 
ref e r e nce: u r l , WLwi . ma l wa r e doma inlist . c om/ f o r ums / i ndex . php ?ac tion= prin tpage%3btop i c=3781 . 0; r e f e r e nce: ur l , doc . eme r g ingth r e at s . net / 2010870; r e fe r ence : url , 1vww . emergingthrea t s. net / cgi­
bin/ cvswe b . cg i / sigs/ CURRENT _E VENT5/ CURRENT _Neos pl oi t; sid : 2010870 ; r ev : 5; ) 

# by evilgho s t 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTE RNA L_ NE T $HTT P_PORTS (msg : " ET CURR ENT_EVENT S NeoSpl o it Expl oi t Kit J a va ex pl oi t dri ve-by host likely i nfe cted ( nte ) "; flow:establi s hed,to_serve r ; 
uricontent: " / nte/" ; nocase; content : "I 0d 0a J acce pt-encod ing I 3a I pac k200-gz i p , gz ip I e d 0a I" ; nocase; co ntent : " I 0d 0a ] cont e nt - type I 3a I a pplicat i o n/ x-j ava -a r c hive I 0d 0a I"; nocase; 
content : ! " l0 d 0a l Refere r l 3a I "; nocase; content : " l0d 0a I Use r -Agent I 3a I Mozilla" ; nocase ; content : " J a va /" ; nocase; wi t h i n: 50; classtype: t roj an-activ i t y ; 
r e f e r e nce : u r l , WLwi . ma l wa r e doma i nlist . c om/ f orums / i ndex. php ?act i on=pr i ntpage%3btop i c=3781 . 0; r e f e r e nce: ur l , doc . eme r g ingth r eat s . net / 2010871 ; ref ere nce : ur 1, www .emergingthreats . net / cgi ­
b i n/ cvswe b . cg i / sigs/ CURRENT _E VENTS/ CURRENT _Neos pl o i t; sid : 2010871 ; r ev : 5; ) 

#by mi ke cox 

• 
a l e r t tc p $ EXTE RNAL_NET $HTTP _PORTS - > $HOME_NET any (msg: " ET CURR ENT_ EVENT S Fa ke AV Re l ated CSS Oo\oml oad" ; fl ow: establis he d , from_ se r ve r ; co nt ent : "# hello_nod32_guys_how_u_do i ng"; 
nocase; class t ype : t r o j a n- ac t i vity; r e f e r ence : ur l, dcc . eme rgi ngth r eats . net/ 2011670; r ef e r ene e : u r l , l'll""J. eme r g i ngth r eats . net/ cgi-b i n/ cvs 1.~e b . cgi/ s i gs / CURRENT _EVENTS/ CU RRENT _Nod32; 
sid : 2011670 ; r ev : 2; ) 

# by Nate Haus r at h 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTE RNA L_NET $HTTP _ PORTS (msg : " ET CURR ENT _EVENTS Pi nk s l ipbo t Trojan Dovml oade r " ; flov, : t o_se r ve r , establishe d; urico ntent : " / j 1/ j l e ade r. pl ?u: " ; nocase; 
e l a ss t ype: troj an-act i v i t y ; r ef e r e nce: u r 1 , doc. emer g ingthr eats. net /2010742 ; r ef erence : ur 1, \ ..... w . emergingt hr eat s. net/ cgi - bi n/ cvs web . cgi / sigs / CURR ENT _EVENTS/ CURRENT _Pinks lipbot; s i d: 2010742 ; 
r ev :2 ; ) 

#by Pa ul Dokas . Testing t hi s out fo ra bi t . . . , mod i f i e d by ke v i n ross 

• 
a l e r t t cp $EXTE RNAL_ NET $HTTP_PORTS - > SHOME_NET a ny (msg:" ET CURR ENT_EVENTS Ng i nx Serv i ng PDF - Poss i b l e host ile cont e nt ( PDF ) "; flow: es t ablis hed , fr om_ se r ve r ; cont e nt : " l0d 
0a lSe r ve r l 3a l nginx"; depth : 300; content : "PD F ♦ " ; noc ase; wi th i n : 300; t hres hold: t ype limi t , seconds 60, count 10 , t r ac k by_s rc ; classty pe: ba d - un kno,..m; 
ref e r e nce: u r l , dcc . eme r gingt hreats . net / bin/v i ew/Main/ 2009076; r e f e r ence : ur l , Wl'll,j . eme r g i ngt hr eats. net/ cgi- b i n / c vs 1.~eb . cgi / s i gs / CURRENT _ EVENTS/ CU RR ENT _Poss i b l e_Ma licious_PDF; s id : 2009076 ; 
r ev :5; ) 

##Jaime Blasco Ali e nvau l t VRT 
#PSYB0T r e l a t eci Ac tivi ty 

• 
a l e r t tc p $HOME_NE T a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg: " ET CURR ENT_EVENTS Psy b0t Code Dovm l oad" ; f lo1.,j : est a bli s he d,to_se r ve r ; uricont ent: " / ud hc pc .env"; nocase ; class t ype:t r o j a n-
act i v i t y ; r efe rene e : ur l , vf'ltw . adam. com . a u/ bogau r d/ PSYB0 T. pdf ; r efe r e nce : u r l , doc . emergingt hr eats. net / 2009170 ; r ef erence : u r l , WI-Jt,j . eme r gingthr eats. ne t / cg i -
b i n/ cvswe b. cgi / sigs/ CURR ENT _EVENTS/ CURREITT _Ps ybot ; s i d : 2009170; r e v : 2; ) 

##Jaime Blasco Ali e nvau l t VRT 
#PSYB0T r e l a t eci Ac tivi t y 

• 
a l ert t cp $HOME_ NET a ny - > $EXTE RNA L_NET a ny (ms g : "ET CURRENT_ EVENTS Psyb0t Bot Ni ck " ; flow: es t a blis hed, t o_se r ve r ; flowb its : i sset, is_p r ot o_i r c ; content : "NI CK (NI P] - " ; nocase; 
e l as s t ype: t r o j a n- activ i ty; r efe r e nce: u r l , l-Jt\ll~ . adam . c om . au/ boga urd/ PSYB0T. pdf ; re fe rence : ur 1 , doc. eme r g i ngthr eats . ne t / 2009171 ; r ef e r e nce : ur l , wvtw . eme r g i ngthr ea t s . net / cg i -
b i n/ cvswe b . cg i / sigs/ CURR ENT _E VENTS/ CURRE NT _Ps ybot ; s i d ; 2009171; r e v : 3 ; ) 

##Jaime Bl asco Ali e nvau l t VRT 
#PSYB0T r e l a t eci Ac t i vi ty 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTE RNA L_NE T a ny (msg : "ET CURRE NT_EVENTS Psybet joi ni ng a n IRC Cha nne l " ; flm,j : established, to_serve r ; flo~.rb its : i sset ,is_pr ot o_irc; content : " JOIN #mipse l " ; 
c l a ss t ype : troj a n-act i v i ty; r ef e r e nce: u r 1 , WL'll~ . adam. com. au/ boga urd/ PSYB0T. pdf ; r efe r e nce : ur 1, doc. eme r g i ngthr eats . ne t /2009172; r ef e r e nce : ur l , Lwrw . eme r g i ngthr ea t s . net / cg i -
bin/ cvs \-Je b . cg i / sigs/ CURRENT _E VENTS/ CURREITT _Ps ybot ; s id ; 2009172 ; r e v : 2 ; ) 

# by Jeffrey Br o1.~n . r e 308c6885573ce652ba b37c739f52cb19 

• 
a l e r t t cp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P _ PORTS (msg: " ET CURR ENT _EVENTS New Malvla r e I nfo rmation Pos t " ; fl ow: t o_se r ve r ,establi shed ; content : " POST " ; nocase; de pt h : 5 ; content. " l0 d 
0a I Pr agma I 3a I no- c a che l0d 0a 0d 0a I"; co ntent : " I C9 78 C7 0 2 69 06 7E 34 78 17 I" ; di stance : 4; wi t h in: 14 ; e l as s t ype : t r o j a n • activ i t y ; r ef e r e nce : url , doc . eme r g i ngthr eats . ne t / 2009092; 
r e f e r e nce: u r l , WL'1\,j . eme r gingth reats . net / cgi- b i n / cvs L,je b . cgi / sigs / CURRENT _E VENTS/ CURR ENT _Rusibank . com; s i d : 2009092; r ev :4 ; ) 

#by ev ilghos t 

• 
a l e r t t cp $HOME_N ET a ny ♦ > $EXTE RNA L_NE T $HTT P_PORTS (msg:"'E T CURR ENT_EVENTS TROJAN SEO HTTP REFERER l a nd i ng captur e r ev, ri t e , likely Fa ke AV"; flow:est a blis hed , to_serve r ; c ont ent : "GET 
" ; de pt h :4; nocase ; content : " l0d 0a 1Ref e r e r l 3a l " ; nocase; co ntent : "sear c h?" ; nocase; wi t h i n :50; cont e nt: "q: "; nocase ; wi t h i n : 100; u r i content :".com" ; nocase; pc r e: "/\/ [ a- z ] +\/ [a-z0-9 ] 
{120, } \/ ( a- z0 -9 J+\/ , +\. com$ / U" ; c l as sty pe: t roj a n-activ i t y ; r e f erence: ur 1, doc. eme r gingt hr e a t s . net /2011066; re f erence: ur 1, WWI.-J . eme r gingthr eats. net / cgi -
bin/ cvs\-Jeb . cg i / sigs/ CURRENT _E VENTS/ CURRENT _SEO_fa ke AV ; s id : 2011066; r ev :4; ) 

#by Mi c hae l Sconzo of ERCOT 

• 
a l e r t tc p $E XTERNAL_ NET $HT TP_PORTS - > SHOME_NET a ny (msg: " ET CURR ENT_EVENTS !frame i n Pur po r t ed I mage Downl oad ( j peg ) - l i ke l y SQ L In j ect i o n At t ac ks Re l a t ed"; 
flow: established, f r om_se r ve r ; co nt ent:" l0d 0a I conten t -type l 3a I "; nocase; content:" i mage / jpeg" ; nocase ; d i s tance :0 ; within : 30; content: "<if r ame " ; nocase; dis t ance : 0; pere: " / content­
t ype \ : \ s+image\/ jpeg/ i m" ; pere : " / <i frame. * ? s r c. * ?>. * ?<\/ i fr ame >/ i m" ; classtype : web- applicat i o n-attac k; r ef e r e nce: ur l , dcc. eme r g i ngthr ea t s. net / bi n/v iew/Ma i n /2008313; 
r e f e r e nce : u r l , WL'J\,j . emergingthreats . net/ cgi ♦ b in / cv s 1~eb . cgi / s i gs / CURR ENT _EVENTS/ CURR ENT _SQL_I nj ec t i ons; s i d : 2008313 ; r ev :4; ) 

# by Mi c hae l Scon zo of ERCOT 

• 
#alert t cp $EXTERNAL_NET $HTTP _POR TS - > $HOME_NET a ny (msg : " ET CURRENT_ EVENTS I frame i n Pu r po rted l mage Downl oa d (gif ) - Li ke l y SQ L I nj ect i o n Attac ks Re l ateci"; 
flow: establi s hed, f rom_ se r ver; cont e nt: " I 0d 0a I content - t ype l3a I "; nocase; content :" i mage / g i f " ; nocase; d i s t a nce : 0; wi th in : 30; cont e nt : "<i fr ame"; nocase; distane e: 0; pe r e : "/ content ­
t ype \ : \ s+image\/g i f / i m" ; pe r e : "/< i frame . * ?s r e. * ?>. • ?<\/ i frame >/ im" ; e l ass t ype : we b-appl i ca t ion -attack; ref e r e nce: u r l , dcc . eme rgingth reats. net / bin/v i ew/Main/2008314; 
r e f e r e nce : u r l , WL'1\,j . eme r gingthreats. net/ cgi - bin / cvs 1~eb. cgi / sigs / CURR ENT _EVENTS/ CURR ENT _SQL_I nject i ons; s i d : 2008314; r ev :4; ) 

# by Mi c hae l Sconzo of ERCOT 

• 
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alert t cp $EXTERNAL_ NET $HTTP_POR TS - > $1-K)ME_NET any (msg: " ET CURRENT_ EVENTS !frame i n Purpc r ted Image Do~ml cad ( png ) - Li ke l y SQL Inj e ct i on Attac ks Related " ; 
flc~J: established , f rom_ se r v er ; con t e nt :" l0d 0a I cc ntent -type l 3a I "; ncc ase ; ccnten t : " i mage / png"; no case ; di stance :0; within : 30; content: "<i frame"; nocase ; distance:0; pe r e: " / co nte nt­
t ype \ : \ s +image\/png/ i m"; pe r e:" / <i f r ame .. •? s r c .. •?>.• ?<\/ i frame >/ im" ; e l asst ype : web - appl i ca t ion- attack; r ef erence : ur l , dcc . eme r gingth r eats . net/ bin/v iew/Main/ 2008315; 
r eference: ur l , MIIW . emer gingt h r eats . net/ cgi - bi n/ cvs L11eb . cgi / sigs / CURRENT _ EVENTS/ CU RR EI-IT _SQL_ I njectic ns ; s i d : 2008315; r ev : 4; ) 

#Greg Martin 
# disabling , nee ds d el eting i n j u ne o r so 2010 

• 
##a l e rt tc p $HOME_NET any - > $EXTER NA L_NET $HTTP_ PORTS ( msg:"ET DELET ED AS PROX Infected Si te - ngg . js Reques t "; f101~ : e stabli shed,to_ serve r ; uriccntent : " / ngg. j s " ; nocase; 
ccntent : ! " ne xtgen -gallery"; nocase; c l asst ype : t roj a n -a ct i v i t y ; r ef erence: ur l, i nfos ec 20. bl cgspct . com/ ; r efe renc e: ur l , dcc , eme r g i ngt hreats. net/ bin/v iew/Main/ 2008373; 
r efe r ence: ur l , Wl'A1j . emer gingth reats. net/ cgi- bi n/ cvs L11e b. cgi / sigs / CURR EI-IT _ EVENTS/ CURRENT _SQL_ I njecticns; s id: 2008373; r ev : 4; ) 

#by Jac k Peppe r 
# 
# a l e r t tcp $HC»'1E_NET $HTT P_PORTS - > $EXTE RNA L_NET a ny (msg :"ET CUR RENT_ EVENTS Pcss ib l e AS PROX Hosti l e JS Be ing Served by a Loca l Webse r ve r (/ngg . js ) "; flow:established , frcm_se r ve r ; 
content : "<s cri pt src=http l3a l// "; nccase; content : ! " nextgen -ga lle r y" ; nocase ; within : 1S; conten t : " / ngg . j s >" ; nocase; L11 ithin: 50; clas stype:t rcj an-ac ti vi t y ; 
r ef erence: ur l , doc . emer gingt h r eats . net/ bin/vi ew/Ma i n/2008387; r e fere nce : u r l , wM.11 . emerg i ngth reats . ne t / cgi - bi n/ cvswe b . cgi / sigs / CURRENT _ EVENTS/ CU RR ENT _SQL_ I njections; 
r ef erence: ur l , i nf osec20 . b l ogspot . com/2008/ 07 / asprox -payl oad -mo r phe d . ht ml ; s id: 2008387; r ev : 6; ) 

#by J ac k Pepper 

• 
# a l er t tcp $HOME_ NET $HTT P_ PORTS · > $ EXTERNA L_NET any (msg :"ET CURR ENT_EVENTS Possib l e ASPROX Ho s t ile J S Be i ng Served by a Loca l Webse r ve r (/b. j s ) " ; fl ow: establis hed, from_se r ver; 
content : "< sc ript src=ht tp I 3a I //" ; nocase; cont ent : " / b . j s >" ; nocase ; with i n : 50; cla ss t y pe : t r oj an- a ctivi t y ; r eference: ur 1, do c . emergingth r eats . net / bin/v ie111/Main / 2008388; 
ref e rence : ur l , WLIIW , emergingt h r eats. net / cgi- bi n/ cvs L11e b . cgi / sigs / CURR ENT _ EVENTS/ CURRENT _SQL_ I njections; s id: 2008388; rev : 5; ) 

# by sp0ok3r 
# 
a l e rt t cp $EXTERNAL_ NET $HTTP_PO RT S - > $HOME_NE T any (msg: "ET CURRENT_EVENTS Skype Easybit s Ext ra s Ma nage r - Exp l o it " ; flow:establ i shed,from_ser ver; conten t : "gygt e " ; ncc as e; 
content : "gygt e"; nocase; di stance :0 ; c l asstype : trojan- act i vity ; ref erence : ur l , www . m86sec ur ity . cor1/ l a bs / t r aceitem. as p?a rt i cle=1347; r eference : ur l , doc . eme rg i ngth reat s . ne t / 2011680; 
ref erence : ur l , WLIIW . eme rg i ngt h reats. net / cgi- bi n/ cvs L11e b . cgi / s igs / CURR ENT _ EVENTS/ CURRENT _S ky pe ; s i d : 2011680; r ev :4 ; ) 

# by Pedro Marinho, r e 58816f781154bda381fdcble3f ab7bdd 
# 
a l e rt t cp $HOME_N ET any - > $ EXTERNA L_NET $HTT P _PORTS (msg: "ET TRO JAN Unnamed - kuaic he .com r e l ateci " ; flm11 : established , to_server; content; "G ET "; de pth :4; 
u rico nte nt : " / config/ fgun_ i nstall_"; conte nt : " I 0d 0a I Use r -Age nt I 3a l NSI SDL/1 . 2 (Mozi lla ) I 0d 0a I"; cl asstype: t r oj an -act i v i t y ; r e f e rence : ur 1, dcc. emergingth rea ts . ne t / bin/v i ei'i/Ma i n/ 2008359; 
r efe r ence: ur l , W11/\1j . emer gingth reats. net / cgi- bin / cvs L11e b . cg i / sigs / CURR ENT _ EVENTS/ CURREHT _Unkn oL1j n_ t r oj an ; sid : 2008359; rev : 4 _; ) 

#diff er ent t rojan, by ma rcu s a t unsober 
# 
a l ert t cp $HOME_NET any - > $ EXTERNA L_NET $HTT P _PORTS ( ms g: " ET TRO JAN UnknOl'in Ke yl ogger c heckin'"; flow: e stablis hed; content : "GET " ; depth : 4; uricontent : " ?ma il=" ; 
u r ico ntent: "sub j ec t =Keylogge r "; uri content: "&bcdy ="; cont ent : " l0d 0 a lUser-Agent l3a l Moz i lla / 4 .0 ( compa t i bl e \ ; MSI E 6 . 0 \ _; 1-Jindows NT 5. 1\ ; SVl ) "; nocase; classtype : t ro j an -activity; 
ref erence: ur 1, doc . emergingt h r eats . net / bi n/view/Main/2008368; r efe r enc e : u r l , wWL\I . emerg ingt hreats . net/ cgi •b i n/ cvswe b . cgi / s igs / CURRENT _ EVENTS/ CUR RENT _Unkno111n_ t r o j a n; s id : 2008368 ; r ev : 3; ) 

#Unkno1~n hands hake ove r SMTP d iscovered by Thi e r r y Ch ich and report ed on mail list . Adde d by Frank Knobbe 2008-09 - 17 . 
# 

#a l er t t cp $HOME_ NET any - > $ EXTERNAL_NE T 25 (ms g : " ET TROJAN Suspi cious SMTP ha nds ha ke o ut bcu nd"; fl cw:establi shed , t o_ serve r ; content :"001 RUTHER E" ; dept h : 11 ; cla sstype: un known; 
r efe r ence: ur l , doc . emer g i ngt h reats. net/ bin/view/Ma i n/2008562; r eference : u r l , wwN . eme r g i ngthr eats . net / cgi · bi n/ cvswe b . cgi / s i gs / CURRENT _ EVENTS/ CUR RENT _Un kno1\ln_ t r oja n ; s id : 2008562 ; r ev : 3; ) 

#Unkn m'in hands ha ke o ver SMT P d isccvered by Thi e rry Ch i ch a nd r e por t ed on mail list . Ad ded by Frank Kncbbe 2008-09 - 17 . 
# 
# a l e r t tcp $EXTERNAL_ NET 25 - > $HOM E_NET a ny (msg: "E T TROJAN Susp i cious SMTP ha nd s ha ke r ep l y" ; flow: establis he d, f rcm_se r ver ; con tent: "701 I MHERE " ; depth : 10 ; classtype: un kno11jn ; 
reference : ur l , doc . emer gingt h r eats . net/ bin/view/Ma in/ 2008563; r eference : u r l , w1oJL11 . emergingthr eats . net/ cg i - bi n/ cvswe b . cgi / sigs / CURRE NT _ EVENTS/ CURR ENT _Unkno1\ln_ t r o j a n; sid : 2008563; r ev : 3;) 

#by Vi e t a r Ju lien 
# 
##a l e r t tc p $00ME_NET a ny - > $EXTE RNAL_NET 10 24 : (msg : "ET OE LETEO Unknown Ke epa live out" ; flow: est ablished,to_ serve r; ds i ze : 5; cont e nt : " 117 24 1B 00 00 1" ; 
flovJbi ts : isnot s et, ET . t eamvi eNerkee pa l i veout; flowbits: set , ET . unknownkeepa liveup; fl ovJbits: noaler t ; c las s t y pe : unknorm ; r e f erence: ur 1, doc. emergi ngt hr eats . ne t / b i n/v i ew/Ma in /2008779; 
ref erence: ur l , w1.11W . emerg i ngt h r eat s . net / cgi-bi n/ cvs L11e b . cgi / sigs / CURR ENT _ EVENTS/ CURREHT _Unkn OL\l n_ t r o j an3; s i d: 2008779; re v : 4; ) 

# by Vi et a r Ju lien 

• 
##a l e rt t c p $EXTERNAL_NET 10 24 : - > $H()'•\E_NET any (msg: "ET DELE TE D Unknovm Keepalive i n"; flow:establis hed , t o_clien t ; dsize : 5; co nt ent : " 117 24 1B 00 00 1" ; 
flo~1 bi ts : isnct s et, ET. teamv i e 11je rkeepa l i veout ; flm'ib its: is set , ET . un kn 01'inkee paliveup; e l asstype : un known ; r efe r ence : ur l , doc . emergingt hr eats. net / bin/v iew/Main/ 2008780; 
r efe r ence : ur 1 , Wl'A<I . emer gingt h reats. net/ cgi- bi n/ cvs L11e b . cgi / sigs / CURR ENT _ EVENTS/ CURREHT _Unkn m1jn_ t r oj an3 ; s i d: 2008780 ; r ev : 4 ; ) 

#by Oavid Wh a r t on 
# 
alert t cp any $HTT P _ PORTS - > $HOME_NET any (msg : "ET AC TI VEX Wi ndo~is Help Cent er Ar bitrar y Comma nd Exec ution Expl oit Attempt" ; flow:est a blished, from_server; content : "hc p I 3a I / /" ; no ca se; 
content : "'< sc ript " ; nocase; d istance : 0; content : "def e r " ; noc as e ; d i s tance : 0; con t e nt : "unescape '"; noc as e; d i s tance : 0; pere :·· / s rc \ s•=\ s"" [ \ x22 \ x27 ] ?hcp \ x3 a \ x2f \ x2 F ( "\n ] " 
<se ript \ s "defe r ( "\n ] • unesc ape/ i " ; cla ss t ype :misc-attac k ; r e f erence : ur l, v,ww . e xp l oit - db . com/ exp l oi t s /1 3808/ ; r ef e r ence : ur l , dcc . eme r g i ngthrea ts . net / 2011173; 
r ef erence : ur 1 , WLIIW . emergingth r eats . net / cgi • bi n/ cvs L11e b . c gi / s igs / CURR ENT _ EVENTS/ CURRENT _Wi nHe lp ; s i d : 2011173 ; r ev : 6 ; ) 

#by evilghos t 
# 

alert t cp $HOME_NET any - > $EXTERNA L_NET $HTT P_PORTS (msg: " ET CURR ENT_ EVENTS Ex ecuta bl e r equest ed from /Np -conte nt / languages"; fl c L\l :es t ab lished , t o_ser ve r ; uricon t e nt : " /wp· 
c ontent / l a nguages / " ; nocase; ur i conte nt : " . exe " ; nocase; c l asst ype : tro j a n- activ i t y ; r e f er ence: ur l , 1,n,M . ma l e~ia r eurl. com; r e f e renc e : ur 1, doc. eme r gingt hr eats . ne t / 2011220; 
r eference: ur l , Wll/\\1 , emer gingt h reats. net / cgi- bi n/ cvs L11e b . cgi / sigs / CURR ENT _ EVENTS/ CURRENT _Wcrdp r ess; sid : 2011220; r ev : 2; ) 

#by j e rry 
# 
a lert t cp $HOME_NET any - > $ EXTERNA L_NET $HTT P_PORTS (msg: "ET CURRENT_ EVENTS Zbot upda t e ( av -i386- daily . zi p) " ; flow:establi shed , t o_se r ver ; u ri conten t : "av_ base/ av -i386- dail y . z i p" ; 
nocase; e l asstype: t r ojan-act i v ity; ref e r ence : ur l , L"'->JW . th r eat expe r t . com/ r e port . as px ?md5=06e69bf b6 f ffa l 7c4f c l e23af71b345c; r ef e r enc e : ur l , dcc . emergingt hr eat s . net / 2010 565; 
r eference: ur l , 1'il.llW . emergingt h r eat s . net/ cgi - bi n/ cvs L11e b . cgi / sigs / CURRENT _ EVEI-ITS/ CU RR EI-IT _Zeus ; sid: 2010568; rev : 3; ) 

#by j e r ry 

• 
alert t cp $HOME_NET any - > $EXTERNA L_NET $HTT P_PORTS (msg: "ET CURR ENT_EVENTS Zbot upda t e ( av_base/ pay . php ) '" ; flovl :establi s hed, t o_se r ve r ; u r ic-ont ent : " av_base/ pay . php" ; noc a se ; 
c l a ss t ype: tro j an-activ i t y ; r eferenc e : u r l , w1VL11 . t hr eatexpert . com/ r eport. aspx ?md5:06e69bf b6f ffa 17c4fcle 23af71b345c; r efe r e nce: ur 1, doc . eme r gi ngth r eats . n et /2010 566; 
reference: ur l , WLIIW . emer gingt h r eats. net / cgi - bi n/ cvs L11e b . cgi / sigs / CURRENT _ EVENTS/ CU RR ENT _Zeus; s i d: 2010566; rev : 3; ) 

# by jer r y 

• 
a l e rt t cp $HOME_NET any - > $ EXTERNA L_NET $HTT P_PORTS (msg:"ET CURRENT_ EVENTS Zbct upda t e ( av_ base/ i p . ph p) "; fl o111 : es ta blished,to_se r ver; u r iccnte nt :"av_ base/ i p. ph p" ; nocase; 
classt ype : tro j an-activ i t y ; r eferenc e : u r l , wLoJL11 . th reatexpe r t . com/ r eport . as px ?md 5=06e69bf b6f ffa l 7c4 f c le23af71 b345c; r efe r e nce: ur l , dcc . eme rgingt h r eats . net / 2010 567; 
reference: ur l , Wl'A1j . emer gingt h r eats . net/ cgi- bi n/ cvs L11e b . cg i / sigs / CURRENT _ EVENTS/ CURRENT _Zeus; sid: 2010567; rev : 3; ) 

#by spooker 
# 
a l e rt t cp $HOME_NET any - > $ EXTERNA L_NET $HTT P_PORTS (msg : " ET CURR ENT_ EVEI-ITS Zeus 8ot / Zbot Ch eckin (/us01d/ in . p hp )" ; flow: e s t a blishe d,to_se r ve r ; cont e nt : "GET " ; noca se ; dept h :4; 
u ri co ntent: " / us01d / in . php" ; nocase; e l a s s t ype : t ro j a n -act i v i t y ; r ef erence : ur l, ga rwarne r . bl ogspot . com/ 2010/ 01/ ame rican-bankers-assoc i a tio n -vers i on-of . ht ml ; 
ref erence: ur l, doc . emer g i ngt h r eat s . net / 2010729 ; re f e r ence: ur l , l'il.llW . emergingt hreats. net / cgi- b in/ cvs web . cgi / sigs / CURR ENT _EVENTS / CURRE NT _Ze us; sid : 2010729; rev : 4; ) 

# by a non 4 
# 
ale r t t cp $HOME_N ET any - > $ EXTE RNA L_NET $HTT P _PORTS (msg: "ET CURR ENT _ EVENTS Fa keAle r t / Fr audPac k/ FakeAV/ Gu zz / Dload /Vobfus / ZPack En crypt ed GIF doNnload 1"; fl oN: establis hed , t o_ser ve r ; 
conte nt : "GET " ; de pth : 4; uricontent : " / per ce/" ; nocase; u r icontent : " / q11je r c e. gi f" ; noc ase; classt ype: troj an-activity ; 
r efe r ence: ur l , t hr eatin f o . t r endmicro . com/vinf o /v i ruse ncyc l o/ defaul t5. as p?Vl-lame:TROJ_ AG ENT .GUZZ&VSe ct :T ; r ef e r ence: ur l , 1w,w . th r eatexpe r t. com/ t h r eats / t r c j a n-fraudpac k-sd6 . ht ml ; 
r efe r ence: ur l , v i l . nai. com/v i l / con te nt /v_157489. ht m; r efe r ence : u r l , bl og . t hr ea t f i r e. com/ 2009/ 06/ st r eamvie11je r s - gi f- i mages -embedded -wi t h -e nc r ypted -ma l ware . htm l ; 
r efe r ence: ur l , doc . emer gingt h r eats . net/ 2010231; re feren ce: ur l, Wl""" · emer gingthreat s. net/ cgi - b i n/ cvsNeb . cgi / sigs / CURR ENT _ EVENTS/ CURR ENT _fa kea l e r t s; sid: 2010231 ; rev : 5; ) 

#by a non 4 
# 
a l ert t cp $HOME_NET any - > $ EXTERNAL_NET $HTTP _PORTS (ms g : " ET CURR ENT _ EVENTS Fa keAl ert / Fr audPa ck/ Fa keAV / Gu zz / Dload /Vobfus / ZPa ck Enc r ypt ed GI F download 2" _; f1 0L11 : estab lished , t o_s erver; 
content : "G ET ,. ; de pth : 4; ur i content : " /w erbe r /" ; nocase; u rico ntent : " / 217 . gif" ; noc a se; cla sstype :troj an - a ctivi t y ; 
ref erence: ur l , t hre at i nf o . t r endm i cro . com/vi nfo /v irusencyc l o/ de f aul t 5 . as p ?VName=TROJ_ AGENT .GUZZ&VSec t =T; r ef erence: ur l, vil . nai. com/vil/ content /v _15748 9 . htm; 
ref erence : ur l , t hre atinf o . t r endmi cro. com/vi nf o /v i r usencyc l o/ d ef a ul t 5. a sp?VName: TROJ_DLOAO . Tio&VSect=T; r efe r enc e : ur l , bl og. th r eat fire . com/2009/ 06/ s t r ea mviewer s-g i f - i mages - embedded -Ni th­
enc ry pted- ma l wa r e , ht ml ; ref e r ene e : u r l , doc . eme r gi ngt hr eat s, net / 201023 2 ; r eference: ur l , www , eme r gingt hr eat s. ne t / cgi- bin / cvsweb. cg i / s igs / CURRENT _EVENTS / CURREN T _ f akea l er ts; s id : 2010232 ; 
r ev : 4 ; ) 

#by a non 4 
# 
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a l e r t t cp $HOME_ NET a ny - > $EXTERNAL_NE T $HTTP _ PORTS (msg: "ET CURRE NT _EVE NTS Fa keAl ert / FraudPa c k/ FakeAV/Guzz / Dl oad/Vobfus/ZPac k Enc r ypted GI F do11Jnl oad 3"; f1 011J : es t abli s hed, t o_serve r; 
cont e nt : "GET "; depth : 4; uricontent: "/ itemr ; nocase; uricontent: "/ t item. gif"; nocase; classtype: t ro j a n-activ ity; 
ref e r e nce: u r l, t h reat i nfo . t r e ndmic ro . com/vinfo /v i r usencyc l o/ de f a u l t5. a sp?VName: TROJ_ AG ENT . GUZZ&VSect=T; r efe r e nce : url , v i l . nai . com/v i l/c ontent /v_1 57489 . ht m; 
ref e r e nce: u r 1, bl og. t hr eatfire . com/2009/ 06/ st r eamv iewer s - g i f - images-embedded -wi t h-enc r ypted-malwa r e. html ; reference : ur l ,doc. emergi ngth r ea t s . net/2010233; 
refere nce: u r l , WL>111J . emergingth r eat s . net / cgi - b i n/ cvs 11Jeb . cgi / sigs / CURR ENT _EVENT5 / CURRE NT _fakeale r ts; s id: 2010233; r ev :4; ) 

#by anon 4 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NET $HTT P _PORTS (msg: " ET CURR ENT _EVENTS Fa keAl e r t / Fr a udPac k/ FakeAV/Guzz / Dload/Vobf us/ZPack HTTP Pos t 1" ; flow: es t a blis hed, t o_se r ver; content : "POST 
" ; de pt h : 5; uricontent : "/ senm. php ?data="; nocase; co ntent: " da ta= " ; nocase; e lasstype: t roj a n-act i v i t y ; refe r e nce: ur l, t h reatinfo . t r e ndm i cro .com/vinf o /v i r usencyc l o/ defaul t5. as p? 
VName=TRO J _AGENT. GUZZ&VSect=T; r efe rene e : url, www . t h r eatexpe r t.com/ r eport. aspx ?md5=7ca709f 1 54e6abc678fbc4df8a3256b6; r efe r e nce : url , www . t hr eatexpert.com/ t hr eat s / t r o j a n- fr audpac k- sd6. html ; 
ref e r e nce: u r l ,doc . emergingth r eats . net / 2010234; re f e r ence : ur 1, WM>1 . emergi ngthreats . net/ cgi -bin/ cvs web . cgi / s i gs / CURR ENT _ EVENTS / CURRENT _ f akea l e r ts; s i d : 2010234; rev :4; ) 

# by anon 4 

• 
a l ert tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P _ PORTS (msg : " ET CURR ENT _E VENTS Fa keAl ert / FraudPac k/ Fa keAV/ Guzz / Dl oad/Vobfu s/ZPac k HTTP Post 2" ; flow: establi s hed , to_ serve r ; content : "POS T 
" ; de pt h : 5; uri c ontent : "/ perce/" ; nocase; uri co nt ent : " / q1>1erce .gif"; nocase; content: "data="; nocase; classty pe : t roja n-activity; 
ref e r e nce: u r l, t hreat i nf o . t r e ndm i cro . com/vinf o /v irusencyc l o/ defaul t5. as p?VName=TROJ_AGE NT. GUZZ&VSec t=T; r efe r e nce: url , L>MW . t h r eate xpe r t . com/ t h r e at s / t roj a n-f r a udpack-sd6 . html ; 
r e f e r ence: u r 1, vil . na i . com/v i l / co ntent /v _157489. ht m; r eference : url , doc. eme r gi ngt hr eat s. net / 201023 5; r efe r ence: ur l , tlWW . eme r gingthr ea t s. ne t / cgi-
bin/ cvs \>Je b . cgi / sigs/ CURRE NT _EVENTS/ CURRENT _fakea l erts; s id : 2010235; r e v : 4; ) 

# by a non 4 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P _ PORTS (msg : "ET CURRENT _EVENTS Fa keAl ert / Fra udPa ck/ FakeAV/Guzz / Dl oad/Vobfu s /Z Pack HTTP Pos t 3"; flow: establis hed, t o_ se r ve r ; content : "POST 
" ; dep t h : 5; uricontent : "b,e rbe r /" ; nocase; u r icontent : "/ 217 .gif"; nocase; content: "data=" ; nocase; classtype : t rojan-activ i t y ; 
r e f e r e nce: u r l, th reat i nfo . t r e ndmi cro . com/vinf o /virusencyc l o/ defaul t5. as p?VName: TROJ_AGE NT . GUZZ&VSec t =T; r efe r e nce : ur l , vil. nai . com/vil/ co nt ent /v_157489 . ht m; 
r e f e r e nce: u r 1 , t h reat i nfo . t r e ndmi cro . com/v info /v i ruse ncyc l o/ de f au l t5 . as p?VName=TROJ_DLOAO . TID&VSect=T; r e f e r e nce: u r l , doc . eme rgi ngth r eat s. net / 2010236; 
r efe r e nce: u r l,WLWI . eme r gingthreats. net / cgi - b i n / cvs 11Jeb . cgi / s i gs / CURR ENT _EVE NTS/ CURRENT _f akealerts; s i d : 2010236; r ev :4; ) 

#by anon 4 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTERNAL_NE T $HTT P _ PORTS (msg : " ET CURR ENT _EVENTS Fa keAl e r t / FraudPac k/ FakeAV/ Guzz / Dl oad/Vobfu s / ZPack HTTP Pos t 4"; flow: establi s hed , t o_ serve r ; content : "POST 
" ; de pth : 5; uricontent : "/ item/" ; nocase ; uricontent : " / ti tem. gi f "; nocase ; content ; "data=" ; nocase; classty pe: t rojan · act i v i t y ; 
refere nce: u r 1, t h reatinfo . t r e ndm i cro . com/v i nf o /v i r usencyc l o/ defaul t5. as p?VName=TROJ_AGENT . GUZZ&VSect=T; r efe r e nce: url , vil . nai . com/v i l / co nt ent /v _1 57489 . htm; 
refere nce: u r l ,doc . emergingthreat s . net / 2010237; r efe r ence : ur l , WL.>11>1 . eme r gingthr eats . net/ cgi-bin/ cvs L,ieb. cgi / s i gs / CURR ENT _ EVENTS / CURRENT_fakeale r t s ; s i d : 2010237 ; r ev :4; ) 

#by anon 4 

• 
a l e r t tcp $HOME_NET a ny • > $ EXTERNA L_NET $HTT P _PORTS (msg : " ET CURR ENT _EVENTS Fa keAl e r t / Fra udPac k/ FakeAV/Guzz / Dl oad/Vobf us / ZPack HTTP Post 5" ; flow: establis hed, t o_se r ve r ; content : "POS T 
" ; dep t h : 5; uricontent : "/ r eport . ph p ?data=" ; nocase; cont ent : "data: " ; nocase; c lasstype : troj a n - ac tiv i t y ; re f e r e nce: url, t h r eat info . t rendmi c r o. com/v i nf o/v i r use ncyc l o/ defa ul t 5 . asp? 
VName =TROJ _ AGE NT . GUZZ&VSect =T; r efe r e nce : u r l , vil . nai . com/vil i content /v _157489. ht m; refe re nce : ur 1 , t h rea t i nfo. t rendmicro .com/vi nfo /v i rusenc yc l o/ def au l t5. asp ?VName=TROJ_DLOAD. Tl o&VSect=T; 
refere nce: u r l ,doc . emergingthreat s . net / 2010238 ; r eference : url , WL'IL.>1 . eme r gingthreats . net/ cgi-bin/ cvs l,ieb . cgi / s igs / CURR ENT _ EVENTS / CURRENT _ fakeale r t s; s i d : 2010238; r ev :4; ) 

#by anon 4 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NET $HTTP _PORTS (msg : ., ET CURRENT _EVENTS Fa keAl ert / Fr a udPac k/ FakeAV/Guzz / Dl oad/Vobf us /Z Pa ck HTTP Post 6" ; flow: es t a blis hed , t o_se r ve r ; cont e nt : "POST 
" ; dep t h : 5; uricontent : "/ a rr m-, s / "; nocase; u r icont e n t : "/ a r ro11,_up . gi f "; nocase; content: "data="; nocase; c lasst ype: t ro jan · act i vity ; 
r efe r e nce: u r l, t h reat i nfo . t r e ndm i cro . com/vinf o /v irusencyc l o/ defaul tS. as p?VName:TROJ_AGE NT . GUZZ&VSect=T; r efe r e nce: url , vil . nai. com/v i l/co nt ent /v_157489. htm; 
r e f e r e nce : u r 1 , t h reat i nfo . t r e ndmi cro . c om/v i nf o /v i ruse ncyc l o/ defaul t5. asp?VName:TROJ_DLOAO. TID&VSect =T; r e f erence : u r l , WLwi . t hr eatexpe rt . com/ report . aspx? 
md5=316f d88ac18 d21889b ldbf9 b979c1959; r e f erence : u r l , doc . eme r gi ngth r eats . net / 2010239; r e f e r ence : url , WW\~ . eme r gingth r ea t s . net / cgi- bi n/ c vsweb . cgi / s i gs/ CURRE NT _EVENTS/ CURRENT _ fake a l e r ts; 
s i d : 2010239; re v :4; ) 

# by ma tt j on kma n 

• 
a l e r t udp $HOME_NE T a ny - > $DNS_SERV ERS 53 ( msg : " ET CURRENT_EVENTS I nfected System Looki ng up ch r . santa-inbox.com CnC Se r ver" ; content: " 101 00 00 01 00 00 00 00 00 00 1" ; dept h: 10; 
off set: 2; cont ent : "I 03 I ch r J 0b l santa - i nb ox l 03 I com" ; nocase; classty pe : troj an- activ i t y ; r ef erence ; u r l , doc. emergi ngthr eats . ne t / b i n/v i ew/Ma i n/2008531 ; 
refere nce: u r l , WL>111J . emergingthreat s . net / c gi - b i n/ cvs 11Jeb . cgi / s i gs / CURR ENT _EVENTS / CURR ENT _s a nt a- i n box . com; s i d : 2008531; r ev : 3; ) 

#Submi tted by Cody Ha tch 

• 
a l e r t udp $EXTERNAL_NET a ny - > $HOM E_NET 514 (msg : "ET 00S Cisco 514 UDP flood DoS" ; conte nt : " 125 25 25 25 25 58 58 25 25 25 25 25 1" ; classtype : att empt ed- dos; 
refere nce: u r l , WLWI . cisco . com/wa r p/ public /707 / I OS-c bac -dynacl • pub . shtml ; r efe r enc e : ur l , doc. eme r gingthreat s . net / bi n/v i e\>J/Main/ 2000010; r e f er enc e : ur 1, www . emergingthr ea t s. ne t / cgi ­
b i n/ cvswe b . cgi / sigs/ 00S/ DOS_Cisc o_514_UDP _DoS; s id : 2000010 ; r ev : 11 ; ) 

#Submi tted by Cody Ha t c h 

• 
#ale r t t c p $EXT ERNAL_NET a ny • > $HOME_N ET 23 (msg : " ET 005 Cata l yst memo r y l eak at t a ck"; f1 0 11i : to_server , established ; content : " 141 41 41 0a l " ; de pt h : 20; classtype: a ttempted- dos ; 
refere nce : u r l , WLWI . c i sco . c om/ en/ US / p r oducts / p r oduc ts_securi t y _advisor y09186a00800b138e . sht ml ; r efe r ence : u r l , doc . eme r gingthr eats . net / bin /v i e,-,/Ha i n/ 2000011 ; 
r e f e r e nce: u r l , WLwi . eme r gingth r eat s. net / cgi - b i n / cvs 11Jeb . cgi / s igs / 005/00S_Ci sco_ Cat a l ys t _memory _leak_attac k; sid: 2000011 ; r e v ; 8; ) 

# submitted by Cody Hat c h 

• 
#ale r t t cp $EXTERNAL_NET a ny - > $HOME_NET $HTTP _PORTS (msg: " ET 005 Ci sco Route r HTTP OoS " ; flow: t o_ serve r ,est a blis hed ; uri conten t : " /%%" ; cl ass t ype : at tempted -dos; 
r efere nce : u r l,WLWI . cisco. com/wa r p/ public /707 / cisco- sn -20040326 - expl o i t s . sht ml ; refe r ence: ur l,doc. emerg i ngt h r eat s. net / bi n/v i e 11J/Ma i n/ 2000006 ; r efer e nce: ur 1, v,ww . emergi ngthr eat s . net / cg i ­
bin/ cvswe b . cg i / sigs/ 005/ DOS_ Cisco_Route r _HTTP _005; sid :2000006; r e v : 11 ; ) 

#By Bl a ke Harts t e i n a t Dema r c 

• 
a l e r t udp $EXTERNAL_NET a ny - > $HOM E_NET 162 (msg : "ET SNMP Cisco Non- Trap PDU r equest o n SNMPvl t r a p po r t "; content: " 102 01 00 1"; dept h :3; byte_test : l , >, 159,8, r e l ative ; byte_te st : l , 
<, 164, 8, r e l at i ve; clas sty pe : attemp t ed -dos; r efe r e nce : cve, 2004-0714 ; r eference : bugt r aq , 10186; r ef erence : u r l , doc . eme r gingthr e ats . ne t / b i n/view/Hai n/ 2002880; 
refere nce: u r l , WLWI . eme r gingthreats . net / cgi - b i n / cvs1,ieb. cgi / sigs / DOS/ DOS_Cisco_SNMP; s id: 2002880; r ev: 8; ) 

#By Blake Ha rtstein a t Demarc 

• 
a l e r t udp $EXTERNAL_NET a ny - > $HOM E_NE T 162 (msg : "ET SNMP Cisco Non- Trap PDU r equest o n SNMPv2 trap po r t " ; content: " 102 01 1"; depth: 2; byte_test: 1 , >,0,0, r e l ative; byte_t est: 1 , 
<, 3 , 0, r e l ati ve; byte_ t est : 1 , >, 159, 9 , r e l a tive ; byt e_ tes t : 1 , <, 167, 9 , r e l at i ve; class t ype: at t empted-dos; r eference: cve, 2004-0714; r efe rene e : bugt r aq, 10186; 
ref e r e nce : u r l ,doc . emergingth r eat s . net / bi n/v iew/Main/ 2002881 ; ref erence : ur 1, ww1>1 . emerg ingthreat s. ne t / cg i - bin / c vs web. cgi / s i gs / D05/ 005_ Ci sco_SNMP; sid : 2002881 ; rev : 8; ) 

#By Blake Ha rtste i n at Demarc 

• 
a l ert udp $EXTERNAL_NET a ny - > $HOM E_NET 162 (msg : "ET 5NMP Cisco Non- Trap PDU r equest o n SNMPv3 trap port " ; cont e nt:" 102 01 03 1"; de pt h :3; byte_test : 1 , >, 159,43,re l ative; byte_test: 1, 
<, 167 , 43 , relati ve; c l a sstype : a ttempted-dos; reference : cve , 2004-0714; r eference: bugt raq , 10186; r eference : ur 1 , doc. e me r gingthr eat s. ne t / bin/v i e w/Main/2002882; 
refere nce: u r l , WL>111J . emergingthreats . net / cgi -bin/ cvs 11Jeb . cgi / sigs / 005/ DOS_Cisco_SNMP; s id : 2002882; rev : 7; ) 

#By Bl a ke Ha r tste i n at Dema r c 

• 
a l e r t udp $EXTERNAL_NET !161 - > $HOME_NET 49152 : ( msg: "ET SlflP Ci sco Non-Trap POU reques t on SNMPvl r a ndom port " ; cont e nt: " 102 01 00 1"; dept h :3; by te_t est: 1 , >, 159,8 , r elative; 
byte_ test: 1, <, 164 , 8, r e l ati ve; e l a ss t ype : at t em pted-dos ; r efe r e nce : c ve, 2004-0714; re f e r ence : bugt r aq, 10 186 ; r eference : ur l , doc . eme r gi ngth r ea t s. net / bin/vie1~/Main/ 2002926; 
r e f e r e nce: u r l, WL>111J . eme r gingthreats. net / cgi - b i n / cvs 1,ieb . cgi / sigs / DOS/ DOS_Ci sco_ SNMP; s i d : 2002926; r ev: 7; ) 

#By Blake Ha r tstein a t Demarc 

• 
a l e r t ud p $EXTERNAL_NET !161 - > $HOM E_NE T 49152 : ( msg : "ET SlflP Cisco Non- Trap POU r eques t on SNMPv2 r a ndom port " ; content : " 102 01 1"; dept h : 2; byte_tes t : 1, >, 0 ,0, re l ative; byte_test: 1, 
<, 3 , 0, r e l ati ve; byte_ t est : 1 , >, 159, 9 , rela t i ve; byte_ tes t: 1, <, 167, 9 , r e l at i ve; class t ype: at t empted-dos ; r e f e r ence: cve, 2004-0714 ; r efe rene e : bugt r aq, 10186; 
ref e r e nce: u r l ,doc . emergingth r e ats . net / bi n/v i ew/Main/ 20029 27; ref erence : ur 1 , WWlll . emerg ingthr eats. ne t / cgi - bin / c vs web. cgi / s i gs / 005/ DOS _Cisco_SNMP; s i d : 2002927; rev : 7; ) 

#By Blake Ha rts t e i n at Dema r c 

• 
a l ert ud p $ EXTERNAL_NET !161 - > $HOME_NET 49152 : ( msg : "ET SlflP Ci sco Non-T r ap POU r eque s t on SNMPv3 r a ndom por t " ; content: " 102 01 03 1"; dept h : 3 ; byte_ t est :1 , >, 159,43, r e l ative; 
byt e_ test: 1, <, 167 , 43, re lative ; c l asstype : attempted- dos; refe r ence: cve, 2004-0714; refere nce : bugtraq , 10186; r efe r e nce: ur 1, doc . eme r gingthr ea t s. ne t / b i n /v i e 11J/Main/ 2002928; 
refere nce: u r l , WL>111J . emergingth r eats . net / cgi - b i n / cvs 11Je b . cgi / sigs / 005/ DOS_Cisco_SNMP; s id: 2002928; rev : 7; ) 

#by ke vi n r oss 

• 
a l ert t cp $EXTERNAL_NET a ny - > $HOM E_NET $HTT P_PORTS (msg : " ET 005 Cisco 4200 I.J i r e l ess Lan Cont r olle r Long Aut horisation De nial o f Se r vice At t empt"; fl oN:to_se r ve r,es tablis hed; 
content : "G ET "; de pt h : 4; nocase; uricontent : " / screens / frameset . ht ml " ; nocase; co nt e nt : "Aut ho r ization I 3A 20 I Bas ic " ; nocase; content : ! " I 0a I"; dis t a ne e : 2; withi n : 118; 
i sda taat : 120, r e l ative; pe r e: "/\x2 Fsc ree ns \ x2Fframeset \ x2Ehtml . +Aut hor i zation \ x3A Bas ic . {120}/ ms i "; c las s t y pe: att empt ed-dos ; refe r e nce: ur l , LWIW , sec ur i t yfoc us. com/ bid / 35805; 
ref e r e nce: u r l , WL>111J . cisco . com/loJa r p/ public /707 / cisco-amb • 20090727- L>J lc . s htm l ; r ef e r ence: cve , 2009- 1164; r eference: u r l , doc . eme r g ingthr ea ts . net / 2010674 ; 
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r eferenc e : ur l , www . emergingth reat s .net / cgi-bin / cvs 1.,,e b . egi / sigs / 005/ DOS_Ciseo_L~LAN; sid: 2010674; r ev : 3; ) 

#by Ke vi n Ross 

• 
a l ert tc p $ EXTE RNAL_NET any -> $HOM E_NET 6014 (msg: "ET 005 IBM DB2 kuddb2 Remote De nia l of 5e r v iee Attempt"; flow: established , t o_ serve r ; con t e nt: " 100 05 03 31 41 I"; cl asstype : atternpt ed -
dos; r efe r e nee : u r l , wi'II..,, . seeur i tyf oc us . com/ b i d/38018; r efe r enee : ur 1, int evyd i s . b logs pot . com/ 2010 / 01/ i bm- db 2- 97 • kuddb2- dos . html ; re f erenee : ur 1, doc . eme r gingthrea t s . ne t / 2010755 ; 
r efe r e nce: url • WM'il . emergingth r eat s . net / cgi- b i n / cvs we b . egi / sigs / 005/ 005_DB2 ; s i d: 2010755; rev : 4 ; ) 

#by Bl ake Hartstei n of Demarc 

• 
a l e r t t cp $ EXTE RNAL_NET a ny -> $HOM E_NET 2049 (msg: " ET 005 Fr eeB5D NF5 RPC Kerne l Pa nie"; flow: t o_se r ver , es t ablished; co nt ent: " 100 01 86 aS I "; off se t : 16 ; de pt h :4; content : " 100 00 00 
01 1" ; di stance :4; with i n :4; content: " 100 00 00 00 1"; d is tance :8 ; de pth: 4 ; content : " 100 00 00 00 00 00 1" ; d i stance :0 ; dep t h :6; classtype: at tempted-dos; r ef erence:cve,2006-0900; 
ref e r e nc e : bugt raq , 19017; r efe r e nce: ur 1, doc. emergingthr eats . net / b i n/v i ew/Ma in/ 2002853; r efe r e nce: url , vnvw. emergi ngthreats . net / cgi - bin/ cvs1~eb . cgi / sigs / 005/ 00S_F r ee8S D; sid: 2002853; r ev : 3; ) 

#by 8lake Hartstei n of Demarc 
# 
#ale r t tc p $EXTE RNAL_N ET any - > $HOME_NE T 1755 (msg : '"ET 005 Microsof t Streaming Serve r f-1a l for me d Req uest " ; fl ow: est a blis he d , t o_serve r; content : "MS8 "; dept h : 4 ; content :"" 106 01 07 00 24 
00 00 40 00 00 00 00 00 00 01 00 00 00 1"; dis tanc e: 0 ; 1~i t hi n : l 8 ; c l asstype:attempted-dos; r ef e r ence: bugt r a q , 1282; r ef e r e nce:u r l,Wl'iW . mierosoft. com/ tee hnet/ security / bull etin / ms00 -
038 .ms px; re ference : ur 1, doc . eme r gingthrea ts . net / b i n/v i ew/Ma i n/ 2002843 ; re f e r e nce : ur 1, ~JWW . eme r gingthr eat s . net / cgi -bin/ cvswe b . cgi / s igs / DOS / DOS_MS00- 038; sid : 2002843 ; rev : 4 ; ) 

#From Erik Fi c htne r : 
#hit o n pmt u frames wi t h next-hop mt u not 0 (o ld RFC s hortc ut ) and ( a dded th i s so t he s i g woul d n ' t t rigge r mi ssing r efe r enee: u r l , seareh e r r ors ) 
#be l ow a sa ne value, eg 576 bytes . Adj ust t o t as te. 
#t rue RFC791 mi n "" 68 , t ru e e nd-te - end pmt u compatble mi n "" 13 2. 
# real wor l d might even go as h igh as 1100 bytes min . 'fft-'N . 
#Upda t ed to be 6 i n t he byt e tes t a s pe r Shane Cas tle 

• 
#a le r t icmp $EXTERNAL_NET a ny -> $HOME_NET any (msg : "ET 005 I CMP Pa t h MTU l m~e red be l ow a ccept a b l e t hre sho l d " ; itype : 3; i code: 4; byt e_tes t : 2, <,576 , 6; byt e_t est : 2 , !=,0, 7; c las s t ype : 
den ia l -of- se r vi ce; ref e r ence :cve , CAN- 2004-1060; r ef e r ence: u r 1, M.wi . mi c rosoft . com / t echnet / secu r ity / bullet in/ f-1505-019 . ms px; r eferenc e: u r 1, i sc . sans . org/ d ia r y . ph p?dat e : 2005-04-12; 
r efe r e nce: ur 1 , dcc . emergingth r eats . net / bin /v iew/Main/2001882; r efe r e nce: ur l , Wl-n..i . emergingthreats . net / egi- b i n / cvs 1,;e b . egi / sigs / 005/ 005_M50 5 -019; sid: 2001882; r e v : 10 ; ) 

#5ubmi tted by Chri s Norto n 
# 

#ale r t tc p $ EXTERNAL_NET any - > $SQL_SERVE RS 1433 (msg : "ET 005 Poss ib l e Mi c rosoft SQ L Serve r Remote De ni a l Of Se r v i ce At t empt"; flm..i : established , t o_se r ve r ; content : " 110 00 00 10 cc l "" ; 
dept h : 5; c lass t ype : attem pt ed-dos; r e f e r e nce : bugt r aq , 11265; r ef e r e nce: u r l , doc . eme r gingt hreats . ne t / bi n/v i ew/Main/ 2001366; r eference : u r l , \'11.'t'IV . eme r gingt hreats . ne t / cg i -
b i n/ cvs \~eb .cgi / sigs/ 005/ DOS_MSSQL_OOS; s i d: 2001366; r ev : 10; ) 

#By Blake Hart stein at Demarc 
# 
#alert tc p $EXTE RNAL_NET any - > $HOME_NET 445 (msg: " ET 005 Ne t rl.Jks t aU se r Enum Re qu e s t with l a r ge Pr ef erred Ma x Le n""; flow:es t ablished , t o_s e r ver ; cont ent : " lff lSMB"; content: " 110 00 00 
00 1" ; di stance :0 ; cont e nt: " 102 00 1" ; d is tance :14; de pt h : 2; byte_jump :4, 12 , re lat i ve,little , mult iplie r 2 ; co nt ent : " 100 00 00 00 00 00 00 00 1" ; d is tance: 12; de pth :8 ; 
byt e_ t est: 4 , >, 2 , 0 , r e l a tive; classt ype : a ttempted - dos; r e f e r e nce : cve, 2006-6723 ; referenc e : ur l , doc . eme r gingth r ea t s . ne t / b in/v i elv/Main/ 2003236; refe r e nce: ur 1, www . eme r gingth r eats . net / cgi­
b i n/ evs \veb . egi / sigs/ 005/ DOS_M5_9 1B; sid : 2003236; r ev : 3; ) 

# Er i k Ficht ner 

• 
a l e r t t cp $ EXTERNAL_NET a ny -> $SMTP _SERVERS 25 (msg : "ET D0 5 Exeess i ve SMTP MAIL - FRDM DOoS" ; fl ow: t o_se r ver , establishe d ; content: "MAIL FROM I 3a I ""; noease; window: 0 ; i d :0; t hr e s ho l d: 
t ype limit, t rac k by _src , count 30, second s 60; e lasst ype: de n i a l -o f - se r v i ce; r eference: ur l , doc . eme r g i ngth r eats . ne t / bin/vieL~/Ma in/ 2001795 ; refere nce: ur l , lflWW . emerg i ngth r eats . net / cgi­
b i n/ cvsweb . cgi / sigs/ 005/ DOS_Mail - Fr om; sid : 2001795; r ev : 9; ) 

#By Blake Hartstein at Demarc 

• 
##alert t c p ,;EXTE RNAL_NET a ny -> $HOME_NET 25 (msg:"ET DELETED HE LO Non •Di s playabl e Characters MailEnabl e Oe nia l of Se r v i ce " ; fl mv:establ ished ,to_ser ve r ; co ntent :"HE LO ""; noc ase; 
de pt h : 60 ; pe r e : "/" [ "\n ] ,. [ \ x00- \ x0B\ x0e- \ xl f ) / R"; c l asstype: attempted- dos; re feren ce : cve , 2006- 3277 ; r eferenee : bugtraq , 18630; ref e r e nce: ur l , dcc. eme r g i ngt h r eat s. net / bin/v i ew/Main/2002998 ; 
ref e r e nce: ur 1 , wwt..i . emergingth r eats . net / cgi- b i n / cvs we b . cgi / sigs / 00S/ 005 _MailE nable; sid : 2002998; rev : 7; ) 

#by Ke vi n Ross 
# 
a l ert tcp $ EXTE RNAL_NET a ny -> $HOM E_NET 3306 (msg:"ET 00S Possible MYSQL Geom f r oml.JKB() function Deni a l Of Se r v i ce Attem pt " ; flm..i : t o_serve r , established ; content:"SE LECT"; nocase; 
eontent: "geomet r ycollectionf r omwkb" ; d is tanee: 0; nocase; pe r e : "/ SELECT. +geomet r ycollectionfromwkb/ s i "; c l a sst ype : att empted- dos; r efe r e nce: ur 1, www . seeur i t yfocus . com/ bid / 37297 / info ; 
r efe r e nce: ur ! , ma r e . inf o/ ?l : oss - seeuri ty&m=125881733826437&!.>i =2; r e f erenc e : ur l , do 'lml oads . secu r i t y f oc us . com/v ulne r a bil it i es / explo i t s / 37297. t xt; r efe r ence : c ve , 2009-4019; 
ref e r e nc e : ur 1 , dcc . emergingth r eat s, net/2010491 ; r efe r e nce: ur l , Wlw.i . emerg ingt hreat s . ne t / cgi - bin/ cvs we b . cgi / s igs / 005/ 00S_Mysql ; s i d : 2010491 ; r ev : 2; ) 

#temp di sabled ti ll we f i gur e out a ll o ptions 
# 
#alert tc p $EXTE RNAL_N ET any - > $HOME_NET 3306 (msg : "ET 00S Pos s i ble MYSQL SE LECT l.JHERE t o User Va r iable De ni al Of Se r vice Attempt " ; fl ow: to_ser ver,established; cont e nt : "SELECT"; 
nocase; content: " L-IHE RE" ; di stance : 0 ; noease; eontent : "SELE CT" ; nocase ; eo ntent : " I NTO" ; d is tance :0; nocase; content:" I 60 1 " ; Lvith i n : 50; eonten t : "J 60 1 " ; 
pe re: " / SE LE CT. +L.JHER E. +SE LECT . + \ x60/ si" ; class t y pe: at t empted -dos; r efe r e ne e : u r l , 'IMl'il . securi t yfoc us . com / bid/ 37297 / i nfo; ref er ence : ur l ,ma r c . i nfo / ?l : oss - securi t y&m: 125881733826437&w: 2; 
r efe r e nce: ur 1 , dm..inl oads. securi t yf ocus. eom/vul ne r a bil it ie s / expl oi ts / 37297- 2. t xt; r efe r e nce: c ve , 2009-4019 ; r efe r ence: ur l , doc . eme r gingthrea t s . net /2010492; 
r efe r e nce: ur l , Wl-n..i . emerg i ngth r eats . net / cg i - bin / cvs we b . cgi / s igs / DOS/ 005 _Mys ql ; s i d: 2010492; r ev : 3; ) 

#by ke vi n r oss 

• 
a l e r t tc p $EXTE RNAL_NET a ny -> $HOM E_NET 3306 (msg: "ET 00S Possible MySQL ALTE R DATABAS E Deni a l Of Se r v i ce Attempt " ; flow: establi s hed,to_ serve r; content : "ALTER " ; nocase; 
content: "DATABAS E""; nocase; L..i i t hi n : 12; cont ent : "I 22 I . "; d i s tance :0; content : "UPGRADE "; noca se; distance : 0 ; cont e nt : "DATA""; noc ase ; withi n : 8 ; 
pe re: " / ALTE R. +DATABASE . + \ x2 2\ x2 E (\x22 I \ x2E \ x22 I \ x2E\ x2E \ x2 F\ x22 ) . +U PGRADE . +DATA/ si " ; e l asstype: attem pted- dos; r e f e r e nce: ur l , sec ur i t yt rac ke r . com/ alerts / 2010/ Jun/ 1024160 . ht ml ; 
refere nce: ur 1 , dev . mys q l . com/ doc / r e f ma n/ 5 . 1/ en / a l t er-database. ht ml ; r e f e r e nc e : cve, 2010- 2008; ref e r e ne e: u r 1, doc . emergingth r eats . net / 2011761 ; refe r e nce : ur 1, www .emer gingth r eats . net / cgi­
b i n/ evs \"eb . cgi / sigs/ 005/ DOS_Mysq l ; s i d: 2011761 ; r ev : 2; ) 

#by ke vi n ross, mi ke ccx and j oe l es l er 

• 
a l e r t tc p $EXTE RNAL_NET a ny - > $HOM E_NET $HTTP _PORTS (msg: " ET 005 Netgear 06632 Web Management Denia l Of 5e r viee Att empt " ; flow: establi s he d , t o_ se r ve r ; cont e nt : "POST 
u r icontent : " / cgi - bi n/ f i r mwa rec f g"; noca s e ; c l asstype : attempt e d- dos; ref e r ence: ur l , sec ur i t yt rac ker . com/ a l e r t s / 2009 / Jun/ 1022403 . ht ml ; refe r ene e : c ve, 2009 - 2256; 
r efe r e nce: ur 1 , dcc . eme r gingth r eat s . net/2010554 ; re f e r e nce : ur 1, wwt..i . emer gingt hr eats. net / cgi - b i n/ cvs we b . egi / sigs / 005/ 00S_Netgea r ; s i d : 2010554 ; r ev : 2 ; ) 

#by Bart Roos 

• 

nocase ; dept h : 5; 

a l ert tc p $ EXTE RNAL_NET a ny -> $HOM E_NET $HTT P_PORTS (msg:" ET DOS Large amount of TCP Zerol.Ji ndow - Poss i ble Nki lle r 2 DOos attack" ; flags : A; window:0; t h r eshold : t ype t hr es ho l d, t r a c k 
by_ s r c, count 100, second s 60 ; c l asstype: attempt ed-dos; ref e r e nce : ur l , dc c . eme r gingthreat s. net/ 2009414; r e f e r e nce : ur l , WIW/ . eme r gingth r eat s . net/ cgi - b i n/ cvs i~e b . cgi/ sigs/ DOS/ OOS_Nkil l er2; 
s i d : 2009414; r ev : 3; ) 

#by matt j onkman a nd waldo kitty 
# 
alert ud p $EXTE RNAL_NET 1 23 -> $HOM E_NET 123 (msg:" ET 005 Pot entia l I nbound NTP denia l -of- servic e at t empt ( r epeated mode 7 r equest )°' ; dsize: 1 ; cont e nt : .. 117 1"; t h r es ho l d: t ype limit , 
eount 1 , seeond s 60, t rae k by _s r c; class t ype : att empted -dos; r ef erence : u r l , \'11.'t'IV . kb . ce r t .o r g/vul s / id/ 568372; r efe r e nce: eve , 2009-3563; ref er enee: ur l ,doc. eme r g i ngth reats .net / 2010486; 
r efe r e nce: ur l , Wl-n..i . emergingth r eats . net / cg i -bin / cvs1.,,e b . egi / s igs / DOS/ 005 _Nt p; s i d : 2010486; rev : 2; ) 

#by matt j onkman a nd waldo kit t y 

• 
a l e r t ud p $EXTE RNAL_NET 12.3 -> $HOM E_NET 123 (msg : " ET 00S Pot entia l I nbound NTP denial-of -serv i ce at t empt ( r epeated mode 7 r eply ) " ; dsi ze:4; content : " 197 00 00 00 1 " ; t hr es ho l d: t ype 
1 i mi t , count 1, seco nd s 60, t r ac k by_s r c; c l ass t ype : a t tempted-dos; r efe r e nc e : ur 1, wm..i . kb. ce r t . org/vul s / i d/ 568372 ; r eference : cve, 2009- 3563 ; r eference : ur 1 , doc . emerg ingth r eats. ne t /2010487; 
r efe r e nce: url , Wl-n..i . emergingth reat s . net / cgi- b i n / cvs1.,,e b . egi / sigs / 005/ 00S_Nt p ; s i d: 2010487; rev : 2 ; ) 

#by ma tt j on kman a nd wa l do kit t y 

• 
a l e r t ud p $HOME_NET 123 -> $EXTERNA L_NET 123 (msg:"ET 005 Pot entia l I nbound NTP denial- of - serv i ce at t empt ( r epeated mode 7 r equest ) "; dsize: 1 ; content : " 117 1" ; t h r es ho l d: t ype limi t , 
cou nt 1 , second s 60, t rac k by_s r c; c l ass t ype : at tempted -dos ; r ef e r e nce: u r 1, \'11.'iW . kb . ce rt .or g/vul s / id/ 568372; r eference: eve, 2009- 3563; r ef erence: url , doc . eme r g i ngthrea t s . net / 2010488; 
r efe r e nce: url , 1...,.-n..i . emergingth r eats . net / eg i - b i n / cvs 1.,,e b . egi / sigs / 005/ 00S_Nt p ; s i d: 2010488; rev : 2; ) 

#by matt j onkma n a nd wa l do kitty 

• 
a l ert ud p $HOME_NET 123 -> $EXTE RNA L_NET 123 (msg: "ET 005 Pot entia l I nbound NTP denia l -of - se r v i ce at t empt ( r epeated mode 7 r eply ) " ; ds i ze :4; content : "I 97 00 00 00 1 " ; t hr esho l d: t ype 
1 i mi t , count 1, second s 60, t r ac k by_ s r e; c l asst ype : a tt empted -dos; r efe r e nce : ur l , Wl'll'il . kb . ce r t . org/vul s / i d/ 568372 ; r eferenee: cve, 2009- 3563; r efe r e nce: ur l , doc. eme r g ingth r eats. ne t / 2010489; 
refe r e nce: ur l , Wl-n..i . eme r gingthreats . net / cg i - b i n / cvs we b . cgi / s igs / 005/ 00S_Nt p; s i d : 2010489; rev : 2 ; ) 

• 
#ale r t tc p $ EXTE RNAL_NET any - > $HOME_NET 443 (msg: " ET 005 SSL Bomb DoS At tempt" ; flo ~i : t o_ serve r ,established; cont ent : " 116 03 00 1" ; offset :0; de pth : 3 ; cont e nt : " 101 1" ; with i n : 1 ; 
d is tanc e : 2; by t e_j ump: 1 , 37 , rela tive , align; byt e_ tes t : 2, >, 255 , 0 , r e lative; cla ss t ype: attempted- dos; r efe rene e : cve , CAN· 2004-0120 ; 
~~f~ r e nce_: ur 1 ~ WWI~ . m~cro~oft . com/ t ec~net / secur i t ~/ bu l l etin/ MS04-01~. ms px ; r e f erence: ur l, doc . emergingt hr eats. net / b i n/view/Main/ 2000016; r e f erence: u r l , w1:M . eme r gingt hr eats. net / cg i -
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b i n/ cvsh·eb . cg i / sigs/ 00S/ D0S_SSL_Bomb_At tempt ; s i d: 2000016; r e v : 7; ) 

#by Ke vi n Ross 

• 
##a l e r t tc p $EXTE RNAL_NET any - > $HTTP _SERVERS $HTTP _PORTS (msg : " ET DE LETED Possibl e Slowl ori s Too l HTT P/ Pr oxy De nia l Of Se r v i c e Attemp t " ; flm.,, : t o_se r ve r , established; content : "GET /" ; 
depth :5; content : "User-Agent l 3a l Ho zilla / 4 . 0 ( compat i bl e l 3b l MSIE 7. 0 l3b l lVi ndows NT 5,l l3b l Trident / 4 . 0"; offset: 30; depth: 90; t h r eshol d : t ype t hr es ho l d , t r ac k by_s r c , count 100, 
seconds 30; c la ss t ype : attempt e d-dos ; r e f erence: ur 1, i sc . sans .org/ diary . html ?sto r y i d=6601; refe r enc e : u r 1 , L'J\Wl . packet s tormsecurit y . com/ f iledesc / s l Ol.,, l o ris . p l . t xt . html ; 
ref erence : u r l , doc . emergingth r eats . net / 2009413; re fe r ence : ur l , h'\'J\.,, . eme r g ingth r eats. net/ cgi-bin/ cvs web . cgi / s igs / DOS/ 00S_S l owl i ris; s i d: 2009413; r ev : 3; ) 

# by ke vi n ross 

• 
#a l ert udp $ EXT ERNAL_NET a ny - > $HOME_NE T 69 (msg : " ET 00S Poss i b l e Sola r Wind s TFTP Server Rea d Req uest De nia l Of Service At t empt " ; cont ent : " 100 01 01 1" ; de pt h : 3; cont e nt "NETASCII " ; 
c l a sstype: attempted-dos; r efer e nce : url , W\'il.,, . exploi t-db . com/ expl o i ts / 12683/ ; r efe r ence : u r l , doc . emergingt hrea t s . ne t / 2011673; r efe r e nce: u r l, l""""" . emergingthreats . net / cgi -
b i n/ cvsweb. cg i / sigs/ 00S/ D0S_Sola rwinds; s id : 2011673 ; r ev : 3; ) 

# by ke vi n ross 

• 
#a l e r t udp $EXTERNAL_NET a ny - > $HOME_NET 69 (msg: " ET 00S Sola r lVinds TFTP Se r ve r Long Wr i t e Re quest Oe ni a l Of Serv i ce Attempt " ; content: " 100 02 J"; de pth : 2; i sdataat:1000, r e l ative; 
content : ! " l0AI " ; withi n: 1000; co ntent: "NET ASCII " ; d is tance: 1000 ; clas stype: a t tempt ed -dos; r efe r e nce: ur l , www .exploit -db . com/ explo i t s / 13836/ ; 
refe re nce: u r l ,doc . emergingth r eat s . net/ 2011674; r e fe r ence : ur 1, h'\"'-" . eme r g ingth rea ts. net/ cgi - bin/ CVSL'leb . cgi / s igs / OOS/ 00S_Sola r wi nds; s i d : 2011674; r e v : 3; ) 

# by Ke vi n Ros s 

• 
a l e r t tc p $ EXTE RNAL_NET a ny -> $HOM E_NET 5900 (msg : " ET DOS Poss i ble VNC ClientC utText Message Oe nial of Se r v i ce/ Memory Corruptio n Attempt " ; fl Dl.,, : established , to_serve r ; content : "I 06 1 "; 
depth : 1 ; isda t aat : 1000 , relative; content : ! " )0A I " ; withi n : 1000; classtype: at tempted-dos; 
refe r e nce: u r l , h'\"""' · f ort i gua r d . com/ e ncyclopedia /v ul ne r abil i t y/v nc. se r ve r . clientcuttext . message . memo r y . cor r uption . ht ml; r efe r e nc e : url,doc . eme rgingt hr eats. net /2011732; 
ref erence: u r l , WLw, . eme r gingth r eats, net / cgi - bin / cvs 1\le b . cgi / s igs / D0S/ 00S_ VNC; s i d : 2011732; rev : 2; ) 

#Submi tte d by Matt Jonkman 

• 
a l ert t cp $HOME_NET a ny - > $EXTE RNAL_NE T $HTT P_PORTS (msg : "ET EXPLOIT Adobe Acrobat Rea der Malicious URL Null Byte"; flow: t o_serve r ,es t a blished; uricontent : " . pdf l00 I"; nocase; 
e l asstype : attempted-admi n ; r efe r e nc e : u r 1, idefense . com/ applica t ion/ poi / d ispl ay ?i d =126&t ype=vul nerabil i ties; r efe r e nc e : u r l , wi"""' · sec uriteam. com/wi ndows nt focus / 5BP00 20DPL.J . ht ml ; 
refe r e nce: c ve , 2004 -0629; r e f e r e nce : ur 1, dcc. eme r gingt hr ea t s. net / b i n /vi e L\I/Ma i n/ 2001217; r ef e r e nce : u r l ,wivw . eme r gi ngthr ea t s. ne t / cg i · bi n/ cvswe b. cgi / sigs / EXPLOIT / EXP LOIT _Adobe_Ac r oba t _ BO; 
s i d: 2001217; r ev : 10; ) 

#f r om Bdocto r 

• 
a l e r t t cp $ EXTERNAL_NET a ny - > $HOM E_NET 617 (msg : " ET EXPLOIT Arkeia fu ll r emote access wi t hout password o r a ut he nt i cation" ; flow: from_se r ver ,established; 
content : " I 464F 3A20596F75206861766520737563 I " ; cont e nt :" I 6520636C69656E7420696E666 F726061 I" ; classtype: attempt e d- admi n; r e f e r e nce : ur 1, me t as p l oit . com/ resea r c h/vul ns / a rk e ia_agent; 
refe r e nce: u r l , doc . emergingthreats . net / b in/v iew/Main/ 2001742; r efe r ence : ur l , W'-""" • eme r gingth r eats. net/ cg i - bin / c vsL'leb . cgi / sigs / EXPLOIT / EXPLOI T _Ar keia; s i d: 2001742; r ev : 8 ; ) 

#by Akas h Ma ha jan 

• 
a l ert ud p $ EXTE RNAL_NET a ny -> $HOM E_NET 14000 (msg:" ET EXPLOIT Borland Vi s i Broke r Smart Agent Heap Ove rflow"; co nt e nt : " 144 53 52 65 71 75 65 73 74 1" ; pcre : "/ [0-9a- zA-Z ]{50, }/ R" ; 
e l asstype: sue ce ssful -dos ; r efe r ence : bugt r a q , 28084 ; r ef erence : u r l , a lu i gi . a l t e r vis ta . o r g/ adv/vis i b r o ke n -a dv . t xt; r efe r ence : url , doc . e me rgingth r eats . net / bin/v i ew/Mai n/ 2007937; 
ref e r e nce : u r l , \'iLoJI..,, . eme r gingth r eat s, net / cgi - bin / cvs 1\le b . cgi / s igs / EXPLOIT / EXPLOIT _Bo r l a nd; s i d: 2007937 ; r ev : 3; ) 

# by Blake Ha rtstein 

• 
a l e r t tc p $ EXTERNAL_ NET any - > $HOM E_NET 5250 (msg: " ET EXPLOIT MI SC Compu te r Associates Negative Content- Lengt h Buf fer Ove r flow" ; flow: established , t o_se r ver ; content : "Content-
l e ngth I 3A I " ; noca se; pere:" / " Content- Le ngth\ x3 a \ s * - \ dt / s mi "; class t ype: we b-applicat i on - at tac k; r efe r e nce : bugt r a q , 16354; r eference : cve, 2005- 3653; 
refe r e nce : u r l , doc . emergingth reats . net / bi n/v iew/Ma i n/2002791 ; refe r ence : ur 1 , h'\oJl.'l . eme r gingthreats . net/ cgi - bin / cvs web . cgi / s igs / EXPLOIT / EXPLOIT_ CA; s i d : 2002791 ; r e v : 4; ) 

#B l a ke Hart s te in of Dema rc 

• 
#a l e r t t cp $ EXTERNAL_NET a ny - > SHOME_NE T 2200 (msg : " ET EXPLOIT CA Bright St o r ARCserve Mobile Bac kup LGS ERVER. EXE Heap Corruptio n"; flow: establi s he d , to_se r ve r ; content : " l4e 3d 2c l b I"; 
depth : 4 ; isda t aat : 2891 , rela t i ve ; c la ssty pe: attempted - a dmin ; r efe r e nce: cve , 2007-0449; r efe r ence: u r l , doc . eme r gingth r ea t s . net / b i n/v i e w/Main/ 2003369; 
ref e re nce: u r l , h'\"""'· eme r gingthreats . net / cgi - b i n / cvs 1\le b . cgi / sigs / EXPLOIT / EXPLOIT_CA; s id: 2003369; rev : 3 ; ) 

#by Shirkdog 

• 
a l e r t ud p $ EXTE RNAL_NET a ny -> $HOM E_NET 111 (msg : " ET EXPLOIT Comput e r Assoc iates Brig ht s t o r ARCServe r Backup RPC Serve r ( Cati rp c . dll ) OoS" ; cont ent : " ]00 00 00 00 1" ; offset :4; depth :4 ; 
content : " 100 00 00 03 1" ; dis tance : B; wi t hi n: 4; content : " 100 00 00 08 1" ; d istance :0; withi n :4; content: " 100 00 00 00 1"; d i stance: 0 ; L~ ithi n :4; conten t : " 100 00 00 00 1" ; d istance: 4; 
within :4 ; con t ent: " 100 00 00 00 00 00 00 00 1., ; distance: 8; within : 32 ; classtype : at tempted -dos; refe r e nce: u r l,WLwi . milw0rm .com/ exp l oits / 3248 ; 
refe r e nce : ur l ,doc . emergingth r eat s . net / bi n/v iew/Ma in/2003370; refe r ence : ur l , h'\oJl.'l . eme r gingth r eats. net/ cgi -bin / c vs web . cgi / sigs / EXPLOIT / EXPLOIT_ CA; s id : 2003370; rev : 3; ) 

# by Shi r kdog 

• 
a l e r t tc p $ EXTE RNAL_NET a ny - > $HOM E_NE T 1900 (msg : ., ET EXPLOIT Compute r Associates Mobile Backup Servi ce LGS ERVER . EXE Stack Ove r fl OL~ ., ; flDl~: established , to_se r ve r ; content: "0000033000"; 
depth : 10; i s da t aat : 1000 , r elat i ve; class t ype : a tt empted • ad mi n ; r efe r ence : ur 1 , \'ML.'l . mi b .,,0rm. com/ exp l oit s / 3244; r efe r e nce : url , doc . eme r gingthr ea ts . net / b i n /v i e L'l/Mai n/ 2003378; 
refe r e nce: u r l , h'\"""' · eme r gingth reats, net / cgi - bin / cvs 1\le b . cgi / sigs / EXPLOIT / EXPLOIT_ CA; s i d : 2003378; rev : 3; ) 

#Al so by Sh i rkdog 

• 
a l e r t t cp $EXTE RNAL_NET a ny - > $HOM E_NE T 2200 (msg : " ET EXPLOIT Compute r Associates Bright St or ARCserve Ba c kup f or La pt ops LGSe r ver . exe OoS" ; f1 01\l :es ta blished , t o_serve r; content: " lff f f 
f f ff I"; offse t : 16 ; de pt h :4 ; classtype : attempt e d- dos; r eference : ur 1 , h'\oJI.\I , securi t yfocus . com/ a r c hi ve / 1/ a r chive/ 1/ 4 58650/100 / 0 / t h readed; 
ref e r e nce : u r l , doc . emerg i ngth r eats . net / bi n/v i ew/Ma i n/ 2003379 ; reference : ur 1 , \'ML.'l , eme r g ingthreat s. ne t / cg i - bin / c vs L~eb . cgi / s igs / EXPLOIT / EXPLOIT _CA; sid : 2003379; rev : 3; ) 

#anot her from Shi r kdog 

• 
a l e r t tc p $ EXTE RNAL_NET any -> $HOM E_NET 1024 :65535 (msg : " ET EXPLOIT Comput e r Associates Brights t o r ARC Serve Bac kup Me dias vr. exe Remote Exploit " ; fl ow: establ ished, to_se r ve r ; 
content : " 100 06 09 7e l " ; offs e t: 16; dept h : 4; co nt ent: " 100 00 00 bf l " ; d i s tance:4; with i n :4; co nt ent:" 100 00 00 00 00 00 00 00 1"; d is t ance :0 ; with i n :8 ; classtype : att empted- a dm i n; 
ref e r e nce: u r l , h'\oJI.\I . mi l w0 r m. com/ exp l oits/ 3604 ; r efe r e nce : u r 1, dcc . eme r gi ngth r eats . net /bin /v i ew/Main/ 2003518; r efe r e nce : url , W'ill.,, . eme r gingthr eats. net / cgi-
b i n/ cvswe b . cg i / sigs/ EXPLOIT / EXPLOIT _CA; sid: 2003518; r ev : 3; ) 

# by s hirkdog as 1\lell 

• 
a l e r t t cp $ EXTE RNAL_ NET any -> $HOM E_NE T 1024 : 65535 (msg : " ET EXPLOIT CA Bright s t o r ARCServe ca l oggerd DoS"; flo1\I : es t ablished, t o_se r ve r ; content : " 100 06 09 82 I"; off set : 16; depth: 4; 
content : " 100 00 00 01 1" ; dis tance: 4 ; ~ii t hin : 4 ; conten t : " 100 00 00 00 00 00 00 00 1" ; di stance:0; L~ ith i n :8; c lass t ype : attempted-dos ; r eference: url , ~11>1w . mi h 10 r m. com/ exp l o i ts /3939 ; 
r efere nce: u r l , doc . emerg i ngthreats . net/ bi n/v i ew/Main/ 2003750; ref erence : ur 1, \'ML.'l . emergingthr eats. net/ cgi - bin / c VSL~eb . cgi / sigs / EXPLOIT / EXPLOIT_ CA; sid : 2003750; rev : 3; ) 

#by sh i r kdog as well 

• 
a l e r t tcp $ EXTE RNAL_NET a ny -> $HOM E_NET 1024: 65535 (msg : " ET EXPLOIT CA Bright s t o r ARCServe Me di as v r DoS"; flm'l :es tab lished , t o_server; conten t : " 100 06 09 7e l " ; offset: 16; dept h : 4 ; 
cont e nt : " 100 00 00 7e l " ; d i s t a nce :4 ; vii t hi n:4; content : " 100 00 00 00 00 00 00 00 1" ; di s tance: 0 ; withi n : 8 ; clas sty pe :attempt ed-dos; r ef erence : ur l , WW\·1.mi b l0r m. com / exp l oits / 3940 ; 
ref e r e nce: u r l ,doc . emergingthreat s . net/ b i n/v i ew/Main/ 2003751 ; r efe r ence : ur l , h'\oJl.'l . eme r gingth r eats. net/ cg i - b i n / c vs L\leb . cgi / sigs / EXPLOIT / EXPLOI T _CA; sid : 2003751 ; r e v : 3 ; ) 

#by Da vi d Macie j a k 

• 
a l ert t cp $ EXTE RNAL_NET a ny - > $HTTP _SERVERS $HTT P _POR TS ( ms g : " ET EXPLO IT CVSTrac filed i ff Arbi t r ary Re mote Code Execution" ; flow: t o_server , es t ablis hed; uricontent : "f iled i ff I 3f I f ,."; 
nocase; pc r e :" / f iled i ff \ ?f =. +&vl =[ \ d . ]+&v2= ( \ d . ]+\ ; . +/Ui " ; c l assty pe: we b- appli cation-attac k; r efe r e nce : bugt r aq , 10878; re f e r ence: cve, 2004- 14S6; 
r efe r e nce: u r l , doc . eme rg i ngth reats, net / bi n/view/Main/ 2002697 ; r efe r ence : ur 1 • \'ML.\I , eme r g i ngthr eats. net/ cg i - bin / c vs L~eb . cgi / s igs / EXPLOIT / EXPLOI T_CVSTr a c ; s i d: 2002697; r ev : 6; ) 

• 
a l ert t cp $EXTE RNAL_NET a ny - > $HOM E_NE T 2401 (msg :" ET EXPLOIT CVS se r ver he ap ove r flow at t empt (ta r get Li nux) " ; fl ow: to_se r ve r ,e sta bli shed ; dsize : >51 2; conten t : " 145 6e 74 72 79 20 4 3 
4 3 43 43 43 43 43 43 43 2f 43 4 3 1"; off se t : 0; de pth : 20; t hr es hol d : t ype limit, trac k by_d st, count 1 , second s 60; c lass t ype : att empted-admin; 
refe r e nce: u r l , doc . eme rg ingth reats, net / b i n/v i ew/Main/ 2000048; r eference: ur 1 • \'iLoJI.\I , emerg i ngthr eats. net / cg i - bin / c vs L~eb . cgi / s igs / EXPLOIT / EXPLOI T_CVS_HEAP _Ove rflm·, ; s id: 2000048; r ev : 5 ; ) 

• 
a l ert tc p $ EXTE RNAL_NET a ny - > $HOM E_NE T 2401 (msg : " ET EXPLOIT CVS se r ver heap ove r flow at temp t ( ta r get BSD) "; flow : t o_serve r , es tablis hed; ds i ze : >512 ; content :" 145 6e 74 72 79 20 61 
61 61 61 61 61 61 61 61 61 61 61 1"; off se t : 0; de pth : 18 ; t hr es hol d : t ype limit , t r ac k by_d st, count 1 , seconds 60; c lasst ype: a tt empted-admin; 
r efe r e nce: u r l , doc . emergingth reats, net / b i n/v iew/Main/ 2000031 ; r eference: ur 1 • \'iLoJI.\I , eme r g i ngth r eats. net/ cg i - b i n / c vs L~eb . cgi / s igs / EXPLOIT / EXPLOI T_CVS_ HEAP _Ove rflo11 ; s id : 2000031 ; r ev : 5; ) 

a l ert tc p $ EXTE RNAL_NET a ny - > $HOM E_NE T 2401 (msg : " ET EXPLOIT CVS se r ver hea p ove r flow a t temp t ( t arget Solari s ) "; flow: to_se r ver,est ab-lished; dsi?e : >512; content : " 141 72 67 75 6d 65 
6e 74 20 62 62 62 62 62 62 62 62 62 1"; offset: 0 ; dept h : 18; t h r eshol d : t ype limit, t r ac k by_ds t , count 1 , seconds 60; class t ype: attempt ed-admin; 
refe r e nce: u r l , doc. eme rg i ngth reats, net / b i n/v iew/Main/ 2000049 ; r efe r ence : ur l • h'\oJI.\I , eme r gingth r eats. net / cg i - bin / c vs L'leb . cgi / s igs / EXPLOIT / EXPLOI T _CVS_HEAP _Ove rflow; sid: 2000049; r ev : 5 ; ) 
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#Submitted by Cody Hatc h 

• 
a l ert tc p $E XTERNAL_ NET a ny -> $HOM E_NET $HTT P_ PORTS (msg:" ET EXPLOIT Ci sco %u IOS eva s i on" ; fl ow: t o_s e r ver ,e stablished ; uricont e nt : "%u002F " ; clas s t y pe : at t empt e d - do s ; 
r efe r e nce : ur l , doc . eme r gingth r ea t s . net / b i n/v iew/Main/ 2000012; r efe r e nce : ur l , ww,.,, . emer g i ngthr eats . net / cgi- b i n / cvs1oJe b . cgi / sigs / EXPLOIT / EXPLOIT_Cisco_%u_Eva sion; s i d : 2000012; r ev : 9 ; ) 

#Su bmitted by Cody Hatc h 

• 
a l e r t tc p $ EXTERNAL_NET a ny -> $HOM E_NET 22 (msg: " ET EXPLOIT Ca t alyst SSH pr ot oco l mi smatch" ; fl o1oJ : t o_ serve r , es t a bli she d ; content: " 161 25 61 25 61 25 61 25 61 25 61 25 61 25 1" ; 
e l a ss t ype : a t tempt ed -dos; r efe r e nce: u r l , WWLoJ . c i sco . com/l'la rp/ pu blic/707 / c at alys t - ssh- p r ot oco l mi sma t c h- pub . sht ml; r e f er ence : ur 1, doc . e me rgingt hr ea ts . net / bin/v i e\'I/Mai n/ 2000007 ; 
r efe r e nce : ur l , ww,.,, . eme r g i ngth r eat s . net / cgi- b i n / cvs 1-.,e b . cgi / s i gs / EXPLOIT / EXPLOIT _Cisco_ Cataly st_SS H_Pr ot oco l _Mi smat c h; s i d: 2000007 ; r ev : 7; ) 

#Submi tted by Cody Hat c h 

• 
a l e r t t cp $E XTERNAL_ NET a ny -> $HOM E_NET SHTT P_PORTS (ms g: " ET EXPLOIT Ci sco IOS HTT P s e r ve r OoS" ; flow: t o_s er ve r , es tabl i s he d; uri cont ent :" / TEST?/" ; noca s e; cla ss t ype : a t tempted- dos ; 
r efe r e nce : ur l , doc . emergingth r eats . net / b i n/v i ew/Ma i n/ 2000013; r efe r e nce: ur l , W\•M . emer gingthr eats . net / cgi- b i n/ cvs 1oJe b . cgi / s i gs / EXPLOIT / EXPLOIT_Cisco_HTTP _Se r ve r _DoS ; s i d : 2000013; r ev : 10 ; ) 

#Su bmitted by Cody Hatc h 

• 
a l e r t tc p $ EXTERNAL_NET a ny -> $HOM E_NET $HTTP_PORTS (msg: " ET EXPLOIT Cisco IOS HTT P OoS" ; fl ow: t o_ s erver,establis hed; uricontent : "/ e r ror ?/" ; noca s e; classtype: attempted- dos; 
refe r e nce : ur 1 , www . c i sco . com/L.,,a r p/ pu blic /707 / iosht t pserve rquer y-pub . s ht ml ; r ef e r ence : ur 1, doc .emergi ngthr eats . ne t / bin /v i ew/Ma i n/ 2000009 ; r efe r ence : ur 1, M'IW . e me r gingthr eats. ne t / cgi ­
b i n/ cvs 1"1eb. c gi / sigs/ EXPLOIT / EXPLOIT _Ci sco_ IOS_HTT P _OOS; s i d : 2000009 ; r e v : 10 ; ) 

#by Shirkdog 

• 
a l e r t tc p $ EXTERNAL_NET a ny -> $HOM E_NET $HTTP_PORTS (ms g :" ET EXPLOIT Cisco- MAR S/JBoss j mx - co nso l e POST" ; flow : t o_se r ve r ,es t ablis hed ; cont en t : "POST " ; de pt h : 5; noca se; uri cont e nt : "/ jmx -
conso l e/ Ht ml Adapt o r " ; noc ase ; f l owbits : set , cmar s . j boss; c lasstype: attempted-admin ; r efe r e nce : bugt r aq , 19071 ; r efe r e nc e : ur l , doc . emer g i ngthr eats . ne t / b i n/v i e11i/Ha i n/ 2003064 ; 
ref e r e nc e : ur l , wvM . eme r g i ngth r eat s , net / cgi- b i n / cvs we b , cgi / s i gs / EXPLOIT / EXPLOIT _Ci sco_Ma r s ; s i d : 2003064; r ev : 5 ; ) 

#by Shirkdog 

• 
a l e r t tc p $ EXTERNAL_ NET a ny - > $HOM E_NET $HTTP _PORTS (msg: " ET EXPLOIT Cisco- MARS/ JBoss Remote Command Exec ut i on" ; flmllbits : i s set, c ma r s . j bos s ; fl ow: t o_se r ve r , establi she d ; 
cont e nt: "ac t i on=i nvo keOp"; nocas e; content : " j bos s . script " ; noca se; cont en t : "Runt i me I 2e I ge t Runtime I 25 I 28 I 25 I 29 I 2e I e xe c ( 25 I 28 " ; nocase; c l a ss t ype : a t t empted -a dmi n; 
r efe r e nce : bugt r a q , 19071 ; ref e r e nce: ur l , doc . emergingthr ea t s . net / b i n/viei-,/Main/ 2003065; r ef e r e nce : u r l , Wl'i\'I . emer g i ngt hr ea t s . ne t / cg i - bi ni cvs1"1eb. c gi / s i gs / EXPLOIT / EXP LOIT _Cisco_Ma r s; 
s i d : 2003065; r ev : 4 ; ) 

#Su bmitt ed by Cody Hatc h 

• 
a l e r t t cp $E XTERNAL_NET a ny - > $HOM E_NET 23 (msg: " ET EXPLOIT Cis co Te lnet Buffe r OVe rflow" ; flmll : t o_s e r ve r , es tablis hed ; cont e nt : " f3f 3f 3f 3f 3f 3f 3f 3f 3f 3f 3f 3f 3f 3f 3f 3f 3f 61 
7e 20 25 25 25 25 25 58 58 1 " ; t hresho l d : t ype limit, t r ac k by_s r c , count 1 , se conds 120 ; classt y pe : attempt ed -dos ; r efe r ence: url , wWLoJ , ci sco . com/l'la r p/ public/707/ ci sco - sn -200403 26 -
exp l o i ts . sht ml; r e f erence : ur l , doc . eme rgingt hreats . net / bi n/v iew/Main/ 2000005; r e f e r e nce: ur l, www . eme rgingt hrea t s . net / cg i - b i n/ cvswe b . cgi/ s igs / EXPLOIT / EXPLOIT _Ci sco_ Te l net_Buffe r _0Ve r f1 01-, ; 
s i d : 2000005; rev : 7 ; ) 

#by Da l e Pet e rson of d i gitalbond . com 

• 
a l ert t c p $ EXTERNAL_NET a ny - > $HOM E_NET 20222 (msg : " ET SCADA Ci tec tS CADA ODBC Ov er flowf l ow At t empt " ; flovl : e s t ablis hed , t o_s e r ve r ; d s i ze :4; byt e_test :4 , >, 399 , 0; cla s sty pe : a ttempted- use r ; 
r efe r e nce : cve , 2008 - 2639; ref e r e nce: ur l, Wl'i\'l .d i git a l bond . com/ i nd e x . php/2008 / 09/ 08 / i ds - signature -fo r - c i tect-v uln/ ; r ef e r e nce : url , doc. eme r gingth r e ats . net / b i n/v iei-,/Ma i n/ 2008542; 
r efe r e nc e : ur l , wwN . eme r gingth r eats . net / cgi - b i n / cvs we b . cgi / s igs / EXPLOIT / EXPLOIT _Ci tec t_SCADA; s id : 2008 542 ; r ev ! 6; ) 

#by Bl ake Ha r t stein at Dema rc 

• 
a l e r t ud p $E XTERNAL_NET a ny - > $HOM E_NET 1900 (ms g : " ET EXPLOIT UPn P DLi nk M- Sea r c h 0Ve r f1 01-, Attempt"; content : "M -SEARCH " ; dept h : 9; nocase ; isda t aat : 500, r e l a t i ve; pe r e: " / M-SEARCH \ s+ 
( "' \ n ]{ 500}/ i " ; cla ss t ype : at tempted - use r ; ref e r e nce: ur l , www . eeye . com/ ht ml / r esea r ch/ a dv i sorie s / AD20060714 .html ; r ef e r e nc e : ur l , doc , eme r g i ngth r eat s . net / bi n/v i ew/Ma i n/2003039 ; 
r efe r e nce : ur l , W\"'-oJ . emergingth r eats . net / cg i - bin / cvs 1oJe b . cgi / sigs / EXPLOIT / EXPLOIT_Dlink; sid : 2003039; r e v :4; ) 

#By Ma r k Tomba ugh 

• 
##a l e r t t c p $EXTE RNAL_NET a ny -> $HOM E_NET 25 (msg : " ET EXPLOIT I ncomi ng El ec t r o ni c Mail f o r UNI X Expi r es Heade r Buf f e r Ove r flow Exp l o it " ; fl ow:establis hed ; content : " Ex pi r es f 3a l " ; 
cont e nt: " )40 60 6e 63 I"; di s t ance: 52; vii t h i n : 300; cont e nt :" I 2d 70 ( "; d i stance: 2 ; wi t hi n : 20 ; clas s t ype :mi sc -at tac k; r efe r ence: u r l , ww1 ... . frsi rt . com/ expl oit s/20050822 . e l mex pl oit . e . php; 
r efe r e nce : ur l , W\"'-" . inst inct . o r g/ e l m/ ; r e f e r e nce: ur l , doc . eme r g ingt h r eats . net / b i n/v ie,.,/Main/2002 315 ; r e f erence : ur l , wwtt . emergingth r eats . net / cgi- bi n/ cvsweb . c gi/sigs / EXPLOIT / EXPLOIT _El m; 
s i d : 2002315; r ev : 7 ; ) 

# By Ma r k Tomba ugh 

• 
##a l e r t t c p $HOME_NET a ny - > $ EXTERNAL_NET 25 (msg :" ET EXPLOIT Out goi ng Elect r o nic Mail f o r UNI X Expires Heade r Buf f e r Ove r flow Expl oit " ; flow:established ; content: " Expires f3a l " ; 
cont e nt: " )40 60 6e 63 I"; di s t a nce: 52 ; wi t hi n: 300 ; content : " 12d 70 1 "; d i stance: 2 ; wi t hi n ; 20 ; c l a s s t ype :mi sc -attac k; r efe r ence: u r 1, l'IWLoJ . fr s i r t . com/ exp l oit s/20050822 , elmex pl oi t . e , php ; 
r efe r e nce : ur l , W\"'-oJ . i ns t i nct . o r g/ e l m/ ; r e f e r e nc e: ur l , doc . eme r g ingt h r eats . net / b i n/v iei~/Main/ 2002316; r e f e r e nce: ur l , www . eme r g ingt h r eats . net / cg i - bi n/ cvsweb . cgi / sigs / EXPLOI T / EXPLOI T _El m; 
s i d : 2002316; r ev : 7 ; ) 

#by Akash Ma hajan 

• 
a l e r t ud p $ EXT ERNAL_NET a ny - > $HOM E_NET 4 27 (ms g: " ET EXPLOIT Ext r eme Z- I P File and Pr i nt Se r ver Mu l ti ple Vulne r a bilit i es - udp" ; conte nt : " l a nguage " ; content : " (65 7a 69 70 3a 2f 2f 6 2 6c 
61 2f 62 6 c 61 3f 53 4e 3d 6 2 6c 61 3f 50 4e 3d 62 6c 61 3f 55 4e 3d 62 6 c 61 1" ; c la sstype : s uccessfu l -dos; r ef e r e nce : bugt r aq , 27718; r e f e r e nc e: url , a l ui g i . a l te r v i sta. or g / adv/ezipi r l a-
adv . t xt; r ef e r ence: c ve ,CVE • 2008- 0767; r ef e r ence: u r l , doc . eme r gingthr ea t s . net / bin/v iew/Main / 2007876; r e f e r ence: u r l , WWlll . eme r gi ngthr eat s . net / cgi -
b i n/ cvs 1"1eb .c gi / s i gs / EXPLOIT / EXPLOIT _Ext r eme Z- I P; s i d : 2007876; r ev : 2; ) 

#by Akas h Ma ha j a n 

• 
a l e r t t cp $E XTERNAL_ NET a ny -> $HOM E_NET 548 (msg: " ET EXP LOIT Ext r emeZ-IP File and Pr i nt Se r ve r Mu l t i pl e Vulne r a bilitie s - t cp" ; flow: establi s he d , t o_ s e r ve r ; c ontent : " 112 06 41 46 50 33 
2e 31 I"; pc r e : "/ [ a - zA- 20- 9 ] { 5, }/i " ; e lasstype : s uc ce ssfu l- dos; r ef e r ence: bugt r aq , 27718 ; r e f erenc e : ur l , al u i gi . a l t e r vista . o r g/ a dv/ezipi r l a -adv . t xt ; r e f er ence: c ve, CVE- 2008-0759; 
refe r e nce : ur 1 , doc . eme r g i ngth r eat s . net / b i n/v i ew/Ma i n/2007877 ; refe r e nce: ur l , \'IWL" . emer g i ngthreats . net / cg i - b i n / cvs we b . cgi / s i gs / EXPLOIT / EXPLOIT _ Ext r emeZ- I P; s id : 2007877 ; r e v : 3 ; ) 

#by Ke vi n Ross 
#di sabling fo r f a l ses . . . 

• 
#a l e r t tc p $ EXTE RNAL_NET any - > $HOME_NET 21 (msg: " ET FTP FTP C\.JD c ommand at t empt l'l i t hout l og i n" ; fl o1"1 : establishe d , t o_ se r ve r ; f1 01"1 b i ts : isnotset, ET, f t p . use r . l og i n ; content ; ! "USER" ; 
de pt h : 4 ; content : "CWD"; noc ase; cla s s t y pe : a t tempted- r econ; r e f e r e nc e : ur 1, W\'l\'I . nsft oo l s . com/ t i ps / Ra1oJ FTP. ht m; r efe r e nce : u r 1, doc . eme r g ingthr eat s . net / 201073 1 ; 
r efe r e nce : ur 1 ,,v-..,,,.,, , eme r g i ngth r eat s, net / cgi- b i n / cvs we b , cgi / s i gs / EXPLOIT / EXPLOIT _FTP; s i d : 2010731 ; r ev : 2 ; ) 

#by Ke vi n Ross 
#disabling fo r fa l ses . . . 

• 
#a l e r t tc p $ EXTERNAL_NET any - > $HOME_NET 21 (msg: " ET FTP FTP SITE comma nd a t t e mpt without l ogin" ; fl ow: established , t o_ser ve r ; fl owbit s :isno tset , ET. f t p . use r l ogi n; content : ! "USE R" ; 
de pt h : 4 ; c ont e nt : "SITE " ; noca se; classt y pe : at t empt ed - re con; r efe r e nce : u r 1, l'll'IW . ns ft oo l s . com/ t i ps / RawFT P . htm ; r efe r e nc e : ur 1, doc . emer g i ngth r eat s . ne t /2010732; 
r efe r e nce : ur 1 , W\"'-" · eme r gingth r eat s . net / cg i - b i n / cvs 1-.,e b . cgi / sigs / EXPLOIT / EXPLOIT_ FTP; s i d : 2010732; r ev : 2; ) 

#by Ke vi n Ross 
#disa bling for fa l s e s . . . 

• 
#a l e r t t cp $ EXTE RNAL_NET any - > $HOME_NET 21 (ms g : " ET FTP FTP RMD I R comma nd a t tempt wi t hout l ogin" ; flm.,, : e s ta blis hed , t o_s e r ve r ; flm'lbi ts : isnot set , ET . f t p . us e r . l ogin; co ntent : ! "USER" ; 
de pt h : 4 ; cont e nt : " RMOIR" ; noca se; e l asstype: attempted- r econ ; r efe r e nc e : ur 1 , W\"'-" . ns f t ools . com/ tips / Ra\1 FTP .ht m; r eference : u r l , doc , eme rgingth reats. net/ 2010733 ; 
refe r e nce : ur l , W\"'-oJ . eme r gingth r eats . net / cg i - b i n / cvs 1oJe b . cgi / sigs / EXPLOIT / EXPLOIT_ FTP ; s i d : 2010733 ; r ev : 2 ; ) 

#by Ke vin Ross 
#di sa bling far fa l s es . . , 

• 
#alert t cp $EXTE RNAL_NET any - > $HOME_NET 21 (msg: " ET FTP FTP MKDIR c omma nd a t tempt without l ogi n" ; floL" : establis hed, to_se r ve r ; fl owbits : i snot se t , ET . f tp. us e r . l og i n; c o nt ent : ! "USE R" ; 
de pt h : 4; content : "HKDI R" ; nocase; e l ass t ype: attempted- r econ ; r efe r e nc e : ur 1 , W\.,,,.,, . ns f t ools. com/ tips / Ra~lFTP . ht m; r eference: u r l , doc . eme rgingth r eat s . net/ 2010734 ; 
refe r e nce : ur l , 'WWI., . emerg i ngth r eats . net / cgi- b i n / cvs we b . cgi / s i gs / EXPLOIT / EXPLOIT _FTP ; s i d : 2010734 ; r ev : 2 ; ) 

#by Ke vi n Ross 
#disa b l i ng for f a l ses . . . 

• 
#ale r t tc p $ EXTE RNAL_NET any - > $HOME_NET 21 (ms g : " ET FT P FTP P\,JO c ommand a t t empt l'l i t hout l ogin" ; fl ow: establi she d , t o_ se r ve r ; fl 01"1 bits : i snot s e t, ET, f tp . use r . l og i n ; content ; ! "USE R" ; 
de pt h : 4 ; content : "P\-.![)"; noc ase; class t y pe : a t tempted- r econ; r e f e r e nce: url , W\"'-'"- ns f t oo l s . com/ tips / Ra1l1 FTP. ht m; r efe r ence : u r l , doc . eme r g i ngt hr eat s . net / 201073 5 ; 
r efe r e nc e : ur l , \'IWL" . eme r g i ngth r eat s , net / cgi- b i n / cvs we b , cgi / s i gs / EXPLOIT / EXPLOIT _FTP ; s i d : 2010735; r ev : 2; ) 

#by Ke vi n Ross 
#d i sabling fo r fa l ses . . . 

• 
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#ale r t tcp $EXTERNAL_NET a ny - > $HOME_NET 21 (msg : " ET FTP FTP RETR command a t tempt without l ogi n "; fl ow: es t a blished ,to_ serve r ; f10 1oJbits : isnot set, ET . f t p . use r l ogin; cont ent: ! "US ER" ; 
depth : 4; cont e nt : "RETR" ; nocase; classtype : a t t empted- r econ; r e f e r e nce : u r l , Wi'floJ . nsftool s . com/ t i ps / Ra i,J FT P . ht m; r e f e r e nce: u r l , doc . emer g i ngthr eat s . net/ 2010736 ; 
r e f e r e nce: u r l , WLwi . eme r gingth reats. net / cgi - b i n / cvs 111e b. cgi / sigs / EXPLOIT / EXPLOIT_FTP ; s i d: 2010736; r ev : 2; ) 

# by Ke vi n Ross 
#disa bling fo r f a l ses . . . 

• 
#ale r t t cp $EXT ERNAL_NET a ny - > SHOME_NET 21 (msg : " ET FT P FTP NLST comma nd attempt without l ogi n" ; fl ow: es t ablished , t o_ serve r ; f1 01oJb its : isnot set, ET. f t p . user . l ogin ; cont ent : ! "USE R" ; 
depth : 4 ; cont e nt : "N LST" ; nocase; c l a sstype : at tempted- r econ; r efe r e nce: ur 1 , Mm . nsftool s. com/ tips / Rai,J FT P. ht m; r ef e r e nce: u r 1, doc . e mer g i ngthreats . ne t /2010737 ; 
r e f e r e nce: u r l , WL>J\11. emergi ngth reats . net / cgi - b i n / cvs 111e b . cgi / sigs / EXPLOIT / EXP LOIT_ FTP ; s i d: 2010737; r ev : 2; ) 

#by Ke vi n Ross 
#disa bling fo r f a l ses . . . 

• 
#ale r t t cp $EXT ERNAL_NET a ny - > $HOME_NET 21 (msg : " ET FTP FTP RNTO c ommand attempt wi t hout l ogi n " ; fl ow: es t a blished , t o_ s e r ve r ; f1 01oJbits : isnot set, ET . ft p . user l ogi n; cont ent : ! "USE R" ; 
de pt h ; 4 ; cont e nt : "RNTO"; nocase; c l assty pe : a t t empted- r econ; r ef e r e nce : ur l , \'flVW . nsft ool s. com/ t i ps / Ra1,1 FT P. ht m; r ef e r e nce: u r 1 , doc .emergi ngthr eat s. net/2010738 ; 
ref e r e nce: u r l , WL>J\11 . emergingth reats . net / cgi- b i n/ cvs 111eb . cgi / sigs / EXPLOIT / EXPLOIT _ FTP ; s i d : 2010738; r ev : 2; ) 

#by Ke vin Ross 
#disa bling fo r f a l ses . . . 

• 
#ale r t t cp $EXT ERNAL_NET a ny - > $HOM E_NET 21 (msg : " ET FTP FTP RNF R command a ttempt without l ogin "; fl m11 : es t a blished ,to_ se r ve r ; f1 01oJb its : isnot set , ET . ft p . user . l ogin; cont ent: ! "USE R" ; 
de pth ; 4 ; cont e nt : "RNFR" ; nocase; c la sstype : a t t empted- r econ; r ef e r e nce : ur l , \'fl'flll . nsftool s. com/ t i ps / Rai,,FT P . ht m; r ef e r e nce: u r 1, doc . emergingthr eats. net / 20107 39; 
ref e r e nce: u r l , wi-,.11 . emergingth r eats . net / cgi -bin / cvs 111eb . cgi / s igs / EXPLOIT / EXP LOI T _FTP ; s i d: 2010739; r ev : 2; ) 

# by Ke vi n Ross 
#d isabling for fa l ses . . . 

• 
#ale r t tcp $EXTERNAL_NET a ny - > $HOM E_NET 21 (msg : " ET FTP FTP STOR command a ttempt 111 i t hout l ogin " ; fl m-., : es t a bl i shed , t o_ s e r ve r ; f10 1oJbits : isno t set, ET . f t p . user l ogi n; cont ent : ! "USE R" ; 
de pt h : 4; cont e nt : "STOR" ; nocase; classtype : a t t empt e d- r econ; r ef e r e nce : ur l , \'flVW . ns f t ool s . com/ tips / Rai,J FT P . ht m; r ef e re nce: u r 1 , doc . emer gingthr ea t s . net/2010740; 
ref e r e nce : u r l , WL>J\oJ . eme rg i ngthreats . net / cgi-bin/ cvs 1oJeb . cgi / s i gs / EXPLOIT / EXPLOIT _ FTP ; s i d : 2010740; r ev : 2; ) 

#by Anonymous Resea rc he r s ( t m) 
#I ntended to catc h common s he llcode e ncod i ng i n e xp l o i t sc r i pts comi ng to cl i e nt s i n we b sess i ons 
# high l oad . use these i f yo u need t he m ! 

• 
##a l e r t tcp $EXTERNAL_NET $HTTP _PORTS - > $HOME_NET a ny ( msg : "ET SHELLCOOE Poss i bl e UTF - 8 encoded She llcode Oetec ted "; flow: from_se r ve r , establis hed ; content : "%u" ; nocase; isda t aat: 2; 
content : ! " l0A I " ; 1,dthin : 2; eont e nt : ! "I 20 I" ; 1,d th i n: 2; pere:" / ( %U ( [ 0-9a- f]{2 }) ){ 6}/ i " ; clas sty pe : trojan-activity; r e f e r enee: ur 1, doe . eme r gingt hr ea t s . net / bin /v ieill/Main/2003173 ; 
ref e r e nce: u r l , WL>J\11 . eme r gingth reats . net / cgi - b i n/ cvs 111eb . cgi / sigs / EXPLOIT / EXPLOIT _Ge neric_Shellcode; s i d: 2003173; r ev : 7; ) 

#by Anonymous Resea re he r s ( t m) 
#Intended to catch common s he llcode e ncod i ng i n expl o i t sc r i pts comi ng to cl i e nt s i n we b sess i ons 
#h igh l oad . use these i f yo u nee d t he m ! 

• 
##a l e r t t cp $EXTERNAL_N ET $HTTP _PORTS - > $HOME_NET a ny ( msg : "ET SHELLCOOE Poss i bl e UTF -16 enco ded She llcode De t ec t e d" ; flow:from_se r ve r ,es t a bli s hed ; content : "%u"; nocase ; isda t aat : 4 ; 
content : ! " l0A I " ; within: 4 ; eontent : ! "I 20 I" ; wi th i n : 4 ; pe r e : .. / ( %1.J ( [0 - 9a - f ]{ 4 }) ){ 6 }/ i " ; clas stype : t roj a n- act i v i t y; r e f e r e nee: ur l , doe . e me r gingt hr eats . net / b i n/v i e111/Main/ 2003174; 
r e f e r e nce : u r l , WL'1W . emergingth reats . net / cgi - b i n / cvs 111e b . cgi / s i gs / EXPLOIT / EXPLOIT_Ge ne r ic_She l lcode; s i d: 2003174 ; r ev : 8; ) 

#by r i ch rum bl e 
#Gsec Oump r u l e 

• 
a l e r t tc p a ny any - > $HOME_NET [ 139 , 445 ] ( msg : "ET EXPLOIT GsecOump exec ut ed" ; flow: t o_ serve r , esta bli s hed; co ntent:" 167 00 73 00 65 00 63 00 64 00 75 00 6d 00 70 00 2e 00 65 00 78 00 
65 I"; c l as s t y pe: sus pic i ous-f ilename-detect ; r ef erence : ur 1, x i nn . o r g / Snort - gse cdump . htm l ; re f e r e nce: ur l , doc . emergingt hreats . net/ 2010783; r e f e r ence : ur 1, \'fl\1\11 , eme r gingth r eats . net/ cgi­
bin/ cvsweb . cg i / sigs/ EXP LOIT / EXPLOIT _Gsec du mp; sid: 2010783; r ev : 3; ) 

# by Veere nd r a 
#10/ 11/ 2008 Gui l d FTPd (1,JO a nd LIST Comma nd Hea p Ove r flm~ At t a ck . 

• 
a l e r t tc p $ EXTERNAL_NET a ny -> $HOM E_N ET 21 (msg:" ET EXPLOIT Guild FTPd Cl,JD a nd LI ST Co11Kna nd Heap Ove r f1 01oJ - POC- 1" ; flo1,1 :established; content : "c 1oJd"'; de pth : 4 ; noc ase; ds i ze:>74 ; 
pe re: " /(\/\ . ){ 70, }/ i " ; c l asstype :we b- a pplicat i o n-att ac k; r efe r e nce : ur l ,mih...Orm. com/ expl oit s / 6738 ; r efe r e nc e: cve ,CVE- 2008 -4572 ; r efe r e nce : bugt r aq , 31729; 
ref e r e nce: u r 1 , doc . emerg i ngth r eat s . net/ bin/v i ew/Main/ 2008776; ref e r ence : ur 1 , WWL~ . emerg i ngthreats. ne t / cgi -bin / c vs L~eb . cgi / s i gs / EXPLOIT / EXPLOIT_ Gui dFT P; sid : 2008776; r ev : 3 ; ) 

#by Veerend r a 
#10/ 11/ 2008 Guild FTPd Cl,JO and LIST Comma nd He ap Ove r flm~ At t a ck . 

• 
a l e r t tcp $ EXTE RNAL_ NET a ny -> $HOM E_NET 21 (ms g : " ET EXPLOIT GuildFTPd (1,JD a nd LIS T Conwna nd Heap Ove r flow - POC-2 " ; f101,1 :es t ablis hed; content : " li st"; de pt h :5; nocase ; dsize : >74 ; 
pe re: " / [ \w ]{70, }/ i "; c l asst ype : 1,1 e b- application - attack; ref e r e nce: u r l , mi1~10rm. com/ expl o i t s / 6738; r ef e r e nce: cve , CV E- 2008-4572 ; r efer ence: bugt r aq , 31729 ; 
r e f e r e nce : u r l , doc . eme r gingth reats. net/ bi n/v i ew/Main/ 2008777; r e f e r ence : ur 1 , \'fl'flll , eme r g i ngthr eat s. ne t / cg i - bin / c vs L~eb . cgi / s i gs / EXPLOIT / EXPLOIT_Gu i dFTP; s i d : 2008777; r ev : 3; ) 

#by Ve e r e nd r a 
#10/ 11/ 2008 GuildFTPd (1,JO a nd LIST Comma nd Hea p Ove r f l o1-., At t a ck . 

• 
#ale r t t cp $EXTERNAL_NET a ny - > SHTTP_SE RVERS SITTTP_ PORT S (msg: " ET EXP LOIT GuppY e r r o r . php Arb i t r a ry Re mote Code Execut i o n"; flow: t o_serve r ,establis hed; ur icontent : " / e r r o r . php ?" ; 
nocase ; urico nt e nt: "err=" ; nocase ; urico ntent : "_S ERVE R[ REMOTE_ADOR] =" ; nocase; clas s t ype : we b - application - at tack; r ef e r e nce : bugt r aq, 1 5609; 
ref e r e nce: u r l , doc . emergi ngth reats . net / bin/v iew/Main/ 2002703; r ef e r ence : ur 1 , WL>JL~ . eme r g i ngt hr eats. net/ cg i - bin / c vsL~eb . cgi / s i gs / EXPLOIT / EXPLOI T _Gup py ; s i d : 2002703; r e v : 4; ) 

#by Da vi d Macie j a k 

• 
#ale r t tcp $EXT ERNAL_NET a ny - > $HTTP_SERVERS $ITTTP_PORT S (msg : " ET EXP LOIT GuppY e r ro r . php POS T Arb i t r a ry Remote Code Exec ution"; f101,1 : t o_se r ve r , es t ablis he d; co ntent : " POST " ; depth :5; 
nocase; uri co ntent: " / er r o r . php ?" ; nocase ; urico ntent : "er r ="' ; nocase; pc r e : "/ Cooki e \ : \ +R EMOTE _ADDR=1 i " ; e l a sstype :we b- ap plicat i on - at t ac k; r efe r ence : bugt r a q , 1 5609 ; 
r e f e r e nce: u r 1 , doc . emergingth r e ats. net/ bi n/v i ew/Main/ 2003332; ref e r ence : ur 1 , WWL\I , eme r g i ngthreat s. ne t / cg i - bin / c vs L~eb . cgi / s i gs / EXPLOIT / EXPLOIT _Gup py ; s i d : 2003332; r e v : 4 ; ) 

# by mi ke cox 

• 
a l e r t tc p $ EXTE RNAL_ NET a ny -> $HOM E_NET 1 530 (msg : "' ET EXPLOIT HP Open View Da t a Pr ote c t or Buffe r OVe rfloi,J Attempt "; flow: establis he d , t o_ se r ve r; co nt ent: "' I B6 29 8C 23 ff FF Ff I" ; 
pere:" /\ xB6 \ x29 \ x8C \ x23 \x f F\ xFF\ xFF [ \ x f 8 - \ xFF ] / " ; c l asstype : a t t empt e d-adm i n; r efe r e nce: ur 1 , dv l ab s . t i ppi ngpo i nt . com/ advisory/TPTI -09- 15 ; r ef erenc e : u r 1, doc. eme r g i ngth r ea t s . net /2010546; 
r e f e r e nce : ur l , WL'1W . eme rgi ngth reats . net/ cgi- b i n / cvs web . cgi / s i gs / EXPLOIT / EXPLOIT _HP; r ef e r ence: cve , 2007-2281; sid : 2010546; r e v : 3; ) 

# by Bl a ke Hartste i n of Demarc 

• 
a l e r t tc p $ EXTE RNAL_NET a ny -> $HOM E_N ET 21 (ms g: " ET FTP USE R l ogi n flowbi t "; flow:est a bli shed ,to_serve r ; co ntent: "US ER "; nocase; de pth : S; fl O\-., bit s : set , ET.ftp . user . l ogi n; 
flo1,1b i ts : noa l ert; clas stype : not - s uspic i o us; r ef er enc e : ur l , doc . e me r gingthr ea t s. ne t / b in/v i e1~/Ma i n/ 200 2850; r eferenc e : ur l , lfl\'M . eme r gingth r eats . net / egi-
b i n/ cvs \-.,e b . cgi/ sigs/ EXPLOIT / EXPLOIT _HP-UX; sid : 2002850 ; r ev : 4 ; ) 

#by Bl a ke Ha r ts tein of Demarc 

• 
a l e r t t cp $ EXTERNAL_NET a ny - > $HOM E_N ET 21 (msg:" ET FTP HP-UX LIST comma nd wi t hout l ogin "; flow:establ ished , t o_se r ve r ; flo 1oJbits : isnotset, ET . ft p. use r . logi n; content : " LI ST 
depth : S; e l asstype: attempt e d - r eco n; r ef e r e nce : cve , 200S- 3296; r e f e r ence : bugt r aq , 15138; ref e r e nce : u r l , doc . emergingthrea ts . net / b i n/v iei~/Ma i n/ 2002851; 
r e f e r e nce : u r l , WLwi . emergingth reats . net / cgi - b i n / cvs 111eb . cgi / s igs / EXPLOIT / EXPLOIT _HP-UX; s i d : 2002851 ; r ev : 5 ; ) 

# by 8 l ake Ha r ts tein of Demarc 

• 

nocase; 

a l e r t tc p $ EXTERNAL_ NET a ny -> $HOM E_NET 515 (msg : " ET EXP LOIT HP-UX Pri nt er LPO Comman d In se r tion" ; flm11 :est ablishe d,to_se r ve r ; content : " l02 lmsf28 l 30 I " ; de pt h : 7; content :" 160 1"; 
d i s t a nce :0 ; within : 20; e l ass t ype: attempt ed -use r ; r e f er ence : cve , 2005 - 3277; ref e r e nce: bugtraq , 1 5136; r e f e r e nce: u r 1, doc . e me r gingt hr ea t s. net / b i n /v i e 111/Ma in/ 2002852 ; 
ref e r e nce: u r l , ww.oJ . eme rg i ngth reats . net / cgi-bin/ cvs 111eb . cgi / s i gs / EXPLOIT / EXPLOIT_HP-UX; s i d : 2002852; r ev : 5; ) 

#By Fr a nk Knobbe 
#disa bl ed by def a ult a s t he f tp pr e pr oc wi ll ca tch t hi s now 

• 
#a l e r t tcp $EXT ERNAL_NET a ny - > $HOME_NET 21 (msg : " ET EXP LOIT Poss ibl e II5 FTP Expl oit attempt - La r ge SIT E comma nd " ; flow:established , to_se r ver ; cont e nt : .. SITE "; nocase; 
i sdataat: 150, r e l at i ve; co nt ent : ! "I 0d 0a I"; L~ i t hi n: 150; c lass t ype : a t tempt e d - admi n; r ef erence: u r l , L>JLWJ. mil LoJ0 r m. com/ expl o i t s / 9541; r ef e r e nc e : ur l , doc . eme r gingt hr eats. net / 2009828 ; 
r e f e r e nce: u r 1 , www . eme r gingthreats . net/ cgi -bin / evs 111eb . egi / s igs / EXPLOIT / EXP LOI T _ I I SFT P; r ef erence : cve , 2009- 3023; s i d: 2009828; rev : 6; ) 

#By e vilgho s t 
#d isabl ed by def a ult as t he f tp pr e p r oc wi ll ca t ch t his no~, 

• 
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#a l e r t t cp $EXTERNAL_NE T any - > $HOME_NET 21 (msg: " ET EXPLOIT IIS FTP Expl oi t - NLST Gl obbing Expl oi t " ; flow:esta bli shed ,to_ser ve r; co nte nt: "N LST " ; nocase; content " l 2a 2f 2e 2e 2f l "; 
c lass t ype: attempted-admin ; r efe r ence : ur l , wt\lN . milw0 rm. c om/ explo i ts/ 9541; r efe r e nce: u r l , doc . eme r gi ngthreats . net / 2009860; r efe r ene e: u rl , WWl~ . eme r gi ngthr eat s . net / cgi-
bi n/ cvsweb . cgi / sigs / EXPLOIT / EXPLOI T _ I I 5FTP; r efe rence: cve, 2009 - 3023 ; sid : 2009860; rev : 5 ; ) 

#Submitted by Joseph Gama 

• 
#a l e r t t cp $ EXT ERNAL_NE T any - > $HOME_NET any (ms g:"ET EXPLOIT I nva lid no n -fragmented pac ket with fragment off set >0"; fragbit s: !M; fr agoff s et: >0 ; clas s t y pe : ba d - unknown; 
ref e r e nce : ur 1 , doc . emergingt h r eats . net / bi n/view/Ma i n/2001022; ref e re nce : ur l , 1\1\'/W . eme r g i ngt hreats . net / cgi- b i n/ cvs web . cgi / s igs / EXPLOIT / EXPLOIT _ I nvalid_ TCP _ Fr agme nt s; s i d : 2001022; r ev : S; ) 

#Submi t ted by Joseph Gama 
# 

#a le r t t cp $ EXTERNAL_NET any - > $HOME_NET any (ms g:"ET EXPLOIT I nva lid fra gment - ACK r eset " ; fragbi t s : M; flag s : !A, 12; classt ype: bad - unknown; 
r ef e r e nce : ur l , doc. emer gingt h reats. net / bi n/view/Main/2001023 ; r e f erence : ur l , 1\1\'/W . emergingt hr eats. net / cgi - b i n/ cvs web. cgi / sigs / EXPLOIT / EXP LOIT _I nvalid _ TCP _F r a gments ; s i d: 2001023; r ev : 5; ) 

#Submi tt ed by Joseph Gama 

• 
#a l e r t t cp $ EXTERNAL_NE T any - > $HOME_NET any (msg:" ET EXPLOIT I nvalid fragment - il l egal flags " ; fragb its: M; flags: " FSR ,12; class t y pe : ba d - unknown; 
r efe r e nce: ur l, doc . emer gingt h reats. net / b i n/v iew/Ma i n/2001024; r efe r e nce: ur l , 1-.,ww . eme r gi ngth r eats. net / cgi- b i n/ cvs 1,.reb . cgi / sigs / EXPLOIT / EXPLOIT_ I nval i d_ TCP _ Fr agments; sid: 2001024; r ev : 5; ) 

#by Davi d Macie j a k 

• 
a l e r t t cp $EXTERNAL_ NET a ny - > $1-K)M E_NET $HTTP_PORT5 (msg: " ET EXPLOIT JamMail Jamma il . pl Remo te Comma nd Exec ut ion Attempt " ; flow: t o_ser ve r , established; uri content: "/ cgi-
bi n/ jarrmail. pl ? •· ; nocase; pc r e : " / (mail=\ I . +\ I )/ '· ; c lass t ype : we b -a ppl icat i on - at tack; r ef e r e nce : bugt r aq, 13937; r efe r ence : ur 1 , doc. emergi ngt hr ea ts . net / bi n/v iew/Main/2001990 ; 
r ef e r e nce : ur l , www . emer gingt h r eat s . net / cgi - bin / cvSl\le b . cgi / s igs / EXPLOIT / EXPLOIT_ ] amma il; s i d : 2001990; r ev : 5; ) 

ale r t tc p $EXTERNAL_NE T a ny - > $1-K)M E_NET 445 (msg: " ET NETBIOS MS04011 Lsas rv . d ll RPC e xpl oit (Wi n2 k) " ; flow: t o_se r ver,established; co nt ent : " 100 00 00 00 9A AB 40 00 01 00 00 00 00 00 
00 00 I" ; conte nt :" 101 0000 00 00 00 00 00 9A AB 40 00 01 00 00 00 1 " ; c lass t ype: 111i s c-activity ; ref e r e nce: ur l,doc .emergingt h r eat s . net / bi n/view/Main/2000046; 
r ef e r e nce: ur 1, wt""" · emer gingt h reats. net / cgi- b i n/ cvs L>ie b . cg i / sigs / EXPLOIT / EXPLOI T_ LSASRV _DLL_ RPC_ Expl o i t _wi n2 k ; r efe r e nce: cve, 2003-0533; sid: 2000046; r ev : 9; ) 

a l e r t tc p $EXTE RNAL_ NET a ny - > $1-K)M E_NET 445 (ms g:"E T NET 8IOS M504011 Lsasrv . d ll RPC e xpl oit (Wi nXP)"' ; flow: t o_se r ver,established; co nt ent: " 195 14 40 00 03 00 00 00 7C 70 40 00 01 1" ; 
conte nt : " l78 85 13 00 AB58 A6 E9 31 31 I "; e lasst ype: misc-act i v ity; r ef e r ence : u r l , doc . emerg ingt hr eats . net / bin/v i ew/Main/ 2000033; r ef e r ence: ur 1 , Mw1 . eme r gingt hr eats. net/ cgi • 
bin/ cvsweb . cgi / s igs / EXP LOIT / EXP LOIT _ LSASRV _DLL_ RPC_ Expl oit_wi nXP; r efere nc e: cve, 2003-0533 ; s id: 2000033 ; r ev : 9 ; ) 

#Submitted by Jose ph Gama 
# 

a l e r t t cp $EXTERNAL_ NE T $HTT P_PORTS -> $HOME_NET any (msg: "ET EXPLOIT lib PNG - Possib l e NULL- poi nte r crash i n png_ hand le_i CCP"; f1 01,.r : established ; co nt e nt : " 189 50 4 E 47 0D 0A 1A 0A I" ; 
dept h : 8; byte_ tes t :4, >, 0x80000000, 0 , rel ative, big , st r i ng, hex ; e l asstype: mi se - ac t i vity ; r ef erence : url , vrMY . sec ur i team. com/ u ni xf oc us / 5ZP0C0KDPG. ht ml ; 
r efe r e nce : url , doc. emer gingt h reats. net / bin / v iew/Ma i n/2001190 ; r eference: ur 1, WM\I . eme rg i ngt hreats. net / cgi - b i n/ cvs 1~eb. cgi / sigs / EXPLOIT / EXPLOIT _ Li bPNG ; s id : 2001190; re v : 10; ) 

#Submi tted by Joseph Gama 

• 
a l e r t t cp $EXTERNAL_ NE T $HTTP_PORTS -> $HOME_NET a ny (msg:"ET EXPLOIT libPNG - \\1idt h e xc eed s limit "; fl m\l : established; content : " 189 50 4E 47 00 0A l A 0A I "; dept h :8 ; 
byte_ tes t :4, >. 0x80000000, 8, r elative, b ig , str ing, hex; clas s t ype : misc -ac t i v i t y ; r eference: ur l , www . sec uri team . com/ un i xf ocus / 5Z P0C0 KDPG . html; 
r efe r e nce: ur 1, doc . emer gingt h reats. net / bin /v iew/Ma i n/2001191; r efe r e nce: ur l , 1-.,M\I . emergi ngth r eats . net / cgi- b i n/ cvs 1\leb . cgi / sigs / EXPLOIT / EXPLOIT _ Li bPNG; sid: 2001191; r e v : 10; ) 

#Submitted by Joseph Gama 

• 
a l e r t tc p $EXTERNAL_ NET $HTT P_PORTS · > $HOME_NET a ny (msg:"ET EXPLOIT libPNG - He ight exc eeds limi t"; flow: established; content : '" 189 50 4E 47 0D 0A 1A 0A I"; dept h :8; 
byte_ tes t :4, >, 0x80000000 , 12, r e l ative, big , s tri ng, hex; c l a s s t y pe : mi se· ac tivity ; r eference: ur 1, tA•,w . securi t eam. com/ uni xf ocus / 5ZP0C0KDPG. ht ml ; 
ref e re nce: ur 1 , doc . emergingth r eats . net / bi n/vi ew/Ma i n/2001192; r e fe re nce : ur l , 1YM\I . emerg i ngt hreats . net / cgi- b i n/ cvs web . cgi / s igs / EXPLOIT / EXPLOIT _ Li bPNG ; s id : 2001192; re v : 10; ) 

#Submi t ted by Josep h Gama 
# 

a l e r t t cp $EXTE RNAL_ NET $HTT P_PORTS -> $HOME_NET a ny (msg:" ET EXPLOIT lib PNG - Possib le i nteger ove r fl ol~ i n alloc at i on i n png_hand le_s PLT" ; flow: establis hed; content : " 189 50 4E 47 00 
0A l A 0A I "; depth :8 ; content: "sPLT"; i sdataat: 80, relative; co ntent: ! " l00 I " ; dista nce: 0 ; class t ype: mi sc -act i vity; r eference: u r l , www . securiteam. com/ uni xfocus / SZP0C0K0PG. ht ml ; 
r efe r e nce : ur l , doc. emer gingt h reats. net / bin /view/Ma i n/2001195 ; r efe r e nce : ur 1 , l'i\'11\1 . emergingt hreats. net / cgi- b i n/ cvs 1~eb . cgi / sigs / EXPLOIT / EXPLOIT _ Li bPNG ; s id : 2001195; r e v : 9; ) 

#Subm i t ted by Joe St e\-.,a r t 

• 
a l e r t t cp $EXTERNAL_ NE T $HTT P _PO RTS -> $HOME_NET a ny (msg: "ET EXPLOIT libpng tRNS ove r fl m-., attempt "; fl m\l : established, to_client ; content : " I 89 I PNGl00 0A l A BA I" ; content : ! "PL TE" ; 
conte nt : "tRNS " ; byte_test: 4 , >. 256 , - 8 , r elative . big; e lasstype: attempted-admi n ; r eferenc e: cve , CAN- 2004-0597; r eference : ur l , doc . emer gingthr eats. net / bi n/view/Main/ 2001058 ; 
r efe r e nce: ur 1 , M"""· emer gingt h reats. net / cgi- bi n/ cvs we b . cg i / sigs / EXPLOIT / EXPLOI T_Li bPNG; sid: 2001058; r ev : 8 ; ) 

#by Blake Ha r ts tein 

• 
a l e r t t cp $EXTERNAL_ NET a ny -> $1-K)M E_NET $HTT P _ PORTS (msg: "ET EXPLOIT Linksys WRT 54g Authe ntica t ion Bypa ss Attempt " ; flow: e s tablished , t o_se r ve r ; uricontent: ·• / Sec ur i t y . t ri " ; nocase; 
conte nt : "Sec urityMode=0"; nocase; class t ype : attempted • ad min; r e f e re nc e : ur l, s ec unia . com/ adv i so rie s / 21372/ ; re f e r ence : u rl , doc . emergingth r eats . net / b in /v i ew/Ma i n/ 2003072; 
ref e r e nce : ur l , www .emergingt h r eats . net / cgi •bin / cvs l,.re b . cgi/ sigs / EXPLOIT / EXPLOIT _ Li nks ys ; s i d : 2003072; r ev :4; ) 

#by ev ilghost 
# 

a l e r t t cp $E XTERNAL_ NE T a ny -> $HOM E_NET $HTT P_ PORTS ( ms g: " ET EXPLOIT Linksys WAP54 G de bug . cgi Shell Access as Gemtek" ; flow:es tablished,to_serve r ; content: " l0d 0 a lAut horizat i on l 3a l 
Ba sic R2VtdGVr0md l bXRla3N32A:: l0 d 0 a I " ; urico nte nt : " / d e bug. cgi "; clas stype: attempted-admi n ; r efe rene e : url , seclists, org/ f ulldisclos ur e / 2010/ Jun/ 176; 
r efe r e nce : ur l , doc. emer gingt h reats. net /2011669 ; r efe r ence : ur l, wi.""" · emer gingth r eats. net/ cgi- bin/ cvs 1,.re b . cgi / sigs / EXPLOIT / EXPLOI T _ Li nks ys; sid: 2011669; r ev : 4; ) 

a l e r t t cp $EXTERNAL_ NET a ny -> $1-K)M E_NET 445 (msg: " ET NETBIOS MS04 -007 Ki ll -Bill ASNl expl o it a t tempt " ; fl ow : establishe d , t o_se r ve r ; content : "CCCCl 20f 0f d7 f lSVWf "; c l ass t yp e : a ttempted ­
adm i n; r e f e r e nce: u r l, 1\lww. ph r eedom. o rg/ sola r / e xpl o it s / msasnl - bi tst ri ng/ ; r eference: u r 1, 'rMI~ . mic r osof t . com/ technet / secur i t y / bulle t i n/MS04 -007 .ms px ; r e f e rence: cve, CAN - 2003 -0818 ; 
r efe r e nce: ur 1, doc . emer gingt h reats. net / bi n/v iew/Ma i n/2001944; r eference: ur l , l'iM\I . emergingthreats . net / cgi- b i n/ cvs 1\leb . cgi / s igs / EXPLOIT / EXPLOIT _MS04-007; sid : 2001944; r ev : 7; ) 

#Submitted by Chris Norto n a nd Woofz 

• 
#a l e r t tcp $EXTERNAL_NE T any - > $HOME_NET any (msg:" ET EXPLOIT l-1S04-032 Wi ndo1,.r s Metafile ( . emf ) Heap OVerflow Exp l oit " ; flow: establis hed; cont ent:"' 145 40 4 6 1"; cont ent:" I EB 12 90 90 90 
90 90 90 1 " ; content ! "I 9e Se 05 7B I"; nocase; classtype: she llcode- detec t; r e f e r ence : u r 1 , wwl\l . k •o t ik . com/ exp l oit s / 20041020 . HOO-ms04032- emf-exp12 . e. ph p ; 
ref e r e nce : ur 1, doc . emer gingt h reats. net / bi n/view/Ma i n/2001369; refere nc e: ur l , 1...-. ..... ,., . emerg i ngthreats . net / cgi- b i n/ cvs web . cgi / s igs / EXPLOIT / EXPLOIT _MS04-032; s i d : 2001369 ; rev : 7; ) 

#Submitted by Chris Norton a nd Woofz 
# 

#a l e r t tcp $ EXTERNAL_NET any -> $HOME_NET any (ms g:"ET EXPLOIT Poss i b l e MS04-03 2 hl i ndows Metafile ( .emf ) Heap Overflow Por t bi nd At t empt "; flow: established ; content : " 145 40 4 6 1"; 
content : "I 23 6A 75 4 E I"; cla ss t y pe: s hellcode -detect; ref e r e nce : ur l, w-.w, . mi cr osof t. com/ tec hnet / sec u r i t y/ bulletin/ ms04 -032 ,111s px ; 
r ef e r e nce : ur l , doc. emer gingt h reats. net / bin /view/Ma i n/2001363 ; r e f e re nce : ur l,1"'""'" · emergingt hr eats. net / cgi - b i n/ cvs 1~eb. cgi / sigs / EXPLOIT / EXPLOIT _MS04- 0 32; sid : 2001363 ; r ev : 7; ) 

#Submi t ted by Chri s No rto n a nd 1,,/oofz 

• 
#a l e r t t cp $EXTE RNAL_NET any -> $HOME_NET any (msg:" ET EXPLOIT MS04 -032 L-li ndo1,.r s l-1etafile ( .emf ) Heap 0Ve r flo1-., Conne ct back Attemp t "; fl m-., : established ; conte nt: " 14 5 40 4 6 1" ; co nt e nt: " ISE 
79 72 63 I"; con tent: "I 48 4 F 44 21 I"; classtype: s hellcode-detect; r eferenc e: ur l , Wl..-.~ . mi cr osoft. com/ tec hn e t / secu ri t y / bu lleti n/ ms04 -032 .ms px ; 
r ef e r e nce: ur 1, doc . emergingt h reats. net / bin /v iew/Ma i n/ 2001364; r eference: ur l , l\lM\I . emergi ngthreats . net / cgi- b i n/ cvs 1\leb . cgi / sigs / EXPLOIT / EXPLOIT_MS04- 032 ; sid : 2001364; r ev : 7 ; ) 

#F rom Erik F icht ner 

• 
#a l e r t tcp $EXTERNAL_NE T $HTTP_PORT S · > $HOME_NET a ny (msg:'"ET EXPLOIT MS04· 0 32 Bad ENF fi l e"; flow: fr om_se r ver,established; content : " ]01 00 00 00 1'"; dept h : 4 ; cont ent: "" 120 45 4d 46 1'"; 
off se t : 40; dept h : 44; byte_ te st :4 , >, 256, 60, l itt l e; classtype : mi sc-activity ; r efe r ence :ur l, 1vwv1 . sygate . com/ a lert s / SSR20041013 -0001 . ht m; 
ref e r e nce : ur 1, doc . emer gingt h r eats . net / bi n/v i ew/Ma i n/2001374; refe re nce : ur l , 1YM\I . eme r g ingt hreat s . net / cgi- b i n/ cvs web . cgi / sigs / EXPLOIT / EXPLOIT _MS04- 032 ; s i d : 2001374; rev : 8 ; ) 

#By Eri k Fic ht ne r 
# 

a l e r t t cp $EXTE RNAL_ NE T $HTT P_PORTS -> $HOME_NET any (msg: " ET EXPLOIT Exp l oi t MS05-002 Malfo r med .ANI s t ack ove r flow attack"; fl m-., : t o_clie nt ,es tablis hed ; content : "RIFF" ; 
content : "ACON"; distance : 8 ; conten t : "a ni h"; dista ne e : 160; byte_ tes t :4, >, 36 , 0 , relative, li ttle; e l asstype: mi sc -attac k; re feren ce: ur 1, doc . emer gi ngthr eats. ne t / bi n/v iew/Main/2001668; 
r efe r e nce : url , lt'.>JW . emer gingt h reats. net / cgi- bin / cvs 1,.re b . cg i / s igs / EXPLOIT / EXPLOIT _MS05-002_ANI_Stac k_Ove r flo1,.r ; s i d : 2001668; re v : 6 ; ) 

#by Chri s Rie s of Vigilant Mi nd s 

• 
a l e r t t cp $Hot1E_NET 445 -> $E XTE RNAL_NET any (msg: " ET NETB IOS ms05 -011 ex pl o it "; flow: from_se r ver,estab lis hed; content: " 100 1" ; dept h : 1; content : " IFF IS11Bl 32 I"; de pth:9; offset: 4 ; 
cont e nt : " lff ff ff ff 00 00 00 00 ff l "; offset : 132 ; dept h : 141; classty pe:attempted - admi n ; r eference: bugt r aq,12484; reference : ur l , 1rMW . frsi r t . com/ exp l o its/20050623 .mssmb_poc . c.php; 
r efe r e nce: ur 1, doc . emer gingt h reats. net / bin /v iew/Ma i n/2002064; r efe r e nce: ur l , l\lM\I . emergi ngthreats . net / cgi- b i n/ cvs 1\leb . cgi / sigs / EXPLOIT / EXPLOIT_MS05-011 ; sid : 2002064; r ev : 7; ) 

#These shou l d be d ro pped . Oi sabling till we hear if anyone wa nts t o keep t hem 
#E r ik Fichtne r 

• 
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#ale r t t cp $EXTERNAL_NET an y - > $HOME_NET 25 (msg : " ET EXP LOIT MS05-021 Excha nge Li nk St ate - Possible Attac k (1 ) " ; flow: t o_se r ver, established; con t e nt : "X- LI NK2STATE "; nocase; 
e l ass t ype : mi se -ac tivi t y ; r efe r e nc e : c ve, CAN- 2005- 0560; r ef e r e nce: u r 1, i sc. sans .org/ d i a r y . ph p ?da t e : 2005 -04- 12; r efe r e nce: u r l , ,.,.,.w, . mi c r osof t . com / t ec hne t / sec ur i t y/ bulle t i n/ M.505- 0 21 .mspx; 
ref erence : u r 1 , doc . emergingth reats . net/ bin/v iew/Main/ 2001848; refere nce : ur 1 , WM>J . eme r gingthr eat s. net/ cgi - b i n / cvs web . cgi / s i gs / EXPLOIT / EXPLOI T _M505 · 021 ; sid : 2001848; r ev : 7; ) 

#Thes e should be d r o ppe d . Disabling till l"e hea r i f anyone wa nts t o kee p th em 
#Er ik Fichtne r 

• 
#a l e r t tcp $EXTERNAL_NET a ny • > $HOM E_NET 691 (msg : " ET EXPLOIT MS05-021 Exc hange Lin k St a t e - Poss i b l e Attack ( 2}" ; floi..1 : t o_ se r ve r ,es t ablishe d; co nt ent: "X· LSA-2"'; nocase; c l asstype : 
mis e -act i v i t y ; r ef e r e nce : cve,CAN · 2005-0560 ; r ef er ence : ur l , i sc . sa ns. org/ d i ary . php ?date: 2005-04 -12; re ference : ur l , i..rr1rt .mie r osof t. com/ tec hnet / secur i t y/ bu l leti n/MS05-021 . msp x; 
ref erence: u r 1 , doc . eme r gingth r eats. net/ bin/v i ew/Main/ 2001849 ; ref erence : ur 1 , M.,.,.>J . eme r g i ngthreats. ne t / cg i - bin/c vs L~eb . cgi / s i gs / EXPLOIT / EXPLOIT _MS05-021 ; s i d : 2001849 ; r ev : 7; ) 

#These s houl d be d r o ppe d . Disa bling ti ll l"e hea r i f anyone wa nts to keep them 
# Erik Fic htne r 

• 
#alert t cp $EXT ERNAL_N ET a ny - > $SMTP_SE RVERS 25 ( msg : "ET EXPLOIT MS Exc hange Li nk St a t e Rout i ng Chunk (maybe MS05-02 1) "; flow: t o_server , es t ablis he d; con t ent: "X- LINK2STATE " ; nocase ; 
content : "CHUNK= "; no ca se; th reshold: t y pe limi t , track by _s r c, count 1, seconds 60; f l o\'1bit s: set , msx l sa ; c l asstype : mise -ac t i vity ; r ef e r e nce: cve,CAN· 2005-0560; 
refere nce : u r l , i se. sans . org/ diary . php ?da t e=2005 -04- 12; r efe r ence : url , www . mi crosof t .com/ t ec hne t / securi t y/ bu lletin/ MS05-021 .mspx; 
r e f erence : u r l , doc . eme r g ingth r eats . net / bin/v i ew/Main/ 2001873 ; r e f erence : ur 1 , www . eme r g i ngt hreat s . ne t / cgi-bin / c vs web . cgi / s i gs / EXPLOIT / EXPLOIT _MS05· 021 ; sid : 2001873 ; rev : 9; ) 

#since t his cou l d be va r i ab l e l engt h c hunks , we c a n ' t te l1 i f we had 
#enough data t o b l ow t he s e r ver up o r not, so we have to r e ad the 
#ch i c ke n bones t o see i f it looks like exc hange s h ! t the be d o r not . 

• 
#alert t cp $SMTP_SERVE RS 25 - > $ EXTE RNAL_NET any ( msg : "ET EXPLOIT TCP Reset from MS Exc ha nge afte r ch un ked data , pr oba b l y c r as he d it (M.505-021 )" ; fl ags : R; floi..1b i t s :isset, msx l sa; 
flov,b i t s : un se t , msxl sa ; c l asstype : mi s e · ac tiv i t y ; r efe r ence: cve,CAN - 2005-0560; r efe r e nce: u r 1, i sc. sans. o r g/ d i a ry . php ?da t e:2005-04 -12; 
refere nce : u r l ,WL>JW . mi crosoft . com/ t echnet / secur i t y/ bullet i n/ MS0S - 021 .mspx; r e f e r e nce: ur l , doc . eme r gingth r eat s . net /b i n/view/Ha in/ 2001874; r efe r e nc e : ur l , wwl~ . emer g i ngt hreats. net/ cg i -
b i n/ cvswe b . cgi / sigs/ EXPLOIT / EXP LOIT _MS05-021; s i d : 2001874; r ev : 8; ) 

#Adde d 2005/ 08/ 14 as found on SANS I SC web si t e, by Al ertlogi c 
#Repl a ced by s igs be l ow 

• 
#alert tcp $EXTERNAL_NET a ny - > $HOME_NET 445 (msg: " ET NETB IOS SMB-DS Mic r osoft Wi ndows 2000 Plug a nd Play Vulnerabil ity " ; flow:to_ server,es t a blished ; cont e nt : " I FF ISMB%"; dept h :5; 
offse t :4; nocase; co ntent :" I 2600 I"; depth : 2 ; offset: 65; con t e nt : " I 67157a76 I" ; class t ype : a ttemp t ed-admi n; referenc e: ur l , www . mi c rosoft . com/ tec hnet / se curi t y/ Bulleti n/MS05 · 039 . ms px; 
r e f e r e nce : u r 1, i se. sans. org/ diary . php?da t e:2005 -08-14; r efe r ence : ur 1 , doc . emerg ingthr eat s. ne t / b i n/v iew/Ma i n/ 2002 186; r ef erence: u r 1 , wi.,.,..,. .emerg ingthr eat s. net / cgi -
bin/ cvs \"e b . cg i / s igs / EXPLOIT / EXPLOIT _1-1S05 -039; s i d: 2002186; r ev : 4 ; ) 

# Added 2005/ 08/ 14 a s found on SANS I SC web site , by Al er tlogic 
#Replaced by s igs be l ow 

• 
#alert tcp $EXTERNAL_NET any · > $HOME_NET 139 (msg : " ET NET BIOS NETBIOS SMB Mi crosoft Wi ndows 2000 PNP Vuln" ; floi..J : t o_serve r , establishe d; cont e nt : " I FF I SMB%" ; de pt h : 5; off set : 4 ; nocase; 
content : " I 2600 I " ; de pt h : 2; offse t : 65 ; co ntent : " I 3600 I" ; off se t : 110; withi n : 5; co ntent :" I F6387A76 f " ; cla sstype : a ttempted- admin ; 
refere nce: u r 1 , M'AY . mi crosoft . com/ t ec hnet / secur i t y/ Bullet in/ MS05-039 .ms px; r e f e r e nce: ur l , i sc. sa ns. o r g/ d i a r y. ph p?dat e =2005-08- 14; 
refere nce : u r l , doc . emergingth reat s . net / bin/v iew/Main/2002187; r efe r ence : ur 1 , WM>J . eme r g i ngth r eats. ne t / cg i - b in / c vs we b . cgi / s igs / EXPLOIT / EXPLOI T _MS05· 039; sid : 2002187; r ev : 5; ) 

#Adde d 2005/ 08/ 14 as foun d on SANS I SC \'1eb site, by Al er tlogic 
#Repl aced by s igs be l m~ 

• 
#alert t cp $EXTERNAL_NET a ny - > $HOM E_NET 445 (msg : " ET NETB IOS NETBIOS SMB· DS Mi c r osoft l.Ji ndows 2000 PNP Vu ln " ; flo1" : t o_serve r, establis he d; co ntent : " I FF ISHB%" ; dept h : 5; offse t : 4 ; 
nocase; conte nt : " I 2600 1 " ; depth : 2; off se t : 65 ; content : " ] 3600 1 "; offset : 110 ; wi t hin : 5; cont ent : " I f 6387A76 I"; clas s t y pe : at t empted - admi n; 
r eference : u r l , www . mic r osoft . com/ t echnet / securi t y/ Bulletin/ MS05-039 .mspx; r e f e r e nce: ur l , i sc . sans . o r g/ d i a r y . ph p?dat e=2005-08 -14; 
r efe r e nce : u r l , doc . eme r gingth reat s . net / bin/v i ew/Main/ 2002188 ; r efe r ence : ur l , Wl.,.,.>J . eme r g i ngth r eats. net/ cgi-bin / c vsLYeb . cgi / s i gs / EXPLOIT / EXPLOI T _MS05 · 039 ; sid : 2002188 ; r ev : 5; ) 

#All r e l a t ed t o UPnP Exploi t , MS05·039 
#Thanks to t he Ale r t Log i e team 

• 
a l e r t t cp $ EXTE RNAL_ NET a ny - > $HOM E_NET 445 (msg : " ET NE TBIOS SMB- DS DC ERPC PnP HOD bind a t tempt "; fl ow: t o_se rve r ,establis hed ; content : " I FF I SHB%" ; de pt h : 5; of fse t :4; nocase ; 
cont e nt : "&100 1" ; wi th i n:2 ; d is t ance : 56; cont en t : " l 5C 00 IP l00 II l00 I P l00 IEl00 SC 00 1"; with i n : 1 2; dist a nce : 5 ; nocase ; content : " (05 1" ; l'ii th i n : l ; di stance:4; co ntent : " 10B 1"; with i n : 1 ; 
d i stance: 1; content : " I 40 4E 9f 8D 3D A0 CE 11 8F 69 08 00 3E 30 05 1B I" ; flowbi t s: set , netb i os . pnp . b ind . attempt ; fl011b i t s: noa l e r t; e l asstype: pr ot oco l - comma nd- decode; 
refere nce: u r l , doc . eme rg i ngth reats. net / bin/v i ew/Main/ 2002199; r efe r ence : ur 1 , Wl'l'L" . eme r g i ngth r eats. net/ cg i - bin / c vs LYeb . cgi / s i gs / EXPLOIT / EXPLOI T _MS05 · 039; s i d : 2002199; rev : 4; ) 

#All r elat e d t o UPnP Expl oi t , MS05 · 039 
#Thanks to t he Ale r t Log i e t eam 

• 
a l ert t cp $ EXTERNAL_ NET a ny -> $HOM E_NET 445 (msg : " ET NETBIOS SMB-DS DC ERPC PnP bi nd a ttempt" ; flow: t o_se r ve r ,establishe d; content : " ( FF ISMB%" ; dept h : 5; offset : 4 ; noca se ; 
content : "&100 1" ; within: 2; d is t ance : 56; conten t : " l 5C 00 JP l00 II l00 I P l00 IEl00 SC 00 1"; within : 1 2; d i s t a nce: 5; nocase; content : " 105 1" ; wi th i n: 1 ; di s t a nce:2; co ntent : " 10B 1" ; with i n : 1 ; 
d i stance:1; conten t : " 140 4E 9f 8D 3D A0 CE 11 8F 69 08 00 3E 30 05 1B1"; flm.,.b i t s:set , netb i os . pnp . bind . a ttempt; flo1"b it s: noa l e r t ; c lasstype:pr ot oco l - command-decode ; 
r e f e r e nce : u r 1 , doc . eme rg ingth r eat s. net / bin/v i ew/Main/ 2002200; r efe r ence : ur 1 , Wl.,.,." . emerg i ngthreat s. ne t / cg i - bin / c vs LYeb . cgi / s i gs / EXPLOIT / EXPLOI T_ l-1S05 - 039; s i d : 2002200; r ev : 4; ) 

#All re lated t o UPnP Expl oi t , MS05 - 039 
#Thanks t o t he Ale r t Log i e t eam 

• 
a l e r t t cp $ EXTERNAL_NET a ny - > $HOM E_NET 445 (msg : " ET NETBIOS SMB- DS DCERPC PnP Que r yResConfLi st exp l oi t a tt empt " ; flow: t o_ serve r ,established; cont ent : " (FFJSMB%" ; dept h:S ; offse t :4; 
nocase; cont e nt :"& 100 1" ; withi n : 2; d i stanc e :56; cont ent: " ISC 00 IPl00 II l00 IP l00 I El00 SC 00 1" ; wi t h i n : 12; d i s t a nc e : 5; nocase ; cont ent : " 136 00 1"; 11 i t h i n :2 ; d i sta nce :26; 
pe re:" / (\x00 \ \ \x00. * ?){ 2} \x00{ 2} \xf F{ 2}. {128, }[ \ x04- \xff ] [ \x00- \ xFF ]{ 3} \ x00{ 4 }$/ Rs"; flm1bi ts : i sset , netb i os . pn p . b ind . a ttempt ; classtype : attempted-admi n; refe r e ne e: cve, CAN- 2005 -1983; 
r e f erence: u r l , M'AY . mi c r osof t . com/ t ec hnet / securi t y/ Bulle t in/MS05-039 .mspx; r e f e r ence: ur l , doc. emerg ingt hrea t s. net /b i n/vi e w/Hain/ 2002201 ; re fe r e nce: ur l , Wl11.~ . eme r g i ngt hr eats. ne t / cg i ­
bin/ cvswe b . cgi/ s igs / EXP LOIT / EXPLOIT _MS05·039; s i d: 2002201 ; r ev :4; ) 

#All r e l a t ed t o UPnP Exp l o i t , MS05-039 
#Thanks t o t he Alert Log i e team 

• 
a l ert t cp $ EXTERNAL_NET a ny -> $HOM E_NE T 139 (msg : " ET NE TBIOS SMB DC ERPC PnP b i nd attempt " ; flow:to_server ,es t a blished; co ntent : "I 00 1 " ; dept h : 1 ; co nt ent: " I FF 1Sf·IB%'"; de pth : 5; offset: 4 ; 
nocase; byte_ t es t : 2, ... , 1 , 5, r elative; cont ent : "&100 1" ; Yiith i n :2; d i s t a nce : 56 ; cont ent: " (SC IPI PEISC 00 05 00 0B 1"; i..lith i n: 10; d i stance: 4; byte_ t est : 1 , &,16 , 1 , r e l at i ve; cont ent : " (40 4 E 9 F 8D 
3D A0 CE 11 8F 69 08 00 3E 30 05 16 I " ; f10 1Ybits : set, net bios . pnp. bind . a ttempt; f1 01Yb i t s : noa le r t; class t y pe: protoco l -comma nd - decode; 
r efe r e nce: u r l , doc . eme r gingth reat s . net / bin/view/Main/ 200220 2; reference : ur l , Wl.,.,.>J . eme r g i ngth r eats. net/ cgi- bin / c vsLYeb . cgi / s i gs / EXPLOIT / EXPLOI T _MS05 · 039 ; sid : 2002 202 ; r ev : 4; ) 

# All r elat e d t o UPnP Exploit , MS05 · 039 
#Thanks t o t he Ale r t Log i e team 

• 
a l e r t t cp $ EXTE RNAL_ NET a ny - > $HOM E_NET 139 (msg : " ET NE TBIOS SMB DC ERPC PnP Que ryResConf List exp l oi t a ttempt " ; flm": t o_serve r, establis he d; co ntent : " 100 1., ; depth : 1; cont e nt : " I Ff I SMB%" ; 
depth : 5; off se t :4; nocase; byte_t est : 2, ... , 1 ,5 , r elative; content: "&100 1" ; wi t h i n :2 ; d i s t ance:56; cont ent:" l 5CIPI PEISC 00 05 00 00 1" ; LY ithi n: 10 ; dis tance:4; nocase; c ontent : " 136 00 1" ; 
\"ithin: 2; dis tance: 19; pe r e: "/ (\x00\ \ \x00 . • ?) {2}\ x00{2}\ xFF {2} . { 12B, }[ \ x04 · \x F F] { \ x00 - \x f f ] {3 }\ x00{ 4 }$/ Rs " ; flowbits : i sset , netbios .pnp . bind . at tempt; c l ass t y pe : at t empted-admi n ; 
refere nce : c ve ,C AN - 2005- 1983; r ef e r e nc e : ur l ,Lwrw , mie r osof t . com/ tec hn et / securi t y/Bul l et i n/HS05-039. mspx; refe r e nce : u r l , doc . eme rgingth reats. net / bin/v i ew/Main/ 2002203; 
ref erence: u r l , M'AY . emerg i ngth r eat s . net/ cgi -bin / cvs 1>Jeb . cgi / s i gs / EXPLOIT / EXPLOIT _MS05 -039; s id : 2002203; r e v : 4; ) 

# by Sh i r kdog, upda t e d 2006-02-21 , mscot t 

• 
a l ert t cp $ EXTERNAL_ NET $HTTP_PORTS - > $HOME_NET any (msg: "ET EXPLOIT I.J i ndows Me dia Pl aye r pa rs i ng BHP f ile '"ith 0 s ize offset t o star t of i mage " ; fl rn~ : established , f r om_se r ver; 
content : "BM" ; dept h: 400 ; by t e_ t est : 8 , :, 0,4, r e l a tive; clas st ype : att empt ed- use r ; ref e r e nc e : u r l , www.mill'r0rm.com/ i d . php ?i d: 1500; 
refere nce : u r l ,WL"'". mi crosoft . com/ t ec hnet / secur i t y/ Bulletin/ MS06-005 . mspx ; r e f ere nce: cve, 2006-0006; re ference : bugt raq, 16633; r e f e r ence : ur 1 , doc . eme rgingthrea t s . net/ bin/v i ew/Ma in / 2002802; 
ref erence: u r 1 , WLw~ . eme r g ingth r eat s. net / cgi - b i n / cvs 1\le b . cgi / s i gs / EXPLOIT / EXPLOIT_MS06-005; s i d : 2002802; r e v : 8; ) 

#by Jo e St e v1a rt of Lurhq 

• 
a l e r t tc p $ EXTERNAL_NET $HTTP_ PORTS - > $HOME_NET any (msg : "ET EXPLOIT BMP 1"ith i nvalid bf Off Bit s"; fl rn" : es t ablished , t o_clie nt; con t e nt : " l 0d 0a 0d 0a l BM" ; byte_test:4, >, 14 , 0 ,relative; 
content : "I 0000000000000000 I" ; d i s t a nce: 4 ; wi t hin : 8 ; classty pe: a t tempted- user; r efe r ence: ur l , www .mi cros of t . com/ technet / se curity/Bulletin/ ms06-005 . mspx; ref er ence : cve, 2006 -0006 ; 
refere nce : bugt raq , 16633; r efe r e nce: ur 1, dcc . eme r gi ngthr ea t s . net / b in/viei.../Ma in/2002803 ; r ef e r ence : u r l , wi11." . eme r gingt hr eats . ne t / cg i - bi n/ cvsweb . cgi / sigs / EXPLOI T / EXP LOIT _MS06-005; 
s i d:2002803 ; r ev :8; ) 

#by Shirkdog 

• 
#alert tcp $EXT ERNAL_NET a ny - > $HOME_NET 445 (msg: " ET EXPLOIT 00S Mi crosof t I.J i ndows SRV .SYS HAILSLOT " ; f10 1" : to_server , establis hed; co nt ent :" 100 1 .. ; depth : 1 ; con t e nt : " I FF I SMB%" ; 
within:5; di s t ance:3; byte_tes t : 1, !&,128,6 , r e l at i ve; pcre : "/ ... . {27 }/ s R" ; content: " 103 1" ; d istance: 21; cont ent : " 101 00 00 00 00 00 1" ; d i stance : 1 ; 1>J it hin :6; 
byte_ t est : 2, =, 17 ,0, lit tle, r elative; cont ent: " I SC I MAIL SLOT I SC j " ; withi n : 10; d i stance: 2; cla s s t y pe: att empt ed -dos ; r ef erence : u r l , www . milw0 r m. com/ expl o i t s / 2057; 
ref erence : u r l , ww..,. . mi crosoft . com/ t ec hnet / secur i t y/ bulletin/ MS06- 035 .mspx; re f erence: ur l , doc . eme r gingt hr eat s . net /b i n/vi e w/Hain/ 2003067; re fere nc e : ur l , W'l'v'L~ . eme r gingt hr eats. ne t / cg i ­
b i n/ cvsl"e b . cgi / sigs/ EXP LOIT / EXPLOIT _MS06-035; s i d : 2003067; r ev : 5 ; ) 

#Submitt ed 2006-08 · 11 by Joe St e wa r t 

• 
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a l ert tcp $ EXTERNAL_ NET a ny -> $HOM E_NET 139 (msg:" ET NETBIOS NETB IOS 5MB DC ERPC NetrpPat hCanon i calize req uest ( poss i b le MS06-040 ) "; fl O\'t :to_ser ver,established; content: " 100 1"; depth: 1 ; 
content: " JFF ISMB l 25 I" ; de pth :5; offset: 4 ; no c ase; byt e_t est :2, "' ,1,5 , r e l ati ve; content:'"& 100 1'' ; wi t hi n: 2; d i stance : 56; content :" l5C IPI PEl5C 00 05 00 1"; wi t hi n : 9 ; di stance :4; content:"llf 
00 1 "; di s tance ; 20; with i n : 2; c l asstype :mi sc-attac k ; r ef e r ence: u r l ,tMl't . mic r osoft. com/ technet / secu r i ty / bu lle t i n/MS06-040. mspx; re f er ence : ur l , d oc. emergingt h r eat s . ne t / b i n/v i ei't /Main /2003081 ; 
r eference: ur l , wwt..i . emergingt h reats . net / cgi - b i n / cvs we b . cgi / s i gs / EXPLOIT / EXP LOIT_MS06- 040; s i d: 2003081; r ev : 5; ) 

#Submi t t ed 2006-08 • 11 by Joe Ste\',a r t 
# 
a l ert t cp $EXTERNAL_NET a ny - > $HOM E_NET 445 (msg:" ET NETBIOS NE TBIOS SMB-DS DCERPC Ne t r pPathCa non ica li ze r equest ( possib l e MS06-040) " ; flow: t o_serv er ,establ is hed; cont e nt :" 100 1" ; 
depth : 1 ; cont e nt : " IFF ISMBl 2S I "; dept h :5; offs et :4 ; nocase; byte_tes t :2, "' , 1 ,S,rel a ti ve; content : "& 100 1"; withi n :2; dis t a nce:56; cont e nt : " ISCI PI PEISC 00 05 00 1" ; wi t h i n : 9; d i sta nce: 4 ; 
content: " 11 f 00 I"; d i stance : 20; within : 2; classtype : mi se -attack; r e f e rene e: u r l , W'.'l'l't . microsoft . com/ tee hnet/ sec ur ity / bullet i n/ MS06 -040 . mspx; 
ref erence: ur 1 , dcc . emergingt h reats . net / b in /v i ew/Main/2003082 ; r eference: ur 1 , www . emergingt hr eats . net / cgi-bin / cvs we b . cgi / s i gs / EXPLOIT / EXPLOIT _MS06- 040; s i d : 2003082; r e v : 5; ) 

#by Secu rewo r ks 
# 
a l e r t udp a ny any - > $HOME_NET 139 ( msg: " ET NETB IOS Mi crosoft L~ i ndows NET API Stack Ove r flow I nbound - MS08 ·067 ( 1 ) .. ; cont e nt: " I 0 B I"; offset : 2; de pt h : 1; co ntent: " I C8 4 F 32 4B 70 16 D3 01 
12 78 SA 47 BF 6E El 88 I" ; class t y pe: at t empted - admi n ; r efe rence: u r l , l'l'W\\I . mi c r osof t . com/ t ec hnet / securi t y/ Bullet i n/MS08-067 .mspx; r efe r ence : cve, 2008-4250; 
r eference: ur l , M,n..i . kb . cert . org/vul s / i d/ 827267; r ef e r e nce: u r 1 , dcc . eme r gingthreat s. net / bin /vi e w/Ma i n/ 2008690; r ef e r e nc e : u r l , W!...-w . eme r gingthreat s . net / cg i • 
b i n/ cvs1"eb .cgi / sigs/ EXP LOIT / EXP LOIT _"1508 -067 ; s i d: 2008690; r ev : 5; ) 

#by Secu re~1o r ks 
# 

a l ert ud p a ny any -> $HOME_NET 139 ( msg:"ET NETBIOS Mi crosoft L~ i ndows NETAPI Stack Ove r flow I nb ound - MS08 -067 ( 2 )" ; con te nt: " l l F 00 1" ; content: " IC8 4F 32 4 B 70 16 D3 01 12 78 SA 47 BF 
6E El 88 I " ; content: " . . I SC I . . I SC I" ; class t ype : at t emp t ed-admi n ; r e f e r e nce : ur l , 1wru . mie rosoft . com/ tec hne t / secu r i ty/ Bulletin / MS08-067. mspx; r e fe r e nce : cv e , 2008-4250; 
ref erence: ur 1 , WWI\I , kb . cert . org/vul s / i d/ 827267; r eference : ur l , doc. emergingthr eat s. net / bi n/vi e w/Ma i n/ 2008691; r ef erence : u r l , ww1,,, , emerg i ngt hr eat s . net / cg i -
b i n/ cvs1"eb . cgi / sigs/ EXP LOIT / EXPLOIT _"1S08 -067 ; s i d: 2008691; r ev : 6; ) 

#by Secu re~1o r ks 

• 
a l ert udp a ny any · > $HOME_NET 139 (msg:"ET NETBIOS Mi crosoft L~ i ndows NETAPI Stack Ove r flow I nbound - MS08 ·067 ( 3 ) "; cont e nt : " l l F 00 1'" ; content:" IC8 4F 32 4 B 70 16 D3 01 12 78 SA 47 BF 
6E El 88 I " ; content : " .. / .. /" ; c l asstype: a t temp t ed-admin ; r efe r e nce : url , www .mi crosoft.com/ tec hnet / sec ur i t y/ Bulletin / MS 08-067 .mspx; r e f e r e nce: cve • 2008-4250; 
r e fe r e nce: ur l , wwt..i . kb . cert . org/vul s / i d/ 827267; r eference: u r 1, doc . emergingthr eats . net / bin /vi e w/Ha i n/ 2008692; r eference: u r l , \'ll't'l\l . eme r g i ngthr eat s . net / cg i -
b i n/ cvs1"eb .c gi / sigs/ EXP LOIT / EXPLOIT _"1S08 -067; s i d : 2008692; r e v : 5; ) 

#by Secu rev,o r ks 
# 
a l e r t ud p any any -> $HOME_NET 139 ( msg : "ET NETBIOS Mi crosoft L~ i ndows NETAPI Stack Ove r flow I nbound - MS08-067 (4 ) "; content :" l l F 00 1" ; content:" IC8 4F 32 4 B 70 16 D3 01 12 78 SA 47 BF 
6E El 88 1 " ; cont e nt :" I 00 2E 00 2E 00 2F 00 2E 00 2E 00 2F I" ; class t ype:at t empt ed-admin ; r efe r ence : ur l , WL\lw . mic r osof t . com/ t ec hnet / security/ Bulletin/MS08-067 .mspx; ref e r e nce : cve, 2008-4250; 
refere nce: ur 1 , wwt\l . kb . ce r t . org/vul s / i d/ 827267; r eference : u r l , doc . eme r gingthr eat s. net / bi n/vi e w/Ma i n/ 2008693 ; r efe r ence : u r l , \'n..-w . eme r gingthr eat s . net / cg i -
b i n/ cvs1"eb . cgi / sigs/ EXPLOIT / EXPLOIT _1'1S08 -067; s i d : 2008693; r ev : 5; ) 

#by Secu r ewo r ks 
# 

a l ert ud p a ny a ny -> $HOME_NET 139 (msg :"ET NETBIOS Mi crosoft L~ indows NETAPI St ac k Overfl OL\I I nbound - MS08-067 ( 5 ) " ; content :" l l F 00 1"; content : " IC8 4f 32 4B 70 16 D3 01 12 78 SA 47 BF 
6E El 88 1" ; content :" 100 2E 00 2E 00 se 00 2E 00 2E 00 SC I" ; c l ass t ype:at t empt e d• admin ; re f erence : ur l , w1.,,,,...i . mic r osof t . com/ t ec hnet / secu r ity/ Bulletin/MS08-067 .mspx; r ef e r e nc e:cve , 2008-4250; 
r eference: ur l , M"'-" · kb. cert. org/vul s / i d/ 827267; r eference; u r l ,doc . eme r gingthr eat s. net / bi n/vi e ~i/Ha i n/ 2008694; r eference : u r l , ww1" . eme r g i ngt hreat s. net / cg i -
bin/ cvs1-1eb . cgi / sigs/ EXP LOIT / EXPLOIT _MS08-067; s i d: 2008694; r ev : 5; ) 

#by Secu rewo r ks 

• 
##a l e r t udp any a ny - > $HOME_NET 139 ( msg : "ET DELETE D Mi crosof t Wi ndOL..i s NET API St ac k Ove r flow I nbound - MS08-067 (6 ) " ; con t e nt:" l0B I " ; offse t : 2; de pth : 1 ; co ntent " I ca 4 F 32 48 70 16 D3 
01 12 78 SA 47 BF 6E El 88 I " ; c l a sstype : a t tem pt ed-a dmi n ; re fe r e nce: ur l , vNrw . mi c rosof t . com/ tec hne t / sec uri t y/ Bulletin / MS08 · 067 . mspx; refe r e nce: cve, 2008- 4 250; 
r eference: ur l , M"'-"' . kb. cert. org/vu l s / id/ 827267; r efe r e nc e : u r l ,doc. eme r gingt hr eat s. net / bi n/vi e ~i/ Ma i n/ 2008695; r ef erenc e : u r l , W!.'il\l , eme r gingt hr eat s . net / cg i -
b i n/ cvs1-1eb . cgi / sigs/ EXP LOIT / EXP LOIT _MS08 · 067 ; s i d: 2008695; r ev : 5; ) 

#by Secu rewo r ks 
# 
a l ert udp a ny any -> SHOM E_NE T 139 ( msg:"ET NETBIOS Mi crosoft L~ i ndows NETAPI Stac k Ove r flow I nbound - MS08-067 ( 7 ) " ; content:" 120 00 1"; content : " IC8 4F 32 4 B 70 16 D3 01 12 78 SA 47 BF 
6E El 88 I "; content : " .. 1 sc I . • I SC I" ; classt ype : a tt empt ed-adm i n ; r e f e r e nce: ur l , www . mi e r osof t. com/ t ec hnet/ securi ty/ 8ulletin / MS08-067. mspx; refe r e nce: cv e , 2008 -4250; 
r e f erence: ur l , M"'-"' . kb . cert . org/vul s / id/ 827267; r efe r e nce : u r l , doc . eme r g i ngt hr eat s. net / bin /vi e w/Ma i n/ 2008696; r eference : u r l , W!.'il\l . eme r g i ngthreat s . net / cg i -
b i n/ cvs1"eb .cgi / s igs/ EXP LOIT / EXPLOIT _ "1S08-067; s i d : 2008696; r ev : 6; ) 

#by Secu re~1o r ks 
# 
a l ert udp any any -> $HOME_NET 139 (msg:"ET NETB IOS Mi crosoft L~ i ndows NETAPI Stack Ove r flow I nbound - MS08-067 ( 8 ) "; cont e nt : " 120 00 1" ; content : " IC8 4F 32 4B 70 16 D3 01 12 78 SA 47 BF 
6 E El 88 I " ; content : " .. / .. /" ; classtype : a t tem pted-admin ; r e f e r e nce: url , ~MW . mi c ros of t . com/ tec hnet / sec uri t y/ Bulletin/ MS08-067 .mspx; r e f e r e nce: cve, 2008-4250; 
r e f e r e nce: ur l , wwt..i . kb . cert . org/vul s / i d/ 8 27267; r efe r e nc e : u r l , doc . emergingth r eat s . net / bi n/vi e w/Ma i n/ 2008697; r efe r e nc e : u r l , \'ll't'l\l . eme r g i ngthr eat s . net / cg i -
b i n/ cvs1"eb . cgi / s igs/ EXP LOIT / EXPLOIT _1'1S08 -067; s i d: 2008697; r ev : 5; ) 

#by Secu rev,o r ks 

• 
a l ert ud p a ny any -> $HOME_NET 139 ( msg:"ET NETBIOS Mi crosoft L~ i ndows NETAPI Stack Ove r flow I nb ound - MS08-067 (9 ) " ; con te nt : " 120 00 1" ; cont ent : " IC8 4F 32 4B 70 16 D3 01 12 78 SA 47 BF 
6E El 88 1 " ; conte nt :" I 00 2E 00 2E 00 2F 00 2E 00 2E 00 2F I" ; class t ype:at t empt e d - admin ; r efe r ence : url , \'il,,,,...i . mic r osof t . com/ t ec hnet / secu r ity/ Bu llet i n/f-1508-067 .mspx; r ef e r e nce : cve , 2008-4250; 
ref erence: ur 1 , wwt\l . kb. cert, org/vul s / i d/ 827267 ; r eference : url , doc . eme r gingthr eats. net / bi n/vi e w/Ha i n/ 2008698; r ef erence : u r l , W!.'il\l , emergingthr eat s . net / cg i -
bin/ cvs1"eb . cgi / sigs/ EXP LOIT / EXPLOIT _1'1S08-067; s i d : 2008698; r ev : 5; ) 

#by Secu r ewo r ks 

• 
a l ert udp a ny a ny -> $HOME_NET 139 ( msg : "ET NETB IOS Mi crosoft L~ indm'ts NET API St ac k Ove r f!OL\I I nbound - MS08-067 ( 10) "; con t ent : " I 20 00 1 " ; cont e nt : " ICS 4 F 32 4 B 70 16 03 01 12 78 SA 47 BF 
6E El 88 1"; content:" 100 2E 00 2E 00 SC 00 2E 00 2E 00 SC I" ; c l asstype:attempt ed - admin ; r eference : ur l , \'il,,,,.,,, . mic r osoft . com/ t ec hnet / secu r i ty/ Bulletin/MS08-067 .mspx; r ef erence:cve , 2008-4250; 
r eference: ur l , w1,,n..i . kb . cert. org/vul s / i d/ 827267; r efe r e nce; u r l ,doc . eme r gingthr eat s. net / bi n/vi e ~i/Ha i n/ 2008699; r efere nc e : u r l ,\'r.'il" . eme r gingthr eat s. net / cg i -
bin/ cvs\-1eb . cgi / sigs/ EXP LOIT / EXPLOIT _MS08 ·067; s i d: 2008699; r ev : 5; ) 

#by Secu rewo r ks 

• 
a l ert udp a ny any -> SHOME_NET 139 ( msg: " ET NETBI OS Mi crosoft L~indows NETAPI Stac k Ove r flOL\I I nbound - MS08-067 - Known Expl oit I nstance"; co nt ent : " 100 2e 00 2e 00 2f 00 2e 00 2e 00 2f 
00 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 87 1" ; c l ass t ype:at tempt e d -adm i n; ref e r ence : ur l , wvrw .mi c rosoft .com/ t ec hnet / securi ty/ 8ulle tin/ HS08-067.ms px; r ef e r e nce : cve,2008-
4250; r eference : u r l , w11,1.-1 . kb . ce r t . or g/vul s / i d/ 827267 ; r ef erence : u r l ,doc . eme r gi ngthr eats . net / b i n/v i eL..i/Mai n/ 2008700; r ef e r ence : u r l , W\'1'l't . eme r gi ngthr eat s . net / cg i -
b i n/ cvs1"eb . cgi / s igs/ EXP LOIT / EXPLOIT _MS08-067; s i d : 2008700; r ev : 5; ) 

#by Secu rewo r ks 
# 
a l e r t tcp a ny any •> $HOME_NET 44 5 ( msg:"ET NETBIOS Mi crosoft L~ i ndows NETAPI Stack Ove r flow I nbound - MS08 · 067 ( 11 ) " ; f10111 :establi shed , t o_se r v er ; cont ent : " 108 1" ; offset :2; de pth : 1 ; 
content : " Jca 4f 32 48 70 16 D3 01 12 78 SA 47 BF 6E El 88 1 " ; class t ype:at t empt ed-admin ; r ef e r ence : ur l , 1..,..,,,,.,,, .mic r osof t . com/ t ec hne t / secu r ity/ Bulle t i n/"1S08-067 .mspx; r ef e r e nce: cve, 2008-4250; 
r e f erence: ur l , M"'-"' . kb . cert . org/vul s / id/ 827267; r efere nce: u r 1, doc . eme r g i ngthr eat s . net / bin /vi e w/Ma i n/ 2008701; r ef e r e nce : u r l , W!.'il\l . eme r gingthreat s . net / cg i -
bin/ cvs1"eb .cgi / sigs/ EXP LOIT / EXPLOIT _"1S08 -067; s i d: 2008701 ; r ev : 5; ) 

#by Secu r e ~1o r ks 
# 
a l ert tcp any any -> $HOME_NET 44S (msg:"ET NETBIOS Mi crosoft L~ i ndows NETAPI Stack Overf l ow I nbound - MS08-067 ( 12 ) " ; f101" :establi shed ,to_ se r ver ; cont ent : " l1F 00 1" ; content : " ICB 4 F 32 
4B 70 16 D3 01 12 78 SA 47 BF 6 E El 88 1 " ; con te nt : " I SC I . . 1 sc I"; classtype : attem pt ed-admin ; re f e r ence: ur l , www .mic rosof t.com/ tec hnet / sec urity/ Bulletin/MS08-067 . mspx ; r e f e r e nce : cve, 2008 -
4 250 ; r eference : u r 1 , 1wn11 , kb . cert . o r g/vul s / i d/ 827267 ; r efe r ence : u r 1, doc . e me r gi ngt hreats . net / b i n/v i e i,,,/Ma in /2008702 ; r efe r ence : u r 1 , W\'1'l't . eme r gi ngthreats . net / cgi -
b i n/ cvs1"eb . cgi / s i gs/ EXPLOIT / EXPLOIT _1'1S08 -067 ; s i d : 2008702; r ev : 6; ) 

#by Secu re~1o r ks 
# 

a l ert tcp a ny a ny -> $HOME_NET 445 ( msg:"ET NETBIOS Mi crosoft L~ i ndows NETAPI Stack Ove r flow I nbound - MS08-067 ( 13 ) " ; f101" :est abli shed, t o_se r v er ; co nt ent : " l1F 00 1" ; con t ent : " IC8 4 F 32 
4B 70 16 D3 01 12 78 SA 47 BF 6 E El 88 1"; cont e nt : " / . . /" ; class t ype :a t tempt ed-admi n ; r eference: u r l , ~M't . mic r osoft . com/ tec hne t / security/ Bullet i n/ MS08-067 . mspx; r e f e r e nce:cve,2008-4 250; 
r eference: ur l , WWI\I , kb. cert. org/vul s / i d/ 827267 ; r eference; u r l , d oc. eme r gingthr eat s. net / bi n/vi e w/Ha i n/ 2008703; r efe r e nce : u r l , W!.'il" . eme r gingt hreat s. net / cg i -
bin/ cvs 1-1eb . cgi / sigs/ EXP LOIT / EXPLOIT _MS08-067; s i d : 2008703; r ev : 5; ) 

#by Secu rewo r ks 

• 
a l ert tcp a ny any -> $HOME_NET 445 ( msg : " ET NETBI OS Mi crosoft L~ indo1'ts NETAPI Stack Ove r flOL\I I nbound - MS08-067 ( 14) " ; f101"t : establi shed , t o_se r v er; co nt ent : " l1F 00 1"; con t ent : " IC8 4 F 32 
48 70 16 D3 01 12 78 SA 47 BF 6 E El 88 1"; cont e nt : " 100 2E 00 2E 00 2f 00 2E 00 2E 00 2F I" ; c l a sstype : at tem pt ed-admin ; refe rence : url , 11Nrw . mi crosoft . com/ tec hnet / sec uri t y/ Bulletin/ MS08-
067 .mspx ; r efe r e nc e: cve • 2008-4250; r e f e r e nce : url • 1,n11w . kb . cert . o r g/vu l s / i d/ 827267; r efe r e nc e : u r l ; dcc. emergingthr eats . net / b i n/v i ew/Ma i n/ 2008704; r eference: u r l ; l'il"'-"' . emerg i ngthr eats . net / cg i ­
b i n/ cvs 111eb . cgi / sigs/ EXP LOIT / EXPLOIT _MS08 · 067 ; s i d: 2008704; r ev : 5; ) 

#by Secu r e wo r ks 
# 
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a l e rt tcp a ny any -> $HOME_NET 445 ( msg : "ET NETBIOS Mi crosoft loJ i nd01'is NET API Stack Ove r flow Inbound - MS08 -067 ( 15 ) "; flovt: establi shed , to_ se r ver ; content :" j 1F 00 I" ; cont e nt : " ICS 4F 32 
46 70 16 D3 01 1 2 78 SA 47 BF 6 E El 88 1"; content : " 100 2E 00 2E 00 SC 00 2E 00 2E 00 SC I" ; c las s t ype :at t em pted - admi n; r e f er ence: ur l, viw'l1 .mic rosoft . com/ technet / sec urity/ Bulle tin /MS08-
067 .ms px ; reference : cve, 2008 -4250; refe r ence : url . www . kb . ce r t. o r g/v ul s / id/ 827267 ; r efe r e nce : u r l , doc. emergingthr eats. net / bi n/view/Main/ 2008705; r efe r ence : ur l , wwhl . eme r gingthr eats . net/ cgi ­
b i n/ cvswe b . cg i / s igs / EXPLOIT / EXPLOIT _MS08-067; s i d : 2008705; r e v : 5; ) 

# by Sec ur eworks 

• 
a l ert tc p a ny any -> $HOME_NET 139 ( msg: "ET NETBIOS Mi crosof t loJ i ndows NETAPI Stack Overf l 01'i Inbound - MS08 -067 ( 16 ) " ; fl ow:establi shed ,to_ se r ver ; conte nt: " j0 BI " ; offse t :2; de pt h : 1; 
content : " IC8 4F 32 4B 70 16 D3 01 12 78 SA 47 BF 6 E El 88 1" ; class t y pe : attempted - admin ; r eference: u r l , www . mi crosoft .com/ technet / secu r i t y/Bullet in/MS08 - 067.mspx; r e f erence:cve,2008-4250; 
ref e r e nce: ur l , WL<JW . kb . cert .org/vul s / i d/ 827267; r efe r e nce : ur l , doc. emer gingt hreat s . net / bin /vi ew/Main/ 2008706; r ef e r e nce : u r l , wi-M . eme r g i ngthr eats . net / cgi-
b i n/ cvsweb . cg i / sigs/ EXPLOIT / EXPLOIT _MS08-067; s i d : 2008706; r ev : 5; ) 

#by Sec ur ev1o rks 

• 
a l ert tcp a ny any -> $HOME_NET 139 ( msg : "ET NE TBIOS Mi crosof t loJ i nd01'is NET API Stack Overflohl In bound - MS08 · 067 ( 17 ) "; flow: establi shed , to_ se r ver; conte nt :" j 1F 00 I" ; co nt ent : " ICS 4F 32 
4B 70 16 D3 01 12 78 SA 47 BF 6 E El 88 1"; content : " . , l 5C I , . ISC I" ; classtype : attempted -admi n; ref e r e nce : u r l , wi.,.'i . mi c r osof t.com/ tec hnet / secu r ity/Bulletin/ MS0B -067 . ms px; r efe r ence :cve,2008-
4250 ; r efe r e nce: u r 1 , IWiL>l. kb . cert . o r g/vul s / id/ 827267; r efe renc e : ur 1, doc . eme r gi ngt hr ea t s . net / bin/v i ew/Main/2008707; r efere nce: ur 1, Wl"''i . eme r gi ngt hr eats . net / cgi-
bin/ cvswe b . cgi / s i gs/ EXPLOIT / EXPLOIT _1-1S08-067; s i d : 2008707; r ev : 6; ) 

#by Sec ur ev,o rks 

• 
a l ert t cp a ny any -> $HOME_ NET 139 ( msg: "ET NETBIOS Microsoft loJ indo1,;s NET API Stack Overflow I nbound - MS08-067 ( 18 ) "; flow: es tabli shed , to_se r ver ; con t ent:" j 1F 00 I" ; cont e nt : " ICS 4F 32 
4B 70 16 D3 01 1 2 78 SA 47 BF 6 E El 88 1"; content : " . ./ . . /" ; cl asst ype:attempted -admin; r efe r e nce:url , M"1.-i . mi c r osoft . com/ technet/ security / Bullet i n/MS08-067 . ms px ; r eference:cve , 2008-42S0; 
r e feren ce: u r l , WL<JW . kb . cert .org/vul s / i d/ 8 27267; r efere nce: ur l , doc. eme r gingt hreat s. net/ b i n/vi ev,/Ka i n/ 2008708; r ef erence : u r l , wi-M . eme r gingthr eats. net / cgi -
bin/ cvs1,;e b . cgi / s i gs/ EXPLOIT / EXPLOIT _1-1S08 -067; s i d : 2008708; r e v : S; ) 

#by Secu r ev,o rks 

• 
a l ert tc p a ny any -> $HOME_NET 139 ( msg : "ET NE TBIOS Mi crosoft loJ i nd01,;s NET API St a ck Overflohl Inbound - MS08 · 067 ( 19 ) "; flow: establi shed , to_ se r ver ; content : " I 1F 00 1 ••; content : " ICS 4F 32 
4B 70 16 D3 01 12 78 SA 47 BF 6 E El 88 1"; content : " 100 2E 00 2E 00 2F 00 2E 00 2E 00 2F I" ; classtype:at tempted -admi n; r e f e r ence: url , www . mic r osoft .com/ t ec hnet / securi t y/ Bu lletin/MS08-
067 . ms px ; reference: cve , 2008-4250; r e f e r ence: url , LVWYl . kb . cer t . org/v ul s / id/ 827267; r e f e r e nce : ur 1, doc . emerg i ngth r eats. net/ bin /v i ew/Main/ 2008709 ; re f erence : ur 1, ww1-i . emerg ingthr eats . net/ cgi­
bin/ cvswe b . cgi / s i gs/ EXPLOIT / EXPLOIT _1-1S08-067; s i d : 2008709; r ev : S; ) 

#by Secu r ev1o rks 

• 
a l ert tc p a ny any -> $HOME_N ET 139 ( msg: "ET NETBIOS Microsoft l.J i ndo1'iS NETAPI Stack Overflow I nbound - MS08 -067 ( 20 ) "; flow:establi shed ,to_se r ver ; content:" l 1F 00 1" ; content : " ICB 4F 32 
4B 70 16 D3 01 1 2 78 SA 47 BF 6 E El 88 1" ; content : " 100 2E 00 2E 00 se 00 2E 00 2E 00 SCI" ; classtype :at tempted -admi n; r e f e r ence : url , www .microsoft . com/ t e chnet / sec urity/ Bu ll etin/M508-
067 . ms px ; reference : cve, 2008-4250; r efe r ence : url , L\I\Wl . kb . cert . o r g/v ul s / id/ 8 27267 ; r e f e r e nce : u r 1, doc. emergingthr eats. net / bin /v iew/Main/ 2008710; r e f e r ence : ur 1, Wl\l\>l . eme r gingthr eats, net / cgi­
bin/ cvs1,;eb . cgi / s i gs/ EXPLOIT / EXPLOIT _MS08-067; s i d : 2008710; r ev : 5; ) 

# by Secu r ev1o rks 

• 
##a l e r t t cp a ny a ny -> $HOHE_NET 445 (msg : " ET OEL ETEO Mic r osof t Wind 01-1s NE TAPI Stac k Ove r flo,.., I nbound - MS08 -067 ( 21 ) " ; flow: establishe d,to_ se r ve r ; content : " 10B 1" ; offse t : 2 ; depth: 1; 
cont e nt : " ICB 4F 32 46 70 16 D3 01 1 2 78 5A 47 BF 6 E El 88 1" ; class t y pe : attempt ed -admi n ; r e f e r e nc e : url , 1"1.\l\'i . mi c r osoft . com/t ec hnet / s ec uri t y/Bulletin/ M508-067 .mspx; r e f e r e nce:cve , 2008-4250; 
ref e r e nce: u r l , WL\l\'i . kb . cert. org/vul s / id/ 827267 ; r efe r e nce: ur l , doc. emer gingt hreats . net / bin/v i evl/Ka i n/ 20087 11; r ef e rence : u r l , Wl'it'i . eme r g i ngthr eat s. net / cgi -
bin/ c vswe b . cg i / s i gs/ EXPLOIT / EXPLOIT _MS08-067 ; s i d : 2008711 ; r e v : 5; ) 

# by Secu r ev1o rks 

• 
a l ert tc p a ny any -> $HOME_NET 445 ( msg: "ET NETBIOS Mi crosof t loJ i nd ows NET API 5t ac k Overflo1-1 Inbound - M508 -067 ( 22 ) " ; fl ow: establi shed , to_ se r ver; c ontent :" I 20 00 I" ; content : " ICS 4F 32 
46 70 16 D3 01 12 78 SA 47 BF 6 E El 88 1 "; con t e nt : "I 5C 1-- I 5C j " ; class t ype: at t empte d- admi n; r efe r ence : ur l , www .microsoft . c om/ t ec hnet / securi t y/ Bulletin/MS08-067 . msp x; r ef e r e nce : cve, 2008 -
4 250; r eference: ur 1, Wl'iW . kb . ce r t . o r g/vul s / id/ 827267; r efe r ence : u r 1, doc . eme r gi ngt hr ea t s . net /b in/v iet-1/Ma i n/ 2008712; r e f e r e nce: ur l, t l h'l'i . eme r gingt hr eats. net / cgi-
b i n/ cvs1,;e b . cg i / sigs/ EXP LOIT / EXPLOIT _MS08-067; s i d : 2008712; r ev : 6; ) 

#by Secu r ev,o rks 

• 
a l ert tc p a ny any -> $HOME_NET 44 5 ( msg : "ET NE TBIOS Mi crosoft loJ i nd01'is NETAPI Stack Overflo1-1 In bound • MS08 · 067 ( 23 )" ; flow: establi shed , to_se r ver; content :" 120 00 1'"; co ntent : " ICB 4F 32 
4B 70 16 D3 01 12 78 SA 47 BF 6 E El 88 1 " ; content : "/ . . /" ; class t ype: a tt empt ed -admi n; r efe r ence: u r l, wwi,; . mi c r os of t . com/ t ec hn e t / sec urity/Bulletin/MS08-067 . ms px; r efer ence: cve, 2008 -4250 ; 
ref e r e nce: u r l , Wl\l\'i . kb . cert .org/vul s / i d/ 827267; r efe r e nce: ur l , doc. emergingth reat s. net/ b i n/vi ew/M.a in/ 2008713; r ef e r e nce : u r l , Wl'iW . eme r g i ngt hreats. net / cgi -
bin/ cvswe b . cg i / s i gs/ EXPLOIT / EXPLOIT _1-1508-067; s i d : 2008713; r ev : 5; ) 

# by Secu r ev1o rks 

• 
a l e r t t cp a ny any -> $HOME_ NET 44 5 ( msg:"ET NE TBIOS Mi crosoft loJ i ndo,~s NETAPI Stack Overflow I nbound - MS08 -067 ( 24 ) "; flow :establi shed , to_se r ver ; content:" 120 00 1" ; con t e nt : " ICB 4F 32 
4B 70 16 D3 01 12 78 SA 47 BF 6 E El 88 1" ; content : " 100 2E 00 2E 00 2F 00 2E 00 2E 00 2F I" ; classtype :at tempted -admi n; r e f e r ence: url , ,..1ww .mic r osoft . com/ tec hnet / security/ Bu ll etin/M508-
067 .mspx ; reference : cve, 2008-4250; r e f e r ence : url , L\I\Wl . kb . cert . o rg/v ul s / id/ 827267 ; r e f e r e nce : u r 1, doc. emergingthreats. net / bin /v i ew/Main/ 2008714; r e f e r ence : ur 1, \Wll>l . eme r gingthr eats, net / cgi­
bin/ cvswe b . cgi/ sigs/ EXPLOIT / EXPLOIT _MS08 -067; s i d : 2008714; r ev : 5; ) 

# by Secu r ev1o rks 

• 
a l ert t cp a ny any -> $HCX•IE_NET 445 ( msg : "ET NETBIOS Mi crosoft loJ i ndows NET API Stack Overflo1'i Inbound - MS08 -067 ( 25 ) "; fl ow : establi shed , to_ se r ver ; content :" j 20 00 I" ; cont e nt : " ICS 4F 32 
46 70 16 D3 01 1 2 78 SA 47 BF 6 E El 88 1"; content : " 100 2E 00 2E 00 SC 00 2E 00 2E 00 SC I " ; c l ass t ype:at t em pted -admi n; r e f erence: ur l , ,..Ntw .mic r osoft . com/ t echnet / sec urity/Bulle t i n/MS08-
067 .ms px ; reference : cve , 2008-4250; refe r ence : url , 1-1ww . kb . ce r t . o rg/v ul s / id/ 827267 ; r efe r e nce : u r l, doc. emergingthr eats . net / bin /v iew/Ma i n/ 2008715; r efe r ence : ur l, WL\l\>l . eme r gingthr eats . ne t / cgi ­
bin/ c vswe b . cg i / s i gs/ EXPLOIT / EXPLOIT _MS08-067 ; s i d : 200871 5; r e v : 5; ) 

# by Secu r ev1o rks 

• 
##a l e r t tcp a ny a ny - > $HOME_NET 139 (msg : " ET DEL ETEO Mi c r osoft l-li nd o1-1s NE TAPI Stac k Overflow I nbound - MS08 -067 ( 26 ) " ; f10 1>J : es ta blis he d,to_ serve r ; conten t : " l0BI " ; offset : 2 ; depth: 1; 
conten t : " IC8 4F 32 4B 70 16 D3 01 12 78 SA 47 BF 6 E El 88 1"; classt ype : at t empted - a dmi n ; r e f erence: url , Wl\l\'i . mi c r osoft .com/ t ec hnet / secu r i t y/Bulletin/MS08 - 067.mspx; r e f erence: c ve,2008-4250 ; 
ref e r e nce : u r l , ww.-1 . kb . cert .o r g/vul s / i d/ 827267; r efere nce: ur l , doc. emerg i ngt hreat s . net / bin/vi evl/Main/ 2008716; r ef e r e nce : u r l, Wl'it'i . eme r g i ngthr eats . net / cgi • 
b i n/ cvs1,;e b . cgi/ sigs/ EXPLOIT / EXPLOIT _MS08-067 ; s i d : 2008716; r e v : 5; ) 

#by Se c ur ev,o rks 

• 
a l ert t cp a ny any -> $HCX·IE_NET 139 ( msg:"ET NE TBIOS Mi crosof t loJ i nd01'is NETAPI Stack Overflo1-1 I nbound - MS08 · 067 ( 27 ) "; flow:establi shed , to_se r ver; content : " j20 00 1'"; co nt e nt : " ICB 4F 32 
4B 70 16 D3 01 12 78 SA 47 BF 6 E El 88 1 " ; content : " . , I 5C I . . 1 sc I" ; classtype : attempted -admi n; ref e r e nce : u r l , wi.,.,; . mi c r osof t. com/ tec hn et / secu r ity/Bulletin/ MS08 -067 . ms px; r efe r ence : c ve , 2008-
4250; r ef e r e nce: u r 1 , ,.,.,;w . kb . ce r t . o r g/vul s / i d/827267; r e f erence : u r 1, doc. eme r gingthr ea t s. net / b i n/v iew/Ma i n/2008717; r e f e r e ne e: ur 1, """''i . eme r gingt hr ea t s . net / cgi-
bin/ cvswe b . cg i / sigs/ EXPLOIT / EXPLOIT _MS08-067; s i d : 2008717; r ev : 6; ) 

# by Sec ur ev1o rks 

• 
a l ert t cp a ny any -> $HOME_NET 139 ( msg: "ET NETBIOS Mi crosof t loJ indo1,;s NET API Stack Overflow I nbound - MS08 -067 ( 28 ) "; flow : es tabli shed , to_se r ver ; content:" I 20 00 I" ; cont e nt : " ICS 4F 32 
4B 70 16 D3 01 1 2 78 SA 47 BF 6 E El 88 1"; content : " . ./ . . /" ; classtype:attempted -admin ; r efe r e nce:url , M'iW . mi c r osoft . com/ technet / securit y/Bullet i n/ MS08-067 . ms px; refe r e nce:cve,2008-42S0; 
ref e r e nce: u r 1 , Wl<JW . kb . cert .org/vul s / i d/ 827267; r ef e r e nce : ur l , doc. eme rgingt hreats, net / b i n/vi ew/Ka i n/ 2008718; r ef e r e nce ; u r l , wi-M . eme r g i ngthr eats, net / cg i -
bin/ cvs1,;e b . cgi/ sigs/ EXPLOIT / EXPLOIT _MS08-067; s i d : 2008718; r ev : 5; ) 

#by Se c ur ev,o rks 

• 
a l ert t cp a ny any -> $HCX•IE_NET 139 ( msg : "ET NETBIOS Mi crosoft loJ indo1'is NET API Stack Overflo1'i Inbound - MS08 -067 ( 29 ) "; flow : establi shed , to_ se r ver ; content :" j 20 00 I" ; content : " ICS 4F 32 
46 70 16 D3 01 1 2 78 SA 47 BF 6 E El 88 1"; content : " 100 2E 00 2E 00 2F 00 2E 00 2E 00 2F I" ; classtype:at tem pted -admi n; r e f erence: ur l, vMw .mic r osoft . com/ t echnet / sec urity/Bulle tin/MS08-
067 .ms px ; reference : cve, 2008-4250; refe r ence : ur l , 1\1\\IW . kb . ce r t . o rg/v ul s / id/ 827267 ; r efe r e nce : u r l , doc. emergingthr eats . net/ bi n/view/Main/ 2008719; r efe r ence : ur l , WL\l\>l . eme r gingthr eats . net/ cgi ­
bin/ cvswe b. cg i / sigs/ EXP LOIT / EXPLOIT _MS08 - 067; s i d : 2008719; r e v : 5; ) 

# by Sec ur ev1o rks 

• 
a l ert tc p a ny any -> $HOME_NET 139 ( msg: "ET NETBIOS Mi crosoft loJ indows NET API 5t a ck Overflo1-1 Inbound - M508 -067 (30 ) " ; fl ow: establi shed , to_ se r ver; c ontent :" j 20 00 I" ; content : " ICS 4F 32 
46 70 16 D3 01 12 78 SA 47 BF 6 E El 88 1"; content : " 100 2E 00 2E 00 SC 00 2E 00 2E 00 SC I" ; clas s t ype:at t em pted -admi n; r e f e r ence : ur l , www .mi crosoft . com/ technet/ sec ur i t y/Bulle tin/MS08-
067 .ms px ; reference : cve, 2008-4250; r efe r ence : ur l , 1\IWW . kb . ce r t . o r g/v ul s / id/ 827267 ; r efe r e nce : u r 1, doc . emerg ingthreat s . net/ bi n/view/Main/ 2008720; r efe r ence : ur 1, WW\'i . eme r gingthr eats . net / cgi ­
b i n/ cvswe b . cg i / sigs/ EXPLOIT / EXPLOIT _MS08-067 ; s i d : 2008720; r e v : S; ) 

#by Sec ur ev,o rks 

• 
a l ert t cp a ny any -> $HCX·IE_NET 445 ( msg: "ET NE TBIOS Microsoft loJ indo1'is NET API Stack Overfl ohl In bound - MS08 · 067 - Known Expl oit In s t a nce ( 2) " ; fl ow: establis hed , t o_se r ve r ; cont e nt : " 100 2e 
00 2e 00 2f 00 2e 00 2e 00 2f 00 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 87 1" ; classtype :attempted -admi n ; r efe r e nce : url , Wl'il'i , mic r osof t . c om/technet / security / Bulletin/MS08-
067 . ms px ; reference : cve , 2008-4250; r efe r ence : url , 1\1\\IW . kb . cert. o r g/v ul s / i d/ 827267 ; r e f erence : u r 1, doc . emerg i ngthreats. net / bi n/vi ew/Main/ 2008721 ; r e f erence : ur 1, ww.-i . emergingthr eats. net/ cgi­
bin/ cvs1,;e b . cg i / s i gs/ EXPLOIT / EXPLOIT _1-1508-067; s i d : 2008721 ; r ev : 5; ) 
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#by Blake Ha rts t e i n of Oema rc 

• 
a l e r t t cp $EXTERNAL_NET a ny -> $SQL_SERVE RS 1433 (msg: "ET EXPLOIT HSSQ L He llo Overflow Attempt .. ; flow: es tablished , t o_ se r ve r ; dsize: >400; content : " 112 01 00 34 00 00 00 00 1 "; offset:0; 
depth: 8; class t ype: att empt e d-admin; r efe rene e : cve, 2002- 1123; ref e r ence: bugtraq, 5411 ; r efe r e nce : u r l , doc . eme r gi ngt hreat s . net / bin/v i ew/ Main/ 2002845 ; 
ref e r e nce: ur l , ww1,i . emer gingth reats. net / cgi -b i n / cvs web . cgi / s i gs / EXPLOIT / EXPLOIT_MSSQL_Hello; sid : 200284S; r ev : S; ) 

#Submi t t ed by J ose ph Gama 

• 
a l e r t tc p $EXTERNAL_ NET a ny -> $SQL_SERVE RS 1433 (msg: "ET EXP LOIT HS-SQ L SQL In j ect ion clos i ng st ring p l us line comment " ; flol>l : t o_se r ve r ,established; con ten t : " ' 100 1" ; content :" - 100 1-
100 1" ; c l asstype : at t e mpted -use r ; r e f e r e nce: u r l , W1"1>l . nextgenss. com/ pa pe r s / inore_a dva nc ed_sql_ i nj eet ion . pdf; r e f e r e nce: u r 1, ~ - see ur i t yma p . net / s dm/ docs /wi ndows / mssq l -e hecklist . ht ml; 
r ef e r e nce: ur l , doc . emergingth r ea ts. net / bin/v i ew/Ma i n/2000488; ref e r ence : ur l , www. emerg i ngthreat s . net / cgi -bin/ c vswe b . cgi / s igs / EXPLOIT / EXPLOIT _MSSQL_ I n j ect i on ; s i d: 2000488; r e v : 7;) 

#Submi tted by Jose ph Gama 
# 

#a l e r t tcp $ EXTERNAL_N ET a ny -> $SQ L_S ERVERS 1433 ( msg : "ET EXPLOIT HS -SQL SQL I nj ec t i on r unni ng SQL sta t ements line eomment " ; flow: t o_se rver,es t ablished; cont ent: " l 3b 00 1"; eo ntent : " -
100 1- 100 1"; c l a sstype: attempt ed - use r ; re fe r e nce: u r l ,1111"11" . nextgenss . eom/ pa pers/ more_adva nced_sq l _ i nj eetion . pd f ; r e f e r ence: ur l , www.secur i t ymap . net / sdm/ docs/windows / mssq l - chec kl i s t . html ; 
r ef e r enee: ur 1, doe . emergingth reats . net / bin/v i ew/Ma i n/2000372 ; ref e r enee: ur l , w1.'ilW . emergingthreats . net / egi • bi n/ evswe b . egi / s igs / EXPLOIT / EXPLOIT_MSSQL_ In j eet i on ; s i d: 2000372; r e v : 8; ) 

#Submi tted by J ose ph Gama 
# 
#a l e r t tcp $ EXTERNAL_N ET a ny - > $SQ L_S ERVERS 1433 ( msg : "ET EXPLOIT HS-SQL SQL I nj ection line comme nt " ; flow: t o_ serve r , est ablis hed; co nt ent :" - l00 I - J00 I " ; clas st y pe: attempt e d - use r ; 
ref e r e nee: ur l, wwi,i , nextgenss. eom/ pa pe r s / more_advaneed _sql _ i n j eetion , pd f ; r ef e r e nee : ur l , WWl" . sec ur i t yma p . net / sdm/ does/wi ndows / ms sq l -ehee klist . ht ml; 
ref e r e nee: ur l,doe . emerg i ngth reats . net / b in/v i ew/Ma i n/ 2000373; ref e r enee: url , wi"w . emergingthreats . net / egi-bin / evs1.,.e b . egi / sigs / EXPLOIT / EXPLOIT_MSSQL_I n j eet i on ; sid: 2000373; r e v : 7; ) 

#Submi t t ed by J ose ph Gama 

• 
ale r t ud p $EXTERNAL_ NET a ny - > $SQL_SE RVE RS 1434 (msg: "ET EXPLOIT HS· SQL hea p over flow attempt "'; eonten t : " 108 3A 31 1"; depth: 3; class t ype: at t empt ed-admin ; 
ref e r e nce: ur l , \"1"1>l . nextgenss. com/ pa pe r s / tp -SQ L2000. pdf; ref erence: u r 1, doc . eme rgingthr eats . net / bin/v iew/Ma in / 2000377 ; r ef erence : ur l , 1on'i1W . eme r g i ngth reats. ne t / cgi­
bin/ c vs1"eb . cgi/ s i gs/ EXP LOIT / EXPLOIT _MSSQL_Pi ng ; s i d: 2000377 ; rev : 7; ) 

#Submi tted by J ose ph Gama 
# 
a l e r t ud p $EXTERNAL_NET a ny -> $SQL_SERVE RS 1434 (msg: "ET EXPLOIT HS-SQL 00S attempt ( 08 ) " ; ds ize : >1; content: " 108 1"; depth: 1 ; cont e nt : ! " l3AI" ; of fse t : 1 ; dept h : 1; class t ype: 
a tt emp ted-dos; r eferenee: url , www . nextgenss . eom/ pape r s / t p-SQL2000 . pdf; r eferenee: ur l , doe. eme rgingt hreats . ne t / bin/v iei"/l•lai n/ 2000378; r eferenee: ur l , 11r.•rw . eme rgingt h reats .ne t / eg i ­
b i n/ cvs \~eb . cgi/ s i gs/ EXP LOIT / EXPLOIT _MSSQL_Ping; s i d: 2000378; rev : 8; ) 

#Submi tted by Jose ph Gama 
# 
ale r t ud p $EXTERNAL_NET a ny -> $SQL_SE RVE RS 1434 (msg: "ET EXPLOIT HS-SQL 00S a t tempt ( 08 ) 1 byte " ; ds i ze : 1 ; eontent:" 108 1" ; de pt h : 1; classtype : att empted -dos; 
ref e r e nee: ur l , \'il"1>l . nextgenss. eom/ pa pe r s / tp -SQ L2000. pdf ; refe r e nee: u r l , doc . eme rgingthr ea t s. ne t / bin/v iew/Ma i n/ 2000379; r efe re nee : ur 1, ion'ilW . eme r g i ngth r ea t s . ne t / egi­
b i n/ evs \~eb . cgi/ s i gs/ EXP LOIT / EXPLOIT _MSSQL_Ping; s i d: 2000379; rev : 7; ) 

#Submi tted by Jose ph Gama 
# 
ale r t ud p $EXTERNAL_ NET a ny -> $SQL_SERVE RS 1434 (msg: "ET EXPLOIT f-1S-SQL Spi ke buffe r overflow" ; eonten t : "1 12 01 00 34 1"; depth : 4; classtype: attempt ed- a dmi n; r efe r enee:bugt r aq ,5411; 
r ef e r e nce: ur 1, doc . emergingth r eats . net / bi n/v iew/Ma i n/ 2000380 ; r ef e r ence: ur l , wi'ilW. emerg i ngthreat s . net / cgi - bin / cvs we b . cgi / s i gs / EXPLOIT / EXPLOIT _MSSQL_Ping; sid : 2000380; r e v : 9; ) 

#Submi tted by Jos e ph Gama 
# 

ale r t ud p $EXTERNAL_NET a ny -> $SQL_SERVE RS 1434 (msg: "ET EXPLOIT HS-SQL 00S bouncing packets"; cont e nt : " l0A I"; dept h : 1 ; class t y pe: attempted - dos; 
ref e r e nee: ur l, \'i\"111 . nextgenss. eom/ pa pe r s / tp -SQ L2000 . pdf ; r e f e r e nee: u r 1, doc . eme rgingthr ea ts. ne t / bin/v iew/Ma in / 2000381 ; r eferenee: ur l, 1on'i1W . eme r g i ngth reats. net/ egi­
bin/ cvs \~eb . cgi/ s i gs/ EXP LOIT / EXPLOIT _MSSQL_Ping; s i d: 2000381 ; rev : 8; ) 

#by Jaime Blaseo 
# 
#a l ert tcp $EXT ERNAL_N ET a ny -> $SQ L_S ERVERS 1433 ( msg : " ET EXPLOIT xp_se r vieec ont ro l aeeess " ; flol,i :to_se r ver , es t a bli shed ; 
eontent : "x l00 I p l00 l_ l00 I s l00 le l00 I r l00 lv 100 1 i 100 1 e 100 1 e I 00 1 e l00 lo l00 1 n l00 I t I 00 1 r l00 lo l00 l l l00 I .. ; nocase; class t ype : attempted- use r ; r efe r enee: ur l , doe .emer g i ngth reats .ne t /2009999; 
ref e r e nee: ur l, M"1>l . emer gingth reats . net / egi-bin / evs1"eb . egi / sigs / EXPLOIT / EXPLOIT _MSSQL_Response; sid : 2009999; rev : 3; ) 

#by J a i me Bl asco 

• 
#a l e r t tep $EXTERNAL_NET a ny -> $5QL_SERVERS 1433 ( msg: " ET EXPLOIT xp_f ileex i st aeeess"; flow: t o_se r ver , established ; 
content: "x I 00 I p I 00 I_ I 00 1 f 100 I i 100 I 1 100 1 e I 00 1 e I 00 1 x I 00 1 i I 00 1 s I 00 I t 100 I" ; nocase; classt y pe : att empt ed - us e r ; r e f e r e nce : u r l , doc . eme rgi ngth r eats . net / 2010000; 
ref e r e nee: ur l, w,.,,, ... . emer gingth reats. net / egi -bin / evs 1~eb . eg i / s i gs / EXPLOIT / EXPLOIT_MSSQL_Response; sid : 2010000; r ev : 3; ) 

#by J aime Blaseo 
# 
ale r t te p $EXTERNAL_NET a ny -> $SQL_SERVE RS 1433 (msg : "ET EXPLOIT xp_enumerrorlogs aecess " ; flm" : t o_serve r , establishe d; 
eontent: "x l00 I p l00 l_ l00 l e l00 ln l00 I u l00 lml00 le 100 1 r l00 [ r I 00 l o l00 1r l00 11 100 I o l 00 1 g l00 1 s l00 1 " ; noease; classtype : at tempted- use r ; r efe r ene e : url , doe . eme r gingth r ea t s . net/ 2010001; 
ref e r e nce: ur l , \'il"1>l , emer g i ngt h r eat s . net / cgi -bin / cvs web. cgi / s i gs / EXPLOIT / EXPLOIT _MSSQL_Response; sid : 2010001; rev : 3; ) 

# by J aime Blaseo 

• 
ale r t te p $EXTERNAL_NET a ny - > $SQL_SERVERS 1433 (msg: "ET EXPLOIT xp_ r eaderro r l ogs aecess " ; f101~ : t o_ser ve r ,establishe d; 
eontent: "x l00 I p l00 l_ l00 l r l00 le l00 I a 100 1 d l00 le 100 1 r l00 I r l 00 l o l00 1r l00 11 100 I o l 00 1 g l00 1 s l00 1 " ; noease; class t ype : at tempted- use r ; r e f e r ene e : url ,doe .emergi ngth r ea t s . net/ 2010002 ; 
r ef e r e nee: ur l , 1\1\on,i . emer g ingth reats . net / cgi -bin / evs web . egi / s i gs / EXPLOIT / EXPLOIT _MSSQL_Response; sid : 2010002; r ev : 4; ) 

#by J aime Blaseo 
# 

a l e r t t cp $EXTERNAL_NET a ny -> $SQL_SERVE RS 1433 (msg: "ET EXPLOIT xp_enumd s n access"; flow: t o_se r ve r ,es t a blis hed; cont e nt : "x l00 lp l00 l_ l00 Je l00 ln l00 lu l00 lml00 ld l00 l s l00 ln l00 I " ; nocase; 
elasstype: attempt e d - use r ; ref e r e nee : ur l, doe . eme r g i ngthr eats, net / 2010003; ref e r e nee : u r l , 'rfl•tw . eme r g i ngt hr eats. net / egi - bin/ evs\"eb . egi / s i gs / EXP LOIT / EXPLOIT_ MSSQL_Respo nse; sid ; 2010003 ; 
rev :4; ) 

#eommun ity-~irit ten, see does . Move d from Cu r r ent e ve nt s , wi ll be stabl e f or t he l ong te rm 
# 
#a l e r t tcp $ EXT ERNAL_NET $HTTP _POR TS - > $HOME_NE T a ny (msg : "'ET EXPLOIT MS ANI exploit" ; flow: establi s he d , f r om_ se r ve r; eo ntent : " RIFF"; noea se; eontent: " ACON" ; noease; eo ntent: "anih" ; 
nocase; byte_ tes t : 4 , >, 36, 0, relative, li t tle; cl as stype : at t empt ed-admi n; r ef e r e nce : ur l ,doc . eme r gingth r eats . net / bin /v i ew/Main/ 2003519; r efe r ence : u rl , WWI~ . e mergingt h r eats. net/ cgi ­
b i n/ c vs \"eb . cgi/ s igs/ EXP LOIT / EXPLOIT _MS_ANI ; sid : 2003519; r e v : 8; ) 

#by Akas h Ma hajan of Stillsecu r e 

• 
ale r t t ep $EXTERNAL_ NET a ny - > $HOME_NET 143 (msg : " ET EXPLOIT MOAEMON ( Pos t Aut h ) Remote Root I MAP FETC H Comma nd Uni ve r sal Exploit " ; flm":established , to_serve r ; eontent : " FLAGS BODY" ; 
pc r e:" / [ 0-9a-zA-Z ){ 200 , }/ R" ; cont e nt : " IEB 06 90 90 8 b 11 OC 64 90 1"; d i s t anee : 0; class t ype : sueee s sfu l - use r ; r e f e r enee: url , www . milw0 r m. eom/ exploits/ 5248 ; r eferenee: bugt r aq ,28245; 
ref e r e nee : ur l , doe . emer g i ngth reats. net / b in/v i ew/Ma i n/2008063; ref e r enee: url , w111w . emergingthreat s, net / cgi - bi n/ e vswe b . egi / s igs / EXPLOIT / EXPLOIT _Mda emon; r e f e r e nee : e ve, 2008-1358 ; s i d : 2008063; 
rev : 3; ) 

#By Ma rk Tomb augh 
# 
ale r t t ep $HOME_NET 143 - > $EXTERNA L_NET any (msg : " ET EXP LO IT Vul nerabl e Mereur y 4 . 01a I MAP Ba nn e r "; flm,i : from_ se r ve r , establis he d; eo ntent : " I MAP4 r ev l Mere ury/ 32 v4 . 01a se r ve r r eady" ; 
flowbi ts : set,me r c ur y. i map .401a ; class t y pe : successf ul- r econ- limi t ed ; ref e r ence: u r l , wi,iw . pma i l . com/what s new/m32401 . ht m; r eference: bugtraq , 11775; 
ref e r e nee: ur l, doe . emer gingth reats. net / b in/v iew/Ma i n/2002389; ref e r enee: ur l , wi,rw . emergingth reat s, net / egi - bin / evswe b . egi / sigs / EXPLOIT / EXPLOIT _Mere u r y; sid : 2002389; rev : 4; ) 

#By Mark Tom baugh 
# 
ale r t t ep $EXTERNAL_ NET a ny -> $HOME_NET 143 (msg : " ET EXP LOIT Me r e ury v4 .01a I MAP RENAHE Buffe r OVe r fl m.,." ; flm~: establishe d , to_se r ve r ; f101.,.bits : i sset, me r e ury . i ma p .401a; eontent : "a001 
RENAME"; pe r e : '" / (0 · 9A· Z ]{ 240 , }/ smi "; c l asstype :mi se 4 at tae k; re f e r e nee : u r 1, 1"'-"""' . pma il . com/wha t s ne1~/ m32401 . htm; r ef erenee: ur l, metaspl o i t . eom/ proj eets/ Framewo r k/ exploits . ht ml #me r e ury _ i ma p; 
r ef e r ence: bugtr aq , 1177 5; re f e r e nce : u r l , doc . emergi ngt hreat s . ne t / b in /vi ew/Ma in/2002390; r ef erence: ur l , WI"'-" . eme r gingthr ea t s . ne t / cgi -bi n/ cvsweb . cgi / s i gs / EXPLOIT / EXP LOIT _Me r c ur y ; s i d : 200 2390; 
rev :4; ) 

#by Alejandr o Gr ama j o 
############################################################################## 
#x86 Pex Va riab l e Le ngth Fnstenv/mov/ sub Oouble 1-Jo rd Xor Eneode r 
#09 EE fldz 
#09 74 24 F4 fns tenv [ esp - 12 ] 
#58 pop ebx 
#81 73 13 xorkey xor _xor : xo r OWORD [e bx + 22 ), xo rk ey 
#83 E B FC su b ebx , -4 
# E2 F4 l oop xor _xor 
#Rea l tr af fie dump 
#Cont entl 
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#98 49 F8 27 91 2F 27 48 4 F 4 E 6A 12 59 <D9 EE D9 . I . " . / ' HONJ . Y . . . 
#74 24 F4 5B 81 73 13> 2E D6 9A FE <83 EB FC E2 F4 > t $ . [ . s . . 
#Xor key Cont e nt 2 

• 
#a l e rt t cp $EXTERNAL_NET $SH ELLCOOE_PORTS - > $HOME_NET a ny (msg :"ET SHELLCOD E x86 Pex FnstenvMov/Sub Encoder"; f10\'1 : establis he d ; content : " 1D9 EE D9 74 24 F4 5B 81 73 13 1" ; con t ent: " 183 
EB FC E2 F4 I '' ; d i s t a nce : 4 ; Ni t hin : 5; cla s s t y pe: she llcode- detect ; ref erence: u r 1 , doc . eme r g i ngth r eat s . net/ b in /v i ew/Ma i n/ 2002903; re f e r e nce : u r 1 , M\fl'il . emergi ngth r eats . net/ cgi -
bi n/ cvswe b . cgi/ sigs/ EXPLOIT / EXP LOIT _Metasploit_ Encod er s; sid : 2002903; r ev : 5; ) 

############################################################################## 
#x86 Sky line d\ ' s Al pha2 Al ph anumeri c Encode r 

• 
#alert t cp $EXT ERNAL_NET $5HELLCOOE_PORTS - > $HOM E_NET any (msg : "ET SHELLCOD E x86 Alpha 2 Get EIPs Enco de r " ; flow:est a bli s he d; co ntent : " IEB 03 59 EB 05 E8 FB FF FF FF I" ; 
c l a ss t ype: she llcode- detec t; r e f e r ence : url , doc . eme r g i ngt h r ea t s. net/ b i n/v i ew/Ma i n/2002904; r ef e r ence: u r 1 , L•1ww . eme r g i ngthr ea t s. ne t / cgi-
bin/ cvS\'fe b . cg i / sigs/ EXPLOIT / EXPLOIT _Meta s ploit _E ncod er s; s i d : 2002904; r ev : 5 ; ) 

################## ############################################################ 
#x86 Ca l 1 $+4 coun td m-.n xo r en co der 
#E8 FF FF FF call $+4 
# FF Cl i nc ec x 
#S E po p es i 
#30 4C 0E 07 xo r xo r : xo r [ es i + ecx + 0x07 ) , cl 
# E2 FA l oop xor _;;:or 

• 
#alert tcp $EXT ERNAL_NET $5HELLCODE_PORTS -> $HOM E_NE T a ny (ms g : " ET SHELLCOD E x86 Coun tdO\'fn En code r " ; floi,s :establis hed; co ntent: " I E8 FF FF FF Ff Cl SE 30 4C 0 E 07 E2 FAI" ; 
e l ass t ype : she llcode- detec t ; r e f e r ence : url , dc c . eme r gi ngt h r ea t s . net/ bi n/v i ew/Ma i n/ 2002905; r ef erence: u r l , L>J\WJ. eme r g i ngthr ea t s. net/ cgi -
b in/ cvswe b . cgi / sigs/ EXP LOIT / EXP LOIT _Metasplo i t _E ncod er s; s i d : 2002905; rev : 5; ) 

############################################################################## 
#x86 Pex A1pha numeric Encode r 
#VTX630VXH49HHHPhYAAQhZYYYYAAQQO DOd 36FF FFTXVj0PPT UPPa301089 wi n32ge t pc 
#?? JJJJJ ?? baseadd r 
#VTX6 30VX4A086HH0B30BCVX2 BDBH4A2AD0ADTBDQB0ADAVX4 Z8BDJOO deca de r 

• 
#alert t cp $EXTERNAL_NET $SH ELLCOOE_PORTS - > $HOM E_NET a ny (msg : " ET SHELLCOD E x86 PexAlphaNum Encode r "; fl ow:established ; 
content : "VTX630VXH49HHHPhYAAQhZYYYYAAQQDDDd36 FFFFTXV j 0 PPTUPPa301089"; con t e nt : " JJ J JJ"; d i stance; 2; with i n : 5; cont e nt : "VTX630VX4A086HH08 30BCVX2BDBH4A2AD0ADTBDQB0ADAVX4 Z8 BDJOM" ; 
d i stane e : 2; wi t h i n : 55; clas s t y pe : shellcode- detect; r ef e r e nc e : u r 1, doc . emerg i ngth r eats . net / b i n/v i ei,s/Main/ 2002906; r e f e r e nce : u r 1, Wl'fl\! . eme r g i ngt hr eats . net / cg i -
b i n/ cvsweb . cg i / sigs/ EXP LOIT / EXPLOIT _Met as p lo i t _ Encod er s; s i d : 2002906; r ev : 5; ) 

############################################################################## 
#x86 Pex Call $+4 Do ub l e Word Xo r Encod e r 
# E8 FF FF FF call $+4 
#FF ce i nc eax 
#S E po p es i 
#81 76 0 E xo rkey xo r _xo r : xo r [ es i + 0x0e ], xor ke y 
#83 EE FC sub esi , -4 
# E2 F4 l oop xor _xo r 

• 
#alert t cp $EXTERNAL_NET a ny - > $HOME_NE T any (msg: " ET SHEL LCODE x86 PexCall Encoder " ; flow:est a blis hed ; conte nt :" IE8 FF Ff FF FF C0 SE 81 76 0 EI "; cont e n t : " 182 EE FC E2 F4 I"; di stance: 
4 ; i,d th i n : 5; e l as s t y pe : s hellcod e - detec t ; ref er ence: uri , doc . eme r gi ngth r ea t s . net / bi n/v iew/Ma i n/ 2002907; r ef e r e nce: uri , LoJV11t1. eme r g i ngt hr ea t s . net / cgi-
b i n/ cvsweb . cg i / sigs/ EXP LOIT / EXP LOIT _Met as p lo it_Encod er s; s i d : 2002907 ; r ev : 5; ) 

############################################################################## 
#x86 I A32 Jmp / Ca ll XOR Add i tive Feedbac k Decade r 
# FC c ld 
#BB key mov e bx, key 
#EB 0C jmp short 0x14 
#S E po p es i 
#56 pus h esi 
#31 l E xo r [esi ] , e bx 
#AD l o dsd 
#01 C3 add ebx, ea x 
#85 ce t est eax, eax 
#75 F7 jnz 0xa 
#C3 r et 
#E8 EF FF FF FF call 0x8 

#a l e rt t cp $EXTERNAL_NET a ny - > $HOME_NET any (msg : " ET 5HEL LCODE x86 JmpC allAddit i ve Encode r" ; flow:est a blished; co ntent:" [ FC BBI" ; co nte nt :" IEB 0C SE 56 31 l E AD 01 C3 85 C0 75 F7 C3 
E8 EF FF F F FF I " ; d i s t a nce : 4 ; wi th i n: 19; c l ass t ype ; s he l lcode-det ect; reference : ur l , do c . emergingt hreat s . n et / bin/v i ew/Ma i n/2002908 ; re f er enc e : ur 1, vrww . emergingt hreat s . ne t / cgi­
bin/cvs \'teb . cg i / s i gs/ EXP LOIT / EXP LOIT_Metasploit_ Encode r s; sid : 2002908; r ev : 5; ) 

# Metaspl oit 85D she llcode de t ect r u l es by h0f - J enny l ab 
#Alberto Ga r cia d e Di es 
#a l be rtogded i os@a nd a l uc ia j unt a. es 
#ht t p : //w,.ws . jenny l ab . o r g 
##### 
# META5 PLOIT 5HE LLCODE RULE5 
##### 
#BSD METASPLOIT RUL ES 
#### 85D BI ND 5HE Ll ####### 
# BSD 8i nd She ll - ENCODE: Pe xFns t e nvSub 

• 
#a l e rt i p $ EXTERNAL_ NET $SHE LLCODE_ PORT5 - > $HOME_NET an y (msg: " ET 5HELLCODE META5PLO IT 8S0 Bi nd shell " ; conte nt :" 183 e9 ec d9 ee d9 74 24 f4 5b Bl 73 13 1"; class t ype : s hellcode- detec t ; 
r e f e r e nce : u r l , doc eme rg i ngt h r eats . net / 2010383; r e f e r ence : ur 1 , wwN . eme rgingth r eats. ne t / cgi - b i n/ cvs L\!eb . cgi / s i gs / EXP LOIT / EXPLOI T_ Me t asp l o i t _E ncode r s ; s i d : 2010383; r e v : 2; ) 

# BSD Bi nd She ll - ENCODE: CountDown 

• 
#a l e rt i p $ EXTERNAL_ NET a ny -> $HOM E_ NET a ny (msg : " ET SH ELLCODE METASPLOIT BSD Bind shell ( Count doi,m Encoded 2 ) "; content : " 182 e d Sf 4c Sd 52 43 78 03 d9 95 8f 84 49 4 a 48 71 74 4 5 
d 3 I"; c l as s t y pe: she l l code -de t ect; r ef e r e nc e : u r l , doc. emer g i ngth r eats . net /2010385; r e f e r e nce: u r 1 , w1.w.i . emergin gthreat s . net / cgi - b i n/ cvsweb . cgi / sigs / EXPLOIT / EXPLOIT _Me t a sp l o i t _ Encode rs; 
sid:2010385 ; r ev :4; ) 

# BSD Bi nd She ll - ENCODE: Count Down 

#a l e rt i p $ EXTERNAL_ NET a ny - > $HOME _NET a ny (msg : " ET SHE LL CODE METASP LOIT BSD Bind s.hell ( Count doi,m Encoded 3 ) " ; cont e nt : " l9f 90 4b e f a3 76 76 74 9 7 36 e4 aa be 46 2f 77 4S 6a 69 
63 I "; c l a s sty pe: sh e l l code -de t ect; r ef erenc e : u r 1 , doc . emerg i ngth r eat s. net / 2010386; r e f erence: u r 1 , \'fl>J\>J . emerg i ngt hr eat s . net / cgi -b i n/ cvs 1>Jeb . cgi / s i gs / EXPLOI T / EXP LOIT _Me tas p l o i t _Enco de r s; 
s i d :2010 386; r ev : 3; ) 

#BSD Bi nd She ll - ENCODE: CountDown 

• 
# a l e rt ip $ EXTERNAL_ NET a ny -> $HOM E_ NET a ny (msg : " ET SH ELLCODE METASPLOIT BSD Bind shell (Co unt dovm Encoded 4 ) " ; conten t : " 164 65 f 8 b6 7e 41 cc 6a 53 13 12 4d 57 28 6e 20 2a 2a cc 
a S I "; clas sty pe: sh e l l code -detect; r ef e r e nce : u r l , doc . emer g i ngth reats. net / 2010387; r e f e r e nce: u r l , M>J\>J . emerg ingthreat s . net / cgi - b in/ cvs 1-.e b . cgi / sigs / EXPLOIT / EXPLOI T_Me t a s p l o i t _ Encoder s; 
sid :2010387; re v : 3; ) 

# BSD Bi nd She ll - ENCODE: Count Down 

• 
#alert i p $ EXTERNAL_ NET a ny - > $HOM E_NET a ny (msg : " ET SHELLCOD E METASPLOIT BSD Bind s hell ( Count doi,m Encoded 5 ) " ; content : " 117 l e l a 19 f b 77 80 ce l " ; classtype : s he llcode- detect ; 
r e f e r e nce : u r l , doc eme r gingt h reats. net/ 2010388; r e f e r ence : ur 1 , MYL'<I . eme r g ingth r eats. net/ cgi - b in/ cvSL\!eb . cgi / s i gs / EXP LOIT / EXPLOI T_Me t aspl o i t _E ncode r s ; s i d : 2010388; r e v : 3; ) 

#6S0 Bi nd She ll - ENCODE: Pex 

#alert i p $ EXTERNAL_ NET a ny - > $HOM E_NET a ny (msg : " ET SHELLCOD E METASPLOIT BSD Bind shell ( Pex Encode d 1 ) "; cont e nt : " l c9 83 e 9 ec e8 ff ff ff ff c0 Se 81 76 0e l "; class t ype : s he llcode­
de t ec t ; r ef e r e nce: ur 1 , doc. eme r g i ngthr ea t s. ne t /2010389 ; r ef e r e nce: u r 1 , w,.w, . eme r g i ngth r ea t s . net/ cgi- b i n/ cvswe b . cg i / s i gs / EXPLOI T / EXPLOIT _Metasp l o i t _ Encoder s; s i d : 2010389 ; r ev : 3 ; ) 

#BSD Bi nd She ll - ENCODE: Pe x 

• 
#alert i p $ EXTERNAL_NET a ny -> $HOM E_ NET a ny (msg : " ET SH ELLCODE METASP LOIT BSD Bind shell ( Pex Encode d 2) "; cont e nt : " 183 ee f c e2 f 4 1"; class t ype : s he llcode- det ec t ; 
r e f e r e nce : u r l , doc eme rg i ngt h reats. net / 2010390; r e f e r ence : ur 1 , W\YL'<I , eme rgingth r eats. net/ cgi - b i n/ cvs L\!eb . cgi / s i gs / EXP LOIT / EXPLOI T_ Me t asp l o i t _ Encode rs ; s i d : 2010390; r e v : 3; ) 

# BSD Bi nd She ll - ENCODE: None 
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# 

#ale r t i p $ EXTE RNAL_ NET a ny - > $HOME_NET any ( msg : " ET SHELLCOO E METASPLOIT BSD Bi nd shell ( Not Encoded 1 ) " ; cont e nt: " l 6a 61 58 99 52 68 10 02 1" ; cl assty pe : shellcode-de tect ; 
r e f e r e nc e : u r l , doc eme rg i ngth r eat s, net / 2010391 ; r e f e r ence : ur 1, ww1'<I . eme r gingth r eat s. ne t / cgi-bin/ cvs 1-.ieb . cgi / s i gs / EXPLOIT / EXP LOI T _Metaspl o i t _E ncode r s; s i d : 2010391 ; r e v : 3; ) 

#8S0 Bi nd She ll - ENCODE : None 

• 
#ale r t i p $ EXTERNAL_ NET $SHE LLCODE_ PORTS - > $1-KJME_NET an y ( msg : "ET SHELLCODE METASPLOIT BSD Bind shell ( Not Encod ed 2 ) " ; conten t : " 189 e l 52 4 2 52 42 52 6a 10 cd 80 99 93 51 53 52 6a 68 
58 cd I"; e l asstype: she llcode -det ect; r efer ence : ur 1 , doc . eme r gingt hr eat s. net/2010392; r efe r e nc e ; ur 1 , vrww . eme r gi ngthr eats. net/ cg i - bin/ cvswe b. cg i / s igs / EXP LOIT / EXP LOIT _Metasploi t _ Encode r s ; 
s i d :2010392; r ev :2 ; ) 

#8S0 Bi nd She ll - ENCODE : None 

#alert i p $ EXTERNAL_ NET a ny -> $HOM E_ NET a ny (msg:" ET SHE LLCODE METASPLOIT BSD Bi nd shell ( Not Encode d 3) " ; cont e nt : " 180 b0 6a cd 80 52 53 52 b0 l e cd 80 97 6a 02 59 6a Sa 58 51 1"; 
e la ss t ype: she llcode- det ect; ref e r ence: ur 1 , doc . eme r g i ngthrea t s . net/ 2010393 ; r ef e r ence: u r l , \'Mlii . eme r g i ngthr ea t s . ne t / cgi- b i n/ c vswe b . cg i / s i gs / EXPLOIT / EXPLOIT _Meta sp l o i t _ Encode r s; 
s i d: 2010393; r e v : 3 ; ) 

#8S0 Bi nd She ll - ENCODE : None 

• 
#a l e rt i p $ EXTERNAL_NET a ny -> $HOM E_ NET a ny (msg : '"ET SH ELLCODE METASP LOIT BSD Bind she ll (Not Encod ed 4 ) '"; cont e nt : " 157 51 c d 80 49 79 f5 50 68 2f 2f 73 68 68 2f 62 69 6e 89 e3 1" ; 
c l asstype: she llcod e - detect; r efe r ence : url , doc . eme r g i ngt h rea t s . net / 2010394; r efe r ence : ur l , u.w, . eme r g i ngt hr eats . net / cgi-bin/ c vs 1-.ie b . cgi/ s i gs / EXPLOIT / EXPLOI T _Meta sp l o i t _ Encode r s; 
s i d :2010394; r ev : 3 ; ) 

#8S0 Bi nd She ll - ENCODE : None 

#a l e r t i p $ EXTE RNAL_ NET a ny - > $HOM E_NET a ny (msg : " ET SHE LLCODE METASP LOIT BSD Bi nd s hell ( Not Encode d 5) "; cont e nt: " 150 54 53 53 b0 3b cd 80 1"; cl asst ype : s he llcode-detect; 
r e f e r ence : u r l ,doc eme rg i ngth r eat s. net/ 2010395; re f e r ence : ur 1, wwN . eme r g ingthr eats . ne t / cgi-bin/ cvs L-.ieb. cgi / s i gs / EXPLOIT / EXPLOI T _Metaspl o i t_Encode r s ; s i d : 2010395 ; r e v : 3; ) 

#8S0 Bind She ll - ENCODE : Pe xAlphaNum 
# 

#a l e r t i p $ EXTE RNAL_ NET a ny -> $HOM E_NET a ny (msg : " ET SHELLCODE METASPLOIT BSD Bi nd shell ( Pex Al pha nume r i c Encod ed 1 ) " ; cont e nt : " le b 03 59 eb 05 e8 f 8 ff f f ff 4 f 49 49 49 4 9 4 9 49 51 
Sa 56 I"; e l ass t ype: she llcode-detect; r e ference: ur 1 , doc . emergingt hr eat s . ne t /2010396; r eference: ur 1 , 1,//1/IW . emergingt hr eats. ne t / cg i - bin/ cvs .,,,e b . cgi / s igs / EXPLOIT / EXPLOIT _Metaspl oi t _ Encoders; 
s i d : 2010396; r ev : 3; ) 

#8S0 Bi nd She ll - ENCODE : Pe xAl phaNurn 

• 
#a l e r t i p $ EXTERNAL_ NET a ny - > $HOM E_NE T a ny (msg : " ET SHEL LCODE METASPLOIT BSD Bi nd s hell ( Pex Al pha nume ri c Encod ed 2 ) " ; cont e nt : " 154 58 36 33 30 56 58 34 41 30 42 36 48 48 30 4 2 33 30 
4 2 43 I"; e l asst ype: she llcode -detect; r efer ence: ur 1 , d oc. eme r gingth r eat s . ne t /2010397; re ference : ur 1 , .,,,.,,rw . eme r gingth r eats . net/ cg i - b in/ cvs .,,1e b. cgi / s igs / EXPLOIT / EXPLOIT _Metaspl oi t _ Encod e r s; 
s i d: 2010397; r ev : 3;) 

#8S0 Bi nd She ll - ENCOD E: PexAl phaNum 

• 
#a l e rt i p $ EXTERNAL_ NET a ny - > $HOM E_NET a ny (ms g : " ET SH ELLCODE METASP LOIT BSD Bi nd shell ( Pe x Al pha nume ri c Enc od ed 3 ) " ; content : " 156 58 32 42 44 42 48 34 41 32 41 44 30 41 44 54 42 44 
51 42 I"; e l asst ype: s he llcode-detec t ; r efer ence: ur 1 , doc . emergingthreat s. ne t /2010398; r eference : ur 1 , 1,//1/IW . emergingt hr ea t s . ne t / cg i - bin/ cvswe b . cgi / s i gs / EXPLOI T / EXP LOIT _Met a s ploi t _ Encode rs; 
s i d: 2010 398; r ev :3 ; ) 

#8S0 Bi nd She ll - ENCODE : Pe xAlphaNum 

• 
#a l ert ip $ EXTERNAL_NET a ny - > $HOM E_ NET a ny (msg : " ET SHE LLCODE METASP LOIT B5D Bi nd she ll ( Pex Al pha nume r i c Encod ed 4 ) " ; content : " 130 41 44 41 56 58 34 Sa 38 4 2 44 4a 4f 4d 4 c 36 41 1"; 
c l a ss t ype: she llcode-de t ect; r e fe r e nce : ur 1 , doc . eme r g i ngt h r ea ts . net/ 2010399; r ef e r ene e: u r l, W\"1.11. eme r g i ngt hr ea t s . net / cgi-bin/ c vs 1-.ie b . cgi/ s i gs / EXPLOIT / EXPLOI T _Meta sp l o i t _ Encode r s; 
s i d : 2010399; r ev :3 ;) 

#85D Bi nd She ll - ENCODE : Pe xAlphaNum 
# 
#a l e rt i p $ EXTE RNAL_ NET a ny -> $HOM E_ NET a ny (msg : " ET SHE LLCOO E METASPLOIT BSD Bi nd s hell ( Pex Al pha numeri c Encod ed 5 ) " ; content : " 141 4 e 44 35 44 34 44 1"; classt ype :s hellcode -de tect; 
r e f e r e nce: u r l , doc eme rg i ngth reats. net/ 2010400; re f e r ence : ur 1, M'ILII , eme r g ingt hr eats. net/ cgi-bin/ cvs L-.ieb . cgi / s i gs / EXPLOIT / EXP LOI T_ Metasp l o i t _ Encode r s; s i d : 2010400; r e v : 3; ) 

#8S0 Bi nd She ll - ENCODE : Pe xf stEnvMov 
# 
#a l e rt i p $ EXTERNAL_ NET a ny -> $HOM E_NE T a ny (msg : " ET SHE LLCOO E METASPLOIT BSD Bi nd s hell ( Pe xf s tE nvKov Encoded 1 ) " ; content : " l 6a 14 59 d9 ee d9 74 24 f4 Sb 81 73 13 1" ; 
e l a ss t ype: she llcode- detec t ; r efe r e nc e : url , doc . eme r gi ngth r eats. ne t / 2010401 ; r efe r ence: u r l, \'iWl,/I , eme r g i ngth r eats. ne t / cgi- b i n/ c vs 1-.ieb . cgi/ s i gs / EXPLOIT / EXPLOI T _Metasp l o i t _ Encode r s ; 
s i d: 2010401 ; r ev :3 ; ) 

#8S0 Bi nd She ll - ENCOO E: Pexf stEnvMov 

• 
#a l e r t i p $ EXTERNAL_ NET a ny -> $HOME _NET a ny (ms g : " ET SH ELLCODE METASPLOIT BSD Bi nd shell ( Pe xf s tE nvKov Encoded 2 ) " ; conten t : " 183 eb f c e2 f4 I " ; classtype : s he llcode - detect; 
ref e r ence: u r l , doc . eme rgi ngt h r eats . net/ 2010402 ; re f e r ence : ur 1 , wW1-.i . eme r g ingt hr eat s . ne t / cgi-bin/ cvs Neb. cgi / s i gs / EXP LOIT / EXPLOI T _Me t as p l o i t _Encode r s ; s i d : 2010402; r e v : 3; ) 

#850 Bi nd She ll - ENCOD E: JmpCa llAditiv e 

• 
# a l e r t i p $ EXTERNAL_ NET a ny -> $HOME _NET a ny (msg : " ET SH ELLCODE METASP LOIT BSD Bi nd s hell ( JmpCa llAddit i ve Encod e d )"; co ntent : " l eb 0c Se S6 31 le a d 01 c3 85 c0 75 f 7 c3 e8 ef ff ff 
ff I"; c l as s t y pe: sh e l l code -de t ect; ref e r ence: u r 1, doc. emer g i ngth r eat s . net /2010403; re f e r e nce : u r 1, www . emerg ingthreat s. net / cgi- b in/ cvs LoJe b . cgi / sigs / EXPLOIT / EXPLOIT _Me t as p l o i t _ Encode r s ; 
s i d: 201040 3; r ev :3; ) 

#850 Bind She ll - ENCODE : Al pha2 

• 
#alert ip $ EXTERNAL_ NET a ny - > $HOM E_NET a ny (msg : " ET SHELLCODE METASP LOIT B5D Bi nd she ll (Al pha2 Encoded 1 )"; co nten t : " l e b 03 59 eb 05 e 8 f8 ff ff ff 49 49 49 49 49 4 9 4 9 49 49 49 1 "; 
c l a ss t ype : she llcode- detect; r e f e r ence : ur 1 , doc . eme r gingt h r eats . net/ 2010404; r ef e r ene e : u r l, W\"1.IJ . eme r g i ngt hr ea t s . net / cgi-bin/ c vswe b . cgi/ s i gs / EXPLOIT / EXPLOI T _Meta sp l o i t _ Encode r s; 
s i d : 2010404; r ev :3;) 

#8S0 Bi nd She ll - ENCODE : Al pha2 

• 
#ale r t i p $ EXTERNAL_ NET a ny -> $HOME_ NET a ny (msg : " ET SHEL LCODE METASPLOIT BSD Bi nd s hell ( Al pha2 Encoded 2 ) "; co nten t : " 141 42 32 42 41 3 2 41 41 30 41 4 1 58 I"; class t y pe: s he llcode-
de t ec t ; r ef e r e nc e : ur 1 , doc. eme r g i ngt hr eats. ne t / 2010405 ; r e fe r e nce : u r 1 , \'11.WI . eme r g i ngt h reats . net/ cgi- b i n/ cvs 1-.ie b , cg i / sigs / EXPLOI T / EXPLOIT _Metasp l oi t _ Encoders; s id: 201040S; r ev : 3; ) 

#8S0 Bi nd She ll - ENCODE : Al pha2 
# 
#alert i p $ EXTERNAL_ NET a ny - > $HOM E_ NET a ny (msg : " ET SHEL LCODE METASPLOIT BSD Bi nd s hell ( Al pha2 Encoded 3)"; co ntent : " 149 72 4 e 4e 69 6b 53 1" ; classt ype : shellcode-detect; 
r e f e r e nc e : u r l , doc . eme rg i ngt h reats, net / 2010406; r efe r ence : ur l, M'll.'l , eme r g ing t hr eats. net/ cgi-bin/ cvs L-.ieb . cgi / s i gs / EXPLOIT / EXPLOI T _Metaspl o i t _ Encode rs ; sid : 2010406; r e v : 3; ) 

#8S0 Reve r se Shell - ENCODE: Pex f nstenv5ub 

• 
#a l e r t i p $ EXTERNAL_ NET a ny -> $HOME_N ET a ny (msg : " ET SHE LLCOO E METASPLOIT BSD Reve r se s he ll ( Pe x Fns ten vSu b Encod ed 1 ) " ; cont e nt : " lc 9 83 e9 ef d9 ee d9 74 24 f4 Sb 81 73 13 1"; 
e l a ss t ype: she llcode- detec t; r efe r e nc e : url , doc . eme r gi ngth r eats . ne t / 2010407; r efe r ence: u r l , M-M , eme r g i ngt h r eats. ne t / cgi- b i n/ c vs 1-.ie b . cg i / s i gs / EXPLOIT / EXPLOI T _Metasp l o i t _ Encode r s; 
s i d :2010407; re v : 3; ) 

#### EOF BSD BINO SHEL L ###### 
### 65D REVE RSE SHE LL ####### 
#85D Reve r se She ll - ENCODE: Pex f ns t e nvSu b 
# 

#a l e rt i p $ EXTERNAL_ NET a ny -> $HOME _NET a ny (msg : " ET SHEL LCOO E METASPLOIT BSD Reve r se s he ll ( Pe x Fns ten vSu b Encod ed 2 ) " ; content : " 183 e b f c e2 f 4 1"; cla sstype : sh e llcode-detec t ; 
r e f e r e nce: u r l , doc . eme r gingth reats, net / 2010408 ; r e fe r ence : ur 1 , M'll.'l , eme r g ingthr eats. net/ cgi-bin/ cvs L-.ieb. cgi / s i gs / EXPLOIT / EXPLOI T_ Me tasp l o i t _ Encode rs ; s i d : 2010408; r e v : 3; ) 

#85D Reve r se She ll - ENCODE: Countd m~n 

• 
#a l e r t i p $ EXTERNAL_ NET a ny -> $HOME_ NET a ny (msg : " ET SHE LLCOO E METASPLOIT BSD Reve r se s he ll (Count dm-Jn Encoded 1 ) " ; content : " l 6a 43 59 e8 ff ff ff ff c l Se 30 4c 0e 07 e2 fa 6b 63 Sb 
9d I"; c las s t y pe : shellcode -de t ect; refe r e nc e : u r l , doc. emer g i ngth r eat s . net /2010409 ; r e f e r e nce: u r 1 , WL'ILII . eme rg i ngt hr eats . net / cgi - b i n/ cvsNe b . cgi / sigs / EXPLOIT / EXPLOIT _Metasp l o i t _ Encode rs; 
s i d : 2010409; r ev :3 ; ) 

#8S0 Reve r se She ll - ENCODE: Countd m~n 

• 
#a l e r t i p $ EXTERNAL_ NET a ny -> $HOME _NET a ny (msg : " ET SHEL LCODE METASPLOIT BSD Reve r se s he ll (Countdo1-Jn Encoded 2 ) "; cont e nt: " l9f f 6 72 09 4 b 4 b 4d Sa 74 7d 78 ec a2 49 26 7c 96 7d 79 
7e I"; clas s t y pe: sh e l l code-de t ect ; r eferenc e : u r 1 , doc . emer g ingt h reats. net /2010410; r e f erence : u r 1 , l'ILWI . emerg i ngt hreat s . ne t / cgi- b in/ cvs 1-.ie b . cgi / s i gs / EXPLOI T / EXPLOIT _Me t asp l o it_Encoders; 
s i d: 2010410; r e v : 3 ; ) 

#8S0 Reve r se Shell - ENCODE : Countd m-.i n 

• 
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#a l e r t ip $EXTERNAL_ NET a ny -> $HOME_NET any (msg : "ET SHELLCODE METASP LO IT 8S0 Reve r se s he ll (Count dol~n Encoded 3 ) "; conte nt : " l7 b e6 a c 64 57 d9 60 59 l d l e 47 5d Se 18 Sa 50 54 b2 df 
6d I"; classtype: s hellcode -detect; r eference : u r l , doc . emer gingt hr eat s. net/ 2010411 ; refere nce : ur 1 , Wl>A"II . emergingt hr eats , net / cgi - b ini cvs 1>Je b . cgi / sigs / EXPLOIT / EXPLOIT_Metaspl o i t _Encode r s; 
s i d : 2010411; r e v : 3; ) 

#BSO Reve r se She ll - ENCOOE; CountdoNn 

• 
#a l e r t ip $ EXTERNAL_NE T a ny -> $HOME_N ET a ny (msg : " ET SHELLCODE METASPLO IT 8SD Reve r se s hell (Count dol~n Encoded 4 ) " ; conte nt :" 157 44 55 4 a 5b 62 1" ; classty pe:shellcode- detect; 
r eference : ur l , doc . emer gingt h reats. net / 2010412; r efe r ence: u rl , Wl>J\-..i .emergi ngthr eats. net / cgi- b i n/ cv s L-..i eb . cgi / sigs / EXPLOIT / EXPLOIT _Metaspl o i t_E ncoder s ; sid: 2010412; r ev : 3; ) 

#BSO Re ve r se She ll • ENCOOE: Pex 

• 
#a l e r t i p $EXTERNAL_ NE T a ny -> $HOME_NET a ny (msg: " ET SHELLCOOE METASPLOIT 850 Reve r se s he ll ( Pe x Encoded 1 ) "; conte nt: " I c9 83 e9 ef e8 ff ff ff ff c0 Se 81 76 0e I"; 
e l asstype : she llcod e • de tec t; r ef e r e nce: ur 1 , doc . eme r gingth r eats . net / 2010413; r e f e r ence: u r l , Wl>JW . eme r gingt hr eats . net / cgi - b in/ cvsweb . cg i / s i gs/ EXPLOIT / EXPLOIT _Metasp l o i t _ Encoder s; 
sid :2010413; r e v : 3; ) 

#B50 Reve r se 5he ll · ENCOOE: Pex 

• 
#a l e r t ip $EXTERNAL_ NET a ny -> $HOME_NET a ny (msg:"ET SHELLCOOE METASPLOIT 85D Reve r se s hell ( Pex Encoded 2) " ; co nte nt: " 183 ee fc e2 f 4 1" ; class t ype :shellcode-detect ; 
r efe r e nce : ur l , doc . emergingt h r eats . net/ 2010414 ; r eference: u r l, Wl>J\-..i . e me r g ingthr eats . net/ cg i - b in/ cvs L>Jeb . cgi / sigs / EXPLOIT / EXPLOIT _Metaspl o i t _ Encoder s ; sid: 2010414; r ev : 3; ) 

#BSO Reve r se She ll · ENCODE: None 

• 
#a l e r t ip $ EXTERNAL_NET a ny -> $HOME_NE T a ny (msg: " ET SHELLCODE METASP LOIT 85D Reve r se s hell (Not Encoded 1 ) "; conte nt : " 151 cd 80 49 79 f 6 50 68 2f 2f 73 68 68 2f 62 69 6e 89 e3 50 1"; 
e l a sstype : she llcod e - detect; r efe r e nce: url , doc . eme r gingt h r eats . net /2010415 ; r efe r ence: u r l , W\WI . eme r gingt hr eats . net / cgi- b i n/ cvs L-..i eb . cg i / sigs/ EXPLOIT / EXPLOIT _Metasp l o i t_E ncoder s ; 
s i d : 2010415 ; r e v : 3; ) 

# B50 Reve r se She ll · ENCODE; None 

• 
#a l e r t i p $ EXTERNAL_ NET a ny -> $HOM E_NE T a ny (msg : "ET SHELLCOOE METASP LOIT BSD Reve r se s hell (Not Encoded 2) " ; co ntent : " l6a 61 58 99 52 42 52 4 2 52 68 1" ; class t ype : she llcode- detect; 
r efe r e nce : ur l , doc . emer gingt h r eats . net / 2010416 ; r eference: u r l , Wl>J\-..i .emerg i ngthr eats. net/ cg i - b in/ cvs L>Jeb . cgi / sigs / EXP LOIT / EXPLOIT_Metaspl o i t _ Encoder s ; sid: 2010416; r ev : 3; ) 

#BSO Reve r se She ll · ENCOOE: None 

• 
#a l ert i p $ EXTERNAL_NET a ny - > $HOME_NET a ny (ms g:"ET SHELLCODE METASP LOIT 850 Reve r se s he ll (Not Encoded 3) "; co nte nt : " 189 e l 6a 10 51 50 51 97 6a 62 58 cd 80 6a 0 2 59 b0 Sa 51 57 1"; 
e l a ss t ype : she llcode- detect; r ef e r e nce : url , doc. eme r gingt h reats. net/2010417; r efe r ence: u r 1 , W\WI . eme r gingt hr eats . net / cgi-b i n/ cvs L-..i eb . cg i / s igs/ EXPLOIT / EXPLOIT _Metasp l o i t_E ncoder s ; 
sid : 2010417; r ev : 3; ) 

#B50 Reve r se She ll · ENCOOE: PexAlphaNum 

• 
#a l e r t i p $EXTERNAL_ NET a ny -> $HOME_NET a ny (msg : " ET SHELLCOOE ME TA5P LOIT 85D Reve r se s hell ( Pe x Al ph anumeri c Encoded 1 ) "; content :" 144 32 4d 4c 4 2 48 4a 4 6 42 31 44 50 50 41 4e 4f 4 9 
38 41 4e I"; classtype: she llcode-detect; r efe rence : ur 1 , doc . emerg ingt hreat s. ne t / 2010418 ; r ef e r e nce : u r l , W\Vl-..i . emerg ingthreats . net/ cg i -b i n/ c vs .. ~eb . cg i / s i gs / EXPLOIT / EXPLOIT _Metasp l o i t_E ncod e r s; 
sid : 2010418; r e v : 3 ; ) 

# B50 Re ve r se She ll · ENCOOE: PexAlphaNum 

• 
#a l e r t i p $EXTERNAL_ NE T a ny -> $HOME_NET a ny (msg: " ET SHELLCOOE META5P LOIT 850 Reve r se s hell ( Pe x Al ph anume ri c Encoded 2 ) "; content : " l4 c 36 4 2 41 41 35 42 45 41 35 47 59 4c 36 44 56 4 a 
3 5 4d 4c I"; class t ype: she llcode-de tect; r eference: ur 1 , doc .eme r g i ngth r eats . net / 2010419 ; r ef erence : u r 1 , lVlVl,.. eme r g ingthr eats . ne t / cgi-b i n/ c vs l~eb . cg i / s igs / EXP LOIT / EXPLOIT _Me t as p lo i t _E ncod e rs ; 
s i d :2010419; r e v : 3; ) 

# B50 Re ve r se 5he ll • ENCOOE: PexAl phaNum 

• 
#a l e r t i p $ EXTERNAL_ NET a ny -> $HOM E_NET a ny (msg: " ET 5HELLCOOE META5P LOIT 85D Reve r se s hell ( Pe x Al ph anume r ic Encoded 3 ) " ; content : " 156 58 32 42 44 4 2 48 34 41 32 41 44 30 41 44 54 4 2 
44 51 42 I"; classtype : she llcode- detect; re fe re nce: ur l , doc .emerg i ngthr eats . net / 2010420; r eference : u r 1, lVlVl"II . emergingthre a ts . ne t / cgi-b i n/ c vs l~eb . cg i / s igs / EXPLOIT / EXPLOIT _Metasp l o i t _ Encod e r s; 
sid : 2010420; r e v : 3 ; ) 

#B50 Reve r se 5he ll · ENCOOE: Pex FnstenvMov 

• 
#a l e r t ip $ EXTERNAL_NET a ny -> $HOME_N ET a ny (msg : "ET SHELLCOOE METASP LOIT BSD Reve r se s hell ( Pex f nstenvMov Encode d 1 ) "; cont ent : " l6a 11 59 d 9 ee d9 74 24 f 4 Sb 81 73 B I "; 
e l asstype : she l l code- de tec t ; r ef e r e nce: ur l , doc . eme r gingth r eats . net/ 20104 21 ; r efe r ence : u r l , WlWI . eme r gingthr eats . ne t / cgi-b i n/ cvsweb . cg i / sigs/ EXPLOIT / EXPLOI T _Metasp l o i t _ Encoder s ; 
s i d : 2010421; r e v : 3; ) 

#B50 Reve r se 5he ll - ENCOOE: Pex Fns t e nvMov 

• 
#a l e r t i p $EXTERNAL_ NET any -> $HOM E_NET a ny (ms g:"ET SHELLCODE METASPLOIT 85D Reve r se s hell ( Pexf ns te nvMov Encoded 2 ) "; cont ent: " 183 eb f c e2 f4 I" ; classtype : she llcod e - detect; 
r efe r ence : url , doc . emer gingt h reats. net / 2010422; r efe r ence: u r 1 , Wl>J\-..i . eme r g ingthr eats. net / c g i-b i n/ cvs l-..ieb . cgi / sigs / EXP LOIT / EXPLOI T_Metasp l o i t _ Encoder s; sid : 2010422; r ev : 3; ) 

#B50 Reve r se She ll - ENCOOE: JmpCa l lAd i t i ve 

• 
#a l e r t i p $EXTERNAL_ NE T $SHELLCOOE_PORTS -> $HOME _NET any ( msg: "ET SHELLCODE METAS PLOIT B50 Reve r se s he ll ( JmpCallAdditiv e Encoded 1 ) "; content:" le b 0c Se 56 31 l e ad 01 c3 85 c0 75 f7 
c3 e8 ef ff f f ff I"; classtype : s he l l code- detect; r efe re nce : ur l , doc. eme r gingt h r ea t s. net / 2010423 ; r e fe r e nce : ur 1, L'il\'IW . eme r gingthr eats . net/ cgi-
b i n/ cvs 1-..ieb . cgi / sigs/ EXPLOIT / EXP LOIT _Metas p l o i t _ Encod er s; sid: 20104 23; r ev ; 2; ) 

# B50 Reve r se 5he ll - ENCOOE: Al pha2 

• 
#a l e r t i p $EXTERNAL_ NET $SHELLCOOE_PORTS -> $HOME _NET any ( msg:"ET SHELLCOOE METAS PLOIT 850 Reve r se s he ll (Al pha2 Encode d 1 ) "; cont e nt: " 149 49 4 9 49 49 49 4 9 51 Sa 6a l " ; 
e l asstype : she l l cod e• detec t ; r ef e r e nce: url , doc . eme r gingth r ea t s . net /20104 24; r e f e r ence: u r 1 , wi.w,. eme r gingt hr eats . net / cgi- b in/ cvsweb . cg i / s igs / EXPLOIT / EXPLOIT _Me t as p l o i t _E ncoder s; 
sid :2010424; r e v : 2; ) 

#B50 Re verse 5he ll • ENCOOE: Al pha2 

• 
#a l e r t ip $ EXTERNAL_ NET $SHELLCOOE_PORT S -> $HOME_NET any ( msg:" ET SHELLCOOE METAS PLOIT 850 Reve r se s he ll (Al pha2 Encode d 2 ) "; content:" 158 50 30 4 2 31 41 42 6b 4 2 41 1"; 
e l asstype : she l l cod e• detect; r ef e r e nce: ur l , doc . eme r gingth r e a ts . net / 20104 25; r efe r ence: u r l , Wl>JW . eme r gingthr eats . net/ cgi - b i n/ cvs l~eb . cg i / sigs/ EXPLOIT / EXPLOI T _Metasp l o i t _ Encoder s ; 
sid : 201042 5; r e v : 2; ) 

#B50 Reve r se 5he ll · ENCOOE: Al pha2 

• 
#a l e r t i p $ EXTERNAL_ NET $5HEL LCOOE_PORTS -> $HOME_N ET any ( 111sg:" ET SHELLCODE METAS PLOIT BSO Reve r se s he ll (Al pha2 Encode d 3) "; cont e nt:" 132 41 41 30 41 41 58 50 38 4 2 4 2 7 51"; 
e l asstype : she l l cod e - de t ect; r ef e r e nce: ur l , doc . eme r gingt h reats. net/ 20104 26; r efe r ence: u r l , wi.WI . eme r gingthreats . ne t / cgi-b i n/ cvsweb . cg i / sigs/ EXPLOIT / EXPLOI T _Metasp l o i t _ Encoder s ; 
sid : 2010426 ; r e v : 2; ) 

##### EOF B50 Reve r se 5hell##### 
##### B5 D 5PARC Bi nd 5hell ######### 
# B50 SPARC Bi nd She ll - ENCODE: SPARC 

#a l e r t i p $EXTERNAL_ NE T $SHEL LCOOE_PORT5 - > $HOME_NET any (111:sg: "ET SHELLCODE METAS PLOIT B50 SPARC Bi nd shell ( 5PARC Encoded 1 )"; cont e nt " j20 bf ff ff 20 bf ff ff 7f ff ff ff e a 03 e0 
20 aa 9d 40 11 I"; cla ss t y pe : shellcode-d e t ec t ; r efe r-e nce : ur l , d oc. eme r gingthreat s. net/2010427; r ef e r ene e : ur l , www .emergi ngt hr eats. net / cgi-
b i n/ cv s1-..ieb . cg i / sigs/ EXPLOIT / EXP LOIT _Metas p l oi t _ Encoders; sid : 20104 27; r ev ; 2; ) 

##### EOF BSO Reverse 5he ll##### 
##### 8SD SPARC Bind Shell ######### 
#B50 5PARC Bi nd 5he ll - ENCOO E: SPARC 

• 
#a l e r t i p $ EXTERNAL_ NET $5HEL LCOOE_PORT5 -> $HOME_N ET any ( msg:" ET SHELLCOOE METAS PLOIT BSO SPARC Bi nd she ll ( SPARC Encoded 2) " ; content " l e a 23 e0 20 a2 04 40 15 81 d b e0 20 12 bf ff 
f b 9e 03 e0 04 [ "; classtype : shellcode-detect; r efe r e nce ; ur l , d oc . emerg i ngthreats . net / 2010428; r e f e r ence : ur l , Wl.,.~ . eme r gi ngt hr eat s. net / cgi-
b i n/ cvs1"eb . cgi / sigs/ EXPLOIT / EXPLOIT _Metasp l o i t_E ncoders ; s i d : 2010428 ; r ev : 2; ) 

#B50 SPARC Bi nd She ll - ENCOOE: No ne 

• 
# a l ert ip $EXTERNAL_ NET $SHEL LCOOE_PORTS -> $HOME_NET any (msg:" ET SHELLCODE METAS PLOIT BSD SPARC Bi nd she ll ( Not Encode d 1 ) "; content " le0 23 bf f 0 c0 23 bf f 4 92 23 a0 10 94 10 20 10 
82 10 20 68 I"; classtype : s he llcode -detect; r e f e r e nce : ur l , doc. eme r gingt hre ats . net/20104 29; r efer e nce: url , 1W1W. eme r gingt h r eats . net / cg i -
b i n/ cvs 1-..ieb . cgi / sigs/ EXPLOIT / EXPLOIT _Metas p l o i t _ Encod er s; sid : 2010429; r ev : 2; ) 

# BSO SPARC 8i nd She ll - ENCOOE: None 

• 
# a l e r t ip $EXTERNAL_ NET $SHEL LCOOE_PORT 5 -> $HOME_NET any ( 111sg:" ET SHELLCODE METAS PLOIT B50 SPARC Bi nd shell ( Not Encoded 2 ) "; cont ent " 191 d0 20 08 d0 03 bf f 8 92 10 20 01 82 10 20 6a 
91 d0 20 08 I"; class t ype : s he llcode -detect; r efe r ence : ur l , doc. emergi ngt hr eats. net / 2010430; r ef er ence: url , 1wiw , eme r gingt h r eats . net / cgi-
b i n/ cvsweb . cgi / sigs/ EXPLOIT / EXPLOIT _Metasp l o i t _ Encod er s; sid : 2010430; r ev ; 2; ) 

#BSO SPARC Bi nd She ll - ENCOOE: No ne 

• 
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#a l e r t i p $EXTERNAL_ NET $SHE LLCODE_ PORTS - > $HOME_NET any ( msg: " ET SHELLCODE METAS PLOIT BS D SPARC Bi nd shell ( Not Encode d 3 ) "; content " ld0 03 bf f8 92 l a 40 09 94 12 40 09 82 10 20 le 
91 d0 20 08 I" ; classtype: s he llcode-detect; r eference: ur l , doc. emerg ingt h r eats . ne t / 2010431 ; r efe r e nce : ur 1 , 1wrw . emerg i ngth r eats . net / cg i -
b i n/ cvs ,..,eb . cgi / sigs / EXPLO IT / EXPLOIT _Met asp l oi t _ Encode r s ; sid : 2010431; r ev : 2; ) 

#BSD SPARC Bind Shell - ENCODE: No ne 

#a l e r t i p $EXTERNAL_ NET $SHE LLCOOE_ PORTS -> $HOME _NET any (msg : "ET SHE LLCODE METASP LOIT BS D SPARC Bi nd shell ( Not Encoded 4 ) " ; content " 123 0 b dc d a 90 23 a0 10 92 23 a0 08 e0 3b bf f 0 
d0 23 bf f B ( " ; classtype: s he l lcode -detect; r efe r e nce : ur 1 , doc . emerg ingth r e ats . net / 2010432; r efe r e nce: ur l , 1wiw . eme r gingthr eats . net / cg i -
b i n/ cvsweb . cgi / sigs / EXP LO IT / EXPLOIT _Metasp l oi t_Enc ode r s; sid : 2010432; r ev : 2; ) 

#### EOF BSD SPARC Bi nd Shell #########4 
### BSD SPARC Re ve r se Shell ######## 
# BSD SPARC Re ve r se Shell · ENCOOE: None 

• 
#a l e r t i p $EXTERNAL_ NET $SHE LLCODE_ PORTS - > $HOME_ NET any (msg : "ET SHELLCODE METASP LOIT BS D SPARC Reverse shell ( Not Encoded 1 ) " ; cont ent : " l 9c 2b a0 07 94 la c0 0 b 92 10 20 01 90 10 20 
02 82 10 20 61 I "; classtype: shellcode-detect ; r efe r e nce : u r l , d oc .emerg i ngthreats . ne t / 2010433; refe r e nce: u r l , wh-..., . emer gingthr eats . ne t / cgi · 
b in/ cvsweb . cg i / sigs / EXPLO IT / EXPLOIT _ Metaspl oi t _ En coders; s i d : 2010433; r ev : 2; ) 

#### EOF BSD SPARC Bi nd Shell #########4 
### BSO SPARC Reve r se Shell ######## 
# BSD SPARC Re ve r se Shell · ENCOOE: None 

• 
#a l e r t i p $EXTERNAL_ NET $SH ELLCODE_PORTS -> $HOME_NET an y (msg : "ET SHE LLCODE METAS PLOIT BS D SPARC Reverse s hell ( Net Encode d 2) " ; content : '" 191 d0 20 08 d0 23 bf f 8 92 10 20 03 92 a2 60 
01 82 10 20 Sa I " ; classtype: shellcode-detect; r efe r e nce: u r l , d oc. emergingthr eats. net / 2010434; ref e r e nce: u r l , wi...,..., . eme r gingthr eats. ne t / cg i · 
b i n/ cvsweb . cgi / sigs / EXP LO IT / EXPLOIT _Metaspl o i t_Enc ode r s; sid : 2010434; r ev : 2; ) 

#### EOF BSD SPARC Bi nd Shell #########4 
### BSD SPARC Re ve r se Shell ######## 
#BSD SPARC Re ve r se Shell · ENCOOE: None 

• 
#a l e r t i p $EXTERNAL_NE T $SHE LLCODE_PORTS - > $HOME_NE T any (msg : "ET SHELLCODE METASP LOIT BS D SPARC Reverse shell ( Not Encoded 3) " ; content: " 191 d0 20 08 12 bf ff fd d0 03 bf f 8 21 3f 
c0 I"; c lasstype: shellcode- detect; ref e r ence: u r l, doc . emergingt h r eats . net / 2010437; re f e r ence: u r l , WI\IW . emergi ngthreats . net/ cgi- bin/ cvs 1~e b . cgi / sigs / EXP LOIT / EXPLOI T_Metaspl o i t _ Encode r s; 
s i d :2010437; r ev :2; ) 

# BSD SPARC Re ve r se Shell - ENCOOE: SPARC 

#a l e r t i p $EXTE RNAL_ NET $SHE LLCODE_ PORTS - > $HOME_ NET any (msg:" ET SHE LLCODE METASP LOIT BSD SPARC Reverse s hell ( SPARC Encoded 1 ) " ; co ntent : " 120 bf ff ff 20 bf f f ff 7f ff f f ff ea 03 
e0 20 aa 9d 4 0 11 I " ; classtype : s he l l e ode -detec t ; refe r ence: url, doc . emerg i ngthreats . net / 2010435 ; r efe r ence : ur l , 1 ..... wL emerg i ngthr ea t s . net/ c gi-
b in/ cvs1 ... eb . cgi / s i gs / EXPLO IT / EXP LOIT _Metaspl oit_Encoders; s i d : 2010435; r ev : 2; ) 

#BSD SPARC Re ve r se She ll - ENCOD E: SPARC 

#a l e r t i p $EXTERNAL_NE T $SHE LLCODE_PORTS -> $HOME_NET a ny (msg : "ET SH ELLCODE METASP LOIT BS D SPARC Reverse s hell ( SPARC Encoded 2 ) '" ; content : " l ea 23 e0 20 a2 04 40 15 81 db e0 20 1 2 bf 
f f f b 9e 03 e0 04 1 " ; classtype: s he l l code -de tec t; r e fe r ence: url , do c. eme r g i ngthreats, net/2010436; r efe r ence : ur l , 1 ..... w,. eme r g i ngthr eats, net/ cgi-
b in/ cvs ,..,eb . cgi / sigs / EXPLO IT / EXPLOIT _Met asp l o i t_Enc ode r s; sid : 2010436; r ev : 2; ) 

#### EOF BSD SPARC Reverse She ll #### 
#E r i k Ficht n er 

• 
a l e r t tcp $EXTERNAL_ NET $HTT P_PORTS -> $HOME_NET any (msg:" ET EXPLOIT CAN - 2005-0399 Gif Vuln v ia htt p" ; flow : from_se r ve r ,established; content : "GIF89a " ; content:" 121 ff 0 b l NETS CAPE2.0" ; 
byte_ test: 1 , ! =, 3, 0 , relative; c l asst ype: attem pted-admin; r efe r e nce: cve, 2005-0399; refe r ence: ur l, do c . eme r gingth rea ts . net/ bin /v iew/Main/ 2001807; r efe r ence: u r l, l>J\WL emergi ngt h reats. net/ cgi­
bin/ cvsweb . cg i / sigs / EXPLO IT / EXPLOIT _Moz i lla-Fi r efox; s i d : 2001807; r ev : 8 ; ) 

#By Joe l Es l er 

• 
a l e r t tc p $EXTERNAL_ NET a ny -> $HOM E_NET 9999 ( ms g: "ET EXP LOIT MySQL MaxDB Buffe r Overfl o,.., "; flow: to_se r ver ,established; cont e nt : "G ET "; content: " I 31 c 9 83 e9 af d9 ee l "; 
pe r e : " / ( GE T) . \/%. {1586, }/ i " ; classtype: attem pted-admin; r efe r e nce : ur l , doc . eme r gingthr eats . net / b i n/v iew/Main/2001988; r efer ence : ur l ,www .eme r gingth r eats.net / cgi­
bin/ cvsweb . cg i / sigs / EXP LOIT / EXP LOIT_MySQL_MaxDB; s i d: 2001988; r ev :4; ) 

• 
a l ert tc p $EXTERNAL_ NE T a ny -> $HOM E_NET 139 (msg: " ET NETBIOS NII Mic rosoft ASN.1 Li bra r y Buffe r Ove r flo1.., Expl oit"; flow: t o_ se r ve r , estab lis hed; content:" IAl 0S 23 03 0 3 01 07 1" ; 
c l asstype: bad - unknown; refe rene e: url , 1/IWI.., . mic rosof t . com/ tec hnet/ secur i ty/ bul letin/ ms04·007 . as p ; refe r e nce : ur 1 , doc . eme r gingth r eats . net/ bi n/v iew/Main / 2000017; 
r efe r ence: url , Mw.i . emer g i ngt h reats. net / cgi-bin / cvs we b . cgi / s i gs / EXPLOIT / EXPLOI T _NETBIOS_ASl'll _Ove r flow; s i d : 2000017; r ev : 6; ) 

# by kev i n r oss 

• 
a l ert tcp $EXTERNAL_ NET a ny -> $HOM E_NET 143 (msg : " ET EXPLO IT Possible Novell Gr oup 1'l i se In t e rnet Age nt CREATE Ve rb Stac k Ove r flow At tempt" ; flow:establish ed ,to_ser ve r ; conten t: " 141 30 
30 31 I"; depth : 4; co ntent: " CR EATE " ; 11d th i n : 10; isda taa t : 500, r elative; co nt e nt: ! " l0A I "; with i n : 500; class type: attempted-admin; r e f e r e nce: url,ww, ... . ex ploit-d b . com/ explo i ts / 14379 / ; 
r ef e r ence: ur 1 , 'riL>Jl'I . zeroday i ni tiat i ve. com / ad visories / ZOI - 10- 129 / ; r eference: ur l, wVNt . nove 11. com/ s uppo r t / php/ sea r ch . do? 
c md=d isplayKC&doc Type= kc&exte rnal i d=7006374&sliceid=2&docTy peID=DT _ TID_ l _ l &dialogID=15S271264&statei d=0 0 1S5267598; r efe r e nce: ur l , doc . eme r gingth r eats . net / 2011235 ; 
r efe r ence: ur l , www .emer g i ngt h reats.net / cg i -bin / cvs we b . cgi / s i gs / EXPLOIT / EXPLOI T _Nove! l ; sid : 2011235; rev : 2; ) 

-#By Michael Ha l e Ligh a nd Ryan Smi t h 

• 
a l e r t tc p $EXTERNAL_ NET a ny -> $HOM E_NET 8028 ( msg: "ET EXPLOIT Novell HttpSt k Remote Code Exe c ution Attemp t / nds"; f1011, :to_ se r ver,establi shed ; content : " / nds " ; de pt h : 10; nocase; 
content: " I 0d0a I Ho s t I 3a I " ; nocase; content : ! " l0d0a I " ; with i n : 56; class t ype :web-a pp lication - attack ; r eference : ur l , doc . eme r gingthr eat s . net / b in/v ie,..,/ l·lai n/2003145; 
ref e r ence : ur l , www . eme r gingth reats . net / cgi-bin/ cvs we b . cgi / sigs / EXP LOIT / EXPLOI T _Nove! l _HTT PS TK; sid: 2003145; rev : 3; ) 

#By Michae l Ha le Ligh a nd Ry an Smi t h 

• 
a l ert t cp $EXTERNAL_ NET a ny - > $HOM E_N ET 8028 (ms g: "'ET EXPLOIT Nove ll HttpStk Remote Code Exec ution Attempt / dhost " ; flow:to_ser ve r, establis hed; co nt ent: "/d host" ; dept h :10; nocase; 
content: "I 0d0a I Hos t j 3a I"; nocase; content : ! " l0 d0a I " ; with i n : 56; classtype :web-a pp lication - attack; r eference : ur 1 , doc, eme r gingthr eat s. net / b in/v ie1..,/ l·lai n/200 3146; 
ref e r e nce : ur l , WW\'I . emer gingt h reats . net / cgi - bin/ cvs we b . cgi / sigs / EXPLOIT / EXPLOIT _Nove! l _H TT PS n:::; s id : 2003146; r ev : 3; ) 

#By Michael Ha l e Ligh a nd Ryan Smi t h 

• 
a l e r t tc p $EXTERNAL_ NE T a ny -> $HOM E_NET 8028 (msg: " ET EXPLOIT Novell HttpSt k Remote Code Exec ut ion Attemp t / nds ( line11, r a p ) " ; fl m..,: to_ server,established; content :" / nds"; depth :10; 
nocase; content :" I 0d0a I Host I 3a I"; nocase; con tent : " I 0d0a20 I "; wi t h in: 56; c l assty pe : L'leb -appl i cat i on-a t tack; ref e r e nce ; ur l, doc. emergingthr eats. net/ b i n/view/Ma i n/ 2003148; 
r e f e r ence : ur l , M>Jl-i . emer gingt h r eats . net / cgi- b i n / cvs 1-ie b . cgi / sigs / EXPLOIT / EXPLOI T_Nove l l _HTT PS TK; sid : 2003148; rev : 3; ) 

#By Michae l Ha l e Ligh a nd Ryan Smit h 

• 
a l e r t t cp $EXTERNAL_ NE T a ny -> $HOM E_NET 8028 (msg:"ET EXPLOIT Novell Htt pSt k Remote Code Exec ut ion Attempt / dhos t ( linewr a p ) "; f1 01-i : to_se r ve r ,established ; content:" / dhos t " ; depth : 10; 
nocase; content:" I 0d0a I Ho s t I 3a I" ; nocase; con tent : " I 0d0a20 I " ; wi t h in: 56; c lasstype : web-applic a t ion-a t t ac k; r efe r e nce: ur l , doc . eme r g i ngt hr eat s . net / bin/view/Ma i n/ 2003147 ; 
r e fe r ence : ur l , M>Jl-i . emer gingt h reats . net / cgi-bin / cvs 1-ie b . cgi / s i gs / EXPLOIT / EXPLOIT_Nove l l _HTT PSTK; sid: 2003147; rev : 3; ) 

# by Akas h Ma hajan 

• 
a l e r t tc p $EXTERNAL_ NET a ny -> $HOM E_NET 8800 (msg: "ET EXPLOIT Nm,i SMSh V•\S Gateway HTT P BOF Vulne r ab i li t y" ; flm.., ; establishe d, to_ se rve r ; content ; "GET "; de pth :4; 
content: "Aut hor i zation I 3a I" ; dis tance : 0; cont ent: "Ba sic " ; d is tance: 0; pc r e: " /Aut hor i zation \x3a \ s • sas i c \ s • [ a-zA - 20-9 ] { 255 , }==/ i " ; c l a ss t ype : 11,e b -application -attac k; 
r ef e r ence: bugtraq , 27896; refe r e nce ; url , a l u igi, a l te r v is t a . or g/ adv/n01..,smsz- adv . t xt; refe r ence: u r l • do c . eme r g i ngth reats, net/ bin /v iew/Main/ 2007874; r efe r ence: u r l , L>J\Wl . eme r gi ngt h reats. net/ cgi­
b i n/ cvsweb . cgi / sigs / EXPLO IT / EXPLOIT_No111_SMS; sid: 2007874; r ev : 6 ; ) 

# by Akas h Ma hajan 

• 
#a l e r t tcp $EXT ERNAL_ l'I ET a ny - > $HOME_NET 277S (msg: " ET EXP LOIT Now SMS/MHS Gateway SMPP BOF Vu l ne r a bility "; flow: established , to_se r ver; content: " 100 00 00 04 1 "; content " 100 00 00 
0 1 I" ; d i stance : 1; pe re :" / [ a - zA-20-9 ] {1000, }/ i " ; e lasst y pe: web-application - attack; r e fe r ence: bugt r aq , 27896; ref e r e nce: ur l , a l ui g i , a l te r v is ta . o rg/ adv/ nowsmsz-adv . txt; 
ref e r ence : ur l , doc . emer gingt h reats. net / b in/v iew/Main/ 2007875; r e f e r ence : u r l, 'riL>J\.., . emergingthreats . net / cgi-bin/ c vs 1..,eb . cgi / sigs / EXPLOIT / EXPLOIT _Now_SMS; sid: 2007875; rev : 4; ) 

#by Fabien Bourdai r e of ECSC Sec uri ty 
-#Re : htt p : //WI.-,..., . inte r netdefenc e . net/2007 / 0 2/ 06/Ja vascript-pay l oad 
# be d3 c3 d2 c9 de d4 <SCR I PT 
#be f 3 e3 f 2 e9 f 0 f4 <sc ript 

• 
a l e r t tcp $EXTERNAL_ NET $HTTP_PORTS - > $HOME _NET any (msg :"ET EXPLOIT US-ASCII Obfus cated sc r ipt "; flow:es tablish ed , from_serve r ; content:"US-ASCII " ; noc ase; pc r e:"/\xbc[ \ xf 3 \xd3 ] 
[ \ xe3 \ xc 3] [ \ xf2 \ xd2] [ \ xe9 \ xc9 ] [ \ xf0\ xd0 ) [ \xf 4 \ xd4 ) / "; class t y pe: we b -a pp l ic at ion - attack; r e f e r e nce: ur l , 'riL'II.., . i nte rnetdef enc e. net/2007 / 02/ 06/ Javasc r ipt - pay l oad ; r eference: cve, 2006-3227; 
r ef e r enc e : ur l , WW\-i . secu r i t yf ocus . com/ a r e hi ve / 1 / 437948/30/ 0/ t hreaded; r ef e r ence : ur l ,doc . emer g i ngt h r eats . net / bin/v i ew/Main/2003400; r e f e r ence : u r l, WW111 . emerg i ngth r eat s . net/ cgi­
bin/ cvsweb . cgi / sigs / EXPLO IT / EXPLOIT _Obf uscated_Sc r i pting; sid : 2003400 ; r e v : 3; ) 
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#ae ef f0 es ee a0 a2 e7 es f 4 a2 . open " get" 
#ae cf d0 cS ce a0 a2 c7 c5 d4 a2 .OPEN "GET" 

• 
a l e r t tcp $EXTERNAL_NET $HT TP_ PORTS - > $HOME_NET any (msg:"ET EXPLOIT U5- ASCII Obfu sca t e d VBScri pt do1vn l oad f i le"; flow: es t ablis hed,from_ se r ver; cont ent: "US -ASCI I " ; nocase; 
pe re:" /\xae [ \ xe f \ xcf ) [ \ xf 0 \ xd0 ) [ \xe5 \ xc5 ) ( \ xee\ xce ] \xa0\xa2 ( \ xe7 \ xc7 ] ( \ xe5 \ xc5) ( \ xf4 \xd4 ] \ xa2 /" ; c l asst ype : t1e b - a pplic ation - attack; 
ref e r e nce : ur 1 , w1...w . i nt e rne tdef e nce . net /2007 / 02 / 06/ Javascr ipt- pay l oad ; r ef e r ence: cve, 2006 · 32 27; r e f e r e nce :ur 1 , wim . securi tyfocus . com/ a r c h i ve / 1 / 4 37948/ 30/ 0/ t hr eaded; 
ref e r e nce: ur l , doc. emergi ngth r eats , net / b in /v iew/Main/2003401 ; r ef e r e nce : ur l , WL>A~ . eme r gingth r eats. net / cg i - b in / cvs 1~e b . cgi / sigs / EXPLOIT / EXPLOI T _Obfuscate d_Sc r i pt i ng; s i d: 2003401; r ev : 4; ) 

#f3 e8 e5 ec ec e5 f8 e5 e3 f5 f4 e5 sh e llexec ut e 
#d3 c8 es cc cc es da es c3 d s d4 es 

• 
#ale r t t cp $ EXTERNAL_ NET $HTTP _PORTS - > $HOME_NET a ny (msg : " ET EXPLOIT US-ASCII Obfuscated VB Script execute comma nd "; flow: establi shed, from_se r ve r ; content: "US-ASC II " ; nocase; 
pe re:" / ( \ xf 3\ xd 3] [ \ xe8 \ xc8 ] [ \ xeS \ xcS ] [ \ xe c \ xcc ] [ \ xec \ xcc ] [ \ xe5 \ xc5 ] [ \ xf B\xd8 ] ( \xe5\ xc5 ] ( \ xe3 \ xc3 ] [ \ xfS \ xdS ] ( \ xf 4 \ xd4 ] ( \ xeS\ xcS ] /" ; e l ass t ype :we b - application - attack; 
ref e r e nce : ur l , w1vw . i nt e rnetd ef e nce , net / 2007 / 02 / 06/ Javascript- payload ; r ef erence: cve, 2006 · 3227; r e f e r e nce :ur l , 1\1\VL\I . securi t yfocus . com/ arc h i ve/1 / 4 37948/ 30/ 0/ t hr eaded ; 
r e f e r e nce : ur l , doc. emergingt h reats. net / b in /v iew/Main/ 200340 2; ref e r e nce : ur l ,1'tl>A~ . eme r gingth r eats. net / cgi- b in/ cvs 1~e b . cgi / sigs / EXPLOIT / EXPLOIT_Obfuscated_Sc r i pt i ng; s i d : 2003402; r ev : 4 ; ) 

#f 6 e2 f3 e 3 f2 e9 f0 f 4 
#d6 e2 d3 e3 d2 c9 d0 d4 VBSCR IPT 

a l e r t t cp $EXTERNAL_NET $HTTP_ PORTS - > $HOM E_NE T any (msg: " ET EXP LOIT US - ASCII Obfuscated VBScript " ; flow: est ablished , from_se r ver ; conte nt: "US-ASCII " ; noease; pcre: "/ [ \ xf6\ xd6 ] 
( \ xe2 \ xc 2 ] ( \ xf3 \ xd 3 ] [ \ xe3 \ xc3 ] [ \xf 2 \ xd2 ] [ \ xe9 \ xc9 ] ( \xf0 \ xd0 ] [ \ xf 4 \ xd4 ] / " ; c la ss t ype : we b - applica t ion - attac k ; ref e r ence : ur 1 , l'tl>A~ . i nt e r netdefence, net/2007 / 02/06 / Javascript- pay l oad ; 
r e f e r e nce : cve, 2006-3227; r eference: ur l , •r11:,1v . securi t yf oc us . eom/ a r c h i ve / 1/437948/ 30/ 0 / t hr eade d ; r ef e r ence : u r l , doc . eme r gi ngthr e ats . ne t / bin /v ieLv/Main/ 2003403 ; 
ref e r e nc e : ur 1 , 1,n...w . eme r gingth r eat s . net/ cgi- bin / cvs we b . cgi / sigs/ EXP LOIT / EXPLOIT _Obfuscated_Scri pt i ng; s i d : 2003403 ; r e v : 3; ) 

#by Bl ake Ha r tste in of Dema r c 

• 
a l e r t t cp $EXTERNAL_NET a ny - > $SQL_SE RVE RS $0RAC LE_PORTS (msg: " ET EXP LOIT SYS get _doma in_ i ndex_me t a da t a Privi l ege Esca l ation At t empt" ; flow: est a blished , to_serve r; 
content : "OOCII ndexMe t adata"; nocase ; co nt ent : " sys . dbms_e xport_extens i on . get_domain_ i nd ex_metada t a"; nocase; clas stype : attempted-a dm i n ; re f e r e nce : bugt r aq, 17699 ; 
ref e r e nce : ur 1 , doc . emergingth r eats . net/ b in /v iew/Main/2002886; ref e r e nce : ur l , 1,n>A~. eme r gingt hreats. net / cg i -bin/ cvs we b . cgi / s igs / EXPLOIT / EXPLOI T _Oracle; s id : 2002886; r e v : 3 ; ) 

#by Bl ake Ha r t stein of Dema rc 

• 
a l e r t t cp $EXTERNAL_NET a ny - > $SQL_SERVERS $0RAC LE_PORTS (msg:"ET EXP LOIT SYS get _doma in_ i ndex_tables Access"; flm-., :establishe d , t o_se r ve r ; 
content: " sys, dbms _e xpo r t_extension . get_domain_ i nd ex_ t abl es"; nocase; class t ype: a t t empted -admi n ; r efe r e nce: bugt r aq , 17699; r e f e r e nce: ur l , doc. eme r g ingth r eats. net/ bi n/v iew/Ma i n/ 2002887; 
r e f e r e nce : ur l , WL>A" . eme r gingth reats. net / cgi - bin / cvs 1,se b . cgi / sigs/ EXPLOIT / EXPLOIT_Oracle; sid : 2002887 ; r ev : 4; ) 

#by Bl ake Ha rtstei n of Dema r c 

• 
a l e r t tcp $EXTERNAL_NET a ny - > $SQL_SERVE RS $0RAC LE_PORTS (rnsg:"ET EXP LOIT SYS get _ v 2_domain_i nd ex_ta bles Pr i v ilege Esca l a t ion At tempt"; flow:establis hed , to_se r ve r; 
content : "OOCII ndexUt ilGet Ta b l eNames " ; noca se; content: "sys . dbms_ex port_extens i on . get_v 2_domain_ index_ t ab l es"; nocase ; class t ype : a t tempted-admi n ; r eference: bugt r a q , 17699; 
ref e r e nce : ur 1 , doc . emergingth r e at s. net/ b in /v iew/Main/2002888; ref e r e nce : ur l , 1'tl>A~ . emergingt hreats. net / cg i -b in/ cvs we b . cgi / sigs / EXPLOIT / EXPLOI T _Or ac l e; s id : 2002888 ; r e v : 4 ; ) 

#by Greg Ma rtin 

• 
#ale r t t cp $ EXT ERNAL_ NET any - > $HOME_NET $HTT P _ PORTS (msg: " ET EXPLOIT Or a cl e We bLogic IIS co nnector JSESSIONIO Remot e Overf1011i Exploit " ; flow: t o_se r ve r ,established ; u r i content:" . j s p ?"; 
nocase ; urico nt ent: " J SESSI ONID=" ; noca se; i sdataat: 5132; classtype: a t tempted -admi n; r eferenc e : cve , 2008- 5457; r e f e r e nce: u r l , info sec20. b logs pot, com/2009/ 04/ oracle-weblog i c - iis - r emot e­
buffe r . ht ml ; r e f e r ence : u r 1 , doc . emergingthr eats. net/ 2009216 ; r e f e r e nce: u r l, Wl'tl\l . emergingthre ats. ne t / eg i - bi n/ cv sweb . cg i / s igs / EXP LOIT / EXP LOIT _Or ac l e ; s i d: 2009216; r ev : 6 ; ) 

#by Kev in Ross 

• 
a l e r t tcp $EXTERNAL_NET a ny -> $HOME_NE T $0RACLE_PORTS ( msg : "ET EX PLOIT Possible Orac l e Database Text Compone nt ctxsys . drvxtabc , create_ta bl es Re mote SQ L I nj ection At tempt " ; 
f1011i : es t ablished , to_se r ve r ; content: " ctxsys I 2E I drvxta bc I 2E I cr eate I SF I ta bles " ; nocase; co nt ent : " dbms l SF I sq l I 2E I exec ute " ; noca se; di stance : 0 ; 
pe re:" / c t xsys \ x 2Ed r vxtabc \ x2Ec r ea t e \ xS Ft a b l es . +( SE LE CT I DE LETE I CREATE I INSE RT I UPDATE I OUTF I LE )/si"; c l a sst ype : attempted - adm i n ; r ef er ence: ur l , Lwtw . secur i t yfoc us . com/ b i d/ 36748; 
r e f e r e nce : cve , 2009- 1991; r efe r e nce: ur l , doc. emer gi ngthr eats. net / 2010375 ; r eference: ur l, W'VI\\I , eme r gingt h r eats . ne t / cgi- bi n/ cvsweb . cg i / s i gs/ EXPLOI T / EXP LOIT _Or ae l e; s i d: 2010375; r ev : 2; ) 

#Ma r k Tombaugh 

• 
a l e r t tcp $EXTERNAL_NET a ny - > $HTT P_SE RVERS $HTT P_PORT S ( msg : "ET EXPLOIT XM L-RPC fo r PHP Remote Cod e I n j ect i on" ; f101,s :establi s he d , t o_serve r ; content : "POST " ; de pt h: 5; nocase; 
u r ico nt e nt: "xml rpc. php"; co nte nt: "met ho dCa 11"; nocase; pe r e : " /> . *\ ' \ s "\)\s *\)*\s* \ ; /" ; clas stype: we b-a pplica t i on -attac k ; refer ence: u r l , WM\I . sec uri tyfocus . com/ b i d/ 14088/ exp l oit; 
ref e r e nce : cve, 2005- 1921; r e f ere nce: ur 1 , doc. emergi ngt hr ea t s. net / bin/vi e w/Ma i n/ 2002158; r e f e r e nce: ur 1 , W1w1 . e mer gi ngthr ea t s . net / cg i - bi n/ cvswe b. cgi / s i gs / EXPLOI T / EXPLOIT _ PHP; s i d: 2002158; 
r ev :7; ) 

#by Steve Ad a i r steve n§ security zo ne - 11/28/2006, up dates fr om Mat Rowley 

• 
a l e r t t cp $EXTE RNAL_NET a ny - > $HOME_NET 21 (msg: " ET EXP LOIT FTP . mess age file wr ite " ; fl ow:to_ser ve r ,e stablis hed ; content: "STOR "; nocase ; d ept h: 5; content : " . message l0d 0a l " ; 
d istance: 0; pere :" / [ " a- zA -20-9 ]+\ . message / "; f101-., bi ts: set , BE. f tp . message; c l a ss t ype :mise -attack; r efe r e nce: ur l , 1,,rww . mi lll10rm . com/ exp l oits / 2856; 
r e f e r e nce : ur 1 , doe . emerg ingt h r eat s . net/ b in /v iew/Main/ 2003196; ref e r e nce : ur l , 1,n>A~ . eme r gingthreats. net / cg i - b in/ cvs we b . cgi / sigs / EXPLOIT / EXPLOI T _ Pr of TPO; s i d : 2003196; r ev : 7 ; ) 

#by Steve Adair steve n~sec ur ityzo ne - 11/28/ 2006, updat es f rom Mat Rowley 

• 
a l e r t t cp $EXTERNAL_NET a ny - > $HOME_NE T 21 (msg:" ET EXPLOIT Pro FTPD . message fi l e ove rfl01,s attempt " ; f1011l bits:isset ,BE . ft p . mess age; f1 01-., :to_serve r , es t ablished ; content : "CL-JO " ; depth : 4 ; 
nocase; f l owbi t s: u nse t , BE. ftp . message ; c l a sstype: mi sc-a t t ack; r e f e r ence : u r 1 , LWJW .milw0 r m. com/ ex pl o i ts/2856 ; r ef e r e nce: u r l , doc . emerg i ngt hr e at s. ne t / bi n/vi e w/Ma i n/ 2003197; 
r e f e r e nce : ur l , WL\11,S . emergi ngth reats. net / cgi - bin / cvs 1,se b . cgi / sigs/ EXPLOIT / EXPLOI T_ ProfTPD; s i d: 2003197; r ev :6; ) 

#Submi tted by Matt J onkma n, Updated by Abe a nd Matt Sheridan 

• 
a l e r t tcp a ny a ny -> $HOME_ NET 139 ( msg : " ET EXPLOIT Pwdu mp3e Sess i o n Esta bli shed Reg- En try por t 139" ; flow: t o_serv er , established; conte nt: " J53 00 4 f 00 46 00 54 00 57 00 41 00 52 00 45 
00 Se 00 45 00 62 00 69 00 7a 00 Se 00 68 00 61 00 73 00 68 1" ; class t ype: s usp icious- l ogi n; r e fe r e nce: url , doc . eme r g i ngth r eats . n et / bin/v iei,s/Main/ 2000565 ; 
ref e r e nc e : ur 1 , 1,n...w . eme r gingth r eat s. net/ cgi - b i n / cvs we b . cgi / sigs/ EXP LOIT / EXPLOIT _Pwdump_Fgdump ; s id : 2000565; r ev : 8 ; ) 

#Submit t ed by Matt Jonkma n, Upda t ed by Abe a nd Matt Sher i da n 

• 
a l e r t t cp any any -> $HOME_ NE T 445 ( msg : "ET EXP LOIT Pwdump3e Se ssion Esta bli she d Reg- Entry por t 445"; flow: t o_se r ver ,establish ed ; conte nt: " I 53 00 4f 00 46 00 54 00 57 00 41 00 52 00 4 5 
00 Se 00 45 00 62 00 69 00 7a 00 Se 00 68 00 61 00 73 00 68 1" ; c l ass t ype: s uspicious- l ogi n; r efere nce: url , doc.eme r gi ngth r eats. n et / bin/v i ew/Ma in/2000566; 
r efe r e nce : ur l , WL>A,S . emer gingt h reats. net / cgi -bin / cvs 1,se b . cgi / sigs/ EXPLOIT / EXPLOIT_ Pwdump_ Fgdu mp; s i d: 2000566; r ev : B; ) 

#Submit ted by Matt J onkma n , Updated by Abe a nd Matt Sheridan 

• 
a l e r t tcp a ny a ny -> $00•\E_ NET 44 5 ( msg : " ET EXPLOIT Pwdump3e p1v se r v i ce . exe Access po r t 445"; fl ow: to_se r v er ,establi s hed; 
content : "p I 00 lwl 00 I s I 00 1 e I 00 I r 100 Iv I 00 1 i I 00 I e I 00 1 e I 00 I . I 00 1 e I 00 Ix I 00 1 e"; clas stype: mise -attack; ref er ence: url , do c. eme r gingt h r ea t s . net / bin/v iew/Mai n/ 2000564 ; 
ref e r e nce : ur 1 , WL...w . emerg ingth r eat s . net/ cgi -bin / cvs we b . cgi / sigs/ EXP LOIT / EXPLOIT _ Pwdump_Fgdump; s id : 2000564; r ev : 9; ) 

#Submit ted by Matt Jonkma n, Upda t ed by Abe a nd Matt Sher i da n 

• 
a l e r t t cp any any -> $00•\E_ NE T 139 ( msg:"ET EXP LOIT Pwdump3e p1v se r v i ce . exe Access po r t 139 " ; f1 01,s : to_se r v er ,establis hed; 
content : "p I 00 lwl 00 I s I 00 1 e I 00 I r 100 Iv I 00 1 i I 00 I e I 00 1 e I 00 I . I 00 1 e I 00 Ix I 00 1 e" ; clas stype: mi sc -a t tack; refe r ence: ur 1 , doc , eme r gingth r ea t s . net / bin/v ieiv/Main/ 2000567; 
r e f e r e nce : ur l , WL\11,S . emergi ngt h reats. net / cgi - bin / cvs 1,se b . cgi / sigs/ EXP LOIT / EXPLOIT_ Pwdump_ Fgdump; sid : 2000567; r ev : B; ) 

#Submi tted by Matt J onkma n, Updated by Abe a nd Matt Sheridan 

• 
a l e r t tcp $HOME_NE T 445 - > any a ny ( msg : "ET EXPLOIT Pwdu mp3e Password Has h Ret r i eva l port 445"; flow: from_serve r ,esta blished; content : " l 3a 00 l 5 l00 l0 l00 l0 l 3a l " ; class t y pe: mi sc-attack; 
r e f e r e nce : ur l , doc. emergi ngt h reats. net / b in /v iew/Main/ 2000563; ref e r e nce : ur l , wL>A~ . eme r gingthr eats. net / cgi- b i n/ cvs i~e b . cgi / sigs / EXPLOIT / EXPLOI T_ P111dump_F gdump; sid : 2000563; r ev : 11; ) 

#Subm i tted by Matt Jonkma n, Upda t ed by Abe a nd Matt Sheridan 

• 
a l e r t tcp $HOME_NE T 139 - > a ny a ny ( msg : "ET EXPLOIT Pwdu mp3e Password Has h Ret r i eva l port 139"; flow: from_serve r , es tablished; cont ent : " l 3a 00 l 5 l00 l0 l00 l0 l 3a l " ; classty pe: mi sc-a t tack; 
ref e r e nce: ur 1 , doc. emergingt h reats. net / b in /v iew/Main/ 2000568; ref e r e nce : ur l , wL>A~ . eme r gingthr eats. net / cgi- b in/ cvs i~e b . cgi / sigs / EXPLOIT / EXPLOI T_ Pwdump_F gdump; sid : 2000568; r ev : 10; ) 

#Submi tted by Abe Use 

• 
a l e r t t cp any a ny - > $00•\E_ NET 139 ( msg : "ET EXPLOIT NTDump . exe Se r v i ce Sta r t ed por t 139"; flow: to_se r ve r , est ablished ; co nt ent : " 14e 00 74 00 44 00 75 00 6 d 00 70 00 53 00 76 00 6 3 00 2e 
00 65 00 78 00 65 00 I"; e l as stype: mi se -activ i t y ; r eferenee: ur l , doc . eme r gingt h r eats . net / bin/v ie1-.,/Main / 2001053 ; reference: ur l , Wllsw . eme r g ingthr eats . net / eg i -
bi n/ cvsweb , cg i / sigs / EXP LOIT / EXPLOIT _Pwd ump_ Fgdump; sid : 2001053 ; r e v : 7; ) 

#Submitted by Abe Use 

• 
a l e r t t cp any any -> $HOME_NE T 44 5 ( msg : "ET EXPLOIT NTDump .exe Se r v i ce Sta r t ed por t 445"; flow: t o_s er ve r , est ablished ; eo nt ent:" l4e 00 74 00 44 00 75 00 6 d 00 70 00 53 00 76 00 63 00 2e 
00 6 5 00 78 00 65 00 I"; clas stype : mi se -activ i ty; r eference: url , doc. eme r gingt h r ea t s. net / bi n/v iew/Mai n/ 2001544 ; r efe r e nce: ur l, www .eme r gingthr eats. net / cgi-
b i n/ evsweb . cgi/ sigs / EXPLOIT / EXPLOIT _Pwd ump_Fg dump; s i d : 2001544 ; rev : 7; ) 
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#Submi tted by Abe Use 

• 
a l e r t t cp a ny any -> $HOME_N ET 139 ( msg: "ET EXPLOIT NTDump Session Established Reg- Ent r y po r t 139" ; flm-i : t o_se r ve r ,es t ablished ; cont e nt:" 153 00 4f 00 46 00 54 00 57 00 41 00 52 00 45 
00 Se 00 4e 00 74 00 44 00 75 00 6d 00 70 00 1"; c l ass t ype: mi sc -act i vity ; ref e r e nce: u r l , doc.emer g i ngthreats. net / bi n/v i ew/Main/ 2001052; r e f erence : ur l , w1.·,N , eme r g ingthr eats . net/ cgi ­
bin/ cvs \-.,e b . cgi/ sigs/ EXPLOIT / EXPLOIT _P~1d ump _ Fgdump ; s id : 2001052; r e v : 8; ) 

#Subm i tt e d by Abe Use 

• 
a l e r t t cp a ny any -> $HOME_NET 445 ( msg:"ET EXPLOIT NTDump Session Esta bli s hed Reg - Ent r y po r t 445"; floL-i : to_serve r ,esta bli shed; content: " J53 00 4f 00 46 00 54 00 57 00 41 00 52 00 45 
00 Se 00 4e 00 74 00 44 00 75 00 6d 00 70 00 1" ; classtype: 111i sc -act i v ity; re f e r e nce: u r l , doc.emergingthreats . net / bin /v ie~I/Main/ 2001543; r e f e r ence : ur l , w1:,N . eme r gingth r eats . net/ cgi -
b i n/ cvs \-.,e b . cgi / sigs/ EXP LOIT / EXPLOIT _P~id ump_ Fgdump; s i d : 2001543; r e v : 7; ) 

#Submi tted by Abe Use 

• 
a l e r t t cp a ny any -> $HOME_N ET 139 ( msg: "ET EXPLOIT Pwdu mp4 Session Establis hed Get Has h po r t 139"; fl o\-., : to_se r ve r , e s tablis he d; content : " 150 57 44 75 6d 70 34 2e 64 6c 6c 00 47 65 74 48 
61 73 68 I"; c l a sstype : s us pic i ous- l ogin ; r ef e r e nce : u r l , doc . eme r g i ngt h reats. net / bin /v i ew/Main/ 2001753; r e f e r e nce: u r l , h'LoJVI , emergingt hreats . net / cgi -
b i n/ cvswe b . cg i / s igs / EXPLOIT / EXPLOIT _Pvid ump_ Fgdump; s i d : 2001753; r e v : 4; ) 

#Submi tted by Abe Use 

• 
a l e r t t cp a ny any -> $HOME_NET 445 ( msg: "ET EXPLOIT Pwdu mp4 Sess i o n Establis hed GetHash po r t 445"; fl ow: to_se r ve r ,establis he d; content : " 150 57 44 75 6d 70 34 2e 64 6c 6c 00 47 65 74 48 
61 73 68 I"; c la s stype: s us pi c i ous- l ogin ; ref e r e nce: u r 1 , doc. eme r g i ngt h reats . net / bin/v i ew/Main/ 2001754; ref e r e nce: u r l , www . eme rgingt h r eats. net / cgi -
bin/ cvs\-.,e b . cgi / sigs/ EXP LOIT / EXPLOIT _Pv1d ump_ Fgdump ; s i d : 2001754 ; r e v : 4 ; ) 

# by Ri ch Rumb l e 

• 
a l e r t t cp a ny any -> $HOME_ NET 139 :445 (msg : " ET EXP LOIT Pl-J0ump4 Pas sword dumping exe cop i ed t o v i ctim" ; flow: t o_se r ve r ,est a bli s hed; co nt e nt:" l4F 00 72 00 69 00 67 00 69 00 6 E 00 61 00 
6C 00 46 00 69 00 6C 00 65 00 6E 00 61 00 6D 00 65 00 00 00 50 00 57 00 44 00 55 00 4D 00 50 00 34 00 2E 00 65 00 78 00 65 1" ; c l asstype:susp i cious-fi l e name- detec t ; 
ref e r e nce: u r 1 , x i nn .o r g/ Snort - p~1d ump4. html ; r eference ! ur l , doc . eme r g ingthr ea t s . ne t / bi n/v iew/Main/ 2008444; r efe r ence: ur 1 , ~111,w . e me r g ingt h r e a t s . ne t / cg i -
b i n/ cvs \-.,e b . cgi / sigs/ EXP LOIT / EXPLOIT _P~1d ump_ Fgdump; s i d : 2008444; r e v : 2; ) 

#PI.JDump6 

• 
a l e r t t cp a ny any -> $HO'·IE_N ET 139 :445 (msg: "ET EXP LOIT Pwd ump6 Sess i on Es t abli s hed t es t file c r eated on v i c tim" ; flow:to_se r ve r ,establi s hed; content : " l 5c 00 74 00 65 00 73 00 74 00 2e 
00 70 00 77 00 64 I"; e l asst ype : s us p i cious - f il ename- detec t; r e f erence: url, xi nn .org/ Snort - p1-.,d ump 6. ht ml; ref e r e nce : u r l , doc . emergingt hreats . net / bi n/v i ew/Main/ 2008445; 
ref e re nce: u r l , www . emergingth reats, net / cgi - bin / cvs 1\leb . cgi / sigs / EXPLOIT / EXPLOIT _Pwdump_Fgdump; s id : 2008445; r e v ; 2; ) 

#Thi s s hou l d ca tch bot h FGDump a nd PL-IDump 

• 
a l e r t t cp a ny any -> $HO'·IE_ NET 139 :445 (msg:" ET EXP LOIT Foofus . net Pa ss~1o r d dump ing, d ll i nject i on" ; fl01,i : to_se r ve r ,es t a bli shed ; cont e nt: " l6c 00 73 00 72 00 65 00 6d 00 6f 00 72 00 
61 I"; c l as s t y pe: sus pic i ous- fi l e name -detec t ; r ef er ence : ur 1, x i nn. org / Snort- fgdump . ht ml; r ef e r ence; u r l , doc. eme r gingt hr eats . ne t / b i n/v iew/Ma i n/2008476; 
ref e r e nce: ur l , WL>JI\I . emergingth reats . net / cgi -bin/ cvs 1\leb . cgi / sigs / EXPLOIT / EXPLOIT _Pwdump_Fgdump; s id : 2008476; r e v : 2; ) 

#by Kyl e Haugs ness , Er ik Fi chtne r, and Mat t J onkman 
#VNC St ate Mac hi ne , good fo r ot he r uses 
# VNC i s e a sy t o r un on a ny por t , so r a nges are not i n us e f o r now., 
#Serve r offe r s ve rs i on 

#ale r t t cp $00'1E_NET any -> $ EXTERNAL_NET any (ms g : " ET EXPLOIT VNC Poss i b l e Vul ne r a bl e Se r ve r Response " ; f101-., ; e stabli she d; dsize : 12; co nt ent: " RFB 003 .00"; depth : 11 ; flowbi ts: noa l e r t; 
flo~,b i t s: set, BSposs . vu ln . vnc . sv r ; classtype: mise - act i v i t y; r e ference : u r l , WI.,..., . re a l vnc . com/ docs / r f bpr o t o . pdf ; r ef e r e nce: cve , 2006-2369; 
ref e r e nce : u r l , doc . emergingth reats, net/ bin/view/Main/ 2002912; r e f e r ence : ur 1 , WM\I , eme r g i ngthr eat s. ne t / cg i - b i n / cvs web . cgi / s i gs / EXP LOIT / EXPLOIT_Rea l VNC ; s i d : 2002912; r ev : 7; ) 

#Client r eplies in ki nd 

• 
#a le r t t cp $ EXTERNAL_NET a ny - > $HOM E_NET any (msg: " ET EXPLOIT VNC Cl ient res po nse"; flowbits: i sset, BSposs . v ul n . v nc . s v r ; fl ow:es t ablished ; dsize : 12; content: "RFB 003.0"; depth: 9; 
flovib i t s: noa l ert; f l 01-.,b its: set , BS i s . vnc. se t up ; c la sst y pe : misc-act i v i ty ; r ef erence: u r l ,11rt1W . rea l vnc . com/ doc s / r f bp r o t o. pdf ; r e f e r e nce : u r l , doc. eme r gingthr e ats. net/ bi n/v i ew/Ma i n/ 2002913; 
ref e r e nce: u r 1 , www . emergingthreats . net/ cgi - bin/ cvs 1\leb . cgi / sigs / EXPLOIT / EXPLOI T _Rea l VNC; s i d : 2002913 ; r ev : 7; ) 

#Se r ve r says it r e qu i r es VNC a ut h , and sends 16 byte sa l t 

• 
#alert t c p $00"\E_NET any -> $ EXTERNA L_NE T any (msg : " ET EXPLOIT VNC Se r ve r VNC Aut h Offe r " ; flowbit s: i sse t , BS i s. v nc.se tup; flo ~i :es tablis he d; ds i ze : 20; content: " 100 00 00 02 1" ; de pt h: 4 ; 
flo~ib i t s: noa le r t ; fl owbits: set , BSv nc . a ut h . off er ed ; c l asstype: mi se• act i v i t y ; ref e r e nce: ur 1, WIIM . r ealvnc . com/ docs / r fb pr ot o . pd f ; refer ence: ur 1, doc . e me r gingthr eat s . net / b i n/v ie\,i/Ma i n/ 2002914 ; 
ref e r e nce : u r l , WL>JI\I . emergingth reats . net / cgi - bin / cvs 1\le b . cgi / sigs / EXPLOIT / EXPLOIT_Re a l VNC; s i d : 2002914; rev : 6; ) 

#o r se r ve r r e pl i es l i ke so, sa me th i ng as above, d i f fe r ent me t hod . f or some reason some se r ve r s do not send t he c ha lle nge \,j ith t he a ut h of fe r 

• 
#alert t cp $00'1E_NET any -> $ EXTERNAL_NET any (msg: " ET EXP LOIT VNC Se r ver VNC Aut h Offe r - No Challenge stri ng " ; f1 01-.,bits : isset , BSis . v nc.se t up ; flow: established ; ds i ze:2; cont ent :" 101 
02 I"; dept h : 2; f l m,b i t s : noa l e r t ; f 101,jb i ts: set , BSvnc. aut h . of f e r ed; c l a sstype : misc -act i v i ty; r eference : ur l , 'drl'tl . rea l vnc . com/ doc s / r f bp r ot o . pdf ; 
ref erence: u r l , doc . emergingth r eats, net / bi n/v i ew/Main/ 2002918; r e f e r ence : ur l , M>J\\I , eme r g i ngthr eats. ne t / cg i - bin / c vs web . cgi / sigs / EXPLOIT / EXPLOIT _Rea l VNC ; s i d: 2002918; r e v : 6; ) 

#o r , unr e lated, i f serve r says i t al l ows no a uth . Co uld be a compr omi sed se r ve r 

• 
#ale r t t cp $00"\E_NET any -> $ EXTERNAL_NET any (msg: " ET EXPLOIT VNC Serve r Not Re qui r i ng Authe nt i cation" ; flo1-.,b its: i sset , BSis . vnc . setup ; flow: es tablished; co ntent : "I 01 01 I"; de pt h : 2; 
flovib i t s: set, BSvnc. a ut h .offe r e d ; f l OL,jb i t s: unse t , BSis, v nc. se t up ; f l o1~bit s : un set , BSvnc. a uth . offe r ed; e l assty pe :misc -ac t i v i t y; r ef e r e nce : ur l , LWIW . r e a l v nc. com/ doc s / r f bp r oto. pdf; 
ref e r e nce: c ve, 2006 • 2369; r efe r e nce : ur l , doc . e mer gingt hr eats. net / b i n/vi e i,i/Ma i n/2002924; r ef e r e nce ! u r l , wi.,.-., . eme r gingthr eats . ne t / cgi • bin/ cvs \',.e b . cgi / sigs / EXPLOI T / EXP LOIT _Rea l VNC; sid: 2002924 ; 
rev :7; ) 

#and in t he o t her client s t yle c ase 

• 
#ale r t t cp $00"\E_NET any •> $ EXTERNA L_NET any (msg : " ET EXP LOIT VNC Se r ve r Not Requi ring Authent i c atio n ( case 2 ) " ; flowbi t s: isse t , BSis . v nc . setup ; ds i ze :4; flol,j : e s t a bli s hed; content: " 100 
00 00 01 I"; de pt h: 4 ; flo~, bi t s: set, BSvnc. aut h . offered; class ty pe : mi sc-activ i t y ; r eference: u r l , wwi-., . rea l vnc . com/ doc s / r f bp r o t o. pdf ; re f e r e nce : c ve , 2006- 2369 ; 
ref e r e nce: u r l , doc . emergingth r eats . net/ bi n/v iew/Main/ 2002923; ref erence : ur 1 , WM\I , eme r g i ngthr eats. ne t / cg i - bin / c vs web . cgi / s i gs / EXPLOIT / EXPLOIT _Rea l VNC; s i d : 2002923; r e v : 6; ) 

#and the client in th i s scena r io r eplies ,-., ith a ]02 1 to ask f o r no r ma l pass aut h , t h i s end s t he c ha i n as a good exc hange 

• 
#ale r t t c p $ EXTERNAL_NET a ny - > $HOME_NE T any (msg: " ET EXP LOIT VNC Good Aut hent i ca t i on Re p l y" ; flo~,b i t s: isse t , BSv nc . aut h .offer e d ; flow: establis hed ; ds i ze: 2; content : " 102 I"; 
flovib i t s: unse t , BSv nc . aut h .of f e r e d ; flowbi t s: noa l e rt ; fl o1\lbits: set , BS vnc . a ut h . agr eed; e l asstype : att emp ted-admi n; r eference: u r l , www . r e a l v nc . com/ doc s / rfbp r ot o. pdf ; 
ref e r e nce : u r l ,doc . emergingth reats . net / bin/v iew/Main/2002919; r e f e r ence : ur l , M>J1>1 . eme r gingthr eats. net/ cg i - bin / c vs web . cgi / sigs / EXPLOIT / EXPLOI T _Rea l VNC; s i d: 2002919; r ev : 7; ) 

# i f c lient r e plies with has hed sa l t c hain ends , t h i s i s not a n exp l oit attempt 

• 
#ale r t t cp $EXTERNAL_NET a ny - > $HOME_NET any (msg:" ET EXPLOIT VNC Aut hent i cation Reply"; flowb i ts:isset,BSv nc . a ut h .of f e r ed ; flow: establi she d ; dsize: 16 ; 
flo~1b i t s: unse t , BSv nc . aut h .o f f e r e d ; f l o~,bi t s: noa l e r t; fl 01,ibits: set , BSvnc . a ut h . ag r eed; c lasstype: attemp t ed-admin; r eference ! u r l , WW\.., , r ealv nc .com/ doc s / rf bp roto . pdf ; 
r e f e r e nce : u r l , doc . emergingthreats, net / b i n/v i ew/Main/ 2002915; r e f e r ence : ur l , h'L>J\\I , eme r g i ngthr eats. net/ cg i -bin / c vs L,jeb . cgi / s i gs / EXPLOIT / EXPLOI T _Re a l VNC ; s i d: 2002915; r e v : 6; ) 

#if client r eplies i t L,ja nts null aut h , t hi s is an exploi t ATT EMPT 

• 
#ale r t t cp $EXTERNAL_NET a ny • > $HOM E_NET any (msg : " ET EXP LOIT Rea l VNC Authentication Bypass At t empt "; flowbit s: isse t , BSvnc . a ut h . offe r e d ; f l m~: establi s hed; dsize : 1 ; content : " 101 I"; 
de pth : 1 ; f l owbi ts : se t , BSv nc. null . aut h . sent ; c l asstype : at tempt ed-admi n; r efe r ence : ur 1, secun ia. com/ adv i sories/ 20107 / ; r e f e r e nce : url , a r ch i ves . neo hapsis. com/ a r c h i ves / f ulld i sclos ur e/ 2006-
05/ 0356 . html ; ref e r e nce : cve, 2006- 2369 ; r efe r e nce: ur l , doc . eme r g i ngthr eats . net / b i n/vi ev,/ Ma i n/ 2002916; r ef e r e nce : u r 1, wi-,.-., . eme r gingt hr e at s . net / cg i -
b i n/ CVS\ ... eb . cgi / sigs/ EXPLOIT / EXPLOIT _Rea l VNC; sid : 2002916; r ev : 6 ; ) 

#if se r ve r r e plies wi t h a ut h successful t his i s a success fu l exp l o i t 

• 
#a l e r t t cp $00'1E_NET any -> $ EXTERNAL_NET any (msg:" ET EXPLOIT Rea l VNC Se r ver Aut hentication Bypass Successful " ; f101-.,bits:isset , BSvnc . nul1 . a ut h . sen t ; flow:establi s hed; ds i ze: 4 ; 
content : "I 00 00 00 00 I "; dept h : 4; classtype: s ucces sful -admin; flo~i bi t s : un se t , BSi s . vnc . set up; f l m-ib i ts: unse t , BSvnc . a ut h . offe red; r e f e r e nce : u r l , sec un i a . com/ adv iso r i es / 20107 / ; 
r e f e r e nce : u r 1 , a r ch i ves. neo hapsis. com/ a r c hi ves / ful l disclos ur e/ 2006-05 / 0356 , html ; r efe r e nce: cve, 2006- 2369 ; r eference ; ur l , doc . eme r gi ngth r ea t s. net / b in/v i e,~/Ma i n/ 2002917; 
ref e r e nce: u r l , \'f'M\I . emergingth reats . net/ cgi - bin/ cvs 1\leb . cgi / sigs / EXPLOIT / EXPLOI T _Rea l VNC; s i d : 2002917; r ev : 6; ) 

#Thi s i s a good a ut h bac k from t he se r ve r , in 2002922 i n the policy r u l ese t 
#t his i s fa r a se r ve r saying a ut h f a iled , in 2002920 i n t he policy r ulese t 
#Thi s i s fa r t oo many f a ilures 

• 
#a le r t t cp $00"\E_NET any -> $ EXTERNA L_NE T any (msg: " ET EXPLOIT VNC Multipl e Aut hentication Fa ilu r e s " ; flovi bi t s:isset , BSv nc. aut h . agreed ; flovi:es t ablished; ds i ze: <S0; content : " 100 00 00 
02 I"; de pt h : 4 ; class t ype: at t empted- adm i n; r e f er ence : ur 1 , LWM . r ea l vnc. com/ docs / r f bp r ot o . pdf; r e f erence: ur 1, doc. eme r gingth r ea t s. net / b i n/v iel-.,/Ma i n/2002921 ; 
ref e r e nce: u r l , \'f'M\I . emergingth reats . net / cgi -bin/ cvs 1\leb . cgi / sigs / EXPLOIT / EXPLOIT_Re a l VNC; s i d : 2002921 ; r ev : 6 ; ) 
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#by Adam Point on at senti ne l security . com . au 

• 
a l e r t tcp $ EXTERNAL_NET a ny -> $SQL_SERVE RS 1433 ( msg : "ET EXPLOIT SQL sp_config ur e - co nfigurat i on c ha nge" ; flOL'il : t o_se r ver ,establi shed ; 
content: " s 100 1 p l00 l_ l00 lc l00 lo l00 I n 100 1 f l 00 1 i 100 1 g l00 I u I 00 1 r l00 le l00 1 " ; nocase; classty pe :attempt ed - use r ; r ef e r e nce : u r l , msdn . mi c r osof t.com/ e n- us / libr a r y/ ms 190693 . aspx; 
r e f e r e nce: ur 1 , doc . emerg i ngth r eats. net / b i n/v i ew/Main/2008517; r e f e r e nce: ur l , W\-n-J . emerg i ngthr eats, net / cg i - b i n / cvs 1-Je b . cgi / sigs / EXPLOIT / EXPLOIT _SQL_XP _cmds hel l ; s i d : 2008517; rev : 2; ) 

#by Adam Po i nton a t senti ne l securi ty . com.au 
# 

a l e r t tcp $ EXTERNAL_NET a ny - > $HT TP _S ERVER5 $HTT P _PORT 5 ( msg : " ET EXPLO IT SQL s p_conf igure at tempt " ; flow: t o_serve r , establi shed ; content : " sp_configur e " ; nocase; classty pe: attempt ed ­
use r ; r e f e r e nce : u r l , ms dn . mi c r osof t . com/ en- us / libr a r y / ms l 90693 . as px ; r ef e r ence : ur l , doc. eme r g i ngth reats . net / bin/vi ew/Ma in/ 2008518; r ef e r ence: u r l , 1'ill-JW . eme r gingth reats . net / cgi ­
b i n/ cvs1~eb . cgi / sigs/ EXP LOIT / EXPLOIT _SQL_XP _ cmd s he 11; sid : 2008518; r ev : 2; ) 

• 
a l e r t tc p $ EXTERNAL_NET a ny -> $1-KlM E_NET 445 (msg: " ET NETBIOS LSA exploit"; flow : t o_se r ve r , est a blis hed; 
content : " J 31313131313131313131313131313131313131313131313131313131 313131313131313131 31313131313131 31313131313131 313131 3131313131313131313131313131313131313131313131313131313131313131313 
1313131313131 31 31 I"; off se t : 78; depth : 192; c l assty pe : mise - act i v i ty; r efe r e nce: ur l , vrww . eeye. com/ html / r esea r c h/ a dv i so r ies / AD20040501 . ht ml ; 
r e f e r e nce: ur l , WM"' . up enn . e du/ comput i ng/v i r u s / 04 /w32 . sasse r . 1nor m. htm l ; r e f e r e nce: ur 1 , doc . eme r g i ngth r eat s. net/ bi n/v iew/Ma in/ 2000032; ref e r e nce: ur 1 , iwrw . eme r g i ngth r eat s . net / cgi ­
b i n/ cvs1~eb . cgi / sigs/ EXP LOIT / EXPLOIT _Sasser _ LSA; sid : 2000032; r e v :9 ; ) 

#by Chandan at Sec pod . com 
# 

a l e r t t cp $ EXTERNAL_ NET a ny -> $1-KlME_NET 4000 (msg : "ET EXPLOIT Secur i t yGa t eway 1. 0. 1 Remote Buf f e r Overflow"; flow: t o_se r ve r , es t ablished; cont ent: " POS T " ; depth :S; nocase; 
content: "/ Secur ityGa t e L'ilay . dl l " ; noc ase; di s t a ne e: 0 ; cont e nt : " l ogon"; nocase; d is tance: 0; content : "&username"; nocase; di s t ance : 0; pe r e : " /\x3d [ "\x26 ]{720}/R"; e l ass t ype : mi se -attac k; 
ref e r e nce: ur 1 , f r s i r t . com/ e nglis h/ a dviso r ies / 2008/ 1717; r e f e r e nce : ur 1 , milw0rm. com/ expl o i t s / 5718; r ef e r e nce : ur l , doc. eme r gi ngt h r ea t s. net/ b i n/v i ew/Ma i n/2008426; 
r e f e r e nce: ur 1 , W\-n-J . emergingth r eats . net / cgi- b i n / cvs 1-Je b . cgi / sigs / EXPLOIT / EXPLOI T_Secur i tyGat e1-Jay ; r ef e r e nce: c ve, 2008 -4193; s id : 2008426; r ev : 4; ) 

#Submi tted by Coo l jay 

• 
a l e r t tcp $ EXTERNAL_ NET a ny -> $1-KlM E_NET any (msg: " ET EXPLOIT Poss ibl e Sh i xx.Not e buffe r -ove rflo,~ + r emote s hell a ttempt" ; flovl : established , t o_se r ve r ; cont e nt : " 168 61 63 6b 75 1" ; 
off se t : 126; dept h : 5; cont e nt : " [68 61 63 6b 90 61 61 61 61 1"; off set : 519; dept h : 9; classty pe: s he llcode- det ect ; r ef e r ence: url ,aluigi.a lte r v i sta . o r g/ a dv/s h ixxbof -adv . t xt ; 
r e f e r e nce: ur 1 , doc . eme r gingth r eats . net / b i n/v iew/Main/2001385; r e f e r e nce: ur 1 , WWI-J . emer gingthr eats . net / cg i -b i n/ cvs we b . cgi / s i gs / EXPLOIT / EXP LOIT_S hi x.x.Note; s i d: 2001385; r ev : 6; ) 

#by Naga r a j S 
# 
a l e r t tcp $ EXTERNAL_ NET a ny -> $1-KlM E_NET 1723 (ms g:"ET EXPLOIT Siemens Gi gaset SE361 WLAN Oata Flood De ni a l of Se r v i ce Vuln e r a b i li ty"; f101-J : t o_se r ve r ; cont e nt: " 190 90 90 90 90 1" ; 
depth : 5 ; cont e nt :" 190 90 90 90 90 1" ; d is t ance :0; cont ent : " 190 90 90 90 90 1"; d i s t ance:0; pc r e : " /\x90{200 , }/" ; c l ass t ype: de n i a l -o f - se r v i ce ; r ef er e nc e :c ve , CVE-2009-3322; 
r e f e r e nce: bugt r a q , 36366; r ef e r e nce: ur l , 'W'l·t11, . milw0r m. com/ explo i t s / 9646; r ef erence : ur l , doc . eme r g i ngthr ea t s . ne t / 2009976 ; r ef er ence : ur l, L'ilWlll . eme r g ingt h r ea t s . net / cg i -
b i n/cvs1~eb .cgi / sigs/ EXP LOIT / EXPLOIT_S i eme ns; s id : 2009976 ; r ev : 2; ) 

#by Su1m1it Siddha rth 
# 
a l e r t tcp $ EXT ERNAL_NET 31337 -> $HOME_NET 64876 ( msg : " ET EXPLOIT ma l fo rm ed Sa c k - Sno r t DoS- by-$um$ i d" ; seq :0 ; ac k :0; wi nd ow:65535 ; ds i ze :0; class t ype:at t empt e d - dos; 
r e f e r e nce : ur 1 , doc . emerg i ngth r eats. net / b i n/v iew/Main/2002656 ; r e f e r e nce: ur 1 , W\-J\-J . emer g i ngt hr eats, net / cg i - b i n / cvs 1-Je b . cgi / sigs / EXP LOIT / EXP LOIT _Snor t ; s i d: 2002656; r e v :4 ; ) 

#s ubm i tted by bdoc t o r 

• 
a l e r t t cp $ EXTERNAL_ NET a ny -> $1-KlME_NET 23 (msg:"ET EXPLOIT 5olari s TTYPRQl-1PT envi r onment va ri able set " ; flm~: est a blis he d , t o_serve r ; cont e nt : " 100 54 54 59 50 52 4 F 4D 50 54 1"; 
e l a ss t ype: a t t empted -admi n; r ef e r e nce : u r l , online . sec ur i t yf ocus . com/ arc h i ve/ 1/ 293844 ; r eference ! u r l , doc . eme r gi ngthr ea t s . net / b in/v i ew/Ma in / 2001780; 
ref e r e nce: ur l , www . emerg i ngth r eats, net / cgi- b i n / cvs web, cgi / s i gs / EXPLOIT / EXPLOIT _So l a ris_ TTYPROMPT; sid : 2001780; r ev : 6; ) 

#Subm i tted 2007-02 -12 by Chr i s By r d 

• 
a l ert tcp $ EXTERNAL_ NET a ny -> $1-KlM E_NET 23 (msg:"ET EXPLOIT Sola r i s t elnet USER env i r o nment vul n At t ac k inbound"; flow: t o_se r ver,es t a blishe d ; cont e nt : " l ff f a 27 00 00 55 53 45 52 01 
2d 66 I"; r avl byt es ; c l assty pe: attempt ed - use r ; r e f erence: ur l , r i osec . c om/ so l a r i s - t e lnet-0- day ; r efe r e ne e: url , i sc. sans . org/ d i a r y . ht ml ?n&story i d: 2220; 
r e f e r e nce: ur 1 , doc . eme r g i ngth r eat s . net / b i n/v iew/Ma i n/2003411 ; r e f e r e nce: ur 1 , WM-J . emergingthr eat s . net / cgi -bin/ cvs we b . cgi / s i gs / EXPLOIT / EXPLOIT _So l aris_ Te l netUse r Env ; r e f e r ence: cve , 2007-
0882; s i d:2003411; r ev :8; ) 

#Subm i t t ed 2007-02 -12 by Chri s Byr d 

• 
a l e r t t cp $HOME_NET any -> $EXTE RNA L_NET 23 (msg:"ET EXPLOIT Solari s telnet US ER env i r o nment vul n At t ac k o utb ound "; flow:to_se r ver,est ablished ; cont ent: " l f f f a 27 00 00 55 53 45 52 01 
2d 66 I" ; r awbyt es; c l a s stype: attempted - use r ; r e f e r e nce : ur l , r i osec . com/ so l a ri s-telnet-0- day ; r efe r e ne e: url , i sc . sa ns . org/ d i a r y . html?n&story i d=2220; 
r e f e r e nce: ur 1 , doc . emergingth r eats, net / b in /v i ew/Main/2003412; r e f erence: ur 1 , M-n-J . emer g i ngthr eats, net / cg i -bin / cvs we b . cgi / s i gs / EXPLOIT / EXPLOIT _So l ar is_ Te l ne t Use r Env ; r e f e r ence: cve, 2007-
0882; s i d:2003412 ; r ev : 4 ; ) 

#by Aka s h Ma ha j a n of Stillsecu r e 
# 

#alert t cp $ EXTERNAL_NE T $HTTP _PORT 5 - > $HIX·lE_NE T a ny (msg:"E T ACTIVEX So ny I mageStation ( SonyI SUpl oad .cab 1. 0 . 0 . 38 ) Act i veX Buffe r Overflow Exploi t "; flow: to_client , es t a blishe d; 
content: "0x.40000"; nocase; content : " E9A7 F56F-C40F-4928 • 8C6F - 7A72F2A25222" ; nocase; content : "'Set l ogging" ; nocase; classty pe: web- a pplica t i on - a t tack; 
r e f e r e nce: ur l , W\-n'il . mi h ~0 r m, com/ exploits/ 5086; r e f e r e nce : ur l , www . milw0r m. com/ exp l oi t s / 5100; r ef e r ence: ur l , doc. eme r g ingt h r ea t s . net / bi n/v i ei~/ Ma i n/ 2007847; 
r e f e r e nce: ur l , W\-Jt-J . emergingth r eats . net / cgi - bin / cvs we b . cgi / s i gs / EXPLOIT / EXPLOIT_Sony_ I magestation ; sid : 2007847; r ev : 2; ) 

#by ke vi n r oss 

• 
a l e r t tcp $ EXTERNAL_NET a ny -> $1-KlM E_NET 25 (msg: " ET EXPLOIT Possibl e SpamAssass in Mil t er Pl ugi n Remot e Arbit r ary Command I nj ec t i on At t empt " ; flov,:es t ablished,to_se r ve r ; 
content : "to l 3A I " ; de pt h : 10; nocase ; cont e nt: "+ I 3A I\ " I 7C I " ; d i sta ne e :0; e l asstype: attempt e d - use r ; r ef e r ence : ur 1 , LWIW , secur i t yfoc us. com/ b i d/ 38578; 
r e f e r e nce: ur l , sec lists . o r g/ f ulld i sc l osu r e / 2010 /Ma r / 140; r ef er ence: ur l ,doc . eme r g i ngthr ea t s . net / 2010877; r ef er ence: ur l , LWIW . eme rgingt hr eats . net / cgi-
b i n/ cvs1~eb . cgi / sigs/ EXP LOIT / EXPLOIT _Spamassass in ; s i d : 2010877; r ev : 3; ) 

#by ke vi n r oss 
# 
a l ert t cp $ EXT ERNAL_NET a ny -> $1-KlM E_NET 25 (11sg: " ET EXPLOIT Possibl e Sendma il SpamAssass i n Mil t e r Plugin Remote Ar bi t r a r y Comma nd Injec t i on Att empt "; flow:est ablis hed , t o_se r ve r ; 
content : "ta l 3A I "; de pt h : 10; no case; content: " +\ " I 7C I"; d i stance : 0; c la sstype : at t empted - use r ; r efe r ence : url , ww,~. securi tyf oc u s . com/ bid/ 38578; 
r e f e r e nce: ur l , sec lis t s . o r g/ f ulld i sc l osu r e / 2010 /Ma r / 140; r ef er ence: url ,doc . eme r g i ngth rea t s . net / 2010941 ; r ef er ence: url , LWllll . eme rgingt hr ea t s . net / cgi -
b i n/ cvsweb .cgi / sigs/ EXP LOIT / EXPLOIT _Spamassassi n; s i d: 2010941 ; r ev : 1 ; ) 

• 
a l e r t tcp $ EXTERNAL_ NET a ny -> $1-KlM E_NET 31 28 (msg: " ET EXPLOIT Squ i d NT LM Aut h OVerflow Exp l oit " ; f101~: to_se r ve r ; content : " 14141 414a 4351 6b4a 4351 6b4a 4351 6 b4a I"; off set: 96 ; 
e l a ss t ype: misc- at t ac k ; r efe r ence : u r l , www . i defense . com/ applica t ion/ poi/ d i s pl ay?id =107; r e f ere ne e: cve, CAN-2004 -0541 ; ref e r e nce: ur 1 , doc . eme r g i ngthrea t s . ne t / bin/v i ew/Ma in/2000342; 
r e f e r e nce: ur l , W\-n-J . emergingth r eats . net / cgi- b i n / cvs 1-Je b . cgi / s i gs / EXPLOIT / EXPLOIT_Squ i d_NTLH_Ove r flo1-J ; s id : 2000342; r ev : 6 ; ) 

#by Matt Ric ha rd 
# 

#alert t cp a ny $HTTP _PORTS - > $Hù'IE_NET a ny (msg: " ET EXPLOIT Java r un t i me .e x.ec () ca ll" ; flovl: from_ se r ve r , es t ablished; content : " I 52 75 6e 74 69 6d 65 3b 01 00 04 65 78 65 63 01 00 1 " ; 
e lasstype: tro j an - ac t i v i ty; ref e r e nce : ur l , W\-JW . mull i ngsec uri ty . com; r ef e r ence: ur l , doc . eme r gi ngthr eats. net / bin/vi eL~/Ma i n/ 2002783; r efe r ence: u r l , Wl'v'I~ . e me r gi ngt hr eats . net / cg i • 
b i n/ cvs1~eb . cgi / sigs/ EXP LOIT / EXPLOIT _Sun_Ja vascri pt ; s i d : 2002783; r e v : 3; ) 

#Disabl e d by def a ult . Used i n seve r a! ma j o r s i t es . . . 

• 
#alert t cp $ EXTERNAL_NET $HTTP _POR TS - > $HQ'•\E_NE T a ny (ms g: " ET EXPLOIT Ja va priva te function call sun .mi se, un s af e"; flow: from_se r ve r , es t ablished ; co nt ent : "sun/ misc / Unsafe " ; 
e l a ss t ype: t r o j an-ac t i v i ty; ref e r e nce: url , W\-n-J . mull i ngsec uri ty . com; r ef e r ence: ur l , doc . eme r gi ngthr eats. net / bi n/v i eL'il/Main/ 2002784; r efe r ence: u r l , wi-.,,~ . eme r gi ngt hr eat s . net / cg i ­
bin/ cvs1~eb . cgi / sigs/ EXP LOIT / EXP LOIT _Sun_Ja vascri pt ; s i d : 2002784; r e v : 3; ) 

#Disabl ed by def a ult . Used i n seve r a! ma j o r s i t es . . . 
# 
#alert t cp $EXTERNAL_NET $HTTP _PORT S - > $HOME_NET a ny (msg: " ET EXPLOIT Ja va f ie ld r eflec t o r call j ava . lang . r efle c t . fie ld"; flow: from_serve r , establi s he d; 
content : " j ava/ l a ng / r efl ec t / F i e l d" ; c l ass t ype : t r oj an-acti v i ty ; r ef e r ence: u r 1, 1-n-JW .mul l i ngsec u r i t y. com; r e f e r ence: url , doc . eme r gingthr eats , net / b i n/v iev,/Ha i n/ 2002785; 
r e f e r e nce: ur l , WM-J . emergingth r eats . net / cgi-bin / cvs 1-Je b . cgi / s i gs / EXPLOIT / EXPLOIT_S un_Javascript ; s i d : 2002785 ; r ev : 3 ; ) 

#Disabl ed by default . Used i n seve r a! ma j o r s ites . . . 
# 
#ale r t t cp $ EXTERNAL_NE T $HTTP _PORT S - > $HOME_NET a ny (msg: "ET EXPLOIT Ja vasc r i pt unsafe appl et call "; flow: from_se r ve r, established; cont e nt : "sun .mi se . Unsaf e " ; classtype: t rojan­
act i v i t y; r efe r e nce : ur 1, www . mull ingsecu r i t y. com; r e f e r e nce: ur l , doc. emerg i ngth r eat s . net / bi n/v i ew/Ma i n/2002786 ; r ef e r e nce: ur l , iwm . emergingt h r e ats . net / cgi -
b i n/ cvs1~eb . cgi / sigs/ EXP LOIT / EXPLOIT _Sun_Ja vascri pt ; s i d : 2002786; r e v : 3; ) 

#Disabl ed by default . Used i n seve r a! ma j o r s i t es . . . 

• 
#alert t cp $ EXTERNAL_NE T $HTTP _POR T5 - > $HIX·lE_NE T a ny (msg:" ET EXPLOI T Ja vasc r i pt Secu r i t yma nage r c l ass applet ca ll " ; fl 01·1: f r om_se r ve r , establis hed ; content : " j ava . lang.Secur i t yMa nage r " ; 
e l a ss t ype: t ro j an-act i v i ty ; ref e r e nce : ur l , W\-JW .mull i ngsec uri ty . com; r ef e r ence: ur l , doc . eme r gi ngt hr eats. net / b i n/vi ei~/Main/ 2002787; r efe r ence: u r l , wi-.,,~ . eme r gi ngt hreat s . net / cg i -
bin/ cvs1~eb . cgi / sigs/ EXP LOIT / EXPLOIT _Sun_Ja vascri pt ; s i d : 2002787; r e v : 3; ) 
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#Subm i tte d on 2006-05-01 by Bl a ke Ha r t s t ein 

• 
a l e r t tc p $ EXTERNAL_NET a ny -> $HOM E_NE T 8004 (msg : " ET EXP LOIT Syma ntec Scan Engine Request Pass wo r d Hash" ; flow: establis hed,to_serve r ; cont ent: " POST"; nocase; depth :4; 
content : "/ xm l . xml" ; nocase; distance : 1 ; \.,, i t hi n : 10; content : " <r equest " ; noc ase; distance: 0 ; conte nt : " <key " ; di sta ne e : 0; clas stype : attempted - r e con; r eference: c ve, 2006-0230; 
refere nce : bugtraq , 17637; r efe r e nce : ur l , doc . eme r gingt hr eats. net / b i n /viei.,,/Main/ 2002896; r ef e r e nce : u r l , Wl'i\.,, . eme rgi ngthr eats. net / cg i - bin/ cvswe b . cgi / sigs / EXPLOI T / EXPLOIT_Syma ntec; 
s i d :2002896; r ev : 5 ; ) 

#Matt Jonkma n 
# limited i nfo, but t he ex pl oit r equ i r es t he data t ype t o be 0x10 , t he comma nd t o be 0x24, t hen a null, a nd t he r e is a ba ckslash (0x5c ) i n t he body, a nd t he body is ove r 0x17c or 0x17a . 
More detail i n t he refe rence 

• 
a l e r t t cp $EXTERNAL_ NET a ny -> $HOM E_NET 2967 ! 2968 (msg : "ET EXP LOIT Symantec Remote Management RTVSca n Explo it " ; flow:established, t o_ se r ve r ; conten t : "J 101 " ; dept h : 2; co ntent: " 100 24 
00 I"; di s t a nce : 0; wi t h i n : 20; content : " I 5c I"; d i s tane e : 0 ; i s da t aat: 380, re l ative; classt y pe ; attempted-admin; r ef e r e nce : c ve, 2006- 3455; 
ref e r e nce: u r 1 , res e a r c h . eeye . com/ html/ adviso r ies / publis hed/ AD20060612 . html ; r efe r ence: u r l, doc . eme r gingt hr eats . net/ bi n/v i e w/Main/ 2003250; r efe r e nce : url, w1w1 . eme rgingth reats. net / cgi­
b i n/ cvsh·e b . cgi / sigs/ EXPLOIT / EXPLOIT _Symantec ; sid : 2003250; r ev :4; ) 

#These ru les are mos tly fo r malfo r med tftp re l a ted to , but not f or a ny one specific expl oit . 
#The tft p get o r put s houl d be o pcode (\x01 o r \ x02)\x00f ilename \ x00mode \ x00 . Mo de is eithe r netasci i , b i nary o r ma i l. 
#by Matt Jonkman 
#These l ook for 1.,, r ite o r get t ha t does not ha ve t he corr ect mode . Wil l cat c h ma ny of t he t ft p exp l o i t s, like t he 3com stuff of l ate . 

• 
a l e r t udp $ EXTERNAL_NET any -> $HOM E_NE T 69 (msg:" ET EXP LOIT TF TP I nvalid Mode in fi l e Ge t " ; content: " 101 1"; dept h : 1 ; conte nt : " 100 1" ; di s tance :1; content :" j00 I"; di stance :0 ; 
content : ! " 100 1 b i na r y I 00 I " ; nocase; content : ! " I 00 ! netascii I 00 1 " ; nocase ; content: ! " I 00 I mail I 00 I" ; nocase ; class t ype : non- standa r d - prot oco l ; 
ref e r e nce: u r l , doc . eme r g i ngth r eats . net/ bi n/v i ew/Main/ 2003198; refe re nce : ur 1 , www . emerg i ngt hr eats. ne t / cgi •bin / c vs L~eb . cgi / s i gs / EXPLOIT / EXPLOIT_ TFTP _Mode ; sid: 2003198; r e v : 4; ) 

#These r ules are mostly f o r ma l f o r med t ftp r e l a ted t o , but not f or a ny one specific exp l oit. 
#The t f t p ge t o r put shoul d be o pcode (\x01 or \ x02)\x00f ilename\ x00mode \ x00 . Mo de i s eithe r netascii, b i na r y o r mail. 
# by Matt Jon kma n 
#These l ook for write o r get t hat does not ha ve t he corr e ct mode . Will ca t c h ma ny of t he t ft p exp l o i t s, like t he 3com stuf f of l ate . 

• 
a l e r t ud p $ EXTERNAL_ NET a ny -> $HOM E_NET 69 (msg : " ET EXP LOIT TF TP I nvalid Mode in file Put " ; content: " 102 1" ; dept h : 1; co ntent : " 100 1" ; di s t a nce :1; content :" j00 I"; di stance :0; 
content : ! " 100 1 b i na r y I 00 I " ; nocase; content: ! " I 00 1 netascii I 00 1 " ; nocase; content: ! " I 00 I mail I 00 I"; nocase ; classtype : non- standa r d - protoco l ; 
ref e r e nce: u r l ,doc . emergingthreats . net/ bi n/v i ew/Main/ 2003199; r eference: ur 1 , www . eme r g i ngt hr eats . ne t / cgi-bin / c vs web . cgi / s i gs / EXPLOIT / EXPLOI T_ TFTP _Mode; s i d: 2003199; r e v : 4; ) 

#By Blake Ha r t s t e i n 

• 
a l ert t cp $ EXTERNAL_ NET a ny -> $HOM E_NET $HTT P_PORTS (msg : " ET EXPLOIT TAC At tack Di rectory Tr ave r sa!"; flow: establis he d,to_ se r ve r; u r i content : "/ ISALogi n . dll ?"; nocase; 
pe re:•· /T emp l ate= . * \ . \ . / UGi"; c l asstype : attempted- r ee on; refe r ence: cve, 2005- 3040 ; re f erence : u r 1, secun ia . com/ adv isories / 16854; refer ence : ur 1, cirt . d k/ ad vi sories / cirt- 37-adv i sory. pdf ; 
refere nce: u r l , doc . emergingth reats . net / b i n/v iew/Ma in/ 2002406; r efe r ence : ur 1 , www . eme r gingthr eats . net/ cgi- b i n / c vsL\leb . cgi / sigs / EXPLOIT / EXPLOI T_ Tac; s i d : 2002406; r ev :4; ) 

#Matt Jonkma n 
# lssue is fixed by patch, a nd all htt p t r affic is now r ed i rec ted to https . So a nyt h i ng on t h i s 
# por t in t he cle a r us ing t he bad cookie name i s suspect. Th anks fo r t he r efere nce Jose 

• 
a l e r t t cp $EXTERNAL_NET a ny -> $HOM E_NET 14942 (ms g :"ET EXPLOIT Tr end Mi cro l.Je b I nte rface Aut h Bypass Vulne r ab l e Cook ie At tempt"; flow:esta blished,to_se r ver ; content : "splx_2376_i nfo" ; 
e l ass t ype: at t empted-admin ; r ef e r e nce : u r 1, labs . idefense . com/ i nte l lige nce/v ul nerabi li t ie s / di sp lay . php? id=477 ; r efe r e nce: u r 1, www . t r endmic r o . com / d01-.n l oad/ prod uct . asp ?pr oduct i d=20; 
refere nce: u r l ,doc . emergingthreats . net / b i n/ view/Main/ 2003434; r eference : ur 1 , www .eme r gingthr eats. net/ cg i -bin / c vs L\leb . cgi / sigs / EXPLOIT / EXPLOI T_ Tr end_Micr o; sid : 2003434; rev : 3; ) 

#by Sh i r kdog a nd Scott Me l ni ck 

• 
a l e r t t cp $EXTERNAL_NET a ny - > $HOM E_NE T 5168 (msg: " ET EXPLOIT Tr e ndl-'l ic r o 5e r ve r Protect Exp loit poss i bl e 1.>Jo r ma ( litt l e - e ndian DC ERPC Re que st ) "; f10 1.>i :es tablis hed,to_se r ve r ; ds i ze: >1000; 
content : " l0S I"; depth : 1; co ntent :" 110 00 00 00 1" ; d i stance : 3 ; i~ithin : 4 ; content:" 100 00 88 88 28 25 5b bd dl 11 9 d 53 00 80 cB 3a Se 2c l "; d i s tance :14; 1.>1ithi n : l 8; content : " 104 00 03 
00 1 "; di stance : 0; wi t h i n : 4; content : " I l e 13 74 65 I"; d i s t a nce : 500; classt ype : mi sc-attack; r e f erence: ur l , i s c . sans . o r g/ d ia r y . html?s t o r y i d =3310; 
refere nce: u r l ,doc . emergingthreat s . net / bi n/v iew/Main/2007584 ; r eference : ur 1 , wwL~ . eme r gingthr eats . ne t / cg i - b i n / c vs we b . cgi / sigs / EXPLOIT / EXPLOI T_ Tr e nd_Mi cr o; sid : 2007584; rev : 5; ) 

#by Da vi d Wha r t on 

• 
a l e r t t cp $EXTERNAL_NET a ny -> $HOME_NE T 8080 (msg: " ET EXPLOIT VLC \'feb i n te r face bu f f e r ove r flow attempt "; flOL\l :to_se r ve r ,establishe d; urico ntent: ., I 2F I r eq uests I 2F I status I 2E I xml I 3 F I"; 
noca se; u r i co nt ent: "input I 30 I smb I 3A 2F 2F I"; nocase ; pere:" /\x2 F r e quests \ x2F s t atus \ x2 Exml \ x3 F [ "\x0A\ x0D ) • i nput \ x3D[ "\x0A \ x0D\ x26 \ x3B ]{1000}/ iU"; c l asstype: web-applicatio n-atta ck; 
refere nce : u r l ,mi lL>,0 r m. o r g / exp l o i ts / 9029 ; r eference : u r l, doc. eme r g i ngth reats. net / 2009511; re f e r ence: u r l , WL"'"' · eme rg i ngthreat s, net / cgi - b i n/ cvs1.,,eb . cgi / sigs / EXPLOIT / EXPLOIT_ VLC; sid : 2009511; 
rev :3; ) 

# by ke vi n r oss 

• 
a l e r t t cp $HOME _NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg : " ET EXPLOIT M3U File Req uest Fl Ol~bit Set"; f101.,, :to_serve r ,esta blished; content:" GE T " ; de pt h :4; uricontent :" , m3u" ; 
flo11ib i t s: set, ET . m3 u . downl oad; flowbits : noa l ert; c l a sstype : not - susp i cious; ref e r e nce : u r 1, doc . emergingthreats . net / 2011241; r e f e r e nce : ur 1, MYi\l . eme r gingthreats . net/ cg i -
b i n/ cvsweb . cgi / sigs/ EXPLOIT / EXPLOIT_VLC; sid: 2011241 ; r e v : 2; ) 

# by ke vi n ross 

• 
a l e r t t cp $ EXTERNAL_ NET $HTTP_ PORTS - > $HOME_NET a ny (msg : " ET EXPLOIT Poss ible VLC Media! Pl ayer M3U File FTP URL Pr ocess i ng Stack Buf f er Over flow At t e mpt "; 
f101.>Jbits: isset, ET . m3 u . do1.>ml oad; f1 01.,, : establis hed, t o_ client; content: " f t p l 3A I / /" ; nocase; content : "PRAV " ; 1.>Jit hi n : 10; isdataat: 2000 , relat i ve; co ntent : ! " ] 0A I "; 1~ith i n : 2000; 
e l a sstype: attempted -use r ; r e f e r e nce : u r l , secur i tyt r acker. com / a l e r ts/2010/J ul / 1024172 . ht ml ; r efe r e nce : ur l , doc, eme rgingth reats. net / 2011242; r efe r ence : url, LWM . eme r g i ngth r eats. ne t / cgi­
bin/ cvs\'feb . cg i / sigs/ EXPLOIT / EXPLOIT_ VLC; sid : 2011 242; r e v : 2; ) 

#By Pa ul Do kas, posted on ht t p : // i s c . sans . o r g / d ia r y. ph p?date=2005-06-27 

• 
#ale r t t cp $EXTERNAL_NET a ny - > $HOME_NET 10000 ( msg : "ET EXPLOIT Po s s i ble BackupExec Metasp l o it Expl o it ( i nb ound ) "; flow:es t a blis hed, t o_se r ver ; content : " 100 00 03 00 00 0 2 00 58 58 
58 I"; off set! 24; dept h : 20; class t ype : attem pted-admi n; r efe r ene e: ur 1, i sc . sans . org/ d ia r y . php ?date=2005 · 06 · 27; 
refere nce : u r l , WL•M . me t a sp l oi t . o rg / pro j ects / F r amewo r k/ mod u l es / exp l o i ts / bac kupexec _age nt . pm; refe r e nce: url , doc . eme rgingthreat s . net / bin/v ie\.,,/Mai n/ 2002061 ; 
refe re nce: u r 1 , \WM . emergingth r eat s , net / cgi - b i n / cvs 1\leb . cgi / s igs / EXPLOIT / EXPLOIT_ Ve r i ta s_BUExec; sid: 2002061; r ev : 4 ; ) 

#By Pa ul Do kas, post ed on ht t p : // isc . sans. o r g / d i a r y. ph p?date=2005-06- 27 

• 
#a le r t t cp $HO'\E_NET any - > $EXTERNA L_NET 10000 ( msg : " ET EXPLOIT Poss i ble BackupExec Metaspl o it Exp l o it ( o ut bound )"; flow:establishe d , to_ se r ve r ; co ntent: " j00 00 03 00 00 02 00 58 58 
58 I"; offse t : 24; de pt h: 20; class t ype : attem pted-admi n; r eference : ur l , i sc. sans. org/ d ia r y . php ?da t e=2005-06 - 27; 
refere nce: u r l , ww..,, . me ta sp l oi t . o r g / proj ects / F r amewo r k/ mod u l es / exp l oit s / backupexec_agent . pm; r efe r e nce: ur l , doc . eme rgingthreat s . net / bin/v ie\.,,/Main/ 2002062 ; 
refere nce: u r l , WL-iw . eme r gingthreats, net / cgi - b i n / cvs1.,,e b . cgi / sigs / EXPLOIT / EXPLOIT_ Ve r i tas_BUExec; sid: 2002062; rev : 4 ; ) 

#By Chri s Ries of Vigilant Minds. Th i s is not specific t o t he expl o it as prev i o us versions 

• 
a l e r t t cp $EXTERNAL_NET a ny -> $HOM E_NE T 10000 (msg : " ET EXPLOIT Ve r itas backupexec_agent exploit"; f101-. :to_serve r , established; cont e nt: "I 00 00 00 00 00 00 09 011 " ; offse t : 12; depth: 20; 
content : " 100 00 00 03 1" ; offset: 28; dept h: 32; byte_ j ump : 4, 32; byte_tes t : 4 , >, 3000 , 0, r e l ative; c l assty pe :mi sc -attac k ; r efe r e nce: u r l,isc.sa ns . org/ dia r y.p hp?date= 2005-06-27 ; 
ref e r e nce: u r l ,doc . emergingth r eats . net / bi n/v i ew/Main/ 2002065 ; refere nce : ur 1 , ww.\l . eme r gingthr eat s . ne t / cgi- bin / c vs web . cgi / s i gs / EXPLOIT / EXPLOIT_ Veri ta s_BUExec; s i d : 2002065; r e v : 7 ; ) 

#By Ma r k Tom baugh: Al e r t s o n r esponses o f ve r s i on c hecks . 

• 
a l ert t cp $HOME_NET 10000 - > $ EXTERNAL_NET a ny (msg: " ET EXPLOIT NDMP Noti fy Connect - Poss i ble Backup Exec Remot e Age nt Recon" ; f101\l :established, from_ se r ver ; content : " 100 00 05 02 1" ; 
off set: 16; dept h : 20; content : ., I 00 00 00 03 I" ; offset: 28 ; depth : 32; classtype : attempted - r ee on; refe r ence: ur l , www . nd mp . o r g/ do11ml oad/ sd k_ v4/ dr aft -skardal - ndmp4-04 . txt ; 
refere nce: u r l ,doc . emergingthreat s . net / bi n/v iew/Ma in/2002068; r efe r ence : ur 1 , WL>IL~ . eme r gingthr eats . ne t / cg i - b i n / c vs web . cgi / sigs / EXPLOIT / EXPLOI T _Veri tas_BUExec; s i d : 2002068; r e v : 8; ) 

#Adde d 2005/ 08 / 12 by Fr a nk Knobbe • Th i s ve r sion a l e r ts if a system i s vu l ne r a b l e . flowbits : noa l e r t i s optio na l o n t he fi r s t r ul e if yo u don ' t 1-.a nt to detect ( poss i b l y uns uccessf ull ) 
attem pt s . 

• 
a l e r t t cp $ EXTERNAL_ NET a ny -> $HOM E_NET 10000 (msg:" ET EXPLOIT Backup Exec l.Jindows Age nt Remote File Access · Attempt " ; fl ow: t o_se r ve r ,established ; f10111b i ts:isnot set , SID2002181 ; 
content : " 10000 0000 0000 0901 0000 0000 0000 0000 0000 0002 0000 0004 726f 6f 74 b4b8 0f26 205c 4 234 03f c aeee 8f 91 3d6f l "; offse t : 8; dept h : 52 ; flovibits : set, 5102002181 ; 
e l asstype: defa u l t - l ogi n -attempt; r e fere nce : ur 1, WL'fW . f r s i r t . com/ e ngli s h/ advisories / 2005/ 1387; r efe r ene e: ur l , ww,-. . f r si r t . com / exp l o i ts / 20050811 . bac kupexec_dump . pm. php ; 
refere nce : u r l ,doc . eme r gingthreat s . net / b i n/v iew/Ma i n/ 2002181 ; r eference : ur 1 , WL>IL~ . eme r gingthr eats . net/ cgi-bin / c vs L\leb . cgi / s i gs / EXPLOIT / EXPLOI T_ Veri tas_BUExec ; s id : 2002181 ; r e v : 5; ) 

#Adde d 2005/ 08 / 1 2 by Fr a nk Knobbe - Th i s ve r sion a l e r ts if a sys tem i s vulne r a ble . flowbits : noa l e r t is opt iona l o n t he fi r s t r ul e if yo u don 't 1-.a nt to detec t ( poss i b l y unsuc cessfu ll ) 
attempt s . 

• 
a l ert t cp $HOME_NET 10000 - > $ EXTER NAL_NET a ny (msg:" ET EXPLOIT Backup Exec l.Ji ndows Age nt Remote File Access - Vul nerabl e" ; f1 011 : f r om_serve r ~establis hed; f101~bit s: i sset~SI D2002181; 
cont e nt : " 10000 0001 0000 0901 1" ; offset : 8; de pt h :16; conten t : " 10000 0000 0000 0000 1 " ; d istanc e :4 ; withi n : 12; c l a sst ype:misc-attack ; 
refere nce: ur l , WL.,..,, . fr s i r t . com/ e nglish/ adv i sor ies / 2005/ 1387; r eference: ur l, WL"'"' . fr s i rt . com/ expl oi t s / 20050811 . bac kupexec_dump . pm . php; 
r efe r e nce : u r l ,doc . eme r gingth reats, net / b i n/v iew/Main/ 2002182; r efe r ence : ur l , WL>IL~ . eme r g i ngt hr eats. net/ cgi- b i n / c vs L\leb . cgi / sigs / EXPLOIT / EXPLOI T_ Veri tas_BUExec ; sid : 2002182; r e v : 5; ) 



12/21/2022 10:57:48 AM

#by mml a nge 

• 
#ale r t t cp $ EXTERNAL_NE T any - > SHOME_NET a ny (msg :"ET EXPLOIT \,JMf Expl o i t" ; flow:establis hed ; content : " 101 00 09 00 00 03 52 l f 00 00 06 00 3d 00 00 00 1"; content: " 100 26 06 0 f 00 08 
00 ff ff ff f f 01 00 00 00 03 00 00 00 00 00 1" ; class t ype:attempted-user; r efe r ence : url , w,,...,.., _fr s i r t . com/ exp l oits / 20051228 . i e_xp_p f v_metafile .pm. php; 
ref e rence: ur 1 , doc. eme r g i ngth r eat s . net / b in /v i ew/Ma i n/2002734; r e fere nce: ur 1 , ,....,,"' . emerg i ngthr eats . net / cg i - b i n / cvs web. cgi / s i gs / EXPLOIT / EXPLOIT _WMF; s i d : 2002734 ; r ev : 5 ; ) 

#By F rank Knobbe , 2005-12-28 . Addi t i ona l work wi th Bl ake Ha rs tein and Br a ndon Fr a nklin . 
#flow_depth (of ht t p_ i nspect_ serve r ) has t o be s e t to 0, Recomme nd second Snort instance wi t h that co nf i g . 
#Note that these ru l es i,li ll f a i! t o detect the expl o it \.,hen the HTT P response is gz ipped . 
#There is a l so a poss i bili t y f ar e vasion, but a ve r s i on t ha t cat ches it wi ll i nc ur r massive amo unt of f Ps . 
#L.Je b Onl y 

• 
#ale r t t cp $ EXTERNAL_NET $HTTP _PORT S - > $HOME_N ET a ny (msg: " ET EXPLOIT t,JMF Escape Reco r d Expl oit - ~Je b On l y - a ll versions " ; flow: establi shed,from_serve r; 
flowbi t s : i s not set , eme rg i ng_wmf _http; co ntent: "HTT P" ; depth :4; nocase ; flowbi ts: se t , eme r ging_wmf _ht tp ; f l owbi t s: noale r t; c l a sstype : un known; 
r efe r e nc e : ur l , www . fr si r t .com/ eng lish/ adv i sories / 2005 / 3086; r e f erence: ur l , doc. eme r gingthr eats . net / b i n/viei-,/Hain/ 200274 3; r e f e r e nce : ur l , 'rll'II., . emer gingth r eats . net/ cgi­
b i n/ cvs,.,eb .cgi / sigs/ EXP LOIT / EXPLOIT_l,JMf; s i d: 2002743; re v : 5; ) 

#By F r an k Knobbe , 2005- 12-28. Addi tiona l work wi th Bl ake Ha r stein a nd Brandon Fr a nklin . 
#f low_de pt h (of ht t p_ i nspect_ se r ve r ) has t o be set to 0 . Recomme nd second Snort instance wi t h that co nfig . 
#Note t hat these ru l es wi ll fai! t o deteet t he expl o it \.,hen the HTT P response i s gzi pped . 
#There is a l so a poss i bili t y f ar e vasion, but a ve r s i on t hat eat ehes i t wi ll i ncurr massive amo unt of FPs . 
#l.Je b Onl y 

• 
#alert tc p $ EXTE RNAL_NET $HT TP_PORT S - > $HOME_NET a ny (msg :"ET EXPLOIT t,JMF Escape Record Expl oit - ~Je b On l y - vers i on 3"; flow:establis hed; flm.,bits : i sset , eme rgi ng_L'ilmf_htt p ; 
flowbi ts: i s not set,emerging_wmf_e xp l ; f l o1.,b i ts: i s notse t , emerging_111mf_e xpl_vl ; co nt ent : " j00 09 00 00 03 1" ; content :" 100 00 1"; d i s t ance: 10; L'il ith in : 12; fl owbi t s : set , emergi ng_wmf_expl ; 
flo111b i ts : noa l ert; e l assty pe : unkn own; r eferenee: ur l , 'vlWW . fr s i r t . com/ e ngl ish / a dv i so r i e s / 2005 / 3086; ref e r ence : ur l , doc. eme r gingth r ea t s . net / bi n/v iew/Main/ 2002741 ; 
ref erence: url , WWI.,, . eme rg i ngthreats . net / cgi- bin / cvs we b . cgi / s i gs / EXPLOIT / EXPLOIT _W"1f; s i d: 2002741 ; r ev : 10; ) 

#By Fr an k Knobbe, 2005-12-28. Ad dit iona l \.,o rk with Bl ake Ha rs tein a nd Br andon Fr anklin . 
#flow_de pt h (of ht t p_ i nspect _server ) has t o be se t to 0. Recommend second Sno r t instance with that config . 
#Note t hat these ru l es will fail t o detee t t he expl o it when the HTT P r espons e i s gz ipped . 
#There i s a l so a poss i bility f or e va s i o n, but a ve rs i on that eat c hes it wi ll i neur r mass i ve amo unt of FPs . 
#L.Jeb Onl y 

• 
#alert tc p $ EXTE RNAL_NET $HTTP_PORTS - > $HOME_N ET a ny (msg :"ET EXPLOIT t,JMf Escape Record Exp l oi t - We b On l y - ve rs i on l " ; f101tl : established; flm.,b i ts:isset,eme rg i ng_1\llllf _htt p; 
f10111bit s : i snot set , emerging_wmf _expl ; flo1'1bit s : isnotse t ,eme r g ing_11Jmf _e xpl_vl ; cont ent : " j00 09 00 00 01 I " ; con t e nt : " 100 00 I" ; d i s t ance: 10; withi n : 12; fl owbits : set,eme rging_wmf _expl _v l ; 
flo11,b i t s : noa l e rt ; c l asstype: un kn own; r efe r e nc e : ur l , www . fr s i r t , com/ e ng l i sh / a dvisor i es / 2005 / 3086; r ef e r e nce : ur l , doc. eme r gingt h r ea t s. net/ b i n/v i ew/Ma i n/ 2002757; 
r efe r e nee: ur l , WWl'il . emergingth r eats . net / cg i -bin / evs we b . egi / sigs / EXP LOIT / EXP LOIT_WMF; s id: 2002757; r ev : 4 ; ) 

## These rules have t o be the r e for bot h 

• 
#alert t cp $ EXTE RNAL_NET any - > $HOME_NET a ny (msg: " ET EXPLOIT I.JM F Escape Record Exp l oit - Ve r s i on l "; flow: established ; f1 01,ib i t s:isset , eme r ging_11,mf_e xpl _v l ; pc r e: "/\x26 [ \ x00 -
\ xff ) \ x09\ x00/" ; flowbi ts: un set , eme r g i ng_wmf _ht t p; f101~bi ts : un set , emerging_wmf _expl ; f101~bi ts: un set, emerg ing_wmf _expl _ v l ; e lass t ype: at t empt ed- use r ; t hr e s ho l d : t ype limit , t rac k by _ src , 
eou nt 1 , seconds 120; r e f e r e nc e : ur l , 1-JL'ilW . f r s irt. eom/ engl i sh/ adv i sories / 2005 / 3086; ref e r e nee: u r l , doc. eme r g i ng t hr eats. net / bi n/v i ew/Main/ 2002758; r ef e r enee : u r l , Wi'll'l . eme r g i ngt hr eat s. net / cg i ­
b i n/ cvs \~eb . cgi / sigs/ EXPLOIT / EXPLOIT _I.JMF; s i d: 2002758; r ev : 6 ; ) 

## These rules have t o be the r e for bot h 

• 
#alert t cp $ EXTE RNAL_NET any - > $HOME_NET a ny (msg: "ET EXPLOIT I.JMF Escape Record Exp l oit - Vers i on 3"; flow: established; f1 01,ib i t s : isse t ,eme r ging_11,mf _e xpl; pe r e : " /\x26 [ \ x00-
\ xff ] \ x09\ x00/" ; flowbits; un set, eme r g i ng_wmf _ht t p; flOl~b i ts: un set , eme rg i ng_wmf _expl ; flowbi t s: un set , emerg i ng_wmf _expl _v l ; class t ype: attempt e d - user; th r e sho ld : t ype limi t , t r ac k by _s rc , 
eou nt 1 , seconds 120; ref e r enc e : ur l , 1-JL.wt . f r sirt . eom/ engl i s h/ a dv i sories / 2005 / 3086; r eferenee: u r l , doc. emer g ingt hreats. net / bi n/v i ew/Main/ 2002742; r efe r enee : u r l , Wl't".'l . e me r g ingt hreat s . net / cg i ­
b i n/ cvs ,~eb .c gi / sigs/ EXP LOIT / EXPLOIT _I.JMf ; s i d: 2002742; re v : 9; ) 

#by ke vi n ross 

• 
a l e rt tcp $ EXTERNAL_NET any - > $HOM E_NE T 9100 (ms g: "ET EXPLOIT Xerox 1.Jo r kCe nt r e PJ L Oaemon Buffe r Overflow Att empt "; flow:est a bli shed,to_se r ve r ; con t e nt : " ENTE R LANGUAGE =" ; de pt h: 50; 
nocase; i sda t a at : 55, r e l at i ve; cont e nt: ! " I 0A I" ; wi t h i n: 55; per e: "/ ENTER\ x20LANGUAG E\ x20 \ x3 D. {55 }/ smi " ; class t ype : a tt empted - admi n; r eferenee : u r l , l'IIWI. seeu r ityfoeus . eom/ b i d/ 38010; 
r efe r e nc e : ur 1 , doc . emerg i ngth r eats . net /2010759 ; r e f e r e nee: ur 1, www . emer g i ngth r eat s . net / cgi - bin/ evs we b . cgi / sigs / EXP LOIT / EXPLOIT_Xe r ox; s i d : 2010759; r ev : 2; ) 

#by Akas h Mahajan of St il l secure 
#disa bl e d but add i ng t he def a ul t po r t f a r t he se r ver ot he r wi se sig i s L'lay t o ge neric 

• 
a l e r t t ep $ EXTERNAL_NET a ny -> $HOME_N ET 7700 (ms g: " ET EXPLOIT Zila b Chat a nd I ns tant Messag i ng Heap Ove rflow Vu l ne r ab i li t y " ; fl m., : e stablished ; cont ent : " 121 00 21 03 1" ; pe r e :" / [0-9a-zA-
Z]{10 , }/ R" ; e l asstype: mise - attac k; r e f e r e nc e : ur l , a l u i gi . al ter v ista . org/ adv/z ila bze sx-adv . t xt ; r efe r e ne e : bugt raq , 27940 ; r efe r ence : u r l,doe . eme r gi ngth r ea t s . net / b in/v i e L"/Main/ 2007933 ; 
ref erenc e : ur 1 , WWl'il . eme rg i ngthreats. net / cgi- b i n / cvs we b. cgi / s i gs / EXP LOIT / EXP LOIT _Z ilab; s i d ; 2007933; r e v : 9 ; ) 

#by Akas h Maha j an of St illsecure 
#addi ng se r ver def a ult po r t othe rwi se s i g i s way to ge neric 

• 
#alert t cp $ EXTE RNAL_NET any - > $HOME_NET 7700 (msg: "ET EXP LOIT Zilab Cha t and Ins tant Messag ing Use r I nfo Bof Vulnerabi li t y"; fl ow:e s t a blished; content : " 161 00 09 00 08 00 07 00 21 
03 I '"; pe re:" / [ 0-9a- zA- Z]{ 10 , }/ R'"; e l asst ype: mi se- attaek; r efe r e ne e: ur 1, a l ui g i . a lter vis t a. or g/ adv/ zila bzcs x -adv . t xt ; reference : bugtraq , 27940; 
r efe r e nee : ur 1 , doc . eme r g i ngth r eats . net / bin /v iew/Main/2007934 ; r efe r e nee: ur 1 , W\'1\'il . emer g i ngthr eats, net / cgi- b i n / evs we b . cgi / s i gs / EXPLOIT / EXPLOIT _Zilab; s i d : 2007934; r e v ; 6 ; ) 

#by evilghos t 

• 
a l ert ud p a ny any -> $HOME_NET 27901 ( ms g : " ET GAM ES Alien Ar e na 7 . 30 Re mote Code Exec ution At t empt "; eont e nt : " pr i nt I 0A 5(1 "; i sda taa t : 257, r e lative; pe re : " /\ x5C[ ""\x5C\ x00]{257 , }/" ; 
e l as s t ype : mise -attaek; r efe renee: ur l , 11,ww . pac ket s t o r mseeuri t y . or g/ 0910-advi sories / a l iena re na-e xee. t xt; refe r e nee : ur l , doc . eme r gingthreats. net/ 2010156; 
r e f erenc e : ur l , WWI.,, . eme rg i ngthreats. net / cgi- bin / cvs we b . cgi / s i gs / GAMES / GAMES_Al i e nArena; s id ; 2010156; r ev ; 5; ) 

#All by Ron Bowes . Many t han ks Ron 

• 
a l ert t cp $HOM.E_N ET an y - > $ EXTERNA L_NE T 6112 (ms g: " ET GAMES Battle. net St arc r a f t l ogin" ; flow:established , t o_se r ver; co nt ent :" JFF 50 1" ; dept h :2 ; cont ent : "RATS"; offset : 12; de pt h: 12; 
e l a ss t ype : policy-v i olation; r e f e r e nce: ur l , do c. eme r g i ngth r ea t s . net / bi n/v i ew/ Ma i n/2002101 ; r ef e r e nce: ur l , 1'IWW , eme r g i ngt h r ea t s . ne t / egi- b i n/ evsweb . eg i / s i gs / GAMES/ GAMES_Battl enet; 
s i d : 2002101; r ev :6;) 

#All by Ron Bm.,es . Many t ha nks Ron 

• 
a l ert t ep $HOME_NET an y - > $EXTE RNA L_NET 6112 (msg: " ET GAME5 Ba t tle . net Brood ~/a r login"; flow: e stablished , t o_ se r ve r; con t ent : " J FF 50 1 "; dep t h : 2; co ntent : " PXES"; of f set : 12; de pt h: 12; 
e l a ss t ype : policy- v i ol ation; r ef e renc e: ur l , doc . emerg i ngt h r eat s. ne t / bi n/vi ew/Ma i n/2002102 ; r ef e r e nc e: ur l , wvrw . emerg i ngth r ea t s. ne t / cgi- bi n/ cvsweb . cg i / s i gs / GAMES/ GAMES_Battlenet; 
sid : 2002102; r ev :6;) 

#All by Ron Bowes . Many t han ks Ro n 

• 
a l e rt te p $HOME_NET an y -> $EXTE RNA L_NET 6112 (msg: " ET GA/'1ES Battle . net Di a b l o l ogi n" ; fl 01,i :establis hed, to_ser ve r ; eonten t : " I FF 50 1 "; de pt h: 2; eontent : " L TRO" ; offset : 12; dept h : 12 ; 
e l a sstype: polic y- v i olation; r ef e r e nce : ur l , doe . emerg i ngt hreat s . ne t / bin/ v i ei.,/Ma i n/2002103; refe r ence : ur l , wvrw . eme r gingt h r ea t s . net / egi- bi n/ evs 11leb . eg i / s i gs / GAMES/ GAMES_Bat tlenet; 
s i d : 2002103; rev :6;) 

#All by Ron Bm.,es . Many t han ks Ro n 

• 
a l ert t ep $HOME_NET any -> $EXTE RNA L_NET 6112 (msg: " ET GAMES Ba t tle . net Di a b l o 2 l og i n" ; flow:esta blis hed , t o_se r ve r; cont e nt : "I ff 50 1 " ; de pth: 2; cont e nt : "V02D" ; offset ; 12; de pth; 12; 
e l a ss t ype : policy-v i ol ation; r ef e r e nce: ur l ,doe . eme r g i ngt hreat s . net / bi n/v i ew/ Main/ 2002104; r efe r e nc e: ur l , iwrw . emerg i ngt h r ea t s. ne t / egi- bi n/ evsweb . egi/ s i gs / GAMES/ GAMES_Battlenet; 
s i d : 2002104; rev :6;) 

#All by Ron Bowes . Many t ha nks Ro n 

• 
a l e rt tc p $HOM.E_NET any - > $EXTERNAL_NE T 6112 (msg: " ET GAMES Battle . net Oi a b l o 2 Lord of Dest r ue tion l og in" ; flow: est ablishe d , t o_ se r ver; cont e nt : " I FF 50 1 "; dept h : 2; c ont ent : " PX2D"; 
offset: 12; dept h : 12; e l ass t ype: policy - vio l ation; r efer ence : ur l ,doe. e me rg ingthrea ts . ne t / bi n/v i e,.,/Mai n/2002105; r efe r ence: ur l , llMW . e me r g ingthrea ts . ne t / e g i -
b i n/ cvs \.,eb . cgi / sigs/ GAM ES/ GAMES_Battlenet; s i d: 2002105; r ev : 6; ) 

#All by Ron Bowes . Many t ha nks Ron 

• 
a l ert t ep $HOME_NET any - > $EXTERNA L_NET 6112 (msg: " ET GAME5 Battle . net ~/a re r aft 2 l og in " ; flow: estab li shed, t o_se r ver; con tent: " I ff 50 I" ; de pth : 2; eont e nt: " NB2W" ; off se t : 12; dept h :1 2; 
e l a ss t ype : policy- v i olation; r ef erence : ur l , doc . eme r g i ngth r ea t s. ne t / bi n/v iew/Ma in/2002106; r ef e r e nce: ur l , wvrw . eme rg i ngt h r ea t s. net / cgi-bi n/ cvsweb , eg i / s i gs / GAMES/ GAMES_Battlenet ; 
s i d : 2002106; r ev :6; ) 

#All by Ron Bm.,es . Many t han ks Ro n 

• 
a l ert te p $HOME_NET an y -> $EXTERNA L_NET 6112 (msg: " ET GA/'1ES Battle. net Wa re r aft 3 l og i n" ; fl ow:establi shed , t o_se r ve r ; con tent: " IFF 50 1" ; de pth :2 ; eontent:"3RAW" ; offset :12; dept h : 12; 
e lass t ype: polic y- v i olation; ref e r ence: ur l , doc . emerg i ngt h r ea t s . ne t / bi n/v i e,.,/Main/2002107; ref e re nce: ur l , wvrw . eme rgingt hreats . net / egi- b i n/ evsweb. cg i / s i gs / GAMES/ GAMES_Bat tlenet ; 
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s i d : 2002107; r ev : 6; ) 

#All by Ron Bowes . Ma ny t ha nks Ro n 

• 
a l e r t t cp $HOME_N ET a ny - > $ EXTE RNA L_NET 6112 (msg : " ET GAMES Batt l e. net 1,Jarc r aft 3 The Frozen th r one l ogin" ; flow:est ablis hed , to_se r ve r ; cont e nt : " I FF 50 1" ; depth :2; content : "PX3H" ; 
off set : 12; de pt h : 12; c l asst ype : po l icy-vio l at ion; r efe r ence : ur l , doc. eme r g ingth r eat s . ne t / bi n/v i ew/Main/2002108; r efe r ence: ur 1, www . e me r g ingt h r eats . ne t / cgi-
bin/ cvsweb . cg i / sigs/ GAMES/ GAMES_Bat tle ne t ; sid : 2002108; rev : 7 ; ) 

#All by Ron Bowes . Ha ny t ha nks Ro n 

• 
a l e r t t cp $ EXTERNAL_NET 6112 - > $HOME_NET any (msg:" ET GAMES Batt l e. net o ld game ve r sion" ; flow:est a bli she d ,from_serve r ; cont e nt : " I FF 51 1"; de pt h : 2; content : " 100 01 00 00 1" ; offset : 4 ; 
depth : 4; c l ass t ype: po licy- vio l a tion; r e f erence: u r 1, doc . eme r gi ngth r eats . net / bin /v i ei\!/Ma in / 2002109; r e f e r ence: ur l , 't'M'i . eme r gingthr ea t s . net / cgi- bi n/ cvsweb . cg i / s igs/ GAM ES/ GAMES_Ba t tl ene t ; 
s i d :2002 109; r ev :6; ) 

#All by Ron B0\..-es . Ha ny t ha nks Ro n 

• 
a l e r t t cp $ EXTERNAL_ NET 6112 - > $HOM E_NET any (msg : " ET GAMES Batt l e . net i nva lid ve r s i o n"; flow:establis hed , f r om_se r ve r ; co ntent: " I FF 51 08 00 01 01 00 00 ( " ; class t ype : policy-vio l ation ; 
r e f e r e nce: u r l , doc . emergingth reats, net / bin/v i ew/Main/ 2002110; r e f e r ence : ur 1 , www . eme r g i ngt hr eats. ne t / cg i - bin / c vs L\!eb . cgi / s i gs / GAMES / GAME S_Batt l enet ; s i d : 2002110; r e v : 5; ) 

#All by Ron Bm..-es . Ha ny t ha nks Ron 

• 
a l e r t t cp $ EXTERNAL_ NET 6112 - > $HOM E_NET any (msg : " ET GAMES Batt l e . net i nva lid cdkey" ; f101,,i :es t a bli s hed , from_se r ve r ; co nt e nt:" IFF 51 09 00 00 02 00 00 1" ; classt ype: policy-v i o l ation; 
ref e r e nce: u r l , doc . eme r gingth reats, net / bin/v i ew/Main/ 2002111 ; r e f e r ence : ur l , WWL'i . eme r g i ngth r eats. ne t / cg i - b i n / c vsL\!eb . cgi / s i gs / GAM ES/ GAME S_Batt l enet ; s i d : 200 2111 ; r e v : 5; ) 

#All by Ron Bm..-es . Ha ny t ha nks Ron 

• 
a l e r t t cp $EXTERNAL_NET 6112 - > $HOME_NET any (msg : " ET GAMES Batt l e . net c dkey i n use"; flow:est a blished, from_se r ve r ; cont ent: " I FF 51 1 " ; dept h : 2; co nt ent : " 101 02 00 00 1 " ; off se t :4; 
depth : 4 ; c l asst ype: po licy-v io l at i on; r e f e r e nce : u r 1, doc. eme r gi ngth r eats . net / b in /v i ew/Main/2002112; r efe r e nce: u r l , ~M..- . e me r g i ngthr ea t s . net / cgi - bi n/ cvsweb . cgi / s i gs/ GAM ES/ GAMES_Battle net; 
s i d :2002 112; r ev :6; ) 

#All by Ron Bm..-es . Ha ny t ha nks Ron 

• 
a l e r t t cp $EXTE RNAL_NET 6112 - > $HOME_NET any (msg: " ET GAMES Ba t t l e. net ba nn ed key" ; fl ow:established , from_serve r ; content : '' I FF 51 09 00 02 02 00 00 1" ; classtype : policy- vio l ation; 
refe r e nce: u r l , doc . eme r gingth reats . net / bin/v iew/Main/ 2002113; r e f e r ence : ur l , www . eme r g i ngt hr eats. net/ cg i - b i n / c vs L\!eb . cgi / s i gs / GAMES/ GAMES_Batt l enet ; s i d : 200 2113; r e v : S; ) 

#All by Ron Bowes . Ha ny t ha nks Ro n 

• 
a l e r t t cp $EXTERNAL_ NET 6112 - > $HOME_NET any (msg: " ET GAMES Ba t t l e. net vir ong pr odu ct " ; flovi :es t abli s hed, from_ serve r ; content : " IFF 51 09 00 03 0 2 00 00 1" ; classt y pe: policy -v i o l atio n; 
ref e r e nce : u r l , doc . eme r gingth reat s . net / bin/v i ew/Ma i n/ 2002114; r e f e r ence : ur l , www . eme r g ingth r eats. ne t / cg i - b i n / c vs 1..-eb . cgi / s i gs / GAMES/ GAMES_Batt l enet ; s i d : 200 2114; r e v : 5; ) 

#All by Ron Bowes . Ha ny t ha nks Ro n 

• 
a l ert t cp $ EXTERNAL_NET 6112 - > $HOME_NET any (msg: " ET GAMES Battle. net f a il ed account l og in (OLS) wr ong passwo rd "; flow:est a blished,from_ se r ver ; cont e nt:" IFF 3A 0B 00 02 00 00 00 1" ; 
c l ass t ype : polic y- v i ol ation; r e f e r e nce : ur l , doc . eme r g i ngt hr ea t s . net / bi n/v i ew/ Mai n/ 200 2115; r e f e r e nce: ur l , 1wm . eme r g ingt h r ea t s . net / cgi- b i n/ c vs 1,,l eb . cg i / s i gs / GAMES/ GAMES_Battle net ; 
s i d :2002 115; r ev :6; ) 

#All by Ron B0\..-es . Ha ny t ha nks Ron 

• 
a l e r t t cp $EXTERNAL_ NET 6112 - > $HOM E_NET any (msg : " ET GAMES Batt l e. net f a iled a ccount l og in ( NL S) wr ong pass\..,o rd"; flow:established,from_se r ver ; content:" IFF 54 lC 00 02 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 1 "; c l asstype : polic y -v i o l a t ion; r ef e r e nce: url , doc .eme r gi ngt hr eats . ne t / b i n/v i ew/Ma i n/2002116; 
ref e r e nce : u r l , MoJ\\! . emergingth reats . net/ cgi - bin / cvs 1>Jeb . cgi / s i gs / GAMES/ GAM ES_Batt l e net ; s i d : 2002 116 ; r ev : 6; ) 

#All by Ron Bowes . Ma ny t ha nks Ro n 

• 
a l e r t t cp $ EXTERNAL_ NET 6112 - > $HOME_NET any (msg : " ET GAMES Bat t l e. net connect i on r ese t ( poss ib l e I P- Ba n) " ; flags: R, 12; cla sstype : po licy- v i o l a tio n; 
ref e r e nce : u r l , doc . eme r gingth reats . net / bin/v i ew/Main/ 2002117; r e f erence : ur 1 , MoJ\'l . eme r g i ngt hr eats. ne t / cgi -bin / c vs web . cgi / s i gs / GAM ES / GAMES_Battlenet ; s i d : 200 2117; r e v : 6 ; ) 

#All by Ron Bm ... es . Ma ny t ha nks Ro n 

• 
a l e r t tc p $ EXTERNAL_ NET 6112 - > $HOME_NET any (msg : " ET GAMES Batt l e. net use r i n cha nne l "; flow:establis hed , from_se r ve r ; co ntent:" I FF 0 F I" ; dept h : 2; content : " 101 00 00 00 1"; offset: 4; 
depth : 4 ; c l asst ype: policy- vio l a tion; r e f e r e nce : u r 1, doc. eme r gi ngth r eats . net / bin /v i ew/Ma i n/ 2002118; r e f e r e nce: u r 1, ~M'i . eme r g ingthr ea t s . ne t / cgi- bi n/ cvsweb . cg i / s igs/ GAM ES/ GAMES_Battle ne t ; 
s i d :2002 118; r ev :6; ) 

#All by Ron Bowes . Ha ny t ha nks Ro n 

• 
a l e r t t cp $EXTE RNAL_ NET 6112 - > $HOME_NET any (msg: " ET GAMES Battle . net us e r joi ned cha nne l " ; fl ow:est a blis hed , from_se r ve r ; cont ent : " I FF 0 F I" ; de pt h : 2; co ntent : ., 102 00 00 00 1 "; 
off set :4 ; de pt h :4; c l a sstype : po licy- v i ol at i o n; ref e r e nce : u r l , doc . eme rgingth r ea t s. net/ bin /view/Main/ 2002140; ref e r e nce : ur l , 1\11\!W . eme rgingth r ea t s . net/ cgi -
b i n/ cvsweb. cg i / sigs/ GAMES/ GAMES_Bat tle net; sid : 2002140; r ev : 5; ) 

#All by Ron Bm..-es . Ma ny t ha nks Ron 

• 
a l ert t cp $ EXTERNAL_ NET 6112 - > $HOME_NET any (msg : " ET GAMES Bat t l e. net use r l e f t chan ne l " ; flow:est a blished , from_serve r ; content : " I FF 0F I"; depth : 2; content: " 103 00 00 00 1" ; off set :4 ; 
depth : 4 ; c l asst ype: po licy- vio l a tion; r e f e r e nce: url , doc . eme r gi ngth r eats . net / b i n/v i ew/Ma in /200 2141 ; r e f e r ence: u r l , WWl'i . e me r gingthr eats. net / cgi- bi n/ cvsweb. cg i / s igs/ GAM ES/ GAMES_Battle ne t; 
s i d :2002141 ; r ev : 5; ) 

#All by Ron Bowes . Ha ny t ha nks Ro n 

• 
a l ert t cp $ EXTERNAL_ NET 6112 - > $HOME_NET any (msg : " ET GAMES Bat t l e. net r ece i ved whi s pe r message " ; fl O\..- : es t a blished ,from_se r ve r ; cont e nt : " JFF 0F I " ; depth : 2 ; content: " 104- 00 00 00 1" ; 
off set :4 ; de pt h :4; cla sstype : policy-vio l a tio n; ref e r e nce : u r l , doc . eme rgingt h r ea t s. net / bi n/view/Main/ 2002142; ref e r e nce: ur l, 1\IWW . emergingth r eat s . ne t / cgi -
b i n/ cvs \'ieb . cg i / sigs/ GAMES/ GAMES_Batt l e ne t ; sid : 2002142; r ev : S; ) 

#All by Ron Bowes . Ha ny t ha nks Ron 

• 
a l ert t cp $ EXTERNAL_NET 6112 - > $HOME_NET any (msg : " ET GAMES Ba t t l e . net r ece i ved se r ve r br oadcas t " ; floL,i : est a bli s he d , from_se r ve r ; content : " I FF 0 F I" ; de pt h : 2; con tent : " 106 00 00 00 1" ; 
off set :4; de pt h :4; c l a sstype : po licy- v i ol a tio n; ref e r e nce : u r l , doc . eme r g i ngt h r ea t s. net/ bin /v i ew/Ma i n/ 2002143; r e f e r e nce : u r l , loJ\\!W . eme rgingth r ea t s . ne t / cgi -
bin/ cvsweb . cg i / sigs/ GAMES/ GAMES_Bat tle net; sid : 2002143; r ev : 5 ; ) 

# All by Ron BO\..,es . Ma ny t ha nks Ron 

• 
a l e r t t cp $EXTERNAL_ NET 6112 - > $HOM E_NET any (msg : " ET GAMES Bat t l e . net joi ned c ha nne l "; flow: established , from_se r ver ; co nt ent : " IFF 0 FI"; de pth : 2 ; co nt e nt : " 107 00 00 00 1"; offset:4; 
depth: 4 ; e l asst ype: po licy-vio l a tion; r e f e r e nce; url , doc . eme r gi ngth r eats . net / b in /v i ew/Ma in /200 2144; r e f e r ence: u r l , www . eme r g i ngth r ea t s. net / cgi- bi n/ cvsv,eb. cg i / s i gs/ GAM ES/ GAMES_Ba t tle ne t ; 
s i d :2002144; r ev : 5; ) 

#All by Ron BO\Yes . Ha ny t ha nks Ro n 

• 
a l e r t t cp $ EXTERNAL_ NET 6112 - > $HOME_NET any (msg : " ET GAMES Bat t l e . net use r ha d a flags upda t e " ; flow: es t ab li shed , from_se r ve r ; cont e nt : " I FF 0 F I"; de pt h : 2; content : " 109 00 00 00 1 " ; 
off set :4 ; de pt h : 4 ; c l a sstype : policy- v i o l a tio n; ref e r e nce : u r l , doc . eme rgingt h r ea t s. net / bin /v i ew/Ma i n/ 2002145; ref e r e nce: ur l , L,JW\>l . eme rgingth r eat s . ne t / cgi • 
b i n/ cvs \'ie b . cgi / sigs/ GAMES/ GAMES_Bat t l e ne t ; sid : 2002145 ; rev : 5; ) 

#All by Ron BO\..,es . Ha ny t ha nks Ro n 

• 
a l e r t t cp $ EXTE RNAL_NET 6112 - > $HOM E_NET any (msg : " ET GAMES Ba t t l e . net s enta wh i spe r " ; flow: e s t ablished , fr om_se r ver ; co nt ent: " IFF 0 FI"; de pth : 2. ; co nt e nt : " l0a 00 00 00 1"; offset: 4; 
depth : 4 ; c l asst ype: po licy- vio l a tion; r e f e r e nce : u r l , doc. eme r gi ngth r eats . net / bin /v i ei\!/Ma in /2002146; r e f e r ence : ur l , tMW . e me r gingthr ea t s . net / cgi- bi n/ cvsweb . cg i / s igs/ GAM ES/ GAMES_ Ba t tl ene t ; 
s i d :2002146; r ev : 5; ) 

#All by Ron BO\Yes . Ma ny t ha nks Ron 

• 
a l e r t t cp $EXTE RNAL_ NET 6112 - > $HOM E_NET any (msg : " ET GAMES Bat t l e. net c ha nne l fu ll"; f101\! :est a b l i s hed , fr om_se r ve r ; cont e nt: " IFF 0 FI " ; dept h :2; co nt ent: " l0 d 00 00 00 1"; off se t : 4 ; 
dept h : 4 ; e l a sst ype: policy- vio l a tion; r e f e r e nce : url , doc . eme r gi ngth r eats . net / b i n/v i ew/Ma in / 2002147; r e f e r e nce: u r 1, tMW . eme r gingt hr ea t s . net / cgi- bi n/ cvsweb. cg i / s i gs/ GAM ES/ GAMES_Ba t tl ene t ; 
s i d :2002147; r ev : 5; ) 

#All by Ron 80\Ye s . Ha ny t ha nks Ro n 

• 
a l e r t t cp $ EXTE RNAL_NET 6112 - > $HOME_NET any (msg : " ET GAMES Battle. net c ha nne l does n ' t ex i s t " ; flow:est ablis he d , from_se r ve r ; co nt ent : " IFF 0 FI"; de pth :2; co ntent : " l0e 00 00 00 1"; 
offset :4 ; de pt h :4; c l a sstype : policy- v i o l a tio n; ref e r e nce : u r l , doc . eme rgingt h r ea t s . net / bin /v i ew/Main/ 2002148; ref e r e nce: ur l , l,JW\>l . eme rgingth r e a t s . net/ cgi -
b i n/ cvs \'ieb . cgi / sigs/ GAMES/ GAM ES_Bat tle net; sid : 2002148 ; r ev : 5; ) 

#All by Ron Bm..-es . Ha ny t ha nks Ron 
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# 

a l e r t tc p $ EXTE RNAL_ NET 6112 - > $HOME_NET any (msg: "ET GANES Batt l e. net c ha nne l is restricted"; flow: es tablishe d , from_se r ver; co ntent : " I FF 0 F I"; de pt h : 2; co ntent : "I 0f 00 00 00 1 " ; 
off set :4 ; de pt h :4; c l a sstype: policy- v i o l ation; r ef e r e nce : u r 1, doc. eme rgingt h r ea t s. net/ bin /vi ew/Main/ 2002149; r e f e r e nce: u r l , www . emergi ngt h reats. net/ cgi -
bin/ cvS\'fe b . cg i / sigs/ GAMES/ GAMES_ Bat tlene t ; sid : 2002149 j rev : 5; ) 

#All by Ron Bowes . Ma ny t ha nks Ro n 

• 
a l e r t tc p $ EXTERNAL_ NET 6112 - > $HOME_NE T any (msg: " ET GAMES Batt l e . net i nfor ma t i ona l message"; flow: establis he d , from_ se r ver; co ntent: " IFF 0 F I " ; de pth :2; co ntent : " 112 00 00 00 1" ; 
off set :4 ; de pt h : 4 ; c la sst y pe : policy- v i o l a t i o n ; r ef e r e nce : u r l , doc . eme r gingt h rea t s . net/ bin /view/Main/ 2002150 ; ref e r e nce: ur l , M>JW . emergingt h reat s . net/ cgi • 
b i n/ cvswe b . cgi / sigs/ GAMES/ GAMES_ Bat tlene t ; sid : 2002150; rev : 5; ) 

#All by Ron Bm'ies . Ma ny t ha nks Ron 

• 
a l ert tc p $ EXTE RNAL_NET 6112 - > $HOME_NET any (msg : "ET GAME5 Batt l e. net e r ro r message" ; flow:est a blished , from_se r ve r ; co nte nt : " IFF 0 F I " ; dept h : 2 ; cont e nt:" 113 00 00 00 1" ; off se t : 4 ; 
depth : 4 ; c l asst ype: po licy - v i o lat i on ; r eference : u r l , doc . eme r gi ngth r eats . net / bin /v i ei"/Ma in / 2002151; r e fe r ence: u r l , WWI". eme r gingthr eats . ne t / cgi- bi n/ cvsweb . cg i / s igs/ GN-1 ES/ GAMES_Batt l enet ; 
s i d :2002151 ; r ev : 5; ) 

#All by Ron Bowes . Ma ny t ha nks Ron 

• 
a l ert tc p $ EXTE RNAL_ NET 6112 - > $HOME_NET any (msg:" ET GAMES Batt l e. net 'emote' 111essage" ; flow:establis hed ,f r om_se r ver; co ntent:" I FF 0 F I" ; de pt h : 2; conten t: " 117 00 00 00 1"; off set:4; 
depth : 4 ; e l asst ype: po licy - v iolation; re ference : url , doc. eme r gi ngth r eats . n et / bin /v i ew/Ma in / 200 2152; re fere nce: u r 1 , WWl'i . eme r gingthr eats. ne t / cg i- bi n/ cvsweb . cgi / s igs / G.AM ES/GAMES_Ba t tl e ne t ; 
s i d:20021 52; r ev : 5; ) 

#All by Ron Bowes . Ma ny t ha nks Ro n 

• 
a l e r t t cp $HOME_NET a ny - > $EXTE RNA L_NET 6112 (msg: " ET GAMES Battle . net o ut going c hat message " ; flow: establis hed , t o_se r v e r ; cont ent : " I FF 0 E I " ; de pt h : 2; c l asstype : policy - v i o l a tion; 
ref e r e nce : u r l , doc . eme rgi ngt h reats . net / bi n/v iew/Ma i n/20021 19 ; r e f erence : ur 1 , www . eme r gingt hr eats. net/ cgi - b in / cvs web . cgi / s igs / GAMES / GAMES_Ba t t lenet ; s id : 2002119; r e v : 6; ) 

# l.Jor l d of Wa r craf t r ul es , though wr itten by Ron , a r e thanks t o inf ormatio n from J ustin ( Use r l ose r ) 
#upda t ed from i nfo from Ad am Ell i son. New pac kets sta r t 1"ith 00 06, not j ust 00 02 . 

• 
a l ert t cp $HOME_NET a ny - > $EXTE RNA L_NET 3724 (msg :" ET GAMES \-Jo rld of I.Ja r craf t connect i on" ; flow:establish ed , t o_se r ver; co nt e nt:" 100 1" ; dept h : 1 ; cont ent: " 125 00 IWoHl00 ]" ; d is t ance: 1 ; 
wi thin : 7 ; class t ype : policy- v i o l at ion; r efe r e nce: ur l , d oc . eme r g i ngthr eats . net/ b i n/vi elll/Ma i n/ 2002138; ref erence: u r l , wi""" . emerg i ngthr e ats . net / cgi- bi n/ c vsweb . cgi / s igs / GAMES / G.AM ES_ Bat t l ene t ; 
sid: 2002138; r e v :9; ) 

#l.Jo r l d of Wa r craf t r ul es , though wr itten by Ron , a re thanks t o i nf ormat i o n from J us tin ( Userlose r ) 
#upda t ed from i nfo from Adam Ell ison. Ne\'i pac ke t s start 1"it h 00 06, not j us t 00 02 . 

• 
a l ert tc p $ EXTERNAL_ NET 3724 - > $HOME_NE T any (msg: " ET GAMES \-Jo r l d of I.Ja r cra f t f a iled l ogon"; fl m" : established, fr om_se r v e r ; cont ent: " 101 0A I "; de pt h : 2; classtype : policy-v i o la t ion ; 
r e f e r e nce: u r l , doc eme r gingt h reats. net / bi n/v iew/Main/ 20021 39 ; ref e r ence : ur 1 , www . eme r gingt hr eats. net/ cg i - b i n/c vs web . cgi / s igs / GAMES / GAMES_Batt l enet ; s i d : 2002139; r e v : 5; ) 

# Guild wa r s r ues, aga i n wri tten by Ron , ar e t han ks t o i nf o r ma tion from Ian ( Ram i ) 
# 

a l ert tc p $HOME_NET a ny - > $EXTE RNA L_NET 6112 (msg : " ET GAMES Guild \-Ja r s connect i on" ; flow:establishe d , t o_se r ve r ; co nt e nt: " 101 00 00 00 00 Fl 00 10 00 01 00 00 00 00 00 00 00 00 00 00 
00 I "; c l as s t y pe: po l i cy-v i o l ation; r e f e r ence : url , doc. eme r g i ngt h r ea t s . net / bi n/v iew/Ma i n/2002154 ; r ef e r e nce: ur 1 , LWNI . emergingthr ea t s. net / cgi-b i n/ cvswe b . cg i / s igs / GAMES / GAMES_Batt l enet; 
s i d: 20021 54 ; r ev : 5; ) 

#Guild wa r s r ue s , aga i n wri tte n by Ron , are t han ks t o i nf orma tion f r om Ian ( Ram i ) 

• 
a l e r t t cp $ EXTERNAL_ NET 6112 - > $HOME_NET any (msg : "ET GAMES Batt l e . net i ncoming c hat message"; flow: establis he d , fr om_se r ve r; co nt ent:" I fF 0 F I "; de pth : 2 ; co ntent : " I 05 00 00 00 1 " ; 
off set :4 ; de pt h :4; cla sst ype : policy- v i o l a tion; r ef e r e nce: u r l , dcc . eme r gingt h rea t s . net/ bin /view/Ma in/ 2002170; ref e r e nce : ur l , L>NNl . emergingt h r eat s . ne t / cgi • 
b i n/ cvs \'ie b . cg i / sigs/ GAMES/ GAMES_ Bat tlene t ; sid : 2002170; r ev : 5; ) 

#by J ason L-ra llace . Det e cts bliz za r d game upda tes , p2 p traff i c may follow for downl oads f rom blizza r d 

• 
a l ert t cp $HOME_NET a ny - > $ EXTE RNA L_NE T a ny (msg : " ET GAMES Bl iz.za r d Down l oader" ; flow: establi shed , t o_serve r ; cont e nt : "Us e r -Age nt l 3a l Bliz.z a r d Downl oade r "; nocase; classtype : po licy -
v i o l a t i on; r eference: url , t.rww . L\lo r ldof L\la r cra f t . com/ i nf o/ fa q/ bliz za r ddm'in l oa de r . ht ml ; r e f e r e nce: ur l , do c. emerg ingt h re at s. net / b in/v ie\'i/Main/ 2002855 ; 
r e f erence : u r l , www . eme r g i ngt h reats. net / cgi - bin / cvs 1\leb . cgi / s igs / GAMES/ GAMES_Bl i z za r d ; s i d : 200 2855 ; r ev : 7; ) 

# by Blake Ha r tste i n of Dema r c 

• 
a l e r t tc p $EXTE RNAL_ NET a ny - > $1iOME_N ET $HTTP _ PORTS (msg: "' ET GAMES Pun kB uster Serve r webkey Buf f e r OVe r fl ow" ; fl ow: establi shed , to_se r v er ; u r i content : " / pbsvweb" ; nocase; 
content : "web key,., "; nocase ; i sdat a at : 500, r e lat i ve; pere: "/" [ " & \ n ]{ 500}/ R" ; class t ype: at t empted-admin ; r e f erenc e : ur 1 , a l u igi. alte r v i sta .o r g/ adv/ pbl-.e bbof -adv . txt ; 
ref e r e nce : u r l , doc . eme rgi ngt h r eat s . net / 2002947; r e f e r ence : ur 1 , M""" · eme r gingthreats . net/ cgi - b in/ cvs web . cgi / s igs / \-JEB/WEB_ Pun kbu ster; sid: 2002947; r e v : 4; ) 

#By Ro n lago 

• 
a l e r t ud p $HOME_NET a ny - > $EXTE RNA L_NET 27015 (msg: " ET GAMES Steam connec t i on" ; content ; "getcha lle ngesteam" ; classtype : policy-v i olatio n ; 
ref e r e nce : u r l , doc . eme rgi ngt h reats . net / bi n/v iew/Ma in/ 20021 55; r e f erence : ur 1 , M""" · eme r gingt hreat s . net/ cgi - b i n/cvs web . cgi / s igs / GAM ES/ GAMES_St eam; s id : 20021 55; r ev : 4; ) 

# by Sea n Calis ta 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_ NET 27020 : 27050 (msg: " ET GAMES STEAM Connect i on (v2 ) " ; flow:establish ed , to_se r ve r ; co ntent: "I 00 00 00 03 I " ; ds i ze: 4 ; classty pe: policy- v i o l ation; 
ref e r e nce : u r l , doc . emergingt h reats . net/ bi n/v iew/Main/ 2003089 ; r e f erence : ur 1 , wwi." . eme r gingt hr eats. net/ cgi - b i n / cVSL\leb . cgi / s igs / GAMES / GAMES_St eam; sid : 2003089; r ev : 4; ) 

# by Phil ipp Se i de l 

• 
a l ert ud p $HOME_ NET 1024: -> $ EXTERNAL_NET 1024 : ( msg : "ET GAMES Tea mSpeak3 Connec t " ; co nt e nt : " 100 00 00 00 0 2 9d 74 Sb 45 aa 7b ef b9 9e f e ad 08 19 ba cf 41 e0 16 a2 1" ; off se t : 8 ; 
depth : 24 ; classtype ! po licy - v i o lation ; re f erence : u r 1, teams pea k . com; r ef e r e nce: u r 1 , doc . eme r gingth reat s . net / 20117 33; r ef e r e nce: u r 1 , WI\IN . emerg i ngthr eats. net / cg i -
b i n/ cvs \'ieb . cg i / sigs/ GAM ES/ GAMES_ Tea mSpea k ; sid : 2011733; r ev : 3 ; ) 

#by Phil ipp Se i de l 

• 
a l ert ud p $HOME_NET 1024 : - > $EXTE RNAL_NET 1024 : ( ms g: "ET GAMES TeamSpeak2 Connection/ Logi n" ; content : " l f 4 be 03 00 1 " ; d e pth : 4 ; classty pe : policy-v i olation ; ref erence : url , t eams pea k . com; 
r e f e r e nce: url , dc c . eme r gingth reats . net / 2011734; r e f e r ence : ur l , M""" · eme r g ingth r eats. net/ cgi- b in/ cvs L"eb. cgi / s igs / GAMES/ GAMES_ TeamSpea k ; sid : 2011 734; r e v : 3; ) 

#by Phil i pp Seidel 

• 
a l e r t ud p $HOME_ NET 10 24 : - > $ EXTERNAL_NET 1024 : ( msg: "ET GAMES TeamSpeak2 Conne ction/ Login Re pl ay " ; cont ent : " l f 4 be 04 00 [ " ; d ep-th : 4; classty pe : policy-v i olation ; 
ref e r e nce: url , t eamspea k . com; r ef e r e nc e : ur l , do c . eme r gingt hr ea t s . net / 2011735; ref e r e nce: ur l , 1wM . eme r gingth reat s . net / cgi - bin/ c vs v,e b . cg i / s i gs / GAMES/ GAMES_ TeamSpeak ; sid : 2011735 ; r ev : 3; ) 

# be ca r ef u l with t he f ollowing b10 r u les , t hey produce at l east 1 a l e rt pe r second on a n activ e TeamS peak 2 connec t i on 

• 
a l e r t udp $HOME_ NET 1024 : - > $ EXTERNAL_NET 1024 : ( ms g : "ET GAMES Tea mSpeak2 Conne ction/ Ping"; cont ent : " l f 4 be 01 00 j "; de pth : 4; thr e shold: t ype limit , count 1 , second s 300, trac k by_src; 
c l ass t ype: po l i cy - v io l ation; ref e r e nce : ur l , teams pea k . com; r efe r e nce : ur l , doc . eme r gi ngth r eat s . ne t / 2011736; re f e r ence: url , WltfW . eme r gingth r e a ts . net / cgi-
bin/ cvsweb . cgi / sigs/ GAMES/ GAMES_ TeamSpea k ; sid : 2011736; r ev ; 3; ) 

# be ca r ef u l with t he f ollowing t\>10 r u l es, t hey pr oduce at l east 1 a l e r t pe r second on a n activ e TeamS peak 2 connec t ion 
# 

a l ert ud p $HOME_NET 10 24 : - > $EXTERNAL_NET 1024 : ( msg : "ET GAMES TeamSpeak2 Connect i on/ Ping Re ply "; co ntent:" l f 4 be 02 00 1"; dep th : 4; t hr es ho ld :type limi t , count 1 , second s 300 , trac k 
by _s r c; c l asstype : policy- v i olat ion ; r ef e r e nc e : ur 1 , teams peak. com; r ef e r e nce: u r 1 , d oc . eme r gi ngth r eats . net/ 2011737 ; r ef e r e nce ; u r l , www . eme r gi ngt h r ea t s . net / cgi-
bin/ cvS\'fe b . cg i / sigs/ GAM ES / GAMES_ TeamSpeak; sid : 2011737; r ev : 3; ) 

# be ca re f u l with t he following t wo r u l es, t hey produce a t l east 1 a l e r t pe r second on a n activ e Tea mSpeak 2 connection 

• 
a l ert tc p $HOME_ NET 10 24: -> $ EXTERNAL_NET 1024 : ( msg : "ET GAMES Tea mSpeak2 Sta nda r d/ Logi n Part 2"; co nt e nt : " l f 0 be 05 00 1" ; de pth : 4; classtype: po licy- v i o l a t i on ; 
ref e r e nce : u r 1 , t eams pea k . com; r ef e rence : url , doc . eme r gingthr ea t s . net /2011738; r e f e r e nce : ur l, IWJW . eme r gingt h r e at s . net / c gi - bin/ c vs ~1e b . cg i / sigs / GAMES/ GAMES_ TeamS peak ; s i d : 2011738; r ev : 3; ) 

#be ca r ef u l with t he following t wo r u les, t he y produce a t l east 1 a l e rt per second on a n ac tiv e TeamS peak 2 connection 

• 
a l e r t ud p $HOME_ NET 1024: -> $ EXTERNAL_NET 1024 : ( msg : "ET GAMES Tea mSpeak2 Standa r d/ Cha nnel Lis t "; co nt e nt : " l f 0 be 06 00 1" ; de pth : 4 ; classtype: po licy- v io l at i on ; 
r e f e r e nce : ur 1, teams pea k . com; ref e r e nce : ur l , doc. eme r gingt hr ea t s . net /2011739; r e f e r e nce : url , ........ ,.,, . eme rg i ngth r e at s . net / cgi -bin/ c vswe b . cg i / sigs / GAMES/ GAMES_ T eamS pea k ; sid : 2011739; r ev : 3; ) 

# be ca r ef u l wi th t he f ollowing t wo r u l es, t he y produce at l east 1 a l e rt pe r second on a n activ e TeamSpeak 2 connection 

• 
a l e r t ud p $HOME_NET 10 24 : -> $ EXTE RNAL_NET 1024 : ( msg : "ET GAMES Te amSpea k2 Standa rd / Playe r Lis t " ; cont e nt : " l f 0 be 07 00 1" ; depth :4 ; c l a sstype : policy -v i o l a tion ; 
ref e r e nce : u r 1 , t eams pea k . com; ref e r ence : ur l , doc . emerg i ngt hr ea t s . net /2011740; ref e r e nce: ur 1 , IWM . emergi ngth r e at s . net / cgi - b i n/ c vs v,e b . cgi/ sigs / GAMES/ GAMES_ T e amS pea k ; sid : 2011740 ; r ev : 3; ) 
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# be carefu l with t he fo llowi ng t wo r ules, t he y pr oduce at least 1 a l e rt pe r second on an active TeamSpeak 2 connec t i on 

• 
a l e r t ud p $HOME_NET 10 24: - > $EXTERNA L_NET 1024 : ( msg:"ET GAMES TeamS pea k2 Standar d/ Login End" ; content : " lf0 be 08 00 1"; de pt h : 4 ; classtype : policy-v i ol a tion ; 
ref e r e nce : url , t eamspeak . com; r ef e r e nc e: ur l , dc c . eme r g ingth r eat s . net / 2011741 ; ref e r e nc e : ur l , Wl.>IW . emergingthreat s. net / cgi - b i n/ c vswe b . cg i / s i gs / GAM.ES/ GAMES_ TeamSpeak; s i d : 2011741 ; r e v : 3; ) 

#be caref u l wi t h t he fo llowi ng t wo r ules , t hey produc e at leas t 1 a l e rt pe r second on an active TeamSpeak 2 connection 
# 

a l e r t ud p $HOME_NET 1024 : - > $ EXTE RNA L_NET 1024 : ( msg : "ET GAMES Team5 pea k2 Standar d/ New Player Jo i ne d" ; cont ent: " lf0 be 64 00 1" ; de pt h: 4 ; cl asst ype: policy -v i olat i on; 
refer e nce : ur 1 , teamspeak . com; r ef e r ence : ur l , doc . eme r g i ngt hreat s . net /2011742; ref e r e nce: url , 1wM . emerg i ngthreat s . net / cgi - b i n/ c vswe b . cgi/ s i gs / GAM.ES/ GAMES_ TeamSpeak; s i d : 2011742; r e v : 3; ) 

# be ca r e f u l with t he fo llowi ng b ,o r u l es, t hey pr oduce at l east 1 a l ert pe r second on an active Te amSpea k 2 connection 

• 
a l e r t ud p $HOME_NET 10 24: - > $EXTE RNA L_NET 1024 : ( msg : " ET GAMES Team5peak2 Standar d/ Pl ayer Le f t '" ; co ntent:"" l f 0 be 65 00 1"" ; de pt h: 4 ; clas s t ype: policy- vi o l a tion; 
r ef e r e nc e : url , teams pea k . com; ref e r e nce: ur l ,dcc . eme r g ingth r eat s . net / 2011743 ; ref erence: ur l , Wl.>JW . emergingth r e at s . net / cgi - b i n/ c vswe b . cg i / s i gs / GAM.ES/ GAMES_ T e amSpeak ; s i d : 201174 3; r e v : 3; ) 

#be c a r e f u l with t he fo llowi ng tt,o r ules, t he y pr oduce at least 1 a l e rt pe r second on an active TeamSpeak 2 connec t i on 
# 

a l e r t ud p $HOME_NET 1024 : - > $ EXT ERNA L_ NET 1024 : ( ms g : " ET GAMES TeamS peak2 St a ndar d/ Change Sta tu s"; cont e nt : " lf0 be 30 01 ] " ; de pth :4; class t y pe: policy- v i o l ation; 
refere nce : ur 1 , t e amsp ea k . com; r ef e r e nc e: ur l ,dcc . eme r g ingth r eat s . net / 2011744 ; r eference: ur 1 , 1w,w . emergingth r eat s. net / cgi -b i n/ c vswe b . cgi/ s i gs / GAM.ES/ GAMES_ Te amSpeak; s i d : 2011744 ; r e v : 3; ) 

#be ca r efu l with t he f ollowi ng tt,o r ules , t he y pr oduce at least 1 a l e rt pe r second on an active TeamSpeak 2 connection 

• 
a l ert ud p $HOME _NET 1024: - > $ EXT ERNA L_NET 1024 : ( msg: " ET GAMES Team5peak2 Standar d/ Known Player Update"; cont ent: " l f 0 be 68 00 1" ; depth : 4; classty pe: policy- vio l a tion; 
r ef erenc e : ur 1 , teamspeak. com; ref e re nce : ur l , doc . eme rg ingt hreats . net /2011745 ; ref e re nce: url , 1wN1 . eme rg i ngthreat s . net / cgi-b i n/ c vsweb. cgi / s i gs / GAM.ES / GAMES_ TeamSpeak; s i d : 2011745 ; r e v : 3; ) 

# be ca re f u l with t he fo llowi ng t wo r u l es , t hey pr oduce at l eas t 1 a l ert pe r secon d on an active TeamSpea k 2 connection 
# 

a l e r t ud p $HOME_NET 10 24 : - > $EXTERNA L_NET 1024 : ( msg: " ET GAMES TeamS pea k2 St a ndard/ Oi sconnec t " ; cont e nt : " I f0 be 2c 01 I"; dept h : 4 ; e lass t ype: policy -v i o l at i on; 
ref e re nce : ur 1 , teamspeak . com; ref erence: ur l , doc . eme r g i ngth reats . net/2011746; r ef e r e nce: url , WlfM . emerg i ngthreat s . net / cgi - b i n/ c vsweb . cgi/ s i gs / GAMES / GAMES_ TeamSpeak; s i d : 2011746; r e v : 3; ) 

# be ca r e f u l with t he fo llowing t wo r ules , t he y pr oduce at l eas t 1 a l e rt pe r se co nd on an active TeamSpea k 2 connec t i on 

• 
a l e r t ud p $HOME_NET 1024: -> $ EXTE RNA L_NE T 1024 : ( msg : " ET GAMES Team5peak2 ACK'"; content : •· l f l be I '"; de pt h : 2; ds i ze: 16; class t ype: policy-viola tion ; r e ference: url , t eamspeak . com ; 
r ef e r e nc e : url , dcc. emer gingth reats. net /2011747; r e fer e nce: ur 1, www. emergingth r eats, net / cgi - bin/ cvs1,ieb . cg i / s igs / GAME S/ GAMES_ TeamSpeak; sid ; 2011747; r ev : 3; ) 

# by phil i pp se i de l 
# 

a l ert t cp $HOME_NET any - > $ EXTERNA L_NET $HTT P_PORTS (ms g:"ET GAMES Tr a c kMa nia Game La unch" ; f1 01,i : t o_se r ver,establis hed; content : "G ET " ; off se t :0; de pth: 3; 
uricon t e nt : " / on line_game/ l aunche r _i ni t . php ?"; cont en t ! " I 0d 0a I User -Agent I 3a I Game Box"; uri cont ent : "game=" ; uri cont e nt : " lang="; uricontent : "protoco l=" ; u r i co ntent : "d is t ro="; 
u r i con tent : "osdesc="; c la ss t ype : po l i cy- v i o l a t i o n; re f erence: ur l , OJNIW . t r ac kmani a . com; re f e r e nce: ur 1, doc . eme r gi ngth r ea t s . ne t /2011748; ref e rence: ur 1 , v,ww . eme rg i ngt hrea t s . net / cgi­
b i n/ cvsweb . cg i / s i gs / GAM ES/ GAMES_ Tr ac kma ni a; s id : 2011748; r e v : 3; ) 

# by phil i pp s e i de l 
# 

a l e r t tcp $HOME_NET any - > $EXTE RNA L_NET $HTTP_PORTS (msg : " ET GAMES TrackHa nia Game Check far Pa t c h" ; flow: t o_server , establishe d ; content : "GET" ; off set :0; dept h :3; 
uricon t e nt: .. / on line_ga me/ patch . php ?" ; uri content : "game =" ; uri cont en t: " lang=""; uri content : "prot oco l =" ; u r icont e nt : "d i stro="; u r i cont e nt : "osdesc=""; classtype: policy- violation ; 
refere nce : url , h'l>J\'I . t r ackma ni a . com; r ef e r e nce : u r l , doc. eme r gingth reat s . net / 2011749 ; r eferenc e : url , w1"'" . eme r g i ngth r eat s . net / cgi - b i n/ cvs1~e b . cgi / sigs / GAMES/ GAMES_ Tr ac kma nia ; s id : 2011749; 
rev :2 ; ) 

# by phil i pp se i del 

• 
a l e r t t cp $HOME_NET any - > $ EXTERNA L_NET $HTTP_PORTS (msg:" ET GAMES Tr ackHania Request GetConnectionAndGamePa r ams"; flow: t o_se r ve r ,established; cont ent:"POST" ; o f f set :0 ; dept h :4; 
uricon t e nt: .. / on line_ga me/ r equest. ph p" ; conten t : " I 0d 0a J User-Agent I 3a I Game Box" ; content : "< req uest >< name >Ge t Conne c t i onAndG amePara ms </ name >" ; nocase; clas stype : policy-v i o l at i on; 
refer e nce : ur l , h'loJW . trackma ni a .com; r efe r ence: u r l , doc . eme r gingt h reats . net/ 2011750 ; r ef erenc e : u r 1, l'll>J\~ . emerg i ngthr eat s . net/ cgi - bi n/ cvs we b . cgi / sigs / GAMES/ GAJ·1ES_ Tr a c kma nia; s id : 2011750; 
rev :3 ; ) 

# by phil i pp se i de l 

• 
a l e r t t cp $HOME_NET any - > $ EXTERNA L_NET $HTT P_PORTS (msg:"ET GAMES TrackMa nia Req uest Ope nSess i on" ; f101>1 : t o_server ,established ; content:"POST"; off set: 0; dept h: 4 ; 
u rico nt e nt : •• / on line_game/ r equest . php"; conten t : " I 0d 0a J User- Agent I 3a I Game Box"; conten t : "<r eq uest >< name >Ope nSession</ name >"; nocase; c l ass t y pe : policy- v i o la t i on; 
ref erence : ur l , www . t r ac kman i a . com; r ef erence: u r 1 , doc . emerg i ngth r eat s . net / 2011751 ; r efere nce : u r 1, W\oJW .emerg i ngth r eat s. net/ cgi - bi n/ cvs web . cgi / s igs / GAMES / GAJ,1ES_ Trackmania ; s i d : 2011751 ; 
rev :3 ; ) 

#by phil i pp se i de l 
# 

a l e r t t cp $HOME _NET an y - > $ EXTERNA L_NET $HTTP _PORTS (msg : " ET GAMES TrackMa ni a Request Connec t " ; flow: t o_serve r, es t ab l ished; co ntent: " POST " ; nocase; dept h: 5 ; 
urico nt e nt : " / on line_game/ request. php" ; cont en t : "User -Age nt I 3a I Game Box"; cont e nt : " <r eques t >< name>Connec t< / name >" ; nocase; class type : policy-v i o l a t ion; ref e r e nc e : ur l , 1vi.w1 . t r ac km an i a . com; 
r e fere nce : ur l , doc. emer gingth reats. net / 2011752; r efe r e nce: ur 1, h'l'll'I . eme r gingth r eats . net / c g i - bin/ cvs1,ieb . cg i / s igs / GAME 5/ GAMES_ Tr ac kma ni a ; s id : 2011752; r ev : 5 ; ) 

#by phil i pp se i del 
# 

a l e r t t cp $HOME_NET any - > $ EXTERNAL_NET $HTTP _PORTS (msg : "ET GAMES TrackMa nia Req ue st Oi sconnect " ; f1 01,i : t o_serve r , establi s he d; content : " POST" ; off se t : 0; de pt h :4 ; 
urico nt e nt : " / on line_game/ r equest . php" ; conten t : " I 0d 0a J Us e r -Age nt I 3a I Game Box"; cont en t : "< r eq uest><name>Di sconnec t </ name >" ; nocase; class t ype: policy -v i o lation; 
r ef e r e nce: url , h'l>J\'I . t r ac kman i a .com; r efe r e nce : u r l , doc. eme r gingth r eat s . net / 2011753 ; r ef e r ence: url , WL'II~ . eme r gingthr eats. net / cgi - b i n/ cvs1~eb . cgi / sigs/ GAMES / GAMES_ Tr ac kma nia ; s id : 2011753; 
rev :3 ; ) 

#by phil i pp seide l 
# 
a l ert t cp $HOME_NET any - > $EXTE RNA L_NET $HTTP _PORTS (msg : " ET GAMES Tr ac kHania Request Ge t Online Profil e "; fl ow: to_se r ve r , establishe d; content : "POST" ; of f se t : 0; de pth :4; 
u r ico nt e nt : " / on line_ga me/ r equest . ph p" ; cont ent: " I 0d 0a l Us e r -Agent I 3a I Game Box" ; content : "<r eq uest >< name>Ge t Onl i neProf ile</ name >" ; noca se; c lass t ype: pol i cy -v i olat i on; 
refere nce : ur l , h'l>J\'I . t r ac kman i a . com; ref e r e nce : u r l , doc . eme r gingth reat s . net / 2011754 ; r efe r enc e : u r l , l'll'IW . eme r g ingth r eats . net/ cgi - bin/ cvs1~e b . cgi / sigs / GAMES/ GAJ·1ES_ Tr ac kma nia ; s id : 2011754 ; 
rev :3 ; ) 

#by phil i pp se i de l 
# 
a l ert t cp $HOME_NET an y - > $EXTE RNAL_NET $HTT P_PORTS (msg:" ET GAMES Tr a ckHa nia Request Get Budd i es"; fl ow: to_server , establis hed; cont ent : " POST""; off se t :0; de pt h: 4 ; 
uricon t e nt: " / on line_game/ r equest. php" ; content: " I 0d 0a J User-Agent I 3a I Game Box"; content: "< r eq uest >< name >Ge t Bud dies </ name >" ; nocase; c lasstype: policy- vi olat i on; 
r ef e r e nc e : ur l , h'loJW . t r ac kman i a .com ; r eference : u r 1 , doc . emerg i ngth reats . net / 2011755 ; r eference : u r 1, l'IIV\~ . eme r gingthr e at s . net/ cgi -bi n/ c vs we b . cgi / sigs / GAM ES / GAJ·1ES_ Tr ac kma nia ; s i d : 2011755; 
r ev :3 ; ) 

#by phil i pp se i de l 
# 

a l e r t t cp $HOME_NET any - > $EXTERNA L_NET $HTTP_PORTS (msg:" ET GAMES Tr ackMa nia Request SearchNe\" " ; fl ow: t o_se r ve r, establis hed; cont e nt : "POST"; off set :0 ; dept h :4; 
urico nt e nt : .. / on line_game/ r equest . php" ; conten t : " I 0d 0a J Us e r-Agent I 3a I Game Box" ; content : "< req uest><name >Sea rc hNe~l</ name >" ; nocase; e lass t ype ! pol i cy-v io l at i o n; 
r ef e r e nce : ur l , h'loJW . tr ackma ni a .com; r efe r e nce: u r 1, doc. eme r gingth r eat s . net / 2011756 ; r efe r enc e : u r 1, w,.,,.~ .emergi ngthr eat s. net/ cgi - bi n/ cvs i~eb . cgi / sigs/ GAMES/ GAMES_ Tr ackma nia ; s i d : 2011756; 
r ev :3 ; ) 

#by phil i pp se i del 

• 
a l e r t t cp $HOME_NET any - > $ EXTERNA L_NET $HTTP _PORTS (ms g: " ET GAMES TrackHania Request Li veUpdate" ; f1 01,i : t o_serve r , establis hed; content : " POST" ; of f set : 0; de pt h :4 ; 
urico nt e nt : " / on line_game/ r equest. php" ; cont en t : " I 0d 0a J Us e r -Agent I 3a I Game Box" ; content : "<request >< name>L i veUpdate</ name >" ; nocase; clas s t ype : policy - vi o lation; 
r e fere nce : url , h'l>J\'I . tr ac kman i a .com ; r efe r e nce : u r l , doc . eme r gingth reat s. net / 2011757 ; r efe r enc e : u r l, l'll'II" . emerg ingthreats . net/ cgi - bin/ cvs1~e b . cgi / sigs / GAMES/ GAJ'1ES_ Tr ackma nia ; s id : 2011757; 
rev :3 ; ) 

#by phil ipp se i de l 
# 
a l e r t t cp $HOME_NET any - > $ EXTERNA L_N ET $HTT P _PORTS (ms g : " ET GAMES Tr a ckMa nia Ad Re po r t " ; flow : to_se r ve r , established; con t ent : "GET"; offset :0; de pth : 3 ; 
uricon tent : " / on line_game/ a d_ r e po r t . php" ; content: "I 0d 0a IUser- Agent I 3a I Game Box""; uricon tent : "protocol =" ; uricontent: "autho r : " ; ur icont ent: " l og i n: " ; ur i con t ent : " zone : " ; 
c l ass t ype : policy-vio l a t i on; r e f erence : u r 1 , LV\Wl . t r ac kma nia . com; r eference : ur l ,doc . emergingthrea t s . net / 2011758; r efe r e nce: ur l , l'IIWI . eme rgingthrea t s . net / cg i -
b i n/ cvs1"eb . c g i / sigs / GAJ•1ES/ GAMES_ Trackma nia ; s i d : 2011758; r e v : 3 ; ) 

#Goog l e I mage Search , Saf e Mode Of f 
# 

#a l e rt tcp $HOME_NET a ny - > $E XTERNAL_NE T $HTTP _PORTS (ms g : " ET INAPPROPR I ATE Goog l e I mage Search, Safe Mode Off "; fl ow: est a blished, t o_se r ve r ; ur i cont e nt : "&safe:off" ; content: "" I 0d 
0a I Host I 3a I i mages . google. com I 0d 0a I"; c l asst ype: policy- v i o l ation ; refere nce : url , dcc . emer gingthreat s . net / bin/v iew/Ma in/ 2002925; r e f e r e nce: u r l , h'lwl . emergingth r eats . net / cgi ­
b i n/ cvsweb . cg i / s i gs / I NAPPROPRIATE/I NAPPROPRIATE_Goog l e; s i d : 2002925; rev : 4 ; ) 

#Infa far t hese s i gs from Ga ry Ka l bflei sc h 

• 
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#a l e r t t cp $EXTERNAL_NET $HTTP _PORTS - > $HO'·IE_NET a ny (msg : "ET INAPPROPRIATE Ki ddy Po rn pr e t een" ; flm.,, : frcm_ se r ve r , es t a blished ; content: "p r etee n" ; nocase; t hr es hol d : t ype t h r es ho l d , 
t r ac k by _d st, count 5, seccnds 360; classtype: pol icy -v i o l ation; r eference: ur 1, doc . eme r gingthr eat s . net / b i n/v i el.,,/ Main/2001346; reference: ur 1, Vl'WW . eme r gingthr ea t s. net / cg i -
b i n/ c vswe b . cgi / s i gs / I NAPP ROPRIATE/ I NAPP ROPRIATE_Kiddy_Porn ; s i d: 2001346; r ev : 8 ; ) 

#I nfo fa r t hese sigs from Ga r y Ka lbfleisc h 

• 
#a l e r t tcp $EXTERNAL_NET $HTTP _PORTS - > $HO'·IE_NET a ny (msg : "ET INAPPROPRIATE Kiddy Po rn pr e- t ee n" ; fl ow: f rcm_ se r ver , est a blishe d; cont e nt : "p r e-teen" ; nocase ; t hr es ho l d : type th res ho ld, 
t r a c k by _ds t , count 5, second s 360; c l ass t ype: pol icy-v i o l ation; reference : ur 1, doc . eme r gingthr eat s . net / bin/v i el.,,/ Main/2001347; r eference : ur 1, www . eme r gingthr eat s. net / cgi-
b i n/ c vswe b . cgi / s i gs / I NAPP ROPRIATE / I NAPP ROPRIATE_Kiddy_Po rn ; s i d: 2001347 ; r ev : 8 ; ) 

#I nfo fa r t hese sigs from Ga r y Kalbfleisc h 

• 
#a l ert t cp $EXTERNAL_NET $HTTP_PORTS - > $HO'·IE_NET a ny (msg : " ET INAPPROPRIATE Ki ddy Po rn ea rly teen" ; flm>J : fr om_se r ve r ,establis hed; content:"ear ly teen " ; nocase; t hr eshol d : t y pe 
t h res hol d, t r ac k by _dst , co unt 5, second s 360; c l ass t y pe : policy-v i o l ation ; ref e r e nce: ur l , doc. eme r g i ngt hr ea t s. net / bin/v iew/Ma i n/ 2001348 ; r efe r e nce: ur l , www . eme r g i ngt hr ea t s. net/ cgi • 
b i n/ c vsweb . cgi / s igs / I NAPPROPRIATE / I NAPP ROPRIATE_Kiddy_Po rn ; sid: 2001348; r ev : 8 ; ) 

# From Pat ri ck Ha rpe r 
#Comm ent i ng o ut by de f a u l t, Enab le t hese i f neede d 

• 
#a l ert tc p $EXTERNAL_NET $HTTP _PORTS - > $HOME_NET a ny (msg : "ET INAPPROPRIATE Ki ddy Po rn pt hc " ; flow: from_se r ve r , es t ablis he d; content: " pt hc "; nocase; classtype: po l i cy- violation; 
r ef e r e nce: u r l, dcc . eme r g ingth r eat s. net/ bin/v i ew/Main/ 2001386; r ef erence: u r l, Wl\l\>J . eme r g i ngt hr eats . net / cgi- b i n / cvs 1>Je b . cgi / s i gs / I NAP PROPR IATE/ INAPPROPRIATE_Ki ddy _Po r n ; s i d: 2001386; rev : 6 ; ) 

# From Patric k Ha rpe r 
#Comme nting o ut by de f a u l t, Enab le t hese i f needed 

• 
#a l ert t cp $EXTERNAL_NET $HTTP _PORTS - > $HOME_NET a ny (msg : "ET INAPPROPR I ATE Ki ddy Po rn zeps " ; flow: from_se r ve r , es t ablis he d; content :" zeps "; nocase; classtype: policy - violation; 
r ef e r e nce: u r l, dcc . eme r g ingth r eat s . net/ bin/v iew/Main/ 2001387; r ef e r ence: u r l, Wl\l\>J . emer g i ngthr eats . net / cgi - b i n / cvs 1>Je b . cgi / s i gs / I NAP PROPR IATE/ INAPPROPRI ATE_Ki ddy _Po r n ; s i d: 2001387; rev : 6; ) 

# Fr om Pat r i c k Ha rpe r 
#Comm ent i ng out by de f ault . Enable t hese if needed 

• 
#a l e r t t cp $EXTERNAL_NET $HTTP_PORTS - > $HO'·IE_NET a ny (msg : "ET INAPPROPRI ATE Ki ddy Po rn r@ygo l d " ; fl m.,,: frcm_ se r ve r ,es t a blished ; content:" r@ygold " ; nocase; class t ype : policy · 
v i o l ation; r e f e r e nce ; u r 1, doc . emergi ngth r ea t s. net / bin/v i ew/Ma i n/2001388; re f e rence : u r l , WWl.,, . eme r gi ngth r ea t s. net / cgi - bi n/ cvswe b . cgi / s i gs/ I NAPPROPRI ATE / I NAPPROPR IATE_Ki ddy_Por n; 
sid : 2001388; r e v :6; ) 

# From Pat r i ck Ha rpe r 
#Comme nt i ng o ut by de f a u l t, Enable t hese i f needed 

• 
#a l e r t t cp $EXTERNAL_NET $HTTP_PORTS - > $HOME_NET a ny (ms g : " ET INAPPROPRIATE Ki ddy Po rn c hild l o ver"; flow: from_se r ve r ,establis he d; content : " childlove r " ; nocase; classtype : policy · 
v i o l ation; r e f e r e nce: u r l , dcc . eme r gi ngth r eats. net / bin/v ieL'l/Main/2001389; r e f e r e nce : u r l , WWl.,, . eme r g i ngth r eats . net / cgi - bi n/ cvswe b . cgi / s i gs/ I NAPPROP RI ATE / I NAPPROPRIATE_Ki ddy _Porn; 
s i d : 2001389; r e v :6; ) 

# Fr om Pat r i ck Ha rpe r 
#Conwne nt i ng o ut by de f ault . Enable t hese if needed 

• 
#a l e r t t cp $EXTE RNAL_NET $HTTP_PORTS - > $HO'·IE_NET a ny (msg : "ET INAPPROPRIATE free XXX" ; flow: t o_c li ent , es t a blishe d; conten t :" FR EE XXX " ; nocase; t hr es ho l d : t ype t hr es hold , t r ac k 
by_dst, count 5, second s 360; c l asstype: pol i c y -v i olat ion; r e f e r ence : ur l ,doc. eme r gingth r ea t s. net/ b i n/v iew/Main/2001349; r e f er ence : ur 1, www .emer gingth rea t s . net/ cgi -
b i n/ c vswe b . cgi / s igs / I NAPP ROPRIATE / I NAPP ROPRIATE_Por n ; s i d: 2001349; re v : 8; ) 

# Fr om Pat r i ck Ha rpe r 
#Convne nting o ut by de f a u l t. Enable t hese i f neede d 

• 
#a l ert t cp $EXTERNAL_NET $HTTP_PORTS - > $HO'·IE_NET a ny (ms g : "ET INAPPROPR I ATE ha r dco r e a na l " ; flow: t o_c lie nt , establis hed ; cont e nt : "ha rdcore ana l "; nocase; th resho l d: t ype t h r esho ld , 
t r ac k by _d st, count 5, seconds 360; classtype : policy-v i ol a tion ; refere nce: ur l , dc c . eme rgingth r eat s . net / bi n/v ie\.,,/Main/ 2001350 ; r efer ence: ur l , l>fllrw . emergingth r eat s . net / cgi -
b i n/ c vswe b. cgi / s i gs / I NAPP ROPRIATE/ I NAPP ROPRIATE_Porn ; s i d: 2001350; re v : 8; ) 

# From Patr i ck Ha rpe r 
#Conwne nt i ng o ut by de f ault . Enable t hese if needed 

• 
#a l ert t cp $EXTERNAL_NET $HTTP _PORTS - > $HO'·IE_NET a ny (msg : "ET INAPPROPRIATE ma s tur ba t i o n"; flm.,, : to_cl i en t , established; content: "mast ur bat "; nocase ; th resho l d: t ype t hr es hold , t r ac k 
by_ds t , count 5, second s 360; c l ass t ype: pol i c y -violat ion; r e f e r ence; ur l ,doc. eme r gi ngth r eats. net/ bin/v i ew/Main/2001351; r e f e r ence : ur l , l>l'IIW . eme r gi ngth r eats. net/ cgi -
b i n/ c vswe b . cgi / s igs / I NAPP ROPRIATE / I NAPP ROPRIATE_Porn ; s i d: 2001351; re v : 8; ) 

# From Pat r i ck Ha rpe r 
#Comm ent i ng o ut by de f a u l t. Enable t hese i f neede d 

• 
#a l e rt t cp $EXTERNAL_NET $HTTP_PORTS - > $HO'·IE_NET a ny (msg : " ET INAPPROPRIATE e j ac ul atio n" ; flow: to_c lie nt ,established ; co ntent : " e j ac ulat " ; nocase; t hr esho l d : ty pe t hr es ho l d , t r ac k 
by _dst, count 5 , second s 360; c l asstype : pol i cy-v i olat ion; r e f e r ence : ur l , dcc . e mergi ngth r eats. net/ b i n/v ie\'.-/Main/ 2001352; r e f er ence : ur l ,vrv,w . e mergi ngt h r ea t s. net/ cgi -
b i n/ c vswe b. cgi / s i gs / I NAPPROPRI ATE / I NAPPROPRIAT E_Porn ; s i d: 2001 352; r ev : 8; ) 

# From Pat r i ck Ha rpe r 
#Comme nt i ng o ut by de f ault . Enable t hese if needed 

• 
#a l e r t t cp $EXT ERNAL_NET $HTTP_PORTS - > $HO'·IE_NET a ny (msg : "ET INAPPROPRI ATE BDSH" ; flow : to_client , est a blishe d; cont e nt:"BOSM" ; nocase; t hres hold : t ype t hr es ho l d , t r ack by_dst,coun t 5 , 
seconds 360; c l asstype: po lic y- vi c la t ion ; r ef e r e nce: u r l , doc , eme r g i ngt h r eat s. net / bin /vi ew/Ma in/2001353; r e f e r e nce: u r l , www . eme r g i ngt h r eat s. net/ cgi · 
b i n/ cvsweb . cgi / s i gs / I NAPPROPRIATE / I NAPPRDPRIATE_Por n ; s i d: 2001353; r ev :8; ) 

# Expe rime nt by Ma t t J onkma n 

• 
#a l e r t t cp $EXT ERNAL_NET $HTTP_PORTS - > $HOME_NET a ny (msg : "ET INAPPROPRI ATE Sext racker Tr ac king Code Oetected ( 1 )"; flow: from_ se r ve r ,establis hed; content: " BE GIN SEXLIST REFERRER-STATS 
CODE"; nocase; e l ass t ype : po l icy- vio l ation; r e f e r e nce: ur l , doc, eme rgingt hr eats .net / bi n/v ie\~/Ma i n/200139 2; r efe r e nce: ur 1 , vMW . eme rgingth r ea t s . ne t / cgi-
b i n/ c vswe b . cgi / s i gs / INAPPROPRIATE/ I NAPPRDPRIATE_Por n ; s i d: 2001392; re v : 10; ) 

# Expe riment by Ma t t J on kma n 

• 
#a l e r t t cp $EXT ERNAL_NET $HTTP_PORTS - > $HO'·IE_NET a ny (msg : "ET INAPPROPRI ATE Sext racker Tr ac ki ng Code Oe t ected ( 2 )"; flow: from_ se rve r , established; content: " BE GIN SEXTRACK ER CODE" ; 
nocase; c l asstype: policy-v i olation; r efe r e nce : ur l ,doc, eme r g i ngt hr ea t s . net / bi n/v i ew/Ma i n/ 2001393; r efe r ence : ur l , 1.w,w . eme rgingt h r ea t s . net / cg i -
b i n/ c vswe b . cgi / s i gs / I NAPP ROPRIATE/ I NAPPRDPRIATE_Porn ; s i d: 2001393; r ev : 10; ) 

#By J eff r ey lrn.,,e 

• 
#a l ert t cp $EXT ERNAL_NET $HTTP_PORTS - > $HOME_NET a ny (msg : "ET INAPPROPRIATE Li ke l y Porn"; flow: est ablished , from_se r ve r ; pe r e:" / ( FREE XXX (dildo lmas t u r bat lo r a l sex l ejacul at l up 
s ki r t I ti ts I bondage I ! oli ta I clitoris I coc k s uc k l ha r dco r e ( teen I a nal I sex I po r n ) I r aw sex I ( (fu ck I sex I po r n I xxx ) ( mov i es I dvd )) I ( ( naked I nud e ) ( c e l e b I l es bi a n))) \ b/ i"; classtype: pclicy- v i o l ation; 
r efe r e nce: u r l , dcc . eme r g ingth r eat s . net/ bin/v iew/Main/ 2001608; r efe r ence: ur l,WL\IW . eme r g i ngthr eats . net / cgi • b i n / cvs 1>Jeb . cgi / s i gs / I NAPPROPR IATE/ INAPPROPRIATE_Po rn ; s i d : 2001608; r ev : 8; ) 

#Submitted by Jascn Haar 

• 
##a l e r t tc p $HOME_NET any - > $ EXTERNAL_NET $HTTP _PORTS ( msg: " ET OELETE D 180solut i ons Update Engi ne" ; flm'l : t o_ se r ver ,esta blis he d; content : "GE T "; de pt h :4; content : "Ho~ t I 3a I"; within : 
300; cont ent : " . 180sc l ut ions. com" ; wi t hi n: 40; class t y pe : t rojan-ac t i v ity; r e f e r ence: u r 1, W\\I\~ , safe r - netwo rk i ng. o r g/ i ndex. php ?page : t h r eats&detail: 212; 
r eference: u r l, doc . eme r g ingth r eat s . net/ bin/v i ew/Main/ 2000930 ; r efe r ence: ur l , Wl\l\>J . eme r g i ngthr eat s . net / cg i - bin / cvs 1>Je b . cgi / s i gs / MALl,/ARE/MALWARE_180Solut i o ns; sid : 2000930; r ev : 10; ) 

#Submitt ed by Jascn Haar 

• 
##a l e r t tc p $HOME_NET any - > $ EXTERNA L_NET $HTTP _PORTS ( msg: " ET DELETE D 180solut i ons Spyl.,,a r e ( t r ac ke d even t r epo r ted ) " ; f1 01.>J : t o_se r ve r ,established; urico ntent : " / Tr acked Event . as px ?"; 
noc ase; u r i co ntent ; "e i d: "; nocase; classtype : t ro j a n - ac t i v i t y; r efer ence: ur 1, secur i t y r esponse. syma nt ec. com/ a vcent e r /ve nc / da t a / pf / adwa r e .180search. ht ml ; 
r efe r ence: u r 1, doc . eme r g ingth r eat s . net/ bin/v i ew/Main/ 2001397 ; r eference: ur l, wL\l\>J . emer g i ngthr eat s . net / cg i - bin / cvs 1>Je b . cgi / s i gs / MALl,/ARE/MALWARE _180Solutions; ~id : 2001397; r ev : 9; ) 

#Submitted by Jascn Haar 

• 
##a l e r t tcp $HOME_NET any - > $ EXTERNAL_NET $HTTP _PORTS ( msg: " ET DELETE D 180solut i ons Spyl.,,a r e (action ur l r epor t e d )" ; flow: to_ser ve r , establis hed; uricontent: "/ ac t ionu r ls / Actio nUrl .. ; 
nocase; c l asstype: t r o j a n · ac t i v i ty; r efe r e nce : ur 1, securi t y r es ponse. syma nt ec . com / avcente r /ve nc / da ta/ pf / adware .180sear ch . ht ml ; r efe r e nce ; ur 1, dcc. eme r gi ngthreat s. net / bi n/v ie\.,,/l•la i n/ 2001399; 
r ef e r ence: u r l , l'il\l\~ . eme r g ingth r eat s . net/ cg i • b in / cvs 1.>Je b . cgi / s i gs / MALl,IARE/MALWARE_1 80Solut i o ns; ~id : 2001399; r ev : 9; ) 

#Submitted by Jascn Haar 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNAL_NET SHTTP_PORTS (msg :" ET MALl,IARE 180sol ut ions Spyware Re porting"; flow: t o_ se r ve r ,establis he d; ur i content : " h howme . as px ?" ; nocase; 
u r icontent : "par t ne r _ i d: .. ; nocase ; c l asstype: t r ojan -act i vity ; r efe r e nce : u r 1 , sec ur i t y r espon se . symantec. com/ avce nte r /venc/ data/ pf / a dwa r e , 180sea r ch. ht ml; 
r efe r ence: u r 1, dcc . eme r g ingth r eat s . net/ bin/v iew/Main/ 2001400; r efe r ence: ur l,wi\lW . eme r g i ngthr eats . net / cgi • b i n / cvs web . cgi / s i gs / MALl,/ARE/MALWARE_180Solut i o ns; sid : 2001400; r ev : 10; ) 
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#Matt J onkman 

• 
#a l ert tc p $HC»-'I E_NET any -> $ EXTERNAL_NET $HTT P _PORTS (msg : " ET MALWARE 180sol utions Spywa r e Key\'l'ords DoNnl oad " ; fl m'I' : to_se r ver, established; uricontent : " key,..,or ds / kyf" ; nocase; 
content: "pa rtne r _ i d =" ; nocase; classt ype : tro jan-activ i t y ; re f e r ence: u r l , securi t y re spa nse. symantec . com/ ave ente r /venc / dat a/ pf/ a dwa r e . 180sear ch, ht ml ; 
r eference : ur l , doc . eme r g i ngthreats . net / b in/v i ew/Ma i n/2002001 ; r eference : url , W\"'-" . eme r g i ngt hr eats. net / cgi- b i n/ cvs 1-Je b . cgi / s i gs / MA L\.JARE / MALWARE_180Sol ut ions; sid: 2002001 ; rev : 6; ) 

#Hatt Jonkman 

• 
a l ert tc p $HOME_NET a ny - > $EXTE RNA L_ NET $HTT P_PORTS (msg : " ET MAL~JARE 180sol utions Spyv,are I nsta ll"; flow: t o_ serve r , est abli s hed; u r i content :" / downl oads / i ns ta llers /" ; noca se; 
content : " s i mp le i nte r net/ 180sa i nstal l er . e xe"; nocase; clas s t ype : troj an- ac t i v ity ; r e f erence : u r l, securit y r espo nse. s yman t ec . com/ a vce nt er/ve nc / da t a / pf / ad1'1'a r e . 180searc h . ht ml ; 
r eference : ur 1 , doc , eme r g i ngth r eat s. net / bin/v i ew/Ma i n/ 2002003; r eference : ur l , W\w.t , eme r g i ngthr eat s, net / cgi - b i n / cvs 1-.ie b , cgi / s i gs /MA LWARE /MALWARE_180Sol ut ions ; s i d : 2002003; rev : 6 ; ) 

#Ma t t J onkman 

• 
a l ert tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTTP_ PORTS (msg : "ET MAL~JARE 180sol utio ns Spyv,ar e Defs Do~ml oad" ; fl m-.i : t o_se r ve r ,es t ablished ; u r icontent : "/ geodefs / gdf "; nocase; c l a sstype : 
t r o jan-activ i t y ; referenc e : url , securi t y r esponse . s ymantec . com/ avcente r /venc/ dat a / pf / a dware . 180sea r c h , ht ml ; r e f e r e nce: url , doc . eme r gingt h r ea t s, ne t / b i n/v ie L'I/Ma i n/ 2002048; 
r ef erence : ur 1 , WWL'I . eme r g i ngth reats . net/ c gi - b i n / cvs1.,eb . cgi / s igs / MAL~JARE/ MALWARE_ 180Sol utions ; s id: 2002048 ; r ev : 5; ) 

#Matt Jonkman 

• 
a l ert t cp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg : "ET MAL~JARE 180sol utio ns Spyv,ar e config Dol'lnl oad" ; flow: t o_se r ve r , estab li shed; uri cont e nt: "/ conf i g . as px?did: " ; nocase; 
c l ass t ype : t roj a n- activ i t y ; r e f e r ence : ur 1 , securityresponse . symantec . com/ a vcent e r /venc / da ta / pf / ad1-Jare . 180sea r ch . ht ml; refe r ence: url , doc . eme rgingthreat s . net / b i n/v i el'l'/Main /200 2099; 
r ef erence : ur l , W\"'-" . eme r g ingth r e a ts . net/ cgi- b i n / cvs1.,eb . cgi / sigs / MA L~JARE / MALWARE_180So l utions ; s i d : 2002099 ; rev : 4; ) 

#By M Shi r k from Listeni ng Pos t da ta 

• 
a l ert tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P _PORTS (msg : "ET MAL~JARE 180sol utio ns Spywar e ve r sionco nfi g POS T" ; fl o1'I' : t o_se r ve r , establis hed; uri cont ent: "/ve r sionco nfig . asp x ?" ; 
uricontent: "&ve r ="; nocase ; e l asstype: t ro j a n - act i v i t y ; r ef er ence : ur l , securi t yres ponse . symantec . com/ avcent er /venc / da ta / pf / ad1-Jare . 180search . ht ml; 
r ef erence : ur l , doc . eme r g i ngth r e a ts . net/ bin/v i ew/Main/2002354 ; r e f erence : url , W\"'-" · eme r g ingt hr eats . net/ cgi- b i n / cvsNe b . cgi / sigs / MA LWARE / MALWARE_180Sol utions; sid : 2002354; rev : 4; ) 

#Ma t t Jonkman . Bundled from l.Ja r ne r Br ot hers Kids s it e . . can you believe t hat crap ? Guess where my kids 1..0N ' T be spend i ng my money .. . . 

• 
a l ert tc p $HOME_NET a ny - > $EXTERNA L_N ET $HTT P_PORTS (msg : " ET MAL~JARE 180sol utio ns Spywar e Ac tionlibs Downl oad"; fl ow : to_se r ver,es t a blished; uriconten t : "/ actionurl s / ActionUr l b"; nocase ; 
uri co ntent: " pa r t ne rid=" ; nocase; classty pe : t r o j a n-ac t i v i t y; r e f erence : ur l , sec uri t y r esponse. syma nt ec. com/ a vce nt er/venc/ data / pf / ad1'1'a r e .180 sea r ch . ht ml; 
r ef e renc e : ur 1 , doc . emerg i ngthreat s . net / b in/v i ew/Ma i n/ 2003057; ref e r ence : ur l , wWL'I , eme r g i ngthr eats, net / cgi- b i n / cvs 1-.ie b . cgi / sigs /MALWARE /MALWAR E_180Sol ut ions; s i d : 2003057 ; rev : 4; ) 

#Ma t t Jonkman . Bundled from l.Jarne r Br ot her s Ki ds s i te . . can you believe t ha t crap ? Guess where my kids \,JON ' T be spend i ng my mone y . ... 

• 
a l e rt tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTTP_PORTS (msg : "ET MA L~JARE 180sol utions ( Za ngo ) Spywa r e I ns ta ll er DmoJ n l oad" ; flmoJ : t o_se rver,es t a blished; 
urico ntent: " / Za ngo / Za ngo l ns talle r . exe"; nocase; c l asstype : t r o j a n- act i v i t y ; r ef e r e nce : ur 1, secu r i t y response. symant ec . com/ avcent e r /venc/ da t a / pf / ad LoJare. 180sea r c h . html ; 
r eference : ur 1 , doc . eme r g i ngth r eat s . net/ bin/v i ew/Ma i n/2003058; r eference : url , www . eme r g i ngt hr eat s . net / cgi- b i n/ cvs1-Je b . cgi / s i gs / MA L\.JARE / MALWAR E_180Sol ut ions; sid: 2003058; rev : 4 ; ) 

#Matt Jonkma n . Bundled from l•Jarne r Br others Ki ds s i te . . can you be lieve t hat crap ? Guess where my kids 1.JON ' T be s pend i ng my money . . . . 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg : " ET MA LHARE 180solutions ( Za ngo ) Spywa r e TB I ns t alle r Downl oad" ; flow: t o_se r ve r , es tablished; 
uri co nt ent: " / ZangoTBins t a lle r. e xe" ; nocase; c l ass t ype : t r o j an-ac tivity ; re fe r e nce: u r l , secu r ity r e sponse . symantec . com/ a vcente r /venc / dat a / pf / adwa r e .180sea rc h . ht ml ; 
r eference : ur 1 , doc . eme r g i ngth r eat s. net / b in/v i ew/Ma i n/ 2003059 ; r eference : ur l , ,vi."'-" . eme r g i ngthr eats. net / cgi- b i n / cvs 1.,e b , cgi / s i gs /MALWARE/MALWARE_180Sol ut ions ; s i d : 2003059; rev : 4 ; ) 

#Ma t t J onkman . Bundl ed from Marne r Br other s Ki ds s i te. can you believe t hat crap? Guess where my kids i.JON 'T be spend i ng my mone y .. . . 

• 
a l ert tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTTP_ PORTS (msg : "ET MA L~JARE 180sol utio ns ( Za ngo ) Spywa r e Loca l Sta ts Post "; fl ow: t o_se r ve r , established; uri cont ent:" / php/ r pc_ uci . php" ; nocase; 
c l asst ype : t r o j a n- acti vity ; r e f e r ence : url , secur i t yr esponse. symant ec . com/ a vcent e r /venc/ da ta / pf / ad 1.,are .180se ar ch . ht ml; r e f er ence: ur l , do c . eme rgingthreats . net / b i n/v i ew/Main / 2003060; 
r eference : ur 1 , WWL.'I . eme r g ingth r eat s . net / cgi - b i n / cvs 1.,eb . cgi / s i gs / MAL~JARE/ MALWARE_ 180Sol ut i ons ; s id: 2003060 ; rev : 4 ; ) 

#Matt Jonkma n . Bundl ed from l.Jarne r Br ot her s Ki ds s ite. can you be lieve t ha t crap ? Guess whe r e my kids \.JON 'T be spend ing my money . . . . 

• 
a l ert t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg : "ET MAL~JARE 180sol utio ns ( Zango ) Spywa r e Event Ac t i v i t y Post " ; fl m., :to_se r ve r , es t ablished ; ur i conte nt : " / ph p/ uci.php"; nocase ; 
c l ass t y pe : t r o j a n- a ctivity ; r e f e r ence : ur 1 , sec ur i t yr esponse . symant ec . com/ a vcent e r /venc / da ta / pf / ad 1.,are . 180sea r ch . ht ml; r e f er ence: ur 1 , doc . eme rgingthreat s . net / bin/v i el.,./Ma i n/ 2003061 ; 
r eference : ur l , W\"'-" . eme r g ingth r eat s . net / cgi- b i n / cvs L\leb . cgi / s i gs / MA L~JARE / MALWARE_180Solut i ons ; sid: 2003061 ; rev : 3 ; ) 

#New za ngo u r l 

• 
a l ert tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P_PORTS (msg : " ET MA L~JARE Zango Spywar e Activi t y" ; flow: t o_se r ve r , establis hed; uricontent : " / banman / banman . as p ?Zo neID= " ; nocase; 
uri co ntent: "&T as k=" ; nocase ; u r i cont e nt : "&x="; nocase ; c l asstype : t r o j a n- a cti v i t y; r efe r ence : ur l , securi t yr esponse. syma nt ec. com/ a vcent er/venc/ da ta / pf / ad1'1'are . 180sea r ch . ht ml ; 
r e f erence : ur 1 , doc . emergingth r eat s . net / b in/v i ew/Ma i n/ 2003170; refere nce : ur 1 , W\,t\',I . emerg i ngthr eats. net/ cgi-b i n / cvs Ne b . cgi / s i gs /MALWARE /MALWAR E_180So l utions ; s id: 2003170; rev : 3; ) 

#Matt J onkman 

• 
a l ert tc p $HOME_NET a ny - > $EXTERNA L_NET $HTTP_PORTS (msg : " ET MA L~JARE 180sol utions ( Zango ) Spywa r e I nst a ll er Confi g 2" ; fl moJ : to_se rver.,establis he d; uri conten t : " config.aspx"; nocase; 
uricontent: " ?ve r : " ; noca se; cont e nt : "HTTP" ; nocase; co ntent : ! "User- Agent i 3a I "; classt y pe : t rojan-activity ; 
r efe r ence : ur l , sec ur i t y r esponse . syma ntec . com/ a vcent er /venc / data/ pf / ad1'1'a r e . 180sea r ch . ht ml; r efe r ence : ur l , do c . eme r g i ngt h reats . ne t / bi n/v i ew/Main/ 2003217; 
r eference : ur 1 , W\"'-" • eme r g ingth r eat s. net / cgi- b i n / cvs L\leb . cgi / s i gs / MAL~JARE /MALWARE_180Sol ut i ons ; sid: 2003 217 ; rev : 6 ; ) 

#more f r om t he spyware l p 
#Matt j onkma n 

• 
a l ert tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (ms g : "ET MAL~JARE 180sol utions Spywar e ( t r ac ke d e ve nt 2 r e porting ) " ; flo 1'1 : t o_se r ve r, es t ablished; uri co ntent:" / t r ackede ve nt.aspx ?" ; 
noc ase; u r i content : " ve r:"; nocase; ur i co ntent: "&pkg_ve r ="; nocas e; ur i con t ent : "&r nd : " ; nocase ; c l asstype : t r oj an - activity ; 
r ef erence : url , securi t y r esponse. syma ntec. com/ a vcent er /venc / data/ pf / ad1'1'a r e . 180sea r ch . ht ml; r efe r ence : url , do c . eme r g i ngt h r ea ts . net / bi n/ v i ew/Ma i n/ 2003306; 
ref e re nce : ur 1 , WWL'I , emergingth r eat s . net / cgi- b i n / cvs 1.,eb. cgi / s i gs / MA L~JARE / MAU.JARE_ l 80Solutions ; s id: 2003306 ; rev : 6; ) 

#more from t he spywa r e l p 
#Ma t t j onkman 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P_ PORTS (msg : "ET MA L~JARE Zango Spywar e ( t bre ques t data pos t ) "; flow: to_ se r ver , est ablis he d ; uri co nt e nt :" / tb reque st" ; nocase; 
uri co ntent: "&q= " ; nocase; pe r e : " /\/ t b reques t \ d+ \ . php/ Ui " ; c l a s s t ype: t r o j an-ac t i vity ; r efe r e nce: url , se curi t y r e spo nse . symantec . com/ a vcente r /venc / dat a / pf / adwa r e . 180sear c h . ht ml ; 
r eference : ur 1 , doc . eme r g i ngthreat s. net / b in/ v i ew/Main/ 2003610; r e feren ce : ur l , W\"'-" • eme r g i ngthr eat s , net / cgi - b i n / cvs 1-.ieb , cgi / sigs /MALWARE /MALWARE_180So l ut ions ; s i d : 2003610; rev : 3; ) 

#by Russ McRee 

• 
a l ert tc p $HOME_NET a ny - > $ EXTE RHA L_NET $HTTP_PORTS (msg : " ET MA L~JARE Zango Spywar e Pos t " ; flow: t o_se r ve r ,esta bli s hed; u r icont ent : "/ t e . as px ?ve r =" ; nocase ; pc re:" /ve r : [v\d] +/ Ui " ; 
e l asst ype : t r o j a n-activ i t y ; r eference : u r 1, usa . ka s pe r sky . com/ about - us / ne 1., s- pr ess - r eleases. ph p ?smnr _ id=900000045; r e f erence: ur l , doc . emerg i ngt h rea t s . net / bi n/v i ew/Ma i n/2007607; 
r efe r ence : ur 1 , W\"1'1 . eme r g ingth r eat s . net / cgi- b i n / cvs L'leb . cgi / s i gs / MAL~JARE / MALWARE_ 180Solut i ons ; s id : 2007607 ; rev : 4 ; ) 

#Submi tted by Joe l Es l er 

• 
a l ert tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg : " ET MAL~JARE Spywa r e 2020" ; f!Ol'I' : t o_se r ver,es t a blis hed; cont e nt: " )48 6f 73 74 3A 20 77 77 77 2E 32 30 32 30 73 65 61 72 63 68 
2E 63 6f 60 1 " ; conten t : " 149 70 41 64 64 72 1 " ; class t ype : t r o jan- activ ity ; r ef erence : url, securityresponse . s ymant ec .com/ a vce nte r /ve nc / data / spyware . 2020sea r c h . ht ml ; 
r eference : url , doc. eme r g ingth r eat s. net / bin/v i ew/Ma i n/ 2000327; r eference : url , lvi."'-" · eme r g ingthr eats. net/ cgi-b i n / cvsNe b . cgi / s i gs / MA LWARE /MALWARE_2020sea r c h; sid : 2000327; r e v : 9; ) 

#Submi tted by J ason Haa r 

• 
a l ert tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTTP_ PORTS (msg : " ET MA L~JARE 2020 searc h Update Eng i ne" ; f l ow: t o_serve r ,establis he d; co ntent: " POST" ; de pt h : 4; conte nt: " s r ng/ reg . php HTTP" ; 
withi n: 50; content : " I 0d0a I Hos t I 3a I"; co ntent: " 2020sea r c h. com" ; wi th i n : 40; conten t : " I pAdd r -=" ; nocase; wi t hin : 100; class t ype : t r o j a n- act i v i t y; r eference : ur l , L>JWW . safer-
net wo rki ng . o r g/ i ndex . php ?page=up da tehi s t or y&detai l =2004-03·04-; r efe r ene e: ur 1 , doc. emergingt h r e ats . net / bi n/v i e,.,./Ma i n/ 2000934; r efe r ence: ur 1 , IWIW . emergingthreat s . net / cgi-
b i n/ c vs1'1'eb . cgi / s i gs /MAUJARE /MAL~/ARE_2020sea r ch; s i d : 2000934; r e v : 7; ) 

#by : J e r emy Conway at sudosecure . ne t 
# r e f : 2b8175726f 2dde7271 32299992da fbe9 

a l ert tc p $HOME_NET a ny - > $ EXTE RHA L_NET $HTTP_PORTS (msg : " ET MAL~JARE 2020 sea r ch / Pm~er5ea r c h Toolba r AdL'lare / Sp yt~a r e - GET "; flow: es t ablished , to_se r ve r ; conte nt : "GET " ; dept h :4; 
urico ntent: " IpAdd r=" ; nocase ; uricont e nt : " &05="; noc ase; uri cont e nt: "&Regist r yChange d="; nocase; u r i c ont e nt: "&Reg i st r yUpda t e= "; nocase; u r icontent: "&Ne Ld nsta llat i on=" ; noca se; 
urico nt ent: "&ut ilHi ss i ng="; nocase; u r i cont e n t : "&Basedir= " ; nocase; u r i content: "&Bundle I D=" ; nocase; uriconten t : "&Init l ns ta lle d =" ; no c ase; uri cont ent : "&I nte r va l ="; no c ase; 
urico ntent: "&Lastl ni t Run-="; nocase; u r i cont e n t : "&Lastln i t Ver= "; nocase ; uricont ent: "&Las tS r ngRu n-=-"; nocase; uricontent: "&La s t Ut i l Run="; nocase; u r i co ntent : "&Sr nglns t a l l ed="; nocase; 
uricontent: "&S rngVe r =" ; nocase; uri content : "&Uti llns t alled: "; nocase; ur i content : "&Uti l Ve r ="; nocase; uricontent : "&PC ID" ; nocase; classtype : t roj a n• acti v i t y ; 
r ef erence : ur l , v il . nai . com/v i l/conte nt /v _103738 . ht m; r e f e r ence : u r l , Wlvi.'I' . s un be l tsecu r i t y . com/ Threat Di s pl ay . aspx ?tid: 13811&cs= l 437A28B7A90C4C 502 B68 3CE6DE2 3C4 E; 
ref e renc e : ur 1 , WWl'I , symant ec. c om/ secu r i t y _ r espo nse/wr i teup . j sp ?doc id=2004- 111918 -0210 - 99 ; r ef erence: u r 1, doc . emer g i ngthreat s. ne t /2009807 ; r ef e rence : u r 1 , www . emerg i ngthrea t s. ne t / cgi­
b i n/ c vsweb . cgi / s i gs /MA L~JARE / MALWARE_2020sea r c h; s i d : 2009807; r e v : 2; ) 
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#Submi tted by Chris No r to n 

• 
a l e r t tc p $EXTERNAL_ NET $HTTP_PORTS - > $HOME_NET any (msg:"ET MAL~lARE 2nd - t hought ( l.J3 2 . Da qa . C) Dm.,.n l oad " ; fl m\l: from_se r ve r , establishe d; con t e nt : " 167 6f 69 64 72 2e 63 61 62 1"; nocase; 
content : " 148 6f 73 74 3a 20 77 77 77 2e 77 65 62 6e 65 74 6 9 6e 66 6f 2e 6e 65 74 1"; nocas e ; classtype : t rojan-act i vi ty; 
r e fere nce: u r 1 , securi t y r esponse . syma nt ec . com/ a vce nte r /venc / data/ ad~J are. second thought . html ; r efe r e nce: ur l , doc . eme rgingt h r e ats . net / bin/v ie\\l/Ma i n/ 2001447; 
refere nce: u r l , ww,.,. . eme r gingth reats . net / cgi · b i n / cvs 1.,.e b . cgi / sigs / MAL~JARE/MALWAR E_ 2nd- Thought ; sid: 2001447; rev : 7; ) 

#by matt jonkman 

• 
a l e r t t cp $HOME_N ET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg:" ET MAL~JARE 360saf e.com r e lateci Fake Secu r ity Pr oduct Upda t e" ; fl ow :e stablished, to_serve r ; urico ntent:" /?fixtoo l =" ; nocase; 
content : "GET /? f ixtool : " ; offs et :0; dept h : 16 ; conten t : ! " I 0d 0a I User -Agent I 3a I "; class t ype : t rojan-act i vity; r e f erence: u r l , doc .emergi ngthr eats . net / b i n/v ie~J/Ma i n/2008036 ; 
r e fere nce: u r l , www . emergingth reats . net/ cgi - bin / cvs1 ... eb. cgi / s igs / MAL~JARE/MALWAR E_ 360saf e . com; s i d: 2008036; r e v : 4; ) 

# by matt jonkman 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTTP_ PORTS (msg : "ET MAL~lARE 360safe .com r elateci Fake Secu r i t y Pr oduc t Update ( Ki lle r Se t ) " ; flm.,. :established,to_ser ve r ; uricontent: " /? 
KillerSet= " ; noca se; conte nt: "GE T /?Killer Set ="; of f se t: 0; dept h : 16; c ontent: ! " l0d 0a I User -Age nt ( 3a I "; classt ype: t r o j a n - ac tiv i t y ; 
r e fere nce: ur l , doc . emerg i ngth r eat s . net / bi n/v iew/Main/2008149; refere nce : ur l , wwL,. . eme r gingthreats . ne t / cgi- bin / c vs web . cgi / sigs / MAL~lARE / MALWARE_ 360safe . com; sid: 200B149; r ev ! 4; ) 

#f r om spywa r e listening post data , by mat t Jo nkman 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNAL_NET $HTT P_PORTS (ms g : "ET MAL~JARE 51yes.com Spywa r e Repo r t i ng User Activ ity" ; floL.,.:establi s hed, to_serve r ; urico ntent: " / sa.aspx?i d:"; nocase; 
uriconte nt : "&r efe=http " ; nocase; c lasst y pe : t r oj an -activ i t y ; re fere nce : ur 1, doc. eme r g ingthreats . net / b i n/v i ew/Main/20036 20; re ference : u r 1, Wl'IW . emergi ngthr eats. net / cgi -
b i n/ cvs \\le b . cgi / sigs/MA LWARE/ MAL~lARE_51yes . com; sid : 2003620; r ev : 3; ) 

#By Matt Jonkman 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P_ PORTS (msg : "ET MA L~lARE A-d- w-a- r - e .com Activ ity ( popup ) " ; f101\I : established ,to_ se r ve r ; uricont e nt : "/ cgi - b i n / PopupV"; nocase; ur icontent:"? 
ID={"; nocase ; c l asstype: t r ojan - ac t i v i t y; r efe r e nce ! ur l , ~rww . a-d - ~J - a- r- e . com; r e f e r ence: ur l , doc . eme r gingthreat s . net / b i n/v ie i.,./Ma i n/ 2001730; r efer e nc e: ur 1, ~rww . emergingth r eat s. net / cgi-
b i n/ CVS\\leb . cg i / sigs/MA LWARE / MAL~lARE_A-d · \\l · a- r -e . com; s i d : 2001730; r e v : 8; ) 

#By Matt Jon kman 

• 
a l e r t tcp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg : " ET MAL~IARE A-d- w-a- r -e.com Activity (cmd ) "; flow: established , to_ server; uri cont e nt : " / app/ VT00/ ucmd. ph p?V="; nocase; 
c l asstype: t r ojan- act i vity; r eference : ur l , \\IWW . a-d- 1..,. - a - r - e . com; ref er ence: ur l , doc . emergingt hr eats . net / bin/v ie,.,./Main/ 2001735 ; ref e r e nc e : ur l , L"1.>JW . eme r g i ngthr eats . net / cgi­
bin/ cvswe b . cgi / s i gs/MA LHARE/MALHARE_A-d -w- a - r -e . com; s i d : 2001735; r e v :7; ) 

#By Ma r k Tomb a ugh 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTTP_ PORTS (msg: " ET MAL~lARE ABX Tool ba r ActiveX I nstall" ; flm,. : to_se r ver,established; uricontent :"/abx_search_webi ns tall / a bx_sea r c h . cab" ; 
nocase; classtype : t ro j a n -act i v i t y ; r ef e r e nc e : ur 1, is c. sans .or g/ d ia r y. php ?date: 2005 - 03-04-; r efe r ence: ur l ,doc. eme r g i ngth reats. net / b-i n/v iew/Main/ 2001761; 
ref e r e nce: u r l , \\IW\.,. . eme rgi ngth r eats . net/ cgi - b i n/ cv s1.,.eb . cgi / s igs / MA L~JARE / MALWARE_ABX_ Too l bar ; sid: 2001761; r e v ! 5; ) 

#By Matt Jonkman, Fr om spywa r e lis ten i ng pos t data 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P_PORTS (msg:"ET MAL~JARE Abcsea r c h .com Spywa r e Re po r ting"; flow:established , to_se r ver ; uri content : " / cg i - bin/ search/ mxml .fcgi ?" ; nocase ; 
uricontent : " Te rms =" ; nocase; u r ico ntent : "&aff il i ate="; nocase ; u r i content : "&s ubi ci ="; nocase ; uricontent: "&Hi ts_Pe r _Page=" ; nocase; c lass t ype : t ro j an - ac t i v i t y ; 
ref e r e nce: u r l ,doc . emerg i ngth reats . net / b i n/v iew/Ma i n/2003438 ; r efe r ence : ur l , wwL,. . eme r gingthr eats. net/ cg i -bin / c vs L~eb . cgi / s igs / MALWARE/ MALWARE _Abcsea r c h . com; sid: 2003438; rev : 3; ) 

#Submitted by cooljay 

• 
#a l e r t t c p $EXTERNAL_NET 20 -> $HOM E_NE T a ny (msg : " ET MA L~IARE Abox Down l oad"; flow: establi shed , to_se r ve r ; co nt e nt: '" l 5c 00 43 00 61 00 72 00 6d 00 65 00 6e 00 00 00 16 00 00 00 73 00 75 
00 63 I"; nocase ; offset : 160; depth : 26 ; clas stype: t r oj an -ac t i v ity ; r efe r ence: u r l , doc . eme rgingt hr eats . net / bin /v iew/Ma i n/ 2001440; r efe r e nce : u r l , Wl'i\\l . eme r gingthr eats . net/ c gi -
bin/ cvswe b . cg i / sigs/MA LWARE/MALHARE_Abox; sid : 2001440; rev : 7; ) 

#Submi tted by cooljay 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNAL_NET $HTTP_ PORTS (msg: " ET MAL~JARE Abox I nstall Report " ; floN: t o_serve r ,es t ablis he d; uricontent: "&t i me="; nocase; uricontent:" / ne1.,._ i nstall?i d= " ; 
e l asstype: t r ojan- act i vity ; r efe r ence : ur l , sec ur i t yr esponse. symantec. com/ a vcente r /ve nc / data / adwa r e. a dultbox . html ; r e f e r e nce: ur 1, dcc . eme r gingt hr eats. net / b i n /v i e i.,./Main/ 2001441 ; 
refere nce: ur l , WL.,..,. . emergingth reats . net / cgi -bin / cvs 1.,.eb . cgi / s igs / MAL~JARE / MALWARE_Abox ; sid: 2001441 ; r e v : 11 ; ) 

# by Matt Jonkman from Li sten i ng Post Data 
#Di sa bling , obsolet i ng. To be de lleted i n a mont h o r so 

• 
#ale r t tcp $00'\E_NET any • > $EXTERNA L_NE T $HTTP _PORTS (ms g : " ET MALWAR E Ad ul tf riendf inde r . com 5pywa r e I f r ame Downl oad "; f l o,.,. : to_serve r, establis hed; uriconten t : " / promo/ affi frame . jsp? 
Pid="; nocase; classtype : troj a n- activity ; r efe r ence: url , doc . eme rgi ngth r eats. net / bi n/v iew/Ma i n/ 2002353; r eference: ur l , L'1\>M . eme r g i ngthr eats . net / cgi-
bin/ cvsweb . cg i / s igs/MA LHARE / MALWARE_Adultfrie ndfi nde r . com; sid : 2002353; rev : 4 ; ) 

#by Phil i pp Bescht 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (msg:"ET MAL~JARE Advert-network .com Relateci Spyware Updating " ; flo~1 :establis hed, to_ se r ver ; urico ntent :" / c nc o nfig .gz?ct =" ; 
uricont ent : "&bp=" ; uricontent : "&vs=" ; uri content: "&count r y="; uricontent: "&g r p= " ; u r i co nt e nt : "&t cpc="; class t ype : trojan- activity ; 
refere nce: u r l ,doc . emergingth reats . net/ bi n/vi ew/Main/2008419; r efe r ence : ur l , WL<Jl,j . eme r gingt hr eats . net/ cgi- bin / c vs L~e b . cgi / sigs /MALHARE/ MALI.JARE _Advert-net\\lork. com; s i d : 200B419; r ev : 2; ) 

# by Phil i pp Bescht 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (ms g: " ET MAL~JARE Adve r t- network . com Rela t eci Spyware Check i ng for Updates " ; fl m~ :establis hed, to_serve r ; cont e nt : "POST " ; de pt h :5; 
uriconte nt : " / c hec k . php ?tc pc="; co nt ent: ! "I 0d 0a I Use r -Agent I 3a I "; c l as stype: t rojan-activ i t y ; r efe r ence: ur l , dcc . eme r g i ngthr eat s . net /b i n/v i e i~/Main/ 200B425; 
r efe r e nce: u r l , WLwi . eme r gingth reats. net/ cgi - b i n / cvs 1.,.e b . cgi / sigs /MAL~lARE/MALWAR E_Adve r t-netwo rk . com; sid : 2008425; r e v : 3; ) 

# by Matt Jonkman 
#spywa r e , f r om t he sandnet 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P _PORTS (msg: " ET MAL~JARE Advert isement se r ver. com Spywa r e I n i tia l Checkin" ; fl oN: t o_se r ve r , established; uricontent : "?UI D=" ; nocase; 
uricont ent: "&DI ST="; nocase; u r icont ent : "&NPR=" ; nocase; co ntent : " Use r -Age nt I 3a I Mi c r osof t URL Cont r o! " ; nocase ; clas stype: trojan - activ i t y ; 
refere nce: u r l ,doc . eme r gingth reats . net / b i n/v iew/Main/ 2007601 ; r efe r ence : ur l , WL<Jl,j . eme r gingt hr eats . net/ cg i - bin / c vs L~eb . cgi / sigs / MALWARE/ MALI.JARE _Adver tisementse r ve r . com; sid: 2007601 ; r ev : 4 ; ) 

#by Matt Jonkman 
#spy~1a r e , f r om t he sandnet 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTTP_ PORTS (msg: " ET MAL~JARE Advert i sementse r ver . com 5py1.,.a r e Check i n" ; f l o1.,. : to_se r ve r, establishe d; uricontent:"mo nitor . php"; nocase ; 
uricontent : " ?UID=" ; nocase; pe re: " / UID: \ d+/ Ui " ; content: "User - Agent I 3a l Mi crosoft URL Cont ro!" ; nocase; classtype : t roj a n -activ i t y ; 
refere nce: u r l ,doc . eme rg i ngth r eats . net/ bi n/v iew/Main/2007602 ; r efe r ence : ur 1 , WM,. . eme r gingthr eats . net/ cgi - bin / cvs L~eb . cgi / sigs / MALHARE / MALWARE_Advertisement se r ve r . com; sid: 2007602; r e v : 5; ) 

#Subm i tted by Mat t Jonkma n 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P_PORTS (msg:"ET MAL~JARE Advertising.com Oata Post (v i lla i ns ) "; flow: t o_ se r ve r,estab lis hed; u r i content : "/ Games /v i llains . as px"; nocase; 
e lasstype: policy- viol ation; r efe r e nc e : ur l, securi t y r esponse . s yma ntec. com/ avcente r /venc / data/ a dwa r e. fast seek. ht ml; ref e r e nce: u r 1, doc . eme r gingt hr eats . net / bi n/v iew/Hain/ 2001228; 
ref e r e nce: u r l , WLwi . eme r gingth reats . net / cgi - b i n / cvs 1.,.e b . cgi / s i gs / MAL~lARE /MALWARE_Adve r t ising . com_Bot ; s i d : 2001228; r ev : 8; ) 

#Submitted by Mat t Jonkma n 

• 
a l e r t tc p $HOME_N ET a ny ~> $ EXTERNAL_NE T $HTT P_PORTS (msg: " ET MAL~IARE Adve r t i sing.com Dat a Post ( cakedea l ) " ; flo~J : t o_se r ve r , e stablis hed; uricontent : "/ Games / cakedea l. as px"; nocase ; 
e l asst ype : po licy- v i ol at i on; refere nce : ur l , secur i t yresponse . s yma nt ec. com/ avcente r /venc / data/ a dwa r e. fas t seek. ht ml; ref erence : u r l, doc . eme r gingt hr eats . net / bi n/v ie~t/Ha i n/ 2001230; 
r e f e r e nce: u r l , w1wi . eme rg i ngth reats. net/ cgi - b i n / cvs1 ... eb . cgi / sigs / MAL~JARE /MALWARE_Adve r t i sing. com_Bot ; sid : 2001230; r ev : 8 ; ) 

# f r om Li sten i ng Post data 
#Hits on no r ma! ads, not r e porting da ta 

• 
#ale r t t cp $HO"IE_NET any -> $EXTERNA L_NET $HTTP _PORTS (msg : " ET MALWAR E Adve r tis i ng. com Report i ng Data " ; flow: to_se r ve r, establis he d; uri content : " / s i te:"; ur i content : " / mnum: "; 
uriconte nt : " / bi ns ="; urico ntent: "/ r ich="; ur icont ent: " / logs=" ; u r icont e nt : "/ betr=" ; c lasstype: policy -violation; 
r efe r e nce: u r l , sec uri t y r esponse. syma ntec. com/ a vcente r /venc / data/ adwa r e. fastseek . ht ml ; r efe r ence: u r l , doc . eme r g i ngth r eat s. net /b in/v i e i.,./Ma i n/ 2002304-; 
r e f e r e nce: u r l , WLwi . eme r gingth r eat s . net / cgi -bin / cvs web . cgi / s igs / MAL~IARE / MALWARE _Advert i s i ng. com_Bot; s i d : 2002304 ; r ev : 6 ; ) 

#by Matt Jon kma n 

• 
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a le r t t cp $HOME_NET any - > $EXTERNA L_NE T $HTT P_ PORTS (msg: " ET MALWARE Ad\-1a r e Corrvna nd Cl i e nt Checkin"; flow: t o_se r ve r , es t ablished; u r icontent :" / client . php ?s t r =" ; nocase; content "Use r ­
Agent I 3a I "; nocase; content : " I ndy Lib r a ry ) " ; wi t hi n : 30; nocase; c l a s stype: policy- v i o l ation; r ef e r e nc e : u r 1, i·,,1,1.'1 . nuker . com/ conta ine r / de t a i l s / adwa r e_convna nd . php; 
r ef erence : ur 1, doc . emer gingth reats. net/ bin/v iew/Ma i n/2003446 ; r e f erence: u r 1 , w..w . eme r gingthr eats. net/ cgi-bin/ cvs 1.'1eb . cgi / sigs / MALl,,JARE/ MALWARE_Adwa re_Comma nd; s id : 2003446; r ev : S; ) 

#by pe dro Ma ri nho 

• 
a le r t t cp $HOME_NET any - > $EXTERNA L_N ET $HTT P_PORTS (msg : " ET MALl,,/ARE Gene ri c Ad11a r e I nst all Re po r t " ; f101,1 :es t ablished , to_se r ve r ; content: "GET "; de pt h :4; uricont ent : " / ns i _ins t a l l.php ? 
i nst_r es ult=success&aff _i d=" ; u r i content : "&id ="; nocase ; c l ass t ype: t r o j a n -act i v i t y ; r e f e r ence: ur l , dcc . eme r gingt h r eat s . ne t / 2010630; r ef er e nce: url, 1,1ww. eme r g i ngthr e a t s . ne t / cgi-
b i n/ cvs1'leb . cgi / sigs/ MA Ll,,/ARE / MALWAR E_Adware_Corrvnand ; sid : 2010630; r ev : 3; ) 

#Submi t t ed by Matt J onkma n 
# 

a l e r t tcp $HOME_NET any - > $EXTERNA L_N ET $HTT P_PORTS (msg : " ET MALWARE Adwave Age nt Acc ess " ; flow: t o_se r ve r, establi s hed ; uricont ent : "/ sea r c h_404 . as px?aff=" ; nocase; class t ype : policy­
viola t i on; r e f e r e nce: u r l , WrlW. inte r mute . com/ s pywar e/ Hun t Bar . ht ml ; r ef e r ence: u rl , doc. e me r gingth r ea t s . net / b in/v i eL'1/ Main / 2001318; r e f e r e ne e: u r l , Wrll'I . eme r g i ngth r eats . ne t / cgi -
bin/ cvsweb . cgi / sigs/MA Ll,,/ARE / MALWARE_Adwave; s i d : 2001318; r e v : 7; ) 

#Submi tted by Chris Norton 
# 
a le r t tcp $HOME_NET any - > $EXTE RNA L_N ET $HTT P _ PORTS (msg : " ET MALWARE I.Jin t oo l s Downl oad / Configure" ; f10 1.11: t o_se r ve r • e stabli shed; urico nt e nt: "/ WTools"; nocase; ur i content : " . ca b" ; nocase; 
c l a ss t ype : t roj an- ac tivity ; r ef e r e nce: url , WIWJ . in t e r mut e. com/ s pywa r e/ Hunt Bar. ht ml ; r e f e r e nce: u r l , dcc. emergi ngt hr eat s. net/ bi n/v iew/Ma in/ 2001450; ref e r ence : u r l • WIWI . eme rgingt h r e a t s. net/ cg i ­
b i n/ cvs 111eb . cgi / sigs/ MA Ll,,/ARE / MALWARE_Ad<11ave; s i d : 2001450; rev : 11; ) 

# By Mat t Jonk.man 
# 
a l e r t tcp $HOME_NET an y - > $ EXTERNA L_N ET $HTT P_PORTS (msg : " ET MALWARE Casa l emed i a Access, Like l y Spyware" ; f101.11 : t o_se r ve r ,establi shed ; cont e nt :"Host l 3a l "; nocase ; cont e nt : " . ak­
netwo r ks . com" ; noc ase; vii t hi n : 30; classt ype: t ro j a n-ac t i v i t y ; r ef e r ence : url , dcc. eme r g i ngth r ea t s . net / bi n/v i e,~/Main/2001529; r ef e r e nce: ur l , LWIW , eme rg i ngt h r ea t s . net / cgi-
b i n/ cvsweb . cgi / sigs/MA LWARE/ MALWARE_Ak- netl-m r ks . com; s i d : 20015 29; r ev :10; ) 

#By Matt Jonkma n 

• 
a le r t t cp $HOME_N ET any - > $ EXTERNA L_N ET $HTT P_PORTS (msg : " ET MALWARE a k- ne t 1.'1o r ks.com Spywa r e Code Downl oa d" ; flow: t o_se r ve r , es t a blis hed ; uri content : "/ SyncAkSoft . da_"; noca se; 
e l a ss t ype : t roj an-activity ; r ef e r e nce: ur l, dcc. eme rgingth r ea t s . net/ bi n/v i ew/Main / 2001530; r e f e r e nce : u r l , WIWI . eme rgi ngt hr eat s. net/ cgi - b i n/ cvs 1.'1e b . cgi/ s i gs/ MALWARE/MA.l\-JAR E_Ak -netll'1orks . com; 
sid : 2001530; r e v :8 ; ) 

#By Matt Jonkma n 
# 

a l e r t tcp $HOME_NET any - > $EXTERNA L_N ET $HTT P_PORTS (msg : " ET MALWARE ak- net works .com Spyware Code I ns t a ll " ; flow: t o_se r ve r ,es t ablishe d; u r i content :" / a kc o r e.dl_"; nocase; class t ype: 
t r ojan-ac t i v i t y; r efer ence: url , doc. eme r gi ngt hr ea t s . net / b in/v i e 1.~/Ma in / 2001737 ; r efe r e nce: ur l , 1,,ww. emer g i ngth r ea t s . ne t / cgi- bin / cvsweb . cgi / s i gs /MALWARE /,.\All.JARE_Ak- ne t wo rks. com; s i d : 2001737; 
r ev :6 ; ) 

#by Matt Jonkma n from lis t e n ing post da t a 
# 
a le r t t cp $HOME_NET any - > $EXTERNA L_N ET $HTT P _PORTS (msg: " ET MALWARE Al exa Spywa re Re porting URL" ; f10 1.11: es t a blished , t o_se r ver; uricont ent: " / i mage_se r ver . cgi ?s i ?e=small&url=http j 3a I /" ; 
nocase; c l ass t ype : t roj a n-ac t i vity ; r ef e r ence: url , dcc. eme rgingth r ea t s. net / bi n/v i e,1/Main /2002349; r e f e r e nce: ur 1, L'1\WI . eme r gingt hr eat s . net/ cgi -b i n/ cvs1,1e b . cgi / s i gs / MALWARE/MALI-JAR E_Al exa; 
sid:2002349; r e v : 5; ) 

# by Ma t t Jonkman f r om lis t e n i ng post da t a 
# 
a l e r t tcp $HOME_NE T an y - > $ EXTERNA L_NE T $HTT P_PORTS (msg: " ET MALWARE Al exa Spywa r e Reporting"; fl ow :esta bli s hed,to_se r ve r ; u r icont e nt:" / data ?" ; nocase; u r i content :"cli=" ; nocase; 
uricontent : "&dat="; nocase; u r i con t e nt: "&ve r =" ; nocase; ur icontent: "&uid ., "; noc ase; c l asst ype : t ro j a n-act i v i t y ; r e f er ence: ur l , doc . emerg ingt h r ea t s . ne t / bi n/v i e11/Main/2003219; 
r ef e r e nce : ur l , ww1.11 . emer gingth reats. net / cgi -bin / cvs 1'1e b . cgi / sigs / MALWARE/ MALWARE_Al exa; s i d : 2003219; r e v : 3 ; ) 

#by Mat t Jonkma n from l i s t e n i ng pos t da t a 

• 
a le r t t cp $HOME_NET any - > $ EXTE RNA L_NE T $HTT P_ PORTS (msg : " ET MALWARE Al e xa Spywa r e Re po r t ing URL Vis ited"; f1 01.'1 : es t ablishe d,to_serve r ; u rico nt e nt: "/ data/" ; nocase ; u r i cont e nt : "&c li=" ; 
nocase; ur i co nt ent: "&dat= " ; nocase; uri content : "&ver="; nocase ; uri cont e nt : "&ur l =" ; nocase ; classt ype: t r ojan - act i vi t y ; re fe r e ne e: u r 1, doc. eme r g i ngth r eat s . ne t / bin/v i ew/Ma in/2003606; 
r ef e r e nce : ur l , l'i\'1\'1 . emer gingth reats . net / cgi -bin / cvs we b . cgi / sigs / MALl,,/ARE/MALWARE_Al exa ; s i d : 2003606 ; r e v : 3 ; ) 

# by Matt Jonkma n from lis t e n i ng pos t da ta 
# 
a l e r t tcp $HOME_N ET any - > $ EXTE RNA L_NE T $HTT P _PORTS (msg : " ET MALWARE Al exa Spywa r e Red i r ecting User "; flow: establi s hed , t o_ se r ve r ; u r icontent : "/ red i r ect ?http" ; nocase; content : "Host l3 a I 
r ed i r ec t . a l e xa . com"; nocase ; e l ass t ype: t ro j a n- a ct i v i t y ; r ef er ence : ur l , doc. emerg i ngth r ea t s . net / bi n/v i e,~/Ma i n/ 2003619; r ef e r e nce : url , 1.vww . eme r g i ngt hr e a t s . net / cgi-
b i n/ cvsweb. cgi / sigs/MA LWARE/ MALWARE_Al e xa; sid : 2003619; r ev :4 ; ) 

#l·lod i fi e d and a dde d t o by Mat t Jon kma n (Or i gina l aut ho r miss ing ) 
# 
a le r t t cp $HOME_NE T any - > $ EXTERNA L_NE T $HTT P _ PORTS (msg: " ET MALl,,/ARE Altne t Pee r Points Manage r Sta r t " ; flow: t o_ser ve r , es tablishe d; uriconten t : "/ pm/ s t a r t. as p" ; noc ase; class t y pe : 
po l i cy - v io l a tion; r efe r e nce : u r 1, secu r ity r e sponse . syman t ec . com/ avcent e r /ve nc / data / a d1.'1a r e . t opsea r ch . ht 111l ; r efe r ence: ur l , doc . e mergingt h r ea t s . ne t / bi n/v i ew/Main/ 2000906; 
r ef e re nce : ur 1, W\'1\'1 . emer g i ngth reats . net / cgi -bin / cvs we b . cgi / s i gs / MALl,,IARE/MAL\.JARE_Al tnet _Pee r point _Ma nager _ Tr aff i c ; s i d : 2000906; rev : 8; ) 

#l·lodif i e d and a dde d t o by Matt Jon kma n (Origina l aut ho r miss ing ) 
# 

a l e r t tc p $HOME_NET any - > $EXTERNA L_N ET $HTT P_PORTS (msg : "ET MALWARE Al t net Pee r Points Manage r Data Submiss ion" ; f1 01.11 : t o_se r ve r , establi she d; 
u r icontent : " / bac koff i ce . net / stats/ Add . as px" ; nocase; classtype: policy-vio l ation; r e f e r e nce : u r l , secu r ityr esponse . symantec . com/ a vcenter/ve nc / data / a dwa r e . topsea r ch . ht ml ; 
ref e re nc e : ur 1, doc . emerg i ngth r ea ts. net / bin/v iew/Ma i n/ 2000598 ; ref e r ence: u r 1 , w1w . emergingth r e ats. net/ cgi - bin/ cvs 1.11eb. cgi / sigs / MALl,,JARE/ MAL~1ARE_Altnet_Peerpoi nt _Manager _ Tr aff i c; s i d : 2000598; 
r ev :8 ; ) 

#Modif i ed and a dde d to by Mat t Jonkma n (Origina l aut hor miss ing ) 
# 
a le r t t cp $HOME_NE T any - > $ EXTE RNA L_NE T $HTT P_ PORTS (msg:" ET MALl,,/ARE Al t ne t Pee r Points Manage r Sett ings Downl oad" ; flo~i : t o_ se r ve r, es t ablis hed; 
uricont e nt : " / pointsmanage r / settings . cab ?"; nocase; c l ass type: po l icy- vio l ation ; r e fe r e nc e: u r 1, secu r i t yres ponse . syma nt ec. com/ ave ent e r /ve nc / da t a/ a d1,1a r e . t opsea r ch . ht ml ; 
r ef e re nce : ur 1, doc . emer g i ngth reats . net/ bin/v i ew/Main/2000907 ; r eference: ur 1 , w..•1w . eme rg i ngthr eats. net / cgi - bin/ cvs 1.11eb . cgi / sigs /MAL~JARE/ MALWARE_Altnet_Pee r po i nt _Manage r _ Tr aff i c; s i d : 2000907 ; 
r ev :9 ; ) 

# f a ke an tispyware pac kage , sig by mat t j onkma n 
# 
a l e r t tcp $HOME_NE T any - > $ EXTERNA L_NE T $HTT P_ PORTS (msg : " ET MALWARE Ant i -v irus -pr o . com Fa ke AV Checki n" ; f101.'1 : establis hed,to_server; uricont ent : " / stat . php ?mac hine_i d ={"; nocase; 
pe r e : " / mac hi ne_id={[A- F0-9 ] +- (A- F0-9 ]+- [A- F0- 9 ]+- [ A- F0-9 ) +- [A- F0-9 ]+ }/ Ui " ; c lass t y pe : t r o j an-activ i t y ; ref e r ence : u r l , doc . eme r g i ngt h reats. net / bi n/v iew/Ma in/ 2007886 ; 
r ef e r e nce : ur l , \'IWl.'1 , emer gingth reats. net / cgi -bin / cvs 1'1e b . cgi / sigs / MALWARE/ MALWARE_Ant i - v i rus- pr o. com; s i d : 2007886; r e v : 2; ) 

#Submit t ed by Matt J onkman 
# 
a le r t t cp $HOME_NE T any - > $ EXTE RNA L_NE T $HTT P_ PORTS (msg:" ET MALl,,/ARE Avr es Age nt Rece i v i ng I nst r uct i ons " ; f101.11 : t o_serve r ,establi shed ; uri co nt e nt :" / i e / updat enev,/" ; co nt ent: "CONFI G"; 
noc ase; c l asstype: t r o j a n -ac tiv i t y ; ref e r ence : ur 1 , 1wru . av res. net ; r ef e r ence: u rl , ar . av r e s . net / ie / updatene 1.'1/ ; r e f e r e nce : u r l , doc . emer g i ngth r e ats . net / bi n/vi ev,/Ma i n/ 2000903; 
r ef e re nce : ur 1, W\'1\'1 . emer g i ngth reats . net/ cgi -bin / cvs web . cgi / sigs / MALi,,/ARE/MALI.JARE_Avr es; s i d : 2000903 ; r e v : 6 ; ) 

#l·latt Jonkma n 
# 

a l e r t tc p $HOME_NET any - > $ EXTE RNA L_NE T $HTT P_ PORTS (msg : " ET MALWARE BTGr a b .com Spywa r e Do~ml oad i ng Ads " ; f1 01.11 : t o_s e r ve r , establi shed ; uri co ntent: " / a/ Dr k .syn? "; nocase; 
uri content : " a dcontext= " ; nocase; c l as sty pe : t r o j a n-ac t i v i t y ; r e f e r ence: u r l , WL>JW . bt gra b . com; r eference : ur 1, www3 . ca . com/ s ecuri t yadv i sor / pes t / pest . as px? id=4 53090726; 
r ef erence : ur 1, doc . emerg i ngth reats . net / bin/v iew/Ma i n/2001999 ; ref e r ence: u r 1 , w1w . emerg i ngthr eats. net/ cgi - b i n/ cvs 1.11eb. cgi / sigs / MAL~JARE/ MALWARE_ BTGr a b . com; s i d : 2001999; rev : 7; ) 

#l·latt Jonkma n from s pywa r e l i stening pos t data 

• 
a l e r t t cp $HOME_NET any - > $ EXTERNA L_NET $HTT P_PORTS (msg :" ET MALl,,IARE Baidu . com Sp}'\'1a r e Ba r Report i ng" ; flow: t o_se r ve r , es t a blis hed ; uri cont e nt : "/ up dat e / ba r cab/"; nocase; 
c l ass t ype : policy-v i o l a t ion; r ef e r e nce: ur l , L'IIWI . pc t oo l s. com/ mr c / i nf ections/ id / 8a i Du/ ; r e f erence : ur l , dcc. eme r gingt h r ea t s . ne t / b i n/v i ei~/Mai n/ 2003340; 
r eference : ur l , Mw• . emer g i ngt h reats. net/ cgi •bin/ cvs we b . cgi / sigs / MALWARE/MALWARE_Baidu . com; s id : 2003340; rev : 3; ) 

#Matt J onkma n from s pywa r e l i stening pos t data 
# 

a l e r t tcp $HOME_NET any - > $E XTERNA L_N ET $HTT P_PORTS (ms g : " ET MALWARE Ba i du .com Spywa r e Ba r Pull i ng Content " ; flow: t o_se r ve r ,es t ablishe d; u r i content : "/ upda t e / cab/ l oadmovi e.swf " ; nocase; 
content: "ba r . baidu . com"; nocase; c l as sty pe : po l icy - vio l at ion; r e f e r ence: u r 1, W\'11'1 . pc t ools . com/ mr c/ i nf ect ions/ i d/ BaiDu/ ; r ef e r e nce : ur l ,doc . eme r g i ngth r ea t s. net / bi n/v iew/ Main/ 2003341 ; 
r ef e r e nce : ur l , 1"1WL11 . emergingth reats . net/ cgi -bin / cvs we b . cgi / sigs / MALWARE/MALWARE_Baidu . com; s id : 2003341 ; rev : 3; ) 

#Matt J onkma n from s pywa r e l istening post data 
# 
a le r t t cp $HOME_N ET any - > $EXTERNA L_N ET $HTT P_PORTS (msg: " ET MALWARE Ba i du .com Spywa r e Ba r Pull ing Da t a " ; f10 1.11 :to_se r ve r, establis hed; urico nt ent : " / cpro/ u i / u i " ; nocase; 
cont e nt : "baid u . com " ; nocase; cont e nt : ! " Ref e r e r I 3a I "; nocase ; class t ype : t r o jan- ac ti v i t y ; r e f ere nce : u r 1, L'1\WI , pct ools, c om/ mr c/ i nf ections/ id/ BaiDu/ ; 
r ef e r e nce : ur l , doc . emer gingth reats . net / b in/v i ew/Ma i n/ 2003578; r e f e r ence: ur l , WL'11'1 . emer gingth r eats . net / cgi - bin/ cvs L11eb . cgi / s i gs / MA Ll,,JARE/ MALWARE_Ba idu . com; s id: 2003578; r ev : 6; ) 
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#Matt Jonkma n f rom s pywa r e lis t e ning post data 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNAL_NET $HTT P_PORTS (msg : "ET MAL!flARE Baidu .com Spywa r e Ba r Activ i t y" ; flow: to_server,es t a blis he d; u r i cont e nt : "/n ?crrnf =" ; nocase; ur i cont ent: "&class,,,"; 
nocase; urico ntent: "&pn="; noca se; ur icontent : "&t n" ; nocase; c l ass t y pe : t roja n-ac t i v i t y ; r efe r e nce: u r l , w1.>1i>J . pctoo l s . com/ mr c/ i nf ec t ions / i d/ Ba i Du/ ; 
r e f e r e nce: u r l , doc . eme r gingth reats, net / b in/v i ew/Ma i n/ 2003605; r e f e r ence : url , W\>li>J . eme r g i ngth r eats. ne t / cg i -bin / c vs LoJeb . cgi / s i gs / MAL!ffARE/ MALI-JARE_Ba idu. com; s id : 2003605; r e v : 3; ) 

#Matt Jonkma n from s py1.'1a r e lis t e ning post dat a 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_N ET $HTTP _PORTS (msg : "ET MAL!flARE Ba i du . com Spywa r e Soba r Ba r Act i vity" ; floi,J : t o_se r ve r , establishe d; uri co nt e nt " / s oba r / s oba r " ; noc ase; 
c l ass t ype: t r o j an-ac t i v i t y ; r ef e r e nce : url , WL>li',l . pctool s, c om/ mr c/ i nf ec t i ons / i d/ Ba i Du/ ; r e f e r e nce : ur l , doc. eme rgingth r eat s . net / b i n/v i e\..,/Main/ 2003630; 
r e f e r e nce: u r l , \WJW . eme r gingth reats . net / cgi- bin / cvs 1>Jeb . cgi / s i gs / MALLtlARE/ MALWARE_Ba idu. com; s i d : 2003630; r ev : 3; ) 

# by J e r emy a t sudosec ur e .net 
# r ef : c182bf baff0a5187c95020d4ae60 2ac0 

• 
a l e r t tcp $HOME_NET a ny - > $ EXTE RNAL_NET $HTT P_ PORTS (msg : " ET MALL,JARE Adaware . Ba r ACE Chec kin a nd Update " ; flow:e s t a bl i shed , t o_se r ve r ; cont e nt : "GET " ; de pt h : 4 ; 
urico ntent : " I 2E l ph p l 3F I zo ne= "; nocase; ur icon t e nt : " I 26 I name =" ; nocase; ur icont e nt :" I 26 I bpi d =" ; nocase; u r i co ntent: " I 26 1 bnum= " ; nocase; urico nt ent: " I 26 ] p i d ="; nocase; c l ass t ype : t ro jan­
ac t i v i t y ; r e f e r e nce : ur l , 1,Mw . syma nt ec . com/ secu r i t y _ r esponse/wr i t e up . j s p ?docid=2007-0 21714-2431 - 99&t a b i d=2; r e f e r e nce : ur l , doc . eme r gingt hr ea t s. net / b i n /v i e 1'1/Ma in/ 2008318 ; 
r e f e r e nce: u r l , www . eme r gingth reats . net/ c gi - bin/ cvs 1'1eb . cgi / s i gs / MALL,JARE/ MALWARE_Ba r Ace; s id : 2008318; r e v : 3; ) 

#Submi t t ed by J ona tha n Mi ne r 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg : "ET MAL~IARE Ba r ga i n Buddy " ; fl m.., : t o_ se r ver , es t a blis hed ; ur i co nt e nt : " / d01>Jn l oa d/ba r gin_buddy " ; nocase ; class t y pe: t r o jan-
ac t i v i t y ; r e fe r ence : ur l , 1,,ww , doxdesk . c om/ pa ras i t e/ Ba r ga i nBuddy . html ; r e f e r ence : ur l , doc . emerg i ngth r eat s . ne t / bin/v i e w/Ma in/ 2000574; r ef e r e nce : u r l , 1"1.w1 . emerg i ngth r e at s . net / cgi -
b i n/ cvs1..,e b . cgi/ s i gs/MA LWARE/ MALL,fARE_Ba r gain_ Buddy ; s i d : 2000574; r e v : 9; ) 

#By Jo hn Stewart 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (msg : " ET MAL~IARE Begin2Search .com Spy1.>Ja r e " ; flow: t o_se r ve r , establis he d; co ntent: " / cg i - bi n/ f av_del.fcgi ?i d" ; nocase; class t ype : 
pol i cy -v i o l a t ion; r e f e r e nce: ur 1, sarc . com/ a vc e nt er /ve nc / dat a / adwa r e . begin2s ea r c h . ht ml ; ref e r e nce : u r l ,doc . emergi ngt hr ea t s . net / b i n/v iew/Ma i n/ 2001885; 
r e f e r e nce: u r l , WL>JL>J . eme r gingth reats . net / cgi- b i n/ cvs 1'1eb . cgi / s i gs / MAL~IARE/ MALWARE_Begin2Search; s i d : 2001885; r ev : 6 ; ) 

#Matt Jonkma n, caught off o f f as t mp3search . c om . ar 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNAL_N ET $HTT P_PORTS (msg : " ET MAL!flARE Bes t -ta r ge t e d - t r a ff i c . com Spywa r e Checkin" ; flo LoJ :est a bli s hed , t o_ser ve r ; ur i cont ent : " / c heck i n . php?"; nocase; 
urico ntent : " unq ="; nocase; uri co ntent: "vers i o n=" ; nocase; co ntent : "Use r - Age nt I 3a I Ope r a " ; nocase; e l ass t y pe: t roj a n - ac tiv i t y ; 
r e f e r e nce: u r l , doc . eme r gingth reats, net / bi n/v i ew/Ma i n/ 2003209 ; r e f e r ence : ur l , \"1.>JL'1 , eme r g i ngthr eat s. ne t / cg i - bin / c vs LoJeb . cgi / s i gs / MALL,fARE/MALI-JARE_Best - Ta r geted- Tr aff i c . com; s i d : 2003209; 
r ev : 4 ; ) 

#Matt Jonkma n, caught off o f f a s t mp3sear ch . c om. ar 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTTP_ PORTS (msg : " ET MAL~IARE Bes t -ta rgeted- t r a ff i c.com Spy1,1a r e I ns t a l l " ; fl 01" :est a bli s hed , t o_ser ve r ; uri cont ent: " / in st a ll . php ?"; nocase; 
urico nt ent : "&pa i s ="; nocase; u r icont e nt : "unq =" ; nocase; con t e nt : "Use r - Age nt I 3a I Ope r a " ; nocase; classt ype: t r o j a n -ac t i v i t y ; r ef e r e nce : url,doc . eme r g i ngthr ea t s . net / bi n/v i eL'I/Ma i n/ 2003210 ; 
r e f e r e nce: u r l , WL>JL>J . eme r gingth reats . net / cgi - b i n / cvs 1'1eb . cgi / s i gs / MAL~IARE/MALWARE_Best -Ta r geted - Tr af fic . c om; s i d : 2003210; r e v : 4; ) 

#Matt Jonkma n, caught off o f f as t mp3sea r ch . c om . ar 

• 
a l e r t tcp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P _ PORTS (msg : " ET MALLtlARE Bes t-ta r ge t ed- t r a ff i c . com Spywa r e Pi ng" ; flow : e s t a bli shed , to_ se r ver; uriconte nt : "/ pi ng . php ?" ; nocase; 
urico ntent : " ul =ht t p" ; noc ase ; u r icontent : " unq =" ; nocase; cont ent : " Use r -Agent I 3a I Ope r a " ; nocase ; c l ass t ype : t r o j a n-activity; r eference: ur l , doc . e me r gingt hr eat s . net / b i n/v i e\..,/ l·la i n/ 2003211 ; 
r e f e r e nce: u r l , WL>JL>J . eme r gingth reats, net / cgi - bin / cvs 1'1eb . cgi / s i gs / MALL,JARE/MALWARE_Best -Ta r get ed - Tr aff i c . c om; s i d : 2003211 ; r e v : 4; ) 

#Matt Jonkma n 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTTP_ PORTS (msg : "' ET MAL~IARE Bes t count . net Spyware Checkin" ; flow:established , to_se r ve r ; ur icontent: " / a dv/" ; nocase ; uricont e nt : '" / ad l oad . php ? 
a l =" ; nocase; uri co ntent : "&a2: Ty pe of Pr ocessor I 3a I"; nocase ; u r i co ntent : "&a3: Hi nd ows ve r s i on i s " ; nocase; ur i cont e nt : "&a4=Build I 3a I"; nocase; c l asstype : t r o j a n- act i v i t y ; 
r e f e r e nce: u r l , repo r t s . inte r n i c . net / cg i /who i s ?'tthois_nic=best co unt . net&t ype =domain; r ef erence : u r l , doc . eme r g i ngt hr ea t s . ne t / bin /v iew/Ma i n/ 2002955; r e f e r e nc e : u r l, Wlwt . eme rgingth r ea t s . net / cgi ­
b i n/ cvs1..,e b . cgi / s i gs/MA LWARE/MALL,fARE_Bes t count . net; s i d : 200 295S; r e v : 4; ) 

#Matt Jonkma n 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_N ET $HTT P_PORTS (msg : "ET MAL~IARE Bes t count . net Spyware Oownl oa d i ng vxgame " ; fl ow:est a blis he d , t o_s e r ve r ; uri content : "/vxgame l /vxv . php '"; nocase ; 
c l ass t ype: t r o j an-ac t i v i t y ; r ef e r e nce: u r l , r epo r t s. i nter nic . net / cg i /whois ?1,lhoi s_n i c : bestcoun t . ne t &t ype : doma i n; r e f e r e nce: u r l , doc . eme rgingth r ea t s . net/ bi n/v i ew/Ma in/ 2002956; 
r e f e r e nce: u r l , WL>JLY . eme r gingth r eats, net / cgi - bin / cvs 1'1eb . cgi / s i gs / MAL!flARE/MALWARE_Bestcoun t . ne t ; s id : 200 2956; re v : 3; ) 

#Matt Jonkma n 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTTP _ PORTS (msg : •• ET MAL~IARE Bes t c ount . net Spywa r e I ni t i a l Inf ect i o n Downl oad" ; f 101.'1 : establi s hed , t o_serve r ; uri co nt ent : " /l'l i n3 2 . exe " ; noca se; 
pe r e: " /\/adv\/\d+\/wi n32 \ . exe/ Ui "; e l asstype : t r oj a n- activ i t y ; r ef e r e nce: u r l , r e port s . i nt e r n i c . net / cgi /who i s ?who i s_ni c =bes t count . net&t ype =doma i n; 
r e f e r e nce: ur l , doc . eme r gingth reats . net / bin/v i ew/Ma i n/2002957 ; r e f e r ence : ur l , WL>JL,j . eme r g i ngthreats . net/ cgi- bin / c vs web . cgi / s i gs / MALL,fARE/ MALWARE_ Bestcoun t . ne t ; s id : 2002957; r ev : 3; ) 

#Matt Jonkma n 

a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_N ET $HTT P_PORTS (msg : " ET MAL~IARE Bes tcount . net Spywa r e Expl o i t Down l oad"; flow :est a bli shed , t o_se rv er ; u r icontent : " / sp l o i t . a nr " ; nocase; 
c l ass t ype: t r o j an-act i v i t y ; r ef e r e nce : u r 1, repo r t s . i nte r nic . net / cgi/whois ?1,lhoi s_n i c =bestcoun t . ne t &t ype =dorna i n; r e f e r e nce: ur l , doc . eme r g ingth r e a t s . net/ bin/v iew/Ma in/ 20031 53; 
ref e r e nce: u r l , WL>JL>J . eme r gingth reats , net / cgi - b i n / cvs 1'1eb . cgi / sigs /MAL~IARE/MALWARE_ Bestcoun t . net; s id : 2003153; r e v : 3; ) 

#Matt Jonkma n 

• 
#a l e r t tcp $00'\E_NET any •> $ EXTERNAL_NE T $HTT P_PORTS (msg :"ET MALWARE Be stcount . ne t Spywa r e Data Upl oa d"; floLY : e s t abli s hed ,to_s er ve r ; urico ntent : " / o bj e cts / ocget. dll" ; nocase; 
content : "mybest " ; noca se ; de pth : 150 ; c l ass t ype: t ro j a n - ac t i v i t y ; r efe r ence : ur l , r e por t s. inte r n i c. net/ cg i /1.'1ho i s ?who i s_ni c::bestcount . net &ty pe =doma i n ; 
ref e r e nce: u r l , doc . eme r gingth reats . net / bin/v i ew/Ma in/ 20031 54; ref e r ence : ur l , W\>JL'1 , eme r g i ngthreat s . ne t / cgi-b i n / c vs web . cgi / s i gs / MALWARE / MALWARE_Bestcoun t . ne t ; s id : 2003154 ; r ev : 5 ; ) 

#Submi tted by J ona tha n Mi ne r 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNAL_NET $HTTP_ PORTS (msg : "' ET MAL~IARE Bi net ( down l oad compl ete ) " ; flo1\I : t o_se r ve r , established ; uricontent : "/ downl oa d/ ca bs/" ; nocase ; 
uricontent : "downl oad_ compl ete . htm"; nocas e; c lass t ype: t r o jan-act i v i t y ; r ef e r e nce: u r l , s a r c . com/ a vcent e r /ve nc / da t a / pf / a dwa re . bet t er i nt e r ne t . html ; 
r e f e r ence: u r l , doc . eme r gingth reats . net / bi n/v i ew/Ma i n/2000366 ; r e f e r ence : ur l , WL"1,. . eme r g i ngthreats . net/ cgi- bin / c vs 1.'1e b . cgi / s i gs / MALWARE / MALWARE_Bette r i n t e rnet; s i d : 2000366; r e v : 1 2; ) 

#Submi tted by J ona tha n Mi ner 

• 
a l e r t tcp $HOME_NET a ny - > $ EXTERNAL_NET $HTT P_PORTS (msg : " ET MALL,JARE Bi net ( se t _pi x ) " ; flow: t o_se r ve r , es t a blished ; u r i co nt e nt : "/ dovm l oad/ ca bs / set _pi x . ph p" ; noca s e; 
c ontent : "abe t te r i nt e r ne t . com" ; nocase; clas s t ype : t r o j an -activ i t y ; r e f e r e nce: u r l ~ sa r c . com/ avcente r /ve nc / da t a / pf / a dware . bet te rin terne t . ht ml ; 
r e f e r e nce: u r l , doc . eme r gingth reats, net / b i n/v i ew/Ma i n/ 2000367; r e f e r ence : ur l , WL>JL'1 . eme r g i ngthr eats. ne t / cg i - bin / c vs LoJeb . cgi / s i gs / MALWARE /MALWARE_Bette r i nt e r net; s i d : 2000367; r e v : 9 ; ) 

#Submi tted by J ona t ha n Mi ne r 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_N ET $HTTP _ PORTS (msg : "ET MALL,JARE Binet ( r a nd r eco . e xe ) " ; f1 01'1 : t o_se r ver, e s t a blished ; urico ntent : " / do1'1n l oa d/ cabs / RANORECO/ r andr eco . e xe " ; nocase; 
c ontent : "abe t te r i nt e r net . com" ; nocase ; c l as s t ype: t r o j an -act i v i t y ; r ef e r e nce: u r l , sa r c . com/ avcente r /ve nc / data / pf / a dware . bet te r i nterne t . ht ml ; 
r e f e r e nce: u r l , doc . eme r g i ngth r eat s . net/ bin/v i ew/Ma i n/ 2000371 ; ref e r ence : ur l , wwi.'1 . emerg i ngthreats. ne t / cgi -b i n / c vSLYeb . c gi / s i gs /MALWARE / MALWARE_Bette r i n t ernet; sid : 2000371 ; r e v : 9 ; ) 

#Submi tted by J ona tha n Mi ne r 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg : "ET MAL~IARE Bi net Ad Ret r i eva l " ; flow: t o_ serve r ,established ; uri cont e nt : "/ bba/ flas hi mages /" ; nocase ; class t y pe: t r o jan-
ac t i v i t y ; r e f e r ence : ur l , s ar c . com/ avce nte r /ve nc/ da t a / pf / adwa r e . betterint ernet . html ; r e f e r e nce: url , doc . eme rgingth r eat s . net / bin/v i ew/Main/ 2000593; 
r e f e r e nce: u r l , WL>JL>J . eme r gingth reats . net/ c gi - b i n / cvs 1'1e b . cgi / s i gs / MAL~IARE/ MALWARE_Bette rint e rnet; sid : 2000593; r ev : 7 ; ) 

#Submi tted by Ma t t J onkma n 

• 
a l e r t tcp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (ms g : " ET MALL,IARE Twa in tec Downl oad At t empt " ; flow: t o_s e r ve r ,establis hed; uricont e nt : "/ downl oa ds / c a bs / TI,JTD LL/ t wa in t ec.cab" ; noca s e; 
c l ass t ype : t ro j a n- acti vity ; r e f e r ence : ur l , 1,r.,iw . pes t pa t r ol . com/ Pes ti nf o/ t / t wa i n- t ec h . asp ; r e f e r e nce: u r l , doc . eme r g ingthreats . net / bin/v i ew/Ma i n/ 2001198; 
r e f e r e nce: u r l , WL-iw . eme r gingth reats, net / c gi - b i n / cvs 1'1eb . cgi / s i gs / MAL~IARE /MALWARE_Bette r i nt e r net; s i d: 2001198 ; r ev : 6 ; ) 

#Submi tted by Ma t t J onkma n 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTTP_ PORTS (msg : "ET MALL,JARE T1,1a in tec Ad Ret r ieva l "; f1 01.'1 : t o_ se r ve r ,establi she d; uri co ntent : " / t 1Yain/ s e r v l et / TL'1a i n?adcontext= " ; nocase; 
c l ass t ype: t ro j a n- act i vity ; r e f e r ence : url , 1>1iwl . pes t pat r ol . com/ Pes tl nf o/ t / t wa i n-tech . asp ; r e f e r e nce: u r l , doc . eme r g ingthreat s, net / bin/v i ei,1/Ma i n/ 2001199 ; 
r e f e r e nce: u r l , www . eme r gingth reats . net/ cgi - bin / cvs 1'1eb . cgi / s igs / MALL,JARE/ MALWARE_Be t te r i nt e r net; s i d : 2001199; r ev : 6 ; ) 
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#Submit t ed by Mat t Jonkma n 

• 
a l ert t cp $HOME_NET any -> $EXTERNA L_NET $HTT P_PORTS (ms g:"ET MALWARE Twa i ntec Re po r ting Dat a"; flow: t o_se r ve r ,es t ablished; uri cont e nt : " / downl oads / r eco r d_downl oa d . a sp"; nocase; 
c l ass t ype : t roj a n- activ i t y ; ref e r e nce : u r l , L'ilWW . pestpa t rol . com/ Pestinfo/ t / t wa i n-tech . asp; r efe r e nce: ur l , doc . erne r gingthr eats . net/ b i n/v iew/Main/ 2001216; 
r efe r e nce : ur 1 , WL'IW . emer g ingthreats . net / cgi- b i n / cvs we b . cgi / s i gs /MALWARE/MALWARE_Be t te rint e r net ; sid: 2001216; r ev :6; ) 

#Submitted by Mat t Jonkma n 

• 
a l e r t t c p $HOME_NET an y - > $ EXTE RNA L_NET $HTT P_PORTS (ms g:"ET MALWARE Blnet I nfo r matio n IJp l oad"; flow: t o_serve r ,es t a bli s he d; u ricontent: "/ b i / se r v l et / Th i ns t a llP r e " ; nocase; classtype: 
t rojan-act i v i t y ; ref er e nce : url , sarc . com/ avcen t e r /venc / data/ pf / a d\•1a r e. bette r i nte r net . ht 111l ; ref e r e nce : ur l , do c . eme r g i ngthr ea t s . net / bi n/v i ei"/Mai n/ 2001339; 
ref e r e nce : ur 1 , 1vww . emer g i ngthreats . net / cgi- b i n/ cvs web . cgi / s i gs / MALWARE/ MA.LWARE_Be t t e rint e r net; sid: 2001339; rev : 7; ) 

#Data from All i son Macfar l and 

• 
a l e r t t c p $HOME_NET any - > $EXTERNA L_NET $HTT P _PORTS (msg: " ET MALWARE BI net Info r mation I nsta ll Report " ; flo1" : to_se r ve r , e s tabli s hed; uri cont ent : " / bi / serv l e t /Th i ns t a ll Post " ; nocase; 
c l ass t ype : t roj a n- ac t i v i t y ; ref e r e nce: u r 1, sa r c. com/ avc e nte r /venc / da ta / pf / ad1vare. bet terinterne t , ht ml; r ef e r e nc e :ur l , doc. emer ging th r eats. net/ b i n/v iew/Main/ 2001576; 
refere nc e : ur 1 , wwi,,, . emer gingthreat s . net / cgi-bin / cvs 1,,,e b . cgi / sigs /MALWARE/ MALWARE_Be t t erint e r net; s i d : 2001576; r ev :6; ) 

#Submitted by Matt Jonkman 
#Di sab l i ng t hi s ru l e, it needs v1o rk . I t ' s h i t t i ng on l egit ad ref e rra l s 

• 
#a l e rt tc p $Ha-'IE_NET a ny -> $ EXTERNAL_NET $HTTP _PORTS (msg: " ET MALWARE Bf a s t . com Spywa r e " ; flow : t o_serve r ,es tablis hed ; ur icontent : " / bf ast/ serve ?bf mid " ; nocase; clas st y pe : policy-
vio l a t i on ; r efe r ence : u r l , doc . e me r gingth r eats. net / bi n/v ie L~/Ma in/ 2001398; re f e r e nce: url , WWI" · eme r gingth r eats . net/ cgi- bi n/ cv swe b . cg i / s igs/MAU.JARE/MA L~JARE_Bf as t . com; s i d: 2001398 ; r e v : 7; ) 

#f r om s pywa r e LP da t a, by 111att j onkma n 

• 
a l e r t t c p $HOME_NET any -> $ EXTERNAL_NET $HTTP_PORTS (msg : " ET MALWARE Bizconcep t . i nf o Spy,,,,a r e Checkin" ; flow:to_server , es t a bli s he d; con tent : " POST " ; dept h :5 ; noc ase ; 
uricontent: .. / z uzu . ph p?&r: " ; nocase ; c l asst ype : t ro j an · act i v i t y ; ref e r e nce : ur 1, doc . eme r g i ngthr e a t s . net / bi n/v i eiv/Mai n/2005319 ; r ef e r ene e: url , Lwrw . emerg i ngth r e at s. net / cgi­
bin/ cvs1veb. cg i / s i gs / MA LWARE/MALWARE_Bi z conc ept . info; s i d : 2005319; r ev : 3; ) 

#Submitted by All i so n Mac Fa r l a n 

• 
a l e r t t c p $HOME_NET any - > $ EXTERNAL_N ET $HTT P_ PORTS (msg: " ET MALWARE Bonz i port a l Tr affi c" ; f101" : t o_se r ve r ,establis hed; ur icont e nt : "/ bonz ipor t a l/bin /" ; classtype : troj an-activity; 
refere nc e : url , WL.,.,,,3. ca . com/ secur i t yadv i sor / pes t / pest . as px ?i d =5 9256; r efe r e nce: ur l , doc . eme r gingt hr eats. net / bin /v ie~i/Main/ 2001 345; r ef e r ence : u r l , w1-M . eme r g i ngt hr eats. net/ cgi­
bin/ cvs1"eb . cgi / sigs /MA LWA.RE/MALWA.RE_Bonz i ; s i d : 2001345 ; r ev : 7; ) 

#by Jeffrey Brm"n 

• 
a l ert t c p $HOME_NET any - > $EXTERNA L_NET $HTTP_PORTS (msg: " ET MALWARE Bor l ande r Adwa r e Checkin" ; flow:to_ se r ve r, es t ablished; co ntent: "GET " ; de pt h: 4 ; nocase; uricont e nt : "? t= " ; nocas e ; 
u r i con tent: "&i= "; nocase; ur i cont e nt : "&v=" ; nocase ; ur i content : "&d ="; nocase; ur i cont e nt : "&a:"; nocase; u r i content : "&n ="; c lass t y pe : ba d -unknown; 
refere nce : ur l , doc . emer gingthreats . net / bin/v iew/Main/ 2008736; r efe r e nce : u r l , W\"'" . eme r gingthr eat s . net / cgi -b in / c vs L'ileb . cgi / sigs / MA Ll,/ARE/ MALWARE_Bor lande r . com . cn ; sid: 2008736; r e v : 2; ) 

#Matt Jonkma n 

• 
#ale r t tc p $HG'\E_NET a ny -> $ EXTERNAL_NET $HTTP _PORTS (msg : " ET MALWARE Bravesent r y . com Fa ke A.ntispy~,are Downl oad" ; flow: established , to_serve r ; uri co ntent : " / br avesent r y . exe " ; nocase ; 
c l a ss t ype : t r oj an-activ i t y ; r eference : ur 1 , www . bra vesen t r y . com; r ef e r ence: ur l , research . s un be l t- softwa re . com/ t hr e atd i s pl ay . as px? na me =Br a ve 5e nt r y&t hrea t i d=44152; 
refer e nc e : ur l , doc . emer g i ngthreats . net / b i n/v iew/Main/2002954 ; r efe r e nce : u r 1 , W\"'" . eme r g i ngthr eats . net / cgi - bin / c vs L'ile b . cgi / s i gs / MA LWARE/MALWARE_Br avesent r y; sid : 2002954; r ev :4; ) 

#Matt Jonkma n 

• 
#ale r t t cp $HG'\E_NET a ny -> $ EXTERNAL_NET $HTT P_PORTS (msg : " ET MALWARE Br avesen t r y . com Fa ke Ant ispyvia r e Updating" ; flow:established , t o_serve r ; uri con tent : " / update. php? v:"; nocase; 
uricon tent: "' &d="; nocase; uric ont e nt : "&vs =" ; nocase; conten t : ! "User-Agent I 3a I " ; content : "Hos t I 3a l "; conten t ! " . b r avesen t r y . com·· ; d i s t a nce :0 ; nocas e; c l ass t ype:troj an -activity ; 
r efere nc e : url , WL>JW . br avesent ry . com; ref e r e nce : ur l , r esea r ch . sunbel t- softwa r e. com/ t hr eatd i s pl ay . as px? name=B raveSe nt r y&t hrea t i d=-44152 ; 
ref e r e nce : ur 1 , doc . emerg ingth reats . net / bin/v iew/Main/ 2003541 ; r efe r e nce : u r l , wwi" . emergingthr eat s . net / c gi - bin / c vs L,,,eb . cgi / s igs / MA LWARE/ MALWARE_ Br avese nt r y ; s i d : 2003541 ; r ev ! 5; ) 

#Matt Jonkma n 

• 
#ale r t t cp $HO'lE_NET a ny -> $, EXTERNAL_NET $,HTTP _PORTS (msg : " ET MALWARE Brave sen t r y . com / Protec t wi n . com Fa ke Ant i spywar e Re porting"; flow: e sta blished , t o_ se r ve r ; u r i content ! " / dmml oad . ph p ? 
&adv i d =" ; noca s e; ur i cont e nt : "&u=" ; nocase ; u r i content : "&p,., " ; nocase; cont ent : ! "Use r -Age nt I 3a I " ; content: "Hos t I 3a I "; content : " . b r avesentry , com" ; d i s t a nce :0 ; nocase; classty pe : t r o jan­
activ i t y; refe renc e: ur l , www . br avesent r y . com; r e f erence: url , r esea r ch . s unbe l t ·software . com/ t hr eatdisplay . asp x?na me= Br aveSent r y&th r eatid=441 52; 
refere nce : ur 1 , doc. emer g i ngthreats . net / b i n/v iew/Main/ 2003542 ; refere nce : u r 1 , www . eme rg i ngthr eat s . net/ cgi -b in / c vSL'ileb . cgi / s i gs /MALWARE/MALWARE_B r ave sent r y ; s i d : 2003542; r e v :4; ) 

#Submitted by Matt Jonkma n 

• 
a l e r t t c p $HOME_NET any - > $EXTE RNA L_NET $HTT P_PORTS (msg : " ET MALWARE Br owse r a i d . com Age nt Re por ting Dat a" ; flow: t o_ server , establ i shed ; uri cont e nt :" / per l / a ds . p l "; nocase; c l asst ype : 
t roj a n-act i v i t y ; ref er e nce : u r l , ~IWrl . bro~iseraid . c om ; r eference : url , doc . eme r gingthreats . net / b in/v i e1"/l•la in / 2001266 ; r ef er ence : u r l , Wl"M . eme r gingth r eat s . net / cg i -
bin/ cvs1veb . cg i / sigs /MA LWARE/MALWARE_B r ows e r a i d ; s i d: 2001266; r e v : 1 2; ) 

#Submitted by Mat t Jonkman 

• 
a l e r t t c p $HOME_NET any - > $ EXTE RNA L_NET $HTT P _PORTS (ms g: "ET MALWARE Browse raid . com Age nt Updating"; flow: t o_s e r ver , e s t ablished; u r i content : "/ pe r 1 / upt odat e . p l " ; nocase ; 
cont e nt: "uptodate. br 01"se r a i d . com"; nocase; c l asstype : t r o jan- act i v i t y ; r efe r ence: ur l , viww . b r owser a i d . com; r eference: ur l , doc . eme r gingth r eats . ne t / b in/v i ew/Ma i n/ 2001304 ; 
refere nce : ur 1 , wwi,,, . emer gingth reats . net / cgi - bin/ cvs we b . cgi / s igs /MALWARE/ MALWARE_Br o1"sera i d ; s id: 2001304 ; rev : 7; ) 

#By Mat t Jon kman 

• 
#ale r t tc p $HO'lE_NET a ny -> $, EXTERNAL_NET $,HTT P _PORTS (msg : " ET MALWARE Clickspr i ng . net Spy1,,,a r e Repor t i ng"; flm'il : t o_se r ve r , establi shed ; content : "Host I 3a I 'rf'l•rw . bullse ye- net\"o rk . com" ; 
noca se; c l as s t ype : t ro j a n -activ i t y ; r ef e r e nce : ur 1, sa rc . com/ avc e nte r /venc / da ta/ adwa r e . bar gainb ud dy. html ; ref e r e nce : ur 1 , doc , e me r g i ngthr eats . ne t / bi n/v i ew/Ma i n/ 2001501 ; 
refere nc e : ur l , WL"'" · emer gingth reats . net / cg i - bin / cvs 1,,,e b . cgi / s i gs /MALWARE/ MALWARE_Bul l seye-Netwo r k . c om; sid : 2001501 ; r ev : 7 ; ) 

#Submi tted by Chri s Norton 

• 
a l e r t t c p $HOME_NET any -> $EXTERNAL_NET $HTTP_PORTS (msg : " ET MALHARE Bundle1-ia r e Spyv1a r e Do~m l oa d" ; f1 01" : t o_se r ver,establi shed ; uri content : " / a pp/ I nt ernet Fue l / App\-Jr ap . e xe " ; nocase; 
c l ass t ype : policy- v i olation; ref e r ence: ur l , doc . eme r g i ngth r eat s . net / bi n/v i ew/Ma i n/2001451 ; ref e rence : ur 1 , 1wrw . emerg i ngth r ea t s . net / cg i -b i n/ c vswe b . cgi/ s i gs / MAL\-JARE/ MAL\JA.R E_Bund l e t,are ; 
s i d :2001451; r ev :6; ) 

#Submitted by Chr i s Norton 

• 
a l e r t t c p $HOME_NET any -> $ EXTE RNA L_NET $HTTP _PORTS (msg : " ET MALWARE Bundle1,,,a r e Spywa r e CHM Dmm l oa d" ; fl ow: t o_s e r ve r , established; co ntent : " Refe r e r I 3a l ms-
its ( 3a I mht ml I 3a I fi l e I 3a I/ / CI 3a I counte r . mht !ht tp I 3a I//" ; noc ase ; cont ent : " / count e r / HELP3 . CHMI 3a 3a l / he l p . ht m·· ; noc as e; class t ype: t r o jan-activity ; 
ref e r e nc e : ur l , doc. emer g i ngth reats . net / b i n/v iew/Main/2001452; r efe r e nc e : u r 1 , WLoJ\'il . emerg i ngthr ea ts , net / cgi - bin / c vs L'ile b . cg i / s i gs /MALl,IARE/MALWARE_Bund l e~,a r e; s id : 2001452; r e v : 6 ; ) 

#Submit t ed by Chr i s Norto n 

• 
a l e r t t cp $HOME_NET any -> $ EXTE RNA L_NET $HTT P _PORTS (ms g: " ET MALHARE Bundlewa r e Sp ywa r e c ab D01m l oa d" ; flow: t o_ se r ve r , establis hed; u r icont e nt ; "/ cou nte r / co unt e r _v3 .ca b" ; nocase; 
c l ass t ype : t roj a n- activ i t y ; r e f e r e nce: u r l , doc . emerg i ngthr eats . net/ bi n/v iew/Main/ 2001458 ; r ef e r ence: u r l , WI\IW . eme rgingthrea t s . ne t / cgi - bin/ cvswe b . cg i / s i gs/MALWAR E/ MAL\.JARE_ Bund lev,a r e; 
s i d :2001458 ; r ev :5; ) 

#By Matt Jon kma n 

• 
a l e r t tc p $HOME_NET any -> $EXTE RNA L_NET $HTT P _PORTS (ms g : " ET MALWARE C4tdownl oad. com Ac ce ss , like l y Spyware "; f101-, : to_se r ver , es t a bli s hed; content : '"Hos t l 3a I " ; nocase; 
cont e nt: " . c4 t dOL~n l oa d . com" ; L'il i t hi n : 26 ; nocase; c l ass t ype: t roj a n-activ i t y ; r eference: u r l , sa r c . com/ avce nte r /venc/ dat a/ ad<,1a r e . c lickd l oade r . b . ht ml; 
refer e nc e : ur 1 , doc . emerg i ngth r eats . net / b i n/v iew/Main/ 2001531 ; ref erence : u r 1 , wwi" . eme r g i ngt hreats . net / cgi -bin / c vs 1,,,eb . cgi / s i gs /MALWARE/MALWARE_C4tdownl oad . com ; s i d : 2001531 ; r ev : 13; ) 

#By Mat t Jon kman 

• 
a l e r t t c p $HOME_NET any - > $ EXTE RNA L_NET $HTT P _PORTS (ms g : " ET MALWARE C4tdownl oad . com SPY'"a r e Activity" ; f101" : t o_s er ve r , es t a blishe d; uri cont ent : " / j s . php ?event _ t y pe =onl oa d&r ecur r enc e=" ; 
nocase; c l asstype : t r o j a n - act i v i t y ; ref e r e nce: ur 1, s a r c. com/ avcente r /venc/ data/ a dware . c lickd l oade r . b . ht ml ; r eference : u r 1, doc . eme r gingth r eats . net / bin /v i e L"/Ma in / 2002088; 
r ef e r e nce : ur 1 , wwi,,, . eme r gingth reats . net / cgi- bin / cvs we b . cgi / s igs /MALWARE/ MALWARE_C4tdoL,,, nl oa d . com; sid : 2002088 ; r e v : 5; ) 

#from sandne t analys i s, called CA.SC lient by Kas persky 
# by Matt Jon kman 

• 
a l e r t t cp $HOME_NET any -> $ EXTERNAL_NET $HTT P_PORTS (ms g: " ET MALWARE CA.SClient Spy1-ia r e/Adwa r e I nstall Chec ki n" ; flow:est ablished , t o_se r ve r ; content : " POST "; depth : 5; 
uricon tent: " / c t rl/ chkma c . php ?mac =" ; noc ase; c l ass t ype ! t r o jan· ac t i v i t y ; r efe r ence: ur l , doc . eme r gingthr ea t s . net / b in/v i ew/Ma i n/ 2006403 ; r efer ence: ur l , www . e me r g ingth r e ats . ne t / cg i ­
b i n/ cvsweb . cgi / s i gs / MA L~IA.RE/MAL~IARE_CASClient; s i d: 2006403; r ev : 3; ) 

#from s a ndne t ana l ys i s , called CA.SC lient by Kas pe r sky 
#by Matt Jon kman 
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a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NET $HTT P _PORTS (msg: " ET MAL~JARE CASCl i ent Spywa r e / Adwa r e Check i n" ; flow: estab li shed , t o_ se r ve r; co ntent: "POST " ; depth : 5 ; 
urico nt ent : " / ct r 1/ ct r v . php"; noc a s e; c l a sstype: t rojan • ac tiv i t y ; r efe r e nce: ur l , doc . eme r gingt h r eat s . net / bin/v i ew/Main/ 2006404; r e f erence: ur 1, vrww . emergingt hr eat s . net / cgi ­
b i n/ cvsh·e b . cgi / sigs/MA LWAR E/ MAL~lARE_CASClient; s i d : 2006404 ; r ev : 3; ) 

#By Matt Jonkma n, Fr om spywa r e lis tening post data 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNAL_NET $HTTP_PORTS (msg:" ET MA L~JARE CNSMIN ( 3721 . com) Spywa r e Activity" ; flow:es tablished,to_s er ve r ; uric ont ent : " / d Ol"n l oad/ CnsMi n"; nocase ; 
urico nt ent : " ?t : " ; noca se ; c la ssty pe : t ro j an -ac t i v i t y ; r ef e r e nce: u r 1, \'i'l'i\>I . spyany. com/ program/ a r tic l e_ spy _ rm_CnsMi n . h t ml ; r efe r ence: ur l , doc . eme r gingthr ea t s. net / bin/v iew/ Main/ 2003417; 
refere nce: u r l , www . emerg i ngthreats, net/ cgi - bin / cvs1\leb. cgi / sigs / MA L~JARE/ MALWAR E_ CNSMIN; s i d : 2003417; r e v : 3; ) 

#By Matt Jon kma n, Fr om s pywa r e lis teni ng post data 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNAL_NE T $HTTP _PORTS (msg: " ET MA L~JARE CNSMI N ( 3721. com ) Spyvla r e Activ ity 2" ; flow :established, to_se r ve r ; urico nt e nt : " / dovml oad/ Cns Up" ; nocase ; 
uricont ent : " ?t= " ; noca se; c l a sstype : t r o j an -ac tiv i t y; r ef e r e nce: u r l , \'i'l'i\>I . spya ny . com/ prog r am/ a r tic l e_spy _ r m_C nsMi n . h t ml ; r e f e r ence: ur 1, doc . eme r gingthreats. net / bin/v i ew/Main/2003418; 
ref e r e nce: ur l , M>J\\I . eme rg i ngthreats . net / cgi -bin/ cvs1\leb . cgi / sigs / MA L~JARE/ MALWARE_CNSMI N; sid : 2003418; r e v : 3; ) 

#By Matt Jonkman , Fr om s pyware lis t en i ng post dat a 

• 
a l ert t cp $HOME_NET a ny - > $EXTERNAL_NE T $HTT P _PORTS (msg: " ET MAL~JARE CNSMIN ( 3721. com) Spyvla r e Activity 3" ; flow:est a blis hed, to_se r ve r ; ur icontent: " / downl oad/ au tol vsw. i ni ?"; noca se; 
urico nt ent :" ?t = "; noc a se; c la ssty pe : t r o j an -activ i t y ; r ef e r e nc e : u r l , Wl'i\>I . spya ny. com/ prog r am/ a r tic l e_spy _rm_C nsMi n . h tml ; r efe r ence : ur 1, doc . emergingthr ea t s . net / b i n/v iew/Ma i n/ 2003419; 
r e f e r e nce : u r l , M>J\\I , emergingth reats , net / cgi - b i n / cvs1\leb. cgi / sigs / MAL~JARE/ MALWARE_ CNSMI N; s i d : 2003419; r e v : 3; ) 

#Matt Jonkma n 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NE T $HTTP_PORTS (ms g: " ET MA L~JARE CWS qck. cc Spyvla r e I nstalle r ( i n . php ) " ; flow:establis he d , to_serve r ; u r i content : "/ x/ i n . php? vnn=" ; nocase; 
c l a sstype : t ro j a n-act i v i t y ; r ef e r e nc e : u r 1, \'ll>J\"3. ca. com / securi t yadviso r / pest / pest . a s px? i d : 453076035 ; r efere nc e : ur l , doc . eme r gingth r e at s . net / b i n/v iel"/Main/ 2002089 ; 
ref e r e nce: u r 1,M>J\\I . eme r gingth reats . net / cgi - bin / cvs1\leb . cgi / sigs / MAL~JARE/ MALWAR E_CWS; s i d : 2002089; r ev : 7; ) 

#Matt Jonkma n 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNAL_NET $HTT P_PORTS (msg: " ET MA L~JARE CWS qck. cc Spyi,lare I nstaller (web.php ) "; flow:establi shed , to_ server ; u r i conten t : " / x/ t bd_1\leb . php?wm=" ; nocase; 
c l a sstype : t ro j an-activ i t y ; r ef e r e nc e : u r l, \'i\>J\"3 . ca. com / secur i t yadvisor/ pest / pest . a s px? i d =453076035; r efe rence : ur l ,doc . eme r gingth r ea t s . net / b i n/v ie\"/Main/ 2002095 ; 
r e f e r e nce : u r l , Mw, . emergingthreats, net / cgi - bin / cvs1\leb. c gi / sigs / MAL~JARE/ MALWAR E_ CWS; s i d : 2002095; r ev : 5; ) 

#Matt Jonkma n 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NE T $HTTP_PORTS (msg:" ET MAL~lARE CWS Tr afc ool. bi z Re lated I nsta ller" ; flm\l :established,to_ser ve r ; uricon tent:" / pr ogs_ t r aff/" ; noc ase; 
c l a ss t yp e : troj a n-activ i t y ; r ef e r e nce : u r 1, l'll\lW 3. ca. com / secur ityadv i sor/ pest / pest . asp x? i d : 453076035; r efe r e nce : ur l ,doc. eme r gingth r ea t s. net / b i n/viel"/Main/ 2002931 ; 
r e f e r e nce : u r l , ww.>1 . eme rg i ngth reats . net / cgi - b i n/ cvs1\leb . cgi / sigs / MA L~JARE/ MALWARE_CWS; s i d : 200293 1; r ev : 3; ) 

#Matt Jonkma n 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P _ PORTS (msg: " ET MAL~lARE CWS Re lated I nstaller"; fl ow: es t a blished, t o_se r ve r ; u r i con t e nt : " / live s up port/ i mage_t r ac ke r. php ?" ; noc a se ; 
urico nt ent : " l =s uppo r t &"; noca se; uric ontent : "x=l&"; nocase; uricontent : "dept i d=l &" ; nocase; u r icontent : "&page= http" ; nocase; u r icontent : " &uni q ue =" ; nocase ; e lasstype : t rojan•ac t i v i t y; 
r e fe r e nce : u r l , M.,. ... 3 . ca . com / secu r i t ya dviso r / pes t / pest . aspx? i d =453076035 ; r e f e r enc e : ur l , doc. eme r gingth r eat s . net / b i n/v iew/Main/ 2002932 ; r efer ence : ur l , www. eme r gingthr ea t s. ne t / cgi­
bin/ cvswe b . cg i / s igs/MA LWARE/MAL~lARE_CWS; s i d : 2002932; r e v : 3; ) 

#Matt Jonkma n 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNA L_NE T $HTTP _ PORTS (msg: " ET MAL~lARE CWS Spy -S he r i ff . com Infe ced Buy Pa ge Req uest" ; flow: establishe d , t o_ se r ve r ; ur i conten t : "/? adv i d="; noc ase; 
c ontent : "spy -she r i ff. com" ; nocase; c l ass t ype : t r oj a n- ac t i v i t y ; r efe r e nce : u r 1, Wl\1\'13. ca . com/ secu r i t yadvisor/ pest / pe st. aspx ? id=4 5307603 5; 
ref e r e nce: ur l ,doc . eme r gingthreats . net / bi n/v i ew/Ma i n/2002933 ; r e f erence : ur l , \'i\>J\',I . eme r gingthreats . net/ cgi -bin / c vs web . cgi / sigs / MALWARE/ MALWARE_ CWS; s i d : 2002933; r ev : 3; ) 

#By Matt Jonkman 

• 
a l ert t cp $HOME_NET a ny - > $E XTERNA L_NE T $HTT P _PORTS (ms g: " ET MAL~lARE Spywa r emove r Activity "; fl ow: t o_se r ve r , e stab li shed ; urico ntent: " / downl oad / cabs / THNAl ll l / t hna l lll . exe " ; classtype: 
t roj a n • act i v i t y ; r eference: u r l , www3 . ca . com/ securi t ya dv i sor/ pest/ pes t . as px ?i d:45 3087903; r e f e r e nc e : u r l ,doc . eme rg i ngthr eats . net/ bi n/view/Main/2001 521 ; 
r e f e r e nce : u r l , M""" · eme r gingth reats , net / cgi - b i n / cvs1\le b. cgi / sigs / MAL~lARE/ MALWARE_ Cal linghome. biz; s i d : 2001521; r ev : 10; ) 

#by Deapesh Mi sra 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_PORTS (ms g : " ET MA L~JARE Casa l emed ia Spywa r e Repor t ing URL Visited 3"; flavi : t o_se r ve r ,es tablished; ur i content : "/ sd? .. ; nocase ; pc r e:"/\/ s d\ ? 
s : \ d+&f: \ d&C : \ d/ Ui " ; c l assty pe : t r o j a n-ac t i v i t y ; r e fe r ence : ur l , 1\lww . eme rgi ngth r eats. net / cg i - b i n/ c vs v1e b . cgi/ sigs / MALWAR E/ MALI.JAR E_Casa l emedia . com; 
r e f erence : u r l ,doc . emergingthreats . net/ 2009880; s i d: 2009880; r ev : 3; ) 

# by Deape sh Mi sra 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg:" ET MAL~JARE Casa l emed ia Spywa r e Repo r t i ng URL Visi t ed 2" ; fl avi : t o_se r ve r ,estab lis hed ; ur i conten t : "/ sd? " ; noc ase; pcre: "/\/ s d\ ? 
s =\ d+&f = \ d/ Ui"; c lasst ype: t ro jan-activ i t y ; reference : ur 1, doc . emergingthrea t s. net / bin/v iew/Main/ 2002 196 ; r efe rence: ur 1, www .emer gi ngth r ea t s. net / cgi-
bin/ cvswe b . cgi/ sigs/MA LWARE/ MALWARE_Casa l e media . com; s i d : 2002196; r e v : 1 ; ) 

#Subm i tted by Matt Jonkman 

• 
a l ert t cp $HOME_NET a ny - > $EXTERNA L_NE T $HTT P_ PORTS (msg: " ET MA L~lARE Cas i no on Ne t I ns t all"; fl ow: t o_se r ve r ,estab li shed; urico nt ent : " /ne1-.ido11nl oad / ne\.,. Setup / "; noca se ; 
content : "casinone" ; nocase; c l asstype: t r ojan ·act i vity; r efe r enc e : ur l , L\IWW. 888casino . net; r efe r ence : u r l , doc . eme r gingt hr eats . net/ bi n/v i e \.'1/Ma i n/ 2001041 ; 
r e f e r e nce : u r l , M-iw . eme r gingth reats, net/ cgi - b i n / cvs1\le b. cgi / sigs / MAL~lARE/ MALWARE_Cas i noonNet ; sid : 2001041 ; rev : 7; ) 

#Submi tte d by Matt J onkman 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NE T $HTTP_PORTS (msg:" ET MA L~JARE Casino on Net Report i ng Data"; f101>1 : t o_se r ver,establi she d; urico nt ent: " / l ogs . as p ?MSGID=100 .. ; noc ase; class t ype: 
t r o jan -act i v i t y; r eference : u r l , vn-rw . 888cas i no . ne t ; r efe r e nce: ur l ,doc. eme rg ingt h r e at s . net / b i n/v iew/Main/2001031 ; r efe r ence: url , ~MN. eme rgingth r ea t s. net / cgi-
bin/ cvs1"eb . cg i / sigs /MA L\.JARE/ MALWARE_CasinoonNet ; s id : 2001031 ; rev : 7; ) 

-#Subm i tte d by Ma t t J onkman 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTTP_PORTS (msg:" ET MAL~JARE Casino on Ne t Ping Hit"; flovl : t o_se r ve r , established ; u r icont e nt: "/ Ping/ Pi ng.txt " ; nocase; classty pe : t roj an-
act i v i t y ; r eference: ur l , i,MW . 888cas i no . net; r e f e r e nce : ur l , do c . emerg ingt hr ea t s . ne t / bi n/v iew/Main/ 2001032 ; r efe r ence: ur l , ~Mw. e merg ingthreat s . net / cg i -
bin/ cvswe b . cg i / sigs/MA L\.JARE/ MALWARE_CasinoonNe t ; s i d : 2001032; rev : 7; ) 

#Subm i tted by Matt Jonkman 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NE T $HTT P_ PORTS (msg:" ET MA LWAR E Cas ino on Ne t Data Doi,m l oad" ; floL-.i : to_se r ve r ,e stablished ; u rico nt e nt : " / sd l / cas i nov"; noc ase; cla ss t ype : trojan -
act i v i t y ; r eference : ur l , vrrM. 888casino. ne t ; r e f e r e nce: ur l ,doc . eme rgingthr eat s . net / bi n/v iew/Main/ 2001033; r efe r ence: ur 1 , ~111/W . eme rgingth reats . net / cgi-
bin/ cvsweb. cg i / sigs/MA LWAR E/ MAL~rARE_Cas i noonNe t; sid: 2001033; r ev : 7; ) 

#Matt Jonkman f r om s pyL"a r elp data 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_ NE T $HTTP_ PORTS (msg:" ET MA L~JARE Catchonlife.com Spywa r e " ; flow : t o_ se r ve r , established; uri content : " / nvl3/ r l . t x t ?"; con tent:"ca t c honli f e"; noc ase; 
c l a sstyp e : t ro j an-activ i t y ; r ef e r e nc e : url, doc. emer gingthr eats . net / bin /v ievl/Main/ 2003 358 ; r e f e r e nce: u r l , M\1\\1 . eme r gingthr eats, net / cgi - b i n/ cvs1>1e b . cgi / sigs /MA L\.lARE / MALWARE_ Catchonli f e. com; 
sid: 2003358; r ev : 3; ) 

# By Matt Jon kma n 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_ PORTS (msg:" ET MAL~lARE Clicks p r i ng . net Sp)'l"a r e Re por ting Successfu l I nstall "; flow: to_ser ve r, es tablis hed; uricontent :" / noti f y. ph p ? 
pid =remupd&mod u l e =insta ll&v="; nocase; c ontent: "&res ul t =l&message=Succe ss .. ; nocase; class t ype : t roja n -act i v i t y ; r ef erence: u r l , WWl.,.3 . ca . com/ securi t yadv i s o r / pes t / pes t . as px? i d=4 53082745; 
ref e r e nce: u r l ,doc . eme r gingth reats . net / bin/v iew/Main/ 2001494; r e f e r ence : ur l , \'i\>J\,J . eme r gingth r eats . ne t / cg i - b i n / c vsL"eb . cgi / sigs / MAL~lARE/ MALWARE_Clicks pr i ng. net; s i d : 2001494; r ev : 6; ) 

#By Matt Jon kma n 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg: " ET MA L~JARE Clickspring. net Sp)'\"are Re porting " ; fl ow: to_se r ve r, establishe d; ur icontent : " / notify . php? 
pid=ctxa d&modu l e=NDr vExe&v=" ; nocase; c lasstype : t roj a n - activ i ty; r efe r ence : ur l , w11,w3 . ca . com/ securi t ya dv i so r / pe st/ pes t . as px?id: 453082745; 
r e f e r e nce : u r l , doc . eme r gingthreats, net / bi n/v i ew/Main/ 2001 500 ; r e f e r ence : ur 1 , W\>J\\I . eme r gingthr eats. ne t / cg i -bin / c vs L ... eb. c gi / sigs / MALWARE/ MALWAR E_Clic kspr i ng. net; s id: 2001500; r ev : 6; ) 

#by Matt Jonkman f r om spy1·1a r e listening post data 

• 
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a l ert tc p $HOME_NET any - > $ EXTERNAL_NET $HTTP _PORTS (msg: " ET MALWARE Cnzz . com/ Ba i du Re l at ed Spywa r e St a t Re po r ting" ; flow: es t abli shed , t o_se r ve r ; uri content : "/ sta t . php ?id="; nocase; 
uricontent : "&lYeb_id= " ; nocase; cont ent : " Host I 3a I"; nocase; co ntent: ! "Ref e r er I 3a I "; nocase; c la sstype: t roj an -activity; r efe r e nce: u rl , v i l . nai . com/vil / cont ent /v _140364. ht m; 
refe r e nce : ur l , doc. emer g i ngth reats . net / b i n/v iew/Main/ 2003607 ; r efe re nce: u r l , www . emergingthr eat s . net / cgi - bin/ cvs L'ileb . cgi / dgs /MALWARE/ MALWARE_ Cnzz . com; s i d: 2003607; r e v : 8 ; ) 

#Submit t ed by Jason Ha a r , mod i fied 

• 
a l ert t cp $HOME _NET any - > $ EXTERNAL_NET $HTTP_ PORTS (msg : " ET MA LWARE Come t Systems SpY",ar e Tr affic"; f101,s: t o_ se r ver , e stablished; uricont e nt : "/ cc/" ; content : "Hos t l 3a l 
update . cc. come t systems . com" ; c l ass t ype: policy -v i ol a tion; ref e r e ne e: url ,doc. eme r g i ngt h r ea t s. net / b i n/v i ew/ Ma i n/ 2000931 ; refe r e ne e: u r l , wmY . eme r gi ngt hr eat s. net / cg i ­
bin/ cv s1Yeb . cgi / s i gs / MA LWARE/MALL-rARE_Come t_Curso r _Spywa r e; s i d : 2000931 ; rev : 8; ) 

#Submitted by Jonatha n Miner 

• 
a l ert t cp $HOME _NET any -> $ EXTERNAL_NET $HTTP_ PORTS (msg : " ET MALWARE Come t Systems Spywa r e " ; flm'il : t o_serve r ,estab lis hed ; uri cont ent : " / comet / r e ques t "; noc ase ; class t ype : policy -
vio l a tion; r efe r ence : u r l ,doc . e me r gi ngth r ea t s. ne t / bin /v ie w/Main/ 2001050; ref e r e nce: ur l , vtww . eme r g i ngth r ea t s . ne t / cgi-b i n/ cv swe b. cg i / s igs /MAU,JARE/ MAUJARE_Comet_C ur sor _Spywa r e; s i d: 2001050; 
rev : 7; ) 

#Matt Jonkma n 

• 
a l ert t cp $HOME_NET any -> $ EXTERNA L_NET $HTT P_ PORTS (msg : " ET MALWARE Comet Systems Spyware Tr affic (cont ext .xml ) "; flow: t o_ se r ve r ,establis hed ; 
uricon t e nt : " / context /1 / up_context _ l . xml "; noc as e; c lass t ype : pol i cy -vio l ation; r ef e r ence: u r 1, ~Y3 . ca. com/ s ec urityadvi sor / pest / pest . a spx? i d=4530830 29; 
refer e nce : ur l , doc. emer g ingth r eat s. net / bin/v i ew/Ma i n/ 2001655; r eference : u r l , www . eme r g i ngthreat s. net / cgi- b i n/ c vs L'ileb . cg i / s i gs /MALWARE / MALWARE_Comet_Cur sor _5pywa r e ; s i d: 2001655; r e v : 6; ) 

#Mat t Jonkma n 

• 
a l ert t cp $HOME_NET any -> $EXTERNAL_NET $HTT P _PORTS (msg: " ET MALWARE Carnet Systems Spyware Repo r ting" ; flow: to_server, es tablis hed; co nt ent : "Hos t l 3a I l og. cc .cometsys t ems .com"; noca se; 
c l asstype : policy- violation; r ef e r e nc e : ur l , doc . emergingthreats . net / bi n/v iew/Main/ 2001658; r e fe r e nce : ur l , L\IWW . eme rgingthreats . net / cg i -
b i n/ cvsweb . cgi / sigs / MA LWARE/MALWARE_Come t_Curso r _Spyware ; s i d : 2001658 ; rev : 6; ) 

#f r om Lis t ening Pos t data 

• 
a l ert t cp $HOME_NET any -> $ EXTERNAL_NET $HTTP_ PORTS (msg : " ET MALWARE Come t Systems SpY",ar e Upda t e D01Yn l oad"; flow: t o_se r ve r ,esta blished ; uri content: "/ cc / 5/ maste r config/" ; nocase; 
urico nt e nt: " / updat e. xml ?v=" ; nocase; class t ype: policy -v i o lation; r ef e r e nc e: ur 1, doc. emer gingt hr eat s . net/ b i n/vi ew/Ma i n/ 20023 51; r e f e r e nce: ur l , ww1Y . eme r gingt hr eat s. net / cg i ­
b i n/ cv s1Yeb . cgi / sigs / MA LL-/ARE/MALL-/ARE_Comet_Curso r _Spywa r e; s i d : 2002351 ; r e v : 3; ) 

#from Li s t ening Pos t data 

• 
a l ert t cp $HOME_NET any -> $ EXTERNA L_NET $HTTP_ PORTS (msg : " ET MALWARE Carn et Systems Spywar e Cont ext Re po r t " ; f101,1: t o_ se r ve r , es t a bli she d; u r i content :" / context / 1/up_context _l . xml ?v=" ; 
nocase; c l as s t ype: pol icy-v i o lation; ref e rence: ur l,doc . emergi ngt hreat s . ne t / b i n/v iew/Ma i n/ 2002352; refe r ence: ur 1, 1,rww . eme rgingthr eat s . ne t / cg i • 
b i n/ cv s1Yeb . cg i / sigs / MA LL-IARE/MALL-IARE_Comet_Curso r _ Spy\'ta r e ; s i d ; 2002352 ; rev : 3 j ) 

#from s p)'l'ilare l p data 

• 
a l ert t cp $HOME_NET any -> $EXTERNAL_NET $HTTP_PORTS (msg:"ET MALWARE Carnet Systems Spyware Cu r sor DL" ; flow; to_se r ver,establis hed; u r i cont ent : "/ czcont en t / cu r sor "; nocase; classtype: 
policy-v io l a t ion; r e f e r e nce: url , doc . eme r gi ngt hr eats . net / b i n /v i e L"/Ma i n/ 2003307; r eference: u r 1, ~-J . eme r gi ngt hr ea t s. net / cgi- bin/ cvsweb . cgi / s i gs /HAU-IAR E/MALWARE_Come t _Cur so r _Spywa r e; 
s i d:2003307; re v :3; ) 

#By Ma t t Jonkman 

• 
a l ert t cp $HOME_NET any -> $ EXTE RNA L_NET $HTT P_ PORTS (msg : " ET MALWARE Cond uit Con nec t Tool ba r Message D01"nl oad (Ma ny r epo r t t o be be n i gn ) " ; flow: t o_server , es t ablis hed; 
uricon t e nt: " /Me ssage /" ; content : "Use r -Age nt I 3a I El "; nocase ; pe r e: " /\/Message\/\5+\/\S+\ . xm l / Ui " ; e lass t ype : t roj an-activ i ty; r efe r e ne e: u r l , ~Y . condu i t . com; 
reference : ur l , doc. emerg i ngthreats . net / b in/v i ew/Ma i n/ 2003218; r eference: u r 1 , WWI" . emergingthreat s . net / cgi- bin / c vSL'ileb . cgi / s i gs /MALWARE/MALWAR E_Cond ui t _Co nnect; s i d : 2003218; r ev : 4; ) 

#By Ma t t Jon kma n 

• 
a l ert t cp $HOME_NET any - > $ EXTERNA L_NET $HTT P_PORTS (msg:" ET MALWARE Cont ent - l oade r . com Spywa r e I nstall"; flOL'il : t o_se r ve r ,establi shed ; u r i cont ent: "/ ge t exe /? wm i d="; nocase ; classtype: 
t roj a n-activ i t y ; r ef er e nce : u r l , doc . emerg i ngt h r eats . net / b i n/v ieL-J/Main/ 2003074 ; r ef erence : ur l , www . emergi ngt hr eats. net / cgi- bin / c vswe b . cgi / s i gs / MAUJARE/MALHAR E_Content l oade r . com; 
s i d :2003074 ; r ev :3 ; ) 

#By Matt Jon kman 

• 
a l ert t cp $HOME_NET any - > $ EXTERNAL_NET $HTTP _ PORTS (msg: " ET MALWARE Content - l oader . com Spywa r e I nstall 2"; f lo,..,: t o_ se r ve r ,esta bli she d; u r icont e nt: "/ get da t a / getdata. php ?wm i d="; 
noca se; class t ype : troj a n -activ i t y ; r efe r e nce : ur l ,doc . emerg i ngth reats .net / bi n/v i ew/Main/ 2003075; r ef e rene e: ur l , 1wrw . emergingt hreat s. net / cgi-
bin/ cvsweb . cgi / sigs / MA LWARE/ MALL-/ARE_Contentloade r . com; s id : 2003075; rev : 3; ) 

#By Matt Jon kman 

• 
a l ert t cp $HOME_NET any -> $ EXTERNAL_NET $HTTP_ PORTS (msg:" ET MALWARE Content-loade r . com ( 01,mus a . i nf o ) Spywa r e I ns ta ll"; floL'il : t o_ se r ve r ,establi she d; uricontent :" / f d i a l 2 . php ?o="; 
nocase; c lass t ype: trojan -activ i t y; r ef er ence : ur l , doc . emerg i ngthrea t s . net / bi n/v i elY/Main/ 2003076; r efe r ene e: ur l , www .eme r gingt hrea t s. net / cgi-
b i n/cvsweb . cgi / sigs /MA LWARE/MALL-/ARE_Contentloader . com; s i d: 2003076; rev : 3; ) 

#Matt Jonkma n 

• 
a l e r t t cp $HOME_NET any -> $ EXTERNAL_NET $HTTP_ PORTS (msg : " ET MALWARE Context Pl us Spywa r e I nsta ll" ; floL'il : establis hed , t o_se r ve r ; uri co ntent : " / Ap r o pos Clientinsta lle r . e xe"; nocase ; 
c l ass t ype : t ro j a n- activ i t y ; r e f e r e nce : u r 1 , doc . eme r g i ngthr eats . net / bin /v iew/Ma in / 2001704; r ef erence: u r l, """"' . eme r gingt h r ea t s . ne t / cgi -b i n/ cvsweb. cg i / s igs/ MAU.!ARE / MAL\oJAR E_ContextPl us. net ; 
s i d:2001704 ; r ev :6 ; ) 

#Submitted by Chri s Norto n 

• 
a l ert t cp $HOME_NET any -> $ EXTERNAL_NET $HTT P_PORTS (msg: " ET MALWARE ContextPa ne l Repor t ing" ; f101,1: t o_ se r ver,establi shed ; u r i content :" / cp l og/? l ogt y pe=" ; nocase ; 
content: "context pane l . com" ; no case; e lasst ype : policy- vi o l ation; r efe rene e : url , doc . eme r gi ngt hr ea t s . net / b i n/v i e L"/Ma in / 2001456; r efe r e ne e : u r l , W'tM. eme r g i ngt h r eats . ne t / cgi­
b i n/ cvsweb . cg i / s i gs / MA LL-IARE/MALL-IARE_Context pa ne l ; s i d: 2001456; r e v : 5; ) 

# by J a cob Kitc hel 

• 
a l ert t cp $HOME_NET any -> $ EXTE RNA L_NET $HTT P_PORTS (msg:" ET MALWARE Coo l DeskAle r t Spywar e Activity"; flow: t o_se r ver ,established; uricont e nt ; "/ a l e r t / get_xml " ; noca se; 
content : "des kb a r _ i d={" ; nocase; c la ss t y pe : trojan - ac tivity; r efe r e nce: ur l , coo l de s ka l ert . c om ; r e f e r e ne e: url , www . benede l man . org/ sp}'\-Ja r e/ i mages / bann e rf a r ms -ad_w_a_r _e-g l oba l store - l og-
061006 . ht ml ; re fe r ence : ur 1, doc .eme r gingth reat s. ne t / b i n/v i e1,1/Ma i n/2003462; re ference : ur l , wiYw . emer g ingthreats . ne t / cgi-bin/ cvswe b . cgi / s i gs /MA LWARE /MALWARE_ Cool DeskAl er t ; s id : 2003462; 
rev :3; ) 

#By Matt Jon kman 

• 
a l e r t t cp $HOME_NET any -> $ EXTERNAL_NET $HTT P _ PORTS (msg : " ET MALWARE Coo l sea r ch Spy1,1a r e I ns tall" ; fl my : t o_se r ve r , establis he d; c ontent : " coo l sea r c h . bi z/ united . ht m"; noc ase; c lass t ype: 
t rojan-activ i ty; ref er e nce : u r l , doc . eme r gingt h r ea t s. ne t / bin/v iew/Ma i n/ 2001479; ref e rence : ur l , WWrl . emer gingthr eats . net / cg i -b i n/ c vswe b . cg i / s igs/ MAUJAR E/HALL~AR E_C oo l search ; s i d : 2001479; 
rev :7 ; ) 

#f r om La nce J ames and Sec ur e Sc ience 1,Mw .se cu r escience. ne t -- Thanks Lance ! 
#tao many f alses .. . 

• 
#ale r t t cp $HCY1E_NET a ny •> $ EXTERNAL_NET $HTT P _PORTS (msg: " ET MALWARE Co r ps es pyware . net Blind Data Upl oad "; f l o1,1: t o_ server ,establ i s hed ; uricont ent: " / i mages / data . ph p? " ; 
c l asstype : troj an-act i v i t y; r eference : ur l , Wll/W . securityfocus . com/ i nf oc us/ 1745; r e f e r ence : ur l ,doc. emerg ingt h r eats .net / bi n/v ielY/Main/ 2002774 ; r e f e r ence : ur l , wvrw . emergingth r eats . net/ cgi­
bin/ cvs1Yeb . cgi / sigs / MA LWARE/MALWARE_Corpsespywa r e ; sid : 2002774; r ev : 3; ) 

#f r om La nce J ames and Se cur e Sc ience w,.,rw . secu r escience . ne t -- Thanks Lance ! 
# t oo ma ny f a l ses . . . 

• 
#a l ert t cp $HCY1E_NET a ny -> $ EXTE RNAL_NET $HTTP _PORTS (msg: " ET MALWARE Co r psespywa re . net Bl ac kli st ed Ma licio us Doma i n - goog l e. ve " ; flow: t o_ server, es t a blis hed; co nt ent : "Hos t I 3a I "; 
noca s e ; content: "goo gl e . ve" ; noc ase; 1,d t hi n : 30; e l a sstype: t r o j a n-activ i t y; r ef erence: u r l , N\WJ. securit yf oc us. c om/ i nfoc us/ 1745 ; r e fe r e nce: ur l , doc . eme rgingthr eat s . net / b i n/v ieìY/Ma i n/ 2002765 ; 
refere nce : ur l , www . emerg i ngth r eats . net / cgi- b i n / cvs web. cgi / s igs /MALWARE / MA.LWARE _ Co r psespyware; s i d : 2002765 ; r e v : 5; ) 

#f r om La nce J ames an d Sec ur e Sc i enc e www . secu r esc i e nce . ne t -- Thanks La nc e ! 
#too many falses . . . 

• 
#a l e r t tc p $HCY1E_NET a ny -> $ EXTERNAL_NET $HTT P _PORTS (msg: " ET MALWARE Co r pses pyware. net Blac klis t - pcpeek"; flow: t o_ se r ve r , establi she d; content: "Hos t I 3a I"; nocase; co ntent : "pcpeek-
webcam- sex . com" ; nocase; wi t h i n : 40 ; c l asst ype: t r o j a n • act i v i t y ; r e f e r ence : ur l , LWIW . securi t yf oc us . com/ i nf oc us / 174 5; r e f e r e nce : url , doc . eme r gingt hr ea t s . ne t / b i n/v i ei"/Ma i n/ 2002766; 
ref e r e nce : url , moJl-J . emer gingthreat s. net / cg i - b i n / cvs 1-Je b . cgi / s i gs /MALWARE /MALWARE_ Co r psespY"iar e; s id: 2002766 ; r e v : 5; ) 

#f r om La nc e J ames and Sec ur e Sc ience Wo?rw .secur escienc e . ne t -- Thanks Lanc e ! 
# t ao ma ny falses . . . 

• 



12/21/2022 10:57:48 AM

##a l e rt tcp $HOME_NE T any - > $ EXT ERNA L_NET $,HTT P_PORTS ( msg : "ET MALWARE Co r psespywa r e . net Ois t ribut i o n - bos. b i z"; flovi : t o_ se r ve r ,establishe d; content: "Host l 3a l "; nocase; 
content ; "bus i nesso ppor t un i t yseeke r . biz" ; nocase; wi t hin : 50; cla ssty pe : t ro j an-ac tiv i t y ; r ef e r e nce :url , '"'"'11 . securityf oc us. com/ i nf oc us / 1745 ; 
r ef e r e nce : u r l , doc . eme r gingth reats . net / b in /v iew/Ma i n/ 2002767; r ef e r ence : ur l , 1\lw1.11 . emer gingthr eats. net / cgi- b i n/ cvs111e b . cgi / sigs / MA.Ll-fARE/ MALWARE_Co r psespywa r e; s id : 2002767; r ev : 6; ) 

#f r om Lance James and Secu r e Science www .sec uresc i ence. net - - Tha nks La nce ! 
#tao ma ny f a l ses . . . 

• 
#a l e r t tcp $HOM E_NET any -> $EXTERNAL_NET $HTTP _PORTS (msg: " ET MAU,1ARE Cor ps e s pyware . net Di stribution - f esexy" ; f1 01" : to_se rver , establi s hed ; cont ent : "Host J 3a I"; nocase ; 
content ; "f esexy. ne t "; nocase; wi t hi n : 20; c l ass t ype : t roj an -ac t i vi t y ; r ef e r e nce : ur l , www . securityf ocus.com/ i nf oc us/ 1745; r efe r e nce; ur l , doc. eme r gingth r eats. ne t / b i n/v i ei\l/Ma i n/ 2002768; 
r ef e r e nce : u r l , Wl'I\\I . eme r gingth reats . net / cgi - bin/ cvs 1.11eb . cgi / s i gs / MA. Ll,JARE/ MALWARE_Co r psespyware ; s id : 2002768; r ev : 5; ) 

#f r om l ance Jame s and Sec ure Science www. sec ure s c i ene e . net - - Thanks La nce ! 
#too ma ny f a l ses . .. 

• 
#a l e r t tc p $HOME_NE T any -> $EXTERNAL_NET $HTT P _PORTS (msg : " ET MALWARE Co r psespywar e . net Distri bution - stud i olac:ase ·· ; f101\I : t o_se r ve r , established; content : " Host I 3a I "; noc: a se; 
cont e nt ; "stud i o l acase. com"; nocase; 1.11 i t hi n : 30; clas s t ype: t r o j a n-ac t i v i t y ; r e f erence: u r l , www . securi t yfoc us . com/ i nf oc us / 1745; r ef e r ence : url , doc . emerg i ngth r eat s . net / bi n/v i ew/ Main / 2002769; 
r ef e r e nce : u r l , Wl'l\11 . eme r gingth reats. net / cgi - bin/ cvs 1.11eb. cg i / sigs / MALWARE/ MALWARE_Cor psespywar e; s id : 2002769; rev: 6 ; ) 

#f r om Lance James and Sec ure Scienc e www . sec uresc i ence . net -- Thanks La nce ! 
#tao many f a l ses . .. 

• 
#aler t t c:p $HOM E_NE T any -> $EXTERNAL_NET $HTTP_PORT5 (msg :"ET MALWARE Co r pses pywar e . net - msits.exe access" ; f l ow:to_ serve r ,estab lis hed; u r i content : "/ msits . exe"; noca se; 
e la ss t ype : t ro j an-ac t i v i t y ; ref erence : ur l , wwi11 . securi t yf oc us . com/ i nf ocus/ 1745; re fere nce: ur 1, doc. emerg i ngth r eats . ne t / bin/v i ew/Ma i n/ 2002770; r efe rence: url , viww . eme rg ingthr eats. net / cgi ­
b i n/ cvsweb. cgi / sigs /MALWARE / MALWARE_Co rpsespywa re; s i d : 2002770 ; r e v : 3; ) 

#f r om Lance James and Secu r e Science viww . sec ur e sc i enc e . net -- Thanks La nce ! 
#t oo ma ny f a l se s . . . 

• 
#a l e r t t cp $HOM E_ NET any -> $EXTERNAL_NET $HTTP _PORTS (msg: " ET MA.U'l'ARE Co r psespywar e. net - msys. exe access " ; flow: t o_ se r ve r , establ i shed; uricontent: " / msys . exe" ; nocase; 
c l ass t ype : t ro j an-ac t i v i t y ; r ef e r e nc e : ur l , 1\lw111 . securi t yfocu s. com/ i nf oc us/ 1745; r eference; url, doc. eme rg ingth r eats. ne t / bin/v i ei\l/Main/ 2002771; r efer ence: url, vrww . eme r g ingt hr eats . ne t / cg i ­
b i n/ cvs1\leb . cgi / s i gs /MALWAR E/ MALWARE_Co rpsespywa r e ; s i d : 2002771 ; r e v : 3; ) 

#Submi tted by Chr i s No r t on 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RHAL_NET $HTTP _ PORTS (ms g: " ET MALl,JARE Couponage D01-Jnl oad" ; f l ow: to_serve r , established; uricontent: " . d l _ " ; nocase; content : "coupo nage . com'" ; noc ase; 
e lass t ype : policy - vi olation; r ef erence: ur 1 , www3 . ca. com/ secur i t ya dv i so r / pest / pes t . aspx? i d =4 530907 25; ref e r e nce: ur l , doc . emerg i ngt hr eats . ne t / bin/vi ew/Main/ 20014 53; 
r ef e r e nce : u r l , Wl'l\'I . eme r gingth reats. net / cgi- bi n/ cvs 1.11eb . cgi / s i gs / MALWARE/ MALWARE_ Couponage; s i d : 2001453; rev : 6; ) 

#Submit ted by Chr is No r to n 

• 
a l e r t t cp $HOME_NET a ny -> $ EXTE RHA L_NET $HTTP _ PORTS (msg: " ET MALWARE Couponage Config ur e"; fl ow: to_se r ver ,establis hed; content : " . da_" ; nocase; cont en t : " co uponage .com" ; nocase; 
e l ass t yp e : policy - vi olat ion; r ef e r ence: url , 1wru3 . ca . com/ secu r i t ya dv i so r / pest / pes t . aspx? i d =453090725; r ef e r e nce: ur l, doc . emerg i ngthreats . net / b i n/viev,/ Hain/ 2001454 ; 
r efe r e nce : u r 1 , www. emergingth r eat s . net / cgi- bin/ cvs web . cgi / s i gs / MAL~lARE/ MALWARE_Couponage; s id : 2001454; r ev : 6; ) 

#Submi tted by Chris No r to n 

• 
a l e r t t cp $HOME_N ET a ny - > $ EXTERHA L_NET $HTT P_PORTS (msg: " ET MALWARE Couponage Re port i ng"; flow: t o_se r ver,establis hed; cont e nt : "/? key\'iO r d=" ; nocase ; cont ent : "couponage.com" ; nocase ; 
c l ass t yp e : policy- vi olat ion; r ef e r e nce: ur l , LWJW3. ca. com/ secu r i t ya dv i so r / pest / pes t . aspx ?i d =453090725; r ef e r e nce: ur l, doc . emerg i ngthreats. net / b i n/ view/Ma i n/ 20014 55; 
r ef e r e nce : u r l , Wl'l\'I . eme r gingt h reats . net / cgi - bin/ cvs web . cgi / sigs / MALWARE/ MALWARE_Couponage; s i d : 2001455; rev : 6; ) 

# Fr om Ve r non Sta r k 

• 
#a l e r t t cp a ny $HTTP_PORTS - > $HOME_NET any (msg: " ET HALL.JAR E l.Ji ndows exe cu ta bl e se nt whe n r emot e hos t c l aims t o send a n i mage " ; flm-1 : established , f rom_ se r ver ; con tent: "Conten t -Type l 3a l 
image"; content: "MZ" ; i sda t aat : 76, r e l a t i ve; co ntent: "Th i s progr am cannot be r un i n DOS mode" ; c l a ss t ype: t rojan- activ i t y ; r ef e r e nce: ur l, doc . eme rgingth r ea t s .net/ bi n/vi ew/Ma i n/ 2001683; 
ref e r e nce : u r 1 , Wl'I\-J . emerg i ngth r eat s , net / cgi - bi n/ cvs web. cgi / s i gs / MALWARE/ MALWARE_ Cover t_Exec ut ab l e_DL; s i d : 2001683; r e v : 8 ; ) 

# From Ve r non Sta r k 

• 
a l e r t t cp a ny $HTTP_PORTS -> $HOME_NET a ny ( msg : "ET ,.\AUJARE Wi ndo~, s execut ab l e sent when r emo t e host cla i ms t o se nd i mage, L.J i n32 " ; flow: establishe d, from_se r ve r ; cont e nt : "Cont ent-
Type l 3a l i mage " ; co nt ent: " l0 d 0a lMZ" ; isda t a a t : 76 , r e l at i ve; cont e nt: "This p r og r am mus t be r un under I.J i n32"; classt ype : t ro j an-act i vity ; 
r ef e r e nce : u r l , doc . eme r gingth reats . net / b in /v iew/Ma i n/ 2001684; r ef e r ence: ur l , 1\l\'1\11 . eme r gi ngthr eats . net / cgi- b i n/ cvs 111e b . cgi / sigs / MALWARE/ MALWARE_Cove r t _Exec utabl e_DL ; s i d : 2001684; r ev : 9; ) 

# From Ve r non Sta r k 

• 
a l e r t t cp a ny !20 -> $HOME_NET ! 25 ( msg: "ET MAU.!ARE Poss i bl e l.Ji ndows exec uta bl e se nt v1 he n r emot e hos t claims t o s e nd a n i mage " ; fl ow: e s tablished , from_ se r ve r; content :"Content -Type l 3a l 
i mage"; content:" l0d 0a IMZ"; 11,1 i t hin : 12; e l a ss t ype : t rojan- act i v i t y ; r ef e r ence : ur l , doc. eme r g i ngthr ea t s. net / bi n/v i ew/Ma i n/ 2001685; r ef e r e nce : ur 1, LWM . emergingt h r ea t s. net / cgi-
b i n/ cvsweb. cgi / sigs /MALHARE/ MALWARE_Cove r t _E xec utabl e_DL; s i d : 2001685; r ev : 7; ) 

# Fr om Ve r non Sta r k 

• 
a l e r t t cp $ EXTERNAL_NET ! 20 -> $HOM E_NET !25 (msg:" ET MA LWARE Poss ible Hi ndo1-Js exec utabl e sent whe n r emot e hos t cla i ms to send Javascr ip t "; fl m'i : es t ablished,from_se r ver ; cont ent :" l0d 
0a lCon tent- Typ e !Ja l a pplication/" ; content: "j avasc ri pt l0d 0a l "; within : 14 ; content :" (0d 0a 0d 0a lMZ" ; with i n : 40; classtype : t ro j an-ac t i v i ty; 
ref erence : u r 1 , doc . eme r g i ngth r eat s . net / b in /v i ew/Ma i n/ 2008367; ref erenc e : ur l , 1 ..... w,1 . eme r gingthreats. net/ cgi-b i n/ cvs1ve b . cgi / sigs / MAl l-lARE/ MAL\.JARE_ Covert _Exec ut a b l e_OL; sid : 2008367; r ev : 4; ) 

#deapes h mi s r a 

• 
a l ert t cp a ny !20 -> $HOME_ NET ! 25 ( msg: "ET MAL\'IIAR E Poss i bl e Wi ndows execu ta bl e se nt whe n r emot e hos t cla i ms t o send a Text File " ; flow: establi s hed , from_ se r ver; cont e nt : "Cont ent -
Type I 3a I text / p l ai n" ; cont ent: " I 0d 0a IMZ"; 111 i t hi n : 12; class t ype: t ro j a n-activ i t y ; r ef er ence : url , doc . eme r g i ngthr e at s . net / bi n/v i ew/Main/2008438; 
r ef e r e nce : u r l , Wl'l\'I . eme r gingth reats. net/ cgi- bi n/ cvs web . cgi/ sigs / MA LWARE/ MALWARE_Cover t_Exec utabl e_DL; sid : 2008438; r e v : 3; ) 

#deapes h mi s r a 

• 
a l e r t t cp $ EXTERNAL_NET $HTT P_ PORT S - > $HOME_NET a ny (msg:" ET MA Ll,JARE Poss i b l e Windows exec utabl e sent 1\lhe n r emote host cla i ms t o send ht ml content"; flow: established,from_s er ve r ; 
content : "Cont ent - Type I 3a I t ext / ht ml l0d 0a I " ; co ntent :" I 0d 0a I HZ"; within : 100; class t y pe : t r o j a n -act i vi t y ; ref e r e nce: ur l , doc . emerg i ngt hr ea ts . ne t / 2009897; 
r ef e r e nce : u r l , '"'""" · eme r gingth reats. net / cgi - bi n/ cvs1.11eb . cgi / s i gs / MALWARE/ MALWARE_ Cover t_Exec ut ab l e_DL; sid : 2009897; r e v : 2; ) 

#f r om vienna 

a l e r t t cp a ny !20 -> $HOME_NET ! 25 ( msg: "ET MAL\'IIAR E Poss ibl e Ra r'd Mall11a r e sent t1he n r emote host cla i ms to send a n I mage"; flow:established,fr om_ serve r ; co ntent: "Cont e nt - Type l 3a l 
i mage /" ; cont e nt: " I e d 0a I Rar ! " ; classtype : t ro j an-ac tivi t y ; r e f e r e nce: url, doc. emerg ing t hr eats . net/ b i n/v i e w/Hain/ 2008754; r efe r e nce: ur l , w.'IW . emer g ingt hr eats. ne t / cg i -
b i n/ cv s1-Jeb . cgi / sigs /MALl-lARE/ MALWARE_Covert_E xec utabl e_Dl ; s i d : 2008754; r ev : 2; ) 

# by : Oeapesh Mis r a 

• 
a l e r t tc p a ny $HTT P_PORTS - > $HOME_NET a ny ( msg : " ET ,.\AUJARE Poss i b l e I.Jindows exec utabl e sent when remote hos t cla i ms t o s e nd HTHL/ CSS Content'' ; flow:establis hed , t o_cl i ent; 
content : "Cont e nt - Type I 3a I t e xt / css [ ed 0a I"; con tent : " I 0d 0a IMZ" ; wi t h i n : 500 ; e l asstype : t r o j a n- act i vi t y ; r efe r e nce : ur l , doc . eme r g ingt hreats . ne t / bi n/v i ew/Main/2009909 ; 
r ef e r e nce : u r 1 , Wl'l\'I . eme r gingth reats . net / cgi - bin/ cvs 1.11eb . cgi / s i gs / MA. Ll,JARE/ MALWARE_Cover t _Exe cut a bl e_DL; sid : 2009909; r e v : 2; ) 

#by evilghos t 

• 
#a l e r t t cp $HOM E_NET any -> $EXTE RNAL_NET $HTTP_PORTS (msg: " ET MALWARE Exec ut a bl e pur porti ng t o be .txt fil e l'i i t h no Ref e rre r - Li ke l y Ma ll11a r e " ; fl ow :established , t o_se r ve r ; co nt ent: "GET 
" ; nocase; depth: 4; conte nt : ! " l0d 0a I Refe r e r I 3a I "; noc a se; uricont ent : " . t xt "; nocase; pe re: " /\ . t xt $ / Ui " ; fl m'ib i ts: s e t , ET . h i dde n . exe; flowbit s : noa l e rt; classtype: troj a n -act i v i t y ; 
r ef e r e nce : ur l , WL'I\-J . syma ntec. com/ secu r ity _ r es po nse /wri t e up . j sp ?doc i d =2009-072313- 3630-99; r ef e r enc e : ur l ,doc . eme r g ingthreats . ne t / 2010500; r ef erence : ur 1, M\1111 , eme r gingthreat s . net / cgi ­
b i n/ cvs1-Jeb. cgi / sigs /MALHAR E/ MALWARE_Cove r t _E xec utabl e_DL ; s i d : 2010500 ; r ev : 3; ) 

#by evilghos t 

• 
#aler t tcp $HC»-1 E_NET any -> $EXTE RNAL_NET $HTTP_PORTS (msg: " ET MALWARE Exec ut a b l e pur por ti ng to be . cfg fil e l'iith no Ref er r e r - Li ke l y Ma ll-1a r e " ; fl ow :established , t o_se r ve r ; co ntent: "GET 
" ; noc ase; depth : 4; content : ! " led 0a I Refe r e r I 3a I " ; no ca se; uricont ent: " . c f g"; nocase; per e: " /\ . cf g$ / Ui "; fl m'ibits: s e t , ET . h i dde n . exe ; flm11bits : noalert ; classtype: troj a n -act i vity; 
r ef e r e nce : u r 1 , \WJW . symant ec . com/ secu r i t y _respo nse /wri t e up . j s p ?doc i d =2009-072313- 3630-99 ; r ef erence: ur l , doc . eme r g ingthrea t s . ne t / 2010501; r ef erence : ur 1, ww111 . emergi ngthreats. net / cgi ­
b i n/ cvs1-Jeb. cgi / sigs /MALHARE/ MALWARE_Cove r t_Exec utabl e_DL; s i d : 2010501 ; r e v : 3; ) 

#By Matt Jonkman 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RHA L_NE T $HTT P _ PORTS (msg: " ET MA LWARE Crazyl.J i nni ngs . com Activ i t y" ; fl m'i : est abli s hed, t o_se r ve r ; ur i cont e nt : " / script s / protect . php? promo: pr omo" ; nocase; 
e l ass t yp e : t roj a n- activ i t y ; r e f e r ence : ur l , doc . eme r g i ngth r ea t s . net/ bi n/v iew/Ma in / 2001733; r ef e r e nce: url , L\ll\lW . eme rgingth r ea t s . net/ cgi- bi n/ cvs 1.11e b . cg i / s i gs/ MALWARE/ MAL\'IIARE_Cr az yl.Ji nn i ngs. com; 
s i d : 2001733; r ev :S; ) 

#Submi tted by Matt Jonkma n 

• 
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a l ert t cp $HOME_NET a ny - > $EXTE RNAL_NE T $HTTP_ PORTS (msg : " ET MAL~JARE Default- home page- net11Jork . com Access"; flm>J : t o_serve r , establishe d; content : "vls h . Regl•Jr ite " ; nocas e; 
cont e nt : "de f a ul t- home page - netwo r k , com/ s t ar t . cg i ?" ; nocase j c l assty pe : t r o j a n-ac t i vi t y ; re f e r e nce: ur l, default - homepage - ne t wo r k . com/ sta r t . cg i ?new- hkcu ; 
refere nce: u r l , doc . emergingth r eat s . net / bi n/v iew/Main/ 2001 222; r eference : ur 1 , wwN . eme r gingthreat s . ne t / cgi -bin / cvs web . cgi / s igs /MALWARE /MALWARE_Defa u l t - Home page - 1-leti,rork; s i d : 2001 222; r ev : 8; ) 

#Matt Jonkma n 

• 
a l e r t t cp $HOME_NET a ny - > $EXTE RNAL_ NE T $HTTP_ PORTS (msg : " ET MAL~JARE Delfin Pro j ect Spyware ( pa y l oad ) " ; f101" : es t a bl i shed ,to_se r ve r ; uri content : "/ i n/ pay l oad/ payload . nfo? "j nocase; 
e lass t ype: t r o j a n- acti v i t y ; r e f erence : ur 1 , doc . eme rgingt hrea t s . net / bi n/v iew/Ma in / 2002816; ref e r enc e : u r 1 , L,J\Wl . eme r g i ngthr ea t s. net / cgi-bin/ cvswe b . cgi / s i gs / MALWARE /MA.ll-lARE_Oel fin; 
sid :2002816; r ev : 3; ) 

#Matt Jonkma n 

• 
a l e r t tcp $HOME_NET a ny - > $EXTERNAL_NET $HTTP_PORTS (msg : " ET MAL~JARE Oe l Fin Pro j ect Spyware ( se t up) ""; flow: es t ablis hed , t o_server ; u r icontent : '"/ i n/ defaults / set u p . nfa ?""; nocase; 
c l ass t ype : t r o j a n- acti vity; ref erence : ur l , doc . emergi ngthrea t s . ne t / b i n/v i ew/Ma i n/ 2002817; r efe r ence : u r l , L,J\\IW . emergingthr ea t s . net/ cgi-b i n/ cvs 11Je b . cg i / sigs /MALWARE/MAll-lARE _De l fin; 
s i d :2002817; r ev : 3; ) 

#Matt Jonkma n 

• 
a l e r t t cp $HOME_NET a ny - > $EXTE RNAL_NE T $HTTP_ PORTS (msg: "' ET MAL~JARE DelFin Pro j ect Spyware ( setup-a lt ) "; flmoJ : established,to_se r ver; uricontent : " / i n/ defa ults/ setup-alt . nfo?" ; nocase ; 
c l a ss t ype: t r o j a n- acti vity; ref e r e nce: ur l , doc, eme rgingt h r ea t s . net / bi n/v iew/Ma i n/2003472; r efe r enc e : u r 1 , LWM . eme r g i ngthr eats. ne t / cgi-b i n/ cvSLoJe b . cg i / s igs /MALWARE/MALWAR E_Oe l fi n; 
s i d: 2003472; r ev : 3; ) 

#Matt Jonkman 

• 
a l e r t t cp $HOME_NET a ny - > $EXTE RNAL_NET $HTT P_PORTS (msg : " ET MAL~JARE Delfin Proj ect Spyware ( payload -a l t ) "; flov, : establis he d , t o_se r ve r ; u r i content:" / i n/ pay l oad / pay l oa d-alt. nfa?" ; 
nocase; classtype : t r ojan-activ i t y ; r efe r e nce ! ur l, doc . emerg i ngthr e ats. net / bi n/v i ew/Main/ 2003473; ref erence: ur l , Wll"IW . eme rgingt h reats . net / cgi - b i n/ c vS\'leb . cg i / s i gs /MA.ll.JARE /MAUJARE_Oe l f in ; 
s i d :2003473; r ev : 3; ) 

#s ubmi tte d by J ohn Ste LoJa r t 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNAL_NET $HTT P_PORTS (msg : " ET MAL~JARE Des kt opTraff i c Too l ba r Spy L>Ja r e"; flow: t o_ se r ve r , established ; uricontent : "cgi-b i n/ e z l _kws. f cgi ?ca t " ; nocase ; 
e l ass t ype: t ro j an- act i v i t y ; r eference : u r 1 , r e sea r ch . spysweepe r. com/ t hr eat_libra r y/th rea t _de t a il s. php ?t hr eat=desktopt raf fic. ne t _h i j ack; 
ref e r e nce: u r l , doc . eme r gingth reat s . net / b in/v iew/Main/ 2001884; r efe r ence : ur l , ...... ..,.." . eme r gingth reats. ne t / cgi- b i n / c vs L-ieb . cgi / sigs /MALWARE / MALWARE_Des kTopTr a ff i c; s i d : 2001884; r e v : 3; ) 

#Matt Jonkma n 

• 
a l ert t cp $HOME_NET a ny - > $EXTE RNAL_NET $HTTP_ PORTS (msg: " ET MAL~JARE Des kwizz . com Spywa r e I ns t a ll IN I Download"j flow: t o_ se r ve r ,established; u r i con t e nt: " / Get Ad / t e kIO "" ; nocase; 
uricon t ent : " . i n i "; c la ssty pe : po licy- v i olation; r efe r e nce : u r l , doc. eme rgingt h r eats. net/ bi n/view/Main/ 2003445; refe r e nce : ur l , 1\11.WI . emergingthrea t s . net/ cgi -
b i n/ cvswe b . cg i / s igs /MA LWARE/MALWAR E_De s kwizz. com; s i d : 2003445; rev : 3; ) 

#Matt Jonkma n 

• 
a l e r t t cp $HOME_NET a ny - > $EXTE RNAL_NE T $HTTP _ PORTS (msg : "' ET MAL~JARE Deskwizz . com Spyware I nsta ll Co de Downl oad"; flow: t o_ se r ver , established; uri co nt e nt : "" / ax/ a cdt- p i d" ; nocase ; 
uricon tent : " , exe" j nocase; c l ass t y pe : policy- v i olat i on; ref er ence: ur l, doc, emergingth r eats. net / bi n/v iei"/Ma i n/ 2003444 ; r efe r e nce : ur l , LWM . eme rgingthrea t s . net / cgi-
bin/ cvswe b . cg i / sigs/MA LWARE / MALWARE_Desb ,oiz z . com; sid : 2003444; rev : 3; ) 

# by matt j on kma n 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTTP_PORTS (msg:"ET MAL~JARE Direct- L>Je b ,co . kr Related Spyvia r e Check i n" ; fl ow: es t a blishe d,to_ se r ve r ; ur icont e nt : " .php ?a pp name:" ; nocase; 
uricontent : "&a ppseq=""; nocase; uricont ent: "&mac = ·· ; nocase; uricontent: "&t ype=" ; nocase; class t ype: t r o j a n-activ ity; r eference: u r 1, doc . emergingthr eats. net / b i n/v iew/Ma i n/ 2007978; 
r efe r e nce: u r l , Wl.,Jl>J . eme r gingthreat s . net / cgi - b i n / cvs1>Je b . cgi / sigs / MAL~JARE/MALWARE_Di r ect-we b . co. kr; sid: 2007978; r e v : 2; ) 

#t h i s i s fa r t he r ece nt r as h of . co . kr fa ke a nt i s pyl'l ar e products \'l e ' r e see i ng . 
#doc t o r pr o . co . kr , kari ne. co . kr , Vacc i nep r og r am . co . kr, Mycas hb a nk . co . k r , etc. The r e 11J ill s urely be more . Similar u r l pa tte r ns t hough 

• 
a l e r t t cp $HOME_NET a ny - > $EXTE RNAL_NE T $HTTP_ PORTS (msg: "' ET MAL~JARE Doctor p r o . co. kr Related Fa ke Anti- Spywa r e Ins ta ll Checkin" ; flow:establis hed , t o_server ; 
uricon t ent : .. / i n stall_count , ht ml ? id=" j nocase; ur icontent : "&MAC= " ; nocase; pc r e : "" /MAC=0 \w - \w\w - \w\w - \w\w - \w\w - \w\w/Ui " ; c l asstype : t r o j an-activity ; 
refere nce : u r l , doc . emergingthreat s . net/ bin/v i ew/Main/ 20064 25; r eference : ur l , WWL>i . eme r gingthr eats . ne t / cgi - b i n / cvs LoJeb . cgi / s igs /MALWARE / MALWARE_Doctorpro_an d_Re l ated ; s i d : 2006425; r ev : 4 ; ) 

# t h i s i s far t he rece nt r as h of . co . kr fa ke a nti spywar e p r od ucts we ' re see i ng. 
#doc t o r pr o . co . kr , kari ne . co . kr , Va cc i ne pr og r am . co . kr , Mycas hb ank . co . k r . etc . The r e 1,.dll s urely be mo r e . Si mila r u r l pa tte r ns t hough 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTTP_PORTS (msg : "' ET MAL~JARE Doctor pro . co . kr Related Fa ke Anti - 5pywa r e Chec k i n" ; flow:es tablis he d,to_serve r ; uricontent :" / access_count . ht ml ? 
i d: "; nocase; uricon tent : "&MAC: " ; nocase; pere:" /MAC: 0 \l\1 - \w\w - \N\w - \w\1-J - \w\w - \w\w/Ui "; clas stype: t r o j a n -ac t i vi ty; ref erenc e : url , doc . eme r gingthr eats. net / bi n/v iew/,.,ai n/ 2006426; 
refere nce : u r l , Wl.>JW . emergingth r eats . net / cgi-bin / cvs 1>Jeb. cgi / s igs / MAL~JARE/MALWARE_Oo ct o r pro_a nd _Re l ated; s i d: 2006426 j r ev : 4 j ) 

# t h i s i s fa r t he r ece nt r as h of .co . kr fa ke a nt i s pywar e products we ' r e see i ng. 
#doc t o r pr o . co . kr , kari ne . co . kr , Vacc i ne pr og r am . co . kr , Mycashbank . co . k r , e t c . The r e will s u r e l y be mo r e . Si mila r u r l pa tte r ns t hough 

• 
a l ert tcp $HOME_NET a ny - > $EXTE RNAL_NET $HTTP_PORTS (msg : " ET MAL~JARE Doctorpr o .co . kr Re l a ted Fa ke An ti- Spyware Mac Che c k" ; flow:e sta bli s he d , t o_server; co ntent: " POST " ; depth :5 ; 
uricon t ent : " / c t r l / nc hkmac . php?ma c =0" ; nocase; pere : " / mac=0 \w\ : \L-i\w\ : \w\w\ : \w\1-i\ : \l\l\w\ : \w\w/Ui " ; class t ype: t r ojan- acti vity ; r e f e r ence : url , doc . emergingthreat s . net/ bin/v iew/Ma in / 2006427; 
r efe r e nce: u r l , Wl.>JW . eme r gingthreats, net / cgi- b i n / cvs 1>Je b . cgi / s igs /MAL~JARE/MALWARE_Ooc t o r pro_a nd _Re l ated; s i d : 2006427 j r ev : 4 j ) 

# t his is far t he r ece nt r as h of . co . kr fa ke a nt ispy~l ar e p roduct s ~l e ' r e seeing . 
#doct o r pr o . co , kr , ka rine . co . kr , Vaccinep r og r am . ca , kr , Mycashb ank , co . k r , etc. The r e will s u r e l y be mo r e . Si mila r u r l pa tte r ns t ho ugh 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NET $HTTP _ PORTS (msg : " ET MAL~JARE Doc t or p r o . co . kr Re la ted Fa ke An ti-Spywa r e Chec k i n (o pen) "; flo~l: establis hed, t o_se r ve r ; u r i content : " / open . php ?s n=" ; 
nocase; pe r e:" / sn=0\w\ : \w\w\ : \w\w\ : \w\w\ : \w\w\ : \l\l\W/ Ui " ; classtype: t r o jan -act i v i t y ; r eference: ur l , doc . eme r gingth r eats . ne t / b i n/v iel\l/ Main/ 2006428; 
r efe r e nce: u r l , W1.,J1>i. eme r gingth reat s . net / cgi - b i n / cvs 1>Je b . cgi / sigs / MAL~JARE/MALWARE_Doc t o r pro_a nd_Re l ated; s i d: 2006428; r ev : 4 ; ) 

#t h i s is fa r t he r ecen t r as h of . co . kr fake a nt i s pyl'lare product s \'l e ' r e see i ng . 
#doc t o r pr o . co . kr , kari ne . co. kr , Vacc inep r og r am. co . kr, Mycas hbank . co . k r , etc. The r e wi ll s urely be more . Simila r u r l pa tte r ns t hough 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NE T $HTTP_ PORTS (msg: "' ET MAL~JARE Doctor p r o . co. kr Related Fa ke Ant i- Spyware Pos t "; f l 01-i : establishe d,to_ ser ver; co ntent:"" POST "; de pt h :5; 
uricont ent : " / ct r 1/ ch kbl ac k , php ?m a c=0"; nocase; pe r e :" / mac "0 \w\ : \w\w\ : \1-J\111\ : \w\w\ : \w\vl\ : \w\w/Ui " ; c la sst ype : t r o jan- act i v i t y ; r ef e r e nce: ur l , doc . eme rgingthr ea t s . net / bi n/v iew/Main/ 2006431 ; 
refe r e nce : u r 1 , ...... """ . eme rg i ngth r eat s . net / cgi - b i n/ cvs 1>Jeb . cgi / s i gs / MAL~JARE/ MALWARE_Doctorpro_a nd_Re l ated; s i d : 2006431 ; r ev :4; ) 

# t h i s i s fa r t he rece nt ras h of . co . kr fake a nti s pywar e p r oducts we ' r e see i ng. 
#doc t o r pr o . co . kr , kari ne . co . kr , Va cc i ne pr og r am . co . kr , Mycas hbank . co . k r , etc . The r e will s urely be mo r e . Si mila r u r l pa tte r ns t hough 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NE T $HTT P_PORTS (msg : "' ET MAL~JARE Doctor p r o . co . kr Related Fa ke Anti - Spywa r e Chec k i n ( r et ) " ; fl oLoJ :established,to_ser ve r ; u r icontent: "/ r et . php ?" ; 
nocase; u r i co ntent: "mode: "; no case; u r i content : "&c name: " ; nocase; uricontent : "&cn: "; nocase; pere : " / c n: 0 \w\ : \w\w\ : \w\LoJ\ : \w\N\ : \w\w\ : \w\w/ Ui " ; class ty pe : t ro j an -activ ity ; 
refe r e nce: u r l , doc . eme r g i ngth r eat s . net / bin/v i ew/Main/ 2006432; refe r ence : ur 1 , w"""" . eme r g i ngthreat s. net/ cgi- b i n / c vSLoJeb . cgi / s i gs / MALWARE/MALWARE_Docto r pro_and _Re la ted; s i d : 2006432; re v : 4 ; ) 

# t h i s i s far t he r ece nt r as h of .co . kr fa ke a nt i s pywar e p roduct s we ' r e see i ng. 
#doct o r pr o . co . kr , karine . co . kr , Vaccinep r og r am . co . kr , Mycashbank . co. kr , etc . The r e will s u rely be mo r e . Simila r u r l pa tte r ns t ho ugh 

• 
a l ert tcp $HOME_NET a ny - > $EXTE RNAL_NET $HTTP_PORTS (ms g : " ET MAL~JARE Doctorp ro.co . kr Re l a ted Fa ke Anti- Spyware Pos t ( ap i _ r es ult ) " ; flow: es tablis he d , to_se r ve r ; cont e nt : " POST "" ; depth :5 ; 
uricont ent : " / c t r l / a pi_ r e s ult . php ?"; nocase ; u r i content : " mode="; nocase ; uricontent : "&Pa r t IO=" ; nocase; u r i co nt e nt: "&mac="; nocase; pc r e : " / ma c=0\N\ : \w\l\l\ : \w\w\ : \w\l\l\ : \w\w\ : \L-i\w/ Ui " ; 
c l a ss t ype: t ro j an-act i v i t y ; r ef e r e nc e : u r l , doc . emer gingthr eats. ne t / b i n/v ie~l/Main/ 2006433 ; r e f e r e nce: u r l , WL>ll>i . emergingthr eat s, net / cgi -
b i n/ cvSl\le b . cgi / sigs/MA LWARE / MALWARE_Ooc t or p r o_a nd_Re l ated; s id : 200643 3; r ev : 4 ; ) 

# more from t he same f o l ks 
#by Matt Jon kma n 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNAL_NE T $HTTP_PORTS (msg:"ET MAL~JARE Vi rus chec k . co . kr Related Fa ke Ant i -Spyi\la r e Post ( chkv s ) " ; floLoJ : es ta blished,to_serve r ; content : "POS T " ; dept h : 5; 
uricontent: " / c hkv s. php ?mac ,. 0" ; noca se; pere:" / mac:0\w\ : \L-i\w\ : \11J\v1\ : \w\L-i\ : \w\11J\ : \w\w/ Ui "; e las stype: t r o j a n- acti v i t y ; r e f e r e nce: ur l , doc . emergi ngthreats . ne t / b in/v i ew/Main/ 2007642; 
refere nce : u r l , WL""" . eme r g i ngth r eats, net / cgi - bin / cvs 1>Jeb , cgi / s igs / MAL~JARE/MALWARE_Ooc t o r pro_a nd _Re l ated ; s i d : 2007642 j r ev : 4 j ) 

#Matt Jonkma n 

• 
a l e r t t cp $HOME_NET a ny - > $EXTE RNAL_NE T $HTTP _ PORTS (msg: •• ET MAL~JARE Dolla r reve nue . com Spywa r e Code Dm-in l oad" ; f l o1-i : est a blished, t o_server; uriconten t: "/ bun dle/ d r smart l oad . exe"; nocase ; 
c l a ss t ype : t ro j an-act i v i t y ; r ef e r e nc e : u r 1 , dolla r r e ve nue. com; r ef e r e nce: ur l , doc . eme r gingt hreats, ne t / b i n/v i ew/Main/ 2002967 j r efe r e nce: u r l, Wl\11-J . eme r gingt hr e at s. net/ cg i -
bin/ cvsl"e b . cg i / s igs /MA LWARE / MALWARE_Dollar r e venue . ne t ; sid : 2002967; r e v : 3; ) 

#by Scot Me l n i c k 

• 
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a l e r t tcp $HOME_NET any - > $ EXTE RNA L_N ET $HTTP_PORTS (ms g : " ET MALWARE TRO JAN_VB Hi c r o j oin "; flm-., : e stablis hed ,to_ser ve r ; uricontent : "/ bund l e/loade r . exe " ; nocase ; classty pe : tro j a n­
act i vity ; r e fe r e nc e : ur l , de , t r e ndmi c r o - e ur ope . com/ cons ume r /v i nf o/ e ncyc l ope di a . php ?VName=TROJ _ VB . A\,A~ ; r e f e r e nce: u r 1 , doc. eme r gingthr eats . net / b i n/vi e~i/Ha i n/ 2003084; 
r e f e r e nc e : ur l , WW\" · eme r gingth reats . net / cgi - bin/ cvs1"e b . cgi / s igs /MALWARE/ MALWARE_Droppe r . Hi cr ojoin ; sid : 2003084 ; r e v : 3; ) 

#by Matt Jon kman, fr om Spywa r e Listening Pos t data 

• 
a l e r t t cp $HOME_NET any · > $ EXTE RNA L_NET $HTTP _PORTS (msg : " ET MA LWARE Dro ps pam. com Spywa r e Re porting" ; flow: establis hed , t o_ se r ver ; uricont e nt : "/ rep or taddo n . cg i ?" ; nocase; 
urico nt e nt: .. r e port. cgi ?" ; nocase; urico ntent : " us e r : " ; noca se; u r i co ntent: " s of t wa r e =" ; nocase; cla sst ype: t rojan -ac tivi t y ; r e f e r e nc e : ur l , doc . eme r g ingth r eat s, ne t /b i n/v iew/Ha i n/ 2003440 ; 
r e f e r e nc e : url , Wl>Jl,J . emer gingth reats . net / cgi-bin / cvs 1"e b . cgi / s igs /MA LWARE/ MALWARE_Drops pam. c om ; s i d : 2003440 ; r ev : 3; ) 

# matt Jonkma n 

• 
a l e r t t cp $HOME_NET any · > $ EXTE RNA L_NET $HTTP_PORTS (msg : " ET MA LWARE E2g i ve Re l ated Dm·m i oad i ng IeBHOs . dll" ; flow: t o_se r ve r , establis hed ; uri content : "/downl oads / I eBHOs. dll" ; nocase; 
c l a ss t ype : t r o j an-activ i t y ; r ef e r ence : ur 1 , r esea r ch . s unb e l t - softwa r e . com/ t hr eatd i s pi ay . as px? name =E2Give&t h r e atid=4728; r ef e r e nce: ur l , doc. eme r g i ngth r eat s. net / bi n/v iew/Ma i n/ 2001415; 
r e f e r e nce : ur 1 , Wl>Jl,J . emer gingth r eat s. net / cgi-bin / cvs 1"e b . cgi / sigs /MALWARE/MALWARE_E 2g i ve . com; s i d : 2001415 ; r ev : 7; ) 

# matt J onkma n 

• 
a l e r t t cp $HOME_NET any -> $ EXTERNA L_NE T $HTTP_PORTS (msg : " ET MA LWARE E2give Re l ated Repor t i ng I nstall " ; fio1" : t o_se r ve r ,established; uri cont ent : " / co un t / coun t.ph p ?&mm" ; noca se; 
c l a ss t ype : t r oj an- ac tiv i t y ; r ef e r ence : ur 1 , r e sea r ch . s unb e l t - sof t wa r e . com/ t hr ea t d i s pi ay . as px?name =E2G i ve&t h r eat i d=4728; r e f e r ence : ur 1 , doc. eme r g i ngth r eat s . net / bi n/v iei"/Main/ 2001416; 
r ef e r e nc e : ur l , W1>J1,J . emer gingth r eat s . net / cgi- b i n / cvs 1"e b . cgi / sigs /MALWARE/MALWARE_ E2g i ve . com; s i d : 2001416; r ev : 7; ) 

# matt J onkma n 

• 
a l e r t t cp $HOME_NET any -> $EXTE RNA L_NET $HTT P_PORTS (msg: " ET MALWARE E2g i ve Re l ated Receiv i ng Confi g" ; flow : t o_serve r ,establis hed; u r i content : "/ co nf i g/ ?" ; nocase; u r i cont e nt : " v=5" ; 
nocase; uric ontent : "n=mm 2"; noc ase; ur icontent : " i ="; nocase; c lass t ype : troj a n • act i vity ; r e f e r e nce: ur l , r esea r ch . s unb e lt ·sof t wa r e . com/ t hr eat dispi ay . aspx ?name=E2G i ve&t h r eat i d=4728; 
r ef e r e nc e : ur 1 , doc . emer g i ngth reats. net / b in/v i ew/Ma i n/ 2001417; r e f e r e nce : u r 1 , WW\',I . eme r g i ngthr ea t s , net/ cgi- bin / c vs l1,1eb . cgi / s igs /MALWARE/MALWARE_E2gi ve . com; s id : 2001417; r e v : 8 ; ) 

#matt J onkma n 

• 
a l e r t t cp $HOME_NET any -> $ EXTE RNA L_NET $HTTP_PORTS (msg : " ET MALWARE E2g i ve Re l ated Dm·m i oad i ng Code '"; fl ow: t o_se r ve r , establis hed; u r i content: "/ soft/unsta l i . exe"; nocase; 
c l as s t ype : t r o j an-activ i t y ; r ef e r ence : ur l , resea r ch . s unb e l t - soft wa r e . com/ t hr ea t d i s pl ay . as px? name =E2Give&th r e atid:4728; r ef e r ence: url , doc. eme r g i ngt h r ea t s . net / bi n/v i ew/Main/ 2001418 ; 
r e f e r e nce : url , Wl>Jl,J . emer gingth reats . net / cgi-bin / cvs 1"e b . cgi / sigs /MA LWARE/MALWARE_E 2g i ve . com; s i d : 2001418; r ev : 7; ) 

# matt J onkma n 

• 
a l e r t t cp $HOME_NET any -> $ EXTERNA L_NET $HTTP_ PORT5 (ms g: " ET MA LWARE E2give Re l ated Repor ting" ; flow: t o_se r ve r , established; uri cont e nt: "/ co un t / co un t . php ?&mm2c pr " ; nocase; 
c l ass t ype : t r o j an-activ i t y ; r ef e r ence : ur 1 , r esea r ch . s unbel t - softwa r e . com/ t hr ea t d i s play . as px?name =E2G i ve&t h r eatid=4728; r e f e r e nce : ur 1 , doc . eme r g i ngth r eat s . net / bin/v iei-.,/Mai n/ 2001423; 
r ef e r e nce : url , W1>J1,J . emer gingth r eat s . net / cgi-bin / cvs 1"e b . cgi / sigs /MALWARE/MALWARE_E 2g i ve . com; s i d : 2001423; r ev : 7; ) 

#from s p)'l1,1a r e listeni ng post hits 

• 
a l e r t t cp $HOME_NET any -> $ EXTE RNA L_NET $HTT P_PORT5 (msg:" ET MA LWARE E2g i ve Spywa r e Re por t i ng ( chec k u r l ) "; flow: t o_se r ve r , es t a bli she d; u r i content : "/ go/ chec k ?build: " ; noca se; 
urico nt e nt: "&source: " ; nocase; uricontent : "&me rc hant s =" ; nocase; c l asstype : t r o j an·acti v i t y ; r ef e rence: u r l , r esea r ch . sunb e l t- sof t i~a r e . com/ t h r eatd i s pl ay . aspx? name =E2G i ve&th r eat id=4728; 
r ef e r e nc e : ur 1 , doc . emer g i ngth r eat s . net / b in/v i ew/Main/ 2003504 ; r e f e r e nc e : u r 1 , W\>J\1j . eme r gingthr ea ts, net / cgi - bin / c vs l1,1eb . cgi / s igs /MA LWARE/MALWARE_E 2give . com; sid : 2003504; r e v : 3 ; ) 

#Submit t ed by Matt J onkma n 

• 
a l e r t t cp $HOME_NET any -> $EXTE RNA L_NET $HTT P_PORTS (msg : " ET MALWARE ESynd i cate Spywa r e I ns tall ( esynd i ca t e in st . exe ) " ; f1 01" : t o_s e r ver , es t a blis hed ; 
urico ntent: •• / f i i es / eSynd i catel nst . exe" ; nocase; c i ass t ype: troja n-act i vity ; r efe r e nce: url , W'IIW3 . ca . com/ sec uri t yadv i sor / pes t /pest . as px ?i d =4 53094058 ; 
r ef e r e nce : ur l , doc . emergingth r eats . net / b in/v iew/Main/ 2002009 ; r e f e r e nc e : u r 1 , WW\',I , emerg i ngthr eats . net / cgi - bin / c vs l1,1eb . cgi / s i gs /MA LWARE/MALWARE_ ESynd ica t e; sid : 2002009; r e v : 6; ) 

#Submitted by Matt J onkma n 

• 
a l e r t t cp $HOME_NET any - > $ EXTE RNA L_N ET $HTT P_PORTS (msg : " ET MALWARE ESynd i cat e Spywa r e I nst a ll ( sepin st . exe ) "; flo,-., : to_se r ve r ,es t a bli shed ; urico nt e nt : "/f iles/ SEPi ns t . e xe "; nocase; 
c l ass t ype : t r ojan- activ i t y ; r e f e r e nce : u r i , l\l\Wl 3 . ca . com/ secur i t ya dvisor / pes t / pes t . as px? i d:453094058; r ef e r e nce: uri , doc. eme r gingth r ea t s . net/ bin/v i ei~/Ma in/ 2002010; 
ref e r e nce : ur l , www . emer gingthreat s . net / cg i -b i n/ cvs we b . cgi / s igs / MALWARE/ MA.LWARE_ ESynd i cate; s i d : 2002010; r ev : 6; ) 

#By Matt Jon kma n, Fr om spywa r e listeni ng pos t dat a 

• 
a l e r t t cp $HOME_NET any - > $EXTE RNA L_NET SHTTP_PORTS (ms g: " ET MALWARE EZSea r ch Spywa r e Repor ting Sea r c h St ri ngs " ; f1 01" : establishe d, t o_ serve r ; uriconte nt: " / pa r t ne r / r t . php ?q=" ; noca se; 
c l a ss t ype : t r o j an-ac t i v i t y ; r ef e r enc e : ur l , doc . eme r gingthreat s. ne t / b in/v iew/Main/2002317; re f e r e nc e : ur 1 , W\>J\" . eme r gingthr eats, net / cgi- b i n/ c vs 1\le b . cgi / s igs /MA LWARE/MALWARE_E ZSea r c h; 
s i d : 2002317; r ev :3; ) 

#By Matt Jon kma n, Fr om spywa r e listeni ng pos t dat a 

• 
a l e r t tcp $HOME_NET any -> $EXTE RNA L_NET SHTTP_PORTS (ms g:" ET MA LWARE EZSea r ch Spywa r e Repor ting Sea r c h Ca t ego r y"' ; flow:established , to_se r ve r ; uri co nt e nt : "/pa rtner/ r t . php ?cat=" ; nocase ; 
c l ass t ype : t r o j an-activ i t y ; r ef e r ence : ur 1 , doc . eme r gingthreats. ne t / b in/v i ew/Main/2002318; re f e r e nce: ur 1 , WWl'ol . eme r gingthr eats . net / cgi-bin/ c vs 11,1e b . cgi / sigs /MA LWARE/MALWARE_E ZSea r c h ; 
s i d : 2002 318; re v :3; ) 

#By Matt Jon kma n, Fr om spywa r e li steni ng pos t data 

• 
a l e r t tc p $HOME_NET any -> $ EXTE RNA L_NET $HTTP_PORTS (msg : " ET MALWARE EZSea r ch Sp)'l\la r e Repor ting 2" ; f1 011,1 : establi s hed, t o_se r ve r ; u r icontent : " / pa rtne r / bom.php ?e: " ; nocase; 
c l ass t ype : t r o j an-activ i t y ; r ef e r ence : ur 1 , doc . eme r gingthr eats . ne t / b i n/v i ew/Ma i n/ 2002319 ; r e f e r e nce: ur 1 , lvwt'ol . eme r gingthr ea ts . net / cgi -bin/ c vs ,,.,e b . cgi / s i gs /MA LWARE/MALWARE_ EZSea r c h ; 
sid : 2002319; r ev :3 ; ) 

#Submitted by Matt J onkma n 

• 
a l e r t t cp $HOME_NET any -> $ EXTE RNA L_NET $HTTP_PORT5 (ms g: " ET MALWARE Eba t es I ns t a l i " ; fl ow: t o_ se r ve r ,es t ab li she d ; u r i co ntent : " / ebates.exe"; class t y pe : polic y-v iolatio n; 
r e f e r e nce : ur l , WW\" · pestpatrol .com/ Pest inf o/ e / e ba t es_moneymaker . as p; r e f e r e nce: ur 1, doc . eme r g ingthreats . net / bin /v i e ~l/Main/ 2001038; r ef e r e nce : u r l , w,m . emerg ingth r eat s . net/ cgi · 
b i n/ cvsweb . cgi / sigs /MA LIIIARE/MALIIIARE_Ebates_Moe_Money _Ma ke r ; s i d : 2001038 ; r ev : 7; ) 

#from Sp)'l1,1a r e 1 i steni ng pos t data 

• 
a l e r t t cp $HOME_NET any -> $EXTE RNA L_NET $HTT P_PORTS (msg : " ET MALWARE Eff ective br a nds . com Spywar e Checkin"; fl ow: established , t o_se r ve r ; urico ntent : "/ ii s2e bs . as p" ; nocase ; 
content : "eff ec t i ve br ands . com" ; nocase ; c i asst ype: t r o j an-act i v i t y ; r ef e r e nce: ur l , doc . emer gingthr eat s . net / b i n/vie1.~/Ha i n/ 2003304; r e f e r e nce: url , Wl'IW . eme r gingt hr eat s . net / cg i · 
b i n/ cvsweb . cg i / s i gs /MA LIIIARE/MALIIIARE_ Eff ective bra nds . com; s i d: 2003304; r ev : 3; ) 

#from SP)'l"a r e lis t eni ng pos t dat a 

• 
a l e r t t cp $HOME_NET any - > $EXTE RNA L_NET SHTT P_PORTS (msg : " ET MALWARE Eff ective br a nds . com Spywar e Chec k i n 2" ; flow: es tab lished , t o_ se r ve r ; uricontent : "/ iis2 ucms . as p" ; nocase; 
content : "eff e et i ve br ands . com" ; nocase; class t ype: tro j an-act i v i ty ; r efe r e nce: ur l , doc . emer gingthr e ats . net / b i n/vie1.~/ Ha i n/ 2003360; r e f e r e nce: url, Wl\11\1 . eme r gi ngt hr eat s . net / cg i · 
b in/ cvs1"eb , cg i / sigs /MA LWARE/MALWARE_ Eff ective br ands . com; s i d: 2003360 ; r ev : 3; ) 

#Matt Jonkma n 

• 
a l e r t t c p $HOME_NET any - > $ EXTE RNA L_NET $HTT P _PORTS (msg: " ET MALWARE Eli t emediagr oup . net Spyware Co nfig Downl oad" ; flow: establi s he d , t o_se r ve r ; u r i co nt e nt: "/bu nd l e . php?aff ="; nocase; 
c l a ss t ype : troj an-ac t i v i t y ; r ef e r ence : url , e l i teme diag r oup. ne t ; r ef erence : ur l , doc . eme r gi ngth r ea t s . ne t / bi n/v iew/Main /2002966; r e f e r e nce : u r l , L\I\Wl . eme rgingt h r ea ts . net/ cgi-
bin/ cvs ,-.,eb . cg i / s i gs /MA LWARE/MALIIIARE_E li temediagr oup . net; sid: 2002966; rev : 3; ) 

#By Matt Jon kma n, Fr om spywa r e lis t en ing pos t data 

• 
a l e r t t cp $HOME_NET any - > $EXTE RNA L_NET $HTTP _PORTS (ms g: " ET MA LWARE Epilot . com Spywa r e Report i ng" ; f1 01" : establi s hed , t o_se r ve r ; uri content : "/get r esuit s . as px"; nocase; uricontent : "? 
a ff .. "; nocase; u r i co nt e nt : "&i p=" ; nocase ; ur i co nt ent : "&ke ywor d: "; nocase ; ur i cont e nt : "&sour ce=" ; nocase ; c l ass t ype : trojan-activ i t y ; 
ref e r e nce : url , Wl>Jl,J . i nte r mute. com/ s py subt r ac t / r esea r c hce nte r / Clie nt Ma n . ht ml; r ef e r ence: u r l , doc . emerg ingth r e a t s. ne t / bin /v iew/Ma in/ 2003414 ; r e f e r ence : ur l , w1.w1 . eme r gingth r eats. net / cg i ­
bin/ cvsweb . cg i / sigs /MA LIIIARE/MALIIIARE_Epilot . com; sid: 2003414; r e v : 3; ) 

#By Matt Jon kman, Fr om spywa r e lis t en ing pos t data 

• 
a l e r t t cp $HOME_NET any - > $EXTE RNA L_NET $HTT P_PORTS (msg : " ET MALWARE Epilot . com Spywa r e Reporting Clic ks " ; fl ow: es t abli s he d , t o_se rve r ; u r ico nt ent : "/ cl i c k . a s px? " ; nocase; ur i co nt e nt :" ? 
xp: " ; nocase; content: "Host \ : " ; nocase; content : "e pilot . com" ; nocas e ; d i stance :0 ; c lass t ype: t r o j a n- act i v i t y ; r ef er ence: ur l , L,r,,,w . i nte rmu te . com/ s pys ubt r act/ r esea r c hce nt e r / Cl ient Ma n . ht mi ; 
r ef e r e nc e : ur l , doc . emer gingth r eat s . net / b i n/v iew/Main/ 2003416; ref e r e nce : u r l , WW\"' . eme r gingthr ea t s . net / cgi - b i n/ c VSl1,1eb . cgi / s igs /MA LWARE/MALWARE_ E pilot . com; sid : 2003416; r e v : 3; ) 

# mat t Jonkma n from Spywa r e LP Da t a 

• 
a l e r t t cp $HOME_NET any - > $ EXTE RNA L_N ET $HTTP _PORTS (msg: " ET MALWARE Evi dencenuker . com Fa ke AV Updating" ; flol" : e s t ablis hed , t o_se r ve r ; uricont ent : " / produc t s / e v ide ncenuke r /updat e . php? 
ve r s i o n=" ; noca se; clas stype : t r o j a n-act i vi t y ; r ef e r e nce; u r l , w-.m . e v i de ncenuke r . com; r ef er ence: ur l ,doc. eme r g ingthr eats. net / bi n/vi ew/Ma i n/ 2003568; 
ref e r e nce : ur 1 , Wlw.i . emer gingth reats . net / cgi • bin / cvs we b . cgi / s igs /MALWARE / MA.LWARE_E vi denceNuke r . com; sid : 2003568; r e v : 3; ) 
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#Submit t ed by Matt Jonkma n 
# 
ale r t tcp $HOME _NE T a ny - > $EXTE RNA L_NET $HTT P_ PORTS (msg: " ET MA LWARE Fl Or ga nizer I nst all Attempt " ; f1 01v: t o_se r ver ,establi shed ; u r icontent: " / f l / ob j ects /" ; noc ase; classtype: t ro j an ­
activ i t y ; r e f er e nce: ur l , doc. eme r gingth r eat s . net / b i n/v i ew/Ma in/ 2000585; r e f er e nce: ur l , ~rww . eme r gingth r ea t s . net / cgi - bin / c vsweb . cgi / s i gs / MAU-JAR E/MALL~AR E_Fl Or ga nize r . com; s id : 2000585 ; 
rev :7; ) 

#Submi tted by Matt Jonkma n 

• 
ale r t tcp $HOME_NET a ny -> $EXTERNA L_NET $HTT P_PORTS (msg:"ET MA LWARE Fl Or ganize r Re po r t i ng" ; f1 01v : t o_ se r ver,establi she d; urico ntent : " / fl / a ud i t /" ; nocase; class t ype : t r oj a n-act i vity; 
r ef e r e nce : url , doc. eme r gingth reats, net / bin/v iew/Main/2000582; ref e r e nce : url , www . eme r gingth r eats, net / cgi - bi n/ cvs1,..eb. cgi / sigs / MA LWARE/ MALWARE_ Fl Organizer. com; sid : 2000582; r ev : 7; ) 

#Submit t ed by Matt Jonkma n 
# 
ale r t tcp $HOME _NE T a ny -> $ EXTE RNA L_NET $HTT P_ PORTS (msg:"ET MA LWARE Fl Or ganizer Confi g Do~ml oad"; f1 01v: t o_server ,establi shed; uricontent : " / Fl / Cmd4Fl "; nocase; class t y pe: t r o j an­
activity; r e f er e nce: ur l , doc. eme r gingthr eat s . net / b i n/v i evd Ma in/ 2001221 ; r e f er ence: ur l , ~rww . eme r gingthr eats . net / cgi- bin / c vsweb . cgi / s i gs/ MAUJARE/MAU-JARE_Fl Or ga nize r . com; s id : 2001221; 
r ev :6; ) 

#Submi tted by Matt Jonkma n 
# 
##a l ert tcp $HOME_NET any -> $ EXT ERNA L_NET $HTTP_ PORTS (msg : " ET MAL\.JARE Feature d- Res ults.com Age nt Re po r ting Da ta" ; flovl : t o_serve r , e s tablished ; uri content : "action=any"; nocase; 
uricontent: " count r y=" ; nocase ; pe r e : " / ( POST I POST ( http I htt ps ) \ : \/\/ [ -0-9a -z . ] * )\/ , • perl\/ fr \ . pl / i " ; clas stype : t r o j an -ac t i vity; r ef e r e nce : u r l , www . feat u r e d - res ul t s. com; 
r ef e r e nce : ur 1, doc . eme r gingt h reats . net / b i n/v iew/Ma i n/2001293; ref e r e nce : url , h'WW . eme r gingthr eats . net / cgi - bin/ cvs1,..eb . cgi / sigs / MA LWARE/ MALWARE_ F ea t u red - r es u l ts ; sid: 2001293; r ev : 10; ) 

#Submitted by Matt Jonkma n 

• 
ale r t tcp $HOME _NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (msg: "ET MA LWARE F indwhat. com Spyware ( e lickthr o ugh) " ; flow: t o_ se r ver ,establishe d; ur icontent : " / b in/ fi nd1,iha t . dll ?c lic kt h rough&"; 
nocase; class t ype: t r o jan- activ i ty; r e f e r ence: ur l , doc . eme r gi ngthr ea t s . net/ bi n/v iew/Main/ 2003579; r e f e r ence: ur l, Wl.....,l . eme rgingthr eat s . net/ cgi -
b i n/ cvsweb . cgi / sigs /AA LWARE / MA LWARE_F i ndwhat . com; s i d: 2003579; r ev : 3; ) 

#Submit t ed by Matt Jonkma n 
# 
ale r t tcp $HOME _NE T a ny -> $EXTERNA L_NET $HTT P_ PORTS (msg: " ET MA LWARE Findwhat.com Spywa re (send trac ker ) " ; f1 01"' : t o_se r ve r ,establi shed; uricontent:" / bi n/ find 1vhat. dll ?send trac ker&" ; 
nocase ; classtype: t r o j an - act i v i ty; r e f e r ence : ur l , doc . eme r gi ngth rea t s . net/ bi n/v ie11/Ma i n/ 2003580; r e f e r ence: ur l , WlvW . eme r gingth r eat s . net/ cgi -
b i n/ cvs,..,eb . c gi / sigs /MA L\.IARE / MA L\.IARE_F i ndwhat . com; s i d: 2003580; r ev : 3; ) 

#Submi tted by Matt Jonkma n 
# 
ale r t tcp $HOME_NET a ny - > $EXTERNA L_NET $HTT P_PORTS (msg:"ET MA LWARE Fi ndwhat . com Spyware ( send media ) "; flow: t o_se r ver,establis hed; ur i cont e nt: "/ bin / f i ndwhat.dll ?sendme d i a&"; nocase; 
class t ype : t r o j an-ac t i v i ty; r ef e r e nce : url , doc emer gingth r eats, net / bin/v iew/Main/2003581 ; re f e r e nce : url , wwi,i , emer gingth r eats. net / cgi - bin/ cvs web . cg i / sigs / MA L\.JARE/ MALWARE_ Find1..,hat, com; 
sid : 2003581; r ev : 3; ) 

#Submi tted by Mat t Jonkma n 
# 
ale r t tcp $HOME _NE T a ny - > $EXTE RNA L_NET $HTT P_ PORTS (msg:"ET MA LWARE Fl as hPoint Agent Retrieving New Code"; flow: t o_se r ve r , es t ablished; uri content: .. / f txmon . php ?"; classtype : t roj a n­
activ i t y; r e f er e nce: ur l , vrww . f lashpoint . bm; r eference: ur l , doc . e me r g ingth r e a ts . ne t / bin/v i e,..,/Mai n/2000905; r efe r ence : ur l , WtJrw . e me r g ingth reats . ne t / cgi -
bin/ cvsweb . cgi / sigs /MA LWARE /MAL~lARE_ F l as hPoint ; s i d : 200090S; r ev : 7; ) 

#Submi tted by Matt Jonkma n 
# 

ale r t tcp $HOME_NET a ny -> $EXTERNA L_NET $HTT P _ PORTS (msg: "ET MALWARE FlashT r ac k Age nt Re t rieving New App Code " ; flow: to_ se r ve r , established ; ur icont e nt: " / apps / r . exe" ; classtype : 
trojan-act i v i t y; r ef e r ence : u r 1, ~~ . flas hpoint. bm; r eference: url,doc. eme rgingthr eats . net / bi n/v i e,..,/Mai n/2000936 ; ref erence : url , ~rww . eme r g ingthr eats . ne t / cgi-
b i n/ cvs,..,eb . cgi / sigs /MA LWARE/ MA L~JARE_F lashPoint; s i d : 2000936; rev : 7; ) 

#matt Jonkma n 
# 
ale r t t c p $HOME _NE T a ny - > $EXTE RNA L_NET $HTT P_ PORTS (msg: " ET MA LWARE Flingstone Spywa r e I nstall ( cxtp l s ) "; f101v: established , to_serve r ; ur icont e nt : " / sof t wares / cxt pls_ l oade r _ff . exe .. ; 
nocase; c l ass t ype : t roj an -act i v i t y; ref e r ence : ur 1 , securi ty r es ponse . syma ntec. com/ avcente r /ve nc / data / a dwa r e . winf a vori te s . ht ml ; r e f erence: ur l ,doc. eme r gingthr ea t s. ne t / b i n/v i e,..,/Ma i n/ 2001710 ; 
ref e r e nce : url , www . eme r gingth reats, net / cgi -bin/ cvs web . cgi / sigs / MA LWARE/MALWARE_Flingstone; sid : 2001710; r ev : 8; ) 

#matt Jonkma n 

• 
ale r t t cp $HOME_NET a ny -> $EXTE RNA L_NET $HTT P_PORTS (msg: " ET MALWARE Flingstone Spywa r e I nstall ( sport sint eract i o n)"; f101~ : es t ablished, to_serve r ; 
u r i content: " / sof tvlar es / Sport s l nte r action . exe" ; nocase; e l ass t ype : t ro j a n- act i v i t y; r ef er e nce : url , sec uri tyr es ponse . symantec. com/ a vcenter /venc / dat a / a dwa r e . winfavo r ites . html ; 
r ef e r e nce : ur l , doc . eme r gingth r eats . net / b in /v iew/Ma i n/2001705; ref e r e nce : ur l , """"'"' · eme r gingthr eats . net / cgi • bin/ cvsweb . cgi / sigs / MA L\.JARE/ MAU.JARE_ Flingstone; sid : 2001705; r ev : 8; ) 

#Submi tted by Mat t J onkma n 
# 
ale r t tcp $HOME _NE T a ny - > $EXTERNA L_NET $HTT P_PORTS (msg: "' ET MA LWARE Fr eeze . com Spywa r e/ Adwa r e ( I ns t a ll)"; flow: t o_ se r ver,establis hed ; ur icontent : " / chec khttp . ht m"; noc ase; 
content: "Use r -Agent I 3a I ~lise "; nocase; cont e nt : "free ze. com"; nocase; class t ype: policy-v i ol ation; r e f erence: ur l ,doc. emergingthr eats. ne t / b i n/view/Ma i n/ 2002840; 
r ef e r e nce : url , w1"'" · eme r gingth reats, net / cgi -b i n/ cvs1,..eb . cgi / sigs / MA LWARE/MALWARE_ Fr eeze . com; sid : 200 2840 ; r ev : 4 ; ) 

#Submit t ed by Matt Jonkma n 
# 

ale r t t cp $HOME_NET a ny -> $EXTERNA L_NET $HTT P_PORTS (msg:"ET MA LWARE Fr eeze . com Spy~1a r e/ Ad~1ar e ( I ns t all Regi stration) " ; flm,i : t o_se r ver,establi she d; urico nt ent:" / p i ng / ?s hortname=" ; 
nocase; content: "User-Agent ] 3a I Wi se" ; nocase; content : "freeze . com"; nocase; e l asstype: policy- viola t i on ; r e f e r ence: u r l , doc . eme r gi ngthr eats . ne t / b i n /v i eL"/Main / 2002841 ; 
r ef e r e nce : ur l , wwtv . eme r gingth reats . net / cgi • bin/ cvs web . cgi / sigs / MALWARE/ MALWARE_Fr eeze . com; sid : 2002841 ; r ev : 4 ; ) 

#Submi t t ed by Matt Jonkma n 
# 
a l e r t t cp $HOME _NE T a ny • > $EXTERNA L_NET $HTT P_PORTS (msg: " ET MAL\.JARE Fr eeze . com Spywa r e/Adwa r e ( Pull i ng Ads ) " ; flow: to_s e r ve r , established; uri cont ent : "/ToastMessage/" ; nocase ; 
u r icont e nt: " / Toast . a s p?ysaid="; nocase; c l as s t y pe : policy-v i o l ation; r ef e r ence : ur l, doc . eme rgingt hrea t s. net / bin/vi e1'1/Main/ 2003362 ; r ef e r ence : ur l, WWVl . eme r gi ngt hr ea t s. net / cgi ­
bin/ cvs ,..,eb . cgi / sigs /MA LWAR E/ MA LWARE_F r eeze . com; s i d : 2003362; rev : 3 ; ) 

#by : J er emy Conway at sudosecu r e . net 
#ref : f6a78be31 5d98 ba8df 4e72296ac8ec0c 
# 
ale r t tc p $HOME _NET a ny - > $EXTE RNA L_NET $HTT P_ PORTS (msg: " ET MA LWARE l.J3i Re l ateci Adwa r e/ Spywa r e " ; fl ow:est a bl ished,to_se r ver; content:"GE T "; nocase; depth :4; uri content :"short name =" ; 
nocase ; ur icont e nt : "os=" ; nocase; u r icont ent : "v="; nocase; uri content : " br owse r s =" ; nocase; uri cont ent : " r eadable=" ; nocase; c l ass t ype: t rojan- activ i ty; 
ref e r e nce : ur 1 , W\"'" · t a llemu . com/ oas i s 2/ve nd o r /w 3i _ llc / 623302; ref e r e nce : ur 1, doc . emerg i ngthreats . net /2009705; r ef e r ence: ur 1, ww1,i . emer gingthr eats . net/ cgi -
b i n/ cvsweb . cgi / sigs /MA LWARE / MA LWARE_F r eeze .com; sid : 2009705; rev : 3; ) 

#Submit t ed by Mat t Jonkma n 
# 
ale r t tcp $HOME _NET a ny -> $ EXTERNA L_NET $HTT P_ PORTS (msg: " ET MA LWARE Fun \.Jeb Pr oducts Install"; flow; to_se r ver , est ablishe d; u r i content:" / i ns t all_ie. j sp ?pr oduct =" ; classtype : policy­
viola t i on ; r e f e r ence : u r l , l'IWI..., . f unwebprod uct s . com; r ef er e nce : url ,doc . emergingth r ea t s . net / bin/v iew/Main/ 2000599; r ef er e nce : url, www . emergingth r ea t s . net / cgi -
b i n/ cvs,..,eb . cgi / sigs /MA L\.IARE/ MAL\.JARE_F un_\.Jeb_P r oducts ; s i d: 2000599; r ev : 6; ) 

#Submi tted by Matt Jonkma n 
# 
ale r t tcp $HOl-'iE_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (ms g: " ET MA L\.JARE Fun \.Jeb Pr oducts SmileyCent r al"; flow: t o_se r ve r , es t ablis hed; uri content : "/ i mage s / smileyc ent ra l /"; noca se; 
content : " Funl-JebPr odu ct s " ; nocase; cla ss t ype: policy- vi ol ation; r ef e r e nce: ur l , wvrw . f unwe bp roduct s. com; r e f e r ence : url , doc . eme r gi ngthreats. net / bin /v i ew/Ma i n/ 2001013; 
r ef e r e nce : ur 1, W\"'"' · eme r gingth reats . net / cgi -bin/ cvs1"eb . cgi / sigs / MA LWARE/ MALWARE_ Fun_We b_Pr oduc ts; sid: 2001013; r e v : 7; ) 

#Submit ted by Mat t Jonkma n 
# 
ale r t tcp $HOME _NE T a ny -> $EXTE RNA L_NET $HTT P_ PORTS (msg: " ET MA LWARE Fun \.Jeb Pr oducts Agent Tr aff ic"; flow: to_ se r ve r , es t ablis hed; content:"Funl~eb Pr oductsl3b l " ; nocase; t h r eshol d: t ype 
limit , t r ac k by _s r c , count 2, seconds 360; e l ass t ype : policy- vio l a tion; r e f e r ence : u r l , W'r11..., . f unwebproduct s . com; r ef er e nce: url , doc . eme rgingt hreat s . net / bi n/v iew/Main/ 2001034 ; 
ref e r e nce : ur 1, wwt" . emergingth reats . net / cgi -bin/ cvs web. cgi / sigs /MAL\.JARE/ MALWARE_Fun_t.Jeb_Pr oducts; s i d : 2001034 ; rev : 17 ; ) 

#Submi t t ed by Matt Jonkma n 
# 
ale r t tcp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg: " ET MALWARE Fun \.Jeb Pr oducts My\.Jay Agent Traffic"; flow: t o_se r ver , es t ablishe d; co nt ent:"Fun\.Je bP r oducts-Myl-Iayl3 b l "; nocase ; 
t hr es hol d : ty pe limi t , t r ac k by_s r c , coun t 10 , seconds 60; classtype: policy- v i olation ; re f e r e nce : url , wwt,i , f um..,ebp r oducts,com; 
r ef e r e nce : ur l , doc. eme r gingt hreats . net/ bin/v iew/Ma i n/ 2001043; ref e r e nce : ur l , h'M'ol . eme r gingthreats . net / cgi - bin/ cvs1"eb . cgi / sigs / MA LWARE/ MALWARE_ Fun_\.Je b_Pr oducts ; sid: 2001043; r ev : 11 ; ) 

#F r om li sten ing Pos t data 
# 
a le r t tc p $HOME _NE T a ny - > $EXTE RNA L_NET $HTT P _ PORTS (msg: " ET MA LWARE Fun \.Jeb Pr oducts Smileychoose r Spyi,ia r e" ; flow: to_serve r, es t ablished; uricontent : "/ SmileyChoose r . html ?" ; nocase; 
uri cont e nt: "v="; nocase; cl a sstype : pol i cy - viol at i on ; r ef e r e nce : ur l , wwN . fu m..,ebp r oducts . com; r efe r e ne e: u r l , doc . eme r gi ngth r ea ts . ne t / bin/v i ew/M ain/ 2002305; 
ref e r e nc e : ur 1, W\"'" · emergingth r eats , net / cgi -bin/ cvs web . cgi / sigs / MA LWARE/MALWARE_F un_\-Je b_Pr oducts; sid: 2002305; rev : 6; ) 
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# From Li sten i ng Post data 

• 
#a l ert t cp $HC»-1 E_NET any - > $ EXTERNA L_NET $HTT P _PORTS (msg: " ET MALWARE Fun t-Jeb Pr oduct s Smile ychoose r Spyt.ol ar e " ; flow: t o_se r ve r , establishe d; uricontent : "/ SmileyChooser . ht ml ?" ; nocase ; 
u r i cont ent: " v::"; nocase; classtype: policy - v i o l a t i on; r efe r e nce: u r l , \..,..·,w . f um'iebprod ucts . com; re ference : ur l , doc . eme r gingthr ea t s . net / bin/v ie\'i/Main/2002 310; 
refere nce : ur 1 , WWl'I . emerg ingth r eat s . net/ cgi -b i n / cvs 1,,.eb. cgi / s i gs / MAL~JARE / MAU.JARE_ Fun_t-Jeb_Pr oduct s; s i d : 2002310 ; r ev : 6 ; ) 

#F rom Listen i ng Po st data 
# 

ale r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTTP _PORTS (msg : " ET MAL~JARE Fun \-Jeb Pr od uc t s Cur so rchoose r Sp ywa r e " ; fl ow: t o_ serve r, established; uri content : "/ Cu r s or Choose r . html ?"; noc ase; 
e lass t ype : polic y- v i olation; r efe r ence : ur l , wv,w . funwebp r oducts . com; r efe r e nce: ur 1, doc . emerg ingth r eat s . ne t / b i n/v i e vl/Main/2002306; r ef e renc e : u r 1 , W\..-W . emerg i ngthreats. ne t / cgi-
bin/ c vs\'ieb . cgi / sigs /MAUJARE/ MAL~JARE_ Fun_\-Jeb_Pr oducts; sid : 2002306; r ev : 4; ) 

# Fr om Li stening Pos t data 
# 
ale r t t cp $HOME_NET a ny - > $EXTERNA L_NET $HTT P_ PORTS (msg : " ET MAL~JARE Fun l~eb Pr od uc t s St ampc hooser Spyware"; flow: t o_se r ver,es t ablis hed ; uri cont ent: "/StampChooser . ht ml ?'' ; nocase; 
u r i cont ent: " v=" ; nocase; c l assty pe : po lic y- vio l ation; r efe r e nce : url , \"1wt . fu m,se bpr oduc t s. com; r efer e nce: ur l, doc . eme r gingt hr eat s. ne t / b i n/vi e i,./Ma i n/ 2002307 ; 
r ef erence : ur 1 , W\"1'1 , eme r g i ngth r eats, net / c gi - b i n / cvs 1,seb. cgi / s i gs / MAL~JARE / MALWARE_F un_l~e b_P r oduct s; s i d : 2002307 ; r ev : 5; ) 

#by Sh i r kdog 

• 
ale r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTTP_ PORTS (msg : " ET MAL~JARE Fun l~eb Pr od uc t s StationaryChoose r Spyware" ; fl ow: to_se r ve r , establ is hed; u r i co ntent :" / Statione r yChooser . ht ml? " ; 
nocase; uricontent: "v::"; nocase; c l asstype: po l icy - vi ol at i on; r ef e rene e : ur l , www . funwebproducts . com; re f erence : ur 1, doc . eme r g i ngthreat s, net / bin /v i ew/Ma i n/ 2002858 ; 
r efe r ence : ur 1 , W\"1'1 . emerg ingth r eat s . net / cgi -b i n/ cvs 1,seb . cgi / s i gs / MAL~JARE / MALWARE_ Fun_\-Je b_P r oduct s; s i d: 2002858 ; rev : 3 ; ) 

#Hatt J onkman 
# 

a l e r t t cp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg : " ET MAL~JARE Fun l~eb Pr od uc t s SmileyC ent ral I Esp2 I ns t all"; flow: t o_server,established; 
u r i cont ent: " / down l oad / i nsta l l _ i e_s p2. j html ?"; nocase; ur i content : "product =" ; nocase; uri cont ent : "ut mCa l l ::"; nocase ; u r i con t e nt : " bOr ganic=" ; noc a se ; c l a sst y pe : t r o j an -act i v i t y; 
r eference : ur 1 , WWl'I . myf unca r ds .com; ref e r e nce : u r l, doc. emergingth reats. net / bin /v i e w/Ma i n/ 2003 151 ; r efere nce: u r l , wtoJI.\I . emerg i ngth reats . ne t / cgi -
bin/ c vs\'ieb. cgi / sigs /MAUJARE/MALl-lARE_ Fun_\-Jeb_Pr o ducts; sid : 2003 151 ; r ev : 3; ) 

#Matt J onkma n from Spy1,sa r e LP Data 
# 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NE T $HTT P _PORTS (msg : " ET MAL~JARE Game hous e . com Activi ty" ; flow: to_se r ver ,esta blished; u r icontent ! " / game - qu i t - coun t . j sp ?ghga mecode=" ; e l asst ype: 
t r o jan- act i v i t y ; r efe r e nce : u r l, WWrl . gamehouse. com; r efe r e nc e : ur l , doc . eme rgingthreat s . net / bi n/v iel'i/Main/ 2003348; r eference : ur l , w,.,,w . emerg i ngth r ea t s . net/ cg i -
bin/ c vsweb . cgi / s i gs /MA LWARE/ MALl-/ARE_Game house . com; s i d : 2003348 ; rev : 3 ; ) 

#Submi t ted by Matt J onkman 
# 

a l e r t tcp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P _PORTS (msg : " ET MAL~JARE Gator Coo kie " ; flm'i : t o_se r ve r , established ; content : "we bpdpcoo kie " ; content : " .gat o r . com" ; nocase ; class t ype: 
policy-v i o l ation; r ef e r e nce: ur 1, W'Wl.'i3 . ca . com/ secur i tyad vi sor / pes t / content. aspx? q= 67999; r e fe rence : u r 1, doc . eme rg i ngthreats . net/ bi n/v i ew/Ma i n/ 2000025; 
r eference : ur 1 , W\oJl.'I . eme r g ingth reats . net / cgi - b i n / cvs 1,seb . cgi / s i gs / MAL~JARE / MALWARE_Ga tor _Age nt ; sid : 2000025; r e v : 9; ) 

#Submi t ted by Matt J onkman 

• 
a l ert t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_ PORTS (msg : " ET MAL~JARE Gat or Checkin" ; flow: to_ se r ve r ,established; uricontent : " / gbs f /" ; nocase; class t ype : policy -vio l ation; 
r eference : ur 1 , W\"1'1' 3 . ca . com/ secur i t yadv i so r / pest / content . as px ?q=67999; r efe r e nce : url , doc . eme r g i ngthr eats . ne t / bi n/v iew/Ma i n/ 2000595; r efe r e nce : url , WVIW . eme r g i ngthreat s . ne t / cgi­
b i n/c vsweb . cgi / s i gs /MA L~JAR E/MALl-/ARE_Gato r _Age nt; s id: 2000595 ; r ev : 8; ) 

#Submi t ted by Matt J onkma n 

• 
ale r t t cp $HOME_NET a ny - > $ EXTE RNAL_NET $HTTP_ PORTS (msg : " ET MAL~JARE Gat or Ne t.o, Code Downl oad "; flow: t o_ se r ve r ,establis hed ; ur icont e nt: "/ gator cme/" ; nocase; classtype: policy -
v i olation ; refe r e nce: u r 1, \'l'l'll\'3. ca. com/ securit yadvisor / pes t / content. aspx ?q::67999; r e fe rence : u r l , doc. eme r gingthreats, net / bi n/v i ew/Ma i n/ 2000597; r efe renc e : u r l , Wl'iW . emergingt hr eats, ne t / cgi ­
b i n/ c vs\'ieb . cgi / s igs /MA L~JARE / MALl-lARE_Ga to r _ Age nt; s i d ! 2000597; r ev: 7; ) 

#Matt Jonkman ( de pt h added by bobkbe r g ) 
# 

a le r t t cp $HOME_NET a ny - > $EXTE RNAL_N ET $HTT P_PORTS (msg : " ET MAL~JARE Gat or/ Clari a Data Subm i ssion"; flow: to_serve r,establ is he d ; cont ent : " POS T "; dept h :5; uricon t e nt :"gs_tri ckl e r "; 
nocase; c l ass t ype : pol i cy -v io l at ion ; refer ence : ur l , lllW\·13 . ca . com/ sec ur i tyadviso r / pest / conte nt. as px ?q=67999; r efe r e nce : u r 1, doc . eme r gi ngt h r eats . ne t / bin/v ie w/Main/ 2000596; 
r eference : ur l , W\"1'1' . eme r g i ngth r eat s , net/ c gi - b i n / cvs1,seb . cgi / s i gs / MAL~JARE / MALWARE_Gator _Age nt; s i d : 2000596; r e v : 12; ) 

#Matt J onkma n ( de pt h adde d by bobkbe r g ) 
# 
a l ert t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTTP_PORTS (msg : "ET MAL~JARE Gator / Cl a ri a n Ag e nt " ; flo\'i : t o_se r ve r , established ; ur i content : "/ gbsf/" ; noca se; uri con t ent : "gt r g2ze " ; nocase; 
e l ass.type : po l icy -v io l atio n; ref e r ence: url , LoJl.'l'll3 . ca .com/ sec uri t yadv i sor/ pes t / content . as px? q=679 99 ; r ef erence: ur l ,doc . eme rg i ngt h r ea t s . net / bi n/v iei'i/ Main/ 2001306 ; 
r e f erence : ur 1 , \'iWL'I' . emerg ingth reats . net/ cgi -b i n/ cvs Neb. cgi / s igs / MAL~JARE / MAU.JARE_G ator _Agen t ; s i d : 2001306; r e v : 9; ) 

#Matt J onkma n, f rom spyvla r e LP Data 
# 

ale r t t cp $HOME_NET a ny - > $ EXTERNA L_NET $HTTP_PORTS (msg : " ET MAL~JARE Gat or / Clari a n Spywa re Posting Da t a "; f1 01,s : to_serve r ,establi shed ; u r i content : "/ gs_med"; noc ase; c l ass t ype: t r o j a n ­
ac t i v i t y ; refe rence : ur l , 11f\'IW3 . ca . com/ securi t ya dv i sor / pes t / content . as px?q=679 99 ; r efe r e ne e: u r 1, doc . eme r gingt hr ea t s . ne t / b i n/v i e i,,./Main/ 2003575; r efe r e ne e: ur 1, W\'1111 . eme r gingt hr ea t s . ne t / cgi­
bin/ c vsweb . cgi / s i gs /MA L~JARE/ MAL~/ARE_Gator _Agent; s i d : 2003575; r ev :4; ) 

#These a r e f or common names of ma l code fil es as seen i n commo n places . 
#Matt Jonkma n 

• 
#a l e r t tcp $HO'I E_NET any -> $ EXTERr~AL_NET $HTTP _PORTS (msg : "ET MALWARE Li ke l y Tr o j an/ Spyl'ia r e In s talle r Req uested (1 ) " ; fl m'i : establi shed, to_serve r ; uricontent : " . sc r " ; nocase; 
pe r e : " / ( cartao I mensagemlvoxcard s I humortade l a I ouc a I ca r taovi rtua 11 uo l 3171 I embrat el I yahoo I viewfo r humor I humo r mens s agem l te r r a )\ . se r / Ui " ; c l ass type: t roj an - ac t i v i t y ; 
r eference : ur 1 , doc . eme r g ingth r eat s . net/ b i n/v iew/Main/2001850; r e f erence : ur 1 , W\"1'1 . eme r g i ngthreats . net/ cgi - b i n/ cvs 1,se b . cgi / sigs / MAL\.JARE / MALWAR E_Ge neral_Req uest s; s id: 20018 50; r ev : 9; ) 

#These a r e f or common names of malcode fil es as seen i n commo n p l aces . 
#Matt J onkma n 
# 
#a l ert tcp $HC»-1 E_NET any -> $ EXTERNA L_NET $HTTP _ PORTS (msg: " ET MALWARE Li ke l y Tr o j an/ Spyi'ia r e In s t a lle r Req ues t ed ( 2 ) " ; fl m'i : estab li shed, to_se r ver; uricontent : " . exe" ; nocase; 
pere: " / ( d i scado r I ocartao I ms gav l e xt r ato I cor recao I extrato_ tim I v i suali za r I cart a s&c a r toes I embratel I ca r tao I MSN_I NSTAL L] Vi r t ua l Ca r ds I a t ua lizacaono r ton I se r asa r I CobrancaEmbrate l I Ext r atoTi m I Fla s 
hFot os IVac i na- 1-lo rton I Cart ao i l oves I Cobra nca I fo tos_ine ditas I bole t ocob r anca I saudades !wwwuolca r t oescombr I ca rtaoa nimado ) \ . exe / Ui " ; c l as s t ype: t r o j a n-activity; 
r eference : ur 1 , doc . eme r gingth reats . net/ b i n/v iew/Main/2002093 ; r efe r ence : ur l , W\"1'1 . eme r gingth r eats . net/ cgi - b i n / cvsNe b . cgi / s igs / MALWARE / MALWAR E_Ge ne r a l _Req uests; s i d : 2002093 ; r ev : 6; ) 

#Submit ted by Joseph Gama 

• 
ale r t t cp $EXT ERNA L_NET a ny -> $HOM E_NET any (msg : " ET MA L~IARE IE homepage hi j ac ki ng"; fl ow: from_se r ver ,esta blished; content:" 11ls h . Regt,J r ite"; nocase; 
content : "HKLM\ \ \ \ Soft\'iare \ \\\Mi c r osof t \\\ \ I nter net Expl o rer \ \ \ \ Mai n\ \\\Sta r t Page " ; nocase ; e lasstype : mis e - attac k; 
r ef erence : ur 1 , l'iWL'I' . gee k . com/ news / gee knews/2004J un/ gee20040610025522 , htm; re f e r e ne e: u r 1, doc . eme r gingt hr ea t s. ne t / b i n /v i e N/Main/ 2000514; re f e r e ne e : u r 1, WWl'i . eme r gingt hr ea t s. ne t / cgi­
b i n/ c vs1'ieb . cgi / s igs /MA L~JARE / MALl-lARE_Gene r a l _Spyi'iare_Install; s i d : 2000514; rev : 7 ; ) 

#Submit t e d by Joseph Gama 
# 

a l ert t cp $EXTERNAL_ NET $HTTP_PORTS - > $HOME_NET any (msg : " ET MAL~JARE s he ll b r owse r vul ne rabili t y W9x/ XP"; fl oN: from_ se r ve r ,establi shed; content :"shell l 3a ]wi ndows " ; nocas e; classtype : 
mi se - at tac k; r efe r e nce: u r l , WLoJl.'I' . pa cket f oc us . com/ s he ll_expl oit . htm; r eference : u r 1, doc . eme r gi ngt hr eats . ne t / bin/v iei,s/Ha i n/ 20005 19; r e f erence : u r l , WI..,.. ... . eme r gi ngthr eats . ne t / cgi-
bin/ c vsweb . cgi / s i gs /MAUJARE /MALWARE_Gene r a l _S pyi'iare_I ns tall; s i d : 2000519 ; rev : 9 ; ) 

#Submi t ted by Jose ph Gama 
# 
ale r t t cp $EXTERNAL_ NET $HTT P_PORTS - > $HOME_NE T any (msg : " ET MAL~JARE s hell b r owse r vu l ne rabili ty NT/ 2K"; flm'i : f r om_ se r ve r , establis hed; content : " she ll l3a lwi nnt "; nocase ; classtype: 
mi s e - at tac k; r eference : u r 1, w111w . pa cket f oc us .com/ s he ll_e xpl oit . ht m; r e f e r ence : u r l ,doc. eme r gi ngt hr eats. net / b i n/v i ew/Ma i n/ 2000520; r e f e r e nce : u r l, www . eme r gi ngthr eats. net / cgi -
bin/ c vS\'ieb . cgi / s i gs /MA L~JARE/ MALl-lARE_Gene r a l _S pyi'ia r e_I ns t all; s i d : 2000520; rev : 9; ) 

#Matt Jonkman 
# 

ale r t t cp $HOME_NET a ny - > $ EXTE RNAL_NET $HTT P_ PORTS (ms g : "ET MAL~JARE Gl oba l Pho n.com Dia l e r " ; flm\l : to_ serve r ,establi s he d ; content :"Hos t l 3a l Wl'M .gl oba l pho n.com" ; classtype: t r ojan­
activ i t y ; r efe r e ne e : ur l , doc . eme rgi ngth r ea t s . net / b i n/vie111/Main/ 2001656; r efe rene e ! ur l , t.oMW . eme rgi ngt h r ea t s . net / cg i - bin / cvswe b . cgi / s i gs / MALl~AR E/ MALL~AR E_Gl oba l Phon ; s i d: 2001656; r ev : 5; ) 

#Matt J onkma n 

• 
a le r t t cp $HOME_NET a ny - > $EXTE RNAL_NET $HTTP_PORTS (msg : " ET MAL~JARE Gl oba l Pho n.com Dia l e r Download "; flow: to_ se r ve r , e stablished; ur icont ent : "/ d i a l e r/ i nte rnaz i o na l e_ve r "; nocase; 
u r icont ent :" . CAB"; nocase; c l asstype : t r oj a n- activ i t y; r efe r e nce : url , doc . eme r g i ngt h reats . ne t / bin/v iew/ Ma in/ 2001657 ; refe r e nce : url , wi,s,.,1 . eme r g i ngt hr eats . ne t / cgi-
bin/ c vs1'ieb. cgi / sigs /MAUJARE/MALl-lARE_Gl oba l Phon ; s i d: 2001657; rev : 4; ) 
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#Matt Jonkma n 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_ PORTS (msg:"ET MALL,JARE Glo ba l Pho n .com Oi a le r ( no_pop) "; flow: t o_ server , est ablished; uri cont e nt : " / no_pop. a s p?"; nocase ; ur i content : "id =" ; 
nocase; cont e nt : "g l o ba l pho n . com" ; nocase; c l asstype: t r o j an - a ctiv i t y ; r ef e r e nce : ur 1 , doc . eme r g i ngth r eats. ne t / bin/v i ew/Main/ 2001659; r ef e r e nce : ur l, vtww . eme r g i ngthr ea ts . ne t / cg i -
b i n/ cvsweb . cgi / s i gs/MA LHARE/ MALL,JARE_Glo balPho n; s id: 2001659; r e v : 6; ) 

#Matt Jonkma n 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_ PORT5 (msg:"ET MALLtJARE Glo balPhon . com Oi aler ( a dd _ocx ) "; flow: to_serve r, established; uricontent: " / a dd_ocx. as p?" ; noca se; uriconte nt: 
"id =" ; nocase; con t e nt : "g l o balphon . com" ; nocase ; c l asstype: t ro j an -act i v i t y; r efe r ence: ur l , doc . e me r g ingth r eats. ne t / bi n/v i ei..,/Main/ 2001660; reference : ur l , vfllru . eme r g ingth r eats . ne t / cg i ­
b i n/ cvsweb . cgi / s i gs/MA LHARE/MALHARE_Glo balPho n; s id: 2001660 ; r e v :6 ; ) 

#by J e r e my a t s udosecur e 
# ref : 9ab0b5608af 7c2c7f b3 b631 f 27ee 79c6 

a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTT P _PORTS (msg: " ET MALL,JARE Goooc h i Re l ated Spywa r e Ad pull" ; flow: established, t o_ se r ver ; co ntent: "G ET " ; dept h : 4 ; ur ico ntent : "?z : " ; nocase ; 
uricontent: " I 26 I eh: "; nocase; uricontent : " I 26 I d i m=" ; nocase; urico ntent : " I 26 I a br =" ; nocase; co ntent: ! "Ref ere r I 3a I "; noc ase ; classtype: troj a n • activ i t y ; 
ref e r e nce : u r l , M<I\" . th r eatexpe rt . com/ r e port s . as px?find: a ds . goooch i . b i z; r ef erence: ur l , doc . eme r g i ngth r eats. ne t / bi n/v i e,..,/Main/ 2008375 ; ref erence : ur l , vfllru , eme r g i ngthr eats . ne t / cg i ­
bin/ cvsweb . cgi / sigs/MA LWARE/MALHARE_Goooc h i ; s id : 2008375 ; r ev : 4 ; ) 

#Submi tted by Matt Jonkma n 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg:"ET MALL,JARE Gr a nd s tree tln te r active . com Ins t al l " ; flm": t o_se r ver,esta blished; uricontent : " / t dtb . exe "; nocase; cla sstype : 
t rojan -act i v i t y ; r efe rence : url , do c . emergi ngt hreats . net / b in/vi ew/Ma in / 2002012; r efe r ence : ur l , www . emerg i ngthreat s . net / cgi- bin / c vsweb. cgi / s i gs / MA. Ll,JAR E/MAU,JAR E_G r a ndStreetln te r a ctive . com; 
s i d : 2002012; r ev : 4 ; ) 

#Submi tted by Ma t t Jonkma n 
# 

a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg: " ET MALL,JARE Gr a nds tree tln te r active . com Update " ; fl m": to_se r ve r ,establis he d; uricontent: " /wup dsnff . exe"; nocase; classtype: 
t rojan · ac t i v i t y ; r eference: u r l , doc . eme r gingthreats . net / b in/v i ew/Ma in / 2002013; r efe r ence : ur l , www . eme r g i ngth r eat s . net / cgi- bin / c vsr,eb . cgi / s igs / MALI.J AR E/MALNAR E_Gr a ndSt r eetln te r ac tive . com; 
s i d : 2002013; r ev : 4 ; ) 

#by Matt j on kman, guard-ce nt er.com c r a pwar e ( i f you ' re gonna pretend to scan a di s k , yo u ought to at l east access the disk a li t tle ) 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTT P _PORTS (msg: " ET MALL,JARE Gua r d -Cent e r . com Fa ke Ant i Vi r us Post · I ns t a ll Chec kin " ; fl ow: es tablished , to_ se r ver ; u r icontent : " . php ?"; 
uricontent: "&advid="; u r ico ntent: "&u=" ; uricontent: "&p=" ; content: "HTTP/ 1 . " ; cont e nt: ! '' I 0d 0a I Us e r -Age nt I 3a I"; e lass t ype: t roj a n • ac tiv i t y; 
ref e r e nce : u r l , doc . emergingth reats . net / b in/v iew/Ma in/ 2007744; r e f e r ence : ur l , M.,.N . eme r gingt hr eats . ne t / cgi-bin / c vs L..,eb . cgi / sigs /MALLtlARE/MALI.JARE_Gua r d -Center. com; s id : 2007744 ; r ev : 5; ) 

#by matt jonkman 
#ma ny ma ll ... a r e pack ages us e hex t o obsc ur e an IP 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P _PORTS (msg: " ET MALL,JARE Hex Encode d I P HTTP Request - Li ke ly Ma l 1..,a r e"; flow: establis he d , t o_ se r ve r ; cont ent: " l0 d 0a l Host I 3a I 0x" ; 
c l as s t ype: t ro j an-ac t i v i t y ; r ef e r e nc e : u r 1 , doc. emergingthr eats. net / b in /v i ew/Ma i n/2007951; r e f e r e nce: u r l , www. eme r g ingthreats. net/ cgi - bin/ cvs 1"eb. cgi / s igs /MA LL,JAR E/MALWARE_Hex_Doma i n_Reques t ; 
s i d : 2007951; r ev : 3 ; ) 

#by Matt Jonkman 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_N ET $HTT P_PORTS (msg: " ET MALL,JARE hos t - doma i n- l ookup .com s pywa r e r e l ateci Checkin " ; f101v :est a b-lis hed ,to_ser ve r ; uri content : " ?udata: " ; 
uricontent: "mis s ion_s upgrade I 3a I"; c l asstype : t r ojan • activ i t y ; ref e r ence: url , doc . eme rgingth r ea t s . net/ bin /v iew/Ma in / 2007749; r e f e r ence: ur 1 , L,Jl,>Jlll . eme rgingthreat s . net/ cgi -
b in/ cvsive b . cgi / s i gs/MA LWARE/MALLtlARE_Hos t - doma i n- l ook up . com; sid : 2007749; re v : 4 ; ) 

#by Matt Jonkman 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_ NE T $HTT P_ PORTS (msg:"ET MALL,JARE hos t - doma in - l ooku p . com s pyNa r e r e l ateci Sta rt Report"; flow:es t a blished, t o_serve r; uriconten t : " ?uda t a =" ; 
uricontent: " prog r am_star ted I 3a I"; c l ass t ype: t r o jan- ac t i v i t y ; ref e r enc e : ur 1 , doc . emergingth r eats. ne t / b in/v i e w/Ma i n/ 2007750; ref e r e nc e : u r 1, l'iW\" . emergingthreat s. ne t / cgi ­
b i n/ cvsweb . cgi / s igs /MA LWARE/MALL,lARE_Hos t - doma i n-lookup . com; s i d : 2007750; r e v : 4 ; ) 

#Submi tted by Matt Jonkma n 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg : " ET MALL,JARE Hot ba r I ns t a l l ( 1 ) " ; flow: t o_ serve r , establis hed; uricont e nt : "/ i nsta ll / s ta rtl nsta llpr ocess . as p?" ; nocase; 
uricontent: "Def a u" ; e l a sst ype : t ro j a n-act i v i t y; r e f er ence : ur 1 , L>JII/IJl , hotbar. com; referen c e : u r 1, doc. emergingthr ea t s . net / b i n/v ieL..,/Mai n/2000920 ; re f e renc e : u r 1, 'WWIY . eme r gingthr eats . net / cg i · 
bin/ cvs \..,eb . cgi / s i gs/MA LL,JARE/MALWARE_Hot bar; s i d : 2000920; r e v : 9; ) 

#Submi tted by Ma t t Jonkma n 

• 
a l ert tcp $HOME_NET a ny - > $EXTERNAL_N ET $HTT P _PORTS (msg : .. ET MALL,JARE Hotbar Inst all ( 2 ) " ; flow: t o_server , established; uri conte nt : "/ i ns ta ll / process / up sale/ hot ba r " ; classtype: t roja n-
ac t i v i t y ; r efe rene e: ur l , vll-'M . hotba r . com; r e f e r ence: u r 1, doc . eme r g ingth r eats . ne t / b in/v i ew/Ma i n/ 2000921; r e f e r enc e: ur 1, IYh'!." . eme r g ingthr eats . ne t / cgi -
b i n/ cvs ive b . cgi / s i gs/MA LWARE/MALLtlARE_Hot bar ; s i d : 2000921 ; r e v : 8; ) 

#Submi tted by Matt J onkma n 
# 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_N ET $HTT P _ PORTS (ms g : "ET MALL,JARE Hot ba r I nstall ( 3) " ; flow: to_ serve r , establis hed; uricontent : "/ i ns ta lls / hotba r / prog r ams /" ; classtype : t r o j a n­
act i v i t y ; r eferenc e : ur l , www . hotba r . com; r e f e r ence : u r l , doc . eme r g ingth r eats , net / b i n/v iew/Main/ 2000922; r e f e r enc e : ur 1, IY\'iL" . eme r gingthreats. net/ cg i -
b i n/ cvsweb . cgi / s i gs/MA LLtJARE/MALL,lARE_Hotbar ; s i d : 2000922; r e v : 8 ; ) 

#Submi tted by Matt Jonkma n 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (msg:"ET MALL,JARE Hot bar Age nt Reporting Inf o r ma t i on" ; flm": to_se r ver,established ; content: " POST " ; depth : 5; nocase ; 
uricontent: " / r epor t s / hotbar / "; c l asstype : tro j a n • ac t i v i t y; r eference : ur l , M'iLY . ho t bar . com; r ef e rence : u r 1 , doc. eme r gingt hrea t s . net / bi n/v iew/Ma i n /2000923; 
r e f e r e nce: u r l , M"'" . emergingth reats . net / cgi-bin/ cvs i...e b . cgi / sigs /MAL~lARE/MALWARE_Hotba r ; s id : 2000923; r e v : 8; ) 

#Subm i tted by Matt Jonkma n 

• 
a l ert tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (ms g : " ET MAL~JARE Hotbar Age nt Upgradi ng" ; flow: to server , es t a blished ; u r icont e nt: "/ upda te s / hotbar /" ; nocase ; class t y pe : t roj a n-
act i v i t y ; r eferenc e: ur l , vll-'M . hot ba r . com; r e f e r enc e : ur l , doc . eme r gingthr eats . net/ b i n/v iew/Main/ 2000924; r efe r ence : ur l , IY\'t'l" . eme r g ingthr eat s . net/ cgi -
b i n/ cvswe b. cgi / s i gs/MA LWAR E/MALWARE_Hot bar ; s i d : 2000924; r e v : 8; ) 

#Subm i tted by Matt Jonkma n 
# 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg:"ET MAL~JARE Hot ba r Age nt Ac t i vity "; f1 01 ... : t o_ se r ve r,establishe d; uri co ntent: " / dynami c/ hot ba r /" ; nocase; t h res hol d : t y pe limit, 
count 1, t r ac k by _s r c, seconds 360; c lass t ype : t roja n · activ i t y ; r efe r ence : ur l , www . hotba r . com; r e f e r e nce: ur 1 , doc . eme r gingthreats. net/ bin/v i e ~l/Main/ 2000929; 
ref e r e nce : u r l , M"'-" . eme rg i ngth reats . net / cgi-bin / cvs 1..,eb . cgi / s igs /MAL~JARE/MALWARE_Hotb-a r ; s id : 2000929; r e v : 8; ) 

#Subm i tte d by Matt Jonkma n 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P _ PORTS (msg: " ET MALL,JARE Hot bar Age nt Pa rtne r Check i n" ; f101v: t o_ se r ver , est ab l i she d ; uri co ntent : " / pa r t ne r s /" ; nocase; 
uricontent: " part ne rs . x i p" ; nocase ; e l asstype : t ro j a n -activ i t y ; r ef e r ene e: ur 1 , 1W1W . hotba r . com; ref erence : u r l , doc . emergi ngthr e at s . ne t / b i n/v i ew/Ma i n/ 2000925; 
ref e r e nce : url , M"'" . emergingth reats . net / cgi - b i n / cvs 1..,e b . cgi / sigs /MAL~JARE/MALWARE_Hotba r ; s id : 2000925; r e v : 7 ; ) 

#from Sh irkdog 

• 
a l ert t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (ms g: " ET MALLtJARE Hotbar Age nt Subscriptio n POST" ; flow: t o_ se r ver , est ablished; uri cont e nt : "/hotbar /" ; nocase; 
uricontent: "Sub sc rip tion . dl l ?" ; nocase; class t y pe : t rojan-ac t i vi t y; r ef e r ence : ur l , M>Jlll . hot ba r . com; r eferenc e: ur l , doc . eme r gingt h r eats . ne t / b in/v i eiY/Ma i n/ 2002820 ; 
r e f e r e nce: u r l , iwiw . emergingth reats. net / cgi - bin / cvs 1"eb . cgi / s igs /MALL,JARE/MALWARE_Hotba r ; s id : 2002820; r e v : 3; ) 

#Matt Jonkma n f rom s pyL..,a r e l p da t a 
# 

a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTTP_PORTS (msg : " ET MALL,JARE Hot ba r Age nt Adopt / Zango"; flow: t o_se r ve r ,esta blishe d; uricontent: "/ a dopt . j s p?"; nocase; uri content : " l ="; nocase; 
uricontent : "&sz: "; nocase ; uricont e nt: "cid: " ; nocase ; c lass t y pe : t ro jan-activ i t y; r ef e r ence: ur l , L'l\>JIIJ. hot ba r . com; r eference: u r l , doc . eme r gingthreats . net / b in/v i ew/Ma in / 2003364; 
ref e r e nce : u r l , \-MW . emergingth reats . net/ cgi - b in/ cvs 1..,eb . cgi / s igs /MAL~JARE/MALWARE_Hotba r; s id : 2003364; r e v : 3; ) 

#Matt Jonkma n f rom s pyL ... a r e l p da t a 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg:"ET MALL,JARE Hot ba r Keywords Downloa d"; flow: to_se r ve r , establis hed; uri content : "/ keywords / kyf b ." ; nocase ; 
uricontent: " partne r _id =" ; nocase ; class t ype : t rojan- activ i t y ; r e f e r e nce : u r 1, WL'iM . hotba r , com; r efe r ene e: url , dcc . eme r gingthr eat s . ne t / bin/v i e L'i/M ain/ 2003388 ; 
ref e r e nce : u r l , M<I\" . eme r gingth reats . net / cgi - bin / cvs 1..,eb , cgi / sigs /MALL,JARE/MALWARE_Hotba r; s id : 2003388; r e v : 3; ) 
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# matt jonkma n, nevl ver sion of ho tba r appa r e nt l y 

• 
a l e r t t cp $HOME_NET any -> $EXTERNA L_NET $HTT P_PORTS (ms g: " ET MALWARE Hot bar .com Re l ated Spywa r e I ns t a l l Re por t"; fl ow: est a bli s he d,to_ s e r ve r; ur ico nt e nt :" / ciconfi g . as px? di d=" ; 
urico ntent: "&br a nd id="; uricontent : "&os =" ; ur i c ontent : "&pkg_ve r =" ; classt y pe: t roj a n -ac t i vity; r e f e r e nc e : u r l , doc . eme r gingth r eats . net/ bin/v i e wh1ain/ 2008917; 
r ef e r e nce : ur l , wiw . emerg i ngth reats. net / cgi- b i n / cvs we b . cgi / s i gs /MALWARE/MALWARE_Hotba r ; s id : 2008917; r ev : 2 ; ) 

#matt jonkma n, nevl ver sion of ho tba r appa r e nt l y 

• 
a l e r t tc p $HOME_NET an y - > $ EXTERNA L_NET $HTT P_ PORTS (ms g: " ET MALWARE Hotbar . com Re l ated Spywa r e Activi ty Re po r t" ; flow:es tablis hed , t o_s e r ve r ; urico ntent :" / t r a c ke de ve nt . a spx? e i d=" ; 
urico ntent: "&br a nd: " ; u r i content: "&os : " ; uricontent: "&mt : " ; ur i cont ent: "&pkg_ve r : " ; c l asstype: t ro j a n- ac tivity ; r e f erence: url, doc. eme r g i ngth r e ats . ne t / bi n/v i e\..,/Main/2008918; 
r ef e r e nce : ur l , \vww . emer gingthreats . net / cg i - bin/ cvs we b . cgi / sigs / MALWARE/ MA.LWARE_Hotba r ; s id : 2008918 ; r ev ; 2 ; ) 

#By Mat t Jon kman 

• 
a l e r t t cp $HOME_NET any - > $ EXTE RNA L_NET $HTTP_PORTS (ms g :" ET MALWARE ICQ· Update . bi z Repor ting I ns tall " ; fl01.., : to_s erve r , e s tabli s hed; uricont ent : " l og . php ?" ; noca s e ; uri cont e nt : " I P=" ; 
nocase; uricontent : " Port l : "; noc ase ; c l ass t yp e : t roj a n · activ i t y ; r e f e r e nce : u r 1, doc, eme r gi ngthr eats . net / bin/v ie l-.,/ Ma in/ 2001490; r ef e r e nce ; url , www .eme r g i ngthrea t s .net / cgi-
bin/ cvsweb . cgi / s i gs / MA LWA.RE/ MALt,/ARE_I CQ·Update . biz ; s id : 2001490; r e v : 8 ; ) 

#Matt Jonkma n 

• 
a l e r t t cp $HOME_NET an y - > $EXTERNA L_NET SHTTP_PORTS (msg : " ET MALWARE IE He l p . ne t Spywa r e I nsta ller " ; f1 01-., : e s ta blis hed, t o_se r ve r ; uri content : " / counte r / help . c hm " ; nocase; 
c l as s t ype : t r o j an-activ i t y ; r ef e r ence : ur l , s ec uri t y r e spons e . symantec . com/ ave ente r /ve nc / data/ t roj an. dom com. html ; r e f er ence : ur l ,doc , eme rgingthr ea t s , net / bi n/vi ew/Ma i n/2002090 ; 
r e f e r e nce : ur l , WL.,.-i . emer gingt h reats. net / cgi - b i n / cvs1-ie b . cgi / sigs /MALWARE/ MALWARE_ IE He l p . net ; s i d : 2002090; r ev : 5; ) 

#Matt Jonkma n 

• 
a l e r t tc p $HOME_NET any -> $ EXTE RNA L_NET SHTTP_PORTS (msg: " ET MALWARE I EHe l p . ne t Spyv1a r e chec kin" ; f1 01 ... : es t a blishe d,to_se r ve r ; uri content : "/1 / gp r . php ?" ; noc a se; uricont ent : " I DI ="; 
nocase ; c l a s stype : t r oj a n-ac t i vity ; r ef erence : ur 1 , sec ur i t y r espons e . symantec. com/ avc enter/ve nc/ data/ t ro j a n . domcom. html ; r ef er ence : ur l ,doc . e me r gingthr eats . ne t / b i n/v i e\..,/Ma i n/2002096 ; 
r ef e r e nce : ur l , wlw . emerg i ngth reats. net / cg i - b i n / cvs we b . cgi / s i gs /MAL\.IARE/ MA.LWARE_ I EHe l p . net ; s i d : 2002096 ; r ev : 6; ) 

#Submitted by Matt J onkma n 

• 
a l e r t t c p $HOME_NET any - > $ EXTE RNA L_NET $HTT P_ PORTS (msg : " ET MAL\.IARE ISea rchTe c h . com XXX:Por nToo l ba r Reporting" ; flo,.., : to_s e r ve r , e stabli shed ; 
urico ntent : " / is t / scri pt s / l og_do'lml oads . php "; nocase; cla sstype : t r o j a n- ac t i vity ; r ef e r ence: url , Wl""" . isearc ht e ch .com; r ef e r ence: u r l , doc . eme rgi ngthrea t s. net/ bin /v i ew/Ma in/ 2000927; 
r ef e r e nc e : ur l , ww.-i . emer gingth reats . net / c g i -b i n / cvs we b . cgi / s igs / MAL\.IARE/ MALWARE_ I Searc hTec h . com; sid: 2000927 ; r e v : 7 ; ) 

#Submitted by Matt J onkma n 

• 
a l ert t cp $HOME_NET any - > $EXTE RNA L_NET SHTTP_ PORTS (msg :" ET MALWARE ISe a r c hTec h . com XXX:Por nToo l ba r Activity (1 ) " ; flow: t o_ se r ve r , es t ablis hed ; uri conten t : "/ i st / ba r s/" ; nocas e; 
c l a ss t ype : t r oja n- ac tiv i t y ; r e f e r e nce: u r l , l\lWW , i s ea r cht e ch . com; r e f erence : ur 1 , doc , eme r g i ngthr e a t s . net / bi n/v i ei..,/Main/ 20009 28 ; r ef e r ence: ur l , lWIW , eme r g ingth r ea t s . net / cg i ­
bin/ cvsweb . cgi / s i gs / MA Lt,/A.RE/ MALt,JARE_I Sea r chTec h . com; sid : 2000928 ; r ev : 8 ; ) 

#Subm i tted by Matt J onkma n 

• 
a l e r t t cp $HOME_NET any -> $EXTE RNA L_NET SHTTP_PORTS (msg: " ET MALWARE ISe a rc hTe c h . com XXX:Por nToo l ba r Activity ( 2 ) " ; flow: to_se r ve r , es t ablis hed ; uri content: "/ ist / s of t wa r es /" ; nocase; 
c l as s t ype : t rojan- ac tiv i t y ; ref e r e nce : u r l , lWIW . i sea r c htec h . c om; r e f ere nc e : ur 1 , doc . eme r g i ngthr e a t s . net / bi n/v i ei..,/Ma i n/2001395 ; r ef ere nce: ur l , lwrw . eme r g ingt h r ea t s . ne t / cgi-
b i n/ cvs,..,eb . cgi / sigs /MA LWARE/MALWARE _I Se ar chTec h . c om ; s i d : 2001395; r ev : 8 ; ) 

#Subm i tted by Matt J onkma n 

• 
a l e r t tc p $HOME_NET any -> $EXT ERNA L_NET $HTTP_ PORTS (msg : " ET MALWARE I Sea rchTe c h .com XXX:Por nToo l ba r Dat a Submiss i on" ; flm~: t o_ se rve r ,establi s hed; 
urico ntent : " / i s t / s cript s / i s tsvc_ads _dat a . php ?" ; nocase ; u r ico nt e nt ! "ve r s i on=" ; noca se ; cla ss t ype : t r o j a n- activity ; r ef e r ence: url , w..,rw . i s ea r c ht ech. com; 
r ef e r e nc e : url , doc . emer gingth reats, net / bin/v iew/Main/ 2001697 ; r e f e r e nc e : u r l , www . eme r gingthr ea ts , net / c gi - b i n/ c vs l-.,eb . cg i / sigs /MALWARE/ MALWARE_ ISea r chT ec h , com ; s i d : 2001697; r ev : 6 ; ) 

#Matt Jonkma n 

• 
a l e r t t cp $HOME_NET any -> $ EXTERNA L_NET $HTTP_ PORTS (ms g :" ET MALWARE I nc r ed isea r c h .com Spyv,a r e Ping"; flow: est a blished, t o_ se r ve r ; u r i conte nt : "/ p i ng.asp" ; nocas e; 
content: " inc r ed i searc h . com" ; dep t h : 300; nocase ; c l asst ype: t r o j a n-act i v i t y ; r e f e r ence : url , doc . eme rgingthreat s . net / bi n/v iew/Main / 2001793 ; ref e r ence : ur l , N'l/lll . eme rgingthr ea t s . net / cgi­
b i n/ cvsweb . cgi / sigs /MA Lt,/A.RE/MALt,/ARE_I nc r ed i sea r ch, com; s i d: 2001793 ; r ev :6 ; ) 

#Matt Jonkma n 

• 
a l ert t cp $HOME_NET any -> $EXTERNA L_NET SHTT P_ PORTS (ms g :" ET MALWARE I nc r edise a r c h . com Spyvia r e Activity" ; flol-., : es t a blishe d,to_ s e r ve r ; c ontent : "Host l 3a l www. i ncredisea r c h . com" ; 
dept h : 300; noca se; clas sty pe : t r oj a n-ac t i v i ty ; r e f e r e nc e : ur l , doc . eme r gingth r eats . net / b i n/v i ew/Ma i n/ 2001794; r e f e r ence: u r l , Wl,JI," . eme r g i ngth r eats. ne t / c gi -
bin/ cvsweb . cgi / sigs /MA Lt,/A.RE/MALWARE_ I nc r ed i search. com; s i d: 2001794 ; r ev : 7 ; ) 

#Mat t Jonkma n 

• 
a l e r t t cp $HOME_NET any - > $ EXTERNA L_NET $HTT P _PORTS (msg : " ET MAL\.IARE I ns t afinde r . com s pywa re " ; flow: es t a blis he d , t o_se r ver ; uri c ontent : •· / 404 / upda t e / instafi " ; noc ase; clas s t y pe: t roj an-
activ i t y; r e f e r e nc e : url , do c . eme r gi ngthr eats . net / b i n/v i ew/Ma i n/ 2003376 ; r efe r ence: ur l , www , eme r gingthr eat s . net / cgi- bini cvswe b. cgi / s i gs / MAll,/AR E/MAll.JARE_In stafinde r. c om ; s i d : 2003376; 
r ev :3 ; ) 

#Submitted by Matt J onkma n 

• 
a l e r t t cp $HOME_NET any - > $EXTE RNA L_NET SHTTP_PORTS (msg : " ET MAL\.IARE I nte r net Fue l . com In sta ll "; flow: t o_s e r ve r ,es tablished; uricontent : "/ cgi ~bin / omni di r ect . c g i ?&debug_l og=" ; nocase; 
c l a s s t ype: t r oja n- ac tiv i t y ; r e f e r e nce: u r l , doc, eme rgingt hr ea t s, net/ b i n/v iew/Ma i n/ 2002015; r ef e r ence: u r l , wiw1 . eme r g i ngth r ea t s. net/ cgi - b i n/ cvswe b . cgi/ s i gs /MALWARE/MAUJARE_ Inte r ne t _Fuel; 
s i d : 200201 5; r ev :4 ; ) 

#Submi tted by Matt Jonkma n 

• 
a l e r t tc p $HOME_NET an y -> $EXTERNA L_NET SHTTP_ PORTS (msg : " ET MALWARE I nt e r net Opt om i z er Repor t i ng Data " ; fl ow: t o_s e r ve r ,establis hed; uriconte nt:" / i o/ do1-m l oa ds/" ; nocase; 
c ont e nt : "/ws i 8/ opt i mi z e " ; nocase ; c l as s t ype : pol i cy- v i ol at i on; r e f erence : ur 1 , s ec uri tyr es ponse . symantec. c om/ a vc ent er /venc / data/ a dwa r e . netoptimi ze r . ht ml ; 
r e f e r e nce : ur l , doc . emer gingth reats . net / bin/v iew/Ma in/ 2001308 ; r e f e r e nc e : u r l , WL""" . eme r gingthr eats . net / c gi -bin/ c vs l-.,eb . cgi / sigs / MA L\,/ARE/ MALWARE_I nt e r net_Opt i mize r ; sid : 2001308; rev : 7 ; ) 

#Subm itted by Matt J onkma n 

• 
a l e r t t c p $HOME_NET any -> $ EXTE RNA L_NET $HTTP_PORTS (msg: " ET MALWARE I nte r net Opt i mi z er Sp}'\'1a r e I ns t a l l " ; flm-., : t o_se r ve r ,established ; u r i content : "/ i nte rnet- opt i mize r /" ; noc ase; 
urico ntent :., / optimi ze " ; noca se; c l as stype : policy- v i o l at i on ; ref e r e nce : u r 1 , s ec uri t y r espons e . syma ntec. c om/ avc ente r /venc/ dat a / a d,..J a re . net o ptimize r . htm l ; 
r ef e r e nce : ur l , doc . emer gingth reats. net / bin/v iew/Ma i n/2001396 ; r e f e r e nc e : u r l , www . eme rg ingthr ea ts , net / c gi- bin/ c vs l-.,e b . cgi / sigs / MALWARE/ MALWARE_I nt e r net_Opt i mize r ; sid ; 2001396; r e v : 6 ; ) 

#by : Jeremy Com-.,ay at s udosecu re. ne t 
# ref : b5880918affc bb25120b431a 45b99429 

a l e r t t cp $E XTERNAL_NET $HTT P_ PO RTS · > $HOME_NET any (msg :" ET MAL\.IARE Ad'l1 a r e I s tba r Sea r ch Hi j ac ke r and Dmml oade r " ; flow:establis hed, t o_client; conten t : " 200 OKl0d 0a l " ; noc a s e ; 
dept h : 64 ; co ntent :" I 0d 0a I Cont e nt - Type I 3a I qvod_upda t e J 0d 0a I"; nocase; co ntent : .. I 0d 0a 0d 0a 5b I AG ENTLIST I 5d 0d 0a I i p0 : "; noca se ; cont ent : ., I 0d 0a I por t 0 : " ; nocase; Ni t hin : 25; 
content : "I e d 0a e d 0a I i pl =" ; noc ase ; co ntent : " I 0d 0a I portl=" ; nocase; withi n : 25; class t y pe : t r o j a n~a c t i v ity ; r e f e r ence: u r l , Wl,JI," . pc t ool s . com/ mr c/ i nf e c tions / i d/ Tr oja n . I STba r / ; 
r ef e r e nc e : ur l , wiw . th r eatexpe r t . com/ r e ports. a s px?f i nd =Troj a n , I STba r ; r ef e r e nc e : ur l , doc. emer g i ngth reats. net / 2009597 ; r e f e r e nc e : ur 1 , W\'IW . eme r g ingthr eats . net / cg i -
bin/ cvsweb . cgi / s i gs /MA LWA.RE/ MALWARE_I st ba r ; s id : 2009597 ; r e v : 2 ; ) 

#By Matt Jon kman 

• 
a l e r t t cp $HOME_NET any -> $ EXTE RNA L_NET SHTTP_PORTS (msg: " ET MAL\.IARE j mnadl . com Spywa r e I nstall ( ! ) " ; flow: t o_se r ve r , es t a bli s he d; uri conte nt " / i ns t all . qg ?" ; noc ase; uri content : " ID=" ; 
noca s e; c l asstype: t r o j a n - activ i t y ; r ef er ence : ur l , doc . eme r g ingthreat s . net / bi n/v i e\..,/Main/ 2002019; r ef e r ence : ur l , IIJ'lsw . eme r g i ngth reats . net / cgi-
b i n/ cvs,..,eb . cgi / sigs / MA Lt,/ARE/MALt,/ARE_Jmna dl. com; sid : 2002019 ; r e v : 9 ; ) 

#By Matt Jonkman 

• 
a l e r t t cp $HOME_NET any -> $ EXTE RNA L_NET $HTTP_PORTS (msg :" ET MALWARE j mnadl . com Spy1-1a r e I nst a ll ( 2) " ; flow: t o_se r ve r , est a blishe d; u r i cont e nt : "/ doi-m l oa dhnw_4s_s tub . e xe" ; noc ase; 
c l ass t ype : t r ojan • ac tiv i t y ; r e f e r e nce : u r 1 , doc . eme rgingthr ea t s. net / bi n/v i e w/Ma in / 2002016; r ef e r ence : url , w.w, . emerg i ngt h r ea t s . ne t / cgi -b i n/ cvswe b . cgi/ s i gs/ MALWAR E/MAL\.JARE_Jmnadl . com; 
s i d : 2002016; r ev :8 ; ) 

#Subm i tted by Matt Jonkma n 

• 
#a l e rt udp $HOME_NET 3531 -> $ EXTERNA L_NET 3531 (msg : .. ET MALWARE Jolt ID Age nt Pr obi ng o r An nou ncing UDP" ; classty pe : t r o jan-act i vi ty ; r ef e re nce : u r l, Wlw, .jolt i d . com; 
r e f e r e nce : ur 1 , f orum . t r eweeke .com/ l of i ve r s i on/ index . php/ t597 . ht ml ; r ef e ren ce: ur 1, secu r i t yres ponse . symantec . com/ avc ente r /ve nc / data/ adNa r e . p2pne t wo r ki ng . ht ml ; 
r ef e r e nc e : ur l , doc . emer gingth reats . net / bin/v i ew/Main/ 2000900 ; r e f e r e nc e : u r 1 , www . eme r gingthr ea ts, net / c gi - b i n/ c vs l-.,eb . cg i / s igs / MALWARE/ MALWARE_Jo ltID; s i d : 2000900; r e v : 8 ; ) 

#Submitted by Matt J onkma n 

• 
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#alert t cp $HO'\E_NET any -> $EXTERNAL_NET 3531 (msg :"ET MAU-JARE Jo ltID Ag ent Conwnun icating TCP" ; flow: to_se r ve r , e s t ablishe d; classtype: t rojan-act i vity; r e f e r ence : url, Wl."'" · j o lt i d . com; 
r e f e r e nce : u r 1 , f o rum. t r e weeke . c om/lof i ve r s i on/ i ndex . php / t 597, ht ml ; r e f e r ence : u r l, securi t y r es ponse. syma nt ec. com/ avcen t e r /ve nc / dat a / a di.~a r e. p2pnet worki ng. ht ml ; 
r e fere nce : u r l , doc . eme rg i ngth reats . net/ bin/v i ew/Ma i n/ 2000901 ; ref erence : ur 1 , wwN . emergingt hr eats . ne t / cgi - bin / cvs web . cgi / sigs / MALWARE/ MALWARE_ J ol tID; s id : 2000901; r ev : 9 ; ) 

#Subm i tted by Ma t t Jonkman 

• 
#a l e r t t cp $HO'\E_N ET any -> $EXTERNA L_NET 3531 (msg :"ET MALWARE Jo l t ID Ag ent Kee p-Al i ve" ; flow: to_se r ve r ,es t a b l i shed ; ds i ze: 1; content : " J4b l " ; class t ype: t r o j a n-activ i t y; 
r e fere nce : u r l , WLoJ\~ . j ol t id . com; r e f er ence : ur 1, f or um. t r ewee ke . com/ l ofi ve r sion/ inde x . php/ t 597. htm l ; r ef e r e nce: ur 1 , secur i t y r esponse . symantec . com/ avce nte r /ve nc/ dat a / adwa r e. p2pnet L~orking . ht ml ; 
refere nce : u r l , dcc . eme r gingth reats . net / bin/v iew/Ma i n/ 2001015; refe r ence : ur l , wwN . eme r gingth r eats. net/ cg i - b i n / c vsL~eb . cgi / sigs / MAL~rARE/ MALWARE_J oltID; s id : 200101 5; r ev : 9 ; ) 

#Submi tted by Ma t t Jonkma n 

• 
#a l e r t t cp $00-'IE_NET any -> $EXTERNA L_NET any (msg : "' ET MA L~JARE JoltID Age nt P2P v i a Pr oxy Se r ve r" ; fl ow: to_se r ve r , establishe d; content : '"PDS T http l 3a l//" ; nocase; 
content : "I 3a I 35 31/ . plct " ; noc a se; with i n : 20; class t y pe : t ro j a n- act i vi t y ; r e f e r e nce: url , sec uri t yre sponse. syma nt ec . com/ a vcent e r /ve nc / data / a di.~a r e. p2pnet worki ng . html ; 
ref erence : u r l , doc. eme rg ingthreats, net/ bin/v i ew/Main/ 2001679; r e f erence : ur 1 , wwN . eme r g i ngthr eats. net/ cg i - b i n / c vs web . cgi / sigs / MAL~fARE/MALWARE_JoltID; s id : 2001679 ; r ev : 13; ) 

#Submi tted by Ma t t J onkman 

• 
#alert t cp $HO'\E_NET any <> $EXTERNA L_NET 3531 (msg : " ET MALWARE Jo ltID Agent Req uesting File"; flo1,J : establis he d , t o_serve r ; cont ent : "GI VE " ; conten t : "Use r -Agent i 3a I " ; nocase; 
conten t : "Pee r Enab ler" ; wi t hi n : 120; cla ss t ype: t ro j a n -activity ; r ef e r ene e : ur 1 , www . j o l tid. com; r ef e r e nce : u r 1, f orum . t r eweeke, com/lofive rs i on/ i nde x . php / t 597. html ; 
r efe r e nce : u r l , doc . eme rg i ngthreats . net / bin/v i ew/Ma i n/2001654 ; refe re nce : ur 1 , wwL~ . eme r gingthreats . net/ cgi - b i n / cvs web . cgi / sigs / MALWARE/ MALWARE_J oltID; s id : 2001654 ; rev : 11 ; ) 

#by J ami e Blasco 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTERNA L_NE T $HTT P _PORTS (msg : ., ET MAL~JARE Poss i b l e Ma lie i o us Apple t Access (jus t exp l o i t kit ) " ; flow: t o_ server , es t a blished ; u r icont e nt: "/ sdf g, j a r " ; cla sstype: 
t roja n - ac t i v i t y ; r ef e r e nc e : u r l , www . ma l wa r e dom ain l ist. com/ f o r ums / i nde x . php ?t opi c=3570. 0 ; r e fere nce: u r l , doc . eme rg i ngthreats . net/2010438; r e fer ence : ur 1, WL-M . eme r gingth r eats. net / cgi -
b i n/ cvswe b . cg i / s i gs/MA LWARE/ MALWARE_J us t exp l oit ; s id : 2010438; r ev: 3; ) 

#Subm i t t e d by J a so n Haa r 

• 
#alert t c p $HO'\E_NET any -> $EXTERNA L_NET $HTT P _PORTS (msg : " ET MALWARE Keenva l ue Update Eng i ne" ; flow: t o_se r ve r , establishe d; c ont ent : " I 0d0a IHost I 3a I sec ur e. keenva l ue . com"; 
content : "I 0d0a I Extens i on I 3a I Remo t e-Passphr a se"; l~ith i n : 300 ; c l ass t y pe : t r o j an-activ i t y ; r ef e r ence: u r 1 , LWM . saf er- ne t workin g . org / i ndex . php ?page=upda t e hi sto r y&deta i l =2003- 11 - 24 ; 
refere nce: u r l , dcc . eme r gingth reats . net / bin/v i ew/Ma i n/2000932; r e ference : ur l , WL'l'L~ . eme r gingth r eats. net/ cg i - b i n / c vs L~eb . cgi / sigs / MALWARE / MALWARE_Kee nva l ue; sid : 2000932; r ev : 6 ; ) 

#Matt Jonkma n 
#all s or ts of j unk a t L'1\>N1. thes pygua r d . com, f a ke a ntisp}'l~a r e t ro j an 

• 
a l ert t cp $HOME_NE T a ny - > $EXTERNA L_NET $HTTP _PORTS (msg: •• ET MAL~JARE Thespygua r d . com Spyware I nstall " ; flow: e s t a blis hed , t o_se r ver ; u r i content : "/ sof t / i nsta lle r s / s pygua r df . php" ; nocase; 
c l a ss t ype : troj a n-act i v i t y ; r ef e r e nce : u r 1 , m..i.>J . t hes pyg ua r d . com; r ef e r e nce: u r 1, 1..i.w, . kli ksoft wa r e . com; re f e r e nce: ur l , doc . eme r gingth r ea t s. ne t / b i n/vi ei~/Ma i n/2003201 ; 
r e fere nce : u r l , ww.~ . eme rgi ngth reats . net / cgi - bin/ cvs 1~eb . cgi / sigs / MA L~JARE/ MALWARE_Kliksof t wa r e ; s i d : 2003201 ; r ev : 3 ; ) 

#Mat t Jonkma n 
#all sorts of j unk at L>JWlfL thes pygua r d. com, f a ke a ntisp}'lta r e t ro j an 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTERNA L_NET $HTT P _PORTS (msg: .. ET MAL~JARE The s pygua r d . com Sp}'l"a re Update Chec k" ; f101,1 : e s tablished, to_se r ve r ; ur icontent: " / s of t / update / c hec k_update . php" ; 
nocase; content : "Hos t I 3a I witw. kl i ksof t wa r e . com" ; nocase; c l asstype : t roj an - act i v i t y ; re ference : ur 1, 1,r,,rw . kl iksoft L~a r e. com; r efe r e nce : ur l, WWl'i . t hes pygua r d . com; 
ref erence: u r l , doc. emerg i ngth reats, net / bin/v i ew/Main/ 2003202; refere nce : ur 1 , w-...i.~ . eme r gingthreats. net/ c g i - b i n / c vs L~eb. cgi / sigs / MALWARE/MALWARE_Kliks of t ware ; s i d : 2003202; r ev : 4 ; ) 

#Matt Jonkman 
#a ll s orts of junk at W\INL thes pyguard . com, f a ke a nt isp}'ltare t r ojan 

• 
a l ert t cp $HOME_NE T a ny - > $EXTE RNAL_NET $HTT P_PORTS (msg : " ET MAL~JARE Hitv i ru s f ake AV I nstall"; flow:est ablis hed, t o_se r ver; u r i content : " / soft / i nsta llers/ hi t v i r usf.php" ; noc ase; 
conten t : "get . hi t v i r us . com"; nocase; c l ass t ype: t ro jan -ac t i vity ; r ef er enc e : ur l , l>MW . kl iksoft wa re . com; r e f e r ence: ur l , dac . eme r g ingt hr eats . ne t /b in/v i e L~/Ma in/ 2003203; 
r e fere nce : u r l , WL-r.~ . eme rg i ngth reats, net / cgi - b i n / cvs 1>Jeb. cgi / sigs / MAL~JARE/ MALWARE_Kliksof t wa re; s i d : 2003203 ; r ev : 3; ) 

#Matt Jonkman 
#all sorts of junk a t www . t hespyguard . com, fa ke a ntisp}'lta r e t ro j a n 

• 
a l e r t t cp $HOME _NET a ny - > $EXTERNA L_NET $HTT P _PORTS (msg: •• ET MAL~JARE Thespygua r d . com Sp}'l"a r e Updating" ; f101" : establi shed, t o_se r ve r; ur i conten t : "/ s of t / updat e/ get, php" ; nocase; 
uricont ent : "p i d ="; nocase; u r i co nt ent : "mail="'; nocase; content : "Hos t I 3a I Wl.'IIY. kliksoft wa r e. com••; nocase ; c lasst ype: t r o j a n - act i v i t y ; r ef erence : ur l , www . kli ksof t ware . com; 
refere nce : u r l , l'lloJ\>J . t hes pyg uard. com; ref e r ence : ur l , do c . emergingt hrea t s . net/ bi n/v iew/Main/ 2003204 ; r ef e r e nce: ur l , L>JlWJ . eme r gingt hr ea t s . net/ cgi -
bin/ cvswe b . cg i / sigs/MA LWAR E/MAL~fAR E_Kl iksof hiar e; sid : 2003204; r ev : 4 ; ) 

#from s pywa r e l isteni ngpost data , by ma t t Jon kman 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTERNA L_NET $HTTP _PORTS (msg : " ET MAL~JARE KMI P . net Spyware " ; flow: established , t o_serve r ; uri co ntent: "/ i esocks ?pee r _ i d=" ; nocase; u r ico nt e nt: " ve r:"; nocase; 
c l a ss t ype : t ro j an-act i v i t y ; r ef e r e nc e : u r 1 , l'fl'l'L~ . kmi p. ne t ; r ef e r e nce : u r 1, dcc. eme rgingt h r ea t s . net / bin/v iew/Main / 2003298 ; r e f e r e nce : url , 1w1w . eme rg i ngth r ea t s. ne t / cgi -
bin/ cVSl'fe b . cg i / sigs/MA LWARE / MALWARE_Km i p . net; s i d: 2003298; r ev : 3 j ) 

#f r om spyware listen ingpost data , by ma t t Jon kma n 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTTP_PORTS (msg:" ET MAL~JARE KMI P. net Sp}'lt are 2" ; flow:establi s hed, t o_ se r ve r ; uricontent : "/ s p?c=N&i= " ; nocase ; ur i conten t " &v=" ; nocase; 
c l a ss t ype : t r o j an-activ i t y ; r ef e r e nc e : u r l, l'll'l'L~ . kmi p . ne t ; r e f e r e nce: url , doc . eme rgingt h r ea t s. net/ bin/v iew/Ma in / 2003526 ; ref e r e nce : ur 1 , MoJ\>I . eme rg i ngt h r ea t s . net/ cgi -
b i n/ CVSl"eb . cg i / s i gs/MA LWARE / MAL~rARE_Kmip. net ; s i d : 2003526; r e v : 3; ) 

#by matt j on kma n 

• 
a l e r t t cp $HOME_NE T a ny - > $ EXTERNA L_N ET $HTT P_ PORTS (msg : " ET MAL~JARE Kwsearchg ui de . com Re l ated Spywa r e Chec ki n" ; floL~ :est a blished,to_se r ve r ; ur ico nt ent : "' / s tatics. php?madd r ="; nocase ; 
ur ico nt e nt : "&ipadd r =" ; nocase; ur i content : "&ovt =" ; noc ase; ur i content : "&ver no: " ; nocase; u r ico nt ent: "&act ion= " ; noca s e ; c l as sty pe : t r oj a n - act i v i t y ; 
ref erence : u r l , doc. eme rg i ngthreats, net/ bin/v i ew/Main/ 2008067; r e f erence : ur 1 , w-...i.~ . eme r g i ngthr eats. net/ c g i - b i n / c vs web. cgi / sigs / MAL~fARE/MALWARE_Kwsea rchgu i de . c om; sid : 2008067 ; r ev : 2; ) 

#by matt j on kma n 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTERNA L_NET $HTTP _PORTS (msg: •• ET MAL~JARE K1,1sea r chg uide . com Re l ateci Spywa r e Keepa l i ve " ; flow: established , to_se r ver ; urico nt e nt : " / ali ve. php?ovt =new_link" ; 
nocase; class t ype: t rojan- a ct i vity; r e f e r ence : ur l , doc. emergi ngt h r ea t s. net/ bin/v iew/Ma i n/2008069; r ef e r e nce: ur 1, LWM . eme r g i ngt hr ea t s . ne t / cgi -
bin/ cvsl"te b . cg i / sigs/MA LWARE / MALWARE_K~i s earchg uide . com; sid: 2008069; r e v : 2 ; ) 

#Submi tte d by Ma t t J onkma n 

• 
a l e r t t cp $HOME_NE T a ny - > $E XTERNA L_NE T $HTT P_PORTS (msg : " ET MAL~JARE Loc a l NRD Sp}'ltare Checkin" ; flow: t o_se r ve r , es t ablishe d; ur i content : "/ a / Drk . syn? " ; nocase ; uri content : " a dc ontext " ; 
nocase ; c l ass t ype : t roj a n- a c tiv i t y; r ef e r e nce : ur l , wvrw . l oc a l nr d . com ; r efe r ence : ur l , doc . eme r gingt h r eats . net/ bin/v iew/Ma i n/ 2001340; r ef e r e nc e : url , wLwt . emerg i ngth reats . net / cgi -
b i n/ cvswe b . cg i / s i gs/MA LWARE/ MALWARE_Loc a l n r d ; s i d : 2001340; r e v :9 ; ) 

#By Matt Jon kma n 

• 
a l e r t t cp $HOME_N ET a ny - > $EXTERNA L_NET $HTT P_PORTS (msg:" ET MAL~JARE Loo k2me Spywa r e Activity (1 ) "; flow: t o_se r ve r ,establi she d; content : "Refer e r l 3a l Loo k2Me" ; noca se; class t ype: 
t r ojan -ac t i v i t y ; r ef e r e nc e : u r l , securi t y r es ponse. s yma nt ec . com/ avcente r /venc/ data / ach"are. l ook2me. html; r efe r ence : ur l , doc . e me r g ingthr eats. net/ b i n/v i ew/Ma i n/ 2001499 ; 
ref erence: u r l , WL'IW . emergingth reats , net/ cgi - b i n / cvs 1~eb. cgi / s igs / MAL~JARE/MALWARE_ Look2me; s i d : 2001499; rev : 8 ; ) 

#by Pe dro Ma r i nho 

• 
a l e r t t cp $HOME_N ET a ny - > $ EXTERNA L_NET $HTTP _ PORTS (msg: " ET MAL~JARE Ad1,J a re . Loo k2Me Ac t i vity " ; flow: establis hed , t o_serve r ; u r ic ontent: " ?B="; urico nt ent: "&V=" ; u r i conten t : "&M=" ; 
uricont ent : "&R= " ; ur i content : "&I D={ " ; c l asst y pe: t roj an-activi t y ; refe r ene e: u r 1, doc. emergi ngth r eats. ne t / b i n /v i eL~/Ma in / 2008474; re f e rence: url , Wl'IW . emergi ngth r eats. net / cgi ­
bin/ cvsweb . cgi/ sigs/MA LWARE/ MALWARE_Loo k2me; s id : 2008474 ; r ev : 2; ) 

#Matt Jonkman 

• 
a l ert tcp $HOME_NET a ny - > $E XTE RNA L_N ET $HTT P _PORTS (msg:., ET MAL~JARE MSUpdat e r. net Spywa r e Chec kin" ; f101,J : est a blis hed , to_se r ve r ; urico nt ent: " / pops et ar r ay. php ?&country=" ; nocase; 
c l a ss t ype : t ro j an- act i v i t y ; r ef e r e nce : u r 1 , dc c . emerg ingthr eats . net / bin /v i ew/Main/ 2002094; r efe r ence: u r l , ww.~ . eme rg ingthreats . net / cgi - bin/ cvs 1~eb . cgi / sigs /MA L~JARE/ MALWARE_MSUpdate r . net; 
s i d : 2002094; r ev : 4; ) 

#by Matt Jon kman, fr om s unb e lt blog 

• 
a l e r t tc p $HOME_N ET a ny - > $EXTERNAL_N ET $HTT P _ PORTS (msg : " ET MAL~JARE Ma l wa reala r m. com Fa ke AV/ Ant iSp}'lta r e Updat i ng" ; flow: establi shed , t o_ se r ver; u r i conten t : "/ upda te. php ?v="; nocase; 
urico nt e nt : "&d= " ; noca se; ur icont e nt : "&vs =" ; nocase; conten t : "Host I 3a I lfNtw .Ma h 1a r eAl a r m. com"; nocase; c l a sst ype : t r o j an -act i v i t y ; r ef e r e nce : u r l , sunb e l t b l og, bl ogspot . com/2007 / 04 / a not he r ­
f a ke - securi t y - scam - s ite_9466 . html; r e f e r ence: url , doc . emergingt hrea t s. net / b in/v iew/Ma i n/2003611; r ef erence: ur 1, wtw1. eme r g i ngt hr ea t s . net / c gi -
bin/ cvswe b . cg i / sigs/MA LWARE/ MALWARE_Ma h ,ar ea l ar m. com ; s i d: 2003611 ; r ev : 5; ) 
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#by Matt Jonkman, fr om s unbelt blog 

• 
a l e r t t cp $HOME_NE T a ny - > $ EXTE RNAL_NE T $HTT P _PORTS (msg : "ET MAL!flARE Ma l wa rea l a r m. com Fa ke AV/ Ant i Spywa r e Download"; flow : es t a bli shed , to_se r ver ; u r icontent : "GET / madown l oad . ph p ? 
&adv i d =" ; nocase; ur icontent : "&u="; nocas e; u r i content : " &p="; nocase; con t e nt: "Host \ : downl oad .Ma h Ja r eAl a r m. com" ; nocase; class t ype : t r o j a n-act i v i t y ; 
r e f e r e nce: u r l , s unbel t b l og. bl ogs pot. com/ 2007 / 04 / another -fa ke-securi t y- scam- s i te_9466. ht ml; r e f e r e nce: ur l ,doc , eme r g i ngt h r e ats . net / bi n/v i ew/Mai n/ 2003612; 
ref e r e nce : ur l , www . eme r gingthreats . net/ cgi -bin / cvs 1,.,eb . cgi / s i gs / MAL~IARE/ MALWARE_Ma h va r ea larm. com; s i d: 2003612; rev : 4 ; ) 

-#s ubm i tte d by Ma t t J onkma n 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTTP _PORTS (msg : " ET MAL~IARE Ma r ket Score. com Spyiva r e Configur atio n Access" ; flow: to_ se r ve r , establi s hed ; u r icontent : "/ oss / r emo teconfi g. as p"; 
c lass t ype : po licy- viol a tio n; ref e r e nce : ur l , IN'IIW , ma rketscor e . com; r efe r ence : ur l , www .s pysweepe r . com/ r emove-ma r ket sco r e . htm l ; r ef e r e nce: u r 1 , doc . emer g i ngthreat s . net / b i n/v iew/Ma i n/ 2000902; 
r e f e r e nce: u r l , M>J\\I . eme r gingthreats . net / cgi - bin/ cvs 1\leb . cgi / sigs / MAL~lARE/ MALWARE_Ma rketSco r e; sid : 2000902; r e v : 7; ) 

#submitted by Matt Jonkma n 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNAL_ NE T $HTT P_PORTS (msg : "ET MAL!flARE Marke t Score . com Spyiva r e Access" ; flow: t o_ se r ve r , est a bli s hed ; u r icontent : " p r oxy ht tp (0 b lma r ket sco r e l03 lcom" ; 
c l asstype : po licy- v i ol at i on; r efe r e nc e : url, L,sww . marke t sco r e . com; r efe r ence : ur l , viww . s pyswee pe r . com/ r emove -ma r ket sco r e . htm l ; r ef e r e nce: u r 1, doc . emer gingthreats . net / b i n/view/Ma i n/ 2001359; 
r e f e r e nce: u r 1,WL>J\\I , eme r gingth reats, net / cgi - b i n / cvs 1\leb . cgi / s i gs / MAL~lARE/MALWARE_Ma rke t Score; s i d: 20013 59; r e v : 7; ) 

#s ubmitted by Ma t t Jonkma n 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET 443 (msg : "ET MA LWARE Ma r ketSco r e . com Spyiva r e SSL Ac cess"; f l mv: to_se r ve r ,established; content : "1>J\>J\>l .mar ket score . com"; co nt ent :" I nstantSSLl" ; 
nocase; class t ype : pol i cy -v i o l ation; r e f er ence : ur 1, vrww .ma r ketscore, com; r ef e rence: u r l , wm.1 . spysweepe r . com/ r emove-ma rket sco r e . ht ml; 
r e f e r e nce: u r l , doc . eme r gingth reats . net/ bi n/v i ew/Main/2001 563; ref e r ence: ur 1, wwN . eme r g i ngt hr eats . ne t / cgi - b i n / c vs web . cgi / s i gs / MAU tARE/ MALi-JARE_Mar ke t Scor e; s i d : 2001563; rev : 6; ) 

#s ubmitt ed by Matt Jonkma n 

• 
a l e r t tc p $HOME_NE T a ny - > $EXTE RNA L_NE T $HTT P _PORTS (msg: "ET MAL!flARE Marke t Score . com Spywa r e Pr ox i e d Tr affic " ; f1011: t o_se r ve r , e s t a blished; cont en t : "X-OSSPr oxy l 3a I OSS Proxy" ; 
c l asst ype: po licy- v i ol at i on; r efe r e nc e : ur l , L>J\>IW , ma r ketscor e. com; r efe r ence : ur l , viww . s pyswee pe r . com/ r emove -ma r ket sco r e. htm l ; ref e r e nce: u r 1, doc. emer g i ngthr eats. net / b i n/v iew/Main/ 2001564; 
r e f e r e nce : u r 1 , WL>J\\I . emergingth r eats . net/ cgi -b i n / cvs 1\leb. cgi / sigs / MAL!flARE/MALWARE_Ma rketScore; s i d : 2001564 ; r e v : 7; ) 

#s ubmitted by Ma t t Jonkma n 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTTP_PORTS (msg : "ET MAL~IARE Ma r ketScor e Spywa r e Upl oad i ng Dat a" ; flm\l : t o_se r ve r ,establi shed ; uricontent : " / sc r i p ts / content i dpost . dll "; nocase; 
content : "OSS- Proxy " ; nocase; c l ass t ype : policy -v i olation ; reference: u r 1, WW\'i . ma r ket sco r e. c om; r ef e r e nc e : u r l , www .spysweeper . com/ r emove-ma r kets co re . ht ml ; 
ref e r e nce : u r 1 ,doc . eme r gingthreats . net / bin/v i ew/Ma i n/2003253; ref e r ence: ur 1 , WL>J\,. . eme r g i ngthr eats . net/ cg i - b i n / c vs web . cgi / s i gs / MAL!ftARE/ MALWARE_Mar ke t Scor e; s i d : 2003253; rev : 3; ) 

#Inf o from sgtocanad a 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNAL_N ET $HTT P_ PORTS (msg : " ET MAL~IARE MarketScore.com Spywa r e Prox i e d Tr affic (mi t mproxy agent ) " ; flow: to_se r ve r , establis he d; co nt ent : " Pr oxy- a ge nt l3a l 
Man i nTheMidd l e- Pro xy " ; nocase; c l asstype : po l i cy- vio l a tion; r ef e r e nce: ur 1, Wl~\l . marketscore . com; ref e r e nce: u r l , ww.\l . s pys wee pe r . com/ r e move -ma r ketscor e . ht ml ; 
r e f e r e nce: u r l , doc . eme r gingth reats, net / b i n/v i ew/Main/ 2001 S86; r e f e r ence : ur 1 , W\>J\,j . eme r g i ngthr eats. net/ cg i - b i n / c vs L1,1 eb. cgi / s i gs / MALHARE/ MALWARE_Mar ke t Scor e; sid : 2001586; r ev : 7; ) 

# I nf o f rom sgt ocanada 

• 
a l e r t tc p $HOME_NE T a ny - > $ EXTE RNA L_N ET $HTTP_PORTS (ms g: " ET MAL!flARE MarketScor e . com Spywa r e Upg radi ng " ; fl m-i : to_se r ve r , established; urico ntent : " / oss / upgr chk_2a . as p" ; nocase; 
c l asstype: po licy-v i ol ation; r efe r e nc e : ur 1, L,sww , ma r ketscor e. com; r efe r ence : ur l, www . s pyswee pe r .com/ r emove -ma r ket sco r e. htm l ; r ef e r e nce: url , doc. emer g i ngthr eats. net / b i n/v i ew/Ma i n/ 2001587; 
ref e r e nce: u r 1 , WL>J\\I . emergingthreat s . net/ cgi -b i n / cvs 1,.,eb. cgi / s igs / MAL~lARE / MALWARE_Ma rketScore ; s i d : 2001587; rev : 5; ) 

-# Inf o f rom sgtocanad a 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg : " ET MAL~IARE Ma r ketScor e.com Spyiva r e Activity (1 ) " ; f l ov1: t o_se r ve r , establishe d; u r i content: "/ oss / d i tto ru l es . as p"; nocase; 
c lass t ype : po licy-viol at i on ; refe r e nce : ur l , IN'IIW . ma rke tscore . com; r efe r ence : ur l, www .spysweepe r .com/ r emove-ma r ket sco r e . ht ml ; ref e r e nce: u r 1 , doc. emerg i ngthreats . net / b i n/v iew/Ma i n/ 2001588 ; 
ref e r e nce: u r l , M>J\\I . eme r gingth reats . net / cgi -b i n/ cvsNe b . cgi / sigs / MAL~lARE / MALWARE_Ma rke t Score ; sid : 2001588; r e v : 6; ) 

#Inf o f rom sgtocanad a 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (ms g : " ET MAL~IARE Marke t Score.com Spywa r e Activity ( 2 ) " ; flow: to_se r ve r, es ta blishe d; u r i cont e nt: "/ oss / r out errul es2.asp" ; noca se; 
c l asstype: po licy-v i ol ation; r efe r e nc e : url , IN'IIW . ma r ketscor e . com; r efe r ence : ur l , www . spyswee pe r . com/ r emove -ma r ket sco r e . htm l ; r ef e r e nce: u r l , doc . emer gingthr eats . net / b i n/view/Ma i n/ 2001589; 
r e f e re nce: u r 1,wiwi . eme r gingth reats, net/ cgi - b i n / cvs 11,1eb . cgi / sigs / MAL~lARE/MALWARE_Ma r ketSco r e; s i d : 2001589; r e v : 6; ) 

#Matt Jonkma n 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_N ET [ $HTTP _PORTS , 8080] (msg : "ET MALl,'ARE Matcash Troj a n Re l ated Spywa r e Code Do11n l oad"; flOI', : establi s hed , t o_ serve r; co ntent :" l0 d 0a IUse r -Age nt I 3a I 
\-J i ndows 5 . 1 ( 2600 ) I 3b I DMCP" ; classtype : t ro j a n - act i v i t y ; r efe r e nce : ur l , doc. eme r gingth r eat s . net / b i n/v iew/Main/2008759; r e f e r ence : url , ~MW . e me r gingt hr ea ts. net / cgi-
bin/ cvswe b . c gi / sigs/MA LWARE/ MALWARE_Matcash . com; s i d : 2008759; r ev : 5; ) 

-#Matt Jonkma n from s pywa r e li s t e ni ng post da t a 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTTP_ PORTS (msg :" ET MAL~IARE Trin i t yac quisitions.com and Ma xi mumexpe r i e nc e.com Spyl\la r e Ac t i v i t y" ; flmv: t o_se r ve r, es t abli s hed ; 
uricontent : " / upd/ c heck?ve r sion=" ; nocase; ur i co nt ent : "&l ocaleid=" ; nocase ; u r i co nt ent: "&aff i d =" ; nocase ; uri cont e nt: "&updat eva l ue= " ; nocase; classt y pe: trojan-activi ty; 
r e f e r e nce: u r l ,doc . eme r gingthreats . net / b i n/v i ew/Main/ 2003344 ; r e f e r ence : ur 1 , W\>J\,j . eme r g i ngthr eats . net/ cg i - b i n / c vs L\leb . cgi / s i gs / MAL!ftARE/ MALI.JARE_MaxExp_ Tr i ni t yAcqui s i t i ons. com; s id : 2003344 ; 
r ev :3 ; ) 

#Ma r k Tombaugh 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTTP_PORTS (msg : " ET MAL~IARE Media Pass Ac tiveX I nstall " ; fl ow: to_se r ve r ,establishe d; uricon tent :" /Me d i aPass K. exe"; nocase; classtype : policy -
vio l at i on; reference: ur 1, ~IWl'i . be nedelman . org/ news / 010205 -1 . html ; r efe r e nce : ur 1, s tatic . wi nd updates. com/ Re l ease /v19/ In f o. txt; r efe r ence : ur l , doc , eme rgingthrea t s. net/ b i n/v i ew/Main/2001783 ; 
ref e r e nce : u r 1 , Mwi . eme rg i ngth reats . net/ c gi - bin/ cvs web . cgi / sigs / MAL~lARE / MALWARE_Me di a Pass; s i d: 2001783; rev : 8 ; ) 

#Subm i tt e d by Chri s No r t o n 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P _PORTS (msg : "ET MAL~IARE Media Tic ke t s Downl oad " ; fl ow: t o_se r ve r, establi shed ; urico nt ent: "Me d i a Ticketslns t a ller . cab"; content : "Hos t I 3a I 
www .mt -do1\lnl oad . com"; c l asst ype : t ro j a n • ac t i v i t y; r efe r ence : ur 1, se cur i t y r es ponse . symantec . com/ avcent e r /ve nc/ data/ ad1'1a r e . ~li nad . ht ml ; 
ref e r e nce: u r l ,doc . eme r gingthreats . net / b i n/v i ew/Main/ 2001448 ; r ef e r ence : ur 1 , W\>J\,j . eme r g i ngthr eats. net/ cg i - b i n / c vs L\leb . cgi / s i gs / MALWARE / MALI-JARE_Medi a Ti c kets; sid : 2001448 ; r ev : 10 ; ) 

#Subm i t t ed by Chr i s No r to n 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNA L_N ET $HTT P_PORTS (msg : " ET MAL~IARE MediaTicke t s Spyware I ns ta ll " ; f101\I : t o_se r ve r ,establi she d; ur icont ent : " / mt r slib2. js"; nocase; c l asstype: trojan-
ac t i v i t y ; reference : ur l , secu r i t y r es ponse . s yma ntec . com/ avcente r /venc/ dat a/ ach-.,are. wi nad . ht ml ; r efe r ence: u r l , doc . eme r g i ngt hr eat s . net / b i n/v i e i,./M a i n/ 2001481 ; 
ref ere nce: u r 1 , w1wi . eme r gingthreats, net/ cgi - b i n / cvs 1\leb, cgi / s i gs / MAL~lARE/MAHJARE_MediaT i cket s; s i d : 2001481 ; r ev : 6; ) 

#By Matt Jonkman 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTTP_PORTS (msg : " ET MAL~IARE Media l oads . com Spywa r e Conf ig" ; flovJ : to_ se r ver , establishe d; u r i conten t :" / dw/ cgi / dovmload . cgi?" ; nocase; 
uricont ent : "sn= " ; noca se; uricontent : " pi d="; nocase; cont en t : "Host I 3a I config . media l oa ds . com" ; nocase; c l asst ype : t rojan- activity ; 
ref e r e nce : ur 1 , doc . eme r gingth reats . net / bi n/v i ew/Ma i n/2001 503; r e f erence: ur l , W\>J\,j . eme r g i ngthr eats . net/ cgi - b i n / cvs web . cgi / sigs / MA LWARE/ MALI-JARE_Medi a l oa ds . com; s i d : 2001503; r e v : 8; ) 

#By Matt Jonkman 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NE T $HTT P _PORTS (ms g: "ET MAL!flARE Media l oads , com Spywa r e Repo r t i ng (downl oa d . cgi ) " ; f1 01\I : to_se r ve r , es t a bli s hed ; urico ntent : " / dw/cgi / downl oad . cg i ?" ; 
nocase; u r ico nt ent : "sn=" ; nocase; content : "Hos t I 3a I config . med i a l oa ds . com"; nocase; c l ass t ype: t roj a n -activity ; r eference : ur 1, doc . e me r g i ngth r ea t s . net / bi n/v ie11/ Main/ 2001508 ; 
ref e r e nce : u r l , WL>J\\I , eme r gingth reats . net / cgi - b i n / cvs 11,1e b . cgi / sigs / MAL~IARE/ MALWARE_Me dialoads . com; s i d : 2001S08; r ev : 9; ) 

#By Matt Jon kman 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTE RNA L_NE T $HTT P_PORTS (msg:"ET MAL!flARE Media l oads . com Spyi-ia r e Reporting ( r egist e r . cgi ) " ; fl o1\I : to_se r ve r ,establi shed; urico nt ent:" / d1-.,/ cg i / r egis te r . cgi?"; 
nocase; uri co nt e nt : " v: " ; nocase; content : " Hos t I 3a I co nfig . media l oads. com" ; nocase; c lasstype : t roj a n-act i v i t y ; r efe r e nce: ur l ,doc. eme r g i ngthr eats. net / bi n/v iew/ Main /2001509; 
r e f e r e nce : u r 1 , WL>J\\I . emerg i ngt h r eats . net/ cgi -b i n / cvs 1\leb . cgi / sigs / MAL!flARE/MALWARE_Medi a loa ds . com; s i d: 2001509; rev : 9; ) 

#By Matt Jonkman 

• 
a l e r t tc p $HOME _NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg : " ET MAL~IARE Media l oa ds . com Spywa r e Ide nt i f y i ng Count r y of Orig in " ; fl ow: to_ser ver,es t a blis hed; 
uricont ent : " / dw/ cgi/ count r y . cgi"; nocase; content : "Us e r - Age nt I 3a I"; noc ase; content: "NS I SDL" ; wi t h i n : 120; noca se; cla ssty pe: t rojan-ac t i v i t y ; 
ref e r e nce : u r 1 ,doc . eme rgingt hreats . net / bin/v iew/Ma i n/2001 507; ref erence: ur l , W\>J\,j . eme r g i ngthr eats . net/ cg i - b i n / c vs web . cgi / s i gs / MAL!ftARE / MALWARE_Medi a loa ds . com; s i d : 2001507; r e v : 10; ) 

#Submitt e d by Ma t t Jonkman 

• 
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a l e r t t cp $HOME_NET any -> $EXTERNA L_NET $HTTP_PORTS (msg:" ET MALWARE Meta r ewa rd s Spyw ar e Ac t i v i t y" ; fl o1'1 : t o_serve r, establishe d ; c ontent :"Host l 3a l WIWt .me t a rewa rd . com" ; nocase; 
c l ass t ype : policy- v i olatio n; ref e r e nce: ur l ,doc . emerg ingth r eat s . net / bi n/v iew/Main/ 2001666; ref e r e nc e : ur l , 1wrw . emergingt hr eat s . net / cgi- bi n/ c vswe b . cgi/ s i gs / MALHARE/MALI.JAR E_f-teta r1,1a r d . com; 
s i d :2001666; r ev :5 ; ) 

# Fr om lis t ening pos t data 

• 
a l e r t t cp $HOME_NET any - > $EXTE RNA L_NET $HTT P_PORTS (msg: " ET MA LWARE Meta r ewa rd s Di sclaime r Acc e ss " ; flow: t o_se r ver ,es t ablished; uricontent "/www .meta r ewa rd . com/ ma il i mg/ disclaimer /" ; 
nocase; c l asstype : pol icy -v i olat ion; r e f e r e nc e: ur l , doc . eme r gingthr eats . ne t / b i n/v i e\'i'/Ma in / 2002 309 ; r efe r ence : ur 1, ~rww . eme r gingthr eat s . ne t / cgi-
bin/ cvs,,..eb . cg i / sigs / MA. LWARE/ MALWARE_Meta rwa rd . c om; s id : 2002309 ; r ev :4 ; ) 

#Matt J onkma n 

• 
a l e r t tcp $HOME_NET an y -> $EXTE RNA L_NET $HTT P_PORTS (ms g:"ET MA LWARE Microgami ng . com Spyi'i'a r e In stallat i on ( dl he l per ) " ; fl ow: establis hed,to_se r ve r ; ur icontent : " / dl helpe r . ca b"; nocase; 
c l ass t ype : t r ojan- activ i t y ; ref e r e nce : u r l , dcc . eme r g i ngthr ea t s. net/ b i n/v iew/Main/ 2001641 ; r ef e r ence: u r 1, l'ILWI . emergi ngthrea t s . net/ cgi- b i n/ cvSL',le b . cg i / s i gs/MALHARE/MAUJARE_Mi crogaming. com; 
s i d :2001641; r ev :6; ) 

#Matt Jonkma n 

• 
a l e r t t cp $HOME_NET any - > $ EXTE RNA L_NET $HTTP _PORTS (msg : " ET MA LWARE Mi c r ogami ng . com Spyi'i'a r e In sta llation ( 2)"; flm'i': est a bl h ,he d, t o_ser ve r ; uriconte nt: .. / Downl oadHNew. a sp?" ; nocase; 
urico ntent: ., btag: " ; nocase ; c lasst ype : t r ojan - a ctiv i t y ; r ef er ence: ur l ,doc. eme r g ingth r ea t s . net / b i n/v i ew/Ma i n/ 2001643; ref e r e nc e : ur l , www .emergingth r eat s . net / cg i -
bin/ cvs1'i'eb . cg i / sigs / MA. LWARE/ MALL-rARE_Mic rogami ng . com; sid : 2001643; r ev : 7 ; ) 

#Matt J onkma n 

• 
a l e r t t cp $HOME_NET an y -> $EXTE RNA L_NET $HTTP_PORTS (msg : " ET MA LHARE Mic r ogami ng . com Spyi'i'a r e Re po r t ing I ns t allat i on" ; flm'i' : es t a blishe d , t o_se r ve r ; 
urico ntent: " / dl he l pe r / downl oad l o gge r 2 . as p?" ; nocase; uricontent: "t i me:" ; nocase; class t y pe: t r o j an-acti v i t y ; r ef erence: ur l , doc. eme r g i ngt h r eat s . net/ bin/v i ew/Main/2001644; 
r e f e r e nce : url , Wl'IL>J . emer gingthreats . net / cg i - b i n / cvs 1>Je b . cgi / s i gs /MALHARE/ MALWARE_Mi crogamin g . com; sid : 2001644; r e v : 6; ) 

#Matt Jonkma n 

• 
a l e r t tcp $HOME_NET any - > $ EXTE RNA L_NET $HTT P_PORTS (msg:" ET MA LHARE Mic r ogami ng . com Spyi'i'a r e Cas i no App I nsta ll" ; floi,l : es tablishe d , t o_se r ve r ; u r ico ntent : " /v i pe r / t hunde r l uc k/ 00 '" ; 
nocase; c l asstype : t r o j a n - act i v i t y ; ref e r e nce : ur l ,doc, eme r g ingth reats .net / bi n/v i ew/ Ma i n/ 2001645 ; ref e r ence: ur l , \'l'ITW , eme r g ingth reats . net / cgi-
bin/ cvsweb . cg i / sigs /MA. LWARE/MALL-/ARE_Mic rogamin g . com; s i d : 2001645; r ev : 5 ; ) 

#Submitted by Matt Jonkma n 

• 
a l e r t tc p $HOME_NET any - > $EXTE RNA L_NET $HTTP _PORTS (msg : " ET MA LWARE Mi nds e t I nteract i ve I ns t a ll ( 1 ) " ; flow: t o_serve r, established; uricontent : "/ mindsetS / data " ; nocase; c la sst ype : 
t roj a n-act i v i t y ; r ef er e nce : u r l , www . mi ndset i nte r ac tive, com ; r eference: ur 1, doc . emergingt hr ea t s . net / b i n /viei'i'/Ma i n/ 2000583; r eference : u r l , www . e me r gingthr eats. net / cg i -
bin/ cvsweb . cgi / sigs /MA LWARE/ MALWARE_Mi ndsetin t e r active; sid : 2000583; rev : 7; ) 

#Submi tted by Matt Jonkma n 

• 
a l e r t t cp $HOME_NET any -> $EXTE RNA L_NET $HTTP_PORTS (msg : " ET MA LWARE Mi nds e t I nteract i ve I ns t all ( 2 ) " ; fl ow: t o_serve r, established; uricontent : "/ mindset/ data" ; nocase; class t ype: 
t r o j a n-activ i t y ; r eference : url , www . mindset interac t i ve, com; r e f e r e nce: ur 1, doc. emergingt hr ea t s . net / bin /vi e i'i'/Ma i n/ 2000584; re f e r ence: u r l , ww1'i' . e mergi ngt hr ea t s. ne t / cgi-
b i n/ cvs1'i'eb . cgi / sigs / MA LL-/ARE/MAL~/ARE_Mi ndsetin t e r active; sid : 2000584 ; rev : 7; ) 

#Submitted by Matt Jonkma n 

• 
##a l e r t t c p $HOM E_NE T a ny -> $ EXTE RNAL_NET $HTTP_ PORTS ( msg : " ET MA L1.JARE Mind set Inte r ac t i ve Ad Ret r ieval" ; flm'i' : t o_se r ve r ,established ; u r icontent : "/ mindse t 5"; nocase; class t ype: 
t rojan-ac t i v i t y ; r ef er e nc e : u r l , 1,iww . mindset interactive. com; re f e r e nce: ur 1, doc . eme r gingthr eats . net / b i n/vi e N/Ma in / 2000594; r eference: u r l , wi-.'l.v . e mer gingthr eats . net / cgi-
b i n/ cvs1'i'eb . cgi / sigs / MA LL-IARE/MALL-IARE_Mi ndsetin t e r active; sid : 2000594 ; rev : 7; ) 

# by Matt Jon kma n, fr om spyware LP Data 

• 
a l e r t t cp $HOME_NET any -> $ EXTE RNA L_NET $HTTP_PORTS (msg :" ET MA LWARE Mi r a r sea r c h . com Spyi'i'a r e Post i ng Data"; flO\•l : established, t o_se r ve r ; uricon tent: " /v70mat ch . cg i ?" ; nocase ; 
urico ntent : "keyl =" ; nocase; uricontent : "&key2 =" ; noc ase; uricontent : "&matc h=" ; nocase; clas sty pe : t rojan-ac tiv i t y ; r efe r e nce : u r 1, doc . eme r g i ngthreats . net / bi n/v iei,1/Main/ 2003577; 
r ef e r e nce: ur l , M'IL>J . emer g i ngthreat s . net / cg i - b i n / cvs we b . cgi / s i gs /MALHARE/MALWARE_Mi r a r search . com; s i d : 2003 577; r e v : 3; ) 

# by Pedr o Ma ri nho 

• 
a l ert t cp $HOME_NET any -> $EXTE RNA L_NET $HTT P_PORTS (msg : " ET MALWARE Adwa r e-Mi ra r Repor ti ng ( BAR ) " ; f1 01'1 : t o_s e r ver ,establi shed ; u r ico ntent : "downl oad .cgi? BUILDNAME="; nocase ; 
urico ntent: "' &AFFI LIATE= "; uricont e nt : "&ID= " ; ur icontent : "&ERROR=0"; content: "I ed 0a I User -Agent I 3a l BAR"; c l asstype: policy - viola t ion; r eference : u r l , doc . eme r gingthreats . net / 2009234 ; 
r ef e r e nc e : ur l , Wlw . emerg ingthreats . net / cgi- b i n / cvs we b . cgi / s i gs /MALWARE/MALHARE_Mi ra r sea r c h . com; sid: 2009234; r e v : 3; ) 

#Matt Jonkma n 2/22 / 05 

a l e r t tcp $HOME_NET any - > $EXTE RNA L_N ET $HTT P _PORTS (msg: " ET MALWARE My - Sta t s . com Spywa re Chec k i n" ; f101" : establis hed , to_se r ve r; urico ntent: "/ ad - par t ne r / SelectCo nfi r m. php?" ; nocase; 
urico ntent: "dummy: " ; nocase ; c l asst ype : mise - activ i t y ; r e f erence : u r l , dc c . emerg i ngt hr ea t s . net/ bin /v iew/Main / 2001747; r ef e r ence: u r l , \'IL'l'IJ . emergi ngth r ea t s. ne t / cgi-
bin/ cvs1'i'eb . cgi / sigs / MA. LWARE/MALWARE_My -Stats . com; sid : 2001747; r e v : 7; ) 

#Matt Jonkma n 

• 
a l e r t t cp $HOME_NET any - > $EXTE RNA L_NET $HTTP_PORTS (msg:" ET MA LWARE MyGl oba l Sea rc h Spyware bar update " ; fl ow:establi shed ,to_ser ver; uricont ent : " / i mages/ my sea r c hbar/ h i ghlight " ; nocase ; 
c l ass t ype : t r o jan-ac t i v i t y ; r ef e r ence : url , dc c . eme r gingthreats . net / bin/v iew/Main/2003351 ; r e f e r e nce : ur 1 , wwN . eme r gingthr eats, net / cgi- b i n/ c vs 1>Je b . cg i / s i gs /MA LWARE/MALWARE_MyG l oba l Search; 
s i d : 2003351; r ev :3; ) 

#Matt J onkma n 

• 
a l e r t tc p $HOME_NET any - > $ EXTE RNA L_NET $HTTP_PORTS (msg : " ET MA LWARE MyGl oba l Sea r ch Spj'"l'i'are bar update 2" ; flO!',l: es t a blis he d , to_se rve r ; u r icont ent : "/ images / mysearchba r / customi ze " ; 
nocase; c l asstype : t r ojan-activity ; r ef e r e nce: ur l , doc . eme r g i ngthrea t s . net / bi n/v i ew/Main /2003352; r e f e r e nce : ur 1 , L'IWW . eme r g i ngthrea t s, net / cgi-
bin/ cvsweb . cgi / sigs /MA LWARE/ MALL-fARE_MyGl oba l Sea r c h; s id : 2003352; r e v : 3; ) 

#by Akas h Ma ha j a n 

• 
a l e r t t cp $HOME_NET any -> $ EXTE RNA L_NET $HTTP _PORTS (msg : " ET MALHARE Sea r s. com/ Kma r t . com My SHC Commu nity s pyNa r e dm',ln l oad"; fl m'i' : t o_serve r ,establishe d; co ntent: "GET " ; dept h :4; 
urico ntent: .. / CS e t u p_xp . ca b" ; c l ass t ype : t roj an - a ct i v i t y; r ef erence: url ,commun ity . ca . com / bl ogs/ secur itya dviso r / a r c h i ve/ 2007 / 12/ 20 / sears-com- j o in -the-communi t y -get- s py1>Ja r e. aspx; 
r e f e r e nce : ur l , Wl'IL>J . be ne delman .org / ne \',JS/ 010108- 1 . ht ml ; r e f e r e nce: ur l, doc . eme r gingth r eats. net / bin/v iewhtain/ 2007996; r efe r e nce : u r l , w,,•,w . eme r gingthreats . net / cg i -
bin/ cvs 1>Jeb . cg i / sigs / MA. LWARE/MALWARE_MySHC; s i d : 2007996; r ev : 2; ) 

#By Matt Jon kman 

• 
a l e r t t cp $HOME_NET any - > $ EXTE RNA L_NET $HTTP _PORTS (msg: " ET MA LWARE MySearchNow . com Spyi'i'a r e"; floi,, : t o_ se r ver , es t ablis hed; uri content : ••exe/ dn s . html " ; nocase; co ntent : "User-Agent I 3a I 
TPSys t em"; noca se; clas sty pe : t r o j a n-act i vi t y ; r eference: u r l , tnv1~ . mysearchn ow. com ; r ef e r ence: url , dcc. eme r gingthr eats. net / b in /v iew/Ma i n/ 2003221 ; r efe r e nce : url , Wl'IL>J . emer g i ngth r eats. net / cg i ­
bin/ cvs1'i'eb . cg i / sigs / MA LWARE/MALL-/ARE_MySearchnm, . com; s i d: 2003221 ; r ev : 4 ; ) 

#by matt jon kma n 

• 
a l ert t cp $HOME_NET any - > $EXTE RNA L_NET $HTTP _PORTS (msg : " ET MA LWARE MySideSearch . com Spy1>Ja r e I nstall " ; flow: establishe d, t o_se r ve r ; uricontent: " . php ?aff=my s i desear ch&act=ins ta ll " ; 
cont e nt: "I 0d 0a IUser-Agent I 3a I NSI SDL/1 . 2 (Moz i lla ) I 0d 0a I"; class t ype : t rojan-activ i t y ; r e f e r e nc e : ur 1 , doc . eme r g i ngthr eats , net / b in /v iew/Main/ 2008915; 
ref e r e nce : url , Wl'IL>J . emer gingth reats . net / cgi- b i n / cvs 1>Je b . cgi / s i gs /MALHARE/ MALWARE_MySideSea r ch . com; s id : 2008915; r ev : 3 ; ) 

#by : Jeremy Com~ay at s udosecu re. net 
#ref : 82bd65 bc lc0b2b6d2bc 599d1295a 3579 

a l e rt t c p $HOME_NET an y - > $EXTE RNA L_NET $HTT P_PORTS (ms g: " ET MA LWARE MySideSearch Br owser Optimi ze r " ; f l ow:esta blis hed,to_se r ver; cont ent :"GE T " ; dept h :4; cont e nt " l 0d 0a lUser­
Agent I 3a I NSI SDL/ 1 . 2 (Moz illa ) l0 d 0a l " ; nocase; urico ntent :". php?aff= " ; nocase; uricon t e nt : "&act:" ; nocase; class t y pe : t r o jan-ac t i v i t y ; 
r ef e r e nce : ur l , www . SPYl"a reremove . com/ r emove MySideSea r c h . ht ml ; ref e r e nce : u r l , WWL" . th r eatexper t . com/ th reats / adware- Nin32-mys ide sea r ch . ht ml ; 
r e f e r e nce : url , Wl'IL>J . pc t oo l s. com/ mrc / i nf ec t i ons / id / AdL'i'a re .MySi deSea r ch/ ; r ef erence : ur l ,dcc. eme r g ingth reats . ne t / 2009524; r e f e r e nc e : ur l , \'l'IM . emergingth r eat s. net / cgi­
bin/ cvsweb . cg i / sigs /MA. LWARE/ MALL-/ARE_MySideSearch . com; s i d : 2009524; re v : 4; ) 

#Submitted by Matt Jonkma n 

• 
a l e r t t cp $HOME_NET any - > $EXTE RNA L_NET $HTTP_PORTS (msg : " ET MALWARE My Sea r c h Bar I ns t a ll " ; flow: t o_s e r ve r ,establishe d; uricontent :" / mysetp . exe " ; nocase; class t ype: t roj a n- act i vity ; 
r ef e r e nce : ur l , Wl'IL>J . 2- s pywa r e . com/ pa r as i te -my - sea rc h- ba r . ht ml ; r e f e r e nce: url , doc . eme r g i ngthr eats, net / bin/v iew/Ma i n/ 2001040 ; r ef e r ence : u r 1, \'lWW . eme r g ingthr eats. ne t / cgi-
bin/ cvsweb . cgi / sigs /MA LWARE/MALWARE_My_Search_Bar ; s id : 2001040; r ev :8; ) 

#Submi tted by Matt Jonkma n 

• 
a l e r t t cp $HOME_NET any - > $EXTE RNA L_NET $HTTP_PORTS (msg : " ET MA LWARE My Search Spywa r e Config OOL',J n l oad" ; fl ow: to_se r ve r , e stablis hed; uricont ent:" / ms " ; nocase; uricont ent : "cfg. j s p ?" ; 
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uricontent : "v="; nocase ; pe r e: "/\/ms \ d \ d \ dcfg \ . j s p/ Ui " ; classtype: troj a n- ac t i v i t y ; r efe r ence : ur l , doc . emergingthreats . net / bi n/v i ew/ Ma i n/ 200 2839; 
ref e r e nce : u r 1 , ww1-.i . eme r gingth r eat s. ne t / cg i - b i n / cvs Neb . cgi / s i gs / MALWARE/ MALWARE_My _Sea r c h_Ba r ; sid : 200 2839 ; r ev : 5; ) 

#Submi t t ed by Mat t J onkma n 

• 
a l e r t tc p $HOME_NET a ny - > SEXTERNAL_NET SHTTP_PORTS (msg : " ET MALWARE MyWebSea r ch Too l ba r Recei v i ng Config ur ation"; flow: t o_se r ve r , establis hed ; u r icontent : "/ s peed ba r / my Speedba r Cf g"; 
nocase; c l asst ype: t r o j a n-activ i t y ; r efe r ence : ur 1 , doc . emerg i ngthr eats . net/ bin/v i ew/Ma i n/ 2000600 ; refe r ence : url , L>JLWJ . emergi ngthreats . ne t / cgi-
b i n/cvsweb . cgi / s i gs /MA L\.JARE/ MA LWARE_My_Web_ Toolba r ; sid ; 2000600 ; r ev ; 11 ; ) 

#Subm i t t ed by Matt J onkma n 

• 
a l e r t t c p $HOME_NET a ny - > SEXTERNAL_NET $HTT P_ PORTS (msg : " ET MA LWARE MyWe bSea r ch Too l ba r Tr aff ic ( ba r config dovm l oad ) "; flow: to_ se r ver ,established ; u r i co ntent : "/ barcfg . j sp? "; nocase ; 
cont e nt: "MyWe bSea r c hl.JB" ; nocase; clas s t y pe: t r o j an-activi t y ; r e f e r e nce : u r l , dcc. e me r gingthr eat s . ne t / b i n/v iew/ Ma i n/ 2002836; r efe r e nce: u r l , wi-M . emer g i ngthr ea t s . net/ cgi • 
b i n/ cvsweb . cgi / s i gs /MAUIARE / MALWARE _My_Web_Toolba r ; sid ; 200 2836; r ev : 6 ; ) 

#New, from s pywa r e listening post hit s 
#Matt Jonkma n 

• 
a l e r t t cp $HOME_NET a ny - > SEXTE RNA L_NET $HTT P _PORTS (msg : '"ET MALl,/ARE Myt,JebSea r ch Too l ba r Recei v i ng Conf i g 2" ; flo\1 : t o_se r ve r , es t ablis he d; uri content : "/ mySpeedba r Cfg2 . j s p"'; noc ase ; 
cont e nt : "MyWe bSea r c h" ; nocase ; c l a s stype: t r o j an-act i v i t y ; r efe r e ne e: url , doc , eme r g i ngt h r eats . net / b i n/v iei-.i/Main/ 2003222 ; re f e r e nce : u r l , wtn.1 . eme r g i ngt hr eat s. net / cg i -
b i n/ cvsweb . cgi / s i gs /MAUJARE / MALl,JARE_My_~1eb_ Tool bar ; sid ; 2003222; r ev : 5; ) 

#NevJ , from s pyi-Ja r e listening post h i ts 
#Matt Jonkma n 

• 
a l e r t t c p $HOME_NE T a ny - > $ EXTERNA L_NET $HTT P _ PORTS (msg : " ET MALl,/ARE MyWe bSea r ch Too l ba r Posting Act i vity Re port" ; flovl : t o_se r ve r , est a blishe d; u r i co nt e nt : " / j s p/ cfg_ r e d i r 2 . j s p? i d: " ; 
nocase; ur i co nt ent : " ur l =ht tp" ; noca se ; cla ss t ype: t roj an • activ i t y ; r e f e r ence : u r l , doc . e mer gi ngt hr e ats . net / b i n/vi ew/Ma in / 2003617; r efe r e nce: ur l , Yn:t't.1 . eme r gingt hr eat s. net / cg i • 
b i n/ cvsweb .cgi / s i gs /MAUJARE/ MAL\,/ARE_My_l\1eb_Toolba r ; sid ; 2003617; r ev : 5; ) 

#New, from s pywa r e listening pos t hit s 
#Matt Jonkma n 

• 
a l e r t t c p $HOME_NET any - > $ EXTE RNA L_NET $HTT P _ PORTS (msg : " ET MA Ll,/ARE Myt,Jay Spywa r e Posting Act i vity Re po r t · Dell Re l at ed" ; f1 01-J : t o_se r ve r , establis hed ; 
urico nt e nt: " / s c ript / bz DellHpDa t a . j s ?" ; nocase; c la sstype : t rojan-activ i t y ; r efe r ence : ur 1, doc . emer g i ngthr ea t s , net/ bin /v iew/Ma i n/2003621; r e f e r e nce : u r 1 , ww1-.i . eme r gingthr eat s . ne t / cgi­
b i n/ cvsweb . cgi / s i gs /MAUJARE/ MALWARE_My_~1eb _ Too l bar ; sid ; 2003621 ; r ev : 5; ) 

#Matt Jonkma n 

• 
a l e r t tc p $HOME_NE T a ny - > SEXTERNA L_NET $HTTP _ PORTS (msg : " ET MA Ll,/ARE New. net Spyware updating" ; flow: establis hed , to_ se r ve r ; u r icontent : " / downl oad/ Ne1...0ot Net /" ; nocase; 
ur ico nt e nt : " / up gr a de . cab? "; nocase; uri c ont en t : "upg"' " ; nocase ; u r i cont e nt : " ec= " ; nocase ; c lass t ype : t r o j an-acti v i t y ; r ef e r e nce : u r 1 , LV\Wl . new. net; 
r e f e r e nce : u r l , doc. eme r g ingth r eat s . net/ b i n/v iew/Main/ 2003240 ; r efer ence : ur l , WL>JL'l . emer g i ngthr eats . net / cgi - bin / c vs web . cgi / sigs / MALWARE / MALWARE_New. ne t ; s i d : 2003240; r ev : 3; ) 

#Matt Jonkma n 

• 
a l e r t t c p $HOME_NET a ny • > $ EXTERNA L_NET $HTTP _ PORTS (msg : " ET MA Ll,/ARE Nevl . net Spyi-Jare Check i n" ; fl avi : establishe d , to_se r ver ; uricontent : "/?ve r s i on=" ; nocase; u r i co nt e nt : " disca r d_tag=" ; 
nocase; ur icontent : " s ou r ce= " ; no case ; u r i c ont ent : "pt r =" ; nocase; uri content : "br =Ne1~Dot Net "; nocase; ur i content : "ec= " ; no case; e lasstype : t r o jan- activ i t y ; r ef e r e ne e: u r l , www. new, net; 
r e f e r e nce : u r 1 , doc. eme r gingthreat s . ne t / b i n/v iew/Main/ 2003241 ; r efer ence : ur l , ww.-.i . emer g i ngthr eats . net / cgi - bi n/ c vs web . cgi / s i gs / MALWARE / MALWARE_New. ne t ; s i d : 2003241 ; r ev :4; ) 

#Submi tt ed by Mat t J onkma n 

• 
a l e r t t c p $HOME_NET a ny • > $ EXTERNAL_NET $HTT P_PORTS (ms g : " ET MALl,/ARE Oen j i . com I ns t a ll " ; flo\~ : t o_se r ver , es ta blished ; u r i cont e nt: "' / Bund l ed/ Oemj ilns tall" ; noca se; clas s t ype : t r o j an -
ac t i v i t y ; refer ence : ur l ,doc. eme r gingthr eat s . net / b i n/v iei-J/ Ma i n/2001538; r efe r e nce: ur l , wvrw , eme r gingthr eats . net / cgi- bi n/ cvswe b . cg i / s i gs / MALI.JARE/MAU-IAR E_Oe mj i , com; sid : 2001538 ; r ev : 6; ) 

#Subm i tt ed by Mat t J onkma n 

• 
a l e r t t c p $HOME_NET any - > $ EXTERNA L_NET $HTTP _ PORTS (msg : " ET MALl,/ARE Spys potte r . com Access , Li ke l y Spy1-.ia r e " ; flow: t o_se r ve r , establi s hed; co ntent : "Host I 3a I"; nocase; de pt h : 400; 
cont e nt : " . oemji . com" ; wi t hi n : 25; d i stance : 1 ; c la sstype : t r o j an •activity ; r e f e r e nce : u r 1 , doc. eme rgingt h r eats. ne t / bi n/v i ew/Main/ 2001539 ; r efe r ence : ur l , WLwt . eme r g ingt hr ea t s . net/ cgi ­
b i n/ cvsweb . cgi / s i gs /MAUJARE/ MALWARE_Oemj i . com; sid : 2001539; r e v :9; ) 

#by Reg Qui nton 

• 
a l e r t tc p $HOME_NE T [0 : 20 , 22:24,26 : 464,466 : 586, 588:901 ,903 : 655 35 ] -> any any ( msg : " ET KALI.JARE Suspicious FTP 220 Banne r on Local Port ( - ) " ; fl ow:from_se r ver ,es t a blishe d ; cont e nt : " 220 - " ; 
de pt h : 4 ; c l ass t ype : non- stand a r d - pr ot oco l ; r efe r ence: url , doc. eme r g i ngth r eats . net / bin /v iew/Ma i n/ 2003055; r ef e r e nce : ur 1 , 1wm . eme r g i ngt hr eats. ne t / cgi-
b i n/ cvsweb . cgi / s i gs /MA L~JARE/ MALWARE _Off _Po r t _FTP; s i d; 2003055; r ev : 10; ) 

#by Reg Qu in ton 

• 
a l e r t tc p $HOME_NET [0 : 20 , 22: 24 ,26 : 138 , 140 :444 , 446 :464 , 466 : 586, 588 :901, 903: 1432 , 1434 :65535 ] - > a ny a ny ( msg : " ET MALI-JARE Sus picio us FTP 220 Ba nn e r o n l oca l Po r t ( s pa c ed) " ; 
flow: from_se r ve r • establis he d; co ntent: " 220 " ; dept h: 4 ; c l asstype: non- s t anda r d- p r o toco l ; r e f e r e nce: u r 1, doc . eme r gingthr eat s. ne t / 2011124; r efe r e nce : u r 1 , Wl'iL'l . eme r gingthr eat s. ne t / cgi ­
b i n/ cvsweb . cgi / s i gs /MA L\.JARE/ MA LWARE_Off _Po r t _FTP; s i d; 2011124 ; r ev : 11 ; ) 

#Submi tt ed by Matt J onkma n 

• 
a l e r t t c p $HOME_NET a ny - > $ EXTERNAL_NET $HTTP_ PORTS (msg : " ET MA Ll,/ARE Offe rOptimizer . com Spyv1a r e " ; fl 01-J : t o_ se rve r ,es t ablis hed; uricontent: " / ct x/ ke yword_cont e xt . php ?" ; noca se; 
uricontent : " ur l Context .:http" ; no ca s e ; e lassty pe : po l icy -violation; r ef e r e nc e : ur 1, w1•1N . of f er opt i mizer. com; r efe r e nc e : ur 1, doc, eme r gi ngth r eats. net / b i n/v iew/Main/ 2001341 ; 
refe r e nce: u r 1 , l'Ml>l . eme r g i ngth r eat s . net/ cg i - b i n / cvs we b . cgi / s i gs / MA Ll,/ARE/ MALWARE_Off er _Optimize r ; sid : 2001341 ; r ev : 9 ; ) 

#by Will Met calf 

• 
a l e r t t c p $HOME_NET a ny • > $ EXTE RNA L_NET $HTT P _ PORTS (msg : " ET MA Ll,/ARE OneS t epSear ch Host Act i vity" ; f1 01-.i : t o_se r ve r ,esta bli shed ; c ont e nt : "GE T " ; de pt h : 4; co ntent ! " I 0d0a I host I 3a I 
upg r a de . onestepsea r ch , net"; nocase; c l asst ype : t r o j a n -ac t i v i t y ; r efe r ence : ur l , doc. eme rgingthr eats . net / bi n/v ie\-J/ Ma i n/ 2007855; r e f e r e nce : ur l ,Lwtw , eme r g ingt h reats . net / cg i ­
b i n/ cvsweb . cgi / s i gs /MAUJARE / MALl,JARE_One s tepsea r ch; sid : 2007855 ; r e v : 3; ) 

#By Matt Jonkma n 

• 
a l e r t t c p $HOME_NET a ny • > $ EXTERNA L_NET $HTT P_PORTS (msg : '"ET MA LWARE Out Bl az e . com Spywa r e Ac t i v i t y" ; flow: t o_ se r ve r , esta bli she d; u r i c ontent : " / sc rip t s / ad poppe r /we bse r v i ce . main" ; 
nocase; c l asstype: t roj a n -ac t i v i t y ; r efe r e nce : ur l , doc. eme rgingth r eat s . net / bi n/v ie\1/Mai n/ 2002044 ; r efe r e nce : ur l , LWIW , eme rgingthr ea t s . net / cgi-
b i n/ cvsweb . cgi / sigs /MA L\.JARE/ MA Ll,JARE_Out bl aze. com; sid: 200 2044 ; r ev :4 ; ) 

#By Matt Jonkma n 

• 
a l e r t tcp $HOME_NE T a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg : " ET MALWARE Outerinfo . c om Spywar e I ns t a ll" ; flow: to_se r ve r , esta bli she d; uri cont e nt : " / c t xad - " ; noca se; pc r e: " / c t xad -
\ d+\ . s i g/ Ui " ; classtype : t r o j a n- act i v i t y ; r eference: ur 1, doc . eme r g i ngthreats . net / bi n/v iew/Ma i n/200149S; r efe r e nce : ur l , LWIW . eme rgingthr eats. ne t / cgi-
b i n/ cvs l~eb . cgi / s i gs /MA L\.JARE/ MA LWARE_Outeri nfo . c om ; s i d : 2001495; r e v : 8; ) 

#By Matt Jonkma n 

• 
a l e r t tcp $HOME_NET a ny - > $ EXTERNAL_NET $HTT P _ PORTS (msg : " ET MALWARE Dut erinfo . c om Spywar e Adve r tising Camp a i gn Downl oa d"; flow: t o_se r ve r , e s t ablis hed ; uri content : "/ c ampaigns"; nocas e ; 
content: "oute r i nfo. com" ; nocase ; c l as sty pe : t r o j a n-activ i t y ; r efer ence : ur l ,doc . emer g i ngthr eat s . net / bi n/vi ew/Ma i n/ 2001496 ; r e f e r ence : u r l , 1-Ml-i . eme r gingthr eats . net/ cg i -
b i n/ cvsweb . cgi / s i gs /MA Lt,JARE/ MA LWARE_Out e rinfo . c om ; sid : 2001496; r e v : 5; ) 

#By Matt Jonkma n 

• 
a l e r t t cp $HOME_NET a ny - > SEXTE RNAL_NET $HTT P_PORTS (msg : " ET MA LWARE Dut erinfo.c om Spywar e Activity" ; flow: t o_se r ve r , e s ta b l i s hed ; co nt e nt: "Host l 3a l c amp aigns . o ut e r i nfo. com" ; nocase; 
e l asstype: t r o j an-acti v i t y ; r efe r e nce : u r l , do c . emergingt h r eats. ne t / bi n/v i ew/Main / 2001497; r efere nce : ur l , WLwt . eme r g i ngth r eats . net/ cgi-b i n/ cvswe b . cgi/ s i gs/ MALWARE/ MALI-JARE_Oute rinfo . com; 
s i d : 2001497; r e v :6; ) 

#Matt j onkma n, from s pyvla r e l p data 

• 
a l e r t t c p $HOME_NET a ny - > $ EXT ERNA L_NET $HTT P_PORTS (msg : " ET MA LL,/ARE Dut eri nfo.c om Spywar e Chec k i n" ; flow: t o_ se r ve r , esta bli shed; u r i c ont ent : " / notify . php ?"; nocase ; uri content : " pi d : " ; 
nocase; ur icont ent : "&modu l e: "; noca se ; uri con tent: "&v: " ; nocase; uri content : "&r es ul t : " ; nocase; ur icont ent : "&mes sage=" ; nocase; content : "out e ri nf o . com" ; noca se ; c l ass t ype: t r o j an-
ac t i v i t y ; refe r ence : ur l , doc. eme r gingthr eat s . net / b i n/v iew/ Main/2003426; r e f e r e nce : ur 1, ~rww , eme r gingth r eat s. net / cgi- bin/ cvswe b . cg i / s i gs / MALWARE/MAU-IAR E_Oute r i nfo . com; sid : 2003426; r ev : 3 ; ) 

#Submitted by Chri s No r t o n 

• 
#ale r t t cp $HOM E_NET any -> $EXTER NAL_NET $HTT P _PORTS (msg : " ET MALWARE Ove r pr o Spyi~a r e Bund l e I nstall " ; flow : to_se r ve r , establi s he d; co nt ent : " Ho st I 3a I dovm l oa d . ove r p r o .com"; nocase; 
pe r e: " / ( GET I GET ( ht t p I ht tps ) \ : \/\/ [ • 0 • 9a- z . ] • ) \/1.J ildApp \ . c ab / i"; classty pe : t r o j an - activity; r e f e r e nce: ur 1, l'iL..-W . vi ilda r cade . c om; 
r e f e r e nce: u r l , doc. eme r gingth r eat s. net/ b i n/v iew/Main/ 2001444 ; r ef e r ence : ur l , wiv-.-.i . emer g i ngthr eats, net / cgi - bin / c vs L~eb . cgi / sigs / MALWARE / MALWARE_Ove r pr o ; s i d : 2001444; r ev : 11 ; ) 
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#By Matt Jonkman 

• 
#a l e r t t cp $HO"\E_NE T any -> $ EXTE RNA L_NET $HTTP_PORTS (msg :"ET MALWARE Ov e r p r o Spywa r e Games"; flovi : t o_serve r ,established ; u r i cont e nt: "/ b l oc ks / b l aster b l oc ks " ; nocase; classtype : 
t r o j a n - ac t i v i t y ; r eference ! u r 1, securi t y r es ponse . s yma ntec . com/ avcente r /venc/ data / ad1"a r e . ove rp r o . ht ml ; r efe r ene e : ur 1, doc . e me r g ingthreat s . ne t / b in /v i ew/Main/ 2001459 ; 
ref e r e nce: u r l , WL<l\'I . eme r gingth reats, net / cgi -b i n / cvs1-1eb . cgi / sigs / MALl,JARE/ MALWARE_Over p r o; s i d : 2001459; rev :9;) 

#By Matt Jonkman 

• 
#a l e r t t c p $HO"\E_N ET any - > $ EXTERNA L_NET $HTT P _PORTS (msg : " ET MAU.JARE Ov e r p r o Spywa r e I nsta ll Re po r t " ; flow: to_se r ve r , es t ablis hed; uricontent : " / p r oces s l nstall . as px" ; nocase; 
c l asstype: t rojan - ac ti vity ; r efe r ence : url , sec ur i t yr esponse. symantec. com/ a vcente r /venc / dat a / a dware. ove r pr o . ht ml ; r eference : ur l , doc. eme r gingth r ea t s . net / b i n/v iei-1/Main / 2002017; 
ref e r e nce: u r 1 , WL"'" · emergingth reats . net / cgi - b i n / cvs1-1eb . cgi / sigs / MA LLtJARE/ MALWARE_Ove r pro; s i d: 2002017; r ev : 7 ; ) 

# by j e r emy at sudosecur e 
# r ef: 4Bba8bfec f 840fc9a5f 8ff2e22545 2a7 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNAL_ NE T $HTT P_ PORTS (msg : "ET MA LL,JARE EMO/ PCPrivacyCl ea ner Ro ugue Secui r t y App GET Che ckin " ; flow:est a bli shed,to_ server; content:"GET "; depth :4 ; 
uricontent : " ac t i on=" ; nocase; u r i content : " add t= " ; nocase; u r icontent : "pc I 5F I id= " ; nocase; uricontent : "abbr =" ; nocase; c l asstype: troj a n -act i vity ; 
r e f e r e nce: u r l , WL<l\'I , s pywa resigna t ur es . com/ de t ai ls / pcp r i vac yc l ea ne r . pdf ; refere nce: ur 1 , doc. eme rgingthr ea t s. net/ bi n/v iew/ Ma i n/ 2008456; r ef e r e nce : ur l, vNrw . eme rgingt hr ea t s . net / cgi­
bin/ cvswe b . cgi/ sigs/MA L\.JARE/ MALWARE_PCPr i vacyclea ne r ; sid : 2008456; r ev : 3; ) 

#Matt Jonkma n f r om SpyL'la r e Lis t e ning Pos t Da t a 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNA L_NE T $HTT P_PORTS (msg : " ET MA L\.JARE Pacimedi a Spywa r e l " ; flow: t o_serve r ,est a blished; uricontent: "/ mc p/ mc p .cgi" ; classty pe : trojan-activ i ty ; 
r e f e r e nce: u r l , doc . eme r gingthreats . net/ bin/v i ew/Main/ 2002083; r e f e r ence: ur 1 , www . eme r g i ngthreats . net/ cgi -bin / c vsweb . cgi / s igs / MAU JARE/ MALl-.!ARE_Pacimed i a; sid: 2002083; r e v : 4; ) 

#Matt Jonkma n fr om Spywa r e Lis t e ning Pos t Da t a 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNA L_NE T $HTTP_PORTS (msg:" ET MAL\.JARE Pacimed i a Spywa r e 2" ; flow: to_se r ve r ,establis he d; ur icont ent : "/xml / c hec k . php? "; noc ase; ur icontent: "u="; nocase; 
c l asst ype: policy- v i ol a tion; r eference : ur l , do c. eme rgingt hr eats . net / bin/vi ew/ Ma i n/ 2002194 ; r efe r e nce: ur l , 1w,w , eme rgingt h reats . net / cgi- b i n/ c vs v, eb . cg i / sigs /MALWARE/ MAUJAR E_Pac i me dia; 
s i d : 2002194; r ev : 6; ) 

# l ovely f a ke av package at pcdoc.co . kr 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg : " ET USER_AG ENTS PCDoc.co. kr Fake AV Use r -Age nt ( PCDocll )" ; flow: establishe d,to_ se r ve r ; co ntent : " l0 d 0a l Use r -Agent l3a l PCDoc " ; 
c lasstype: t r o j an-ac t i v i t y ; ref e r e nce: u r 1 , doc. emer g ingthr eat s. net / bin /v iew/Ma i n/ 2007786; re f e r e nce: u r 1,www . emergingthreats , net / cgi -b i n/ cvs 1-1e b . cgi / sigs /MA L\.JARE/ MALWARE_Pcdoc . co . kr; 
s i d : 2007786; r ev :4; ) 

# l ove l y f a ke av package at pcdoc.co . kr 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNAL_N ET $HTT P _PORTS (msg : " ET USER_AGENTS PCDoc. co. kr Fake AV Use r -Age nt (my pcdoc t or ) " ; fl ow:establis hed , to_se r ve r ; cont ent : " l0d 0a I User -Agent I 3a I 
mypcdoc " ; classtype ! t roja n-activ i t y; r e f er ence : ur 1, doc . eme r gingt hr eat s . net / b i n/v ie\"/Main/ 2007804 ; r eference : ur l ,~. eme r gingth r ea t s . net / cg i -
b i n/ cvs \"e b . cg i / sigs/MA LHARE/ MAL\.JARE_Pcdoc .co. kr ; sid : 2007804 ; r ev: 3; ) 

#Submi tt e d by Chri s Norto n 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNA L_NE T $HTTP _PORTS (msg: "ET MA L\.JARE Peo pl eOnPage I ns tall "; fl m-1 : t o_se r ve r, e s t a blis hed ; urico ntent : " / i nsta ll / pop"; nocase; class t ype: policy -v i olation ; 
ref e r e nce: u r l , WL'll'I . peop l eo npage. com; r efe r e nce : ur l ,1-1ww . sa f e r - netNor king .or g/ e n/ t hr eat s / 602. html; r efe r e nce : ur l , doc. eme r g i ngt hr eats. net / bi n/v iew/Ma i n / 2001445 ; 
ref e r e nce: u r 1 , WL"'" · emergingth reats . net / cgi -bin / cv s1-1eb . cgi / s igs / MA LLtJARE / MALWARE_Peopl eonPage; s i d : 2001445 ; r ev : 10; ) 

#Submi tt e d by Chr i s Norto n 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg : " ET MA L\.JARE Peo pl eOnPage Pi ng"; flow: to_se r ver , establ i s hed ; co ntent : "Host l 3a l s r v . peop l eonpage .com" ; nocase; pc r e : " /( POST 
I POST (ht t p I https ) \ : \/\/ [ -0-9a- z . ] •) \/ s \/ 1 \/fir s t ping/ i " ; cla s stype: policy - v i olation; r e f e r e nce : ur l , wwL-1 , peo pl eonpage . com; r efe r ence : ur l , www . sa f e r - ne b o r ki ng . o r g / en/ t hr eat s / 602. ht ml ; 
ref e r e nce: u r l ,doc . emergingth reats . net / bin/v i ew/Ma i n/2001446; r e f e r ence : ur 1 , WL'IL,. . eme r g i ngth r eats. net/ cg i - bin / c vs L-1eb . cgi / sigs /MALWARE/ MALWARE_Peo pl eonPage; sid : 2001446; r ev : 9; ) 

#by: Jeremy Conway at sudosecu r e . net 
# r ef: a9036ae5d9bb8e3c 53d5e0126d448dl d 

a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NE T $HTTP _ PORTS (msg : " ET MAL~JARE Adware P l u s □ream - GET Config Downl oad / Update " ; flow: establi shed , to_ se r ver ; content : "GET "; depth :4; 
u r icont ent : " . php ?ki nd =" ; noca se; uricontent : "&pi d:." ; nocase; u r icont ent: "&ve r :." ; nocase; u r i co nt e nt: "&add r esse s= " ; nocase; ur icont ent : "&hdmaci d="; nocase; c l asst ype: t rojan-activi t y; 
r e f e r e nce: u r l , doc . eme r gingth reats . net/ 2009712; r e f e r ence : ur 1, WL<l\'I . eme r gingthreats . ne t / cgi • bin/ cvsweb . cgi / s i gs /MA LWARE/ MALWARE_PlusD r eam; s i d: 2009712; r e v : 2; ) 

#Submi t t ed by Ma t t Jonkma n 

• 
a l ert tc p $HOME_NET a ny - > $ EXTE RNAL_NET $HTT P_ PORTS (msg : " ET MA L\.JARE Popupt r affi c.com Bot Re porting" ; flow: t o_ se r ve r , establi s hed; u r icontent : " / sc ri pt s / click . ph p?" ; nocase ; 
uricont ent : " hid =" ; cla ssty pe: policy-v i o l a tio n; ref e r e nc e : u r l, popu pt r aff i c. com; re f e r e nce : ur 1, doc . eme r gingthr eat s. ne t / b i n/v iew/Ha i n/ 2000577; r ef e r e nce: u r l , WI-M . em erg i ngt hr eat s. net/ cgi­
b i n/ cvswe b . cgi / sigs/MA LHARE/ MALWARE_Popupt raffic . com_Repo r t i ng; si d : 2000577; r ev : 8; ) 

#By Matt Jonkman f r om spywa r e listening pos t data 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNAL_ NE T $HTT P_ PORTS (msg : " ET MA LL,JARE Privac yp rotector . com Fake Anti -Spywa r e I nstall " ; f101" : t o_se r ve r , es t a blished ; 
uricontent : " / pr i vac yprot ectorf reesetup . exe"; nocase ; classt ype: t r o jan-act i vi t y ; r efe r e nce : ur l , doc . eme r gingthr eat s . ne t / b i n/v iew/Ha i n/ 2003547; r efe r e nce: u r l , wi..-.-1 . emergingthr eats. net/ cgi­
bin/cvswe b. cg i / s i gs/MA LHARE/MALWARE_Pr i vac yp r otec t o r . com ; sid : 2003547 ; r e v : 3; ) 

#By Matt Jonkman f r om spyt,are listeni ng pos t da ta 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNAL_NET $HTTP_ PORTS (msg : " ET MAL\.JARE Privac ypr o tec t o r . com Fake Anti-SpY1-1a r e Chec kin " ; fl 01" : t o_se r ve r , established ; uricontent : "/ ?actio n=" ; nocase; 
uricont ent : "&t ype ="; nocase; u r i content : "&pc_i d =" ; nocase; ur i cont ent: "&a bbr =" ; nocase; cla sstype : troj a n-act i vity ; r ef e r e nce: u r 1 , doc .emergi ngthr eats. net / b i n/v i ew/Ma i n/2003548 ; 
ref e r e nce : u r 1,WL<JW . eme r gingth reats . net/ c gi - b i n/ cvs web . cgi / s i gs / MAL~JARE / MALWARE_Pr i va cypr ot ecto r . com; sid: 2003548; r e v ! 3; ) 

#sto r agegua rdsof t . com also re l ated , same installe r , s i mi l ar hosts 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNAL_N ET $HTTP _ PORTS (msg: "ET MAL\.JARE AVSystemcar e. com. com Fake Ant i -Vi r us Produc t " ; flow: es t a blished , t o_ se r ve r ; ur i content : "?pr o t o=" ; nocase; 
uricont ent: "&re=" ; nocase; urico ntent: "&v=" ; nocase; uricontent : "&a bb r =" ; nocase ; urico nt e nt: "&pl atfor m=" ; nocase; ur i co ntent: "&os _ve r s i on=" ; nocase; u r icontent : "&a c=" ; nocase ; 
uricontent : "&a ppi d: " ; nocase; u r icontent : " &em: "; nocase; ur icontent: "&pcid: " ; nocase ; clas sty pe : t r o j a n-activ i t y; r efe r e nce: ur l , doc . eme r gingt hr eats. net / b i n /v i e i-1/Ma in/ 2007664 ; 
r e f e r e nce: u r 1,WLwi . eme r g i ngth reats , net/ cgi -bin / cvs 1-1eb . cgi / sigs / MA L~JARE / MALWARE_Privac yprot ec t o r . com; s i d : 2007664; r e v : 3; ) 

#Submi tted by John St eL~a r t, 2/ 23 / 2005 

• 
a l ert t cp $HOME_NET a ny - > any $HTTP _PORTS ( msg : " ET MALl~ARE Pyni x. dll BHO Activ ity" ; flow: establi she d , to_se r ve r ; uricontent : "ABETTE RI NTE RN ET. EX E" ; nocase; u r i co nt ent: " bho: PYfU X. DLL " ; 
nocase; c l ass t ype : t roj a n -ac t i v i t y ; r efe r e nce : ur 1, wvrw . pyn i x. com; refe r e ne e: u r 1, doc. emergi ngt h r eats. ne t / b i n /v i eL'I/Main/ 2001748 ; r e f e r e nce : u r l , www . emergi ngth r eats . net / cgi-
bin/ cvswe b . cgi/ sigs/MA L\.JARE / MALWARE_Pyni x; sid : 2001748; r ev : 5 ; ) 

#by Matt Jonkman 

• 
a l e r t tcp $HOME_NET a ny - > $ EXTERNAL_NE T $HTT P_PORTS (msg:" ET MAL L,JARE Rab i o Spywa r e/ Adwa r e I nitial Regi s t ration"; flO L'l :est a bli s hed , t o_serve r ; dsi?e : <200; co nt e nt : "POST " ; de pt h :5 ; 
content : "I 0d 0a e d 0a I REGI STER l7c I"; pe r e : "/ REGISTE R\ x7c \ d+ \x7c \d+ \x7c \ d+ \x7c \d +/" ; class t ype : t ro j a n - act i vity ; r efe r ence : url , vNn·i. spy11,a r eguide . com/ pro duct_s how . ph p ?i d=3770; 
ref e r e nce: u r l , WL,iw . r a bi o. c om; r eference : ur l , do c. eme rgingthr eats . net / bin/view/ Ma i n/ 2007820; refe r e nce: ur l ,LWIW, eme rgi ngt h r e at s . net / cgi- bin / c vs 11,e b . cg i / sigs /MALWARE/ MAUJARE_Ra bio; 
s i d: 2007820; r ev :2; ) 

#by Matt Jonkman 

• 
a l e r t tcp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (msg : "ET MA L\.JARE Rabi o.com Re l ated Ad1-1a r e / Spyviare User-Agent ( HTTP_CONNECT_2) " ; f1 01~ :established , t o_ser ve r ; cont e nt : " l0d 0a iUse r -
Agent I 3a I HTTP_ Connect _ " ; classty pe : t r o j an-activ i t y ; r ef e r e nce: u r l , doc . emerg i ngt hr eats. net / b i n/v i evi/Ma i n/2007821; r e f e r e nce: u r l , \..-...-.-1 . eme r gingthr eats . net / cgi-
bin/ cvswe b . cgi/ sigs/MA L\.JARE/ MALWARE_Rabi o; sid: 2007821; r ev : 3 ; ) 

#Updated by Jona t han Mine r 

• 
a l e r t tcp $HOME_NET a ny - > $ EXTE RNA L_ NE T $HTT P_ PORTS (msg : " ET MALL,JARE r cprog r ams"; f1011: to_se r ve r , es t a blis hed ; cont ent : " upda t e . rcp r og r ams . com" ; nocase ; class t ype: trojan- activ i ty; 
ref e r e nce: u r 1, sa r c . com/ avce nte r /ve nc/ data/ adwar e . r c pro gr ams . html ; r e f e r ence : ur l , doc . eme r gi ngthr eat s. ne t / b in/vi e i-1/Ha in/ 2000024; r ef e r e nce: u r l , 11n-.,,.~ . emer gingt hr eats. net / cgi­
bin/ cvswe b . cg i / sigs/MA LHAR E/ MALWARE_Rc pr og r ams ; sid : 2000024; r e v :7; ) 

#Submi tte d by Matt Jonkma n 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNA L_N ET $HTTP_ PORTS (msg : " ET MA L\.JARE Rdx r p . com Tr affic" ; flow: to_se r ve r , es t ablis hed ; uricontent : "/ r d xr0 20304 . dat"; nocase; class t ype : t ro j a n -ac t i vity; 
ref e r e nce: u r l , doc . eme r gingth reats, net / b in/v i ew/Main/ 2001311 ; r e f e r ence: ur 1 , \'i\'1\'I , eme r g i ngth r eats. ne t / cg i - b i n / c vs L'leb . cgi / s i gs / MAL\.JARE/ MALI-JARE_Rdxr p. com; sid: 2001311 ; r e v : 5; ) 
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#Submitted by Matt J onkman 
# 
a l e r t tc p $HOME_NE T a ny - > $EXTERHA L_NET $HTTP_PORTS (msg:"ET MAL\.JARE Rdx r p .com Tr affic (Generi c ) " ; flm'il : t o_se r ve r, establi shed ; urico ntent : " / r dxr"; noc ase; uri co ntent :" . dat"; nocase; 
c l a ss t ype : t r o j a n- acti v i t y ; ref e r ence: ur l ,doc . eme rgingt h r eat s . net/ bi n/v iew/Ma in /2001312; r ef e r e nce: u r 1, 1vww . emergingthrea t s . net/ cgi - bin / cvswe b . cgi/ s i gs/MALI.JARE/MAUJAR E_Rdxr p . com; 
s i d : 2001312; r ev : 5 ; ) 

#they r un a l ot of casino online games 
#matt j onkma n, re f5e2b1706a3e0e6d34e70677a6e952a6 

• 
a l e r t t cp $HOME_NE T a ny -> $EXTERHAL_NET 20000 (msg:" ET MALWARE Rea lt imegami ng . com Online Casino Spyware Gami ng Chec k i n" ; flow:established,to_ server; dsize:<30; conten t " 143 01 00 1" ; 
dept h :4; cont ent: "Cas i no"'; noc ase; c l as s t y pe : t r oj a n- ac tiv i t y ; r e f e r ence: u r 1 , doc. eme rgingth r ea t s . net/ bin/v iew/Ma i n/ 2008402; r ef e r e nce : url , www . eme rgingth r ea t s. net/ cgi -
b i n/ cvsweb . cgi / s i gs / MAUIARE/MAL\.JARE_Rea lt i megami ng . com; s id: 2008402; r ev : 3; ) 

#Submi tted by Matt Jonkma n 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NET $HTTP _ PORTS (ms g: " ET MAL\.lARE Reg n0\-1 . com Ac cess"; flow: t o_ se rve r , es t a blished; uri content : "/ soft sell /v i s i to r . cgi ?"; nocase; 
u r icontent : " affilia te : "; nocase; c l as sty pe: t roja n-ac t i v i t y ; r ef erence: ur l , \'IWW . r egno~, . com; r efe r ence: ur l , doc. emergingthrea t s . ne t / b i n/v iew/Main/2001223; 
r efe r e nce : u r 1, M>J\-i . eme r gingth reats . net/ cgi- bin/ cvs 1-ieb . cgi / sigs /MAL\.JARE/MALWARE_Regno1,i . com; sid : 2001223 ; rev : 7; ) 

#Subm i tted by Matt J onkma n 
# 
a l e r t tc p $HOME_NE T a ny - > $EXTERHAL_NET $HTT P_PORTS (msg:" ET MAL\.JARE Reg nOl-1 . com Game house . com Access " ; flow : t o_se r ver,establis hed; ur icontent : " / affiliates / templ ate . jsp?" ; nocase; 
u r i con t ent : "AI D=" ; nocase; class t ype : troj an- activ i t y ; r e fe r ence: u r 1 , M'ilW . gameho use. com; refe ren ce: ur l , doc . eme r g ingthreats . ne t / bi n/v i ew/Ma i n/ 2001224; 
r efe r e nce : u r l , M>J\-i . eme r gingthreats , net / cgi- bi n/ cvs 1\leb . cgi / sigs /MALWARE/MALWARE_Regnow. com; sid : 2001224 ; r e v : 7; ) 

#Submitted by Matt Jonkma n 
# 

a l e r t t cp $HOME_NET a ny -> $ EXTE RNA L_NET $HTT P_PORTS (msg:" ET MA LWARE Salongas In f ection " ; flow: to_server,establishe d; uri content:" / s p . htm? i d=" ; c l asstype: t roj a n-ac t i v i ty; 
r efe r e nce : ur 1 , doc . eme r gingth r eat s, net / b in /v iew/Ma i n/2000601 ; r ef erence: ur l , wwN . eme r gingthr eats . net / cg i - b i n/ cvs 1ve b . cgi / s igs /MAL\.IARE/ MALWARE_Sa l ongas; s i d : 2000601; r ev : 5; ) 

#Natt Jonkma n 
# 

a l e r t t cp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P _PORTS (ms g: " ET MALWARE Sea r ch Re l e va ncy Spyware"; flow: establi she d , to_se r ve r ; uricontent : "/ Sea r chRe l eva ncy/ SearchRe l e vancy . dll" ; nocase; 
c l ass t ype: t r o j a n- acti v i t y ; r e f e r ence : url , sec uri t y r e s ponse . syrnantec. c om/ a vce nte r /ve nc/ data / spywa re. r e l e va ncy . ht ml; r eference: u r 1 , doc .emer gingthr eats . net/ b i n/v iew/Main/ 2001696; 
r efe r e nce : u r l , www . eme r gingthreats . net / cgi- bin / cvs web . cgi/ sigs /MAL\.lARE/MALWARE_SearchRe l eva ncy ; s i d: 2001696; r e v : 8; ) 

#By Matt Jonkrnan frorn Lis t en i ng Pos t Da t a 
# 
a l e r t t cp $HOME_NE T a ny - > $EXTERNAL_NET $HTTP _PORTS ( rns g: " ET MA L\.JARE Sea r chfeed . com Spywa r e l" ; flow: t o_ s er ve r , e s t a blis hed; uricontent : "/ r d/ Cl k . j sp"; classtype: t r oj an-activ i t y ; 
r efe r e nce : u r 1 , Mw, . sea r c hf eed . com; r efe r e nce : ur 1, doc . emer gingth reat s . net / b in/view/Ma in/ 2002296; r eferenc e : ur l , WL>J\~ . emergingth reats. ne t / cgi-
b i n/ cvsweb. cgi / sigs / MAL\.IARE / MALWARE_Sea r chfee d. com; s id : 2002296; re v : 6 ; ) 

#By Mat t Jonkrnan fr om Lis t en ing Post Da t a 
# 
a l e r t t cp $HOME_NE T a ny - > $EXTERHAL_NET $HTT P _ PORTS (msg : "ET MAL\.JARE Sea r chf e e d . com Spy.,;a r e 2"; flow: t o_se r ve r , established; uri content : "/ r d/ feed/Text Feed . j sp" ; clas stype: t r oj an­
act i v i t y ; re fe r e nce: ur l , ~iww . sea r chfeed . com; r ef er e nce: ur l , doc. eme r gingthr eats. net / b i n/v i ei"/Ma i n/ 2002297; r eference ! ur l , wwvt . eme r gingthrea ts . net / cgi-
b i n/ cvsweb . cgi / sigs / MALWA RE /MAL\.JARE_Searchf eed. com; s i d : 2002297; r ev : 4 ; ) 

#By Matt Jonkrnan f r om Lis t en i ng Post Da t a 
# 
a l e r t tc p $HOME_NET a ny -> $EXTERNA L_NET $HTTP _PORTS (ms g: " ET MA LWARE Searchf eed. com Spy.va r e 3"; flow: t o_ se r ve r , established; uricontent : "/ r d/ fe ed/ XMLFeed . jsp" ; cla ss t ype : tro j a n­
act i v i t y ; r e f e r e nce: ur 1, viww . sea r c hfeed , com; r ef er ence: ur l , doc . emergi ngthr eats. net / b i n/v i ei-1/Main/ 2002298 ; r eference: url , www .emergi ngth r eats. net / cgi-
b i n/ cvswe b . cgi / sigs /MA LWA RE / MALWARE_Sea r chfee d . com; s id : 2002298; re v : 4; ) 

# By Matt Jonkrnan frorn Li s t en ing Pos t Da t a 
# 
a l ert tc p $HOME_NET a ny - > $EXTERHAL_NET $HTTP _ PORTS ( rnsg: "ET MAL\.JARE Sea r chfee d . com Spy.-1a r e 4" ; flow: to_se r ve r , established; uricontent : "/ r d/ feed/ J avaSc ri pt Feed . jsp" ; cla sstype : 
t r ojan- ac t i v i t y ; refe r e nce : u r 1, ~,ww . searchfeed . com; r eference: url , doc. emergi ngt hr e at s . net / b in/vie l-i/Ma i n/ 2002299 ; r efer ence: u r l , wr,w . eme r gingthreat s . ne t / cg i -
b i n/ cvsweb. cgi / sigs / MA L\.IAR E/MALWARE_Sea r chfeed. com; s id : 2002299; re v : 4 ; ) 

#By Matt Jonkrnan f r om Lis t en i ng Pos t Da t a 
# 

a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTTP _ PORTS (msg: "ET MALWARE Sea r chfeed. com Spy.,;a r e 5"; flow: to_se r ve r , established; uri content : "/rd/ feed/JavaSc r i pt FeedSE . j sp" ; c lass t ype : 
t r ojan-act i v i t y ; refe r e nce : u r l , www . sea r c hfeed . com; ref e r e nc e: u r l , doc . emergi ngthr eats . net / b i n/v ie l'il/Ma i n/ 2002300 ; r eference: u r l , 'dl'll-1 . eme r gingth r eats . net / cgi-
b i n/ cvs1,;eb . cgi / s igs / MA LWARE /MAL\.JARE_Sea r chfee d . com; s id : 2002300; r ev : 4 ; ) 

#By Matt Jonkrnan f r orn Lis t en ing Pos t Da t a 
# 
a l e r t tc p $HOME_NE T a ny - > $ EXTE RNA L_NET $HTTP _PORTS (msg: " ET MALWARE Sea r chfee d . com Spy.va r e 6"; flow: to_ serve r , es t ablished; uricontent : "/ rd / Sea r c hRes u l t s . j sp" ; clas s t ype: t r o j an­
act i v i t y ; r efe r e nce: ur 1, vrww . searchfeed , com; r ef er e nce: ur l , doc . eme r gi ngthr eats. net / b i n/v i ew/Main/ 2002301 ; r e f erence: url , wtffl . eme r gingth r ea t s. ne t / cgi-
b i n/ cvsweb . cgi / sigs / MAL\.lA RE / MALWARE_Sea r chfee d . com; s id : 2002301 ; re v : 4 ; ) 

#By Matt Jonkrnan fr orn Lis t en ing Post Da t a 
# 
a l e r t tc p $HOME_NE T a ny - > $EXTERNAL_NET $HTTP _ PORTS (msg : "ET MAL\.JARE Searchf e e d . com Spy.,;a r e 7"; flow: t o_ serve r , established; uricontent : "/ r d/ j s p/ Bi dRa nk/ i ndex . jsp" ; class type : t roj a n -
act i v i t y; re fe r e nc e: ur 1, ~iww . searchf eed . com; re f er e nce: ur l , doc. eme r gi ngthr ea t s . net / bin/v i e14Ma i n/ 2002302; reference ! ur l , wwvt . eme r gingth r ea t s . ne t / cg i -
b i n/ cvsweb . cgi / s igs / MAL\.IARE /MALWARE_Sea r chfeed. com ; s i d : 2002302; re v : 4 ; ) 

#By Matt Jonkrnan f r om Listen i ng Post Da t a 

• 
a l e r t t cp $HOME_N ET a ny -> $EXTE RNA L_NET $HTTP_PORTS (ms g:"ET MAL\.JARE Sea r chf eed. com Spywa r e 8"; flow: t o_se r ve r , established; uri content : "/ SFToo l Ba r . ht ml "; cla ss t ype: t r o j a n-activity ; 
r efe r e nce : u r 1, M>J\-i . sea r c hf eed. com; r efe r e nce : ur l , doc . eme r gingt hreats. net / bin/vi ew/Main/ 2002303 ; r efere nce: ur l , l'll>J\~ . emer gingth reats. net / cgi-
b i n/ cvswe b . cgi / sigs /MALWARE /MALWARE_Sea r chfee d . com; s id : 2002303; re v : 4; ) 

#By Matt Jonkrnan 
# 
a l ert tc p $HOME_NET a ny - > $EXTERHA L_NET $HTTP_ PORTS (rns g: " ET MAL\.JARE Sea r chmeup Spy~ia r e I nstall ( t oo l ba r ) "; flow: t o_ se r ve r , es t a blis hed; u r icontent : "/ dkpr ogs / t oo l ba r .txt .. ; nocase; 
c l a ss t ype : t r o j a n- ac t i v i t y ; r ef e r ence : ur l , doc . eme r g i ngt h r ea t s . net/ bi n/ v iew/Ma in / 2001473; r ef e r e nce : u r 1, lVWW . emergingt h r ea t s . net / cgi- bin / cvsweb . cg i / s i gs/MALWARE/MAL\IIARE_Sea r chmeup; 
sid : 2001473; r ev :7; ) 

#By Mat t Jonkrnan 
# 
a l e r t t cp $HOME_NET a ny -> $EXTERHAL_NET $HTTP_ PORTS (msg:"ET MALWARE Sea r chmeup Spy,.,ia r e I nstall ( pr og ) " ; fl O\v: to_serve r ,establis hed; ur iconte nt: " / dkpr ogs / dktibs. php"; nocase ; 
c l ass t ype : t r o j a n- acti v i t y ; r e f e r ence : ur l , doc . eme r gingth r eat s. net/ bi n/v iew/Ma in / 2001474 ; r ef e r e nce: u r l , l>J\'ilW . eme rgingth reats . net/ cgi- bi n/ cvsweb. cg i / s i gs/MALWARE/MAU.JAR E_Sea r c hm eup; 
s i d : 2001474; rev : 7 ; ) 

#By Matt Jonkrnan 
# 
a l ert t cp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg: " ET MALWARE Sea r chmeup Spywa r e Rece i v i ng Comrnands"; flow: t o_se r ve r , e s t ablishe d; uri conte nt : " / xpsystem/ cOCMLa nds. i n i "; nocase; 
c l ass t ype : t r o j an- acti v i t y ; r e f e r ence : ur l , doc. eme rgingt h r eat s . net/ b i n/v iew/Main/ 2001475; r ef e r e nce: url , l>J\\IW . emergingthrea t s . net / cgi - bi n/ cvs1\le b . cgi / s i gs/MALWARE/MAL\.JAR E_Sea r chme up ; 
sid : 2001475; r ev :6; ) 

#By Matt Jonkrnan 
# 
a l ert tc p $HOME_NE T a ny - > $EXTERHAL_NET $HTT P_ PORTS (rnsg:"ET MAL\.JARE Searchmeup Spywa r e I nsta ll ( systime) "; flow: to_ se r ve r , es t a blis hed; uri content : "/ dkpr ogs / syst i me.txt " ; nocase; 
c l a ss t ype : t r o j a n- acti v i t y ; r ef e r ence : url , doc . eme r g i ngt h r ea t s. net/ bi n/v iew/Ma in / 2001480; r ef e r e nce: u r 1, 1vww . emergingt h r ea t s. net/ cgi - bi n/ cvsweb . cgi/ s i gs /MA.Ll~A.RE/MAUJAR E_Sea r c hmeup; 
sid :2001480; r ev :7 ; ) 

#By Matt Jonkrnan 

• 
a l e r t t cp $HOME_NET a ny -> $EXTERNA L_NET $HTTP_PORTS (msg:"ET MALWARE Sea r chmeup Spy,.,ia r e I nsta ll ( ms t as k ) " ; fl ot.'il : t o_se r ve r ,establ i shed; u r icont e nt: " / dkprogs/mstasks3. t xt " ; nocase; 
c l ass t ype: t r o j a n- act i v i t y ; r e f e r ence : url , doc . eme rgingt h reats. net/ bi n/v iew/Ma in / 20014B3 ; r ef e r e nce: u r l , l>J\'ilW . eme rgingth r ea t s. net / cgi- bin / cvs1\leb. cg i / s i gs/MALWA.RE/MAL\.JARE _Sea r chmeup ; 
s i d : 2001483; r ev :7; ) 

#By Matt Jonkrnan 
# 
a l e r t tc p $HOME_NET a ny - > $EXTERHA L_NET $HTTP_PORTS (ms g:"ET MAL\.JARE Sea r chmeup Spywa r e I nstall ( d . exe ) " ; f101v: t o_server,establi shed ; urico nt ent : "/ x30/ d . exe" ; nocase; class t ype: 
t roja n-act i v i t y ; r efe r e nc e : u r 1, doc . eme r gingth r ea t s . ne t / b i n/v i e i'il/Main/2001484 ; r ef er ence : ur l , www .eme r gingthr eat s. net / cgi- bi n/ cvswe b . cgi / s igs/ MAL\-JAR E/ MALNARE_Sea rchmeup ; s i d : 2001484; 
r ev : 7 ; ) 
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#By Matt Jon kma n 

• 
ale r t tcp $HOME_NET a ny - > $EXTERNAL_NET $HTTP_PORTS (msg:"ET MALL>JARE Searc hmi r acle . com Spy11Ja r e Install (v3cab ) " ; flow: to_se r ve r ,established; u r icontent:" / cab/v3cab. ca b" ; c lasstype : 
t r o jan -a c t i v i t y ; r eference: u r l , 11Mw . sea rc hmi racle. com; r e f erence : ur l , doc . eme r gingth r eat s. net/ b i n/v iew/Ma i n/ 2001540 ; r efe r e nce: u r 1 , l'IW\" .emer gingthreat s. ne t / cgi-
b i n/ cvsweb . cg i / s igs /MA LWAR E/MALWARE_Sea r chmi r acle . c om; s id : 2001540; rev :9 ; ) 

#By Matt Jon kman 

• 
a l e r t tcp $HOME_NET a ny - > $EXTE RNA L_NET $HTTP_ PORTS (msg:"ET MAL~JARE Sea rc hmi r acle . com Acces s , Like l y Spywa r e "; fl m.,. : t o_se r ve r ,es t a blished; content : "Host ]3a l "; nocase; dept h : 400; 
content : " . searchmi racle. com" ; nocase ; with i n: 35; d i s tance : 1; c l asst ype : troj a n-act i v i t y ; r eference : ur l , secur ity r e s ponse, symantec. com / avcente r /venc / data/ t r oja n . e li t e ba r. ht ml; 
refere nce: u r l,doc . eme rgi ngth reats . net / bi n/v iew/Ma i n/2001 532; ref erence: ur l , ww1.~ . eme r gingth r eats . ne t / cgi - bin / c vs web . cgi / s igs / MALWARE / MALI.JARE_Sea r c hmi r ac le . com; s id: 2001 532; rev : 11 ; ) 

#By Matt Jonkman 

• 
a l ert tcp $ EXTE RNAL_NET $HT TP_PORTS - > $HOME_NET a ny (msg : " ET MALWARE Searc hmi r acle .com Spywa r e I nstalle r s ilent . exe Downl oad" ; fl DL~: from_se r ve r ,esta blished; content: " 120 28 43 29 20 
32 30 30 31 2c 20 32 30 30 33 20 52 61 64 69 6d 20 50 69 63 68 611 "; c l asstype : t roj a n• act i v i t y; r efe r ence: url , 1.wiw . searchmi r ac le . com/ s ilent . exe; 
refere nce: u r l , doc. eme rg ingth reats, net / b in/v iew/Ma i n/ 2001 533; ref erence: url , www .eme r g i ngth r eats.net/ cg i - bin / cvs 1.~eb . cgi / s igs / MALL>JARE / MALI.JARE _Sea r c hmi r acle . com; s i d : 2001533; r ev : 9 ; ) 

#By Matt Jon kma n 

• 
a l e r t t cp $HOME_NET a ny - > $E XTE RNA L_NE T $HTTP_PORTS (msg : " ET MAL~JARE Sea rc hmi r acle . com Spy11Ja r e Install ( silent_ins ta ll ) "; flow: t o_serve r , establis hed; ur i c ontent: "/ s ilent_ins ta l l. e xe" ; 
nocase; c lass t ype : t r o jan · ac t i v i t y ; r efe r e nce: ur l , 1,w,w . sea rchmi rac l e. com; r efe r e nce: u r l , doc . eme r g i ngthreat s. net / b i n/vi e vi/Ha in/ 2001534 ; r ef e r e nce: ur l , wh'l.,. . emer gingt hreats. net / cgi­
b i n/ cvsweb . cgi / s i gs/MA LWARE / MALL>JARE_Sea r chmi r acle . com; s i d : 2001534; rev : 11 ; ) 

#By Matt Jon kma n 

• 
a l e r t tcp $HOME_NET a ny - > $EXTERNAL_NET $HTTP _ PORTS (msg: "ET MAL~JARE Sea rc hmi r acle . com Spyware Insta ll ( protec t o r . exe ) " ; flow: t o_ se r ver , established; u r icontent : "/ p r o tecto r . e xe " ; 
content : "Host I 3a I i nstall. sea rc hmi rac le . com"; nocase; classtype : t r ojan-a cti vity ; r efe r ence: u r 1 , 1.,r,.wJ. sea r chmi r acle. com; r ef e r e nce : u r l , doc . eme r gingth r eats . net / bin/v ie1,"/Ma in / 2001535 ; 
refere nce: u r l , www . eme r g ingth r eats, net / cgi - bin / cvs 1~eb . cgi / s igs / MALL>JARE /MALWARE_Sea r chmi r acle. com; s i d : 2001535; r ev : 11 ; ) 

#By Matt Jonkman 

• 
a l e r t tcp $HOME_NET a ny - > $EXTERNAL_NE T $HTTP_ PORTS (msg: " ET MALL>JARE Sea rc hmi r acle . com Spywa r e In stall ( i nstall ) " ; flow: t o_se r ve r ,establis he d; uricontent : "/ sideb . e xe"; 
cont en t : "Host I 3a I i nstall . s ea r chmi r ac l e. com" ; noc a se ; cla sstype : t rojan-activity ; refe r ence: u r 1 , W\WL s earchmi r acle. c om; r ef e r e nc e : u r l , doc . eme r gingt h r eats . net / bin/v iew/Main/ 2001744; 
refere nce: u r l , wM~ . eme r g i ngth r eat s . net / c gi - b i n/ cvs1~eb . cgi / s i gs / MALL>JARE / MALWARE_Sea r chmi r acle. com; s i d : 2001744; r ev : 11 ; ) 

#By Matt Jonkman 

• 
a l ert tcp $HOME_NET a ny - > $E XTERNA L_N ET $HTT P _PORTS (msg : " ET MALL>JARE Sea rc hmi r acle . com SpyvJa r e I ns ta ll - s ilent . exe " ; flow: t o_se r ve r , established ; uricontent : "/ s ile nt . exe " ; nocase; 
e l a sstype: t rojan - acti v i t y ; refe r ence: ur 1 , 1,r,.wl . sea r c hmi r ac le . com; r ef e r e nc e: u r l , doc . eme rgi ngt h r ea t s. ne t / b in /v i ew/ Main/ 2002091 ; r efe r e nce : u r l , WW!.'f . emergi ngt h r ea ts . net / cg i -
b i n/ cvs1.,.eb . cg i / sigs/MA LWARE/ MALL>JARE_Sear chmi r acle . com; sid : 2002091 ; rev : 5; ) 

#Matt Jonkman 

• 
a l ert tc p $HOME_NET a ny - > $EXTERNA L_NE T $HTTP _PORTS (msg : .. ET MALL>JARE Sea rc h Scout Related Spywa r e ( cont e nt ) " ; flow: establi she d , t o_se r ve r ; co ntent: " Host l 3a I content. sea r chscout . com" ; 
nocase; c lasstype: pol icy · v io l ation; r e f er ence : ur l , secur i t y r es ponse . symantec . com/ a vcenter/ve nc / data/ adwa re. sea r chscout . h t ml ; r e f er ence: ur l, doc. eme r gingthr eat s. net / bin/v iew/Main/ 2001650 ; 
refere nce: u r l , \WJW . emerg ingth r eat s, net / cgi- b i n / cvs 1~e b . cgi / s igs / MALWARE /MALWARE_Sea r chscout; s i d : 2001650; r e v : 7 ; ) 

#Matt Jonkman 

• 
a l e r t tcp $HOME_NET a ny - > $EXTERNAL_NE T $HTTP_ PORTS (msg:"ET MAL~JARE Sea rc h Sco ut Related Spywa r e ( r es u l ts ) " ; flow: establishe d,to_se r ver; co ntent : " Host f 3a l r esults .sea rchscout. com" ; 
nocase; c l ass t ype : pol i cy · v i o lat ion ; referenc e : ur 1, security r es ponse. symant ec . com/ a vcente r /ve nc / data/ adwa re. sea r chscout . h t ml ; re f erence: ur 1, doc . eme r gingthr eat s . net / b i n/v i ew/Main/2001653; 
refe r e nce: ur l , w1.-,.~. eme rg ingth r eat s . net / cgi •b i n/ cvs1~eb . cgi / s i gs / MALL>JARE / MALWARE_Searc hscout; s i d : 2001653; rev : 7; ) 

#by Matt Jonkman, fr om s pywa r e LP Data 

• 
a l ert tcp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P _PORTS (msg : .. ET MAL~JARE Securi t y- update r . com Spywa r e Post i ng Data"; f101.~ : establi shed, t o_server; uricontent: " / SA/ r ece i ve_data. php3 ?t cpc == " ; 
c ontent : "sec uri t y- update r . com" ; nocase ; cla ss t ype: troj an •activ ity ; r eference : u r 1, doc . emerg ingt hr eats . net / b in /v i e11J/Ma in/ 2003 576; r e ferenc e: u r 1, w,.-,w . eme r g ingth r e a ts . net/ cgi-
b i n/ cvswe b . cg i / sigs/MA LWARE/ MALWARE_Securi t y - updater, c om ; s i d : 2003576; r e v : 3; ) 

#matt jonkma n 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NE T $HTTP _PORTS (msg : "' ET MALL>JARE Seekmo . com Spy11Ja r e Data Upl oad" ; flow: es t ablishe d , to_serve r ; u r i c ont e nt : ". aspx? " ; ur i content: "e i d ="; 
uricont e nt : "&pkg_ ve r =" ; uricontent : "&ve r : " ; uri content : " &br and: " ; uricontent: "&mt : "; u r i c ontent : "&pa r tid: " ; ur i content : "&al t did: " ; u r icontent : "&os: " ; c l asstype: t rojan- activ i t y ; 
ref e re nce: u r l ,doc . emergingth r eats . net / bin/v i ew/Ma i n/ 2008356; refe r enc e : ur 1 , wWL~ . eme r g i ngth reat s. ne t / cg i - bin / c vs 1.~eb . cgi / s igs /MALWARE / MALWARE_See kmo . c om; sid: 2008356; r ev : 2; ) 

#by matt j on kma n 

• 
a l e r t tcp $HOME_NET a ny - > $EXTERNAL_NET $HTTP _ PORTS (msg: " ET MAL~JARE Serv i cepack . k r Fa ke Pa t c h Soft ware Chec k i n" ; flo~l: establis he d , t o_se r ve r ; uricontent :". php? kind: "; noc ase; 
uricont ent : "&ve r =" ; nocase; uri con t ent: "&ve r 2==" ; nocase; uricont ent : "&ver3= " ; nocase; uricontent : "&pid == " ; noca se; uricontent: "&s upportici=" ; nocase; uricont e nt : "&u ni q:"; nocase; 
c l ass t ype: t ro j a n-ac t i v i t y ; r eference : u r l, doc . emerg i ngthr eat s . net / b i n/v i ew/Main/ 2008016; refere nce: u r l , w1.>J1.~ . eme r g ingt hreat s . net / cgi · b i n/ cvs 1~e b . cgi / s igs /HA LL>JARE / MALWARE_Servi cepac k . kr; 
s i d : 2008016; r ev :2; ) 

#By Matt Jonkman 

• 
a l ert t cp $HOME_NET a ny - > $EXTERNAL_NE T $HTTP_ PORTS (msg : "ET MALL>JAR E Sexmani ac k In sta ll Tracking" ; flow: to_se r ve r ,established; uricontent :" / count ed . php ?ref= " ; nocase; 
content : "Host I 3a I co unter. sexmaniack . com" ; nocase; c lass t ype : t r o j an-activ i t y ; r efe r e nce: u r l , doc. emergi ngt hr eats . net / b i n/v i eL~/Main/ 2001460; r efe r ence : u r l , www .emergi ngt hr eats .net / cgi · 
bin/ cvswe b . cg i / sigs/MA LWARE / MALWARE_Sexma ni a k; sid : 2001460; r ev :8; ) 

#Submi t t ed by Matt Jonkman 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTTP _ PORTS (msg : " ET MAL~JARE Shop At Home 5elect . com I ns t all Atte mpt " ; flo1.,. : t o_se r ve r , establis hed ; uricontent : "hni ndset / bu nsetup . ca b"; nocase; 
e l ass t ype : policy-violation; r efe r ence : ur l , www . s pywaregui de . com/ pr oduct_s how. php ?id=700; referenc e : u r 1 , W\VW . s hopat home se l ec t . com; 
refe r e nce: u r l ,doc . eme rg i ngth r eat s . net / b i n/view/Main/ 2000580; refe r ence : ur l , Wl.>JI.~ . eme r g ingthreats . ne t / cgi- bin / c vs 1."eb . cgi / sigs /MALWARE / MALl~ARE _ShopAt HomeSe l ec t; s id : 2000580; r ev : 7 ; ) 

#Submitted by Matt Jonkma n 

• 
a l ert tcp $ EXTERNAL_NET $HTTP _PORTS - > $HOME_NET any (msg : " ET MALL>JARE Shop At Home Se l ec t . com I ns tall Download"; fl ow: from_ server,est ablished; con tent : "I ab 3b d4 97 d4 a7 b4 ld da 6e 
6d 0f f4 aa 4 f l " ; co nt e nt : " 146 b3 3b Bb 38 cc 2c 2a a4 c3 07 67 67 df 65 41 1 " ; classty pe: policy-v i o l a t i on ; r eference : u r l , www .spyi.,.a regu ide . com/ p r oduct_ s how. php ?i d=700; 
refere nce: u r l , WLwi . shopat homese l ect . com; r eference : u r 1, doc . eme r g ingthr eat s , net / b i n/v iew/Ma i n/ 2000581 ; r eference : ur 1 , IWil~ . eme r g i ngthr eats. ne t / cgi-
bin/ cvs1'te b . cgi/ s i gs/MA LWARE / MALWARE_Sho pAt HomeSelect j sid : 2000581; r ev : 8; ) 

#Submi tted by Matt J onkman 

• 
a l ert tcp $HOME_NET a ny - > $ EXTERNAL_NET $HTTP_PORTS (msg:"ET MAL~JARE Shop a t Home 5elect 5pywa r e Hea rtbea t "; f10 11 : established ,to_ser ver; u r icontent : " / s.dll? 
Mf c I SAPI Comma nd=heartbeat&p a r am:"; nocase; classtype: policy -v iolation ; r efe r e nce: u r 1, securi t y r esponse . symant ec. c om/ avcente r /ve nc/ dat a / ad1~are . sahagent . htm l ; 
refere nce: u r l ,doc . eme r gingth r eat s . net / b i n/v i ew/Main/ 2001708 ; reference : ur l , Wl.o/l~ . eme r g i ngth r eat s. ne t / cgi- bin / c vs 1."eb . cgi / sigs / MALWARE / MALI.JARE _ShopAtHome5e l ect ; s id : 2001708 ; r ev : 8 ; ) 

#Submitted by Matt Jonkman 

• 
a l e r t tc p $HOME_NET a ny - > $E XTERNAL_N ET $HTT P_PORTS (msg : .. ET MALL>JARE Shop a t Home Selec t Spywa r e Ins t a ll "; f101.~ : established, t o_se r ver; uri co nt e nt :" / a r cadecash/ setup"; nocase; 
c l asstype: policy - v i olation; r efe renc e : url , securi t yresponse . s yma nt ec. com/ avcente r /venc / data/ a dwa r e . sahagen t . ht ml ; r e f erence : u r l , doc . eme r g i ngt hr eat s . net / bi n/v ie111/Hain/ 2002037; 
refe re nce : u r l , w1.wi . emergingth r eats, net / c gi- b i n / cvs 1~eb . cgi / sigs / MAL~JARE /MALWARE_S hopAtHomeSe l e ct; sid : 2002037; r e v : 5; ) 

#matt Jonkma n 

• 
a l ert tcp $HOME_NET a ny - > $EXTERNA L_NE T $HTTP_ PORTS (msg:"ET MAL~JARE Shopnav Spyware I nsta ll"; flow: t o_ serve r , established; u r icont e nt : " / toolba r v3 . cgi?UI D: " ; nocase; 
uricontent : "&ve r s i on= " ; c lass t ype: troj a n · activ i t y ; r efe r ence: url , securi t yresponse . symantec. com/ avc e nte r /venc/ data/ spywa r e. shopna v . ht ml; 
refere nce: u r l ,doc . eme rg ingth r eat s . net / bi n/v iew/Ma i n/2002000; refer ence : ur l , Wl.o/l~ . eme r g i ngthreat s . ne t / cgi-bin / cvs web . cgi / s igs / MA LWARE / MALI.JARE_S ho pNav ; s id : 2002000; rev : 5; ) 

#matt jonkman 

• 
a l ert t cp $HOME_NET a ny - > $ EXTERNAL_N ET $HTTP _PORTS (ms g : " ET MALL>JARE Sho pce nt e r , co. kr Spyware I nsta ll Repor t " ; flow: establ i shed, t o_se r ve r ; uricontent: " / Rewa rdl nsta 11 . ph p ?ma c: 0" ; 
uricontent: "&hdd=" ; ur i content : "&ve r=" ; uriconte nt: "&ie="; ur icont en t : "&~Jin == " ; clas s t ype: t r o j a n- ac tivity; r efe r e nce: url , doc . eme r gingt hr ea t s. ne t / b i n/v i e i~/Main/ 2008370; 
refere nce: u r l , WL-,.~ . emerg i ngth r eat s . net / cgi · b i n / cvs 1~e b . cgi / s i gs / MAL~JARE / MALWARE_Shopcente r . co. kr ; s id : 2008 370; rev : 2; ) 

#Submitted by Matt J onkman 

• 
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a l e r t t cp $HOME_NET any - > $EXTE RNA L_NET $HTT P_PORTS (msg : " ET MALWARE SideStep Bar Install " ; fl ow: to_se r ver ,established; urico ntent :" / se r vlet / sbins t se r vlet " ; nocase ; class t y pe: policy ­
v i o l a t i on ; r ef e r ence: u r 1, WWIY . s i des tep . com; r e f e r e nce : ur l , www .spya ny . com/ p r og r am/ art i c l e_s pw_r m_SideSt e p .html ; r efe r ence: ur l , doc . eme rgingt hr eat s . net / bi n/v iew/Main/ 20010 16; 
ref e r e nce : url , Wl>A., . eme r g ingth reats. net / cgi- bin / cvs 1.-,e b . cgi / s i gs/MALWARE/MALWARE_SideStep_Ba r ; s id : 2001016; r ev : 8; ) 

#Submitted by Matt Jonkma n 

• 
a l e r t t cp $HOME_N ET a ny - > $EXTERNA L_NE T $HTT P_PORTS (msg : " ET MALi,,/ARE SideStep Bar Repor t i ng Da ta"; flo LY : t o_se r ve r ,es t abli shed ; urico ntent :" / se r v l et / sb l ogse r v l e t" ; nocase ; class t ype: 
po l i cy-vio l a t i on; r ef e r e nce: u r l , WW!.Y . sidestep . com; r efe r ence ! ur l , i,.n.,iw . spyany . com/ pr ogr am/ artic l e_spL.,_ r m_S i deS t ep . ht ml ; r e f e r e nc e : ur l , doc . eme r g ingth r ea t s . net / bi n/v ie\Y/Main/ 2001017; 
r e f e r e nce: ur l , w1.vw . eme r gingth reat s, net / cgi- b i n / cvs we b . cgi / sigs/MALWARE/MALWARE_SideStep_Bar ; sid : 2001017 ; rev : 8; ) 

#Submitted by Matt Jonkma n 

• 
a l e r t t cp $HOME_NET any - > $EXTE RNA L_NET $HTT P_PORTS (msg : "ET MALWARE SideStep Bar Reporting Da ta ( s bs ta r t ) " ; flow: t o_se r ve r , established; uricontent :" / se r v l e t / SbSta r tser v l et "'; nocase ; 
c l a ss t ype: policy - vi ol a tion; r e f e r ence : ur l , 1wrw . s i des t ep . com; r ef e r e nce : url , l'IL...,.., . s pyany . com/ pr ogr am/ a rt i c l e_s pw_ r m_S ideSt e p , ht ml; 
ref e r e nce : ur l , doc . emer g ingth r eat s. net / bin /v iew/Main/ 2002821 ; ref e r e nce : ur l, 1'IL...,.., . eme rgingth reats. net / cg i - bin/ cvs 1..,e b . cgi / sigs /MA Ll,,/ARE /MALI-JARE_S ideStep_Bar ; s id : 2002821 ; r ev : S; ) 

#by RPG 

• 
a l e r t t c p $HOME_N ET a ny - > $EXTE RNA L_N ET $HTT P _PORTS (msg: .. ET MALi,,/ARE Simba r Spywa r e User- Agent Detected" ; f1 01.., :est ablished, t o_se r ve r ; content : " l0d 0a I User -Age nt I 3a I "; 
content: "SIMBAR="; with i n : 150; pe r e : "/ User-Agent \ : [ "'\n]+ \ ; \ sS IMBAR =/" ; t h r es ho l d : t ype limit , co unt 1 , second s 60 , t r a ck by_s r c; cla ssty pe : t rojan-activi ty; 
r e f e r e nce: ur 1 , r e sea r c h . s unb e lt - soft 1Ya re. com/ t hr ea t dis pl a y . as px ?name=Adl1Ja r e. l~ i n3 2, Si mba r . a&t h r eatid=427805 ; r e f e r e nce: u r l , v i l . na i . com/v i l i cont ent /v _131206 . htm; 
ref e r e nce : url , doc . eme r g ingth reats. net / bin /v iew/Main/ 2009005; ref e r e nce : ur l , l'IL>A., . eme r gingth r eats. net / cg i - bin/ cvs 1..,e b . cgi / s i gs /MA LWARE/MALWARE_S i mba r ; s id : 2009005 ; r e v : 5; ) 

#By Matt Jonkma n 

• 
a l e r t t c p $HOME_N ET a ny - > $EXTE RNA L_N ET $HTT P_PORTS (msg : " ET MALi,,/ARE Sma r tpops . com Spywar e I ns tall r h . exe"; flol'I : t o_se r ve r ,est a bli she d; uri cont ent: "/ ins t a l l / RH/ r h. exe" ; noc ase; 
e l as s t ype : t r oja n- act i vity ; r ef e r ence: url , sec uri t y r esponse . symantec . com/ avce nt e r /venc/ data / a dwar e . sma rtpops . html; r efe r e nce: u r l , doc . eme r gingth r eats . net/ b i n/v i ei,1/Ha i n/ 2001505; 
ref e r e nce: ur l , w1.vw. emergi ngth reat s. net / cgi- b i n / cvs 1-,e b . cgi / sigs/MALl,,/ARE/MALWARE_Smartpops . com; s id : 2001S0S; r ev : 8 ; ) 

#By Matt Jonkman 

• 
a l e r t t c p $HOME_N ET a ny - > $EXTE RNAL_N ET $HTT P_PORTS (msg : " ET MALi,,/ARE Sma r tpops . com Spywar e I ns tall" ; floi,i : t o_se r ver , e s t ablished; uricont e nt: "/ i ns t a ll/ SE/ sed . exe"; nocase ; class t ype: 
t rojan-activ i t y ; r efe r e nce : u r l, securi t y r e sponse . s yma ntec . com/ avcent er/ve nc / dat a / ad1.Ya re. sma r t pops . ht ml ; r e f er ence : ur l , doc . eme r g i ngth r ea t s . net / bi n/v iew/Main/ 2001516 ; 
ref e r e nc e : ur l , WLvw . eme r gingth r eat s, net / cgi- bin / cvs we b . cgi / sigs/MALl,,/ARE/MALWARE_Sma r tpops. com; s id : 2001S16; r ev ; 7 ; ) 

#By Matt Jonkman 

• 
a l e r t t c p $HOME_N ET any - > $EXTE RNA L_NE T $HTT P_PORTS (msg : " ET MALWARE Smar tpops.com Spywar e Update" ; flow: t o_se r ve r ,establishe d; uricont ent : "/data / spvlS . dat? v=" ; nocase; classtype : 
t rojan-ac t i v i t y ; r efe r e nce: u r l , securi t y r esponse . s yma ntec. com/a vcent er /ve nc / data / adwa re. sma r t pops . htm l ; r ef er e nce : ur 1 , doc . eme r g i ngth reats. ne t / bi n/v iew/Main/ 2001513; 
ref e r e nce: ur l , l'IL>A., . eme r g ingth reats. net / cgi- bin / cvs 1-,e b . cgi / s i gs/MALWARE /MALWARE_Smar t pops . com; s id: 2001S13; r ev : 7 ; ) 

#by ma tt j on kma n 

• 
a l e r t t c p $HOME_N ET a ny - > $EXTE RNA L_NE T $HTT P _PORTS (msg : " ET MALi,,/ARE Snoo ps tic k, net Re l ated Spywa r e Us e r -Agent ( SnoopSt i ck Update r ) " ; floL., : establishe d , t o_se r ve r ; cont e nt: "I 0d 0a I Us e r -
Agent I 3a I SnoopStick "; clas s t ype: t r o j a n - ac tivity; r eference : ur l , doc. eme r gi ngth r eat s . net / b i n/v iei-,/Ma in/ 2007956; r eference: u r l , 1t.1W1.Y . eme r gingth r eats . net / cg i -
b i n/ cvsweb. cg i / s i gs /MA L~JARE/MALWARE_Snoopstic k; sid : 2007956 ; r ev: 3; ) 

#by Wi ll iam Sa l us ky of t he I SC (WWlY , i ncident s .org) 
#Deta i l s a nd updates avai l a b l e he r e htt p : / / ha nd l e r s. sa ns . o r g/wsa l usky/ r a nt s / 
#Clea nup a nd updates by John Pr itcha r d 
#If yo u have a ny socks p r oxi es be ing abused i n you r e nvi r omne nt . . . Th e f ollo1,i i ng f ou r r ul es a r e MON EY . 

• 
a l e r t t cp $EXTE RNAL_NET 1024 : 5000 -> $HOME_NET 10 24 : 6S53S (msg: " ET MA L\,JAR E SDCKSvS Por t 2S I nbo und Reque st (\,Ji ndows Sour ce ) "; ds i ze: 10; flow:est a blished , t o_se r ver; cont ent :" 10S 01 00 
01 I"; de pth : 4 ; cont e nt : " I 00 19 I" ; off se t : 8; depth: 2; th r e shold : type both , t r ac k by_s r c , count 1 , second s 900; class t ype: pr ot oco l -comma nd -decode; 
r e f e r e nce: ur l , ha nd l e r s . sans. o r g/wsa l us ky/ r a nts / ; r efe r e nce : ur l , e n . wi k i ped i a. or g/wi k i / SOC KS; r efe r e ne e: u r 1, ssS. sour cef o r ge. net/ socks4 . pr ot oco l . t xt ; 
r e f e r e nc e : url , ss5. so urcef or ge. ne t / soc ks4A . p r otocol . txt ; r ef er ence : ur l , 1w1W . i etf . o r g/ r f c / r fc 1928 . t xt; r ef e r e nce: u r l , Wl'ilY . iet f . or g/ r fc / r f c1929. txt ; 
r e f e r e nce: ur l , 1'ILvw . i et f . o r g/ r f c/ rfc1961 . txt ; r efe r enc e ! ur l , www . i etf . org/ rfc / r f c3089 . txt ; r e f e r e nce: ur l , doc . eme r gingthr eats. net / bin /v i ew/Ma i n/ 2003254 ; 
r e f e r e nc e : ur l , WL,,.., . eme r gingth reats, net / cgi- bin / cvs we b . cgi / sigs/MALWARE/MALWARE_Socks_Pr oxy ; sid : 20032S4 ; r e v ; S; ) 

#by Wi ll i am Sa l us ky of the I SC (WWl~ . incident s.org) 
#Deta i l s a nd up dates avai l a b l e he r e htt p : / / ha nd l e r s . sa ns .or g/wsa l usky/ r ant s / 
#C l ea nup a nd updat es by John Pr itcha r d 
#If yo u have a ny s ocks p r oxies be i ng abused i n you r e nvi r onme nt . . . Th e f oll01.Ying f ou r r ul es a r e MON EY . 

• 
a l e r t tcp $EXTE RNAL_NET 32768 :61000 -> $HOME_NE T 1024 :6S53S (msg : " ET MALWARE SOCKSvS Por t 2S Inbound Reques t ( Li nux Sour ce ) " ; d s ize: 10; flow: establis hed , to_se r ve r ; cont ent:" 10S 01 00 
01 I"; de pt h : 4 ; cont e nt : " I 00 19 I" ; off set: 8 ; dept h : 2; th reshold : t ype both, t r ac k by_s r c , cou nt 1 , second s 900; class t ype: pr otoco l -comma nd -de code; 
r e f e r e nce : ur l , ha nd l ers . sans . o r g/wsa l us ky/ r a nts / ; r efere nce : ur l ,en . wi k i ped i a. or g/wi k i / SOCKS; r ef e rene e: u r 1, ssS . sour cef o r ge. net/ socks4 . pr otoco l . t xt; 
r e f e r e nce : url , ss5. so urcef or ge . ne t / soc ks 4A. p r o t oco l . txt ; r ef er ence : ur l , WW\'I . i e t f . o r g/ r f c / r fc 1928 . t xt ; r ef e r e nce: u r l, Wl'ilY. iet f . or g/ r f c/ r f c1929 . txt ; 
ref e r e nce: ur l , 1'ILvw . i et f . o r g/ r f c / rfc1961 . t xt ; r ef er enc e ! ur l , i,rww . i etf . org/ rfc / r f c3089 . txt ; r efe r e nce: ur l , doc . eme r gingthreats. net / bin /v i ew/Ma i n/ 2003 25S; 
r e f e r e nce: ur l , L'ilWI . emergingth r eat s, net / cgi- bin / cvs we b . cgi / sigs/MAl i,,/ARE/MALWARE_Socks_Pr oxy ; sid : 20032S5; r e v : S; ) 

#by Wi ll i am Sa l us ky of the I SC (WWLY , incident s.org) 
#Deta i l s a nd up dates ava ila b l e he r e htt p : / / ha nd l e r s . sa ns .or g/wsa l usky/ r ant s / 
#C l ea nup a nd updates by John Pri t cha r d 
#If yo u have a ny socks p r ox i es be i ng abused i n you r e nvi r onme nt . . . The f oll01.Yi ng fou r r ul es a r e MON EY . 

• 
a l e r t tcp $EXTERNAL_NET 1024 : S000 -> $HOME_NET 10 24:6S53S (msg: " ET MA L\,JARE SDCKSv4 Port 2S I nbound Re quest (\Yindows Sour ce ) "; ds i ze: 9<>18; f101Y :establi shed ,to_se r ve r ; cont e nt : " 104 01 00 
19 I"; de pth :4; t h r es ho ld : t y pe both , t r ac k by _s r c, coun t 2, seconds 900; c lasstype: pr otocol -conma nd - decode; r e f e r e nce: u r l, ha nd le r s. sans . org/wsa l us ky/ r a nts/ ; 
r e f e r e nce: ur 1 , en . wiki ped i a. o r g/w i ki / SOCKS; r eferenc e : ur l , ssS. sourcef o r ge . net / soc ks4 . pr ot oco l . t xt ; r e f e r e ne e: ur 1, ssS. sour ce f or ge . net / socks4A. prot ocol. t xt ; 
r e f e r e nce: ur l , WL>A'I . i et f . o r g/ r f c / r fc1928. t xt ; r ef er enc e : ur 1, ~IWW . i etf. or g/ rfc / r f c l 929. txt; r e f e r e nce: ur l , WL>A'I . i et f . o r g/ r fc / r fc1961. t xt ; r e f er enc e : ur 1, ~IWW . iet f .o r g/ rfc / r f c3089. t xt; 
ref e r e nce : ur l , doc . emerg ingth r eat s. net / bin /v i ew/Ma i n/2003 256; r ef e r e nce : ur l , w1WJ . emergingth reats. net / cg i •b in/ cvs we b . cgi / sigs /MA Ll,,/ARE/MALWARE_Socks_Pr oxy ; sid: 2003256; r ev : 5; ) 

#by Wi ll i am Sa l us ky of t he I SC (WW!.Y . incident s .o r g ) 
#Detai l s a nd updates ava ila b l e he r e http : // ha nd l e r s . sa ns .org/wsalusky/ r a nt s / 
#C l ea nup a nd up dates by J ohn Pr i t cha r d 
#I f yo u have a ny socks p r oxi es be i ng abused i n you r e nvi r onme nt . . . The f olloNi ng f ou r r ul es a r e MON EY . 

• 
a l e r t t c p $EXTERNAL_NET 32768 :61000 - > $HOME_NE T 1024 :6S53S (msg : " ET MALWARE SOCKSv5 Por t 2S Inbound Reques t ( Li nux Sour ce ) " ; d s i ze: 9<>18; f1 01y:establi she d~to_se r ve r ; cont e nt : " 104 01 00 
19 I"; depth : 4 ; t h r esho ld: t y pe both , t r ac k by _s r c , co un t 2, seconds 900 ; e l ass t ype: pr ot ocol -conma nd - decode; r e f e r e nce: u r l , ha nd l e r s . sa ns . org/wsa l us ky/ r a nts / ; 
ref e r e nce : ur l , en . wikipedia. o r g/t,iiki / SOC KS; r efe r e nc e : ur l , ss5. source f o r ge . net / soc ks4 . pr ot oco l . t xt; reference: ur l , ss5. sour ce f or ge . net/ socks4A. pr ot ocol. t xt; 
ref e r e nce : ur l , WLvw . i et f . o r g/ rfc / rfc1928 . t xt; r eference : ur 1, www . i e t f. or g/ r f c / r f c 1929. t xt ; re f e r e nce : ur l , WLvw . i et f . o r g/ r fc / rfc1961 . t xt; r e f erence : ur 1, www . i e t f. o r g/ r f c / r f c3089. t xt ; 
r e f e r e nce: url , doc. eme r g ingth r eat s. net / bin /v i ew/Ma i n/2003257; r e f e r e nce : url , w,...,.., . eme rg i ngth r eats. net / cgi- bin/ cvs 1"e b . cgi / sigs /MALl,,/ARE /MALI-JARE_Soc ks_Pr oxy; sid: 20032 57; r ev : 5; ) 

#by ~li ll iam Sa l us ky of t he I SC (WWlY , i ncident s.o r g ) 
#Deta i l s a nd updates ava ila b l e he r e http : / / ha nd l e r s . sans . o r g/wsa l usky/ r ant s / 
#C l ea nup a nd updates by John Pr i t cha r d 
#If yo u have a ny socks p r oxi es be ing abused i n you r e nvi r onme nt . . . The f oll01.Ying fou r r ul es a r e MON EY . 

• 
a l e r t t c p $EXTERNAL_NET 1024 : 5000 -> $HOME_NET 1024: 6S535 (msg: "ET MA L\,JAR E SOCKSvS DNS Inboun d Request ( l-l i ndmYs Sour ce) " ; dsize : 10 <>40; flow: established , t o_se r ve r ; cont ent:" 105 01 00 
03 I"; de pth :4; th r es ho ld: t y pe both , t r ac k by _s r c , co un t 1 , seconds 900; e l ass t ype: pr ot ocol - conma nd - decode ; r ef e r e nce: u r l , ha nd l e r s . sa ns . org/1t1 sa l us ky/ r ant s / ; 
r e f e r e nc e : ur l ,en. wik i ped i a . o r g/wiki / SOC KS; r eference : ur l , ss5. sour cef o r ge . net / socks4 . pr ot oco l . t xt ; r e f erenc e : ur 1, ss5. sour ce f or ge, net / socks4A. pr ot oco l . t xt; 
r e f e r e nce : url , l'IL>A., . i et f . o r g/ r f c/ rfc1928 . t xt ; r ef er enc e ! ur l , www . i etf . or g/ rfc / r f c1929 . txt ; r e f e r e nce : ur l , l'IL>A., . i et f . o r g/ r fc / rfc1961 . t xt; r e f er enc e ! ur l , www . i etf .o r g/ rfc / r f c3089 . txt ; 
ref e r e nce : ur l , doc. eme r gingth r e at s. net / b i n/v iew/Main/2003258 ; r ef e r e nce : ur l , \'IL...,." . emergingthreats. net / cg i - b i n/ cvs we b . cgi / sigs /MA LWARE /MALWARE_Socks _Pr oxy ; s i d: 20032S8; r ev : S; ) 

#by Wil l i am Sa l us ky of the I SC (WWlv . i nc i dent s .o r g) 
#Deta i l s a nd updates ava ila b l e he r e http : // ha nd l e r s . sa ns .o r g/wsa l usky/ r a nt s / 
#C l ea nup a nd updates by John Pr i t cha rd 
#I f yo u have a ny socks p r oxi es be ing abused i n you r e nvi r onme nt . . . Th e f o l101Y ing f ou r r ul es a r e MONEY . 

• 
a l e r t t c p $EXTERNAL_NET 32768 :61000 - > $HOME_NET 1024: 6S53S (msg: " ET MALWARE SOC KSvS ONS Inbo und Req ues t ( Linux Sour ce) " ; ds i ze : 10<>40; flow: est a blis hed , t o_s e r ve r ; cont ent :" 10S 01 00 
03 I"; de pth : 4 ; t h r esho ld: t y pe both , t r ack by _s r c, coun t 1 , seconds 900 ; c l ass t ype: pr otocol -conma nd - decode; r e f e r e nce: u r l , ha nd l e r s. sa ns. org/t,1 sa l us ky/ r a nts/ ; 
ref e r e nce: ur 1 , en . wikipedia. o r g/wiki / SOC KS; r efe r e nc e : url , ssS. s ourcef o r ge . net / socks4 . pr ot oco l . t xt ; r eference : ur 1, ss5. source f or ge . ne t / socks4A. pr ot oco l . t xt; 
r e f e r e nc e : url , \'ilVW . i et f . o r g/ r f c / r fc1928. txt; r ef er enc e: ur 1, www . i etf .or g/ rfc / r f c1929 . t xt ; r e f e r e nc e : url , \'ilVW . i et f . o r g/ r fc / r fc196 1. txt; r e f er enc e: ur 1, www . i etf .o r g/ rfc / r f c3089 . txt ; 
ref e r e nce: ur l , doc . eme r gingth reats. net / bin /v iew/Ma i n/ 2003259; r e f e r e nce : ur l , wi...,.., . eme rg i ngth r eats. net / cgi- bin/ cvs we b . cgi / sigs /MA Ll,,/ARE /MALWARE_Soc ks_Pr oxy ; sid: 2003259; r ev : S; ) 

#by Wi ll iam Sa l us ky of t he I SC (WW!.., , incidents.o r g ) 
#Oet ail s a nd updat es ava ila b l e he r e ht t p : // ha nd l e r s . sa ns . o rg/lvsa l usky/ r a nt s / 
#C l ea nup a nd updates by J ohn Pr i t cha r d 
#I f yo u have a ny s ocks p r oxi es be ing abused i n your e nvi r onme nt . . . Th e f ollo1,i ing fou r r ul e s a r e MONEY. 
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ale r t t cp $EXTERNAL_ NET 1024 :5000 -> $HOME_NET 10 24 :65535 (msg: " ET AA LI.JAR E SOCKSv5 HTT P Proxy I nbound Req uest (1.J i nd ows So ur ce ) " ; dsize: 10 ; flow: establi s he d,to_se r ve r ; cont e nt: " 105 01 00 
01 I"; dept h : 4 ; cont e nt : " I 00 50 1 '' ; off set : 8; depth : 2; thr esho l d : t ype both , t r ac k by_ s r c, count 1 , second s 900; class t ype : pr ot oco l -cornma nd-decode ; 
r e f e r e nce: u r l , hand l e r s . s a ns . or g/wsalus ky / r ant s / ; ref er ence : url , e n . wi k i ped i a. o rg/wi k i / SOCKS; r efe r ene e: url , ss5 . sou r cef o r ge . net / socks4 . pr ot oco l . t xt; 
r e f e r e nce: u r 1, s s5 . so urcef o r ge. ne t / soc ks4A. p r ot oco l . t xt ; r ef er ence : ur l , 1w1w . iet f. org/ r f c/ r f c1928 . t xt ; r ef e r e nce : u r l , tnvw . i e tf. or g/ rfc / r fc 1929. t xt ; 
r e f e r e nce: ur l , ww.v . i etf . o r g/ r f c / r fc196 1. t xt ; r ef erenc e : ur l , WW\'I. ietf . or g/ r f c/ r f c 3089 . t xt ; re f e r e nce: u r l , doc . eme r g i ngthreats . net / bin/v i ei,I/Ma i n/ 2003 260; 
ref e r e nce: u r l , WL...w . eme r gingthreats. net / c gi - b i n / cvs 1ve b . cgi / s i gs /MAL~JARE/MALWARE_Soc ks_P r oxy; sid : 2003260; rev : 5; ) 

#by Wil l i am Sa l usky of t he I SC (WWlv . i ncide nts. org ) 
#Deta ils a nd updates availabl e he re htt p : / / ha nd l e rs. sans .o r g/wsa l us ky/ r a nt s / 
#Clea nup a nd updates by Jo hn Pritcha rd 
# I f yo u have a ny socks p r oxies be i ng a bused i n your env i ronme nt . . . Th e f ollo1vi ng f our r ul es a r e MON EY. 
# 

a l e r t tcp $EXTERNAL_ NET 32768:61000 - > $HOME_NET 1024 : 65535 (msg: " ET MALWARE SOC KSv5 HTTP Pr oxy I nbound Re quest ( Linux So urce ) " ; dsize: 10 ; fl m°' : establis he d , to_se r ver ; co ntent: " 105 01 00 
0 1 I"; de pt h : 4; cont e nt : " I 00 50 I"; off se t : 8 ; depth : 2 ; thr esho l d : t ype both , trac k by_s r c , cou nt 1 , second s 900; class t ype : prot oco l -comma nd- decode; 
ref e r e nce : u r 1 , ha nd l e rs . sans . or g/wsalusky / r ant s / ; r e f er ence : ur l , e n . wik i ped i a. o r g /wik i / SOC KS; r efe r ence: ur 1, ss5 . sourcef o r ge. net / socks4 . pr ot oco l . t xt; 
ref e r e nce: u r l , s s5 . so urcef orge. ne t / soc ks4A. p r otocol . t xt ; ref er ence: ur l , LWI\Tl . ie t f . org/ r f c/ r f c1928. t xt; r ef e re nce : u r l , wi'il." · ie tf . org/ r f c / r f c1929 . t xt ; 
r e f e r e nce: u r 1 , www . i et f . o r g/ r f c / r fc1961. t xt ; r efe r ence: ur 1, www .iet f .or g/ r f c/ rfc 3089. t xt; re f e r e nce: u r l , doc. emergi ngth r eats . net/ bin/v i ew/Main/ 2003 261 ; 
ref e r e nce: u r l , WL>J\V . emergingth reats . net / cgi- bin/ cvs 1veb . cgi / sigs /MALl,JARE /MALWARE_Socks _Pr oxy ; sid : 2003261; r e v : 5; ) 

#by Wi ll i am Sa l us ky of t he I SC (WWlv . i ncidents.or g ) 
#Deta i l s a nd updat e s avai l able he r e http : / / ha nd l e r s . sans . o r g/wsa l us ky/ r an t s / 
#Clea nup a nd updates by Jo hn Pr i t cha r d 
#If yo u have a ny socks p r oxies be ing a bused i n your env i ronme nt . . . Th e f ollo1vi ng four r ul es a r e MONEY . 
# 
a l e r t tcp $ EXTE RNAL_ NET 10 24: 5000 - > $HOME_N ET 1024 :65535 (msg: " ET AAU.JAR E SOCKSv4 HTT P Proxy I nbound Req uest (W i nd ows So ur ce ) "; dsize: 9<>18 ; fl ow : establis hed , t o_se r ve r ; conte nt : " 104 01 
00 50 I"; de pt h : 4 ; t hr e sho l d : t ype bot h , t r ac k by_s r c , count 1, seconds 900 ; c las stype: protocol-cor.imand -decode; r ef e r e nce: ur l , ha ndl ers . sans . o r g/wsalus ky/ rants / ; 
r e f e r e nce: u r l ,en . wi kiped i a. o r g/wiki / SOC KS; refe rence : ur 1, ss5 . sou rcefo r ge . net / socks4 . p rotoco l . t xt ; r eferenc e : ur 1, ss5 . sou r ce f or ge . net/ socks4A. pr ot oco l . txt ; 
ref e r e nce: u r l , WL>J\V . ietf. o r g/ r f c / r fc1928 . bct; r ef er ence : ur 1, v,ww . i e t f . org/ r f c/ r f c1929. t xt; r e f e r e nce: u r l , \'il.VW . i etf .or g/ r f c / r fc196 1 . t xt; reference : ur 1, v.rww . iet f .org/ r f c/ r f c 3089 . txt; 
r e f e r e nce : u r l , doc . eme rgi ngth r eat s . net / bi n/v iew/Ma i n/2003 262; ref e r ence : ur 1 , WL>J\V . eme r gingthreats . net / cgi - bin / cvs web . cgi / s igs /MAU,tARE/MALWARE_Soc ks _Proxy; s i d : 2003262; rev : 5; ) 

# by Wi ll i am Salus ky of t he I SC (WW1-1 . inc idents .o r g ) 
#Detai l s a nd updates ava ilab l e he r e http : / / ha nd l e r s . sans .o r g/wsa l us ky/ r ants / 
#C l ea nup a nd updates by Jo hn Pr i t cha r d 
#If yo u have a ny socks p r oxies be ing a bus e d i n you r envi ronme nt . . . Th e fo llowing f ou r r ul es a r e MON EY. 
# 

a l e r t t cp $EXTERNAL_NET 32768:61000 - > $HOME_NET 1024: 65535 (msg : " ET MALltlARE SOCKS v4 HTTP Pr oxy I nbound Requ est ( Li nu x So ur ce ) " ; ds i ze: 9<>18; flow: establis hed, t o_se r ve r ; content. " 104 01 
00 50 1" ; de pth :4; t hr es ho l d :type bot h, t r ac k by_s rc , count 1, seconds 900 ; c l ass t yp e :protocol- command -decode; r ef e r e nc e : ur l , ha ndl e r s . s a ns .o r gh°'salus ky/ r an t s / ; 
r e f e r e nce: u r l , en . wi ki pedia. org/wiki / SOCKS; r e f e r e nce : ur 1, ss5. sou r cef o r ge. net/ soc ks4 . p r ot oco l . t xt ; r eferenc e : ur 1, ss5. sou r ce f or ge. net/ socks4A. pr ot oco l . t xt; 
r e f e r e nce : u r 1 , WL...w . i etf . o r g/ r f c / rf c1928 . t xt ; r ef erence : ur 1, www. i etf .or g/ r f c/ r f c 1929 . t xt; r e f e r e nce: u r 1, WL...w . i etf . o r g/ rfc / rfc1961 . t xt ; r e f er ence : ur 1, www. ietf. org/ r f c/ r f c 3089 . t xt; 
ref e r e nce: u r l , doc . eme r gingth reats . net / bin/v iew/Ma i n/ 2003263; r e f e r ence : ur 1 , WL>J\'I . eme r gingth r eats. net/ cg i - b i n / c vsL"eb . cgi / sigs /MALlttARE/MALWARE_Soc ks_Pr oxy; sid : 2003263; r ev : 5; ) 

#by Wi ll i am Sa l usky of t he ISC (wi'ilv . i ncide nt s .org ) 
#Deta i l s a nd updates avai l ab l e he r e http : / / ha nd l e r s. sans .o r g/wsalus ky/ r a nt s / 
#Clea nup a nd updates by Jo hn Pr i t cha rd 
#If yo u have a ny socks pr ox ies be i ng a bused i n your envi ronme nt . . . Th e fo l1 01vi ng four r ules a r e MONEY . 

• 
ale r t t cp $EXTERNAL_ NET 1024: 5000 - > $HOME_NE T 10 24 :65535 (ms g:"ET AA LI.JAR E SOCK5v5 Po r t 443 I nbound Reques t (1\l i ndows Source ) "; ds ize: 10; flow: establis hed , t o_se r ver ; co ntent : " 105 01 00 
0 1 I"; dept h : 4 ; cont e nt : " I 01 bb I"; off se t : 8; depth : 2; thr esho l d : t ype bot h , trac k by_s r c, cou nt 1 , second s 900; class t ype : pr ot oco l -comma nd- decade; 
ref e r e nce: u r 1 , hand l ers. sans . or g/wsalus ky / r ant s / ; r e f er ence: url , en . wik i ped i a. o r g /wik i / SOC KS; r efe r ene e: u r 1, ss5 . sour cefo r ge . net / socks4 . pr otoco l . txt ; 
r e f e r e nce: u r l , s sS . so urcef orge. ne t / soc ks4A. pr o t oco l . t xt ; r ef er ence: ur l , LWIW . ie t f . o r g/ r f c/ r f c1928 . t xt; r e f erence : u r l , Wl'il" - ie t f . or g/ r fc / r f c1929 . t xt ; 
r e f e r e nce: u r 1, WL...w . i etf. o r g/ r f c / r fc 1961 . t xt; r ef er enc e : ur 1, vrww . i et f . org/ r f c/ r f c 3089. txt; r e f e r e nce: u r l , doc . eme r gingthr eats. net / bi n/v iew/Main/ 2003266 ; 
ref e r e nce: u r 1 , WL...w . eme rg i ngth reats . net/ cgi - b i n/ cvs web . cgi / s igs /MALltlARE /MALWARE_Soc ks _P r oxy ; sid : 2003266; r e v : 5; ) 

#by Wi ll i am Sa l us ky of t he ISC (WW1-1 . i nc i dents .o r g ) 
#Deta i l s a nd updates ava ila b l e he r e http : / / ha nd l e rs . sans . org/wsa l us ky/ r an t s / 
#C l ea nup a nd updates by Jo hn Pr i t cha r d 
#If yo u have a ny socks pr oxies be ing a bused i n your env i r onme nt . . . Th e fo llowi ng f ou r r ul es a r e MON EY . 

• 
a l e r t tcp $EXTERNAL_NET 32768:61000 - > $HOME_NET 1024 :65535 (msg : " ET MALWARE SOC KSv5 Port 443 I nbound Req uest ( Li nu x Sour ce ) " ; ds i ze: 10; flow:establis hed , t o_se r ver ; cont e nt : " 105 01 00 
01 I"; dept h : 4 ; con t e nt : " I 01 bb I"; off se t : 8 ; depth : 2; thr esho l d : t ype bot h , t r ac k by_s r c , count 1 , seconds 900; class t ype : prot oco l -comma nd- decode; 
r e f e r e nce: u r 1 , hand l e rs. sans. or g/wsalusky/rants / ; r e f er ence : url , e n . wik i ped i a. org/wik i / SOC KS; r efe r ene e: url , ss5 . sour cef o r ge. net / socks4. pr ot oco l . t xt ; 
r e f e r e nce : u r 1 , s s5 . so ur cef orge. ne t / soc ks4A. p r ot oco l . t xt ; ref er ence : ur 1 , LWllll . iet f . org/ r f c / r f c19 28. t xt; r efe r e nc e : u r l , wi-,,.°' . ie t f . or g/ rfc / r f c1929 . t xt ; 
ref e r e nce: u r l , WL>J\V . i etf . o r g/ r f c / r f c1961. t xt; r ef er ence : ur l , www .ietf . or g/ r f c/ r f c 3089. t xt; r e f e r e nc e : u r l ,doc . eme r gingth r eats . net / bin/v iew/Ma i n/ 2003267; 
r e f e r e nce: u r 1 1 \'i\...W . eme rg i ngth r eat s. net / cgi - b i n / cvs 1veb . cgi / s i gs /MAL~JARE/MALWARE_Soc ks_P r oxy ; s i d : 2003267; r e v : 5; ) 

# by Wi ll i am Sa l usky of t he I SC (Wl'll~ . i ncident s.o r g ) 
#Deta ils a nd updates ava ilable he re http : / / ha nd l e r s . sans .o r gh°' sa l usky/ r an t s / 
#Clea nup a nd updates by J ohn Pritcha rd 
#I f yo u have a ny socks pr oxie s be i ng a bused i n your envi r onme nt . . . Th e f ollowi ng f ou r r ul es a r e MON EY. 
# 

a l e r t tc p $ EXTERNAL_ NET 10 24 : 5000 -> $HOME_NET 1024:65535 (msg: " ET AALl>JAR E SOCK5v4 Po r t 443 I nbound Reques t (W i ndows Sour ce ) " ; dsize :9<>18; f1 01" : esta blished,to_ser ver; content: " 104 01 
01 bb I"; dept h ! 4; t hr e sho l d : t ype both , t r ack by_ src , cou nt 1, seconds 900 ; cla sst y pe: p r otocol-command -decode; r efere nce: ur l , handl e r s . s a ns . o r g/wsalus ky/ r ant s / ; 
ref e r e nce: u r l , en. wi ki pedia . org/w i ki / SOC KS; r e f e r e nce: ur l, ss5 . sou r cefo r ge . net / socks4 . p r o t oco l . t xt ; r eference : ur l , ss5 . sou r cefor ge . net/ soc ks4A. pr ot oco l . t xt ; 
r e f e r e nce: u r 1, WL>J\V . i etf. o r g/ r f c / r fc1928 . t xt; r ef er enc e : ur 1, v,ww . i et f . org/ r f c/ rfc 1929 . txt; re f e r e nce: u r l , \'il.V\V . i etf .or g/ rfc / r fc196 1 . t xt; r e fe r enc e : ur 1, v,ww . iet f .org/ r f c/ rfc 3089 . txt; 
r e f e r e nce : u r 1 , doc . eme rg i ngthreats . net / bi n/v iew/Ma i n/2003 268; ref e r ence : ur 1 , WL>J\V . eme r gingthreats. net / cgi - bin / cvs web . cgi / s igs /MALlttARE/MALWARE_Soc ks _Pr oxy; s i d : 2003268; rev ! 5; ) 

# by Wi ll i am Salus ky of t he ISC (WW1-1 . incidents . o r g ) 
#Deta i l s a nd updates avai l ab l e he r e http : / / ha nd l ers. sans .o r g/wsalus ky/ r ants / 
#C l ea nup a nd updates by Jo hn Pr i t cha r d 
# I f yo u have a ny socks p r oxies be ing a bused i n you r env i r onme nt . . . Th e f ollowing four r ul es a r e MON EY . 

• 
a l e r t tcp $EXTERNAL_NET 32768:61000 - > $HOME_NET 1024 :65535 (msg : " ET MALltlARE SOC KSv4 Port 443 I nbound Req ues t ( Li nu x Sour ce ) " ; d s ize: 9<>18; floL~ :es t a blished , to_se r ve r ; cont e nt : " 104 01 
01 bb l " ; de pth :4; t hr es ho l d :type bot h, t r ac k by_s rc , count 1, seconds 900 ; c l ass t ype: protocol- command -decode; ref e r e nce: ur l , ha ndl e r s . s a ns .o r gh°'salus ky/ r an t s / ; 
r e f e r e nce: u r 1 , en . wikipedi a. org/wiki / SOC KS; r e f e r e nc e : ur 1, ss5. sou rcefo r ge. net/ soc ks4 . p r ot oco l . t xt ; r eferenc e : ur 1, ss5. sou r cefor ge. net/ socks4A. pr ot oco l . t xt; 
ref e r e nce : u r 1 , WL...w . i e t f . o r g/ r f c / rf c1928 . t xt; r ef erence : ur 1, www. ietf .or g/ r f c/ r f c 1929 . t xt; re f e r e nce: u r 1 , WL...w . i e t f . o r g/ rfc / rfc1961 . t xt ; r e f erence : ur 1, www. ietf. org/ r f c/ r f c 3089 . txt ; 
ref e r e nce: u r l , doc . eme r gingth reats . net / bin/ view/Ma i n/ 2003269; r e f e r enc e : ur 1 , WL>J\'I . eme r gingth r eats. net/ cg i - b i n / c vsL"eb . cgi / sigs /MALWARE /MALWARE_Soc ks_P r oxy; sid : 2003269; rev : S; ) 

#by William Sa l usky of t he I SC ( WWlv. i ncident s .org ) 
#Deta i l s a nd updates ava ilab l e he r e http : / / ha nd l e r s. sans .o r g/wsalusky/ r ant s / 
#Cleanup a nd updates by Jo hn Pr i t cha rd 
#If yo u have a ny socks pr ox ies be i ng a bused i n your env i ronme nt . . . The fo l1 01vi ng f ou r r ules a r e MON EY . 

• 
ale r t t cp $ EXTERNAL_ NET 1024: 5000 - > $HOME_NE T 10 24 :65535 (111s g:"ET AA LI.JAR E SOCK5v5 Po r t 5190 Inbound Reque s t (L.J indmvs So urce ) " ; ds i ze: 10; f l ow:es tabli s hed , t o_se r ve r; co ntent: " 105 01 00 
0 1 I"; dept h : 4; cont e nt : " I 14 46 I"; off se t : 8 ; depth : 2 ; thr esho l d : t ype bot h , trac k by_s r c , cou nt 1 , second s 900; class t ype : prot oco l -comma nd- decade; 
r e f e r e nce: u r 1 , hand l ers . sans . or g/wsa l us ky / r ant s / ; r e f er ence : ur 1 , en . wik i ped i a. org/wik i / SOC KS; r efe r ene e: ur 1, ss5 . sour cef o r ge . net / socks4 . pr ot oco l . t xt ; 
r e f e r e nce: u r l , s sS . so urcef orge. ne t / soc ks4A. pr o t oco l . t xt ; r ef er ence: ur l , 1w111l . ie t f . org/ r f c/ r f c1928 . t xt; r ef erence : u r l , Wl'il" - ietf . or g/ r fc / r f c1929 . t xt ; 
r e f e r e nce: u r 1, WL...w . i etf . o r g/ r f c / r f c1961 . t xt; r ef er ence : ur 1, vrww . i et f . org/ r f c/ r f c 3089 . t xt; r e f erence: u r l , doc . eme rg i ngt hr eats. net / bi n/v iew/Main/ 2003270 ; 
ref e r e nce : u r 1 , WL...w . emergingth reats . net/ cgi - b i n / cvs web . cgi / s igs /MALltlARE /MALWARE_Socks_Pr oxy ; sid : 2003270; r e v : 5; ) 

# by Wi ll i am Sa l us ky of t he I SC (WWl-1 . i ncidents .or g ) 
#Deta i l s a nd updates avai l able he r e http : / / ha nd l ers . sans . org/wsalusky/ r an t s / 
#C l ea nup a nd updates by Jo hn Pr i t cha r d 
#I f yo u have a ny socks pr oxies be ing a bused i n your env i ronme nt . . . Th e f ollowing f ou r r ul es a r e MON EY . 

• 
a l e r t t cp $ EXTERNAL_NET 32768:61000 - > $HOME_NET 1024 : 65535 (msg : " ET MALWARE SOC KSv5 Port 5190 I nbound Req uest ( Linux So ur c e ) " ; ds ize : 10; f1011 :esta bli shed, t o_ server; co nt ent: " 105 01 00 
01 1"; dept h :4; con t e nt : " 114 46 1"; off se t :8; depth : 2; thr esho l d :type bot h , t r ac k by_s r c , count 1 , second s 900; class t ype : prot oco l -comma nd- decode; 
ref e r e nce: u r 1 , hand l e rs. sans. or g/wsalusky / r ants / ; r e f er ence : url , e n . wik i ped i a. o r g /wik i / SOC KS; r efe r ene e: url , ss5 . so ur cef o r ge. net / socks4. pr ot oco l . t xt; 
r e f e r e nce : u r 1 , s s5 . so urcef orge. ne t / soc ks4A. p r ot oco l . t xt ; r ef er ence : ur 1 , LWllll . i etf . org/ r f c / r f c1928 . t xt; r ef e r e nce : u r l , wi'il.°'. i e t f . or g/ r f c / r f c1929 . t xt ; 
ref e r e nce: u r l , WL>J\V . i etf . o r g/ r f c / r f c1961. t xt; r ef er ence : ur l , www .ie t f . or g/ r f c/ r f c 3089. t xt; re f e r e nc e : u r l , doc. eme r gingthreats . net / bin/ view/Ma i n/ 2003271; 
ref e r e nce: u r 1 , \'il....W . eme r gingth r eats , net / cgi- b i n / cvs 1veb . cgi / s igs /MALltlARE /MAU-JARE_Soc ks_Pr oxy ; s i d : 2003271; r e v : 5; ) 

# by Wi ll i am Sa l usky of t he I SC (Wl'll~ . i ncident s.o r g ) 
#Deta ils a nd updat es ava ilable he r e http : / / ha nd l e r s . sans .o r gh°' salusky/ r an t s / 
#Clea nup a nd updates by J ohn Pr i t cha rd 
#I f yo u have a ny socks p r ox i es be i ng a bused i n your envi r onme nt . . . Th e f ollowing f ou r r ul es a r e MON EY. 
# 
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a l ert tcp $EXTERNAL_ NET 10 24 : 5000 -> $HOME_NET 10 24 : 65535 ( msg : " ET MA U-IARE 50CKSv4 Port 5190 In bound Request (1-l i ndoh'S Sour ce) " ; ds ize: 9 <>18; f101-1 : estab lis he d , to_ ser ve r ; content " 104 01 
14 46 1" ; dept h :4; t hr es ho l d : t ype both , t r a ck by_s rc, count 1, seconds 900 ; classt ype: p rotoco l -comma nd - decode; r efe r ence : url , ha ndle r s . sans.o r g/wsa l usky/ r ants / ; 
ref e r e nc e : ur l • en . wik i pedia . o r g/1>1iki / SOC KS; r eference: ur l • ssS. sou r ce f orge . net / soc ks4 . pr o t oco l . t xt ; re f erence : ur 1, ssS . sou r cefor ge. net / socks4A . pr otocol. txt ; 
ref e r e nce : ur l , www . i etf . o r g/rf c / r f c1928. t xt; r ef er ence : ur l , www . i etf . or g/ rf c/ rfc l929 . txt; r e f e r e nce: ur 1 , www . ietf . o r g/ r f c/ r fc1 961 . t xt ; r e f e r ene e : ur l , Wl·tw . i e t f .o r g/ rf c / r f c3089 . txt ; 
refe r e nce : url ,doc . emer g i ngth r eat s. net / b i n/v iew/Main/2003272 ; r efe r e nce : u r l, ww1-1 . emergingthr eats, net / cgi - bin/ c vs l-1eb. cgi / s i gs /MALWARE/MALWARE_Soc ks _Pr oxy; s i d : 2003272; r e v : 5; ) 

# by Wi ll iam Sa l us ky of t he I SC (wwi'l , i ncidents.o r g ) 
#Details a nd updates a va ilab l e he r e ht t p : / /ha nd l e r s . s ans . or g/w sa l us ky/ r a nts / 
#C l ea nup a nd updates by Jo hn Pr i tcha r d 
#I f yo u have a ny socks p r oxies being abused in your e nvi r onme nt . . . The f ollo1-1ing fou r r ul es a r e MONEY . 

• 
a l e r t tcp $EXTERNAL_ NE T 32768:61000 - > $HOM E_NE T 1024 :65535 (msg : " ET MAL~fARE SOCKSv5 Po r t 5190 I nbound Req uest ( Li nux Sour ce) "; dsi ze: 9 <>18; flow: est a blishe d,to_ server; content : .. 104 01 
14 46 I"; depth : 4 ; t hr es ho l d : t ype both , t r a ck by_s rc, count 1, seconds 900 ; classtype: p r otocol - comma nd - decode; r efe r ence : ur l, ha nd l e r s . sans . o r g/wsa l us ky/ r a nts / ; 
refere nce : ur l . en . wiki pedia . o r g/w iki / SOC KS; r efe r e nce : ur l , ss5 . sou r ce f o r ge . net / soc ks4. pr o toco l . t xt; r efe r e nce : ur l , ss5 . s ou r ce f orge . net/ soc ks4A. prot oco l . txt ; 
refer ence : ur l , Wl'IW . ietf. o r g/rf c / r fc 1928 . t xt ; r efe r ence : ur l , www . i et f. org/ r f c/ r fc 1929 . t xt; r e f e r e nce: ur 1, WWl'I, i e tf . o r g/ r fc / r f c1961. txt ; r e f e r ence : ur l , www . i etf , o r g/ r fc / r f c3089. t xt; 
ref e r e nc e : ur l , doc . emer gingth r eat s. net / b in/v i ew/Main/ 2003273 ; r e fere nce : u r l, Wl'IN . emergingthr eats . net / cgi-bin/ c vs l'le b . cgi / sigs /MALWARE /MALWARE_Socks _Pr oxy; s i d : 2003273; r ev : 5; ) 

# by ~ti ll iam Sa l usky of t he ISC (www . i ncident s . or g ) 
#Det ails and updates a vailabl e he r e ht t p : // ha nd l e r s . sa ns. or g/wsa l us ky / r a nt s / 
#C l eanup a nd updates by Jo hn Pr itc ha r d 
#I f yo u have any soc ks p r oxi es be i ng ab used in your e nvi r onme nt . . . The fo llowi ng fou r r ul es are MON EY . 

• 
a l ert tcp $EXTE RNAL_NET 10 24 : 5000 - > $HOME_NE T 1024 : 65535 (msg : " ET MAU-IAR E SOCKSv5 Por t 1863 In bound Request ( 1-l indows Sour ce) " ; ds ize : 10 ; flow:established , t o_ se r ver; co ntent:" 105 01 00 
01 I"; de pt h :4; content: "I 07 47 I"; off set: 8; depth : 2; threshold : t ype both , t r ac k by_s rc, count 1 , sec ond s 900; cla ss t ype : pr ot oco l -comman d-decode; 
r ef e r e nc e : ur 1 , ha nd l e r s . sa ns . o r g/wsa l us ky/ r a nt s / ; r e f e r e nc e : ur 1 , e n . wik i ped i a . o r g /wik i / SOCKS; r e f e r e ne e: u r l , ss5 . sou r c ef o r ge. net / socks4 . p r otoco l . t xt; 
ref e r e nce: url • s sS . so ur cefo r ge. net / soc ks4A. p r o tocol . t xt ; r efer ence: ur l , \'f'IM . i etf. o r g/ r fc / r fc 1928, t xt; r e f e r e nce: u r l , ww1'I , i etf. or g/ r fc / r fc 1929 . t xt; 
ref e r e nc e : ur l , wwi-1 . i e t f . o r g/rf c / r f c l 961 . t xt ; r ef er ence : ur l , 1>sww . i etf . org/ r fc / r fc 3089 . t xt; r efe r e nce : ur l, doc . eme r gingthr eats . net / b in /v iew/Ma i n/ 2003 274; 
ref e r e nce: ur l , ww.-1 . emer gingth r eat s . net / cg i - b i n / cvs 1-1e b . cgi / s i gs / MA LWARE/ MALWARE_Socks_Pr oxy ; s i d: 2003274 ; rev : S; ) 

#by Wi ll iam Sa l usky of t he ISC (wwi'l. i ncidents.o r g ) 
-#Details a nd updates a va i l ab l e he r e ht t p : //ha nd l e r s. sans . or g/wsa l us ky / r a nts / 
#C l ea nup a nd up dates by Jo hn Pr itc ha r d 
#lf you have a ny soc ks pr oxies be ing abused i n your e nvi r onme nt . . . The fo llowi ng fou r r ul es a r e MON EY . 

• 
a l ert t cp $EXTERNAL_ NET 32768:61000 -> jHOME_NET 1024 :65535 (msg : " ET MAL~IARE SOC KSv5 Por t 1863 I nbound Req uest ( Li nux Sour ce) " ; ds i ze: 10; flow:establis hed ,to_ se r ver ; co nt ent : " 105 01 00 
01 1" ; depth :4; content :" 107 47 1"; offset:8 ; depth : 2; th r eshold :type both , t r ac k by_s rc, count 1 , second s 900; class t ype: pr ot oco l -comman d- decode; 
ref e r ence : ur 1 , ha nd l ers . sa ns. o r g/wsa l us ky / r a nt s / ; r efe r e nce: ur 1 , e n . wi k i pedia . o r g /wi ki / SOC KS; r efe r e ne e: u r 1, ss5. sou r ce f o rge . net / socks4 . pr ot ocol. t xt ; 
ref e r e nc e : url , s s5. so ur cefo r ge . ne t / soc ks4A. p rotocol . t xt; r ef er ence: ur l , 1'f'ltw . i etf . or g/ rfc / r f cl928 . t xt ; r eference: ur l , ww1'I , ietf. org/ r f c/ r fc 1929 . t xt ; 
refe r ence : ur l , wlw . i etf . o r g/ r f c / r f c1961 . t xt ; re f er ence : ur l , www . i et f .or g/ r f c/ rfc 3089 . t xt ; r e f e r e nce: ur 1 , doc . eme r gingthreat s. net / b i n/v iew/Main/ 2003275; 
refere nc e : ur l , Wl""" · emer gingth reats. net / cgi- b i n / cvs 1-1e b . cgi / s igs /MA LWARE/MALWARE_Socks_Pr oxy ; sid : 2003275 ; rev : 5 ; ) 

# by Wi ll iam Sa l usky of t he ISC (wwi'l , i ncidents.org) 
#Details a nd update s a vailab l e he r e ht t p : / / ha nd l e r s . sans. or g/wsa l us ky/ r a nt s / 
#C l ea nup a nd updates by Jo hn Pr i tchard 
#If yo u have a ny socks p r oxies be ing abused in your e nvi r onme nt . . . The f ollowing fou r r ul es a r e MONEY . 

• 
a l e r t tcp $EXTERNAL_NET 10 24 : 5000 - > $HOME_NET 1024:65535 (msg : " ET MAU-IAR E SOCKSv4 Por t 1863 In bound Request (1-I i ndows Sour ce) " ; dsi ze: 9 <>18; flow: est a blis he d , t o_ser ve r ; cont e nt " 104 01 
07 47 I"; depth : 4; t hr es ho l d : t ype both , t r ac k by_s rc, count 1, second s 900 ; e lasstype: p r otocol - comma nd- decode; r efe r ence: ur l , ha nd l e r s . sans . o r g/wsa l us ky/ ra nts / ; 
ref e r e nce: ur 1 , en . 1>1iki pedia. org/wiki / SOC KS; r efe r e nce : ur 1 , ss5 . sou r ce f o r ge . net / socks4 . pr o toco l . t xt; r efe r e nce : ur l , ss5 . sou r cefor ge. net / socks4A . pr otocol . txt ; 
r ef e r e nce: ur l , Wlw.i . i et f . o r g/ r f c / r fc 1928 . t xt ; r ef er ence : ur l , 1>1WW . i etf, org/ r fc / r f c1929 , txt; r e f e r e nce: ur 1 , WlVN . i etf .org/ r f c/ r fc196 1. t xt ; r e f erence : ur l , Wl'ffl . i e t f , o r g/ rfc / r f c3089 . txt; 
refere nce : ur l , doc . emer gingthreat s . net / bin/v iew/Main/ 2003276 ; r e fere nce : u r l, Wl>J\'I . emergingthr eat s . net / cgi-bin/ c vs l'oleb . cgi / sigs / MA L~IARE /MALWARE_Socks _Pr oxy; s i d : 2003276; r ev : 5; ) 

# by ~ti ll iam Sa l usky of t he ISC ( ~M'l'l . i ncidents.o r g ) 
# Details and updat es a vailabl e here htt p : // ha nd l e r s . sans . or g/wsalusky / r a nts / 
#C l ea nup a nd updates by Jo hn Pr itc hard 
#I f yo u have a ny socks pr o xi es be i ng ab used i n your e nvi r onment . . . Th e fo llowi ng fou r r ul e s are MON EY . 

• 
a l e r t tcp $EXTERNAL_NET 32768:61000 - > $1·K>ME _NET 1024 :65535 (msg : " ET MALWARE SOC KSv4 Por t 1863 I nbound Req uest ( Li nux Sour c e ) " ; ds i ze:9 <>18; f101-1 :establis hed , t o_serve r ; cont e nt " 104 01 
07 47 1" ; dep t h : 4 ; t hr es ho l d: type both , t r ac k by_s rc, count 1, seconds 900 ; c lasstype:pr otoco l -comma nd- decode; refe r ence: url , ha nd l e r s . sans . o r g/wsa l us ky/ r ants / ; 
r ef e r e nc e : ur 1 , en . 1>1iki pedia . o r g/1,i i ki / SOC KS; r efe r ence: ur l , ss5 . sou r cef orge . net / socks4 . pr o toco l . t xt ; r efe r ence: ur 1, ss5 . sou r cefor ge. net/ socks4A. pr ot oco l . txt; 
refere nc e : url , Wl>J\-J . i etf . o r g/r f c / r f c l 928. t xt ; r ef er ence : ur l , www .ietf.org/ rfc / r fc19 29 . txt; r efe r ence: ur 1 , Wl>J\'I , i etf .o r g/ r fc / r fc 1961. t xt; r e f e r ence; ur l , 1>t1•ffl . i e t f , o r g/ rfc / r f c3089 . txt; 
ref e r e nc e : ur l ,doc . emerg i ngthreats . net / b i n/v iew/Main/ 2003277 ; r e fere nce : u r l , wM'ol . emerg i ngthr eats . net/ cgi -bin/ cvs l'oleb . cgi / s i gs / MA L~IARE/ MALWARE_Soc ks _Proxy ; s i d : 2003277; r ev : 5; ) 

# by Wi ll iam Sa l us ky of t he ISC (~M'l'l. i ncident s.o r g ) 
#Details a nd up dates a va i l ab l e he r e ht t p : //ha nd l e r s. sans. org/wsalus ky/ r a nts / 
#C l e a nup a nd updates by Jo hn Pr i tcha r d 
#lf you have a ny socks pr oxies being abused i n your e nvi r onme nt . . . The f ollowing f ou r r ul es a r e MON EY . 

• 
a l e r t tcp $EXTERNAL_NET 10 24 : 5000 -> $HOME_NE T 1024:65535 (msg : "ET MAU-IAR E SOCKSv5 Port 5050 In bound Request (1.J indows Sou r ce) "; ds i ze: 10 ; flow:establis hed ,to_ser ver ; co ntent: " 105 01 00 
01 1" ; depth : 4 ; cont e nt: " 113 ba i " ; off se t:8; depth:2; th r eshold :type both , t r ack by_s r c , count 1 , second s 900; class t ype : pr ot oco l -comman d- decode; 
ref e r e nce : ur 1 , hand l e r s . sa ns. o r g/ws a l us ky / rant s / ; r efe r ence: ur 1 , e n . wi k i ped i a. o r g /wi ki / SOCKS; refe r e ne e: u r 1, ss5. sou r ceforge, net / socks4 . prot oco l . t xt ; 
refere nc e : ur l , s s5. so ur cef o r ge . net/ soc ks4A. p r o t ocol. t xt; r ef er ence: url , w.,,w . iet f . o r g/ rfc / r f cl928 . t xt ; r eference : ur l , Wh'l'I . ie t f . org/ r fc / r fc 1929 . t xt ; 
refere nce : ur l , Wl'IW . ietf. o r g/rf c / rfc1961 . t xt ; r efe r ence : ur l , www , i et f . org/ r f c/ r fc 3089 , t xt; r e fere nce: ur 1 , doc . emergingthr eat s. net / b in /v iew/Main/ 2003278 ; 
ref e r e nc e : ur l , Wl>J\-J . emer gingth reats. net / cg i - b i n / cvs1-.ie b . cgi / sigs /MALWARE/ MALWARE_Socks _Proxy; sid : 2003278; r e v : 5; ) 

# by ~ti ll iam Sa l usky of t he ISC (www . i ncidents . or g ) 
#Details a nd updates a vailabl e he r e ht t p : // ha nd l e r s . sa ns. or g/wsa l us ky / r a nts / 
#C l ea nup a nd updates by Jo hn Prit c hard 
#If yo u have any soc ks p r oxi es being abused in your e nvi r onme nt . . . Th e fo llowing fou r r ul es are MON EY . 

• 
a l e rt tcp $EXTE RNAL_NET 32768:61000 - > $HOME_NE T 1024 :65535 (msg : " ET MALWARE SOC KSv5 Por t 5050 I nbound Req uest ( Li nux Sour ce) " ; ds ize : 10 ; flow:established , t o_ se r ver; co ntent: " 105 01 00 
01 1"; depth : 4 ; cont e nt: " 113 ba i " ; offset:8 ; depth :2; threshold :type both , t r ac k by_ s rc, count 1 , sec ond s 900; cla ss t ype : pr ot oco l -comman d-decode; 
refer e nc e : ur 1 , hand l e r s . sa ns . o r g/ws a l us ky/ r a nt s / ; r e f e r e nc e : ur 1 , e n . wik i ped i a . o r g /wik i / SOCKS; r efe r e ne e: u r l , ss5 . sou r ce f o r ge. net / socks4 . p r otoco l . t xt; 
refere nce : url • s sS . sour cefo r ge. ne t / soc ks4A, p r o tocol. t xt ; r efer ence: ur l , \'f'IM . i etf. o r g/ r fc / r f c1928, t xt; r e f e r e nce: u r 1 , ww1'I , ie tf. or g/ r f c/ r fc 1929 . t xt; 
ref e r e nc e : ur l , wwi-1 . i e t f . o r g/rf c / r f c l 961 . txt ; r ef er ence : ur l , 1>sww . i etf . org/ r fc / r fc 3089 . t xt; r efe r e nce : ur l, doc . eme r gingthr eats . net / bin /v iew/Ma i n/ 2003 279 ; 
refe r e nce: ur l , Wl>J\-J . emer gingthreat s. net / cg i - b i n / cvs we b . cgi / s igs /MALWARE /MALWARE_Socks_Pr oxy ; s i d: 2003279; r e v : 5; ) 

# by Wi ll iam Sa l us ky of t he I SC (wwi'l , i ncidents.o r g ) 
#Details a nd up dates a vai l ab l e he r e htt p : / /ha nd l e r s . sans. or g/wsa l us ky/ r a nts / 
#Clea nup a nd updates by Jo hn Pr i tcha r d 
#If yo u have a ny socks pr oxies be ing abused in you r e nvi r onme nt . . . Th e fo l1 01-1i ng fou r r ul es a r e MON EY . 

• 
a l e r t t cp $E XTERNAL_ NE T 1024 : 5000 -> $HOME_NET 1024 : 65535 (msg : " ET MA LL•IAR E SOC KSv4 Po r t 5050 In bound Request (1-I i ndoh'S Sour ce) " ; ds ize: 9 <>18; flo1-1 : e s t a blis he d , t o_ ser ve r; content " 104 01 
13 ba I"; depth : 4; t hre s ho l d : t ype bot h , t r ac k by_s r c , count 1, seconds 900 ; classtype: p rotocol- comma nd - decode; refe r ence : ur l , ha nd l e r s . sans .o r g/wsa l usky/ r ants / ; 
ref e r e nc e : ur l , en . 1>i ik i pedia. org/1>dk i / SOC KS; r e f e r e nce: ur l , ss5. sou r ceforge . net / soc ks4 . pr o toco l . t xt ; r efe r ence : ur l , ss5 . sou r ceforge . net / socks4A. pr otocol . txt; 
ref e r ence : ur l , w1.wi . i etf . o r g/ r fc / r f c1928. t xt ; r ef er ence : ur l , www . i etf . org/ r f c/ rfc l 929 . txt ; r e f e r e nce: ur 1 , wWL" . i etf . o r g/ r fc / rfc1961 . t xt ; r e f e r ene e : ur l , Wl'tw . i e t f . o r g/ rf c / r f c3089 . t xt; 
refere nc e : url ,doc . emer gingthreat s. net / b i n/v iew/Main/2003280 ; r efe r e nce : u r 1, ww1-1 . eme r g i ngthr eats . net / cgi - bin/ c vs l'leb. cgi / sigs /MALWARE/MALWARE_Socks _Pr oxy; s i d : 2003280; r ev : 5; ) 

# by L-li ll iam Sa l usky of t he I SC (wwi'l , i ncident s.org ) 
#Details and updat e s a vailab l e he r e ht t p : / /ha nd l e r s . s ans. or g/w sa l us ky/ r a nts / 
#C l ean up and updates by Jo hn Pr i tchard 
#If yo u have a ny socks p r oxies be ing abused in your e nvi r onme nt . . . Th e f ollowing fou r r ul es a r e MON EY . 

• 
a l e r t t cp $EXTERNAL_NET 32768:61000 - > $HOM E_NE T 1024 :65535 (msg : " ET MALWARE SOC KSv4 Por t 5050 I nbound Req uest ( Li nux Sour ce) " ; ds i ze: 9 <>18; fl ow: est a blis he d , t o_serve r ; cont ent : .. 104 01 
13 ba I"; depth : 4; t hr es hold : t ype both , t r ac k by_s rc, count 1, second s 900; e lasstype: p r otocol - comma nd- decode; r e f er ence: ur l , ha nd l e r s . sans . o r g/wsa l usky/ r a nts / ; 
refere nc e : ur 1 , en . wiki pedia . o r g/1>1iki / SOCKS; r efe r e nce : ur l , ss5 . sou r cef o r ge . net / socks4 . pr o toco l . txt; r efe r e nce : ur l , ss5 . sou r cefor ge. net/ socks4A . prot oco l . t xt ; 
r efere nce: ur l , Wl'IW . i et f . o r g/rf c / r f c1928. t xt ; r ef er ence : ur l , www , i et f. or g/ r fc / r fc19 29 , txt; r efe r e nce : ur l , ww1-1 . i etf .o r g/ rfc / r f c1961. t xt ; r e f e r ence : ur l , www . i etf , o r g/ r fc / r f c3089, t xt; 
ref e r e nc e : ur l , doc . emer gingth reats. net / bin/v iew/Main/ 2003281 ; r e fere nce: u r l, Wl'IN . emergingthr eats . net / cgi-bin/ c vs l'leb . cgi / sigs /MALWARE/MALWARE_Soc ks _Pr oxy; s i d : 2003281 ; r ev : 5; ) 

#Anot her case of ru l es t ha t f i r e acco r d ing to RFC standa rds , but I ha ve n' t r eally \-.,itnessed t hi s type of t r affic to confi r m . 

• 
#a l e r t tc p $ EXTERNAL_NET 1024: 5000 - > $Ha1E_NET 1024: 65535 (msg : " ET MA L~JARE SOC KSv5 1Pv6 I nbou nd Connect Request (Wi ndo'11 s Sou r ce ) "; ds ize : 10 <> 23; flm'I : establ i shed , to_se r ve r ; 
cont e nt: " 105 01 00 04 1" ; dept h :4; thres hol d : t y pe bot h , t r ac k by_ s r c, coun t 1 , seconds 900; clas s t ype : pr ot oco l -comma nd -decode ; r efe r e nce: url , ha nd l e r s.sans. o r g/wsalus ky/ rants / ; 
refere nc e : ur l , en . wik i pedia . o r g/w iki / SOC KS; re fe r e nce : ur l , ss5. sour cefo rge . net / soc ks4 . pr o toco l . t xt ; r efe r ence : ur l , ss5. s ou r ceforge . net / socks4A. prot oco l . txt ; 
ref e r enc e : ur l , wlw . i etf . o r g/ r fc / r f c1928 . t xt ; re f er ence : ur l , www . i etf . org/ r f c/ rfc l 929 . t xt ; re f e r e nce: ur 1 , WWl,J . ie t f .o r g/ r fc / rfc1961 . t xt ; r e f e r ence : ur l , www . i e t f .o r g/ rf c / r f c3089 . t xt; 
refere nc e : ur l ,doc . emer gingth reats. net / bin/v iew/Main/2003284 ; r efe r e nce : u r 1, Wl'IN . eme r gingthr eats . net / cgi - b i n/ c vs l'le b . cgi / sigs /MALWARE/MALWARE_Socks _Pr oxy; s i d : 2003284; r ev : 5; ) 

#Anot her case of ru l es t ha t f i r e a cco r d ing to RFC standa r ds, but I ha ve n' t r eally \-., itnessed t hi s type of t r aff i c to confi r m . 

• 
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#ale r t tcp $ EXT ERNAL_N ET 32768 :61000 - > $HOME_NET 1024 :65535 ( msg:" ET MALWARE 50CKSv5 I Pv6 I nbound Co nn e ct Req ue s t ( Linu x Sou r ce ) '" ; dsize : 10 <> 23; flov,. : establis he d , t o_se r ve r ; 
content : " 105 01 00 04 1 " ; dept h :4; t hr eshol d: t ype bot h, t r ack by_ s r c, coun t 1 , seconds 900; c las stype : protoco l -comma nd- decode; r e f erence : u r l ,ha ndle r s . sans . or g/L,i sa lus ky/ r ants / ; 
ref e r e nce: u r 1, en . wi ki pedia, o r g/wiki / SOC KS; r efe r e nce : ur 1, ss5. sou r cef o r ge. ne t / socks4 . p r otocol. t xt ; r eference : ur 1, ss5. sou r ce f or ge. net/ socks4A. pr ot oco l . t xt ; 
ref e r e nce: ur l , WL>J\>i . ietf . o r g/ r f c / rfc1928 . t xt ; r ef erence : ur l , l'MW . i etf . or g/ r f c/ r f c 1929 . t xt ; re f e r e nce: u r l , wL'l\>i . ietf . o r g/ rfc / rfc1961. t xt ; r e f er ence : ur 1, l'MW . iet f .o r g/ r f c/ r f c 3089 . txt ; 
ref e r e nce: u r l , doc. emergingthreats, net / b i n/v iew/Main/ 2003285; r e f erence : ur l , W\'l\'I . eme r g i ngthr eats. ne t / cg i - b i n / cvsL,ieb . cgi / s igs / MAU,rARE/ MALI-JARE_Socks_Pr oxy; s i d : 2003285; rev : 5; ) 

#Anot her case of ru l es t hat f i r e acco rdi ng t o RFC standards, but I have n 't r eally witnessed t his t ype of t r affic to confi r m . 

• 
a le r t udp $ EXTERNAL_NET 1024 : 5000 - > $HOME_NE T 1024: 65535 (msg : " ET MA LI.JAR E SOCKSv5 UDP Proxy Inbound Conne ct Request ( \.Ji nd oNs So urce ) " ; content : " I 00 00 I"; dept h : 2; content :" I 01 I"; 
off set: 3 ; de pt h : 1; t hreshol d: type both , tr a c k by_ s re, count 1 , seconds 900; cla sstype: pr ot oco l -comma nd- dec ode; re fe r ence: ur l , ha ndl e r s . sans . o r g/l'l sal usky/ r a nts / ; 
ref e r e nce: u r 1 , en . 1-likipedia . o r g/wiki / SDCKS; r eference : url , ss5. sour cef o r ge. net / socks4 . p r otocol . t xt ; r eference : ur 1, ss5 . sour cefor ge . ne t / socks 4A. pr ot oco l . txt ; 
ref e r e nce: u r l , WL>J\>i . ietf . o r g/ r f c / r f c1928 . txt; r eference : ur l , l'MW . i etf . or g/ r f c/ r fc1929 . t xt; re f e r e nce: u r l , WL'l\>i . ietf . or g/ r f c / r f c1961. t xt; r e f erence : ur l , www . i e t f .o r g/ r f c/ r f c 3089 . txt ; 
r e f e r e nce: u r l ,doc . eme r gingth r eats, net/ bi n/v iew/Main/ 2003286; r e f e r ence : ur 1 , wwN . eme r g i ngthr eat s. ne t / cgi- b i n / cvs Neb . cgi / s igs / MALWARE / MALI-JAR E_Socks_Pr oxy; s i d : 2003286; r ev : 6; ) 

#Anot he r case of ru l es t hat f i r e acco r d i ng to RFC standards , but I have n' t r eally wi t nessed t hi s t ype of t r aff i c to confi r m . 

• 
a l e r t udp $ EXTERNAL_ NET 32768:61000 - > $HOME_ NET 1024 : 65535 (msg : " ET MAL\.JARE SOC KSvS UDP Proxy I nbound Connect Req uest {Li nux Source) "; content:" 100 00 1" ; dept h : 2; content :" 101 1" ; 
off set: 3; de pt h : 1; t hr e shol d: type both , t rac k by_ s re, count 1 , seconds 900; cla ss t ype: pr ot oco l -comma nd -decode; r efe r ence: ur 1, ha nd l e r s . sans . o r g/l\l salusky/ r a nts / ; 
ref e r e nce: u r 1 , en . wi ki pedia . o r g/1>1iki / SOC KS; r efe r e nc e : url , ss5 . sou r cef orge . ne t / socks4 . p r otocol . t xt ; r eference : ur 1, ss5 . sou r cefor ge . net/ socks4A. pr ot oco l . txt ; 
r e f e r e nce: u r l , WL'1W . i etf. o r g/ r f c / r f c1928 . t xt; r ef erenc e : ur l , l'IWW . ietf . or g/ r fc / r fc 1929 . t xt; re f e r e nc e : u r l , WL'l\>i . ietf . o r g/ r f c / r f c1961. t xt; refer ence : ur l , l'IWW . ietf. or g/ r fc / r f c 3089 . t xt ; 
ref e r e nce: u r 1 ,doc . emerg ingth r eats , net/ bi n/v iew/Main/ 2003287; ref erence : ur 1 , wWL>i . eme r gingthreat s. net/ cg i -bin / c vs L,ieb . cgi / sigs / MALWARE / MALWARE_Socks_P r oxy; s i d : 2003287; r ev : 5; ) 

# I kee p t hese mos t l y comme nted, while t hey a r e correct acco r d i ng t o RFC f or BIND actions, i n pr actice ! ' ve found on l y FP 's wh i c h I still need to d ig t h r ough a nd see 1,ihat ' s r eally goi ng 
on t he r e . 

• 
#ale r t tcp $ EXT ERNAL_N ET 1024 :5000 - > $H<»1 E_NET 1024 : 65535 (msg : "ET MALWARE SOCK5v4 Bi nd I nbound (Wi ndoL,i s So ur ce ) "; dsize : 9<>18; flow:establis hed , t o_se r ve r ; cont ent : " 104 0 2 1" ; depth :2; 
e l a sstype: p r o t ocol- command-decode; r efe r ence : ur 1 , handler s . sans . o r g /l'lsa l us ky/ r a nts / ; r eference: ur 1, en . l'l i k i pedia . or g/l'l i ki/ SOC KS ; r eference : u r l , ss5 . so ur ce f o r ge . net/ soc ks4 . pr otoco l . t xt; 
ref e r e nce: u r 1 , s s 5 . so urcef o r ge. net / soc ks4A. p r ot oco l . t xt; r ef er ence: ur 1 , L,JWl,/l . ie t f. o r g/ r fc / r f c19 28 . t xt; r ef e r e nce : u r l , Wl'J\\I . ietf . or g/ r f c / r f c1929 . t xt; 
r e f e r e nce: u r l , WL""" . ietf . o r g/ r f c / r f c1961. t xt; r eferenc e : ur l , l'MW . i e t f . or g/ r f c/ r f c 3089 . t xt; re f e r e nce: u r l , doc. emergingthreat s . net / b i n/v iew/Main/ 2003288; 
ref e r e nce: u r l , M>J\Y . emerg i ngth r e ats . net / cgi -b i n / cvs 1,ieb. cgi / s igs / MAL\.JARE / MALWARE_Socks_Pr oxy; s i d : 2003288; r e v : 5; ) 

#I ke e p t hese mos t l y comme nted, while t hey a r e co r r ect acco r d i ng t o RFC fo r BIND actions , i n pr actice ! ' ve f ound on l y FP ' s wh ic h I s t i l! need t o d ig t h r ough a nd see 1,ihat ' s r eally go i ng 
on t he r e . 

• 
#a l e r t tcp $ EXT ERNAL_ NET 32768 : 61000 - > $HOME_NET 1024 : 65535 ( msg: "ET MALWARE SOC KSv4 Bind I nbound ( Li nux So urce ) "; d s i ze : 9< >18; flow: es t ablis hed , t o_se r ve r ; content : " I 04 02 I" ; dept h : 2; 
c l a sstype: p r o t ocol- command-decode; r efe r ence : ur 1 , handlers . sans . o r g /l'lsa l usky/ r a nts / ; r eference : ur 1, en . wi k i ped ia . or g/wi ki/ SOCKS; r efe r e nc e : url , ss5 . so ur ce f o r ge . ne t / soc ks4 . protoco l . t xt ; 
r e f e r e nce: u r 1, s s5 . so urcefo r ge. net / soc ks4A. pr otocol . t xt; ref er enc e : ur l , LWll/l , iet f. o r g/ r fc / r f c1928 . t xt; ref e r e nce : u r l, '"'"'" · i etf. or g/ r f c / r f c1929. t xt; 
r e f e r e nce: u r 1 , \-.,,,iw . i e t f . o r g/ r f c / rfc1961. t xt ; r ef erenc e : ur 1, W'rf\•1 . ietf . or g/ r f c/ r f c3089 . t xt; r e f e r e nc e : u r l , doc . eme rg ingthr e ats . net / bi n/v iel'I/Ma i n/ 2003 289 ; 
r e f e r e nce: u r l , WL""" . eme rg i ngthreat s . net / cgi - b i n / cvs1,ie b . cgi / s i gs / MAL~JARE / MALWARE_Socks _Pr oxy ; sid : 2003289; rev : 5; ) 

#I kee p t hese mos t l y comme nted, while t hey a r e corre ct acco r di ng t o RFC f or BI ND actio ns, i n pr actice I ' ve found onl y FP ' s t'lh i c h I sti l! need t o d i g t h r ough a nd see what ' s r eally goi ng 
on t he r e . 

• 
#ale r t t cp $EXTERNAL_NET 32768 :61000 - > $HOME_NET 1024 :65535 ( msg:"ET MALWARE SOC KSvS Bi nd I nbound { Li nux Source ) " ; dsize : 10; f101\l :esta blished , t o_ser ver; co ntent : " 105 02 00 01 1" ; 
depth : 4; c la sst ype: prot oco l - comm and-decode; r ef erence : ur 1, handle r s, s a ns . o r g/Nsa l us ky/ r a nt s / ; ref e r e nce : u r l , e n . Ni ki ped ia . o r g/N i ki / SOCKS ; 
r e f e r e nce: u r 1 , s s5 . so urcefo r ge . net/ soc ks4 . p r ot ocol . txt ; r efe r e nce : url , ss5. sou r cef o r ge . net / soc ks4A . protocol . txt; r eference: ur 1, VII/IW . ietf . org/ r fc / r fc 1928 . t xt; 
r e f e r e nce : u r l , WL>J\Y . ietf . o r g/ r f c / r f c1929 . txt; r ef erenc e : ur l , l'MW. i e t f . or g/ r f c/ r fc 1961 . t xt; re f e r e nc e : u r l , WL'I\Y . ietf .or g/ r f c / r f c3089 . t xt; 
ref e r e nce: u r l , doc . emerg i ngth reats . net / bi n/v i ew/Main/ 2003290; ref e r ence : ur 1 , w"""" . eme r g i ngt hreat s . ne t / cgi- bin / c vsNeb . cgi / s i gs / MALWARE/ MALWARE_Socks _Proxy; s i d : 2003290; r ev : 5; ) 

# I ke e p t hese mos t l y comme nt ed, while t hey a r e correct acco r d i ng t o RFC fo r BIND actions, i n pr actice ! ' ve found on l y FP 's whi c h I stil! need to d ig t h r ough a nd see 1,ihat ' s really goi ng 
on t he r e . 

• 
#a l e r t tcp $ EXT ERNAL_NET 1024 : 5000 -> $H<»1 E_ NE T 1024 : 65535 (msg : "ET MALWAR E SOCKSv5 Bi nd I nbound ( Wi ndoL" S So ur ce ) "; dsize : 10; f101\l : est a blished , t o_s er ve r ; co ntent : "I 05 02 00 01 I"; 
dept h : 4; e lass t ype : pr ot oco l -comma nd-decode; r eference : ur l , hand l e r s. sans . o r g/1,isa l us ky/ r a nt s / ; ref e r e nce : u r l , e n . Niki ped ia . or g/ Ni k i / SOCKS; 
r e f e r e nce: u r 1 , s s 5 . so urcef o r ge. net / soc ks4 . p r ot ocol . txt ; r efe r e nc e : u r 1, ss 5 . sou r cef orge. net / soc ks4A. protocol . t xt ; r eference: ur 1, v,ww . iet f . org/ r f c/ rfc 19 28 . t xt; 
ref e r e nce: u r l , wwi,i . ie t f . o r g/ r f c / r f c1929 . t xt ; r ef erence : ur 1, 1>.rww . i etf . or g/ r f c/ r f c 1961 . t xt ; r e f e r e nce: u r l , wL""" . ie t f . o r g/ r f c / r f c3089 . t xt ; 
r e f e r e nce: u r l ,doc . emergingthreat s . net / b i n/ view/Main/ 2003291 ; r ef erence : ur l , WL""" . eme r gingt hr eats. ne t / cg i - b i n / c vs L,ieb . cgi / s igs / MAL\.fARE/ MALI-JARE_Socks_Pr oxy; s i d : 2003291; rev : 5; ) 

#matt Jonkma n 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNA L_N ET $HTT P_PORTS (msg : " ET MAL\.JARE Sof t - Show. cn Relateci Fa ke AV I ns t a ll" ; flow:e s tablis hed , to_se r ve r ; ur i co nt e nt : " / setu p/ setup .asp?id =" ; nocase ; 
uricontent : "&pc i d=" ; nocase; u r i co nt e nt : "&ve r : "; nocase ; ur icontent: "&taday=" ; nocase; clas s t y pe: t rojan -act i vi ty; r e f e r e nce : u r l , doc . emergingthr eats . net / bi n/v iel't/Main/ 2008135; 
ref e r e nce: u r l , M>J\Y . emerg i ngth r eats, net / cgi - bin / cvs 1,ieb . cgi / s igs / MAL\.JARE/MALWAR E_Soft - show. c n; s i d : 2008135 ; r ev : 2; ) 

#matt Jonkma n 

• 
ale r t t cp $HOME _NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg : " ET MAL~JARE Sof t - Show. cn Re lateci Fake AV I ns t a ll Ad Pull" ; flow:establishe d , to_ se r ve r ; ur i content: "/ set up/ a dC lick . as p ?I d="; 
nocase; u r i co nt e nt : "&\,Je bl d =" ; nocase ; uricontent: "&sDa t e="; nocase; u r ico nt e nt: "&ve r : " ; nocase; class t ype: t r oja n- ac ti vity; r e f e r ence: url , doc. eme r g i ngth r eat s . net / bi n/v i ew/Main/2008148; 
ref e r e nce: ur l , WL""" . emergingth r e ats . net / cgi -b i n/ cvs1,ieb . cgi / s i gs / MAL\.JARE / MALWARE_Soft- show. cn; sid : 2008148 ; r ev : 2 ; ) 

#by Matt Jon kma n 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_N ET $HTT P _PORTS (msg : .. ET MAL~JARE Sof t cash i e r . com Spywa r e I ns t a ll Checki n" ; flow: e s t ab li shed, t o_se r ve r ; uricontent:" . php ?wm i d = " ; nocase; 
uricontent : "&s ubi d ="; nocase; u r icont e nt : "&pid=" ; nocase; uricontent : "&1id =" ; nocase ; ur i content : "&h s =" ; nocase; c l as s t y pe : t r ojan - ac tiv i t y; 
r e f e r e nce : u r l , doc . emergingth r eat s , net / b i n/v i ew/Main/ 2007861 ; r e f erence : ur 1 , WL'l\>i . eme r g i ngthr ea t s. ne t / cgi- b i n / c vs LYeb . cgi / s igs / MAL\.fARE / MALWARE_Softcash i er; s i d : 2007861; rev : 2; ) 

#anot her f a ke antis pyi'la r e pac kage, by ma t t j o nkman 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNA L_N ET $HTT P_PORTS (msg : " ET MAL\.JARE Sof tspydelete . com Fa ke Ant i - Spyi'la r e Chec ki n"; f101>1 :established,to_ser ver ; ur i co ntent : " . php ?"; noc ase; 
u r icont e nt : "al : "; noca se ; ur icontent : "&a2="; nocase; ur icontent : "&a3: " ; nocase ; ur i content: "Wi nd01Ys%20ve r sion%20 i s"; nocase; u r icontent : " &a4: Bui l d"; nocase ; u r i content: "&a 5: " ; noca se; 
uricont ent : "&t able:"; nocase ; c l ass t ype : troja n - activ i t y ; r eference : ur l , doc . eme r gingt h r eat s . net / bin/v iew/Main /2007842; r efe r ence : ur 1, 1-,ww . eme r gingth r ea ts. net / cgi-
bin/ cvsweb . cgi / sigs/ MA L\.JAR E/ MALWARE_Softspyde l ete . com; sid : 2007842; r ev : 2; ) 

# by ma t t Jon kma n, fr om t he sandnet 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNAL_NET $HTT P _PORTS (ms g : " ET MAL~JARE Softwa r e r efe r ral. com Adwa re Checkin " ; fl oN: es ta blishe d , t o_se r ve r ; u r icontent : "wmi d="; nocase ; u r i cont ent : "&m i d="; 
noca se; u r i co nt e nt : "&l i d=" ; no case; c lass t ype : t r o j a n -activity ; r efer enc e : ur l , doc . eme r gingt hr eats . net / bi n/v iew/ Ma i n/ 2007696; r ef e r e nce : url , L"'1M . eme rgingthr eats . net / cgi-
b i n/ cvswe b . cg i / sigs/MA LWAR E/ MAL\.fAR E_Softwa r e r ef er r a l . com; s i d : 2007696; r e v : 3; ) 

#Matt Jonkma n 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNA L_N ET 1024 : 65535 (msg : "ET USER_AGENTS Li ke l y Spambot l.Jeb- based Contro! Tr affi c"; flow: t o_ se r ve r , establis hed; co ntent: " Use r -Age nt I 3a J Godz i lla " ; 
nocase; class t ype: t r o jan -act i v i t y ; r ef e r e nce : ur l ,doc . eme r g i ngthr eats . net / bi n/v iew/ Ma i n/ 2001711 ; r efe r ence ; url , www .emergingth reats .net / cgi- b i n/ c vs l'ieb . cg i / sigs /MALWAR E/MAL1,JAR E_Spambots ; 
s i d : 2001711 ; r ev :7; ) 

#The follovd ng r ule assists i n t he ident i fication of s pa m 1-ihe n SMT P 220 
# r esponses a r e seen egr e ssing yo ur neb1ork f r om unu s ua l s r c port s. 
#You may wa nt t o cons i de r taggi ng a numb er of f ol l owi ng pac kets . 

• 
#a le r t t cp $HOME_NET ! 21 : 587 - > an y a ny (msg : "ET MALI-JARE Spambot Suspicio us 220 Ba nne r on Loca! Po r t " ; flow: es tablished ; content : "220 " ; offset : 0; de pt h : 4 ; tag : sess i on , 20, pac kets ; 
c l a ss t ype : non- s t a nd a rd - pr o t ocol; ref e r e nc e : u r 1, doc. emerg i ngth r eat s . net / b i n/v i ew/Ma i n/ 2001815; ref e r e nce: u r l , M>J\Y . emerg i ngth r eat s . net / cgi - b i n / c vs 1,ieb . cgi / s i gs / MAL~JARE / MALWARE_Spambots; 
s i d :2001815; r ev :8 ; ) 

#Matt Jonkma n 

ale r t t cp $HOME_NET a ny - > $EXTE RNAL_NET $HTT P _PORTS (msg : " ET MAL~JARE Poss i b l e Spambot Check i ng i n t o Spam"; flow:est a blis hed, t o_se r ve r ; ur i co ntent : " / dev r andom/" ; noc ase; content : "dev"; 
nocase; content : ! "Use r -Ag e nt I 3a I"; nocase; c lass t ype : t r o j an - act i v i t y; r ef erence: ur l , doc . eme r gingt hr ea t s. net/ bi n/v ie,..,/Main/ 2002988; r ef e r e nce : url , wi,iw . eme rgingthr ea t s . net / cg i -
b i n/ cvs \\le b . cgi / sigs/MA LWAR E/ MAL\.fAR E_Spambots; s id : 2002988; r e v : 5; ) 

#Matt Jonkma n 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_N ET $HTT P_PORTS (msg: " ET MAL\.JARE Poss i ble Spa mbot Pull i ng I P Li st t o Spam"; flow: established,to_se r ve r ; uricontent : "/ de vr a ndom/ access . php" ; nocase ; 
content : "Use r -Age nt I 3a I Moz i lla/ 4 . 0 ( compatibl e ) " ; nocase; classty pe : t roj an- ac tiv i t y ; ref erenc e : u r l , doc. eme r gingthr eats . net / b i n/v iei,i/Ma i n/2002990 ; 
ref e r e nce: u r l , M>J\Y . emergingth r eat s, net/ cgi -bin / cvs 1,ie b . cgi / s i gs / MALWARE / MALWARE_Spambot s; s id : 2002990; r e v : 6; ) 

#Matt Jonkma n 

• 
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a l e r t tcp $HOME _NE T any - > $EXTERNA L_NET $HTT P _ PORTS (msg : " ET MAU•JARE Poss i b l e Spambot ge t ting new e xe ur l " ; flow: es t ablis hed, t o_se r ve r; uri content: "404 . t xt " ; nocase; co ntent: "404" ; 
conte nt : ! "User -Agent I 3a I" ; nocase; c l ass t ype : t r o jan-acti v i t y ; r ef e r ence : u r 1 , doc . emergingt hr eats. ne t / bin /v i ew/Ma in/ 2002989 ; r efe r ence : ur 1 , 1viw1. eme r gingt h r eats . net / cgi-
bin/ cvsweb. c gi / s i gs /MA L~JARE/MALWARE_Spambot s ; s i d : 2002989; r ev : 5; ) 

#Matt Jonkman 

• 
a l e r t t cp $HOME_NE T any - > $EXTERNA L_NET $HTT P _ PORTS (msg: " ET MALWARE Possib l e Spambot getting ne L11 e xe " ; flow: establishe d , t o_se r ver; uri content : " / t r a ff / pp iigg . exe " ; nocase; 
c l asstype : troja n-activ i t y ; r ef e r ence : ur l ,doc. emerg ingt hr eats, ne t / b i n/v i ew/Ma i n/2002991; r ef e r ence : ur l , wi-r.11 , emer g ingt hr eats. net / c gi - bin/ cvs1ve b . cgi / sigs /MA LWARE / MALWARE_Spambot s; 
s i d : 2002991; r ev :4; ) 

#Matt Jonkma n 

• 
a l e r t t cp $HOME_NET any - > $EXTERNA L_NET SHTT P_ PORTS (msg:"ET MAL~JARE Spe cificc lick . net Sp y1>Ja r e Ac tivity"; fl m11 : to_serve r ,established ; uri conte nt :" / adopt.sm?" ; nocase; urico ntent :" l ="; 
nocase; u ricontent: "&sz="; nocase; ur ic ontent : "&r ed i r =" ; nocase; u ri cont e nt: "'&nmv=" ; nocase; ur icontent : "&nr sz=" ; nocase ; u rico nte nt : "&r ="' ; nocase; c l a sst y pe: policy-v io l a tio n; 
r ef e r e nce : ur l , doc . emergingt h reats. net/ bi n/vi ew/Ma i n/2003 450; r e f e r e nce: ur l , i-1Mv . emergingt hreats . net / cgi -b in / cvs web . cgi / sigs /MAL~/ARE / MALWARE_S peci ficc lic k . net; sid : 2003450 ; r ev : 3; ) 

#Submitted by Matt J onkma n 

• 
a l e r t tc p $HOME_NET any - > $EXTERNA L_NET $HTT P_ PORTS (msg:"ET MAL~JARE Speede r a Agent " ; f1 0111 : to_se r ver , es tabli she d ; u rico ntent :" / i o/dormloads"; nocase ; cla ss t ype: t r o jan-activi t y ; 
r ef e r e nce : ur 1 , doc. emer gingt h r eats. net / bi n/vi ew/Ma i n/2001320; ref e r ence: ur l , www . emerg i ngt hreats. net / c gi - b i n/ cvs web . cgi / s i gs /MALWARE / MALWARE_Speedera; s i d : 2001320; r ev : 5; ) 

#Submitted by Matt Jonkma n 

• 
a l e r t t cp $HOME_ NET any -> $EXTE RNA L_NET $HTT P_PORTS (msg : "ET MALWARE Speedera Agent ( Specific ) " ; flow: t o_serve r , establis hed; uri content: "/ io/ do1>m l oads / 3/ws em302 . d l " ; nocase; 
c l asstype : t roj a n - act i vity ; r efe r ence : ur 1 , doc . eme r gingt h reats. net/ bi n/view/Ma i n/2001321 ; r efe r e nce: url , L-r-"'11 . eme r gi ngt h r ea ts. net / cgi -b i n/ cvsLve b . cgi / sigs / MALWAR E/ MAL\-J.AR E_Speede r a ; 
sid:2001321; r ev :5; ) 

#Matt J onkman 

• 
a l e r t t cp $HOME_ NET any - > $EXTERNA L_N ET $HTT P_ PORTS (msg : "ET MAU IARE Spy - Not . com Spywar e Updat i ng"; f10111 :to_ser ve r , es tablished ; u rico nte nt : "/updatesl / SKVers ion. i ni " ; nocase ; 
c l asstype: t ro jan-act i v i t y ; ref e r enc e : ur l ,doc . eme r g ingt hr eats, ne t / b i n/v iew/Main/ 2003377; r ef e r ence : ur l , WL-r-11. emer g ingt hreats . net / cg i - bin/ cvs 1ve b . cgi / s igs /MA LWAR E/ MALWARE_Spy -not . com; 
s i d : 2003377; r ev : 3 ; ) 

#Matt J onkma n 

• 
a l e r t t cp $HOME_NET any -> $EXTERNA L_NET $HTT P_ PORTS (msg: " ET MAL~JA RE Spy - Not. com Spyw ar e Pulling Fa ke Si gs" ; flow: t o_se r ve r ,es t abli shed; uri cont ent: "/updatesl/ SKSignatur es .z i p" ; 
nocase; c l asstype: t r oj an - act i v i t y ; r efe r e nce: ur 1 , doc. eme r gi ngt h reats. net/ b i n/v iew/Ma i n/2003375; r efe r ence: url , \V!.-M . eme r gi ngthr e a t s. net/ cgi -b i n/ cvswe b . cg i / sigs / MALWARE / MAUJARE_S py ­
not . com; s id :2003375; r ev :3; ) 

#By Ma tt Jon kma n 

• 
a l e r t t cp $HOME_NE T any - > $EXTERNA L_NET SHTT P_ PORTS (msg:"ET MAU JARE SpyShe rr i ff Spy1>Jar e Activ i t y"; f10111 : to_se r v er , establishe d ; ur i content: "/ pr ogs_e xe / j bsra k/" ; noca s e; 
c l asstype : t roj an - act i v i t y ; r ef erenc e : ur l ,doc . emer g ingt hr eats. ne t / b i n/v i e l>l/Ma i n/ 2002984 ; r ef e r ence : ur l , wi-r.11 . emer g ingt hr eat s . net / cg i - bin/ cvs 1ve b . cgi /s igs /MA LWARE / MALWARE_SpyShe r ri f f ; 
s i d : 2002984 ; r ev : 4 ; ) 

#By Matt Jon kma n 

• 
a l e r t t cp $HOME_NET any - > $EXTERNA L_N ET $HTT P _PORTS (ms g : " ET MA.LWARE )up i t e r sa tell i t es. biz Spywa r e Down l oad " ; fl ow : t o_serve r , es tablis hed ; uri content : " / t r aff / ppiigg . e xe"; nocase; 
c l asstype : tro jan-activ i t y ; r ef e r ence : ur l , doc . eme r g ingt hr eats. ne t / b i n/v i ew/Ma i n/2002987; r ef e r ence : ur l, www .emer g ingt hreat s . net / cg i - bin/ cvs 1ve b . cgi / s igs /MA LWAR E/ MALWARE_SpyShe r ri ff ; 
s i d : 2002987 ; r ev :4; ) 

#by Mr Mag ie Pa nts 

• 
a l e r t t cp $HOME_NET any -> $ EXTERNA L_NET $HTT P _ PORTS ( ms g: " ET MALWARE SpyShe riff I nt ia l Phone Home"; fl m11: e s t abli s hed, t o_se r ve r ; u ri co nte nt : " tria 1. ph p?rest= " ; nocase; 
uri cont ent : "&ve r ="; nocas e ; ur icontent: "&a= " ; nocase ; conte nt : " t r i a l . php"; noca s e; content : ! "Use r -Age nt I 3a I "; class t ype: t ro j a n-activity ; 
r efe r e nce: ur l, vil . na i . com/v i l / co nte nt /v _135033 . ht m; r e f e r ence : u r l , doc . eme r gi ngt hr ea t s . net / b i n/v iei~/Main/ 2003251; r efe r en ce: ur l , ....,,.,.v . eme r gi ngthre at s . ne t / cgi ­
bi n/ cvsweb . cgi / s i gs /MA L~JARE/ MAL~/ARE_SpyShe rri ff ; s i d: 2003251; r ev: 5; ) 

#by Ma tt Jon kman , fr om sa nd net a na l ysis 

• 
a l e r t t cp $HOME_NE T any 4 > $EXTERNA L_NE T SHTT P_ PORTS (msg: " ET MAU JARE SpyShr edd er Fa ke Ant i 4 Spy.va r e I ns t all Downl o ad '"; f101-1 : est ablis he d , t o_ s er ve r ; ur i content :"&advi d="; noca s e; 
uricontent : "&u="; nocase; ur icontent : "&p=" ; nocase; uri cont e nt :" ?= __ " ; uricon t ent : "&vs =" ; nocase; uricontent : "&YZYYYYYYYYYYYYYYY" ; c l a ss t ype: t r o j a n-activity ; 
r ef e r e nce: ur 1 , doc. emer gingt h r eat s. net / bi n/v i ew/Ma i n/2007593; r e f erence: ur l , wwiv . emerg ingt hr eat s . net / c gi - b in / cvsweb . cgi / s i gs / MALWARE / MALWARE_S pyShr ed de r ; s i d : 2007593; r e v : 3; ) 

#By Matt Jon kman 

• 
a l e r t t cp $HOME_NE T any -> $EXTERNA L_NET $HTT P_ PORTS (msg:" ET MA.LWARE Spy axe Spyware 0 8 Update"; flow: t o_ serve r ,establis hed; uricont e nt :" / updates/ da ta base / dbver. php"; nocase; 
cont e nt : "spywar eaxe" ; noc ase; c lass t ype; t r ojan-act i vity; r ef e r ene e: u rl , doc. eme r gingt hr eats . net / b in/v i eL11/Ma i n/ 2002804; r efe r ene e: u rl , www. eme r gi ngth r ea t s , net / cg i -
bin/cvs1-1eb. cgi / sigs /MA LWARE/ MALWARE_Spy axe; sid : 2002804; r ev :4; ) 

#By Ma tt Jon kma n 

• 
a l e r t t cp $Hot1E_NE T any - > $EXTE RNA L_NET $HTT P _ PORTS (msg: "ET MAL~JARE Spy axe Spywa re 0 8 Ve r sion Chec k" ; fl ow: t o_s er ver , es tablis he d ; uri content : " / updates/ d atabase / dbve r . da t "; nocase; 
cont e nt : "spywareaxe"; noc ase; c l asstype : t ro j an -act i vity ; r ef e r ene e : u rl , d oc . eme r gingt hr eats . net / b in/v ieL11/Main/ 2002805; r efe r ene e: u rl , WMv . eme r gi ngthr eat s . net / cg i -
bin/ cvsweb . cgi / s i gs /MA L~JARE/MALWARE_Spy axe; sid : 2002805; r ev : 4; ) 

#By Ma tt Jon kman 

• 
a l e r t t cp $HOME_NET any 4 > $EXTERNA L_NE T $HTT P _ PORTS (msg: "ET MAL~JARE Spy axe Spywa r e Checkin" ; flow: t o_se r v er, establish ed ; ur i cont e nt : "/ do,..ml oad . php ?s i d ='"; noc a se; content : "spya xe"; 
nocase; c l a sstype : t r o j a n -activ i t y; r efe r ence : ur l ,doc . eme r gingt h reats . net / bin/v ieiv/Ma i n/ 2002806; r efe r ene e: url , lllWW . eme rgi ngt hr ea t s . net / cgi 4 bi n/ cvsweb . cg i / sigs / MAU.!ARE/HA.L\,JARE_Spyaxe ; 
s i d :2002806; rev : 4 ; ) 

#By Mat t Jon kma n 

• 
a l e r t t cp $HOME_ NET any - > $EXTE RNA L_NET $HTT P _ PORTS (msg : "ET MA.LWARE Spyga laxy .ws A.c t i v ity"; fl mv : to_ se r ve r , es t abli she d ; ur i cont ent : " / i ns t all, php ?i d="; nocase ; cont ent: "Host I 3a I 
spygalaxy. ws" ; nocase; e l asstype: t r o jan - ac t i vity ; r efe r e nce: u rl , doc. eme r gingt h r eats. net/ bin/v ie iv/Ma i n/ 2001489 ; r eferenc e: u r l, WWlv . eme r gi ngth r eats . net / cg i -
bin/cvs1-1e b , cgi / sigs /MA LWARE/ MALWARE_Spygalaxy .ws ; sid : 2001489 ; r ev : 7 ; ) 

#f rom sandnet data 
#by ma t t j on kman 

• 
a l e r t tc p $Hot1E_NET any - > $EXTERNAL_NET SHTT P_PORTS (msg : " ET MAL~JA RE Spy l og . ru Re lated Spywa r e Chec kin" ; f1 01-1: establish ed , to_se rve r ; uri conte nt:" / cnt ?" ; nocas e ; uricont ent: "cid=" ; 
nocase; ur ico ntent: "&p =" ; nocase; u ri co nte nt: "&rn ="; nocase ; u ri co nt e nt : "&e="; nocas e ; uriconte nt : "&tl=" ; nocase; uri conte nt: "&l s="; nocase; uriconte nt: "&ln= "; nocase ; ur iconte nt: "&t= "; 
nocase; u r i co ntent: "&j =" ; nocase; u ri co nte nt: "&ivh='" ; nocase; u r ico ntent : "'&px=" ; noc a se; ur ico nte nt: "&sl='"; nocase; ur ico nte nt : "'&r =" ; noca se ; uriconte nt: "&fr = "; nocase; 
uricon t ent: ··&pg="; nocase; c lasstype : t r o j an - activ i t y ; r efe r e nce : ur l, doc . emer gingt hreat s . net/ bin /vi ew/Ma i n/2007649; r e f e r ence: u r l , \'I\V!.11 . emergingthr eats . net / cgi -
bi n/ cvs1veb . cgi / s i gs /MA LWARE/ MALWARE_Spylog; s i d : 2007649; r ev : 3 ; ) 

#Submit t ed by Matt Jonkma n 

• 
a l e r t t cp $HOME _NET any - > $EXTERNA L_NET $HTT P _PORTS (msg: "ET MAU JARE Spys potte r . com I ns t a ll"; flow: t o_se r ver , establish ed ; ur icont e nt : "/ SpySpot t e rl ns tall. cab'"; noc a se ; clas stype : 
t r o j a n-activ i t y ; r ef erence : u rl , doc . eme r gi ngth r eat s. net / b i n/v ieL~/Ma i n/2001536; r eference: ur l , www . eme r gi ngth r eat s . net / cgi- bi n/ cvsweb . cgi / s i gs /MA.LWARE/AALL~AR E_Spyspot t e r . com; s i d : 2001536; 
r ev : 7 ; ) 

#Submitted by Matt Jonkma n 

• 
a l e r t t cp $HOME_NET any -> $EXTERNA L_N ET $HTT P_ PORTS (msg: " ET MAL~JARE Spys potte r .com Access '" ; fl m~ : to_se r ve r ,establishe d ; content:"Hos t l 3a l " ; dept h : 200; content:"spys pot te r .coml0d 
0a l "; nocase ; d i stance: 0; within : 30; class t ype : t r o j an-activ i t y ; re f e r ene e: u rl , doc. eme r gi ngt hr ea t s . ne t / b i n/v ie111/Mai n/ 2001537; r ef e r e ne e: ur 1 , www . eme r gi ngthr ea t s. net / cgi -
bin/cvsweb. cgi / s i gs /MA Ll•JARE/ MALWARE_Spys pot t e r . com; sid: 2001537; re v : 13; ) 

#Submitted by Matt Jonkma n 

• 
#a l e r t tc p $H<»1E_NE T a ny -> $EXTERNAL_NET $HTT P _P0RTS (msg: "ET MALWARE Spywa r e Labs Vi rt ualBounce r Seeki ng I nst r uctions " ; floiv : to_serv er , establishe d ; content : " i nst r uctions " ; nocase; 
pc r e :" / i n s t r uct i ons \/\d{2} \ . xm l /sii ··; c l a ss t ype : t r o j an -activ i t y ; re f e r ene e: u rl , securityr espons e . syma ntec . com/ avcenter/ve nc/ data / ad wa r e . vi rtua l bounc e r . ht ml; 
r efere nce : ur l , doc. emer gingt h r eat s . net / bi n/vi ew/Ma in/ 2000587 ; ref erence: ur l , l'IIV!.11 . eme r gingt hr eats . net / cgi - b in / cvs web . cgi / s i gs / MALWARE / MALWARE_Spy.~a r e l abs_Virtua l Bounce r ; sid : 2000587; 
r ev : 10; ) 

#Submitted by Mat t Jonkma n 

• 
a l e r t t cp $HOME_NE T any - > $EXTERNA L_NET $HTT P _PORTS (ms g : "ET MALWARE Spywa re La bs Applica t ion I ns t a ll " ; flow : to_serve r, es t ablis he d ; uricontent : " / Ois t I O/ Baselnstalls /V" ; noca s e; 
content : "Use r -Agent I 3a I"; nocase; cont e nt : " L~ i se " ; wi t hi n : 120; nocase; class t ype: t roja n -ac t i vity ; r efe r enc e: ur 1, doc . eme r gi ngth r eats . net / bi n/view/Main/ 2001522; 
refe r e nce : ur 1 , W\V!.11 . emergingt h r eats. net / cgi - bin / cvs L11e b . cgi / s igs / MALWARE /MALWAR E_Spy1va r e l ab s_ Vi r t ua l 8ounce r ; s i d : 2001S22; r ev : 12; ) 
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#by Matt Jonkma n 

• 
a l ert t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_PORTS (msg:" ET MALL,JARE Spywa r e St ormer Rep o r ting Data " ; flow: establis hed , t o_server; uricontent : "/ showme . a spx? keyi,ior d="; noc a se; 
content : "ecomdata l ="; noc ase; c l asstype: t roj an-activ i t y ; re fe r e nc e: url , 1>1W1'i . spywa r estormer . com; r ef erenc e : ur 1, doc . eme r g i ngt hr eats . net / bi n/v iew/Main / 2001 570; 
refere nce: u r 1 , www . emergingth r eats . net / cgi- bin / cvs 1,,.eb . cgi / sigs / MALL,JARE/MALWARE_Spywa res t orme r ; s i d: 2001570 ; r ev : 7; ) 

# by Matt Jonkman 

• 
a l ert t cp $HOME_NET a ny - > $EXTERNAL_NET $HTTP _ PORTS (msg : " ET MALL,JARE Spywa r e St o r me r / Er ro r Gua r d Act i vity " ; flow: establis he d , to_ serve r ; u r i cont ent: "/ sell. cgi ?e rro r gua r d/1/er r or guard " ; 
nocase; cla ss t ype : t r o j a n- act i v i t y ; r ef e r e nce : ur 1, IN'IIW . s pywa r estormer . com; reference: u r 1, doc. emergingthreats , net / bin /v i ew/Ma i n/ 2001571; r eference : ur 1, ww1\I . emergingthreats , net/ cgi ­
bin/ cvs \'ie b . cgi / sigs/MA LWARE/MALWARE_Spywar e st or me r; s id: 2001571; rev : 7; ) 

#Submi tted by Ma t t J onkman 

• 
a l ert tcp $HOME_NET a ny - > $EXTERNAL_ NE T $HTTP_PORTS (msg : " ET MAL~JARE Statbl as t e r Receiv i ng New confi gur at ion ( update ) " ; fl OL'l : t o_se r ve r , establis hed; u r i content : "/upda t estat s / up date " ; 
nocase; u r icont e nt: " . xml"; nocase; c l assty pe : pol icy -v i o l at i o n; refe r ence : ur 1, secur i t y r es ponse . s ymant ec . com/ avcente r /ve nc/ dat a/ ad1'ia r e . s tatb l aste r . h t ml ; 
r e f erence: u r l , doc . eme r gingthreats. net / bin/v iew/Ma i n/ 2001225; r eference : ur 1 , wwN . eme r g i ngt hr eats. net/ cgi- b i n / c vs L\leb. cgi / s i gs /MALL,JARE /MALWARE_St at b l aste r ; sid : 2001225; r ev : 8; ) 

#Subm i tte d by Ma t t J onkma n 

• 
a l ert t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_PORTS (ms g :" ET MALL,JARE Statbl aste r Rece i v i ng New configur at ion ( a llfiles ) "; f101>1 : t o_ se r ve r, established; 
uricont e nt: " / update s ta ts/ a l l _ fi l es"; nocase; classty pe : po l i cy - v io l at ion; r eference: url , secu r i t y r e spo nse. syma nt ec. com/ avce nter/venc/ data/ ad\1 ar e. statbl aste r . ht ml; 
refe rence: u r l , doc . emergingth r eats . net / bin/v i ew/Ma i n/ 2001523; refe re nce : ur 1 , WWL\I . eme rg i ngt hreats . net/ cgi-bi n / c vs Neb . cgi / s i gs /MALWARE /MALWARE_St a t b l aste r ; sid: 2001523; r ev : 7 ; ) 

#Subm i tte d by Ma t t J onkman 

• 
a l e rt tc p $HOME_NET a ny - > $ EXT ERNA L_NET $HTT P _PORTS (msg : " ET MALL,JARE Stat blas t e r Code 001..,nl oad" ; flo1'i : t o_se r ve r , est a blished; uri content : "/ upda t e s t a t s /" ; noc a se ; u r i content :" . exe" ; 
nocase; class t ype : pol i cy -v i o l ation; re fe r ence: ur l , sec ur i t y r e s ponse. s yman tec . com/ a vcent er/ve nc / data/ adwa re. s tat b l aste r . h t ml ; re fe r ence: ur l, doc. emergingth rea t s . net / b i n/v i ew/Ma in/ 2001524 ; 
r e f erence: u r l , www . eme r gingthreats. net / cgi - bin / cvSL\leb . cgi / sigs /MA LL,JARE/MALWARE_St atb las ter; sid : 2001524; rev : 6; ) 

#Subm i tted by Chr i s No r ton 

• 
a l ert t cp $HOME_NET a ny - > $EXTERNAL_NET $HTTP _ PORTS (msg : " ET MAL~JARE Statbl aste r .Memo r yl-Jatche r D01>ml oad" ; flm\l : to_server. established ; u r i con tent : " / memorywatc he r . exe"; clas stype : 
t r o j a n -activ i t y ; refe r e nce: u r l , www .me mo r ywatc he r . com / e ula . asp x; refe r e nce : ur l , doc. emergi ngt h r eat s . net / b i n/v i ew/Main/2001442; re f er ence: ur 1, www . emergingthrea t s . net / cgi-
bin/ cvs \'ie b . cg i / sigs/MA LWARE / MALWARE_Sta tbla ster; s id : 2001442; rev : 9; ) 

#By Matt Jon kma n 

• 
a l ert t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_PORTS (ms g : " ET MALL,JARE SurfS i dek i ck Ac t i vity "; fl ow: established,to_serve r ; uri co ntent : " / Bundling/ SskUpdate r " ; nocase; classtype : t roj an -
act i v i t y ; r efe rene e ! ur 1, secu r i t y r es ponse . s ymantec . com/ ave en te r /venc / data/ adwa r e. s ur f sideki ck . html ; refe r e nce: u r l , doc . eme r g ingthr eats . net / bin/v ie i,,,/Main/ 2001731; 
r e ferenc e : u r l , WL\l\'i. eme r gingth reats . net / cgi - b i n / cvs 1,,,eb . cgi / sigs /MA LL,JARE/MALWARE_Su r f Side ki c k; s i d : 2001731 ; r ev : 6 ; ) 

#By Matt Jonkma n 

• 
a l ert t cp $HOME_NET a ny - > $ EXTERNAL_NET $HTTP _PORTS (ms g : .. ET MAL~JAR E SurfS i de kick Oo,..ml oad "; f1 01"': established , to_se r ve r ; urico ntent : " / r equestimpress i on . aspx ?ver="; nocase; 
content : "host=" ; nocase ; c l as stype: troj an -ac t i v i ty; r ef erence : u r l , securi t yres po nse . symantec . com/ avcente r /ve nc/ data / ad1'1a r e. surfs i dekic k . htm l ; 
ref erence: u r l ,doc . eme r gingth reats . net/ bi n/v i ew/Ma i n/ 2001992; ref erence : ur 1 , WWL\I . eme r g i ngt hr eats. ne t / cg i -b i n / c vSLYeb. cgi / s i gs /MALWARE /MALWARE_Su r f Sidekick ; s i d : 2001992; rev : 5 ; ) 

#By Matt Jon kma n 

• 
a l ert t cp $HOME_NET a ny - > $ EXTERNAL_NET $HTT P_ PORTS (msg : " ET MALL,JARE SurfS ideki ck Act i vity ( i pi xe l ) "; flow: established , to_ server ; u ricont ent : " / i p i xe l . htm ?c i d="; nocase; 
content : "&pc k_i d=" ; nocase; classty pe : t r o j a n - a ctivity ; refe r ence : ur 1 , secu r i t y response . syma nt ec. com/ a vcente r /ve nc / da ta/ a dwa r e . su r f s i de ki ck . ht ml ; 
refe rence: u r l ,doc . emergingt hreats . net/ bin/view/Main/2001994; r eference : url, WL'IL"' . eme r g i ngthr eats . net/ cgi- b i n / c vs L\leb . cgi / sigs /MALWARE /MALWARE_SurfSideki ck ; sid : 2001994 ; rev : 6; ) 

#By Matt Jonkma n 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_PORTS (msg : " ET MALL,JARE SurfS i de ki ck Activity ( r i nfo ) "; f101>i : establis he d , to_serve r ; u r i content:" / r i nfo. ht m?" ; nocase; uriconte nt : "host=" ; 
nocase; u r i co nt e nt: " ac tion="; nocase; ur i content: "client=SSK" ; nocase; c l ass t ype : t roj an-activ i t y ; 
r e ferenc e: u r l , s ec uri t y r espo nse . syma ntec . com/ a vcenter /venc / data/ adwa r e. s urfs idekick . html; r ef e r enc e : u r l , doc. eme r g i ngt hr eats . net/ bi n/v iew/Ma i n /2002738 ; 
r eference: u r l , WLWJ . eme r gingth r eats . net/ cgi-bin / cvs Neb. cgi / sigs / MAL~JARE/MALWARE_Surf Si dek i c k; s i d : 2002738 ; r ev : 3; ) 

#By Matt Jon kma n from spywa r e l p da ta 

• 
a l ert t cp $HOME_NET a ny - > $ EXTERNAL_NET $HTTP _ PORTS (msg: " ET MALL,JARE SurfAcc urac y . com Spy1Yare Upda t i ng" ; fl O\'i : to_server, established ; uricont e nt : "/ s a cc / sacc. cfg. php?"; nocase; 
c l as s t ype : trojan-act i v i t y ; r eferenc e : u r 1 , lYIWJ . syma ntec. com/ security _ r es pons e /wri t eup . j s p ?doc i d =2005-062716-0109- 99 ; r eferenc e : u r 1 , doc .emerg ingthreats. net / b i n/v iew/Ma i n/2003390; 
refe rence: url , WL\l\'i . emergingt h reats . net/ cgi-b i n / cvs 1,,,eb . cgi / sigs /MAL~JARE/MALWARE_Su r f a ccu r acy . com; sid : 2003390; rev : 3; ) 

#By Matt Jonkma n f r om spywa r e l p da ta 

• 
a l e r t t cp $HOME_NET a ny - > $EXTE RNAL_NET $HTTP_PORTS (ms g : " ET MALL,JARE SurfAcc uracy .com Spyware Pull i ng Ad s " ; f101>1 :to_serve r , e stabli shed; ur icont ent : " / sacc / popup .php" ; nocase; 
c l a sstype: trojan-act i v i t y ; r eference : u r l, 1"1"1.\1 . syma ntec . com/ securi t y_ r es pons e /Nr i teup . j sp ?doc i d =2005-062716-0109- 99; r eference: u r l , doc . emergingthr eat s . ne t / b i n/vi ew/Ma i n/ 2003391 ; 
r e ferenc e: u r l , WLWJ . eme r gingthreats. net / cgi - b i n / cvs L\leb . cgi / sigs /MALL,JARE/MALWARE_Su r f a ccu r acy . com; sid: 2003391 ; r ev: 3; ) 

#By Matt Jonkman 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NET $HTTP_PORTS (msg:" ET MA LL,JARE SurfAss i stant . com Spy,..ia r e I ns t a ll "; f1 01'i : to_serve r ,establishe d; uriconte nt : " / di str i bu t ion/ questmod- 1 . dll" ; nocas e; 
c l a sstype: t r o j a n- ac ti v i t y ; ref e r ence : url , secu r i t yr esponse. symantec. com/ a vcente r /ve nc/ data / a dwa r e . sa . ht ml; r ef e r ence: u r l , doc. eme r gingth r e ats, net / bin /v iew/Main/ 2001510; 
r eference: u r l , \'illM . eme r gingth r eats . net/ cgi-b i n / cvs 1,,,eb . cgi / sigs /MAL~JAR E/MALWARE_Su r f assistant . com; s i d : 2001510 ; r ev : 7; ) 

#By Matt Jonkman 

• 
a l e rt t cp $HOME_NET a ny - > $EXTERNA L_NET $HTTP_ PORTS (msg:" ET MA LL,JARE SurfAss i stant .com Spy1>iare Reporti ng"; fl o1\I : to_ serve r , e stabli she d; urico ntent :" / s a /? a= " ; nocase; class t ype: troj an -
ac t i v i t y ; refere nce: ur l , secu r i t y r es pons e . s ymantec . c om/ ave e n te r /vene/ dat a/ adware . sa . ht ml ; r ef e r ence : u r 1 , doc . eme r g i ngt hr eats. net / bi n/v iew/Ma in / 2001 514; 
r eference : url , WL\I\"' . eme r gingth reats . net / cgi - b i n / cvs L\leb. cgi / sigs /MALL,JARE/MALWARE_Sur f assistant . com; s i d : 2001514; r ev : 8; ) 

#fa ke av , sig by mat t j onkma n 

• 
a l e rt t cp $HOME_NET a ny - > $ EXTERNA L_NET $HTTP_ PORTS (msg : " ET MALL,JARE System-defende r . com Fake AV I ns t a ll Checkin "; flow:esta blished,to_ s e r ver ; ur icontent : "? wm i d =" ; nocase; 
urico ntent: "&.mi d="; nocase; uricontent : "&lndid="; nocase; c las stype: t rojan-activ i t y ; refe r ence : u r l , l'IWl'i . sy stem-defende r . com; r ef e r ence : ur l , doc . emerg i ngt hreats . net / bi n/v iew/ Main / 2007856; 
r e ferenc e : u r l , WL\I\Y . eme r gingthreats . net / cgi - bin / cvs L\leb . cgi / s i gs / MALL,JARE/MALWARE_Sys t em-defender. com; s i d: 2007856; r ev : 2; ) 

#fa ke av package, s i gs by matt jonkman 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P _PORTS (msg : " ET MAL~JARE SysVe nFa k Fa ke AV Pac kage User-Agent ( gh2008 ) " ; fl ow: established , t o_ se r ver ; con t e nt : .. j0d 0a I User-Age nt i 3a I gh20"; 
e l a sstype : t ro j an-activ i t y ; r eferenc e : u r 1, doc. emer g i ngthr eat s . net / b i n/v i ew/Ma i n/ 2007944; r eference: u r l , w1"1.'i . eme r gingthreats. net / cgi - b i n/ cvs 111eb . cgi / sigs /MA LL,JARE /MALWARE_Sys venfak; 
sid : 2007944; r ev :3; ) 

# f a ke av pa ckage, s i gs by ma t t j on kman 

• 
a l e rt t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_ PORTS (msg :"' ET MA L~JARE SysVe nFa k Fa ke AV Pac kage Vic t i m Check i n (v ictim.php ) " ; fl 01~ : e sta bli shed,to_se r ver; ur i content: " /v i c tim.php ?"; 
pere: " /v i ctim\ . php \ ?\ d \ d\ d \ d\ d/ Ui " ; c l asst ype ! t r ojan - ac t i vity ; r ef er ence : ur 1 , doc . eme rgingt hreats . ne t / bi n/v iei'i/Ma i n/ 2007945; r efe r e nce : ur l, IN'IM . eme rg i ngt hr e at s . net / cgi • 
b i n/ cvs \'ie b . cgi / sigs/MA LWARE /MALL,JARE_Sysvenfa k; s i d : 2007945 ; r ev : 2; ) 

#By Matt Jon kma n f r om spy~,are lp data 

• 
a l e r t tcp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg : "' ET MAL~JARE Sytes. net Re l at ed Spywa r e Repo r ti ng"; fl oN: to_server,established ; u r i content :" / Re porting/ admi n/ up l oad . php" ; nocase; 
content : "POST " ; depth : 5; nocase; content: "sy t es. net"; nocase; e l asst ype: troj a n - act i v i t y ; r efe r e nce: url , 1'iW'l'l. sophos . com/ secu r i t y/ ana l ys e s /w32fo r botdv . ht ml ; 
r e f e r e nce: u r l , doc. eme r gingthreats. net / bin/v iew/Ma in/ 2003533; r e f erence : ur 1 , W\"1.\1 . eme r g i ngt hr eats. ne t / cgi- b i n / c vs Neb. cgi / s i gs /MALL,JARE /MALWARE_Syt es. net; sid : 2003533; r e v : 4 ; ) 

#Matt Jonkman 

• 
a l ert t cp $HOME_NET a ny - > $EXTERNAL_NET $HTTP_ PORTS (msg : " ET MAL~JARE TargetNetwo r ks. net Spywa r e Repor t i ng ( r e q ) " ; fl ow: to_ server , established ; uri co ntent:" / r equest / r eq . cg i ?gu =" ; 
nocase; u r i co ntent: "&s i d="; nocase; u r i c ont e nt: "&kw=" ; nocase; c l asst ype : t r o j an - act i v ity; re f e r e nce: ur 1, www . t argetnetwo r ks . c om; 
ref erence: u r l ,doc . emergingthreats . net / bin/v iew/Main/2001997; r efe r ence: ur 1 , WL'IL"' . eme r g i ngthreat s . net/ cgi - b i n / cvs Neb . cgi / sigs /MA LWARE /MALWARE_ Tar getNe t works . net; sid: 2001997; r ev : 6 ; ) 

#Mat t Jonkma n 
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a l e r t tcp $HOME_NET any - > $EXTERNA L_NET $HTTP_PORTS (msg: " ET MALWARE Ta r get Neb ,orks . net Spywa r e Repor t ing ( t n ) " ; flm,. : to_se r ve r ,establi shed; u r ico ntent : " / data/ t n . dat?v=" ; nocase; 
uri cont ent: "&s i d="; nocase; classtype : t ro jan -activ i t y ; r efer ence: ur l , LWNl . t a r getnet1..io rks . com; r efe r e nce : u r l , doc. emerg i ngthr eats. ne t / bi n/v iew/Ma i n/ 2002046; 
refe r e nce : ur l , W\'ill'il . emergingth r eats . net / cg i -bin / cvs1..ie b . cgi / sigs / MALWARE / MALWARE_ T a r ge t Networ ks . net ; sid : 2002046; r ev : 6; ) 

#Su bmi tted by Matt Jonkma n 

• 
a l e r t t cp $HOME_NET any -> $EXTE RNA L_NET $HTTP_PORTS (msg:"ET MALWARE t he bestsoft4u . com Spy~ia r e Insta ll ( 1 ) "; flo,-, : t o_se r ve r , es ta blis hed; uriconte nt : "/ pa / g l x . exe " ; nocase; classtype: 
t r ojan -activ i t y; r efe r e nc e: u r l,doc. eme r gingth r ea t s . ne t / bi n/v ie L'l/ Main/2001482; r ef erence : ur l , www .eme r g i ngth r eats . net / cg i - bi n/ cvsweb . cg i / s i gs / HAU,JARE/ HAU-JAR E_ The bestsof t 4u ; s id : 2001482; 
r e v : 6; ) 

#Submi tted by Matt Jonkma n 

• 
a l e r t t cp $HOME_NET any -> $ EXTERNA L_NET $HTT P_PORTS (msg: " ET MALWARE t he bestsoft4u .com Spy~la r e Insta ll ( 2 ) "; flow: t o_ser ve r , es t abli s he d; uricontent : "/ pa / proxyrnd .exe" ; nocase; 
c l a sstype: t r o j an - a ctiv i t y ; r efe r e nce: url , doc . eme rgingthr eats . net/ bi n/v iew/Main/ 2001485; r efe r e nce: u r l , L'il\Wl . eme rgingthr eats . net / cgi - b i n / cv s1..ie b . cgi/ sigs / MALWARE/MAUJARE_ Thebestsoft 4u; 
sid : 2001485; r ev :6 ; ) 

#Submi tted by Matt Jonkma n 

• 
a l e r t t cp $HOME_NET any -> $EXTE RNA L_NET $HTTP_PORTS (ms g: " ET MALWARE t he bestsoft4u.com Spywa r e I nsta ll ( 3 ) "; flow: t o_se r ve r ,establi s hed ; uricont e nt: "/ pr .exe"; nocase; classtype: 
t r o j a n-activ i t y ; r eference: url , doc. eme r g i ngth r eats . ne t / b i n/v iei-,/Main/ 2001486; r ef er e nce : ur l, ~ . eme r g i ngth r eat s. ne t / cgi- bi n/ cvsweb . cgi / s i gs /HALI.JARE/HALL.JAR E_ The bes t sof t 4 u; sid : 2001486; 
rev : 6; ) 

#horre nd ous mul ti- ins t a ll se r vice at t hein s t a lls . com 
# 
a l e r t t cp $HOME_NET any · > $ EXTERNA L_NET $HTT P_PORTS (msg: "" ET MALWARE Theinsta lls . com In i tia l Chec ki n""; flo~1:e stablished , t o_ server; uricont e nt : "" / plis t . php ?uid="" ; content : "" l0d 
0a I Host I 3a I "; content : ""t he i nsta lls . com I 0d 0a I"" ; wi t hi n : 23 ; clas s t y pe : t r o jan-activi t y ; r eference: ur l , wwN . t he i nstalls, com; r efe r e nce: ur 1 , doc . emer g i ngthr eats. net / b i n/v iew/Main/2007788 ; 
r e f e r e nce: ur l ,WM..i . emergingth r eat s . net / cg i - b i n / cvs we b . cgi / sigs / MALWARE / MALWARE_ Theinsta lls . com; s id: 2007788; r ev : 3; ) 

#horre ndous mul ti- ins t a ll se r vice at t heinstalls.corn 

• 
a l e r t t cp $HOME_NET any - > $EXTE RNA L_NET $HTT P _PORTS (ms g: " ET MALWARE The insta lls. com Tr oj a n Down l oad ""; flo,..i ; es t a blished, t o_se r ver ; uri cont e nt : " / file s / p r ograms /" ; content : "I 0d 
0a I Host I 3a I "; content : "t heins ta lls . com] 0d 0a I "" ; 1..i i t hi n : 23; c l as s t y pe : t r ojan -activi t y ; r e f erence : ur l , l'ill'il'il . t heinstalls . com; refe r e nce: ur l , doc . emerg i ngthr eats. net/ bin/v i ew/Main/ 2007798; 
ref e r e nce: ur 1, wW1..i . eme r g i ngth r eats . net / cgi - b i n / cvs web . cgi / s igs / MALWARE / MALWARE_ The i nstall s . com; s i d : 2007798; rev : 3; ) 

#By Matt Jonkman 
# 
a l e r t t cp $HOME_NET any -> $ EXTERNA L_NET $HTT P_PORTS (msg: "" ET MALt,IARE Tibsystems Spywa r e Dovml oad" ; floL,. : to_s e r ve r ,established ; u r i co nt ent : " / d4 . fcgi ?v=" ; noca se; c l ass t ype : t r o j a n-
act i v i t y ; r efe r ence: ur 1, doc, eme r gingthr eat s . net / b i n/v iei·t/Ma i n/ 2001488; reference : ur l , ~rww . eme r gingthr eats. net / cgi- bin/ cvsweb . cgi/s igs / NALWAR E/MAU,JAR E_ Ti bsys tems . com; sid: 2001488; r ev ; 7; ) 

#By Matt Jonkma n 

• 
a l e r t t cp $HOME_NET any -> $EXTERNA L_NET $HTTP_PORTS (msg: " ET MALWARE Tibsystems Spywa r e I nstall (1) " ; flow: t o_se r ve r ,establis hed ; uricont e nt : " / fcgi - bin/ i za2 .fcg i ?m="; noca se; 
e l a sstype: t r o j a n- activ i t y ; r efe r e nce: url , doc . eme r g i ngthr eats . net/ bi n/v iew/Main/ 2001729; r efe r e nce : u r l , L'ill'IW . eme r g i ngthr eats . net / cgi -bin / cv s1..ie b . cgi/ sigs / MALWARE/ MAUJARE_ Ti bsys t ems . com; 
sid : 2001729; rev : 5; ) 

#By Matt Jonkman 
# 
a l e r t tcp $HOME_NET any - > $ EXTERNA L_NET $HTT P_PORTS (msg: " ET MALt,IARE Tibsystems Spyware I nst all ( 2) '' ; flow: t o_ser ve r ,establis hed; uricont ent : " / t b/loade r 2 . ocx" ; nocase; c l asstype : 
t r o j an -activ i t y; r eference: url , doc. emerg i ngt h r eats . net / b i n/v iei.~/ Main/2001734 ; r ef er e nce : ur l , ~MW . eme r gingthreats . net / cg i - bi n/ cvsweb . cg i / s i gs / HALl~ARE/ MA LL.JAR E_ Tibsystems . com; s i d : 2001734; 
r e v : 5; ) 

#by Russ McRee 
# 
##a lert tc p $HOME_NET a ny - > $EXTERNA L_NET $HTTP _ POR TS ( msg : "ET DE LETED Tr oj a n . Downl oa de r . Time 2Pay .AQ" ; flow: established , t o_se r ver ; uricontent : " / pr ogs_ t raff /" ; no case; cla sstype ! t r o j a n -
act i v i t y ; r efe r ence: ur 1, r esea r c h . su nbe l t - sof t wa re . com; r efe r e nc e : ur 1 , doc . eme r g i ngt h reats . net / bi n/v i ew/Ma i n /2003034; r efe r e nce : ur l , wLw1. eme r g i ngt h reats . net / cgi -
bin/ cvs ,-,eb . cgi / sigs/MALt,lARE/ MA.Lt,1ARE_Ti me2Pay ; s id: 2003034; r ev : 3; ) 

#Matt Jonkma n 
# 

a l e r t tc p $HOME_NET any -> $ EXTE RNA L_NET $HTTP_PORTS (msg : " ET MALWARE Toolba r Pa r t ne r Spywa r e Age nt D01..in l oa d (1 ) " ; flm,. : establi s hed , to_ se rve r ; u rico ntent : " /ld r . e xe " ; nocase ; classty pe : 
t r o j an-act i vity ; r efe r e nc e: u r 1, t oo l ba r par tne r . com; r eference : u r l , doc . eme rgi ngt hr eat s . net/ b i n/v i ew/Ma i n/ 2001890; r eference : ur l , \'/W\Y . eme r gingt h r eat s . ne t / cgi-
b i n/ cvs1-,eb . cgi / sigs/MA Ll-lARE/ MALHARE_ Too l Ba r Pa r t ne r ; s i d : 2001890; r e v : 7 ; ) 

#Matt Jonkma n 
# 

a l e r t t cp $HOME_NET any -> $ EXTE RNA L_NET $HTTP_PORT5 (msg:" ET MALWARE Toolba r Pa r t ne r Spywa r e Spambot Re triev i ng Target Emai l s"; flm~: es tablished , t o_se r ve r ; u r i co ntent;"" / mailz.php? i d=" ; 
nocase; c l ass t ype : t r o j an -activ i t y ; refere nce : ur l , t oo lba rpa r t ne r . com; r eference: url , doc . eme rgingthr eats . net / bi n/v ieiY/Main/2001895; r efer ence: ur l , ~,ww . eme rgingth reats . net / cgi-
bin/ cvsweb .cgi / sigs/MA Lt,lARE/ MALHARE_ Too l Ba r Pa r t ne r ; s id: 2001895; r e v : 6 ; ) 

#Submi tted by Matt J onkma n 
# 
##a l e r t t c p $HOf·1E_NET a ny - > $EXTERNA L_NET $HTTP _POR TS ( msg : " ET MAL\.JARE TopMox i e Repo r ti ng Data to Ext e r na l Host " ; flow: to_ se r ver ,est abl i shed ; content : "/ downl oads / r e cor d_downl oad . a s p" ; 
nocase; pe r e: ••; (GET I GET ( ht t p I https ) \ : \/\/ [ -0 - 9a-z . ] * ) \/downl oads \/ r ecor d_do1..inload \ . a s p/ i " ; c l ass ty pe : troj an-act i vi t y ; r eference : u r l , ,-,wi.~ . topmoxie . com; 
r e f e r e nc e : ur 1 , doc . eme r gingth r eats . net / b i n/v iew/Main/2000588; r e f e r e nce: ur 1 , WM..i . emer g ingthr eats . net / cgi- bin/ cvs we b . cgi / sigs / MALHARE / MAL\-JARE_ TopMox i e ; s i d : 2000588 ; r e v : 10 ; ) 

#Su bmi tted by Mat t J onkma n 
# 
##a l ert tc p $HOf·IE_NET a ny - > $EXTERNA L_NET $H TTP _ POR TS ( msg : " ET MAL\.JARE TopMoxie Re t ri ev i ng Data ( downl oads ) " ; flow : to_serve r, established; uricont e nt : "/ exte r nal / builds / downl oads2/"' ; 
nocase; c l ass t ype: t r o j a n-activ i t y ; r efe renc e : ur l , LWIW . t opmoxie . com; refe r ence: ur 1, doc . eme r g i ngth r eat s. net/ bi n/view/Ma i n/ 2000589; r efe r ence: u r 1, l'il'IW . eme r gingth r eat s. net/ cgi ­
b i n/ cvs ,-,eb . cgi / sigs/MALIAA RE / MALHARE_TopMoxie; s id: 2000589; r ev : 8 ; ) 

#Su bmi tted by Matt Jonkma n 

• 
##a l e r t tc p $HOf•IE_NET a ny -> $ EXTERNA L_NET $HTTP_ POR TS ( msg : "ET MA.l\.JARE TopMox i e Ret r iev i ng Data ( common )"' ; flm..i : to_ serve r , esta blishe d; uri co ntent: " / exte r na l / builds/ common/" ; noc ase; 
c lass t ype: t rojan- activ i t y ; r efe r e nce: u r 1, www . topmox i e. com; r ef e r e nce : u r 1, doc . emerg ingthr eats . net/ bi n/v i e w/Mai n/ 2000590; r ef e r e nce: u r 1, i'ilvw . e merg i ngth r eats. net/ cgi-
b i n/ cvs1-,eb . cgi / sigs/MA Lt,IARE/ MALHARE_ TopMoxi e ; s i d: 2000590; r ev : 8 ; ) 

#Matt Jonkma n 
# 

a l e r t t cp $HOME_NET any -> $EXTERNA L_NET $HTT P_ PORT5 (msg:" ET MALWARE Top r ebat es . com I ns ta ll (1 ) " ; flol't: established , to_serve r ; uricontent: " / acti . as p?c l : l &gd=l&c lpi d: " ; nocase; 
e l a sstype: t r o j an- a ctiv i t y ; r efe r e nce : url , sec uri t y r espon se. symantec . com/ a vcent e r /ve nc / dat a/ adwa r e . ~1ebr ebates . ht ml ; re fe r ence: u r 1, doc . emergingthreats . net / bin /v i e w/Ma in/ 2001646; 
refe r e nce: ur l , W\VW . emerg i ngth r eats. net / cgi- b i n / cvs we b . cgi / s i gs / MALWARE/ MALWARE_ TopRebates; sid : 2001646; r ev ; 6; ) 

#Matt Jonkma n 
# 
a l e rt tcp $HOME_NET any -> $EXTE RNA L_NET $HTTP_PORTS (ms g: " ET MALWARE Top r ebat e s . com I ns t a ll ( 2 ) " ; flow: established, to_serve r ; uricont e nt: " / builds/" ; nocase; 
uricontent : "Aut oTr ac k_ I nstal l . e xe" ; noc ase; c l asstype : t roj an-activ i t y ; r eference : u r l , security r es ponse . symant ec. com/ a vcente r /ve nc/ data / ad i.~a r e . we br e bates . ht ml ; 
ref e r e nce: ur 1 , doc . eme r g i ngth reats . net / b i n/v i ew/Main/ 2001647; r e f e r e nc e- : ur 1 , wwi..i . emer g i ngthr eats . net / cg i -bin / cvs we b . cgi / s i gs / MALt,IARE / MALWARE_ TopRe bat es; sid: 2001647 ; r e v : 6; ) 

#Matt Jonkma n 
# 
a l e r t t cp $HOME_NET any - > $ EXTE RNA L_NET $HTTP_PORTS (msg: " ET MALWARE Topr e ba t e s . com Us e r Confi r ming Me mbe r s hi p"; flow: establishe d , t o_ se rve r ; urico nt ent : " / cgi / account . plx ?pid="; 
nocase; c l asstype : t r o j a n-activ i t y ; r efe r ence : ur 1, secur i tyresponse. symantec, com/ a vcente r /ve nc / data/ a dwa r e. web r ebates, ht ml ; r efe r ence: u r 1, doc . eme rgingth reats, net/ b i n/v ie1"1/Mai n/ 2001648; 
r efe r e nce: ur l , WM..i . emergingth r eat s . net / cg i -bin / cvs we b . cgi / sigs / MALWARE / MALWARE_ TopRe bat es; sid : 2001648; r ev : S; ) 

#Submi tted by Matt Jonkma n 

• 
a l e r t t cp $HOME_NET any -> $ EXTE RNA L_NET $HTTP_PORTS (msg: " ET MALWARE Ezu l a " ; fl 01y: t o_se r ve r , establis hed ; ur i content : "/Mi ndSet S/ i nsta ll / ez i ns ta ll .exe " ; nocase ; class t ype : t r o j an -
ac t i v i t y ; r efe r ence: ur 1, ~IWW . ezul a . com; r e f e r e nce: ur l , vt1.'il'i' . spya ny . com/ p r ogr am/ a r t i cle_ spw_ rm_eZ ula. ht ml ; r efere nce : ur 1, doc . eme r g ingth r ea t s . net / bi n/v iew/Main / 2001 334 ; 
r e fe r e nce: url , \'i'\'ill'il . emerg i ngth r eats . net / cg i - b i n / cvs 1..ie b . cgi / s i gs / MALWARE / MALWARE_ TopText_ Ilookup ; s i d : 2001334; r ev : 6 ; ) 

#Submi tted by Matt Jonkma n 

• 
a l e r t t cp $EXTERNAL_ NET $HTT P_PORTS -> $HOME _NET any (msg: " ET MALWARE Ezu l a Ins ta lle r Do1-,n load"; flow: from_se r ve r , established; content: " 165 Sa 75 6c 61 20 49 6e 73 74 61 6c 6c 61 74 69 
6f 6e 00 49 1 " ; class t ype: t ro j a n -act i vity; r eference : ur l , wvrw . e zu l a . com; refe r e ne e : u r l , WW!.'i' . spyany . com/ prog r am/ a rticle_ s p~l_ r m_eZula . ht ml ; 
r efe r e nce : ur 1 , doc . emerg i ngth r eats. net / bin /v iew/Main/2001335; r efe r e nc e : ur 1 , www . emerg i ngthr eats , net / cg i - b i n / cvs we b . cgi / s i gs / MALWARE / MALWARE_ TopTe xt _ I l ookup ; s i d: 2001335; rev : 7; ) 

#By Matt Jonkman 
# 
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a l e r t t cp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P _PORTS (msg : " ET MAL\.JARE Spywa r emove r Activity"; f1 01>J : to_ se r ve r ,estab lishe d; uri co ntent : " / s py~lar er emove r s . php ?"; co ntent : "Host l 3a I 
t opa nt i s pyware. com" ; nocase; c l asst ype : trojan - activ i t y ; r e f e r e nce: ur 1, secur ity r es ponse. symant ec . com/ avc ente r /ve nc/ dat a / ad1va r e . topantispyNa r e. ht ml ; 
ref e r e nce : u r l ,doc . emerg i ngth reats . net/ bin/v i ew/Ma i n/ 2001520; r e f e r ence : ur 1 , wwN . eme r g ingthr eat s . net/ cgi - b in / cvs web . cgi / s i gs / MALWARE / MALWARE_ Topant is py..,,a r e. com; sid : 2001520; r ev : 8; ) 

#Matt Jonkma n 

• 
a l e r t t cp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_ PORTS (msg:"ET MAL\.JARE Topconve r t ing Spywa r e I nstall" ; flow: t o_ se r ve r , establishe d; u r i content :" / act i vex/we i r dont he,~eb_to pc.exe"; nocase; 
e lass t ype: t r o j a n- a ct i vity ; refe r ence : ur 1 , sec uri t yre s pons e . symantec. com/ a vcente r /ve nc/ data / pf / adL>Ja r e . 180sea r ch . html ; r ef e r e nc e : ur l , doc . eme r g i ngthr ea t s. net / bi n/v i ew/ Main/ 2002004; 
ref e r e nce: u r l , WloJl>J . eme r gingth reats . net / cgi - b i n / cvs1>Jeb . cgi / sigs / MAL\.JARE/ MALWARE_ To pconve r ti ng . com; s i d : 2002004; rev : 6; ) 

#Matt Jonkma n 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg : " ET MAL\.JARE Topconve rt ing Spywa r e Re po r ting'"; flow: to_se r ve r , established; uricontent: "' / t rigge r.php ?par t ne r ="' ; nocase; 
e l ass t ype: t r o j a n- acti vity ; r e f e r e nce : url , sec ur i t yr esponse. symantec. com/ a vcente r /ve nc/ data / pf / ad L>Ja r e . 180sea r ch . html ; r ef e r e nce : ur l ,doc. eme r g i ngthr ea t s. net / bi n/v iew/ Main/ 2002040; 
ref e r e nce : u r l , WloJIV . eme rg i ngt hreats. net / cgi - bin / cvs1>Jeb. cgi / sigs / MALWARE/ MALWARE_ To pc onve r t i ng. com; s i d: 2002040; r ev : 5; ) 

#by matt j onkman 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTT P _PORTS (msg: " ET MAL\.JARE Topgame-o nline . com Ruch Casino In stall Use r -Age nt (Ric hCas i no ) " ; flow: established , t o_se r ve r ; content : " l0d 0a IUse r -
Agent I 3a I RichCas i no" ; nocase; classtype : t roj a n-activi ty; r ef e r e ne e: u r l , doc . eme r gingth r eat s . ne t / 2009831; r efe r e nce : ur l , www .eme r gingth r eats . net / cgi-
bin/ cvs1ve b . cgi / sigs/MA L\.JARE / MALWARE_ Topgame- online. com; s i d : 2009831 ; r ev : 3; ) 

#Submi tte d by Ma t t J onkma n 

• 
a l e r t t cp $HOME_NET a ny - > $E XTE RNA L_NET $HTT P_PORTS (msg : " ET MAL\.JARE Tr a ff i c Synd i cate Add/ Remove " ; fl ow: t o_se r ve r ,estab lished ; uricontent : " / Suppor t / Add Remove . as px ?i d :: " ; nocase; 
e lass t ype: po licy- v i olat i o n; r ef e r e nc e : ur l , doc . eme r g i ngthr eats. net / bi n/v i eiv/ Main/ 2001313; r e f e r e nce : ur l , www . eme r g ingth r eat s . net / cgi - b i n/ c vs~leb . cgi/ sigs /MALWARE / MAUJARE_ Tr aff i cSynd i c a te; 
s i d : 2001313; r ev :6 ; ) 

#Submi t t e d by Ma t t J on kma n 

• 
a l e r t tc p $HOME _NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg : " ET MAL\.JARE Tr affic Synd i cate Agent Updating (1 ) "; flo~, : t o_se r ve r , es t ablis he d; u r i content :" / TblinkConfi g.as mx" ; noc ase ; 
t h r eshol d: type limi t , t r ac k by _src , co unt 1, seconds 360; classty pe : policy-vio l at i on ; r e f e r e nce: u r l , doc . eme r gingthr eats . net / bin/v iew/Main/ 2001315; 
ref e r e nce: u r l , WloJl>J . eme r gingth reats . net / cgi- bin/ cvs 1>Je b . cgi / sigs / MAL\.JARE/ MALWARE_ Tr aff icSy nd icate; sid : 2001315; r e v : 8; ) 

#Submitted by Matt Jonkma n 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNAL_NET $HTT P_ PORTS (msg: " ET MAL\.JARE Tr a ff ic Sy nd i cate Agent Updating ( 2 ) " ; flow: t o_ se r ve r , es t ablishe d; u r i content "/ Tbi nstConfi g. asmx" ; nocase ; 
t h r eshol d : t y pe limi t, t r ac k by _s r c , co un t 1, seconds 360; classty pe : policy - vio l at ion ; re f e r e nce: u r l , doc . eme r gingthreats . net / bin/vi ew/Main/ 2001 316; 
r e f e r e nce: u r l , Wlwi . eme r gingth reats. net/ cgi - bin / cvs1>Jeb. cgi / sigs / MAL\.JARE / MALWARE_ Tr aff icSyndicate; sid : 2001316; r ev : 8 ; ) 

#Matt Jonkma n 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P _PORTS (msg: " ET MAL\.JARE Tr a ff icsec t or . com Spywa r e Insta ll "; f1 01v: to_se r ve r ,establis he d; uricontent: " / i nstall . php?" ; nocase; 
uricontent : "afid: " ; nocase; urico ntent : "&use r _ i d: " ; co ntent: "t r affic secto r " ; nocase; e l asst ype : po licy - v i o l ation; r ef e r e nce : u r l , doc . eme r gingt hr eats. net / bi n/v iew/Main/ 2002736; 
r e f e r e nce : u r l , Wl>JW . eme r g i ngth reats . net/ cgi - b i n/ cvs 1>Jeb . cgi / s igs / MAL\.JARE/ MALWARE_ Tr aff icsector ; s id: 2002736; r e v ! 3; ) 

#by Ma t t Jonkma n, dat a from t he SpyNa r e Li s t e ni ng Pos t 

• 
a l e r t t cp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P _ PORTS (msg : " ET MAL\.JARE Tr a ns ponde r Spy~1a r e Ac t i v i ty" ; flow: established, t o_se r ve r ; uri co ntent: " / sendROi coo kie. cfm?r ef e r : " ; nocase; 
c l ass t ype : t ro j an-activ i t y ; r ef e r e nce: u r l , 1-11-JW . dox.desk . c om/ pa r a s i te/Trans po nd e r . ht ml; r eference: ur 1, doc . eme r gi ngthr eats . net/ b i n/v i eiv/ Ma i n/200 2320; 
r e f e r e nce : u r l , WloJl>J . eme r gingth reats . net / cgi - b i n / cvs1>Je b . cgi / sigs / MAL\.JARE/ MALWARE_ Tr ans pon der ; sid : 2002320; r e v : 3; ) 

#by Matt Jon kman, fr om Spywa r e LP Hit s 

• 
a l e r t t cp $HOME_NET a ny - > $E XTE RNA L_NET $HTT P_PORTS (msg : " ET MAL\.JARE Tr a ve! Updat e Spyware " ; fl ow: esta blished , t o_serve r ; urico ntent : " / abt ?dat a: "; nocase; pc r e : " /\/a bt \ ? 
da t a= \ 5{150}/Ui " ; c l as sty pe: t r oj a n - activ i t y ; r e f e r e nce : ur l, doc . eme r gingth r eats . net / bin/v iei>J/Ma in / 2003297; r efe r e nce: ur l , W'iliV . e me r gingthr eats . net / cgi-
b i n/ c vswe b . cgi/ sigs/MA LHAR E/MALWARE_T r a ve l _Upda te ; s i d : 2003297; r e v : 3; ) 

# by cje r emy 
#ref : 2aebe5f a5 c98589 bd0f169f 9013715b8 

a l e r t t cp $HOME_NET a ny - > $E XTE RNA L_NET $HTT P_PORTS (msg: " ET MAL\.JARE Adwa r e/ Spywa r e Tr ymed ia. com EXE downl oad " ; f1 01v: es t a blishe d , t o_se r ve r ; con t e nt : "GET " ; de pt h :4; uri cont e nt : " . exe? 
nva=" ; uricontent : "&aff :: " ; u rico ntent: "&t oken:: " ; cont e nt : "Use r - Age nt I 3a I Mac r ov i sion_OM" ; noc ase; c l asstyp e ! policy -v i olat i on; r e f e r e nce : u r l , wu1v . b r owserdef end e r . com/ site / t rymed i a . com; 
r e f e r e nce: u r l , Wl>JW . t hr eatex. pert . c om/ repo r ts . as px?find: Ad1va r e . Tr ymed i a; r ef e r e nce : ur l , doc . eme r g i ngthr eats . ne t / 2009091 ; r ef e r e nce : ur l , L,n,iw . eme r g i ngthr ea t s. net / cgi-
bin/ cvswe b . cgi / s i gs/MA LHARE/ MALWARE_ Tr ymedia; sid : 2009091; r e v : 3; ) 

#Matt Jonkma n 

• 
a l e r t tc p $HOME_NET a ny - > $ EXT ERNA L_ NET $HTTP _ PORTS (msg: " ET MAL\.JARE UCMore Spywa r e Re por t i ng" ; flow: to_se r ve r , establishe d; uricontent: "/ iis2ucms . a s p"; nocase ; class t ype: tro j a n-
a c t i v i t y ; r eference : ur l , www3 . ca . com/ securi t ya dv i s o r / pe s t / pes t . aspx ?i d:58660; r eference: ur 1 , doc. e me r g ingthr eats . ne t / bi n/v i e,v/Main/2001995; r efe r e nce: url, wviw . emerg ingthr eats . ne t / cgi­
bin/ cvswe b . cg i / sigs/MA L\.JARE / MALWARE_UCmor e ; s i d : 2001995; r e v : 5; ) 

#Matt Jonkma n 

• 
a l e r t t cp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg : " ET MAL\.JARE UCMore Spywa r e Oownl oa d i ng Ads"; flow: t o_se r ve r ,es t a bli s hed; uri cont e nt : " / iis2 uc ms_getsponsor links. as p" ; nocase; 
c l ass t ype : t r ojan- a cti vity; r e f e r ence : ur 1 , 1,n,.iw 3 . ca . com/ sec uri t yadvisor / pes t / pest . as px ?i d =58660 ; r e f e r e nce: u r l , doc . emergingth reats . net/ bin/v i ew/Ma in/ 2001998; 
r e f e r e nce: u r l , M>JW . eme r gingth reats. net/ cgi - bin / cvs1>Je b . cgi / sigs / MAL\.JARE/ MALWARE_UCmor e ; s id ; 2001998; r e v : 5; ) 

#Adde d by Fra nk Knobbe on 2006-03-12 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg : •' ET MAL\.JARE Sus pic ious POST t o ROBOTS. TXT" ; flo~i :establis hed,to_se r ve r ; conten t : "POST " ; de pt h : 5; nocase; 
urico ntent: " / r obots . t x.t " ; nocase ; pc r e : " / Cook i e \ : \ +x.: (0-9 ] *\ ; \ +y,:= ( 0 - 9]+ / i "; e l asstype: un known ; r e f e r e nce: ur l , doc . eme r g i ngth r e a ts . net / bi n/v i eiv/ Mai n/ 2002856; 
ref e r e nce : u r l , 1vww . emergingth r eats . net/ cgi- b i n / cvs1>Jeb. cgi / s igs / MAL\.JAR E/ MALWARE_Unknown; s i d : 2002856; r ev : 5; ) 

# Adde d by Fra nk Kno bbe on 2006-07-02 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg : " ET MAL\.JARE / jk/ e xp . ~1mf Exp l o i t Code Load At t empt " ; flow:to_se r ve r, es t ablis he d; u r i con t en t : "/ jk/ exp .1-Jmf " ; nocase; 
c la ss t ype : t r o j an-activ i t y ; r ef e r e nce: u r 1 , doc . emerg i ngthr eat s. ne t / b in /v i ew/Ma i n/ 2002999; re f e r e nce: u r l , Wl..,w. eme r g ingthreats . net / cgi- bin/ cvs1>Jeb . cgi / sigs /MA L\.JARE/ MAU.JARE_Unknown; 
s i d : 2002999; r ev :3; ) 

#Adde d by Fra nk Kno bbe on 2006 - 07 ♦ 02 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNA L_ NE T $HTT P_ PORTS (msg : " ET MAL\.JARE PopupSh . oc x. Acce ss At tempt "; f1 01v: to_s e r ve r ,es t a blis hed; uri content : "/ PopupSh .ocx" ; nocase; cla sstype: t rojan-
act i v i t y ; r efe rene e: ur l , doc . eme r gingth r eats. net / b i n/v i e1v/Ma i n/ 2003000; r e f e r ence: ur l , www .eme r gingth r eats . net / cgi- bin / c vswe b . cgi / sigs / MALl~AR E/MALNAR E_Unknown; s i d : 2003000; r ev :4; ) 

#Matt Jonkma n 
#Th is a ppea r s t o be a cont r olle r the a bove t r ojan uses 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_ NE T $HTT P_PORTS (msg : " ET MAL\.JARE Unknown We b Bot Cont r olle r Ac cessed " ; f1 01>J : t o_se r ve r ,establi shed ; uric ontent : " / stata / inde x . php? t r =ok"; noc ase; 
c l ass t ype: t r o j an-act i v i t y ; r ef e r e nc e : url , doc. emer g ingthr eat s. net / bin /v ie>Jl/Main/ 2003025; r e f e r e nce: u r l , 1wr.v . eme r gingthreats. net / cgi - bin/ cvs1>Je b. cgi / sigs /MA L\.JARE/ MALWARE_Unkn01-Jn; 
s i d : 2003025; r ev : 3; ) 

# by L0rd Ch0delm0rt 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (msg : " ET TROJAN Unkn01m Ma l wa r e Downl oa d Reques t "; fl ow: establis hed , t o_ se r ver; co ntent: "G ET " ; dept h : 4 ; nocase; 
urico ntent: " / i mages/ GR_O LO_CR . EXE"; nocase ; c l ass type: trojan- ac t i v i t y ; r e fe r ence: ur l , vMN . p r evx . com/ f ilenames / X22210989379038527- Xl / GR_OLD _CR . EXE. ht ml ; 
ref e r e nce : u r l , doc . eme r gingth reats . net / 2011148; r e f e r ence : ur l , WloJ\V . eme r g ingt hr eats . net/ cgi - b i n/ cvs L>Jeb . cgi / s igs / MA L\./ARE/ MALWARE_Unkn m>Jn ; sid : 2011148; r ev : 2; ) 

# by matt j on kman 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTT P _ PORTS (msg: " ET MAL\.JARE Sidelinke r . c om-Up s pi de r . com Spy1va r e Chec k i n"; flow: established , to_se r ver; ur icont e nt: " / Pro/ pr o. php ?ma c=" ; nocas e; 
urico ntent : "&ke y=" ; nocase; pe re: " /\/Pr o\/ pr o \ . ph p\ ?mac= \ d \ d - \ d \ d - \ d\ d- \ d \ d - \ d \ d - \ d \ d \ &key=\ d +/ Ui " ; classtype : trojan-activ i ty ; 
r e f e r e nce: u r l , doc . eme r gingth reats. net / bin/v i ew/Main/ 2008157; r e f e r ence : ur 1 , WloJ\oJ . eme r gingthr eat s. ne t / cgi-bin / c vs L"eb . cgi / sigs / MALWARE/ MALWARE_Ups pide r . com -Side l i nke r . com; s i d : 2008157; 
rev :3 ; ) 

#by matt j onkma n 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTT P _PORTS (msg: " ET MAL\.JARE Sidelinke r . c om-Upsp i de r . com Spy1va r e Count"; flm": est a bli s hed , to_ser ve r ; uri co nt ent : " / Pro/ cn t . php?mac :: "; nocase; 
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urico ntent : "&ke y=" ; nocase ; uricon tent : "&p id=" ; nocase; pe r e: " /\/Pr o\/c nt \ . php \ ?mac= \ d \ d - \ d \ d - \ d \ d - \ d \ d- \ d \ d - \ d\ d \ &ke y=\ d+/ Ui " ; classty pe : t r o j an -ac tivity ; 
r e f e r e nce: u r l , doc . eme r gingthreats, net / bi n/v iew/Ma i n/ 20081 58; r e f e r ence : ur 1 , wwl'II . eme r g i ngthr eats. ne t / cg i - b i n / c vs L.,eb . cgi / s i gs / MALltrARE / MALWARE_Upspide r , com -S i de l i nke r . com; sid: 2008158; 
rev : 3; ) 

#by matt j on kman 

• 
a l e rt tc p $HOME_NET a ny - > $E XTE RNA L_NET $HTT P_ PORTS (msg: " ET MAL~JARE V-Cle a n . com fa ke AV Check i n"; flm,i :establi s hed,to_se r ve r; uric ontent : " / bi ll_mod/ bill_c ount .php ?C_FLA6=" ; 
c onten t : "I 0d 0a I Us e r -Agent I 3a I Mozilla/ 4 . 0 ( compatib l e I 3b I MS IE 5. 5 I 3b I Wi ndoL" S 98 ) I 0d 0a I "; cla sstype : t r o jan-activity ; r e f e r e nce: ur l , doc . e mer gingt hr eats . ne t / b i n/vi e L.i/Main/ 2008180; 
r e f e r e nce : u r l ,h'l"'" . eme r gingth reats . net / cgi - b i n / cvs 1.ieb . cgi / sigs / MAL~JARE / MALWARE_ V- clean . com; s i d : 2008180; rev : 3; ) 

#by Matt Jon kman f r om Li stening Pos t Data 

• 
a l e r t tcp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (msg: " ET MAL~JARE VPP Tec hno l og i es SpyNare" ; flow:establis hed , t o_ se r ve r ; u r icontent : '' / Ditt oI A. j s h ?pid =" ; nocase; c l asstype : t r o j an-
ac t i v i t y ; r eference: ur l , doc . eme r gi ngth r e ats . net / b i n/v iel~/Ma i n/ 2002348; r e f e r ence : ur l , www .emergingt h r eats . net / cgi- bi n/ c vswe b . cg i / sigs /MALl~ARE /MAU,JAR E_ VPPTec hno l og i es; sid : 2002348; 
r ev : 3; ) 

#by Matt Jon kman f r om Li stening Post Data 

• 
a l e rt tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTTP _ PORTS (msg : "' ET MAL~JARE VPP Tec hnol og i es Spy1.,a r e Repo r t i ng URL" ; fl ow: established , to_ se r ver ; u r icontent : " / js . v pp image? key=" ; nocase ; 
c l asstype: t ro j a n-activ i t y ; r efer e nc e : u r 1 , doc. emer gingthr eats . net / b i n/v iew/Main/2002350 ; r e f e rence: u r l , w1wi . eme r gingthr eats, net/ cgi - bin/ cvs 1.ie b . cgi / s i gs /MA L~JARE/MALWARE_ VPPTec hno l ogies ; 
s i d :2002350; r ev :3; ) 

# by v i eta r ju lie n 

• 
a l e r t tc p $HOME_NET a ny - > $E XTE RNA L_NET $HTT P_PORTS (msg: " ET MAL~JARE Vaccine- progr am.co. k r Re l ated Spy1,ia r e Che ck i n" ; flow:established , to_ se r ver ; c ontent :"GET "; dept h :4; 
urico ntent : " /ve r s i o n/ cont r o lle r Ve r sion" ; nocase ; cont e nt : "l ed 0a I Us e r - Age nt I 3a I Moz illa / 3 . 0 ( compatibl e I 3b I I ndy Li br a r y ) I 0d 0a I"; c l asst ype : t ro j an - act i vity ; 
r e f e r e nce: u r l ,doc . eme r gingthreats . net / b i n/v i ew/Main/ 2007995; r e fer ence : ur 1 , WI.,.,. . eme r g i ngthr eats. net/ cg i -bin / c vs L.,eb . cgi / s i gs / MALWARE/ MALWARE _ Vaccine- pr ogram. c o . k r ; s i d : 2007995; r e v : 3; ) 

#Submi tted by Matt J onkma n 

• 
a l e rt tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTTP_ PORTS (msg : " ET MAL~JARE Vi r t umond e Spywa r e siae3123 . e xe GET " ; f1 01" : t o_ se r ve r, esta blishe d; urico ntent "siae3123 . e xe " ; nocase; c l asst ype: 
t r o j a n -ac t i v i t y ; r ef e r e nce : url , s a r c . c om/ avcente r /ve nc / data/ adwa r e. virt umonde . html ; refe r e nce: url , doc. eme rg ingthreats. net / bin/v i ew/Main/ 2000306; 
r e f e r e nce: u r l , WI"'" · eme r gingthreats . net / cgi- b i n/ cvs 1.,e b . cgi / sigs / MAL~JARE / MALWARE_ Vi r t umon de; s i d : 2000306; r ev : 27; ) 

#Submitted by Matt Jonkma n 

• 
a l e rt tcp $HOME_NET a ny - > $ EXTE RNA L_NET 8081 (ms g: "ET MA L~JARE Vi r t umonde Spyi.iare s i ae3123 . exe GET ( 8081 ) " ; floN: to_ se r ver, e stabli shed; ur icontent "sia e 3123 . e xe " ; nocase ; class t ype: 
t roja n - ac t i v i t y ; r efe r e nce: u r l , s a r c . com/ avcen t e r /ve nc/ data/ adware. v i r t umo nde . ht ml ; r efe r e nce: ur l , doc . emergingthrea t s . net / b i n/v i e\.,/Main/ 2000307; 
r e f e r e nce: u r l , Wlwi . eme r gingth reats, net/ c gi - bin / cvs 1.ie b . cgi / sigs /MAL~JARE /MALWARE_ Vi rt umon de; s i d ; 2000307 ; r ev : 24; ) 

#Submi tted by Matt J onkma n 

• 
a l e rt tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTTP_ PORTS (msg : "' ET MAL~JARE Virtumonde Spyll'Ja r e I nf o rmation Post " ; f1 01" : t o_ se r ve r , establi she d; con t e nt : "POST " ; nocase; 
c onten t : "e_g_Stat i stic sUp l oa dDe l ay " ; nocase; co ntent : "g_Af f iliate ID" ; nocase; co ntent: "v i r t umonde . com" ; e l asstype : t ro jan-activ i t y ; 
r e f e r e nce: u r 1 , sa r c . com/ avce nt e r /ve nc/ data/ adwar e. v i r t umonde. ht ml ; r efe r ence : u r 1, doc . eme r gi ngthr eat s . net / bin/vi ew/Hain/ 2000308 ; r efe r e nce: ur l , Wl'II"' . emer gingthr eat s. net/ cgi­
b i n/ cvswe b . cgi / sigs/MA LWARE/ MALWARE_Virtumonde; sid: 2000308 ; r e v : 22; ) 

#Submitted by Matt Jonkma n 

• 
a l e rt tcp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg : " ET MAL~JARE Vi r t umond e Spyll'Ja r e Code DoNnl oad mmdom. exe " ; fl ow: t o_se r ver ,established; ur i co ntent : " / mmdom . exe " ; nocase; 
c l asst yp e : t r o j a n- act i vity ; refe r e nce : url , sa r c . com/ a vcenter /venc / data/ ad!l'J a r e . v i r t umond e . ht ml ; r e f e r e nce : ur l, doc . e me r gingt hr eats . net/ b i n/v iew/Main/ 2001525 ; 
r e f e r e nce: u r l , Wlwi . eme r gingth reats, net/ cgi - b i n / cvs 1.ieb . cgi / sigs / MAL~JARE /MALWARE_ Vi r t umonde; s id: 2001525; r ev : 7 ; ) 

#Submi tted by Matt J onkma n 

• 
a l e rt tcp $HOME_NET a ny - > $ EXTE RNA L_NET $HTTP_PORTS (msg : "' ET MAL~JARE Virtumonde Spyll'Ja r e Code DoNnl oad bk i nst . e xe " ; f10171 : t o_ se r ver , established ; ur i conten t : "/ bkinst . e xe" ; nocase; 
c ont e nt : "v i r t umonde, com" ; classt y pe : tro j a n-activity ; r e f e r ence : ur 1 , wwN . l ur hq . com/ i frameads . html ; r efe r e nc e : ur l ,doc . eme r gi ngth r eats . net / b i n/viei~/Ma i n/2001S26; 
r e f e r e nce: u r l , Wlwi . eme r gingth reats . net/ cgi - b i n / cvs 1'ileb . cgi / s igs / MAL~JARE / MALWARE_ Vi rt umon de; s i d : 2001526; r ev : 21 ; ) 

# by matt j on kma n 

• 
a l e rt tc p $HOME_NET a ny - > $E XTE RNA L_NET $HTT P_PORTS (msg: " ET MAL~JARE Vom ba networks. com Spywa r e I nsta lle r Che ck i n"; flow:established,to_ser ver ; content : "POST "; depth : S; 
uricontent : " / s c r ipts / get_cookie . ph p" ; nocase; content : " I 0d 0a e d 0a lvomba =••; content : "&ff="; content: "&vom bashots="; content : "&vombas hots_ff=" ; content : "&h1·1d=" ; content : '"&ve r =••; 
c ontent : "&vinfo: \.J i nd m"s " ; c l assty pe : t r o j an -ac tiv i t y ; r efe r e nce : u r l , doc. eme r g i ngthr eats. net / bin /v i ew/Ma i n/ 2007870 ; ref e r e nce : u r l , Wl'il.i. eme r gingt hr eats . net / cg i -
bin/ cvswe b . cg i / s igs/MA LWARE/ MALltrARE_Vom banetwor k . com ; s i d : 2007870; rev : 2; ) 

# l•Jeathe rbug - Da le Ha ndy, PE 

• 
a l e r t tc p $HOME_NET a ny - > $ EXT ERNAL_NET $HTTP_PORTS (msg : " ET MAL~JARE I.Jeathe r bug" ; flow: t o_se r ve r , established; uri cont e nt: "L~xAl er tisap i " ; nocase; t hr es ho l d : t yp e l i mi t, t r ac k by_s r c, 
count 1, second s 3600; e l a ss t ype : misc-activ i t y ; r efe r ence : url , doc , eme rgingthreats. ne t / bi n/v i ew/Ma i n/2001235; r eference : ur l , www .eme r g i ngthr eats . net / cgi-
bin/ cvswe b . cg i / sigs/MA LWARE / MALltrARE_L~eathe r bug; sid: 2001235; r e v : 11 ; ) 

#Submi tted by Joe 1 Es l e r 

• 
#a l e r t tcp $HO"IE_NET any -> $ EXTE RNAL_NET $HTTP _PORTS (msg : " ET MALWARE Weathe rb ug Capt ure " ; flow: t o_se r ver,es t ablis he d; c ont e nt : " GE T" ; nocas e; content : "Host l3a l " ; nocase ; 1.i i t hi n : 500; 
c onten t : "1.,eathe r bug . com" ; nocase ; 1"' ithin : 100 ; t h resh ol d : t ype limit, track by_s r c , count 1 , seconds 3600; c l asstyp e : mi s c-activity; 
r e f e re nce: u r l ,doc . eme r gingthreats, net/ b i n/v i ew/Main/ 2001267 ; r e fer ence : ur 1 , \'Il.,.,. . eme r g i ngthr eats. net/ cg i - b i n / c vs L'ileb . cgi / s i gs / MALWARE/ MALI-JARE _~leathe r bug; s id : 2001267; rev : 15; ) 

#by 1·1 Sh irk 

• 
#a l e r t tcp $HO'\E_NET any · > $ EXTERNA L_NE T $HTTP _PORTS (msg : " ET MALWARE ltreatherbug \-Jxbug Ca pt u r e '" ; flO\"' : t o_se r ve r ,establis hed ; c on tent: "GE T" ; nocase; conten t : "Host I 3a l " ; nocase; Nithin : 
500 ; c ontent:"1.,xbug , com" ; nocase ; 1-4 ith i n : 100 ; t h resho l d : t ype limi t, track by_ s r c, count 1, seconds 3600 ; c l asstype : mi sc - act i v i t y; 
ref e r e nce: u r l ,doc . eme r gingth r eats . net / bi n/v i ew/Main/ 2002364 ; r e f erence : ur 1 , wwN . eme r g i ngthreats . ne t / cgi - bin / c vs Neb . c gi / s i gs / MALltrARE / MAL\-JARE_~Jeathe r bug; s i d : 200 2364; r ev : 5; ) 

-#f r om spyNa r e l p data, by Hatt Jo nkman 

• 
a l e rt tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTTP _ PORTS (msg : " ET MAL~JARE I.Jeatherbug Act i v i t y" ; flO\"' : established , t o_ se r ve r ; uricontent : " /1treathe r Wi ndow/WeatherWi ndo11"1" ; nocase; urico ntent : "? 
r nd=" ; nocas e; class t ype : troja n- a ct i vity ; r e fe r ence: url , doc . emerg ingthrea t s . net / bi n/v i ew/Ma i n/2003420; r ef erence : ur 1, LWNI . eme r g i ngthr eats . ne t / cgi-
bin/ cvswe b . cg i / sigs/MA LWARE/ MALltrARE_L•/eathe rbug; sid: 2003420 ; r e v : 3 ; ) 

# f r om spywa r elp data, by Hatt Jonkman 

• 
a l e rt tcp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_ PORTS (msg: " ET MALWARE I.Jea t he r bug Des i g n60 Upl oad Activi t y" ; fl oN: e s ta blis he d,to_s e r ve r ; uric ont e nt :" / GetDe s ign60 . aspx?Ma gic=" ; noca se; 
uricontent : " ?Z ipCo de= " ; nocase; c l as sty pe: t r o jan -activ i t y ; r e f erence: ur 1, doc . eme r gi ngthr e a t s . net / b i n/viei.,/Hain/ 2003421; r efe r e nce : url, W\'11"' . e mer gingt hr eats. net / cgi-
bin/ cvswe b . cg i / sigs/MA LWAR E/MAL~rARE_L~eathe r bug ; sid: 2003421 ; r e v : 3 ; ) 

#from s pyware l p data, by Hatt Jo nkman 

• 
##a lert tc p $HOME _NET a ny - > $ EXTERNAL_NET $HTT P_ PORTS ( msg : " ET DELETE D Weathe rbug Design60 Upl oad Activity" ; flow: establishe d , t o_ se r ve r ; u r iconten t : "/ Get Design60 . as px?Hagic= " ; nocase; 
uricontent : " ?Zi pCo de= " ; nocase; c l as sty pe : troj a n-activ i t y ; r e f e r ence: u r l , doc . eme r gingthr eat s . net / b i n/viei.,/Ha i n/ 2003423; r efe r e nce : ur 1, W\'11~ . e mer gingt hr eats . net / cgi-
b i n/ cvs1.,e b . cgi / sigs/MA LWARE/ MALltrARE_L~eatherbug; sid: 20034 23; r e v : 3; ) 

#from s pyNa r e l p data, by Hat t Jonkman 

• 
a l e rt tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTTP_ PORTS (msg : " ET MAL~JARE l•Jeathe r bug Comma nd Act i v i t y"; flm,i :establi s hed , t o_se r ve r; uric ontent : " / c onnection/ co nnect i o nv" ; nocase; 
urico ntent : " ?t = " ; no c a se ; c la ssty pe : t roj an -activ i t y ; r ef e r e nce : u r l , doc. em e r gingthr eat s . net / b i n/v i ell'i/Ha i n/ 2003422; r ef e r e nc e : u r l , Wl'il., . em e r gingt hr eats . net / cg i -
b i n/ cvs1.,e b . cgi / sigs/MA LWARE/ MAL~JARE_L~eatherbug; sid : 20034 22; r e v : 3; ) 

# f r om s pyNa r e l p data, by Hatt Jo nkman 

• 
a l e rt tcp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (msg : " ET MAL~JARE l•Jeathe r bug Vi s t a Ga dget Activity " ; f101v : e stabli she d,to_ se r ve r ; uricontent: " / Comma nd/ VistaGadget_v " ; nocase; 
uricontent : "User i d =" ; nocase; u r icontent : "&AppVer s i o n=" ; nocase ; c l as stype: t roj a n-activ i t y ; r efe r ene e: url , doc . eme r gingt hr eat s . ne t / b i n/v i e i.,/Main/ 2003534 ; 
r e f e re nce: u r l , WI.,.., . eme r gingthreats, net / c gi - b i n / cvs 1'i1e b . cgi / s i gs /MAL~JARE /MALWAR E_Weathe r bug; s i d : 2003534; r ev : 3; ) 

#by Matt Jon kman, fr om Spyware Listeni ng Post data 

• 
a l e rt tc p $HOME_NET a ny - > $EXTE RNAL_NET $HTTP_ PORTS (msg: "' ET MAL~JARE l>Jebbuy i ng . net Spywa r e Ins talling" ; f l o1v :establi she d,to_ se r ver; uri c ontent:" / i nst . php ?" ; nocase; uri c onten t "d =" ; 
nocase; u r ico ntent: "&c l : "; nocase; ur i co ntent: "&l =" ; nocase; uri co ntent: "&e= " ; nocase; ur i content: "&v=wbi_v" ; noc ase; u r i content : " &uid= " ; nocase; u r icontent : "&time= " ; nocase; 
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urico ntent : "&l"i n=" ; nocase ; ur i content : "&un=0" ; noca s e; c l asstype: t r o j a n- act i v i ty ; r efer ence: ur l , doc . eme r Bingthr ea t s. net / bi n/vi el"/ Ma in/ 2003442; 
r ef e r e nce : ur l , Wl'I\'/ . emer g i ngth reats . net / cg i - b i n / cvs we b . cgi / s i gs /MALWARE /MALWARE_He bbuyi ng. ne t ; sid : 2003442; r e v : 3; ) 

#Submit ted by Matt J onkma n, foeaks by Bob Gr a bows ky 

• 
a l e r t t c p $EXTE RNAL_NET $HTT P_PORTS -> i HOME_NET any (msg: " ET MALWAR E l-Ie bhance r Dat a Uploa d" ; fl m": f rom_se r ve r , es t ablis hed; co nt ent : "WebHanc e r Aut hori t y Se r ve r" ; nocase; class t ype : 
t roj a n-ac t i v i t y; r ef er e nce : u r 1, securi t y r es ponse . s yma ntec . com/ avcenter/ve nc/ dat a / s pywa r e . \1e bha nce r . html ; r e f e r e nce : ur l , doc . e me rgingthr eats . net / bi n/v iei"/ Ma i n/ 2001317; 
r efe r e nc e : ur l , www . emer g i ngth r eat s . net / cg i - bin / cvs we b . cgi / s i gs /MALWAR E/MALWARE_We bhance r ; s id : 2001317; r e v : 8 ; ) 

#Submi t ted by Matt J onkma n, Tweaks by Bob Gr a bows ky 

• 
a l e r t tc p $HOME_NET any - > $EXTE RNAL_NET $HTT P_ PORTS (msg: " ET MALWARE l-Ie bhance r Dat a Post "; flo, ... : t o_s e r ver,es t a blished; cont en t : "POST ht t p l 3a l// prime . L.,,ebha nc e r . com" ; nocase ; 
c ontent : "Age ntl ag i 3a I"; nocase ; c l assty pe : t roj an-activi t y ; r e f e r e nce : u r l , secur ityr esponse . symant ec . com/ avce nt e r /ve nc / data/ spy1,l are . webhance r . ht ml ; 
r ef e r e nc e : ur 1 , doc . emer g ingth r e at s. net / b i n/v i ew/Ma i n/ 2001677 ; r e f e r e nce: u r 1, Mvw . eme r g ingthr eat s . net/ c gi -bin / c vs L.,,eb . cgi / s i gs /MALl,/AR E/ MALWARE_We bha nce r ; s id : 2001677; r ev : 11 ; ) 

#Submitted by Matt J onkma n, Tweaks by Bob Gr a bows ky 

• 
a l e r t t c p $HOME_NET any -> $E XTERNA L_NET $HTTP_PORTS (ms g : "ET MALWARE l-Ie bhance r Age nt Activity" ; flow: to_se r ve r , es tablis he d; content:" Host l 3a l "; nocase; co ntent : "\1ebha nce r . com" ; 
wi t h i n : 30 ; noca se; clas sty pe: t r oj a n-act i v i t y ; r e f e r e nce : url , sec uri t y r esponse . syma ntec. c om/ avcent e r /ve nc/ data/ spywa r e . we bha nce r . ht ml ; 
r ef e r e nc e : ur 1 , doc . emer g ingth r eat s . net / b i n/v i ew/Ma i n/ 2001678 ; r e f e r e nc e : u r l , www . eme r gingthr eat s . net / c gi-bin / c vs L'ileb . cgi / sigs / MALWARE /MALWARE_l,Je bha nce r ; s i d: 2001678 ; r ev : 10 ; ) 

#Submit t ed by Mat t J onkma n 

• 
a l e r t t cp $HOME_NET any - > $EXTE RNA L_NET $HTTP_ PORTS (msg: " ET MALl,JARE l-Ie bsea r c h . com Sp~,ar e " ; fl ow: t o_ se r ve r ,es t abli she d; uricontent: " / s ite r evi e lfl . asmx/ Get Rev i ew" ; nocase ; c l asst ype : 
t roj a n-act i v i t y ; r ef er e nce :mcafee, 131461 ; r efe r ence: ur 1, doc. eme rgingthr eats. net / bin/vi ew/Ma i n/2001325; r efe r ence : ur l, IWM . eme r g i ngth reats . ne t / cgi -
bin/ cvs11eb . cg i / sigs / MA LWARE/MALl,JARE_I-Iebsea rch . c om; sid : 2001325; r ev : 8 ; ) 

#Submitted by Matt Jonkma n 

• 
a l ert t c p $HOME_NET an y -> $EXTE RNAL_NET $HTT P _ PORTS (msg: " ET MALWAR E l-Ie bsea r c h . com Out bou nd Oia l e r Ret rie va l '" ; flow: t o_s e r ve r ,es t a blished ; uri c ontent : "/ 1/ r dgUS10 . exe " ; nocase; 
c l asstyp e : t r o j a n- act i v i t y ; r efe r e nce : mcaf ee , 131461 ; r e f e r e nce : u r l , dcc . eme r g i ngthr eats . net / bi n/v i e w/f-ta i n/ 2001517 ; r ef e r e nce: u r l , w,,...,..,, . eme r g i ngthr eats . ne t / cgi -
bin/ cvs11eb . cgi / sigs / MA LWARE/MALWARE_l-Iebsea r ch . com; s i d : 2001517; r ev : 7; ) 

#Mat t Jonkma n, from spyware list eni ng post data 

• 
a l e r t t c p $HOME_NET any - > $E XTERNA L_NET $HTT P _PORTS (msg : " ET MALWAR E l-Ie bs ea r c h . com Ca b Downl oad"; f101" : t o_s e r ve r , es t a blishe d; uricont ent : "' / Onl /T_"; nocase; pe r e : '"/\/\5+\ . ca b/ Ui "; 
c l asstyp e : t r o j a n- ac tiv i t y ; r efe r ence : mcaf ee, 131461 ; r e f e r e nce : u r l , doc . eme r gingthr eat s, net / bi n/v i e vih ta i n/ 2003 242; r ef e r e nce: u r l , IVL...,..,, . eme r g i ngthr eats. net / cgi -
bin/ cvsweb . cg i / s i gs /MA LWARE/MALl,/ARE_l-Iebsea r ch . com; s i d : 2003242 ; r ev :7; ) 

#Matt Jonkma n 

• 
a l e r t tc p $HOME_NET any -> $EXTERNA L_NET $HTTP_ PORTS (ms g: " ET MALWARE l-Ie i r d on t he l~eb / 180 So l utions Chec ki n" ; flow: t o_se r ve r , established ; uri content : "/ not i fie r / config . i ni? v=" ; 
nocase; c l ass t ype : t r o j a n - act i v i t y ; r efe r e nce : ur 1, secur i t yr es ponse . s ymantec. com/ a vcent er /ve nc / da t a / pf / ad,.,,a r e . 180s ea r c h. ht ml ; r e f e r e nce: ur l , doc . eme r gingth r ea t s . net / b i n/v iew/Main/2002036 ; 
r e f e r e nce : ur l ,WW\.,, . emer g ingth r eat s. net / cg i - bin / cvs1.,,e b . cgi / s i gs /MALWARE / MALWARE_Hei r dont hewe b; sid : 2002036; r e v : 5; ) 

#Matt Jonkma n 

• 
a l e r t t c p $HOME_NET any -> $ EXTE RNA L_NET $HTTP_ PORTS (msg: " ET MALWAR E l-Ie i r d on t he l~eb / 180 So l utions Update " ; f! 0\'1 : t o_ se r ve r , establi s he d; uri content : " / notifie r / up dates " ; nocase ; 
c l a sstype : t r o j a n- ac tiv i t y ; r e f e r e nce : u r 1, s ec uri t y r e spon se . symant e c . com/ a vce nt e r /venc/ data / pf / ad 1.,,a r e . 180se a r ch . html ; r efe r e nce : ur 1 , doc. eme rgingt h reats . net / bi n/v iew/Main/ 2002041; 
r efe r e nce : ur l , Wl""" · emer g i ngth r eat s . net / cg i - bin / cvs1'i1e b . cgi / s i gs /MALWAR E/ MALWARE_l,lei r dont hewe b; sid : 200 2041 ; r e v : 5; ) 

#Submit t ed by Matt Jonkma n 

• 
a l e r t t c p $HOME_NET any -> $EXTE RNAL_NET $HTTP_ PORTS (msg : " ET MALWARE l-Ihe nUC lic k . com App a nd Sea r c h Ba r I nstall ( l ) " ; flow : t o_se r ve r, es t ablished ; uri content :"/vs n/ I SA/" ; nocase; 
c l a sstype : policy - v i olation; r ef e r ence : ur l , wviw .whenusea r c h . com; r e f e r ence: ur l , vfW'tl . ke phyr . c om/ s py1.,,a r escanne r / lib r a r y /11he nusea r ch / i ndex . pht ml ; 
r efe r e nce : url , doc . emer g i ngth r eat s. net / b i n/v i ew/Ma i n/2000908 ; r efe r ence : u r 1, W1-.·w. eme r gingthr eat s . net / c gi - bin / c vs L.,,eb . cgi / s i gs /MALWARE/MALWAR E_WhenUSea r ch . com ; s i d : 2000908; r ev : 10 ; ) 

#Submitted by Ma t t J onkma n 

• 
a l e r t t c p $HOME_NET any -> $EXTE RNA L_NET $HTT P_PORTS (ms g: " ET MALWARE l~he nl.lC lic k . com App a nd 5ea r c h Ba r l nstall ( 2 ) " ; flow : t o_se r ve r, es tablished ; ur i content :" / Ap pi nstall ?a pp=W SN" ; 
nocase; c l ass t ype : pol i cy- v i o l at ion; r e f e r e nce : ur l , www .whenusea r ch . com; r ef e r e nce : ur l , WW11 . ke phyr . c om/ s pyi'ila r e sca nn er / l ib r a r y /whe nusea r c h/ index . phtml; 
r ef e r e nce : ur l , doc . emer g ingth r eat s . net / b i n/v i ew/Ma i n/ 2000909; r e f e r e nce : u r l , www . eme r g i ngthr eat s. net / c gi - bin / c vs L.,,eb . cg i / s i gs /MALWARE/MALWARE_1'JhenU5ea r ch . com ; s i d : 2000909; r ev : 9; ) 

#Submit t ed by Matt Jonkma n 

• 
a l e r t t cp $HOME_NET any -> $EXTE RNAL_NET $HTT P_PORTS (ms g: " ET MALWAR E l'1he nl.1C lic k . com Clock Sync App Chec k i n" ; flow: t o_s e r ve r , e s t ablis hed ; u r icont e nt: "/ hea r t bea t ?" ; nocase; 
urico ntent : ., =c l oc k" ; nocase; c l asstype : po l i cy -v i ol ation; r efe r e ne e: u r l , ~1 . whe nusea r c h . com; r efe r e nce: u r l , W\VL'/ . ke phyr . com/ s pywa r escanne r / lib r a ry/whe nusea r ch/ i nde x . pht ml; 
r ef e r e nc e : ur l , doc . emer g ingth r e at s. net / b i n/v i ew/Ma i n/ 2000910 ; r e f e r e nce : u r 1 , www . eme r g i ngthr ea t s . net / cgi - bin / c vs L.,,eb . cg i / s i gs /MALWARE/MALWAR E_1'JhenUSea r ch . com; s i d : 2000910 ; r ev : 9 ; ) 

#Submitted by Mat t J onkma n 

• 
a l e r t t c p $HOME_NET an y - > $E XTE RNAL_NET $HTT P_ PORTS (ms g : " ET MALl,JAR E l~he nUC lic k . com 1,/eathe r App Checki n" ; floL"' : t o_s e r ve r , e s t a bli shed ; urico nt ent: "/ he a r t bea t ?" ; nocase; 
uricon t e nt : " : 11eat her " ; nocase; c l as s t ype: po l icy -v i o l ation; r e f e r e nce : u r l , w,,...,.,i . v1henu sea r c h . com; r efer ence : ur l , 1"1.VL>1 . ke phyr. com/ spywa r escanne r / libr a r yJi..,he nusea r ch/ i ndex . pht ml ; 
r ef e r e nce : ur 1 , doc . emer g i ngth r eat s . net / b i n/v i ew/Ma i n/ 2000911 ; r e f e r e nce : u r l , 1W1L" . eme r g ingthr eat s . net/ cgi -b i n/ c vs L.,,eb . cgi / s i gs /MALl,/AR E/ MALWAR E_l,JhenUSea r ch . com ; s i d : 2000911 ; r ev : 9 ; ) 

#Submit t ed by Mat t Jonkma n 

• 
a l e r t t cp $HOME_NET any - > $ EXTERNA L_NET $HTT P_PORTS (msg: " ET MALl,JARE l~he nUC lic k . com Clock Sync App Chec ki n (1 ) " ; f1 01" : to_ se r ver ,es t a bli she d ; urico nt ent :" / c l oc k?i d=" ; nocase; 
c l asstyp e : policy - v i ol atio n; r efe r e nce : ur l , 1vviw . whenusea r c h . com; r e f e r ence : ur l , lff'rffl . ke phyr . c om/ s py1.,,a r esc a nne r / lib r a r y /11he nusea r ch / i ndex. pht ml ; 
ref e r e nce : ur l , doc . emer g ingth r eat s . net / b i n/v i ew/Ma i n/ 2000912; r e f e r e nc e : u r l , WIVL" . emerg i ngthr eat s . net / c gi -bin / cvs L'ileb . cgi / sigs / MA Ll,/ARE /MALWARE_l,JhenUSea r ch . com ; s i d : 2000912; rev : 9 ; ) 

#Submit t ed by Ma t t J onkma n 

• 
a l e r t tc p $HOME_NET any - > $ EXTERNA L_NET $HTTP_PORTS (msg : " ET MALWARE l-Ihe nUC lic k . com Clock Syn c App Chec k i n ( 2 ) " ; fl ow: to_ se r ver ,establi she d ; urico ntent :" / cloc kOB" ; nocase; classtyp e : 
policy - v i o l a t ion; r e f e r e nce: ur 1, WWI'/ . whe nus ea r ch . c om; r e f e r e nce : u r l , ,...,."1..,,. ke phy r . com/ s pywar escanner / lib r a r y/w he nu sea r c h/ inde x . pht ml; 
ref e r e nce : ur l , doc . emer g ingth r eat s. net / b i n/v i ew/Ma i n/ 2000913 ; r e f e r e nce : u r l , W\VL" . eme r gingthr eat s . net / c gi - bin / c vs L'ileb . cgi / s i gs /MALWARE/MALWAR E_1'JhenUSea r ch . com ; s i d : 2000913 ; r ev : 9 ; ) 

#Submi t t ed by Matt J onkma n 

• 
a l e r t t c p $HOME_NET any -> $EXTE RNA L_NET $HTT P _ PORTS (msg : " ET MALWAR E l-Ihe nUC lic k . com Wea t he r App Checki n ( 1 ) "; f! 0\'1 : t o_se r ve r, establi s he d; uri content : "/weathe rOB " ; nocase; c l ass t ype : 
policy - v i o l ation; r e f e r e nce: ur 1, wwi1 . 1.,,he nus e a rch . com; r e f e r e nc e : u r l , Mvi" . ke phy r . com/ s pywar es canner/ lib r a r y/w he nu se a r c h/ i nd e x . pht ml ; 
r efe r e nce : url , doc. emer g i ngth r eat s. net / b i n/v i ew/Main/2000914 ; r e f e r e nce : u r 1, WIVL'il . eme r g i ngthr eat s . net / c gi - b i n/ c vs L.,,eb . cgi / s i gs /MALWARE/MALWAR E_WhenUSea r ch . com; s i d : 2000914 ; r ev : 9 ; ) 

#Submitted by Matt Jonkma n 

• 
a l e r t t c p $HOME_NET any -> $ EXTERNA L_NET $HTT P_ PORTS (ms g : " ET MALWARE l-Ihe nl.lC lic k .com Weathe r App Checki n ( 2 ) "; fl ow: t o_se r ve r, es t a bli s he d; uricontent : "/weathe r ?i d=" ; nocase; classtype : 
policy -v io l at ion; r e f e r e nce: url , ~Ml" . L'ilhe nusearch . c om ; r e f e r e nc e : u r l , M"1.1j . ke phy r . com/ s py~l ar escanner/ lib r a r y/1,jhe nu sea r c h/ inde x . pht ml ; 
r ef e r e nce : url , doc . emer g i ngth r eat s . net / b i n/v i ew/Ma i n/ 2000915 ; r e f e r e nce : u r l , ,...,.-JL.,, . eme r g i ngthr eat s. net / c gi - bin / cvs L.,,eb . cg i / s i gs /MALWARE / MALWAR E_WhenU5ear ch . com ; s i d : 2000915; r ev : 9 ; ) 

#Submitted by Ma t t Jonkma n 

• 
a l e r t t cp $HOME_NET any -> $EXTE RNAL_NET $HTT P_PORTS (ms g: " ET MALWAR E l~he nl.lC lic k . com Whe nUSave App Che c kin " ; flow: t o_se r ve r , esta bli she d; u r i cont e nt : "/ hea r t beat ?" ; nocase; 
urico nt e nt: " =11henusave " ; nocase; c l as s t ype : policy -v i o l atio n; r efe r ence : ur l , 1-JL'ilW .whenusea r c h . com; r efe r ence: ur l , 1vvru . ke phy r . com/ s pywa rescan ne r / l i b r a r y/whe nus e a r ch/ i nd ex. pht ml ; 
r ef e r e nc e : ur l , doc . emer g ingth r eat s . net / b i n/v i ew/Ma i n/ 2000916 ; ref e r e nc e : u r 1 , W\-JL" . eme r g i ngthr eat s . net / cgi - bin / c vs L.,,eb . cgi / s i gs /MALWARE/MALWARE_1'JhenUSea r ch . com ; s i d : 2000916 ; r ev : 9 ; ) 

#Submit t ed by Matt J onkma n 

• 
a l e r t tc p $HOME_NET any - > $EXTE RNAL_NET $HTT P_ PORTS (ms g : " ET MALWARE l,Jhe nUC lic k . com 1,Jhe nUSave Data Ret rie va l (offe r s data ) " ; flo, ... : t o_ s e r ve r ,es t abl i s hed; uri c onte nt : "/ Off e r sOataGZ? 
update=" ; nocase; c l asstype: policy - v i olat i on ; r efe r e nce : ur 1, Wl'l\>1 . i,ihen usea r ch . com; refe r e nce : ur l, ,,,,...,.,,, . ke phy r . c om/ spywar escanne r / libr a r y/whe nusea r c h/ i nd ex. ph t ml ; 
r ef e r e nc e : ur 1 , doc . emerg i ngth r e at s. net / b i n/v i ew/Ma i n/ 2000917 ; ref e r e nce: u r 1 , WWL" . eme r g ingthr eats . net / cgi - bin / c vs L.,,eb . cgi / s i gs /MALWAR E/MALWAR E_l,JhenUSea r ch . com; s i d : 2000917 ; r ev : 9 ; ) 

#Submit t ed by Mat t Jonkma n 

• 
a l ert t c p $HOME_NET any -> $ EXTE RNAL_NET $HTT P_PORTS (ms g : "ET MALWAR E l~he nUClic k . com Desktop Ba r I nstall" ; floL" : t o_se r ve r , e s t a bli shed ; urico nt ent : "/ Appi nsta ll ?a pp =de s ktop .. ; noca s e; 
c l asstyp e : policy - v i ol at i o n; r efe r e nce : ur l , 1vvrw . 1..-henusea r c h . com; r e f e r ence : ur l , 1,1wr1 . ke phyr . c om/ s pyNa rescanne r / lib r a r y /11he nusea r ch / i ndex. pht ml ; 
r ef e r e nc e : ur 1 , doc . emer g ingth r eat s . net / b i n/v i ew/Ma i n/ 2000918 ; r e f e r e nc e : u r l , WWL" . eme r gingthr eat s . net / c gi -bin / cvs L'ileb . cgi / sigs / MA Ll,/ARE / MALWAR E_l,JhenUSea r ch . com ; s i d : 2000918 ; r ev : 8 ; ) 

#Submitted by Matt J onkma n 

• 



12/21/2022 10:57:48 AM

ale r t tc p $HOME_NE T a ny - > $ EXTERNAL_NET $HTT P_PORTS (msg: " ET MALltlARE \,Jhe nUC lic k .com ltlhenUSave Data Retrieva l ( Sea rc hdb) "; flovl : to_se r ve r , e s t ab l i s hed ; ur i content : "/ Searc hDB?upda t e ,. "; 
noc ase ; c lasstype: pol i cy-v iolat i o n; r e ference: ur l, www . \11hen us e a rch . com; r efe r ence : u r 1, ~.,. . kephy r . com/ s py1.,.a r escanne r / l ib ra r y /whe nusea r c h/ i nde x . ph t ml; 
r ef e r e nce: u r 1, doc . eme r g i ngthreats. net / b i n/v iew/Main/ 2000919 ; r ef e r ence : u r 1, w111w . emer g i ngthr eats. net / cg i - bin / cvs 111e b . cgi / s i gs /MALltlARE/ MALWARE_ltlhe nUSearch . com; s i d : 2000919 ; r e v : 9 ; ) 

#Submi tted by Chri s Norto n 

• 
a l e r t tc p $HOME_NE T a ny - > $ EXTERNA L_NET $HTT P _PORTS (msg: " ET MALWARE \,Jhe nUClick. com Desktop Ba r App Chec ki n" ; flow: t o_serve r, establi s hed; uriconte nt : "/ hea r t beat ?" ; nocase; 
urico ntent : " =de s kto p" ; nocase; c l as stype: policy - v i o l ation; re f e r e nce: ur l, Wl.'ll" . ~ihe nu sea r ch . com; r ef e r ence: u r l , \'ll\lW . kep hy r . com/ s pywaresca nner/ libra r y/whenusea rc h/ inde x . pht ml ; 
r ef e r e nce: u r 1, doc . eme r g i ngthreats. net / b i n/v iew/Main/ 2001443; r ef e r ence : u r l , wi11w . eme r g i ngthr eats. net / cgi-bin / cvs we b . cgi/ s igs /MALWARE/MALWARE_ltlhe nUSearch . com; s i d : 2001443; r e v : 8; ) 

#Matt Jonkma n from s pywa r e l p dat a 

• 
ale r t tc p $HOME_N ET a ny - > $ EXTERNA L_NET $HTT P _PORTS (msg: " ET MALltlARE \,Jhe nUC lick. com App licat i o n Ve r sion Che ck" ; flow: to_serve r , establis hed; uriconte nt : " /vers i o ns . ht ml "; no case; 
content : '\ .,.he nu . com" ; nocase; classtype : polic y -vio l a tion; refe r e nce: u r l , www . L'lhe nu s e a r ch . com; r eference : u r l , wh'lll . kephyr . com/ spywa r escanne r / l ib r ary /vJhe nusearch/ i nde x . pht ml ; 
r ef e r ence: u r 1, doc . eme r gingthreats. net / b i n/v iew/Main/ 2003389; r ef e r ence : u r l , w111w . emer g i ngthr eats. net / cgi- bin / cvs we b . cgi/ s igs /MALWARE/MALWARE_ltlhe nUSearch . com; s i d : 2003389 ; r e v : 4; ) 

#Matt Jonkma n from spywa r e lp data 

• 
a l e r t tc p $HOME_N ET a ny - > $ EXTERNAL_NET $HTT P_PORTS (msg: " ET MALltlARE Whe nUClick.com ltlhenUSave Data Retrieval ( Da t aC hunk sGZ ) " ; flow: t o_se r ver ,established ; urico ntent :" / DataC hu nksGZ ? 
updat e =" ; nocase; ur icontent : "ve r =" ; nocase; uri content : " sv r =" ; nocase; e lassty pe : po l i cy - vio l a t i on; r ef e r ence : u r l , Mm . whenusea r c h . com; 
r ef e r e nce: u r 1, 1'1111\.,. . kephyr. com/ s pywa r escanne r / libr ary/whe nusearc h/ i nde x. phtml ; refe r e nce: ur l , doc. eme r g i ngthr ea t s . ne t / bi n/v i ew/Ma i n/ 2003404; referenc e: ur l , v,ww , eme r g i ngt hr eats . ne t / cgi­
b i n/ c vswe b . cgi / s i gs /MA LWARE/ MALWARE _\,Jhe nUSearch . com; sid : 2003404; r ev : 4 ; ) 

#Submi tted by Matt Jonkma n 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNAL_NET $HTT P_PORTS (msg : " ET MALltJARE \,J ild Ta nge nt Age nt I nstallatio n" ; flow: t o_ se r ve r ,establis hed; uricont ent: "/ Re cove r y / Checkin . aspx ?ver s i o n" ; noc a s e ; 
c lass t y pe: t r oj an -activ i t y ; ref e r e nce : u r 1, L11ww , s pyany. com/ p r ogram/ a r ti c l e_s pw_rm_l-J i l dTa nge nt . ht ml ; r e f e r e nc e : ur 1, www . wild tangent . com ; 
r ef e r ence : u r 1, doc . emerg i ngthreats. ne t / b i n/v iew/Main/ 2001307; r ef erence : u r l , w1w, . emer gingthr eat s. net / cgi- bin / cvswe b . cgi/ sigs /MALWARE/ MALWARE_~Jild _ Ta nge nt ; s i d : 2001307; r ev : 6 ; ) 

#Submi tted by Matt J onkma n 

• 
a le r t tc p $HOME_N ET a ny - > $ EXTERNAL_NET $HTT P_PORTS (msg: " ET MALltlARE \,J ild Ta nge nt Age nt Chec ki ng In" ; flow: t o_server , est a blis he d; ur i content : " / COAOe l i ve ries / Chec k i n. a s px" ; noca se; 
e l ass t ype: t r oj an- activity ; r e f e r e nce: u r l , Ll/\>M . s pyany . com/ program/ a r tic l e_ s pw_ r m_WildTa ngen t . h t ml ; r e ference : ur 1, www . wild t angent . com; 
r ef e r e nce: u r 1, doc . eme r g i ngthreats. net / b i n/v iew/Main/ 2001309 ; r ef e r ence : u r 1, Wll/\.,. . emer g i ngthr eats. net / cgi- bin / cvswe b . cgi / s i gs /MALWARE/ MALWARE_ltlild _ Ta ngent; s i d : 2001309 ; r ev : 6 ; ) 

#Submi tted by Matt Jonkma n 

• 
ale r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (ms g : " ET MALWARE \,J ild Ta nge nt Age nt Tr aff i c" ; fl ow: t o_se r ve r,es t a blished ; ur icont ent: " / CDAFiles / DP/ SysConfig"; no case ; classt ype : 
t r o j a n - act i v i ty ; r eference : u r l , ~frlW . spya ny . com / program/ art i c l e_ spw_r m_L.JildT angent . ht ml ; r efe r e nce: u r l, W\'ll" . ~Jildtange nt . com; r ef e r ence : ur l , doc . emer gingthr eats . net / bin /v i ew/Ma i n/ 2001310 ; 
r ef e r e nce: u r l , 1'1111\.,. . eme r g i ngthreats. net / cg i -bin / cvs we b . cgi / sigs /MALltlARE/ MALWARE_ ltlild _Tange nt; s i d : 2001310 ; r ev : 6; ) 

#Submi t t ed by Matt J onkma n 

• 
a le r t tcp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg: " ET MAL~JARE \,J ild Ta nge nt Age nt " ; flow: t o_se r ve r ,es tablished ; uricontent : "/ COAF iles/" ; nocase; classtype : tro j a n- ac t i vity ; 
r ef erence: u r l , 1-11111,.,. . s pya ny . com/ p r ogram/ a r t i c le_s pw_ r m_Wi l dTa nge nt . html ; r e f e r e nce: ur l , ~MW . 1"i ldtangent. com; r eference: ur l , doc . eme r gingthr eats . net / b in/v i ew/Ma i n/ 2001314; 
r ef e r e nce: u r l , wi111, ... . eme r gingthreats. net / cg i -bin / cvs we b . cgi / sigs /MALWARE/MALWARE_Wild _ Tange nt; s i d : 2001314; r ev : 6 ; ) 

#Submi tted by Matt J onkma n 

• 
ale r t tcp $HOME_NET a ny - > $ EXTERNAL_NET $HTTP_PORTS (msg : " ET MALltlARE \,J ild Ta nge nt New I nstall" ; flow: t o_se r ve r , establis hed; uri content: "/ NewUse r / Checkin .aspx" ; nocase; class t ype : 
t r o j a n • act i v i t y ; r efe r ence : u r l , llfrlW . spya ny . com / program/ a r tic l e_s pw_r m_L.J ildT angent . ht ml; r efe r e nce: u r l , Wl'll" . wildtange nt . com; r ef e r ence : ur l , doc . eme r gingthr eats . net / bin /v i ew/Main/ 2001322; 
r ef e r e nce: u r l , 1'1111\~ . eme r g i ngthreats. net / cg i - bin / cvs we b . cgi / sigs /MALL,JARE/ MALWARE_~lild _ Tange nt; s i d : 2001322; r ev : 6 ; ) 

#Submi tted by Matt J onkma n 

• 
a le r t tc p $HOME_NET a ny - > $ EXTE RNAL_NET $HTTP_PORTS (msg : " ET MA LltlARE \,J ild Ta nge nt I ns t a ll " ; f1 01" : t o_server ,es t a blis hed ; uri co ntent: " / up datestats/ AI _Eu ro.exe"; nocase; class t ype: 
t r o j a n • act i v i ty ; reference : mcaf ee, 122249; r ef er ence: ur l, doc . eme r g i ngth r ea t s . net / bi n/v iew/Main / 200 2008; ref er ence: ur l , WIIM . emergingthrea t s . net / cgi -
b i n/ c vswe b . cgi / s igs /MA LL,JARE/MALWARE_\,J ildmedia ; s i d: 2002008; r ev : 8; ) 

#Matt Jonkma n 

• 
a le r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTTP_PORTS (msg :" ET MALltlARE \,J i ndup dates.com Spywa r e I nstall " ; flow: es tabli she d,to_ se r ver; u r i content: "/ ca b/ CDTi nc / ie/" ; nocase; 
uri co ntent :" . ca b" ; nocase ; c l ass t y pe : t r o j a n- activi t y ; r e f e r e nce: u r l , doc . eme r g i ngth r ea t s. ne t / bin /v iew/Ma in / 2001700; r ef e r ence: u r l , wi.,n,,1 . eme rgi ngt h r ea t s. net/ cgi -
b i n/ cvswe b. cgi / s igs /MA LltlARE/MALWARE _\,J indup dates. com; s i d : 2001700; r ev : 7; ) 

#Matt Jonkma n 

• 
a le r t tcp $HOME_N ET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg:"ET MALltlARE \,J i ndup dates. com Spywa r e Logg i n Data" ; fl m-, : established,to_se r ve r ; urico ntent : "/logg i ng . php ?p,. " ; nocase; 
content : "Hos t I 3a I pub! i c . windupdat e s . com" ; noc a s e ; e l ass t ype: t r o j an-activity; r efe ren ce : url , doc . emergi ngthr eat s . net / bin /v ieL.,./Ma in/ 2001701; r efe rence: u rl , \'Mlii . emergi ngthr ea ts . net / cgi • 
b i n/ c vswe b . cgi / s igs /MA LltlARE/MALWARE _\,J indupdates. com; sid : 2001701; r ev : 7; ) 

#By Matt Jonkman fr om spywar e lis t en ing pos t da ta 

• 
ale r t tc p $HOME_NET a ny - > $ EXTERNAL_NET $HTTP _PORTS (msg : " ET MALltlARE \,J i nf i xmas t er. com Fa ke Anti -Spywa r e I nsta ll"; fl o~l : t o_se r ver , establishe d; urico ntent: " / d i spat che r , php ?ac tion=" ; 
nocase; content : "Hos t I 3a I wim . wi nfi x" ; nocase; clas s t ype: t roj an-acti v i t y ; r ef e r e nce: ur l , doc . eme rgingt hr ea t s . net / bin/v iew/Ma in/ 2003543; r ef e r e nce: ur l , www . eme rgingt hr ea t s . net/ cgi • 
b i n/ cvswe b .cgi / sigs /MA LWARE/MALWARE _\,J inf i xmas t e r. com; s i d: 2003 543 ; r ev : 4 ; ) 

#Matt j onkma n from Spy1~a r e LP Da t a 

• 
ale r t tc p $HOME_NET a ny - > $ EXTE RNAL_NET $HTT P_PORTS (msg : " ET MA LltlARE \,J i nferno Reg i st r y Fi x Sp)"l11are Dm11n l oad"; f1 0111 : t o_se r ve r, establishe d; 
uri co ntent : " / freeze_r pc6bun d l e_us / REGISTRYF IXOLL . exe " ; nocase; class t ype: t ro j an • a ct i v i t y; r ef e r enc e: ur l , doc . eme r g i ngth r e at s . net / bi n/v ie111/Ma i n/2003353; 
r ef e r e nce: u r l , 1-11111,.,. . eme r g ingthreats . net / cg i - bin / cvs we b . cgi/ s i gs /MALltlARE/ MALWARE_Wi ni nf e rn o . com; s i d : 2003353 ; r ev : 3; ) 

#Matt j onkma n from Spy1~a r e LP Da t a 

• 
a le r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg :" ET MALltlARE Freeze.com Spywa r e Do~ml oad" ; flm" : t o_ serve r , establi shed; uricontent:" /1-JebSe r vices/ DesktopMa nager/" ; nocase; 
c lass t y pe: t r o jan- ac t i v i t y ; r ef e r ence : ur l , doc . emer g ingthr eats . net / b in /v i ew/Main/ 2003356 ; r ef e r ence : ur l , WL...,..,. . emergingthr eats . net / cgi - bin/ cvs L.,.eb . cgi / s igs /MAL\,fARE / MALWARE_L,/i ni nf e rn o . com; 
sid :2003356; r e v :3; ) 

#by ma tt j onkman 

• 
a le r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P _PORTS (msg : " ET MALL,JARE \,J i nqui cku pdates . com/ Myc as h l oads. com Re l ated Tro jan I nsta ll Re po r t "; f1 01-, ; establis hed , t o_se r ve r ; 
uri co ntent : " / ne 1.,.us e r . php ?saf f =" ; pc r e: " /\/ne~iuser \ . php . saff =(\d+ Ix . + )/U"; c l a ss t y pe: t r o j a n - ac tiv ity ; r ef e r ence : u r 1, doc . eme r gingth r e at s . net / b i n/v iew/Main/ 200801 2; 
r ef e r e nce: u r l , 1-11111,-, . eme r gingthreats. net / cg i - bin / cvswe b . cgi / sigs /MALltlARE/MALWARE_Wi nqu i c kup dat es. com; s i d : 2008012 ; r ev : 3; ) 

#by ma tt j onkma n 

• 
ale r t t cp $HOME_NET a ny - > $ EXTERNAL_NET $HTTP_PORTS (msg : " ET MALltlARE \,J i n rean i ma t or . com Fa ke AV I nstall At t empt " ; f1 01.,. : est a blishe d,to_serve r; uricontent: " / i nst . php ?L~mi d=" ; nocase; 
uri co ntent : "&p=" ; nocase ; ur icont e nt : "&! =" ; nocase ; uricont en t: "&s =" ; nocase; c l ass t ype : t ro jan• activ i t y ; r eference : ur l , www . win r ea n i mator . com; 
r ef e r e nce: u r l , doc . eme r gingthreats. net/ b i n/v iew/Main/ 2007865 ; r ef e r ence : u r l , \'ili/\" . emer g i ngthr eats. net / cgi- bin / cvswe b . cgi/ s i gs / MALWARE/ MALWARE_ltli nre a ni mato r . com; s id : 2007865; r e v : 2; ) 

#By Matt Jonkma n 

• 
a le r t tc p $HOME_NET a ny - > $ EXTE RNAL_NET $HTT P _PORTS (msg : " ET MA LltlARE \,J i nsoft1~a r e. com Sp)'\11a r e Act i v i t y" ; flm11 : t o_se r ve r , establishe d; uri cont e nt : "/?prot o= "; nocase; uri content : "&r e"'"; 
nocase; urico ntent: "&abbr =•· ; noc ase; uri cont e nt : " pl a t form =" ; nocase; urico ntent: "&os_ ve rs i on=" ; nocase; uri content : '"&app i d=" ; noca se ; c l asst ype: t r o j a n - ac tivity; 
r ef e r e nce: u r l , doc . eme r g ingthreats. net/ b i n/v iew/Main/ 2003 471 ; r ef e r ence : u r l , \'ili/\" . emer g i ngthr eats. net / cgi- bin / cvswe b . cgi/ s i gs / MA LWARE/ MALWARE_ltli nsof tv1a r e. com; s i d : 2003471 ; r e v :4 ; ) 

#matt j onkma n, Wl-r.~ . wi nxdefende r . com f ake AV pac kage 

• 
a le r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg :" ET MALltlARE \,J i nxde f ender.com Fa ke AV Package Pos t In st a ll Chec ki n" ; fl m11 :established , t o_se r ver; co ntent : " POST "; dept h :5; 
uri co nt ent : " / checkupdate . ph p" ; noca se; cont en t : " I 0d 0a I User -Agent I 3a I Ope r a" ; content: "C ompute r ID I 3a I "; di stance : 0; c lass t ype : t ro j a n -activity ; 
r ef e r e nce: u r l , doc . eme r gingthreats. net/ b i n/v iew/Main/ 2008197; r ef e r ence : u r l , \'ili/\~ . eme r g i ngth r eats. net / cgi- bin / cvswe b . cgi / s i gs / MA L\,IARE/ MALWARE_ltli nxdef e nd e r . com; sid : 2008197; rev : 4 ; ) 

#By Matt Jonkma n 

• 
a le r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg :" ET MALL,JARE Xpi re. i nfo Mul t i pl e Spywa r e Ins ta lls (1 ) " ; flm11 : t o_se r ve r , establis hed; uricont e nt: " / f a / evil . ht ml " ; nocase; 
c lass t ype: t r oj an- ac tiv i t y ; r e f e r e nce : u r 1 , doc . eme rgingth r ea t s. net / b in/v iew/Ma in/ 2001461 ; r e f e r e nce : u r 1, L,J\>IW . eme rgingth r ea t s . net / cgi - bin/ cvswe b . cg i / s i gs / MALWARE/MA.l\'1ARE_Xpi r e . i nfo; 
sid : 2001461; r e v :8; ) 
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#By Matt Jonkman 

• 
a l e r t tcp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_PORTS (msg: " ET MAL!,JARE Xpi r e. i nfo Mul tipl e Spywa r e I ns ta ll s Occ u r i ng" ; flow : t o_ser ve r , established; uricontent: " / f a/?d:get " ; nocase ; 
e l ass t ype : t r o j a n- acti vity ; r e f e r ence : ur l , do c . eme rgingth r ea t s. net/ bi n/v iew/Ma in /2001462 ; ref e r ence : u r l , w.w, . eme r gingthrea t s . net/ cgi-bin/ cvswe b . cg i / s i gs / MALWARE/ MALl.JARE_Xpi r e . i nfo ; 
s i d : 2001462; r ev :7; ) 

#By Matt Jon kman 

• 
a l e r t tc p $HOME_NET a ny - > $E XTE RNA L_NET $HTT P _PORTS (msg : " ET MA L!flARE Xpi r e. i nfo Mul tipl e Spywa r e I ns ta ll s ( 2 ) " ; fl m.,. : t o_se r ve r ,es t a blishe d ; content : " s r c= http l 3a I/ / xp i r e . i nfo / i. exe " ; 
nocase; c l asstype : t r o jan -ac t i v i t y ; r ef e r e nce: ur l , doc. eme r g i ngt hr e ats . net / b i n/v i ew/ Main/ 2001463; ref e r e nce : ur l , www .eme r g i ngt h reats . net / cg i -
b i n/ cvswe b . cgi / s i gs/MA L\.JARE/ MAL!,JARE_Xpi r e . info; s i d : 2001463; rev :9 ; ) 

# By Matt Jon kman 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNAL_NET $HTT P _PORTS (msg: " ET MAL\.JARE Xpi r e. i nfo Multipl e Spywa r e Insta ll s ( 3 ) " ; fl m.,. : to se r ve r ,es t a blishe d ; uri co nt ent : " / i .exe" ; nocase; 
content : "xp i re . i nf o" ; nocas e; e l a ss t ype : t r o j an-ac t i vi t y ; r ef e r e ne e: u r 1, doc . emergi ngthreat s . net / b i n/v i eL-.i/ Ma in/ 2001464 ; r efe r e nce: u r l , www . emergingthreat s . net / cgi­
bin/ cvswe b . cgi / s i gs/MA L\.JARE / MALWARE_Xpi r e. info; s i d : 2001464 ; r e v :8 ; ) 

#By Matt Jon kman 

• 
a l e r t tcp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_PORTS (msg : " ET MAL\.JARE Xpi r e. i nfo Mul tipl e Spywa r e I nsta ll s (4 ) " ; fl mv: to_se r ve r ,es t a blished; urico nt ent : " / dl/adv121.php" ; nocase; 
c l ass t ype : t r o j a n- acti v i t y ; r e f e r e nce : ur 1 , doc . eme r g i ngth r eats . ne t / bi n/v iew/Ma in / 2001466; ref e r ence : u r l , L',l\oJI/I . eme r gingthr ea t s . net/ cgi-bin/ cvs L~e b . cg i / s i gs / MALWARE/ MALl.JARE_Xpi r e . i nfo ; 
sid : 2001 466 ; r ev :8 ; ) 

#By Matt Jonkman 

• 
a l e r t tc p $HOME_NET a ny - > $E XTE RNA L_NET $HTTP_PORTS (msg: " ET MAL!,JARE Xpi r e.info Mul tipl e Spywa r e I ns t a ll s ( 5 ) " ; fl ow: to_se r ve r ,establishe d ; uri co nt ent: " / dl / adv121/ x . c hm" ; nocase; 
e l a ss t ype : t r oja n- a cti v i t y ; r e f e r ence : ur 1 , doc . eme rgingth r eats . ne t / bi n/v iew/Ma in /2001467; ref e r enc e : u r l , w.w, . eme r gingthr eats . net/ cgi-bin/ cvswe b . cg i / s i gs / MALWARE/ MA.Ll.JARE_Xpi r e . i nfo ; 
s i d : 2001467 ; r ev : 8 ; ) 

#By Matt Jon kman 

• 
a l e r t tc p $HOME_NET a ny - > $E XTE RNA L_NET $HTT P_PORTS (msg : " ET MAL!fJARE Xpi r e.info Multipl e Spywa r e I nsta ll s Ct-11 Ex pl oi t " ; fl oL~: t o_se r ve r ,est abli s he d ; u r icontent :" / fa / ied_s 7m. c hm" ; 
nocase; c l asstype : t r o j a n -ac t i v i t y ; r ef e r e nce : ur l , doc . eme r g i ngth reats . net / bi n/v i ew/ Main/ 2001468 ; r e f e r ence: ur l , www .eme rgingt h r ea t s . net / cg i -
b i n/ cvswe b . cgi / s igs/MA LWARE/MAL!,fARE_Xpi r e . info; sid : 2001468 ; rev :7 ; ) 

#By Matt Jon kman 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNAL_NET $HTTP_ PORTS (msg: " ET MAL\.JARE Xpi r e.info Multipl e Spywa r e I nsta ll s ( 6 ) " ; fl m.,. : to_se r ve r ,establi s he d ; uri co nt ent: " / f a/ x . c hm" ; nocase ; classty pe: 
t r o jan -activ i t y ; r efe r e nce : url , doc . eme r gi ngth r eat s . net / b in/vi ew/Ma in / 2001469; r efe r ence: ur l , www . eme r g i ngt hreat s . net / cgi- bin / c vsweb . cgi / s igs /MALl~ARE/MAU,JAR E_Xpi re. info; sid: 2001469 ; 
r ev :B ; ) 

#By Matt Jonkman 

• 
a l e r t tcp $HOME_NET a ny - > $E XTERNA L_NET $HTT P _PORTS (ms g: " ET MAL!,JARE Xpi r e. i nfo Mul tip l e Spywa r e I ns ta ll s ( 7 ) " ; fl ow: t o_se r ve r ,es t a blis he d ; uri co nt ent : " / fa / xpl3 . ht m" ; nocas e ; 
e l ass t ype: t r o j a n- act i vity ; r e f e r ence : ur 1 , doc . eme rgingth r eats . net/ bi n/v iew/Ma in / 2001470; r ef e r enc e : u r l , L>JWW . eme r gingt hr ea t s . net/ cgi-b i n/ cvswe b . cg i / s i gs / MALWARE/ MALl.JARE_Xpi r e . i nfo ; 
s i d : 2001470; r ev :8 ; ) 

#By Matt Jon kman 

• 
a l e r t t cp $HOME_NET a ny - > $E XTERNAL_NET $HTT P_PORTS (msg : " ET MA L\.JARE Xpi r e. i nfo Spy1.>Ja r e Expl oit "; fl ow: t o_se r ve r ,es t a blishe d; uric ont ent : " / 2Di mensionOf Exp l o i tsEnc . php" ; nocase ; 
e l ass t ype: t r oja n- act i vity ; r e f e r e nce : url , doc . eme rgi ngth r eats . net/ bi n/v iew/Main/ 2001471 ; r ef erence : u r l , L',I\Wl . eme r gingthr ea t s. net/ cgi-b i n/ cvs L~e b . cg i / s i gs / MALWARE/ MALl.sARE_Xpi r e. i nfo ; 
s i d : 2001471; re v : 7 ; ) 

#By Matt Jon kma n 

• 
a l e r t tcp $HOME_NET a ny - > $ EXT ERNA L_NET $HTTP_ PORTS (msg: " ET MAL!fJARE Xpi r e.info Spy1.>Jare I nstall Re port i ng" ; flo1.>1 : t o_se r ve r , es t ablis hed; u r i c ont ent: "/ xps ystem/ r eport .php ?user_i d: " ; 
nocase; uri co ntent : "&s tatus : 0&co un t r y_id =" ; nocase; classt y pe : t rojan-activi ty ; r e f e r e nce: ur l , doc . eme r g ingt hr eat s . ne t / b i n/v i e wntain/ 2001472 ; r ef e r e nce: ur l , www. emer gingt hr eat s . net/ cgi­
bin/ cvswe b . cgi/ sigs/MA L\.JARE/ MALWARE_Xpi r e. info; sid : 2001472; r e v :7 ; ) 

#By Matt Jon kman 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P _ PORTS (msg : " ET MAL!,JARE Xpi r e. i nfo In sta ll Code DoL-.in l oad " ; f101.,. ; t o_s e r ve r , es tablis hed ; uricont e nt : "/ i ns t a ll .gz " ; nocase; cont e nt : "Host I 3a I 
xpi r e. in f o " ; nocase; c l as s t ype: t r o j a n-act i v i t y ; r e f er ence : ur 1 , doc . eme r g i ngth r ea t s . net / bi n/v iew/Main/ 2001491 ; r ef e r e nce : ur l , w.,1111 . eme rgingthr ea t s . net / cgi-
b i n/ cvswe b . cg i / sigs/MA LWARE / MALWARE_Xpi r e . info ; sid : 2001491 ; r e v :8 ; ) 

#By Matt Jon kman 

• 
a l e r t tcp $HOME_NET a ny - > $E XTERN.A L_NET $HTTP _PORTS (msg : " ET MAL!,JARE Xpi r e. i nfo In sta ll Repo r t " ; flOl.,. : t o_se r ve r ,establis hed ; c ontent : "count e r . ht m" ; nocase; 
pe r e: " / / use r \ dt / co un te r \ . ht m/ i m" ; classtype : t r oj an - ac tiv i t y ; r e f e r e nce : u r 1, doc . eme rgingth r ea t s. net/ b i n/v iew/Ma in / 2001541 ; r e f e r ence : url • 1""""' . eme rgi ngthreats. ne t / cgi ­
bin/ cvs \ve b . cgi/ sigs/MA L\.JARE/ MALWA.RE_Xpi r e . info; sid: 2001541 ; rev : 10 ; ) 

#Tha nks James Asht o n 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P _PORTS (msg : " ET MAL\.JARE Yesadve r t i s i ng Ba nk i ng SpyL-.ia r e RETRI EVE" ; flOl.,. ; t o_se r ve r , es t a blished; uricontent : "/ i mgl big , g i f " ; nocase; 
c la s s t ype : t r o j a n- a cti v i t y ; r e f erence : url , i sc . sans . o r g/ p r e s ent atio ns / ba nk ing_ma l wa r e . pdf ; r efe r e nce: ur l , doc. eme rg i ngth r e at s . net / b-in/v iew/Main / 2000336; 
r e f e r e nce: u r l , W!.'11.,. . eme r g ingth reats . net / cgi - bin/ cvs1-.ieb . cgi / s i gs / MAL!,JARE / MALWARE_ Yesadve r ti s i ng_Banking_Sp Y\~a r e; s id : 2000336; r e v : 10 ; ) 

#Tha nks James Ashton 

• 
a l e r t tcp $HOME_NET a ny - > $EXTERNAL_NET $HTT P _PORTS (msg: " ET MAL!,JARE Yesadve r ti s i ng Ba nking Spywa r e IN FORMATI ON SUBMIT" ; flow: t o_ se r ver ,es tablished ; u r i co nt e nt : "/ cgi- bin/ ye s . pl " ; 
nocase; c l ass t ype : t r o j a n -activ i t y; r e f e r e nce: ur l, i s c . sans . o r g/ p r esentatio ns / ba nki ng_ma l ware . pdf ; r eference : ur 1, doc . eme r gingth r eats . ne t / b i n/v ieL~/Ma i n/ 2000337 ; 
r e f e r e nce: u r l , WL'll-.i , eme r gingth r eat s. net / cgi - b i n / cvs1-.ieb . cgi / sigs / MAL~IARE/ MALWARE_ Yesadve r ti s i ng_Banking_S pY\va r e; sid : 2000337 ; r e v : 10 ; ) 

# by Matt Jonkman 

• 
a l e r t t cp $HOME_NET a ny - > $E XTERNA L_NET $HTTP _ PORTS (msg : "' ET MAL~JARE Your SiteBa r Data Submis i on "; fl m.,. : t o_se r ve r , es t a blis he d; uric ont ent : " / ist / sc ripts / i s t s vc_ads_da t a. php ?ve r s i on=" ; 
nocase; c l asstype : t r o j a n -ac t i v i t y ; r ef e r e nce: ur l , 1,n,,w , ys bwe b . com; r e f e r ence: u r l, doc . eme r g i ngthr eats. net / b i n/vi ew/Hain/ 2001698; r ef e r e nc e : ur 1 , ww1~ . emer gingt hr eat s . net / cg i -
b i n/ cvs \~e b . cgi / s i gs/MA L\.JARE/ MALWARE_ Your Si t e Bar ; s i d : 2001698 ; r ev : 6 ; ) 

#Matt j onkma n fr om Spywa r e LP Da t a 

• 
a l e r t tcp $HOME_NET a ny - > $EXTERNAL_NET $HTTP_PORTS (msg : " ET MAL\.JARE Your s c r ee n .com Spywa r e Downl oa d" ; fl ow: t o_se r ve r, es tablishe d; uri c ontent: " / dat a/ you r sc r een_d at a . e xe " ; nocase; 
c lass t ype : t ro j an-activ i t y ; r efe r e nc e : u r 1, doc . emer g ingthr eats . net / b i n/v i ev, /Main/ 2003354 ; r e f e r e nce: u r l , ww.~ . eme r gingthr eats . net / cgi - b i n/ cvs1~e b . cgi / s igs /MA L~JARE/ MALWARE_ Yo ur sc r ee n . com; 
s i d : 2003354; r ev : 3; ) 

#By Matt Jon kman 

• 
a l e r t tcp $HOME_NET a ny - > $E XTERNA L_NET $HTTP_ PORTS (msg: " ET MAL\.JARE yup s e a r c h .com Spyware I ns t all - p r ot ecto r . e xe"; flow: t o_s er ve r, established; uricontent: " / protector .exe " ; nocas e; 
c l ass t ype: t r oja n- acti vity ; r e f e r e nce : ur l , l',l\>M . yup sea r c h . com ; r e f e r ence : ur l , doc . eme r gingt hreats. net/ bin/v i e w/Ma i n/ 2002092 ; r ef e r e nce : u r 1, l'il',I\~ . emer gingthr eats . net / cgi-
bin/ cvswe b . cg i / s i gs/MA LWARE / MAL!,fARE_ Yup s ea r c h . com ; s i d : 2002092; r e v : 6 ; ) 

#By Matt Jonkman 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTTP_ PORTS (msg: " ET MAL~JARE yupsea r ch .com Spywa r e I nstall - s i de b .exe " ; flm~: t o_se r ve r, establishe d ; uricontent :" / sideb . e xe " ; nocase; 
c l ass t ype: t r o j a n- act i vity ; r e f e r e nce : ur l , l',l\>M . yup sea r c h . com ; r e f e r ence : ur 1 , doc . eme r gingthr eats. net/ bin/v i e w/Ma i n/ 2002098 ; r ef e r e nc e : u r 1 , l'il',I\~. emer gingthr eat s . ne t / cgi-
bin/ cvs\~e b . cg i / s i gs /MA L\.JARE / MALWARE_ Yup s ea r c h . com ; s i d : 2002098 ; r e v : 6 ; ) 

# John Stewa r t 

• 
a l e r t tc p $HOME_NET a ny - > $E XTERNAL_NET $HTTP _PORTS (msg : " ET MAL!,JARE Zenot e cn i co Adwa r e " ; flow: t o_se r ve r , established ; ur i conte nt : "/ cl / c lientdump" ; content : " zenot ecn i co" ; nocase; 
c lass t ype: policy - v i ol atio n; r ef e r e nce : ur l , www . :.:e notecnico . com; r efe r ence: ur 1, doc. eme r gingth r eats . ne t / bin/v i ew/Main/ 2001947; r efer ence : ur 1, vrww . e me r gi ngthr eat s. net / cg i -
b i n/ cvswe b . cgi / sigs/MA LWARE / MALWARE_Ze notecnico; sid ; 2001947; r ev : 5; ) 

#Matt Jonkma n 

• 
■ 
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a l e r t tc p $HOME_NET a ny - > $EXTERNAL_NET $HTTP_ PORTS (msg: HET MAL~/ARE Zenotecn i co Adwa r e 2" ; flmv: t o_se r ve r , established ; u ri conte nt:" / cl / c lient host " ; cont e nt : " ze notec ni co" ; nocase; 
e l asstype: po licy-v i ol ation; r efe r e nce : url, Lwru . ze notec nico . com; re ference: ur l , dcc . eme r gi ngth r eats . net/ bi n/v ie1"/ Ma i n/ 200273S; re fe r ence : ur l , mtW . e me r gingt hr eat s . net / cg i -
bin/ cvs ,"eb . cg i / s igs / MALWARE/ MALWARE_Zenotecn i co; s i d : 2002735; r ev : 4; ) 

#Matt Jonkma n • 

• 
a l e r t tc p $HOME_NET a ny -> $EXT ERNA L_NE T $HTTP_PORTS (msg:"ET MALWARE Zenotecn i co Spyw ar e I n s t all Repor t " ; flow: t o_se r v er ,establi shed ; u r ico nte nt: " / i nst r epor t "; cont e nt : " zenot ec n i co" ; 
nocase; c l a sstype : pol i cy -v i o lat ion ; r e f e rence : ur 1 , www . zenot ec nico. com; r efe r e nce; u rl , doc . eme r gi ngth r eats . net / bin/v ie i"/Ma in / 2002737; r e f e r ence: u r 1 , www .eme r gi ngth r eats .net/ cgi­
bi n/ c vs1"eb. cgi/ sigs /MAU-IARE/ MALWARE_Zenotecn i co; sid : 2002737; r ev : 4 ; ) 

#Matt Jonkma n 

• 
a l e r t tcp $HOME_NET a ny - > $EXTERNA L_NET $HTT P_PORTS (msg:HE T MALWARE Gene r a ! Ma l wa r e Checkin HTTP POS T" ; fl ow : es t ablished , t o_serve r ; con t ent : '" POST "; dept h : 5; co ntent: " l0d 0 a 0d 
0a I ui d='" ; dista nce : 0; con t e nt : "" &r ef ="' ; dis t a nce ! 0 ; content : '"&e lid=··; di s t a nce:0 ; content : "&connode= "" ; d i s tance :0; content : '" &cmd ='"; d i s t ance : 0 ; class t ype: t r o j a n- a ctiv i t y ; 
r <!'fe rence : ur 1 , doc . emerg i ngth r <!'a t s . net / bin/vi ew/Ma i n/2008757 ; r ef <!' r ence : ur 1 , wivw . emer gingt hr eats . net / cgi- b i n/ c vs web . cgi / s i gs/ MALWARE/ MALWARE_ Ze notecni co; s i d : 2008757; r <!'v : 2; ) 

#Matt Jonkma n 

• 
a l e r t tcp $HOME_NET a ny -> $EXTERNA L_NET $HTT P_PORTS (msg:"ET MAL~/ARE Zenosea r ch Ma h 1a re Chec kin HTT P POST ( 2 ) " ; f1 01" :es t ablished , t o_se r ve r ; cont e nt : "POST " ; depth :5; ur icontent : ". a sp ? 
rnd: " ; content: " l0 d 0a 0d 0 a l u id: " ; conten t : "&r e f : " ; d i stanc e :0; content : "&clid: "; d is tance:0; cont e nt : "&umo de : "; d istance: 0 ; co ntent : "&c n: " ; dis tance : 0; c la sstype: t ro jan - activ ity; 
r e fe r e nce : u r l , doc . emergingth r eats. net / bin/vi ew/Ma i n/2008798 ; r efe r ence: ur l , wi,M. emergingt hr eats. net / cgi- b i n/ cvs 1veb . cgi / sigs/ MALWARE/ MALWARE_ Ze notecni co; sid : 2008798; r e v : 2 ; ) 

#Matt Jonkma n , f r om s py11,a r e l p da t a 

• 

■ 

■ 

a l e r t tcp $HOME_NET a ny - > SEXTE RNA L_NET $HTTP _PORTS (msg: " ET MAL~/ARE Supe r games . aava l ue . com Spy1va r e"; f l ow: e stablished , t o_se r ve r ; uri cont en t : "/ t ool ba rs/ msg/ msg_se r ve r s i de . xml " ; • 
nocase; content : "aava l ue . com" ; nocase; c l asstype : t r o j a n -act i vi ty ; r ef e r e nce : ur 1 , r esea rch . s unb el t- softwa r e . com/ t hr eatd i splay . aspx? name=EZ- Tr ac ks%20Too l ba r&t hr eat i d=41189; 
r ef e rence : u r l , doc . eme r g i ngth r eat s . net / bin/vi ew/Ma i n/2003525; r ef e r ence : ur 1 , W\VW . eme r gingt hreats. net / cgi - b i n/ cvs web . cgi / s i gs/ MALWARE/ MALWARE_aava l ue . com; s i d : 20035 25; r e v : 3; ) 

#Matt Jonkma n 

• 
a l e r t tc p $HOME_NET a ny - > SEXTERNA L_NET SHTT P_PORTS (msg:"ET MALWARE adservs . com Spywa r e " ; flo," : t o_se r ver,established; uricont ent : " / bi na r i es / r e l e vance . dat " ; co ntent :"adse r vs " ; nocase ; 
e l ass t ype : policy - vi ol at i on ; r ef erence : ur l , doc . eme r g i ngt h r ea t s . net / bi n/v iew/Ma i n/2002740 ; r ef er e nce: url , www .eme rg i ngt hr ea t s . net / cgi - bi n/ cvsweb . cg i / s i gs /MALWARE/MAL"IAR E_a dse r vs . com; ■ 
s i d:2002740; r e v : 3; ) 

# Foll01"ing a r e r eq ues t s f r om a d~ia r e served by i fr ame bi z.b i z 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (msg: HET MAL~/ARE i fr amebiz - adv* ** . php" ; flow: e stablished, t o_ se r ve r ; cont e nt: "GE T " ; de pt h : 4 ; nocase ; urico nte nt : " / adv" ; nocase ; 
pe r e : " / adv\d+\ . php/ Ui" ; clas stype: t r o jan -activ i ty ; r efe r ence : u r l , i framecas h . b i z ; r e f e r e nce : u r l , isc . s a ns . o r g/ dia ry . php ?stor yid=868; 
r ef e r e nce : u r l , dcc . emergingt hr eat s. net / bin/vi ew/Ma in/ 2002707; r efe r ence : ur l , WL'ilW . emer gingt hr eats . net / cgi-b i n/ cvs web . cgi / s igs / MALWARE/ MALWARE_i frameb i z; s i d : 2002707; r ev : 6; ) 

#Followi ng are r eq uests f r om a dv,a r e se r ved by i f r ameb iz . b iz 

• 
a l e r t tc p $HOME_NET a ny - > $EXT ERNA L_NE T $HTT P _PORTS (msg: "ET MALWARE i fr ame biz - sp loit .anr " ; flow: established, t o_se r ve r ; content : "GET "; d ept h : 4 ; nocase; urico ntent : " / s p l o i t .anr "; 
nocase; c l a sstype : t r o j a n-activ i t y; r ef e r ence : ur 1 , i f r amecash . bi z; r ef e r e ne e : url , i sc. sa ns. org/ d ia r y . php ?sto r y id=868; r efe r ence : ur l , doc . emer gingt hreats. net / b i n/v i ew/Ma i n/ 2002708 ; 

■ 

r ef e r e nce : u r l , wMv . emergingt hr eats. net / cgi-bi n/ cvs Lve b . cgi/ s igs / MALWARE/ MALWARE_i fra mebi z; sid : 2002708; r ev : 6; ) ■ 

# Following a r e r eq uests f r om adwa r e se r ved by i frame bi z. b iz 

• 
a l e r t tcp $HOME_NET a ny - > $EXTERNA L_NET $HTT P_PORTS (msg:HE T MALWARE i fr ameb i z - l oade r adv*n . j a r '"; f101~:established , t o_se r ve r ; content: "GET " ; de pth : 4; nocase ; 
urico nte nt: " / l oade r adv" ; nocase; pc r e : " / l oade r adv\d+\ . j a r / Ui " ; c l asst ype: t roj a n -a ct i vi t y ; r ef er e nce: ur l , i f r amecas h . biz; r ef e r ence: ur 1 , i sc . sans . o r g/ di a r y . php ? story i d=868; 
r ef ere nce : u r l , doc . emergingthr eat s. net / bin/vi ew/Ma i n/ 2002709 ; r efe r ence : ur 1 , wivw . emer gingt hr eat s . net / cgi-b in / cvs web . cgi / s i gs/ MALWARE/ MALWARE_i f r ameb i z; s i d : 2002709 ; r ev : 6; ) 

#Followi ng a r e r eq uests f r om a dwa r e se r ved by i f r ameb i z . b i z 

• 
a l e r t tcp $HOME_NET a ny -> $EXTE RNA L_NET $HTT P_PORTS (msg:"ET MAL~/ARE i fr amebiz - l oad adv*** . exe "; fl 01'1' : es t a blishe d ,to_serve r ; cont e nt: "GET "; dept h :4; nocase; u ricontent:"/loadadv" ; 
nocase; pe r e: " / l oadadv\d+ \ . exe/ Ui " ; e l asst ype : t roj a n -a ct i vi t y ; r ef er e nce: ur l , i f r amecas h . biz; r efe r ence : url , i sc . sans. o r g/ d ia ry . php ?s t or y i d:868; 
r e fe r e nce : u r I , dcc . eme r g i ngth r eats. net / bin/vi ew/Ma i n/ 2002710; r efe r ence : ur l , WL>AV . emergingt hr eats. net / cgi- b i n/ cvs 1veb . cgi / sigs/ MALWARE/ MALWARE_ i frameb i z ; s i d : 2002710; r ev : 6 ; ) 

#by Dea pes h His r a 

• 
a l e r t tcp $HOME_NET a ny - > $EXT E RNA L_NET $HTT P _PORTS (msg: " ET MAL~/ARE i fr ameb i z / qv1e r t yu iy11i 12e r tyuyt r e / a dv** " . p hp '" ; flow: est a bli shed , to_se r ve r ; uricont e nt : "/ qwe r tyui yw12e r tyuyt r e " ; 
nocas e; c l ass t ype : t r o j a n-ac t i v i t y ; r ef erence : url , i f r amecash . bi z; r ef e r e nc e : url , www . t re ndmicro .com/v i nf o/v i r usencyclo/ def aul t S . as p ?VName =TRO J_DLOADR . QC&VSect =T; 
r ef e rence: u r l , doc . eme r g i ngth r eat s . net / bin/vi ew/Ma i n/2008681 ; r ef e r ence : ur 1, WLvw . eme r g ingthr eat s. net / cgi - b i n/ cvs web . cgi / s i gs/ MALWARE/ MALWARE_iframeb i z; s i d : 2008681 ; r ev : 4 ; ) 

#Matt Jonkma n 

• 
a l e r t tcp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P _ PORTS ( ms g: " ET MAL~/ARE K8 l. i nfo Spyi.,.a r e Activ i t y" ; flow: to_ser ve r , establis hed ; uricontent : " / media/ ser vl et/v ieL"/dynam i c/ ur l /zone ?" ; 
nocase; ur i content : "zid=" ; nocase; uri content : "&pi d="; nocase ; uri cont e nt : '"&DHWi dt h=" ; nocase; u r i conte nt : "&DHHeight= " ; nocase; ur iconten t: .. Re f= " ; nocase; classt ype: pol icy-v i ol ation; 
r e f e r e nce: u r l , dcc . emergingth r eats . net / bin/view/Ma i n/ 2003451 ; r efe r ence : ur l , wWI~ . emer gingt hr eats. net / cgi- b in / cvs 1veb . cgi / sigs/ MA LWARE/ MALWARE_ kBl . i nfo ; sid: 2003451; r ev : 3; ) 

#Matt Jonkma n , f r om s py11,a r e l p da t a 

• 
a l e r t tcp $HOME_NET a ny - > $EXTERNA L_NET $HTT P_PORTS (msg: "ET P2P ABC To r r ent Use r -Age nt ( ABC / ABC-3 . 1 .0 ) " ; fl ow: t o_se r ve r , e stablis hed; cont e nt: " l0d 0a lUse r -Agent l3a l ABC/ ABC"; nocase; 
e l ass t ype : t r o j a n -act i v i t y ; r ef e r e nce : u r l , p i ng pong-abc . sou r cefo r ge . net ; r efe r ence : ur l , doc. eme r gingt hr eat s . net / b i n/v i ew/ M.ai n/ 20034 7S ; r efer enc e : ur l , www . eme r gi ngth r ea t s. ne t / cgi­
bi n/ c vsweb. c gi/ s i gs / P2P/ P2P _ ABC_ Tor r ent_client; s i d: 2003475; r ev : 7 ; ) 

#Submit ted by Ma r c amen e 

• 
a l e r t tcp $HOME_NET a ny - > $EXTERNA L_NET a ny (msg : " ET P2P Ar es t r affic " ; f101~: establis hed , t o_se r ve r ; content : " l0d 0a I Use r -Agent I 3a I Ar es " ; class t ype : policy- v iola t i on; 
r ef e r e nce: u r l , w-M.~ . a r esgalaxy . o r g; r efe r ence : ur l , dcc . emer gingt h r eat s . net / b in /v iew/Main/ 2001059 ; r efe r e nce : ur l , WIV\V . eme r gingt h r eat s. net / cgi -b i n/ cvs we b . cgi / sigs / P2P/ P2P _Ar es ; sid : 20010 59; 
r ev :8; ) 

#by Jeff Kell . De pt h i s correct , it ' s got 2 byt e sway t o compensate f or 36 or 38 byte offset 

• 
a l e r t ud p $HOME_NET a ny -> $EXTERNA L_NET a ny (ms g: " ET P2P Ar es ove r UDP" ; content : "Ar es "; of f se t : 36; dept h : 7; classtype : policy -vi o l a t i on ; 
r ef e r e nce : u r l , doc . emergingt hr eat s. net / bin/vi e w/Ma i n/2003437; r efe r ence : ur l , WL>A~ . emer gingth reat s. net / cgi - b i n/ cvs 1veb . cgi / s igs / P2P/ P2P _Ar es; sid ; 20034 37; r ev : 3; ) 

#by Chri s t ophe r Campesi 

• 
a l e r t tcp $HOME_NET 1024 : -> $EXTERNAL_NET 10 24 : (ms g: "ET P2P Ar es Se r ve r Connect i on" ; f10 1v :esta blis hed , to_se r ve r ; dsize: <70; co ntent : " r l be l bl oop l00 l c1V" ; co nt ent: "Ares 100 0a l " ; 
d i s tance : 16; clas s t yp e : policy - vio l ation; r efe r ence : ur l , a r esga l axy . sou r cef orge . net; r ef e r ence : ur l,doc. eme r g i ngth r ea t s . net / bi n/v iew/ Ma in/ 2008591 ; 

■ 

■ 

■ 

■ 

■ 

■ 

r ef e r e nce: u r l , w1VL~ . eme r g i ngt hr eat s. net/ cgi - bin/ cvs L~e b . cgi/ s i gs / P2P/ P2P _Ar es; s i d : 2008591; r ev : 3 ; ) ■ 

#by Wi ll Met ca l f 

• 
a l e r t tcp $HOME_NET a ny -> $EXT ERNA L_NET $HTT P_PORTS (ms g: "ET P2P Azu r e us P2P Client Use r -Age nt " ; flow: to_se r ve r ,establis he d ; co nt ent :" l0d 0a lUser- Age nt l 3a l Az ur e us " ; classty pe: policy-
v iolat i on; r ef e r e nce; url , dcc .emerg i ngt hr eats . net / b i n/v i eiv/Main/2007799 ; r ef e r e nce; u rl , www . eme r gi ngt hr eats . net / cgi - bi n/ cvswe b . cg i / s i gs/ P2P/ P2P _Azu r e us ; s i d : 2007799 ; r ev : 3; ) 

#by Phil i pp Seide l 

• 
a l e r t tcp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg: HET P2P Bit t o rr e nt P2 P Cl i ent Use r -Age nt ( BTSP) "" ; f101v: t o_se r ver,established ; content: " l0 d 0a lUs e r-Agent l3a l BTSP/" ; 
e l ass t ype: po l icy-v iolation ; r e f e r ence : ur 1 , doc . eme r gingt h r eat s . net / 2011713; r ef e r e nce: u r l , 1-1ww . eme r g i ngt hr ea t s . net / cgi - bin / cvs Lveb . cg i / s i gs / P2P/ P2P _ BTSP; s i d : 2011713; r ev : 3 ; ) 

#from s pywa r e LP data 

■ 

# ■ 
a l e r t tcp $HOME_NET a ny -> $EXTERNA L_NET $HTT P_PORTS (msg:"ET P2P Bea r Sha r e P2P Gnut e lla Cl i e nt Use r -Agent ( Bea r Shar e 6 . x.x . x ) "; flow: t o_ se r ver ,establi s he d ; content : " l0d 0a lUser-
Agent I 3a I Bea r Sha r e " ; c l asstype; t r o jan -act i v i t y; r e f e r ence : ur l ,doc . eme r g ingth r eats . net / bi n/v iew/ Ma i n/ 2006371 ; r efe r e nce : ur l , 11,ww . emerg ingt hr eats . ne t / cgi-
b i n/ c vs 1'1'eb. cg i / sigs / P2P/ P2P _BearS ha r e; sid: 2006371; r e v ; 6; ) 

#f r om s pywa r e LP data 

• 
a l e r t tcp $HOME_NET a ny - > $EXTERNA L_NET $HTT P_PORTS (msg: " ET P2P Bea rSha r e P2P Gnutella Cl i e nt HTTP Request " ; f1 01" : t o_serve r, established ; uricontent : " / gnutella/" ; nocase; 
urico ntent : " ?c lient =BEAR" ; nocase ; uricontent : "&ve r sion=" ; classtype: troj a n-ac t i v i ty; r ef erence: ur 1, doc .eme r gingt hr eat s . net / b i n/view/Main/ 2006379; 
ref erence : u r i , w1VLv . eme r g i ngth r eat s . net / cgi-bi n/ cvs Lve b . cgi / s i gs / P2P/ P2P _Bea r Sha r e; s i d: 2006379; r e v :4; ) 

#by Phil i pp Se i de l 

• 
a l e r t tcp $HOME_NET a ny -> $EXTERNAL_NET $HTT P_PORTS (msg: "ET P2P Bit t o rr e nt P2 P Cl ient User- Age nt ( Bi tComet ) " ; f101'1' : t o_serve r , established; content : " l0d 0 a lUse r -Age nt l 3a l Bi t Comet /" ; 
e l asstype : po l icy-v io l ation; r ef e r ence: ur l , W\Wl . bitcomet. com; r eference : ur l , doc . eme r gingthr eats . net/ 2011710; r efe r e nce: ur l , www . eme r gingt hr eat s . net / cg i -
b i n/ c vsweb . cgi/ sigs / P2P/ P2P _ BitComet; sid : 2011710; r ev : 3; ) 

■ 

■ 
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#by Philipp Se i de l 

• 
a l e r t t cp $HOME_N ET a ny - > $EXTERNAL_N ET $HTT P_PORTS (msg : .. ET P2P Bit t orrent P2P Cl i e nt User - Age nt ( BitTorna do ) "; flow: t o_se r ve r ,es t a blishe d ; cont e nt : " l0d 0a lUse r -Agent l 3a l 
B itTornado/"; c l a sstype: pol i cy-v iolation; r efer ence: url , LWl\>l , bi ttornado. com; r efe r e nce: ur 1, doc , eme rgingth reats. net / 2011702; r efe r enc e : url , www, eme r gi ngthreats . net/ cgi­
bin/ cvsweb . cg i / s i gs/ P2P/ P2P _Bi t t ornado; s i d: 2011702; r ev : 3; ) 

#By Ch i ch Th i er r y 

• 
a l ert t cp $HOME_NET a ny - > $ EXT ERNAL_NET any (ms g : " ET P2P Bi t To r r e nt pee r sync" ; f101rl: established ; con t ent:" l0000000d0600 I"; off set : 0; dept h : 6; class t ype : policy-vio l at i on ; 
reference: u r 1 , bitconj ur er .org/ Bi tTo r r e nt / p r ot ocol . html ; r efe r ence: ur l , doc . eme rgingthreats . net / bi n/v iew/Ma i n/2000334; r ef e r e nce : ur l , IINM , eme r g i ngt hr eats . net / cg i -
bin/ cvswe b . cgi/ sigs/ P2P/ P2P _Bi ttor r ent _ Tr aff i c; s i d: 2000314; r e v : 9; ) 

#By Ch i ch Thier r y 

• 
a l ert t cp $HOME_NET a ny - > $EXTE RNA L_NET any (msg : " ET P2P BitTo r ren t Tr aff i c"; fl ow: establis hed ; cont ent :" ]0000400907000000 1" ; of fset : 0; depth: 8 ; classtype : policy-v i ol a tion; 
refere nce: u r 1, b itcon j ur e r .o r g/ Bi tTorre nt / prot ocol . ht ml ; r efer ence: ur l , doc . eme rgingthreats . ne t / bi n/v i e i'ol/Ma i n/ 2000357; r efere nce : ur l , 11N11>1 . eme rgingthreats . net / cg i -
b i n/ cvswe b . cg i / sigs/ P2P/ P2P _Bi t t o r r ent _ Tr affi c ; s i d: 2000357 ; r e v : 5 ; ) 

#By Chi ch Th i er r y 

• 
a l ert t cp $HOME_NET a ny - > $EXTERNA L_NE T 6969 (msg : " ET P2P Bi t Torr ent Announ ce"; f101rl: to_ serve r, est a bl i shed; con t e nt : "/ a nnounce " ; c lass t ype : policy- vio l a tion; 
ref e r e nce: u r l , b it con j ur e r .org/ Bi tlorre nt / p r ot ocol . ht ml ; r ef er ence: ur l , doc , eme rgingthreat s. ne t / bi n/v i ei'ol/Ma i n/ 2000369 ; r ef e r e nce : ur l , LWl\>I, eme r g i ngt hreat s . net / cg i ­
bin/ cvswe b . cgi / s i gs/ P2P/ P2P _B i ttor r ent_ Tr aff i c ; s i d : 2000369 ; r e v : 6; ) 

#f r om spyware LP data 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (msg : " ET P2P Bit t or rent P2P Cl i e nt Us e r- Age nt ( Bi t t o r r ent / 5 . x . x ) " ; f1 01,i : t o_se r ve r , es t a blished ; con t ent : " l0d 0a I Use r -Agent I 3a I 
B ittor r e nt " ; c l as stype: t roj an-act i vity; r efe r enc e : u r l , doc. eme r gingthr eat s . ne t / b in/v i ew/ Ha i n/ 2006372; r e f e r ence : ur l , ,-,..,.v . eme r g i ngthreat s. ne t / c g i-
bin/ cvswe b . cg i / s i gs/ P2P/ P2P _B i t t o r r ent_ Tr affic; s i d : 2006372; rev : 6 ; ) 

#f r om spyware LP data 

• 
a l ert t cp $HOME _NET a ny - > $EXTERNAL_NET $HTTP_PORTS (msg : " ET P2P Bit t orrent P2P Cl i e nt HTTP Request "; fl ow:to_ serve r ,establi shed; uri cont e nt : " / t r ac ke r ph p/ announc e . php ?"; nocase; 
uricon t ent : " ?port ="; nocase; u r i con t e nt : "&peer _ i d="; classt ype : t roj a n-act i vi t y; r e f e r ence : ur l , doc. eme r g i ngth r eat s. ne t / bin/v i e whtain/ 2006375 ; r ef erence: ur l , W\'llV . eme r g i ngt hreat s, ne t / cgi­
bin/ cvs 1'oleb . cgi/ s i gs/ P2P/ P2P _Bitto r r ent _ Tr affic ; s i d : 2006375; r e v : 4; ) 

#by Wi ll Met ca l f 

• 
a l ert t cp $HOME_NET any - > $EXTERNAL_NE T $HTTP _PORTS (msg : " ET P2P pos s i bl e t o r rent downl oad "; fl ow: t o_se r ve r , e s t ablished ; uricon tent : ". t o rrent"; nocase; per e : " / ( \ . t o r ren t ) $/ Ui " ; 
c l a ss t ype : po l icy-vio l ation; r efe r ence : ur 1 , doc . eme r g i ngth r ea ts . net / bi n/v i ew/Ma in / 2007727; r ef erence : u r l , WIWJ. eme r g i ngthr ea ts . ne t / cgi - b i n/ cvswe b . cg i / sigs / P2P/ P2P _Bi t t o rrent_ Traffi c; 
s i d : 2007727; r ev : 4 ; ) 

#T r acker l ess t orre nts, by Da vid Bi a nco 

• 
a l e r t ud p $HOME_NET any - > $EXTERNAL_N ET a ny (msg : " ET P2P Bi tTo r r e nt DHT pi ng r e ques t " ; cont en t : "d l i 3a I a d2 I 3a I i d20 j 3a I " ; dept h : 12; noc ase; t hr es ho l d : t ype both , count 1, seconds 300, 
t r a c k by _ src; c l a sstype: pol icy-v io l at ion; r e f er ence : url , 1,i i ki . t heory . o r g/ Bi t To r rent Draf t DHTPr otocol ; ref e r ence : u r l , dcc. eme r g i ngt hreat s. net / b i n/v iew/Ma i n/ 2008581 ; 
reference: u r l , www . emerg i ngth r eat s . net / cgi - bin / cvs 1,,.eb . cgi / s i gs / P2P/ P2P _Bi t tor r e nt _ Tr aff ic; s i d : 2008581 ; r ev : 3; ) 

#T r acke r l ess t orre nts, by Da vi d Bi a nco 

• 
a l ert ud p $HOME _NET a ny - > $EXTERNAL_NET a ny (ms g : " ET P2P Bi t To r r e nt DHT fi nd_node r eq ue s t " ; cont ent : "d l \ : ad2 \ : id20\ : " ; nocase; dept h : 12; content: "6\ : ta r get20\ : "; nocase ; d i stance: 20; 
depth : 11 ; cont ent : "el \ : q9 \ : fi nd _nodel \ : "; nocase; d i stane e: 20; depth : 17; con t e nt : '"e t \ : q9 \ : fi nd _ nodel \ : " ; d i s tance : 20; depth : 17 ; nocase; t hr eshol d : t y pe both, count 1, seconds 300, t rack 
by_ src; clas s t ype: po licy- violation; ref e r e nce : ur l , 1v i ki . t heo r y . o r g/ Bi t Torrent Dr aft DHTPro toco l ; r eference: ur l , doc. e merg i ngth r eat s . ne t / b i n/v i e ~l/Main/ 2008582 ; 
referenc e: u r l , www . eme r g ingth r eat s, net / cgi - b i n / cvs 1,ieb , cgi / sigs / P2P/ P2P _Bi t tor r e nt_ Tr aff ic; s i d : 2008582 ; r ev ; 2; ) 

#T racke r l ess t orre nts, by Da vi d Bi a nco 

• 
a l e r t ud p $HOME_NET a ny - > $EXTERNAL_N ET a ny (msg : " ET P2P BitTo r r e nt DHT nodes r epl y"; con tent: "dl i 3a I rd2 13a I i d20 I 3a I " ; noc a se ; dept h : 12; content: "5 I 3a I nodes " ; nocase; di sta nce: 20; 
de pt h : 7; t h r e s ho ld: t ype bo t h, coun t 1, seconds 300, t r ac k by_ s r c ; classt ype : policy-v i o l a t i on; ref e r e nc e : u r l , wiki .theory.or g/ Bi t To r r e nt Dr af tDHTP r ot ocol; 
r e feren ce: u r l , doc . eme rg i ngth r eat s . net / bi n/v i ew/Ma i n/ 2008583; r eference : ur 1 , wwi.,i . eme r g i ngth r eat s . ne t / cgi- bin / c vsweb . cgi / s igs / P2P/ P2P _B i ttor r e nt_ Traff ic; sid : 2008583; r ev : 3; ) 

#T r a c ker l ess t o r rents, by Da v i d Bi a nco 

• 

■ 

■ 

■ 

■ 

■ 

■ 

■ 

■ 

■ 

a l e r t ud p $HOME_NET a ny - > $EXTERNAL_NET a ny (ms g : "ET P2P Bi t To r r e nt DHT ge t _pe e r s r eq ues t "; cont ent : "d l i 3a I ad2 13a 1 i d20 I 3a I " ; nocase; de pt h: 12; cont e nt : "9 I 3a I i nfo_ha s h20 I 3a l " ; noca se; I 
d i s t a ne e: 20; dept h : 14; content : "e l I 3a lq9 I 3a lge t_peers1 I 3a l "; nocase; d i s t ane e: 20; dept h: 17; t hr esho l d: t ype bot h , count 1 , se conds 300 , t r ack by_ s rc; class t ype :policy-v i ol a tion; 
reference: u r l , 1'ol i k i . t heo r y . or g/ Bi tTorre nt Dr af tDH TP r ot ocol ; r efe r e nce: u r l , doc . emergi ngth r eat s. net / bin/v i e L,i/M a in/ 2008584 ; r efe r e ne e : u r l , 1rtw1'ol . eme r gi ngt h r eats . net / cgi-
bin/ c vsweb . cgi / s i gs/ P2P/ P2P _B i tto r r ent _ Tr affic ; s i d : 2008584; r ev : 3;) 

#T rac ker l ess t orrents, by Da vid Bi a nco 

• 
a l ert ud p $HOME _NET a ny - > $EXTERNA L_NET a ny (ms g : " ET P2P BitTo r r e nt DHT announce_peers req uest " ; cont ent: "dl I 3a I ad2 I 3a l id20 I 3a I"; noc ase; dept h : 14; 
cont en t : "e l l 3a I q13 I 3a I a nnounce_p ee r l I 3a I "; nocase; d i stance : 55 ; t h r esho l d : type both , coun t 1 , seconds 300 , t rack by_s rc ; classtype : policy- v i o l a tio n; 
ref erence: u r l , 1'oliki . t heory .o r g/ Bi tTo r r e nt Draf tOHTP r ot ocol ; r efe r e ne e: url , dcc . emergi ngth r eat s. net / bin/v iew/Main/ 2008585 ; r efe r e nce : u r l , 1rtw1'ol . eme r gi ngt h rea t s . net / c g i ­
b i n/ cvs1,;e b . cgi / s i gs/ P2P/ P2P _Bi ttor r ent _ Tr aff i c ; s i d: 2008 585; r ev : 4 ; ) 

#by Ph i lipp Se i de l 

I 

• 
a l e r t t cp $HOME_NET any - > $EXTERNA L_NET $HTT P _PORTS (msg : " ET P2P Bi ttorrent P2P Cl i e nt User- Age nt ( Bli zza r d D01vnl oader 2 . x ) " ; f1 01,i: t o_se r ve r , es t ablished ; content: " l0d 0a I User -Agent I 3a I I 
B li zza r d D01rm l oade r 2 . " ; c l as s t y pe : policy - v i o l a tion; r ef e r e nc e : u r l , \'i\"11>1 . 1r1o r l dof wa r c r af t . com/ i nfo / f aq/ bli zza r ddmvnl oade r . h t ml ; r efer ence: ur l , doc. eme r gingt hr eat s . ne t / 2011708; 
referen ce: u r l , www . emerg ingth r eat s , net / cgi - b i n / cvs 1,ieb . cgi / s i gs / P2P/ P2P _Blizza r d; s id: 2011708; r ev : 3 ; ) 

# by Phil i pp Se i de l 

• 
a l ert t cp $HOME_NET a ny - > $EXTERNA L_NET $HTT P_PORTS (msg : " ET P2P Bit torrent P2 P Cl i e nt Use r -Age nt ( De l uge 1 . x . x ) "; flow: to_ se r ver,est ablished; con t e nt : " (0 d 0a lUse r -Age nt l 3a l De l uge l " ; I 
e l a ss t ype : po l i cy-vio l at ion; r efe r ence: ur 1 , de l uge - t or r ent . org; r efe r ence : u r 1, doc , eme r g i ngt h r ea t s . net / 2011704; ref e r ence : u r l , www . eme r g ingt h reats . net / cgi -
bin/ cvs1'oleb . cg i / s i gs/ P2P/ P2P _De l uge; sid : 2011704; r e v : 3 ; ) 

#by ma rkmc 

• 
a l e r t t cp $HOME_NET any - > $EXTERNAL_NET a ny (msg : "ET P2P Di r ect Connec t Traff i c (c lient-serve r )"; fl ow:from_c lie nt,es t ablished; cont en t :"$My1NFD" ; off set:0; dept h : 7 ; class t ype:policy -
v i o l ation; r e f e r e nce : ur l , e n . wikiped i a . o r g/L,i ik i / Di r ect_connect_ f ile - s ha ring_appl icat ion; re f e r e nce: u r l , doc . emerg i ngthreats . net / bin/v iew/Ma i n/2002814; I 
r e ferenc e : u r l , M-r.'l , emerg i ngth r eat s, net / cgi - b i n / cv s1,ieb . cgi / s i gs / P2P/ P2P _Di r ect_Con ne ct; s id ; 2002814; r e v : 3; ) 

#By Chich Thier r y 

• 
#a l e r t t cp a ny a ny -> a ny 4660: 4799 ( msg : " ET P2P ed2k connect i on t o se r ve r " ; flow: to_serve r,es t a bli shed; content: " l e3 1" ; offset : 0; de pt h : 1 ; content :" 100000001 1" ; off se t : 2; dept h : 4 ; 
c l a sstype: policy-v i ol a tion; r efe r e nce : ur l , Lwrw , giac. or g/ p r a ct i c a l / GCI H/ Ian_Gos l i ng_GC I H. pdf ; ref e r e nce : u r l , doc . eme r gingt hr eat s . net / b i n/v i eiv/Ma i n/ 2000330; 
refe rence: u r l , M-r.\l . emerg i ngth r eat s . net / cgi -b i n / cv s1,,.eb . cgi / s i gs / P2P/ P2P _ Edonkey _ Traffic; s id: 2000330; rev : 8; ) 

#By Ch i ch Th i e r r y 

• 
a l e r t t cp a ny any -> any 4660 : 4799 ( msg : "ET P2P ed2 k r equest pa r t" ; flow: t o_serve r ,establi shed; cont e nt :" I e3 I "; of f set : 0 ; dept h : 1 ; con t e nt : "I 00000047 1" ; off set: 2; dept h : 4 ; 
e la sstype: policy-viol a tio n; r efe r e nce : ur l , Lwrw , giac. or g/ pra ctical / GCIH/ I an _Gos l i ng_GC I H. pdf ; r ef e r e nce : u r l , doc . emergi ngt hr e at s . ne t / b i n/v i ew/ Ma i n/ 2000332; 

I 

r e f e r e nce : u r l , M-r.'ol . emerg i ngth r eat s . net / c gi - b i n/ cv s1,ie b . cgi / s i gs / P2P/ P2P _Edonkey _ Tr affic; s i d : 2000332 ; r ev : 8; ) I 

#By Chi ch Th i er r y 

• 
a l e r t tc p a ny any -> any 4660: 4799 ( msg: "ET P2P ed2 k f ile request ans wer" ; flow: t o_server,establi shed; content:" le3 I " ; off set : 0 ; dept h: 1 ; con t e nt :" 100000059 1" ; off set: 2; dept h : 4; 
c l a sstype: policy-viol at ion; refe r e nc e : ur l , www . giac . or g/ pr a ct i ca l / GC I H/ Ian_Gos l i ng_GC I H. pdf; ref e r e nce : u r l , doc . eme r gingth r eats . net / b i n/v iew/ Ha i n/ 2000333; 
r e fere nc e : u r l , Mwi . eme r g i ngth r eat s, net / cgi - b i n / cvs 1,ie b . cgi / s i gs / P2P/ P2P _Edo nkey_ Tr affic; s i d: 2000333 ; r ev : 8; ) 

#By Chi ch Thier r y 

• 
a l e r t ud p $ EXTERNAL_ NET a ny -> $HOME_N ET a ny (msg : " ET P2P Kaa za Me dia des kt op p2pnehlork i ng.e xe Ac tivity" ; cont e nt : " le30cb0 I " ; off set: 0 ; de pt h : 6 ; t hreshold : t ype limit, trac k by_ds t, 
cou nt 1 , seconds 600; c l asstype: policy - vio l at i on; r e f e r ence : url , Wl'i'IY . gia c . o r g/ pr act i ca l / GC I H/Ia n_Gos ling_GCI H. pdf ; r e f e r e nc e : url , doc. eme r g i ngth r ea ts. ne t / bin/v iew/Ma i n/2000340 ; 
r e f e rence : u r l , Mwi . emergingth r e at s . net / c gi -b in / cv s1,ieb . cgi / s i gs / P2P/ P2 P _ Edonkey_ Tr affic; s i d: 2000340; r ev : 8 ; ) 

#Submi tt e d by Sam E van s 

I 

I 
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• 
ale r t tc p $HOME_NET any - > $EXTERNAL_NET 4660 :4799 ( 111sg:" ET P2P eDonke y Fi le Stat us " ; flow: to_ se r ve r ,establishe d ; content : " le3 14 ) " ; off set: 0; de pth : 2; classty pe: polic y - v i o l a t i o n; 
r ef e r ence : ur 1, ww1.~ . e donkey . com; reference : u r l , doc. eme r gingthreats . net / b i n/v ie w/Main/ 2001296; r efe r e nce : u r 1, WW\~ . eme r gingth r eat s . net / cgi - bi n/ cvsweb . cgi / sigs/ P2P/ P2P _E don key_ Traffic ; 
sid: 20 01296; r ev : 7; ) 

#Submitted by 5am Eva ns 

• 
a l e r t tc p $HOME_ NET a ny - > $ EXTERNA L_ NET 4660: 4799 (msg : " ET P2P eOonke y File Stat us Re qu est" ; fl o1.~: to_ se r ve r ,est ablis he d ; c ontent : " le 3 11 1" ; offset : 0 ; d e pth: 2 ; classtype : policy -
v iola t ion ; r efe r e nce: u r 1, WWh' . e do nke y . com; refe r ence : url , doc . eme r gi ngt h rea t s . net / bi n/v i ew/Main/ 2001297 ; r efe r ence: url , 1wn,i . emergi ngt h reats . net / cgi -
b in/ c vsweb . cgi / sigs / P2P/ P2P _ Edonkey _ Tr affic ; sid : 2001297; r ev : 8; ) 

#Submi tted by Sam Eva ns 

• 
ale r t udp $HOME_NET a ny - > $EXTERNAL_NET 4660 :4799 (msg:"ET P2P eDonke y Ser ve r Sta tus Request" ; cont e nt : " l e3 96 1" ; offse t : 0; depth : 2; classt ype: polic y - v i olat i on ; 
ref e r ence : ur 1 , WWl'ol . e donkey . com; r efe r e nce : u r l , doc. emergi ngth rea t s . net / b i n/v iew/Ma i n/ 2001298 ; r efe r e nce : u r 1, WW\Y . eme r gi ngth r ea t s . net / c g i - bi n/ cvsweb . cgi / s i gs/ P2P/ P2P _ Edon key_ Traffic; 
sid :20 0129B ; r ev : 7; ) 

#Submitted by 5am Evans 

• 
a l e r t udp $HOME_ NET 4660 : 4799 - > $EXTERNAL_NET any (insg:" ET P2P eDonke y Se r ve r Status" ; c onte nt:" Je3 97 1" ; o ffset : 0 ; de pth : 2; classt y pe: po licy -v io l at i o n ; 
r ef e r ence : ur l , ww1.11 . edonkey . com; r e fe r e ne e: u r l , doc. eme r gi ngth r eats . net / b i n/v ieL'l/Ma i n/ 2001299 ; r ef e r e ne e : u r l , W'flW . eme r gi ngth r ea ts . net / cgi- bi n/ cvsweb . cgi/ s i gs/ P2P / P2P _ Edon key_ Traffic; 
sid:20 01299; r ev : 7; ) 

#Matt Jonkma n 

• 

I 

I 

I 

ale r t udp $HOME_NET 10 24:65535 - > $EXTE RNA L_NET 1024 :65535 (msg : " ET P2P Edon key IP Req uest " ; dsize :4; content : " Je 3 l b l " ; dept h : 2; flowbits : s et , BEed k . ip . r e questect ; flowbi ts: noa l ert ; I 
e l asst ype: policy -v iolatio n; r efe r ence : ur l , 1vww . gi ac . o r g/ ce r t i f i ed _p r of es siona l s / pr actical s / gcih/ 0446 . ph p; r efer ence: ur 1 , doc. e me r gingthr ea t s . net / b i n/v i ew/Ma i n/2003308; 
r ef e r ence : ur 1 , www . eme r g ingt h reats. net/ cgi - b in / cvs 1veb . cgi / sigs / P2P/ P2P _E do nkey_ Tr aff ic; sid : 2003308; r ev : 4; ) 

#Matt Jonkma n 

• 
ale r t udp $EXTERNAL_ NET 1024 :65535 - > $HOM E_NET 1024 : 65535 (msg : "ET P2P Edonkey IP Repl y" ; flowbits: isset, BEed k . i p . r e questect ; d s i ze : <20; co nt e nt : " le3 le I"; de pt h : 2; classtype: policy -
v iola t i on ; r efe r e nce: u r l , flWW . giac. o r g/ ce r tif ied_ p r ofessiona l s / p r actica l s / gci h/ 0446. php ; r ef e r e nce: u r 1 , doc . emer gingthr eats. net / b i n/v iew/Ma i n/2003309; I 
r ef e r ence : ur 1 , WWL'ol . eme r g ingt h reats . net / cgi - b i n/ cvs 1.veb . cgi / sigs / P2P/ P2P _ Edo nkey _ Tr affic; sid : 2003309; r ev : 4; ) 

#Matt J onkma n 

• 
a l e r t udp $EXTERNAL_ NET 1024:6S535 - > $HOM E_NET 1024 : 65535 (msg : "ET P2P Ed onkey IP Que r y End"; ds i ze : <20; co ntent :" le3 l d l " ; de pt h : 2 ; classty pe : policy - v i o l ation ; 
r ef e r ence : ur 1 , \YWL'ol . gi a c . o r g/ ce r ti fi e d_pr ofe ssionals/ p r acticals / gc i h/ 0446 . p hp; r efer ence : ur 1 , doc . e me r gingth r ea ts .ne t / bi n/v i ew/Main/ 2003316; r efe r ence: ur 1 , ~NIW . e me r gingth r eats . ne t / cgi ­
b i n/ c vsweb . cgi / sigs / P2P/ P2 P _E donkey _Tr a ffic; sid: 2003316; r ev : 3; ) 

#Matt J onkma n 

• 
a l e r t udp $HOME_NET 1024: 65535 - > $ EXTER NA L_ NET 1024 : 65535 (msg : " ET P2P Edonkey Pub licize File " ; dsize: >15 ; content : " le3 0c I"; depth : 2; classt y pe: policy - v i o l ation; 
r ef e r ence : ur l , wwi11 . gi ac . o r g/ cert i fi ed_pr ofessionals/ p r acticals / gc i h / 0446 . p hp; refer ence : ur l , doc . e me r gingth r ea ts . net / bin/v i eiv/Mai n/2003310 ; r e fe r ence : ur l , ~MW . e me r g i ngth r e a ts . ne t / cgi -

I 

b in/ c vsweb . cgi / s i gs / P2P/ P2P _ Edonkey _ Tr affic; sid: 2003310; r ev : 3; ) I 
#Matt J onkma n 

• 
a l e r t udp $EXT ERNAL_ NET 1024 :65535 - > $HOME_NET 1024 : 65535 (msg : " ET P2P Ed on key Pu blicize File ACK"' ; dsize : <20; conte nt: " I e 3 0d I"; depth : 2; class t y pe: policy - v i o l a tion ; 
r e f e r ence : ur 1, \YWLV . gi a c . o r g/ ce r ti f i ed_pr o f essiona l s / p r acticals / gc i h / 0446 . p hp ; r eference: ur l , doc . e me r g ingth r eats . net / bin/v i ew/Main/2003311; refere nce: ur l , v,ww . e me r gingth r eats . net / cgi­
b i n/ c vs1veb . cgi / sigs / P2P/ P2P _E donkey _ Tr a ffic; sid: 2003311 ; r ev : 3; ) 

#Matt J onkma n 

• 
a l e r t udp $HOME_ NET 10 24: 65535 - > $ EXTER NA L_ NET 1024 : 65535 (ms g : " ET P2P Edon key Connect Request " ; dsize : 25; cont e nt : " le3 0a I"; de pt h : 2; classty pe : po licy -v io l ation; 
r ef e r ence : ur l , www . gi ac . o r g/ certi f i ed_pr ofessionals/ p r acticals / gc i h / 0446 . p hp; refe r ence : ur l , doc . e me r gingth r ea ts . net / bin/v ieiv/Ma i n/ 2003312; r eference: ur l , ~Nlw. e me r gingth r e a ts . ne t / cgi­
b i n/ c vsweb . cgi / sigs / P2P/ P2P _ Edonkey _Tr affic; sid : 200 3312 ; r ev : 3; ) 

#Matt Jonkma n 

• 
ale r t udp $EXTERNAL_ NET 1024 :65535 - > $HCt1E_NET 1024 : 65535 (msg : " ET P2P Edonkey Connect Rep l y and Se r ver Li st " ; dsize : >200; conten t : "I e3 0b l " ; dept h: 2; c l asstype: policy -v iola tion; 
r ef erence : ur 1 , www . gi ac . o r g/ ce r ti f i e d _pr o f essionals/ p r act i cals / gc i h / 0446 . p hp; r efe r ence : ur l , doc, e me r gingth r ea ts. net / b-i n/v i ew/Mai n/2003313; r efe r ence: ur l , vNnv . e me r g i ngth r ea t s . net / cgi ­
b i n/ c vs\veb . cgi / sigs / P2P/ P2P _E donkey _ Tr a ffic; sid: 2003313; r ev : 3; ) 

#Matt Jonkma n 

• 
a l e r t udp $HOME_NET 10 24: 65S35 - > $EXTE RNA L_NET 1024 : 65535 (msg : "ET P2P Edonkey Sea r c h Req uest ( by file has h ) " ; dsize: 19 ; content : " le3 0e 14 I"; dept h : 3; class t ype : poli cy - v i o la t i on ; 
r ef e r ence : ur 1, ww1.11 . giac . o r g/ ce r ti fied_p r ofessionals/ p r act i ca ls / gc i h/ 0446 . p hp ; refere nce : ur 1 , do c . e me r gingth r eats . net / bin/v ie\Y/Ma i n/ 2003314; r eference: ur 1 , ~NIW . e me r gingth r eats . ne t / cgi ­
b i n/ c vs1veb . cgi / sigs / P2P/ P2P _E donkey _Traffic; sid: 2003314; r ev : 3; ) 

#Ma t t J onkma n 

• 
ale r t udp $EXTERNAL_ NET 1024 :65535 - > $HCt1E_ NET 1024 :65535 (msg : " ET P2P Edonkey Sea r c h Rep l y" ; d s i ze : >200; content : " l e3 0f l " ; d ept h : 2; classty pe : policy - v iolation ; 
r ef e r ence : ur l , ww111 . gi ac . o r g/ certi f i ed_pr ofessionals/ p r acticals / gc i h / 0446 . p hp; r efer ence : ur l , doc. e me r gingt h r ea ts . net / bin/v i e\Y/Mai n/ 2003315; refere nce: ur l , VNIW , e me r g i ngth r eats . net / cgi ­
b in/ c vS\Yeb . cgi / sigs / P2P/ P2P _ Edonkey _ Tr affic; sid : 2003315 ; r ev : 3; ) 

#Matt J onkma n 

• 
ale r t udp $HOME_NET 10 24 :65S35 - > $EXTER NA L_NET 1024 :65S35 (msg : " ET P2P Edonkey Sea r ch Request ( any t ype file ) " ; ds i ze : >19; content: " l e3 0e l "; dept h: 2; c l asstype:policy -v i o l ation ; 
ref e r ence : ur 1 , WWl.11 . gi a c . o r g/ ce r ti fie d_p r o f essionals/ p r ac t icals / gc i h / 0446 . p hp; r efe r ence: ur 1 , doc. e me r gingt h r eats . net / bin/v i e\Y/Main/ 2003317; r efe r ence: ur 1 , ~JWW . e me r g ingth r eats . net / cgi­
b i n/ c vs1veb . cgi / sigs / P2P/ P2P _E donkey _ Tr a ffic; sid: 2003317; r ev : 3; ) 

#Matt Jonkma n 

• 

I 

I 

I 

I 

I 
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b i n/c vsweb . cgi / sigs / P2P/ P2P _ Edonlc: ey _ Tr a f fic; sid : 2003318; r ev : 3; ) 

#Matt Jonkma n 

• 
a l e r t udp $HOME_NET 10 24:65535 - > $EXTE RNA L_NET 1024 :65535 (msg : " ET P2P Edonkey Sea r ch Request ( sea r c h by name ) " ; dsize : >5; cont e nt : " l e3 98 1" ; dept h: 2 ; co ntent : " 101 1" ; wi t hi n : 3 ; 
e l a ss t y pe : po licy -v iolatio n; r efe r ence : ur l , LVWW . gi ac . o r g/ ce r t i f i ed _p r of es siona l s / pr acticals / gcih/ 0446 . ph p; r efer ence: ur 1 , doc. e me r gingthr ea t s . net / bi n/v i ew/Ma i n/200 3319; I 
r ef e r ence : ur 1, ww1.11 . eme r g ingt h reats . net / cgi - b i n/ cvs 1.veb . cgi / sigs / P2P/ P2P _E do nkey_ Tr aff ic; sid : 2003319; r ev : 3; ) 

#Hatt J onkma n 

• 
a l e r t udp $EXTERNAL_ NET 1024 :65535 - > $HOM E_ NET 1024 : 65535 (msg : "ET P2P Ed onkey Sea r c h Res u l ts" ; dsize: >21 ; content : " le3 99 1" ; depth : 2; c l asst y pe: policy -v i o l ation; 

~~~; : : : : : ~ ~:~i~v;;~:;=~p~;~~:;~:~~;;~:fr:~: ~:~i~~~ ~~~~;;~:~c~!:~~: t / 0446 . p hp; r eference : ur l , doc . e me r gingth r ea ts .net / bi n/v iew/Mai n/ 2003320; r efe r ence: ur l , ~NIW . e me r gingth r eats . ne t / cgi- I 

#Matt J onkma n 

• 
#a l e r t tc p $EXTERNAL_ NET 10 24:65535 - > $HOME _NE T 4660 : 47 99 (msg : " ET P2P Edonkey Se r ve r Message" ; f101-, :establishe d ; dsize: >10; co ntent: " l e3 1" ; dept h : 1; conten t : " 13B 1" ; offset:4; 
withi n : 5; c l asstype : policy - v io l at i on ; r e f e r e nce : u r l , ww1v . giac. o r g/ cer t i fi e d_ p r ofess i onals / p rac tica l s / gc i h/ 0446. php; r e f e r e nce : ur l ,doc . eme r gingt hr eats. net / bi n/vi ew/Main/ 2003321; 
r ef e r ence : ur 1 , \YWL'ol. eme r g ingt h reats . net/ c gi -b i n / cvs LVeb . cgi / sigs / P2P/ P2P _ Edo nkey_ Tr affic; sid : 2003321; r ev : 4; ) I 
#Matt J onkma n 

• 
#a l ert tc p $ EXTERNAL_ NET 10 24:6553S - > $HOME_NET 4660 : 4799 (msg : " ET P2P Edonkey Se r ve r list " ; fl m~:established; dsize: >12 ; c ontent : " le3 I "; d e pt h : l ; content : " 132 1"; offset : 4 ; with i n :5; 
e l ass t y pe: po l icy -v i o l at i o n ; r efe r ence : ur 1 , 1vww . gi ac . o r g/ c e r ti f i ed _p r ofe s siona l s / pr actica l s / gcih/ 0446 . php; r efer ence: ur 1 , doc . e me r gingt hr eat s . net / b i n/v i ew/Ma in / 2003322; 
r ef e r ence : ur l , wwi11 . eme r gingt h reats . net/ cgi - bin / cvs 1veb . cgi / sigs / P2 P/ P2P _E do nkey_ Tr affic ; sid : 2003322 ; r ev : 3 ; ) 

#Matt J onkma n 

• 
a l e r t t cp $HOME_ NET 4660:4799 ~> $EXTERNAL_NET 1024 : 65535 (msg : "ET P2P Edonke y Client to Se r v e r He llo " ; flow:established ; dsize : >5; co nt ent: " j e3 1" ; de pt h : l ; content : " 101 1" ; offset: 4; 
1vithi n : 5; co ntent: " I 02 01 00 01 I"; d i sta nc e : 26 ; class t ype : policy - v i ol ation; r e f e r ence : ur l, 1.wM . giac . o r g/ ce r t ified_ pr ofess i onals/ pr act ic als / gcih/ 0446. php ; 
r ef e r ence : ur 1, doc . emergingt h reats , net / b in/v iew/Main/ 2003323; ref e r ence : ur l , 1YWLv . eme r g ingt hr eats, net/ cgi - bin / cvs 1ve b , cgi / sigs / P2P/ P2P _ Edo nkey_ Tr a f fic; sid: 2003323; r ev : 3; ) 

I 
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#Hatt Jonkma n 
# 
a l e r t tc p $EXTERNAL_NET 1024 : 65535 • > $H01E_NET 4660: 4799 ( msg : " ET P2P Edonkey Ser ve r St atus" ; flow: established; dsize : 14 ; cont e nt : " I e3 09 00 00 00 34 I " ; dept h : 6; class t y pe: policy• 
v i o la t i on ; r efe r ence; url , www .giac. o r g/ ce r t i fied_pr of essiona l s / pr ac t ica l s / gcih/0446 . php ; r ef e r ence : url , doc . eme r gingth r eats. ne t / b i n/v i ew/Main/ 2003324; 
r ef e r ence : ur l , WL<JW . emergingth reats. ne t / cgi • b i n / cvs we b . cgi / sigs / P2P/ P2P _E do nkey_ Tr affic; sid : 2003324; rev : 3; ) 

#by phil i pp Sei de l 
# 
ale r t t cp $HOME_NET any •> $ EXTERNA L_ NE T $HTT P_ PORTS (msg:"ET P2P Bit t o r r ent P2 P Cl i e nt Use r •Agent ( Enhanced CTor re nt 3 . x ) " ; flow: t o_serve r , establishe d; co nt ent :" l0d 0a lUse r -Age nt l 3a l 
Enhanced-CTorrent / dnh3" ; c l a sstype : policy · v i o l ation ; r e f e r e nce : u r l , Wl'll<J . r a hu l . ne t / dh o l mes / ct o r r e nt ; r ef e r e nce: ur l , doc . eme r gingth r ea t s . net / 2011703; 
r ef e r ence : ur l , wL<JW . emergingth r eat s. net/ cgi- b i n / cvs 1<Je b . cgi / sigs / P2P/ P2P _E nh an cedC t o r rent ; sid: 2011703; r ev : 3; ) 

# by Phil i pp Seidel 
# 

a l e r t tc p $HOME_NET any -> $EXTERNAL_NE T $HTT P_ PORTS (msg:"ET P2P Bit t orr ent P2 P Cl ien t Use r -Agent ( FDM 3 . x ) "; flow: t o_se r ve r , establis hed; content :" l0 d 0a lUse r -Age nt l 3a l FDM 3,x" ; 
c l ass t y pe : po l icy- v i o l a tio n; r ef e r e nce : ur 1 , L,J\o/W . freedownl oadma nage r . org; r efe r ene e : ur l , doc . eme r gingth r eat s . net / 2011712; r e f e rene e: ur 1, VJWW . e me r gingth r eats . ne t / cg i -
b i n/ c vs\1eb . cgi / s i gs / P2P/ P2P _ FDM; sid : 2011712; rev : 3; ) 

#Submi tted by Ped r o Quintani l ha on 2005·11-07 

• 

I 

I 

I 

a l e r t tc p $ EXTE RNAL_ NET 44 3 -> $HOME_NE T any (msg : "E T P2P MS Folde r s ha re Log i n Oe tec ted"; flow: es t ablis hed , t o_cl i ent; co nt ent : " l0b I Fo l derSha r e I 30 81 9f 30 1 "; nocase; offset : 392; de pth : I 
18 ; c l as s t ype: pol icy- v i o l at i on; r e f erence: ur l, www . f o l dersha r e. com; re f erence: u r 1, doc . emerg ingt hreat s, net / bin /v i ew/Main/2002673; re f e r e nce : u r l , Wl'iW . emerg ingt hreats. ne t / cgi -
b i n/ c vs\1eb . cgi / s i gs / P2P/ P2P _Folde r s ha r e; s i d: 2002673; rev : 4 ; ) 

#F r om Coolja y 
# 
a l e r t tc p $HOME_NET any • > $EXTE RNA L_NE T any (msg : " ET P2P Gnutella Connec t " ; flow : establishe d,to_se r ve r ; co ntent:"GNUTELLA CONNECT/" ; nocase; off se t : 0; dept h : 17; classtype: po licy• 
v i o l a t ion; r ef e r ence: u r l , WW1.1 . gnut el l a . com; r efe r e nce: ur l , doc . e me r g ingt h r eat s . ne t / bi n/v i e11/Ma i n/ 2001664; r efe r ence : ur l , vrww . eme rgingt hr eats . ne t / cg i • b i n/ cvswe b . cgi/ s igs/ P2P/ P2P _G nutella; 
sid:2001664 ; r ev : S; ) 

# by J e ff Ke 11 
# Looking f o r Gnuc l eus / Gnu cONA UDP Ul t r a pee r handshakes 
# 

I 

a l e r t udp $HOME_NET an y - > $EXTERNA L_N ET any (msg : " ET P2P Gnuc DNA UDP Ultra pee r Tr af fic"; content : "SCP@l83 IDNA@" ; th reshold : t ype bot h,trac k by_s r c,count 10, seconds 600; c l asst ype: I 
po l i cy·v i o lat ion; r e f e r ence: ur l , doc. eme r gingt hrea t s . net / bin /v ieL'l/Main/2002760; r ef e r e nce: ur l , www . eme r gingthr ea t s . net / cgi · bi n/ cvs11e b . cg i / s i gs / P2P/ P2P _Gnute lla; sid : 2002760; r e v : 3; ) 

# Looking f o r Gnuc l eus / GnucDNA r unn i ng Ul t r apeer 
# 
a l e r t t cp $HOME_NET any • > $EXTE RNA L_NET any (msg : " ET P2P Gnutella TCP Ul t rapeer Tr affi c"; flm1: establ i s hed ,to_ser ve r ; co nt e nt: "GNUTELLA " ; of f set :0; depth :8 ; co ntent :"X· Ult r a pee r l 3a l 
Tr ue" ; nocase ; t hr es ho l d: t ype bo th , t r a c k by _src , count 5, seconds 3600; c lasstype : po l i cy -v i o l at i on; re fere nce : u r l , doc. emer gingthr eats . net / bi n/v iew/Ma i n/ 2002761 ; 
r ef e r ence : ur l , WL<JW . eme r gingth reats. ne t / cgi •bin / cvs we b . cgi / sigs / P2P/ P2P _Gnut ella; s i d : 2002761 ; r e v : 4 ; ) I 
#by Mat t Jonkman 
# 
a l e r t tc p any 1024 : -> any 1024 : (msg : " ET P2P Gnu t e lla TCP Traff ic "; flovl : es t a blished, t o_se r ver; co ntent : "GNUTE LLA"; offset:0; depth :8; cont e nt: " 200 OKl0 d 0a l "; with i n: 15; t hr es ho l d : 
t ype both , t r ac k by _s rc , co unt 5, second s 360 ; c l ass t ype: po licy· v i o l ation; r efe r e nce: u r l , doc . emer g i ngt hr ea t s . net / bin/vievt/Main/ 2007801 ; r ef e r e nce: ur l , W1v11 . eme r gingthreats. net / cg i · 
b i n/ c vsweb . cgi / s i gs/ P2P/ P2P _Gnutella; sid : 2007801 ; r ev ; 2; ) 

#Tha nks to Ke vi n Ko l k 
# 

a l e r t tc p $ EXTE RNAL_ NET 6667 -> $HOME_NE T a ny (msg: " ET P2P i r offe r IRC Bo t he l p message"; flow: from_se r ve r ,es t ablis hed ; content : " 154 6F 20 72 65 71 75 65 73 74 20 61 20 66 69 6C 65 20 
74 79 70 65 3A 20 22 2F 60 73 67 1" ; de pth : 500; class t ype: t ro jan- ac t i v i t y; r e f e r e nce : ur l , i roffe r . o r g; r ef e r e nce: url ,doc . emergingth r ea t s.net / bi n/v iew/Ma in / 2000338; 
r ef e r ence : ur l , WL"'" · emergingth reats. net/ cgi-bin / cvs i...e b . cgi / sigs / P2P/ P2P _I roff e r _IRC_Bot; sid : 2000338; rev : 5; ) 

#Thanks to Ke vi n Kol k 

• 
a l e r t tc p $ EXTE RNAL_NET 6667 -> $HOME_NET a ny (msg:"ET P2P i roffe r IRC Bo t offe r ed f iles adve r t iseme nt " ; flo11 : from_se r ve r ,established ; content: " 154 6F 74 61 6C 20 4F 66 66 65 72 65 64 
3A I "; dept h : 500; c l ass t y pe: t rojan-activi t y ; r ef e r e nce: ur 1, i r offe r . org ; r e f erence; ur 1, doc. emer g i ngt hr eat s. net / bi n/view/Ma i n/2000339; r efere nce : ur l , W\v11 . eme r g i ngt hreat s. ne t / cg i ­
b i n/ c vs\1eb . cgi / s i gs / P2P/ P2P _I roffer _IRC_Bot ; s id : 2000339; r ev : 5; ) 

#By Bob Grabm1s ky 
# 
a l e r t udp $HOME_NET 10 24 :65535 - > $EXTE RNAL_NET 1024 :65535 (insg : "ET P2P Kazaa over UDP" ; content: "KaZaA" ; nocase; th r eshold : t ype t hr esho l d , t rac k by_s r c , count 10 , seconds 60 ; 
c l ass t ype : policy - violation; r e f e r ence : ur l , Lof'llW , kazaa . com/ us / index . ht m; r efe r ence : ur l , doc. e me r gingth r eat s. net / b i n/v i ew/Ma i n/ 2001796 ; r efer enc e: ur l , www .eme r gingthr ea ts . ne t / cg i ­
b i n/ c vsweb . cgi / s i gs / P2P/ P2P _Ka zaa; s id: 2001796; r ev : 5; ) 

#By Bob Gr abo11s ky 
# 

a l e r t tc p $ EXTERNAL_NET a ny -> $HOME_ NE T a ny (msg : " ET P2P KazaaClie nt P2P Traff i c " ; flow: establishe d ; cont e nt : "Age nt l 3a l KazaaClient "; nocase; classtype : policy- vi o l a tion; 
r ef e r ence : ur l , \'IL"'" . kazaa . com/ us / i nd ex . ht m; r e f erence: ur l, doc. eme rgingthreats . net / bin/v iew/Main / 2001812; r ef e r e nce: ur l , LWtw . eme rgingth reats. net / cgi-b i n/ cv svJe b . cg i / s i gs / P2 P/ P2P _Kazaa; 
s id :2001812; r ev :7; ) 

# by Phil i pp Seidel 
# 

a l e r t tc p $HOME_N ET any -> $EXTERNAL_NET $HTT P_ PORTS (msg:"E T P2P Bit t o r r ent P2 P Cl i e nt Use r -Age nt ( KTorre nt / 3 .x . x ) " ; flm-1 : to_se r ve r , establi s hed; co ntent:" l0d 0a lUse r -Age nt l 3a l 
KTo rr ent / 3" ; clas s t y pe : policy-v i o l ation ; r ef e r e nce: u r 1 , kt o r r ent . o r g; r e f e r e nce: ur l, doc. eme r gingth r eats . net / 2011700; r e f e r e nce: u r 1, WWllJ. eme r g i ngt h r ea t s. net/ cgi-
b i n/ c vsweb . cgi / sigs / P2P/ P2 P _Kt o r re nt; sid : 2011700; r ev : 3; ) 

# by Philipp 5eide l 
# 

a l e r t tc p $HOME_NET an y - > $EXTERNA L_NE T $HTT P_PORTS (ms g:"ET P2P Bit t orr ent P2P Cl ien t Use r -Agent ( KTorre nt 2. x ) " ; flow: t o_se r ve r ,es tablished; cont ent: " l0d 0a lUse r-Age nt l 3a l 
kt or r ent / 2" ; clas s t y pe: policy-vio l ation; r ef e r e nc e : u r 1 , kt orrent . o r g; r e f e r e nce : ur 1, doc. eme r gingt h r ea t s . net / 2011711 ; r ef e r e nce : u r 1 , LVWVl . eme rgi ngth r ea t s . net / cgi-
b i n/ c vs\1eb . cgi / s i gs / P2P/ P2P _Kt o r r e nt ; s id : 2011711; r ev : 3; ) 

# by Chris t op her Campes i 
# 

I 

I 

I 

I 

I 

I 

;;j;,~ ~~~t !~:\~E: 1!:!: ~::~;:l~~y! ~~!~:~~~~E; e~=~: ~::~~~l ~=:~~::~ c:!~ ~~~~;e~::: ~;~~ ~~:~~::;g~~!~~ ~ ~!:! . ~~ ~~~;:~~~:: I ; !f~::~; : ;~~l~::n~~ ~!! r ;~~:~~~:: i : ~~: ~/ ~! ~~a nce: 5; cont e nt : "I 50 I 
bi n/ c vsweb . cgi / s i gs / P2P/ P2P _KuGoo; s id: 2009966; rev : 2; ) 

#By Bob Gr abo11s ky 
# 

a l e r t tc p $HOME_NET an y - > $EXTERNA L_N ET a ny (msg : " ET P2P Lime l.J i r e P2P Tr af fic"; flow: established; cont e nt:"Use r -Age nt l 3a l Li mel\l i re " ; nocase; class t y pe: policy- v i olation; 
~: : ~;:) ce : ur 1 , WL"'" . lime Lv i r e . com; r e f e rence: ur l, doc . emergi ngthr eats . net / bin /vieL<J/Ma in/ 2001808; r e f e r ence: u r l , ww1.'I . emer gingt hr eat s . net / cgi · bi n/ cvswe b . cgi / s i gs / P2P/ P2P _Limewi re; s i d : 2001808; I 

#By Bob Gr abm1s ky 

• 
a l e r t tcp $HOME_NET any -> $EXTE RNAL_NET a ny (msg : " ET P2P Lime l.J i r e P2P Tr af fic " ; flo~J: established; content :"Ser ver l 3a l Li mel.J i r e"; nocase ; c l asstype : policy - v i o lation; 
~::~;:) ce : ur l , WL<M . lime L<J i r e . com; r ef e r e nce: url , doc . eme r gingthr eat s . net / b i n /vieL<J/Ma in/ 2007800 ; r e f e r ence: u r l , wM'I . emer gingt hr eat s . net / cgi • bin/ c vsweb . cgi/ s igs / P2P/ P2P _ Li mewi r e; s i d : 2007800; I 

#De pt h and offset added by Jeff Kell 

• 
a l e r t udp $HOME_NET 1024 :65535 -> $EXTE RNA.l _NET 1024: 65535 (msg : " ET P2P Lime1'li r e P2P UDP Tr aff i c " ; dsize : 35; content: " 149 50 40 83 53 43 50 41 00 00 1" ; offse t :25 ; dept h :10; t hr es ho l d : 
t ype bot h , t r a ck by _src , co unt 1, secon ds 360; classtype: po l i cy-v i ol atio n; r ef e r e nce : ur 1, www . limewi r e . com; r e f e r ence : ur 1, doc . eme r g ingthreats. ne t / b i n/v i ew/Main/2001809; 
r ef e r ence : ur l , WL"'" . eme r gingth reats. net/ cgi • b i n / cvs 1<Jeb. cgi / sigs / P2P/ P2P _ Li mewi re; sid : 2001809; r e v : 6; ) 

#De pt h and offset added by Jeff Kell 
# 
a l e r t udp $HOME_NET 6345:6349 -> $EXTE RNAL_NE T 6345:6349 (msg: " ET P2P UDP t raffi c - Li kely Li me11ire •· ; t h reshol d: t y pe th r es ho ld,tr ack by_ src ,count 40, seco nds 300; classtype : policy­
v i o l a t ion ; r e f e r ence; url , ww11 . l i mewi re . com; r eference: ur l, doc . e me r g ingt h reats . ne t / bi n/v i e11/ Main/ 2001841; r eference : ur l , vNrw , eme r g ingt hr eats . ne t / cgi- b i n/ cvsv,e b . cgi/ sigs / P2P/ P2P _Li me L'l i r e; 
s i d:2001841; r ev :7; ) 

#by Christopher Campes i 
# 

a l e r t udp $ EXTE RNAL_NET 41170 - > $HOME_NET any (msg:" ET P2P Ma noli t o Connection (1 ) " ; dsize:<48; con t e nt : " l 3d 4a d9 I" ; dept h : 3; c l assty pe : policy-v i o l ation ; 
r ef e r ence : ur 1 , doc . emergingth reats. net/ 2009097; r e f e r e nce: u r l , \'ll,J\'l .emergingth r eats . net / cgi · bin/ cvs 1,ie b . cgi / s igs / P2P/ P2P _Mano li t o; sid : 2009097; r ev : 2; ) 

I 

I 
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# by Chris t ophe r Campes i 

• 
a l e rt ud p $HOME_NET 1024 : 655 35 - > $EXTE RNA L_NET 41170 (msg : " ET P2P Ma noli t o Ping" ; ds ize: <24; content : " l3d l " ; dep th :1 ; co ntent : " ld9 J" ; d is tance: 1; co ntent : " led bb l "; d i s tance: 13 ; 
t h res hol d: t y pe limi t , track by _s rc, seconds 300, co un t 1 ; c l a ssty pe: policy- v i o l ation; r efe r e nce: url , doc . eme r g i ngth r eats. net/ 2009098 ; r efere nce: ur l , wM,'I . eme r g i ngth r eats. net / cg i ­
bin/ cvs \'leb . cg i / sigs/ P2P/ P2P _Ma no li t o ; s id : 2009098; rev : 3; ) 

#Submi tted by Matt J onkma n 

• 
a l e rt t cp $HOME_NE T a ny - > $EXTE RNAL_NE T $HTT P_PORTS (ms g:"ET P2P Mor pheus I ns tall "; flow: t o_se r ve r ,es t ablis he d; uricont e nt : " / morphe us / mo rp he us.exe"; nocase ; cla sstype : policy -
vio l a t ion; r efe r e nce: ur l, tMW . mo rphe us. com; r efe r e nc e : url , doc . eme r g ingthr eats . ne t / bi n/v i ew/Main/ 2001035; r e f e r ence: ur 1 , ~NIW . e me rgingth r e a ts . net / cgi - bin / c vs ~J eb . cg i / sigs / P2P/ P2P _Mor phe us; 
s i d : 2001035 ; r ev :7; ) 

#Submitted by Matt J onkma n 

• 

I 

I 

;!~ :!y ~~~o!~~!;;~E ; e:: ~e ~: e ~ ~:~ ~ =~ ; ~~~h!~!~: ~:R: :f~~:~~: ~ ~ r ~~=o~::~~~~n ~;~~:~!s ~~! t ~~: ~~~~~~: ; ,.,:i~; ; 0!~e::~v~:f :: :~~~~~ ~~~ : ..... ~~!~~~:~~:~~~:~~~~~~ ~ :;:~heus _ sm . in i " ; no ca se ; c la s s t y pe : I 
bin/ cvswe b . cg i / s igs / P2P/ P2 P _Morpheus; s id : 2001036 ; r ev : 7 ; ) 

#Subm i tted by Matt Jonkma n 

• 
a l e r t tc p $HOME _NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg : " ET P2P Mor pheus Upda t e Request " ; flow: to_serve r, establis he d; uricon t ent : "/ gwe bcache/ gcac he.asg ?hos t fil e =" ; nocase; classt y pe: 
pol i cy-v i o l a t i on ; r e fe r e nce: ur 1, WWl'I . mo rpheus. com; r efe r ence : ur l ,doc. eme r g ingth r eats . ne t / bi n/v iew/Main/2001037; r efe r ence : ur 1, ~,ww . e me rgingth r ea ts. net / cgi- I 
bin/ cvs\>1eb . cg i / sigs/ P2P/ P2P _Mo r pheus; s id : 2001037; r ev : 7; ) 

#by J ac k Pe pper 

• 
a l e r t ud p $HOME _NET 8247 -> $EXTERNAL_NET 8247 (msg :" ET P2P Octoshape UOP Ses s ion '" ; t hr es ho ld : t ype bot h , co un t 2 , seconds 60 , t r ack by_ s r c ; cla s stype:t r o j a n- a ct i vi t y; 
r e fere nce : u r l ,msmv ps. com/ blogs / br ad l e y/ a r chi ve/ 2009/ 01/ 20/ pee r -to - peer-on -cnn. as px; r e f erence : ur 1, doc. eme r gi ngthr eats. ne t /2009986; r ef e r e nc e : ur l, ~Nrw , eme r g ingthr eats . ne t / cgi­
bin/ cvs \>1eb . cg i / sigs/ P2P/ P2P _Oc t osha pe ; sid : 2009986; r e v : 2; ) 

#Scot t l anari a nd St ephe n Nesma n 

• 
a l e rt ud p $HOME_NET a ny - > $E XTERNAL_NET 8247 (msg : " ET P2P Octoshape P2P st r eami ng media " ; cont e nt : " POST / HTT P/ 1. "; de pth : 64; content : "Oshtcp-streamtype l 3a I"; th r es ho ld : type limit , 
t r a ck by _s r c > count 1, se co nds 600; c l ass t ype : policy -v i o l at i o n; r e f e r e nce : url, do c . eme r gingth r eats . ne t / 2010008; r e f e r ence: url , ~,ww . e me r g ingt h r eats. ne t / cgi-

I 

b i n/ cvs \>1e b . cg i / sigs/ P2P/ P2 P _Oc t osha pe ; sid : 2010008; r e v : 4; ) I 
#by Philipp Se i de l 

• 
a l e rt tcp $HOME_NET a ny - > $ EXTE RNA L_N ET $HTT P_PORTS (msg : " ET P2P Bit t o r re nt P2 P Cl ient Use r -Agent ( Ope r a/ 10 . x ) " ; floL,i : t o_se r ve r ,establi s he d ; conte nt : " l0d 0a lUse r -Agent l 3a l Ope ra 
B itTor r e nt , Ope r a/ " ; c lasst ype: pol icy -v i olation; r e f er ence : ur l , iw,w . ope r a . com; re fe r enc e : ur l , doc . eme r gingth r eat s . net /2011701; r e f er ence: ur l, ~JWW . eme r g ingthr eat s . ne t / cgi­
bin/ c vswe b . cgi / s igs / P2P/ P2P _Ope ra ; s i d: 2011701 ; rev : 3 ; ) 

#By Chi ch Th i er r y 

• 
a l e r t ud p a ny any -> any a ny ( msg : " ET P2P OVe r net ( Edonkey ) Se r ve r Announce"; co ntent: " l00000203006c6f 63 I " ; of f set : 36; co ntent:" l 006263703a 2f 2f l " ; dis tance : 1; classty pe : policy -
v i o l a t ion; refe r e nce: ur 1, WWl'I , ove r net . com; r e f er ence : ur l , doc, eme r g i ngth r eats. net / bi n/v iew/Ma i n/200033 5; r ef e r e nce: ur 1, LWtw . eme r g i ngthrea t s . ne t / cgi-
bin/ cvs\>1e b . cg i / sigs/ P2P/ P2P _OVernet_ Traffic; s id : 2000335; r ev : 7; ) 

# by dxp 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNA L_N ET $HTT P_PORTS (msg: "ET P2P Pa nda Cl ient Use r -Age nt Oetected ( Mozilla/ 4 . 0 (1-Jindows U) Pa ndo/ 1. xx ) " ; flm~:establi s hed , t o_se r ve r ; co ntent: " l0 d 
0a I Us e r - Agent I 3a I Mo zi lla / 4 . 0 ( Windows I 3b l U) Panda /" ; nocase ; e l asstype : pol icy -v i olat i on ; r efe r e nce: ur 1, doc . eme r gingth r eats . ne t / b i n/v i eL'I/Ma in /2008625; 
ref e r e nce: url , M-r.>l . eme r gingth reats . net / cgi - bin / cvs 1>1e b. cgi / sigs / P2P/ P2P _Panda; sid : 2008625 ; r ev : 4; ) 

a l e rt t cp a ny any -> any a ny ( msg :"ET P2P Pha tbot Cont r o! Connect i o n"; f l ow: es t abl i shed; cont ent:"Wonk-"; content :" l00 l#waste l00 I " ; wi t h i n: 15; c l asst ype : t r o jan - act i v i t y; 
ref e r e nce : u r 1 , www . l ur hq. com/ phatbot . html; r e f er ence : ur 1 , doc . eme rgingth r ea t s . net / bi n/v iew/Ma in/ 2000015; r ef e r e nce : ur l , LWJl/1 . eme rgingthr ea t s . net / cgi -
b i n/ cvs \>1e b . cgi/ sigs/ P2P/ P2P _Phatbot _Cont ro l _Connect i on; s id : 2000015; r ev : 6; ) 

#by Philipp Se i de l 

• 
a l e rt t cp $HOME_NET a ny - > $ EXTE RNAL_N ET $HTT P_PORTS (msg : " ET P2P Client Use r- Agent ( Shareaza 2 . x ) " ; f101,i : t o_serve r , e s t a blished ; conten t: " l0d 0a lUser-Agent ]3a l Sha reaza 2 
e l ass t ype : po l i cy-v i o latio n; r e f e r ence : ur l , sha r eaza . sour cef orge . net; r ef e r ence : ur l , dcc . eme r g i ngth r eats . ne t / 2011707 ; r ef e r e nce: u r l , w1-r.,i . emer g ingthr eats. net / cgi -
b i n/ cvsweb . cg i / s igs / P2P/ P2 P _Sha r a zaa ; s id : 2011707 ; r ev : 3 ; ) 

#Subm i tted by ma r c ame ne 

• 
a l e rt tc p $HOME_NET a ny - > 38. 115 .131. 0 / 24 2234 ( msg : " ET P2P Sou l seek traffic ( 1 ) "; flow: establ i she d ; class t ype : pol i cy -v io l at i on; r e f er ence: url, www . s l s knet . o r g; 
ref e r e nce: u r l , doc . eme r g ingthreats , net / bin/v iew/Main/ 2001185; r e f erence : ur 1 , M-r.>1 . eme r g i ngthr eat s. net/ cg i - bin / c vs web. cgi / s i gs / P2P/ P2P _Soul seek; s i d : 2001185; r e v : 8; ) 

#Submi tted by ma r c ame ne 

• 
a l e rt tc p $HOME _NET a ny - > 38 . 115 .131. 0 / 24 5534 ( msg : "ET P2P Sou l seek traffi c (2 ) " ; flow: establishe d ; class t ype : policy -v iolat i on; r e f er ence : url, www . s l s kne t . o r g; 
r e f e r e nce : u r l , doc . eme r gingthreats, net / bi n/v i ew/Main/ 2001186; r e f erence : ur 1 , W\>J'<'I , eme r g i ngthr eat s . ne t / cgi-b i n / c vs web. cgi / s i gs / P2P/ P2P _Soul seek; sid : 2001186; r e v : 8; ) 

#Submi tted by ma r camene 

• 
a l e r t tc p $ EXTERNAL_ NET $HTTP_PORT S - > $HOM E_NET any (msg: " ET P2P Soulseek" ; flow: est a blishe d; conte nt : "s l s kne t "; classtype: policy -v i olat i on; ref er ence: url , 1wtw .slsknet. o r g; 
r e feren ce : u r l , doc . eme r gingth reats, net / bi n/v i ew/Main/ 2001188; ref e r ence : ur 1 , W\>J'<'I , eme r g i ngthr eats. ne t / cg i - b i n / c vSL-Jeb . cgi / s i gs / P2P/ P2P _Soul seek; sid : 2001188; r e v : 7; ) 

#Subm i tted by Matt Jonkma n 

• 
a l e rt tc p $EXTERNAL_ NET 2234 - > $HOME_NE T any (msg : "ET P2P Sou l seek Filesea r ch Res ults " ; flow: from_ serve r ,establis hed; co nt e nt:" 109 00 00 00 78 1"; classt ype: policy-v i o l at ion; 
r e f e rence: u r 1 , WLwi . s l s knet .er g; r efe r e nce : u r l , doc . emergi ngth r eats . net / b i n/v iew/Ma i n/ 2001187; r efe r ene e: url , WWl'I , emerg i ngth r eats. net / cgi- bi n/ c vst,eb . cg i / sigs/ P2P/ P2P _Sou l seek; s i d: 2001187; 
rev :6 ; ) 

#chri stophe r Campes i 

• 

I 

I 

I 

I 

I 

I 

I 

a l ert tcp $HOME_NET 1024: -> $ EXTERNAL_NET 2240 ( msg : " ET P2 P Sou l Seek P2P Serve r Connec t i on"; f1 01-J : es t a blis hed , t o_serve r ; conten t : " 101 00 00 00 j " ; offs e t : 4 ; de pt h :4; classtype : policy - I 
v i o l ation; r e fere nce: url , ~IWl'I . s l s kne t. o r g; r e f er ence : ur 1 , doc . emergingth r ea t s . net /2008595; r ef e r ence : u r 1 , WIWJ . eme r g i ngthr ea t s. net / cgi-bin / cvswe b . cgi / s i gs / P2P/ P2P _So ulseek; s i d : 2008595; 
r ev : 5; ) 

#c hri s t ophe r Campe s i 

• 
~ i::: t ; ; ~ : !!~! :~~: ~~ ~:! i !~~0 r~~e~~~:; ~ ~~; , ~:~ : 1 ~~~: ~ ~-::g~2~e~~~!~~:; u~ i~ d~~~!~e~:~~;~ ~~:! t :~~=~;;:a:~ ~: e ~;;:~: ~! !~~; t : ~~~;: : ~~~ ~:~h~!a:: . : t ~!g~~ b: / :!:~b ~::~;;~:!,i~~~:;:~ Sou l seek ; I 
s i d :2008611; r ev : 4 ; ) 

#by Chris t opher Campes i 

• 
a l e rt ud p $HOME_NET 10 24 : 655 35 - > $EXTE RNA L_NET 1024 : 655 35 (msg : " ET P2P Thu nde r Neho r k UDP Tr aff i c " ; ds i ze : <38 ; content : "I 32 00 00 00 I " ; dep t h : 4; content :" j 00 00 00 00 I" ; dis t ance: 1 ; 
th reshol d : t ype limit , t r ack by _s r c , count 1, seconds 300 ; clas s t ype: policy -v i o l a tion ; r ef e r e nce: u r 1, xun l e i . com; r eference : u r l , e n. wi kipedia . orgh>1 iki / Xun l ei; I 
ref e r e nce : u r 1 , doc . eme rg i ngthreat s . net / 2009099; r e f e r ence : ur 1, WWL,j , eme r g i ngth r eats . net/ cgi - bin/ cvs web . cgi / s igs / P2P/ P2P _ Thu nd e r Net ~,or k; s id : 2009099; r ev : 3; ) 

#by Phil i pp Se i de l 

• 
a l e rt t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P _PORTS (ms g: " ET P2P Bi ttorrent P2P Cl ient Use r -Age nt ( Tr a nsmi ss i on/ 1. x ) " ; f1 01,i :to_serve r , establis hed ; content : " l0d 0a I Use r -Agent I 3a I 
Tr a nsmi s sion/ " ; e l a sst ype: pol icy -v io l at i on ; r ef erence : ur 1, ~rww . t ransmi ss i o nbt . com; r ef e r ene e: u r l , doc . eme r gingt hr ea t s . ne t / 2011699; r ef e r e nc e : url , \'IIWt . emergingth r eat s. net / cgi -
b i n/ cvs \>1e b . cg i / sigs/ P2P/ P2P _ Tr a nsmis sion; s id : 2011699 ; r ev : 3 ; ) I 
#by Chri stopher Campesi 

• 
a l e rt t cp $HOME_N ET 1024 : 65535 - > $ EXTE RNA L_NE T 1024 :65535 (msg : "E T P2P Vuze BT Connec tion" ; flo L-i :es t abli s hed; co nt e nt : " 100 00 1"; de pth :2; cont e nt : " l0S IAZVERl0ll " ; d i s t ance : 5; depth: 7; 
conten t : "app i d" ; ~lith i n : 10; t h reshold : t y pe limit , t r ac k by _s rc , co un t 10 , seconds 600; clas sty pe: policy-v i ol at i on; r ef e r e nce: u r l , vuz e . com ; r efer e nce: ur l , doc . e mergingthreat s . ne t / 2010139 ; 
r e f e r e nce : u r 1 , WL-r.>l . emergingthreats, net/ cgi - bin / cvs 1,ieb. cgi / s igs / P2P/ P2P _ Vuze; sid : 2010139; r ev : 4 ; ) 

# by Chri st ophe r Campes i 
I 
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a l e r t ud p $HOME_NET 1024 : 65535 - > $EXTERNA L_NET any (msg: " ET P2P Vuze BT UDP Co nn ection"; ds i ze: <80 ; content : ! " 100 22 0 2 00 1 "; dept h : 4 ; con tent : " 100 00 04 1 "; offse t :8; depth: 3; 
content: " 100 00 00 00 00 1 " ; d istane e: 6 ; de pth : 5; class t ype : pol icy- v i ola tion; re ferenc e: ur l , vuze. com ; r e f erence: ur l, doc . eme r gingthr eats . ne t / 2010140; 
ref e r e nce : ur l , ww1\l . emerg ingth r eats . net / cgi-bin/ cvs we b . cgi / sigs / P2 P/ P2P _ Vuz.e; sid : 2010140; rev : 3; ) 

#by Chris t op her Campesi 

• 
a l e r t ud p $HOME_NET 1024 : 65535 - > $ EXTER NA L_N ET a ny (msg : " ET P2P Vuze BT UDP Co nnection ( 2 ) "; ds ize : 94; co ntent: " 100 00 04 I "; offset: 0; depth : 3; content: " I 00 00 00 00 00 I"; d i s t a nce: 14; 
dept h :5; content : " lff f f ff ff 00 00 00 00 02 05 21 1"; d istance:8; de pt h: 11; co ntent: " j00 00 00 00 00 00 1"; d i stance : 25; dept h :6; content:" 100 00 1"; di stance:20 ; de pth :2; 
e l ass t ype : policy- vio l a tion; r efe r ence: u r l , vuze . com; r efe r ence : u r l , doc . e me r gingthr eats. net / 2010141 ; r e f e r ence : u r l , wwi" . eme r gingthrea t s. net / cgi- bi n/ cvsweb . cgi/ s igs/ P2P / P2 P _ Vuze; 
s i d : 2010141; r ev : 2; ) 

#by Chris top her Campesi 

• 
a l e r t ud p $EXTERNAL_NET a ny -> $HOM E_NE T 1024 : 65535 (msg: "ET P2P Vuze BT UDP Co nn ection ( 3 ) "; ds i ze : 80; co nten t : " 100 00 04 1 " ; de pt h: 3; content : " 100 00 00 00 00 1" ; d istance :14 ; de pth: 5; 
content :" 102 05 21 04 1"; dis tance: 4; de pt h: 4 ; thr es hold : t ype l i mit, t rack by_dst, c ount 10 , seconds 600; classtype : policy -v i o l at i on ; r efe r ence : u r l , doc . e me r gingthrea ts . net / 2010142 ; 
r e f e r ence: url , 'WWl\l . eme r g i ngth r eats . net / cgi- b i n / cvs web . cgi / s i gs / P2 P/ P2P _Vuze; sid : 2010142; rev : 3; ) 

#by Chris top he r Campes i 

• 
a l e r t ud p $EXTERNAL_NET a ny -> $HOM E_NET 1024 :65535 (msg : " ET P2P Vuze BT UDP Co nnection (4 ) "; dsize: <300; co ntent : " 100 00 04 1" ; de pt h :3; content : " 100 00 00 00 00 1" ; d is tance : 14; 
dept h : 5 ; content : " I ff ff ff ff I"; distance :8; depth : 4; e l asstype : policy-v i ol at ion; r efe r ence : ur 1 , do c . eme rgingthreats. net/2010143; r e fe r ence: ur l , 1wrw . eme r g i ngt h reats . net / cgi­
b i n/ cvs,~eb . c gi / sigs/ P2 P/ P2 P _ Vuze ; s i d: 2010143; r ev : 2 ; ) 

#by Chris t ophe r Campesi 

• 
a l e r t ud p $HOME_NET 1024 : 65535 - > $ EXT ER NAL_NET a ny (msg:" ET P2P Vuze BT UDP Co nnection ( 5 ) " ; dsize : <20; cont e nt: " 100 00 04 17 27 10 19 80 00 00 00 00 1" ; offset :0; dept h :12; 
e l a sstype : policy- vio l a t i o n; r efe r ence: u r 1, vu:ze. com; r efe r enc e : u r l , doc . e me r gingthrea ts . net / 2010144 ; r e f e r ence : u r l , www . eme rgingth r eat s . net / cg i - bi n/ cvsweb . cg i / s igs/ P2P / P2 P _ Vu:ze; 
s i d : 2010144; rev : 3; ) 

#by c hris t op her campesi 

• 
a l e r t ud p $HOME_NET 1024 : 65535 - > $ EXTER NA L_N ET 10 24: 65535 (msg : " ET P2P ef-tul e KAD Networ k Connection Re ques t "; ds ize : 35; cont e nt : " le4 21 I"; of f set :0; depth : 2; class t ype : po licy-
v i o l at i on; t hr es ho l d ; t ype l i mit , count 5 , seconds 600 , t r ac k by _s rc ; ref e r ence ; ur ! ,emule -p r o ject . ne t; r efe r ence: ur 1, doc. eme r g i ngthr eats. net / 2009967; 
r e f e r ence: ur l , W\"'-" . emergingth r eats . net / cgi- b i n / cvs 1~e b . cgi / sigs / P2P/ P2P _eMule; s i d : 2009967; rev : 3; ) 

#by chri stop he r campesi 

• 
a l e r t ud p $HOME_NET 1024 : 65535 - > $ EXTERNAL_NET 10 24: 65535 (msg : "ET P2P eMul e KAD Neb10rk Connection Re ques t ( 2 ) "; dsize:35; conten t : " l e4 20 1" ; offset: 0 ; depth : 2; t h res hol d : t y pe limit, 
count 5, seconds 600, t r ack by _s r c ; classt ype : policy- v i ol at ion; re feren ce : ur l ,emul e- pr o j ec t . net; r efe rence : ur l , doc . eme rgingth r ea t s . net /2009968 ; 
r e f e r ence: ur 1 , W\"'-" · emerg i ngth r eats . net / cgi- b i n / cvs 1\le b . cgi / sigs / P2P/ P2P _eMule; s i d : 2009968; r ev ; 3; ) 

#by chr is t op he r campesi 

• 

I 

I 

I 

I 

I 

I 

:!~~! ~~ p s!:::;N!~~8!:~:~5:~ -~;e ! E: ~:::~p~~; oi ~!;~: i!f!t i:~~ : ~!;e~!~c=~~~1 , : : 1:~: ; : ; :c:~~:;;1~=~e~=~~=~~;i, ~~!~:~!~~i~;~~;: ~ ~ : ~ ~=t~~~;;9~::set: 0; depth : 2; t h resho l d : t ype l i mi t, I 
r e f e r ence: url , W\"'-" · emerg i ngth r eats. net / cgi-bin / cvs we b . cgi / s i gs / P2P/ P2P _eMule; s i d : 2009969; r ev : 3; ) 

#by c hri stophe r campesi 

• 
a l e r t ud p $HOME_ NE T 1024 :655 35 - > $EXTER NA L_NET 1024:65535 (msg : " ET P2P eHul e Kademlia Hello Req ue st "; ds i:ze : <48; content: " l e4 11 1"; offs e t :0; de pt h : 2; t hr es ho ld: t ype limit , cou nt 5, 
seconds 600 , t r ac k by_ s r c; c l asstype : policy- vio l at i o n; r efe r e nce: url, emule - proj ect. net; re f e rence : ur l ,doc. emer gingthreats . net / 2009970; re fe r ence : ur l , ,........,,~ . eme r gingthreats. ne t / cgi - I 
bi n/ cvs,"eb . cgi / sigs/ P2 P/ P2P _eMul e; s i d: 2009970; rev : 3; ) 

#by c hris t op her campesi 

• 
a l e r t ud p $HOME_NET 1024 : 65535 - > $ EXTERNA L_N ET 10 24: 65535 (msg :" ET P2P ef-tul e KAO Net work Hello Req uest ( 2 ) "; content : " l e4 10 1" ; depth: 2; byte_test: 2, <,65535, 0,re l ative; t hre s hol d : t ype 

~! ;!~;n~~~: ~ 1~~:~~::~;i~::hr!::~~ n~{/~;~:b~~;~:!~~~ '. ~;~;~r;:;~;:~!~~ ~e;,~i:~e: ~~; ~; ! ~;;~~e ~~: ~~:}t , net; r efe r e nce : ur l ,doc. eme rgingth reats. net / 2009971; I 

#by chri stophe r campesi 

• 
a l e r t ud p $HOME_NET 1024 :655 35 - > $ EXT ER NAL_NET 1024: 65535 (msg : "ET P2P ef-tul e KAD Neb10rk Se r ver Status Request"; dsize:44; conten t :" IBc 97 1" ; offset: 0 ; depth:2; t h res hol d : t y pe limit, 
count 5, seconds 600, t r a ck by _s r c; classt ype : policy- v i o l ation; re fe r ence : ur l , e mul e- pr o ject . net; r efe renc e : ur 1 , doc . eme rgingth r ea t s . net/2009972; 
r e f e r ence: url , W\"'-" · emergingth r eats . net / cgi-bin / cvs 1\le b . cgi / sigs / P2P/ P2P _eMule; s i d : 2009972; r ev ; 3; ) I 
#by chris t ophe r campesi 

• 
#ale r t tc p $HOM E_NE T 1024: 65535 -> $EXT ERNA L_NE T 1024 :65535 (msg:"ET P2P eMule KAD Net wor k Se nd Use rn ame"; f1 01\l : estab lis hed; content: " le3 I "; offset: 0 ; dept h : 1 ; content " 100 00 00 01 J"; 
dept h :4; d is tance : 1; byte_test : l , <,51 , 37 ; t hre s hold: t y pe limit , co un t 5, seconds 600 , t rack by_src; class t ype: policy -v i o la t ion ; refe r ence: u r l, emule - proj ect . net; 
r e f e r ence: ur 1 , doc . emerg i ngth r eats. net /2009973; r e f e r e nce : ur l , W\"'-" · emer gingth r e at s . ne t / cgi-bin/ cvs we b. cgi / sigs / P2P/ P2P _eMule; s i d: 2009973 ; r ev : 3; ) 

#by Philipp Se i del 

• 
a l e r t tcp $HOME_NET any -> $EXTERNA L_NET $HTT P_PORT5 (msg:" ET P2P Bi ttorrent P2 P Client Us e r -Agent ( r l orrent ) " ; flo1" :to_ser ve r ,es tablis he d; co nt e nt : " l0d 0a lUse r -Age nt l 3a l rto rrent /" ; 
c l a sstype: po l icy- vio l ation; r efe r ence: u r l , lib to r r ent. r aks hasa. no; r efe r ence: ur l , doc . eme r gingthr eats. ne t / 2011705; r efe r ence : ur l , W\',\" . eme r gi ngthrea t s. net / cg i -
b i n/ cvs,"eb . cgi / s igs / P2P/ P2 P _ rTo r re nt; s id : 2011705 ; r ev : 3 ; ) 

#by Philipp Se i de l 

• 
a l e r t tc p $HOME_N ET any - > $ EXTE RNA L_NE T $HTT P_PORTS (msg:" ET P2P Bit torrent P2 P Client Use r - Agent ( uTorre nt ) " ; flow: t o_serve r, establis he d; co ntent :" l0d 0a lUs e r -Agent l 3a l uTo r r ent /" ; 
c l a sstype: po l i cy-v i o l at i o n; r efe r ence : u r 1, L\l\Wl . ut o rrent. com; r efe r e nce : u r l , doc . eme r gingthreats. net / 2011706; r efe r e nce : u r l , \-ll'il~ . erne r gingthr eat s . net / cg i -
b i n/ cvs,~eb . cgi / sigs/ P2P/ P2 P _uTo r r ent; sid : 2011706; r ev : 3 ; ) 

#by Matt Jonkman 

• 
a l e r t tcp $ EXTERNAL_NET $HTT P_PORTS - > $HOME_NE T any (ms g: " ET MALWARE 404 Res po nse L\l ith an EXE Attac hed - Li kely Ma l wa r e Drop"; fl ol.\l :es t ablished,f r om_se r ve r ; content: " HTTP/1 . 1 404 Not 
Fou nd I 0d 0a l " ; de pth : 24; cont ent :" I 0d 0a 0d 0a IMZ"; d i s t a ne e: 0; classtype : attem pted-admin; r e fe r ence: ur 1, doc. eme r gingthr eat s . ne t / b i n/v iew/Main/2009028; 
r e f e r ence: ur l , W\"'-" · emergingth r eats . net / cgi- bin / cvs 1\le b . cgi / sigs / POLICY / PO LICY_ 404_EXE; sid : 2009028; r e v :4; ) 

#by Matt Jon kman, fr om q r u 

• 
a l e r t tcp $HOME_NET any -> $ EXTERNA L_NET $HTT P _PORTS (msg: " ET PO LICY AO L Too l bar Use r -Agent ( AOL Tool bar ) " ; f1 01\l : t o_se r ve r , established; c ont e nt : "AOL Tool ba r " ; dept h : 300; nocas e; 
pe re: " / Use r -Agent \ x3a [ "\n )+AD L Toolba r / i " ; c lasst ype : policy- v i olatio n; r efe r ence: url , doc . eme rgingthr eats . ne t / bi n/v i ei"/Main/ 2003469; r eference : url , ~iww . emergingthr eats .net / cgi ­
b i n/ cvs ,~eb . cgi / sigs/ PO LICY/ POLICY _AOL_Tool bar; s id : 2003469; r ev : 5 ; ) 

#Subm i tted by Matt Jonkma n 

• 
a l e r t t cp $HOME_NET any -> $EXTERNA L_NET $HTT P_PORT5 (ms g:"ET PO LI CY AOL Webmail Message Send "; flow:to_ser ver ,established ; con ten t : "POST "; depth :5; nocase; 
uri content : " / compose_frame . adp" ; c lasstype: policy- v i o la t ion ; r e f e r ence: ur l , doc . emergingthr eats . net / b in/v iew/Main/ 2000571 ; r e f e r ence: ur l , M"'-" · emer gingth r eats. net / cgi­
b i n/ cvs1"eb . cgi / sigs/ PO LI CY/ POLICY _AOL_~Jebmail; s id : 2000571; r ev :7; ) 

#Submi t ted by Matt Jonkma n 

• 
#a le r t tc p $HOM E_NET a ny - > $ EXTER NAL_NE T $HTT P _PORTS (msg: " ET PO LICY AOL l.Jebmail l og i n"; flow: to_s er ve r , establis hed; uricont e nt: "/ l ogin/ login . psp?s iteld ="; content: " t riedAi mAuth"; 
c l a sstype: policy- v i olation; r eference: ur l ,doc. eme rgingth reats . net / bin/v i ew/ Ma i n/2000572; r eference: url , 1wrw . emergingth r e ats . net / cgi- b i n/ cvs ~l eb . cg i / sigs / POLICY / PO LICY _AOL_l.Jebm a i l ; 
sid : 2000572; rev :6; ) 

#by Ke vin Ross 

• 
a l e r t tcp $ EXTERNAL_NET a ny -> $HOM E_NET SHTTP_PORTS (msg: " ET POLICY Exte r na l Unenc rypted Connection l o Aa nva l Co nsol e"; f1 01~:establis hed , t o_ser ve r ; 
u r icontent : " / aanval/ flex / Aa nva l f !ex"; nocase; c l ass t y pe : mi se - act i v i t y ; r efe r e ne e: ur 1, www . aanval. com; r e f e r ence: ur 1, doc . eme r gingthr eat s. ne t / b i n/v iew/Ma i n/ 2008561 ; 
r e f e r ence: ur l , W\"'-" · emergingth r eats . net / cgi- b i n / cvs 1\le b . cgi / sigs / POLICY / PO LICY_Aa nva l ; sid ; 2008561; r ev : 2; ) 

#by chri s kn ise l ey 

• 
##a l ert t cp $HOME_NE T a ny -> $EXTERNAL_NET $HTT P _PORT5 ( msg : "ET POLICY Akama i Reds1~oos h CLIOnlineManager Connectio n De t ected"; fl ow: established, t o_ server; content . "PUT "; de pt h :4; 

I 

I 

I 

I 

I 

I 

I 

nocase; content : '' I 0d 0a IUser-Age nt I 3a I" ; content: " rswin_3725 . d 11"; \~i t h in ! 30 ; nocase; clas stype: policy- v i olation; ref erence: ur l , doc . emerg i ngt hreats . net / 2011275; 
r e f e r ence: ur 1 , wwN . emerg i ngth r eats. net / cgi- b i n / cvs we b . cgi / s i gs / POLICY / POLICY _Akami ; s i d: 2011275 ; r ev : 4; ) I 
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#by Ke vi n Ross 

• 
#a l e r t t cp $EXTERNAL_NET a ny - > $HTTP_SERVERS $HTTP_ PORTS (msg : "ET PO LICY Exte rn a l Connec t ion t o Al t i ri s He l pDes k"; flow: to_se r ver , esta blished ; urico nt e nt : " / aexhd/wo rk e r/" ; nocase; 
e l a sstype : mise -activ i t y; r efe r e nce : u r l, \.'r.'11~ . syma nt ec. com/ business / t heme. j s p ?themeid =a l tiris; r efe r ene e: ur l , doc . eme r g i ngt hr eat s . ne t / 2009696; r eference : ur 1, ~MW . e me r gingthr eat s. net / cgi ­
b i n/ cvswe b . cg i / sigs/ POLICY / POLI CV _Alti r is; sid : 2009696 ; r ev : 2; ) 

#by Ke vi n Ross 

• 
#a l e r t t c p $EXTERNAL_NET a ny - > $HTTP _SERVERS $HTTP _PORTS (msg : " ET PO LI CV Exte rn a l Connect i on t o Al ti ri s Consol e " ; flow: t o_se r ve r, es t a bli she d ; uricontent : " / a lti r is / ns/"; nocase; 
e l a ss t ype : misc-activ ity ; r efe r e nce : ur l , W\'11~ . syma nt ec. com/ bus i ness / t heme. j s p ?t herne i d=a l t i r i s; r efe r ene e: u r l , doc . eme r gingth r eats. ne t / 2009697 ; refer e nce : ur l , ~MW . emergi ngt hr eat s. ne t / cg i ­
bin/ cvswe b . cgi / s i gs/ POLICY / POLI CV _Al ti r i s; s i d : 2009697; r ev : 4; ) 

# by ke vi n r oss 

• 
#a l e r t t c p [ 174 . 129 . 0 . 0/ 16,67.202 .0 . 0/18,79 . 125 .0 . 0/ 17,184.72.0.0/15,75 . 101 . 128.0/ 17 ,174 . 129 . 0 .0 / 16,204.236 .128 . 0 / 17 ) a ny -> $HOME_NET any (msg: " ET POLICY I ncomi ng Connect i on At tempt 
Fr om Amazon EC2 Cl o ud" ; f l ol~ : to_server; fl ags : S, 12 ; classtype : misc-act i vity; r efe r ence: ur 1 , doc. eme r gingthr ea t s . net/2010815; r efe r e nce : ur l , www .emer g i ngt hr eats . net / cg i -
bin/ cvswe b . cg i / sigs/ PO LICY/ PO LI CY_Amazon_C l oud ; sid: 2010815; r e v : 5; ) 

# by ke vin r oss 

• 
#a l e r t udp [ 174.129 .0 . 0/ 16 , 67 . 202.0 . 0/ 18,79 . 125.0 . 0/ 17,184 . 72. 0 .0/ 15, 75 . 101.128. 0 / 17 ,174 . 129 . 0 .0/ 16, 204. 236 .128.0/ 17 ) !53 -> $HOME_NET !53 (msg:" ET POLI CY Inc omi ng UDP Pa cket Fr om 
Amazon EC2 Cloud"; c l a sstype : mi se -activ i t y; r ef erence : ur l , doc . e me r g i ngt hr ea t s. net / 2010816 ; r efe r e nce: ur 1, ~MW . eme r gingth r ea t s . net / cg i - bin/ cvsweb . cgi / s i gs / POLI CY / POLI CY _Amazon_Cloud ; 
s i d :2010816; r e v :6 ; ) 

#by mex 
#apac hebenc h 

• 
a l e r t t cp $ EXTERNAL_NET a ny - > $HTTP _S ERVERS $HTTP _PORTS ( msg : " ET POLI CY Apac heBenchma r k Too l Use r -Agen t Detected " ; f10~1: to _s e r ver , esta blished ; content : " ( 0d 0a I Use r - Age nt I 3a I 
Apa cheBe nch" ; of f set : 30 ; nocase ; cla sstype : at t empted - r econ; t h r esho l d : type lirn it , count 1 , seconds 60 , t r ac k by _s r c; ref e r ence: ur l , httpd . a pache .org/ doc s / 2 . 0/ p r ograms / a b . html / ; 
ref e r ence: u r l ,doc . eme r gingth reats . net/ 2010725; re f e r ence : ur 1, www . emerg i ngthreat s.ne t / cgi-b i n/ cvs L-.ieb . cgi / s i gs / POLI CY / POLI CY _ Apac heBenc hmark; sid: 2010725 ; rev : 3; ) 

# mat t j onkma n 

• 
a l e r t tc p $HOME_NET any - > $ EXTERNAL_NET $HTTP_ PORTS (msg : "' ET POLICY Aut o i t l-J i ndows Aut omatio n t oo l Use r -Agent i n HTTP Reques t - Poss i bl y Hos t ile "; fl m,i :establis hed,to_se r ve r ; 
content : " I 0d 0a IUser -Agent I 3a I Auto l t " ; c la ss t ype: policy- v i olation ; r e f e r ence: ur 1 , doc . eme r g i ngth r eat s. net / bi n/v iew/Ma i n/2008350; refe r ence : u r 1 , WI\IW . emerg i ngth r eat s . net / cgi ­
bin/ cvswe b . cg i / sigs/ PO LICY/ PO LI CY_Autoit; s i d : 2008350; rev :4; ) 

#by Ke vin Ross 

• 
a l e r t t cp $EXTE RNAL_NET a ny -> $HT TP _SERVERS $HTTP _PORTS ( msg: " ET POLI CY Exte rnal Une nc rypt ed Connec t i on t o BAS E Console"; flow: to_se r ver,established ; uri co nt e nt : "/ base_ma i n . ph p" ; 
e l a sstype: misc-activ ity; r e f e r e nce : u r l , base . secureidea s . net ; r e f e r ence: ur 1 , doc . eme r g i ngthr eats . net / b in/v i e w/Ma i n/ 2008570 ; r efe r ence: u r l , 1-1L...w . emer g i ngthr eats . net / cgi -
b i n/ cvs ,~e b . cg i / sigs/ PO LI CY / PO LICY _BAS E; s i d: 2008570; r ev : 2; ) 

#t h i s i s not f o r a v ul n , bu t f o r the us e of a n eas ily dec r y pted passwo rd i n t he clea r 
# by Adam Ell i s on . Use t h i s if yo u have a policy of not s howi ng passwo r ds i n t he clea r 
#a dded negat es of Anonymo us and : , i dea from Jo n Sc hiede ll 

• 
a l e r t t cp $HOME_NET any - > any $HTT P_POR TS ( msg : " ET POLICY Outgo i ng Basic Aut h Base64 HTTP Passwo r d det ected une nc r ypted "; flow:es t a blished,to_ser ver; con tent : " l0 d 0a lAut horization l 3a 
20 I Ba sic " ; no ca se; content: ! "YW5v bnltb3Vz0g=="; l~ ith i n : 32; classtype: policy-v i o l ation; r e f e r e nce : ur l , doc . eme r g ingthr eats. net/ b i n/v i e w/Main/ 2006380; 
r e fe r ence: u r l , WL...w . eme r gingth reats. net/ c gi - b i n / cvs 1,ie b . cgi / s i gs / POLICY/ POLICY _Bas i c_HTTP _Au t h; s i d: 2006380; r e v : 10; ) 

# t h i s is not f o r a v ul n , but f o r the use of a n eas ily dec r y pted pa s s,..,o rd i n t he clea r 
# by Adam Ell i s on . Use t h i s if yo u have a policy of not s howi ng paSS\'l'Ord s in t he clea r 
#added negat es of Anonymo us and : , i dea from J on Sc hiede ll 

• 
a l e r t t cp $ EXTERNAL_NET a ny -> $HOM E_N ET $HTT P_PORTS (msg : .. ET POLICY Incomi ng Ba s i c Aut h Base64 HTTP Pass wo r d dete ct ed unenc r ypted"; flol,i :est ablished , t o_s er ve r ; content : '"l0d 
0a I Authori zation I 3a 20 1 Bas i c"; nocase ; con t e n t : ! "Yl•l5vbnl tb3Vz0g::"; withi n : 32 ; clas stype: po licy - vio l a tion; r ef e r e nce : u r l , doc . eme r g i ngthr e ats. net / bi n/view/Ma i n/ 2006402; 
r e f e r ence: u r l , WL'fl'ol , eme r gingth reats. net / cgi - b i n / cvs 1\le b . cgi / sigs / POLICY/ POLICY _Basic_HTTP _Au t h; sid: 2006402; re v : 6; ) 

#Submi t t e d by J oseph Gama 
#Good r u l e s , t ur n t hem on i f you ar e int eres t ed . They ar e accu rate . 

• 
#a l e r t t c p $EXTERNAL_NET a ny - > $HOME_NET any (msg : " ET POLICY Exec ut ab l e and linki ng fo rmat ( ELF) file dovm l oad" ; flOL\l:establi s hed; co nt e nt:" 17F I ELF"; content : " 100 00 00 00 00 00 00 
00 I "; c l as s t y pe : policy- v i olation ; r efe r ence : u r l, l'IL\IW . i tee. uq . ed u . au/-c r i s t ina / students/ davi d/ honou r sThes i s96/ bf f . h t m; r efe r e nce: url,doc . eme rgingt hr eats . net / bi n/v i el~/ Ma i n/2000418; 
r eference: u r l , WL'fl'ol . emergingth reats. net / cgi -b i n / cvs 1,ie b . cgi / sigs / POLICY / POLICY_ Bi na ry_Do~mload s; s i d: 2000418; r ev : 11 ;) 

#Submi tt e d by J oseph Gama 
#Good r u l es, tu r n t hem on i f you ar e i nterested . They ar e accu rate . 

• 
#a l ert t cp $ EXTERNAL_NET a ny - > $HOME_NE T any (msg : " ET POLICY PE EXE o r Dl l l-J i ndows file do~m l oad"; flm-.i : e s t a blished; co nt ent : "MZ"; i sdataat : 76, relat i ve; content : "This p r ogram cannot 
be r un i n 00S mode."; distance: 0; isdataa t : 10,re l ative; cont e nt :" PE" ; d i s t ance : 0 ; flowbits : se t ,ET . ht tp . bi na r y; cla sst y pe : policy-violation ; 

I 

I 

I 

I 

I 

I 

I 

I 

I 

I 

ref erence: u r l ,doc . emergingth reats . net / bin/v i ew/Ma i n/2000419; r efe r ence : ur l , WL>IL'ol . eme r g i ngth r eats . net/ cg i - bin / c vsL-.ieb . cgi / s i gs / POL I CY / POL I CY _Bi nar y_Doll'm l oads; s i d : 2000419; r e v : 1 2; ) I 
#Submi t t e d by J oseph Gama 
#Good r u l es, t ur n t hem on i f you ar e i nter ested . They ar e accu rate . 

• 
#a l e r t t c p $ EXTERNAL_NET a ny -> $HOME_NE T any (msg : " ET POL I CY REG fi l es vers i on 4 doll'm load " ; flow:establi s hed; co ntent : "REGEDIT4 "; content : " 10 D 0A I"; d i s t ance :0; content: "[ "; 
d i stance :0; con t e nt : "HKEY _"; dis tance: 0 ; nocase; e l asstype : mi se -activity; r efe r enc e : u r l , WLWL ss64 . com/ nt / r eged it . ht ml ; r efe r e ne e : u r l , doc . eme r gi ngth r eat s. net / bin/v i ew/Ma i n/ 2000420 ; 
reference: u r l , ww.,i . emergingth reats . net/ cgi - b i n/ cvs 1,ieb . cgi / sigs / POLICY/ POLICY _B ina ry_Do~ml oad s; s i d: 2000420; r ev : 11 ; ) I 
#Submi tt e d by J oseph Gama 
#Good r u l es, t ur n t hem on if you ar e i nter ested . They ar e accu rate . 

• 
#a l ert t cp $EXT ERNAL_NET a ny - > $HOM E_NE T any (msg : " ET POLICY REG f iles ve r s i on 5 do~m l oad"; flo L-.i : e s t ablished ; cont ent : "Wi ndows Regist ry Ed i t or Version 5.00" ; content : "' 10D 0A I" ; 

~~~:;:~~~ ~ : ~ 1 : ::~~: :~;:~~~~ ~e;~~ ~~=ti~~: ~ ~1~j~~s:!~ ~ ~:~ ~ ;~ ~!~i,c ~;~~~~~;~~= !i~:":;:;:~~:~~~/ ;1r~!~~~~; r::~~;: ; ce : u r l, doc . emerg i ngthr eat s . ne t / b i n/v iell'l/Ma i n/ 2000421 ; I 
#Submi tt e d by J oseph Gama 
#Good r u l es, t ur n t hem on i f you ar e inter es t ed . They ar e accu rate . 

• 
#a l e r t t cp $EXTERNAL_NET a ny - > $HOME_NET any (msg : " ET POLICY REG fi l es ve r s i on 5 Uni code downl oad" ; flow: est a blished; con t e nt:"Wl00 l i l00 ln l00 Jd l00 l o l00 lw l00 l s l00 I 

l: !:~~•1•~ 1::1 ;I:: I; 1:: I~ 1: 1:1 ::1:. \ ~!~!::: ;~;:!~:!~I=~;; I ::t~~:t 71 ~t~:~;e ! : t ): !: ;:! I :!: ~:)~!!!: 1 ~!:1 [ n ~:~!,!:!~ ~~1! d!~!:!~:l~!:~:!,:~~:;;~;~)~~e:;~: in~~;:~~;: [ I •• I"; I 
refe r ence: u r l , www . emergingth reats . net/ cgi -b i n / cv s1"eb . cgi / s i gs / POLICY/ POLICY _ Bina r y_Download s; s i d: 2000422; r ev : 10;) 

#Submi tt e d by J oseph Gama 
#Good r u l es, t ur n t hem on i f you are i nter es t ed . The y are accu rate . 

• 
#a l e r t t c p $ EXTERNAL_NET a ny -> $HOME_NET any (ms g : "ET POLICY NE EXE 0S2 f il e downl oad"; flow: established ; cont e nt: "MZ"; i sdat aa t : 76 , r e l ative; co ntent: " Thi s program ca nnot be r un i n a I 
005 sess i on . "; i sdataat : 6, r e l ative; con t ent : "NE " ; d i stance : 0 ; c l asstype : mi se - act i v i t y; r efe r e nce: ur l , 1wru . i t ee . uq . edu . a u/ "'c r i stina / students / da v i d / honour s Thes is96/ bf f . ht m; 
r e f e r ence: u r l ,doc . eme r gingth reats. net / bi n/vi ew/Main/ 2000423; r e f e r ence: ur 1 , WWL'ol , eme r g i ngth r eats. net / cg i - b i n / cvS L\leb . cgi / s i gs / POLI CY / POLI CY _Bi nar y _Downl oads; s i d: 2000423; r e v : 10 ; ) 

#Submi tted by J oseph Gama 
#Good r u l es, t ur n t hem on i f you are i nter es t ed . They are accu r at e . 

• 
#a l e r t t cp $ EXTERNAL_NET a ny - > $HOME_NET any (msg : " ET POLICY LX EXE OS2 fi l e downl oad"; flow: es t a blished ; cont e nt: "MZ"; isdat aa t : 76,re l a t i ve ; co ntent : " Th i s pr ogram ca nnot be run i n a I 
00S sess i o n . " ; i sdataat: 6, r e l ative; co nt ent : '" LX" ; d i stance : 0 ; class t ype : mi se · ac t i v i t y; r efe r e nce: ur l , IWM . itee . uq . edu . a u/ "'C r i s tina / students / da v i d / honour s Thesis96/ bff . ht m; 
ref erence : u r l ,doc . eme r gingt h reats . net / bin/v i ew/Main/ 20004 24; r e f erence : ur l , WL>IL'ol . eme r g i ngt hr eats. net/ cg i - b i n / c vsL\leb . cgi / sigs / POLI CY / POLI CY _Bi nar y_Doll'm l oads; s id : 2000424; r e v : 9; ) 

#Submi tt e d by J oseph Gama 
#Good r u l e s, tu r n t hem on i f you ar e i nter e s t ed . They ar e accu r a t e . 

• 
#a l e r t t cp $EXTERNAL_NET a ny - > $HOME_NE T any (msg : " ET POLICY NE EXE l-Jindows 3 . x f ile downl oad" ; flow: establi she d; content : "MZ " ; i sdataat: 76,re l ative ; content:"Th i s prog r am r eq u i res 
Mi e rosof t Wi ndOL\I S . "; i sda t aa t : 10, r e l ative; cont e nt: "NE" ; d i s t a nce : 0 ; classtype : mise - activ i t y; r efe r e nce: ur l , 1W1w . i t ee . uq . edu . au/ .... c r i s ti na / student s / da v i d / honour sThes i s96/ bf f . ht m; 
ref e r ence: ur l ,doc . emergingth reats . net/ bin/v i ew/Main/20004 25; r efe r ence: ur l, WWL'ol . eme r g i ngth r eats . net/ cgi - b i n / c vsL\leb . cgi / sigs / POLICY / POLICY _Bi nar y_Do~ml oads; s i d : 2000425; r e v : 9; ) 

I 
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#Submit t ed by Joseph Gama 
#Good r u l es , t u r n t hem on i f you ar e in t er es t ed . The y a r e acc u rate, 
# 
#a l e r t t cp $EXTE RNAL_NET any - > $HOME_NET any (msg: " ET POLICY EX E compressed PKWA RE Windows fi l e doi,ml oad" ; f101>J : es t a blished; cont e nt: "MZ"; isdat aa t : 28, r e l ative ; cont e nt : "PKLITE " ; 
distance: 0; clas s t ype: mi sc-act i v i t y ; r ef e r ence : u r l , w-.,ny . program- t r ansf o r mat ion .org/ Tra nsform/ PcExe Format; r ef e r ence: u r l , doc. emergingth r eat s. net / bi n/vi ew/Main/ 2000426; 
r ef e r e nce : u r l , l'fl'A>J . eme r gingt hreats, net / cgi - bin/ cvs 1Yeb . cgi / sigs / POLICY/ POLICY _Bi nar y_Oownl oads ; s i d : 2000426; r ev : 9 ; ) 

#by jai me blasco 

• 
#a l e r t t cp $EXTERNAL_NET any -> $HOME_NE T any (msg : " ET POLICY PE EXE o r Oll l-l i ndows f ile downl oa d ( 2 ) " ; flow:established ; content:"MZ" ; i sda t aat:76, r e l ative; cont ent : "Wi ndoNs Prog r am" ; 
dis t a nce: 0; i s dataa t : 10, r e l at i ve; content: "PE" ; d i stance :0 ; fl oL>Jbi t s: set , ET. htt p . bi nary; c l ass t ype : policy- v i o l a t ion; r ef er e nce : ur l , doc . eme r g i ngt h r ea t s . net / 2010869; 
r ef erenc e : ur 1,www . emer gingth reats. net / cgi - bi n/ cvs web . cgi / sigs / POLICY / POLICY _Binar y_Oovmloads; s id : 2010869; r ev : 2; ) 

#Oi sa bling as i t overl a ps wi t h 2000419 
# 
#a l ert t cp $EXTERNAL_NET any - > $HOME_NE T any (msg : " ET POLICY PE EXE Inst a ll 1-l indows f ile downl oad"; f101Y : es t ablished; cont e nt :"MZ" ; i s dataat : 76 , r e l ative; cont e nt : "Thi s p r ogr am must 
be "; di stance : 0 ; i s dataat : 140, r e l ative; con t ent:" PE" ; d is tance : 0; flov,bi ts:set ,ET.ht t p . bi na ry ; c l ass t y pe : policy -v i o lation; r efe rence:u r l , MYIY . pr ogr am-
t r a ns f or mation . o r g/Tra nsf or m/ Pc Exefor ma t ; r ef er ence: ur 1, doc . emergingthrea t s. net / bi n/v iew/Main/2000427 ; r ef er ence: ur 1, L>NM . eme rgingt hrea t s. net / cg i -
bin/ cvs1Yeb . cgi / sigs / PO LICY/ POLICY_Bi na r y_D01-Jnl oads ; s i d : 2000427; rev : 12; ) 

#Disa bling as i t overlaps with 2000419 
# 

I 

I 

I 

#a l ert tc p $EXTERNAL_NET any - > $HOME_NE T any (msg: " ET POLICY ZI P fil e downl oad" ; flow: establi s hed; content : "PK l0304 I " ; byte_tes t: 1 , <=, 0x14 , 0, s t ri ng , he x; co ntent: " 100 00 00 1" ; I 
d i stance : 0; cla s s t ype: mi sc-act i v i t y ; r ef e r ence : u r l , zz i plib. s ou r cefo r ge . net / zz i p- parse . pr int . html; r eference : u r l , doc. eme r gingthreats . net / b i n/vi ew/Main/ 2000428; 
r ef erenc e : ur l , www .emerg i ngth reats. net / cgi -bin/ cvs web . cgi / sigs / POLICY / PO LI CV _Bi na r y_Oownl oads; sid : 2000428 ; r ev : 10; ) 

#Oi sabling as it overl a ps with 2000419 
# 
#a l ert t cp $EXTERNAL_NET any - > $HOME_NE T any (msg: " ET POLICY Ooi,ml oad l-l i ndows He l p File CHM" ; f101t1: establis hed; content : " ITSF 103 I" ; i sdataa t : 19 , r e l ative; cont e nt : " I 7C 01 FD 10 78 AA 
11 00 9E 0C 00 A0 C9 22 E6 EC 7C 01 FO 11 7B AA 11 00 9E 0C 00 A0 C9 22 E6 ECI " ; di stance : 0; classt y pe: mi sc-act i vity; r efe r ence: url, w-.YIY . spea keasy.o r g/ ~russot to/ chm/ c hmforma t.html ; I 
r ef erence : ur l , W\'A>J . securi t eam. com/wi ndows ntfoc us / 6V00N000AU. html ; r efe r e ne e: u r l, doc. eme r gingth r ea t s. net / bi n/v i eiY/ Mai n/ 2000489; re f e r e ne e: u r l , 'rfl'IIY , eme r gi ngth r ea ts . ne t / cgi -
bin/ cvsweb . cgi / sigs / PO LICY/ POLICY_Bi na r y_D01-Jnl oads ; s i d : 2000489 ; rev :9; ) 

#Disabling as i t overl a ps wi t h 2000419 
# 
#a l ert tcp $EXTERNAL_NET any -> $HOME_NE T any (msg: " ET POLICY Ooi,ml oa d l-li nd01"s He l p File CHM 2" ; flow: establi shed; content : "ITSFl03 I" ; i sdataat: 19 , r e l at i ve ; content : " 110 FO 01 7C AA 
7B 00 11 9 E 0C 00 A0 C9 22 E6 EC 11 FO 01 7C AA 78 00 11 9 E 0C 00 A0 C9 22 E6 ECI " ; dis t a nce : 0; classtype : mi sc - acti vity; r efe r ence :url , wt>M .speakeasy . o rg/ .... russot t o/ c hm/ chmfo r mat. ht ml ; 
ref erence : ur 1, www . secu r i team. com/wi ndows nt f oc us / 6V00N000AU. ht ml ; re fere nce : u r 1, doc . eme r gingth r eats . net / bi n/v i ew/M ai n/ 2000429; re fe r e ne e : u r 1, WWIY , eme r gingth r ea t s . net / cg i -
b i n/ cvs1Yeb . cgi / sigs / PO LICY/ POLI CY _Binary_Do1>Jnl oads; s i d : 2000429; re v : 9; ) 

#Oi sa bling a s it ove r l a ps wi t h 2000419 
# 

I 

#a l e r t t cp $EXTERNAL_NET any -> $HOME_NET any (msg: "ET POLICY MS I (mi crosof t ins t aller fi l e ) do1inl oad" ; flmi : establis hed ; content: " 100 CF 11 E0 Al Bl l A El I"; classtype: bad - un knol'm; I 
r ef e r e nce : ur l, doc . eme r gingt hreats . net/ b i n/v iew/Ma i n/2001115; ref e r e nce : ur l, W\-n>J . eme r gingth r eats . net / cgi - bin/ cvs 1Yeb . cgi / sigs / PO LICY/ POLICY _Bi nar y _Downloads; sid : 2001115 ; r ev : 7 ; ) 

# t his s i g JUST get s updates from ext erna l _net 
# 
alert ud p $EXTERNAL_NET a ny -> $HOME _NET 53 (msg : " ET POLI CY DNS Update From Ext er na l net "; byt e_t est: 1 ,&,40, 2; classt ype :poli cy -v i o l at i on; r ef e r e nce: ur l,doc .eme rgi ngthr eats . net / 2009702; 
r ef erence : ur l , \YWW . eme r gingthreats . net / cgi - bi n/ cvs web . cgi / sigs / POLICY / POLICY _Bind ; s i d: 2009702; rev :4 ; ) 

# Idea by Oav i d Glosse r , s i g by Matt Jon kma n 
# 
#a l ert i p [0 . 0 .0 . 0 / 8,39 . 0 . 0 . 0/ 8] any - > $HOME_NET any (msg :"ET POLI CY Reserve d IP Space Traffi c - Bogon Ne t s l "; class t ype: bad- unknown; th r eshol d: t ype limi t, track by_s r c, coun t 1 , 
seconds 360; r ef e r ence: ur 1, WW\'1 . cymr u . com/ Doc ume nt s / bogon - lis t . html; r ef erence : u r l , doc . emergingth r eats. net / bi n/v iew/Ma in/ 2002749 ; r ef erence : u r 1 , MWI . eme r gingth reats. net / cgi ­
bin/ cv s1Yeb . cgi / sigs / PO LICY/ POLI CY_Bogon_Net s; s i d : 2002749; r ev : 13; ) 

# I dea by Oav i d Gl osse r , s i g by Ma t t Jonkman 
# 
#a l ert i p [ 102.0 . 0 .0/ 7 ,104 .0 .0 . 0/ 8,106 . 0 .0 . 0/ 8, 179 . 0 . 0. 0/ 8 , 185 .0.0 . 0/ 8 ] any -> $HOME_N ET any (111sg : " ET POLICY Rese r ved IP Space Tr affi c - Bogon Net s 2"; classtype: bad - unkn01~n; t hr eshold : 
t ype limit , t rac k by_s r c , count 1, seconds 360; r e f e r ence: u r l , 1.,.,.w, . cymru . com/ Documents/ bogon- list . htm l ; r ef er ence: ur l , doc . eme rgingt hr ea t s. net / bin/vi ew/Ma i n/ 2002750 ; 
refere nce : ur 1, WWIY . eme r gingth r eat s . net / cgi -b i n/ cvs web . cgi / sigs / POLICY / PO LICY _Bogon_Nets; s i d : 2002750; r ev : 26; ) 

# I dea by Oavid Glosse r , s i g by Ma t t Jonkman 
# 
#a l e rt i p [192.0 . 0 .0/24, 192.0.2 . 0 / 24, 198 .18 . 0.0/ 15, 198 .51. 100.0/ 24,203 . 0 . 113 . 0/ 24} any -> $HOME_NET a ny ( msg : " ET POLICY Re se r ve d I P Space Tr affi c - Bogon Ne t s 3"; cla ss t ype : bad- unknorm; 
t hres hol d : t y pe limi t, t r ac k by_s r c • cou nt 1 , seconds 360; r efe r ence : ur l , WIYIY . cymr u . com / Doc ume nt s / bogo n - list . html; r e f erence : ur l, doc .eme r gingthreats, net / bi n/ view/Ma i n/ 2002751; 
r ef erence : ur l , l'fl'll>J . emerg ingt h reats . net / cgi - bi n/ cvs1Yeb . cgi / sigs / POLICY/ POLICY _Bogon_Nets; s i d : 2002751 ; r ev : 8; ) 

#This i s for rese r ved i nte r na l s pace . Do NOT r un t hi s s i g o n you r i nt e r na l net , comment ed out by defa ul t . 
# 
#a l e r t i p [ 10 .0 .0 . 0 / 8, 169 . 254.0 . 0 / 16 , 172. 16.0 .0/ 12, 192. 168. 0 .0/16 ] any -> $HOME_NET any (msg : " ET POLI CY Reserve d Int e rna l I P Traffic"; class t y pe: ba d -un known; t hr es ho ld : t ype limi t, 
t r a ck by _s re , count 1, seconds 360; r efe r e nce : ur l , WIIM . cymru . com/ Doc uments / bogon - list . ht ml ; ref e r ene e: ur l , doc . eme r gi ngthr ea t s . ne t / b i n/v i ew/Ma i n/ 2002752; 
ref erence : ur 1, WWIY . eme r gingth r eat s . net / cgi -b i n/ cvs web . cgi / sigs / POLICY / POLICY _Bogon_Nets; s i d : 20027S2; r ev : 4; ) 

# t his i s a d i st r i but e d sea r c h engi ne cra\Yling t hi ng. I am not a L>Ja r e of any s py1tl ar e- like activity , but it i s li ke l y not we lcome o n a cor po rate net 

• 
#a l ert t cp $HOME_NET any -> $EXTERNAL_N ET $HTTP_PORTS (msg : "ET POLICY Boi t ho. com Di str i buted Cr awl er i n use - Use r -Agent (boitho . com- dc ) " ; flow: t o_se r ver , es tablished ; co nt e nt : " l0d 
0a I Use r -Agent I 3a I bo i t ho. com" ; nocase; c l ass t ype ; t roj an-act i v i t y; r eference: u r l , doc. eme r gi ngth r eats. net / bin/v i eN/Ma i n/ 2003653; r eference; u r l , v11,ny . emer gi ngth r eats. net / cg i ­
bin/ cv s1Yeb . cgi / sigs / PO LICY/ POLI CY_Boi t ho. com; s i d : 2003653; r ev : 4; ) 

#cc pr oxy is a l eg i t i ma te pr ogr am, but has been seen i n use by ma l wa r e t o pr oxy r emote ht t p 
#it ' s ap r odu ct des i gned f or i nte r na l ne t wo rk use. Run t his s i g exte r nally t o detect i t i n use r emote l y. 
#This would likely be hostile ac tivity 
#by Mat t Jonkman f r om sandne t ana l ysis 

• 
alert tcp $ EXTERNAL_NET $HTT P_PORT S -> $ttOME_NET a ny (msg: "ET POLICY CC Pro xy i n use remot e l y - Poss i bl y Hos t ile /Ma l wa re"; flow: established , fr om_se r ve r; con t e nt : " 200 Con nection 
e stablis hed I 0d 0a I Pr oxy-agent I 3a I CCProxy "; de pth : 58; e l ass t ype : t r oj an-ac tiv i t y ; r e f e r ence: u r l , 1.,.,.,.rw . youngz:so f t . ne t ; r efe r ence : u r l , doc . eme r g i ngt h r ea t s. net/ bi n/v i ew/Ma in / 2007576; 
r eferenc e : ur 1,WWIY . eme r gingth r eat s . net / cgi - bi n/ cvs web . cgi / sigs / POLICY / POLICY _CCP r oxy ; s i d: 2007576; r ev : 4 ; ) 

#by chri st opher Carr.pesi 
# 
#a l e rt t cp $HOME_NET any -> 38 . 97 . 75 . 0/ 24 443 (msg : " ET POLICY Ca r bo ni te Online Bac kup SS L Hands hake"; flovl : es t ablished,to_se r ve r ; cont e nt : "Car boniteinc"; offset:56; c l ass t ype : pol i cy­
vio la t i on ; re f e r ence: ur l, doc . eme r gingthr eats ne t / 2009798; refe r e ne e: url , www . eme r gi ngth r ea t s . net / cgi-b i n/ cvsweb. cg i / s i gs/ POLICY / POLI CY _Ca r boni t e; s i d: 2009798 ; r ev : 2; ) 

#by evilghos t 
# 

#a l e r t tc p $HOME_NET any -> $EXTE RNAL_NE T $HTT P _PORTS (msg: " ET POLICY Carbon i te. com Bac kup Soft111a r e Lea ki ng MAC Ad dre ss" ; flow: established , t o_se r ve r ; content : "GET "; dept h :4; 
u ricontent : " / manage. ol d/ su n/ s ignup . as px ?MACAddr es ses=l-tAC"; noc ase ; ur icont ent : "Sh01YCount : " ; nocase; classtype : po l i cy- v i o l ation; r e f erence: ur 1, doc . eme r gingthrea ts. ne t / 2009800; 
ref erence : ur l , WWl>J . emerg i ngth reats . net / cgi - bi n/ cvs web . cgi / sigs / POLICY / POLICY _Ca rbon i te; sid : 2009800; r ev : 3; ) 

#by eo i n miller 
# 

I 

I 

I 

I 

I 

I 

I 

I 

~!;;~: : :p n!~:!;N~!n~: ~t ~ ~ I !~X!!i:~~~!;e~~ì ! : T~:~:o~~~:: ~ ~! t ~ ~!~l 0~a;~1~~t ~~~::e ~a~ ~~~s:;;: 7 : ~1i~;~:~~f :~ ~ o~~a ~~~: ~!~ ,! ~ ~~~~!~~ ~ :!e ~~~~~~~~:~!!~~:~/~~~:;~;r; content : "GET .. ; I 
r ef erence : ur l , W\'AY . emerg i ngth reats, net / cgi - bin/ cvs 1~eb . cgi / sigs / POLICY / POLI CV_ Carbo ni te; sid: 2009801; r ev : 3; ) 

#online t oo l s 
# 

alert tcp $ EXTERNAL_NET any -> $HOME_NET $HTT P _PORTS (msg: " ET POLICY Ce nt r a l ops , net Domain Dossie r Ut il ity Probe"; flow: es t ablishe d, to_se r ve r ; cont ent : "USE R-Agent I 3a l Doma i n Doss i e r 
utili t y ( http I 3a I //Ce ntra l Ops. ne t /) " ; nocase; c l ass t ype : pol i cy-vio l ation; r e fe r ence: ur l , ce nt r a l ops . net; reference : ur l , doc . emerg i ngth reats . ne t / bi n/v i eii/Mai n/ 2003623 ; I 
r ef e r e nce : ur l , wwt>J . eme r gingthreats . net / cgi - bi n/ cvs web . cgi / sigs / POLICY / POLICY _Cent r al ops . ne t; s i d : 2003623; r ev : 4; ) 

#online t ools 
# 
a l e r t tc p $EXTERNAL_NET a ny - > $HOME_NET $HTT P _PORTS (msg: "' ET POLICY Ce nt r al ops . net Pro be " ; flmi : e s t a blis hed , t o_se r ve r ; content: "US ER - Age nt I 3a I "; noca se; cont ent : "Cent r al Ops . net /) " ; 

~i~~!:~!::: c;~~::;! /~~~~~~~~~ i~~~~:~;~~ i::!~~!t :e:~~~~~:~~; ! ; c;:~~:~?s. ne t ; r ef e r e nce : ur 1, doc. emergi ngthr e at s . net / b in/v i e iy/Ma i n/2003631 ; refe r e nce : ur 1, www . emergi ngthr eat s. net / cgi- I 

#Submit t ed by Matt Jonkma n 
# 
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a l e r t tcp $HOME_NET 23 - > a ny a ny (msg : " ET POLICY Cisco Device in Config Mode"; fl ow: es t abli s hed; co nt e nt : " Enter config ur a tion commands, one pe r line" ; nocase; clas stype : not ­
s uspicious; r e f e r e nce : u r l , doc. emergingthr eats. net / bi n/view/Ma i n/ 2001239; re f e r e nce: ur l , w1111'i . eme r g i ngt hr eat s. net / cg i - bi n/ cvs1-ieb. c gi / s i gs / POLICY/ PO LI CY _Cisc o ; s i d : 2001239; rev : 9; ) 

#Submitted by Ma t t Jonkma n 

• 
a l ert t cp $HOME_N ET 23 -> a ny a ny ( ms g : " ET POLICY Ci sco Dev i ce New Config Built "; flow: es tabli shed ; cont e nt : "Build i ng configur ation . . . " ; nocase ; class t ype: not - s uspici-ous; 
r e f e r e nce: u r l , doc . emergingt h reats . net / b i n/v i ew/Ma i n/ 2001240; r e f e r ence : ur l , ww1.oJ . eme r g i ngth reat s. ne t / cgi-bin / c vs we b . cgi / s i gs / POLI CY / POLICY _ Ci sco; s i d : 2001 240; r ev : 9; ) 

#by Ke vi n Ross 

• 
a l e r t t cp $HOME_NET 23 -> $EXTE RNAL_N ET any (msg: " ET TEL NET h t e r na l Te l net Att empt To Cisco Oev i ce With No Te l ne t Passwo r d Set (Aut oma tically Dissa l01-ied Unt il Pass wo rd Set ) " ; 
floi,J : f r om serve r ; co nt e nt: " Passi,rn rd r eq uired, but no ne set" ; dept h : 31 ; c l ass t ype :mi sc-act i v i ty; r ef erence: ur l , a r t i cle s . techr epublic . com. com/ 5100- 10878_11 - 5875046 . ht ml ; 
ref e r e nce-;-u r l , doc eme r gingth reats. net / b i n/v i ew/Main/ 2008860; ref e r ence : ur 1 , www . eme r g i ngt hreats. net/ cg i - bin / cvs 1.oJeb . cgi / s i gs / PO LI CY / POLI CY _ Ci sco; s i d : 2008860 ; r ev : 3 ; ) 

#by Ke vi n Ross 

• 
#a l e r t tcp $HO'\E_NET 23 - > $EXTE RNA L_N ET a ny (msg : " ET TELNET Ext e rn a l Te l net Logi n To Ci sco Dev i ce"; f101.>J : fr om_se r ver,es t a blis he d; cont ent : " User Access Verificat i -on"; classty pe: misc-
act i v i t y ; de pt h : 24 ; re f e r e nce: u r l , a r ti e l es . t ec hr e public . com, com/ 5100-10878_11- 5875046 . html ; r efe r ene e: u r l , doc , eme r gingt h r eat s. ne t / b i n/v i e1>J/ Ma i n/2008861 ; 
r e f e r e nce : u r 1 , WL'J\>J . emergingth r eats . net/ cgi - b in / cvs 1>Jeb . cgi / sigs / POLICY/ PO LI CY _ Cisco; s i d: 2008861; r ev : 3; ) 

# by Kevi n Ross 

• 
#a l e r t tcp $EXTERNAL_NET a ny - > $HOME_NET $HTT P_PORT5 (msg: " ET POLI CY Ext erna l Access t o Cisco Ai r one t AP Ov e r HTT P ( Pos t Aut he ntication) "; f101" : to_ser ve r ,established; 
uricontent : " / a p_home . ht ml "; e l asst ype : mi sc-a c tiv i t y; r ef e r e nce : u r l , s uppor t wi ki . cisco . COfll/ Vi e11Mi ki / i ndex . ph p/ Ho1.~_ t o_conf i gure_HTTPS _on_ t he_AP; 
ref e r e nce: u r l , doc . emergingt h reats . net / bin/v i ew/Main/ 2008862; r e f e r ence : ur l , www . emerg i ngth reats . net/ cg i - b i n / c vs1.oJeb . cgi / s i gs / POLI CY / POLI CY _ Ci sco; s i d : 2008862; r ev : 2; ) 

#By Cory Bys, Pa r t icle . bo r e d . 
#These a r e go ing to inc rease l oa d on a s nort pr ocess, and a r e NOT FOO LPROOF . But t hey may he l p revea l i ss ues 
#1.oJ ith i nf o r ma i-on fl 01-i . NOTE: These will not det ect classified UU Encoded docs ( email a t tac hment s ) etc . 
#Email 
#Non- US Rest ricted 

• 
#a l e rt tcp $SMTP _S ERVE RS a ny - > $EXTERNAL_NET 25 ( msg: "ET POLICY SMT P Non - US Res t ric t ed Out bound "; f1 01-i : t o_server , est a blished; cont e nt: "Subj ect l3A I " ; pe r e: " ///( (A-Z ] 
{ 3} \ s ) +RESTRI CT ED//X5/ i sm" ; e l asst ype: pol icy- v i olation; r ef er ence : ur l , doc . eme r g i ngth r ea t s. net / bi n/v iei'i/Ma i n/ 2002410; r ef e re nc e : ur l , 1.,n,,w . eme r g i ngthr ea t s . net / cg i ­
b i n/ c vswe b . cgi / sigs/ PO LICY / POLICY _Class i f ied _ I nfo r ma t i-on ; s i d : 2002410 ; r e v : 3 ; ) 

#Non -U5 Confid ential 

• 
#a l e r t t cp $SMTP _SERVE RS a ny - > $EXTERNAL_NET 25 ( msg : "ET POLI CY SMTP Non - US Confi dent ia l Out bound " ; f1 01.>J : t o_se r ve r ,es t a bli shed ; cont e nt: "Subj ect I 3A I " ; pere : "///( [A-Z ] 
{3} \ s ) +CON FIOENTI AL//X5/ i sm"; e l a ss t ype : policy -vio l ation ; r efe r e ne e: u r l , doc. eme r gi ngt hr eat s . ne t / bin/v i e 1.oJ/Main/ 2002411 ; r efe r e nce: u r l , www . eme rgi ngthreat s . net / cg i ­
bin/ cvS\'ie b . cgi/ sigs/ PO LICY / POLI CY _C lassi f ied_ I nfo r mation ; s i d : 2002411 ; r e v : 3; ) 

#Non -US Top Sec r et 

• 
#a l e r t tcp $SMTP _S ERVERS a ny - > $EXTERNAL_NET 25 ( msg : "ET POLICY SMTP Non - U5 Top Sec r e t Out bound "; fl ow: t o_serve r ,established; con t e nt : "Subj ect ] 3AI " ; pe r e : " ///( [A- ZJ 
{ 3} \ s ) + TOP\ sSECRET / / X5/ ism"; c l asstype: pol icy -v i o l at i o n; r efe r e ne e : ur l ,doc . eme r gingt h r eats . ne t / b in/v i ew/Ma i n/ 2002412; r efe r ence: ur 1, VNl\tl . e me r gingt hr ea ts . ne t / cgi -
b i n/ cvs1-ieb . cgi/ sigs/ PO LICY / PO LICY _Class if i ed _ I nformati -on ; s i d : 2002412; r e v : 3; ) 

#Non -US Sec r et 

I 

I 

I 

I 

I 

I 

I 

:al e rt tcp $SMTP_S ERVERS a ny • > $EXTERNAL_N ET 25 ( msg : "ET POLICY SMT P Non - US Sec r et " ; f101'i :to_se r ve r ,establis he d; content : "Subject l 3A I"; pc r e : "/// ( (A-Z ]{3}\ s ) +(? <!TOP\ s ) SECRET//X5/ ism"; I 
e l ass t yp e : po l icy- vio l at ion; ref e r ence : ur l , do c . emergi ngth r ea t s . net/ bi n/v i ew/Ma i n/ 2002413; r ef erence : u r l , 1.'l\,n,J. eme r g i ngthr ea t s. ne t / cgi-
bin/ cvswe b , cg i / sigs/ POLICY / POLICY _Class i fied _I nfo r ma t i-on ; s i d : 2002413; rev : 3; ) 

#NATO Res t r i c ted 

• 
#a l e r t tcp $SMTP _SERVE RS a ny - > $EXTERNAL_NET 25 ( msg : "ET POLI CY SMTP NATO Restricted" ; floi,J : t o_se r ver ,establi she d; content : "Subj ec t I 3A I " ; per e: "///( ( NATO \ s RESTR I CTE D) INR)/ / MR/ ism"; 
e l asstype : po l icy- vio l at ion; r e f e r ence : ur l , doc, eme rgingth r ea t s. net / bi n/v i ew/Ma i n/2002414 ; ref e r ence: u r 1 , l'l\'1\>J . eme r g i ngthr ea t s. ne t / cgi-
bin/ cvswe b . cgi/ sigs/ POL ICY / POLI CY _Class i f ied_ I nfo r ma tion ; s i d : 2002414; r e v : 3; ) 

#NATO Confide nt i a l At oma l 

• 

I 

: : ~:~: / );~ ( !!';~~;~:~~~:N; ~! L ,:A~~~~~~~~~;M!~ i ~:~7 : : i!s:~~~~ p! ~!:y~~! ~ l ;~~=~~e ~! ~: ~e~!~~: ~ ~ ~ d: !~:~; ~g~ ~; ~~ ~;:~; ~~!!; ~~~~v~~=)~: i~; ;~~:~: ! 3~!; !rence : url , 1,Mw. eme r g i ngth r ea t s . net/ cgi - I 
b i n/ cvs1-ie b . cgi / sigs/ POL ICY / POLICY _C lassified _I nformati -on ; s i d : 2002415; r e v : 3; ) 

#NATO Confide nt i a l 

#a l e r t tcp $SMTP _SERVE RS a ny · > $EXTERNAL_N ET 25 ( msg : "ET POLI CY SMTP NATO Confi de nt i a l "; flow: t o_se r ve r ,est ab li s hed ; co nt e nt: "Sub j ect I 3A I " ; pere : " ///( ( NATO\ sCON FID ENTIAL) INC) / /MR/ ism" ; 
e l ass t ype: po l icy- v i o l ation; r e f e r ence: url , do c . eme rgi ngth r ea t s . net/ bi n/v i ew/Ma i n/ 2002416; r ef erence: u r l , 1.'l\,n,J . eme r g i ngthr ea t s. ne t / cgi- I 
b i n/ cvswe b . cg i / sigs/ PO LICY / PO LICY _Class i f ied _I nfo r mation ; s i d : 2002416; rev : 3 ; ) 

#NATO COSMI C Top Sec r et At oma l 

• 
#a l e r t t cp $SMTP_SERVERS a ny - > $EXTERNAL_NET 25 ( msg:" ET POLICY SMTP NATO COSMI C Top Sec r et At oma l " ; flow: t o_se r ver,esta bl i she d ; content : "Sub ject l 3A I" ; 
pe re:"/// ( (COSMIC \ sTOP\ sSEC RET \ sATOMAL) I CTSA) //MR/ i sm" ; e l asstype: po! i cy- v i o l ation; r e fere nce: ur 1, doc. eme r gi ngt hr eats . ne t / b i n/v i ei-1/ Main/2002417; 
r e f e r e nce : u r l , h'l'J\>J . emergingt hreats . net / cgi-bin/ cvs1>Jeb . cgi / sigs / PO LI CY / PO LI CY _Cl assi f ied_I nf o rma t ion; sid: 2002417; r e v : 3; ) 

#NATO Sec r e t At oma l 

• 
#ale r t t c p $SMTP _SE RVERS a ny - > $EXTERNAL_NET 25 ( msg: "ET POLICY SMTP NATO Sec r e t At oma l " ; flow: to_serve r , established ; co ntent: "Subj ec t I 3A I" ; 
pe re:"///( ( NATO\ sSEC RET \ sATOMAL) INSA )//MR/ ism"; c l ass t ype : policy-v i ol ation; r e f e r ence: ur l , doc . eme rgingth r e at s . net / bin/v i ew/Main/ 2002418; r e f er ence: ur 1 , I\IW'll . eme r g i ngth r eat s . net / cgi ­
b i n/ cvsweb . cgi / sigs/ POL ICY / POLICY _C l ass i fied_I nfo r mation ; s i d : 2002418 ; r e v : 3; ) 

#NATO Sec r e t 

• 
#a l e r t t c p $SMTP_SE RVE RS a ny · > $EXTERNAL_NET 25 ( msg : "ET POLI CY SMT P NATO Sec r e t " ; flow:to_se r ve r , established; cont ent : "Subj ec t l3A ) " ; pc re:"///((NATO\ sS ECRET )I NS )//MR/ i sm"; 
c l ass t ype: po l icy- vio l at ion; r e f erence: ur l , doc, eme rgi ngth r ea t s. net/ bi n/v i ew/Ma i n/ 2002419; r ef erence : u r l , l>JWW . eme r g i ngthr ea t s. ne t / cgi-
b i n/ cvsweb . cgi / sigs/ PO LICY / POLICY _Cl a ssi fi ed_I nfo r mation ; s i d : 2002419; r e v : 3; ) 

#US Co nfident i a l , Elec t r o ni c Fo r ma t 

• 
#a l e r t t cp $SMTP _SERVE RS a ny - > $EXTERNAL_ NET 25 ( msg : "ET POLICY SMTP US Confide nt i a l , El ect r o ni c " ; flmoJ : to_se r ve r ,establis he d; content : "Sub j ect I 3A I " ; pe r e : "/ QQQQ\ r \n( ?= 
( OI P I RI Z)\r \ n (CC) \ r \ n)/ ism"; c l ass t ype : pol icy-v i o l a t ion; r eference : ur l , doc . eme r gingt h r e at s . ne t / b in/v i ew/Ma i n/2002420; r e ferenc e: ur 1, www. eme r gingth r ea t s . ne t / cg i ­
bin/ cvsweb . cgi / s i gs/ POL I CY / POL I CY _C l ass i fied_I nfo r ma tion ; s i d : 2002420; r e v : 3; ) 

# US To p Sec r et, El ectronic For mat 

• 
#a l e r t t c p $SMTP _SERVE RS a ny - > $EXTERNAL_NET 25 ( msg: "ET POLICY SMT P US Top Secre t , Elect r on i c " ; flow: to_se r ve r , establis hed; co ntent: "Subj ec t I 3A I" ; pe r e: " / QQQQ\ r \ n( ?= 
( DI P IRI Z) \ r \ n (TT ) \ r \ n)/ ism"; c l ass t ype : pol icy-v i o l at i o n; r e f e r e nce: ur l , doc . eme r gingth r e ats . ne t / b in/v i ew/Ma i n/ 2002421 ; r efe r ence: ur l , www . eme r g i ngthr eats . ne t / cgi­
bin/ cvsweb. cg i / sigs/ PO LICY / POLICY _C lassified _I nfo r mati -on; s i d : 2002421 ; r e v : 3; ) 

#US Secret , El ect r onic Fo r mat 

• 
#a l e r t t cp $SMTP_SERVERS a ny · > $EXTERNAL_NET 25 ( msg : "ET POLI CY SMTP US Sec r e t , Elec t r oni c "; f1 01.>J : t o_se r ver,es t a blis hed ; cont e nt : "Sub j ec t l 3A I " ; pcre : " / QQQQ\ r \ n( ?= 
( DI P IRI Z)\r \ n (SS) \ r \ n)/ ism"; c l asstype : pol i cy-v i o l ation; r efe r e nce: ur l , doc . eme r gi ngth r eat s . ne t / b i n/v i ew/Ma i n/2002422; r efe r ence : ur l , ~MW . eme r g i ngt hr ea ts. ne t / cgi­
bin/ cvsweb . cgi/ sigs/ PO LICY / POLICY _C l ass i f ied_I nformation ; s i d : 2002422 ; r e v : 3 ; ) 

#US Co nfidentia l Aut hori zed for Re l ease To 

• 
#a l e r t tcp $SMTP _SERVE RS a ny - > $EXTERNAL_NET 25 ( msg : "ET POLICY SMTP U5 Confide nt i a l REL TO"; floi,J : t o_se r ve r , establi she d; content : "Subject I 3A I " ; 
pe r e :•· / ( CON F IDENTI AL I C )/ / [ \ s \w , / - J• REL \ sTO \ sUSA( \ s \vJ, / - ] • ( ?=/ / {25 ) ?X [ 1 ·9] )/ i sm" ; class t ype : policy-v i o l ation; r e f e r e nce: ur l , doc . eme r g ingth r eat s . net/ bi n/v i ew/Main/ 2002423 ; 
r e f e r e nce: u r l , h'l'J\>J . eme r gingt hreats . net / c gi - b i n / cvs1oJe b . cgi / sigs / PO LI CY / POLICY _Classi fied_In f orma t ion; sid: 2002423; r e v : 3; ) 

#US To p Se c r et Aut horized f o r Re l ease To 

• 

I 

I 

I 

I 

I 

I 
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#ale r t tcp $ SMTP_SERVERS a ny · > $EXTE RNAL_NET 25 (msg : "ET POL I CY SMTP US Top Sec r et REL TO " ; fl OL,.: to_se r ve r ,established; content: "Subj ec t l 3A I"; 
pe r e : " / ( TOP \ sS ECRET I TS )/ / [ \ s \L,. , / - ]*RE L \ s TO \ sUSA( \ s \w , / - ] "( ?=/ / ( 25 ) ?X[ 1-9] ) / i sm" ; classty pe : policy- vi o lation; r ef e r ence : ur l , doc . eme r gingt hr eats . net / bin/v i ew/Main/ 2002424; 
r ef e r ence: u r l , www .emer g i ngth r e at s . net / cgi - bi n/ cvs 1..,eb. cgi / s i gs / POLICY / PO LICY _ Cl ass i fi ed _Info rmat i on; sid : 2002424; r e v : 3; ) 

#US Sec r e t Autho r i zed f a r Re lease To 
# 

#ale r t tcp $ SMTP _SERVE RS a ny ·> $EXTE RNAL_NET 25 (msg : "ET POLICY SMTP US Sec r e t REL TO" ; f101rl : t o_ server , established ; content : "Subj ec t I 3A I "; per e : "/(?< ! TOP\ s I T) 
(SECRET I 5)// [ \ s \1.., , / . ] *REL \ s TO\ sUSA[ \ s \w, / · ]" ( ?=// ( 25 ) ?X [ 1 -9 ] )/ i sm" ; classtype : policy -vio l a t ion; r efe r ence: ur l , doc . eme r g i ngth reats . net/ bin /v iew/Ma i n/ 2002425; 
r ef e r ence: u r l , WWI,. . emerg ingth r eat s . net / cgi - bi n/ cvs web . cgi / s i gs / POLICY / POLICY _Cl ass i fi ed_I nfo rmation ; s i d : 2002425; r ev : 3 ; ) 

#US Confide nt i a l Comin t 
# 
#ale r t t cp $ SMTP _SERVE RS a ny · > $EXTE RNAL_NET 25 (msg : "ET POLICY SMTP US Conf i dentia l COMI NT" ; flow: to_se r ver,establi she d; content : "Subj ect l 3AI " ; pe r e: " /(CON FID ENTI ALj C) // [ \ s \w , / - ]"-

I 

I 

~i~J!~!~!~ ~ ! ~~ ) :j_~;;~: ;~~)!~t;~t ~~i l !~ t ;::~- ~~;:~!~~~~~~l!~~~;! ~!: ~!~n~e : ~: : ) e nce: ur l , doc . emer g i ngt hr e ats. net / b i n/view/Ma i n/2002426 ; r e f e r e nce : ur l , v.ivw . eme r g i ngthr eat s, net / cgi- I 

#US To p Sec r et Comi nt 

• 
#ale r t tcp $ SMTP_SERVE RS a ny ·> $EXTE RNAL_NET 25 (msg : "ET POL I CY SMTP US Top Sec r et COMHIT " ; f!OL,. :to_ se r ve r ,es t a blished; content: "Subj ec t l 3A I"; pcre : "/(TOP \ sSECRETITS)// [ \ s \w , / · ] " 
(COMI NT I SI ) [ \ s \ w, / · ] *( ?=// ( 25) ?X [ 1 · 9 ] )/ ism'" ; clas s t y pe: policy - vi o l ation; r ef e r e nc e : ur l , doc . emer g i ngt hr eat s . net / b i n/vi ew/Ma i n/ 2002427; r e f e r e nce: ur l , wM:i .eme r g i ngth r ea t s . ne t / cgi • 
b i n/ cvsweb . cgi / s i gs / POLICY/ POLI CY_Cl assified_Info rmation ; sid : 2002427; r e v : 3; ) I 
#US Se cr e t Comi nt 

• 
#ale r t t cp $ SMTP _SERVE RS a ny ·> $EXTE RNAL_NET 25 (msg : "ET POLI CY SMTP US Sec r e t COOINT" ; f101rl : t o_ se r ver,established ; content : "Subjec t I 3A I "; per e : "/( ?< ! TOP\ s I T)( SECRETI 5)// ( \ s \w , / · ]" 
(COMINT I SI ) [ \ s \ 1..,, / . ] *( ?: / / {25 ) ?X[ 1 · 9 ] )/ ism" ; clas s t y pe: poli cy - v i o l ation; r efe r e nce: ur l , doc . emer g i ngt hr e at s. net / b i n/vi ew/Ma i n/ 2002428 ; r e f e r e nce : ur l , .,,,~.., . eme r g i ngth r eat s . net / cgi · 
b i n/ cvs1-.,eb . cgi / s i gs / POLICY/ POLI CY_Cl assi f i ed_Information; sid : 2002428; r ev : 3 ; ) 

#US Unclassified Commu nications Secur ity Mat e r ia i 

• 
#ale r t tcp $ SMTP _SE RVE RS a ny ·> $EXTE RNAL_NET 25 (msg : "ET POLICY SMTP US Unclassified COMSEC"; flow: t o_ se r ve r , esta bli she d; content: "Subj ect I 3A I " ; 
pe r e : " / ( UNCLASSIF I ED I U)// [ \ s \w , / · ]*COMS EC [ \ s \w, / · J" ( ?=// ( 25 ) ?X[ l -9 ] )/ism" ; class t ype : policy -vio l a t ion; r efe r ence : ur l , doc. eme r g i ngth reats . net / bin/v i ew/Ma i n/2002429; 
r ef e r e nce: u r l , WWI ... . eme r gingth r eats . net / cgi - bi n/ cvsweb . cgi / s i gs / POLICY / PO LICY _Cl ass i fi ed_I nfo rmation ; s i d : 2002429; r e v : 3 ; ) 

#US Confide nt i a l C01M1u nications Secur i ty Mat eria l 
# 
#ale r t t cp $SMTP _SERVERS a ny · > $EXTE RNAL_NET 25 (msg : "ET POLI CY SMTP US Confidentia l COMSEC" ; flo~, : t o_se r ve r, es t a bli she d; conten t : '" Subj ect l 3AI " ; 
pe re:" / (CON FIDE NTIAL I C )/ / [ \ s \L,. , I · ] *COMSEC [ \ s \w, / · J • ( ?=// ( 25 ) ?X [ l -9 ] )/ ism"; c l as s t ype : policy -vio l at ion; r efe r ence : ur 1 , doc. eme r g i ngt h r ea t s . net / bin/v iew/Ma i n/ 2002430; 
r ef e r e nce : u r 1, W\1j\1j . eme r gingth reats . net / cgi · bin / cvs 1..,eb . cg i / s i gs / POLICY / POLICY _ Cl ass i fi ed_I nfo rmat i on; s i d : 2002430; r e v : 3; ) 

#US To p Sec r et Cornmuni cations Securit y Mat e ria! 
# 
#ale r t t cp $SMTP_SERVE RS a ny · > $EXTE RNAL_NET 25 (msg :"ET POLI CY SMTP US Top Sec r et COMSEc" ; flmv: to_ se r ve r ,established; conten t : "Subj ec t l 3A I"; 
pe r e :" / ( TOP \ sSECR ET I TS )// [ \ s \w , / • ]*COMSEC [ \ s \w, / - ] " ( ?=// ( 25 ) ?X [ l - 9 ) )/ i sm"; cla ss t ype : po licy -vio l ation; refe r ence : ur 1 , doc . eme rgingt h r eats . net / bin/v iew/Ma i n/ 200 2431 ; 
r ef e r ence : ur 1, www .emerg i ngth r eat s . net / cgi - bi n/ cvs web . cgi / s i gs / POLICY / POLICY _ Cl ass i fi ed_I nform ation ; s i d : 2002431 ; r e v : 3 ; ) 

#US Se cr e t Communi cations Se cu r ity Materi a i 

• 
#ale r t t cp $ SMTP _SE RVE RS a ny · > $EXTERNAL_NET 25 (msg : "ET POLI CY SMTP US Sec r e t COOS EC"; flow: t o_ se r ve r , e stablished ; content : "Subj ec t I 3A I "; pere : "/( ?< ! TOP\ s I T) 
( SECRET I 5)/ / [ \ s \1.., , / · ] *COMSEC [ \ s \w, / - ] "' ( ?=- // ( 25) ?X[l · 9 ] )/ i sm"; e l ass t ype : po l icy-v i ol at ion ; r efer ence: ur l , doc . eme r gingt hr eat s . ne t / bi n/v i e,-.,/Main/20024 32; 
r ef e r ence: u r l , WI..,...., . eme r gingth reats . net / cgi -bin / cvs 1..,eb . cgi / s i gs / POLICY / POLICY _Cl ass i fi ed_I nform at i on; s i d : 2002432 ; r e v : 3; ) 

#US Con t r oll ed I magery 
# 
#ale r t tcp $ SMTP_SERVE RS a ny ·> $EXTERNAL_NET 25 (msg : "ET POL I CY SMTP US Sec ret IMCON "" ; flow: t o_ se r ver, esta bli she d; content : "" Subj ec t l 3A I" ; pc r e : " / (?<!TOP\ s l T)(SECRET IS)// ( \ s \w, / - ] • 
(IMCON I IMC) [ \ s \w , / · ] *( ?=//(Xl I MR) )/ i sm"; e l asstype : policy-v i o l at ion; r efe r ence : ur l , doc . eme r g i ngt hr eats . net / bin /v iew/Ma i n/ 2002433; ref e r ence: ur 1, LWrN . emergingt h r ea t s. net / cgi -
bin/ cvs1-.,eb . cgi / sigs / PO LICY/ POLI CY _Cl a ss i fied _Information; s i d : 200 2433; r e v ; 3; ) 

#US Top Sec r et Crit i c a i Nu c l ea r Wea pon Des i gn I nf o r mation 

• 

I 

I 

I 

I 

I 

#ale r t tc p $SMTP _SE RVE RS a ny ·> $EXTE RNAL_NET 25 (msg : "ET POLI CY SMTP US Top Sec r et CNhQI" ; flow:to_s e rve r , established; content ; "Subjec t I 3A I " ; pe r e : " /( TOP\ sS ECRET I TS)// [ \ s \w , / · ] * I 
(CRIT I CAL \ sNUCL EAR\ s l.JEAPON\ s DESIGN\ s lN FORMATION I CM.JDI ) [ \ s \~l , / · ] "'( ?=/ /MR)/ ism" ; classty pe : policy- v i o la tion; r ef e r e nce: ur l , doc . emerg i ngt hreats . ne t / bi n/vi ew/Ma i n/2002434 ; 
ref e r ence : u r 1 , WWIV . eme r gingth r eat s . net / cgi •bin / cvs web . cgi / s i gs / POLICY / POLICY _C l ass i f i ed_I nfo rmation ; sid : 2002434; r e v : 3 ; ) 

#US Se cr e t Cri t i cai Nuc l ea r I.Jeapo n Design I nf or ma tion 
# 

:~!;;ic!~~s!:C~:A:~:~::!o:~~D;;l:~~!i:~~~~!~ì c~:;r; ~~!,:~~=~( ~:;~,.,~;,~:~;.t ci~~~!~ ~e ~! ~~~! ;::1: ~: ~i~~: a~! ! : ~: ~~e ~~;i ~~ :~ ·: : ~:~:~~! ! ~ ~:!t~~~:~ ; ,i~;~:~:) ~! : ~;; ; ; ~! ! ! ~ )// ( \ s \w, I · 1. 1 
r ef e r e nce : u r l , WI..,...., _ eme r gingth reats . net / cgi · bin / cvs1..,eb . cgi / s i gs / POLICY / PO LICY _ Cl ass i fi ed_I nformat i on; s i d : 2002435 ; r e v : 3; ) 

#US Top Sec r et Ta l ent Key ho l e 
# 
#ale r t tcp $ SMTP_SERVERS a ny · > $EXTERNAL_NET 25 (msg : "ET POL I CY SMTP US Top Sec r et TK"; fl ow : t o_ ser ver , established ; cont e nt : "Subj e ct l 3A I " ; pcr e : "/(TOP\ sSECRETITS)// [ \ s \w,/ - ]* 

~:~~:::~:~~~~ : t ~~; ~ ~i~yj ~6: ~~~~~i!:!i~i ! ~~i ~~~~::t i ~~;s:1~~~~~~!!?-~!~7~: ~o n; r efe r ence : u r 1 , doc . eme rgingth reats. net / bin/vi e w/Ma in/2002436 ; r eferenc e : ur l , www . eme r g i ngth r eats . ne t / cgi- I 

#US Sec r e t T a l ent Keyho l e 

• 
#ale r t tcp $ SMTP _SERVE RS a ny · > $EXTE RNAL_NET 25 (msg : "ET POLI CY SMTP US Sec r e t TK"; flow; t o_serve r, est ablished; co nt ent : "Subj ec t I 3A I " ; pe r e : " /( ?< !TOP\ s IT) ( SEC RET I S)// [ \ s \i.., , / . ] * 
(TAL ENT\ sKEYHOL E I TK) [ \ s \1r,, / · ] "( ? =// ( 25 ) ?X[ 1-9 ] ) / i sm" ; class t ype : po l i c y-v io l at ion ; r efe r ence : ur l , doc. eme rgingth reats. net / bin/v i ew/Ma in/ 2002437; r e fe r ence : ur l , \"1Wl . eme r g i ngth r eats. net / cgi-
b i n/ cv s1-.,eb . cgi / s i gs / POLICY/ POLI CY _Classi fied_In formation ; s i d : 2002437; r ev : 3; ) I 
#US Fore i gn Gove rnment lnf ormation 
# 
#ale r t tcp $ SMTP _SERVE RS a ny · > $EXTERNAL_NET 25 (msg : "ET POLI CY SMTP US FGI " ; flo1-.,: to_se r ve r , es t a blished; cont e nt: "'Subj ect )3AI '"; pere : '"/ // FGI [ \ s \w, / · P (? =//X5 )/ i sm" ; class t y pe: policy· 
v i o l at i on; r ef e r ence; ur l , doc. eme r gi ngthr ea t s . ne t / b i n /v i ew/Main/2002438; r e f e r e nc e ; u r 1, www .eme r gi ngt h r eats .net/ cg i · bi n/ cvsweb . cg i / s i gs / POLICY / POLICY _Cl assi f i ed _ I nfo r mat i on; sid : 2002438; 
r ev : 3; ) 

#US Far Off i cia l Use On l y 

• 
#ale r t tc p $SMTP _SERVERS a ny ·> $EXTERNAL_NET 25 (msg : "ET POLI CY SMTP US FOOO"; f1 01.., :to_se r ve r , establishe d ; cont e nt : "Sub ject I 3A I " ; 
pe re:" / ( UNCLASSI FI ED I U)// ( FOR\ sOF FICI AL \ s USE \ sOH L YI FOUO)/ ism" ; c l asst ype : pol icy-v i o l ation; r e f e rence : ur l , doc . eme r gingt h r ea t s . net / b i n/v iew/Ma i n/ 2002439; 
r ef e r ence : ur 1, Wl1j\V . eme r gingt h r e at s . net / cgi - bi n/ cvs web . cgi / s i gs / POLICY / POLICY _ Class i fied_I nform ation ; sid : 2002439; r e v : 3 ; ) 

#US Confide ntia l No t Re l easabl e t o Fo r eign Nationals 

• 
#ale r t t cp $ SMTP _SERVE RS a ny · > $EXTE RNAL_NET 25 (msg : "ET POLI CY SMTP US Confident i a l NOFORN"; flow: t o_ se r ver , establi shed ; cont en t : "Subj ect I 3AI " ; 
pe r e :" / ( CON FIDE NTIAL I C )/ / [ \ s \ L-., , I · ]*NOFOR"1 [ \ s \w, / · J • ( ?=/I ( 25 ) ?X [ l ·9 ] )/ ism" ; classt ype : policy-vio l at ion; r efe r ence: ur l , doc. eme rgingth reats . net / bin/v iew/Ma i n/2002440; 
r ef e r ence: u r l, WI..,...., _ eme r gingth reats . net / cgi · bin / cvs 1..,eb . cgi / s i gs / POLICY / PO LICY _Cl ass i fi ed_I nformat i on; s i d : 2002440; r e v : 3; ) 

#US Top Sec r et Not Re leasa bl e to Fo r e i gn Nat i onal s 
# 
#ale r t tcp $ SMTP_SERVERS a ny · > $EXTERNAL_NET 25 (msg :"ET POL I CY SMTP US Top Sec r et NOFORN" ; flOL,.: to_se r ve r ,es t a blished; content: "Subj ec t l 3A I"; 
pe r e: "/ ( TOP \ sS ECRET I TS )// [ \ s \l,. , / - ]*NO FORN[ \ s \w, / · ] • ( ?=// ( 25 ) ?X [ l -9 ] )/ i sm"; c l asstype: policy-v i o l ation; r efe r ence: ur 1 , doc. eme rgingt h r ea t s . net / bin/v i ew/Ma i n/ 2002441 ; 
r ef e r e nce: u r l , w.. ..... v. eme r g i ngth r eats. net / cgi - bi n/ cvs 1..,eb . cgi / s i gs / POLICY / POLICY _ Cl ass i fi ed _I nfo rmat i on; sid : 2002441 ; r e v : 3; ) 

#US Se cr e t Not Re l eas ab l e to Fo r eign Na tiona l s 
# 

#ale r t tcp $SMTP _SERVERS a ny · > $EXTE RNAL_NET 25 (msg : "ET POLI CY SMTP US Sec ret NOFORN " ; f101rl : t o_ se r ver ,established ; content : "Subj ect I 3AI "; per e : "/( ?< ! TOP\ s I T) 
(SECRET I 5)// [ \ s \1.., , / · ] *NOFORN[ \ s \w, / · ] *( ?=// ( 25) ?X( l-9 ] )/ i sm"; e l asstype : po l icy-v i ol ation ; r efer ence: ur 1 , doc . eme r gingthr e ats . ne t / bi n/v i e,~/Mai n/ 2002442; 
ref e r ence: u r 1 , WWIV . eme r gingth r eat s . net / cgi •b in / cvs web . cgi / s i gs / POLICY / POLICY _Cl ass i fi ed_I nfo rmat i on; s i d : 200 2442; r ev : 3 ; ) 

#US Confide nt i a l Or igi nator Cont ro lled 
# 
#ale r t t cp $SMTP _SE RVE RS a ny - > $EXTE RNAL_NET 25 (msg : "ET POLI CY SMTP US Confidentia l ORCON " ; f l ow : t o_se r ve r ,establi s hed ; cont e nt : "Subject I 3A I " ; pere: "/ (CONFID ENTIAL I C)// ( \ s \w, / · ] ,,_ 
(ORI GI NATOR \ sCONTROLLEO IDRCON) [ \ s \l-., , / · ] *( ?: // ( 25 ) ?X [ 1 -9 ] )/ i sm" ; classtype : policy -v i o l at i on; r efe r e ne e: u r l ,doc . eme r g i ngthr eats . net / b i n/v ie L,./Ma i n/ 2002443; 
r ef e r e nce : u r 1, WI..,...., _ eme r gingt h reats . net / cgi - bi n/ cvs web . cgi / sigs / POLICY / POLICY _ Cl ass i fied_I nform at i on; sid : 200 2443 ; r e v : 3; ) 

#US To p Sec r et Or i ginato r Cont r o lled 
# 

I 

I 

I 

I 

I 
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~;!;~~~~~R~~~:T;~~~:~f a : ~~N) i\!~~:~~~!~?~~;(;:) ~:rr ~ ; ~ ;/~~~=~ e i : : :t~:e ~~~ l ~;;~:io~: ~~:~: : ! ~: ~! ~~:~: ; ~~ d ~~ ~=~! ~; ~~:!h~::!:~~~:~~~~; ~i i 1~~,~1:tnj ~~;~;OP\ s SEC RET I TS)/ / [ \ s \1.~ , / - ] • I 
refe r e nce : u r 1 , www . eme r g i ngth r eats. net / cg i - b i n / cvswe b . cgi / sigs / POLICY / POLI CV _Cl ass i f ied_I nf o r mation ; s i d: 2002444; r e v : 3; ) 

#US Secret Origina t o r Cont ro lled 

• 
#a l e r t t cp $ SMTP _SE RVERS a ny -> $EXTE RNAL_ NET 25 ( msg : "ET POLI CY SHTP US Se c r et ORCON " ; flow: t o_ se r ve r ,establi shed; content : "Subj e ct I 3AI " ; pe r e : "/(?< !TOP\ s I T)(SECRET IS)/ / [ \ s \w, / - ] * 
( ORI GI NATOR\ sCONTROL LEDI ORCON) [ \ s \w , / - ] • ( ?=/ / ( 25 ) ?X [ 1 -9 ] )/ ism" ; e l as s t ype: po lic y -v i o lation; r e f e r e ne e : u r l , doc. eme r gi ngthreats . ne t / b i n/v i ew/Ma i n/ 2002445; I 
refere nce : u r l , ww1.~ . eme r gingth reats. ne t / cg i -bin / cvswe b . cg i / sigs / PO LICY / PO LI CV _Cl ass i fi e d_I nf o r ma t ion; s i d: 2002445; r e v : 3; ) 

#US Unclassifi e d Propr ieta r y Inf or mat i on 

• 
#a l e r t tcp $ SMTP _SERVERS any -> $EXTERNAL_NET 25 ( msg : "ET POLI CY SHTP US Unclassif i ed PROPIN" ; flow: t o_ se r ver ,estab li s hed; content : "Subj ec t I 3AI "; 
pe r e: •· / ( UNCLASS I FI ED I U) / / [ \ s \L~ , / - ] *PROPI N[ \ s \w, / - ] *( ?=/ / (25 ) ?X[ l -9 ] )/ is m" ; c lass t ype : policy -v i olation; r e f e r e ne e : ur 1 , doc . eme rgingt hr ea t s . ne t / bin/v iew/Main / 2002446; 
refere nce: u r 1, ww1.~. eme r gingt h reats. ne t / cg i - b i n / cvswe b . cg i / sigs / POLICY / PO LI CV _Cl ass i fi ed_Info r rna t ion ; s i d: 2002446; r e v : 3; ) 

#US Co nfide nt i a l Propr ieta r y I nf or mation 
# 

#ale r t tcp $ SMTP _SERVERS an y - > $EXTERNAL_NET 25 ( msg : " ET POLI CV SMTP US Confidentia l PROPI N"; flow: t o_ se r ver , establi s he d ; content : "Subj ec t I 3A I"; 
pere : " / ( CON FIOENTI AL I C)/ / [ \ s \L~ , / - ] *PROPI N[ \ s \w, / - ] *( ?=/ / ( 25 ) ?X[l-9 ] )/ ism" ; c l ass t ype : policy -v i olation; refe re nee : ur 1 , doc . eme r gingt hr ea t s. net / bin/v i ew/Main / 2002447; 
r e fere nce: u r l , www . eme r gingt h reats . ne t / cg i - bin / cvswe b . cg i / sigs / POLICY / POLI CV _C l ass i fi ed_I nf o r ma t ion ; s i d: 2002447; r e v : 3; ) 

#US To p Sec r e t Proprieta r y I nf o r ma tion 

• 
#a l e r t t cp $ SMTP_SE RVERS an y -> $EXTERNAL_NET 25 ( msg : " ET POLI CY SMTP US Top Secret PROPI N" ; fl m~: to_s e r ver, esta blis hed ; content : "Subject l 3AI" ; 
pe re:" / ( TOP\ sSECRE T I TS )/ / [ \ s \w,/ - ] *PROPI N[ \ s \w, / - ] *( ?=/ / ( 25 ) ?X [ l-9 ] )/ ism" ; c l ass t ype : policy -v i olat ion; r ef erence : ur 1 , doc. eme rgingt hr ea t s. net / b i n/v iew/Main /2002448; 
r e fere nce : u r l , www . eme r gingt h reats . net/ cgi- b i n / cvswe b . cgi / sigs / POLICY / PO LI CY _C l ass i fied_I nformation ; s i d : 2002448; r e v : 3; ) 

#US Secret Pr oprie t ary I nformation 

• 
#a l e r t t cp $ SMTP _SE RVERS a ny -> $EXTERNAL_NET 25 ( msg: " ET POLI CY SMTP US Se c r et PROPIN " ; flow : to_se r ver ,es t ablished ; cont e nt : "Subj ect I 3AI "; pe r e : " /( ?<! TOP\ s I T) 
( SECRET I S )/ / [ \ s \w, / - ] *PROPI N( \ s \w, / - ] *( ?=/ / ( 25 ) ?X ( l -9 ] )/ i sm"; e l a s s t ype : po licy - v i ol ation; r e f e r e nc e : ur l , doc . eme r g ingthr ea t s . net / bin/v iew/Main/ 2002449; 
r e fere nce : u r 1 , www . eme r gingth reats. net / cg i - bin / cvswe b . cgi / sigs / POLICY/ POLICY _C l ass i fi e d _I nf o r mation ; s i d: 2002449; r e v : 3; ) 

#US Co nfide nt i a l Res t rict ed Data 

#a l e r t t cp $ SMTP_SERVE RS a ny -> $EXTE RNAL_NE T 25 ( msg : " ET POLI CY SMTP US Confidentia l RD" ; flow : t o_serve r , es t ablis hed ; content: "Subj ec t l3AI " ; pc r e :"/(CONFIOENTIALIC)// [ \ s \1~ , / - ] * 
( RESTRI CTED \ s DATA I RD ) [ \ s \w, / - ] •( ?= / /MR) / ism" ; clas sty pe : policy - vio l at i on; r efe r ence: ur 1, doc . emer g ingt hr eats . net / bin /v i ew/Ma i n/ 2002 450; r efe r ence : u r 1, W\'iW . emergingt hreats . ne t / cgi ­
b i n/ cvsweb. cgi / sigs / POLICY / POLICY _Classifi ed _Information; s i d : 2002450; r e v : 3; ) 

#US To p Sec r et Res t ricted Data 

• 
#a l e r t tc p $SMTP_SERVERS any -> $EXTERNAL_ NE T 25 ( msg : "ET POLI CY SMTP US Top Secret RD" ; flow: to_ se r ve r ,es t abl i shed ; cont e nt : "Subj ect l 3AI"; pcre : "/( TOP\ sS ECRET ITS)// [ \ s \w , / -] * 
( RESTRI CTED \ s OATA I RD) [ \ s \w, / - ] •( ?=/ /MR)/ i sm" ; cla s sty pe : policy - vio l at i on; r ef e rence : ur 1, doc . emer g i ngthr ea t s . net / bin /v i ew/Ma i n/ 2002451; r efe r e nee : u r 1, W\'il~ . eme rg i ngt hreat s . ne t / cgi ­
b i n/ cvsweb . cgi / s igs / POLICY / POLICY _Cla ssifi ed _Info rmation; s i d : 200 2451 ; rev : 3; ) 

#US Secret Rest r ic t ed Data 

• 
#a l e r t tc p $SMTP_SERVERS any -> $EXTERNAL_NET 25 ( msg : " ET POLICY SMTP US Sec r et RD" ; fl ow:to_ ser ver , established; co ntent: "Subj ect l 3AI"; pcre: "/( ?<! TOP\ s lT)( SEC RETIS)// [ \ s \w , / - ] * 
( RESTRI CTED \ s DATA I RD) [ \ s \w, / - ] •( ?= / /MR)/ i sm"; cla s sty pe: policy - viola t ion; re f e rence : ur 1, doc . emergingthr eats . net / bin /v iew/Ma in/ 2002452; refe r e nee : u r 1, W\'il>J . emergingth r eats . net/ cgi ­
b i n/ cvsweb . cgi / sigs / POLICY / POLICY _c l assifi ed _Information; s id : 20024 52; r e v : 3; ) 

#US So urces a nd Me thod s I nfo r mat i o n 

• 
#a l e r t t cp $ SMTP_SE RVERS an y -> $EXTERNAL_NET 25 ( msg : " ET POLI CY SMTP US SAMI"; fl m~: to_se r ver, e stablis hed ; content : "Sub ject l 3AI"; pc r e : " / SAMI ( \ s \1-1 , / - ] *( ?=//(25 ) ?X( l -9 ] )/ ism" ; 
c l ass t ype : polic y-v i ol at ion; r e f erence : u r 1, doc . eme rgingth r ea t s . net/ bin/v iew/Main /2002453; r ef erence : url , WLwt . eme rgingth r ea t s . net / cgi -
b i n/ cvsweb . c gi / sigs / POLICY / POLICY _c l a ss i fied_Information; s i d: 2002453; r e v : 3; ) 

#US Co nfide nt i a l Specia l Categor y 

• 
#ale r t t cp $SMTP _SE RVERS a ny - > $EXTE RNAL_NE T 25 ( msg : "ET POLI CY SMTP US Confidentia l SPECAT" ; flo~i : t o_ se r ver, establi s hed; content : "Subj e ct I 3A I" j 
pe re:" / ( CONFIDENTIAL I C)/ / [ \ s \L~ , / - ] *SPECAT[ \ s \w, / - ] *( ?=/ / ( 25 ) ?X ( l-9 ] )/ i sm" ; e l as s t ype : policy -v iolat ion; r efe r e nce : ur 1 , doc. eme rgingt hr ea t s. net / bi n/v i ew/Main /2002454; 
r e fere nce : u r l , 1-1ww . eme r gingt h reats . ne t / cgi-bin / cvs 1~e b . cgi / sigs / POLICY/ PO LI CY _C l ass i fied_I nforma t ion; s i d: 2002454; r e v : 3; ) 

#US Top Sec r et Specia l Ca t egor y 

• 
#ale r t tc p $SMTP _SERVERS a ny - > $EXTE RNAL_ NE T 25 ( msg : " ET POLI CY SMTP US Top Secret SPECAT" j f101~: to_s e r ver , establis hed ; content : "Subj ect I 3AI " ; 
pe re:" /( TOP\ sSECR ET I TS )// [ \ s \L~,/ - ] *SPECAT[ \ s \w, / - ] •( ?=/ / ( 25 ) ?X ( l -9 ] )/ ism" ; e l ass t ype : policy -v i o lat ion; r efe r e nce : ur 1 , doc. eme rgingthrea t s. net / b i n/v iew/Main /2002455; 
r e f e r e nce : u r l , ww1.>J . eme r g i ngth reats . net/ cgi-bin / cvs 1~e b . cgi / sigs / POLICY/ POLICY _Class i f i e d_I nfo r ma t ion ; sid: 200245 5; r e v : 3; ) 

#US Secret Special Ca tego r y 
# 
#ale r t tep $SMTP _SE RVERS any - > $EXTE RNAL_NET 25 ( msg : "ET POLICY SMT P US Sec r et SPECAT"; flow : t o_se r ve r ,es t abl i shed ; eontent : "Subj ect I 3AI " j per e : "/( ?<! TOP\ s I T) 
( SECRET I S)// [ \ s \L~, / - ] *SPECAT( \ s \w, / - ] *( ?=/ / ( 25 ) ?X ( l -9 ] )/ ism"; e l asstype : policy - v i ol ation; r e f e r e nce : ur l , doc. eme r g ingthr ea t s. net / bi n/v i ew/Main/ 200 2456; 
r e fere nee : u r l , ww1.>J . eme r g ingth reats . ne t / cgi - b i n/ cvs 1~e b . cgi / sigs / POLICY/ PO LICY _C l ass i f i e d_I nf o r ma t ion ; s i d: 2002456; r e v : 3; ) 

#US To p Sec r et Singl e I nt egrat ed Ope rations Plan 

• 
#alert t ep $SMTP _SERVERS a ny - > $EXTE RNAL_NET 25 ( msg : " ET POLI CY SMT P US Top Sec r et STOP" ; flow : t o_se rve r , es t ablished; eontent: "Subj eet I 3A( " ; 
pe re:" /( TOP\ sSECRET I TS )/ / [ \ s \L~,/ - ] *STOP( \ s \w , / - ] *( ?=/ /(25 ) ?X[ l-9 ] ) / i s m" ; c l a sstype : po l i cy -v i o l ation; re f e r ence: ur 1, doc . emergingth r eats. net/ bin/v iew/Ma i n/2002457 ; 
r e fere nee : u r l , WWL.,, . eme r g ingth reats . ne t / cgi -bin/ cvs we b . cgi / sigs / PO LICY/ POLICY _Class i f i e d_I nfo r ma t ion; s i d: 2002457; r e v : 3; ) 

#The word " pri vat e " 

• 
#ale r t t cp $SMTP _SE RVERS a ny - > $EXTERNAL_ NE T 25 ( msg : "ET POLI CY SMT P Pr i va t e"; f l ow: to_serve r , establis hed; c ontent : "Sub ject I 3A I"; pe r e : " /\Wpriva t e \W( ? ! / ( 25 ) ?X [ 1- 9 ] )/ i sm" ; 
e l ass t ype : po licy -v i o l ation; r e f e r e nce : u r l , doc . eme rgingt h r ea t s . net / bi n/v iew/Ma in / 2002458; r ef e r ence : u r l , l-JL.Wt . eme rgingthrea t s . net / cgi-
b i n/ cvs ,~eb . cgi / sigs / POLICY / POLICY _e l ass i f i ed_Info r mation; sid : 2002458; r e v : 3; ) 

#The wor d " r est r ic t ed" 

• 
#ale r t t cp $SMTP_SERVERS a ny -> $EXTERNAL_NE T 25 ( msg : " ET POLICY SMTP Res t ricted"; flow:to_ser ve r , es t a blis hed; co nt ent : " Subj ect l3AI " ; pcr e: "/( ?< !//)\Wrest ric t ed ["\w/ ] / i sm" ; 
e l ass t ype : po licy -v i o l ation; r e f erence : u r l , doc . eme rgingt h r ea t s . net / bi n/v iew/Ma in / 2002459 ; r ef e r ence : ur l , l'ILWt . eme rgingth r ea t s . net/ cgi-
b i n/ cvsweb . cgi / s i gs/POLICY / POLICY _C l ass i f i ed _I nformation; s i d : 2002459; r e v : 3; ) 

#a l e r t tcp $SMTP_SERVERS a ny - > $EXTE RNAL_NET 25 ( msg : " ET POLI CY SMTP Secret "; flDl~: to_se r ve r , established; content : "Subj ect l3AI " ; pe r e "/(?< !TOP l//)\Wsec r et [ "\w/a ] / i sm" ; 
c l ass t ype : polic y-v i o l at ion; r e f erence : u r 1, doc. eme rgingt h r ea t s . net/ bi n/v i ew/Ma in / 2002461 ; r ef e r ence: u r l , WLwt . eme r g i ngthrea t s, net/ cgi-
b i n/ cvsweb . cgi / s i gs / PO LICY / POLICY _C l assified_Information; sid : 2002461 ; r e v :4; ) 

#The phr ase "top sec r et " 

• 
#alert tcp $SMTP_SERVERS a ny - > $EXTE RNAL_NET 25 ( msg : " ET POLI CY SMT P Top Sec r e t "; flow: t o_serve r , es t ablis hed; conten t : " Subj ect l3A I " ; pcr e: " /( ?<!//)\1-Jtop\ ssec ret [ "\w/a ] / i sm"; 
e l ass t ype : polic y-v i o l ation; r e f e r e nce : u r 1, doc. eme rgingth r ea t s . net/ b i n/v iew/Ma in / 2002462; r ef e r ence: u r l , WLwt . eme rgingth r ea t s , net/ cgi -
b i n/ cvsweb . cgi / s i gs / PO LI CY / POLICY _Class i fied_Information; sid : 2002462; r e v : 3 ; ) 

#The word " sea l ed" 

• 
#a l e r t t ep $SMTP _SERVERS a ny - > $EXTE RNAL_NET 25 ( msg : "ET POL I CY SMT P Sealed "j fl ow : to_serve r , es t a blished; eontent: "Subj ec t l3A I " ; pe re "/\L~sea l ed \W( ? ! / ( 25 ) ?X( l - 9 ] )/ i sm" ; 
e l ass t ype : po licy -v i o l at ion; r eference : u r l , doc . eme rgingth r ea t s . net / bi n/v iew/Ma in / 2002463 ; r ef e r ence: u r l , WLwt . eme rgingt h r ea t s, net/ cgi-
b i n/ evsweb . egi / sigs / POLICY / POLICY _C l a ss i fied_Info rmation; sid : 2002463; r e v : 3; ) 

#The wor d "' sensitive " 

• 
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bi n/ cvsweb . egi / s igs / POLICY / POLICY _e l ass i fied_Information; s i d : 2002464; r e v : 3 ; ) 

#The wor d " pr op r i e t ary " 

• 



12/21/2022 10:57:48 AM

#ale r t tc p $ SMTP_S ERVERS any - > $EXTE RNAL_NET 25 ( msg: " ET POLI CY SMTP Pr o priet a r y "; flow:to_ser ve r ,es t a bli s hed; co ntent :"5ubj ect l 3AI " ; pc r e : " /\I.Jp r oprieta r y \ 1'J ( ? !/( 25 ) ?X[ l -9 ) )/ i sm" ; 

~ i~;~:~~=~~~~i~~~:!~~~i~~;P~~;~~:~ ~=~~ : ;i~~:i~; : ~~!~f!~:e:~~ ; ~::~:~; ~v~:: ~~;~ n/ 2002465 ; r e f e r e nce: u r 1 , L\llwJ. eme rgingt hrea t s . net/ cgi - I 

#The word "p r otec t ed" 

• 
#ale r t tc p $ SMTP _S ERVERS any - > $EXTE RNAL_NE T 25 ( msg : " ET POLICY SMTP Pr otec ted"; flow: t o_se r ve r ,established; content : "Sub j ect l 3A I " ; pere: "/\Wprot ected\W( ? ! /(25) ?X[ l - 9 ] ) / i sm"; 
e l asstype : policy-vio l a tion; r efe r e nce : u r l , doc . eme rgingthr eats . net/ bi n/v iew/Main/ 2002466; r efe r e nce : u r l , MWJ . eme rgingthrea ts . net/ cgi-
b i n/ cvs \~eb .c gi / sigs/ PO LI CY/ POLICY _C l assi f ied _Informa tion ; sid : 2002466 ; r e v : 3; ) 

#The phr a se " l aw e nf or ceme nt sensit i ve" 

• 
#ale r t tc p $SMTP_SERVERS any - > $EXTE RNAL_NET 25 ( msg : " ET POLICY SMTP Law Eno rcement Se ns i tive" ; flow:to_serve r ,established ; cont ent: "Sub j ec t l3A I " ; 
pe re:" /\J,J la'l1\ senf o r cernent \ ssensi tive \W/ ism"; classty pe : policy - violation ; r efe r ence: ur l ., dcc. emergingt hr eats . net / b i n/ view/ Hain/ 2002467; r e f e r ence: ur l , W\......., . eme r gingt hr eats. net / cgi­
b i n/ cvs \~eb .c gi / sigs/ PO LICY/ POLICY _Classi fied_I nformat i on ; sid : 2002467; r e v : 3; ) 

#The phr a se " i nt e rna l use on l y" 

• 
#ale r t tc p $SMTP _S ERVER5 any - > $EXTERNAL_NET 25 ( msg : " ET POLI CY SMTP I nte r nal Use Only" ; f l ow: t o_se r ve r ,establis hed; co ntent : "Sub j ec t I 3AI " ; pere : " /\1.Ji nte r na l \ suse \ son l y \ 1-J / ism"; 
e l a ss t ype : po l i cy-vio l a tion; r ef e r e nce: u r 1, doc . eme rgingthreats . net / bi n/v iew/Main/2002468; r e f e r e nce : u r 1, L\IWVJ . eme rgingthr eats . net/ cgi-
b i n/ cvs \~eb . c gi / sigs/ PO LICY/ PO LI CY _Cl assi fied_Information; sid : 2002468; r e v : 3 ; ) 

#The phr ase " date of birt h" o r i ts t ypi ca l abbr eviat i ons 

• 
#ale r t tc p $ SMTP_SERVER5 any - > $EXTE RNAL_N ET 25 ( msg : " ET POLICY SMTP Date of Bi r t h" ; flow: t o_se r ve r ,es t ablished; con t en t : "Sub j ec t l 3AI " ; pc r e: "/ [ '"'\w&]d ( ate ) ?( - ) ?o (f ) ?( - ) ?b( i r t h ) ? 
\ L.J [ \ s \ w, / - ] * ( ?=( [0 •9] {2}[ - / ] [0-9 ] {2}[ - / ] [0 -9 ] {2,4}) I [0 - 9 ] {8} ) / is m" ; class t y pe: policy-v i o l atio n; r ef e r ence: ur l , doc. eme r gingthrea t s . net / b in/v iew/Ma i n/2002469; 
referenc e : ur l , W\\11\1 , emergingthreats . net / cgi-bin / cvs 1\le b . cgi / sigs / POLICY / PO LI CY_Class i fied_I nfo r mat i on; s i d: 2002469 ; r ev : 3; ) 

#Health Ca r e Convno n Procedu r e Co ding System ( HCPCS ) Codes 

• 
#a l e r t tc p $SMTP_S ERVER5 any - > $EXT ERNAL_NET 25 ( msg : " ET POLI CY SMTP HCPCS Code" ; flow: t o_se r ve r ,establis hed; co ntent :"Subj ect J3AI"; pcre : " /\Whc pc s \ l-J[ \ s \ w, / - ] *(?=[ a-z ](0 -9 ]{ 10 })/ ism" ; 
e l a ss t ype : po l i cy-vio l ation; r efe r e nce : u r 1, doc . eme rgingthrea ts . net / bi n/v iew/Main/ 2002470; r efe r e nce: u r 1, L\I\WJ. eme rgingthreat s . net/ cgi-
b i n/ cvs1~eb . cgi / sigs/ PO LI CY/ PO LICY _Cl assi fied_Infor ma tion; sid : 2002470 ; r e v : 3; ) 

#Int e r na tiona l Stati s t i ca! Cl assif i cation of Diseases a nd Related Healt h Proble ms 10t h Re v i sion ( ICD-10 ) Codes 

• 
#ale r t tc p $SMTP_SERVER5 any - > $EXTE RNAL_NET 25 ( msg: " ET POLICY SMTP ICD -10 Co de " ; flow:to_se r ve r , e s ta bli s hed; co ntent :"Subj ect l3A I " ; pc r e: " /\I.J icd \ W[ \ s \'IJ,/ - ] *( ?=[a-z )[0-9 ){ 2}\ ( 0-9 ] 
{ 2} ) / i sm" ; c las s t y pe: policy- v i o lation; r ef e r e nce: ur 1, doc . eme r gingthreat s . ne t / b i n/vi ew/Ma i n/ 2002471 ; ref e r e nc e : ur l , W1·1w. eme r g i ngt hreat s . ne t / cgi-
b i n/ cvs1~eb . cgi / sigs/ PO LI CY / POLICY _Cl assi f ied _Information ; sid : 2002471; r e v : 3; ) 

# Food and Drug Adm i nis t ration ( FDA) Nationa l Dr ug Code ( NDC ) Codes 

I 

I 

I 

I 

I 

• 
#ale r t tc p $ SMTP_S ERVERS any - > $EXTE RNAL_NE T 25 ( msg : " ET POLICY SMTP FDA NDC Code " ; flow: to_se r ve r, established ; content : "Subject l 3AI " ; pc re:" /\ \,Jndc \ W[ \ s \w, / - ] *(? :: ( (0-9 ]{4 }- [0-9 ]{4 }- [0- I 
9 ]{ 2} I [0·9 1{ 5 }- [ 0 -9 ){ 3 }- [0 ·9 ]{ 2} I [ 0 - 9 ){ S}- [0- 9 ]{ 4 }- [0·9 1{1, 2}) )/ i sm"; classtype : policy-v i olat ion; r eference : url , doc . emergingth r eats . net / b i n/v iei~/ Main/ 2002472; 
r e f e r e nc e : ur l , M\11\1 . eme r gingth r eat s. net / cgi-bin / cvs we b . cgi / s i gs / POLICY / PO LI CY _ Class i fied _I nfo r mat i on; s i d: 2002472; r ev : 3; ) 

#Ame r ican De nta l Associat i on ( ADA ) Denta l Pr oce du r e Codes 

• 
#ale r t tc p $SMTP _SERVERS any - > $EXTE RNAL_NET 25 ( msg : " ET POLICY SMTP ADA Procedure Code" ; flow:to_se r ve r , est a blis hed; cont e nt: "Subj ect I 3A I "; pe r e : " /\\,Jada \W [ \ s \w , / - ] "(?=d [0-9 ]{4 } )/ i sm" ; I 
e l asstype: pol icy- vio l a tion; r efe r e nce: u r l , doc . emergingthr eats. net / bi n/v iew/Main/ 2002473 ; r efe r e nce: u r l , l\11.WJ . eme rgingthr eats. net / cgi-
b i n/ cvS\~eb .c gi / sigs/ PO LICY/ PO LICY _C l a ss i fi ed_I nfor ma tion; sid : 2002473; rev : 3; ) 

#Diagnostic and St atistica! Manu a l of Menta l Di so r de r s ( DSM-IV) Codes 

• 
#-ale r t tcp $SMTP_S ERVERS any - > $EXT ERNAL_NET 25 ( msg : " ET POLI CY SMTP DSM· IV Co de " ; flow:to_se r ve r , e s ta blis hed; co ntent :"Subj ect l3A I " ; pc r e :"/\I.Jd sm \ W[ \ s \'IJ, / - ] " (? =( [ 2- 9 ](0 -9 ]{ 2}( \ . [0 · 9 ] 
{1, 2} ? ) I (v [167 ] [ 0- 9 ] \ . (0-9 ] {1, 2})) ) / i sm" ; c lasstype : policy- v i o l atio n; r efe r ence; ur l ,doc. eme rgingthr eats .net / bi n/v ieiv/Main/ 2002474; r efer ence: ur l, ,.,rww . eme rgingt h reats .net / cgi- I 
bi n/ cvs i~eb .c gi / sigs/ PO LI CY/ PO LI CY _Class i fied_Infor mation; sid : 2002474; r e v : 5; ) 

#Ame r ican Medicai Association (A11A) Cur r e nt Pr ocedu r a! Te rm i no l ogy ( CPT) Codes 

• 
#ale r t tc p $SMTP _S ERVER5 any - > $EXT ERNAL_NET 25 ( msg: " ET POLI CY SMTP AMA CPT Code " ; fl ow: to_se r ve r, established; cont ent : "Subject I 3AI " ; pe r e: " /\1,Jcpt \ l.J[ \ s \ w, / - ] *( ?=[ 0 -9 ]{ 4 } [ f t] I (0 -9 ] 
{5} )/ i srn"; c las s t y pe: policy - v i o l ation; r efe r e nce: ur l , doc . eme r g i ngthreat s . net / b i n/vi ew/Ma in/ 2002475; r efere nce: ur l, wiw, . eme r g i ngthreat s. net / cgi-
b i n/ cvs1~eb . cgi / sigs/ PO LI CY / PO LICY _Cl assi f ied _Infor mation; sid : 2002475; r e v : 3; ) 

# Ja pan Cr edi t Bu r eau Credit Ca rd Numbe r 

• 
#ale r t tc p $ SMTP _SERVERS any - > $EXTE RNAL_NET 25 ( msg : "ET POLICY SMTP Cr e dit Ca r d , JC B" ; flow: t o_se r ve r , established ; content: "Subj ec t l3A I " ; pe r e: " /\Wj( a pa n\ s ) ?e ( r ed i t \ s ) ?b( u r ea u)? 
\ L.J [ \ s \w , / - ] * ( ?=( 3 [ 12359 ] [0 · 9 ]{14 }) I {1800 12131 ) [ 0 · 9 ){11 } )/ i sin" ; e l a ss t ype: pol i cy -v i o l ation; refe r ence: ur l , doc . eme r gingthrea t s. net / bin/v iew/ Ma i n/2002477; 

I 

r efe r e nce : ur l , W\\11\1 , emergingth r eat s. net / cgi- bin / cvs we b . cgi / s igs / POLICY / PO LICY _ Class i f i ed_I nfo r mation; s i d: 2002477 ; r ev : 3; ) I 
#The \'tor d "passwo rd", its t yp i ca l a bb r e viatio ns o r wri tte n/ ab br evia ted i n a f evJ forms of "leet" 

• 
#ale r t tc p $SMTP_SERVERS any - > $EXTE RNAL_NET 25 ( msg : " ET POLICY SMTP Pass,"or d"; flow: t o_server , establi shed ; content : "Su bject l3AI"; pc r e : "/\W[p] (a-4@][ sz5]{0, 2}[w]( [ o0][ r ] ) ?(d ] \ W/ i sm"; 
e l asstype : policy- vio l ation; r efe r e nce: u r l , doc . emergingthreat s . net/ bi n/v iew/Main/ 2002483 ; r efe r e nce: u r l , L\11.WJ . eme rgingthr eats. net/ cgi-
b i n/ cvS\~eb .c gi / sigs/ PO LICY/ PO LICY _C l ass i f i ed_I nformation ; s id : 2002483; r e v : 3; ) 

#The wo r d "a ppra isal " 

• 
#ale r t tc p $SMTP_SERVERS any - > $EXTERNAL_NE T 25 ( msg : " ET POLI CY SMTP App r a i sa l "; flo~i : t o_se r ve r ,est a blished; cont ent : "Subjec t l 3A I"; pcr e : "/\Wappraisa l ( s ) ?\ \.J / ism '· ; classtype: policy -
v i o la t i on; r ef e r e nce: url , doc. eme r gingth r ea t s. net / bin /v ieL'ol/Main/ 2002484; ref e r e nce : u r l , W'l\11.'i , eme r gingth r ea t s. net / cgi - bin/ cvs .-,eb . cg i / sigs/ POLICY / POLI CY _C l ass i fied_I nformation; s i d: 2002484 ; 
r e v : 3; ) 

#The phr ase "account balance" 

• 
#ale r t tc p $SMTP _SERVER5 any - > $EXTERNAL_ NET 25 ( msg: " ET POLI CY SMTP Accoun t Balance" ; flow: t o_se r ve r ,establi she d; content : "Subj ec t I 3A I " ; per e: "/\Waccoun t \ sba lance ( s ) ?\ I.J/ i sm" ; 
e la ss t ype : policy-vio l a tio n; r ef e r ence : u r 1, doc . eme rgingt hr ea ts . net / bi n/v iew/Main /2002485; refe re nce: u r 1, L\I\Wl . eme rgingthr eats . net / cgi-
b i n/ cvs1~eb . cgi / sigs/ PO LI CY / PO LICY _Cl ass i fied_Infor mation; sid : 2002485 ; r e v : 3; ) 

#The phr ase " payme nt h i stor y" 

• 
#ale r t tc p $SMTP _S ERVERS any - > $EXTE RNAL_NET 25 ( msg: " ET POLICY SMTP Payment Hi sto r y" ; fl ovJ: t o_se r ve r ,established; content : "Subj ect I 3AI " ; content : " payme nt history" ; nocase ; 
e lasstype : po l icy- vio l atio n; r efe r e nce : u r l , doc . eme r g i ngt hr eats . net / bi n/v iew/Main/ 2002486 ; r efe r e nce: u r l , L\11.WJ. eme rgingt hr eats . net / cgi -
b i n/ cvs \~eb .c gi / sigs/ PO LI CY/ POLICY _Classi f ied _Information; sid : 2002486 ; r e v : 4 ; ) 

#The phr a se " a nnual i ncome" 

• 
#ale r t t cp $SMTP _SERVERS any - > $EXTE RNAL_NET 25 ( msg : " ET POLICY SMTP Ann ua! I ncome " ; flow: t o_s e r ver ,es t a blished; cont en t : "Subject I 3AI "; pe r e: "/\~/a nnua! \ s i ncome( s ) ?\ W/ i sm"; 
e l asstype : pol icy- vio l a t ion; r efe r e nce : u r l , doc . eme r g i ngthrea ts . net/ bi n/v iew/Main/ 2002487; r efe r e nce : u r l , L\11.WJ . eme rgingthr eats . net/ cgi-
b i n/ cvs \"eb .c gi / sigs/ PO LI CY/ PO LICY _Classi f ied_Infor ma tion; s i d : 2002487; r e v :4; ) 

#The phr ase "credi t history " 

• 
#a le r t tc p $SMTP _SERVERS any - > $EXTERNAL_NE T 25 ( msg : "" ET POLI CY SMTP Cr e dit Histor y '"; flow: t o_se r ve r ,est a blished ; content : "Subj ec t I 3A I·· ; pe r e: ·· /\Wc r e d it \ s hi s t o r (y I i es ) \ 1-J/ i sm"'; 
e l asstype : po l i cy-vio l a t ion; r efe r e nce : u r 1, doc . emergingthrea ts . net/ bi n/v iew/Main / 2002488; r e f e r e nce : url , L\11.\ll>J. emergingthreat s . net / cgi-
b i n/ cvs i~eb .c gi / sigs/ PO LI CY/ POLI CY _C l assi fied_Infor mation; s i d : 2002488; r e v : 3; ) 

#The phr ase " t r a ns a ction hi s t ory " 

• 
#ale r t tc p $SMTP _S ERVER5 any - > $EXT ERNAL_NET 25 ( msg: " ET POLICY SMTP Tr a nsaction Hi s t o r y" ; fl01" : t o_ server, established; con tent : "Sub j ect I 3A I " ; 
pe re:" /\1,Jt r a nsact i on\ s his t or (y I ies ) \ l,J / i sm" ; c lass t ype: policy -v i o la tion; r ef e r e nce : url , doc . eme r gi ngt h r ea t s. net / bi n/v ieL111/Main/2002489; r ef e r ene e : u r l , WW!." · emergi ngt h r eats . net / cg i ­
b i n/ cvs1~eb . cgi / sigs/ PO LI CY / PO LICY _Cl assi fied_Information; sid : 2002489; r e v : 3; ) 

#The phr ase " c us t ome r lis t " 

• 
#ale r t tc p $SMTP_SERVERS any - > $EXTE RNAL_NET 25 ( msg : " ET POLICY SMTP Custome r List"; flm'l : t o_se r ve r .,es t ablished; cont ent: "Subj ect l 3AI"; pc r e: "/\~rcustomer \ s l i s t ( s ) ?\ L-1/ ism"; 
e l a ss t ype : po l icy -vio l a tio n; r efe r e nce: u r l , doc . eme rgingthr eats. net / bi n/v iew/Main/ 2002490; r e f e r e nce : u r l , L\11.WJ. eme rgingthr eats . net / cgi-
b i n/ cvs \~eb. cgi / sigs/ PO LICY/ PO LICY _Cl assi f ied _I nformation ; sid : 2002490; r e v : 3; ) 

########################################## 

I 

I 

I 

I 

I 

I 

I 
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#HTTP POST 
#Non- US Rest r i cted 

• 
#alert t c p $HO"IE_N ET any - > $EXTERNA L_NET $HTTP _ PORTS (msg: " ET POLI CY HTT P Non-US Rest r i c t ed"; flovi : t o_se r ve r , estab li shed; pe r e: "/// ( (A-Z ]{ 3} \ s ) +RESTRICTED/ / X5/ ism" ; classtype : policy -
v i o l a t ion; r efere nce : url , doc . e me r g i ngthr eats . ne t / b in/v i e i,i/Main/ 2002495; re fe r e nce: u r 1, WYll.11 . emergi ngth reats . ne t / cg i - bin/ cvswe b . cgi / sigs/ POLI CY / POLI CV _Cl assi fi ed _I nfo r ma tion; sid : 2002495; 
r ev :4; ) 

#Non -US Confi de ntia l 

• 
#ale r t t cp $HO'\E_N ET any - > $EXTERNA L_N ET $HTTP _ PORTS (msg: " ET POLI CY HTT P - Non -US Confident i a l "; fl rn,i : to_serve r , established; pere:"/// ( [ A- Z] {3 } \ s )+CON FIDEIH I AL//XS/ ism"; 
c l a ss t ype : po l i cy-v io l ation; ref e r e nce: url , doc , eme rgi ngt h r eats. ne t / bi n/v iew/Ma i n/ 2002496; r ef erenc e : u r l , L•JWW . eme r g i ngt hrea t s. ne t / cgi -
b i n/ cvS\'ie b . cg i / sigs/ POLICY / POLICY _Cla ss i fi ed_I nforma tion ; s i d : 2002496; r e v : 4; ) 

#Non -US Top Secret 

• 
#alert t cp $HO'\E_NET any -> $ EXTERNA L_NET $HTT P_PORTS (msg:" ET POLI CY HTT P - Non-US Top Sec r e t "; flow: t o_se r ve r , est a bli s hed; pc r e : "///( [ A-Z ]{3}\ s ) +TOP\ sSECR ET//X5/ i sm"; 
c l ass t ype : policy-v io l ation; ref e r ence: url , doc . emergingth rea t s. net/ bin/v iew/Ma i n/2002497; r ef e r enc e : ur 1 , LWM . eme r g i ngt hrea t s. net / cgi -
bin/ evsweb . cgi / sigs/ PO LICY / POLI CY _Classi fi ed_In forma tion ; s i d : 2002497; r e v : 4 ; ) 

#Non - US Sec r e t 

• 
#alert t c p $00'iE_ NET any -> $EXTERNA L_NET $HTTP_PORTS (msg:" ET POLI CY HTT P - Non- US Sec r et " ; flo L11 : t o_se r ve r ,establis he d ; pcre : " ///( (A-Z]{3}\ s ) +( ?< ! TOP\ s ) SECR ET//X5 / i sm" ; 
c l a ss t ype: po l icy-v io l ation; refe r e nce: ur l , doc . eme rgi ngt h rea ts. ne t / bi n/v iew/Ma i n/ 2002498; r ef erence: u r l , w.w, . eme r g i ngt hrea t s . net/ cgi -
bin/ cvswe b. cg i / sigs/ POLICY / POLICY _C lassified _I nformat i on ; s i d : 2002498; r e v : 4; ) 

#NATO Restric t ed 

• 
#alert t cp $HO"IE_NET any -> $ EXTERNA L_NET $HTT P _ PORTS (msg: " ET POLI CY HTT P - NATO Rest ric t ed"; flow: t o_se r ve r , e s t ab li shed ; pe re:"// /({ NATO\ s RESTR I CTED ) INR)/ / MR/ i sm"; classtype : po licy -
v i o l a tion; r eferenee: url , doc . eme r g i ngthr ea t s . ne t / b in /v i ei,i/Main/ 2002499; r eference: u r 1, WYll.'i . emergi ngth reats . ne t / egi - bi n/ cvsweb . cgi / sigs / POLI CY / POLI CV _C l assi fied_I nformation; sid : 2002499; 

I 

I 

I 

I 

r ev , 4; ) I 
#NATO Confide nt i a l At oma l 

#ale r t t cp $HO'\E_NET any · > $EXTERNA L_NET $HTT P _ PORTS (msg: " ET POLI CY HTT P • NATO Conf ide ntia l At oma l "; flow: t o_se r ver,est ablished; pe r e " / / /( {NATO\ sCON FIDEIH I AL \ sATOMAL) INCA)/ /MR/ i sm"; 
e l a ss t yp e : policy-v io l ation; ref e r e nce: url , doc . emerg i ngt h r eats. net/ bi n/v iew/Ma in / 2002500; r ef erenc e : u r l , L1'\WI . eme r g i ngt hr ea t s. ne t / cgi -
bin/ cvswe b . cg i / s igs/ POLICY / POLICY _Cla s s i fi ed _I nfo rmation ; s i d : 2002500; r e v : 4; ) 

#NATO Confide nt i a l 

• 
# a le r t t cp $HO"IE_NET any -> $ EXTERNA L_NET $HTTP _ PORTS (msg : " ET POLI CY HTT P - NATO Confide ntia l "; flow: t o_serve r , est ab li s hed; pe r e : "///( ( NATO \ sCONFIDENTlAL) I Ne) / / MR/ i sm" ; 
e l a ss t ype: policy-v io l ation; ref e r ence: ur 1 , doc , emergi ngt h rea t s. net/ b i n/v i ew/Ma in /2002501; ref e r ence: u r 1 , LWM . eme r g i ngt hrea t s. net / cgi -
bin/ cvsweb . cgi/ sigs/ PO LICY / POLI CY _C lassif i ed_Informa tion ; s i d : 2002501 ; r e v : 4 ; ) 

#NATO COSMI C Top Sec r et Atoma l 

• 
#ale r t t cp $HO"IE_N ET any -> $ EXTERNA L_N ET $HTTP _ PORTS (msg: " ET POLI CY HTT P - NATO COSMIC Top Sec r et Atoma l "; flov, : t o_se r ve r ,est ab-lished ; 
pere:"///( (COSMIC \ sTOP \ sS ECRET\ sATOMAL) I CT SA)/ / MR/ i sm" ; e l ass t ype: pol iey- v i ola t i on ; r eference: ur 1 , doc . eme r gi ngthr ea t s. ne t / b i n/v iei'i / Ma i n/ 2002502; 
ref e r e nce : u r l , WL'1W . emergingt hreats , net / cgi - b i n / cvs 111eb. cgi / sigs / PO LI CY / POLICY_ Class i f ied_I nfo r ma tion ; s i d : 2002502; r e v : 4 ; ) 

#NATO Sec r e t At oma l 

#alert t cp $HO'\E_NET any · > $EXTERNA L_NET $HTT P _ PORTS (msg: " ET POLI CY HTT P • NATO Sec r et Atoma l "; f101'i : t o_se r ver , es t ablishe d; pe r e : "// /(( NATO\ sSECR ET\ sATOMAL) INSA)/ / MR/ i sm" ; 
e l a ss t ype : po l icy-v io l ation; ref e r ence : url , doc , emergi ngt h r eats. ne t / bin/v i ew/Ma in / 2002503; r ef erence: u r l , L1'\Wl . eme r g i ngt hr ea t s. ne t / cgi -
bin/ cvsweb . cg i / sigs/ POLICY / POLICY _Cla ssi fied_ I nforma tion ; s i d : 2002503 ; r e v : 4; ) 

I 

I 

I 

#NATO Sec r e t 

• 
# a lert t cp $H"1E_NET any -> $ EXTER NA L_NET $HTT P_PORTS (msg ,"ET POLI CY HTT P - NATO Sec r et"; flow,to_se r ve r , es ta b l i s hed; pc r e,"///(( NATO\ sS ECRET ) JNS )//MR/ i sm"; class t ype,pol icy -v i olat i o n ; I 
r e f e r e nce : u r l ,doc . emergi ngt h r eats . net/ bin/v i ew/Main/ 2002504; refere nce : ur 1 , WWL'II . eme r g i ngt hr eat s. net/ cg i -bin / c vs web. cgi / s i gs / PO LI CY / POLICY _ Cl ass i fied _I nfo r ma tion; s i d : 2002504 ; r ev : 4; ) 

#US Co nfident i a l , Elect r o ni c Fo r ma t 

• 
:~!:;~y:~~ P!~~;:~~:1:~r0 ~; ~!~:;:~:~-;-~;~, ::~~:;: ~:!~g~~~!~~:~ n:~~ ~~~/ : ! !:,~a~~/ ~~~;:;t~:~~ r : ~;~~:~~~ ~ J i . !!~;~1~g~~~;:~; ~ ~:~~! ~~ ~ed ; pere : " / QQQQ\ r \ n ( ?: (OI P IRI Z)\ r \ n(CC) \ r \ n ) / i sm"; I 
bin/ evs \'ieb . cgi / sigs/ PO LICY / POLI CY _Cla s si f i ed _I nforma t ion ; s i d : 2002S05 ; r e v : 4 ; ) 

#US To p Secre t , El ec t ronic For ma t 

• 
#ale r t t c p $HO"IE_N ET any -> $EXTERNA L_NET $HTTP_PORTS (msg:" ET POLI CY HTT P - US Top Secre t , Electroni c " ; flow:to_se r ve r , es tablis hed; pcre : "/ QQQQ \ r \ n ( ?=( DI P JRIZ)\ r \ n ( TT )\ r \ n )/ i sm" ; 
e l a ss t ype : po l icy-v io l ation; ref e r e nce : ur 1 , doc . eme rgi ngt h reats . net/ bi n/v i ew/Ma i n/ 2002506; ref erence: u r l , w.w, . eme r g i ngt hrea t s . ne t / cgi -
b i n/ cvswe b . cg i / sigs/ PO LICY/ POLICY_Class i fi ed_I nformation ; s i d : 2002506; r e v : 4 ; ) 

#US Secret, El ec t r on ic Fo r ma t 

• 
#ale r t t cp $HO'\E_NET any · > $EXTERNA L_NET $HTTP_PORTS (msg:" ET POLI CY HTT P - US Secret , Electron i c"; fl ow: t o_serv e r,es tablished; pc re:" / QQQQ \ r \ n ( ?=(DIP IR( Z)\ r \ n ( SS )\ r \ n)/ i sm"; 
c l a ss t ype : policy-v io l ation; ref e r e nce: url , doc , eme rgi ngt h reats. ne t / bi n/v iew/Ma in / 2002507; r eferenc e : u r l , L1'\Wl . eme r g i ngt hrea t s. ne t / cgi -
b i n/ cvS\'ieb . cg i / sigs/ POLICY / POLICY _Class i fi ed_I nforma tion ; s i d : 2002507; r e v : 4; ) 

#US Co nfidentia l Aut hori zed fa r Re l ease l o 

• 
#alert t cp $HO'\E_NET any -> $ EXTERNA L_NET $HTTP_PORTS (msg:" ET POLI CY HTT P - US Confid entia l REL TO" ; flov1 : t o_se r ve r , e sta bli she d ; 
pe r e : " /(CON F IDENT I AL I C )// [ \ s \1,11 , / - J• REL \ sTO \ sUSA ( \ s \w , / - ] •( ?=// ( 2 5) ?X ( 1-9] )/ i sm"; cla ss t ype: polic y - v io l at i o n ; refe r e nce : u r 1 , doc . emergi ngth r e a t s. net/ bi n/v i ew/Ma in/ 2002508; 
ref e r e nce: u r l , WL>Jl'i . emergi ngt h reats . net / cgi - b in/ cvs 111eb . cgi / sigs / POLICY / POLICY _Clas s ified_I nf o rma tion ; s i d : 2002508; r e v : 4 ; ) 

#US To p Se c r e t Aut hori zed for Re l ease To 

• 
#ale r t t c p $00'iE_ NET any -> $EXTERNA L_NET $HTTP_PORTS (msg:" ET POLI CY HTT P - US Top Sec r e t REL TO " ; flo L11 :to_serve r , established ; pcre : " /{ TOP \ sSECR ET ITS )// [ \ s \w, / - ] • REL\ sTO\ sUSA [ \ s \w , / - ] • 
( ?=// ( 25 ) ?X [ 1 -9 ] )/ ism"; c l asstype: policy- v io l ation; r e f erence : u r 1 , doc . eme r gi ngt hr eats . net / bi n/v i ei"/Ma i n/ 2002509; r eference: url , ~11'1\'i . eme r gi ngt hr eats . ne t / cgi -
bin/ cvswe b. cg i / sigs/ POLICY / POLICY _C lassified _I nformat i on ; s i d : 2002509; r e v : 4; ) 

#US Secret Aut hori zed fo r Rele ase To 

• 
#alert t cp $HO'\E_NET any -> $EXTERNAL_NET $HTTP _ PORTS (msg : " ET POLI CY HTT P - US Sec r e t REL TO"; flow: t o_se r ver ,es t ablished ; pe r e:"/( ?< ! TOP\ s IT) 
( SECR ET I S)// [ \ s \1.11 , / - ] • REL \ s TO\ sUSA[ \ s \w , I - ] • ( ?=// ( 25 ) ?X[ 1-9 ] ) / ism" ; e lass t ype : policy-v i o l at i o n ; r efe re nce: ur 1 , doc. emerg i ngt hr ea t s. ne t / bi n/v iew/Main /2002510 ; 
refe r e nce : u r l , WL'1W . eme rg i ngt h reats . net/ cgi -b i n / cvs 1"eb . cgi / sigs / POLICY/ POLICY _ Class i fied_I nfo r ma tion; s i d : 2002510; r e v : 4; ) 

#US Co nfidentia 1 Comint 

• 
#ale r t t cp $HO'\E_NET any -> $ EXTERNA L_NET $HTT P_PORTS (msg:" ET POLI CY HTT P - US Confid e nti a l COMI NT"; flovi : t o_se r ver,esta bl ishe d ; pcre : "/{ CONFIDENTIAL]C) /1 [ \ s \w, / - p (COMINT ISI ) 
( \ s \w, / - } • ( ? =/ / ( 25 ) ?X ( l ·9 ] )/ ism '"; cla ss t ype: policy-v io l a t i o n ; refe r e nce: u r l, doc. emergi ngt h r e a t s. net / bi n/v i ew/Main/ 2002511 ; ref e r ence : ur 1 , LVWW . emergingt h reat s . net / cgi ­
bin/ cvswe b . cg i / sigs/ POLICY / POLICY _Cla s sified _In format i on ; s i d : 2002Sll ; rev : 4 ; ) 

#US To p Sec r e t Comi nt 

• 
#ale r t t ep $00'iE_ NET any -> $ EXTERNA L_NET $HTTP _ PORTS (msg: " ET POLI CY HTT P - US Top Sec r et COMINT" ; flow: to_serve r ,es tablis he d; pere : " /(TOP\ sSECR ET I TS)/ / [ \ s \w, / - ]•(CQMINT I SI )[ \ s \w , / - ] • 
( ?=// ( 25 ) ?X [ 1 -9 ] )/ ism"; e l ass t ype: policy- v io l at i on ; r e f erence : u r l , doc . eme r gi ngthr eats . net / b i n/v i ei"/Ma i n/ 2002512; r eference: url , ~11'1\'i . e me r gi ngt hr eats . ne t / cgi -
bin/ cvswe b . cg i / sigs/ POLICY / POLICY _Class i f ied _I nformation ; s i d : 2002512; r e v : 4 ; ) 

#US Secre t Comi nt 

• 
#a le r t t cp $Ha'iE_NET any -> $EXTERNAL_NET $HTTP_PORTS (msg :"ET POLI CY HTT P - US Sec r e t COOINT"; flow: t o_se r v e r , es t ablished ; pc r e: " /( ?< ! TOP\ s lT)( SECRET ]S)// [ \ s \1,1, / - ] "' (COMINT ISI ) 
[ \ s \w , / - ] • ( ?=II ( 25 ) ?X[ 1 -9 ] ) / ism"; class t ype: policy- v io l a t ion ; r efe r e nce: u r 1 , do c . eme r g i ngt h r ea t s. net / b i n/v i ew/Main / 2002513; r efe r ence: url , L1'\WI , emergi ngt hreats. ne t / cgi -
bin/ cvsweb . cg i / sigs/ POLICY / POLICY _C lassi f i ed_I nforma t ion ; s i d : 2002513; r e v : 4 ; ) 

#US Unclassif i ed Conwnun i cations Security Mate r ia ! 

• 

I 

I 

I 

I 

I 

I 

I 
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#a l er t t cp $HC»-1 E_ NET any -> $EXTERNAL_NE T $HTTP_PORTS (msg:" ET POLI CY HTTP - US Unclassifi ed COMS EC"; flow: to_se r ve r ,est ablished ; pc re : " /( UNC LASS IF IE DIU)// [ \ s \w , / - ] *COMSEC( \ s \w , / - )* ( ? I 
=I I ( 25 ) ?X [ 1-9] )/ i sm" ; c lass t ype : po l i cy -v i o l at ion; r eference : ur l ,doc. emergi ngt hrea t s . net / bi n/v iew/Main/2002514 ; re fe r e nce : ur 1, VM\'I . emergingt h rea ts . net / cg i -
b i n/ cvsweb . c gi / s i gs / PO LI CY / POLI CY_C l ass ified_Informa tion ; sid: 2002514 ; r ev :4 ; ) 

#US Confide nt ia l Corrvnu n i ca t i ons Security Materiai 

• 
#aler t t cp $1-K»1 E_NE T any -> $EXTERNAL_NET $HTT P_PORT5 (msg :"ET POL I CY HTT P - US Confid entia l COMS EC"; flow: t o_ se r ve r ,estab lished; pc r e: "/(CONFIO ENTIALIC)// [ \ s \w,/ -] "'COM5EC( \ s \w , / - ]* ( ? 
=I I ( 25 ) ?X[ l -9 ] )/ ism" ; classtype : po l ic y -v i olat ion; refe rene e : ur l,doc . emergi ngt hrea ts . ne t / bi n/v iew/Ma i n/ 2002515 ; re f er e nce: ur 1, vMW . emerg i ngth reats . ne t / cgi- I 
b i n/ cvsweb. cgi / s i gs / PO LICY/ POLICY _C l a ss i fied _In formation; s id; 2002515; r e v : 4 ; ) 

#US Top Secret Communi cat i ons Se curity Materi a ! 

• 
#alert t cp $HC»-1 E_NET any -> $EXTERNAL_NET $HTT P_PORTS (msg :"ET POLICY HTTP - US Top Sec r et CO,.\SEC"; f10 1'1 : t o_s e r ve r ,es t a blished; pc r e : " /(TOP\ sSECRET ITS )// [ \ s \1-1,/ - ] *COMSEC[ \ s \vi, / - ] *(? 
=I I ( 25 ) ?X[ 1-9] )/ i sm" ; classtype: policy-v i o l a t ion; r e f erence: ur l ,doc. eme r gingthrea ts . net / bin/v ie\','/Main/ 2002516; r efe r e nce: ur l , ~l\'/W . eme r gingt h rea t s . net / cg i -
b i n/ cvs1~eb . cgi / s i gs / POLICY/ POLI CY _C l a ss i f ied_Information ; s id: 2002516; r ev : 4 ; ) 

#US Sec r e t Communications 5ecurity Ma t eria i 

• 
#alert t cp $H0'-1 E_NE T any · > $EXTERNAL_N ET $HTTP_PORT5 (ms g: ,,. ET POLICY HTTP - US Sec r et COOSEC"; flovi : to_se r ver,establi shed ; pc r e: "/ (?< !TOP\ s lT)(SECRET IS}//[ \ s \w , / -] *CO,.\S EC( \ s \w , / - )* ( ? 
=I I ( 25 ) ?X [ 1- 9] )/ i sm" ; c lass t ype: po l i cy-v i o l at ion ; r efe rene e: ur l , doc . emerg i ngt hrea ts . ne t / bi n/v iew/Ma i n/200 2517 ; r efe r e nce: ur 1, v,ww . emergingth r e at s. net / cg i -

I 

b i n/ cvsweb . cgi / sigs / POLICY/ POLI CY_C l as s ified_Information ; sid: 2002517; r ev :4 ; ) I 
#US Co nt r o ll ed I magery 

• 
# a l e rt t cp $1-K»1 E_NET any -> $E XTERNAL_NET $HTTP_PORT5 (msg :"ET POL I CY HTTP - US Sec ret IMCON" ; flow: t o_ se r ve r , es tabli she d ; pc r e : "/( ?<! TOP\ s l T)(SECRET IS)// [ \ s \w,/ - ] * ( IMCDN IIMC)[ \ s \w, / -] * 
( ?=//( Xl IMR) )/ i sm"; classtype : policy -v i o l a t ion; r efe r e nce: u r 1, doc . eme r gingth r eats . net / bin/v i ew/Ma i n/200 2518; r efe r e nc e : ur l , W\"'11. eme r gi ngt hr eats . ne t / cgi-
b i n/ cvsweb. cgi / s i gs / PO LI CY/ POLI CY _C l a ss i f i ed_Information; s id: 2002518; rev : 4 ; ) 

#US Top Secret Cr itica i Nuclear Weapon Des i gn I nformation 

• 
#aler t t cp $HC»-1E_NE T any · > $EXTE RNAL_NET $HTT P _ PORT5 (msg : " ET POL I CY HTTP - US Top Sec r et CN\-.OI "; fl ow: t o_se r ve r , establis hed; pe r e:" /( TOP\ sSECRE TI T5)// [ \ s \1~,/ - ]* 
(CRI TICAL \ sNUCL EAR\ s l~EAPON\ s DESIGN\ sIN FORMATION I CM~DI ) [ \ s \w , / - ] *( ?=/ /MR)/ ism" ; classty pe : policy- v i o la tion; r ef e r ence: ur l , doc. eme r g i ngt hr eat s . ne t / bin /vievi/Main/ 2002519 ; 
r efere nce : url , www . eme r g ingth r eat s, net / cgi - bin/ cvs web. cgi / s igs / POLICY / PO LI CY _ Cl assi fi ed _I nformation ; s i d : 2002519; r e v : 4 ; ) 

#US Sec r e t Cr it i ca ! Nuc lea r Neapon Des ign Inf or mation 

• 
# a l e rt t cp $H0'-1 E_NET any -> $EXTERNAL_NET $HTT P_PORTS (msg :"ET POLICY HTTP - US Sec ret CNl~DI"; flow: t o_se r ve r , establi she d ; pcre ; "/( ?< !TOP\ s l T)(SECRETIS)// [ \ s \w , / - J* 
(CRIT ICAL \ sNUCL EAR\ sl~EAPON\ s DESIGN\ s IN FORMATION I CM~DI ) [ \ s \w, / - ] *(? =/ /MR}/ i sm" ; class t y pe : policy- v i o l ation; r ef e r e nce: ur l , doc. emerg i ngt hr eats . net / bin/view/Ma i n/ 2002520; 
refer e nce: u r l , WWlv . eme r g i ngt h r eats . net / cgi - bin/ cvs web . cgi / s i gs / POL I CY / POLICY _Cl assi fi ed_Info rm ation ; sid : 2002520; r e v : 4 ; ) 

#US Top Sec ret Ta l ent Key hol e 

• 
# a lert tcp $00-, E_NET any · > $EXTE RNAL_NET $HTTP _ PORT5 (msg: " ET POLI CY HTTP - US Top Sec r et TK" ; flov,: t o_se r ver,established; pe r e: " / ( TO P\ s SECRET I TS)// [ \ s \w, / - J" (TALENT\sKEYHOLE I TK) 
[ \ s \w, / - J * ( ?=// ( 25 ) ?X[ 1-9 ] )/ i sm" ; c l a sstype: policy-v io l at ion; r eference : u r l , doc. eme r gingth r ea ts . ne t / bi n/v iew/Ma in / 20025 21 ; r efe r e nce : ur 1 , Lvww , eme rg i ngt h reats. net / cgi -
b i n/ cv s1-1eb. cgi / s i gs / POLICY/ POLI CY_C l as s ified_Informat ion; sid : 2002521; rev : 4 ; ) 

#US Secret T a l ent Key ho l e 

• 
#aler t tcp $HC»1 E_NET any -> $EXTERNAL_NET $HTTP_PORT5 (msg :"ET POL I CY HTTP - US Secret TK"; fl ow:to_serve r ,es tablished ; pc r e: "/( ?<! TOP\ s lT)( SECR ET IS)// [ \ s \w, / - ] *( TALENT\ sKEYHOLEITK) 
[ \ s \w , I - ] * ( ?=// ( 25 ) ?X[ l - 9 ] )/ i sm" ; c l a sstype : policy - v i o l ation; r efe r ence : u r 1 , doc . eme r gingth r eats . net/ bin/v iew/Ma in / 2002522; r efe r e nc e : ur l , L"'-"W . eme r gingt h r eats . net/ cgi -
b i n/ cvsweb. cgi / s i gs / PO LI CY/ POLI CY _C l a ss i f i ed_Information; sid : 2002522; r e v : 4 ; ) 

#US Fore i gn Gove r nment Information 

• 
#aler t tcp $H0'-1 E_NET any -> $EXTERNAL_NE T $HTTP_PORTS (msg:" ET POLI CY HTTP - US FGI "; flow:to_se r ver,es t a blis hed; pcre : " /// FGI[ \ s \w , / - ] *( ?=//X5 ) / i sm"; class t ype : policy-v i o l a t i on ; 
r eference: u r 1 , doc . eme rg ingt h r eat s . net / b i n/v iew/Ma i n/2002 523; r eference: url, ,-.,ww . emer gingt hr eats. net / cgi- b i n/ cvs 1~e b . cgi / s.igs / POLI CY / POLI CY _C lass i fi ed_ I nf o rmat i on ; sid : 2002523; r ev : 4 ; ) 

#US For Off i cia i Use On l y 

• 
#aler t t cp $HC»-1 E_NET any -> $EXTE RNAL_NET $HTTP_PORT5 (msg :"ET POL I CY HTTP - US FOUO" ; f1 01-1 : t o_se r ve r ,est a blis hed ; pc re:"/( UNC LAS5 IFI ED IU)//( FOR\ sOFF I CI AL\ sU5E \ sOHLYIFOUO)/ i sm" ; 

I 

I 

I 

I 

I 

~ i~;~:~~:~~~~~~~ ~~!;~~~~~ ; P~~;~~:~ ~= ~~ ~~i:~: i~;~~!!~!~~ ;e:~~; ~:!~~!~~ v ~:: ~:; ~n/ 2002S24 ; r ef e r e nce: u r 1 , L'ilWW . eme r gingt h r eats . net/ cgi - I 

#US Confide nt ia l No t Re leasabl e t o Fore ign Na tiona l s 

• 
#alert t cp $H0'-1 E_ NET any -> $EXTERNAL_NE T $HTTP _ PORTS (msg: " ET POLI CY HTTP - US Confid entia l NOFORN" ; flow: t o_ se r ve r, es.tab l i shed; pe re: " /(CONFID ENTIAL I C}// [ \ s \w , / -] *NOFORl-l( \ s \w , / - ]* ( ? 
: / I ( 25 ) ?X [ 1-9] )/ i sm" ; c lass t ype : po l i cy -v i o l a t ion; r eference; ur l ,doc . eme r gingt hrea ts . net / bi n/v iew/Mai n/20025 25; re fe r e nce : ur 1, ~,ww . eme r gingt h r eats. net / cg i -
b i n/ cvsweb . cgi / s i gs / PO LI CY/ POLI CY_C l ass i f ied_Informa t ion; sid : 2002525; rev :4; ) I 
#US Top Secret Not Re l easab l e t o Fo r e ign Nationa l s 

• 
#aler t tcp $HC»-1 E_NE T any · > $EXTERNAL_NET $HTT P_PORT5 (msg :"ET POL I CY HTT P - US Top Sec r et NO FORN" ; flm'il : t o_se r ve r ,establis hed ; pc r e : " /(TOP \ s5ECRET ITS )// [ \ s \w, / - ] *NOFORN[ \ s \w , / - ] •( ? 
=// ( 25 ) ?X ( l -9] )/ i sm" ; class t ype : po l i cy-v i o l ation; r eference: ur l , doc. emerg i ngthr ea t s . ne t / bi n/v iew/Main/2002 526; r e fe r e nce: ur 1, vNsw . emerg i ngt h reats . ne t / cg i -
b i n/ cvs 1-1eb . cgi / s i gs / POL ICY/ POLICY _C l as s ified _ln forma t ion; s id: 2002526; r e v :4; ) 

#US Sec r e t Not Re l easa ble t o Fo reign Na tiona l s 
# 

#aler t t cp $H0'-1 E_NET any -> $EXTERNAL_NET $HTTP _ PORT5 (msg : " ET POLICY HTTP - US Sec ret NOFORN" ; flo~, : t o_ se r ver , es ta blished ; pe re: "/( ?< ! TOP\ s IT)(SEC RET I S)// [ \ s \w,/ -] • NO FORN( \ s \w , / - ] *( ? 
=// ( 25 ) ?X[ 1-9] )/ i sm" ; class t ype: po licy- v i o l ation; r eference : ur l , doc . eme r gingthreat s . net / bi n/v ie\~/Main/ 2002527; r efe r e nce: ur 1, ~Nsw . eme r gingth r eats . net / cgi-
b i n/ cvsweb . cgi / s igs / PO LICY/ POLICY _C l a ss i fied_I nformation; s id: 2002527; r ev : 4; ) 

#US Confide nt ia l Or i gi nator Cont rolled 

• 
#a,le rt tc p $H0'-1 E_NET any · > $EXTERNAL_NET $HTTP_PORTS (msg: " ET POLI CY HTTP - US Conf identia l ORCON " ; fl ow:to_ser v e r ,establi shed ; pc r e : " /(CON FIDENTIALIC)// [ \ s \1v , / -J * 
(ORI GI NATOR \ sCONTROLLE D IORCON) [ \ s \w , / - ] * ( ?=// ( 25 ) ?X [ 1 -9 ] )/ i sm" ; clas s t ype : policy -v i o l ation; r efe r e ne e: u r l ,doc . eme r gi ngthr eat s. net / b i n/v ie L'il/ Main/ 200 2704 ; 
r efe r e nce: u r 1 , Wl'll'I . eme rg ingt h r eats . net / cgi - bin/ cvs 1-1eb . cgi / sigs / POLICY / PO LICY _ Cl ass i fi ed_Info rmation ; sid : 2002704 ; r e v : 3; ) 

#US Top Sec r et Origi nat o r Cont rolled 

• 
#aler t t cp $HC»1 E_NET any -> $EXTE RNAL_NET $HTTP_PORT5 (msg :"ET POL I CY HTTP - US Top Sec r et ORCON"; fl ow: t o_se r ver ,es tablis hed; pc r e:"/(TOP\ sSECRET IT5)// [ \ s \1~ , / - ]* 
(ORI GI NATOR \ sCONTROLLE D IORCON ) [ \ s \1t , / ·] *( ?=/ / ( 25 ) ?X [ 1 ·9] )/ i sm"; class t ype: policy -v iol a tion ; refe r e ne e: u r l ,doc . eme r gi ngthr eats . net / b i n/v i ew/Main/ 2002528 ; 
r efere nce : u r 1, \WIW . eme r gingt h r eat s, net / cgi - bin/ cvs web. cgi / s igs / POLICY / POLICY _ Cl a ss i fi ed _Info rmation ; s i d : 20025 28 ; r e v : 4 ; ) 

#US Sec r e t Orig i nator Cont r o lled 

• 
#a l e rt t cp $H0'-1 E_NET any -> $EXTE RNAL_NE T $HTT P_PORTS (msg :"ET POLI CY HTTP - US Sec ret ORCON" ; flow: t o_se r ve r, es t abli shed; pc re; "/( ?< !TOP\ s l T)(SECRETIS)// [ \ s \w , / - J* 
( OR IGI NATOR \ sCONTROLLED IORCON) [ \ s \w , / - ] *( ?=/ / ( 25 ) ?X [ 1 -9 ] ) / i sm"; c l ass t ype: policy -v iol ation; r efe r e ne e: u r l , doc . eme r g i ngt hr eats. net / b in/v ieL>i/ Main/ 2002529; 
refere nce: u r l , Wl'll'I . eme rg ingth r eats . net / cgi - bi n/ cvs web . cgi / s i gs / POLICY / POLICY _Cl ass i fi ed_Info rm ation; sid : 2002529; r e v : 4 ; ) 

#US Unclassif ied Pr opr i eta r y I nfo r mation 

• 
#alert t cp $00-, E_NE T any · > $EXTERNAL_NET $HTT P_PORT5 (msg:"ET POL I CY HTT P • US Unc l ass ified PROPIN" ; flow: t o_ serve r ,est abli she d ; pc re : " /( UNC LASS IF I EDIU)// [ \ s \~i , / - ] *PROPIN[ \ s \w , / - ] * ( ? 
=// ( 25 ) ?X [ l -9] )/ i sm"; c lass t ype : pol i cy-v i o l a t ion ; r e f e r ence : ur l , doc . emerg i ngt hrea ts. net / bi n/v iew/Ma i n/2002 530; r efe r e nce: ur 1, vNn>i . emergingt h r ea t s. ne t / cgi-
b i n/ cvs1-.,eb. cgi / s i gs / PO LI CY/ POLI CY _Cl ass ified _ Informa t ion; sid : 2002530 ; r ev : 4 ; ) 

#US Co nfide ntia 1 Proprieta r y l nf o r mation 

• 

I 

I 

I 

I 

I 

#aler t tcp $H0'-1 E_NET any -> $EXTE RNAL_NET $HTTP_PORT5 (msg :"ET POL I CY HTTP - US Confid ential PROPIN"; flow: t o_ se r ve r ,est ab l ishe d ; pc r e: " /(CONFID ENTIALIC}// [ \ s \w , / -] "' PROPIN( \ s \w , / - ]* ( ? I 
=// ( 25 ) ?X [ l -9 ] )/ i sm" ; c lass t ype: po l i cy-v i o l at ion; r eference: ur l , doc . eme r gingthrea t s . net / bi n/v iew/Main/ 2002531 ; r efe r e nce: ur 1, ~,ww . eme r gingth r eats . net / cg i -
b i n/ cvsweb . c gi / s i gs / PO LICY/ POLICY _C l as s i f i ed_Information ; sid: 2002531 ; r e v : 4 ; ) 

#US Top Secret Pr oprie t a r y I nf orma t i on 

• 
#alert tcp $H0'-1 E_ NET any -> $EXTE RNAL_NET $HTTP_ PORTS (msg :" ET POLI CY HTTP - US Top Sec r et PROPI N"; flO L'il : t o_s e r ve r ,es t a blished; pc r e:" /(TOP\ sSECR ET ITS)// [ \ s \w, / - ] *PROPI N[ \ s \w , / - ] *(? 
=// ( 25 ) ?X [ 1-9] )/ ism" ; c lass t ype : po l ic y -v i o l ation; r eference : ur l ,doc . emergingt hrea ts . net / bi n/v iew/Main/2002532 ; r efe r e nce : ur 1, ~Mw . emergi ngt h r eats. net / cg i - I 
b i n/ cvsweb. cgi / s i gs / PO LI CY/ POLI CY_C l a ss i fied_Informa t ion; sid : 2002532; r ev : 4 ; ) 

#US Sec r e t Pr oprietary lnforma t ion 

• 
#aler t t cp $H0'-1E_NET any · > $EXTERNAL_NET $HTT P _PORT5 (msg : " ET POL I CY HTT P - US Sec ret PROPIN" ; flo~,: t o_ se r ve r ,established; pe r e: "/( ?< ! TOP\ s I T)(SECRET I S)/ / [ \ s \~i,/ - ] • PROPIN( \ s \w , / - ]* ( ? 
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=I I {25 ) ?X( 1- 9] ) / i sm" ; c l asstype : pol i cy -v i o l ation; r e f e r ence: ur l, doc. eme r g ingthrea t s . ne t / bi n/v i ei'I/Main/ 2002533; re f e r e nce : ur l , vIWW . e me r g ingth r ea t s . ne t / cg i ­
b i n/ cvs i'#eb . cgi / s i gs / PO LICY / POLICY _ e l a ss i f ied_I nformation; s i d : 200 2533; r e v :4 ; ) 

#US Co nfide nt i al Re s tr i cted Data 

• 
#ale r t tcp $HOM E_NET any -> $EXTER MAL_NET $HTTP_PORTS (ms g : " ET POLICY HTTP - US Confident ia l RD" ; flow:to_se r ve r , es t a blis hed; pc r e : "/{CON FIDENTI ALIC) // [ \ s \w , / - ] * ( RESTRICTED\ s DATAIRD) 
[ \ s \w, / - ] * ( ?=/ /MR)/ i sm"; c l assty pe : policy - v i o l a t ion; r e f e r ence : u r l , doc . emer g i ng t hr e a t s . net / bin/v iew/Ma i n/ 2002534 ; r efe r e nce : ur l , Wl."1~. eme r gingt hr eats. net / cg i -

I 

bi n/cvsweb. cgi / s i gs / PO LICY / POLICY _Class i f i ed _I nformation; s i d: 2002534 ; r e v :4 ; ) I 
#US To p Sec r e t Res t r i cted Da t a 

• 
#ale r t t cp $HOM E_NET any -> $EXTERMAL_NET $HTTP_PORTS (msg:" ET POLICY HTT P - US Top Sec r et RD" ; flovJ : t o_se r ve r , e s t a bli shed; pc r e ; " /(TOP\ s SECR ETITS)// [ \ s \vl , / - ] *(RESTRI CTE D\ sDATAIRD ) 
( \ s \w, / - ] " ( ?=/ /MR)/ i sm" ; c l assty pe : policy - v i o l a t ion; r e f e r ence : u r 1, doc . emer gingt hreats . net / b in /v iew/Ma i n/ 2002535; r ef e r e nce : ur l , Wl."1~ . eme r gingt hr eats. net / cg i -
b i n/ cvsweb. cgi / s i gs / POLICY / POLICY _Class i f i ed _Information; s i d : 2002535 ; r e v :4 ; ) 

#US Sec r et Res t ri ct ed Data 

#ale r t t cp $HOM E_NET any -> $EXTERMAL_NET $HTT P_PORTS (msg:"ET POLICY HTTP - US Sec ret RD" ; f101'# : t o_se r ve r ,establishe d; pc r e : "/( ?< !TOP\ s l T){ SECR ET IS) // ( \ s \w , / - ] * ( RESTRICTED\ sDATAIRD) 
( \ s \w, / · ] " ( ?=/ /MR)/ i sm"; classty pe : policy - v i o l a t ion ; r e f e r e nce : u r 1, doc . emer g i ngt hr eats . net / b i n/v ie~i/Ma i n/ 2002536; r ef e r e nc e : ur l , Wl."1~ . eme r gingt hr eat s. net / cg i • 
b i n/ cvsweb. cgi / s i gs / POLICY / POLICY _Cl ass i f i ed _Information; s i d: 2002536; rev :4 ; ) 

#US So ur ces a nd Me t hod s I nf o r mat ion 

• 
#ale r t t cp $HOM E_NET any -> $EXTERMAL_NET $HTT P_PORTS (msg:" ET POLICY HTT P - US SAMI " ; fl m~: t o_ se r ve r , establis hed; pcre : " / SAMI [ \ s \l~ , / - ] * ( ?=// ( 25 ) ?X[ l -9]) / i sm" ; c l assty pe : poli cy -
v i o l a tion; r e f erence: u r 1, dcc . eme r gi ngth r ea t s. ne t / b i n/v i ew/Ma i n/ 200 253 7; r efe r ence : u r l , www . eme r g ingt h r eat s . net / cg i -b in / cvsweb . cg i / s i gs/ POLICY / POLICY _C la ss i f i ed_ I nformat i o n; sid : 2002537 ; 
r e v :4; ) 

#US Co nfide nt i al Specia l Catego r y 

• 
#ale r t t cp $HOM E_NET any -> $EXTERMAL_NET $HTTP _PORTS (msg: "ET POLI CY HTTP - US Confidentia l SPE CAT"; flow: t o_ se r ve r ,established ; pe r e : "/{ CON FIDE NTIAL I C)// [ \ s \w, / - ] *SPECAT( \ s \w , / - ] "" ( ? 
=// {25 ) ?X( 1-9 ] ) / i sm" ; class t ype : pol i cy -v io l at i o n; r e f e r e nce: url , doc. eme r g i ngthrea t s . ne t / bi n/v i ei'I/Main/ 2002S38; re f e r e nce : ur l ,vIWW . e me r g ingth r ea t s . ne t / cg i -
b i n/ cvsweb . cgi / sigs / POLICY / POLICY _e l a s s i f ied_Info r mation; s i d : 200 2538 ; r e v :4 ; ) 

#US To p Sec r e t Specia l Ca t ego r y 

• 
#ale r t t cp $HOM E_NET any -> $EXTERI-IAL_NET $HTTP_PORTS (ms g : " ET POLI CY HTTP - US Top Sec r et SPECAT" ; fl ow: t o_se rve r ,es tablis hed ; pcre : " /(TOP\ sSECR ET ITS)// [ \ s \w , / - ] *SPECAT( \ s \w , / -] *( ? 
=// {25 ) ?X( 1-9 J) / i sm" ; class t ype : pol icy -vio l at ion ; ref e r ence: url , doc. eme r g i ngthreats . ne t / bi n/v i e1'1/Main/ 2002539 ; ref e r e nce ! ur l , viww . e me r g ingth r ea t s . ne t / cg i -
b i n/cvsweb. cgi / s i gs / PO LICY / POLICY _C l a s s i f ied _I nforma t i on; s i d: 2002539; r e v :4 ; ) 

#US Sec r et Specia l Ca t ego r y 

• 
#ale r t t cp $HOM E_NET any -> $EXTER MAL_NET $HTTP_PORTS (msg:" ET POLICY HTTP - US Secret SPECAT" ; flovi : t o_se r ve r , e s t a blished; pc r e : " / (?< ! TOP\ s lT)(SECRETIS)// [ \ s \w, / - ] *SPECAT[ \ s \w , / - ] * ( ? 
=// {25 ) ?X ( 1-9 ] ) / i sm" ; c l ass t ype : pol icy -v i o l at i o n; r e f e r ence : ur 1, doc . eme r g ingthrea t s . ne t / bi n/v i ei'I/Main/ 2002540 ; re f e r e nce: ur l , vIWW . e mergingth r ea t s . ne t / cgi -
b i n/ cvsweb. cgi / s i gs / POLICY / POLI CY _Cla ss i f i ed _Info r mation; s i d : 200 2540 ; r e v :4 ; ) 

#US To p Sec r e t Si ngl e I ntegr at ed Operat i ons Pl a n 

• 
#ale r t t cp $HOM E_NET any -> $EXTERMAL_NET $HTT P_PORTS (msg:" ET POLICY HTT P - US Top Sec r et STOP " ; flow:to_se r ve r ,es t a blished; pc r e : "/(TOP\ sSECRET ITS) // ( \ s \w , / - ] *STOP[ \ s \w , / -] * ( ?=//( 25 ) ? 
X(l - 9 ] )/ i sm" ; e l ass t y pe : pol i cy- v i o l at i on ; ref ere nce : ur l , doc . eme r g i ngt hreat s . net / bi n/v iew/Ma i n/ 2002541 ; ref e re nce: ur 1 , LWtw . emergingt hrea t s . net / cgi -
b i n/ cvsweb. cgi / s i gs / POLICY / POLICY _Cla ss i f i ed _Information; s i d : 2002541 ; r e v :4 ; ) 

#The word "' pri vate" 

• 

I 

I 

I 

I 

I 

#ale r t t cp $HOM E_NET any -> $EXTERNAL_NET $HTT P _PORTS (msg: "ET POLICY HTTP - Privat e" ; fl m~: t o_ se r ve r , establis hed; pere : " /\ l~privat e \W{ ? ! / ( 25 ) ?X ( 1-9 ] ) / i sm" ; c l a ss t ype : polic y- v i ol at ion; 
r e f e re nce: u r 1 , doc . eme r g ingth r e at s . net / bin/v i ew/Main/ 2002542; r efe r ence : ur 1 , WW\~ . emer gingthr eats . net/ cgi -bin / c vs web . cgi / s i gs / POLICY / POLICY _C l as s i fi ed_I nfo r mation; s i d : 200254 2; r ev : 4; ) I 
#The word " r es t ric t ed" 

• 
#a le r t t cp $HOM E_NET any - > $EXTERMAL_NET $HTT P _PORTS (ms g : " ET POLICY HTT P - Res t ricte d" ; flo\1 : t o_se r ver, es t a bli s he d; pe r e : "/ ( ?< ! / /) \Wr es tricted ( "\w/ ] / i sm" ; class t ype : policy -v i olation; 
r eference : u r l , doc . eme r gingth r eats. net/ b i n/v iew/Main/ 2002543 ; r ef erence : ur l , WL>11~ . emer gingthr eats . net / c gi - bin / c vs1~eb. cgi / sigs / POLI CY / POLI CY _ Cl ass i fied_I nf o r mat i on ; s i d : 2002543; r ev : 4 ; ) 

#The word " co nfident i a l " 

• 
#ale r t t cp $HOM E_NET any -> $EXTER I-IAL_NET $HTTP_PORTS (msg:"ET POLICY HTT P - Co nfi de nt i a l "; flm'l : t o_se r ve r ,established; pc r e : "/( ?< !//)\\.Jc onfi de ntia l[ "\w/]/ i s m" ; classtype: policy -
v i o l a tion; r e f e r e nce: u r 1, doc . eme r gingth r eats . ne t / b i n/v i ew/Ma i n/ 2002544 ; r efe r ence : u r l , www .eme r gingth r eats. net / c g i -bi n/ cvsweb . cg i / s igs / POLI CY / POL ICY _Cl as s i f i ed _ I nfo rmat i o n; sid: 2002544 ; 
r e v :4; ) 

#The word " sec r et " 

#ale r t t cp $HOM E_NET any - > $EXTERNAL_NET $HTTP_PORTS (msg:" ET POLICY HTTP - Sec r et " ; flm~ :to_serve r , esta bli s he d; pc r e: " /( ?< !TOP l /1)\Wsecret [ "\w/a ] / i sm" ; classtype : policy - v i o l ation; 
r efe r e nc e : u r 1 , doc . eme r gingthreat s . ne t / b in/v iew/Main/ 2002545; r eference : ur 1 , Mw.i . emer gingthr eats, net / c gi - bin / c vs L~eb . cgi / s igs / POLICY / POLICY _ Clas s i f i ed _I nfo r mat i on ; s i d : 200254 5; r ev : 4; ) 

#The phr ase " t op sec r et" 

• 

I 

I 

#ale r t t cp $HOM E_NET any -> $EXTERMAL_NET $HTTP_PORTS (msg: " ET POLI CY HTTP - To p Sec r e t" ; flow: t o_se r ver,establi s he d; pc r e : "/( ?< !//)\Wt op \ ssec r et ["\w/a ] / i sm" ; class t yp e : policy - I 
v iola t i on ; r e f erence: url , doc . eme r gingth r eats. net / bi n/v i ew/Ma in / 2002546 ; r efe r ence : u r l , WWl'I . eme r g i ngthr eats . net / cgi- bi n/ cvsweb . cg i / sigs/ POLICY / POLICY _Cl ass i fied_ I nf ormat i o n; sid: 2002546; 
r e v :4; ) 

#The word " sea led" 

• 
: :~=~~n~: ~ u~~~~ ~! ! e~;r n~ h ~:=~:~:~,~~~/~7!:~M:~~;;~~;:;: E; e~~~;~; e ~:~~. \~~~:!:~ ; in~~;~~~ s ~~:~;: ~~ ~ ~~~;!:::!t . ~;~; ~ ~~~;;~~ i~~)~~~ i ~~~~ i:~~ ~ i i!~~ ~ ~;~ ~m ~ ! ~ ~~?~~~ ~~~~~;~; ~o ; :~~~~) 1 
#The word "se ns itive " 

• 
#a le r t t cp $HOM E_NET any • > $EXTERNAL_NET $HTTP _PORTS (ms g: "ET POLI CY HTTP - Se ns it i ve " ; flow: t o_se r ve r , es t ablished ; pe re : "/ ( ?< !la1~\senforc ement ) \Wsens i tive \ L~{ ? ! / ( 25 ) ?X[ 1 - 9]) / i sm" ; 
c l ass t ype: po licy -v i o l ation; r e f e r e nce : u r l , doc, emergingt h r ea t s. net / bi n/v i ew/Main / 2002548; r ef e r ence : u r l , 1>11w1 . eme r g i ngt hrea t s, net/ cgi -
b i n/ cvsweb . cgi / sigs / PO LICY / POLICY _C l a ss i fied_I nformation; s i d : 2002548 ; r e v :4 ; ) I 
#The word "' pr op r i e t a r y " 

• 
#a le r t t cp $HOM E_NET any - > $EXTERMAL_NET $HTT P _PORTS (msg : "ET POLICY HTT P - Pr oprieta r y" ; flow : to_ se r ve r , es t ablis hed; per e: "/\Wproprieta r y\W(? ! / ( 25 ) ?X ( 1- 9 ]) / ism"; clas s t y pe: policy-
v i o l a t i on ; r e f e r e nce: u r l , dcc . eme r gi ngth r eats . ne t / b i n/v i ei~/Ma i n/2002549 ; r efe r ence : u r l , www . eme r g i ngthr eats . net / cgi -bi n/ cvsweb . cg i / sigs/ POLI CY / POL I CY _Cl a ss i fied_ I nf ormat ion ; sid : 2002549; 
r e v :4; ) 

#The word " pr ot ec t ed" 

• 
#ale r t t cp $HOM E_NET any -> $EXTERI-IAL_NET $HTTP_PORTS (msg: "ET POLI CY HTTP - Prot ec t e d" ; flow: t o_ server , e s t ablished ; pc r e: "/\Wpr otecte d \W (? ! / ( 25 ) ?X[ l -9}) / i sm" ; class t y pe : policy -
v iola t i on ; r e f ere nce: u r l , dcc . eme r gi ngth r eats. ne t / b i n/v i ei~/Ma i n/200 2550; r efe r ence : u r l , WWl'I . eme r g ingthr eats . net / cgi -b i n/ cvsweb . c g i / sigs/ POLICY / POLICY _Cl assi fied_ I nf ormat ion ; sid: 2002550 ; 
r e v :4; ) 

#Th e phr ase " l aw e nforceme nt sens i tive " 

• 
#ale r t t cp $HOM E_NET any -> $EXTER MAL_NET $HTTP_PORTS (msg: " ET POLI CY HTT P - Law Eno r cement Se nsitive"; flovt: t o_se r ve r , e s t ablis hed ; pe r e "/\Wl aw\senfo r c ement \ s se ns i tive\W/ ism" ; 
c l ass t ype : po licy -v i o l ation; r e f e r e nce : url , do c . eme rgingt h r ea t s . net/ bi n/v iew/Main / 2002551 ; r ef e r ence : ur l, Wlwt . eme r gingt h r ea t s . net/ cgi -
b i n/cvsweb. cgi / s i gs / PO LICY / POLI CY _ Cla s s i f i ed _I nformation; s i d: 200 2551 ; r e v :4 ; ) 

#The phr a se " i nt e rn a l use o n l y" 

• 
#ale r t t cp $HOM E_NET any -> $EXTERNAL_NET $HTTP_PORTS (msg:" ET POLI CY HTTP - I nt e r na l Use Only" ; flow: t o_se r ve r , est ablis hed ; pc r e: "/\Winte rn a l \ s use \ son l y\W/ i sm" ; classty pe : policy ­
v i o l a t i on; r e f erence: u r l , doc . eme r gi ngt h r ea t s. ne t / b in/v i e1~/Ma in / 2002552; r efe r ence: u r l , wrM . eme r g i ngthr eats . net / cgi- bi n/ cvsweb . cg i / s i gs/ POLICY / POLICY _Cl ass i fi ed_ I nf ormat i o n; sid : 200 2552; 
r e v :4; ) 

#The phr a se "da t e of birth" o r its t ypica l ab br eviat i ons 

• 
#ale r t t cp $HOM E_NET any -> $EXTERNAL_NET $HTT P_PORTS (msg:"E T POLICY HTTP - Da t e of 8i r t h" ; fl ow:to_se r ve r ,establis hed ; pc re: " / ["\1~&Jd ( ate ) ?( - ) ?o ( f )? ( - ) ?b( i rt h) ?\ W( \ s \w , / - ] *(?=([ 0-9 ] 
{ 2}[ - /] [ 0 - 9 ]{ 2}[ - / ] {0 - 9]{2,4}) I [ 0 · 9 ]{8} ) / i sm .. ; cla s s t ype: policy- v i o l at ion ; r e fe r e nc e : u r 1 , doc . emergingt hrea t s . ne t / bin/v iew/Ma i n/ 2002553; r efe r ence : ur l , wiwt . eme rgingt hr ea t s . net / c gi • 
b i n/ cvsweb. cgi / s i gs / POLICY / POLICY _Class i f ied _Informa tion ; s i d: 2002553; rev :4 ; ) 

I 

I 

I 

I 
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#Hea l t h Ca r e Commo n Procedu r e Co di ng Sys tem ( HC PCS ) Codes 

• 
#alert t cp $HO"\E_NE T any -> $ EXTERNAL_NET $HTTP_PORTS (msg : " ET POLI CY HTT P - HCPCS Code"; flow: t o_se r ve r ,established; pc r e:" /\i,,/hcpc s \ W[ \ s \w , / - ] * ( ?: ( a- z](0-9 ]{10 })/i sm"; 
e l asstype : po l icy- vio l ation; ref e r ence: ur 1 , doc . eme rgingt h r eats. ne t / bi n/v iew/Ma i n/ 2002554; refe r ence: u r l , w.wi . eme r gingt hr ea t s . ne t / cgi-
b i n/ cvsh·e b . cgi / s i gs/ POLICY / POLICY _Classi fied _Information; sid : 2002554; r e v : 4; ) 

#I nte r nationa l Stat ist ica ! Classification of Disea ses and Related Hea lth Probl ems 10th Re vision ( ICD -10 ) Codes 

• 
#alert tcp $001E_NET any -> $ EXTERNA L_NE T $HTT P_PORTS (msg : " ET POLI CY HTT P - I CD- 10 Code " ; flow: to_se r ve r , es t ablished ; pc r e: "/\Wicd\W [ \ s \N,/ - ]*(?=[ a - z ](0 - 9 ]{ 2} \ . (0 - 9 ]{ 2})/ ism" ; 
e l asstype: po l icy- v io l ation; refe r ence : url • doc. eme rgi ngt h r ea ts . ne t / bi n/v iew/Ma in / 2002555 ; r efe r ence: u r l , L>I\WI . eme r g i ngt hr ea t s. net/ cgi-
b i n/ cvsweb . cgi / sigs/ POLICY / POLI CV_ Class i fied_Info r mation ; s i d : 2002555; rev : 4 ; ) 

# food a nd Oru g Administration ( FDA ) National Dr ug Code ( NOC ) Codes 

• 
#alert tcp $Hc»-1E_NET any -> $ EXTERNA L_NET $HTT P_PORTS (msg : " ET POLI CY HTT P - FOA NOC Code"; flow:to_ serve r , est a blis hed ; pc r e: "/\Wndc \W [ \ s \1-, , / - ]* ( ?: ( [0 - 9 ]{4 }- (0 - 9]{4 }- (0 -9 ]{2} 1[0-9 ]{ 5}-

I 

I 

[ 0-9]{3 }- [0-9 ]{2} I [0 -9 ){ 5 }- [ 0-91{ 4 }- ( 0-9 ]{ 1 , 2} ) )/ ism" ; class t ype : policy-v i olation; refe r e nce: ur l , doc . eme rgingth reats. net / bin/v i ew/Ma in / 2002556; I 
ref erence: u r l ,W!.""" . emergingt hreats . net / cgi-b i n/ cvs 1-,eb. cgi / sigs / PO LI CY / POLICY _Class i f i ed_I nf orma t ion; sid : 2002556; r e v : 4; ) 

#Amer i c an Oe nt a l Association (ADA ) Oe nta l Proc ed ure Codes 

• 
#alert t c p $00'\E_NET any -> $ EXTERNAL_NE T $HTTP_PORTS (msg: " ET POLI CY HTT P - ADA Procedu re Code " ; flow: to_se r ve r , establishe d; pcre : "/\Wada\W ( \ s \1-, , / - ] * ( ?:d (0-9 ]{4} )/ i sm"; 
c l ass t ype: po l icy- vio l ation; refe r e nce: ur 1 , do c . eme r g i ngt h r ea ts . net/ bi n/v iew/Ma i n/ 2002557; refe r ence: u r l , L>l\oJI/I . eme r gingt hreats . ne t / cgi-
b i n/ cvswe b . cg i / sigs/ POLICY / POLI CV _C lass i fied_Information ; s i d : 2002557; r e v : 4 ; ) 

#Oiagnostic a nd Stat ist i c a! Ma nua l of Me nt a l Oi sorde r s ( OSM- I V) Codes 

• 
#alert tcp $001E_NET any -> $ EXTERNAL_N ET $HTTP_PORTS (msg : " ET POLI CY HTT P - OSM-IV Code " ; flow:to_se r ve r , established ; pc r e: "/\Wds m\W [ \ s \w,/ - ] * (? =( ( 2-9](0-9 ]{2}(\ . {0-9]{1 , 2}? ) 1(v ( 167 ] 
{0 - 9] \ . {0 - 9] {1 , 2})) ) / i sm" ; classtype : policy- v i o l at i on; r efe r e nce: u r l , doc . eme rgingt h reats. net / bi n/v iew/Ma in / 2002558; refe r e nce: ur 1 , l>l\oJIII . eme rgi ngt h r ea t s . net/ cgi-
b i n/ cvsh·e b . cg i / s i gs/ POLICY / POLI CV _C lassif i ed_ Information ; s i d : 2002558; r e v : 5 ; ) 

#Ame r i ca n Me dica i Association (AHA) Cur r ent Pr ocedur a! Te rm i no logy (CPT) Codes 

• 
#alert t c p $001E_NET any - > $ EXTERNA L_NE T $HTT P _PORTS (msg : " ET POLI CY HTT P - AMA CPT Code " ; flow: t o_serve r , est a blished; pe r e: "/\\.Jcpt \W{ \ s \w, / · ] • (? = (0 - 9 ]{4 }[ f t ] I [0 · 9 ]{ 5} )/ i sm" ; 
c l a sstype : po l icy- vio l ation; r efe r e nce : ur l , doc . eme rgi ngt h r ea ts . net/ bi n/v i ew/Ma i n/ 2002559 ; r efe r ence: u r l , L>l\oJI/I . eme r gingt hr eats. net/ cgi-
bin/ cvswe b . cg i / s igs/ POLICY / POLI CV _C l assi fied _Info r ma tion ; s i d : 2002559; rev : 4 ; ) 

# Japa n Cr ed i t Bu r e au Cr edit Ca r d Numbe r 

• 
#alert tcp $001E_NET any -> $ EXTERNA L_NE T $HTTP_PORTS (msg : " ET POLI CY HTT P - Cred i t Ca r d , JCB"; flow: t o_se r ve r , established ; pc r e : " /\Wj ( apan \ s ) ?c ( r e dit \ s ) ?b( u r eau ) ?\ l.J [ \ s \w, / - ] * (?= 
( 3 (12359 ] [0-9] {14 }) I ( 1800 I 2131 ) ( 0 -9 ] {11 } )/ ism" ; c l a sstype : policy-v i ol a tion; r efe r e nce: ur 1, doc . emerg i ngt hreats. net / b i n/v i ew/Ma i n/ 2002561 ; r e f er ence : ur 1 , www .emergi ngt hreats. net / cgi ­
bin/ cvs \-.,eb . cgi / sigs/ POLICY / POLICY _C lassi f i ed_I nforma tion ; s i d : 2002561 ; rev : 4; ) 

#The word "password" , its t yp i ca l a bb r e v i a tions or vl r itten/ abbrev i ated i n a few fo r ms of " l eet" 

• 
#alert t c p $HO"\E_NE T any -> $ EXTERNAL_NET $HTTP_PORTS (msg :"ET POLI CY HTT P - Passwo rd" ; flow: t o_serve r ,establi shed ; pcre:"/\l~ [ p ][ a4@][sz5 ]{0 , 2}[ 1" )( (00] ( r ] ) ?(d] \W/ ism"; classty pe : policy-
vio l at ion; r efe re nce: url , doc . eme r g ingt hr eats . net /b in/v ie i-,/Main/ 2002567; r efere nce: u r 1, WWI.., , eme r gingt h r eats . ne t / cg i • bi n/ cvswe b . cgi / sigs/ POLICY / POLICY _C l ass i fied_ Info r mation; s i d: 2002567; 
rev : 4 ; ) 

#The word "a ppraisa l " 

• 
#alert tcp $001E_NET any •> $ EXTERNA L_NE T $HTT P_PORTS (msg : " ET POLI CY HTT P • App r a i sa l " ; flow: t o_server,established; pc r e: " /\Wa ppr a i sal ( s ) ?\W/ ism"; classtype: policy- v i o la t ion; 
refere nce: u r l , doc . eme rg i ngth reats . net / b i n/v iew/Main/ 2002 568 ; r efe r ence : ur l , W\""" · eme r g i ngthr ea t s. net/ cg i - bin / c vs L~eb. cgi / s igs / PO LICY / POLI CY _ Cl as s i fi ed_I nforma t i on; sid : 2002568 ; r ev : 4 ; ) 

#The phrase "account ba lance" 

• 

I 

I 

I 

I 

I 

#alert t c p $Hc»-1E_NET any •> $ EXTERNA L_NE T $HTT P_PORTS (msg :"ET POLI CY HTT P • Acc oun t Balance " ; flovi : t o_se r ve r ,established; pc re: "/\l.Ja ccount \ sba l a nc e ( s ) ?\~J/ ism"; classty pe: policy- I 
viola t ion; r e f erence: url , doc . e me r g ingthr ea t s. ne t / b i n /v i e i-,/Main/ 2002569 ; r ef e r ence: u r l , w•,11-., . eme rgi ngth r eats . ne t / cg i - bi n/ cvswe b . cgi / sigs/ POLI CY / POLI CY _C l assi fied_ I nfo r mation; sid: 2002569; 
rev : 4 ; ) 

#The phr ase " payment h i s t o r y " 

• 
#alert tcp $001E_NET any -> $EXTERNA L_NET $HTTP _PORTS (msg: " ET POLI CY HTT P - Payme nt Hi sto r y" ; flovi : t o_serve r , es tabli she d; pe re: " /\l.Jpayme nt \ sh i s to r y\H/ i sm" ; class t ype : poli cy-v i ol ation ; 
r e fere nce: u r l , doc. emerg i ngt hreats. net / bi n/v i ew/Ma in/ 2002570; r e f erence : ur 1 , W\""" · eme r g i ngt hr eat s. net/ cg i - bin / c vs L~eb. cgi / s i gs / PO LI CY / POLI CY _ Cl ass i fied _I nforma t i on; sid: 2002570; r ev : 4; ) I 
#The phr ase " a nnua l i ncome" 

• 
#alert tcp $HOME_NET any -> $ EXTERNAL_NE T $HTTP_PORTS (msg : " ET POLI CY HTTP - Annua l I ncome"; flo L>i :to_se r ve r , establis he d; pc r e : " /\l~annu a l \ s i ncome ( s ) ?\ H/ ism"; class t ype: policy-v i ol ation; 
ref erence: u r l , doc. emergingt hreats . net / bi n/v iew/Main/ 2002571 ; r e f erence: ur 1 , w"""" · eme r g i ngthr eat s. ne t / cg i - bin / c vs web. cgi / s i gs / POLI CY / PO LI CY _ Cla ss i fied _I nforma t i on; sid: 2002571 ; r ev : 4; ) 

#The phr ase "cre d i t hi s t o r y" 

• 
#alert tcp $001E_NET any -> $ EXTERNA L_NE T $HTTP_PORTS (msg : " ET POLI CY HTT P - Credit Hi story "; f101-, : t o_serve r ,establis hed ; pcre : " /\Ncredi t \ sh i stor( y lies )\W/ i sm"; classtype:policy-
v i o la t i on ; re ference : ur 1, doc . e me r g i ngt hr eats. ne t / b in /v i e i-,/Main/2002572 ; r ef e r e nce: u r l , WWI.., , eme r gi ngt h r eats. ne t / cg i - bi n/ cvsweb . cgi / sigs / POLICY / POLI CY _Class i f ied _I nfo r mation; s i d: 2002572 ; 
rev :4; ) 

#The phr a se " transaction hi story " 

• 
#alert t cp $HO"\E_NET any -> $ EXTERNA L_NET $HTTP _PORTS (msg : " ET POLI CY HTT P - Tr a ns a ction Hist o r y"; fl ow: t o_se rve r , establis hed; pe r e :" /\Wt ransaction \ s histor (y I i es ) \H/ i sm" ; 
e l a ss t ype: po l icy- vio l ation; refe r ence : ur 1 , doc . eme rgingt h r eats . net/ bi n/v iew/Ma i n/ 2002573; r efe r ence: u r l , LoJIIIW . eme r gingthr eats . net/ cgi-
b i n/ cvswe b . cg i / s i gs/ POLICY / POLI CV _C lassi fied _Info rma t ion ; s i d : 2002573; r e v : 4 ; ) 

#The phrase "custome r lis t " 

• 
#alert t c p $001E_NET any •> $EXTERNA L_NE T $HTT P_PORTS (msg : " ET POLI CY HTT P • Cus t omer Li st" ; flo L-, :to_se r ve r ,establis he d; pc re :" /\1.Jcustome r \ s list ( s ) ?\H/ ism"; class t ype :policy- v i olation; 
refere nce: u r l , doc . eme rg i ngth reats . net / b i n/v iew/Main/ 2002574; r efe r ence : ur l , h'!.""" · eme r gingthr eats. ne t / cgi-bin / c vs L~eb . cgi / s igs / POLICY / POLI CY _ Cl a ss i fied_I nfo rmat i on; s i d : 2002574 ; r ev : 4 ; ) 

########################################## 
#High Po r t s , poss i bl y Passive FT P DATA 
#Non- US Rest ricted 

• 
#alert t c p $HO"\E_NE T 1024 : -> $EXTE RNAL_ NE T 1024: ( msg : "ET POLICY High Po r t s - Non -US Res t r ic t ed"; fl ow: t o_se r ve r , establis hed; pcre :" ///( [A-Z ]{3} \ s ) +RESTR I CTEO//X5 / ism" ; 
e l ass t ype : po l icy- vio l ation; ref e r ence: ur 1 , doc . eme rg i ngthreat s . net/ bi n/v i ew/Ma i n/ 2002575; r ef e r ence: u r l , L>l\oJIII . eme r g i ngt hreats . net/ cgi-
b i n/ cvswe b. cg i / sigs/ PO LI CY / POLI CV _C lassi fied_ In forma t ion ; s i d : 2002575; r e v : 4 ; ) 

#Non- US Confi de ntia l 

• 
#alert tcp $001E_NET 1024 : - > $EXTERNAL_NET 1024: ( msg : " ET POLICY High Po r ts - Non •US Confident i a l "; f101-,: t o_serve r ,established ; pcre :" ///( [A·Z ]{ 3}\s ) +CON FID ENTIAL//X5 / i sm" ; 
e l ass t ype : po l i cy-vio l ation; r efe r e nce: url • doc . eme rgi ngt h r eats. net/ bi n/v iew/Main/ 2002576; r efe r ence: u r l , L>I\WI . eme r g i ngthrea t s. net / cgi-
bin/ cvsweb . cg i / s igs/ PO LICY / POLI CV_ Class i fied_Info r ma tion ; s i d : 2002576; rev : 4 ; ) 

#Non -US Top Sec r et 

• 
#alert tcp $HO"\E_NET 1024 : -> $ EXTERNAL_ NE T 1024: ( msg : " ET POLICY Hi gh Po r ts - Non -US Top Sec r et "; fl O\-., : to_serve r ,establis hed ; pcre : "///( [A-Z ]{3} \ s ) +TOP\ s SECRET//X5/ ism" ; 
e l ass t ype : po l icy- vio l ation; ref e r ence : url , doc . emergingt hreats . net/ bin/v i ew/Ma in /2002577 ; ref erence: u r 1 , w.vw . emerg i ngt hrea t s . net / cgi-
bin/ cvswe b . cgi/ sigs/ POLICY / POLI CV _C lassi fied_In forma tion ; sid : 2002S77; r e v : 4; ) 

#Non- US Secret 

• 
#alert tcp $00'\E_NET 1024 : -> $ EXTE RNAL_NET 1024: ( msg : " ET POLICY High Po r ts - Non -US Secret"; flovi : t o_se r ve r ,es t ab li shed; pc re: "///( (A-Z ]{ 3}\ s ) +(? <! TOP \ s ) SECRET//X5/ i sm"; 
c l ass t ype: po l i cy-vio l ation; refe r ence: ur l , doc . eme rg i ngt h r eats. net/ bi n/v iew/Ma i n/ 2002578; r efe r ence: u r l , w.wi . eme r g i ngt hr eats . ne t / cgi-
bin/ cvswe b . cg i / sigs/ PO LICY / POLI CV _C lass i fied_Informa tion ; s i d : 200257B; r e v : 4; ) 

#NATO Res t r i cted 

• 
#alert tcp $001E_NE T 1024: - > $EXTE RNAL_NET 1024: ( msg : " ET POLICY High Po r ts - NATO Rest ric t ed" ; flow: to_se r ver,est ablished; pe r e : "///( ( NATO \ sRESTRI CTEO ) (NR)/ /MR/ ism"; classty pe : policy-

I 

I 

I 

I 

I 

I 

I 

; ; ~ ~=~~on; r e f e r e nc e : ur 1, doc . eme r g i ngt hr ea ts. ne t / b i n /v i e i-,/Main/ 2002579; r ef e r e nce: u r l ,wrM , eme r g i ngt h r ea ts . ne t / cg i - bi n/ cvsweb. cgi / s igs / POLI CY / POLICY _Class i f ied_ I nfo r mation; sid: 2002579; I 
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#NATO Confidentia l At oma l 

• 
#ale r t tcp $HCt1E_NET 1024: - > $ EXTERNAL_ NET 1024: (msg : " ET POLICY High Ports - NATO Co nfidential At oma l "; flow:to_ser ver , esta blished ; 
pere: " /// ( ( NATO\ sCON FIOE NTIAL \ sATOMAL) INCA)/ / MR/ ism" ; class t ype : policy -v i o l at i on; ref e r e nce: ur l , doc. eme rgi ngth r ea t s. net/ bin /v iew/Main/2002580; r eference: ur l , 1,t1w, . emergingthr ea t s . net/ cgi-
bin/ cvs,"eb . cg i / sigs / POLICY / POLICY _Cl a ssifi e d_Infor mation; s id : 2002580; r ev :4; ) I 
#NATO Confident i a l 

• 
#a l e r t tcp $HCt1E_NET 1024 : - > $EXTERNAL_ NET 1024 : (msg: " ET POLICY High Por ts - NATO Co nfident i a l " ; fl ow:to_serve r ,es tablis hed; pe r e: "///( ( NATO\ sCOI\I FIDE NTIAL) INC) / /MR/ ism" ; 
e lass t ype: policy-v i o l ation; r efere nce: u r 1, doc . eme r g i ngt hr eat s . net / bin/v i ew/Ma in/2002581 ; r ef e r ence: u r 1 , Lwsvl . eme r g i ngth r ea t s. net / cgi-
b i n/ cvs,"eb . cg i / s i gs / PO LICY / POLICY_Class i fied _Information; s i d : 2002581 ; r ev :4; ) 

#NATO COSMIC Top Secret At omal 

• 
#a l e r t tc p $HCt1E_NET 1024 : - > $ EXTERNAL_ NET 1024: (msg: " ET POLICY High Ports - NATO COSHI C Top Secre t Atoma l " ; flow: t o_serve r , established ; 
pe r e: " /// ( (COSMIC \ sTOP\ sSECR ET \ sATOMAL) I CTSA ) / /MR/ i sm"; classtype : po l icy -v i olat i on; r e f e r e nce: url , doc . emerg ingth r ea ts . ne t / b i n/v i ew/Ma i n/ 2002582 ; 
ref e r e nc e : ur 1 , wL'ilW . emerg i ngth reat s . net / cgi-bin / cvs we b . cgi / s i gs/ POLI CY/ PO LICY _ Class i fi ed_In f o r mat ion; sid : 2002582; re v : 4 ; ) 

#NATO Secret At oma l 

• 
#a l e r t tcp $HCt1E_NET 1024 : -> $ EXTE RNAL_NET 1024: (msg: " ET POLI CY High Por ts - NATO Se cr et Atcmal"; fl c w:tc_se r ve r ,establi s he d; pc r e :" ///((NATO\ sS ECRET \ sATOMAL) INSA)//MR/ ism" ; 
c lass t ype: po l i cy-v i olat ion; r efe r ence: u r 1, doc . eme r g i ngth r ea t s . net / bi n/v i ew/Ma in/2002583; ref e r ence: u r 1 , LWIW . eme r g i ngthrea t s. net / cgi-
b i n/ cvs,"eb. cg i / sigs / POLICY / POLICY_Class i fied _Informatic n; s i d : 2002583; r ev :4; ) 

#NATO Sec r et 

• 
#a l e r t tcp $HCt1E_NET 1024 : - > $ EXTE RNAL_ NET 1024: (msg: " ET POLICY High Por ts - NATO Sec r et " ; flow: to_se r ve r , es t a blis hed ; pe r e : " / //((NATO\ sSECR ET ) INS)/ / MR/ i sm" ; class t ype: policy-
v i o l a tic n; r ef e r ence : u r 1, dc c . eme rgingthreats . net / bin /v ieL,./Main /2002584 ; re fe r e nce: url , WW\" · eme r gingth r ea t s . net / cg i •bi n/ cvsweb . cgi / s igs/ POLICY / POLICY _C l ass i f i ed_I nfor ma t ion; s i d : 2002584 ; 
rev : 4 ; ) 

#US Co nf identia l , Electroni c Fo r mat 

• 
#a l er t tcp $HCt1E_NET 1024 : -> $ EXTERNAL_ NET 1024 : (msg: " ET POLICY High Po r t s - US Confide ntia l , Elec troni c " ; flow:to_ server , est ablishe d; pc r e:" / QQQQ\ r \ n ( ?=(OIP IRIZ)\r \ n (CC) \ r \ n)/ ism" ; 
c l asstype : policy-v i c la tion; r ef e r ence: u r l, doc . eme rgingthr ea t s . net / bi n/v i ew/Ma in/ 2002585 ; r ef e r ence: u r l , www .eme r g i ngth r ea t s . net/ cgi -
b i n/ cvsweb . cg i / s i gs / POLICY / POL I CY _C l ass i f ied_Infor mation ; s id : 2002585 ; r ev :4 ; ) 

#US To p Se cre t , Electronic Fo r ma t 

• 
#a l e r t tcp $HCt1E_NE T 1024 : -> $ EXTE RNAL_ NET 1024: (msg: " ET POLI CY High Por ts - US Top Sec r et , Elec t rcni c " ; f1 01v: tc_se r ve r, e stablished; pc r e : "/ QQQQ\ r \ n ( ?: ( OIP IRIZ)\r \ n( TT )\ r \ n )/ i s m"; 
c lass t ype : polic y- v i olation ; r ef e r ence: u r 1, doc . eme r g i ngth r ea t s . net / bin/v i ew/Ma in/200258 6; ref e r ence: u r 1, LWIW . eme r g i ngt h rea t s . net / cgi-
b i n/ cvs,"eb . cg i / s i gs / POLICY / POLICY_Class i fied _Information; s i d : 2002586; r ev :4; ) 

#US Sec r et, El ectrcni c Fermat 

• 

I 

I 

I 

I 

I 

#a l er t t cp $Het1E_N ET 1024 : -> $ EXTERNAL_NET 1024 : (msg: " ET POLICY Hi gh Por ts - US Sec ret , Elect r on ic "; flow: t o_ se r ver , es t ablished; pcre : " / QQQQ\ r \ n(?=(OIP IRIZ)\ r \ n( SS)\ r \ n)/ i s111" ; I 
c l asstyp e : po l icy- v i c la t ion; r e f e r ence: u r l, doc . eme r gingth r ea t s . net / bi n/v i ew/Ma in/ 2002587; r ef e r ence: u r l , Lij\'llll . eme r g i ngth r ea t s . net/ cgi -
b i n/ cvs1,ieb . cg i / s i gs / POLICY / POLI CY _C l ass i f ied_Infor mation; s i d : 2002587 ; r ev :4 ; ) 

#US Co nfident i a l Authorized f o r Release To 

• 
#a l e r t t cp $HCt1E_NET 1024: -> $ EXT ERNAL_ NET 1024: (msg: " ET POLICY High Por ts - US Confid entia l REL TO" ; fl m":to_se r ve r , e s t a bli s he d; 
pe r e: " / (CON FIDE NTIAL I C) / / [ \ s \w , / - ]*REL \ sTO\ sUSA( \ s \w, / - J *( ?=// ( 25) ?X ( 1-9 ) ) / ism"; cla s s t y pe : po licy -vic l a tion; ref e re nc e : u r l , doc . eme r g i ngth r eat s . net/ bin/v i e w/Main/ 2002588 ; 
r efe r e nc e : ur l , WL,.,.v . emer gingth reats. net / cgi-bin / cvs1ve b . cgi / sigs/ POLI CY / POLICY _ Cl as s i fi ed_In f or mation; sid: 2002588 ; r e v : 4 ; ) 

#US To p Sec r et Aut hc ri zed f ar Re l ease To 

• 
#a l e r t t cp $Het1E_NET 1024: -> $ EXTERNAL_NET 1024: (msg: " ET POLICY Hi gh Ports - US Top Sec r et REL TO" ; flow: t o_serve r ,est ablished; 
pe re:" / (TOP\ sSECR ET I TS )// [ \ s \ 1,i , / - ]*REL \ sTO\ sUSA( \ s \w, / - ] *( ?=// ( 25 ) ?X [ 1-9 ] )/ ism" ; cla ss t y pe : po licy-vio l at i on; r efe r e nce : url , dc c . eme r g i ngth r e a t s . net/ bin /v i e w/Main/ 2002589; 
refe re nce: ur 1 , WL""' . eme rg ingth r e at s . net/ cgi-bin / cvs we b . cgi / s i gs / POLI CY/ PO LICY _Classi fied_I nformation; s i d: 2002589; r e v : 4; ) 

#US Secret Au tho r i zed f a r Re l eas e To 

• 
#a l e r t tcp $HCt1E_NET 1024 : - > $ EXTE RNAL_ NET 1024: (msg: " ET POLICY High Por ts - US Sec ret REL TO"; fl m":to_ser ve r , establi shed; pcre :" / ( ?<! TOP\ s lT) 
( SECRET I S )/ / [ \ s \w , I - ) *R EL \ sTO\ sUSA ( \ s \w , / - ) * ( ?=/ / ( 25 ) ?X ( l - 9 ] )/ i sm" ; e lass t ype: pc l i cy-vio l at i o n; r e f e re nce : ur l , doc . eme rgingthr ea t s. net / bin /v iew/Ma i n/2002590; 
refer e nce: ur l , WL,t1V . emer gingth r eat s . net / cgi - bin / cvs1,ie b . cgi / sigs/ POLI CY/ POLICY _ Cl assi fied_In f or mat ion; sid: 2002590; r e v : 4; ) 

#US Co nfidentia l Ccmi nt 

• 
#a l e r t tcp $Het1E_NET 1024 : -> $EXTE RNAL_NET 1024: (msg: " ET POLICY High Por t s - US Confid entia l COMINT" ; flm'l : t o_se r ve r , es t a bli shed; pc r e:" /(CONF IOE NTIALIC)// [ \ s \w, / - ] * (C0'1INT ISI ) 
( \ s \w, / - ] *( ?=// ( 25 ) ?X [ 1 -9 ] ) / i sm"; c l ass t ype: pc licy-v i o l ation; r ef e r e nce : u r l , dcc. eme r g i ngth r ea t s . net / bin/ view/Main/ 2002591; r e f e r ence: ur l , 1"'""" . eme rgi ngth r ea t s. net / cgi-
b i n/ cvs1,ieb. cg i / s i gs / POLICY / POL I CY _C l ass i f ied_Info r mation; s i d : 2002591 ; r ev :4 ; ) 

#US Top Secret Com i nt 

• 
#a l e r t tcp $HCt1E_NET 1024 : - > $ EXT ERNAL_ NET 1024: (msg: " ET POLICY High Por ts - US Top Secret COMI NT"' ; flo~l : t o_serve r ,est a bli she d; pcre : "/(TOP\ sSECRETITS )// [ \ s \~1 , / - ]"' ( COf-tINTISI ) 
[ \ s \w, / - ] *( ?=// ( 25 ) ?X [ 1 -9 ] )/ i sm"; c lasst ype : policy-v i o l a t ion; r e f e r ence : u r 1 , doc. eme r g i ngth r ea t s . ne t / bi n/v iei'l/Main/ 2002592 ; r e f e r e nce: url , 1,t1w, . eme rgingth r ea t s . net / cgi­
b i n/ cvs,"eb . cg i / s i gs / POLICY / POLI CY_Cl a ss i fied_Information; s i d : 2002592 ; r ev :4; ) 

#US Sec r et Comi nt 

• 
#a l e r t t cp $Het1E_NET 1024 : -> $ EXTERNAL_NET 1024 : (msg: " ET POLICY High Por t s - US Secre t COMI NT" ; f101";to_s e r ve r , establi shed; pcre : "/ (?<! TOP\ s lT)(SECRET IS )// [ \ s \w, / - J* (C0'1INT ISI ) 
( \ s \w, / - ] *( ?=// ( 25 ) ?X [ 1 -9 ] ) / ism"; class t ype: pc licy-v i c l a tion; r ef e r e nce : url , dcc. eme r g i ngth r ea t s . net/ bin/v i ew/ Main/ 2002593; r e f e re nce: url , 1"'""" . eme r g i ngt h r ea t s. net / cgi-
b i n/ cvsweb . cgi/ s i gs / POLICY / POLI CY _Cl ass i f ied_I nforma tion; s i d : 2002593 ; r ev :4 ; ) 

#US Unclassif ied Ccmmuni c ations Security Ma t eria ! 

• 
#a l e r t t cp $HCt1E_NET 1024: - > $ EXTE RNAL_ NET 1024: (msg: " ET POLICY High Por ts - US Unclass i fied COMS Ec" ; flm" : t o_ s e r ve r , es ta bli s hed ; pc r e: "/( UNC LASS I FIEOIU)// [ \ s \w, / - ] *COMSEC( \ s \1",/ - ] * ( ? 
=// ( 25 ) ?X ( l - 9 ] )/ i sm"; c l as s t ype : po l icy- v i o l at ion; r efere nce ; ur 1, doc . emerg ingt hreats. ne t / bin/v i ew/Main/200 2594; r eference: ur 1, www . emerg ingt hrea t s. ne t / cgi -
b i n/ cvs,"eb . cg i / s i gs / POLICY / POLI CY_Cl a ss i fied_Information; s i d : 2002594; r ev :4; ) 

#US Co nfidentia l Communications Securit y Materia l 

• 
#a l e r t tcp $Het1E_NET 1024 : -> $ EXTERNAL_ NE T 1024: (msg: " ET POLICY High Por t s - US Confidentia l COMSEC"; flow; t o_ serve r , es ta bli shed; pc r e:" /(CONF IOE NTIALj C) // ( \ s \w, / - ) *COMSEC[ \ s \w , / - ] * ( ? 
=// ( 25 ) ?X ( 1-9] )/ ism"; c l asst ype: po l icy- v i o l at ion ; r efe r ence: ur l , dcc . eme r g ingt h r eats . ne t / bin/v i ew/Mai n/ 2002595; reference: ur l , ~Nrw . emerg ingth r eats . ne t / cgi-
b i n/ cvsweb . cg i / s i gs / POLICY / POL I CY _Cl a ss i f i ed_Info r ma tion; s i d : 2002595; rev :4 ; ) 

#US To p Sec r et Commun i cat ions Security Mate r i a ! 

• 
#aler t t cp $HCt1E_NET 1024: -> $ EXTE RNAL_ NET 1024: (msg: " ET POLICY High Por t s - US Top Secret COMS Ec" ; flow: t o_ serve r , esta bli shed; pe re : "/ ( TOP\ sSECRET I TS )// [ \ s \~1 , / - ]"COMSEC( \ s \w , / - ]"' ( ? 
=// ( 25 ) ?X ( l - 9 ] )/ i sm"; c l a sstype: pol icy- v i ol at ion; r efe rence; ur 1, do c . eme r g ingt h r eats. ne t / bin/v i ei"/Ma i n/2002596; r efe r e nce: ur 1, wvrw . emerg ingt hr eats. net / cg i -
b i n/ cvsweb . cgi/ s i gs / PO LICY / POL I CY _Class i fi ed_Information; s id : 2002596; r ev :4 ; ) 

#US Sec r et Communicat i ons Secu r i t y Materia l 

• 

I 

I 

I 

I 

I 

I 

I 

I 

#a l e r t tcp $Het1E_NET 1024 : -> $ EXTE RNAL_NET 1024 : (msg : " ET POLICY High Por ts - US Sec ret COMSEC"; flow: t o_se r ve r , establi shed; pcre:" / (?< ! TOP\ s lT)(SECRET IS )// ( \ s \w, / - J *COMS EC[ \ s \ 1", / - ] * ( ? I 
=I I ( 25 ) ?X[ 1-9 ] )/ i sm" ; class t ype: po l icy- v i o l ation; r efe re nce: ur l , dcc . eme r g ingt h r eats . ne t / bin/v i ei"/Mai n/ 2002597; r e f e rence: url, >JNtw . emerg ingthr eats . ne t / cg i -
b i n/ cvs,"eb. cg i / sigs / POLICY / POL ICY _Class i f ied _I nfor mation; s i d : 2002597; rev :4 ; ) 

#US Cont r olled I mage ry 

• 
#a l e r t tcp $HCt1E_NET 1024 : - > $ EXTE RNAL_ NET 1024: (msg: " ET POLICY High Por t s - US Sec ret I MCON" ; flow: t o_s er ve r ,establis hed ; pc r e : "/ ( ?<!TOP \ s JT)( SECRET IS)// [ \ s \w, / - ] *( IMCONIJHC) 
( \ s \w, I - } *( ?=// (Xl IMR) )/ i sm"; c l ass t ype : policy -v i o l a tion; r efe r e ne e: u r 1, dcc. emergingth r eats. net / bin/v i e L,./ Main/ 2002598 ; r e f e r e nce: u r l, www. eme r gingth r eat s. net / cg i - I 
bi n/ cvsweb . cgi/ s i gs / PO LICY / POLI CY _Cl ass i fi e d_Infor mation; s id : 2002598 ; r ev :4 ; ) 

#US To p Sec r et Cr it i ca ! Nuclea r Wea pon Des i gn Infor ma t ion 

• 
#a l e r t t cp $Het1E _NET 1024 : -> $ EXTE RNAL_ NET 1024: (msg: " ET POLICY Hi gh Por ts - US Top Sec r et CNNOI" ; f101v: t o_s e r ve r,e stabli shed ; pc re:" /( TOP\ sSECR ETITS)// [ \ s \w , / - ]* 
( CRIT ICAL \ sNUCLEAR\ s\..JEAPON \ s DESI GN\ s INFORMATION I CNMDI ) [ \ s \w , / - } * ( ?=/ / MR) / i sm"; clas sty pe: policy-violation ; r e f e r ence : u r l , dcc . emer g i ngt hr eats . net / bin/vi e w/Ma i n/ 2002599; 
r e feren ce : ur 1 , WL"'v . eme r gingth r eat s . net/ c gi- bin / cvs we b . cgi / sigs/ POLI CY / PO LI CV_ Cl a ss i f i ed _I nfo r mat i on; s id : 2002599 ; r e v : 4 ; ) I 
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#US Secret Cri t ica! Nuclea r 1.Jeapon De s ign I nf or matio n 

• 
#alert tcp $HO'IE_NET 1024: - > $ EXTERNAL_NET 1024: ( msg : " ET POLICY High Ports - US Sec r e t CNWO I "; flow:to_ser ve r , e s t a blishe d; pc r e : "/( ?< !TOP \ s l T)(SECRET IS)// ( \ s \w , / • J • 
( CRIT I CA L \ sNUCL EAR\ sl,JEAPON \ s DESI GN\ sIN FORMATION I CM•ID I ) ( \ s \w , / - ] *( ?=/ / MR)/ i sm" ; clas sty pe: po licy - violation; ref e r e nce : u r l , doc . eme r gingthr eats. net / bi n/vi ew/Ma i n/ 2002600; 
ref e r e nce: u r l , www . eme rgi ngth r eat s, net / cgi - b i n / cvs 1\leb . cgi / s igs / POLICY/ POLICY _ Cl assi fied _I nfo r ma t i on; s i d : 2002600; r e v : 4 ; ) 

# US To p Sec r et Ta l e nt Keyho l e 

• 
#ale r t t cp $HO'IE_NET 1024: -> $ EXTERNAL_NE T 1024: ( msg : " ET POLI CY High Po r ts - US Top Sec r et TK"; f101~: to_se r ve r , established; pcre : "/( TOP\ sSECRET ITS)// [ \ s \w , / · ]• ( TALENT\ sKE YHOLE ITK ) 
[ \ s \w , I - ] • ( ? =// ( 25 ) ?X[ 1-9 ] ) / i sm" ; class t ype : policy-v i o l ation; r ef e r e nce: u r 1, doc, eme rgingth r ea t s. net/ bin /v i ew/Ma in / 2002601 ; r e f e r ence: url , www .eme r g i ngthrea t s . net / cgi-
bin/ cvs1~e b . cgi / sigs/ PO LICY / POLICY _Class i f ied_ Informa tion ; s i d : 200 2601 ; r e v : 4 ; ) 

#US Secret Ta l ent Keyhole 

• 
#ale r t tcp $HO'IE_NET 1024: -> $ EXT ERNAL_NET 1024: ( msg : " ET POLI CY High Po r ts - US Sec r e t TK" ; fl ow: t o_se r ver,es t a blis hed ; pc r e: " /( ?<! TOP\ s lT)( SECR ETIS)// [ \ s \w, / - ]*(TALENT\ sK EYHOLflT K) 
[ \ s \w, I - ] • ( ? =// ( 25 ) ?X[ l-9 ] )/ ism" ; class t ype : policy- v i o l ation; ref e r ence : u r l, doc . emergingthrea t s. net/ bin /v iew/Main/ 2002602; ref e r ence: ur 1 , 1.,rww . eme rgingthrea t s . net/ cgi -
b i n/ cvswe b . cgi / sigs/ PO LICY / POLI CV _Classified _I nformation; s i d : 200 2602; r e v : 4; ) 

#US Fo r eign Gove r nme nt I nf ormation 

• 
#a l e r t tcp $HO'IE_NET 1024: - > $ EXTERNAL_NET 1024: ( msg : " ET POLICY High Po r ts - US FGI " ; f1011i : t o_se r ver,establi shed; pe re: " // / FGI ( \ s \w , / - p· (? =//X5)/ i s m" ; class t ype: policy - v i o l a t i on ; 
r e f e r e nce : u r l , doc . eme r gingth reats . net / bin/v iew/Main/ 2002603; ref e r ence : ur l , wwN . eme r gingt hr eats. net/ cg i -bin / c vs L\leb. cgi / s i gs / PO LICY / POLI CV_ Class i fied_I nfo r mat i on; sid : 2002603; r ev : 4 ; ) 

#US Fa r Off i cia i Use Onl y 

• 
#ale r t tcp $HO'IE_NET 1024: · > $ EXTERNAL_NET 1024: ( msg : " ET POLICY High Po r ts - US FOLIO " ; flow: t o_ se r ver,es t a blished ; pc r e: " /(UNCLASSIF IE DIU)//(FOR\ sOFF I CIAL \ sUSE \ sON LYIFOUO)/ i sm" ; 
e l ass t ype : po l icy- vio la t ion; ref e r ence : url , doc . emergingthrea t s. net/ bin/v iew/Main /2002604; r ef erence : u r l, L\I\WJ . eme r gingthr ea t s. ne t / cgi-
bi n/ cvswe b . cgi/ sigs/ PO LICY/ POLICY_Class ified_ Informa t i on; s i d : 200 2604; r e v :4; ) 

# US Co nfident ia l Not Relea s a b l e t o Fo r e i gn Na tiona l s 

• 

I 

I 

I 

I 

#ale r t tcp $00'iE_NET 1024: - > $ EXTERNAL_NET 1024: ( msg : " ET POLICY High Port s - US Confi de nt i a l NO FORN"; flow:to_ s e r ve r , est ablished; pcre :" / (CONF IOE NTIAL IC) // ( \ s \w , / -] "-NOFORN ( \ s \w , / - ] "' ( ? I 
=// ( 25 ) ?X[ 1 -9 ] )/ ism" ; c lass t ype : policy-v i o l at ion ; r efe r e nce : ur l , doc . eme r g i ngth r eats . ne t / bi n/v i ew/Main/ 2002605; re fere nce: url , Wll/\'l . eme r g ingth r eats . ne t / cgi-
bin/ cvswe b. cg i / sigs/ PO LICY / POLI CV _Classified_ I nforma tion; s i d : 2002605; r e v : 4; ) 

#US To p Sec r e t Not Releasa ble t o Fo reign Nationals 

• 
:;;{;!) ~~~l~~~i~!~ ; 1:~: ~s ~;p!~;~~~;=~~!!a! ~!~: ~:~;~:~!e ~ ~! ~!o: ~:~e~: :~:t~r ~!t : ~~e!;~: ~~v~:~~~~~/ ; ! ;~~! ~;s;:; :~;~~:~ ~;i:~:n~: e~~~: ~ ~~i~~ :~::~~: :; !~~ ~// [ \ s\111, I - ] *NOFORN( \ s \w , / - ] • ( ? I 
bin/ cvswe b . cg i / sigs/ PO LICY / POLI CV _Classi f ied_I nformation ; s i d : 2002606; r e v : 4; ) 

#US Secret Not Re l easa bl e t o Fo r e i gn Na t i ona l s 

• 
#ale r t t cp $HO'IE_NET 1024 : - > $ EXT ERNAL_ NE T 1024: ( msg : "ET POLICY High Po r ts - US Sec r e t NOFORN" ; f101~ : t o_se r ve r , establis he d; pere : "/( ?<! TOP\ s I T)(SECRET IS)// ( \ s \w , / - ] *NOFORN [ \ s \w,/ - ] "' ( ? 

~{~)!~!,::~~ ~:B~i::;~~~~~;~~~;~~:~i~;;:~~!~~i~;~r::!~ :~~c: ~ ~ ~ ; ~:~~~~7e ~:~~:~~r eats . ne t / bin/v i ew/Main/ 2002607; re ference: ur 1, ~M\'l . e me r g ingth r ea ts . ne t / cgi- I 

#US Co nfident ia l Originator Cont rolled 

• 
#a l e r t tcp $00'iE_NET 1024: - > $ EXTERNAL_NET 1024: ( msg : " ET POLICY High Ports - US Confi de ntia l ORCON" ; flow: t o_ se r ver , es t ablishe d; pe r e : " /(CONF ID ENTIAL IC)// ( \ s \~l , / - p· 
( ORI GI NATOR \ sCONTROL LED IORCON) [ \ s \w , / - ] * ( ?=// ( 25 ) ?X [ 1 - 9 ] )/ism" ; c l asstype : poli cy - vi o l a tion; r efe r ene e: ur l , doc . eme r gingth r eats . net / bin/v ie i,i/Ma in/ 2002608 ; 
r e f e r e nce : u r l , www . eme r gingth r eats, net / cgi - b i n / cvs 1\leb . cgi / s igs / PO LICY/ PO LICY _ Cla ss i fied _I nfo r ma t ion; s i d: 2002608; r e v : 4; ) 

#US To p Sec r et Or i gi nato r Cont r o lled 

• 
#ale r t t cp $HO'IE_NET 1024: -> $ EXTE RNAL_NET 1024: ( msg : " ET POLICY High Po r ts - US Top Secret ORCON" ; f1 01-i : t o_serve r ,establi shed; pc r e : " /( TOP\ sSECRETITS)// [ \ s \L-i,/ - ] "' 
( ORI GI NATOR\ sCONTROL LED I ORCON) [ \ s \w , / - ] *(? : /I ( 25 ) ?X [ 1 - 9 ] )/ i sm"; c l asstype : poli cy - vi o l a tion; r e fe r ene e: u r 1, doc . eme r gingth r eat s. net / b i n/v ie L\I/ Ma in/ 2002609 ; 
ref e r e nce : u r l , 1..-w.\l . emergingth r eat s . net/ cgi - b i n/ cvs 1\leb . cgi / s igs / PO LICY/ PO LICY _C l assi fied_I nf o rma t i on; sid: 2002609; r e v : 4; ) 

#US Secret Orig i na t or Cont ro lled 

• 
#ale r t t cp $HO'iE_NET 1024: -> $ EXTERNAL_ NET 10 24: ( msg : "ET POLI CY High Po r t s - US Sec r e t ORCOW' ; flow:to_ s e r ve r ,est a bli s he d ; pc r e : "/( ?< !TOP\ s l T)( SECRE TIS)// ( \ s \w , / - ] * 
( ORI GI NATOR\ sCONTROL LED IORCON) [ \ s \w , / - ] "'( ?=// ( 25 ) ?X [ 1 - 9 ] )/ i sm" ; cla sstype : policy - vi o l a tion; r efe r ene e: url , doc . eme r gingt hrea t s . ne t / b in/v ie i-i/ Main/ 2002610; 
r e f e r e nce : u r l , h'L>J\\I , emergingth reats . net / cgi - b i n / cvs1\le b . cgi / sigs / PO LICY / PO LI CV _Cl assi fied_I nf o r ma t i on; s i d : 2002610; r e v : 4 ; ) 

#US Unclassified Pr o prieta r y I nf or matio n 

• 
#ale r t tcp $00'iE_NET 1024: - > $ EXTERNAL_NET 1024: ( msg : " ET POLICY High Po r t s - US Un c lass i f i ed PROPIN"; flow:to_se r ve r , est a blis hed; pc r e: "' /( UNCL ASS IFIEDIU)// [ \ s \w , / - ] *PROPIN [ \ s \1~ , / - ] "' ( ? 
=// ( 25 ) ?X[ l -9 ] )/ ism" ; c lass t ype : po l i cy-v i olat ion ; r efe r e nce : ur l,doc . eme r g i ngth r eats . ne t / b i n/v i ew/Main/2002611; r eference: ur l , ~MW . eme r g ingth r eats . ne t / cgi-
bin/ c vswe b . cgi / s igs / POLICY / POLI CV _Class i f i ed _ I nforma t ion; s i d : 2002611; r e v : 4; ) 

#US Co nfident i a l Pr o pr i eta r y I nf ormat ion 

• 
#ale r t t cp $HO'IE_NET 1024: -> $ EXTERNAL_NE T 1024: ( msg : " ET POLICY High Po r ts - US Confi de ntia l PROPIN"; fl ol'l :to_ server , est a blished; pc r e: "/(CONF IO EITT I ALIC) // [ \ s \1'1 , / - ] *PROPIN ( \ s \w , / - ] "' ( ? 
=// ( 25 ) ?X[ l -9 ] )/ i sm"; c lass t ype: po l icy- v i o l a t i o n; r efe r e nce : ur l , doc . eme r g i ngth r eats . ne t / bi n/v i ew/Main/2002612; r efe r ence: ur 1, ~MW . e me r g ingth r ea ts . ne t / cgi-
bin/ cvs1~e b . cgi / sigs/ PO LICY / POLICY _Class i f ied_Informa tion ; s i d : 2002612; r e v : 4; ) 

#US To p Se c r et Pro pri et a r y I nf o r mation 

• 
#ale r t tcp $HO'IE_NET 1024: -> $ EXTERNAL_NET 1024: ( msg : " ET POLI CY High Po r ts - US Top Sec r et PROPI N" ; flow: t o_se r ve r ,esta blished ; pc re: "/(TO P\ sS ECR ET ITS)// [ \ s \w, / - ] *PROPI N[ \ s \w , / -] "- ( ? 
=// ( 25 ) ?X[ l - 9 ] )/ i sm" ; c lass t ype: policy-v i olat i o n; r efe r ence : ur l , doc . eme r g ingth r e at s . ne t / bi n/v i ew/Main/2002613 ; re f e re nce : ur 1, ~111,w . e me r g ingth r ea t s . ne t / cg i -
b i n/ cvswe b . cgi / sigs/ POLICY / POLI CV _Class i fied _I nforma t ion; s i d : 2002613; r e v : 4; ) 

#US Secret Proprie t a r y I nf ormation 

I 

I 

I 

I 

I 

• 
#a l e r t tcp $HO'IE_NET 1024: - > $ EXTERNAL_NET 1024: ( msg : " ET POLICY High Po r ts - US Sec r e t PROPIN " ; f101~:to_ser ver , e s ta blis he d; pc r e: "/ (?<!TOP\ s lT)(SEC RET IS)// [ \ s \w , / - ] *PROPI N[ \ s \1~,/ - ] "' ( ? I 
=// ( 25 ) ?X[ l -9 ] )/ ism" ; c l asstype : policy-v i o l at ion ; r efe r ence : ur l , doc . eme r g i ngth r e ats . ne t / bi n/v i ew/Main/2002614; r efe r ence: ur l , ~MW . e me r g ingth r eats . ne t / cgi-
bin/ cvswe b . cgi / s igs/ POLICY / POLI CV _Class i f i ed _ I nforma tion; s i d : 2002614; r e v : 4; ) 

#US Co nfide nt ia l Rest r i cted Da t a 

• 
#ale r t t cp $HO'iE_NET 1024: -> $ EXTERNAL_ NE T 1024: ( msg : " ET POLI CY High Po r ts - US Confi de nt i a l RD" ; flm-i :to_se r ve r ,establis he d; p c re : " / ( CON F IDENTIAL I C )// [ \s \ 1,i , / - ] * ( R E ST R ICTEO\sDATA I R□ ) I 
[ \ s \w , I - } • ( ? =//MR)/ i s m" ; clas s t y pe: policy - v i o l a tion; r efe re nc e : ur l , doc. eme r gingt hr e ats . net / b i n/v i ew/Main/2002615; re f e r e nce : u r l , 1"11'1\\I. emerg i ngt hr e ats. net / cg i -
bin/ cvswe b . cgi/ sigs/ PO LICY / POLI CY _Class i f ied_ Informa t i on; s i d : 200 2615; r e v : 4 ; ) 

#US To p Se c r et Res t ric ted Data 

• 
~~ !~:~ I =1~ ( t ~ 1~R~~! s!?.:4 ~l ~; s!!~~:~1i ~: =: i!1!:~o~;s~~; ;~e~~; ~~; 1~! ~: . : ~:;:i ~g~~r : ~~s ~~~~;!i~~: te: ; ~=~~;2::~; ~; ; e~;:: ~!~ ~: ~~ r ~~::~~•~~:~:i~::~~!!!!~~~~}~:~~•/-)* (RESTR I CTED\ sDATA I RD) I 
b i n/ cvs1..-e b . cgi/ sigs/ PO LICY / POLI CV _Class i fi ed_ I nformation; s i d : 2002616; r e v : 4; ) 

#US Secret Res t ri c t e d Data 

#a l e r t t cp $HO'IE_NET 1024: · > $ EXTERNAL_NET 1024: ( msg : " ET POLICY High Po r t s • US Sec r e t RD"; f1 01-i :to_se r ver, e stablis hed; pc r e:" /( ?<! TOP\ s lT)( SECR ETIS)// [ \ s \N, / - ]*(RES TRICTE D\ sDATA IRD) 
[ \ s \111, / - ] • ( ? =/ / MR)/ i sm" ; c l as sty pe : policy - v i o l a t ion; r efe r e nce : ur l , doc. emerging t hr eats. net / b i n/v i e11i/Main/ 2002617 ; ref e r e nce : u r l , \'/\'li~. emergingt hrea ts , net / cg i -
bin/ cvsweb . cg i / s i gs/ PO LICY / POLI CV _Class i fi ed_I nforma tion ; s i d : 2002617; r e v : 4; ) 

#US So urce s a nd Me t hod s I nf o r mat ion 

• 
#a le r t t cp $HO'IE_NET 1024 : -> $ EXTERNAL_NET 1024: ( msg : " ET POLICY High Po r ts - US SANI" ; flow: t o_se r ver,es t a blished ; pc r e: " / SAMI [ \ s \~i, / - ] *( ?=//( 2S ) ?X( l-9] )/ism" ; class t ype:policy -
v i o l a t i on; r e f e r e nce: ur 1, doc . eme r g i ngth r ea t s. net / bin /v i e i"/Ma in/2002618 ; re f e r e nce: u r 1, W'rM , emergingthrea ts . net / cg i - bin/ cvsweb. cg i / sigs / POLI CY / POLI CV _C l assi f i ed _ Informat ion; s i d : 2002618; 

I 

rev , 4; ) I 
#US Co nfident ia 1 Special Category 

• 
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#a l e r t t cp $HC»'1E_NET 1024: - > $EXTERNAL_NET 1024 : (msg : "ET POLICY Hi gh Po r t s - US Confide ntial SPECAT " ; fl ow :to_ se r ver , established; pc r e: "/(CONF ID ENTIALj C) // ( \ s \w , / - J • SPECAT ( \ s \w,/ - ) * ( ? 
=I I ( 25 ) ?X ( 1-9} )/ i sm" ; class t ype : policy-violat i on ; r e f e r ence: ur l , doc . emergingth r eat s . net/ bi n/v ie\°'/Mai n/ 2002619; r eference: ur l , ,..iww . eme r gingt hr ea t s . ne t / cgi-
b i n/ cvsweb . cgi / s i gs/ POLICY / POLICY _Cl assi fied_ I nfo r mation; sid : 2002619; rev :4 ; ) 

#US Top Sec r e t Spe cia l Cat egory 

• 
# a l e r t t cp $HO"IE_ NET 1024 : - > $EXTE RNAL_NET 1024 : (msg : "ET POLICY Hi gh Po r ts - US Top Secret SP ECAT" ; flow:to_se r ver, e stabli she d ; pc r e: "/(TOP\ sS ECR ET ITS)// [ \ s \w, / - p ·SPECAT[ \ s \w, / - ]"" ( ? 
=// ( 25 ) ?X[ l -9] )/ ism" ; class t ype: pol i cy - v iolation; r eference: ur 1, doc . eme r g i ngt h r eat s . ne t / bi n/v iew/Main/2002620; refe r ence : ur l , www .eme r g i ngt hr ea t s . ne t / cgi-
b i n/ cvsweb . cgi / s i gs/ POLICY / POLI CV _C l ass i f i ed_I nforma tion ; s i d : 20026 20; rev :4 ; ) 

# US Secret Special Cat ego r y 

• 
#a l e r t t cp $HC»'1E_NET 1024 : -> $ EXTERNAL_NET 1024 : (msg : "ET POLICY Hi gh Po r t s - US Sec r et SPECAT" ; flow:to_se r ve r ,established; pcre:"/( ?<!TOP \ s lT)(SECRET IS)// [ \ s \w , / - )"" SPECAT [ \ s \w , / - ) * ( ? 
.. / I ( 25 ) ?X[ 1-9] )/ i sm" ; class t ype : policy - v iolat i on ; r e f e r ence: ur 1, doc . eme r gingt h r eats . net / bi n/v iew/Mai n/ 2002621 ; r e f e r ence: ur l , ,..,ww . eme r gingt hr ea t s. net / cgi-
b i n/ cvsweb . cgi / s i gs/ POLICY / POLI CV _Cl a ssi fied_ I nfo r mation; s i d : 2002621; r e v :4 ; ) 

#US Top Sec r e t Single I ntegr ated Ope rations Plan 

• 
# a l e r t t cp $HO"IE_NET 1024: - > $EXTERNAL_NET 1024 : (msg : "ET POLICY Hi gh Port s - US Top Se cr et STOP" ; f l 01-1 : t o_se r ve r , es t a blis hed; pe r e:" / ( TOP\ s SECRET I TS )/ / [ \ s \w , / - ] *STOP [ \ s \w , / · ) * ( ? 
=// ( 25 ) ?X( 1- 9 ] )/ i sm" ; c l asstype: pol i cy - v iolation; r e f e r ence : ur 1, doc . eme r g i ngt hr eat s . ne t / 2002622 ; r efe r ence: url , lWIW . eme rgingthr ea t s . net / cg i -
b i n/ cvsweb . cgi / s i gs/ POLICY / POLI CV _Classi fi ed_I nforma t i on; s i d : 20026 22 ; r e v :4; ) 

I 

I 

I 

#The word "pri vate " 

• I 
# a l e r t t cp $HOME_NET 1024: -> $ EXTE RNAL_NET 1024 : (msg : " ET POLICY Hi gh Po r ts - Pr i vate" ; flo,.., :to_ se r ver ,establis hed ; pc r e: "/\Hprivate \W(? !/( 2S) ?X [ l -9 ] )/ ism"; classtype : pol ic y -vi o l ation; 
r eference: ur l , doc . emer gingt h reats. net/2002623 ; r efe r ence : ur l, wi.-r.-1 . emer ging t hreats. ne t / cgi-bin/ cvs l-1eb . cgi / sigs / POLICY / POLI CV _C l ass i f ied _I nfo r mation; sid: 2002623 ; r ev : 4 ; ) 

#The word "restricted " 

• 
#a l e r t t cp $HOME_NET 1024: -> $ EXTERNAL_NET 1024 : (msg : "ET POLICY Hi gh Port s - Res t r i c t e d" ; flow:to_ser ve r , established; pcre:" / (?< !//)\ll/res t ri ct ed[ "\1°'/ ] / ism"; class t ype: po licy -
v i o l ation; r efe rence : u r l , doc , eme r gi ngt hr eats . net / 2002624; r efe r enc e : u r l , vJWW . eme r gi ngthr eat s . net / cgi- bi n/ cvsweb , cg i / s i gs/ POLICY / POLICY _Cl a ssi f ied_ Information; sid: 2002624; r ev :4; ) 

#The word "co nfide nt i a l " 

• 
# a l e r t t cp $HC»'1E_NET 1024: -> $EXTERNAL_NET 1024 : (msg : "ET POLICY Hi gh Po r t s - Confident i a l " ; f1 01-1 :to_ser ve r , es t a blis hed ; pc r e: "/( ?<!//)\l~confi dentia l[ " \w/ ] / i sm" ; classt ype : policy-
v i o l ation; r e ference : u r l, doc . eme r gingt hr eats. net / 2002625; r ef e r ence : u r l , ,..M"· eme r gi ngthr ea t s. net / cgi- bi n/ cvsweb . cgi / s i gs/ POLI CY / POLICY _Cl ass i f ied_ I nformation; sid: 2002625 ; r ev :4; ) 

#The ~,ord " secret " 

• 
# a l e r t t cp $HO"IE_NET 1024: - > $EXTERNAL_NET 1024 : (msg : "ET POLICY Hi gh Port s - Secret" ; flow: t o_ se r ve r , establi she d ; pcre: "/( ?< ! TOP l/1)\\1/sec ret [ ,,..\w/a ] / i sm" ; classtype : policy-v i ol ation; 
r efe r ence: ur 1 , doc . emer gingt h r eat s . net / 2002626 ; r efe r ence : ur 1, www .emergingthr eats . ne t / cgi - bin/ cvs web . cgi / sigs / POLI CY / POLICY _Cl as s i fied_ I nf ormat i on; s i d : 2002626; r ev : 4; ) 

# The ph r a se " t op sec ret " 

• 
#ale r t t cp $HOME_ NET 1024 : -> $ EXTERNAL_NET 1024 : (msg : " ET POLICY Hi gh Po r ts - Top Sec r e t " ; flow:to_ser ve r ,es t ablished; pcre: "/ (?< !//)\Wtop \ ssec ret [ "\w/a ] / i s m"; classtype:policy -
v i o l ation; r efe r ence: u r l , doc . eme r gi ngt hr eats . net / 2002627 ; r ef e r ence : u r l , www . eme r gi ngthr eat s . net / cgi- bi n/ cvsweb. cg i / s i gs/ POLI CY / POLICY _Cl assi f ied _I nformation; sid : 2002627; r ev :4; ) 

# The word " sea l ed " 

• 
#a l e r t t cp $HC»'1E_NET 1024 : -> $ EXTERNAL_NET 1024 : (msg : "ET POLICY Hi gh Po r t s - Sea l ed " ; fl ow: t o_ se r ve r ,establi shed ; pc r e: "/\l~sea l ed\W( ? !/ (25 ) ?X ( l-9 ) )/ i sm" ; classt ype :policy- v i o l atio n; 
r efe r ence: ur l, doc . emer gingt h reats. net/2002628 ; r efe r ence: ur l, w,,,r.-, . emergingthr eats. net / cgi-bin/ cvs1-,eb . cgi / s igs / POLI CY / POLICY _Cl ass i f ied_ I nforma t i on ; s id: 2002628; r ev : 4 ; ) 

#The word " sensitive " 

• 
# a l e r t t cp $HO"IE_NET 1024 : - > $ EXTERNAL_NET 1024 : (msg : "ET POLICY Hi gh Po r t s - Sensitive " ; fl ow : t o_se r v e r , es t a blis hed ; per e: "/ (?< ! l a w\ se nfo r c eme nt ) \ Ws ens it i ve \ W( ? ! / ( 25 ) ?X [ 1- 9 ]) / i sm" ; 
cla ss t ype : policy - v i o l ation; r efe r ence: ur 1 , doc . eme r gingt h r eats . net / 2002629 ; r efe r ence : ur l,w1w, . eme r gingt h r eat s. net/ cgi - b i n/ cvs l-,eb . cg i / sigs / POLICY / POLICY_Cl assi fied_ I nf o r mat i on; 

I 

I 

I 

I 

sid : 2002629; re v :4; ) I 
# The word "pr oprie ta r y " 

• 
# a l e r t t cp $HOME_ NET 1024 : -> $ EXTERNAL_NET 1024 : (msg : "ET POLICY Hi gh Po r t s - Pr opr ieta ry " ; fl ol-1 :to_s e r ve r ,esta bli s hed ; pc r e: " /\11/p r oprieta r y \1'11( ? !/( 25 ) ?X [ l -9 ] )/ism" ; classtype : policy -
v i o l ation; r e f erence: u r l, doc . eme r gi ngt hr eats. net / 2002630; r ef e r ence : u r l , vn-M . eme r gi ngthr ea t s . net / cgi- bi n/ cvsweb . cgi / s i gs/ POLI CY / POLICY _C l assi fied _I nformation; s i d : 2002630; r ev : 5; ) 

#The word "pr otected " 

• 
# a l e r t t cp $HO"IE_NET 1024 : - > $EXTERNAL_NET 1024 : (msg : " ET POLICY Hi gh Po r t s - Pr ot ected " ; fl ow : to_se r ve r ,es t a blished; pcr e : " /\Wpr otected \W( ? !/( 25 ) ?X ( l-9 ) )/ism" ; class t y pe :policy-
v io l ation; r e f e r ence: u r l, doc. eme r gingt hr eats . net / 200 2631 ; r ef e r ence : u r l , WW'I" · eme r gi ngt hr eat s . net / cgi- bi n/ cvsweb . cgi / s i gs/ POLI CY / POLICY _Cl as si fied_ I nformation; s i d: 2002631; r ev : 5; ) 

#The ph r a se " l aw e nfo r ceme nt sens i tive" 

• 
#a l e r t t cp $HO"IE_ NET 1024: - > $ EXTERNAL_NET 1024 : (msg : " ET POLICY Hi gh Port s - La1.., Enor cement Sensitive " ; flOl'l : t o_serve r , e s t a blis hed; pcr e:" /\Wl aw\se nf or ceme nt \ ssens i tiv e\ W/ ism"; 
cla sstype: policy - v i o lat ion ; r ef e r ence: ur 1 , doc . eme r gingt h r ea t s . net / 2002632; ref e r enc e : ur l , WlWI . eme r gingt h r eats. net / cgi -b i n/ cvs l.,eb . cg i / sigs / POLICY / PO LICY _C l ass i f i ed_I nforma tion ; 
sid : 2002632; re v :S; ) 

# The ph r a se " i nte rna l use o nly" 

• 

I 

I 

~~!1:!i!~~ ~~~;~:: : ~~~~~o~~ e!!~1~~:~~:!!s ~~!:~2~:~:~; ~T r~~~~~c=~~~l~~: e~e~;1~;;~~e~::. ~:!~~~ i~~~~;!:;;:~~;;1;:1: ~;~~; ~~ / ~~~;~~~~~!:!~; ~:! ~; ~:~; ;~;i ~~~,J/!~:•; ~~ ;:;;~y~: ~~~~!cy- I 
#The ph r a se "da te of b i r t h" o r its t yp ica l a bbr eviatio ns 

• 
#a l e r t t cp $HO"IE_NET 1024: - > $EXTERNAL_NET 1024 : (msg : "ET POLICY Hi gh Po r ts - Dat e of Bi r t h" ; flm,,: t o_ se r ver ,establi s hed; pcre: "/ ( ,,..\~i& Jd (ate ) ?( - ) ?o ( f ) ?( - ) ?b ( i r t h ) ?\ l~( \ s \w , / - ] *(?=( [0 - 9} 
{ 2}[ - /] [ 0-9 ]{ 2}( - / ] [ 0 · 9 1{ 2,4}) I [0 - 9 ){8} )/ i sm"; class t y pe: policy - v i ol a tion ; ref e r ence : ur l, doc . eme r gingt h r eat s . net /2002634; ref e r e nce : ur l, W\""" · emergingt hr eats . net / cgi -
b in/ cvsweb . cgi / s i gs/ POLICY / POLICY _Cla ss i fi ed_ I nfo r ma tion ; s i d : 2002634; r e v : 5; ) I 
#Healt h Ca r e Common Pr ocedu r e Codi ng Sys t em ( HCPCS ) Co de s 

• 
#a l e rt t cp $HOME_ NET 1024: -> $ EXTERNAL_NET 1024 : (msg : "ET POLICY Hi gh Port s - HCPCS Code " ; flow:to_ser ve r ,establis hed; pcre:" /\Whcpcs \W [ \ s \w, / - ] *( ?=[a-z][0-9]{ 10 })/ i sm" ; 
cla ss t ype : policy- v i o l ation; r ef e r ence : ur 1 , doc . eme rg i ngt h r ea t s. net / 2002635; ref e r ence : ur l , WlWI . eme r gingt h r eats . net / cgi - b i n/ cvs l'1eb . cg i / sigs / POLICY / POLICY _ Cl ass i fied_I nfo r mat i on; 
sid : 2002635; r ev : 5 ; ) 

# I nte r nat iona l Stati s t ica! Cl assif i cation of Di sea ses and Re la t ed Healt h Probl e ms 10th Revis ion ( ICD - 10 ) Codes 

• 
# a l e r t t cp $HC:»'1E_NET 1024 : - > $ EXTERNAL_NET 1024 : (msg : " ET POLICY Hi gh Po r t s - ICD- 10 Code " ; f101-1 :to_se rve r ,establi s hed ; pcre : " /\\l/ icd \W( \ s \~i, / - ] "(? =[a-z )[0-9 ]{ 2} \ . (0-9 ]{ 2} )/ ism"; 
cla sstype: policy- v i o l a tion; r efe r ence : url , doc . eme r gingt h r eats . net/ 2002636; r efe r ence : ur l , wi.w, . eme r gingt h reats. net / cgi-b i n/ cvsweb . cgi/ sigs / POLICY / PO LICY _ Cl assi fied_ I nfo r ma tion; 
sid : 2002636; r ev : 5; ) 

#Food a nd Drug Adm i ni st ration ( FDA ) Nat i ona l Dr ug Code ( NDC ) Codes 

• 
# a l e r t t cp $HO"IE_NET 1024 : - > $EXTERNAL_NET 1024 : (msg : "ET POLICY Hi gh Po r t s - FDA NOC Code " ; fl ow: to_s e r ve r ,establis hed ; pc r e :"/\l-J ndc \\,J [ \ s \w, / - ] ""( ?=( [ 0-9 ]{4 } - [0 -9 ](4}- [0 -9 ]{ 2} 1[0 -9 ] 
{ 5 } - [0 -9 ] ( 3} - [0 -9]{ 2} I (0 - 9 ] { S} - [0 -9 ]{ 4 } - [0 -9 ) {l , 2}) )/ i sm" ; cla ssty pe: policy - violation; re f e r e nce :ur l , doc . emer gingth re at s. net/ 2002637; re f e r ence: ur l , Wl:Jl'I . emer gingth re ats . net / cgi­
b i n/ cvsweb . cgi / sigs/ POLICY / POLICY _Cla ss i f i ed_I nfo r ma tion ; s i d : 2002637 ; r e v : S; ) 

# Ame r i ca n Oe nt a l Assoc iat i o n ( ADA) De nta l Pr oced ur e Codes 

• 
# a l e r t t cp $HC»'1E_NET 1024 : -> $ EXTERNAL_NET 1024 : (msg : "ET POLICY Hi gh Po r t s - ADA Proced ur e Co de " ; f101-1 :to_se r ve r , establis hed; pc r e:N /\ll/ada \ W[ \ s \w , / - ] *( ?=d[ 0-9]{4})/ ism" ; 
cla ss t ype : policy- v i ol ation; r efe r ence : ur l , doc . eme r gingt h reats. net/ 2002638 ; r efe r ence : ur l, wi.wt . eme rg i ngt h r ea t s. net/ cgi - b i n/ cvs l-1eb . cgi/ sigs / POLICY / PO LICY _ Class i fied_ I nf o r ma tion; 
sid:2002638; r ev : 5; ) 

# Diag nost i c a nd Statistica! Manual of Menta! Di so r de r s ( DSM-IV) Code s 

• 
# a l e r t t cp $HO"IE_NET 1024: -> $ EXTERNAL_NET 1024 : (msg : "ET POLICY Hi gh Po r t s - DSM - I V Code "; f1 01-, :to_s e rve r , establi s hed ; pcre : " /\\l/dsm\W( \ s \w , / -P(? =( ( 2 -9 ](0 - 9 ]{ 2}(\ . (0 · 9 ){1 , 2}?) 1( v [ 167 } 
[ 0-9 ] \ . ( 0 -9 ]{ 1, 2})) )/ ism" ; e lass t ype: policy-v io l atio n ; refe r enc e : u rl , doc . eme r g i ngt hreat s . net/ 2002639 ; r eferenc e : url , WIWI . eme rg i ngt hr eat s . net/ cgi-
bin/ cvsweb . cgi / sigs/ POLICY / POLI CV _Classi f i ed_I nfo rmation; s i d : 2002639; r e v : 7; ) 

# Ame r i c an Med i ca i Association (AMA) Cu r r ent Pr ocedu r a! Te rm ino l ogy ( CPT ) Codes 

• 
#a l e r t t cp $HOME_NET 1024 : - > $ EXT ERNAL_NET 1024 : (msg : "ET POLICY Hi gh Po r ts - /Jl'fA CPT Code "; f1 01-1 : t o_se r ve r ,establis hed ; pe r e: " /\ l~cpt \W [ \ s \w, / - ] "" ( ?=[0 -9]{4 }[ft ] I (0 -9]{5 } )/ ism" ; 
cla ss t y pe : policy- v i o l ation; r efe r ence : ur 1 , doc , eme rg i ngt h reats. net/ 2002640; r efe r ence : ur l , wi.wt . eme r gingt h reats. net / cgi - b i n/ cvs l-1eb. cg i / sigs / POLICY/ PO LICY _ Cl ass i fied _I nfo r ma tion; 
sid : 2002640; rev : 5; ) 

I 

I 

I 

I 

I 
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#Japa n Cred i t Bu r eau Cr edit Ca r d Numbe r 

• 
#a l e r t t e p $HO'IE_NET 1024: -> $EXTE RNAL_NET 1024: ( msg : " ET POLI CY Hi gh Po r ts - Cr ed it Card, JC B" ; f101" :to_se r ve r ,establis he d; pe r e : "/\Wj ( apa n\ s ) ?c ( r edit \ s )?b( ur ea u) ?\W [ \ s \ 1", / - ]*( ?: I 
( 3[ 12359 ] [0-9 ] {14 } ) I ( 1800 I 2131 ) [ 0-9 ] {11 } )/ i sm" ; c l asstype : policy- viol a t ion; r efe r e nce : ur 1, doc , eme rgingt h reats . net / 2002642; r efe r ence : ur 1 , www . eme r g i ngth r ea ts. net/ cgi -
bin/ cvs1"e b . cg i / sigs/ PO LICY / PO LICY _C l assi f ied_ I nfo r ma tion; sid : 2002642; r e v : 5; ) 

#The word "pass wo rd" , it s t yp i ca l a bb r e v i a tio ns o r 1,Jr it t e n/ abb r evia t ed i n a f ew fo r ms of " l eet" 

• 
#a l e r t t c p $HO'if_NET 1024: -> $EXTE RNAL_NET 10 24: ( msg : " ET POLI CY High Po r t s - Pass wo rd" ; flow: t o_se r ve r ,esta bli s hed; pc r e:" /\W[ p][a4@][sz5]{0 , 2}[w]( ( o0 )[ r ]) ?(d ] \W/ i sm"; 
e l asstype: po l i cy- v io l at ion; r efe r ence : ur 1 , doc . eme r g i ngth r eats . net/ 2002648 ; r ef e r ence: u r l, l'MIIJ. eme r g i ngt hr eats . ne t / cg i - b i n/ c vsL"e b . cgi/ s igs / POLICY / POLICY _ Class i fi ed_Info r mat i on; 
s i d : 2002648; r ev : 5 ; ) 

#The wo r d "ap praisa l " 

• 
#a l e r t t c p $HO'IE_NET 1024: - > $EXTE RNAL_NET 1024: ( msg : " ET POLI CY Hi gh Po r t s - Appr a i sal " ; flow: t o_se r ve r , established; pe r e: "/\Wap pr aisa l ( s ) ?\ \.J/ i sm" ; class t ype : polic y- v i olatio n; 
r e f e r e nce: u r l , dcc . eme r gingth r eat s , net / 2002649 ; r e f e r ence : ur l , www. eme r g ingthr eat s , net/ cgi-bin/ evs L"eb . cgi / s igs / POL I CY / POL I CY _ Class i fied_I nf o r mat i on; sid: 2002649; r ev : 5; ) 

#The ph r ase "account ba lance " 

• 
#a l e r t t c p $HO'\E_NET 1024 : - > $EXTERNAL_NET 1024: ( msg : " ET POLI CY High Port s - Acc ount Ba l a nce" ; flow: t o_se r ve r ,es tab li s hed; pc r e: "/\l-taccount \ s ba lance ( s ) ?\W/ i sm" ; c l assty pe : policy -
v i o l ation; r e f e r e nce: ur l , doe . e me r gingt hr ea t s. net / 2002650 ; r ef e r e nce: url , wwi". eme r g i ngt hr eat s. ne t / egi- b i n/ cvswe b . cgi/ s i gs/ POLI CY / POLI CY _Cl assi fied_ I nfo r mation; s i d : 2002650 ; r ev : 5 ; ) 

#The ph r ase " pa yme nt h i s t or y " 

• 
#a l e r t t c p $HO'IE_NET 10 24 : - > $EXTERNAL_NET 10 24: ( msg : '"ET POLICY High Po r t s - Payment Hi sto r y" ; flow: t o_s e r ve r ,es tablis hed; pe r e: "/\l-tpayment \ s hist or y\ 1.J / i sm" ; classtype : policy -
v i o l ation; r e f e r e nce: ur l , doe . e me r gingt hr ea t s. net /2002651; r ef e r e nce: url , wwi" . eme r g i ngt h r eat s. net / egi- b i n/ cvswe b . cgi/ s i gs/ POLI CY / POLI CY _Cl ass i fied_ I nfo r mation; sid : 2002651 ; r ev : 5 ; ) 

#The phr ase " a nnua! i nc arne " 

• 

I 

I 

I 

#ale r t t e p $HO'\E_NET 1024 : -> $ EXTERNAL_NET 10 24 : ( msg : " ET POLICY Hi gh Po r t s - Annu a l Inc ome" ; f101,J:to_ser ve r ,establi she d; pc re: "/\L-Sa nnu a l \ sincome ( s ) ?\ \,J/ i sm"; cla sstype: policy - I 
v i o l ation; r e f e r e nce: ur 1, doc . e me r g i ngt hr ea t s. net /2002652; r ef e r e ne e: url , VfWI." . e me r gi ngt hrea t s. ne t / cg i - bin / cvsweb . cgi/ s i gs/ POLI CY / POLI CY _Cl assi f ied_ I nfo r matio n; s i d : 2002652; r ev : 5; ) 

#The phr ase " e r e d i t hi s t o r y " 

• 
#ale r t t e p $HO'IE_NET 1024 : -> $ EXTERNAL_NET 10 24: ( msg : " ET POLICY Hi gh Po r t s - Cr ed it Histor y " ; flow:to_se r ve r ,establ i shed ; pc r e : " /\Wc r edit \ s hi s t o r (y l ies )\W/ ism" ; c l asst ype : policy -
v i o l at i on; r e f e r e nce: ur 1, doc . eme r gingthr ea t s . net / 2002653; r ef e r e ne e: url , wwi" . e mergi ngt hr eat s. ne t / cg i - bin / cvswe b . cgi/ s i gs / POLI CY / POLI CY _C l ass i fied _ I nfo rmation; s i d : 2002653; r ev : 5 ; ) 

#The ph r ase " transaction his t o r y " 

• 
#a l e r t t e p $HO'\E_NET 10 24 : -> $ EXTE RNAL_NET 10 24: ( msg : " ET POLICY Hi gh Po r t s - Tr a nsaction His to r y " ; fl m": to_se r ve r ,es t a blished ; pc r e : " /\1.Jt r ansac tion\ s his to r ( y l ies )\1,J / ism" ; 
e l a sstype: po l i cy- v io l at ion; r efe r ence : ur 1 , doc, eme r g i ngth r eats. net/ 2002654; ref erence : u r l, www .eme r g i ngth r eats. ne t / cg i - b i n/ c vswe b . cgi/ s i gs / POLICY / POLICY _ Cl a s s i f ied _I nfo r mation; 
s i d : 2002654; r ev : 5; ) 

#The phr ase " c ust ome r list" 

• 
#a l e r t t c p $Hct\E_NET 10 24 : -> $EXTERNAL_NET 1024: ( msg : " ET POLICY Hi gh Po r t s - Custome r Lis t " ; flovi :to_se r ve r , es t a bli shed ; pc re: "/\L,Jcustome r \ s li st ( s) ?\\,J/ i sm" ; c l as s t ype : policy -
v i o l ation; r e f e r e nce: ur l , doc . eme r gingth r ea t s . net / 2002655; r ef e r e nce: url , ~fWI." . eme r gingt hr ea t s. net / eg i - bin / cvswe b . cgi/ s i gs/ POLI CY / POLI CY _C l ass i fied_ Info r matio n; s i d : 2002655; r ev : 5; ) 

# by Matt Jonkma n, sand net ted b i na r y 
#App o n po r t 20000 fa r t his cas i no stuf f . Ne t malic i ous , bu t l i ke l y not a llm"ed in most e nv i r o nme nt s 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTE RNA L_NET 20000 (msg : " ET POLI CY Cl u b \.Jo r l d Cas ino Cl i e nt i n Use" ; flow:established ,to_se r ve r ; dsize:23; cont e nt : " Cl u b \.Jorld Cas inos " ; classtype : policy -
v i o l at i on; r e f e r e nce: ur l , doe. eme r gingt hr ea t s . net /2007754; r ef e r e nce: url , wwi" . eme r g i ngt hr eat s. ne t / egi- b i n/ cvswe b . cgi/ s i gs/ POLI CY / POLI CY _Cl ub_~Jor l d_Casinos; sid : 2007754 ; r ev ; 4 ; ) 

#Submitt e d by Matt J onkma n 
#Thees r ules a r e d isab l ed by defau l t . They shoul d ge ne r a lly be ru n on the outside of yo ur netwo r k , not i nte r na lly . Ena ble it whe r e usefu l. 

• 
#a l e r t i p a ny any -> any a ny ( msg : " ET POLICY Cr ed i t Ca r d Numbe r Oetected in Clea r ( 16 d ig i t s paced ) " ; pe r e : " / ( 6011 l 5 ( 1-5 ] \ d{ 2} l4 \ d{3} l3 \ d{3}) \ d{4 } \ d{4 } \ d{4 }/" ; class t ype : polic y-
violat i on; r e f e r e nce: ur 1, ww1." . beachnet . com/ Nhstile s / ca r dt ype . ht ml ; r e f e r ence : u r 1, doc . eme r gi ngt hr eat s . net/2001375; r e f e r e nce: ur 1, Wl'<'l" . eme r gingt hr ea t s . net / cgi-
bin/ cvswe b . cg i / sigs/ PO LICY / PO LICY _C r e d it_Ca rd_Numbe r s; sid : 2001375; r ev : 12; ) 

#Submitt e d by Matt J onkma n 
#Thees r ules are d isab l ed by defa ult . They shoul d ge ne r a lly be run on t he outside of yo ur netwo r k , not i nte r na lly . Ena ble i t ~me r e usefu l. 

• 
#a l e r t i p a ny any -> any a ny ( msg: " ET POL I CY Cr edit Ca r d Numbe r Oetected in Clea r ( 16 digit das hed ) " ; pe r e : " / ( 6011 l 5 ( 1-5 ] \ d{ 2} l4 \ d{3} 13\ d{3} ) - \ d{4 }- \ d{4 }- \ d{4 }/" ; class t ype : polic y-
v i o l at i on; r e f e r e nce : ur 1, tlWI~ . beac hn et . com/ Nhs ti l es/ ca r dt ype, ht ml ; r e f e r ence : u r l , dcc . eme r gi ngt hr eat s . net / 2001376; r e f e r e nce : ur 1, Wl'<'l~ . eme r gingt hr ea t s . net / cgi -
bin/ cvswe b . cgi/ sigs/ PO LICY / PO LICY _C r e d i t_Ca rd_Numbe r s; s i d : 2001376; r e v : 12; ) 

#Submi tte d by Matt J onkma n 
#Thees r ules are d i sa b l ed by defau lt . They shoul d ge ne r a lly be run on t he outs i de of yo ur networ k , not i nte r na lly . Ena ble it ~me r e usefu l. 

• 
#a l e r t i p a ny any -> any a ny ( ms g: " ET POLICY Cr ed i t Ca r d Numbe r Oetec t ed i n Clea r {16 digit ) " ; pe r e: ·· ; ( 6011 l 5 (1-5 ] \ d{ 2} l4 \ d{3} l3 \ d{3} ) \ d{ l2} /'" ; class t ype : polic y -v i o l ation; 
r e f e r e nce : u r l , W1>J1" . beac hne t . eom/"' hs t iles / cardt ype . ht ml ; r efe r e nce : u r l , dcc. eme rgingt h r ea ts . net / 2001 377; r e f e r e nce: u r l , M >JW . eme r g ingt h r eat s . net / cgi -
b i n/ c vswe b . cg i / s i gs/ POLICY / POLICY _C r edi t_C a rd _Numbe r s ; sid : 2001377; r e v : 12 ; ) 

#Submitt e d by Matt J onkma n 
#Thees r ules are d i sa b l ed by defa ul t . They shoul d ge ne r a lly be run on the out side of yo ur net work, not i nt e r na lly . Ena ble it whe r e use fu l. 

• 
#a l e r t i p a ny any -> any a ny ( msg: " ET POLI CY Cr ed it Ca r d Numbe r Oetec t ed in Clea r {15 d igi t ) " ; pe r e: " / ( 3 (4 17 ] \ d{ 2} l 2014 l 2149 l 213l l 1800 )\d{ l l } /" ; classty pe: policy- v i o lation; 
r e f e r e nce: u r l , ww." . beac hne t . c om/ Nhs t i l es / ca r dt ype . ht ml ; refe r e nce : u r l, dcc. eme r g i ngt h reats . net / 2001378; r e f e r e nce: u r l , www . eme rgingt h r eat s . net / cgi -
b i n/ cvs1"e b . cg i / sigs/ PO LICY / POLICY _C r e d i t _Ca rd_Numbers ; s i d : 2001378 ; r ev : 12; ) 

I 

I 

I 

I 

I 

I 

I 

#Submitt e d by Matt J onkma n I 
#Thees r ules a r e d i sa b l ed by defaul t . They shoul d ge ne r a lly be ru n on the out side of yo ur ne t work, not i nt e r na lly . Ena b l e it whe r e usefu l. 

• 
#a l e r t i p a ny any -> any a ny ( ms g : " ET POLI CY Cr edit Ca r d Numbe r Oetected in Clea r ( 15 digit s paced ) " ; pe r e : " / ( 3 [4 !7 ] \ d{ 2} l 2014 l 2149 l 213 l l 1800) \ d{4 } \ d{4 } \ d{3} /" ; classtype : policy -
v i o l at i on; r e f e r e nce: ur 1, ~,w1." . beachnet . com/ Nhstile s / ca r dt ype. ht ml ; r e f e r ence : u r 1, doc . eme r gi ngt hr eat s . net /2001379; r e f e r e ne e: ur 1, Wl'<'l~ . e me r gingt hr ea t s . net / cgi-
bin/ cvswe b . cgi/ sigs/ PO LI CY / PO LICY _C r e d it_Ca rd_Numbe r s ; sid : 2001379 ; r ev : 12; ) 

#Submi tte d by Matt J onkma n I 
#Thees r ules are d isab l ed by default . They shoul d ge ne r a lly be run on the outside of yo ur ne t wo r k , not i nte r na lly . Ena ble it ~,he r e usefu l. 

• 
#a l e r t i p a ny any -> any a ny ( ms g: " ET POLI CY Cr ed i t Ca r d Numbe r Oetected in Clea r ( 15 digit das hed ) " ; pe r e : " / ( 3 [ 4!7 ] \ d{ 2} I 2014 I 2149 12131 I 1800) - \ d{4 }- \ d{4 }- \ d{ 3} /" ; classtype : policy -
v i o l at i on; r e f e r e nce: ur 1, ~IWI" . beac hnet . com/ Nhs ti l es/ ca r dt ype, ht ml ; r e f e r ence : u r l , dcc . eme r g i ngt hr eat s . net / 2001380; r e f e r e nce : ur 1, Wl'<'l~ . eme r g i ngt hr eats . net / cgi -
bin/ cvs1"e b . cgi / s i gs/ POLICY / PO LICY _C r e d i t_Ca rd_Numbe r s; s i d : 2001380; r e v : 12; ) 

#Submi t t e d by Ma t t J onkma n I 
#Thees r u l es are d isab l ed by default . They shoul d ge ne r a lly be run on the outs i de of yo ur ne t wo r k , not i nt e r na lly . Ena ble it ~me r e usefu l. 

• 
#a l e r t i p a ny any -> any a ny ( ms g : " ET POLICY Cr ed i t Ca r d Numbe r Oetected i n Clea r {14 d i gi t ) "; pe r e :" / ( 30 [0-5 ] \ d l 36\ d{2} l 38\ d{ 2})\d{10 } / '' ; clas st ype:policy - v i o l at i on ; 
r e f e r e nce: u r l , W1>J1" . beac hnet . eom/ "' hst iles / ca r dt ype . ht ml ; r efe r e nce : u r l, dcc. eme rgingt h r ea ts . net/ 2001 381; r e f e r e nce: u r l , M >JW . eme rgingt h r eat s . net/ cgi -
bin/ cvswe b . cg i / sigs/ POLICY / POLICY _C r edi t_C a rd _Numbe r s; sid : 2001381 ; r e v : 12 ; ) 

#Submi tte d by Matt Jonkma n I 
#Thees r u l es a r e d i sab l ed by defau l t . They shoul d ge ne r a lly be run on the out side of yo ur net work, no t i nt e r na lly . Ena ble it whe r e usefu l. 

• 
#a l e r t i p a ny any -> any a ny ( msg: "ET POLI CY Cr ed it Ca r d Numbe r Oetected in Clea r ( 14 d igit s paced ) " ; pe re; " / ( 30 [0 - 5 ] \ d l36 \ d{2} l38\ d{ 2}) \ d{4 } \ d{4 } \ d{ 2} /" ; class t y pe:policy -
v i o l at i on; r e f e r e nce: ur l , ~IWI" . beachnet. com/ Nh s t iles/ ca r dt ype . ht ml ; r e f e r ence : u r 1, dcc . eme r gi ngt hr eat s. net / 200138 2; r e f e r e nce: ur l , Wl'<'l" . eme r gingt hr eats . net / cgi -
b i n/ cvswe b . cgi / sigs/ POLICY / POLICY _C r e d i t _Ca rd_Numbe r s ; s i d : 2001382; r ev : 12; ) 

I 
#Submitt e d by Matt J onkma n 
#The e s r ules a r e d isab l ed by def au l t . They shoul d ge ne r a lly be r un on the out side of yo ur ne t work, not i nt e r na lly . Ena b l e it whe r e usefu l. 

• 
#ale r t i p a ny any - > any a ny ( msg : " ET POLICY Cr ed i t Ca r d Numbe r Oetected in Clea r {14 digit das hed ) " ; pe re: " / ( 30 [0 - 5 ] \ d I 36 \ d{ 2} I 38\ d{ 2}) - \ d{ 4 }- \ d{ 4 }- \ d{ 2} /" ; clas s t y pe: poliey -
v i o l at i on; r e f e r e nce: ur 1, WWl" . beachnet . com/ Nhstiles/ ca r dt ype. ht ml ; r e f e r ence : u r 1, doc . eme r gi ngthr eat s . net /2001383; r e f e r e nce: ur 1, Wl'<'l~ . eme r gingt hr ea t s . net / cgi-
bin/ cvs1"e b . cgi / sigs/ PO LI CY / POLICY _C r edit_Ca rd_Numbe r s; s i d : 2001383; r ev : 12; ) 

I 
#Submi t t e d by Ma t t J onkma n 
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#Thees r ules are d i sa b l ed by defau l t. They shoul d ge ne r a lly be r un on t he outside of yo ur network, not inte r na lly . Ena b l e it t.o.rh e r e useful. 

• 
#ale r t ip a ny any •> any a ny ( msg: " ET POLICY Cr ed i t Ca r d Numbe r Oetected in Clea r ( 15 d igi t s paced 2)"; pe r e: "/ ( 3 [4 17] \ d{2}1 2014 l 2149 l 213l l 1890) \ d{6} \ d{ 5} /" ; class t ype:policy-
v i o l at ion; r efe r e nce: ur l , t.oll'II~. beac hnet . com/ ... hs t i l es/ ca r dt ype. html ; r eference : u r l , doc . eme r gi ngt hr eat s . net / 2009293; r efe r e nce: ur l , t.ol\'ll~. eme r gingt hr eats . net / cgi-
bin/ cvsweb . cg i / s igs/ POLICY/ POLICY_C r e d i t_C a r d_N umbe r s; sid : 2009293 ; r e v : 1 ; ) I 
#Submi tte d by Ma t t J onkma n 
#Thees rules are d i sab l ed by defau l t . They shoul d ge ne r a lly be r un on t he outside of yo ur network, not i nt e r na lly . Ena b l e it t.olh e r e useful. 

• 
#alert ip a ny any · > any a ny ( msg: " ET POLI CY Cr edit Ca r d Numbe r Oetected in Clea r ( 15 d igit das hed 2)"; pe r e: "/ ( 3 [4 17] \ d{2}1 2014 l 2149 l 2131 l 1890) - \ d{6}- \ d{5} /" ; class t ype:policy-
v i o l at i on; r efe r e nce: ur l , ~11'11~ . beac hnet . com/ ... hs tiles / ca r dt ype. html ; r eference : ur 1, doc . eme r gi ngthr eat s. ne t / 2009294; r efe r e ne e: ur l , ~l\'11~ . eme r gingt hr eats . net / cgi-
b i n/ cvswe b . cg i / sigs/ PO LICY/ POLICY_C r e d i t _Ca rd_Numbe r s ; sid : 2009294 ; r ev : 1 ; ) I 
#by wa l do ki tty 
#comme nt e d out as t hese s hou l d be c hosen t o r un , not o n by de f a ult . Run t hem i f you are i nte r es t ed 
#un solic i ted i nbound conn ec t ion t o MSSQL se r ver po r t 

• ~i::: t ; ;~: :;:~ ~~~:~;~~T r:;!r ~~,!~ i : ~!! . !:;~gi~:~~~; ! t : ~~;~;2:~:~!~~o~:f ;~ ~~~: ~ u; ~, ~:;~~m~~;1n~:~~:!t! ~~: ~~~g~: ~:~ ~ ~v! : : :~ ~:t, ! ~;:;~~i ~v ~~6~1~!:~: ~ C~~~:!t~~n:;c~: : ~ 2!~~9 ;;;c~e~~ 2:)'; I 
# un so l i c i ted i nbound conn ec t ion t o Or ac l e SQL server por t . also nc ube l icense ma nage r a nd o r a c l e t ns li stne r 

• 
a l ert t cp $ EXTERNAL_ NET a ny - > $HOME_NET 1521 (msg : " ET POLICY Suspicious inbound t o Or acle SQL po r t 1521 "; floL~ : to_se r ve r ; flags :S; th r es ho l d : t ype limit , count 5, seconds 60, t r a c k 
by_s r c; class t ype : bad- unknm~n; r ef e rene e : u r l , doc. eme r gi ngth r eats . net / 2010936; r efe r ence: ur l , www . eme r g i ngth r ea t s . net / cgi- bin / c vs t.o,eb . cgi / s i gs / POLI CY / POLI CY _DB_Connect i ons; s id : 2010936; 
r ev, 2; ) I 
#unsolic i ted i nbound conn ec t ion t o mySQL s e r ver po r t 

• 
a l e r t t cp $EXTERNAL_NET a ny -> $HOM E_NE T 3306 (msg : " ET POLICY Suspicious inbound t o mySQL port 3306"; flovi : t o_se r ve r ; fl ags:S; thr es ho l d: t y pe limit, coun t 5, seconds 60, track by_s r c; 
e l ass t ype : ba d - unkn own; r e f e r ence: ur 1, doc . e me r gingth r eats . net / 2010937; r eferenc e: ur l , t.oJWW . eme r gingthr ea t s. net/ cgi - b i n/ cvsv1eb . cgi/ s i gs / POLI CY / POLI CY _DB_C onnect i ons; s i d : 2010937; r ev : 2; ) 

# un solicit ed inbo und connection to mSQ L se r ve r port 

• 
a l e r t t cp $EXTERNAL_NET a ny -> $HOM E_NET 4 333 (msg : " ET POLICY Suspicious inbound t o mSQL po r t 4333 " ; fl ow: t o_se r ve r ; flags :S; t hr esho l d : type limit, count 5, seco nd s 60, t r ack by_s r c; 
e l ass t ype: ba d • unknown; r efe r ence: ur 1, doc . eme r gingth r ea t s . net / 2010938; ref erence: ur l , t.oMW . eme r gingthr ea t s. ne t / cg i - b i n/ c vsv1e b . cgi / s i gs / POLICY / POLI CY _DB_Connect i ons ; s i d : 2010938; r ev : 2; ) 

# unsolicit ed i nbo und connection to Postgr eSQL serve r por t 

• 
a l e r t t cp $ EXTERNAL_NET a ny - > $HOM E_NET 5432 (msg : " ET POLICY Suspicious i nbound t o Pos tgr eSQ L po r t 5432"; fl OLll : to_se r ve r ; flags:S; t hr es ho l d : t ype limit , count 5 , seconds 60, trac k 
by _s r c; class t ype : bad - unkno1~n; r ef e r e nce: u r 1, doc. eme r gi ngth r eats . net / 2010939; r efe r ence : ur l , www . eme r gi ngt h r eat s . net / cgi - bin / c vsweb . cgi / s i gs / POLI CY / POLI CY _DB_ Conn ec t i ons; s id: 2010939; 
r ev :2 ; ) 

#Submi tt e d by J ose ph Gama 

• 
#a l e r t udp $DNS_S ERVERS 53 - > a ny a ny ( ms g: " ET DNS Stand a r d q ue r y r e s pons e, Fe r mat e rra r " ; pc r e: "/ . . [ \ x81\ x8 2\ x83 \ x84\ x85 \ x86 \ x87 ] \ x81/" ; class t ype : not - s us picious ; 
ref e r e nce : u r l ,doc . eme r gingth reats . net / 2001116; r e f e r ence : ur l , www .eme r gingthr eats. net/ cgi-bin/ cv sLlleb . cgi / s igs / POLI CY / POLI CY _DNS_Res ponses; sid : 2001116; r ev : 5; ) 

#Submi tt e d by J ose ph Gama 

• 
#a l e r t udp $DNS_SERVERS 53 - > a ny a ny ( msg : .. ET DNS Stand a r d q uery r es ponse, Name Er rar" ; pc r e : " / . . [ \ x81\ x8 2\ x8 3\ x84 \ x8 5\ x8 6 \ x87 ] \ x83/" ; class t ype : not-sus picious; 
refe r e nce : u r l ,doc . eme r gingthreats . net / 2001117 ; r e f e r ence : ur l , WWLll . eme r gingthr eats. net/ cgi - bin/ cv sLlleb . cgi / s igs / POLI CY / POLI CY _DNS_Res ponses; sid : 2001117; r ev : 5; ) 

#Submi tt e d by J oseph Gama 

• 
#a l e r t udp $DNS_S ERVERS 53 - > a ny a ny ( msg : .. ET DNS Stand a r d q ue r y r espons e, Not I mpleme nt ed "; pe r e:" / . . ( \ x81\ x82\ x83 \ x84 \ x8 5\ x86 \ x87 ] \ xB4 / .. ; clas st y pe: not- s us pi cious; 
r e f e r e nce: u r l , doc . eme r gingth reats . net / 2001118; r e f e r ence : ur l , www . eme r g ingthr eats. net/ cgi-bin/ cv sLlleb . cgi / s igs / POLI CY / POLI CY _DNS_Res ponses; sid : 2001118; rev : 5; ) 

#Submi tt e d by Jos e ph Gama 

• 
#alert udp $0NS_SERVERS 53 - > a ny a ny ( msg : .. ET DNS Stand a r d q ue r y r esponse, Refu sed .. ; pcre : "/ .. ( \ x81 \ x82 \ x83 \ x84 \ x85 \ x86\ x87) \ x85/" ; class t y pe : not-susp i ciou s ; 
ref e r e nce : u r l , doc . eme rg i ngthreats . net / 2001119; r e f e r ence : ur l , www . eme r gingthr eats. net/ cgi-bin/ cv sLlleb . cgi / s i gs / POLI CY / POLI CY _DNS_Responses; sid : 2001119; rev : 5; ) 

#Ada pted from nextsoft . cz 

• 
a l ert ud p a ny 53 - > ! ( $DNS_SERVERS, $SMT P_SERVER5 ) a ny (msg :"ET POLI CY Unu s ua l numbe r o f DNS No Such Name Re s ponses"; content : " 183 1" ; offset : 3; de pt h : l ; t h r e sho l d : type both , t r a ck 
by_dst, count 50 , seconds 300; e l asstype: bad- un knm~n ; r e f erence : ur l . doc . eme r g ingthr eats. net/ 2903195; r e f e r ene e : ur l , W'l'f'l.ll .eme r g ingthr eats . net/ cgi-
bin/ cvsweb . cg i / sigs/ POLICY / POLI CV _DNS_Res ponses; s i d ; 2903195; r ev : 5; ) 

# by Myr on Oav i s 

• 
a l e r t ud p $HOME_NET a ny - > $EXTE RNA L_NET 53 (msg:" ET POLICY nstx DNS Tunn e l Out bound " ; content : " cT"; of fset : 12; dep t h :3; content : " 100 10 00 01 00 00 29 08 1" ; Lll it hi n :255; classtype: ba d-

I 

I 

I 

I 

I 

I 

unknown; r efe r ence: ur l , sava nna h . non gnu . o r g/ p r oj ects / nstx/ ; r e f e r ence: url , nstx . de r e f e r e nce. de / ns t x; r e f e r ence: u r l , doc. eme r gingth r eats. net / 2002676 ; I 
r e f e r e nce : u r l , WLoJ\ll . eme r gingthreats . net/ cgi - b i n / cvs 1lle b . cgi / s i gs / POLICY/ PO LICY _ONS_ Tun nel_ns t x; s id : 2002676; r e v ! 3; ) 

#Submi tte d by □le-Ma rtin 

• 
a l ert tc p $ EXTERNAL_ NET a ny -> $HOME _NET a ny (ms g: " ET POLICY Damewa r e Rem ot e Co nt ra i Se r vi ce I nsta ll " ; flow: t o_ se r ve r ,es tabli s hed; co ntent:"0\-JRC K.DLL " ; nocase; classty pe: s uccessfu l-
a dm i n ; ref e r e nce : u r l ,doc . emergingthreats . net/ 2001294; r e f erence : ur 1 , 1wnll . eme r g i ngthr eat s. net/ cgi- bin/ c vs Llleb . cgi / s igs / POLI CY / POLI CV _Damewar e; s i d: 2001294; r ev : 5; ) 

#by J ac k Pe pper 

• 
#ale r t t cp $HOME_NET any -> $EXTERNA L_NET $HTTP _PORTS (msg : " ET POLI CY Gt e ko Use r -Agent De t ected - Oell Remote Access " ; flm~:establishe d , t o_se r ver; co nt e nt ; " I 0d 0a I User -Agent I 3a I 
content : "t.J i nd01vs 98" ; withi n : 50; content : " Gte kClient" ; ,~ith i n : 50; pe r e : " / Use r -Agent \ x3a [ "\n ] +Windovis 98 ( "\n ) +GtekClient / i "; class t ype : policy -v i o l ation; 
refe r e nce: u r l ,doc . eme r gingthreats . net / bin/view/Main/Wind ov1s98 UA; r efe r e ne e: u r l , WYII.~ . eme r g i ngth r eats . net/ cgi- b i n/ cvsweb . cgi/ sigs/ POLI CY / POLI CY _De l l _Spywa r e; s id : 2008037; r e v : 3; ) 

# by J a c k Pepper 

• 
a l e r t t cp $HOME_NET a ny - > $E XTE RNA L_NET $HTT P_PORTS (msg : " ET PO LICY Dell Myl.Jay Remot e cont r o ! agent " ; flow:es tablis he d , to_ se r ve r; cont ent: " l0 d 0a l Re f e r er l3a l ht tp l 3a l //de ll"; 
dept h : 100; co nt e nt: " l0d 0a ]Host l 3a l " ; depth: 250; co nten t : "myway . com"; nocase ; with in :20; d i stance:0; c l a sstype: not - s uspicious; t h res hol d : t y pe limit , t rac k by_s r c, count 2, seconds 360; 
r e f e r e nce: u r l , doc . eme r gingth reats, net/ 2008051 ; r e f e r ence : ur 1, IWILll . eme r gingthr eats, net/ cgi-bi n/ cvSLlleb . cgi / s i gs / POLI CY / POLI CY _De ll_SpYL~a r e; s id ; 2908051; r ev : 3 ; ) 

# f o r acce ss t o a l oca! dlink r oute r ' s co nfig page . Some t r o j a ns t r y to access t his 
# r e 20069714fc077fe 197d3fc 27f a905025 

a l e r t t cp $HOME_NET a ny - > $HOME_NE T $HTTP _PORTS ( msg : "ET POLICY Olink So ho Route r Confi g Page Access Attempt " ; flow; estab l ished , t o_ se r ve r ; co nt e nt ; "GET / dlink/ hwi z . ht ml HTTP/ 1 . " ; 
depth ! 30; cont ent : "I 0d 0a IHost I 3a I "; pe r e: "/ Hos t \ : \ d +\ . \ d +\ . \ d+ \ . \ d+\ x0 d\ x0a /" ; e lasstype : atte mpted -a dm in; ref e r e nce : ur l, doc . emergingt h reats . net/ 2008942 ; 
ref e r e nce : u r l , M-iw . eme r gingthreats . net / cgi - b i n / cv s1"11e b . cgi / sigs / PO LICY / PO LICY_Dl i nk; s id: 2908942; r ev : 5; ) 

#by Ju a n Manue l Lo r e nzo at ossim 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNAL_NET $HTT P_PORTS (msg:" ET POLICY Mega upl oad fil e do\"ml oa d se r v i ce access"; f1 01v: t o_se r ve r , established; c ontent : "GET 
content : "10d 0a IHost I 3a I "; content : "mega upl oad . com"; wi t hi n : 25 ; nocase; c l assty pe: po l i cy -v i o l at i on; r e f e r ence: ur l , dcc .eme r g i ngthr eat s . net/ 2909301; 
ref ere nce : u r l , 1'llW1 . eme rg i ngth reats, net/ cgi - b i n / cvs 1"11eb. cgi / s i gs / PO LICY/ PO LICY _Downl oad _Se r vi ces; s i d : 2009301 ; r ev : 3 ; ) 

# by Ju a n Manue l Lo r e nzo at ossim 

• 

depth : 4 ; urico ntent: ·· /?d="; 

#a le r t t cp $HO'\E_NET any -> $EXTERNA L_NET $HTTP _PORTS (msg : " ET POLI CY Badongo file do'lml oad se r v i ce acces s " ; fl avi : t o_se r ve r , establi she d; content : "GET " ; depth : 4; u r icont ent: " / fi l e /" ; 
content : "I 0d 0a IHost I 3a I "; nocase; conten t : .. badongo . com" ; nocase; 1vi t h i n ; 25; co nt e nt: " I 0d 0a I Cooki e I 3a I bad ongo L: " ; c lass t ype: pol icy- v i o l at ion; 
ref e r e nce : u r l ,doc . emergingthreats . net / 2009302 ; r e f e r ence: ur 1, M"1.ll . eme r g ingth r eats. net/ cgi-bi n/ cvsweb . cgi / s i gs / POLI CY / POLI CY _Do~ml oa d_Se r v i ces ; s id : 2909302; r ev : 3; ) 

# by Ju a n Manue l Lo r e nzo a t ossim 

• 
#alert t cp $HOME_N ET any -> $E XTERNA L_NET $HTTP_PORTS (msg :"ET POLI CY Mediafi r e f ile downl oad se r v i ce access" ; flow : t o_se r ve r ,es t ablished; cont e nt :"GET "; depth : 4 ; u r i cont e nt: "/? " ; 
content : "I 0d 0a IHost I 3a I" ; nocase; content: "me di afi r e . com"; nocase; wi t hi n : 25; clas stype ! po licy - v i o lation; r ef e r e nc e : u r 1, doc . eme r g ingthreats. net / 2009303; 
r e f e r e nce : u r l , WL"1.ll , eme r gingth reats . net / cgi - b i n / cvs1"11e b . cgi / sigs / PO LICY / PO LI CY_Oovml oad _Se r v i ces; s i d : 2009303; r ev : 3;) 

#by Ju a n Manue l Lo r e nzo at ossim 

I 

I 

I 

I 

I 

I 
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• 
#ale r t tcp $Ha1E_NET any -> $ EXTERHAL_N ET $HTTP_ PORTS (msg : " ET POLI CY Gi gas iz.e file do1·,nload se r vi ce access"; flow: t o_se r ve r ,es t abli shed; cont ent : "GET "; dept h: 4 ; I 
u r icontent: " / ge t . php" ; content: " I 0d 0a I Hos t I 3a I "; nocase; co nt e nt: "gigas i ze . com" ; nocase; wi t hi n: 25; classtype: policy- violat i on; r efe r e nce: url , doc . eme r gingth r ea t s . net /2009304; 
r ef e r ence: ur l, l'iWN . eme r gingth reats. net / cgi-bin / cvs web . cgi / s i gs / POLICY / POLICY_Do~ml oad _Se r v i ces ; sid : 2009304 ; re v : 3 ; ) 

#by ma r cus a t unso ber 
# r e: 051892a56 b8 aa 6 33f c446ec827ed 19 11 

• 
a l e r t t cp $HOME_N ET any -> $ EXTERNAL_ NE T $HTT P _ PORTS (msg : "ET POLICY TeamViewe r Dyngate Use r -Age nt "; flow: establis hed, t o_se r ve r ; content : "Use r -Agent I 3a l Moz i lla / 4 .0 ( compati bl e I 3b l KSIE I 
6. 0l 3b I DynGa te ) " ; c la sst y pe: policy-v io l ation ; r ef e r e nce : u r l , wi,r.-1 . teamviewe r . com/ index . as px; r ef e r e ne e : u rl , doc . eme r gi ngt h r eat s . net / 2009475 ; r ef erence: ur 1, WWrt . eme r gi ngt h r eats. net / cg i ­
b i n/ cvsweb . cg i / s i gs / PO LI CY / POLICY _Dynga t e; s i d : 20094 75 ; r ev : 5; ) 

#B l a ke Hart s t ein of Dema r c 
# Pot e ntially noisy, Not r ecommende d unless yo u di salloi.., exe f i l es . writte n f o r exec ut a bl e v i ri i t hat s pr ea d t hr ough ema i l 

• 
#a l e r t tcp $ EXTE RNAL_ NET a ny -> $5MTP _SERVER5 25 (msg : " ET POLICY SHTP Exec utabl e attac hment " ; f1 01'1' : establi s hed , t o_serve r ; content: "f ilename: "; nocase; cont ent : " . exe " ; nocase ; 
d i s t a nce :0; per e : " / fil e name: \ s * [ "\n ]+\ . exe / i "; c l asstype : po licy- v i o l a tion ; r e f e r ence : ur l , doc . eme r g ingt h r ea t s . net / 2003325; ref e r e nce : u r l , w1.,r.,i . emer gi ngth r eat s . net / cgi­
b i n/ cvsweb . cgi / s i gs / POLICY / POLICY _ EX E; s id: 2003325; r ev : 4 ; ) 

#by d xp 

• 
#a l e r t tcp $EXTE RNAL_ NET a ny -> $HOME_NET any (msg:"ET POLICY Susp i cious Execut a bl e ( PE unde r 128 ) " ; f101-J :establis hed , from_ se r ve r ; cont e nt: "HZ" ; r awbytes; byte_test:4, 
<, 128 , 5B , r e l ative , litt l e; cont e nt : "PE I 00 00 1 "; r awbyt es; 1,d t hi n : 130; c l asstype : policy- v i ol ation ; r ef e r ence : ur l , doc . emerg i ngthr eats . net / 2009033; 
r ef e r ence : ur 1 , iw.n.,i . eme r g ingt h r eats . net / cgi - bin / cvsweb . cgi / sigs / POLI CY / POLICY _ EXE; s i d : 2009033; r e v : 3; ) 

#by d xp 

• 
#a l e r t t cp $ EXT ERNAL_ NET a ny - > $HOME_NET any (msg: " ET POLICY Susp i cious Exec ut a ble ( PE offse t 160 ) " ; flow: established , f r om_se r v er ; co nte nt: "HZ" ; r awbytes; 
byt e_ t est :4, : , 160, 58, r e l a ti ve , li ttle ; cont ent : " PE 100 00 I"; r awbytes; wi t h in : 162; cla ss t y pe: policy-v i o lat ion; r ef e r e nce : u r l , dcc . eme r g i ngt hr ea t s . net /2009034; 
r ef e r ence : ur l , l'iWN . eme r g i ngt h reats. net / cgi- bin / cvs 1.,ieb . cgi / sigs / POLICY / POLICY _ EXE; sid : 2009034 ; r e v : 3; ) 

#by d xp 

• 
#a l e r t t cp $EXTE RNAL_ NET a ny -> $HOME_NET any (msg:" ET POLICY Susp i cious Exec ut able ( PE offse t 512) " ; flow:established , f r om_ se r v er ; co nte nt : "HZ"; r awbyt es; 
byt e_ t est : 4 , :, 512 , 58, r e l a ti ve, li tt l e; content : " PE 100 00 I"; r awbytes; wi t h in : 514; cla ss t y pe: policy-v io l at ion; r ef e r e nce : u r l , dcc . eme r g ingt hreats. net /2009035; 
r ef e r ence: ur l , l'iWN . emer gingt h r ea ts. net / cg i - bin / cvs1.,ieb . cgi / sigs / POLICY / POLICY _ EXE; sid : 2009035; r e v : 3; ) 

#Hat t Jonkma n 
#To cat ch ge neric exe downl oads v i a htt p . Th i s does not mea n i t ' s a p r oblem, jus t of i nte re s t . 

• 

I 

I 

I 

I 

#a l e r t tcp $HOME_NET any -> $EXTER NA L_NE T $HTTP_ PORTS (msg: " ET POLI CY exe dm-J nl oad v i a HTT P - I nf o rma tiona l " ; f l ow es t abli s hed , t o se r ver, uri cont e nt .'". e xe", nocase; cont ent : "GET 
nocase; dept h : 4 ; per e : "/\ . exe\ b/ Ui " ; cl ass t ype: policy - vi o l a tion; r efe r e ne e : u rl , doc . emergi ngt h r ea t s . net / 2003595; r efer ence: u r 1, ~Mi ... ~ eme r gi ngth r eats. net / cg i - I 
b i n/ cvsweb . cg i / s i gs / PO LI CY / POLICY _ EX E_HTTP; s i d : 2003595; r ev : 4; ) 

#to c at ch t he comman u r l s fo r stor m warm do1-Jnl oad s , e t c 
#by J ac k Pep per a nd Reg Qui nton 

• 
#a l e r t t cp $HOM E_NET any -> $E XTER NA L_NET $HTTP_ PORTS (msg : " ET POLI CY Possib l e Ecard Tr o j a n d own l oad " ; flow: establis hed , t o_ se r ve r ; uri cont e nt : " . exe" ; nocase; 
pe r e : " / ( g i f f car(d I t ao ) I jpe ?g)\ . exe$/ Ui"; cla ss t ype: t r o j a n- activ i ty; r ef e r e nce: u r l , doc . emer gingt h r eat s . net/ 2006434; r e f e r ence: ur l , www . emerg ingt hreats . net / cgi • 
b i n/ cvsweb . cgi / s i gs / PO LI CY/ POLICY_EX E_HTTP; s i d : 20064 34 ; r ev : 7 ; ) 

#Mat t Jonkma n 

• 
#a l e r t t cp $HOM E_NET any - > $EXTERNAL_NE T $HTT P _ PORTS (msg: " ET POLI CY exe do1.-Jn l oad L-J ithout Use r Agent " ; fl ow: es t a blished , t o_se r ver; co nte nt: "GET "; dept h : 4 ; uricontent : ". e xe" ; 
cont e nt : ! "Us er -Age nt I 3a l " ; content : ! "download . windo~,supdat e . com" ; cont e nt : ! "rrvns I 3a I//" ; nocase; pe r e : "/\ . exe$/ Ui " ; c l ass t ype: policy - v i o latio n ; 
r ef e r ence: ur 1 , dac . eme r g i ngt h r eats . net /2003179; re f e r e nce : ur 1, WLIIW . eme r gi ngthre at s . net / cgi - b i n/ cvs 1-Je b . cgi / s i gs / POLICY / POLICY _ EXE_NoUse r Age nt ; s i d : 2003179; r ev : 9 ; ) 

#by RPG, i nt e nded t o catc h exe ' s be i ng hidden as r eq uested BMPs 

• 
a l e r t tc p $HOME_NE T any - > $ EXTE RNAL_NET $HTT P _ PORTS (msg : " ET POLI CY Set fl o1.-J o n bmp file get " ; flow: es t abli s hed , t o_se r v er ; cont ent : "GET "; d epth : 4; uriconte nt :" . bmp"; cont e nt 
HTTP/ 1 . "; f l awbit s : se t , ET . bmp_ seen; f l owbits : noa l e rt ; cla ss t y pe : not -sus piciaus; r ef e r e nce: ur l , doc . emerg i ngt hr eat s . net / 2009083; r ef e r e nce : url , Wl'l'l'I' . eme r gi ngt hr eat s . net / cg i ­
b i n/ cvsweb . cgi / s i gs / PO LI CY / POLICY _EX E_ i n_BMP; .sid : 2009083; r ev : 2; ) 

#by RPG, inte nd ed t o catc h exe ' s be i ng hidden as r eq uested BMPs 

• 
a l e r t tc p $EXTERNAL_NET $HTT P _PORT S - > $HOME _NET any (m.sg : "ET TRO JAN Poss ibl e Tr o j an File Do~ml oad - BMP Re ques t e d bu t not r e ce i ved " ; flm\l: est abli s hed , from_se r ver; 

I 

nocase; 

I 

" . bmp 

I 

flav,bits: i sse t , ET. bmp_seen; flov1 bi ts : unset, ET . bmp_ seen; cont e nt: "200 OK"; cant e nt : "Cont e nt - Ty pe I 3a I a pplicatia n l 2f I ac t et -st r eam" ; d i stance:0; cantent : ! "BM" ; cantent : ! " 100 00 00 00 I" ; 
; ; ~~ ; ~) 4 ; c l ass t ype: t r o j a n - act i v i t y ; r e f er enc e: ur 1, dac. eme r gingthr eats. ne t /2009084 ; r efe r ence : ur l , www . eme r gi ngth r eats. ne t / cg i - b in/ c vs 1,1eb . cg i / s i gs / POLICY / POLICY _EXE_ in_ BM.P; s i d : 2009084; I 

# From Cha rles l ac r oi x 
#All f orm e l eme nts a re encoded bef or e t hey a r e sent t o the se r ve r 
#Thi s makes things a b i t more complicat ed t o decade v i a s nor t a t l ea s t 
#f or me . Thi s r ule wi l l t r i gge r when a use r i s s ta r t i ng to pl ace 
#an i t em f a r sa l e on t he e bay s i t e . 

• 
#a l e r t tcp $HOME_NET any -> $EXTERNAL_NET $HTT P_ PORTS (msg: " ET POLI CY e Bay Bi d Pl aced"; flow: t o_se r v er , es t abli shed ; ur i content : " /w s / e BayISAPI . d ll/" ; nocase; cont e nt : "maxb i d=" ; nocase; 
cont e nt : "off er . ebay . com"; noca se; c l a sst ype : policy -v i olation ; r ef er e nc e: ur l , dcc . eme r gingt hr ea t s . net / 2001898; r efe r ence: url, www . eme r g i ngthr eat s . net / cgi -
b i n/ cvsweb . cgi / s i gs / POLICY / POLICY _E bay; s id : 2001898; r ev :6; ) 

# From Cha rles l ac r oi x 
#All f orm e l eme nts are encoded befo r e t hey a r e s ent t o t he se r ve r 
# Thi s makes thi ngs a bit more comp l i cated to decade v i a s no r t a t l eas t 
#f a r me . Thi s r ul e wil l t rigge r r,hen a us e r i s s t a rt i ng t o pl ace 
#an i t em f or s a l e on the e bay s i t e . 

• 
#a l e r t t cp $HOME_NET any -> $EXTERNA L_NET $HTTP_ PORTS (msg :" ET POLICY e Bay Pl aci ng Item far sale "; fl m'I': to_ se r ve r ,establi s hed ; uricont e nt : " /ws2 / eBay I SAPI . d l l " ; nocase ; 
content : " . ebay . com"; nocase; e l asstype: policy -vi o l a tion ; r ef e r ene e: u r l , doc. eme r g i ngthr eat s . n et / 2001907 ; refe r ence : ur l , 1,iww . emergingt h r eats . net / cgi-
b i n/ cvsweb . cgi / s i gs / POLICY / POLICY _ Ebay; sid : 2001907; r ev : 4; ) 

# Loo k fa r a s ingl e item 

• 
#a l e r t t cp $HOME_NET any - > $EXTER NA L_NET $HTTP _ PORTS (msg : " ET POLI CY e Bay Vi ew Item" ; fl m,i : t o_ se r ve r , establishe d ; u ri content: " /1'1' s / e BayI SAPI . dll .. ; nocase; content : "Viewltem" ; nocase ; 
content : " . ebay . com" ; nocase; e l asstype: policy -vi o l a t i on ; r efe r ene e: u r l , doc . eme r gingthr eat s . n et / 2001908 ; r eference : ur l , ~iww . eme r gi ngth r eats . net / cgi-
b i n/ cvsweb . cgi / s i gs / POLICY / POLICY _ Ebay; s id: 200190B; r ev : 5; ) 

#Ma r k a n item t o 1,1 a t ch 

• 
#a l e r t tcp $HOME_NET any -> $EXTERNA L_NET $HTTP _ PORTS (msg : " ET POLI CY e Bay Watc h Thi s Item" ; fl m-J : t o_se r ve r , es t a blished ; u ri content: " /l~s / e Bay I SAPI . dll "; nocase; 
cont e nt : "Ma ke Tr ac k&I te m=" ; nocase ; content:" . ebay . com" ; nocase ; e l ass t ype : poli cy -v i o l ation ; r ef e r ence: u r l , dcc . eme r gingt hreats . net / 2001909; r e f e r e nce ! ur l , WrtW . eme r gi ngthr ea t s . net / cgi­
b i n/ cvsweb . cgi / s i gs / POLICY / POLICY _ Ebay; s id : 2001909; r ev : 5; ) 

#by ev i l ghos t 

• 
##a l e r t t c p $HOME_NET a ny - > $EXTERNAL_NET $HTT P _PORTS ( msg: "ET DELETE D offe r s . e - ce ntives. com Coupon Pr i nte r "; flow: es t a bli shed , t o_se r ver ; co ntent :" led 0a I Use r -Age nt \ : Moz illa/ 4. 0 
( compati b l e \ ; You rApp\ ; AK\ ; 1.J indows 95) I 0 d 0 a I"; nocase; c l as st ype: pol i cy- v i o l a t ion ; r e f e r ence: ur l , o ffe r s . e • cent i ves . com; r e f e r ence : url , doc . eme r g i ngt hr eat s . net / 2010338; 
r ef e r ence: ur l , iw.n.11 . eme r g i ngt h reats. net / cgi-bin / cvs web . cgi / s i gs / POLICY / POLICY _ Ecentives; sid : 2010338; r ev : 2; ) 

#by Marc us a t unso ber 
# r e a0bl 53ea54ed61dl ac650f 139ddB6f5 4 

• 
#a l e r t t cp $HOME_NET any •> $E XTERNA L_NET $HTT P_ PORTS (msg : "ET POLI CY Eur oba rre . us Set up User -Agent " ; fl av, : established , t o_s e r ve r ; cantent : " l0d 0a lUser-Agent l 3a l euroba rr e " ; 
c l ass t y pe : policy-v i o la t ion ; nocase ; r ef erence : ur l , doc . eme rg i ngth r ea t s . net / 2008336; r e f erence: ur l , www . emerg i ngt hr e at s . net / cgi- bi n/ cvswe b . cg i / s i gs / POLICY / POLICY _ Eu r a ba r r e ; sid : 2008336 ; 
r ev :3 ; ) 

#by Matt Jon kma n 
#sets a f l ovlbit f o r vi ruscatch . co . kr r e l ated , win32 . small . hvd and othe r s 

• 
#a l e r t tcp $EXTERNAL_l'IET 3306 -> $HOME_NET a ny (msg : " ET POLICY Exte r na l MYSQ L Se r ve r Connectio n" ; flow: from_se r ve r ,es t ablis hed ; cont e nt : " 100 1"; de pt h : 1; offset:3; classt ype : t r ojan -
ac t i vity; r e f er ence: ur l , doc. eme r gingth r eats. net /2008572; r e f e rence : ur l , www . eme r gi ngth r eats . ne t / cgi - b in/ cvsweb . cg i / sigs / POLICY / POLI CY _Exte r na l _Mysql_Se r ve r s; sid: 2008572; r ev : 3; ) 

I 

I 

I 

I 

I 

I 

I 



12/21/2022 10:57:48 AM

#by Steven Ad a i r at secu r ityzone.or g 
#Rule to catch a ll FTP l o gin s t hat do no t start \'l ith "anonymo us " o r "f tp" 
#and do not contain "pass " (pass f ollowed by a s pace ) . -steven@secur ityzone 
# 
#a l e r t t c p $ EXTERNAL_NET any - > $HOME_NET 21 (ms g : "ET POLICY FTP Login Attempt ( non - a no nymous ) " ; flow: t o_s er ve r , e s t ablishe d; eo nt ent: " USER" ; eont e nt ! ! "PASS " ; noease; pe r e : ! " /"USER \ s+ 
( anonymou s I f t p )/ smi " ; cla sstype: mi se - aet i vity ; r eferenee : ur l , doe . eme r gingthr eats . net/ 2003303; re ferenee : u r l , W\'IN. emergingthr e ats . net / cg i · b i n/ cvs\'#e b . cgi / sigs/ POLICY / POLI CV _f TP _ Logi n; 
s i d :2003 303; r ev : 3; ) 

# By Cunn i ngPi ke 
# 

ale r t tc p $HOME_NET 21 -> $EXTERNAL_NET any (msg: " ET POLICY FTP Log i n Successfu l ( non-anonymo us ) " ; fl m'i : fr om_server,establi shed; flowbi ts: isset, ET . ft p . use r . l og i n ; 
flowbi t s : isnot set , f t p . use r . l ogged _i n; fl m'lb i t s: set, f t p . user . l ogged _i n; co ntent : "230 "; pe r e : ! "/"230(\s+USER ) ?\ s+{ a non ymous I f t p )/sm i " ; c la ssty pe : misc-activity ; 
r efe r ence : ur l , doc . eme r gingth reats . net / 2003410; r efe r ence : ur l , wwN . eme r g i ngthr eats . net/ cgi · b in/ cvs 1>Je b . cgi / sigs / POLICY / POLI CY _ FTP _ Login; sid : 2003410; r e v : 7; ) 

#by j ae k peppe r 
# 
#a l ert t c p $ EXTE RNAL_NET a ny - > $HOME_NET 21 (msg : " ET POLICY FTP Fr e quent Adm i nis t rat o r Login At t e mpts" ; flow:to_ server , est a blis hed ; co nt ent :"US ER Administra t or l0d0a l " ; nocas e; 
t h r eshol d : t ype th res ho l d , t r ack by _ s r c , coun t 3, second s 30; c l a s stype: a t tempt ed · admi n; r e f e r ence : ur l , \\INW . eme rgi ngthreats. net/ cgi- b i n/ cv s 1>Je b . cg i / s i gs / PO LICY / POLICY _ FTP _Login ; 
r efe r ence : ur 1 , doc . eme r g ingth reats . net/ 2009667; s i d : 2009667 ; r ev : 2; ) 

#by jack pepper 
# 

#a l e r t t c p $ EXTE RNAL_NET a ny - > $HOME_NET 21 (msg : "ET PO LICY FTP Fr e que nt Admi n Login At tempt s"; flow: t o_se r ve r , establis he d; con tent: " USER Admi n l0d0a l " ; nocase; t hr es hol d: t y pe 
t h r eshol d , t r ac k by_s rc , count 3, seconds 30; clas stype: attempted - admi n; r efe r e nc e : u r l,W\'IW . eme r gingthr eats . net / cg i · bi n/ c vswe b . cg i / sigs / POLI CY / POLI CV _fT P _ Log i n; 
r eference : ur 1 , doc . eme r g ingth reats . net/2009668; s i d : 2009668; rev : 2; ) 

#matt j onkman 
# 
#a l e r t t c p $ EXTE RNAL_NET a ny - > $HOME_NET 22 : 1024 ( msg : " ET POLI CY FTP Conve r sation on LO\'i Port · Like l y Hos tile {TYPE A) " ; flow:establishe d,to_serve r ; dsize : 6; c ontent: " TYPE " ; dept h :S; 
c lasstype : t ro j a n-activ i t y ; r ef e r e nce: url, doc. emer gingthr eats. net /2008589 ; r efe r e nce: url, \·,ww . e mer gingthr eats. net/ cgi- bin/ cvs L'#e b . cgi / s i gs / POLI CY / PO LI CY _FTP _Off _Po r ts; sid : 2008589; rev : 2; ) 

#matt jonkma n 

• 

I 

I 

I 

I 

I 
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#by J ules Pagna Disso 
# 
#a l e r t t c p $HCV-1 E_NET any · > (69 . 63 .176 . 0/20, 69 . 63. 176 . 0/ 20,204 .15 .20 . 0/ 22 ] $HTT P_PORTS (msg:" ET POLICY face book ac t i vity" ; flo~l :establishe d,to_server; t h r es ho ld: t ype bot h , t r ac k 
by_ds t , count 2, seconds 120 ; c l ass t ype : policy -v i o l ation; re f e r e nce : url , compnetv,ork ing. ab out . com/ od/ t r acei pa dd resses / f / f ace boo k- i p- add re s s . ht m; 
r eference : ur 1 , doc . eme r g i ngthrea ts . net/ 2010952; r efe r ence : ur 1, h'wt'i . eme r gingth r e a ts . net/ cgi • b i n/ cvs 1>Je b . cgi / sigs / POLICY / POLICY _ Faee book; sid : 2010952; r ev : 3; ) I 
#by SpOoKeR 
# 

ale r t tc p $HOME_NE T a ny - > $EXTERNA L_NET $HTTP_ PORTS (msg : " ET POLICY f a ce book Cha t ( send message ) " ; f1 01'# : e s t ablis he d,to_ se r ve r ; cont ent : "POST " ; de pth : 5; 
u r ico nt ent: " / a jax/ eha t / send . php" ; eontent :" I 0d 0a I Hos t I 3a I "; content: "face book . com I 0d 0a I "; wi t h in : 20; classtype: pol icy-v i olat i on; ref e r e ne e! ur l , doc . eme r gingth r eats . net / 2010784 ; 
r eference : ur l , wwN . eme r gingth reats . net / cgi - bin / cvs L'#e b . cgi / sigs / POLICY / PO LI CV _ Fa cebook_Chat; sid : 2010784 ; r e v : 3 ; ) 

#by SpOoKeR 
# 
ale r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P_PORTS (msg : " ET PO LICY Faee book Chat ( buddy lis t )" ; flo\.,. : establi she d , t o_se r ve r ; content : "POST " ; de pt h : 5; 
uri co ntent: " / ajax/ c hat / buddy _ lis t . php"; content : "I 0d 0a I Hos t \ : " ; content : "face book . com i 0d 0a I"; L'l ithi n : 20 ; cla ss t y pe : policy- violation ; r efe r e nce: ur l , doc . emergingth reats . net / 2010785; 
refer ence : ur 1 , wwN . emergingthreats . net/ cgi-bin / cvSL'#eb . cgi / s igs / PO LICY / PO LI CV _ Facebook_C hat; sid : 2010785; r e v : 2; ) 

#by SpOoKeR 
# 

ale r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P _PORTS (msg : " ET POLICY Fa cebook Chat ( set t i ngs ) "; flow: establis hed , to_se r ve r ; cont e nt : "POS T " ; de pt h : 5; 
urico ntent : " / ajax/ c ha t / se t tings . ph p" ; co ntent : " I 0 d 0a I Host \ : " ; co ntent : " fac eboo k . com I 0d 0a I"; withi n : 20; cl ass t y pe : policy - v i o lation; re f e r e nce : u r 1, doc . emergingt hr eats . ne t / 2010786; 
r efe r ence : ur l , wwL~ . eme r gingth reats . net / cgi-bin / cvs L>Jeb . cgi / sigs / POLICY / POLICY_ Fa cebook_Chat; s i d : 2010786; r e v : 2; ) 

#by rodrigo and j oe l es l e r 
# 
ale r t t cp $HOME_ NE T a ny - > $EXTERNAL_NET 5222 (ms g:"ET POLICY Facebook Chat us i ng XMPP"; flow: t o_ se r ver , e s t a blished; cont e nt : "c hat.facebook . com" ; nocase; co nt e nt: " jabbe r l3A l c lient" ; 
nocase; d istance :9 ; \.,.ith i n: 1 3; t hr esho l d : t ype limit , t r ack by_s rc , count 1, second s 60; c l ass t ype : policy - v i olation; ref er ence : url , 1wiw . fa ce boo k . com/ sitetour / chat . ph p; 
r efe r ence : ur 1 , doc . eme r g i ngth reats . net / 2010819; r efe r ence : ur l , wwt'i . eme r gingth r eats . net / cgi · b i n/ cvs 1>Je b . cgi / sigs / POLICY / POLICY _ f a ceboo k_ Chat; s i d : 2010819 ; r ev :4 ; ) 

#by l,li ll Metcalf 
# 

#a l e r t t c p $HCV-1 E_NET any · > $EXTERNAL_NET $HTTP _PORT5 (msg : " ET POLI CY FOX , ABC On- dema nd UA " ; fl m'l : to_serve r , establis hed ; content : "User-Agent I 3a I QSP" ; nocase; c l asstype: policy · 
v i o l ation ; r efe r e nce: u r 1, doc .emer gingthr eats. net / 2007639 ; r ef e r ence: url , \'IW\.,. . e me r gingthr eat s. net / cgi- bi n/ c vsweb .cg i / s igs/ POLI CY / POL ICY _ Fox_ABC_On_Dema nd ; s i d : 2007639; r ev : 5; ) 

#by Sa nd r o Reis 

• 

I 

I 

I 

I 
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bi n/ c vs\.,.eb . cgi / s igs / PO LICY / POLI CV _f r e eGate; s id : 2008744; r e v : 2; ) 

#by Sa nd r o Reis 
# 

a le r t udp $HOME_NET a ny - > $EXTE RNAL_NET 53 (ms g: " ET POLICY Pos s i b l e Exte r na 1 Fr eeGate Dffi Que r y " ; co ntent: " I 03 77 36 32 0d 7a 69 79 6f 75 6 c 6f 6e 67 6c 69 76 65 03 63 6f 6d 00 1 " ; 

~ i~;~~!~=~~~~i~! ~; !~~~!~~; p~~ ;~~~; ~~:~~ ~: ; 1!7! ~ 20:;;~~; b~;:~~~ )ount 1, seconds 30; re fe re nce: ur l, doc . e me r gingth r eats . ne t / 2008745 ; ref erence: ur l , ~Mtl . eme r g ingth reats . net / cg i . I 

#by Sa nd r o Reis 
# 
a l e r t udp $HOME_NE T a ny - > $EXTERNA L_NET 5 3 ( 111sg: " ET POLI CY Pos s i b l e Exte r na 1 Fr eeGate DNS Que r y " ; co ntent ! " I 03 77 36 33 0 d 7a 69 79 6f 75 6c 6f 6e 67 6c 69 76 6S 03 63 6f 6d 00 1 "; 
c lasstype : policy-v i o l at i o n; t h resh o l d: t y pe limit , t r ack by _s r c, count 1, seconds 30; re ference : ur l , doc . emerg ingthrea ts . net / 2008746; ref er ence: url, ~"""" · emerg ingth reats . net / cgi -
b i n/ c vsweb . cgi / s igs / POLICY / POLI CV _f reeGate; s i d : 2008746; rev : 2; ) I 
#by Sa nd ro Reis 
# 

ale r t udp $HOME_NET a ny - > $ EXTERNA L_NET 53 (msg: " ET POLICY Possib l e Exte r na l f r eeGate DNS Que r y" ; co ntent : " 103 77 36 34 0d 7a 69 79 6f 75 6c 6f 6e 67 6c 69 76 65 03 63 6f 6d 00 1" ; 
c lass t y pe : policy -v iolat i o n; t h resho l d : t y pe limit , t r ac k by _s r c, count 1, seconds 30; r e f er ence: ur 1, doc . eme r gingth r eats . net /2008747; r e f er ence: ur l , www .eme r g ingt hrea t s . ne t / cgi -
b i n/ CVS\ ... eb . cgi / sigs / PO LICY / POLICY_f reeGa te; s i d : 2008747; r e v : 2; ) 

#by Sand r o Reis 
# 
ale r t udp $HOME_NET a ny - > $ EXTERNAL_NET 53 (11sg: " ET POLICY Possib l e Exte r nal Fr eeGate DNS Que r y " ; co ntent:" 103 77 36 35 0 d 7a 69 79 6f 75 6c 6f 6e 67 6c 69 76 65 03 63 6f 6d 00 1" ; 
c lasstype : policy-v i o lat i o n; t h r esho l d: t y pe limit , t r ac k by _s r c, count 3, second s 30; r e f e r ence: ur l, doc . e me r g ingth r eats . net / 2008748 ; ref er ence: url , ~MW . eme r g ingth r ea t s . net / cgi­
b i n/ c vsweb. cgi / s i gs / PO LICY / POLI CV _f reeGa t e; s i d : 2008748; r e v : 3; ) 

#Submi tted 2006-10 · 17 by Ada m Nunn 

• 
#a l ert t c p $HO'I E_NET any · > $ EXTERNA L_NET 80 (msg : " ET PO LI CY docs.google . com Activi ty" ; flow: establis he d , t o_serve r ; content : "Hos t I 3a I docs . googl e . com" ; nocase; classt y pe: policy -
v i o l a t i on ; r ef e r e nce: u r 1, doc s. google . com; ref er ence : ur l , doc . eme rgingthrea t s. net / 2003121; r e f e r ence : url , ivww . eme rg i ngthrea t s . net / cgi-b i n/ cv swe b . cg i / sigs / POLICY / POLICY _Googl e; s i d : 2003121 ; 
r ev :4; ) 

#Submi tted 2006 -10- 17 by Ada m Nunn 

• 
alert t cp $HOME_NET a ny - > $EXTERNA L_NET 80 (ms g: " ET POLICY Possib l e docs.google .com Activ ity " ; flow: establis hed , to_se r ve r ; content : "WRIT ELY_SID " ; nocase; classt y pe : policy - v i o l ation ; 
r efe r ence : ur l , doc s . googl e . com; r efe rene e : u r 1, doc. eme r gingth r eats . net / 2003122; r efe r e nce ! ur l , www . eme r gingth r eats. ne t / cgi- bi n/ cvswe b . cgi / s i gs / POLI CY/ POLI CY _Google; s id : 2003122; r ev : 4; ) 

#Hatt Jonkma n 
#Goog l e c a lend a r in t he news as most e nt r ies ar e public 
#I •m s ur e i t ' s a good ca l e nd a r , but f o l ks have t o r ea li ze wha t ' s publ ic a nd what' s not 
# 

#ale r t t c p $HO'IE_NET a ny · > $EXTE RNA L_NET $HTT P _PORT5 (msg: " ET POLICY Google Ca l end a r i n Use" ; flm'I : establis he d, t o_se r ver; u r i co nt e nt : " / calend a r i" ; content : " Host I 3a I www.goog l e , com i ed 
0a 1 •·; nocase; t h r eshol d : t y pe bot h , coun t 1 , seconds 60, t r ac k by _s r e; e l ass t ype: policy -vio l at ion; r e f e r ene e : ur 1, ~iww . comput e rNo r ld . c om . au/ i ndex . php ? i d=1687889918&ei d=· 255; 
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I 

I 

I 




