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ref erence: u r l , doc . eme rgingt h r eat s . net / 2003597 ; r e f e r ence : ur 1, wwi1,1 . eme r gingth rea ts . ne t / cgi- bin/ cvs web . cgi / s igs / POLI CY / POLI CV_ Google ; s id : 2003597 ; r ev : 4 ; ) 

#Submitted by Michae l Ho l s t ein , 2006- 02 -13. Refer ence from scheidell 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNAL_NET $HTT P _ PORTS (msg : " ET PO LICY Goog l e Desktop Use r -Agent De tec ted " ; fl m'i :to_serve r ,establis hed ; content : "Use r -Age nt i 3a I Moz i lla / 4 .0 ( compatible I 3b I 
Goog l e De skto p) " ; no ca se; th resho ld : t y pe limi t , count 1, seconds 360 , t r ac k by _s r c; classt ype : policy -v i o l ation; r e f e r ence: ur 1, nel'i S . com . com/ 2100- 1032_3-6038197 . h t ml ; 
ref e r e nce: u r l , doc . emergingth reats . net / 2002801 ; r e f e r ence : ur l, ww11,1 . eme r g ingth r eats . net/ cgi- b i n/ cvs 11,1eb . cgi / s igs / POLICY / POLI CY _Goog l e; s id : 2002801 ; r ev : 9; ) 

#Submi t t e d 2006 -02 · 28 by Hark t,Ja r r e n . Fa r Google appliances that " s houl d .. on l y s pi de r inte rna l \'ie b s ite s ( bu t sometimes go wild and s pide r t he I nte r net ) 

I 

!al ert t c p $HO''iE_NET any -> $ EXTERNAL_NET $HTT P_PDRTS (msg: " ET POLI CY Googl e Sea r c h Applia nce brows i ng t he Int e rnet "; flow :to_ser ve r , establis hed; c onte nt : "GET " ; dept h :4 ; cont ent : "Use r - I 
Agent I 3AI gsa - c r ai,lle r " ; nocase; c l as sty pe: 11,1e b - applic at i on-ac t i v i t y ; r ef e r ence : ur l , W\WJ . goog l e . com/ ente r prise/ gsa/ i ndex. ht ml ; r ef e r e nce : ur l,doc . eme rgingt h r ea t s . net / 200 2838; 
r e f e r e nce: u r l , www . eme r g ingth r eat s. net / cgi - b i n / cvs 11,1eb . cgi / s igs / PO LICY/ POLICY _Googl e; s i d : 2002838; rev : 7; ) 

#By Matt Jon kman . Re vi v ing t hi s r ul e as i t ' s been d r opped f r om t he s no r t . org ru l esets . 

!al e rt t c p $Ha'iE_NET any · > 66 . 151 . 158 . 177 a ny (msg :"ET POLI CY Got oMyPC Po ll i ng Cl i ent "; flow: establis hed ; t hr esho l d : t y pe limit , track by_ s r c , co un t 1 , seconds 360; classty pe: policy - I 
vi o la t i on; r e f e r e nce: ur 1, doc . eme r gingthr ea t s . net /2000309 ; r ef e r e ne e: u r 1, 1,,ww . emergi ngth r ea t s. ne t / cgi- b i n/ cvswe b. cg i / s i gs/ POLI CY / POLI CY _Got oMy PC; s i d : 2000309 ; r ev : 8 ; ) 

#Th i s i ntends t o be a mor e intell igent ver sion of t he ol d got omypc r ule , event ually t o r e p l ace t he o ld if i t cat c hes e ve r yt hing 

• 
ale r t tc p 66 . 151. 158 . 177 8200 - > $HOME_NET a ny (msg : " ET POL I CY GotoMyPC poll . got omypc . com Serve r Response t o Poll i ng Cl ient OK" ; flow: establis hed , fr om_ se r ve r ; content: " c nt =0" ; noca se; 
dept h : 40; co nt e nt : "eve nt i d=" ; nocase; dept h: 40 ; t h r es ho ld : t ype limit , t r ac k by_s rc, count 1 , seconds 360; c l assty pe : po l icy- v i olation; refe r e nce : ur l, doc.emerg i ngth r eats. ne t / 2002022 ; 
r e f erence: u r l , W\w, . emergingth r eat s . net / cgi •b i n / cvs 11,1eb . cgi / s i gs / POLICY/ POLICY _Got oMyPC; s i d : 200202 2; re v : 4; ) 

#Submi t t e d 2006 -08 - 30 by Robert Sha r p 

• 
##a l e rt tc p $HOME_NET any <> $ EXTERNAL_NET $HTT P_PORTS ( msg : "ET OELETE D Gmail gta l k" ; f1 01~ : e s tabli she d; pc r e: "/\ [ \ [ \ d{1, 3}\ , \ {\\\" \w\\\ "\ , \\\" . +@gmai l. com.+\\\" \ , \\\" / i " ; 
c l ass t ype : po l i cy- v i o l at ion; r e f e r e nce : url , dcc . emergi ngth r ea t s . ne t /2003092; r ef e rene e: u r l , W\"'71 . eme r gingthr ea t s. ne t / cgi- b i n/ c vs 11,1e b . cgi/ sigs / POLI CY / POLI CY _Gta lk ; sid : 2003092; rev : 3; ) 

#Submitte d by Matt Jonkma n 
# hot ma il has c ha nged , obso l eting these 
# t o be de l eted 

#a l ert tcp $HO'IE_NET any -> $ EXTERNAL_NET $HTTP_PDRTS (msg :"ET POLI CY Hot ma i l I nbox Access"; f1011,1 : t o_se r ve r ,es t ablis hed ; cont en t : "hot mail . msn . com l0 d 0a l " ; uri cont ent: " / cgi- bin/ HoTMail ? 
c u r mbox= " ; no ca se ; c l a sst y pe: polic y- v i o l ation; ref e r e nce : u r l , dcc . eme r g i ngt h r e a t s . net/ 2000035; ref e r e nce : u r l , wwi1,1 . emergingth r eat s . net / cgi -
b i n/ cvs1'ie b . cgi / sigs/ PO LICY/ POLICY_HOTMAIL_Ma il_Use; s id : 200003 5 ; r ev : 13; ) 

#Submitt e d by Matt J onkma n 
# hot ma il has c ha nged , obso l eting these 
# t o be dele ted 

• 
#a l ert t cp $HO''iE_NET any -> $ EXTERNA L_NET $HTT P_PORTS (msg: " ET POLI CY Hot mail Message Access"; floi,i : to_ server , e s t a blished; cont ent :" hotma il .msn . coml0d 0a l "; ur i cont e nt : "/cg i -
bin/ getmsg?ms g=MSG" ; e l asst ype : policy- v i o l a t ion ; refe r ence : ur l , doc . eme rg i ngth r eat s . ne t / 2000036; ref e r ence : ur 1 , 1.wiw . eme r g i ngth reats . net / cgi-
b i n/ cvswe b . cg i / sigs/ PO LICY / POLI CV _HOTMAIL_Ma il_Use; s i d : 2000036 ; r ev ; 14; ) 

#Submi t t ed by Matt J onkma n 
# hot ma il has c ha nged , obso l e ting these 
#t o be deleted 

• 
#a l e rt t c p $HO'IE_N ET any •> $ EXTERNAL_NET $HTT P_PORTS (msg :"ET POLI CY Hot mail Compose Message Access '· ; flow: t o_se r ve r , est a blis hed ; u r i cont e nt : " c ur mbox=" ; nocase; 
content : "hot ma i 1 . msn . com I 0d 0a I"; nocase; uricont ent : " / cg i - bin/ com pose? /" ; nocase; c la ss t ype: policy - vi o l a t i on ; r eference : u r l , doc . eme r gi ngth r ea t s . net /2000037; 
r e f erence: u r l , www . eme r gingth r eat s. net / cgi - b i n / cvs 11,1eb . cgi / s i gs / PO LI CY/ POLICY _HOTMAI L_Ma il_Use; s i d: 2000037; r ev : 14; ) 

#Submi t t e d by Matt J onkma n 
# hot mail has c ha nged, obso l e t i ng the se 
# t o be deleted 

• 
#a l e rt t c p $Ha'iE_NET any · > $ EXTE RNAL_NET $HTTP _PORTS (msg : " ET POLI CY Hot mail Compose Message Submit" ; flow: t o_ s e r ve r , est a bli s hed ; co nt e nt : " hot mail . ms n . com l 0d 0a I"; 
uricontent : " / cgi-b i n/ pr email / " ; clas sty pe : policy -v i o l ation ; r e f e r ence : url , doc . eme r g i ngthr eat s. ne t / 2000038 ; r ef e r e nc e : u r l , ww1,1,1 . emer gingthr eats. net / cgi-
bin/ cvS\'ie b . cg i / s i gs / PO LICY / POLICY _HOTMAIL_Ma il_Use; s i d: 200003B; r ev : 13; ) 

#Submi tte d by Ma t t J onkma n 
# hot mail has c ha nged , obso l et ing these 
# t o be deleted 

• 

nocase; 

#a l e r t t c p $Ha'iE_NET any -> $ EXTERNAL_NET $HTTP _PORTS (msg : " ET POLI CY Hotma i l Compose Message Submit Data " ; f1011,1 : t o_ se r ve r , establishe d; con t e nt : "cur mbox=" ; nocase ; content : " l ogi n=" ; 
nocase ; content : "msghd rid"; nocase; cont ent: " s igf l ag : "; nocase; c l asstype : pol i cy - v i o la t i on; r ef e r e nce : u r l , doc. eme r gi ngthr e at s. net / 2000039; r efe r ence : url , WWl'i . eme r gi ngt hr e at s . net / cg i ­
bin/ cvS\'ie b . cg i / s i gs/ POLICY / POLICY _HOTMAIL_Ma il_Use; s id : 2000039; r ev : 9; ) 

#by Ro uke de Jong 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNAL_NET $HTTP_ PORTS (msg : " ET POLICY Hot mail In box Access " ; flow: t o_ serve r , e s t a blished ; co nt e nt : "GET " ; dept h :4; cont ent: "ma i l.live . com" ; 
uricontent : " / ma il/ I nbox Light . as px" ; c l asst ype : pol icy -v i o l ation; r e fe r e nce : ur l , doc . eme r gingth r eats . net / 2008238; refe r ence: ur 1, ~IWW . e me r g ingth r ea ts . net / cg i -
b i n/ cvswe b . cgi / sigs/ PO LICY/ POLICY_ HOTMAIL_Ma i l _Use; s i d : 2008238 ; r ev : 2 ; ) 

#by Rouke de Jong 

• 
a l ert tc p $HOME_N ET a ny - > $ EXTE RNAL_N ET $HTT P_PORTS (msg : "' ET POLICY Hot mail Message Access"; fl ow:to_se r ve r ,establis hed ; content:"G ET " ; de pt h : 4; co nt ent : "mail . live.com" ; 
uricont e nt : " / ma il/ ReadMessageLi g ht . as px " ; c lasstype : policy - v i olatio n; r eference : ur l , dcc . eme r gingthr eats . ne t / 2008239; r efe r e nce : url ,1,n,M . eme rg i ngthr eats. net / cgi-
b i n/ cvswe b . cg i / s i gs/ PO LICY / POLICY _HOTMAIL_Ma il_Use; s id : 2008239 ; rev : 2 ; ) 

# by Rouke de Jong 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTTP _ PORTS (msg : " ET POLICY Hot mail Compose Message Access" ; flo1,J :to_ se r ve r ,establishe d; content : "GET " ; dept h :4; conten t : "ma il . live . com" ; 
nocas e ; urico nt e nt : •• / mai l / Ed i t Messagelight . asp x" ; c lass t ype : policy - vi o l ation; refe r ence : ur l , doc . eme rg i ngth r eat s. net /2008240; refer ence: ur 1, www . emergingt hr eat s . ne t / cgi-
bin/ cvswe b . cg i / s i gs/ POLICY / POLICY _HOTMAIL_Ma il_Use; s id : 2008240; r ev : 2; ) 

#by Ro uke de Jong 

• 
##a l e rt t cp $ t-K>ME_NET a ny -> $EXTERNAL_NET $HTT P _PORTS ( msg : " ET DELETE D Hot mail Compose Message Submi t " ; flow: t o_se r ver , es t ablis he d; co nt ent : "POST " ; de pt h : 5; con t ent: "111a i l. live . com" ; 
noca se ; urico nt e nt : "Se ndMessageLight. a sp x" ; c l ass t ype : polic y -v i o la t ion ; r efe r e nce: u r 1, doc . emergingth r eats . ne t / 2008241 ; r efe r e nce : u r l , 1,n,r,,,, . eme r gi ngt h r ea t s . net / cg i -
b i n/ cvs1'ie b . cgi/ sigs/ POL ICY / POLICY _ HOTl'IAIL_Ma il_Use; s i d : 2008241 ; r ev : 2 ; ) 

#I n f ull mode i nd uv i du a l inbox, compose message e t c r ul es cannot be 
#aplie d : 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNAL_NET $HTTP_ PORTS (msg : " ET POLICY Hotmail Access f ull Mode " ; flow: to_se r ve r ,es t a blished ; cont ent: "GET " ; de pt h :4; content : "mail. live.com" ; 
uricont ent : .. / ma il/ Ap pl i ca t i onMa i n" ; c lass t ype : pol icy -v i o l ation; refe r ene e : ur l , doc . emergi ngth reat s . ne t /2008242; r eference : ur 1, vMW . emerg ingt h r eats . ne t / cgi-
bin/ cvswe b . cg i / sigs/ POLICY / POLI CY _HOTMAIL_Ma il_Use; s id : 2008242 ; r ev : 2 ; ) 

#by Ke vi n Ross 

• 
a l e r t t cp $HOME_NET 23 -> a ny a ny ( msg : "ET POLICY Te lnet t o HP JetDi r ec t Pr i nt e r \,Ji th No Password Se t "; flow: t o_c lie nt , est a bli s hed; conte nt :"HP JetDi r ec t " ; content : "Pass1~o r d i s not 
set "; of f set : 40; de pt h : 30 ; d i stance: 2; c l as s t ype: mi se - ac tiv i t y ; r efe r ence : ur 1, h20000 . www2 . hp . com/b i zs upport/ Tec hSuppo r t / Ooc ume nt . j sp ?o bj e ct I D=bpj 05999#A3; 
r e f e r e nce: u r l , doc . eme r gingth r eat s. net/ 2009535 ; r e f e r ence : url , ww11,1 , eme r g ingt hr eats . net/ cgi- b i n/ cvs 11,1eb . cgi / s igs / POLI CY / POLI CY _HPJe t Di r ect ; sid : 2009535 ; r e v : 2 ; ) 

# by Ke vi n Ros s 

• 
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~!;:10 ~~~ :~::~~~ ;,1!1 p~~n!E:T~~~ ~- ~:! : ~ ~ ~:~:~:i 3:rl~~! ~;1~: ~:!e:T~p~;~: j~ ~i ~;f! ~t ~~; l d~: t ~~:~ ~;:: t d:;! ~!~;;; !i~~~! ;p~~! ~: :~:~! ~e i ! ; ~ed ; content : "Hewl e tt- Packard FTP Pri nt Se r ve r I 
r e f e r e nce: u r 1, h20000 .www2. hp . com/ b i z suppor t / Tec hSuppor t / Document . j s p ?objectIO=bpj06165 ; r e f erence : u r l, doc. eme r gingt hr eats . net / 2009536; r e f e r ence : ur 1, M\l\1,1 . eme r g ingth r eat s . net / cgi­
b i n/ cvswe b . cg i / sigs/ PO LICY / POLI CV _HPJetDi r ect; sid : 2009S36 ; r ev : 3; ) 

#Submi tt e d by Thom a s Al ex 

• 
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a l ert t cp $ EXT ERNAL_NET a ny -> $HOM E_NET 8000 (msg:" ET MISC HP l•Jeb JetAdmi n Exe cu te File admi n acce ss" ; flow: t o_ serve r , establis he d; co ntent: " / pl ugi ns / framework/ script/ content. hts"; I 
nocase; content: " Exec ut e F ile " ; nocase; cla ss t ype : at tempted -admin ; r eference : bugtraq , 10224; r efe r e nce: url , doc . eme rgi ngth r e at s . net / 2001055 ; r efe rene e : ur l , www , eme r gingth reat s . net / cg i ­
b i n/ cvsweb . cgi / s i gs / PO LI CY/ POLI CY _HP _Web_J et admi n_ Execu tefil e_Access; s i d : 2001055; r ev : 6; ) 

# by J a i me Bl a sco 

• 
a l e r t udp a ny 1985 · > 224.0 . 0.2 198 5 (msg: " ET POLICY HS RP Ac t i ve Ro ute r Changed "; content: " 100 04 1" ; dept h : 3; classtype : ba d- unk nm..-n; 
r ef e r e nce: u r l , pac ket li f e . net / b l og/ 2008/ oct / 27 / hijac king- hs rp / ; r ef e r e nce: ur l, doc . eme r g ingt hr ea t s .net / 2009243; r e f e r ence : ur l , l'IIIM . eme r g i ngth r ea t s . net / cgi­
b i n/ cvs1~eb . cgi / s i gs / PO LICY/ POLI CY _ HSRP _Change; s id : 2009243 ; r e v : 2;) 

#by c hodemort 
# use if you see fit , not safe f or a ll net1~o rk s 
# 

I 

::~~:~t ~:ro:: t!: I ! : {~~T~o~: s:~a::~~~~ / ~: ~a~: ~~( :·E~ h:~~~7~/~;;~,:{~~;}~~ , : {1~ : }~ . ~~: ~: : }~ ~ , :~~:~~} ~~; t :~s: ~~;!~;; ;~:~~: : ! c~~:1~;:: ;:~!~~~~=: ~~i. ~~~~~:! r ;~~::~~e~;~~~~! ~;011085 j I 
r ef erence : u r l , www . eme r gingth reats . net / cgi - bi n/ cvs web . cgi/ s i gs / PO LICY / PO LICY _HTT P _Redirec t ; s i d : 2011085; r ev : 3;) 

#Matt J onkma n 
# 
#a l e rt tc p $EXTERNAL_NET a ny · > $HOME _NE T !$HTT P_POR T5 ( msg : "ET POL I CY Inbound HTTP CONNEC T Attempt o n Off • Port "; flm>J :to_se r ve r ,esta blished ; conte nt: '"CONN ECT " ; noca s e ; de pt h: 8; 
cont e nt : " HTTP/ 1,"; nocase; within : 1000; c l ass t ype : misc -ac t i v i t y ; r ef e r ence: url , doc . emer gingt hr eats . net / 2008284; r e f e r e nce : u r l , W\'ffl . eme r gingt hr ea t s . net / cg i - I 
bi n/ cvsweb.cgi / sigs / PO LICY/ POLI CY_HTTP _Tun neling_via_Proxy; s i d : 2008284; r ev : 3;) 

#5ubmit ted by Ja so n 
# 
#alert tcp $EXTE RNAL_NET a ny -> $HOME_NET any (msg : "ET POLICY HTTP CONN ECT Tunne l At tempt I nb oun d" ; flm>J : t o_se r ve r ,establi shed ; content : "CONNEC T " ; nocase; cont e nt: " 10d 0a l ••; 1~i t hi n : 

~~!~! n~! ~t =~c~~n:!n~ ~~~;; ! ~; ~~:P~! ~:!e ~0: : ~~i n 7 i ti~~s:!n~!~ t ~~~: : c~~:!n~~ ~: j ~! I~;:; I !~: ~ i~ ~ t~ ~n~i:~a~!:~a : ~~ : ~ ~!!s~; ~:~n:~:~~:~:~~i : ~; n; :;:;~n~~~~; ~~~: ! ~~m:: ! ~~g; ~:~; ~~. ~:~;;000560; I 
r ef e r e nce : u r l , www . emerg i ngth r eats . net / cgi - bi n/ cvs web . cgi/ s i gs / PO LICY / PO LICY _HTT P_ Tu nne ling_v i a_Pr oxy; sid: 2000560 ; r e v : 10; ) 

#Submi tted by J aso n 
# 
#a l e rt tc p $HOM E_NET any •> $EXTE RNAL_NE T any (msg : " ET POLI CY HTTP CONNECT Tunne l Attempt Out bound" ; flow: t o_ se r ve r ,establishe d; cont ent :"CONNECT "; noca s e; cont ent : " l0d 0a l " ; within : 
1024; dis t a nce : 0; cont ent : "HTTP/ 1 . " ; nocase; with i n : 8; di s t a nce : -10; co ntent: ! "I 3a l 80" ; withi n : 4; d is t a nce : - 11 ; cont e nt : "CONNECT "; nocase; cont ent: " j0 d 0a l "; within : 1024 ; 
d i stance : 0; content : "HTTP/1 . " ; nocase; wi t h i n : 8; d i s t ance: - 10; cont e nt : ! " I 3a 1443 " ; with in : 5; d is t a nce: -12; c l ass t ype : mise -activ i t y ; r efer ence: url, doc , eme r g ingt hr eats .net /2008330; 
r ef e r e nce : u r 1, WloJl>J . eme rg i ngth r eat s . net / cgi - bin/ cvs 1,.eb . cgi / s i gs / PO LI CY / POLICY _HTT P_ Tu nne ling_v i a_Proxy; s i d: 2008330 ; r e v : 11 ; ) 

#by Sa nd r o Reis 
# 
#alert t cp $HOME_NET any •> $EXTE RNAL_NET 1024: ( msg : " ET PO LI CY Poss i bl e HTT P-TUNNEL to Exte rn a l Pr oxy fa r Anonymous Access " ; flm.., :establishe d , t o_se r ve r ; co ntent: "GET 
/log i n/ Fet c hProt oco l Ve r sion2 . htm" ; de pt h : 36; clas s t y pe : policy - v i o l ation; t hres ho ld : t ype limit , t r ac k by _ s r c , count 5, seconds 30; ref e r ence : u r l , doc . eme r g i ngth r eats . ne t / 2008842; 
r ef e r e nce : url , w,.'IW . eme r g i ngth reat s , net / cgi- bi n/ cvs web . cgi / s i gs / POLICY / PO LICY _HTT P_ Tu nne l i ng_ v i a_Pr oxy ; s i d: 2008842 ; r e v :4 ; ) 

# by Sa nd ro Reis 

• 
#alert t c p $HOM E_NET any -> $EXTERNAL_NET 1024 : (msg : "ET PO LI CY Poss i bl e HTT P-TUNNE L to Exte rna l Pr oxy fa r Anonymous Acc ess ( se r ve r downl oad ) " ; flow:establis hed , t o_se r ve r ; cont e nt: "GE T 

I 

I 

l og in / f etchFr eeServersVe r s i on2 . as px" ; de pt h : 39; c l as s t ype: policy- v i olation ; t hr es ho ld: t y pe limit , t r ac k by _s r c , coun t 5, seconds 30 ; r eference : ur l , doc . eme r gingth r eat s . net / 200884 3; 
r ef e r e nce: u r 1 , www . emerg i ngth r eat s . net / cgi -b i n/ cvs web . cgi / s i gs / PO LICY / PO LICY _HTT P_ Tu nnel ing_v i a_Pr oxy ; s i d: 2008843; r e v : 4 ; ) I 
# 
# 
#alert tcp $HOM E_NET any -> $EXTE RNAL_NET 81 :65535 ( 111sg: " ET POLICY HTTP GET on unu s ua l Por t Poss i b l y Hosti l e"; flowbi t s : i s not se t , BS . HTTP . ok; flo l,. : es t ablis hed, t o_s er ve r ; cont e nt : "GET " ; 
nocase; dept h ; 4; c lass t ype : policy - vio l a t i on ; r e f e r ence : url , doc , emergi ngth r eats , net / 2006408; r ef e r e nce : u r l , \'1ww . eme r g i ngth r ea t s. net / cgi -
b i n/ cvs1~eb . cgi / s i gs / PO LICY/ POLI CY_HTTP _o n_Off _Por ts; s i d : 2006408; r ev : 5; ) 

#idea from Bl ake Hart s t ein, use these onl y i f you l i ke . Not a defi nite i ndication of hos t ile activity 
#a le r t t c p $001E_N ET any -> $EXTERNAL_NET 81 : 65535 (msg: " ET POLICY HTTP POST on unu sua l Po r t Poss ibly Host ile" ; flowbits: i s notset,BS . HTTP .ok; flow: e s ta bli s hed , t o_se rve r ; content : "POST 
" ; nocase; dept h : 5; classtype: policy-vio l ation; r ef e r e nce: u r l , doc . eme rgingt h reats . net/ 2006409 ; r e f e r ence: ur l , w1oJ1,. . emer g ingth reats. net/ cgi-
b i n/ cvs 1>Jeb . cgi / s i gs / PO LICY/ POLI CY _HTT P _o n_Off _P or t s ; s i d : 2006409; r ev : 5; ) 

#by Da j ac kma n 

• 
#a l e rt tcp $HOM E_NET any •> [64 . 34 . 106 . 33,64 . 94 .18 . 67 ] 12975 ( msg :" ET POLICY Out bound Hamac hi VPN Co nnection Att empt " ; flags:S , 12; th r es ho ld :ty pe limit , t ra ck by_s rc , count 1, seconds 
120; c l assty pe: policy- vio l at ion; r e f e r e nce: ur l , www , hama chi. cc; r ef er e nce: ur 1, doc, eme r g ingt h r ea t s .net / 2002729; r e f e r ence : url , W'IM , eme r g i ngt hr ea t s , net / cgi-
b i n/ cvsweb . cgi / s i gs / PO LICY/ POLI CY_Hamac hi _ VPN ; s i d : 2002729; r e v :4; ) 

#by J amian Ma s on of Oee pnines . com 
# 
#alert tcp $HOM E_NET any -> $EXTE RNAL_NET $HTTP _PORT5 (msg : " ET POLICY Hi5 . com 5ocia l Site Acc ess " ; fl m-., : es t abli shed , to_s e r ve r ; content : "Host I 3a I 1-tvlW . hi5 . com i 0d 0a I"; t hr es ho l d: t ype 
both , trac k by_ s rc, count 5, second s 300; class t ype : policy- vi o l ation; r ef e r e nc e : ur l , doc . eme r g ingt h r ea ts .ne t / 2003455 ; r e f e r ence: ur l , W'IM . eme r g ingt hr ea t s . net / cg i -
b i n/ cvsweb . cgi / s i gs / PO LICY/ POLI CY _Hi5 . com; s i d: 2003455; r ev : 5; ) 

#Outc h myspace sty l e socia l net work i ng s ite . No t a sec ur ity t h reat, just a gene r ally not pe rmissable t h i ng far t he wo r kpl ace 
#by Cees E lz inga 
# Bot h hyves .nl a nd hyves. net a r e used , so chec k f o r " hyves. " 
# 
#alert tc p $HOM E_NET any -> $EXTE RNAL_NET $HTT P _PORT5 (msg : " ET POLICY Hyves Login Attempt " ; flow:established , to_ se r ve r ; co ntent : '" I 0d 0a IHos t J 3a I 1-iww . hyves. " ; cont ent : " l ogi n_username " ; 
c lass t ype : policy- v i o l at ion; r ef erence : ur l , doc . eme r g i ngt h r ea t s . net / 2007627; ref erenc e : ur l , wwv, . eme r g i ngt h r ea t s . net / cgi- b i n/ c vswe b . cg i / s i gs / POLICY / POLI CY _Hyves; s i d : 2007627; r ev : 6; ) 

#Outc h myspa ce sty l e socia l neb,ork i ng s it e . No t a sec ur ity t hreat, just a gene r ally not pe rmissable t h i ng far t he wo r kp l ace 
# by Cees E l zinga 
# Both hyves .nl a nd hyves .net a r e used , so chec k f o r " hyves . " 
# 
a l e r t tc p $HOME_NE T a ny - > $ EXTE RHA L_NET $HTT P _PORTS (msg: " ET POLICY Hyves I nbox Access"; flow: establis he d , t o_s e r ve r ; cont ent : "Hos t \ : WNl~ . hyves . " ; uriconte nt : "/ messages / i nbox/" ; 
c l a ss t ype : policy- v i o l atio n; ref erence : ur l , doc . eme r g i ngth r eat s . net/ 2007628; ref e r e nc e : ur l , 1vww . eme rgingt h r e a t s . net / cgi -b i n/ cv swe b . cg i / s i gs / POLICY / POLI CY _Hyves; s i d : 2007628; r ev : 4 ; ) 

#Outc h myspace sty l e socia l neb,ork i ng s ite . Not a sec ur i t y t h reat, just a gene r ally not pe rmissable t h i ng fo r t he wo r kp l ace 
#by Cees E lz inga 
#Both hyve s . nl a nd hyves. net a r e used, so chec k f o r " hyves . " 

• 
a l e r t tc p $HOME_NET a ny -> $EXTE RHA L_NET $HTT P _PORTS (msg : " ET POLICY Hyves Message Acc ess"; fl ow:establi shed , to_s e r ve r ; co ntent: "Host I 3a I 1,iww. hyves. " ; 
u r icont ent : " / me ssages / inbox/ mess age s/ "; c l as s t y pe : policy- vio l a tion ; r ef e r e nce : ur l , doc . emer gingth reats . net / 2007629 ; r e f e r ence: u r l , 1..-ww . emerg ingthreat s . ne t / cgi ­
b i n/ cvsweb . cgi / s i gs / PO LICY/ POLI CY _Hyves; s i d: 2007629; rev : 5; ) 

#Outc h myspa ce sty l e socia l neb1ork i ng site . No t a sec urity t hreat, just a gene r ally not pe rmissable t h i ng far t he wo r kp l ace 
# by Cees E lz: inga 
#Both hyves .nl a nd hyves. net a r e used , so chec k f o r " hyves." 
# 
a l e r t t cp $HOME_NE T a ny - > $ EXTE RHA L_NET $HTT P _PORTS (msg: " ET POLICY Hyves Compose Message " ; flm>J : e s t ablis hed , t o_se r ve r ; cont e nt : "Host I 3a I www . hyves . " ; uricontent : " i ndex . php ?ll=mg " ; 
c l a ss t ype : policy- v i o l at i o n; r ef e r ence : url , doc . eme r g i ngt h r eat s . net / 2007630; ref e r e nce: ur l , 1vww . eme r g i ngt h r e a t s . net / cgi -b i n/ cv swe b . c g i / s i gs / POLICY / POLICY _Hyves ; s i d : 2007630; r ev : 5; ) 

#Outc h myspace sty l e socia l neb1ork i ng s ite . No t a sec ur i t y t h reat , just a gene r ally not pe rmissable t h i ng fo r t he wo r kp l ace 
# by Cees E l zinga 
#Bot h hyve s . nl a nd hyves. net a r e used , so che ck f o r " hyve s . " 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RHA L_NET $HTT P _PORTS (msg : " ET PO LICY Hyves Message 5ubmit " ; fl ow:est ablished , to_s e r ve r ; co ntent : "Host I 3a I 1,iww. hyves. " ; u rico ntent: "/ messages /" ; 
content : "POS T / message s /"' ; content : "pos t ma n_ s ecret " ; cla sstype : policy- vio l at ion ; r e f e r ence: ur 1, doc . eme r g ingthreats . ne t / 2007631; r ef e r e nc e : u r 1, W."1.,. . emer g ingth r eats . net / cgi ­
b i n/ cvsweb . cgi / s i gs / PO LICY/ POLI CY _Hyves; s i d: 2007631 ; rev : 5; ) 

# by j a ck peppe r 
#d isabl ed by def ault , but r un it if you have yo ur o l d IE unde r cont ro l 
# 
#alert tcp $HOM E_NET any -> any $HTTP_PORT 5 ( msg: " ET USER_AGENTS I nt e r net Expl o r e r 6 i n use - 5i gnifi ca nt Sec u r i t y Ri s k" ; flo1-l : t o_se r ve r, establi s he d; cont e nt : " l0d 0a lUs e r - Age nt l3a l 
Moz i lla / 4 . 0 (compatibl e l 3b l MS IE 6 . 0 l 3b l " ; th r es hold : t ype limit , t r ac k by_s r c , second s 180 , co unt 1 ; classt ype: policy- v i o l ation; r ef er ence : url, doc . eme r g ingthr ea t s . net / 2010706; 
ref e r e nce: u r 1 , www . eme r g i ngth reat s . net / cgi- bi n/ cvs web . cgi/ s igs / POLICY / POLICY _I E6; s id : 2010706; r ev : 6 ; ) 

# by Matt Jonkman, r ef e r ence at ht t p: / / p i ot r . trzcionk0\'1s k i . p l / def au l t . as p ? l oad:/ prog r amy/ pp pgg_protoko l . ht ml 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (ms g: " ET POLICY Gadu -Gadu IM Log i n Se r ve r Request " ; flo,,. : es t abli shed,to_ se r ve r ; uricont e nt : " / a pps vc / a ppmsg"; nocase; 
u r icont ent :". asp" ; nocase; uri cont e nt : " fmnumber ="; u r i content ; "&ve r sion=" ; uri cont e nt : "&fmt:"; cont e nt : " l0 d 0a I Host \ : a ppmsg . ga du -gadu , " ; classt ype: policy -v i olat ion ; 
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refe r e nce: ur 1 , pi ot r . tr zc ionkows ki. p l / de f a ul t . as p?l oa d: / pr ogramy/ pppgg_p r o t okol . html ; re f er e nce : u r l , doc. eme r g i ngth r eats . net / 2008295; r e f erence: ur l , Wl'tw . emergingth r eat s . net / cgi ­
bin/ cvs11eb . cgi / s igs / POL I CY / POLICY _IM_GaduGadu ; sid: 2008295; r ev :4; ) 

# by Ma t t Jon kman, r e f e rence at htt p : //p i ot r . t rzcionkows k i . p l / defau l t. as p ? l oad=/ prog r amy/ pp pgg_protoko l . html 

• 
a l e r t t c p $EXTERNAL_NET 8074 - > $HOME_NE T a ny (msg: " ET POLI CY GaduGadu Cha t Se r ve r l•Je l come Pac ket"; flm,i :establis hed,from_se r ve r ; d s i ze:12; cont ent : " 101 00 00 00 1"; de pth : 4 ; 
f l ov,bits : s et , ET. ga du .11e l come; class type: policy -v i ol ation; r ef e r e ne e: u r 1, pi ot r . t r zcionkowsk i . p l / defa ul t . as p ?l oad=/ pr ogramy/ pppgg_pr ot o ko l . ht ml ; 
reference : ur l , dcc . emer g i ngthreats . net/2008297; r eference: ur l , W\•IW . emerg ingth r eats . net / cgi- bin/ cv s1,ie b . cgi / s i gs / POLICY / POLI CY _ IM_Ga duGadu ; sid : 2008297; r e v : 4 ; ) 

#by Matt Jonkman, r e f erence at http: //p i ct r .t r :zcicnkows k i . p l / defau l t. as p ? l oad: / prog r amy/ pp pgg_prctckol . html 
# 

a l ert t cp $HOME _NET any -> $EXTE RNA L_NET 8074 (msg : "ET POLICY GaduGadu Chat Cl ient Login Pac ket " ; fl m1bits: i sset, ET .gadu .welccme; flcw: established, t o_server ; d size: <50; content : " I 15 00 
00 00 I " ; depth : 4; f1011b i ts: set, ET. gadu . l oginsent; c l ass t ype: policy - vic l ation; r eference : ur 1, p i ot r. t rzcicnkowsk i . p l / default . as p ?l oad=/ prog ramy/ pppgg_pr ot o kol . ht ml ; 
refe r e nce : url , dcc . emerg i ngth reats. net/2008298; refe r e nce: ur 1, W\'11'1 . eme rg i ngthr eats. net / cgi- bin/ cvs we b . cg i / s i gs / POLICY / POLICY _I M_Ga du Gadu ; sid: 2008298; r e v : 3; ) 

# by Matt Jonkman, r e f e r e nce at http : //p i ot r . t rzcionkows k i . p l / defau l t . a sp ? l oad:/ pr og r amy/ pp pgg_prctckol . html 
# 

a l ert tcp $EXTERNAL_NET 8074 - > $HOME_NE T any (msg:"ET POLICY GaduGadu Chat Se r ve r Login OK Pac ket " ; f101'1bits: i sset, ET . gadu . l og insent; flm'l :est ablis hed , from_serve r ; ds i ze:8; 
ccntent : " I 03 00 00 00 00 00 00 00 I"; f1011bits : set , ET . ga du . l ogged i n ; c l asstype : policy-v i o l a tio n; refe r e nce: ur l , p i c t r . t rzc i onkcws ki . p l / defau l t . as p? l oad=/ p r ogramy/ pppgg_p rotoko l . html ; 
refe r e nce : ur l , doc . emer g i ngth reats. net/2008299 ; r efe r e nce: ur 1, WWl',1 , emergingthr eats. net / cgi- bin/ cvs 1,,ie b . cgi / s i gs / POLICY / POLI CY _ IM_Gad uGadu ; sid : 2008299 ; r e v : 3 ; ) 

-#by Ma t t Jonkman, r e f e r e nce at http : //p i ot r. t r zcionkows k i . p l / defau l t . as p? l oad=/ prog r amy/ pp pgg_prot oko l . htm l 

• 
a l e r t t cp $EXTERNAL_NE T 8074 - > $HOME_NE T a ny ( ms g : " ET POLI CY GaduGadu Chat Se r ve r Login Fa ile d Pa cket " ; flowbits : i sset , ET. gadu . loginsent ; flow: establi s he d , from_ser ve r ; ds i ze :8; 
ccnten t : " I 09 00 00 00 00 00 00 00 I"; cl ass t ype : po licy - vi o lation; re fe r e ne e : url , piot r . t r zcionkows ki .p l / defa ul t. as p ?l oad =/ progr amy/ pppgg_prctokol . html ; 
refe r e nce : ur l , doc . eme r g i ngthreats . net/2008300; r efe r e nce: ur 1, WW\',I . eme r gingth r eats . net / cgi- bin/ cvs 1,,ie b . cgi / s i gs / POLICY / POLI CY _ IM_GaduGadu; s i d: 2008300; r ev : 3; ) 

-#by Matt Jon kman, r e f e r e nce at http: / / p i ot r . t r zcionkows k i . p l / defau l t . asp? l oad: / pr og r amy/ pp pgg_protoko l . html 
# 

a l e r t t cp $HOME_NET any -> $EXTE RNA L_NET 8074 (msg : " ET POLI CY GaduGadu Chat Serve r Availabl e Status Pac ket " ; flo~i bi t s: i sset,ET.gadu . l ogged i n ; fl ov, : establi s hed,to_serve r ; content : " 102 00 
00 00 I " ; depth : 4; c l asstype : policy-v i o l ation; r ef e r e nce : u r 1, pi ot r . t r zc i onko11ski . pl / defa ul t . as p ?loa d=/ prog r amy/ pppgg_pr otoko l . html; r e f e r e nce: ur 1 , do c . eme r g i ngthr ea t s . net / 2008301 ; 
refe r e nce : url , W\'111 . emer g i ngthreats. net / cgi- b i n / cvs 1\le b . cgi / s i gs / PO LICY / POLI CY _I M_Ga du Gad u; sid: 2008301 ; r ev : 3; ) 

# by Matt Jonkman, r e f erence at http ://p i ot r . t r :zcionkows k i . p l / defau l t . as p? l oad:/ pr og r amy/ pp pgg_prctoko l . html 
# 

a l e r t t cp $HOME_NET any -> $EXTERNAL_NET 8074 (msg:"ET POLI CY GaduGadu Chat Send Message " ; flowbits : isset , ET. gadu .loggedin; flow: establis he d ,to_ se r ve r ; co ntent : " l0b 00 00 00 1" ; de pt h :4 ; 
c l asstype : policy- vio l ation; r efe r e nce : u r l , p i o t r . t r zc i o nkows ki . p l / defau l t . a s p? l oad= / p r ogramy/ pppgg_pr ot oko l . html ; r e f e r e nc e : url , doc . eme r gingt hr eats . ne t / 2008302; 
r efe r e nce : ur l , W\'IW . emer g i ngth r eat s. net / cg i - b i n / cvs we b . cgi / s i gs / PO LI CY / POLI CY _I M_Gad uGad u; sid: 2008302; r e v : 3; ) 

-#by Ma t t Jonkman , r e f erenc e at http : //p i ot r . t rzcionkowsk i . p l / defau l t . a sp? l oad=/ prog r amy/ pp pgg_pr otoko l . html 

• 
a l e r t t cp $EXTERNAL_NET 8074 - > $HOME_NE T a ny (msg: "ET POLI CY GaduGadu Chat Rece i ve Message"; flOL-J bit s : is set ,ET .gadu . l oggedin; flow:es tablis hed , from_se r ve r ; cont e nt : " l0a 00 00 00 1 " ; 
depth :4 ; c l asst ype: policy -vic l ation; r e f e renc e : ur l, p iotr. t rzcionkows k i . p l / default . as p ?l oad=/ programy / pppgg_prot oko l . ht ml ; r efe r ence : ur !, dcc . eme r g ingthreats . net/ 2008303; 
refe r e nce : ur l , www .emergi ngthreat s. net / cg i - b i n / cvs we b . cgi / s i gs / PO LICY / POLICY _ IM_Ga du Gad u; sid: 2008303; r e v : 3 ; ) 

# by Ma t t Jon kman, r e f e r e nce at ht t p: //piot r . t r zcionkows k i . p l / defaul t. asp? l oad: / pr og r amy/ pp pgg_prot okol. html 
# 

I 

I 

I 

I 

I 

I 

I 

a l e r t t cp $HOME_NET an y - > $EXTE RNA L_NET 8074 ( msg: " ET POLI CY GaduGadu Chat Kee palive PI NG"; f1 01,,ib i t s : i sse t , ET . gadu . l ogged i n; fl ow: e stablished , to_se r ver; co nt ent: " I 08 00 00 00 1 " ; I 
depth :4 ; c lass t ype: pol icy -v i c lat ion; refe renc e : url , p i o t r. t rzcionkows k i . p l / default . a sp ? l oad: / p rogra my/ pppgg_prot oko l . ht ml ; r eference : url, dcc . eme r gingthreats. net/ 2008304; 
r ef e r e nce : ur l , WWl,,i . eme r g i ngth reats . net / cgi- b i n / cvs we b . cgi / s i gs / POLICY / POLICY _IM_G adu Gad u; sid : 2008304; r e v : 3; ) 

# by Ma t t Jonkman , r e f erence at http : //p i ot r . t r zcionkows k i . p l / defau l t. asp ? l oad=/ pr ogr amy/ pppgg_protoko l . html 

• 
a l e r t tcp $EXTE RNAL_ NET 8074 - > $HOME_NE T a ny (msg: "ET POLI CY GaduGadu Chat Ke e palive PONG" ; fl o1'1b its: i sset, ET . gad u . l oggedi n; fl o\1 : establishe d , from_s e r ve r ; conte nt: " 107 00 00 00 1 "; 
dept h :4 ; classt ype: policy -v i o lation; r e f e r e nce : url , p i otr . t rzcionkows k i . p l / default. as p ?load=/ prog r amy / pppgg_pr otokol. ht ml ; r efe r ence: u r l , doc . eme r g ingthr eats. net/2008 305; 
refe r e nce : ur l , WWl-t . emer g i ngth reats . net / cg i - b i n/ cvs1,ie b . cgi / s i gs / PO LI CY / POLICY _ IM_Ga du Gad u; sid: 2008305; r e v : 3; ) 

#by Matt Jon kman, r e f e rence at http : //p i ot r . t rzcionkows k i . p l / defau l t. as p? load=/ prog r amy/ pp pgg_protoko l . html 

• 
a l e r t tcp $HOME _NET any - > $EXTERNAL_NET 8074 (msg: " ET POLI CY GaduGadu Cha t File Se nd Request " ; flov,bits : i sset , ET . ga du . l ogged i n ; flovJ: es t ablished , t o_se r ve r ; cont e nt: " 101 00 00 00 1 " ; 

I 

dept h :4; c lasst ype : pol icy -v i o l atio n; r eference : ur 1, p i o t r . t r zcionkowsk i . p l / default . as p ?l oad=/ prog r amy / pppgg_prot okol . ht ml ; r eference: ur 1, doc . eme r g ingthreats. net/2008306; I 
refe r e nce : ur l , W\>Jl-t . emer gingth r eats . net / cgi- b i n / cvs1\le b . cgi / s i gs / PO LI CY / POLI CY _ IM_Gad uGadu; sid : 2008306; r e v : 3 ; ) 

# by Ma t t Jon kman, r e f e renc e at h ttp: / / p i ot r . t r zcionkows k i . p l / defau l t. as p? l oad=/ prog r amy/ pp pgg_protokol . html 
# 

a l e r t t cp $HOME_NET an y -> $EXTE RNA L_NET 8074 (msg: " ET POLI CY GaduGad u Chat File Se nd Deta ils " ; flov,bits : i sset , ET . ga du . l ogged i n ; flow: es t ablished, to_se r ve r ; cont e nt : " 103 00 00 00 1 "; 
dept h :4 ; c l as stype : pol icy- v i o l ation; r e f erence: ur 1, p iot r. trzcionkows k i . pl / default . a sp ?l oad=/ pr og r amy / pppgg_pr otokol . ht ml ; r eference : ur 1, doc . emerg ingthreats . ne t / 2008307; 
refe r e nce : ur l , h'l'II-J . emerg i ngth r eats . net / cgi- bin / cvs 11e b . cgi / s i gs / PO LICY / POLI CY _I M_Ga du Gad u; sid: 2008307; r ev : 3; ) I 

# by Matt Jon kman, r e f erence at http : / / p i ot r . t r zcionkows k i . p l / defau l t . as p? l oad: / pr og r amy/ pp pgg_prctokol . html 
# 

a l e r t t cp $EXTERNAL_ NET 8074 - > $HOME_NET a ny (msg: " ET POLICY GaduGadu Chat File Se nd Acc e pt " ; f101'/b i t s:isset , ET .gadu. l oggedin; f101,,i : establi s he d , fr om_server ; conten t : " 106 00 00 00 1" ; 
dept h :4 ; c l a sst ype: policy -violation; r e f e r e nc e : ur 1, p i o t r. t r zcionkowsk i . p l / defa ult . as p ?l oad=/ prog r amy / pppgg_prot okol . ht ml ; r eference: ur 1, doc . eme r g ingthreat s . ne t / 2008308; 
refe r e nce : url , W\'11'1 . emerg i ngth r eats. net / cg i - b i n / cvs 1\le b . cgi / s i gs / PO LICY / POLI CY _I M_Ga du Gad u; sid: 2008308 ; r e v : 3; ) 

# by Matt Jon kma n, r e f e r e nce at http : //p i ot r . t r zcionkows k i . p l / defau l t . a sp? l oad=/ prog r amy/ pp pgg_p rotoko l . html 

• 
a l e r t t cp $EXTERNAL_ NET 8074 - > $HOME_NE T a ny (msg: "ET POLI CY GaduGadu Chat File Se nd Begin"; flowbits : isset,ET .gadu . logged i n ; flow:es tablis hed , from_serve r ; cont e nt: " 103 00 00 00 1 "; 
dept h :4 ; c lasst ype: pol icy- v i c l ation; refe renc e : ur l , p i o t r. trzcionkowski . p l / default . as p ?load=/ programy / pppgg_pr otokol . ht ml; r eference: ur ! , dcc . eme r g ingthreats . ne t / 2008309; 
refe r e nce : ur l , W\'IW . emer g i ngth reats. net / cg i - b i n / cvs we b . cgi / s i gs / PO LICY / POLICY _ IM_Gad uGadu; sid: 2008309; r e v : 3; ) 

# By Me r phi e from t he fo r ums 
# 
a l ert tc p $HOME_NET any - > $EXTE RNA L_NET 5190 ( msg :"ET POLICY ICQ St atus In v i s i bl e " ; flow: from_c lient ,establi shed; conte nt : " l 2A02 I" ; dept h : 2 ; cont ent : " 1001900130005 1"; off set : 4; 
depth : 6; c l ass t yp e : pc licy - v i o l at i on ; r ef e r e nce: url , doc. emer g i ngt hr eats . net / 2001801 ; r e f e rence: url , W\'111. eme r gi ngt hr ea t s . net / c g i -b i n/ cvswe b . cgi / s igs / POL ICY / POLICY _I M_ICQ; s i d : 2001801 ; 
rev : 5 ; ) 

# By Me r phi e from t he fo r ums 

• 
a l e r t t cp $HOME_NET any -> $EXTERNAL_NET 5190 (msg: " ET POLI CY ICQ St atus Cha nge (1 ) " ; flo11 : from_cl i ent ,established; con t ent :" I 2A02 I "; de pth : 2; cont e nt : .. l000E00010011 I " ; off set: 4 ; 
depth : 6 ; cl ass t ype: pc licy - v i o l at i on ; r ef e r e nce: url , doc. emer gingt hr e ats . net /2001802; r e f e rence: url , W\'111 , eme r gi ngt hr ea t s. ne t / cg i - bi n/ cvswe b . cgi/ s igs / POLICY / POLICY _I M_ICQ; s i d : 2001802; 
rev :6 ; ) 

# By Me rphi e from t he fo r ums 
# 
a l e r t t cp $HOME_NET any - > $EXTERNAL_NET 5190 (msg:"ET POLICY ICQ St atus Cha nge ( 2 ) "; f1011 : from_client ,established; conten t : " l 2A02 I " ; de pt h : 2; content: " j00120001001E I"; offse t : 4 ; 
depth : 6; c l asstype : policy- v i o l at i on; r ef e r e nce: url ,doc . emer g i ngt hr eats . net/2001803; r e f e r e nce: ur 1, W\'111, eme r gi ngt hr eats. net / cg i - bi n/ cvswe b . cgi / s igs / POL ICY / POLICY _I M_I CQ; s i d : 2001803; 
r ev : 6; ) 

#By Me r phie from t he fo r ums 
# 

a l e r t t cp $HOME _NET any -> $EXTE RNA L_NET 5190 (msg: " ET POLI CY ICQ Login" ; flo1,i : from_client , e s ta blished; content :" l2A0 l l " ; de pt h : 2; co nt ent : " 100010001 1" ; offset: 8; de pt h : 4 ; 
c l asstype : policy - v i olat ion; r efe r ence : ur l , dcc . eme r gingt h reats . net/2001804 ; r ef e r ence: url , www .eme r g i ngthreat s . net / cgi -bin / c vswe b . cgi/ s i gs / POLICY / POLICY _ IM_I CQ; s id: 2001804; r ev : 5; ) 

# By Me r phi e f rom t he fo r ums 
# 
a l e r t t cp $HOME_NET any <> $EXTERNAL_NET a ny (msg : " ET PO LICY I CQ Message" ; flow: es t ablished; cont e nt: " l2A02 I '" ; dept h: 2; conte nt : " 1000400060000 1 " ; offset : 6 ; de pt h : 6; classtype: 

I 

I 

I 

I 

I 

pc licy - v i c la t ion; r e f erence: ur l , doc. eme r gi ngt hr eats. ne t / 2001805 ; r eference : url , WW11 . eme r gi ngth r ea t s . net / cg i - bi n/ c vst,e b . cg i / sigs/ POL I CY / POL I CY _I M_ICQ; s i d: 2001805 ; r e v : 5; ) ■ 

# matt jonkma n 
# 

a l e r t t cp $HOME_NET any -> $EXTERNAL_NET $HTT P_PORTS (msg: " ET PO LICY I CP Ema il Se nd v i a HTTP - Often Tro j a n I nstall Repor ts" ; fl ow:est a blishe d,to_se r ve r ; 
urico nt e nt: " / f r i ends hip/ email_ t han k_you . ph p?" ; noca se ; uricontent: " f o l de r _ i d=" ; noca se; ur icontent: "&pa r ams_c ount : "; noc ase ; uricontent : .. &nick_name ="; nocase; u r icontent: "&us e r _e mail="; 
nocase; ur icont e nt : "&use r _ui n=" ; noca se; urico nt e nt: "&f r i end_n i c kname:" ; nocase; ur ico nten t : "&fr iend _contact ="; noc ase; c l asstype : pclicy- v i o lation; 
ref e r e nce : ur l , doc . emer g i ngth reats . net/2008351 ; r efe r e nce: ur l , W\'11',1 . emergingthr eats. net / cgi-bin/ cvs1,,ie b . cgi / s i gs / POLICY / POLICY _ IM_ICQ; s i d: 2008351 ; r ev : 2; ) ■ 

#by Ma rk Tombaugh 

• a l e r t t cp $HOME _NET any - > $EXTE RNA L_NET 5222 (msg: " ET POLICY Google Ta l k (J abbe r ) Clien t Log i n .. ; fl ow:es t a bli shed , t o_ se r ve r ; content : "gma il . com"; noca se; cont e nt : "ja bbe r" ; nocase; 
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ci istance: 9 ; with i n : 6; class t ype : policy-v i olat ion; r efe r e nce : ur 1, talk . google . com; re f e r e nce: u r l , WL-r.>J . xmpp . erg; ref e r ence : ur l, dc c . eme rgingt hrea t s . net/ 2002327; 
r e f e r ence: u r l , www . eme r gingthreats, net / cgi - b i n / cvs 1>Je b . cgi / s i gs / POLICY/ POLICY _IM_ J abbe r ; s i ci : 200 2327; r ev :4; ) 

# by Ma r k Tom baugh 

• 
a l ert tc p $HOME_NET any - > $ EXTE RNA L_NET 443 (msg : " ET POLICY Googl e Ta lk TLS Client Tr affi c"; f1 01>J :establisheci, t o_serve r ; content : "gmail .com"; nocase ; content : "jabbe r " ; nocase; 
ci istance: 64; ,~i t h i n : 78 ; classtype : policy- vio l at i on; r e f erence: u r l , ta l k .googl e. com; r e f e r ence: ur l , wvrw . xmpp . e r g; r e f e r ence: url , dcc. eme rgingth r ea t s. net / 2002330; 
ref e r e nce: u r l , WLoJl>J . eme rgi ngthreats . net/ cgi - b i n / cvs 1>Je b . cgi / s i gs / POLICY/ POLICY _IM_J abbe r ; s i ci: 2002330; r ev : 4 ; ) 

# by Br aci Doc t or 

• 
#ale r t t c p $001E_NET any · > $ EXTERNA L_NET any (msg: " ET POLICY Google I M t r aff i c Wi ndows cl ient use r s i gn-on" ; flow: t o_se r ve r ; content : "ms I 3a I xml I 3a I ns I 3a f xmpp -s" ; content : "X-G006 LE-
TOK EN'"; class t ype: policy-v i olat i o n; ref e r e nce ! ur l , wvsw . googl e . com/ ta lk; r e f e r ence : ur l , doc. eme r gingt hreat s . net/2002332; r e f e r ene e : ur 1, viww. eme r gingt hr ea ts. ne t / cgi-
b i n/ cvswe b . cg i / sigs/ POLICY / POLICY _I M_J a bbe r ; sid: 2002332 ; r ev : 6 ; ) 

#by Br aci Ooc tor 

• 
#a l e r t t c p $00-'IE_ NET any - > $EXTERNA L_NET any (msg: " ET POLICY Googl e IM t r aff i c fr i enci i nv i ted" ; flow: t o_ se r ve r ; cont e nt : ">< i nvita ti" ; content : " on xml ns =\ .. goog l e .. ; dass t ype: policy-
vio l at ion; r efe r e nce: ur l , t.rwi~ . google . com/ t a lk ; r efe r e nce: ur l , doc. emer g i ngt hreats . net / 200 2333; r ef e r e nc e : u r l , wi-,,,~ . eme r gi ngthr eats . net / cgi · bin/ cvswe b . cgi / sigs / POLI CY / PO LI CY_IM_J a bbe r ; 
s i d :2002333; r ev :6 ; ) 

# by Br aci Doc tor 

• 
a l ert t cp $HOME_N ET any - > $EXTE RNA L_NET 5 22 2 (msg: " ET POLI CY Google IM t r aff i c J ab be r client s i gn-on"; fl ow: t o_se r ver; content : "gmail . com" ; nocase; content : "j abbe r . e r g" ; nocase; 
content : "vers i on=" ; classtype : policy- v i o l a tio n; ref e r ence: u r 1, WLwt . googl e. com/ ta l k; r efe r ence: ur l , doc , emerg i ngt h reats. net / 2002334; r efe r ence: ur l , 1wrw , emergi ngthrea ts. net / cgi ­
bin/ cvs1~e b . cg i / sigs/ POLICY / POLICY _I M_Ja bbe r ; sid: 2002334 ; r ev : 5; ) 

#Submitt e d by Joe l Es l e r 

• 
a l e r t t cp $HOME_N ET any <> $EXTE RNA L_NET a ny (msg: " ET CHAT HSN f ile t ransf e r reque s t "; fl ow: es t a bli shed; cont e nt: "MSG " ; ciept h : 4 ; co nt ent:"Con t en t-Type ( 3A I " ; nocase; di stance: 0; 
content : "t e xt / x -msmsgs inv i te" ; nocase; ci i stance: 0; cont ent : "Appli cat ion- Name I 3A I "; content : " File Tr ans f e r "; nocase; d istance : 0; e l asst ype: policy -v i o l ation ; 
ref e r ence : u r l ,doc . eme r gingth r e at s. net / 2001241 ; r efe r ence : ur 1, IVWL'ol . eme r g i ngthreats. net/ cgi-bin/ cvs L..,eb. cgi / s i gs / POLI CY / POLI CV _ IM_MSN; sid : 2001241; rev : 5; ) 

#Submi tt e d by Joe 1 Es le r 

• 

■ 

■ 

■ 

■ 

■ 

a l e r t t cp $HOME_NET any <> $ EXT ERNA L_NET a ny (msg : " ET CHAT HSN f il e t r a nsfe r accept"; f1 01~ : establisheci; cont ent :"MSG " ; ci e pth : 4 ; content: "Cont e nt-Type l 3AI"; nocase ; con t e nt: "text/ x- ■ 
msmsgs i nv i te" ; d istance: 0; content : " I nv i tation-Comma nd ] 3AI " ; content: "ACCE PT"; di s t ance: 1; cla ssty pe : policy- v i o la t i on ; refe r ence : u r 1, doc . emerg ingthreats . ne t /2001242; 
ref e r ence: u r l , WLoJl>J . emergingthreats . net/ c gi - b i n / cvs 1>Je b . cgi / s i gs / POLICY / POLI CV _ IM_MSN ; sid : 2001242; r e v : 5; ) 

#Submi tte d by Joe l Es l e r 

• 
a l e r t t cp $HOME_NET any <> $EXTE RNA L_NET a ny (ms g : " ET CHAT MS N f ile t ransfe r rejec t "; fl ow: establis hed ; cont ent :"MSG "; de pth : 4 ; conten t : "Co nt ent - Type l 3A I " ; nocase; cont e nt : "text/ x- ■ 
msmsgsinvite "; dis tance : 0; content : " I nvitation-Command ] 3A I " ; conten t : "CANC EL"; di stance: 0 ; content: "Cancel-Code I 3AI "; noca se; conten t : " REJ ECT" ; nocase; distance: 0; class t y pe: policy­
v i o l at i on ; r efe r e nce: ur 1, doc . eme r gingthr eats. ne t / 2001243; r ef e r e nce: url , www . eme r g i ngthr ea t s. net / cg i - b i n/ cvsweb. cg i / s i gs/ POLI CY / POLI CY _I M_MSN; s id : 2001243; r ev : 5; ) 

#Matt Jonkma n, mo r e ms n 

• 
a l e r t t cp $HOME_NET any - > $EXTE RNA L_NET $HTTP_PORTS (msg : "ET CHAT MSN IM Poll via HTT P"; flow: establi s heci, t o_se r ver ; uricontent : "/ gateivay/ ga t e 1-Jay. ci ll ?Ac tion=po ll&Sess i onIO=" ; nocase; 
t h r eshol d: type limi t , t r ac k by _s r c , co unt 10, seconci s 3600; c l asstype: poli cy-v i o l ation; r efe r e nce: url , doc , eme rgingt h r e ats. net / 2001682; refe r ence : url , LWM . emergi ngth rea ts. net / cgi - ■ 

bin/ cvsweb . cgi / sigs/ PO LICY/ POLICY_IM_MSN; s i d : 2001682; r ev : 8; ) 

#Submi t t ed by Scott Me lnick 

• 
a l e r t t cp $HOME_NET any - > $EXTE RNA L_NET a ny (msg:"ET CHAT HS N status cha nge"; f1 01~:estab l ishe d , t o_se r ve r ; content :"CHG " ; de pth :55; classtype:policy- vio l at i on; 
r e f e r ence : u r l ,doc . emergingthreats . net / 2002192; r e f e r ence : ur 1, ww1" . emergingth r eats. net/ cgi-bin/ cvsweb . cgi / s i gs / PO LI CY / POLI CY _ IM_MSN; sid : 2002192; r ev : 4; ) 

#Submi tt e d by Scott Me lnick 

• 
##a l e rt tcp $HOME _NE T a ny -> $ EXTERNAL_NET a ny (msg: " ET OE LETED MSN Game Load ing" ; flow: established , t o_se r ve r ; co nt e nt : " 16D 73 6E 67 61 6D 65 2E 61 73 70 78 I " ; dep t h :90 ; 
c lasstype : po l i cy- v io la tion; refe r ence: url , dcc . emergingt hreats . ne t / 2002312; r e f e r ence: u r l, \V\Wl . eme r g ingt h r eats . ne t / cg i - b i n/ c vswe b . cgi/ s i gs / POLICY / POLICY _ I M_MS N; s i d : 200231 2; rev : 4 ; ) 

# by Sp0oke r 

• 
#ale r t t cp $H0-1E_NET any -> $ EXTERNA L_NET 1863 (msg: " ET CHAT Possi bl e MSN Messenge r fil e Transfe r " ; f1 01>J :estab li s heci, f r om_cl i e nt ; content : "x -ms nmsg r p2p" ; nocase; content: "a pp i ci I 3a l "; 
nocase; pe r e:" / a pp i d\ x3a \ s +2/ i "; cla s st y pe : policy- v i o l a tio n; r ef erence: u r 1, WLWI . hypothetic . o r g/ doc s / ms n/ c lient / file_ t r a ns f e r . ph p; ref e r ence: url , doc . emerg ingth r eats. net / 2008 289 ; 
ref e r ence: u r l , WLoJl'ol . emergingthreats . net / cgi - bin/ cvsNe b . cgi / sigs / PO LI CY / POLI CV _ IM_MSN; sid : 2008289; r e v : 5; ) 

# bu Ja i me Blasco 

• 
a l e r t t cp $HOME_NET any <> $EXTE RNA L_NET a ny (msg : " ET POLICY Genera ! MSN Chat Activity"; flow: es t ablished ; cont e nt: " l0d 0a IContent- Ty pe I 3A I " ; conten t : " ap plicatio n/ x- ms n-messe nge r " ; 
ci istance :0 ; c l a sstype : po licy-violation; r e f e r ence : ur l , Wl'il'ol . hypothet ic . o r g/ cioc s / ms n/ gene r a l / htt p_e xamples . ph p; ref e r ence : ur l, dcc . emergingthrea t s . net/ 2009375 ; 
r e f e r ence: u r l , WLwi . eme r gingthreats, net / cgi - bin / cvs 1>Je b . cgi / sigs / POLICY/ POLICY _ IM_MSN ; sid : 2009375; r ev : 2 ; ) 

# bu J a i me Blasco 

• 

■ 

■ 

■ 

a l e r t t cp $HOME_NET any - > $EXTE RNA L_NET a ny (msg: " ET CHAT MSN Use r -Agent Ac tiv ity" ; flow: establishe ci , t o_se r ve r ; con t e nt : " I e d 0a I Use r- Age nt i 3a I MSMSGS" ; nocase; classtype :policy- ■ 
vio l at i on ; r e ference: ur 1, ~.rwi~ . hypothetic. org/ docs / ms n / gene ral / htt p_examples . php; r e f e r e nce: ur l , doc . eme r gingthr eat s. net / 2009376; r efe r e nce : ur 1 , tl\'I\Y . emer gingt hr eats. ne t / cg i -
bin/ cvsweb . cg i / sigs/ POLICY / POLICY _IM_MSN; s i d : 2009376; r ev : 3; ) 

#Submi tted by Joe 1 Es le r 

• 
a l e r t t cp $ EXTERNAL_ NET a ny -> $HOME _NET a ny (msg: " ET CHAT Ya hoo I M s uccessfu l l ogon"; f1 01-J : from_se r ve r , estab li s heci; co ntent : "YMSG" ; nocase; de pth : 4 ; co ntent: " 100 01 1" ; of fse t : 10 ; 
de pth : 2 ; c l asstype : policy- v i o l ation; r ef e r e nce: ur l , doc . eme r g i ngthr eat s. net/2001253 ; r ef erence : u r l , wi-,,,., . eme r gingthr eats . ne t / cgi- b-in/ cvs1veb . cgi / sigs / POLI CY / POLI CV _ IM_ Ya hoo; sid : 2001253; 
r ev :S; ) 

#Submi tte d by Joe l Es l e r 

• 
a l e r t t cp $ EXTE RNAL_ NET a ny - > $HOM E_NET a ny (ms g : " ET CHAT Ya hoo IM vo icecha t"; fl ow: from_ se r ve r , estab li s hed; co nten t : "YMS G" ; noca se; dept h : 4 ; co nten t : " l00 IJ"; off set : 10 ; dept h: 2; 

■ 

c l a sstype: policy - v i ol ation; r efe r e nce : url , do c . eme rgingthr ea ts . net / 2001 254; r efe r ence: ur l, 1wM . eme rgingt h r e ats . net / cgi - b i n/ c vswe b . cg i / sigs / POL I CY / POLI CY _m_ Yahoo ; s id : 2001254; r ev : 5; ) ■ 

#Comme nt i ng o ut , d up licat eci i n Snort . e r g set 

• 
#a l e r t t c p $00-'I E_N ET any -> $EXTERNA L_NET any (msg:" ET CHAT Yahoo I M ping" ; flow: t o_se r ve r , establis hed ; c ont ent :"YMSG" ; nocase; depth : 4 ; cont ent: " 100 12 1"; off se t : 10 ; dept h : 2; 
c l asstype: policy- v i ol ation; r efe r e nce : url , do c . eme rgingt hr eats . net / 2001 255; r efe r ence: ur l , 1wM . eme rgingthreats . net / cgi - b i n/ c vs ~1e b . cg i / sigs / POL I CY / POLI CY _m_ Yahoo ; s i d : 2001255; r ev : 6;) 

#Comme nt i ng o ut , d up licateci i n Snor t . o r g set 

• 
a l e r t t cp $ EXTERNAL_NET a ny - > $HOM E_N ET a ny (msg : " ET CHAT Ya hoo IM confe r ence i nvitation" ; flow: from_serve r , e stab li shed ; conten t : "YMSG" ; nocase; dept h : 4; conten t : " 100 18 1"; offset : 
10; de pt h : 2; c l a sstype : po l icy-vio l ation; refe r e nce ! ur l , doc . eme rgingthr ea t s . net / 2001256; r efe r e nce: url , 1wsw . emergingt h r e ats . net / cgi- b i n/ c vs ~i eb . cgi/ sigs / POL I CY / POLICY _ I M_ Yahoo; 
s i d : 2001256; r ev : 5; ) 

#Comment i ng o ut , d up licateci i n Snor t.o r g set 

• 
a l e r t tc p $ EXTE RNAL_ NET any -> $HOM E_N ET a ny (msg : " ET CHAT Ya hoo n t confe r ence l ogon s uccess"; flo~J: fr om_se r ver , es t ablishe d; con t ent : "YMSG"; nocase; ciept h : 4; content : " 100 19 1" ; 
off set: 10; de pt h: 2; c l ass t ype : po l i cy -v i o la t ion; r ef er e nce : u r l , doc. eme r g i ngth r eat s. ne t /2001257 ; r e f e r e nc e: ur l , www .emergi ngth r ea t s . net / cg i - bini cvsweb . cgi / s i gs / POLI CY / POLI CY _ IM_Ya hoo; 
s i d :2001257; r ev :5 ; ) 

#Comment i ng o ut , d up licateci i n Snor t . org s et 

• 
a l e r t t cp $HOME_NET any - > $EXTE RNA L_NET a ny (msg : " ET CHAT Ya hoo I M confe r ence message " ; flow: t o_se r ve r ,estab li s heci; co ntent : "YMSG" ; noc a se; cie pt h : 4 ; co ntent: "100 l DI" ; of fset : 10 ; 
depth : 2; classtype : policy - v i o l ation ; r eference: ur l , doc .eme r g i ngthr eat s . net/2001258 ; r ef e r ence : u r l , WI.,,,., . eme r gingthr eats . ne t / cgi- b-in/ cvswe b . cgi / sigs / POLICY / POLI CV _ IM_ Ya hoo; sid : 200125B; 
rev :S; ) 

#Comme nt i ng o ut , d up licateci i n Snor t.o r g set 

• 

■ 

■ 

■ 

a l e r t t cp $HOME_NET any - > $EXTE RNA L_NET a ny (msg : " ET CHAT Ya hoo IM Unavailabl e St atus" ; flow: t o_ se r ve r ,es tab li s hed; co ntent : " 159 47 00 0b 00 00 00 00 00 12 00 00 00 00 1"; de pt h: 55; ■ 
c l a sstype: policy-v i ol ation; r efe r e nce : url , do c . eme r g i ngt hr eats . net / 2001427; r efe r ence: ur l, WVM . eme rgingt h r e ats . net / cgi - b i n/ c vs ~1e b . cgi/ sigs / POL I CY / POLI CY _ IM_ Yahoo ; s id : 2001427; r ev : 5; ) 
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#Comm enting out, d uplicated i n Snort.o r g set 

• 
a l e r t t cp $HOME_NET any <> $EXTERNAL_NET any (msg : " ET CHAT Yahoo I M file t r ans fe r r equest " ; f1 01" : estab lis hed; co ntent : "YMSG" ; nocase; depth : 4 ; co ntent : " l00 IM" ; off set: 10; dept h : 2; 
c lass t ype: pol icy-v i olatio n; r efe r ence : ur l , doc. eme r g ingt h reats . net/2001259; r efe r ence : ur l , 1w1W . emergingt hr ea ts . net / cgi -b i n/ cvs 1,,leb. cgi / s igs / POLICY / PO LI CV _ IM_ Yahoo ; s i d : 2001259; r ev : 6; ) 

#Commen t i ng o ut , d up licat e d i n Snort . o r g set 

• 
#a l e r t tcp $HOM E_NET a ny <> $EXTERNAL_NE T any (msg : " ET CHAT Yahoo IM message " ; flm" : establ i s hed; co nt e nt:"YMSG"; depth : 4 ; classtype: policy- vio l ation; 
ref e r ence: ur 1, doc . emergingthreats . net/ 2001260 ; r e f e r e nce: ur 1, \"Wl'il . emergingthreats . ne t / cgi -bin/ cvs we b . cgi / sigs / POLICY / POLI CY _ I M_ Ya hoo; sid: 2001260; r ev : 6; ) 

#Comm enting out, d up licated i n Snort . o r g set 

• 
a l e r t t cp $ EXTERNAL_NET a ny -> $HOME_NET any (msg: " ET CHAT Ya hoo I M s uccessful chat joi n" ; flow: from_ser ve r ,established; content : "YMSG"; nocase; de pt h : 4 ; content : " 100 98 1" ; offset: 
10; dept h : 2; classtype: po l icy- vio l at i on; r eference: ur l ,doc . e me rgingth r eat s . net / 2001261; r efe r e nce : ur l , 1.WM . eme rgingth reats . net / cgi- bi n/ c vswe b . cgi/ sigs / POLICV / POL I CV_ IH_ Yahoo; 
s i d : 2001261; re v :5; ) 

#Comment i ng o ut , d uplicate ci i n Snort . org set 

• 
a l e r t t cp $HOME_NE T any - > $EXTERNAL_NET any (msg:" ET CHAT Yahoo I M confe r ence offe r i nvitation" ; f101\I : t o_serve r ,established; con t e nt : "YMSG"; nocase; dep t h : 4; content: " l00 IP"; offse t : 
10; de pth: 2; c l asstype : pol icy- vi o l at i on; r efe r ence: url ,doc . eme r g i ngt hreats . net / 2001262; refe rence : url , www . eme r g i ngth reats . net / cg i - bi n/ c vswe b . cg i / s i gs / POLICY/ POLICV _ IH_ Ya hoo; 
sid: 2001262; r e v : 5 ; ) 

#Comm enting out , d uplicated i n Snort . o r g set 

• 
a l e r t t cp $HOME_NE T any - > $EXTE RNAL_NE T any (msg: " ET CHAT Yahoo I M confe r ence r equest "; flow: t o_ serve r, e s tablis hed; co ntent :'" <R"; depth: 2; pc r e:" /"\x3c (REQIMGIRVl.JC FG) \ x3e/ i sm'" ; 
e l asstype: pol icy-v i ol ation; r efe r ence : ur l , doc. emergingt h reats . net /2001263 ; r efe r ence: ur l , 1w1W . eme rgi ngthr eats. net / cgi - bin/ cvs 1,,le b . cgi / sigs / POLICY / POLI CV _IM_ Vahoo; s i d : 2001263; r ev : 5; ) 

#Comm e nting o ut , d up licat e d i n Snort . o r g set 

• 
#a l e r t tcp $EXTE RNAL_NET a ny - > $HOME _NET a ny (msg: " ET CHAT Yahoo IM confe rence watc h" ; flow: from_se r ve r , established; content: " 100 00 05 00 1" ; dept h : 4; classty pe: policy-v i o l at i on ; 

■ 

■ 

■ 

refe r ence: ur l , doc . emergingthreats . net/ 2001264 ; r efe r e nce : ur l , \\IWN . emergingthreats . net/ cgi-bin/ cvs1.oJe b . cgi / sigs / POLICY / POLI CY_ IM_ Vahoo; sid : 2001264 ; r ev : 5 ; ) • 

#Matt Jonkma n 

• 
a l e r t t cp $HOME_NET an y - > $EXTE RNAL_NET $HTT P_PORTS (msg: '" ET CHAT Vahoo I M Cl i ent I ns t a ll '" ; fl ow: t o_ser ve r ,establ i shed; urico ntent : '" / ycont e nt / stat s . php ?ve r sion,. " ; nocase; 
urico nt ent : "EVE NT: I ns t a llBegin" ; nocase ; e l asstype : po licy-v i olat ion; r eference : ur l , doc. eme r gingth reats .ne t / 20026S9; r efer ence : ur l , 1w,w . eme r gingt h reats . net / cgi-
bin/ cvs1\leb . cgi / sigs/ PO LICY / POLICY _ IM_ Ya hoo; sid : 2002659; r ev : 4 ; ) 

#by Chri s Newton 

• 
##a l e rt tcp SHOME_NET a ny -> $ EXTERNAL_NET 5050 (msg: "ET DELETED Ya hoo Chat Signin Inside I.Jebmail " ; flmoJ : establis hed, to_se r ve r ; content ; "content - l e ngth l 3a I"; noc ase; depth: 1S; content 
<Vmsg Comman d= I 22 I 550 I 22 I " ; nocase; c l a sstype : policy -v i o l at i o n; r efe renc e : ur 1, yahoo . com; refe re nce : u r 1 , doc. eme rgingth reats . net/ 2007066; ref e re nce : u r l, www. eme r gingth reats . net / cgi­
bi n/ cvsweb . cgi / s i gs/ PO LI CY / POLICY _ IM_ Ya hoo; s i d : 2007066; r ev : 4 ; ) 

#by Chri s Newton 

• 
#a l e r t tcp $EXTE RNAL_NET 5050 - > $HCV·IE_NET a ny (msg: "ET DELETED Va hoo Chat Sign i n 5uccess I nside I.Jebmail"; flow:established , to_se r ve r ; content: "content-length l 3a l " ; nocase; de pth: 15; 
content : "<Vms g Comma nd: I 22 I 85 I 22 I"; nocase ; class t ype: policy- vio l at i on; r efe r ene e : u r 1, ya hoo . com; r efe r e nce: url , doc. eme rgingt hr eats . net /2007067; 
r e f e r ence: u r l, NWLoJ . emerg i ngthreats. net / cgi-bin / cvs 1.oJe b . cgi / sigs / POLICY / POLI CY_IM_ Ya hoo; sid: 2007067; r ev: 4; ) 

# by Chri s Newton 

• 
##a l e rt tcp $EXTERNAL_NET 5050 <> $HOME_NET a ny (msg: " ET DELE TE D Ya hoo Chat Activ i t y I ns i de We bmail" ; flow: established, to_se r ve r ; content : "co ntent- l ength l 3a I"; nocase; dept h : 15; 
content ; "<Vmsg Command: I 22 I "; nocase; clas s t y pe: policy- v i o l a tion; r ef e r e nce: u r l ,yahoo . com; r efe r ence : ur l , doc . eme r gingthr eat s. net / 2007068; r e f er ence: url , www .eme rgingth r eats . net / cg i ­
b i n/ cvsweb . cgi / s i gs/ PO LICY / POLICY _ IM_ Ya hoo; sid : 2007068; r ev : 4 ; ) 

#by Chri s Newton 

• 
##a l e rt tcp $EXTERNAL_ NET 5050 <> $HOME_NET a ny (msg:"ET DELE TE D Ya hoo Chat Act i v i ty I ns i de We bmail ( 2 ) "; flow:establ ished , t o_se r ve r ; content : "<Vmsg Comma nd: 122 1"; de pt h :15; nocase; 
e l asstype: policy-v i o l ation; ref e r e nce : ur l , yahoo . com; refe r e nce: u r l , doc . emergingthreats. net / 2007069; refere nce : u r l , \rll'II\I . emer gingthreats . net / cgi-bi n/ c vsweb. cgi / sigs / POLICY / POLI CV _IM_ Va hoo ; 
s i d: 2007069; r e v :3; ) 

#by mat t j onkma n 
#these se r v i ces a r e n ' t ba d i nhe r ent l y , but a r e oft e n used by t r o j a ns to get t heir ext e r na l IP 

• 
a l e r t t cp $HOME_NE T any - > $EXTERNAL_NET $HTT P_PORTS (msg : '" ET PO LI CV I nte r na l Host Ret ri ev ing Ext e r na l I P via whatismyip . com Aut omation Page - Poss i bl e I nfection"; 
flow: establi shed , t o_se r ve r ; uricont ent : "/ aut oma t i on/ n09230945 . asp" ; c l asstype: attempted - r econ ; r ef e r ence : u r l , doc. eme r gingth reats, net / 2008985; r ef e r e nce: ur l,www .emer gingthreats.net / cgi­
b i n/ CVSL\leb . cgi / s i gs/ PO LICY/ POLICY _I P _C hec k; sid : 2008985; r ev : 2; ) 

#by mat t j on kma n 
#these services a r e n ' t ba d i nhe r ent l y, but a r e often used by t rojans to get t hei r exte r na l IP 

• 
a l e r t tcp $Hot'1E_NET any - > $EXTERNAL_NET $HTT P_PORTS (msg : " ET POLICY I nte r na l Host Retrievi ng Exte r na l I P via 11i1ha t ismyi p . c om - Possible I nfec t ion" ; f101>J :established,to_ser ve r ; 
content: "GET " ; de pth: 4; content : " I 0d 0a I Hos t \ : "; content: " . \"ha ti smy i p . " ; wi th i n : 1 5; class t y pe: attempted- r econ; r ef e r e nce : u r 1, doc . emergingthr eat s. net / 2008986; 
ref e r ence: u r l, WWL'il . emerg ingth reats. net / cgi - bin / cvs 1.oJe b . cgi / sigs / PO LI CY / POLI CV _IP _Chec k; sid : 2008986; r e v : 2; ) 

#by mat t j onkman 
#these services a r e n ' t ba d i nherent l y, but a r e often used by trojans t o get t hei r exte r na l IP 

• 
a l e r t t cp $HOME_NET any - > $EXTERNAL_NET $HTT P_PORTS (msg : " ET POLICY I nte r na l Hos t Ret rieving Ext e r na l I P via showi p .net · Poss ibl e Infec tio n" ; flow:established , t o_serve r ; content: "GET 
" ; de pt h :4; con t e nt : " I 0d 0a ] Host \ : "; content : " . sho1,,lip . " ; ,.,, ith i n: 1S; c l ass t ype: attempted -recon; refe r ence: url , doc . eme r g i ngth r eats. net / 2008987; ref e r ence : u r l, L>JWW . eme r g i ngthreats . net / cgi­
bin/ cvsweb . cgi / s i gs/ POLICY / POLICY _I P_ Chec k; sid : 2008987; r ev : 2; ) 

#by mat t j onkma n 
#t hese serv i ces a r e n ' t ba d i nhe r ent l y , but a r e oft e n used by troj a ns to get t hei r ext e r na l IP 

• 
a l e r t t cp $HOME_NET any - > $EXTERNAL_NET $HTT P_PORTS (msg: "ET PO LI CV I nte r na l Host Ret ri ev ing Ext e r na l I P via cmy i p .com • Possib l e I nf ection"; f l o~l: established , t o_se r ve r; cont ent : "GET 
" ; de pt h :4; conten t: " I 0d 0a I Host I 3a I " ; cont e nt : " . cmy ip . "; wi t hin : 12; classtype : a t tempted - re co n; refe r e nce: url ,doc. eme rgingth r ea t s. net /2008988; 
ref e r ence: ur l, ww11i1 . emergingthreats. net / cgi-bin / cvs 1.,ie b . cgi / sigs / POLICV / POLICY_IP _Check; sid: 2008988; r e v : 3; ) 

#by mat t j onkman 
#these services a r e n ' t ba d i nhe r ent l y, but a r e often used by trojans to get t hei r exte r na l IP 

• 
a l ert tcp $Hot'1E_NET any - > $ EXTERNAL_NET $HTT P_ PORT5 (msg : " ET POLICY I nte r na l Host Ret ri ev i ng Exte r na l I P v i a sho'rmly i p.com - Possib l e I nfec t i on" ; fl ow:establishe d,to_serve r ; 
content : "GE T " ; de pth: 4; content :" I 0d 0a I Hos t I 3a I "; content : •· . s howmy i p. " ; wi th i n : 1 5; classtype : attempted- r econ; r ef e r e nce: u r 1, doc . emergingthr eat s. net / 2008989; 
ref e r ence: u r l, WWL'll . emerg ingthreats. net / cgi-bin / cvs we b . cgi / sigs / POLICY / POLICY _IP _Chec k; s i d : 2008989; r e v : 3; ) 

#by mat t j onkma n 
#these services a r e n ' t ba d i nherent l y, but a r e often used by trojans t o get t hei r exte r na l IP 

• 
a l e r t t cp $HOME_NET any - > $EXTERNAL_NET $HTT P_PORTS (msg : '" ET POLICV I nt e r na l Hos t Ret ri ev ing Ext e r na l I P via ipc hicke n . com - Poss i b l e In f ect i on" ; flow:estab lis hed,to_se r ve r ; 
content : "GET "; de pth: 4; content : " I 0d 0a I Host I 3a I "; content : " . ipc hicken . com" ; with in : 2S; classtype : attempted- r econ; r efe renc e : ur l ,doc. eme r gingth r ea ts . net / 2009020; 
ref e r e nce: ur l, 1\IMoJ . emerg ingthreat s . net / cgi-bin / cvs we b . cgi / sigs / POLICY / POLICY _IP _C hec k; sid: 2009020; re v : 3; ) 

#Submitted by Ve rn on 5tark 

• 
a l e r t t cp $ EXTE RNAL_ NET a ny -> $HOME_N ET any (msg: " ET PO LICY I RC a ut horization message "; flow: established; content : "NOTICE AUTH" ; conten t : " Look ing up you r hostname . . . "; nocase ; 
e l asstype: mise - a ctiv i t y; r e f e r e nce :ur 1, doc . emergingthr e ats . net/ 2000355; r e f e re nce: ur l , Wl'II\I . eme r gingt hr eats. net / cgi · bi n/ cvsweb . cgi / sigs / PO LICY / POLI CY _IRC; sid: 2000355; r e v : 5; ) 

#Submi t ted by Ve rno n 5tar k 

• 
#a l e r t tcp $EXTE RNAL_NE T a ny - > $HOME_NET a ny (msg: " ET POLICY I RC connection " ; floN: establ i s hed; co nt e nt:"Welcome t o the "; co ntent : " IRC Network"; nocase; class t ype: misc-act i vi t y; 
ref e r e nce: ur l, doc . emergingthreats . net / 2000356; r e f e r e nce: ur l, \\IWl'il . emergingthreats . net/ cgi -bin/ cvs1.,ie b . cgi / sigs / POLI CY / POLI CY_ IRC; s id : 2000356; r ev : 5; ) 

#by Matt Jon kma n 

• 
#a l e r t i p any a ny - > any a ny (msg: " ET POLICY EIN i n t he clea r ( US - IRS Empl oye r IO Number ) " ; pe r e: " / \ d\ d - \ d{7} /" ; classtype:policy-vio l at i o n; 
ref e r e nce: ur l, po l icy . ssa. gov/poms. ns f / l nx/ 0101001004; r e f e r e nce: ur l , po licy . s sa . gov/ poms. ns f / l nx/ 0101001001 ?ope ndo cument ; r efe r e nce: u r l, doc . emer g ingthreats . net / 2002658; 
r e f e r e nce: ur l , wwN . eme rg ingth r eat s . net / cgi-b i n / cvs we b . cgi / sigs / POLICV / POLICY _IRS_Relat e d ; sid : 2002658; r ev : 4 ; ) 

■ 

■ 
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#by Cam Beasley. Exper i me nt al , p l ease re port yo ur e x periences 

• 
##a l e r t tcp $EXTERNAL_NET a ny -> $HOME_NET 25 (msg : "ET DE LETED Possib l e I ma ge Spam I nb ound ( s i mpl e ru l e )" ; flow:est a bli s he d , to_ser ve r; cont e nt : " Con t e nt-Tra ns f e r -E nc od i ng l3A I"; 
content : "AMAgAOAgAABAACBAAEBAAGBAAI BAAK BAAMBAAOBAAABgAC BgAEBgAGBgAI BgAKBgAMBgAOBg" ; dep th ; 575; content : "AACAACCAAECAAGCAAI CAAKCAAMCAAOCAAACgACCgAECgA6CgAI CgAKCgAMCgAOCgAADAACOA"; 
content : "AEOAAGDAAIDAAKDAAHDAAOOAAA□gACOgAEDgAGDgAIDgAKOgAMOgAOOgAAAAQCAAQEAAQGAA" ; c l asstype :mi sc - activ i ty; ref e r e nce : ur l , doc . emergingthreat s . net/ 2003096; 
r e f e r e nce: u r l , Wl<I\V . eme r gingth reats . net / cgi - bin / cvs 1ve b . cgi / sigs / POLICY / PO LI CY_ I mageS pam; s i d : 2003096; rev :4; ) 

#by Cam Beas l ey. Experime nt al , pl ease r e port yo ur ex peri e nces 

• 
##a l e rt tc p $EXTERNAL_N ET any - > $HOME_NET 25 (msg : " ET DELETED Possib l e I 111age Spam I nbo und ( compl ex r ul e )" ; f101v: establis he d , to_se r ver; cont ent : "Con t ent - Tr a nsf er-Encod i ng l 3AI " ; 
content : "AMAgAOAgAABAACBAAEBAAGBAAI BAAKBAAMBAAOBAAABgACBgAEBgAGBgAI BgAKBgAMBgAOBg"; de pth : 575; content : "AACAACCAAECAAGCAAI CAAKCAAMCAAOCAAACgACCgA ECgAGCgAI CgAKCgAMC gAOCgAADAACDA" ; 
content : "AEDAAGDAAIDAAKDAAMDAAOOAAA□gACOgAE□gAGDgAI□gAKDgAMOgAOOgAAAAQCAAQEAAQGAA .. ; cont e nt : "QI AAQKAAQ'-\AAQOAAQAAgQCAgQEAgQGAgQI AgQKAgQMAgQOAgQABAQC BAQEBAQGBAQI BAQKBA" ; 
content : "QMBAQOBAQABgQCBgQE BgQGBgQI BgQKBgQMBgQOBgQACAQC CAQECAQGCAQ I CAQKCAcy1CAQOCA" ; cont e nt : "QACgQCC gQECgQGCgQI CgQKCgQMCgQOCgQADAQCDAQEDAQGDAQI DAQKDAQ'1DAQOOAQADgQCDg" ; 
content: "Q E DgQG□gQIDgQK□g~\OgQOOgQAAAgCAAgEAAgGAAgIAAgKAAgMAAgOAAgAAggCAggEAggGAg" ; cont e nt : " gI AggKAggMAggOAggABAgCBAg EBAgGBAg I BAgKBAgMBAgOBAgAB ggC BggE BggGBgg I BggKBg" ; 
content: ·'gMBggOBggACAgCCAgECAgGCAgI CAgKCAgMCAgOCAgACggCCggECggGCggI CggKCggMCggOCg" ; cont e nt : " gAOAgCOAgE□AgGOAgIDAgKDAgMOAgOOAgAOggCOggEDggGDggIDggKDggM□ggOOggAAAwCAA"; 

content : ''lvEAA1-.,GAAw I AA1vKAAwMAA1-JOAAwAAg~,CAgivEAgwGAg1dAgwKAg~1MAgwOAgv,ABA1'iC BAwEBAL"6BA" j cont e nt: "wI BA1vKBA1..t1BAvlOBAwABgWC Bg1'I EBgwGBgwI BgivKBgwMBg1..0BgwACAvlCCAwE CAl.>lGCA1d CAwKCA" ; 
cont e nt : "wMCAwOCAwACgivCCgwECgwGCgwICgv1KCgivMCgwOCg1vADAwc□AwEDAwGDAwIDAwKOAwP/ 78KCg"; c l asstype :misc- acti v i t y ; ref e r e nce: u r l , doc . eme rgingth r ea t s. net / 2003097; 
ref e r e nce : ur l , WL<I\V . eme rgi ngthreats . net / cgi- bin/ cvs 1veb . cgi / sigs / PO LI CY / PO LI CY _ ImageS pam; sid: 2003097 ; r ev :4;) 

# Another f rom Cam Beas l ey 

• 
##a l er t tc p $EXTERNAL_NET a ny -> $HOM E_NET 25 (ms g : " ET DE LE TED Possibl e I mage Spam I nb ound ( 3) " ; flow:est ablis hed ,to_serve r ; co nt e nt :"Content - Tr a nsfe r - Encodi ng l 3A I"; content : " R01GOOl h" ; 
depth : 575; cont e nt : "AOAgAABAACBAAEBAAGBAAI BAAKBAAMBAAOBAAABgACBgAEBgAGBgAI BgAKBgAMBgAOBgAACAACCA" j 
content : "AECAAGCAAI CAAKCAAMCAAOCAAACgACCgAECgAGCgAICgAKCgAMCgAOCgAADAACOAAEDAAGDAAIDA" ; classtype : mise -act i v i t y; r efe r e nce: url , doc . eme r gingt hr eats. net /2003120; 
ref e r e nce : u r l , M<I\V . emergingth r eats . net / cgi -bin / cv s1veb. cgi / sigs / POLICY/ POLICY _ ImageS pam; sid: 2003120; r ev :4; ) 

# f r om Ru ss Mc r ee 

• 
a l e rt tcp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg : "' ET POLICY iTunes Use r Agent "; flow: established , t o_se r ve r ; co ntent : '' l0d 0a lUs e r -Agent l 3a l iT une s"; noc ase; classtype : policy -
v i o l a tion; t hr e sho l d : type limit , count 1 , second s 360, t r ac k by _s r c; ref erence : ur l , hc sof tlva r e. sour cefo r ge . net / j aso n- r ohr e r / i tms4a ll/ ; r e f e r ence : ur l , doc . eme r gingth r eats . net/ 2002878; 
ref erence : u r l , Wl<I\V . eme rg i ngth reats. net / cgi - bin / cv s1veb . cgi / s i gs /PO LICY/PO LICY _It unes; s i d: 200 2878 ; r ev : 7; ) 

# by ke vi n ross 

• 
#ale r t t cp $EXT ERNAL_NET $HTTP_PORTS -> $HOM E_NET a ny (msg :"ET POLI CY Poss ib l e Mult i ple Leve l s of Javasc ri pt Encoding & Compr ession Fil te r s i n PDF , Poss i b l y Host i le POF"; 
f l ovi : establi s hed, to_se r ve r ; content: "PDF- " ; nocase ; de pth : 300; con t e nt : "/ Filter"; nocase; d i s tance :0; c ont ent: "Decode " ; nocase; wi t hi n : 30 ; cont ent: "Oecode" ; nocase; iv i t hin: 30; 
content : "Decode " ; nocase; wi t h i n : 30; co ntent: "Decade "; nocase; Lv it hin: 30; content : "Decode " ; nocase ; within : 30; co nt e nt : "Decode"; nocase; 1v i t hin : 30; clas stype :misc-activity ; 
ref e r e nce : u r l , WL<I\V . symantec. com/ co nnect / bl ogs / j ourne y -cent e r - pdf - st r eam; r ef e r e nce: u r 1, doc. eme r gi ngth r eats . net/ 2011008 ; r efe r e ne e: u r l , \rn"M . eme r gi ngthreats . net / cg i -
bin/ cvsweb . cg i / s igs/ POLICY / POLICY _ J ava; sid: 2011008; r ev : 2; ) 

# by mex 

• 
#a le r t t cp $EXT ERNAL_NET a ny - > $HTTP _SERVERS 80 ( msg : "ET POLICY J BOSS/)MX port B0 access from outside " ; f101'i : establi she d, t o_se r ve r ; cont ent : "GET " ; nocase; depth : 3; u r i content : "/ j mx -
console " ; nocase; clas s t y pe: LoJe b- ap plication-attac k; t hres ho l d : type limit , t rac k by_s r c, c ount 1 , second s 60; ref e r e nce : u r 1 , www . not sosecur e . com/ fo lder 2/2009/ 10/ 27 / ha ck i ng-jboss -with- j mx ­
conso l e/ ; ref e rene e : ur l , vMw . nrun s . com/ _dm'inl oads / 1.Jhi t e pa per-Ha cking-jBoss- us i ng- a - Br owser . pdf ; ref e r e nce: u r l , doc . emergingth reats. net / 2010377; r e f erence : ur l , WMV . eme r g ingth r eat s . net/ cgi ­
b i n/ cvswe b . cg i / sigs/ POLICY / POLI CV _J boss ; sid: 2010377 ; r e v : 3 ; ) 

#by mex 

• 
#ale r t t cp $EXTERNAL_NET a ny - > $HTTP_SERVERS 8080 (msg : " ET POLICY J BOSS/ JMX por t 8080 access from o uts i de " ; flovi :established , to_se r ve r ; cont e nt : "GET " ; nocase; de pth : 3; 
uricontent : " / j mx-conso l e " ; nocase; c l asstype : we b- applicatio n- attac k; thr esho l d: t ype limit , t r ac k by_s rc, count 1 , second s 60; 
r e f e r e nce: u r l , www . not sosecure.com/ fo lde r 2/ 2009/ 10 / 27 / hac k i ng- jboss- \d t h-jmx- conso l e / ; r ef e r ence: u r l , wi-,.v. nr uns . com/ _downloads /\.Jh i te pape r -Hac ki ng- jBoss-us i ng• a-Browse r . pdf; 
r e f e r e nce: u r l , doc . eme r gingth reats . net / 2010378; r e f e r ence : ur l , Wl<I\" . eme r gingthr eats. net/ cgi - b i n/ cvs Lveb . cgi / s igs / POLI CY / POLI CY _ Jboss ; s id: 2010378 ; r ev : 3 ; ) 

#Submi tted by J ona t ha n Mi ne r 

• 
##a l e r t tc p $HOM E_NET a ny - > $ EXTERNAL_NET $HTT P_PORTS (msg : "ET DELETED KitCo Kcast Tic ker ( agt r ay) " ; flovi : t o_ se r ver , es t ablis he d; u r i cont e nt : "/ p r / agt r ay .txt" ; nocase; class ty pe : 
pol i cy -v i o l a t ion; r efe r e nce : url , doc . eme r gingt hr eats . net / 2000569 ; r ef e r e ne e: u r l , W'rl',,'i . eme r gingth r eats . net/ cg i -bin/ cvswe b . cg i / sigs/ POLICY / POLICY _Ki tco_ Ti cke r ; s id : 2000569; r e v : 6; ) 

#Submi tted by J ona t ha n Mi ne r 

• 
##a l e rt tc p $HOME _NET a ny - > $ EXTERNAL_NET $HTT P_ PORTS (msg : "ET DELETED KitCo Kcast Tic ker ( a ut r ay) " ; flovi : t o_ se r ver , es t ablis he d; u r i cont e nt :" / p r / aut r ay .txt " ; nocase; classty pe : 
pol i cy -v i o l a t ion; r efe r e nce : url , doc . eme r gingt hr eats . net / 2000570; r efe r e ne e: url , WYfl.'i . eme r gingth r eats . net/ cg i -bin/ cvswe b . cg i / sigs/ POLICY / POLICY _Ki tco_ Ti cke r ; sid : 2000570; r e v : 6; ) 

# by Wi ll i am Metca l f 

• 
a l e r t tcp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_ PORTS (msg : " ET POLICY Logme in . com Hos t Li s t Downl oad" ; flow:establis hed , to_s e r ve r ; content : "GET " ; depth : 4 ; 
uricontent: " / my r a hos t / li s t . as px ?"; nocase; co nt ent : ! " I 0d 0a I Host I 3a I " ; clas sty pe: po licy -v io l a tion; r e f e r e nc e : u r l , doc. em e r gingthr eats . net / 2007765; 
ref e r e nce: u r l , WL<I\V . eme r gingthreats. net / cgi - bin / cv s1ve b . cgi / sigs /PO LICY/PO LICY _ Logmein . com; s id : 2007765; r ev: 4 ; ) 

#by Wi ll i am Metcalf 

• 
a l ert tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_ PORTS (msg : "' ET POLICY Logmein . com Update Act i v ity"; fl mv: to_se rver , established; content: "GE T "; de pt h : 4 ; 
uricontent : " / up date. l ogme i n . com/" ; nocase; c o nt ent : ! " I 0d 0a I Host I 3a I " ; clas sty pe: policy -v i o l a tion; r ef e r e nce : u r l ,doc. eme r gingthr eats . net /2007766; 
r e f e r e nce : u r l , WL<I\V . eme r gingth reats . net/ cgi - bin/ cv s1veb . cgi / s i gs / POLICY/PO LICY _ Logme in . com; s i d : 2007766; r ev: 4 ; ) 

#by Wi ll i am Bell 

• 
#ale r t t c p $HO'IE_NET any -> $ EXTERNA L_NET any (msg : " ET PDLICY MP3 Fi l e Tr ans f e r Out bound " ; flow : establi s he d ; content: " ID3 l03 I " ; content : " TIT2" ; dist a nce :6 ; withi n : 10 ; classty pe: policy -
v i o l ation; r e f e r e nce: ur l , f i l ext . com/ detail lis t . ph p?e xtdetail=mp3&sea r c h=Sea rch; re f e r e nce: ur 1, doc . eme r gingt hreat s. ne t / 2002722; r efe r e nce: url , wi""" . eme r gingthr eat s . ne t / cg i -
b i n/ cvsweb . cgi / sigs/ POLICY/ POLICY_MP3_Fi l es; s id : 2002722 ; r ev : 4 ; ) 

#by Wi ll i am Be l 1 

• 
#a l e r t tcp $EXT ERNAL_NET a ny - > $HOME_NET any (msg: " ET PDLICY MP3 File Tra ns f e r I nboun d"; flow: establi she d ; conte nt : " ID 3 l03 I " ; content : "TIT2" ; dist a nce :6 ; \V i thin : 10 ; class t y pe: policy -
vio l a tion; r efe r e nce: url , fi l ext . com/ detai l lis t . ph p ?extdetai l =mp3&sea r ch=Search; r e f e r e nce: ur l , doc . eme r gingt hr eat s. net / 2002723; r efe r e nce: ur l , \.'1'1'11.V . emer gingt hr eats . net / cgi-
b i n/ c vswe b . cgi / sigs/ POLICY / POLICY _MP3_F ile s; s id : 2002723 ; r ev : 4 ; ) 

# by J eff Ke ll 
#Mic r osof t t e r edo t unn e l 

• 
a l e r t ud p $HOME_NET a ny - > $E XTERNA L_N ET 3544 (ms g : " ET PDLICY Microsof t TEREDO IPv6 tu nneling"; cont ent:" I FE 80 00 00 00 00 00 00 80 00 1 TE REOO"; offset : 21 ; depth :16; classtype :mi sc-
act i v i t y ; refe rene e : ur l , doc . emergingthrea t s. net /2003155; r efe r e nce : ur l , wwr1 . eme r gingth r e at s . ne t / cgi - bin/ cv swe b . cg i / s igs / POLI CY / POLI CV _MS_ Te r e do_ Tunn el ; s i d : 2003155; r ev :4 ; ) 

#by St ephe n Nesma n at Mons t e r . com 

• 
##a l e rt tcp $HOME _NET a ny -> $ EXTERNAL_NET $HTT P_ PORTS (msg : "ET DELE TED Ma j estic - 12 Sp i de r Bot Use r -Age nt (MJ1 2bo t ) " ; flow : to_ se r ve r , establi s hed; cont e nt:" j0d 0a iUs e r -Age nt \ : MJ1 2bo t l0d 
0a I "; clas sty pe: t roja n - ac tivity; r e f erence: u r 1, WL\IIV . ma j es t ic 12 . co . uk/ ; r ef erenc e : ur i , doc . eme r g i ngthr eats. ne t / 2003409; r ef e r e nce : ur l , W'INI . eme r g i ngthr ea t s . net/ cg i • 
b i n/ cvs \ve b . cgi/ sigs/ PO LICY / POLI CV _Ma j es t i c -12; sid : 2003409 ; r ev : 4 ; ) 

#by cu nn i ngp i ke 

• 
##a l e rt tc p $EXTE RNAL_NET any - > $HOM E_NET $HTT P _PORTS (msg : " ET DEL ET ED Maj estic-12 Spi der Bot Use r -Age nt In bound (MJ1 2bot ) " ; fl m'i : to_serve r ,establishe d; co nt e nt : " I 0d 0a I Use r •Agent \ : 
MJ12bot " ; classtype : t roj a n-activity; re ference: ur l, Vf'rl'il .maj es t i c1 2 . co. uk/ ; r e f e r e nce : u r l , doc. eme r gingthreats . net / 2007762; r e f e r e nce : u r l , Wl\llV . eme r ging t hr eats. net/ cg i ­
bin/ cvswe b . cgi / s i gs/ POLICY / POLI CV _Ma j es t i c- 12; sid : 2007762 ; r ev : 4 ; ) 

#Mat t Jonkma n 
#Th i s wi ll l et you know v1 he n McAffee is up dating s i gs . Not a sec ur ity th rea t , but cou l d be of in t e r es t t o fo l ks us ing mc afe e t o trac k updat e s 

• 
#alert t cp $HO"IE_NET any -> $EXTE RNAL_NET $HTTP _PORTS (msg : " ET POLI CY McAfe e Update User Agent (McAf ee Aut oU pda t e )" ; flow : to_se r ve r , es t ablis he d; con t ent: " Use r -Age nt I 3a I 
content : "McAfee Aut oUpdate"; wit hin: 50; pere:" / Use r -Age nt \ : ( "\n ]+Mc.Af ee Aut oUpda te / i"; clas sty pe: not -su sp i ciou s; r efe r e nce: url , doc . eme r gingt hr ea t s . net / 2003381; 
r e f e r e nce: u r l , M-iw . eme r gingthreats. net / c gi - bin / cvs1ve b . cgi / sigs / PO LICY / PO LI CY_McAffee ; s i d : 2003381 ; r ev : 5 ; ) 

#by Wil l Met calf 
# Rapids ha r e i s a v i deo sha ring service, uses VERY ppor a uth , a nd can be used f o r non-work app r opria t e mat e ri a! • 

• 

nocase; 

##a l e rt tcp $HOME_NET a ny -> $ EXTERNAL_NET $HTT P _ PORTS (msg : "ET DELETE D Metacaf e .com f amily filt e r off" ; f1 01'i : es t a bli she d, t o_se r ve r ; content : "POST " ; dept h : 5; co ntent : "Host l 3a I 
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WL\11.-J . metacaf e. com" ; cont e nt : " submi t=Continu e+- +I %27m+ove r +18" ; c l as s t ype : po l icy -v i ol a tion; r e f e r e nce : ur l , doc . eme rgingth reats .net / 2006367 ; r e f e r e nce : ur l , 1"'-'M . eme r g i ngthr e a ts . net / c gi ­
b i n/ cvsweb . c g i / s i gs / POLICY / POLI CY _Met a c af e; s i d : 2006367; r e v : 5; ) 

#by Wi ll Met calf 
#Rapids ha r e is a v i deo s ha r i ng se r v i ce , uses VERY ppor a ut h , a nd can be used f a r non -vmrk app r opriat e mat e r ia! . 

• 
##a l e r t t c p $HOME_NET a ny -> $EXTERNA L_NET $HTTP_ PORTS ( msg:"ET DE LETED Ra pi dsha r e dovm l oad unaut hd i mage pos t " ; f1 01" : t o_se r ve r , e s tabl ished; cont ent: "POST " ; depth: 5 ; 
u r i content : " / f i l es /" ; nocase ; content: "Host I 3a I"; nocase; c ont ent : "rap i ds ha r e . com" ; nocase ; within : 40 ; c o ntent : "&accesscode=" ; nocase; c ontent: "&act i onst r ing=Downl oa d" ; nocase; 
within : 50; c las stype: policy- v i o l ation ; r e f e r e nce: ur 1, en . L-J ik i ped i a . org/w ik i / Rapi dSha r e ; r ef e r e nce: ur l , doc . eme r g i ngt hr e at s. ne t / 2006368; r ef e r e nce: u r l , ww1'I . eme r g i ngthr e at s . net / cgi • 
b i n/ cvs1'1eb . cg i / s i gs / POLICY / POLI CV _Met a c af e; sid : 2006368; r e v : 5 ; ) 

#by Hi ll Met calf 
#Rapids ha r e is a v i deo s ha r i ng se r vice , uses VERY poo r a ut h , a nd can be used f o r non -vmrk app r opri at e ma t e r ia i . 

• 
#a l e r t t cp $H01E_NET a ny · > $E XTERNA L_NET $HTT P _PORTS (msg : " ET PO LI CV Rapidsha r e a uth cook i e d m'ln l oa d" ; fl 011 : t o_se r ve r , establi s he d; co ntent: "GET " ; depth: 4 ; u r i cont e nt : "/ fi l es /" ; 
content : "Host I 3a I•·; nocas e; cont e nt : "ra pi d sha r e. com" ; nocase; L-J ithin : 40; cont e nt : "Cookie I 3a I use r =" ; nocas e; e l a sstype : policy- v i ol a tio n; r e f e r e nc e : ur l , en . ~, i k i ped ia . or g/wik i / Rapi dSha r e ; 
r e f e r e nce : ur l , dc c . eme r gingth r eat s , net /2006369 ; r e f e r e nce : ur l , WL\IW . e me r g i ngthr eat s , net / c gi- b i n/ cvs we b . cgi / sigs / POLI CY / POLI CV _Me t aca f e ; sid : 2006369 ; r ev : 5 ; ) 

#by Jami an Mason of Deepnines . com 

• 
a l e r t t c p $HOME_NET a ny - > $E XTE RNA L_NET $HTT P _PORTS (ms g : " ET POLI CY Met acaf e . com Socia! Site Ac ces s "; flow: es t a blis hed , t o_se r ver ; cont ent : "Hos t I 3a j wivw . metacaf e. com" ; th r es ho ld: t y pe 
bot h , tr ac k by_s rc, c ount 5, seco nd s 300; c l asstype: policy - vi o l a tion; r efe r e nc e : ur l , dcc. eme rgingt hr ea t s .ne t / 2003457; r efe r e nc e : url , l"'-'M . eme rgingth reats. net / cg i -
b i n/ cvsweb . cg i / s i gs / PO LI CY / POLI CY _Metacaf e . com; s i d : 2003457; r ev : 4 ; ) 

#by Kevin Ross a nd ot he r s 

• 
a l e r t tc p $E XTERNAL_NET 44 3 - > $HOM E_NET any (msg: " ET POLI CV Metaspl oit F r ame1"o r k Update " ; flow : from_se r ve r . esta blished ; content: "ht t p I 3A I //ce r t i fica t es . godaddy . com/ r e pos i t o r y" ; 
content: "metaspl o i t . com" ; d i s t a nce : 0; c l a ss t ype: mi sc-activ i t y ; r e f e r ence : ur 1, www . metas pl o i t .com/ f r amewo rk / ; r ef e r e nce : u r l , L\11."'1I . et h i ca l hacke r . net / co ntent /v i ei'l/ 29/ 24/ ; 
r e f e r e nce : ur l , doc . emer g i ngth r eat s. net / 2008418 ; r e f e r e nce : ur l , WL\11.,J . e mer g ingthr eat s . net / c gi - bin/ cvs 1oJe b . cgi / s i gs/ POLICY / POLI CY _Me tas pl o i t ; s id : 2008418 ; r ev : 4 ; ) 

#by Kevin Ross 

• 
##a l e rt t c p $HOME_NET any -> 76 . 74 . 9 . 18 $HTTP_PORTS (msg : " ET DELETE D Milw0rm Expl oi t Ar c hi ve Oo1'lnl oa d" ; c o nten t : "GET / sp l o i t s / mi l w0 r m.t ar . bz2" ; dept h :60; fl o1oJ : t o_se r ve r ,es t ablished; 
e la ss t ype : mi s c- a ctiv i t y; r e f e r e nce: ur 1, W1.,r,,-J . milw0r m. com; r efe r ence : ur 1 , doc. eme rgingth r ea t s . ne t / 2008524 ; r efe r ence : ur 1 , L"'1M . eme r g i ngth r ea t s . ne t / cgi -
b i n/ cvsweb . cg i / s i gs / PO LICY / POLI CV _Metaspl oit ; s i d: 2008524; r ev : 2 ; ) 

#by Kev i n Ross 

• 
##a l e rt t c p $1i JME _NET a ny - > 76 . 74 . 9 . 19 $HTTP_PORTS (msg : " ET DELETED Pa c kets t o r ms e cu r ity Exploi t s Of The Mont h Downl oad" ; cont e nt : "GET /"; uricont e nt : " - ex ploit s.tgz "; depth :70; 
flow: t o_se r ve r , es t abli she d; c l ass t ype : mi se -ac tiv i t y ; r ef e r e nce :ur l , 1,r,,'i\oJ . pac ke t s t o r msecur i t y . e r g; r e f e r e nce : ur 1, dcc. eme rgingthr eats . net / 2008525; r e f e r e nc e : ur l, l'/\>M . eme rgingt hr eats . net/ cg i ­
b i n/ cvs1'1eb . c g i / s i gs / PO LI CY / POLI CY _Metaspl oit; s i d: 2008525; r ev : 2 ; ) 

#by wol vee 

• 
##a l e rt t c p $HOME_NET any - > 76 . 74 . 9 . 18 $HTTP _PORTS (msg : "ET DE LETED Milw0rm Expl oi t l aun c h Attempt " ; flow: t o_se r ve r . est a blishe d; cont e nt: "GET " ; de pt h : 4 ; uricontent : " / exp l o i t. ph p? i d=" ; 
nocas e; c l ass t ype :mi s c - a c tiv i t y ; r e f e r e nce : ur 1, MM .mi11v0 r m. com; r e f e r e nce: ur 1, do c . eme r gingth r eat s . ne t / 2009586; r e f e r e nce: ur l, www . eme rgingt hr ea t s . net / cg i -
b i n/ cvs1'1eb . cg i / s i gs / PO LICY / POLI CV _Milw0 r m. com; s id : 2009586 ; r e v : 3; ) 

#Submit t ed by J ose ph Gama 

• 
##a l e r t t c p $EXTE RNAL_NET a ny - > $HOME_NET a ny (msg : "ET POLICY Mo zilla XPI ins t all f ile s dovm l oa d" ; f!OL-J : fr om_ se r ver , es t ablished; cont ent: " cont e nt - t y pe l 3a l application/ x- xp i ns t a ll" ; 
nocase; c l ass t ype : bad- un kno1oJn ; r ef e r ence; u r l , doc . eme r gi ngt hr eat s . ne t / 2001114 ; r ef e r ence: u r 1, tlWl'I , eme r gi ngt hr ea t s . ne t / cgi · bini cvs1"eb . cgi / s i gs / POLICY / POL I CY _Mo zi lla_XPI _ Install ; 
s i d : 2001114 ; r ev :8 ; ) 

#by da j ac kma n, updated by Hi ke Wall at BLCP r o , LLC 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (ms g : " ET POLICY My space Login At tempt " ; fl o1'1 :establis hed , t o_se r ve r ; cont ent: " sec ur e. mys pace . com" ; u r i co ntent : "/ i nde x . cfm ? 
f useac tion=l ogi n" ; c l a s s t ype : po l icy -v i olat i on ; r e f e r e nce : ur 1, doc . e merg i ngthr eat s . net /2002872; r e f e r e nce :ur l , Mvw . e me r g ingthr eat s . net / cg i - b i n/ cvswe b . cgi / s i gs/ POLI CY / POLI CV _Myspac e ; 
s i d : 2002872 ; r ev : 5; ) 

#by Matt Jon kma n 
#These s i gs ar en ' t s i gns of ho st ile activi t y , just s ome t h i ng of in te r est in some pl aces 

• 
#a l e r t t cp $EXT ERNAL_ NET any - > $HOME_NET $HTTP _PORTS (msg : " ET PO LI CV Nagios HTT P Ma ni t o ring Co nnect i on" ; flm'I: establi shed , t o_ser ve r ; c ont e nt : "Use r -Agent I 3a I c he ck_ht t p/" ; nocase ; 
cont e nt: " ( nag ios - p l ugi ns " ; noca s e; wi t hi n : 30 ; c l ass t y pe : ne t • suspic i ous ; r ef e r e nce: u r l , doc . eme r g i ngt hr eats . net / 2006779; r ef e r ence: u r l , wi,r,,'I . eme r gi ngt hr eat s . ne t / cgi-
b i n/ cvsweb . cg i / s i gs / PO LI CY / POLI CY _Nag i os ; s id : 2006779; r ev : 5; ) 

#by Kev i n Ross 

• 
a l e r t t cp $EXTERNAL_NET 44 3 - > $HOM E_NET any (msg: " ET POLICY Nessus Vul ne r abili t y Scanne r Pl ugins Updat e " ; fl ow: t o_clie nt,es t ablished; cont e nt : "p l ugins. nessus . o r g" ; 
content: "htt ps I 3a I / /l'll'iloJ . t ha1'1te. com/ r e pos i t o r y / index . ht ml " ; of f set: 432 ; de pt h : 88; di s t a ne e: 10 ; c l asst ype :mise -ac t i v i t y ; r e f e r e ne e: u rl , ww'I-J , nessus . o r g / nes sus / ; 
r e f e r e nc e : ur l , WLvw . nessus . org/ p l ugins/ ; r e f e r e nce: ur 1, doc . emer g ingt hr eat s . net / 2009706; r e f e r e nc e : ur l , wi"'" · emer gi ngt hr ea t s . net / cg i - bi n/ cvswe b . cgi / s i gs / POLICY / POLI CV _Nes sus; s i d : 2009706 ; 
r ev : 4 ; ) 

#by Wi ll Met ca l f , Net flix o n dema nd UA 

• 
a l e r t tc p $HOME_NET any - > $ EXTE RNA L_NET $HTT P_PORTS (ms g : " ET POLI CY Net fl i x On - dema nd Us e r -Age nt " ; flOL'il :to_s e r ve r , es t a blishe d; cont e nt :" l0d 0a lUse r -Agent l 3a l 
\-JmpHo stlnt e rn et Connec t i on" ; nocase; c l asst ype: pol i cy -v i o l at ion ; r e f e r ence: url , do c . eme r gingt h r ea t s . net /2007638 ; r e f e r e nce: ur 1, wvrw . eme r g ingt h r ea t s . net / cg i ­
b i n/ cvsweb . cg i / s i gs / PO LI CY / POLI CY _Netflix; s i d : 2007638 ; r ev : 5; ) 

#Submi t t ed by l a nce Boon 

• 
a l e r t ud p any a ny -> a ny any ( msg: "ET POLI CV Ne t op Remot e Cont r o! Usage" ; content: "I 554b30303736305337473130 I"; classtype : policy- v i o l ation; r ef e r e nce: u r l , Wl'iloJ . net op . c om; 
r e f e r e nc e : ur l , doc . eme r g ingth reat s . net /2001597 ; r e f e r e nc e : ur l , WLvw . e mer g ingthr eat s . net / c g i - bin/ cvs we b . cgi / s i gs / POLICY / POLI CV _Neto p_Remot e_Cont r o l ; s i d : 2001597 ; r e v : 5; ) 

#by J ami an Mason of Deepn i nes . com 

• 
##a l e r t tc p $HOME _NET any -> $EXTERNA L_NET $HTTP _ PORTS ( msg: "ET DELETE D Netvac y . com Anonymi z i ng Pr oxy Access " ; fl ow:established , t o_se r ver ; co nt e nt : "Hos t l 3a I l'll>M . net va cy . c om" ; 
c l a s s t ype: po l i c y- v i o l ation; r ef e r ence : u r 1, doc. eme r g i ngt hr eats. ne t /2003453; r ef e r ence : u r l , WW'll . eme r g ingt hr e a t s . net / cgi -b in/ c vsweb . cg i / s i gs / PO LICY / POLICY _Net vac y . com ; s i d : 2003453 ; r ev : 4 ; ) 

#by matt j on kman 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P _PORTS (ms g : "' ET POLICY Netvie1,;e r . com Remote Cont r a i Pr oxy Test " ; fl ow:established , t o_se r ver; co ntent : " POST / nvse r ve r HTTP" ; de pt h : 19; 
cont e nt : " I 0d 0a 0d 0a I c md =" ; cont ent: "&pa rams ="; di s tance : 0; conte nt : "Net v i e1-Je r Pr oxy Te s t " ; d i s t a ne e :0 ; class t ype : policy - vio l ation; r e f e r e nce: ur 1, doc. e me r gingth r ea t s . net / 2008472; 
r e f e r e nce : ur l , WL'4W . eme r g ingth r eat s. net / c g i - bin / cvs 1-Je b . cgi / sigs/ POLI CY / POLI CV _Ne t vie1,;e r . com; s i d : 2008472 ; r e v : 3 ; ) 

#by J ames Pl edge r 

• 
#a l e rt t cp $H01E_NET a ny · > $ EXTERNA L_NET $HTTP _PORTS (msg : " ET PO LI CY Neviz bin Us enet Reade r Li ce ns e Check" ; fl o1-J : e s t a bli s he d , t o_ s e rve r ; u r ico nt ent : " / i nt e rnal/int e r na l _loa de r . v2 . php ?" ; 
u ricontent : .. prodID =nl &licID=" ; uri c ont e nt : "&pr odVe r ="; c ontent : " I 0 d 0a I Host I 3AI Wl.'ll'i . news l eec he r . com" ; c l asstype : polic y- v i o l at i o n; r efe r ence : url , dcc . eme r g i ngth reats. ne t / 2009095; 
r e f e r e nce : ur l , WLvw . eme r g i ngth r eat s. net / cgi - bin / cvs we b . cgi / s i gs/ POLICY/ POLICY _ Newzbi n; s i d : 2009095 ; r e v : 2 ; ) 

#by matt j on kman 
#ng i nx i s a n open ht t p se r ve r . I t ' s qu i t e good , but seems a n e xt r e me l y high number of it's 
# i nstall s a r e ma li cious . Sto r m, r bn, etc . Use th i s ru le i f yo u a r e i nte rested 
#d i sa bling by defa ult , fal s e s a l ot but may be of i nte re s t t o some folks 

• 
#a l e rt t cp $EXT ERNAL_ NE T $HTTP _PORTS -> $HOME_NET a ny (msg : " ET PO LI CY Nginx Se r ver in us e - Of ten Hos t ile Tr affi c " ; flow : es t a bli s he d , fr om_se r ve r; co nt ent : " l0d 0a I Se r ve r I 3a I nginx" ; 
nocase; t hr esho l d: t ype limi t , seconds 60, count 3, t r ac k by _s r c ; c l as s t ype; bad - unkno~m; r e f e r e nce : ur l , dc c . eme r g i ngthr eat s, net / 2008054; r e f e r e nce : url, Wl'i\oJ . e me r g i ngthr eat s, net / cgi­
b i n/ cvs1'1eb . c g i / s i gs / PO LI CY / POLICY _Nginx ; s i d : 2008054 ; r ev : 4 ; ) 

#by matt j on kma n 
#ng inx i s an ope n ht t p se r ve r . I t ' s quite good , but s eems a n ext r eme l y high numb er of it' s 
# i nstall s a r e ma li cious . Sto r m, r bn , etc . Use th i s ru le if you a r e i nte rested 
#d i sa bling by default , fa l s e s a l ot but may be of in t er est t o some f o lks 

• 
#a l e rt tc p $EXT ERNAL_ NE T $HTTP_PORTS - > $HOME_NET a ny (msg :"ET PO LI CY Nginx Se r ver wit h no ve r s i on string - Oft e n Hos tile Tr affi c " ; flm,; :es t a bli s he d , from_se r ve r ; cont e nt " l0d 
0a I Se r ve r I 3a I nginx 10d 0a I" ; nocas e ; t h r e sho l d : t ype limi t , s econds 60 , count 3, t r ac k by_s r c ; classt y pe :ba d · unknown ; r e f e r e nc e : url , doc . eme r g ingth r ea t s . net /2008064 ; 
r e f e r e nce: ur l , l'il\11.oJ . eme r g ingth r eat s. net / cgi- bin / cvs 1-Je b . cgi / sigs/ POLI CY / PO LI CY _Nginx; sid : 2008064 ; r ev : 3 ; ) 
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#by matt j onkman 
#nginx is an open ht t p se r ver . I t ' s quite good , but seems a n ext r emely high num ber of it ' s 
# i ns t alls are malicious . Storm, r bn, etc. Use th i s r ule i f yo u a r e i nte rested 
#d i sabling by defa ul t, fa l ses a l o t but ma y be of in te r est to some fo l ks 

• 
a l e r t t cp $EXTERNAL_NET $HTTP_POR TS - > $HOME_NET any (msg : " ET POLICV Ng i nx Se r ve r with mod i f i ed ve r sion s t r ing - Oft en Hos t ile Traff i c "; flow:establishe d , from_ se r ve r ; co ntent "HTTP/ 1 
depth :7; con ten t : " le d 0a l Serve r l 3a l nginx/" ; nocase; pcre : "' / Se r ve r \ : ng i nx/ ( a-zA-Z ] / i " ; t h r eshold: t y pe limit, seconds 60, count 3, t r ac k by_s r c; c l ass t ype: bad- un kn oNn ; 
r ef erence : ur 1 , doc . eme r g i ngthreats, net/ 200806S; re f erence: ur l,Mw.t . emergingthreats, net/ cgi - bin/ cvs 1'.leb . cgi / sigs / POLICV / POLI CV _Ng i nx; sid: 2008065; rev : 3; ) 

#New way t o do ssh . Fi r st to detec t l egit ssh sess i o ns on nor ma! ports . Enab l e t hese ONLV i f you nee d t o knm'I' abo ut 
#no rm a! ssh s ess i o ns 
#l•/rit ten by Eri k Ficht ne r , adapted some 

• 
#a l e r t t cp a ny $SSH_PORTS -> a ny any (msg : " ET POLICY SSH Se r ve r Ba nne r Detected on Expected Port "; f lm'l'b i ts : noa l e r t; flow: f rom_se r ve r ,esta blis he d; content: "SSH- " ; offse t: 0; dept h : 4; 
byte_ test : 1, > , 48, 0, r elat i ve; byte_ test : 1, <, 51 ,0, r e l ative; byte_ tes t: 1,:, 46 , 1 , re la t i ve; f l m"bi ts: set , i s_ ss h_serve r _ba nne r ; classtype : mise -activi t y ; 
r e f e r ence : ur 1 , doc . emerg i ngthreats . net/ 2001973; refe r ence : ur 1, W\VL'.I . emergingthreats . net / cgi- bin/ cvs 1'.le b . cgi / sigs / POLICV / POLI CV _ Non-Standa rd_SSH_Port; sid : 2001973; rev : 7; ) 

#New way to do ssh . Fi r st t o detec t l egit ssh sessions on nor ma! ports. Ena bl e t hese ONLV i f you need t o know abo ut 
#no rm a! ssh sessions 
#l•/ritten by Eri k Fichtne r , adapted some 

• 
#a l e r t tc p a ny any - > a ny $SSH_PORTS (msg:" ET POLICY SSH Client Ba nne r Detected on Expected Port " ; fl m'l'b i ts : isset ,is_ ssh_se r ve r _ba nne r ; f l o1,1 bi ts : noale r t ; fl oN: f r om_client ,estab lishe d; 
content :"SSH - "; of f set : 0 ; dept h : 4 ; byte_t est : 1 , >, 48 , 0 , re l ati ve; byte_tes t : 1, <,51, 0,relat i ve ; byte_tes t : 1 , : ,46, 1 , r elative; f l owbi ts : se t ,is_ssh_client_ba nner; c l assty pe :misc- activity; 
r ef e r ence : ur 1 , doc . eme r gingthreats . net/2001974; r e f e r ence: ur 1, MVL'.I . eme r gingth r e a ts . ne t / cgi - bin/ cvs 1'.leb . cgi / sigs / POLICV / POLICV _ Non- Standard_SSH_Port ; s id : 2001974; rev : 7 ; ) 

#New way to do ssh . Fi r st to detect l egit ssh sess i o ns on nor ma! ports . Enab l e t hese ONLY i f you nee d to know abo ut 
#no rm a! ssh sessions 
#l.Jrit ten by Eri k Fich t ne r , adapted some 

• 
#a l e r t tc p a ny $SSH_PORTS -> a ny any (msg:" ET POLICY SSHv2 Se r ve r KEX Detec ted o n Expected Po r t "; flowbits : i sset ,is_ss h_client_ba nne r ; fl oNbits : noalert; f l o1'I' : from_serve r ,es t a blis he d ; 
byte_ test : 1, " , 20 , 5 ; flowbits : set, i s_ssh_ se r ver _kex; classt ype : mi se - act i v i t y ; r efe r e nce : ur l , doc . eme r gi ngt h r eats. net / 2001975 ; r efe rene e : ur l , W'ilW . eme r gingth r ea t s. net / cg i -
b i n/ c vsweb . cgi / s i gs / PO LICY / POLICY _ Non-Standa rd _SS H_Por t; s i d : 2001975 ; r e v : 7; ) 

#New way t o do ssh . Fi r st to detect l egit ssh sess i o ns on nor ma! ports . Ena b l e t hese ONLY i f you nee d t o know abo ut 
#no rm a! ssh sessions 
#l.Jr i tten by Eri k Fich t ne r , adapted some 

• 
#a l e r t t c p a ny a ny - > a ny $SSH_PORTS (msg : " ET POLICY SSHv2 Client KEX Oet ec t ed o n Expected Po r t " ; flm'l'bits : isset,is_ss h_ se r ve r_ kex; f101"bits : noa l e r t; flow: f rom_client,established; 
byt e_ test : 1 , " , 20 , 5; f1 01,ibits : set, is_ssh_c lie nt_kex ; classt ype : mi se - ac tiv i t y; r efe r e nce : ur l , doc. eme r gi ngth r eats . net / 2001976; r efe r e nce : ur l , www .emer gingth r eats . net / cg i -
b i n/ c vsweb . cgi / s i gs / PO LI CY / POLI CY _ Non - Standard_SS H_Port ; s i d : 2001976; r e v : 8; ) 

#New way t o do ssh. Fi r s t t o detec t l egit ssh sess i o ns on nor ma! ports . Enab l e t hese ONLY i f you need t o know about 
#no rm a! ssh sessions 
#l.J r i tten by Er i k Ficht ne r , adapted some 

• 
#a l e r t tc p a ny a ny - > any $SSH_PORTS (msg:" ET POLICY S5Hv2 Client New Keys detected on Expected Po r t" ; flowbits :noale r t ; f1 01"bits : i sset, i s_ ssh_c lie nt _kex ; fl m'I' : from_client ,establis hed; 
byt e_ t est : 1, =, 21, 5; f l owbits : set , i s_p roto_ ssh; c l a ss t ype : misc-act i vi t y ; r e f e re nce : u r 1, doc . eme r gingthreats . net / 2001977; re f e rence : u r 1, Wl."11'1' . eme r gingthr eats . net / cg i -
b i n/ c vs1"eb . cgi / sigs / PO LICY / POLICY_ Non -Standa rd_SS H_Por t; sid : 2001977; rev : 8; ) 

#New way t o do ssh . Fi r s t t o de t e ct l egit ssh sess i ons on nor ma! ports . Ena b l e t hese ONLY i f you nee d t o know abo ut 
#no rm a! ssh sessions 
#l.Jrit t e n by Eri k Fich tne r , adapted some 

• 
#a l e r t tc p a ny a ny <> any $SSH_PORTS (msg:" ET POLICY SSH sess i on i n pr ogr ess on Expected Po r t "; f101,1 bits : isse t , is_prot o_ssh; t hr es ho l d : t ype bot h , t r ack by_s r c , count 2, seconds 300; 
e l ass t y pe : misc-ac t i v i t y; r efe r ence: url , doc .emer gingt hr eats. net / 2001978; r efe r e ne e: u rl , 'IMI." · e me r gingt hr ea t s . net / cgi - bi n/ cvsweb . cgi / s i gs/ POLICY / POLICY _Non - Standa rd_SSH_Po r t; s i d : 2001978 ; 
r ev :6; ) 

#And nm" to detec t Non-standa r d port usage 

• 
#a l e r t t cp a ny !$,SSH_PORTS · > any a ny ( ms g : " ET POLICY SS H Server Banner Oetected on Unus ua l Port "; f l01"b i ts : noa l e r t; flow: f rom_se r ve r , esta blis he d; content: "SSH- "; offse t: 0; dept h : 4; 
byte_ tes t : 1, > , 48, 0 , r e l at i ve; byte_ test : 1, <, 51 ,0, r e l ative; byte_ tes t: 1,:, 46, 1 , re lati ve; f l m"bi ts: set , is_ ss h_serve r _ba nne r ; classtype : mise - activi t y; 
r e f e r ence : ur 1 , doc . emerg i ngthreats . net / 2001979 ; re f e r ence : ur 1, W\VL'ol . eme r gingthreats . net / cgi- bin/ cvs 1,ie b . cgi / sigs / POLICY / POLI CV _ Non-S t anda rd_SSH_Port; s id : 2001979; rev : 7; ) 

#And now to detect Non-standa r d port usage 

• 
#a l e r t tc p a ny a ny - > any !$SSH_ PORTS ( msg : " ET POLICY SS H Client Banner Oetected on Unus ua l Port "; fl m'l'b i ts : isset, is_ ssh_se r ve r _banne r ; flow: from_client , establis hed; co ntent " 5SH- " ; 
off se t: 0 ; de pt h : 4 ; byt e_ t est: 1, >, 48 , 0 , r e l ative; byte_ t est : 1 , <, 51 , 0, re l a tive ; by te_ t est: 1 , =, 46 , 1 , re lative; fl ol"b i ts: set , i s_ ss h_c lie nt _ban ner; c l ass t ype : mi sc-activ i t y ; 
r ef e r ence : ur l , doc . eme r gingthreats . net / 2001980; r e f e r ence : ur l, h'IVL'ol . eme r gingthr eats . net/ cgi - b i n/ cvs 1'.leb . cgi / sigs / POLICY / POLICY _ Non-Standa rd_SSH_Por t ; s id : 2001980; r e v : 9; ) 

#And nm" t o detec t Non- stand a rd port us a ge 

• 
#a l er t tcp a ny !$SSH_PORTS - > any a ny ( ms g : " ET POLICY SS Hv2 Se r ve r KEX De tec t ed on Unu s ua l Po r t " ; flowbits : isset,is_ss h_ client _ ban ne r ; fl oNbits : noale r t ; f l o1'1' : from_ se r ve r , es tabli s he d ; 
byt e_ test : 1 , =, 20, 5; f1 0~1bits : set , is_ssh_ se r ver _kex ; clas s t ype : mi se -act i v i t y ; r efe r e nc e : ur l ,doc . eme r gingth r eats. net / 2001981 ; r efe rene e : ur l , www . eme r gingth r eats. net / cg i -
b i n/ c vsweb . cgi / sigs / PO LICV / POLICY _Non -Standa rd_SS H_Port ; sid : 2001981; rev : 7; ) 

#And nm'I' t o detect Non-standa rd por t usage 

• 
#a l e r t t c p a ny a ny - > a ny !$SSH_PORTS ( msg : " ET PO LICY SS Hv2 Cl i e nt KEX Detected on Unu s ua l Po r t " ; flowbits : noalert; flo~ibi t s : i sse t , is_ ssh_se r ve r _ke x; flow: f rom_client,established; 
byte_ tes t : 1 , =, 20 , 5; fl owbits : set, is_ssh_c lie nt_kex ; classt ype: mi sc - activ i t y ; r efe r e nce : ur l , doc. eme r gingth r eats . ne t /2001982 ; r eference : ur l , www . eme r gingth r eats . net / cg i -
b i n/ c vs1"eb . cgi / s i gs / POL I CY / POLI CY _ Non - Standard_SS H_Port ; s i d : 2001982 ; rev : 8; ) 

#And noi" t o detect Non- s tand a rd por t usage 

• 
#a l ert tc p a ny a ny - > a ny !$SSH_ PORTS ( ms g : " ET PO LICY SS Hv2 Client New Keys Oetected o n Unus ual Po r t " ; flowbit s:isset , i s_ssh_cl ient_kex; flowbits: noa l e r t ; fl OL'I' : from_client , establ i s hed; 
byt e_ t est : 1, =, 21 , 5; fl o~ib i ts : set , is_pro to_ ssh; c l asstype : mi se -activi t y ; r e f erence: ur 1, doc . eme r gingthreats . net / 2001983; r e f erence: u r l , wi"II" -eme r gingthr eats . net / cg i -
b i n/ c vsweb . cgi / sigs / PO LICY / POLI CY _Non-S tanda rd_SS H_Port ; sid : 2001983; rev : 8; ) 

#And nm'I' t o detect Non-standa rd por t usage 

• 
#a l e r t t cp a ny !$SSH_PORTS - > a ny !$SSH_ PORTS (msg: "' ET POLICY SSH session i n pr ogress o n Unus ua l Po r t "; f l m,bits: i sset , is_prot o_ssh; t hr es hold : t y pe bot h , t rac k by_s r c , count 2, 
seconds 300 ; class t ype : mi se - act i v i t y; r e f erence : url , doc. eme r gi ngth r eats . net / 2001984; r efe r e nce : u r l , 1,n-1w . eme r gi ngth r ea t s . net / cg i - bi n/ cvsweb. cgi / s i gs/ POLI CY/ POLICY _Non -Standard_SSH_Po r t; 
s i d :2001984 ; r ev : 7; ) 

#by Kevi n Ross 

• 
a l e r t tc p $EXTERNAL_ NET a ny - > $HTTP _SERVERS $HTTP _POR TS ( msg : " ET POLICY Exte rnal Unenc r ypted Connec t ion t o Ossee l\'UI "; flm"' : establishe d, t o_serve r ; uricontent : "/ ossee/" ; 
u r i co ntent : " j s / ca l e nd a r - se t up . j s " ; e l ass t ype :misc-ac t i vi t y ; r efe r e nce: ur l , llll'/loJ . ossee . net; r efe r ence: url , doc . emergingthreats . net / 2008569; r e f e r ence: ur l , \..ww . emergingthreats . net / cgi ­
b i n/ c vsweb . cgi / sigs / PO LICY / POLICY _OSS EC ; sid : 2008569; r e v : 2 ; ) 

#by e vilghos t 

• 
#a l e r t tc p $HOM E_NET $HTT P_PORTS -> $ EXTERNAL_NET a ny (msg: "'ET POLICY Exc ha nge 2003 O,.tA pl ain •text E· Ma il message access , not SS L" ; f101" :establishe d, from_serve r ; content : "va r g_szURL = 

\ "ht t p I 3a l //" ; content : "va r g_szFolde r = \ " " ; content : " va r g_szVi r t ua l Root " \ "ht t p\ : //" ; content : "Mi crosoft Cor por at ion . "; c lass t ype: we b- a pplication- activ i t y ; 
r efe r ence: ur 1 , support . mi crosoft . com/ kb/ 321832 ; re f erence : ur 1, doc . eme r gingthr eats, net/ 2010030; r efe r e nce : u r l, \"ll'IN. emergingthr eats, net/ cg i - b i n/ cvswe b . cg i / sigs / POLICY / POLI CV _01.JA ; 
sid:2010030 ; rev :4; ) 

#by Chri stopher Campes i 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET 16680 (msg: " ET POLICY Ope r aUnite UR L Regist r ation" ; f1 01,i : t o_se r ve r, es t a b l ished ; cont e nt : "REGIS TE R" ; off set :0; dept h : 8; co ntent "ope r a un i t e . com"; 
'" ithi n : 109; c l ass t y pe : po l i cy-v i o l ation; r e f e r ence: u r l , un i te .o pera. com; r efe r e ne e : ur l ,doc . eme r gingth r eats . net / 2009895; r efe r e ne e: ur l ,1,rvn-1 . eme r gingth r eats . net/ cg i -
b i n/ c vsweb . cgi / sigs / PO LICV / PO LICY _Ope r aUni t e ; s i d : 2009895; r ev : 3; ) 

#by J amian Mason o f Deepn i nes . com 

• 
ale r t tc p $HOME_NET any - > $EXTE RNA L_NET $HTTP _ PORTS (msg : "' ET PO LICY Orku t .com Socia l Site Access " ; f1 01,i: establis hed, t o_ se r ve r ; cont e nt : "Hos t I 3a I lfrrM . o r kut . com" ; t h r es hol d : t ype bot h, 
t r ac k by _s rc, count 5, seconds 300; c l asstype : policy-vio l at i o n; r efe r e nce: ur l , doc. eme r gingth r eats. ne t / 2003458; r efe r e nce : ur l ,1,rvn-1 . eme rgingth r eats . net / cg i -
b i n/ c vs1"eb . cgi / s i gs / POLICY / POLI CV _Orkut . com; s id : 2003458 ; r ev : 4 ; ) 
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#Submi tted by Scot t Me ln i c k 

• 
##a l e r t tc p $HOME_NE T a ny - > a ny ! $HTTP _PORTS (msg : " ET DE LET ED PCMes h Ano nymous Proxy client connect"; flow: f rom_client , establishe d; content : " http I 3a I //t.ortlW . pcmesh . com ] 3a I 80/ ip -
chec k. cg i " ; de pt h : 37; off set : 4 ; classty pe: policy-v i o l ation ; r e f e r ence : ur l • dcc . eme r gingthr eats, net/ 2003040 ; r e f e r ence : ur l , W!.'1\'il . emergingth r eats, net / cgi -
b i n/ c vsweb . cgi / s igs / PO LICY / PDLICY _PO·lesh; s i d : 2003040; r ev : 4 ; ) 

#Onl y e nab l e i f yo u do not use a nd i nt e r na l Pro xy se r ver with your 
#c lie nt s o r change you r HTTP _PORTS t o match your Pro xy server po r t 

• 
##alert tcp $HOME_NET a ny - > a ny !$HTTP_PORTS (msg :" ET DELET ED Ano nymous Pr oxy Tr affic from I nside"'; flow: from_c lient , es t ablis he d; flags: • AP, 12 ; co ntent : " GET ht t p l 3a ]//" ; de pt h: 11 ; 
of f set: 0 ; co ntent: "HTTP/ 1 .0" ; wi t hi n : S0; off set : 11; c l assty pe : po l i cy - v i o l at i on ; r e f e r e nce: u r l , doc . emer gingthr eats . net/ 2003069 ; r ef e r e nce : ur l , M'll'il . eme r g ingthr eats. net/ cgi -
b i n/ c vsweb . cgi / sigs / PO LICY / POLICY _Prnes h; s i d : 2003069; rev : 3; ) 

#by kevi n r oss 
#Di sa bl ed by defau lt as t hey may be high load 

• 
##a l e r t tc p $EXTE RNAL_N ET $HTTP_PORTS - > $HOME_NET a ny ( msg :" ET DE LETE D Hex Obfu scated ar guments . callee Ja vasc r i pt Me thod i n POF - Poss i b l y Hosti l e PDF " ; fl oN:est ablis hed , t o_clie nt; 
content: "PDF- " ; nocase; de pt h :300; content : " 161 1" ; d i stance :0; con t e nt : " 172 1"; di stance: 1 ; withi n :2; content : " 167 1"; d i stance : 1 ; v~ i t hi n : 2; co ntent : " 175 1" ; d i stance:1; wi t h i n :2 ; 
content : " l 6d l " ; dis t a nce: 1 ; L'il ith in :2; co ntent:" l6S I"; distance: 1; wi t h i n : 2; cont ent : " l 6e J" ; d i stance : 1 ; L'il i th i n: 2 ; content : " )74 1"; distance: 1 ; l~ith i n : 2 ; cont e nt: " 173 1"; dis t a nce :1; 
withi n :2; eo nt ent: " l2e l "; distance: 1 ; with in :2; eontent: " 163 1" ; d i s t anee : 1 ; within : 2; content :" 161 1'' ; d i s t ance :1; within: 2; eont e nt : " l 6c l "; d i s tane e : 1; t.oii th in:2; content : " l6e l " ; 
d istanee : 1 ; wi t h i n : 2; eon t ent : " I 65 I"; d i stane e: 1 ; \'il i th i n : 2; conten t : " I 65 I"; d i s t ance : 1; 1~i t h i n : 2 ; c lass type : mise - activ i t y; r ef e r e nee : u r l, doc . eme r gingthr ea t s . net/ 2010879; 
r ef e r ence : ur 1 , wwN . eme r g i ngth reats , net/ cgi- bin / cvs 1'i1eb . cgi / s igs / POLICY / POLI CV _PDF; sid : 2010879; re v : 2; ) 

#by kevi n r oss 
#Disabl ed by defaul t as t hey may be high l oad 

• 
##a l e rt t c p $EXTE RNAL_N ET $HTTP_PORTS - > $HOME_NET a ny ( msg :" ET OELE TE D Poss i ble Hex Obfuscation of J avasc r ip-t Oec l ar ation l-lithin PDF File - Li ke l y Hos t ile"; flow:est a blis he d , t o_c lie nt ; 
content : "POF- " ; nocase ; de pt h :300; content : " l 2f l " ; d i stance :0; cont e nt : " 14a l "; d i stance:1; wi th i n :2; cont e nt : " 161 1" ; d i s t a nee: l ; wi th i n : 2 ; co nt ent: " 176 1"; d is tance:1; with i n :2; 
content : " 161 1" ; d i s t a nce: 1 ; L'il ith in :2; eo ntent:" 173 1"; di stance: 1 ; wi t h in :2; eont ent :" 163 ] " ; d i stanee : 1 ; Ni t hi n: 2; cont e nt : " 172 1"; dist ance : 1 ; ,~ith i n :2 ; eont e nt: " 169 1" ; con t e nt : " 170 1" ; 
d istance: 1; wi t h i n : 2; eontent:" I 74 I"; d i s tane e : 1 ; Ni t hi n : 2; clas stype : mise - aetiv i t y; r ef e r e nc e: url , doc. eme r gingth r eats . ne t / 2010880; r e f e r e nce: ur l , www .emer gingth r eats. ne t / cgi­
b i n/ c vsweb , cgi / sigs / POLICY / POLI CV _PD F; sid : 2010880; re v : 2; ) 

#by kevi n r oss 
#Disa bled by default as t hey may be high load 

• 
a le r t tc p $EXTERNAL_NET $HTTP_PORTS - > $HOME_NET any (msg : "' ET POLICY . pdf File Conta ining Javasc ript" ; flow:est a blis hed,to_client; cont e nt : "POF - " ; nocase; depth: 300; 
content : "/ Ja vasc r i pt " ; nocase; d istance : 0; e lass t ype :mise -activi ty; r e f e r ence : ur l , doc . eme r gingth reats. net/ 2010882; r e f e r ence : ur l , M-n'il . eme r gingthr eats . net / c gi ­
b i n/ c vsweb . cgi / sigs / PO LICY / POLI CV _PD F; s i d: 2010882; r e v : 2; ) 

#by kevi n r oss 
#Di sa bl ed by defa u l t as t hey may be high loa d 

• 
a l e r t t cp $EXTERNAL_NET $HTTP_PORTS - > $HOME_NET a ny (ms g :"' ET POLICY PD F File Co nta in i ng a r gume nts.ca llee i n Clea r t ext - li ke l y Hos tile " ; flow: establis hed ,to_c lient ; co nt e nt: " PDF-"; 
noease; dept h : 300; content : " a r guments . callee"; nocase; distance : 0 ; clas stype : mise• aetiv i t y; r efe r e ne e : u r 1, i sc . sans . or g/ d ia r y. ht ml ? s t o r yid =1519; r ef e r e nce : ur l , i sc . sans. or g/ d i a ry . ht ml? 
sto r yid=7906; r e f e r ence: ur l , dcc . eme r g ingth r ea t s. net / 2010883; r e f e r ence : ur l , wi.-n'il . eme r gingthr eats, net / cgi - bin / cvsNe b . cgi / sigs / PO LICY / POLI CV _PDF ; s i d : 2010883; r e v : 3; ) 

#disa bl ed as it may be high l oad 

• 
##ale r t tc p $EXTERNAL_N ET $HTTP _PORTS - > $HOME_NET a ny ( msg : "ET OELETE D . pd f File Possib ly Cont a i n ing Ba sic Hex Obfuscat i o n" ; fl m'il :establis hed , from_s e r ve r ; content: "PD F- " ; noease; 
dept h : 300; pere: " / POF- . +[0- 9 , A- F ](0-9 , A- f ] . [ 0-9 , A- F ](0-9 , A- F] . [ 0-9 , A- F] [0-9, A- F] , [0 -9 , A- f ][0-9 , A- F] . [0 - 9 , A- f ]( 0-9 ,A-F] . [0 - 9 , A- F ]( 0 -9 , A-f ] / s i"; classt ype : mise -act i v i ty ; 
r e f erence : ur 1 , i se . sa ns . o r g/ d i ary . ht ml?s t or y i d =7903; re f e renee : u r 1, i sc . sans . or g/ d i a r y. ht ml ? sto r y i d=7906; r efe r e nce : ur l , doc . eme r g ingth r ea t s . ne t / 2010884 ; 
r ef e r ence : ur 1 , wi.,n~. eme r g ingth reats . net / egi- bin / cvs L'iieb . cgi / sigs / POLICY / POLICY_PDF ; sid : 2010884; r e v : 3; ) 

#by L>Ji ll Metcalf . These t.oli ll detect a php p roxy / a nonymizer / eo ntent cont r o! evas i on site i n use 

• 
##alert tep $HOME_NET a ny - > $ EXTERNAL_NET $HTTP_PORTS ( msg : "ET OELETE D PHP Ano nymi zing/ Evas i o n Proxy I n Use " ; f101<1 : to_se r ver , es tablished; co ntent:"GET " ; depth : 4 ; 
u r ieontent: " / i nde x . php ?q=" ; nocase; pe r e : " / i nde x\ .ph p\ ?q=( uggc I j j j I http IWWl~ I a HR0c I d3d3 ) / Ui " ; c l as stype: po l i cy - v i o l ation; r ef e r e nce : u r l, sou r cefor ge . net / p r o j ects / php - pr oxy / ; 
ref e r ence : ur 1 , doc , emergingth reats, net/ 2006410; re f erence : ur 1, lWll'il , emergingth r eats. net/ cgi - b- in/ cvs 1'i1e b . cgi / sigs / POLICY / POLI CV _PHP _ Proxy; sid : 2006410 ; r e v : 5; ) 

#by Ja i me Blasco 
#Needs t we a king . . . a ight , t L'ileake d . . . needs t esti ng nol'il : ) 

• 
ale r t t cp $HOME_NET 1723 -> $ EXTERNAL_N ET a ny (msg :" ET POLICY PPTP Reques t er is not a uthor i zed t o es t ab- lis h a comma nd chann e l " ; floN: to_serve r ,establis hed , no_s t r eam; co nt e nt: " 100 01 1"; 
off set:2; de pt h :4 ; content : " 100 02 1"; offset:8; dept h : 10 ; content : .. 104 1"; offse t : 12; de pt h : 13; classtype:attempted -admin ; r e f e r ence : ur l ,tool s . iet f . org/ ht ml / r f c2637; 
r ef e r ence : ur 1 , dcc , eme r g ingth reats, net / 2009387; r e f e r ence : ur l , M-n'il . eme r g ingt hr eats, net / cgi - bin/ cvs 1'i1e b . cgi / sigs / POLICY / POLI CV _PPTP; s i d: 2009387; r ev : 3; ) 

#by j ae k peppe r 

• 
#a l er t t e p $ EXTE RNAL_NET a ny - > $HTTP_SE RVERS $HTTP_PORT S (msg: " ET PO LI CY Login Cr edentia l s Possib l y Passed i n URI "; flow: es t ablis hed,to_se r ve r ; uri content : " use rn ame=" ; nocase; 
u r i eo ntent: " pas SL'ilo r d="; nocase ; classty pe : po l i cy- v i o l ation; r ef e r e nce: ur l , doc . emer g i ngt hr eats. net/ 2009001 ; r ef e r e nce : u r l , www . emergingt hr eats. net / cgi-
b i n/ e vsweb . egi / s igs / PO LICY / POLICY _Pass_in_uri; sid : 2009001; r ev : 3; ) 

#d i sabled by default far poss i bli t y of false pos i tives. Use o n l y if needed 

• 
#a l e rt te p $ EXTE RNAL_NET a ny - > $HTTP _SE RVERS $HTTP _PORT S (msg: " ET POLICY Login Crede ntia l s Possib l y Passed i n POST Data"; flo~, : es t a blishe d , t o_se r ve r ; cont e nt: " POST " ; dept h : 5; 
content : " I 0d 0a 0d 0a I "; cont e nt: " username= " ; d i stanee :0; noca se; content: "passwor d=" ; nocase; class t ype : policy- v i o l ation; r ef e r e nee: u r 1, doe . eme rgingthr ea t s . ne t / 2009004 ; 
r ef e r ence : ur 1 , M-n~ . eme r gingth reats . net/ egi - b i n / cvs1'i1eb . cgi / sigs / PO LICY / POLI CV _Pa ss_i n_uri ; s i d : 2009004; r ev : 4 ; ) 

#by Jona t han Sc he i dell 
#Pi ngdom. com i s a n othe r wi se l egit i mate or g t ha t does fr ee distr i buted pi ng monitor i ng 
#This s i g t.oli l l let you know i f yo u ' re being monito r e d . 

• 
#a l er t tc p $EXTERNAL_ NET a ny - > $HTTP _SE RVERS $HTTP _PORT S (msg: " ET POLI CV Pi ngdom. com Ma ni tor ing detec t ed" ; flOL'il : t o_se r ver, estab li shed ; cont e nt : "User-Agent I 3a I Pingdom"; nocase; 
e lass type : attempted- r eeon ; ref e r e nc e : u r 1, roya l . pi ngdom . com/ ?p=-46; r e f e r ence : u r 1, doc . eme r gingthr eats . net / 2003214; r e f e renc e : u r 1, Wl~Y. eme r gingthr eats . net / cgi-
b i n/ c vsweb . cgi / sigs / PO LICY / POLI CV _Pi ngdom_Moni t or i ng; s i d: 2003 214 ; r ev : 5; ) 

#Th i s wi ll te l1 you if a l oca i hos t i s s igne d up as a pi ngdom moni t or i ng node 

• 
#a l e rt t e p $HC»-1 E_NET any -> $ EXT ERNAL_NET $HTTP_PORTS (msg : .. ET POLI CY Pi ngdom . eom Moni t oring Node Ae t i ve " ; f10 1'il : t o_se r ve r ,establi shed ; content : "Use r -Agent [3a l Pi ngdom"; noc ase; 
e l asst ype : at t empted - r eeon ; ref e r e nc e : u r 1, roya l . pi ngdom. com/ ?p=46; r e f e r ence : u r l, doc . eme r gingthr eats , net / 2003215; r e f e r e nce : u r l , Wl~Y . eme r gi ngthr eats . net / cg i -
b i n/ e vsweb . egi / sigs / PO LICY / POLI CV _Pi ngdom_Moni t oring; s i d: 200321 5; r ev : 5; ) 

#Adde d by Fr ank Knobbe 

• 
##alert tc p $HOME_NET a ny -> $EXTERNAL_NET a ny (msg: " ET DELETED Pr os pe ro Chat Session in Pr og r ess " ; f10 1'il : established , to_se r ve r ; content : "PCHAT2 " ; offset: 0; de pt h: 7; cont e nt : " v=',. ; 
noease; off se t: 8; de pt h: 400; eo nt ent: " j v= ' "; noease; off se t : 8; de pt h : 400; eontent :" u= ' " ; noca se; off set : 8 ; dept h: 400; e l asstype: policy - vi olation; 
r ef e r ence : ur 1 , W!.'1\'ol . prospe r o. c om/ techno l ogy . htm; r e f e r ence : ur l , dcc . eme r ging th r eats . net/ 2001989; r e f erence : u r l , Wl'il'il . emergingt hr eats . net/ cg i - b i n/ cvswe b . cg i / sigs/ POLICY / POLI CV _Pro s pero_Cha t ; 
s i d:2001989; rev : 5; ) 

# Fr om Adam Hoga n 

• 
#a l e rt t e p $ EXTE RNAL_NET a ny - > $HTTP _SE RVERS $HTTP _PORTS (msg : " ET PO LI CY Proxy GE T Re quest"; flm'il : t o_ se r ve r ,establi s he d ; eontent : "GET http I 3a I / /"; noease; de pt h : 11; class t ype: ba d -
unknown; ref erence: ur l , doc . emerg i ngth r eats . ne t / 2001669 ; ref erence: ur l , LWM . emerg ingthrea t s . net / cgi-b i n/ c vsweb . cg i / s i gs / POL I CY / POLICY _Pr oxy; s id : 2001669; r e v : 8; ) 

# From Adam Hoga n 

• 
#a l e rt t e p $ EXTE RNAL_NET a ny - > $HTTP_SE RVERS $HTTP_PORTS (msg : " ET PO LI CY Proxy HEAD Request"; flo t.oi : t o_ se r ver ,es t a blished; cont e nt : "HEAO ht tp l 3a l//" ; noc ase; de pt h: 12; clas s t ype : bad -
unknown; ref er ence: ur l , doc . emerg i ngth r eats .net / 2001670; r ef erence: ur l , LWIW . emergingthrea t s . net / cgi-b i n/ c vsweb . cgi/ s i gs / POLICY / POLI CV _Pr oxy ; s id : 2001670; r e v : 9 ; ) 

#F r om Adam Hoga n 

• 
#a l e rt t e p $ EXTE RNAL_NET a ny - > $HTTP_SE RVERS $HTTP_PORTS (msg: " ET PO LI CY Proxy POST Request"; flm,, : t o_ se r ver ,es t a blishe d; cont e nt : "POS T ht tp l 3a l//" ; nocase; de pt h: 12; class t ype : bad -
unknown; r ef er enc e: ur l , doc . emerg i ngth r ea ts .ne t / 2001674 ; r ef erence: ur l , LWIW . eme r g ingthrea t s . net / cgi-b i n/ c vsweb . cg i / s i gs / POLICY / POLI CV _Proxy ; s id : 2001674 ; r e v : 8 ; ) 

# Fr om Adam Hoga n 

• 
#a l e r t te p $ EXTE RNAL_NET a ny - > $HTTP_SE RVERS $HTTP_PORTS (ms g : " ET PO LICY Proxy CONN ECT Request " ; flow: to_ser ve r ,establishe d; content: "CONNEC T " ; nocase; de pt h: 8 ; classtype: bad-
unknown; ref er ence: ur l , doc . emerg i ngthreats . ne t / 200167S; r ef erence: ur l , 1w,w . emerg ingthrea t s . net / cgi-b i n/ c vs v, eb . cg i / s i gs / PO LI CY / POL I CY _Pr o xy ; s id : 2001675; r e v : 7 ; ) 
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#by Ma r kus Ma nz ke 
#HTTP- TRACE Reque s t 

• 
a l e r t t cp $ EXTE RNAL_ NET a ny - > $HTT P_SERVE RS $HTT P_POR TS ( msg : " ET POLICY Proxy TRAC E Request - i nbound " ; flo1~ : to_se r ve r , esta blished ; cont e nt :"TRAC E "; nocase ; depth : 6; classtype : bad -
unknown; r e f e r ence: ur l , trrnw . emergingt hrea t s . ne t / cgi-b i n/ c vsweb. cg i / s i gs / POLI CY / POLI CY _Pr oxy; re fe r ene e: u r 1, doc . eme r g i ngt h r ea t s . ne t /2010766 ; s id : 2010766; rev : 9; ) 

#by Na r kus Na nzke 
#HTTP - TRAC E Reque s t 

• 
#alert t c p $Ho,,\E_NE T any -> $ EXTERNAL_N ET $HTTP_PORTS (msg :"ET POLI CY TRACE Req ues t - o utboun d"; flow: to_se r ve r , es t ablished; content : "TRACE "; nocase; dep th : 6 ; class t ype: ba d - unknown; 
refere nce : ur l , WL>J\1/ . eme rgi ngth reats . net / cgi -bin/ cvs 111eb. cgi / s i gs / PO LI CY/ PO LI CY _Proxy ; r e f e r ence: url , doc . eme r g ingt h r eat s . net / 2010767; s id: 2010767 ; r ev : 9 ; ) 

#BY Sa nd r o Re i s . 

• 
a l ert t cp $HOME_NE T a ny - > $EXTERNAL_NET $HTT P_PORTS (msg : "ET POLICY Poss i bl e Pr oxyShe ll Anonymous Access Co nnection" ; f101~ :esta b-lished ,to_se r ve r ; uricontent : " / serv ices / get_p r oxi es/" ; 
e l a ss t ype : policy-vio l ation; r e f e r ence : ur 1 , doc . eme r g i ngth r eats. net/ 2010969 ; r ef e rence: u r l , wwi.,i . eme r g i ngth r ea t s . ne t / cg i - bin/ cv s L11e b . cgi/ sigs / s i gs / POL I CY / PO LI CY _Pr oxyShe ll; s id : 2010969 ; 
r ev :2 ; ) 

#by 1r1a l do kit t y 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTERNAL_NET $HTT P_PORTS (msg:" ET POLICY Poss ib-l e Pr oxyShe ll Hide IP I ns t allat i o n f ile download" ; fl o1,1 :esta b-lished , t o_se r ve r ; co ntent : "GET " ; noc ase; 
depth : 4 ; uricon tent : "/ p roxyshell_hide_ i p_ setu p . exe" ; nocase; e l a sstype : policy -v i o l at ion; r ef e r enc e : u r l , L>I\WI . br m11 se r def e nde r . com/ fi l e/ 484661/ s i te/ putas18 . i nfo / ; 
r e f e re nce: u r l , doc . emergingth r eats . net/ 2010792; re f erence : ur 1, www . emerg i ngthreats. net/ cgi - bin/ cvs L11eb. cgi / s i gs / POL I CY / POLI CY _Pr oxyShe ll; s i d: 2010972 ; r ev : 3; ) 

#Seeing some bots and p r oxy evasio n a pps use these p r oxy j udges to f i nd t he i r way out 
#by Scot t y Meln i ck 

• 
a l e r t t cp a ny any -> any $HTTP_POR TS (ms g : " ET POLICY Pr oxy J udge Oi scove r y/ Evas i on ( prxjdg . cg i )" ; f101~ : estab-li shed, t o_se r ve r ; ur i content : "/ pr xjdg . cgi " ; nocase; c l assty pe:policy-
v i o l ation; re f e r e nce: ur 1, doc . e me r g i ngthr eats. ne t / 2003047 ; r efe r e ne e: u r 1, www . eme r gingt hreat s. ne t / cg i - bin / cvsweb. cg i / s i gs/ POLI CY / POLI CY _Pr oxy_Judge ; s i d : 2003047 ; rev : 3; ) 

#Seei ng some bots a nd p ro xy evas i on apps use t hes e p r oxy j udges to f i nd t he i r 1r1ay out 
#by Scot t y Me l n i c k 

• 
a l e r t t cp a ny any -> any $HTTP _PORTS (msg : " ET POLICY Pr oxy J udge Di s cove r y/Eva s i on (p r oxyjudge. cgi ) ., ; flow; establis he d , t o_ se r ve r ; u r i content : "/ proxy j udge. cgi" ; nocase; 
e lass t ype : policy-v i o la tion; r e f e r ence : url , doc . eme r g i ngth r ea t s . net/ 2003048 ; r ef e r ence: u r l , 1-Mll . eme r g i ngth r ea t s . ne t / cg i - b i n/ c vswe b . cgi/ s i gs / POLICY / POLI CY _Pr oxy_J udge; s i d : 2003048 ; r e v : 3; ) 

#by Je r emy a t sudosecur e 

• 
#alert t cp $Ho,,\E_NET any -> $ EXTERNAL_N ET $HTTP _PORTS (msg: "ET POLI CY Set fl 0111 on r a r f i l e ge t "; flow:est ablis hed , t o_ serve r ; con t e nt: "GE T "; dep th : 4 ; u r i con t e nt:" . ra r " ; cont e nt: " . r a r 
HTTP/ 1 . " ; f101;1bit s: set , ET . r ar _see n; f l o1·ib-i t s : no a l e r t ; class t y pe : t r o j an- a c tiv ity; re f e rence: u r 1, doc . emerg i ngthr e ats. ne t / 2008781; r eference : u r 1, \'11.,lhl . emergingth r eats. net/ cgi -
b i n/ cvswe b . cg i / sigs/ POLICY / POLICY _RAR_Fi l es; sid : 2008781; r ev : 3; ) 

#by J e r emy a t s udosecur e 

• 
#a l ert t c p $EXTE RNAL_N ET $HTTP_POR TS - > $HOME_NET a ny (msg :"ET POLI CY Poss ib l e Tr o j an File Downl oad bad r a r file head e r (nota valid r a r f ile )" ; flow:e stablished , from_se r ver; 
content : "Cont e nt-Type I 3a l a pplic a tion l 2f I octe t - s t r eam" ; con t e nt : " le d 0a 0d 0a 52 61 72 21 I " ; dista ne e :0; cont ent : ! " I l A 07 1 " ; ~ii thin: 2; cla ss t y pe : t r o j an -ac tiv ity ; r e fer e nc e : url , w,,..-.-i . win ­
ra r . com/ i ndex. php? i d: 24&kb,. l&kb_a r t ic l e_id:162; r ef e r e nc e : u r 1, doc . eme r g i ngth r e a t s. net / 2008782; r e f e r e nce : u r l , www . emergingth r eats. net/ cgi - bin / cvs 1-ieb . cgi / sigs / PO LICY/ PO LI CY _ RAR_F iles; 
sid :2008782; r ev : 2;) 

#by Je r emy a t s udosecur e 

• 
#alert t c p $EXTERNAL_NET $HTTP_POR TS -> $HOME_NET a ny (msg :"ET POLI CY Poss ib l e Tr o j an File Dol'ml oad - Ra r Re ques ted but not r ece i ved"; f10111 : establis hed,from_s e r ver ; 
flo1r1bits: isse t , ET. r a r _see n; f101r1bi t s :unse t , ET . r ar _see n; con t e nt : "200 OK " ; content : "Con t ent-Type I 3a l a pplicat i on l 2f j octet • s t r e am" ; content: ! " le d 0a ed 0a S2 61 72 21 l A 07 I "; 
e l a ss t ype : t roj an-activ i t y ; r ef e r e nc e : url , LI/\Wl . win - r a r . com/ index. ph p ?id:24&kb=l &kb_a r ticle_id::162 ; r eferenc e : ur l ,doc . eme rgi ngth r ea t s . ne t / 2008783; 
ref e rence: u r l , WLIIW . emergingth reats . net / cgi - b i n / cvs Neb . cgi / s igs / PO LICY/ POLICY _ RAR_File s; s i d : 2008783; rev : 3 ; ) 

#Submi tt e d by J ames As hto n 

• 
a l e r t t cp $ EXTERNAL_ NET a ny -> $HOME _NET 3389 (msg : " ET POLICY RDP connect i on request"; f1 01-i : t o_se r ve r ,estab li she d; conten t : " 103 1"; off set : 0; de pt h: 1 ; con t ent:" IE0 I " ; offse t : 5 ; 
depth : 1 ; classtype : mi se -activ i t y; r ef erence : url,doc. eme r g i ngthreat s. net / 2001329; r e f e r ence: ur 1 , wvNi . eme r g ingt h r eat s . net / cgi-bin / c vsweb. c g i / s i gs / POLICY / POLICY _ROP _Connections; 
sid :2001329; r e v :8; ) 

#Submi tted by J ames As ht o n 

• 
a l e r t t cp $HOME_NET 3389 -> $EXTERNA L_NET any (msg:" ET POLICY ROP connect i on confirm"; fl ow: from_se r ve r ,est ab li s hed ; cont e nt : " 103 1" ; o f fs e t : 0; de pth : 1 ; cont ent: " ID0 I" ; offse t : 5; 
depth : 1 ; c l asstyp e : mi se -activ i t y; r e f e r e nc e : ur l , doc . eme rgingthr ea t s . net / 2001 330; r e f e r e nce: ur l , wviw . eme r g ingt h r ea t s . net / cgi-bin/ c vs~1eb . cgi/s i gs / POLICY / POLICY_ROP _Connections; 
s i d : 2001330; r ev :8 ; ) 

#Submi tted by J ames Asht o n 

• 
a l ert t cp $ EXTERNAL_ NET a ny -> $HOME_N ET 3389 (msg : " ET POLI CY RDP di sconn ec t request"; f1 01-i : t o_ serve r ,esta bli shed; content: " 103 1" ; of fs e t : 0 ; de pt h : 1; con t ent :" 180 1"; offse t : 5; 
depth : 1 ; c l asstyp e : mi se -act i v i t y ; r ef e r e nce: ur l , doc. eme rg i ngt hreat s. net / 2001 331 ; r e f e r e nce: ur 1 , wvM . eme r g ingt h r eat s. net / cgi- b i n/ c vs~ieb. cg i / s i gs / POL I CY / POLICY_RDP _Connections ; 
s i d :2001331 ; r ev :8 ; ) 

#By Scot t Me lnic k 
#Users can co nnect t o r emot e mac hines by po r t f or111ard ing 3389 t hrough pe rsona! r out ers . 

• 
#a l ert t cp $00-'iE_NET any -> $EXTERNA L_NE T ! 3389 ( msg : "ET POLICY Remote Deskt op Connection v i a non ROP Po r t"; flo~i :est a blis hed , to_se r ver ; cont e nt : " 103 I " ; offset: 0; de pth : 1 ; 
content : "I E0 j " ; of fs e t : 5; dept h : 1 ; cont ent: "Cooki e I 3a I" ; offset: 11 ; de pth : 7; class t ype: policy -v i ol a t ion ; r ef e r e nce : ur l , doc . eme r gingt hr ea t s . net /2007571; 
r e f erence: u r l , WLIIW . eme r gingth r eats. net/ c gi - bin / cvs 1..ie b . cgi / s i gs / PO LI CY/ PO LICY _RDP _Connec tions; s id : 2007571; r e v : 5; ) 

#Matt Jonkma n 

• 
a l ert t cp $ EXTERNAL_ NET a ny - > $HOME _NET 1024 : 655 35 (msg : " ET POLICY Radmi n Remot e Cont r o! Sess i on Se tup I nit i ate"; fl ovi: es t ablishe d , t o_s e r ve r ; content : " 101 00 00 00 01 00 00 00 08 08 I" ; 
flovib i t s: set , BE. Radmin . Cha l l enge; class t ype : not - s usp i cious ; r eference: ur l , w1vw . r a dmi n . com; r e f e r e nce: url , doc . eme r g i ngt hreat s . net / 2003479; r e f er ence : url, LW/111 . eme r gingth r ea t s. ne t / cgi ­
bin/ cvsweb . cg i / sigs/ POLICY / POLICY _Radmi n; s id : 2003479; r ev : 4 ; ) 

#Matt Jonkma n 

a l e r t t cp $HOME_NET 1024 : 65535 - > $EXTERNA L_NET a ny (ms g : "ET POLICY Ra dmi n Remot e Cont r o! Sess i on Se tup Respon se " ; fl ov,b i t s : i sse t , BE. Ra dmin .Challenge; flow: es t ablis hed ,from_ se r ve r ; 
d siz.e: <50; cont e nt:" 101 00 00 00 25 00 00 02 12 08 02 00 00 0a 00 00 00 00 00 00 1 " ; flo\'ibit s: noa l ert ; c l asst ype : not - s usp i cious; r eference: u r l , w1:,,..i . r admin . com; 
r e fere nce : url,doc . eme r gingth reats . net / 2003480; re f e r enc e : url , www . eme r gingth r eats . net/ cgi - b i n/ cvs L11eb . cgi / s i gs / POLI CY / POLI CY _Radm in ; sid: 2003480; rev : 4; ) 

#Matt Jonkman 

• 
a l e rt t cp $ EXTERNAL_NET any -> $HOM E_N ET 1024:65S35 (ms g : " ET POLICY Radmi n Remo t e Cont ro! Sess i on Authe nt i cation Init i at e"; flow:e st a bli s he d ,to_se r ve r ; ds i ze: <20; content : " 101 00 00 00 
0 5 00 00 02 27 27 02 00 00 00 1 " ; f l 0111 b i t s: se t , BE. Radmin . Aut h . Cha ll enge ; c l as stype: not- s us picious; r e f erenc e : ur l , 1r1t1rt . radmin . com; r e f erence : u r l , doc . eme r ging th r eats . net / 2003481 ; 
r e ferenc e : u r l , wtl/\..i , eme r gingthreats. net/ cgi - bin / cvs 1..ieb . cgi / sigs / PO LICY/PO LICY _Radmi n; sid : 2003481 ; r ev : 4 ; ) 

#Matt Jonkma n 

• 
a l e r t t cp $HOME_NET 10 24 : 655 35 - > $EXTERNA L_NET a ny (ms g : "ET POLICY Radmi n Remot e Cont r o! Sess i on Authentication Respons e" ; flowb-its : isset , BE. Ra dmin .Aut h . Cha llenge; 
f l ow:est abli s hed,fr om_se r ve r ; d s i ze : <20 ; content: " 101 00 00 00 05 00 00 00 27 27 00 00 00 00 1"; flowbi t s : noa l e r t ; classtype : not - s uspicious; r e f erence : url , www . r admin. com; 
refere nce : u r l , doc . eme rgi ngthreats . net /2003482; r eference : ur 1, WL>J\..i . eme r g ingth r eats . net/ cgi -bin/ cvs web . cgi / s i gs / POL I CY / POLI CY _Radmi n; sid: 2003482; rev ! 4 ; ) 

#Matt j onkma n 

• 
##a l e r t tc p $HOME_N ET a ny -> $ EXTERNAL_NET $HTT P_PORTS ( msg : " ET DELETE D Rea l . com Game Ar c ade Insta ll (Use r age nt ) "; flow: establis he d,to_ se r ve r ; con t ent : " Use r -Ag ent \ : "; nocase; 
pe re:" / User - Age nt \ : [ "\n ]+ARCAOE_BUNOLE _OO.JNLOAOER/ i " ; c lass t y pe : policy- v i olation; r e f e r ence: url , doc . eme r g i ngt h r eat s . net / 2003045; r e f e r ence: ur 1 , L\IWW . eme rgingthrea t s . net / cgi -
b i n/ cvs \,1e b . cgi / sigs/ POLICY/ POLICY_Rea l . com_Game_I nsta ll s ; s id : 2003045 ; rev : 4 ; ) 

#Matt j onkma n 

• 
##a l e r t tc p $HOME_NE T a ny - > $ EXTE RNAL_NET $HTT P_ POR TS (msg:"ET OELET EO Re al. com Game Ar c ade Ins t a ll "; flow: es t ablis hed , t o_server ; content:" / gameconso l e/ bund l escripts /" ; class t ype: 
pol i cy -v i o l a t ion; r efe r e nce : ur l , doc . e me r gi ngt hr eats . ne t / 2003046 ; r ef e r e ne e: url ,WW1;1 , eme rgi ngth r eats . ne t / c g i -bin/ cvswe b . cg i / sigs/ POLI CY / POLI CY _Rea l . com_Game_Install s ; s i d : 2003046; r ev : 3; ) 

#pa r t of t he s t a t e machi ne sigs in EXPLOIT / Re al VNC 
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# 

#ale r t t cp $HO'\E_NET any -> $ EXTER NAL_NET any (msg: " ET POLI CY VNC Authent i cat i o n Successful"; fl moJbits : isset , BSvnc.aut h . agr eed; flmoJ :establi s hed; dsize : 4 ; c ont en t: " 100 00 00 00 1" ; 
dept h ; 4 ; flowbi ts : unset , BSvnc. a ut h . ag r eed; f l owbi ts : unse t , BSis . vnc, set up ; classtype: not - s usp i cious ; r ef erence : u r l , wi'IIY . e 1 . cam. ac. uk/ Research/ DTG/ att ar ch i ve /v nc / r f bprot o. pdf; 
ref e r e nce: u r l ,doc . eme rg i ngth reats . net/ bin/v i ew/Ma i n/ 2002922 ; r e f e r ence : ur 1 , ww1.oJ . emerg i ngthreat s . net/ cgi - bin / cvs web . cgi / s i gs / EXPLOIT / EXPLOIT _Rea l VNC; s i d: 20029 22; r ev : 5; ) 

#pa r t of t he s t a t e mach ine sigs in EXPLOIT / RealVNC 

• 
#ale r t t cp $HO'IE_NET any -> $ EXTERNA L_NET any (msg : "ET POLICY VNC Authent i cat i o n Fa ilu r e"; flowbit s: i sset , BSvnc .auth .agr eed ; flow: es t a blishe d ; ds i ze : <50; co ntent : " I 00 00 00 01 I"; 
dept h : 4; c l asst ype: attempt ed-admi n; r efe r e nce ! url , wt-M . cl . cam . ac. uk / Resea rc h/ OTG/ atta r c hi ve /vnc / r f bp r o t o . pdf ; ref e r e nce: ur l , doc . eme rgingth reats . ne t / bin/v iew/Main/ 2002920; 
ref e r e nce: u r l ,WL""" · eme r g i ngth r eat s . net / cgi-b i n / cvs1"e b . cgi / sigs / EXPLOIT / EXPLOIT_Rea l VNC; sid : 2002920 ; r ev : 5; ) 

#by ma r cus at unso be r 
#ref: 0d805713a6f 969a3675d5776c7b2c4df 

a l e r t tc p $HOME_NET a ny - > $ EXTE RNAL_NET $HTT P _PORTS (msg: " ET POLICY Rerno teS py . com Upl oad Detect "; fl ow: establ i shed , to_se r ve r ; content: "POST " ; dept h : 5; u r icontent : "up l oad . php"; 
cont e nt : "I 0d 0a IHost I 3a I WWl'I . remotespy . c om I 0d 0a I"; classt y pe: t roj an-ac tiv i t y ; r ef erence; u r l ,doc. eme r gingt hr ea t s . net / 2008406; r e f e r e nce: u r l , www .eme r gingth r eats . net / cg i ­
bin/cvs\>1eb . cgi / sigs/ PO LICY / PO LICY _Remotespy. com; s id : 2008406; r ev : 6; ) 

#Matt Jonkma n, modif i ed by jho l g ui n ( t b -secu r ity ) 
#Th i s is a comme r c i a! product, but 1"e see it ve ry often used i n ma l wa r e . Send t his email on i nstall 
# 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET 25 (msg:" ET POLI CY SC-Keylog Key l ogge r Installed - Se nd ing I ni tial Email Repo r t "; f101,1 : es t a blis hed,to_se r ver ; cont e nt:" I nstallation o f SC-Keylog 
on host " ; nocase; content : " <p>You wi ll r ece i ve a l og r eport eve r y " ; nocase; classtype : t roj a n-activ ity ; r efe renc e : ur l , www .soft - ce nt ral. net / key l og. ph p; 
ref e r e nce: u r l , doc . emergingthreat s . net / 2002979; re f e r ence : ur 1, WLw• . eme r g ingthreats. ne t / cgi -b i n/ cvs L"eb . cgi / s i gs / PO LI CY / POLICY _SC - Key l og; s i d : 2002979; r e v : 4 ; ) 

#by j hol gu i n ( t b-secur ity ) , r e d5d466779b27c f c8e68c73145c5f3b36 
# 

a l e r t tc p $HOME_NET a ny - > $ EXT ERNAL_N ET 25 (msg: " ET POLICY SC-Keylog Key l ogge r Installed - Se nd ing Log Email Repo r t "; f101>1 :establishe d,to_ser ve r ; content: "SC- Ke yl og l og r e port"; 
nocase; cont e nt : "See attac hed file " ; noc ase; content : " . l og"; nocase; c l asstype: t roj an-act i v i t y; r efe r e nce: ur l , L,nwi . soft - c e nt r a l . net / keylog . ph p; 
ref e r e nce: u r l , doc . emergingthreat s. net/ 2008348; r e f e r ence : ur 1, WL>J\'I , emergingth rea t s. ne t / cgi-bin/ cvs L"eb . cgi / s i gs / POLI CY / POLICY _SC- Key l og ; sid : 2008348; r e v : 2; ) 

# by ma tt Jonkman 
#TLS/ SSL St ate Ma c hi ne fa r 8081 an d up 
#if yo u have sess i ons t hat do NOT t r i p this please l et me know. 
#I on l y know t hi s wi ll wo r k fa r sslv2, ss l v3, a nd mos t TLS. 
#Add i ng t hese s i gs t o p r e ve nt known ss l port s from being i ncluded . You ma y need t o d uplica te some of t hese 
# t o exc l ude knm~n ss l t raff i c in your e nv i ronme nt . 
#You can a l so avo i d false s by s uppress i ng sigs 2003002-5 fa r t he hosts tha t you expec t unu sua l port SSL t o / from 

• 
#a l e r t tcp $HO'IE_NET any · > $ EXTE RNA L_NET 443 (msg: "ET POLICY Known SSL t r a ffic on po r t 443 being excluded from SSL Al e r t s"; flow: es t a blishe d,to_ser ver; flowbit s : noa l e r t; 
floi,Jb i t s: set, BS. SSL . Known . Port; cla s stype : not-suspic i o us; r ef erence: u r l , doc . eme r g ingth r eats . net/ 2003026; ref e rence: ur l , wtM . eme r gingth r eats . net / cg i -
b i n/ cvswe b . cg i / sigs/ POLICY / POLI CV _SS L_ TLS_on_H igh_Po r t ; s i d : 2003026 ; r ev : 5; ) 

#by matt Jonkman 
#TLS/ SSL Sta te Ma c hi ne fa r 8081 and up 
# if yo u have sess i ons t hat do NOT t rip th i s p l ease l et me know. 
#I on l y know t h i s wi ll vro r k f a r sslv2, ss l v3, and mos t TLS . 
#Addi ng t hes e s i gs to p r e ve nt known ss l port s f rom being i ncluded. You ma y need t o duplic a t e some of t he se 
#t o e xc l ude knm\!n ss l t r a f fic in you r e nv i ronme nt . 
# Vou can a l so avo i d f a l ses by s upp r ess i ng s i gs 2003002-5 fa r the hosts t hat you expect unu sual po r t SSL t o / from 

• 
#a l e r t t cp $HO'IE_NET any · > $ EXTERNA L_NET 9001 (msg:"ET POLICY Known SSL t raff i c on por t 9001 (aol ) being exclude d from SS L Al e r ts"; fl o1~:established,to_ser ve r ; f101\!b i ts:noa l e rt ; 
f l owbi ts : set , BS. SSL . Knov,n . Port ; c l as stype: not -suspicious ; r ef e r e ne e: u r l , doc. emergi ngt hreat s. ne t / 2004598 ; r eference: ur l , www .emer gingth r eats . net / cg i -
bin/ cvswe b . cgi/ sigs/ PO LI CY / POLI CY _SS L_ TLS_on_High_Port; s i d : 2004598; r ev :4; ) 

# by ma tt Jonkman 
#TLS/ SSL State Ma c hi ne fa r 8081 a nd up 
# i f yo u have ses s i ons that do NOT t r i p thi s plea se l et me know. 
#I on l y know t h i s wil l wo r k f o r ss l v2, ss l v3, a nd mos t TLS. 
#Add i ng t hese s i gs t o p r e ve nt kn own ss l ports f rom being i ncluded. You ma y need t o duplicate some of t hese 
#to exclude knoL~n ss l t raffic i n your e nv i ronme nt . 
#You can a l so avo i d falses by s uppress i ng s i gs 2003002-5 f a r t he hos ts t hat you expect unu sual po r t SSL t o / from 

• 
#ale r t t cp $H01E_NET any •> $ EXTER NA L_NET 8000 (msg: " ET POLI CY Known SSL t ra ff i c on po r t 8000 be ing exc l uded f r om SSL Al e rt s"; fl m\! :establis hed, to_se r ve r ; f1 01\!bits:noaler t; 
floi,Jb i ts : set ~ BS . SSL. Knov,n . Port ; c las s t y pe : not -susp i cious; r ef e r e nce: url , doc . emergingt hreat s. net / 2003027 ; r eferenc e : ur l , 1,rww . eme r gingth r eats. net / cg i -
bin/ cvsweb . cgi / s igs/ POLICY / POLI CV _SSL_ TLS_on_High_Po r t; s i d : 2003027; r ev : 5; ) 

# by ma tt Jonkman 
#TLS/ SSL State Ma c hine fa r 8081 a nd up 
# i f yo u have sessions t hat do NOT t r i p this please l et me knm>1 . 
#I on l y know t h i s wi ll wo r k fa r sslv2, ss l v3 , and mos t TLS. 
#Addi ng t hese s i gs t o p r e ve nt kn own ss l ports from being i ncluded . You ma y need t o d uplica t e some of t hese 
#to exclude knmm ss l t r aff ic i n your e nv i ronme nt . 
#You can a l so avoid fal se s by s uppress i ng sigs 2003002 - 5 fa r t he hos ts t hat you expect unu sual port SSL to / from 

• 
#ale r t tcp $00'\E_NET any -> $ EXTERNA L_NET 8080 (msg: " ET POLICY Known SSL t raff i c on po r t 8080 being excluded from SSL Al e rt s"; fl oN:establis hed, t o_serve r ; f1 01\!bits:noaler t; 
floi,Jb i ts : set ~ BS. SSL . Knoi,,n . Port; clas s t y pe: not -sus pic i o us; r ef e r e nce: url , doc . emergingt h r eat s . net / 2003028; r eferenc e : ur l , 1,rww . eme r gingth r eats . net / cg i -
b i n/ cvswe b. cg i / sigs/ PO LICY / POLICY _S SL_ TLS_on_High_Po r t; s i d : 2003028; r ev : 5; ) 

#by matt Jonkman 
#TLS/ SSL St a t e Ma c hine fa r 8081 a nd up 
#if yo u have sess i o ns t hat do NOT t rip this please l et me know. 
#I on l y kno1,1 t h i s wi ll 1,1o r k f a r sslv2 , ss l v3, a nd mos t TLS. 
#Add i ng t hese s i gs t o p r e ve nt known ss l ports from being i ncluded . You ma y need t o duplica t e some of t hese 
#to exc l ude knm\! n ss l t r a f fic in your e nv i r onment . 
# Vou can a l so avo i d false s by s upp r ess i ng s i gs 2003002 -5 far t he hos t s t hat you expect unu sua l po r t SSL t o / from 

• 
#ale r t tcp $HOME_NET any · > $ EXTERNA L_NET 8200 (msg:"ET POLICY Known SSL t raff i c on po rt 8200 be i ng exc l uded from SSL Al e rt s " ; fl oN:estab lis hed ,to_se r ve r ; fl m"bi t s: noale r t ; 
floi,Jb i t s: set , BS. SSL. Knov,n . Port; clas s t y pe: not -susp i c i o us; r ef e rene e: u r l , doc . e me rgingt hr eat s . ne t / 2003029 ; r eferenc e : ur l , www . eme r gingth r eats . net / cg i -
b i n/ CVS\'le b . cgi / sigs/ PO LI CY / POLI CV _S SL_ TLS_on_High_Po r t; s i d : 2003029; r ev : S; ) 

# by matt Jonkman 
#TLS/ SSL State Ma c hi ne fa r 8081 and up 
# i f yo u have sess i ons t hat do NOT t r i p thi s plea se le t me know. 
#I on l y know t h i s wil l 1,,o r k f o r ss l v2, ss l v3, a nd mos t TLS. 
#Addi ng t hese s i gs t o p r e ve nt kn own ss l port s from being i ncluded. You rna y need t o duplica t e some of t hese 
#to exclude known ss l t raff i c i n your e nv i r onme nt . 
#You can a l so avo i d f a l ses by s upp r ess i ng s i gs 2003002-5 f a r t he hos ts t hat you expec t unu sual port SSL t o / from 
# 

#ale r t t cp $HO'IE_NET any · > $ EXTE RNA L_NET 8443 (msg:"ET POLI CY Known SSL traff i c on po r t 8443 be ing exc l uded from SSL Al e rt s"; f1 01\! :establis hed ,to_se r ve r ; fl m"bits: noalert; 
flo1,1b i ts : set , BS . SSL . Known. Port ; c las s t y pe : not-susp i c i o us; r ef e r e nce: u r 1, dcc . eme r gingt h r eat s. net / 2003030; r efe r e nc e ; ur l , www .emer gingth r ea ts . net / cg i -
bin/ cvs \>1eb . cg i / s i gs/ POLICY / POLI CV _SS L_ TLS_on_High_Po r t; sid: 2003030; r ev : 5; ) 

# by ma tt Jonkman 
#TLS/ SSL State Ma c hine fa r 8081 and up 
# i f yo u have sess i ons t hat do NOT t rip this please l et me know. 
#I on l y know t h i s wi ll 1,,o r k fa r sslv2, ss l v3, a nd mos t TLS. 
#Add i ng t hese s i gs t o p r e ve nt kn own ss l ports from being i ncluded . You ma y need t o duplic a te some of t hese 
# t o exclude knOL\! n ss l t raffic i n your e nv i ronme nt . 
#You can a l so avo i d false s by s upp r ess i ng s i gs 2003002-5 f o r t he ho s t s t hat you expec t unu sual port SSL t o / f r om 

• 
#a l e r t tcp $00-'iE_NET any -> $ EXTER NA L_NET 5222 (msg :"ET POLICY Known SSL t r aff i c on por t 5222 ( J a bber ) be i ng exc l ud ed from SSL Al e rts" ; flow:established , to_se r ve r ; flo~~bits : noale r t ; 
flo1,1b i ts : set~ BS . SSL . Known . Port ; clas stype: not -sus p i cious; r ef e r e nc e: url , doc . emergingthr eat s . net / 2003031 ; r efe r e nc e : ur l , www .emer gingth r eats . net / cgi-
bin/ c vswe b. cgi / s igs/ POLICY / POLI CV _SS L_ TLS_on_High_Po r t; s i d : 2003031 ; r ev : S; ) 

# by ma tt Jonkman 
#TLS/ SSL State Mac hi ne fa r 8081 a nd up 
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# i f yo u have sessions that do NOT t rip th i s pl ease l et me know. 
#I on l y know t h i s wi ll 1-1o r k f a r sslv2, ss l v3, and mos t TLS. 
#Add i ng t hese s i gs t o pr e vent known ssl port s f rom be ing i ncluded . You may need t o d uplicate some of t hese 
#to exclude kn own ss l traffic i n you r e nvi r onme nt . 
#You ca n a l so avo i d f a l ses by supp r essing sigs 2003002 - 5 fo r the hos ts t hat you expect unus ua l port 5SL to/ f r om 

• 
#alert t cp $1-K»1E_NET any -> $EXTERNAL_NET 5223 (msg:•'ET POLICY Known SSL t r affic on po r t 5223 ( Jabber ) being exclud ed fr om SSL Ale r ts " ; flow:establishe d , t o_se r ve r ; flowbits: noa le r t; 
flo1-ibi ts : set , BS. SSL. Kn own . Po r t; classtype : not- s usp i c ious ; refe r enc e : url , doc. eme r gi ngthr eats . net / 200303 2; refe r ene e: ur l , www . emergingth r eat s . ne t / cgi-
b i n/ cvsweb . cgi / sigs / PO LICY/ POLI CY _SS L_ TLS_on_H i gh_Po r t ; sid : 2003032; r ev : 5; ) 

#by matt Jonkman 
#TLS/ SSL St a t e Mac hine for 8081 an d up 
# i f you have sessions t ha t do NOT t rip th i s pl ease l et me know. 
#I on l y kno1-1 t h i s wi ll 1-1o r k f a r sslv2, sslv3, a nd mos t TLS. 
#Add i ng t hese s i gs t o prevent known ss l port s fr om be ing i ncluded . You may need t o d uplicate some of t hese 
#to exclude kn oi,in ss l traff i c i n your env i r onme nt . 
#You ca n a l so avo i d f a l ses by supp r essing sigs 2003002-5 f o r the hos ts t hat you e xpect unus ua l port SS L to/ f r om 

• 
#aler t tcp $!-I0'-1E_NET any -> $EXTE RNAL_NET 2967 (msg: " ET POLICY Known SSL t raff ic on po r t 2967 ( Syma nt ec ) be ing excluded fr om SSL Al erts " ; flow: esta blished , t o_serve r ; flo\vbits: noa l ert ; 
flowbi ts : set , BS. SSL. Kn own . Po r t; classtype: not - s uspicious ; re fe r ence: url , doc. eme r gi ngthr eats . net / 2003033 ; refe rence: ur l , W\'fW . emergingth r ea t s. ne t / cgi-
b i n/ cvsweb . cgi / sigs / PO LICY/ POLI CY_SSL_ TLS_on_Hi gh_Po r t ; sid : 2003033; r ev : 4 ; ) 

#by ma t t Jonkman 
#T LS/ SSL Sta t e Mac hine fo r 8081 an d up 
# i f yo u have sessions t ha t do NOT t rip th i s pl ease l et me know. 
#I onl y know t h i s wil l wo r k f o r ss l v2, ss l v3 , and mos t TLS. 
#Add i ng t hese s i gs t o prevent known s s l port s f rom be ing i ncluded . You may need t o duplicate some of t hese 
#to e xclude kn oL,i n ssl traffic i n your env i r onme nt . 
#You ca n a l so avo i d f a l ses by supp r essing sigs 2003002 - 5 fo r t he hos ts t ha t you expect unus ua l port SS L t o/ f r om 

• 
#alert tc p $1-K»-1E_NET any -> $EXTERNAL_NET 3128 (msg: " ET POLICY Known SSL t r affic on po r t 3128 ( pr oxy ) be i ng excluded from SSL Al e r ts"; fl mv: establi shed, to_se r ver; flo~Jbits :noale r t; 
flowbi ts : set , BS. SSL. Kn own . Po r t; clas stype: not -s usp i c ious; r eferenc e : url , doc . eme r gingthr eats . net / 200303S ; refe r ence: ur l , W\wt . emergingth r eat s . ne t / cg i -
b i n/ cvsweb . cgi / sigs / PO LICY/ POLI CY _SS L_ TLS_on_H i gh_Po r t ; sid : 2003035; r ev : 4 ; ) 

#by ma tt Jonkman 
#TLS/ SSL Sta t e Mac hine fo r 8081 a nd up 
# i f yo u have sessions t ha t do NOT t r i p th i s pl ease l et me know. 
#I on l y know t h i s wi ll wo r k f o r sslv2, ss l v3, a nd mos t TLS. 
#Add i ng t hese s i gs t o p r e vent known ss l port s fr om being i ncluded . You may need t o d uplicate some of t hese 
#to exclude kn oi,in ss l t raffic i n your env i r onme nt . 
#You ca n a l so avoid f a l ses by suppr essing sigs 2003002-5 f o r the hos ts t hat you expect unus ua l port SS L to/ f r om 

• 
#alert t cp $00-,E_NET any -> $EXTE RNAL_N ET 8080 (msg:"ET POLICY Known SSL t raff i c on po r t 8080 ( pr oxy ) be i ng exc l uded from SSL Al e r ts"; f l ow:establi shed,to_se r ve r ; flovJbits:noa l ert ; 
flo1-ib i ts : set, BS. SSL. Kn own . Po r t; classtype : not - s uspicious; r efe r enc e : u r 1, doc. eme r gi ngt hr eat s . net / 2003036 ; reference: url , W\'fW . emergingt h r eats. ne t / cg i -
b i n/ cv s1te b . cgi / s i gs / PO LICY/ POLI CY_SSL_ TLS_on_Hi gh_Po r t ; sid : 2003036; r ev : 4; ) 

#by matt Jonkman 
#TLS/ SSL Sta t e Mac hine fo r 8081 an d up 
#if yo u have sessions t ha t do NOT tri p th is pl ease l et me know. 
#I onl y know t h i s will wo r k f o r ss l v2, ss l v3, a nd mos t TLS. 
#Adding t hese s i gs t o prevent known ss l port s fr om be ing i ncluded . You may need t o duplicate some of t hese 
#to exc l ude kn mvn ssl traffic i n you r env i r onme nt . 
#You ca n a l so avoid f a l ses by supp r essing sigs 2003002-5 f a r t he hos ts t ha t you expect unu sua l port SS L to/ f r om 

• 
#aler t tc p $!-I0'-1E_NET any -> $EXTE RNAL_NE T 8292 (msg :"ET POLICY Known SSL t r affic on po r t 8292 ( Bl oom berg ) being excluded from SSL Al er t s" ; f101~ : est ab li s hed,to_se r ve r ; flowbits: noa l e r t ; 
flo1-ib i ts: set , BS. SSL. Kn o1-m . Po r t; cla sstype: not - s us pic ious; refe r ence : u r 1, doc. eme r g i ngthr e at s . net / 2003037 ; ref e rence : url , www . emergingthrea t s . net / cgi-
b i n/ cvsweb . cgi / sigs / PO LICY/ POLICY_SSL_ TLS_on_Hi gh_Po r t ; sid : 2003037; r ev : 4 ; ) 

#by matt Jonkman 
#T LS/ SSL Sta t e Mac hine fo r 8081 a nd up 
# i f yo u have s e ssions t ha t do NOT t r i p th is p l ease l et me knm~. 
#I onl y know t h i s wi ll wo r k for ss l v2 , s s l v3 , and mos t TLS. 
#Add i ng t hese s i gs t o p r e vent known ssl port s fr om being i ncluded. You may need t o duplicate some of t hese 
#to exclude kn mvn ssl traffic i n you r env i r onme nt . 
#You ca n a l so avo i d f a l se s by supp r es s i ng sigs 2003002-5 fo r t he hos ts t ha t you e xpect unu sua l por t SS L to/ f r om 

• 
#a lert tc p $H0'-1 E_NET any -> $EXTERNAL_NET 8294 (msg:"ET POLICY Known SSL t r a ff ic on po r t 8294 ( Bl oom be rg ) be i ng excluded from SSL Al erts " ; flm~ : est ab lished,to_ se r ve r ; flowbits :noa l e r t ; 
flo~ib i t s : set , BS. SSL. Kn own . Po r t ; classtype : not-s uspi< ious; r efe rene e : u r l , doc . eme r gingthr eat s . net / 2003038 ; reference: ur l , www . emergingth r ea t s . ne t / cg i -
b i n/ cvsweb . cgi / s i gs / PO LICY/ POLI CY _S SL_ TLS_on_Hi gh_Po r t ; sid : 2003038; r ev : 4 ; ) 

#by matt Jonkman 
#TLS/ SSL Sta t e Mac hine fo r 8081 an d up 
# i f yo u have s essions t ha t do NOT t rip th i s pl ease l et me know. 
#I on l y know t h i s wi ll 1-1o r k f a r sslv2 , ss l v3, and mos t TLS. 
#Add i ng t hese s i gs t o p r e vent known ss l port s fr om be ing i ncluded . You may need t o d uplicate some of t he se 
#to e xclude kn own ss l traff ic in your e nv i r onme nt . 
#You ca n a l so avo i d f a l ses by suppress i ng sigs 2003002 - 5 fo r the hos ts t ha t you expect unus ua l port SS L t o/ f r om 

• 
#aler t tc p $001E_NET any -> $EXTERNAL_NET 1521 (msg:"ET POLICY Known SSL t r aff i c on po r t 1 521 (Or ac l e ) being excluded fr om SSL Ale r ts " ; flow:establishe d , t o_se r ve r ; flowbits: noa le r t; 
flo1-ibi ts : se t , BS. SSL . Kn own . Po r t; classtype : not-s usp i c ious ; r eferenc e : url , doc . eme r gi ngthr eats . net / 2003934 ; refe r ene e: ur l , wrtw . eme r gingth r eat s . net / cg i -
b i n/ cvsweb . cgi / s i gs / PO LI CY/ POLI CY _SSL_ TLS_on_H i gh_Po r t ; sid : 2003934 ; r ev : 4 ; ) 

#by matt Jonkman 
#TLS/ SSl St a t e Mac hine for 8081 an d up 
# i f yo u have sessions t ha t do NOT t r i p th i s pl ease l et me know. 
#I on l y kno1-1 t h i s wi ll 1-1o r k f a r sslv2, sslv3, a nd mo s t TLS. 
#Add i ng t hese s i gs t o p r event known ss l port s fr om be ing included. You may need t o d uplica t e some of t hese 
#to e xclude kn oi~n ss l t r affic i n your env i r onme nt . 
#You ca n a l so avoid f a l ses by suppress i ng sigs 2003002-5 far t he hos ts t hat you expect unus ua l port SS L to/ f r om 

• 
#aler t t cp $HOME_NET any -> $EXTERNAL_NET 995 (msg : " ET POLICY Knovm SSL t r aff ic o n port 995 ( i maps ) being exclude d from SSL Al erts"; fl ov .. : es t ablished,to_se r ver; fl owbits : noa l ert; 
flowbi t s : set , BS. SSL. Kn own . Po r t; classtype: not - s uspicious ; re fe r enc e : url , doc. eme r gi ngthr eats . net / 2008 543 ; refe r ene e: ur l , W\'fW . emergingth r eats. ne t / cgi-
b i n/ cvsweb. cgi / sigs / PO LICY/ POLI CY_SSL_ TLS_on_Hi gh_Po r t ; sid : 2008543; r ev : 2; ) 

#Clie nt He llo 

• 
#alert t cp $H0'-1 E_NET any -> $EXTERNAL_NET 1024 :65535 (msg : " ET POLICY TLS/ SSL Cl i e nt Hello on Unusua l Po r t TLS" ; f1 01tbits: i s not set, 8S . SSL. Known . Po r t ; 
flo~ibits:isnotset ,BS.SSL. Cl ient.He llo; f1 01v:es t abli shed,to_server; content : " 116 03 01 1" ; depth : 3; content:" 101 1" ; within :6; cont e nt: " 103 01 1·· ; wi t h in :5; 
f101-ibi ts: set, BS. SSL. Cl i ent . Hello; f101-1b i t s : noa l ert ; clas s t ype: unusua l -c lie nt-po r t -connection; r efe r e nc e : u r l , doc. eme r gingth reat s. net / 2003002; r e f e r e nce : u r l , wivw . eme r g i ngth reats . ne t / cg i ­
b i n/ cvsweb . cgi / sigs / POL ICY/ POLI CY _SSL_ TLS_on_Hi gh_Po r t ; sid : 2003002; r ev : 8; ) 

#Client He llo 

#aler t tc p $H0'-1E_NET any -> $EXTERNAL_NET 1024 :65535 (msg:" ET POLICY TLS/ SSL Cl i e nt Hello on Unusua l Po r t SSLv3"; f1 01vb i t s ; i sno t set,BS.SSL. Kno1~n. Po r t ; 
flo~ib i ts : isnotset ,BS.SSL.Cl ient.He llo; f1 01v:es t abli shed,to_server; cont ent : " 116 03 00 1" ; depth:3; content:" 101 1"; withi n :2; cont e nt:" 103 00 1"; wi t h in :3; 
f101-Jbi ts : set , BS. SSL. Cl i ent. Hello; f101-1b i ts : noa l er t; clas stype: unus ua l -c lie nt-po r t -connection; r efe r ence : u r l , doc . eme r gingth r e at s. net / 2003003; r e f erence: ur l , wivw . emerg i ngt hreat s . ne t / cg i ­
b i n/ cvsweb . cgi / sigs / PO LICY/ POLI CY _SS L_ TLS_on_H i gh_Po r t ; s i d : 2003003; r ev : 8 ; ) 

#Clie nt He llo 

• 
#aler t t cp $HOM E_NET any -> $EXTERNAL_NET 1024 : 65535 (msg:" ET POLICY TLS/ SSL Cl i e nt Hello on Unusua l Po r t Case 2" ; f101-ibits : isnotset , BS.SSL. Knm'in , Port ; 
flo~,b i ts: i snotset , BS . SSL . Client .Hello; f1 01v: es t abli s hed; con t e nt: " I 01 03 01 I"; dept h: 5; offse t : 2 ; f101vbits: s et,BS . SSL. Cl i e nt . Hello ; fl m'ib i ts: noa lert; class t ype : unus ua l - client - port­
conne ction; r ef e r ence : u r l , doc . eme r g i ngt hr eat s . net / 2003004; r ef e r ence: ur l , Wl'll'i . eme r gingthr eats . net / cg i - bi n/ cvsweb. cgi / sigs / POLICY / POLICY _SS L_ TLS_on_High_Port; sid : 2003004 ; r ev : 8; ) 

#Cl i ent He llo 

• 
#aler t t cp $00-,E_NET any · > $EXTE RNAL_NET 1024: 65535 (msg : " ET PO LICY TLS/ SSL Client Hello on Unu sua l Port SS l v3" j f l o1vb i t s : isno t set, BS . SS L. Kno1~n . Po r t ; 
f101-ib i ts : isnot set , BS . SSL .Cl ient . Hel l o; f l ow: es t abli s hed; con t e nt :" I 01 03 00 1 "; dept h : 5; flov,b i t s: set , BS .SSL. Client . He llo; flov,bi t s: noa l e r t ; classtype: unus ua l - c lie nt - po r t - connec t i on; 
r efere nce : u r 1, doc. eme r gingth r eat s . net /2003005; r eference: url, WL>J\" . emer g ingthr eats. ne t / cgi - bin/ cvs ive b . cgi / sigs / POLICY / POLICY _SSL_ TLS_on_High_Port ; sid : 2003005; r ev : 9; ) 
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#Client Key exch a nd setu p 
#disa bl ed t he f i rs t t 1.,,o , unnecessary. Ca n r emove t hese once we ' re s ur e they ' r e not nee ded 

• 
#alert t cp $HOM E_NET a ny -> $ EXT ERNAL_N ET 1024: 65535 (msg:" ET POLICY TLS/ SSL Client Key Exc ha nge on Unu sua l Port "; flowb i t s:isset,BS . SSL. Cl i ent. Hello; flow:est ablished ; cont e nt : " 116 03 
01 I"; content : " I 10 I"; 1,,, i t hi n :6; c la sstype : unus ual-client- port -conne ct ion; r ef e r ence : ur l , doc .emergingthr eats. net/ 2003006; refe r e nce : u r l , \'i'l'il'ol . eme r gingthr eats. net/ cg i -
b i n/ cvS\'ieb . cgi / sigs/ POLICY/ POLICY _SS L_ TLS_on_High_Port ; sid : 2003006; rev : 8; ) 

#Client Key exc h a nd setu p 
#disabl e d t he f i r s t t wo , un necessary. Can r emove t hese once we 're s ur e t hey ' r e not needed 

• 
#ale r t t cp $HOME_NET a ny -> $ EXTERNAL_NE T 1024:65535 (msg:" ET POLICY TLS/ SSL Client Key Exc ha nge on Unu sua l Port 5S l v3" ; fl owbits:isset,85 . SSL.Client .Hello; flow:establis hed; 
content: "I 16 03 00 I"; content:" I 10 1 "; wi t hin : 6; flo1t1bi t s: noa le r t ; clas stype: unus ual-client - port - connec t ion ; re f e r e nce: ur l , doc . emerg i ngth r eats . net/ 2003007; 
ref e r e nce: ur l , wwN . emergingth r eats . net / cgi-bin / cvs web. cgi / s i gs / POLICY / POLI CV _SSL_ TLS_on_Hi gh_Por t ; sid : 2003007; rev : 8; ) 

#Client Key exch a nd setu p 
#disa bl ed t he fi r st t wo , un nece ssa ry . Can r emove t hese once we 're s ur e t hey ' r e not needed 

• 
#ale r t t cp $HOME_NET a ny -> $EXTERNAL_NE T 1024: 65535 (msg: "ET POLICY TLS/ SSL Client Ci phe r Set on Unus ua l Port"; fl owbi ts: i sset , 8S . SSL . Cl ient. Hello; flow: established; co nt ent:" I 14 03 01 
00 01 01 I"; f l owb i t s: set , 8S . SSL. Cl i ent . Cipher; floL,,, bit s : noa l e r t; c lasstype: unus ua l - e lient - por t - connection; re f erence: u r l , doc . eme r gingthreat s . net / 2003008 ; 
r e f e r e nce: ur 1 , wwN , emergingth r eats, net / cgi- b i n / cvs 1,,,e b . cgi / s i gs / POLICY / POLI CV _SSL_ TLS_on_Hi gh_Por t ; sid : 2003008; rev : 7; ) 

#Client Key exc h a nd setu p 
#disabl e d t he first t wo, unnecessa r y. Ca n r emove t hese once we ' r e s ure t hey ' r e not needed 

• 
#ale r t tcp $HOM E_NET a ny -> $ EXTERNAL_NE T 1024: 65535 (msg: " ET POLICY TLS/ SSL Client Cip he r Se t on Unus ua l Port 55lv3" ; fl m'ibits: i sset , 85 . SSL .Cl ient . He l l o ; f1 01,,, : established; co ntent :" I 14 
03 00 00 01 01 I "; flowbi ts: set , 8S, SSL. Cl ient. Cipher; flo L.,, bi ts : noalert; e lasstype: unusua l -c lie nt - port-connec t i on ; r efe r ence : url , doc . eme r gi ngthreats . net / 2003009 ; 
r e f e r e nce: ur 1 , W\""" . emergingth r eats . net / cg i - b i n / cvs 1.,,e b . cgi / sigs / POLICY / POLICY_SSL_ TLS_on_High_Por t; sid : 2003009; rev : 7; ) 

#Serve r Hello 
#also setting a f lowbi t no l onge r used. Can be removed i n a f e1,i 1t1eeks once we ' r e s ure it' s un used 

• 
#ale r t tcp $ EXTE RNAL_NE T 1024:65535 -> $HOME _NE T any (msg:" ET POLICY TLS/ SSL Se r ver He llo on Unusual Po r t"; f101,,,bits : i sset, 8S.SSL.Cl i e nt. He llo; flow: established ; content : " 116 03 011"; 
depth : 3; content : " I 02 I"; within : 6; content:" 103 01 I"; \'i i t hin : 6; flowbits : s e t, BS . SSL. Se r ver . Hello; f101'ib i ts : noale r t; classtype: unus ual - c lie nt-port-connection ; 
r e f e r e nce: ur 1 , doc , emergingth r eats, net/2003010; r e f e r e nce : ur l , W\WJ . emer g ingthr eats, net / cgi -bin/ cvs Ne b . cgi / sigs / POLI CY / POLI CV _SSL_ TLS_on_Hi gh_Port ; sid : 2003010; rev : 7; ) 

#Se r ve r He llo 
#also setting a f l owbi t no l onge r used . Ca n be r emove d i n a f eL'ol !rJeeks once we ' re s ure it's un used 

• 
#ale r t t cp $ EXTE RNAL_NET 1024:65535 -> $HOM E_NE T any (msg:" ET POLICY TLS/ SSL Se r ver He llo on Unusua l Po r t SS l v3"; flm,,,bits : i sset,85.SSL.C lie nt . Hello; f101rJ:established; cont e nt : " 116 03 
00 1" ; depth :3; content : " 102 1" ; wi t h i n :6; content :" 103 00 1" ; wi t h i n:6; flowbi ts:se t ,BS. SSL. Se r ve r . Hello; f101·,bi ts: noa l e r t ; classtype: un us ual-c lie nt-port-conn ec t ion ; 
r e f e r e nce: ur 1 , doc . emerg i ngth r eats . net/2003011 ; re f e r e nce: ur 1, W\.,...,, . emer gingthr e ats. net / cgi - b i n/ cvs 1.,,e b . cgi / sigs / POLI CY / POLICY _SSL_ TLS_on_High_Port; sid : 2003011 ; r e v : 7; ) 

#Se r ve r ce r t a nd key exc ha nge 
#Sett i ng a fl owbit no l onger us e d . Ca n be r emoved in a f ew we e ks 

• 
#ale r t t cp $ EXTERNAL_NET 1024:65535 - > $HOM E_NE T any (msg:" ET PO LICY TLS/ SSL Se r ver Ce r tificate Exc ha nge o n Unus ua l Po r t " ; f101t1bit s:isset , BS . SSL. Client . Hello; f101~:establi she d; 
content : "I 16 03 01 I"; content:" I 0b I "; wi t hi n: 6 ; e lasst ype: unusua l - cl ient- port-connection; r eference: ur l , do c. emergingt h reats. net / 2003012; r ef er ence: ur 1, LWNJ . emergi ngt hr eats. net / cgi ­
b i n/ cvs \\leb . cgi / sigs/ POLICY/ PO LI CY _SSL_ TLS_on_High_Port ; sid : 2003012; rev : 8; ) 

#Se r ve r ce r t a nd key exc ha nge 
#Setting a fl owbi t no l onger used . Can be r emoved in a f ew wee ks 

• 
#ale r t t cp $ EXTERNAL_NET 1024 :65535 - > $1·K)ME_NET any (msg:" ET PO LICY TLS/ SSL Se r ver Certifica t e Excha nge o n Unus ua l Po r t S5 Lv3" ; flowb i t s:isset,BS . SSL. Cl i ent . Hello; flow:est a blished ; 
content: "I 16 03 00 I"; content:" I 0 b I "; ,..ii t h in : 6; e lasst ype: unu s ua l -c l ient- port-connection; r efe r ence: url ,doc. emergingt h reats . net / 2003013; r efer ence: ur 1, 1w11r, . eme rgi ngthr e ats. net / cgi ­
b i n/ cvs \~eb . cgi / sigs/ POLICY/ POLICY _SS L_ TLS_on_High_Port ; sid : 2003013 ; r e v : 7; ) 

#Serve r ce r t a nd key exc hange 
#Sett i ng a fl owbit no l onge r use d . Ca n be r emoved in a f ew wee ks 

• 
#ale r t t cp $ EXTERNAL_NE T 1024:65535 -> $HOME_NET any (msg:"ET PO LI CY TLS/ SS L Se r ver Key Exc ha nge on Unu sua l Po r t " ; flowbits:isset,BS . SSL.Cl i ent.Hello; flow: establis hed ; content: " 116 03 
01 I"; content : " l0c I"; l'i i t hi n :6; fl o1.,,b i ts: set, 85 . SSL. Ser ve r . Key ; flowbits : noa l ert; c l asstype : unu s ua l - c lie nt- port- co nnection; r efe r e nce: ur l , do c . eme rgingt h reats . net / 2003014 ; 
ref erence: ur 1 , wwN . emergingth r eats, net / cgi-bin / cvs we b , cgi / s i gs / POLICY / POLI CV _SS L_ TLS_on_Hi gh_Por t ; sid : 2003014; rev : 7; ) 

#Se r ve r cert a nd key e xcha nge 
#Sett i ng a fl m'ibit no l onger use d . Can be r emoved in a f ew wee ks 

• 
#ale r t tcp $ EXTERNAL_NET 1024:65535 -> $HOME _NE T any (msg:" ET POLICY TLS/ SSL Se r ver Key Exc ha nge on Unu sua l Po r t 5S l v3" ; f1 01'ibi ts:isset , 8S . SSL.Clie nt .Hello; flow: established; 
cont e nt: " ) 16 03 00 1 ·· ; content:" I 0c I "; wi t hin: 6 ; flowbi ts: se t , 85 . SSL . Se r ve r . Key; f l o1.,,bi t s: noa l e r t ; classtype : un us ua l - c lie nt-por t • connection; 
r e f e r e nce: ur 1 , doc . emerg i ngth r eats, net/2003015; re f e r e nce : ur l , W\.,...,, . emer g ingthr eats, net / cgi-bin/ cvs 1.,,e b . cgi / sigs / POLI CY / POLI CV _SSL_ TLS_on_Hi gh_Por t; sid : 2003015; rev : 6; ) 

#Se r ve r ce r t a nd key exc ha nge 
#Setting a flm'ibit no l onger use d . Can be r emoved in a f ew we e ks 

• 
##a l e r t tcp $EXTERNAL_NET 1024:65535 -> $HOME_NET a ny (msg: " ET DELETED TLS/ SSL Se r ve r Hello Done on Unu sua l Port "; f101t1bits :isset,BS . SSL. Serve r .Key; flow: established; co ntent:" 116 03 
01 I"; conten t : " l0e I"; 1,,, i t hi n :6 ; fl owbi ts: set , 8S. SSL, Ser ver. He l l o. Do ne ; flowbi ts : noa l e r t; e l asstype : unus ua l - c lient - port-connection; r efer ence : ur l, doc . eme rgingthrea ts .net / 2003016; 
r e f e r e nce: ur 1 , W\.,...,, . emergingth r eats . net / cg i - b i n / cvs 1.,,e b . cgi / sigs / POLICY / POLICY_SSL_ TLS_on_High_Port; sid : 2003016; rev : 7; ) 

#Se r ve r ce r t a nd key exc ha nge 
#Setting a fl owbit no l onger used . Ca n be r emoved in a f ew wee ks 

• 
##a l e rt t c p $EXTE RNAL_N ET 10 24 :65535 -> $HOME_NET any (msg:" ET DELETED TLS/ SSL Se r ver Hello Oone on Unu sua l Port 55 Lv3" ; f1 01oJbi t s:isset ,8S . SSL.Serve r . Key; flo1\l :es t a blis hed; co nt e nt:"1 16 
03 00 I"; content : " I 0e I"; withi n: 6; flo,..,bit s: set, 8S . SSL. Se r ver . Hello. Done ; f101oJb i ts: noa l ert; c l as stype: unu s ua l - c lie nt - port - connection ; r e f e r e nce: u r l, doc . eme r gingt hr eats, ne t / 2003017; 
r e f e r e nce: ur l , WWl'i . emergingthreats . net / cgi-bin / cvs we b . cgi / sigs / POLICY / PO LI CY _SSL_ TLS _on_Hi gh_Por t ; sid : 2003017; rev : 6; ) 

#Serve r Cipher set 

• 
#ale r t t cp $ EXTE RNAL_NET 1024:65535 -> $HOM E_NE T any (msg:"ET POLICY TLS/ SS L Se r ver Ci phe r Se t on Unus ua l Port"; fl m.,,bits: i sset , 85 . SSL. Clien t . Ciphe r ; flow:establis hed; content : " 114 03 
01 00 01 I"; fl owbi t s: set, 8S . SSL. Es t ablished; flowbi t s: noa l e r t; class t ype : unu sua l - client -po r t-co nnect i on ; re f er ence : ur l ,doc. emergi ngth r eat s . net/2003018; 
r e f e r e nce: ur 1 , W\.,...,, . emergingt hr eats . net / cgi- b i n / cvs 1.,,e b . cgi / sigs / POLICY / POLICY_SSL_ TLS_on_Hi gh_Port; sid : 2003018; rev : 7; ) 

#Se r ve r Ci pher set 

• 
#ale r t tcp $ EXTE RNAL_NET 1024 :65535 -> $HOME _NE T any (msg: " ET POLICY TLS/ SSL Se r ver Cip her Se t on Unus ua l Port SSLv3" ; fl m'ibits: i sset , 8S .SSL .Cl ient .C i phe r ; flow: est ablis hed ; 
cont e nt: " ) 14 03 00 00 011 ·· ; flo,.., bi ts: se t, 85 . SSL. E stabl ished ; f l o1rJb i ts : noa lert ; c lasstype : unus ua l - c lie nt -port - connection; re f e r e nce : u r 1, doc . eme r gingthr eat s . net/ 2003019 ; 
r e f e r e nce: ur 1 , W\.,...,, . emergingth r eats, net / cgi- b i n / cvs 1.,,e b . cgi / s i gs / POLICY / POLICY _SSL_ TLS_on_Hi gh_Port; sid : 2003019; rev : 7; ) 

#Applica t ion dat a s tream 

• 
#ale r t t cp $HOM E_NET a ny -> $ EXTERNAL_NE T 1024 : 65535 (msg: " ET PO LI CY TLS/ SS L Encrypted Applicat i on Oa t a on Unu sua l Po r t"; f101rJb i t s: i sset ,85 . SS L. Est a bli shed ; flow: establis hed , t o_se r ver ; 
cont e nt: "I 17 03 01 I"; depth : 4; t hr es hol d : t ype limit , count 1, seconds 120 , t r ac k by _ s r c; e l asstype : unus ua l -client - port-connection; r eference : ur l ,doc . emergingth r e a ts .ne t / 2003020; 
ref e r e nce: ur 1 , WWl'i . emergingth r eats . net / cgi- b i n / cvs web. cgi / s i gs / POLICY / POLI CV _SSL_ TLS_on_Hi gh_Por t ; sid : 2003020; rev : 9; ) 

#Applicat i on data s tream 

• 
#ale r t t cp $HOM E_NET a ny -> $ EXTERNAL_NET 1024 :65535 (msg:" ET POLICY TLS/ SSL Enc rypted Application Da t a on Unu sua l Po r t 55Lv3"; floL~bits : i sset , 85 . SSL. Establi shed ; 
flow: es t ablished, to_serve r ; content :" I 17 03 00 1 " ; de pt h : 4; t hres ho ld : t ype limit , count 1 , seconds 120 , t r ac k by_ s r c ; classtype: unu sua l - cl i en t - port-connection; 
r e f e r e nce: ur l , doc . emergingth r eats . net/2003021 ; r e f e r e nce: ur 1, WWl'i . emerg i ngthr eats . net / cgi -bin/ cvs we b . cgi / sigs / POLI CY / POLI CY _SSL_ TLS_on_High_Port; sid : 2003021 ; rev : 8; ) 

#Submitted by Pat r i ck Ha rper. pe r e by Matt Jo nkman 
#This r u l e i s disa bled by def a ult. It s houl d ge ne r a lly be r un on t he outs ide of you r network , not i nte rnally. Ena ble i t whe r e useful. 

• 
#ale r t i p a ny any -> a ny any ( msg: " ET POLICY SSN Oet ec t ed i n Clear Text ( das hed )"; pe r e : " / ( [0 - 6 ] \ d \ d l7 (0 - 256 ] \ d l73 (0-3] l 77 (0 -2 ]) - \ d{2} - \ d{4 } / '"; classtype: policy -vio l at i on; 
r e f e r e nce: ur 1 , doc . emergingth r eats . net/2001328; r e f e r e nce: ur l , W\.,...,, . emer g ingthr eats . net/ cgi-bin/ cvs 1.,,e b . cgi / sigs/ POLICY/ POLI CY _SSN_ i n_ t he_Cl ea r ; s id : 2001328 ; r e v : 1 3; ) 

#Su bmitted by Pat r i ck Ha rper. pe r e by Matt Jo nkman 
#This r u l e i s d isabl ed by defau l t . It s hou l d ge ne r a lly be run on t he outs i de of you r netwo r k, not i nte rnally . Ena bl e i t whe r e useful. 

• 
#ale r t ip a ny any - > a ny any ( msg: " ET POLI CY SSN Detected i n C l ear Text ( s pac ed ) " ; pe r e : .. / ( [ 0-6] \ d \ d I 7 (0- 256 ] \ d 173 [0- 3] I 77 (0~ 2]) \ d{2} \ d{ 4 } /" ; class type: policy-vio l ation ; 
r e f e r e nce: ur 1 , doc . eme r g i ngth r eats. net/2001384 ; re f e r e nce : ur l , W\WJ . emer g ingthr e ats. ne t / cgi-bin/ cvs we b . cgi / sigs / POLI CY / POLI CV _SSN_ i n_ t he_Cl ea r ; s i d: 2001384 ; r e v : 13 ; ) 
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#Submi tted by Pat ri ck Ha rper . pe r e by Matt Jo nkman 
#Th i s r u l e is d i sa bl ed by default . It s hould ge ne r a lly be ru n on t he outs ide of you r ne t wo r k, not i nt e rnally . Ena bl e i t whe r e usefu l. 

• 
#a l e r t i p a ny any • > any a ny ( msg : " ET POLICY 55 1-1 Detected i n Cl ea r Text ( 55 1-1 ) " ; content: "SSN "; nocase; pcre : "/ 55N ( (0·6 ) \ d\ dl7 (0-256 ] \ d l73 (0-3 ) l77 (0 -2 ) )\d{6} / i " ; classt ype : policy -
v io l a t i on ; r e f e r e nce: ur l, doc . e mergingthr ea t s . net/2007971 ; r ef e r e ne e: url , l'IWW . emergi ngthreat s . ne t / cgi- b i n/ cvswe b . cg i / s i gs/ POLI CY / POLI CY _55N_ i n_ t he_Clea r; sid : 2007971; r ev : 3; ) 

#Submitted by Pat ri ck Ha rper . pe r e by Matt Jo nkman 
#Thi s r u l e is d i sa bl ed by defaul t . I t s hould ge ne r a lly be run on t he outs ide of you r ne t wo r k, not i nt ernally. Ena bl e i t whe r e usefu l. 

• 
#a l e r t i p a ny any - > any a ny ( msg : " ET POLICY 55 N Detected i n Cl ea r Text ( 55 N# ) " ; content: "SSN# " ; nocase; pcre: " / 55N# ( (0 -6] \ d \ d l 7 (0-256 ] \ d l73 ( 0-3 Jl 77 [0 -2 ]) \ d{6 } / i " ; classtype :policy -
v i o l a t i on; r e f e r e nce: ur 1, doc . e me r gingthr eats . net / 2007972 ; r efe r e ne e: url , www . emergi ngthreat s . ne t / cgi- bin / cvswe b . cg i / s i gs / POLI CY / POLI CY _55N_ in_ t he_ Clea r; sid : 2007972; r ev : 3; ) 

# by r i c h rumb l e 
#Ps Exec f o r l a n 

• 
a l e r t tc p a ny any - > $HOME_NET (139 , 445 ] ( msg : "ET POLICY PsE xec servi ce creat ed " ; flow: t o_se r ver , established ; cont e nt:" l 5c 00 50 00 53 00 45 00 58 00 45 00 53 00 56 00 4 3 00 2e 00 45 00 
58 00 45 I"; c l a sstype : sus pi c ious -filename -detect; r e f e r ence : ur 1, xin n . org/ Sno r t- psexec . html ; r efe r ence: ur l , doc . eme r gingthr eats . net / 2010781 ; r eference : ur l , ~rww . e me r gingthr eat s . net / cgi-
b i n/ cvswe b. cg i / sigs/ POL ICY / POLICY _Sec Too l s ; s i d : 2010781 ; r e v : 2; ) 

#Rct r l X 

• 
a l e r t tc p a ny any - > SHOME_NET (139,445 ] ( msg : "ET POLICY RemoteCon t rolX r ct r lx se r v ice createci"; flow:to_serve r ,est a bli s he d; co ntent : " l 5c 00 72 00 63 00 74 00 72 00 6c 00 78 00 73 00 72 
00 76 00 2e 00 65 00 78 00 65 1" ; cla sstype : sus pi cious - filename-detect; r efe r ence : ur l , x i nn .or g/ Sno r t-rct r l x . ht ml ; r e f e r e nce: ur l , doc . e me r gingt hr eats .net / 2010782 ; 
r e f e r e nce : u r l , wi<M . emergingth reats . net/ cgi -bin / cvs 1'ileb . cgi / sigs / POLICY/ POLICY _Sec Tool s; s id : 2010782; r e v : 2; ) 

#By Chi ch Th i er r y 

• 
a l e r t tc p $HOME_NET a ny • > $EXTE RNA L_NET $HTT P_PORTS (msg: "' ET PO LICY Skyp e VOJ P Checking Ve r s i on ( St a r t up) " ; flow: to_se r ver , es t ablis he d; u r icont ent : "/u i /" ; nocase ; 
uricontent : " / get l a t est ve r s i on? ve r : " ; nocase; c l assty pe : policy - vio l at ion; re f e r e nce: u r l , M'i'i'il l . es. co l umbi a . e du / ...... lib r ary/TR- re posi t ory/ r e ports / re po r ts -2004/ c ucs - 039-04 . pd f ; 
r e f e r e nce: u r l , doc . emergingth reats. net/ 2001595; re f e r ence : ur 1, \WIW . emergingth reat s. ne t / cgi - b i n/ cvSL'ileb . cgi / s i gs / POLICY / POLI CY _Skype; s id: 2001595; rev : 9; ) 

#By Chi ch Th i er r y 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTTP _ PORTS (msg: " ET POLICY Skype VOIP Re po r t i ng I ns t a l l " ; flm'il : t o_se r ve r ,established ; u r i co ntent : " / ui /" ; nocase; u r i co nt ent: " / i ns t a lle d" ; 
nocase; c l asstype: pol i cy -v i o l ation; r efer ence: ur 1, vrwwl . c s . co l umbia . edu/ .... l i b r a r y/T R- r e pos i to r y / r e po r t s / r eports-2004/ cucs -039-04. pdf; r e f e r e nce: u r l , doc. emergi ngth r eats . net / 2001596; 
r e f e r e nce : ur l , wi.,..,, . emergingth reats . net/ c gi - b in / cvs 1'i1eb . cgi / sigs / POLl CY / PO LlCY _Skype; s i d : 2001596; r ev : 9; ) 

#By Ro be r t Gr a bows ky 

• 
a l e r t tcp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_ PORTS (msg : "ET POLICY Skype Use r -Agent detec t ed" ; flow:to_ser ve r ,est a blished; co ntent : " l0d 0a lUser-Age nt l 3a l "; co ntent : "Skype " ; 
d i stance :0 ; withi n : 100; pere: "/ User-Agent \ : ( "(\n ] \ r ) )+5kype / i " ; classtype : policy - vi o l a tion; r efe r ene e: ur l , doc . eme r gingthr eat s . net / 2002157 ; r efer e nce : url , ~M\·1. e me r gingthr eat s . ne t / cgi ­
b i n/ cvsh·e b . cgi/ sigs/ POL ICY / POLICY _S kype ; s id : 20021 57 ; r e v : 6 ; ) 

#by Reg Quint on 

• 
#a l e rt udp $00'\E_NET 1024:65535 • > $E XTE RNAL_NET 33033 ( msg : "ET PO LI CY 5kype Boo t st r a p Node ( udp ) " ; classtype: policy - vio l at ion; r e f e r e nce : u r l , w1:1N l. cs . co lumbia . ed u/"' lib r a ry/ TR· 
repos i to r y/ r e port s / re po r t s-2004/ c ucs - 039 -04 . pdf; r e f er ence: url , doc . eme rgi ngth r ea t s. net /2003022; r ef erence: ur l , L>J\WI . eme r gingthr ea t s . net / cgi-b i n/ cvs \'1e b . cg i / s i gs / POLI CY / POLICY _S kype; 
s i d :2003022; r ev : 4 ; ) 

#Idea by Mart i n Ho l ste, s i gs by Matt Jo nkman 
#The idea he r e i s that most l egitimat e e xe downl oads a r e more than lmeg , 111ost malic iou s a re f a r l ess t ha n 1 meg . 
#This is eva da b l e of cou r se, a nd does n ' t l'lo r k wi th non-cornpliant Vl eb se r vers, but t his wi l l ca t c h ma ny . . . 
#Fi r s t we qua li f y th i s as a packet conta i n ing the header r e tu rn i nfo from t he ge t r equest a nd i s like l y bina ry cont e nt 

• 
#a l e r t tcp $EXTERNAL_NET $HTTP _PORTS - > $HOME_NET a ny (msg : " ET POLI CY Like l y Bi na ry i n HTT P by Type FloL'ilbi t " ; f101"1 : es t ablis he d , from_se r ve r ; fl O\~b its : i s notset , ET. http . b i na r y ; 
content : "HTT P/ 1 " ; dept h: 6; content : " ) 0d 0a I Content - Type I 3a I a pplication/"' ; nocase; f l owb i t s: no a l e r t; flowbits : set , ET. http . b ina r y; e l asstype: not • s us pi cious; 
ref e r e nce: u r l , doc . eme r gingth reats . net / 2007670; r e f e r ence : ur l , WL>J\'I . eme r g ingth r eats. net/ cgi - b i n/ cv sL'ileb . cgi / s igs / POLI CY / POLI CY _Smal l _Bi na r y_Dm~nl oads; s i d : 2007670; r ev : 5; ) 

#next we check t ha t t he co ntent- l ength i s l ess t han 7 digits , t hus unde r 1 ,000, 000 bytes . 
# note : I r e-chec k for the l ead i ng HTTP/ 1 t o ma ke su r e we ' r e still in t he heade r pac ket, not i n the r est of the b i na ry st r eam 

• 
#a l e r t tcp $EXTERNAL_NET $HTTP _POR TS -> $HOME_NET a ny (msg : " ET POLI CY Bina ry Downl oad Smalle r t ha n 1 MB Li ke l y Host i l e " ; fl oN:established, from_se r ver ; flowbi ts: isset , ET. http . binary; 
content : "HTTP/ 1 " ; dept h: 6; content : "MZ" ; isdataat : 76, r e l ative; co nt ent : " Thi s progr am " ; d i stance: 0; pe re:" /\x0d \ x0aCont e nt - Le ngth\ : \ d{ 0 , 6} \ x0d \ x0a / " ; c l a s stype: po l i cy - v i ola t ion; 
ref e r e nce : ur l , doc . eme rgi ngth r eat s . net / 2007671 ; r e f e r ence: ur 1, WL>J\'I . eme r g i ngth r eats. net/ cgi - bin/ cvs Neb . cgi / s i gs / POLI CY / POLI CY _Small_Bi na r y_Dm'iln l oads; s id : 2007671 ; r ev : 9 ; ) 

#by evilgho s t 

• 
a l e r t tcp $HOME_NET a ny - > $EXTE RNA L_N ET $HTT P_ PORTS (msg : " ET POLICY Smilebox Spywa r e Downloa d" ; flow:establis hed , t o_se r ve r ; co nt e nt: "GET " ; dept h : 4 ; 
uricontent: " / dOL'ln l oa d/ smilebox/ Smi lebox l nstaller . exe"; nocase; c lasstype: pol i cy -v i o lation ; r eference: ur 1, ~ . s mi l e box. com/ inf o/ pri vacy . ht ml ; 
ref e r e nce: u r l , doc . eme r gingt h reats. net / 2009998; r e f e r ence : ur l , Wl.>J\'I . eme r g ing th r eats. net/ cgi - b i n/ cvs L>1 eb. cgi / s igs / POLI CY / POLI CY _Smi l e box; s id : 2009998 ; r ev : 7 ; ) 

#moves to 7090 i n samp l es 

• 
a l e r t tcp $HOME_NET a ny • > $EXTE RNA L_NE T 3000: 8000 (msg: " ET P2P Unkn own Troj an P2P Dol'mload Re quest" ; flol'J :est a blished , to_se r ve r ; d s i ze: <100 ; cont e nt : " 100 00 00 00 1 "; dept h : 5; offse t : 1 ; 
content : " 100 01 01 00 00 08 00 00 1" ; d istance : 1; Ni t hin :9; t hr es ho ld : t ype both , count 5, second s 120, t r a ck by_s r c; classtype : t r o j a n- act i v i t y ; 
ref e r e nce: u r l , Wl.<M . c hi natechn e L'I S . com/ 2008 / 07 / 21/7014- baof e ngcom-shi f ts-to- in te r ne t - v i deo - sector / ; r e f erence : ur l , do c. eme r g ingth reats . net / 2008771 ; 
ref e r e nce : u r l , WL>J\'il . emergingth reats . net / cgi - bin/ cvs 1'i1e b . cgi / s i gs / PO Ll CY / PO LlCY _Sto r m3_Med i a; s i d : 200877 1 ; r ev : 5; ) 

# moves t o 7090 i n sampl es 

• 
a l e r t tc p $EXTERNAL_NET 3000 :8000 - > $HOME_N ET any (msg: " ET P2P Unkn own Tr ojan P2P Data Download " ; fl ow: e s t a blished , from_se r ve r ; dsize: >1000 ; content : " 100 00 00 1" ; dept h :5; o f fs et: 2; 
content : " 100 01 01 00 00 05 00 00 1 " ; d istance : 1 ; Ni t hin : 9 ; t hr es ho ld : t ype both , count 5, seconds 120, t r ac k by_dst; classtype : t ro j a n- activ i t y ; 
r e f e r e nce : u r l , Wl.<M . c hi natec hn ews . com/ 2008/ 07 / 21/ 7014 - ba ofengcom- s hi fts -to - in te rn e t - v i deo- sector / ; r e f e r e nce: ur l , doc. eme r g ingth reats . net / 2008770; 
ref e r e nce : u r l , wi.,..,, . emergingth r e at s . net/ cgi - bin / cvs 1'ileb . cgi / sigs / POLICY/ POLICY _St orm3_Med i a; s i d : 2008770; r ev : 5; ) 

# move d t o 5622 i n sampl es 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET 3000:8000 (msg: " ET P2P Unkn o1'iln Troj an P2P Req uest " ; flm,i :est ab li s he d,to_ser ve r ; dsize : <60 ; co ntent :" 100 00 00 00 f " ; dept h :5; offset : 1 ; 
content : " 100 01 01 00 00 03 00 00 j " ; d istance : 1 ; wi t hin : 9; t hr esho ld : t ype both , count 5, second s 120, t r ack by_ s r c; classtype : t ro j a n- activity; 
ref e r e nce: u r l , WL>J\'il . c hi natec hn ei'l s . com/ 2008 / 07 / 21/ 7014- ba ofengcom- s hi fts -to - in te rn e t - v i deo- sector / ; r e f e r ence: ur l , doc. eme r g ingth r ea t s . net / 2008772; 
r e f e r e nce: u r l , WL>J\'il . eme r gingth reats. net / cgi - bin / cv s1'i1e b . cgi / sigs / POLICY/ POLICY _Stor1113_Med i a; s i d : 200877 2; r ev : 5; ) 

#by Wi ll Metcalf 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTTP _PORTS (msg: "ET POLICY CB5 5t r eami ng Video '"; flow: establi s he d, to_se r ver ; co ntent : "GET " ; de pt h : 4 ; con t e nt : "Host l3a l " ; nocase; 
content: "cbs. com" ; nocase; with i n : 40 ; ur icontent: "/ innertube/ p l aye r . php?" ; c l asst ype: po l icy -v i o l at i o n ; r ef e r e nce : ur 1, doc. eme r gingthr ea t s. net /2007763; 
ref e r e nce : u r l , wi.,..,, . emergingth reats . net / cgi - bin/ cvs 1'ileb . cgi / sigs / PO Ll CY/ PO Ll CY _St r eami ng_News; s i d : 2007763; r ev :4; ) 

#by Wi ll Met ca l f 

• 
a l e r t tcp $HOME_NET a ny - > $EXTE RNA L_N ET $HTT P_PORTS (msg : " ET POLICY NBC St r eami ng Vi deo " ; flow:establi she d , t o_se r ver ; content : "GET " ; depth : 4 ; content : "Host l3a 20 lv ideo . nbc uni .com" ; 
nocase; pe r e: "/(\ . smil ) $/ Ui " ; c l asstype : policy - vio l at i on; r e f e r ence: u r 1, doc . eme r gi ngt hr eat s . net / 2007764; r efe r e nce: ur l , WWl'I . eme r gingthr eats . net / cgi-
b i n/ cvswe b . cgi / sigs/ PO LICY / POLICY _St r eami ng_News; sid : 2007764; r ev : 4; ) 

#by Nathanie l Ri c hmo nd 

• 
a l e r t ud p $HOME_NET a ny • > $EXTE RNA L_N ET 69 (msg: " ET TFTP Outbound TFTP Read Reques t" ; content : '" (00 01 1" ; de pt h : 2 ; class t y pe: polic y- vio l atio n; 
ref e r e nce: u r l , doc . eme r gingth reats . net / 2008120; r e f e r ence : ur l , WL>J\'I . eme r g i ngthr eats. net/ cgi - b i n/ cvs t.,eb . cgi / s igs / POLI CY / POLI CY _ TFTP; sid : 2008120 ; r e v : 3 ; ) 

#by Natha nie l Ri c hmo nd 

• 
a l e r t ud p $HOME_NET a ny - > $EXTE RNA L_NET 69 (msg: " ET TFTP Out bound TFTP Wr ite Request" ; content : " 100 0 2 I"; de pt h : 2; c l asst ype: policy -v i olation; 
r e f e r e nce: u r l , doc . eme r gingth reats . net / 2008116; r e f e r ence : ur l , WL>J\'I . eme r g ingth r eats. net/ cgi - b i n/ cvs L'ileb . cgi / s igs / POLI CY / POLI CY _ TFTP; s id : 2008116; r e v : 3; ) 

#by Natha nie l Ri chmo nd 

• 
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ale r t ud p $HOME_ NET a ny - > $EXTE RNA L_NET 69 (msg: " ET TF TP Outbound TFTP Data Tr ans f e r" ; content :" 100 03 1"; de pt h :2 ; clas s t ype : policy- v i olation; 
r ef e r e nce : url , doc . eme r gingth reats, net/2008117; r efe r ence: url , \'iW\"11 . emer gi ngthr eats. net / cgi - b i n/ cvswe b . cgi / s igs / POLICY / POLICY _ TF TP; sid : 2008117; r ev : 3; ) 

# by Nat hanie l Ric hmond 
# 

a l e r t ud p $HOME_NET a ny -> $EXTE RNA L_NET 69 (msg: " ET TF TP Ou t bound TFTP ACK"; content :" 100 04 I"; depth : 2 ; classty pe: policy - violat i on; r efe r e nce : u r l , doc .emer gingthr eats . net/ 2008118; 
r ef e r e nce : ur l , W\>n-..i . eme r gingth r eats . net/ cgi- bi n/ cvs web . cgi / sigs / POLICY / POLICY _ TF TP; s id : 2008118; r ev : 3; ) 

# by Nat han i e l Ric hmond 
# 
a l e r t ud p $HOME_NE T a ny - > $EXTE RNA L_NET 69 (msg: "ET TFTP Outb ound TFTP Er ro r Message"; content : " 100 05 1"; depth: 2; c l ass t ype : policy- v i olation; 
r ef e r e nce : ur 1, doc . emer gingth reats. net /2008119 ; r ef e r ence: ur 1, \'iWL,. . emer gingthreats . net / cgi - bin/ cvswe b . cgi / s igs / POLICY / POLI CY _ TFTP; s i d : 2008119; r ev : 3; ) 

#Matt Jonkma n, major upda t es by Chris Byrd 
# Experimenting 1-..i it h th is idea . ~Jhen a bo t comes up live a nd sta r ts s pammi ng, it 
#does a mass i ve number of dns queries . Th i s may be a n ext r a wa y to identi f y i nf ections 
# 
#a l e rt udp ! [ $DNS_SERVERS,$SMTP_SE RVE RS] a ny -> $DNS_SE RVERS 53 ( msg: " ET POLI CY Poss i b l e Spam bot Hos t DNS ,-,x Que r y High Count " ; content : " 101 00 ) " ; offset : 2 ; de pt h : 4; content : " 100 0 f 
00 01 1" ; d is t ance : 8; t hres hol d :type both, co un t 30 , seconds 10, t r ac k by_s r c; classty pe: ba d- unkno11m; r ef e r e nce: u r l , doc eme rgingth reats . net/ 2003330; 
r efe r e nc e : ur l, wwi-..i . eme r g i ngth r eats . net / cgi -b i n/ cvsweb . cgi / s igs / POLICY / POLICY _ TROJAN_ONS_Lookups ; s i d : 2003330 ; rev : 6; ) 

#2008 · 11-19 add ed by Fr ank Knobbe 
#The f ollo11Ji ng t wo sigs 1tle r e c r ea t e d base d on t he find i ngs of SIDs 2008779 
#and 2008780. That partic ul a r kee p-alive mat c hed t he TeamViewe r application . 
#The 'unknown t r ojan ' ru l es a r e s ti l! pr esent in case somet hing else uses 
# t his patte rn , but wi ll like l y be r emove d sho r t l y. The t r o jan sigs won' t 
# 

a l e r t tc p $HOME_NET a ny -> $EXTE RNA L_NET 5938 (ms g : " ET POLICY TeamVi ewie r Keep-a live o utb ound" ; flow:esta blis hed, t o_se r ve r ; dsi:ze:5; cont ent : " 117 24 1B 00 00 1"; 
flo1tjbits: set , ET. t eamvie111e r keepal i veout ; f l 01oJb i t s: noa l ert ; c l asstype :misc - act i v i t y ; r ef er e nce : url , LWIW . teamvi ewe r . com; r ef er e nce : ur 1, e n . wik i pe dia. o r g /wik i / Tea mVi e111e r ; 
ref e r e nce : ur 1, doc . emergingth r eat s . net /2008794; re f e r ence: ur 1, \Y\VL,. . emer gi ngth reat s. net/ cgi - bin/ cvswe b . cgi / s igs / POLI CY / POLICY _ TeamVi ewe r ; sid : 2008794; r e v : 3; ) 

#2008 · 11-19 a dd ed by Fr ank Knobbe 
#The f ollo11Ji ng t wo s igs 1tle r e c r ea t e d base d on the f i nd ings of S10s 2008779 
#and 2008780 . That partic ul a r kee p- alive matc hed t he TeamViet1er application . 
#The 'unkno11m t roj an ' r ules a r e stil! present i n case somet hing else uses 
# t his patte rn , but wi ll like l y be r emove d sho r t l y . The t r o jan s i gs won ' t 
# 
ale r t tcp $EXTE RNAL_NET 5938 - > $HOME_NE T any (msg : " ET POLICY TeamVi ewi e r Keep-alive inbound" ; flow:est ablished,to_cl i ent ; dsize :5; content : " 117 24 1B 00 00 1" ; 
f l owbits: isse t , ET. t eamviewe r keepaliveout ; c l asstype :mi se -ac tivity ; r e f e r e nce: ur 1, W'IY\"11 . teamviewe r . com; r e f e r ence : ur 1, e n . wi kipedia. org/wi ki / TeamVie1,Je r ; 
r ef e r e nce : ur l , doc . eme r gingth reats . net/ 2008795; re f e r ence: ur l , 'l'iWL"II, emer gingth r eats . net / cgi - b in/ cvs1,Je b . cgi / s igs / POLICY / POLI CY _ TeamVie1-..ie r ; sid : 2008795; r ev : 3;) 

#by j i m 
#These wi ll f a l se pos i tive a LOT , but use t hem if yo u need the m. They s houl d be usef ul , 
# 
#a l e rt tcp $EXTERNAL_NET $HTTP_POIHS - > $HOME_NET any (msg : '"ET POLICY Possib l e Ref e r enc e t o Te r ror is t Lite r at u r e V1odera t e Is lam . . . ) " ; f1 01>J : t o_c lient,established ; cont e nt : "Moder ate 
I s l am i s a Pr ostration t o the Hes t " ; nocase; th resho l d : t ype th res hold , t r ac k by_dst,count 5, seconds 360; cla ss t y pe : policy-vio l ation ; r ef e r e nce: u r l , doc . eme rgingth reat s . net/ 2010570; 
r ef e r e nce : url , M>n>J . eme r gingth r eats, net / cgi · bi n/ cvs 1-..ieb . cgi / sigs / POLICY/ POLICY _ Te r r i r i st_Li te r at ur e; sid : 2010570 ; rev : 2; ) 

#by j i m 
#These wi ll fa l se pos i tive a LOT , but us e t hem i f yo u need them. They s houl d be use f ul. 
# 
#a l e rt tcp $EXTERNAL_NET $HTTP_PORTS - > $HOME_NET any (msg :"ET POLI CY Possib l e Refe r ence t o Te r ror is t Lite r a t u r e ( Jihad , ,.,a r t y rd om . . . ) "; flow: to_c lie nt , establis hed; c ont ent :" Jihad , 
Ma r t yr dom an d t he Ki ll i ng of I nnoce nt s " ; nocase; t hr es ho l d : t ype t hre sho l d , track by_ds t ,count 5 , seconds 360 ; c l asst ype : policy- v i o lation; 
r ef e r e nce : ur 1, doc . eme r gingth reats. net /2010571 ; r ef e r ence: ur 1, \'iWL,.. emer gingthr eats. net / cgi · bini cvswe b . cgi / s igs / POLI CY / POLICY _ Terri ri st _Lite r at ur e; s i d : 2010571 ; r ev : 2; ) 

#by j i m 
#Thes e wi ll fa l se pos i tive a LOT, but us e t hem i f yo u need the m. They s houl d be use f ul. 
# 
#a l e rt tc p $EXTERNAL_NET $HTTP_PORTS -> $HOME_NET any (msg:"ET POL ICY Possib l e Re f e r ence to Te r roris t Lite r at u r e (Th e Ca ll t o Gl oba l . . . ) " ; fl m'i : t o_client,established; conten t : "The Call 
t o Gl o ba l I s l am i c Resistance" ; nocase ; th r es ho ld : t y pe t h r esho ld , t r ac k by_dst , co unt 5, seconds 360; class t y pe : policy- v i o lation; r e f erence : url , doc . eme r gi ngthr ea t s . net / 2010572; 
ref e r e nce : ur 1, WW1-..1 . eme r gingth r e at s . net / cgi -b i n/ cvs web . cgi / s igs / POLICY / POLICY _ Te r r iri st_Li te r at ure; s i d : 2010572; r e v : 2; ) 

#by j i m 
#These 1-..i i ll fa l se posit i ve a LOT, but us e t hem i f yo u need th em . They s houl d be use f ul . 
# 

#a l e rt tcp $EXTE RNAL_NET $HTTP _PORTS - > $HOME_NET a ny (msg : " ET POLICY Poss i b l e Ref e r ence to Te r roris t Lite r a t u r e ( Knights unde r t he . .. ) " ; f101'i : t o_cl i ent , established ; co nt e nt : "Kn i ghts 
unde r t he Pr ophet ' s Banne r " ; nocase; t hres ho l d : type th r eshold, t r ac k by_dst , co un t 5, seconds 360; classty pe : policy- vio l ation; r e f e r e nce: url , doc . eme r ging threats. net/ 2010573 ; 
r ef e r e nc e : ur l , wwi>J . eme r gingth r eats . net / cgi -bin/ cvs web . cgi / sigs / POLICY / POLICY _ Terri r i st_Li te r at ur e; sid : 2010573; r e v : 3; ) 

# by j i m 
#These wi ll fa l se pos i tive a LOT, but use t hem if yo u need th em . They s houl d be useful. 
# 
#a l e rt tcp $EXTERNAL_N ET $HTTP_PORTS - > $HOME_NET a ny (msg: " ET POLICY Poss i b l e Ref e r ence t o Te r ror i s t Lit eratu r e ( Jihad against ... ) " ; fl ow: t o_c lie nt ,es t abli shed ; content " J i had Aga inst 
J e L-..i s a nd Cr usaders Wor l d I slamic Front Statement " ; nocase; th r es ho ld : t ype t h res hol d , t r ac k by_dst , co un t 5 , seconds 360; classt y pe: policy-vio l at i o n; 
r ef e r e nce : ur l , doc . eme r gingth r eats . net/ 2010574; re f e r ence: url , IY\VL"II . emer gi ngthr eats. net / cgi - b in/ cvsNe b . cgi / s igs / POLICY / POLI CY _ Terri ri st_Li te r at ur e; sid : 2010574 ; r ev : 2; ) 

# by j i m 
#These l'i i ll fa l se pos i tive a LOT, but use t hem if yo u need them. They s houl d be usef ul , 
# 
#a l e rt t cp $EXTERNAL_NET $HTTP_PORTS - > $HOME_NET any (msg:"ET POLICY Possib l e Ref e r enc e t o Te r roris t Lite r at u r e (Oeclaration of "lar against the Americans . . . ) "; fl ow: 
t o_cl i ent ,es t abli s hed; cont e nt: "Oecla r a t i on of \,Ja r aga in st the Americans Occupy i ng t he La nd of t he Two Ho l y Pl aces "; noc ase ; t h r es ho l d: t ype threshold , t r ac k by_ds t , co unt 5, seconds 
360; classty pe ; po l icy - vio l at i on ; r ef e r e nce : u r l , doc. eme r gingthreats. net /2010575 ; r efe r ence : url, l'iWl."11 , emer gingthr eats. net / cgi - bi n/ cvswe b . cgi/ s igs / POLICY / POLICY _ Terri ris t_Li t e r at ur e ; 
sid : 2010 575; r ev : 2; ) 

# by j i m 
#These wi ll fa l se pos i tive a LOT, but use t hem if yo u need them. They s houl d be usefu l , 
# 
#a l e rt t cp $EXTERNAL_NET $HTTP_PORTS - > $HOME_NET any (msg: " ET POLICY Pos sib l e Ref e r ence t o Te r ror i s t Lite r at u r e ( Joi n t he Ca r avan of Mar t yr s . . . ) " ; fl ol~ : t o_c lie nt ,establi she d; 
content :"Jo i n t he Ca r ava n of Martyrs" ; nocase; th reshold : t y pe t hr es ho l d , trac k by_dst, count 5, second s 360; c l ass t ype : policy-v i olatio n; r efe r ence: ur l , doc .eme r g ingthr eats. ne t / 2010576 ; 
r ef e r e nce : ur 1, W\'A>J . eme r gingth r eats , net / cgi · bi n/ cvs 1-..ieb . cgi / sigs / POLICY/ POLICY _ Te r r iri st_Li te r at ur e; sid : 2010576; rev : 2; ) 

#by j i m 
#These wi ll fa l se pos i tive a LOT, but us e t hem i f yo u need them. They s houl d be use f ul. 
# 
#a l e rt t cp $EXTERNAL_NET $HTTP_PORTS - > $HOME_NET any (msg: " ET POLI CY Possib l e Ref e r enc e t o Te r ror is t Lite r at u r e ( Sharia and Democ r acy . . . ) " ; fl m-..i : t o_client ,esta blishe d; content : "Sharia 
and Democracy"; no case ; t hr es hold : t ype th reshol d , t rac k by _ds t , count 5, seconds 360; clas stype: policy-v i olat i on ; r ef erence : ur 1, doc . emer gingthr eats. net/2010577; 
r ef e r e nce : url , \'iWl."11 . eme r gingthreats, net / cgi · b i n/ cvs web . cgi / s igs / POLICY / POLICY _ Te r r i r i st_Li te r at ur e; sid : 2010577 ; rev : 2; ) 

#by j i m 
#These wi ll fa l se pos i tive a LOT , but us e t hem i f yo u need th em . They s houl d be usef ul. 

• 
#a l e rt tc p $EXTERNAL_NET $HTTP_PORTS -> $HOME_NET any (msg: " ET POL ICY Possib l e Re f e r ence t o Al Qaeda Pr opaga nd a Theme ( f ar dh ai n ) " ; flow: t o_client,established; content :"fa rd h ai n" ; 
nocase; t hr esho l d : t ype t hr es hol d , t r ac k by_ds t , count 5, seconds 360 ; c lass t ype : policy - vi o lation; r e f e r e nce : url , doc . eme r gingth r eats . ne t / 2010578 ; 
r ef e r e nce : ur 1, WW1-..1 . eme rgingth r e at s. net / cgi -b i n/ cvs web . cgi / s igs / POLICY / POLICY _ Te r r i ri st_Li te r at ure ; s i d : 2010578; r e v : 2; ) 

#by j i m 
#These wi ll fa l se posit i ve a LOT, but us e t hem i f yo u need th em . They s houl d be use f ul. 
# 

#a l e rt tc p $EXTERNAL_NET $HTTP_PORTS -> $HOME_NET a ny (msg :"ET POLICY Possib l e Ref e r ence t o Al Qaeda Pr opaga nd a Theme/ Group (Takfi r ) " ; flm,J : t o_c lient ,establishe d; cont e nt : "Takfi r "; 
nocase; t h r esho l d : t ype t hr es hol d , trac k by_ds t , coun t S, seconds 360 ; c l asst ype : policy- vi o lation ; r e f e r e nce : u r l , doc . eme r gingt h r eats . net / 2010579 ; 
r ef e r e nce : ur l , wwi>J . eme r gingthreats . net / cgi - bi n/ cvs web . cgi / s igs / POLICY / POLICY _ Terri r i st_Li te r at ur e; s i d : 2010579; r e v : 2; ) 

# by j i m 
#These 1-..i i ll fa l se positive a LOT, but use t hem if yo u need th em . They s houl d be useful. 
# 
#a l e rt tcp $EXTERNAL_NET $HTTP_PORTS - > $HOME_NET a ny (ms g: " ET POLICY Possib l e Ref e r ence to Al Qaeda Pr opaga nda Theme ( Al -l.Ja l a ' \.Ja l Ba r a ) "; flow: to_cl ient ,establis hed; cont e nt : "Al-
1.Ja l a ' Wal Ba r a"; nocase; th r es ho ld : t ype t hr eshol d, t r ac k by_dst , co un t S, seconds 360; classt y pe: policy- vio l ation; r e f erence: u r l , doc . eme rgingth r ea t s . net/ 2010580 ; 
r ef e r e nce : ur l , W\>n-..i . eme r gingth reats . net/ cgi- bin / cvs 1-..ieb . cgi / sigs / POLICY/ POLICY _ Te r r i r i st_Li te r at ur e; sid : 2010580; r e v :4; ) 

#by j i m 
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#These wi ll fa l se pos i tive a LOT, but use t hem if yo u need them. They s ho ul d be us eful. 

• 
#a l e r t t c p $EXT ERNAL_N ET a ny - > $HOME_NET 25 (msg : " ET PO LICY Poss i bl e Ref erence to Ter ro ri st Li t e r a t ur e (Mode r a t e I s l a m . . , ) SMTP"; flow: to_c lie nt, es t ablis hed ; cont e nt : "Mode r ate Is l am 
i s a Prost r a t ion t o t he We s t " ; nocase; thres hold : t y pe t hr esho l d, track by_dst,coun t 5, seconds 360; class type: policy- vio lat ion; r e f e r ence: url , doc . eme r g i ngth r eats . ne t / 2010581 ; 
refe r e nce: u r l , h'L.,.Y . emergingth r eat s . net / cgi - bin / cvs 1Yeb . cgi / s i gs / POLICY / POLICY _ Terri r i st_ Li t e rat ur e; sid : 2010581 ; r e v : 2; ) 

#by j i m 
#These wi ll fa l se pos i tive a LOT, but use t hem if yo u need t hem. They s ho ul d be useful. 

• 
#a l e r t t c p $EXT ERNAL_NET a ny - > $HOME_NET 25 (msg : " ET POLICY Possibl e Ref erence to Te r ro ri st Li t e r a t ur e (J i had , Ma r t y r dom . . . ) SMTP" ; fl rn'i : to_clien t , establis hed ; content " Jiha d , 
Ma rty rdom a nd t he Ki ll ing o f I nnocent s " ; nocase; t hres ho l d : t ype t hr es hol d , trac k by_d st,count 5, second s 360; c l ass t ype: policy- vio l a tion; 
ref e r e nce : u r l , doc . emerg i ngth reats . net / 2010582; refe r ence : url , ww1.~ . eme r g ingthr eats . net/ cgi - bin/ cvs web . cgi / s i gs / PO LI CY/ POLI CY _ Te rr i r is t _ Li te rat ur e; sid : 2010582; r ev : 2; ) 

# by j i m 
#These will fa l se pos i tive a LOT, but use t hem if yo u need t hem. They s ho ul d be usefu l. 

• 
#a l e r t t cp $EXTERNAL_NET a ny - > $HOM E_NET 25 (msg : " ET PO LICY Poss i bl e Ref erence to Te r ro ri st Lite r a t ur e ( The Call t o Gl o ba l . . . ) SMTP" ; fl ow: to_c lient ,establis he d; cont ent: " The Call to 
Gl oba l I s l a mi c Res i s t ance"; nocase; t h r es ho ld: type t hres ho l d , t r ac k by_ds t ,count 5, second s 360; c l ass t ype: policy -v i o l at ion; r ef e r e nce:url , doc . emer gingt hr eat s .ne t / 2010583 ; 
ref e r e nce: u r l , WL'J\Y . emergingth r eat s . net/ cgi -bin / cvs 1>Jeb . cgi / s i gs / POLICY/ PO LICY _ Te rri ri s t _ Li t e r a t ur e ; sid : 2010583; r e v : 2; ) 

# by j i m 
#These \•dll fa l se pos i tive a LOT, but use t hem if yo u need t hem. They s ho ul d be useful. 

• 
#a l e r t t cp $EXTERNAL_NET any - > $HOME_NET 25 (msg : " ET PO LICY Possibl e Ref e r ence t o Te r r oris t Li t e r a t ur e (K ni ght s un de r t he . . . ) SMTP" ; f1 01~ : t o_c lie nt ,est a bli shed ; cont e nt : "Kni ghts unde r 
t he Prop het ' s Banne r " ; nocase; t hr es ho l d : t ype t h r es hol d , t r ac k by_dst,count 5 , second s 360; classtype : policy-v i ol a t i on ; r efe r e nce : u r l , doc.emergingthreats . net / 2010 584 ; 
ref e r e nce: u r l , WL.,.Y . eme r gingth r eat s, net / cgi - b i n / cvs 1>Jeb . cgi / s i gs / POLICY/ POLICY _Te r r i r i s t _ Li t e r a t ur e; s i d : 2010584 ; r e v : 3; ) 

#by j i m 
#These will fa l se pos i t i ve a LOT, but use t hem i f yo u need t hem. They s ho ul d be useful . 

• 
#a l e r t t c p $EXT ERNAL_NET a ny - > $HOME_NET 25 (msg : " ET POLICY Poss i bl e Ref e r ence to Te r rorist Liter a t ur e (J i had aga inst . . . ) SMTP" ; f101,1 : t o_c lient , es t ablis he d; co nt ent : "Ji had Aga i nst 
J e1>J s a nd Cr usade r s ~1or l d I s l amic Front St a t e ment " ; nocase; t hres ho ld : t ype t h r esho ld , t r ac k by_d st , co un t 5 , seconds 360; classt y pe: po licy- vio l a tio n; 
ref e r e nce : u r l , doc . eme r gingth reats . net/ 2010585; r e fe r ence : ur 1, WM>J . eme r g ingthr eats . ne t / cgi - bin/ cvs web . cgi / s i gs / POLI CY / POL I CY _ Te r r iri st_Li t e rat ur e; s i d : 2010585 ; r ev : 2 ; ) 

# by j i m 
#These will fa l se pos i tive a LOT, but use t hem if yo u need t hem. They s ho ul d be usefu l. 

• 
#a l e r t t cp $EXT ERNAL_NET a ny - > $HOME_NET 25 (msg : " ET PO LICY Poss i bl e Ref e r ence t o Te r roris t Lite r a t ur e ( Oecla r ation of Wa r aga in s t t he America ns . . . ) SMTP" ; f l ovl ! to_c lient ,es t a blis hed ; 
content : "Dec l aration of L-fa r aga i ns t t he Ameri ca ns Occ upying t he La nd of t he T1.~o Hol y Pl aces " ; nocase; t h r eshol d : ty pe th r esho ld , t r ac k by_ds t ,count 5, second s 360; c l ass t ype : pol i cy ­
v i o l a t i on; r e f e r e nce: ur 1, doc. e me r gingthr ea t s . net / 2010586 ; r ef e r e ne e: u r l , WM'i . eme r gi ngt hreat s . net / cg i - bi n/ cvswe b. cg i / s i gs/ POLI CY / POLI CY _ Terri r i st_Li te r at ure ; s i d : 2010586; r ev : 2; ) 

#by j i m 
#These will fa lse pos i tive a LOT, but use t hem if yo u need them. They s ho ul d be use f ul. 

• 
#a l e r t t cp $EXT ERNAL_NET a ny - > $HOME_NET 25 (msg : " ET PO LI CY Poss i bl e Ref erence to Te r ro ri st Li t e r a t ur e (Jo i n t he Carava n of Ma rty r s . .. ) SMTP"; flow: t o_client , es t abli s he d; 
content : " Joi n t he Ca r ava n o f Ma rty r s " ; nocase; t h r es hol d : t ype t hr es ho l d , t r ac k by_dst , count 5, seconds 360; c la sst ype: policy- v i o l a tio n; r e f e r ence: url, doc . eme r g ingthr ea t s . net / 2010587; 
ref e r e nce: u r l , h'L-iw . emergingth reats . net / c gi - b i n / cvs 1~e b . cgi / s i gs / POLICY / POLICY_ Te r r i r i st_ Li te rat ur e; sid : 2010587; r e v : 2 ; ) 

#by j i m 
#These will fa l se pos i t i ve a LOT, but use t hem if yo u need them. They s ho ul d be useful. 

• 
#a l e r t t c p $EXT ERNAL_NET a ny - > $HOME_NET 25 (msg : " ET PO LI CY Poss i bl e Ref erence to Te r ro ri st Li t e r a t ur e (S hari a a nd De mo c r acy . . . ) SMTP"; flow: t o_client , establis he d; co nt ent: "Sha ria and 
Democ r acy"; nocase ; t hr esho l d: t ype t h r es ho l d , t r a c k by_dst , count 5, seco nd s 360 ; classtype: policy-v i o l at ion; r eference: ur 1, doc . e me rgingth r eats . net / 2010588 ; 
refe r e nce: u r l , h'L'J\Y . emerg i ngth reats . net / c gi - b i n / cvs 1Yeb . cgi / s i gs / PO LICY / PO LI CY _ Te r r i r i st_ Li t e rat ur e; sid : 2010588; r e v : 2; ) 

#by j i m 
#These \'iÌll fa l se pos i t i ve a LOT, but use t hem if yo u need them. They s ho ul d be useful. 

• 
#a l e r t t cp $EXTERNAL_NET a ny - > $HOME_NET 25 (msg : " ET PO LI CY Poss i bl e Ref e r ence to Al Qaeda Propaganda Theme ( fa rdh a i n ) SMTP" ; flm~: to_client ,est abli s he d ; cont ent : " fa r dh ai n"; no case ; 
t h r eshol d: ty pe th r esho ld , t r ac k by _dst , count 5, second s 360; c l ass t ype : pol icy-v i o l ation; r efe r e nce: url , doc. eme r gi ngth r ea t s . net / 2010589; r efe r e nce: ur l, 1,11>1w . eme r g i ngthr ea t s. net / cgi­
bin/ cvs \veb . cg i / sigs/ PO LICY / POLI CV_ Te r r i ri s t _ Li t eratu r e; s id: 2010589; r ev : 2; ) 

#by j i m 
#These will fa l se pos i t i ve a LOT, but use t hem if yo u need t hem. They s ho ul d be useful. 

• 
#a l e r t t c p $EXT ERNAL_NET $HTTP _POR TS - > $HOME_NET a ny (msg:"ET POLI CY Possib l e Ref e r e nce t o Al Qaeda Propaga nd a Theme/ Gro up ( Ta kfi r ) SMTP" ; floi" : t o_client , es t ablished; 
content : "Ta kfir"; noca se ; t h r eshol d : ty pe t h r es ho l d , t r ac k by_dst , count 5, second s 360 ; c l asstype: policy - v i ol a t i on ; r efe r e nc e : ur l ,doc . eme r g i ngthr eats . net / 2010590; 
ref e r e nce: u r 1 , WLwi . eme r gingth reats, net / c gi - b i n / cvs 1~e b . cgi / s i gs / POLICY/ POLICY _ Terri r i s t _ Li t e rat ur e; sid : 2010590; r e v : 2; ) 

# by j i m 
#These wi ll fa l se pos i tive a LOT, but us e t hem if yo u need them. They s ho ul d be useful. 

• 
#a l e r t t cp $EXTERNAL_NET a ny - > $HOME_NET 25 (msg : " ET PO LI CY Poss i bl e Ref erence to Al Qaeda Propaganda Theme ( Al -1-Ja l a ' L-la l Ba r a ) SMTP" ; flow: to_clie nt ,establi shed; content : "Al -1-Ja l a ' 
l-Ja l Ba r a "; no ca se; t hres hold: t yp e t h resho l d , t r a ck by_dst , co unt 5 , seconds 360 ; classtype: policy -v i ol at i on ; r ef e r e nce : ur l ,doc . eme r g i ngt hr e ats . net / 2010591 ; 
ref e r e nce: u r l , h'L.,.~. emergi ngth reats . net / cgi - b i n / cvs 1~e b . cgi / s i gs / POLICY / POLICY_ Te r r i r i st_ Li t e r a t ur e; sid : 2010591 ; r e v : 4 ; ) 

#Submi tt e d by an a nonymous r esea r che r 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNA L_NET 1024 : (msg: " ET POLICY TOR 1. 0 Se r ve r Key Ret rieva l "; fl ow: e s t a blis hed , t o_serve r ; content : "GET / t o r / se r ve r /" ; de pt h : 16; t hresho l d : type limit , 
t r ac k by _s r c, count 1, seconds 30; c l asstype : policy- viol at i on; r ef er ence: url , tor . e f f . org; r e f e r e nce: url , do c . eme rgingth reats . net / 2002950; r e f er ence : url , 1wtw . eme rgi ngth r eats . net / cgi ­
bin/ cvswe b . cg i / s i gs/ POLICY / POLI CV_ To r ; s i d : 2002950; r e v : 6; ) 

#Submi tted by an a nonymous r esea r che r 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNA L_NET 1024 : (msg: " ET POLI CY TOR 1.0 St at us Update " ; f101>J :establis hed, t o_se r ve r ; cont e nt : "GET / t or / sta t us/" ; de pt h : 16; t hr es ho l d : type limit , trac k 
by _s r c, count 1 , seconds 60; c l ass t ype : pol i cy-v i o l a t ion; r e f e rene e: ur 1, t o r . eff. o r g; r e f erence; ur 1, doc. e me r gi ngt hr ea t s. net/ 2002951 ; r ef erence; ur l , ,..f'IIW , emerg i ngthr ea t s. ne t / cg i ­
bin/ cvswe b . cgi/ sigs/ POL I CY / POLI CY _To r ; s i d : 2002951 ; r ev : 5; ) 

# t h i s s i g i s good as l ong as t he client i sn 't r ecompiled t o use an i dentif i e r o t he r tha n TOR . 

• 
a l e r t t cp $ EXTERNAL_NET a ny -> $HOM E_NET 1024 ; (msg: " ET POLICY TOR 1.0 I n bound Ci r c uit Traff i c"; flow:est a blished ; cont e nt : "TOR" ; cont e nt : " <i dentity> " ; r awbyt es; di s t a nce: 10; wi th in :35; 
t h r eshol d: t ype limit , t r ac k by _s r c, count 1, second s 120; c l a s s t ype: polic y -v i o l a t i on ; ref e r e nce: u r 1, t or. ef f . org; r e f e r e nce: url , doc . e me r gingt hr ea t s. net / 2002952; 
ref e r e nce: u r l , h'L-iw . emergingt h reats . net / c gi - b i n / cvs 1~e b . cgi / s i gs / POLICY / POLICY_ To r ; s id : 20029 52; r e v : S; ) 

#t h i s s i g i s good as l ong as t he client i s n 't r ecompiled to use an i dentif i e r othe r tha n TOR . . 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNA L_NET 1024 : (msg:"ET POLI CY TOR 1 . 0 Out bound Ci r cu i t Tr aff ic " ; f101'i :es t a bli she d; cont e nt : "TOR " ; cont ent: " <identi ty >" ; r a~~ byt es; d i s t a nce: 10; 
with i n : 35; t hr e sho l d : t ype l i mi t , t r ac k by_ s r e, count 1 , seconds 120; c l ass t ype: policy-v i ol at ion; r e f e r e nce: url , t o r . ef f .o r g ; r ef e r e nce : ur l ,doc. eme r g i ngt hr eats . net /200 2953 ; 
refe r e nce : u r 1 , WL-iw . emergingth r eat s . net / cgi -bin / cvs 1~eb . cgi / s i gs / POLICY/ POLICY _To r ; s id : 2002953; r e v : 5 ; ) 

# by Na t ha n i e l Ri chmo nd 

• 
a l e r t t cp $HOME _NET a ny - > $ EXTE RNA L_NET $HTTP_ PORTS (msg : " ET POLICY To r Get Serve r Request " ; f1 01>J : es t ablis hed , t o_serve r ; uri co nt ent : " / to r / ser ve r /" ; nocase; class t ype : pol icy -v i o l at i o n ; 
ref e r e nce: u r 1 , t o r . eff. o r g; ref e r e nce: u r 1 , doc . emerg i ngthr eat s. ne t /200811 3; ref e r e nce : u r 1, w1vw . emergingthreat s , net / cgi - b i n/ cvs we b . cgi / s i gs / PO LICY / POLI CV_ To r ; s i d : 2008113; r e v : 4 ; ) 

# by Natha n i e l Ri chmo nd 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNA L_NET $HTTP_ PORTS (msg : "' ET POLICY To r Get Stat us Request " ; f1 01y: es t ablis hed ,to_serve r ; u r i co nt ent : " / to r / status /" ; nocase; class t ype : policy -v i o l ation ; 
ref e r e nce: u r 1, t o r . eff. o r g; refe r e nce: u r 1 , doc . emer g i ngthr eat s. net /200811 5; ref e r e nce: u r 1, w1vw . emerg i ngth reat s , net / cgi - b i n/ cvs we b . cgi / sigs / POLICY / POLI CV_ To r ; s i d : 2008115; r e v : 2; ) 

#by Mi ke Cox 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTTP_ PORTS (msg : "' ET POLICY T1~i t te r Status Updat e " ; flm~:to_se r ve r ,establis he d; content : " POST " ; de pt h : 5; uricontent : " / status / update" ; 
cont e nt : "t wi t t e r . com"; nocase; co nt ent: "aut he nt i c ity _ toke n'"' " ; noca se; content : "status"' " ; nocase; e l asst ype; pol i cy -v i o l at ion; r efer ence: ur 1, t wit t e r. com; 
ref e r e nce: u r l , doc . emerg ingth r eat s . net /2010797; r e f e r ence: ur 1, h'L"1.~ . eme r g ingthr eats . net/ cgi - b i n/ cvs web . cgi / s i gs / PO LI CY / PO LI CY _ Twitter; s i d : 2010797; r e v : 2; ) 

#from Rodrigo Mont o r o ( Sp0oKeR) . Th i s i s n ' t a hos t ile a pp , but may be i nt e r es ting t o know who ' s u s ing it 
#Rul e by 5ERPRO-Reci f e Sec urit y Tea m 
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# 

#ale r t udp $HO'\E_ NET a n y -> $EXTER NAL_ NET 53 ( msg : "ET PO LICY Possi b l e Exter na l Ult r asurf Anonymi ze r ONS Que r y "; conte n t : " 100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0 0 00 00 00 
00 I"; clas s t y pe: policy- v i o l ation ; t hres hol d: t ype limi t, t r ac k by _s r c, count 1 , seconds 60 ; refe r e nce: ur l , doc, emergingth reats. net / 2008533; ref er ence : url , www .emergi ngthreats. net / cgi ­
bin/ cvS\'fe b . cg i / sigs/ PO LICY / POLI CY _Ult ras ur f; sid : 2008533; r ev : 3; ) 

#Submi t ted by Erik Vi ncent 

• 
#ale r t t cp $HO'IE_NET any -> $EXTERNA L_NET $HTTP_PORTS (msg : " ET POLI CY Pr oxy Connection detected '" ; flow:establi she d ; content : "Pr oxy-Connection"; classty pe : attempted- use r ; 
refe r e nce: u r l ,doc . eme r gingth reats . net/ 2001449; r efe r ence : ur 1, www . eme r gingt hr eats . net/ cgi - bin/ cvs L.,,eb . cgi / s i gs / POLICY / POLI CV _Una ut horized_P roxying; s i d : 2001449; r e v : 6; ) 

#You MUST a dd t he SMT P _SERVERS va r t o yo ur snor t .conf ! ! ! ! 

• 
a l e r t tc p !$SMTP_SERVERS a ny - > !$HOME_NET 25 (msg:"ET POLICY Outbound Mult i p l e Non-SMTP Se r ve r Emails " ; f101~: es tabli shed ; content : "mai l froml 3a l " ; nocase; th res hold : t ype t hr es ho l d, 
t r ac k by _s r c, count 10, seconds 120; classtype: mi sc- activity ; ref er ence : ur l , doc . eme r g i ngth r eats . net/2000328 ; r efe r e nce: ur l , w,,,,i,1. emergingthr ea t s . net/ cgi-
b i n/ cvswe b . cgi/ sigs/ PO LICY / POLICY _Unaut horized_SMTP ; s i d : 2000328; r e v : 12 ; ) 

#You MUST add t he SMTP _SERVERS va r t o yo ur snort .conf ! ! ! ! 

• 
a l e r t tc p !$HO'-'IE_NET any -> $HOME_NET 25 ( msg:""ET PO LICY I n bound Fr e quent Emails - Pos s i bl e 5pambot I nbou nd '"; flow:es tablis he d; content : '"mail from l 3a l '" ; nocase; t hr esho l d : t y pe 
t h res hol d, t r ac k by_s r c, co unt 10, seconds 60; class t y pe : mi se -act i vi t y ; r eference: ur l, doc . eme r g i ngthr eat s . net / 2002087; r efe r e nce : url , wwN. e mer gingt hr eats. net / cgi-
bin/ cvswe b . cg i / s igs / POLICY / POLICY _Una ut horized _SMTP; s i d : 2002087; r e v : 10 ; ) 

#Seei ng some bots use 587 as a n out boun d ma il st r eam. Use t his if you do NOT use 587 l oca lly 

• 
#ale r t t cp !$SMTP_SE RVERS a ny -> !$HOME_NET 587 ( msg : "" ET POLICY Out bound SMTP on port 587 " ; flow: establ ished ; con t e nt : "mail from l3a l " ; nocase ; t hr eshold : ty pe t h res ho l d , trac k by_s r c , 
count 1 , second s 60; e l a sstype : mi sc-act i vity ; r eference : ur 1, dcc. eme r gingthr eats , net/ 2003864; r efe r e nce: ur 1 , M'w'\~ . e me r gingthr eats. net/ cg i -
bin/ cvs \~e b . cg i / sigs/ PO LICY / POLICY _Una ut horized_SMTP; s id : 2003864 j r e v : 4 j ) 

# by Matt Jonkman, sandnetted b i na r y 
#App o n por t 20000 for t h i s casino stuf f . Not ma licious, bu t likely not a llowed i n most e nv i r o nment s 

• 
a l ert tc p $HOME_NET a ny - > $EXTERNA L_NET 20000 (msg :" ET POLICY Gol d VIP Clu b Cas ino Client in Use"; f1 01.,, :establishe d , t o_se r ve r ; dsize:25; co ntent: "Go l d VI P Club Casino""; 
c l asstype: policy- vio l atio n; r efe r ence : ur 1 , dcc . eme rgingt h r eats . net / 2007746 ; refe r ence : u r l , \...WW . eme r gingthreats. ne t / cgi- bin / c vswe b . cgi/ sigs / POLICY / POLICY _ VIP _G o l d_Cas i no; s i d : 2007746; 
rev : 5; ) 

#Submi tted by J ason Al va r ado 

• 
#ale r t t c p $HO'-'IE_NET any -> ( 208 .8 . 81. 0 / 24 ,64 . 68. 96.0/ 19 ] 443 ( msg : " ET POLICY MyWe bEx Se r ve r Tr aff i c '"; flow: t o_ se r ve r ,establis hed ; dsize : <50; content : " 117 1" ; offset: 0 ; de pt h : 1 ; 
t h res hol d: t y pe limi t, t r ack by _ s r c, count 1, second s 360 ; c l as stype: policy- v i o l at i on; r efe r e nce: ur l, l'w'\'w'\.,, . mywe bexpc . com; r efe r e nce : url , doc . eme r gingt hr eats. net / 200171 2; 
r efe r e nce: u r l , \WIW . eme r gingth r eats, net / cgi · b i n / cvs 1.,,eb . cgi / s igs / PO LICY/ POLICY _l.Je bEx_ Traff i c ; sid : 2001712; r e v : 6; ) 

#Submi tted by J aso n Al va r ado 
# 

#alert t cp $HO'-'\E_NET any · > ( 208 . 8 .81. 0/24, 64 . 68.96 . 0 / 19 ] $HTTP_PORTS (msg: "ET POLI CY Myl.Je bEx I nstallat ion" ; f101,J : t o_se r ver , established; co ntent: " / pc/ r . php ?AT=RS" ; nocase; t hr es ho l d : 
t ype limit , t r ac k by _s r c , count 1 , seco nd s 30; classty pe : polic y- v i ol ation; ref e r e nce: ur 1, 1wN1 .my,.,,ebe xpc. com; ref e r e nce : u r l , doc. eme rgingthreats. net/ 2001713; 
refe r e nce: u r 1 , www . eme r gingth reats . net/ cgi - b i n/ cvs 1.,,eb . cgi / s igs / POLICY/ PO LICY _ l.Je bEx_ Traffi c ; sid : 2001713; r e v : 6; ) 

#Subm i tted by J aso n Al va r ado 

• 
#ale r t tcp [ 208.8.81 . 0/ 24 ,64 .68 . 96.0/ 19] 443 -> $HOME_NET a ny ( msg:"ET POLICY MyWe bEx I ncoming Connection"; flow: to_client , establishe d; content : " 116 03 1"; offset: 0; depth : 2; 
content : "Comodo"; no ca se ; depth : 240; co ntent: "" accessa ny 1.,,he r e . com"; noc ase; offset : 592; dept h : 48; cla sstype : policy - v i o l at i on ; r efe r e nce: u r l , 1'w'lw1 . my..,.e bex pc . com; 
refe r e nce: u r l ,doc . eme r gingthreats . net / 2001714; reference : ur l , www . eme r gingthr eats . net/ cgi - bin/ cvs L.,,eb. cgi / s igs / POL ICY / PO LI CY _1.Je bEx_ Traffic; sid : 2001714; rev : 6; ) 

#By Ro be r t Gr a bo1.,, s ky 
#Updated t o have a mor e uni que matc h t ha n Use r -Agent, 

• 
#a le r t tcp $HO'-'\E_NET any · > $EXTERNA L_NET $HTTP _PORTS (msg : " ET POLI CY I.Jebs hotsNetC l ient " ; flow: t o_se r ve r , established; co ntent : "" l-Jebs hotsNetClient "; nocase; within: 100; class t y pe : policy -
viola t i on; reference: ur 1, tl\'I\~ . L>Jebs hots . com; r e fere nce: ur l ,doc . eme r g i ngthr ea t s. ne t / 2002407 ; r efe r e nce: ur l , 1wrw . eme r g i ngth r eat s . net / cg i - bin/ c vsweb. cg i / s igs / POLICY / POLICY _He bShot s ; 
s i d :2002407; r ev :7; ) 

#by J acob Kitchel of infotex 
#These are of pa rticu l a r use i n detecting rec on f o r ph i s h i ng , etc . 
# 
#a l e r t t cp $EXTERNAL_NET a ny - > $HTTP_S ERVERS $HTTP_PORTS ( 111sg:" ET PO LICY l-Jget Use r Age nt" ; flow:established , t o_se r ve r ; co nt e nt: " l 0d 0a lUse r -Agent l3AI "; nocase; content "l.Jget"; nocase; 
wi thin : 50; e l as stype: attempted- r econ ; r ef e r e nce: ur 1 , ,.,Ml'I .gnu . o rg/ sof t 1-1a r e /wget; r efe r e nce : ur l , doc. eme r gingthr eat s. net / 2002822; r ef e r e nce: u r l , ,.,Ml'I , eme r gingt hr eats. net / cgi-
bin/ cvsweb . cgi / s igs/ POLICY / POLICY _I-Jeb_Cra1"11ing ; s i d : 2002822 ; rev :7 ; ) 

# by J acob Kitchel of i nfo tex 
#These a r e of part icul a r use in detec ting r econ far ph i sh i ng , etc . 

• 
a l e r t t cp $EXTERNAL_NET a ny - > $HOM E_ NE T $HTT P_ PORTS (ms g: " ET PO LICY POSSIBL E He b Cr awl us ing Wget " ; flow: es t ablished ,to_se r ve r ; cont e nt: " l0d 0a lUse r -Agen t ]3AI "; nocase; 
content : "i.Jget"; nocase; 1,1ith i n : 50; t h resho l d: t ype bot h , t rack by _s r c, co unt 10, seconds 60; c l asstype : attempt ed - r econ; r e f erence : u r l , \'w'\'11" . g nu . org/ soft 1.,,are/l~get/ ; 
r efe r e nce: u r 1 ,doc. eme r gingth reats, net / 2002823 ; r efe r ence : ur 1, \'w'\'IW . eme r gingthr eats , net/ cgi - bin/ cvs L.,,eb . cgi / s i gs / PO LICY / PO LI CY _1.Jeb_Cr a 1.,, li ng ; s id: 2002823; rev : 5 ; ) 

#by J acob Kitc hel of i nfo tex 
#These a r e of pa rt i c ul a r use i n det ecting r e c on f o r ph i s h i ng, e tc . 

• 
#ale r t tcp $EXTERNAL_NET a ny - > $HOME_NET $HTTP _PORTS (msg : " ET POLI CY CURL Use r Age nt " ; flow: establishe d, t o_se r ve r ; content: " l0 d 0a ! User - Age nt I 3a l " ; nocase; content : "curl "; nocase; 
d istanc e :0; within: 100; c l asstype : attempted - r e con; r eference : u r 1, cur 1 . ha xx . se; r efe r ence : ur 1, doc . eme r gingthr eat s. ne t / 2002824; r ef e r e nce: url , ,.,11"11.'I . eme r gingthr eats. net/ cg i -
b i n/ cvs \~e b . cgi/ sigs/ PO LICY / POLICY _I-Jeb_C r a1"11ing ; sid : 2002824 ; r e v : 7 ; ) 

#by J acob Kitchel of i nfotex 
#These are of pa rt icul a r use i n detecting r econ fo r ph i shing, etc . 

• 
a l ert tc p $ EXTE RNAL_NET any -> $HOM E_NET $HTTP_PORTS (msg: " ET PO LICY P05SIBL E We b Crawl using Cur l " ; fl m.,, : established,to_se r ve r ; content: " l0d 0a lUser -Agen t ]3a l "' ; nocase; 
content : "c ur l "; nocase; d i s tance :0; withi n : 100; t hr eshol d : t y pe bot h , t r ac k by_s r c , co unt 10, seconds 60; c l asstype: attemp ted- r econ; r efe r e nce : url , curl. ha xx . se; 
refe r e nce: ur 1 ,dcc . eme r gingth reats . net/ 2002825; r eference : ur 1, WM'I . eme r gingthr eats . net/ cgi- bin/ cvs L.,,eb . cgi / s igs / POLICY / PO LI CY _I.Je b_C r a1.,, ling; s id: 2002825; rev: 7; ) 

#by J acob Kitchel of infotex 
#These are of pa rticul a r use i n detecting rec on f o r ph i shing , etc . 

• 
#ale r t tcp $EXTERNAL_NET a ny - > $HOME_NET $HTT P _PORTS (ms g : " ET POLI CY fetc h User Agent " ; flow: established , t o_se r ve r ; content : " l0d 0a lUser -Agent ] 3a l "" ; nocase; co ntent: ""fetch" ; nocase ; 
d istance :0; with i n : 50; classtype : attempted- re con ; refer e nce : u r l , gobsd . com/ code / fre ebsd / li b/l i bf e t ch; refe r e nce: u r l ,doc . eme rgingthreats. net / 2002826; 
refe r e nce : u r 1 , www . eme r gingth r eats . net / cgi -bin / cv s. Neb . cgi / s igs / PO LICY/ POLICY _ l.Je b_Crawling; s i d : 2002826; rev : 7; ) 

#by J acob Ki tche l of i nfotex 
#These a r e of pa rt icul a r use in det ecting rec on f a r ph i sh i ng , etc . 

• 
a l e r t tc p $ EXTERNAL_ NET a ny - > $HOM E_NET $HTT P _ PORTS (ms g: " ET PO LICY POSSIBL E Crawl using Fetc h" ; flow: establi shed, t o_se r ve r; co nt ent : "" l0d 0a IUs e r -Age nt I 3a I "; nocase; content : "fetch" ; 
nocase; d istance:0; wi t h i n :50; t hr es ho ld : t ype bot h , t r ack by_ s rc , count 10 , seconds 60; classtype : a tt empted- r econ ; ref e r e nc e : url ,gobsd.com/ code / f r ee bsd/ lib/ libfe t c h; 
r efe r e nce: u r 1 ,doc. eme r gingth reats, net/ 2002827; r efe r ence : ur 1, \'w'\'IW . eme r gingthr eats. net/ cgi - bin/ cvs L.,,eb. cgi / s igs / POLICY / POLI CY _\1Je b_Cra1.,, ling; s id: 2002827 ; r ev : 6; ) 

# by J acob Kitc he l of i nfo tex 
#These a r e of pa rt i cul a r us e in det ecting r econ f or ph i s h i ng, e tc . 

• 
#ale r t t cp $EXTERNAL_NET a ny - > $HOME_NE T $HTT P_PORTS (msg : " ET POLI CY libwww - per l Use r Age nt"; flow:est a blished,to_se r ve r ; content : " l0 d 0a lUser - Age nt l 3a l 
pe r 1/ '"; nocase; d istance : 0; wi t hin: 50; clas stype: att empted - r econ; r efe r e nce: u r 1, Mwi . l i npr o. no/ bp/ ; r efe r ence: ur 1, doc . e me r gingthr eats . net/ 2002934; 
r efe r e nce: u r l , W!.>11'1. eme r gingthreats . net / cgi - b i n / cvs1.,,e b . cgi / sigs / PO LICY / POLI CV _l•le b_Cr a1"11ing; s i d : 2002934 ; r ev : 7; ) 

#by J acob Kitchel of i nfo tex 
#These a r e of pa rt icul a r use i n detecting r econ fo r ph i s h i ng, etc. 
# 

nocase ; content : " libww,.,l -

a l e r t tc p $EXTERNAL_ NET a ny -> $HOM E_NE T $HTTP_PORTS (msg: "' ET PO LICY Poss ib l e We b Cr awl - libWW\~ · pe r l User Age nt " ; fl ow: established,to_serve r ; content: " l0d 0a lUser - Age nt l3a l "" ; nocase; 
c ontent : " l ibwi'w'lv -pe r l /" ; nocase; d i stance: 0; wi t hi n : 50 ; t hr esho l d: t ype bo t h , t r ac k by_s rc , count 10, seconds 60; c l assty pe: attempt e d- r econ ; r ef e r e nce:u r l , Mw, . linp ro. no /lwp/ ; 
refe r e nce: u r 1 ,dcc . eme r gingth reats . net /2002935; r efe r ence : ur 1, W!.>11'1 . eme r gingthr eats . net/ cgi - b i n/ cvs web . cgi / s igs / PO LICY / PO LI CY _1.Je b_C r a L'l ling; s id: 2002935; rev : 6; ) 

#Thes e a r en't sec uri t y i ssues neces sa r ily , but you may be i nt e rest ed i n seeing how ofte n these c r a1,l le r s h i t you 

• 
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#a l e r t tc p $EXTERNAL_NET a ny - > $HOME_NET $HTTP _PORTS (ms g : " ET POLICY Goo gl e bot Use r Age nt "; f1 01..i : e stablished , t o_serve r ; content: " Jed 0a I User-Agent I 3a I "; cont e nt : "googl ebot " ; 
wi t h i n : 50 ; noca se; clas sty pe: not- s uspic i ous; r e f e r e nce: ur l , W'dl'I . goog l e . com /we bmasters / bot . html; r ef e r ence : ur l ,doc . eme r gingth reats. net/ 2002828; r e f e r e nce : ur l , h'!.>11-J . emerg ingthr eats . net / cgi­
b i n/ cvsweb. cgi / sigs / PO LI CY/ POLICY _\-Jeb_C r awling ; s id : 2002828 ; r e v : 7; ) 

#These a r e n' t s ec u r i t y issues necessa r ily , bu t you may be i nt e r ested i n s e ei ng ho1,i often t hese c r a wlers h i t you 

• 
#a l e r t tcp $EXTE RNAL_NET a ny - > $HOME_NET $HTTP _PORTS (msg : " ET PO LICY Googl e bot Cr aLd "; flow: establis hed , t o_server; content : " l0d 0a lUser- Age nt I 3a l "; content : "googl ebot " ; withi n : 50; 
nocase; th resho l d : t ype bot h, t r ac k by_ s r c , count 10 , seconds 60; c l assty pe: attempted - r econ; r e f e r e nce : u r 1, w1:iL>1 . googl e. com/1-Je bmaste r s / bot . ht ml ; 
r ef e r e nce : ur 1 , doc . eme r gingth r eats . net /2002829 ; r e f e r e nce: ur 1, WWl>J . emerg i ngt hr eats . net / cgi-bi n/ cvs1>Jeb . cgi / s igs / PO LICY / POLICY _I.Je b_ Cr awl i ng; s id : 2002829 ; rev : 5; ) 

#These a r e n' t s e cu r ity i ssues necessa r ily , bu t you may be i nt e r e sted i n seeing ho1,i of ten t hese cra wlers h i t you 

• 
#ale r t tcp $ EXT ERNAL_NET a ny - > $HOME_NE T $HTT P_PORTS (msg : " ET POLICY Ms nbot Us e r Agent"; flow:establis hed , t o_server; cont e nt:" l0d 0a lUs er-Agent l 3a l '"; co nt ent : "ms nbot ·· ; nocase; 
wi t h i n : 30; c las sty pe : not- sus p i cious; r e f e r e nce : ur l , search. ms n . com/ ms nbot . ht m; r efe r e nc e : ur l , doc. emer gingth r eats . net / 2002830; r e f e r e nce : ur l , www . eme r gingthrea t s . net / cg i ­
b i n/ cvsweb . cg i / sigs / PO LI CY / POLICY _Web_C r awling; sid : 2002830; r e v : 6; ) 

#These a ren' t secu r ity i ssues necessa r ily, but you may be i nt e r ested i n seeing ho1,i of ten t hese c r a 1,1le rs hit you 

• 
#a l e r t tc p $EXT ERNAL_NET a ny - > $HOME_NE T $HTT P _PORTS (msg: " ET POLI CY Ms nbot Crawl " ; flo\'.- : establishe d , t o_se r ve r; co ntent : " [ ed 0a I Use r -Agent I 3a I " ; co ntent: "msnbot "; nocase; 1,d th i n : 30; 
t hr eshold : t ype bot h , t r ack by_s r c , count 10 , seconds 60; c las stype : at tempt ed- r econ; r e f e r e nce: ur 1, sea r c h .ms n .com/ msnbot. ht m; r e f e r e nce: ur 1, doc . eme r gi ngt hr eat s . net / 2002831 ; 
ref e r e nce : ur l , WWl>J . emer gingth reats. net / cgi- bin / cvs we b . cgi / s igs / PO LICY / POLICY _l.Je b_Cr a L..i ling; s i d : 2002831 ; r ev : 6; ) 

#These a r e n ' t securi t y issues necessa r ily, bu t you may be i nte rested i n s eeing h01,i of ten t hese c r a wlers hit you 

• 
#a l e r t tc p $EXTERNAL_NET a ny - > $HOME_NET $HTTP _PORTS (msg: " ET POLI CY Ya hoo Crawle r User Agent " ; flow: es t ablis he d , t o_se r ver ; co ntent: " led 0a lUse r -Age nt I 3a I " ; content : "Ya hoo-~rawle r " ; 
nocase; within : 50 ; cla s s t y pe : not - s u sp i e i ous; r e f e r ence: ur 1, 1m1s -mmc r awl e r - s up po r t @yahoo - inc . com; r e f e r e nce : ur 1 , doc . eme rgingthr eats. net/ 2002832; ref e r e nce: u r 1 , W\Wl . eme rgingth r ea t s. net/ cgi ­
b i n/ cvsweb. cgi / sigs / PO LI CY/ POLICY _Web_Cr awling; sid: 2002832; r e v :7; ) 

#These aren ' t s ec uri t y i ssues necessa r ily , but you may be i nt e r ested i n see i ng ho1,i of ten t hese c r a wlers h i t you 

• 
#a l e r t tc p $ EXT ERNAL_NET a ny - > $HOME_NE T $HTT P _PORTS (msg : " ET POLICY Ya hoo Crawl e r Crawl "; floL,j :establis hed , t o_se r ve r ; cont e nt : "10d 0a I Use r -Age nt i 3a I "; co ntent "Yahoo- ,-V.,Cr awl e r"; 
wi t h i n :50 ; nocase; t hr eshold : t y pe both , t r ac k by_s r c, coun t 10, second s 60; classtype : at t empted- r econ; r ef erence : ur l , mms-mmc r awl e r -suppo r t @ya hoo- i nc . com; 
ref erence : ur 1 , doc . emer gingthreats . net/2002833; r e f e r e nce: ur l , wwt>J . emerg ingth r eats . net / cgi - b i n/ cvs1>Je b . cgi / s igs / POLI CY / POLICY _1.Je b_ Cra wl i ng ; s id : 2002833; rev : 5; ) 

# by J a cob Kitchel 

• 
#a l e r t tc p $EXT ERNAL_NET a ny - > $HOME _NET $HTT P _PORTS (msg: " ET POLI CY python . ur ll i b User Agent " ; flow: establishe d , t o_se r ver; co ntent : " l0d 0a lUs e r -Age nt I 3a I " ; nocase ; 
content: "pyt hon . ur ll i b/"; nocase; withi n : 50; c lass type : a ttempt ed- r ee on ; r ef e r e nce : u r l , docs . python . o r g/ lib/ modu l e- ur ll i b . ht ml ; r e f e r e nce: ur 1, doc . eme r gi ngt hr eat s . net / 200 2944 ; 
r e f e r e nce : ur l , WWl>J . emer gingth reats. net / cg i - b in / cvs 1>Je b . cgi / sigs / PO LICY / POLICY _l.Je b_C r a l,,j ling; s i d : 2002944; r ev : 6; ) 

#by J ac ob Kitchel 

• 
a l e r t t cp $EXTERNAL_NET a ny -> $HOt1 E_NET $HTTP _PORTS (msg : " ET PO LICY pyt hon . ur ll ib Use r Agent We b Cr awl " ; fl ow:established , to_ser ve r ; cont e nt : " I 0d 0a I User -Agent i 3a I " ; nocase; 
cont e nt : "pyt hon . ur ll i b/" ; nocase; withi n : 50; t hr es ho l d : type bot h, t r ac k by _s rc , count 10 , seconds 60; class t y pe : a t t emp ted- r econ; r e fe r e nce : ur 1 , docs. pyt hon . o rg/l i b/ module -ur ll i b . ht ml; 
r e fe r e nce : ur l , doc . emer gingth reats. net /2002943; r e f e r e nce: ur 1, Wl'll>J . emergingthr eats. net / cgi-b i n/ cvs1>Je b . cgi / s igs / POLICY / POLICY _1.Je b_Cr aid i ng; s i d : 2002943; r ev : 7 ; ) 

# by Jacob Ki t c hel 

• 
#a l e r t tc p $ EXTERNAL_NET a ny - > $HOME_NET $HTTP _PORTS (msg : " ET POLI CY Java Ur l Lib Use r Agent "; flow: establis hed , t o_se r ve r ; con tent : " led 0a l Use r - Age nt I 3a l "; nocase ; co ntent : " J ava /" ; 
nocase; wi t h i n : 50; per e : " / Use r -Age nt \ : [ "\n ]+J ava/\d \ . \ d+/ i "; e l a ss t ype : a t t empted - r ee o n; r ef e r ence: url , wtw1 .moz illa . or g/ doc s / netlib/ seea l so/ netmods . ht ml ; 
r e fe r e nce : url ,doc. emer gingt h r eat s. net /2002946; r e f e r e nce: ur 1, wwN , emergingthr eats. net / cgi-b i n/ cvs1>Je b . cg i / s igs / POLICY / POLICY _1.Je b_Cr aid i ng ; s i d : 2002946; r ev : 6 ; ) 

# by J acob Ki t c hel 

• 
a l ert t cp $EXTERNAL_ NE T a ny -> $HOtlE_NET $HTT P_PORTS (ms g:"ET PO LICY Java Ur l Li b User Age nt Web Cr awl " ; f101,i :establishe d,to_ser ve r ; co ntent : " l0d 0a JUse r -Age nt l3a l 
content : "J ava/" ; nocase ; wi t h in : 50 ; pe re : "/ Us er -Agent \ : [ "\n ]+Java /\d\ . \ d+/ i "; t hr es hol d : t ype bot h , t r a ck by_src , count 10 , second s 60; class t ype : attempted- r eco n; 
r ef e r e nc e : ur l , W1>11v . moz i l la . o r g/ docs / net l ib/ seealso/ netmod s . h t ml ; r e f erence : ur l ,doc. emergingth r eats. net / 2002945; ref erence : ur l , wvrw . eme rgingt h r e at s . net / cgi­
b i n/ cvsweb . cg i / sigs / PO LI CY / POLICY _Web_Cr a1,iling; sid: 2002945; r e v : 7; ) 

#Or igina lly posted by Matt Jon kman, major t\~eaks by Matt Watchi ns ki . 
# Less usef ul r u l es are d i sa b l e d , f ee l f r ee to e na bl e i f you r equ i re t he i nf o r ma tion . They a r e f unctiona l a nd acc u r a t e 

• 

nocase; 

#a l e r t tcp $HO'IE_NET a ny -> $EXTERNAL_NET $HTTP_PORTS (msg: " ET PO LICY Ya hoo Mail I nbox Vi ew" ; fl oLv: t o_se r ve r ,established; urico nt ent : " / ym/ Showfo lde r "; noc ase ; cont ent : " r b=I nbox"; 
nocase; c l asstype: pol icy -v i olat i o n; r e f erence : ur l , doc. emer gingt hr eats. ne t / 2000041; r efe r e nce : ur l, wi,rw . eme r gingth r eats . ne t / cg i -bin / c vswe b . cgi / sigs / POLI CY / POL I CY _We bma il ; s id : 2000041; 
r ev :13 ; ) 

#O r i g ina lly pos t ed by Mat t Jon kman, ma j o r t weaks by Ma t t 1-Jatch i ns ki. 
# Less usef ul r u l es a r e d isabl e d , f ee l f r ee to e na bl e i f you r equ i re t he i nf o r ma tion . They a r e f unc tiona l a nd acc u r ate 

• 
#a l e r t tc p $H01E_NET a ny -> $EXTERNAL_NET $HTT P _PORTS (msg: " ET POLICY Ya hoo Ma il Me ssage View" ; flov, : t o_se r ve r , estab li shed ; u r icontent : "/ ym/ Sh01,i l ette r " ; noca se; c ontent : "Msgl d" ; noc ase ; 
c l asstype : policy - v i ol atio n; r efe r e nce : ur l , doc . eme r gingth r e at s . net / 2000042; r efe r e nce: ur l , wi,JW . eme r g i ngth r e at s . net / cgi - b i n/ c vswe b . cgi/ s igs / POLICY / POLICY _We bma il ; s i d : 2000042; r e v : 13; ) 

#Origina lly posted by Matt Jon kman, major t weaks by Matt Wa t c h i ns ki. 
# Less usef ul r u l es. are d i sa b l e d , f ee l f r ee to e na bl e i f you r equ i r e t he i nf o r ma tion . They a r e fu nctiona l a nd acc u r ate 

• 
#a l e r t tc p $H01E_NET a ny -> $EXTERNAL_NET $HTTP_PORTS (msg :"ET POLICY Yahoo Ma il Message Compose Ope n" ; flow :to_ser ve r , establi s. he d ; u r i cont e nt :" / ym/ Compose "; nocase ; classtype : policy-
vio l ation; refe r ence : u r l , doc .emer gi ngth r ea t s. net / 2000043 ; r efe r e ne e: u r l , lf/W\'I . emerg ingth r eats . net / cgi- bi n/ cvsweb .cgi / s i gs/ POLI CY / POLICY_~1ebma i l; s id : 2000043; r e v : 13; ) 

#Origina lly posted by Mat t Jon kman, major tvieaks by Mat t Watc h i ns ki. 
# Less us ef ul r u l es a r e d i sa b l e d , f ee l free to e na bl e i f you r equ i re t he i nf o r mation . They a r e fu nctiona l a nd acc u r ate 

• 
#a l e r t tcp $H01E_NET a ny -> $ EXTERNAL_NET $HTTP _PORTS (msg: " ET POLICY Ya hoo Ma il Me ssage Se nd"; flow: t o_ server , established ; u r icontent : "/ ym/ Compose"; noca se; cla ss t ype : policy -
viola t i on; r efe r ence : u r l , doc .emer g i ngth r ea t s. net / 2000044 ; r efe r e ne e: u r l , lf/W\'I . eme r g i ngt h r eats . net / cgi- bi n/ cvsweb .cgi / s i gs/ POLI CY / POL ICY_Webmai l; s id : 2000044 ; r e v : 11; ) 

#O r ig i na lly posted by Mat t Jon kman, major t\~eaks by Matt Watchi ns ki. 
# Less us ef ul r u l es a re d isabl e d , f ee l fr ee to e na bl e i f you r equ i re t he i nf o r ma tion . They a r e func tiona l a nd acc ura t e 

• 
#a l e r t tcp $HO'IE_NET a ny -> $EXTERNAL_NET $HTT P _PORTS (msg: " ET PO LICY Yahoo Ma il Message Se nd I nfo Capt u re"; flow: t o_se r ve r , established; co nt ent: " c r umb=" ; nocase; content: "Sub j ect=" ; 
nocase; c l asstype: pol icy-v i olat ion; r e f erence : ur l ,doc. emer gingt hr eats . net / 2000045; r efe r e nce : ur l , Mtrw. eme r gingth r eats . ne t / cg i -bin / cv swe b . cgi / sigs / POLICY / POLI CY _We bma il ; sid : 2000045 ; 
r ev : 11; ) 

#O r ig i na lly posted by Matt Jon kman, major t 1veaks by Matt Wa t c h i ns ki . 
# Less usef ul r u l es. a r e d i sa b l e d , f ee l f r ee to e na bl e i f you r equ i r e t he i nf o r ma tion . They a r e f unc tiona l a nd acc u r ate 

• 
#a l e r t tc p $H01E_NET a ny -> $EXTERNAL_NET $HTTP _PORTS (msg: " ET POLICY Ya hoo Ma il Ge nerai Page Vi e1v" ; f101..i : t o_serve r , establishe d ; u r i co ntent : " / ym/log i n"; nocase; content ; ". r a nd =" ; 
nocase; c l asstype : pol i cy -v i o lat i o n; r e f erenc e : ur l , doc . emer gingthr eats . net/ 2000341; r efe r e nce : url , wvrw . eme r gingt hrea t s . net / cg i -bin / cv swe b . cgi / s igs / POLIC Y / POL I CY _We bma il ; s id : 2000341; 
r ev :9 ; ) 

#Submitted by Jonathan Mi ne r 

• 
#a l e r t tc p $H01E_NET a ny -> $EXTE RNAL_NET $HTTP_PORTS (msg: " ET PO LICY Ya hoo Briefc ase Upl oad"; flow: t o_se r ver , establi shed ; cont e nt : "b r i e f case .yahoo .com" ; 
uricon tent : " / pr ocess_bc mul t i part_fo r m" ; nocase; e l ass t ype: pol i cy -v i olation; r e f e r ence : ur l ,doc . eme rgingth r eats .net /2001044 ; r eference: ur l ,1w,w . eme rgingth reats . net / cgi­
bin/ cvsweb. cgi / sigs / POLICY/ POLICY _\-Jebmail ; s i d: 2001044 ; r ev : 6 ; ) 

#Submit t ed by Matt J onkma n 

• 
a l ert t cp $HOME_NET any - > $ EXTE RNA L_NET $HTT P _PORTS (ms g : " ET PO LICY Gmail I nbox Access"; flow: to_serve r , establis hed; uri c ont e nt : "/ gmail ?view=t l &sea r ch=inbox&st art= " ; nocase; 
c l asstyp e : policy - v i olatio n; r ef e r e nce: ur l , doc. eme r gingth reats . net /2001424; r efe r e nce : url , 1w,w . eme rgingthreat s . net / cgi-b i n/ c vswe b . cgi/ sigs / POLICY / POLI CY _We bma i l; s i d: 2001424 ; r e v : 6; ) 

#Submitted by Ma t t J onkma n 

• 
a l ert t cp $HOME_NET any - > $ EXTE RNA L_NET $HTT P _PORTS (msg: " ET PO LICY Gma il File Se nd" ; fl oN: t o_s e r ve r , establishe d ; content : "Content-Dispos i t i on I 3a I form- data I 3b I na me: I 22 I msg body I 22 I" ; 
noca se; content : "name= I 22 I f orm -data I 3b I f ile0 I 22 3b I fi l e na me= I 22 I" ; no case ; classtype: policy- viola t i on; r efe r e nce : u r 1, doc . eme r gingth r eats . net / 2001425 ; 
r ef e r e nce : ur l , h'!.>11-J . emer gingth reats. net / cg i - bin / cvs we b . cgi / sigs / PO LICY / POLI CY _1.Je bma i l ; s i d : 2001425 ; r e v : 9 ; ) 

#Submi tted by Matt J onkma n 

• 
a l ert t cp $HOME_NET any -> $EXTERNA L_N ET $HTT P_PORTS (msg : " ET POLICY Gma il Message Send"; flort: t o_serve r , establis hed; co nt ent :"Cont e nt -Dis pos i tion l 3A I fo rm -dat a l3b l name: l22 l t o l22 I " ; 
nocase; content : "Content-Oispos i tion I 3A 1 f o r m- data I 3b I name= I 22 I msgbody I 22 I"; nocase; c l asstype: policy-v i olat ion ; r e f e r e nce: ur l , doc . emer g ingth r eats. ne t /2001426; 
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refere nce: u r l , h'l>J\" . emergingth reats . net / cgi - b i n/ cvsNe b . cgi / sigs / PO LI CY / PO LICY _l.Je bmail; s i d: 2001426 ; rev : 8; ) 

#by And r ei" \.Jood 
#added mo r e uni que mat c h 
#a l e r t t c p $00'\E_NET any - > $ EXTERNA L_NET $HTTP _PORTS (msg: " ET POLI CY I.J inamp St r eami ng Us e r Agent"; floL" : establi shed, to_serve r; content : " Use r -Agent I 3A j "; nocase ; cont e nt: "l.Ji namp " ; 
d i stane e :0; wi t h i n : 100; nocase ; pe r e : "/ Us e r - Age nt \ x3 a [ "\n )+Wi namp/ i " ; e l asstype: pol icy-v i olation ; reference : ur l , doc . eme r gingth r ea t s . net /2003168; 
r eference: u r l , Mwi . eme r gingth reats. net/ cgi - b i n / cvs 1.,,eb. cgi / sigs / POLICY/ POLICY _l.Ji namp; s i d: 2003168; r ev : 8; ) 

#th i s s i g i s t o catch HTT P Use r agents t ha t spec i f y Wi ndo1t1s 3 . 1 as t he plat farm 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNAL_NE T $HTT P_ PORTS (msg : " ET PO LI CY l.Jindows 3 . 1 Us er-Age nt Oetected - Poss i bl e Ma ll-Ja r e or Non -Updat ed System"; flow: established ,to_ server; content: " led 
0a I Use r -Agent I 3a I " ; content: "Wi ndo1" s 3 . 1" ; wi t hi n : 200; pe re :" / Use r -Agent \x3a [ "\n] H.J i ndows 3 . 1 / i "; clas s t ype: policy -v i o l ation ; r ef e r e nc e : ur l , doc . emer gingthr eats . net / 2011694 ; 
r eference: u r l , h'lwi . eme r g i ngth reats . net/ cgi -b i n / cvs 1'ileb . cgi / s i gs / POLICY/PO LI CY _ l.Jindows_31 ; s id : 2011694; r e v : 3; ) 

# by e vilghos t 

• 
#a l ert t c p $HOME_NET any - > $EXTERNA L_NET $HTTP _PORTS (msg : " ET POLI CY Susp i cious Mi c r osof t 1,/i ndm,i s NT 6. 1 Use r -Agen t Detected"; fl m'il :es t a bli shed , to_ser ver; conten t : " l0d 0a IUse r -Agent I 3a 
20 IMoz i lla/ 4 . 0 ( compat i b l e ]3b l " ; nocase ; content : " l 3b 20 IWi ndoNS NT 6 . l l3 b 20 1" ; d ist ance:0; wi t h i n :40; th r es ho l d : t ype limit , t r a ck by_ s rc, second s 60, count 1; classtype: policy ­
vio l at ion; refe r e nce: ur l , tM-J . mic r osoft . c om/N ind rnv s /w i ndm'ils- 7 / default . as px ; r efe rene e: ur l , doc . eme r g i ngthr eats . ne t / 2010228; r eference : u r l, l'fl\lN. emer g i ngthr eats . net / cgi-
b i n/ cvswe b . cg i / s i gs/ PO LICY / POLICY _I.J i ndows_7; s i d : 2010228; rev : 4 ; ) 

#th i s s i g i s to catch HTTP Use r agents t ha t specify Wi ndo1t1s 98 as t he p l at fo r m 
#Mostly to catch s py1va r e and a ut o- downloade rs t ha t s till use these as fa ke User Agent s t r ings 
#You may a l so use t his to catch an y l oca l L'il in98 ma ch i nes i f t hey ' re no l o nge r supposed t o be i n p r oduct ion 
# (whi c h far goodness sake t hey sho uldn' t ! ! Have n 't bee n pat ched fo r years! ) 

• 
a l ert t cp $HOME_NET a ny - > $ EXTERHAL_NET $HTTP_ PORTS (msg : " ET POLICY l.Jindows 98 Use r -Agent Detected - Poss i b l e Ma l ware o r Non -Updated System" ; flow:established , t o_se r ve r ; content : " l0 d 
0a I Use r - Agent I 3a I " ; content : "\.Jindm'il s 98"; L'il ith i n : 200; pc re : " / User-Agent \x3a [ " \ n ]+I.J i ndows 98/ i "; classt ype: policy -v i o l ation; 
r efe r e nce : u r l , doc . eme r gingthreats. net / bi n/v i ew/Ma i n/Wi ndows98 UA ; r ef e r e ne e: u r 1, WMV . eme r gi ngth r ea t s . ne t / cgi -b i n/ cvswe b. cg i / sigs / POLI CY / POLI CY _Wi ndows_98; sid: 2007695 ; r ev : 11; ) 

#th i s s i g i s t o catch HTTP Use r age nts t hat speci f y Wi ndows 98 as t he p l at f o r m 
#Mostly to ca t ch spy1"a r e and a uto-doL.,,nloaders t hat s till use t hese as f a ke User Agent strings 
#You may a l so use t his t o catch an y l oca! Ni n98 ma ch i nes i f t hey ' r e no l o nge r supposed t o be i n p r oduct ion 
# (whi c h fa r goodness sake t hey sho uldn' t ! ! Have n ' t bee n patched fo r years! ) 

• 
a l e r t t cp $HOME_ NET a ny - > $ EXT ERNA L_NET $HTT P_ PORTS (msg : " ET PO LICY l.Jindows 98 Use r -Agent Detected - Poss i b l e Ma l ware o r Non -Upda t e d System (1.Jin98 ) "; flow: established, t o_ server; 
content : " I 0d 0a I User -Agent ] 3a I " ; conten t : "l-lin98" ; wi t hi n: 200; pere:" / Use r -Agent \x3a [ "\n] H-l i n98/ i "; cla sstype : po licy - vio l at ion; 
ref erence: u r l ,doc . eme rgingt h reats . net/ b i n/vi ew/Main/Wi ndo1t1s98 UA; refe r e ne e: u r l , WYll.'i . eme r g i ngth r eats. ne t / cg i -bin/ cvswe b. cgi/ sigs/ POLI CY / POLI CY _Wi ndows_98; sid : 2008070; rev : 3; ) 

#by J acob Kitchel of i nfo tex 
# l-l i nd01-Js upda t e ope r at es ove r po r t 80 o r 44 3 (443 not de t ected here ) . I t uses this user 
#agent wi t h t he hostname . This s ig can be used to identify i nt e rna l hosts t hat a r e 
#not us i ng an i nt e r na l patch i ng se r ver , 

• 
#ale r t t c p $HOME_NET any - > $ EXTERNA L_NET $HTT P _PORTS (msg : " ET POLI CY Ext e r na l Wi ndo1tJS Update i n Pr ogr e ss " ; flow: es ta blished , t o_se r ve r ; content : "Wi ndo1.,. s - Update-Age nt " ; conten t : "Host I 3a I 
" ; nocase; with i n : 20 ; pcre : "/Use r -Agent l 3a l ("\n]HJi ndows-Upda te-Agent / i " ; t h r esho l d : t y pe limit, count 1, seconds 300, t r ac k by_src; classty pe : policy- vio l at i on; 
refere nce: u r l , wi ndows update. mi e rosoft . com; r e f e r e nce : ur l , doc . emerg i ngt hreat s. ne t / 2002948 ; r efe r e nce: ur l , 1wrw . eme rgingt hreat s . net / cgi- b i n/ c vsweb . cg i / s igs / POLICY / POLICY _Wi ndows_Updat es; 
s i d : 2002948; r ev : 10; ) 

#th i s s i g can be used to t r a ck i nterna l updates , or upd a t es i n gener a ! 

• 
#a l e r t t c p $H()'iE_NE T any - > any $HTTP _PORTS (msg: " ET POLICY Wi ndows Updat e i n Pr ogr ess"; flow: established , to_se r ve r ; content : "Wi ndOL.,, s-Update-Age nt"; content : "Host I 3a l " ; nocase; 
l'lithin: 20; pe r e: "/User•Agent \x3a [ "\n ] +Wi ndm'il s •Updat e•Age nt / i "; t hres ho l d : t ype limit , coun t 1, seconds 300 , t rac k by_src; class t ype : policy-v i o l ation; 
refere nce: u r l , 1-Ji nd ows upda te . mie ros of t . com; r e f e r e nce : ur l , do c. eme rg i ngt hreat s . net / 2002949; r efe r e nce: ur l , 1wrw . eme r gingth reats . net / cgi- b i n/ c vs ~J eb. cg i / sigs / PO LICY / POLICY_Hi ndo1'ils_Updates; 
s i d : 2002949 ; r ev : 7; ) 

#Matt Jonkma n 

• 
a l ert t cp $HOME _NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg : " ET POLICY l.Jinpca p l nsta l lation i n Pr og ress"; fl ow:est ablished , t o_ server ; u r icontent : " / i nsta ll / ban ne r /" ; nocase; 
pe re : " /\d/\d+ . j pg/ Ui "; content : "Hos t \ : Wl'il'i . winpcap . o r g"; nocase; content: "Use r - Age nt I 3a I NSI SOL .. ; nocase; clas s t ype: policy - viola t ion; r efe r ence : ur 1, l'il.'fl" . wi npca p .or g; 
refere nce: u r l ,doc . emergingth reats . net / 2002866; r e ferenc e : ur l , h'l•IN . eme r g i ngthr eats . net/ cgi- bin/ cvs L.,.eb . cgi / s i gs / POLI CY / POLI CY _1-l inpca p_Ins ta ll ; sid: 2002866; rev : 4 ; ) 

#moving t o po licy , it ' s j us t a sign of a n i nstall . You s hou l d not e i f that 1-Jas aut ho ried or not 

• 
a l e r t t cp $HOME_NET an y - > $ EXTERHA L_ NE T $HTT P_ PORTS (ms g : "ET POLICY Sof t ware I ns ta ll Repo r ting via HTT P - Wi s e User Agent {l-l ise ) Sometime s Mah"are Re lateci "; flow:to_ser ve r , es t ablis hed ; 
conten t : " I 0d 0a !Use r -Agent J 3a l Wise "; e lass t y pe : t ro j an-activ i t y ; r ef e r e ne e: u r l , WYll.'13 . ca . com/ secur i t yad vi sor / pest / pes t . aspx?id=453076771; r efe r e nce : u r l, doc . eme rgingt h reats. net / 2002167; 
r e fere nce: u r l , www . eme r gingth reats. net / cgi - bin / cvs 1'i1eb . cgi / s i gs /PO LICY/PO LICY _l.Ji se; s i d : 2002167 ; rev : 14; ) 

#by Ma r k Tom ba ugh 

• 
#ale r t udp $HOME_NE T any -> $ EXTE RNA L_NET 88 (msg : "ET POLICY X- Box Li ve Connecting"; co nt e nt: " <Xbox Ve rsio n=" ; co ntent : " Ti tle=0x" ; d i stance :4; L"i t hi n :32; classt ype : po licy-violation ; 
r eference: u r l , Mwi . mi c r osoft , com/xbox/ ; r ef e r ence: ur 1 , doc. emer gingth r eat s . ne t / 2002796; r ef e r e nce : u r l ,Wl'tw . emergi ngth r ea t s. ne t / cg i - bi n/ cvswe b . cgi / s i gs / POLI CY / POLI CV _Xbox; s i d : 2002796; 
r ev: 4 ; ) 

# by Jami a n Mason of Deepn i nes . com 

• 
#a l ert t cp $HOME_NET any - > $ EXTERNA L_NE T $HTTP_PORTS (msg : " ET POLI CY Yahoo 360 Socia! Sit e Access " ; floN: es t a blished , to_se r ve r ; cont en t : "Host l3a l 360.yahoo.com" ; t h r eshold : t ype bot h , 
t r a c k by _ s r c , count 5, seconds 300; c l ass t ype ! policy·v i o l ation; refe r ene e : ur l , doc . eme rgingth r e at s . ne t /2003454; r efe r ence : ur 1, ~JWW . e mergingthreats . ne t / cg i -
b i n/ cvswe b . cgi / sigs/ POLICY / POLICY _ Yahoo360 ; s i d : 2003454; rev : 4; ) 

#Submitte d by Joe l Es l e r 

• 
#a l ert t cp any a ny - > a ny a ny ( msg: " ET POLICY ZI PPED OOC i n transit '"; flow: es t ablis hed ; content : " I 50 4B 03 04 I "; co nt e nt: " I 00 I"; content " . doc "; nocase ; clas s t ype: not- s usp i cious; 
refere nce: u r l ,doc . eme r gingth reats . net / 2001402; r e ference : ur l , h'!.•M. eme r g ingthr eats . net/ cgi-bin/ cvs l.,.eb . cgi / s i gs / POLI CY / POLI CY _Zi p_Contents ; s id : 2001402; r ev: 5; ) 

#Submitted by Joe l Es l er 

• 
#ale r t t c p a ny any - > a ny a ny ( msg: " ET POLI CV ZIPPED XLS i n trans it '" ; flow: es t a blished ; c ontent : " I 50 4B 03 04 I "; co nt e nt : " I 00 I " ; cont e nt " . xls "; noc ase ; clas stype: not- s uspicious; 
refere nce: u r l ,doc . eme r gingth reats . net / 2001403; r e fere nce : ur l , h'\o/1.'il . eme r g ingthr eat s . net/ cgi- b i n/ cvs L,ieb . cgi / s i gs / POL I CY / POLI CY _Zip_Contents; s i d : 2001403 ; rev : 5; ) 

#Submitted by Joe l Es l er 

• 
#alert t c p any a ny - > a ny a ny ( msg: " ET POLI CV ZIPPED EXE i n trans it '" ; flow: es t ablished ; cont e nt : " I 50 4B 03 04 I "; co nt e nt: " I 00 I " ; cont e nt " . exe "; nocase ; clas stype: not- s uspicious; 
refere nce: u r l ,doc . emergingth reats . net / 2001404; r e ferenc e : ur l , h'\o/1." . eme r g ingthr eats . net/ cgi- bin/ cvs web . cgi / s i gs / POLI CY / POLI CY _Zip_Cont e nts; s i d ! 2001404; rev: 5; ) 

#Submi t t e d by Joe l Es l er 

• 
#a l e r t t c p a ny a ny - > a ny a ny ( msg: " ET POLICY ZIPPED PPT i n t rans it " ; flow: es t ablished ; cont ent : " I 50 4B 03 04 I "; co nt e nt : " [ 00 I "; content ". ppt "; nocase ; clas s t ype: not - s usp i cious; 
refere nce: u r l ,doc . eme r gingth reats . net / 2001405; r e ferenc e : ur l , h'!.o/1." . eme r g ingthr eats . net/ cgi- bin/ cvs web . cgi / s i gs / POLICY/ POLI CY _Zip_Contents; s id : 2001405; r ev: 5 ; ) 

# Fr om David Gl o sse r 

• 
#ale r t t c p $EXTERNAL_NET a ny <> $HOME_NET any (msg : " ET PDLI CY Possibl e hi dde n z i p e xt ens i on . cp l "; fl rn-J :e s tablished; con tent : " I 20 20 2E 63 70 6C 50 4B I"; classt y pe : s usp i cious-filename-
detect; r efe r e nce: ur l , doc . eme r gingt hr eats . ne t / 2001406; r efe r e nce: u r l , WL'ilW . eme r g i ngt h reats . net/ cgi • b i n/ cvsweb . cgi / sigs / POLI CY / POLICY _Zip_Contents; sid : 2001406 ; r ev : 10; ) 

# From Dav i d Gl o s se r 

• 
#a l e r t t cp $EXTERNAL_NET any <> $HOME_NET any (msg:" ET PDLI CY Possibl e hi dde n zip e xt ens i on .p i f "; fl rn'l :e s ta blished; con tent:" 120 20 2E 70 69 66 50 4B 1"; c la sstype: s us pi cious-filename-
de t ect; r efe r e nce: ur l , doc . eme r gingt hr eats . net / 2001407; r efe r e nce : url , WL'ilW . eme r gingt h reats . net/ cgi • b i n/ cvs1.,.eb . cgi / s i gs / POLI CY / POLICY _Z ip_Content s; sid : 2001407 ; r ev : 10; ) 

#F r om David Gl os se r 

• 
#alert t cp $EXT ERNAL_NET any <> $HOME_NET any (ms g : " ET PDLICY Poss i bl e hi dde n zip e xt ens i on . scr"; fl rn'l :e s ta blished; content: " 120 20 2E 73 63 72 50 4B 1" ; classt y pe : suspi cious-filename-
detect; r efe r e nce: ur 1, doc . eme r gingthr eats . ne t / 2001408 ; refe r e nce : u r 1, WL'ilW . eme r gingt h reats . net/ cgi • b i n/ cvs1.,.eb . cg i / sigs / POLI CY / POLI CY _Zip_Content s; sid : 2001408 ; r ev : 10; ) 

#by pedro ma ri nh i 

• 
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a l ert t cp $HOME_NE T a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg:" ET US ER_AG ENTS p2p Re l ated Us er Age nt ( eC ha nbl a r d ) " ; flm\l : to se r ve r , establis hed; content: "GET " ; depth :4; cont e nt: .. l0d 
0a I User-Agent I 3a I eC hanbla r d I 0d 0a I"; e lass t y pe : t r oj an- ac tivity; re f e r e ne e : u r l , doc. emergi ngt h r eats . net / 2011232 ; r ef erenCe : u r l , www. eme r gingthreat s . net / cg i -
b i n/ cvsweb. cgi / s i gs / PO LICY/ POLI CY _ec hanb la r d ; s i d : 2011232; r ev : 3; ) 

#by Kevi n Ross 

• 
#alert tcp $HTTP_SERVE RS $HTTP_PORTS -> $EXTE RNAL_NET a ny (ms g:"ET SCAN Unu s ually Fast 403 Er rar Messages, Poss ib l e l~eb App lica t ion Scan" ; flm.., : from_se r ver,es t ab lis hed ; 
content : "HTTP/ 1 .1 403"; de pt h :13; th r es hol d : t y pe t h r es ho ld , t r a ck by_dst , count 35, seconds 60; c l asst ype:attempt e d- r econ; r eference : url, 1"'11W . c he ckupdm>J n . com/ sta tus / E403 . ht ml ; 
r ef e r e nce : u r 1 , doc . emerg i ngth reats . net /2009749 ; ref e r ence: ur l , \,nvw . emer gingthr eat s . ne t / cgi - bin/ cv sL>Jeb . cgi / sigs / SCAN/ 5CAN_ 403; s i d : 2009749; r ev : 3; ) 

#by Oavi d Wh a r t on 

• 
a l ert t cp $ EXTERNAL_NET a ny - > $HTTP _SERVERS $HTTP _PORTS ( msg: " ET SCAN Absint he SQL I nj ection Too l HTTP Header Oe t ec ted" ; flovl : establis he d , to_se r ve r ; cont e nt: " l0d 0a I User-Age nt I 3A I 
Abs i nthe " ; noca se ; c la ssty pe : a ttempt ed - r econ; r efe r e nce : u r l , 0x90 . org/ r e l eases / absi nt he ; r e f e r ence : url , doc . eme r gingthr eats, ne t / 2009555; r ef erence : url , ww1>J . eme r gingthr eat s. net/ cgi­
b i n/ cvsweb . cgi / sigs / SCAN/ SCAN_Absint he; s id : 2009555 ; r ev : 4 ; ) 

#by Kevi n Ross 
#by Kevi n Ross 

• 
a l ert t cp $ EXT ERNAL_NET a ny - > $HTTP_SERVERS $HTTP_PORT5 ( msg: " ET 5CAN Acunet i x Ver sion 6 Crawl/Scan Detec t ed '" ; flm\l : t o_s e r ve r , esta blis hed; ur icontent: "/ ac unet i x -wv s - test- f or - some-
i nex istent -f ile " ; th r e sho l d: t ype t hres hol d , t r ac k by _ds t , count 2, s econds 5; c l ass t ype : a t t empt ed- r econ; r ef erence : u r 1, www. a cu net i x . com/ ; re f e rence : ur l , doc . eme r gingt h r eat s . ne t /2008571; 
r ef e r e nce : url , wi.-r.-1 . eme rg i ngth reats, net / cgi- bin/ cvs1-1eb. cg i / s i gs / SCAN / SCAN_Ac un et i x ; sid: 2008571; r ev : 4; ) 

#by Kevi n Ross 
#by Kevi n Ross 

• 
a l ert t cp $ EXT ERNAL_NET a ny -> $HTTP_SERVERS $HTTP_PORT5 ( msg: " ET SCAN Acune tix Ve r sion 6 ( Free Edit i on ) Scan Detected"; f1 01>J : to_se r ve r ,establis hed; content : " ( Acu netix Web Vulne r a bili ty 
Scann e r " ; nocase; th re sho ld : t ype limi t, count 1, seco nd s 60, t r a c k by _s r c ; c l asstype : at t empted - r e co n; r e f erence: ur l , WVM . ac unet i x . com/ ; r ef e r ence : u r l , doc . eme r g i ngt h r ea t s. ne t / 2009646; 
r ef erence : u r l , www . eme r gingth r eats . net / cgi -b in / cvsweb . cgi / s i gs / SCAN / 5CAN_Ac unetix; s id: 2009646; r ev : 5 ; ) 

#by Kevi n Ross 

• 
a l ert t cp $ EXT ERNAL_NET a ny - > $HOM E_NET a ny (msg : "ET SCAN Ama p TCP 5e r vice 5can Detec t e d"; flow: t o_serve r ; flags : PA; content : " se r v i ce I 3A l t hc I 3A 2F 2F I" ; dept h : 105; 
cont e nt : " se r vice I 3A I t hc " ; wi t h i n :40; c l asstype: at tempt ed - re con; r eference: ur l , f reewor l d . t hc . o rg/ t hc - ama p/ ; refe r e nce: ur l , doc . emerg i ngt hreats . ne t / 2010371; 
r ef e r e nce : u r 1 , wi.-r.-1 . eme rg i ngth reat s, net / cgi- bin/ cvs1-1eb. cg i / sigs / 5CAN / 5CAN_Amap; s id : 2010371; rev : 2; ) 

#by Kevi n Ross 

• 
a l ert udp $ EXTERNAL_NET a ny -> $HOM E_NET a ny (msg : " ET 5CAN Ama p UDP 5e r vice 5can De t ec t e d"; ds i ze :< 135; cont ent: " THCTHCTHCTHCTHCl20 20 20 1"; classtype:att empted- r econ; 
r ef erence : u r l , freeworl d . t hc . or g/ thc-amap / ; r e f e r ence : ur l , doc . eme r g ingt hr e a t s . ne t / 2010372; r ef er ence: ur l , www .eme r g ingthr eat s . net / cg i -bin/ cvsweb . cgi/ s i gs / SCAN/ SCAN_Amap; sid : 2010372; 
r ev : 2; ) 

#by Adam Po i nt on of 5enti nel 5ecu r ity 
# 
a l ert tc p $ EXTERNAL_NET a ny -> $HOME _NET $HTT P_PORT5 (msg:"ET 5CAN \,Ja t c hfi r e App5ca n Web App Vul nerab ility Sca nne r " ; flow: es t a blis hed , t o_ server ; 
uri co ntent : " / a ppscan_ fi nge r print / mac_addr ess " ; nocase; c l ass t ype: a t tempted -recon; r ef e r e nce : u r l , L-r.-1w . watchfi r e . com/ pr od uc t s / appsca n/ def aul t . as px; 
ref erence : u r l , doc . eme r gingth reats . net / 2008311 ; r e f e r ence : url , \,n-r.~ . emer g i ngthr eats . net / cgi - bin/ cv sL>Je b . cgi / sigs / SCAN/ SCAN_App5can; sid : 2008311; r ev : 4 ; ) 

#by kevi n r oss 

• 
a l ert t cp $ EXT ERNAL_NET a ny -> $HTTP _SERVER5 $HTTP _PORT5 ( msg: " ET SCAN Asp-Audit \,Je b Scan Oetected" ; flow: t o_se r ve r ,establi shed ; content : "G ET " ; de pt h : 4 ; uri content: " /? 
</ / 5TYLE=x l 3a I e/" " / xpr ess ion ( a l e r t ( ' asp- aud i t ') ) >" ; clas stype: at tempted-recon; r e f e r e nce : u r 1, Wtnv .hac ker- soft . net / 5of t / 5oft _2895. htm; r efe r e nce: ur l , wi ki . r emote-
expl o i t. o r g/ bac kt r ac k/L~ i ki / as p-aud i t ; r e f e r e nce : u r l , doc. emergi ngthrea t s . net /2009479; r efe r ence : url , VlWIY . eme r g i ngth r eats. net / cg i - bi n/ cvswe b .cgi / s igs/ SCAN/ SCAN_AspAud i t ; s id : 2009479; 
rev:7 ; ) 

#by Ma r t i n Hol s t e 

• 
a l e rt t cp $ EXTERNAL_NET a ny -> $HOM E_NET $HTT P_PORTS (msg:" ET 5CAN Automated I nj ection Too l User-Agent (Au t oGetColumn) " ; f1 01>J : establi s hed ,to_se r ve r ; content: " l0d 0a lUse r -Agent l 3a l 
Aut oGetColumn '" ; c l ass t ype: at t empt ed - r eco n; r e f e r ence : ur l , doc . e merg ingthr eats . ne t / 2009154; r ef er ence : ur l , www . eme r g ingthr eat s . net / cg i - b i n/ cvsweb . cgi/ s igs / SCAN/ SCAN_Aut oGet Col um n; 
s i d : 2009154; r ev : 6; ) 

#by Kevi n Ross 

• 
a l e r t t cp $ EXTERNAL_NET a ny -> $HTT P_S ERVERS $HTTP_PORTS ( msg: " ET SCAN Br ute Fo r ce Expl oit De t ec t or HTT P Buf f e r Ove r flow Oet ect i on"; fl ow: to_se r ve r ,established; cont ent : "HEAD "; nocase; 
dept h : 5; uri cont en t : "AAAAAAAAAAAAAA" ; co ntent : "HTTP/ 1 . e "; c l ass t ype: a ttempted- r ee on; r efer ence: url , vlWIY . sna ke -bas ket . de/ bed. ht ml ; r e f e r ence: url , doc . eme r gingth reats . ne t / 2008596; 
r ef erence : u r l , wi.-r.-1 . eme rg i ngth reats . net / cgi -b in / cvs 1-1eb . cgi / s i gs / 5CAN / 5CAN_BED; s i d : 2008596; r ev : 5; ) 

#by Mi chae l Sconzo of ERCOT 

• 
a l ert t cp $ EXT ERNAL_NET a ny - > $HOME_NET $HTT P_PORT5 (ms g:"ET 5CAN bs ql bf Brut e For ce 5QL I nj ect ion"; flow: es tablishe d , to_s e r ver; content :"" l0d 0a lUs er - Agent l 3a l bsq l bf " ; nocase ; 
c l ass t ype : web -a ppl i ca t i on -ac tiv i t y; ref e r ence : ur 1 , code . goog l e . com/ p/ bsq l bf -v2/ ; r ef e r e nce: ur l , doc . emer gingth r eat s . net / 2008362 ; r e f e r e nce : u r l , Wl'IIY . eme r gingt hreat s . ne t / cg i ­
b i n/ cvs1veb. cgi / sigs / SCAN/ SCAN_ BSQLBF; sid : 2008362; r ev : 3 ; ) 

#These a r e i nt ende d t o cat ch new wo r ms a nd s uch sca nnin g i nt e r na lly . Caref ul of f a lse s . 

• 
#alert t cp $H0-1 E_NET any -> $EXTERNAL_NE T 3127 (msg :"ET SCAN Behav i ora l Unu s ua l Por t 3127 t raff ic , Potent ia l 5can or Bac kdoo r "; flags : 5, 12; th r eshold : t ype bot h , t r a c k by_s r c , count 10 
, second s 60 ; c l ass t ype: mi se -ac tiv i ty; r e f e rence : url , doc . eme r g i ngthreats. ne t / 2002973; r ef e r ence :ur l , W\'i\>J . emerg i ngth r eats. net / cg i - b i n/ cvsweb . cgi / s igs / 5CAN/ SCAN_Bac kdoor s; s i d: 2002973; 
rev : 4 ; ) 

#by kevi n r oss 
# 
a l ert udp $ EXTERNAL_NET a ny - > $HOME _NET 161 (msg : " ET SNMP At tempte d UOP Access At t empt to Ci sco 105 12 . 1 Hi dd en Re ad /Wr i te Commun ity St r i ng ILMI" ; cont en t : " IUU"; noc ase; 
c l as s t ype : at t empt ed-admi n ; r ef e r e nce : url , l'i\-A>J . c i sco . comhva r p / publ ic/707 / cisco-sa - 20010228- i os - s nmp - conwnun i t y . s ht ml ; r e f e r ence : url , wi.-r.-1 . c i sco. com/wa r p/ pub l i c/707 / c i sco- sa-20010227- i os­
s nmp- ilmi . sht ml ; refe r e nce : u r l , doc . eme r gingt hreat s . net / 2011011 ; reference: ur l , V/'l'IW . eme r gingthr eats . ne t / cg i -b in/ cvs~,e b . cgi / sigs / SCAN/ 5CAN_C i sco; s i d: 2011011 ; r ev : 2; ) 

#by kevi n r oss 

• 
a l ert t cp $ EXT ERNAL_NET a ny -> $HOM E_NET 161 (msg : " ET 5NMP At tempte d TCP Access Attempt to Cisco 105 12 .1 Hidden Read/L,lrit e Commun i ty 5tring ILMI""; fl m>J : to_se r ve r ,establis hed ; 
content : "I LMI .. ; nocase ; c l asstype : a t tempt ed-admi n; r efe rence: u r l , WWIY. cisco. com/v,arp/ public /707 / c i sco-sa -20010228- i os- snmp-community . s ht ml ; 
r ef e r e nce : url , wi.vw . ci sco . com/wa r p/ public /707 / c i sco- sa-20010227 - ios - s nmp - ilmi. shtml ; r ef er ence: ur l , doc , eme r g ingthr eat s. net / 2011012; r ef e r e nce: ur 1, LVWW . eme rgingt h r ea t s . net / cgi ­
b i n/ cvsweb . cgi / s i gs / 5CAN/ SCAN_Ci sco; sid: 2011012; r e v : 2; ) 

#by kevi n r oss 

• 
a l e r t udp $EXTERNAL_NET a ny - > $HOM E_NET 161 (msg : " ET SNMP At tempte d UDP Access Att empt t o Cisco 105 12 . 1 Hidden Read/Writ e Commun i t y 5tring ca bl e-docs i s " ; content : "cable- doc s i s " ; 
noca s e; c l asstype : at tempted - adm i n; r ef e r ence : ur l , W\"1.>l . cisco . com/ warp / pub lic /707 / cisco- sa• 20010228- i os -snmp-communi t y . s ht ml ; 
r ef e r e nce : ur l , M-r.-1 . i ss . net / securi t y _ ce nte r / r ef er ence/vul n/ c i sco- i os - ca bl e-docs i s. ht m; r efe r ence: url , v,ww . kb . ce r t . org/vu l s / i d / 84066S ; r ef e renc e : cve, 2004 -1776; 
r ef e r e nce : u r 1, doc. eme r gingth reats, net /2011013; refe r ence: ur 1, w1-r.~ . emer g ingthr eats. ne t / cgi - b i n/ cvs L>Je b . cgi / sigs / SCAN/ SCAN_Ci sco; s id : 2011013 ; rev : 2; ) 

#by kevi n r oss 

• 
a l e rt t cp $ EXTERNAL_NET a ny -> $HOM E_NET 161 (msg: "ET 5NMP At tempte d TCP Access Attempt t o Cisco 10S 12 . 1 Hi dd en Read/Wr ite Commun ity 5tring ca bl e-docsis" ; flow: t o_se r ve r ,establishe d; 
content : "cabl e-docs i s " ; nocase ; classtype : attempted- admi n; r ef e r ence : ur l , Wl'v'l\l . e isco . com /warp/ publ i c / 707 / e i s co • sa- 20010228- i os-snmp-communi t y. s ht ml ; 
r ef e re nce : u r 1 , 1wJW . iss . net / securi t y _center/ r efe r ence/vul n/ c i sco- i os -ca bl e- docs i s. ht m; r eference: url , WWIY . kb . ce r t . org/vul s / i d / 840665; r ef e rence : cve , 2004 -1776; 
r ef e r e nce : url , doc. eme r g i ngth reats. net /2011014 ; ref e r ence: url , w1-r.~ . emer gi ngthreats. net/ cgi - b i n/ cvs L>Je b . cgi / s i gs / SCAN/ SCAN_C i sco; s id : 2011014 ; r ev : 2 ; ) 

#by Kevi n Ross 
#Cl5CO TORCH SCAN DETECTION RU LE S 

a l e rt udp $ EXTERNAL_NET a ny - > $HOM E_NET 69 (msg: " ET 5CAN Ci sco To r ch TFTP 5can" ; content: "I 52 61 6E 64 30 6D 53 54 5 2 49 4 E 47 00 6E 65 74 61 7 3 63 69 69 j " ; off se t : 2; de pt h : 21 ; 
e l ass t ype: a t tempt ed • re con ; r ef e r e nce : ur l , WWL-1 . ha ck i nge x.pos edcisco . com/ ? link=t oo l s; r ef e r e nce : u r 1 , L\f\"'11. securi t eam. com/ too l s / 5E P0F1FE LPA . html; reference: url ,doc . emergingt hr eat s . net / 2008414 ; 
r ef e r e nce : url , W1.-r.-1 . emerg i ngth r eat s, net / cgi - bin / cvs web. cgi / sigs / 5CAN / SCAN_C i sco_ To r ch; s i d : 2008414; rev : 2 ; ) 

#by Kevi n Ross 
#Cl5CO TORCH SCAN DETECTION RU LE5 

a l e rt t cp $ EXTERNAL_NET a ny - > $HOM E_NET $HTT P _PORTS (msg: " ET 5CAN Cisco Torch 105 HTT P 5can" ; flow: t o_se r ver , establishe d; content : "User-Agent I 3a l Cisco-to r ch" ; classt ype :attempted ­
r econ ; r e f e r ence: u r l , WLIIW . hackingexposedcisco . com/ ?link=t ool s; r e f e r ence : u r 1, wivw . s ec uri t eam. com/ t oo l s / 5EP0F1 FELP A. ht ml ; re f e r e nce: ur 1, doc . emergingthr eats. ne t / 2008415; 
r ef erence : u r 1 , wi.'JW. eme r g i ngth r eat s . net / cgi- bi n/ cvs web . cgi / s i gs / 5CAN / 5CAN_Ci sco_ To r ch; s i d : 2008415; rev : 5 ; ) 
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#by Kevi n Ross 
#CISCO TORCH SC AN OETECTI ON RULES 

a l e r t ud p $EXTERNAL_NET a ny -> $HOME_N ET 161 (msg : " ET SCAN Ci sco Torch SNMP Scan" ; content : "pub lic"; content: "130 0C 06 08 28 06 01 02 01 01 01 00 05 00 1"; class t y pe:attempted - r econ; 
ref e r e nce: u r l , WL>11" . hack ingexposedcisco. com/ ? link=t oo l s; refe r ence : url , Wlwt . securi team. com/ t ools / 5EP0F 1FEUA . h t ml ; r eference: ur 1, doc . e me rgingth r eats . ne t / 2008597 ; 
r e f e r e nce: u r l , WL>11" . emergingth reats, net / cgi -bin / cvs1"eb . cgi / sigs / SCAN / SCAN_Cisco_ To r ch ; sid : 2008597 ; r ev : 2 ; ) 

#by J ack Pepper 

• 
a l e r t tc p $ EXTERNAL_NET a ny -> $HOME_N ET $HTTP_PORTS (msg: " ET SCAN Co r e-Pro j ect Scann i ng Bot UA Detected"; flm~:established , to_ser ve r ; content : " l0d 0a JUse r -Agent l3a l co r e - project / 1. 0"; 
classtype: 1,1e b · applicat i on · ac t i v i t y; r eference: ur l , doc. eme rgingthr ea t s . net / 20085 29; r efe r e nce : ur l , WlfM . eme rg i ngth reats . net / cg i - b i n/ c vs 1,ie b . cg i / sigs / SCAN / SCAN_Co r e pr o j ect; s i d : 2008529; 
rev :3; ) 

#Submi t t ed 2006-10 - 30 by Fra nk Knobbe 

• 
##alert t cp $EXTERNAL_NET any - > $HTTP_SE RVERS $HTTP_PORTS (msg : " ET DE LETED Cr ewbox Pr oxy Scan" ; flow:esta blis hed , t o_se r ve r ; u r icontent : " . ph p?"; nocase; 
uricont ent: " c r e L~ box. by . r u/ creL~ / " ; noc a se; e l asstype: attempted - r eco n; r ef e r ence: url , doc. eme r g i ngth reats. net /2003156; refe r ence: url , M 'IW . eme rgingth r ea ts. net/ cgi ­
bin/ cvsweb . cgi / s i gs/ SCAN/ SCAN_C r ewscan; sid: 2003156; r ev : 5; ) 

#by evilghos t 

• 
a l e r t t cp $EXTERNAL_NET a ny -> $HOME_NET $HTT P _ PORTS (ms g: "ET SCAN crimscann e r Use r -Age nt detec t ed " ; flow: es t ablished, to_se r ve r ; cont e nt: "GET " ; de pth: 4; nocase ; content : " l0d 0a I User -
Agent I 3a I c r i mscanne r / " ; nocase; classtype : ne t work- scan; r e f e r ence : ur l , doc . eme r gingth r e ats . net / 2010954; r efe r e nce: ur l , www .eme r g ingth r e a ts . ne t / cg i -
b i n/ cvsweb . cg i / sigs/ SCAN/ SCAN_C r i msons c a nn e r ; s i d: 2010954 ; r e v : 3; ) 

#by Adam Po i nton of Sentine l Sec ur i t y 

• 
a l e r t tc p $ EXTERNAL_NE T a ny - > $HOM E_NET $HTT P_PORTS (msg : " ET SCAN DEBUG Method Req ues t wi t h Command"; flow:establis he d , t o_se r ve r ; content: " OEBUG " ; depth :6; con t ent : " l0 d 0a lCommand l3a l 
" ; d i stance: 0; classtype : attempted - r eco n; r e fe r ence: ur 1 , doc . eme rgingthreats . net / 2008312; r eference: u r l , L<MW . eme r gingthr eats . net/ cgi-bin/ cvswe b . cg i / sigs / SCAN/ SCAN_OEBUG_Method; 
sid :2008312; r ev : 3; ) 

#by ke vi n r oss 

• 
a l e r t tc p $EXTERNAL_NET a ny - > $HTTP _S ERVERS $HTTP _PORTS {msg: " ET SCAN Poss i b l e Oa vTes t l.Je bDav Vu l ne r a bili t y Scanner Ini tia l Chec k Det ec ted" ; flow: establis hed, t o_se r ve r ; 
content : "PROPFIND " ; dept h : 9 ; co ntent: "O I 3A I pr opfind xml ns I 3A I O: I 22 I DAV I 3A 22 I ><0 I 3A I all pr op/></ D I 3A I propfi nd> " ; di stanc e : 0 ; classtype: attemp ted - r econ; 
ref e r e nce: u r l , M'IW . darknet .o rg. uk / 2010/ 04/ davtest- webda v- vul er abili t y- scanning- scanner-tool/ ; refe r e nce : u r-1 , code. googl e . com/ p/ davt es t / ; re f e r ence : ur 1, doc . emerg ingthreats. net / 2011088; 
ref e r e nce: u r l , WL'II" . emergingth reats . net / cgi -bin/ cvs1"eb . cgi / s i gs / SCAN / SCAN_D avtest; s i d: 2011088; r e v : 2; ) 

#by ke vi n r oss 

• 
a l e r t tc p $EXTERNAL_NET a ny - > $HTTP _SERVERS $HTT P _PORTS ( msg : "ET SCAN Oa vTes t Web Dav Vul ne r a bil ity Sca nner Def a ult Use r Agent Oet ec t e d " ; flow: establi shed , t o_se r ver; co nt ent: " I 0 d 
0a I User -Agent I 3a I DAV . pm/v"; classtype : att empt e d - r ee on; refe r ence: url , LWM . da r knet. o r g . uk/ 2010 / 04/ davtest-webda v- v ulerabi li ty- scann i ng-scanne r · tool/ ; 
r e f e r e nce : u r 1 , code. google. com/ p/ davtest / ; r efe r ence: url , doc, eme r gingth r ea ts . net / 2011089; r eference: u r l , L'I\Wl . emergingthr eats . net / cgi-b i n/ cvs L~e b . cg i / sigs / SCAN/ SCAN_Oa vt est; s id: 2011089 ; 
rev :2; ) 

#by e vilghos t 

• 
a l e r t i cmp $EXTERNAL_NET a ny - > $HOME_NET any (msg : "ET SCAN I CMP De l ph i , Li ke l y Precu r sor t o Scan" ; i t ype:8; i code:0; co ntent: " Pi nging fr om De l ph i code wr it ten"; classtype: misc-
a c t i v i ty; r eference: ur l , W'IM . kode r s . com/ de l ph i / fi d94 2A4 EAF946B244B0 3CD9BC83FEAAC35BA1F38AB. aspx; r efe r e nce: ur 1 , doc. eme r gingthr ea ts . net / 2010681 ; refe r e nce : u r 1, Wlwt . eme r g i ngth reats. net/ c gi ­
b i n/ cvsweb . cgi / s i gs/ SCAN/ SCAN_De l ph i; sid : 2010681 ; r ev : 2 ; ) 

# by Adam Poi nt on a t Se ntine! Data Secu r ity 

• 
a l e r t t cp $EXTERNAL_ NET a ny -> $HOME_ NE T $HTT P_PORTS (msg: " ET SCAN Di r Bus t er l.Je b App Scan in Pr og ress " ; flow: t o_ serve r , establis hed; co nt e nt: " l0d 0a lUse r -Agent l 3a l DirB us t e r " ; 
e l asstype: 1,1e b · applicat i on · attac k ; r ef e r e nce : u r l , m"as p . org; r e ference: ur l, doc . eme r gi ngt hr eat s . net / 2008186; r efe r e nce: url , WWII/ . e me r gingthr eats. net / cgi-
b i n/ cvsweb . cg i / s i gs/ SCAN/ SCAN_Di r Bu ste r ; sid: 2008186; r e v : 3; ) 

#by Ke vi n Ros s 

• 
a l e r t ud p $ EXTERNAL_ NET any -> $HOME_NET 4569 (msg : " ET SCAN Enumiax I nte r -Aste r isk Exc hange Prot oco l Use r name Scan"; conten t : " 100 00 1" ; content " 106 0D 06 01 30 13 02 07 08 1" ; 
with i n : 10; de pt h : 40 ; c l asstype: attempted -recon; refe r e nce : u r 1, sour cefo r ge, net / pro j ects / enumi ax/ ; r efe r e nce: ur l , doc , eme r g i ngth reats . net / 2008606 ; 
ref e r e nce: u r l , WL>JW . eme rgi ngth r eat s . net / cgi - b i n/ cvs1"eb. cgi / s igs / SCAN / SCAN_E numiax ; s i d: 2008606; r e v : 2; ) 

#Submi tte d by Fr a nk Knobbe 
#Note: These are mor e effec t i ve as pass r u l es t o avo i d gett i ng hits on ot he r r u les t hat don ' t r eally apply . Th i s is be nign load balancer p r o be t r affic . 

• 
#a l e r t t cp $EXTERNAL_NET a ny - > $HOME_NET any (msg : "ET SCAN FS BI G-IP 30NS TCP Pr obe l " ; id : 1; dsize: 24; flag s : S, 12; co ntent: " 100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 I"; wi nd ow: 2048 ; classtype : mi se - ac t i v i ty; r e f e r ence : ur l , WL'I\" . f 5 . com/ f5p r oduc ts /v9intro/ i nd ex . ht ml; r efe r e nc e : ur l ,doc. eme rgingthr eats. net / 2001609 ; 
ref e r e nce: u r l , M'IW . emergingth reats, net / cgi - b i n / cvs1"eb. cgi / sigs / SCAN / SCAN_f 5 _BIG- IP _P r obe; s id : 2001609; rev : 12; ) 

#Submi t t e d by Fr a nk Knobbe 
# Note: These are more eff ective a s pass r u l es t o avo i d get ting hits on ot he r ru les tha t don 't r eally appl y . Th is is be nign l oad ba l a ncer p r o be t r aff ic . 

• 
#a l e r t tcp $EXTERNAL_N ET a ny - > $HOME_NET any (msg : " ET SCAN FS BI G- IP 30NS TCP Pr obe 2" ; i d: 2; ds i ze: 24; flags: S, 12; co nt e nt : " 100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 I" ; \11 i ndow: 2048; e l asstype: mi se -act i v i ty; r e f e r ence: ur l , \"ML" . f5. com/ f5p r oduc ts /v9intro/ i nd ex . html; r efe r e nc e : url , doc . eme rgingt hr eats. net / 2001610; 
r e f e r e nce: u r l , WL>11" · emerg i ngth reats, net / c gi -bin / cvs1"e b . cgi / sigs / SCAN / SCAN_f 5_8IG- IP _Pr obe; s i d : 2001610; r ev : 12; ) 

#Submi t t e d by Frank Kn obbe 
#Note: These are mor e e ff ective a s pass r u l es t o avo i d gett i ng hits on ot he r ru les t ha t don ' t r eally a ppl y. Th i s i s be nign load ba l a ncer p r o be t r af fic . 

• 
#a l e r t t cp $EXTERNAL_NET a ny - > $HOME_NET any (msg : " ET SCAN FS BI G-IP 30NS TCP Pr obe 3" ; id : 3; ds ize: 24 ; flags: S, 12; co ntent : " !00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 I"; window: 2048; class t ype : mis c - a ctivity; ref e r enc e : ur 1, \VWL" . f S. com/ f5products /v9int r o/ i ndex. ht ml ; r efe r e nce : ur l , doc. eme rgingt hr eats. net /2001611 ; 
ref e r e nce: u r l , WL'II" . eme rg ingth reats . net / cgi -bin/ cvs1"e b . cgi / sigs / SCAN / SCAN_f 5_BI G- IP _Pr obe; s id : 2001611 ; rev : 12; ) 

#by atomic - pe nguin , t \11eak by mat t Jon kman t o cove r ot her f t p daemo ns like fr eeftpd and warft pd 

• 
a l e r t t cp $HOME_ NE T 21 - > $EXTE RNAL_NET any (msg: " ET SCAN Po tentia l FTP Br ute- Fo r ce attempt"; flow: fr om_ se r ver , es t a blished ; dsize: <100 ; content: " 530 " ; de pth :4; pcre : " / 530 \ s+ 
{Log i n I User I Failed INot )/ smi " ; c l asstype : un successful- user; t hr es ho l d : t ype th r eshol d , t r ac k by_dst , count 5, second s 300 ; r efe r e nce: u r l , doc . emergingthreats . net/2002383; 
ref e r e nce: u r l , Mwi . eme r gingth r eat s, net / c gi - b i n / cvs1"e b . cgi / sigs / SCAN / SCAN_FTP _ Bru te_For ce; s id: 2002383; rev : 11 ; ) 

#by ke vi n r oss 

• 
a l e r t t cp $ EXTERNAL_ NET a ny - > $HOME_NET 21 (msg: " ET SCAN Mul t i ple FTP Root Login Attempt s from Si ng le Sour c e - Poss i b l e Br ut e Force Attempt " ; flow: established , t o_se r ve r ; content : "USER 
" ; nocase; de pt h : 5 ; content : " r oo t "; withi n: 15; nocase ; thr esho l d : type t h r eshold , t r a ck by_s r c , count 5, seconds 60; c lasstype : attempte d- r econ; 
ref e r e nce: u r l , doc . emergingthreat s . net / 2010642 ; r e f e r ence : ur 1, \"ML" . emerg i ngth r eats. ne t / cgi-bin/ cvs L"eb. cgi / s igs / SCAN / SCAN_ FTP _Brut e_Fo r ce ; s i d: 2010642 ; r e v : 3 ; ) 

#by ke vi n r oss 

• 
a l e r t tcp $EXTERNAL_ NET a ny -> $HOM E_NET 21 (msg : " ET SCAN Mult i ple FTP Admi nist r at o r Logi n At tempts f r om Si ngl e Sour ce - Poss i b le Brute Fo r ce At t emp t " ; fl 01·1:es tabli shed ,to_ser ve r ; 
cont e nt : "USER " ; nocase; dept h: 5 ; content: "a dmi ni strator " ; within :25; noc ase; t hr esho l d: type th r eshol d, t r ack by_s r c , c o un t 5, seconds 60; clas sty pe:attempted- r econ ; 
ref e r e nce: u r l ,doc . emergingth reats . net / 2010643; r e f e r ence : ur l , WL'II" . eme r g i ngt hr eats. net/ cgi - b i n/ cvs L"eb . cgi / s igs / SCAN/ SCAN_ FTP _Brute_For ce; s i d: 2010643; r e v : 3 ; ) 

#by Ke vi n Ross 

• 
a l e r t t cp $EXTE RNAL_ NET a ny -> $HOME_ NE T 21 (ms g: " ET FTP Poss i b l e FTP Daemon Use r name SELECT FROM SQL I nj ection At t empt " ; f101,i : es t ablished, t o_serve r ; conte nt : "USE R" ; de pt h: 4 ; 
content : "SELECT " ; wi t h i n : 200; nocase; co ntent : " FROM" ; dis tance: 0 ; noc ase; pc r e: " / SE LECT . +FROM/ i "; c lasstype: a t t empted- use r ; r efe r ence : ur l ,en . v,ik ipe d i a . o r g /wi ki / SQL_ i nj ection; 
ref e r e nce: u r l,doc . emergingth reats, net / 2009981 ; r e f e r ence: ur 1, \VWLI/ . eme r g ingth r eats, net/ cgi-bin/ cvSLl/eb . cgi / s i gs / SCAN / SCAN_FTP _SQ L_In j ection; sid : 2009981 ; r ev : 2; ) 

#by Ke vi n Ross 

• 
a l e r t tc p $EXTERNAL_ NET a ny -> $HOME_NE T 21 (msg: " ET FTP Poss i b l e FTP Daemon Use r name OELET E FROM SQL I nj ection Attempt " ; flo~, : establishe d , t o_se r ve r ; cont ent : "USER" ; de pt h : 4 ; 
content: "DEL ETE " ; wi t h i n : 200; nocase; co ntent : "FROM" ; dis tance : 0; nocase ; pc re:" / DE LETE . +FROM/ i " ; c lass t ype : at tempted - use r ; r efe r e nce : ur l ,en . v,ik i pe d ia . o r g /wi ki / SQL_ i nject i on; 
ref e r e nce: u r l ,doc . emergingthreat s . net / 2009982; r e f e r ence: ur 1, \"ML" . eme r gingth r eats. ne t / cgi- bin/ cvs web . cgi / s igs / SCAN / SCAN_ FTP _SQL_In j ection; s i d : 2009982 ; r ev : 2 ; ) 

#by Ke vi n Ross 

• 
ale r t tcp $ EXTERNAL_NET a ny - > $HOME _NET 21 (msg: " ET FTP Poss i b l e FTP Daemon Use r name I NSERT I NTO SQL I nj ect i on Attempt " ; flovi :es t ablished,to_se r ve r ; content : "USER"; de pt h :4; 
cont e nt : "INSE RT " ; wi t h i n : 200; nocase; co nt ent: " I NTO" ; di stance : 0 ; nocase ; pc r e: "/ I NS ERT. +INTO/ i ••; class t ype : at t empt ed - use r ; r ef e r e nce : ur l,en . wik i pe dia . o r g /wi ki / SQL_ i nj ection; 
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r efe r e nce : u r l , doc . eme r g i ngth r eat s . ne t / 2009983; r e ference : u r l , www .emerg i ng th reat s . ne t / cgi - b i n/ cvswe b . cgi / s i gs / SCAN / SCAN_FTP _SQ L_ I nj ec tion; s i d : 2009983 ; r ev : 2 ; ) 

#by Ke vi n Ross 

• 
a l e r t tc p $EXTE RNAL_ NET a ny -> $HOM E_NET 21 (msg : " ET FTP Poss i b l e FTP Daemon Userna me UPDATE SET SQL In j ec tion At t empt " ; fl m>J :e stabli s hed, t o_s erve r ; cont e nt : "USER"; de pth :4; 
cont ent: "UPDATE " ; wi th i n: 200; noc a s e; co nt e nt : "SET " ; d i s t a nce: 0 ; noc a se; pere: " / UPDATE , +S ET / i "; e l assty pe : attempt ed -use r ; r e fere nce: u r 1 , e n . wi kiped i a , or g/wiki/ SQL_ i nj ec t ion; 
r e fere nce : u r l , doc . eme r gingth r eat s . ne t / 2009984 ; r e f erence : u r l, wwN . emergingthreats . ne t / cgi - b i n/ cv s1>Jeb . cgi / s i gs / SCAN / SCAN_FTP _SQ L_ I nj ec t ion; sid : 2009984 ; r ev : 2 ; ) 

#by Ke vi n Ross 

• 
a l e r t tc p $ EXTE RNAL_ NET a ny -> $HOM E_NET 21 (111sg : "ET FTP Poss i b l e FTP Daemon Userna me UNION SELECT SQL I njection Atte mpt "; flow: e s t a blished , t o_se r ve r ; cont e nt : "USER"; de pth : 4 ; 
cont ent: "UN ION" ; wi t hi n : 200; nocase ; content : " SE LECT"; d i stan c e :0; nocase; pe re:" / UNION. +SELECT / i" ; c l ass t ype : a ttempted - us e r ; r e f e rene e : u r 1, e n . wikipe dia . orgh~iki / SQL_ i nj ection; 
refere nce : u r 1, doc . eme r gingth reats . ne t / 2009985; r e ference: u r 1, l'lt>JW . eme r gingth r eats . ne t / cgi - b i n/ cv s1>Je b . cgi / sigs / SCAN / SCAN_FTP _SQ L_ I nj ec t ion; sid : 2009985; r ev : 2 ; ) 

#by Ke vi n Ross 

• 
a l e r t t c p $ EXTE RNAL_NET a ny - > $HOM E_NET 21 (111sg : " ET FTP Poss i b l e FTP Daemon Us er na me I NTO OUTFI LE SQL Injection Attempt " ; flow: e s t a blished,to_serve r ; cont e nt : "USER"; de pth: 4 ; 
cont ent: " INTO"; L>J i t hin : 200; nocase; cont ent : "OUTFI LE"; d i stance :0; noca se; pe r e : " / INTO, t-OUTFI LE/ i" ; c l assty pe : a t tempted - use r ; r e f e r e ne e : u r l , WWl'I . mi h 40rm . com/ papers / 372 ; 
refere nce : u r l , wwL>J . gr e ensq l . net / pub! i cat i ons / bac kdoor -we bse r ver - us i ng -mysq l • sq l - i nj ec tion; r e f erence : url , L>Je bse c . 1~o r d pr ess . com/ 2007 / 11/ 17 / mysq l - into - ou t file / ; 
r efe r e nce : u r l , doc . eme r gingth reats. ne t / 2010081 ; r efe r e nce: ur l , 1"1"1~ . emerg ingth r eats. ne t / cg i - bin/ cvs 1>Je b . cgi / s i gs / SCAN / SCAN_FTP _SQ L_ I nj ection; s i d : 2010081 ; r ev : 2; ) 

#by ke vi n r oss 

• 
a l ert t cp $ EXTE RNAL_ NET a ny -> $HTTP_SERVERS $HTT P_ PORTS (msg: " ET SCAN Poss i b l e Fas t - Tr ac k Too l Spide r i ng Us e r-Ag ent Detec ted " ; flm~:es t a bli s he d , t o_se r ver; content : " l0d 0a lUse r -
Age nt I 3A I pymil ls- sp i de r / "; c l ass t ype : a tte mpt ed - r econ; ref e r ence: u r l , wiwt . offens i ve- sec ur i t y . com/ met aspl o i t- unlea s he d/ Fas t - T r ac k-Modes; re f e r e nc e : u r 1, doc . emergingth r eat s . ne t / 2011721; 
r efe r e nce : u r 1, Wl"1>J . eme r gingth reats. ne t / cg i - b i n / cvsNe b . cgi / s i gs / SCAN / SCAN_F ast trac k_Sp i de r ; s i d : 2011721 ; r ev : 2; ) 

#Matt ] onkma n 
#Loo ki ng f ar brute forci ng of ma il se r v i ces 

• 
a l ert t cp $EXTERNAL_NET a ny - > $HOM E_NET 110 (msg :"E T SCAN Ra pid POP3 Connections - Possib l e Br ut e Fo rc e Atta ck" ; flags: 5,12 ; t hres ho ld : t y pe bot h , t r ac k by_src, count 10 , seconds 120 ; 
e la ss t ype : misc-ac tivi ty; re ferenc e : ur l , doc . eme r g i ngt hreat s. ne t / 2002992; re f e r e nce: ur l , W\VI'# . eme rg ingt hreat s . ne t / cg i - bin/ c vswe b . cgi/ s i gs / SCAN/SCAN_Genera l _Ser v i ces; s i d : 2002992 ; rev : 5; ) 

#Matt Jonkma n 
#Loo ki ng f ar brut e forci ng of mail se r v i ces 

• 
a l e r t tcp $ EXTE RNAL_ NET a ny - > $HOM E_NET 995 (msg : " ET SCAN Ra pid POP3S Co nnections - Poss i bl e Brute For ce At tac k"; flags: S, 12; t h res hol d : t y pe bot h, t r ac k by_ src, count 10, seconds 
120; clas st y pe: misc - ac tiv i t y ; r efe r e ne e: url , doc. eme r gingthr ea t s . net / 200 2993; r efer e nc e: ur l , www . emergi ngt hr ea t s . net / cg i - bin/ cvsweb .cg i / s igs / SCAN/ SCAN_Gene r a l_Services; s i d : 2002993; 
rev : 5; ) 

#Matt Jonkma n 
#Loo king f ar brut e forcing of mail se r v i ces 

• 
a l e r t t cp $EXTE RNAL_NET a ny - > $HOM E_NET 143 (ms g : "ET SCAN Ra pid U\AP Connections - Poss i b l e Br ut e Fo rc e At t a ck" ; flags : S, 12; t hr es ho l d : t ype both , t r ac k by_ s r c, count 10 , second s 120 ; 
e l as s t ype : mi se -ac t i vity; r efe r e nc e : u r l, doc . eme r g i ngt hreats . ne t / 2002994 ; r ef e r e nc e : u r l , W\VI'# . eme r gingthreats . ne t / cg i - bin/ c vswe b . cgi / s i gs / SCAN/ SCAN_ Gene r a l _Serv i ces; s i d : 2002994 ; rev : 5; ) 

#Matt Jonkma n 
# Look i ng f ar brut e forci ng of ma i l se r v i ces 

• 
a l e r t tc p $ EXTERNAL_ NET a ny -> $HOM E_NET 993 (msg : " ET SCAN Ra pid I MAPS Co nnections - Poss i b l e Brut e Force Attac k"; flags : S,12 ; t h res hol d: t y pe bot h, t r ac k by_ s rc, count 20 , seconds 60 ; 
e lass t ype : mi sc - ac tivi ty; r efe r e nc e : u r l , doc . eme r gingt hreats . ne t / 2002995; r ef e r e nce: u r l , WIVI" . eme r g i ngthreat s . net / cg i - bin/ c vswe b . cgi / s i gs / SCAN/ SCAN_ Genera l _Ser v i ces; s i d : 2002995; rev : 7; ) 

#Seen be ing us e d f ar vu l n sc anning . 
#The o rig i na i sc ript i t's modif i ed f r om i s l egitimate , so t her e may be some fa l ses 

• 
a l ert t cp $EXTERNAL_ NET a ny - > $HOM E_NET $HTT P_PORTS (msg: " ET SCAN Susp i c i ous Use r -Age nt - ge t -min i ma l - Poss i ble Vul n Sca n"; fl ow:est ablis he d, t o_ se r ve r ; co ntent: " l0d 0a lUser-Agent l 3a ] 
get -m i ni ma l " ; c l ass t y pe : a ttempt e d - adm i n ; r e f erence: u r l , doc . eme r g i ngth reats . ne t / 2003634; r e f e r e nce: ur 1 , wwL11 . eme r g ingthr eat s. net / cgi -b i n/ cvs we b . cgi / s i gs / SCAN / SCAN_Get- min i ma l_UA; 
s i d :2003634; r e v :7; ) 

#by ke vi n r oss 

• 
a l ert t cp $EXTERNAL_ NET a ny - > $HTTP_SERVERS $HTT P_PORTS (msg: " ET SCAN Gr abbe r .py l~e b Scan De t ec t e d" ; flow: t o_ se r ve r , establ i shed ; content : " l0d 0a lUse r - Age nt l 3a l Gr a bbe r " ; off s et : 110 ; 
dept h : 30 ; e l ass t ype : a t t empt ed- r eco n; r e f erenc e: ur 1, r gauche r . i nfo / beta/ g r ab be r / ; r ef e ren c e : ur l ,doc . emerg i ngt hrea t s. net / 2009483; ref e r e nc e : ur l , M'tl'# . eme r gi ngt hrea t s . net / cgi-
b i n/ cvsweb . cgi / s i gs / SCAN/ SCAN_Grab be r . py ; s id : 2009483; r ev : 3; ) 

#by Ke vi n Ross 

• 
a l e r t tcp $ EXTERNAL_ NET a ny - > $HTTP_SERVERS $HTT P_PORTS (msg: " ET SCAN Gre nde l We b Sca n - De f a ult User Agen t De t ec ted" ; flm~: to_serve r , establi s he d; conten t :" l0d 0a lUse r -Agent l 3a l 
Moz i lla/ 5 .0 ( compatibl e l 3b j Gr ende l -Scan"; no case ; co ntent : " http I 3a I/ /Lwrw , gr e nde l - scan , com"; off set: 90; d i s t a nc e : 1 ; dept h : 55; nocase ; thr es ho l d : t y pe t h r esho l d , t r ac k by_dst , count 50, 
seconds 60; c l assty pe : attempt ed- r e con; r ef e r e nc e : ur l, w111W . g r e nde l - scan . com; refe r e nce : u r l , doc . eme rgingth r ea t s . net/ 20094B0; r efe r e nce : u r l , Wl>JW . eme r g i ngthreats . ne t / cgi-
b i n/ cvsweb . cgi / s i gs / SCAN/ SCAN_ Gr endel; s i d: 2009480; r ev ; 4 ; ) 

#by Ke vi n Ross 

• 
a l e r t t cp $EXTE RNAL_ NET a ny - > $HTTP_SERVE RS $HTT P_PORTS (msg: " ET SCAN Gr e nd e l -Scan 1.-te b Application Secur i t y Sca n Oet e cted " ; flow: t o_serve r , es t ablished ; con tent: "GET " ; depth : 4 ; 
uricont e nt : " / r a ndom" ; noc ase ; pere : "/\x2 Frand om. +\ x2 E (ht ml I bat I ht m I vbs I do I xd 1 I ht r I SL>Jf I wsd l I p l I php3 I cfml cgi J cfc I axd I as p )/Ui " ; t h r e s ho l d : t ype t hr eshol d , t r ac k by_dst , count 20 , seconds 
40 ; e l asstype : a tt empted - r e con ; r ef e r e ne e: url , www . gr e nde l - sc an . com; r efe r e nce: ur 1, doc . eme r g i ngt hr eats. net/ 2009481; r ef e r e nce: ur l , wwN . eme rg i ngt hr eat s. net / cgi-
b i n/ cvsweb . cgi / s i gs / SCAN/ SCAN_Gr endel; s id: 2009481 ; r ev : 3; ) 

#by J P Vos sen a nd Saf ka : http : // lib rary . pant ek . com/ Mail i ng%20 Li sts / snort . org/ s no r t - s i gs/ 03/ 08/ 1120 . ht ml 

• 
a l e r t t c p a ny a ny -> any 21 ( msg : "ET SCAN Grim' s Pi ng f t p scanning t oo l "; f1 01>J : t o_serve r ,establi shed ; cont e nt : "PASS " ; content: " gpus e r @home . com"; 1,d thin : 18; class t ype: ne h 'lo r k-sca n; 
r efe r e nce : u r l , a r ch i ves. neo ha ps i s. com/ a rc hi ves / s no r t / 2002-04 / 0448 . ht ml ; r efe r e nc e: ur l , gr i ms pi ng. c j b . net; r efer ence: ur l ,doc. eme r g i ngt hrea t s . ne t / 2007802; 
r e f e r e nce : u r l , WM>J . eme r gingth reats . net/ cgi - b i n / cvs we b . cgi / sigs / SCAN / SCAN_Gr i ms_FTP ; s i d : 2007802; r e v : 4 ; ) 

#by will metca lf 

• 
a l e r t tcp $ EXTERNAL_NET any -> $HTTP_SERVERS $HTT P_PORTS (msg: " ET SCAN HZZ P Scan i n Progre s s ca le i n Headers'"; flo\1 :to_ser ve r , established ; co ntent : "GET " ; dept h :4; 
content: "CI 3a I /I.JINDO\~S/ sys tem32/ cale . exe"; co nt ent: " I 0d 0a I "; Ni t h in : 9 ; per e: "/" . +\ x3a \ s ( tes.t. ) ?C \ : \/l~INOO\,tS\/ sys t em32\/ cale \ . e xe ( . tes t ) ?\ r $/ m" ; c l asst ype : att e mp ted- recon; 
refere nce : u r l , 1\IWL.11 . kr a kovilabs . com/ dev . ht ml ; r efe r ence: ur 1 , doc . e merg i ngt hr eats . ne t /2011028; r e f e renc e : ur l , LWl\'f . eme rg i ngt hrea t s. net / cg i - bin/ cvswe b . cg i / s i gs / SCAN/ SCAN_HZZP ; s i d: 2011028 ; 
r e v : 5; ) 

#by Ke vi n Ross 

• 
a l ert t cp $EXTERNAL_ NET a ny - > $HTTP_SERVERS $HTT P_PORTS (msg: " ET SCAN Ha lbe r d Load Ba l a nc ed l4e bse r ver Detection Scan" ; flm~: to_se r ver , es t a bli s he d; cont ent :"Pr agma l 3a l no - cac he " ; 
cont ent: " Fi r efox/ 1 . 0. 3"; of f se t :40; d i s t a nce :40; t h r es ho ld : t ype t hr esho l d , trac k by _s r c, count 40 , s econds 15; c l ass t ype: at t empted- re c on; r e f e rence: ur l , v.n-tw . ha l be rd. su peradd i tive . com; 
r efe r e nce : u r l , doc . eme r gingth reats. ne t / 2008536; r efe r ence : u r l , 1"1"1~ . eme r ging th r eats. ne t / cgi - bin/ cvs 1>Je b . cg i / sigs / SCAN/SCAN_Ha lbe r d; sid : 2008536; r ev : 5; ) 

#by Ke vi n Ross 

• 
a l e r t t cp $E XTERNAL_ NET a ny - > $HTTP_SERVERS $HTT P_PORTS (msg: " ET SCAN Hm ap l~ebserve r Finge r prin t Scan" ; flm'l :to_se r ve r , es t a bli s hed; cont ent: "GET / HTT P/1 .0" ; dep th : 14 ; conten t : " l0d 
0a I Use r - Agent I 3a I Moz i lla"; cont ent : "4 . 75 ( en] ( l~i ndows NT 5. 0" ; off set: 20; dept h ; 60; clas s t y pe: attempted- recon; r e f erence : u r l , W\VI'# . uje ni. mur kyroc . com/ hmap / ; 
r efe r e nce : u r l , doc . eme r gingth reats . net/ 2008537; r eferenc e : u r l, Wl>JW . e mergingthreats. ne t / cgi - b i n/ cvs 1>Jeb . cgi / sigs / SCAN / SCAN_Hma p; sid : 2008537; r ev : 5; ) 

#by Ke vi n Ross 
#Turne d content ma t ches i nt o u r i co nt e nt matches f or pe r f ormance, new uricontent matc h far t raver sa l a= a l so an d i ncreme nt e d r e vi s i on number . 

• 
a l e r t t cp $EXTE RNAL_ NET a ny - > $HTTP_S ERVERS $HTT P_PORTS (msg: " ET SCAN Ht tp r econ l~eb Se r ve r Fi nge rpr int Scan" ; flow: t o_se r ve r , es t ablished; content : "GET " ; dept h :4; 
u ri content : " / etc / passwd ?format =" ; u r icontent : " ><sc ri pt >a l e r t ( ' xss ' ) " ; u ricont ent : "t r ave r sa la="; c l ass t ype : a t t empt ed- r e con ; refere nce : u r l , Wl"1"' . comput ec . ch/ pro j e kt e / htt p r eco n/ ; 
r e fere nc e : u r 1 , doc . eme r gingth r eat s. net /2008627; r efe r e nce: u r 1, W1"1~ . emergingth r eat s . ne t / cgi - b i n/ cvs 1>Je b . cg i / s i gs / SCAN / SCAN_Http r e con; s i d: 2008627 ; r e v : 6; ) 

#by Ke vi n Ross 

• 
a l ert t cp $EXTERNAL_ NET a ny - > $HTTP _SE RVERS $HTT P _ PORTS (msg : " ET SCAN Ht tprint Web Se r ve r Finge r p r i nt Scan" ; flow: es t ablis hed , t o_ serve r ; conte nt : "GET .. ; de pt h :4 ; 
uricontent : " / ant i d i sestablishment a r i a nism" ; c l asstype : attempt e d- r e con; r e f e rence: ur 1, www . net - squa r e . com/ ht t pri nt / ; r efe r ence : u r l , wi>JW . net • squa r e . com/ htt p r i nt / ht t p r int_pa per . ht ml ; 
r efe r e nce : u r l , doc . eme r gingth reats. ne t /2008416; r efe r e nce: u r l , l'#Wl~ . emergingth r eats. ne t / cgi - b i n/ cvs we b . cg i / s i gs / SCAN / SCAN_Ht tp ri nt; s i d : 2008416; r ev : 4 ; ) 

#by Jo na t ha n Sc heidell 

• 
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a l e r t tcp $EXTERNAL_NET a ny -> $HOM E_NET $HTT P_PORTS (msg: " ET SCAN IBM NSA Use r Agent " ; flow:establi s hed,to_s e r ve r ; content : " l0d 0a )Use r -Age nt l3a l "; nocase; content : "Ne t \-1ork-Serv i ces­
Aud ito r " ; wi t hi n : 50; t h reshold : t ype limi t , t r a ck by_s r c, co un t 1 , second s 60; classtype : a ttempted- r econ ; r efe r e nc e : ur l , ft p . i nf . ut f sm. cl / pub/ Do cs / IBM/ Ti voli / pdf s / sg2460 21. pdf ; 
ref e r e nce: u r l , doc . eme rg i ngthreats, net/ 2003171 ; r e f e r ence : ur 1, ww11,1 . emergingt hreats, ne t / cgi- b i n/ cvs L-.ieb . cgi / s i gs / SCAN / SCAN_I BM_NSA; s i d: 2003171; r ev : 6 ; ) 

#by ev ilghos t 
# 

a l e r t ic mp $EXT ERNAL_NET a ny - > $HOME_NET any (msg : " ET SCAN I CMP :XXXXXXXX Li ke l y Pr e cu r so r to Scan" ; itype : 8 ; icode :0 ; co nt e nt: ":XXXXXXXX" ; classt ype:mi sc-activ i t y ; 
r e f e r e nce: u r l ,doc . eme r gingth reats, net/ 2010686; r e f e r ence : ur 1, wwL-.i . eme r g ingthr eats. net/ cgi- bin/ cvs L-.ieb. cgi / s i gs / SCAN / SCAN_I CMP; s i d : 2010686; r e v : 2; ) 

#Subm i tted by Jose ph Ga ma 
# 

a l e r t ic mp $EXT ERNAL_NET a ny - > $HOME_NET any (msg : " ET SCAN I CMP PI NG I PTool s " ; i t ype: 8; icode : 0 ; conten t : " IA7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 
A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 A7 1 " ; dept h : 64; classtype : misc-activity ; r efe r e nce: ur l, www . ks ­
sof t. net / ip - t ool s . e ng; reference: ur 1, ~MW . ks - soft . net / ip· t oo l s . e ng/ i nd ex . ht m; r efe r e nc e : ur l , doc . e me r gingthr ea t s . ne t / 2000575; r ef e r e nc e : ur l , wt-ru . eme rgingthr ea t s . net / cgi • 
b i n/ cvswe b . cgi / s i gs/ SC AN/ SCAN_I PTools ; sid : 2000575; r e v : 7; ) 

#by ev ilghost 

• 
a l e r t tc p $ EXTERNAL_NET a ny -> $HOM E_NET $HTT P_PORTS (msg : "' ET SCAN HTTP GET i nvalid me thod case .. ; flo\'l :establishe d,to_ser ve r ; co ntent :" get " ; depth :4 ; noc ase; co ntent : ! "GET "; depth :4; 
e l ass t ype : ba d - unknown; reference: url , ~MW . \~3. o r g/ Protocols / r fc 2616/ r fc26 16- sec9 . ht ml ; r efe r ence : u r l , doc . eme r gingt h r eat s . net / 2011031; r efer ence : ur l , ~.rww . eme r gingthr eat s . net / cgi­
bin/ cvswe b . cg i / sigs/ SCAN/ SCAN_ Invalid _Me t hod ; s i d : 2011031 ; r e v : 2; ) 

#by e vilghos t 

• 
a l e r t tc p $ EXTERNAL_NET a ny -> $HOME _NET $HTTP_PORTS (msg : " ET SCAN HTTP POS T inva lid method case"; fl o\-1 : established ,to_ser ve r ; content: "post " ; dept h :S; nocase; cont e nt : ! "POST " ; 
de pt h : 5; e l a sst ype : bad- unknoNn ; r efe r e nce: ur l , ww1~ .w3 . org/ Pr ot oco l s / r f c2616/ rfc 2616- sec9 . ht ml ; r e f e r e nce: ur 1, doc. emerg i ngthr eat s . ne t / 2011032 ; r efe r e nce: ur l , www .emer gingthr eat s . ne t / cgi­
bin/ cvswe b . cgi/ sigs/ SC AN/ SCAN_ Invalid_Method ; s i d : 201103 2; r ev : 2; ) 

# by ev ilghost 
# 

a l e r t tc p $ EXTERNAL_NET a ny - > $HOME _NET $HTTP_ PORTS (msg : " ET SCAN HTTP HEAD i nvalid method case"; fl ow:established ,to_serve r ; content: "head " ; dep t h :5 ; nocase; cont e nt : ! "HEAD " ; 
depth : 5; e l asst ype: bad - un knmvn ; r e f e r e nce : ur 1 , ww1~ . w3 .org/ Pr ot oco l s /rfc 2616/ r f c2616- sec9. ht ml ; r e f e r e nce: ur l , doc. e me r g i ngthreats. ne t / 2011033; r ef e r e nce: u r l , www .emer gingthr eat s. net/ cgi­
bin/ cvswe b . cg i / s i gs/ SCAN/ SCAN_I nval id_Method; sid: 2011033; r ev : 2; ) 

#by ev ilghos t 

• 
a l e r t tc p $ EXTERNAL_ NET a ny -> $HOME _NET $HTT P _PORTS (msg : " ET SCAN HTTP OPTI ONS i nva lid me t hod case"; flovi ;establis hed , to_s e r ve r ; conte nt : "opt i ons " ; de pt h : 8; nocase; content : ! "OPTI ONS 
" ; de pt h: 8; cla sstype : bad • unkno~m; r e f e r ence: ur 1 , L\IWIIJ . w3 . o r g / Prot ocols / rfc2616/ r f c2616- sec9 . html; refere nce: ur l , do c. eme r g ingt hrea t s . net / 2011034 ; 
r e f e r e nce: u r l , Wl>J\V . eme r gingth reats . net / cgi-b i n / cv sL'iie b . cgi / sigs / SCAN / SCAN_I nva lid_Method; sid : 2011034; r e v : 2 ; ) 

#by Ke vi n Ross 

• 
a l e r t tc p $ EXTERNAL_NET a ny -> $HTTP_S ERVERS $H TT P_PORTS ( ms g : " ET SCAN CX,JASP Joomla Vul nerabi li t y Scanner Oe t ec t e d"; flow:establishe d , t o_se r ve r; co nt ent : " HEAD "; depth :5; 
uricontent : " / j oom l a/" ; content : " l0d 0a lUser-Age nt l 3a l Moz i lla / 5 .0 ( l.Ji ndovJs \ ; U\ ; l.Ji ndows NT 5.2 \ ; e n - US \ ; r v l 3a l1. 9 .0.3) Ge cko/ 2008092417 Fi r efox/ 3 .0.3"; 
pe re:" /(/ j ooml a / admi n I / j ooml a/ admi nist r a t or J / jooml a / ma nage I / j oom l a / a dmi ni s tration)/U" ; th r eshold : t y pe t hr es ho l d , t r ac k by _ds t , count 4 , second s 15; classty pe: attempted - r econ ; 
ref e r e nce: u r l , WL<JW . owas p .o r g/ i ndex . php/ Ca tego r y%3 aOI..JASP _ Jooml a_ Vul ner ab i li t y_Sca nne r _Proj ect ; ref e r e nce: u r l , doc . eme r gingthr eats . net / 2009837; r e f e r ence : u r l , WWl'il . eme r gingthr eats . net / cg i ­
b i n/ cvswe b . cgi / s i gs/ SCAN/ 5CAN_Joomla; sid : 2009837 ; r ev :4 ; ) 

#by Ke vi n Ross 

• 
a l e r t ud p $ EXTERNAL_NET a ny - > $HOME_N ET 1434 (ms g : " ET SCAN NI-IG MS02-039 Expl oit Fa l se Positive Generator • Ma y Co nceal A Genui ne Att ack"; con tent : " nn g Snor t {Snort ) "; o f fs e t :90; 
t h r eshol d : t ype t hr es ho l d , t r ack by _dst , count 4 , second s 15; c l asst ype : mise- act i v i t y ; ref e r e nce: u r 1, pac ketstor msec ur i ty . nl / f ile desc / nn g-4 . 13r - publi c . r a r . ht ml ; 
ref e r e nce : u r l , doc . emergingth r e ats . net/ 2008560; re f e r ence : ur 1, www . eme rg i ngthr eats. net/ cgi-b i n/ cvs Lveb . cgi / s i gs / SCAN / SCAN_MS02-039; sid : 2008560; r e v : 2; ) 

#by J amie Ride n 

• 
#a l e r t t cp a ny a ny - > a ny 502 ( msg : " ET 5CAN Modbus Scann ing detected"; co ntent: " I 00 00 00 00 00 02 I"; flo~i ; established, to_se r ve r ; de pt h : 6; t hr es ho l d : t ype both, t r ac k by _s r e , count 100 , 
seconds 10; cla sstype : bad - unknown; ref e r ence: ur 1 , code. googl e. com/ p / modscan/ ; r efe r ence : ur 1 , W'IM . r t aaut omat i on . com/ modbustc p/ ; r e f erence: uri , doc. eme r gingthr eat s . ne t /2009286 ; 
ref e r e nce: u r l , WL>J\V. emergingth reats . net/ cgi- bin/ cvs L'iieb . cgi / s i gs / SCAN / SCAN_Modbus; sid : 2009286; r ev : 3 ; ) 

#By J eff Ke ll , t we aks by Oale Ha ndy 

• 
a l e r t t cp $ EXTE RNAL_ NET a ny -> $SQL_SE RVERS 3306 ( msg:" ET SCAN MYSQL 4 .0 br ut e force r oot login a ttempt "; flow: t o_se r ve r ,es t ablished ; cont e nt : " ]01 1" ; of f set:3; dept h : 4 ; 
content : " root I 00 I " ; nocase; d i stance: 5; \'l i t h i n : 5; t h r es ho l d : t ype bot h , t r ac k by _s r c , count 5, seconds 60 ; class t ype : prot oco l -comma nd - decode; 
r e f e r e nce: u r l, WL<JW . r e df e r ni . uklinux. net / my s ql/My SQ L- 323. ht ml ; r e f e r ence : ur l , doc . eme r g i ngthr eats. ne t / 2001906; r e f e r e nce: u r l , ww11,1 .emergi ngthr eats. ne t / cgi­
bin/ cvswe b . cgi/ sigs/ SCAN/ SCAN_Mys q l ; s i d ; 2001906; r e v : 6; ) 

#Oa l e Ha ndy 

• 
a l e r t tc p $ EXTERNAL_ NET a ny -> $SQL_SERVERS 3306 ( msg : "ET SCAN MYSQL 4 .1 br ute force r oot login a t tempt " ; fl O\'l :to_serve r ,es t a blished ; content : " !01 1" ; offset : 3 ; depth :4 ; 
conte nt : "root I 00 I" ; nocase ; d i stance: 32; l'il ith i n : 5 ; t hr esho l d : t ype both, t r ack by _src , count 5, seconds 60; e l a sst ype : protocol- comma nd - decode; 
ref e r e nce: u r l , WL>J\V . r edf e r n i . uklin ux . net/ mys q l/My SQ L- Pr otocol . ht ml ; r e f e r ence : u r l , doc . eme r gingthr eat s. net / 2002842; r efe r e nce: ur l , ~l\'11~ . e me r gi ngt hr eats . net / cgi­
b i n/ cvswe b. cg i / sigs/ SCAN/ SCAN_Mys q l ; s i d : 200 2842; r e v : 4; ) 

# by Ke vi n Ross 
# 

a l e r t tc p $HOME_NET 3306 -> any a ny ( msg : " ET SCAN Non -Allo~Jed Host Tried t o Connect to MySQL Se r ve r" ; flo~i :fr om_se r ve r , establi s hed; co ntent : " l6A 04 IHost I 20 27 1 " ; dept h : 70; co ntent: " I 27 
20 I i s not a ll0\-1e d t o connect to t his MySQL se r ver " ; d i s tane e : 0 ; classtype : at t empted-recon; r efe r e nce: ur 1, www .cybe r citi. b i z/ tips / ho1v- do - i - ena ble - r emote - access-to-mysql - database-
se r ve r . ht ml ; r ef e r e nc e : u r 1, doc .emergingthr eats . net/ 2010493; r ef e r e nce: ur 1 , Mm . eme r gingthr e ats. net / cg i • bin/ cvs \-1e b . cg i / sigs/ SCAN/ SCAN_Mysq l ; s i d ; 2010493; r e v : 2; ) 

# by Ke vi n Ross 

• 
a l e r t tc p $HOME_NET 3306 -> $ EXTERNA L_NET any (msg : " ET SCAN Mul t i ple MySQL Log i n Fa ilu r es, Poss i b l e Br ut e Fo r ce Attempt " ; flow: f rom_se r ve r ,es t ablis he d; cont ent:" 115 04 1" ; dept h :64; 
content : " I 32 38 30 30 30 IAccess den i e d for use r I 20 1 ••; di stance :0; content : "us ing passwor d I 3A 20 1 "; t hr es ho ld : t ype t hr esho l d , t r ac k by_src , count 5, seconds 120; class t ype :at t empted • 
ree on ; r e f e r e nce: u r l , doc . eme rgingth reats . net/ 2010494 ; r e f e r ence : ur l , Wl>J\V . eme r g ingthr eats . net/ cgi- b i n/ c vsL-.ieb . cgi / s i gs / SCAN / SCAN_Mys q l ; sid : 2010494 ; r ev : 2; ) 

#by Ke vi n Ross 

• 
a l e r t tc p $ EXTERNAL_NET a ny -> $HTTP_S ERVERS $H TTP_PORTS ( msg:" ET SCAN Mi ni MySqlatOr SQL I nj ection Scanner " ; flow:to_ser ve r , es t ablis he d; c o ntent : "' l0d 0a (Use r •Age nt l3a l 
pr og . CustomCr a\-1 l e r "; of fset : 60; clas sty pe: at t empted- r econ; r e f e r ence: u r l , 'rMW . scrt. ch/ pages_en/ mi n i mysqlat o r , ht ml ; re f e r e nce: u r l , doc . eme r g i ngthr eats , net / 2008729; 
ref e r e nce: u r l , w\<JW . eme r gingthreats, net/ cgi- b i n / cvs 1veb , cgi / s i gs / SCAN / SCAN_Mys q l a t o r ; s i d : 2008729; r ev : 4 ; ) 

# by Ke vi n Ross 

• 
a l e r t tc p $EXTERNAL_NET a ny -> $HTTP_SERVERS $H TT P_PORTS ( ms g : " ET SCAN Def a ult My sq loit Use r Age nt Detec t e d - My s ql I njection Ta kove r Tool " ; fl oL'il : es tab lis he d , to_serve r ; cont e nt : " l0d 
0a I User -Agent I 3a I Hy sq l o i t " ; c l asst ype: a t t empt e d - r ee on; r ef er ence : ur l , code . google . com/ p/ my sq l o i t / ; r e fe r e nte: u r 1, doc. eme r gingt hr ea t s . net /200 9882 ; 
ref e r e nce : ur l , ww.'il . eme r gingth reats . net / cgi -bin/ cvs1>Jeb . cgi / sigs / SCAN / SCAN_Mys q l oi t; s id: 2009882; rev : 2; ) 

# by Ke vin Ross 

• 
a l e r t t cp $ EXTERNAL_ NET a ny -> $HTTP_S ERVERS $HTTP_PORTS ( ms g: " ET SCAN Poss i b l e Mys q l o it Ope r a t i ng System Fi nge r pri nt / SQL I nj ec t i on Tes t Scan De t ec t e d" ; flow:est ablis he d,to_ se r ve r ; 
urico ntent : " +UNION+se lect +' BENCHMARK(10000000 , SHAl {l )) "; c l asstype : attempted - r econ ; r eference: ur 1, code . googl e . com/ p/ mysq l oi t / ; r ef e r e nce: ur l , doc . emergingt hr eats . ne t / 2009883; 
ref e r e nce : u r l , WL>J\'I , eme r gingth r eat s . net / cgi - b i n / cvs1ve b . cgi / sigs / SCAN / SCAN_Mys qlo i t ; s i d : 2009883; r ev : 4 ; ) 

#Subm i tted by Jose ph Gama 
# updated by ma r eadmi n 4/ 2010 

• 
#a l e r t t cp $EXTERNAL_NET a ny - > $HOME_NET any (msg : " ET SCAN NMAP -sS l'il indow 2048"; fragbits : !O; ds i ze:0; flags:S,12; ac k :0 ; L'il i nd rn~: 2048; t h r es ho l d : t ype bot h , t r ac k by_dst, co unt 1, 
seconds 60; c la sstype : a t t empt e d-recon ; r efe r e nce: ur l , doc . emerg i ngt hr eat s. ne t / 2000537; r ef e r e nce: u r l , 'tf\'il'il . eme r gi ngt hr eats . net / cg i - b-i n/ cvsweb . cgi / sigs / SCAN/ SCAN_ NMAP; sid: 2000537; rev : 8; ) 

#Submi tted by Jose ph Gama 
#upda t ed by mareadmi n 4/ 2010 

• 
#a l e r t i p $ EXTERNAL_NET a ny - > $HOM E_N ET a ny (msg : " ET SC AN lflAP -sO" ; dsize :0; i p_p r ot o : 21 ; t hr eshold : t yp e both , t r ack by_ds t , count 1, second s 60; classtype : at t empted - r econ; 
ref e r e nce : u r l ,doc . eme rgi ngthreats . net / 2000536; r e f e r ence : ur l , WL>IL'il . eme r g ingth r eats . net/ cgi- bin/ cvs web . cgi / s i gs / SCAN / SCAN_NMAP; sid : 2000536; r e v : 7; ) 



12/21/2022 10:57:48 AM

#Subm i tt ed by Jose ph Gama 
# upda t ed by mareadmin 4/2010 

• 
#a l e rt t cp $EXTERNAL_ NET a ny - > $HOME_NET any (ms g :" ET SCAN NMAP - s S window 1024" ; fragbits: !O; ds ize :0 ; fl ags :S, 12 ; ac k :0; wi ndow: 1024 ; th r e s ho l d: t yp e bot h, t r ack by_dst, co unt 1 , 
second s 60 ; cla sstype: attempt ed - r ee on ; r efe r e nce : ur l , d oc . eme r g i ngt hr eat s . net / 2000537; r e f e r ence: url , www . eme r gingthr eats .net / cgi - bi n/ cvsweb . cgi / sigs / SCAN/ SCAN_NMAP; s i d : 2009582; r ev : 2; ) 

#Subm i tt ed by J o se ph Gama 
# upda t ed by mar eadmin 4/2010 

• 
# a l e r t t cp $E XTERNAL_ NET a ny - > $HOME_NET any (msg : " ET SCAN NMAP -sS 1,sind m,s 3072 "; fragbits : !O; dsize: 0 ; fl ags:S , 12; a c k :0; windm-., : 3072 ; th r e s ho l d : t yp e both , t r ac k by_dst, co unt 1 , 
second s 60 ; c l a sstype : attempt ed - r ee on ; r ef e r e nce : ur l , d oc . eme r g ingt hr eats . net / 2000537 ; r e f e r ence: ur l , wi'il" . eme r gingt hr eats . ne t / cgi- bi n/ cvs\,;eb . cgi / s i gs / SCAN/ SCAN_NMAP; s id : 2009583 ; r ev : 2; ) 

#Submi tt ed by Jose ph Gama 
# upda t ed by mar eadmin 4/2010 

• 
# a l er t t cp $EXT ERNAL_ NET a ny - > $HOME_NET any (msg :" ET SCAN NMAP -s5 wi ndo1-., 4096" ; fragbit s: !O; d s i ze :0 ; fl ags :S, 12 ; a c k :0 ; wi ndow:4096 ; t hr es hold : t ype bot h , t ra ck by_d s t , co unt 1 , 
s econd s 60; cla s stype: attempt ed - r ee on ; r ef e r e nce : ur l , d oc . eme r g i ngt hr eat s . net / 2000537 ; r e f e r ene e: ur l , wi'II-., . em er gingthr eat s . net / cgi - bi n/ cvsweb . cgi / sigs / SCAN/ SCAN_NMAP; s i d : 2009584; r ev : l ; ) 

#Submi t t ed by Jose ph Gama 
# upda t ed by mar eadmin 4/2010 

• 
# a l e r t t cp $EXTERNAL_ NET a ny - > $HOME_NET any (msg :" ET SCAN NMAP -sA ( 1 ) " ; f r ag bi ts : !O; dsize :0 ; flags: A, 12; i" ind ow: 1024 ; t hr es hol d: t y pe bot h, t r ac k by_d s t , count 1 , seconds 60 ; 
c l a ss t ype : at t empted - r econ ; r e f e r ence : u r l , doc . eme r gingthr eats . net / 2000538 ; r e f e r enc e : ur l , WW111 . eme r g ingthr eats . net/ cg i - bi n/ cvs 1,se b . cgi / sigs / SCAN/ SCAN_Nf-\AP; sid : 2000538; r ev : 8; ) 

#Subm i t t ed by Jose ph Ga ma 
# upda t ed by mar eadmin 4/2010 

• 
# a l e r t t cp $EXTERNAL_ NET a ny - > $HOME_NET any (ms g :" ET SCAN NMAP - sA ( 2) "; frag bits : !O; ds i ze :0 ; flags : A, 12; 1,sindow:3072 ; t hr e s hol d: t y pe bot h, t r a ck by_ds t , count 1 , s econd s 60 ; 
c l a ss t ype : at t empt e d - r econ ; r e f e r ence : u r l , doc . eme r gingthr eats . ne t / 2000540 ; r e f e r enc e : ur l , WW111 . eme r gingthr eats. net/ c gi - bin/ cvs 1,se b . cgi / sigs / SCAN/ SCAN_NAAP; sid : 2000540; r ev : 8; ) 

#Submi tt ed by Jose ph Ga ma 
# upda t ed by mar eadmin 4/2010 

• 
# a l e rt t cp $EXTERNAL_NET a ny - > $HOME_NET any (msg :" ET SCAN NMAP - f -sF " ; fr agbit s : !M; d s i ze: 0 ; flags: F, 12 ; ack :0; 1,si ndow: 2048; t hr eshol d : t y pe bot h, t rac k by_d s t , cou nt 1 , second s 60 ; 
cla ss t ype : at t empt e d - r econ ; r e f e r enc e : u r l , doc . eme r g ingt hr eat s . ne t / 2000543; r e f e r ence : ur 1 , Wl't'LII . eme r g ingthr eat s . ne t / cgi • bin/ cvs 111e b . cgi / sigs / SCAN/ SCAN_NMAP; sid : 200054 3; r ev : 7 ; ) 

#Submi tt ed by Jose ph Gama 
# upda t ed by ma rea dmi n 4/2010 

• 
#a l e rt t cp $EXTERNAL_ NET a ny - > $HOME_NET any (msg :" ET SCAN NMAP - f - s N" ; fr agbit s : !M; d s i ze:0; flag s :0 , 12 ; ack : 0 ; i"i ndow: 2048 ; t hr eshol d : t y pe bot h, t rac k by_ds t , count 1 , second s 60; 
c l a ss t y pe : at t empt ed - r econ ; r e f e r ence : u r l , doc . eme r g i ngthr eats. ne t / 2000544; r e f e r enc e : ur l , ww111 . eme r gingthr eats. net/ c gi - bin/ cvs i...e b . cgi / sigs / SCAN/ SCAN_NMAP; sid : 2000544; r ev : 7 ; ) 

#Submi tt ed by Jo se ph Ga ma 
# upda t ed by mareadmin 4/2010 

• 
# a l e r t t cp $E XTERNAL_NET a ny - > $HOME_NET any (msg :" ET SCAN NMAP -f -ss" ; fr agbit s : !M; d s i ze: 0 ; flags :S,12; ac k : 0 ; 1,s i ndow : 2048 ; t hr eshol d : t y pe bot h, t r ac k by_d s t , count 1 , second s 60 ; 
c l ass t yp e : at t empted - r econ ; r e f e r enc e : u r l , doc . emer g ingth r eats . ne t / 2000545; r e f e r enc e : ur l , Wl't'!." . eme r g i ngthr eats . net/ cgi - bi n/ cvs 1,se b . cgi / sigs / SCAN/ SCAN_Nf-\AP; sid : 2000545; r ev : 7; ) 

#Submi tt ed by Jose ph Gama 
# upda t ed by mar eadmin 4/2010 

• 
#a l e r t t cp $EXTERNAL_ NET a ny - > $HOME_NET any (ms g :" ET SCAN NMAP -f -s X" ; fragbit s : !M; d s i ze: 0 ; flag s : FPU , 12; ac k :0 ; 111 i ndow: 2048 ; t h r esho l d : t ype bo t h , t r ac k by_d s t, coun t 1 , s econd s 
60; cla s s type : attempt ed - r e con; r efe r e nce: url , dcc . eme r gingth r ea t s . ne t / 2000546 ; r ef e rence : ur 1, www . eme r gi ngth r eat s . net / cgi- bin / cvswe b .cgi/ s i g s / SCAN/ SCAN_NMAP; sid : 2000546 ; r ev : 7; ) 

# by J a i me Blas co 

• 
a l e r t t cp $EXTERNAL_ NET a ny -> $HOM E_NET $HTT P_PORTS (msg: " ET SCAN Nmap Scripting Engine Use r -Agent Detected ( Nma p NSE ) " ; flow: t o_se r ve r ,establi shed ; content : " l0d 0a lUse r -Age nt l3a l Nma p 
NS E " ; cla sstype : 1~e b - applic at i on - at t ack; r e f e r enc e : u r 1, doc . eme r g ingthr eats . ne t / 2009359; r ef e r e nce : ur l , Wl't'!.~ . emer g i ngt hr eats. net/ cg i - b in/ c vs1-.,eb. cg i / sigs / SC AN/ SCAN_NMAP; sid : 2009359 ; r ev : 2; ) 

#by J a ime 8lasco 

• 
a l e r t t cp $EXT ERNA L_ NET a ny - > $HOM E_NET $HTT P_PORTS (msg :" ET SCAN Nmap Scripting Engine Use r -Agent De t ected ( Nma p Sc r i pting Engi ne ) " ; fl 01,s : t o_se r v er , establi shed ; content : " l0d 0a lUse r -
Age nt I 3a I Mozil l a / 5 . 0 ( compatib l e I 3b I Nmap Sc ript i ng Eng ine " ; no cas e; c l a s s t ype: ~,e b -a pplicatio n- a t tack ; r e f er e nce: ur l ,dcc . eme r g i ngth r eats . ne t / 2009358 ; 
r ef e r ence : ur l , www . emer gingt h r eat s . net / cgi- bin / cvs 111e b . c gi / s igs / SCAN / SCAN_NMAP; s i d : 2009358; r ev : 2 ; ) 

#by Bob Gr abo1vs ky 

• 
a le r t t cp $EXTERNAL_ NET a ny - > $HOM E_NET $HTT P _PORTS (ms g: " ET SCAN Ne s sus Us e r Age nt " ; fl ow: e s tabli s hed , t o_serve r ; content : "Us e r - Agent I 3a l " ; depth : 300 ; nocase; content : "Ne ssus "; 
nocas e; d istance : 0 ; wi t hi n: 40 ; pc r e : " / Us e r -Age nt \ : ( " \ n ] +Nessus / i " ; t h r es ho l d : t ype limit , t r a ck by_s r c, cou nt 1 , s econds 60; c l a ss t ype : a t t empt ed - r econ ; r ef e r ence: ur l , www . nessus . o r g ; 
r ef e r ence : ur l , doc . emer gingth reats. net/ 2002664 ; r ef e r ence : url , \'t'!.1/W . emer ging th r eats. net / cgi - bi n/ cvs 111eb . cgi / sigs / SCAN / SCAN_Nessus; s i d : 200 2664 ; r ev : 7 ; ) 

# by wi ll metcalf 

• 
a l e r t tc p $EXTERNAL_ NET a ny - > $HTT P _SERVERS $HTT P _POR TS ( msg : " ET SCAN Netspa rk er Defaul t Use r -Agent " ; flow: t o_se r ve r ,es t a bli shed ; c ont ent: " l0 d 0a l Us e r- Agent I 3a I Moz i lla / 4 .0 
( compati b l e l 3b l MSI E 6.0 13b I I.Ji ndm,s s NT 5.1 13b l SVl l 3b I . NET CLR 1 . l .4322 I 3b I Net s pa rk er ) " ; t hr e shol d : t ype limit , t r ac k by_s rc , co un t 1 , second s 60 ; classtype: attempted - r econ; 
r ef e r ence : ur l , W!.1/W . ma vi t unasec ur i t y . com/ communi t yedit i o n/ ; r ef e r ene e: u r l , doc. eme r gi ngthr eat s . net / 20110 29; r ef e r enc e : ur l , www . eme r gi ngt hr e at s . ne t / c gi-
b i n/ cvsweb . c gi / sigs/ SCAN/ SCAN_Ne t Spa r ke r ; s i d : 20110 29 ; r e v : 5; ) 

# by wi ll metc al f 

• 
a l ert tcp $EXTERNAL_ NET a ny - > $HTT P _S ERVERS $HTT P _ PORTS ( msg : " ET SCAN Ne t spa rk er Scan i n Pr ogr e ss " ; flow: t o_serv er , es t a bli shed; uricont ent: " / Netsparke r - " ; t hres hol d: t ype limi t , t r a ck 
by_ s r c, count 1 , seconds 60 ; e l a ss t ype : a t t empted - r eco n ; r e f e r enc e: u r l , www ,mavituna s ec ur i t y . corn/ commun i t y edi t i on/ ; r ef e r e nce : ur l ,doc . e me r gi ngt hr ea t s . net / 20110 30; 
r ef e r ence : ur l , W!.1/W , emer gingt h r eat s . net / cgi- bin / cvs 111e b . cgi / s igs / SCAN / SCAN_Net Spa rke r ; sid : 2011030; r ev : 4 ; ) 

# These a r e i nt ende d t o cat ch new wo r ms and s uch scanning i nt ernally . Ca r e fu l of f a l ses . 

• 
a l e r t t cp $HOME_NET any -> a ny 44 5 ( msg : "ET SCAN Behav i or al Unusua l Port 445 t r af fic , Po t entia l Sca n or I nf ec t ion" ; flags: S,12 ; t hr es hol d : t ype bo t h , t r ac k by_s r c , coun t 70 , seconds 
60 ; c l ass typ e : mi se - ac t i vity ; r e f er ence : url,doc. eme r gingt hr e at s . ne t / 2001569 ; r e f e r ence: ur l , www .eme r g ingt hr ea t s . ne t / cg i - bi n/ cvswe b . cgi/ s i gs / SCAN/ SCAN_Netb i os; sid: 2001569 ; r ev : 13; ) 

# These a r e i nt ende d t o cat ch new worms and s uch scanning i nt er nally . Ca reful of f a l ses . 

• 
a l e r t t cp $HOME_NET any - > any 139 ( msg : "ET SCAN Be hav i o ral Unusua l Port 139 traf fi c , Po t entia l Scan or I nf ect i on" ; fl ag s : S,12 ; t hr e s hol d : t ype bo t h , t r ac k by_s r c , co un t 70 , s econds 
60; c l a s s typ e : mi se- act i v i t y ; r e f er ence : ur l , doc . eme r gi ngt hr e at s . ne t /2001579; r e f e r ence: ur 1 , W'IIW . eme r g ingt hr ea t s . ne t / cg i - bin / cvswe b . cgi/ s i g s / SCAN/ SCAN_Netb i os ; sid : 2001579; r ev : 13; ) 

#The se a re i nt ended t o cat ch new wo r ms and s uch scan ni ng i nt er na lly . Carefu l of fa l ses . 

• 
a l e r t t cp $HOME_NET any -> any 137 ( msg : " ET SCAN Be hav i or a l Unusua l Po r t 137 t r af fi c , Pot ent i a l Sca n or I nf ect i on" ; fl ag s : S,12 ; t hr e s hol d : t ype bot h , t r a ck by_s r c , coun t 70, seconds 
60; cl ass typ e : mi s e - act i v i t y ; r e f er ence : url , doc . eme r gingt hr ea t s . ne t /2001580; r e f e r ence: ur l , ~r,,w , eme r g i ngthrea t s . ne t / cg i - bi n/ cvswe b . cgi/ s i gs / SCAN/ SCAN_Ne tb i os; sid : 2001580; r ev : 13 ; ) 

# These a r e i nt ende d to cat ch new wo r ms and s uch scanning i nt er nall y . Ca r efu l of f a l ses . 

• 
a l e r t t cp $HOME_NET any - > a ny 135 ( msg : "ET SCAN Be hav i or al Unusua l Port 135 t r affic , Po t ent ia l Scan or I nf ec t ion" ; fl ag s : 5,12; t hr es hol d : t ype bo t h , t r ac k by_s r c , coun t 70 , seconds 
60; c l ass typ e : mi se - ac t i v i t y ; r e f er ence : url , doc . eme r gingt hr e at s . ne t / 2001581 ; r efe r ence: ur l , ~NIW . eme r g ingth r ea t s . ne t / cg i - bi n/ cvswe b . cgi/ s i gs / SCAN/ SCAN_Ne t b i os; sid: 2001581; r ev : 13 ; ) 

# These a r e i nt ende d to cat ch new wo r ms and s uch scanning i nt er nal l y . Ca reful of fa l ses . 

• 
a l e r t t cp $HOME_NET any - > any 14 34 ( ms g: " ET SCAN Be havi o r a l Unusu al Por t 1434 t r a f f i c , Potentia l Sc an or I nf ec t i on" ; f l ags : S, 12; thre s hold : t ype bot h, t r a ck by_s r c, co un t 40 , seco nd s 
60; cla s s type : mi se - activity ; r e f e rene e : ur l , doc . emer gi ngthre at s . ne t /2001582 ; refe r ence : ur l , W'IM . emerg ingthrea t s . ne t / cg i - bin / cvsweb . cgi/ s i g s / SCAN/ SCAN_Ne tb i os ; s i d : 2001582 ; r ev : 13 ; ) 

# These a r e i nt ended to cat ch new wo r ms and s uch s canning i nt er na l l y . Care f ul of f a l ses . 

• 
a l e r t t cp $HOME_NET any -> any 14 33 ( ms g : " ET SCAN Be havi o r a l Unusu al Por t 14 33 t r affic, Potent i a l Sc a n o r I nf ec t i on " ; fl ags : S,12; thre s ho ld : t ype bot h, t r ac k by_s r c, count 40 , seco nd s 
60; cl ass typ e : mi s e - ac t i v i t y; r e f er ence : url , doc . eme r gingt hr ea t s . ne t /2001583; r efe r ence : ur l , ~r,,w , eme r g i ngth r ea t s . ne t / cg i - bi n/ cvswe b . cgi/ s i gs / SCAN/ SCAN_Netb i os; sid : 2001583; r ev : 14 ; ) 

# by Kevi n Ross. Use t hese ext e r n ally onl y, t hey ' ll be ve ry no i sy i nt e r na lly ! 

• 
#a l e r t udp $HC»'1E_NET 137 - > $ EXTERNAL_NET any (msg : " ET SCAN Mult i p le NBTSt at Quer y Res ponses t e Exte r na l Oesti nat i on , Poss i b l e Aut omated l~i ndm-.,s Ne t work Enumerat i on" ; co ntent: " I 20 4 3 4 b 
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 00 00 21 1"' ; dept h :55 ; t hr e s ho l d : t ype t hr esho l d, t r ac k by_d s t , c ount 10 , seco nd s 60; 
c l ass t ype : at tempt e d - r ec on ; r e f e r enc e : u r l , t ec hnet . mi cr osof t . com/ en - us / library/ cc940106 . a s px ; r ef e r ene e: u r l , doc. eme r gi ngthr eats . ne t / 2009767 ; r efer ence : ur l , ~fW'l•I . eme r gi ngt hr e at s . net / cgi­
b i n/ cvsweb . c gi / s i gs/ SCAN/ SCAN_Ne tb ios; s i d: 2009767; r ev : 4; ) 
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#This one may be too sensitive 

• 
#a l e r t udp $HO'IE_NET 137 · > $EXTERNA L_NET any (msg: " ET SCAN NBTSta t Que r y Res ponse t o Ext e r nal Des tina t i on , Poss i bl e l.J indm.,. s Net 1.,.o r k Enume rat i on" ; content : " 120 43 4 b 41 41 4 1 41 41 41 
41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 4 1 41 41 41 41 41 41 00 00 21 1" ; de pth :55; classt ype : at tempt ed- r econ; r ef e r e nce :ur l ,technet. mic r osof t.coml en -us l l i b r a r yl cc940106 .aspx; 
r ef e r ence: ur l , doc . emergingth reats. ne t l 2009768; r e f e r e nc e : u r 1, wi,,1w .emergingthr eats . ne t l cgi • binl cvs we b . cgi l s igs l SCAN I SCAN_Netbi os; sid: 2009768; r ev : 4; ) 

# by Bi ll Sche rr IV 

• 
a l e r t tc p $ EXTERNAL_NET a ny -> $HOME_N ET [ 135,139 , 44 5, 1024 : 2048] ( msg: " ET SCAN OC ERPC r pcmgmt i fids Unaut he ntic at ed BIND"; flow: es t ablis hed , t o_se r ve r ; conten t : " 105 I " ; content: " [ 80 bd aB 
a f Ba 7d c9 11 be f 4 08 00 2b 10 29 89 1"; d i stance : 31 ; c l asstype:attempted- r econ; r efe r e nce:u r l , 1'1'1.wt . symant ec . coml avce nte r l r e f e r e nc e l Vi s ta_Net work_Attac k_Sur f ace_RTM. pdf; 
r ef e r ence : ur l , ,w,1w . blackhat. coml p r esentationslwin - usa-04l bh- wi n -04-seki- up2 . pdf ; re f e ren ce : u r 1, sec lis t s . o r g / f ul l d i s closur el 2003I Augl 0432. ht ml; 
r ef erence : ur l , dc c . emergingth reats. ne t l 2009832; r e f e r e nce: u r l, W\'l'l~ .emerg ingthr eats . ne t l cgi · binl cvs1~e b . cgi l s igs l SCAN I SCAN_Netbi os ; sid: 2009832; r ev : 3; ) 

# by Matt Jonkman 

• 
a l e r t tc p $EXTERNAL_ NET a ny ·> $HOME_NET $HTT P _PORTS (ms g: "ET SCAN Ni kto We b App Scan i n Pr og r ess " ; fl ow: t o_se r ve r ,established; content : " l0d 0a I Use r •Agent I 3a I Mozilla / 4 . 75 {Nikt o " ; 
t hr eshol d : t y pe bo t h , count 5, second s 60, t r ack by_s r c; c l a s stype :web-ap plication- a tta ck; r eference: ur l , wl'lw . c irt . net / code l n i kt o. s ht ml; r efe r e nce: u r l , dcc . eme rgingt h reats. ne t l 2002677 ; 
r ef e r ence : ur l , wwt~ . emergingth reats. net/ cgi • b in l cvs 1~e b . cgi / s igs / SCAN I SCAN_N i kt o; s id : 2002677 ; r ev : 9 ; ) 

#by Cunni ngpi ke 

• 
ale r t tcp $EXTERNAL_NET a ny -> $HOME_NET 21 (msg: " ET SCAN PRO Sea r c h Cr awle r Pr o be " ; flo1.,. :to_se r ve r, established; co nt e nt: "PASS " ; nocase; de pth 5; content:"c r a wl er" ; nocase; wi t h in :30; 
pe r e:" l"PASS \ s+PRO ( · I \ s ) *sea r c h\ s +Cra11l le r l smi " ; classtype: not - sus pic i ous ; re f e r e nce : u r l , sou r cef o r ge. net l p r ojec t / s howfiles . php? g r oup_ i d=149797 ; 
r ef erenc e : ur l , doc. eme r gingth r eat s. net/2008179; re f e r e nce: u r 1, Wl'l'l~ . e merg ingthr ea t s , net / cgi • b ini cvs we b . cgi l s igs l SCAN / SCAN_PRO_Sea rch ; s i d: 2008179; r e v : 3; ) 

# by e vilghos t 

• 
#a l ert tcp $EXT ERNAL_NET any • > $HOME_NET $HTTP_PORTS (msg:"ET SCAN pangolin SQ L i nj ec tion t oo l " ; flm~:establi shed, to_se r ve r ; co ntent : " l0 d 0a lUs e r - Age nt P a l pangolin"; class t y pe : web • 
applicat i on- act i v i t y; refe r ence: ur l , www . li f e dor k . net l pa ngolin-best · sq l - i n jec t i o n-tool . ht ml ; r ef e r e ne e: u r l , doc . eme r g i ngth r ea t s . netl 2010 343; r efe r e nce : ur l , www . eme r gi ngthr eat s. net l cgi­
b i n/ c vsweb . cg i l s i gs l SC ANI SCAN_Pa ngolin; s i d : 2010343; r e v : 4 ; ) 

#net a malicious t oo , l , a te sting too l 
#s ig by Adam Po i nt on of Sent i nelsecurity.com . au 

• 
a l e r t tcp $EXTERNAL_NET a ny -> $HOME_N ET $HTTP _ PORTS (msg : " ET SCAN Pa r os Proxy Scanne r Detected "; fl m.,. : to_se r ve r , establi s hed; co ntent : " l0d 0a IUse r -Age nt I 3a I" ; co ntent: " Pa ros/" ; 
d i stance: 0; wi t h i n : 150 ; pe r e : " I User-Age nt \ : ( .... \ n ] +Pa r os\/ I " ; c lasst y pe: attempt ed - r econ; ref e r e nce : ur l , www. pa r os p r oxy. o r g; re f erence: ur 1, doc. eme rg i ngthrea ts. netl 2008187; 
r ef e r ence: ur l , W!.>11~ . emergingth reats. netl cgi - bin / cvswe b . cgi / sigs l SCAN I SCAN_Paros_Pr oxy ; s i d : 2008187; r e v : 6; ) 

# by Kevi n Ross 

• 
a l e r t t cp $EXTERNAL_NET a ny - > $HOME_NE T $HTT P _PORTS (msg: " ET SCAN Pa vuk Use r Age nt Detected • \-Jebsite Mi r r o ring Tool fa r Off - line Ana l ysis " ; fl o11J : establis he d, t o_se r ve r ; content : " l0 d 
0a I Use r- Agent I 3a I pa vuk" ; nocase; e l asstype : at tempted · re con ; ref e r e nce : ur 1 , pavuk . sou r ceforge . netl a bo ut . ht ml ; r e f e r e nce: u r l, dcc . eme r g i ngth reats. net/ 2009827 ; 
r ef e r ence: ur l , WL>JW . emergingth reats. netl cgi ·bin l cvs we b . cgi l sigs l SCAN I SCAN_Pavuk; s i d : 2009827 ; r ev : 2; ) 

#by Denn i s Di s t l e r 

• 
a l e r t t cp $ EXTE RNAL_NET a ny -> $HOME_NET $HTT P _ PORTS (msg : "ET SCAN ProxyR econBot CONNECT met hod t o Mail " ; fl ow: es tabli shed , t o_se r ve r ; cont e nt : "CONNECT "; dept h :8 ; content : " I 3A I 25 
HTTP/" ; wi t h in : 200; classtype : mise -attack; r efe r e nce: ur l, doc . e me r gingt h reats . ne t / 2003869; r efer e nce: ur l , 1w1w . eme rgingthr eats . net l cg i -bin/ c vsweb . cg i / sigs l SCANI SCAN_ReconBot; s i d : 2003869; 
r ev :6 ; ) 

# by De nn i s Di s t le r 

• 
ale r t t cp $ EXTERNAL_NET a ny -> $HOME_NET $HTT P_PORTS (msg:"E T SCAN ProxyReconBo t POST me t hod t o Ma il " ; flow:est ablished , t o_s e r ve r ; conten t : " POST " ; de pt h: 5; conte nt: " l 3Al25 HTT P/" ; 
wi thin : 200; c l a sstype: mi sc -attack; r e f e r ence : ur l , doc . eme r gingt h reats . net l 2003870; r ef e r e nce: ur 1 , LWl'll . eme r g ingth r e at s . net l cg i - binl c vs 11le b . cg i / s i gs / SCANI SCAN_ReconBot ; s i d : 2003870; r ev : 6 ; ) 

#by Kevin Ross 

• 
ale r t tc p $EXTERNAL_NET a ny -> $HTT P_SERVERS $HTT P_PORTS (msg: " ET SCAN SQLBr ut e SQL Scan Detected" ; f10 1~ : t o_server,established; content : "AND not e x i s t s ( se lec t * from 
maste r . . sysdata bases ) " ; offse t : 60; dept h : 60; class t ype : attempted- r econ; r ef e r e nce: u rl , WWI.,. . justinclarke. coml a r c h i ves / 2006 / 031 sqlbr ute . ht ml ; 
r ef e r ence : ur l , M>11Y . da rknet .org . uk/2007 l 06 l s q lb r ute- sql · i nj ection- bru te- f orce · t oo l / ; r efere nce: ur 1 , doc. eme rgingth reats. net / 2009477; r efe r ence : ur l , www . eme r g i ngt hr eats. net l cgi ­
b i n/ c vs\.,.eb . cgi l s i gs l SCANI SCAN_SQL Brute; sid: 2009477; r e v : 2; ) 

# by Kevi n Ross 

• 
a l e r t tc p $EXTERNAL_NET a ny -> $HTT P_S ERVERS $HTT P_PORTS (msg:"ET SCAN SQLC hec k Database Scan Detected " ; flo1.,. :to_ser ve r , es tabli s hed; co ntent : "%20 FROM%20c us t ome rs" ; cont ent : " l0d 0a lUse r -
Agent l 3a l Lynxl 2 ,8.6re l . 4 libLY'tM · FM/2 . 14 "; of fse t :40; d i stance:70; t h r eshol d : t y pe th r es ho l d , t r ac k by_ds t, count 10 , seconds 20; classtype : attempt e d - r eco n; r efe r e nce: ur l , 1~ik i. r emote · 
exp l o i t . org/ bac kt r ac k/L~ ik i l SQLchec k; r e f e r enc e : ur 1, doc . eme r gi ngth r ea t s. ne t l 2009478; r e f e r ence : ur l , 11Mw . eme r gingt hr eats. ne t l cg i - b i nl cvs 111e b . cgi / s i gs l SCAN/ SCAN_SQ LCheck; s i d : 2009478; 
r ev : 3 ; ) 

# by kevi n r oss 

• 
a l e r t tcp $EXTERNAL_ NET a ny -> $HTT P _SERVERS $HTTP _PORTS (msg: " ET SCAN SQLNi nj a MSSQL Ve r s i on Scan"; fl m~: t o_se r ver , established ; content: "?par am=a"; 
cont e nt : "if %20not %28s ubst r ing%28%28 se l ect%20%40%40ve r sion" ; d i stance : 2; t hresho l d : t ype t hr e s hol d , t r a ck by_src , co unt 2, seconds 3; classt y pe : attempted- r econ; 
r ef e r ence: ur 1 , sqln i nj a. so ur cef o r ge . net/ index . ht ml ; r efe r ence : u r l , doc . eme r gingthr eat s . net l 2009038; r efe r e ne e: ur 1, ~ . e me r gingt hr eats . ne t / cg i - binl cvs \'leb . cg i l sigs l SCAN/ SCAN_SQLNi nj a; 
s i d : 2009038; r ev :2; ) 

# by kevi n r oss 

• 
a l e r t tcp $ EXTERNAL_NET a ny -> $HTT P_SERVERS $HTTP_PORTS (msg: " ET SCAN SQLNi nj a MSSQL XPCmdShell Scan" ; fl ow:to_ser ve r , established ; content:"?pa r am: a " ; 
cont ent : "exec%20maste r %2 E%2Exp%5Fcmdshe 11 " ; d i stance : 2; e l asst ype : attempted • r ee o n; r efe r e nce: ur 1 , sql ni n j a . so urceforge . net l i ndex . ht ml ; r ef e r e nce : ur l, doc . eme r gingthreat s . net l 2009039; 
r ef erence : ur l , W!.>11~ . emergingth reats. netl cgi -bin / cvswe b . cgi / sigs l SCAN I SCAN_SQLNi nj a; s i d : 2009039; r ev : 2; ) 

# by kevi n r oss 

• 
a l e r t tc p $ EXTERNAL_NET a ny ·> $HTT P _SERVERS $HTTP _PORTS (msg: " ET SCAN SQLNinja MSSQL User Scan"; co ntent: "?pa r am=a "; fimi : t o_se r ve r , establis hed; 
content : "if %20a scii%28sub s t ring%28%28select%20system%5Fuse r "; d i stance: 2; t h r eshol d : t ype t hr es ho l d , t r a ck by_s r c , count 20 , seconds 10; classt ype: at t empted · r eco n; 
r ef e r ence: ur 1 , sqln i nj a . sour cef o r ge . net/ index . ht ml ; r efe r ence : u r l , doc . eme r gingthr eat s . net l 2009040; r efe r e ne e: ur 1, ~ . e me r gingthr eats . ne t / cg i - binl cvsweb . cg i l s igs l SCAN/ SCAN_SQLNi nj a ; 
s i d : 2009040; re v :3; ) 

# by kevi n r oss 

• 
a l e r t tc p $ EXTERNAL_NET a ny -> $HTT P _SERVERS $HTT P _PORTS (msg: " ET SCAN SQLNi nj a MSSQL Data base Use r Rights Sca n" ; f1 01~ :to_se r ve r ,establishe d ; content: " ?pa r am=a" ; 
content : " i f %20i s%5Fs r v r o l emembe r %28%27sysadmi n" ; d i s tane e : 2; c l ass t ype: attempt ed - r econ ; re f e r ence : ur 1 , sq l nin j a. so ur ceforge . net / i nd ex . ht ml ; r efe r e nce : ur l , doc . eme r gi ngthreat s. net/2009041 ; 
r eference : ur l , W!.>11~ . emergingth reats. ne t l cgi - b i n / cvswe b . cg i / sigs l SCAN I SCAN_SQLNi nj a; s i d : 2009041 ; r ev : 3 ; ) 

# by kevi n r oss 

• 
a l e r t tc p $ EXTERNAL_NET a ny ·> $HTT P _SERVERS $HTT P _PORTS (msg: " ET SCAN SQLNi nja MSSQL Aut he nt ication Mo de Scan" ; flm.,. : t o_se rve r , e s tablished ; content : " ?pa r am=a " ; 
content : " i f %20not %28%28se lec t%20serve r prope rt y%28%27Is i nt egr atedSec urit yO nl y" ; d is t a ne e : 2; e lasstype : at t empted- r eco n; r efe r e nc e : ur 1, sq lninj a. sou r ceforge. net l index . ht ml; 
r ef e r ence : ur l , doc . emergingth reats. netl 2009042; r e f e r e nce: u r 1, WL>JW .emergi ngthr eats . netl cgi • binl cvs we b . cgi l s igs l SCAN I SCAN_SQLNi nja; s i d : 200904 2; re v :4; ) 

#by kevi n r oss 

• 
ale r t t cp $ EXTE RNAL_NET a ny -> $HTT P_SERVERS $HTT P_PORTS (msg: " ET SCAN SQLNinj a Att empt To Rec r eat e xp_c mds hell Us ing sp_configur e"; f1 01.,. : t o_se r ve r ,establis hed ; cont e nt : "?pa r am=a " ; 
content : "exec%20master%2E%2E sp%5Fconf igur e%20%27s ho111"20adva nced%20opt i ons " ; d i stance : 2; class t y pe : attempted-adm i n ; r e f e r ence : u r l , sq lninj a . so ur ce f o r ge. net / i ndex . h t ml ; 
r ef e r ence : ur l , doc . emergingth r eat s. ne t /2009 043; r e f e r e nce: u r 1, m >JW . eme r g ingthr eat s . net / cgi • b ini cvs we b . cgi l s igs l SCAN / SCAN_SQLNi nja; s i d : 2009043; r e v : 3; ) 

# by kevi n ross 

• 
a l e r t t cp $ EXTE RNAL_NET a ny -> $HTT P_SERVE RS $HTT P_PORTS (msg: " ET SCAN SQLNi nja Attempt lo Cr eate xp_cmds hell Sess i on" ; f1 01~ : t o_se r ve r ,es t a blis hed ; content : "?pa r am=a"; 
content : "exec%20master%2E%2Exp%5Fcmds he l l.%20%27cmd%20%2FC%20%2 5TEMP" ; dis tance: 2; e l asstype: attempted • admi n; ref e r e nce : u r l, sq ln in j a . sour cef o r ge . net l index . ht ml; 
r ef e r ence : ur l , dc c . emergingth r eat s. ne t /2009044; r e f e r e nce: u r l , Wl'l'l~ .emergi ngthr eats. net l cgi · b in/ cvs 1~e b . cgi l s igs l SCAN / SCAN_SQLNi nj a; s i d : 2009044 ; re v : 3 ; ) 

#Stephe n Nesma n 

• 
a l e r t tcp $ EXTERNAL_NET a ny -> $HOME_NE T $HTT P _ PORTS (msg : " ET SCAN SQL In ject i o n Attem pt ( Age nt ui12 pn) "; fl ow: t o_ser ve r ,established; c ontent: " I 0d 0a IUse r · Agent I 3a I ui12pn led 0a I " ; 
e l ass t y pe: we b• applic at i on -attack; ref e r e nce : u r 1 , www. pr e vx . coml f ile names / 8938 5984947861762-Xll UI L2PN. EXE . html ; r eference: ur 1 , doc . emerg i ngthr eats. ne t /2010215; 
r ef e r ence : ur l , W!.>11~ . emergingth reats. netl cgi - b in / cvswe b . cgi / sigs l SCAN I SCAN_SQLScan ; sid: 201021 5; r ev : 3; ) 
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# by Ke vi n Ros s 

• 
a l e r t tc p $ EXTERNAl _ NET a ny - > $HTTP _SERVERS $HTT P _PORTS ( msg : " ET SCAN SQL POl,ie r In j ec t or SQL I nj ect i on Use r Age nt De t e c t e d" ; fl mv : to_ser ve r ,established; co ntent : "I 0d 0a I User -Agent I 3a I 
SQL Po1ve r I n jecto r " ; conte nt : "Securit y t oo l (Ma ke su r e i t i s used wi th the admi ni s t r a t o r consent ) " ; within : 100; c l asstype:att em pt ed-rec on ; 
ref e r e nce: u r l , h'l>J\'ol . s q l pov,e rin j ect or . com/ i nd ex . ht m; r e f e r ence : ur l , en . ivi ki pe dia . o r g/wi ki/ Sq l _ inj ec t ion; r ef e r ence: ur l , doc . eme r g ingthr eats . ne t / 2009769; 
ref e r e nce : u r l , WL>J\'ol . eme r gingth r eat s, net / cgi - bin / cvs 1,ieb . cgi / sigs / SCAN / SCAN_SQL_Powe r _ I nj ec t or; s i d : 2009769 ; r ev : 2; ) 

# by Ke vi n Ros s 

• 
a l e r t tc p $ EXTERNAl _NET a ny -> $HT TP _SERVERS $HTT P _POR TS ( msg : " ET SCAN SQLix SQL In j ec tion Vec t o r Sca n" ; flow: establi she d, t o_ se r ve r ; co ntent : "GET " ; de pt h : 4 ; con t e nt : "myVAR=1234" j 
content : "\,J i ndmvs 98"; off set : 36; wi t h i n : 120; c l a s s t y pe : a ttempted- r econ; r ef e r e nce: u r l , www .ovlas p .or g/ i ndex . php/ Cat egory%3 a0\11ASP _SQLiX_Pr oj ect; 
ref e r e nce : u r l , doc . emergingth r eat s . net/ 2008654 ; r e f e r ence : ur 1, M>J\" . eme r g ingth r eats . ne t / cgi - bin/ cvs web . cgi / s i gs / 5CAN / SCAN_SQLix; sid : 2008654; r ev : 4 ; ) 

# by Ke vi n Ross 
#new version r otates UA, bu t t his is still good fo r olde r ver sions 

• 
a l e rt tc p $ EXTERNAl_NET a ny -> $HTTP _S ERVERS $H TT P _PORTS (msg : " ET SCAN Sq l map SQL I nj ection Scan " ; fl mv : t o_serve r , establis hed; cont ent: " I 0d 0a I User-Agent (3 a I sq l ma p"; 
e l ass t ype : a t t empt e d - r econ ; r ef e r e nce : u r l , s q l ma p . sou r ce f o r ge . net ; r ef e r e ne e: u r l , doc. eme r gingth r ea t s . net/ 2008538 ; r eference : u r l , vrrM . eme r gi ngth r e ats . net / cgi -
bin/ c vswe b . cg i / s i gs/ SCAN/ SCAN_SQlma p; s id : 2008538 ; rev :4 ; ) 

#Submi t t e d by Ma t t J onkma n 

• 
a l e r t tc p $ EXTE RNAl_NET a ny - > $1iOME_NET 22 (msg: " ET SCAN Pot ent i a l SSH Scan"; flags:S, 12; t h r es ho l d : t ype th r es hol d, t r a ck by_s r c, co unt 5, second s 120 ; c l assty pe : a t t empted - r econ; 
ref e r e nce : u r 1, en . wi kipedia , o r g/wi ki / Br ut e_ f o r ce_attac k; r ef er ence: ur 1 , doc, eme r g i ngth r e a t s. net / 2001219; r ef e r e nce: ur 1, LWM . eme r g i ngthr ea t s . ne t / cgi -
bin/ cvsive b . cg i / s i gs/ SCAN/ SCAN_SSH_Br ute_Fo rce; sid : 2001219 ; r ev : 18; ) 

#Submi tted by Ma t t J onkma n 

• 
a l e r t t cp $HOME_NET a ny - > $E XTE RNA L_N ET 22 (msg : " ET SCAN Po t entia l SSH Scan OUTBOUND"; flags:S, 12; th resho ld : t y pe t h reshold, t r a ck by_ s r c , count 5, second s 1 20; class t ype : a t t empted-
r econ ; ref e r e nce : u r l , en . vsik ipe d i a , o r g/vsiki / Brut e_ f o r ce_attac k; r ef erence : ur l , doc. eme r g i ngt hr ea t s. ne t / 2003068; r ef e r e nce : ur l ,LWM . eme r g i ngt hr ea t s . net / cgi -
b i n/ cvsive b . cgi / s i gs/ SCAN/ SCAN_SSH_Br ute_Force; sid : 2003068; r ev : 6 ; ) 

# by J a ba l Ra va l 
#t his st ring i s ve r y unlike l y to be seen in nor ma ! t r affi c 

• 
a l ert tc p $ EXTERNAl_ NET a ny -> $1iOME_NET 22 ( i:nsg:" ET SCAN libSSH Based SSH Connection - Oft e n used as a Br ut efo r ce Too l " ; flovl : es tablis he d,to_se r ve r ; cont ent: "SSH- " ; co nt ent :" libssh"; 
ivith i n : 20; e l as s t y pe :mi se -ac t i v i t y; t h r e s ho l d : type limi t , t r a ck by _s r e , count 1, second s 30; r e f e r e nce: ur l , doc . eme r g ingt hr eats . ne t / 2006435 ; r ef e r e nce: url , W'I..-." . emer g i ngt hreat s . net / cg i ­
b i n/ cvswe b . cg i / s i gs/ SCAN/ SCAN_SSH_Br ute_Fo r c e ; sid : 2006435; r ev : 6 ; ) 

#Thi s i s t he same a s above but ha s a t hr es ho l d t o he l p keep e ve nts d01,sn , and mor e r eadily i de nt i f y b r ut e f a r ce at t ac ks 

• 
a l e r t tc p $ EXTERNAl _NET a ny - > $1iOME_NET 22 (msg: " ET SCAN libSSH Based Fr equ ent SS H Connect i o ns Li ke l y Br u t e f o r ce At t ac k ! "; flow: es t a bli s he d , t o_ se r ve r ; co nt ent : "SSH-"; content : "libssh" ; 
withi n : 20; t hr e sho l d : t ype both , count 5, seconds 30, t r a ck by _s rc; e l ass t ype : a tt empt ed - adm i n ; r e f erence : u r l , doc . emergingth r eat s . net / 2006546; r e f e r ence : ur 1, ww1,i . eme r g ingthr eats, net / cgi ­
bi n/ cvsive b . cgi / s i gs/ SC AN/ SCAN_SSH_Br ute_Fo rce; sid : 2006546 ; r ev : 5; ) 

#Idea from dynam i c ne t 

• 
#a l e r t t cp $EXTERNAL_NET a ny - > $HTTP_SERVERS 443 ( msg : " ET SCAN Poss i b l e SS L Brut e Fo r ce a t tack o r Si te Crawl " ; flow: es t a blis he d; flags : S; thr esho l d: ty pe t hr esho l d , t r ac k by_s r c , 
count 100, s e cond s 60; e l ass t ype : a ttemp t e d - dos; r e f erence : ur 1 , doc . eme r g i ngth r e a t s . ne t / 2001553; r ef e r e nce: ur 1 , www . eme r g i ngt hr ea t s . ne t / cgi -
b i n/ cvsive b . cgi / sigs/ SC AN/ SCAN_SSl _Br ute_or _Cr awl ; sid : 2001553; r ev : 7; ) 

#by Ke vi n Ross 

• 
a l e r t ud p $ EXTERNAl _NET a ny -> $1iOME_NET S060 (msg : " ET SCAN Si pp SI P St r ess Test De tec t ed"; co ntent: "sip l 3a I s ipp@"; content : "Subj ect l 3a I Pe r formance Te st " ; off se t : 90; d i stance : 90 ; 
t h r eshol d : t y pe th r esho l d , t r ac k by _dst , coun t 20, seconds 15; c l asst ype: at tempt ed - r eco n; r e f e r e nce: url , so ur ce f o r ge . ne t / pr o j ects / s i pp/ ; r ef e r e nce : u r l , doc . eme r g i ngt h r ea t s. net / 2008579; 
ref e r e nce : u r l , 1..-.w, . eme r g ingth r eat s, net / cgi - bin / cvs1,ieb. cgi / sigs / SCAN / SCAN_Sipp; s i d : 2008579; r ev : 3 ; ) 

# by Ke vi n Ross 

• 
a l e r t ud p $ EXTE RNAl _NET a ny -> $HOM E_NET 5060 (msg : " ET SCAN Si psak SI P scan" ; co ntent:"s i p l 3a ls i psak@"; of fse t :90; class t ype:at t empted - r econ ; r e f e r ence : url , s i psak . o r g/ ; 
ref ere nce : u r l , doc eme r gingth r e ats, net/ 2008598; r e f erence : ur 1, h'!.'IW . eme r g i ngt hr eat s. net/ cgi - bin/ cvs L,ieb. cgi / s i gs / SCAN / SCAN_Si ps ac k; sid: 2008598; r ev : 3; ) 

# by Ke vi n Ros s 

• 
a l e r t ud p $ EXTE RNAl _ NET a ny - > $1iOME_NET 5060 (msg : " ET SCAN Si pv i cious Scan" ; co ntent:"From l 3A 20 22 ls i pv i ciou s " ; th res hold : t y pe limi t , count 1 , seconds 10, t r ac k by_ s r c; 
e l ass t ype: a t t empt e d - r econ ; r ef e r e nce : u r 1, b l og, s i pv i cious .org ; r ef e r e nce : u r 1, doc . eme r g i ngt h r ea t s . net / 2008578 ; r e f e r e nce : u r l , MWl . eme rgingth r eat s . net/ cgi -
bi n/ cvsive b . cgi/ s i gs/ SCAN/ SCAN_Si pvicious; s id ! 2008578 ; rev : 4 ; ) 

#These De t ec t the l a t e s t Sipv i ous Scann e r Version ( 0 . 2. 6 ) 

• 
a l e r t ud p $ EXTERNAL_NET a ny -> $1iOM E_N ET 5060 (msg : " ET SCAN Si pv i cious User -Age nt Det ec t e d ( fr i e nd l y -scanne r ) " ; co nt ent : " l0d 0alUse r -Age nt l 3A I fr i e nd l y - scanne r "; class t ype:at t empt ed -
recon ; ref erence : u r l , code . goog l e . com/ p/ s i pv i c i o us / ; r e f e r ence : u r 1, bl og . s i pvi cio us. o r g/ ; re f e r e nce : u r l , doc . emergingthreats . net/ 2011716; r e f e r ence: ur 1, M\tl,j . eme r g ingth r eat s . net/ cgi -
b i n/ cvs ive b . cgi/ sigs/ SCAN/ SCAN_Sipv i cious ; s i d : 201171 6; rev : 2 ; ) 

#These Detec t t he l a t e st Si pv i ous Scann e r Ve r s i on ( 0. 2 . 6 ) 

• 
a l e rt ud p $ EXTE RNAl_NET a ny -> $1iOM E_N ET S060 (msg : " ET SCAN Si pv i cious Use r -Age nt Det ec t ed ( s undaydd r ) " ; cont ent : " l0d 0a lUse r -Age nt (3A I s undayd d r "; threshol d: t y pe limit , count 1 , 
seconds 60 , t r ac k by _s r c ; classtype : attemp t e d - r econ ; r efe r e nce : u r l , code . goog l e . com/p/s i pvi c i o us / ; r eference: ur 1, b l og . sipv i c i ous . org/ ; r efe r e nce: url , doc. emer g i ngt hr eat s. net / 2011766; 
ref erence: u r l , 1..-.wi . emergingth reats, net / cgi - b i n / cvs 1,ieb . cgi / s i gs / SCAN / SCAN_Sipv i c ious; sid : 2011766; r e v : 3; ) 

# by Ke vi n Ross 

• 
a l e r t ud p $ EXTE RNAl _NET a ny -> $1iOME_NET 5060 (msg : " ET SCAN Si vus VOI P Vulne r a b i li t y Scann e r SI P Scan"; co nt e nt : "SI VuS_VoI P_Scanne r <s i p l 3a l SI VuS" ; off set :130; t hr es ho l d :type t hr es hold, 
t r ac k by _s r c, count 3, seconds 10; c l asstype: at t empt ed -reco n; r ef e r e nce : u r 1, \'ILWt . securi t y - dat a ba s e . com/ t oo l swat c h/Si Vu s- Vo! P-Se c uri t y -Scanner -1 -09 . h t ml ; 
ref e r e nce : ur l , ww,,,., . vopsecuri t y . org/ ; r ef e r e nce : url,doc . eme r g i ngthr eats . net / 2008609; r e f e r e nce: url , IWM . eme r g i ngt h r e at s . net / cg i -b i n/ c vs~1eb . cg i / s i gs / SCAN / 5CAN_Si vius; s i d : 2008609; rev :4; ) 

# by Ke vin Ross 

• 
a l e r t ud p $ EXTERNAL_NET a ny -> $1iOM E_N ET 5060 (msg : "ET SCAN Si vus VOI P Vulne r a bili t y Scann e r SI P Compone nt s Scan" ; cont e nt :"sip l 3a l s i v us - d i scove r y@vo psecu r i ty.o r g " ; offset: 110; 
e l ass t ype : a t t empt e d - r econ ; r ef e r e nce : u r l, 1..-.>J\"' . securi t y - da t abase . com / tool s~la t ch/ Si Vus -Vo I P-Secu r i t y-Scann e r • 1 -09 . ht ml ; r ef e r e nc e : url , w,,,,n.,1 . vopsecuri t y . or g/ ; 
ref e r e nce : u r l , doc . eme r gingth r eat s , net / 2008610; r e f e r ence : ur l , h'!.>J\'ol . eme r g ing t hr eats. net/ cgi - bin/ cvs L,.,eb . cgi / s i gs / SCAN / SCAN_S i vius; s i d: 2008610; r e v : 3; ) 

#by ke vi n r oss 

• 
a l e r t tc p $ EXTERNAl _ NET a ny - > $HTTP _S ERVERS $HTT P _PORT5 (msg: " ET SCAN Skipfi s h We b Applic ation Scan De t ec t e d" ; f101v: est abli she d , t o_se r ve r ; co nt e nt ! " led 0a J User -Agent I 3A I Moz illa / 5 . 0 
Sf "; th res ho ld : t ype limit , count 10, seconds 60, trac k by _s r c; c l asst ype : at tempt ed - r eco n; r e f e r e nce: url , isc. sans . or g/ dia r y. ht ml ?stor y i d::8467; r e f e r ence : ur 1, code. goog l e. com/ p/ s ki pf i s h/ ; 
ref e r e nce : u r l , doc . emergingth r eat s . net / 2010953; r e f e r ence : ur 1, W\'IL'ol , eme r g ingthreats. ne t / cgi - bin/ cv sL,ieb. cgi / s i gs / SCAN / SCAN_Skipf i s h ; s i d : 2010953; r e v : 2;) 

# by ke vi n ros s 

• 
a l e r t tc p $ EXTERNAl _NET a ny - > $HTTP_SERVERS $HTT P_POR TS ( msg : " ET SCAN Skipfi s h Web Application Scan De t ec t e d ( 2 ) "; flow:es t a blished, to_ se r ve r ; con t e nt : "GET " ; dept h : 4 ; 
uricont ent : " . old"; cont e nt : " I 0d 0a I User -Agent I 3A j Mo zil la/ 5 .0 SF /" ; content : "Ra nge I 3A I by tes=0 -199999" ; wi t h i n : 100; c l asst y pe: a t tempt e d -recon; ref e r e nce : u r 1 , i sc. sans .or g/ d i a r y . ht ml ? 
s t o r y i d=8467; ref e r e nce: ur l , code . goog l e . com/ p / s ki pf i s h/ ; r e f e r e nce : ur l , doc. eme r gingth r eat s . ne t / 2010956; r efe r ence : ur 1 , ~,n.,,w , e me rgingt h r e a ts . ne t / cg i - b i n/ c vs vl eb . cgi/ sigs / SCAN/ SCAN_Skipfi s h ; 
s i d : 2010956; r ev : 2; ) 

# by ma r eadm i n 
#springe nwe rk - xss-scanne r ( tes t e d 1vi t h 0 .4. 5 ) 

• 
a l e r t tc p $ EXTERNAl _ NE T a ny - > $HTTP _SERVERS $HTT P _PORTS ( msg : " ET SCAN Spri ngenwe r k XSS Scann e r Use r -Agent Det ec t ed"; flow : to_ serve r ,establi s hed; content :" j 0d 0a I User - Age nt I 3a I 
Spr i nge nL~e rk"; off se t : 30; nocase ; class t ype:attempt e d - r econ ; th r eshol d : t ype limit , count 1 , seconds 60 , t r ac k by_s r c ; r efe r e nce : u r l , s pringe nwer k . o r g/ ; 
r e f e r e nce: u r l , doc . eme r gingth reats . net / 2010508; r e f e r ence : ur l , h'!.>J\" . eme r g ingt hr eats . net/ cgi -bin/ cvs L"eb . cgi / s i gs / SCAN / SCAN_Spr ingem,er k; s id : 2010508; r ev : 3 ; ) 

#by Ke vi n Ross 

• 
a l e r t t cp $ EXTERNAl_ NET a ny -> $HTTP _SERVERS $H TT P _PORTS (ms g : " ET SCAN St ompy We b Applica t i on Sess i o n Scan" ; flow : t o_ se r ver,est a b-lishe d; cont e nt : "Session St omper"; offse t : 100; depth: 25 ; 
c l ass t ype : a t t empt e d - r econ; r ef e r e nce : u r l , l\tl>J\,j . da rknet .org . uk / 2007 / 03/ stompy -t he-web- applic a t i o n- ses sion-ana l yz e r - t oo l / ; r efe r e ne e : u r l , doc . eme r gi ngth r eats . net / 2008605 ; 
r e f e r e nce : u r l , WL>J\'ol . eme r gingth r eats, net / cgi - bin / cvs 1,ieb . cgi / s i gs / SCAN / SCAN_St ompy; s i d : 2008605 ; r ev : 2 ; ) 
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#by Ke vi n Ross 

• 
a l ert tc p $EXTERNAL_NET a ny -> $HOM E_NET $HTTP _PORTS (msg : " ET SCAN Suspicious Use r -Agen t i nbound ( bot ) " ; flo1~: t o_se r ve r , establis hed; c ontent: " Use r -Agent I 3a I bot/" ; noc a s e; 
c l ass t ype: t r o j a n-ac t i v i t y ; r eferen ce: u r l , doc . emerg i ngthr e at s. net / bin /v i ew/Ma i n/ 2008 228; r efe r ence : u r l , wivw . eme r g i ngthreats, net / cgi-b i n/ cvs we b . cgi / s i gs / SCAN / SCAN_Sus p i c ious; sid : 2008228; 
rev : 6 ; ) 

#These a r e i ntende d t o ca t ch ne!/1 wo r ms a nd such scanning i n t e r nally . Ca refu l of fa l ses . 

• 
#a l e r t t c p $EXTERNAL_N ET a ny - > $HOME_NET 23 (ms g : " ET SC AN Be ha v i o r a l Unus ua lly fas t i nbound Te l net Connect i ons , Po tentia l Scan or Br ut e Fo r ce "; flags: S, 12; t hr es ho l d: t ype bot h , t r ac k 
by_s r c , co unt 30, seconds 60; c l ass t ype : mi se -act i vity ; r ef er ence : url , L>MW . r api d7 . com/ nexpose-faq - a nswer2 . h t m; r ef e r e nce : url , doc . eme r g i ngthr eats . net / 2001904 ; 
r efe r e nce: u r l , WL"""' · eme r gingth r eat s, net / cgi-b i n / cvs1,ie b. cgi / sigs / SCAN / SCAN_ Te l net ; sid : 2001904 ; rev : 6; ) 

#These a r e i ntended t o ca t ch new wo r ms a nd such scannin g i n t e rna lly . Ca r e fu l of fa l ses . 

• 
#a l e r t t cp $HO'IE_NET any •> $EXTERNA L_NET 23 (ms g : " ET SC AN Be hav i ora l Unu s ua lly fast o utbou nd Te l ne t Connec t ions , Potent i a l Scan o r Bru te Fo r ce"; fl ags : S, 12; t h r es ho l d : t ype bot h , 
t r ac k by _sr c , count 30 , seconds 60; c l asst ype: mi se - activ i t y ; r efe r e nce : u r 1, \'I\Wt . r a pid7. com/ nexpose- f a q-answe r 2 . ht m; ref e r e nce : url , doc . eme rgi ngth r ea ts. net/ 2008230; 
ref e r e nce: u r l , WL>JW . emergingth r eat s . net / cgi -b i n / cvs Neb . cgi / s i gs / SCAN / SCAN_ Telnet ; s i d : 2008 230 ; rev : 2; ) 

#l.Jor ks f o r othe r p r o t o ' s , ma y as we l l extend the i dea 

• 
a l ert tc p $ EXTERNAL_NET a ny -> $HOM E_NET 3389 (msg : " ET SCAN Behav i ora l Unus ually fast Termina l Se r ver Tr af f i c, Po t e nt i a l Scan o r I nfec t i on" ; flags: S,12; th r es ho ld : t y pe bot h , trac k 
by_s r c, count 20, seconds 360; class t ype : mi se- activ i t y; r efe rene e : ur l , doc. eme r gingt h r eats . ne t /2001972 ; r efe r ence : ur l , www . e me r g ingt h r e a ts . net / cgi-
bin/ cvswe b . cgi/ s i gs/ SC AN/ SCAN_ Te r m_Se r ve r ; s i d : 2001972 ; r ev : 16; ) 

#Scanne r us i ng t h i s UA, l oo king f or many common vulns 

• 
a l e r t t cp $EXTERNAL_ NET a ny - > $HTT P _SERVERS $HTT P _PORTS (ms g: " ET SCAN Toa t a Scanne r User-Agent Detected" ; floL~ :to_s e r ver ,es t a blis hed; cont e nt : .. l0d 0a I Use r -Agent I 3a I Toata d r agos t ea 111ea 
pe nt ru d i avo l a " ; offset :30; t h reshold : t ype limit , c ount 1, seconds 60, t r a ck by_s r c ; classty pe:attempted-recon; r e f e r e nce: ur l, i sc . sans . o r g/ diar y . ht ml?story i d:5599; 
refere nce : u r l , doc . eme r gingth reats . net/ 2009159; r efe r ence : ur 1, WWL'ol . eme r g ingthr eats. net/ cgi - b i n/ cvs L,ieb . cgi / s i gs / CURRENT _EVENTS / CURRE NT _ To a ta_UA; sid : 2009159; r ev : 5; ) 

#by J a c k Pepper 

• 
a l e r t t cp $EXTERNAL_NET a ny -> $HTTP_SERVERS 8080 ( msg: " ET SCAN Tomcat Aut h Br ut e Force a t t empt ( admin ) "; fl ow: t o_se r ve r ,es t a blis hed; cont e nt : "Aut hori zatio n l 3a l Bas i c YWRtal.J46" ; 
th r eshol d: t y pe t h r esho l d , t r ack by_s r c , count 30, seconds 30; classtype : we b- a pplicat ion- a ttac k; r e f erence: ur l , doc.eme r g ingt h reats . net / 20084 53 ; 
refere nce: u r l , WL>JW . eme r gingth reats . net / cgi-b i n / cv s1,ie b . cgi / sigs / SCAN / SCAN_Tomcat_Br ute; s id : 2008453; r e v : 4 ; ) 

#by J ac k Pe pper 

• 
a l e r t t cp $ EXTERNAL_NET a ny - > $HTTP_S ERVERS 8080 ( msg: " ET SCAN Tomcat Auth Brut e Fo r ce at t empt ( t omcat ) "; fl oN : t o_se r ve r, e sta blis he d; cont e nt : '•Aut horization l3a l Bas i c dG9tY2 F0" ; 
t h r eshol d: t y pe t hr esho ld , t r ac k by _s r c , count 30, seconds 30; c l asst ype : we b-application-a t tack; r e f e r e nce: url , doc . emergingt hrea ts . net / 20084 54; 
refere nce: u r 1 , WL>JW . eme r gingth r eat s, net / cgi-b i n / cvs 1,ieb . cgi / s i gs / SCAN / SCAN_ Tomcat _Br ute; s id : 20084 54; re v : 4; ) 

# by J ac k Peppe r 

• 
a l ert tc p $ EXTERNAL_NET a ny -> $HTT P_SE RVERS 8080 ( msg : " ET SCAN Tomcat Au t h Br ut e Fo r ce at t emp t (manage r ) " ; f1 01,i : t o_se r ve r , established ; content "Authoriza t i on l 3a l Basic b\-J FuYWd l c jp" ; 
t h r eshol d: t y pe t h re s ho l d , t r ack by _s r c, c ount 30, seconds 30; clas s t ype : we b-applicatio n- a t tack; r e f e rence : url , doc. eme rgingth reats , net / 2008455; 
refere nce : ur l , ww.,i . eme r g i ngth r eat s . net / cgi- b i n/ cvs1,ieb . cgi / s i gs / SCAN / SCAN_ Tomcat_Br ute; s id : 20084 55; r e v : 4; ) 

# by J ack Pe pper 

• 
a l e r t t cp $ EXTERNAL_ NET a ny - > $HOME_NE T $HTT P _PORTS (ms g : " ET SCAN Tomcat a dmi n - admin l ogi n e r edent i a l s "; f1 01v: t o_serve r , es t a blis hed; uricont e nt : "/ ma nager / ht ml " ; nocase; content : " l0 d 
0a I Authori zat i on I 3a I 8as i c Y1.JRt a i-.~6'r1~Rt a\-J4= J 0d 0a I " ; f l o1,ibi t s: set , ET. Tomcat . l og i n. at t empt; c l ass t ype : at t empt ed -admin ; r e f e r ence : ur 1, t omcat . a pac he . o r g; 
ref e r e nce : u r l , doc . eme r gingth r eats, net / 2009217; r efe r ence : ur l , wwN , eme r g ingthr eats. ne t / cgi - b i n/ cvs L,ieb. cgi / s igs / SCAN / SCAN_ Tomc at _Br ute ; s id : 2009217 ; rev : 6; ) 

#by J ac k Pe pper 

• 
a l e r t tcp $EXTERNAL_NET a ny - > $HOM E_NE T $HTT P _PORTS (ms g : " ET SCAN Tomcat a dmi n - blank l ogi n c r ede ntia l s "; fl ow:to_serve r , establis hed ; uri cont e nt : "/ ma na ge r / ht ml " ; nocase; content: " led 
0a I Authoriza t ion I 3a I Basic Y1.JRtaW46 I 0d 0a I"; f101~bi ts : se t , ET. Tomcat . l ogin . attempt ; c l asstype: attempt e d-admin ; r ef e r e nce : ur 1, t omcat . a pac he . o r g; 
r e f e r e nce: u r 1 , doc . emerg i ngth r eat s . net/ 2009 218; r e f e r ence : ur 1, wwN . eme r g i ngt hreats. ne t / cgi - bin/ cvs L,ieb . cgi / s i gs / SCAN / SCAN_ Tomcat _Br ut e ; s id : 2009218 ; rev : 5 ; ) 

# by J ac k Pe pper 

• 
a l ert tc p $HOME_N ET $HTTP _PORTS -> $EXTERNAL_NET any (msg : " ET SCAN Tomcat Succ e ssfu l defau l t c r edent i al l ogin f r om ext e rna l sour ce " ; fl 01~:from_se r ver ,es t a blished ; 
flo!!ib i ts : i sse t , ET. Tomcat . l og i n . a tt empt; cont e nt : " HTTP/ 1. " ; de pth :7; cont e nt : " 200 OK"; d i s t ance : 1 ; wi t h in: 10 ; class t ype : s uccessfu l -admin ; r e f e r ence : ur l , t omca t . apac he . o rg ; 
refere nce : u r l , doc . emerg i ngth r eat s . net / 2009219; r efe r ence : ur l , WWL'ol . eme r g i ngt hr eats. ne t / cgi - b i n/ cvsNeb . cgi / s i gs / SCAN / SCAN_ Tomcat_Br ute ; s id : 2009219; r ev : 2; ) 

# by J ac k Pepper 

• 
a l ert tc p $EXTERNAL_ NET a ny - > $HOM E_NE T $HTT P_PORTS (msg : " ET SCAN Tomcat up l oad from e ){te r na l sour ce"; flow: t o_se r ve r , est a bli s hed; flowbits: i sset , ET. Tomca t . l og i n . at tempt ; cont e nt : " POST 
" ; nocase; de pt h : 5; ur i co nt e nt : " / ma nage r / ht ml / upl oa d"; nocase; c l asst ype : s uc cessfu l -admin ; re f e r e nc e : ur 1, t omca t . a pac he . o r g; r ef e r e nce: url , doc . eme r g i ngthr ea t s . net / 2009220; 
r e f e r e nce: u r l , WL'l\'ol , eme r gingth r eat s, net / cgi- b i n / cvs1,ie b. cgi / sigs / SCAN / SCAN_ Tomc at _Br ute; s id : 2009220; r e v : 3; ) 

#by ev ilgho s t 

• 
a l e r t t cp $EXTERNAL_ NET a ny -> $HOME_N ET a ny (msg : " ET SC AN Tomcat We b Applicat ion Manager scanning"; floN: establis hed, t o_se r ver ; content : "GET "; de pth :4; nocase; 
urico ntent : " / manager / ht ml "; no case; cont ent : " I 0 d 0a I User -Age nt I 3a I Mo zill a/ 3. 0 ( compat i bl e I 3b I I ndy Li b r a r y) I 0d 0a 1 "; co nt e nt : " I 0d 0a I Aut ho r i za t i on I 3a I Bas i e" ; c l as s t y pe : att empted­
recon ; ref e r e nce : u r l , wwvl . eme r g i ngth r eat s. net / cgi - b i n / cvs1,ieb . cg i / s i gs / SCAN / SCAN_ Tomcat _B r ute; ref e r e nce : u r l , doc . eme r gingt hr eat s . net / 2010019; s id : 2010019 ; r ev : 6 ; ) 

#by Ke vi n Ross 

• 
a l ert tc p $ EXTERNAL_NET a ny - > $HTTP _SERVERS $HTT P _POR TS ( msg : " ET SCAN Sus pi cio us Use r -Age nt Containing SQL In j ec t / ion, Li ke l y SQL I nject ion Scanne r " ; flow: establis hed , to_se r ver ; 
content : " I 0d 0a I Use r -Agent j 3A I " ; cont e nt : " SQL" ; noca se; Ni t hi n : 200 ; content : " I nj ect"; noca se; d i s t a nce : 0; pe r e: "/ Us e r -Agent \ x3A ( "\n ) +sq l [ "\n ] +i nj ec t / i " ; c l as s t ype: att empted - r econ; 
ref e r e nce: u r l , WL"""' · owas p . o r g/ inde x . php/ SQL_Inj ection ; r ef e r e nce : u r l , doc . emer g i ngt hr eats. net / 2010087 ; r e f e re nce : u r l , Wl'i\V. eme r g i ngt hr eat s . net / cg i - bi n/ c vswe b . cgi / s i gs / SCAN/ SCAN_UA; 
s i d : 2010087 ; r ev : 3;) 

# by Ke vi n Ross 

• 
a l e r t tc p $ EXTERNAL_ NET a ny - > $HT TP _SERVERS $HTT P _PORTS ( msg: "ET SCAN Sus pi cio us Use r -Age nt Cont aining I.Je b Scan/ e r , Li ke l y l~e b Scanne r " ; f1 01-, : esta bli s hed , t o_se r ve r; co ntent : " l0 d 
0a I Use r I 2D IAge nt I 3A j " ; co nt e nt : "we b"; nocase; wi t h i n : 200 ; content: " scan" ; nocase ; d i s t ance: 0; pe r e : " / Use r - Age nt \ x3A[ "\n] +we b( "\n ] +scan/ i " ; c l ass t yp e : at t em pt ed- r e con; 
ref e r e nce : u r l , doc . eme r gingth r eat s . net / 2010088; r efe r ence : ur 1, WWL'ol . eme r g i ngth reat s. ne t / cgi - b i n/ cvsNeb . cgi / s i gs / SCAN / SCAN_UA; s id: 2010088; r ev : 2 ; ) 

# by Ke vi n Ros s 

• 
a l e r t tc p $ EXTERNAL_ NET a ny - > $HTTP _SERVE RS $HTT P _PORTS ( msg: "ET SCAN Sus pi cio us Use r -Age nt Cont a i n ing Se curi ty Scan/ ne r , Like l y Scan" ; flow: establis hed , t o_se r ver ; content : " l0 d 
0a I User I 2D IAge nt I 3A j " ; co ntent : " securit y"; nocase ; wi t hi n : 200; cont e nt : " scan" ; nocase; d i stance: 0 ; pe r e : "/ Use r•Age nt \ x3A [ "\n J+sec u r i t y [ "\n ) +sca n/ i " ; c l assty pe : at t empt e d - r econ ; 
r efe r e nce: u r l , doc . eme r g i ngth reats . net / 2010089; r efe r ence : ur l , WL'll'ol . eme r g i ngthr eats. net/ cgi - b i n/ cv sL,ieb. cgi / s i gs / SCAN / SCAN_UA; s id : 2010089; r ev : 2; ) 

#by matt j onkman 
# i ntended t o ca t ch inte r na l host s do i ng up np r e quests t ha t maybe s hou l dn • t be 
#and e xte rna l hos t s ma ki ng int e rnal r eq ues t s . 
#have seen some ma l wa r e samples l ook i ng f a r u pnp hos t s 

• 
a l e r t tc p $HOME_NET a ny - > $HOM E_NET 25S5 ( msg : "ET SCAN I nte r na l t o I nte r na l UPnP Request t cp po r t 25S5"; f1 01,i: es t a blished , to_se r ve r ; content : "GE T " ; de pt h : 4 ; co ntent : "/ upnp/" ; nocase; 
pe r e : " /\/upnp\/ ( a- z0-9 J {8 }- [ a - z0 -9 J { 4}- [ a - z0- 9 J { 4 }- [ a - z0-9] {16 }\// i " ; c l asst ype : attempt ed - r econ; r e f e r e nce : ur l , 1wiw . up np- hac ks .o r g/ upnp . ht ml ; 
ref e r e nce: u r 1 , doc . eme r gingth r eat s . net / 2008092; re f e r ence : ur 1, ww1,i . eme r g ingth reat s. ne t / cgi - bin/ cvs Neb . cgi / s i gs / SCAN / SCAN_UPn P; sid : 2008092; r e v : 3; ) 

# by ma tt j on k.man 
# i nt ended t o ca t ch int e r na l hosts do i ng upnp r e quests t hat maybe s hou l dn • t be 
#and e xte r na l hos t s ma ki ng i nt e rnal r eq ues t s . 
# have seen some ma l wa r e samples l ook i ng f o r u pnp ho s t s 

• 
a l e r t t cp $EXTERNAL_NET a ny -> $HOME_N ET 2555 (msg : " ET SCAN hter na l to I nte r na l UPnP Request t cp port 2555" ; f101,i :es t ablis he d,to_se r ve r ; cont ent: "GET " ; de pt h :4; cont e nt: "/ upnp /" ; 
nocase ; pc r e : " /\/u pnp\/ [a • z0 - 9 ]{8} · ( a • z0-9 J{ 4 } · ( a • z0 · 9 J{ 4 } · ( a- z0 - 9]{ 16} \// i " ; class t ype: at t empted- r econ; r efe r e nce: ur l , !!1ww . upnp • ha cks . org/ upnp . ht ml ; 
refere nce: u r l ,doc . eme r gingth reats . net / 2008093; r efe r ence : ur l , WL'l\'ol . eme r gi ngthr eats. net/ cgi - bin/ cvs l,ieb . cgi / s igs / SCAN / SCAN_UPnP; sid : 2008093; r e v : 5; ) 

#by matt j on kman 
# i nt ended t o ca t ch inte r na l host s do i ng up np r e quests t ha t maybe s hou l dn • t be 
#and e xt e rna l hos t s ma ki ng int e rn a l r eq ues t s . 
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#have see n some ma l wa re s amples l ooking f a r u pn p hos t s 

• 
a l e r t ud p $ EXTERNAL_NET a ny - > $HOM E_NET 1900 (ms g : " ET SCAN Exte r na l t o Interna l UPnP Request udp po r t 1900" ; cont e nt : "MSEARCH • HTTP/ 1 .1"; de pt h :18; content: "MANj3a l ssdp l3a l"; noc ase; 
d istance :0; c l a sstype: attempted- r econ ; r ef e r e nce: ur l , \>IWl'i . up np- hac ks. o r g/ u pnp . ht ml ; r efe r ence: ur l , doc . eme rg i ngth reats . net / 2008094; refe r ence: url , LWl\ll . emergingth r eats. net / cgi -
bin/ cvswe b . cg i / s igs/ SCAN/ SCAN_UPnP; sid : 2008094 ; r e v : 4 ; ) 

# by Matt Jon kman 

• 
a l e rt t cp $EXTERNAL_NET a ny -> $HOM E_NET 5800:5820 (msg:"ET SCAN Po tentia l VNC Scan 5800-5820" ; flags:S,12; t hr esho l d : t ype t h r es ho l d , t r a c k by_s r c , count 5, seconds 60; 
e lass t ype : a t t empt e d - r econ ; r efer e nce: u r 1 , doc. emerg i ngt hr eat s . net /2002910; ref e r e nce: u r 1, www . eme rg ingt hreat s . net / cgi - bin/ cvs we b . cgi / s i gs / SCAN / SCAN_VNC ; sid : 2002910 ; r ev :4 ; ) 

# by Matt Jon kman 

• 
a l e r t t cp $ EXTE RNAL_NET a ny - > $HOME _NET 5900 :5920 (msg:" ET SCAN Po tentia l VNC Scan 5900- 5920" ; flags:S,1 2 ; t hr esho l d : t ype t h r es ho l d , t r a ck by_s r c , count 5, secands 60; 
e l as s t ype : a t t empt e d - r econ ; r ef e r e nc e : u r 1 , doc. emer gingthr eat s . net/2002911 ; r ef e r e nce: ur 1, \'flVW . eme rg i ngthreat s . net / cgi - b i n/ cvs we b . cgi / s i gs / SCAN / SCAN_VNC; s id : 200 2911 ; r ev :4 ; ) 

#by Ke vi n Ross 

• 
a l e r t ud p $ EXTERNAL_NET a ny - > $HOME _NET 5060 (msg : " ET SCAN Smap VOIP Dev i ce Sc a n" ; content : " <s i p l 3a lsma p@" ; off set:80 ; dept h :40; classtype : attempted- r eco n; 
r e f e re nce: u r l , WLwi . go21 inu x . o r g/ sma p -f i nd - vo ip-enab l ed - de v i ces; r efe r ene e : ur 1 , doc. eme r g i ngthr eats . net / 2008526; r efe r e nce : ur l , LWM . eme r g i ngthr eats . net / cgi­
bin/ cvs\'ieb . cgi / s i gs/ SCAN/ SCAN_ VOI P _SNAP ; sid: 2008526; r e v : 5; ) 

#by Ke vi n Ros s 

• 
a l e r t ud p $ EXTERNAL_NET a ny -> $HOM E_NET 5060 (ms g : " ET SCAN Vo i pe r Toolkit Tort ur e r Scan" ; cont e nt : " i nte rest i ng- Method" ; content : " sip l 3a I l _unu s ua l.URI " ; content : " t o - be ! s ur e " ; offset: 20 ; 
depth : 60; classtype : at tempted- r e co n; r efer ence: ur 1, saur cefo r ge . net / pr o j ects /vo i pe r ; r eference : ur 1, doc . eme r gingth r ea t s. ne t / 2008568; r efe r e nce: ur l , WWYI . eme r g i ngthr eats . net / cgi -
b i n/ cvswe b . cgi / sigs/ SC AN/ SCAN_Vo i pe r ; sid : 2008568 ; r ev : 3 ; ) 

#by Ke vi n Ros s 

• 
a l e r t udp $ EXTE RNAL_ NET a ny -> $HOME _NET 5060 (msg : " ET SCAN Voipe r Fuz z i ng Scan"; cont e nt ; "sip I 3a ltes te r@" ; cont e nt: "Via I 3a I SI P/ 2 . 0" ; offset : 20 ; depth : 60 ; t h r es hol d : t ype t hr es ho l d, 
t r a c k by _dst, count 5, secands 15; classtype: atte mpted - r eco n; r ef e r e nce : u r 1, sou r cefor ge. net/ pra ject s /voiper; ref ere nce: ur l, doc . eme rgingth r e a t s. net/ 2008577; 
ref e r e nce: u r l , WL>J\'i . eme r gingth reats . net / cgi - b i n/ cvs 1-ie b . cgi / sigs / SCAN / SCAN_ Vo i pe r ; sid : 2008577; r ev : 3 ; ) 

#by Wi ll Metcal f 

• 
a l e r t t cp $ EXTE RNAL_ NET a ny - > $HTTP _SERVERS $HTT P _PORTS (ms g: " ET SCAN w3af Use r Agent " ; flow: es t abli s hed , t o_se r ver; co nt ent : "Use r - Agent I 3a I"; dept h : 300 ; nocase ; content : "1,,. 3af " ; 
d i stane e :0; with i n : 100; pe r e : "/ Use r - Age nt \ : ( "\n ]+w3af\ . sour ce f o r ge \ . net / i " ; classtype: attempted - r eco n; refe r e nce: url , w3af . sou r cefor ge . ne t; 
r e f e re nce: u r 1 , doc . eme r gingth reats. net/ 2007757 ; r e f e r ence : ur 1, W\>J\'<I . eme r g ingt hr eats. net/ cgi - bin/ cvs L,,.eb . cgi / s i gs / SCAN / SCAN_W3AF ; s i d ; 2007757 ; r e v : 6; ) 

#L"ill met calf 

• 
a l e r t t cp $ EXTERNAL_NET a ny - > $HT TP _SERVERS $HTT P _PORTS ( msg : " ET SCAN w3af Scan I n Progress ARGENTINA Req Method"' ; f101,1 : t o_se r ver , esta blished; content : "ARGENTI NA " ; de pt h :10; 
e l a ss t ype: attempted - r e co n; r efe r e nce : url , 1"3af. sour ceforge . net; r efe r e ne e : ur l ,doc . eme r gingth r eats. net / 2011027; r efe r ence: url , v,ww . e me rgingth r eats . net / cgi-
bin/ cvswe b . cg i / sigs/ SC AN/ SCAN_W3AF; sid: 20110 27; r e v : 3 ; ) 

# by Ke vi n Ros s 
#Put i n Ur ico nt e nt match a nd expan ded user age nt to be 0d 0a and 3a a nd i nc r eme nted r ev i s i on numbe r . 

• 
a l e r t tc p $E XTERNAL_NET a ny - > $HTTP _S ERVERS $HTTP _PORTS ( msg: '"ET SCAN WS Fuzze r We b Applicatio n Fuzzing " ; fl ow: t o_se r ve r , established ; uri content : "/ Se r viceDefini tion '"; content : " I 0d 
0a I Use r - Agent I 3A I Py t hon- ur l l i b/ " ; e l asst ype : atte mpted- r eco n; refe r ence: u r l , l>J\Wt . owas p . o r g/ i ndex. php/ Ca tego r y%3aQL,/AS P _ l~SFuzze r _Pr oj ect; r e f e r ence : ur l , doc . eme r g ingthr e a ts . net/ 2008628; 
ref e r e nce: u r l,WLwi . emergingth reats. net/ cgi - b i n / cvs 1,,.eb . cgi / sigs / SCAN / SCAN_WSFuzze r ; s i d : 2008628 ; rev : 5; ) 

#by ke vi n r oss 

• 
a l e r t t cp $ EXTERNAL_NET a ny - > $HTTP_SERVERS SHTT P_PORTS ( msg : " ET SCAN Poss i ble Wafl~oof lVe b Applicat i on Fi r eNa ll Detection Scan" ; flow:establis hed , t a_s e r ver ; con tent : "GET 
urican t ent : " /< i nva lid>he lla . html " ; e l asstype : attempted - r e co n; r efe r e nce : u r 1, code. goog l e. com/ p/wa f f i t / ; r efe r e nce : ur 1, doc. eme r g i ngthr ea t s. net/2011720; 
r e f e r e nce : u r l , WLwi . eme rg i ngth reats . net/ c gi - b i n / cv s1,,.eb . cgi / sigs / SCAN / SCAN_L>laf \'iOOf ; s i d: 2011720; r e v : 2; ) 

#by Ke vi n Ross 

• 
a l e rt tc p $ EXTE RNAL_NET a ny -> $HTTP_S ERVERS $HTT P_POR TS ( msg: " ET SCAN Wap i ti We b Se r ve r Vul ne r a b i li t y Scan" ; f10l1:to_ser ve r, es t ablis he d; co nt ent: "GET /" ; depth : 5; cont ent: " ? 
http I 3A I/ /1,,ww . goag l e . " ; 1,d t h i n : 100; noca s e ; cont e nt:" I 0d 0a I Us e r - Age nt I 3A 20 I Py t hon- ht t plib2" ; d i stane e :0; c la sstype: attempted- r econ ; r efe r e nc e : ur l , wapi ti . sourcefor ge . net / ; 
r e f e r e nce: u r l , doc . eme r gingth reats. net / 2008417; r e f e r ence : ur l , WL>J\" . eme r g ingthr eats. net/ cgi- b i n/ cvs L,,.eb . cgi / s igs / SCAN/ SCAN_L>lap i t i ; s i d : 2008417; r e v : 7; ) 

#by ke vi n r oss 

• 

depth :4; 

#a l e r t tcp $HTT P_S ERVERS SHTTP_POR TS - > $EXTE RNAL_NET any ( insg: " ET SCAN Unus ually Fa st 400 Er rar Messages (Bad Re ques t ) , Possibl e \Ve b Applica t i on Sca n" ; fl a\'i :from_se r ve r ,es t a blis hed; 
conten t : "HTTP/ 1 . 1 400"; de pt h: 13; t hr eshold: t y pe t h r es ho l d , t r ac k by_dst , count 30, second s 60; c l a sst ype:attempted- r eco n; r ef e r ence : url , www .w3 . o r g/ Pr otoco l s / r fc 2616/ r fc261 6 -
sec10 . ht ml; re f e r e nc e : u r 1, s uppo r t , mic r osoft. com/ kb/ 247249; r ef e r ence: u r 1, doc. eme r gingt hr e a t s . net /2009884; re fe r e nce: ur 1, WWl'i . e me r gingthr eats . net / cgi- bi n/ cvsweb. cg i / s igs / SCAN/ SCAN_ lVe b ; 
s i d :2009884; r ev : 2 ; ) 

#by ke vin ross 

• 
#a l e r t t c p $HTTP_S ERVE RS SHTTP_PORTS -> $EXTERNAL_NET any (ms g: " ET SCAN Unus ually Fast 404 Er rar Messages (Page Not Found ) , Poss i ble L>fe b Applicatio n Scan/ Di r ec t o r y Guess i ng Attack"; 
f l a 1,i :fr om_se r ve r ,establi s he d; co ntent: "HTT P/ 1 .1 404"' ; de pth :13 ; t h r eshold : t ype th r eshol d , trac k by_ds t , count 30 , seconds 60; classty pe:attempted - r econ; 
r e f e r e nce: u r l , WL-iw . w3. o r g/ Pr otoco l s / r f c2616/ r f c2616- sec10 . ht ml; refe r enc e : url, e n .wi k iped i a. o r g/wi ki/ HTT P _ 404 ; r e f e r e nce : u r l , doc . eme rgingt hreat s. net/ 2009885; 
r e f e r e nce : u r l , WLwi . emerg i ngth reats. net/ cgi •b i n / cvs 1,,.eb . cgi / s i gs / SCAN / SC AN_L>leb; sid : 2009885; r ev : 2; ) 

# by Axn Jxn 

• 
a l e r t t cp $ EXTERNAL_ NET a ny -> $HOME _NET $HTT P_PORTS (msg : " ET SCAN lvebHac k Contro! Cente r User-Agent I nbound {HHCC/) "; flm'i : t o_ser ve r, establishe d; co nt e nt:"\VHCC"; nocase; dept h :300; 
pe r e:•· / Use r -Age nt \ x3a [ "\n ]+IVHCC/ i " ; c l asstype : troj a n -activ i t y ; r ef e r ene e : ur 1 , L\IWW . gove rnme nt secur ity . o r g/ fo r um/ i ndex . php ?s howtopi c=Sl12&pid=28561&mode=thr eaded&start =; 
r e f e r e nce : u r l , doc . eme r gingth reats . net / 2003924; r e f e r ence : ur l , WL>J\" . eme r g ingthr eats. net/ cgi- bin/ cvs L,,.eb . cgi / s igs / SCAN / SCAN_We bHac k; s i d : 2003924 ; r ev : 8 ; ) 

# by ma r kus ma nz ke 
#Pr oxy - Scanne r - 2 

• 
a l e r t t cp $ EXTERNAL_NET a ny - > $HTT P _S ERVERS $HTT P _PORTS ( msg : " ET SCAN Op en- Proxy ScannerBot (we bcollage- UA) "; flOl'i ! establishe d , t o_se r ve r; co ntent : " l0d 0a I User -Agent I 3a I 
we bca l l age/ 1 . 135a " ; nocase ; e l asst ype : ba d - unknown; r efer e nce : u r 1, s tateof s ec u r i t y. com/ ?p: 526 ; r e f e r e nce: ur 1 , l'fl'iL~ . bat s vs b r aws e r s . com/ detail s / 214715/ index . ht ml; 
r e f e r e nce: u r l , doc . eme rg i ngth reats . net/ 2010768 ; r e f e r ence: ur 1, www . eme r gingth r eats. ne t / cgi - bin/ cvs L,,.eb . cgi / s igs / SCAN / SCAN_We bcollage; sid: 2010768; r ev : 4 ; ) 

# by Ke vi n Ross 

• 
a l e rt tc p $ EXTERNAL_ NET a ny - > $HTTP _SERVERS $HTT P _PORTS ( msg : " ET SCAN We bShag Web Applicat i o n Scan Oet ected " ; flow : t o_ serve r , established ; content : " I 0d 0a I Us e r - Age nt I 3a I webs hag" ; 
e lass t ype : at tempted- r econ ; r ef e r e nce : u r l , l"1WI . sc r t . c h/ pages_e n/ out il s . html ; r ef e r ene e : u r l , doc . eme r gingthr ea t s . net/ 2009158 ; r ef e r e nce: u r l , l"1WI . emer gingthr eats . net / cgi-
bi n/ cvsh·e b . cgi/ sigs/ SC AN/ SCAN_We bs hag ; s i d : 2009158 ; r e v : 3; ) 

#by Ke vi n Ross 

• 
a l e r t tc p $E XTERNAL_NET a ny - > $HTTP_S ERVERS SH TT P_PORTS (ms g: '"ET SCAN What \Veb l"eb Applicat i o n Fi nge r pr i nt Scanne r Default Us e r -Agent Det ected " ; flow:establi shed , t o_se r ve r ; ca nt ent:" l0d 
0a I Use r - Agent I 3AI What l~e b/" ; c l asst ype : attempted- re con; r efer ence: ur l , LWl\ll .mo r n i ngst a r secur i t y . com/ r esea r ch /what 1,,.e b ; r efe r e nce : url , doc . emergi ngth r eats. net/ 2010960 ; 
ref e r e nce: ur l , \'fl'1W . eme rg i ngth reats. net/ cgi - b i n / cvs 1,,.eb . cgi / s i gs / SCAN / SCAN_l-Jhat lVe b ; s id : 2010960; r e v : 2; ) 

# by Ke vi n Ross 

• 
a l e r t t cp $ EXTE RNAL_NET a ny - > $HTTP _SERVERS $H TT P _PORTS ( msg : " ET SCAN l-li kt o Sc a n" ; flow: t o_se r ve r , established ; content : "GE T " ; de pth : 4 ; urico ntent : " / . adSe nsePos t r~atThe r e NoNobook"; 
e l a ss t ype : at t empted- r econ ; r efer e nc e : u r 1 , \'l'l>J\~ . sensepos t . com/ r esea r c h/w i kt o /l-Ji ktoOoc l -51 . ht m; r efe r ene e: u r 1, doc . eme r gingth r eat s . net / 2008617 ; r efer e nc e : ur 1, VIWW . eme r gingthr eat s. ne t / cg i ­
bin/ cvs \-ieb . cg i / sigs/ SCAN/ SCAN_Wi kt o; sid : 2008617; r e v : 4 ; ) 

#Thi s i s t he i mp rove d sig I just posted but I have c ha nged what is $HOME_NET in the r u l eset ta be $HTTP _SERVERS 

• 
a l e rt tc p $ EXTERNAL_NET a ny -> $HTTP_S ERVERS $HTT P_POR TS ( msg : " ET SCAN Wi kt o Bac ke nd Da t a Mi ne r Scan" ; flow: to_se r ver , es t a blis he d; cont ent: "GET "; de pt h :4; 
urica ntent : " / ac t Se nsePostNo t The r eNoNotive" ; c l asstype : at tempt ed - r e con; r e f e r ence : ur l , WWrl . sense post . com/ r esea r ch/1,dkto/Wi kt oDoc l - 51 . ht m; refe r e nc e : u r l , doc. eme rgingth r ea t s. net / 2008629; 
r e f e r e nce : u r l , WL-,.,,. . eme r gingth reats. net / cgi - b i n / cvs1,,.e b . cgi / sigs / SCAN / SCAN_Wi kt o ; s i d ; 2008629; r ev : 5; ) 

#by Ke vi n Ross 

• 
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a l ert tcp $EXTERNAL_NET a ny - > $HTTP _SERVERS $HTTP _PORTS ( msg : '' ET SCAN WI TOO L SQL I njection Scan "; fl o\\l : t o_serve r , establis hed; uriconte nt : "union+se lect '' ; uricontent : " se lect+us er" ; 
content : " l0d 0a lUse r -Agent l3a l Mozi lla/ 4 .0 ( compatible l3b l MSIE 6 . 0 l3b l Windrn,i s NT 5 .0 l3b l My IE2"; t hr esho l d : t ype t hr esho l d , t r ac k by_ds t, count 30, second s 30; classtype :attempted ­
recon ; ref erence: u r l , wi t ool. sou r ceforge. net/ ; r efe r e nce: ur l , doc. emergingthrea ts, net/ 2009833; ref e r e nce: ur l, Wl'll'i . eme r gingthr eat s . net / cg i - b-i n/ c vsweb . cgi / sigs / SCAN/ SCAN_I.J i t ool ; sid : 2009833 ; 
rev :3; ) 

#by Ke vin Ross 

• 
a l e r t i cmp $Ho,,\E_NET any - > $ EXTERNA L_NET any (msg : " ET SCAN Port Unr eac ha ble Response t o Xpr o be2 OS Finge r pr i nt Scan" ; i type:3; ds ize: >69 ; content :"secur ityfocus"; 
content: "sec uri t yf oc us"; offset: 50; d istance: 6; c l asstype : attempted- r econ ; r ef e rene e : u r l , xpr o be . sou r c ef o r ge . net / ; r e f e r e nce: u r 1, doc . emerg i ngthreats . net / 2009298; 
ref e r ence: u r l , h'L-r.>i . emergingthreats . net / cgi-b i n / cvs 1,ieb. cgi / sigs / SCAN / SCAN_X probe2; s id : 2009298; r e v : 2; ) 

#by jack pepper 

• 
a l e r t t cp $ EXTERNAL_NET a ny -> $HOME_N ET $HTT P_PORTS (msg : .. ET SCAN Zm Eu expl oit sca nner"; flow:establis hed , t o_se r ve r; co nt ent:" l0d 0a lUs e r - Age nt l 3a l Ma de by ZmEu"; t hr es ho l d : type 
1 i mi t ., t r ac k by _s r e., second s 180 , count 1 ; c l asstype: web-applicat i o n-attack; re fe r e nce : ur l , doc. eme r gingth r eats . net/ 2010705; r eference : ur l , 1,n,JW . eme rgingthr eats . net / cgi-
b i n/ cvsweb . cgi / s igs/ SCAN/ SCAN_ZmE u; sid : 2010715; r e v : 5; ) 

# by e vilghos t 

• 
a l e r t ic mp $EXT ERNAL_NET a ny - > $HOME_NET any (msg: " ET SCAN ICMP ,@ hello r eques t , Li kely Pr ecurso r to Scan"; itype :8; i code:0; content :"@he llo ?? ?"; classtype:mi sc-act i vity ; 
ref e r e nce: u r l , doc . emergingth r eats . net / 2010641 ; re f e r ence : ur 1, www . emerg i ngthreat s. ne t / cgi- bin/ cvs L>ieb . cgi / s i gs / SCAN / SCAN_hel l o; s id: 2010641; r ev : 2; ) 

# by Ke vi n Ross 
#catc hes 95% of f uzzes , r emove t hr e sho l d t o ca tch 100% but may FP 

• 
a l e r t tcp $EXTE RNAL_NET a ny - > $HTTP _SERVERS $HTTP _PORTS ( msg : " ET SCAN Poss i b l e jBrof uzz Fuzze r Det ected"; floL,i : t o_serve r, es tablished; content : " le d 0a I Host ] 3a l l oca l hos t " ; content:" le d 
0a I Use r -Agent I 3a I Hcni lla / 5 . 0 {Wi ndows I 3b l UI 3b I 1.J indmvs NT 5. 1 I 3b I en-GB I 3b I r v I 3b I 1 . 8 . 1 . 1 ) Gecko/ 20061204 F i r efox/2. 0 . 0.1" ; de pt h: 130 ; d is t a ne e : 0; t h res hol d : t ype t hr es ho l d , t r ack 
by _s r c , count 3 , s e conds 6; e l asstype : a t t e mpt ed - reco n; refe r e nce : u r l , WLwt . owasp . o r g/ i nd e x . php/ Categor y%3aOWAS P _ JBr ofuz z; r e feren ce : ur l , doc . eme r gingt hrea t s. ne t / 2009476; 
ref e r ence: u r l , h'L-r.>i , emergingthreats . net / cgi-b i n / cvs1,ieb . cgi / sigs / SCAN / SCAN_j Brof uzz ; s id: 2009476; rev : S; ) 

#Matt Jonkma n, From s pywa r e listeni ng post da ta 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NE T $HTT P_PORTS (msg : " ET USER_AGENTS 2search . o r g Use r Age nt ( 2sea rch ) " ; f101,1 :to_ser ve r , establishe d; cont e nt: "Use r - Age nt l 3a l .. ; noc ase; 
content : "2Sea r ch"; with i n : 150; pe r e : "/ User -Age nt \ : ( "\n ]+2Search/ i "; e lasstype : trojan-activ i t y; ref e r e nce: u r l , dcc . emergi ngthreats. net / 2003335; re f e r ence : ur l, h'L'l\>i , eme r g ingthr eats. net / cgi­
bin/ cvsweb . cgi / s igs/ USER_AGE NTS/ USER_ AG EITTS_2search; sid : 2003335; r e v : 8; ) 

#Matt Jonkma n, From s py1,1a r e listeni ng post da ta 

• 
a l ert tc p $HOME_NET a ny - > $ EXTE RNA L_NE T $HTT P _PORTS (msg: " ET USER_AGENTS 404Sea r ch Spywa r e User Age nt " ; f101,i : establishe d, t o_se r ver; co ntent:" led 0a I Use r -Agent I 3a I 404sea r ch"; 
c l asstype: t roj a n- acti vity; r efe r ence: url , doc. eme rgingth r eats. net/ 2001852; ref erence: u r l • W\Wl . emerg i ngth r eats . ne t / cgi- b i n/ c vs L,ie b . cgi/ s i gs / US ER_AGENTS/ USE R_AGENTS_ 404Se a r ch; s i d: 2001852; 
rev :26; ) 

#Matt Jonkma n, Fr om s pywa r e listening post da ta 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNAL_NE T $HTT P_PORTS (msg:"ET USER_AGENTS Ad l oad .Generic Spyware User-Agen t (91cas tin st allKernel ) " ; flow: t o_se r ve r ,establis hed; cont e nt:" l0d 0a lUse r-
Agent I 3a I 91cas t " ; nocase; classtype : t r o j an-activity; r e f e r ence : url, doc . eme r g ingth r eats. net/ 2003640; r e f e r ene e : ur 1 ., l'll'llo/ .eme r g ingthreats . ne t / cgi-
b i n/ cvsweb . cgi / s i gs/ US ER_AGENTS/ USER_AGENTS_91cast; sid: 2003640; r ev : 9 ; ) 

#Matt Jonkma n, From s py1,1a r e listeni ng post da t a 

• 
a l e r t t cp $HOME_NET a ny · > $ EXTE RNA L_NE T $HTT P _PORTS (msg: .. ET USER_AGENTS Pi geon .AYX/ AVK i ll Related Use r - Age nt ( CTT Basic ) " j flo1·1: establi she d , t o_se r ver j content :" l0d 0a I User - Age nt i 3a I 
CTT"; clas stype: t roj an -activi t y ; r efe r ence: u r l, doc. emerg i ngthreats. net /2009236 ; refe r e nce: u r l , \'ll'llo/ . emergingth reats . net / cgi - bin/ cvsNe b . cgi / sigs / USER_AGENTS/ USER_AGENTS_AVKi 11 ; 
s i d :2009236; re v : 7; ) 

#Matt Jonkma n, From s pywa r e listeni ng pos t da ta 

• 
a l e r t tc p $HOME_NET a ny - > $EXT ERNA L_NET $HTT P_PORTS (msg: " ET USER_AG ENTS Ad1,iave.com Re lated Spy1,ia r e User-Agent ( STBHOGe t ) " ; flmv: t o_se r ver,established; content : "User- Agent l 3a l 
STBHOGet l0d 0a I " ; no ca se ; c la sst y pe : t r o j an-activ i t y ; r ef e r e nce : u r l , doc. eme r g i ngt hreat s . net / 2003500; ref e r e nce : u r l , Wl'll'i . emergingthreats . net / cgi-
bin/ cvs \\le b . cgi/ sigs/ U5 ER_AGENTS/ U5ER_AG EITTS_Adwave; sid: 2003500; rev : 7 ; ) 

#Matt Jonkma n, Fr om s py1,1a r e liste ni ng pos t da t a 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NE T $HTT P _PORTS (msg: " ET USER_AGENTS AlaL>iar Toolba r Spyware Use r -Age nt (Al a ,..,a r Too l ba r ) " ; f1 01,i : t o_se r ve r, es t ablis hed; content: " l0d 0a I User-Agent I 3a I 
Al a\'Jar Too lba r " ; nocase; clas stype : troj a n - ac t i v i t y; r efe r ence: u r l, 'rll..,.'i . b l ee pi ngcompu t e r . com/ un i nstall / 68/ Alawar -Toolba r . h t ml ; r eference: ur l , doc . emergingthr eat s. net / 2003506; 
ref e r e nce: u r l,1'1\o/W . emergingth reats. net/ cgi- bin / cvs1,ie b . cgi / sigs / USER_AGENTS / US ER_AGENTS_Ala1va r ; sid: 2003506; rev : 8 ; ) 

#New f rom Chris Taylor a nd t he User age nts p r oject 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTTP_PORTS (msg : " ET US ER_AG ENTS Al exa 5ea r c h Toolbar Use r -Agent (Al exa Tool ba r )"; flow: t o_se r ve r , established; content :" l0d 0a lUser-Age nt l 3a l 
Al exa Toolba r I 0d 0a I"; e l ass t ype : t ro jan - activ i t y; r efe r ence : ur l , 'll'IJW . spy'l1aregui de. com/ product_shm,i . php ?i d=418; r efe r e nce : ur l , doc. eme r g i ngthr eats. net /2002166 ; 
ref e r e nce: u r l , 1'1\W/ . emergingthreats . net/ c gi- b i n / cvs1,ieb . cgi / s igs / USER_AGENTS/ USER_AG ENTS_Al exa ; sid : 2002166; re v : 13; ) 

#New f rom Chr i s Taylor a nd t he User age nts p r oject 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P_PORTS (msg:"ET US ER_AGENTS Al exa Sea r ch Toolbar Use r -Agent 2 (A l exa Toolba r ) "; fl rn~: t o_se r ve r, established; content: " l0d 0a lUser-
Agent I 3a I"; cont e nt: "Al ex a Too l bar " ; d i stance : 0; 1,i i t hin: 200; pe r e:" / Use r -Agent \ : { "\n ] +Al e xa/ i "; c l asstype: trojan- acti vity; r e f e r ence : url , doc . eme r gingth r eats. net / 2008085; 
ref e r e nce: u r l , 1'11-r.>1 . emergingthreats . net / cgi-bin/ cvs1,ieb . cgi / sigs / USE R_AG ENTS/ US ER_AGENTS_Alexa; sid: 2008085; r e v : 6; ) 

# New from Chris Taylor a nd t he User age nts p r ojec t 

• 
a l ert tcp $HOME_NET a ny - > $EXTERNA L_ NE T $HTT P_PORTS (msg : " ET USER_AGE NTS Al tnet Pee r Po in ts Ma nage r Tr aff i c"; flow: establi shed ,to_ se r ver; content:"User-Age nt l 3a l " ; nocase; 
content : "Peer Po in ts " ; within: 150; pe re: " / Use r -Agent \ : ( "\n ] +Peer Point s / i "; classtype: pol icy-v i olat i on ; r eference: ur l , doc . eme r gingth r eats . net / 2001640; 
ref e r e nce: u r l , h'L-r.>i . emergingth reats. net / cgi-bin / cvs1,ieb . cgi / s i gs / USE R_AG ENTS/ USER_AGENTS_Al t net; sid: 2001640; rev : 20 ; ) 

#New f rom Chris Tay l or a nd t he User age nts p r ojec t 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTT P _ PORTS (msg: " ET US ER_AGENTS AntiVe r mi ns . com Fake Antispy\\la re Pa ckage Use r Age nt"; flm,i : t o_se r ver ,established ; content : "Use r -Agent I 3a I" ; 
nocase; cont e nt : "AntiVe r minse r " ; wi t h in : 150; pere : " / User -Age nt \ : ( "\n ] +Ant i Ve r mi nse r / i " ; c la sstype: t r o j an-act i v ity ; r ef e r e nc e : u r 1 , dcc .emergingthreats . net / 2003336; 
ref e r e nce: u r l , \\IWL>i . emergingthreats . net/ cgi-bin / cvs 1,ieb . cgi / s igs / US ER_AGENTS / US ER_AG ENTS_Antive r min ; sid : 2003336; r e v : 7; ) 

# New from Chri s Tay l or a nd t he User age nt s p r oject 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P _PORTS (msg : " ET USER_AG ENTS Antive r mi ns . com Spywa r e / Adware Use r -Age nt ( Ant i Ve r mea ns ) "; fl rn~: to_ser ve r , es tablis hed; content : "Use r -Agent I 3a I 
Ant i Ve r mea ns •·; nocase; e l ass t ype: t roj a n • ac t i v i t y ; r eference : ur 1, 'll'IJW . b l eepingcomp ute r . com/ f o r ums / t op i c69886. ht m; r eference: u r l , do c . eme r gi ngth r ea t s . net/2003531 ; 
ref e r e nce: u r l , 1'11-r.>1 . emergingth reats . net / cgi-bin / cvs1,ieb . cgi / sigs / USER_AGENTS/ USER_AGENTS_Antive r min; sid : 2003531 ; rev : 6; ) 

#Ne\'J f rom Chri s Taylor a nd t he Use r agents p r ojec t 

• 
a l ert tcp $HOME_NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (msg : .. ET USER_AGENTS Topli st. e z Related Spy L>ia r e Us e r -Age nt ( B~Yl Toplist ) " ; f!Olo/ : to_ se r ver , established; content : "Use r -Agent I 3a I BWL 
Toplis t " ; nocase; clas stype : trojan - ac tiv i t y; r e f e renc e : u r l , doc . eme r gingth r eats . net / 2003505 ; r efe r ene e: ur l , WWl>i . eme r gingthr eat s . ne t / cgi- bi n/ c vsweb . cgi / sigs/ USER_AGEITTS/ USER_ AGENT5_BWL; 
s i d :2003505; r ev :6; ) 

#by ev ilghos t 

• 
#a l e r t t cp $HO'\E_NET any - > $ EXTER NAL_NET $HTTP _PORTS (msg : " ET USE R_AGE NTS Sus picious Non - Esca pi ng backs l as h i n Use r -Age nt OUt bou nd" ; fl m,i : establis hed, t o_se r ve r ; c ontent: " l0d 0a I Use r -
Agent I 3a I"; nocase; content: "I SC I"; L,i ithi n: 200; content: ! "I SC I Cit r i x I SCI ICA Client I SCI "; nocase; pe r e: " / Use r -Age nt \ : . • [ " \ x5c ] \ x5c [ " \ x5c \ x3d \ x2f\ x3b \ x28 \ x29 ] +/ i "; classtype: bad- un known ; 
ref e r e nce: u r l , \\IWL>i . w3 . o r g/ Pr ot oco l s / r f c2616/ r f c2616- s ec14 . html ; r eference : ur 1 , mws . ama zon . com/ docs / de vGui de/ Use r Age nt . ht ml; r ef e r e nce: u r 1 , doc. emerg ingthreat s . net / 2010721 ; 
r e f e r ence: u r l , h'L-r.>i . emergingth r eats . net / cgi-b i n / cvs 1,ieb . cgi / sigs / USER_AGENTS/ USER_AGENTS_Backs lash; s i d: 2010721 ; r ev : 5; ) 

#by ev ilghos t 

• 
#a l e r t tcp $EXTERNAL_NET a ny - > $HOM E_NET $HTT P_PORTS (msg :"ET USER_AGENTS Sus picious Non - Esca pi ng backs l as h in Use r - Age nt Inbo und "; fl o1" :es ta blished , t o_ser ve r ; content : '"l0d 0a lUse r • 
Agent I 3a I"; nocase; content: "I 5C I"; Lo/ ithi n : 200; content: ! "I 5C I Ci t r i x I SCI ICA Client I SCI " ; nocase ; pe r e: " / User -Age nt \ : . • [ "\x5c] \ x5c [ " \ x5c \ x3d \x2f \ x3b \ x28 \ x29 ] +/ i " ; classtype : bad-un known ; 
ref e r e nce: u r l , www . w3 . o rg/ Pr ot oco l s / r f c2616/ r f c2616- sec14 . html ; refe rene e: ur 1 , mws . amazo n . c om/ docs / de vGuide/ UserAge nt. ht ml; r ef e r e nce: u r 1, doc. emergingthreat s. ne t /2010722; 
ref e r e nce: u r l , 1'11-r.>1 . emergingthreats . net / cgi-bin/ cvs1,ieb . cgi / sigs / USER_AG ENTS/ US ER_AGENTS_Bac ks lash; s i d : 2010722; rev : 5; ) 

#by evilghos t 

• 
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a l e r t tc p $HOME_ NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg : " ET US ER_AGENTS Ba i du .com Age nt Use r -Agent ( Des kto p l.Jeb System)"; flow: t o_se r ve r ,es t ab li s hed ; cont e nt: "Use r -Agent !Ja l Des kt op 
1.Jeb Sys tem" ; nocase; e l ass t ype : t ro j an-activ i t y; r e f e r ence: u rl , doc . eme r g i ngt h reats . ne t / 2003604; r ef e r e nce : u r l, ww,.,. . emerg i ngth r eat s . net / cgi -
b i n/ cvsweb . cgi / sigs / USER_AG ENTS/ USER_AG EITTS_Ba idu; s id : 2003604; r ev : 6; ) 

#by evilghos t 
# 
ale r t tcp $HOME_NE T a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (msg :"ET US ER_AG ENTS Ba i du .com Re l ated Age nt Use r -Agent ( i ex p)" ; fl ow: t o_se r ver , es t a blished ; content : " l0 d 0a lUser-Age nt l 3a l iexp" ; 
noc ase; c l asst ype : t r o jan- activ i t y ; r ef e r ence : url , doc . eme r gi ngth rea t s . net /2003608 ; r e f e r ence: u r l , M'ilW . eme r g i ngth r ea t s . net / cgi - b i n/ cv s1<Jeb . cg i / s i gs / USE R_AG ENTS / US ER_AGENTS_Baidu ; 
s i d : 2003608; r ev :7; ) 

#by evilghos t 
# 

ale r t t cp $HOME_ NET a ny - > $ EXTERNA L_NET $HTT P _ PORTS (msg : " ET USER_AG ENTS TROJAN Ban kSni f / Net he l pe r Use r Age nt " ; flow: t o_se r ve r , es t a blis hed; content : "User -Agent I 3a I "; nocase; 
cont e nt: "net he l pe r " ; wi t h in : 150; pc r e : " / Us er-Age nt \ : ( "\n ] +ne the lper / i " ; clas s t y pe: t r oj an - ac tiv i t y ; r e f e r e nce : u r l , doc . eme r gingt h reats . net /2002877 ; 
r ef e r e nce : ur 1 , ww,<J . eme r g i ngt h reat s . net / cgi- bin/ cvs1.~eb . cgi / s i gs / US ER_AG ENTS/ US ER_AGENTS_ Banks ni f; s i d: 2002877 ; r e v : 11 ; ) 

#by evilgho s t 
# 
ale r t tcp $HOME _NE T a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (msg:" ET US ER_AG ENTS Bett e r Int e rnet Spyware Use r Agen t Activity ( t hna ll )" ; flo1,, : t o_s e r ver , es t ablishe d ; cont ent : "User-Ag ent l 3a l " ; 
nocase; cont e nt : "THNAL L" ; wi t h i n : 150 ; pe r e : " / Use r- Age nt \ : [ "\n] +THNAL L [ " \ n ] +\ . EXE / i " ; c l ass t ype : t ro j a n - ac t i v i t y; r ef e r en e e: ur l , d oc . eme rgingt hre at s . net / 2002002 ; 
r ef e r e nce : url , WM<J . eme r g i ngt h r eat s, net / cgi -bin/ cvs web . cgi / sigs / US ER_AG ENTS/ USER_AGENTS_Bette r I nte r e ne t; sid : 2002002; r e v : 28; ) 

#by ev ilghos t 

• 
ale r t t cp $HOME_NET a ny -> $ EXTE RNA L_NET $HTT P_ PORTS (msg:" ET USER_AG ENTS Bett e r Int e r net Spywar e Use r Agent Ac t i vity (polle r ) " ; flow: t o_se r ve r , es t ablishe d ; cont ent :"Use r -Ag ent l 3a l " ; 
nocase; cont e nt : "Po lle r " ; with i n : 150; pe r e : " / Use r -Ag ent \ : [ "\n] +Poller / i " ; cl as s t y pe: t r o j an-ac t i vi t y ; r ef e r e nc e : u r l , doc. emerg i ngth r eat s . net / 2002005; 
r ef e r e nce : ur l , ww,<J . eme r g i ngt h r eat s . net / cgi - bi n/ cvs1.~eb. cgi / sigs / US ER_AG ENTS/ US ER_AG ENTS_ Bette r l nterene t ; sid : 2002005 ; r e v : 26; ) 

#by jami e blasco a t alienvault 

• 
ale r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P _PORTS (msg: " ET USER_AG ENTS \\l i n32 .Onl i neGame s User Age nt Oet ected ( Bigfoot )" ; flow: t o_se r ve r , es t ablis hed ; co nt e nt: " I 0d 0a I Us e r -Agent l3a I 
BigFoo t "; nocase; clas s t y pe: trojan - ac tivity; r e f e r ence: url , doc . emergingt hr ea ts . net / 2010678 ; r efe r e ne e: u r l , WW\.,. , eme r gingt h r ea t s . net / cg i -
b i n/ cvs ,.,.eb . cgi / sigs / US ER_AGENTS/ USER_AGEITTS_ Bi gfoo t ; s id : 2010678; r ev : 3; ) 

# by Pe dr o Marinho 
# 
a l e r t tcp $HOME _NE T a ny - > $ EXTE RNA L_NET $HTT P _ PORTS (msg: ··e r US ER_AG ENTS Susp i cious Us e r Age nt Bl ueS ky " ; f101.,. : t o_se r ver , e s t a blis hed; content: "I 0d 0 a I Us e r -Agent i 3a I Bl ue5 ky l0 d 0 a l " ; 
class t ype : t r ojan-activ i t y ; ref e r e nce : ur l , doc . eme r g i ngt hr eat s. net /2011084; r ef e r ence: ur l , ww,~ . emergi ngth r eat s . net/ cgi - b i n/ cv s we b . cgi / s i gs / US ER_AGENTS / US ER_AGE NTS_BlueSky; s i d: 2011084; 
r ev : 3 ; ) 

#by Pe dro Mari nho 
# 

ale r t t cp $HOME_NET a ny -> $ EXTERNA L_NET $HTT P _PORTS (msg: " ET USER_AG ENTS Br 01-J ser aid . com Agent "; flow: to_se r ve r , establi s he d ; cont ent: "Use r -Agent I 3a I"; nocase ; cont ent : " Browse r Adv"; 
,.,. ithi n : 100; per e : " / Us e r -Agent \ : [ "\n ]+Br o,.,.ser Adv/ i "; cla sst ype : t r o jan -a ctiv ity ; ref e r ence: ur l , ,.,.w1.<J . br o,.,.sera id . com; r ef e r e nce : ur l , doc . emer gingth r eat s. net / 200129 5; 
r ef e r e nce : ur 1 , M•M . eme r g ingth r eat s . net / cgi - bin/ cvsweb . cgi / sigs / US ER_AG ENTS/ US ER_AG ENTS_ Br o1.,.se r a id ; s i d : 2001295; r e v : 20 ; ) 

#by Pe dro Marinho 
# 
ale r t tc p $HOME_NE T a ny - > $ EXTE RNA L_NET $HTT P _ PORTS (msg: " ET US ER_AG ENTS Coolt,/ebSea r c h Spywa r e Use r •Agent ( i ef ea t s l ) "; flo1<J : t o_s e r ve r , establis hed ; cont ent : " I 0d 0 a I Use r •Age nt I 3a I 
ief ea t s l " ; nocase ; c l a sst y pe : t r o j an-act i v i ty; r ef e r e nce : u r l , www . appl i catio ns i gna tu r es. com/ bac ke nd/ i ndex. php ; r e f e r ence: u r l , doc . eme r g i ngt h r ea t s . ne t / 2003570 ; 
r ef e r e nce : url , M-n<J. eme r g i ngth reats, net / cgi - bin/ cvsweb . cgi / s i gs / US ER_AG ENTS/ USER_AG ENTS_CWS; sid : 2003570; r e v : 7 ; ) 

#by Pe dr o Ma rinho 

• 
ale r t t cp $HOME _NE T a ny -> $ EXTE RNA L_NET $HTT P _ PORTS (msg : " ET US ER_AG ENTS CoolWebSea r c h Spywa r e {Fea t ) "; flow: t o_se r ve r ,es t a blished; cont e nt : "I 0d 0 a I Use r -Agent i 3a I Fe at " ; noca se; 
cla ss t yp e : t r o j an- a ctiv i t y; r ef e r e nce : ur l , wM<J . s pywa r eguide . com/ pr oduct _s how. php? id=599; r e f e r e nce : ur l , WI\I\V3 . ca . com/ secu r i t yadvi so r / pes t / pest . a s px? i d=453075759; 
r ef e r e nce : ur l , WM<J . doxdesk. com/ pa ra s ite / Cool\.Je bSea r ch . ht ml ; r efe r ence : ur l , d oc . emergi ngt hr ea t s . net / 2002160; r e f e r ence: u r 1 , WM~. emergingthrea ts . net / cg i -
b i n/ cvsweb . cgi / s i gs / US ER_AGENTS/ USER_AGEITTS_CWS ; s i d : 2002160; r ev : 15; ) 

#from the spywa r e lp 
#by mat t j onkman 
# 
##a l ert t cp $HOME_NET any -> $ EXTER NA L_NET $HTTP _PORTS ( msg : " ET DE LETE D Casa l emedia . com Re l at e d Use r Agent (0 0 . .. ) " ; fl 01~: es t ab lished, to_se r ve r ; cont ent : " le d 0a I Use r -Agent I 3a I 
0 I 3a I 0 I 3a I"; pc r e : .. /\ x0d \ x0aUs e r •Agent \ : 0 \ : 0 \ : [ "\n] {120 }/" ; class t yp e : t r o j a n-activ i t y; r ef e r e nce : ur 1 , doc . eme r gingth r eat s . net /2007647; r e f erence: ur l , w1'll.~ . emergingthr eat s . net/ cgi ­
b i n/ cvs ,.,.eb . cgi / s i gs / US ER_AGENTS/ USER_AGENTS_ Casa l emedi a ; s i d: 2007647; r e v : 8; ) 

#from t he spy..,.a r e lp 
#by mat t j onkman 

• 
ale r t t cp $HOME_NET a ny -> $ EXTE RNA L_NET $HTT P_PORTS (msg:" ET USER_AG ENTS Casino Re l at ed Spywa r e Use r -Age nt Detec t ed (Vi pe r 4 . 0 ) "; flow:e s t a blis hed , t o_se r ver ; conte nt : " l0d 0a lUs e r -
Agent I 3a I Mo :d lla/ 5. 0 ( compa t ib l e, Vi pe r 4 . 0 ) I 0d 0a I" ; class t ype : t r oj an-activity ; r e f e r ence : u r l , doc . eme r g i ngt h r ea t s . ne t / 2008586 ; r ef e r e nce : u r l , M'ilW . eme r g i ngth r eat s . net / cgi ­
b i n/ cvsweb . cgi / sigs / US ER_AG ENTS/ USER_AGEITTS_Cas ino; s id : 2008586; r ev : 5; ) 

#by jai me bl a s co of alienvault 
# 
a l e r t tc p $HOME _NET a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (msg : "ET US ER_AG ENTS chnsys t em . com Spywa r e Use r •Agent (Updat el . 0 ) " ; f1 01v:es t ablis hed, t o_server; content : " l0d 0a lUser -Agent l 3a l 
Updat e l . 0 " ; cla ss t ype : t r ojan -act i v i t y ; r ef e r e nce : u r l , doc . eme r gingt hr e at s . net / 2010680; r efe r ence : ur l , www. emer gi ngt hr eats .net /cg i - bin/ cvsweb . c gi / s i gs / US ER_AGE NTS/ USE R_ AGENTS_Ch nsystem; 
sid : 2010680; r ev : 3 ; ) 

#by pe dro mari nho 
# 

ale r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P _PORTS (msg: " ET USER_AG ENTS Susp i cious User-Agent ( Clic kAd sByI E) "; fl 01.,. : t o_se r ve r , established; cont ent: " I 0d 0a I Use r -Agent I 3a I 
Clic kAdsBy I E" ; cla sst ype : t r o j a n -ac t i v i t y ; r ef er ence: url , doc . eme r g i ngt hrea t s . net / 2010220; r e f e r ence : ur l , Mw, . eme r g i ngth r ea t s . net/ cgi-
b i n/ cv s,~eb . cgi / s i gs / US ER_AGENTS/ USER_AG EITTS_ClickAd s by IE ; s id : 2010220 j rev : 3;) 

#Matt Jonkma n f o r m SpyL~are l P Dat a 
# 
ale r t tcp $HOME_NE T a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (msg:" ET US ER_AG ENTS clic ks pri ng . com Spywar e I n s ta ll User-Age nt (CS Finge rp rint Modu l e ) " ; flovl :to_server,est a blis hed ; con t ent : " (0d 
0 a I Use r -Agen t I 3a I CS F i ng er p rint ,.'lodu l e " ; nocase ; e l asst ype : t roj an - ac tiv i t y ; r eference : ur l , doc. eme r g ingthr eats . ne t / 20034 25 ; r ef e r e nce: ur 1 , 1w,w . eme r g i ngt hr ea t s . net / cg i -
b i n/ cvsweb . cgi / sigs / US ER_AG ENTS/ USER_AG ENTS_Clickspring; sid: 2003425; rev : 8 ; ) 

#Matt Jonkma n fo r m Spyware l P Dat a 
# 
ale r t t cp $HOME_NE T a ny -> $ EXTE RNA L_NET $HTT P_ PORTS (msg:" ET US ER_AG ENTS Su r facc ur a cy .com Spywa r e I ns tall Use r -Agent {SF I ns t alle r ) " ; flo1<J : t o_s e r v er , es tabli shed; cont ent : "Use r ­
Agent I 3a I"; nocase; cont e nt : "SF I ns t a lle r "; 1,Ji thin : 150; pe r e : " / Use r -Agent \ : [ "'\n ]+SF I ns t a l l e r / i "; c l asstype: tro j a n -activ i t y; r eference : ur l , doc . emergingt hr eats. ne t / 2003428; 
ref e r e nce : ur l, 1wn<J . eme r g ingt h r e at s . net / cgi -b i n/ cvsweb . cgi / sigs / US ER_AGENTS/ USER_AGENTS_Cl ic kspri ng ; s id : 2003428; r ev : 9 ; ) 

#Matt Jonkma n f orm Spywa r e l P Data 
# 
ale r t tc p $HOl-'iE_NET a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (msg : " ET USER_AG ENTS xxxt ool ba r . c om Spywa r e I ns tall User-Agent " ; flow: t o_se r ve r , es tablis hed; co nte nt : " l0 d 0a lU.s e r -Age nt l 3a 32 8b 86 
8 5 86 Be 85 86 8c 0d 0a I"; nocase; classtype: t r o j a n - act i v i t y ; r e f e r ence : url, doc , eme r gingth rea t s. ne t / 2003429 ; r e f e r ence : u r l , MWI . eme r g i ngt h r ea t s . ne t / cgi-
b i n/ cvsweb . cgi / sigs / US ER_AG ENTS/ USER_AG ENT S_Clickspring; sid : 20034 29; rev : 8; ) 

#Mat t Jonkma n fo r m Spywa r el P Dat a 
# 
ale r t t cp $HOME _NE T a ny -> $EXTE RNA L_NET $HTT P_ PORTS (msg : " ET USER_AG ENTS Commo nName . com Spy,,1a r e / Ad1,1a r e User -Agen t (Commo nName Age nt ) " ; flo1,l :to_se r ve r, e s t a blishe d ; cont e nt : " l0 d 0a lUser­
Agent I 3a I CommonName " ; nocase ; e l ass t ype : t r oj an -ac t i vity; r ef e r e ne e: u rl , WW!..,. . pestpat r ol. com/ spywa r e ce nte r / pest . aspx? id=453078618; r ef e r e nce : u r l , doc . emerg i ngt h r eat s . net / 2003 532; 
r ef e r e nce : ur l , WM<J . eme r g i ngt h r eat s . net / c gi -bin/ cvs web. cgi / s i gs / USER_AGENTS/ USER_AGE NTS_Conrnonname; s i d : 200353 2 ; r e v : 7; ) 

#Matt Jonkma n f o r m Spy1~are l P Dat a 
# 
alert tcp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_ PORTS (msg : "ET USER_AGENTS Cont ext Pl us Spywa r e Activ i t y {1 ) " ; flow: es tabli shed,to_serv er ; c ontent :"Us e r - Age nt l 3a l " ; nocase ; 
content: "Ap r o pos " ; wi t h i n : 150; pe r e: " / User -Age nt \ : [ "\n] +Ap r o pos / i " ; c l ass t ype : trojan- acti v i t y ; r e f erence: url , doc, eme r gi ngt hr ea t s. net / 2001703 ; r e f e r ence : url, MWI . eme r g i ngt h r eats . net/ cgi­
b i n/ cvs,.,.eb . cgi / sigs / US ER_AG ENTS/ USER_AG ENT S_Context Plus ; s i d: 2001703 ; rev : 30 ; ) 

#Matt Jonkma n f o r m SpyL~areLP Dat a 
# 
a l e r t t cp $HOME_NE T a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (msg:" ET US ER_AG ENTS Cont e xt Pl us Spywa r e Activity {2 ) " ; flow: es tabli shed,to_se r ver; content :"Use r -Age nt l 3a l " ; nocase; 
content: " Envo l o " ; with in : 150; pe r e: " / Use r -Age nt \ : [ "\n ]+Envo l o/ i"; class t ype: t r o j a n-act i vi ty; r e f e r e nce: u r 1 , doc . eme rg i ngth r eat s . ne t / 2001706; r ef e r e nce: u r l , wi...w . eme r g i ngth r eat s . net / cg i • 
b i n/ cvsweb . cgi / s igs / US ER_AGE NTS/ USER_AGENTS_Cont ext Plus; s i d : 2001706; rev : 31 ; ) 
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#Matt Jonkma n f o r m SpyLoJa r e LP Data 

• 
a l ert tc p $HOME_NE T a ny - > $EXTERNA L_NE T $HTT P _PORTS (msg : "ET USER_AGENTS Context Plus Us e r Agent ( PTS) " ; fl ow: t o_serve r , e stablis he d; content: " l0d 0a J Use r •Agent I 3a I PTS" ; 
e l asst ype : t r o j an-act i v i t y ; r ef e r e nce : url , WL,Jl,oJ . co nt ext pl us . ne t ; r efe r e nce: u r 1, dcc. eme rgingth reats. net / 2002403; r e f e r e nce: u r l , '""""' . eme rgingth r eat s . net / cgi · 
b i n/ cvswe b . cgi / s i gs/ USER_AGENTS/ USER_AGEITTS_Context Pl us; s i d : 2002403; r ev : 10; ) 

# f r om s pywa r e l p 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P _PORTS (msg : " ET USER_AGENTS Cpus hpop . com Spy1-Ja r e Use r Agent (CPUSH_UPDATER ) " ; flow: establi s he d , to_ se r ve r ; co ntent: " l0 d 0a !Use r -Agent I 3a I 
CPUSH _"; e l a sst ype: t r o j a n-ac t i v i t y; r efe r e nc e : ur l , doc. eme rgingthr eats . net / 2006553; r eference: ur 1 , wvN1. eme r g ingth reats . net / cg i - bin/ c vswe b . cg i / sigs / USE R _AGENTS/ USER_AGENTS_C push; 
s i d : 2006553; r ev :7; ) 

#by pe dro mari nho 

• 
a l e r t tcp $HOME_NET a ny - > $EXTE RNA L_NE T $HTT P_ PORTS (msg : " ET USER_AGENTS Susp i cious Use r -Age nt (Cus t omSpy ) " ; flow:to_serve r ,es t ablis he d; co ntent: " l0 d 0a l Use r -Age nt l 3a l l28 ICustomSpy l 29 
ed 0a I"; e l asst ype: t r o j a n- activ i t y; r ef e r e nce : ur l , doc . eme rgingthr eats . net / 2011271 ; r efe r e nce: ur l , wvM . eme r g ingth reats . net / cgi- bin/ c vs~ie b . cg i / s i gs / USE R_AGENTS/ USE R_AGENTS_Cust oms py ; 
s i d : 2011271; r ev :3; ) 

# j eremy a t s udosec ur e 

• 
a l ert tc p $HOME_NET a ny - > $ EXTE RNA L_NE T $HTT P_ PORTS (msg : "ET USER_AG ENTS Deepdo Toolba r Use r •Agent ( Fa vUpdate ) "; flmoJ :establi s hed , to_serve r ; content : " l0d 0a lUse r -Agent l 3a l FavUpdate"; 
c l asstype: t r o j a n-act i v i t y ; r ef e r e nce: url , r esea r ch. sunbel t -soft 1oJa r e , com/ t h r eatd i s play . as px? name=Deepdo%20Toolba r &t hr eatid =129378; r ef e r e nce: u r l , dcc . emer g i ngth r eat s. net / 2008457 ; 
r e f e r e nce: u r l , WLoJw . emergingthreat s . net/ cgi • b i n / cvs 1-Jeb. cgi / s i gs / USER_AGENTS/ USER_AGENTS_Dee pdo; s i d: 2008457; rev : 7; ) 

#Sa ndnet a na l ys i s 

• 
a l e r t t cp $HOME_NET a ny - > $ EXT ERNAL_N ET $HTT P_PORTS (msg : " ET USE R_AGENTS Oeepdo .com Toolbar/ Spy1oJare Use r Age nt ( De e pdoUpda t e ) " ; flow: establis hed , t o_se r ve r ; cont ent : " l0 d 0a lUser-
Agent I 3a I Dee pdoUpdate/ " ; nocase; classtype: t r ojan - activ i t y ; r efe r e nce: u r l, dcc eme rgingth reats . net/ 2006386; r efe r e nce: u r l , '""""' . eme rgingth r ea t s . net/ cgi -
bin/ c vswe b . cgi / sigs/ USER_AGENTS/ USER_AGEITTS_Dee pdo ; s id : 2006386 ; r ev : 7; ) 

#Sa ndnet a na l ys i s 

• 
a l ert tc p $HOME_NE T a ny - > $ EXTE RNA L_NE T $HTT P_ PORTS (msg : " ET USER_AGENTS sg r unt Di a l e r Use r Age nt ( sgrunt ) " ; flow:to_se r ve r , establis he d; co ntent : " User -Agent l3a l " ; nocase; 
c ontent : " sg runt " ; wi t h i n : 150; pe r e : "/ Use r - Age nt \ : [ "'\n ] +sg r unt / i " ; c la sstype : troj an- a ct i v i t y ; r ef e r e nc e : u r l , www3 . ca. com/ securi t ya dviso r / pest/ pest . as px? id=453096347 ; 
ref e r e nce: u r l , doc . eme r gingth reats . net / 2003385; r efe r ence : ur 1, W\,J\oJ . eme r g ingthr eats . net/ cgi - bin/ cvs web . cgi / s i gs / USER_AGENTS / USER_AGENTS_Di a l e r ; s i d : 2003385; r e v : 7; ) 

#Sa ndnet a na l ys i s 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_N ET $HTT P_PORTS (msg : " ET USER_AG ENTS di a l no Dia l e r Us e r Age nt ( d ia l no )"; flo1"1 :to_se r ve r , establis he d; co ntent : " User-Age nt l3a l " ; nocase; 
content : "d i a lno"; wi t h i n : 150; pe r e : "/ Us e r • Age nt \ : [ "'\n ] +dia l no/ i " ; t hr esho ld : t y pe limi t , count 5 , seconds 60, t r ack by _s r c; classtype : t ro j a n - activity ; 
ref e r e nce: u r l , WLoJI-J3. ca . com / secu r i t ya dviso r / pes t / pest . as px ? i d =453096347; r efe r ence : ur l , doc. eme r gingth r eat s. net /2003387; r e f e r ence: ur l , www . eme r gingt hr eats. net / cg i ­
b i n/ cvswe b . cgi / s igs/ USER_AGENTS/ USER_AGEITTS_Di a l er; s id : 2003387; r ev : 8 ; ) 

#Sa ndnet a na l ys i s 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P _PORTS (msg : " ET USER_AG ENTS Dr opspam. com Spywa r e I nsta ll Use r -Agent ( DSinstall ) " ; flmoJ : to_ se r ver , establi s hed ; content : "Use r -Agent I 3a I" ; 
nocase; cont e nt : "DSi nstall"; LoJ ithin : 150; pc r e : " / Use r -Age nt \ : [ "'\n )+DSi nsta l l / i " ; classt y pe : t r o j an -ac t i vi t y ; ref e r e nce : u r 1, doc . eme r gingthr e ats. net / 2003439; 
refe r e nce: u r l , WLoJI~ . eme r gingth reats . net / cgi- b i n/ cvs 1oJeb . cgi / s i gs / USER_AGENTS/ USER_AGE NTS_Dr opspam; sid: 2003439 ; rev : 7; ) 

#Sa ndnet a na l ys i s 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg : " ET USER_AG ENTS EELoade r Use r -Agent - Un known ( mul ti ple ) Ma l ware Pac kages " ; f10 1"1 : t o_serve r , es t ablished ; content:" l0d 0a lUser-
Agent I 3a I EE Loader" ; no case; c l asst ype : t r ojan - activity ; r ef er enc e : url, doc . eme rgingthr eats . net / 2003613; r ef e r e nce: ur l , LoJ1oN1 . eme r g i ngthr eats . net / cgi-
b i n/ cvswe b. cgi / sigs/ USER_AGENTS/ USE R_AGENTS_ EE Loade r ; sid : 2003613; r ev :8; ) 

#Sandnet a na l ys i s 

• 
a l ert tc p $HOME_ NET a ny - > $ EXTE RNA L_NE T $HTTP _PORTS (msg : •' ET MALL-JARE EZULA Spywa r e Use r Agent " ; flow: establishe d, t o_ se r ve r ; co ntent: " l0 d 0a IUse r -Age nt I 3a ] ez ul a '"; classtype : t r oj a n-
ac t i v i t y ; reference : ur l , doc. eme r gingth r eats . net/2001854; r efe r e nce : ur l , ~Mw . eme r gingth r eats. net / cgi-bin/ cv swe b . cgi/s igs / USE R_AGENTS/ USER_AG ENTS_EZULA; sid : 2001854 ; r e v : 22 ; ) 

#Sa ndnet a na l ys i s 

• 
a l ert tc p $HOME_NET a ny • > $ EXTE RNA L_NE T $HTT P_PORTS (msg : .. ET USER_AG ENTS Ezu l a Re l at ed Cal ling Home " ; flow: t o_se r ve r , establi s hed; co ntent :" l0d 0a lUs e r -Age nt l 3a l mez l0d 0a l " ; nocase; 
e l asstype: t ro j a n- acti v i t y ; r e f e r ence : url , 1""""' . ez u l a . com; r efe r e nce : ur l , ~Nrw . spya ny. com/ pr og r am/ a r t ic l e_s p1'l_ r m_eZul a . ht ml ; r efe r e nce : u r l , doc . eme r gingthr eats, net/ 2000586; 
ref e r e nce: u r 1 , www . emergi ngth reats . net/ cgi-b i n / cvs 1~eb . cgi / s i gs / USER_AGENTS/ USER_AGENTS_ EZULA; s id : 2000586; re v : 30; ) 

#Sa ndnet a na l ys i s 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg : " ET USER_AG ENTS Eas y Sea r ch Bar Spyware Use r Age nt " ; fl ow: establishe d,to_se r ve r ; co ntent : " l0d 0a JUse r -Agent l 3a l ESB"; 
e l a ss t ype: t r o j an - acti v i t y ; r e f e r ence : url , doc . eme rgi ngt hrea t s . net/ 2001853; ref e rence: u r l , WL>J\>l . eme r g i ngt h r ea t s. ne t / cgi- b i n/ c vswe b . cgi/ s i gs / US ER_AGENTS/ USE R_AG ENTS_EasySea r c h; sid : 2001853; 
rev : 23; ) 

#by matt j onkman 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NE T $HTT P_PORTS (msg : " ET USER_AGENTS Er r o r Nuke r Fa keAV Us er-Age nt ( ER RN2004 (Wi ndows XP)) " ; flow: established, t o_serve r ; content : "G ET "; de pt h : 4 ; 
content : "I 0d 0a !Use r -Agent I 3a l ERR N200"; class t ype : t r o j a n-ac t i v i ty; r ef e r ence : ur l , doc . emerg i ngth r eat s . ne t / 2009861 ; r ef erence: u r l , wi.,n.oJ . e mer g i ngthr eat s . net / cgi -
b i n/ cvswe b . cgi / sigs/ US ER_AGENTS/ USE R_AGENTS_ ErrorNuker ; s i d : 2009861 ; r ev : 4 ; ) 

# by ma tt j onkma n 

• 
a l ert tc p $HOME_NET a ny - > $ EXTE RNA L_ NE T $HTTP_ PORTS (msg : " ET USER_AGENTS Er r o r saf e . com Fa ke a nt i spyware Use r Age nt ( Error Safe Update r ) "; f l ow: t o_serve r , establis he d; co ntent: "Use r -
Agent I 3a I"; nocase; content : " Error Saf e Update r "; 1~ i t hi n : 1 50; pe r e : " / Use r -Age nt \ : [ "'\ n ] +E r ro rSafe Updater / i " ; clas sty pe: t r ojan-act i vity; r e f e r ence : ur l , doc . eme r ging th r eats , net/2003346; 
r e f e r e nce: u r 1 , WLoJI~ . eme r gingth r eats . net/ cgi • b in / cvs 1~eb. cgi / s i gs / USER_AGENTS/ USER_AGENTS_ Er ro r sa f e; s i d : 2003346; r ev : 7; ) 

# by ma tt j on kman 

• 
a l e rt tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTTP_ PORTS (msg:" ET USER_AG ENTS Evidence nuke r .com Fa ke AV/ Ant i -S py1va r e User-Age nt ( EVNUKER) " ; flm,i : to_ se r ve r ,establ i s he d ; content: " l0d 0a lUse r -
Agent I 3a I EVNUKER"; nocase; classt ype : t r oj an • activ i t y ; ref e r e nce : u r 1, doc . eme r g i ngth r eat s . net / 2003567; r e f e r e nce: u r l , WLwi. eme rgingt hreats . net/ cgi-
b i n/ CVSh"e b . cg i / sigs/ USER_AGENTS/ USER_AGENTS_Evi de nceNuke r ; sid : 2003569 ; r ev : 8; ) 

#by Jaime Bl asco 

• 
a l e r t tcp $HOME_NET a ny - > $ EXTE RNA L_ NE T $HTT P_ PORTS (msg : " ET USER_AGENTS Susp i cious User-Agent ( FaceCooker ) "; flow:to_ se r ver, establis hed; content: " l0d 0a lUser-Age nt l 3a l Fac eCooker"; 
nocase; classtype : t roj a n- activ i t y ; r efe r ence : ur l , doc. eme r g i ngth r eats . net/ 2010717; r efe r ene e : u r l , L,Jl,>J\>I . eme r g i ngthr eats . ne t / cg i - b i n/ cvsLoJe b . cg i / sigs / USE R_AGE NTS/ US ER_AGENTS_FaceCoo ke r ; 
s i d : 2010717 ; r ev :3; ) 

# matt jonkma n 

• 
a l ert tc p $HOME_ NE T a ny - > $ EXTE RNA L_NE T $HTTP_PORTS (msg : •' ET USER_AG ENTS I nte rnet-ant i v i ru s . com Re l ated Fake AV User-Agent Detected ( Update I nte r net Ant i v i r us ) " ; 
fla vi : establi s hed, to_se r ve r ; content : "I 0 d 0a I Use r - Age nt I 3a I Up da t e I nte rnet Ant i v i r us "; clas sty pe: t rojan -act i vi t y ; r e f e r e nce: u r l , doc . eme r gingthr eat s. net /2008647; 
r e f e r e nce : u r 1 , WLoJI-J . eme r gingth reats . net/ cgi • b i n/ cvs 1~eb . cgi / s i gs / USER_AGENTS/ USER_AGENTS_FakeAV; s i d: 2008647; r ev : 6; ) 

# by Ped r o Ma ri nho 

• 
a l ert tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P_ PORTS (msg : " ET USER_AG ENTS Wi nf i xer Tr o j an Re l ated Use r -Age nt De t ected ( Elect roS un Netl nsta ll er ) "; flow: establis he d , t o_ se r ve r ; 
content : "I 0d 0a I User •Age nt I 3a I El ectroSun " ; classty pe : t roj an-activity ; r ef e r e nce: u r 1, doc . eme r gingt h r eats . net/ 2008608; refe r e nce : u r l , WWIY . eme r gi ngt h r eats . net / cg i • 
b i n/ cvswe b . cg i / sigs/ USER_AGENTS/ USE R_AGENTS_F akeAV ; sid : 2008608; r ev : 6; ) 

#by Pe dro Ma ri nho 

• 
a l ert tc p $HOME_N ET a ny - > $ EXTE RNAL_ NE T $HTT P_ PORTS (msg : " ET US ER_AG ENTS ma l 1oJare1vi pe update . com Spywa r e User-Age nt (Ma l wa r el.J i pe ) "; flow:to_ se r ve r , es t ablis he d; co nt ent: " l0d 0a lUse r -
Agent I 3a I Ma llva r e L-li pe I 0d 0a I"; nocase ; clas s t ype: t r o j a n - act i v i t y ; r e f e r ence : url , WIYIY . ma l wa r ewi peupdate . com; r ef e r e nce : u r l , r esea r c h . sunb e l t- softwa r e . com/ t hr eatdi splay . as px? 
name=Ma b a r eWi pe&t hr eatid ='43086; r efe r e nce : u r 1, doc . eme r g ingth r eats. net/ 2003489; r e f e r e nce : ur l , WIYloJ . eme r g i ngthr eat s. net / cg i - b i n/ cvs ,veb . cgi / s i gs / USE R_AG ENTS/ USER_AGEITTS_Fa keAV ; 
sid :2003489; r ev :9; ) 

# by Pe dr o Marinho 

• 



12/21/2022 10:57:48 AM

a l e r t t cp $HOME_NET any - > $ EXTE RNA L_NET $HTT P_PORTS (ms g :" ET USE R_AGE NTS Vi r us bla s t . com Fa ke AV/ Anti •Spy~.1 ar e Use r •Agent ( ad - p r o tec t ) " ; flow:to_ se r ve r , est ablishe d ; conten t : " l0d 0a lUs e r • 
Age nt I 3a I ad · protect"; nocase ; classtype: t roj an-activ i t y ; r efe r e ne e: u r 1, s pywa r e warrio r . com/ r o gue_a nti · spywar e . ht m; r ef e r ence: u r l, wwi,i . v i r u sb l ast . com ; 
r e f e r e nce : ur 1 , doc . eme r gingth r eats . net /2003476 ; r e f e r e nc e : ur l,ww,,i . emer g ingthr e at s . net / cgi- bin/ cvs 1,ie b . cgi / s i gs / USE R_AGENTS/ USER_AGE NTS_F akeAV ; s i d: 2003476 ; r e v : 7 ; ) 

#by Pe dro Marinho 

• 
a l e r t t c p $HOME_NET any · > $EXTE RNA L_NET $HTTP _PORTS (msg: " ET USER_AGENTS Te rmi ne xo r . com Spy~,a r e Use r · Agen t (Di nsta lle r 2 ) " ; flow : t o_se r ve r , established; content : " I 0d 0a ] Use r · Age nt I 3a I 
Dinsta l l e r " ; noca s e; c l assty pe : t r o jan-acti v i t y; r ef e r ence : u r 1, www . term i ne xor . com; r efe r ence : ur l , net r n . net / s pywa r e blog/ a r chi ves/ 2004/ 12/23 / more- r i p-off - wa r e- t e r mi nexo r ; 
r e f e r e nc e : ur l , doc . eme r gingth r eat s . net /2003477 ; r e f e r e nc e : ur l,Wl'1\>J . emer g ingthr e ats . ne t / cgi - bin/ cvs1,ie b . cgi / sigs / USE R_AGENTS/ USE R_AG ENTS_F akeAV ; s i d : 2003477 ; r e v : 7 ; ) 

#by Pe dro Nar i nho 

• 
a l e r t tc p $HOME_NET any - > $ EXTERNA L_NET $HTT P _ PORTS (ms g: " ET USE R_AGENTS Er r o rnu ke r . com Fa ke Anti-Spywa r e Use r -Age nt ( ERRORNUKER ) " ; fl ow: t o_ ser ve r , esta blished; cont e nt " I 0d 0a I User -
Age nt I 3a I ERRORNUKER" ; noca s e ; c l as stype: t roj an-activ i t y ; r efe r e ne e: u r l , ~tw1." . spy~1are1,ia r r i or . com/ r ogue_a nt i • s pyi'ia r e . ht m; r efe r ene e : u r l , ~.1w1" . e r ror nu ke r . com; 
r e f e r e nc e : ur 1 , doc . eme r gingth r eat s. net /2003 478 ; r e f e r e nc e : ur l , w1w,1 . emer g ingthr e at s. ne t / cgi- bin/ cvs we b . cgi / sigs / USE R_AGENTS/ USER_AG ENTS_F ake AV; s i d: 2003478; r e v : 7 ; ) 

#by Pe dr o Ma r i nho 

• 
a l ert t cp $HOME_N ET any -> $EXTE RNA L_NET $HTT P_ PORTS (msg:" ET USER_AG ENTS Dr i ve cleane r .com Spywa r e Us e r -Age nt ( Dr i veClea ne r Upda t e r ) " ; fl ow: t o_serve r , established; content : " l0d 0a lUse r -
Age nt I 3a I DriveCleane r Update r " ; noca se; classtype: t r o j an-act i v i t y ; r ef e r ence: ur l, 1'11\IW . dri ve e l ea ne r . com; r e f e r e nce : url , r esea r ch . s un belt- s of t war e. com/ t hr eatdispl ay . as px? 
na me=OriveC l ea ne r &t hreat i d=44533 ; ref e r ence: u r 1 , doc . eme rgingth r eat s. net/2003486 ; r e f e r e nc e : u r 1, wwi,i . eme rg ingthr eat s . net / c gi - bin/ cvs1>Je b . cgi / s i gs / US ER_AGENTS/ USER_AGE NTS_F a keAV ; 
s i d : 2003486; r ev : 7 ; ) 

#dat a by dxp a nd j pe ppe r 
# 

a l e r t t c p $HOME_NET any - > $ EXTERNA L_NET $HTT P _ PORTS (ms g: " ET USER_AG ENTS Sy st e mdocto r . com/ An tiv i r 2008 r e l ated Fa ke Anti-Vi r us Use r -Agent (Ant i v i rXP) " ; flow: esta bli she d , t o_se r ve r ; 
content : " )e d 0a I Us e r -Agent I 3a I " ; cont e nt : "Antiv i r "; pere : " / Us e r -Age nt \ : [ "\n] +\ ; \ sAntiv i r /" ; th r es ho ld : t ype limi t , count 1, se co nd s 60 , t r a c k by _ s r c ; e l as s t ype : t r oja n- activ i t y ; 
r e f e r e nce : ur l , Wl'1\'11 . wi ki • secur i t y . com/l..i i ki / Pa r as ite / Antivi rus2008; r e f e r e ne e: u r l , do c . eme r gi ngthr eats . ne t / 2008549; r ef erence : ur l , www .eme r g i ngth r ea t s . ne t / cgi -
b i n/ cvs1'1eb .c gi / s i gs / USER_AGENTS/ USE R_AG ENT S_FakeAV; sid : 2008549; r e v : 8 ; ) 

#matt j onkma n 
# 
a l ert t c p $HOM.E_NET any -> $EXTE RNA L_NET $HTT P_ PORTS (ms g: " ET USER_AGENTS Cl e a ncop.co . kr Fa ke AV Use r -Agent (Cleanc opUpdate ) "; f l ow: e s tab li s he d , t o_ s e r ve r ; cont e nt: '" l0d 0a lUse r -Agent l3a l 
C l eanc op" ; c las sty pe: t r o jan-activ i t y ; r ef e r ence : url , doc . eme r gi ngthr eat s. net / 2008484 ; r efe r e nc e : url , ~twl.'i . eme r gi ngthr eat s . net / c g i - bi n/ c vswe b . cgi / s i gs/ USE R_AGENTS/ USER_ AG ENTS_ Fa keAV ; 
s i d : 2008484 ; r ev : 5; ) 

#matt j onkma n 
# 
a l e r t t cp $HOME_NET any • > $ EXTE RNA L_NET $HTTP_ PORTS (ms g : " ET USER_AG ENTS Sea r c htoo l . co . kr Fake Pr od uct User -Age nt ( s ea rc ht oo lu p)" ; flm'l : e stabli she d,to_ se r ve r ; co ntent: " l0d 0a lUs e r ­
Age nt I 3a I sea rcht oo l "; c l as s t ype : t r o j a n-activ i t y ; r efe r ence : ur l ,doc. e me rgingthr eats . net / 2008485; r ef e r e nce: ur l , lWtw . eme rgingth r eats. net / cg i -
b i n/ cvs1'1eb . c gi / s i gs/USE R_AGE NTS/ USER_AGENTS_F akeAV; sid : 2008485; r e v : 5; ) 

#matt j onkma n 

• 
a l e r t tc p $HOME_NET any -> $EXTE RNA L_NET $HTTP_PORTS (msg: " ET USER_AGE NTS AntiSpywa r eMaste r . c om Fa ke AV Use r -Agent " ; flow: t o_ se r ve r ,establi s he d; content : " l0 d 0a lUse r - Age nt l 3a l 
AsmUpdat e r " ; clas s t y pe : trojan-ac tiv i ty ; r ef e r ence: u r 1, doc . eme r g ingthr ea t s . net / 2008294 ; r e f e r e nce: ur l , WW\1" . eme r g i ngth r eat s . net / cg i -b i n/ c vsweb . cgi / s i g s / US ER_AGENTS/ USE R_AGENTS_ Fa keAV ; 
s i d : 2008294; r ev : 5; ) 

#matt j onkma n 

• 
a l e r t t c p $HOME_NET any -> $ EXTERNA L_NET $HTT P_ PORTS (ms g: " ET USE R_AG ENTS Dokterf i x . com Fa ke AV Use r Agent (Magi e Netlns talle r ) " ; flo~.1 :to_se r ver, established ; content : " j0d 0a lUse r -
Age nt I 3a I Magie Ne tlns t alle r I 0d 0a I "; cla s sty pe : t r o j a n • ac t i vi t y; r e f e r e ne e: u r l , doc. eme r gingth r eats . net/ 2007977 ; r ef e r e nc e : ur l , WWl..i . eme r gingth r eat s . ne t / cgi -
b i n/ cvs1'1eb .c gi / s i gs/ USER_AG ENTS/ USER_AG ENT S_F akeAV; sid : 2007977; r e v : 5; ) 

#mat t j onkma n 
# 
a l ert t c p $HOME_NET any -> $EXTE RNA L_NET $HTT P_PORTS (ms g : " ET USER_AGENTS Eas ydownl oadsof t . com Fake Anti-Vi r us Us e r Agen t ( IM Oownl oader ) " ; fl Ol'l : es tabl i shed , to_se r ve r ; cont e nt : " l0d 
0a I User - Agent I 3a I I M Do~ml oa de r I 0d 0a I"' ; nocase; clas s t ype : t r o j a n- act i v i t y; r eference: url , doc . eme r g i ngthr eats . ne t / 2008000; r efe r ence: url , l"""'-'' . eme rgingth reats . ne t / cgi-
b i n/ cvs1"'eb . c gi / s i gs / USER_AGE NTS/ USER_AGENTS_FakeAV ; sid : 2008000; r e v : 5; ) 

#c hec k .myc om c l ean . com, by matt j o nkma n 

• 
a l e r t t cp $HOME_NET any ·> $EXTERNA L_NET $HTT P _PORTS (ms g: " ET US ER_AGE NTS Mycomclea n . co111 Spy~1 a r e Use r Agent ( HTTP _GET_COf-'11) " ; f1 01..i : to_s e r ve r , e s tablis hed ; co nt e nt : " I 0d 0a IUse r •Age nt f 3a I 
HTTP _GET _CO'•IM I 0d 0a I"; classtype : t r o j a n-ac t i v i t y ; r efer ence : ur l ,doc. e me rgingt hr eats . net / 2007881; r efe r e nce: ur 1, lWtw . eme rgingth r eats . net / cg i -
b i n/ cvs1'1eb . c gi / s i gs /USE R_AGENTS/ US ER_AGENT S_F akeAV ; sid : 2007881; r e v : 5; ) 

#chec k .mycom c l ean . com, by mat t jonkma n 
# 
a l e r t t c p $HOME_NET any -> $EXTE RNA L_NET $HTT P_PORTS (msg: " ET USER_AGE NTS Mycomclean . com Spy~, a r e Use r Agen t ( SHIN I ) " ; f101'1 : t o_se r ve r , establis hed; co nt ent : " l0d 0a lUse r -Age nt l 3a l SHIN i l0d 
0a I"; c la sstype : t ro jan -activ i t y ; r e f e r e nc e : ur 1, doc . emer g ingthreats. ne t / 2007882; refe r e nce : ur l , www. emer g ingthr eat s . net / cgi - b i n/ cvs1,ieb . cgi / s i gs / USE R_AGHHS/ USER_AG ENT S_FakeAV ; 
s i d : 2007882; r ev : 5; ) 

#c hec k .mycomc l ean . com, by ma t t j onkma n 

• 
a l e r t tc p $HOME_NET any -> $ EXTERNA L_NET $HTT P_ PORTS (msg :" ET USER_AGENTS Vi r us heat . com Fa ke Ant i -Spy,"'a r e Use r Age nt (Vi r usHea t 4 . 3) " ; fl 01..i : t o_ se r ve r, established ; content: " l0d 0a lUse r -
Agent I 3a I Vi r us Hea t '· ; e l a ss t ype : t r o j a n- act i vity ; r e f e r e nc e : url , doc . eme r g i ngthreats . net / 2007883 ; r efe r enc e : ur 1 , WI\IW . eme r gi ngth r ea t s . net / cgi -
b i n/ cvsweb .c gi / sigs / USE R_AGENTS/ USER_AGENT S_F akeAV ; sid : 2007883; r e v : 5; ) 

#chec k .mycomc l ean . com, by matt j o nkma n 

• 
a l e r t t cp $HOME_NET any -> $EXTE RNA L_NET $HTT P_PORTS (ms g: " ET USER_AGENTS Ant i v i r gea r . com Fa ke Ant i-Spy1,,ia r e Us e r Age nt (Ant i Vi r Gea r ) " ; fl ow: e s ta bli s he d,to_s e r ver ; c ont ent : " l0d 0a lUs er -
Agent I 3a I An t i Vi r Gea r '" ; nocase; class ty pe : t r o j an-activi t y ; r ef e r e nce : u r l , doc . e me r g i ngthr eats . net / 2007697 ; r ef e r e nce : u r l , wM.~. eme r g ingt hr eat s . net / cgi-
b i n/ cvs1'1eb . c gi / s igs/ USER_AGENTS/ USE R_AGENTS_F akeAV ; sid : 2007697; r e v : 7 ; ) 

#by matt j onkman, fr om sandn e t a na l ysis r e 200c2baf 2b23e8db5f7145941548 c69d 
# 
a l e r t tcp $HOME_NET any - > $EXTERNA L_NET $HTT P_PORTS (ms g : " ET USE R_AGE NTS Alfaantivirus.com Fa ke Anti •Virus Us e r Age nt ( IM Do~m l oa d ) " ; fl ow: establishe d,to_se r ve r ; c ont ent : " l0d 0a lUs er ­
Agent I 3a I 1M Do1'in l oa d I 0d 0a I "; nocase ; cla sstype: t r o j a n -ac tiv ity ; r e f e r e nce : url , doc . eme r g ingthr eats. ne t / 2007759; r ef e r e nc e : url , WL'iW . emer g i ngthr e ats. net / cgi -
b i n/ cvs1'ieb . cgi / sigs / USE R_AGENTS/ USER_AGENT S_F akeAV; s id : 2007759; r e v : 5; ) 

#d rpcc l e an . com by matt jonkma n 

• 
a l e r t t c p $HOM.E_NET any - > $EXTE RNA L_NET $HTTP_PORTS (msg : " ET USE R_AGE NTS Drpcclean . com Re l at ed Spyi,,a r e Use r Agent (DrPCClean Tr ansmit ) " ; flow: t o_se r ve r , establis hed ; co ntent: " l0d 
0a I Us e r - Agent I 3a I Or PCCle an" ; c l ass t y pe: t ro j a n · ac tiv ity ; r e f e r e ne e : ur 1, do c . eme r gingthr eat s . ne t /2007839 ; r e f e r e nc e : ur l , www .eme r g i ngt h r ea t s . net/ cgi-
b i n/ cvs1'1eb . c gi / sigs/ USE R_AGE NTS/ USE R_AGENTS_F akeAV ; sid : 2007839; r e v : 5; ) 

#e r r c l ea n . com r e l ated , by ma t t jonkma n 

• 
a l e r t t c p $HOME_NET any -> $EXTE RNA L_NET $HTTP_PORTS (msg: " ET USER_AGENTS Er r c l ea n . com Re l ated Spy~1a r e Use r Agent ( Loc us Netlnstaller ) " ; flow: t o_ se r ver , esta bli she d; co nten t : " le d 
0a I Us e r • Agent I 3a I locus " ; c l a s stype: t roj a n • a c tivi t y ; r e f e r e nc e : ur l , doc . eme r g i ngt hreat s . ne t / 2007845; r ef e r e nce: ur l , wM,..i . emer g i ngt hr eats . net / cg i • 
b i n/ cvs1'1eb.c gi / s i gs/ USE R_AG ENTS/ USER_AGENTS_Fa keAV; sid : 2007845; r e v : 6; ) 

#e r r clean .com r e l ated , by matt j o nkma n 

• 
a l e r t t cp $HOME_NET any -> $EXTE RNA L_NET $HTT P_PORTS (ms g: " ET USER_AGENTS Avsys temc a re. com Fa ke AV Us e r Age nt ( Loc us Sof t wa r e, Netlnstalle r ) " ; fl ow:to_s e r ve r, esta bli she d ; content : " l0d 
0a I User - Age nt I 3a I locus Sof tl"'a r e , Netlns ta l l e r" ; e l asst ype : t r o j a n-activ i t y ; r e f e r e nce : u r l , doc . eme rgingth r eats. net / 2008150 ; r e f e r e nc e : ur l , W1,n..i . emer gingthr eat s . net / cg i · 
b i n/ cvs1'1eb . c gi / s i gs/ USER_AGENTS/ USE R_AGENTS_Fa keAV; sid : 2008150; r e v : 5; ) 

#e r rclea n . com re l a t e d , by ma t t j o nkma n 
# 
a l ert t cp $HOME_NET any - > $EXTERNA L_NET $HTT P_PORTS (ms g: " ET USE R_AGENTS IE Def ende r ( i edef e nde r . com) Fa ke Antis pywa r e Use r Agen t ( IED ef ende r 2 . 1 ) " ; fl ow: es tablished,to_s e r ve r ; 
content : " l0d 0a I User · Agent I 3a I I EOe f e nde r " ; nocase; c l a sstype : t r o j a n-ac t i v i t y ; r efe r e nc e : u r 1, doc . eme r gingthr eats . net / 2007690; r efe r e nce : url , Wl'il>J . eme r g ingthr eats . net/ cgi­
b i n/ cvs11jeb . c gi / s igs / USE R_AGENTS/ USER_AGENT S_F akeAV ; s id : 2007690; r e v : 7; ) 

#e r r c l ea n. com r e l ated , by ma t t jonkma n 
# 
a l e r t tc p $HOME_NET any - > $EXTE RNA L_NET SHTTP_PORTS (ms g: " ET USE R_AG ENTS l.Jinxpperfo r ma nc e . com Re l at e d Spywa r e Use r Agen t ( Micros of t I nte r net Bro~, se r ) " ; flo1"' :est a blished,to_ se r ve r ; 
cont e nt: " l0d 0a I Us e r · Agent I 3a I Mi cr osoft I nt e r net Br ows e r I 0 d 0a I"; nocase; cla sst ype : t r o j a n- activ i t y ; r efe r ence : ur 1, doc . eme rgingth r ea t s. net / 2007660 ; 
r e f e r e nce : ur l , W1,n..i . eme r gingth r eats . net / cg i - b i n / cvs1..ie b . cgi / s i gs / USER_AGE NTS / USER_AGE NTS_ FakeAV; sid : 2007660; r ev : 8; ) 
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#e r r clean . com rela teci , by matt jonkman 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTTP_PORTS (msg: " ET US ER_AG ENTS Vi r us Pr otec t Pr o Spywa re Use r Age nt (Vi ru s Protect Pr o ) " ; f10 1>1: establis he d , t o_se r ve r ; content:" l0d 0a lUse r-
Agent I 3a I Vi r us Protect Pr o "; e lasst y pe : t r o j a n - activity ; r eference: ur l , doc . eme rgingth r ea t s. net /2007617; r eference : ur 1, LWM . emergi ngthr eats . ne t / cgi-
bin/ cvswe b . cg i / sigs/ USER_AGENTS/ USE R_AGEITTS_ F akeAV; sid: 2007617 ; rev : 7 ; ) 

#err cle an . com r ela t e ci, by matt jonkman 

• 
a l e r t t cp $HOME_N ET a ny - > $ EXTERNA L_NET $HTT P _PORTS (msg : " ET USER_AGENTS Ufixer . com Fa ke Antispyware Use r Agent (Ul timate Fixe r ) " ; flow: esta blished , t o_se r ve r ; cont e nt : " I 0d 0a I User -
Agent I 3a I Ul t i mat e Fixe r " ; nocase; e l asstype : t r ojan - activ i t y; r efe r e nce : url , doc eme rgingt h reats . net/ 2007645; ref e r e nce: ur l , L"'->JW . eme r g i ngth reats . net/ cgi-
b i n/ cvswe b . cgi/ sigs/ US ER_AGENTS/ USER_AGHITS_ F akeAV; sid : 2007645 ; r ev : 8; ) 

#e r r c lean . com r e l ateci, by mat t j onkman 

• 
a l e r t tc p $HOME_N ET a ny - > $ EXTE RNA L_N ET $HTT P _ PORTS (msg: " ET USER_AGENTS Vi ki ller . com Fake Ant ispy1>1a r e Use r Age nt (v ikille r ct rl . . . ) " ; f10 1>1: es t ablished , t o_se r ver ; content : " le d 
0a I User -Agent I 3a I v i ki lle r e t r l " ; nocase; e lasstype : t r oj a n- act i v i t y ; r efe r e nce : ur 1, doc. eme rgingth reats. net / 2007582; ref e r e nce : u r l , '""""'' . eme rgi ngth r eats. net/ cgi-
bin/ cvs \veb . cgi/ sigs/ US ER_AGENTS/ USER_ AG EITTS_F akeAV; s i d : 2007582; re v : 7; ) 

# by Jaime Blasco at alienva ult 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P _PORTS (msg: "ET USER_AGENTS Susp i cious Us er -Age nt ( Fast 8r o1>i se r Sea r c h) " ; f1 01-i : t o_se r ve r , established ; cont ent : " l0d 0a I User- Agent I 3a I Fast 
8r o1>is e r Sea r c h" ; nocase; cla s s t y pe: troj a n - act i v i t y ; r e f e r ence : u r 1, doc . eme r gingt hrea t s . net / 2010676; refe r ence: u r 1, t11·M . eme r g ingthr ea ts . net / cgi-
bi n/ cvswe b . cg i / s i gs/ USE R_AGENTS/ USER_AGENTS_ F astB rowse r Search; s id : 2010676; r ev : 3; ) 

# by Ja i me Blasco 

• 
a l ert tc p $HOHE_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg : " ET US ER_AGENTS Fo r thgoe r Use r Agent - Li ke l y Host ile" ; f1 01~: t o_se r ve r ,es tab lishe d ; cont e nt : " l0d 0a lUse r -Agent l 3a l Fort hgoe r" ; 
e l as s t ype: t ro j an- ac t i v i t y ; r ef e r e nce : u r 1, doc. emer g ingthr eats . net /2011 247; r ef erence: u r 1, w1vw . eme r gingthr eats, net / c gi - bin/ cvs we b . cgi / s igs / USER_AGE NTS/ USER_AGHITS_For thgoe r ; sid : 2011247; 
rev :3; ) 

# by Jaime Blasco 

• 
a l e r t tc p $HOHE_NET a ny - > $EXTERNAL_NET $HTT P_PORTS (ms g:"ET USER_AG ENTS Yoursc r een. com Spywa r e Use r Agen t ( Fr eezeinet ) "; flow: t o_se r ver ,es t a blished ; content : "User-Agent l 3a l "; nocase; 
content : " F reezeine t " ; withi n : 1 50; pc r e: " / Use r-Agent \ ! [ "\n) +Freeze l ne t / i"; classtype: t rojan-activity; r ef e r ene e : ur 1, doc .eme r g ingthreat s . net/ 2003355; 
ref e r e nce: u r l , h'l</\'l . eme r gingth r eat s . net / cgi - bin / cvs1-ie b . cgi / sigs / USER_AGENTS/ USER_AG ENTS_F r eeze; sid: 20033 55 ; rev : 7; ) 

#by J aime Blasco 

• 
a l e r t tc p $HOHE_NE T a ny - > $EXTE RNA L_NE T $HTT P_PORTS (msg :" ET USER_AGENTS f r eeze . com Spywa r e Us e r - Age nt ( Your 5creen123 ) " ; flo ~i : t o_se r ve r ,establi s he d ; content : " l0d 0a lUser - Age nt l3a l 
Your Sc r een" ; clas sty pe: t r ojan-ac tivity; re f e r ence : u r l , doc . emergingthr eats . ne t / 2003405; r e f e r e nce : ur l, 1-,.'i\,i . eme r g i ngthr eats. ne t / cgi- b i n/ cvs1~eb . cgi / s igs / USE R_AGENTS/ USE R_AGENTS_ Freeze; 
s i d : 2003405; r ev : 8;) 

# by J a i me Blasco 

• 
a l e r t tc p $HOME _NET a ny - > $EXTE RNA L_NET $HTTP _PORTS (msg : " ET US ER_AGENTS Fun We b Pr od ucts Spywa r e User Agen t ( 3) "; flow: es t a blishe d , t o_ se r ve r ; co ntent: "MyWay" ; depth : 300; pe r e : "/ Use r -
Agent \ x3 a [ "\n ]+MyWay / i " ; t hres ho l d : t ype limi t, count 1 , seconds 360, tra c k by_src; e l asstype: t r ojan-activ i t y ; r ef e r e nce : ur l ,doc. eme rgingt hr eats . net /2001864; 
ref e r e nce: u r l , h'I"'" . emerg i ngth reats . net / cgi-bin/ cvs1-ieb . cgi / sigs / US ER_AGENTS / USER_AGE NTS_F unl-Jeb; sid: 2001864; r ev : 6; ) 

# by Ja i me Bl asco 

• 
a l e r t tc p $HOHE_NET a ny - > $EXTERNA L_NET $HTT P_PORTS (ms g :" ET USER_AGENTS Fun We b Pr od ucts Spywa r e Use r Agent ( 1 ) "; flow: establishe d , t o_se r ve r; co ntent : " Us e r -Age nt l 3a l" ; nocase; 
content : " Fun\-.1ebP r o duct s " ; wi t h i n : 150; pe r e: "/ User -Age nt \ : [ "\n ]+FunWe bProd uct s / i " ; e l asst ype : t r ojan-act i v i t y ; t hr es ho ld : t ype limi t , co un t 1, seconds 360, t r ac k by_s r c ; 
ref e r e nce: u r l , doc . emergingth r eat s, net / 2001855; r e f e r ence : ur l, \"'"'" . eme r g ingthr eats. net/ cgi-bin/ cvs L,ieb . cgi / s igs / US ER_AGENTS / USER_AGENTS_ Fu nl~eb ; sid: 2001855; r e v : 22; ) 

#by ped ro ma r i nho 

• 
a l e r t tc p $HOHE_N ET a ny - > $EXTE RNA L_N ET $HTT P_PORTS (msg : "' ET USER_AGENTS Susp i cious User-Age nt (GM Login ) " ; f101>1: t o_se r ve r , esta blishe d; cont e nt : " l0 d 0a lUser-Age nt l 3a l GM Log i n l0d 0a l " ; 
e l asstype: t r o j a n- ac t i v i t y ; r efe r e nce : u r l , doc. emer g ingthr eats. net /2011 273; r e f e r e nce: u r l , Wl'i\~ . eme r gingthreats , ne t / cgi - b in/ cvs Ne b . cgi / sigs / US ER_AGE NTS/ USER_AGENTS_GM; s id: 201127 3; r ev : 3; ) 

#by pedro ma ri nho 

• 
a l e r t t cp $HOHE_NE T a ny - > $EXTERNAL_N ET $HTT P_PORTS (msg : "' ET USER_AG ENTS Grands t r eet Int e rac tive Spy1va r e Use r Age nt Activ i t y ( 1 ) " ; flo\v : to_serve r , e s t a bl i s hed; cont e nt : " l0d 0a lUse r -
Agent I 3a I I E P"; nocase ; e lass t ype : troj a n - act i v i t y ; r e f e r ence : u r l , doc . eme r gingthr eat s . net / 2002021 ; refe r ence: u r l , WWIV. eme r gingthr eats. net / cgi-
bin/ cvswe b , cgi / sigs/ US ER_AG ENTS/ USER_ AG EITTS_GSI ; s i d : 2002021; r ev: 25; ) 

#by pe dro marinho 

• 
a l e r t tc p $HOME_NET a ny - > $ EXT ERNA L_NET $HTT P _PORTS (msg: " ET USER_AG ENTS Gamehouse .com Use r Age nt ( GAMEHOUS E . NET .URL) " ; fl m~: to_serve r ,es t a blished ; content : "Use r -Agent I 3a I"; nocase; 
content : "GAMEHOUSE"; wi t hin : 150; pere : " / Use r -Age nt \ : ( " \ n ]+GAMEHOUSE / i " ; c las sty pe: t r o jan-act i v i t y ; refe r e nce: u r 1, doc . emergingt hr eats. net / 2003347 ; 
ref e r e nce: u r l , \'i\1/\'l . emerg i ngth reats . net/ cgi- bin/ cvs1-ieb . cgi / s i gs / USER_AGENTS/ USER_AG ENTS_G amehouse; s i d : 2003347; r ev : 7; ) 

# by pe dr o ma rinho 

• 
a l e r t t cp $HOHE_NE T a ny - > $EXTERNA L_NET $HTT P_PORTS (msg : " ET USER_AGENTS Game ho us e . com Re l ated Spywa re Use r -Agent (Sp r o ut Game ) " ; flow: t o_se r ver , estab lis hed; co nt ent: " l0d 0a lUs e r -
Agent I 3a I Sp r out Game I 0d 0a [ "; nocase; clas stype: trojan -act i v i t y ; r efe r ence : ur 1, doc . eme r gingthr eat s . net / 2003498; r e f e r e ne e: url , ~r.'11~. eme r gingt hr ea t s. net / cgi -
b i n/ cvswe b . cgi/ sigs/ USE R_AGENTS/ USER_AGENTS_Gamehouse ; s id : 2003498; r ev :7 ; ) 

#by ped ro ma r i nho 

• 
a l e r t tc p $HOHE_NET a ny - > $ EXTE RNA L_N ET $HTTP _PORTS (msg: " ET USER_AGENTS Ads incontext . com Related Sp}'\~a r e Use r -Age nt ( Co nnecto r vl . 2}" ; flow: es t a blished ; cont e nt : " l0 d 0a IUse r -
Agent I 3a I Connec to r v"; e lass t ype : t roj a n-activ i t y; r efer e nce : u r 1, doc. emergingthr eat s. net / 2008372; r eferenc e : ur l ,1>Mw . eme r gi ngth r ea t s . net / cg i -
bin/ cvs \veb . cg i / sigs/ US ER_AGENTS/ USER_AGEITTS_ 6e nera l Ad1·1ar e; sid: 2008372; re v : 8; ) 

# by pe dr o mar i nho 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg:" ET US ER_AGENTS As k .com Too l bar/ Spywa re Use r Age nt " ; fl ow:establi shed , to_ se r ver ; content :"Use r - Age nt l 3a l " ; nocase; 
cont e nt : "AskPBa r "; withi n : 150; pe re : " / User - Age nt \ : [ "\n ]+Ask PB a r / i " ; e l as s type: t r o j an-activ i t y ; r ef e r e nce: ur 1 , doc. eme r gingthr eats . net /2006381 ; r efe r e nce : u r 1, W1W1 . eme r g ingt h reats. net / cgi­
bi n/ cvswe b . cg i / s i gs/ USER_AGENTS/ USER_AGENTS_Ge nera l Ad1·1ar e; sid : 2006381 ; r ev : 7 ; ) 

# by pe dr o ma ri nho 

• 
a l e r t t cp $HOHE_ NET a ny - > $EXTERNAL_NE T $HTT P _PORTS (msg: " ET USER _AGENTS As kSea r c h Spyware Us er-Age nt (AskSea r chAs s i stant ) " ; fl m" : to_serve r , es t a blished; co nt e nt : "Use r -Agent I 3a I 
nocase; content : "AskSea r c h"; di stance : 0; 1v i th i n : 150 ; pere :" / Use r - Age nt \ : [ "\n ]+AskSea r c h/ i " ; e lass t ype: t rojan - act i v i t y ; r efe r e ne e : u r l , doc. eme r gingth r eats . net / 2003493; 
r e f e r e nce: u r l , h'I"'" · eme r gingth r eat s, net / cgi - bin / cvs1-ieb . cgi / sigs / USER_A6 ENTS / USER_AG ENTS_Gene ra1Adwa re; sid : 2003493 ; r ev : 7 ; ) 

# by ped ro ma r i nho 

• 
a l e r t tc p $HOHE_NET a ny - > $EXTERNA L_NET $HTT P_PORTS (msg : " ET USER_AGENTS As kSea r c h Too l ba r Sp}'\~a r e Us e r - Age nt ( AskBa r ) "; flo~i : t o_ se r ve r , establis he d ; content : "User- Age nt l3a l " ; nocase; 
content : "As k8ar " ; wi t h in: 150; pe r e : "/ Use r -Age nt \ : [ "\n ] +As kBar / i " ; class t y pe : trojan- ac t i v i t y ; r ef e r e nce : u r l , doc. eme r gingthr eat s . net / 2003496; r e f e r ence : u r l , WWIV . eme r gingt hr ea t s . net / cg i ­
bin/ cvs \~e b . cgi / s i gs/ USER_AGENTS/ USER_AGEITTS_Ge nera ! Ad1iare; s i d : 2003496 ; re v : 7; ) 

# by pe dr o ma ri nho 

• 
a l e rt tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P_ PORTS (msg : " ET USER_AG ENTS As kSea r c h Too l ba r Spywa r e Use r - Age nt (AskTBa r ) "; flm-1 : to_ se r ver, established; content :"Use r - Age nt l 3a l " ; nocase; 
cont e nt : "As kTBa r " ; with i n : 150; pere: " / User-Agent \ : [ "\n ]+As kTB a r / i " ; e l ass t y pe: t r ojan•activ i t y ; r e f erence: u r l ,doc . emergingthreats . net/ 2003494 ; r e f erence : ur 1, WW1>1 . eme r g ingthr eat s . net / cgi ­
b i n/ CVS\Ve b . cg i / s i gs/ USE R_AGENTS/ USER_AGENTS_Ge ner a l Ad1iar e; sid: 2003494 ; r ev : 7 ; ) 

# by ped r o mari nho 

• 
a l e r t t cp $HOHE_NET a ny - > $EXTERNA L_NET $HTT P_ PORTS (msg:"ET USER_AGENTS Bes toffe r sne t wor k .com Re l ateci Spywa re User-Agent ( TBONAS) " ; fl ow: t o_serve r , established ; conten t " l0d 0a lUser-
Agent I 3a I TBONAS I 0 d 0a I"; nocase; class t ype: t r o j a n-activ i t y ; r e f e rence : ur l , r esea r c h . s unbe l t- soft L-ia r e . com/ t hr ea t displ ay .aspx? name =Bes t Of f e r sNetworks&thr eat i d=43670; 
r e f ere nce: u r l , doc . eme r gingth r eat s, net / 2003501 ; r e f e r ence : ur 1, W\1/\>I . eme r g i ngthr eats, ne t / cgi-bin/ cvs L-ieb . cgi / s i gs / USER_AGENTS/ USER_AG ENTS_Ge ne r a l Adwa r e ; sid: 2003501; r e v : 7; ) 

# by ped ro ma r i nho 

• 
a l e r t tc p $HOHE_NET a ny - > $EXTERNA L_NET $HTTP_PORTS (msg : " ET USER_AGENTS Cool St r eaming Toolba r (Condui t r elated ) Use r -Age nt ( Cool st r eami ng Tool - Ba r ) " ; f1 01~: to_ser ve r , establi s hed; 
content : "I 0d 0a !Use r -Agent I 3a I Cools t r eami ng"; nocase ; classtype : t r ojan-activ i t y ; r efe r ene e : u r l , doc. eme r g i ngthr eats. net /2003652; r efe r e nce : u r 1, www . emer g i ngth r eat s . net / cgi -
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bin/ cvsweb . cg i / sigs/ US ER_AGENTS/ USER_AGE ITT S_Ge ner a l Adware; sid : 2003652; r ev : 7 ; ) 

# by ped r o ma ri nho 

• 
a l ert tc p $HOME_NET a ny - > $EXTE RNAL_ NE T $HTT P_PORTS (msg : " ET USER_AGENTS debelizombi. com (R i zo ) related Spywa r e User-Age nt ( mc_vl. 2.6 ) "; flow: to_se r ve r , established; co ntent:" l0d 
0a I User - Agent I 3a I mc_ v l " ; nocase ; classtype : t r o j a n-activ i t y; r efe r ence : ur l , ww1.,; . f- secu r e . com/v - desc s / ri zo . s html; r eference: u r l , doc . eme r gingth r eats . net/2003656; 
r e f e r e nce: u r l , Mwi . eme r gingth reats, net/ cgi - bin / cvs 1,;eb . cgi / sigs / USER_AGENTS/ USER_AGE NTS_Gene r alAdwa r e ; sid: 2003656; r ev : 7 ; ) 

# by pedro ma r inho 

• 
a l ert tc p $HOME_ NET a ny - > $ EXTERNA L_NET $HTT P _PORTS (msg: "ET US ER_AGENTS Debelizombi. com Spywa re Use r Age nt ( blahr x) " ; f10 1,; : established, t o_ se r ve r ; content : " l0d 0a I Use r -Agent I 3a I 
b l ah r x"; e lasstype : t r o j a n -activ i t y ; r ef e r e nce : ur l , doc. eme r g i ngthr eats . net / 2006778; r efe r e nce: ur l , IWrw . eme rgingth reats. net / cgi - b i n/ c vs ~ie b , cg i / sigs / USER_AGENTS / USER_AG ENTS_Gene r a l Ad1,;a r e ; 
s i d : 2006778; r ev :7; ) 

# by ped r o ma ri nho 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg : "ET US ER_AG ENTS Eff ect i veb r a nds.com Spywa r e Use r -Age nt (a t s u) " ; flo ~i : to_ se r ve r ,est abli s he d ; cont ent: " l0d 0a lUse r -Age nt l3a l 
a t su I 0 d 0a I" ; e l asstype : t r o j an -activ i t y ; r ef e r e nce : u r 1 , doc. eme r g i ngt h r eats. net / 2006370; r e f e r e nce: u r l , \vww . eme r g i ngthr e ats . net/ cgi -
bi n/ cvsweb . cg i / sigs/ US ER_AGENTS/ USE R_AGENTS_Ge ner a l Ad,-,ar e ; sid: 2006370 ; r ev : 7; ) 

# by ped r o ma ri nho 

• 
a l ert t cp $HOME_ NE T a ny - > $ EXTE RNA L_NET $HTT P _PORTS (msg : .. ET USER_AG ENTS Effe ctiveb r a nd s . com Spywa r e User -Age nt (GTBa nk )" ; flow: t o_ se r ve r , establis he d; co ntent: " I 0 d 0a I Use r -Age nt I 3a I 
GTBank"; nocase ; c l asstype : trojan-activ ity ; r ef erence : ur l , doc . e me r gingth r eat s. net / 2003654; r e ference : ur l , ~JWW . eme r gingt h r eats. net / cg i -
bin/ cvswe b . cg i / sigs/ US ER_AGENTS/ USE R_AG EITTS_Ge ner a l Ad11ar e; sid : 2003654; r ev : 7; ) 

# by ped r o ma ri nho 

• 
##alert t cp $HOM E_NET a ny -> $EXTERNAL_NET $HTT P_PORTS ( msg : "ET DELETED HSN.com Too l ba r Spywa r e User -Agent ( HSN ) " ; flo~i: to_se r ve r ,establishe d ; content :"Use r - Agen t l3a l "; nocase; 
content : "HSN " ; wi t hi n : 1 50; pc r e: " / Use r -Age nt \ : [ "\n} +HSN/ i " ; clas stype: t rojan-activi t y ; r e f e r e nce: ur l, doc . e me r gingthr eats . net/ 2003495; r efere nce : ur l , ww1.-, . emer g i ngt hreats . net / cgi­
b i n/ cvswe b . cgi/ sigs/ US ER_AGENTS/ USER_AGENTS_Ge ner a l Ad11ar e; sid: 2003495; r ev ; 7 ; ) 

#by pedro ma ri nho 

• 
a l ert t cp $HOME_NE T a ny - > $ EXTE RNAL_NET $HTTP_PORTS (msg : "ET US ER_AGENTS kl m1 23 . com Spywa r e Use r Age nt "; flow:established ,to_serve r ; cont e nt : " ]0d 0a lUse r -Agent l 3a l { " ; nocase; 
pe r e : " / Use r -Age nt \ : \ {[ a- f 0 - 91{8 }- [ a - f 0 - 91 { 4 }- [ a - f0-9 J{ 4 }- [ a - f 0-9 ]{ 4 }- [ a-f0 - 9 J{ 12} \ }/ i "; classtype: t r o j a n -act i v i t y ; r efe r e nce : ur l , doc. eme r g i ngthr eats. net /2007616; 
ref e r e nce: u r l , Mwi . emergingth reats . net/ cgi-b i n / cvs 1,;eb. cgi / s igs / USER_AGENTS/ USER_AGE NTS_Gene r a l Adwa re; sid: 2007616; r ev : 7; ) 

# by pe dr o ma ri nho 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg : "ET USER_AGENTS Mi r age . r u Re l ated Spywa r e Use r Age nt ( szNotify i de nt ) " ; flo~i : establishe d , t o_se r ve r ; content:" l0d 0a lUse r -
Agent I 3a I szNot i f y i de nt " ; cla ssty pe : t roj an- a c tiv i t y ; r efe r e nce : ur l , doc. emerg i ngt hreat s. ne t /2006782; r ef e r e nce : u r 1, vMw . eme r gingthr eats . net / cgi -
bin/ cvsweb . cg i / sigs/ US ER_AGENTS/ USE R_AGEITTS_Ge nera l Ad1·1ar e; sid : 2006782; r ev : 7; ) 

#by pe dr o ma ri nho 

• 
a l ert t cp $HOME_NET a ny - > $EXTE RNAL_NE T $HTT P_PORTS (msg : "ET USER_AGENTS Popads123.com Related Spywa r e Use r Age nt ( Lmao kaaz l d r ) "; flow :establi s hed ,to_serve r ; co nt ent : " l0 d 0a lUse r -
Agent I 3a I Lmaokaaz l dr " ; nocase; clas sty pe: t r oj an -ac tiv i t y ; r e f e r e nce: ur 1, doc. emergingthreats . net / 2007694; r efe r e nce : u r l , Wl'lL'I . eme r gingthr eats. net / cgi-
b i n/ cvswe b . cgi / sigs/ US ER_AGENTS/ USER_AGENTS_Ge ner a l Ad1•1ar e; sid : 2007694; r ev : 7 ; ) 

# by pe dr o ma ri nho 

• 
a l ert tc p $HOME_ NE T a ny - > $ EXTERNA L_NE T $HTT P_PORTS (msg : "ET US ER_AGENTS Trafficadvance . net Spywa r e Use r -Age nt {In te rnet 1 . 0 ) "; flow: to_ se r ve r ,establi s he d ; content: " l0 d 0a lUser -
Agent I 3a I I nternet 1 . " ; nocase; c l as sty pe : trojan-activ i ty; r e f erence: ur l, doc. eme r gingthr eat s . net / 2003655; r eference : url , WWIV . e me r g ingthr eats. ne t / cgi-
b i n/ cvs \veb . cgi / sigs/ US ER_AGENTS/ USER_AGEITTS_Ge ner a l Ad1iar e j sid : 2003655 ; r ev : 7 j ) 

# by ped r o ma ri nho 

• 
##a le r t tcp $HOME _NE T a ny -> $ EXTERNAL_NET $HTT P _ PORTS ( msg : "ET DELETE D Uni dentified Spywa r e Use r Age nt ( 0 0 + 128 c ha r s )" ; flow: establi s he d , to_ se r ve r ; co ntent :" l0d 0a !Use r -Agent I 3a I 
0 l 3a I 0 l 3a I"; noca se; pe re: " / Use r -Agent \ : 0 \ : 0 \ : ( "\x0a I \x0d ] {128}/" ; e l a s s t ype : t r o jan-activ i t y ; r ef e r e nce: ur 1 , doc. eme r gingthr eats . ne t /2007615; refe r e nce : u r 1 , WLvw . eme r g i ngth r ea t s . net/ cgi­
bin/ cvs\ieb . cg i / sigs/ US ER_AGENTS/ USER_AGENTS_Ge ner a l Ad1iar e; sid : 200761 5; r ev : 7 ; ) 

# by ped r o ma ri nho 

• 
a l ert tc p $HOME_ NE T a ny - > $ EXTERNA L_ NE T $HTT P_ PORTS (msg : " ET USER_AGENTS Zred i rector. com Re lated Spy1va r e Use r Age nt ( BndDrive l oade r ) "; flow:establis hed , t o_se r ve r ; cont ent: " l0d 0a lUser-
Agent I 3a I BndDr i ve l oade r "; nocase; e lasstype : t r o j a n -act i vity ; ref er ence : ur l , doc . eme r gingthr eats . net / 2007693; r efe r e nce : ur l ,1.,Jt,JW . eme rgingthr eats . net / cgi-
b i n/ cvswe b . cg i / sigs/ US ER_AGENTS/ USE R_AGEITTS_Ge ner a l Ad1iar e; sid : 2007693; r ev : 7; ) 

# by J a i me Blasco 

• 
a l ert tc p $HOME_ NE T a ny - > $ EXTE RNA L_NE T $HTTP_PORTS (msg : "ET USER_AGENTS Tr ojan . l.Ji n32 . I nte r netAnt i v i r us Use r Age nt Det ected ( Ge nerai Antiv i r us ) " ; flo,-, : to_se r ve r ,established; 
content : "I 0d 0a !Us e r -Agent I 3a I Ge ne rai Antiv i r us"; nocase; classty pe : troj an - activ i t y ; r ef e r e nce : u r l , doc. em e r gi ngthr eats . net / 2010679; r e f e r e nce : url , www . eme r gi ngth r eats .net / cg i ­
b i n/ cvS\'ie b . cgi / sigs/ US ER_AGENTS/ USER_AGENTS_G ener alAnt i v r us_Fa keAV; s i d: 2010679; r ev : 3; ) 

# by J a i me Bl asco 

• 
a l ert tc p $HOME_ NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg : " ET USER_AG ENTS Ubr e nQuat r oRusDld r Downloade r Use r Age nt (Ub r e nQuat r o RusDld r 096044 ) "; flow:esta bli shed , to_se r ve r ; co ntent: " l0d 
0a I Use r -Agent I 3a I Ubr enQuat r oRusDld r "; clas stype: t rojan -activity; r e f erence : u r 1, doc . eme r gi ngthr eat s . net / 2008202; r efe r e nce: ur l , Wl'<\V . eme r gingt hr eats. net / cgi -
b i n/ cvsweb . cg i / sigs/ US ER_AGENTS/ USE R_AGENTS_Ge ner a l _Downl oa de r s; sid : 2008202; r ev : 5; ) 

#by J a i me Blasco 

• 
a l ert tc p $HOME_ NET a ny - > $ EXTERNAL_NET $HTT P _ PORTS (msg : .. ET USER_AGENTS BndVea no4Get Oownld r OOL.., n l oade r Use r Age nt ( BndVea no4GetDownl d r ) " ; f101-, : established , to_server j content : "I 0d 
0a I Us e r - Agent I 3a I Bn dVeano4GetDownl d r " ; c l ass t ype : t r oj an -activ ity ; r efe r e nce: u r l , doc . emergingthr e ats . net / 2008203 ; r e f e r e nce : u r l , M'ihl. eme r ging t hr eats . net / cg i -
b i n/ cvsweb. cgi / sigs/USER_AGENTS/USE R_AGEITTS_Ge ner a l _Downl oa de r s; sid : 2008 203; r ev : 5; ) 

# by J aime Blasco 

• 
a l ert tc p $HOME_NET a ny - > $ EXTERNA L_NE T $HTTP_ PORTS (msg: "ET USER_AGENTS Geopi a. com Fa ke Anti-Spy~Ja r e/ AV User Age nt ( fs3 update ) "; floi,1 : to_ se r ver , establis he d; co ntent :" 10d 0a lUse r -
Agent I 3a I fs3 up date I 0d 0a I"; c l asst ype : t r o j a n -activity ; refer ence: ur 1 , doc, eme r g i ngth r eats. net /2007935; r ef e r e nce : ur 1, LWIW . eme r g i ngthr eats. ne t / cgi-
bin/ cvs \,;e b . cgi/ sigs/USER_AGENTS/ USER_AGEITTS_ Geo pi a; sid : 2007935 ; r ev : 5; ) 

# by J aime Blasco 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (msg : "ET USER_AG ENTS Geopi a, com Fa ke Anti -SpyvJa r e/ AV Use r Age nt ( fi a n3manager ) " ; f1 01..i : t o_serve r , established; content:" l0d 0a I User -
Agent I 3a I f ian3manage r l0d 0a I"; clas sty pe : troj a n-activ i t y ; r e f erence: u r 1, doc . eme r gi ngthr ea t s . net / 2007938; r efe r e nce: ur l , tlWIV . eme r gingthr ea ts . net / cgi-
bin/ cvs \veb . cg i / sigs/ US ER_AGENTS/ USE R_AGENTS_Geopia; sid : 2007938 ; r ev ; 5; ) 

#by J a i me Blasco 

• 
a l e r t t cp $HOME_NE T a ny - > $ EXTE RNAL_N ET $HTT P _PORTS (msg : " ET US ER_AGENTS Suspicious User-Age nt {Gootkit h l d r ) "; flow: t o_se r ve r , es t a blished ; cont ent: " ] 0d 0a I User -Agent I 3a I Goot kit " ; 
nocase; classtype : t r o j a n- activ i t y ; refe r ence : url , doc . emergi ngthrea ts . net / 2010718; r efe r ene e: u r l , L',11.WJ . eme r gingthreats . net/ cg i -b i n/ cvs 1..ie b . cgi/ sigs / USE R_AGENTS/ USER_AGE NTS_GootK i t; 
sid : 2010718; r ev :3 ; ) 

# by Da r r e n Spr uell 

• 
a l e r t tc p $HOME_NE T a ny - > $ EXTERNA L_NET $HTT P _ PORTS (msg : "ET USER_AGENTS Suspicious User Age nt ( Launc her ) " ; flo~, : t o_se r ve r , establis he d; co ntent: " I 0 d0a I Use r - Age nt I 3a I La unc he r ( "; 
nocase; class t ype : t r o j a n- ac t i vity ; r e f e r ence : url , doc, eme r g i ngth r eats. net/ 2010645; r ef e r ene e : u r 1 , L',11.WJ . eme r gingt hr eats. net / cg i - b i n/ cvs L..ie b . cgi/ s i gs/USE R_AGENTS/ USER_AGENTS_Goz i ; 
s i d : 2010645; r ev :3; ) 

# by Da r r e n Sp r ue ll 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_N ET $HTT P_PORTS (msg : "ET USER_AGENTS Qcba r /Adu ltl i nks Spywa r e User-Agent ( IBS Ba nd ) "; fl ow :to_ se r ve r ,establi s he d ; c ontent: " l0d 0a lUse r - Agent l3a l 
IBSBa nd- " ; e l as s t y pe: t r o jan - activ i t y ; r eference : u r 1, doc . eme r gi ngth r eats . net / 2006362; r efe r ence: u r l , ~Mv . eme r g i ngth r eat s . net / cgi - bi n/ c vsweb . cgi / s i gs/ USE R_AGENTS/ USE R_AGENTS_IBS; 
s i d :2006362; r ev :7; ) 

#by Da r ren Sp r uell 

• 
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a l e r t tc p $HOME_N ET a ny - > $ EXTE RNA L_N ET $HTT P_PORTS (msg : " ET US ER_AG ENTS IE Too l bar Us e r -Age nt ( IEToolba r ) '" ; flow: establis hed , to_se r ve r ; co ntent : " l0 d 0a (User-Age nt l3a l I EToo lba r " ; 
c l asstype : t r o j an-ac t i v i t y ; r ef e r e nce: u r l , doc . emer gingt hr eat s . net/2009766; r e f e r e nce : u r l , w,..-.11 . eme rgingt hreats . net / cgi - b i n/ cvs 1"e b . cgi / sigs / USER_AGE NTS / USE R_AGENTS_I EToolba r ; sid : 2009766 ; 
rev :6; ) 

# f r om t he sa ndnet 
# 

a l e r t tc p $HOME_ NET a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (msg : " ET USER_AG ENTS ieba r Spy111a r e Use r Age nt ( i e bar ) " ; flow :establis hed , to_serve r ; con t e nt : " 10d 0a lUs e r -Age nt l 3a l " ; nocase; 
cont e nt : "I 3b 20 1 ieba r " ; with i n: 70; class t ype : t r ojan - activity; r ef e r ene e : ur 1 , doc. eme r g i ngthr ea t s. ne t /2007583; r ef e r e nce : ur l , LWM . eme r g i ngthr ea t s. net / cgi -
bin/ cvs111eb . cg i / sigs/ US ER_AGE NTS/ USER_AGEITTS_IE Too l ba r ; sid : 2007583; r e v : 8; ) 

# f rom t he sa ndn e t 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_N ET $HTT P_ PORTS (msg: "ET USER_AGENTS I SearchTec h . com XXXPornToo l ba r Activity (MyApp ) " ; f101"1 : t o_ s e r ver , establis hed ; content :"User-Agent l 3a l " ; 
nocase; content : "MyApp " ; wi t hi n : 150; pe r e : "/ Us e r - Age nt \ : [ ,..,\ n ] +MyAp p/ i " ; cla s stype : t roj an • act i v i t y ; r ef erence: u r l , ....,...,." . isea r chtech . com; r e f e r ence : ur 1, doc . eme r gingthr eats . net/ 2001492; 
refere nce: u r l , wi>J111 . emergi ngt hreats . net / cgi - b i n / cv s1-ie b . cgi / sigs / USER_AGENTS / USER_AGENTS_ I Sea rc h ; s i d : 2001 492 ; r e v : 31 ; ) 

#f rom t he sa ndn e t 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg:"ET US ER_AG ENTS I Sea r c hTech . com XXXPornToolba r Activity ( I ST) " ; flow: to_se r ver,est a blished ; cont e nt : "Use r - Age nt l 3a l " ; noca s e; 
content : " IST" ; wi t hi n : 150; pe re:" / Use r -Agent \ : [ "\n ] +IST / " ; c l asst ype : t r o j a n-act i v i t y; re f e r ence : u r l , W1>1111 . i searcht ec h . com; ref e r ence : url , doc . emergingthrea t s. net/ 200149 3; 
ref e r e nce: u r l , Mwi . emerg i ngt h r e ats , net/ cgi - b i n / cvs 1..ieb . cgi / s igs / USER_AGENTS / USER_AGENTS_I Sea r c h ; s i d : 2001493; r ev : 32; ) 

# f r om t he sa ndn e t 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P _ PORTS (msg : " ET USER_AG ENTS You rSite Ba r Activ ity" ; flow: to_se r ver , establis he d; co ntent : " led 0a IUse r -Agent I 3a I i s tsvc I e d 0a I"; nocase; 
c l asstype: t r ojan- act i vity ; r e f e r ence: ur 1 , 1w1w , ys b1..ieb , com ; r ef e r e ne e: u r l , doc. emergingt hrea t s . ne t / 2001699 ; r eference : ur l , www .eme r gingth r eat s . ne t / cg i -
bin/ cvswe b . cg i / sigs/ US ER_AGENTS/ USER_AGEITTS_ ISearch; sid : 2001699; r e v : 259 ; ) 

# by pe dro ma ri nho 
# 

a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (msg : " ET USER_AG ENTS Susp i cious User- Age nt ( I nTe Rr-le T) " ; f101,1: t o_ se r ve r , establishe d; con t e nt : " le d 0a lUse r -Age nt l 3a l ISf l i nTeRNeT" ; 
e l asstype: t r o j an-activ i t y; r ef e r e nce : u r 1 , doc. emer gingt hreat s. net /2011127; ref e r e nce: u r 1, w1vw . eme r g i ngt hreats. net/ cgi - bi n/ cvs 1"e b . cgi / sigs / US ER_AGE NTS / USE R_AGENTS_I nT eRNe T; s i d : 2011127 ; 
rev :6; ) 

#by pe dro marinho 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (msg: " ET USER_AG ENTS Susp i cious Us e r -Age nt ( I nfoBo t ) GE T" ; flow:to_se r ve r, es tablis he d; co nt e nt : "GET " ; nocase ; dep t h :4; 
uricontent : " / i nfobot / i nde x . php ?uid="; nocase; content : " I 0d 0a I Use r -Agent I 3a I I nfoBot "; c l as stype : t rojan -activ i ty; r ef e r e nce : u r 1, doc . eme r gingt hr eats . net / 2011276; 
ref e r e nce : u r l , W1>J111 . eme r gingt hreat s . net / cgi - b i n / cvs1..ie b . cgi / s i gs / USER_AG ENTS/ USER_AGENTS_ Inf obot; s i d : 2011 276 ; r e v : 4 ; ) 

#matt j onkma n 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (msg:"ET US ER_AG ENTS I nfobox3 Spywa re Use r -Agent " ; flow:established , t o_se r ver ; co ntent : " l0d 0a lUser-Age nt l 3a l I nfo Box"; 
c l asstype : t r o j an-ac t i v i t y; r ef e r e nce: u r l , dcc . emergingt hreat s . net / 2010934; re f e r e nce : u r l , wi..-.11 . emergingt hreat s . net / c gi - b i n/ cvs Ne b . cgi / sigs / US ER_AGE NTS / USER_AGENTS_I nfobox ; s id : 2010934; 
rev :3; ) 

# matt j onkma n 

• 
a l e r t tc p $HOME _NET a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (msg:"ET USER_AG ENTS Mov ies etc User Age nt ( IOi nstall )"; flow: to_ se r ver , established ; cont ent : " l0d 0a lUse r- Age nt l 3a l IOi ns t a l l "; 
nocase; class t ype: t r ojan- a ct i vity; refe r ence : url , 1w1w .movies-e t c . com; r ef e r e nce: ur 1, doc. eme r g i ngth r ea t s. net / 2002404 ; refere nce: ur l , 1w1w . emerg i ngt h r ea t s. net/ cgi -
bin/ cvs1-ie b . cg i / sigs/ US ER_AGENTS/ USER_AGEITTS_I nt er netOpt i mi ze r ; s i d : 200 2404 ; rev : 9 ; ) 

# mat t jonkma n 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg: " ET USER_AGENTS In t e rn et Opt i mize r Use r Age nt ( ROGUE) " ; fl OLY: t o_ se r ve r ,es t a blishe d ; content : " l0d 0a lUser -Agent l3a l ROGU E" ; 
nocase; c l ass t ype: t r o j a n- a ct i vity; ref e r ence : ur 1 , L\IWIIJ. int e r net -opt i mi ze r . com; re f e r ence : ur l , doc . e me r g i ngthr ea t s . ne t / 2002405; r ef e r e nce : url , wi,.rw . eme r g i ngt hr ea t s . net / cg i -
b i n/ cvs1-ie b . cg i / sigs/ USER_AGENTS/ USER_AGENTS_ I nt erne t Optimi zer ; s i d : 200 2405; rev : 9; ) 

#matt jonkma n 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg: " ET US ER_AGE NTS I nt e rn et Optimize r Activ ity"; flow: t o_se r ve r, e s t ablis he d; co ntent: "Use r -Agent l 3a J" ; no case ; 
content : "IOKe r ne l " ; wi t h i n : 1 50 ; pere: "/ Us e r- Age nt \ : [ "\n] +IO Ke rne l / i "; classtype : t r ojan- act i v i t y ; r eference : ur l ,doc . eme r gi ngth r ea t s . ne t / 2001498; 
ref e r e nce: u r l , M>JIY . eme r gingth r e ats. net/ cgi - b i n / cvs 1..ieb . cgi / s i gs / USER_AGENTS / USER_AGE NTS_Int e rne t Optimi zer ; sid : 2001498; r e v : 27; ) 

# matt j onkma n 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTTP _ PORTS (msg : " ET USER_AGENTS I nte rnet -opt i mize r . com Re l ated 5 PY""a r e User-Age nt ( Se xTr ac ke r \-JSI ) " ; flow: t o_ se r ver , establi she d; content : " l0d 
0a I User -Agent I 3a I SexTr ac ke r \,JSI " ; nocase; cla ss t ype: t r oj a n- activ i t y ; r ef e r e nce: ur 1, doc. eme r g i ngt h r ea t s. net /2003627; ref e r e nce : url , 1w1w . eme rgingth r ea t s . net/ cgi -
bin/ cvs1-ie b . cg i / sigs/ USER_AGENTS/ USER_AGEITTS_I nt er ne t Optimi ze r ; s i d : 2003627; rev : 7; ) 

# by pedro marinho 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNAL_NET $HTT P_PORTS (msg: " ET USER_AGENTS l-Ji n32/I nte r netAntiv i r us Use r Age nt Detect ed ( I nt ernet Antiv i r us Pr o ) "; flow:to_ser ve r , es tabli s he d; co nt ent : " l0d 
0a I User -Agent I 3a I In te r ne t Antiv i r us " ; noca se ; cla ss t y pe : t r oj an- a c t i v ity; re f e r e nce: u r 1, doc . emergingt hreats . net / 2010218; r e f e r e nce: u r 1, Wl'IL..i . emergingt hr eats. net/ cg i -
b i n/ cvs1-ie b . cg i / sigs/ USER_AGE NTS/ USER_AGENTS_I nt erne t _Ant i virus _Pr o; s i d: 2010218; r ev : 3; ) 

#by pe dro ma ri nho 
# 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_ NE T 3531 (msg: "ET US ER_AG ENTS Jo ltID Agent Ne\'i Code O01,m l oad" ; f loL..i : e stablished; co ntent: "User -Age nt I 3a I"; noca s e ; cont e nt : " PeerEn abl e r" ; 
wi t h in : 150 ; pere : " / Use r -Age nt \ : [ "\n ]+Pee r Enabl e r / i " ; c l asst ype : t r o j an-ac t i v ity ; re f e r e nce : url , W1>1111 . jo lt i d . com; r e f e r ence: ur l , fo r um. t r e wee ke . com/ l ofiver sion/ i ndex . php/ t 597. html ; 
ref e r e nce: u r l , doc . emergingthreats . net / 2001652; re f e r ence : ur 1, \'ILWol , eme r gingth reat s. net/ cgi - bin/ cvs L..ieb . cgi / s i gs / US ER_AGENTS / USER_AGENTS_Jo l tID ; s i d : 200165 2; r e v : 31 ; ) 

# by pe dro marinho 
# 

a l e rt tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (msg: " ET USER_AG ENTS dn s- l ook-up .com Spywa re Use r -Age nt ( KRSystem) " ; flow: t o_ se r ver,es t abli s he d ; c ont ent : " l0d 0a lUser - Age nt l3a l 
KRSys t em" ; noca se; c l a sst y pe : t rojan-act i vi t y ; r efe r e nce: ur l , doc . eme r g i ngt hr e at s. net/ 2003625; ref erence : u r l , Wl'M. eme r gingt hr eats . net / cg i -
bin/ cvs1-ie b . cg i / sigs/ US ER_AGENTS/ USER_AGENTS_KRSys t e m; s i d: 2003625; r ev : 7; ) 

# by pe dr o ma ri nho 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNAL_N ET $HTT P _PORTS (msg: " ET USER_AG ENTS No-ad. co. kr Fake AV Re l at e ci Use r -Age nt (U2C l ea n) " ; flow: est ablished , t o_se r ver; co ntent: " I 0d 0a I User -Agent i 3a I 
U2C lean" ; classtype : t roj a n -activ i t y; r efe r e nce : u r 1, doc . eme r gingth r e a ts . net / 2009289; r efe r ence : url , WWl-i . eme r g i ngt h r eat s . net / cgi- bi n/ c vsweb .cgi / s i gs/ USE R_AGENTS/ USE R_ AG ENTS_Ko r ea nFa keAV; 
s i d : 2009289; r ev : 4 ;) 

#Matt Jonkma n 
# 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (msg: " ET USER_AG ENTS Fa ke AV Us e r Agent av l -site . i nfo Re l ate ci (AV l ) "; f101,1: established, t o_se r ve r ; cont ent: " l0 d 0a lUser- Age nt l 3a l 
AV1 " ; c l as s t ype: t r o j an -ac t i v i t y; r ef e r e nce: u r l , dcc. emer g i ngt h reat s. net /2009 223 ; re f e r e nce : u r l , W1>11Y . emergingthr eats. net / cgi - b i n/ cvsNe b . cgi / s i gs / US ER_AGE NTS / USER_AGENTS_ Ko r eanf a keAV; 
sid :2009223; r ev : 5 ; ) 

# matt j onkma n 

• 
a l e rt t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg: " ET USER_AG ENTS Vi r us ki ll . co . kr Fa ke AV Use r - Age nt Detec t ed ( v i r us_ kil l ) "; f1 01-i : to_serve r ,establis hed; conten t : " l0d 0a iUse r -
Agent I 3a I v i r us_kil l " ; e lass t ype: t roj a n - act i v i t y; r efe r ence : ur l , doc . eme r g i ngt h r eats. ne t / 20091 50; ref e r ence : ur l , wi,IW . eme r g ingth reats . net / cgi-
bin/ cvswe b . cg i / sigs/ USER_AGENTS/ USE R_AGENTS_Kor ea nFa keAV ; s i d : 2009150 ; r e v : 4 ; ) 

#by ma r tin Ho l ste 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P _ PORTS (msg: " ET USER_AG ENTS Nl Fa ke AV User-Agent Detec t ed ( Nl ) " ; f101-i : t o_se r ve r, es tablis he d; co nt ent : " l0d 0a I User -Agent I 3a I Nl l0d 0a l " ; 
c l asstype : t r o j an- a ct i v i t y ; r ef e r e nce: u r l , doc . emergingthr eat s . net / 2009157; re f e r e nce: u r l , wi..-.11 . eme r gingt hreats . net / c gi - b i n/ cvs 1..ie b . cgi / sigs / US ER_AGE NTS / USE R_AGE NTS_Kor eanFa keAV; 
s i d : 2009157; r ev : 4 ; ) 

# by ma r t i n Ho l ste 
# 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (msg: " ET US ER_AG ENTS ezday . co . kr Re l a ted Spy1Ya r e Use r -Age nt De t ected ( Ezs hop) "; f l rn-i : es t a blished, t o_server; conten t : " l0d 0a lUse r ­
Agent I 3a I Ezs hop"; c l a sstype : t r o j an -act i v i t y ; r eference : ur l , doc. eme r gingt hreats. net / 2008594; reference : u r l , www . eme r gi ngthr eats . net / cg i -
bin/ cvswe b . cgi/ sigs/ US ER_AGENTS/ USE R_AGENTS_Kor ea nFa keAV; s i d : 2008594 ; r e v : 5; ) 
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#fr om t he sandnet , by mat t j onkma n 

• 
ale r t t cp $HOME_NET any - > $ EXTE RNA L_NET $HTTP _ PORTS (msg : " ET US ER_AGENTS Vi r usche ck . co . kr Fa ke Antispy,.,.a r e User Agent (virusc hec k ct r l. . . )" ; flow: established, to_se r ve r; conte nt : "Use r -
Agent I 3a I v irusc heck"; nocas e ; clas s t ype : t r oj an-ac t i vi t y ; r efe rence: u r l , doc . emergingth reat s . ne t /2007643; ref erence : ur l , wr,w . eme r gingt h reat s . n et / cg i -
b i n/ c vs 1'1eb . cgi/ s i gs/ USER_AGENTS/ USE R_AGEITTS_Kor ea nFa keAV; s i ci : 2007643 ; rev : 7 ; ) 

# f r om sandnet a na l ys i s 

• 
ale r t tc p $HOME_NET any - > $ EXTE RNA L_NET $HTT P _ PORTS (msg : " ET US ER_AGENTS Mycashba nk . co . kr Spywa r e User Agent ( p i nt _agency ) " ; flow:esta bl i sh eci , t o_se r ve r ; cont e nt : "Use r -Age nt I 3a I 
p i nt_age ncy"; classt ype: t r o j an - a ct i v i ty; r e f e r e nce : u r l , doc . emergingt hr eats . net / 2006413; r efe r ence: ur l , wwi.... . emer gingt hr eats . ne t / cgi-
b i n/ c vs 1'1eb . cgi / s i gs/ USER_AGE NTS/ US ER_AG EITTS_Kor ean Fa keAV; s i d : 2006413; rev : 6; ) 

# f r om sandnet a na l ys is 
# 

ale r t t cp $HOME_NET any -> $ EXTERNAL_NET $HTT P_PORTS (msg : " ET US ER_AGENTS Pl ati nu mr e ,..,a r d .co . kr Spyware Use r Agent (WT_GET_COl·V•\) "; flow:established, t o_se r v er ; cont ent: "User-Age nt l 3a l 
l.JT _GET _COl·IM" ; classtype: t r o jan-act i v i t y ; r efe r e nce : u r l , ciac . emergingthreats . net / 2006422; r eference : ur l , wwi.... . emer gi ngt hr eats. net/ cgi-
b i n/ cvs1"eb . cgi / s i gs/ USER_AGE NTS/ US ER_AGEITTS_Kor ean Fa keAV; s i d : 20064 22; rev : 8; ) 

# f r om sandnet a na l ys i s 
# 
ale r t t cp $HOME_N ET any - > $ EXTERNA L_N ET $HTTP_PORTS (msg:"ET USER_AGENTS Vaccineprog r am . co . kr Re l at e d Spywa r e User Agent (Museon ) " ; flow:establ i sh ed ,to_serve r ; content :"Use r -Agent l 3a l 
Museo n"; c l asstype: t r o j a n · activ i t y; r efe r ence : ur l , doc. eme r g i ngth r eats .net / 20064 18; refe r e nce: ur l , LWl\>J . emergingt hreats. net / cg i - b i n/ cvswe b . cgi/ sigs / USER_AG ENTS/ USER_AGENTS_Ko r ea nFakeAV; 
sid:2006418; r e v : 6; ) 

#fr om sandnet a na l ys i s 

• 
ale r t t cp $HOME_NET any - > $ EXTE RNA L_NET $HTTP_ PORTS (msg:"ET US ER_AGE NTS Vacci neprog ram. co . kr Re l a t e d Spy~,a r e Use r Agen t ( a nycleane r ) "; flow: establis hed , t o_ se r v er ; content:"User -
Age nt I 3a I anyc leane r "; c l a sstype: t r ojan · activ i t y; r eference : ur 1 , doc . eme r g i ngth r eats . net / 2006419 ; r efe r e nce: ur 1, Lwrw . eme r gingth r eats . net / cg i -
b i n/ c vs1"eb . cgi / s i gs/ USER_AGE NTS/ USER_AGEITTS_Kor ean Fa keAV; s i d : 2006419 ; rev : 6 ; ) 

# f r om sandnet a na l ys i s 
# 
ale r t t cp $HOME_NET any - > $ EXTE RNA L_NET $HTTP_ PORTS (msg : " ET USER_AGENTS Vacci neprog r am.co . kr Re l a t e d Spywa r e Use r Agent ( pcsafe ) " ; flow:est abl i sh ed ,to_se r ve r ; content : "Use r -Age nt l 3a l 
pc safe"; c l asstype: t r o j a n · activ i t y; refe rene e : ur l , doc. eme r g i ngth r eats .net / 20064 20; refe r e nce : ur l , LWl\'I . emergingt hreats . net / cg i - b i n/ cvswe b . cgi/ sigs / USER_AGE NTS/ US ER_AGENTS_ Ko r ea nFakeAV; 
sid:2006420 ; r e v : 6; ) 

# f r om sandnet a na l ys i s 
# 
ale r t t cp $HOME_NET any - > $ EXTERNA L_NET $HTTP _PORTS (msg : " ET US ER_AGENTS Docto r vacc i ne . co . kr Re lated Spywa r e Use r Agent ( Docto r Vacc i ne ) " ; flow: e stabli shed , t o_se r ve r ; co ntent : .. User­
Age nt I 3a I Doc t orVaccine " ; clas stype: t ro j an -ac t i vi t y ; r efe r e nce : u r l , ci oc . emer g i ngt hr eats. net / 2006421 ; r efere nce : ur l , ww1.>1 . eme r g i ngt hrea t s . net / cg i · 
b i n/ CVS\'leb . cgi/ s i gs/ USER_AGENTS/ USER_AGEITTS_Kor ean Fa keAV; si ci : 2006421 ; r e v : 6; ) 

#fr om sandnet a na l ys i s 
# 
ale r t t cp $HOME_NET any - > $ EXTE RNA L_NET $HTTP _ PORTS (msg : " ET US ER_AGENTS Docto r vaccine . co . kr Re lateci Spywa r e Use r Agent ( e r s ) "; flo ,..l : establis hed, to_se rve r ; content : "Use r -Age nt I 3a I 
e r s I 0d 0 a I"; c la sstype : t r ojan-activity; ref e re nce : ur 1 , doc . emerg i ngthrea t s . net/ 2007809; r ef e r e nce : url, wiwi . e me rg i ngthr e at s. net/ cg i -
b i n/ c vs 1'1eb . cg i / s i gs/ USER_AGENTS/ USER_AGEITTS_Korea nFa keAV; s i d : 2007809; r e v : 5; ) 

# f r om s a ndnet a na l ys i s 
# 
ale r t t cp $HOME_NET any -> $ EXTE RNA L_NET $HTT P _ PORTS (msg : "ET US ER_AGE NTS Docto r pr o . co . kr Related Spyi>1a r e User Agent ( doc t o r pr o l ) " ; fl ow:establi she ci , t o_se r ver; co ntent : .. Use r -Agent I 3a I 
ci octo r pro"; class t ype: t r o j a n - act i v i t y ; r ef e r e nce : u r l , cia c . emer g i ngthreats . net / 200642 3; r eference: ur l , Wl...w . eme r gi ngthr ea t s . net / cgi • bi n/ cvsweb . cgi / s igs / US ER_AGENTS/ USE R_AG ENTS_Ko re an Fa keAV; 
sid:2006423; r e v : 6; ) 

# f r om sandnet a na l ys i s 
# 

ale r t t cp $HOME_NE T any -> $ EXTERNA L_NET $HTT P_PORTS (msg : " ET US ER_AGENTS Kar i ne.co. kr Re l a t e ci Spywa r e Use r Agent ( chk Pr o f ile ) "; flow:establis hed,to_se r v er ; content:" l0 ci 0a lUser­
Agent I 3a I ch k Profile I 0d 0a I "; e l as s t ype : t r oj an -ac t i v ity ; r efe r e ne e: url , doc . eme r gingth r eats . net / 2006429 ; r efer ence : url , www . eme r gi ngth r eat s . net/ cgi-
b i n/ c vs i~eb . cgi / s i gs/ USER_AGENTS/ US ER_AGEITTS_Kor ean Fa keAV; s i d : 2006429 ; r e v : 7 ; ) 

# f r om sandnet a na l ys i s 
# 
ale r t t cp $HOME_NE T an y - > $ EXTERNA L_N ET $HTTP_PORTS (msg : " ET USER_AGENTS Ka rine . co . kr Re lated Spyware Use r Agent (Ac cess down ) "; flow:establis hed , t o_se r ver; content :" l0d 0a lUser­
Age nt I 3a I Access down I 0d 0a I "; e l as s t ype: t r oj an-act i v i t y; r efe r e ne e : ur l , doc. eme r gi ngth r eats . ne t /2006430; r eference: url , ,..rr,w . eme r gi ngt hr eat s. net/ cgi-
b i n/ c vs i~eb . cgi/ s i gs/ USER_AGE NTS/ USER_AGEITTS_Kor ean Fa keAV; si ci : 2006430; r e v : 7; ) 

#fr om sandnet a na l ys i s 

• 
alert t cp $HOME_NET any - > $ EXTE RNA L_NET $HTTP_ PORTS (msg: " ET US ER_AGENTS Pccle a r . co . kr / Pcclea r . com Fake AV Us e r - Age nt ( PCC l ea r Pl us ) " ; f101.,. : t o_se r v er ,establi shed; content : " l0d 0a lUse r • 
Age nt I 3a I PCC l e a r "; cla ss t y pe : t r ojan-activ i t y ; r ef e r ence : ur l , www . pcclea r .com; r eferenc e : ur 1 , www . pcclear . ca. kr ; r eference: ur 1, doc . eme r g i ngthreat s . net / 2008198; 
refe r e nce: url , www . emer g i ngt h reats. net/ cgi -bin / cvs web. cg i / s i gs / US ER_AGENTS / USER_AG Er-lTS_ Ko r ea nFa keAV; s i ci: 2008198; r e v : S; ) 

#fr om sandne t a na l ys i s 

• 
ale r t t cp $HOME_NET any - > $ EXTE RNA L_NET $HTT P_ PORTS (msg : " ET US ER_AGE NTS vacci ne - prog r am.co . kr Re l ateci Spywar e Us e r Age nt (vacci ne ) " ; f1 01~:est ablishe d , to_server; content: "Use r · 
Agent I 3a I vacci ne " ; c la ss t y pe: t r ojan-ac tiv i t y; r efe r ence : ur 1 , doc . emergingth r eats. net / 2008200; r e f e r e nce: ur 1 , WI-M . eme r gingt hr eats . net / cg i -
b i n/ c vs 1'1eb . cgi/ s i gs/ US ER_AGENTS/ US ER_AG EITTS_Kor ean Fa keAV; s i d : 2008200; r e v : 5; ) 

# f r om sandnet a na l ys i s 

• 
ale r t t cp $HOME_NET any -> $ EXTERNA L_NET $HTTP _ PORTS (msg : " ET USER_AGENTS ye ps . co. kr Re l ated Use r Age nt ( I Sec u ) "; f1 01.,. :establishe d , to_se r ve r ; content: "Use r · Agent ! 3a I ISec u" ; 
class t ype : t r o j a n-act i v i t y ; r efe r e nce : u r l , doc . eme r gingthr eats . net / 2008 204; r efe r e nce : ur l , 1'11."1..,. . emer gingthr eats . ne t / cgi- b in/ cvs i....eb . cgi / s i gs/ US ER_AGE NTS / USER_AGE NTS_Kor eanFa keAV; 
sid:2008204; r e v : 5; ) 

# f r om sandnet a na l ys i s 
# 

ale r t t cp $HOME_N ET any - > $ EXTE RNA L_NET $HTTP _ PORTS (msg : " ET USER_AGENTS ye ps . co. kr Re l ated Use r Age nt ( I SUpci ) " ; fl ow:establishe d,to_se r ve r ; content: "Use r -Agent i 3a I ISUpci" ; 
classtype : t r o j a n-act i v i t y ; r efe r e nce : u r 1 , doc. eme r gingthr eats. net / 200820S; r efe r e nce : ur l , Wl'il~ . emer gingthr eats. net / cgi -b in/ cvs i~eb . cg i / s i gs/ US ER_AGE NTS / USER_AGE rH S_Kor eanF a keAV; 
sid:2008205; r e v : 5 ; ) 

# f r om sandnet a na l ys i s 
# 
ale r t t cp $HOME_NE T any - > $ EXTERNA L_NET $HTT P_ PORTS (msg : " ET USER_AGENTS Ngu i de . co . kr Fa ke Security Tool User Agent ( ng uide up ) " ; flow:to_serve r , establ i shed; content: " l0 d 0a lUser­
Age nt I 3a I ng ui ci eup l0 d 0a I"; classt ype : t r o j a n - act i v i ty; r efe r e nce: u r 1 , doc. emergi ngt hrea t s. net/ 2007947; r efe r e nce : ur l , W\Wl . eme r g i ngt h r eats . ne t / cgi -
b i n/ cvs1~eb . cgi/ s i gs/ USER_AGE NTS/ USER_AGEITTS_Kor ean Fa keAV; si ci : 2007947; r e v : S; ) 

#fr om sandnet a na l ys i s 
# 
ale r t t cp $HOME_NET any - > $ EXTE RNA L_NET $HTTP _ PORTS (msg : " ET US ER_AGENTS Ms config . co . kr Re l a teci Use r Agent ( BAC KHAN) "; fl oi.... :to_se rve r , establis heci; content: " l0ci 0a I Use r -Agent I 3a I 
BACKMANI 0d 0a I"; classtype : t r ojan-ac t i v i t y ; r efe r e nce: ur l , doc. eme r gingt hr eat s . net / 2007958; ref erence: ur l , www . emergi ngt hrea t s . ne t / cg i -
b i n/ c vs 1'1eb . cgi/ s i gs/ USER_AGE NTS/ USER_AGEITTS_Kor ean Fa keAV; s i ci : 2007958 ; r e v : 5; ) 

# f r om s a ndnet a na l ys i s 
# 
ale r t t cp $HOME_NET any -> $ EXTE RNA L_NET $HTTP _ PORTS (msg : "ET US ER_AGE NTS Msconfig . co . kr Re l ate ci Use r Agent (GLOBALx ) "; f1 01~:to_se rve r , established; conten t: " l0d 0a I User- Agent I 3a I 
GLOBAL " ; c l asst ype: t r ojan -activ i t y ; r e f erence : url, doc . eme rgi ngth r eats . net / 2007959; r efe r e nce: ur 1 , LWIW . eme r gingt hreat s . net/cgi - b i n/ cvs ,..le b . cgi/ s igs / US ER_AGENTS/ US ER_AGENTS_Korea nFakeAV; 
sid:2007959; r e v : 5; ) 

# f r om s a ndnet a na l ys is 
# 

ale r t t cp $HOME_N ET any -> $ EXTERNA L_NET $HTT P _PORTS (msg : "ET US ER_AGENTS Kp a ng. com Spywa re User Age nt ( a uct i onp l us up ) "; fl ow:to_ser ve r ,es t a blis hed ; content: " l0d 0a IUse r · Agen t I 3a I 
auctio np l usu p I 0 d 0 a I"; classtype: t r o j a n · act i v i t y; reference : ur l , doc . eme r gingth r eats . net / 2007900; r efe r e nc e: ur l, LWIW . eme r gingt hr eats . net / cgi-
b i n/ c vs i"eb . cgi / s i gs/ USER_AGENTS/ USER_AGEITTS_Kor ean Fa keAV; s i d : 2007900; r e v : 5; ) 

#by v i e t a r j ulien 
# 
a le r t t cp $HOME_N ET any - > $ EXTERNA L_NET $HTTP_ PORTS (msg : " ET USER_AGENTS Sea r c hs py . co. kr Spyware Use r Age nt (HTT PGET DATA) " ; flow: to_serve r ,es t ablis he d ; cont ent :" l0d 0a JUs e r -Agent l3 a l 
HTTPG ETDATAI 0 d 0a I "; classtype : t r o jan-activ i t y ; r efe r e nce : u r l , doc. emergingthrea ts . net/ 2007908; r efe r e nce : ur l , W1•1i.... . emer g i ngt h r eats . net/ cgi -
b i n/ c vs1~eb . cgi/ s i gs/ USER_AGE NTS/ USER_AGEITTS_Kor ean Fa keAV; si ci : 2007908 ; r e v : 5; ) 
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#by v ictor julien 

• 
a l ert t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_PORTS (ms g : " ET USE R_AGENTS Sea r chs py .co . kr Spywa r e Use r Agent ( HTT PFIL EOO\"' ) " ; fl m>1 : to_server,establis he d; co ntent : " l0d 0a lUser -Agent l 3a l 
HTTPF ILE DOL,/N I 0d 0a I" ; c lass t ype: t r o j a n- act i vity ; refe r ence : url , doc . emergingthrea t s . net / 2007909; r efe r e nce : ur l , W\WJ . eme r g i ngt hr eats . ne t / cgi-
b i n/ cvs \>1e b . cgi / sigs/ USER_AGE NTS/ USER_AGENTS_Korea nfa keAV ; sid : 2007909; r e v : 5; ) 

#by v ictor j ulie n 

• 
a le r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P _PORTS (msg : " ET USER_AGENTS Sea r chs py .co . kr Spywa r e Use r Agent ( HTT P _FI LEDOWN ) "; fl OL": t o_se r ve r , establis hed ; content: " l0d 0a I Use r -Agent I 3a I 
HTTP _ FILECX)HN I 0d 0a I"; c lasstype: t r o j a n - activ i t y ; r efe r ence : ur l , doc. eme rg i ngt hreats . net / 2007910; refe r e nce: url , www .emergingth reats .net / cg i -
b i n/ cvswe b . cg i / sigs/ US ER_AGENTS/ USER_AGEITTS_Kor ea nf a keAV ; sid : 2007910 ; r e v : 5; ) 

# by v icto r j ulien 

• 
ale r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg : " ET USER_AGENTS Donkeyhote . co. kr Spyware User Agent (UDon ke y) "; flow: t o_ se r ver,establis hed; cont ent:" l0d 0a lUse r - Age nt l3a l 
UDon key I 0d 0a I " ; clas s type: t r o j an-activity ; r ef erence: ur 1, doc . eme r gingt hrea t s . ne t /2007927; r efe r e nce: ur 1, www .eme r gingthr ea t s .ne t / c g i -
bin/ cvswe b . cgi / sigs/ USER_AGENTS/ USER_AGENTS_Korea nfa keAV; sid : 2007927; r e v : 5; ) 

# by v ict o r j ulie n 

• 
a l ert tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (ms g: " ET USER_AGENTS Gc a s hbac k .co. kr Spywa r e User Agent ( I nvo keAd ) "; flow: to_se r ve r , es tabli s hed; content :" l0d 0a lUse r - Agent l3a l 
I nvo keAd le d 0a I "; clas s t y pe : t r ojan -activ i t y ; r e f e r e nce : u r l, doc . eme r gi ngth r eats . net / 2007928 ; r efe r ene e: ur l , Wdl" -eme r gingt hr eat s . net / cgi-
b i n/ cvswe b . cg i / sigs/ USER_AGE NTS/ USE R_AGENTS_Kor ea nf a keAV ; sid : 2007928; rev : 5; ) 

# by J aime Blasco 

• 
a l ert t cp $HOME_NET a ny - > $ EXTERNAL_NET $HTT P_ PORTS (msg : " ET US ER_AGENTS Suspicious User-Age nt ( Li ve Ent e r prise Suit e ) " ; flow: to_ serve r , establi s hed; content: " l0d 0a lUser - Agent l3a l Li ve 
Ent erpri se Su ite " ; nocase; class t y pe : t ro j a n- ac t i vity ; r efe r ence : ur l , doc . eme r g ingthr eats . net/ 2010727; r efe r ene e : ur 1, \'1\..-W .eme r g ingthr eats . net/ cgi -
b i n/ cvs \"e b . cgi / sigs/ USER_AGENTS/ USER_AGENTS_Li veAnt i vur usSu i te; s i d : 2010727; rev : 3; ) 

#by pe dr o ma ri nho 

• 
ale r t tc p $HOME_NET a ny - > $ EXTERNAL_NET $HTT P_PORTS (msg : " ET USER_AGE NTS Newl,Je b User Age nt ( lobo Lunar ) " ; floL~ : established,to_serve r ; c ont ent: " l0d 0a lUse r - Agen t l3a l Lo bo Lunar" ; 
c l asstype: t r o j a n- acti vity ; r efe r e nce : ur l, doc . eme rgi ngthreats . net/2009222; r efe r ence: u r l, W\WI . emergingthr eats. net/ cgi- bin / c vs L~e b . cgi/ sigs / USE R_AGENTS/ US ER_AGENTS_Lobo; sid : 2009222; 
r ev : 5; ) 

# by ja i me blasco 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNAL_NET $HTT P_ PORTS (msg : " ET US ER_AGENTS Suspicious User -Age nt (MxAge nt ) "; f1 01" : to_serve r ,established ; content:" led 0a lUser - Agen t l3a l MxAgent" ; nocase; 
c l a sstype: t ro j a n-activ i t y ; r eference: u r 1, doc . emer g i ngthr eat s. net /2011125; r eference: u r 1, WI..-W . eme r gingthr e at s . net/ cgi - bi n/ cvs we b . cgi / s i gs / USER_AGE NTS/ USE R_AGE NTS_MXAgent; s i d : 2011125; 
rev : 3; ) 

# by jai me b l asco 

• 
a l ert tc p $HOME_NET a ny - > $E XTERNAL_NET $HTT P _PORTS (msg : .. ET USER_AGENTS Ma h"a r el.Ji ped . com Spywa r e User-Agent (Ma l wareHi ped ) " ; f1 01" : t o_se r ve r , es tablished; c ont en t : "Use r -Agent I 3a I 
Ma l wa r e\.J i ped" ; nocase; e l asstype: t r o j a n • ac t i v i t y ; r efe r e nce : ur l , doc . emergingthreats . net / 2003582; r efe r e nce: ur l , WIIIW . emergingt hreats . net / cgi-
b i n/ cvswe b . cg i / sigs/ USER_AGE NTS/ USER_AGENTS_Malwa r e wi ped ; sid : 2003582; rev : 7; ) 

#by bgallia 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNAL_NET $HTT P _ PORTS (msg : " ET USER_AGENTS Adwave /Ma r ketScore Use r Age nt ( WTA) " j flo1" : t o_serve r , es t a blished; cont en t : " ] 0d 0a I Us e r -Agent I 3a I l.JTA_ " ; 
e l a sstype: t ro j a n-act i v i t y ; r efe r e nce : url , '"'"'~ . adwa ve . com/ our _mi ss i on. aspx; refere nce : u r l , W1..-w . ma rket scor e . com; r efe r e nce : u r l, doc . emergingthreat s . net/ 2002394; 
refere nce : u r l , W\>JW . eme r gingth reats . net/ cgi- b i n / cvs Neb. cgi / s igs / USER_AGE NTS/ USER_AGE NTS_Ma r ket sco r e; s id: 2002394 ; rev : 10; ) 

# by bgal lia 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNAL_NET $HTTP_ PORTS (msg : " ET US ER_AGENTS Ma r ketScore.com Spywa r e Use r Configur at ion a nd Setup Access " ; flo~l : to_ se r ver ,establi shed; co ntent : "Use r -
Agent I 3a I OSS Pr oxy "; c l asstype : policy- v i o l a tio n; r efe r e nce : ur l , www . ma r ketscor e.com; reference: u r l , www . spyswee per.com/ remove- ma rke t sco r e. ht ml ; 
refere nce: u r l ,doc . eme r gingthreat s . net/ 2001562; r efe r enc e : ur l , W\•M. eme r g ingthr eats . net/ cgi- b i n/ cvs l"eb . cgi / s igs / US ER_AGENTS/ US ER_AGE NTS_Ma r ketscor e; sid : 2001562; rev : 28; ) 

#by Pe dr o Ma r i nho 

• 
a l ert t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P _PORTS (msg : " ET USER_AGENTS Suspicious Use r Age nt Maxt hon" ; f1 01" : t o_se r ver, es t a blis hed ; cont e nt : " ] 0d 0a IUse r -Agent l3a I Mo zi lla / 4 .0 
( compatible I 3b I MSIE 6 . 0 I 3b [ L.Ji ndm"s NT 5 . 1 J 3b I SVl I 3b I Max t hon) "; classt ype: t roj a n-activi t y ; r efe r ence: ur 1, doc . emergingth r eat s . net/ 2011118; r ef e rence: u r l , \'MIV. emergingthr eat s . net / cgi­
b i n/ cvswe b . cg i / sigs/ US ER_AGE NTS/ USER_AGENTS_Maxt hon ; s i d : 2011118; r e v : 2; ) 

#by Pe dr o Ma r i nho 

• 
a l ert t cp $HOME_NET a ny - > $ EXTERNA L_NET $HTTP _PORTS (msg : " ET USER_AGENTS Megaupload Spywa r e Use r Age nt " ; f1 01" : t o_server , established ; content: "User- Age nt ( 3a I Mega up l oad l0d 0a I" ; 
e l a sstype: t ro j an-activ i t y ; r ef e r e nce : url , l'il>AV . budsinc. c om ; r ef e r e ne e: url , doc. eme r g i ngt hr eat s . net / 2003224; r efe r e nce: ur l , ~rww . eme r gingth r eats . net / cgi-
b i n/cvs1ve b . cg i / sigs/ US ER_AGENTS/ USER_AGEITTS_Mega upl oad ; s i d : 2003224; r ev : 7 ; ) 

# by Ped r o Ma ri nho 

• 
ale r t t cp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg : " ET USER_AGENTS TROJAN Me tafishe r / Gol dun z Use r Age nt " ; fl OL~: t o_se r ve r ,establi s he d ; content : " l0d 0a lUse r -Agent l 3a l z l0 d 0a l "; 
e lasstype: trojan-act i v i t y ; r eference: u r 1 , doc . emergingthr eat s. ne t /2002874; r eference : u r 1, 1Y1..-w . eme r gingthr eats . net / cgi - bin/ cvs 1ve b . cgi / sigs / US ER_AGE NTS/ USER_AGE NTS_Met afishe r ; s i d : 2002874 ; 
rev : 10; ) 

#Matt Jonkma n . Found being used by a go ldu n var iant 

• 
ale r t t cp $HOME_NET a ny - > $EXTERNA L_NET $HTTP_ PORTS (msg : " ET USER_AGENTS Suspicious User Age nt (MSIE XPSP2) " ; flow : t o_ se r ve r ,es t a blished ; c ontent: "Use r - Age nt l 3a l " ; nocase; 
content : "MSIEXPSP2 " ; within: 150; pe r e : " / Use r -Age nt \ : ( "\n ]+MSIE XPSP2/ i"; classty pe : t roj an · ac tiv i t y ; r ef e r ence : u r l, doc . eme r gingt hr eats . net / 2003200; 
r eference: u r l,Mw.i . eme r g i ngth reats. net / cgi - bin / cvs1\leb . cgi / s igs / US ER_AG ENTS/ USER_AGE NTS_Metaf i s he r ; s i d : 2003200; r e v : 7; ) 

# by: J e r emy Com~ay at sud osecu r e . net 
# r ef : 8082ad l a9be4fb87 312e2852c1647dd9 

ale r t t cp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_ PORTS (msg : " ET USER_AGENTS Rubyfo r t une Spywa r e Ca pabilit i es Use r - Age nt ( Mic r ogamin g I nstall Pr ogr arn ) · GET " ; flow: establis hed , to_ se r ve r ; 
content : "G ET " ; depth : 4; co nt e nt: " I 0d 0a I User-Age nt i 3a I Mi c r oga mi ng Insta l l Pro gr aml0d 0a I " ; nocase; wi t h i n: 100; c l ass t ype: t roj a n- ac tivity; 
r eference : u r l, vil . nai . com/v i l / content /v _151034 . ht m; r eference : u r l , 'rfl.YI" . ernsisoft . com/ en/ rna h "a r e / ?Ad1"a r e . \.J i n32 . Ruby+Fo r t une+cas i no+3 . 2 . 0 . 25; 
r efe rence: u r l , w1>JW . t hr eat e xpert . com/ repo r ts . asp x? f i nd=mgsmup . com; refe r e nce: u r 1, doc. eme r gi ngt h r ea t s. ne t / 2009783; r efe r e nce: url , WWIY . emergi ngth r ea ts . net / cgi­
bin/ cvswe b . cg i / sigs/ US ER_AGE NTS/ USER_AG EITTS_Micr ogaming; s i d : 2009783; r ev : 5; ) 

#by: J e r emy Com~ay at sudosecure . net 
# ref: 8082adl a9be4f b87 312e2852c1647dd9 

• 
a l ert t cp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P _PORTS (msg : " ET USER_AGENTS Mi r a r Ba r Spywa r e Use r -Age nt (Mba r ) " ; f l o1" : t o_se r ver, establis he d; co nt e nt : "User-Agent I 3a I Mba r" ; nocase ; 
e l a sstype: t ro j an-act i v i t y ; r efe r e nce : u r l, doc . emer g i ngthr eats. net /2003928 ; refere nce : u r l , w1..-w . eme r g i ngthreat s . net / cgi · b i n/ cvs 1,11e b . cgi / s i gs / USER_AGE NTS/ USE R_AGENTS_Mi r ar; sid : 2003928; 
r ev :6; ) 

# by: J e r emy Comvay a t sudosecure. net 
# r ef : 8082a d l a9be4f b87312e2852c 1647dd9 

• 
a l ert t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P _ PORTS (msg : .. ET USER_AGE NTS Mi r a r Ba r Spyware Use r -Age nt (Mi r a r _ Too l ba r ) " ; flow: t o_se r ve r, e stabli s hed ; content : "Use r-Agent I 3a I 
Mirar _Toolba r "; nocase; e lasstype : t rojan-activity ; r efer e nce : url , doc . eme rgi ngt hr eat s. net / 2003929; r eference : ur l , ~l\'M . emergingth r eats . net / cg i -
b i n/ cvswe b . cg i / sigs/ USER_AGE NTS/ USE R_AGEITTS_Mi r ar ; sid: 2003929; rev : 6; ) 

# by : J e r emy Com~ay at sud osecure . net 
# r ef : 8082ad l a9be4f b87312e2852c1647dd9 

a l e r t t cp $HOME_NET a ny - > $ EXTE RNAL_NET $HTT P_ PORTS (msg : " ET USER_AGENTS Mi r a r Spy1,11are Use r -Age nt ( Mi r a r _Keywo r dCo ntent ) " ; f101"1 : t o_ se r ve r , established; content: " Use r -Agent l3a l 
Mi rar _Keywo rdContent I 0d 0a I" ; nocase; classty pe : t roj an-activity ; r eferenc e : url , www3 . ca. com/ securitya dvi sor / pest/ pest . aspx?id=453078818 ; refe r e nce : u r l, doc. eme r g i ngth reats. net / 2003490 ; 
refere nce: u r l , W\"'" · eme r gingth reats . net / cgi - b i n / cvs1"e b . cgi / s i gs / US ER_AGENTS/ USER_AGE NTS_Mira r ; sid : 2003490; r e v : 6 ; ) 

#by: J e r emy Conway at sud osecure . net 
# r ef : 8082ad l a9be4 f b87 312e2852c1647dd9 

• 
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ale r t tcp $HOME_NET any - > $ EXTE RNA L_NET $HTT P_ PORTS (msg:" ET US ER_AG ENTS Mi va User Age nt (TPSystem) " ; flow: t o_ se r ve r , est ablishe d ; co nt ent :" l0 d 0a lUser-Agent l 3a l TPSys t em" ; nocase; 
c l ass t ype: t r o j a n-act i v i t y; r e f e r e nce : u r 1 , WWIY . mi va . com; r e f e r e nce : u r 1 , www . fi nd1Yha t . com ; r e f e r e nce : ur l , doc . eme r g i ngt hr eat s. net / 20023 9 5; r ef e r e nce : u r l , M,,.Y . emer g i ngt hr e at s. net / cg i ­
b i n/ cvs \veb . cg i / s i gs/ USER_AGE NTS/ US ER_AGE ITTS_Mi va; s i d: 200 2395; r ev : 11 ; ) 

#by: J e r emy Coniyay at sudosec ur e . net 
# r e f : 8082ad l a9be4 f b87312e2852c1647dd9 

a l e r t t cp $HOME_NET any - > $ EXTE RNA L_NET $HTT P_ PORTS (msg : " ET US ER_AGENTS Mi va SpY\-ia r e User Age nt ( Tr ave ! Upda t e ) " ; flo,.., : t o_se r ve r ,es t ablis hed ; co nt ent:" l0d 0a l Use r -Age nt l 3a l Tr ave l 
Updat e I 0d 0a l " ; c l a ss t ype: t r o j a n -ac t i v i t y; r e f erence : url , \.'Mw,mi va . com; r e f erence : url , doc. eme r gi ngth r ea t s . net /2002396; r e f e r e nce: ur 1, www .eme r gingth r eat s . ne t / cg i -
b i n/ cvs \veb . cg i / s i gs/ USER_AGE NTS/ US ER_AGEITTS_Mi va; s i d : 2002396; r ev : 10; ) 

# by : Je r emy Con1Yay at sud osec ur e . net 
# r ef : 8082ad l a9be4 f b87312e2852c1647dd9 

a l e r t t cp $HOME_NET any - > $ EXTERNA L_NET $HTT P_ PORTS (msg : " ET US ER_AGENTS Mo rphe us Spywar e I n s t a ll Us er -Ag ent ( Sm a r tl nsta lle r ) " ; flow: t o_ se r ver, e st abli she d ; cont ent: "Us er - Age nt l 3a l " ; 
nocase; cont e nt: "Sma r tl ns t a l l er" ; with i n : 1 50; per e : " / Use r -Age nt \ : [ "\n ]+Smar tlns t a lle r / i " ; e l a ss t ype: t r o j a n · ac t i v i t y; r ef e r ence : ur l , doc. eme r g i ngt h r ea t s. net /2003398; 
r ef erence: ur l , ww1'i . emer g i ngt h reats . net/ cgi -bin / cvs 1veb . cg i / s i gs / USER_AGENTS / USER_AGEIH S_Mor pheus; s id : 2003398; r ev : 7; ) 

# by : J eremy Con1Yay a t sud osec ur e . net 
# r e f : 8082ad l a9be4f b87312e 2852c 164 7dd9 

a l e r t t cp $HOME_N ET any - > $ EXTERNA L_NET $HTT P _ PORTS (msg : " ET USER_AGENTS Msgplus . net SpY\va r e / Adwa r e Us e r -Agent ( MsgPlus3 ) " ; flow: to_serve r , est ablis hed ; c ont ent : "User-Agent I 3a 1 
MsgPl us3 " ; nocase; clas stype: troj a n-act i vi ty; r efe r e nce : u r l , r esea r ch . sunbe lt- sof t \Yare . com/ t hr ea td i sp l ay . a s px? name =Messenge r %20Pl us !&th r eatid =14 931; 
ref erence: ur l, doc . emer g i ngt h reats . net / 2003529; re f e r ence : ur l, \'llY\Y. emergingt hreat s . net / cgi · bin/ cvs1Ye b . cgi / s i gs / USE R_AGENTS/USER_AGENTS_MsgPl us ; s i d : 2003529; r e v : 6 ; ) 

# by : J e r emy Coniyay a t sudosec ur e. net 
# r ef: 8082ad la9be4f b87 312e 2852c 1647dd9 

• 
# a l e r t t cp $HOM E_NET a ny · > $E XTER NAL_NET $HTTP_ PORTS (msg: " ET USER_AGENTS Myl•laySea r ch Pr oduct s Sp}'\'1a r e Us e r Agen t " ; flow: esta bli shed , t o_se r ve r ; cont ent :"User -Agent l 3a J" ; noc ase ; 
content : "Myt,Jay '" ; withi n : 150 ; pe r e :" / Use r -Agen t \ : [ "'\n ]+Myl.Jay / i " ; e l a sstype : t roj a n • activity; r e f e r e ne e : u r l , doc . eme r gi ngth r ea ts . net / 2002079; r ef er e nc e : ur l , '-'IW'W . emerg i ngt hr eat s . net / cg i ­
b i n/e vS\Yeb . egi / s i gs/ USER_AGE NTS/ USER_AG EITTS_MySe a r eh ; s i d: 2002079; re v : 15; ) 

# by : J er emy ConiYay at sud osec ur e . net 
# r e f : 8082ad l a9be4 f b87312e2852c1647dd9 

a l e r t t cp $HOME_NET any - > $ EXTE RNA L_NET $HTT P _ PORTS (msg : " ET US ER_AG ENTS MySea r ch Pr odu ct s SpY\Ya r e Us e r Age nt "; f1 01v: establishe d , t o_se r ve r ; cont e nt "Use r · Agent I 3a I"; nocas e ; 
content : "MySea r ch" ; ,vi th i n : 150; pe r e : " / Use r -Agent \ : [ "\n ]+MySearch/ i " ; classt ype: t roja n-activity; r e f er ence: ur l , doc . eme r gi ngthr ea t s . ne t /2002080 ; 
ref e r e nce: ur l , \Y\Wl . emer g i ngt h reats. net / cgi -bin / cvs web . cgi / s i gs / US ER_AGENTS / USE R_AGENTS_MySea r c h ; s i d: 2002080; r ev : 1S; ) 

# by : J eremy ConiYay at sud osec ur e . net 
# r e f: 8082ad l a9be4f b87312e2852c 1647dd9 

ale r t t cp $HOME_NET any - > $ EXTE RNA L_NET $HTT P _ PORTS (msg : " ET US ER_AGENTS Enhance My Sear ch SpY\Ya r e Act i v ity " ; fl ow: establishe d , to_se r ve r ; content ! "Use r -Age nt I 3a I"; noc a se; 
eont e nt : "He l per H" ; wi t h i n : 100; pe r e : " / Us er -Age nt \ : [ "' \ n] +He l perH/ i " ; c l ass t y pe: t r o j a n -activ i t y ; r ef e r enee : ur l , doe . eme r g i ngth r ea t s . net /2001746 ; r e f e r ence: u r 1 , lWJW . eme r g i ngt h r ea t s . net / egi ­
b i n/ cvs \veb. cg i / s i gs / USER_AGE NTS/ US ER_AGE ITTS_MySea r ch ; s i d: 2001746; r ev : 31 ; ) 

#by: J er emy Coniyay at sud osec ure . net 
# r e f : 8082ad l a9be4 f b87312e2852c1647dd9 

a l e r t t cp $HOME_NET any - > $ EXTE RNA L_NET $HTT P _ PORTS (msg : " ET US ER_AG ENTS My sea r ch . com/Mor phe us Ba r Spywa r e Use r - Agen t " ; fl ow:to_se r ve r , e s t a blis hed ; content : "Use r -Agent i 3a I"; noca se; 
eont e nt : "Morphe us " ; wi t h i n : 150; pe r e : " / Use r - Age nt \ : [ "\n ]+Mo r pheus/ i "; c l asst ype: t ro j an - aet i v i t y; r ef e r e ne e: ur 1, doc . eme r g i ngt hr ea t s . net / 2003396; 
ref e r e nce: ur l , \Y\Y\Y . emerg i ngt h reats. net/ cgi -bin / cvs web. cg i / s i gs / USER_AGENTS / USER_AGENTS_MySea r ch ; s i d : 2003396; rev : 7; ) 

#by: J e r emy Conway at sud osec ur e . net 
# r e f : 8082ad l a9be4 f b87312e2852c1647dd9 

a l e r t tc p $HOME_NET any - > $ EXTERNA L_NET $HTT P_ PORTS (msg:" ET US ER_AGENTS s ea r c heng ine ba r . com SpytYa r e Use r -Age nt (RX Ba r ) " ; flow: t o_se r ve r , es t a bli s hed ; cont e nt:"Use r -Agent l 3a l RX Ba r .. ; 
nocase; e l a ss t ype : t r oj a n-act i v i ty; r ef e r ence: url , doc , eme r g i ngthr ea t s . ne t /2003407; ref e r ence : u r l , IVlWI . eme r g i ngt h r ea t s. net / cgi- bi n/ e vswe b . cg i / s i gs / USE R_AG ENTS/ USER_AGENTS_MySea r c h ; 
sid:2003407 ; r e v : 7; ) 

#by Shi rkdog 

• 
ale r t tcp $HOME_NET any - > $ EXTE RNA L_NET $HTT P _ PORTS (msg: " ET US ER_AG ENTS My sea r ch . com SpylYa re Use r -Age nt ( i Me shBa r ) " ; f101v: to_se r ve r, established; content ! " Use r -Age nt I 3a I" ; noca se; 
eont e nt : " i Mes hB a r " ; ivi th i n : 150; pe r e : " / Us e r -Age nt \ : [ "\n ]+iMes hBa r / i " ; c l asst ype: t rojan - act i v i t y; r ef e r e nee: url , doc . eme r g i ngt hr ea t s . ne t/2003406; 
ref e r e nce: url , \Y\Wl . emer g i ngt h reats. net / cgi -bin / cvs web . cgi / s i gs / US ER_AGENTS / USE R_AGENTS_MySea r ch ; s i d: 2003406; r ev : 7; ) 

# by j aime bl asco 

• 
a le r t t cp $HOME_NET any - > $ EXTE RNA L_NET $HTT P _ PORTS (ms g : " ET US ER_AGENTS Spyt'ila r e goog l e · anali t i d181 . com r e l a t ed user agent ( My Sess i o n ) " ; fl ow: to_serve r , es tabli s he d ; co ntent :,. l0 d 
0 a f Use r -Agent I 3a I My Sess i on"; nocase; class t ype : t r o j a n -act i v i ty; r ef e r en ce : ur l , doc . eme r gi ngt hr eats . net / 2010677 ; r e f e r e nce : u r 1 , WI"'" · eme r gi ngt hr eats . net / cgi-
b i n/e vs \veb . egi / s i gs/ USER_AGENTS/ US ER_AGEITTS_MySes sion; s i d: 2010677; rev : 3 ; ) 

# by ja i me bl asco 
# 

ale r t t cp $HOME_N ET any - > $EXTERNA L_NET $HTT P _PORTS (msg : " ET US ER_AGENTS Myl.JebSearch SpY\Ya r e User Agent "; fl ow: es t ablis hed , t o_se r ve r ; cont ent : "Use r -Agent I 3a l " ; nocase; 
content: "My~Je bSea r c h"; 1,d t hi n : 150; pe r e: " / Use r · Agent \ : [ "\n ]+Myl.JebSea r ch/ i .. ; class t ype : t r o j an · act i v i t y ; refe r e nce: ur l , doc . eme r g i ngt hr eat s . ne t / 2001865 ; 
r ef e r e nce: ur 1 , M...w . emer g i ngt h r eat s . net / cgi -b in / cvs web . cgi / s i gs / US ER_AGENTS / USER_AGENTS_My\,Je b ; s i d: 2001865 ; r e v : 22; ) 

#Matt Jon kma n 
# 
a l e r t t ep $HOME_N ET an y - > $ EXTERNA L_NET $HTT P _ PORTS (msg : " ET USER_AGENTS TR OJAN Nanspy Use r -Age nt ( XXX ) " ; fl ow: e s t ablis he d , t o_serve r ; cont e nt : " )0d 0a I Use r -Agent j 3a I XXX " ; 
class t ype: t r o j a n - act i v i t y ; r ef e r e nce : url , doc. eme r gin gt hr eats. net / b i n/v i ew/Ma i n/ 20101 57; r ef e r e nce : ur l , \Y\Y\Y . emer gi ngt hr eat s. ne t / cgi - b i n/ cvs i'ileb. cgi / s i gs/ US ER_AGENTS / USER_AGE NTS_Na nspy; 
s id :2010157 ; r e v : 3 ; ) 

#Matt Jonkma n 

• 
a l e r t t cp $HOME_NET any - > $ EXTE RNA L_NET $HTT P_ PORTS (msg : " ET US ER_AGENTS Na v Exce l Spywar e Use r -Agent ( NavHe l pe r ) " ; flo,..1 : t o_se r ve r , esta bl i sh ed ; cont ent : "User-Agent l 3a l NavHe l per " ; 
noease; e l asstype: t r oj a n- a ct i v i ty; r ef e r ence: url , doc . eme r g i ngthr ea t s . ne t /2005321; ref e r ence : u r l , MWI . eme r g i ngt h r ea t s. net / cgi -b i n/ cv swe b . cg i / s i gs / USER_AG ENTS/ USER_AGENTS_Navhe l per ; 
sid:2005321; r e v : 6; ) 

#Matt Jonkma n 
# 
a le r t t cp $HOME_NET any - > $ EXTERNA L_NET $HTT P _ PORTS (msg : " ET US ER_AGENTS Ne l\11..Je b/ Sudui . com Spywa r e User Agent ( B Registe r ) " ; flow:esta bli she d , t o_se r ve r ; cont ent: "User -Agent i 3a I B 
Reg i s t er" ; noca se; cla s s t y pe : t r oj a n- ac tivity ; r ef e r ence : ur l , doc . eme rg ingt hrea ts . net / 2007597; r efe r e nce : ur 1 , MYW . eme r gingt hr e ats . net / cg i • 
b i n/ e vS\Yeb . egi / s i gs/ USE R_AGENTS/ USER_AG EITTS_NewWeb; s id : 2007597; r ev : 6; ) 

#Matt Jonkma n 
# 

ale r t t cp $HOME_NET any - > $ EXTE RNA L_NET $HTT P _ PORTS (msg : "ET US ER_AGENTS Ne l\11..Je b/ Sudui, com Spywa r e Us er Ag ent ( update sod ui ) " ; flmv:establ i sh ed , to_se r ve r ; content : "Use r · Agent I 3a I 
updat esodu i " ; nocase; e l ass t ype: tro j a n · activ i t y ; r efe rence : ur l , doc . eme r g i ngth r eat s . ne t / 2007598; r ef e r e nce: url , lWtw . eme r g i ngt hr eat s . net / cgi-
b i n/ c vs iveb . cgi / s i gs/ USER_AGENTS/ US ER_AGEITTS_New\,Jeb ; sid : 2007598; r ev : 6 ; ) 

#Matt Jonkma n 
# 
ale r t tep $HOME_NET any - > $ EXTE RNA L_NET $HTT P _ PORTS (msg: " ET USER_AGENTS Ne l\11..Je b/ Sudui . com Spywa r e User Agent ( aa aa bb b ) " ; flow: establis hed , t o_s e r ve r ; content : "Use r - Age nt I 3a I aaaabbb" ; 
nocase; e l ass t ype: t r o j a n · activ i t y; r e f erence : ur l, doc. eme r g i ngth r eats .net / 2007599 ; r ef e r e nce : ur l ,www .emerg i ngt hreats. net / c g i - b i n/ cvs1,.ie b . cg i / s i gs / USER_AG ENTS/ US ER_AGENTS_ Ne1\ll~e b ; 
sid:2007599 ; r e v : 6 ; ) 

# by Shi r kdog, from s pywa r e l p h i t s 
# 
a l e r t t cp $HOME_N ET any - > $ EXTERNA L_NET $HTT P_PORTS (msg: " ET US ER_AGENTS Oemj i Spyl'ila r e Us e r -Age nt {Oemji) "; flow: t o_ se r ve r , establ ishe d ; con tent : "Us e r-Age nt l3a l " ; nocase; 
content : "Oemj i ,. ; wi t hi n : 150 ; pe r e :" / Use r -Agen t \ : [ "' \ n ]+oemj i / i " ; e l asstype : t roj a n-act i v i t y; r e f er ence: ur l, d oc. eme r gi ngt hr ea t s . ne t /2003468; r e f erence : ur l , \.'N/W , e me r g i ngth r ea t s . ne t / cg i ­
b i n/ c vs1veb . cg i / s i gs/ USER_AGE NTS/ US ER_AGEITTS_Oemj i ; sid : 20034 68 ; r e v : 7 ; ) 

#by m s ta rkey 

• 
a l e r t tcp $HOME_NET any - > $ EXTE RNA L_NET $HTT P _ PORTS (msg : " ET US ER_AG ENTS OneSt e p Ad,..,a r e re l a t eci Use r Agent ( x ) "; f1 01y:est ablishe d , t o_se r ve r ; cont e nt : " l0d 0a I Use r -Agent i 3a I x l0 d 0a l "; 
noc ase; e lass t ype: troj a n- a ct i v i ty ; r ef e r ence: ur 1, Mw.i . symantee . eom/ security _res pons e/wri teu p . j s p ?docid =2008 • 11261 3 • 5052 -9 9&tabi d =2; r efe rene e : ur 1 , doc. eme r g i ngt h r ea t s . ne t /2009987; 
ref e r e nce: url , \Y\Y\Y . emer g i ngt h reats. net / cgi -bin / cvs web . cgi / s i gs / US ER_AGENTS / USER_AGENTS_Onestep ; sid : 2009987 ; r e v : 5 ; ) 
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#by matt jonkman 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg: .. ET US ER_AG ENTS Sus picious User Agent Rec uva Ope nP age - likely t ro j a n droppe r " ; f l m·, : t o_se r ver , establis he d; co ntent: " l0 d 
0a I User - Agent I 3a I Ope nPage"; c l asstype : t ro j a n -act i v i t y ; refer enc e : url , dcc , emergingth r eats. net / 2011101 ; r efe r e nce: ur l , L<l\>M . eme r gingthr eats. net / cgi -
bin/ cvsweb . cgi / s igs/ US ER_AGENTS/ USER_AGE ITTS_Ope nPage ; sid : 2011101; r ev : 4 ; ) 

#by matt jon k.man 

• 
a l e r t tc p $HOME_NET a ny - > $ EXT ERNA L_NET $HTT P_PORTS (msg:"ET USER_AG ENTS Pe r sona h t eb Spyita r e Use r -Age nt (PW-11/ 1 . 0) "; flow:to_ser ve r , establi s hed ; content :"User-Agent l 3a l PL.JM I /" ; noc ase ; 
e l ass t ype : t r o j an-activ i t y ; ref e r e nce: u r 1 , doc . emergingthreats. ne t /2003926; ref e r e nce: u r 1, w1...w . emerg i ngthreats . net/ cgi- bin/ cvs1>Jeb . cgi / s i gs / US ER_AGENTS/ USER_AGEhlTS_P\-IU ; sid : 2003926; 
rev: 6 ; ) 

#by ped ro ma ri nho 

• 
a l e r t t cp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (ms g :" ET USER_AG ENTS Pi v i m Multiba r Use r -Agent ( Piv i m Mul tiba r ) " ; f101t :established , t o_s er ve r ; co nt ent : " l0d 0a lUse r -Agent l 3a l Pi v i m" ; 
c l asstype: t roj an-activ i t y; r ef e r e nce: u r l , dcc . emergingthr eats . net /2009765; re f e r e nc e : u r l, Wl'l\>J . e rnergingthreats . net / cgi- bin/ cvs 1>Je b . cgi / sigs / US ER_AGENTS/ USER_AGENTS_Pi vi m; sid : 2009765; 
r ev: 6 ; ) 

#by matt jonkman 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg:"ET US ER_AG ENTS Popup bl ockade . com Sp}'\-ia r e Re l ated Use r -Age nt ( Popup Bl oc kade/ 1 . 63 . 0 . 2/ Reg) " ; flo~l :established , t o_se r ve r ; 
content : "I 0d 0a !Use r -Agent I 3a I Popu pB l ockade" ; classty pe : t r o j a n-activity ; re f e r e nce: u r l, dc c . eme r gingthr eats, net /2008894; r e f e r e nce : u r l, 1w,1>J . eme r gingthr eats. net/ cgi-
bin/ cvsweb . cgi/ sigs/USER_AGENTS/ USER_AGEITTS_PopupBl ockade; sid : 2008894; r ev : 5; ) 

# by matt j onk.man 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTTP _PORTS (msg : "ET US ER_AG ENTS Pr i vacypr otec t or Related Sp}'\-ia r e Use r - Age nt ( Sso l Net l ns t a lle r ) " ; flmt : t o_ser ve r , es tablished; content : "Use r -
Agent I 3a I Sso l Netlnstaller " ; classtype : t ro j a n - ac tiv i t y ; r efe r ence : ur l , doc. eme r gingth r eat s . net / 2008040; r efe r ence: url , ~,ww . e me r g ingt h reats . net / cgi-
bin/ cvswe b . cg i / s igs / US ER_AGENTS/USE R_AG EITTS_PrivacyPro tector; s i d: 2008040 ; rev : 5; ) 

#f rom castle cops r esea rch 

• 
a l e r t tc p $HOME_N ET a ny - > $ EXTE RNA L_NET $HTTP_ PORTS (msg:"ET US ER_AG ENTS Ad l oa d .Ge ne r ic Spy1-1a r e Use r -Agen t ( Pr oxyDm-in) " ; flo ~l : t o_se r ve r ,establi s he d ; content : "User - Age nt l3a l ProxyDown" ; 
nocase; class t ype : t r ojan- a ct i v i t y ; ref e r ence : ur 1 , doc , eme rgingthrea t s. net/ 2003639; r efe r ene e: u r 1 , LV\Wl . eme r g i ngt hr eats. net / cgi-b i n/ cvs L~e b . cgi/ sigs / USE R_AG ENTS/ USE R_AGENTS_Proxyd own; 
s i d : 2003639; r ev : 6 ; ) 

# f r om sandnet ana l ysis 

• 
#disa bl ed for dupes 
#ale r t t cp $HO'\E_NET any -> $EXTERNA L_NET $HTT P _PORTS (msg : " ET US ER_AG ENTS QQHelpe r r elat ed Sp}'\-ia r e Use r -Age nt ( H)"; flow: to_se r ve r , establis he d; co ntent : "Use r -Age nt I 3a I Hl 0d 0a I"; 
nocase; classtype : t r ojan- act i vity ; r efe r ence : url , dcc, emergi ngth r eats. net/2003749 ; r efe r ene e : ur l , LV\Wl . emergingthr eats. net/ cg i -b i n/ cvs ,~e b . cgi/ sigs / US ER_AG ENTS/ USE R_AGENTS_QQ; sid: 2003749; 
r ev :7 ; ) 

# f rom sandnet ana l ysis 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg:"ET US ER_AG ENTS qq .com r elated Spy1-1a r e Use r -Agen t (QQGame ) " ; fl o1t : to_ser ve r, establishe d; content : " Use r -Agent l 3a l QQGame"; 
nocase; class t ype : t r o jan- ac t i vity; ref e r ence: url , doc . eme r g ingthrea t s . net / 20036S8 ; r efe r ene e: url, W\Wl . eme r g i ngt hr ea t s . ne t / cgi-bin / cvswe b . cg i / sigs / US ER_AG ENTS/ USE R_AGENTS_QQ; sid : 2003658; 
rev :6 ; ) 

#by: J e remy Com~ay at sudos ec u r e . net 
# r ef: 95084b2cd0b845e26fd l 77856d6e 6319 

a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTT P _PORTS (msg : "ET US ER_AG ENTS QVOD Re l ated Spy1>Ja r e /MahJa r e Use r -Agent (Qvod ) " ; flo1-1: established , t o_se r ver ; con ten t : " le d 0a lUse r - Age nt I 3a l 
Qvod" ; nocase; class t ype: t r ojan- a ct i v i ty; r efe r ence : url , LWM , s i teadvisor . com/ s i tes / update . qvod. com; r e f e r ence: url , rrvnt . th r ea t expe r t. com/ r eports. as px ?f i nd : upda te .qvod . com; 
r e f e r e nce : u r l ,doc . eme r gingth reats . net/ 2009785; r e f e r ence: ur 1, wwN . eme r g i ngthr eats. ne t / cgi- b i n/ cvsweb . cgi / s igs / US ER_AGENTS / US ER_AGENTS_QVOD; sid : 2009785; r e v : 6; ) 

#by: Je remy Com"ay at sudose cu re. net 
#ref: 95084b2cd0b845e26f d l 77856d6e 6319 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg : "ET US ER_AGENTS Rf-ch eats .ru Trojan Re lated Us e r -Age nt (RF Rudo ko p v. 1 . 1 acco unt ve r i fi catio n) " ; flow: t o_se r ve r ,establi s hed; 
content : "I 0d 0a !Use r -Age nt ] 3a I RFRu do ko p " ; classtype : t ro jan - activ i t y; r efe r ence : ur l , doc . eme r gingth r ea t s . net /2008046 ; r efe r ence: url , ~NM . e me r gingt hreats . net / cg i -
bin/ cvswe b . cg i / sigs/USER_AGENTS/USE R_AG EITTS_RF; sid : 2008046 ; rev :4; ) 

#by Eo i n Mi ller 

• 
a l e r t tc p $HOME_NE T a ny - > $EXTE RNA L_NET $HTTP_ PORTS (msg : "ET US ER_AGE NTS Fa keAV l.Ji ndows Pr otection Suite/ Re l easeXP . exe Us e r -Ag e nt ( Re l easex p) " ; fl ow:establi shed , t o_se r ve r ; co nt ent: " l0d 
0a I Us e r - Agent I 3a I Re l easexp I 0d 0a I"; nocase; c la sstype: t roj an- act i vity ; r ef e r e nce: u r 1, dcc . eme r gi ngt h r ea ts . ne t / 2009796 ; r efe rence: u r l , www .eme r gi ngth r eat s . net / cgi-
bi n/ cvs1-ie b . cg i / sigs/USER_AGENTS/ USER_AGEITTS_Rel easeXP ; s id : 2009796 ; r e v : 6 ; ) 

# r ef: 08e90268f52d9429 27c 9f89f c9 b 796f b 

a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_PORTS (msg:"ET USER_AG ENTS AV2010 Rogue Security Applicat i o n User-Age nt (AV2010) "; flow:to_se r ver ,es t a blished ; con t e nt : " !0 d 0a lUs e r ­
Agent I 3a I AV2010 I 0 d 0a I"; classtype: t r o j an -activ i t y ; r efe r e nce : u r l , doc . emerg i ng t hreat s . net / 2008656; r ef e r e nce: u r l , Wl'll'i . eme r gingthr eats . net / cgi • 
b i n/ cvs1-ie b . cg i / sigs/ US ER_AGENTS/ US ER_AGENTS_RogueAV; s i d : 2008656; r e v : 5; ) 

#ref: 08e90268f5 2d9429 27c9f89f c9 b 796f b 

• 
a l e r t tc p $HOME_N ET a ny - > $ EXTE RNA L_NE T $HTT P_PORTS (msg:"ET US ER_AGE NTS Shop at Home Se l ect Spywa r e Activity ( Bun dl e )" ; flo ~l : establis hed , t o_ se r ver ; content : "Use r - Age nt l 3a l Bund l e"; 
e l asst ype: po licy- v i ol ation; r efe r e nce : ur l , do c. eme rgingthr eats . net / 2001702 ; r efe r ence: ur 1, 1wM . eme rgingt h reats . net / cgi - b i n/ c vs ~le b . cgi/ sigs / USER_AG ENTS/ US ER_AG ENTS_SAHSelect; sid : 2001702 ; 
r ev: 34 ; ) 

# r ef: 08e90268f 52d942927c 9f89fc9b 796f b 

a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTTP_ PORTS (msg : "ET USER_AG ENTS Shop at Home Se l ect Sp}'\>Ja r e Activity {SAH ) " ; f l mt : establis he d , t o_se r ve r ; content: "Use r -Agent l3a l " ; nocase; 
cont e nt : "SAH Agent"; wi t h in : 150; pere: " / Us er -Age nt \: ( "\n ]+SAH Agen t / i " ; c las sty pe: policy - v i o lat ion ; re f e r ene e: ur 1 , doc . eme r g i ngthreats. net/ 2001707; 
ref e r e nce: u r l , M>Jl>J . eme rgi ngth reats . net / cgi -bin/ CVSL>Jeb . cgi / sigs / USER_AGE NTS/ USE R_AG ENTS_SAHSe l ect j s i d : 2001707; r ev : 3lj ) 

# r ef : 08e90268f 52d9429 27c9f89f c9 b 796fb 

a l e r t tc p $HOME_NET a ny - > $EXTERNAL_NE T $HTT P_ PORTS (msg: " ET USER_AG ENTS Shopathomese lect . com Spy1-1a r e User Agent Act i v i t y" ; flow: t o_serve r ,establis hed; co ntent : "Use r -Agent l 3a l " ; 
nocase; content : "We bDownl oade r " ; wi t h in : 150; pere : "/ User -Age nt \ : [ "\n ]+l.JebOm-inl oa de r / i " ; c l asstype: t roj a n- acti v i t y ; refe r e nce : ur 1 , dc c . eme rgingth r eats . net/ 2002038 ; 
ref e r e nce: u r l , M>Jl>J . eme rg ingth reats, net / cgi - b i n / cvs 1>Jeb. cgi / sigs / USER_AG ENTS/ USE R_AGE NTS_SAHSe l ect; s i d : 2002038; r ev : 245 ; ) 

#by pe dro ma ri nho 

• 
a l e r t tc p $HOME_NET a ny · > $EXTERNA L_NET $HTT P_PORTS (ms g : .. ET US ER_AG ENTS Sus picious User Agent - Save " ; flo1t :to_s e r ve r, establis hed; co ntent "GET " ; de pt h :4; con tent : " J0 d 0a lUse r -
Agent I 3a I Sa ve " ; c l ass type : t ro jan-ac t i v ity; r eferenc e : ur l , doc . e me r gingthr eat s . net / 2011120; r efe r e nc e : ur 1, www .eme r gingth r eats . net / cg i -
b i n/ cvsweb . cgi / sigs/ US ER_AGENTS/ USER_AGEITTS_Save .com; sid: 2011120; r ev : 3; ) 

# by pe dr o marinho 

• 
a l e rt tc p $HOME_NET a ny - > $EXTERNAL_NET $HTT P _PORTS (msg : " ET USER_AG ENTS Sea r c h Engine 2000 SpyL>Ja r e Use r Age nt " ; flm": establishe d , t o_se r ve r ; content: "User - Agen t I 3a l " ; nocase; 
content : " searchengine " ; wi th i n: 100; pe r e : " / Use r -Agent \ : [ "\n ] +sea r c he ngine / i " ; e lass t ype : t rojan-activity; r efe r ence: ur 1, doc . e me r gingthr ea t s. net / 2001867 ; 
ref e r e nce: u r l , M>JI" . eme r gingth reats . net / cgi - b i n/ cvs 1>Je b . cgi / sigs / USER_AGE NTS / USE R_AG ENTS_Sea rch Engine 2000; s i d : 2001867; r ev : 22; ) 

#by pe dro ma ri nho 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NE T $HTT P _PORTS (ms g : .. ET US ER_AGENTS Gene r ic .Ma l wa r e. d l d Us e r -Age nt ( Sick l oade r ) " ; floN: t o_serve r , establis hed ; cont ent : "Use r -Agent I 3a I Sickl oader"; 
nocase; classtype : t roj a n- activity ; r efe r ence : ur 1 , dcc . eme r g ingth r eats . net/ 2003644; r efe r ene e : u r l, lV\WJ. eme r gingth r eats . net/ cgi-b i n/ cvswe b . cgi/ sigs / US ER_AG ENTS/ USER_AGENTS_Sic kl oa de r; 
s i d : 2003644; r ev :7 ; ) 

#by pe dro ma ri nho 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTTP _PORTS (msg: "ET US ER_AG ENTS Si deStep Spywa re Use r Age nt Activity " ; fl m'i : t o_serve r ,establi s hed; content: " Use r- Agent I 3a I"; noc ase ; 
content : "SideStep" ; 1ti t h i n : 1 50; pere : .. / Us e r - Age nt \ : [ "'\ n] +SideStep/ i " ; e lasstype : t r oj a n-act i v i t y ; re fe r e nc e : ur l , doc . eme r gingth r eats . net/2002078; 
ref e r e nce: u r l , M<M . eme r g ingth reats . net / cgi -bin / cvs 1>Jeb. cgi / s igs / USER_AGENTS/ USER_AGE NTS_Si deSea r ch; sid : 2002078; rev : 25; ) 

#by pe dro ma r i nho 
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• 
ale r t t cp $HOME_NE T any - > $, EXTE RNA L_NET $HTT P _PORTS (msg : " ET US ER_AGENTS Sidesear ch Spywa re Us e r Ag ent " ; fl ow: establis hed, t o_serve r ; conte nt : "Use r -Agent I 3a I Si desea r c h" ; clas s t ype : 
t roj a n-activ i t y ; reference : u r l , doc . eme r gi ngth r ea t s . net / 2001869; r efer ence: ur l , ~iww . eme r gi ngthr ea t s . ne t / cgi- bin/ cvswe b . cgi / s i gs / US ER_AGENTS / USE R_AGENTS_SideSea r c h ; s id : 2001869; r ev : 24; ) 

#by pedr o ma ri nho 

• 
a l e r t tcp $HOME_NET any - > $EXTERNA L_NET $HTT P _PORTS (msg: "ET US ER_AG ENTS Si deb a r Re l ate d Spywa r e Us er Age nt ( Sid eba r Cl i e nt ) "; flow:est a blis hed, t o_se r ve r ; content: "Use r -Agen t i 3a I 
Sideba r " ; c l asstype: troj a n - activ i t y ; re f e r ence : url, doc . eme r gingth r eats. ne t / 2008201 ; r e f e r ence : ur l , WoJrw . eme r gingthr eats . net / cgi- bin/ cvs ,..,e b . cgi / s i gs/ USER_AGENTS/ USER_AGENT S_SideSearch; 
s i d:2008201; r ev :5; ) 

# by ped r o ma r inho 

• 
ale r t t cp $HOME_NET any - > $EXTE RNAL_NET $HTT P_PORTS (msg : "ET US ER_AGENTS Smilewa r e Co nnection Spywa r e Re l ated User -Agent ( Smile1va re Co nnection) " ; flow:established , to_ser ver; 
content : "I 0d 0a !Use r -Agen t J 3a I Smile1>1a r e"; c l asst ype : t roj a n - activ i t y ; r efe rence : ur l , doc . eme rgingth reats. net/ 2008892; r efe r ence: url , Wl>JW . eme rgingthr ea t s . net / cgi-
b i n/ c vsweb . cg i / sigs / USE R_AGENTS/ USE R_AGENTS_Smilewa r e; s i d: 2008892; r ev : 5 ; ) 

#by pedr o ma ri nho 

• 
ale r t t cp $HOME_NET an y -> $ EXTERNAL_NET $HTT P _ PORTS (msg: " ET US ER_AGENTS Sogoul. com Spy1va r e Use r -Age nt ( SogoulMEHiniSet up ) " ; fl ow:established , to_se r ve r ; content : "I 0d 0a I User -Age nt l3a I 
SogouI ME"; clas s t y pe : t roj an-activ i t y; r e f e r e nc e : u r l , doc . eme r gingthr ea t s . net / 2008500; r efe r e nce: u r l , v.lWI" . eme r gingt h r eat s . net / cgi- bin / cvsweb . cg i / sigs/ USER_AGENTS/ USE R_AGENTS_Sogo u; 
sid:2008500; r ev : 5; ) 

#by Jaime Bl acso with alienva ult 

• 
ale r t t cp $HOME_NET an y - > $EXTE RNA L_NET $HTT P _PORTS (msg : " ET US ER_AGENTS Sus p i cious Use r - Agent ( SogouExp l or erMiniSetup) " ; flow: to_ se r ver ,es tabli shed; ccnten t : " I 0d 0a I User -Age nt I 3a l 
SogouExpl o r e rMi niSetup"; nocase; c l as s t y pe: t r o j an-ac tivi t y ; r e f e r e nce: u r l , doc . emerg i ngthr eats. ne t / 2010675; r ef e r e nce: ur l , www . eme r g i ngthr eat s. net / cg i -
bin/ c vsb•eb . cg i / sigs / USER_AGENTS/ USE R_AGE NTS_SogouExp l orer; sid: 2010675 ; rev : 3; ) 

# by Jaime Bl acsc with a lienvault 

• 
ale r t t cp $HOME_NET an y -> $EXTE RNA L_NET $HTT P_PORTS (msg : "ET US ER_AGENTS Spam8l ocke r Uti li t y Fa ke Anti-Spyt,a r e Us.er Agent ( Spam8l ccke r Ut ility x .x . x ) " ; flow: tc_se r ver,establishe d; 
content : "Use r -Agent I 3a I"; nocase; content: "SpamBl ocke r ut ili t y " ; vd t h i n: 150 ; pe r e:" / Use r -Agent \ : [ "'\n ] +SpamBloc kerutil i ty \ d/ i " ; c l a sst y pe : t r o j an-ac tivi ty ; 
r eference : url ,dcc . emergingth reats. net/ 2003384; re ference : u r l , w1>1w . emer g ingth r eats . net / cgi - b in/ cvs1oJeb . cgi / s igs / US ER_AGE NTS / US ER_AGENTS_SpamBl ccker Uti li t y ; sid : 2003384; r ev : 7; ) 

# by Jaime Bl acsc ,..Jith alienva ult 

• 
ale r t t cp $HOME_NET an y - > $EXTE RNA L_NET $HTTP_PORTS (msg : " ET US ER_AGENTS Speed - r unne r .com Fa ke Speed Tes t User-Age nt ( SRin staller ) "; fl m>1: t o_se r ve r , establishe d; content: " l0d 0a lUse r -
Agent I 3a I SRi nsta lle r I 0d 0a I "; clas stype : t roj an-ac t i vity; r efe r e nc e : u r l , doc . eme r gingthr eat s . net / 2008145; r ef erenc e: ur 1, www .eme r g i ngth r eat s . net / cgi-
bin/ c vs1>1eb . cgi / sigs / USER_AGENTS/ USE R_AG ENTS_Speed r unner; sid: 2008145 ; r ev : 5; ) 

# by Jaime Bl acso with alienvault 

• 
a l e r t tcp $HOME_NET an y - > $ EXTE RNA L_NET $, HTT P_PORTS (msg: " ET US ER_AGENTS Speed- r unne r .com Fa ke Speed Test Use r - Age nt ( Spe edRunne r ) "; f1 01>1 : to_s e r ve r , establishe d; content:" l0d 0a lUse r -
Agent I 3a I SpeedRun ne r I 0d 0a I "; c las stype : t rcj an-activ i t y ; r efe r e nce: u r l , doc . eme r gingthr eat s . net /2008146; r eference: ur l , ,..IWW . eme r g i ngth r e at s . net / cgi-
b i n/ c vs1veb . cgi / s i gs / USER_AGENTS/ USE R_ AG ENTS_Speed r unne r ; s i d : 2008146; rev : 5; ) 

# by Jaime Blacso with alienvault 

• 
alert tcp $HOME_NET an y -> $EXTE RNAL_NET $HTT P_PORTS (ms g : " ET US ER_AGENTS Speed - r unne r .com Fa ke Speed Tes t User-Age nt ( SRRecove r ) " ; flow: t o_server , establishe d; co ntent: " l0d 0a lUs e r -
Agent I 3a I SRReccve r I 0d 0a I"; e lasst ype: t r ojan -activ i t y ; r efe r e nc e : ur l ,doc . eme rgingth reats . net / 2008151 ; r efe r e nce: url , LWtw . eme rgingth reats. net / cgi -
b i n/ c vsweb . cg i / sigs / USER_AGENTS/ USER_AGENTS_S pe ed r unne r ; sid: 2008151 ; r ev : 5; ) 

#Matt Jonkma n 

• 
ale r t t cp $HOME _NET an y - > $EXTE RNAL_NET $HTT P _PORTS (msg: " ET US ER_AGENTS i Dc l>1 n l oadAge nt Spy,..l a re Use r Age nt "; flcw: t o_ se r ve r , establis hed ; ccnten t : "Use r -Age nt I 3a I"; nccase ; 
content : "iDownl oadAgent " ; wi th i n : 150; pe r e : " / User- Agent \ : [ "\n ] +i D01•,n l oadAge nt / " ; classty pe : t r ojan-ac tiv ity ; r eferenc e: ur 1, doc . eme r gingthreats . ne t / 2002739; 
r eference : ur l , Wl-r.>1 . emergingth reats. net/ cgi - b i n / cvsNe b . cg i / sigs / US ER_AGE NTS / USER_AGENTS_SpyAxe ; s id : 2002739; r ev :9 ; ) 

#Matt Jcnkma n 

• 
ale r t t cp $HOME_NET an y - > $EXTE RNA L_NET $HTTP_PORTS (msg : " ET US ER_AGENTS Spyaxe Spyv,a r e Use r Agent"; flo,.., : t o_ se r ve r , establishe d ; content : "User-Agent l3a l " ; nocase; content : " s pyaxe" ; 
wi t hin: 150; pere: " / Use r -Age nt \ : [ "\n J+spyaxe/ "; c l asstype: t r o j a n- a c t i vity ; re f e r e nce: u r 1, doc . e me r gingth r eats . ne t / 2002807; r ef e r e nce :ur l , Wl'lloJ. eme r gingthreat s. ne t / cgi-
bin/ c vs1>1eb . cgi / sigs / USER_AGENTS/ USE R_AGENTS_SpyAxe; s id : 2002807; r ev : 9; ) 

#l·latt Jonkma n 

• 
a l e r t t cp $HOME_NET any - > $ EXTERNA L_NET $, HTT P_PORTS (msg : " ET US ER_AGENTS Spyaxe Spyv,a r e Use r Agent 2 .. ; fl ow : t o_ser ve r , e s ta blis hed; co ntent : "Use r- Agent l 3a l "; noc ase; 
ccntent : " s pywa r eaxe" ; l'ol i t hin : 150; pe re: " / Use r -Age nt \ : [ "\n] +s pyNa r eaxe / "; c l a ssty pe : t r c jan-act i v i t y ; r eference : u r l , doc. emer gingthr eats . net / 2002808; 
r ef e r ence : ur l , WL-r.>1 . emergingth reats. ne t / cgi -bin / cvs 1veb. cgi / s igs / USER_AGENTS / USER_AG ENTS_SpyAxe ; s id : 2002808; r ev :9 ; ) 

#Matt Jonkma n 

• 
ale r t t cp $HOME_NET an y - > $EXTE RNA L_NET $HTT P_PORTS (msg: " ET US ER_AGENTS SpyDawn .com Fa ke Anti- Spywar e Use r -Agent ( SpyDawn) "; flOl'ol :to_se r ve r ,establi s hed; content : "Use r -Agent l3a l 
SpyOawn I 0d 0a I "; nocase ; cla ssty pe : t roj an-activ i t y ; r ef e r e nce: ur l , ww1v . spywa r egu i de . com/ s pydet_ 3366_s pyda1>1n . html ; r efe r ence : u r l , doc . eme r gi ngt hr eat s. net / 2003499; 
r efe r ence: ur l , WL-r.>1 . eme r gingth reats. net / cg i - b i n / cvsweb . cg i / sigs / US ER_AGENTS / USER_AGE IHS_S pydavm; s i d: 2003499; r e v : 7 ; ) 

#Matt Jcnkma n 

• 
ale r t tcp $HOME _NET an y - > $EXTE RNAL_NET $HTT P _PORTS (msg : "ET US ER_AG ENTS Spyhealer Fa ke Anti - Sp}'\>1are I nstall Use r -Agent ( SpyHea l er ) "; flm'II : t o_se r ve r , established ; ccntent : "Use r -
Agent I 3a I SpyHeal " ; nocase ; class t ype: trojan- activ i t y ; r efe r ence : url , doc . eme rgingth reats. ne t / 2003399 ; ref e r e nce: u r l, w1vw . eme r g i ngth r eats. net/ cgi -
b i n/ c vsweb. cg i / sigs / USER_AG ENTS/ USE R_AGE NTS_Spyhea l e r ; s i d : 2003399 ; r ev : 7 ; ) 

#Matt Jcnkma n 

• 
ale r t t cp $HOME_NET an y - > $EXTE RNA L_NET $HTT P _PORTS (msg : " ET US ER_AGENTS Spy l ocke d Fa ke Anti -Spyt>1a r e Use r -Age nt (Spy l oc ke d ) " ; flow: t o_se r ve r , established; content : "User-Agent I 3a I 
Spy l oc ked" ; nocase; c l assty pe: t r o j an-act i vity ; r efe r e nce : u r 1, doc .emergi ngthr eats. net / 2005322; r efe r e nce : u r l , 1V1V1'ol . eme r gingthreats. net / cg i -
bin/ c vsweb . cgi / s i gs / USER_AG ENTS/ USE R_AGENTS_S pyl ocked ; s i d : 2005322 ; r ev : 6 ; ) 

#from spyi>1a r e listeni ng pos t data 

• 
a l e r t t cp $HOME_NET an y - > $ EXTE RNA L_NET $HTT P_PORTS (msg : " ET US ER_AGENTS St atb laste r . com Spy\'1a r e User-Agent ( f etcher ) "; f1 01>1 : t o_se r ve r ,establis hed; content:"Use r -Agent l 3a l fet c he r l 0d 
0a I"; nocase; c l as.stype : t r o j an-act i v i t y ; r efe r e nce: url , dcc . eme rgingthreats. net / 2005318; r eference : ur l , Wl-r.oJ . emergingth r eats. net / cg i -
b i n/ c vsweb . c g i / s igs / USER_AGENTS/ USE R_ AGENTS_St atb las te r ; s i d : 2005318; r ev : 6; ) 

# by e vilghos t 

• 
ale r t t cp $HOME_NE T an y - > $E XTE RNA L_NE T $HTT P_PORTS (msg : " ET US ER_AGENTS STE ROID Dovml oad User -Agent , poss ibl e t r o j a n i nf ect i on" ; flow:est a blis hed , t o_se r ver ; co nt e nt: " 10 D 0A IUse r -
Agent I 3a I STEROID Oo1>1n l oa d ] 0D 0AI " ; noc ase ; class t ype: troja n-ac t i vity; r efe r ence: ur l , a nu bis . isec l a b . org/ ?ac t i on= r esu l t &tas k_ id=l 7b118a86e dba 30f4f 588db66eaf 55dl 0 ; 
r efe r ence: ur 1 , securi t y. t he j o shme i s t e r . com/ 2009/ 09/ new-ma l vla r e - ddc s - bot exe -e t c -and . htm l ; r eference : ur 1 , dcc . emergingth r eats. net/2009994; r e f e r ence: u r l, www .emergi ngthr eats.net/ cgi ­
bin/ c vs1>1eb . cg i / sigs / USER_AGENTS/ USE R_AGENTS_Ste r oid; s i d : 2009994; r ev : 5; ) 

# by e vilghos t 

• 
ale r t t cp $HOME_NET any - > $ EXTE RNA L_NET $HTT P _ PORTS (msg : " ET US ER_AGENTS Su reSeeke r Spyiva r e User Age nt " ; flow: es t ablis hed , t o_ server; conten t : "Use r -Agent I 3a I"; noc ase; 
ccntent : " s ur eseeke r " ; l'ol i t hin : 150; pe re: " / Use r-Agent \ : [ "\n J+s ur eseeker\ . com/ i "; clas sty pe: t r c j a n-act i vi ty ; r e f erence: ur l, doc . eme r g i ngthr eats . net / 2001868; 
r efe r ence : ur l , Wl-r.>1 . eme r gingth reat s . ne t / cgi -b i n / cvs iveb. cgi / s igs / US ER_AGENTS / USER_AG ENTS_S ur eSeeker; s i d : 2001868; r e v : 23 ; ) 

# by e v i l ghos t 

• 
ale r t t cp $HOME_N ET an y - > $EXTE RNA L_NET $HTT P _PORTS (msg : " ET US ER_AGENTS Su r f playe r Spywa r e Us e r Age nt "; flow: establis hed, t o_se r ve r ; conte nt : "Use r -Agent I 3a I"; nocase; 
content : "Su r ferPlu gin " ; ~li th in: 150; pe r e: •• / Use r -Agent \ : [ "\n ]+S ur f e r Pl ugin / i"; e l asstype: t roj an-ac tivity; r e f e r ence: u r 1, doc. eme r gingthr eats . ne t / 2001870; 
r efe r ence: ur l , Wl-r.>1 . eme r gingth reats. net/ cg i - b i n / cvs ive b . cg i / sigs / US ER_AGENTS / US ER_AGENTS_SurfPlaye r ; sid : 2001870; rev : 22; ) 

# by e v i l ghcs t 

• 
ale r t tc p $HOME_NET an y - > $EXTE RNAL_NET $HTTP _PORTS (msg : " ET US ER_AGE NTS Sus p i cious Use r Age nt ( age nt ) "; fl ow: tc_se r ve r , established; content : " l0d 0a I User -Agent I 3a I agent " ; nocase; 
e l ass t y pe : t r ojan- ac t i v i t y; r efe r ence: u r 1 , doc . eme rgingt h reats. net / bi n/v iew/Ma in /2001891 ; refe r e nce: u r 1, W!VW . eme r g i ngthreats. net / cgi -
b i n/ c vsweb . cg i / sigs / USER_AGENTS/ USE R_AGE NTS_Sus pi c ious; s i d : 2001891 ; r e v : 13; ) 
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# by e vilghost 

• 
a l ert t cp $HOME_NET a ny - > $ EXTERNAL_NET $HTT P_PORTS (msg : " ET USER_AGENTS Susp i cious Us e r Agen t (M ic r osoft I nte rn et Exp l or e r ) " ; flm'J : t o_serve r , e s t ablished ; cont ent : "Us e r - Agent l3a l 
Mi c r osof t I nt ernet Expl ore r " ; cont e nt : ! " bbc . co . uk" ; nocase; cont ent: ! "mi c r osof t . com" ; noc ase ; cont e nt : ! "vmwa r e . com" ; nocase; con t ent : ! "ms n . com" ; nocase ; content : ! "msnbc . com" ; noc a se ; 
cont en t : ! " . live.com" ; nocase; t hr es ho l d : t ype limit , t r ac k by_s rc, count 2, seconds 360; c l ass t ype: t ro j a n- a ctiv ity ; r ef erence: u r l , doc . emergingthreat s . ne t / b i n/vi ew/Ma i n/ 2002400; 
r e fere nce: u r l , www . eme r g i ngth r eat s. net / cgi - bin / cvs 1\leb . cgi / s i gs / USER_AGENTS/ USER_AGE NTS_S usp i c i ous ; s i d: 200 2400; r e v : 22 ; ) 

# by ev ilghos t 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NE T $HTTP_ PORTS (msg : " ET USER_AGE NTS Susp i cious Spywa re Re l a t ed Use r Age nt ( ut ilMi nd HTTPGe t ) " ; fl m'J : t o_se r ve r ,es tablis hed ; content : "Use r -
Agent I 3a I"; noc a se; cont ent : "Ut ilMi nd HTTPGet " ; l'J i t h i n : 1 50; pe r e : " / Use r -Age nt \ : [ "\n] +UtilMi nd HTTPGe t / i " ; co ntent : ! "Host I 3a I YNtw . b l ueocean .com" ; nocase ; t hr es ho l d: t ype limit , c ount 1 , 
t r a c k by _ s r c, seconds 360; class t y pe : t r o j an - a ct i v i t y ; r eference : ur 1 , WWL\I . ~J ebsearch . com; r e f erence: ur l , doc . e me r g i ngt hr eat s . net/ b i n/v i e w/Main/ 2002402; 
refere nce: u r l , WL'1\\I . eme r g i ngth r eat s . net / cgi - bin / cvs 1\le b . cgi / s i gs / USER_AGE NTS/ US ER_AGE NTS_Sus p i cious; s i d : 2002402; r e v : 13; ) 

#by evilghos t 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_N ET $HTT P_PORTS (msg : " ET US ER_AGENTS Susp i cious Use r Agen t ( I nfo r me r fr om RBC) "; flow: t o_se r ve r , es t a blished ; con t e nt :"Us e r - Age nt l 3a l '" ; nocase; 
content : "I nf o r me r fr om RBC"; L'Ji t hin : 150 ; pc r e : " / User-Agent \ : [ "\n ]+I nf orme r from RBC/ i "; c l ass t ype: t ro j a n-activ ity ; r ef e r e nce: u r l , Wl..,,,\I . kliksoftware . com; 
r e fe r e nce: u r l , doc. eme r g i ngth r eats. net / bin/v i ew/Ma i n/ 2003205; r eference : ur 1 , M..,,_\I , eme r g i ngthr eat s. ne t / cgi- b i n / c vs L~eb . cgi / s i gs / USER_AGENTS/ USER_AGENTS_Sus picious ; s i d: 2003205; rev : 7; ) 

# by ev i l ghos t 

• 
a l ert t cp $HOME_NET a ny - > $ EXTERNAL_NET $HTT P_ PORTS (msg : " ET USER_AGENTS Susp i cious User Agen t (Oo!-m l oad Age nt ) Pos s i b l y Re l ated t o Tri n i t yAc qu is i tions . com" ; 
flow: t o_se r ve r , es tabli shed; content: "Use r -Agen t I 3a I Downl oad Age nt " ; c l asstype : t r o j an-activ i t y ; r ef e r e nc e : ur 1, doc. emerg i ngt hr ea t s . ne t / bi n/v iew/Ma i n /2003243 ; 
refere nce : u r l , ww.\l . eme rg ingth r eat s . net / cgi - bin/ cvs 1\leb . cgi / s i gs / US ER_AGENTS/ USER_AGENTS_S us p i c i ous ; s i d : 2003243; r e v : 9; ) 

# by evilghos t 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NE T $HTTP_ PORTS (msg : " ET USER_AGE NTS Susp i cious User Agen t (Aut o updat e )" ; fl ow: t o_ s e r ve r ,established ; con tent : "Us e r - Age nt l 3a l Aut o up da te" ; noca se; 
cont en t : ! "Hos t I 3a I upda t e. nai. com" ; nocase ; con t e nt : ! "McAf eeAutoUpdate" ; nocase ; c ontent : ! "noki a .com" ; nocase ; c l asst ype : t r o j a n -ac t i v i t y ; 
r eference: u r l , doc . eme r g i ngth r e ats . net / bin/v i ew/Ma i n/ 2003337; r eference : ur 1 , WM\I . eme r g i ngthr eat s. ne t / cgi-bin / c vs web . cgi / s i gs / USER_AGENTS/ US ER_AGE NTS_Sus pi cious; s i d : 2003337; r ev : 12; ) 

# by e vilghos t 

• 
#a l e r t t c p $HOME_NET any -> $ EXTER NAL_NET $HTT P _PORTS (msg : " ET USER_AGENTS User Age nt Conta i n i ng http Suspicious - Li ke l y Spywa r e/ Tr o j a n" ; flow: t o_se r ver , established ; cont e nt: "User-
Agent I 3a I"; noc a se; cont ent : ! "rss"; nocase; per e: "/ Use r -Age nt \ : ( "\n] +ht t p \ : \/\// i '" ; c l ass t ype : t r o j a n -activity ; r efe r ence: ur 1, doc . e me r g ingt h r ea ts . ne t / bin/v i e\'J/Ma i n/ 2003394 ; 
refere nce: u r l , WL'1\\I . emergingth r eat s . net / cgi- bin / cvs 1\leb . cgi / s i gs / US ER_AGE NTS/ USER_AGENTS_S us p i c i o us ; s i d : 2003394 ; r e v : 7; ) 

# by evilghos t 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_ NE T $HTT P_ PORTS (msg : " ET USER_AGE NTS Susp i cious Use r -Age nt ( Toolba r ) Poss i b l y Ma l wa r e / Spyware " ; fl m'J : t o_server,es t a blis hed; content : " User-Agent l 3a l 
Too l ba r " ; con tent : ! " c f. icq . com" ; classt y pe : troj an -ac tiv i t y ; r e f erence : ur l , doc. eme r g i ngt hreats . net / b i n/v i ew/Main/ 2003463; r e f erence : u r l , Wl'll'II . eme r g ingt hr eats. net/ cg i -
b i n/ cvswe b . cg i / s i gs/ USER_AGE NTS/USER_AGE ITTS_Suspic i ous; s i d : 2003463; r ev : 12; ) 

# by ev ilghos t 

• 
a l ert t cp $HOME_NET a ny - > $EXTERNAL_NET $HTTP_ PORTS (msg : " ET US ER_AGENTS Susp i cious User- Age nt (ms )" ; flow: t o_ se r ver,establis he d; content: " User -Agent ] 3a ( ms l0d 0a l " ; classty pe:t r o j a n-
ac t i v i t y ; r efe r e nce : ur l , doc. emergingth r eats . net / b i n/v i el'J/Ma i n/ 2003497; refe r ence : ur l , www . eme rgingt h r eats. net / cgi- bin / c vswe b. cgi/s i gs / USE R_AGENTS/ USER_AGENTS_Suspicious ; s id : 2003497; 
rev: 8; ) 

# by ev ilghos t 

• 
a l ert t cp $HOME_NET a ny - > $EXTERNAL_NET $HTTP_ PORTS (msg : " ET USER_AGE NTS Susp i cious Moz illa Use r -Age nt - Li ke l y Fa ke (Moz i lla/ 4 . 0 ) " ; f1 01\l: t o_serve r , es tablis hed ; c ontent: "User-Agent l3a l 
Moz il l a / 4 . 0 l 0 d 0a I"; nocase; c l ass t ype : t r o j a n -act i v i t y ; r ef er ence : ur 1 , doc . eme r g i ngt hr ea t s . net/2003492; r ef e r e nce : ur l , L\IWW . eme r g i ngthr ea t s. net / cgi -
b i n/ cvswe b . cg i / sigs/ USER_AGE NTS/USER_AGE NTS_Suspic i ous; s i d : 2003492; r ev : 9 ; ) 

#by evilghos t 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNAL_NET $HTT P_ PORTS (msg : " ET USER_AGENTS Suspicious Mozilla Use r - Age nt - Li ke l y Fa ke (Moz i lla / 5 .0 ) " ; f1 01" : t o_se r ve r , es t ablis hed ; cont en t : " l0d 0a lUse r-
Agent l3a l Moz il l a/ 5 . 0 l0d 0a l " ; nocase ; cont e n t : ! " l0d 0a lHos t J3a l downl oad . r e l easenotes . nok i a . com" ; co nt e nt: ! "Moz i lla / 5 . 0 l0 d 0a lConnect i on l 3a l Cl ose l0 d 0a 0d 0a l " ; c l asst ype : tro j a n­
ac t i v i t y ; r eference : ur l ,doc. emergingt h r ea t s . net /2009 295; re f e r e nce : ur l , 'INIW . emergingt h r eat s . ne t / cgi- bin/ cv sweb. cg i / s i gs / USE R_AGE NTS/ USER_Agent s_S uspicious; s id: 2009295; r e v : 8 ; ) 

# by ev ilghos t 

• 
a l e r t t cp $ EXTERNAL_ NET a ny - > $HOM E_NE T $HTT P_ PORTS (msg : " ET USER_AGENTS Susp i cious Moz i lla Use r -Age nt I n bo un d - Li kely Fa ke ( Moz i lla / 5 . 0 ) "; flow: t o_ server ,es tabli she d; content : " l0d 
0a I Us e r -Agent I 3a I Moz i lla / 5. 0 l0d 0a I"; noc a se ; c la sst y pe : t r o j a n-activity ; r ef erence: u r 1, w1w . eme r g i ngth r e at s. net / cgi - bi n/ cvs we b . cgi / s i gs /USER_AGE NTS/U SE R_Age nts_Sus pi c i ous; 
refere nce : u r l , doc . eme r gingth reats . net/ 2010908; s i d: 2010908; r ev : 3; ) 

# by evilghos t 

• 
a l ert t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_ PORTS (msg : " ET USER_AGENTS Susp i cious Moz illa Use r -Age nt t y po (MOzilla/ 4 .0) " ; flow: t o_se r ve r , established; content :"Use r -Age nt l 3a l 
MOzil l a / " ; c l as s t y pe: t r o j a n • activ i t y ; r e f e r e nce : u r 1, doc . eme r gi ngth r eat s . net / 2003513; refe r ence : u r l , WWI" . eme r gingth r eat s . net / cgi- bi n/ c vs \.'1eb . cg i /s i gs/ USE R_AGENTS/ US ER_AGENTS_Suspicious ; 
s i d : 2003513; r ev :8; ) 

#Pluses i n a UA, sus pi cious a s well 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNA L_N ET $HTT P _PORTS (msg : " ET USER_AGENTS Susp i cious Moz i lla Use r - Age nt Sepa r at or - likely Fa ke (Mozilla/ 4 . 0+ ( compa tibl e +MS IE +)" ; 
flo~J : t o_se r ve r , establi she d; content : "Use r -Agen t I 3a I Moz i l la / 4 . 0+( compatibl e I 3b I +MSI E+/ "; e l ass t ype: t r o j a n- a cti v i t y ; r e f e r e nce: ur l , dcc . eme rgi ngthrea t s . ne t / 2003530; 
r e f erence: u r l , W\WI . eme r g ingth r eats. net / cgi- b i n / cvs 1\leb . cgi / s i gs / USER_AGENTS/ USER_AGE NTS_S usp i cious ; s i d: 2003530; r e v : 10 ; ) 

#Pluses i n a UA, sus pi cious a s well 

• 
a l ert t cp $HOME_NET a ny - > $EXTERNA L_NET $HTTP_ PORTS (msg : " ET USER_AGENTS Susp i cious User -Agen t (do!-m l oa de r ) - Used by L-fi nfixmas te r . com fa ke Ant i -S py..,,a r e and Ot her s " ; 
flO'IJ : t o_se rve r , es tabli shed; cont en t: "Us e r - Agen t I 3a I downl oade r " ; c l as s t ype: t r o j a n- activ i t y ; refe r ene e: u r 1, doc . eme r g i ngt h r ea t s. ne t/ b i n/v i e 1'J/Ma in/ 2003546 ; 
refere nce : ur l , \'M!.\I . eme r gingth r e ats . net / cgi - bin/ cvs 1\leb . cgi / s i gs / US ER_AG ENTS/ USER_AGE NTS_Suspic i o us; s i d : 2003546; r e v : 6; ) 

#Pluses i n a UA, s us picious a s well 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NE T $HTT P _PORTS (msg : " ET USER_AGENTS Susp i cious User -Agen t (DI ALER) "; fl oL~ : t o_se r ve r ,es t a blis he d; cont en t : "Use r -Age nt I 3a I DIALER" ; nocase; 
e l a ss t ype : t ro j an-act i v i t y ; r efe r e nce : u r 1, dc c . emerg ingthr eat s . net /2003566; r eference: u r 1, Wl'll\l . eme r gingth reat s . net / c gi • b in/ cvs 1\le b . cgi / sigs /USER_AGE NTS/USE R_AGEIH S_Sus p i c i ous; sid : 2003566; 
rev: 7; ) 

#Pluses i n a UA , sus pi cious a s ~, e ll 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_PORTS (msg : " ET USER_AGENTS Susp i cious User •Agen t ( update ) "; flow: t o_se r ve r,e stablis he d; cont e nt : "Use r -Agent l3a l upda te l0d 0a l "; 
e l a ss t ype: t ro j an-activ i t y ; r ef e r e nce : u r l , dcc . emer g i ngthr eats. net /2003 583 ; reference : u r l , Wl'll\l . emergingth reat s . net / cgi - b i n/ cvs Ne b . cgi / sigs / USER_AGE NTS/USER_AGE NTS_S us pi c i ous; s i d : 2003583 ; 
r ev: 7; ) 

#Plus e s i n a UA, suspicious as well 

• 
#a l e r t t c p $HOME_NET any -> $ EXTER NAL_NET $HTTP _PORTS (msg : " ET USER_AGENTS Sus picious Use r - Age nt ( Update r ) ., ; flow: t o_ serve r , establishe d; cont e nt : "Use r - Agen t I 3a I Update r " ; 
e l a ss t ype: t ro j an-activ i t y ; r ef erence : u r 1 , doc. emer g ingthr eat s. ne t /2003584 ; reference : u r 1, w1w . eme r g ingthreat s , net / cgi - bin/ cvs Ne b . cgi / sigs / USER_AGE NTS/ USER_ AGEhlTS_Susp i c i ous; s i d : 2003584 ; 
rev: 7 ; ) 

#Pluses i n a UA , s us picious as ~,e ll 

• 
a l e r t tcp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (ms g : " ET USER_AGENTS Spyeye or Ot he r Tro j an Use r -Age nt (Windows Updat es Ma nage r ) " ; flow: t o_se r ver , e s t ablished; cont ent : "Use r -
Agent I 3a I WindoL\I S Up dates Ma nage r " ; c l asst ype : t r o j a n -ac t i v i t y ; r ef er ence : ur l , doc . emerg i ngt hrea t s . net / 2003585; r ef e r e nce : ur l ,1.\1\>NI . eme r g i ngt hreat s . net / cgi-
b i n/ cvswe b . cg i / s i gs/ USER_AGENTS/USER_AGENTS_Suspic i ous; s i d : 2003585; r ev : 7 ; ) 

#Pluses i n a UA, sus pi cious as ~,e ll 

• 
a l ert t cp $HOME_NET a ny - > $EXTERNAL_N ET $HTTP_PORTS (msg : " ET USER_AGENTS Suspicious User-Agen t ( l.J i nXP Pr o Se rv ice Pac k 2 )" ; flow: t o_se r ve r , es ta blished ; content :"Use r - Agent l 3a l \.J inXP 
Pr o Se r v i ce Pac k 2"; e l a sst ype : t r o jan -ac tiv i t y ; r efe r e nce : u r l , dcc. eme r g i ngt h r ea t s . net/ 2003586 ; r eference: u r l , WL'1\'11 , emergingth reats. net / cgi -
b i n/ cvswe b . cg i / s i gs/ USER_AGENTS/ USER_AGEITTS_Suspicious; s i d : 2003586; r ev: 7; ) 

#Pluses i n a UA, sus pi cious a s well 

• 
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a l e r t t cp $HOME_ NET a ny - > $ EXTERNA L_NE T $HTT P _ PORTS (msg : " ET USER_A6 ENTS Susp i cious User -Age nt out boun d ( bot ) " ; fl ow: t o_se r ve r , es t a blis hed ; cont ent : "Use r -Agent i 3a I bo t /" ; nocase; 
e lass t ype : t r o j an- activ i t y ; r ef e r e nce : u r 1 , doc . emer g ingthr eats . net / bin /v i ew/Ma i n/ 2003622; re f e r e nce: u r l , www .eme r gingthr eats . net/ cgi - b i n/ cvs1>Jeb . cgi / s i gs / USER_A6 ENTS/ USER_A6EIH S_S us picious; 
s i d : 2003622; r ev : 7 ; ) 

#Pl uses i n a UA, s us pi cious a s well 

• 
a l e r t t cp $HOME_N ET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg : " ET US ER_A6 ENTS Susp i cious Ooubl e User-Agent (Use r -Age nt Us e r -Age nt ) '"; flow: t o_se r ve r ,establi s he d ; content : .. Use r - Age nt l3a l 
Use r -Age nt I 3a I "; noca se; c l assty pe : t roj an -ac tiv i t y ; r efe r e nce : u r l , doc . emergingt hr eats . ne t / b i n/v i ei,J/Ma i n/ 2003626; r e f e r e nce : u r l , Wl'IW. eme r gingt hr eats . net / cg i · 
b i n/ cvswe b . cg i / sigs/ USER_AGENTS/ USE R_AG EITTS_S uspi cious ; s i d : 2003626; r ev : 6; ) 

#Pl uses i n a UA , s us pi cious a s well 

• 
a l e r t t cp $HOME_NE T a ny - > $ EXTERNA L_NE T $HTTP _PORTS (msg : " ET USER_A6 ENTS Susp i cious User · Age nt (MS I E) " ; floN: to_se r ve r , es t ablishe d; co nt ent : "Use r -Agent I 3a ] MSIE"; classtype: t r o j an-
ac t i v i t y ; r e f erence ; ur l , doc. eme r gingth r ea t s . net / b in/v i el'l/Ma i n/ 2003657; r efe r ence : ur l , www . eme r gingt h r eat s . net / cgi- bin / c vswe b. cgi/s i gs / USE R_AG ENTS/ USER_AG ENTS_Susp i cious; s id : 2003657; 
rev : 12; ) 

#Pl uses i n a UA , s us pi cious as well 

• 
a l e r t t cp $HOME_NE T a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg:" ET USER_AGENTS Susp i cious User · Age nt (HTT PTEST ) - See n used by dOLrn l oade r s"; flow: t o_ se r ve r , e s t abl i s he d ; cont ent : "User-
Agent I 3a I HTT PT EST"; noca se; class t ype: t r o j a n - a ct i v i t y ; ref e r ene e : ur 1 , doc . emerg i ngthr eats . net / bi n/v iew/Ma i n/ 2003927; r ef e r e nce : ur l , wt>NI . eme r g i ngt hr ea t s . net / cg i • 
b i n/ cvs \'le b . cg i / sigs/ USER_AGENTS/ USER_AGENTS_Sus pi cious; s i d : 2003927; r ev : 6; ) 

#Pl us e s i n a UA, s us pi cious a s 1,1 e l l 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTERNA L_NE T $HTT P _PORTS (msg: " ET USER_A6 ENTS Susp i cious User -Age nt ( Sna t c h- Sys t em) "; flow: to_se r ve r , establishe d ; content : "Use r -Agent I 3a I Snat ch - Sys t em"; 
nocase; class t ype : t r o j a n- a ct i vity; r e f e r ence : url , doc . emergingt hreats. net/ bi n/v i ew/Ma i n/ 2003930 ; r ef e r e nce: ur 1, L>JWW . eme r g i ngt hr ea t s. ne t / cgi -
b i n/ cvswe b . cg i / sigs/ USER_AGENTS/ USE R_AGEITTS_S uspi cious; s i d : 2003930; r ev : 8; ) 

#Pl uses i n a UA , s us pi cious a s well 

• 
a l e r t t cp $HOME_ NE T a ny - > $ EXTERNA L_ NE T $HTT P _PORTS (msg : " ET USER_A6 ENTS KKtone Susp i cious Us e r -Age nt (KK To ne ) "; fl oL" : to_s e r ve r , establi s he d ; conte nt : "Use r -Agent I 3a I KKTone .. ; noca se; 
c l ass t ype : t r o j an-ac t i v i t y ; r ef e r e nce : u r l , doc . emer g ingthr eat s . net / bin /v iew /Main/ 2004443; re f e r e nce: u r l , WL>J\>J . emergingthreats . net / cgi -b in/ cvs1>Je b . cgi / sigs / US ER_A6 ENTS/ USER_AG ENTS_Sus picious ; 
s i d : 2004-443; r ev :6;) 

#Pl us e s i n a UA, s us pi cious as 1,1ell 

• 
a l e r t t cp $HOME_ NE T a ny - > $ EXTERNA L_NE T $HTTP_ PORTS (msg:" ET USER_A6 ENTS Susp i cious User·Agent (MyAge nt ) "; f! OL>J : t o_s e r ve r ,establi shed ; content : "Use r -Agen t J3a l MyAgent"; nocase; 
e l a ss t ype: t r o j an-act i v i t y ; r ef e r e nc e : u r 1 , doc. emer g i ngthr e at s. net / bin /v iew/Ma i n/ 2005320; r e f e r e nce: u r l , WLw, . eme r gingthr eats. net / cgi - b i n/ cvs1>Je b . cgi / sigs / US ER_A6 ENTS/ USER_A6 ENTS_Sus p i c i o us ; 
s i d :2005320; r ev : 7;) 

#Pl uses i n a UA , s us pi cio us a s well 

• 
a l e r t t cp $HOME_ NET a ny - > $EXTERNAL_NET $HTT P_ PORTS (msg: "ET USER_AG ENTS Susp i cious Use r Age nt - Li ke l y Webhance r Re l ateci Spywa r e ( TES T) " ; flOl'l : to_ser ve r , esta blished; cont e nt : "Use r · 
Agent I 3a I TE ST I 0d 0a I"; class t ype : t rojan-activity ; r ef er e nce : u r l , doc . eme r gi ngt hr eat s . ne t / b i n/v i e L>J/Ma in/ 2006357; r ef erenc e : u r l , WW\'l . eme r gi ngth r ea t s . net / cg i -
b i n/ CVS\'le b . cg i / sigs/ US ER_AGENTS/ USE R_AGEITTS_Sus pi c i o us; s i d : 2006357; r ev : 6; ) 

#Pl uses i n a UA, s us pi cious a s 1,1e l l 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTERNA L_NET $HTT P_ PORTS (msg : " ET US ER_A6 ENTS Susp i cious User Age nt - Li ke l y Webhance r Re l ateci Spywa r e ( Hua i _Hua i ) "; flow: t o_se r ve r , es t abli s hed; 
content : "Use r · Age nt I 3a I Hua i _Hua i I 0d 0a I"; class t ype : t r o j an - activ i t y ; ref er ence : ur l , doc . eme r g i ngthr ea t s . ne t / bi n/v i ei'l/ Ma i n/ 2006361 ; r ef e r e nce : ur l , 1,,ww , eme r g i ngthr ea t s . ne t / cgi­
bin/ c vsweb . cg i / sigs/ USER_AG ENTS/ USE R_AG ENTS_S uspi cious; s i d : 2006361 ; r ev : 6; ) 

#Pl uses i n a UA, s us pi cious a s 1,1e ll 

• 
a l e r t t cp $HOME _NE T a ny - > $ EXTERNA L_NET $HTT P _ PORTS (msg : " ET USER_A6 ENTS Susp i cious User · Age nt (MYUR L) " ; fl ow: t o_serve r , established ; content: "Use r -Age nt ( 3a I MYU RL I 0d 0a I"; 
c l a ss t ype : t r o j a n-act i v i t y ; r ef e r e nce : u r 1 , doc. emer g i ngthr eats . net / bin /v iew /Ma i n/ 2006365; r e f e r e nce: u r l , www .eme r gingth r eats. net/ cgi - b i n/ cvs1>Je b . cgi / s i gs / USER_A6 ENTS/ USER_AG ENTS_S us p i c i o us ; 
s i d : 2006365; r ev : 6;) 

#Pl uses i n a UA , s us pi cious a s well 

• 
a l e r t t cp $HOME_ NET a ny - > $ EXTERNA L_N ET $HTT P_ PORTS (msg: "ET USER_A6 ENTS Susp i cious User Age nt (006) " ; flow:est a blis hed , t o_se r ver ; co nt e nt :"User-Age nt l 3a l 00" ; pc r e : " / Use r -Agent \ : 
00 \ d+ \ x0d\ x0a / " ; c l asstype : t r oj a n • act i v i t y ; r e f erence : u r 1, doc . eme r gi ngth r eats . net / bin /v i ew/ Ma in/ 2006388; r efe r e nce: ur l , WWl'l . eme r gi ngthr eats . ne t / cgi + 

b i n/ cvswe b . cg i / sigs/ US ER_AGENTS/ USE R_AG ENTS_Sus pi c i o us ; s i d : 2006388; r ev : 6; ) 

#Pl uses i n a UA, s us pi cious a s 1,1e l l 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNA L_N ET $HTT P _PORTS (msg : " ET USER_A6 ENTS Susp i cious User Age nt (Oummy ) "; fl ow: est a blis hed, to_ser ve r ; content : " Use r -Agent I 3a I Oummy " ; nocase; 
c l a ss t yp e : t r o j an-ac t i v i t y ; r efe r e nce: u r l , doc. emer g i ngthr eat s. net / bin /v iew /Main/2007570; refe r e nc e : u r l , WL>J\'l . eme r gingth r eats . net / c gi - b i n/ cv s1"1e b . cgi / sigs / USER_A6 ENTS/ USER_AGE NTS_S us pic i o us ; 
s i d :2007570; r ev :6;) 

#Pl uses i n a UA , s us pi cious a s 1,1e ll 

• 
a l e r t t cp $HOME_NE T a ny - > $ EXTERNA L_NE T $HTTP_ PORTS (msg : " ET USER_A6 ENTS Susp i cious User Age nt - Like l y 2sq ua r ed .com r e l at ed ( Ant i Spywar e ) "; flow: es tablis hed , t o_serve r ; cont ent : "User-
Agent I 3a I Ant i Spywa r e " ; nocase ; c l as sty pe : t rojan · a ct i v i t y ; r e f e r ence: u r l , doc . eme r gi ngt hr e a t s . net / b i n/vi ew/Ha i n/20075 75 ; r efe r e nce : ur 1, WWl'l , eme r gi ngt hr eats. ne t / cgi -
bin/ cvswe b . cg i / sigs/ US ER_AGENTS/ US ER_AG EITTS_Sus pi cious; s i d : 2007575; r ev : 6; ) 

#Pl uses i n a UA , s us pi cio us a s well 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNA L_N ET $HTT P _PORTS (msg: " ET USER_A6 ENTS Susp i cious Spywa r e Use r Age nt ( XXX ) " ; flow; establ ished , t o_se r ve r ; co ntent ; " Use r -Agent I 3a I XXX l0 d 0a l " ; nocase; 
e l a ss t ype : t r o j a n- ac ti vity ; ref e r ence : ur 1 , doc . eme rg i ngt hrea t s . net/ bi n/v iew/Ma i n/ 2007648 ; r ef e r ence: u r l , W\WJ . eme r gingt hr ea t s . net/ cgi -
b i n/ cvs \'le b . cg i / sigs/ US ER_AGENTS/ USE R_AGENTS_Sus pi cious ; s i d ; 2007648; r ev : 6; ) 

#Pl uses i n a UA , s us pi cious a s we l l 

• 
a l e r t t cp $HOME_NE T a ny ♦ > $EXTERNA L_NE T $HTT P_PORTS (msg:"ET US ER_A6 ENTS Susp i cious Spywa r e Use r Age nt ( Qdr Bi Start e r ) " ; flo~l : es tablishe d , to_serve r ; content :"Use r - Age nt l3a l Qdr Bi 
Sta r te r I 0d 0a I "; nocase; clas s t y pe : t r o j an -ac tiv i ty; r efe r e nce : u r l , doc. eme r ging t hr eats. ne t / bin/v i e i,J / Ma i n/ 2007659; r ef e r e nce : u r l , Wl'll>J . eme r gingt hr eats . net / cg i -
bin/ cvsweb , cg i / s igs/ USER_AGENTS/ USE R_ AG EITTS_Sus pi cious ; s i d : 2007659; r ev : 6; ) 

#Pl uses i n a UA , s us pi cious a s well 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg : " ET US ER_AG ENTS Susp i cious Spywa r e Re l ated Us e r Age nt ( i ns t a ll_s ) " ; fl Ol'l :established , t o_ser ve r ; co ntent : "Use r · Agent l 3a l 
i nsta l l _ " ; no ca se; c l a sstype : t rojan-ac t i vity ; r e f e r ence : ur 1, doc . eme r g i ngt hr eat s. ne t / b i n/v iew/Main/2007666 ; r ef e r e nce: u r 1 , M>J\" .emer g ingthr eat s . ne t / cgi-
bin/ cvsweb . cg i / sigs/ USER_AGENTS/ US ER_AG EITTS_Sus pi cious ; s i d : 2007666; r ev : 6; ) 

#Pl uses i n a UA , s us pi cio us a s well 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NE T $HTT P_PORTS (msg : " ET USER_A6 ENTS Susp i cious Spywa r e Re l a t ed Use r Age nt ( co un t ) "; flow:establis hed,to_se r ve r ; cont ent : "User-Agent l3a l count l0 d 
0a I"; nocase; e l a sst y pe : t r o j a n- a ct i vity; ref er ence : ur 1 , doc . emergingt hrea t s . net / bi n/v iew/Ma i n/ 2007667; r ef e r ence: ur l , wt>M . eme r gingt hr ea t s . net / cgi · 
b i n/ cvswe b . cg i / sigs/ USER_AGENTS/ USE R_AGENTS_Sus pi cious; s i d : 2007667; r ev : 6; ) 

#Pl uses i n a UA, s us pi cious a s 1,1e l l 

• 
a l e r t t cp $HOME_NE T a ny ♦ > $ EXTERNA L_NE T $HTTP_PORTS (msg:" ET US ER_A6 ENTS Susp i cious User Age nt ( I nte r ne t Expl o r e r ( compat i b l e ) ) " ; f l ow: t o_se r ver , es t ablis hed; co nt ent : " l0d 0a lUse r -
Agent I 3a I I nt ernet Exp l o r e r ( compat ib l e ) I 0d 0a I"; c l ass t ype : t r o j an -activ i t y ; re f e r e nc e : ur l , doc. e me r g ingthr ea t s. ne t / bi n/v i ei'l/Ma i n/ 2007772; r efe r e nce : ur l , lfMW . eme r g ingth r ea t s. ne t / cgi­
b i n/ cvswe b . cg i / s igs/ USER_AGENTS/ USE R_AGEITTS_Sus pi cious; s i d : 2007772; r ev : 6; ) 

#Pl uses i n a UA , s us pi cious a s well 

• 
a l e r t t cp $HOME _NET a ny - > $EXTERNA L_NET $HTT P_ PORTS (msg : " ET USER_AG ENTS Susp i cious User Age nt - Poss ible SpyL>Ja r e Re l ated ( Moz i lla ) " ; flOL>J : to_ s e r ver ,establi shed ; content : " l0 d 0a lUse r · 
Agent I 3a I Moz il l a I 0d 0a I" ; cla ss t y pe : t r o j an-activity; r e f erence : ur 1 , doc . eme rgingthr eat s. net/ b i n/v iew/Ma i n/ 2007854; r ef e r e nc e : u r 1 , Wl>J'i" . emer g i ngthr eats. ne t / cgi-
bin/ cvsweb . cg i / sigs/ USER_AGENTS/ USER_AGENTS_Sus pi c i o us; s i d : 2007854 ; r ev : 6; ) 

#Pluses i n a UA, s us pi cious a s 1,1e ll 

• 
a l e r t t cp $HOME_NE T a ny - > $ EXTERNA L_NE T $HTT P_ PORTS (ms g : " ET USER_A6 ENTS Susp i cious User Age nt - Poss i ble Tr oj a n Oownl oade r ( microsoft )" ; flow: t o_serve r, es t ablis hed ; content : " l0d 
0a I User · Agent I 3a I mi crosof t f 0d 0a I"; c l ass t ype : t r o j a n · activ i t y; r efe r ence : ur l , doc . eme r gingth r eat s . ne t / b in/v i ei'l/Ma i n/2007859; r e f er ence : url , ~rww . e me r g ingthr ea t s . ne t / cgi -
bin/ cvswe b . cg i / sigs/ USER_AGENTS/ USER_ AG EITTS_Suspi c i o us; s i d : 2007859; r ev : 5; ) 
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#Pl uses i n a UA, s us picious as we l l 

• 
a l e r t tcp $HOME_NET any -> $EXTE RNA L_NET SHTTP_PORTS (msg: "ET USER_AGENTS Suspicious User Agent - Possible Tro j a n Dm'in l oade r ( I nternet Exp l o r e r 6 .0)"; flow:to_ se r ver,establishe d; 
content: " led 0a I User -Agent I 3a I I nt e rnet Exp l o r e r 6 . 0 ]0 d 0a I" ; classtype: t r ojan- activ i t y; r e f e r e nce : u r 1 , doc . eme rgi ngt hr ea t s . net/ bi n/v iew/Main / 2007860; 
r e f e r e nce: ur l ,www . emergingth r eats. net / cgi-bin / cvs 1-.,eb. cgi / s i gs / USER_AG ENTS / USER_AG ENTS_S us p i cious; sid : 2007860; rev : 5; ) 

#Pluses i n a UA, s us picious as 1,1e ll 
# 

a l e r t tcp $HOME_NET any -> $ EXTE RNA L_NET $HTT P_PORTS (msg :"ET USER_AGENTS Suspicious User Age nt - Possible Tro j a n Downl oade r ( Fi r efox) "; flow: to_se r ve r, es t a blishe d; cont ent : "User­
Age nt I 3a I F i r efox I 0d 0a I" ; c l ass t y pe : t r o j an-ac t i vity; r ef e r ence : u r l , doc . e me r gingth reats . net / bi n/v i ew/Ma i n/2007868; r ef e r ence : u r l , www . emergingthreats . net / cgi -
b i n/ cvs1-,eb .cgi / s igs / USER_AGENTS/ USER_AGENTS_S us picio us; sid : 2007868; r e v : 6 ; ) 

#Pl uses i n a UA, s us pic i o us as well 
# 
a l e r t tcp $HOM.E_NET any - > $EXTERNA L_NET $HTT P_PORTS (msg:"ET USE R_AGENTS Suspicious User Age nt ( Example) " ; f101-., : t o_se r ver ,established ; content: " l0 d 0a lUser-Agent l 3a l Exa mp l e l0 d 0a ( " ; 
c l ass t ype: t r ojan-activ i ty; ref e r e nce: url , doc . emer gi ngt hr eats. net/ bin/v i ew/Ma i n/2007884; r e f e r ence : url , w1""" · emer gingthr eats . net/ cgi - b i n/ c vs L-.,eb . cgi / sigs / US ER_AG ENTS/ USER_AG ENTS_Sus picious ; 
s i d : 2007884; rev : 5; ) 

#Pl us e s i n a UA , s us pic i o us as well 
# 
a l ert tcp $HOME_N ET any - > $EXTE RNA L_NET SHTT P_PORTS (msg :"ET USER_AG ENTS Suspicious User Agent ( do~m l oade r ) " ; flow : to_se r ve r , establis he d; content: " l0 d 0a lUs er-Agent l 3a l do1-.,nl oade r (ed 
0a I"; c l asstype: t r o j an -activity; r e f e r e nce: ur 1, doc. emergi ngth r eats. net/ b i n/v i ei,J/Main/ 200788S; r e f e r e nce : u r 1, Wl'ilV . eme r g i ngth r eats. net/ cg i -
b i n/ cvs1~eb . cgi / sigs/ USER_AGENTS/ USER_AGENTS_Sus pi cio us; sid : 2007885; r e v : 5; ) 

#P l uses i n a UA, s us picious as 1,1e l l 

• 
a l e r t tc p $HOME_NET any -> $EXTE RNA L_NET $HTT P _PORTS (msg: "ET USER_AGENTS Suspicious User Agent ( HTT P _CONNECT ) "; fl ow: t o_se r ve r , establishe d; content : " I 0d 0a I Use r -Agent I 3a I 
HTT P _CONN ECT 10d 0a I"; e l asst ype: t r ojan - act i vity ; r e f e r e nce: url, doc. eme r g i ngthreat s. net / bin/v iew/Main/2007899; r ef e r e nce: url , 1wM . eme r g i ngth r e at s. net / cgi -
b i n/ cvs1-,eb . cgi / sigs/ US ER_AGENTS/ US ER_AGENTS_Sus picio us; sid : 2007899; r e v : 5 ; ) 

#P l uses i n a UA , s us pic i o us a s 1,1e ll 
# 
a l ert tcp $HOME_N ET any - > SEXTE RNA L_NET SHTT P_PORTS (msg : " ET USER_AGENTS Suspicious User Age nt ( Exp l orer ) " ; flow: to_se r ve r, esta blished; content : " fe d 0a (Us e r - Age nt l 3a f Exp lo r e r l0d 0a l " ; 
c l ass t ype: t r o j a n-act i vity; r e f e r e nce : ur l , doc . eme r gi ngthr eats. ne t / b in/v i ew/Ma i n/2007921 ; r ef e r ence : ur l , w1w, . eme r gingthr eats. ne t / cgi - bi n/ c vsL~eb . cgi / s igs / US ER_AG ENTS/ USER_AGE NTS_S usp icious ; 
sid : 2007921; rev : 5; ) 

#Pl uses i n a UA, s us picious as ~,e l l 

• 
a l e r t tc p $HOME_NET any -> $EXTE RNA L_NET $HTT P_PORTS (msg: "ET USER_AGENTS Suspicious User Age nt ( User -Agen t Mozilla / 4 . 0 ( compat ible )) "; flow:to_ se r ve r ,es t a blishe d; cont e nt : " l0 d 
0a I User -Age nt I 3a I Mozi lla / 4 . 0 ( compatib l e I 3b l ) I 0d 0a I" ; e l asstype: trojan-activity ; r eference: ur l ,doc . emergi ngt hr eats. ne t / b i n/v iei'i/ Main/2007929; 
r e f e r e nce : ur 1 , www . eme r gingth r eats. net / cgi-bin / cvs 1-.,e b . cgi / sigs / USER_AG ENTS / USER_AG ENTS_S us picious; sid : 2007929; r ev : 6; ) 

#P l uses i n a UA, s us picious as well 

• 
a l e r t tcp $HOME_NET any -> $EXTERNA L_NET $HTT P _PORTS (msg: "ET USER_AGENTS Suspicious User Agent (_) " ; floi,i : t o_ se r ve r , establ ished ; content:" l 0d 0a IUser-Agent I 3a I _ l0d 0a I"; 
c l ass t ype: t rojan-a ct i v i t y; ref e r e nce : ur l , doc . eme r gingthreat s. ne t / b in/v i ei,i/Ma in/ 2007942; r ef erence : ur l , 1'/1..,,,.., . eme r gingthreats . ne t / cgi - bin/ cvs web . cgi / sigs / US ER_AG ENTS/USER_AG ENTS_Sus p i c i ous; 
s i d : 2007942; r ev : 5; ) 

#Plus e s i n a UA , s us picious as well 

• 
a l ert tcp $HOME_ NE T any -> $EXTERNA L_NET $HTT P _PORTS (msg: " ET USER_AG ENTS Susp i cious Us e r Agent ( HTT P)" ; flow: t o_se r ve r, es t abli s hed; content : " l0d 0a I Us e r -Agent ( 3a I HTT PI 0d 0a I"; 
c l ass t ype: t r ojan-ac t i v i t y; r e f e r e nce : url , doc . emer gi ngth r eats. net/ bin/v i e1,1/Ma i n/ 2007943; r e f e r ence : url , \'t'I.""" · emer gi ngth r eats . net / cgi - b i n/ c vs 1-.,eb . cgi / sigs / US ER_AG ENTS/ USER_AGENTS_Sus p i cious ; 
s i d : 2007943; r ev : 5; ) 

#Pluses i n a UA, s us pic i o us a s well 
# 
a l ert tcp $HOME_N ET any - > SEXTE RNA L_NET $HTT P _PORTS (ms g: '"ET USE R_AGENTS Suspicious Us e r Agent ( popup )"' ; f101'i :to_server ,establis hed; content : "' I ed 0a I User -Agent i 3a I pop up l 0d 0a I '"; 
c l ass t ype : t r ojan-activity ; r e f e r e nce : url , doc . emer gingthr eats. ne t / b i n/v iew/Ma i n/2007946 ; r ef e r ence : url , 1't'L.11W . eme r gingthr eats. ne t / cgi - bi ni cvsL-.,eb . cgi / sigs / USER_AG ENTS/ USER_AGE NTS_S us picious ; 
sid :2007946; rev : 5; ) 

#Pl uses i n a UA , s us picious as 1,1e l l 

• 
a l ert tcp $HOME_NET any -> $EXTERNA L_NET $HTT P_PORTS (msg: "ET USER_AGENTS Suspicious User Agent ( singl e das h) " ; flm'i :to_se r ve r, established; co ntent: " l0d 0a lUse r -Age nt f 3a l (2d 0 d 0a f " ; 
e l ass t ype: t ro j an-activity; ref erence : ur l , doc . eme r gingthreat s. ne t / b in/v i ew/Ma i n/2007880; r ef erence : ur l , 1't'l.11W . eme r gi ngthreat s . ne t / cgi- b i n/ c vs web . cgi / s igs / USER_AGENTS/ USER_AG ENTS_Suspicious ; 
s i d : 2007880; rev :4; ) 

#Pl uses i n a UA, s us picious as 1,1e l l 

• 
a l e r t tcp $HOME_NET any -> $EXTERNA L_NET $HTT P_PORTS (msg :"ET USER_AGENTS Suspicious User Agent ( dou bl e das hes )" ; fl m-., :to_se r ve r ,establis hed ; content : " J0d 0a lUser -Agent l 3a l 12d 2d 0d 
0a I"; c l asstype: t rojan - ac tivity; r e f e r e nce: ur 1, doc . emer g ingth r eats . ne t / b i n/v i ew/Main/ 2007948 ; r e f e r e nce :ur l , wi'il., . emer g ingth r eats . net/ cg i • 
b i n/ cvs1~eb .cgi / sigs/ USE R_AGENTS/ USER_AGENTS_S us pi cio us; sid : 2007948; r e v : 7 ; ) 

#Pluses i n a UA , s us picious as well 
# 

a l ert tcp $HOM.E_N ET any -> $EXTE RNA L_NET $HTT P_PORTS (msg:"ET USER_AGENTS Suspicious Use r Agent (Unknown)" ; f101-., : t o_server ,established ; content: " (0 d 0a lUse r -Agent l 3a l Un kno1-.,n l0 d 0a l " ; 
c l ass t ype : t roj an-activ i t y; ref e r e nce: url , doc. emer gi ngt hreats. ne t / b in/v iew/Ma i n/ 2007991 ; r e f e r ence : url , \'t'I.""" · emer gingthreats . net/ cgi- bi n/ cvs web . cgi / sigs / USER_AGE NTS/ USER_AG ENTS_Susp i cious; 
s i d : 2007991; rev : 5; ) 

#P l uses i n a UA , s us pic ious as well 
# 
a l ert t cp $HOME_N ET any - > $EXTERNA L_NET SHTT P_PORTS (ms g: "" ET USER_AGENTS Susp i cious User Age nt ( 2 s paces ) " ; flow: t o_serve r ,esta blished; con t e nt :"" (0d 0a (Use r-Age nt l3a 20 20 0 d 0a ( "; 
c l ass t ype: t r ojan-ac t i v i t y; r e f e r e nce : url , doc . emer gi ngthr eats. ne t / b in/v i ew/Ma i n/ 2007993; r ef e r ence : url , 1'/1..,,,.., . eme r g i ngthr eats. ne t / cgi - b i ni cvs L-.,eb . cgi / sigs /USER_AG ENTS/ USE R_AGE NTS_Susp icious ; 
s i d :2007993; rev : 10; ) 

#P l uses i n a UA, s us picious as 1,1e l l 

• 
a l ert tc p $HDl1E_NET any - > SEXTERNA L_NET SHTT P_PORTS (msg :""ET USE R_AGENTS Suspicious User Agent (1 s pace ) "; flm-., : t o_se r ver ,establi shed ; content: " fe d 0a )User-Agent l 3a 20 0d 0a l " ; 
e l ass t ype: t roj an-activity; ref erence: ur l , doc . eme r gingthreat s. ne t / b in/v i ei,i/Ma i n/2007994 ; ref erence : ur l , 1'/1..,,,.V . emer gingthreat s. net / cgi-bin/ c vsL-.,eb . cgi / s igs /USER_AGE NTS/USER_AG ENTS_S uspicious ; 
s i d : 2007994; rev : 5; ) 

#Pl uses i n a UA, s us picious as 1,1e l l 
# 

a l e r t tcp $HDl1E_NET any -> $EXTERNA L_NET $HTT P_PORTS (msg: "ET USER_AGENTS Suspicious User Age nt ( I nt e r net ) " ; flow: t o_ se r ve r, establishe d; content : "" l0d 0a lUse r - Age nt l 3a l I nternet l0d 0a l " ; 
c lass t ype : t roj an- activ i ty; r ef erence: ur l , doc. emer gingthreat s. net/ bin/v i ew/Ma i n/ 2008013; r ef erence : ur l , M......, . emer gingthreat s . net/ cgi - bin/ c vsweb . cgi / s igs / US ER_AGENTS/ USER_AGE NTS_S us picious ; 
s i d : 2008013; rev : 5; ) 

#Pluses i n a UA, s us picious as well 

• 
a l ert tcp $HOME_NET any -> $EXTE RNA L_NET SHTT P_PORTS (ms g:"ET USER_AGENTS Susp i cious Us e r Age nt ( \,J i n95 ) "; flm'i : t o_se rve r ,establis hed; cont ent : "" l 0d 0a lUs e r -Agent l 3a l "; cont e nt ; "\,J in95""; 
withi n : 150; pe r e : " / User-Agent \ : [ "\n ]+Wi n95/ " ; c l assty pe : t r o j a n -act i v i t y ; r efe r e nce: ur l, doc . eme r gingt hr eats . net / b i n/view/Ma i n/2008015; r e f e r e nce: u r l,M'll'i . eme r gingt hr eats . net / cg i ­
b i n/ cvs1~eb . cgi / sigs/ USER_AG ENTS/ USER_AGENTS_Sus pic i o us; sid : 2008015; rev : 6; ) 

#P l uses in a UA , s us pic i o us as well 
# 
a l ert tcp $HOME_N ET any - > $EXTERNA L_NET $HTT P_PORTS (ms g: " ET USER_AGENTS Suspicious User Agent (Moz i lla/ 4. 0 ( compati b l e I CS)) " ; flow: t o_server,establishe d; c ontent : " (0d 0a (Use r ­
Age nt I 3a I Mozi l l a / 4 . 0 ( compatib l e I 3b l ICS ) "; c l assty pe: t r o j an-activ i t y; r efe r e nce : u r 1, doc . eme r gingth r eats. net /bin /v i e L-,/Ma in/2008038; r efe r ence : u r l , •,rrn,-, . eme r gingth r eats. net / cgi ­
b i n/ cvs\~eb . cgi / sigs/USER_AGENTS/USER_AGENTS_S us pi cio us; sid : 2008038; r e v : 5 ; ) 

#P luses i n a UA, s us picious a s 1,1e l l 
# 
a l ert tc p $HDl~E_NET any - > SEXTE RNA L_NET SHTT P_PORTS (msg: "" ET USER_AGENTS Suspicious Use r - Agent ( c \wi ndo~is) " ; flow : to_se r ve r , establis he d; content: "Use r -Age nt f3a l c f3a Sc i " ; 
e l ass t ype: t roj an-activity; r ef erence: ur l , doc . emer gi ngthr eats. ne t / b in/v i ew/Ma i n/2008043; r ef erence : ur l , 1't'l.11W . emer g ingthr eats. ne t / cgi - bi n/ c vsL~eb . cgi / s igs /USER_AGENTS/USER_AG ENTS_S uspicious ; 
s i d : 2008043; rev :6 ; ) 

#Pl uses i n a UA, s us picious as 1,1e l l 

• 
a l e r t tc p $HDl1E_NET any -> $EXTE RNA L_NET $HTTP_PORTS (msg: "ET USER_AGENTS Susp i cious User -Agent (Version 1 . 23 ) " ; flm'i : t o_se r ve r ,establishe d; content : "Use r -Agent l 3a l Ve r sion "; 
c l a ss t ype: t rojan-activ i ty; r ef erence : ur l , doc. eme r gingthreats. ne t / b i n/v i ew/Ma i n/2008048; r eference : ur l , M'ilW . eme r gingthr eats . ne t / cgi- bin/ c vs web . cgi / sigs / US ER_AG ENTS/ USER_AGENTS_S us picious ; 
sid : 2008048; rev :6 ; ) 
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#Pluses i n a UA , s uspi cious as well 

• 
a l e r t tc p $HOME_N ET a ny - > $EXTERNA L_NET $HTT P_PORTS (ms g: " ET USER_AG ENTS Susp i cious User Age nt ( Int e r ne t Expl ore r ) " ; flow: t o_serve r ,es t a blis hed; cont e nt :" j0d 0a lUs e r -Age nt l 3a l I nte r net 
Expl orer l0d 0a I "; co nt e nt : ! " I 0d0a I Host I 3a I pnrws . s ky pe . coml0d0a I"; classtype: t rojan-ac t i vi t y; r e f e r e nc e : ur 1, doc . e mergingt hr eats . net/ b i n/v i e w/Main/2008052; 
ref e r e nce: u r l , WL-J\\t . eme r gingth reats , net / c gi - b i n / cvs1\te b. cgi / sigs / USER_AGENTS/ USER_AG ENTS_Sus picious ; sid : 200805 2; r e v : 7; ) 

#P luses i n a UA , s us pi cious as 1-,e l l 

• 
a l e r t tc p $HOME_N ET a ny - > $EXTERNAL_NET $HTT P_PORTS (msg:" ET US ER_AG ENTS 5uspicious Bl ank Use r - Agent ( descriptor but no st ring ) "; flow:to_ser ve r , establis hed ; co ntent:" l0d 0a lUs e r -
Agent I 3a 0d 0a I "; clas stype: t roj an - act i v i t y ; r e f e r e nce : u r l , doc . erne r gi ngthreats . net / b i n/v i ew/Ma i n/2008066 ; r efe r e nce: ur l , WWl'I . e me r gingt hr eats . net / cgi-
bin/ cvswe b , cgi / s i gs/ USER_AGENTS/ USER_ AGEITT S_Suspic i o us; s i d : 2008066; r ev : 5; ) 

#Pluses i n a UA, s uspi cious a s well 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P _PORTS (msg : " ET US ER_AGENTS Susp i cious User -Age nt (App4 ) " ; f101'1 : to_serve r, establishe d; co ntent : " l0d 0a I User -Agent I 3a I App"; 
content : ! "Host I 3a I l i veupdate. syma nt ec liveupdate . com I 0d 0a I" ; pc r e : " / Use r -Agent \ : App \ dt/ i " ; class t y pe : trojan-activ ity; r efe r e nce : ur 1, doc . eme r gingt hr ea t s. net / b i n /vi e1\t/Main/2008073; 
ref e r e nce: u r l , WL-J\\t . emergingth reats . net/ c gi - bin/ cvs1\teb . cgi / sigs / USER_AGENTS / USER_AG ENTS_Sus picious ; sid : 2008073; r e v : 7; ) 

#Pluses i n a UA , s uspi cio us as 1-1ell 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P _PORTS (msg : "ET US ER_AG ENTS Susp i cious Us e r -Age nt (Mo z i lla- web ) "; flow: to_se r ve r, established; cont e nt : " l0d 0a I User -Agent I 3a I Mo zilla- web"; 
e l asstype: troj an-activ i t y ; r efe r e nce: u r 1, doc . emerg i ngthr eat s . net / b i n/v i ew/Ma i n/ 2008084; re f e r e nce: ur l , WW\\t . emergingthreats . net / cgi- bin/ cvs1>Jeb . cgi / sigs / USER_AGENTS/ USER_AG ENTS_Sus picious; 
sid : 2008084 ; r e v : 5 ; ) 

#Pluses i n a UA, s us pi cious a s we l l 

• 
a l ert tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg :" ET USER_AG ENTS Suspicious User -Age nt ( INSTALLER ) " ; f1 01<1 :to_ se r ve r, establis he d; co ntent : " l0d 0a l Use r -Age nt l 3a l INSTALL ERl0d 
0a I"; clas s t y pe: t rojan - ac t i vity; r e f e r ence : u r 1, doc . eme r gingthr eat s . net / bin/v iew/Ha i n/ 2008096; r efe r e nce : ur 1, M-M . emergingth r eats . ne t / cgi-
bi n/ cvs1'1e b . cgi/ sigs/ US ER_AGENTS/ USER_AGENTS_Sus picious ; s i d : 2008096; r ev : 5; ) 

#Pluses i n a UA , s us pi cious as well 

• 
a l ert tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P _PORTS (msg : " ET US ER_AG ENTS Susp i cious Use r-Age nt ( IEMGR ) "; fl ow: t o_server , established ; cont e nt : " ] 0d 0a IUse r -Agent l3a I IEMGRI 0d 0a I" ; 
c l asst ype : t r o j an-activ i t y ; r efe r e nce: u r l , doc . emer g ingthr eat s. net / b i n/ v i ew/Main/2008097 ; r e f e r e nce : u r l , WL-J\-J . eme r g i ngthr eats . net / cgi - bin/ cvs1>Je b . cgi / sigs / USER_AG ENTS/ USER_AGENTS_Sus pic i o us; 
sid :2008097 ; r ev :5 ; ) 

#Pluses i n a UA, s us pi cious as well 

• 
a l ert tc p $HOME_NE T a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg : " ET US ER_AGENTS Susp i cious User -Age nt (GOOG LE) " ; flow: to_se r ve r ,establis he d; cont e nt : " l0d 0a lUse r -Agent l 3a l GOOGLEl0d Ba i "; 
e l asstype: t ro j an-activ i t y ; r ef e r e nce: u r 1, doc. emer g ingthr eats . net / b i n/v i ew/Main/2008098 ; r e f e r e nce: u r l , www . eme r g ingth r eats, net / cgi - bin/ cv s1>Jeb. cgi / s i gs / USER_AGENTS / USER_AGE NTS_S uspic i o us ; 
sid :2008098; r ev :5 ; ) 

#Pluses i n a UA , s us pi cious as well 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_N ET $HTT P_PORTS (ms g:"ET USER_AG ENTS Susp i cious User -Age nt ( RBR) " ; flow:to_serve r , est a bli s hed; co ntent:" l0d 0a lUs e r - Age nt l 3a l RBR l0d 0a l " ; 
e l asstype: t r o j an-activ i t y ; r eference: u r 1 , doc. emerg ingthr eat s . net / b i n/v i ew/Ma i n/ 2008147; re f e r e nce: u r l , wL-J\-J . emerg ingthreats . net / cgi - bin/ cvs1>Jeb . cgi / sigs / USER_AGENTS/ USER_AGENTS_S uspicious; 
s i d : 2008 147; r ev :5; ) 

#Pluses i n a UA, s us pi cious as 1-, e l l 

• 
a l ert tc p $HOME_NET a ny - > $EXTERNA L_NE T $HTT P_PORTS (msg:"ET USER_AGENTS Susp i cious Use r •Age nt (MS I nt e rn et Exp l orer ) " ; flow:to_se r ver, e sta bli shed; content :" l0d 0a lUse r -Agent l 3a l MS 
I nt e rn et Expl ore r I 0d 0a I"; classtype: t r ojan-act i vity ; r e f e r ence : ur l , doc . eme r gi ngthr eats. net / b i n/v iew/Ma i n/ 2008 181 ; r efe r e nce: u r 1 , WI-J\~ . emer g ingthr eat s. net / cgi -
bin/ c vsweb . cgi / sigs/ USER_AG ENTS/ USER_AGEITTS_S uspic ious; s i d : 2008181 ; r ev : 5; ) 

#P luses i n a UA, s us pi cious as well 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P _PORTS (msg : " ET USER_AGENTS Susp i cious User -Age nt ( Insta l l e r )" ; flow: to_se r ve r , establis he d; co ntent : " I 0d 0a I Use r -Agent I 3a I I nsta lle r I Bd 
0a I"; c l as s t ype: t rojan-ac t i vity; r e f e r e nce : u r 1, doc . emergingth reat s , net / bi n/v iew/Ha i n/2008184; r e f e r e nce: ur 1, ww1~. eme r g ingthr eat s. ne t / cgi-
bin/ cvsweb . cgi / s i gs/ USER_AGENTS/ US ER_AG EITTS_Sus picious; s i d : 2008184; r ev : 5; ) 

#P l uses i n a UA , s us pi cio us a s well 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNAL_NET $HTT P _PORTS (msg : " ET USER_AG ENTS Susp i cious User -Age nt (QQ) " ; flow: to_se r ver,establishe d; content : " l0d 0a l Us er -Age nt l3a l QQ l0d 0a I " ; 
e l asstype: t r o j an-activ i t y ; r eference: u r 1 , doc . emerg ingt hr eat s . net / bin /v i ew/Ma i n/ 2008199; re f e r e nce: u r l , wL-J\-J . eme rg ingthreats . net / cgi- bin/ cvs1\teb. cgi / s i gs / US ER_AGENTS/ USER_AGENTS_S us pic ious ; 
s i d : 2008 199 ; r ev :7; ) 

#P luses i n a UA, s us pi cious as 1-1e l l 

• 
a l ert tc p $HOME_NET a ny - > $ EXTE RNA L_N ET $HTT P _PORTS (ms g : .. ET US ER_AGENTS Susp i cious User -Age nt (TestAgent )" ; flow: t o_se r ve r , establis he d; co ntent : .. I 0d 0a I Us e r -Age nt I 3a J TestAge nt I 0d 
0a I"; c l as s t y pe: t r ojan -ac t i vity; re f e r e nce : u r l , doc . eme r g ing th r eat s. net / bi n/v iew/Ha i n/ 2008208; r e f e r e nce : ur 1, M 'il~ . eme r g ingthr eats. ne t / cgi-
b in/ cvswe b . cg i / sigs/ USER_AGENTS/ USER_AGEITTS_Sus pi cio us; s i d : 2008208; rev : 5; ) 

#P luses i n a UA, s uspi cious as well 

• 
a l e r t tc p $HOME_NET a ny - > $ EXT ERNAL_NET $HTT P_PORTS (msg : " ET USER_AG ENTS Susp i cious User -Age nt ( SERVER2_03)"; fl ow:to_ serve r , establi s hed ; content: " l0d 0a iUser-Age nt l 3a l SERVE R" ; 
e lass t ype : t r o j a n-activ i t y ; ref e r e nce: u r 1 , doc. emerg ingthr eats. net / b i n/v i ew/Ma i n/ 2008209; r e f e r e nce: u r l , wiwi . eme r gingthreats . net/ cgi -b i n/ cvs Neb. cgi / sigs / US ER_AGENTS/ USER _AGENTS_Susp i c i o us ; 
s i d : 2008209; r ev : 5; ) 

#Pluses i n a UA, s uspi cio us as 1-1ell 

• 
a l ert tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (ms g : " ET USER_AG ENTS Susp i cious Misspe lled Mozi lla Use r -Age nt (Mo zila ) " ; flol~: to_serve r , es t a blished; co ntent : "User -Agent l 3a l 
Mo zila " ; nocase ; c l asstype : t ro jan-act i vity ; r efer enc e : ur l , doc . eme r gingthr eat s . net / b i n/v iew/Main/ 2008210; reference : ur l , www . emergi ngth r ea t s . net / cg i -
b i n/ cvsweb. cg i / sigs/ USE R_AGE NTS/ USER_AGENTS_Sus pic i o us; s i d : 2008210; r ev : 5; ) 

#Pluses i n a UA, s uspi cious as 1-1e l l 

• 
a l ert tc p $HOME_NET a ny - > $ EXTERNA L_N ET $HTT P_PORTS (msg:"ET US ER_AG ENTS Suspicious User-Age nt ( l.J i nPr oxy ) "; f101-,: to_serve r , establishe d; content : " l0 d 0a lUse r -Age nt l 3a l WinProxy l0d 0a l "; 
nocase; classtype: troj a n- act i vity ; r e f e r ence: url , doc. eme rgi ngth r eats. net/ bi n/v i ew/Ha i n/ 2008211 ; r ef erenc e : ur 1, www .eme r g i ngthr eats . net / cgi-
bin/ cvsweb . cg i / sigs/ USER_AGENTS/ USER_AGEITTS_S us pi cio us; s i d : 2008211 ; r ev : 5; ) 

#Pluse s i n a UA, s uspi cio us a s well 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (msg :" ET US ER_AG ENTS Susp i cious User -Age nt ( s i ckness29a / 0.1 ) " ; f101-1:to_ se r ver , establi shed; content : " (ed 0a lUse r - Age nt l 3a l s i ckness "; 
nocase; class t ype: t r o jan- ac t i v i t y ; ref e r ence: url , doc . eme r g ingthreats . net / b i n/v i ew/Ha i n/2008214 ; r eference: ur 1 , W\w, . eme r g i ngt hr eats . ne t / cgi-
bi n/ cvsweb . cgi/ sigs/ USER_AGENTS/ USER_AGEITTS_Sus picious ; s i d : 2008214; r ev : 5; ) 

#Pluses i n a UA, s uspi c i o us a s well 

• 
a l ert tc p $HOME_NET a ny - > $ EXTERNA L_ NE T $HTT P_ PORTS (ms g : " ET USER_AGENTS Susp i cious Us e r -Age nt ( up2da s h u pdate r ) " ; f101-1: t o_ se r ver , esta blished ; con t e nt : " (ed 0a lUser-Age nt l 3a l up2das h"; 
nocase; classtype : t roj a n- act i v i t y ; r efe r ence: ur l , do c . eme r g i ngth r eats . ne t / bi n/v iew/Ha i n/ 2008215; r efe r e nc e : ur l , L-J\WI. eme r g i ngthr eats . ne t / cgi-
b i n/ cvsweb. cg i / sigs/ US ER_AGENTS/ USER_AGE ITT S_S us pic ious ; s i d : 2008215; r ev : 5; ) 

#Pluses i n a UA, s us pi cious as well 

• 
a l ert tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg : " ET US ER_AGENTS Suspicious User- Age nt (NSIS_DOI..JNLOAD ) " ; f101~:to_serve r ,es t a bli s hed ; cont e nt : " l0d 0a lUser-Agent l 3a l 
NSIS_DOI.\INLOAO" ; nocase; c l ass type : trojan-ac t i v i ty; reference : u r 1, doc. e mergi ngthr eat s. ne t / b in/v i e L>J/ Ma i n/ 2008216; r ef erence : u r l , vn-1w . eme r gi ngth r eats . net / cg i -
bin/ cvswe b . cgi/ sigs/ USE R_AGENTS/ USER_AGEITT S_S us pi cio us ; s i d : 2008216; r ev : 5; ) 

#P luses i n a UA, s us pi cio us a s well 

• 
a l ert tc p $HOME_NET a ny - > $EXTERNA L_NET $HTTP _ PORTS (msg : "ET US ER_AGENTS Susp i cious User -Age nt (Mo zi lla 1 .02 . 45 bi z ) " ; f101>J : t o_serve r , established; content : " l0d 0a I Use r -Agent I 3a I 
Moz i lla "; co nt ent: " b i z I 0d 0a I ''; wi t h i n : 15; class t y pe : t r o j an-activity ; r eference: u r 1, doc . eme r gi ngt h r ea t s . net / b i n/v iew/ Ma i n/ 2008 231; re f e r e nce : u r l , WWl'I . eme r gi ngthreats . net / cg i -
b i n/ CVS\'leb . cgi/ s i gs/ USE R_AGENTS/ USE R_AG EITTS_Sus pic i o us; s i d : 2008231 ; r ev : 5; ) 

#Pluses i n a UA, s uspi cious a s well 

• 
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ale r t tcp $HOME_ NET any - > $ EXTE RNA L_NET $HTT P _ PORTS (ms g: " ET USE R_AGENTS Suspi cious User -Age nt (c he k) " ; flO\~: t o_s er ver, es tablis he d ; co nt ent: " l0d 0 a J Us er-Agent l3 a I che k l0d 0a [ " ; 
c l a sstype : t rojan-act i v i t y ; r e feren ce: u r 1 , doc . eme r g i ngt hr eats. ne t / bi n/v iew/Ma i n/2008253; r ef erence : ur l , WLl/\>J . emerg i ngt hreats. net / cg i - b i n/ cvs1>Je b . cgi / s i gs / US ER_AGENTS/ USER_AG ENTS_Sus picious ; 
s i d : 2008253; r e v : 5 ; ) 

# Pl uses i n a UA , susp i c i o us as we ll 

• 
a l ert tcp $HOME_N ET any - > $ EXTERNA L_NET $HTT P_PORTS (msg:" ET US ER_AG ENTS Suspi cious User- Agent ( I E) "; flow: t o_server , established; content : " J0d 0a lUse r -Agent l3a l I E l0d 0a l " ; 
c l a sstype : t roj a n-activ i t y ; r e feren ce: u r l , doc emer gingt hr eat s. net/ bin/v iew/Ma i n/ 2008 255 ; r ef e r ence : ur l , WLl/\>J . eme r gingt hreats. net / cgi- bi n/ cvs1>Jeb . cgi / s igs / USER_AG ENTS/ USER_AG ENTS_Sus p i c i ous ; 
s i d : 2008255; r e v : 5; ) 

# Pl uses i n a UA , sus pi c i o us as we ll 

• 
a l ert tcp $HOME_NET any - > $ EXTE RNA L_NET $HTT P_ PORTS (msg: " ET USE R_AG ENTS Suspicious User - Age nt (Nimo Sof t war e HTTP Ret r ieve r 1 . 0 ) "; fl O\,J :to_server , established; cont e nt:" led 0a lUse r -
Agent I 3a I Ni mo Softwar e HTT P"; clas s t ype : t r o j an - act i vity ; ref e r ence: ur l , doc . eme r gi ngt h r ea t s. net / b i n/v i eL>J/Ma i n/ 2008257 ; re fe r e nce: u r 1, www .emerg i ngthr eat s. net / cg i -
b i n/ cv s1,Jeb . cg i / sigs/ USER_AG ENTS/ US ER_AG ENTS_Susp i cious; sid : 2008257 ; r ev : 5; ) 

# Pluses i n a UA , suspic i o us as we ll 

• 
ale r t tc p $HOME_NET any - > $E XTE RNA L_NET $HTT P_ PORTS (ms g : " ET USE R_AG ENTS Suspi cious User-Agent (AutoHot key ) " ; fl ow : to_se r ve r ,established; content:" l0d 0a lUse r -Age nt l 3a l Aut oHo tkey" ; 
e l ass t ype : tro j a n-act i v i t y ; r e fer e nce : u r l, doc . eme r gingt hr eat s . ne t / bin /v i ew/Ma i n/ 2008259 ; re f e r ence : ur l , WLWl . emerg i ngt hreat s . net / c gi - bin/ cvs 1>Je b . cgi / s i gs / USER_AG ENTS/ USER_AGENTS_Sus pic i o us; 
sid:2008259; r e v : 5; ) 

# Pl uses i n a UA , suspic i o us a s well 

• 
ale r t t cp $HOME_NET any - > $ EXTE RNA L_NET $HTT P_ PORTS (msg:" ET USE R_AGENTS Suspicious User-Agent (L-Seb Form 1 )"; flow: t o_ se r ver,established; content : " le d 0a lUser-Age nt l 3a l \-Je bFo rm"; 
e l asstype : t r o j an-act i v i t y ; r eference: u r l, doc . eme r g i ngt hr eat s . ne t / bi n/v i ew/Ma i n/ 2008262; r eference : ur 1,WLWl . eme rg i ngt hreats . net / cgi -bin/ cvs 1>Je b . cgi / s i gs / US ER_AG ENTS/ USER_AGE NTS_Susp i c i ous; 
s i d : 2008 262; r e v : 5; ) 

# Pl uses i n a UA , susp i c i o us as we ll 

• 
a l ert tcp $HOME_NET any - > $E XTERNA L_NET $HTT P _ PORTS (msg : "ET USE R_AG ENTS Suspicious User-Agent (ope r a ) "; flow: t o_server,es t a blis hed; content: " I 0d 0a I Us e r- Agent i 3a I ope r a led 0a I"; 
e l a sstype : t ro j a n-act i v i t y ; r e f erence: u r l , doc emer gingt hr eats. ne t / bi n/v iew/Ma i n/ 2008264; r efe r ence : ur l , WLl/\>J . emerg i ngt hreats, net / cgi- bi n/ cvs 1>Je b . cgi / s igs / US ER_AG ENTS/ USER_AG ENTS_Susp i c i ous ; 
s i d : 2008264 ; r e v : 5; ) 

# Pl uses i n a UA , sus pi c i o us as we ll 

• 
a l ert tcp $HOME_NET any - > $ EXTE RNA L_NET $HTT P _ PORTS (msg: "ET USE R_AG ENTS Suspicious Us e r - Age nt ( Zilla ) " ; fl O\,J : t o_server ,establis hed; cont e nt: " I 0d 0a I Use r -Agent i 3a [ Zilla led 0a I"; 
e l asstype : t r o jan-act i v i t y ; r e f erence : u r l, doc . eme r g i ngt hr eat s. ne t / bi n/v i ew/Ma i n/ 2008266; re f e rence : ur l , MWl . emerg ingt hreat s . net / cgi - b in/ cvs 1>Je b . cgi / s i gs / US ER_AG ENTS/ USER_AGE NTS_Sus p i c i ous ; 
s i d : 2008266; r e v : 5 ; ) 

# Pluses i n a UA , suspi c i o us a s we ll 

• 
ale r t tcp $HOME_NET any - > $ EXTE RNA L_NET $HTT P_ PORTS (msg : " ET USE R_AG ENTS Suspi cious User-Agent (cont ai ns loade r ) " ; flow :to_se r ve r ,established ; conte nt : " l0d 0a lUser -Agent l 3a l 
cont ent:" l oade r " ; d i s t a nce : 0; wi t h i n : 100; pe r e : " / User-Agent \ : ( "\n ]+l oade r / i " ; clas sty pe : t r o j an-activity ; re f e r e nce: ur 1, doc . emergingt h r ea ts . ne t / b in /v i ei>J/Ma i n/2008 276; 
r efere nce : ur l , wwN . emer g i ngt h r eat s. net / cgi -b i n/ cvs 1>Jeb . cgi / s i gs / USE R_AG ENTS/ US ER_AGE NTS_Susp i c i ous; s i d : 2008 276; r e v : 9; ) 

# Plus e s i n a UA , sus pic i o us a s we ll 

• 
ale r t t cp $HOME_NET any - > $ EXTE RNA L_NET $HTT P_ PORTS (msg:" ET USE R_AGENTS Suspicious Us e r - Age nt ( ld ) "; flow: t o_ se r ver , established; content : " je d 0a lUser-Age nt l3a l l d le d 0a l "; 
e l asstype : t r o j a n - activ i t y ; r e feren ce: u r l, doc . eme r gingt hr eat s . ne t / bi n/v i ew/Ma i n/ 200834 2; re fere nce : ur l , WLWl . eme rg i ngt hreats . net / cgi - bin/ cvs1>Je b . cgi / s igs / US ER_AG ENTS/ USE R_AGE NTS_Susp i c i ous; 
s i d : 200834 2; r e v :8 ; ) 

# Pluses i n a UA, sus pi c i o us as well 

• 
ale r t tc p $HOME_NET any - > $EXTERNA L_NET $HTT P_ PORTS (msg : " ET USE R_AG ENTS Suspicious User-Agent ( 123 ) " ; flow: t o_se r ve r , established; con t e nt:" l0d 0a lUser- Age nt l 3a l 123 10d 0 a l " ; 
e l asstype : t ro j a n - activ i t y ; r efe r e nce : ur l, doc . eme r gingt hr eat s . ne t / bi n/v iew/Ma i n/ 2008343; r efer ence : ur l , WLWl . eme r gingt hreats . net / cgi- bin/ cvs1>Je b . cgi / sigs / US ER_AG ENTS/ USER_AG ENTS_Suspicious; 
s i d : 2008343; r e v : 5 ; ) 

# Pl uses i n a UA , sus pi c i ous as we ll 

• 
ale r t tcp $HOME_N ET any - > $ EXTERNA L_NET $HTT P_PORTS (ms g:" ET USE R_AGENTS Suspicious User-Agent (Dovm l oadNet f ile ) " ; flow : to_se r ve r ,established ; conte nt : " l0d 0a lUser-Agent l 3a l 
D01>J nl oad Ne t F ile le d 0a I"; c l assty pe : t r o j a n - activ i t y ; r e f erence : u r l , doc . emergingth r ea t s. net / b i n /v i el>J/Main/ 2008344; r efe r ence: url , wh'l,J . eme r gi ngt hr eats . net/ cg i -
b i n/ cvsweb . cgi / sigs/ USER_AGENTS/ USER_AGENTS_Suspicio us; s i d : 2008344; r ev : 5; ) 

# Pl uses i n a UA, s us pic i ous as ,..,e ll 

• 
ale r t tcp $HOME_ NET any - > $ EXTE RNA L_NET $HTT P _ PORTS (msg: " ET USE R_AG ENTS Suspicious User -Agent (a ngel ) " ; fl ow: t o_server,establis hed; cont e nt:" I 0d 0a I User -Agent i 3a I a nge l l0d 0a I"; 
e l a sstype : t ro j a n-act i v i t y ; r e feren ce: u r 1, doc . emer gingthr eats. net/ bi n/v iew/Ma i n/2008355 ; r efe r enc e : ur l , Wll/\>J . eme r gingt hreats. net / cgi - bi n/ cvs1>Je b . cgi / s igs / US ER_AG ENTS/ USER_AG ENTS_Susp i c i ous ; 
s i d : 2008355; r e v : 5; ) 

# Pluses i n a UA, sus pi c i o us as we ll 

• 
a l ert t c p $HOME_NE T any - > $ EXTERNA L_NET $HTT P _PORTS (msg: " ET US ER_AGENTS Suspi cious User-Agent (Access ing)"; flow: t o_se r ve r , established; co ntent : " l0 d 0a I Use r- Age nt I 3a I Ac cess i ng I 0d 
0a I"; c l as s t y pe: t r ojan-act i vity; r efe r e nce: ur 1 , doc . emerg i ngthreat s. net / b i n/v i e ,.., /Ma i n/ 2008361; r efe r e nc e : u r l , WWL,J . emer gingth r eats . ne t / cg i -
b i n/ cvsweb . cgi/ sigs/ USER_AGENTS/ US ER_AGENTS_Susp i cious; sid : 2008361 ; r ev : 5; ) 

# Pluses i n a UA , sus pi c i o us as we ll 

• 
a l e r t t cp $HOME_NET any - > $ EXTE RNA L_NET $HTT P_ PORTS (msg : " ET USE R_AG ENTS Suspi cious Us e r - Age nt (ISMYIE ) " ; flm>J :to_ se r ve r , es tablis hed ; content: " l0d 0 a lUse r-Agent l3a l I SMYIE l0d 0a l "; 
e l a ss t ype : tro j a n-act i v i t y ; r e f erence: u r l, doc . eme r gingthr eats. ne t / bi n/v iew/Ma i n/ 2008363; re feren ce : ur l , WlWl . emerg i ngt hreat s, net / cgi - bin/ cvs 1>Je b . cgi / s igs / US ER_AG ENTS/ USER_AGENTS_Susp i c i ous ; 
sid : 2008363; r ev : 5 ; ) 

# Pluses i n a UA , suspic i o us as we ll 

• 
a l ert t cp $HOME_NET any - > $ EXTERNA L_NET $HTT P _ PORTS (msg : " ET USE R_AGENTS Su spicious Us e r - Age nt (Playtech Ool,Jn l oader ) "; f1 01~: t o_se r ve r, es t a blished ; cont e nt: " le d 0a f Use r -Agent f 3a J 

Pl ayt ec h "; classt ype: t r o j a n-act i v i t y; r ef e r ence: ur l , doc. emer g i ngt hr eats . net / bi n/vi e w/Ma i n/ 2008365; r e f e r e nc e : ur l , M111v . eme r g i ngt hr e ats. net / cg i -
b i n/ cvsweb . cgi / s i gs/ USER_AGE NTS/ USER_AGENTS_Susp i cious; sid : 2008365; r ev : 5 ; ) 

# Pl uses i n a UA , sus pic i o us a s we ll 

• 
a l ert t cp $HOME_NET any - > $ EXTERNA L_NET $HTT P_ PORTS (msg : " ET USE R_AG ENTS Suspicious User-Agent ( InetuRL) " ; f! O\>J : establi shed, t o_serve r ; content:" l0d 0a lUse r -Agent l3a l InetuRL" ; 
cont ent: ! "viww . dell . com" ; co ntent : ! "pdf mac h i ne . c om " ; co ntent : ! "gs. a ppl e . com '"; e l asstype: t ro j a n - a ctiv i t y ; r efe r ence: ur l , doc . e mergingt h r eats . net / bi n/v ieiv/ Main/2008374 ; 
r efere nce : ur 1 , l'iWl'II . emer g i ngt h r eats . net / cgi -bin/ cvs web . cgi / s igs / USE R_AG ENTS/ US ER_AGE NTS_Susp i c i ous ; s i d : 2008374; r e v : 12 ; ) 

# Pl uses i n a UA , sus pi c i o us a s well 

• 
ale r t t cp $HOME_NET any - > $ EXTE RNA L_NET $HTT P_ PORTS (msg : "ET USE R_AGENTS Suspicious User -Age nt ( ErrCode ) "; fl m>J : establi shed, t o_se r ve r ; content:" led 0a lUse r -Agent l 3a l ErrCode [0d 0a l " ; 
e l asstype : t ro j a n-activ i t y ; r e f erence: u r l, doc . emer g i ngt hr eat s . ne t / bi n/v iew/Ma i n/ 2008378; r efer ence : ur l , WLI/\~ . emerg i ngt hreats . net / cg i -bin/ cvs 1>Je b . cgi / s igs / US ER_AGENTS/ USE R_AG ENTS_Sus p ic i ous; 
s i d : 2008378; re v :8; ) 

# Pluses i n a UA , sus pic i ous as 111e ll 

• 
ale r t t cp $HOME_N ET any - > $ EXTERNA L_NET $HTT P_PORTS (msg:" ET USE R_AGENTS Suspicious Us e r -Age nt (s vchos t ) "; fl m~:es tabli s he d , t o_se r ver; content:" l0d 0a lUs e r -Agent l3a l sv chos t " ; nocase; 
e l asstype : t ro j a n-activ i t y ; r efe r e nce: u r l, doc . eme r g i ngt hr eats . net/ bi n/v iew/Ma i n/ 2008391 ; r eference : ur l , Wll/\>J . eme rg i ngt hreats . net / cgi- bi n/ cvs 1>Je b . cgi / sigs / US ER_AG ENTS/ USER_AGE NTS_Susp i c i ous; 
s i d : 2008391; r e v : 9 ; ) 

# Pl uses i n a UA, s us pic i ous as we ll 

• 
a l ert tcp $HOME_N ET any - > $ EXTE RNA L_NET $HTT P _ PORTS (ms g: " ET USE R_AG ENTS Su spi cious Us e r - Age nt (ReadfileUR L) " ; f101,J : establi she d, t o_ se r ve r ; co nt e nt: " I 0d 0a I User-Age nt I 3a I ReadfileURl I 0d 
0a I"; c lassty pe: t r ojan-activity ; r e f e r e nc e : ur 1 , doc . e me r g i ngthr eats. net / b i n/v ie,..,/Mai n/ 200840e; r e feren ce : u r l , l\1\\1\,J. emer gingth reat s. net/ cg i -
b i n/ cv s1,Jeb . cgi / s igs / USE R_AGENTS/ US ER_AGENTS_Suspi cio us; s i d : 2008400; r ev : 8; ) 

# Pluses i n a UA, s us pic i ous as ,..,e ll 

• 
a l ert t cp $HOME_N ET any - > $ EXTERNA L_NET $HTT P _PORTS (msg : " ET US ER_AG ENTS Suspicious Use r - Age nt (PcPcUpdate r ) " ; f1 01,J : e s tablishe d, t o_se r ve r ; co ntent: " l0d 0a I User-Agent I 3a I Pc PcUpdat e r " ; 
e l a sstype : t ro j a n-act i v i t y ; r e feren ce: u r l , doc emer gingt hr eats. ne t / bi n/v iew/Ma i n/2008413 ; r eference : ur l , WLl/\>J . emerg i ngt hreats. net / cgi- b i n/ cvs 1>Je b . cgi / s igs / US ER_AG ENTS/ USER_AGE NTS_Susp i c i ous ; 
s i d : 2008413 ; r e v : 7;) 

# Pl uses i n a UA, suspi c i o us as we ll 

• 
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a l ert tc p $HOME _NET a ny - > $EXTE RNAL_NET $HTT P _PORTS (msg: " ET US ER_AGENTS Susp i cious User -Agent ( I net_read ) " ; flow: es t a blis he d , t o_ se r ve r ; content : " I 0 d 0a I Use r -Age nt I 3a I Inet _read" ; 
e l ass t ype : t ro j an-activ i t y ; r eference : u r 1 , doc . emer g i ngthreats. net / b in /v i ew /Ma i n/2008422 ; r efe r ence: u r l , www . emergi ngthreat s, net / cgi - bin/ cv s1\leb . cgi / s igs / USER_AGENTS/ USER_AGE NTS_S usp i c i ous ; 
s i d :2008422; r ev : 7;) 

#P luses i n a UA, s uspi c i ous a s well 

• 
a l ert tc p $HOME_NET a ny - > $EXTE RNAL_NET $HTTP_PORTS (ms g : " ET USER_AG ENTS Susp i cious User -Agen t (CFS Agent )" ; flow: establis he d,to_ serve r ; con tent: " l0 d 0a l Use r -Ag ent l 3a l CFS Age nt"; 
e l ass t ype : t ro j an-activ i t y ; r eference : u r 1, doc . emerg i ngthreats . net /b in /v i e,..l/Ma i n/ 2008423; refere nce: u r l , wL<J"i\l . emerg ingthreats . net / cgi - bin/ cvs 1\leb . cgi / s i gs / USER_AG ENTS/ USER_AG ENTS_Sus pic i ous; 
s i d : 2008423; r ev :7; ) 

#Pluses i n a UA, s us pi cious a s ,.., e l l 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P _PORTS (msg : " ET US ER_AGE NTS Susp i cious Use r •Agent (CFS_OOL•JNLOAD ) "; flow:es tablishe d , t o_se r ve r ; cont en t : "J 0d 0a I Us e r •Age nt ] 3a I 
CFS_DOl,JNLOAD"; classtype : t r o j a n- ac tivity; refe r ence : url , doc . eme rgingth r eats. net / bi n/v iew/Ma i n/ 2008424; refe r e nce : ur l , L<J\>M. eme r gingthreats. ne t / cgi-
b i n/ cvsweb . cgi / s i gs/ US ER_AGENTS/ USE R_AGEITTS_Suspic i ous; s i d : 2008424; r ev : 7; ) 

#Pluses i n a UA, sus pi cious a s well 

• 
a l e r t tc p $HOME _NET a ny - > $EXTE RNAL_NET $HTT P_PORTS (msg: "' ET USER_AG ENTS Susp i cious User · Agent (HTT P D01\lnl oade r ) "; flow: establishe d , t o_se r ve r ; con ten t : " l0 d 0a l Use r -Agent l3a l HTTP 
Downl oade r " ; clas s t y pe: t ro jan-activ i t y ; r e f erence : ur 1, doc . eme rgi ngth r e at s. net / bin/v i ew/Ha i n/ 2008428; r e f e r ene e: ur 1 , W\'t'l\l . eme r g i ngthr eat s. ne t / cgi-
bin/ cvs \..,eb . cg i / sigs/USER_AGENTS/USER_AG EITTS_Suspicious; s i d : 2008428; r ev : 7; ) 

#P luses i n a UA, s uspi cio us a s well 

• 
a l ert tc p $HOME_N ET a ny - > $EXTERNAL_NET $HTTP_PORTS (msg: " ET USER_AG ENTS Susp i cious User -Age nt (Ad i seExp l o r er ) "; f10 1\l : establi s hed ,to_serve r ; content : " l0d 0a lUse r -Agent l 3a l 
Ad iseExp l ore r " ; e l asst ype: t r o j a n · act i v i t y; r efe r e nce ! ur l,doc . emerg ingthreats . net / bin/view/Ma i n/ 20084 27; r efe r ence: ur l , w1,1W . e mergi ngthrea ts . ne t / cgi-
b i n/ cvs \..,eb . cgi / sigs/USER_AGE NTS/ USER_AGENTS_S us pi cious; s i d : 2008427; r ev : 7; ) 

#Pluses i n a UA , s us pi cio us as well 

• 
a l ert tc p $HOME_NET a ny - > $EXTERNAL_NET $HTTP _ PORTS (msg: "ET USER_AG ENTS Susp i cious Use r · Agent (HttpDm\ln l oad ) "; f101.., :es tablishe d , t o_ se r ve r ; content : " I 0d 0a I User -Agent I 3a I 
Ht t pDO1..,n l oad"; c l asstype : t r o j a n-act i vity; ref er ence : ur 1 , doc . eme r g ingthreats . net / bin/v iew/Ma i n/ 2008429; r efe r e nce : ur 1 , W\>M . eme r gingthr ea t s . net / cgi-
b i n/ CVS\ ... eb . cgi / sigs/USER_AGENTS/USER_AG EITTS_Suspic i ous; s i d : 2008429; r ev : 7; ) 

#Pl uses i n a UA, s us pi cious a s ,..,e l l 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNA L_N ET $HTTP _PORTS (msg : " ET US ER_AGE NTS Suspicious Us e r -Age nt (Do,..ml oad App) "; f1 01..,: establis he d , t o_se r ve r ; cont ent: "J 0d 0a I User•Agent I 3a I Down l oad 
App"; c l as sty pe: t roj a n -activity; r efe r e nc e : u r l , doc . eme r gingthr eats. net/ bi n/v iew/Ha i n/ 2008440; r eference: ur l , W\'t'l~ . eme r gingthr eats . net/ cgi-
bin/ cvswe b . cgi / sigs/USER_AGE NTS/USER_AGEITT S_S uspic i ous; s i d : 2008440; r ev : 7 ; ) 

#P luses i n a UA, s us pi cious a s ,..,ell 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNAL_NET $HTT P_PORTS (msg: "' ET USER_AG ENTS Susp i cious Use r · Agent ( hacker )" ; f101\l :es tab lished , to_ser ve r ; content : " l0d 0a lUse r · Agent l3a l hac ke r "; 
c l ass t ype: troj a n-activ i t y ; r eferen ce : u r 1 , doc. emer gingthr eats. ne t / b in /v iew/Ma i n/2008460 ; r efe rence: u r l , \'t'LWI . eme r gingthreats, net / cgi - b i n/ cv s1\le b . cgi / s igs /USER_AGENTS/ USER_AGENTS_Sus p i c i ous; 
s i d :2008460; r ev :6;) 

#Pluses i n a UA, s us pi cious as well 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTTP_ PORTS (ms g : " ET USER_AG ENTS Susp i cious User · Agent ( iegui de update ) " ; flm\l :establi shed,to_serve r ; content : " l0d 0a lUse r -Agent l 3a l 
iegui de update"; e l asstype: t r o j a n • act i v i t y; r efe r e nce ! ur l , doc . eme rgingthreats . net / bi n/v iew/Main/ 2008463; r efe r ence : ur l , WIIIW . e me rg ingth r e a t s . ne t / cgi-
b i n/ cvswe b . cgi / sigs/USER_AGENTS/USER_AGENTS_S us pi cious ; sid : 2008463; r ev : 6 ; ) 

#Pluses i n a UA, s us pi cious a s ,.., e l l 

• 
a l e rt tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTTP _PORTS (msg: "' ET USER_AG ENTS Susp i cious Use r •Agent ( ads ntD ) " ; flow :es tablished , to_ser ve r; conten t : " l0d 0a ] Use r •Agent I 3a I a ds nto" ; 
c l ass t ype : t ro j an-activ i t y ; r efe r e nce: u r l , doc. emer gingthr eats. net / bin /v iew /Main/2008464; refere nce : u r l , W\""" . eme r gingthr eats . net / cgi - b i n/ cvs 1,ie b . cgi / sigs / USER_AG ENTS/ USER_AGENTS_Sus p i c i ous; 
s i d :2008464 ; r ev : 5; ) 

#P luses i n a UA, sus pi cious a s ,..,ell 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNAL_NET $HTT P _PORTS (msg: "' ET US ER_AG ENTS Susp i cious User · Agent ( NU LL) " ; flOl',1 : estab li shed, to_se r ver; co ntent : " I e d 0a I User -Agent I 3a I NU LL"; 
e l ass t ype : t ro j an-activ i t y ; ref erence: u r 1 , doc. emergingthr eats. net / b in /v iew/Ma i n/2008488 ; re ferenc e: u r l , \'t'LWI . emergingthreats, net/ cgi - b i n/ cv s1\le b . cgi / s igs /USER_AGENTS / USER_AGE NTS_S uspic i ous ; 
s i d :2008488; r ev : 5; ) 

#Pl uses i n a UA, s us pi cious a s well 

• 
a l ert tc p $HOME_N ET a ny - > $EXTERNAL_NET $HTTP_PORTS (msg: " ET USER_AG ENTS Susp i cious User · Age nt (d,..1p l aye r ) "; flo\'1 :establis hed,to_ser ve r ; conten t : " l0 d 0a lUs e r -Age nt l 3a l dwplaye r " ; 
e l ass t ype : t ro j an- a ct i v i t y ; r efe r e nce : u r 1 , doc . emer g ingthr eats . net /b in /v i ew/Ma i n/ 2008489; re ference: u r l , \'t'l>J\\I . eme rgi ngthreats . net / cgi - b in/ cvs 1\leb . cgi / s i gs /USER_AG ENTS/ USER_AG ENTS_Sus pic i ous; 
sid : 2008489; r ev : 5 ; ) 

#Pluses i n a UA, s us pi cious a s we l l 

• 
a l e r t tc p $HOME_NET a ny • > $ EXTERNAL_N ET $HTT P_PORTS (msg: " ET US ER_AG ENTS Susp i cious User •Agent ( ieagent )" ; flo1\l: es t ablished, to_serve r ; content :" l0d 0a lUse r - Agen t l3a l ieagent "; 
e l ass t ype : troj an-activ i t y ; r ef e r e nc e : u r l , doc. emer gingthr eats . net / bin /v iew/Ma i n/2008494 ; refere nce : u r l , M"""· eme r gingthreats . net / cgi · b i n/ cvswe b . cgi / sigs / USER_AG ENTS / USER_AGE NTS_S us picious; 
s i d :2008494; r ev : 5 ; ) 

#Pl uses i n a UA, sus pi cious a s well 

• 
a l ert tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg: " ET US ER_AG ENTS Susp i cious User · Agent ( antispypr ogr am ) " ; flo~i: establishe d , t o_se r ve r ; content " l0d 0a lUser - Age nt l3a l 
ant i spypr og r am" ; c l ass t ype: t r ojan -ac t i v i ty ; r eference: ur 1, doc . emergingth r eat s. net / b i n/v iew/Main/2008495; reference: ur l , ,..rww . emergi ngt hreat s. net / cgi-
bin/ cvsweb . cgi/ sigs/USER_AGENTS/USER_AGEITTS_Suspicious; s i d : 2008495 ; r ev : S; ) 

#Pluses i n a UA , sus pi cio us a s well 

• 
a l ert t cp $HOME_NET a ny - > $EXTERNAL_NET $HTTP _PORTS (msg : " ET US ER_AG ENTS Susp i cious User -Age nt ( SU i Ci DE/ 1 . 5 ) " ; flow: est ab lished , to_se r ve r ; co nt e nt : " l0d 0a J User-Agent I 3a I SU i Ci DE"; 
e l ass t ype : troj an- a ct i v i t y ; r ef e r e nce : u r 1 , doc . emergingthr eats . net / b in /v i ew/Ma i n/ 2008504; re f erence: u r l , \'t'l>J\o/ . emergi ngthreats . net / cgi - bin/ cvs 1\leb . cgi / sigs /USER_AG ENTS/ USER_AGENTS_Sus pic i ous; 
s i d : 2008504; r ev : 5;) 

#Pluses i n a UA, s us pi cious a s ,..,e l l 

• 
a l ert tc p $HOME_NET a ny - > $ EXTERNAL_N ET $HTTP_ PORTS (msg:" ET US ER_AG ENTS Susp i cious User-Agent • Possible Tr oj a n Down l oade r (\xa2\xa 2Ht t pClient ) "; f1 01,i :es t ablis hed , t o_s e r ve r; 
content : " I 0d 0a !Use r · Agent I 3a I I Se I xa2 I Se I xa2Ht t pClient I 0d 0a I "; clas stype: t roj an · activ i ty; ref e rence: u r l, doc . eme r gi ngthr e ats. net / b i n/v iei,i/Ma i n/ 2008510; 
refere nce : u r l , WL<J"i" . emergingth r e ats . net/ cgi -bin / cvs 1\leb . cgi / s igs / US ER_AGE NTS /USER_AGE NTS_Sus p i c i ous; s i d : 2008510 ; r e v : 5; ) 

#Plus e s i n a UA , sus pi cious a s well 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg : " ET US ER_AG ENTS Susp i cious Us e r · Agent (C s l as h slash) " ; fl01~:established ,to_ser ve r ; content : " l0d 0a lUse r -Agent l 3a l C l3a l \\" ; 
content : ! " \ \ Ci t rix \ \ I CA Client \ \ "; e l asstype: t r oj an- activ i t y; r efe r e nce : u r 1, doc. eme rgi ngt h r ea t s . net / bin /v iew/Main/2008512; r e fe r ence : ur l , 1,.n,wi . eme r g ingt h r eats . net/ cgi -
bin/ cvsweb . cgi / sigs/USER_AGENTS/USER_AGENTS_S us picious; s i d : 2008512; r ev : 6; ) 

#Pl uses i n a UA, sus pi cious a s ,..,ell 

• 
a l ert tc p $HOME_NET a ny - > $EXTE RNAL_NET $HTTP_PORTS (msg: " ET USER_AG ENTS Susp i cious User-Agent (msIE 7.0) "; flow :establis hed,to_ser ve r ; content : " l0 d 0a lUser-Age nt l 3a l ms IE"; 
c l ass t ype: t ro j an-activ i t y; r efe r e nce : u r l , doc . emer gingthr eats . net / bin /v i ew/Main/ 2008513 ; re f e r ence : u r l , \'t'l>J\.., . emergingthreats . net / cgi - b i n/ cvs 1,ie b . cgi / sigs / USER_AG ENTS/ USER_AGENTS_S us pic i ous; 
sid : 2008513; r ev : 5;) 

#P luses i n a UA, s us pi c i ous a s ,..,e l l 

• 
a l ert t cp $HOME_NET a ny - > $ EXTERNA L_NET $HTTP _PORTS (msg: •• ET USER_AG ENTS Susp i cious Use r·Age nt (AVP2006I E)" ; flow: establis hed , t o_se r ve r ; con tent: " I 0d 0a I Use r -Age nt I 3a I AVP 200" ; 
c l a ss t ype : t ro j a n-activ i t y ; r ef e r e nce : u r l , doc. emer gingthr eats. net / bin /v i ew/Main/2008514 ; r efe r e nce: u r l , M""" · eme r g i ngthr eats, net/ cgi - b i n/ cvs 1,ie b . cgi / sigs / USER_A6 ENTS/ USER_A6 ENTS_Sus picious; 
s i d :2008514 ; r ev : 5; ) 

#Pl uses i n a UA , sus pi cious a s well 

• 
a l e r t tc p $HOME_ NET a ny - > $EXTE RNAL_NET $HTT P_PORTS (msg: " ET USER_AG ENTS Susp i cious Use r · Agent (w i n l ogon) "; flow :est a blis hed , t o_se r ve r ; content : " l0 d 0a lUse r -Age nt l 3a l wi n l ogon" ; 
e l ass t ype : t ro j an-activ i t y ; r ef erence: u r 1, doc . emerg i ngthr eats . net / b i n/v iew/Ma i n/ 2008544; re f e rence: u r l,wiwi . eme r gingthreats . net/ cgi -b i n/ cvs web . cgi / s igs / US ER_AGE NTS / USER_AGE NTS_Susp i c i ous; 
sid : 2008544; r ev : 5; ) 
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#Pl uses in a UA, s us pi c i o us as i,1e ll 

• 
ale r t tc p $HOME_NE T any - > $ EXTE RNA L_NET SHTTP_PORTS (ms g:"ET USE R_AGENTS Suspicious User-Age nt ( I nte r net HTTP Re quest ) " ; flow:established , to_se r ve r ; content : " le d 0a lUser -Age nt l 3a l 
I nte rnet HTTP" ; e lass t ype : t ro jan -activity ; refe r e nce : ur l , do c. eme r gingth reats . net / bi n/v i ew/Main/ 2008564; refe r e nce : ur l , wvrw . eme rgingt h reats. net / cgi-
b i n/ cvs \,ieb . cgi / sigs/ USER_AGENTS/ US ER_AG ENTS_Sus pi cio us; sid : 2008564 ; rev : 6; ) 

#Pl uses i n a UA, s us pic i o us a s i,1el l 

• 
a l e r t tc p $HOME_NET any -> $EXTE RNA L_NET $HTT P _ PORTS (msg: "ET USER_AGENTS Susp i cious User - Age nt Detected (Wi ndo1,i s+NT) " ; f101,i :established, to_se r ve r ; content : " led 0a I Use r -Agent I 3a I 
\.J i ndows+NT" ; clas s t y pe : t r o j an-activity ; r ef e r ence: u r 1, doc . eme r gingthrea ts. net / bi n/v iew/f-1ain/ 20086e0; r e f e r ence: ur 1 , 1vw1,. . emergingthreats. net / cgi -
bin/ cvs \,ieb . cgi / sigs/ USER_AG ENTS/ US ER_AGENTS_Suspi cio us; sid : 2008600; rev : 5; ) 

#Pluses i n a UA, s us pic i o us as i,1e ll 

• 
a l e r t tc p $HOME_NET any -> $EXTERNA L_NET $HTT P_PORTS (msg:"ET USER_AG ENTS Suspicious User - Age nt Dete cted ( RLMultySocket ) " ; flow: establi s he d , to_se r ve r ; content : " l0 d 0a l Use r -Age nt l 3a l 
RLMul t ySoc ket I 0d 0a I" ; classtype: t roj an -activ i ty; re fere nce : ur l , doc . eme r g ingthr ea ts . net / bi n/v ieiv/Mai n/2008603; r efe r ence : ur 1, i,.rww . eme r g ingt hr eats . net / cgi-
b i n/ cvsweb .c gi / sigs/ USER_AGENTS/ US ER_AGENTS_S us picious; s id: 2008603; rev : 5; ) 

#P l uses i n a UA, s us pi cious as well 

• 
a l e r t tcp $HOME_NET any -> $EXTERNA L_NET SHTT P_PORTS (ms g: " ET USER_AGENTS Suspicious User-Agent Detected ( Downl oader l . 2) " ; flow: es t a blishe d , t o_ se r ve r ; con t e nt : " l0 d 0a l User-Agent l 3a l 
D01,inloade r " ; pc re : " / Use r -Age nt \ : D01,in l oade r \ d+\ . \ d/ " ; classty pe : t rojan-act i v ity ; r e f e r e nce: u r l , doc . emergingthr eats . net / b i n/v iew/Main/ 2e08643; r e f e r e nce : ur 1, wwi.. . emergingt hr eats . net / cgi­
b i n/ cvs \,ieb . cgi / sigs/ USER_AGENTS/ USER_AGENTS_Suspicio us; s id: 2008643; r e v : 5; ) 

#Pl uses i n a UA , s us pic i o us a s i,1e ll 

• 
a l e r t tc p $HOME_NET any - > $ EXTERNA L_NET SHTT P_PORTS (ms g: " ET USER_AG ENTS Suspicious User - Age nt Dete cted (Compat i ble ) "; f10L>1 :established,to_se r ve r ; content " led 0a lUse r -Agentl3a l 
Compa t i b l e I 0 d 0a I"; class t ype: t r ojan-ac t i vity ; r e f e r e nce : ur 1, doc . emergingth r eat s . ne t / b i n/v iew/t-lain/2008657; r e f e r e nce: ur 1, M>Jl>i . emerg i ngthreat s . net/ cgi -
b i n/ cvs \,ieb .cgi / sigs/ USER_AGENTS/ US ER_AGENTS_S us picio us; sid : 2008657; rev : 5; ) 

#Pluses i n a UA, s us pic i o us as well 

• 
a l ert tcp $HOM.E_NET any -> $EXTE RNA L_NET $HTT P_PORTS (ms g: " ET USER_AGENTS Susp i cious User-Age nt Detected (Get UrlSize ) "; f10 1,i :established,to_server; content " l0d 0a lUse r -Agent l 3a l 
GetUr l Size I 0 d 0a I " ; c l ass t ype : t r ojan-ac tivity ; r e f e r e nce: ur l , doc . emer gingthr eats. net/ b i n/v iew/Main/2008658; r e f e r e nce: ur l , M>Jl>i . emer gingthr eats. net/ cgi -
b i n/ cvs \,ieb . cgi / sigs/ USER_AGE NTS/ USER_AG ENTS_S us pi cio us; s id: 2008658; r e v : 5; ) 

#Pluses i n a UA, s us pi c i o us as well 

• 
a l e r t tc p $HOME_NET any - > $ EXTE RNA L_NET $HTT P _PORTS (ms g: " ET USER_AGENTS Suspicious User- Age nt Detected ( Di gi t Al56K/ 6 . 3 )" ; flow: establis hed , t o_se r ver; co ntent: " I 0d 0a I Use r -Age nt I 3a I 
Digi t A156K/" ; e l asstype: t rojan-act i v i t y; r e f e r e nce: ur l , doc. eme rgingthreats. net / bin/v i ew/Ma i n/2008659; ref e r e nce : ur l , www .eme rgingt h r eat s. net/ cgi -
b i n/ cvs1,ieb . cgi / sigs/ USER_AGENTS/ US ER_AGENTS_Sus pi cio us; sid : 2008659; rev : 5; ) 

#Pl uses in a UA, s us pic i o us as i,1e l l 

• 
a l e r t tc p $HOME_NET any -> $EXTE RNA L_NET SHTTP_PORTS (msg: " ET USER_AGE NTS Suspicious User-Age nt Detected ( agua r ovex - l oader v3.221 ) " ; f1 01v:esta blishe d , t o_se r ver; content " l0d 0a lUse r -
Agent I 3a I ag uarove x- l oade r v" ; c l asstype: t r o j an-activ i t y ; r efe re ne.e : u r l ,doc . e me r gi ngth r eat s . net / bin/v ie1,./Main/2008663 ; r efe r ence : u r l, L>IWl'I . emergi ngthreat s . net / cgi-
b i n/ cvs \,ieb . cgi / sigs/ USER_AG ENTS/ USER_AGENTS_Sus pi cio us; s id : 2008663; rev : 5; ) 

#Pluses i n a UA, s us pic i o us as i,1e ll 

• 
a l e r t tc p $HOME_NET any -> $EXTERNA L_NET $HTTP_PORTS (msg:"ET USER_AG ENTS Susp i cious User-Age nt Dete cted (WINS_HTT P_SEND Progr am/1 . 0 ) " ; flow:established,to_server ; content :" l0d 0a lUser-
Age nt I 3a I WINS_HTT P _SE NO" ; c l assty pe : t ro j an - a ct i v ity; re f e r ence: u r 1, doc . e me r gingthreats . net / bi n/v iew/Main/ 2008734; r ef e r ence: u r l , WM~ . emergingthreats . net/ cgi -
b i n/cvs\,ieb .cgi / sigs/ USER_AGENTS/ US ER_AGENTS_S us pi cio us; s id: 2008734 ; rev : 5; ) 

#Pluses i n a UA, s us pi c i o us as well 
# 

a l ert tc p $HOME_NET any -> $EXTE RNA L_NET $HTT P_PORTS (ms g:"ET USER_AGENTS Suspicious Us e r Age nt ( FTP ) "; flow: t o_serve r , established; content : " l0d 0a lUse r -Agent l 3a l Ftp j0d 0a l "; nocase; 
e l asstype: t r o jan- activ i t y ; r efe r e nce: u r l , doc . emergingthr eats . net/ bi n/v iew/Main/ 2008735; r efe r e nce: u r l , 111ww . eme rgingt hr ea ts . net/ cgi-
b i n/ cvs \,ieb . cgi / sigs/ USER_AGENTS/ USER_AGENTS_Sus pi cio us; s i d : 2008735; rev : 6; ) 

#Pl uses i n a UA , s us pic i o us as well 

• 
a l e r t tcp $HOME_NET any -> $EXT ERNA L_NET $HTTP_PORTS (ms g: " ET USE R_AGE NTS Suspicious Us e r Age nt - Poss i ble Admoke Admi..a r e ( bdi,Ji nr un) " ; f101,i : to_se r ver,establ ished ; content : " l0d 0a lUser -
Agent I 3a I bdwi n r un"; nocase ; class t ype: t ro j a n - act i v i t y; r efe r ence : ur 1, do c . eme r gi ngthr eats. net/ b i n/v i ew/Ma i n/2008742; r efe r ence: ur l, \.'l'llW . eme r gingthr eats . net / cgi-
b i n/ cvs1,ieb . cgi / sigs/ USER_AG ENTS/ US ER_AGENTS_Sus pi cio us; sid : 200874 2; r e v : 5; ) 

#Pl uses i n a UA, s us pic i o us as i,1e l l 

• 
a l e r t tcp $HOME_NET any -> $EXTE RNA L_NET SHTTP_PORTS (msg: " ET USER_AGENTS Suspicious User Age nt - Poss i ble Admoke AdmL>ia r e ( bdsclk ) " ; f1 01v: to_serve r , established ; content : " l0d 0a lUse r -
Age nt I 3a I bdscl k" ; nocase; c l asstype: t r ojan- ac t i v i t y ; r efe r e nce : ur 1 , doc . emergingth reats . ne t / bin/v i ew/Main /2008743; ref e r e nce: ur 1 , Mwt . eme r g i ngth r ea t s. ne t / cgi -
b i n/ cvs \,ieb . cgi / sigs/ USER_AGE NTS/ US ER_AGENTS_Sus pi cio us; sid : 2008743; rev : 6; ) 

#Pl uses i n a UA, s us pic i o us as i,1e l l 

• 
a l e r t tc p $HOME_NET any -> $EXTERNA L_NET $HTT P_ PORTS (msg:"ET USER_AG ENTS Suspicious User-Age nt ( c heckonli ne ) " ; f101,i :establ ished , t o_ se r ve r ; co ntent : " l0d 0a lUse r -Age nt l 3a l chec konline l0d 
0a I " ; c l asstype: t roj an - activ i ty ; r e f e r e nce: ur 1, doc. emergingthr eats . ne t / bin/v iei,J/Main/ 2008749; r e f e r e nce : u r l , Mvw . emer g ingthr eats. net/ cg i • 
bin/ cvsweb .c gi / sigs/ USER_AGE NTS/ US ER_AGENTS_Sus pi cio us; s id: 2008749 ; rev : 5; ) 

#Pluses i n a UA, s us pic i o us as well 

• 
a l ert tcp $HOME_NET any -> $EXTE RNA L_NET $HTT P_PORTS (ms g:"ET USER_AGENTS Susp i cious User - Age nt (Kva drl son 1. 0 ) " ; f10 1,. :es t ablis hed , t o_server; content : " l0d 0a lUse r -Agent l3a l Kva dr l so n " ; 
e l asstype: t r o j an-activ i t y; ref e r e nce : ur l ,doc . emer gingth reats. net/ bin/v iei,J/Ma i n/ 2008756; re f e r ence : ur l , wi,,1\11 . emer gingthreats . net/ cgi - bin/ cvs L>1eb . cgi / sigs / USER_AGE NTS/ USER_AG ENTS_Sus p i cious ; 
s i d : 2008756; rev : 5; ) 

#Pl uses i n a UA , s us pic i o us as well 
# 
a l e r t tcp $HOME_NET any - > $ EXTERNA L_NET SHTT P_PORTS (msg: "ET USER_AGENTS Susp i cious Us e r-Agent (mii p) '"; flow:estab li shed , t o_se r ver; content : " l0d 0a lUser- Agent l 3a l miip l0d 0a l .. ; 
e l asstype: t r ojan-act i v i t y; r e f e r e nce: ur l , doc . emer gingth r eats. net/ bin/v iei,1/Ma i n/ 2008797; ref e r ence : ur l , w111w . eme r gingthr eats. net/ cgi - b i n/c vs 1~eb . cgi / sigs / USER_A6E NTS/ USER_AGE NTS_Sus picious ; 
s i d :2008797; rev : 5; ) 

#Pl uses i n a UA, s us pic i o us as i,1e l l 

• 
a l e r t tc p $HOM.E_NET any - > $EXTE RNA L_NET $HTT P _PORTS (msg : " ET USER_AGENTS Suspicious User-Age nt (Moz illa)"' ; f101,i : established, t o_serve r ; content: " le d 0a IUser-Agent I 3a l Hozilla "; 
e l a sstype: t ro j an-activity ; ref e r e nce : ur l , doc . eme r gingthreats. ne t / b i n/v iew/Ma i n/ 2008847; r ef e r ence : ur l , w1wt . emer gingthreat s. ne t / cgi - bi n/c vs web , cgi / s igs / US ER_AGENTS/USER_AGE NTS_S uspicious ; 
sid : 2008847; rev :6 ; ) 

#Pl uses i n a UA, s us pic i o us as we l l 

• 
a l e r t tc p $HOME_NET any - > $EXTE RNA L_NET $HTT P _PORTS (ms g: "ET USER_AGENTS Suspicious User - Age nt ( E rror d igge r . com r e l ated ) " ; flow: establis hed , to_ se r ver; co ntent : " I 0d 0a I Use r -Age nt I 3a I 
min le d 0a J " ; clas s t y pe : t r o j an-ac t i vity ; r ef e r ence: u r 1, doc . eme r gingthreats . net/ bin /v i e ~i/Ma i n/ 200891 2; r ef e r ence: ur 1, W\VW . eme r gingthr eats . net / cgi -
bin/ cvs \,ieb . cgi / sigs/ USER_AG ENTS/ USER_AGENTS_Sus pi cio us; s i d : 2008912; rev : 5; ) 

#Pluses i n a UA , s us pic i o us as well 

• 
a l e r t t cp $HOME _NET any -> $EXTE RNA L_NET $HTT P _PORTS (msg: " ET USER_AGENTS Susp i cious User - Age nt ( Trojan . Hi j a ck. I r c Bot .457 r elat e d ) "; fl ow:establi she d , to_se r ve r ; content ; " I 0d 0a I Use r -
Agent I 3a I Moz i lla/ 1. 0 ( compatible I 3b l MSIE 8 . 0 13b I " ; cla sstype: t roj an-activi t y ; r efe r e nce: u r l , doc . eme r g ingthreats . net / bin/v iei,J/Main/ 2008913; r efe r e nce : u r l , WW111 . emerg ingthreats . net / cg i ­
b i n/ cvs \,ieb . cgi / sigs/ USER_AGENTS/ US ER_AGENTS_Sus picio us; sid : 2008913 ; rev : 6; ) 

#Pl uses i n a UA, s us pi c i o us as well 

• 
a l e r t tcp $HOME_NET any - > $ EXTERNA L_NET $HTT P _PORTS (msg: " ET USE R_AGENTS Susp i cious User-Agent (x r - \.Jorm. Wi n32 . VB. c j r elated ) " ; flovl : establis hed , t o_se r ver; content: " j0d 0a lUser-
Agent I 3a I xr I 0 d 0a I"; e lasst ype : troj a n- activ i ty ; r efe r e nce: url , doc. eme r g i ngthreat s. net / bi n/v i ew/Ma i n/2008914 ; r efe r e nce : url , W'IM . eme r gi ngthreats. net / cgi-
b i n/ cvs i,ieb . cgi / s igs / USER_AGE NTS/ USER_AGENTS_S us pi cio us; sid : 2008914 ; rev : 6; ) 

#Pl uses i n a UA , s us pic i o us a s well 

• 
a l e r t tcp $HOME_NET any - > $ EXTE RNA L_NET $HTT P _PORTS (ms g: " ET USER_AG ENTS Suspicious User-Age nt ( HEL LO ) "; f10111 :established , t o_serve r ; content : "I 0d 0a I Use r -Agent i 3a I HE LLO I 0d 0a I" ; 
e l a ss t ype: t r o j an-act i vity ; r ef e r e nce: ur l , doc . eme r gingthreat s. ne t / bin/v iew/Ma i n/2008941 ; r ef e r ence : ur l , w\wt . emer gingthreat s. ne t / cgi - bi ni c vs1~eb . cgi / s igs /USER_AGENTS/ USER_AG ENTS_S uspicious ; 
sid : 2008941; rev : 5; ) 
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#Pluses i n a UA, s us picious as well 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNAL_NET $HTT P_PORTS (msg: "ET US ER_AGE NTS Susp i cious Us e r -Agent (Ya ndesk ) "; fl m-J : establishe d,to_serve r ; content: " l0d 0a lUser - Agen t l3a l Yandes k l0 d 0a l "; 
e la ss t ype: t r o j a n-act i v i t y ; ref e r e nce: u r 1 , doc . emergingt hreats. ne t / b i n/v iew/Main/ 2008916; r e f e r e nce: u r 1, www . eme rg ingt hreats , net / cgi - bin/ cvs Neb, cgi / s igs / USER_AG ENTS/ USER_AGE NTS_Sus p i c ious ; 
sid : 2008916; r ev : 5; ) 

#Pl us e s i n a UA, s us pi cious as i..1e ll 

• 
a l ert t cp $HOME_N ET a ny - > $EXTERNA L_NET $HTT P_PORTS (msg:"ET USER_AGENTS Suspicious User -Age nt pri ce r s.info rela t e ci ( section ) " ; flow: es t ablis he d , t o_se r ve r ; content : " l0d 0a lUse r -
Agent I 3a I sections l0 d 0a I"; classt ype : t r oj an - activ i t y ; r e f e r e nce: url , doc . eme rgingt h r ea t s . net/ bin /v iew/Main / 2008919; ref e r e nce: url , LWM . eme rgi ngthrea t s . net/ cgi -
b i n/ cvswe b . cgi/ sigs/ US ER_AGENTS/ USER_AGHITS_Sus picious ; s i d : 2008919; r ev : 5; ) 

#Pl uses i n a UA, s us picio us as we l l 

• 
a l ert tc p $HOME_NET a ny - > $EXTE RNA L_N ET $HTT P_PORTS (msg : "ET US ER_AGENTS Susp i cious User-Age nt ( IE / 1 .0 ) " ; flow: t o_se r ve r , e stablished; content : " l0d 0a ]Use r -Agent l3a l I E/1 . 0 l0 d 0a l "; 
e l ass t ype : t r o j an-ac t i v i t y ; r ef e r e nce : u r l , doc . emer g ingthr eats. net / b i n/v iew/Main/ 2008956; re f e r e nce: u r l , WL>I\-J . emergingthr eats , net / cgi - bin/ cvs 1-Jeb , cgi / sigs / USER_AG ENTS/ USER_AGENTS_Sus picio us; 
s i d :2008956; r ev : 5 ; ) 

#Pluses i n a UA, s us pic ious as well 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg : "ET US ER_AGE NTS Susp i cious User Age nt (Use r -Agen t Mo zi lla / 4 . 0 (compat i bl e )) "; flo~i : t o_ se r ver,est abl ished ; con t ent : " l0d 0a lUse r -
Agent I 3a I Moz i lla/ 4 . 0 ( compatible ) I 0d 0a I" ; class t ype: trojan - activ i t y ; r eference : ur l , doc . eme r gi ngth r eat s . net / b i n/v i ew/Main /2008974 ; r efe r ene e: ur 1, www . eme r gingth reat s. ne t / cgi-
bin/ cvswe b . cg i / sigs/ USER_AGENTS/ USER_AGENTS_Sus pi cio us; s i d : 2008974 ; r ev : 5; ) 

#Pl uses i n a UA , s us pi c i o us as well 

• 
a l ert tc p $HOHE_NET a ny - > $EXTERNA L_NET $HTT P_PORTS (msg : "ET US ER_AGE NTS Susp i cious User Age nt ( Bl ackSun ) " ; floi.., : t o_ se r ve r , establishe d; content : " 10d 0a lUser-Age nt l 3a l Bl a ckSun" ; 
e l as s t ype : t r o j an-ac t i v i t y ; r ef e r e nc e : u r 1 , l'll>I\~ . bi t def e nd er . com/VIRUS-1000328 - e n- - Tr oj a n. Pws. I.Jow, NCY. ht ml ; r efe r ence: ur l , doc, eme r g i ngt h r e a t s . net / bi n/v i ew/Ma i n/ 2008983; 
ref e r e nce : ur 1 , ww.-J . eme rgi ngth reats . net / cgi - b i n/ cvs 1-Jeb , cgi / sigs / US ER_AG ENTS/ U5ER_AGE NTS_Suspicious; sid : 2008983; r e v : 5; ) 

#P l uses i n a UA , s us pic i o us as well 

• 
a l e r t tc p $HOHE_NET a ny - > $EXTERNAL_N ET $HTT P_PORTS (msg : " ET USER_AGENTS Susp i cious User Age nt ( IE_6.0) "; fl OL~ : t o_se r ve r , e stablished; content : " l0d 0a lUse r -Agent l 3a l IE_6. 0" ; 
e l ass t ype : t r o j an-act i v i t y ; r ef erence : u r 1, doc . emerg i ngthr eats . net / bin /v iew/Main/ 2009021 ; re f e r e nce : u r 1 , wL<Jl-J . eme rg ingthreat s . net / cgi - b i n/ cvs 1-Jeb . cgi / s igs / US ER_AGE NTS/ U5ER_AGE NTS_S us p i c i o us; 
sid :2009021 ; r ev :6; ) 

#Pluses i n a UA , s us pi cious as we l l 

• 
a l e r t tc p $HOHE_NET a ny - > $ EXTE RNA L_NE T $HTT P_PORTS (msg:"ET US ER_AGE NTS Susp i cious User Age nt ( File D01-Jn l oade r ) " ; flo i..i : t o_se r ve r ,establi shed ; cont ent " l0d 0a lUs er - Age nt l3a l 
F ile Dmvn l oader " ; c l asstype : t r o jan-activ i t y ; r ef er ence : ur l , doc . eme r gingthr eat s . ne t / b i n/v i eiv/Ma in/ 2009027 ; r efe r e nc e : ur l , WWtt . eme r gingth r eats . net / cgi -
b i n/ cvswe b . cgi / s igs / US ER_AGENTS/ USER_AG EITTS_S uspicious; sid : 2009027; r ev : 6 ; ) 

#Pluses i n a UA, s us picious as well 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P_PORTS (msg : "ET USER_AGE NTS Susp i cious User Age nt (ge t _s i te l ) "; flow:to_ se r ve r , es t ablishe d; co nt ent : " l0 d 0a l Use r -Agent l 3a l get_ s ite"; 
e lass t ype: t r o j an-ac t i v i t y ; ref e re nce: u r 1 , doc. emer g ingthr e at s . ne t /2009111 ; ref erence: u r 1, w1w . emergingt hreats , net/ cgi - b i n/ cvs we b . cgi / s igs / US ER_AGENTS/U SER_AGENTS_S uspic ious; sid : 2009111 ; 
rev: 5; ) 

#Pluses i n a UA , s us picious as i..1e ll 

• 
a l e r t tc p $HOHE_NET a ny - > $EXTERNAL_N ET $HTT P_PORTS (msg: " ET USER_AGENTS Susp i cious Us e r Age nt (GETJOB) " ; f101~: t o_se r ve r ,establis he d; content : " l0d 0a j Use r -Agent l3a l GETJOB" ; 
e l ass t ype : t r o j an- ac t i v i t y ; r ef e rence : u r 1, doc . emergingthr eats . net /2009124; r e f e r e nc e : u r 1, \V'l1~-J . eme rg i ngthreats . net / cgi - b i n/ cvs Ne b . cgi / sigs / US ER_AGENTS/ U5E R_AGENTS_Sus pic i o us; sid : 2009124 ; 
r ev: 4; ) 

#Pluses i n a UA, s us pic i o us as i..1e l l 

• 
a l ert tc p $HOHE_NET a ny - > $EXTE RNA L_N ET $HTT P_ PORTS (msg : .. ET US ER_AG ENTS 5usp i cious User-Agent ( runUpdate r . ht ml )" ; floi..1 :es tablished , t o_se r ver ; cont e nt : " (e d 0a lUs e r-Age nt l 3a l 
runUpdate r I 2e I ht ml " ; e lasst ype : t r o j an -activ i t y ; r ef e r e nce : u r l , doc. eme rgingth r ea t s . net/ 2009 355 ; r e f e r e nce : u r l , WL<Jl-J . emergingth r eats. net / cgi -
b i n/ cvswe b . cgi / s igs/ US ER_AGENTS/ USER_AGEITTS_Sus pic i o us; s i d : 2009355 ; r ev : 5; ) 

#Pl us e s i n a UA, s us pic ious as well 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (msg : " ET USER_AGENTS Susp i cious User -Age nt ( runPatch. ht ml ) " ; flm~:est a bli s hed , t o_ser ve r ; content : " l0d 0a lUse r -Agent l 3a l 
r unPa t ch I 2e I ht ml "; c l a ssty pe : t r o j a n-act i vi t y ; re f e r e nce: ur l , doc . emergingt hreat s , net/ 2009356; ref e r ence : u r l , wi'llv. emergingthreat s . net / cg i -
bin/ cvswe b . cgi / sigs/ U5ER_AGENTS/ U5E R_AGEITTS_Sus pi cio us; s i d : 2009356; r ev : 5; ) 

#Pl uses i n a UA , s us pi cious as i..1e ll 

• 
a l ert tc p $HOHE_NET a ny - > $EXTERNA L_NET $HTT P_PORTS (ms g: " ET USER_AGENTS Suspicious User Age nt (Mo z i lla / 4.8 r u ) " ; flow: establis he d, to_se r ve r ; content: " l0d 0a lUser-Agent l3a l Mo zi lla / 4 . 8 
[ r u ] (1-J i ndows NT 6 ,0 l 3b I U) I 0d 0a I"; c lasstype: troj a n - ac tiv i t y ; r efe r ence : ur l , doc . eme r gingth r e ats . ne t / 2009438; r efe r ence: ur l , i..,ww. eme r g ingth r eats. ne t / cgi-
b i n/ cvswe b . cgi / sigs/ US ER_AGENTS/ USE R_AGEITTS_Sus pi cio us; s i d : 2009438; r ev : 5; ) 

#Pluses i n a UA, s us picio us as i..1e l l 

• 
a l ert tc p $HOHE_NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg: "ET US ER_AG ENTS 5usp i cious User Age nt (Help5rvc ) " ; floi.., :established,to_se r ve r ; cont e nt : " le d 0a lUser-Age nt l 3a l He l pSrvc l0d 0a l " ; 
e l ass t ype: t ro j an-act i v i t y ; r ef e r e nc e : u r l , doc . emer gingt hr eats. net/2009439 ; re f e r e nce : u r l , w1w . eme r gingt hr eats , net / cgi - b i n/ cvs Ne b . cgi / sigs / US ER_AGENTS/ USE R_AGENTS_Sus p i c i o us; sid: 2009439; 
r ev: 5; ) 

#Pluses i n a UA, s us picio us as well 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (msg: " ET US ER_AG ENTS Susp i cious User Age nt ( I nte r ne t Antiv i ru s Pr o ) "; floi..1:established, t o_ se r ver ; cont e nt : " l0 d 0a lUse r -Age nt l 3a l 
I nt e r net Antivi r us Pr o l0d 0a I"; clas stype: t roj a n-activ i t y ; r eference: u r 1, doc . eme r gingthr e a t s . net /2009440; re fe r e nce: ur 1, WWIV . eme r gingthr ea ts . net / cgi-
bi n/ cvswe b . cgi/ sigs/ USER_AGENTS/ USER_AGENTS_Sus picious; s i d : 2009440; r ev : 5; ) 

#Pluses i n a UA, s us pic ious as well 

• 
a l ert t cp $HOHE_NET a ny - > $EXTE RNAL_ NE T $HTT P _ PORTS (msg : " ET USER_AGE NTS Susp i cious User Age nt - Poss i bly Xema ( Agava Di..,nl ) " ; fl olv:e sta blished , t o_se r ve r ; co nt e nt : " I 0d 0a I Use r -Agent i 3a I 
AgavaDlvn l I 0d 0a I"; c l a ssty pe : t r o j an-act i v i t y; r efe r e nce: ur 1, doc. emer gingt hreats , net / 2009445; ref e r e nce : u r l , Wl'IIV. eme r gingthr eats . net / cg i -
b i n/ cvswe b . cgi/ sigs/US ER_AGENTS/USER_AGEITTS_S us picious ; s i d : 2009445; r ev : 6 ; ) 

#Pluses i n a UA, s us pic ious as well 

• 
a l ert tc p $HOHE_NET a ny - > $ EXTERNA L_NET $HTTP_PORTS (msg : "ET US ER_AGE NTS 5usp i cious User Age nt (Mac r ovision_DM) " ; fl o~i: establishe d , t o_s e r ve r ; content: " l0d 0a lUser - Age nt l3a l 
Mac ro v i s i o n_DM " ; c l asstype : t r o jan-activ i t y ; r ef er ence : ur l , doc . eme r gingthr eat s. ne t / 2009445; r efe r e nce: ur 1, i..rww . eme r gi ngth r eats. ne t / cg i -
bin/ cvswe b . cgi/ sigs/ USER_AGENTS/ U5ER_AG EITTS_S uspicious; s i d : 2009446; r ev : 4 ; ) 

#P luses i n a UA, s us picio us a s well 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTT P _PORTS (msg: " ET US ER_AGENTS Susp i cious User Age nt (ClickAdsByIE ) "; fl mv :est ablishe d , t o_ se r ve r; conten t : " I 0d 0a I Use r -Agent I 3a I 
C lic kAds By I E •· ; classtype: t r o j a n- a ct i vity ; ref er ence: ur 1 , doc . emergingth r ea t s . net / 2009445; r ef e r ence : u r 1 , w.wi . eme r gingthr ea t s. ne t / cgi-
b i n/ CVS\Ve b . cg i / sigs/ USER_AGENTS/ USER_AG EITTS_Sus pic i o us; s i d : 2009456; r ev : 4 ; ) 

#Pl uses i n a UA , s us pi cious as well 

• 
a l ert tc p $HOHE_NET a ny - > $ EXTE RNAL_N ET $HTT P _PORTS (msg: "ET USER_AGENTS Suspicious Oownl oade r Use r -Agent (1-J i ndows +NT+S . 1 ) " ; f1 01v:est a blished , t o_se r ver; co ntent : .. I 0D 0A I Use r -
Agent I 3a I"; content : "1-J i nd ows +NT +5 , 1 I 0D 0AI " ; wi t h i n : 128 ; c l asstype : t r ojan -activ i t y ; r eferenc e : ur l , doc . emergi ngthr eats. ne t / 2009486; r e f e r e nce : ur l , i..,ww . eme r g i ngthr eats . ne t / cgi­
b i n/ c vswe b . cgi / sigs/USER_AGE NTS/USER_AGEITTS_S uspi cio us; s i d : 2009486; r ev : 5; ) 

#Pluses i n a UA, s us pi cious as i..1e ll 

• 
a l e r t tc p $HOHE_NET a ny - > $EXTERNA L_NET $HTTP_PORTS (msg : " ET US ER_AGE NTS 5usp i cious User -Agent ( 5ess i on ) - Poss i bl e Tr o j a n-Clic ker" ; f1 01-J :est ablis he d,to_s e r ve r ; content :" l0d 0a lUse r -
Agent I 3a I Se ss i on I 0d 0a I"; nocase; class t ype : t r oj a n- activ i t y ; r ef e r e nce: u r 1, doc . eme rgingth r ea t s. net / 2009512; ref e r e nce : u r l , 1wN1 . eme rgingth r eat s. net / cgi -
bin/ cvs \ve b . cg i / sigs/ U5ER_AGENTS/U5ER_AGEITTS_S us pi cio us; s i d : 2009512; r ev : 6; ) 

#Pl uses i n a UA , s us picio us a s well 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_N ET $HTT P _PORTS (msg : " ET US ER_AGENTS Susp i cious User -Age nt ( Poke r ) "; fl ow: t o_se r ve r ,established; content : "J 0d 0a I User-Agent l3a I Po ke r I 0d 0a I"; 
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c l a sstype: troj an-activ i ty; r efere nc e : u r l , v i l . na i . com/vil / content /v_130975 . ht m; r ef e r e nce: u r l , doc . eme r gi ngth r eats . ne t / 2009534; r e f e r e ne e: u r l , WW1-1 . eme r gi ngth r eats . net / cgi · 
b in/ cvswe b . cg i / sigs/ USER_AGE NTS/ USER_AGEITTS_Suspi c i o us; s i d : 2009534 ; r ev : 5; ) 

#Pl uses i n a UA, sus pi cious as 1-1ell 

• 
a l ert t cp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg : "ET US ER_AG ENTS Suspicious User- Age nt ( Loa nd s ) - Possibl e Tr oj an Downl oade r GET Request"; fl m-1 :established,to_se r ver; 
content : "GET "; de pt h : 4; co nt e nt:" I 0d 0a I User-Age nt \ : Loa nds J 0d 0a I"; nocase; de pt h : 200; e l asstype : t r o j a n- ac ti v i ty; r efe r e nce: ur l , doc . eme rgingth r eats. ne t / 2009537; 
refere nce: u r l , WLoJ\>J . eme rgi ngth r eat s . net / cgi - b i n / cvs 1>Je b . cgi / s i gs / US ER_AG ENTS/ USER_AGENTS_S us p i cious; sid: 2009537; r e v : 4 ; ) 
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#Pl uses i n a UA, s us pi cio us as \>le ll 

• 

□ 

2012 

ale r t tcp $HOME_NE T a ny - > $EXTERNA L_NE T $HTTP_PORTS (msg: " ET USE R_AGENTS Suspicious Use r- Age nt ( ms_ie ) - Cr ypt . ZPACK Ge n Tr oja n Dm,in l oade r GET Req uest " ; flm,i: establis hed , t o_serve r ; 
content : "GET " ; de pt h : 4 ; co ntent : " [ 0d 0a IUse r -Age nt \ : ms_ ie le d 0a l "; nocase; class t ype : t r oja n -activity ; re fe r e nce : ur l , doc . eme rgingth reats . net /2009S38; 
r efe r e nce: u r 1 , wwi,i. eme r gingth r eats. net / cgi- b i n / cvs 1,ieb . cgi / s igs / USE R_AG ENTS / US ER_AGENTS_ Sus p i c i ous ; sid : 2009538 ; r e v : 4 ; ) 

#Pl uses i n a UA, s us pic i o us as well 

• 
ale r t t cp $HOME_NET a ny - > $EXTE RNA L_NE T $HTT P _PORTS (msg : "ET US ER_AGENTS Susp i cious Use r -Agent ( PCFlashBa ngA ) " ; fl o," : t o_serve r , establis hed ; content:" I 0d 0a I Use r -Agent l3a I 
PCF l as hBangA I 0 d 0a I"; e lass t ype: t r oj a n- act i v i t y ; r efe r ence: ur l , L,JWW . ca . com/ us / securi t ya dv i sor / pest/ pes t . aspx? i d=453113169 ; ref erence : ur l , doc. emerg i ngthreats . net/ 2009540 ; 
r e f e r e nce: u r 1 , wwL>1 . eme r g i ngt h r eats. ne t / cgi - b i n/cvs L>1 eb . cgi / s i gs / USE R_AGENTS / US ER_AGENTS_Sus picious ; sid : 2009540; r e v : 5; ) 

#Pl uses i n a UA, suspi c i o us as well 

• 
ale r t t cp $HOME_NE T a ny - > $ EXTE RNA L_NE T $HTT P_ PORTS (msg: " ET USE R_AGENTS Suspicious Use r - Age nt ( Fo r t hgone r ) - Poss i b l e Tr oja n Downl oade r GET Request"; flow: es tabli she d, t o_se r ve r ; 
cont e nt : "GET " ; de pt h : 4 ; co ntent : " [ 0d 0a I Use r -Age nt \ : for t hgo ne r I 0 d ea I"; nocase ; de pt h : 200; clas s t y pe: tro j an - activ i t y ; r ef e renc e : u r 1, doc . eme r gingt hr eats . net/2009547; 
r e f e r e nce: ur 1 , MV!.>1 . eme r g i ngth reat s . ne t / cgi - bin / cvs 1,ieb . cg i / s igs / USER_AG ENTS /USER_AGENTS_Suspic i ous ; s i d : 2009547; rev : 4 ; ) 

#Pl uses i n a UA, s us pi c i o us as well 

• 
a le r t t cp $HOME_ NET a ny - > $ EXTERNA L_NE T $HTT P_ PORTS (msg: " ET USER_AG ENTS Suspicious Use r -Agent ( InHo l d ) - Poss i b l e Troj a n Ooi,m l oade r GET Re ques t " ; flm,s :est a blis hed , to_se r ver; 
cont e nt : " I 0d 0a I Use r -Agent I 3a I I nHo l d I 0 d 0a I"; nocase; dept h : 200; cla ss t y pe : t roj a n-activity ; r e fere nce: ur l , doc .emer gingt hr eats . net/2009544; r e f e r e ne e: u r l , WM" . e me r gingthr ea t s. net / cg i ­
b i n/ cvsweb . cgi / s i gs /US ER_AGENTS/ US ER_AGEHTS_S usp i cio us; sid : 2009544; r ev : 5; ) 

#Pluses i n a UA, s us pi cious as \>lell 

• 
a le r t t cp $HOME_NE T a ny - > $ EXTERNA L_NET $HTT P _PORTS (msg: "ET USE R_AGENTS Suspicious Use r Age nt (_TE ST_ ) " ; fl o1,i : to_se r ve r ,establi shed ; content: "Use r -Agent J 3a J _TES T_"; nocase; 
e l asstype: t r o j a n- a ctiv i t y; r e f e r ence: u r 1 , doc . eme r gingt hreat s. ne t / 200954 5; r e feren ce: url , , ..... ...,,., . eme r g i ng t hr eat s . ne t / cgi- b i n/ cvs Lveb . cgi / s i gs / USER_AGENTS/ USER_AGENTS_Sus pic i ous; s i d : 2009545; 
r e v : 5; ) 

#Pl uses i n a UA , s us pi c i o us as l'lell 

• 
a l e r t t cp $HOME_NE T a ny - > $ EXTERNA L_NE T $HTT P_ PORTS (ms g:"ET US ER_AGENTS Suspicious Use r -Agent ( INe t ) " ; flow:establi s hed ,to_ se r ver ; co nt e nt: " l0d ea JUs e r- Age nt lJa l I Ne t l0d 0a l " ; 
e lass t y pe: t r o j an-ac t i v i t y ; r ef erence : ur 1, doc . emer gingt hr eats. net / 2009703; r ef e r ence: u r 1, Mvw . eme r g i ngt hr eat s , net/ cgi- bin/ cvs i,ieb . cgi / sigs / USER_AGENTS/ USER_AGE NTS_S us pic i o us ; s i d : 2009703; 
r e v : 5; ) 

#Pl uses i n a UA , s us pi c i o us as \>lell 

• 
a l e r t t cp $HOME_NE T a ny - > $ EXTERNA L_NE T $HTT P_PORTS (msg: " ET US ER_AGENTS Suspicious Use r- Age nt (Mozi lla/ 3 .e ( com patible )) " ; f1 01":establi she d,to_ser ver; co ntent :" l0 d 0a lUse r -Age nt l 3a l 
Moz il l a / 3 . 0 ( compatibl e ) I e d 0a I"; c l asstype : t rojan-activ i t y ; refere nce: u r l, doc . eme r gingt hreat s. net/ 2e09s67 ; r efe r e nce : ur l , \"t'\'11'1 , emerg i ngt hreat s . net/ cgi -
b i n/ cvsweb . cgi / s i gs / USER_AGENTS/ USER_AGENTS_Susp i cio us; sid : 2009867; rev : 4; ) 

#Pl uses i n a UA , s us pi cious as \.'lell 

• 
a l e r t t cp $HOME_NE T a ny - > $ EXTE RNA L_NE T $HTT P_PORTS (msg: " ET USE R_AG ENTS PinBa ll Co r p. Re lated suspicious act i v ity" ; flow :est a bli shed , to_se r ve r ; content : " J0d 0a jUser- Age nt l 3a l 
Pi nBa llCor p-BSAI " ; clas s t ype: t ro j a n - a ctivi t y ; r e f e r e nce : u r 1, doc . emergingt hr ea t s. ne t / 2009908 ; r e fere nce: u r l,wi."'" .eme r gingt hr eats . net / cg i • 
b i n/ cvs \"eb . cgi / sigs / US ER_AGENTS/ US ER_AGENTS_S uspic i o us; s i d : 2009908; r e v : 5; ) 

#Pl uses i n a UA , suspi c i o us as well 

• 
a le r t t cp $HOME_NE T a ny - > $ EXTERNAL_NE T $HTT P_ PORTS (msg: " ET USER_AGENTS Suspicious Use r Agent - Li ke l y Hos t ile (Us e r Agent ) "; flm,i :esta bli s hed , t o_serve r ; cont e nt: " l0 d 0a lUse r -
Agent I 3a I Us e r Age nt " ; c lass t ype : t r ojan -activ i ty; reference : ur l ,doc . eme rgingth r eats. ne t /2009930; ref e r e nce : ur l , WYn•, , eme rgingth r e a ts . net / cg i -
b i n/ cvsweb . cgi / s i gs / USER_AGENTS/ USER_AGEHTS_Susp i cio us; s i d : 2009930 ; rev : 5; ) 

#Pl uses i n a UA, s us pi c i o us as well 

• 
ale r t t cp $HOME_NE T a ny - > $ EXTERNA L_NE T $HTT P _PORTS (msg: "ET USE R_AGENTS Suspicious Use r Agent ( MyIE / 1.0) "; f1 0 111: es tablis he d , t o_serve r ; content : " l0 d 0a lUse r - Agent I 3a l MyIE /" ; 
e lass t y pe: t r o j a n- a ctiv i ty; r efe r ence: ur 1 , doc . eme r g i ngt hr eat s . ne t / 2009991; r e f e r ence : url , W\VW . eme r g i ngt hr eats. ne t / cgi- bin/ cvs web . cgi / s i gs / US ER_AGENTS/ USER_AGE NTS_S us p i c i ous ; s i d : 2009991 ; 
r e v : 5; ) 

#Pl uses i n a UA, s us pi c i o us as \>lell 

• 
ale r t t cp $HOME_NE T a ny - > $ EXTERNA L_NE T $HTTP _ PORTS (msg : " ET US ER_AG ENTS Suspicious Use r Age nt ( ONANOON ) " ; flow: established, t o_server ; cont e nt: "Use r -Agent J 3a I ONANDON le d 0a l " ; nocase ; 
e lass t ype: t r o j an- a ct i v i t y ; r ef e r ence: ur 1 , doc . emer g i ngt hr eat s, ne t / 2009995; r ef e r ence : u r 1, W\"t'\V . emerg ingt hr ea t s, ne t / cgi- bin/ cvs Lveb . cgi / s i gs / USER_AGENTS/ USER_AGE NTS_Sus picio us; s i d : 2009995; 
r e v : 6; ) 

#Pl uses i n a UA , s us pi cio us as \>le ll 

• 
a le r t t cp $HOME_NE T a ny - > $ EXTE RNA L_NE T $HTT P_PORTS (msg:"ET USE R_AGENTS Fa ke Wge t User Agen t - Li ke l y Host ile (wge t 3 . 0 ) " ; f1 01":to_ser ver,establi s hed ; cont ent :" l0 d 0a lUse r -Age nt l 3a l 
\,jget 3 . 0 I 0d 0a I " ; c l as s t y pe : tro j an - activ i t y; r eferenc e : u r l , doc . eme r gi ngt h r eats . net / 2007961 ; r ef e r e ne e: u r l , tMl,j . eme r g i ngt h r eats. net/ cgi-
b i n/ cvsweb . cgi / s i gs / US ER_AGENTS/ US ER_AGENTS_Sus p i cious; sid : 2007961; r ev : 7; ) 

#by Jaime Blasco 
# 
ale r t t cp $HOME_NE T a ny - > $ EXTE RNA L_NE T $HTT P _PORTS (msg : "ET US ER_AG ENTS TROJAN Dr op .Age nt.bfsv HTT P Activity ( Us ER-AgE Nt ) " ; fl ow:est a blished , t o_se r ver; co ntent : "Gel " ; dept h : 4 ; 
content : "Ht t P" ; de pt h : 200; content:" I e d 0a I HoS T I 3a I "; cont e nt:" I 0d ea I UsER - AgENt I 3a I I 0d 0a I " ; e l a s s t y pe: t r o j a n- a ctiv i t y ; ref e r ence: u r 1 , doc. emerg i ngth reats. net/ 2010129; 
r e f e rence: u r 1 , MV!.>1. eme r g i ngth r eats. ne t / c gi - b i n/cvs Lveb . cgi / s i gs / US ER_AGENTS / US ER_AGENTS_Suspicious ; s i d : 2010129; r e v : 3; ) 

#by j e rry at cybe r ca ve 

• 
ale r t t cp $HOME_NE T a ny - > a ny $HT TP_PORTS ( msg : " ET USER_AGENTS Suspi cious Use r -Agent ( Sme32) " ; flow: establis he d , t o_ se r ve r ; co ntent:" led 0a JUse r -Age nt l 3a J Sme32 l0d 0a l " ; 
e lass t y pe: t r o j a n-ac t i v i t y; r ef e r ence: u r 1 , doc . eme r g i ngt hr eats. ne t / 20l el37; r ef e r ence: u r 1, , ..... ...,,v . eme r g i ngthr eat s , net/ cgi- b i n/ cvs L>1eb . cgi / s i gs / US ER_AGENTS/ USER_AGENTS_Sus p i c ious; s i d : 2010137; 
r e v : 3 ; ) 

# by Bo j an 

• 
ale r t t cp $HOME_ NE T a ny - > $EXTERNA L_ NE T $HTT P _PORTS (msg: "ET US ER_AGENTS Suspicious Use r - Age nt (M0zi lla ) " ; f101.,s : e s tablis he d , t o_server; content: " le d 0a IUse r •Agent I 3A 20 IM0 z i lla / 4 . 0 I 20 1 
( compatible) "; c l a ss t ype: t rojan- act i v i t y ; ref e r e nce : ur 1 , doc. eme rg i ngthrea t s . ne t / 2010 265; r e f e r e nce : u r 1 , LV!.WJ . emerg i ngt hrea t s . ne t / cgi -
b i n/ cvs \"eb . cgi / s i gs /US ER_AGE NTS/ US ER_AGENTS_S us p i cious; s i d : 2010265; r ev : 2; ) 

#by da r ren s pr ue ll 

• 
ale r t t cp $HOME_NE T a ny - > $ EXTERNAL_NET $HTTP _PORTS (msg: " ET USER_AG ENTS Suspicious Use r Age nt ( Cr az yBro ) " ; f1 0 111: establis hed, t o_ s e r ve r ; content :" 10d ea lUse r -Age nt I 3a l Cr azyBr o" ; 
noca se; c l ass t ype: t r o j a n- activ i t y ; ref e re nce: ur 1 , LWN/ . f- secur e. com/v - des cs / t r ojan- pr oxy _w32_kva dr _gen ! a . sht ml ; refe r e nce : ur 1 , 1w,w . t h reatexpert . com/ repo r t . asp x ? 
md5:fd 2d6bbl d 2a9803c49f l e l 75d558 a934 ; ref erence : u r 1, WMY . thr eat expe r t . com/ r e port . as px ?md5:e4664144f 8e95cf ec510d5ef a24a35e7; ref e r ence: u r 1 , a nub i s . i seclab . o r g/ ? 
action=r esul t&tas k_i d=l4118 b80c l b346124c l 83394d5b3004b l &forma t =ht ml ; ref e r e nce : ur 1 , doc . eme rg i ngt hreat s. net /2010333; r e f e r ence: u r 1 , WIWI . eme rg i ngth rea t s . ne t / cgi -
b i n/ cvsweb . cgi / s igs / US ER_AGENTS/ US ER_AGENTS_Suspicio us; sid : 2010333; rev : 3; ) 

#matt j onkma n , gene r a! downl oade r ua 

• 
a le r t t cp $HOME_N ET a ny - > $ EXTERNA L_NE T $HTT P_ PORTS (msg: " ET US ER_AGENTS Suspicious Use r - Age nt - Possib l e Trojan D01"n l oader ( ie ) " ; f1 01" : es tabli shed,to_ser ve r ; content: " l0 d 0a lUse r -
Agent I 3a I i e I 0d 0a I" ; e lasstype : t r ojan -activ i t y ; r efe r ence : ur l , doc. eme rgingth r eats . net /20078 27 ; r e f erence : ur l , www , emergingt h reats . net / cgi-
bin/cvsweb . cgi / s i gs /US ER_AGENTS/ US ER_AGENTS_Susp i cious; s i d : 2007827; rev : 6; ) 

# by Dea pes h Mi sra 
# 
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alert t cp $HOOE_NET an y - > $ EXTE RNA L_NET $HTT P_ PORTS (ms g : " ET USER_AGENTS Susp i cious UA s t ring ( MSIE7 na ) " ; fl ow: establis hed, t o_se r ve r ; cont e nt: " l0 d 0a lUser-Agent l3a l Mo zi lla/ 4 .0 
( compati ble I 3b I MSI E 7 . 0 I 3b I na I 3b I ) " ; c las s t ype : t r ojan-ac tivity; r efe r e nce: u r l , doc. eme r gingth r eats . net/ 2010461 ; r eference : u r l , Wl."1>J . e me r g i ngth r eat s. net / cg i -
b i n/ cv sweb. cg i / s i gs / USER_AG ENTS/ USER_AGENTS_Sus picio us; s id: 2010461 ; r e v : 4 ; ) 

#by j e rry 

• 
alert tc p $HOOE_NET any - > $ EXTE RNA L_NET $HTTP_PORTS (msg : " ET USER_AGENTS Suspicious Use r Agent ( ? ?? ) " ; f1 01~ :es t a blished, t o_se r ver ; co ntent:" l0 d 0a lUs e r -Age nt l 3a l ? ? ?"; 
e lass t y pe : t r o j an -ac t i v i t y; r e f e r e nce : ur 1 , doc . emer g i ngt hr eats . ne t / 2010595; r efe r ence : u r 1, Wl.'t'W . eme r g ingth r eats . ne t / cgi - bin/ cvs we b . cgi / s igs / US ER_AGENTS/ USER_AGE NTS_Sus pic i o us ; s i d : 2010595 ; 
r ev :3 ; ) 

# by j e rry 

• 
ale r t t cp $HOOE_NET any - > $ EXTE RNA L_NET $HTTP _ PORTS (ms g : " ET USE R_AG ENTS Susp i cious User Agent Mozilla/ 3.0" ; flow: es t abli s hed , t o_ se r ve r; co nt e nt: " le d 0a l Use r -Age nt I 3a I Moz i lla / 3 .0 
( compat i b l e I 3b I I nt e r ne t Exp l o r e r ) " ; c l ass t y pe: t ro j a n- ac tivity; r efe r ence : ur 1, doc . eme r g ingth r ea t s . ne t / 2010599; re f e r e nce : ur l , WIIJW . e me r g ingt h r e at s . ne t / cgi-
b i n/ cvsweb . cg i / s i gs / USER_AGENTS/ US ER_AGENTS_Sus p i c ious; sid : 2010599; r e v : 2; ) 

# by j e rry 

• 
alert t cp $HOOE_NET any - > $ EXTE RNA L_NET $HTT P _PORTS (ms g : " ET USER_AGENTS Susp i cious User Age nt I.Je bUp date" ; flow: e s ta blis hed , t o_se r ve r ; cont e nt:" l0 d 0a IUs er -Agent 13a l We bUpdat e l0d 0a I"; 
e lass t y pe : t rojan-ac t i v i t y ; r e f e r e nce : ur 1 , doc . emer g i ngthr eat s . ne t / 2010600; r e f e r ence : u r 1, W\'t'W . eme r g ingth r eat s . ne t / cgi - bin/ cvs we b . cgi / s i gs / USER_AGENTS/ USER_AG ENTS_Sus p i c i ous; sid : 2010600; 
r ev :2 ; ) 

#by ev ilgho s t 

• 
#a le r t tc p $HO"I E_NET a ny -> $ EXTE RNAL_NET $HTT P _PORTS (msg: " ET USER_AGENTS Susp i ciou s User-Age nt Beg inn i ng with d i gi t s - Li ke l y s pywa r e / t roj an " ; flow : establi shed , t o_se r ve r ; cont e nt: " I 0d 
0a I Us e r - Agent I 3a I " ; c onte nt : ! " I 0d 0a I User-Agent I 3a I Moz illa/" ; pere: '' /\x0 d\ x0aUser-Agent \ : \ d \ d \ d/" ; e l a ss t ype : t r o j a n -ac t i vity ; r e f e r e nce : u r l , doc . eme r g ingth r eat s . net / 2010697 ; 
r ef e r e nce : u r l , wWL'il . eme r gingth r eat s . ne t / cgi - bin / cvs 1..ieb . cgi / s i gs / USE R _ AG ENTS/ USER _ AG ENTS_Sus p i c i o us ; s i d : 2010697; r ev :4; ) 

# by Ha l do ki t t y 

• 
ale r t t cp $HOOE_NET an y - > $ EXTE RNA L_NET $HTT P_PORTS (ms g : " ET USE R_AG ENTS Inco r r ectly fo r matted Us e r -Agent string (das hes i ns tead of semicol ons ) Li ke l y Hos t ile " ; 
flo~l :established ,to_se r ve r ; conte nt : " l0 d 0a lUse r -Age nt l3a l Mo zilla / 4 . 0 ( compatibl e- MS I E 6.0- Wi ndo~,s NT 5 . 1 - SVl - " ; c l asstype : ba d- un kn OL..in ; 
r ef e r e nce : url , doc . emerg i ngth r eat s. ne t /2010868 ; r e f e r e nce : ur l , l'il'il\oJ . eme r g i ngth r eat s. net/ cgi -b i n/ cvs 1..ie b . cgi / sigs / USER_AGENTS / USER_AGENTS_Sus pic i ous ; s id: 2010868; r ev : 3; ) 

# by Ha l do ki t t y 

• 
ale r t t cp $EXTERNAL_NET a ny - > $HOME_NET $HTT P _PORTS (ms g : " ET USE R_AGENTS Fa ke Moz i lla UA I nbound (Moz i lla / 0 . xx ) " ; fl ow: establis he d , t o_ s e r ve r; content: " l0 d 0a lUs e r -Age nt I 3a l 
Mo zil l a / 0. " ; cla s s t y pe: ba d - unknown; r ef e r e nce : ur l,doc . eme r g ingt hr e ats . ne t / 2010904; r e f er e nc e : ur 1 , www .emerg ingth r ea t s . net / cg i - bin/ c vs~1e b . cgi/ s i gs / USER_AGENTS/ USE R_AGENTS_S u sp i ciou s; 
sid :2010904; r ev : 4 ; ) 

# by Ha l do ki t t y 

• 
alert tc p $HOOE_NET any - > $ EXTE RNA L_NET $HTT P_ PORTS (ms g : " ET USER_AG ENTS Fa ke Moz i lla UA Out bound ( Mozilla / 0 . xx)" ; f10~1 : es t a blis he d , t o_se r ve r; cont e nt: " l0 d 0a lUser-Agent l 3a l 
Mozil l a / 0. " ; c l ass t y pe: ba d • unkno\·m ; ref e r e nce : ur l,doc . eme r g ingt hr eats . net / 2010905; r e f er e nce : ur 1 , www . eme rg ingth r ea t s . net / cg i - bi n/ c vs ~1e b . cgi/ s i gs / USER_AGENTS/ USE R_AG ENT S_S u spiciou s; 
sid : 2010905; r ev : 4 ; ) 

#by Ha l do ki t t y 

• 
#a l e r t tcp $00-1 E_NET a ny -> $EXTERNAL_N ET $HTT P_PORTS (ms g :" ET USER_AGENTS bad l y fo r matted Use r - Agent str i ng ( no clos ing pa r e nt hes i s ) .. ; flow:establis hed , t o_se r ve r ; con t e nt : " 10d 0a (Use r -
Agent I 3a I Mo zil l a / 4 . 0 ( compat i b l e I 3b I " ; conte nt : ! " ) le d 0a I" ; d i stance : 0; pc r e :"/\( compatib l e [ "\) }+\ n/ " ; c l asstype : ba d - unkn o1..in ; r e f e r e nce : u r 1 , doc . e me r gingthr eats . net/ 2010906 ; 
r ef e r e nce : u r l , Mo/\'il . eme rg ingth r eat s . ne t / c gi - b i n/ cvs 1..ieb . cgi / s i gs / USER_AGENTS/ US ER_AGENTS_Sus p i c i o us; s i d : 2010906; r ev : 3; ) 

#by mareadmi n 

• 
ale r t t cp $HOOE_NET any - > $ EXTE RNA L_NET $HTT P _PORTS (ms g : " ET USER_AGENTS Susp i cious UA - Downl oad Maste r - Pos sible Ma l wa r e Downl oade r " ; flow : esta blis he d , t o_se r ve r; cont ent : " l0d 
0a I Us e r - Agent I 3a I Down l oa d Mas t e r" ; class t ype : polic y -v i olat i o n; th r eshold : t ype limi t , count 1, second s 60 , tra ck by _s rc; r e f e r e nce : url , Wl'il\'il . ht t puse r age nt . org/ lis t / DoL~ n l oad+Mas t e r ­
n727 . ht m; r eference : ur l , ~1ww . west byte . com/ dm/ ; r ef e r e nce: ur l , doc . e mergingt hreat s . net / 2011146 ; r e f e r e nc e : ur l , '111"1~ . eme r gingt hr eat s . net / cgi • 
b i n/ CVSloJeb . cgi / s i gs / USER_AGENTS/ USER_AGENTS_S us picio us; sid : 2011146; r e v : 3; ) 

# by pe dr o marinho 

• 
ale r t tc p $HOOE_NET any - > $ EXTERNA L_NET $HTT P _PORTS (ms g : " ET USER_AGENTS Susp i cious Us e r Age nt (L>Je bcount ) " ; flow: t o_se r ve r , e s t a blis he d; con t ent : "GET 
Agent I 3a I we bcount " ; e l ass t ype: t roja n-acti v i t y ; r ef e r ence : u r l , doc . eme rgingth r ea t s . net / 2011149 ; r ef e r e nce: u r l , wWL'il . emerg i ngth r eats. ne t / cgi • 
b i n/ cvsweb . cgi/ s i gs / USER_AG ENTS/ US ER_AGENTS_S us pi c i o us ; sid : 201114 9; r e v : 3; ) 

#by s t i llsec ur e 

• 

dept h: 4; cont e nt : " l0d 0a I Use r -

ale r t tc p $HOOE_NET any - > $EXTE RNA L_NET $HTT P _PORTS (ms g : " ET USER_AGENTS Suspicious Us e r -Age nt ( HTT P _Que r y ) "; flow:to_serve r , establis hed; co nt ent :" j0 d 0a IUse r -Age nt '3a I HTTP _Que r y l0d 
0a I" ; nocase ; e l ass t ype :trojan-ac ti v i t y ; ref e r e nce : u r l , doc . eme r g i ngth r eat s. net / 2011678; r e f e r e nce: u r l , M'IL'il . emergingthr eats. net / c gi- bin/ cvs 1..ieb. cgi / s i gs / USER _AGENTS/ US ER_ AGENTS_S us picio us ; 
sid:2011678; re v :3 ; ) 

#by s t i llsec ur e 

• 
ale r t t cp $HOOE_NET any - > $ EXTE RNA L_NET $HTT P_ PORTS (ms g : " ET USER_AG ENTS Susp i cious Us e r Agent ( dbco un t ) " ; flow: t o_ se r ve r, es t a bli s hed ; content: " l0 d 0a lUser -Agent l3a l db count l0 d 0a l " ; 
e lass t y pe : t r o j an-activ i t y ; ref e r e nce : ur 1 , doc . emer g i ngthreat s, ne t /2011679 ; r e f e r enc e : u r 1, www .emergingth r eat s . net/ cgi - b i n/ cvs we b . cgi / s i gs / US ER_AGENTS/ USE R_AGENTS_S us p i c i o us ; s i d : 2011679; 
r ev :3 ; ) 

# by s t i llsec ur e 
# r e 5823 f 606Sf 5e2e49cd01 le6acdd23bd9 

• 
ale r t t cp $EXTERNAL_NET a ny - > $HTTP_SE RVERS $HTT P_PORTS ( msg: " ET USER_AGENTS Sus pic i o us Use r -Agent ( RangeC hec k/ 0. 1 ) " ; flow: est a blis he d , t o_ serve r ; co ntent : " l0d 0a lUse r -Agent l 3a l 
RangeC he ck/ 0, 1 I 0d 0a I" ; no ca se; cla sst y pe: tro j a n-activ i ty; r e f e r e nce: ur 1, doc. e mergi ngt hr eats . net/ 2011718; r e f e r e nc e : u r 1, www. eme r gi ngth rea t s . net / cgi -
b i n/ cvsweb . cgi/ s i gs / USE R_AGE NTS/ USER_AGEITT S_Sus pic i o us; sid : 2011718; r e v : 3; ) 

#by s t ills e c ur e 
# r e 5823f 606Sf5e2e49cd011e6acdd23bd9 

• 
ale r t tc p $EXTERNAL_NET a ny - > $HTTP _SE RVERS $HTT P _PORT S ( msg: " ET USE R_AGENTS Sus pi c i o us Use r -Agent ( SOGOU_U PDATER ) " ; flow: e s t a blished , t o_ se r ver; cont ent :" l0d 0a I User -Age nt i 3a I 
SOGOU_UPDATER I 0 d 0a I"; noca s e; cla s s t ype : t roj an -activity ; r efe rene e : u r l , doc . eme r gingth r eat s . ne t / 2011719 ; r e fe r ence : ur l , www . e me r gi ngth r eats . ne t / cgi-
b i n/ cvS\oJeb . cgi / s i gs / USER_AG ENTS/ USER_AGENTS_Sus pic ious; s i d : 2011719; r e v : 3; ) 

#2010-07-14 By Pedro Ma r i nh o 
#0021703 30780b29686a bccef42c 4ce 35 

• 
ale r t tc p $HOOE_NET any - > $ EXTE RNA L_NET $HTT P_PORTS (ms g : " ET USER_AGENTS Susp i cious Us e r Age nt (As kinsta llChecker ) " ; flow:to_ s e r ve r , es t a blis hed; content :"GET " ; de pt h :4; cont e nt: " l0d 
0a I Us e r-Agent I 3a I As kl nst a llChec ker l0d 0a ] "; nocase; c la s s t ype : t r o j a n-ac t i vi t y ; r e f e r e nce : u r 1 , ~l\'t'W . eme r g i ngth rea t s . net / cg i - b i n/ c VS\~e b . cgi / sigs / USER_AGENTS/ USER_AGENTS_Sus pic i o us; 
r ef e r e nce : u r l , doc . eme rg i ngth r eat s . ne t / 2011225; s i d : 2011225; r e v : l ; ) 

#cd025fbeb51e2a02793f 2c60a2777aa8 

• 
ale r t t cp $HOOE_NET any - > $EXTE RNA L_NET $HTT P _PORTS (ms g : " ET USER_AGENTS Suspicious Us e r -Age nt ( SeFast Set up ) " ; flow: t o_serve r, establis he d; cont e nt : " l0d 0a I Use r -Age nt i 3a I SeFastSetup" ; 
e lass t y pe: t r o j an -ac tiv i t y ; ref e r e nce : ur 1 , mwi . emerg ingthr eat s, ne t / cgi- bini cvs we b . cgi / s i gs / US ER_AG ENTS / US ER_AG ENTS_S us p i c i o us ; r efer e nce: ur 1, do c , eme r gingt h r ea ts . ne t /2011225; s i d : 20112 26; 
r ev : 1 ; ) 

#cd025fbeb5le2a02793f 2c60a2777aa8 

ale r t t cp $HOOE_NET any - > $ EXTE RNA L_NET $HTT P_ PORTS (ms g : " ET USER_AG ENTS Susp i cious Use r - Agent ( NS IS_I netc (Mozi lla )) " ; f1 01..i : t o_ se r ve r ,establis hed; content " l0d 0a lUser -Agent J3a l 
NSIS I Sf I Inet c I 28 I Moz i lla I 29 I"; cla ssty pe: t r o j a n-activ i t y ; r efe r e nce: ur l , ww,~. e me r gingt hrea ts . ne t / cg i - bi n/ c vswe b . cgi / s i gs / USE R_AGE NTS/ USE R_AGENTS_Sus pic ious; 
r ef e r e nce: u r l , doc . eme rg ingth r eat s . ne t / 2011227; sid : 2011227; r e v : l ; ) 

# by pe dro ma r inho 

• 
ale r t t cp $HOOE_NET any - > $ EXTE RNAL_NET $HTT P_ PORTS (ms g : " ET USER_AG ENTS Susp i cious Use r Age nt ( Suggest i o n) "; flow:to_ser ve r , establis hed; co ntent : "GET 
Agent I 3a I Sugge stio n I 0 d 0a I "; e l asst ype: t ro j a n- ac t i vity ; r e f e r e nce: ur 1, doc. eme r g ingth r ea ts . ne t / 2011229 ; r e f e r e nce : ur 1 , W'IJW . e me r g ingt h reats . ne t / cgi­
b i n/ cvsweb . cgi / s i g s / USE R_AGE NTS/ USER_AGENTS_S us pic i o us ; s id : 2011229; r e v : 3; ) 

# by pe dr o marinho 

de pth : 4 ; cont e nt : " I ed 0a I User-
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• 
alert t cp $HOME_N ET a ny - > $ EXTERNA L_NET $HTT P _PORTS (ms g : " ET USER_AG ENTS Suspicious Use r- Agent ( Mozi lla/ 4 .0 ( SP3 WI NLO) ) " ; flow: to_se r ve r , es t ablis hed; con t ent:" j0 d 0a IUser-Agent I 3a I 
Mozil la / 4 . 0 I 28 I SP3 \,JINLD I 29 0d 0a I"; c l asstype : t ro j an-activi t y; r ef e rene e: u r l , doc . eme r gingt hr ea ts . net / 2011238; r efe r enc e: ur l , WWI" -emergingthr eat s . net / cg i -
bin/ cvsweb. cgi / s i gs / USER_AGE NTS/ USER_AG ENTS_Suspi cious; sid : 2011238 ; r ev : 3 ; ) 

#by ped r o marinho 

• 
ale r t tc p $HOME _NET a ny - > $ EXTE RNA L_NET $HTTP _ PORTS (msg: " ET US ER_AG ENTS Ta r get Sa ve r Spywa r e User Agent " ; flm-J : establishe d , to_ se r ve r ; content : " 10d 0a lUse r - Age nt I 3a l TSA/" ; classt y pe : 
t ro jan - activ i t y ; r efe r ence: u r l , doc. emergi ngt h r eats . n e t / 2001871; r e f e r e nce : ur 1 , www .emer gingth r eats . net / cgi - bi n/ cv s \'1e b . cg i / s i gs / US ER_AG ENTS/ US ER_AG ENTS_ T a rgetSave r ; sid: 2001871 ; r e v : 21 ; ) 

#by pedro mari nho 

• 
a l ert t cp $HOME_ NET a ny - > $ EXTE RNA L_ NET $HTT P _PORTS (msg : " ET US ER_AG ENTS TryMed ia Spywa r e Use r Agent ( Tr y~tedi a_DM_ 2 . 0 . 0 ) " ; flow:est ablis hed, t o_serv e r ; con t e nt: "User-Agent I 3a I 
Tr yMedia_ DM_ "; nocase; c:lasstype: t r o j an - act i v i t y; r eference: u r l , doc. e me r gingth r eat s. net/2007600; r efe r ence: ur l, 111\·M . e mer gi ngthr eat s. net / cg i -
b i n/ cvsweb. cgi / sigs / USER_AGE NTS/ USER_AGENTS_ Tr yMedia; s i d: 2007600; r ev :6; ) 

#by pe dro mar inho 

• 
a l e r t t cp $HOME _NET any - > $EXTERNA L_NET $HTTP_ PORTS (msg:"ET US ER_AGENTS UCMore Spy111a r e Activ i t y"; floN: t o_se r v e r ,established ; content : "Use r -Agent l 3a l " ; nocase; content "UCmore " ; 
with i n : 150; pe r e: " / User -Age nt \ : [ "\n ]+UCmore/ i " ; c: l asst ype : t r o jan-ac:t i v i ty; r efer e nc:e: ur 1 , doc , eme r gi ngthr eat s . net / 2001736; ref e r enc:e: u r 1 , L'll'JW . eme r gi ngth r eats. net/ c:g i -
b in/ cvsweb. cgi / s i gs / USER_AGE NTS/ USER_AG ENTS_UCMore; sid : 2001736 ; r e v : 267; ) 

#by pedro mari nho 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNA L_N ET $HTT P_PORTS (msg:"ET US ER_AG ENTS UCMore Spy11ia r e Activ i t y User Agen t St r i ng " ; flow : to_serve r ,es tablished ; co ntent:" l0d 0a lUse r -Agent l 3a l Ei l 0d 
0a I "; classty pe: t r o j a n-activ i t y ; r e fe r ence: u r l , doc . emergi ngt h r eats . net / 2001996; r e f erence: u r 1, l'il\l\\f . eme r gingt hr eats . ne t / cgi- b i n/ cvs L~eb . cgi / sigs / US ER_AGENTS/ US ER_AGENTS_UCMore ; 
sid : 2001996 ; r ev :13; ) 

#by ma tt j onkma n 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNA L_NET $HTTP _PORTS (msg: " ET US ER_AG ENTS Ult i mate HAc kerz Team Use r-Agent - Li ke l y Troj an Report " ; flm" : establi she d , t o_se r v e r; content:" I 0d 0a I Us e r -
Agent I 3a I Moz i lla/ 4 . 0 ( compatible I 3b I MSIE 6 . 0 I 3b I Wi ndo1\f s NT 5 . t I 3b I SVl ] 3b I Made by UltimateHac ke r zTeam) " ; class t ype: t r ojan-act i vi ty; refe r e nce: u r l , doc . eme r gingth reats. net/2010346; 
refere nce: u r l , W\\l\\f . eme r gingth r eats. net/ cgi - b i n / cvs L\!eb . cgi / sigs / US ER_AG ENTS / USER_AGENTS_ Ul timateHac kerz; s i d : 2010346; r ev : 3; ) 

#by jeffre y br own 

• 
a l e r t tc p $HOME_N ET a ny - > $EXTERNA L_NET $HTT P_PORTS (msg: " ET USER_AG ENTS www . vaccineki lle r .com Re l ated Spywa r e User Agen t (VaccineKi lle rIU ) "; flow: established, t o_serv e r ; content : " l 0d 
0a IUser-Agen t [ 3a I Va cc i ne Ki l l er" ; c l a ss t y pe: t rojan-ac t i v i t y; reference: u r l , doc . emerg ingthreat s . net / 2009993; r e f erenc e : ur 1 , W\Vl'ol . emergingthreats . ne t / cgi -
b i n/ cvsweb . cg i / sigs / US ER_AGE NTS/ USER_ AG ENTS_ Vaccine; sid : 2009993; r ev : 5; ) 

#by jeffrey br oNn 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTTP_ PORTS (msg: " ET US ER_AGENTS Vi s i com Spy111are Use r Agent"; flow: established ,to_se r ver ; content:"Use r -Age nt l 3a l "; nocase ; con tent: "Visicom"; 
1"ith i n: 150; pe r e: " / Use r -Age nt \ : [ "\n ]+Vis i com/ i " ; t h res ho l d : type limi t . co un t 1 , seconds 360, t r ack by _ s r e ; class t ype : t r oja n-act i v i ty ; r eference: u r l , doc . eme r gingth r ea t s. net/ 2001872; 
r efe r e nce: u r l , WWL\f . eme r gingthreats. net/ cgi - bin / cvs 1\feb . cgi / sigs / US ER_AG ENTS / USER_AG ENTS_ Vis i com; sid: 2001872; r e v : 24 ; ) 

#by j effre y br own 
# 
a lert t cp $HOME_ NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg: " ET US ER_AGENTS Vomba ne t work Spywa r e User Agent (VombaProducts l ns talle r ) "; fl ow: t o_serve r ,es tablished ; content : " l0d 0a l Us e r­
Agent I 3a I Vomba " ; clas sty pe : t roj an - activ i t y; r ef e r e nc e : u r 1 , doc. eme r gingthr eats . ne t / 2007869; r efe r e ne e : u r 1 , l'IWl.'I . eme r gingth r eats . n e t / cg i - bi n/ cv sweb . cg i / s igs/ US ER_AG ENTS/ US ER_AG ENTS_ Vomba; 
sid : 2007869; r ev :5; ) 

#by Axn Jxn 

• 
#a l e r t t cp $HOM E_ NET a ny -> $EXTERNA L_NET $HTT P_ PDRTS (msg : " ET USER_AG ENTS WebH ac k Cont r o! Cente r User -Agent Outbound ( 1,/H{C/) "; f101\f :to_ se r v e r ,estab lis hed; content: "Use r -Agent l 3a l "; 
nocase; content: "WHCC"; nocase; dista ne e : 0 ; wi th i n : 50; pere : " / User -Agent \ : [ "\n ] #.tfCC/ i " ; c:lass t ype: t r o jan - a c: ti v i ty; r ef e r enc e : u r 1 , LVIWI. governme nt sec urit y .or g/ forum/ i nde x . ph p? 
shovrto pic: 511 2&p i d : 28561&mo de=th readed&s ta r t "' ; re f erence: ur 1 , doc. emergingth r eat s . net/2003925; r e fe re nce : u r 1 , \'IM\f . eme r g ingthreat s. net/ cgi -
b in/ cvsweb. cgi / s i gs / USER_AGENTS/ USER_AGENTS_ We bHac k; s i d : 2003925 ; r ev : 6; ) 

#by Axn Jxn 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NET $HTT P _PORTS (ms g: "ET US ER_AG ENTS Webbuy i ng . net Spy11ia r e I nsta ll Use r -Agent (Nb i _v0 . 90 ) " ; flow: t o_serve r ,establi she d; content : "Use r -Age nt I 3a l .. ; 
nocase ; content: " ~lbi _ v " ; wi t h i n : 150 ; pe r e : " / Use r - Agen t \ : [ "\n ]+L\!b i _ v\d/ i " ; clas sty pe : t roj a n -ac ti v ity; re fere nc e : u r l , doc . emergingthreats . net/ 2003441; 
r efe r e nce: u r l , W\\l\\f . eme r gingth r eats. net/ cgi - b i n / cvs L\!eb . cgi / sigs / US ER_AG ENTS / US ER_AGENTS_We bbuy i ng ; s i d : 200344 1 ; r e v : 7; ) 

#by Axn Jxn 

• 
a l e r t t cp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg: " ET USER_AG ENTS Webbuy i ng . net Sp-yv,a r e I nsta ll Use r -Agent 2 (wb vl. 6 . 4 ) " ; flow: t o_ se r ve r , es tablished ; co nt ent:"User-Agent l 3a l " ; 
nocase; content: "wb v" ; wi th in : 1 50; pere : " / Use r -Age nt \ : [ "'\n ]+wb v\d / i "; e las stype: t roj a n - ac t i v i t y ; r ef e ren c e ! u r 1 , doc . eme r gingth rea ts . net/ 2003449; 
r efe r e nce : u r l ,WWL" . eme r gingth r eats . net/ c gi - b i n / cvs 1\feb . cgi / s igs / US ER_AG ENTS/ US ER_AGE NTS_We bbuy ing ; s i d : 2003449; r e v : 7; ) 

#by Axn Jxn 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTTP_ PORTS (msg: " ET US ER_AGENTS Wi n -touch . com Spy11ia r e Use r Agent ( l.JTRecover ) "; f1 01'1 :establi s hed ,to_serve r ; conten t : " l0d 0a lUse r -Agent l3a l 
l,JTRecove r " ; c l asst ype : t ro jan-activity; re fe r ence :u r 1 , doc. emerg i ngthr eats. net / 2006392; r e f erence : url , M'il\! . eme r gingth r eats. net / cgi -b i n/ c vs1"e b . cg i / sigs / US ER_AGE NTS/ USER_AG ENTS_Win - Touch; 
sid:2006392; r ev :7 ; ) 

#by Axn Jxn 

• 
a l e r t t cp $HOME_ NET a ny - > $ EXTERNA L_ NET $HTT P_ PORTS (msg:" ET US ER_AG ENTS Win -touch . com Spy11ia r e Use r Agent ( lvT i ns talle r ) " ; flow:esta blis he d,to_ serv e r ; content: " l0 d 0a l Use r - Agent l 3a l 
l,JTJ ns ta l le r" ; e l assty pe : t r oj a n - ac t i v i t y ; r efe r e nce : ur l • doc . eme r gingth r eats. net / 2006393; r efe r e nce : u r 1, WWIIJ . eme r gingth r eats . net/ cgi -bin / cv s 1\feb . cgi/ sigs/ USE R_AGENTS/ USER_AGE NTS_Wi n - To uch; 
sid:2006393; r ev :7; ) 

#by Axn Jxn 

• 
ale rt t cp $HOME_NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (msg: "ET USER_AG ENTS l,J i n -touch . com Spyv,a r e User Agent ( l,J i nTo uc h ) " ; flm.,. : estab lished , to_ se r ve r; content : " l0d 0 a I Use r -Agent I 3a I 
l,J i nTouc:h"; e las stype: trojan -ac:tiv i t y; r efe r e nc:e : u r 1 , doc:. eme r g ingthr eats . net / 2008141; r e f e rene e: u r 1, Wl"'" . e me r gingthr eats. net / cg i - bi n/ cvsweb. cgi / s igs / USER_AGENTS/ USER_AGENTS_l.Ji n - Touc h ; 
sid: 2008141; r ev :6 ; ) 

#by Ja i me Bl asco 

• 
a le r t t cp $HOME_ NET a ny - > $ EXTERNA L_N ET $HTT P_PORTS (msg:"ET US ER_AG ENTS Wi n32 . Tds s User Agent Detected (~zzila )"; flow:est ablished,to_serve r ; con tent :" l0d 0a lUse r - Age nt \ : Hozzila"; 
nocase ; c l asstype: t rojan- ac t i v i t y ; refe r e nce : ur 1 , doc. eme r gingthreats . net / 2010889; r efe r e nce: u r l , 1\1\WJ. emergingth reats. net/ cgi- b i n / cv s1\feb . cgi/ sigs/ USE R_AG ENTS/ US ER_AGENTS_Wi n32 . t dss; 
sid : 2010889; r ev :2 ; ) 

#by J a i me Bl asco 

• 
a le r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (msg: "ET USER_AG ENTS l,J i nButle r User -Agent (1.J i n But l er ) " ; flow: t o_ serv e r , est a bl ished; content :" 10d 0a lUser-Agent I 3a l Wi nButler l 0d 
0a I " ; classtype: t roj a n-activ i t y ; re f erence: ur 1 , \'il\fW . wi nbutler. com; r eference : ur l , Wl'il'I . p r ev x . com/ f i l e names / 2399757451554 27649-0/ WI NBUTLER. EXE. html ; 
r efe r e nce: u r 1, doc . eme rg i ngth r eats . net/ 2008190; r eference: ur 1 , Wl.\l\\f . e merg i ngthr eats. net / cgi- b i n/ cv s 1\feb . cgi / s igs / US ER_AGE NTS / US ER_AG ENTS_Wi nBut le r ; sid: 2008190; r e v : 5; ) 

#Matt Jonkman, f r om s py111a r e l p data a nd Cast l ecops 

• 
a l e r t tc p $HOME_NET any - > $EXTERNA L_NET $HTTP_ PORTS (msg: " ET USER_AG ENTS Hi nfi xmaste r . com Fa ke Anti - Spyi.,.a r e User -Agent (Wi nF i xHaste r ) "; f l ow: t o_se r ver,establishe d ; content : "Use r -
Agent I 3a I Wi nFixMaster"; nocase ; c l as styp e : t ro jan -activ i t y ; r efe r e nc e : u r l , doc. eme r gingthr eats . net/ 2003544; r efe r ence : u r l , •rlh'l.~ . eme r g i ngthr eats . net / cg i -
bin/ cvsweb . cg i / s i gs / USER_AGENTS/ US ER_AGENTS_l,iinf i x; s i d : 2003544 ; r e v : 6; ) 

#Matt Jonkma n , from spywa r e l p data a nd Cast l ecops 

• 
a lert t cp $HOME_ NET a ny - > $ EXTE RNAL_NET $HTT P_PORTS (msg: " ET US ER_AG ENTS Wi nfixmaste r . com Fa ke Anti-S pywa r e Use r -Agent 2 ( L.Ji nFix Master ) " ; flO\'l :to_serve r , es tabli s hed ; content: "User-
Agent I 3a I t,Ji nFix Mas te r"; nocase ; c l ass t y pe: t roja n - ac t i v i t y; refe r e nce: u r l, doc . eme r gingthreats . net/ 2003545; r e fe r e nce: ur 1 , WWL\f . emergingthr eats . net/ cgi -
b i n/ cvsweb. cgi / sigs / USER_AGENTS/ US ER_AG ENTS_Winfix; s i d : 2003545 ; r e v : 7; ) 

#Matt Jonkman, f r om spy111a r e l p data a nd Cast l ecops 

• 
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a l ert tc p $HOME_NET a ny -> $ EXTERNAL_NET $HTT P_ PORTS (msg : " ET USER_AGENTS Winso f t wa r e . com Fa ke AV Use r -Age nt ( DNS Ext r ac t o r ) "; flO L\l : t o_se r ver,es t a blis hed; cont e nt : "User-Agent l3a l DNS 
Ext r acto r " ; nocase; class type: t r o j a n-act i vity; r e f erence : ur l , doc . emergi ngth r eats. ne t / 2003567; r ef e r ence: url , \\1\\1\\1 . emerg ingt hr eat s, net/ cg i -
b i n/ cvsweb . c gi / sigs / US ER_AGENTS/ USER_AGENTS_Wi nfix; s id : 2003567 ; rev : 7 ; ) 

#Mat t Jonkman, f r om s pyware l p data 

• 
a l ert tcp 1,HOME_NET any - > $ EXTERNAL_NET $HTT P _PORTS (msg : ·• ET US ER_AGENTS \.Jinsof t wa r e . com Spywa r e Use r - Agen t ( Updat er )"' ; flOl\l : t o_se r ve r ,establis hed; content : "Use r -Age nt I 3a I Updat e r l 0d 
0a I"; nocase ; e l ass t y pe: t r o jan-ac t i v i t y ; r ef e r ence : ur l , doc . eme r g i ngth r eat s. net /2003470 ; r eferenc e : u r l , www .emer g i ngthreat s. net / cg i - bin/ c vs L\le b . cgi / s igs / USER_AGENTS/ US ER_AGE NTS_Wi nfix; 
s i d : 2003470; rev :7; ) 

#Mat t J onkman, f r om s pywa r e lp da t a 
# 
a l ert tc p 1,HOME_NET any - > $ EXTERNAL_NET $HTT P_ PORTS (msg : " ET US ER_AGENTS \.Ji nSoft\.,,a r e . com Spywa r e User- Age nt ( L,J i nSof t wa r e ) " ; f1 01'1' :to_serve r , establi shed ; content : "Use r -Age nt l 3a l 
\.J i nSoftwa r e" ; nocase; c l asst ype : t r o j a n- act i v i t y ; r e f erence: ur 1 , r esear ch . s unb e l t - sof tvia r e . com/ t hreat d i s p l ay . as px ?name= L,J inSof t wa r e%20Corpor ation%2c%20I nc . %20(v)&thr ea tid=90037; 
r eference : u r l , doc . eme rg i ngth r eat s. net /2003527; r eference : ur l , wwN , emer gingth r eat s. ne t / cgi - b i n/ cvs L\leb . cgi / sigs / USER_AGENTS / USER_AGE NTS_~linsof t war e ; s i d ; 2003527; rev : 7; ) 

#Mat t Jonkman, f r om s pywa r e lp da ta 

• 
a l e r t tc p 1,HOME_NET a ny - > $ EXTERNAL_NET $HTT P _PORTS (msg : " ET US ER_AGENTS Wi nSoftwa r e . com Spywa r e Us e r - Agen t ( Netinstall er ) " ; f1 01'1' : to_se r ver ,establishe d; co ntent: "User-Agent I 3a I 
l-le tl nsta lle r " ; nocase ; e l ass t ype: t r o j an -activ ity; r efe r e nce : ur 1, resea r c h . s un be l t - softi..,ar e . com/ th r eat display . a spx ?name=Wi nSof t wa r e%20Co r po r a t ion, %20Inc . %20 (v) &t h r eat i d=90037; 
ref erence: u r 1 , doc . emerg i ngthreat s. net /2003528 ; r e f erence : ur 1, www .emer gi ngth reat s . ne t / cgi - b i n/ cvSL\leb . cgi / s igs / USER_AGE NTS/ USER_AGE NTS_~Jinsof t ware ; s id : 2003528; r ev : 6; ) 

#by pedr o mari nho 

• 
a l e r t tc p $HOME_NET a ny -> $ EXTERNAL_NET $HTT P_ PORTS (msg : " ET USER_AGENTS Susp i cious User Agent (XieHongl,Je i -Htt pDown/ 2 . 0 ) " ; flow: t o_ser ve r ,est ablished; co nt e nt : "GE T "; de pt h : 4 ; 
content : "I 0d 0a Jus er -Agen t I 3a J Xi eHongHe i ,. ; e l ass t ype : t r o j an-activity ; re ferenc e: ur l , doc . emergingt h r eat s. ne t / 2011 248; refe r ence: url , l'/1/JW . e mergingt hr eats . ne t / cgi-
b i n/ cvs\'1'eb . cgi / sigs / US ER_AGENTS/ USER_AGENTS_Xi eHongWi e; s i d : 2011 248; r ev : 3; ) 

#by pedr o mari nho 
# 
a l e r t tc p 1,HOME_NET a ny - > $ EXTERNAL_NET $HTT P _PORTS (msg : " ET US ER_AGENTS XupiterTool bar Spywar e Use r Agent Act i v i t y" ; f1 01'1' : t o_se r ve r, es t a blis hed; cont e nt : "Use r -Agent I 3a I "; nocase; 
cont e nt : "Xupite r Tool ba r " ; with i n : 150; pe r e : "/ Use r -Agent \ : [ "'\ n] +Xupite r Toolba r / i " ; e l a s s t ype : t r o j an- act i vity ; r ef er e nce : url ,cast l ecops. com/ t k781 -Xupite r t oolba r _dll_ t_dll . htm l ; 
r e f erence: u r 1 , doc . emerg i ngth r eat s . net/2002071 ; r e f erence : ur 1, www .emer gingth r eat s. ne t / c gi - b i n/ cvSL\leb . cgi / s i gs / USER_AGE NTS/ USER_AGE NTS_Xu pi t er; sid : 2002071; r ev : 13 ; ) 

#by pedr o mari nho 

• 
a l e r t tc p $HOME_NET a ny -> $EXT ERNAL_NET $HTT P _ PORTS (msg : " ET USER_AGENTS Susp i cious User-Agent (Yodao Des kt op Oi ct ) " ; flo\'1' : to_se rver, establishe d; co ntent : " I 0d 0a IUser-Agent I 3a I Yodao " ; 
e l ass t ype: t ro j an- a ct i v i t y ; r eference: ur l , doc . eme r g i ngthreat s . net / 2011123; r e fer enc e : u r l , \'1'1'1'\\l . eme r g ingth r eat s. net / cgi - b i n/ cvs L\le b . cgi / sigs / USER_AGENTS/ USER_AGE NTS_ Yaodo; s id : 2011123; 
r e v : 3; ) 

#by pedr o mari nho 
# 
a l ert t cp $HOME_NET a ny -> $ EXTERNAL_NET $HTT P_PORTS (msg : " ET USER_AGENTS Hot bar Spywa r e User Agent "; flow: es t abli s hed ,to_server; cont ent :"User -Agen t l3a l " ; nocase; co nt ent : "Hot ba r " ; 
with i n : 1 50; pe re : " / Use r -Age nt \ : [ "\n ]+Hotba r / i " ; t hr eshold : t ype limi t , cou nt 1 , second s 360, t r ack by_s r c; cla ss t ype : t r o j a n-ac t i v i t y ; r efe r e nc e : u r l , doc. emergi ngthreat s. net /2001858; 
r e f erence: u r l , W\\l\oJ . eme r gingth r eat s. net / cgi- b i n/ cvs L\le b . cgi / sigs / US ER_AGENTS/ USER_AGE NTS_Za ngo_Hotba r ; sid : 2001858; r ev : 23; ) 

#by pedr o mari nho 
# 
a l e rt tc p 1,HOME_NET any - > $ EXTERNAL_NET $HTT P_PORTS (msg : " ET US ER_AGENTS Hot ba r Spyvia r e Use r -Agent " ; fla vi : to_ se r ve r,est ablishe d; cont ent : "Use r -Agent l3a l host "; noca s e ; pc r e : "/ User ­
Agent \ : [ "'\n ] +host ( i e I oe I o i I o l )/ i " ; e l ass t ype: t r o j an -activ i t y ; r ef e r ence : ur l , WLWJ .doxdes k . com/ par a s i t e / Hot ba r. ht ml ; re f erence : u r l , WWL\I . pchel l . com/ su pport / hot ba r . sht ml; 
r eference : u r l , doc . emergingth r eat s. net / 2002164; r eference : url , WWLoJ . emergi ngth r eat s. ne t / cgi - b i n/ cvs L\leb . cgi / s i gs / USER_AGE NTS/ USER_AGENTS_Za ngo_Hotba r ; s id : 2002164 ; rev ; 11; ) 

#Mat t J onkman, Fr om s pywa r e lis t en i ng post da t a 
# 
a l e r t tc p 1,HOME_NET any - > $ EXTERNAL_NET $HTT P_PORTS (msg : " ET US ER_AGENTS Za ngo- Hotba r Us e r Age nt "; flow: t o_se r ve r ,es t abli s hed ; cont ent : "Use r -Age nt l 3a l " ; nocase; cont ent : " zb- hb- " ; 
\'1' i t h i n : 150 ; pere : " / Use r -Agent \ : [ "\n ]+zb - hb - / i " ; class t ype : t rojan-activity ; r eference : ur 1, doc . eme r gi ngt hr eat s . ne t / 2003 223 ; r ef e r ence: ur l , w1,.rw . eme r g i ngthr eat s. net / cgi -
b i n/ cvsweb. cgi / s i gs / US ER_AGE NTS/ USER_AGE NTS_Zango_Hot ba r ; s i d: 2003223; rev : 7; ) 

#Mat t Jonkma n, From s pywa r e lis t eni ng post da t a 

• 
a l e r t tc p 1,HOME_NET a ny -> $ EXTERNAL_NET $HTT P_PORTS (msg : " ET USER_AGENTS Za ngo- Hot bar Use r Age nt ( zbu- hb- ) " ; flow: t o_se r ve r , es t ablishe d; cont ent : "Use r -Agent l 3a l " ; nocase ; co nt ent: " zbu -
hb- " ; with i n : 150; pe r e : "/ Use r -Age nt \ : [ "'\ n] +z bu- hb - / i"; class t ype : t r oj an-activ i t y ; r ef e r e nce : ur l , do c . eme r gi ngt hr eat s . ne t / 2003305; refe r e nce: ur l , WL\IW . eme r g i ngth r eat s . net / cgi -
b i n/ cvswe b . cgi / sigs / US ER_AGE NTS/ USER_AGENTS_Zango_Hot ba r ; s i d : 2003305 ; rev : 8; ) 

#Matt J onkma n, Fr om s py1"1a r e lis t eni ng post da t a 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNAL_NET $HTT P _PORTS (msg : " ET USE R_AGENTS Spambl ocke r utili t y . com-Hotba r User Agent ( sbu- hb - ) " ; f10 1\I : t o_se r ve r , es t a blis hed ; c ont e nt : "User-Agent I 3a I "; 
nocase ; conte nt: " s bu - hb - " ; withi n; 150; pere: " / Use r -Age nt \ : [ "'\ n ]+sbu- hb- / i " ; c l asstype : t r ojan- act i v i t y ; r ef e r e nce: ur l, doc. eme r gi ngt hr ea t s . ne t / 2003363; 
r eference : u r l , wWLoJ . emergingth r eat s. net / cgi- b i n/ cvs L\le b . cgi / s igs / USER_AGENTS/ USER_AGE NTS_Za ngo_Hotba r ; sid : 2003363; r ev : 9 ; ) 

#Mat t J onkma n, From s pyware list eni ng post da ta 

• 
a l ert t cp $HOME_NET a ny - > $ EXTERNAL_NET $HTT P _PORTS (msg : " ET USER_AGENTS Hot bar Za ngo Too l ba r Spyvia r e User Agent (ZangoToolba r ) " ; f101.,, : t o_ s er ver, es t a blished; co ntent : "Use r -Age nt i 3a [ " ; 
nocase; c ont e nt : "ZangoToo l ba r " ; wi t h i n : 150 ; pe r e; "/ Use r - Age nt \ : [ "'\ n ]+Za ngo Toolbar \ d/ i " ; class t y pe: t ro j an- a ct i v i t y ; r eference: url , doc. eme r g ingthr eat s, ne t /2003365; 
r eference: u r l , W\\l\oJ . emergingth r eat s. net / cgi- b i n/ cvs L\le b . cgi / sigs / US ER_AGENTS/ USER_AGE NTS_Za ngo_Hotba r ; sid : 2003365; r ev : 7; ) 

#Mat t J onkman, From s pyware list en i ng post da t a 
# 
a l ert tc p 1,HOME_NET any - > $EXTERNAL_NET $HTT P_ PORTS (msg : " ET USER_AGENTS Hot bar Too l s Spy1oJa re Use r Agent ( hbtoo l s ) '"; flow: t o_se r ve r , e stabli shed ; conte nt: "'Use r -Age nt l 3a l " ; noca s e ; 
cont ent: "hbt ool s " ; wi thi n: 150; pere: "/ Us e r -Age nt \ : I "'\ n ] +hbt oo l s \ d / i " ; class t y pe : t r ojan- a ctiv i t y ; ref e r ence: ur l, doc . eme r gi ngt h r ea t s . net/ 2003383; 
r eference : u r l , W\\l\oJ . eme rg i ngth r eat s. net / c g i - b i n/ cvs L\le b . cgi / s i gs / USER_AGENTS/ USER_AGE NTS_Za ngo_Hotba r ; sid : 2003383; r ev : 7; ) 

#Mat t J onkman, From s pywa r e lis t ening post da t a 
# 
a l ert tc p 1,HOME_NET a ny -> $ EXTERNAL_NET $HTT P _PORTS (msg : " ET US ER_AGENTS 180 Solu t i ons ( Zango I ns t a lle r ) Use r Agent " ; f1 01'1' : to_se r ver , establis he d; co ntent : " User-Agent I 3a I"; nocase; 
cont ent: "SAi v " ; with i n : 150 ; pe r e : " / User-Agent \ : [ "'\n ]+SAi v/ i " ; c l a s sty pe : t r oj an- ac tiv i t y ; r ef e r e nce : url , doc. eme r g i ngt hr ea t s . net/ 2003062; r efe r enc e : ur l , 1,noJW . eme r g i ngt h r ea t s . net / cgi ­
b i n/ cvsweb. cgi / sigs / US ER_AGE NTS/ USER_AGENTS_Zango_Hot ba r ; s i d : 2003062; rev : 7 ; ) 

#Mat t Jonkma n, Fr om s pywa r e lis t eni ng post da t a 

• 
a l e r t tc p $HOME_NET a ny -> $EXTERNAL_NET $HTT P_PORTS (msg : " ET USER_AGENTS Za ngo See kmo Bar Spywa r e Use r -Agent ( See kmo Too lba r ) "; flow: t o_serve r , est ab li s he d; content : "Use r -Agen t l3a l " ; 
nocase; cont e nt: "See kmo" ; wi t h i n : 150; pere : " / Use r -Agent \ : [ "'\ n] +See kmo/ i " ; c l a s s t y pe: t ro j an- a c tiv i t y ; r efe r ence : ur l , doc . eme r g ingth reat s . ne t / 2003397; 
refere nce: ur 1 , www . eme rg i ngth r eat s. net/ cgi - b i n/ cvSLoJe b . cgi / s i gs / USER_AGENTS/ USER_AGENTS_Za ngo_Hotba r ; sid : 2003397; r ev : 7 ; ) 

#Matt J onkma n, Fr om s pywa r e lis t eni ng post da t a 
# 
a l ert t cp $HOME_NET a ny -> $ EXTERNAL_NET $HTT P_PORTS (msg : " ET USER_AG ENTS Za ngo Cash Spywa r e Use r Agent ( ZC- Br i dgev26 ) " ; fl oLoJ :es ta bli shed, t o_se r ver ; cont ent : "Use r -Age nt l 3a l ZC- Bridgev " ; 
e l ass t ype: t ro j an-act i v i t y ; r ef erence : url , doc . eme r g i ngth r eat s, net /2006780; r e fe r ence: u r l , Wl'1'W . e me r g i ngth r eat s. net / cgi - bi n/ cvs 1oJe b . cgi / s i gs / USER_AGE NTS/ USER_AGE NTS_Za ngo_Hotba r ; 
s i d : 2006780; rev :6; ) 

#Mat t J onkman, Fr om s pyware list eni ng post da t a 
# 
a l e rt tc p 1,HOME_NET a ny - > $ EXTERNAL_NET $HTT P_ PORTS (msg : " ET USE R_AGENTS Za ngo Cas h Spywa r e Us e r Agent ( ZC XM L-R PC C++ Client ) " ; flovi : es t a blis hed , t o_se rve r ; cont ent : "Us er -Agent l 3a l ZC 
XML- RPC "; c l ass t ype: trojan -act i v i t y ; re f erence: ur 1, doc. e mergingt hrea ts . ne t /2006781; r eference: ur 1, www . eme r gingthreats .ne t / cg i -bin/ cvswe b . cg i / s i gs / USE R_AGE NTS/ USER_AGENTS_Zango_Hot ba r ; 
s i d : 2006781; r ev :36 ; ) 

#Mat t J onkman, Fr om s pywa r e lis t en i ng post da t a 
# 
a l ert tc p 1,HOME_NET any - > $ EXTERNAL_NET $HTT P _PORTS (msg : " ET US ER_AGENTS Ga t o r Age nt Tr aff i c " ; flol', : t o_se r ve r ,es t a blished ; content : " Us e r-Age nt I 3a I" ; nocase; co nt ent : " Gat or " ; nocase; 
with i n : 150 ; pe re : " / Use r -Agent \ : [ "\n ]+Ga t or / i " ; class t ype : policy- v i ol ation ; r ef erence : url , doc . eme r g i ngth r ea t s. net /2000026 ; r e f erence : u r 1 , L\llWI . eme r g i ngt h r ea t s . net/ cgi -
b i n/ cvsweb. cgi / sigs / US ER_AGE NTS/ USER_AGENTS_Zango_Hot ba r ; s i d: 2000026; rev : 34 ; ) 

#Mat t Jonkman, From s pywa r e listening post da t a 

• 
a l e r t tc p 1,HOME_NET a ny -> $ EXTERNAL_NET $HTT P_PORTS (msg : " ET USER_AGENTS Wild Ta ngent Age nt Act i vity " ; fl ow: t o_se r ver , establi s he d; co nt ent : " User-Agent l 3a l " ; nocase; 
cont ent: "I.J ildTangen t " ; within : 150 ; pere: " / Use r -Agent \ : [ "'\n ]+wildtangent / i •· ; cla s sty pe : t ro j a n-activity; r e fere nce: ur l , doc. e mergingt hrea ts . ne t / 2001639 ; 
r e f erence : u r 1 , www . emerg i ngth r eat s. net / cgi-bin/ cvSL\le b . cgi / s i gs / USER_AGENTS/ USER_AGE NTS_Za ngo_Hotba r ; sid : 2001639; r ev : 27; ) 

#matt j onkma n 

• 
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ale r t tc p $HOME_NE T a ny - > $EXTERNA L_NET $HTT P_PORTS (msg: " ET USER_AG ENTS Hot ba r Agent Activ i t y " ; flow:to_ser ve r , establishe d ; c o ntent : " l0d 0a JUs e r - Age nt l3a l Pinba llCorp" ; nocase; 
e l ass t y pe: t r o j an-ac t i v i t y ; r efe r ence: u r 1 , doc . eme r g ingt hreats. ne t / 2011691; r ef erence: u r 1, www . emerg i ngt hr eat s , ne t / cgi - bin/ cvs Lveb . cgi / sigs / USER_AGENTS/ USER_ AGENTS _Za ngo_Hotba r ; 
s i d : 2011691; r ev :3 ; ) 

#matt j onkma n 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg: " ET USER_AG ENTS ZenoSea r ch Sp}'l.,,a r e User- Agent " ; f1 01.,, : to_server , established; content : " l0d 0a lUser-Agent l 3a l ( " ; pc re : " / Use r -
Agent \ : \ [ . "' \ ] ( A- F0 - 9] {2} - [A- F0- 9 ]{ 2}- [A-F0-9 ] { 2}/ i " ; class t y pe : t ro j an -ac t i v i t y ; r ef e r enc e : u r l , doc . eme r gingthr eats . net /2008279; r e fere nc e : u r l , M'llV . eme r g i ngth r eats . net/ cgi ­
b i n/ cvsweb . cg i / s i gs / USER_AGE NTS/ US ER_AGENTS_Ze no ; s i d ; 2008279; r ev : 7; ) 

#by J e rry at cybe r ca ve 
# 
ale r t t cp $HOME_NET a ny - > any $HTT P _PORTS ( msg : " ET USE R_AGENTS Sus pi cious Use r -Agent ( as p2009 ) " ; flow: es t abli shed , t o_server; conten t : " Jed 0a I Use r -Agent I 3a I as p2009 l 0d 0a l " ; 
e lass t y pe: t r o j a n-activ i t y ; r e f e r ence: u r 1 , www . t hreat e xpe r t . com/ r e po r t. as px ?md5=6cad864a439da7bbd6f lcec94l cca 72 b ; r efe r e nce : u r l , do c . e me r gingth r eat s . ne t/2010 136; 
r e f e r e nce: u r l , ww1>1 . eme r gingth r eats . ne t / cgi- b i n / cvs 1>1eb . cg i / sigs / USE R_AG ENTS / US ER_AG ENTS_as p2009; sid : 2010136 ; r e v : 3 ; ) 

#by pma r i nho 

• 
ale r t t cp $HOME_NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (msg : " ET USER_AG ENTS Suspicious Use r Agent gomt our " ; f1 01.,, : to_ser ve r , established; content : " I 0d 0a I Use r -Agent i 3a I gomtou r l0d 0a I"; 
e lass t y pe : t ro j a n-ac t i v i t y ; r ef e r ence : u r 1 , doc . eme r gingt hr eats. ne t /2011087; r ef e r ence: u r 1, W\'llV . eme r gingth r eats , net/ cgi - bin/ cvs Lve b . cgi / sigs / US ER_AGE NTS/ US ER_AGE NTS_gomt ou r ; s i d : 2011087; 
r e v : 3; ) 

#by j aime blasco 

• 
a le r t t cp $HOME_NE T a ny - > $EXTERNA L_NET $HTT P_PORTS (msg: " ET USE R_AG ENTS Suspicious Use r -Age nt ( i - s ca n) "; fl o1>1 :to_serve r , es tablis hed; cont en t : " l 0d 0a lUse r -Agent l3a l i -scan" ; noc ase; 
e l ass t y pe: t ro j a n-ac t i v i t y ; r e f e r ence : u r 1 , doc . eme r gingthr eat s . net / 2011105; r e f e r enc e : u r 1, W\'llV. eme r gingthr eat s . net/ cgi - bin/ cvs web . cgi / sigs / USE R_AGE NTS/ US ER_AGE NTS_i- scan ; sid : 2011105; 
r ev : 3; ) 

#by jai me blasco 

• 
ale r t tc p $HOME_NE T a ny - > $EXTERNA L_NET $HTTP_PORTS (ms g: " ET USE R_AG ENTS il.Jon Spy..,,a r e ( il.JonSea r chAssistan t ) "; fl ow:to_ser ve r , establi s hed ; content: "Use r -Age nt J3a l i l.JonSea r ch" ; 
e lass t y pe: t ro j an -ac t i v i t y ; r e f e r ence: u r l , w1.>11.v . s pywa r egui de . com/ prod uc t _s how. php ? i d =461; r e f e r e nce : url , dcc . e me r gingt hr eats . net / 2002169; r ef e r e nc e : u r l, Wh'\.,, . emergingt hr eats . net / cg i ­
b i n/ cvs\.,,eb . cg i / sigs / US ER_AGE NTS/ USER_AGENTS_ il-.'o n ; s i d : 2002169; r ev : 12; ) 

#by Mi ke Cox 

• 
ale r t t cp $ EXTERNAL_NET a ny -> $HTT P _S ERVERS $HTTP _PORT S ( msg : " ET USE R_AGENTS Suspic i ous Use r -Agent ( iexpl o r e ) " ; fl ow: es t ablished , to_serve r ; cont e nt :" I 0d 0a I Use r -Agent I 3a I iexpl ore l 0d 
0a I " ; noca se; e l a ss t y pe : a tt e mpt ed- r e con ; r efe r e nce: u r l , dcc . eme rgingt h reats. net / 2000466; r eference : u r 1 , W\VW . eme r gingthr eat s . net / cgi-bin/ cvs web . c gi / s igs / USER_AGENTS/ US ER_AG ENTS _ i explor e; 
sid: 2000466; r ev :4 ; ) 

#Matt Jonkma n 

• 
ale r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg: " ET US ER_AG ENTS h .,, i n . com Games / Spywar e Use r -Agen t ( i l.J in Gamelnfo I nstaller He l per ) " ; fl ow : established , t o_se r ve r ; cont ent :" l 0d 
0a IUse r - Agent I 3a I i Wi n " ; c l as stype : t roj a n -act i v i t y ; r efe r e nce : u r l , dc c . eme r gingt hr eats . net / 20085S8; r efe r e nce : u r l , W\..,.,, . eme r gingthr eats . net / cg i -
b i n/ cvsweb . cgi / s i gs / USER_AGENTS/ US ER_AGENT S_ i win ; s i d : 2008558; r ev : 5; ) 

#by ja i me b l asco 

• 
a le r t t cp $HOME_NE T a ny - > $EXTE RNA L_NET $HTT P _PORTS (msg: " ET US ER_AG ENTS Su spiciou s Use r - Agent ( linegu i de ) " ; flow: t o_ se r ve r , es t ab lished; content :" J 0d 0a I Use r -Agent I 3a I line g ui de " ; 
nocase; c l asstype : t r o j a n- act i v i t y ; r ef e r e nce: ur 1 , doc . eme rg i ngt h r ea t s . net/ 2011106; r e f e r e nce : u r l , IVLWl . eme rgingth r ea t s . net/ cgi - bin / cv s1veb . cgi/ s i gs/ USE R_AGENTS/ USER_AGENTS_l i neguide ; 
s i d:2011106; r ev :3; ) 

#by ja i me b l asco 

• 
ale r t t cp $HOME_NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (msg: " ET US ER_AG ENTS Downl oad UBAge nt User Agent - lo p . com and ot he r s py1-1a r e " ; flow: to_ se r ve r , establishe d; co ntent: "Use r -Age nt I 3a I" ; 
noca se; conte nt : "Downl oad UBAgent"; wi t hi n: 150; pere : " / User -Agent \ : [ "\n ]+D01vnl oad UBAge nt / i " ; clas s t ype : t r o j a n -ac t i v i t y; r e f e r e nc e : u r l , W\'llV . SPY""'a rei nfo . com / a r ticle s/lop/ ; 
ref e r e nce : u r 1, doc. eme r gingthreat s. net /2003 345; r e f erence: ur 1, \VM'II . e me r gingthreats. net/ cgi - bini cvs 1veb . cg i / s igs / USER_AGENTS / US ER_AGE NTS_l o p; sid : 2003345; r ev : 7 ; ) 

#by pmarinho 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTERNA L_NET $HTT P_PORTS (msg:"ET USE R_AG ENTS Suspicious Use r Agent Rec uva ( Wlliw . r ecuva . com ) " ; flow: t o_serve r , es tabli shed; content :" l0 d 0a lUser -Agent l3a l 
Ree uva [ e d 0a I" ; c lass t ype : t r ojan- activ i t y ; r efe r e nce : ur l , dcc . eme rgingthreats. ne t / 2011090; refer e nce: ur l , Wlltw . eme r g ingthr eats . net / cgi-bin/ c vswe b . cg i / s i gs / USER_AGENTS/ US ER_AG ENTS_r ec uva; 
sid : 2011090; r ev :3 ; ) 

#by pma r i nho 

• 
ale r t tc p $HOME_NE T a ny - > $EXTERNAL_NET $HTT P _ PORTS (msg: " ET USER_AG ENTS ZCOM Ad1.,,a r e / Spywa r e Use r -Age nt ( ZCOM Softwa r e ) "; flow: established , t o_ server; cont e nt: " l0 d 0a l Use r - Age nt I 3a l 
ZCOM" ; e l a ss t y pe: t r o j a n-ac t i v i t y ; r efer ence : u r l , doc . emergingt h reats. ne t / 2008503; r ef e r ence: u r 1, W\vw . eme r g i ngt hr eats. net / c gi - bin/ cvs Lveb . cgi / s igs / US ER_AGE NTS/ US ER_AG ENTS_zcom; s id : 2008503; 
r e v : 5; ) 

# From Chris Nort on . 

• 
ale r t tc p $HOME_NE T a ny - > $EXTERNA L_NET $HTTP_PORTS (msg: " ET VI RUS Generi c D01-mloade r Out bound HTTP connect i on - D01.,,n l oad i ng Code" ; fl 01.,, : es t a bl ished , t o_se r ve r ; conten t : "Use r -Agent l 3AI 
PE- " ; classt y pe: t r o j an-ac t i v i t y ; r e f e r e nce: u r l , dcc . emer gingth reats. net / 2002695; r ef e r enc e : u r l , \'ilVLV. eme r gingth r eats . net / cgi - bin/ cvs 1.ve b . cgi / sigs / VI RUS/ VI RUS_Ba nkem; sid : 2002695; r e v : 7; ) 

#BugBea r 
#Subrn i tted by Br ad Doctor , 3/ 8/ 2005, for Bug8ea r@/'V·1 

• 
#a l er t t c p $Ho,'I E_NET any -> $ EXTE RNA L_NET 25 (msg: " ET VI RUS Bugbea r@H -1 v i r us v ia SMTP" ; f101-1 : es t ablished; 
content : "uv+L RCQID7d IDF EECggDSLm9df8C/zSNKDBBAAoGA0AEUQ+F EN23f 7doqAT / dCQk / x\.JcEQmO><CTD" ; class t y pe: mi sc-ac t i vi t y ; r efe r e nce : u r 1, W\VW . syma nt e c . com/ avcente r /ve nc/ data /w32 . bugbea r@mn. ht ml ; 
r e f e r e nce: u r 1 , doc. eme r gingth r eats . ne t / 2001764 ; re f e r e nce: u r 1 , WWL'\I . e merg i ngthreat s . net / cgi • b ini cvs 1Veb . cgi / s igs / VI RUS/ VI RUS_BugBea r ; s i d: 2001764; rev : 6; ) 

#BugBea r 
#Subrni tted by Br a d Ooctor , 3/ 8/ 2005, fa r BugBe a r@l~·l 

• 
#a l e rt t c p $Ho,'IE_NET a ny -> a ny 139 ( msg : " ET VIRUS Bug Bea r,@ffl v i r us i n Ne twor k share " ; flow: es tab li s hed; cont ent : " 124 48 f b bb ff e 6 63 02 3a 20 4 1 70 61 63 68 65 1" ; class t y pe: mi sc-
activ i t y; r e f e r ence: ur 1, viww . syma ntec . com/ a vcente r /ve nc / data /w32 . bugbea r@'mm . ht ml; r ef e r ence: u r 1, doc. eme r g i ngthr eats , net /200176S; r efe r e nce : u r 1, W\'llV . eme r g ing th r eats, net/ cgi -
b i n/ cvsweb . cgi / s i gs / VIRUS/VIRUS_BugBea r ; sid : 2001765; re v : 6; ) 

#BugBea r 
#Submi tted by Br a d Ooctor , 3/ 8/ 2005 , fa r BugBea r@l·V·l 

• 
#a l e r t t cp $HCl'1 E_NET a ny -> a ny 139 ( msg : " ET VIRUS Bug Bea r,@ffl L.Jorm Copied to Startup Fo lder " ; fl ow: establishe d; content : " 177 00 69 00 68 00 2E 00 65 00 78 00 65 00 00 00 1" ; classty pe: 
misc-act i vity ; r e f e r e nce : url , 1.w,w . syma ntec . corn / avcente r /ve nc / data/w32 . bugbea r@rnm . ht ml; r efe r e ne e: ur l , dcc . e me r gingthr eats . net / 2001766 ; r efe r e nc e : u r l ,WW\.,, . e me r gingth r eats . net / cgi ­
b i n/ cvs \.,,eb . cgi / s i gs / VI RUS/VI RUS_ Bu gBea r ; sid : 2001766 ; r e v : 6; ) 

#Submitted 2006-05-01 by Ma rk Tomba ugh 

• 
##a l er t tcp $EXTERNAL_NET a ny - > $HOME_NET 25 (msg: " ET DE LETEO Myt o b .X c lam SMTP In bound" ; flow:to_ser ver , established; co nt ent : "UE sDBAoA" ; co ntent :"o j RrPyGt " ; d i s t a nce :8; within :16; 
e l ass t y pe: t r o j an-ac t i v i t y ; r ef e rence: u r 1 , WLVLV3. ca. com/ s ecur i t ya dviso r /v i r us in f o/v i r u s . as px?ID=42326; r e f erence: ur 1, dcc . eme r g i ngthr eat s . net / 2002892; 
r e f e r e nce: u r l , \vww . eme r gingt h r eats . net/ cgi • b in / cvs 1veb . cgi / s igs / VI RUS/VI RUS_Nugac he; sid : 2002892; rev : 4 ; ) 

#Submit ted 2006-05-01 by Ma r k Tomba ugh 

• 
##ale r t tcp $HOME_NET a ny -> $ EXTERNAL_NET 25 (msg: " ET DE LETEO Myt o b . X c l am SMTP Out bound" ; f1 01.,, : to_ se r ve r , estab lishe d; content :"UEsOBAoA"; co ntent "oj Rr PyG t "; d i stanc e : 8; 1.vi th i n: 16 ; 
e l ass t y pe: t ro j a n-ac t i v i t y ; r efe r ence : u r 1 , \'lll/W3 . ca. corn / secu r i t ya dviso r /v i r us i nf o/v i r u s . as px?I 0=42326; r efe r e nce : ur 1, dc c . eme r gingthr eats . net / 2002893; 
r e f e r e nce: u r l , wwL'II . eme r gingth r eats. ne t / cgi - b i n / cvs 1'11eb . cgi / s igs / VIRU S/VIRUS_Nugac he; s i d : 2002893 ; r e v : 4 ; ) 

#Submi tted 2006-05-01 by Ma r k Tombaugh 

• 
#a l e rt tcp $EXT ERNAL_N ET any - > $HOME _N ET 25 (ms g: " ET VI RUS W32 . Nugac he SMTP I n bound" ; flow: to_se r ve r ,establis he d ; content : "RE9 TI6 l v" ; content: "GUuDQ0KJ " ; dis tance:1 ; wi t h i n:9 ; 
e las s t y pe: t ro j a n-ac t i v i t y ; r e f e r ence : u r 1 , WLVLV. syma ntec . com/ a vce nt er /ve nc / da ta /Lv 32 . nu gac he . ag mm . ht ml ; r efere nce : u r 1, dcc. eme r gingt hr eats . net / 2002894 ; 
r e f e r e nce: u r l , WLvw . eme r gingth r eats . net/ cgi- bin / cvs Lveb . cgi / sigs / VI RUS/ VIRUS_Nugac he; s i d : 2002894 ; rev : 4 ; ) 

#Submitted 2006-05-01 by Ma r k Tomba ugh 

• 
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#a l e r t tcp $001E_NET any - > $EXTERNA L_NE T 25 (111sg:" ET VI RUS W32 . Nugae he SMTP Out bound"; fl ow:to_ se r ve r,establi shed ; eontent: " RE9TIG1v"; eonte nt: "GUuDQ0KJ"; d i stanee:1; within :9; 
e l asstype: trojan-activ i ty; r eference: ur l , W\"'-" . symant ec . com/ a vc ent er /ve nc / da t a /1\!32 . nu gac he . a@mm . ht ml ; r e f e r ence : ur l, doc . emerg i ngthreat s . net / 2002895; 
r eferenc e : u r 1, \'ilWJ . emergingth r e a ts. ne t / cgi-bin / cvs 1oJe b . cgi / sigs / VI RUS/VIRUS_Nugache; sid : 2002895; r ev : 4 ; ) 

# by J ona t ha n Gross. Expe r i me ntal 
# 
a l e r t t ep $ EXTE RNAL_ NE T a ny - > $HOME_NET any (111sg:" ET VI RUS Wi nUpaek Mod i fi ed PE Heade r I nbound " ; f101~ :establi shed ; eontent:" l4d Sa 4b 45 52 4e 45 4c 33 32 2e 44 4c 4c 00 00 1'"; 
e l asstype: bad-u nkn own; re ference: ur l , doc . eme r gingth r eats . net / b i n/v ie1~/Main / l.JinPEHeade r s; r eference : u r l , L"'-oJW . eme rgingth reats . net / cgi-b i n/ cvs 1oJe b . cg i / sigs / VIRUS/ VI RUS_PE_Heade r s; 
s i d: 2003614; r e v : 4 ; ) 

# by J ona t ha n Gros s. Expe r i me ntal 
# 
a l e r t t ep $HOME_NET a ny - > $EXTERNAL_NET any (111sg:" ET VI RUS Wi nUpaek Mod i fi ed PE Heade r Out bo und " ; fl ow:establis hed; content : " l4d 5a 4 b 45 52 4e 45 4e 33 32 2e 44 4c 4e 00 00 1"; 
e l asstype: bad-u nkn own; re ference: ur l , doc . eme r gingth r eats . net / b i n/v ie1~/Main / l.JinPEHeade r s; r efe r ence : u r l , L"'-oJW . eme rgingth reats . net / cgi-b i n/ cvs 1oJe b . cg i / sigs / VIRUS/ VI RUS_PE_Heade r s; 
sid:2003615; r e v : 4 ; ) 

# by Da n Cl eme ns of packetninj as. net 
# 
#a l e r t tcp $ EXTE RNAL_NET $HTTP _PORTS - > $HOME_NET a ny (msg: " ET TRO JAN Upae kbyDwi ng i n HTTP Downl oad Possibl y Host ile '"; flow: from_se r ve r ,est ablished ; eontent: "Upac kByDwing l 40 1 '"; 
content: "PE I 00 00 1 " ; \~ith i n : 20; classtype : t r o j an - activ i t y; r efe r ence : ur l , ww1.L pac ketn i njas . net; r e fere nce : ur l , doc . emer gingth reats. net / 2008946; r eference: u r l , l."1."'-" · emergingthr eats . net/ cgi­
bin/ c vsweb . cgi/ sigs/VI RUS /VIRUS_PE_Heade rs ; sid : 2008946; r e v : 2; ) 

# by Da n Cl eme ns of pa cketninj as. net 
# 
#a l e r t tcp $EXTERNAL_NET $HTTP _PORTS - > $HOME_NET a ny (msg: " ET TRO JAN Upae kbyDwi ng in HTTP ( 2 ) Possi bl y Host il e"; flow:from_ se r ver,established ; content : " PE 100 00 I"' ; co ntent : "Upae k l00 
00 ( " ; wi t h i n : 255; clas stype: troj an-activ ity; r ef e r e nce : u r l, www. packetninj as. net; r efe r e nce : u r l, doc. emergingthr eats. ne t / 2008947; re ference : u r l , Wl.'il,1,I . eme r g i ngthreats . net / cgi-
bin/ c vsweb . cgi/ sigs/VI RUS /VIRUS_PE_Heade rs ; sid : 2008947; r e v : 2; ) 

#mat t j onkma n/ wes br own 
#falsing, needs ad justment 
# 

#a l e r t tc p $EXTERNAL_NET $HTTP_PORTS - > $HOME_NET a ny (msg: " ET TRO JAN VMPr otect Packed Bi na ry I nbound v i a HTTP - Li kely Hostile" ; flo,.., bits :isset ,ET . http. b i na r y; 
flow: established, f r om_se r ver; conte nt : "Virtua l Protec t I 00 I " ; clas stype: t roj an -act i v i t y; r e f e r ence: ur l , doc . emerg i ngt hreat s . net / 2009080; r ef e r ence: u r l , wi'il~ . eme r g ingthr eats . ne t / cg i • 
b i n/ c v s1~eb. cgi / s i gs/VIRUS /VIRUS_PE_Heade r s; sid : 2009080 ; rev : 3; ) 

#These a r e by Vlad Tsy r kl ev i ch d uring p r esentat i on at Too r con 06 . These a r e experimental and will li kely be high l oad . 
#mo r e i nfo r mation at ht t p : // too r con .or g / 2006/ conf e r e nce. html ?id:29 
#These a r e d i sa b l ed by defa u l t until ,..,e lea rn mor e a bout t hem. 
# 

#a l ert i p $EXTERNAL_ NET any -> $HOME_NET any (111sg : " ET VIRUS SHELLCODE CLET po l ymor phic pay l oad"; classtype : s he ll code - detec t; dsize: >40; content : " 174 07 e b l "; co ntent: " le8 I " ; 
dista nee : 1; wi t h i n : 1 ; pe r e : " /\xe b . [ \ x58- \ x5b] \ x31 [ \ xe0 \ xe9 \ xd2\ xd b ] ( \ x b0 - \ xb3 ] . \ xBb . ( \ x05 \ x2d \ x35 \ x81 \ xe l ] / sm"; pe r e : " / [ \ x40- \ x43 \ xf d \ xff ] [ \ x40 - \ x43 \ xf f ] [ \ x40 - \ x43 \ x80\ xff ] ( \ x40-
\ x43\ xe9 - \ xeb \ xff \ x80\ x2c ] [ \ x40 - \ x43\ x48 - \ x4b \ xe 9 - \ xe b\ x01 \ x2c \ x80 ] [ \ x48- \ x4c \xe9 - \ xeb \ x02 \ x2 c ] [ \ x03 \ x48- \ x4b] [ \ x48 - \ x4b ] \ x74 \x07\ xeb . \ xe8 . \ xff \ xff \ xff / smR" ; 
r efer e nce: u r l , t oorco n . o rg / 2006/ co nf e r e nce. html ?i d: 29; r eference: ur l, doc .emer g ingthr eats. net / 2003117; r eference: u r l , Wl'il>J . eme r g ingthr eats . ne t / cgi -
b i n/ c vsweb . cgi/ s i gs/ VI RUS /VIRUS_Pol ymo rph i c_Expe r i me nta l; sid: 2003117; r e v : 3 ; ) 

#These a r e by Vl ad Tsy r klevich d uring presentation at Toorc on 06 . These a r e experimental and will like l y be high l oad . 
#mo r e i nfo rmation at ht t p : // too r con.o r g/2006/ co nf e r e ne e. htm l ?id=29 
#These a r e d isabl ed by defau l t unt il 1/'l e lea rn mor e a bout t hem. 
# 

#a l e r t i p $ EXTE RNAL_NET a ny - > $HOME_NET any (msg:" ET VIRUS SHEL LCODE Shi kata Ga Na i po l ymo r phic pay l oad"; cla ssty pe:s he lleode- de tect ; dsize : >26; eo ntent : " ld9 74 24 f 4 I" ; pere: 
" I [ \ x29\ x2b \ x31 \ x33 ) \ xc9/ sm" ; pe r e: "/ [ \ xd9 - \ xdb\ xdd ) . { 1, 11} \ xd9 \ x74 \ x24 \ xf 4 . {0 , 10 } [ \ x5B \ x5a \ x5b \ x5d - \ x5f ) / sm"; pe r e: "/ ( [ \ x29 \ x2 b\ x31 \ x33\ x b8\ xba \ xb b\ xbe \ xbf \ xd9 • \ xdb\ xd d ) [ "\x00 \ xff ] 
[ • \ x00\ xff J [ • \ x00 J [ •\x00 \ xff ] [ •\x00 ] [ • \ x00\ xff J [ •\x00\ xff ] [ •\x00] [ '\x00] [ •\x00 J [ •\x00\ xff ] [ •\x00\ xff ] [ •\x00\ xff ] [ •\x00 ] [ ' \ x00 ] [ \ x31 \ x83 J [ \ x42\ x43 \ x46\ x47 \ x50 \ x53 \ x56-
\ x58\ x5a \ xSe \ x5 f \ x70 \ x72 \ x7 3 \ x77 \ x78 \ x7a \ x7b \ x7e \ xc0 \ xe2 \ xc 3\ xc6 \ xc7\ xe8 \ xea \ xe b \ xe e \ xef ] [ \ x04 \ x0e \ x10\ x12 \ x13 \ xl 5\ xl 7 \ xf e ] [ \ x03 \ x31 \ x83 ] [ \ x42 \ x43 \ x46 \ x47 \ x50 \ x5 3\ x56-
\ x58\ x5a \ x5e \ x5 f \ x70\ x72 \ x73 \ x77 \ x78\ x7a \ x7b \ x7e \ xc0 \ xc 2\ xc3 \ xc6 \ xc7\ xe8 \ xea \ xe b\ xee \ xef ] [ \ x04\ x0a \ x0c \ x0e - \ x13\ x15\ x17\ xfc ] [ \ x03 \ x83 ) . . [ "\x l d \ xe2 ] [ "\x0a \ xf5 ] ) I 
( [ \ x29 \ x2b \ x31 \ x33 \ xb8 \ xba \ xbb \ xbd- \ xbf \ xd9- \ xdb\ xdd ) [ "\x00 ] [ "\x00 ] [ "\x00 ] [ "\x00 ] [ " \ x00 ] [ "\x00 ] [ "\x00] [ "\x00 ] [ \ x24\ xbl \ xd9 - \ xdb \ xd d ) [ "\x00} [ \ x58 \ x5a \ x5b \ x5d- \ x5f \ xb8 \ x ba\ xbb \ xbd ­
\ xbf\ xd9 ] ( "\x00 ] [ "\x00 ] [ "\x00 ] [ "\x00] [ \ x31 \ x83 ] ( \ x42 \ x43 \ x45- \ x47 \ x50 \ x53 \ x55- \ x58 \ x5a \ x5d- \ x5f \ x68 \ x6a \ x6 b\ x6e- \ x70\ x72 \ x73 \ x75 \ x77 \ x78\ x7a \ x7b \ x7d \ x7e \ xe0\ xc2 \ xe3 \ xc5-
\ xc7\ xe8 \ xea \ xeb \xed - \ xef ] [ \ x04 \ x0e \ x12 \ xl 7\ xf c ] [ \ x03 \ x31 \ x83 ] [ \ x42 \ x43\ x45 - \ x47 \ x50 \ x53 \ x55- \ x58\x5a \ x5d- \ x5f\ x68 \ x6a \ x6 b\ x6e - \ x70\ x72 \ x73 \ x75\ x77 \ x78 \ x7 a \ x7b\ x7d \ x7e \ xc0 \ xc2 \ xc3 \ xc5-
\ xc7\ xe8 \ xea \ xeb\xed - \ xef ] [ \ x04 \ x0a \ x0e \ x12\ x13 \ x17 \ xf c] [ \ x03 \x83 ) . . [ " \ xe2 ] [ "\xf5 ] )/ sm " ; refe rence : u r l , toor con . o r g/ 2006/ co nf e rence . ht ml ?i d: 29; 
r efere nee: u r 1, doc. emergingth r eat s. ne t /2003118; re fe re nee : ur 1, WWL\f . emer gingthr eats. ne t / cgi - bin/ cvSL>Jeb . cgi / s igs /VIRUS /VI RUS_Pol ymo r phic_Expe rimenta l ; s id: 2003118; r e v : 3; ) 

#These a r e by Vl ad Tsyrk levich d uring p r esentat i on at Toorc on 06 . These are experime ntal and wi ll like l y be high l oad . 
#mo r e i nfo rmation at ht t p : // too r con .or g / 2006/ eonf e r e nee. html? id=29 
#These a r e d isabl e d by de f au l t unt il 1/'l e lea rn mor e a bout t hem . 
# 

#a l e r t i p $EXTE RNAL_NET a ny - > $HOME_NET any (msg: " ET VIRUS SHEL LCODE ADMutate pol ymo rph ie payload"; class t ype: s helleode-det e ct ; ds i ze: >45; eontent: " l e8 I .. ; content: " I f f ff ff I " ; 
d i stance : 1 ; wi t hi n : 3; pe r e : "/\xe b [ \ x26 - \ x7 a ] . {0 , 20 }(\x5e I \ x58 \ x96 I \ x58 \ x89\xc6 I \ x8b\ x34 \ x24\ x83\ xec \ x04 ) . {0 , 20 }( ( (\xbb .. . . I \ x68 .. . . \ x5b) . {0, 20}(\x31 \ xc9 I \ x31 \ xc0\ x91 )) I 
( (\x31 \ xc9 I \ x31 \ xc0\ x91 ) . {0, 20}( \ xbb . . .. I \x68 . . .. \ x5b ))) . {0, 20 }( \ x bl. I \ x6a. \ x58 \ x89 \ xc l I \ x6a . \ x66 \ x59 ) . {0 , 20}(\x3 1 \ xl e I \x93 \ x31 \ x06\ x93 I \ x8b \ x06 \ x09 \ xd8 \ x21 \ xl e \ xf 7\ x16\ x21 \ x06 ) {0, 20} 
(\x46 I \ x83 \ xe6\ x01 I \ x96 \ x40 \ x96 ) . {0 , 20}(\x46 I \ x83 \ xc6\ x01 I \ x96 \ x40 \ x96 ) . {0, 20}( \ x46 I \x83 \ xc6 \ x01 I \x96\ x40 \ x96 ) . {0, 20}( \ x46 I \ x83 \ xe6\ x01 I \ x96 \ x40 \ x96 ) . {0 , 20} \ xe 2[ \ xa0- \ xf 9 ] . 
{0, 20}\xeb [ \ x06 - \ x20 ] . {0 , 20} \ xeB [ \ x7f - \ xff ] \ xff \ xff \ xff I sm" ; r efe r e nce: u r 1 , t oo r co n . o rg/ 2006/ co nf e r e nc e . html ?i d=29; re feren ce : ur 1 , doc .emer g ingthreats . net /2003119; 
r eference: u r 1, WL"'-" · emergingth reats. ne t / cgi-bin / cvs 1.oJe b . cgi / sigs / VI RUS/VIRUS_Po l ymor ph i c_Expe r imenta l ; s i d: 2003119; rev : 3; ) 

#Sobig 
#Unknown submit ter - Sobig E- F down l oad i ng goodies 
# 
#a l e r t udp $001E_NET any - > $ EXTERNAL_NET 8998 (msg: " ET VI RUS Sobig . E- F Tr ojan Si t e □o~m load Request "; ds ize: 8; co ntent ! " I 5c bf 01 29 ca 62 e b f1 I"; e l asstype : t r o j a n • ac t i v i t y ; 
r efere nce : u r l , securi t y r esponse . syma nt ec . com/ avce nte r /venc/ data /L\! 32. sob i g . e@mm. htm l ; r e f e r ence: ur 1, doc. emergingthrea ts . net / 2001547; r eference : ur l, ll'IWW . emergingthrea ts . net / cg i ­
b i n/ c vs,~eb. cgi/ sigs/VI RUS /VIRUS_Sob i g_ Trojan_Downl oad _Re quest; sid : 2001547 ; r e v : 7; ) 

#Spy . Wi n32. Ba ncos Tr oja n 
#Submi tted by Matt Jonkma n fo r Spy . l~ in32. Ba ncos Trojan 
# 

#a l e r t tcp $ EXTERNAL_NET $HTTP _PORTS - > $HOME_NET a ny (msg : " ET VIRUS Tr oj a n-Spy .Wi n32 . Ba ncos Downl oad" ; fl ow : establis he d , from_se r ve r ; content: "[As pack□ie ! ] " ; content: " ]0 f 6d 07 9e 6c 
62 6e 68 00 d 2 2f 63 6d 64 9d 11 af af 45 c7 72 ac Sf 3138 d0 I " ; c lass t ype: t rojan-activity; r ef e r e nce: u r l , seeurityres po nse.symantec .com/ avcente r /ve ne / data / pl\! Stea l. ba neos.b. ht ml ; 
r efe r e nce : u r 1 , doc . emergingth reats . ne t / 2001726; r efe r e nce : ur 1, WWL>J . eme r gingthreats. net / cgi - b i n/ cvs LoJeb . cgi / s igs / VIRUS / VIRUS_ Tr oj an - Spy . Wi n32 . Bancos ; s i d : 2001726; r ev : 8; ) 

#from s a ndnet data 
#Di sa bling by defa ul t, hits on the VB a pi, not un i que t o t his v i r us . 
# 

#a l e r t tc p $H01E_NET any - > $EXTERNA L_NET $HTT P_PORTS (msg:" ET USER_AGE NTS Ba ncos Use r -Agent Detected"; flow : established , t o_se r ve r ; co ntent :" l0d 0a lUs e r -Age nt l 3A I vb wi ni net " ; nocase; 
e l asstype : t r o j a n-activ i ty; reference: u r 1, doc . eme r g i ngthr eats. net/2004114; r e ference : ur 1 , l'il..-W . eme r gingthreats . net/ cgi - b i n/ cvs we b . cgi / sigs /VI RUS/ VI RUS_ Tr o j a n - Spy . Win32. Ba ncos; sid: 2004114; 
r ev :4; ) 

#f r om cast l ecops resea r c h , htt p : /h'll',l\oJ . cas t l eco ps . com, s ig by Mat t Jonkman 
# 

a l ert t ep $HOME_NET a ny - > $EXTERNAL_NET $HTT P_PORTS (msg : " ET VIRUS AV- Kille r . Wi n32 Use r Agent Detec ted ( p4r4zlt 3v3 . one14. J ) "; fl ow:esta blis hed,to_se r ve r ; eontent: "Use r -Agent l3a l 
p4r4zlt3v3"; nocase; e l asstype: t rojan-activ i ty; r efe r e nce : u r l , doc . eme rgingth reats . net/ 2003638; r efe r e nce: ur l , WWLoJ . emergingth reats. net / cgi - b i n / cvs LoJeb . cgi / sigs / VI RUS / VIRUS_I.Ji n32_AV - Killer; 
sid:2003638; r e v :4; ) 

# by mr Magie Pa nts 
# 

a l ert t ep $HOME_NET a ny - > $EXTERNAL_NET 25 ( msg: " ET VIRUS Wi n32.SMTP- Ma iler SMTP Outbo un d" ; fl OL\! :to_se r ve r ,establis hed ; eontent: "Subj eet l 3a 20 3a 20 IZONBI E" ; nocase; eont e nt : "X­
Li b r a r y [ 3a I I ndy 9 .00. 10" ; nocase; d i stance : 0; clas s t ype: t r oj a n-activ i ty; r e ference : ur 1 , r e sea r ch . sunbel t - soft \>Ja r e . com/ t h r eatdispl ay. as px?name=\.Ji n32. SMTP-Mai le r &t hr eatid=48095; 
r efer e nce: u r l ,l'IL"'-" · ha ur i . net /v i r us /v irusinf o_ read. php ?code=TRW3000774&sta r t= l ; reference : ur l , doc. eme r gingt hreat s. net / 2003041 ; refe r ence: ur l , 'fl'rlW . emergingthrea ts . net / cgi­
b i n/ c vsweb . cgi/ s i gs/ VI RUS /VIRUS_Wi n32_Maile r ; s id: 2003041; r e v : 6; ) 

# by d nl nj4 
# 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET 1433 (msg: " ET TROJAN Out boun d AVISOSVB MSSQ L Req uest"; flow:established,to_ser ve r; content: " 154 00 42 00 4c 00 5f 00 41 00 56 00 49 00 53 00 4 f 
00 53 00 56 00 42 00 1 " ; e lasst ype : t rojan - ac t i v i t y ; r e f e r e nce: url ,'IIWI~ . t h r e a texpe r t . com/ r e po r t . aspx? md5=1 f5 b6d6d94cc6272c93704Se22e6d192; r efe r e nce: u r l ,doc . eme rgingthr eats . net / 2011199; 
refere ne e : u r 1, \'il"'-" · emergingth r eats. ne t / cgi-bin / evs we b . egi / sigs /VIRUS / TROJAN_AVI SOSVB; s i d : 2011199; r e v : 2; ) 

# by : J er emy Com\fay at sudosecure . ne t 
# ref : bbd144858cbl af3177a02900865d3134 

a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P _PORTS (msg : " ET TROJAN Downl oader Possible AV KI LLER"; fl ow: establi s hed, to_se r ver; content: "GE T "; de pt h : 4 ; uricontent : "SoftName=" ; nocase; 
urico nt e nt : "SoftVe r s i on="; nocase; u r icontent : "Us e r ! P=" ; noea s e; urieontent : "Mae: "; noease; e lass t ype: t r o j an -ac t i v i t y ; r ef e r e ne e: u r l ,doe. eme r gingth r eat s. net / 2009487; 
r efe r e nce: u r l, 1."11."'-" · emergingth reats . ne t / cgi - bin/ cvs we b . cgi / sigs /VI RUS / TROJAN_AVKil le r ; sid : 2009487 ; r ev : 3; ) 
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#by : J e r emy Com.,a y at s udosecur e. ne t 
# ref : 01683f ba5 55b59dac 497 a390e5afea47 

• 
a l e r t tcp $HOME_NET a ny -> $ EXTERNAL_NET $HTT P_ PORTS (msg: " ET TRO JAN AVKi lle r with Bac kdoo r c he c kin" ; flow: established , t o_se r ve r ; content : "POS T " ; depth : 5 ; content : " l0 d 0a 0d 0a l i d : " ; 
nocase; content: "&i p_ i nt:"; nocase; content : "&os: " ; nocase; cont en t : "&av: " ; nocase; class t ype: t r o jan - act i v i t y ; r efe r ence : ur l, doc. eme r g i ngth r ea t s . net/ 2009812; 
r ef e r ence : u r 1 , www . eme r gingth r eats, ne t / cgi - bin / cvSl\leb . cgi / s igs / VI RUS/ TROJAN_AVKi lle r ; s i d : 2009812; r e v : 2; ) 

#by: J e r emy Conwa y at sudosecur e. ne t 
# ref: c d3c73136661 fea7e33ed416669S3bc9 

a l e r t t cp $HOME_N ET a ny -> $EXTERNAL_NET $HTTP_PORTS (msg:"ET VI RUS Ad1>Ja r e / Spyi,,1a r e Ad r o tat o r fo r Rogue AV"; flol\l : es t abli s hed,to_se r ve r ; content : "GET " ; de pt h :4; 
urico nt e nt: " ns i _ ins ta l l . php ?"; nocase; ur icontent : "af f _ i d:"; nocase ; urico nt e nt: "&inst_r es ult=" ; u r i content: "&i d:"; nocase ; c l ass t ype: t r o j a n -ac t i v i t y; 
r efe r ence : u r l , w,.,,,.., . s pyi"a redetector . net/ s pyi"a r e _e ncyc l ope d i a/ Tr o j a n . Vap sup . ht m; r e f e r e nce: ur l , www . spyi,,1a r edetector . ne t / spywa r e_e ncyc l oped i a / Fa ke AntiSpy,"a re . PO\~ER-ANTI VI RUS-2009 . ht m; 
r ef e r ence : u r 1 , M.,,,.., _ t hr eatexpe rt . com/ t h r eat s / adware -agent -gen . ht ml ; r ef e r ence : u r l , nov i r us tha nks. or g/ b l og/ 2008/ 11/ r ogue-ant i spywa r e -2009- se r ve d - t hr o ug h-beed l yus -ads / ; 
r ef e r ence : u r 1 , doc. eme r g i ngth r eat s, ne t / 2009548; re f e r e nce : ur 1, www .emerg ingthr eats. ne t / cgi -b i n/ cvs we b . cgi / sigs /VIRUS/ TROJAN_Ad r ot at e r ; s id ; 2009548; r ev : 3; ) 

#by ped r o ma ri nho 

• 
##a l e rt t cp $HOME_NE T a ny -> $ EXTER NA L_N ET $HTTP_PORTS ( msg : " ET OELETED Agent . END" ; flow: t o_se r ve r , e s t ablis hed ; cont ent :"GET "; de pth : 4 ; uricont e nt: " i dc om p=" ; ur icont e nt " &l oadl ="; 
urico nt e nt: "&hi st=dm"nloaded_use r _ " ; ur i content : "MyVa lue:" ; pc re:" /MyVa l ue =[ a- f 0- 9 ] {32}/Ui " ; cla ss t ype : t r o jan-activity; r e f e r e nce: ur 1, doc . e me r gingthr eat s . ne t / 201024 3; 
r e f e r ence : u r l , M.,,,.., . eme r gingth r eats . ne t / cgi - b i n/ cvs l>Jeb . cgi / sigs / VI RUS/ TROJAN_Agent . end; s id: 201024 3; r e v : 2; ) 

#by Matt Jon kma n 

• 
a l e r t t cp $HOME_NET a ny -> $EXTERNAL_NET $HTT P_ PORTS (ms g: " ET TRO JAN Al ma n Dr oppe r Checki n " ; fl ow:establis hed,to_ser ve r ; ur icontent: "/ i nfo .asp?a ction=post &HD: "; uricontent :"&OT: " ; 
u r i co nt e nt: "&I V,,, " ; uricont e nt : "&AV=" ; c la ss t y pe : t r o j a n-activ i t y ; r e f e r e ne e : u r 1, doc . emergi ngthr ea t s . ne t / 2009203; r ef erenc e: u r 1, www .emer g i ngth r e a ts . net / cgi-
bin/ c vs1"eb . cgi / s i gs/ VIRUS/ TR OJAN_Al ma n; s i d: 2009203; r e v: 2; ) 

#by s ti ll secure 

• 
a l e r t t cp $HOME_NE T a ny -> $EXTERNAL_NET $HTT P_PORTS (msg:" ET TRO JAN MSI L.Amiricil . gen HTT P Che ckin"; flow:es tablished , t o_se r ve r ; ur ico ntent: " / r eg i s te rSess i on . py ?" ; nocase; 
urico nt ent : " pr o j ="; nocase; u r icont e nt: "&count r y="; nocase; uricontent : "&lang=" ; nocase; urico nt e nt: "&cha nne l " " ; noca se; uricont e nt: " sour ce=" ; nocase; content : " l0 d 0a I User- Age nt I 3a I 
NSIS_I ne t c (Hozi lla ) " ; classty pe: t r o j a n - ac t i v i t y ; refere nce : ur l , 1tfll1W . t h r eatexpe r t . com/ r e port . asp x ?md5=af0bbdf6097233e8688c54 29aa97 bbe d; r e f erence: ur 1, doc . emergingt hreat s . ne t / 2011677; 
r e f erence : u r 1 , www . eme r gingth r eats . ne t / cgi - bin / cvs L>Je b . cgi / s igs / VI RUS/ TROJAN_Ami r i cil ; s i d ; 2011677; r e v : 3; ) 

#by matt j on kma n, tM'." . a nt i s PY'"a r ee xpe r t . com 

• 
a l e r t t cp $HOME_NET a ny -> $EXTERNAL_NET $HTT P_ PORTS (msg: " ET TROJAN Antis pyl~a r eexpert.com Fa ke AS I nsta ll Chec k i n"; flow: establis he d , t o_ se r ver; ur i cont e nt : " / ?ac tion="; 
urico nt e nt: "&pc_ id=" ; uricontent; "&abbr : " ; u r i content: "&a: " ; u r i co ntent : "&l : " ; uricontent: "&a dd t " ; clas stype: t r o j an -activ i ty; r e f e r e ne e: url , doc . eme r g i ngth r eats . net / 2008502; 
r ef e r ence : u r 1 , www . eme r gingth r eat s. ne t / cgi - bin / cvs 1.,eb . cgi / s i gs / VIRUS/TROJAN_Anti s pyivareexpe r t . com; s i d: 2008502; r e v : 2; ) 

#matt j onkma n 

• 
a l e r t tcp $HOME_NET a ny -> $EXTERNAL_NET $HTT P _PORTS (msg: " ET TROJ AN AntispyL~a r emaste r . com Fa ke AV Chec kin"; flow: es t a blished , to_se r ve r ; uri co ntent: "?act i on="; uricontent : "&pc_ i d:" ; 
urico nt e nt : "&abbr =" ; u r icont ent: "&e rr:" ; c l asst ype: t r o j an-act i v i t y; ref e r e nce : u r l , doc . emergingth reats . net / 200S282; r ef e r e nce : u r l , M.,,,.., . eme r gingthr eats . ne t / cgi -
b i n/ c vs,"eb . cgi / s igs /VIRUS/ TROJ AN_Ant ispy,"a r emas t e r . com; sid : 2008282; r ev : 2; ) 

#by Ped r o Ma ri nho 

• 
a l e r t t cp $HOME_NE T a ny -> $EXTERNAL_NET $HTT P_PORTS (msg: " ET TRO JAN l-lin32 / Antiv i r u s2008" ; flow:est ab li shed ,to_se r ver; uricont e nt : '' n i ck=" ; nocase; uriconten t : "&g r oup=" ; noca se; 
urico nt e nt : "&os ="; content : "Use r -Age nt I 3a 20 IHozilla I 0 d 0a I" ; class t ype : t r o j a n -ac t i v i t y ; r efe r ence : url , doc. eme r g i ngt h r eats . net / 2008483; refe r e nce : url , Wlll'IJ . eme r g i ngt h reats . net / cgi ­
b i n/ c vs,"eb . cgi / s i gs/ VI RUS/ TR OJAN_Ant i v i r us2008; s i d : 2008483; rev : 5 ; ) 

# matt j onkma n, r e 0S46aebf675c bb00f93c8040d394faSf 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P _ PORTS (msg: " ET TROJAN l-lin32 / Antiv i r u s2008 Fa ke AV I nsta l 1 Repor t"; flm-, : establis hed , to_se r ver; urico ntent: " ?t ype=scanne r &pi n="; 
urico ntent: "&l nd::: " ; c l asstype: t r ojan-act i vity ; r e f e r e nce: ur 1, doc . e me r gingt hr eats. ne t / 2008511 ; r efe r e nce: u r 1, w1vw . eme r g ingt hr eats, net/ cg i - b i n/ cvswe b . cg i / s igs/ VIRUS/ TROJAN_Antiv i r us2008 ; 
sid: 2008511 ; re v : 2; ) 

#by dxp 

• 
#a l e r t tcp $HOO E_N ET a ny -> $ EXTER NAL_N ET $HTTP _PORTS (msg : "ET TRO JAN Armitage Expl oit Req ues t " ; f l ow: establis he d , t o_se r ve r ; co nt e nt: "GE T " ; depth :4; u r i content : " / bof . php" ; 
c l ass t ype : t r o j a n-act i v i t y ; ref e r e nce : ur l , doc . emer gingt hr eat s . ne t /2009032 ; r efe r e nce : u r l , WI.VL\I . eme r g ingthr eats. net/ cgi - bin/ cvs ,.,e b . cg i / sigs /VIRUS/ TROJAN_Ar mi tage ; s id : 2009032; r e v : 3; ) 

#by dxp 

• 
#a l e r t t cp $HOO E_NET a ny -> $EXTERNAL_N ET $HTT P_PORTS (msg : " ET TROJAN Ar mitage Loade r Chec k -in"; flow:establis he d , t o_se r ve r ; cont ent: "GE T "; de pt h :4; u r i cont ent : "/ l ds . ph p" ; 
c l ass t ype: t r o j a n-act i v i t y ; r e f erence : ur 1 , doc . emer gingt hreat s. ne t /2009036; r efe r e nce: u r l , MVL\l .eme r g ingth r eat s. net/ cgi- b i ni cvs we b . cgi / s i gs /VI RUS/ TROJAN_Arm i t age ; s id : 2009036; r e v : 3; ) 

#by mareadmi n 

• 
#a l e r t t cp $ EXTERNAL_NET a ny - > $HOME_NET 7777 (msg : " ET TRO JAN Ar ucer Comman d Exec ut i o n"; flow: establis he d ; cont e nt: " IC2 ES ES ES 9 E OD A4 A3 D4 A6 04 0 3 01 CS A0 A7 Al 03 C8 01 87 07 
87 C8 A7 A6 04 A3 CS D3 Dl D3 D2 01 A0 OC OD A4 D2 D4 DS 98 ES I " ; classty pe : t r o jan-activity ; r e f erence : url, doc . emer gi ngt hr eats . ne t /2010909; r efe r e nce: url , wvM. eme r g i ngthr ea t s . net / cg i ­
b i n/ c vs1"eb. cgi / s i gs/VIRUS/ TROJAN_Ar ucer; s i d : 2010909 ; re v : 2 ; ) 

#by mareadmi n 

• 
#a l e r t t cp $EXTERNAL_NET a ny - > $HOME_NET 7777 (msg : " ET TROJAN Ar ucer DIR Li sting" ; f101" :es t a bli shed ; cont ent : " IC2 ES ES ES 9 E 05 04 0 2 D1 Al D7 A3 A6 CS 0 2 A6 A7 D3 C8 01 84 07 07 CB 
DO 0 2 A6 0 2 C8 02 A7 A7 0 2 D7 A4 06 07 A3 04 DC A3 98 ES I " ; c l assty pe : t r o j an - activ i t y ; r ef e r e nce: u r 1, doc . eme r gingt hr eats . ne t / 2010910; r e f e r e nce: u r l , ...... ,,." . e me r g i ngthreat s . net / cg i ­
b i n/ c vs,"eb . cgi / s i gs/ VI RUS/ TR OJAN_Arucer ; s i d : 2010910; re v : 2; ) 

#by mareadmi n 

• 
#a l e r t t cp $EXTERNAL_NET a ny - > $HOME_NET 7777 (msg : " ET TRO JAN Ar uce r I-IRIT E FI LE comma nd "; flow: established ; cont e nt :" IC2 ES ES ES 9 E DC DO Al DC 00 DO A3 A6 CS Al DS A4 07 C8 D1 83 04 
86 CS A7 DO 01 04 CB D7 06 D7 A4 A7 D6 00 02 A0 D2 A6 OD 98 E5 J" ; classty pe:t rojan-act i vity ; r e f e r e nce : url , doc . emer gi ngt hr e ats. ne t /2010911 ; r efe r e nce: url , www .emer g i ngthr eats .net / cg i ­
b i n/ c vsweb. cgi / s i gs /VIRUS/ TROJAN_Ar ucer; s i d : 2010911 ; re v : 2; ) 

#by mareadmi n 

• 
#a l e r t t cp $ EXTERNAL_NET a ny - > $HOME_NET 7777 (msg : " ET TRO JAN Ar ucer READ FI LE Command"; flow: establis he d ; cont e nt: " IC2 ES ES ES 9 E A3 D3 A6 Dl 06 A0 04 A4 CB 04 D0 00 D4 C8 01 05 D5 
DS C8 A4 Dl OD 06 CS A6 D6 D3 D4 DC 0 3 DC A4 A0 A6 Dl D4 98 ES I " ; classty pe:t r o jan - act i vity; r e f erence : url, doc . emer gi ngt hr e ats . ne t /2010912; r efe r e nce: url , tM'.L eme r g i ngthr ea t s . net / cg i ­
b i n/ c vs1"eb. cgi / s i gs/VIRUS/ TROJAN_Arucer; s i d : 2010912; re v : 2 ; ) 

#by mareadmi n 

• 
a l e r t t c p $ EXTERNAL_NET a ny -> $HOME_NET 7777 (msg: " ET TROJAN Ar ucer NOP Comma nd"; flow:est a blis he d; cont e nt: " IC2 ES ES ES 9 E 0 2 DO 06 A0 A4 A6 A7 A3 CB A0 A3 OD A7 CS Dl DC DO 80 C8 A4 
D5 00 DC CS A3 05 A7 D0 A7 Al D4 07 D3 01 04 A0 98 ES I " ; c l ass t ype: t ro j a n -activ ity ; refere nce: ur l,doc . eme r g i ngthrea t s . ne t /2010913; r efe r e nce : ur l , 1tMw . eme r g i ngt hr e at s . ne t / cg i ­
bin/ c vs1"eb .c g i / s igs / VI RUS/ TR OJAN_Arucer ; s i d : 2010913; re v : 2; ) 

#by ma readmi n 

• 
#a l e r t tcp $EXTERNAL_NET a ny - > $HOME_NET 7777 (msg : " ET TRO JAN Ar ucer FINO FI LE Command" ; flow:establis he d ; content: " IC2 ES ES ES 9 E A0 A4 02 A4 D7 A0 A7 0 2 CS 04 A0 Dl DC CS 01 81 00 
83 CS A7 Dl Al OD CB Al 03 D3 Dl 00 A7 0 2 01 Dl D5 A0 06 98 E5 J" ; classty pe:t rojan-activity ; r e f e r e nce : url , doc.emer gi ngt hr e ats. ne t /2010914 ; r efe r e nce: u r l , www .emer g i ngthr ea t s . net / cg i ­
b i n/ c vsweb. cgi / s i gs /VIRUS/ TROJAN_Arucer; s i d : 2010914 ; re v : 2; ) 

#by mareadmi n 

• 
#a l e r t t cp $ EXTERNAL_NET a ny - > $HOME_NET 7777 (msg : "ET TRO JA!-1 Ar ucer YES Comma nd "; flow:establi shed ; content : " IC2 ES ES ES 9E A0 07 A4 A6 00 D5 OD DC C8 06 DO 07 D5 C8 01 06 83 80 CB 
DO A4 D1 Al C8 A4 D2 D5 07 DO A3 A4 Al DO A6 07 DO 98 ES I " ; classtype: t r o jan- ac tiv i t y ; r ef e r e nce : u r l , doc . eme r ging t hr eats . ne t / 2010915 ; r efe r e nce : u r l , Wll/l" . eme r g i ngt hreats . net / cgi­
b i n/ c vs,"eb. cgi / s i gs/VIRUS/ TROJAN_Arucer; s i d : 2010915 ; re v : 2 ; ) 

#by mareadmi n 

• 
#a l e r t t cp $EXTERNAL_NET a ny - > $HOM E_NE T 7777 (msg : "ET TRO JAN Ar ucer AOD RUN ONCE Command " ; fl ow:establis he d; co nt e nt : " IC2 ES ES ES 9E D6 OD Dl A0 A7 A0 D7 A6 C8 A3 DC A0 A4 C8 01 83 
D3 87 C8 DC 01 A0 A3 CB A6 DC Al 07 Al A4 00 DO A3 Al 04 06 98 ES I " ; c l ass t y pe: t r oj a n-act i v i t y ; r e f e r e nce : ur l , doc . eme rgingt hr eats. ne t / 2010916; r ef e r e nce : u r l , L<JWW . eme r g i ngt hrea t s . ne t / cgi­
bin/ c vs1"eb. cgi / s igs / VI RUS/ TR OJAN_Aruce r ; s i d : 2010916; re v : 2; ) 
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#by mareadm i n 

• 
#a l e r t tcp $EXTERNAL_NET any - > $HOME_NET 7777 (msg: " ET TROJAN Ar ucer DEL FIL E Command" ; flotoi: established ; conten t : " I C2 ES ES ES 9E D1 A3 D1 A3 DS Al DD DO C8 A0 D2 D4 D0 C8 Dl 87 D4 83 
C8 A7 D6 D4 D4 C8 D3 D4 A0 D0 D6 05 A6 D7 A6 OD A3 A6 98 ES ]"; c lasst ype : t r o j a n -activ i t y; r e f er ence: ur l , do c . eme r g i ngth reats.net / 2010917; r e f e r enc e : url , wi,.rw . eme rgi ngth r e at s . net / cgi ­
b i n/ cvs \'~eb. cgi / s i gs/VI RUS / TROJAN_Aruce r ; s i d : 2010917; re v : 2; ) 

#by Da ni e l Cl emens 

• 
a l e r t tcp $EXTERNAL_ NET $HTT P_PORTS - > $HOME_NE T a ny (msg:"ET TRO JAN ASProtect l AS Pac k Pac ke d Bina r y - Like l y Hos t ile" ; flow: from_ se r ve r ,esta blis hed; content :" l 2E 72 73 72 63 1" ; 
content : " I 2E 61 73 70 61 63 68 I" ; 1'4 ith i n : 50; c l assty pe : t roj a n -activi ty ; r efe r e nce: u r l , www.as pac k . com/ downl oads . as px; reference : ur 1, b i t s. pac ketn i njas. o r gl e bl og/ ; 
ref e r e nce : u r 1 , doc. emergingth r eats. net/2008575; re f e r e nce: ur 1, M'll'<I . e mergingthreats. net/ cgi · b ini cvs 1'<1eb . cg i / s i gs / VIRUS / TROJAN_Asp r o t ect_Packed; s id : 2008575 ; r ev : 2 ; ) 

#by Joe Stewa r t of Secur etrorks 

• 
#a l e r t tcp $EXTERNAL_NET any - > $SMTP _SERVE RS 25 (msg : "ET TROJ AN As prox-s t y l e Message IO"; flow: established, to_se r ve r ; ds i ze : <80; content: "Message-ID I 3a20 l "; de pt h : 12 ; content : " I 0d0a I" ; 
within : 68; f l m"bi t s : set, ET . as p r oxmes sageid; f l m~bi ts : noale r t ; classt ype : troj a n · act i v i t y; r e f e r enc e : ur 1, www . secu r eworks . com/ resea r c h/ th reats / danmecasp r ox; 
r ef e r e nce: u r l , doc. eme r gingth r eats . net/ 2008221 ; re f e r e nce : ur l , ww1'<1 . emergingthreats . net / cgi · b i n/ cvs Neb . cgi / s igs / VI RUS / TROJAN_Asp r ox; sid : 2008221 ; rev : 4 ; ) 

#by Joe Steto1a r t of Secur eworks 
# 
#a l e r t tc p $EXTERNAL_NET any - > $SMTP _SE RVERS 25 (msg : "ET TROJAN As prox phi shing email de t ected " ; flow: establi shed , t o_se r ve r ; co nt ent : " From l 3a 20 I "; depth : 6; content : " l 0d0a IBcc I 3a20 I "; 
with i n : 150; f l owbi t s: i s se t , ET. as pr oxmessageid; clas s t ype: t r ojan-act i v i t y; ref erence : u r l , wwvi . secureworks. com/ r esea r c h/ t h r ea t s / da nmecasprox ; 
ref e r e nce: u r 1 , doc . erne r gingth r eats . ne t /2008222; re f erence: ur 1 , WWN . emergingthreats. net / cgi • b i ni cvs 1"eb . cgi / s igs /VI RUS / TROJAN_Asp r ox; s i d: 2008222; rev : 4 ; ) 

#by dxp 

• 
a l e r t tcp $HOME _NE T a ny - > $EXTERNA L_NE T $HTTP _PORTS (msg: " ET TROJAN Asp r ox Fo r m Submiss i on t o C&C"; flm": es t ablishe d , t o_se r ver; content : "POST " ; de pt h : 5; ur icont e nt : " / forum. ph p" ; 
nocase; content: "Content- Ty pe I 3a I mul tipart / fo r m-data I 3b I bo unda r y= l B EF0A57B E110FD467A"; e l ass t ype: t r o j a n- activ i t y; r e f e r ence: u r 1 , doc . eme r gingth r ea t s. net/ 2009054; 
r e f e r e nce: u r l ,WWL" • eme r gingth r eats . net/ cgi - b i n / cvs 1"eb . cgi / sigs / VI RUS /T RO JAN_Aspr ox; s id: 2009054 ; r e v : 3; ) 

#by da rre n s pr uell 

• 
a l e r t tcp $HOME_NET a ny - > $ EXTERNA L_NE T $HTT P _ PORTS (msg: " ET TROJAN As p r ox Data Pos t t o C&C"; f101,1: established, to_ se r ve r ; content : " POS T " ; de pt h: 5; content : "name: I 22 1 s id I 22 0d 0a 0 d 
0a I " ; nocase; content : "name: I 22 I up t I 22 0 d 0a 0d 0a I " ; nocase; conte nt : " name= I 22 I hcc I 22 0 d 0a 0 d 0a I " ; nocase ; c l ass t ype: t r o j a n- a ct i v i t y; 
r efe r e nce: u r l , ww1'<1 . secu r e works. com/ r esea r c h/ t h r ea t s / da nmecaspr ox/ ; r e f e r e nce : u r l ,rMw . t oorcon. o r g/ t cx/ l 8_Br 01•,n . pdf; r e f e r e nce : u r l , dcc. eme r g i ng t hr eats. net / 2010270; 
r e f e r e nce: u r l , wWL'<I . eme r gingth r eats. net/ cgi - bin / cvs1'<1eb , cgi / s i gs / VIRUS / TROJAN_Asp r ox; s i d : 2010270; r e v : 2; ) 

#Ma t t Jonkma n 
# r e c6 f 3 2660948 7 aaae4S 1366728ec5cdd9 

#a l e r t tc p $HCl-1 E_NET any -> $EXTERNA L_NE T 91 (msg: "E T TR OJAN Bac kd oor .1.J in32 . Assas in . 20 .C Cont r o! Session Start " ; flm~: es t ab lished, to_se r ve r ; content : "11000"; de pth : 5; content: "" " ; 
d istance: 4 ; within : 5; f l owbi ts : isnotset , ET . assass i n . s t art; f l m"bi ts: set , ET. a ssass i n . start; c lass t ype : t r ojan-activity; r e f erence : ur l,doc . eme r g ingth r eats. ne t / 2008675; 
r e f e r e nce: u r l , ww1'<1 . eme r gingth r eats . net/ cgi - b i n / cvs L'<ieb . cgi / sigs / VIRUS / TROJAN_As s ass i n; s i d : 200867S; r e v : 4 ; ) 

#Matt Jonkma n 
# r e c6f3 266094B 7 aaae451366728ec 5cdd9 
# 
#a l e r t tc p $EXTERNAL_NET 91 -> $HOM E_NET any (l'lsg: " ET TROJAN Bac kdoor . l.J i n32.Assasi n . 20.C Cont ro! Sess i on Se r ve r Rep l y"; f10 1~bits : i s set,ET . assass in .s t art ; flow: es t a blished,from_se r ve r ; 
d s ize: 12; cont ent: "' 10000002 I 5e 2a I" ; de pt h : 10; f101o1b i t s: set, ET . a ssass i n. re pl y ; c l as stype: t roj an • activ i t y; r efe r e nce : u r 1, doc. eme r gi ngth r eats . net/ 2008676; 
r e f e r e nce: u r l , wWL" · erne r gingth r eats. net/ cgi • b i n / cvs 1"eb . cgi / sigs / VIRUS / TRO JAN_Assass i n; s i d : 2008676; r e v : 4; ) 

#Matt Jonkma n 
# r e c 6f326609487aaae451366728ec 5cdd9 

• 
#a l e r t tc p $HOM E_NET any -> $EXT ERNA L_NET 91 (msg:" ET TROJAN 8ac kdoor.l.J in32 . Assas i n . 20.C Cont r o ! Cha nne l Clie nt Re pl y" ; fl m~: es t ab li she d,to_ser ve r ; ds i ze: 10; cont e nt: "10000000 ISe 2a l "; 
flovsb i ts: i sset, ET. assas si n . r ep l y; class t ype: t r ojan-act i v i t y ; r e f e r e nce: u r l , doc . eme r g i ngthreats. net / 2008677; r e f e r e nce : ur l , WL'll,J . emergingth reat s. net/ cg i · 
b i n/ cvsweb . cgi / s i gs / VIRUS / TROJAN_Assass in ; sid: 2008677; r ev :4 ; ) 

#by: Jeremy Con1o1ay at sudosecu r e . net 
# r e f : 8a8f 0708 b0Se0 177 acc4c5 7a09c70790 c42c3b5c83 2ac87221bb5ac88ed3feb7 

a l e r t t cp $HOME_N ET a ny - > $EXTERNA L_NE T $HTTP_PORTS (msg:"ET TROJAN At ya Dropper Poss ib l e Root kit - HTTP GE T" ; flow: establ i s he d , t o_ se r ve r ; co nt e nt : "GET " ; depth :4; u r i conten t : " b=" ; 
nocase ; u r ico ntent : "&i df ="; nocase; u r iconten t : "&v=" ; nocase; u r icont e nt : "&o="; nocase; c l ass t y pe: t r ojan-act i v i ty; re f e r e nce : ur l , wi.'11~ . pa r etologi c . com/ r e sources / definit i ons . as px? 
remove=%41%67%65%6e%74%20%41%74%79%61%20%S4%72%6f%6a%61%6e; r e f e r e nce : u r l , dcc. eme r gingt hr eats . net/ 2009450 ; r e f e r e nce : u r l , whw . eme r gingthr eats . net / cg i · 
b i n/ cvsweb . cgi / sigs/VI RUS / TROJAN_At ya; s i d : 20094S0; r ev : 2; ) 

#by J a i me Blasco a t alienva u l t a nd matt jonkma n 

• 
a l e r t tcp $HOME_N ET a ny - > $ EXTERNA L_N ET 443 (insg:"E T TROJAN Aurora Bac kdoor (C&C ) client connection t o CnC" ; flow:est abli shed, t o_se r ve r ; cont ent:" Jf f ff ff ff ff ff 00 00 f e ff ff ff 
ff ff ff ff ff ff 88 ff I" ; dept h : 20 ; flowbi t s: set, ET . a uro r a . in it; cla sstype: trojan-activity; r e f e r e nce: u r l , W'!.'il~ . t ru s t edso ur ce . o r g/ b l og/ 373 / An- I ns ight - i nto - t he - Aur ora-Commun i cation­
Pr ot ocol ; refe r ence: url, doc . eme r gingth r ea t s . ne t / 2010695; r eference: url, www .eme r g ingth r eats . ne t / cgi -bin/ cv s1-,eb . cgi / sigs / VI RUS/ TROJAN_Aur ora; sid : 2010695 ; r ev : 2; ) 

#by Jaime Bl asco a t a l ienva ult a nd matt jonkma n 

• 
a l e r t tcp $ EXTE RNAL_ NET 44 3 -> $HOM E_NE T a ny (l'lsg:" ET TROJAN Auro ra 8ac kdoor (C&C) connec t i on CnC r esponse"; f101,1bi t s : isset , ET . a uro r a . in i t ; flm~:est a blishe d , from_ se r ve r ; content " Ice cc 
cc cc cd cc cc cc cd cc cc cc cc cc cc cc I"; depth : 16; class t ype: t r ojan-act i v i t y ; r e f e r e nce: u r 1, www . tr ustedsource.org/ bl og/ 373/ An- l ns i ght- i nt o - t he-Aur o r a-Communication - Prot oco l ; 
ref e r e nce: u r 1 , doc. emergingth r eats. net/2010696 ; re f erence: ur 1, M'll'<I , e mergingth r eats. net/ cgi · b i ni cvs 1o1eb . cgi / s i gs / VIRUS / TROJAN_Auror a ; s id: 2010696 ; rev : 2; ) 

#by Jaime Bl asco a t alienva ult a nd matt jonkma n 

• 
#a l e r t tcp $HOME_N ET a ny - > $EXTERNA L_N ET 10 24 : ( msg : " ET TROJAN Aut orun . qv i Re lated HTTP Get on Off Por t "; f101" :established , t o_serve r ; conten t : "GET / get_r . php?fid=" j d e pt h: 19; 
content : "&mac="; d i stanc e : 0; 1."it hin : 15; content : " &ve r s i on="; d istance: 0; content : "&uui d="; di s t a nce : 0; c l ass t ype: t r o j a n- ac t i v i t y; r e f e r ence: ur 1 , dcc . eme rgi ngthr eat s . net / 20087SS; 
r e f e r e nce: u r l , WL""' . eme r gingth r eats . net/ cgi - b i n / cvs L'<ieb . cgi / sigs / VIRUS / TRO JAN_Aut o r un; sid : 2008755; r e v : 2; ) 

#by : Jeremy Com"ay at sudosecu r e . net 
# r e f : Saflc119ba1818099b4e4915f 5bb15e9 
# 
a l e r t tcp $HOME_N ET a ny - > $EXTERNAL_NET $HTT P_PORTS (msg:" ET TRO JAN Generic I.J i n32.Autor un HTT P Post "; flow:est abli s hed , t o_se r ver; cont ent : "POST "; de pth: 5; uricontent :"cbID="; nocase; 
uricontent : " c bVe r =" ; nocase; u r i co nt ent : "cbT i t =" ; nocase ; co nt ent : ! "Use r -Agent \ : " ; noc ase; co nt ent: " cbBody="; noc ase; e l ass type : trojan -activ i t y; 
r e f e r e nce: u r l , WWl" - t hr eatexpe r t . com/ t h r e at s /No r m-wi n32- aut orun . htm l ; ref e r e nce: u r l , doc . emergingth reats . net/ 20095-16; re f erence : ur l , wi."'" · e me r gingth reats. net/ cgi ­
b i n/ cvsweb. cgi / sigs/VI RUS/ TROJAN_Aut orun; sid : 2009516; r e v : 2; ) 

#Genera! BHOs and t he like 
#by J e r emy a t Sudosecu r e 
# r e f : a2404de3a 35a263d775ceb4 51173f304 

• 
a l ert tcp $HOME_NET a ny - > $EXTERNA L_NET $HTT P_ PORTS (msg: " ET TROJAN Rouge Secu r i ty Soft wa r e Win 32.BHO.egvi"; flov, : establis hed,to_ serve r ; cont e nt : "GET "; de pth:4; ur i co nt e nt: " php? "; 
noca se; urico nt e nt : "aff id=" ; nocase ; u r i content : " s ub i d =" ; no ca se; ur i content : "guid=" ; noca se; uricont e nt: "ver= " ; noca se; ur icon tent : " key= " ; no ca se; c l a sst y pe : t r o j a n-ac tivi t y; 
ref e r e nce: u r 1 , research . sunb e l t- sofhare. com/ t hr ea t d i s pl ay . as px?name=T rojan . \-J i n32. BHO. egw&t h r eatid=31 3636; r ef e r e nce : u r 1, doc. eme r gi ngth r eats . net/ 2008461 ; 
r e f e r e nce: u r l , wwL" - eme r gingth r eat s . net/ cgi - b i n / cvs 1"eb . cgi / s igs /VI RUS /T RO JAN_BHO; s i d : 2008461; r e v : 2; ) 

#by Ma r cus a t unso be r 
# r e f : 30b2cc13a86a15396a2Se89c2860351d 

• 
ale r t udp $HOME _NET 1024 : -> $ EXTERNA L_NET 1024 : (msg : "ET TROJAN Backdoo r Possi bl e Backdoo r . Cow Vari ent ( Backdoor .Wi n32 . Age nt . l am) C&C traf fi c"; co nt e nt: " I 6C 3C I "; dept h : 2; co nt ent:" I 3E 
20 1 " ; 1'4 i t h i n: 3; co nt e nt : " bid="; nocase; within: 20; co nt ent : " bve r =" ; nocase; 1"i t hin : 20; cont e nt : " b i p="; noc ase ; 1"i t hi n : 20; content : "bn="; nocase; 1,d t h i n : 20; class t ype :tr o j a n-act i vity; 
r e f e r e nce: u r 1 , doc. eme r gingth r eats. net/ 2008465 ; re f erence: ur 1, M'll'<I . e me r gingth reats. net/ cgi · b i ni cvs 1o1eb . cgi/s i gs / VI RUS / TROJAN_Bac kd oor . Cow; s i d: 2008465; r e v : 2 ; ) 

#by Pe dro Marinho 
# r e 4 bde l bc 2f7 b6d4e l l b la5 70aaa52df5 7 

#a l e r t tc p $HCl-1 E_NET any - > $EXT ERNA L_NE T 10 24 : ( msg : " ET TROJAN Bac kdoo r . Wi n32 . Age nt . f vt Chec kin "; fl o1~:es t ablishe d,to_ser ve r ; content : "GET "; de pt h :4; co nt e nt:" . php?"; nocase; 
content : " l ve rs i on="; nocase; con t e nt: "wve r s ion=&e ve r s i on:&fi d=" ; no ca se; content : "&mac ="; noc ase; c lass t ype : t r ojan-activ i t y; reference : ur l,doc . eme r g ingth r e a ts . ne t / 2008667; 
r e f e r e nce: u r l , WL"1,J . eme r gingth r eats . net/ cgi - b i n / cvs L'<ieb . cgi / sigs / VIRUS / TRO JAN_Bac kdoor . Ge nera l ; s id : 2008667; r ev : 3; ) 

#matt j onkma n , r e l f8 169a4694ec450a9f 247469b7cba f4 
# 
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a l e r t tc p $HOME_NE T a ny - > $EXTERNA L_NET $HTT P _PORTS (msg: " ET TROJAN Ge ne r a i l>J i n32 Bac kd oo r Checkin POST Pac ket 1 " ; flow: es t a blis hed, to_se r ve r ; u r icontent: " / add . php" ; content : " I 0d 
0a lUs er- Agent [3a l Mo zi lla / 4 . 0 ( compatib l e l 3b l MSIE 6.0 l3b l Windows NT 5 . 1 ]3b l SVl ) l0d 0a l " ; flOl~bits : noa l e r t ; f10\.'1bit s:se t ,ET. bd l ; class t ype :tr ojan -activity ; 
ref e r e nce: u r 1 , doc . eme r gingth r eat s . ne t / 2009240 ; r e f e r e nce: ur 1 , WWhl . e merg i ngthrea t s. ne t / c g i - bin/ cvs 1oJeb . cgi / s igs/VI RUS/ TROJAN_Bac kdoor . Gene r a l ; s i d : 2009240; r ev : 3 ; ) 

#matt j onkman , r e lf8169a4694ec4 50a 9f 24 7469b7cbaf4 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg: " ET TROJAN Gene r a i l•Ji n32 Bac kdoo r Checkin POS T" ; f10 1oJ :est a bli s hed ,to_serve r ; cont e nt : " l 0d 0a 0d 0a lAdmi n: " ; de pt h: 10 ; 
conten t : "&Use r Name:: " ; d i s t a nce : 0; ,~ithin : 25; co ntent : "&I s Pro xy =" ; d is t a ne e :0 ; 1-'ii th i n: 50 ; flo\.'ib i ts : i sset , ET . bd l ; e l a ss t ype : t r o jan-activ i t y ; r eference : ur l , doc . eme r gingth r ea ts . net / 2009241 ; 
r e f e r e nce: u r l , WWl'l . eme r g i ngth r eats. net/ cg i - bin / cvs 111eb . cgi / sigs / VI RUS/ TROJAN_Bac kdoor . Ge ne r a l ; sid : 2009241 ; r ev : 2; ) 

#Matt Jonkma n, a na l ys i s f r om capt ur ed b i na r y 
#Don ' t know a l ot about th i s o ne . But the cont r o! sess i on i s appa r e ntly o pened by a 00 00 00 00 
#The n t he bot r e plies with a pac ket t ha t beg i ns 111 i th t he da t e i n fo r m s uc h as 20060622 , a nd 
#among othe r t h i ngs conta i ns t he host OS info. 
#Si nce t h i s is a \.'iindos bot , 1.oJe ca n ass ume t he wo r d windows wi ll be i n t he r e . 
#Hopef ul l y \.'le can update t he s e as mo r e i s l ea r ned. Thi s i s sort a c r ud e , but sho uld 
#be r e li ab l e t o no t f a l se pos at l eas t . . 

• 
#a l e rt tc p $HOM E_NET a ny - > $EXTER NA L_NET 8000 (msg : "ET TROJAN Bac kdoo r . Hupigon Poss i b l e Cont r a i Connection Be i ng Esta blished" ; flow:establi s hed ,to_serve r ; d s i ze :4 ; cont e nt:" 100 00 00 
00 1 " ; f10t.,ib i t s : set, BSHupigonCo nt r o l St ar t ; class t ype : t r o j a n-ac t i v i t y ; r e f e r e nce: ur 1, wviw . a vi r a. com/ e n/ th r eats / sect i o n/ ful l det a il s / i d_v i r / 1051/ bds_hup i gon. bo , ht ml ; 
r e fer e nce : ur 1 , doc. eme r g ingth r eats. ne t /2002974; r e f e r e nce : ur 1, ww111 . e me r g ingth r eat s. net / cgi - bini cvs 1oJeb . cgi / s i gs /VIRUS/ TROJAN_Bac kdoor. Hup i gon ; s id : 2002974 ; r ev : 3; ) 

#Matt Jonkma n , a na l ys i s f rom capt ur ed bina r y 
#Don ' t kno \.'i a l ot ab out t hi s one . But the con t rol se ssion is appa r e nt l y o pe ned by a 00 00 00 00 
#Then t he bo t replies 111 ith a pac ket t ha t begins with the da t e i n f o r m s uc h as 20060622 , a nd 
#among ot he r t h i ngs cont a i ns t he hos t 05 i nf o. 
#Sinc e t h i s i s a wi ndos bot, 1-Je ca n ass ume t he word windows wi ll be i n t he r e . 
#Hope fu lly we can update these as more i s l ea r ned. This i s sorta c r ude, but shou l d 
#be r e lia b l e t o not fa l se pos a t l eas t . . 

• 
#a l e r t tc p $HCl'1 E_NET a ny - > $EXTE RNA L_NET 8000 (msg : " ET TRO JAN Bac kdoo r . Hupigon I NF ECTION - Repo r t i ng Host Ty pe " ; fl m11 : established , t o_se r ve r ; fl o\.'J b i ts : isset , BSHu pigonCo ntro l Star t ; 
content : "L~i ndm11 s " ; fl owbi t s : i sset , B5HupigonCo nt ro l St a r t; e l as s t ype : t r o j a n - act i v i t y ; r e f e r e ne e : u r 1, W'rll.11 . av i r a . com/ e n/ t hr e a ts / sec t i on/ fu llde t a ils / i d_v i r / 1051/ bd s_hup igon . bo . ht ml ; 
r e f e r e nce: u r l , doc . eme r gingth r eats . net / 2002975; r e f e r e nce : url , ww1. ... . e mergi ngth reats. net / cgi - bin/ cvs Neb . cgi / s i gs / VI RUS/T ROJ AN_Bac kd oor . Hup i gon ; s id : 2002975; r ev : 3; ) 

#by Matt Jonkma n 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET 1024 : (msg:" ET TROJAN Backdoor .Hin32.VB.cfi ( r e l at e d ) System I nfo Upl oad via FTP" ; flow:est ablished, t o_server; con t e nt : " .. •• n • .. • • n c o - Key 
Pac k• .. • ••• • .. ••• • " ; cont ent : " l0d 0a lMi crosoft \.Jindows Produc t IO CD Ke y l 3a I"; dist ane e :0; c l ass t ype : trojan-activity ; r e f erence : ur l , doc . eme r gingth r ea ts . ne t /2008005; 
r e f e r e nce: u r l , ww1.,i . eme r gingth r eat s . ne t / cgi • b in / cvs 1oJeb . cgi / sigs / VI RUS/T ROJAN_ Bac kd oor . VB. cfi ; s i d : 2008005 ; r ev : 4 ; ) 

#by Scott Me ln i c k 

• 
a l e r t tc p $HOME_NET ! $HTTP _PORTS - > $EXTERNA L_NET 1337 ( msg : " ET TROJAN Wi n32 . SkSocket C&C Connection" ; flo\.'1 : es t a bli s hed , t o_ se r ve r ; flags : PA , 12; ds ize : 1 ; content:" 104 1 " ; 
e l assty pe: t ro j a n-activ i t y ; r efe r ence: u r 1 , dc c . eme r g i ngthr eat s. net / 2007585; r ef e r e nc e : u r l , l\lh'l.oJ . eme r g ingthr eat s . ne t / cgi - bin/ cvs 1.~e b . cgi / sigs / VIRUS/ TROJAN_Bac kdoo r . l~i n32. SkSocke t ; 
s i d:200758 5; r ev : 4 ; ) 

#by matt j onk.ma n a nd v ict o r j u lien 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET 1024: (msg :" ET TROJAN Backdoor .L-ti n32 . VB. br g C&C Chec ki n" ; fl ow:es t ablished ,to_ s e r ve r ; content : "St a t us l 2a 2B Ji d l e l 2e 2e 2e 29 2a l "; de pth :17; 
off se t : 0; e l a ss t ype : t ro j a n- act i v i t y; refe r e nce: ur l , doc. e me r gingt hreat s . ne t / 2007922; r efe r enc e : ur l , .,,r,,rw . e me r gingt h r eats . ne t / cg i - bin/ c vs v1 e b . cg i / s i gs / VIR US/ TROJAN_Bac kdoor .Wi n32 . VB; 
s i d:2007922; r ev : 5 ; ) 

#by matt j onk.man a nd v i e t ar j u lien 

• 
a l e r t tc p $HOME _NET a ny - > $EXTERNA L_NET 1024 : (msg : "ET TROJAN Backdoor . L-tin32 . VB. br g C&C Re porting Vers i on" ; flow: establishe d , t o_ se r ve r ; cont e nt : "Ve r sion i 28 2a l " ; dept h : 9; offse t :0; 
content : "I 29 2a I"; with i n : 8 ; e l asst ype : t r o j a n - act i v i t y ; r ef e r enc e : ur l , doc. eme r g i ngth r ea t s . net /2007979; r e f e r e nce : ur 1, 1wiw . eme r g i ngth r ea t s . net / cgi-
b i n/ cvsweb. cgi / s i gs / VIRUS/ TROJAN_Backdoor. \,J i n32 . VB; s id : 2007979 ; r e v : 5 ; ) 

#by matt j onkman a nd v ictor j u lien 

• 
a l e r t t cp $EXTE RNAL_NET 1024 : - > $HOME_NET a ny (msg : "ET TROJAN Bac kdoo r .Hin32 .VB. br g c&c Kill Comma nd Send" ; flov1: establis he d,from_se r ve r ; d s i ze: <35; conten t : "kil l- "; offset:0; de pt h :5 ; 
pe r e : " / k i ll \ - \ d+ . \ d+ . \ d+ . \ d + \ : \ d+%\ d+/" ; c l asst ype: t rojan-act i v i t y; r efe r e nce: u r l , doc . eme r gingth reats . net/ 2007980 ; r e f e r e nce : ur l , ww111 . e me rg ingthreats . ne t / cgi-
b i n/ cvsweb. cgi / s i gs /VI RUS / TROJAN_Bac kdoor. I.J in32 . VB; s id : 2007980; r e v : 3; ) 

#by matt jonkma n a nd v i c t or j u lien 

• 
a l ert tcp $HOME_NET a ny - > $EXTERNA L_NET 1024: (msg : " ET TROJAN Backdoo r .Hin32 . VB. br g c&c Ki ll Command Ac knowl edge"; flow: es t ablis hed , to_se r ve r ; ds ize: 29; co nt e nt: "St atus I 28 2a I UDP 
Attac k Runn i ng ! I 2a 28 I "; offset :0; e l ass t ype : t r o j a n-activ i t y ; r e f e r e nce : u r 1 , doc. eme r g i ngth r e a t s. net / 2007981 ; r efe r ence : u r l , 1.wm . eme r gingt hrea t s . ne t / cgi-
b i n/ cvsweb . cgi / s i gs /VI RUS / TROJAN_Bac kdoor . I.J in32 . VB; s id : 2007981 ; r e v : 4 ; ) 

#by matt jonk.ma n a nd v i cto r j ulien 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET 1024 : (msg : "ET TROJAN Bac kdoo r . L-ti n3 2 . VB. br g C&C DDoS Out bound"; f101-., :establishe d, from_server; ds i ze: >100 ; co nt e nt:" l ff ff ff ff l " ; de pth : 4 ; 
conten t : " o!tm you bi tch ! " ; 111 i th i n: 20; cont ent : " I 01 01 01 01 0 1 01 01 01 01 0 1 0 1 01 01 I"; e lasstype: troj a n - act i v i t y ; r ef e r e nce : url , doc eme r g i ngth r ea t s . ne t /2007982; 
r e f e r e nce: u r l , WWl>J . eme r gingth r eats. net / cgi- bin / cvs 111eb . cgi / sigs / VI RUS / TROJAN_Bac kdoor . Wi n32. VB ; sid : 2007982 ; r e v : 3 ; ) 

#matt j onkman, r e 0ec9e59de960ec4a7d585a9a d7f c5719 

• 
a l ert tcp $HOME_NET a ny - > $EXTE RNA L_NET 1024: (msg : "ET TROJAN Backdoor .L-ti n32 . VB. f d i Bot Re porting t e Cont r olle r "; flow: es tablished, t o_server; conte nt : " s t a te I 3a l 0 - zombi e is ready fa r 
cont ro l " ; de pt h: 38; classt y pe: t roj a n-activ i t y; r e f e r e nce : ur 1 , dcc . e me r g i ngth r eat s . net/ 2008507; r e f e r e nc e : u r 1 , M·l'N . eme r g ingthreats . net/ cg i -
b i n/ cvsweb. cgi / s i gs /VI RUS/ TROJAN_Backdoor. I.J i n32 . VB; s id : 2008507; r e v : 3; ) 

#by J e r emy of s udosecur e 
# r e f : 82b9407 33 7a991b52daffd0078d02e6a 

a l e r t tc p $HOME _NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (msg: " ET TROJAN Ba nke r / Ba n br a Va r i a nt POST v i a x -www-for m-urlencoded" ; flow:est ab lished, t o_ se r ver; u r i content :" . ph p" ; cont ent: "POST 
" ; de pt h: 5 ; content: " I 0D0A I Content - Type I 3a20 I a ppl i cation/x - tiww-for m- u r l e ne od ed I 0D0A I Con t e nt - Lengt h I 3A20 I"; de pt h: 150 ; nocase ; co nt e nt : " f rom: " ; nocase; cont e nt : " I 26 I F r olll'-1a i l : " ; nocase; 
cont en t : "I 26 I destino ="; nocase; co nt ent: "I 26 I ass unt o =" ; nocase; co ntent :" I 26 lme nsagem: " ; noca se ; e l asst ype: t ro j a n - act i v i t y ; r ef erenc e : ur l , doc. eme r g i ngth r ea t s . net /2008331 ; 
r e f erence: u r l , WWL.'l. eme r gingth r eats. net / cgi- bin / cvs LoJeb . cgi / s igs/VIRUS /T RO JAN_ Banbr a ; s i d : 2008331 ; r e v : 3; ) 

#Matt j onkma n , re 0d3ff9cfa6bld6 a8aeabaf0 d73elfc5c 

• 
a l e r t tc p $HOME _NET a ny - > $EXTE RNA L_NET $HTTP _PORTS (msg: " ET TROJ AN Banke r / Ban br a Re l at eci HTTP Post- i nf ect i on Chec k i n" ; flm11 : establi s hed , to_se r ve r ; content . "POST 
content : "I 0d 0a 0d 0a I t i po: c l i &c li: " ; c l ass t y pe : t rojan-activ i t y ; r e f e r e ne e: u r l , doc . e me r g i ngth r ea t s . net / 2009296 ; r e f e r e nc e : url , www . e me r gi ngt h r eat s . ne t / cg i ­
b i n/ cvs111eb . cgi / s i gs / VI RUS / TROJ AN_Ba nbr a ; s i d : 2009296 ; r e v : 2 ; ) 

# by Matt Jonk.ma n 
#Bandook 1. 2 

• 

de pt h: 5; 

#a l e rt tc p $HOM E_NET a ny - > $ EXTERNA L_NET 10 24 : 65535 (msg: " ET TROJAN Bando ok v l . 2 I n i tia l Connection a nd Re por t " ; f10 1oJb i t s : i sno t se t , BE. Ba ndookl . 2 ; f101-., : es t a blis hed , to_se r ve r ; 
cont e nt : "&fi r st& # "; pe r e : "/# \ d+d \ d+ dh \ d+m # / i R" ; c lass t ype: t r ojan-activ i t y ; f l o!ti bi ts : set, BE . Ba ndookl . 2; r e f e r e nce : ur l , L\IWl/1 . nu c l ea r 1-., i nt e r cre 111 . com; r e f er e nce: url , r esea r ch . su nbel t ­
softwa r e . com/ t h r eatdis p l a y . aspx ?name= Ba ndook&t hreat i d=40408; r e f e r e nce : u r l , doc . eme r g i ngthr eats . net/ bin/v i e w/Ma in/ Troj a nBa ndoo k; r efe r e nce : u r 1, www . eme r g i ngthr eats . ne t / cgi-
b i n/ cvsweb. cgi / s i gs /VI RUS / TROJAN_Ba ndook; s id : 2003549; r e v : 5; ) 

#by Matt Jonkma n 
# Bando ok 1 . 2 

• 
#a l e rt tc p $HOM E_NET a ny - > $EXTER NA L_NET 1024 :65535 (ms g: " ET TROJAN Ba ndook vl.2 Get Pr ocesses " ; flowbit s : i sset , BE. Ba ndookl. 2; flm,. :establi shed, t o_serve r ; d s i ze:8; c o ntent:" 199 9b 86 
Ba 8 5 80 9a 9d I "; c l as s t y pe: tro j an -activ i t y; r ef e r e nce : u r 1, ttrM . nuc l ea r 1.,i in t ercrew. com; re f e r e ne e: ur 1, r esea r ch . sunbe l t - sof t wa re. com/ t hrea t d i s p l ay . a s px? name= Bandoo k&t h r ea tid=40408; 
r e f erence: u r 1 , doc. emergingth r eat s . ne t / bin/v i e w/Ma i n/ Troj a nBa ndoo k; r ef e r ence: u r 1, WW\.'J . eme r g ingt hr eat s . ne t / cgi - bin/ cvs ,..,e b . cgi / sigs /VI RUS/ TROJAN _Ba ndook ; sid : 2003550; r e v : 5; ) 

#by Matt Jonk.ma n 
#Ba nd ook 1 . 2 

• 
#a l e r t tcp $HOM E_NET a ny - > $ EXT ER NA L_NET 1024 :65535 (msg:" ET TRO JAN Bandook v l . 2 Kill Pr ocess Comma nd " ; flowbits : i sset , BE. Bandookl. 2; flm11 :established ,to_se r ve r ; d s i ze: >8; 
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c ontent : "kill3d "; of fset : 0 ; dept h : 6; e l asstype: t ro j a n-activ i t y ; r e f e r ence : ur l , www . nuc l ea rwi nter c r ew. com; r ef er ence: ur l , r esea r ch . s unbe l t - s of tt,a r e. com/ t h r ea td i sp l ay . as px ? 
name=Ba ndoo k&t hr eatid=40408; r efe r e nce : ur l , doc . eme rgingt hr e ats. net / bi n/v iew/Main/ Tro janBandoo k; r ef e r e nce : ur 1 , 1,.n.>JW . eme r gingt hr eats . net/ cgi - bin/ cvswe b . cg i / sigs / VIRUS/ TROJAN_Ba ndook; 
sid :2003551 ; r e v :5 ; ) 

# by Mat t Jon k.ma n 
#Bandook 1 . 2 
# 
#a l e r t t c p $EXT ERNAL_NET 1024:65535 - > $1·K)ME_NET a ny (msg: " ET TROJAN Bandook v l . 2 Repo r ting Soc ks Pr oxy Active"; flo1-Jbits:isset , BE. Bandookl . 2; flo\.'J :es t a blished , fr om_se r ve r ; dsize :7; 
c ontent ; " soc kson" ; o f f set: 0 ; c l ass t ype : t ro j a n - ac t i v i t y ; ref er ence: ur l , llf'IM . nu c l ea r wi nte r cr e L>1 . c om; r eference : ur 1, r esea r ch . s un be lt - s of b 1a r e. c om/ t hr eatdisp l a y . as px? 
name=Ba ndoo k&t hr eatid=40408 ; r efe r e nce : ur l , doc . eme rgingt hr e at s . net / bi n/v i ew/Main/ Troj a nBa ndook; r e f e r e nc e : ur 1 , L\IWW . eme rgingt hr eats. net/ cgi - b i n/ cvswe b . cgi/ sigs / VI RUS/ TRO JAN_ Ba ndook; 
sid :2003552; r e v :5 ; ) 

# by Mat t Jonkma n 
#Bandook 1 . 2 
# 
#a l e r t t c p $EXTERNAL_NET 1024:65535 - > $HOME_NET a ny (msg: " ET TROJ AN Bandook vl. 2 Repo r ting Soc ks Pr oxy Off " ; f101·1bit s : isse t , BE. Ba ndoo kl. 2; flow: establishe d , from_se r ve r ; ds i ze: 8; 
c ontent ; " soc ksoff " ; of f set :0 ; c l asstype: troj an-activ i t y ; r efe r e nce: ur l , \.',r..n·, . nuclea n -J inte r c r ew. com; r efe r e nce: ur l , researc h . s unbe l t-sof b Jar e . com/ t hreatd i s p l ay . aspx ? 
name= Ba ndoo k&t h r eat i d=40408; r efe r e nc e : ur 1 , doc . emergingt hr eats. ne t / bi n/v iew/Ma i n/ Tr oj a nBa ndook; r ef e r e nc e : url , 1\IWW . eme r g i ngt hr eats. net/ cgi - b i n/ cvsweb . cgi / s i gs / VIRUS/TROJAN_ Ba ndook; 
sid : 2003553 ; r e v :5 ; ) 

# by Mat t Jon kman 
#Bandook 1 . 2 
# 
#a l e r t t c p $EXTERNAL_NET 1024:65535 - > $1·K)ME_NET any (msg : " ET TRO JAN Bandook vl.2 Client Pi ng Rep l y"; flowbi t s : i s s e t , BE. Ba ndookl . 2 ; f101~ :establi s he d, from_ s e r ve r ; ds i ze: 10 ; 
content : "&S EXRE PL Y&"; of fse t : 0 ; c l as sty pe: t r o j an-activity; r e f e r e nce: ur l , \.'l\'ll>l . nuc l ea r winterc r ew. com; r e f erence: ur l, r esea r c h . sunb e l t -sof t 1~a r e . com/ t hr ea t d i sp l ay . as px? 
name=Ba ndoo k&t h r eatid:40408 ; r efe r e nce : ur 1 , doc, eme rgingt hr ea t s. net / bi n/v iew/Main/T r ojanB a ndook; r ef e r e nce : ur 1 , 1,,.,.>JW . eme r g i ngt hr eats . ne t / cgi - b i n/ cvswe b . cg i / s i gs / VIRUS/ TROJAN_ Ba ndook; 
s i d : 2003554; r e v :5; ) 

#Ba ndook 1 . 35 

a l e r t t cp $HOME_NET any - > $EXTE RNAL_NET 1024 : 65535 (msg : "ET TROJAN Ba ndook vl. 35 I n i tia l Connec t ion a nd Report "; fl owbi t s : i sno tset, BE. Bandoo kt. 35; f1 01,i : establis hed , t o_s e r ve r ; 
c ontent : " l cf 8f ( " ; o f f set:0; de pt h : 2; c ont ent: " 120 26 26 26 1" ; d istance : 50; c l ass t ype:t r o j a n-ac t i vity ; f l owbit s : set,BE. Ba ndoo kl . 35 ; r efe r e nce: ur l , \.'JW\.'1. nuclea r winte r c r ew. com; 
r ef e r ence : ur 1, r esear ch. sunbe lt - sof t 1>1a r e. com/ t hr ea t d i s pl a y . as px ?name: Ba ndook&t h r e at i d: 404-08 ; r ef e r e ne e : ur l , doc . eme r gi ngthr eats. net / bin/v i ew/Ma i n/ Tr o janB a ndook ; 
r ef e r ence : ur l , w1.>JW . emer gingt hr eats. net / cgi - bin / cvs web . cgi / sigs / VI RUS / TROJAN_Bandook; sid ! 2003555; r e v : 5; ) 

#Bandook 1 . 35 
# 
a l e r t t cp $ EXTERNAL_NET 10 24 : 65535 -> $HOM E_NET any (msg : " ET TROJAN Ba ndook vl . 35 Keepalive Send" ; fl owbi ts: i sset,BE . Bandookl.35; flo\.'J :establis hed , fr om_se r ver; ds i ze : 6; c ontent : " l cf a b 
a8 a7 ae cf I"; of f se t : 0 ; classty pe : t r oj a n - activity; r e f e r ence; u r l , www .nuc l ea n >J i nte r crew. com; r efe r ence : u r 1, r esea r ch . s unb e l t - sof t wa r e . com/ t hr ea t d i sp l ay . a spx ?name: Bandoo k&t h reat i d:40408; 
r ef e r ence : ur l , doc. emer gingthr eats . net / bi n/v i ew/Ma i n/ Tr oja nB and ook; r e f e r ence: u r 1, Mm . eme r g ingthr eats . net / c gi -b i n/ cvs1-Jeb . cg i / sigs/ VIRUS / TROJAN_Ba ndook; s i d : 2003556 ; r e v : 5; ) 

#Bandook 1 . 35 
# 
a l e r t t cp $HOME_NET any - > SEXTERNA L_NET 10 24: 65535 (msg : " ET TROJAN Ba ndook vl. 35 Keepalive Repl y .. ; flo L>Jb its: i s set , BE . Ba nd ookl. 35; flow: es t a blished , t o_ se r ve r ; d s ize :9 ; cont e nt: " I c f ab 
a8 a4 ae cf 26 26 26 I"; off set :0; c l asst ype : t r o j an-act i v i t y ; r e f e r e nce : u r l , WM>l, nuclea r wi nt e r c r e\'I' . com; r e f e r e nce : u r l , r esea r c h . s unb e lt -sof t 1.>Ja r e. com/ t hr eatdispl ay . as px ? 
name=Ba ndoo k&t hr eatid=40408; r efe r e nce : ur 1 , doc . eme r g ingt h r e ats. net / bin/v i e\-J/Main/ Troj a nBa ndoo k; r ef e r e nce : ur 1 , L,Jl,'J\>J. eme rgingt hr ea t s. net/ cgi - b i n/ cvswe b . cg i / s i gs / VIRUS/ TROJAN_ Ba ndook; 
s i d :2003557 ; r e v :5; ) 

#Ba ndook 1 . 35 

• 
a l e r t t cp $ EXTE RNAL_NET 1024:65535 - > $HOM E_NET any (msg : " ET TROJAN Ba ndook v l . 35 Create Regist ry Ke y Command Se nd" ; flowb i ts : isse t , BE. Bando okl . 35; fl ow:establis hed , f r om_se r ve r ; 
d s i ze : >10 ; co nt e nt : " I c f 9 b Be Be 8a 9b cf I"; of f set :0; de pt h : 7; co nt e nt : " 195 I" ; di s t a nce: 5; class t ype: t roj an-ac t i vity ; r e f e r e nc e : url , V.1W1.'l' , nuclea rL>1 i n te r c r e ~1. com; 
r efe r ence : ur l , r esear ch . sun be lt - soft 1>1a re. com/ t hr ea t d isp l a y . as px ?na me=Ba ndook&t h r eatid=40408; r ef e r e ne e: ur l , doc. eme r gi ngthr eats. ne t / bi n/v i e1.~/Main/ Tr o janBa ndook ; 
r ef e r ence : ur l , WL,,.,." - emer gingt hr eat s . net / cgi - bin/ cvs web . cgi / s igs /VI RUS/ TROJAN_Bandook; sid : 2003558; r e v : 5; ) 

#Bandook 1 . 35 
# 
a l e r t t cp $E XTERNAL_NET 10 24 : 65535 - > $HOM E_NET any (msg : "ET TROJAN Ba ndook vt. 35 Create Di rector y Conma nd Send" ; fl owbits:isset,BE . Ba ndookl. 35; flow:esta bli shed , from_se r ve r ; ds i ze : >7 ; 
content : "I cf 84 8 2 Bd 80 9b cf 95 I" ; of f set :0; dept h : 8 ; e l ass t ype: t r o j a n-ac t i v i t y ; r efe r e nce : url , 1w,w . nu c l ear wi nt e r cre1.>1 . com; r eference : url , r esea r c h . s unbelt-
sof tw a r e. com/ t hr eatd i s p l ay . as px ?name:Ba nd ook&t hr eat i d:40408 ; r e f e r e nc e : u r 1 , doc. eme r gingthreats. net / b i n/v i ew/Ma i n/Troja nB a nd oo k; r e f e r e nc e : ur 1 , WWL>l . eme r g ingth r e at s. ne t / cgi ­
b i n/ c vs\-Jeb . cg i / s i gs /VIRUS/ TRO JAN_Ba ndoo k; s i d : 2003559 ; r ev : 5; ) 

#Band ook 1 . 35 
# 
a l e r t t cp $ EXTERNAL_NET 10 24 : 65535 - > $H0-1 E_NET any (msg : " ET TROJAN Ba ndook vl. 35 \.J i nd ow Li st Command Send" ; flo~ibits:isset ,BE. Ba ndookl.35; fl ow: establi shed , from_se r ve r ; dsize: 10 ; 
content : " l cf Be 80 84 84 Be 9e 80 87 cf l " ; of f se t :0 ; c l asst ype : t ro jan -act i v i t y ; r e f e r e nce : u r l , www. nuc l ea r wi nt e r c r ew. com; r e f e r e nce: u r l , r esea r c h . s un belt - sof t wa r e . com/ t h r ea t d i s pl ay .aspx? 
name=Ba ndoo k&t hr eatid=40408 ; r efe r e nce : ur l , doc. eme rgingt hr eats . net / bi n/v iew/Main/ Troj a nBa ndoo k; r ef e r e nce : ur 1 , L,,.,.,,.,.., . eme rgingt hr eats . net/ cgi -b i n/ cvswe b . cg i / sigs / VI RUS/ TROJAN_Ba ndook; 
s i d : 2003560; r e v : 5 ; ) 

#Ba ndook 1. 35 
# 

a l e r t t cp $HOME_NET any - > $EXTERNAL_NET 10 24 : 65535 (msg : "ET TROJAN Ba ndook vt. 35 \.J i nd ow Li st Rep l y"; flowbi ts : i sset, BE. Bandookl. 35; fl ow: established ,to_se r ve r ; d s i ze: >10; co nt e nt:" lcf 
9e 80 87 8 5 80 9a 9d c f I" ; of fset! 0 ; de pt h : 9; content: " I 26 26 26 1" ; d i stance: 10; class t y pe : t r o j an- act i v i t y ; r e f e r e nce: u r 1, WL>JW . nuclea r \.'Ji nt e r c r ew. com; r e f e r e nce: u r 1 , r esea r c h . s unb e l t ­
sof t wa r e . com / t hr eatd i s p l ay . a spx ?name:Ba nd ook&t hr eat i d : 40408 ; r e f e r e nce : u r l , doc. eme r g i ngthr eats. net / b i n/v i ew/Ma i n/ Troja nB a ndoo k; r efe r e nce : url , 1wi1.>1 . eme r g ingthr eats. net/ cgi -
b i n/ c vsweb . cg i / s i gs /VIRUS/ TR OJ AN_Ba ndoo k; s i d : 2003561 ; r ev : 5; ) 

#Bandook 1 . 35 
# 
a l e r t t cp $ EXTERNAL_NET 10 24 : 65535 -> $H0-1 E_NET any (msg : " ET TROJAN Bandook vl . 35 Get Processes Convna nd Se nd " ; f10~1bi ts : i sset,BE. Bandookl . 35; fl ow: es t a blishe d,from_se r ve r ; ds ize :8 ; 
c ontent : "I 99 9b 86 Ba 85 80 9a 9 d I"; of f set : 0; clas sty pe : troj an-ac t i vity; r e f e r e nce: ur l, W\'il>l , nucle a rwi nt erc r e\-J . com; r efe r e nce : u r 1, r esea r c h . s unbelt-sof t 1>1a r e. com/ t hr eatdispl ay . as px ? 
name:Ba ndoo k&t hr eat i d=40408; r efe r e nce : ur l , doc . eme r g ingt hr eats . net / bi n/v i ew/Main/ Troj a nBa ndoo k; r ef e r e nce : ur 1 , wt>JW . eme rgingt hr eats. net/ cgi -b i n/ cvswe b . cg i / s i gs / VIRUS/ TROJAN_ Ba ndook; 
s i d :2003562; r e v :5; ) 

# Bandook 1 . 35 

• 
a l e r t t cp $HOME_NET any - > SEXTE RNAL_NET 10 24: 65535 (msg : " ET TROJAN Ba ndook vl . 35 Get Pr ocesses Comm and Re pl y" ; flowbits: i sset, BE. Band ookl . 35; flow: es t a blished , to_se r ve r ; dsize: >10 ; 
content : " I cf 9d 8 2 99 9b 86 Ba cf I" ; offset : 0; dept h : 8 ; content : "I 26 26 26 I"; d i s t ance : 10; e l ass t ype: t r o j a n- ac tiv i t y ; r e f er ence : ur l , www . nuc l ea rwinter crew. com; 
r ef e r ence : ur l , r esear ch . sun be lt - s of t 1>1a r e. com/ t hr eatdisp l a y . asp x ?na me=Ba ndook&th r e atid=40408; r ef e r e ne e: ur l , doc. eme r gi ngthr eats . ne t / bi n/v i e 1.~/Main/ Tr o janBa ndook ; 
r ef e r ence : ur l , WL>JW . emergingt hr eats. net / c gi - bin / cvs L~eb . c gi / sigs/VI RUS/ TROJAN_B andook; sid : 2003565; r e v : 5; ) 

#Ba ndook 1 . 35 

a l e r t t cp $EXTE RNAL_NET 10 24 : 65535 - > $HOM E_NET any (msg : "ET TROJAN Ba ndook vt. 35 St a r t Soc ks5 Pr oxy Comma nd Send" ; flowbi t s : i s se t , BE. Ba ndoo kl .3 5; fl ow :es t ablis he d,from_ se r ve r ; 
dsize : >6 ; co nt ent : " I a7 a 0 a 7 ae 95 I"; of f set : 0; dept h : 5; cl asstype: t ro j a n - act i v ity; r e f e r ence : ur l , "'"'iw . nuc l ea n1 inte r cr ew. com; re f e r ence : ur l , r esearch . s un belt-
s of tw a r e . com/ t h r eatd i sp l ay . as px ?name:Ba nd ook&t hr eat i d:40408 ; r e f e r e nce : u r 1 , doc . eme r g i ngthr e ats . net / b i n/v i ew/Ma i n/T r ojanB a ndoo k; r e f e r e nce : ur 1 , l'il'il>l . eme r g ingthr eats . net/ cgi ­
b i n/ c vs\-Jeb . cg i / sigs /VIRUS/ TR OJ AN_Ba ndoo k; s i d : 2003563 ; r ev: 5; ) 

# Bandook 1 . 35 
# 
a l e r t t cp $HOME_NET any - > SEXTE RNA L_N ET 10 24 : 65535 (msg : " ET TROJAN Ba ndook vl. 35 Soc ks5 Pr oxy St a r t Comma nd Repl y" ; flowbits : isset, BE. Bando okl. 35; fl o1,i :establis hed , t o_se r ve r ; ds i ze: 10 ; 
c ontent : " I 9a 86 Ba 82 9a 86 87 26 26 26 I "; of f se t : 0 ; c l asst ype : t ro jan -act i v i t y ; r eference; u r l , www . nuc l ea r wi nt e r c r ew. com; r efe r e nce: u r l , r e sea r c h . s un be l t - sof t wa r e . com/ t h r ea td i sp l ay . as px? 
name=Ba ndoo k&t hr eatid=40408; r efe r e nc e : ur l , doc . eme rgingt hr eats. net / bi n/v ie\1/Main/ Troj anBa ndoo k; r ef e r e nce : ur 1 , L\IWW . eme rgingt hr eats . net/ cgi -b i n/ cvswe b . cg i / sigs / VI RUS/ TROJAN_Ba ndook; 
sid :2003564 ; r e v :5 ; ) 

# by Joe Stewart 
# 

a l e r t t cp $HOME_NET any - > $EXTERNA L_NET 1024 : 65535 (msg : "ET TROJAN Ba ndo k phon i ng home (xo r by 0xe9 t o deco de ) " ; fl 01.,i : established , t o_se r ve r ; content : " ICF 8F 80 9B 9A 9D CF 95 J" ; 
dept h : B; dsi ze : <80 ; c l a s s t ype: t rojan- a c t i v i t y ; r efe r ence : ur 1, wwt>l .d s hi e ld . org/ d i a r y . ht ml ?date=2007-03- 28; r ef er ence: ur l , WWrl . sec ur e1-Jo r ks . com/ r esearch/ t hr eats / bbbphish/ ?t hr ea t =bbbph i sh ; 
r ef e r ence : ur l , doc. emer gingt hr eats. net /2003936 ; r efe r ence : ur l , M-.n>1 . eme r g i ngthr eats . net / cgi - b i n/ cvs 1.>Je b . cgi / s i gs /VIRUS/TROJAN_Bandook ; sid : 2003936; r ev : 4; ) 

# by Joe Ste~ia rt 

• 
a l e r t t cp $HOME_NET any - > $EXTERNA L_NET $HTT P_PORTS (msg : " ET TROJAN Bandook i we bho/ 888 - ph i sh t ro j an l eaki ng use r data " ; f1 01.~:est a blis he d,to_se r ve r ; content : " PO5T l20 I/" ; dept h :6; 
content : "I 20 I HT TP/ 1 . 1 J 0d0a I Content -Type I 3a20 I a ppl i cation/ x- WW!.-J -fo r m-u r l e nc oded I 0d0a I Host I 3a20 I"; Ni t hin : 150 ; c ont ent : "Co ntent- Le ngth I 3a20 I"; within ! 100; co nt e nt : " I 0 d0a0d0a I" ; with i n : 12; 
c ontent : "VI SIT ED_URL" ; \.'si t hi n : 100 ; e lasst ype: t r o j a n- ac tiv i t y ; r ef e r ence : url , 1.,,.,.,,w . s ec ure \.'1ork s . com/ r esea r ch/ t hr eats / bbbp hish; r efe r ence: u r 1, doc . emergi ngt h reats . net / 2003937; 
r efe r ence : ur l , WL,,.,.>1 . emer gingt hr eats . net / c gi - bin / cvs web . cgi / sigs /VI RUS/ TROJ AN_B ando ok; sid : 2003937; r e v : 4 ; ) 

# by Matt Jonkma n 
# 



12/21/2022 11:15:53 AM

a l e r t tcp $HOME_N ET any - > $EXTERNA L_N ET $HTT P_PORTS (msg: " ET TRO JAN Banker . OT Checkin" ; flovl :est a blished , t o_se r ve r ; content : "POST "; depth: 5 ; c onte nt : "Use r -Agent l3a l »ozi lla / 3 . 0 
( compatib l e I 3b I I ndy L i b r a r y ) I 0d 0a 0d 0a I pra qu em=" ; conten t : "&t i t ul o =" ; content: "&texto=" ; classtype : t r o j a n - act i v i t y ; r e f e r e nce : u r l , doc . e mergi ngt h r ea t s. net / 2007823; 
r e f e r ence: u r l , wwN. eme r g i ngt h r eat s . net / cgi - bin / cvs1,ieb . cgi / s i gs / VIRUS / TRO JAN_Banker .Gene r a l ; s i d : 2007823; r e v : 3; ) 

#by Matt Jonkma n 

• 
a l e r t t cp $HOME_NET any - > $ EXTERNA L_NET $HTT P_ PORTS (msg: " ET TRO JAN Banker.OT Che ck i n ( 2 pac ke t ) " ; f101>1 :established, t o_se r ve r ; cont en t : "p r a qu em=" ; depth :8 ; cont ent: "&ti t ulo : "; 
cont e nt : "&t ext o=" ; c l as s t ype: t r o jan-activ i t y ; r e f e r e nce: u r l , doc . emerg i ngthreat s . ne t l 2008491 ; r e f e r e nce: ur l , wi.vi'l . e mergingt hr eat s . net l cg i - bi nl c vswe b . cg i / s i gs / VIRUS/T ROJAN_Ba nke r .Gene r a ! ; 
s i d :2008491; r ev : 2; ) 

#A dif f e r e nt one , by matt jonkma n 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNA L_NE T $HTTP_PORTS (msg: " ET TROJ AN Ba nk e r . a nv Ge ne r a lly Sus picious Use r - Agen t {Cus t omExcha nge Br m>Jser ) "; flow:es t a blis hed ,to_ se r ve r ; co nt e nt: " le d 
0a IUser - Agen t I 3a I "; cont ent : "CustomExc ha nge Br o\'ls e r " ; pe r e : " / Use r - Agent \ : [ "\n ] +Cus t omExchange Bro1>1 se r / " ; c l asstype : t r o j a n - activ i t y ; r efe r ence : ur l , doc. eme r gingth r e at s . net /2007824; 
r ef e r ence: ur l , ww1>1 . eme r g i ngth r eat s . net / cgi - b i n / cvs 1,ieb . cgi / s i gs / VIRUS / TRO JAN_Banke r .Gene r a l ; s i d : 2007824 ; r e v : 3; ) 

# Ba nk e r . OPX , by Ma tt Jonkman 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_N ET a ny (11s g: " ET TRO JAN Banke r .OPX HTTP Chec ki n " ; flow: e s tablis hed, t o_s e r ve r ; cont e nt : "POST " ; de pt h : 5; cont e nt: " I 0d 0a 0d 0a I TI PO=CLIENTE&NOME= " ; 
noc a se; c lasstype: t r ojan- ac t i v i t y ; r efe r ence : ur l , doc . eme r g i ngt h r eats . ne t /200790 1 ; r efe r ence : u r l , I\IWI/J . eme r g i ngt h reats . net l c gi - b i n / cv s1>1eb . cg i / s i gsl VI RUS/TROJ AN_ Bank er . Gene r a! ; sid : 2007901 ; 
r e v : 3; ) 

#Ba nker . ili by ma t t j onkman 

• 
a l e r t tc p $HOME_NE T any - > $ EXTE RNA L_NET $HTT P _ PORTS (msg: " ET TRO JAN Bank e r . i li HTTP Check in" ; flow: estab lis he d , to_ serve r ; uricont e nt : " / ct r l / cnt _boot . php ? pgv: " ; noc a se; 
c l asstype: t r o j a n-activ i t y ; r ef e r ence: u r 1, doc . emerg i ngt hr eats. net l 2007940; r ef e r ence : u r 1, \VIVW . emergingthreats. ne t l cgi - binl cvs L~e b . cgi l s i gs / VIRUSI TRO JAN_Ba nker. Gene r a ! ; s i d: 2007940; r ev : 2; ) 

#Banke r . il i by mat t j onkman 

• 
a l e r t udp $HOME_NET a ny - > $ EXTE RNA L_NET 1024 : (msg : " ET TRO JAN Ba nke r . ike UDP C&C" ; co nt e nt : " 186 71 3b 72 S0 61 7 d 95 5f 61 46 1" ; nocase ; class t ype : t r o j a n - a c tiv i t y ; 
ref e r ence: u r 1, doc. eme r g i ngth r eat s. net/ 2007957 ; r e f e r e nce: u r 1, \Vl'IL11 , eme r g i ngth r eat s. net l cgi - bini cvs web . cg i / s i gs / VI RUS / TROJAN_Banke r .Gene r a i ; s i d : 2007957; r ev : 2; ) 

# ma t t j onkma n 
# 
a l e r t tc p $HOME_ NE T any - > $ EXTE RNA L_NET $HTT P_PORTS (msg: " ET TRO JAN Ba nke r Troj a n ( Ge ne r a l ) HTTP Check i n " ; flow: es t a blis he d , t o_se r ve r ; u ri co ntent : " .php ?PC=" ; uricont e nt: "&Data ="; 
urico nt ent: "&11a c ="; cl asst ype: t r oj a n- act i v i t y ; r e f e r e nce : ur 1 , doc. eme r g i ngth r eats . net l 2007984; r e f e r e nc e : u r 1 , \V1V111 . e me r g ingthreat s . ne t / cgi •b i ni CVS\'le b . cgil s i gs / VI RUS/ TROJ AN_Ba nke r .Ge ne r a l; 
s i d: 2007984; r ev :2; ) 

#ma t t j onkma n 

• 
a l e r t tc p $HOME_NET any - > $ EXTERNA L_NET $HTT P_ PORTS (msg: " ET TRO JAN Ba nke r Troj a n ( Ge nera l ) HTT P Check i n (v i t ) "; f101>1 :establi s hed , t o_se r ve r ; ur i co nten t :" , ph p"; content : " l0d 0a lUse r -
Agent I 3a I Mozillal 3. 0 ( comp a tib l e I 3b I I ndy Lib r a ry ) I 0d 0a I"; c ont e nt : "v i t:"; nocase; content : "&b k:" ; nocase; cont e nt : "&da do s="; nocase ; d i s t a nce : 0; cla sst ype: t rojan-act i vity ; 
r e f e r ence : u r 1 , doc . eme r g i ngt h r eat s. net /2007999 ; r e f e r e nce: ur 1, WL'IL'l , e me r g i ngth r e a t s. netl c g i - b i ni cvs1>1eb . cg i l s i gs l VIRUS / TRO JAN_Banke r .Gene r a i ; s i d : 2007999; r ev : 3; ) 

#ma t t jonkma n 

• 
a l e r t tc p $HOME_N ET any - > $ EXTERNA L_N ET 25 ( msg : " ET TROJ AN Banke r . maf SMTP Checkin (Not i n t he Cont r o! . . . )" ; flow: es t ablished , t o_se r ve r ; content: " J0a I X• Maile r l 3a I Mi c r o sof t CDO fo r 
\.J i ndows 2000 " ; con ten t : " l0 d 0a l_ -= l 7c l Not i n the Co nt r o! Sys t e m 6 . 0 1Jc l =-_ l0 d 0a l . l0 d 0a l " ; d istance: 0 ; class t y pe : t r o j a n-ac tivity ; r e f e r e nce: u r l , doc . emergingt h r e a t s . net / 20080 33; 
r ef e r ence: u r l , www. eme r g ingth r eat s . net / cgi - bin / cvs L>1 eb . cgi / s i gs l VI RUS / TRO JAN_Banker .Gene r a l ; sid : 2008033; r e v : 5; ) 

#ma t t j onkma n , ba nke r . JU 

• 
a l e r t tc p $HOME_NET any - > $ EXTERNA L_NET $HTT P_ PORTS (msg: " ET TRO JAN Bank e r . JU Re l ated HTTP Pos t - i nfection Che ck i n" ; flow: es t ablis hed , to_ se r ve r ; u r icontent " / e nv io . php?" ; conten t : " l 0d 
0a IUse r - Agent I 3a I Mo z i lla / 3 . 0 ( compatible I 3b I I ndy Li br a r y ) l0d 0a 0 d 0a I tipo =" ; cla s s t ype : t r oj a n-activity ; re f e r e nce : ur l , doc . emerg i ngt hreat s. net l 2008267; 
r e f e r ence: u r l , \'ML'l . ernergingth r eat s . net l cgi -bin / cvs 1>1eb . cgi / s i gs /VIRUS/TRO JAN_Ban ker .Gene r a! ; sid : 2008267; r e v : 3; ) 

#by pmarinho 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTTP_PORTS (msg: " ET TROJ AN L.Ji n32 .Agent.z r m/ I nfostea le r . Bancos Che cki n" ; f10 1>1 :establi s hed,to_se r ve r ; cont e nt : "GET " ; de pth : 4 ; 
uri content : " a ppda t a: " ; nocase; u r i conte nt : "hd: " ; noc ase ; u r icont e nt: "rnac : "; noc a se ; u r i c on tent : " comput a do r : "; noc a s e ; e l a ss t ype: troj a n - act i v i t y ; 
r e f e r ence: u r 1, doc. eme r g i ngth r eat s. net/ 2008519 ; r e f e r e nce: u r l , WL'IL11 , e me rgingth r eat s. net/ cgi - bini cvs Neb . cg i / s i gs / VI RUS /T ROJ AN_Banke r .Gene r a! ; s i d : 2008 519; r ev : 2 ; ) 

#by cj e r e my 
# ref : 8dce7edf84300fbc258c94ce4b47a366 

a l e r t tc p $ EXTERNAL_NET $HTTP_PORT S -> $HOME_NET a ny (msg: " ET TRO JAN Generic Ba nke r Tr ojan Downl oade r Config to client "; f101~:establi s hed , t o_clie nt ; cont e nt:" ( Co nt r olinfo ] "; nocas e ; 
dept h : 13; content : "Cntlnfo=" ; vd t h i n : 9 ; nocase; content : "UseSe pCont r o l ="; wi t h i n : 30 ; nocase; con t e nt : "Names=" ; wi t hi n : 20 ; c l asstype : t rojan -act i v i t y ; 
r e f e r ence: u r 1, doc . eme r g ingth r eat s . net / 2009090; r e f e r e nce: ur 1 , WM'l . e rne r g i ngth r eat s . net/ cgi- bin/ cvs 1,ieb . cgi / s i gs / VI RUS / TRO JAN_Banke r .Gene r a! ; sid : 2009090; r ev : 2 ; ) 

#ma t t j onkma n 

• 
a l e r t tc p $HOME_NET any - > $ EXTERNA L_NET $HTT P_ PORTS (msg: " ET TRO JAN Gene r a! Ba nke r . PHS POST Che ck i n" ; flow: es t a b lished , to_ se r ve r ; con ten t : " POST " ; depth :5 ; content: " l 0d 0a lUser -
Agent I 3a I Mozillal 3. 0 ( compatibl e I 3b I I ndy Lib r a ry ) I 0d 0a 0 d 0a I IDMAQUINA="; classt ype : t r o j a n - a c tiv i t y ; r efe r e nce : ur l , doc , e me rgingth r e a ts . net / 20091 27; 
r e f e r ence: u r l , wWL>1 . eme rg i ngth r eat s. net l cgi - bin / cvs 1>1eb . cgi l s i gsl VIRUS / TRO JAN_Banker . Gene ra! ; s i d: 2009127; r e v : 3 ; ) 

#by Da n Cl emens 

• 
a l e r t tc p $HOME_NET any - > $ EXTERNA L_N ET $HTTP_PORTS (msg: " ET TRO JAN Pl.JStea l . Ba ncos Ge neric Banke r Tro j a n SCR Dovml oad" ; flo1~:to_ser ve r ,es t a blis hed ; ur i co ntent : " / ke y l ogf . j pg " ; nocase ; 
c l asstype: t r o j a n-activ i t y ; r e f e r ence : u r 1 , WL""" · s yma nt ec . com/ s e cu ri t y _re spons e /111ri t eu p . j s p?doc i d =2005 · 0 50 210·0214-99&tabid=2; r efe r ence: url , L'll>M . pa c ke t nin j as. ne t; 
r e f e r ence: u r l, doc . eme r g i ngth r eat s . net / 2009235; r e f e r e nce : ur l , \Vl'IL11 . emergingth r eat s . net/ cgi - bin/ cvs web . cgi / s i gs / VI RUS / TROJ AN_Banke r .Gene r a! ; sid : 2009235; r ev : 4 ; ) 

#by : J oe St e wa r t a t Secu r e~•.1o rk s 
# ref : c f c df7 c9066df a b0dcc a l683603e4ee6 
# 
a l e r t tc p $HOME_NET any - > $ EXTE RNA L_NE T $HTT P _PORTS (msg: " ET TROJAN TSPY_BANKER . IDVI I nfos t ealer . Bancos Mo du l e Dotm l oad " ; flow: es t a blished, to_se r ve r ; cont ent : "GET I 20 11" ; dept h: S; 
cont e nt : " I 0 d0a IUse r -Agent I 3a 20 IHo zil l a I 2f l4 , 0 l 2028 I compatible l3b20 IMSI E I 20 16 . 0 I 3b2020 IHi ndows I 20 INT I 20 15 . l I 3b20 ISV1 I 3b20 I .NET I 20 ICLR 120 11 . 1 .4322 1 
3b20 I . NET I 20 I CLR I 20 I 2 . 0 . 50727 I 290d0a I Hos t I 3a20 I " ; co ntent : " j0d0a I Acc ept I 3a 202a2f2a I " ; wi t h in : 80; c l a sstype : t r o j a n- act i v i t y ; r efe r e nce : ur l , doc . eme r gingt h r e ats . ne t / 2009447; 
r e f e r ence: u r l , WL'IL1' . eme r g ingth r eat s . net/ cgi - b i n / cvs L>1eb . cgi / s i gs l VIRUS / TRO JAN_Banker .Gene r a! ; sid : 2009447; r e v : 3; ) 

#by : J e r emy Com11a y a t sudosecur e . ne t 
# ref : 43 34 7be d8 7a3427b97a 8a4 bb50 d3f 06c 

• 
a l e r t tc p $HOME_NET any - > $ EXTERNA L_NET $HTT P_ PORTS (msg: " ET TRO JAN Ba ncos / Ba nke r I nfo St ea l er Post " ; flow: es t a blished , to_ se r ver; con ten t : " POST " ; dept h :5 ; content: " l 0d 0a lUser -
Agent I 3a I Mozillal 3. 0 ( compa tib l e I 3b I I ndy Li br a ry ) " ; nocase; content : "o p="; nocase; content : " se r vidor : " ; noca se; con t en t : " senha =" ; nocase; co nt e nt : "usua r io: " ; nocase; cont e nt : " base: " ; 
nocase; content: "sgd b=" ; nocase ; clas s t ype : t rojan-activ i t y ; r ef e r e nce : u r 1, WLvw . pctoo l s . com/ mr c / in f ectionsl i d /Troj a n , Ba ncos / ; r eference : ur l , 1w,w . t h r eatexpe r t , coml r e port s. aspx ? 
fi nd=Tr oj a n . Ba ncos ; r ef e r ence: u r 1, doc . emer g i ngt hr eats. ne t / 2009471; r ef e r e nce : u r 1, W\VW . eme r g i ngthr eats . ne t l cgi-binl cvs 111e b . cgi l s i gs /VI RUS/ TROJAN _Ban ker . Gene r al; s i d : 20094 71 ; r e v : 3; ) 

#by: Jeremy Com11a y at sudosecur e . ne t 
# ref : db25Sa 75745f90e2f l c b807c3Sd752b0 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg: " ET TROJ AN Bank e r Pl•JS/ I nf os t ea l e r HTT P GET Chec k i n" ; fl ow : es t a blished , to_se r ve r ; content :"GET " ; de pt h :4; content: " l 0d 0a lUser -
Agent l3a l Mi c r osoft Inte rnet Explor e r l0d Ba i " ; nocase; u r i co nt e nt: "gu i d=" ; nocase; u r i cont e nt : " ve r:" ; nocase; u r i content : " s t a t: " ; nocase; uri c ont e nt : " i e : " ; nocase; u r i content : "os:" ; 
nocase ; uri content : "ut: " ; nocase; urico nt e nt: " cpu: "; nocase ; c l asstype : t r o j an - act i v i t y ; r ef e r ence: u r 1 , MWI. pctool s. coml mr c / i nf ect i ons / i d / Tr o j a n . Banke r / ; 
r e f e r ence: u r 1, doc . eme r g i ngt h r eat s. net /2009550 ; r e f e r e nce : ur 1, WL'IL'l . e me r g i ngth r eat s. ne t l cgi - bini cvs web . cg i l s i gs l VIRUS / TRO JAN_Banke r .Gene r a i ; s i d : 2009550; r ev : 3 ; ) 

# by : Je r e my Conwa y a t sudosecur e . ne t 
# ref : 45 545f7 a f c e0 b3e9d02a9a04ff374dc6 

a l e r t tc p $HOME_NET any · > $ EXTERNA L_NE T $HTTP_ PORTS (msg: " ET TROJ AN Bank e r l Ba ncos / I nfostea l e r Possibl e Roo t ki t · HTT P HEAD Req uest"; flow: estab lis hed,to_ se r ve r ; content:"HEAD " ; 
noc a s e ; dept h : 5; u r i content:" . ph p?a c tio n=" ; nocase; ur i cont e nt : "&uid=" ; nocase; uricont e nt : "&locale="; noc a s e ; u r icon ten t : "&ve r =" ; noc a s e ; u r i content : "&build=" ; noc a se; 
c l asstype: t r o j a n- a ctiv i t y ; r e f e r ence : u r 1 , WL'IL11 . pct oo l s . com/ mr c / i nf ect i ons / i d / T roj an . Banke r / ; r e f e ren ce : ur l, l'MW . a nt i - spyNa r e- 101 . com/ r emove - t roj a nbanke r ; 
r e f e r ence: u r 1, doc. eme r g i ngthreat s . net / 2009750 ; r e f e r e nce: ur l, Wl'IL'l , e mergi ngth r eat s. net / cgi - bin/ cvs web . cgi / s i gs / VI RUS /T ROJ AN_Ba nke r .Gene r a! ; s i d : 2009750; r ev : 2; ) 

#ma t t j o nkma n 
# ba nker troj an wit h a c ustom c nc 
# 
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a l ert t cp $HOME_NET any - > $ EXTERNAL_NET 1024: (msg : " ET TROJAN Ban ker Trojan CnC AddNew Command " j flo\v: e s t abli shed, to_ se r ver; ds ize : <120; cont ent: " ( S )ADDNEWl7c I"; dept h : 10 ; 
e l ass type: t r ojan-act i v i t y; r eference: u r l , doc . eme r gi ngthreats. net / 2009862; re f erence: u r l , w1'J\.,.. eme r g i ngthr eat s . ne t / cgi · b in/ cvs L.,.eb . cgi / s igs /VIRUS/ TROJAN_Ba nke r . Genera l ; s i d : 2009B62; rev : 3; ) 

# mat t jonkman 
#banker t roj a n 1.,. i t h a c ustom c nc 

• 
a l e r t t cp $HOME_NET any - > $EXTERNAL_N ET 1024: (ms g : " ET TRO JAN Ban ker Trojan CnC He llo Command" ; flow:establi shed , t o_server ; dsize: 12 ; content : " (S] hello ( " ; depth:9; c l asst ype : t ro j an-
ac t i v i t y; ref erenc e : ur l , doc . eme r gingt h r eat s. net /2009863; r eferenc e : ur l , VMW . e mer gingth r e at s . ne t / cgi-bin/ cvswe b . cg i / s igs / VIRUS/TROJAN_Ba nke r . Genera l ; s i d : 2009863; rev : 3; ) 

#mat t j onkman 
#banker t roj a n 1.,. i t h a c ustom c nc 

• 
a l ert t cp $EXTERNAL_ NET 1024 : - > $HOME_NET a ny (msg: " ET TRO JAN Ba nker Troj a n CnC Se r ver Pi ng"; flow: established, from_server ; ds i ze: 5; content : "PI NG I 7c I"; class t y pe: t ro j a n-activity ; 
ref erence: ur 1 , doc . emergingth reats. ne t / 2009864; r e f e r e nc e : ur 1, wwL.,. .emergi ng th reats . net/ cgi - bin/ cvs ive b . cgi / s i gs / VIRUS/ TRO JAN_Ba nke r .Gene r a!; sid : 2009864; r ev : 3; ) 

#by Da r ren Sprue ll 

• 
a l e r t t cp $HOME_NET any - > $EXTERNAL_NET $HTT P_PORTS (msg : " ET TROJAN Patcher/ Ba nkpa tch Communi c ation \Yith Co nt rolle r " ; flow: establ i s hed, to_se r ve r ; uricontent : "id="; nocase; 
urico ntent: "&c heck: "; noc ase ; u r i cont e nt : "&ve r s i on: " ; nocase; pe re: "/\? i d : [A- Za · z ] + _ [A· Za · z ] +&/ U" ; c l ass t y pe: t roj an ·activ i t y; 
ref e r ence: ur l , W\..,,_.,. . symantec . com/ s ec uri t y _r e sponse /wr iteup . j s p?docid =2008-081817- 1808-99&t a bid:2; r e f e r e nce: ur 1 , doc . eme r g i ngt hrea t s . net / 2009408 ; r efe r e nce: u r l , L..,,_oJlll . eme r g i ngth r ea t s . net / cgi ­
b i n/ CVS\Yeb . cgi / s i gs /VI RUS / TROJAN_Bankpa t c h; s i d : 2009408; rev : 2; ) 

#by Da r r en Spru e ll 

• 
a l ert t cp $HOME_NE T any - > $EXTERNAL_NET $HTT P _PORTS (msg: " ET TROJAN Pat che r / Bankpatch Modul e 001-1n l oad Requ e s t " ; fl ow: es t ablis he d , to_ser ve r; uricontent : "/ d l / Ac roIEHelpe" ; noc ase; 
uri co nt ent : " . d l l " ; noc a se; pc re : •· /\/d l \/Ac r o I EHelpe( r ) ? ( \ d ) ?\ . d ll/ U"; c l a sst ype: t r ojan • act i v i t y ; ref e re nce : url , W'lrw . syman t ec . com/ secur i t y_ r espo nse/wri teup . j s p ?doc id=2008-081817- 1808-
99&tab i d=2; r efe r ence: u r l , doc . eme r g ingt hr eats . net /2009409; r e f e r e nc e: ur 1, Wl'l'r.>1 . eme r gingthr ea t s . net / cgi - bi n/ cvs\veb . cgi / s i gs / VI RUS/T ROJAN_ Ba nkpa t c h; sid: 2009409; r ev : 2; ) 

#Matt Jonkma n 
#Regul a r dovm l oade r , us ua lly gra bs a f w swf e xpl oit i ng f iles from br az ilia n se r ve rs . Sends a n email on i ns t a ll l 

• 
a l e r t t cp $HOME_NE T any - > $EXTE RNAL_NET 25 ( msg:"ET TROJAN Ba nl oad Downl oade r In f ection · Send i ng i nit i a l ema il t o mvne r "; flow:est ablis hed , t o_se r ve r ; cont e nt : "X · Li br a r y l 3a l I nd y 9"; 
nocase; conte nt : "Di s posit i vo i ns t a lado . " ; nocase; con t ent : "Ma qui na pront a pa r a uso . "; nocase; cont ent : "Dat a I 3a I "; nocase; content : "Ho r a I 3a l " ; noc ase; cont e nt : "Deve lo pme nt by " 
nocase; c l asst ype: t r oja n- activ i ty ; r ef e r e nce: ur l, WL..W . v i ruslis t . com/ en/v i ruse s / e ncyc l opedia ?v i r us i d=95586; r e f erence: ur 1, doc . eme r gingth r e a t s. net / 2002977; 
r efe r ence: ur l , W\oJI.V . emergingth reats. net/ cgi- bin/ cvs we b . cgi / sigs / VIRUS/T ROJAN_Ba nl oad . Oovm l oa de r ; s i d: 2002977 ; r e v : 4; ) 

#Mat t Jonkma n 
#Regul a r dovm l oade r , us ua lly g r a bs a f w S\Yf e xp l oiting files f rom br az ilia n se r ve rs . Se nds a n email on i ns t all l 

• 
a l ert t cp $HOME_N ET any - > $EXTE RNAL_NET $HTTP_PORTS (msg:" ET TROJAN Banload Use r-Agen t Oe t ec t e d ( ExampleDL ) "; flow:est abli shed, t o_server; co nt e nt: "Use r -Age nt l 3a l Exampl e DL" ; 
e l ass t y pe: t ro jan-activ i t y ; r ef e r e nce: u r l , doc . eme r gi ngthreats. net / 2004440; r efe r e nc e : u r l , w.vw . eme r g i ngthr eats . net/ cgi · bin/ cvs L.,.eb . cgi / s igs /VIRUS / TROJAN_Ba nload . Dovm l oa der; s i d : 2004440; 
r e v :4 ; ) 

#mat t j onkma n 

• 
a l ert tc p $HOME_NE T any - > $EXTE RNAL_NE T $HTT P_PORTS ( msg : " ET TROJ AN Ban l oad HTT P Chec kin " ; flow:est ablished ,to_serve r ; cont ent : " POST "; dept h :5 ; content : " l0d 0a lUs e r -Age nt l 3a l 
Moz i lla / 3 . 0 ( compatible I 3b I I ndy Li b r a r y) I 0d 0a 0d 0a I tipo=" ; c l asstype: t roj a n- a ctiv i t y ; r ef e r e nce: u r l ,doc . eme r g i ngt hr ea t s . net/ 2007863; r ef e r e nce: u r l , \oJI...W . eme r g ingth r eats . ne t / cgi • 
b i n/ cvsweb . cgi / s i gs /VI RUS / TROJAN_Ba nloa d . Doi..n l oade r ; s i d : 2007863; r ev : 5; ) 

#matt j onkman 

• 
a l e r t t cp $HOME_NE T any - > $ EXTERNAL_NET $HTT P _PORTS (ms g : " ET TROJ AN Ban l oad HTT P Checkin Detected" ; flOLoJ : establis hed , t o_server; urico ntent: " php ?mac: " ; nocase; ur i cont e nt : "&hdd : "; 
nocas e ; urico ntent : " ++++++++"; nocase; uricon t ent: "&ve r ="; nocase; uricontent: "&i e" " ; nocase ; classt ype : t ro j an -ac t i vi t y ; r e f e r e nc e : ur l , doc . eme r g ingt hr eats. ne t / 2007864; 
r e f e r ence: ur l , W\oJ1.>1 . emergingth reats. net/ cgi- b i n/ cvs 1oJe b . cgi / s i gs / VIRUS/T ROJAN_Ba nl oad . Do'lml oa de r ; s i d: 2007864 ; r e v : 2;) 

#Disa bling , hi t s on a fevi legit a pps 

• 
#a l e r t tc p $HOME_NET a ny · > $ EXT ERNA L_NE T $HTT P _PORTS (msg : " ET TROJAN Ban l oad User-Agen t Detec t ed (WebUpdate ) " ; f101-1 ; establishe d , t o_se r ve r ; co nt ent ; " l0d 0a l Us e r -Age nt I 3a I LoJe bUpda t e led 
0a I"; classtype : troj an -ac tivity; r e f erence: u r 1, doc . emerg i ngt hreats . ne t / 2008074; r e f erence : u r l , w-.vw . eme r gingthreats. net / cg i - bin/ cvs1veb . cgi / s i gs /VIRUS/ TROJAN_Ba nl oad . Doi..nl oader; 
sid : 2008074; r e v: 4 ; ) 

#Disa bling, hit s on a fevi l egit a pps 

• 
a l e r t t cp $HOME_N ET any - > $EXTE RNAL_NET $HTT P_PORTS (msg : " ET TROJAN Ban l oad HTTP Chec kin Detected ( e nvia . ph p) " ; fl m-1: es t ablis he d,to_ser ve r; ur i cont e nt : "/ e nvia. php" ; nocase ; 
content : "I 0d 0a I User- Agen t I 3a I Moz i lla / 3 .0 ( compatibl e I 3b I I ndy Li br a r y) I 0 d 0a I"; nocase; cont e nt : "p r a quem:"; d i s t a nce: 0; nocase; class t ype : t roja n- activ i t y ; 
ref erenc e: ur 1 , doc. emergingth reats. net/ 2008256; r e f e r e nc e : ur 1, W\,Jl,,l .emergingthreats . net/ cgi - bin/ cvs ive b . cgi / s i gs / VI RUS/ TROJAN_Ba nl oad . Downl oader; s i d : 2008256; r e v: 3; ) 

#Oisab ling, hits on a f ew l egit a pps 

• 
a l e r t t cp $HOME_NE T any - > $ EXT ERNAL_NET $HTT P_PORTS (msg : " ET TROJAN Banl oad HTTP Chec ki n Detected ( quem: ) " ; flow:established , to_se r ve r ; u rico ntent : ". php" ; nocase; cont e nt : " l0d 0a lUse r -
Age nt I 3a I Mozilla / 3. 0 ( comp atib l e I 3b I I ndy Li br a r y) I ed 0a 0d 0a lqu em: " ; co nt ent: " pr a quem: " ; d i stance :0; noc ase ; classtype : t roj a n - activ i t y; refere nce : ur l , doc. emergi ngt h r eat s. ne t /2008283; 
ref e r ence: ur l , W\oJI.V . emergingth r eats . ne t / cgi - bin / cvs 1ve b . cgi / sigs / VIRUS/T RO JAN_ Ba nl oad . Dovml oa de r ; s id : 2008283 ; r e v : 3; ) 

#by Ma rc us a t unso be r .or g 
#This one uses gad ugadu far CnC. La be l e d ban l oad but like l y i t ' s some t hing e l se 

• 
a l e r t t cp $HOME_NET any - > $EXTE RNAL_NET 8074 (msg: " ET TROJAN Ban l oad Gadu -Gadu CnC Message De t ected" ; flowbi ts : i sset , ET .gadu . l ogge d i n ; flow: establi s hed , t o_serve r ; cont e nt : "Ur uc homiono 
t roj a na, L.,. p i sz he l p aby uzys kac pomoc"; noca s e; class t ype : t r o j an -activ i t y ; r e f e r ence : ur l , doc. eme rgingth r ea t s . net/ 2008320; r ef e r e nce : url , WWL.,. . emer g i ngthr eat s. net / cgi-
b i n/ cvs\veb . cgi / s i gs / VI RUS / TROJAN_Ba nload . Dm.,.n l oade r ; sid : 200B320; r ev : 2 ; ) 

#by t,Ji ll Metca lf 

• 
a l e r t t cp $HOME_NET any - > $EXTE RNAL_NET $HTT P_PORTS (msg:" ET TRO JAN Ban l oad i LLBr a i n Troj a n Ac t i v i t y " ; fl ow:to_ser ve r ,es t a blis hed ; content :"GET 
Mi e rosof t URL Cont r o! " ; nocase; uricont e nt: " / il l"; u r i conte nt : " . xxx"; c l asst ype: t r ojan- act i v i t y ; r eference: ur 1, doc . eme r gingth reat s . ne t /2008328; 
ref e r ence: ur 1 , W\..,,_.,. . eme rg i ngth reats . net/ cgi- bin / cvs 1oJe b . cgi / s i gs / VIRUS/T ROJAN_Ba nl oad . Dovml oa de r ; s i d: 2008328; r e v : 5; ) 

# by boj a n zd r nj a of I SC 

• 

dept h :4; content : "User-Agent I 3a I 

a l e r t t cp $HOME_NE T any - > $EXTERNAL_NET $HTT P_PORTS (msg : " ET TRO JAN Ban l oad POST Chec kin ( da do s ) " ; fl m.,. : es t ablis he d,to_serve r ; cont e nt: "POST " ; dept h: 5; conten t : " PC:"; nocase; 
content : "&USER=" ; nocase; cont e nt : "&HASH" " ; nocase; cont en t : "&DADOS=" ; no ca se ; c l a sst y pe : t roj a n-ac t i vi t y ; r ef e r e nc e : u r 1, doc. emerg i ngt hr eat s. ne t / 2008477; 
ref e r ence: ur l , W\..,,_.,. . eme rg i ngth reats. ne t / cgi-bin / cvs 1ve b . cgi / sigs / VIRUS/TRO JAN_ Ban l oad . Dovml oa de r ; s id: 2008477 ; r e v : 2 ; ) 

# by : J e r emy Com ... a y at s udosecu r e. ne t 
# r ef : 37 3b5b9e7d4d92aee5 75ba8b4e4549d8 

a l e r t tc p $HOME_NET an y - > $EXTERNAL_NE T $HTT P _PORTS (msg : " ET TROJAN BAN LOAD Downl oa de r GET Check i n" ; flow: es t ablished , t o_s e r ver; cont ent: "GET "; dept h :4; uricont ent : "mac: " ; 
uri co nt e nt: "sys=" ; uricon t e nt: "yp: " ; u r i content ! " r a nd="; nocase ; pe r e : "/ mac: (0 4 9A - Fa 4 f ]{12}&/ Ui "; classtype: troj an-activ i t y; r eference : ur l , www . sophos . com/ security/ a na l ys e s /v i r uses 4 and ­
spyv1ar e / trojbanloe . ht ml ; r efe r e nce: u r l , doc . eme r gingt hr ea t s . net / 200945 3; r e f e r e ne e: u r l , W'rll>I . eme r gingt h r ea t s . net / cg i - b i n/ cvswe b. cg i / s i gs/VIRUS/ TROJAN_Ba nl oad .om.,.n l oa de r ; s id : 20094 53; 
r e v :2 ; ) 

#by pedro mari nho 

• 
a l ert t c p $HOME_NET an y - > $EXTERNAL_NET $HTT P_PORTS (msg : .. ET TRO JAN Ban l oad Checkin" ; f101 ... : t o_serve r ,es t a bli shed; content :"'GET "; depth : 4 ; uricontent :"c=vo i p&ord =" ; nocase ; 
uri co ntent: " =&SCRNSZ"; ur i conten t : " &BRSRSZ=" ; ur i cont e nt : "&TIMEZONE: " ; c l as stype : t roj a n-activ i t y; r eferenc e: ur l , doc . eme r gingth r eat s . ne t / 2010266; 
r e f e r ence: ur 1 , W\oJI.V . emergingth reats. ne t / cgi- b i n/ cvs we b . cgi / sigs / VIRUS/T ROJAN_Banl oad . Do'lm l oa de r ; s i d : 2010266; r e v : 2; ) 

#by matt Jonkman, f r om sand net a na l ys i s 

• 
a l ert t cp $HOME_NET an y - > $EXTERNAL_NET $HTT P _PORTS (msg : " ET TROJAN Bas i ne Troj an Chec ki n"; flow: est a blis hed, t o_se r ve r ; ds ize: >1000; content : "I 0d 0a 0d 0a l a="; cont e nt : "&b:repor t e d"; 
d i stance: 0; wi t h i n : 40; co nt ent: "&d : r epo r t "; d i stance: 0; 1.,. i t hin : 40; classt y pe: t roj a n -ac tivi t y; r e f erence : u r 1, doc . eme r g ingt hr eats . net / 200769 2; r efe r e nce: u r l , wi'J\.,.. eme r g ingt hr eat s . net / cg i · 
b i n/cvs\'l'eb . cgi / s i gs /VIRUS/T ROJAN_Basine; s i d : 2007692; r e v : 3 ; ) 

#by Darren Sprue ll 

• 
a lert tc p $HOME_NE T an y - > $EXTERNAL_NE T $HTT P _PORTS (msg: " ET TROJAN Ur lzone / Beb l oh Commun ication with Cont r olle r " ; flow: es t a blished , t o_server; con t e nt : "GET " ; de pt h :4; uriconte nt : " ? 
t ype:s l g&i d =" ; noc ase; pe r e: "/\ ?t ype =slg&id= [ 0 - 9A - Z] {18 }/U" ; e l ass t ype : t ro j a n-act i v i t y ; re f e r ence : ur 1 , t hr ea t i nfo . t r e ndmicro . com/vi nfo/ gr a}'\"a r e /ve_g r aywa r e Oe ta ils. as p? 
GNAME : TSPY _BE BLOH . Ko&VSec t : Td; r ef e r ene e: u rl , doc . eme r gi ngth r eats . net / 2009351 ; r efe r e nce : ur l , www .eme r gingthreat s . net / cgi - bin / cvswe b . cgi / sigs / VIRUS/TROJAN_Be bl oh ; sid : 2009351 ; r ev : 4 ; ) 
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#by Ma r cus a t s obe r . erg 
# 
a l e r t tc p $HOl'IE_NET a ny - > $EXTERNAL_N ET $HTT P _PORTS (ms g : '' ET TRO JAN Ur lzo ne / Bebloh Tr o j an Check-in" ; flavi : establis hed, t o_ server; content : " POST " ; dept h : 5; u r i co ntent : •· . ph p" ; 
content: "N=" ; content : "&I O="; cont e nt : "&DATA=" ; class t y pe : t r o jan-activ i t y ; r ef e r e nce : u r l , dcc . eme r gingt hrea t s . net / 2009 520 ; ref e r ence : u r l , www . eme r gingth r eats . net/ cgi­
b i n/ cvs\\leb. cgi/ sigs /VI RUS/ TROJAN_Be bl oh ; s i d : 2009 520; r ev : 2; ) 

#by jerry at cybe r c ave 

• 
a l e r t tc p $H□t-1 E_N ET a ny - > $EXTERNA L_N ET $HTT P _PORTS (ms g : "ET TROJAN Be blo h C&C HTTP POST" ; flm\l :established , t o_se r ve r ; content : "POST " ; depth : 5 ; uricontent : "/ ff . ie ?rnd=" ; nocase; 
pc re : " /\/ff \ . ie \ ? rn d= \ d+/ Ui " ; content:" I 0d 0a e d 0a I p=" ; noc ase; co ntent : "&ot =" ; nocase ; d i stance : 0; content : "&nj e b=" ; d i stance : 0 ; class t ype: t rojan - act i v i t y ; 
r ef e r e nce: ur 1, dcc . eme r gingth r eats. net / 2010565; r e f e r e nce : u r 1, ww111 . e me r gingthr eats. net / cg i - b i n/ cvs 1>Je b . cgi / sigs / VIRUS/TROJAN_Be bl o h; s id : 2010565; r ev : 3; ) 

# by dea pes h misra 
# 

a l e r t tc p $HOl'IE_NET a ny - > $ EXTERNA L_NET 81 ( msg: " ET TROJAN Bi frose Connect to Co nt r olle r " ; flow: established , t o_ se r ve r ; dsize :<20; cont e nt : " 109 00 00 9a l " ; dept h :4; cont ent: " l cc l " ; 
d istance: 3; withi n :4 ; cont e nt : "I 74 I "; d i s tance : 3; wi th i n : 4; c lasst y pe: t r o j a n-ac tivi ty; r ef e r e nce: ur l , doc . eme r gingth r eats. ne t / 2008273; r e f e r e nce : u r l , W\"1\1 , emer g i ngt hr eat s. net / cg i ­
b i n/ cvsweb . cgi/ sigs/VIRUS/ TROJAN_Bi frase ; s i d : 2008273 ; rev : 3 ; ) 

#by dea pes h mi s r a 
# 

a l e r t t cp $ EXTERNAL_ NET 81 - > $HOME_NET any ( ms g: " ET TROJAN Bi frase Respanse fram Cant r oller" ; fla w: established , fr om_ se r ve r ; d s i ze :9; cont e nt : " I 05 00 00 00 sq "; dept h : 5; 
cantent : " ICC ] " ; d i s t a nce : 3 ; 111 i t h i n : 4 ; clas s t y pe : t ra j a n- ac tivity; r e f e r e nc e : u r l , doc . e mergingth r eats . net /2008274; r efer e nc e: u r 1, www .emer gingthre at s . net / cgi-
bin/ cv S\\leb . cgi / sigs /VI RUS/ TR OJAN_Bi frase ; s i d : 2008274 ; r e v : 3; ) 

#matt j onkma n 
# 
a l e r t tc p $HOl'IE_NET a ny - > $EXTERNAL_N ET 81 ( ms g: " ET TROJAN Bi fra se Cannect t a Co nt r oller (va riant 2 ) " ; flow:establi shed , t o_se r ve r ; d s i ze: <220; con t ent: " l d2 00 00 9b l " ; depth: 4 ; 
c l ass t ype: t r o j a n-ac t i vity ; r ef e r e nce : u r 1, dcc . eme r gingth r eats. net / 2008 532; r e f e r ence : u r l , w1\IL11 . eme r g ingth r eats. net / cg i - b i n/ cvs 111eb. cgi / sigs / VIRUS/ TROJAN_Bi frase; sid : 20085 32; r ev : 2; ) 

#matt j ankma n 
# 

a l e r t tc p $HOl'IE_NET a ny - > $ EXTERNAL_NET $HTT P_PORTS (msg: "ET TRO JAN Bifrose Ca nnect t o Cant r oller ( PI NG PONG ) " ; f1 01\l : stat e l ess ; ds i ze:10 ; co ntent : "PING l 3a l i. (0 d Ba i " ; 
class t ype : t r o j a n-activity ; flov,b i t s : set, ET . b i frosel ; r e f e r e nce : u r l , doc. eme r gingth r eats. net / 20091 28; r e f e r e nce : u r l , www . eme r g i ngt hr eats .net / cg i - bi n/ c vswe b . cgi / s igs / VI RUS/ TROJAN_Bi f rase; 
sid :2009128; r e v : 3; ) 

# matt j a nkma n 
# 

a l e r t tc p $ EXTERNAL_ NET $HTTP _PO RTS - > $HOME_NET a ny (ms g : " ET TRO JAN Bi frose Res ponse fr om Cont rolle r ( PING PONG ) " ; flow: s tat e l ess; f101\lb it s : i sset , ET . b i frosel; ds ize :9 ; content : " PONG 
I 3a I i, I 0d I " ; c l as s t yp e : trojan-ac tiv i t y; re f e r e nce : u r l , dac . emergi ngth r eat s. ne t / 2009129 ; ref e r e nce: ur l , \\IL\IW . eme r g i ngt hr eats. ne t / cg i - b i n/ cvsweb . cgi / s i gs/VI RUS/ TROJAN_Bi f rase; s i d: 2009129; 
r ev : 3; ) 

# by dea pes h mi s r a 

• 
a l e r t tc p $HOl'IE_NET 81 - > $EXTE RNAL_N ET any (msg: " ET TROJAN Bi frase Respo nse from v i ctim"; flow : e stabli shed, t o_server ; ds i ze : 13; content : " 109 00 00 00 9a l " ; dept h : 5; co ntent : " I 74 1 " ; 
d i stance: 7; within : 8; c lass t ype: t r oja n- act i v i t y ; r e f e r ence: ur 1 , doc. emergingthr eat s . net / 2009797; r ef e re nce : url , M,>JW . emergingth r ea t s . net / c gi-b i n/ cvswe b . cgi/ s i gs / VI RUS/TROJAN_Bi f r ase; 
sid : 2009797; r e v : 2; ) 

#a naly sis by Jose Na za r i o at a r bor ne t works . 5i g by matt jonkman 

• 
a l e r t tc p $H□t-1 E_N ET a ny - > $EXTERNA L_N ET $HTT P _PORTS (ms g : "ET TRO JAN Bl a c ke ne r gy Bot Chec k i n t o c&c" ; flo i,i : establis he d , t o_serve r ; cont e nt : " POST " ; depth : 5; ds ize: <400; conten t : " I 0d 
0a I Cac he-Cont r o l I 3a I no-cache I 0d 0a 0d 0a I i d="; content : "&bui ld_ i d="; d i s t a nce: 5; pe r e : " / i d: x . + _ (0 - 9A-F ]{B}&bu ild_id: . +/" ; class t ype : t rojan-ac tiv i t y ; 
r ef e r e nce: u r 1, a sert . a r bornet1,io r ks . com/ 2007 / 10 / blac ke ne r gy -ddos - bot - analys i s - ava ila b l e; r ef e r e nce: u r l , doc . eme r ging th r eats. net / 2007668; r ef e r e nce: u r l , Wl\lL\I , emer gingthr eats. net / cg i ­
b i n/ cvsweb . cgi/ s i gs /VIRUS / TROJAN_Blac ke ne r gy ; s i d: 2007668; r ev : 5; ) 

#by J aime Blasco 
# 

a l e r t t cp $HOl'IE_NET a ny - > $EXTERNA L_NET $HTT P_PORTS (ms g : " ET TROJ AN Blac ke ne r gy Bot Chec kin t o C&C ( 2 ) " ; fl m\l : t o_serve r , establi s hed; c ontent : "POST " ; depth :5; co ntent:" l0d 0a 0d 0a l " ; 
cantent : " id=" ; nac ase; d i s t a nce: 0 ; content : "&ln=" ; noc ase ; co ntent: "&cn=" ; na case; cont e nt : "&nt = " ; nocase; content : "&bi d =" ; nocase ; classtype : t ra jan-ac t i v i t y ; 
r ef e r enc e : ur l , doc . emer gingth reats . net /2010875; r e f erence : u r l , MoJL.11 . e me r gingt hr eats . net / cgi - b i n/ cvs L>Je b . cgi / sigs /VIRUS/ TR OJAN_Bl ac kene r gy; s i d : 2010875; r ev : 3; ) 

#by s pooke r 
# 
a l e r t tc p $HOl'IE_NET a ny - > $EXTERNA L_N ET $HTT P_PORTS (ms g : " ET TROJ AN Bla ckE nergy v2 . x HTTP Request wi t h Encry pted Var iabl es"; fl ow: t o_serve r ,establis hed; co nt e nt: " POST "; dep th :5; 
uricontent : " / ge t cfg . ph p" ; nocase; content ! "I 0d 0a 0d 0a I s ks gh=" ; no ca se; clas stype : troj a n-ac t i v i t y ; r e f e r e nce: u r l , Wl."1\1 . secur e1>Jo rk s . com/ r esea r c h/ t h r e at s / blacke nergy2 / ?t h r e at =b l a cke nergy2; 
r e f e r e nce : u r l , doc . emer gingth reats . net / 2010885; r e f e r ence: u r 1, Mo/L.11 . emergi ngthr eats . net/ cgi - b i n/ cvs L11e b . cgi / sigs / VIRUS/ TROJAN_Bl ac kene r gy; sid : 2010885; r ev : 2; ) 

# by s peaker 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_N ET $HTT P _PORTS (ms g : "ET TROJ AN Blac kEne rgy v2 . x Plugin Doi\ln l oa d Request " ; flo1\I : to_s er ve r, e s tabli s hed; co ntent: "POST "; de pt h : 5; 
urico ntent : " / getc f g . ph p"; nocase; content: " l0 d 0a 0d 0a I"; co nt e nt : "get p=" ; d is t a nce:0; content : "id:"; con t e nt : " l n=" ; co ntent : "b i d: " ; content : "nt= " ; content : "cn="; c l asst ype : t r o j a n-
act i v i t y; r e f erenc e : ur l, vrww . secu r e\\lo r ks. com/ r esea r c h / th r eats / b l ac ke ne r gy2/ ?t hr e at =b l ac ke ne r gy2; r ef e r e nce : ur l, doc. eme r g i ngt hreat s. net / 2010886; r e f e r enc e : u r l , wwi,i , eme rgingt h r ea t s . net / cgi­
b i n/ c vsweb. c gi / sigs /VIRUS/ TROJAN_Blac ke nergy; s i d: 2010886; r ev : 2 ; ) 

# f a ke sea r c h s i t e , di s tributed bac kdoo r . agent. aqr and othe r s 
# 

#a l e rt tcp $H01E_NET a ny -> $ EXT ERNAL_NET $HTTP _PORTS (msg: " ET TROJAN Bli nk . com r elate ci Bac kdoo r Checkin" ; flm,s : es t abli s hed , t o_serve r ; ur i cont ent : " /?vn=" ; nocase; 
u r ico ntent : "&pa r t ner=" ; nocase ; uri content : "&ptag: " ; nocase ; u r i co ntent : "&b== " ; no ca se; uricont ent : "&se= " ; no ca se; uricont ent : "&au=" ; no ca se; f lo1>Jb i t s: set , ET. bl i nk . get; c lass t y pe: t ro j a n­
act i v i t y ; r e f e r ence : ur 1, doc . eme r gingthreat s . ne t / 2007805; r efe r e nce: ur l , 'IMW . emergingth r e a ts . ne t / cg i - b i n/ cvswe b . cgi / s igs /VI RUS/TROJAN_B l ink . com; s i d: 2007805; r ev : 2; ) 

# f a ke sea r ch s i t e , d is t r i bu ted bac kdoo r . agent. aqr a nd othe r s 
# 

#a l e rt t cp $EXTERNAL_NET $HTTP _PORTS -> $HOME_NET a ny (ms g: '"E T TRO JAN Blink . com re late ci Upg r a de Command Gi ve n" ; flowbit s : i sset , ET. blink .get; f10111 :est a blis he d , from_se r ve r ; con t ent : " l0 d 
0a lX- f-\essaging l 3a I Th is i s a n i mportant doL,i n l oad I 0d 0a I Loc a t ion ( 3a I ht tp I 3a I//" ; class t y pe : t ro j an-ac t i vity ; r ef e r e nce :url , doc . eme r g i ngth r eat s . net/2007806; 
r e f e r e nce: u r l , \\IL,J\'ol . eme r gingth reats . net / cgi- bin/ cvs 1,ie b . cgi / sigs / VI RUS/ TROJAN_Bl i nk . com; s id : 2007806; rev : 3 ; ) 

#matt j onkma n 
# 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P _PORTS (msg : " ET TRO JAN Boax xe HTT P POST Checkin" ; flow: establis he d , t o_se r ve r ; u r i content: "/ u/" ; content : "POST "; de pt h : 5; conten t : " I 0d 
0a luse r - Agent I 3a l Inte rne t Exp l o r e r le d 0a I"; content : " le d 0a 0d 0a I a="; d i stanc e: 0; content : "&b=" ; d i stance: 0; class t ype : t ro j a n -activity ; r e fere nc e : url , do c . emerg ingt hr e a ts . ne t / 2009297; 
ref e r e nce: url , M"'" · eme r gingth r eats . net / cgi- b i n/ cvs Ne b . cgi / sigs / VI RUS/ TROJAN_Boaxxe ; s i d : 2009297; r ev : 3; ) 

#th i s r eally i sn ' t Kraken , appea r s to r e ally be babax, but r e po r t e d as kr a ken . 
#These s igs a re a fi rs t a tt e mpt , hopef ully t h i s wi ll i mprove 
#disabling , we should delet e these soon, like in jul y 2010 
#matt 
# 
#alert tc p $H01E_NET 1024: - > $ EXTERNAL_ NET 447 (msg : '"ET TROJAN Bo bax/ Kra ke n/ Oderoa r TC P 447 CnC Cha nn e l I ni tia l Packet Out bound " ; flow: establi shed ; ds i?e : 24 ; t hr esha l d: t ype thr es ha l d , 
t r ac k by _s r c , count 2, se co nds 360; class t ype: t ro j a n - act i v i t y ; r ef e r e nce : ur l , do c . eme r g ingth r e at s . net / bi n/v i e1\I/Main/ OdeRoor; r e f erence: url , L>JWW . eme rgingthr ea t s . net / cg i -
b i n/cvsweb . cgi/ sigs /VI RUS/ TR OJAN_Bobax; sid : 2008103; r ev : 3; ) 

#th i s r ea lly i sn ' t Kraken , a ppea r s t o r e a lly be babax, but r e po r ted as kr a ke n . 
#These s igs a re a fi r st a tte mpt , hopef ully t h i s l\l ill i mprove 
#disab ling , we should de l et e these soon , like in j u l y 2010 
#matt 
# 

#a l e rt udp $H01E_NET 1024 : - > $ EXTE RNAL_NET 447 (msg: '"ET TROJAN Bobax/Kra ke n/ Ode roa r UDP 447 CnC Cha nn e l I ni ti a l Packet Out bound " ; dsize: 24 ; thr esho ld : t ype t hr e s hol d , t rac k by_s r c , 
count 2 , second s 360; c l asst ype : t r o j a n- act i v i t y ; ref e re nce: ur 1 , doc. eme r g i ngthr e at s . net / bi n/v iew/Ma i n / OdeRoor ; ref e re nce: url , W'IM . emerg i ngth r ea t s . net / cgi-
bin/ cv si\leb . cgi / sigs /VI RUS/ TROJAN_Bobax; s i d : 2008104 ; r ev : 3; ) 

#th i s r eally isn ' t Kraken , a ppea r s t o r eal l y be bobax, but r e ported as kr a ken . 
#These sigs a re a f i rs t a tt empt , hapef ully th i s wi ll i mprove 
#d isabling , 'Ile sho uld delete these soon, like in j u l y 2010 
#matt 
# 

#a l e rt udp $EXTERNAL_NET 447 - > $HOME_NET 1024 : (msg : " ET TROJAN Bo bax/K r a ke n/ Ode r oo r UDP 447 CnC Cha nnel I ni ti a l Packet In bound"; dsize:24 ; th resho ld :ty pe th resho l d , t r a ck by_s rc, coun t 
2 , seconds 360; c l a ss t ype: t ra j a n -act i v i t y ; r efe r e nce : ur l, dac . eme r g ingt hreats . ne t / bi n/v i ew/ Main/ OdeRoo r ; ref e r ence: ur l , vr:rw . eme r g i ngt h r ea t s. ne t / cgi-bin/ cv sweb . cg i / s igs/ VIRUS/ TROJAN_Bo ba x; 
sid : 2008105; r e v : 3; ) 
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#this really i sn ' t Kr a ke n , appea r s t o r ea lly be boba x, but r e po r t e d as kra ken. 
#These s i gs a r e a fi rs t attempt , hopefully t h i s \~ ill i mprove 
#d isabling, we sho ul d de l ete t hese soon , like in j u l y 2010 
#matt 

• 
#a l ert tc p $EXT ERNAL_NET 447 - > $HOM E_NE T 1024 : ( msg : " ET TROJAN Bo bax/ Kr a ke n/ Oderoor TC P 447 CnC Cha nne l I nit i a l Packet I nbound"; f1 01,1 : establishe d; ds i ze:24; th r es ho l d : t ype t hr eshol d, 
t r ac k by _src, count 2 , seconds 360; e l asst ype : t ro j a n - activ i t y ; r efe r ence : url , doc. eme r gingt h r eats . net / b i n/v iew/Ma i n/ OdeRoo r ; r efe r e nce : ur l , l>MW . eme r gingthreats . net / cgi-
b i n/ cvsweb . cgi / s i gs /VI RUS/ TROJAN_Bobax ; sid: 2008106; r e v: 3; ) 

#t hi s r eally isn ' t Kr a ke n , appears t o r ea lly be boba x , but r e ported as kr a ken. 
#These s igs are a fi r s t a ttempt , hopefully th i s l~ill i mprove 
#d i sa bling , we sho uld delet e t hese soon , like in jul y 2010 
#matt 

• 
#a l e r t udp $EXTERNAL_NET 447 - > $HOME_NE T 10 24 : ( msg : " ET TROJAN Possib l e Boba x/ Kraken/ Od e roo r UDP 447 CnC Cha nne l I nb oun d" ; thr es ho l d: t ype t hr es ho l d, t ra c k by_s r c, count 5 , seconds 60; 
e l assty pe: t rojan -activ i t y ; r efe r ence : u r 1 , doc . eme r gingt hr eats . net / b i n/v ie1,1/Ma i n/ Ode Roo r ; r efe r ence: u r l , \'il"'" · eme r gingthr eats . net / cgi - b i n/ cvsweb . cgi / sigs / VIRUS/ TROJAN_Bobax; sid: 2008107 ; 
r e v : 3; ) 

#this r ea lly isn ' t Kraken , appears t o r eally be boba x , but r e ported as kr a ken. 
#These s igs a r e a fi r st a ttempt , hopefully t his ,~ill i mprove 
#d i sa bling, we sho ul d de l ete t hese soon , like i n j u l y 2010 
#mat t 

• 
#a l e r t tc p $EXT ERNAL_NET 447 - > $HOME_N ET 1024 : (msg : " ET TROJAN Poss i b l e Bobax/ Kr a ke n/ Oderoo r TC P 447 CnC Cha nnel I nb oun d" ; flow:est ablis hed ; t h r e s hol d : t y pe t h r eshold , t r a ck by_src , 
count 5, second s 60; e l asstype : t roj a n-activ i t y ; r efe r e nce: ur l , doc . eme rgi ngth reats . net/ bi n/v i ew/Main/ OdeRoo r ; r efe r ence: u r l , wt>M . eme r gingth r eats . net/ cgi-
b i n/ cvsweb . cgi / s i gs /VI RUS/TROJAN_Bobax; sid:2008108; r e v : 3; ) 

#this r ea lly isn ' t Kr a ken , appea r s to r ea lly be boba x , but r e port e d as kr a ken. 
#These sigs a r e a f i r st attempt , hopefu lly t his will i mprove 
#disabling , we sho uld delete the se soon , like i n j u l y 2010 
#matt 

• 
#a l ert udp $H0'-1 E_NET 1024 : - > $ EXT ERNAL_NET 447 (msg : " ET TROJAN Poss i b l e Boba x/ Kr a ke n/ Oderoo r UDP 447 CnC Ch a nne l Outbound " ; t h r es ho l d : t ype t hr esho l d , track by_s r c , co un t 5, second s 60; 
e l assty pe: t r o j a n-activ i t y ; r efe r ence : u r 1 , doc . eme r gingt hr eats. net / b i n/v i ew/Ma i n/ OdeRoo r ; r ef e r ence: u r 1 , w""'" · eme r gingthr eats. net / cg i - bin/ cv sL.,e b . cgi / sigs / VI RUS/ TRO JAN_Bobax; s i d: 2008109 ; 
r e v : 3 ; ) 

# t his r eally isn ' t Kr a ke n , appe a rs t o r eally be bobax , but r e port e d as kra ken . 
#These s i gs a r e a fi r st attempt , hopefully t his will i mprove 
#d isabling, we sho ul d delete t hese soon , like i n j u l y 2010 
#matt 

• 
#a l ert tcp $H0'-1 E_ NET 10 24 : - > $ EXT ERNAL_NET 447 (msg : " ET TROJAN Po ss i b l e Boba x/ Kr a ke n/ Oderoo r TCP 447 CnC Cha nne l Outbound " ; flow:establi she d ; t h r eshol d :type t h r esho l d , t r ack by_ s r c , 
count 5, seconds 60; e lass t ype : t ro j a n-ac t i v i t y; r efe r e nce: u r l , do c . eme rgingth reats . net/ bi n/vi ew/Main/ OdeRoo r ; r efe r ence: u r l , L',!\>M. eme r gingth r eats. net/ cgi -
b i n/ cvsweb . cgi / s i gs / VI RUS/ TROJAN_Bobax; sid: 2008110; r e v : 3; ) 

#Bofra \,Jo r m 
#submitted by Matt Jonkma n, addit ions by Dav i d Macie j a k - Bofra Wo r m 

• 
##a l e rt tcp $HOME_NET !$HTT P_PORTS - > $ EXT ERNAL_NET 1639 ( msg : " ET OEL ETE O Bofra Vi ct i m Accessing React or Page " ; flow: from_client,establi she d ; conte nt : "GET " ; nocase; co ntent: "reacto r " ; 
nocase; c l asstype: t r oja n -activ i t y; reference : ur l, securi t y r es ponse. syma ntec . com/ a vcenter /ve nc / da t a / w32 . bof r a . e@mm . ht ml ; r ef erenc e : u r 1, us . mcafee . com/virus! nfo / defaul t . asp ? 
i d=desc r i ption&vi rus_k=129631; r efe r ene e : url , doc . eme r g i ngthr eats . net/ 2001430; r efe r e ne e : ur 1, www . eme r gingth r eats . net / cgi- bi n/ cv sweb . cg i / sigs / VIRUS/ TROJAN_Bofra; sid : 2001430; r ev : 10; ) 

#by Je f frey BrDl>Jn , re 33f56ffda 981a f a72 5d530be3dlelcfb 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNAL_NET $HTT P _ PORTS (msg: "ET TROJA.N Br av i x Check i n" ; flow: t o_ serve r , establi s hed ; conten t : "G ET " ; de pt h :4; uricontent: "? 1,imi d =" ; u r icontent: "&l=" ; 
u r i content : "&it : " ; ur i c ontent: "&s : " ; c lasstype: t r o j a n-activ i t y; r e f e r e nce: ur l,doc . emergingth r eats. ne t /200854 1; refe r e nce : ur l , w1,rw . eme rgingth r eats . net / cg i -
b i n/ cvsweb . cgi / s i gs / VIRUS/ TROJAN_Br av i x; s i d : 2008 541 ; r e v : 2; ) 

#by da rre n sp ru e 11 

• 
ale r t tc p $EXTERNAL_ NET $HTTP _PORTS - > $HOME_NET a ny (msg: " ET TROJ A.N Bredavi Co nfigu r a tion Update Re s ponse"; flow: es t ablis he d , f r om_server; content : " J0d 0a 0 d 0a 21 I ne 1,1_config f e a I"; 
nocase; c l asstype : t roj a n- act i v i t y ; r ef e r e nce : ur 1 , doc. eme r gingt h r eats . net/ 2010790; r efe r e nce : u r l, 1"'""'' . emergingt h reats. net/ cgi-b i n / cv s1>Jeb . cgi/ sigs/ VIRUS / TRO JAN_Br eda vi ; sid : 2010790; 
r e v : 2; ) 

#by da rren s pru e ll 
# 
a l e r t tc p $HOME_N ET a ny - > $EXTERNAL_NET $HTT P_PORTS (msg :"ET TROJA.N Bredavi Checki n " ; flow:est ablis hed, to_se rve r ; uri co nt e nt: " ph p? i d =" ; nocase; u r i content :"&ver=" ; nocase; 
uricontent : "&up= " ; nocase; urico ntent : "&os="; nocase; class t ype : t r o j an -ac tiv ity ; r eference : u r 1, doc. eme r gingthreats . net /2010791; r efe r e nce : u r 1, www. emerg ingt hreat s , net/ cgi­
b i n/ cvsweb . cgi / s igs/VI RUS / TROJAN_Br eda vi; sid: 2010791 ; r ev : 2; ) 

#by Da rren Spr uell 

• 
a l ert tc p $HOME_NET a ny - > $EXTERNA L_NET $HTTP_PORTS (msg:"ET TROJA.N Bredo l ab Downl oa de r Commun i cati ng \,J ith Cont r olle r ( 1 ) " ; flow:establi she d , to_se r ver; uricontent: "action: " ; nocase ; 
u r i content : "&ent i t y _ li st:" ; nocase; u r iconten t : "&ui d: " ; noc ase; u r i content: "&f i r st=" ; ur i content : "&gui d:" ; nocase ; ur icontent: "&r nd: " ; nocase ; e las s t ype: t ro j an -activ i t y ; 
r efe r e nce: u r 1 , wwL'I .mi crosoft . com/ secu r i t y/ porta l / Ent r y . aspx ?Name=T r o j anDownl oade r %3 al,J i n32 / Br e dolab. B; r efe r e nce : u r 1, doc . emergingth r eats. net / 2009353; 
r efe r e nce: ur 1 , wwL~. eme r g i ngth r eats. ne t / cgi - bin / cvs1"1eb . cgi / s i gs / VIRUS/ TROJAN_Bredolab; s i d : 2009353 ; r e v : 8 ; ) 

#by Darren Sp r uell 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (msg: "ET TROJA.N Bredolab Oo\1nl oader Commun i cating \,J ith Cont r olle r (2 ) " ; f101~ : e stabli she d , to_se r ver; uricontent : "ac t i on="; nocase; 
uricontent : "&guid=" ; nocase; ur icontent : "&r nd =" ; noc ase; ur i cont e nt: "&ui d =" ; nocase; u r i content: "&enti t y="; nocase ; c l assty pe: t r ojan-act i v i t y; 
r efe r e nce: u r 1 , wM>J . mi c r osoft . com/ securi t y/ po r ta l / Ent ry . as px ?Name=TrojanD01,ml oade r %3 al.J i n32 / B r e dolab . B; re fe r e nce : u r 1, doc . emergingthreats . ne t / 20093 54; 
r eference: u r l , W\"'" . eme r g i ngth r eats . net/ cgi - b i n / cvs l>Jeb . cgi / s i gs / VIRUS/ TROJAN_B r e dolab; sid : 2009354; r e v : 6 ; ) 

#by J a i me Bl asco 

• 
ale r t tc p $HOME_N ET a ny - > $EXTERNA L_NET $HTT P_PORTS (msg: " ET TROJA.N Bredo l ab Check I n" ; flow:established , t o_serve r ; content : "GET "; de pt h : 4 ; ur ico ntent : " v=" ; ur icontent: "&s="; 
urico nt ent : "&ui d=" ; ur icont ent : "&p="; u r i content : "&q=" ; con t e nt : " I 0d 0a I Use r -Age nt I 3a 0 d 0a I"; c l ass t ype: t r o j a n-act i v i t y ; ref e r e nce : ur l , W\"'~ . mart insecur i t y . ne t / 2009/ 05/ 20/ ins i de-the ­
mas sive-gumbla r -at t ac ka-dent ro-de l - eno r me- ataq ue-gumbl a r / ; r ef erence : u r 1, doc . emergi ngt hr eats . ne t / 2009360; r efe r e nce : u r 1, WrM . eme r gi ngth r eats . net/ cgi-
b i n/ cvsweb . cgi / s i gs /VI RUS / TR OJAN_Br edolab ; s i d : 2009360 ; rev : 6; ) 

#by Da r r e n Spr uell 

• 
a l e r t tc p $EXTERNAL_NET $HT TP _PO RTS - > $HOME_NET a ny (msg: " ET TROJ A.N Br edo l ab Downl oa der Response Bi naries from Controlle r " ; fl m~:es tabli she d , from_ se r ver; content:" l0d 0a I Ent i t y -
I nfo I 3a I "; nocase; c ontent : " I 0d 0a I Magie - Number I 3a I"; nocase; pe re: "/\x0d \ x0a Enti t y - I nfo \ x3a \ s+ \ d+ \ x3a \ d+/ " ; pc r e : " /\ x0d \ x0aMagic -Numbe r \ x3a \ s +\ d+\ 1 \ d+/ " ; c la sstype: t r ojan-ac t i vi t y ; 
r efe r e nce: u r 1 , W\"'" .mi c r osoft . com/ secu r i t y/ port a l / Ent r y. as px? Name:TrojanDownl oade r %3 al,J i n32/ B r e dolab . B; r efe r e nce : u r 1, doc . e me r gingthr eats. ne t / 2009388; 
ref e r e nce: u r 1 , W\"1.>J . emerg i ngth r eats. net/ cgi - bin / cvs 1"1eb . cgi / s igs/VIRUS/ TRO JAN_Bredo l a b; sid : 2009388 ; r e v : 3 ; ) 

#B r edo l ab I nf ect i o n 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P _PORTS (msg: "ET TRO JA.N Hilo t i / Mufa nom Downl oader Check i n" ; flm~: establishe d , t o_se r ve r ; uricont e nt : "/ get"; noc ase; u r icontent : " . php ?c= " ; 
nocase; urico ntent : "&d="; nocase; pe r e :" /\/get \ d* \ . php \ ?c= [A- Z J{ B}&d= (0-9A- F }{ 250, }$/ U"; clas s t ype: t roja n- ac t i v i t y ; 
r eference: u r l , W\""' . mi c r osoft . com/ securi t y/ po r t a l / Th reat/ Encycloped i a / Ent r y . as px ?Name=Tr oj a n%3aWi n32%2fHilot i . ge n ! A; r eference : ur l , doc . e me r g i ngthr eats . ne t / 2010071; 
r eference: u r l , W\"'" . eme r g i ngth r eats . net/ cgi - b i n / cvs1>Jeb . cgi / s i gs / VI RUS/ TROJ AN_Br e dolab; r e f e ren e e: u r l , b l og . f o r t i net . com/ h i l ot i -the - botmaste r -of-d i sguise / ; sid : 2010071 ; r e v : 6;) 

#B r edo l ab I nf ect i o n 
# 
a le r t tcp $HOME_NET a ny - > $EXTERNAL_N ET $HTT P_PORTS (ms g:"ET TRO JA.N Bredol ab I nf ect i o n - l'l i ndows Key" ; flow:esta blished , t o_server ; uricontent: " ?s=Wi nd o1,,s"; nocase; uricont e nt : "&p=" ; 
nocase; pe r e : " /\&p= [ 0-9A- Za- z ] {5 } \ - (0-9A-Za-z ] {5} \ - / " ; nocase; classt ype : t r o j a n -act i v i t y ; r efe r ence : ur l , doc . emerg ingthreats . net /2010072 ; ref e r ence: ur 1 , www .eme rgi ngthreat s.net / cgi ­
b i n/ cvsweb . cgi / sigs /VI RUS / TROJAN_Br edolab ; s i d : 2010072; r ev : 3; ) 

#by e vilghos t 

• 
alert tcp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg: " ET TROJ AN Sy r ut r k/ Gi bon/ Br e do l ab Check i n" ; flow: t o_ se r ve r ,establishe d ; content : "GET " ; de pt h :4; uricontent: " ?dd os: x" ; nocase; 
pere: " /\x3 Fddos \ x3D(x\ d{ l , 2} ) {5, }/ Ui "; c l assty pe : troj a n - activ i t y; r e f e r e nce : u r l , wi-,.~. mic r osof t. com/ secur ity / por t a l / Thr eat / Encyc l ope dia/ Ent r y . as px ?Name:Bac kdoo r %3aWi n32%2fSyr ut rk .A; 
r efe r e nce: u r 1 , W\"1.'I . t hr eat e xpe rt . com/ r eport . as px ?md5:a5f94577d00d0306e4ef64 bad 30e5d37; r ef erenc e : url , www . t h r ea t expe rt . com/ r eport . a s px ?md5:0 11d403b345672adc 29846074e717865; 
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refe r e nce: u r 1, doc . emerging1: h r eat s. net/2010381 ; r e fe r e nce : ur 1 , W\'11'<1 . e mergingth r eat s. net/ cgi - b- i nl cvs web . cg i l s i gs l VI RUSI TROJAN_fl r edo laÌ, ; s i d: 2010381 ; rev : 4 ; ) 

#by e vilghos t 

• 
a l ert tcp $HOME_N ET a ny - > $EXTERNAL_NET $HTTP _PORTS (msg: " ET TROJAN Fa ke AV GET" ; f l ow: establis hed , t o_se r ver; con tent: "GET " ; dept h : 4 ; uricontent: " . ph p? " ; nocase; uri content: "af fid="; 
nocase; u r icontent : "sub id="; nocase ; u r i content : " t ype= " ; nocase ; uricontent : "a dwa r e"; no ca se; c l as s t ype : t r o j a n-ac tiv i t y ; r e f erence: u r 1, t h r eat expe r t . coml r e por t. aspx? 
md5: 8dlb47452307259fle191e16ed23cd3 5; r ef e r ence : url , doc . eme r g i ngth r eats . net / 2010382; r e f erence: u r 1, ww11, . eme r g i ngth r eats. ne t / cg i - bi n/ cv sweb . cg i / s i gsl VI RUS/ TROJAN_Br e do l a b; sid: 2010382 ; 
r ev : 3; ) 

# by Matt Jonk.ma n 
# 
a l ert t cp $HOME_N ET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg: " ET TROJ AN Br o nt ok Use r -Agent Detec t e d ( Brontok . A3 Br o1-1se r ) " ; flOL\l : es tab lishe d,to_ser ver; content : "User -Agent l 3a l Bron t ok"; 
nocase; class t ype: t r o j a n- ac t i v i t y ; r ef e r e nce : ur l , doc . eme r g i ngt h r ea t s . net /2006999; r e f e r e nce: url , I\IWI/J . eme r g i ngt h r ea t s . ne t / cgi-b i n / cv s1\leb . cg i / s i gs/ VI RUS /T ROJ AN_ Br ont ok; s i d : 2006999; 
r e v : 4 ; ) 

#by Matt Jonkma n 

• 
a l e rt tcp $HOME_NET a ny - > $ EXTE RNAL_NET $HTT P_PORTS (msg:" ET TROJA.N Bront ok/)ose r ay Use r - Agent Detected ( Jose r ay .A3 Browse r ) " ; flm'<l :establi shed, to_serve r ; content : "Us e r -Agent l3a l 
Joseray" ; nocase ; c l as s t y pe : troj an - ac t i v i t y ; r ef e r e nce : u r l , doc. eme r gi ngt h r eats . net / 2008765; r ef e r e ne e: url , Wr/11/ . eme r g i ngt h r eats . net/ cg i - b i n/ cv sweb . cg i / s i gsl VI RUS/ TROJ AN_Br ont o k; 
s i d:2008 765; r ev :3; ) 

#by Matt Jonkma n 

• 
a l e rt tcp $HOME_NET a ny - > $ EXTERNA L_NET 1024 : (msg : " ET TROJAN Buzus FTP log Upl oad" ; flov,. :es tabli shed , t o_serve r ; dsize : 100< >500; cont e nt : " 120 20 20 20 1°' ; de pth : 4 ; 
cont e nt: .. .. •**• .... • .. • c o - Key Pac k••• .. *** *• .. "; distance : 0; co ntent: "Microsof t \.Ji ndoi'<ls Pr oduct I D CD Key \ : "; d is t a nc e : 0; classty pe : t roj a n -ac tiv i t y ; 
r e fe r e nce: u r 1 , dcc . eme r g ingth reat s. ne t / 2008750; re fe r ence : ur l , wwL'<I . e me r g ingth r eat s . net/ cgi - b i n/ cvs Neb . cgi / s i gs / VI RUS/TROJAN_8uzus; s i d: 2008750 ; r e v : 3; ) 

#by Ja i me Bl asco 

• 
a l ert tcp $HOME_N ET a ny - > $EXTERNA L_NET $HTTP_PORTS (msg: " ET MALWARE Buzus Pos ting Dat a " ; f low:est a bli shed , to_se r ve r ; co ntent : " POST "; nocase; dept h :5 ; uricontent : "/ f ds updat e " ; noc ase; 
cont ent: "I 0d 0a 0d 0a I PUTF" ; classtype : trojan - act i v i t y ; r ef e r e nce : url , doc . eme r g i ngth r ea t s . ne t / 2010064 ; r e f e r e nce: ur 1 , LWIW . eme r g i ngt h r eats . net / cgi-b i n/ cv s1-Je b . cg i / s i gs / VI RUS/ TRO JAN_Buzus; 
s i d : 2010064; r ev : 3; ) 

#mat t j onkma n , l a be l e d l ogs nif, bzu b2, dop i p 

• 
a l ert tcp $HOME_N ET a ny - > $EXTERNAL_NET $HTTP _PORTS (msg: " ET TROJA.N Bz ub 2 Re lated RPC/ Ht t p Chec k i n" ; flow: establis hed , t o_se r ve r ; u r i c:o nt e nt : " l rpc. php?a: ft p%3AX2F%2 F" ; nocase ; 
uric:ontent: "&b=" ; no ca se; c: las s t ype : t ro j a n -ac tiv i t y ; r eference : ur 1, doc . eme r g i ngth r eat s, ne t / 2007843; r e f e r ence : u r l , www . eme r g i ngt hreat s . net / cg i - bi n/ c: vswe b . cg i / s i gs /VI RUS / TROJ AN_Bzub; 
s i d : 2007843; r ev :2; ) 

#by Darre n Spr uell 

• 
a l ert tcp $HOME_N ET a ny - > $ EXTERNA L_NET $HTTP_PORTS (msg:"ET TROJ AN Me t a fi s her/ B:z ub/ Cimu z/ Tans py Repor ting Use r Act i v i t y" ; flow:est ablished, t o_server; u r i content :"ve r ="; nocase; 
uricontent : "&l g: " ; nocase; u r i conte nt : "&ph i d: "; nocase; ur i co ntent : "&r : " ; pc re:" / ph i d: [A- f0-9 ]{ 64 }/ Ui " ; c l asst ype: t ro j a n - activ i t y ; r ef e r e nce : ur l , dcc. eme r g ingt hrea t s . ne t /2009349; 
r efe r e nce: u r l , .....,."'" · eme r g ingth reat s. net/ cgi - b i n / cvs L\leb . cgi / s i gs / VI RUS/ TROJ AN_Bzub ; s i d : 2009349 ; r e v : 3 ; ) 

#by \./i ll iam Sa l us ky of AO L, mod i fied t o use http i nspec t 

• 
a l ert tcp $HOME_N ET a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg : "ET TROJAN Casho ut Proxy Bot r eg_DST"; flow:to_ser ve r , est a bli shed; uricont en t : '' , php ?"; u r icontent : " lang= " ; u r i cont ent : "&pa l ='" ; 
u r i content: "&bay: " ; ur ic:ontent : "' &go l d ="' ; u r ico ntent : "&i d=" ; uricont e nt: "&pa r am= " ; u r i content : "&soc ks po r t= " ; u r ic:ont e nt : "&h ttppo r t=" ; cla ssty pe: tro j a n-activ i t y ; 
r e fe r e nce: u r 1 , doc . eme r g ingth r eat s. net/ 2008248; re fe r e nce: u r 1 , wwL,. . e merg i ngthreat s . net/ cgi • b i n/ cvs web . cgi / s i gs /VI RUS/ TROJAN_Cas hout_Pr oxy ; s i d: 2008 248; rev : 2; ) 

#by matt jonkma n 

• 
a l ert tcp $HOME_N ET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg:"ET TROJ A.N Cash poi nt . com Re l at ed c heck i n Use r -Agent ( i ne t i ns t ) "; flow:established, t o_se r ve r ; cont e nt: " l0 d 0a l Use r -Agen t l 3a l 
i ne tinst I 0d 0a I "; clas s t y pe : troj an - activ i t y ; r ef e r e nce : u r l , doc. eme r gi ngt h r eats . net / 2007808; r ef e r ene e : u r l , tr,·rw. eme r g i ngt h r ea t s . net/ cg i - b i n/ cv sweb . cg i / s i gsl VIRUS/ TROJAN_Cas hpo i nt . com; 
s i d:2007808; r ev :3; ) 

#by matt jonkman 

• 
a l ert t cp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg: " ET TROJ AN Cas hpoi nt . com Re l at ed c hec k i n Use r - Age nt ( o kcpmg r ) "; flow: es t a blis he d , t o_s e r ve r ; cont e nt : " l0d 0a lUser •Agent l3a l 
okc pmgr I 0d 0a I "; classtype : t rojan-ac t i v i t y; refe r e nce : ur l ,doc . emergi ngthreat s . net /2007810; r efe r ence : url , 1-ri·IW . emergingt hr ea t s . ne t / cg i - bin/ c vswe b . cgi / s i gs / VI RUS/ TROJAN_ Cas hpo int . com; 
s i d : 2007810; r ev :3; ) 

#by Da r ren Spr ue ll 

• 
a l ert tcp $HOME_N ET a ny - > $ EXTERNAL_NET $HTT P _ PORTS (msg: "ET TRO JA.N Downl oaderExc ha nger / Cbe pl ay Var i a nt Chec: k i n " ; flow: t o_serve r , es t abli she d ; cont ent: "POST " ; de pt h : 5 ; nocase ; 
cont ent: " l 0d 0a 0d 0a I os:" ; nocase; content : "&ve r :"; nocase; d i s t ane e :0; content : "&i dx= " ; nocase ; d i s t a nce :0; cont ent : "&use r : " ; noc:ase; d i s t ance :0; content : "&i oc t l : " ; noc:ase; 
d i s t ance: 0; c:ont e n t : "&da t a= " ; d i s tance :0; noc ase; e l ass t ype: t ro j a n - a ctiv i t y ; r efe r ence : url , VNIW , microsoft . c:om/ sec:u r i t y l po r ta 1/Thr ea t l Encyc: l oped i a / Ent r y . aspx? 
Name=Tr oj a nD01'<1n l oade r %3a~Jin32%2f Cbep l a y . B; r e f ere nce: ur l , ttNIW . secure1-Jo r ks . com/ r esea r ch/ th r eat s / pp i / ; r e f e r ence: u r 1, doc . emerg i ngthreats . net / 2010217; 
r efe r e nce: u r 1 , WWL\I . eme r g ingthreat s. ne t / cgi • b i n / cvs 1\leb . cgi / s i gs / VIRUS/ TROJ AN_Cbe pl ay ; sid: 2010217 ; r e v : 3; ) 

#by J effrey Br o1\ln at s ynac kt i p 

• 
#a l e r t tc p $HOME_N ET any -> $ EXT ERNAL_NET 1024 : ( ms g : " ET TROJAN Cec kno Repor t ing to Co nt r o lle r "; flow: establis he d , t o_server; ds i :ze : <30 ; cont e nt : " \ : 2 I 7c I"; depth : 10; cont e nt: " I 7c I"; 
d is t ance: 0 ; content : " I 7c I"; dist ance : 0; pe r e : " /"\d+\ x3a \ d \ x7c \ d+\ x7c [ 0-9a - z ]+ \ x7c \ d+/ i " ; flotti bi ts: set , ET . cekno. i n it i a l ; cla ss t y pe : t rojan-ac t i v i ty; 
r eference: u r 1 , doc . eme r g i ngth r eat s. ne t / 2008177 ; r e fe r e nce: ur 1, W\'11'<1 , e me r g i ngth r eat s. net/ c:gi - b i ni cvs web . cg i l s i gs / VI RU S/ TROJ AN_Cekno ; s i d : 2008177; r e v : 4 ; ) 

#by Jeffre y Br own at s ynac ktip 

• 
#a l e r t tcp $EXT ERNAL_NET 1024: - > $HOME_NET a ny ( msg : " ET TROJAN Cec kno Keepa live from Co nt r olle r " ; f1 01'<l : es t ablished , from _se r ver; d s i ze: 1 ; con tent : " 1"; flowbi t s : i sset, ET . cekno . i ni tia l ; 
e l ass t y pe: t ro j a n-ac t i v i t y ; r e f erence: u r 1 , dcc . emer gingt hr eat s. ne t / 2008178; r ef erence : u r 1, W\'t".\I . eme r g ingthr eat s. ne t / cgi - bin/ cvs we b . cgi / s i gs / VIRUS/ TROJAN_Ce kno; sid : 2008178; re v : 3; ) 

#by J a i me Blasco 

• 
alert tcp $HOME_N ET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg:"ET TROJ A.N l.Ji n32/Che kaf e . A o r Re l a t ed I nf ection Chec k i n "; flow: established , t o_se r ve r ; u ricont e nt : " i slns t =" ; 
uricontent: "loc kcode= " ; u r i cont ent : "PcType=" ; uricon t e nt : "AvName:" ; u ri content : " Pr oCount =" ; c l asst ype: t roj a n-act i v i t y ; 
r e f erence: ur 1 , wwL'<l . mi c r osoft . com/ secu r i t y/ port a l / Th r ea t / Enc:yclopedia / Ent r y . aspx ?Name: Tro j a nDownl oader%3A\,J in32/Che kafe. A; r ef e r ence: u r 1, doc. eme r gi ngt hr ea t s . net /2011272; 
r e f erence: u r l , wWL'<I . eme r g ingth r eat s. ne t / c:gi - b i n / cvs 1'<1eb . cgi l s i gs / VIRUS/ TROJ AN_C he kaf e; s i d: 2011272 ; r e v : 2 ; ) 

#by dnl nj 4 

• 
a l ert tcp $ EXTE RNAL_NET 8000 - > $HOME_NET a ny (msg: " ET TROJ AN TR/ Ch i nky . G D01\ln load Comma nd " ; f101,. : t o_cl ien t , es t abli s hed; cont en t : " l 3a 2e I d l i 20 1 ht t p I 3a 2f 2f I"; de pt h : 12 ; cont e nt : " . exe " ; 
d i s t a nce : 0; c l asst ype : t ro j a n -ac t i v i t y ; r efe r e nce : u r 1, dcc . eme r g i ngth r eat s . net / 2010973; r e f e r e nce: ur 1, .....,."'" · e me r gingthr ea t s . net / cg i - bi n/ cvswe b . cg i / s i gs / VI RUS/ TRO JAN_C hi nky ; s i d: 2010973; 
r e v : 2; ) 

#by Je f frey Br own 

• 
a l ert tcp $HOME_NET a ny - > $EXTERNA L_NET $HTT P_PORTS (msg:"ET TROJ A.N Ci nmu s . Checkin l " ; flow: t o_se r ver,es t a bli shed; cont ent : "GET " ; de pt h : 4 ; ur i c:ont e nt :" ?vers i on=" ; nocase; 
urico nt ent : " l ve r s i o n=" ; nocase; uricont ent : "&mac= " ; nocase; ur i co nt e nt : "&fid =" ; nocase; ur i c:ontent : "&vpc="; nocase; u r icont ent : "&r un= " ; nocase; urico nt e nt : "&f r om=" ; c l asst ype: troj an­
ac t i v i t y ; refe r e nce : ur 1, doc . emergi ngt hrea t s . ne t / 2008623; refere nce: ur 1, ttNIW . emergingthreats . ne t / cg i - b i n/ cv sweb . cg i / s i gs /VI RUS/ TROJAN _ Ci nmu s ; s id : 2008623; rev : 2; ) 

#by J effre y Br own 

• 
a l ert tcp $HOME_NET a ny - > $ EXTERNA L_NET $HTTP _PORTS (msg: " ET TROJ AN Ci nmu s . Check i n 2" ; flow: t o_se r ver,es t a bli shed; cont ent : "GET " ; dept h :4; ur i cont e nt : "?fid: " ; noc ase ; 
u r i content : "&kid: " ; nocase; ur i content : "&c nt ="; nocase; ur i co ntent : "&mac="; noc ase; u r i content : "&k\'i: " ; nocase; uricont en t : "&f rom=" ; e l asstype : t r ojan - act i v i t y; 
r efe r e nce: u r 1 , doc . eme r g ingth r eat s. net / 2008624 ; re fe r e nce : ur 1, W\'11\1 , e mergi ngth r eat s. net/ cgi - b i ni cvs web . cg i / s i gs / VI RU S/ TROJAN_C i nmus ; s i d : 20086 24 ; r e v : 2; ) 

# ma t t j onkma n 
# 
a l ert t cp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg: " ET TROJ AN Citi - bank . r u Re l a t e ci Tro j a n Checki n" ; f101\l :est a bli shed ,to_se r ver; uricon tent :" . php? h i d=NT" ; nocase; 
u r i content : "&1'<1 p="; noc ase; u r ic:ontent : "' &s p="; nocase; ur i con tent : "&eep="; nocase; u ricontent : "&e dp=" ; nocase; classtype : t roj a n- act i v i t y ; r e f e r ence: url , doc . eme r g i ngthr eats . ne t / 2008153; 
r e f erence: u r 1 , .....,."'-" · eme r g ingth r eat s . net/ cgi- b i n / cvs L\leb . cgi / s i gs / VI RUS/ TROJ AN_C it i-bank . ru; s i d : 2008153; r ev : 2; ) 

#by Ma r cus a t unso be r , re 68926f 2883af 13d6001126aae434 5da b 

• 
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ale r t t cp $HOME_NET a ny - > $ EXTE RNAL_NET $HTT P _PORTS (msg : " ET TROJAN Root kit . loJ i n32 . Clbd .cz Chec k i n" ; flow: establis hed, t o_se r ve r ; content: "POST " ; d ept h: 5; uricon tent :" , php" ; 
content : "gd="; conte nt : " ==" ; 1,.lit hi n :20; content : "&affid= "; con tent: "="; with in: 5; content: "&s ub i d="; conte nt : "==" ; ,~ithi n : 5; content: "&prov="; c l asstype :tr o j an-activ i t y; 
r eference: u r 1, doc . eme rg i ngt h r eat s. net/ 2008442 ; r eference : u r 1 , WI\IW .eme r gingthr eats. net/ cgi - b i ni cv s we b. cgi / s igs/VIRUS / TROJAN_ C l bd . cz; s i d: 2008442 ; r ev : 3; ) 

# by d arre n s pruell 

• 
ale r t t cp $,HOME_NET a ny - > $ EXTE RNAL_ NET $HTTP_ PORTS (msg : " ET TROJAN Cl od / Se r ek i Communi cat i o n with C&C" ; flow:establ i sh ed ,to_s e r ve r ; uricont ent: ". ph p?i d="; nocase; uri con tent : "&cnt=" ; 
nocase ; pe r e: "/\ . php\ ? i d= \ d + _ (0-9a-f ){8 } - ( 0-9a- f )+- (0 - 9a -f ){ 8 }&cnt=/ U" ; e lass ty pe : trojan - activity ; r eference : u rl , WWI~ . mic r osof t . com/ sec uri ty/ portal/ Threat / Encycloped ia/ Ent r y . as px ? 
Name= Backdoor %3al•Ji n32%2f Sereki .A; ref e r e nce: ur l , \wJw . threatexpe r t . com/ r e port . aspx ?md 5=bbb6ac2181dbbe1 5ef d13c294cb9 91 fa ; refe r e ne e : u rl , vmw . t h r eatexpe r t . com/ r eport . aspx? 
md 5: 3c39bf c78f cf3fe 805c74 72296bf 6319; r e f erence : ur l , doc. eme r gingthr eats . net/ 2010289 ; r eference: u r l , WWI~ . eme r gi ngthr eat s . net / cgi- bi n/ c vswe b . cgi/ sigs/ VIRUS/T ROJAN_Clod; sid : 2010289; 
r ev : 2; ) 

# by d ar r en s pr ue ll 

• 
ale r t t cp $,HOME_NET a ny - > $ EXTERNAL_NET $HTT P_PORTS (msg : " ET TROJAN Cl od / 5e r e ki Chec ki n with C&C ( noale r t )" ; flow: establis hed,to_serv e r ; co ntent: "GET " ; d ept h: 4; 
u ri co nte nt : " / chc k . dat " ; nocase ; content :! " l0d 0a lUse r -Age nt l3a l " ; nocase; content: ! " l0 d 0a 1Re fe r e rl 3a l " ; nocase ; fl owbits : set ,ET .clodl ; flov, bi t s : noa l er t; class t y pe:trojan - ac t i vity ; 
r eference : u r l , ww1.~. mi crosoft . com/ secu r i ty / portal / Th reat / Enc ycloped i a / Ent r y . aspx ?Name=Backdoor%3aNin32%2f Se r eki . A; r efe r ence: u r l , Wl'v'l~ . t hr eatexpe rt . com / r eport . aspx ? 
md5:b bb6ac 2181dbbe15efd13c294c b991 f a; r e f e r e nce : url , www . t h r eatexpe rt . corn/ r e po r t , a spx?rnd5:3c39bfc78f cf3f e805c7472296 bf 6319 ; r efe r ence: u r 1 , doc . emergi ngt h reats. net/2010290; 
r efe r ence : u r l, 1'11.\IW . eme r gingt h r eat s . net/ cgi- bin / cvs web . cgi / sigs / VI RU5/ TRO JAN_Cl od ; sid : 2010290; r ev : 4 ; ) 

# by d arren s pr ue ll 

• 
ale r t tc p $EXTERNAL_ NET $HTTP _ POR TS - > $HOME_NET a ny (msg : " ET TROJAN Clod/ Se r eki Checkin Resp onse" ; flm~: established, f r om_se r ve r ; dsize: <350; content : " l0d 0 a 0d 0 a I ! ch ckOK ! " ; nocase ; 
flowb i t s: isset , ET . clod l; classtype: t r o jan - ac t i v i t y ; r e f e r e nce: ur 1 , WIYW . mi c r osof t, com/ se c uri ty/ porta l /Threat / Enc yc l o ped i a / Ent r y. as px ?Name=Bac kdoor% 3aWin32%2fSe r e ki .A; 
r eference: u r l, ww1.~ . threatexpe rt . com/ repo r t . as px ?md 5=b bb6ac2181dbbe15efd13c294cb991 fa ; r eference: u r l , www.th r eatexpe r t . com/ r epo r t . asp x?md5=3c39 bfc78fc f3 f e805c74 72296bf 6319 ; 
r ef e r ence: u r 1, doc . emerg i ngt h r eat s . net/ 2010291 ; re f e r ence : ur 1 , w1\IW . emergi ngthreat s. ne t / cgi - b in/ cvs we b . cgi / s igs /VIRUS/TROJAN_C l od; s i d: 2010291; r ev : 2; ) 

# by j effrey brown 

• 
ale r t tcp $HOME_NE T a ny - > $ EXTE RNAL_NET 2 5 ( msg : "ET TROJAN Codesoft PloJ Stea l er Ema il Report Outbound " ; fl ow: establis hed , t o_se r v er ; co ntent: " j0d 0a l Subj ect I 3a l Codes oft P\~ Stea le r " ; 
content : "••nnsTE AM PASS ST EALER•••• • n" ; d i s tance:0; class t ype:trojan-activity ; r efe r ence : u r l , doc . eme r gingt h reats. net/ 2008310; r efe r ence : ur l, \"1.wt . emer gingt h reat s . net/ cgi­
b i n/ cvs1..-e b .cgi / sigs /VI RUS / TROJAN_CodeSoft ; sid : 2008310; rev : 2 ; ) 

# by Kevi n Ross 

• 
#a l e r t t c p $HOM E_NET any - > 67 . 15.94 . 80 $HTTP_ PORTS (msg: "ET TROJ AN Possi bl e Oownad up/ Confi cker -A L-rorm Ac t i vity" ; fl OL~: t o_se r ver , establis hed; uricontent:" / GeoI P . dat.gz"; 
e lass t y pe : t r ojan-activ i t y ; r efe r e nce : u r l, 1Vl'll\l . microsof t . com/ securit y/ po r tal / Ent r y . as px ?Name=\.lo r m%3aWi n32%2f Conf ic ke r .A; r ef e r e ne e: u r l , 1,1ww . f - secure . com/v - descs /Lvor m_w32_downadup_a shtml; 
r efe r ence: u r 1 , doc . eme r gingt h reats. net/ bin/view/Ma i n/ 2008802 ; r efe r e nc e: ur l , Mvw . eme r gingt hr eats. net / cg i - b i n / cvs we b . cgi / s igs / TRO JAN/ TROJAN_ Conf i cke r ; s i d : 2008802; r ev : 5; ) 

#By RPG a nd J ac k Pe ppe r , mo d ified by t hie r r y c hi ch a nd da rre n sp r ue ll 

• 
#a l e r t t c p $HOM E_NET any - > $ EXTE RNA L_NET $HTT P_ PORTS (msg:" ET TROJAN Downadup/ Confic ke r A or B loJo rm r epo r ting" ; fl ow: t o_se r ve r , e s t a bli shed; ur i conten t : " / sea r ch?q ="; pcr e: "/""\/ sea r c h\ ? 
q=(0- 9 ){1 , 3}(&aq=7 (\ ?( 0-9a- f ]{ 8} ) ?) ?$/ U" ; pe r e : " /\x0 d\ x0aHos t \ : \ d+\ . \ d+ \ . \ d+\ . \ d+\ x0d \ x0a/" ; clas sty pe : t r oj an-activi t y ; r efe r e nce : u r l , Wt.Yl~ . f - secu r e . com/~le bl og/ a r chi ves / 00001584. html; 
r efe r ence: u r 1 , doc . eme rg ingth r eat s. net/ bin/view/Ma i n/ 2009024; r ef e r ence : ur l , W\\IW . emerg i ngt hreats. net / cgi -bin/ cvs we b . cgi / s igs /VI RUS / TROJAN_Confic ke r ; s id : 2009024 ; r ev : 12; ) 

#By RPG and J ac k Pe pp e r , mod i fied by th ie r r y c hich a nd da rre n sp r ue ll 

• 
# a l e r t t cp $HOM E_NET any - > $ EXTE RNAL_NET $HTT P_PORTS (msg:" ET TROJAN Dovmadup/ Conf ic ke r A t,Jo r m r e porti ng " ; flolv: to_se r ver,establi shed ; u r icont ent : " / sea r c h?q="; uricon tent : "&aq=" ; 
pere:" /\/ sea r ch \ ?q \ =\ d+&a q=\ d/ mi " ; class t ype: t r ojan- ac tiv i t y ; r efe r ence : url , l""""'l . f-sec ur e. com/we b l og/ a r ch i ves / 00001584. ht ml; refe r e nce: ur l , doc . eme r gingthr eats . net / bi n/v iei..-/Main/ 2009114; 
r efe r ence : u r l, WlV!.v . emerg ingth reats. net/ cgi - bin / cvsweb . cgi / s igs / TRO JAN/TROJAN_Conf icke r ; s i d: 2009114; r ev : 3; ) 

# by Ti llman Wer ne r 

• 
#a l e r t t cp $EXT ERNAL_NET any - > $HOME_NET 445 (msg: " ET TROJAN Confi cke r . a She llcode " ; fl ow:established,to_se r v e r ; con tent : " l e8 ff ff ff ff c l l " l8d l Nlt0 80 Jl l c4 1Af l8l l9 EPu j f s ae c6 9 d 
a0 IOIBS ea lOIB4 cB IOIB4 dB IOlc4 IOl9c cc 1I rX l e4 c4 e4 1, led e4 c4 c4 94 l&<OB l92 l \ ;l d3 l,iGl02 c3 1, lde e4 e4 c4 f7 16 96 96 10 108 a 2 03 eS be ea 95 l \ ;l b3 e0 96 96 95 92 96 l\ ; l f3 l \ ; l24 l il 95 
92 IQO l8f f8 l □ l 88 cf be c7 0 f f 7 12I ld0 lwl c7 9 5 e4 l □ l d 6 c7 17 f7 04 05 04 c3 f 6 c6 86 IDlf e c4 b l l l lff 01 b0 c2 82 ff bs dc b6 l b lOl9 5 e0 c7 17 cb l s ld0 b6 IOl 85 d8 c7 07 IOlc0 1Tl c7 07 9a 9 d 
0 7 a4 j fN l b2 e2 1Dh l0c bl b6 a8 a9 ab aa c4 1 J l e7 99 l d a c b0 b0 b4 fe eb eb l "; class t ype:tro j a n-activ i t y ; r e f e r e nc e : url , www . honey net .org / node/ 388; 
r efe r ence : u r 1 , doc . eme r gingt h r eat s . net/ 2009200; r efe r ence: ur l , WLV!.~ . eme r gingthreats . net/ cgi- b in/ cv s1.~e b . cgi / sigs / TROJAN/ TROJAN_Confi cke r ; s i d : 2009200; r ev : 6 ; ) 

# by Tillman Werne r 

• 
ale r t tc p $EXTERNAL_ NET a ny - > $HOME_NET 44 5 (msg:"ET TROJAN Confic ke r . b She llcode "; f101~ :establis he d,to_se r ve r ; content : " le8 ff ff ff ff c2 I_ IBd lOJ10 80 l 1 Jc4 1Af l8l l9MSu lf Sl 8 lae c6 9d 
a0 l □ l 85 ea l □ J 84 c8 IOl84 d 8 IOlc4 IOl9c c c 1Ise l c4 c4 c4 1, le d c4 c4 c4 94 l&<08 l92 l \ ; ld3 IWGl02 c3 l , ldc c4 c4 c4 f7 16 96 96 10 108 a 2 03 es be ea 9 5 J\ ; l b3 c0 96 96 95 9 2 96 l\ ; l f3 l \ ; l24 l i l 95 
92 IQO l8f f8 l □ l 88 cf be c7 0 f f 7 12I ld0 lwlc7 9 5 e4 l □ l d 6 c7 17 cb c4 04 cb l{ l04 0 5 04 c3 f6 c6 86 IDlfe c4 bl l l lff 01 b0 c2 82 ff b5 dc b6 lf l □ l 9 5 e0 c7 17 c b l s [d0 b6 IOl 85 d 8 c7 
07 l □ l c0 1 T l c7 07 9a 9d 07 a4 l f Nlb2 e 2 1Dh l0c bl b6 a 8 a9 ab aa c4 l ] l e7 99 l d ac b0 b0 b4 fe e b eb l "; classty pe : t r o j an-ac tivity ; r e f erence: url , wwi..-. hon ey ne t . o r g/ node / 388; 
r efe r ence: u r l, doc . eme r gingt h reats. net/ 2009201 ; r efe r ence : ur l , w,,,.v .eme r gingthreats. net/ cgi - b in/ cv s1.ve b . cgi / sigs / TRO JAN/ TROJAN_Confi cke r ; sid : 2009201; r ev : 6; ) 

#Disabling i n f avo r of t h e p r eproc a nd SO r u les that a r e now a va ilab l e 

• 
#a l e rt udp $HOM E_NET ( ! 1720 , !1722 , ! 24 27 , ! 5060, 1024: ] - > $EXTERNAL_NET ( ! 1720 , ! 1722, ! 2427 • ! 5060, 1024 : ) ( msg: "ET TROJAN Poss i ble 001m adup/ Confi cke r -C P2P e nc r ypted t r affic UOP Pi ng Pac ke t 
( bit v a l ue 1 ) " ; ds ize: >19 ; byte_tes t: 1 , &, 1 , 19; t h r es ho l d : t ype both, t r ac k by_s r c , count 9 5, se cond s 50; classtype : t r o j an - activity; refe r ence: ur l , mtc . s ri . com/ Conficker/ adde ndumC/ ; 
r efe r ence: u r l , ww1.~ . eme r gingt h reats. net/ cgi - bin i cvs l,jeb . cgi / sigs / TRO JAN/TROJAN_Conf i cke r ; r e f e r e nce: u r l, doc . eme r gingthr eats. net /2009205; s i d: 2009205; r ev : 4 ; ) 

#Oisabling i n f avo r of t h e p r e pr oc a nd SO r u les that a r e now a va ilab l e 

• 
#a l ert udp $HOM E_NET ( ! 1720, !1722, ! 24 27 , ! 5060, 10 24: ] - > $EXT ERNAL_NET [ ! 1720, ! 172 2, ! 2427, ! 5060, 1024 : ) ( msg: "ET TROJAN Poss i ble 0 01m a du p/ Confi cker-C P2P e nc r ypted t raffic UOP Pi ng Pac ket 
( bit v a l ue 4 ) " ; ds i ze: >19; byte_tes t: 1 , &, 4 , 19; t h r es ho l d : t ype bot h, t r ac k by_s r c, count 9 5, seconds 40; class t ype:t r ojan - ac t i v ity; re f e r ence : ur l , mt c . s ri . com/ Conf icker/ addendumC/ ; 
r efe r ence: u r 1 , \'l'l'A~ . eme r gingth r eat s. net/ cgi - bi n/ cvsl~eb . cgi / s igs / TRO JAN/TROJAN_Conficke r ; r e f e r e nce : u r l, doc. eme r gingt hr eats. net/ 2009206; s i d : 2009206; r ev ; 4; ) 

#Di sa bling i n favor of t h e p r e pr oc a nd SO r u les that a r e now a va ilabl e 

• 
#a l e r t udp $001E_NET ( ! 1720 , !1722, ! 24 27 , ! 5060, 10 24: ] - > $ EXTERNAL_NET [ ! 1720 , ! 1722 , ! 24 27, ! 5060, 1024 : ] ( msg : "ET TROJAN Poss i b l e Oo1~na du p/ Confic ke r -C P2P e nc r ypt ed t r affic UDP Pi ng Pac ket 
( bi t va l ue 5) " ; dsize : >19; byte_tes t: 1 , &, 5, 19; t h resho l d : t ype bot h, t r ac k by_s r c , count 95 , seconds 40; class t ype:t r oj an-act i v i t y ; re f e r e nce : ur l , mtc . s ri .com/ Conf icker/ adde nd umC/ ; 
r efe r ence : u r 1, ww1,v . emerg ingt h r eat s . net/ cgi- bin / cvsl~eb . cgi / s igs / TROJAN/TROJAN_ Conf i cke r ; r e f e r e nce : ur l, doc . eme r gingthr eat s. net / 2009207 ; s i d : 2009207; r ev : 4 ; ) 

#Disabli ng i n favo r of t h e p r ep r oc and SO r u l es that a re now a vailabl e 

• 
#a l e r t udp $HOM E_NET ( ! 1720 , !1722 , !2427 , !5060 , 1024: ] - > $EXT ERNAL_NET ( !1720 , !1722 , ! 2427 , ! 5060, 1024 : ) ( msg: "ET TROJAN Poss i b l e Oo1~nadu p/ Confic ke r -C P2P e nc r ypted t raffi c UDP Pi ng Packe t 
( bit va l ue 16 ) " ; d s i ze : >19; byte_test: 1 , &, 16, 19 ; t hr es ho l d : type bot h, t rack by_ s r c, count 95, seconds 40; class t ype : t r o j a n-activity ; r efe r ence: url ,mt c s r i.com/ Confic ke r / a dde ndurnC/ ; 
r efe rence: u r l , ww1.-i . eme r gingt h r eats . net/ c gi • bin / cvs web . c gi / s i gs / TRO JAN/TROJAN_Confi cke r ; r e f e r e nce : ur l~ doc . eme r gingth r eats . net/ 2009208; s i d: 2009208; r ev : 4 ; ) 

# by Danie l Cl emens 

• 
ale r t t cp $HOME_N ET a ny - > $EXTE RNAL_NET $HTT P _PORTS (msg : " ET TROJAN Confi cke r / Ke r ne 1Bot /MS08-067 r e lated Tr ojan Che ckin"' ; flow: es tablis hed , t o_se r v er ; conten t : "G ET " ; de pt h :4 ; 
u r ico nte nt : " / ke r nel / zz . ht m? " ; ur i content: "Ve r =" ; c l asstype: t r o j a n - a ct i v i t y ; r efe r ence: ur 1, doc. eme r g i ngt hr eats. net / bi n/view/ Ma i n/ 2008737 ; r efe r ence : url , www .emergi ngt h r eats . net / cgi ­
bin/ c vswe b . cgi / s i gs /VIRUS / TROJAN_Confic ker ; s i d : 2008737; r ev : 7; ) 

# by Oavi d l,lh a r t on 

• 
ale r t tc p $HOME_NET a ny - > $EXTERNAL_NET $HTT P_PORTS (msg : " ET TROJAN Susp i cious Accept-Langua ge HTTP Heade r , zh-cn, l ike l y Ke r ne l bot / Confic ke r Troja n Re l ated " ; 
flow: establi shed , t o_s e r ve r ; cont e nt :" l0 d 0a I Accept - Language I 3A I zh I 2D I c n" ; flowbits: set, ET. ms08067 _he ade r ; fl owb i t s: noa l er t ; class t ype : not - s uspi cio us; 
r eference: u r l , doc . eme r gingt h reats. net/ bin/vi ew/Ma i n/ 2008738; r efe r e nc e : ur l , M""~. eme r gingt hr eats. net / cgi- b in/ cvs1.~eb. cgi / sigs / VI RUS / TROJAN_Conficker; s id: 2008738; rev : 5; ) 

# by Oavi d l,lh a r ton 

• 
ale r t tcp $HOME_NE T a ny - > $ EXTERNAL_NET $HTT P_PORTS (msg : " ET TROJAN Confi cke r / MS08 -067 l~o r m Tr affic Out bo und"; f1 01..-b its : isset , ET. ms08067_he ade r ; fl ow:establishe d , t o_ser ver; 
content : " If -None -Match ) 3A I I 22 I 60794 I 20 I 12b3 I 2D I e4169440 I 22 I"; nocase ; class t ype : t r oj a n-activ i t y ; r e f e r ene e: ur l , d oc . eme r gingth r eats. ne t / b i n/v i e1..-/Ma i n/ 2008739; 
r eference: u r l , ww1.~ . emergingt h reats. net/ cgi - bi n/ cvs l~eb . cgi / sigs / VIRU S/ TROJA.N_Confi cke r; s id : 2008739 ; r e v : 6 ; ) 

# by Philipp Besc ht 

• 
ale r t t cp $HOME_NET a ny - > $ EXTE RNAL_NET $HTT P_PORTS (msg : "ET TRO JAN contacy . i nfo Tr oj a n Chec kin {Use r age nt c l k_ jdfh i d ) " ; flow:to_se r ve r ,establi shed; cont ent : " l0 d 0a l User -Age nt l 3a l 
e lk_j dfh i d l0d 0 a I" ; clas s t y pe: t r ojan- activ i t y; r efe r ence : ur 1 , doc . e mer gingthreats . net/ 2008399; r ef e r e nce : u r l , Wl..-w . eme r g ingthreat s. ne t / cg i -b i n/ cvswe b . cgi / s igs/VIRUS / TROJAN_Contacy . i nfo ; 
s id:2008399; r e v : 4 ; ) 

# by Joe Stewa r t of Sec u r e wor ks 

• 
ale r t t cp $HOME_NET a ny - > $ EXTE RNAL_ NET $HTT P_PORTS (msg : " ET TROJAN Co reflood/ Af co r e Tr ojan I nfectio n" ; flow: t o_se r ve r ; cont e nt: " POST l 20 l / c / a"; byte_t est : 1 , <, 64 , 0, relat i ve; 
content : "HTTP/ 1 . 0 I 0d0a I Host I 3a20 I" ; withi n : 21 ; clas sty pe: t r o jan-ac t i v ity ; r efe r ence: u r l , l-,...-w . secu r ev1orks .com/ resea r ch/ t hr eat s / coref l ood ; r efe r e nce: u r l , doc . eme r gingt h r eats . net / 20084 34; 
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r e f e r e nce: u r l , ww1>1 . eme r gingth r eats . ne t / cgi - b i n / cvs L>1 eb . cgi / sigs / VI RUS/ TRO JAN_Coreflood ; s id : 2008434; rev : 3; ) 

#mod i fi ed ve r s i on fo r ne w va ria nts , matt j on kma n 

• 
a l e r t tc p $HOME_NET any - > $EXTERNA L_NET $HTT P_ PORTS (msg: " ET TRO JAN Co r e flood/AFco r e Trojan In f ection ( 2 ) "; flow : to_ se r ver; co ntent: "POST "; depth :5; cont e nt :"HTT P/ 1. 0 l0 d 0a 1Hos t l 3a 
20 1" ; cont e nt: " l0d 0a 0d 0a l r =" ; conten t : " &i ="; d i s t a nce :0; cont e nt: "&v="; d i stance :0; cont e nt : "&os=" ; di stance:0 ; cont e nt : "&s="; d i stance :0; content; "&h=" ; d i stanc e : 0; cont e nt: "&d="; 
d i stance:0 ; cont e nt : "&panic " ; d istance :0; content :"&ie: " ; d istance:0; content : "&input =" ; d i stance: 0; cont e nt:"&c: " ; d i stance :0; c l asst y pe :t roj a n-activi t y; 
ref e r ence: u r l , wWL>1 . secu r e works. com/ r esea r ch / t h r eats / co r ef l ood; r e f e r ence: u r 1 , doc , eme rgi ngth reats . net / 2008443; r ef e r ence: u r l, WIW . eme r g i ngth r eats. net/ cgi-
b i n/ cvsweb . cgi / s i gs /VIRUS/ TROJAN_Co r eflood; s i d : 2008443; r e v : 3; ) 

#Submi t ted 2008 - 06-26 by Oa r r e n Spr ue ll 

• 
a l e r t tc p $HOME_NET any - > $EXTERNA L_NET $HTTP_PORTS (msg: " ET TROJAN Co r e Floode r . Q Data Posti ng"; fl m.,. :establishe d, t o_ se r ve r ; content : " POST "; de pt h : S; u r i content:" / up l oad"; nocase; 
uri content : " f i l e=" ; nocase; ur icontent : "&id=" ; noca se; t h resho l d : t y pe limit, t r ac k by_ s r c, second s 3600, count 1 ; c l asstype : t r o j a n -act i v i t y ; 
r ef e r e nce: u r l , ww1>1 . t r endmic r o. com/v i nf o/v i r usencyc l o/ def a u l t5. a sp ?VN ame=TROJ%5FCOREF LOOD%2EQ; r e f e r e nce: u r l , doc . e me r gingthr eat s . net / 2008352; r e f e r e ne e : u r l , wwi.,.. e me r gingthr eats. net / cgi ­
b i n/ cvsweb . cgi / s i gs / TROJAN/ VI RUS_Co r eflood ; sid : 2008352; r e v : 4 ; ) 

#Submitted 2008-06-26 by Da r r en Sprue ll 

• 
a l e r t t cp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg:"ET TRO JAN Co r eF l oode r .Q C&C Che c ki n" ; flow:est a blished , t o_server; co ntent :" POST " ; de pt h :5; u r icont e nt : "/ a?"; nocase; 
content : " l 0d 0a 0d 0a I wg=" ; nocase; content : "&c n="; nocase; cont e nt: "&i =" ; nocase ; content: "&pa nie=" ; nocase; t h r esho l d: t y pe limit, t r a ck by_src , seconds 3600, count 1 ; 
e l assty pe: t r o j a n-activ i ty ; r e f e r ence: u r 1, 1'11.>M . t r e ndmic r o . com/v i nf o/v i r usencyc l o/ defau l tS . as p?VName=TROJ%5 FCORE FL000%2EQ; r ef e r ence : u r 1, doc . eme r gingt hr eats. net / 2008353; 
r e f e r e nce: u r l , www . eme r gingth r eats . net/ cgi- b i n / cvs L>1 eb . cgi / sigs / TROJ AN/ VI RUS_Co r eflood ; s i d ; 2008353; r ev : 4; ) 

#matt j onkma n 

• 
a l e r t tc p $HOME _NET a ny - > $EXTERNA L_NET $HTT P_ PORTS (msg: " ET TROJAN Co r e floode r C&C Checkin ( 2 ) "; fl m.,. :e s tablished , t o_se r ve r ; cont e nt : "POST "; de pt h :5; u r i content: "/ i ndex . ph p"; noc ase; 
content : " I 0d 0a 0d 0a I r =" ; content : "&i="; dis tance: 0; content : "&v="; d i stance :0; content: "&os= " ; d i s tance : 0; content: "&pa ni e="; di stanc e : 0 ; co nt e nt : "&input= " ; d istance :0; 
e l asstype : t r o j an -act i v i ty; r e f e r ence: u r l , dcc . eme r g ingt hr eats . net / 2009287; r efe r ence : u r l , u,.,.,," . eme r g ingthr eats . net/ cgi-bin/ cv s1."e b . cgi / sigs / TROJAN/ VI RUS_Co reflood ; sid: 2009287; r ev : 1 ; ) 

#by matt j onkma n, Pr oxy . Cor pes. j 0 f e727c2779b6891697db8f 768 b6d 34b 

• 
a l ert tc p $HOME _NE T a ny - > $EXTERNAL_NET $HTT P _PORTS (msg: " ET TROJAN Proxy .Cor pes. j I nf ect i on Repor t " ; flow: es t a bli s hed , t o_ se r ve r ; u r i con t e nt : " . php ?t ma=="; ur i content : "&mode : "; 
pe r e :" / mode= \ d+D (0-9A- F] { 150}/ U" ; c l ass t ype: t r ojan-activ i t y ; r e f e r e nce: u r l , doc . eme r gingthreats . net /2008144; r e f e r e nce : ur 1 , 1w11>1 . emergingt hreats. ne t / cgi-
b i n/ cvsweb . cgi / sigs/VI RUS/ TROJAN_Co r pes ; s i d : 2008144; r e v : 3; ) 

#by d nt nj4 

• 
a l e r t tc p $HOME _NET any - > $EXTERNA L_NET $HTTP _PORTS (msg: " ET TROJAN Cosmu Pr ocess Dump Repo r t " ; f l ow: establishe d , to_ se r ver; co ntent: " ] Dumping p r ocesses { J0 d 0a 1 " ; c l asstype :troj an -
activ i t y ; r efe r ence : ur 1, doc . eme r gingth r eats . net / 2011234 ; r e f erence: ur l , www .eme r gingth r eats . net / cgi - bin/ cv sweb . cg i / sigs / VIRUS/TROJAN_ Cosmu ; sid : 2011 234; r e v : 2 ; ) 

#by J effre y Br own, r e 35546d9972ae d2a5fec2c4e 11 36730a3 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTERNA L_NET $HTT P _PORTS (msg: " ET TROJAN l.Ji n32 . Cr ypt . ne Checki n "; fl ow: to_se r ve r , e stablished ; urico nt e nt: " . php ?l="; urico ntent: "&d="; ur icontent: "&ve r =" ; 
uricont ent : "&r v zl ="' ; u r icont ent : "'&rv z2="' ; class t ype : t r o j a n- a ct i v i t y ; r e fe r ence: url , doc . eme r g i ngthr eats. net/2008567; r e f e r ence: url , W\WI . eme r gingth reats. ne t / cgi -
b i n/cvsweb. cgi / s i gs /VI RUS/ TROJAN_Cr ypt; sid: 2008567; r ev : 2; ) 

#matt j onkma n 

• 
a l e r t tc p $HOME_NET any - > $ EXTERNA L_NET $HTT P_ PORTS (msg: " ET TROJAN Cr yp t . CFI .Ge n Checkin"; flm>1 : establi s hed,to_serve r ; cont en t : "POST "; dept h : 5 ; co nt e nt " l0d 0a lUse r -Age nt l 3a l BI El0 d 
0a I " ; content : " I 0d 0a 0d 0a I c name: " ; c l asstype : t r o j a n-ac t i v i t y; r e f e r e nce : ur 1, doc. eme r gingth r eats. net / 2009 204 ; r efe r e nce : ur l , ,..,ww. eme rgingt h r eats . net / cg i -
b i n/ cvsweb . cgi / s i gs / VI RUS/T ROJAN_Crypt ; sid :2009204; r e v :3; ) 

#matt j onkma n 
# 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P_ PORTS (msg:"ET TROJAN DMSpamme r HTTP Pos t Chec ki n" ; fl m" :established ,to_ se r ver; content:"POST " ; de pt h :5; uricontent:" / stat" ; 
uricontent : " .php "; content: " l0d 0a l Use r -Agent J3a l Mozil l a / 4 .0 (compat i ble l3b l Syna pse ) l0 d 0a l "' ; content:" l 0 d 0a 0 d 0a lx l 9c l "; d i s tance :0 ; pc r e : "/\/ stat \ d+\ . php/ U" ; c l asstype:t r o j a n­
act i v i t y ; r efe r ence: ur 1, doc . eme r gingth r eats . net / 2008271 ; r e f erence : ur l , www . eme r gingth r eats . net / cg i - bin/ cv sweb . cgi / s igs / VI RUS/ TROJAN_DMSpa mme r ; s id : 2008271; r ev :4; ) 

#ma t t j onkma n 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (msg : " ET TROJAN DNS Change r HTTP Post Chec k i n "; fl ow: establ i s he d , to_se r ve r ; content : "POST " ; de pt h : 5; content: " l0d 0a 0d 0a Ix== " ; 
content : ! " I 0 d 0a IUse r - Agent I 3a I "; pc r e : "/ x: [ 0 - 9a - zA- ZJ{ 50}/" ; classtype : t r o j a n -activity ; ref er e ne e: ur l ,doc , eme rgingthr e at s. net / 2008263; r efe r e nce: url , LV'INI. eme rgi ngthr eats. ne t / cgi­
b i n/ cvsweb . cgi / s i gs / VIRUS/ TROJAN_DNS_ Change r ; s i d : 2008263; r ev : 4; ) 

#By ped roma r i nho a nd matt jonkma n . 
#Do,..m loade r . Agent. bnm a nd dn sc ha nge . bnm , e t c 

• 
#a l e r t t c p $HC:W'1 E_NET a ny -> $EXTERNA L_NET 1024 : ( msg : " ET TROJAN DN S Cha nge r . bnm/ DO\...n l oade r . bnm CnC Cha nne l Sta r t " ; flow: es t a blished, to_se r ve r ; dsize : 8; co ntent: " le b 01 00 00 00 00 00 
00 1 " ; classtype: t r o jan-activ i ty ; f l 01."b i ts: noale r t; flowbi ts: set . ET . dl bnml ; r e f e r e nce : u r l ,dcc. eme rgingth reats. net/ 2008805 ; ref e r ence : ur l,. www .emerg i ngthr eats . net/ cgi -
b i n/ cvsweb . cgi / s i gs /VI RUS/ TROJAN_Dr~S_Cha nge r ; sid: 2008805; r ev : 3; ) 

#By pe dr oma r i nho a nd matt j onkma n . 
#Downloade r. Agent. bnm a nd dn sc ha nge. bnm, e t c 
# 
#a l e r t tc p $EXTERNAL_NET 10 24 : - > $HOME_NET a ny ( msg: "' ET TROJAN ONS Cha nge r . bnm/ Oownl oader . bnm CnC Cha nne 1 Sta r t Response" ; flow: e s t ablis hed , from _se r ve r ; ds i ze : 4 ; content: " I 0 b 01 I"; 
depth : 2; cont e nt : " I 00 I "; d is t a ne e: 1 ; ,..d t h i n : 1 ; clas s t y pe : t r o jan -activ ity; f1 0 L>1 b i ts : i sset , ET. d lbnml; r efe r e nce : u r 1, doc . em e r g i ngthrea t s . net / 2008806 ; 
r e f e r e nce: u r l , wWL>1 . eme r gingth r eats . ne t / cgi- bin / cvs 1>Jeb . cgi / sigs / VI RUS/ TROJAN_DNS_C ha nge r ; s i d : 2008806; r e v : 3; ) 

#By ped r omari nho a nd matt j onkma n . 
#Do,..m l oade r . Agent. bnm a nd dn sc ha nge . bnm ,. etc 

• 
a l e r t tc p $HOME _NET any - > $EXTERNAL_NET 1024 : (msg : "ET TROJAN DNS Cha nge r . bnm/ Down l oade r . bnm Second CnC Chan ne l Sta r t " ; f10 1>1 :establi s hed , to_server; ds i ze:32 ; co ntent : " 100 00 00 00 ce 
a8 01 te 67 00 00 00 00 1" ; dept h : 13; classtype : t r o j a n-activity ; r e f e r e nce: ur l , doc. eme r gingth r ea ts . ne t /2008807; r efe r e nce : ur l , ,..,,..rw . eme rgingth r eats . net / cg i -
b i n/ cvsweb . cgi / s i gs /VIRUS/ TROJAN_DNS_Change r ; s i d : 2008807; r ev : 4 ; ) 

#By ped r oma r i nho a nd matt jonkma n . 
#Downl oade r . Agent. bnm a nd dn sc ha nge . bnm, etc 

• 
a l e r t tc p $HOME _NET any - > $EXTERNA L_NET 1024 : (msg : "ET TROJAN DNS Cha nge r . bnm/ Do1.,.n l oade r . bnm Second CnC Chan ne l Tr a f f ic " ; flo,.., : establishe d , t o_ serve r ; dsize: 32 ; cont e nt: " I 55 d8 09 00 c 0 
a8 01 t e 67 00 00 00 00 1" ; depth :13; c l asstype : t r o j a n- ac t i v ity; r e f erence:u r l , doc . eme r gingth r eats . net/2008808; r eference : ur l ,. ,..11,riw .eme rgingt h r eats . net / cg i -
b i n/ cvsweb . cgi / s i gs /VI RUS / TROJAN_Dr~S_Cha nge r ; sid: 2008808; r ev :4; ) 

#by ma t t j onk.ma n , r e 94ff9b 9a3b40c3f 21e4f ac3a7712 b6a6 

• 
a l e r t tcp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg:"ET TRO JAN ONSC ha nge r .AT o r r e l at e d I nf ection Checki n Pos t " ; flow:establishe d ,to_ser ve r ; co nt e nt:"POST / cgi-b i n/ gene r at o r 
HTTP/ 1 . 0 I 0d 0a I Content- Le ngt h I 3a I " ; de pt h : 50; cont e nt : " I 0d 0a 0d 0a I " ; wi t h i n: 10; e l asstype: t r o j a n- act i v i t y ; refe r e nce : ur l , doc . eme r g i ngth r eats . net / 2008940; 
ref e r e nce: u r l , ww1>1 . eme r gingth r eats . ne t / cgi- bin / cvs L>1 e b . cgi / sigs / VI RUS/ TROJAN_DNS_C ha nge r ; s i d : 2008940; re v : 4 ; ) 

#matt j onkma n 

• 
a l e r t tc p $HOME _NET any - > $EXTERNA L_NET $HTTP_PORTS (msg: " ET TROJAN Daemonize. f t HTTP Checki n"; f l ow: est a blishe d , t o_ se r ver; uriconten t : " . php ?v: " ; nocase ; ur icontent : "&r nd=="; nocase; 
u r i co nt ent : "&u:00" ; nocase; ur i cont e nt : "&s="; nocase; ur icont ent : "&id=="; nocase; c l asstype: t r ojan-ac tivity ; r e f e r e nce : ur 1, doc . e me r g ingthr eats. ne t / 2008086; 
r e f e r e nce: ur l , ww1>1 . eme r g i ngth r eats. ne t / cgi - b i n / cvs 1>1eb . cgi / s i gs / VIRUS/ TRO JAN_Daemoni ze; s i d : 2008086; r ev : 2; ) 

# by da rre n s pr ue 11 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (msg: " ET TROJAN Daonol c&c Communicat i on" ; flo,..l : establi s hed , t o_se r ve r ; u r icontent : "/ x/?0" ; nocase ; co nt ent:" l0 d 0a ISS I 3a l " ; nocase; 
content : " I 0d 0a I Xos t [ 3a I" ; nocase; pc r e : "/\/x\/\ ?0\,..,{35}$/ U" ; c l asstype : t r ojan- act i v i t y ; r efe r e nce : url , L"1WJ .mi c rosoft . com/ secur i t y/ po r ta l / Th r eat/ Encycloped ia / Ent r y . as px? 
Name=Win32%2f Daonol; r efe r e nce : u r l, b l og . f i r eeye . com/ r esea r c h/ 2009/ 10/ gumbla r - not-gumby . ht ml ; r efe r e nce: ur l , w"'"" . iss . net / t hr eats/ gumbl a r . ht ml ; 
r e f e r e nce: u r l, b l og . scansaf e . com/ j o u r na l / 2009/ 10 / 1 5/ g umbl a r - we b si te - botnet - a,.,.a kes . ht ml ; r e f e r e nce : u r l,. doc . eme r g i ngthreats . ne t / 2010164; r ef e r e nce : u r l,. wh11.,. . emerg i ngt hr eats . net / cgi­
b i n/ cvs,.,.eb . cgi / s i gs /VI RUS / TROJAN_Daono l ; s i d : 2010164 ; r e v : 3; ) 

#Matt Jonkma n 
#This t h i ng send out a n ema il to it ' s owne r wit h s t ats a nd s uch . This oug ht to catch it .. 

• 
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ale r t tc p $HOME_NE T a ny - > $EXTERNA L_NET 25 ( ms g: " ET TROJAN Banker.De l f I nfection - Send ing I nitia l Email to 01vne r " ; flow:establis hed , t o_se r ver; co ntent :"X- libr ary l 3a l I ndy 9 " ; nocase; 
cont e nt : "Maq uina .. " ; nocase; c ontent : "Vers I e3 lo do ltti ndo1vs"; nocase; cont e nt : "Mi c r o soft Hi ndows"; nocase; cont ent: "Mac Add r es s . . " ; noc ase ; e l a sstype : t roja n- act i v i t y; 
ref e r e nce: u r l , WWLv . av i ra . com/ e n/t hr eat s / section/ details / i d_ vir/ 1836 / t r _ba nke r . de l f . df 735649 . html ; ref erence: ur l , do c . eme rgingt h r e a ts . net / 2002976; 
r efe r e nce: u r l , www. eme r g ingth reat s. ne t / cgi • b in / cvs1veb . cgi / s i gs / VI RUS/ TROJAN_De l f; s id : 2002976; r e v : 8; ) 

#anot he r va r iant 

ale r t tc p $HOME _NE T a ny - > $EXTE RNA L_NET 25 ( msg : " ET TROJAN Banke r .Delf I nfecti on va ri ant 2 - Se nd i ng I nit ia l Emai l t o Ch·mer"; flm-, : estab lished,to_server; content "X- Li br ary l 3a l I ndy 
9" ; nocase ; c ontent : "Nome Comput ador I 3a I " ; nocase; co ntent : " Data I 3a I " ; nocase; content: "loJ i ndo,-,s I 3a I Mi c r osoft Wi ndo1vs " ; nocase; c lass t ype : t r ojan-ac t i v i t y ; 
r e f erence: u r 1 , ww1v . av i r a . com/ e n/ t hr eat s / section/ deta i l s / i d _v i r / 1836/ t r _ba nke r . de l f. df 735649 . html ; r e f e r e nce : ur l , doc, emergingth r e a t s . net / 2002978; 
ref e r e nce: u r 1 , ww1-.i . eme r g ingthrea t s . ne t / cgi - bin / cvs 1veb . cgi / s i gs/VIRUS/ TROJAN_De l f ; s id : 2002978; r e v : 5; ) 

#Yet a not he r 

• 
ale r t tc p $HOME_NE T a ny - > $EXTERNA L_NET 25 ( msg : " ET TROJAN Banke r . Delf I nfecti on va r iant 3 - Se nd i ng I nitia l Email t o Ch-me r " ; flow : es t ab lis he d,to_server; content "X- libr a r y l 3a l I ndy 
9" ; no ca se; conten t : "Subj ect I 3a I I NF ECT - "; nocase ; conten t : "Da t a ] 3a I "; nocase; cont ent : "l,/i nd o1vs I 3a I Mi c r osof t Windows "; noc ase ; e l as s t ype : troja n - act i v i t y ; 
r e f e r e nce: u r l , ww1v. av i r a . com/ e n/t hr eat s / section/ deta i l s / i d_v i r / 1836 / tr _ban ke r . de l f . df 735649 . ht ml ; ref erence : ur l , doc . eme r g i ngth reats . net /2002980; 
r ef e r e nce: u r l , wwl'I. eme r g i ngthreats . net/ cgi - b i n / cvs1veb . cgi / s i gs / VI RUS/ TROJAN_De l f ; s id : 2002980 ; r e v : 4 ; ) 

#Yet a not he r 
# 
a l e r t t cp $HOME_N ET a ny - > $ EXTE RNA L_NE T 25 ( msg:" ET TROJAN Banker. Delf I nf ection va r iant 4 - Se nd i ng I n i tia l Email t o Ch·mer"; flow: es t ab lis hed,to_ser ver; content :"X- libr a r yl3a l I ndy 
9" ; nocase; content : "Maqui na " ; nocase; conten t : "I P"; nocase; content : "Hora " ; nocase ; content : "Data " ; nocase; content: "Mi c rosof t Hindows " ; nocase; class t y pe: trojan -act i v ity ; 
r e f e r e nce: u r l , ww1v. av ir-a . com/ e n/ t hr eat s / section/ de t ails / i d_ v i r / 1836 / t r _ba nke r . de l f . df 735649 . ht ml ; ref e r e nce : ur l , doc. eme r g i ngth reats . net/2002981 ; 
r e f e r e nce: u r l , www. eme r gingth reats . net/ cgi- bin / cvs 1>Jeb . cgi / sigs / VI RUS/ TROJAN_De l f ; s i d : 2002981 ; r e v : 4 ; ) 

#f r om sandnet data 

• 
ale r t tc p $HOME_NET a ny • > $EXTERNA L_NET $HTT P _ PORTS (msg: "ET TROJAN Bank e r . Delf Us e r - Age nt ( Varlok_ ll000 )" ; floi,J : establis he d , t o_ serve r ; cont e nt : "Use r - Age nt I 3a l Va rlok_"; nocase; 
e lass t y pe: t r o j a n-act i v i t y ; r e f e r ence : u r 1 , w1vw . av i r a. c om/ en/ t hr eats/ sect i o n/ details / i d_ v i r / 1836 / t r _ba nke r . de l f . df 735649 . html ; r ef e r e nce : ur l , doc . emerg i ngth r ea t s . net / 2003931 ; 
r e f e r e nce: u r l , www . eme r gingth r eats. net/ cgi - b i n/cvs 1veb . cgi / sigs / VI RUS / TRO JAN_De l f; s id : 2003931 ; r e v : 4 ; ) 

#f r om sandnet data 

• 
ale r t t cp $HOME _NE T a ny - > $EXTERNA L_NET $HTT P_ PORTS (msg: " ET TROJAN Ba nk e r . Delf Us e r -Age nt (Ms)" ; fl o,-, :es t abli shed , t o_se r ve r; content : "Use r -Agent l 3a l Ms l0 d 0a l " ; classt ype : t r o j a n-
activ i t y; reference: ur 1, www . av i r a.com/ e n/ t h reats / sect i on/ de t a i ls / i d_ v ir/ 1836/ t r _ba nker .de l f . df735649, ht ml ; r efe r e nce : ur l , doc. eme r gingt hr eat s. net / 2003933; 
ref erence: u r l , ww1-.i . emerg ingth r eats. net/ cgi - bin / cvs 1veb . cgi / s i gs /VIRUS/TROJ AN_De l f ; s id : 2003933; r e v : 6; ) 

#f r om sandne t data 

• 
ale r t tc p $HOME_NE T a ny - > $EXTERNA L_NET $HTT P_PORTS (msg:"ET TROJAN Ba nke r . Delf Us e r -Age nt ( hh h)" ; f101V :established ,to_serve r ; conten t : "Use r -Agent J3a l hhh"; class t ype: t ro jan-act i vity ; 
r e f e r e nce: u r l , wivw. av i r a . com/ e n/t hr eat s / sectio n/ deta i l s / i d_v i r / 1836 / tr _ba nke r . de l f . d f 735649 . ht ml ; ref erence : ur l , doc . eme r g i ngth reats . net / 2004442; 
r e f e r e nce: ur l , WL"1V. eme r g i ngthreats . net / cgi - bin / cvs 1veb . cgi / s i gs / VI RUS/ TROJ AN_De l f ; s i d : 2004442; r e v : 4; ) 

#f r om sandne t data 

• 
ale r t tc p $HOME _NE T a ny - > $EXTERNAL_NET $HTT P_PORTS (msg: "ET TROJAN Banker.Del f Us e r -Age nt ( Mz)" ; fl ow:es t ablished , t o_se r ve r ; content: " l0d 0a lUs e r -Age nt l 3a l Mz l0 d 0a l " ; 
e l ass t y pe: t r o j an-ac t i v i t y ; r ef e r ence: u r 1 , w1vw . av i r a. com/ e n/ t hr eats / sec tion / details / id _ v i r / 1836 / t r _banke r. de l f . df 735649. html ; ref erence : ur l , doc. emerg i ngthrea t s . net / 2007594 ; 
r e f e r e nce: u r 1 , wWLv. eme r g i ngth r eat s. net/ cgi - b in / cvs 1veb . cgi / s i gs / VI RUS/ TRO JAN_De l f ; s id : 2007594; r e v : 6; ) 

#f r om sandne t data 

• 
ale r t tc p $HOME_NE T a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg : " ET TROJ AN Banke r . Delf Use r -Age nt ( MzApp ) " ; flow : establis hed , t o_se r ve r ; conte nt : " 10d 0a lUse r- Age nt l 3a l t,1zApp l 0d 0a l " ; 
e l ass t ype: t r o j a n-ac t i v i t y ; r e f e r ence: u r 1 , l'll"1V . av i r a . com/ e n/ t hr eats/ sect i o n/ detai l s / id _v i r /1836 / t r _banke r . de l f. df 735649. ht ml ; ref e r e nce : ur l , doc . eme r g i ngth r ea t s . net/2007594; 
r e f e r e nce: u r l , WL"1V . eme r g i ngth r eat s. ne t / cgi - b i n/ cvs lveb . cgi / s i gs /VI RUS/ TRO JAN_De l f ; s id : 2009988 ; r e v : 2; ) 

# from sandne t data 
# 
a l e r t tc p $HOME_ NE T a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg:"ET TROJAN Bank e r . Delf Us e r •Age nt ( WI NDOWS_LOADS)" ; flow: establi s hed , t o_se r ve r ; con t ent : "Use r - Age nt l 3a l l.JINDOWS_LOADS"; 
e l ass t y pe: t r o j a n-activ i t y ; r e f e r ence: u r 1 , doc . emer gingt hr eats. ne t /2007699; r efe r ence : u r 1, W\'ll., . eme r gingthr eats . ne t / cgi - bin/ cvsweb . cgi / sigs /VI RUS/ TROJAN_De 1 f ; sid : 2007699 ; r e v : 4; ) 

#ye t a not he r c&c met hod , by matt jonkman 

• 
ale r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTTP_ PORTS (msg: " ET TROJAN Delf HTTP Check i n ( l ) " ; flo1v : es t a blished ,to_se rve r ; ur i con t ent : "/ myd01vn . asp ?" ; nocase; urico ntent : " r eg:" ; nocase ; 
urico ntent : "&ve r=" ; nocase; urico ntent : "&tgid =" ; nocase ; ur i conten t : "&add r es s=" ; nocase ; u r i content : "&mydo=" ; noc ase ; ur i conten t : "&f l ag="; nocase; c l as sty pe; t r o jan - act i v i t y; 
r e f e r e nce: u r 1 , doc. eme r g i ngth r eat s . net/ 2007838 ; r e f erence: ur 1, 1w11v . e me r gingth r eat s. net/ cgi- bini cvsweb . cgi/s i gs /VI RU S/ TRO JAN_Delf ; s i d : 2007838; r ev: 4; ) 

#de l f key l og up l oad, k i nda flimsy but ~,orks 
# 

ale r t tc p $HOME_NET a ny - > $EXTERNA L_NET 21 ( msg : " ET TROJAN Delf Key l og FT P Upload "; flo\.,, :est ablishe d , t o_ se r ve r; content :"STOR " ; de pt h :5 ; content :" Ke yl ogger [ " ; nocase; d i stance:5; 
,.,, ith i n : 50 ; co nt e nt : " ] . t xt I 0 d 0a I "' ; nocase; d i stance : S; lv i t hi n : 40 ; cla ssty pe: t roj a n•act i vity ; r eference: u r 1, doc .eme r gingthr eats . net / 2007858 ; r efe r e nce: u r l , www . e me r gingthr eats .net / cg i ­
b i n/ cvsweb . cgi / sigs /VI RUS / TROJAN_Oe l f ; s i d : 2007858; r ev : 2; ) 

#delf key l og up l oa d , k inda flim s y but ~rnr ks 

• 
ale r t t cp $HOME _NET a ny - > $EXTERNA L_NET $HTT P_PORTS (msg: " ET TROJAN De l f HTTP Post Checki n ( l ) " ; flow:est a blishe d ,to_ser ve r ; co nt e nt : " POST " ; dept h : 5; u r i content :". ph p" ; nocase; 
cont e nt : "I 0d 0a I Co nt e nt- t yp e I 3a I i mage/ g i f I 0d 0a 0d 0a Ix I da I"; cont e nt: ! " I 0d 0a I Use r -Age nt I 3a I " ; c l asstyp e : t r o j a n-act i v i t y; refe rene e: ur l , doc. emergingthrea ts . ne t /2007867; 
r e f e r e nce: u r 1, WL"1'1 . eme rg i ngth r eats. net/ cgi - bin / cvs 1veb . cgi / s i gs /VIRUS / TROJAN_De l f ; s id : 2007867; r e v : 3; ) 

#by Viet a r Juli en 

• 
#a l e r t tc p $HCl-1 E_NET a ny -> $ EXT ERNAL_NET $HTTP _PORTS (msg : "ET TROJAN Delf D01vn l oad via HTTP" ; f101tJ : establis he d, t o_se r ve r ; content : "GET " ; de pt h :4; uricont e nt : " / md f exc ut e /"; 
cont e nt : "L~ i ndm.,, s 98) "; de pth : 200 ; c l ass type: t r o jan-ac t i v i t y ; r e f e r e nce: u r l , doc . eme r g i ngth r eat s. net/ 2007911 ; r e f e r e nce : ur 1, WL'1LV . e mergingth r eats . net/ cgi -
b i n/ cvsweb . cg i / sigs /VI RUS/ TRO JAN_Oe l f ; s i d : 2007911 ; r ev : 2; ) 

#by matt j on kma n 
# 
ale r t tc p $HOME_N ET a ny - > $EXTERNAL_NE T 1024: (msg : "ET TROJAN De l f /Hupi go n c&c Channe l Ve r sion Repo r t " ; flow:est a bli shed ,to_se r ve r ; d s i ze : <25; content :"VERSON l3a l " ; de pt h: 7; 
e l ass t y pe: t r o j an•ac t i v i t y ; r ef e r ence : u r 1 , doc . emer gingt hreats. net / 2007930; r ef e r ence : u r 1, www .emer gingthr eats . ne t / cgi - bin/ cvs1~eb . cgi / s igs/VI RUS/ TROJAN_De l f ; s i d: 2007930; r e v : 4; ) 

#by matt jonkma n 

• 
ale r t tc p $HOME_NE T a ny - > $EXTE RNA L_NET $HTTP_PORTS (msg : " ET TROJ AN Delf Chec ki n v i a HT TP ( u p) " ; fl m-, :establishe d, t o_se r ve r ; u r i cont e nt : "/ up . ht ml ?"; nocase ; u r icont e nt: '"set:" ; nocase; 
urico ntent : "&pid: " ; nocase; ur i content : "&MAC="; nocase; c l asstype : troj a n-ac t i v i t y ; r e f erence: ur l , doc . emerg ingth r ea t s . net / 2007939; r e f e r ence: url , L"'1M . eme rgi ngthr eat s. net / cg i -
b i n/ cvs1-,eb . cgi / s igs /VI RUS / TROJAN_Oe l f ; s i d : 2007939; r ev : 2; ) 

# by ma tt j onkma n 
# 
ale r t t cp $HOME_N ET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (ms g : " ET TROJAN De l f Che ck i n v i a HTTP ( 5 ) '"; flow: establis hed , t o_server ; co nt e nt :" POST " ; depth :5; urico nt ent: " .php" ; nocase; 
cont e nt : "I 0d 0a I email=" ; nocase; content : " &computado r ="; nocase ; distance: 0; co nt e nt : "&nomf ile= " ; nocase; di s tance : 0; co nt e nt: "&user="; nocase; d i s t a nce :0 ; e lass t y pe : t r o j an-act i v i t y ; 
r e f e r e nce: u r 1 , doc. eme r g i ngth r eat s. net/ 2008044; re f erence: ur 1 , wwiv . e merg i ngth r eats . net/ cgi • b i n/ cvs 1>Jeb . cgi / s i gs /VI RUS / TROJAN_De l f ; s i d : 2008044; r ev : 2; ) 

#by matt j onkma n 
# re sample 41c62970ea34413c4011b220724bf029 

• 
#a l e r t t cp $HO"I E_NET a ny -> $ EXT ERNA L_NET 1024 : (msg : " ET TROJAN De l f CnC Channe l Packet l "; flo,-,b its : i snotset ,ET.unk .l ; fl m~: es t ablishe d,to_ser ve r ; d s i ze: <200; co ntent: " l8e 00 d0 00 1" ; 
dept h : 4 ; flowbi t s : set, ET . un k . 1 ; f101vb i t s: noa l e r t ; e l ass t ype : t rojan - act i v i t y ; r efe r enc e : url , doc . eme r g ingth r eats .net / 2008006; r ef e r e nce : ur l , 1,n,,w . emerg i ngth r eats . ne t / cgi-
b i n/ cvsweb. cg i / s i gs /VIRUS / TROJAN_Oe lf; s id : 2008006; r ev : 6; ) 

#by matt j onkman 
#re sample 41c62970ea34413c4011b220724bf029 

• 
#a l e r t tc p $EXT ERNAL_NET 1024 : - > $HOME_NET a ny (msg : " ET TROJAN Delf CnC Channe l Pac ke t 1 rep l y " ; f l owbits : i sset , ET . unk . 1 ; f l oi,1 : establis hed, fr om_se r ver ; ds i ze: <15; content : " 10s 00 00 
00 1 " ; dept h : 4 ; f l owbit s : set, ET . unk . 2; class t y pe : t roj a n-activ i t y ; r efe r e ne e: u r l , dcc . e me r g i ngt h r eats. net / 2008007; r eferenc e : u r l ,1t1w1-, . e me r gi ngth r eat s . ne t / cg i -
b i n/ cvsweb . cg i / sigs /VI RUS / TRO JAN_Oe l f ; s i d : 2008007; r ev : 5; ) 
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# by matt j onkma n 
#re sampl e 41c62970ea34413c401lb220724bf029 

• 
#a l e r t t cp $HCt1 E_NET any -> $EXTERNA L_NE T 1024 : ( msg : "ET TROJAN Delf CnC Channe l Chec ki n Re plies"; fl rn"'b it s: i sse t , ET. unk . 2 ; flow:est ablished , t o_se r ve r; ds i ze: <20 ; content:" 109 00 00 
00 1 " ; de pt h: 4 ; e l asstype : t r o j a n-act i v i t y ; r e fe r e nce: ur 1 , doc . eme r g i ngt hreats. net /2008008 ; ref erence : u r 1 , www .eme r g i ngt hr ea t s.net / cgi-bin / cv s1,,ieb . cgi/ s igs/VIRUS/ TROJAN_De l f; s id : 2008008 ; 
r ev : 5; ) 

#by matt jonkma n 
# re sampl e 41c62970ea34413c4011b220724bf 029 

• 
#a l er t t cp $HC»"I E_NET any -> $ EXTERNA L_NET 1024 : ( msg : " ET TROJAN Delf CnC Cha nne l Keepa live Po ng" ; f!0\',1:establi shed, t o_se r ve r ; d size:<40; cont e nt :" 120 00 00 00 f8 4d b2 77 1" ; depth :8; 
e l ass t ype : t ro j an-activ i t y ; r eference: u r l, doc . eme r g ingthreats. net / 2008009 ; r efe r ence: u r l, \VL'il',1 , e me r g i ngthr eats . net/ c gi - bi n/ cv s1.,,ieb . cgi / sigs / VIRUS/ TROJA.N_De l f ; s id: 2008009 ; r ev : 5; ) 

#by matt jonkma n 
#re sampl e 41c62970ea 34413c401lb220724bf029 

• 
#a l e rt t cp $EXT ERNAL_NET 1024 : - > $HOME_NET a ny ( msg : " ET TROJAN Delf CnC Cha nne l Keepa live Ping"; flo\',l:es tabli shed , from_server; ds i ze :22 ; cont ent:" ]12 00 00 00 l e Se i " ; depth : 6; 
e l ass t ype: t ro j an-ac t i v i t y ; r eferenc e : ur l , doc . emerg ingthreats. net / 2008010; r efe r enc e : u r 1, \VLVL',1 . e me r g ingthr eats. ne t / cgi - bi ni cv SL',leb . cgi / s igs / VIRUS/ TROJA.N_De l f; sid: 2008010; r ev : 6; ) 

# by matt j onkma n 
# r e sampl e 41c62970ea34413c401lb220724bf029 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNAL_NET $HTT P_ PORTS (msg : "ET TROJAN De lf Che ck i n v i a HTTP ( 6)"; flow:est a blis hed , t o_se r ve r ; con tent : "G ET "; depth : 4 ; uricon tent :" . php ?v="; nocase; 
u r i con t ent: "&u ="; noca se; uricont ent : "&t= " ; nocase; uricontent : "&p=" ; noc ase ; u r icont ent: "&=w" ; nocase; cl ass t ype: t roj a n-activ i t y ; refe rene e: url , doc . emergingt hreat s . ne t /2008071 ; 
r efe r ence: u r l , ww1.,,i . eme r gingthreats. net/ cgi- bi n/ cvs1.,,ieb . cgi / sigs / VIRUS/ TRO JAN_Del f; sid: 2008071; r ev : 2;) 

#by matt jonkman 
# re samp l e 41c62970ea34413c4011b220724bf 029 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNAL_NET $HTT P_PORTS (ms g : "ET TROJAN De lf Check i n via HTTP ( 7)" ; flow:est a blished ,to_ser ve r ; con tent : "POST " ; de pt h :5; uri co nt e nt : " . php ?macros : " ; noc ase; 
urico nt ent : "&bot s t a tus =" ; noca se; c l asstype: t r o j an- ac t i v i t y ; r ef erence : ur l , doc . emer gingthr eats . net/2008090; r e f e r e nc e : ur 1, wwt,,i . emer gingth r eats . ne t / cgi-
bin/ cvs\',le b . cgi / s i gs /VI RUS / TROJ AN_De l f ; s i d : 2008090; r e v : 2 ; ) 

# by matt j onkma n 
#re sampl e 41c62970ea 34413c401lb220724bf 029 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNAL_NET $HTT P_PORTS (ms g : "ET TROJAN De l f Che ck i n v i a HTTP ( 8 ) " ; flow:esta blis hed , t o_s e r ve r; content : " POST " ; de pt h : 5; uri co nt ent : " . php"; nocase; 
conten t : " l0d 0a lUs e r -Agent l3a l Moz i lla / 3.0 ( compatible l3b l I nd y Li br a r y ) " ; content: " l0d 0a 0d 0a lname:: " ; d i s tanc e :0; classtype : t ro jan-activ i t y ; 
r efe r ence: u r l , doc . eme rgi ngth reats . ne t / 2008268; r eference: ur l , WL'il',l . e me r g ingthreat s . net/ cgi- b in/ cvs 1.,,ie b . cgi / sigs/VIRUS/ TROJ AN_Del f ; s i d: 2008268; r ev : 3; ) 

#matt j onkma n 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_PORTS (msg : "ET TROJAN De l f Ke y Chec kin (Clic ke r . '11in32 . De l f .afl ) " ; fl ow: e s t a bli she d, to_server; uricontent :" . php? key=???????+????????????" ; 
u r i con t ent : " +Dia l -up+??? ? ??+?+????????? ?? ? ? ?" ; clas s t y pe : t ro jan-activ ity ; re f erence : u r 1, doc. emergingthreat s . ne t / 2008666; r ef erence : u r l , \VL..W , eme r g ingthreat s. ne t / cg i -
b i n/ cvswe b . cgi / s i gs /VI RUS / TROJ AN_Delf; s i d : 2008666; r ev : 2 ; ) 

#vie t ar j ulie n 
# I ka rus : Tr o jan .De l f -5496, 
# re 462ee0f 70f ae7e 7f29e 546069e43484e 

• 
#alert t cp $HC»"I E_NET any -> $ EXT ERNA L_NE T 10 24 : ( msg : " ET TROJAN Trojan.Oe l f -5496 Chec ki n Er r o r "; flow:est a blis hed, t o_se r ver; ds i ze :350 <>4 50; cont ent : "Er o r r Fi l e act i ve \ ;sorry file e r o r r 
p laes down f ile age n ·· ; e lass t ype : t r o j a n • ac t i v i t y ; r e f e re nce: ur 1, doc . eme rgingt hrea t s . net / 2008905 ; r efe r ence: ur l , L\IWW . eme rg i ngt hr eats . net / cg i - bin / c vs~Jeb . cgi/ s igs/ VlRUS/TROJAN_De l f ; 
sid:2008905; r e v : 3; ) 

#v i et ar j ulien 
# I ka rus : Tr o jan . Delf -5496 , 
#re 462ee0f 70 f ae7e 7f29e546069e43484e 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNAL_NET 1024 : (msg : " ET TROJAN Tr o j a n .Delf-5496 Egg Reque s t " ; f1 01,,i : es tablished, t o_server; ds ize: <35; content:" I 7c ICr ea te f o r ml 7c I FileTra nsfer P c I"; 
dept h ! 29; c lasstype : t rojan- ac t i v i t y; r e f er ence: ur l , doc . e me rgingth r eat s. ne t /2008906; r e f er ence : ur l ,~rww . emergi ngt hr eats . net / cgi-bin/ cvs~,eb . cg i / s i gs / VI RUS /TROJAN_Del f; s id : 2008906; r ev : 3 ; ) 

#vie t a r j ulien 
#I ka ru s : Tr o j an.De l f-5496 , 
# r e 462ee0f 70f ae7e 7f29e546069e43484e 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNAL_NET 1024: (msg:"ET TRO JAN Tr o j an . Delf-5496 File Ma nage r Access Report " ; flow: establis hed , t o_serve r ; dsize:<35; 
cont en t : " P c I Crea tefo r m P c I F ile Manage r I 7c I "; de pth : 30; class t ype : t rojan-acti v i t y ; r eference: u r 1, doc . emergingt hreats. net/ 2008907; r ef e ren ce : ur l, \VLwt . emerg i ngt h reats . ne t / cgi­
b i n/ c vs\',le b . cgi / s i gs /VI RUS / TROJ AN_De lf ; s i d : 2008907; r ev : 3; ) 

#vie t a r j ulien 
#I ka rus : Tr o j an . Delf-5496 , 
# r e 462ee0f 70f ae7e 7f29e546069e43484e 

• 
a l e r t t cp $HCIME_NET a ny - > $ EXTE RNAL_NET 1024: (msg : " ET TROJAN Tr o j an . Delf - 5496 New I nf ection Report " ; flow:establis hed ,to_se r ve r ; ds i ze : <500; content : " Pc JOnConnec t l7c lNe1,,i Se r ve r P c l " ; 
depth ! 29; c lass t ype: t roj an - ac t i v i t y; r e f er ence ! ur l , doc . e me rgingth r eat s. net / 2008908; r e f erence : ur l, ~1ww . emergingt h r eats. ne t / cg i - bin/ cvs ~J eb . c g i / s i gs / VI RUS / TROJAN_De l f ; s id : 2008908; r ev : 3; ) 

#by: J e remy Com>Jay at sudos ec u r e . ne t 
# ref : d2 53db84a6d08dbeec6426c4c4d212a6 

a l e r t t cp $HOME_N ET a ny - > $ EXTE RNAL_N ET $HTT P_PORTS (msg: "ET TRO JAN Oownl oade r . Wi n32.0elf fo llowon POS T Data PUSH Packe t "; flow:established , t o_se r ve r; co ntent: "tip="; dept h :4; nocase ; 
conten t : "&c l i ="; nocase; co ntent: "&tipo="; nocase; c lasstype: t roja n-ac t i v i t y ; r efe r enc e : ur l , ~JWW . threa t expe r t . com/ t hr eats / t ro jan - dm,,in l oade r -win32-del f . ht ml ; 
r ef erence: u r 1, doc . emergingth r eats. net/ 2009824; re f e re nce : ur l , \',IL'JW .eme r gingt hreat s. ne t / cgi-b in/ cvs we b . cgi / sigs /VIRUS/TROJAN_De l f ; sid: 2009824; r ev : 4 ; ) 

# by s j irkdog 
# re 1462 44b0d5cce 3d21719ad94d6 50a82f 
#t raf f ic was on po r t 2009 i n sample, s i nce it i s a new year . Maybe use it as the source 

• 
ale r t t cp $ EXTERNAL_ NET 1024:65535 - > $HCt1 E_NET any (msg:" ET TROJAN Delfsn if/ Bu zus . f te Remote Response"; flow:establi s he d, from_ser ve r; ds i ze:9; content : " 105 00 00 00 1"; depth: 4 ; 
conten t : "I cd I"; distance: 4 ; 1-1 i t h i n : 1; classtype : t roj an-activ i t y ; r efe r e ne e: u r l , www . t h r eatexpe r t. com/ th r eats /v i rtoo l -wi n32 - de l f sn i f -gen . ht ml; 
r efe r ence: u r 1, doc . emergingth r eats . net / 2009079; r ef erenc e : ur 1, wi..,,,,,i . e mer g ingthr eat s . ne t / cgi • b in/ cvswe b . cgi / sigs/VIRUS / TROJ AN_De l f s ni f; sid: 2009079; rev : 2; ) 

# by matt j onkma n 

• 
a le r t t cp $HOME_NET a ny - > $EXTE RNAL_NET $HTT P _PORTS (ms g : "ET TROJAN De nsmail . com Re l ated Troj a n Checki n" ; f1 01>J : established, t o_ser ve r; uricont ent : " / cc . php "; nocase; uricontent: "v="; 
nocase; u r i co ntent : "&rnd=" ; nocase; pe r e: " /v: \ d+&rnd :: \ d+/ Ui "; e l assty pe : t ro j a n- activity ; refe r e nce: u r l , doc . eme rgingthr eats . net/ 2007822 ; r e fe r e nce: u r l , www . eme rgingth r ea ts . net / cgi­
b i n/ c vsweb . cgi / s i gs /VI RUS / TROJAN_De ns mail . com; s i d: 200782 2; r e v : 2;) 

#By Scot t Me ln i ck 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_PORTS (msg : "ET TROJAN Di ale r " ; fl m.,, : established , to_se r ve r; uri content : "/ getnumtemp . asp ?ni p=0"; noca se; classtype : t ro j a n-act i v i t y ; 
r ef erence: u r 1, i sc. sa ns. o r g/ d i a r y . php ?st oryid=l388; re fe r ence : url , doc . emerg i ngth reats. ne t /2003083 ; refe rene e: ur l, www .eme rgingt hreats . net / cg i - bi n/ cvswe b . cg i / s igs /VIRUS/ TROJAN_Di a l ers ; 
s id : 2003083; r e v :3;) 

#Matt Jonkma n from s nadnet data 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNAL_NET $HTT P_PORTS (ms g : "ET TROJAN Di ale r - 715 I ns t a ll Checkin" ; flo1',I : established, t o_ser ve r ; uri content : "/ pe rl / i nvoc_onewa y .pl " ; nocase; uri content :"? 
id_ se r v i ce="; nocase; u r i co nt e nt: "&nom_e xe="; nocase; uri cont e nt: "&sk i n=" ; nocase; uri content : "&i d_p rodui t =" ; noca s e; class t ype : t ro j a n-activity; 
r efe r ence: u r l , doc . eme r gingth r eat s. net/ 2003650; r ef e rence: u r l , \'(L,r,,,i . e me r g ingthr e at s. ne t / cgi- b i n/ cv s1.,,ie b . cgi / sigs /VIRUS/TROJAN_Dia le rs; sid : 2003650 ; r ev : 3; ) 

# by Scot t Melni ck from sand net da t a 

• 
a l e r t t cp $HCIME_NET a ny - > $ EXTE RNAL_NET $HTT P _PORTS (msg : "ET TROJAN Oi ale r - 967 Us e r -Age nt " ; fl o1"' : t o_se r ve r , establis hed ; content ; "Use r -Agent I 3a I de l I 0d 0a I"; noc ase; classtype: t roja n-
a ctiv i t y; r efer ence: ur l , doc . eme r gingth r eats . net / 2006364; r efe r ence : ur l , ~1ww . eme rgingth r eats . net / cgi 4 bi n/ cvswe b . cg i / sigs / VI RUS/TROJAN_Dia l e r s; s i d : 2006364; r ev : 4; ) 

#matt j onkma n from s a ndnet dat a, updated by da rr en s pr ue ll 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNAL_NET $HTT P_PORTS (ms g : "ET TROJ AN Nebule r / Di a l er . qn HTT P Req ue st - Checkin"; flm',l : establ i shed ,to_server; uricontent: " . php ?"; uri content: "c =" ; 
urico nt ent : "&v=" ; ur icontent : "&b="; u r i cont e nt : "&i d =" ; u r i content : "&cnt =" ; uricont e nt: "&q="; c la sstype: troj a n-activity; r e f erence: ur l , MVLY . syma ntec . com/ securi t y _ r es ponse/write up. j sp ? 
doc i d =2006-051916- 2518-99&tabid=2; r efe r ence : url , L>J\WJ .mi crosoft .com/ s e cur i t y/ po r ta l / Ent r y . a spx ?Name=Tr oja n%3 a\ll i n32%2 fNebu le r . gen ! D; r efe rene e: ur l , ~fllrw . t h reatexpe r t . com/ r epor t . as px? 
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md5=e9 f l f 226ff86e7 2e558e9a9da32e796d; r efe r e ne e: u r 1, doe. eme r g i ngthr eats . net / 2007743 ; r ef e renee: url , WWl". eme r gi ngth r eat s . ne t / egi- bi n/ evswe b. eg i / s i gs/ VIRUS/ TROJAN_Dia l ers ; s i d: 2007743; 
r ev : 4 ; ) 

#by matt j on kman 

• 
ale r t tc p $HOME_N ET a ny - > $EXTERNA L_NET $HTT P _PORTS (msg: " ET TRO JAN Dia l er . MC( vf ) HTT P Reques t - Check i n" ; fl ow: es t a blished, t o_serve r ; u ricont e nt :" , ph p ?"; uri co nt ent: "mode=" ; 
urico nt ent: "&Pa r tIO=" ; ur i content: " &mac = •· ; cont e nt: ·• I 0d 0a I Use r -Age nt l3a I Mo zi lla / 3 .0 ( compatibl e I 3b l I ndy Li b r a r y ) I 0d 0a I" ; classtype: t r o j a n - activity ; 
r ef e r e nce: u r l , doc . eme r gingth r eats . net/ 200791 3; re f e r ence : ur 1, WI\I\" . emergingth r eats . net / cgi- b i n/ evs web . egi / sigs / VIRUS/ TR OJAN_Dia l e r s; s id: 2007913 ; rev : 3 ; ) 

#by Deape sh Mi s r a 

• 
ale r t tc p $HOME_NE T a ny - > $EXTERHA L_NET $HTT P _PORTS (msg: " ET TRO JAN Dia l er . Troj a n Act i v i t y" ; f1 01,s : t o_se r ver, establi s he d; ur i eo nt e nt : " / d iale r _rn i n/ ge t num . as p ?nip"; cla sst ype: t roj a n-
activ i t y; reference : ur 1, doc. eme r gingth r ea t s . ne t /2008345; r e f e r ence: ur l , OJNIW . eme r gingt hr ea t s. ne t / cgi - bin / c vsweb . cgi / s i gs / VI RUS/ TROJAN_Dial ers; s i d: 200834 5 ; r ev : 2; ) 

#by j hol gu i n 

• 
a l e r t t c p $HOME_NE T an y - > $EXTE RNA L_NE T $HTT P_PORTS (msg:" ET TRO JAN l~ i n32.Di ale r . buv Se nd i ng Info r mation Home" ; flow: e s t ablished,to_serve r ; uri cont e nt :" / exi t. ph p?if="; noca se; 
content : "&cl =" ; cont ent: "&id="; eontent : "&ov="; eontent : "&site="; content: "&t k=" ; e l ass t ype : t rojan-aetiv i t y ; r ef e r e nce : ur l , doe . eme rgingt hreat s . net/ 2008430; 
r ef e r e nc e : url , www . erne r gingth r eats . net/ cg i - bin/ evs 1,seb . egi / sigs / VIRUS/T ROJAN_Diale r s; sid: 2008430; r e v : 2; ) 

#by Ma r c us a t unsober 

• 
ale r t t e p $HOME _NE T a ny - > $EXTERNA L_NE T $HTT P_PORTS (msg:" ET TRO JAN l~ i n32 Diale r Va r iant " ; flow: establ i s he d , t o_ser ve r ; eont e nt : "GET " ; dept h : 4 ; urieontent : " i cp=" ; 
u r i co nt ent : "&i d _ si t e ="; urieontent : "&d l _ t r a c ke r "; urieontent: " &eonneetion_ t y pe= " ; uricontent : "&aske d _md l _id =" ; uricont e nt: " &dia l e r ="; c l ass t y pe: t r o j a n-act i v i ty; 
r ef e r e nc e : u r 1 , doc . eme r gingth reats . net/ 2008441 ; re f e r enee : ur 1, Wl\l\,S . emergingthr eats . net / cgi- bin/ evs web . egi / sigs / VIRUS/ TR OJAN_Dia l e r s; s id: 2008441 ; rev : 3 ; ) 

#by pe dro ma r i nho 
#143f d845211 3d6f e b651e a89bb5f 3e50 

ale r t t cp $HOME_NET any - > $EXTE RHA L_NE T $HTT P _PORTS (msg: " ET TRO JAN Dialer . l~i n32 . E -Group . n Checkin" ; flow : t o_se r ve r , established ; u r icontent : " l ogin=" ; noc ase ; uricontent : "&br o ke r i d="; 
nocase; u r i eo nt ent: "&ext l ogi n: " ; nocase; u r ieont e nt : "&aut os i ze : " ; nocase ; ur icontent : "&i ep: " ; nocase; uri eo nt e nt : "&i d_si t e : " ; noea se; ur i cont e nt : "&d l _ t r ae ke r : " ; noe ase; 
u r i co ntent: "&connect i on_type,.,"; nocase; clas s t ype : troj an -act i vity; r e f erence: u r 1, doc . e rne r g i ngt hr eats . net/ 2008490; r ef e r e nce : u r 1, www . eme r gingt hr eats. net / cgi-
b i n/ cvswe b . cg i / sigs/VI RUS / TROJAN_Oi a l e r s; sid: 2008490 ; rev : 4 ; ) 

#ma t t j onkma n 

• 
ale r t t cp $HOME_NE T any - > $EXTE RNA L_NE T $HTT P_PORTS (msg:" ET TRO JAN Drop pe r Chee ki n ( oft en seri pts . d l v4 . com r e l ated ) "; flm1o1 :es t ablished , t o_serve r ; content : "GET "; de pth :4 ; 
uri eo ntent : " / Common/ rnodul e. php ?"; noease ; u r i eo ntent: " broke r id="; nocase ; ur i content: "&pr oduet= " ; noease ; ur i eontent : "&e us t omi d : " ; noe ase; u r i eontent : "&medi a i d: " ; nocase ; 
u r i co ntent: "&no_p r odu c t _name:"; nocase; ur i co nt e nt: "&ext l og in:"; no ca se; c l a ssty pe: t rojan- act i v i t y ; r e f erence: ur l , doc. eme r g i ngt hr eats . net / 2010458 ; 
r ef erence: u r l , M,sw . emer gingthreats . net / cg i - bin/ evs we b . egi / sigs / VIRUS/TROJAN_Diale r s; sid : 2010458; rev : 5; ) 

#mat t j onkma n 

• 
ale r t t cp $HOME_NE T any - > $EXTE RNA L_NE T $HTT P_PORTS (msg:" ET TRO JAN Drop pe r Chee ki n 2 (of ten scripts . d l v4 . eom r e l a t ed ) " ; f l ow:est a blis hed , to_serve r ; eontent :"GET "; de pt h :4; 
uri eo ntent : " / Common/ rnodul e. php ?" ; noease ; u r ieont ent: "&isau t ogene r a t edpage="; noease; ur i eontent : "&d i a l er= "; noease; u r ieont e nt: "&p2e="; noease; urieontent : "&nohi t =" ; noease; 
e lass t ype: t r o j an-ac t i v i ty; r ef e r e nce: u r l , doc . eme r g ingthreats, net/ 2010932; r e f e r e nce : ur 1 , ww1\I .emer gingth r eat s. ne t / cgi- b i n/ cvs 1\leb . cgi / s igs / VIRUS/ TROJAN_Di a l e r s; s i d : 2010932; rev : 1 ; ) 

#by Matt Jonkman 

• 
ale r t t ep $HOME_NET any - > $ EXTE RNA L_NET $HTT P _PORTS (msg: '"ET TRO JAN Diazom Trojan Use r •Agent in Use ( ev_v2 .0 . 1 ) "; flow: es tablished , to_ serve r ; eontent : "Use r • a gent I 3a l cv_v" ; 
e lass t ype: t r o j an -ac t i v i ty; r ef e r e nce: u r l , hw . syma nt e e. eom/ en t e rpr ise / sec ur i t y _ r esponse/wr ite up . j s p ?doe i d: 2007-032316-0426-99&tabid=2; refe r e nee : url , doe. eme r g i ngt h r eats . ne t / 2003598 ; 
r ef e r e ne e : url , www . eme r gingth reats. net / cg i - b i n/ evs 1,se b . egi / sigs / VIRUS/T ROJAN_Diazom; s i d : 2003598; r ev : 4; ) 

# t his i s simila r to 2008942, but th i s t rojan doesn ' t a dd a hos t heade r 
#by v ie t a r j ulie n 

• 
ale r t te p $HOME_NET any · > $HOME_NET $HTTP _POR TS ( msg: "ET TROJAN d link ro ut er aceess a t t empt "; flo OJJ : es tablis he d , to_se r ve r ; content : "GE T / dlink/ h1,s iz. . ht ml HTTP/ 1.0 l0d 0a 0d 0a l " ; 
dept h : 33 ; co nt ent : ! " I 0d 0a I Host I 3a I "; cla ssty pe: t r ojan-aet i v i ty; r ef e r e nce : url , doe. eme r gi ngthr e a t s . net / 200894 5; r efe r e ne e: ur l , wi""" . eme r g i ngt hr ea t s . ne t / cgi-
b i n/ evswe b . eg i / s i gs /VIRUS / TROJAN_Olink_Home_Ro ut e r _Aeeess; s id: 200894 5; r ev : 4; ) 

#by Matt Jonkman 

• 
#a l e rt t cp $HQIIIE_NET any -> $EXTERNA L_NET 1024 : ( ms g : "ET TROJAN Donbot Co nn ec t t o CnC"; flow: es t abli s hed , to_serve r ; dsize : 7 ; cont ent : "HALLO l0d 0a l "; dept h : 7; class t ype : t ro j a n -activ i t y; 
r ef e r e nce: u r 1 , doc . emer gingthreats . net / 2008450; r e f e r enee : ur 1, b log . f i reeye . com/ r esearch / 2009/ 10 / a - l i t t l e_mo r e_on_donbot . ht ml ; 
r ef e r e nc e : url , WI"'-" . ave r t labs. com/ r esea r eh/ b l og/ index. php/ 2009/ 04/ 05 / donbot- j oini ng- t he- e lub -of -mi l lion -dolla r - botnet s / ; r efe rene e: u r l , ~IWI." . eme r gi ngth r eat s . ne t / cgi­
b i n/ evswe b. egi / sigs/VIRUS / TROJAN_Oonbot; s i d : 2008450 ; r e v : 5 ; ) 

#by Matt Jonkman 

• 
alert t cp $HOME_ NE T a ny - > $EXTERNA L_NET 1024: (msg:" ET TRO JAN Don bot Report t o CnC"; fl ow: es t abli she d,to_serve r ; content: " HASHl3a 20 1"; de pth :6 ; cont ent: " l0d 0a ]ID l 3a 20 1" ; di :stance: 0 ; 
eont e nt : " I 0d 0a I Sess i on I 31 20 1 " ; d i stance : 0; cont ent :" I 0d 0a I RBL I 3a 20 1 "; class t y pe : trojan- activ i ty; r ef erenee : u r 1, bl og . f i reeye . eom/ r esearch/ 2009/10/ a - lit tl e_mo r e_on_do nbot . ht ml ; 
r efe r e nc e : u r l ,WI"'-" . ave r t l a bs. com/ r esea r c h/ b l og/ index. php/ 2009/ 04/ 05 / donbot- j oini ng- t he- e lub -of -mi l l i o n -dol la r - botnets/ ; r efe rene e: u r l , doc . eme r gi ngt h r eat s . net / 2008451 ; 
r ef e r e nce: u r l , www .emer g i ngth r eats . net/ cg i - bin/ ev:swe b . cgi / s i gs / VIRUS/T ROJAN_B uzus; sid : 2008451; r ev : 3; ) 

#by: J eremy Com,say a t s udosecu r e . ne t 
# r e f : 703432 baec9fbd9ffed5f a2af 0510166 

• 
ale r t tc p $HOME_NE T any · > $EXTE RNA L_NE T $HTT P_PORTS (msg:" ET TRO JAN DoOJml oade r (\-J i n3 2 .0one l ta r t ) Check i n HTTP GET"; flol,s :establis he d , t o_se r ver; eo nt e nt: "GET " ; dept h :4 ; 
uri co ntent : " . php ?ope n: "; noease; ur i cont e nt : "&my i d: " ; nocase; content : ! "I 0 d 0a I Us er -Agent I 3a I"; class t ype: t r o j an - aet i v i ty; ref e r e nce: u r l , doe . emergingt h r ea t s . net / 2009814 ; 
r ef e r e nce: u r l ,Wl'II" . emer g i ngthreat s, net / cg i - bin/ cv:swe b . cgi / s i gs / VIRUS/T ROJAN_Done l t ar t ; s id : 2009814; r e v : 3 ; ) 

#by Ma r cus a t unsober 

• 
a l e r t t c p $HOME_NE T an y - > $EXTE RNA L_NE T $HTT P_PORTS (msg:" ET TRO JAN Do nkeyp2p Update Oe t ected"; flow:est ablis he d , t o_se r ver ; cont ent:"GET "; dept h :4; u r icont e nt: " donkey p2p . ph p" ; 
u rico nt e nt: " ?ki nd =" ; u r icont ent : "&args="; ur icont ent : "&ve r : " ; ur icont ent: "&uni q ="; u r ieont e nt : "&dllver="; noease; e l assty pe : trojan - act i vi t y; 
r ef e r e nc e : url , doc . eme r gingth r eat s . net/2008364; re f e r e nee : ur 1, Wl\l\,S . emerging th r eats. ne t / cgi - b i n/ evs Llleb . egi / sigs/ VIRUS/ TROJAN_Donkey p2p; s id : 2008364 ; r ev : 2; ) 

#by matt j onkman 
#s l so ea lle d Tr ojan . Or opper . RRM a nd Trojan . 1-J i n32 . I nj ee t .adt 

• 
ale r t tc p $HOME_ NE T an y - > $EXTE RNA L_ NE T 10 24: (msg : " ET TROJAN Do r f / l,J i n32. In j ec t . adt C&C CorlV!Lun i c ation Out boun d"; f101,i :est ablis hed , to_se r ve r ; ds i ze : 16; content: " 1SC Dl00 00 1 "; depth : 6; 
off se t : 0; c l asstype: t r ojan-activ i t y; r e f erence: ur 1, doe . e me r gingth r ea t s . net / 2008031 ; r efe r enee: ur 1, 1J1ww . eme r gingt h r ea t s . ne t / cgi- bin/ c vs~leb . cgi / s i gs / VI RUS/ TROJAN_Do r f; sid : 2008031 ; r ev : 3; ) 

#by matt j onkman 
#s l so ea lled Tr ojan . Or opper . RRM a nd Trojan . 1.J i n32 . I nj eet. adt 

• 
ale r t t ep $EXTERNAL_NET 1024 : -> ittoME_NET a ny (msg:" ET TRO JAN Do r f / \,J i n32 . In j ee t .adt C&C Commun i cat i o n I nbound "; flow:est ablis he d,from_se r ve r ; dsize:16; co nt e nt : "1SCD l00 00 1"; dept h : 6; 
off se t : 0 ; classtype: t r ojan-activ i t y; r eference : ur 1, doe. eme r gingth r eat s . ne t / 2008032; r efe r ence: ur 1, www . eme r gingt h r ea t s. ne t / cg i - bin/ e vsweb . cgi / :s i gs /VIR US/ TROJAN_Do r f ; sid : 2008032; r ev : 3; ) 

#by de r r a n s pr ue ll 

• 
ale r t t cp $HOME_NE T any • > $EXTE RNA L_NE T $HTT P _PORTS (msg: " ET TRO JAN Dose nj o/ Kva dr Pr oxy Tr ojan Activ ity"; fl ow: es tabli s hed, to_serve r ; ur icontent : " hingDe ny=" ; noease; ur icontent : "&i d=" ; 
nocase; pe r e:"/\ ?ca [ se ] hi ngDeny: [0 - 9A-Za - z ]{ 16}&/ U" ; cla sstype : t rojan -aet i vi t y ; r efe r e nee : u r l , •r1w1\I . f - seeure . eom/v - descs / t r o j a n- p r oxy_1J132_kva d r _ge n ! a. s ht ml ; 
r ef e r e nee: u r l , Wl'll1ol , th reatexpert . com/ repo r t . as px?rnd 5=fd 2d6bb1d2a9803c49f le17Sd558a934 ; r efe r e nce : u r l , wm,s . thr ea t expert . com/ r e port . aspx ?rnd5=e4664144f 8e95cfee510 d5ef a 24a 35e7; 
r ef e r e ne e : u r 1 , doc . emer gingthreats . net/ 2010334; re f e r enee : ur 1, l'il\lW . eme rg i ngth r eats. ne t / cgi - bin/ evs 1,seb . egi / sigs/VI RUS/ TR OJAN_Dosenjo; s id: 2010334 ; rev : 2; ) 

#Ma t t Jonkma n, tha nk s t o the Cl am guys for t he i nfo r mation and sampl e 

• 
ale r t t cp $HOME_NE T any - > $EXTE RHA L_NE T $HTT P_PORTS (msg:" ET TRO JAN Do OJml oade r -1355 Cheeking In "; f1 01,s:es t a bli shed , t o_se r ve r ; uricontent :" / a dl oad .php ?a l =" ; nocase; uri eontent :"a3="; 
nocase; u r i eo nt ent: "&a4: "; nocase; ur i eo nt ent: "&a5: " ; nocase; content : ! "Use r - Age nt \ : "; eontent : "Host \ : "; c l ass t ype: t roj a n-act i v i t y; r efe r ence: ur l , doc. eme r gingt h r ea t s .ne t / 2003408; 
r ef e r e nce : u r l ,WWI" . eme r gingth r eats . net/ cg i - bin/ cv:sweb . cgi / s i gs / VIRUS / TROJAN_D01,sn l oade r - 1355; sid ; 2003408; rev : 3; ) 

#by a xn jxn 

• 
ale r t tc p $HOME_ NE T an y - > $EXTE RNAL_ NE T $HTT P_PORTS ( msg:" ET TRO JAN Downl oade r -5265/Tor pi g/ Anse rin/ Sino11o1a l Unique UA ( MSID ) "; flow:establis hed, t o_se r ve r ; cont e nt :"Use r -Agent l3a l MSIO 
[ " ; noease; depth: 320; c l asstype: t ro j a n -aetiv i t y ; r efe r e nc e : ur l, doc . eme r g ingt h r ea t s. ne t /2003590; ref erence: ur l , WOJlW . eme r g ingt h r ea t s . net / cgi- bin / c vs OJJeb . egi/ s i gs / VI RUS/ TROJAN_Do\'ml oade r -
5265; s i d :2003590; r e v :6 ; ) 
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#by Matt Jonkman 
#from s a ndne t analysis 

• 
alert tc p $HOME_NET a ny - > $EXTE RNAL_NET $HTT P _ PORTS (ms g : " ET TROJ AN Downl oader .Ol uca HTTP Checkin "; flow: es t ablishe d , to_server; uri conte nt: "?id={ " ; nocase; u r i content: "&srv: "; nocase; 
uricont ent : "&ver="; nocase; uricon t ent : "&doc i d ="; nocase; ur i content : "&time=" ; no ca se; uricont e nt : "&es t ate="; noc ase; uriconten t : "&sta t e =" ; no ca se; uricont e nt : "&f l ash="; nocase; 
uricontent: "&pi n=" ; nocase ; ur icontent : "&oSinfo2= "; nocase; uricont e nt : "&ci nf o=" ; nocase; u r icontent: "&smd ="; noc ase; ur i conten t : "&r ts="; nocase; uricontent : "&ret r yattempt="; nocase ; 
e lass t y pe : t ro j an - ac t i v i t y ; r efe r ence : u r 1 , doc . emerg i ngt hr eats . net/2007595; r ef e r enc e: u r 1, W\'/\V . eme r gingth r eats. ne t / cgi - bin/ cvs L"e b . cgi / sigs /VIRUS/ TROJAN_Downl oade r . Oluca; s i d: 2007595; 
rev :4; ) 

#Sigs for ge nera! dmmloade r t ro j a ns a nd ,~orms . Not a ll get un i que names 
#by Matt Jonkman. Sa,~ a downl oader appe nd i ng ver7 to t he e nd of a r egu l a r UA. No spaces . ve r y unique 

• 
a le r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTTP_ PORTS (msg: " ET TROJ AN Susp i cious Use r -Age nt - Possible Troj a n Downl oader (ve r 18/ver19, etc ) " ; fl OL-1 :estab lis hed, to_ se r ver; content : " l0d 
0a IUser-Agent I 3a I " ; nocase; conten t : " )ver"; wi t h i n: 250; pe r e : "/ User -Agent \ : ( "' \ n ] +\)ve r \ d/ i "; c las stype : t r ojan -act i v i t y ; r e f erence : u r l , doc. emergingth reats, ne t / 2003380; 
refer e nce: u r l , wWL11 . eme rg i ngthreats, net/ cgi - b i n / cvs 111eb . cgi / sigs/VIRUS / TROJAN_D0 L11 n l oader _Ge ne ral ; sid: 2003380; r e v : 7; ) 

#f rom cast l ecops r esea rch , http: //l'IL\l\\l . c ast l eco ps .com, sig by Matt Jonkma n 

• 
alert tcp $HOME_N ET a ny - > $EXTERNA L_NET $HTTP_PORTS (msg:"ET TROJ AN Downl oader . Small 5ser Age nt Detected (NetScafe ) "; flow:esta bl i s he d,to_se r ve r ; co nt ent : " l0d 0a lUse r -Age nt l 3a l 
NetScafe"; nocase ; c l as stype : t ro j a n -act i v i t y ; r efe r e nce : u r l,doc . eme r gingth r eats. ne t / 2003641; r efe r e nce: ur l , WI""~ .emergingthreats . net / cgi -
b i n/ cvsweb . cgi / s igs /VI RUS/ TROJ AN_Do L11 n loader _Gener ai; s i d: 2003641; r ev : S; ) 

#Repor t s of fa l s ing he re, the UA i s leg i t 111 ithin MS VB stuf f . Sc hed ul ed to be de l e t ed i n a v,eek o r so. Do not recomme nd us i ng t h i s 

• 
#a l e r t tcp $Hct-'I E_NET any -> $,EXTER NA L_NE T $,HTT P _PORTS (msg : "ET TROJAH Downl oader, VB. TX Use r Age nt De t ected (Mi crosof t URL Contro! ) "; fl ow:est a blished, t o_se r ver; content: " I 0d 0a I Use r -
Agent I 3a I Micr osoft URL Con t ro! - •·; noc ase ; class t ype : t ro jan- activity ; referene e: ur 1, doc . emergingthreats . ne t /2003646; r efe r ence : ur 1, www .emergingthrea ts . net / cg i -
bin/ cvsweb . egi / sigs /VI RUS / TROJ AN _D0111n loader _Ge nerai; s i d : 2003646; r ev : 5; ) 

#Reports of fa l s ing here, the UA i s leg i t L11 i t hin MS VB stuff, Sc hed ul ed to be d e l e t e d i n a v,eek or so. Do not recomme nd us i ng t hi s 

• 
alert t cp $HOME_N ET a ny - > $EXTERNAL_N ET $HTT P _PORTS (msg: " ET TROJ AN Bae kdoor. I re .MFV User Agent Detected ( IRC-U ) "; flov, : establishe d , to_se r ve r ; cont e nt : " l0d 0a lUser- Agen t I 3a l IRC- U v"; 
nocase; e l ass t ype: t roja n- ac t i v i t y ; ref e re nce: url , doc. eme r gingt h r ea t s . net/2003647; r e f e r e nce: u r l , l,J\'11/J . emergingt hrea t s. net/ cgi -bin / cv s 111eb. cgi/ s i gs/VI RUS/TROJAN_ Dovm l oa cfer _Ge nera! ; 
sid : 2003647; r ev :5; ) 

#Reports of fa l s ing he re, the UA i s l eg i t L11 ithin MS VB stuf f . Sc he du l ed to be de l e t ed i n a vJeek or so . Do not reconvne nd usi ng t hi s 

• 
a lert tep $HOME_NE T a ny - > $EXTE RNAL_NE T $HTT P _ PORTS (msg: " ET TROJA.N Clie ke r . BC User Age nt Det ected ( linkrunne r ) " ; flow: establishe d , to_serve r ; cont e nt : " l0d 0a I Us e r -Age nt I 3a I 
1 i nkrunne r " ; noease; e lass t ype: t ro j an-ae t i v i ty; ref e r e nce: u r l , do e . eme rg i ngth rea t s. net/ 2003648; reference: u r l , Wl\1\\1 . emer gingthreats. ne t / cg i -
bin/ cvsweb. cgi / s i gs /VI RUS / TROJ AN_Oo111n l oader _Genera i ; s i d : 2003648; r ev : 5; ) 

#generic downl oade r a nd bot chec kin url , found i n Backdoor. Win 32.Smal l.o r 

• 
alert tcp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg:"ET TRO JAN Bot Backdoor Checkin / r eg i st ration Requ e s t " ; f1 01~ : es t ab lishe d, to_se r ve r ; uricont e nt :" / r emote . php?" ; noca se ; 
uricont ent: "os="; nocase; ur i con ten t : "& user="; nocase; u r icon t ent : "&status="; nocase ; ur icontent : "&version="; nocase; urieont en t : "&bu i ld="; nocase; ur icont e nt : "&u ptime="; nocase; 
e lass t y pe: t ro j a n-ae t i v i t y ; r e feren ce: u r 1 , doc . eme r gingt hreats . net / 2006366; r e f erence: u r l , W\'ll\l . eme r gingthr eats . net/ cgi - bin/ cvs web . cgi / sigs /VI RUS/ TROJAN_Downloade r _Ge nera! ; s i d : 2006366; 
rev : 4 ; ) 

#by Scott Me ln i ck and And r e 
# 
alert tcp $HOME_N ET a ny - > $EXTERNAL_NE T $HTT P _PORTS (msg: "ET TROJAN Downl oader .Win 32.Agent .bwr " ; flow: established , t o_se r ver ; uricont en t : " ?m ="; nocase; u r i content : "&a:" ; nocase; 
u r icontent: "&hdd=" ; nocase; ur icontent : "&os="; nocase; classtype: t r o jan-acti v i t y ; ref e r e nce: u r 1, cfoc . emergingthrea ts . net/ 2006377; r eference : u r l , WlWJ. eme rg i ngth reats, net/ cgi­
b i n/ cvsweb . cgi / sigs /VI RUS / TROJ AN_D0 111n l oader _Generai; s i d: 2006377; r ev :3; ) 

#f rom sandne t a na l ysis, by Ma t t Jo nkman 

• 
a le r t tep $HOME_NET a ny - > $EXTERNA L_NET $HTTP_PORTS (msg:"ET TROJ AN Mateash or r e l ated dm11n loade r Us e r -Agent Detee t ed" ; flm,i :establi shed , to_serve r ; eonten t :" l0d 0a lUs e r -Agent l3a l x"; 
pe r e: " / Use r - Agent \ : x\111\vix\w\111\ ! x\w\111x\w\wx\w\w/ "; e l asstype : t roj a n - activ i t y ; r efe r e nc e : ur l , doc. emergi ngth r eats . ne t / 2006382; r e f erence: ur l , www .eme r gingth r eats . net / egi-
bin/ cvsweb. egi / s i gs /VI RUS / TROJ AN_Oo111n loader _Ge nerai; s i d: 2006382; r ev: 7; ) 

#from sandne t a na l ysis, by Matt Jo nkman 

• 
alert t cp $HOME_N ET a ny - > $EXTERNAL_NE T $HTTP_PORTS (msg: " ET TRO JAN Downl oader Use r- Age nt De t ected (\,Jindows Updates Manager l 3 . 12 I - - - )" ; flow:establis hed,to_server; content : "[ 0 d 
0a IUser- Agent I 3a I Windov1s Updates Ma nager I 7c I"; c l asst y pe: t r ojan- act i v i t y ; r efe r e nce: u r l , doc . eme rgingt h r ea t s. net/ 2006387; refere nce : ur l , 1VWL11 . emergingthreats . net/ cgi • 
b i n/ cvsweb . cgi / sigs /VI RUS / TR OJ AN_D0111n l oader _Ge nerai; s i d : 2006387; r ev : 6; ) 

#f r om sandne t analysis, by Matt Jo nkman 

• 
a le r t tep $HOME_NET a ny - > $EXTERNAL_NET $HTT P _ PORTS (msg: " ET TROJA.N Downl oader User-Age nt Det ected ( l d ) " ; f10 111 :established , to_server; conten t : " Jed 0a I Use r -Agent 13a I l d 10d 0a I"; 
e lass t y pe: t ro j a n-ae t i v i t y ; r efer ence : u r 1 , doe . emergingt hreats. net / 2006394; re f erence: u r 1, ,.,.,, ..... .., _ eme rg ingth reats, net/ cgi - bin/ cv sL"'eb. cgi / sigs /VIRUS/ TROJAN_Dm-1nloade r _Ge ne ra i ; s i cf: 2006394; 
rev : 5; ) 

#sandnet a na l ysis, by Matt Jonkman 

• 
a le r t tcp $HOME_N ET a ny - > $EXTERNA L_NET $HTT P _PORTS (msg: "ET TRO JAN Downl oader . 26001 Url Pat t e r n De t ected"; floL>J : establishe d , to_se r ve r ; u r icont ent: " i nstall . php?"; noc ase; 
uricont ent: "wa l l _ i d=" ; noease; u r i content : "&m addr =0"; nocase; u r icont ent : "&action="; nocase ; clas stype: t roj an - activity; r ef erence : u r 1, doc . eme r gingth r eats . net / 2006400; 
refere nee: u r l , www. emergingth reats . net/ egi - bin / evs 111eb . egi / sigs / VIRUS / TRO JAN_Om11n l oader _Ge ne r a l ; sid: 2006400; r e v : 3; ) 

#sand ne t a na l ysis , by Mat t J onkman 
# 
alert tcp $HOME_NET a ny - > $EXTERNAL_NE T $HTT P_ PORTS (msg: " ET TRO JAN Downl oader.26001 Url Pat t e rn De tec ted ( l unch_id ) " ; flo L-1 : es t ab lished ,to_ server; uricont e nt :" .php?"; nocase; 
uricontent: "aff _ i d =" ; no case ; u r i cont e nt : " l unc h_id="; nocase; u r icont ent : "&madd r =0" ; nocase ; cla ssty pe : tro j an -activ i t y ; r ef erence : u r 1, doc . erne r gi ngt hr eats. net /2006401; 
ref erence: u r l , 1VWL11. emergingthreats. net/ cgi -bin / cvs 111eb. cgi / sigs /VIRUS/TROJAN_D0L11n l oader _Ge ne ral; sid : 2006401 ; r e v : 3; ) 

#from sandne t data , by mat t jonkma n 

• 
a le r t tep $HOME_N ET a ny - > $EXTERNAL_N ET $HTTP _PORTS (msg: " ET TROJ AN Downl oader .Wi n32 . Age nt . eav Url Patte rn Detected ( ping ) "; fl ow: established, t o_ser ve r ; uricontent : "/ ping/" ; nocase; 
pe r e: " /\/ p i ng\/ [ 0- 9a - f A- F] {64} \/ {0 - 9a - f A- F ]+\/ {0 - 9a-fA- F] +/ Ui " ; e lasstype : trojan - aet i v i t y ; r e f e rene e : ur l, doe . emergingthrea t s . ne t /2007284; r e f e r e nee: url , VIWW . eme r g ingt h r eats .net / cgi­
bin/ evs,.,,eb . egi / s igs / VI RUS / TROJAN_Do L11 n loade r _Ge nerai ; s i d: 2007284; r ev : 3; ) 

#rnatt j onkman, f r om sandnet data 
# 
alert t cp $HOME_N ET a ny - > $EXTERNAL_NE T $HTTP_PORTS (msg: " ET TRO JAN Gene r a! Downl oade r Check i n URL (GUID+ ) " ; flow: establi shed , t o_server; u r i content: "&version=" ; nocase; 
uricont ent: "&configversion=" ; nocase; uricontent : "GU I D=" ; nocase; uriconte nt: "&cmd="; nocase; ur icont e nt : "&p=" ; nocase; uricontent : "&i= " ; nocase ; u r i conten t : "&x=" ; nocase; 
e lass t y pe: t ro jan - ae t i v i t y ; r efe r enc e : u r 1 , doc . emergingt hr eats . net/2007577; r ef e r enc e: u r 1, Wl'/\V . eme r gingthr eats . net/ cgi - b i n/ cvs we b . cgi / sigs /VIRUS/ TROJAN_Downloade r _G ene ra! ; s i d: 2007577; 
rev : 3; ) 

#matt j onkman, f r om sandnet data 

• 
a le r t tep $HOME_NET a ny - > $EXTERNA L_NET $HTTP_ PORTS (msg: "ET TRO JAN Gene r a! Downl oader or Vi r ut C&C Ack" ; f10 111 :established ,to_server; ur icont e nt: " uid =" ; noea se; ur icont e nt : "&ve r sion=" ; 
nocase; u r i co ntent : "&actionname="; nocase; uricontent : "&action=" ; nocase; ur icont e nt : "&s uccess= " ; nocase; ur i content : "&debug="; nocase; uri content: "&nocac he="; nocase; c l as sty pe: t ro j an -
activ i t y ; refe rence : ur 1, doc. ernergingthrea t s . net / 2007587; re f erence : ur 1, www .emerg ingth r ea t s . net / cgi- bini cv sweb . cgi / s i gs /VIRUS/TROJAN_Downl oacfe r _Gene r a! ; sid: 2007587; r e v : 3; ) 

#Matt Jonkman , f r om t he sandnet 

• 
alert tcp $HOME_NET a ny - > $EXTERNA L_NET $HTTP_PORTS (msg:"ET TRO JAN Susp i cious Us e r -Age nt - Ma tcash related Troj a n Downl oader ( I smazo Adva nced Loa de r ) " ; fl m..i: es t a blished, to_server; 
eonten t : " I 0d 0a I User -Agent I 3a I Ismazo"; nocase; c l asst ype: t rojan- act i v i t y ; ref er e nce: url , doc . emerg i ngt hrea ts . net / 2007633; ref e r ence: url , L>JL,JW . eme rg i ngth r ea t s . net / cgi -
b i n/ cvs ,.,,eb . cgi / s igs /VI RUS/T ROJAN_Do111n loade r _Gene r a i ; s i d: 2007633; r ev : 6; ) 

#Matt Jonkma n , Tr ojan-Dm,m l oader .Wi n32 . Sma ll . hkp 

• 
#a l e r t tcp $Hct-'I E_N ET any -> $,EXTER NAL_NET $,HTT P _PORTS (msg : "ET TRO JAH Trojan- Downl oader .Wi n32 , Small. hkp Checkin v i a HTTP" ; flov1 : established, t o_serve r ; ds ize; 96; content : "GET /" ; 
depth: 5 ; pe re: "/\/ [0 - 9a- f ] {78} \ sHTT P/ Ui " ; e lass t ype : t roj a n-ac t i v i t y ; ref e r e nce : ur 1 , doc , eme rg i ngthrea t s. net / 2007755 ; refe r ence: u r 1 , WIWI . emerg i ngth r ea t s. net / cgi -
b i n/ cvsweb . cgi / sigs /VI RUS / TROJ AN_D0 111n l oader _Ge nerai; s i d: 2007755; r ev : 3; ) 

#By Je re my Co m.,,ay - Possibl e root k i t user age nt 

• 
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ale r t t cp $HOME_NET a ny - > $ EXTE RNAL_NE T $HTT P _PORTS (ms g : " ET TRO JAN Use r - agent Oownl oadNetfile l-l i n32. sma ll , hs h dmvnl oader " ; flow: es t a bli she d, t o_se r ver; co nt e nt : "GET " ; dept h :4; 
cont e nt :" I 0d 0a I User -Agent I 3A I Down l oadNe t Fi l e I 00 0A I "; noc a s e; e l a ss t ype: t r o j a n-activ i t y ; r efe r ence : ur l , doc . eme r gingth r ea t s. net/2007778; r efe r ence : ur l , vMW . eme r g i ngt hr ea t s . ne t / cg i ­
b i n/ c vs1veb . c gi / sigs / VI RUS / TROJAN_Om,inl oade r _Ge ne r a l ; s i d: 2007778; r e v : 7 ; ) 

#By Jeremy Co nway 

• 
ale r t t cp $ EXTERNAL_NET $HTT P_ PORTS - > JHOME_NET any (msg : " ET TRO JAN Br o'l1ser Hi J ac ke r / Info st ea l e r St a t f ile" ; flow:est a blis hed ,to_se r ve r ; 
cont e nt :" I 5B00 I u I 00 I p I 00 Id I 00 I a I 00 I t I 00 I e I 0050 I" ; nocase; cont ent : " v I 00 I e I 00 I r I 00 I=" ; noca se; cla s s t y pe: t rojan-ac tivity ; r ef e r e nce: u r 1, doc . emergingthr eat s. net/ 2007777; 
r ef e r e nce : u r 1,1"1."1.>J . ernergi ngth r eat s. ne t / cgi- b i n/ cvs we b . cgi / s i gs / VI RUS / TROJAN_Downl oade r _Ge ne ral ; s i d: 2007777; r ev : 3; ) 

#mat t j onkma n 

• 
ale r t t cp $HOME_NET a ny - > $ EXTE RNAL_NET $HTT P_PORTS (msg : " ET TRO JAN Oovm l oade r Gene r a ! Bot Chec k i ng In v i a HTTP Pos t ( bot _id pus h) "; f1 01>J: es t abli s he d , t o_ser ve r ; cont e nt : "POST " ; 
dept h : 5; cont ent: " l0 d 0a 0d 0a l bot _ i d="; content: "&build_ i d =" ; d i stance :0; cont ent : "&sport="; di s t a nce : 0; content: "&hpo r t =" ; d i s t ance : 0; content : "& ping="; d i stance : 0; content : "&speed=" ; 
dis t a nce : 0 ; c l asstype : t r oj a n- a ctivity; r e f e r e nce: u r l , doc . e rne r g i ngthr eat s . net/ 2007831; r e f e r e nce: ur l , N\"1.~. emer gingt hr e at s. net/ cg i - b i n/ c vs1veb . cgi / sigs/ VI RUS / TROJAN_Dm~n l oade r _Ge ne r a i ; 
sid:2007831; r e v :2 ; ) 

#matt j onkma n, sampl e ma rked Trojan -Dovm l oade r . l.Ji n32 .Smal l . ht z by fsec ur e 

• 
ale r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P _PORTS (msg : " ET TROJAN Downl oader Gene r a ! Bot Chec king In - Poss i b l e l,Jin32 . Sma i l. ht z r e l ated" ; flo L>J : est a blis hed , to_ serve r ; content : " POST 
dept h :5; u r i conten t : "?id="; nocase; content : !" led 0a !Use r -Age nt l 3a l " ; co ntent: " l0d 0a 0 d 0a l pr oc= [Sys t em Pr ocess } l0 d 0a l " ; content : " l0d 0a l&s i ze= " ; di s t a nce: 0 ; class t y pe: t r o j a n­
act i v i t y ; r efe r e nce : ur l , doc . eme r gingt h r ea t s. ne t /2007836 ; r e f e r ence ; ur l , www . eme r g i ngthrea t s . ne t / cgi- b i n/ c vsweb . cg i / s i gs / VIR US/TROJAN_Oownl oader _Gene r a i ; s i d : 2007836; r e v : 3; ) 

#Matt J onkma n, Kas pe r s ky Tr o j a n- Pr oxy . Win32 .Agent . t y 

• 
ale r t t cp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P _PORTS (ms g : " ET TROJAN Sus picious Use r -Age nt - P-oss i b l e Troj an Do1>J n l oade r ( i-J i n l ne t ) " ; flow: establi s he d , t o_ se r ve r ; co nt ent:" l0d 0a I User-
Agent I 3a I J.Ji nine t I e d 0a I " ; class t ype: t r ojan-activ i t y ; r e f e r e nce: url , do c . eme r g i ngth r eats . ne t / 2007837; r e f e r ence: u r l , 1vww . eme r g i ngt h r e ats . net/ cgi -
b i n/ c vsweb . cgi / sigs/VI RUS / TROJAN_OOL>J n l oa de r _Ge ne r a i ; s i d: 2007837; r ev : 3; ) 

#Matt Jonkma n, Kas pe r s ky Tr o j a n- Pr oxy . Win32 .Agent . b l m 

• 
ale r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg : " ET TRO JAN Sus picious Use r -Agent - Poss i b l e Troj an DoL>Jn l oade r ( Shell ) " ; flow:establis hed ,to_se r ve r ; content : "l 0 d 0a lUse r -
Agent I 3a I Shell I 0d 0a I " ; nocase; c l as s t y pe : t r o j a n-ac t i v i t y ; r ef e r e nce: u r 1 , doc. eme r gingthr eats. ne t /2007840 ; r ef e r e nce: ur 1, ww1v . eme r gingthr eat s. ne t / cgi -
b i n/ c vsweb . cgi / s i gs /VI RUS / TROJAN_OOL>J n l oa de r _Ge ne r a! ; s i d: 2007840; r ev : 3; ) 

#Matt Jonkma n, Kas pe r s ky Tr o j a n- Pr oxy . Win32 .Agent . b l m 

• 
ale r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg : " ET TRO JAN Sus picious Use r -Agent - Poss i b l e Troj an - Dr oppe r . l.J i n32 . Agent . e ut ( Yhrbg ) "; flov, :es t a blis hed , t o_serve r ; content: " 10d 
0a I Us e r -Agent I 3a I Yhr bg I 0 d 0a I"; noca se; e l asst ype: t r o jan- ac t i v i t y ; r e f e r ence : ur 1 , doc . eme r g i ngt h reats. net / 200791 2; r ef e r e nce: u r 1, www . eme rgingt h r ea t s . ne t / cgi -
bin/ c vsweb . cgi / s i gs /VI RUS / TROJAN_OOL>J n l oa de r _Ge ne r a! ; s i d: 2007912; r ev : 3; ) 

# by matt j onkma n 

• 
ale r t t cp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg : " ET TRO JAN Sus picious Use r -Agent - Poss i b l e Troj an DoL>Jn l oade r (Di gi ta! ) "; fl ow: es t abli s he d, t o_se r ve r ; co nt e nt : " l0d 0a lUs e r -
Agent I 3a I Di gita i I 0d 0a I"; nocase ; c l ass t ype : t ro j a n -ac t i vity ; r ef e r e nce : ur l , doc. eme r g i ngt h r eats. ne t /2007923; r e f e r ence: ur l , IWNl . eme r g i ngt hr eat s . net / cgi-
bin/ c vsweb . cgi / s i gs /VI RUS / TROJAN_OOL>J n l oa de r _Ge ne r a! ; s i d: 2007923; r ev : 3; ) 

# by matt j onkma n 

• 
ale r t t cp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg : " ET TROJAN Sus picious Use r -Agent - Pos s i b l e Troj an DoL>Jn l oade r ( dm>Jn l oaded ) " ; flm>J : es t a blis hed ,to_se r ve r ; cont e nt : " l0 d 0a lUse r -
Agent I 3a I downl oad ed I 0d 0a I" ; nocase; clas s t y pe; t r o jan-activ i t y ; r ef e r e nce: url , doc . eme r gingt hr ea t s. ne t / 2007924; r efer e nce: u r i , vmw . emergi ngth r eat s . net / cg i -
bin/ c vsweb . cgi / s i gs /VI RUS / TR OJAN_OOL>Jn l oa de r _Ge ne r a! ; s i d: 2007924; r ev : 3; ) 

# by matt j onkma n 

• 
ale r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg : " ET TROJAN Sus picious Use r -Agent - Poss i b l e Troj an DoL>Jn l oade r (wnames ) " ; flow :establis hed , t o_se r ver; cont e nt: " l0 d 0a lUse r -
Agent I 3a I wnames I 0 d 0a I"; nocase; c l a ss t y pe : t r ojan-ac t i vi t y ; r ef e r e nce: u r 1 , doc. eme r gingthr eats. ne t / 2007925 ; r ef e rence: ur 1, ww1v . eme r gingthr eat s. ne t / cgi -
bin/ c vsweb . cgi / s i gs /VI RUS / TR OJAN_OOL>Jn l oade r _Ge ne r a! ; s i d: 2007925; r ev : 3; ) 

# by matt j onkma n 

• 
ale r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg : " ET TROJAN Sus picious Use r -Agent - Pos s i b l e Troj an DoL>Jn l oade r ( cv_v5 . 0 . 0 ) " ; f1 01v: establi s hed, t o_ser ve r ; cont e nt : " l0d ea lUse r -
Agent I 3a I cv_ v"; nocase ; class t y pe : t r o jan-act i v i t y ; r e f e r e nce : u r 1, doc . eme r gi ngt hr eats . net / 2007926; re f e r e ne e : u r i , www .emer gi ngth r ea t s. net / cgi-
bin/ c vsweb . cgi / s i gs /VI RUS / TR OJAN_OOL>Jn l oa de r _Ge ne r a! ; s i d: 2007926; r ev : 3; ) 

# by matt j onkma n 

• 
ale r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P _PORTS (msg : " ET TROJAN Do~m l oa de r .49651 Checkin "; flow: es t a bli s hed , t o_se r ve r ; u r i cont e nt: "/ boot. ph p/ boo t . php ?" ; nocase ; 
urico nt e nt : " pa r t ne r =" ; nocase; u r i c ont e nt : "&mac="; nocase; class t y pe: troj a n-ac t i vity; r e f e r e ne e : u r l , doc. eme r gi ngt hr ea t s. net / 2007952; r e f e r e nce : u r 1, wwiv . eme r g i ngt h r eats . net / cg i ­
b i n/ c vsweb . cgi / sigs/VI RUS / TR OJAN_OOL>Jn l oade r _Ge ne r a i ; s i d: 2007952; r ev : 2; ) 

# by matt j onkma n 

• 
ale r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P _PORTS (msg : " ET TROJAN Do~m l oa de r .49651 In stall Re po r t " ; flow: es t a bli s hed , t o_se r ve r ; u r i cont e nt: "/ insta ll . php ?" ; nocase; 
uri co nt e nt : " pa r t ne r =" ; nocase; u r i c ont e nt : "&mac ="; nocase; class t y pe: troj a n-act i vity; r e f e r e ne e : u r l , doc. eme r gi ngt hr ea t s. net / 2007953; r e f e r e nce : u r 1, wwiv . eme r g i ngt h r eats . net / cg i ­
bin/ c vsweb . cgi / sigs/VI RUS / TR OJAN_OOL>Jn l oade r _Ge ne r a i ; s i d: 2007953; r ev : 2; ) 

# by matt j onkma n 

• 
ale r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg : " ET TROJAN Do~m l oa de r .49651 Online Repo r t " ; flow : establis he d , t o_se r ve r ; uri co nt ent : " / up . ht ml ?" ; nocase; ur i co nt e nt : " set =" ; 
nocase; u r icont e nt ; " pi d:" ; nocase; u r i cont e nt: "&mac : " ; nocase; c l ass t ype : t r o j a n -ac t i v i t y; r ef e r e nce: ur l , doc, eme r g i ngth r ea t s . net / 2007954 ; r e f er ence : ur 1, LWIW . eme r g i ngt h r e at s. ne t / cg i ­
bin/ c vsweb . cgi / sigs/VI RUS / TR OJAN_OOL>Jn l oade r _Ge ne r a i ; s i d: 2007954; r ev : 2; ) 

# by matt j onkma n 

• 
ale r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P _PORTS (msg : " ET TROJAN Cygo Checkin "; fl ow : es t a bli s hed, t o_se r ve r ; u r i content : "/ co un t . php ?" ; nocase ; uri cont e nt : "t ype =" ; nocase ; 
uri co nt e nt : " pa r t ne r ="; nocase; u r i c ont e nt : "&mac ="; nocase; ur i cont e nt : "ve r =" ; nocase; clas s t y pe ; t r o j a n-act i v i t y ; r ef e r e nce : u r 1, doc . e me r gingt hr eats. ne t / 20079S5; 
r ef erence: u r l , i"1.w.i . emergi ngth reats. ne t / cgi-bin / cvs we b . cgi / s i gs /VI RUS / TROJ AN_Downl oade r _ Ge ne r a l ; s i d: 2007955 ; r ev : 2;) 

# by matt j onkma n 

• 
ale r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P _PORTS (msg : " ET TROJAN Common Downloade r Tr oja n Checki n" ; fl ow : es t ablis hed , t o_se r ve r ; ur icontent : " . ph p?pi d: " ; nocase; u r i cont e nt : "mac=" ; 
nocase; u r icont e nt ; "&amd: " ; nocase; uri content : "&win64="; nocase; c l as s t y pe: t roj a n-act i v i t y ; r ef e r e nce ; u r l , doc . eme r g i ngt hr ea t s. net / 2007975; r e f e r ence : u r 1, www .eme r gi ngt hr eats .net / cgi­
b i n/ c vsweb . cgi / sigs/VI RUS / TR OJAN_OOL>Jn l oade r _ Ge ne r a i ; s i d: 2007975; r ev : 2; ) 

# by matt j onkma n 

• 
ale r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg : " ET TROJAN Sus picious Use r -Agent - Pos s i b l e Troj an DoL>Jn l oade r ( ht t ps ) " ; flow:establis hed , t o_se r ve r ; cont e nt : "l 0 d 0a lUse r -
Agent I 3a I ht tps I 0d 0a I " ; nocase; clas s t y pe : t rojan-ac tiv i t y; r ef e r e nce : u r l , doc . eme r g ingt hr eat s. net /2008019; r e f e r e nce : u r l , Wl'M . eme r gingt hr e ats , net / cg i -
b i n/ c vsweb . cgi / sigs/VI RUS / TR OJAN_OOL>Jn l oade r _ Ge ne r a i ; s i d: 2008019; r ev : 3; ) 

# by matt j onkma n 

• 
ale r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg : " ET TROJAN Gene r a! Downl oade r URL Pat t e rn (/ l oade r / setup . ph p) " ; flow:es tablis he d , t o_se r ve r ; u r i co nt e nt: " / l oade r / setup . ph p? i d=" ; 
nocase; e l asstype : t r o j a n- a ct i vity ; r efe r e nce : ur 1, doc. eme rgingt h r ea t s. ne t /2008076 ; r e f e r e nce : ur l , W\Wl . eme r g i ngt h r ea t s . net/ cgi- b i n / c vSL>Jeb . cgi/ s i gs/ VIRUS/ TRO JAN_Oovm l oade r _Ge ne r a i ; 
sid:2008076; r e v : 2 ; ) 

# by matt j onkma n 

• 
ale r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg : " ET TROJAN Downl oa de r .VB. CEJ HTTP Chec k i n" ; flow : establis he d , t o_se r ve r ; uri co nt ent : " / down" ; u r icont e nt: " / down/ ?" ; 
uri co nt e nt : "s=" ; uri cont e nt : "&t =" ; u r i co nt e nt: "&v="; per e : ., /\/down \ d+\/down\/\ ?s : [A- F0 -9 ] +\ &t : \ d+\/\d +\/20/ U" ; class t ype : t r o j a n-ac tiv i t y; r e f e r e nce : ur l , doc , eme r g ingth r ea t s . ne t / 2008087; 
r ef e r e nce: u r l , l"1.'l\>J . emergi ngth reats. ne t / cgi-bin / cvs we b . cgi / s i gs /VI RUS / TROJAN_Downl oade r _ Ge ne r a l ; s i d: 2008087; r ev : 2;) 

# by matt j onkma n 

• 
ale r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P _PORTS (msg : " ET TROJAN Commo n Downloade r Access Count Tr ac k i ng URL" ; flow: establis hed , t o_se r ve r ; uricont ent: " / access_count . ht ml ?i d=" ; 
noca se; u r icont e nt ; "&MAC: 0"; nocase; pe r e: "/ MAC=0 [ a-f0-9 ] - [ a - f 0 -9]{ 2}- [ a-f0 - 9 ]{ 2} - [ a- f 0-9]{2} - [ a - f 0-9 ]{ 2}- [ a - f 0 -9 ]{ 2}/Ui"; class t ype: t r ojan- ac tiv i t y ; 
r ef e r e nce: u r 1, doc . emergi ngth reats. ne t / 2008132; r e f e r e nce : ur l , WWL>J . emergingthr eat s. net/ c gi • b i n/ cvs L>Jeb . cgi / s i gs / VIRUS / TROJAN_Do L>J ni oa de r _Ge ne r a i ; s i d: 2008132; r e v : 2;) 
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# by matt jonkma n 

• 
a l e r t tcp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P _PORTS (msg: " ET TROJ AN Common Dotomloade r I ns t a ll Count Tr a ck ing URL" ; flot-J : establis he d , to_ se r ve r ; ur i co nt e nt ! " / i nsta ll_co un t . ht ml? i d=" ; 
nocase; urico ntent : "&MAC=0"; nocase ; pe r e : " /MAC=0 [ a -f0 • 9 ] - [ a- f 0-9 ]{ 2}- [ a-f0•9 ]{ 2} - [ a- f 0•9]{2} - [ a- f 0 - 9 ]{ 2}- [ a -f0 - 9 ]{ 2}/Ui "; classty pe : t r oja n- acti v i t y ; 
r e f e r e nce : u r l , doc . eme r g ingth r eat s . ne t / 2008133; r e f e r e nce : ur l , wWLoJ . e me r g i ngth r eat s . net/ cgi - b i n/ cvs 1.11eb . cgi / s i gs / VI RU S/ TROJ AN_DmoJ n l oade r _Ge ne r a!; s id : 2008133; r ev : 2; ) 

#by matt j onkma n 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNAL_NET $HTT P_ PORTS (msg: " ET TROJAN Common Downloade r Install Count Tr ack i ng URL ( pa r t ne r ) " ; fl ow: establishe d , t o_se r ve r ; co nt e nt: "GET " ; dept h :4; 
u r i co ntent: " / pa r t ne r / count e r / i ns t a l 1 . ph p ?p i d =" ; nocase; u r i co ntent : "&c id=" ; nocase; co nt e nt : ! " I 0 d 0a I User - Age nt I 3a I "; c l as s t yp e : t r ojan- act i v i t y ; 
ref e r e nce : u r 1, doc. eme r g ingth r eat s. ne t / 2008134; r e f e r e nce : ur 1 , MVloJ . t hreatex pert. com/ repo r t . a spx ?md5=ea70e 0971cc490a 15e53d24ad6564403; r efe r e nce: ur l , www .eme r g ingth r eats . net / cg i ­
b i n/ cvsweb . cgi / s i gs /VI RUS/ TRO JAN_Oo1oJn l oade r _Ge ner a l ; s i d: 2008134 ; r ev : 4 ; ) 

#by matt jonkma n 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTTP _PORTS (msg: " ET TROJAN Common Dotomloade r Ins t a ll Report URL" ; fl moJ : establis he d , t o_se r ve r ; c ont e nt : "GET "; de pth : 4 ; uricon t ent : "a=" ; noc ase ; 
uri co ntent : "&k=" ; nocase; ur i cont e nt: "&wmi d: " ; nocase; u r i co ntent : "&uc i d : "; noc ase; classtype : t r o j a n -act i v i t y ; r efe r ence : ur l , do c . e me r g i ngt h r e a ts . ne t / 2008182 ; 
r e f e r e nce : u r l , wwN . eme r g ingth r eat s . net/ cgi - b i n / cvs 1oJeb . cgi / s i gs / VI RU S/ TROJ AN_DoloJ n l oade r _Ge ne r a ! ; sid : 200818 2 ; r e v : 2 ; ) 

#by matt j onkma n 

• 
a l e r t tcp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (msg: " ET TRO JAN Common Downloade r Install Report URL ( pi d - mac ) " ; fl ow: e s t ab lishe d,to_s e r ve r ; cont e nt : "GET " ; de pth : 4 ; 
u r i co ntent: "h t ml ?" ; nocase; ur i co ntent : " set=" ; noca se; u r i co nt e nt : "&pi d=" ; nocase; uri co ntent : "&ma c =" ; noc ase; e l asstype: t r oj a n • act i v i t y ; r efe r e nce : ur l , do c . eme r g i ngth r eats . ne t / 2008183; 
r e f e r e nce : u r l , MVloJ . eme r gingth r eat s . net/ cgi • bin / cvs LoJeb . cgi / sigs / VIRUS/ TRO JAN_DOLoJ n l oa de r _Ge ne ral; sid : 200818 3 ; r e v : 3; ) 

#by matt jonkman 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (msg: " ET TRO JAN Common Dotom l oade r I nstall Report URL (wmi d - ucid ) " ; flow: esta blis hed , t o_se r ve r ; c ontent :"GET " ; de pt h: 4 ; 
u r i co ntent: "?a =" ; no c a se; ur i c on t e nt : "&k=" ; noca s e; ur icontent: "&to1mi d =" ; nocase; ur ico nt e nt: "&ucid=" ; nocase; e l asstype : t roj a n- act i v i t y ; r e f e r ence: ur 1 , dc c . eme rgingth r eat s . net / 2008194 ; 
r e f e r e nce : u r l , www . eme r gingth r eat s . ne t / cgi - b i n / cvs 1oJeb . cgi / s i gs / VIRUS/ TROJAN_DmoJ n l oade r _Ge ne ral; s i d : 2008194; r e v : 2 ; ) 

#by matt j onkma n 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNAL_NET $HTT P_ PORTS (msg: " ET TROJAN Common Downloade r Ins t a ll Report UR L (f a r fl y chec ki n ) "; flow:establi she d,to_se r ver ; co ntent: "GET " ; de pth :4 ; 
u r i co ntent: " / r pt " ; c ontent : ! " l0d 0a IUser-Agen t I 3a I Moz i lla" ; pe r e: " /"\/ r pt \ d/ U"; cla s s t y pe : t r o j a n- a ctiv ity ; r e f e r e nce : ur i , doc . e me r g i ngth r eat s. net/2008233; 
r e f e r e nce : u r l , wWloJ . emergingth r eat s. net/ cgi - bin / cvs 1oJeb . cgi / s i gs / VIRUS/ TROJAN_DoloJ n l oade r _Ge ne r a l ; sid : 2008233 ; r e v : 6; ) 

#ma t t jonkma n , r e c611990 bf b445edf 0bea8a63212ad43a 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTTP _ PORTS (msg: " ET TROJAN Troj a n- Dro ppe r . 1,/i n32 . Sma ll . avu HTT P Chec kin " ; fl ow: es t a blis he d , t o_se r ve r ; uri co nt e nt : "m= "; u r ic ont e nt: "&a =" ; 
uri content : "&r =" ; ur icont ent : "&os =" ; uric ontent : "00000"; pere : "/\/s_ \ d \ d_ \ d+ \ ? / U" ; pe r e:" / &e s = [ 0 - 9a- z ]{ 40} / Ui " ; c l ass t yp e : t ro jan-act i v i t y ; r efe r e nce : ur l , doc. eme r g i ngth r eats . ne t /2008412 ; 
r e f e r e nce : url , MVloJ . eme r g i ngth r eat s . net/ cgi - b i n / cvs loJeb . cgi / s i gs / VI RU S/ TROJAN_DmoJ n l oade r _Ge ne ral; s i d : 2008412 ; r e v : 2 ; ) 

#Je r emy at s ud osec ur e 
# r e f : f 43842845f 8d6213dda 8d8739ae8a2b9 
# 
a l e rt t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (ms g: " ET TRO JAN Downl oade r Use rAge nt ( Aut oOL\/1. 0 ) " ; flow:establishe d , t o_ se r ve r ; co ntent : "GET " ; dept h :4 ; c ont e nt : " l0 d 0a l Us e r ­
Agent I 3a I Aut oDL/ 1 .0 l 0d 0a I" ; class t ype : t r o j a n-activ i t y; r efe r e nce: ur l , doc. eme r g i ngthreats . ne t / 2008458; r efe r e nce: ur i , t-Nnv . e me r g i ngt h r e a ts . net / cg i -
b i n/ cvsweb . cgi / sigs /VI RUS/ TROJAN_Oo1oJn l oade r _Ge ner a l ; s i d: 2008458 ; r ev : 4; ) 

#by j hoi guin 
# l 982f2f 77701df bef 26f5 1 f c 7c2978f 2 

a l e r t tc p $HOME_NE T a ny - > $EXTERNAL_NET $HTTP_ PORTS (msg : " ET TROJAN l-J i n32. DoloJ n i oade r . pgp Check i n" ; fl o1.11 :est a bli s hed , t o_se r ve r ; ur i con t ent : " ?i d=" ; uri content : "&e= " ; u r i content : "&e r r =" ; 
u r i co ntent: "&e =" ; cla s sty pe: t ro j an - activ i t y; r ef e r e nc e : u r 1, doc . eme r gi ngt h r ea t s . net / 2008492 ; r ef e r e ne e: url , tmw . eme r g i ngt h r ea t s . net / cg i -
b i n/ cvsweb. cgi / s i gs / VIRUS/ TROJAN_Oo1oJn l oade r _Ge ner a i ; s i d : 2008492 ; r ev : 2; ) 

#Si g by Da ni e i Cl eme ns 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTTP_PORTS (msg: " ET TROJ AN Emo/ Ooh•n i o ade r . v r Check i n" ; flow: e st a blis he d , to_se r ver; co ntent : "GE T " ; dept h: 4 ; u r ico ntent: " . php" ; uriconte nt : "v=" ; 
u r i co ntent : "&r s= " ; ur i c ont e nt : "&n=" ; uric ont e nt : " &ui d=" ; class type: t roj a n - ac t i v i t y ; r e f erenc e : ur l, dc c . e me r gingt h r eats . ne t /2008546; r ef e r e nce : url , t.rww . ma lt-Ja r e domai nlis t . com/ mdl . php? 
sea r c h=emo+&c oi sea r ch =Ali&qu a nt i t y=50 ; r efe r e nce : u r l , W\'llV. eme r g i ngthr eats . net / cg i - bi n/ c vs1veb . cgi / s i gs / VI RUS / TROJAN_Omvnl oa de r _Ge ne r a i ; s i d : 2008546 ; r e v : 4 ; ) 

#by jer emy a t s udosecur e 
# r e f : c 2a3a87735f 8c5el l de82c 52c94ae f c7 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P _ PORTS (msg : " ET TROJAN Generic Dro ppe r HTTP Bot grabb i ng conf i g"; flow: to_se r ve r , establis he d ; uricont e nt : " . t xt " ; nocase; 
conte nt : "Pr agma I 3a I no- c a che " ; co ntent : " l0 d 0a I User - Age nt I 3a I "; co ntent : " le d 0 a I"; d i s t a nc e : 6; 1.11 i t h i n : 8 ; pe r e : "/ Us e r-Age nt \ : \ d{6 }\ x0 d\ x0a /" ; class t ype : t r o j an-act i v i t y ; 
r e f e r e nce : u r 1 , doc . eme r g ingth r eat s . net/ 2008664; r e f e r e nce : ur 1 , MVloJ . e me r g i ngth r eats . net / cgi • b i ni cvs 1oJeb . cgi / s igs /VI RUS/ TROJ AN_D01oJn l oade r _Ge ne r a ! ; s id : 2008664; r ev : 5; ) 

#ma t t j onkma n 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg: " ET TROJAN Gene r a i Downl oa de r URL - Post I nf ec t i on" ; fl ow :establi shed , t o_s e r ve r ; uricont e nt : "/ co un t . j s p ?id: " ; 
uri co ntent : "&ma c=0" ; uri co ntent : " t e=" ; classty pe : t r o j a n - act i v i ty ; r ef e r e nce : u r l, doc. emergi ngt hr eat s . net / 2008728; r ef erence : u r l , tll'llV . eme r gi ngt hr ea t s . net/ cg i -
b i n/ cvsweb . cg i / s i gs / VI RUS/TRO JAN_Oo1oJn l oade r _Ge ne r ai ; s i d: 2008728 ; r ev : 2 ; ) 

#ma t t j onkma n 

• 
a l e r t tcp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg: " ET TROJAN Generic Downi oa de r Chec ki n Ur l Detected " ; flow: e s t a bli shed , t o_ s e r ve r ; co ntent : "??I P l 3a l " ; de pt h: 100; c ont e nt " ' ' 
I P l3a I"; dis t a nce :0; cont ent : "? ? ?? I 3a I" ; d i sta nce :0; pere: " / I P\ : \ d [ 1 , 3 ] \ . \ d [ 1 , 3 ] \ . \ d [ 1 , 3 ] \ . \ d [ l , 3 ] / U" ; classtype : t r o j a n- act i v i t y ; r e f e r ence: url , dc c . eme rgi ngt hr eat s. net / 2008766 ; 
r e f e r e nce : u r l , MVl>I . eme r gingth r eat s . net/ cgi- b i n / cvs LoJeb . cgi / sigs / VIRUS/ TROJAN_DmoJ n l oade r _Ge ne ral; s i d : 2008766 ; r e v : 3; ) 

#by r o be r t graboLoJ s ky 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNAL_NET $HTT P_ PORTS (msg: " ET TROJAN Downi oade r Wi n32 . Sma i l. agoy Check i n" ; fl moJ :to_ se r ve r ,es t ab lis hed ; ur i conte nt: " /? j ut r =" ; nocase; u r i cont e nt : "&oo=" ; 
noc a se; uri co ntent : "&r a =" ; nocase; cont e nt : "Hos t I 3A I " ; nocase; pc r e: " /"-Ho st \ x3A \ s +[ 0 - 9]{1, 3 }\ . [ 0-9 ]{ 1 , 3} \ . [0 -9 ]{ 1 , 3} \ . (0 -9] {1 , 3 }/mi" ; cla ss t y pe : t roj a n-activity ; 
r e f e r e nce : u r l , MVloJ . th r eat e xp e r t . com/ r epo r t . as px?md5=e491d25d82f 49 28138a 0d8 b3a6365c 39 ; r efe r e nc e: u r l , tolWIV . t h r eatexpe r t . com/ r eport s. a s px ?f ind =%2F jut r%2F; 
ref e r e nce : u r 1 , doc. eme r g ingth r ea t s . ne t /2008859 ; r e f e r e nce : ur 1 , www. e me r gingth r eat s . net / c g i - b i ni cvs web . cgi / s i gs /VI RU S/ TROJAN_DoNnl oad e r _Ge ne r ai ; s id : 20088 59 ; r ev : 3; ) 

#by Ma r cus a t uns o be r . o r g 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTTP_PORTS (msg: " ET TROJAN Gene r a i Tr ojan Downi oa de r " ; flow:establis he d , t o_ se r ver; co ntent: "GE T " ; dept h : 4 ; uri content : " . php?p =" ; 
uri co ntent : "&s= " ; uricontent : "&v=" ; ur iconten t : "u i d : " ; u r i c ont e nt : "&q: " ; pe r e: " /\ . php \ ?p: \ d+&s: . +&v: \ d+&u i d= \ d+&q: / U" ; e l as stype : t ro jan- act i v i t y ; 
r ef e r e nce : url , doc . eme r g i ngth r eat s. net/ 2009299 ; r e f e r e nce : url , W\VloJ. e me r g i ngth r eat s. net / cgi - b i n/ cvs 1.11eb . cgi / s i gs / VI RUS/TRO JAN_Oo1.11n l oade r _Ge ne r a!; s id : 2009299; r ev : 3; ) 

#by : J e r emy Conwa y at sudosec ur e . ne t 
# r e f : 06ac e 2b012d13f 7542bf7 f 01955b0162 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P _ PORTS (msg: " ET TROJAN Common Tro j a n HTT P GET l ogg i ng" ; flot-J : estab lishe d , t o_ se r ver ; content : "GET " ; de pt h : 4; uricont e nt: "?ty pe= " ; nocase; 
u r i co ntent: "&s et up_ id=" ; nocase; ur i cont e nt : "&ve r sio n=" ; nocase ; uricont e nt : "&os =" ; nocase; u r icontent : "&s p="; nocase; c l as s t yp e : t roj a n •activ i t y ; 
r e f e r e nce : u r l , www . v i r usto t a l . com / a na l i s i s / df 09ec9ec4.e5caa42db9d08e0f 9d34 b378e 301aleeb3aal e6dbd0 de l aa4a 66be -1246158969 ; r e f e r e ne e : u r i , doc . e me r gingth r eat s . ne t / 2009451 ; 
r e f e r e nce : u r l , W\VloJ . eme r g ingt h r eat s . net/ cgi - b i n / cvs 1oJeb . cgi / s i gs / VIRUS / TROJAN_DmoJ n l oade r _Ge ne ral; s i d : 2009451 ; r e v : 2 ; ) 

#by : Jeremy ComoJa y a t sudosecu r e . ne t 
# r e f : bf b38bcac71 f 7b0430c 3445bc 2997e4b 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNAL_NET $HTT P _ PORTS (msg: " ET TROJAN Downl oade r Check i n - Download s Rogue Adwa r e " ; flow: esta blishe d , t o_ se r ver; c ont e nt : "GET " ; de pt h: 4; 
urico ntent : "Area ID =" ; nocas e ; uricont e n t : "Med i a ID: " ; noca se; u r i co ntent : "AdNo=" ; noca s e; u ri cont ent : "Orig i nali t y I O=" ; nocase ; uric ont e nt : "Ur l " ; nocase; uricontent : "Ma c ="; noc a s e; 
u r i co ntent : "Ve r s ion=" ; nocase; uriconte nt: "Valida t eCode="; nocase; ur i con t e nt: " Pa r entName ="; nocase; clas s t y pe : t r o j a n •ac tiv ity ; r e f e r e nce : u r 1, doc . eme r g i ngthreat s . net/ 2009526 ; 
r e f e r e nce : u r l , wWL.oJ . eme r g ingth r eat s . ne t / cgi • b i n / cvs 1oJeb . cgi / s i gs / VI RUS / TROJAN_Do LoJ n l oa de r _ Ge ne r a l ; sid: 2009 526 ; r e v : 2 ; ) 

#by : J e r e my ComoJa y at sudosecur e . ne t 
# r e f : bl 9d04dca79a ad2513eSf90ef e f 3a6b4 

• 
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a le r t tc p $HOME_NET a ny - > $E XTERNAL_NET $HTT P_PORTS (msg : " ET TROJAN Gene ric Downl oade r Chec kin - HTT P GE T " ; flow:establis hed,to_se r ve r ; content: "GE T " ; dept h :4; uricon t e nt: " . php ?" ; 
nocas e; u r i co ntent: "mac h i ne i d:"; nocase ; u r i content : " pub userid:" ; nocase; ur i content : "chec kve r s i on=" ; nocase; cont ent: ! " I 0d 0a I Use r -Agent I 3a I"; nocase; c l ass t ype : t ro j an- activ i t y; 
r efe r ence: u r 1, doc . eme r gingth r eat s. net/ 2009 527; re fer ence : ur 1, \'il'il.., . e mer gingthreat s . ne t / cgi • b in/ cvs we b . cgi / sigs / VIRUS/ TROJ AN_001..,nl oade r _Gene r a i ; sid : 2009527; r e v : 3; ) 

#by: J eremy Conway at sudosecur e . ne t 
# ref: 9c93ea44074055aaf22fb56bdec37 Se 5 

ale r t tc p $HOME_N ET a ny - > $ EXTERNAL_NET $HTT P _ PORTS (msg : " ET TRO JAN Gene r i c Downl oade r · HTT P POST" ; flow: establis hed, t o_se r ve r ; cont ent : " POS T " ; dept h: 5 ; cont ent : " l0d 0a 1Conte nt ­
l engt h I 3a l 0 J0d Ba i" ; nocase; uricontent : "mac ="; nocase; uricontent : " key="; urico ntent :"ve r =" ; c l a sstype : t r ojan-activity ; r e f erence: url,doc . eme rg i ngthr eats. net / 2009549; 
ref e r ence: u r 1, wWL.., . emergingth r eat s. net/ cgi • bin / cvs L ... eb. c gi / sigs / VIRUS/ TRO JAN_Downl oader _Ge ne r a i ; s i d : 2009549; rev : 3; ) 

#by : J e r emy Conway at sudosecu r e . ne t 
# r e f : lc97be2e5 3458bf236791 Sfc40a51333 

• 
a le r t tc p $Hot-1 E_N ET a ny - > $ EXTERNAL_NET $HTT P_ PORTS (msg : " ET TROJAN Susp i cious Us e r -Agent fi lled \o'dt h System Details - GET Request " ; f1 01.., : estab lished, t o_server; content : "GET " ; 
dept h : 4; cont ent :" l0 d 0a I Use r -Agent I 3a I mac="; noca se; depth : 200; content: "&hd i d=" ; nocase ; d is tance : 17 ; wi t hi n : 6; cont e nt : "&wlid=" ; nocase; content: "&sta r t= " ; noca se; cont e nt : "&os="; 
noc ase; content : "&mem: " ; nocase ; content : "&a l i ve"; nocase; content: "&ver:"; nocase ; content: "&mode: " ; nocase; content : "&gui d" ; content: "&i nsta ll: " ; nocase; cont ent: "&auto:"; nocase ; 
cont e nt : .. &se r ve id"'; nocase; content: ·•&a r ea="; nocase; de pth :400; c l as stype: t r o j an- a ct i v i t y; r ef e r e ne e: u r 1, doc . eme r g i ngth r eats . ne t / 2009541 ; r ef e renc e : ur l , www . eme r gingt h r e ats . ne t / cgi­
b i n/ cvsweb . cgi / s i gs /VI RUS/T ROJ AN_OOL-..i nl oade r _Ge ne r ai; s i d: 2009541; r e v : 3; ) 

#by: J e r emy Conway at sud osec ure. ne t 
#ref: 0f 79f 76f 0ea1d53 690ed916142f 94083 

a le r t t cp $HOME_NET a ny - > $ EXTERNAL_NET $HTT P_PORTS (msg : " ET TROJAN Gene ric Downl oade r Check-in"' ; fl ow:established, t o_ser ve r ; content : "GET "; nocase; de pth:4; u r icontent "htm?mac= "' ; 
nocase ; u r i co ntent: "&os: " ; nocase; u r i co ntent: "&ve r : " ; nocase; u r i content : "& i d: " ; pere : " /\ ?mac: [0-9] *&os: [ a - z ] • &ve r : [ 0 -9 ]{ 8 }&i d: [0-9 \ . ] • / Ui " ; classt ype: t roj a n-act i v ity; 
r eference: u r l , doc . emergi ngthreats . net/ 2009704; r eference: ur l , \'11\IW . eme r g i ngthreat s . ne t / cgi- b in/ cvs we b . cgi / sigs / VIRUS/ TRO JAN_001..,nl oader _Genera i ; sid : 2009704; r e v : 2; ) 

#by: Jeremy Conwa y at sudosec u re. net 
# ref: 59c9112d9 d39c3051 f0c6ae l dd499d97 

• 
a le r t tc p $Hot-1 E_N ET a ny - > $ EXTERNAL_NET $HTTP _PORTS (msg : " ET TROJAN Do\o'ml oader Ge neri c - GET" ; flow: established , to_se r ver ; content : "GET "; de pth :4 ; ur icont e nt: " . ph p? mod e= " ; nocase ; 
u r i co ntent : "&port=" ; nocase; ur i content: "&i d= " ; nocase ; uricont e nt: "&ltime= " ; nocas e ; clas sty pe : troj a n-activ i t y ; r efe r ence: u r 1, doc . e mergi ngt hrea ts . ne t / 2009803 ; 
r eference: u r l , wwN . emergi ngthreats. net/ c gi - bin / cvs L..,eb. cgi / s i gs / VIRUS/ TROJAN_D01..,n l oade r _Gene r a i ; s i d : 2009803; r ev : 2; ) 

#by jer r y 

• 
a le r t tc p $HOME_NET a ny - > $ EXTERNAL_NET $HTT P_ PORTS (msg : " ET TROJAN Trojan Oo \o'mloa de r Wi n32/Sma ll .C 8A do \o'm l oad"j fl OL-..i :established,to_serve r; urico nte nt:"po pj s .asp ?uid: "; nocase; 
urico ntent: "'&tid="' ; nocase; urico ntent: "'&l ="; nocase ; uricontent: ""&e= ·•; e l asstype: t r o j a n • activ i t y; re f erence: u r l , www . mic rosoft . com/ sec uri ty/ port a l /Threat/ Encyc l o pe d ia/ Entry. aspx? 
Name: Trojan0 m-m l oader%3AL-lin32%2 FSma l l . CBA&ThreatIO= - 2147372 177; ref er ence : ur 1, doc . emergi ngthr eat s , net/2010569; re f er ence : ur l , \o'1ww , e mergingth r ea ts . net / cgi-
b i n/ c vswe b . cgi / s igs /VI RUS / TROJAN_OOL-..i nl oa de r _Ge ne ra l; sid: 2010569; r ev : 3; ) 

#by pedro mari nho 
# 
a le r t t cp $HOME_NET a ny - > $ EXTERNAL_NET 81:65535 ( msg: " ET TROJAN 00\Yn l oader . l.Jin32 . Sma ll " ; flow:establi shed,to_server; content:"GE T " ; noca se; dept h: 4; content: " l0 d 0a lUser-Agent l 3a l 
MSDN Sur f Bea r I 0d 0a I "; e l asstype ; t ro j a n -activ ity; r efe r e nce: ur 1, doc . emergingthrea ts . ne t / 2011269; refe r ence ; ur 1 , LWIW . emerg i ngt hrea ts . net / cgi-
b i n/ c vswe b . cgi / sigs / VI RUS / TROJ AN_DOL-..inl oade r _Ge ne r a i; s i d: 2011 269; r ev : 3; ) 

#by : J e remy Conway at sudosecure . ne t 
# r ef : 0ef0a8a7444bf9c0b0c05209e8b33994 

a le r t tcp $HOME_NET a ny - > $ EXTERNAL_NET $HTT P_PORTS (msg : " ET TRO JAN Sc r ee nb l aze SCR Re l a t e d 8ackdoo r - GET"; flow:established , t o_ server; content: "GET "; de pt h :4; u r i content: " . php ?i d =" ; 
noc ase; u r i co ntent : "&se r i a l ="; nocase; ur icont ent : "ver= " ; no case; content : " I Bd e a I Us e r -Agent I 3a I 1.J i n i ne t HTTP I 0d 0a I"; nocase ; e l as stype : t r o j a n -act i vi t y; 
r efe r ence: u r 1, v i l . na i . c om/v i 1/co nt e nt/v _156782. ht mj r e f erence: ur 1, ww1v . s pywarede t ector . ne t / spywa r e_encyc l oped i a / Backd oor. Pr os t i . ht m; 
r efe r ence: url, home .mc afee. com/ Vi r us i nf o /Vi r usP r ofile. as px? key: 207702#none; refe r e nce: ur l , \'il>J\'I . th r eatexpert. com/ r e port . aspx?md5: 0 bcdc9c2e 2102f36f5 94b9e 727dae3c7; 
r efe r ence: u r 1, doc . eme r gingth reats. ne t / 2009804; r eference: ur 1, iv1-..iw . eme r gingthreat s . net/ cgi- bin/ cvs we b . cgi / sigs /VIRUS/ TROJ AN_Downloade r _ScreenBl aze; s i d : 2009804; rev : 3 ; ) 

#l·la tt Jonkman, f ound i n t he sa nd net 
# 
a le r t tc p $HOME_N ET a ny - > $ EXTERNAL_NET $HTT P_PORTS (msg : " ET TRO JAN Tea r Application Use r •Agent Det ected" ; fl01-..i : es t ablished,to_se r ve r ; content: " l0d 0a lUs e r •Agen t l3a l Tear 
Appli cat i on I 0 d 0a I"; e l asstype: trojan-activ i ty; r efe r e nce : u r l , doc . eme r g i ngt hrea ts . net/ 2007770 ; r eference : u r l , W\.,,-..i . eme r g i ngth reats. net/ cgi -
b i n/ c vsweb . cgi / s i gs/VI RUS / TROJAN_OOL-..i nl oa de r _Tear _ App ; sid : 2007770; rev :4; ) 

#from t he sand net 
#by Matt Jonkman 
# 

a le r t tcp $HOME_NET a ny - > $ EXTERNAL_NET $HTT P _ PORTS (msg : " ET TROJAN I.Jin32 .Agent. ca h Chec k in Request " ; flow: es t a blished , t o_se rve r ; u r i cont e nt : " ?v== " ; nocase ; uricont e nt : "&m i d: " ; nocase ; 
uri con t ent : "&r l =" ; nocase ; urico ntent : "&t m=201"; nocase ; uricontent : "&av="; nocase; uricontent: "&os=Wi ndows"; nocase; uricont e nt: "&uid ='" ; nocase; u r icontent : "c ht =" ; e l ass t ype : t r o j a n­
act i v i t y ; re f er ence : ur l , doc. e me r gingth r eats . ne t /2007644; r eference: ur l , www .emergingt h r eats . net / cgi-bin/ cvswe b . cg i / sigs /VIR US/TROJAN_Dropp e r . Agent . cah; s i d : 2007644 ; r ev :4 ; ) 

#discove r ed by v ie t a r j ulien, sigs by matt jonkman, in t e resting one . Uses an ht111l- like tag language o n 8181 
# 
a le r t tcp $HOME_NE T a ny - > $ EXTE RNAL_NET 10 24: (ms g : " ET TROJAN Oro ppe r -497 (Yum ato ) I nitia l Checkin" ; flovl : established, t o_se r ver; dsize: 5; content :" l30 30 30 0d 0a I"; class t ype: t rojan­
activ i t y; re fe r ence : ur l , doc . emergingth r ea ts. ne t / b i n/v i e\v/Ma in/ Tr oj a nDr opper497; r efe r e nce : u r l , tn-.,,,.., . e me r gingthreats. net / cg i- b i n/ cvs \veb . cgi / sigs/ VI RUS / TROJ AN_Droppe r s_General ; sid: 2007917; 
r ev : 2; ) 

#d i scove r ed by vic t or julien, sigs by ma t t j o nkman, in t e re s ting one . Uses a n ht inl - like t ag language o n 8181 
# 
a le r t tc p $HOME_NET a ny - > $ EXTERNAL_NET 10 24 : (msg : " ET TRO JAN Droppe r -497 ( Yum at o ) Sys t em Stats Report " ; f101Y:established , t o_se r ve r ; conten t: " I 00 00 00 83 I"; de pt h :4; content : '"<CPU>" ; 
content: " </ CPU><" ; di stance: 0 ; content: " <M EM>"; content : " </MEM> <" ; d i stance : 0; class t y pe: t r oj an-activ i t y ; r e f e r e nce: url , doc. eme rgi ngth r e ats . ne t / b i n /v i e1..,/Ma i n/ Trojan0 r o pper 497; 
r efe r ence: u r l , wWL.., . eme r gingth reats. net/ cgi • bin / cvs web . cgi / sigs / VIRUS/ TROJAN_Droppers_Gene r a l ; sid: 2007918; r ev : 2; ) 

#d i scove r ed by v i ctor julien, sigs by ma t t j o nkma n, in t e res ting one . Uses a n html- like tag language o n 8181 
# 
a le r t t cp $EXTERNAL_NET 1024: - > $HOME_NET a ny (msg : " ET TRO JAN Dro ppe r -497 Yuma to Reply from se r ver" ; flow: established, f r om_server; co ntent : "Yll1ATO J0d Ba i 1234" ; de pth: 12; 
e l ass t ype: t ro jan-ac t i v i t y; r e f erence: u r 1, doc. eme r gingthreat s. net/ bi n/v iew/Main/T r oj a n0 ropper497; r efe r e nce ; ur 1 , LWIW . eme r g i ngthrea ts . net / cg i -
b i n/ c vsweb . cgi / s igs /VI RUS / TROJ AN_Droppe r s_Gene r a l ; sid: 2007919; rev : 2; ) 

#d iscove r ed by v ic t or julie n, sigs by ma t t j o nkman, in t e res ting one . Us es a n ht ml - like tag l a nguage o n 8181 

• 
a le r t tc p $ EXTERNAL_r~ET 1024 : - > $HOME_NET a ny (msg :"ET TROJAN Oro ppe r -497 (Yumat o ) St a t us Re ply from se r ve r " ; fl ow:e stabli shed,from_se r ver; ds ize :4; content : " 132 31 0d Ba i " ; depth :4; 
e l a ss t ype : t ro j an-activ i ty; r e f e renc e : u r 1 , doc . eme r g i ngthreats. net/ bin/v iew/Main/T r ojan0roppe r497 ; r e fe re nce : ur 1 , LWIW . eme rg i ngt hrea ts . net / cg i -
bin/ c vs1ve b. cgi / s igs /VI RUS / TROJAN_Oroppe r s_Gene r a l ; sid: 2007920; r e v : 3; ) 

#matt jonkman, Dr o p pe r . Wi n32 . VB. on 
#l·light be a b l e t o ht t p_client _body t he s e matches - but c a n ' t t e l1 wit hout pc ap . . 
a le r t tc p $HOME_NET a ny - > $ EXTE RNAL_NET $HTT P_PORTS (msg : " ET TRO JAN Or opper .l.Jin32.VB.on Key l og/ Syst em I nfo Re port vi a HTTP " ; fl Dlv:est ab l i s hed, t o_se r ver; 
content: "post--------- - - - ------- - ------------ "; content: ·•----- I 0d 0a I Resou r ce Name " ; di s t a ne e: 0; content : " I 0 d 0a I Use r Name/ Va l ue " ; d is tane e: 0; content: "•••nn •••n "' STEAM 
PASS~IOROS-***** .. **" ; d istance : 0; content: "Numbe r of pr oceso r I 3a I"; distance :0; clas s t ype : t r o j a n-act i vi t y; r eference : u r l , doc . eme r gingthreats. net ; 
r eference: u r 1 , ,-.,,,-..iw . eme r gingth reats. net/ cgi • bin / cvs web. cgi / sigs / VIRUS/ TROJAN_Droppe r s_Gene r a l ; sid: 2007987; r ev : 4 ; ) 

#matt j onkma n Dropper L.Ji n32 . Smal l . bf q 
# 
a le r t tc p $HOME_NET a ny - > $ EXTERNAL_NET $HTTP _PORTS (msg : " ET TROJAN Dr opper mdodo . com Re l ated Tr ojan " ; fl ow: es tablished , t o_se r ver; co ntent : "GET " ; dept h: 4 ; cont ent :" l 0d 0a l Us e r-
Age nt J 3a I Mdo do" ; clas s t y pe : trojan-activ i t y ; r efe r ence: u r l ,doc . e me r gi ngth r eats . ne t/2008195; r ef e r e ne e: url , WWl'i . eme r gingt h r eats. net / cgi- bi n/ cvsweb. cgi / s i gs/ VIRUS/T ROJAN_Or oppers_Genera l ; 
sid:2008195; r e v :3; ) 

#matt j onkma n Dropper L.Ji n32 . Smal l . bf q 

• 
a le r t tc p $Hot-1E_NET a ny - > $ EXTERNAL_NET $HTT P_ PORTS (msg : " ET TRO JAN Dr oppe r 6d zo ne. com Re l ated Tr o j a n" ; flow:est ab li she d , to_se r ve r ; content:"GET " ; de pt h :4 ; content:" l0 d 0a lUse r -
Agent j 3a I 6dzone l0 d 0a I"; clas stype :tro j an-activi t y; r efe r e nce : u r 1, doc .emergingth r eat s. net / 2008196; ref e r ence: ur l , Wl'llv . emergingt hreat s . net/ cgi-
b i n/ c vswe b. cgi / s igs /VI RUS / TROJAN_Oroppe r s_Gene r a l ; sid: 2008196; rev : 3; ) 

#matt j onkma n 

• 
a le r t tc p $HOME_NET a ny - > $ EXTERNAL_NET $HTT P _PORTS (msg : " ET TRO JAN UnknoNn Droppe r Chec k in (2 ) "; fl Dlv:established , t o_ser ver; content : "POST / HTTP /1 , 1 l0d 0a I"; dept h : 17; cont ent : ! " l0 d 
0a lUser• Age nt l3a l " ; nocase ; cont ent: "" l0d 0a 0d 0a lu pdate r_ve rs i on='" ; nocase ; con t e nt: "&updater _ lang=" ; d is t ance :0; noca s e ; cont ent :"&ac t i on_t ype: l og '" ; di s tanc e :0; nocase; 
e lasstype: tro j a n-ac t i v i ty; r eference: url, doc . eme r gingthreats, net/ 2010830 ; r eference: url , ,v....,,,~ . eme r gingthr eat s. ne t / cgi- bi ni cvs L..,eb . cgi / sigs / VIRUS/ TROJAN_Oroppers_Gener a l ; sid: 2010830 ; 
r ev :3; ) 
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#by Jaime Blasco 
# 
a l e r t t cp $HOME _NET a ny - > $EXTERNAL_NET $HTT P_ PORTS (msg: " ET TRO JAN Gene ric Down l oa de r chec ki n ( 3) " ; flow:est ablished , t o_se r ver; ur i content ; " . php ?"; uricont ent:"c_pcode :: " ; 
u r i content: " c_pi d= "; urico nt ent: "c_ki nd =" ; u r icont e nt: "c_mac =" ; e l asstype: t ro j a n - activ i t y; re f e rence : ur 1, doc. emergingth r eats. net/2010888; r eference; ur l, 'lf'IIW , e me rg i ngt hr eats. ne t / cg i ­
bin/ c vsweb . cgi / s i gs/ VIRUS / TROJ AN_Or oppers_ Ge ne r al ; sid : 2010888; rev : 3; ) 

#Submi tted by Tom Fi scher , 2006-01 - 08, updat e d 4 / 22/ 06 
# 

a l e r t t cp $HOME_NET a ny - > $ EXTERNAL_NET $HTTP_ PORTS (msg: " ET TROJAN Duma dor Re port i ng Use r Ac t i vity " ; flow: establishe d,to_ server; u r i content: " . php ?p= " ; noca s e ; uricontent:" ? 
mac h i ne i d: " ; nocase; u r i content : "&connection:"; nocase; ur i content: "&i p l a n=" ; nocase; class t ype : t r o j a n-ac t i v ity ; r e f e r e ne e: u r l ,ww,~ . no r ma n . com/ Vi r us / Vi r us_desc r i pt i ons / 24 279/ ; 
r efe r ence : u r 1 , doc . eme r g i ngth r eat s , ne t / 2002763; r efe r e nce : ur l , W\'11\1 . e mergingthr eats . net/ cgi -b i n/ cvs1oJe b . c gi / s i gs / VIRUS/ TRO JAN_Dumador ; s i d: 2002763; r e v :4; ) 

#Submi tted 4 -6 -07 Hark Har r en 
# 
a l ert t cp $HOME_NET a ny - > $ EXTERNAL_NET $HTT P_PORTS (msg: " ET TROJAN Trojan . Dunt e k est abli s h i ng r e mote connec t i on"; flow:est ablished , t o_s e r ve r; uri co nt e nt:"rf e . php?"; nocase ; 
u r i cont ent: " cmp=d un_ tekf i r s t " ; nocase; uricontent : "g ui d=" ; nocase ; c l assty pe: t roj an - ac t i v i t y; r eference: u r 1, WI..-W . syma ntec. com/ secur ity _ r esponseh ~r i t e up . j sp ?doc i d =2006- 102514-0554 - 99; 
r e f erence : u r 1, doc . eme r g i ngth r eat s . ne t / 2003537; re f erence: ur 1 , W\'11\1 . emerg i ngthreat s . net / cgi-b in/ cvs 1oJe b . cgi / sigs / VIRUS/ TRO JAN_Dunt e k; s i d : 2003537; r ev : 3; ) 

#By Don Ja c kson of Secur eHor ks 
#C raft ed f or t he l owes t cornmon de nomi nator; s hou l d wor k i n most 1 . x a nd l ate r e ngi nes, PCR E used fo r C&C t r affic . 
#Mostly fo r s pot t i ng i t ' s us e on you r net ,~o rk . Onl y one DDoS ru l e. Be ca r e fu l of t he numbe r / r ate of a l e r ts; t hese do not use t h r esho l d i ng . 
#DNS l eft i n he x t o a vo id ad vert ising t he domains t o t he ba d guys v i a google 
# t hes e f i r s t f ew a r e f or specif i c doma i ns , t o be r emoved i n t he not t oo dis t ant f utu r e 
# 

a l e r t t cp $HOME_NET a ny - > a ny 53 ( msg : " ET TROJAN E- J i had 3 .0 DNS Act i v i ty TCP (1 ) "; flow: established , t o_ ser ve r ; co nt e nt :" I 08616c2d6a696e616e036e65740000010001 I" ; c la ss t y pe:troj a n­
act i v i t y ; refe r ence: ur 1, doc . eme r gingt hr eats . net/ b i n/v ie,~/Main/ EJ i hadHac kTool ; r eference: ur l , www . e me rgingth r eat s . net / cg i - bi n/ c vswe b . cgi / s igs/ VI RUS/ TROJAN_E - J i had; s i d: 2007673; r e v : 6; ) 

#By Don Ja c kson of Secur eHorks 
#C rafted f or t he l owes t common de nomi nator; sho ul d wo r k i n mos t 1. x a nd l ate r e ngi nes , PCR E used fo r C&C t r affic . 
#Mostly for spot t i ng i t ' s us e on you r net wo r k . Onl y o ne DOoS ru l e . Be ca r efu l o f t he numbe r / r ate of a le rt s; t hese do not us e t h r esho ld i ng . 
#DNS l eft i n hex t o a vo i d ad vert ising t he domains to t he bad guys via google 
# t hese f i r s t f eN a r e f or specif i c doma i ns, t o be r emoved i n t he not t oo distant f ut u r e 
# 

a l e r t t cp $HOME_NET a ny - > a ny 53 ( msg :" ET TROJAN E-Ji ha d 3.0 ONS Ac t i vity TCP ( 2 ) " ; flow: established, t o_ser ve r ; co ntent : " l0861312d6a696e616e036e65740000010001 I"; c l asstype: t rojan­
act i v i t y ; r efe r enc e: ur 1, doc . emergi ngt hreats . net / b i n/v ie,~/Main/ EJ i ha dHac kTool ; r eference: ur l , w·wr, . e me r gingt h r eat s. net / cg i - bi n/ c vswe b. cg i / s i gs / VIRU5/ TROJAN_E - J i had; s i d: 2007674 ; r e v : 6; ) 

#By Don Ja c kson of Secur eHorks 
#C rafted f or t he l owes t common denomi nator; sho ul d wo r k i n most 1. x a nd l ate r e ngi nes , PCRE used fo r C&C t r affic . 
#Mostly fo r spot t i ng i t ' s us e on you r net wo r k . Onl y one DOoS ru l e . Be ca r e fu l of t he numbe r / r ate of al e r ts; t hese do not use t h r e shold i ng . 
#DNS l eft i n hex t o a vo i d ad vert ising t he domains t o t he bad guys via google 
# t hese f i r s t f eN a r e f or specif i c doma i ns, t o be r emoved i n t he not t oo distant f ut u r e 
# 

a l e r t t cp $HOME _NET a ny - > a ny 53 ( msg : " ET TROJAN E-Ji ha d 3 .0 DNS Ac t i v i ty TCP ( 3 ) " ; flow: established, t o_ ser ve r ; co ntent : " I 0661726464726104686f737402736b0000010001 I"; classtype : t rojan­
act i v i t y ; r efe r enc e: ur 1, doc. emergi ngt hreat s . net / b i n/v i e,~/Main/ EJ i ha dHac kTool ; r efe r e nce: ur l , www . eme r gingt h r eat s. net / cg i - bi n/ c vswe b. cg i / s i gs / VIRU5/ TROJAN_E - J i had; s i d: 2007675 ; r e v : 6; ) 

#By Don Ja c kson of Secur eHorks 
#C rafted f or t he l owes t common denomi nator; shou l d wo r k i n mos t 1. x a nd l ate r e ngi nes , PCR E used fo r C&C t r affic . 
#Mostly fo r spot t i ng i t ' s us e on you r net wo rk . Onl y one DOoS ru l e . Be ca r e fu l of t he numbe r / r ate of al e r t s; t hese do not use t h r e shold i ng . 
#DNS l eft i n hex t o a vo i d ad vert ising t he domains to t he bad guys via google 
# t hese f i r s t f e L\I a r e f or specif i c doma i ns, t o be r emoved i n t he not t oo distant f ut u r e 
# 

a l e r t t cp $HOME_NET a ny - > a ny 53 ( msg : " ET TROJAN E-Ji ha d 3.0 DNS Ac t i vity TCP (4 ) " ; flow: established, t o_ ser ve r ; co ntent : " l03777777056a6f 2d7566036e6574000001000l l " ; classtype : trojan ­
act i v i t y ; r e f e r enc e: ur l , doc. emergi ngt hreat s . net / b i n/v i e,~/Main/ EJ i ha dHac kT ool ; r efe r e nce: ur l , www . e merg i ngt h r eat s. net / cg i - bi n/ c vswe b. cg i / s i gs / VIRU5/ TROJAN_E - J i had; s i d: 2007676; r e v : 6; ) 

#By Don Ja c kson of Secur eHor ks 
#C rafted f o r t he l owes t common denomi nator; shou l d wo r k i n mos t 1. x a nd l ate r e ngi ne s , PCR E used fo r C&C t r affic . 
#Mostly fo r spot t i ng i t' s us e on you r net wo rk . Onl y one DOoS ru l e . Be ca r e fu l of t he numbe r / r ate of ale r t s; t hese do not use t h r esho ld i ng . 
#DNS l eft i n hex t o a vo i d ad vert ising t he domains to t he ba d guys v i a google 
# t hese f i r s t f e L\I a r e f or specif i c doma i ns, t o be r emoved i n t he not t oo distant f ut u r e 
# 

a l e r t t cp $HOME_NET a ny - > a ny 53 ( msg : " ET TROJAN E-Ji ha d 3.0 DNS Ac t i vity TCP ( 5 ) " ; flow:established, t o_ ser ve r ; co nt e nt : " l037777770c6a6f 66706d7 579747276636603636f 6d000001000l l " ; 
c l a sstype : t ro j a n-activ i ty; ref erence: ur 1, doc . emerg ingt hr eat s. ne t / b i n/v iew/Ma i n/ EJ i ha dHac kToo l ; r efe r e nce: u r 1 , W\'11\1 , eme rg i ngth r eat s. net / cg i - b i n / c vs \oJeb . cgi / s i gs / VI RUS/ TRO JAN_E- J i had ; 
sid:2007677; r e v : 6; ) 

#By Don Ja c kson of Secur eWorks 
#C rafted f or t he l owe s t common de norn i nator; sho ul d wo r k i n mos t 1. x a nd l ate r e ngi nes , PCR E used fo r C&C t r affic. 
#Mostly fo r spot t i ng i t ' s use on you r netwo rk . Onl y o ne DOoS ru l e . Be ca r efu l of t he numbe r / r ate of ale rt s; t hese do not use t h r esho ld i ng . 
#DNS l eft i n hex t o a vo i d ad ve r t ising t he domains t o t he bad guys via google 
# t hese f i r s t f eN a r e f or specif i c doma i ns, t o be r emoved i n t he not t oo distant f utu r e 
# 

a l e r t udp $HOME_NET a ny - > a ny 53 ( msg : " ET TROJAN E- Ji ha d 3 .0 DNS Ac t i vity UDP (1 ) " ; con tent : " l08616c2d6a696e616e036e65740000010001 I" ; classtype : t roja n-act i v i ty; 
r ef e r ence : u r 1 , doc . eme r g i ngth r eat s. ne t / b i n/v iew/Ma i n/ EJ i ha dHac kToo l ; ref e r e nce : u r 1 , Wl.Wl . emerg i ngth reats. net / cg i - b i n / cvs we b . cgi/ s i gs / VI RUS/TROJAN_E- J i had; sid : 2007678; r e v ; 6; ) 

#By Don Ja c kson of Secur eHorks 
#C raf t ed f or t he l owes t common de norn i nator; sho ul d wo r k i n mos t 1. x and l ate r e ngi nes , PCR E used fo r C&C t r affic. 
#Mostly fo r spot t i ng i t' s us e on you r net wo rk . Onl y o ne DOoS ru l e . Be ca r efu l of t he numbe r / r ate of al e r t s; t hese do not use t h r esho l d i ng . 
#DNS l eft i n hex t o a vo i d ad ve r t ising t he domains t o t he ba d guys via google 
# t hese f i r s t f eN a r e f or specif i c doma i ns, t o be r emoved i n t he not t oo distant f utu r e 
# 

a l e r t udp $HOME _NET a ny - > any 53 ( msg : " ET TROJAN E-Ji ha d 3 .0 DNS Ac t i vity UDP ( 2 ) " ; co ntent: " l0861312d6a696e616e036e65740000010001 I"; classtype : t roja n-act i v i ty; 
r ef e r ence : u r 1 , doc . eme r g i ngth r eat s. ne t / b i n/v iew/Ma i n/ EJ i ha dHac kToo l ; r e f e r e nce : u r 1 , W\Wl . emerg i ngth r e ats. net / cg i - b i n / cvs we b . cgi/ s i gs / VI RUS/TROJAN_E- J i ha d ; sid : 2007679; r e v : 6; ) 

#By Don Ja c kson of Secur eHorks 
#C raf t ed for t he l owes t common de nomi nator; sho ul d wo r k in mos t 1. x and l ate r e ngi nes, PCR E used fo r C&C t r affic. 
#Mostly fo r spot t i ng i t' s us e on you r net wo rk . Onl y o ne DOoS ru l e . Be ca r e fu l o f t he numbe r / r ate of al e r ts; t hese do not use t h r esho l d i ng . 
#DNS l eft i n hex to a vo i d ad ve r t ising t he domains t o t he ba d guys via googl e 
# t hese f i r s t f eN a r e f or specif ic doma i ns, t o be r emoved i n t he not t oo distant f ut u r e 
# 

a l e r t udp $HOME _NET a ny - > any 53 ( msg :" ET TROJAN E-Ji ha d 3 .0 DNS Ac t i vity UDP ( 3 ) " ; co ntent: " l0661726464726104686f737402736b000001000 l l " ; class t ype:t r o j a n-ac t i v i t y; 
r ef e r ence : u r 1 , doc . eme r g i ngth r eat s. ne t / b i n/v iew/Ma i n/ EJ i ha dHac kToo l ; r e f e r e nce : u r 1, W\Wl . emerg i ngth r e ats. net / cg i -bi n/ cvs we b . cgi/ s i gs / VI RUS/ TROJAN_E- J i ha d ; sid : 2007680; r e v : 6 ; ) 

#By Don Ja c kson of Secur eHor ks 
#C r a f ted for t he l owes t common de nomi nator; sho ul d wo r k in mos t 1. x a nd l a te r e ngines, PCR E used f o r C&C t r affic. 
#Mostly fo r spot t i ng i t' s us e on you r net wo rk . Onl y o ne DOoS ru l e . Be ca r efu l o f t he numbe r / r ate of ale r ts; t hese do not use t h r eshold i ng . 
#DNS l eft i n hex to a vo i d ad ve r t ising t he domains t o t he ba d guys v i a google 
# t hese f i r s t f eN a r e f or specif i c domains, t o be r emoved i n t he not t oo distant f ut u r e 
# 

a l e r t udp $HOME_NET a ny - > any 53 ( msg : " ET TROJAN E- Ji ha d 3 .0 DNS Ac t i v i t y UDP ( 4 ) " ; co ntent: " I 03777777056a6f 2d7566036e65740000010001 I"; classtype : trojan- act i v i t y ; 
r ef e r ence : u r 1 , doc . eme r g i ngth r eat s , ne t / b i n/v iew/Ma i n/ EJ i ha dHac kToo l ; r e f e r e nce : u r 1, Wl'IN . emerg i ngth r e ats. net / cg i -bi n / c vs1,.e b . c g i / s igs / VI RUS/ TROJAN_E- J i ha d ; sid : 2007681; r e v ; 6 ; ) 

#By Don Ja c kson of Secur eHorks 
#C r a f ted fo r t he l owes t common de nomi nator; sho ul d wo r k i n mos t 1. x a nd l ate r e ngi nes, PCR E used for c&c t r aff i c. 
#Mostly fo r spot t i ng i t' s us e on you r net 1~o rk . Onl y o ne DOoS ru l e . Be carefu l o f t he numbe r / r ate of ale r ts; t hese do not use t h r eshold i ng . 
#DNS l eft i n hex t o a vo i d adve r t ising t he domains t o t he ba d guys v i a google 
# t hese f i r s t f eN a r e f or specif i c doma i ns, t o be r emoved i n t he not t oo distant f ut u r e 
# 

a l e r t udp $HOME_NET a ny - > any 53 ( msg : " ET TROJAN E- Ji had 3 .0 DNS Ac t i v i t y UDP ( 5 ) " ; co ntent: " I 037777770c6a6f66706d7579747276636603636f6d0000010001 I"; classtype : troj a n - a ct i v i t y ; 
r ef e r ence : u r 1 , doc. eme r g i ngth r eat s , ne t / b i n/v iew/Ma i n/ EJ i ha dHac kToo l ; ref e r e nc e : u r 1, Wl.Wl . emerg i ngth reats. net / cg i - b i n / c vs1,.e b . cgi/ s igs / VI RUS/ TROJAN_E- J i had; sid : 2007682 ; r e v : 6 ; ) 

# t hese a r e more perma ne nt , c&c r e l a t ed 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_PORTS (msg: " ET TROJAN E- J i had 3 . 0 liTTP Act i v i ty l " ; f101~ :establis hed, t o_se r ve r ; cont e nt: '"GET " ; de pt h: 4; ur icont e nt : " / tlog . php ?logn="; 
pc r e: " / GET / t l og\ . ph p ?logn= [ "\s ] +&pss= [ "\s J+ \ sHTTP/1 \ . [ 0 I 1] \ x0D\ x0A/ " ; e l asstype: t roj a n - activ i t y; r efe r e nc e: ur 1, doc . emerg i ngth r eats . net / b i n/v i e1~/ Ma i n/ E J i hadHa c kTool ; 
r efe r ence : u r 1 , www . eme r g i ngth r eat s . ne t / cgi- bin/ cvs 1\le b . cgi / s i gs / VI RUS / TRO JAN_E- J i had; s i d: 2007683; r ev : 6; ) 

# t hese a r e more pe r ma ne nt , C&C re l a t ed 
# 
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ale r t t cp $HOME_N ET a ny - > $EXTERNA L_NE T $HTT P_PORTS (msg: " ET TROJ AN E-Jihad 3.0 liTTP Activity 2"; fl o1-.i : es t ablished, t o_se r ver; content : "GET "; dept h : 4 ; u r i content :" / nta r g . php?"; 
pe r e :" / GE T / nt a r g \ . php? [ "\s ] *(no tdo i ng= I hm>Jme= I un ame =) [ "\s ] *\ sHTTP/1 \ . [0 I 1] \ x0D \ x0A/ " ; cla s stype : t r ojan-ac tivi t y ; r efe r e nce : u r 1, doc. eme r ging t hr eats . ne t / b i n/v iell'l/Ha i n/ EJ i ha dHackTool; 
r e f e r e nce: u r l ,wi...w . eme r gingt h r eats. ne t / cgi - b i n / cvs1>Jeb . cgi / sigs / VI RUS / TROJAN_E- J i had; s id: 2007684 ; r e v : 6; ) 

#t hese a r e mor e pe r ma nent , C&C r e l ated 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTERNA L_NE T $HTT P_ PORTS (msg: " ET TRO JAN E- Ji had 3.0 liTTP Activity 3"; f1 01-.i : es t abli she d , t o_ se r ve r ; cont e nt : "GET " ; dept h : 4 ; u r i content :" / tnewu .php? nl og i n="; 
pe r e: " / GET / t newu. ph p ?n l ogi n== [ "\s] +&npss= [ "\s ]+&i nv i t ed by: [ "\s J +\ sHTTP/ 1 \ . [ 0 I 1 ] \ x0D\ x0A/ " ; c lasstype : t ro j a n-activity; r e f e r ence: ur l , doc. eme r gingth r e a t s. ne t / bin/v i ew/ Ma i n/ E J i hadHac kToo l ; 
ref e r e nce: u r l , ww1,>,1. eme r gingth r eats. net/ cgi -bin / cvs 1..ieb . cgi / s igs /VIRUS/TRO JAN_E- J i ha d ; sid : 2007685; r e v : 6; ) 

#t hese a r e more pe rma nent , c&c r e l ated 

• 
ale r t tcp $HOME_NET a ny - > $EXTERNA L_NE T $HTT P_PORTS (msg: " ET TROJ AN E- J i had 3.0 DDoS HT TP Acti vity OUTBOUND" ; flow:establi shed , to_ser ver; content:"GET "; off set :0; de pt h :4; 
content : " I 0d 0a I User -Agent I 3a I Attac ke r I 0 d 0a J "; off set : 14; classtype : de n i a l -of - serv i c e ; r e f e r e nce : u r l , doc . eme rgingt hrea t s. net / bi n/v iew/Main/ EJi ha dHa ckToo l ; 
ref e r e nce: u r l , wi'IL..i . emergingt hreats . net/ cgi - b i n / cvs1..ieb . cgi / sigs / VIRUS / TROJAN_E- J i had; sid : 2007686; r e v : 7; ) 

#t hese a r e mor e pe rmanent , C&C r e l ated 

• 
ale r t tcp $ EXTE RNAL_ NET a ny -> $HTTP_SERVERS $HTTP_PORTS ( msg : "ET TROJAN E-Jiha d 3 .0 DDoS HTTP Activ ity IN BOUND"; floN:establi s hed,to_serve r ; content "GET '"; dept h :4; content :" l0d 
0a IUser-Agent I 3a I At t ac ke r I 0d 0a I" ; off se t : 14; c l a s s t ype :deni a 1-of • se r vice; r e f er ence : ur 1 , doc . eme rgingt h reats. net / b i n/v i ew/ Ma i n / E J i hadHac kTool ; 
r e f e r e nce: u r l , www. eme r gingth r eat s. ne t / cgi • b i n / cvs1..ieb . cgi / sigs / VI RUS / TROJAN_E - J i had; sid : 2007687 ; r e v : 9; ) 

#by Da ni e l Cl emens 

• 
a l e r t t cp $ EXTERNAL_NET a ny - > $HOME_NE T any (111sg: " ET TROJAN Like l y EXE Crypto r Pa cke d Bi na r y - Like l y Ma h,a r e " ; fl m-.i : fr om_se r ve r ,establi shed; content : " 140 SAI"; content: " I 2E 70 61 63 
6B 65 64 I" ; wi t hin : 447 ; classty pe : t r o j an - act i v i t y; r ef e r e nce: url , bit s. pac ketn i nj as . e r g ; ref e r e nce: u r 1, doc. eme r g i ngt h r ea t s. net/ 2008557 ; r e f e r e nce: u r l , Wl>J\•L emerg i ngt h reats. net/ cgi ­
bin/ cvsweb . cg i / s i gs / VIRUS / TROJAN_EXE_C r ypt o r _Pac ked; s i d: 2008557; r ev : 2; ) 

#by Veerend r a at secpod 

• 
ale r t t cp $ EXTE RNAL_ NET a ny - > $HOM E_N ET 25 ( msg : " ET TROJAN Li kely eC a rd Ha l i,sa r e Laden Email In bound"; flow: estab li s hed ,to_se r ve r ; con t ent : " j0d 0a l Subject l 3a l Yo u have r eceived an 
eCa r d" ; nocase; cont e nt : " e-card. z i p" ; nocase ; c l assty pe: t roj a n -ac t i vi ty ; r e f e r e nce : u r l , www .sophos.com/ bl ogs / gc / g/ 2008 / 10 / 15/ you - ha ve -no t - r ece i ved-a n - eca r d / ; 
r e f e r e nce : ur 1 , doc. eme r g i ngt h r eats . ne t /2008674; re f e r e nce: ur 1, wwN . e merg i ngt hrea t s. ne t / cgi - b i ni cvs1,seb . cg i / s igs / VIRUS / TRO JAN_Eca r d _Ge ne r a l ; sid : 2008674 ; rev : 3; ) 

#by matt jonkma n 

• 
a l e r t t cp $HOME_N ET a ny - > $EXTERNA L_N ET 25 ( msg : " ET TROJAN Egspy I nf ection Repor t Ema il "; flow:establi she d,to_se r ve r ; co nt ent: " FROM \ : EgySpy Vi ctim"; cont e nt :"TO l3a l EgySpy Use r "; 
distance: 0; cont e n t : " SUB J ECT I 3a I E g y S p y Key l ogge r "; dis t ance : 0 ; c l ass t ype: t r ojan- ac ti vity; ref e r e nce : ur 1 , r esearch . s unbe lt - soft1,sa r e. com/ t hr eatd i spl ay . aspx? 
name=EgySpy&t hr eat i d =48410; r ef e r e nce: u r 1 , doc. eme rgingth r ea t s . net/ 2008039; ref e r e nce : u r l , www. emergingt hrea t s. net/ cgi - b i n / cv s1~eb . cg i / s i gs/ VI RUS/ TROJAN_Egys py ; s i d : 2008039; r e v : 3; ) 

#by ma t t j onkma n 

• 
a l e r t tcp $HOME_NET a ny - > $EXTERNA L_NE T $HTT P _PORTS (msg: " ET TRO JAN Egs py I nf ection Report v i a HTTP"; flow: es t a bli s hed , t o_se r ver; u r i content : "/ key l ogkont r o l /" ; cont ent: " I 0d 0a I User -
Agent I 3a I Moz i lla/ 3. 0 ( compatible I 3b I I ndy Li br a ry ) " ; class t ype : t r o j an-ac tiv ity; r ef e r ence : u r 1, r esea r c h. su nbelt - sof hare. com/ t h r eatdispl ay . as px?name =EgySpy&t hr eatid=48410; 
ref e r e nce: u r 1 , doc. eme r gingth r eats. ne t /2008047; re f e r e nce: ur 1 , Wl'IL~ . e merg i ngthreat s. ne t / cgi-bin/ cvs L>Jeb . cgi / s igs/VI RUS / TROJAN_Egyspy; sid : 2008047; rev : 3; ) 

#by ma t t jonk.ma n 

• 
a l e r t t cp $HOME_N ET a ny - > $EXTERNA L_NE T $HTTP_PORTS (msg:"ET TROJAN Egspy I nsta ll Repor t via HTTP" ; flm,s : es t ablished,to_se r ve r ; u rico nt e nt: " / cont r o l . php? pcad="; nocase; 
uri cont ent : "&t a rih : "; noc ase ; u r i content : " &saat : " ; nocase; ur i content : "&ve r i : "; c l a sstype : t r oj a n -ac t i v i t y ; r efe r e nce : u r l , doc . eme r g i ngt hr eats. net / 2008136 ; 
ref e r e nce: u r l , wi'IL~ . eme r gingt hreats . net/ cgi - b i n / cvs1~eb . cgi / sigs / VI RUS / TRO JAN_Egys py; s id : 2008136 ; r e v : 2; ) 

# by Matt Jonk.ma n , from sandnet a na l ys i s 

• 
a l e r t tcp $HOME_N ET a ny - > $EXTE RNA L_NE T $HTT P_PORTS (msg:" ET TRO JAN Eldor ado. BHO Use r -Agent Oe t ec ted ( netcfg) '' ; f1 01-.i : estab lished,to_ser ve r ; con tent:"GE T "; de pt h : 4 ; co nt e nt :" l0d 
0a IUse r -Agent I 3a I ne t cf g l 0 d 0a I" ; c l ass t y pe: t rojan-act i v i t y; ref e r ence: u r l ,doc . eme r gingthreats. net/ 2007758; r e f e r e nce : ur 1 , WM~ . emergingt hreats . net/ cgi • 
bin/ cvsweb. cg i / sigs/VI RUS / TR OJAN_E l do r a do; sid: 2007758; r ev : 5; ) 

#by Ma t t Jonk.man , from sandnet a na l ys is 

• 
a l e r t t cp $HOME _NET a ny - > $EXTERNA L_NET $HTT P _PORTS (msg: " ET TRO JAN Eldo r ado. BHO Use r -Agent Detected (MSI E 5 . 5) " ; flow: es t ablished, t o_se r ve r ; cont e nt : "GET 
0a IUser - Agent I 3a I MS IE 5. 5 I 0d 0a I"; e lass t ype : troj a n - ac t i v i t y ; r ef e r ence : ur l , doc. eme r g i ngt h r ea t s .net / 2007833; r e f e r e nce: ur 1 , iw,w . eme r g i ngt h r ea t s. ne t / cgi ­
bin/ cvsweb. cg i / s i gs / VIRUS / TROJAN_E l do r a do ; s i d: 2007833; r ev : 3; ) 

# by e vilghos t 

• 

de pt h : 4 ; cont e nt : " I 0d 

a l e r t t cp $HOME_N ET a ny - > $EXTERNA L_NET $HTT P_ PORTS (msg: "ET TROJAN Eleo nore Expl o it Pac k ac tiv i ty"; floll'i : e s t ab lis he d , to_ se r ve r ; u r icont e nt: " ?s p l ="; u r ico ntent: "&br =" ; 
u r i cont ent: "&ve r s="; uricont ent: "&s=" ; pe r e: " /\ ?s p l = \ d+&b r = [A· Za- z ] +&ve r s= \ d \ . \ d&s= ( a- z0-9 ) + [ "&] $/ U"; c l ass t y pe: t r ojan-act i vity ; ref e r ence : u r l, \•iWllJ. offensivecomput i ng . net / ?q=node / 1419; 
r e f e r e nce: u r l ,doc. eme r gingt h r eats. ne t / 2010248; re f e r e nce: ur l , wi'IL~ . e mergi ngt hreats . net/ cgi - bin/ cvs Neb . cgi / s igs / VI RUS/TRO JAN_E l eao nore ; sid : 2010248; r ev : 2 ; ) 

#by e v ilghos t 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NE T $HTT P_ PORTS (msg: " ET TRO JAN Eleo nore Exp l o it Pack ac tivity va r i a nt May 2010" ; flow:est a bl i s hed , t o_se r ve r ; ur i content : " .php ?sp l ="; pere : " /\ ? 
spl =NS [ 0 -9 ]{ 2}- (0 - 9 }{3 }$/ U" ; e lass t ype: t ro jan - ac t i v i t y ; r ef e r ence: ur l , 1w,w . of f e ns i vecomp uting. ne t / ?q: node/ 1419; r e f erence : ur l , doc. eme r g i ngth r eats. ne t / 20 10248 ; 
ref e r e nce: u r l , ww1.>,1. emerg ingth r eats. net/ cgi - b i n / cvs 1..ieb . cgi / s i gs/VIRUS/ TRO JAN_E l eaonor e; sid : 2011128; r ev : 1 ; ) 

#by Chi ch Th i e r r y 

• 
a l e r t tcp $ EXTE RNAL_ NET a ny -> $HOME_N ET 25 ( msg : " ET TROJAN elitekey l ogge r vl. 0 r e po r t i ng - I nb ound" ; floll'J : established , to_se r ve r ; conte nt : "MAIL FROHI 3a J<logs@l ogs .com>"; 
e lass t ype: t r o j an - ac t i v i t y ; r e f e r ence: u r l , doc . emergi ngt hreats . net / 2002938; r ef e r e nce : u r l , h'\'t".>J . eme r gingthr eats. ne t / cgi- b i n/ cv s1.~e b . cgi / sigs / VIRUS/ TROJAN_El i teKey l ogger; s i d : 2002938; r ev : 5; ) 

#by Chi ch Th i er r y 

• 
ale r t t cp $HOME_N ET a ny - > $EXTERNA L_NET 25 ( msg : " ET TROJAN elitekeyl ogge r vl. 0 r eporting - Out bound"; flow: establi s hed ,to_se r ve r; con t ent : "HA.Il FROH l 3a l <1ogs@l ogs.com>" ; 
e las s t y pe: t r o j an-ac t i v i t y; r ef e r ence : u r 1 , doc . eme r gingt hreats. ne t / 2002941 ; r ef e r ence : u r 1, Wl't".>J . eme r g ingt hr eats. ne t / cgi - bin/ cvs 1.~eb . cgi / s igs /VIRUS/ TRO JAN_E l i t eKey l ogger; sid : 200 2941 ; r e v : 5; ) 

#ma r c us at unsobe r , update by da r r e n sp r ue ll 

• 
ale r t t cp $HOME_N ET a ny - > $EXTERNA L_NE T $HTTP _PORTS (msg: "ET TROJAN Emo/ Do\'m l oade r . uxk checkin " ; f l m-., : establi shed, t o_se r ve r ; co nt e nt : "GET " ; depth :4; uricontent : " . php"; 
uri cont ent : "v: " ; u r i content : "&id =" ; u r iconten t : "&rs ="; u r icont ent : "&cc=="; class t y pe: t r ojan -ac ti v i ty; re f e r e nce : u r 1, doc . emergingt hreats . net / 2008452; 
ref e r e nce: ur l , Wl'IL~ . eme r gingt hreats . net/ cgi - b i n / cvs1~eb . cgi / sigs / VI RUS / TROJAN_Dm~nl oade r _Ge ne ral; s id: 2008452 ; r e v : 4; ) 

#by ma t t j onkman 

• 
a l e r t t cp $HOME _NET a ny - > $EXTERNA L_N ET $HTT P _ PORTS (msg : "ET TRO JAN Emoge n Repor ting v i a HTT P" ; flow: est a blis hed , to_se r ve r ; uriconten t : " . as p ?"; nocase; u r icontent : "mac="; nocase; 
u r ico nt ent : "&name=••; nocase; urico nt ent : "&p= " ; nocase; u r i co nt ent : "&id== "; nocase; e l ass t ype: t r o j an-activ i t y ; r ef e r ence: u r l , doc . eme r gingt h r ea t s. net/ 2007986; 
r e f e r e nce: u r l , ww1.~. eme r gingth r eat s. net / cgi - b i n / cvs 1,seb . cgi / sigs / VI RUS/TRO JAN_ Emogen ; s i d : 2007986; r e v : 2; ) 

#anot her one. Fort inet c a lls it emogen, ot he r s ca ll it a d r o ppe r 

• 
a l e r t tcp $HOME_NET a ny - > $EXTERNA L_NET 1024 : (msg : " ET TRO JAN Emoge n I nfec t ion Checki n I nitia l Pac ket " ; flow: establi s he d,to_se r ve r ; d s i ze : <100; co nt e nt: " 100 00 00 00 00 00 IWi ndm~sX P l00 
00 00 I"; f l owbi ts : se t , ET . emogen l ; f l owbi t s : noalert; classtype : t ro j a n-activity ; r e fe r e nce: u r l , doc . eme r g i ngthr eats. net / 2008269 ; r e f e r e ne e : u r l , ww-.-.i . eme r gingth r ea t s. ne t / cg i -
bin/ cvsweb . cgi / s i gs / VI RUS / TROJAN_Emogen ; sid : 2008269 ; re v : 3 ; ) 

#anot he r one. For tinet calls it emogen, ot he r s ca ll it a d r o ppe r 
# 
ale r t t cp $HOME_NET a ny - > $EXTERNA L_NET 1024: (msg :" ET TRO JAN Emogen I nfec t i on Chec ki n CnC Keepa liv e " ; flow:est a blished , to_ se r ver; f101-.,b it s: i sset ,ET. emogen1 ; ds i ze : 4 ; conten t : " t e s t " ; 
e l ass t ype: t r o j an - ac t i v i t y; r e f e r ence: u r 1 , doc . eme r gingt hr eats. net / 2008270; r ef e r ence: u r 1, Wl't".>J . eme r gingt hr eats . net/ cgi -bin/ cvs we b . cgi / sigs /VIRUS/ TROJAN_Emoge n; s i d : 2008270; r ev : 3;) 

#by matt jonk.ma n 

• 
a l e r t t cp $HOME_N ET a ny - > $EXTERNA L_NE T $HTT P_ PORTS (msg: " ET TRO JAN my247eshop .com User -Agent "; flow:est a blis he d , to_se r ver; co ntent: " l0d 0a JUse r -Age nt l 3a l EShopee l0d 0a l "; 
e l ass t ype: t r o j a n-ac t i v i t y; r ef e r ence: u r 1 , doc . eme r gingt hreats. net / 2008243; r ef e r ence : u r 1, www.emer gingthr eats. net/ cgi-b i n/ cvs 1.~e b . cgi / sigs / VIRUS/ TRO JAN_Es hop ; sid: 2008243; rev: 3; ) 

#from sandne t , by Hatt Jo nkman 
# 
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a l e r t t cp $HOME_NET a ny -> $EXTE RNA L_NET $HTT P _PORTS (msg : " ET TROJ AN Expl ore r Hi j ac k Tro j an HTTP Chec ki n" ; f101-J : es t a blished , to_se r ve r ; uri content : "php ?i=" ; ur i co nt ent : "&v=·· ; 
uricont ent: "&1"i n=Wi nd01"s " ; uricontent: "&un =" ; uri cont ent : "& uv=" ; uri conte nt : "&s=" ; urico ntent : "&on l : " ; uri co ntent : "&i p=" ; uri co nt e nt: "&f =" ; classty pe: t roj an -activity; 
r e fe r e nce : ur 1 , doc . emerg i ngth r eat s. ne t /2007700 ; r efe r e nce: u r 1, www . emergingth r eat s. ne t / cgi- b i n/ cvs we b . cg i / s i gs/ VIRUS/ TROJAN_Exp l o r erHi jack; sid : 2007700; rev : 3; ) 

#move d over from co r psespywa r e 

• 
#ale r t t cp $EXT ERNAL_NET $HT TP_PORTS - > $HOME_NET a ny (msg: " ET TROJAN FSG Pa cked Bina r y v i a HTT P I nbound" ; fl ow: from_se r ve r ,establis he d; content : " 140 SAI " ; content " 150 45 00 00 4C 01 
0 2 00 46 53 47 21 I " ; d ist a nce: 10 ; class t ype : t r o j a n-ac t i v i t y ; r efe r ence : ur 1 , ww1.-J . secu r i t yf ocus. com/ i nf oc us/ 1745; r e f erence : ur l , doc. eme r g ingth r eats . net /200 2773; 
r efe r e nce : ur 1 , ww1-J . emerg i ngth r eat s. ne t / cg i - bin/ cvs we b . cgi / sigs/VI RUS/ TRO JAN _FSG_Pac ke r ; s i d : 2002773; re v : 6; ) 

# by Natha n i e l Ri c hmond 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P _PORTS (msg: " ET TROJ AN Rogue A/V Win32/F akeXPA GET Req uest"; f1 01" : t o_se r ve r , establis hed; urico ntent : ., ?campa i gn=" ; uricontent : "&country=" ; 
urico ntent : "&counte r : "; u r i content : "&campa i gn="; uri co ntent: "&l a nd i d=" ; c l as stype : t r oj a n - act i v i ty; r e f e r e nce : ur 1 , dcc . emer gingt hr eats. net / 2009 209; 
r e f e r e nce : ur 1 , wt"'.i . eme r g i ngth r eat s . ne t / cgi -bin / cvs we b . cgi / sigs /VI RUS/ TRO JAN_FakeXPA; sid: 2009209; r ev : 2 ; ) 

# by: J e r emy Conway at sudosecu r e. net 
# r ef : 4da33f d42d7039796Sa4e9866f 57 a936 

a l e r t tcp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P _PORTS (msg : " ET TROJ AN FAKE/ ROGUE AV HTT P Post "' ; flow: establishe d , t o_se r ve r ; cont ent: "POST " ; de pt h: S; cont e nt "mid ="; co ntent : "&wv=" ; 
cont e nt : "&r ="; cont ent : "&t p= " ; co nt e nt : "&exe ="; cont e nt: "&l s= " ; co ntent : "&uid: " ; c l ass t y pe : t r o j an- activ ity; r efe r e nce : ur 1, dc c . eme r gingthr eat s . ne t / 2009514; 
r efe r e nce : ur l , wt"'.i . eme r g i ngth r ea t s. ne t / cgi- bin/ cvs 1."e b . cg i / sigs / VI RU5/ TRO JAN_Fake_AV ; sid : 2009514 ; rev : 2; ) 

#by: Jeremy Com"ay at sudosecur e. net 
# r ef : 8db2fc67da 6106116d7 81d 25289c b2ac 
#9a023ed 592a l a9ae2300b7 3b6 70a6754 951a b9f79e56 b65e73 188288f 9c5c87e 
#c 2 58 b4e02079e l c8c4647 36348e99al 5 

• 
a l e r t tcp $HOME_NET a ny -> $EXTE RNA L_NET $HTT P_PORTS (msg : " ET TROJ AN FAKE/ ROGU E AV - Encoded (dat a =) HTTP POST"; fl Dl-4 : es t a bli shed , t o_se r ve r ; cont en t : "POST " ; depth 5; co ntent :" l0d 
0a I Cac he-Cont ro l I 3a 20 I no-cache 10d 0a 0d 0a I da ta=/ Cj Ef c l as0 KCj / " ; noca se ; de pth : 400; e l ass t ype: t roja n- ac t i v i t y ; r eference: u r l , doc . eme r gi ngth r eats . net / 2009553; 
r efe r e nce : ur l , wt"'.i . eme r g i ngth r eats . net/ cgi- bin/ cvs we b . cgi / sigs / VI RUS/ TROJAN_Fake_AV ; sid: 2009553; rev : 2 ; ) 

# by: J e remy Conway at sudosec ur e. net 
# r ef : bb 3a670a8ac 40 2be2c3b0d8f 8043c 3c 3 

• 
a l e r t tcp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg : " ET TROJ AN FAKE/ ROGUE AV/ Sec urit y App l icat i on Chec ki n" ; f1 01°' : e s t ablis he d, to_se r ve r ; conte nt : '"GET " ; noc ase; depth :4; 
uricontent: " ?ur l =" ; nocase ; u r i co nt ent : "&aff i d =" ; nocase ; co nt e nt : " I 0d 0a I User -Age nt I 3a I Mozi lla/ 5 . 0 ( compa t i ble I 3b I MSI E 6 . 0 I 3b I I.Ji nd Dl-4S XP) I 0d 0a I"; noc ase ; pe r e: "/\ ?ur 1=(0 -9 ]&affid = 
( 0-9 ] {5 }/ Ui " ; e l assty pe: t ro j an-ac t i v i t y ; refe rence : u r l , doc . eme r g i ngth r eat s . net / 2009554; re f e r ence : ur 1 , wWL.i , eme r g i ngthr eat s. net / cgi - bi ni cvs we b . cgi / sigs/VIRUS/ TRO JAN_f a ke_AV; s i d : 2009554 ; 
rev :3 ; ) 

#By Darre n Sprue ll 2009- 11 -20 

• 
a l e r t tcp $HOME_NET a ny -> $ EXTE RNA L_NET $HTT P_PORTS (msg : " ET TROJAN Fa ke / Rogue AV Landi ng Page Enco unte r e d"; flow: establis hed ,to_se r ve r ; u r i cont en t :" . php? " ; nocase; u r icontent, " l a nd="; 
nocase; u r i content: .. aff i d =" ; noc ase; pe r e: "/\ . php\ ?( l a nd=\ d+ I aff i d =\ d{5} )&( land =\ d+ I aff i d=\ d{ 5} ) $/ Ui ·· ; c l asst ype : t r oj a n- act i v i t y ; r e f e r ence: ur 1 , e n . wi ki ped i a . o r g/wi k i / Sca r e 1>Ja r e; 
r efe r e nce : ur l , doc . eme r g i ngth r eat s . net/ 2010347; r efe r e nce: u r l , WI"'" . eme r gingthr eat s. net/ cgi - b i n/ cvs 1."e b . cg i / sigs/ VIRUS/ TROJAN_Fake_AV ; sid : 2010347; rev : 3 ; ) 

# by ev ilghos t and mi ke ccx 

• 
a l e r t tcp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg: " ET TROJ AN Fa keAV Fa keSmoke HTTP POST c hec k- i n" ; fl ow:esta blis he d , t o_se r ve r ; content : " POST " ; nocase ; de pt h: 5 ; conte nt : ! " l0 d 
0a lUse r - Agent J3a l " ; nocase; content : ! " l0 d 0a lRe f ere r l 3a l " ; noc ase; content: " l0d 0a 0d 0a l cu r r ent _version=" ; pc r e: "/ c ur r e nt_ve r s i on =[ a -z0- 9 ]{ 196 , }/ i " ; cl asstype : t r oj a n-ac tiv i t y ; 
r efe r e nce : ur l , i se . sa ns . o r g/ d i a r y . ht ml ?stor yid =7768; r ef e r e nc e : u r 1, doc. eme r g i ngt hr eat s . net /2010512; r ef e r e nc e : u r l , www. eme r gi ngth r ea t s . net / cgi- bi n/ cvsweb . cg i / sigs/ VIRUS/TROJAN_F a ke_AV ; 
s i d :2010512 ; rev : 6; ) 

# by e v i l ghost 

• 
a l e r t tcp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg: " ET TROJ AN Pot e ntia l Fa keAV HTTP POST Chec k- I N ( ?r =) " ; fl Dl,J : establi shed,to_se r ve r ; conten t : "POST "; noc ase ; de pt h : 5; 
content : ! " l0 d 0a l Refe r er l 3a I "; nocase ; content ;" l0d 0a I User -Age nt I 3a I Mi c rosof t I nt e rn e t Expl orer l0d 0a l " ; nocase; u r i content : " l oads2. ph p? r ="; nocase; pe r e: "/loads2 \ . ph p\ ?r : (0-9 ]{ 2}\ . 
( 0 - 9 ) +/ Ui " ; cla ssty pe: t r o j a n - act i v i ty; r e f e r e nce: ur l , ww1"4 . t h r ea t exper t . com / r epo r t. as px ?md5 =94e 13e13c6da5e32 bde00bc527475bd2; r ef e r e nc e : ur l , wt-M . ma l wa r e doma i nli st . c:om/ fo rums / index . php ? 
t op i e =3190 .420; r efe r e nc e : ur l ,doc. eme r g i ngthreats . ne t / 2010594 ; ref er ence: ur l , LWM . eme r g i ngthr eats . net / cgi- b i n/ c vs~ie b . cg i / s igs / VI RUS/ TROJAN_ Fa ke_AV ; sid : 2010594; r ev : 3; ) 

#by ev ilghost 

• 
a l e r t tcp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg : " ET TROJAN Potent ia l fa keAV HTTP GET Check-IN (/c hec k) " ; flow: establis hed , t o_se r ve r ; content: "GET / chec k HTTP/ 1. " ; nocase; 
cont e nt : ! " l0 d 0a I Refe r e r I 3a I "; nocase; cont e nt: " led 0a I User -Agent I 3a I Mi crosof t I nt e rn e t Expl o r er I 0 d 0a ( " ; nocase; class t ype: t r o j an -activ ity; 
r efe r e nce : ur l , wt"'.i . t hr eat e xpe r t . com/ r e port . as px ?mc:IS:94el3e13c6da5e32 bde00bc527475 bd2; r e f er e nce : u r 1, W'rM , ma l wa re doma in l ist. com/ f o r ums/ i ndex . ph p ?top i c=3190. 420; 
r efe r e nce : ur 1 , doc . eme r g i ngt h r eat s . ne t /2010597; r e f e r e nce : u r 1, www . emergingt hrea t s. ne t / cgi- b i n/ cvs we b . cgi / sigs/ VIRUS/ TROJAN_Fake_AV ; sid: 2010597; r ev : 3; ) 

# by e v i l ghost 

• 
a l e r t tc p $HOME_NET a ny -> $EXTE RNA L_NET $HTT P_PORTS (msg: " ET TROJAN Fa keAV La nding Page ( a i d,sid ) " ; fl ow :est a bli s hed , to_se r ver; cont e nt : "GET "; nocase ; dept h :4; content : !" l0d 
0a I Refere r I 3a I "; nocase; uricont e nt : " . php ?a i d =" ; nocase; u r i content : "&s i d ="; nocase ; pere : "/ ( a- z ] +\ , ph p\ ?a id=\ d+&s i d: ( a-z:0-9 ]+$/ Ui"; clas s t ype: t r o j a n- ac t i vity ; 
r e fe r e nce : ur l , wwi.i . bl eep i ngcompute r . com/ fo r ums / l ofive r sion/ i nd ex . ph p/ t 247125 . html ; r ef e r e nce : u r l , doc . eme rgingthreat s . net/2010625; r efe r e nce: u r l , l-JWW . emergingthreat s . net/ cgi ­
b i n/ c vs \-4e b . cgi / sigs /VI RUS/ TROJAN_Fa ke_AV; sid: 201062 5; r ev :4; ) 

# by pac ke t hack 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NET $HTT P_PORTS (msg: " ET TROJAN Li ke l y Fa keAV/ Fa ke i ni t / Fr a ud l oad Checkin "; flow : e st ablishe d,to_serve r ; co ntent : "GET "; nocase; de pt h :4 ; 
cont e nt : ! " le d 0a I Referer I 3a I "; nocase; ur i co ntent : "loads . php ?code= " ; nocase; pe r e: "/loa ds \ . php \ ?code= \ d+$/ Ui "; c l ass t ype : t rojan-ac t i v i t y ; 
r e fe r e nce : ur l , w1."'11 . t hr eat e xpe r t . com/ r e port . as px ?mdS:f 5e907a11831c757a94cde9257b3574c; r e f er e nce : u r 1, dcc. eme r gi ngth r eats. net / 2010626; r efe r enc e : ur l , V/WW . e me r gingthr eats. ne t / cg i ­
bin/ cvswe b . cgi / sigs/VI RUS/ TROJ AN_Fa ke_AV; sid : 2010626; rev : 4 ; ) 

# by pac ke t hac k 

• 
a l ert tcp $HOME_NET a ny -> $EXTE RNA L_NET $HTT P_PORTS (msg: " ET TROJAN Li ke l y Fa keAV/ Fa ke in i t / Fr a ud l oad Chec kin " ; fl m-4 : establ ished,to_se r ve r ; co ntent : "GET "; nocase; de pt h :4 ; 
cont e nt : ! " l0 d 0a I Refe r e r I 3a I "; nocase ; ur i co nt e nt: "cgi - bin/ do1.-Jn l oad . p l ?code="; noc ase; pe r e :" / do1.inl oad \ . p l \ ?code=\ d+$/ Ui " ; e l asstype : t ro j a n -ac t i v i t y ; 
r efe r e nce : ur l , wwi.i . t hr eat e xpe r t . com/ r e port . as px ?md 5=f 5e907a11831c757a94cde9257b3574c; r eference : u r l , doc . eme r gingth r eats . net / 2010627; r efe r enc e : ur l , llf'rlW . e me r gingthr eats. ne t / cg i ­
b i n/ c vs \-4e b . cgi / sigs /VI RUS/ TROJAN_Fa ke_AV ; sid: 2010627; r ev : 4 ; ) 

#by pac ke t hac k 

• 
a l e r t t cp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (ms g : " ET TROJAN Li ke l y Fa keAV/ Fa ke i ni t / Fr a ud l oad Chec kin " ; flow : establ i s he d,to_serve r ; co nt e nt : "GET "; nocase; de pt h :4 ; 
conte nt : ! " le d 0a I Refere r I 3a I "; nocase; ur icont e nt : "cgi- b i n/ get . pl ?l =" ; nocase; pe r e : " / get \ . p l \ ? l =\ d+$ / Ui " ; c l a sstype : t r o j a n-activity; re fe r ence : ur l , h'l."1.11 . t hr eatex per t . com/ r epo r t . as px? 
md 5=f 5e907a11831c 757a94cde9257b3574c ; r efe r e nce: u r l , doc. eme r gi ngth r eats. net / 2010628; r e f er e nce : u r l , www .eme r gi ngth r ea t s . net / cg i - bi n/ c vswe b . cg i / sigs/ VIRUS/T ROJAN_ Fa ke_AV; s id : 2010628 ; 
r ev : 4 ; ) 

# by St eve n Ada i r a t s hadowse r ve r 

• 
a l e r t tcp $HOME_NET a ny -> $EXTE RNA L_NET $HTTP _PORTS (msg: " ET TROJAN Fa keAV Report i ng - POST often t o r eso l ution l bor de r s , php" ; fl DI-J : t o_se r ve r , establis hed ; cont ent : " POST /" ; dept h : 6; 
cont e nt : " l0d 0a lCac he -Cont r o l l 3a ] no-cache l0d 0a 0d 0a l " ; wi t h i n : 300; cont e nt : " l0d 0a 0 d 0a ldata=" ; d i s t a nce:0; pc r e: " / data= ( a-zA-20-9 \ +\/ ]{ 64}/"; class t y pe: t r o jan- ac tivity; 
r e fe r e nce : ur 1 , wwi.i . sophos . com/ sec uri ty/ a na l yses /vi r uses -and - s pywa r e / t roj agent mbr . ht ml ? _ l og_ f r om= r ss; r e f e r e nce : ur l , doc . emer gingthr eats . net / 2010337; 
r efe r e nce : ur l , wt"'.i . eme r g i ngth r eat s. net / cgi- bin/ cvs 1."e b . cg i / sigs / VIRU5/ TRO JAN_fake_AV ; sid : 2010337; rev : 11 ; ) 

#2010-07-12 by Eoin Mi lle r 

• 
a l e r t t cp $EXTERNA L_NET $HTT P _ POR TS - > $HOME_NET any (msg: " ET TROJAN Fa keAV Se r ved To Cl ient "; flow: establishe d , t o_client ; cont ent: "HTT P/ 1 " ; depth : 6; content : "Co nt e nt- Disposit i on I 3a I 
att a e hment I 3b J f ile name=" ; nocase ; cont ent : " I 00 0A I Set-Cooki e I 3a I ds= l I 0D 0A I" ; nocase; class t y pe : t r o j a n-act i vity; r efe r ence: url , doc . e mer g i ngthr eat s . net /2011221 ; 
r e fe r e nce : ur l , WL"'.i . eme r g i ngth r eat s. ne t / cgi- bin/ cvs we b . cg i / sigs/VI RUS/ TROJAN_fake_AV ; sid : 2011221 ; rev : 1; ) 

# by ke vi n r oss 

• 
a l e r t t cp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg : " ET TROJ AN Poss ibl e Fa ke-Rean In sta lle r Ac t i v ity (Malwa r e url . com Top 30) " ; f101-J : to_ser ve r ; 
uricontent: " I 2F I i nstaller I 2F IJ nstaller I 2E I exe" ; nocase; pe r e: "/ ( 1 - 3] \ x2 Fi nstalle r \ x2 FI ns t alle r \ x2Eexe/ Ui"; clas stype: t r o j a n-act i v i t y ; 
r efe r e nce : ur 1 , wwi.i . sophos. com/ sec ur i ty/ a na l yses /vi r uses- a nd- spywa r e / t ro j f a kereane. ht ml ? _ l og_ f r om= r ss; r efe r e nce : u r 1, doc. emergi ngthr eat s. ne t / 2010221; 
refe r e nce : ur 1 , wt"'.i . eme r g i ngth r eat s . net/ cgi- bin / cvs 1."e b . cgi / sigs / VI RUS/ TRO JAN_Fake r ea n; sid : 2010221 ; r e v : 3 ; ) 

#th i s s i g i s e xpe rime ntal. It appea r s t o use a base64 e ncode d use r -agent 
#it ' s ve r y l ong , no s paces o r punctua tion, L-J h ich is what v,e ca n ke y on 
# please r e port l oa d or f p prob l ems 
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• 
ale r t t cp $HOME _NET a ny - > $ EXTERNA L_NE T $HTT P _ PORTS (ms g: "ET TROJAN Farfl i Use r Age nt Oe t ected"; flow: es tabli shed , t o_ se r ve r ; uricontent : " / rp t "; con ten t :" l0 d 0a l User- Agen t I 3a I 
content : ! " I 0d 0a IUser- Age nt [ 3a I Mo zilla" ; pc r e: "/\x0a \ x0aUser-Agent \ x3a [ a - z0- 9 ]{ 92}/ i .. ; cla ss t ype: t roj a n- a ctiv i t y ; refe r ence: url , doc . eme r g i ngt h r eats. net/ 2007646 ; 
ref e r e nce: ur 1,M'll'<I . eme r g i ngthr eats. ne t / cgi - bi n / cvs 1'<1eb . cgi / s i gs / VIRUS/ TROJAN_Fa r fli ; sid : 2007646 ; r e v : 5; ) 

#by Jeff rey Brown 

• 
a le r t t cp $HOME_N ET a ny - > $ EXTERNA L_NET $HTT P_PORTS (ms g:"ET TRO JAN Fa r fl i HTTP Che ckin Activ ity" ; flow: t o_se r v e r ,establi shed ; u rico nt e nt :" / getmac . as p"; nocase; content: "x="; nocase; 
content : "&y=" ; noc ase; conte nt : "&z= " ; pere : "/ x=[ a -f0- 91{ 2}- [ a- f 0-9 ]{ 2}- [ a - f 0-9 ]{ 2}- [ a- f 0-9 ]{ 2} - [ a- f 0-9 ]{ 2}- [ a - f 0-9 ]{2}- / Ui " ; class t ype : t ro j a n - activ i t y ; 
r efe r e nce: u r l , www . v i r us t ota l .com/ a na lis i s / 3b532a 7bf 7850483882024652f 6c8a8b; r e fe r e nce : url , do c . eme rgi ngt h reats . net / 2009215; r e fe r ence: u r l , L>JIWI . eme r gi ngt h reats. net / cg i ­
b i n/ cvs \-.,eb . cg i / sigs /VI RUS/ TROJAN_ Farfli; s i d : 2009215 ; r e v : 3; ) 

#by: J e r emy Conway a t sudosecure . ne t 
# r e f : a93af 8f350689c700ee3fde744 2a 956e 
# 
alert t cp $HOME_N ET a ny - > $ EXTE RNA L_N ET $HTT P_PORTS (msg : " ET TRO JAN Fasec / FakeAV Al ert / Ke y logge r / Droppe r / DNSCha nge r Poss i b l e Root kit - HTTP GET " ; flow:est a blis he d , t o_serve r ; 
content : "GET " ; de pth : 4 ; ur icontent : "Command="; nocase; u r i co ntent: " s nNO="; nocase; u r i content: " Encode ="; noca se; uricon t ent : "SFBH" ; nocase; classty pe : t roj a n-ac t i vi t y ; 
refere nce: u r l , wwL..r . avast . com/ e ng/win32 - fa sec . h t ml ; r e f e rence : ur l , www . t h r eate xpert . com/ t hr e at s /v i rus - t.olin32- fa sec . ht ml ; r efe r e nce : ur 1 , doc . eme r g i ngt hreats . net / 200947 2; 
ref e r e nce: u r l , www .emergingth r eats . ne t / c gi - b i n / cvs L>Jeb . cgi / s i gs / VI RUS / TRO JAN_Fas e c; s i d : 2009472; rev : 2; ) 

#by matt j onkman , from sandnet data 

• 
ale r t t cp $HOME_NET a ny - > $EXTERNA L_NET $HTTP_ PORTS (msg:"ET TRO JAN Fera l Che c kin v i a HTTP" ; fl ow: e s t a blished, t o_serve r ; uri con t e nt : " ?ucid="; nocase ; u r i co nt e nt : "&wmi d =" ; nocase; 
e l asstype: t ro j a n-activ i t y; r ef erence: u r 1 , doc . emergingt hr eats. ne t /2007286; r efe r ence: u r 1, w1vw . eme r g ingth r eat s. ne t / cgi-bin/ cvSL\!e b . cgi / s igs /VIRUS/ TROJAN_Fe r a l; s i d: 2007286 ; r e v : 3 ; ) 

# by pma r i nho 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NE T $HTT P _ PORTS (msg: "ET TROJAN Tr o jan- Dr opper , l,/i n32 . Flys tud"; flo1>J :to_ se r ve r ,establi shed ; ur i con t en t : " l oad i ng. ht ml ?fn =" ; nocase; 
u r i con t ent : "&pid=" ; nocase; ur i cont e nt : "&m i d="; nocase; ur i co nt e nt: "&c i d="; no c ase; u r i content: "&pn=" ; nocase ; uricontent: "&e lie nt i d="; nocase; u r i co nt e nt : " channe l :: " ; nocase; 
u r icon t ent : "&s t n=" ; nocase; e l ass t ype: t r o j a n- ac tiv i t y; refe r e nce: ur 1 , doc . eme rgi ngth r eat s. ne t / 2011086; refe r ence: u r 1 , www .eme r g i ngth r eat s. net / cgi - b i n/ cvs L~e b . cg i / s igs / VIRUS/ TROJAN_F l ys tud; 
s i d:2011086; rev : 3; ) 

#by c hodelmor t and eg 

• 
ale r t t cp $HOME_N ET a ny - > $EXTERNA L_NET $HTTP_PORTS (msg:"ET TROJ AN Fr ag us Expl oit Ki t l and ing" ; f l m-., :establi she d, t o_ se r ve r ; uricont e nt : " . php ?" ; nocase; uricontent:"id:: " ; noc ase; 
uri cont ent : "p i d="; nocase; uriconte nt : " he l l o::"; noca se; pc r e : "/\ . php\ ? ( i d :: I pi d: I he l l o: )\d+&( i d= I pi d: I he llo= ) \ d+&( i d= I pi d = I he llo= ) \ d+$/ Ui "; e las s t ype : t rojan - ac t i v i t y ; 
r efe r e nce: ur l, j sun pa ck . j eek . o rg/ de c / go ?report=d60344851322218108076f l ad8d21435de9 d5b7c; r efe r ence: u r l , W\V\\f . mall-.,a r e ur 1 . com; r efe r ence : ur l , doc . eme r g i ngthreats. net/2011693 ; 
r efe r e nce: u r l , WWL..r . eme r g i ngth r eats. net / cgi - b i n / cvs 1>Jeb . cgi / s i gs / VI RUS / TROJ AN_Fr ag us ; s i d : 2011693 ; rev : 2; ) 

# by Ma rcus at unso be r 

• 
a l ert t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg:"ET TRO JAN Fra udl oad .a\11-., HTT P CnC Pos t "; fl m-., : es tabli shed, t o_ serve r ; cont e nt:"POST "; dept h :5; uricont ent : "/ i ns t l og/?" ; noc ase; 
content : "I 0d 0a I Us e r -Agent I 3a I Mo zi lla / 3 . 0 ( c ompatib l e I 3b I TAU-Jini net HTTPClie nt " ; e las s t y pe: t roj an - activ i t y ; r efe r ence : u r l , doc . eme r gingth r eats . net/ 2008322; 
ref e r e nce: u r l , W\V\'11 . eme r gingth r eats . ne t / cgi - b i n / cvs L'ileb . cgi / s i gs / VI RUS / TROJAN_F r a ud l oad ; s id : 2008322; r ev : 5; ) 

#by : J e r emy Com.,,ay at sudosecu r e . ne t 
# r e f : 3f7781 32d4d30b d0d b897adf dae1 f 74e 

a l ert t cp $HOME_NET a ny - > $EXTERNA L_NET $HTT P_ PORTS (msg:"ET TROJ AN FAKE AV HTTP CnC Pos t " ; f10 1>J: establi shed ,to_serve r; conten t : "POST "; dep th : 5 ; co nt e nt : "action="; nocase; 
content : "u i d =" ; nocase; wi th i n : 10; content : "cnt : " ; nocase; co nt e nt: " l ng=" ; nocase; content : "t ype :c"; nocase; \Vi t h i n: 10 ; co nt e nt : " use r _ i d :: " ; nocase; co nt e nt : " pc_id : " ; nocase; 
cont en t : "abbr:: " ; nocase; co nt e nt : " I 0d 0a I Use r -Agent I 3a I Mo zil l a / 3 . 0 ( compatib l e I 3b I TALWin l ne t HTTPClie nt ) " ; clas s t ype : t roja n-activity ; r eference: u r 1, doc . emergingth reat s. ne t / 20094 55; 
ref erence: u r l , wWL..r. emergingth r eat s. net / cgi - bin / cvs L'ileb . cgi / s igs / VIRUS/TROJAN_F r a ud l oad ; s id : 2009455; r ev : 3; ) 

#by : J eremy Com.,,a y a t sudosecure . ne t 
# r e f : 3f 6854 3ff e8862c57be bfb8732ale716 

• 
alert t cp $HOME_NET any - > $ EXTERNA L_NET $HTT P_ PORTS (msg: " ET TROJ AN Fra ud l oad/ Fa keAl e r t / FakeVi mes Downl oade r - POST" ; flow: establ i s he d, t o_ se r ve r ; co nt e nt : " POST "; noc ase; dept h 5; 
content : " l 0d 0a lUser -Agent l3a l Mozi lla / 3 . 0 ( compatib le l3b l TALL-J i n l net HTTPClie nt ) l0d Ba i "; no ca se ; cont e nt : " 10d 0a 0 d 0a l verint="; nocase; con ten t : "&wv: " ; noc ase; wi t h i n:10; 
content : "&report ="; nocase; l'il i t h i n : 20; conten t : "&abb r =" ; nocase ; co nt ent: "&pi d:" ; e l ass t y pe: t r o jan-activ i t y; r eference: url , LWJW . pct oo l s. com/ mrc / inf ec t i ons/ i d / Tr ojan -
DOL..rn l oade r . F r a ud l oad/ ; r efe r e nce : ur 1, omrw . t h reatexpe r t . com/ r e po r t s. a s px ?f i nd =Trojan-Downl oader. Fr aud l oad; r eference : ur l , doc . emergi ngthr eat s. ne t /2009751; 
ref e rence: u r l, wWL'il . emergingth r eat s. net / cgi - bin / cvs 1>Jeb . cgi / s i gs / VIRUS / TRO JAN_F r a udload; s id; 2009751 ; r ev : 4 ; ) 

#by e vilghos t 

• 
ale r t tc p $HOME_N ET a ny - > $ EXTERNAL_N ET $HTTP_PORTS (msg:"ET TROJ AN Fr us pam polling f ar I P like l y i nf ected" ; flow:establi shed , t o_se r ve r ; con ten t :"GET " ; noc ase; depth :4 ; 
uri con t ent : " / a ut omat ion/ n0923094 5 . asp "; content : " l0d 0a l Use r -Agent J3a l Mozilla/ 5 . 0 ( X11 l3b l Ul3b l Li nux i 686 l3b l e n-US l 3b l r v l 3a l 1 . 9 . 0 . 4 ) Ubunt u/ 8 . 04 ( ha rdy ) Fi r e fox/ 3 .0 . 0 l0d 0a 0d 
0a I"; cl assty pe: t r o jan-activity ; r efe r ence: u r l, communi t y . ca . com/ b l ogs / secur i t yadv i so r / a r c h i ve / 2009/ 03/ 26/ i n- t he-wild - L'il i n32- f ruspam-using-ame r i can-greet i ngs . as px; 
r efe r e nce: ur l , doc . eme r gingth r eats . net / 2011072 ; re feren ce : url , W\>Jl'il . e mergingthreats . net / cgi - b i n/ cvs Neb . cgi / s igs / VI RU S/T ROJAN_ Fr uspam; sid : 2011072; r ev : 2; ) 

#by Ph i lipp Bescht 
# 
ale r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg: " ET TRO JAN Fulls pace.cc o r Re l a t e d Chec k i n (1 ) " ; floN:est a bli shed , t o_se rver; ur i co nt ent : " / config . ph p? ve r ::" ; nocase; 
u r icon t ent : "&ui d: " ; nocase ; uricont ent : "&act i on :: " ; nocase; uricont e nt : "&ra s :: " ; no ca se; uricont e nt: "&ve r f u ll :: " ; nocase; c: las s t ype : t r o j an-activ i t y ; 
r efe r e nce: u r 1, doc. eme r gingt h r eats. net/ 2008397; re ference : u r 1 , WM'il . e merg i ngthreat s . net/ cgi • b i n/ CVSL'ileb . cgi / s igs / VI RUS / TROJAN_F ull space. cc; s i d: 2008397; r e v : 2; ) 

#by Phi l i pp Bescht 

• 
alert tcp $HOME_NET any - > $EXTE RNAL_NET $HTT P_ PORTS (msg: " ET TROJAN Full s pace . cc o r Re la t e d Check i n ( 2 ) " ; flm>J :es tabli s hed , t o_server; ur i con tent : " / r egiste r 
i d:"; nocase; uricon t ent : "&po r t:" ; noc a se; u r i content: "&connect:"; no case; u ri content : "&ve r ="; nocase; ur i content : " i p:"; nocase ; e l asstype : t roj a n -act i v i t y ; 
ref e r e nce: u r 1 , doc. emerg i ngth r eats. ne t / 2008398 ; re feren ce: ur 1, W\>Jl'il . eme r g i ngthreats. net/ cgi - b i ni cvs Neb . cgi/s i gs /VI RU S/ TROJAN_ Full space. cc ; s id : 2008398; re v : 2; ) 

#by marcus a t unso be r 
# r e: d b3084220f 85632 b0eade6c759918ee6 

nocase ; ur i conten t : " ? 

a l ert t cp $HOME_N ET a ny - > $ EXTERNA L_NET $HTTP_PORTS (msg:"ET TRO JAN Gaboc Tr oj an Chec k-in " ; flm>J: establi shed ,to_server; conten t : "GET "; dept h :4 ; u r i cont en t .asp " ; uricont e nt: "? t ype :: " ; 
u r i co nt ent : "&mac h i ne name:c" ; c las s t ype : t rojan-ac t i v i t y ; refe r e nce: ur l , ,....,.w,. th r eatexpe rt . com/ r e por t . aspx ?md5=6e871b9c440d5c77b9158ebcbe3f c d4 b ; 
r eference: u r l , doc . eme r gingth r eats . ne t / 2009519 ; r efe r ence: u r l , M>Jl'il . e me r gingthr eats . net/ cgi - b i n/ cvs Neb . cgi / s igs / VI RUS/T ROJ AN_Gaboc; s i d: 2009 519; r e v : 3; ) 

#spyt.o1a r e/ t ro jan/ ba ckd oors all r e por t ed here. s ig by matt j onkman 

• 
a l ert t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_ PORTS (msg :"ET PO LI CY Gadu -Gadu Cha t Cl i e nt Chec k i n via HTT P" ; flow:establi s hed , t o_serve r ; u r i content : "/ a ppsvc / a ppmsg"; nocase; 
uricon t ent : "fmnumbe r :: " ; nocase ; uricont ent : "&ve r s i o n::" ; noc ase ; uri conten t : "&fmt ::"; nocase; u r i cont e nt : "&lastmsg::"; nocase; e l asst ype : t ro j a n -ac t i v i t y ; 
r efe r e nce: u r 1, doc . eme rg ingth r eats . net/2007866; re feren ce: ur 1 , W\>Jl'il . e me r g i ngth reat s. net / cgi- b i n/ cvs Neb . cgi / s i gs /VI RUS / TROJAN_Gadu- gadu. p l ; s i d: 2007866 ; re v : 6; ) 

#by Ma rcus at unsobe r 

• 
a l ert t cp $HOME_NET any - > $ EXTERNA L_NET $HTT P_PORTS (msg:"ET TROJ AN Pl-1S . Gamania Chec ki n"; flow: es tabli shed,to_ se r ve r ; co nt ent : "POST " ; de pt h : 5; con ten t : " l0 d 0a 0 d Ba i " ; content : " un ="; 
d istance : 0; content: "&p1,o1: " ; d istance : 0; content : "&sn=" ; d is tance: 0 ; content : "&1 ="; d i stance :0; content : "&gdl ="; d i s t ance :0; conten t : "&pn="; d is t a ne e : 0; c lass t ype : t r o jan-activity ; 
r efe r e nce: u r 1 , doc. eme rg i ngth r eats. net / 2008431; re feren ce: url , WM'il . e mergingth r eats. net / cgi - b i ni cvs Neb . cg i / s igs / VI RUS/T ROJAN_Gama nia ; sid : 20084 31; r ev : 4 ; ) 

# by v i e t a r j ulien 

• 
ale r t tcp $HOME_N ET a ny - > $ EXTE RNA L_N ET $HTT P_PORTS (msg:"ET TRO JAN Tr o j a n-GameTh i e f . \-Jin32 . 0n l i neGames infect i on re port " ; flow: es t a blis hed , t o_serve r ; cont e nt : " POS T "; dept h:5; 
content : "&hAssunt o::infec t - " ; d is tance : 50; L'il i t hin: 400; content : "&hCo r po="; di stanc e : 0 ; wi t h i n : 50; cont e nt: "&hPa r a :: " ; d i s t ance : 0; \-.,ith i n : 50 ; class t ype : t rojan • act i v i t y ; 
refere nce: u r 1, doc. eme r gingt h r eats. ne t / 2008984 ; re feren ce: u r 1 , WM'il . e mergi ngthreat s . net/ cgi • b i n/ cvs web . cgi / s igs / VI RUS / TROJAN_Gamet hi e f ; s i d : 2008984; r ev : 3; ) 

#by ma rcus at unso be r 
# re : ee l 539a7 b6b7012a68b986262f 01756c 

a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NE T $HTT P _ PORTS (msg: " ET TROJAN Gaman i a Troj a n Check- i n"; flov, : es t ablished, t o_ se r ve r ; content : "G ET " ; de pth : 4 ; uriconten t :" . php" ; uricontent " ?p4= " ; 
u r icon t ent : "&p5:: " ; uricont e nt: "&hs:: " ; pe r e: "/ p4: \ d+&p5: \ d+&hs : \ d+/ Ui " ; e l ass t ype: trojan - act i v i t y ; r e f e r ence : ur 1, home. mcafee. com/Vi r us i nfo/V i r us Pr ofile . aspx ?key: 166939; 
reference: u r 1, doc. eme rg i ngth r eat s. ne t /2009531 ; r eference: ur 1, W\>Jl'il . emerg i ngthreats. net / cgi - b i ni cvs 1>Jeb . cgi / s igs /VIRUS / TROJAN_Ga r man i a ; s i d: 2009531 ; rev : 4 ; ) 

#by e vilghos t 

• 
a l ert t cp $HOME_N ET a ny - > $ EXTERNA L_N ET $HTTP _PORTS (msg: "ET TROJ AN Pot entia l Gemi n i Ma h -.,a re Dm.,,n l oad" ; flm-., : es tabli s hed , t o_se r ve r ; co nt e nt : "GET "; dept h :4; u r i cont e nt: " . php ? 
cmd:getF ile&counte r =" ; u r icontent: " &p="; pe re : " /\ . ph p\ ?cmd=ge t F ile&counte r =\ d+& p=/ U" ; clas stype: troj an - ac t i v i t y ; 
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r efer ence : u r l , wt"'-" . v i r usto t al . eom/ a nalis i s / e36e206e6df e88345815da41c l b14b4f33a9636ad94dd46ee48f5b367f l c736e -125424 2791 ; r ef e rene e: u r l , doc . eme r gingth r eats . net / 2010007; 
r e f e r ence : u r l , wt"'-" . eme r gingth r eats . net/ cgi - b in / evs L"eb . egi / sigs / VI RUS / TROJ AN_Ge mi ni ; sid : 2010007; r e v : 5; ) 

#by Mi ke Cox 
# 

a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTTP_ PORTS (msg: " ET TROJAN Potential Gemi n i / Fa ke AV Downl oa d URL Oe tec t ed" ; flow: esta blished, t o_ se r ve r; 
uricon tent : " / La youts / l a nd ings / Ce nt r a l l a nd i ngs /" ; noc ase ; ur i eont en t ; "/ i ma ges / " ; nocase; pe re: " /\x2F l ayouts \ x2F La ndings \ x2FCent r al l andi ngs \ x2 F\ d+ \ x2 Fimages \ x2 F / Ui " ; c l asstype : t roj a n­
aetiv i t y; r e f e rene e: ur 1, wtM . v i r us t ota l . eom/ a nalis i s / c36e206c6dfe88345815da41c lbl4b4f33a9636ad94dd46e e48f 5b367fle736c -1254242791 ; refer enee: u r l , www . emergingth r eat s , ne t / cgi · 
b i n/ e vs1veb . egi / s igs / VI RUS / TROJAN _Gemi ni ; refe r e nee : u r l , doe . eme rgingth r eats . net / 2010450 ; s i d : 2010450; r ev : 2; ) 

#Matt Jonkma n 
#Gene r a ! signs of t ro j a n infeetions . . . . 
# 

a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET 25 ( msg : " ET TRO JAN GEN ERAL Poss i bl e Troj an Se ndi ng I ni tia l Ema il to 0.•m e r · INF ECTADO" ; flol>l :established , t o_ se r ve r ; content :"Subject l 3a l 
Mi c r osoft 1,/i ndows " ; noease; conte nt : " IN FEC TAOO" ; nocase; wi t hi n : 20 ; e l ass t ype : t roj a n -ac t i v i t y ; r ef e r e nee: u r l , doc . emergingth reats. net / 2002982 ; r e f e r e nc e : u r 1, mvw . eme r gingt hr eats. net / cgi -
bin/ evsweb . cgi / s i gs/ VIRUS/ TRO JAN_Ge nera l ; sid : 2002982; r ev : 6; ) 

#Matt J onkman 
#Gene r a! s i g ns of t ro j a n infeetions . . . . 
# 

a l e r t t cp $Hot1E_NE T a ny - > $EXTERNAL_NET 25 ( msg : " ET TROJ AN GENERAL Poss i bl e Troj an Se ndi ng I ni tia l Ema il to 01vne r · SUCCESSO"; flow:establis he d , t o_ se r ve r ; content: " PC I NFECTAOO CCV'\ 
SUCC ESSO"; nocase ; elas stype : t roj a n -aetiv i t y ; r efe r e nee : ur l , doc . eme r gingthr eats . net / 200 2983 ; r e f e r e nce : u r l , WI""" . emer gingt hr eats . net / cg i - bi n/ c vswe b . cgi / s igs / VIRUS/ TROJAN_Ge nera l ; 
sid : 2002983; re v :3; ) 

#Matt Jonkma n 
#Gene r a! s igns of t r ojan infeetions .... 

• 
a l e r t t cp $Hot1E_NE T a ny - > $EXTERNAL_NET $HTT P_ PORTS (msg: " ET TROJAN Susp i cious Use r age nt Used by Severa! t r ojans (API-Gu i de tes t p r ogram) "; fl mv:est a blished, t o_ ser ve r ; cont e nt " l0d 
0a I User -Agent I 3a I API -Gui de t est pr ogra m I 0d 0a I "; nocase ; e l a s stype ; t r o j an - ac t i vity ; r e f erence : u r l , doc . e me r gingth r eat s. ne t /2007826; r e f e r ene e: ur l , l>IWW . eme r gingth r eats . ne t / cgi­
b i n/ c vsweb . cgi / sigs /VIRUS / TRO JAN_Ge ne r a l ; sid: 2007826; r ev : 3 ; ) 

#Matt J onkma n 
#Genera! signs of t roja n infeetions . . . . 
# 

a l e r t t cp $Hot1E_NE T a ny - > $EXTERNAL_NET $HTTP_ PORTS (msg: " ET TROJ AN Downl oader Chec ki n Patte r n Used by Se ve r a! Troj ans " ; flol>l :establi s hed ,to_ serve r ; uricontent :" . php ?"; 
uricon tent : "u i d: " ; ur ieont e nt: "&gid: " ; uricont e nt : "&cid: " ; ur iconte nt : "&r id :: "; ur i content: "&sid:: " ; e l as stype: t r o jan · activ i t y ; r efe r e ne e: u r l , doc . eme r gingth r eats . net / 2008143; 
r ef e r ence : u r 1 , l'll"'-" • eme r gingth r eats . net/ cgi - bin / evs Lveb . egi / sigs / VI RUS / TROJ AN_Ge ne r a l ; sid: 2008143; r ev : 2; ) 

# matt jonkma n, used by ma ny up l oade r s 

• 
a l ert t cp $HOME_NET a ny - > $EXTERNAL_NE T 1024: (msg : " ET TROJAN Pass Steale r FTP Upl oad" ; flow:establis hed,to_se r ver ; cont e nt: " INFE CTADOl0d 0a ]=-=-=- :: - =- =- =-=-=-=- :: -:-=- =-=-=- =- :: -:- =-
= I 0d 0a I Computado r " ; de pt h ! 64; c l asstype : t r o jan- aet i v i t y; r e fe r e ne e: url ,doe . e me r gi ngth r eat s. ne t / 2008237; r ef e r e ne e: ur l , l>rww . eme r g i ngth r eats. net / egi -
b i n/ e vs1"eb. egi / s i gs/ VI RUS / TROJAN_Ge nera l ; sid : 2008237; r ev : 3; ) 

#matt jonkma n 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTERNAL_NET $HTTP_ PORTS (msg: " ET TRO JAN Gene ri c Troj an Che cki n" ; f! OLv: t o_se r ver, establis he d ; uricon tent:"magic:: " ; noease ; u r i eo ntent: "&i d="; 
uricontent : "&c ac he =" ; ur ico ntent ; "&t m: " ; c l a sst ype: t r o j a n-ac t i v i t y ; ref e r e nce: u r 1 , doc. eme r gingth reats. net/ 2008523 ; r ef e r e nc e: u r 1 , www .emer gingthr eats. net / cgi -
b i n/ c vsweb . egi / sigs /VIRUS/ TRO JAN_Genera l ; sid: 2008523; rev : 3; ) 

#Matt Jonkma n 
# 

a l e r t t cp $Hot1E_N ET a ny - > $EXTERNAL_NET $HTTP _PORTS (msg: " ET TROJ AN Gene r a! Bot HTTP CnC Patte rn " ; fl ow: es t a blis he d , t o_serve r ; uricont e nt :" . php?guid_bot=" ; u r i c o ntent : "&ve r _bot=" ; 
uricon tent: "&stat_bot= " ; e l assty pe: tro j a n - aet i v i t y; r ef e r ence : u r l , doc . eme r gingthr eats . net / 2008550; r efe r e nee: u rl , WWI" · e me r gingth r eats . net / egi- b i n/ cvswe b . eg i / s i gs/ VIRUS/ TROJAN_Ge neral; 
sid:2008 550; re v : 2 ; ) 

#by v ictor t ju lien 

• 
a l e r t t cp $HOME_N ET a ny - > $EXTE RNAL_NE T a ny (insg:"E T TROJAN Ma l fo r me d Oo uble Acc ept heade r - li ke l y Trojan-P\-JS . Hin32 .QQPass "; flow:est a blished , t o_se r ve r; cont e nt : " POST 
cont e nt : " I 0d 0a I Ae ce pt I 3a I Accept I 3a I "; pe r e : " /,..Aecept \ x3A \ sAce ep t \ x3A ( ,..\ r \ n] • \ d+ , \ s / [ A- z0 -9 \ . ]+, \ s [A- z0- 9\ . ] +/ smi " ; classtype ! t roj a n -aet i vity ; 
r ef e r ence : u r 1 , doe . eme r gingth r eats . ne t / 2008975 ; r e f e r e ne e : ur 1 , WM~ . emergingth r eats . ne t / egi-bin/ cvs we b . cgi/ s igs / VIRUS/ TRO JAN_Gene r a l ; s id : 2008975; r e v : 4 ; ) 

#by j oe stewart a nd boj an zd rjna 

• 

dept h : 5 ; 

a l e r t t cp $Hot1E_NE T a ny - > $EXTERNAL_NET $HTTP_ PORTS (msg: " ET TROJAN Gene ri c Troj an Chee ki n" ; f! OLv: t o_ se r ve r ,establishe d ; eonte nt :"GE T " ; nocase; de pt h : 4 ; u r i co nt e nt : ". as p ?mac:"; 
nocase; pe r e: " / mac= [ a · f0 - 91{ 2}- [ a- f 0-9]{2 }- [ a - f 0 - 9 ]{ 2}- [ a- f 0-9 ]{ 2} · [ a - f 0- 9 ]{ 2}- [ a- f 0-9 ]{ 2}/ iU"; urico nt e nt: "&ve r :: "; nocase; cla ss t ype : t ro j a n-activity; 
r ef e r ence : u r 1 , doe. eme r gingth r eats. ne t /200941 2 ; r e f e r e nee: ur 1 , l'll'IIV . e me r g ingth r eat s. ne t / cgi - b i n/ cvs we b . cgi/ sigs /VIRUS/ TROJAN_Gene r a l ; s i d : 2009412; r e v ; 7 ; ) 

# by bojan 
# 

a l e r t t cp $Hot1E_N ET a ny - > $EXTERNAL_NET $HTTP_PORTS (msg: " ET TROJ AN Gene ric Troj an Checki n ( 2 ) " ; f1 01" : t o_se r ve r , established ; eontent : "GET " ; noease ; dep t h : 4; uricont e nt : " . a s p?ma c =" ; 
noease; pe r e : "/ mae= [ a· f 0 - 9 ] +/ i U" ; urieo ntent : "&ve r ="; noease; uricontent : "&os :: "; noease; elasstype: t r ojan -aet i v i t y ; r efe r enee : ur 1, doc . eme r gingthr eats . ne t / 200944 2; 
r ef e r ence : url ,l'll"'-" . eme r gingth r eats . ne t / cgi - bin / evs L~eb . egi / sigs / VI RUS / TROJ AN_Ge ne r a l ; sid: 2009442; r ev : 6; ) 

#by : J e r emy Conwa y at s udosecure. net 
# r e f : 0e94639577df8e4 b684 b42d2aeaa4417 

• 
a l ert t cp $HOME_NE T a ny - > $EXTERNAL_NET $HTT P_PORTS (msg:"ET TRO JAN Gene ric I nfo St ea l e r - HTT P POS T" ; flo,1 :est a blishe d , t o_se r ve r ; content :" POS T " ; depth :5 ; eonten t :" ]0d 0a lCo nt e nt -
Type I 3a I mul t i pa r t / form - data I 3b l bounda r y ] 3d I"; noease; eont ent : "name=\ " i d\" le d 0a I " j noea se; conten t : "name =\ "upt \ " I 0d 0a I" j noease j eontent : " name =\ "mode \ " I 0d 0a I "; nocase j 
content: "na me =\ "ve r s i on \ " l0 d 0a l " ; noease; eontent: "name= \ "cpu \ " l0 d 0a l " ; nocase; content: "narne :: \ " r am\ " l0 d 0a l "; nocase; content :" na me :: \ "os \ " l0d 0a l "; noe ase; eo ntent : " name= \ " use r \ " Je d 
0a I"; noease; eontent: " name= \ " use r \ " I e d 0a I"; nocase; c l ass t ype : t ro j a n-ae t i vity ; r e f e r e nee: u r 1, doc . e me r g ingth r eats . net / 2009470; re f e r e nce : u r 1, '"""'" . eme r gingt hr eats. net / egi -
b i n/ c vs1"eb . cgi / sigs/ VI RUS / TRO JAN_Ge ne r a l ; sid: 2009470; r ev : S; ) 

# by: J e r emy Comvay at s udosecure. net 
# r e f : b5616a02e03205596215b4a bf b9710ef 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTERNAL_NE T $HTT P _PORTS (msg: " ET TRO JAN Oownl oader I nfostea l e r - GET Checkin" ; floLv : es t ablished, t o_se r ve r ; eontent . "GET " ; de pth : 4 ; eonten t : "I 0d 0a I User-
Agent I 3a I l>lget 3. 0 l0 d 0a I" ; noease; uri eontent: "a i d =" ; noease; u r icontent : "os=" ; nocase ; u r ieontent: " ui d=" ; noease ; e l ass t ype : t roj an -activ i t y ; 
r ef e r ence : u r 1 , doe . eme r gingth r eat s . net/ 2009539; re f e r e nee : ur 1 , ww1~ . emergingth r eats . net/ egi - b i n/ cvs we b . cgi/ sigs / VIRUS/ TROJAN_Gene r a l ; s id : 2009539; r e v : 3; ) 

#by jer r y at cybe r ea ve 
# 

a l e r t t cp $Hot1E_NET a ny - > $EXTERNA L_NET $HTT P_ PORTS (msg: " ET TROJAN Poss i ble Hi n32/ Agent . QBY CnC Pos t " ; f101":es tablished, t o_serve r ; u r i content ; "cike. php ?f i d: " ; nocase ; urieontent: 
"&e i d : " ; noc ase ; uricontent : "&ve r :: " ; nocase; ur i content : "&t i d :: " ; no ca se; ur i cont e nt : "&sn:: " ; nocase; c l asst ype : tro j a n- activ i t y; r efe r e nce: ur l , Wl'II" . t h r eatexpe r t . com / r e por t . as px? 
u i d =4f05 f aef -6a70 - 4957-8990-b316d8487f 63; r ef erence : ur 1 , doe. eme r g i ngth r ea t s . net /2010138 ; r e f e r e nee : ur 1, www . eme rgi ngth r ea t s . net/ egi-bin/ c vs L~e b . cgi / s i gs / VIRUS/ TROJ AN_ Ge ne r a ! ; s id : 2010138; 
r ev :2 ; ) 

#2010 -07 - 08 By Eo i n Mi lle r 

• 
a l e r t t cp $Hot1E_NET a ny - > $EXTERNAL_NET $HTTP _ PORTS (msg: " ET TROJ AN Ge ne ric Checki n - H.SCommoni nfo Ex" ; fl ow: establis hed , t o_ se r ve r ; con tent : " POS T " ; noease; dept h : 5 ; 
uricontent : " / common /MSCommon l nf o Ex . ph p" ; c l ass t ype: t rojan-ac t i v i t y ; ref e r e nce : u r l , doe . emergingth reats . net / 2011 179; r ef e r enee : url •'"'""" . eme r g ingth r eats . ne t / cgi · 
b i n/ c vsweb . cgi / s i gs/ VIRUS/ TRO JAN_Ge ne r a l ; sid: 2011179; r ev : 1 ; ) 

#by pedr o ma r i nho 
# r e aa894a50 193470a9e50f 9e0d84 2e l eb7 

a l e r t t cp $HOME_N ET a ny - > $EXTERNAL_N ET $HTT P_PORTS (msg :" ET TRO JAN Gene ric Troj an HTT P Get"; flow: establ i s hed ,to_se r ve r; eont ent : "GET " ; nocase; de pt h :4; uri eo ntent : " in . php ?affid ="; 
uricontent : "&ur l=" ; ur i eont e nt: "&win="; ur i eont ent: "&sts:" ; classty pe : t roj an -activ i t y; r ef e r e nce: u r 1, doe . eme r gingthr eats. ne t / 2011277 ; r e f e r e nce: u r l , Wl'IIV . e me r g i ngthreat s . net / eg i ­
b i n/ e vs1"eb . cgi / s igs / VI RUS / TRO JAN_Ge ne r a l ; sid: 2011277; r ev : 3; ) 

# by marc us a t unso be r 
# 
a l e r t tc p $Hot1E_NET a ny - > $EXTERNAL_NET $HTTP_ PORTS (msg: " ET TROJAN Key l ogge r Cr ac k by ba hma n"; flow:est a blishe d ; cont en t : "POST "; noease; de pt h :5; 
content : "&message "' I 2b l ke y l oggerj2b I Cr ac k I 2b l By I 2b 25 32 31 25 32 31 25 32 31 I . . , bahma n" ; nocase; cla sstype: t r o j a n -activity ; r e f er e nce: url ,doe. eme rgin gth r e ats . net / 2008369; 
r eferenc e : u r 1 , MVW . eme r g ingth r eats . ne t / egi- bin / evs 1veb . egi / s igs / VI RU S/TROJAN _Gene r a l _Key l oggers; s i d : 2008369 ; r ev : 6 ; ) 

#by J effre y Brown 
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• 
a l e r t t cp $HOt1E_NET a ny - > $ EXTE RNAL_NET $HTT P_ PORTS (msg:" ET TROJ AN Key l ogge r In f ection Re po r t v ia POST" ; fl ow : e s t abli s hed ,to_ser ve r ; cont ent : "texto=l25 30 44 25 30 4 1 25 30 44 25 30 
41 I Compute r" ; content : " I 25 30 44 25 30 41 I IP p s 32 45 25 32 4 5 25 32 4 5 25 32 45 25 32 4 5 I"; di sta ne e: 0; c l ass t ype: t ro j a n - activ i t y; r e f e r e nce: ur l , doc . eme r g ingt hr ea t s . ne t / 2008521; 
ref e r e nce: url , h'L>Jhl . eme r gin gth r eats . net / cgi - b i n/ cvs Ne b . cgi / sigs / VIRUS/ TRO JAN_Genera l _ Key l ogge r s; s i d : 2008521 ; r ev : 2;) 

#matt Jonkman 

• 
a l e r t t cp $Hot-'IE_ NET a ny - > $EXTERNA L_ NET $HTT P _ PORTS (msg: " ET TROJ AN SpamTool.Win32 . Age nt .gy/G r um/Te d roo Or Si mila r HTTP Chec ki n" ; f l ow: establi s hed , t o_ se r ve r; u r i content : " ?id="; nocase; 
u r icont e nt : "&tick="; nocase ; u r icontent : "&ve r =" ; noc a se ; u r i conten t : " &s mt p: "; nocase; c l assty pe: t r oj an - act i v i t y ; re f e r ene e: u r l , doc . e me r gi ngt hr ea t s . net / 2008189; 
r ef e r e nc e : ur 1 , www . eme r gin gth reats. net / c gi - bin/ cvs \',le b. cgi / sigs / VI RUS/ TRO JAN_Gene r a l _Spamt oo l s; r e f e r e nce : u r 1 , WIVW . s e c ur eworks. com/ resea r c h/ t hr ea t s / bo t net s2009 / ; 
ref e r ence: u r 1 , sec urity l abs . l~ebsense . com/ content / Blogs/2721. as px ; s id : 2008189; r ev : 3; ) 

# matt Jonkma n 

• 
a l e r t t c p $Hot-1E_ NET a ny - > $EXTERNA L_ NET $HTT P_ PORTS (msg:"ET TRO JAN Common Spambot HTT P Checkin " ; fl ow:est a bl i s he d , t o_ server; ur i content : "os=" ; ur i content : "&use r =" ; 
u r icont ent: "&s tatu s =" ; uricontent : "&uptime="; uricont e nt: "&cmd=" ; cla sstype: tro j a n-act i v i t y ; r ef erence: u r l , d oc . emergi ngthre a t s . ne t / 2008261; r e f e rence: u r 1, t/\11~ . e me r gi ngthr eats . net / cgi­
b in/ cv s\~eb . cgi / sigs /VI RUS / TROJAN_Gene r a l _S pamt ool s; s id : 2008261; r e v : 2; ) 

# Matt Jonkma n , f ound by J acob Ki t c he l 

• 
a l e r t t c p $Hot-1E_ NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (ms g : " ET TRO JAN Unname d Ge neric . Ma h ~a re ht t p ge t " ; flow:est a bli shed , t o_se r ve r ; u r i content : '" /ww 20/ script . php ?id=" ; nocase; 
content : "&co nfig="; nocase; content: ! "Use r -Age nt I 3a I" ; e l ass t ype: t r ojan - a ct i v i t y ; r e f e r e nce: u r l , doc . eme r gingt h r ea t s . net/ 2003431 ; r ef e r e nce : u r l , lVL'ilW . eme r gingth reats . net / cgi ­
b i n/ cvsweb . cgi / sigs /VIRUS/ TROJAN_Gene r ic .Ma l wa r e; s i d: 2003431; r ev : 4; ) 

#from castlecops r esea r ch 

• 
a l e r t t cp $Hot-1E_ NET a ny - > $EXTE RNA L_ NET $HTT P _PORTS (msg: " ET TROJ AN Gene ric . Ma l wa r e . SFL Use r -Agent ( Rescu e/ 9 . 11) "; f l ow : esta blished , to_se r v e r ; con t ent: "Use r -Age nt I 3a l Rescue / 9. 11 " ; 
c l ass t y pe: t r o j a n - ac t i v ity ; ref e r e nce : u r 1 , doc . emerg ingt hreat s. net / 2003645; r e f erence : u r 1 , Wl'IL'l .eme rg i ngth r eat s . net / cgi - b i n/ cv s1,ieb . cgi / sigs/VIRUS/TROJAN_Ge ne ri c . Ma l wa r e ; s i d : 2003645 ; 
rev :4; ) 

#by : J e r emy Com"ay a t s ud osecu r e. net 
# ref : 3ef 704eaa 54118d277d52a1 f e9 bbca a4 

a l e r t t cp $HOME_ NET a ny - > $EXTE RNA L_ NET $HTT P_PORTS (msg:" ET TRO JAN Ge ne r i c Backdoo r Re t r i ev e I nstr uctions / Confi gs - HTTP GE T" ; flo ~l : est ablishe d , to_se r ve r; content : "GET 
depth : 4 ; u r icontent : " . php?a i d=" ; noca se; u rico nt e nt: "&pi d =" ; uri co nt e nt : "&kind="; nocase; con t ent : ! " l0 d 0a IUse r -Age nt I 3a I"; class t ype: t ro j a n - ac t i v i t y; 
ref e r e nce: url , doc . eme r gingt h r eats. net / 2009826; r e f e r ence : u r 1 , ww1,i , e me r gingthr eats. net/ cg i - b in/ cvsl"e b . cg i / sigs / VIRUS/TROJAN_Gene r i c . Ma h ,a r e; s i d : 2009826; r e v : 4; ) 

# by boj a n 

• 

nocase; 

a l e r t t c p $Hot-1E_NET a ny - > $ EXTE RNA L_ NET $HTT P_ PORTS (msg :" ET TROJAN Ge ne ri c Tr ojan Checki n ( doub l e Cont e n t - Type he ade r s ) "; flow: t o_ se r ve r , e s t ablished ; co nt e nt : "POST " ; noca se; dept h : 5 ; 
u r icont e nt : " . ph p" ; nocase; content : " l0d 0a ICo nt e nt - Type I 3a l t ext / ht ml " ; nocase ; content : " I 0d 0a I Content -ty pe I 3a l i mage/ g i f" ; nocase; c l assty pe : t roj an - acti v i ty ; 
ref e r ence: u r l , doc . emer gin gth reats. net/ 2010282; re f e r ence: u r 1 , WWL" . e me r gingt hreats. net / cgi - b i n/ cv s1"e b. cgi / sigs /VIRUS/ TROJAN_Gene r i c . Ma l wa r e ; s i d : 2010282; r e v : 3 ; ) 

# by boj a n 

• 
a l e r t t cp $Hot-1E_ NET a ny - > $EXTE RNA L_ NET $HTT P_ PORTS (ms g: " ET TRO JAN Generi c Tr ojan Chec ki n ( UA VBTagE dit ) " ; flow: t o_ se r ve r, estab l ished ; con t e nt :"GET "; nocase; d e pt h :4; 
content : "HTT P/ 1 . 0 I 0d 0a I User -Age nt I 3a I VBT ag Edit " ; nocase; cla ssty pe ; t r oj an - activ i t y; r e f erence: u r 1 , doc. eme r gi ngt hr eats . net /2010439; r e f e r e ne e : u r 1 , www .emergi ngthr eats .ne t / cgi ­
b i n/cv sl.,,eb. cgi / s i gs /VI RUS / TR OJAN_G e ne r ic .Malwa r e ; sid ! 2010439 ; r ev : 4; ) 

#by pe dr o ma ri nho 

• 
a l e r t t c p $Hot-1E_ NET a ny - > $EXTE RNAL_ NET $HTT P _ PORTS (ms g: " ET TRO JAN Tr oj an - Dovm l oade r Wi n32 . Genome. ava n" ; fl ow: to_se r ve r , es t a blishe d ; content : "G ET "; d ept h : 4 ; uricontent : " ? s pace l ds =" ; 
u r i co nt e nt: "&mac ="; urico ntent : "&hd i d ="; uri co nt e nt: "&,.,,! id="; u r icont e nt : "&s t a r t =" ; u r icont e nt: "&os=" ; u rico nt e nt: "&mem=" ; u r icont ent: "&a liv e ="; uricont e nt : "&ve r =" ; u ricont en t : "&mod e=" ; 
u r icont e nt : "&gu i d=" ; u ricont ent : "&setup =l " ; ur i content : "&ins ta ll:&aut o= " ; ur icont e nt: "&serve-i d=" ; ur i content : "&a r ea=" ; c l as s type: t r ojan - ac t i vity ; 
r ef e r e nce: url , doc . eme r gingt hreats. net/2011236 ; r e f e r ence: u r l , ww1,i . e me r gingt hr eats . net / cg i - b i n/ cvs L,ie b . cg i / sigs /VIRUS/ TROJAN_Genome; s id: 2011236; r ev : 2; ) 

# by s t e ven Ad a i r o f s hadowse r ve r . org 

• 
a l e r t t cp $HOME_ NET a ny - > $EXTERNA L_ NET a ny (msg : " ET TROJAN Gh0st Re mote Access Troj a n Cl i e nt Connec t " ; flo1.,, : to_ serve r , es tablishe d ; co nt ent: "Gh0st"; dept h : 5 ; nocase ; co nt ent:" 100 00 00 
e 0 00 00 00 78 9c 4 b 63 60 60 98 03 c4 a c 40 1" ; ,.,,it h i n : 19; d s i ze : <180; f l m.,,b its : se t ,ET.ghost; classt ype : t r o j a n- ac tiv i t y; r e f e r e nce : u r l, doc . emergingt hr eats . ne t / 2008888; 
ref e r e nce: ur l , www . emerg i n gth reats. net/ cgi - b i n/ cvs \',leb. cgi / sigs /VIRUS / TRO JAN_Ghos t ; s i d: 2008888 ; r ev : 4 ; ) 

# by s teven Ada i r of s hadowserve r . org 

• 
a l e r t t cp $ EXTE RNAL_ NET a ny -> $HOME_ NET a ny (111sg : " ET TROJAN Gh0st Re mote Access Troj a n Se r ve r Res po nse"; flowb i ts: i sset ,ET.ghos t ; flow: t o_cl i ent , est a blis he d; cont ent :"Gh0st " ; de pt h : 5; 
nocase; c l a ss t ype : t roj a n - ac t i v i t y ; r e f e r ence : ur 1 , L\I\Wl . s hadowserver . org/w i ki / pmwi ki . php ?n=Ca l e nd a r. 20081211; r e f e r e nce: u r l , doc . e mergingthr eats, net / 2008889; 
r ef e r ence: u r l, M>JW . emer gingt h reats . net / cgi - b i n/ cvs we b . cgi / sigs /VI RUS/TROJ AN_Ghos t ; s i d: 2008889 ; r e v : 4 ; ) 

# J aso n a ka d nl n j 4 at s had owse r ve r dot o r g 
# r ef : 4 e224c80f 62c l b3dc74d 295d0633e699 
#a l so re 53c26839720c9b3e9c6ed9f 0d 288d288 

a l e r t t cp $HOME_ NET a ny - > $EXTERNAL_ NET a ny (msg : "ET TROJAN Gh0st Troj a n Cnc"; flm":es tab li s hed , t o_ se r ve r ; content : "Gh0s t '" ; de pt h: 5; flm,ibits : set , ET.gh0s t _cl i e nt ; c l ass t y pe : t roj a n• 
act i v i t y ; r e f erence : ur l , doc . eme r g ingth r eat s . ne t / 2010859 ; r e f erence : ur l ,~Mw . e me r gingt h r ea t s . ne t / cgi-b in / cvswe b . cgi / s i gs / VIRUS/TROJAN_Gho s t ; s i d : 2010859; r e v : 5; ) 

#Jaso n a ka d nl n j 4 at s hadowse r ve r dot o r g 
#ref : 4 e 224c80f 62c l b3dc74d295d06 33e699 
#a l so r e 53c26839720c9b3e9c6ed9f 0d288d288 

• 
a l e r t t c p $ EXTERNAL_ NET a ny -> $HOM E_ NET a ny (111sg : "ET TROJAN Gh0st Troj a n CnC Res ponse"; flow : es t a bli s hed , fr om_ se r ver; co nt e nt : "Gh0st"; de pt h : 5 ; flowbits: i sset , ET .gh0s t _clien t ; 
c l ass t y pe: t ro j a n-activ ity ; ref e r e nce: u r 1 , doc . emerg i ngt hrea t s. net / 2010860; r e f erence: u r 1 , wm" . emergingth reats . net/ cgi - b i n/ cv s1"eb . cgi / sigs/VIRUS/TRO JAN_Ghost ; sid : 2010860 ; r e v : 5; ) 

# by Ma r t i n Ho l ste 

• 
a l e r t t c p $Hot-1E_ NET a ny - > $EXTE RNA L_ NET $HTT P _ PORTS (ms g: " ET TRO JAN Ghost Ne t Tro j an Re por tin g" ; flow: es t a blis hed, t o_ se r v er ; u r i cont e nt : " / microsof t /v2/ upd at e / upg r ade. as px ?hos tname =" ; 
u r icont ent: "&ostype ="' ; ur i content : "&mac a dd r =" ; ur icont e nt: "&i padd r ='' ; ur icont e nt : "&owne r =" ; c l ass t ype : t r oj an -activity; t hreshold : t ype limit , trac k by_ src , count 1, second s 300; 
r e f e r e nce: u r l , M"'" . scribd . com/ doc /13731776/ Tr ac ki ng-G hos t Net- Invest i gating-a -Cyber - E sp ionage - Ne t 1'lo r k; re f e r ence : u r 1 , doc . emergingthr eats . net/ 2009202; 
r e f e r e nce: u r l , lVL>Jl" . eme r gin gth r eats . net / cgi - bin/ cvs \',le b . cgi / sigs / VIRUS / TRO JAN_Ghos tnet; s i d : 2009202; r e v : 4 ; ) 

# by mi c hae l scon zo 

• 
a l e r t t cp $HOME_N ET a ny - > $EXTE RNAL_ NET $HTT P _PORTS (msg : " ET TRO JAN Gimm i v . A. dll I nf ec t i on" ; f101" : t o_se r ve r ,establi s he d ; u r icont ent: "/t est " ; u r icont e nt: " . php"; uricontent : " ?abc =" ; 
urico nt e nt : "?de f ="; c lass t y pe: t r o j a n -ac t i v i t y ; r e f e r ence: u r l , \Vl-JL" . mi crosoft . com/ secu r i t y/ po r ta l / Ent r y . a s px ?name=Tr o j anSpy%3 a l~i n32%2f Gimmi v . A; 
r ef e r e nce : u r 1 , doc . eme r gingt h reats. net / 2008689; r e f e r ence: u r 1 , \VL-JL'l , e me r gingthr eats. net / cg i - b in/ cvs L"e b . cg i / sigs /VIRUS/TROJAN_Gi mi v ; sid : 2008689; r e v : 3; ) 

# by mi c hael scon zo 

• 
a l e r t i cmp $HOME_NET a ny -> $EXT ERNAL_NET a ny (msg : " ET TROJAN Gi mmi v Inf ec t ion Ping Out bound " ; i code :0 ; i t ype : 8 ; d s i ze: 20; content : "a bc de l234 5f gh i j6789 " ; classty pe : t roj a n - act i vity ; 
ref e r e nce : u r 1 , doc . eme r gin gth reats. net / 2008726; r e f e r ence: u r 1 , \Vl-JL" . e me r gingthr eats. net / cg i - b in/ cvs L"e b . cg i / sigs /VIRUS/ TROJAN_Gi mi v ; sid: 2008726; r e v : 3; ) 

# by mi c hael scon zo 

• 
a l e r t i cmp $ EXTE RNAL_ NET an y - > $HOME_NET a ny (msg : " ET TROJ.Alll Gi mmi v I nf ec t ion Ping I nboun d " ; i cod e :0; itype: 8; d s i ze : 20; content : "abcd e l 234 5fghij6789"; c l asstype: t r o j an -activ i t y; 
r ef e r e nce: u r 1 , doc . eme r gin gth r eat s. net / 2008727 ; r e f e r ence: u r 1 , W\-JL'l . e me r gingthr ea t s. net / cg i - b in/ cvs L"e b. cg i / sigs /VIRUS/ TROJAN_Gi mi v ; sid: 2008727; r e v : 3; ) 

#by Dar r en Spr uell 

• 
a l e r t t cp $Hot-1E_NET a ny - > $EXTE RNA L_ NET $HTT P _ PORTS (msg: " ET TRO JAN Glacia l Dracon C&C Communi cat ion" ; f l ow: establi s hed , t o_ se r ve r ; u r i cont e nt : " ?i d ="; nocase ; u r i content : " &ve=" ; nocase ; 
u r i co nt e nt: "&h= " ; nocase; cont e nt : " I 0d 0 a 0d 0 a I &e ( ] ="; nocase; co nt e nt : "&t [ l =" ; nocase; content : "&u [] ="; no ca se; cont en t : "&d [ ] =,. ; nocase; co nte nt : "&p [ ] =" ; nocase; class t ype : t roj a n -
act i v i t y; re f e renc e : ur 1 , v,ww . th r ea t e xpe rt . c om/ r epo r t . as px ?md 5=912692c b4e3f 960 c9c b4bbc96fa l 7c9d; r e f erence: u r l , W\'IW . t hr eat ex pert . com/ r eport. a s px?md 5=fd 3d061ee86987e8f3f 245c2dc0ce b46; 
r e f e r ence: u r l , doc . emer gingt h reats . net /2010163; r efe r ence: u r 1 , WWL'l . e me rg i ngthr eats . net/ cgi - b i n/ cvs l,ie b . cgi / s i gs /VIRUS/ TR OJAN_Glacia l ; sid : 2010163; r ev : 2; ) 

# by Tom F i sh e r 

• 
a l e r t tcp $Hot-1E_ NET a ny - > $ EXTERNA L_ NET $HTT P _ PORTS (ms g: " ET TROJAN Go l d un Repor ting User Ac tiv i t y" ; flow: establis hed, t o_serve r ; ur i co nt ent :" . php ?par am=" ; nocase; u rico nt ent: "&soc ks =" ; 
content : " l0d 0a IUse r-Agent ] 3a I Wi ndol'I S Update r " ; noc ase; class t ype : trojan -activity ; r efe r e nce : ur l , ~iww . a v i r a . com/ e n/ t h r ea t s / TR_S py_Go l d un_de_ l _de t a ils . ht ml ; 
r e f e r e nce: u r l , doc . eme r gin gth r eats . net / 2002775; r e f e r ence: u r l , W\-JL" . e me r gingthr eats . net/ cg i - b i n/ cvs l,ie b . cgi / sigs / VIRUS/ TROJAN_Goldu n; s i d : 200277 5; r ev: 6 ; ) 
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#by Tom Fishe r 

• 
a l ert tcp $HOME_NE T a ny - > $EXTERNA L_NE T $HTTP_ PORTS (msg:"ET TROJAN Go l d un Repor t i ng User Ac t i v ity 2" ; f l ow:e stablis hed ,to_se r v e r ; ur i content : " . php ?ph i d="; nocase; u r i cont e nt: "&ver="; 
nocase; uri co ntent : "&nn: " ; nocase; content : " I 0d 0a I User - Agen t I 3a I z I 0 d 0a I"; cl asstype : t ro j a n -activ i t y; r efe r e nce : ur l , ,..,ww . a v i r a . com/ en / t h r ea t s /T R_Spy_Goldun_de_ l _details. ht ml; 
r efe r e nce: u r 1 , doc. eme r g ingth r eats. net / 2002780; re f erence: ur 1 , wwlll . e merg i ngth reat s. net / cgi - b ini cvs Neb . cg i / s i gs / VI RUS/T ROJAN_Go l d un ; s i d : 2002780; rev : 5 ; ) 

#by matt j onk.ma n 

• 
a l ert tcp $HOME_N E T a ny - > $ EXTERNA L_ NE T $HTT P_ PORTS (msg: " ET TRO JAN Go l d un Repor t i ng Insta ll" ; flow: es t a bli s hed , t o_server; uricontent: " . php ?codec ="; pere: " / codec=\ d+D\ d+D\ d+/ U" ; 
e l ass t y pe : t rojan - activ i t y ; r efe r ence: u r 1 , dc c . eme r gingt hreats . ne t /2007965; r ef e r ence: u r 1 , www. eme r gingthr eats . net/ cgi - b i n/ cvs we b . cgi / s igs /VIRUS/ TROJAN_ Go l du n; s i d : 200796 5; r ev : 2 ; ) 

#by d xp a nd Da r r e n Sprue l l. Compila tion of fo r me r s i ds 2003509-2003511 a nd 2002854 

• 
a l ert tcp $HOME_NET a ny - > $ EXTERNAL_NE T $HTTP _ PORTS (msg: " ET TROJAN Goz i c hec k-in / update"; fl m-, : e stablis he d , t o_server ; uri co nte nt : "?user _ i d: " ; nocase; uriconte nt : "&version_ id: " ; 
noca se ; u r ico ntent : "&e re:" ; nocase ; e lasstype : t r o j a n - act i v i t y ; r ef e r ence : ur l , ll/\>IW . secu r ewor ks . com/ r esea r ch/ t hr eat s / goz i ; r ef e r ence : url , doc . eme r gi ngt hr eats . net / 2009410; 
r efe r e nce: u r l , wwl., . eme r gingth r eats. ne t / cgi - b in / cvs 1-,eb . cgi / s igs / VI RUS / TROJAN_Goz i; s i d: 2009410; r e v : 3; ) 

#Joe Stewart from Lur hq 
# 
a l e r t tc p a ny any - > $ EXTER NAL_NET $HTT P_ PORTS (msg:"ET TRO JAN Possib l e Bo bax t r ojan i nfection" ; flow:e stablis he d ,to_ serv e r; content :"GET " ; d epth : 4 ; u ricontent :" / r eg l 3f lu="; 
u ricontent : " I 26 Iv ="; class t ype: t ro j a n - act i v i t y ; r ef e r ence : ur 1 , www. l u r hq . com/ boba x . ht ml ; r e f e r e nce: u r 1 , doc . eme r g i ngt h r ea t s . ne t / 2001901 ; ref e r e nce: u r l , h'l.,,..L eme r g ingt h r ea t s . net / cgi­
b i n/ cvs \~eb . cgi / s i gs /VI RU5 / TROJAN_HTTP _ Botnets; sid: 2001901; r ev : 6 ; ) 

#Hac ke r De f ende r Root Kit 
#By Chris Norton 2/ 22/ 0 5 

• 
a l ert tc p $EXTE RNAL_ NET a ny -> $HOM E_NE T a ny (111s g:"ET TROJAN Hac ke r Def e nd e r Root Ki t Remote Con nection Attempt Oe t ected " ; flow: es t a blis hed, t o_s e r v e r ; cont e nt: " 101 9a Be 66 af c 0 4a 11 
9e 3f 40 88 12 2c 3a 4a 84 6 5 38 b0 b4 08 0b af db c e 0 2 94 34 5f 22 1 "; r a1~bytes; t ag: sess i on , 20 , pac kets ; classtype: t r o j a n-activity; 
r efe r e nce: u r l . secu r i t y r es pon se . s yma ntec . com/ a vce nt e r /ve nc / data / bac kdoo r . h a ckdef end e r . ht ml ; ref e r ence : ur l, d oc . emergingthrea t s . ne t /2001743; r efe r e nce : ur l , ,..,ww _ emergingt h reats .ne t / cgi­
b i n/ cvs \~eb . cgi / s i gs / VI RUS/ TROJAN_Hac ke r De f end e r ; sid : 200174 3; r ev : 8; ) 

#Matt Jo nkman 
# 
a l ert tc p $HOME_NE T a ny - > $ EXTE RNA L_NET any (msg:"E T TROJAN Hac ke r Def e nder . HE Root Kit Cont r o! Connection "; flo,..i : es t abli s hed , t o_server; co nt ent :" Jd0 84 ec 77 cf ec 60 e9 I "; depth : 8; 
e l ass t y pe: t rojan -ac t i v i t y; r eference: u r 1 , securi t y r espo nse . syma nt ec. com/ avcenter/ve nc / d at a / bac kd oor . hac kdef e nde r . ht ml ; reference: ur l , doc. emergingth reats . ne t /2003244; 
r e fere nce: u r l , wwi.-, . eme r g i ngth r eats. ne t / cgi • b in / cvs 1-,eb . cgi / s igs / VI RUS / TROJ AN_ Hac ker Defender; s i d: 2003244 ; r e v ! 3 ; ) 

#Matt Jonkma n 

• 
a l e r t tcp $ EXTERNAL_ NET a ny -> $HOM E_NE T a ny (111sg:" ET TROJ AN Hac ke r De f e nd e r . HE Root Ki t Cont ro! Connect i on Re p l y " ; flow: es t a blis he d , f r om_se r ver; conte nt :" l d0 84 ec 77 cf ec 60 e9 I" ; 
depth : 8 ; c l asst ype : t r o j a n -activ i t y ; r e f erence : ur 1 , secur i t y r es ponse. s ymant ec . com / a vcent er /ve nc / data/ bac kdoo r . hac kd ef e nde r. ht ml ; r ef e r ence : url , doc . emergi ngt hr e ats . net / 2003 245; 
r e f e rence: u r l , wwl., . eme r g i ngth r eats. ne t / cgi - b in / cvs 1-,eb . cgi / s igs / VIRUS / TRO JAN_Hac ker Defende r ; s i d: 200324 5; r e v : 3; ) 

#T r o j an HaxDoor 
#Submitted by Tam Fi scher , 2006-01 -24 , mod i fi ed 2/2 / 06 on i nfo from chri s, r e f e r e nce u pdate from dar r e n sp r uell 

• 
a l ert tc p $HOME_NE T a ny · > $ EXTERNA L_NET $HTTP_PORTS (msg:"ET TROJ AN Haxd oor Re port ing Use r Act i v ity"; flow:est a bli s hed , t o_server; u r i cont e nt : " . php? "; nocase ; u ricont ent : " lan g=" ; 
noca se; u r i co ntent : "&soc ksport =" ; nocase; uri co ntent : "&httpport =" ; nocase; u r i content : "&ve r =" ; noca se; c l asstype : t r o j a n - act i v i t y; 
r eference: u r l , h'!."1.,. trendmi cro . com/v i nf o/v i r usencyc l o/ def au l t 5. a sp ?VName=BKDR_ HAXDOOR. DI; r efe r ence : u r l , doc . eme r g ingthr eats. ne t / 2002790; r e f erence : u r l , W\'11., . eme r g ingth r eats. ne t / cgi ­
b i n/ cvsweb . cgi / s i gs / VI RUS/T ROJAN_Ha xDoo r ; r ef e r e nce : ur l , l'A'M. s ymantec . com/ securi t y _ r esponse/ ,..iri teup . j s p ?doc id :: 2003 - 113016 - 1420-9 9&t a b i d ::2; r efe r e nce : ur l , ,..rv,w , t hr eatexper t . c om/ rep or t . aspx? 
md5=e787c44 37ff67061983cd084 58f71 c94 ; r ef e r ence : url , 'ttwl~ . t hr eat expe r t , com/ r e port . as px ?md5=d86b9eaf 9682d60c b8b928dc6ac4 0954 ; r e f e rence: u r 1 , L>ll>JW . th r eat expe rt . com/ r e por t . aspx ? 
md 5: 1777f0ff a890ebfcc:7 587957f 2d08dc:a; s id : 2002790; r ev : 7 ; ) 

#T r o j a n HaxDoor 
#Submitted by Tam Fi scher, 2006 -01 -24 , mod i fi e d 2/2 / 06 on i nfo from chri s, r e f e r e nce u pdate from dar r e n sp r uell 

• 
a l ert tc p $HOME_NE T a ny · > $ EXTERNA L_N ET $HTTP _PORTS (msg: "ET TROJ AN Ha xdoor Report ing Us e r Ac t i v ity 2" ; flm-i : es t a bli shed , to_se r ve r ; uricont ent : " . php?param=" ; nocase; 
uricontent : "&socks por t="; nocase; urico nt e nt : "&ht tpp or t="; nocase; ur i cont e nt : "&u pt i me"; noca se ; u r i cont e n t : "&uid="; noc ase; uricont en t : " &ve r ="; nocase; e las stype: t r oj an -act i v i t y ; 
r eference: u r 1 . doc. eme r gingth r eats. net/ 2002929 ; r efe r ence : u r l , wwlll . e me r g i ngthr eats . net/ cgi · b in/ cvs i...eb . cgi / s igs / Vl RUS / TROJAN_ HaxOoo r ; 
r efere nce: u r l , h'!."1., . syma ntec. com/ securi t y_ res ponse/l-, ri teup . j sp ?doc i d ::2003- 113016- 14 20 -99&t a b id: 2; r e f e r e nce : ur 1 , W\>JW . thr eatexpe rt . c om/ r ep or t . as px ?md5::e787c4437f f 67061983c d08458f71 c94 ; 
refere nce: u r l , w."1., . t hreatexpe rt . com/ r epo r t . as p x?md 5=d 86 b9eaf 9682d60 c b8b928dc6ac40954; r ef erence : url , '?M~ . t h rea texpe r t . com/ r eport . a s px ?md 5=1777f0ffa890e bf cc7587957f 2d08dca; sid: 2002929 ; 
r e v :4; ) 

# by e v ilghos t 
# 

#a l e rt tcp $Ho-1 E_NET any - > $ EXTER NAL_NET $HTT P_ PORTS (msg : "ET TROJAN Exp l oi t kit do,..m l oad pay l oad likely Hiloti Gozi Fa keAV et c " ; flow: to_ se r ve r , es t a blished; content: "GET 
d ept h : 4; conten t : ! " I 0d 0a I Refere r I 3a I "'; nocase; uri co ntent: " / eH" ; pc r e:" /\/ ( a- z0·9 ] +\ . [ a- z0-9 ]{ 2, 4} \/ eH[ a - z0- 9 ]{ 60 , }$/ Ui " ; classtype : t r o j a n -act i v i t y ; 
r e f e r e nce: u r l , WWL.., . mic r osoft . com/ securi t y/ po r t a l / Th reat/ Encycloped i a / Ent r y . as px ?Name=Trojan%3AWi n32%2FHi l ot i . ge n%21D; r ef e r e nce : ur 1 , doc . eme r gingthreats . net / 2011103; 
r efe r e nce: u r l , h'l..w . eme r gingth r eats. ne t / cgi - b in / cvs l-,eb . cgi / sigs / VIRUS / TROJ AN_Hil t oi; s id : 201 1103 ; r e v : 7; ) 

#by e v i l ghos t 

• 
a l ert tcp $HOME_NET a ny - > $ EXTERNAL_NET $HTT P_ PORTS (ms g: " ET TROJAN Explo it kit a t t ack act i vity like l y host ile" ; f101-, :to_ser ve r ,establis hed ; content : "GE T " ; nocase ; de pt h: 4 ; 
cont ent : ! " I 0 d 0 a I Ref e r e r I 3a I "; nocase; ur i co nt e nt : " / o H"; pe r e : " /\/ [ a-z0-9 ]+ \ . [ a- z0 - 9]{2 , 4 } \/ oH [ a- z0-9 ]{ 60, }$/ Ui " ; class t ype : t ro j an-ac tiv ity ; 
r eference: u r l , WWL.'l .mi c r osoft . com/ securi t y/ port a l / Th r ea t / Encycloped i a / Ent r y . aspx ?Name=Trojan%3A\-Jin 32%2FHi l ot i . ge n%21D; r ef erence : ur 1 , doc. eme r g i ngthrea t s . ne t /2011104 ; 
r eference: u r l , wwi.., . eme r g i ngth r eats. ne t / cgi • b in / cvs 1-,eb . cgi / s igs / VI RUS/TROJ AN_ Hil t o i ; s id : 2011104 ; r e v : 7; ) 

#ma tt j onkma n 
#Di sab l ed f ar now, gett ing ma ny fa l se positives 

• 

nocase; 

#a l ert tcp $H0'-1 E_ NET any -> $EXT ERNAL_NE T $HTTP _ PORTS (msg : " ET TROJAN Hitpop Chec ki n " ; flm-, :establis hed, to_se r ver ; uriconte nt : " / stat . h t m? i d::"; nocase; u r i co ntent: "&agt=" ; noc ase; 
u r i content : "&r =htt p"; nocase ; u r i content : " &05=" ; nocase; u r icont e nt : "&ntime= " ; no ca se; ur i cont e nt: "&r t i me= " ; nocase; e l asstype : t r o j a n - act i v i t y; r e f e r e nce: ur l ,atla s · 
public . ec2 . a r bo r . n et / docs / Hi t pop_ODoS_Malwa r e _Ana l y s i s_ PUBLIC. pdf ; r efe renc e : u r 1 , doc. emergingt hr eat s. ne t / 2008275; r e f erence : u r l , w1•tw . eme r g i ng th r eat s. net / cg i · 
b i n/ cvsweb . cgi / s i gs / VIRUS / TROJAN_Hi tpop ; s i d : 20 08275; r e v : 3 ; ) 

#by j e r emy a t s udosec u r e 
# r e f : 0189096db51a da f 5 598ef9a8eaeef f 34 

a l ert tcp $HOME_NE T a ny - > $ EXTERNA L_NE T $HTTP_PORTS (msg:"ET TROJ AN Hitpop . AG/ Pophot . az HTTP Chec ki n" ; fl ow:to_ser ve r, es t a bli s hed ; content :"GET "; nocase; dept h :4; u ricon tent : " . asp" ; 
noca se; uri co ntent : " I 3 F I ver= "; nocase; uricontent:" I 26 I tg i d =" ; noc a se ; u r icontent: " I 26 I a dd r ess=" ; nocase; pe r e : " / a ddr ess \ :: ( ( 0-9A- F] (0-9A- F] - ){ 5 } ( [0-9A- F] [0 · 9A- F] )/ i " ; c l assty pe: t r oj an -
ac tiv i t y ; r e fe r ence : url , d oc . eme rgingt h r eats . n e t / 2008317; r e f erence : ur l , www .emergi ngth r eats . ne t / cg i - b in/ cvs web . cg i / s i gs / VIRUS/TROJAN_Hi tpop ; sid : 2008317; r ev ; 4; ) 

# by Don Jac kson of Securewor ks 

• 
a l ert tc p $ EXTE RNAL_ NET a ny -> $HOM E_NE T a ny (msg: " ET TROJAN Hotlan . e Spa mbot c &c dovm l oad comma nd " ; floN: e stablished , from_se r ver; cont ent : " I 3B I URL J 3AI htt p I 3A 2F 2F I "; 
pe r e :" /\x0D \ x0A \ x0D\ x0ASLP\ x 3A\ d+\ x3BMOD\ x 3A[ \ S\ x 3B ] +\ x3BURL \ x 3Aht tp\ x3A\ x2F{2} ( "'\x 3B] +\ x3BSRV\ x3Aupd \ x3B/ "; c l asst y pe: t r o j a n-act i v i t y ; r e f e r e nce : u r l , doc . eme r g i ngt h r e a t s . net / 2008471; 
r efe r e nce: u r l , h'!."1., . eme r gingth r eats. net/ cgi - b in / cvs l,ieb . cgi / s i gs / VI RUS / TRO JAN_ Hotlan ; s id ! 2008471; r e v : 4 ; ) 

#by Do n Jac kson of Secu rewor ks 

• 
a l ert tcp $HOME_NET a ny - > $ EXTERNA L_NE T $HTT P_ PORTS (msg:" ET TRO JAN Hotlan . C Spambot Trojan Act i v ity " ; fl ow :to_ser ve r ,es t ablished; content :"GET l 20 I"; off set :0; de pt h : 4 ; 
content : "I 3F I mod I 3D I" ; offset: 5; d ept h : 40 ; pe r e:" /"'GET \ s + [ "'\x0 A\ x0D]+\ x3 Fmod \ x3D\ w* \ x26id \ x 3D ( "'\x26 \ s ] +\ x5f\w+ \ x26up\ x3D [ "'\x26 ] + \ x26mi d\ x3D[ "'\x26 \ s ] +/ " ; e lass t ype: t r oj a n -ac t i v i t y ; 
r efe r e nce: u r 1 , doc. eme r g i ngth r eats. net / 20084 73 ; r e feren ce: ur 1 , wwN . e me r g i ngth r eats. net / c gi · b ini cvs web . cgi/s i gs / VI RUS / TROJAN_ Hotlan ; s i d: 2008473 ; r e v : 4 ; ) 

#Matt Jonkma n 

• 
a l e rt tc p $ EXTERNAL_ NET ! $HTTP _POR TS • > $HOME_NET a ny (msg : " ET VIRUS Hob 1o r d Troj a n i n Tr ansit " ; flow: establi she d , from_serve r; conten t : " J63 6f 6d 66 69 64 65 6e 74 69 61 6c 20 64 6f 63 
7 5 6d 6S 6e 74 20 28 57 6f 72 64 29 20 66 72 6f 6d 20 44 69 67 69 44 6f 63 00 4 3 4d 20 25 73 20 1 " ; classt y pe: tro j an -act i v i t y ; 
r e f e r e nce: u r 1 , secu r i t y r es ponse . s yma ntec . com/ a vce nt e r /ve nc / d a t a / t roj a n . hot word . ht ml ; ref eren ce : ur 1 , doc . eme r gingt h rea ts . ne t / 20019 59; ref e r e nc e : ur 1 , ~J<JIW . emergingth reats . ne t / cgi­
b i n/ cvs \~eb . cgi / s i gs /VI RUS / TRO JAN_Hot word ; sid : 2001959; rev : 7; ) 

#Matt Jonkma n 

• 
a l ert tc p $EXTERNAL_ NET $HTTP_PORTS -> $HOME_NET a ny (ms g: " ET VIRUS Hot wo r d Tro j a n i nbou nd v i a http" ; flow: es t a bli s hed , from_ se r ve r ; c:o nt e nt :" 163 6f 6d 66 69 64 65 6e 74 69 61 6c 20 64 
6f 63 75 6d 65 6e 74 20 28 57 6f 72 64 29 20 66 72 6f 6d 20 44 69 67 69 44 6f 63 00 43 4d 20 25 73 20 1" ; cla s s t ype: t r o j an -activity ; 
r e f erence: u r 1 , securi t y r espo nse . s ymant ec . com/ a vcent er /ve nc / d a ta / t rojan . hotwor d. ht ml ; ref e r ence : ur 1 , doc . emergingt hreats . ne t / 2001960; r ef erence: ur l , ,..J<JIW . emergingt hreats . ne t / cgi-
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bi n/ cvsweb. cgi / s i gs/VI RUS/ TR OJAN_Hott>Jord; s id : 2001960; r e v : 6; ) 

#Matt Jonkman 

• 
ale r t tc p $HOME_NET a ny - > $EXTE RNA L_NET 21 ( msg : " ET VIRUS Hot 1.>Jord Tro j a n - Poss i bl e File Uplcad CH JO" ; f l ow: t o_serve r, es t ablishe d ; co ntent:"STOR _ "; co ntent: " -CH JO . ORV" ; nocase; 
with i n : 100; class ty pe: t r o j a n-activ i t y; r e f e r e nce: url , securi t y r espcn se . symantec. ccm/ a vcent e r /ve nc/ dat a / t roja n .ho t wcrd . h t ml ; r e f e r e nce : ur l , dcc . e me r gingth r eats . net / 2001961 ; 
r e f e r e nce: ur l , ww1.>J . eme r g i ngth r eats. ne t / cgi - b i n / cvs 1>Jeb . cgi / s i gs / VIRUS / TROJAN_Hot wor d ; s. i d: 2001961 ; r e v : 9; ) 

#Matt Jonkma n 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET 21 ( msg : " ET VIR US Hot word Troj a n • Possibl e File Uplc a d CFXP " ; flow: t o_serve r, es t ablished; co nt ent :" STOR _"; con t e nt:"-CFXP . ORV"; nocase; 
\.,, ithin : 100; class t y pe: t r o j a n- a ct i v i ty ; r efe r e nce: u r 1 , secur i t y r espcn se . symantec . ccm/ a vcente r /ve nc/ data / t r ojan . ho t wc r d . h t ml ; r eference : ur l , dcc . e me r gingth r eats . net / 2001962; 
r efe r e nce: u r l , W1.oJ1oJ . eme r gingth r eats . net/ cgi - bin / cvs 1>Jeb . cgi / sigs / VI RUS / TROJAN_Hotwc r d ; s. id: 2001962 ; rev : 9; ) 

#Matt Jonkman 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTERNAL_NE T 21 ( msg : " ET VIRUS Hot word Tro j a n - Poss i bl e FTP Fi l e Re ques t ps pv .exe " ; fl ow: t o_ se r ve r , established ; content: "SIZE pspv . e xe " ; c lass t ype: t ro jan -
activ i t y; reference : ur 1, securi t y r esponse. syma ntec . com/ a vcente r /ve nc / da ta/ t r o j a n . hot word. ht ml ; r efe r e nce: u r 1 , doc. emergingthreats. ne t / 2001963; r ef e r e nc e : u r l , www. emergingthr eats. net / cgi­
b i n/ cvsweb. cg i / s i gs /VIRUS / TRO JAN_Hot word; s id : 2001963; rev : 9; ) 

#Matt Jonkma n 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTERNA L_NE T 21 ( msg : " ET VIR US Hobmrd Trojan - Poss i bl e FTP File Re quest . t ea"; flow: t c_se r ve r , es tab lishe d; content : " LI ST " ; ccntent: " . tea"; nocase; 
\.,, ithin : 50; c l asst ype : t roj an-activ i t y; re feren ce: ur l , secur i t y r esponse . syma nt e c . com/ a vce nte r /ve nc/ data / tro j an . hob ,ord . html; r efe r e nce : ur 1 , dcc . emergingthreats . net / 2001964; 
r efe r e nce: ur l , Wl.o/l>J . eme r gingthreats . net/ cgi - bin / cvs 1>Jeb . cgi / sigs / VI RUS / TRO JAN_Hob ior d ; sid: 2001964 ; rev : 9 ; ) 

#Matt Jonkma n 

• 
a l e r t tc p $HOME_NET any - > $EXTERNA L_NET 21 ( msg : " ET VIR US Hobmrd Tro j a n - Possibl e FTP File Status Upl oa d _ " ; f1 01>J : t o_ se r ve r ,establi shed; content : " 153 54 4f 52 20 Sf Sf 5f 0d 0a l " ; 
e l ass t ype : t ro jan - activ i t y; refe r e nce : u r l , sec ur i t y respcn se . s ymantec . com/ a vcente r /ve nc / data / t rcj a n . hot wo r d . html ; refe r e nce : url , doc . e mergi ngth r eat s. net/2001965; 
r efe r e nce: u r l , Wl.o/l>J. eme r g i ngth r eats. net/ cgi - bin / cvs 1>Jeb . cgi / s i gs / VI RUS / TRO JAN_Hobior d ; sid : 2001965 ; r e v : 9; ) 

#Matt Jonkma n 
# 
a l e r t t cp $HOME_NET a ny - > $EXTE RNA L_NET 21 ( msg:" ET VI RUS Hct word Troj a n - Poss i bl e FT P File Status Check_"; fl o,.,, : t c_se r ve r , establis hed; conte nt: " 153 49 Sa 45 20 Sf Sf 5f 0d 0a l " ; 
e l a sstype : t r o jan- ac t i v i t y ; r efe r e nce : u r 1 , s ec ur i t y respcn se . s ymantec . com/ a vce nte r /ve nc/ data / t rcj a n . hobro r d . html ; r efe rence: u r l , dcc . e me r gi ngth r eat s. ne t /2001966; 
r efe r e nce: u r l , W1.oJ1oJ . eme r gingt h r eats . ne t / cgi - bin / cvs 1>Jeb . cgi / sigs / VI RUS / TROJAN_Hot wc r d ; sid: 2001966; r e v : 9; ) 

#f r cm cas t l ecops r esea r c h , http : //1"'1oJloJ . cast l eco ps . com , sig by Matt J onkma n 
# 

a l e r t t cp $HOME_NET a ny - > $ EXTERNAL_NE T $HTT P_ PORTS (msg:"ET TRO JA.N Hupigon User Agent Detec ted ( Sy kO) "; fl m.,, : es tab l ished, t o_se r ve r ; content : "Use r -Age nt l 3a l Sy kO" ; noc ase; 
e l asstype: t ro j a n-activ i t y; r ef e r ence : u r l , doc . eme r g ingt hreats. net / 2003649; r efe r ence: u r l , w1vw . eme r gingt hr eats. ne t / cgi-b in/ cvs L~e b . cgi / sigs /VIRUS/ TROJAN_Hupi ngton; sid : 2003649; r ev : 7; ) 

#f r om sandnet ana l ys i s 

• 
a l e rt tc p $HOME_NET any - > $EXTERNA L_NET $HTT P _ PORTS (msg: " ET TROJ AN Hupigon Use r Agent Detec ted ( I E_7 . 0 ) " ; f1 01\! : established, t o_serve r; content: "Use r •Agent l 3a I I E_7 . 0"; nocase; 
e l asstype: t rc j an -activ i t y ; r efe r ence : u r l , doc . emer gingt hr eats . ne t / 2003932; r ef e r ence: u r l , u,:1w . eme r gingthr eats . ne t / c gi- bin/ cvs we b . cgi / sigs / VI RUS/ TROJAN_Hupi ngton; s i d : 2003932; r ev : 7; ) 

#f r cm sandne t 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNAL_NE T $HTTP_ PORTS (msg:"ET TROJA.N Hupi gon URL I nfecti on Checkin Detected" ; flm·, : established , t o_ se r ve r ; u r i content : "?mac="; nocase ; uricontent: "&ve r =" ; 
nocase ; urico ntent : "&use r =" ; noc ase; u r i content : "&md5= " ; nocase; uricontent : "&pc="; nocase ; per e : "/ mac= [ a-f0-9 ]{2 }- [ a -f0 -9 ]{2}- [ a-f0-9 ]{ 2 }- [ a - f 0-9 ]{2}- ( a- f0- 9]{ 2} - [ a -f0-9 ]{ 2}/ Ui" ; 
e l asstype: t r o j a n-activ i t y; r efe r ence : u r 1 , doc. emergingt hr eats. ne t /200759 2; r ef e r enc e: u r 1, www .emer g ingthr eats. net/ cgi- bin/ cvs L~e b . cgi / sigs /VIRUS/ TROJAN_Hupi ngton; sid: 2007592; r ev : 5 ; ) 

# f r om sandne t 

• 
a l e r t t cp $HOME_N ET a ny - > $EXTERNA L_NET $HTT P _PORTS (msg: " ET TROJAN Hupigon Us er Agent Detec ted ( RAVl . 23 ) "; floi,J : establishe d , t c_se r ve r ; content : "Use r - Age nt I 3a l RAV"; nocase; 
pe re: " / Use r - Agent \x3a RAV\ d \ . \ d \ d/ " ; c l asstype: t r o j a n- activ i t y ; r e f erence : ur l, dcc . eme r gingth r eats . ne t / 2007661 ; r eference : ur l , www . eme r g ingth r eats. net / cg i -
b i n/ cvs \.,,eb. cg i / s i gs /VI RUS/TRO JAN_Hupingt c n ; s id : 2007661 ; r e v : 4 ; ) 

#f r cm sandne t 
# 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (ms g: " ET TROJ A.N Hupi gon User Agent Detec ted ( ? ?) " ; flow: es t ablished , t o_ serve r ; con t ent: "Use r -Age nt I 3a l I 3f 3f 0d 0a I"; nocase ; 
e l asstype: t r o j a n-act i v i t y; r eferen c e : u r 1 , doc . eme r gingt hr eat s. ne t / 2007689; r efe r ence: u r 1, lVIVW . eme r g ingth r eats. ne t / cgi- bin/ cvs L~e b . cgi / sigs /VIRUS/ TROJAN_Hupi ngton; sid: 2007689; r ev : 4 ; ) 

#Bac kdoo r . t,Jin32 . Hupigon . a bb 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNA L_NET 1024 : (msg : " ET TROJAN Hupi gcn CnC i nit (va riant abb) "; flovl : establi s hed , t c_serve r ; d s i z e : 4 ; f lowbit s : i s not set, ET. hupa . i n i t ; f l cwbits : nca l e r t; 
content : "I 00 00 00 00 I "; f l m>Jb i ts : set , ET . hupa . i ni t ; c l assty pe : tro j a n-activ i t y; r efe r e nce: u r l , doc . e me r gingthr eats. net / 2008041 ; r e f e r e ne e : url , W\'M . e me r gingth r eats . net / cgi-
b i n/ cvsweb. cg i / sigs /VI RUS / TROJAN_Hupingtc n ; sid : 2008041 ; r e v :4 ; ) 

#Bac kdoo r . Wi n32. Hu pigon . a bb 
# 
a l ert tc p $HOME_NET a ny - > $EXTERNAL_NE T 1024 : (msg:"ET TRO JAN Hup igon CnC Da ta Pos t (va r iant abb ) " ; fl ow: es t a blished, t o_se r ve r; ds ize : >200; flOL\!bi t s: i sset , ET . hu pa .init; 
cont en t : "l~indows " ; content: "Serv i ce Pack "; di s tane e: 0; con tent : "HACK I 00 00 I"; d i s t a nce: 100 ; clas s t ype : trojan-activi t y ; r efe r e nce: ur l , doc . eme r gingthrea t s. net/ 2008042; 
r e f e r e nce: u r l , Wl.o/l>J. eme r g i ngth r eats . net/ cgi - bin / cvs L>Jeb . cgi / s igs / VIRUS/T RO JAN _Hupi ngt on; s i d : 2008042; rev : 3 ; ) 

# Bac kdoc r . t,Jin32 . Hupigon . a bb 

• 
ale r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P _PORTS (msg: " ET TROJ AN Hupigon User Agent Detec ted ( VI P2007 ) "; flow: establishe d , t o_ se r ve r ; content : "Use r - Age nt I 3a l VI P20" ; nocase; 
e l ass t ype: t r o j a n- ac t i v i t y; r e feren ce: url , doc . emerg ingt hr eats. ne t / 2008156; r efe r ence : u r l , \VIVI.\! . eme r gingt hr e ats . net/ cgi- bin/ cvs L,.e b . cgi / sigs /VIRUS/ TROJAN_Hupingt on; sid : 2008156; r ev : 3 ; ) 

#ne vi hup igon va riant cnc , at l east t hat s l.,,hat some o f t he AVs call it . 1801d4ff b772174 c655a 5b223f b4d 781 
# 
a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NET 1024 : (msg : " ET TRO JAN Hup igon CnC Commun i ca tion (va r i an t bys j ) "; fl ow:es t abli shed ,to_serve r ; d s i ze:5; conten t : "HTTP l00 I"; c l asst ype : t rojan­
activ i t y; re f e renc e: ur l , doc . eme r gingth r ea t s . net/2008258; r e f e r ence : ur l , www . emerg i ngth rea t s . ne t / cg i - bin / cv sweb . cgi / s i gs /VIRUS/ TROJAN_Hupi ngt on; s id : 2008 258; r ev : 3; ) 

#by Pedro Marinho 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET 3128 (msg: " ET TROJ AN Like l y Hupigon Pos t t o Ccn t rcller " ; flm.,, :establi shed , t o_ se r ve r ; co ntent : "POST / +"; de pt h :7; f1 01>Jbit s: nca l e r t; 
flowbi ts : set, ET. Hu pi ni tl; c l as stype : t ro jan -activ i t y ; r e f e r ence : u r l , \VIVI.\! . f - secu r e . com/v - desc s / bac kdoo r _1"'32_hup igcn . s ht ml ; r ef erence : url , doc . eme r gi ngt hr eats. net / 2008389; 
r efe r e nce: u r l , wwN . eme r g i ngth r eats. net/ cgi - bin / cvs 1>Jeb . cgi / sigs / VI RUS / TROJAN_Hup i ngtcn ; s i d : 2008389; r ev : 2 ; ) 

#by Pe dr o Marinho 
# 
a l e rt t cp $ EXTE RNAL_NET 3128 - > $HOME_N ET any (msg: " ET TROJAN Hupigon Response from Cont r o lle r (YES - "'~) " ; f101'l : establi s hed , from_se r ve r ; flm.,,bit s: i sset ,ET . Hup i ni tl ; content: "HTTP/ 1 . 0 
200 OK l0d 0a 0 d 0a lYES l0d 0a 7e 7e l "; dept h :26; content : "@@ l0 d 0a 0d 0a l "; \.,, ith i n : 150; clas st ype:t roj a n- activity ; r efe r e nce:ur l , W1.m . f• secu r e . com/v- descs / bac kdoor_w32_hup i gon . sht ml ; 
refere nce: u r l, doc. eme r gingt h r eats . net/ 2008390; re feren ce: u r 1 , Wl.\!L.,. . e merg ingth r eats . net/ cgi • b ini cvs web . cgi / s igs / VI RUS / TROJAN_Hupi ngt cn; sid: 2008390; r ev : 2; ) 

#by jer emy at s udosec ur e 
# ref: a l 27ef 8d46e 52b3df09c l c9430de6a27 

a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (msg: " ET TROJ A.N Hupigon . AZG Che c ki n" ; flcw: es tabli shed, t o_ se r ver ; co ntent : "GE T " ; dept h :4; nocase; con tent:" j0d 0a IUser- Age nt I 3a I 
Mozilla / 3 .0 ( compa t i bl e l 3b l I ndy Li b rary ) l 0d 0a l " ; wit hi n:300; nocase ; u r i content: "e ve ="; no ca se; u r icontent:"use r na me =" ; nocase; urico ntent : "anma : " ; nocase; u r i cont e nt : "ve r : "; nocase ; 
e l asstype: t ro j an- ac t i v i t y ; r eferen c e : u r 1, \"'11/W . pa ndasecur i t y . com/ home us e r s / securi t y - i nf o / a bout-ma l wa r e / e ncycloped i a / ove r v i ew. a spx ?i dv i r us=143511&s ind=0; 
ref erence: u r 1, v il . nai. c om/v i l/ conte nt /v _14 5056. ht m; r efere nc e : u r 1, doc . eme r gingt hr eats . ne t / 2008515; r ef e r e nce: u r l , wrM . eme r gi ngth r eats. ne t / cgi- bi n/ cv sweb . cg i / s i gs/ VIR US/ TROJAN_ Hu pington; 
sid :200851 5; r ev : 3; ) 

#matt j onkman 

• 
alert tc p $HOME_NET a ny - > $ EXTERNA L_NET 1024 : (msg : " ET TROJAN Hup igc n .dkxh Check i n t o CnC" ; flow: establi shed ,to_serve r ; ccnten t : "OK l 2e 0 1 1200"; de pth : 20; offset :13; con tent : "Wi ndoi,l s 
d istance : 4 ; within : 30; c l ass t ype : t r o j a n -activ i t y ; r e f e r e nce : ur l , doc. eme rgingt h r eats . net/2008540 ; reference : ur l , 1.wrw . eme r gingt h r e a t s. net / cgi-b i n/ c vs i,ieb. cg i / s igs / VI RUS /TROJAN_Hupingt on ; 
s i d : 2008540; r ev :3; ) 

#by da rre n sp r uell 

• 
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a l e r t t ep $HOME_N ET a ny - > $EXTERNA L_NET 1024: (msg: " ET TROJAN Hup i gon Sy s t em St ats Re port ( 1-va r i a nt ) " ; flow:est a bli s he d ,to_se r ve r ; co nt e nt: " 100 00 00 )"; depth :3; eont ent : " <CPUI >"; 
eont e nt : "< / CPU! >< " ; di sta ne e : 0; wi t hin : 27; eont e nt : " <MEMI >" ; eont e nt : "</MEMI >< " ; di s t a ne e: 0; wi t h i n : 27; pe r e: " /"'\x00\ x00\ x00 ( \ x72- \ x74 ] / " ; e l asstype: t r oja n- aet i v i t y ; 
r e f e r e nee : u r l , doe . eme r g i ngth r eat s. net/ bin/view/Ma i n/ Tr o j a nDr oppe r 497; ref e r enee : ur l , 1/l'IJW . eme r g i ngt h r ea t s . ne t / egi-bin/ e vs 111e b . eg i / s i gs / VI RUS/ TROJAN_Hupington ; sid: 2009052; r e v : 3; ) 

#mat t j onkma n 

• 
ale r t t ep $HOME_N ET a ny - > $ EXTERNA L_NET 3128:9000 ( msg : " ET TROJ AN Possib l e Hupi gon Co nneet"; fl m>J : es t a blis he d , fr om_se r ve r ; flowbi ts:se t , ET. Hupi nit 2; d s i ze: <28; eontent: " HTTP/ 1. 0 200 " ; 
dept h : 13; e l asstype : t ro jan-act i v i t y ; f l owbi t s : noa l e r t ; r e f e r e nce : url , dcc . eme r g i ngth r eat s . ne t / 2009290; r ef e r ence : u r l , l'i\WI . eme r g i ngth r eats. net / cgi -
b i n/ cvsweb . cg i / s i gs / VI RUS/ TROJAN_Hupi ngt on; sid : 2009290 ; r e v ; 1 ; ) 

#mat t j onkma n 
# 
a l e r t t ep $EXTE RNAL_NET 3128 :9000 - > $HOME_NET a ny ( msg: "ET TROJ AN Hupi go n CnC Cl i ent St a t us " ; floi,i : es tablishe d , t o_serve r ; f10111 bit s : isset , ET .Hup i ni t 2; dsize: <6; eont e nt: " I e d 0a I"; 
e l ass t y pe: t r o j a n- ae t i v i t y ; r e f e r ence: u r 1 , dcc . emer gingt hr eat s. ne t /2009291; r ef e r ence: u r 1, u,...-w . eme r g i ngthr eats. net/ cgi - b i n/ cvs L~e b . cgi / sigs /VIRUS/ TROJAN_Hupi ngton; s id : 2009291 ; r ev : 1 ; ) 

#ma t t j onkma n 

• 
a l e r t t cp $HOME_N ET a ny - > $ EXTE RNA L_NET 3128 : 9000 ( msg : " ET TROJ AN Hupi go n CnC Se r ve r Response" ; flow: e stablis he d , from_se r ve r ; flm-,b i ts: i sset , ET . Hupin i t2; dsize : 3; cont e nt : " l 0d 0a l " ; 
e lass t ype: t r o j a n-ac t i v i t y ; r e f e r ence: u r 1 , dcc . eme r gingt hr eats. net / 2009292; r ef e r ence : u r 1, \WM . emergingth r eats. net/ cgi - b i n/ cv sL~e b . cgi / s i gs / VIRUS/ TROJAN_Hupi ngton; s id : 2009292; r ev : 1 ; ) 

# by s h i r kdog 

• 
a l e r t t cp $EXTE RNAL_NET 10 24 : - > $HOME_NET a ny (msg : " ET TRO JAN I.J i n32. Hupi gon Co nt r o l Ser ve r Res ponse" ; flow:from_se r ve r , es tablis hed; ds i ze : 16; c ont e nt : " 103 00 00 00 00 00 00 00 c4 ec 48 
f S Se 00 85 80 I "; de pt h : 16; t h r esho l d : t y pe bo th , co unt 2, seconds 120 , t r a ck by _s r c ; clas s t y pe: troj an • activ ity; r ef e r ence: u r 1, doc . eme r gi ngthr eats . ne t / 2009350; 
r e f e r e nce: u r 1 , wwN . eme r g i ngth r eat s . net/ cgi - b i n / cvs L>Jeb . cgi / s i gs / VI RUS/ TRO JAN_Hupi ngt on ; s id : 2009350; r ev : 4 ; ) 

#by : J e r emy Com>Jay a t sud osecur e. net 
# r e f : d96e aa91b6af 24 f 4ed1616a817e5a819 

a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NET $HTT P_PORTS (msg:"ET TROJAN Ki llAV/ Dr o ppe r / Md r o p/ Hup i gon - HTT P GET"; flow:establi shed , t o_serve r ; co nt e nt: "GET "; noease ; depth: 4 ; 
u r i cont ent : " .asp ?mae =" ; noease; urieontent :"&xxx=" ; nocase; cont e nt : " l0d 0a lUse r -Agent l3a l ba i du l0d 0a l " ; noease; classty pe : t r o j an -act i v i t y ; 
r e f e r e nce: u r 1 , doe . eme r g i ngth r eat s. net/ 2009811; r e f e r e nce : ur l , wwL,. . e me r g i ngth r eat s . net/ egi - b i n/ cvs L>Jeb . cgi / s i gs / VI RUS/ TROJ AN_Hup i ngt on; s id : 2009811 ; r ev :4 ; ) 

#By Joe Ste111a r t, Base d on va l ua b l e No r k by Tam Fishe r 

• 
a l e r t i emp a ny a ny - > a ny a ny ( msg: " ET TROJAN I G1P Ba nki ng Tr o j a n send i ng e ne r y pt ed s t o l e n da ta " ; ds i ze : >64; i t ype : 8; i code : 0; content : " I 08 I " ; de pt h : 1 ; by t e_ t est : 4, >, 64 , 1 , li t tle; 
byte_ t e s t :4, <, 1 500 , 1 , li ttle; c on t e nt : " f 0000 I"; d i stanee: 4; wi t h i n : 1495; e l as s t y pe: t roj an -aetiv i t y ; r ef e r e nce: u r 1, www . L>Jebsen sesecur i t y l abs. com/ a le r t s / a le r t , php?Al ert ID:570 ; 
r e f e r e nce: u r 1 , doc . eme r g ingth r eat s. ne t / 2003073; r e f e r e nce : ur 1 , \~,. . e me r g i ngth r eat s. net / cgi - bin/ cvs L>Jeb . cgi l s i gs /VI RUS/ TROJAN_ I CMP _Tunne l ; s i d : 2003073; r ev : 4; ) 

# IRC Tr o j a n Re po r ting 
#By Erik Fie ht ne r 
#B l eed i ng- Remi x : : i r e / i r cbot de t ect i o n sta t e mac h ine 
#eompi l ed from va rio us so ur ces . 
#tha nks to : J oe Stewa r t of LURHO , J oe l Es l e r , Tomf i. 
### Client l ogi n p rocess . fl owbits needs a n OR. 
### Client needs t o t e l1 t he se r ve r who t hey a r e, j o i n 
### j o i n a g r oup , and someo ne needs t o say somet h i ng t o 
### someone e l s e . 

• 
ale r t t cp $HOME_N ET any - > $EXTERNA L_NET a ny (msg: " ET CHAT I RC US ER cornma nd" ; flo\" : t o_serve r , es t a blished ; content: "US ER I 20 1 " ; noease; offset : 0 ; eo nt e nt : "J 203a l "; 1>J i t hi n : 40 ; 
cont e nt : " l 0a I"; Ni thin : 40 ; flo11Jbi t s : noa l e rt; f l m>Jb i t s : set , i re . sta rt ; e l asstype: mi se -ac t i v i t y ; r e f erenee : ur l , doc . eme r g ingth r e a ts .net / 2002023; 
r e f e r e nce: u r l , Wl,JL,J . eme r g i ngth r eat s . ne t / cgi - b i n / cvs 1>Jeb . cgi / s i gs / VI RUS/ TROJAN_I RC_Bot s; s i d : 2002023 ; r e v : 12; ) 

#IRC Tr oj a n Re port ing 
# By Erik Fie ht ne r 
#B l eed i ng- Remi x : : i r e / i r c bot de t ection s t a t e mac h ine 
#compiled f r om va rio us so ur c e s . 
#tha nks to : J oe St ewa r t of LURHO , Joe l Es l e r , Tomf i. 
### Cl i ent l ogin p rocess . fl owbi t s needs a n OR. 
### Client needs t o t e l1 the se r ve r 1>Jho t hey a r e, j o i n 
### j oin a g r oup , and someo ne needs t o say somet hing t o 
### someone e l se . 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTE RNA L_NET a ny (111sg:"ET CHAT IRC NIC K comma nd " ; f101" : t o_serve r , es t a blished ; conten t : " NI CKl 20 I " ; noease; dept h : 50 ; eo nt e nt : " l0a l " ; with i n : 40; 
flovsb i t s: noa l e r t; f l owb i t s: set , i r e . sta r t ; e l ass t ype : mi se - ac t i v i t y ; r e f e r e nee : ur 1, dcc , eme r g i ngt hr eat s. net / 2002024 ; r e f e r enee: url , L'1LWI. eme r g i ngt h r ea t s. ne t / eg i -
b i n/ cvsweb . cg i / s i gs / VIRUS/TROJAN_IRC_Bot s; s i d: 20020 24 ; r ev : 13; ) 

#IRC Tr oj a n Re po r ting 
#By Erik Fieht ne r 
#B l eed i ng - Remi x : : i r e / i r c bot de t eet i o n sta t e ma ehine 
#eompiled f r om va r i o us so ur ces . 
#tha nks to : J oe St ewa r t of LURHO , J oe l Es l e r , Tomf i. 
### Client l ogi n p rocess . fl m>Jb i t s needs a n OR. 
### Client ne ed s t o t e l1 the se r ve r 1>Jho t hey a r e , j o in 
### j o i n a g r oup , and someo ne needs t o say somet h i ng t o 
### someone e l se . 

• 
a l e r t t ep $HOME_N ET a ny - > $EXTERNA L_NET a ny (11sg: " ET CHAT IRC JO I N comma nd" ; flow: t o_s e r ve r , es t abli s he d; cont ent : " JOI Nj20 23 I " ; nocase; de pt h : 50 ; eont e nt : " l0a l "; withi n: 40 ; 
flowbi t s: set , i r e. sta r t ; f101vb i ts : se t , i s_pr oto_i r c ; flowbi t s: noa l e r t ; e lass t ype: mi sc-aetivi t y ; r e f e r e nee : url , doe . e me r gingthreats. net/ 20020 25; r ef ere nc e : u r l , ,•ffll'il. emer gingt hr eats. ne t / eg i ­
b i n/ evsweb . egi / sigs /VI RUS/ TR OJAN_ I RC_ Bot s; s i d: 2002025; r ev : 14 ; ) 

#Anothe r s ta r t , ps yBNC se r ve r s don ' t a l way s use a j o i n , inf o f r om Reg Qui nt on 

• 
a l e r t t cp $ EXTE RNAL_NET a ny - > $HOM E_NE T a ny (msg: " ET TROJAN p syBNC I RC Se r ve r Co nnee t i o n" ; f101" : from_se r ve r , e stablis hed ; eontent : "psyBNC@l am3r z " ; de pt h : 33; nocase ; 
f lowbi t s: set, i r e.s t a r t ; flo1vbi ts : set, i s_pr oto_i r c ; e l ass t ype : mi se - act i v i t y ; r efe r ence : ur l , e n . wi k i pe d i a . o r g/wi k i / Ps yBNC; r e f e r e nce : u r l , doe . eme r g i ngt hr eat s, ne t / 200 3302; 
r e f e r e nce : u r l , W\'11,j . eme r g i ngth r eat s, ne t / cgi - b i n / cvs L>Jeb . cgi / s i gs/ VI RUS/ TROJAN_I RC_Bot s; s i d : 200330 2; r e v : 7 ; ) 

#Upda t e d by Reg Qui nt on 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NET a ny (insg:"ET CHAT I RC PRI VMSG eommand" ; fl o'fibits: i ss et , irc . s t a r t; f1 01'il :es t a bli s hed ; eo nt e nt: "PRI VMSG]20 I"; de pth :8; f10111 bit s:set , i s_p r o t o_ i r c; 
f l o111b i t s: noa lert ; c l as sty pe: mi se - aet i v i t y ; r ef er e nee : ur l , doc . e me r gingth r ea t s. net / 2002026; r efe r ence : ur 1, 11mw . e me r gingthr ea t s . ne t / e g i - bin/ e vswe b . egi / s i gs / VI RUS/ TROJAN_ I RC_Bots; 
s i d: 2002026; r ev : 15; ) 

### Alte r nate pat h t o is_pr oto_i r e, Cat ch PING/ PONG . 

• 
a l e r t t cp a ny a ny - > a ny an y ( msg: " ET CHAT I RC PI NG cot11na nd "; flowbit s:isnot set , i s_p r o t o_ i r e ; fl ow: from_se r ve r ,est a bli s hed ; eo nt e nt: "PINGl 20 j " ; noease; o f f set : 0; flowbit s : 
set , i r e. p i ng; flowbi t s: noa l e r t; e l ass t y pe : mi se-act i v i t y ; r efe r e ne e; u r l , doe. eme r gingt h r ea t s. ne t / 2002027 ; r efe r enee : ur 1, vr,m . e me r gi ngthr eat s. ne t / cg i -
b i n/ cvsweb . cg i / s i gs / VIRUS/ TROJAN_IRC_Bot s; s i d: 2002027; r ev : 6; ) 

### Al t e r nate pat h t o is_ pr ot o_ i r e , Catch PING/ PONG . 

• 
a l e r t t cp a ny a ny -> a ny any ( msg : " ET CHAT I RC PONG r es ponse" ; flowbi ts : i s notset ,is_p r ot o_i r e; flo11ib i t s : isset ,ir e . pi ng; fl oL>Jbits : noa l e r t ; flow: f rom_cl i e nt , establis he d ; 
cont e nt : "PONG I 20 1" ; nocase; off set : 0; fl m,.b i t s : set , i s_pr o t o_ i r c ; classty pe : mi se -ac t i vity ; r e f e r e nce: ur 1, doc .eme r g i ngt hr eats . net / 2002028; r e f e r e nee: u r l , w,·M . e me r gi ngthr eats . net / cgi ­
b i n/ cvs1"eb. eg i / s i gs /VI RUS/TROJAN_IRC_Bo t s; s i d : 2002028; r ev : 6; ) 

#Bot pot t y 

• 
ale r t t ep $E XTERNAL_NET a ny -> $HOM E_NET a ny (111sg: " ET TROJAN BOT - e ha nne l t op i e sea n/ e xpl oit command " ; flowbits : i s s e t , i s_pr ot o_ i r c ; fl ow:to_clie nt ,est a blis hed ; eontent: " I 3a l "; 
off se t :0 ; co nt ent : " 120 1332 120 1" ; wi t h i n : 50; co nt e nt: " l2023 j" ; L,. ithin : 20; cont ent : " l 203a l " ; nocase; 1vi t h i n: 40; t ag: hos t ,300, second s, ds t ; pc r e: " /( ntscan (0 - 9 ]{ 1 , 4 } (0-9 ] 
{1 , 4 } I dcom \ . self I scan\ . ( s t a r t I s t o p ) I sean ( (0-9 ]{1, 3} \ . [0·91{1 , 3}) I ( advsean I a se I xscan I x pl oit I a dv\ . sta r t ) 
( Ne bda v I netb i os I nt pass I deom( 2 I 135 I 445 I 1025 ) I mss q l I lsass I opt i x I upnp J dcass I be ag l e [ 12] I mydoom I ne t de vil I Damel.Ja r e I kua ng2 I s ub7 I ii s5ss l I '"kssvc I '"ks l I mys q l I wkssveoth I Nkssve ENGI a r keia I a r ese r ve I ivi 
ns lve ritas I ne t baek up I as n) ) / i " ; e lasstype : t r o j a n - act i v i t y ; r e f e r e nc e : u r l , doc . emer gi ngt hr eats . ne t / 2002029; r ef e r e nce: u r 1, 'ilr/lV . eme r gi ngth r eats . ne t / egi-
b i n/ cvs1veb. eg i / s i gs /VI RUS/TROJ AN_ IRC_Bo t s; s i d : 2002029; r ev : 10; ) 

#Bot potty 

• 



12/21/2022 11:15:53 AM

a l ert tc p $EXTERNAL_NET any -> $HOME_NET any (msg : "E T TROJAN BOT - potentia l scan / e xp l oit command" ; fl OL1'bits: i sset , i s_p r ot o_ irc; flow: establis he d; co ntent : " PRI VMSG I 20 1 " ; depth: 8; 
nocase; content : " l3a I" ; with in: 30; pere:" / (ntsca n (0 -9 ]{ 1 ,4} [ 0 -9 ]{ 1,4} I dcom\ . self I scan\ . ( sta r t I stop ) I scan ( [ 0 -9 ]{ 1 , 3} \ . [0 -9]{ 1 , 3} )I ( ad vscan I e xpl oited I a sc I xsca n I xpl o i t I adv\ . sta r t ) 
(webdav I netbios I nt pass I dcom( 2 ) 135 I 445 I 1025 ) lmssql I l sass I optix I upnp I dcas s I beagl e [12] I mydo om I ne t de v i l I Oamel.Ja r e I kuang2 I s ub7 I iis5ss l I \-Jkssvc I \-Jk s l jmys q l I wkssvcOt h I \1'h svcENG I arkeia I ar cserve 1\-J i 
ns I veri t as I net ba c kup I a sn ) )/ i " ; c l asstype: t r o j an-act i vity; re ference: ur 1, doc . emergi ngthreats . net /2002030 ; reference: ur l , WYA-J . eme r gingthrea ts . ne t / cgi-
b i n/ cvsweb . cgi / sigs/VI RUS/TRO JAN_IRC_Bot s; sid: 2002030; rev : 14; ) 

# Bot potty 

• 
#aler t tc p $EXTERNAL_NET any -> $HOME_NET any (ms g :" ET TROJAN BOT - poten t i al update/ downl oad v i a ht tp command" ; fl owbits : i s set, is_p r ot o_irc; flow: es ta blished, to_client ; content :" 
htt p I 3a I// "; pc r e : " /\ . ( upda I getfil e I d l \ dx I d l I d m-Jn l oa d I exec ut e ) \L1' "' \ s +htt p\ x3a \ x2f \ x2 f / i "; e l ass t ype : t roj an - ac t i v i t y; r ef erence : ur l , doc . eme r g i ngt hreat s. net / 2002031 ; 
r e f erence: u r 1 , www .eme rg i ngth r eats . net/ cgi-b i n/ cvSL>Je b . cgi / s igs /VI RUS / TRO JAN_I RC_Bots; s i d : 2002031 ; r e v : 18; ) 

#Bot potty 

• 
a l e r t tc p $EXTERNAL_NET any -> $HOME_NE T a ny (msg : " ET TROJAN BOT - pot e nt i a l upda te / downl oad v i a f tp comma nd " ; flowbi ts : i sset , is_pr ot o_ irc ; fl m-J :es t ablished,to_c lient; 
content : "f t p I 3a I //" ; pere : "/\ . ( u pda I getfile l d l \ dx I d l I dm-Jn load I execute )\w "' \ s +f tp \ x3 a \ x2f \ x2f / i " ; c lass t ype: t roj an -act i v i t y; r ef er e nc e : url, L'l'ltw . emerg i ngt hr ea t s . net / cgi­
b i n/ cvswe b . cgi / sigs / VI RUS/ TR OJAN_I RC_ Bot s; r e f er e nce: ur l , doc . emergingt h r ea ts . ne t /2011162 ; sid : 201116 2; r ev : 3; ) 

#Bot potty 
# 
a l ert tc p $ EXTERNAL_NET any -> $HOME_NET a ny (msg : "ET TR OJAN BOT - potentia l OOoS comm an d ( 1) "; f10!11 bit s:isset,is_proto_i r c; f101,, :establi shed,to_client ; con t e nt :"flood ne t 
pere: " / flood ne t ( [0 -9 ]{ 1, 3}\ . ){ 3 }[0 -9]{ 1 , 3 }I ( t cp I syn I udp I ac k 1 pi ng I i cmp )(fl ood ) ? ( [ 0-9 ]{1 , 3} \ . ){ 3 }[ 0- 9 ]{ 1, 3}/ i " ; classtype: trojan- activity; 
r eference: u r l , doc . eme r gingth reats . net /2002032; r eference : ur l , WWL1' . emer gingth r ea ts . net / cgi - bin/ cvs 1,,eb . cgi / sigs / VI RU5/ TROJAN_I RC_Bots; sid: 2002032; rev : 21; ) 

#Bot pot t y 
# 
#aler t tc p $HOM E_NET any - > $EXTERNAL_NET any (msg: " ET TROJ AN BOT • potential response"; f101t1 bits : isse t , i s_prot o_i r c; flow: establi shed ; content: "PR I VMSG j20 1 "; nocase; de pt h :8; 
content ; "I 3a I"; withi n : 30; pc r e:" / ( (T ?F TP ) \ x3a f ile t r ansf e r I ( r a nd om I sequ e nt i a l ) Po r t Scan I Ra nd om (Sp r ead i ng I Scanne r ) I Exploiting I PI Exp l oiting\ . \ . I fl ood i ng\ x3a I fl ood s t o pped l send ing 
packets ) I Ran dom Me t hod sta rted I FI NO FI LE I Scan s t opped I No scan t hrea d found I t h r ead\( s \) s t opped I \ x3a Exec / i .. ; classt ype: t r ojan-activi t y; refe r ence: ur l , doc . eme r gingth r ea t s . net /2002033 ; 
r eference: u r l , www . eme r gingth reats. net / cgi- b i n/ cvs 11'e b . cgi / s igs / VI RUS / TRO JAN_I RC_Bots; s i d ; 2002033; rev ; 15; ) 

#Bot potty 

• 
a l e r t tc p $EXTERNAL_NET any -> $HOME_NET a ny (msg : "ET TROJAN BOT - potent i a l mise bot commands"; flowbi ts : i sset,is_prot o_i rc ; fl m-J : es t ablished; cont ent: "PRIVMSG l 20 I" ; depth:8 ; nocase; 
content : " I 3a I"; 11' ithi n : 30; tag: hos t, 300, seconds, s r e; pe r e: " /((\ . a i m\1""" I ascanall 1 \ x3aget s hit200 ) \ s+\ w+ ) I 
( (@kil l l@get _os_ vers i on l# get_compute r _na me l@'ge t _bot_ version l@update l@rest a r t l@r eboot l@sh ut down) \ s )/ i " ; classtype: t r ojan -ac t i v i t y; r ef er ence: url , doc . eme rg i ngt hr ea t s . net / 2002384 ; 
r eference : u r l , wi-r.>J . eme r gingth reats. net / cgi- b i n/ cvs 1>Je b . cgi / sigs / VI RUS/T ROJAN_I RC_Bots; s i d : 2002384; rev : 14; ) 

#Bot potty 

• 
a l e r t tc p $ EXTERNAL_NET a ny -> $HOME_NET a ny (msg : " ET TROJAN BOT - channe l topic mise bo t comma nds"' ; flm>Jbit s : isse t , i s_p r oto_i rc; f101-, : establi s hed ; conten t . " l 3a l " ; of fse t: 0; 
content : " 120 133 2 120 1'" ; withi n : 50; content : " 12023 1" ; with i n : 20 ; co ntent: " l203a l "; t ag : hos t ,300,second s,s r c; pc r e: '•/(\ . ai m\w "' l ascanall )\ s+ \ w+/ i " ; class t y pe : t ro jan-ac tivity; 
r e f erence: u r 1 , doc . eme r gingth reats . net/2002386; r e f erence : ur 1, www .emer gingth r eats. net/ cgi - bin/ cvs Lveb . cgi / sigs / VIRUS/ TROJ AN_IRC_Bo t s; sid: 2002386; rev : 10 ; ) 

#Bot potty 

• 
a l e r t tc p $EXTERNAL_NET any -> $HOME_NET a ny (msg : "ET TROJAN BOT - potent ia l DDoS comm an d ( 2) " ; flo!l1 bit s:isset , is_prot o_i r c; flow: established; t ag : host , 300,second s,ds t ; 
content : "ddos" ; nocase; per e : " / ddos \. ( pha t ( icmp I syn I wonk) I s t op I ( syn I udp I ht t p ) floo d I ta rga3 I ( syn I ac k f r and om) ( [ 0 -9]{ 1 , 3 }\ . ){ 3}(0 -9 ]{1, 3} )/ i " ; class t ype: t ro j a n-act i v i t y ; 
r eference: u r 1 , doc . emer gingth reats . net / 2003132; r e f e r e nce : ur 1, W\'fl1' . emer gingth r eats . net / cgi - bin/ cvs web . cgi / s igs / VIRUS/ TROJAN_I RC_Bots ; sid: 2003132; r ev : 5; ) 

#Adde d commands of a nothe r nasty bot 
# 
a l ert t cp $ EXTERNAL_NET a ny -> $HOME_ NET a ny (insg : " ET TR OJAN BOT - potentia l re pt ile comma nds " ; f10!11 bit s: i sse t ,is_proto_i r c ; flow:establi shed; content :" PR I VMSG l 20 I"; nocase ; de pth :8; 
content : " l 3a l " ; wi t hi n :30; pe r e :"/\ . 
( ( t es td l l s l t hr eads I nsp l speed I upt i me I inst alled I secur e I sec I un sec ure I unsec I pr oces s I ps I r a nd I exp l o i t ft pd I ef t pd f fl us harp I f a rp l fl ushdns I f dns I r eso l ve ] dn s I pst or e I pst I sysinfo I si I ne t i nfo I ni I drive i 
nfo ld i I cu r rentip) \ s* [ \ r \ n] I ( i estart I i es I l og i n ] 1 1 mi r ccmd I sys t em I f ile \ s+( ca t I exis t s I e I de l I r m I rmdi r lmove I copy I att rib ) I down I dl \ dx I u p date I r eg\ s+( que ry lde l et e lwri te)) \ s +\w+I 
( ba nn e r I ba n I advscan I asc I scana ll I sa I ntscan I nts ) \ s * [ \ n\ r ] )/ i " ; e l a ss t ype : t roj an- act i vity ; r ef e r e nce : ur 1, doc . eme r gingt hr eat s . net/ 2002363; refe r ence: ur l , www .emergingt hrea ts . net/ cgi · 
b i n/ cvsweb .cgi / sigs/VI RUS/ TRO JAN_IRC_Bo t s; sid : 2002363; r ev : 12 ; ) 

#Added commands of a nothe r nasty bot 
# 
a l ert tc p $ EXTERNAL_NET any - > $HOME_NE T a ny (msg : " ET TROJAN BOT - channe l t op ic r e pti l e cornm and s " ; fl owbits:isset ,is_prot o_ i rc; flow: establishe d; co ntent : " l 3a l " ; off se t : 0; 
cont e nt : " 120 1332 120 1" ; withi n: 50; content : " 12023 1" ; with i n : 20; co nt ent: " l203a l "; pe r e: "/\ . 
( ( t es td l l s l t hreads I ne t stat p I nsp l speed I u ptime I i nsta lled I secur e I sec I unsec ure I unsec I process I ps I rand I expl oi t f t pd I eftpd I fl ushar p I f a rp I fl ushdns I f d ns I r eso l ve I dns I ps to re I pst I sys i nfo l s i I netinfo I 
nil drive i nfo [ di I sta t s I c ur r entip ) \ s• ( \ r \ n] I ( ies t a rt I ies I l ogin 11 1 mi rccmd I system l fil e\ s+( cat I exis t s I e f del I r mf r mdi r I move I copy I attrib ) I do1-m I dl \ x I upda te I r eg\ s+( que r y lde l ete lwri te)) \ s +\1"+1 
( ba nner I ba n I adv scan I asc I scanall I s a I ntscan I nts ) \ s• ( \ n \ r ] )/ i " ; e l ass t ype : t roj an- act i vity; r ef e r e nce : ur 1, doc . eme rgingt hr eat s. net/ 2002385; r efe r ence: ur l , W!.wi . eme r g ingt h reats . net / cgi ­
b i n/ cvsweb . cgi / sigs /VI RUS/ TROJAN_IRC_Bots; sid: 200 2385; rev : 11; ) 

#agobot, sdbot stuff, f r om JB 

• 
a l ert tc p $EXTERNAL_NET any -> $HOME_NET a ny (msg : " ET TROJAN Agobot -SDBot Commands"; flowbits :isset , i s_p r ot o_i r c; fl oL,, :es t a blis hed ; con tent:"PRIVMSG l 20 I"; dept h :8 ; nocase; 
pere: "/ ( ( cva r \ . set ) I ( ht t p \ . ( exec ut e I update )) I ( ( ao l ) spam\ . ( se t l ist I settempl ate I s t a r t I stop I setuse r I setpas s )) I s ni ffe r \ . 
( adds t ring lde l s tring ) I p i ngstop I udps top l scan( a ll I stats ] de l I s t op) I clone ( stop I star t ) I e_ ( raiw I mode I ni c k ( j o in I part I privms g I action ))/ i " ; classtype: t ro jan · activ i t y ; 
r eference: u r l , doc . eme r gingth r eats. net /2003157; r eference : ur l , W\..-W . emer gingth r eats . ne t / cgi - bin/ cvs L,,eb . cgi / sigs / VIRUS/TROJAN_IRC_Bots; sid: 2003157; rev : 6 ; ) 

#pBot convnands , Matt Jonkma n, updated by Reg Qui nt on 
# 
a l e r t tc p $ EXTERNAL_NET a ny -> $HOME_NET a ny (insg : " ET TROJAN pBot ( PHP bot ) Comma nd s " ; f101>Jbits : isse t , i s_p r ot o_ i rc ; flo~i : es t a blished; cont e nt :"PRIVHSGl20 I"; nocase; depth :8; 
pc re:" / PRIVMSG\ s+\ 5+\ s+ \ x3 a \ s "(\ . use r l \ , l ogout l \ , die l \ , res t ar t l \ , ma il l \ , dn s l \ , do11'n loa d l \ , exec ( \ . fi nd l \ .cmd l \ . php l \ . tc pfl ood l \ , ud pflood l \ , r a1-J l \ , r ndnic k l \ . pscan l \ , ud\ . server 
)/ i "; classt y pe: t rojan -activ i t y; reference: ur l , doc . eme r gingth reats. net/2003208 ; r eference: u r 1, wi-r." . emerg ingthr eats. net/ cgi - b i n/ cvs 1ve b . cgi / sigs/VI RUS / TROJAN_I RC_Bots; s i d : 2003208; 
r e v : 10; ) 

#These a r e by Reg Quint on f or pe r l bots . Uses the a bove ire stat e mac hine s : 
#$I d : eme r ging- v i rus . ru les , v 1. 3910 2010 / 07/ 30 02 : 04: 53 j onkman Ex p $ 
#I am bu ild i ng t hese from pe r l bo t s I ' ve ca pt u r ed ave r t he l ast few months 
#as I c hase PHP in j ec t i on at t ac ks. In each case \"hat you have is a "PRI VMSG" 
# r es pons e wi th cont e nt t hat l ooks like " : \ 00 2 ... text \ 002" 
#I r e l y on flowbits isp r o t o_i r c t o catch t he l ead ing " PR I VMSG . * : " 
# (11: 29a m domi nic ] cat ... / php- inj ec t ion/"' I sed · n ' s / . * : \\002 / : \\002/ p ' I \ 
#sed ' s / 002 [ : ]. */002/ ' I sort I uni q - e I grep 002\\ [ 
#2 : \ 002[ At k33] \ 002 
#2 : \ 002( Expl oiting ] \ 002 
#2 : \ 002( Fi ni s hed] \ 002 
#8 : \ 002[GOOG LE] \ 002 
#1 : \ 002(GOOG LER ] \ 002 
#11 : \ 002(HTT P] \ 002 
#4 : \ 002(HTT P- DOOS J\ 002 
#1 : \ 002 ( HTT P DOoSi ng] \ 002 
#1 : \ 002 (PKS·5CAN I ~ ERROR @@ ] \ 002 
#1 : \ 002 (PKS-SCAN I EXPLOTANOO CON CURL) \ 002 
#1 : \ 002[PKS ·SCAN I EXPLOTANOO CON FETCH] \ 002 
#1 : \ 002 (PKS·5CAN I EXPLOTANOO CON GET ) \ 002 
#1 : \ 002(PKS·SCAN I EXPLOTANOO CON LYNX] \ 002 
#1 : \ 002(PKS ·SCAN I EXPLOTANOO CON WG ET] \ 002 
#1 : \ 002(PKS ·SCAN I SPREANDING ] \ 002 
#2 : \ 002(Res ults ] \ 002 
#2 : \ 002(RSH] \ 002 
#19 : \ 002[SCAN] \ 002 
#10 : \ 002 (TCP ] \ 002 
#4 : \ 002 (TCP-DD0S] \ 002 
#2 : \ 002 [ TCP DDoSi ng] \ 002 
#13 : \ 002(UDP] \ 002 
#4 : \ 002( UOP· DDOS] \ 002 
#1 : \ 002( UOP DOoSingJ \ 002 
#2 : \ 002( v6 J\ 002 
#1 : \ 002( v6 1Expl o i ting] \ 002 
#1 : \ 002 ( v6 IVULN ] \ 002 
#6 : \ 002(VERSION ] \ 002 
#Ones t hat l ook like ' : \ 002 [ some t ext ) \ 002 ' 

• 
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a lert t cp $HOME_N ET a ny - > $EXTERNAL_NET a ny (ms g : "ET TROJAN perlb0t/L'J0 rmb0t Res pon se (Case 1 ) " ; flow: establishe d ; flov,bits: i sse t , is_p r oto_i r c; content: " l3A 02 5B I"; co nt e nt: " I 58 02 I"; 
within: 32; pe r e : " /\ x3A \ x02\ x5B(At k33 I Exp-l oi t i ng i F in i s he d I GOOGLE . * I HTTP . {0, 8 }I PKS-SCAN . {0, 20} I Res ul ts I RSH I SCAN I TC P. {0, 8} 1 UOP . {0, 8} I v6 . {0, 12} I VERSION) \ x50 \ x02 / i"; clas s t yp e : t ro jan -
act i v i t y; r e f e r ene e! ur l , doc . emergi ngth r ea t s . ne t / 2006910; re f erence: ur l , i.'"-'IW . eme r gingthr e a ts. ne t / cg i - b i n/ c vswe b . cgi / s i gs / VIR US/ TROJAN_ I RC_Bots; s i d : 2006910; r e v : 6 ; ) 

# [ ll : 31am domi nic ] cat ~/ ph p--i nject i o n/* J sed - n ' s / , * : \\002/:\\002/ p' \ 
# I sed ' s / 002 [ : ] . */ 002/ ' 1 so rt I un i q -e I gr ep 002 .003 
#2 : \ 002 \ 0034<· - - - · - - · --- · - - ---- · - - ---- · - · --- · - - · --- · - - · - -- · - - >\ 003 \ 002" ) ; 
#2 : \ 002 \ 0034<· -- - · - - · --- · - - ---- · - - ---- · - · --- · - - · --- · - - · - -- · - - >\ 003\ 002" ) ; 
#1 : \ 002 \ 0034 [ Ba c kConn ect] \ 003 \ 002 
#2 , \ 002 \ 0034 [ he l p ] \ 003\002 
#1 , \ 002 \ 0034 [ HTTP] \ 003 \ 002 
#1 : \ 002\ 0034 [HTTP DDoSing ] \ 003 \ 002 
#1 : \ 002\ 0034Pe r lBot : By SPEE D ( Se e uri t y Net Info rmation ) LoaO ED bY @adms" ) ; 
#3 : \ 002 \ 0034 [ SCAN ] \ 003 \ 002 
#2 : \ 002 \ 0034 [ TCP DOoSi ng ] \ 003 \ 002 
#1 : \ 002 \ 0034 [UOP] \ 003 \ 002 
#1 : \ 002 \ 0034 [UDP DDoSing ] \ 003 \ 002 
#1 : \ 002 \ 0034 [VERS ION] \ 003 \ 002 
#Ones t hat l ook like \ 00 2\ 0034 [ some t ext ] \ 003 \ 002 

• 
a l e r t t ep $HOME_N ET a ny - > $EXTERNAL_NET any (insg: " ET TROJAN pe rlb0t/ w0 rmb0t Res pon se (Case 2 )" ; flow:est ablis he d ; floi,,Jb its : i sse t ,is_p r oto_ i r e; con t e nt:" l3A 02 03 l4 l 5B j" ; conten t : " 103 
02 I"; ,.,i t h i n ! 32; per e: "/\x3A\ x02 \ x034 \ x5B (Bae kConneet I he l p I HTTP . * I SCAN I TCP . * I UDP . * IVERS ION) \ x50 \ x03 \ x02/ i " ; e l asstype : t r o j an -aetiv i t y ; r ef e r e nee : u r l , doc . eme r g i ngt h r eats . ne t / 2006911; 
r eferenee : u r 1 , www . eme r gingth r eats . ne t / egi- bin / evsL'ile b . cgi / s i gs / VI RUS/ TROJAN_I RC_Bots; s id: 2006911 ; rev : 6; ) 

# [ 11 :34am domi nie ] cat ~/ph p- i nject i o n/ * J sed - n ' s / . * : \\002/:\\002/ p' \ 
# I sed ' s / 002 [ : ] . */ 002/ ' I so r t I un i q -e I gr ep - v ' 002\\003 ' I gr e p -v ' 002 \ [ ' 
#1 : \ 002 
#2 : \ 002Al vo dos Pacotes \ 002 
#1 : \ 002Conectando · se em\ 002 
#1 : \ 002M&#233;d i a de e nv i o \ 002 
#1 : \ 002Te mpo\ 002 
#2 : \ 002Tempo de Pacotes \ 002 
#1 : \ 002Tot a l byt es \ 002 
#2 : \ 002Tota l de Pacotes \ 002 
#1 : \ 002Tota l pacotes \ 002 
#Ones t hat l ook like \ 002somet e x t \ 002 

• 
a le r t t cp $HOME_NET any - > $EXTERNAL_NET a ny (msg: "ET TRDJAN perlb0t/ LoJ0 rmb0t Re span se (Case 3) " ; flow: establishe d ; flovJbits : i sset, is_p r oto_ i r e; con ten t : "I 3A 02 1"; eontent :" 10 2 I"; 
l\lith i n : 32; pe r e : " /\x3A\ x02 ( Al vo do s Pacotes I Co neet a ndo · se em I M. d i a de env i o l Tempo . * I Tota l . *) \ x02/ i " ; e l asstype : t r o j a n -ac tiv i t y; r efe r e nee: url ,doc . emerg i ngt hr eats . net / 2006912; 
r ef e r enee : u r 1 , www. eme r g i ngth r eats . ne t / egi - b i n/ cv sL'ileb . cgi / s i gs / VI RU S/ TROJAN_ I RC_Bots ; s i d : 2006912; r ev : B; ) 

#$,I d : eme rgi ng- v irus . ru l es, v 1. 3910 2010 / 07/ 30 0 2 :04 : 53 j o nkma n Ex p $ 
# (8:03am dom i nic J te l net 59. 124. 158.12 65S00 
#Tr y i ng 59 . 124 . 1 58. 12 . . . 
#Conn ee t ed to 59- 124 -1 58 - 12. HIN ET- I P . hi net . net ( S9 . 124 .1 58 . 12 ) . 
#E seape cha rae t e r i s ' " ) • . 
# : ire . Indones i a . B0 t N3t . o rg NOTIC E AUTH : ** * Loo ki ng up your ho st name . 
# : ire . I ndones i a . 80t N3t . o rg NOTI CE AUTH : ** * Fo und yo ur host name 
#Reg Qui nton <r egge r s@ist. uwa t e r l oo . ca>; 9-Nov - 2007 
# 
a l e r t t cp $ EXTERNAL_NET a ny - > $HOME_NET a ny (111s g : "ET TROJAN B0t N3t I RCbo tne t " ; floL,i :from_ se r ve r ,established ; cont e nt : "I 3a I"; offset :0 ; dept h: 1; co ntent: " B0t N3t " ; l\l ith i n : 32; nocase; 
flov,b i t s : set , i r e.start; fl01.,,b i t s : se t , i s_prot o_i rc ; c lass t ype: mise- ac t i v i t y; r efe r ence: url , e n . wi k i ped ia . o r g /wi k i / Botne t ; r e f e r e nce: ur l ,doc . e me r gi ngt hr ea t s. ne t /2007672; 
r eference: u r 1 , www . eme r gingth r eat s . ne t / cgi - b i n/ cvs 1'ileb . cgi / s i gs / VI RUS/T ROJAN_I RC_Bots; s i d : 2007672; rev : 5; ) 

#by Gr eg Bo,..,s e r 

• 
a l ert tep $HOME_NET a ny - > $EXTERNAL_NET a ny (msg: "ET TROJAN Like l y Bot Use r name i n IRC (XP - . . ) " ; floN:establi shed,to_se r ve r ; f1 01\lb it s: i sset, i s_p ro t o_i r c; eonten t "USER XP- "; 
pc r e: " / USER XP- [A- z0-9 ]{4 , 8} \ * 0 \ : . * /" ; class t ype : t r o j a n- ac t i v i t y ; r e fe r enee: url , dcc . eme r gingt h r eats. net / 20081 23 ; r e f e r e nce : u r 1, www . eme r g i ngt h reats. net/ cg i -
b i n/ e vsweb . cgi / s i gs/ VIRUS / TROJAN_IRC_Bot s; s i d: 2008123; r ev :4 ; ) 

#by Gr eg Bowse r 

• 
a l e r t t cp $HOME_ NET a ny - > $ EXTERNAL_NET a ny (ms g :" ET TROJAN Like l y Bot Nick i n IRC (USA + . . ) " ; flow:establis he d,to_serve r ; flowbi ts:isset,is_proto_ i r c; content: "NI CK "; pc r e : " / NICK 
. *USA.* [ 0 - 9] { 3, }/ i " ; e lasst y pe : t r o j a n- a ct i v i ty; r efe r e nee: u r l, dcc . eme r gingth r eats . ne t / 20081 24 ; r efe r e nce: u r l , wwL'il . emerg i ngth reats . net / cgi - bin / e vs 1,ieb. egi / s i gs / VI RUS/ TROJAN_I RC_Bot s; 
s i d :2008124; re v :2 ; ) 

# by Reg Qu i nt on 
#Ka it en is a eompiled code DOOS IRC botnet f o r Unix/ Linu x sys t ems . You Ni ll 
#find t he s t r i ng " Ka i ten wago r a ku" i n t he code . . (or i n the s t ri ngs i f yo u 
#have a compiled ve r s i on) . It ' s bee n aro un d s i nce at l eas t 2006 , so ur ce can 
# be foun d a t ma ny s i t es. 
#See a l so 
#ht tp ! // ise. sans . o r g/ d i ary . htm l ?s to r y id=11 27 
#ht tp : // hand l e r s . dshield . o r g/ pbue no/ Steve_ma l wa re6 . pdf 
#http : / /t"""'-'J. stacksegme nt . net /1,i i ki / i ndex . ph p/ Li nux_Malwa r e_Ana l ysis 
# http : // kt p . e - i sa . com/ Vi ruses / Li nu x . ODos- Kai ten . htm 
#Reg Qui nton ; 2007 / 08/ 30 
# Bot net begi ns by cont a ct i ng a n IRC se r ver ( the r e • s some randomiza t i on to 
# p i c k one ) a nd say i ng ( with s hort n i c k, ident ,us er stri ngs .. ) : 
#Send ( soc k , "NI CK %s \ nUSER %s localhost l ocalhos t :%s \ n " , n i c k , i de nt , use r ) ; 

• 
a l ert t cp $HOME_N ET a ny - > $EXTERNAL_NET a ny (insg:"ET TR OJAN Kaite n I RCbo tne t l ogi n " ; f1 01.., : t o_se r ve r , establis he d ; eontent : "NICK]20 1" ; off set :0 ; dep t h :5; conte nt: " USER ]20 1"; with i n :32; 
cont e nt : " l oc a l hos t I 20 I localhost I 20 3A I" ; l'll ith in : 32; pe r e : "/ NI CK\ x20\ S+\ x0AUSER \ x20\ S+l ocalhos t \ x20 l oea l ho s t \ x20\ x3A/" ; f1 01\lb i ts ! set , i re . start; classty pe : t r o j an-ac t i v i ty; 
r efe r ence : u r l , e n . vJi ki ped i a . o r g/i,,iik i /I RC_bot ; r ef e r e nee : u r l , doe . eme r gi ngth r eats . ne t / 2007621; r efe r e ne e: u r l , wwi\l . e me r g i ngth r ea t s . net / cg i - bin/ e vsweb . cgi/ s i gs/ VIRUS/ TROJAN_IRC_Ka i ten ; 
s i d: 2007621; r e v : 4; ) 

#various d i st i nct i ve r esponses t o eommm a nd s i mpl eme nted by Ka iten clie nt 
# 
a l e rt tcp $HOME_NET a ny - > a ny any (msg : "ET TROJAN Kait e n IRC bot ne t Re s ponse " ; flow:establishe d; flowbi ts: i sset, i r e . s t art ; content : "NOTICE j 20 1 " ; cont e nt: " I 20 3AI " ; L'il ithin: 32; 
pc r e :" /\x20 \ x3A ( Recei v i ng \ x20f ile . \ x0A I Saved \ x20as \ x20 I Spoof s \ x3A\ x20 I Ka i ten \ x20\'Ja \ x20 gora ku I Cu r r e nt \ x20s tatus \ x20 i s \ x3a \ x20 I Removed \ x20al l \ x20spoofs J Pac ket i ng \ x20 I Pa nning\ x20 I Tsunami \ x 
20head i ng\ x20fo r \ x20 I Unknowi ng \ x20 I Ki ll ing\ x20pi d\ x20 ) / " ; clas s t ype : t r o j a n- ae t i v i ty; re ference: u r l , e n .wi ki pe di a . o r g/1.., ik i / IRC_bot; refe r e nce : url , doc . eme r g i ngth r eats . net/2007622; 
r efer ence : u r l ,WI""" . eme r gingth r eat s . net/ e gi- b i n/ cvs L'ile b . cgi / s i gs / VI RUS/ TROJAN_I RC_Kaite n; s i d: 2007622 ; r ev : 4; ) 

# various eommma nds i mpleme nted by Kaiten e lie nt, t hey don ' t use a de limite r 
#a s othe r s do, it ' s " [ : <se r ve r > ]PRIVMSG ! <c l ien ts> <eomma nd> <a r gs>" . I ' m 
#s kip pi ng t he se r ve r pa r t . I wi sh t here we re f l o,.,,bit s t ha t not ed that L'ile have 
#a n IRC cha nne l go i ng. I don ' t vJ a nt t o wat ch everyth ing . 

• 
a l e r t t cp a ny a ny - > $HOME_NET any (msg : "ET TROJAN Kaiten IRC bot net Commands " ; flow: from_serve r ,establi shed; content : "PR I VMSG l 20 21 1" ; 
pc r e: " / PRIVMSG\ x20 \ x21 \ S+ \ x20( TSUNAMI \ x20 ] PAN\ x20 I UOP\ x20 I UN KNOI.JN\ x20 I GETSPOOFS I SPOO FS \ x20 ) / i " ; c lasstype: t ro j a n- act i v i t y ; r efe r e nce : u r l , en . wi ki pedia. o r g/wi k i / I RC_bot; 
r efer ence : u r 1 , doc . eme r gingth r eat s . ne t / 2007623; r efe r ence: ur 1 , h'L"'" . e mergingthreats . net / cgi - bin/ evsi,ie b . egi / sigs / VIRUS/ TRDJAN_IRC_Kai ten ; sid: 2007623; r e v : 5; ) 

#$Id : eme rgi ng- v irus. ru l es, v 1.3910 2010/ 07/ 30 02:04 : 53 j on kma n Exp $ 
#P i t bull i s an I RCbot impleme nt e d i n Pe rl sinee 2007 / 09/13, code seems t o ha ve 
#aut hors 1,;ho s peak span i sh o r po r tugese. Sma ll sampl e he r e 
#ht tp : //t"""'-'J. d i r ee t admi n . eom/ forum/ s howt hr ead . php?p=113720 
#Google ha d a c a ched vers i o n , yo u mi ght browse ar ound t o find ot he r s, 
#Ve r s i ons I ca pt u red a r e a lit t l e diff erent from one a nothe r ( s / spa ce / etx/) . 
#Code *says"" i t su ppor t s these commands ( but ve r s i o ns d i ffe r ) : 
# !bot @portscan <ip> 
# !bot @nmap <i p> <beginpo r t > <e ndp ort > 
# !bot @ba c k <i p >< por t > 
# !bot @udpfl ood <i p> <pac ket s i ze > <t i me > 
# !bot @t cpfl ood <i p> <port> <pac ke t s i ze > <time > 
# !bot @ht t pfl ood <s i te> <time > 
# ! bot @linuxhe l p 
# !bot @rfi <vul n> <dor k> 
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# !bot @s ystem 
# ! bot (?nilw0 r m 
# !bot @l ogcleaner 
# !bot @sendm ail <sub j ect> <sende r > <r ecip-ient > <message > 
# !bot @j o in <#channe l> 
# !bot @p-a r t <#channe l> 
# !bot @he lp 
# ! bot c d t mp f a r e xa mple 
# !bot ! e va l <code= fa r e xampl e :@nickna me > 
#Reg Qui nton ; 26- Sept - 2007 
#seems t o be a common pre f i x i n r esponses lll ith t he f ew I ' ve seen . 
# 
a le r t t cp $HOME_N ET any - > a ny any (msg: "ET TROJAN Pitbu ll IRC bot ne t Response"; floL-i :est ablis he d; f101,ibits : i sset , i r e. sta r t ; cont en t : " PRIVMSG I 20 1 " ; conte nt : " ] 3A I"; wi t h i n : 32; 
content : "4 "; wi t h i n: 5 ; content: " 12" ; wi t hi n : 5; cont ent : " I 3a I"; 1,i i th i n : 5; pe r e : " /\x3a .4 \ x7c . 12. \ x3a . 4 / " ; c l asstype: t r o j a n -ac tiv i t y ; r e f er e ne e: ur l ,en .wikipe di a .or g /wiki / IRC_bot; 
r efere nce: u r 1 , doc . eme r gingthreats . net /2007624; re f erence: ur 1 , www . e merg ingth r eats . ne t / cgi - bin/ cvs web . cgi/ sigs /VIRUS/ TRO JAN_I RC_Pi t bull; s i d: 2007624; re v : 4; ) 

# va rious commma nds i mple men t ed by Pitbull c lient as provided a bove 
# 

a l e r t t cp a ny a ny - > $HOME_ NE T any (msg : "ET TROJAN Pitbu ll IRC bot net Comm a nd s " ; flm,i:from_ serve r ,established; cont ent : "PRIVMSG I 20 1 "; 
pc r e : " / PRIVMSG . .. @( por t scan I nma p l back I ud pflood I t cpflood I httpflood I linu xhe l p I r fi I system l milw0 r m I l ogcleane r l sendmail I joi n I pa r t I help )/ i " ; cla sst ype : trojan-ac tiv i t y ; 
r eference: u r 1 , e n . vliki ped i a. o r g/vl i ki/I RC_ bot; r ef e r e nce : u r l, doc. eme r gi ngth r eats. ne t / 2007625; re fe r e nce: u r l , WWlll . eme r g i ngth r ea t s. ne t / cg i - bi n/ c vswe b . cg i / s i gs/ VIRUS/ TROJAN_TRC_Pi tbull ; 
s i d:2007625; re v :6; ) 

#distinc tive s t ring i n page f etc h t o googl e , yah oo, l ycos, milw0 r m, etc . 

• 
a lert t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P _PORTS (msg: " ET TROJAN Pitbull I RCb ot net Fet c h" ; flo~l : t o_se r ve r , establi shed; content: "Ac cept ) 3a20 I */* I Bd0a I Us e r -
Agent I 3a20 1Mo zi l l a / S .0 I 0d0a0d0a I " ; de pth : 300; c l assty pe : t roj an -activ i t y; r ef e r ence: url, e n . wi ki ped i a . o r g/ wik i / I RC_bot; ref e r enc e : ur 1, dcc. emergingth rea t s . ne t / 2007626; 
r ef e re nce: ur 1 , www . eme r gingthreats , ne t / cgi -bin/ cvs 1,ieb. cgi / sigs / VIRU S/ TROJAN_IRC_Pit bull ; s i d : 2007626; r ev : 3 ; ) 

#upda t e by d ar r en sprue ll 
# 

a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTTP _ PORTS (msg: " ET TROJ AN Il l us i on Bot ( Lussilon ) Chec k i n" ; flow: established, t o_ serve r; cont e nt: " POS T "; noc a se; dept h : 5; uricont e nt : 
act : o nline&" ; nocase; ur i cont e nt: " s4: "; noc a se; u r i c ont e nt : "&sS: " ; nocase ; u r icontent: "&ni c kn ame: " ; content : " I 0d 0a 0d 0a lmsg_o ut : "; nocase; c l asst yp e : tro j a n - act i v i t y ; 
r eference : u r 1 , dc c . eme r gingth r eats . ne t / 2007829; r e f e re nce : ur l , M'llll . e mergingthreats. ne t / cgi - b in/ cvs1oJeb . cgi / sigs / VIRUS/ TROJAN_I l l us i on_Bot; sid : 2007829; r ev : 6;) 

#IE Ilookup Tro j a n 
#Subm i tted by Jose ph Gama , fo r I E Iloo ku p- Troj a n 

• 
a l e rt t cp $ EXTERNAL_ NET $1-fTTP _ PORTS - > $HOM E_NET a ny (msg: " ET TROJAN IE Ilookup Tr ojan " ; flow: from_ s e r ve r , establ i s hed ; con t e nt: "#@,v"/gAAAA==@#@&@#@&7 l MPI 3a J HVK" P{P(l.Jl Ehn" ; 
content : "#@--, "GAI AAA==@#@&\ \ CMPsX / DD, xPvEU+kmC 2" ; class t ype : mi sc-act i vity ; refe r e nce : u r l , 62 . 131 . 86. 111/ a na l ys i s . htm ; r e f er e nce: ur l ,doc . eme r g i ngth reat s . net / 2001066; 
r eference : u r l , ww1," · eme r gingth r eats . ne t / cgi - bin / cvs LoJeb . cgi / sigs / VI RUS / TROJAN_ I l ookup; sid: 2001066; r ev : 8 ; ) 

#by Darr en Sp r ue ll 
# 
a lert t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P _ PORTS (msg: " ET TROJAN TROJ _INJECT. NI Upda te Reques t "; floL,i : establi s hed , t o_se r ver; ds ize: 7; c ont e nt: " F22 2222" ; classt ype : t r o j a n- a ctivity ; 
r efere nce: u r 1 , MW . t r endmi c r o. com / v i nf o/v i r usenc yc l o/ def a u l tS. a sp ?VN ame:TROJ_INJ ECT . NI&VSect:T; refe rence: u r l ,doc . eme r g i ngth reats. net / 2009077; re f erence: ur 1 , MWI . emer gingt hreats. net / cgi ­
bin/ c vs1>1eb. cgi / s igs/ VI RUS / TROJAN_I nfe ct; s i d : 2009077; r e v : 3; ) 

# by Ma t t Jon kma n 
#A l a r ge numbe r of t ro j ans repor t a n i nfectio n by send i ng a bl a nk ema il to a gma i l or o the r f r ee p r ovide r 
#The y ' r e p r e tty b l a nd, other t han t hey a l most a h ,iay s use t he I ndy Mail lib. So t he mail i s s lightly unique 
#This s i g s houl d cat c h t hem outbound 
# 
a l ert t cp $HOME_NET a ny - > $EXTERNAL_NET 25 ( msg : "ET TROJAN Pos sib l e I nf ect i on Re port Mail Indy Ma il lib a nd No Message Body - Prior i t y l " ; flow: es t a blished,to_ s e r ve r ; cont ent : " l0 d 
0a I X- Prior i t y I 3a I 1 I 0d 0a I X- Li bra r y I 3a I I ndy " ; content : " I 0 d 0a 0d 0a 2e 0d 0a I"; wi t h i n : 30 ; cla sstype : t r o j a n-activity ; r e f erence: ur l , doc. emergi ngth r eat s. ne t /2007611; 
r efere nce: u r 1 , WW.oJ . eme r gingth r eat s . ne t / cgi -bin / cvs 1oJeb . cgi / s igs / VIRUS/T ROJ AN_ I nf ection _ Email s ; s i d: 2007611; r e v : 8 ; ) 

#by Ma t t Jon kma n 
#A l a r ge numbe r of t ro j ans repor t a n i nfectio n by send i ng a bl a nk ema il to a gma i l or o the r f r ee p r ovide r 
#The y ' r e p r e t t y b l a nd, other t han they a l most a h>1ay s use t he I ndy Mail lib. So t he mail i s s light l y unique 
#This s i g s houl d cat c h t hem outbound 
# 

a l ert t cp $HOME_NE T a ny - > $EXTERNA L_NET 25 ( msg : "ET TROJAN Po ssib l e I nf ection Re port Mail Indy Ma il lib a nd No Message Body - Prio r i t y 3" ; flow: es t a blished, to_ s e r ve r ; content : " l0 d 
0a I X- Prior i t y I 3a I 3 I 0d 0a I X- Li bra r y I 3a I Indy "; content : " I 0 d 0a 0d 0a 2e 0 d 0a I"; wi t h i n: 30 ; cla ssty pe : t r o j a n-activity ; r e f erence: ur l , doc. emergi ngth r ea t s. ne t /2007612; 
r ef e re nce: u r 1 , WW.oJ . eme r gingthreats , ne t / cgi -bin / cvs 1oJeb. cgi / s igs / VIRUS/T ROJ AN_I nf ection_Email s; s i d : 2007612; r e v : 8 ; ) 

#by Ma t t Jon kma n 
#A l a r ge numbe r of t ro j ans repor t a n i nfectio n by send i ng a bl a nk ema il to a gmai l or o the r f r ee p r ovide r 
#The y ' r e pret t y b l a nd, other t han they a l most a h,iay s use t he I ndy Mail lib. So t he mail i s s lightly unique 
#This s i g s hou l d cat c h t hem outbound 
# 

a le r t t cp $HOME_NET a ny - > $EXTERNAL_NET 25 ( msg : " ET TROJAN Po ssib l e I nf ection Re port Mail - Indy Ma il lib a nd MA( Message Body - Prior i ty l " ; flovl :est ablished,to_se r ve r ; con t e nt : " l0d 
0a I X- Prior i t y I 3a I 1 I 0d 0a I X- Li bra r y I 3a I Indy " ; content : " I 0 d 0a I MAC . . .. . . , "; nocase; wi th i n: 20; class t ype: t roj a n - ac ti v i t y ; ref e r ence: u r l , doc, eme r gingt h r ea t s . net/ 2007613; 
r ef e re nce: u r 1 , WW'.oJ . eme r gingth r eats , ne t / cgi -bin/ cvs 1oJeb . cgi / s i gs / VIRU S/TRO JAN_ I nfe ction_Email s ; s i d : 2007613; r e v : 7 ; ) 

# by Ma t t Jonkman 
#A l a r ge numbe r of t ro j ans r e por t a n i nfectio n by send i ng a bl a nk ema il to a gmail or o t her f r ee p r ov i de r 
#The y ' r e pret t y b l and, other t han t hey a l most a h>1ay s use t he I ndy Mail lib. So t he mail i s s lightly unique 
#This s i g s hou l d cat c h t hem outbound 
# 

a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET 25 ( msg : " ET TROJAN Po ssib l e I nf ect i on Re port Mail - Indy Ma il lib a nd MA( Message Body - Pr i or i ty 3"; flovl :est abli shed, t o_se r ve r ; co nt e nt : " l0d 
0a I X- Pr i o r i t y I 3a I 3 I 0d 0a I X- Li bra r y I 3a I Indy " ; cont ent : " I 0 d 0a I MAC, . .. . . , "; nocase; wi th i n : 20; class t ype: t r oja n - act i v i t y ; r e f e r e nce : u r l , doc, eme r gingt h r ea t s . net/ 2007614 ; 
r efere nce: u r 1 , ww.oJ . eme r g i ngth reats, ne t / cgi -bin/ cvs 1oJeb . cgi / sigs / VIRU S/T ROJAN_ I nfe ction_ Email s; s i d : 2007614; r e v : 7; ) 

# by Matt Jon kma n 
#A l a r ge numbe r of t ro j ans r e por t a n i nfectio n by send i ng a bl a nk ema il to a gmail or o t he r fr ee p r ov i de r 
#The y ' r e pret t y b l a nd, other t han t hey a l most a h>1ay s use t he I ndy Mail lib . So t he mail i s slightly unique 
#This s i g s hou l d cat c h t hem outbound 
# 

a le r t t cp $HOME_NET a ny - > $ EXTERNAL_NET 25 ( msg : "ET TROJAN Po ssib l e Inf ect i on Re port Mail - Indy Ma il lib a nd Nome do Computador i n Body " ; flow :establ ished, t o_serve r; cont e nt : " l 0d 
0a I X- Libra r y I 3a I I ndy " ; content: "Nome do Com put ador, .... . , "; nocase; dis t ance : 0 ; classtype : t ro j an-ac ti v i t y ; r efe r e nce : u r 1, doc . eme r g i ngt h r ea t s. net / 2007950 ; 
r ef erence: u r 1 , www . eme r g i ngth r eats, ne t / cgi - b i n/ cvs 1'<1eb . cgi / sigs / VIRU S/T ROJAN_ I nfe ction_Email s; s i d: 2007950; r e v : 4 ; ) 

#from cast l ecops research , http : //l'll,,,.oJ . c a s t l e cops . com , sig by Matt J onkman 
# 

a l ert t cp $HOME_NET a ny - > $EXTERNAL_NET $HTTP _PORTS (msg: " ET TROJ AN I nject . BV Tr oj a n Us er Agen t Detected (fase rx ) " ; flow: establis he d , t o_se r ve r ; cont e nt : " Us e r -Age nt I 3a J f aser"; nocase; 
class t ype : troja n-ac t i v i t y ; r eference : ur l , dcc . eme r gingthr eats . net /2003637 ; r eference: u r l , \·,,1,Lll . eme r g ingth r eats . net/ cgi - bin/ cvs 1,>,1e b . cg i / s i gs / VI RUS/ TROJAN_In j ec t ; sid : 2003637; rev : 4 ; ) 

#by Marc us of Un so be r 
# r e f : 0ad5f 61380dba645 bd l eaa965a 78a8dl 

• 
##a l e rt t c p $00ME_NET a ny -> $ EXTERNA L_NET $H TT P _PORTS (msg: " ET OELETED I nj ec t e r Chec ki n" ; flow:est ab li shed , t o_se r ver; con t ent: "GET "; de pth :4; urico ntent : •·mod =" ; urico nt ent: "&i d: "; 
u r ico nt e nt :"&up=" ; con t ent: " l0d 0a lUser -Agent l3a l Moz i lla / 4.0 ( com pat i ble l 3b l MSIE 6.0 l3b l \.J indows NT S . l l 3b l SV l ) " ; nocase; classtype : t roj an-ac t i vity ; 
r eference: u r 1 , doc . eme r gingth r eats . ne t / 2008349 ; r eference: ur 1 , WWL'<I . e merg ingthr eats . ne t / cgi - bin/ cvs we b . cgi / sigs /VI RUS/ TROJAN_I nj ec t or ; sid: 2008349; rev : 5 ; ) 

#by Marc us o f Unsober 
#ref : 0a d5f 61380dba645bd l eaa965a 78a8d1 

a lert t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_ PORTS (msg:" ET TROJAN I ns i deba r . co.k r Re l at e d I nf ect i on Check i n" ; flow: es t a blishe d , to_se r ver; con t e nt: " POST " ; nocase ; dept h: 5; 
content : " l0d 0a 0d 0a I e= i ns i de&s:"; cont ent: "&ve r ="; d i s t a nc e : 0 ; cont ent : "&p:" ; d i stance :0 ; classtype: t r o jan -activ i t y ; re f e r ene e: url , doc. eme r g i ngth r eats . net / 2008760; 
r efere nce: ur 1 , www . eme r gingthreats , net / cgi - b i n/ cvSLoJeb, cgi / sigs / VIRU S/T ROJAN_I ns ideba r ; s id : 2008760; r e v : 3 ; ) 

#matt jonkman 
# 

a lert t cp $HOME_NET a ny - > $EXTERNAL_NET 1030 (msg : "ET TROJAN I pb i ll . c om Re l ated Di a l e r Trojan Chec k in "; f101>1 : establi shed, to_ se r ve r ; dsize :7 ; content :" l0a I"; off se t :6; 
pc r e : " /\d\ d \ d\ d \ d \ d\ x0a/" ; c l a sstype: troja n-act i v i t y ; flowb i ts : set , ET. i pbill 1 ; r efe r e nce : u r l , doc . eme r gi ngthr eats . ne t / 2008730; refe rene e: u r l , 'tMl>I . eme r gingth r eats . net / cgi ­
b i n/ c vs1,ieb . cgi / s i gs/ VIRUS / TROJAN_I pb i ll . com; s id : 2008730 ; rev : 3 ; ) 
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#matt j onkma n 

• 
a l e rt t cp $ EXTE RNAL_NET 1030 - > $HOME_NET a ny (msg: " ET TROJAN I pb i ll . com Re l a t e ci Di a l e r Trojan Se r ve r Res ponse " ; fl m,i : estab li sheci, from_se r ve r ; d s i ze : <20 ; con t e nt: " l0a 5b 27 1" ; offset:2; 
dept h : 5 ; content : " I 27 5d 0a I"; d i s tance :0; classtype: t ro j a n - ac t i v i t y ; flowbi ts : isset , ET . i pb i lll; r e f erence : ur l , doc .eme rg i ngt h reats . net / 2008731; 
r e fere nc e : u r l , ww1-i . eme rg i ngt h r eat s. ne t / cgi - b i n / cvs l-ieb . cgi / s i gs / VIRUS/ TROJAN_I pbill. com; s i ci : 2008731; r e v : 3; ) 

# ne vi CNC c hanne l, sampl e has no AV detection, colle c t eci 5/ 14 
#s i gs by Jef frey Br o1,in 
#Reg i s te r t he fi r s t comm w/ 7c , 1 byt e packet 

• 
a l ert t cp $HOME_NET a ny - > $EXTERNA L_NET 1024 : (msg : " ET TROJAN Juicopot omous t o Controller"; f10 1,,1 : establi shed, t o_serve r; ds i ze: 1 ; conte nt : " I 7c I" ; flm,ib its : set, ET . un known .set u p; 
flowbi t s : noa le r t ; c las stype : troj an -act i v i t y; r ef e r e nce : url , dcc . eme r gingt hr ea ts . net / 200B245; r efe r e ne e : u r 1, 'flrl!.'l . eme r g i ngth r ea t s. net/ cg i - bi n/ cv sweb . cg i / s i gs/ VI RUS/ TROJAN_ J ui copo t omous; 
s i d : 2008 245; r ev : 5;) 

#ne vi CNC c han ne l, sampl e ha s no AV detection, collected 5/ 14 
#s i gs by Jef frey Br own 
#Re g i s te r t he fi r s t comm w/ 7c, 1 byte pac ket 

• 
a l ert t cp $ EXTE RNAL_NET 1024 : -> $HOME_NET a ny (msg : " ET TROJAN J u i copot omo us ack from Cont r olle r "; f1 01,ibits : i s se t , ET . unknown . se tup; f101,i : e stabli shed , from_se r ver; dsiz.e : <50 ; con t e nt : " l7d 
27 I"; dept h : 2; f l owbit s: set , ET . unknown . r eplie d; c l assty pe: t r o j a n-acti v i t y; r efe r e nc e : u r l ,cioc . eme r g i ngth reats. net / 2008 246; ref ere nce : ur l,www . emerg ingthreat s . net / cgi -
b i n/ cvsweb . cgi / s i gs/VI RUS/ TR OJAN_ J uicopot omous; s i d : 2008 246; r e v : 4 ; ) 

#ne vl CNC c han ne l , samp l e ha s no AV detection , collecteci 5/ 14 
#s i gs by Jeffr ey Br o1m 
#Re g i s t e r t he fi r st comm w/ 7c , 1 byt e pac ket 

• 
a l e r t t cp $HOME_N ET a ny - > $EXTERNA L_NET 1024 : (msg : " ET TROJAN Juicopot omous ack t o Con t r o lle r " ; flowbi t s : isse t , ET . un kno'fm . r eplied ; fl m,i : e sta bli she d , t o_se r ve r ; d s i :ze : <50; content: "I 7e 
27 I"; dept h : 2 ; c l asstype : t r o j a n- ac t i v i t y ; r ef e r e nce : ur l , doc . eme r g i ngt h r eats . net /2008247; r efe r e nce : u r l , www . eme r g i ngt h r eats . ne t / cgi - b i n / cv s1,ie b . cg i / s i gs / VI RUS / TROJAN_ Ju i copot omous; 
s i d : 2008247; r ev : 5;) 

# ne vi CNC c han ne l, sampl e ha s no AV detection, collecteci 5/ 14 
#s i gs by Jeffrey Br o1,in 
#Reg i s t e r t he fi r st comm w/ 7c , 1 byt e packet 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg:"ET TROJAN Ka ngkio User -Agent ( l sosss ) "; f1 01,i :established, t o_ s e r ve r ; cont e nt : " l0d 0a lUse r -Age nt l 3a l l sosss l0d 0a l " ; 
e l asstype: t r o j an - a ct i v i t y ; r e f erence: u r 1 , doc . emer g i ngthr eat s . net / 2008767; r ef e r ence : u r 1, W\ ..... \! . eme r g i ngt hr eat s . ne t / cgi -bin/ cvs we b . cgi / sigs / VI RUS/ TROJAN_Ka ng ki o; s id: 2008767; r e v : 3; ) 

#by J e r emy Com.,,ay 
# ref : 13bce3215f 758d69a6574f 7018ed8c 32 

a l e r t t cp $HOME _NET any - > $EXTERNAL_NET $HTT P _ PORTS (msg: "ET TROJAN Key l ogge r PRO GOL D Pos t " ; flovi: es t ab lis he d, t o_ se r ve r ; conte nt : " t o =" ; con ten t : "&from::" ; withi n : 200; 
conten t : "&subj ect=" ; wi t h i n : 200 ; cont e nt : " &message :: " ; wi t hi n : 200; cont e nt: "Di s c r ibt i on" ; wi t h i n : 14 ; conten t : " KEYLOGG+PRO+GOLD+VERSION"; cont en t : " IPHost Name " ; cont en t : "I PAddr ess " ; 
cont en t : "Ya hooMess enge r+Pass 1>1ords"; e l ass t ype: t ro j a n - ac t i v i t y ; r ef e r ence : ur l , doc . eme r g i ngt h r eats . ne t / 2008642; r e fe r ence: ur 1 , 1wN1 . eme r g i ngth r eat s . ne t / cgi -
b i n/ cvsweb . cg i / s i gs/VI RUS/ TROJAN_ Ke y l ogge r _Pro; s i d : 2008642; rev : 2; ) 

#by ma r cus at unso be r . org 
# r e : 532e39f dc d20f a 7cc52e34b664a0e8f5 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNA L_NET $HTTP_ PORTS (msg:" ET TROJ AN Key l ogge r Pr o Update Check" ; flow:est a bli shed,to_ se r ve r ; content : " POST " ; de pt h : 5; con tent: " <root ><clnt >" ; cont e nt: " 
</c l nt ><code >Chec kUpda t e < / code>" ; nocase; pc r e: "/ < r oot ><c ln t >\d{ 8} - \ ci { 4 }- \ d{ 4 }- \ d{ 4 }- [0 - 9A- f ] {12}</ c l nt ><code >CheckUpdat e </code >/" ; e l a ss t ype: trojan - ac t i v i t y; 
r efe r e nce: u r 1 , v i l . na i . c om /v i l/conte nt /v _ 130975. ht m; r ef e r e nce: u r 1, doc . eme r gi ngt hr eat s . ne t / 2009533; r ef e r e nce: url , WIWI.'/ . eme r g i ngt h r ea t s. net/ cgi-
b i n/ cvsweb . cgi / s i gs / VIRUS / TROJAN_Ke yl ogger _Pro; s i d : 2009533; r e v : 2 ; ) 

#by Ma r cus at uns o be r 

• 
a l ert t cp $HOME_N ET a ny - > $EXTERNA L_NET $HTT P _PORTS (msg: "ET TROJAN Ke yl ogge r . ane Checkin" ; f101,,1 :establi s hed , t o_serve r; cont en t : "Secre t Cl ient I 00 00 00 1" ; depth : 18 ; cla ss t ype : t r o jan-
activ i t y; refe r ence : ur 1, doc . emerg ingth r eats. ne t / 2008449; re f erence : ur l , www . emergingth r eats . ne t / cg i - b i n/ cv sweb . cg i / s i gs / VI RUS/ TROJAN_Key l ogge r s; s id: 2008449; r e v : 2;) 

#by Matt Jonkman, r e 4a9362 b44c a aa807b3f383df60 306bf9 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (ms g : " ET TROJAN Keypack.co . kr Re l ateci Tro j a n User -Age nt Detected " ; fl m-1 : es tab li she d , t o_ se r ver; con t e nt :" l0d 0a lUse r -Agent l 3a l 
keypac k" ; e l ass t ype : t r o jan- ac t i v i t y ; r e fere nce : ur 1, doc . emergingt hreat s. ne t / 2008339; r e f e r ence : ur 1, vNrw . eme r gingt hreat s. ne t / cg i -b i n/ c vsweb . cg i / s i gs / VIR US/ TROJAN_Keypac k . co. k r ; 
sid:2008339; r ev :3 ; ) 

#by Ma r cus o f unso be r 
# r e f 9483765 l cf 2dece f b4b754c718046df 

a l ert t cp $HOME_N ET any - > $EXTERNA L_NET $HTTP_PORTS (msg: " ET TROJAN Kl og Ni ck Keyl ogger Chec kin " ; fl m,i :es ta bli she d, t o_se r ve r ; content : "POST "; nocase; de pth: 5; ur i content : " . php "; 
content : "I 0d 0a I User -Agent I 3a I Moz i lla / 3 . 0 ( compatib le I 3b I I nci y Lib r a r y ) "; content : "N i ck+Key+Ativa do"; classtype : t r o j a n- act i v i ty; r efe r ence: url , doc . eme r g i ngt hreats. net / 2008338 ; 
r efe r e nce: u r l , ww1-i. eme r g i ngt h r eat s . net / cgi - bin / cvsl>1eb . cgi / s i gs / VI RUS/ TROJAN_Kl og; s i d : 2008338 ; r e v : 5 ; ) 

# by Ma t t Jonkma n 

• 
a l ert t cp $HOME_N ET a ny - > $EXTE RNA L_NET $HTT P_PORTS (msg:" ET TROJAN Klom.A Connecting t o Cont r oller" ; flow: es t abli shed , t o_server; u r i cont e nt :" / s_13_0? m:: " ; nocase ; uricontent :"r:: " ; 
nocase; uriconte nt : "&a::"; noca se; uricont e nt : "&os="; nocase; e l ass t y pe: t ro j an - a ct i v i t y; r ef e renc e : u r 1 , www . bi t def e nde r . com/ VI RUS- 1000126-en - - Tr ojan . Kl om. A. ht ml; 
r efe r e nc e : u r 1 , doc . eme r g ingth r eat s. ne t / 2003538; r e fe re nce : ur 1 , M'1l\! . e me r g i ngthreat s . net / cgi - bin/ cvs 1oJeb . cgi / s i gs /VI RUS/ TROJAN_Kl om; s i d : 20035 38; r ev : 3;) 

#by William Sa l us ky a t AOL 

• 
a l e r t t cp $HOME _NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (msg: " ET TROJAN Knockbot Pr oxy Checki n " ; fl m-1 : t o_se r ve r , e stablis hed; uri co nt e nt : ". php?vii n="; u r i cont ent: "&id : " ; u r icon t e nt: "&lip=" ; 
e l ass t y pe: t ro j a n- a ct i v i t y ; r e f erence: u r 1 , dcc . eme r g ingthr eat s. ne t / 2008249; r ef erence : u r 1, \'ll...,,oJ . eme r g ingt hr eat s . ne t / cgi-b in/ cvs1-1e b . cgi / s i gs / VIRUS/ TROJ AN_Knoc kbot ; s i ci : 2008249; r e v : 2; ) 

#by e v ilghos t a nd da r ren sp r ue ll 

• 
a l e rt t cp $EXTE RNAL_NET $HTTP_PORTS -> $HOME_NET any (msg : "ET TROJAN Knoc kbot Pr oxy Response Fr om Co nt r olle r " ; flow:e stabli shed , from_se r ve r ; con t e nt: " l0d 0a 0d 
0a I command I 7c I file I 7c I http" ; de pth : 250; noc a s e ; cont e nt :" 17< I "; wi th i n: 150; classtype: t r o j a n- act i v i t y; r e f e r e nce : ur l , LWNI .mal1,,1aredomainlist. com/ mdl. php? se a r ch ::knoc k . php ; 
r e f erence: u r 1, doc. eme r g i ngt h r eat s . net / 2010787; re f erence: u r 1 , ww,.,i . e mergingthreat s . ne t / cgi - bini cvs web . cgi / s i gs / VI RUS/ TROJAN_Unknown; s i d : 2010787 ; r ev : 4 ; ) 

#by e v ilghos t and da r r en s pr ue ll 

• 
a l ert t cp $ EXTE RNAL_ NET $HTT P_PORTS - > $HOME_NET a ny (msg : " ET TROJAN Knoc kbot Pr oxy Res ponse f r om Cont r olle r ( empt y comma nd ) " ; f1 01,,1 : es tab li shed, from_se r ve r ; content: " l 0ci 0a 0d 
0a I comma nd I 7c I "; nocase ; dept h : 250 ; class t ype : t ro j a n - act i v i t y ; r efe r ence : ur l , LWIW , ma l v1a r edoma i nli st . com/ md l . php ?sea r ch:knock . php ; r e f erence: u r l ,doc. emerg i ngth r eat s . net / 2010788 ; 
r e f e rence: u r l , ww1-i . emerg i ngth r eat s . ne t / cgi - bin / cvs 1>1eb . cgi / s i gs /VIRUS / TROJAN_Unknown; s i ci: 2010788; r e v : 4 ; ) 

#by pe dr o marinho 

• 
a l e r t t cp $HOME_NET any - > $ EXTERNA L_NET $HTTP _PORTS (msg: "ET TROJAN L.J32 . Kob l u" ; flavi : es t ablishe d, t o_se r ve r ; cont ent : "GET " ; de pt h : 4 ; ur i cont ent : "s i d:: " ; nocase; uricon t ent: "&sa:: " ; 
noca se; uricon t ent : "&p:: " ; uriconte nt : "&q::cards&r f:: "; ur icon t ent : "&e nc ="; ur i con ten t : "&en k::&xsc::&xsp=&x sm::"; c l ass t ype: t r ojan-acti v i t y ; ref e r e nce : u r l , cioc. eme r g i ngt h r ea t s. net/ 2010230 ; 
r eference: u r l , M'1l'l . eme r g i ngt h r eat s . ne t / cgi- bin / cvs1,ieb . cgi / s i gs / VI RUS/ TROJAN_Kob l u; s id : 2010230 ; r ev : 4 ; ) 

#by Vi e t a r Ju li en 
#Ika rus : l.Jorm . \-J i n32 . Koobface .C , 
# r e e 3e392688b1 5f 1077dae c4dfc l c a 7530 

• 
a l ert t cp $HOME_NET a ny - > $EXTE RNAL_NET $HTT P _PORTS (msg: " ET TRO JAN l.Jorm . \-J i n32.Koobface .e Use r - Agent " ; flow: e stablished , t o_server ; co nt e nt : •• l0d 0a I Use r -Age nt i 3a j Mo zil l a / 5 . 01"; 
cont en t : "Gecko/ 2005"; wi t hi n : 50; cont e nt : " F i refox/ 3"; ci i s t anc e : 5; cla ss t y pe: troj a n-ac t i vity ; r e f e r e nce: u r 1, doc .eme r g ingt hr eat s . net / 2008848; r e f e r e ne e: u r l , WWl'l . eme r gingt hr ea t s. ne t / cgi ­
b i n/ cvs\.,,eb . cgi / s i gs /VI RUS/ TR OJAN_Koobf a ce; s i d : 2008848; rev :4; ) 

#by matt j onkma n 

• 
a l e r t t cp $HOME _NET a ny - > $EXTE RNAL_NET $HTT P_ PORTS (msg:" ET TROJA.N Koobf ace Tr o j an HTT P Pos t Chec ki n" ; flm.,, :es t a bli she d, t o_ se r ve r ; cont ent : "POST "; nocase; de pth:5; content: " l0d 0a 0d 
0a l f =0&a= "; content :"&v :c " ; ,.,, ithi n : 6 ; co nt e nt : "&c= " ; rli t h i n: 5; cont ent :"&s="; 1,i ith i n : 4 ; con t e nt : "&l =&c k="; wi t h i n: 10; cont ent : "&c_f b=" ; wi t h i n : 10; c lass t ype : t rojan-activ i t y; 
r e f e rence : u r 1 , doc. eme r g ingth r eat s. net / 2008864; re fe rence: ur 1, 1w11-i . e me r g i ngth r eat s. ne t / c g i - bini cvsweb. cgi/ s i gs / VIRUS / TROJAN_Koobf ace; s i d ; 2008864; r e v : 4 ; ) 

#by Chri s Gre e n 

• 
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a l e r t t cp $ EXTERNAL_NET $HTTP_PORT S -> $1-K>ME_NET a ny (msg:"ET TRO JAN Koobface BLACKLABEL"; flow: es t a bli she d , from_ se r ve r ; content: "#BLACKLABELl0d 0a l EXIT" ; class t ype:t rojan-ac t i v i t y; 
r e f e r ence: u r 1 , b log .. t hr eat expe r t. com/ 2008 /12/ koo bface - l eave s -v i c tims- b l ac k - s pot .. html ; r e f er e nce: u r l , doc .. e me r g i ngt h r ea t s. net / 2009407; r e f e r ence : ur 1, vrww . eme r gingt hr ea t s . net / cg i ­
b i n/ c vs1-1eb . cgi / s i gs/ VI RUS/ TROJAN_ Koobface; s i d: 2009407; r ev : 2; ) 

#by Dar r en Spr ue ll 
# 
a l e r t t cp $HOME_NET a ny - > $ EXTERNAL_NET $HTT P _ PORTS (msg: " ET TRO JAN Koobf ace HTT P Req ues t (2) "; flow: es tablished , t o_se r ve r ; u r i cont e nt: " ?ac tion=" ; noc a se; u r ico ntent: "&v=" ; nocase; 
pc r e :"/\ ?ac t ion= \vA+ge n&v=\ d+/ U" ; c l as s t ype: t roj an -activ i t y ; r e f e r e nce: u r 1, dda nc he v . b l ogs pot . com/ 2009 / 09/ koobf ace- botne t s-sca r ewar e-bus ines s. ht ml ; 
r ef e r ence: u r 1 , doc . eme r g i ngth r eats .. ne t /2010150; r e f e r e nce : ur 1 , WLoJt" . e mergingthr e a t s . ne t / cgi-bin/ cvs we b . cgi / sigs /VI RUS/ TROJAN_Koobface; s i d : 2010150; r e v : 4; ) 

#by jerr y a t cybe r ca ve 
# 

a l e r t t cp $HOME_NET a ny - > $ EXTERHAL_NET $HTT P_ PORTS (msg: " ET TROJ AN Koobface C&C a va ilabi lit y chec k"; flow : establis hed, t o_ serve r ; content :" POS T " ; nocase; dept h : 5 ; 
u r i co nt e nt: " / a chcheck. php" ; nocase ; f l owbi t s : set • ET . koobf acec hec k; f101\lb i ts: noale r t ; e l a s s type: t roj a n - activ i t y ; 
r ef e r ence: u r 1 , us . t r endm i c ro. com/ i mpe r i a / md/ cont ent/us / t r e ndv,at c h/ r esea r cha nd a na l ys i s / t he_ 20hea r t _20of _20koobf ace_f i na l _ l _ .. pdf ; r e f e r e nce: ur l , doc . eme r gingt hr eat s. net /2010 151 ; 
r ef e r ence: u r 1 , www . eme r g ingth r eat s, ne t / cgi - b i n/ cvs 1,seb .. cgi / s i gs / VIRUS / TRO JAN_Koobf ace; s i d : 2010151 ; r e v :4; ) 

#by jerr y a t cybe r ca ve 

• 
a l e r t t cp $EXT ERNAL_NET $HTT P_PORT S - > $1-K>ME_NET a ny (msg:"ET TROJAN Koobface c&c a vaila bi lity chec k s ucce ssfu l "; flowbits :isset , ET. koobf acec hec k; flm-1: establi shed, f r om_se rve r ; 
cont e nt: " l0d 0a 0d 0a l ACH_OK"; nocase; cla sstype : t roj a n-activ i t y; 
r efe r ence : u r l , us . t r e ndmi c r o . com/ i mpe ria / md/ co ntent / us / t r e ndwatch/ r esea r cha nd a nalys i s / t he_20hea r t _20of _20ko obfa ce_f ina l _ l _ . pdf ; r e f e r e nce: ur l , doc . eme r gi ngt hr eat s . net / 2010 152; 
r ef e r ence : u r 1 , WLoJ\" . eme r g i ngth r eat s . ne t / cgi - b i n/ cvs 1,seb . cgi / s i gs / VI RUS/ TROJAN_Koobf ace; s i d : 2010152; r ev : 3; ) 

# by j e r ry a t cybercave 

• 
a l e r t t cp $HOM.E _NET a ny - > $ EXTERNAL_NET $HTT P_ PORTS (msg:"ET TROJ AN Koobface f etch C&C cornma nd de t ec t ed" ; f1 01,s :establis hed, t o_ serve r ; uricontent : " . php"; nocase; content :" f =0&a= "; 
cont e nt : "&v="; content : "&c= "; co ntent : "&s="; co nt e nt : "&l ="; conten t : "&c k="; content: "&c_f b=" ; content : "&c_ms= " ; cont ent : "&c _hi =" ; cont e nt: "&c_be="; cont e nt: " &c_f r =" ; co nt e nt : "&c_yb="; 
cont e nt : "&c_ tg=" ; content : "&c_nl ::" ; content: "&c_f u=" ; classtyp e : t r o j a n -activ i t y; 
r ef e r ence: u r 1 , us . t r end mi c ro. com/ i mpe r ia / md/ co ntent / us / t rendwat c h/ r esea r cha ndanalys i s / t he_20hea r t_20of _20koobf ace_f i na l _l_ .. pdf ; r e f e r e nce: ur l , doc . eme r gingt hr eat s. net /2010 153; 
r ef e r ence: u r 1 , W\WI . eme r g i ngth r eat s , ne t / cgi- b i n/ cvs 1,seb . cgi / s i gs / VIRUS / TRO JAN_Koobf ace; s i d : 2010153; r e v : 3; ) 

#by Steven Ada i r at s hado\'1se r ve r 

• 
a l e r t t cp $HOME_NE T a ny - > $ EXTERHAL_NET $HTT P_ PORTS (msg: " ET TROJAN Li ke l y Koobface Beacon i ng (ge t e xe ) " ; flow:to_se r ve r ,es t a blished; cont e nt: "GE T "; nocase; dep t h : 4 ; ur i content : "? 
get exe:: "; u r i content:". exe" ; c l ass t ype: t roja n - act i v ity ; r ef e r e nce : url , doc . eme r g i ngt h r eats . net / 2010700; r efere nce : url , \"1/M .. eme r g i ngt hr eats. ne t / cgi -
bin/ c vsweb. cg i / s i gs/ VIRUS / TROJAN_Koobface ; s i d: 2010700; r ev : 3; ) 

# by ped ro Ma r i nho 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNAL_NET $HTT P_ PORTS (msg:"ET TRO JAN L.Ji n32 / Korklic. A" ; fl ow : to_se r ve r , es t a blished ; cont e nt :"GET " ; nocase; de pt h :4; uricon t e nt : "mode=bo ot&MyValue="; 
u r icont e nt : "&code=" ; pc r e : " / MyVa lue= [ a - f0 • 9]{ 2}\ : [ a - f 0 - 9 ] {2} \ : ( a - f0 - 9 ]{ 2} \ : [ a - f 0 • 9 ]{ 2} \ : / Ui " ; classty pe: t r o j an -activ i t y ; r ef e r ence : u r 1 , doc . emergingthr eats . ne t / 2009003; 
r efe r ence: u r 1 , www . eme r g i ngth r eat s .. ne t / cgi - b i n/ cvs 1\le b . cgi / s i gs / VI RUS/ TROJAN_Korklic; s i d : 2009003 ; r ev : 4 ; ) 

# tro jan us i ng t h i s doma i n a nd LIA 
# 

a l e r t t cp $HOME_NET a ny - > $ EXTERNAL_NET $HTT P_ PORTS (msg: " ET TRO JAN Kpa ng . com Re l ated Tro j a n Use r -Age nt (kpa ngupda t e ) " ; flow:es t a blis hed,to_ se r ve r ; cont e nt: " l0d 0a lUse r -Agen t l 3a l 
kpa ng update I 0 d 0a I "; c lasst ype : t r o j an- a ctiv i t y; r e f e r e nce: u r 1 , do c .. eme r g i ngth r ea t s . ne t / 2007779; ref e r e nce: u r l , M""" .. eme r g ingth r eat s . net / cg i - b i n / c vs web . cgi / s igs / VI RUS/ TROJAN_Kpa ng. com; 
s i d: 2007779; rev :4; ) 

#trojan us i ng t h i s doma i n a nd UA 

• 
a l e r t t cp $HOM.E_NET a ny - > $ EXTERNAL_NET $HTT P_ PORTS (msg:"ET TROJAN Kpa ng . com Re l a t ed Tro j a n Use r -Age nt ( ale r tup ) "; flow: establishe d,to_ser ve r ; co ntent: " l0 d 0a l Use r - Age nt l 3a l 
a l e r t up I 0d 0 a I"; c la ss t ype : t r o j a n-act i vity; r efer e nce : ur l ,doc . e me r gi ngt hr eat s . net /200784 9; r e f e r ence : ur l , www . eme r g ingth r eats . net / cgi- bin / cvswe b . cgi / s i gs / VIR US/TROJAN_Kpa ng. com; 
s id:2007849; r e v : 3; ) 

#by matt jon kma n, from sandn e t hits 
# 
a l e r t t cp $HOM.E_NE T a ny - > $ EXTE RNAL_NET $HTT P_PORTS (msg: " ET TRO JAN Kru nc hy/ BZ ub HTTP Chec ki n/ Update"; flow:est a blished ,to_se r ve r ; uriconte nt : " . ph p?ac tio n:: " ; uricont e nt : " &gui d::%"; 
content : "GET " ; nocase; de pt h : 4 ; cont e n t : ! " I 0 d 0a I User -Age nt I 3a I " ; classtype : t r o j a n -activity ; r ef e r e nce: u r l , doc. emerg i ngth r eat s . net/ 2007775; re f e r ence: ur 1, l'il\lW . emerg i ngt hr eats . net / cgi • 
b i n/ c vs1-1eb . cg i / s i gs/ VI RUS/ TROJAN_Kr unchy ; s i d: 2007775; r ev : 5; ) 

#by matt j onkman , fr om sa ndn e t hits 
# 

a l e r t t cp $HOME_NET a ny - > $ EXTERHAL_NET $HTT P _ PORTS (msg: " ET TROJ AN Kr un c hy/BZub HTTP POST Update" ; f101\I : establi s hed, t o_ se r ve r ; cont e nt: " j0d 0a 0d 0a I action=" ; cont e nt : "I 25 35 
46 1 sc r i pt " ; distance :0; co nt e nt : " POST " ; nocase; dep t h : 5; co nt e nt : ! " I 0d 0a I Use r -Agent i 3a I "; classty pe : t r oj a n-activity ; r e f e r e nce : url , doc . eme r gingt hr ea t s. net /2007776; 
r ef e r ence: u r 1 , W\oJ\" . eme r g i ngth r eat s .. ne t / cgi- b i n/ cvs 1"eb .. cgi / s i gs / VIRUS/TRO JAN_Kr unc hy; s i d : 2007776; r ev : 5; ) 

#By matt Jonkman 

• 
a l e r t t cp $HOM.E_NET a ny - > $ EXTERNAL_NET $HTTP_ PORTS (msg:"ET TROJAN L.J i n32 . Lage r Troja n I nitial Che c ki n"; flm~:established ,to_se r ve r ; uricontent: "/ c p/ ru le . ph p?" ; nocase; 
urico nt e nt: "fs t t= "; noc ase; urico nt e nt : "&b=" ; nocase; ur i co ntent : " name=" ; cla s stype: t roj an -activ ity; r e f e r ence : u r l , h'l'il,S . v i r us list . com/ e n/v i ruses / e ncyc l opedia ?v i r us i d=87732; 
r efe r ence : u r l , doc . eme r g i ngth r eats . ne t / 2003187 ; r e f e r e nce : ur l , M-n,s . e merg i ngthr eat s . ne t / cgi - bin/ cvs 1,se b . cgi / sigs / VIRUS/T RO JAN_Lage r . l.Ji n32; s i d : 2003187 ; r ev : 3; ) 

#By matt Jon kma n 
# 
a l e r t t cp $HOME_NE T a ny - > $ EXTERNAL_NET $HTTP _ PORTS (ms g: " ET TROJAN L.J i n32 . Lage r Tr ojan Repo r ting"; fl ow:establis hed, to_ server; ur icontent : " / c p/ru l e. php?"; nocase; uri co nt e nt: " v=" ; 
nocase; ur ico nt ent: "&b=" ; noca se; uri co nt e nt : " name="; c lass t ype : t ro j a n -act i v i t y ; r efe r e nce: u r 1, www.v i r us list . com/ en/v i r uses / e ncycloped i a ?v i ru s i d=87732; 
r efe r ence: u r 1 , doc . eme r g i ngth r eat s .. ne t /2003188; r e f e r e nce : ur l , M-n,s . e merg i ngthr eat s . net/ cgi-b i n/ cvs we b . cgi/ sigs /VI RUS/ TROJAN_Lage r . l.Ji n32; s i d: 2003188 ; r ev : 3; ) 

#By matt Jonkman 
# 

a l e r t t cp $HOME_NET a ny - > $ EXTERNAL_NET $HTT P _ PORTS (msg: " ET TROJAN L.Ji n32 . Lage r Tro jan Re po r ting ( gc u) " ; flm-1 :established , t o_ser ve r ; ur i content: "/ c p/ ru le . php? " ; nocase ; 
pc r e: " /\/c p\/ r ule \ . php \ ?gc u=\ d+/ Ui " ; c l assty pe : t ro j a n-ac tiv i t y; r e f e r e nce : ur l , www . v i r us li s t .com/ e n/v i r uses / e ncyc l oped i a ?v i ru s i d =87732; r e f ere nce: ur 1, doc .. eme r g i ngt hr eat s. ne t / 2003189; 
r ef e r ence: u r 1 , W\WI . eme r g i ngth r eat s, ne t / cgi - b i n/ cvs 1"eb .. cgi / s igs / VIRUS / TRO JAN_ Lage r .1.Ji n32 ; s i d: 2003189; r ev: 3; ) 

#By matt Jonkman 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNAL_NET $HTT P_PORTS (msg:"ET TROJAN L.Jin32 . Lage r Troj a n Repo r ting Spam " ; f101" :establi she d , t o_serve r ; content: "POST " ; nocase; dep t h : 5; 
urico nt e nt: " / s p/ post . php" ; nocase; cont e nt : "data=" ; dept h : 400; c l ass t ype : t r o j a n -act i vity; r efe r enc e : url , www . vi ruslis t . com/ e n/v i r uses / e ncyc l o pe di a ?v i r us i d =87732 ; 
r efe r ence : u r l , doc . eme r g i ngth r eats . ne t / 2003190; r e f e r e nce : ur l , M-n,s . e mergingthr eat s . ne t / cgi- bin/ cvs 1,se b . cgi / sigs / VIRUS/ TROJAN_Lage r . l.Ji n32; s i d : 2003190; r e v : 6;) 

# f r om a nonymous 
# 
a l e r t t cp $ EXTERNAL_NET $HTTP_PORT S - > $HOME_NET 1025 : 5000 (ms g : " ET TRO JAN Poss i bl e He b - based DDoS- coirmand be i ng i ssue d" ; flow: es t abli s hed , from_se r ver; cont e nt : "Se r ve r l3a l ngi nx/ 0 .. " ; 
off se t: 17; de pt h: 19; co ntent: "Cont e nt- Type I 3a I t e xt / ht ml"; cont e nt : " I 3a I 80 l 3b I 255. 255 . 255 . 255 " ; e l as sty pe: t ro j an - activ i t y ; r ef e r e ne e: u r 1, doc . eme r gingth r ea t s . net / 2003296; 
r ef e r ence: u r l , W\\IW . eme r g i ngth r eats .. net / cgi • b i n/ cvs 1\leb . cgi / s igs / VI RUS/T ROJAN_ Lage r . l.J i n32; sid : 2003296; r ev :4 ; ) 

#by Shirkdog 
# r e 8B88f c b5020d1295f 4 343f601263306a 

a l e r t t cp $HOME_NET a ny - > $ EXTERHAL_NET $HTT P _ PORTS (msg: " ET TROJAN Ba ckdoo r La nfilt r ator Chec k i n"; f101" : es ta bli s hed , t o_ se r ve r ; urico ntent : " / r a log .cgi "; uricontent : "&i p=" ; 
urico ntent: "&se r ve r t ype : l a nf il t rato r" ; c l a s s t y pe : t rojan-activ i t y ; r ef e r ence: u r 1, r esea r c h . s unb e l t-sof t wa re. com/ t h r eatd i s play . aspx? name: Bac kdoor . 1-J i n32 .. La nFiltrat or. 3b&t h r ea t i d:51642; 
r ef e r ence: u r 1 , doc . eme r g i ngth r eat s, ne t /2009078; r e f e r e nce : ur 1 , WlVI" . e me rg i ngthr eat s. ne t / cgi-b i n/ cvs we b .. c gi / sigs /VIRUS/ TROJAN_l anf i l trato r ; s i d: 2009078; r ev : 2; ) 

#by matt j on kma n 

• 
#a l e r t t cp $ EXTE RNAL_NET 1024 : - > $1-tO'•lE_NET a ny (msg : " ET TROJAN Lethi c Spambot CnC I nitia l Conn ec t " ; flow: es t abli s hed, f r om_se r ver; f l owbi t s : isnot set,ET . lethic . i nit; 
floi,A b i t s : set , ET . l ethi c . i nit; flowbi t s : noa l e rt ; dsize: 5; con ten t : " I 00 00 00 00 06 I"; class t ype: t roj a n -act i v i t y; r eference : ur l,www . m86se curity .com/ t r ace / spambot i tem. as p ?a r ticle::1205; 
r efe r ence : u r l , doc . eme r g i ngth r eats .. ne t / 2010646 ; r e f e r e nce : ur l , M-n,s . e merg i ngthr eat s . ne t / cgi - b i n/ cvs1,se b . cgi / s i gs / VIRUS/ TROJAN_l eth i c; s i d : 2010646; r ev : 3; ) 

# by matt jonkma n 
# 
#a l e r t t cp $HOO E_NET a ny -> $ EXTERNAL_NET 1024 : (msg: " ET TROJAN Lethi c Spambot CnC I nitia l Conn ec t Bo t Res pons e"; flow:es tablis he d , t o_ se r ver; flowbits : i sset, ET. l et h i c . i nit; ds ize : 5; 
content :" I 00 00 00 00 06 1 " ; floi,A bi t s: set, ET . l et hi c. establi s hed ; e l a ss t ype: t roj a n • ac tiv i t y ; r e f e r e nce: ur 1, !/TWW .m86secur i t y. com/ t r ace / spambot item . as p ?a r tic le=1205; 
r ef e re nce: u r 1 , doc . eme r g i ngth r eats .. ne t /2010647; r e f e r e nce: ur 1 , WLoJt" . e mergingthr eats . ne t / cgi - bin/ cvs 1,se b . cgi / sigs /VI RUS/ TROJAN_leth i c; s id : 201064 7; r ev : 3 ; ) 
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#by matt j onkman 

• 
#a l e r t tc p $EXTERNAL_NET 1024: - > $HOME_ NET a ny ( msg : " ET TROJAN Le th i c Spambot CnC Connect Comaand" ; fl oL" b i ts : iss et ,ET. l eth ic . e s tablis he d; floL\I : est a bli s he d , from_ serve r ; d s i ze : 11 ; 
cont e nt: " I 02 I" ; of f s e t: 4 ; de pth : S; classt ype : t r o j a n-activ i t y ; r e f e r ence: url, wtWI . m86sec urit y . com/ tra c e / spam boti tem . as p ?article=1 205 ; refe r enc e ! ur l , doc. eme rgi ngt hrea ts . ne t / 2010648; 
r e f e r ence : u r 1 , www . eme r g ingth r eat s . ne t / c gi - b i n/ cvs L"eb . cgi / s i gs / VI RUS / TROJAN_Le t hic; s i d : 2010648; r e v : 3; ) 

#by matt j onkman 
# 

#a l e r t tc p $EXTERNAL_NET 1024 : - > $HOME_ NE T a ny ( msg : " ET TROJAN l ethi c Spambot CnC Connect Comaa nd ( por t 25 s pecifica lly ) " ; flowbi t s: i sse t , ET .let hi c.es t a blis hed ; 
flow: establi s hed , from_se r ver; ds i ze : 11 ; cont e nt : " l02 J" ; of f set: 4; dept h :5; cont e nt: " (00 19 1" ; off s et : 9; classt ype : t ro j a n - a c tiv i t y; 
r ef erence: ur 1 , wwi,,, . m86securi t y . com/ t r a ce / s pambo t i t em . as p?art i c le=1205; ref e r e nce: ur l , doc. emergingthreats . ne t /2010649 ; r e f er e nce: ur l , wvM . eme r g ingth r eat s . net / cg i ­
b i n/ c vs1-.,eb . cgi / s i gs/ VI RUS/ TR OJAN _ l ethic; s i d : 2010649; r e v : 3; ) 

#by matt j onkman 
# 

#a l e rt tc p $HOO E_NET a ny · > $ EXTER NAL_NET 1024 : ( msg : " ET TROJAN Le th ic Spambot CnC Bot Comman d Confi r mat i o n" ; flow: es t a blis hed, t o_ se r ve r ; flowbits : i sse t , ET. l e t h i c . es tablis hed ; ds ize : 6; 
cont e nt: " I 21 01 I"; offset :4 ; e l ass t ype: t ro j a n · act i v i t y ; r ef e r e nce : ur 1 , 1wN1 . m86secur i ty . com/ t r ace / spambot item. as p?a r t i c l e=1205; r e f e r e ne e: u r 1, doc. eme r g i ngth r ea t s . net / 2010650 ; 
r ef e r ence : u r 1 , www .emer g i ngth r eat s. ne t / cgi - b i n/ cvs 1"eb . cgi / s i gs / VI RUS/ TROJAN_ l e t h i c; s i d : 2010650; r e v : 3 ; ) 

#by ma t t j onkman 

• 
#a l e rt tc p $HOO E_NET a ny •> $ EXTE RNA L_NET 1024: ( msg : " ET TROJAN Le th i c Spambot CnC Bot Tr a nsac t i on Relay"; flow:est a blis he d,to_ser ver; flowbit s: i sset , ET . l eth i c . e stablis hed ; 
cont ent: " I 03 J " ; of f set : 4 ; de pth : 5; classt ype : t r o j a n-activ i t y ; r e f e r ence: u r 1 , wtWI .m86securit y . com/ trace / s pam boti t em. a s p ?a r ticle=1 205; refe r enc e : ur 1, doc . emergingt hrea ts . net/ 2010651 ; 
r e f e r ence : u r l , www . eme r g i ngth r eat s . ne t / cgi- b i n/ cvs L"eb . cgi / s i gs / VI RUS / TROJAN_Le t h i c; s id : 2010651 ; r e v : 3; ) 

#matt jonkma n 
# 
a l e r t t cp $HOM.E_N ET a ny - > $ EXTERNAL_NET $HTTP_PORTS (msg:"ET TROJ AN Li ga t s / DR. Ilomo Age nt Pos t "; f101-., : es t abli she d , t o_se r ve r; cont ent :"POST /" ; noc ase; de pth :6; cont e nt : " l 0d 0a 0d 
0a I o:"; cont ent : "&s=000"; d is t ance: 1 ; with i n : 8; c l asst ype: t rojan-acti vi t y ; ref e r e nce : u r l , doc . eme rgingth r ea t s . ne t / 2008740; r ef e r e nce : u r l , www . eme r g i ngth r eat s . ne t / cgi · 
b i n/ c vs1-.,eb . cgi / s i gs/ VIRUS / TROJAN_Ligat s; s i d : 2008740 ; re v : 4 ; ) 

# New de l f c nc. Al so be i ng called Tr oj a n . P\-1S . Gama ni a . o r ig i n , Tr ojan · PSl-1 . Wi n32 .Onl ineGames. aen l , 
#Tr oj a n · PSW. Wi n32 . Onl i neGames . ae nl , I-S in32 . l oo k ed . P(v) 
# r e 7b bec6c l d7 d727e 708 54184b1c l e 5088 

a l e r t t cp $ EXTERNAL_NET 81 : 90 - > $HOME_NET a ny (msg : " ET TROJAN l ooked .P/ Gama ni a / Oel f # 109/ ! St y l e CnC Checkin Res ponse from Se r ve r " ; f1 01-., : est a blished , from_server; dsize : 6; cont e nt : "#1 " ; 
depth : 2; cont e nt: " / ! " ; of fse t : 4 ; pere : " /"\x23 \ d \ d \ d \ x2f \ x21/" ; e l ass t ype : t r o j a n -act i v i t y ; ref e r ence: url , doc . eme r g i ngth r ea t s . ne t / bi n/v ie1-.,/Ma i n/ l-Si n32 Looked; 
r e f e r ence : u r l , wt"'-" . eme r g ingth r eat s . ne t / cgi- bin/ cvs L"eb . cgi / s i gs / VI RUS / TROJAN_Loo ke d; s id : 2008220; r e v : 5; ) 

#New de l f c nc. Al so be ing ca lle d Tro j a n . NS . Gama ni a . o r igin , Troja n · PSL-S . Wi n32 . Onl ineGames . aen l , 
#Troj a n - PSW. Wi n32 .Onl i neGames . ae nl , I-S i n32 . l ook ed . P(v) 
#re 7b bec6c1d7d727e 708 54184 b1c l e 5088 
# 
a l e r t t cp $HOME_N ET a ny - > $ EXTE RNAL_NET 81 :90 (msg : " ET TROJAN l ooked .P/ Gama ni a / De l f # 108/! St y l e CnC Chec kin " ; flo1-., : est ablished, t o_se r ver; ds ize :6; content : "#1" ; de pt h: 2; cont ent :" / ! " ; 
d i s t a nce : 2; wi t h i n : 2; pe r e ! " /"\x23 \ d\ d \ d \ x2f \ x21 / " ; class t y pe : troj a n• ac tivity; r efe r e nce: url , doc . eme r gingt hr eats. net / b i n/v i ew/Main/ l-S i n32Looked ; 
r e f e r ence : u r l , wt"'-" . eme r g i ngth r eat s . ne t / cgi- bin / cvs L"e b . cgi / s i gs / VI RUS / TROJAN_Loo ke d; s id : 2008219; r e v : 6; ) 

#by Matt Jonkman 
# 

a le r t t cp $HOM.E_NET a ny - > $EXTERNAL_NET $HTT P_PORTS (msg: " ET TROJAN l op . gfr / Swi zzo r HTTP Upda t e/ Checki n" ; flow: es t a blis he d,to_ se r ver; cont e nt :"POST " ; nocase; de pt h : 5 ; 
urico nt e nt: " / t ba/" ; nocase; cont e nt : " I 0 d 0a I guid : " ; co ntent : "&ve rsion: " ; cont e nt : "&c lie ntid: " ; cont ent : "&time : " ; co ntent ; "&i d l e : " ; cont e nt : "&tic ksBoot : " ; class t y pe : t rojan- act i v i t y ; 
r ef e r ence : u r 1 , doc. eme r g i ngth reat s. ne t /2007774 ; r e f e r e nce : ur 1 , ww1" . e mergingth r eat s. ne t / cgi - b i n/ cvs web . cgi / sigs /VIRUS/ TROJAN_l op; s i d: 2007774 ; r e v : 6; ) 

#Deepas h Mi s r a 
# 

a l e r t t cp $HOl1E_N ET a ny - > $ EXTERNAL_NET $HTTP_PORTS (msg:"ET TROJ AN l op . gfr / Swi :zzor HTTP Update/ Checki n ( us ua lly host- domain - l ookup . com relat e d ) " ; f1 01" :es t a blis hed , t o_serve r ; 
u rico ntent: " / up d/ c hec k ?"; nocase; uri co ntent: "&f xp:"; c l ass t ype : t ro j a n -ac t i v ity ; r e f e r e nce: u r l , doc . e me r g i ngthr eat s. net / 2008333; re f e r e nce : u r l , M'II" • eme r g ingth r eats . ne t / cgi ­
b i n/ c vs1-.,eb . cgi / s i gs/ VIRUS / TROJAN_Lop; s id : 2008333 ; r ev :2; ) 

#by Marc us o f unso ber 
# r e f : 6eddf bc8886805bl eeb0d9 34b08ceff f 
# 
a l e r t tcp $HOME_NET a ny - > $ EXTERNAL_NET $HTT P _ PORTS (msg: " ET TROJ AN S1" i zzor Che c kin"; floL" : es t ablishe d , t o_ se r ver; cont e nt : "GET " ; nocase; de pt h : 4 ; uricontent : "e =" ; uricont e nt : "&1"v="; 
urico ntent: "&wd: "; uricont e nt : "& i e=" ; co ntent : " I 0d 0a I Use r - Age nt I 3a I NSISDL/ 1. 2 (Moz:i lla ) " ; clas s t ype: s ucc essful - r econ - limited; re f erence : ur 1, doc . e mergi ngth r eats . ne t / 2008347 ; 
r e f e r ence : u r l , wt"'-" . eme r g ingth r eat s . ne t / cgi- bin / cvs L"eb . cgi / s i gs / VI RUS / TROJ AN_ Lop; s i d : 2008347 ; r ev : 5; ) 

#by Dea pes h ,.,is r a 
# 

a le r t t cp $HOM.E_NE T a ny - > $ EXTERNAL_NET $HTT P _PORTS (msg: " ET TROJ AN S1" i z.zor Checki n ( kgen_up ) " ; flow: to_ ser ve r , es t a blis hed; u r i content : " kge n_up . i nt "; u r icont e nt : "fxp: "; pe r e : " / fxp: [ a ­
z0-9] {60}/ Ui "; e l asstype: t r oj a n- act i v i t y ; ref erence : ur 1 , doc. emerg i ngt h r ea t s. net /2008379; r e f e r e nce: ur 1, 1w,w . eme r g i ngth r e a t s. ne t / cgi - b i n/ c vs L~e b . cg i / s i gs / VIRUS/ TROJAN_lop ; sid: 2008379; 
r ev :3 ; ) 

#by Rob Gr a bo1-.,s ky 
# 

a l e r t t cp $HOl1E_NE T a ny - > $ EXTERNAL_NET $HTTP_PORTS (msg:"ET TROJAN Lop_com o r va r ian t Chec ki n ( 9kge n_up ) "; flow: established , t o_se r ve r ; cont e nt : "GET " ; nocase; dept h : 4 ; 
urico ntent : " / 9kgen_ up . i nt ?" ; noc ase ; class t ype : t r o j a n-activ i t y ; r e f erence : ur l , ,.,,ww . th r ea t expe r t . com/ r e port s . as px?f i nd : 9 kge n_up . i nt; r e f e r e nce : ur l , do c . eme r g i ngt h r eats . ne t /2008943; 
r ef e r ence : u r 1 , WM\I . eme r g i ngth r eat s . ne t / cgi - b i n/ cvs L"eb . cgi / s i gs / VI RUS/T ROJAN_ Lop; s i d : 2008943 ; r ev : 3 ; ) 

# by: J e r emy Conwa y at s udosecure. ne t 
# r e f : 05 f 72061bb956336ee 397e739d04242b 

#ale r t tc p $HOO E_NET a ny •> $ EXTE RNAL_NET $HTT P_PORTS (msg : " ET TROJAN Swi zzo r Family GE T" ; flow:est abli she d,to_ se r ve r; content :"GET "; noca s e ; de pt h :4; ur icont e n t : " szclientid =" ; 
urico nt e nt: " szmac=" ; urico nt ent : " szusername:"; ur i cont e nt : "szver="; u r i co nt e nt: "mode=" ; uricontent : "va l ue ="; uri content : "sy stype=" ; u r i content : "r i d="; u r i co nt e nt : "szname =" ; 
urico ntent: "s zpana me: "; u r i conte nt : "pa l e n:"; ur i content : " szpap a name: " ; uricont e nt : "chksum=" ; c l a ss t y pe : t r o j a n-ac t i vity; r e fere nce: ur l , ww,-., . th r eatexpe r t . com/ r e po r t . as px? 
md5: e d06e3cd6f 57f c260194bf9f a224181e; r ef e r e nc e : url , doc . eme r gingt h r eats . net/ 2009441 ; r e f erenc e : u r l , ,.,1'11\\1 . eme r gingt h r eat s . ne t / cg i - bi n/ c vswe b. cg i / sigs/ VIRUS/ TROJAN_Lo p; s i d : 2009441 ; r ev : 3; ) 

#by : J e r emy Conway at sudosecure. ne t 
# ref : 7f 417525009a554c 82d1329a 26c60a90 
# 
a l e r t t cp $HOME_NET a ny - > $ EXTERNAL_NE T $HTT P_PORTS (msg: " ET TROJ AN Swi zzor - based Downl oa de r · I nva lid User -Agent (Mozilla / 4 . 0 ( compat i ble ,_,SI E 7.0 na . NET CLR 2 .0 . 50727 . NE T CL R 
3 . 0.4506 . 2152 . NET CL R 3 . 5.30729 )) " ; flo1-., : establi s he d,to_ se r ve r ; co ntent: "GET " ; nocase; de pt h : 4 ; content : " l0d0a l User - Agen t l 3a l Mo zilla / 4 . 0 (compat i ble l 3b l MSIE 7 .0 l 3b l na l 3b l . NET CL R 
2 . 0 . 50727 I 3b I . NET CL R 3 . 0 . 4 506 . 215 2 I 3b I . NET CL R 3 . 5 . 30729 ) I 0d0a I"; within ! 500; class t y pe : t r o j a n- a c t i v ity ; r ef e r ence: u r 1, WM" • cybe r•ta . or g/ re l eases / ma l 1"a re-ana l ys i s / public / 2009-07- 12-
publi c/ ARCHIVE/ 124 7423556. cha tte r ; r ef e r ence : ur 1 , doc . eme r g i ngt h r ea t s . ne t / 2009810; r e f e r e nce : u r l , l>IL.Wl . eme rgingth r e a t s . ne t / cgi - bin/ cv swe b . cgi/ s i gs / VIRUS/ TROJ AN_ Lop; s i d: 2009810; r e v :4; ) 

#by Marc us of unso be r 
#re 5f 0920312f 5a044d07 b6425e 2b6887f 9 
# 
a le r t t cp $HOl1E_NET a ny - > $ EXTE RNAL_NET $HTT P _PORTS (ms g: " ET TROJAN l ost Door Chec k i n" ; flow: es t a blis hed , t o_se r ver; cont e nt: "GET " ; de pt h: 4; ur i cont e nt: " s ub j ect=Los t 120 1 door I 20 1 "; 
urico ntent: "by l 20 IOussami O"; cont e nt : " l 0d 0a lUs er -Age nt l 3a l ,.,oz illa / 4 . 0 ( c ompatibl e lJb l MSI E 6,0 l 3b l I.Ji ndows NT 5. l l 3b l SVl ) " ; class t y pe: tro j a n-activ ity ; nocase; 
r ef e r ence : u r 1 , doc . eme r g i ngth r eat s . ne t /2008340; re f e r e nce : ur 1 , WL"'-" . e merg i ngthreats . ne t / cgi - b i n/ cvs we b . cgi / sigs /VIRUS/ TROJAN_lost _Doo r ; s id : 2008340; rev : 4 ; ) 

#by: J e r emy Conway at s ud osecure . ne t 
# r e f : 07 3098e919581aff14 56abe d109aleb4 
# 

a l e r t t cp $HOM.E_NET a ny - > $EXTERNAL_NET $HTT P_ PORTS (msg: " ET TROJ AN Lude r . 8 Use r -Agen t (Moz i lla/ 4 . 0 ( SPGK)) - GE T"; flow: establishe d , t o_se r ve r ; cont e nt: "GET " ; nocase ; de pt h :4 ; 
cont e nt :" I 0d 0a I Use r -Agent I 3a I Moz i lla / 4 , 0 ( SPGK) I 0d 0a I"; nocase; with i n : 300 ; clas s t y pe: t r o j a n-activ ity ; r e f e r e nce: u r 1, home . mc af ee . com/ Viruslnfo/ Vi r usP r ofile . aspx ?key:212955#none; 
r ef erence : u r 1 , www . t hr e at expe r t . com/ t hre a ts /v i r us - 1" i n32- l ude r - b . htm l ; r ef e r ence : ur 1 , doc . emerg i ngth r ea t s . ne t /2009805; r e f e r e nce: u r 1, www . emerg i ngt h r ea t s. net / cgi-
b i n/ c vs1-.,eb. cgi / s i gs/ VIRUS/ TROJAN_L ude r ; s i d : 2009805; r e v : 4 ; ) 

#by ma t t j onkman 
# 

a l e r t t cp $HOl1E_N ET a ny - > $ EXTERNAL_NET $HTTP _PORTS (msg: "ET TROJ AN l-S i n32 . Lyd r a . hj HTTP Chec kin " ; f1 01-., :established , t o_ser ve r ; ur i cont e nt : "/ Ne1\ls Fo l de r / Ne,.,ls00" ; uricontent : " . AS P?id:"; 
pc r e: " /\/NewsFolde r \/News00\ d \ d \ .ASP \ ?i d: / U" ; per e : " / Hos t \ : \ d+\ . \ d+\ . \ d+ \ . \ d+/" ; class t ype : tro jan -act i v i t y ; r e f e r e nce : u r l , doc . eme r g i ngth r ea t s . net /2008130; 
r ef e r ence : u r 1 , W\"'-" . eme r g i ngth r eat s . ne t / cgi - b i n/ cvs L"eb . cgi / s i gs / VI RUS/T ROJAN_ Lyd r a ; s id: 2008130; r ev : 2; ) 

#by Matt Jonkma n, ,.,BR Vi r us r e l ated 

• 
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a le r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_PORTS (msg: " ET TROJAN MBR Tro j a n ( Sino'l1al/Mebroot /) Phon i ng Home"; flm,i : establis hed , t o_ server; content " POST " ; noc ase; depth :5 ; 
urico ntent: " / ld / mat" ; noc ase; ur i cont e nt : " .ph p" ; nocase; cantent:" l0d 0a l id= " ; d istance : 30; cantent : "&hi t=" ; d i stanc e :5 ; c la sstype:trajan-act i vi t y ; 
r efe r ence : u r 1 , dac. eme r g i ngth r eats, ne t /2007747; r efe r e nce: ur 1, ww1,i , emerg i ngthreats. ne t / egi- bin/ evs web, egi / sigs / VIRUS/ TRO JAN_MBR; s id: 2007747; r e v ; 4; ) 

#by Vi e t a r J ulien 
#I ka rus : Ad\.Jar e . L.J i n32 . M\.!Gu i de, 
#re a98 bb554 bf 012dd25d 94b 764 be4a0678 

a l ert t cp $HOME_NE T a ny - > $ EXTERNAL_NET $HTTP _ PORTS (msg: " ET TROJ AN AdWa r e. L.Jin32 .Ml•JGuide e heekin " ; flm,i : establis hed, t o_ server; ur ieontent: " / s ideba r _ load . php ?maddr ="; 
urieo ntent: "ipa dd r ="; ur i cant e nt: "aff _ i d: " ; e l ass t ype : trojan- ae t i v i ty; r e f e r e ne e : ur l , doc . eme r gingt h r eat s. net / 2008839; r e f e r enc e : url , www . emergingt hreats . net/ cg i ­
bin/ e vsweb. cgi / s i gs/ VIRUS / TROJAN_M\liGuide; sid: 2008839; r ev : 3 ; ) 

#by Vietar Ju lien 
# I ka rus: AdWa re . L.Ji n32 . M\.!G ui de, 
# re a98bb554 bf 012dd25d94b 764 be4a0678 

a le r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTTP _PORTS (msg: "ET TROJAN AdWa r e. L.Ji n32 .Ml•/Guide kee pa l i ve "; flo'll : established , t o_se r ve r ; uricantent : " / a li ve . ph p?a ff _ i d="; c l asst ype: t rojan­
aet i v i t y ; r e f e r enc e : ur 1, doe . emergingth r eats . net / 2008840; r e f erenee: ur 1, ,..111,w . eme r gingt h r eats. net / cgi - b i n/ e vswe b . eg i / s igs / VIRUS/ TROJAN_M\.lGui de ; s i d: 2008840; r e v : 3 ; ) 

#info from 8oj a n at ISC a nd Russell Fulton 
#s i g by Russe ll a nd Matt J onkman 
# 
a le r t tcp $HOME_NE T a ny - > $EXTERNAL_NET $HTT P_PORTS (msg:"ET TRO JAN Mac Troja n HTT P Checkin ( aceept - l anguage v i o l atia n) " ; fl aw: established ,ta_serve r; ea ntent : "GET 
HTTP/ l . 1 I 0d 0a I Aeeep t - Language I 3a I ••; pere:" / Ac cept - l a nguage \ : ( a- zA- Z0-9 ] { 20}/ " ; e l asstype : trojan-aeti v i t y ; refe r e nce: u r l , dac . eme r g i ngth reats . net / 2007650; 
r efe r ence : u r l , www . eme r g i ngth r eats . ne t / egi - b i n/ cvs 1,ieb . cgi / s i gs / VI RUS / TROJAN_Mae _ Tr ojan; s i d: 2007650; r ev : 4; ) 

#by vietar ju lien 
# 

dept h : 4 ; eont ent : " 

a l e r t t cp $HOME_ NET a ny - > $EXTERNAL_NET $HTT P _ PORTS (msg: " ET TRO JAN Ma.e Use r -Age nt Ty po - Li ke l y Hastile/ Tr ojan In f ee t ian" ; flaw: esta bli she d , t o_ serve r ; eontent : " l0d 0a I User- Agent I 3a I 
Mo z il l a / 5 . 0 (Mae i n tash I 3b I"; ea ntent : " ( KHTML, like Geco, " ; wi t h in : 100; e l ass t ype: trojan • aetiv i t y; refe r e ne e: ur 1, doc . eme rgi ngth r ea t s . net /2008954 ; 
r efe r ence : u r l ,WI""" . eme r g i ngth r eat s . ne t / egi- bin / cvs 1,ie b . cgi / s i gs / VI RUS / TROJ AN_Mae_UA_ Typo ; s i d : 2008954 ; r ev : 3; ) 

# by vietar j ulien 
# 

a le r t t cp $EXTERNAL_NET a ny -> $HOM E_NET $HTT P _ PORTS (ms g: " ET TRO JAN Mac Us e r -Age nt Ty po IN80UND - Li ke ly Hosti l e " ; fl aw: es t ablished, t o_serve r ; ea ntent: " l 0d 0a IUser-Agent I 3a I 
Moz il l a / 5. 0 (Mae intash I 3b I"; ea ntent : " ( KHTML, like Geco,"; wi t h i n : 100; e l asstype: traj a n -activ i t y; r efe rene e: ur 1, doc . eme r gingt h r eats. net /2008955; 
r eference : u r 1 , www .emer gingthreat s. ne t / egi- bin/ cvs 1,ieb . cgi / s igs / VIRUS/TROJAN_Mae_UA_ Typa ; s i d : 2008955; rev : 3 ; ) 

#by Ch uck Con n at t he t.Jor l d Ba nk 
# 

a l ert udp $HOME_NE T 1024 : -> $ EXT ER NA L_NET 1024 : (msg : "ET TROJ AN Pa l e vo/ 8F8ot / Ma r iposa client joi n attempt"; ds i ze: 7; content:" I 61 I"; dept h : 1 ; flolflbits : noale rt ; 
f101,1b i ts : set, ET . Maripos a J oin ; classty pe: t ro j a n- activ i t y ; r e f erence: ur l , definte l . com/ docs /Ma riposa_Ana l y s i s. pd f ; r ef erenc e: u r l , de f i nte l . bl ogspot . com / 2009/ 09/ ha l f- of - f ortune -100-
compa nies . html ; r efer e nce: ur l ,doc . eme rgi ngt h r eats . net/2010100; r ef e r e nce : ur 1 , www .eme rgingth r eats. net / cg i - b i n/ cvs ,..le b . cg i / sigs/ VI RUS/TROJAN_Ma r i posa; 
r ef e r ence : u r 1 , blags, pcmag. com/ sec ur i t yi,latch/ 2009/ 09/ bot ne t _ r eparted_ l aose_ i n_fa r t u . php ; r efe r e nce: u r l , ww111 . symant ec. com/ bus i ness / securi ty_ responseh lri teup. j s p ?dacid=2009-093006 -04-42-
99&t a bid :c2; r e f e r ence: ur l , Wl'tl\! . syma nt ee. com/ ea nn ec t / b logs / maripasa- but t e rfly; sid : 2010100; r ev : 5; ) 

#by Chuc k Con n at t he \.Jo r l d Bank 

• 
a le r t udp $EXT ERNAL_ NET 1024: -> $HOME_NET 1024 : (msg: "ET TROJ AN Pa l e vo/ 8F8ot / Mariposa serve r join ac knoL,i l edgement" ; dsize:8; content :" 140 1" ; de pth: l ; flowbits :isse t ,E T.Ma r iposa Join; 
class type : t ro j a n-activ i t y ; referen ce: ur 1 , definte l. com/ docs/ Mar i posa_Ana l ys i s . pdf ; r efe r e nce : u r l , definte 1. b l ogspot . com/ 2009 / 09/ hal f -of- fo r t une-100-compa ni es . ht ml ; 
r efe r ence : u r l , dcc . eme r gingth r eats . net/ 2010101 ; r efe r ence : ur l , Wl.,N. e mergingthr eats . net/ cgi - b i n/ cvs1,ieb . cgi / sigs / VIRUS/ TRO JAN_Ma riposa; 
r efe r ence : url • b logs . pcmag. com/ sec ur ityi,lat ch/ 2009/ 09/ bot ne t _ r eporte d_ l oose_i n_f ortu . php ; r efe r e nc e: u r l , W1"111 . symant ec. com/ business / securi ty _ response/wri teup . j s p ?docid=2009-093006-04-42-
99&t ab i d=2; r e fere nc e : u r l , Wl't\11 , syma nt ec. com/ co nn ec t / b logs / mari pasa- but terf l y; s i d : 2010101 ; r ev : 5; ) 

# t hese a r e mc boo . eom a nd bundlex t.com r e l a t ed . Da v i d Ya l11 Sa r eg i st rant 

• 
a le r t t cp $HOME_ NET a ny - > $EXTERNAL_NET $HTT P_ PORTS (msg:"ET TRO JAN Mc boo .com/ Bu nd l ext . corn r elat e d Tr ojan Chedd n UR L" ; flow: es t a blis hed , t o_ serve r ; ur i co ntent: " / ac k . php? version="; 
u r icontent: "&ui d=" ; uri content: "&s t a t us =" ; e l ass t ype : troj a n • activ i t y ; r eference: ur 1 , doc . emergingt hreats . ne t / 2008758; r eference: ur l , wi.,1111 . eme r gingthreats . net / cgi-
bin/ c vs111eb . cgi / s igs/ VIRUS / TR OJAN_Mcboo. com; sid : 2008758; r e v : 2; ) 

#by Matt Jonkman , signif i ca nt update from Don J ac kso n of Secure1,iorks 

• 
a l ert udp $HOME_NE T a ny - > $EXTERNA L_NET 6990 : 6999 ( ms g : "ET TROJAN Me dbod VDP Phone Hame Pae ket " ; dsize : <50 ; cant ent : "ebex" ; nocase; pe r e:"/\x06 \ x00?$/"; class t ype : tra j a n- ae t i vity; 
r efere nce : u r 1 , doc. eme r g i ngth r eat s. ne t /2007949; r efe rence: ur 1 , ww1,i . emergingthr eats. ne t / egi - bin/ evs web, cgi / sigs /VIRUS/ TRO JAN_Medbod ; s id : 2007949; rev : 6; ) 

#by matt jonkma n 
# 

a l ert t cp $HOME_NE T a ny - > $EXTERNAL_NET $HTTP _PORTS (msg: "ET TROJAN MERE DROP/ micr0s0fts . cn Re l a t e d Checki n" ; flow: es tablished , to_se r ve r ; content : "POST "; nocase; dept h: 5; 
u r icontent : " / up date . as p"; cont e nt: " l0d 0a ed e a lve r =" ; content : " 100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 1" ; distance:8; classtype : t ro jan-activ ity ; 
r eference : url . dcc . eme r g i ngth r eat s . ne t / 2008891 ; r efe r ence : url , Wl\!L,. . e mergingthr eats . ne t / cgi - b i n/ cvs1,ie b . cgi / sigs / VIRUS/TROJAN_Me r ed rop; sid : 2008891; r e v : 3; ) 

#by Da v i d Bianco 
# 
a le r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_PORTS (msg:"ET TROJAN Me t aj ua n tro j a n c heckin" ; flow: established, t a_se r ve r ; ur i cant ent:"trafc- 2/ r f e"; nocase; class t ype : t r o jan - activ i t y ; 
r ef e renc e : u r 1 , www . syma ntec . com/ securi ty _ respo ns e/L,i ri teup. j sp ?doc i d =2007-03011 2-0714 -99; r eference: u r 1,doc . eme rgingthr eat s. net / 2007811 ; r eference: ur l , 1"111~1,i . emerg ingt hr eat s. ne t / cgi­
bin/ c vs 111eb . cgi / s i gs/ VIRUS/ TR OJAN_He t a jua n; s i d: 2007811 ; r ev : 3; ) 

#by Scott Melni ck 
# 

a le r t tcp $HOME _NET a ny - > $EXTERNAL_NET $HTTP _ PORTS (msg: " ET TROJAN Downloade r . Mi sleadApp Fa ke Securit y Pr od uc t Ins t a ll " ; flo,.., : established, to_se r ve r ; content : "GET "; nocase; dept h : 4 ; 
urico nt ent: "hash?http" ; nocase; pe r e: "/\/ ( uc l ea ne r I udef e nde r I ufixe r ) \. com\/demo \ . ph p \ ? / Ui " ; e las stype : t r oj an - adivi ty; r ef e r e ne e: u r l , doc . eme r gingt h r eat s. net / 2007566; 
r efe r ence : u r 1 , W\"1\! . eme r gingth r eat s. ne t / egi - b i n/ cvs1,ieb . cgi / s i gs / VIRUS/ TROJAN_Mi s l eadApp; s id : 2007566 ; r ev : 5 ; ) 

#Added 2005- 10-04 i n r esponse to I SC d i a ry 

• 
a l ert t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_PORTS (msg:"ET TRO JAN Mitgliede r Pr oxy Bot Checking I n" ; flow:est a blished , to_se r ve r ; u r icontent:" / scr5 . php•' ; nocase ; pc r e: "/\/ sc r 5\ . ph p\ ? 
p=\ d+&id= \ d+ / Ui "; classtype: t roj a n -act i v i t y; r ef e r e nce : url , isc . sans . o r g/ d iary . php ?s t oryid=722; r efe r e nce: u r l , doc . eme r g i ngth reats. net/ 2002387; r efe r e nce: ur 1, '"'""' . emergingt hreats . ne t / cgi­
bin/ c vs111eb . cgi / s i gs/ VIRUS / TRO JAN_Mi t gliede r; sid: 2002387; r ev : 6 ; ) 

#by Marc us of unso be r 
# ref: 7d 5651 c19e 316480971e b5406727f720 

• 
a le r t tcp $HOME _NET a ny - > $EXTERNAL_NET $HTT P_PORTS (msg: " ET TRO JAN Mi tglieder Chec ki n" ; flow:established ,to_ser ver; con t ent: "G ET "; noc ase; depth :4 ; u r i ca ntent : "p=" ; 
urico nt ent: "&id=" ; cont ent: •• led 0a I User -Age nt I 3a I pe r sona ! " ; c lasstype : t roj a n-act i v i t y ; nocase; r efe r e nce: url , doc . eme rgingthr eats. ne t / 2008346; r efe r e nce : u r l • l""""''- eme rgingth r eats . ne t / cgi­
bin/ c vs 111eb. cgi / s i gs/ VIRUS/ TR OJAN_Hi t gliede r; sid: 2008346; r ev : 5; ) 

#by Da v i d i,/ha r t on 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTERNAL_NET $HTT P_ PORTS (msg:"ET TROJAN L.Jin32 /Mon kif D01,m loade r Checkin " ; flow: to_se r ver,establis he d ; uricont e nt: " / cgi /" ; u r i co nt e nt ; " . ph p ?"; noc ase; 
urieo ntent : "x640<x" ; e lasst ype : t r a j a n- a ctiv i t y; r e fe r e nce: u r l, L"111W' . mie rosaft , eom/ seeuri t y / partal/Threat / Ene ye l opedia / Ent r y . as px ?Name=Tra j a nDawnl oade r%3a\.J i n32%2f Mo nki f. C; 
r efere nce : u r 1 , doc. eme r g ingthreat s, ne t /2009126; r efe r e nce: ur 1, W\"1\! . emergingthr eat s. ne t / egi - bin/ evs we b , cgi/ sigs /VIRUS/ TRO JAN_Monki f ; s id : 2009126; rev : 6; ) 

# by Da vi d Wharton 
# 

a l ert t cp $HOME_NE T a ny - > $EXTERNAL_NET $HTT P_PORTS (msg:"ET TROJAN Monkif/ DlK ro ha Troj an Activ i t y HTTP Out bound"; flow:to_ se r ve r, establ i shed; u r i co ntent: " / cg i /" ; u r icontent : " . php ?" ; 
urico ntent: " x4 x4x" ; c l asstype: t roj an-activ i t y; r efe r e nce : ur l, dcc. e merg i ngthr eats . ne t / 2009752; r efe r ence : u r 1, Wh'l\! .microsoft . com/ secu ri t y / port a l / Th r e a t / Encyc l o ped i a / Entry . as px? 
Name: Tro j a nDownloader% 3at,/ i n32%2f Honk i f. C; r efe r ence : ur 1 , 1w 1111 . eme r g ingth r eats. net / cgi- b i n/ cvs ,..le b. cg i / sigs / VI RUS/TROJAN_Monki f; sid : 2009752; r e v : 3; ) 

# by: J e r emy Conway at sudoseeure. net 
# ref: 07 f e977eb92b9eec4b40f 18260422 3f b 

• 
a le r t t cp $HOME_N ET a ny - > $EXTERNAL_NET $HTT P_ PORTS (msg: " ET TRO JAN Traj a n . MyONS DNSC ha nge r - HTTP POST"; f1 01,i :es t ablis hed,to_ser ver; cont e nt: "POST " ; nocase; depth :5; cont e nt : " l0d 
0a I Cac he - Contro l I 3a 20 I no • ca c he I 0d 0a 0d 0a I r =" ; nocase; content : "&f =" ; no ca se; cont e nt: "&p=" ; nocase; content : ••&u ="; nocase ; content: "&i =" ; noc ase; cont e nt: "&g=" ; nocase; 
class t y pe : t ro j a n- a ct i v i t y ; ref erence: ur 1, dcc . eme r g i ngthr eat s . ne t / 200981 3; r efe r ence: u r 1, WI"'-" . e rne r g i ngthreats . net/ cgi- bin/ cvs web. cgi / s i gs / VI RUS/ TRO JAN_MyONS; s i d : 2009813; r e v : 3; ) 

#from Matt Richa rd wi th Verisign Sec ur ity Services / i Oefense 
# 
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ale r t tcp $HOME_NET a ny - > $EXTERNA L_NE T 80 ( msg : " ET TROJAN NPRC Malicio us POST Reques t Possibl e DOJ or DOT Malwa r e" ; flow: t o_serve r ; content : "POST " ; nocase; de pt h: 5 ; 
content : "ACCE PT I 3A I"; nocase; 1,d t h i n: 300; con t e nt: "POST I 2C I"; nocase; L>J i t hi n : 100; c lass t y pe: t r o j an- act i v i t y; r e f e r ence: u r l , wiw, . web sense . com/ sec u ri t y l a bs / a l ert s / a l e r t. php ?AlertID=835; 
r e f e r e nce: u r l , doc. eme r gingth r eats . ne t / 2007748; re f e r e nce : ur l , wwL>J . emergi ngth reats . net/ cgi - b i n/ cvs 1>Jeb . cgi / s igs / VI RUS / TROJ AN_NPRC; sid : 2007748; r ev : 5; ) 

#Matt Jonkma n 

• 
a l e r t tcp $HOME _NE T a ny - > $EXTERNA L_NET $HTT P_ PORTS (msg:"ET TRO JAN Na ns py Bot Checki n"; flow: es t a blis hed, t o_ server; co ntent:"HEAD " ; nocase ; de pt h : 5; u r i cont e nt :" / bbcoun t . php ? 
action=" ; u r i content : "&ui d =" ; u r i cont e nt : "&l oca l e=" ; uricont e nt : "&bu i l d=" ; c l ass t y pe: t r o j an-activ i t y ; r ef e r ence: u r l , doc . eme rgingth r eats. ne t / 2010 158 ; 
ref e r e nce: u r l , WWL>J. eme r gingth r eats. net/ cgi-bin / cvs 1>Jeb . cgi / s igs /VIRUS/TRD JAN_ Nans py ; s id: 2010158; r e v : 3; ) 

#by Ma rkus Lud e 

• 
ale r t tcp $ EXTE RNAL_NET $HT TP _PORT S - > $HOME_NE T any (msg: " ET TROJAN Nav i pr omo r e l ated update"; flow: establi s hed , to_client ; content : " le d 0a l Se r ve r I 3a I lighttpd l0 d 0a 0 d 0a I <HTML> 
<CFG> _SYSTEM_DI R_ " ; class t y pe: t rojan-act i v i t y ; re f e r e nce : ur l , doc . e me rg i ngth reats . net/ 2009694; re f e r e nce : u r l , Wl'il>J . emergingt hreats . ne t / cg i -b i n/ cvsh·e b . cgi/ s i gs / VI RUS/T ROJAN_ Na v i p r omo; 
sid : 2009694; r ev :3; ) 

#by matt j onkman 

• 
ale r t t cp $HOME_N ET a ny - > $EXTERNA L_NE T $HTT P _ PORTS (msg: " ET TRO JAN Nba r . co . k r Re l a ted Troja n Checkin " ; flow: es tablishe d , t o_serve r ; uricontent : " ?n i d_mac="; 
u r ico ntent : "&nid_os_ ve r =t,J indo1\! s " ; urico ntent : "&nid_ie_ ve r =" ; e l ass t ype: t rojan-ac t i v i t y; r ef e r ence: u r 1 , doc . eme r gingthr eats . ne t /2008592; re fe r e nce: u r 1, w-...-w . eme r g i ngth r eats . ne t / cgi ­
b i n/ cvsweb. cgi / sigs/VI RUS / TRDJAN_Nba r . co . k r ; s id : 2008592; r ev : 2; ) 

#by matt j onkma n 

• 
a l e r t tcp $HOME _NET a ny - > $EXTERNA L_NE T $HTT P_ PORTS (msg: " ET TRO JAN Neona by . com Re l ated Tr o jan Use r -Agent ( neonabyup date ) " ; flm~:estab li she d , to_se r ver; content:" l0 d 0a lUse r -Age nt l 3a l 
neona byupdate I 0d 0a I"; noc ase; c l asstype : t r o j a n-act i v i ty ; r efe r e ne e; u r l , doc . e me r g i ngth r ea t s . ne t / 2007825 ; r efe r ence : ur l , www . eme r g i ngthr e at s. ne t / cg i -
b i n/ cvsweb . cgi / s i gs / VIRUS / TRD JAN_Neonaby , com; s i d : 2007825; r ev : 3; ) 

#by Da r ren Spr uell 

• 
ale r t tcp $HOME _NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (msg: " ET TROJ AN Tr o j a n , l.Ji n32. I njec t . es i Outbound Communicat i on"; flow: establi shed , to_se r ver; content : "GET "; depth :4 ; 
i sdataat: 62 , r e l ative; cont e nt: " I 0 d 0a IAccept- language I 3a I e n- en" ; nocase; pc re:"/\/ (A - Za - z0 - 9]{ 2, 16} \/ [ A-Z a - z0 -9 ]{ 2, 16} \ d{S }\/\d{l, 5} \/\d{2}[A- Za - z0 - 9 ){ 2, 16} \/ [A-Za- z0 -9 ] 
{2, 16} \ d{3} \// sm" ; c l a s stype : t rojan -act i v i t y ; re f e r e nce : u r l , doc. eme r g i ngt hr eat s, net / 2009125; r e f e r e nce: ur l , M'fl~ .emer gingthr eat s . net / cgi - bi ni cvsweb. cg i / s i gs/VI RUS/T ROJAN_Netnam; 
s i d: 2009125; rev : 9 ; ) 

#by Phil i pp Bescht 
# r e f : 965583 b539f b59 b643c 7bdd83e269a7e 

a l e r t tcp $HOME _NET a ny - > $EXTE RNA L_NE T 2227 (msg: " ET TROJAN Tr o j a n-PSW. Wi n32. Nilage.crg Checkin" ; f101>J :established ,to_serve r ; dsize : 32; content: " 100 c0 a8 01 f4 6f 00 00 00 1" ; 
dept h : 12; content : " I 00 00 00 05 0 1 28 0a I"; e l asstype : t r ojan- activ i ty; referenc e: ur l , dcc . eme r g ingth r eats . net /2008481; r e f erence: ur l , 1,,ww . e me r g ingth r e a ts. ne t / cg i -
b i n/ cvsweb . cgi / s i gs / VI RUS / TROJAN_Ni l age ; sid : 2008481; re v : 3 ; ) 

#by d nl nj 4 
# 
ale r t icmp $HCt-'I E_NE T any -> $EXTERNA L_NE T any (msg: " ET TROJAN Ni ne Ba ll I nfection Pi ng Out bound " ; i code :0; i type:8; ds ize : 32 ; co nt ent : "EE EE EEEEEEE EEEE EEE EEEEEEE EEEEEEE " ; 
c l ass t y pe: t r o j an - a ct i v i t y; r ef e r ence: u r 1 , doc . emerg ingt hreats . net/2011185; r ef e r ence: u r 1, M'il\! . eme r gingth r eats . net/ cgi - bin/ cvs we b . c gi / sigs /VIRU5/ TRO JAN_Ni ne8all ; sid : 2011185; r e v : 2; ) 

#by d nl nj 4 

• 
ale r t tcp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P _ PORTS (msg: " ET TROJ AN Ni ne Ba ll Infecti on ya . ru Pos t " ; flow: estab lished, to_ se r ve r ; content : " POS T /" ; depth : 6 ; u r ic ontent: " / gate /" ; 
u r i content : " . php " ; content : " l0d 0a 0d 0a I"; co ntent : "ya. ru/"; d i sta nce: 67 ; with i n : 6; class t ype : t r o jan-activ i ty ; r ef e r e nce : u r l , 1,1w,~. ma r t insecur i ty .ne t / page/ 3 ; 
ref e r e nce: u r 1 , doc. emerg i ngth r eat s, net/ 2011186 ; re f e r e nce: ur 1, www , e mergingth reats. net/ cgi - b i ni cvs web , cg i / s i gs / VI RUS / TROJAN_Ni neBa ll ; s i d : 2011186; r e v : 3; ) 

#by d nl nj 4 
# 
a l e r t tcp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg:" ET TRO JAN Ni ne Ba ll I nfection Posting Data " ; flow:e stablished , to_ se r ver; co ntent: " P05T /" ; de pt h :6; co nt ent: " / gate/" ; 
d istanc e :0; content: " .php"; d istance:0 ; content : " l0d 0a 0d 0a l " ; d i stance:0; co ntent: "AAAAAAAACI " ; d i stance :67; i,Jit hin: 10 ; c l asstype:t r ojan-ac t i vity; 
r e f e r e nce: u r l , www . ma r t i nsecu r i t y . net / page / 3; r ef e r e nce : u r l , doc . eme r gingthr eats . net / 2011187; r ef e r e nc e: u r 1, •,1r111, . eme r gingth r eats . net/ cgi- bi n/ cv sweb. cg i / sigs/ VI RUS/ TROJAN_NineBa l l ; 
sid : 2011187; r ev : 3; ) 

#by d n1nj4 
# 
ale r t tcp $HOME_NET a ny - > $EXTERNA L_NE T $HTT P_ PORTS (ms g: " ET TRO JAN Ni ne Ba ll Use r -Age nt Detected ( NQX315 )"; flow: es t abli s hed,to_ se r ve r ; cont e nt : " J0 d 0a lUse r - Age nt l 3a l NQX315 l0 d 0a l "; 
c l ass t y pe: t r o j an-ac t i v i t y; r ef e r ence: u r 1 , doc . eme r gingt hr eats, net / 2011 188; r ef e r ence: u r 1, l'flWI . emerg i ngth r eats, ne t / cgi - bin/ cvs L-1e b . cgi / sigs/VIRUS/ TROJAN_Ni neBa ll; sid : 2011188; r e v : 3; ) 

#by J e r emy Co nway at s udosecur e . net 
# r e f : 62c1608a16a6857228a dfce266 779ea6 

a l e r t tcp $HOME_NET a ny - > $EXTERNA L_NE T $HTTP _PORTS (msg: " ET TROJAN NoBo Dm\!n l oade r Or o ppe r GE T"; fl m~ :es t ab l ishe d , to_se r ver; content : "GET "; nocase; dept h :4; content: "User -Age nt I 3a I 
NoBo" ; c lass t y pe : t r o j a n- ac t i v i t y ; r e f e r ence : u r l , l'il>J\\! . s pynomor e . com/ t r o j a n- nobo - v l - 3 . ht m; r ef e r ence: url , dcc . eme r gingthr eats . net / 2009 443; r e f e r e nce: u r l , l'fl'il'l . eme r gingth r eats . net/ cgi ­
b i n/ cvsweb . cgi / s i gs/VI RUS / TROJAN_Nobo; s i d : 2009443; r ev : 4; ) 

#by Matt Jonkman 
#Advisory by \1lebsense, 1,rr1,w , ,~ebsense .com/ secur i t ylabs / a l e r ts / a l e r t . php ?Ale r t ID=743 
#Thi s one is from what a ppears t -o be a t ypo i n t he get st r i ng right af te r t he i nitia l i nf ection 

• 
a l e r t tcp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg:"ET TROJAN Nu ke bot re l at ed i nf e ct i o n • Uni qu e HTT P get r equest"; f101,1 :established,to_ serve r ; cont e nt: " . dll l0d 
0a I e I 20 I HTTP/ 1 . 1"; ra,~bytes ; content: ! " Use r -Age nt I 3a ] "; nocase; classtype: trojan • act i v i t y; r efe r ence : url, 1,ri•iw . ,~ebsense . com/ sec ur ity l a bs / a l e r ts / a l e r t . php ?AlertID=743; 
r e f e r e nce: u r l ,doc. eme r gingth r eats . net/ 2003432; re f e r e nce: ur l , wWL>J . e mergi ngth reats . net/ cgi - b i n/ cvs web . cgi / s igs / VI RUS / TROJ AN_Nukebot; sid : 2003432; r ev : 4 ; ) 

#by Matt Jonkma n 
#Advisory by lllebsense, 1,n,,w , ,~ebsense . com / securi ty l abs / a l e r ts / a l ert . php ?Ale r t ID=743 
#This one is from what a ppea r s t -o be a t ypo i n t he get st r i ng righ t af te r t he i ni t i a l i nfecti on 

• 
ale r t t cp $HOME_N ET a ny - > $ EXTERNA L_N ET $HTT P_PORTS (msg: " ET TRO JAN Nu ke bot Chec kin " ; flow:est ablis he d , t o_s e r ve r ; content : "POS T " ; r a wbytes; depth :5; ur i con tent: "/ scr i pt . php?"; 
content : ! "User-Agent [ 3a I" ; nocase; pc r e : "/\/ sc r i pt \ . php ?\ d{8}/Ui "; content : "Ke rn e l I 3a I"; c l ass t ype: t r o j an- activ i t y; r e f e r ence: u r 1 , wiw, . websense. com/ sec u ri t y l abs / a l e r ts / a l e r t . php ? 
Al e r t ID=743; r ef e r ence: u r 1, doc . emerg i ngt hr eats . ne t / 2003433; r ef e r e nc e : u r 1, W\..-W . eme r gingt hr eats . ne t / cgi - b i n/ cvs ,~eb . cgi / s i gs/VIRUS / TR OJAN_Nuke bot ; sid: 2003433; r e v : 4; ) 

#by Matt Jonkma n, from sandnet 

• 
a l e r t tcp $ EXTE RNAL_ NET $HT TP_PORTS - > $HOME_NET any (msg: " ET TROJ AN Nu lp r ot Checki n Res ponse "; flo,.., :establi s hed , from_ se r ve r ; conten t : "HTT P/ 1 . 0 200 OK l0d 0a l Encrypt i on l3a l on l0d 
0a IContent - Le ngth \ : " ; of fset: 0; depth :49 ; e l asstype : troj a n- activ i ty; r e f erenc e : ur 1, doc . eme r g i ngth r eats . net / 2007669 ; r e f erence : ur l , 1,Mw . eme r g ingth r eats . ne t / cg i -
b i n/ cvsweb . cgi / s i gs / VIRUS / TROJAN_Nul prot; s i d : 2007669; rev : 8; ) 

# r e f : 6b4e f 50e3 e21205685c ea919ebf 93476 
# 

a le r t tcp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P _ PORTS (msg: " ET TRO JAN Obite l t rojan call ing home " ; flol'I : esta bli she d , t o_ se r ve r ; uriconte nt : "/ ga t e . php ?has h="; content: "/ gat e. php ?hash="; 
content : " HTTP/ 1. " ; di sta ne e : 8; wi thin: 16; classtype : t roj a n • ac t i v i t y; r ef e r enc e : url , 1,iww . a buse . c h/? p=l 43 ; r efe r ence : ur l ,doc . emer gi ngthr eat s. net/2008405; 
r e f e r e nce: u r l , www .emergingth r eats . net/ cgi- b i n / cvs L>Jeb . cgi / sigs / VI RUS / TRO JAN_Ob i te l ; s id : 2008405; r e v : 3; ) 

#by da r ren s pr uell 

• 
ale r t tcp $HOME_NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (msg: " ET TRO JAN Obite l Downl oade r Reques t "; flow: esta blished , to_ se r ve r ; uricontent : ".php ?i d:: " ; content " l0d 0a IUse r -Agent I 3a I i e l0d 
0a I " ; pc r e : " /\ , php \ ?id = (0-9a -f ] { 8}$/ U"; clas s t ype: t r o j a n - activ ity; r ef e r e nce: u r 1, www .mi c rosoft .com/ secur i t y / port a l / Th r ea t / Encyc l opedia / Entry. a spx? 
Name=Troj a nDo,~n l oa de r %3a~Jin32%2f 0 bi te 1 . ge n !A; r e f erence: u r 1, t h reatinf o. t r e ndmi c r o, com/v i nf o/v i r use ncyclo/ def a ult5 , as p ?VN ame=TRO J_AG ENT .AS LV&VSec t=T; 
ref e r e nce: u r 1 , doc. eme r gingth r eats. net/2010244; re f e r e nce : ur 1 , www. e mergingth r eats. net/ cgi- bini cvs Neb . cgi / s igs /VI RUS / TRO JAN_Obitel ; s id : 2010244; rev : 3; ) 

##by da r r e n s pruell 

• 
a l e r t tcp $HOME_NET a ny - > $EXTERNA L_NE T $HTTP_PORTS (msg: " ET TROJAN Of ic l a Downl oade r Ac t i v i t y Obse r ved" ; flm'l :est a blished ,to_serve r ; content : "GET "; nocase ; de pt h: 4 ; uricont ent :". ph p ? 
i d=" ; nocase; uri content : "&v=" ; nocase ; ur i co nt e nt: "&t m:: " ; nocase; uricont e nt: "&b:: " ; nocase ; pe r e: " /\x2 Eph p\ x3 F i d \ x3 D\ d*\ x26v\x3D\ d*\x26t m\ x3D\ d*\ x26 b\ x3D \ d* / i U" ; e lasst ype: t r o j a n­
activ i ty; r e f erence: ur 1, ~rww . t h r eatexpe r t. com/ r e port . as px ?md5::38el d644e 2a16041b5ec1a02826df 280; r ef e r ence: u r l , Wl>J\'I . th reatexpe r t . com/ r e po r t . as px?md5=1db0c8d48a 76662496af 7faf 581bl cf0; 
ref e r e nce: u r 1 ,dcc. eme r g i ngth reats. net/ 2009776 ; re f e r e nce: ur 1, WWL>J . e merg i ngth reats. net / cgi - b i ni cvs 1>Jeb . cg i / s i gs / VI RUS / TROJAN_Of ic l a ; sid : 2009776; rev : 3; ) 

#by e v ilghos t and da r ren s prue ll a nd mi ke cox a nd c r ew 
# 
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a le r t tcp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_PORTS (msg: " ET TRO JAN Oficla Checki n ( 1 ) "; flow: establis hed, t o_se r ve r ; co nt e nt :"GET " ; nocase; de pth :4; content: !" l0 d 0a j Re f ere r l 3a l "; 
nocas e; conte nt : ! " I 0 d 0a IAcc e pt - Encod ing I 3a I "; nocase; u r i cont e nt:" . php ?"; noc ase; u r icontent: "v="; nocase; uricont ent : "&i d=" ; nocase; uricontent : "&b= " ; nocase; ur i co ntent : "&tm= " ; 
nocas e; e lass t ype: t roja n- ac t i v i t y ; r ef e r ence : ur 1 , L-nw, . t hr eatexpe rt . com/ r epo r t . asp x ?md 5=f 7ld48a86776f8c0da4d 7a46257ff97c; re fe r e nce: ur 1, doc . e me r gi ngth r eat s. ne t / 2010743; 
r eference : u r l , www . eme r gingthreat s . ne t / c gi -bin/ cvs L'ileb . cgi / s igs / VI RUS / TROJAN_Of i c l a; s i d: 2010743 ; r e v : 5; ) 

#by e vilghost 

• 
a l ert t cp $EXTERNAL_NET $HTTP_PORTS - > $HOME_NET a ny (msg:"ET TRO JAN Oficla Rus sian Ma l ware Bund l e C&C i nst r uct i o n r es po nse L'il it h runu r l "; flow : establis hed ,to_client ; co nt e nt : " l0 d 0a 0d 
0a I [ i nfo ] r unur 1 I 3a I"; content: " p c I ta skid I 3a I"; L"i t h in : 100; content; " p c I de l a y I 3a I"; wi t hi n : 30; content :" I 7c I upd I 3a I "; wi t h i n: 20; conte nt: " [ / i nfo ]" ; di stance :0; classty pe : troj a n-
act i v i t y; refe rence : ur 1, ma l wa r e l a b . o r g/ 2009/ 11/ r uss ian-malwa re - bund l e / ; r efe r ence; u r 1, doc . emergi ngthr ea ts . net / 2010723 ; r ef e r ene e: u r l , www . emerg i ngth r eat s. net / cgi-
b i n/ c vsweb. cgi / s i gs/VIRUS / TROJ AN_Unknown; s id : 2010723; rev : 3; ) 

#by e vilghost 

• 
a le r t t cp $EXTERNAL_ NET $HTTP_PORTS - > $HOM E_NET a ny (msg: " ET TROJAN Of i cla Russian Ma l ware Bund le c&c i nst r uct i o n r es po nse"; fl m" :establ ished ,to_c lie nt; co ntent : " l 0d 0a 0d 0a l 
[ i nfo ] ki ll l3a I"; co nt e nt :" I 7c I de l a y I 3a I"; L'il i t hi n : 50; content : "I 7c I upd I 3a I "; L'il i t hi n : 20; content: "[/ info ] " ; d i stane e: 0; classtype : t ro j a n -activ i t y ; 
r efere nce : u r l , ma h-la r e l a b . org/ 2009/ 11/ r uss i a n- ma h "are - bundle / ; r efe r ence: url , doc . emergingthreat s . net / 2010724; r efe r e nce: u r 1, 1-nwl . emergingt hreats. net/ cg i -
b i n/ cvsweb . cgi / s igs / VIRUS / TROJAN_Unknovm ; sid: 2010724; r ev : 3 ; ) 

#by e vilghost 

• 
alert t cp $ EXTERNAL_NET $HTTP_ PORTS - > $HOM E_NET a ny (msg:" ET TROJAN Oficla Russian Mah,are Bund le C&C i ns t r uctio n r es po nse ( 2) "; flow:establi s hed ,to_c lie nt ; content: " l0 d 0a 0d 0a l 
[ info ] de lay I 3a I "; content: " I 7c I u pd I 3a I"; L"ithin : 20; co nt e nt : " [ / info ] " ; d i stane e: 0; c la sstype : t r o j a n-act i vity ; reference: url ,malwa r e l a b . or g/ 2009 / 11/russ ian -ma l wa r e-bundle/ ; 
r efe r ence : u r l , dcc . eme r gingthreat s . ne t / 2010744 ; r efe r ence : ur 1, h'!."'" . e mergingthreats . net/ cgi- b i n/ cvs1'i1e b . cgi / sigs / VIRUS/ TRO JAN_Unknown ; sid : 2010744; rev : 3; ) 

#by v i eta r j ulien 

• 
a l ert t cp $HOM.E_NET a ny - > $ EXTERNAL_NET $HTTP _PORTS (msg: "ET TROJ AN onmuz . com Infe ctio n Activity " ; fl m'il : e stablis hed, t o_serve r ; uricontent : " pid= patchup_notpid_up da t e " o n" ; 
urico nt e nt : " / l ogonmuz "; c l asstype : t rojan-act i v i t y ; r eferenc e : url,doc . e mergi ngt h r eat s. net /2008973; re ferenc e: ur 1, 1/IWW . eme r gingth r eats . net / cgi- bi n/ cvsweb . cgi / sigs / VIRUS/ TROJAN_Onmuz . com; 
sid:2008973; r e v : 3; ) 

# by da rren s pr uell 

• 
ale r t tcp $HOME_NE T a ny - > $ EXTERNAL_NET $HTT P_PORTS (msg:"ET TRO JAN Opach ki Lin k Hijacke r Traffic Re di rection"; flow: establishe d , t o_serve r ; ur i content : "/?do= rph p" ; nocase; 
urico nt ent: "&sub=" ; nocase; urico nt ent: "&b="; nocase; ur ico ntent : "&q="; no ca se; uricont e nt : "&orig="; nocase; classtype: t roj an -ac t i v i t y ; 
r eference : u r l , www . secu r e vlorks . com/ r esea r ch/ t hr ea t s / o pac hk i / ?th r eat=opac hki; r efe r enc e : url , LWM. mi crosof t . c om/ secur i t y / porta l /Threa t / Encycloped i a / Ent r y . aspx ? 
Name=Troj a n%3 a1~i n32%2f Opa c hk i . A; r efe r e nce: u r l , Wl'IL'il . syma ntec . com/ se c ur ity _ r es ponse /L"riteup . j s p ?doc id=2009 - 092213- 3317-99&ta b i d =2; r efe r e nce: u r l , dcc. emergingthreats . ne t / 2010224; 
r efe r ence : u r l , w""" . eme r gingthreat s . ne t / c gi - b i n/ cvs L'ileb . cgi / sigs / VI RUS / TROJ AN_Opac hki ; sid : 2010224; rev : 2; ) 

#by dar r en s pr uell 
# 
alert t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_ PORTS (msg : " ET TROJ AN Opac hki Li nk Hi j ac ke r HTTP Heade r Inject i on" ; flow:est abli s hed, t o_se r ve r ; uricon t e nt : " .php? l =" ; nocase; 
u r i co ntent :"&u=" ; nocase; cont e nt: " l0d 0a ]Acce pt - Encod i ng l 3a l " ; noc ase ; co ntent: " l0d 0a [Refe r e r l 3a l " ; no ca s e; pc re: "/\x0d\ x0aAccept-E ncod i ng\ x3a \ s+ ( [ a-z ] ) \ 1{3, } / i " ; class t ype : troj a n­
act i v i t y; r efe rene e : ur 1, W'IM . secur ewo r ks. com/ r esearch / t hreats / opa chk i / ?t hr eat =opac hk i; r eferenc e : u r 1, Wl'iL" . microsof t. com/ security/ por t a l /T hr eat / Encycloped ia/ Ent r y . aspx ? 
Name =Trojan%3 aNi n3 2%2fOpac hki . A; r efe r ence : u r l , M'IL'il . syma ntec . com/ secur ity _ r es pons e /L"rit e up. jsp?docid=2009 - 092213- 3317- 99&t abid =2; r efe r e nce : u r l , dc c . eme r g i ngth r eats . net/ 2010283; 
r eference : u r l , w""" . eme r gingth r eat s . ne t / cgi - bin / cvs L'ile b . cgi / s i gs / VI RUS / TROJ AN_Opachki ; s i d : 2010283; rev : 3; ) 

# matt jonkma n, re 9fcea128aeff45Sff8f 6c 9SS8dd150fd 

• 
a le r t t cp $HOME_NE T a ny - > $EXTERNAL_NET 25 ( msg : " ET TROJ AN Optix Pr o Tr o jan/Keyl ogge r Rep o r ting I nstallat i o n via Ema il"; flo v, : established , t o_ serve r ; content :" l0 d 0a lX- Prio r i t y l3a l 3 l0 d 
0a I X- Libra r y I 3a I I nd y "; cont ent; " I 0d 0a 0d 0a I Optix Pr o v " ; d i s tance :4; with i n : 25; class t ype: t r ojan - activ i t y ; r e f e rence : ur 1, e n . wi k i pe d i a . o r g/L"i k i / Optix_Pro; 
r efere nce : u r 1 , doc. eme r g i ngthreats. ne t /2008212; r efe r e nce: ur 1, WL-n'il . emerg i ngthreat s. net/ cgi-bin/ cvs web . cgi / s igs /VIRUS/ TROJAN_Optix ; s i d: 2008212; rev : 4 ; ) 

#matt jonkma n, re 9fce a 128aeff45Sff8f 6c9558dd150fd 

• 
a l ert t cp $HOl1E_N ET a ny - > $EXTERNAL_NET $HTTP_PORTS (msg:"ET TROJ AN Opt ix Pr o Tr ojan/ Key l ogge r Repor ting Installation v i a HTTP-Email Pos t " ; f101'i1 :established,to_ser ve r ; content " POS T 
nocase; dept h : S; co nt e nt :" I 0d 0a 0 d 0a I to="; co ntent : "Optix Pro v " ; d istance: 0; i-,ithin: 250; content:" Server Onli ne"; vii th i n : 40; classtype : t ro j an-activ i t y ; 
r eference : u r l , e n . wik i ped i a . o rg/ wik i / Opt i x_Pr o ; r efe r ence : url , dcc . eme r gingthreats . net/ 2008 218; r eference: u r l , l\l\'t".\f . eme r gingthr eats . net/ cg i - bin/ cvsL"eb . cgi / s i gs/ VIRUS/TRO JAN_Optix ; 
sid:2008218; r e v :4 ; ) 

#matt jonkma n 

• 
a l e r t t cp $HOME_ NET a ny - > $ EXTERNAL_ NE T $HTT P_ PORTS (msg:" ET TROJAN Otwy ca l Use r -Agent ( Do"m i ng ) "; fl ow: t o_serve r ,es t a blis hed; content:" l0d 0a lUser -Age nt l 3a l Downi ng l0d 0a l "; 
class t y pe : t r ojan-activ i ty; ref erence: ur 1 , dc c . emerg ingthr eats . ne t / 2008159 ; r efe r e nce: u r 1, Wl't".\f . eme r g ingthr eats. net / cgi • b i ni cvs 1\feb . cgi / s i gs / VI RUS/ TROJAN_ot1'ilyca l ; s id: 2008159; r ev :4; ) 

#also called VB-EMU: VB-Backdoo r -PEK- based !Ma 

• 
a l ert i cmp $HOM E_NET a ny -> $ EXTERNA L_NET a ny (msg: "ET TROJAN Ove r too l bar. ne t Bac kdoo r I CMP Checkin Request"; dsize:9; i code :0; i type:8; content:"Echo Thi s"; class type : t r ojan - ac t i v i t y; 
r ef e r ence : u r 1 , doc. eme r g i ngth r eat s. ne t / 20091 30 ; r efe r ence : ur 1, WL-n'il . e me r g ingthreats. ne t / cgi - b i n/ cvs web. cgi / sigs / VIRUS/ TROJAN_Ove r t oo l bar. net; sid : 2009130; r e v : 3; ) 

#also ca lle d VB- EMU: VB-Backdoo r - PEK- based !Ma 

a le r t icmp $ EXTERNAL_NET a ny - > $HOM E_NET a ny (msg:"ET TRO JAN Ove r too l ba r . net Bac kdoo r I CMP Checkin Res pons e " ; ds ize :9 ; icode :0; i t ype:0; co ntent: " Ec ho This " ; class t ype : t ro j an -activity ; 
r eference : u r 1 , dcc . eme r gingth r eat s . ne t / 2009131 ; r efe r ence : ur 1 , """'" . emergingthreats . net / cgi- bin/ cvs 1-ieb . cgi / sigs / VIRUS/ TROJAN_Ove r t ool ba r . net; sid : 2009131; r e v : 3; ) 

# by Russ McRee of expe dia . com 

• 
a le r t t cp $HOME_NET a ny - > $EXTERNAL_NE T $HTT P_ PORTS (msg : " ET TROJAN - Tr ojan . Pro xy. PPAgent .t ( updatea ) " ; flm" :to_ serve r ,es t ablished ; ur i content:" / updatea . php ?p="; nocase; 
pc r e: " / updatea. php ?p=\ d+/ Ui " ; c l assty pe; t ro j a n- act i v i t y ; flowbits : set , BT. ppagent . updatea; flowbi ts : noa l e r t; r efe r ence: u r 1, or igi na! . a v i r a. com / e n/ t hr ea t s / vdf _histo r y . ht ml ?i d _vd f ,. 2738; 
r efe r ence : u r 1 , doc. eme rg ingthreats. net /2003115; re f e r e nce : ur 1 , WL-n'il . emergingthr eat s. ne t / cgi-b i n/ cvs we b . cgi / sigs /VIRUS/ TROJAN_PPAge nt ; s i d : 2003115; r e v ; 3; ) 

#by Russ Mc Ree of expe dia . com 

• 
a l ert t cp $HOl1E_NE T a ny - > $EXTERNAL_NET $HTT P _PORTS (msg: " ET TROJ AN - Tr ojan . Pro xy . PPAgent . t ( updateb) " ; flm"bi ts: i s set, BT. ppage nt. updatea; f101'il : t o_se r ve r, establis hed; 
urico ntent: " / updateb . php ?p"' " ; nocase; pere: "/ upda teb . php ?p=\ d+/ Ui "; e lasstype : t roj a n -ac t i v i t y ; flowbi ts : unset, BT. ppagent . up datea; 
r efe r ence : u r l , o rigina! . av i r a . com / e n/ t h rea t s /vdf _history. ht ml ? i d_vdf =2738; r efe r e nce: u r l , dcc. eme r gingthreats. net / 2003116; r eference : u r l , 1\1\'t".'il . e me r gingthr eats. ne t / cg i ­
b i n/ cvsweb . cgi / s igs/VIRUS/TROJAN_PPAgent; sid: 2003116; rev : 3; ) 

# by Lance James a nd Mi c hae l Ligh , ref erenced i n pape r at http : /hMw .sec uresc i ence . ne t / FILES/ secu resc i e nce/ 10378/ pubMa l wa r eC a seStudy. pdf 

• 
alert t cp $HOME_ NET a ny - > $ EXTERNAL_ NE T 80 ( msg : " ET TROJ AN Prg Tr ojan v0 . 1 - v0 . 3 Data Upl oad"; flo~l:to_ se r ve r ,establi she d ; content :"POST "; nocase; depth : 5; u r i co ntent : " php?"; 
cont e nt : "Content - Ty pe I 3a20 I bi na r y" ; dep t h : 512; content : " LLAH"; L'il i t hi n : 512 ; class t ype : t roj a n- act i vity; 
r efe r ence : u r 1 , www . secu resc i e nce. ne t / F I LES/ sec ur escience/ 1037B/ pubMa l wa reCaseSt udy . pdf; r eference: u r l , doc. eme r ging t hr eats . ne t / 2003182; r efe r e nce: u r l , WL"'" . e me r gingt hr eat s . ne t / cgi­
b i n/ c vs1"eb . cgi / s igs / VI RUS / TROJ AN_ PRG; s i d: 2003182 ; r ev : 7 ; ) 

#by Lance James and Mi c hae l Ligh , r e fere nced i n pa pe r a t http : //'IMW , securesc i ence . net/ FILES/ sec u rescience/ 10378/ publ-1alvla r eC a seStudy .pdf 
# 
ale r t t cp $EXTERNAL_NET 80 - > $HOME_NE T any ( ms g: " ET TROJ AN Prg Tro j an Se r ve r Re pl y " ; fl ow:to_client ,established; content: "HTTP" ; dept h :4; co nt e nt :" l0d0a l Hall l 3a I"; de pt h : 512 ; 
classtype: t r o j a n-act i v i t y; r e f erence: ur 1 , l'iL'ilW . s e cu r escience . net / F I LES/ secu r escience/ 10378 / pubMa l wa r eCaseSt udy . pdf; r eference: u r 1 , dcc . em er gingt hreats . net / 2003183; 
r efe r ence : u r 1 , www . eme r g i ngth r eats . net / cgi - b i n/ cvs L'ileb . cgi / s i gs / VI RUS/TRO JAN_PRG; s i d : 2003183; r ev : 5; ) 

#by Lance James a nd Mi c hae l Ligh , r efe r e nced in pape r a t http : //www . sec ur esc i ene e . ne t / FILES/ sec u r esc ience/ 10378/ publ'1a lvla r eC a seStudy . pdf 

• 
a le r t t cp $ EXTE RNAL_NET a ny -> $HOME_NE T a ny (ms g: " ET TROJAN Pr g Tr ojan v0 .1 Bi na ry I n Tr a ns i t"; flow: t o_ client,establis hed; co nt ent: "HZ"; co nt e nt :" 11D B9 F2 75 62 8 5 SA 4 F 15 48 52 1D 
50 90 41 89 37 9 F FF 94 CE A6 3E 63 35 AB 29 6B 30 43 2F 45 46 80 El C2 11 7 f 0C SS 0 F C7 I " ; depth: 1 28; class t ype : t ro jan-activity; 
r efe r ence : u r 1 , WI"'" · securescience. ne t / F I LES/ sec ur escience/ 1037B/ pubMa l wareCaseSt udy . pdf; r ef e r ence: u r l , doc. eme r gingt hr eats. net/ 2003184; r efe r e nce: ur l , WL"'" . eme r gingt hr eat s. ne t / cgi ­
b i n/ c vsweb . cgi / sigs /VIRUS / TROJAN_PRG; sid: 2003184 ; r ev : 5; ) 

# by Lance James a nd Mi c ha e l Ligh, r eferenced i n pa pe r a t http : //www . sec ures cience. net / FIL ES/ secu rescience/ 10378/ publ'1a lvla r eC a seStudy . pdf 

• 
a l ert t cp $EXT ERNAL_ NE T any - > $,HOME_NE T a ny (msg: " ET TRO JAN Pr g Tr ojan v0 . 2 Bi na ry In Tr a nsit" ; f l ow:to_client,establis hed; co nt e nt:"HZ"; co nt e nt : " 113 B9 F2 75 62 85 SA 4 F 15 48 19 1D 
10 4F 0 D 5B 04 5B 04 60 CE SF 00 67 F5 AE 25 6B 20 41 23 B3 1" ; depth : 128; classtype:t rojan -ac t i v ity; 
r eference : u r l , h'!.-n'il . securesc i e nce. ne t / F I LES/ sec ur escience/ 10378/ pubMa l wa reCaseSt udy . pdf; r eference: u r l , doc . eme r gingt hr eats . net/ 2003185 ; r efe r e nce : u r l , WL'IW. eme r gingth r eats . ne t / cgi ­
b i n/ c vsL"eb . cgi / s i gs/ VIRUS / TROJ AN_PRG; sid: 2003185 ; r ev : 5; ) 

# by Lance James a nd Mi c hae l Ligh , r e f erenced i n pa pe r a t http : //'INrw .sec ur escience. net/ FILES/ securescience / 10378/ publ-1a l wa r eC a seSt udy . pdf 

• 
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a l e r t tc p $ EXTERNAL_ NET a ny - > $1-fOM E_NET a ny (msg : "E T TROJAN Pr g Tr oj an v0 . 3 Bi na ry In Tr a ns i t " ; flow;to_cl ient , es t ablis he d; co ntent : "MZ" ; content :" I SE 70 66 70 28 40 19 88 SF 8C 13 50 
15 59 08 58 3C 97 00 96 33 A5 F9 AF 39 68 F0 9 F 27 AF E9 A8 25 87 18 86 15 7F 0 E 86 1AI" ; de pt h : 128; classt y pe : troj an- activ ity; 
r efe r e nce: url , wi""" · secu r escienc e . net/ F I LES / sec ur escience / 10378/ pubMah'ia r eCaseStudy . pdf ; r e f e r e nce : u r l , doc . emergingthr eats . net / 2003186; r ef e r e nce : u r l , wi""" . emergingt hr eats. net / cgi­
b i n/ c vsweb. cg i / s i gs / VIRUS/ TROJAN_PRG; s id : 2003186; rev : 5 ; ) 

# by J e r emy Co nway 

• 
a l e r t tcp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P _PORTS (msg: " ET TRO JAN Pr g Tro j a n HTT P POST v l " ; flow: establi s he d, t o_se r ve r ; content: " POS T " ; nocase; depth : 5; uricontent : " . php ?2= " ; 
uri content : "&n= "; uricont ent: "&v=" ; ur i content : '"&i= "; ur i co nt e nt : "&s p="; uricont e nt: "& l cp=" ; class t y pe: trojan-activ i t y ; 
r efe r e nce: u r l , wi""" · secu r esc i e nce . net / F I LES / sec ur escience / 10378/ pubMa h 'ia r eCaseStudy . pdf; r e f e r e nce : u r l , doc . eme r gingthr eats. net/ 2007688; r ef e r e nce : u r l , wi""" . emer gingt hr eats. net / cgi­
b i n/ c vswe b . cg i / s i gs / VIRUS / TROJAN_PRG; s id : 2007688; r ev : 7 ; ) 

# by J e r emy Co nway 

• 
a l e r t tcp $HOME_NET any - > $EXTERNA L_NET $HTT P _ PORTS (msg : " ET TRO JAN Pr g Tro j a n HTT P POST ve r sion 2"; flo ~l : establis he d , t o_se r ver ; cont e nt : "POS T "; nocase; de pth : 5; uri content : " . php ?l : " ; 
u r icont ent : "&i= "; pe r e: "/\ . php \ ?1= [ a- z0-9 ]+_ [ a- z0 - 9 _ ]+&i=/ Ui "; c l asstype : t r o j a n -activ i t y ; r e f e r e nce : ur l , www . securescience . ne t / F I LES/ securesc i e nce/ 10378 / pu bMa b.1areCaseS t udy. pd f ; 
r efe r e nce: u r 1 , doc . eme r gingth reats . net /2007724 ; r e f e r e nce : u r l , WM'il . eme r g ing thr eat s. net/ cgi - bin/ cvs L'ileb . cgi / s i gs /VI RUS/ TROJAN_PRG ; sid : 2007724; r e v : 8; ) 

#by s t eve n a dai r f r om s ha dowse r e vr 

• 
a l ert tc p $HOME_NET any - > $EXTERNA L_NET $HTT P_ PORTS (msg : " ET TRO JAN PRG/wnspoem/ Ze us I nfoS t ea l e r Trojan Config Downl oad" ; flo~i :established; uri cont e nt : "/ cfg . bin"; nocase; cont e nt: "GET 
" ; de pt h : 4; nocase; content : " no-cache le d 0a 0d 0a I" ; nocase; Nithin : 300; pc r e: " /\/ cfg \ . b i n$/ Ui ••; class t ype: t r o j a n - ac tiv i t y ; r efe r e ne e: ur l , doc. e me r gingth r eat s . ne t /2008100; 
ref e r e nce: u r l , \WIW . emerg ingth r eat s. net / cgi-bin / cvs Ne b . cgi / s i gs / VIRUS/ TROJAN_PRG; s i d : 2008100 ; rev : 5; ) 

# by J e r emy a t s udosec u r e 
# r ef 5b59da8ec99f 65e02 bcd0e48e14c43 a8 

#a l e r t tcp $HOt-'iE_NET any - > $ EXTER NAL_NET 1024 : ( msg: " ET TROJAN Ba nke r I nfos t ea l er/ PRG POST o n Hi gh Port " ; fl m,,.: t o_se r ve r , es t ablis hed ; cont e nt : " POST "; de pth : S; content : " I 2E I php I 3F I 2: " ; 
nocase; cont e nt :" l 26 ln: " ; nocase ; cont e nt : " l 26 lv=" ; nocase; cont e nt : " l 26 l i =" ; nocase ; cont ent : " l26 l s p=" ; nocase; co nt e nt: " l 26 l l cp="; nocase; classt ype: t ro j a n-act i vity; 
refe r e nce : u r l , \""""" · secu r esc i e nce . net / F I LES/ sec ur escience / 10378/ pubMa l Na r eCaseStudy . pdf; r e f e r e nce : ur l , doc . emerg i ngthr eats . net/ 2008326; r ef e r e nce : u r l , wi""" . emer g i ngthr eats . net / cg i -
b i n/ c vswe b . cg i / s i gs/VIRUS/T ROJ AN_PRG; sid : 2008326; r ev :4 ; ) 

#by Tom fi sc her 

• 
a l e r t tc p $HOME_NET any - > $EXTERNA L_NET $HTT P_PORTS (msg: " ET TROJ AN Pl.JS- LDPi nc h Repo r ting Use r Activ i ty"; fl m,,. : es t ablis hed ,to_serve r; urico nt ent :". php ?ut=" ; nocase; uri cont e nt "&id r =" ; 
nocase; u r i co ntent; "&l a ng =" ; nocase; uricont e nt : "&ve r =" ; nocase; uricontent: "&wi nve r =" ; nocase ; c l asstype : t r ojan- activ i t y ; r ef e r e nce: u r 1, doc . eme r g i ngth r ea t s. net/ 2002812 ; 
r efe r e nce : u r 1 , \""""" · eme r gingth reats . net / cgi -bin/ cvs we b . cgi/ s i gs / VI RUS/ TRO JAN_PI.JS - LOPi nch ; s i d: 2002812; r e v : 3; ) 

#New by Matt Jonkman, r e 0a7 b2d160c90af 079dbe560b38c89d3f i n s andnet 

• 
a l ert tc p $HOME_NET any - > $EXTERNA L_NET $HTT P_PORTS (msg: " ET TROJAH Pl,JS- LDPi nc h posting data " ; flow: esta blis hed , to_se r ve r ; ds ize : >400; content : "POST " ; depth: 5; cont e nt : " l0d 0a 0d 
Ba ia= " ; nocase; co nt ent : "&b=" ; nocase; within : 10; co nt e nt : "&d=" ; nocase; within : 20; cont e nt : " . bin&"; nocase; ,,,. i t h i n : 30; co ntent ! " u=" ; nocase; '"ithi n : 10 ; cont ent : "&e ="; nocase; 
withi n : 20 ; e l assty pe: t roj an - act i v i t y ; r ef e r e nc e : url , doc . eme r gingth r ea t s . net /200638 5; r efe r ence: url , WWl'i . eme r gingth r eats . ne t / cg i - bi n/ cvswe b . cgi/ s i gs/ VIRUS/T ROJAN_PWS- LDPi nc h; sid : 2006385 ; 
r e v : 3; ) 

#New by Matt Jonkman , r e 0a7 b2d160c90af 079dbe560b38c89d3f i n sandne t 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P_ PORTS (msg:"ET TROJAN Pl,JS- LDPi nch posting dat a ( 2 ) " ; f101'il : es t ablis he d , t o_se r ve r ; ds i ze: >400; co ntent ; "POST / HTTP/ 1. 1 " ; depth : 15; 
content: " l0d Ba 0d Ba I a= " ; nocase; content : "&b =" ; nocase; d i stance :0 ; cont ent : "&e =" ; nocase; d i s t ane e :0; c l ass t yp e : troj a n- activ i ty; reference : ur l , doc . eme r gingth r eats . ne t / 2007756; 
refe r e nce : u r l , wi,iw . eme r gingth reats . net / cgi- b i n/ cvsi~e b . cgi / sigs / VIRUS/TROJAN_PI.JS- LDPi nch ; sid : 2007756; r e v : 3 ; ) 

#mo r e pi nch 

• 
a l ert tcp $HOME_NET any - > $EXTERNA L_NET $HTT P_ PORTS (msg: " ET TROJ AN LDPinch Chec ki n ( 2) " ; flow:establi shed, to_se r ver ; content:"POST " ; nocase; dept h :5; uricontent : " . php " ; nocase; 
cont e nt : " l0d 0a 0d 0a I a="; cont e nt : "&b: " ; noc ase; dis t a nce :0; conte nt : "&d =" ; nocase; d istanc e :0; cont ent: "&e=" ; d istance :0; c l asstype: t r o j a n -act i v i t y ; 
ref e r e nce: u r 1 , doc . eme r gingth reats . net /2007828; r ef e r e nce : u r 1, '""""" .emer g ingt hr eats. ne t / cgi -bin/ cvs L'ileb . cgi / s igs/VI RUS/ TROJAN_PL.JS- LDPi nc h; s i d : 2007828; r ev : 7; ) 

# more pi nc h 

• 
a l e r t tcp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg:"ET TROJAN LDPinch Chec ki n ( 3)" ; flow:est a bli she d, to_se r ver ; content :"a=" ; offset :0; de pth :2; co nt e nt :"&b: Pas ses from"; 
d i s t a nce :0; content : "&e =" ; d i s t a nce: 0; cla ssty pe : tro j an-act i v i t y ; r efe r e nc e : url , doc . eme r gingt hr e a t s . net / 2007862; r efe r e nce: u r l , ....,.,." · eme r gingt hr ea t s . ne t / cg i -
b i n/ cvs \'ie b . cgi/ s i gs/VI RUS/T ROJAN_PI-JS- LDPi nch; sid :2007862; r ev :8 ; ) 

#mo r e pi nch 

• 
a l ert tc p $HOME_NE T any - > $EXTERNA L_NET $HTT P_PORTS (msg: " ET TROJ AN LDPinch Chec kin ( 4 ) " ; flow: establi she d, to_se r ver ; cont e nt:"a= " ; of f set :0; de pth :2; co ntent :"&b=Pinc h'"; nocase; 
d i s t a nce :0; conten t : "&e= " ; d is t a nce : 0; c l assty pe: t r o j an-act i v i t y ; r ef e r e nce : url , doc. eme r g i ngt hr eat s . net / 2008061 ; r e f e r e nce; u r l , ....,.,." · eme r gingt hr ea t s. net / cg i -
b i n/ cvswe b . cgi / s i gs /VI RUS / TROJAN_P\-JS· LDPinch; sid : 2008061 ; r ev : 3; ) 

# mo r e pi nc h 

• 
a l e r t tc p $HOME_NE T a ny - > $ EXTERNA L_NET $HTT P _PORTS (msg: "ET TROJAH LDPi nch Chec ki n ( 8 ) " ; flow: establi she d, to_se r ver ; u r i cont e nt: "/v ieN. php"' ; nocase; cont e nt: "a =" ; cont e nt : "&b=Passes " ; 
d i s t a nc e :0; cont en t : "&d=Pass "; d i st ance : 0 ; co nt e nt: "&e=" ; d i stance: 0 ; c l asstype: t ro j a n - act i v i t y; r e f e r e nce: url , doc . eme r g i ngth reats . net / 2008091 ; 
ref e r e nce : u r l , Wl>l\'il . eme r gingth r eats . net / cgi- bin / cvs i~e b . cgi / sigs / VI RUS/ TRO JAN_PI-JS- LDPi nch ; s i d : 2008091; r e v : 2; ) 

#matt j onkma n 

• 
a l ert t cp $HOME_NET any - > $ EXTERNA L_NET 25 ( msg: " ET TROJAN LDPi nc h SMTP Pass L'ilo r d Repo r t " ; flow: e stablishe d, t o_se r ver ; content: "Subj ect I 3a l Passes fr om " ; depth : 21 ; content : " Je d 
0a I Content -Dispos i t ion I 3a I att ac hme nt \ ; f i l e name= \ " r e por t. b i n\ " " ; di s t a ne e: 0; c l ass t ype: t r oj a n-act i v i ty ; r ef er ence : url , doc . e me r g ingt h r ea t s . net / 2008034 ; 
ref e r e nce : u r 1 , M'ilW . eme r gingth r eat s . net / cgi-bin / cvs we b . cgi / s igs/VIRUS/TROJ AN_PI.JS - LDPi nch ; s id : 2008034; r e v : 3; ) 

# matt j onkma n 

• 
a l ert tc p $HOME_NET a ny - > $EXT ERNA L_NET $HTT P _ PORTS (ms g : " ET TROJAN LDPi nch Chec ki n ( 9 ) " ; flow : establi she d, to_se rv er ; dsize : >1000; co ntent : "' POST " ; de pt h : 5; u r i conten t : " / gate, php" ; 
nocase; conte nt:" I Bd 0a 0 d 0a I a=&b=&d=&c= " ; c l asstype ! t r ojan-activ i t y ; r efe r ene e: ur l , doc . eme r gingth r eats . net / 2008213 ; r efe r e ne e : ur l , 111WW . eme r gi ngthr eats . net / cgi -
b i n/ cvsNe b . cg i / s i gs /VI RUS/T ROJAN_PI-JS- LDPi nch; sid :2008213; r e v : 3; ) 

#matt j onkma n 

• 
a l ert t cp $HOME_NET any - > $EXTERNA L_NET 82 ( msg: " ET TROJAN LDPi nc h Chec ki n on Port 82"; flow: es t ablished , t o_se r ver ; cont e nt : " . php" ; nocase; cont ent : "a=" ; cont ent : "&b=Pinch" ; 
d istance :0; content : "&d=" ; d is t a nce: 0; cont e nt : "&e=-" ; di stance : 0 ; clas sty pe: trojan - a ct i v i t y ; ref e r e nce: url , doc . e mer gingt hr eat s . net / 2008354; r efe r ence: url , W\'ll'i . erne r gingt hr eats . net / cg i ­
b i n/ cvsweb . cgi / s i gs /VI RUS / TROJAN_P\-JS· LDPinch; s i d : 2008354 ; r ev : 3; ) 

#Marc us a t unsobe r 

• 
a l ert tc p $HOME_NET a ny - > $ EXTERNA L_NET 82 ( msg: " ET TROJ AN LO Pi nc h Chec ki n ( HTT P POST on po r t 82 ) " ; fl a vi : es t ablishe d , t o_se r ve r ; cont e nt : "POS T "; de pth : 5 ; cont e nt; ". php " ; cont e nt : " a =" ; 
content: "&b=" ; cont e nt : "&d=" ; co nt ent: .. &e =" ; noc a se; cla sstype : tro j an- act i vi t y; r ef e r e nce: ur 1, doc . e rne r g i ngt hr eats . net / 2008366; r ef e r e nce : u r l , wi""" · eme r gingt hr eat s . net / cg i -
b i n/ cvs\'ieb . cg i / sigs /VI RUS/T ROJAN_PI-JS- LDPi nch; sid :2008366; r e v : 2 ; ) 

# r e 4 15908b65e87d91daa94704ef 7e2788b, by jho l guin ( t b-secur ity) 

• 
a l ert tcp $HOME_NET any - > $EXTERNA L_NET 25 ( msg: " ET TROJAN LDPinc h SMTP Pass wo r d Repo r t wi th ma il c lient The Bat ! " ; flow: e stablis hed , t o_serve r ; cont ent : "X-Maile r I 3a l Th e Bat ! "; 
cont e nt : " l0d 0a ICo nt ent -D i s posit ion l3a l attac hme nt l 3b I"; co nt e nt: ! " l0 d 0a I Subj ec t I 3a l Und e l i ve r ab l e l 3a I" ; c l assty pe: t roj an-ac t i vity; r e f e r ence : url , doc . eme r g i ngth r eats . net / 2008411; 
ref e r e nce : u r 1 , www . eme r gingth reats . net / cgi -bin / cvs we b . cgi / s igs/VI RUS/ TROJAN_PI.JS - LDPi nc h ; s i d : 2008411; r e v : 5 ; ) 

# by Je r emy a t s udosecu r e 
# r ef : 04406e913a0070eac26df3627a7a05c l 

• 
a l e r t tcp $HOME_NET any · > $EXTERNA L_NET $HTT P_PORTS (msg : " ET TROJAN LDPinch Chec ki n Flowbit set "; fl o1'i :est a blished ,to_se r ve r ; content : " POST "; dept h :5; uricontent : "/ ga t e . php" ; nocase; 
cont e nt : "applicat i on I 2F Ix · Wl'l\oJ -fo rm - ur l e ncoded IBD 0A I "; f10111bi ts: se t , ET. PINCH; fl owbi t s : noa l e r t ; classtype : t r oj an - activ i t y ; r ef erence : url , doc . eme r g i ngthrea t s. net /2008468; 
ref e r ence: u r l , www . eme r g ingth r eat s . net / cgi- bin / cvs Ne b . cgi / sigs / VIRU S/TROJ AN_PI.JS- LDPi nc h ; s i d: 2008468; r e v : 3 ; ) 

# by J e r emy a t s udosec u r e 
# r ef : 04406e913a0070eac26df 3627a7a05cl 

• 
a l e r t tcp $HOME_NET any - > $EXTERNA L_NET $HTT P_PORTS (msg : " ET TROJAN LDPi nch Chec ki n v 2" ; f101·tbi t s : i sse t ,E T. PINCH; f10111 : established, t o_se r ve r ; content : "a=" ; nocase; cont e nt : "b='· ; 
nocase; conte nt : "d="; nocase; cont e nt: "'e=" ; nocase; flowbit s: unset , ET . PINCH; c l asstype : t ro j a n - ac tiv i t y; r efe r e nce : url ,doc . eme r g i ngthr eats. ne t / 2008469; 
ref e r e nce: u r l , \WIW . emerg ingth r eat s. net / cgi-bin / cvs Ne b . cgi / sigs / VI RUS/ TROJAN_P\,JS- LDPi nch ; s i d : 2008469; re v : 2 ; ) 
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#matt j onkma n, r e 3663a14f15dbee4 2422fc8685740f493 

• 
ale r t t cp $HOME_NET any - > $ EXTERNA L_NET [ 587 , 25 ] ( msg : " ET TROJAN LDPinc h Re po r ting i nfec t ion v i a Ema il " ; fl o1-J :establishe d,to_ se r ve r ; content : "X- Mailer l 3a j Blat v2.6 . 2 w/GSS e nc r yption , 
a L-l in32 SMTP/ NNTP ma il e r http I 3a I/ /l-Jww . bl at . net l0d 0a I"; co ntent:" ]0d 0a l Su bj ect I 3a I Cont ents o f f ile I 3a l WI NOOl-1S/ sys t em32/" ; d i s t ance :0; class t ype : t ro j a n- a c tivity ; 
r e f e r e nce: u r 1, doc. eme r gingthreats . net/ 2009 242; r e f e r e nce : ur l , ww1." . e mergingthr eats . net/ cgi · b in/ cvs 1-Jeb . cgi / s igs / VI RUS/TROJ AN_Pl•IS- LDPinc h; s i d : 20092 42; r ev : 3; ) 

#By Matt Jonkma n 

• 
a l e r t t cp $HOME_NET a ny · > $EXTERNA L_NET 25 ( msg : " ET VIRUS PWS Ba nke r Tr o j a n Send i ng Report of I nf ection" ; f1 01oJ : es t ablishe d , t o_se r ve r ; content : " Fr oml 3a 20 22 IPC ID l 3a l " ; nocase; 
content : "Subject l 3a I INF ECT ED" ; nocase; cont e nt : " e sta i nf ectado" ; nocase; c l ass t y pe: t ro j an -act i v i ty; 
r e f e r e nce: u r 1, secu r i t y r es ponse . s yma nt ec. com/ a vcente r /ve nc / dat a/ pwstea l . ba nke r . b. ht ml ; r e f e r e ne e: u r 1, doc. eme r g i ngthr eats . net / 2001933 ; r e f erence: u r 1, vMw . e me r gi ngt h r eats . net / cgi · 
b i n/ cvsweb . cg i / sigs/VI RUS/ TROJAN_P\,IS_Ba nke r; sid : 2001933; r ev : 9 ; ) 

#f rom cast l ecops r esea r c h , http : //wi,r.oJ . cas t l eco ps . com, s i g by Matt Jonkman 

• 
a l e r t tc p $HOME _N ET a ny · > $EXTERNA L_NET $HTTP_PORTS (msg: " ET TROJ AN Ge neric Pass1-Jord Stea l e r User Age nt Oetected ( RookI E) " ; fl ow:establi she d , to_ se r ver; content:"User · Age nt l 3a l Rook IE " ; 
nocase; c l ass t ype : t r o j an · ac t i v i t y ; r efe r e nce : ur l , doc . eme r g i ngt h r eats . net/ 2003635 ; r efe r e nce : u r l, 1,r.w, . eme r g i ngt h reats. net/ cgi - b i n / cv s 1.oJeb . cg i / sigs/ VIRUS / TROJAN_ PL-IS_Ge ne r i c; sid: 2003635; 
rev : S; ) 

#f r orn sandnet r esea r c h, by Matt Jo nkman 

• 
a l e r t t cp $HOME_N ET a ny •> $ EXTE RNA L_NET $HTT P_ PORTS (msg: " ET TRO JAN Generic Passwo rd Stea l e r Che<ki n UR L Oet ect e d" ; flow: es t ablished,to_ se r ve r ; u r i content: "method=get" ; nocase; 
uricont ent: "&po r t =" ; noca se; uri co nt ent : "&t ype =" ; nocase ; uricont e nt : "&,..Ji nve r =" ; nocase; e l asstype : t r o j a n• ac tiv i t y ; r e f e r ence: u r 1 , doc . eme r gingth r eats. net/ 2006384; 
r e f e r e nce: u r l , 1-MW . eme r gingth r eats . net/ cgi • b i n / cvs 1-Jeb . cgi / sigs / VI RUS/ TROJAN_PL.JS_ Ge ne r ie; s i d : 2006384; re v : 5; ) 

#by ma r cus at unso be r 
# ref : Sb0db5cf e 1699 34Sf 3a077b8f 62aaaf f 

a l e r t tcp $HOME_N ET a ny · > $ EXTERNA L_NET $HTT P_ PORTS (msg:"ET TROJ AN Troj a n- Pl•JS. Win32. VB . t r Checkin Oetected " ; flow:established , to_ser ve r ; cont e nt :"POST " ; depth :5; uricontent : " . asp"; 
content : " id=" ; content: "&ti t ="; co ntent : "&comm" ; content: "Run I 2B I Successfully" ; c l a sstype : t r o j a n-activi t y ; re f e r e nce : u r 1, doc . eme r g i ngthr eats . net / 2008506 ; 
r e f e r e nce: u r l , 'rt'1"'1M . eme r gingth r eats . net/ cgi - b i n / cvs 1.oJeb . cgi / sigs / VI RUS/ TROJ AN_PL•IS_Ge ne r ic; s i d : 2008506; re v : 3; ) 

#Matt Jonkma n 

• 
a l e r t t cp $HOME _NET a ny · > $EXTERNA L_NET 25 ( msg : "ET TROJ AN Banito / Agent .pb Pass St ealer Email Repo r t Out bound"; f1 01-J : estab li she d , t o_ se r ve r ; cont e nt : "Subj ec t l 3a l Vi p Passw0rds l0 d 0a 0 d 
0a IVictim Name I 3a I "; co ntent :" I 0 d 0a I######## ICQ PASS I.JOROS #-#######"; d i s t a nce :0 ; wi thin : 70; e l ass t ype : t r o j a n- a ct ivi t y ; r efe r ence: u r 1 , doc . eme rgi ngt h reats. ne t / 2008551 ; 
r e f e r e nce: u r 1 , wWL-J . eme r gingth r eats. net/ cgi -bin / cvs 1-Jeb . cgi / s i gs / VIRUS/ TRO JAN_PL.JS_Ge ne r ie; s i d : 2008 551 ; r e v : 3; ) 

#by J e r emy a t s udos e cu r e 
# ref : 5742862edc6f ddd 3f 51bf9d07c8d7aba 

a l e r t tc p $ EXTE RNAL_ NET $HT TP_PORTS - > $HOME_NET a ny (msg: " ET TROJ AN Generic PSW Agent se r ve r r ep l y" ; flow:from_ se r ve r , established ; co ntent:"200 OK" ; de pt h: 1 5; content:" l0d 0a l 
[ Upta de ] I 0d 0a I l-Je b:::"; 1,s i t hi n : 300 ; content : " I 0d 0a I [Gu nce llest i r me ] I 0d 0a I Ve r s i o n::"; i,ii t h i n : 100; class t ype : t roj a n· a ctiv i ty; r efe r ence: url , doc . eme r gi ngt h reats. net/ 2008662; 
r e f e r e nce : u r l , W\"'" . eme r gingth r eats. net / cgi - b in / cvs 1.,seb . cgi / sigs / VI RUS/ TROJAN_ PL.JS_Ge ne r i c; s i d: 2008662; r e v : 2 ; ) 

# by v ic t o r j ulie n 
#I ka ru s : Tr o j a n- PWS. \,li n3 2. Sma l l . gs , 
# r e d75 2a38a bd5 327552d 5b5l c d0e091436 

a l ert t cp $HOME_ NET any · > $EXTERNA L_NET 1024 : (msg : " ET TROJAN Tr o j a n-P\.JS .1"i n32 . Sma ll .gs Passwords l ea k ove r FTP" ; flow: es t ablished, to_se r ve r; content : " IE7 Pas swords I 3a I" ; de pth: 14 ; 
content : " FF Pas s 1.,sords " ; wi th i n: 500; e lasstype : trojan • ac t i v i t y ; r efe r enc e : ur l , doc . eme r gingth r eats . net / 2008841 ; r efe r e nce : ur 1 , IWM . eme rgingt h r eats . net / cgi -
b i n/ cvsweb . cgi / s i gs /VI RUS / TROJAN_Pl~S_Ge ne r i c ; s i d : 2008841; r ev : S; ) 

#by c j e r e my 
# ref: 298bd867e7 a l 9a8eaa358f75a550ef 5e 
# 
a l e r t t cp $HOME_NET a ny · > $EXTERNA L_NET $HTT P_PORTS (msg: " ET TRO JAN Password St ea l e r ( PS\'11 . Wi n32 . Maga ni a f amily) GET " ; flow:established , t o_se r ve r ; co ntent : "GET " ; dept h: 4 ; 
uricont ent : " pass=" ; ur i co ntent : " t y pe= " ; ur i cont ent : " hos t =" ; ur i content: "po r t =" ; ur i content : "name= " ; ur i con ten t : "pc=" ; uricont en t : "use r =" ; u r i content: " i p=" ; urico nt ent: "ve r sio n=" ; 
content : "I 0d 0a I Use r •Agent I 3a I NR"; e l ass t ype : t r o j a n • ac t i v i t y ; r eference : url , 1.wJW . f- sec ur e . com/v · descs / t roj a n • psw_~'32_maga ni a . sh t ml ; r e f erence : ur l , www . t h r eatexpe r t.c om/ r eports. as px ? 
f i nd=Troj a n- P\,15 . Maga ni a ; r efe r e nce: u r l , doc . eme r g i ngthr e a ts . ne t / 2009094 ; r efe r e ne e: u r 1, WWI-J . e mergi ngth r eats . net / cgi • bi ni cvswe b . cgi / s igs/ VIR US/ TROJAN_ PWS_Ge neric ; s id: 2009094 ; r ev : 3; ) 

#by Ma t t Jon kman , Pa kes . b-rtp update c hec k 

• 
a l e r t tc p $HOME _NET any · > $EXTERNA L_NET $HTT P_ PORTS (msg: " ET TRO JA.N Pakes Use r ·Agent De t ected" ; flow:establishe d , to_ se r ver; co ntent: " l0d 0a lUse r · Age nt l 3a l Moz i lla / 4 . 7 [ e n ] (Win NT" ; 
e l asstype: t r o j a n- act i v i t y ; r ef e r ence: u r 1 , doc . eme r gingt hr eats. net / 2007767; r ef e r ence: u r 1, l'il'M . eme r g ingthr eats. net/ cgi - bin/ cvs 1.,se b . cgi / s i gs / VIRUS/ TROJAN_Pa kes; sid: 2007767; r e v : 4; ) 

# pa kes.bwa 

• 
a l e r t t cp $HOME_NET a ny • > $ EXTE RNA L_NET $HTT P_ PORTS (msg: " ET TRO JAN Pa kes Updat e Detected " ; f10 1,s : e sta bli s hed , to_serve r; uricon tent: " . php ?ioJm="; nocase; u r icontent:"&ucid=" ; nocase; 
uricont ent : "&e= " ; clas sty pe : troj an - act i v i t y; r ef e r e nce: u r 1, doc . eme r gi ngthr eats . ne t / 2007768; r ef e r e ne e: u r 1, Wr/11, . eme r g i ngth r ea t s . ne t / cgi • bi n/ cv sweb . cgi / s i gs/ VI RUS/ TROJAN_Pake s; 
s i d : 2007768; r ev :3; ) 

#see i ng t his patte r n f r om seve ra! named t ro j a ns, f r om t he sand net 

• 
a l e r t t cp $HOME _NET a ny · > $EXTERNA L_NET $HTT P _ PORTS (msg: " ET TRO JA.N Pushdo Update URL De t ect ed"; flow: establi she d, t o_ se r ve r ; uricontent : "/ 40E800" ; nocase; u r icont e nt : "( 00000"; nocase; 
e l assty pe: t r o j a n-activ i t y ; r ef e r ence: u r 1 , doc . eme r gingt hr eat s. ne t /2007771; r ef e r ence: u r 1, l'fflW . eme r g ingt hr eats. ne t / cgi - bin/ cvs 1.,se b . cgi / s i gs / VIRUS/ TROJAN_Pa kes; sid : 2007771 ; r e v: 8; ) 

#see i ng t his patte r n from seve ra! named t r o j a ns, f r om t he sandnet 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P _PORTS (msg: " ET TROJAN Pakes / Cub iail / Kobc ka Chec ki n URL ••; flow : e stablished , t o_se r ver ; uricontent: "/ fi r s t r un . ph p? p r o du c t =" ; nocase; 
uricont ent: "&aff=" ; nocase; u r icont e nt : "&update="; nocase; co ntent : " I 0d 0a I User · Agent I 3a I Moz illa I 0d 0a I "; clas sty pe: t r o j an -act i v i t y; r efe r e nce : u r l , doc . emer gingt hr eats. ne t / 2008152; 
r e f e r e nce: u r l , 'rt'l,r.,s . eme r gingth r eats . net/ cgi - b i n / cvs 1-Jeb . cgi / sigs / VIRUS/ TROJ AN_ Pakes; s i d : 2008152 ; r ev : 4 ; ) 

#see i ng t his patte r n from seve ra! named t ro j a ns, f rom t he sandnet 

• 
a l e r t t cp $HOME _NET any •> $EXTERNAL_NET $HTT P _ PORTS (msg: " ET TRO JAN Pa kes Wi nifixe r . com Re l ate ci Checki n URL" ; flow: es t a blished , t o_ se r ve r ; content: " POST " ; dept h : 5; uricontent : " . php? 
affid =" ; nocase ; u r icont e nt: "&ui d =" ; nocase; uricont e nt : "&tm=" ; nocase ; co nt ent: " I 0d 0a I Us e r -Age nt I 3a I I nt e r net Expl o r e r le d 0a I "; classtype: t r ojan-acti v i t y ; 
ref e r e nce: u r 1, doc . eme r gingth r eats. net/2008277; re f e r e nce : ur 1 , W\VW . emergingthreats. net / cgi · b i ni cvs 1-Jeb . cgi / s igs /VI RUS/ TROJ AN_Pa kes ; s i d : 2008277; r e v : 3; ) 

#by Ped r o Marinho , r e d2d5bf 2669edce3c7ldc16c46e8a67f 7 

• 
a l e r t t cp $HOME_N ET any · > $EXTERNA L_NET 1024 : (msg : " ET TRO JAN Pake s / Cut wail / Ko bcka Checki n Oet ected High Por t s " ; flm,s :established , to_serve r ; ds i ze : <160; co nt e nt : "GET /? 
bot _ i d =0&mod e= l "; de pt h : 21 ; content : " I 0d 0a I Host I 3a I " ; dis t a nce: 0; classty pe: t r o j an -act i v i t y ; r e f e r ence: u r l, doc . emer g i ngthreats . net /2008358; r efe r e nce : u r l , h'l>J\V . eme r gingthr eats . ne t / cgi · 
b i n/ cvs1-Jeb .cgi / s i gs /VI RUS/ TROJAN_Pa kes; s i d : 2008358; r e v :4; ) 

# ref : 399752201bec 70af cdac049e698f6c 3d 
# 
a l e r t t cp $HOME_NET a ny · > $ EXTERNA L_NET 897 (11sg: " ET TROJAN Backdoor PcC lient \/CAK\/Pakes POST on non - ht t p Port " ; flow: es t ablishe d , to_se r ve r ; content : "POST "; d epth : 5; content: " . jsp" ; 
nocase; wi t h i n : 50; pere: " /\/\d{8 , } \/\d{ 4 , } \/\d{ 4 , } \ . j s p/ " ; cla ss t y pe : t roj an -activity ; r e f e r e ne e: ur l , doc . e me r gingthr ea t s . net / 2009093 ; r e f e rence: u r l , W\'11-J . e mergi ngth r eats . net / cgi • 
b i n/ cvsweb . c gi / sigs /VI RUS/ TROJAN_Pa kes; s i d : 2009093 ; r e v : 2; ) 

#by Ma r cus at unso be r 

• 
a l e r t tc p $HOME_NET any · > $ EXTERNA L_NET $HTTP _ PORTS (msg: " ET TROJ A.N Pandex c heck i n de t ect e d" ; flow: established , to_ serve r ; content : "GET " ; de pth : 4; uricont e nt : " ?m: "; uricontent "&a: " ; 
uri cont ent : "&os:: " ; content : ! " I 0d 0a I Use r · Agen t I 3a I " ; c l assty pe : t r o j a n -act i v i t y ; r ef e r ence: u r 1, doc . eme r g ingthr eats . ne t / 2008 433; r e f e r e nce: u r 1, W\'il-J . eme r gingthr eats . net/ cgi · 
b i n/ cvsweb . cgi / s igs / VI RUS/ TROJAN_Pa ndex; sid : 20084 33 ; r e v : 3; ) 

#matt j onkma n 
# 
ale r t t cp $HOME_NET a ny • > $ EXTERNA L_NET $HTT P_ PORTS (msg: " ET TRO JAN Pa r i te Set up Connec t i on ( tqzn . com r e l at e d ) "; f1 01-J :est a blished, t o_se r ve r ; urico nten t :" / ba r bindsof t / barsetu p . e xe ? 
q ue r y id="; clas sty pe: t roj an -ac t i v i t y; r ef e r e nce : u r 1, doc . eme r gi ngthr eats . ne t / 2009108; r efe renc e : u r 1, ,.,M,11 . eme r g i ngth r ea t s . ne t / cgi • bi n/ cv sweb . cgi / s i gs/ VI RUS/ TROJAN_Par i te ; s i d: 2009108; 
r e v : 2; ) 

#by : Jeremy ComoJa y a t sudosecur e . net 
# r e f : 030S00a 6ef 292ecf 6fc4e2a5bf5a424c 

• 
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a le r t t cp $HOME_N ET a ny - > $EXTERNAL_NET $HTT P _PORTS (msg: " ET VIRU S Pa ri te . B GET"; flow: establishe d , t o_se r ve r ; c ont e nt : "GET " ; noc a se; de pt h :4 ; eont e nt : " l0 d0a lUser - Agent I 3a l 
gomt o ur I 0d0a 1 " ; wi th i n : 200; elasst ype : t r o j a n-activ i t y ; r e f e r enee: u r 1 , W1w1. pandasec ur i t y . com/ home users / s ecuri t y - i nfo/18181/ in forma tion/ Pari t e . B; 
r ef e r ence: u r 1 , www. pct oo l s.com/ mrc / i nf ee t i ons/ id /V i ru s . Pari te . 8/ ; re f e r ence: url , WW\" · t hr eatexpe r t . eom/ th r eats /w32- pa r ite- b . ht ml ; r e f e r e nee: ur l , doc . eme r gingt hr eat s . net / 2009454; 
r ef e r ence: u r 1 , www . eme r gingth r eat s . ne t / egi -bin/ cvs L'ileb . cgi / s i gs / VI RUS/ TROJAN_Pa r i t e; s i d : 2009454 ; r e v : 4; ) 

#Submi tted 2006-03-20 by Tom Fisc he r 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTTP_ PORTS (ms g: " ET TROJAN PassS i e kl e Repo r t i ng Use r Aetiv i t y" ; flow: es t a bl i shed , t o_serve r ; urieont e nt :". php ?id="; noease; uricont e nt : "&data= " ; 
noease; pe r e: " / Use r -Agent \ x3a [ "'\n ] +Pa ssS i ckle / i " ; e l ass t ype : t ro j a n -activ i t y ; r e f e r e nce: ur 1 , doc. eme r g i ngth r eats. ne t /2002859 ; r e f e r e nce: ur l ,LWM , emergingth r e at s. net / cgi-
b i n/ c vsweb. cgi / s i gs /VIRUS/ TROJAN_PassSic kl e; s id : 2002859; rev : 4 ; ) 

# by Paul Do kas 
# 

a l e r t t cp $HOME_N ET a ny - > $EXTERNAL_NET $HTT P _PORTS (msg: "ET TROJAN Password St ea l er - Use r - Agent ( Uc heek ) " ; flow: established, t o_serve r ; eont e nt: " le d 0a l Us e r -Age nt I 3a J "; 

cont e nt : "Ope r a / 9 . 10" ; d is t a nee : 0 ; eontent : " I 3b I Ue heck"; pe r e : "/ Us e r - Agen t \ x3a [ "\n ] + \ x3 b\ sUc hec k/ " ; e l a ss t ype : t ro j a n-ac t i v i t y ; r efe r e nee: ur l , doc . e me r gingt hr eat s . net /2009081 ; 
r ef e r ence : url , W\oJ\'il . eme r gingth r eat s . net/ egi - b i n/ cvs L'ileb . cgi / s i gs / VI RUS/ TROJ AN_Pas sword_Steal er ; s i d : 2009081; r e v : 5 ; ) 

# by Pau l Dokas 

• 
a le r t t cp $HOME_NE T a ny - > $EXTERNAL_NET $HTT P_PORTS (msg:" ET TROJAN Password St ea l er Re porting - ?a=%NN&b=" ; flow: t o_se r ver,es t a blishe d; cont e nt : "POST " ; dept h : 5; noease; 
u r icont e nt: " a=%" ; ur icont e nt : "&b="; pe r e : "/ a= \ %[0-9a-fA- F ]{ 2}\&b/ i " ; c l ass t y pe: t r oja n-ac t i vity ; ref e r e nce : ur 1 , doc . eme rgingt hr eat s. net/ 2009082; r ef e r e nce : u r l , LWNI . eme r g i ngt h r ea t s . net/ cgi ­
b i n/ c vs1"eb . cgi / s i gs/ VI RUS/ TROJAN_Pass 11ro r d_Stea l er; s i d : 2009082; r e v : 2 ; ) 

#by: J e r emy ConNa y at s udosec u r e . ne t 
#ref : a03cadd15d8f 658ee73c8829f b4a3019 
#Oi sa bling f or FPs on ba i du a ds a nd othe r s 
# 
#a l e rt tc p $HOM E_NET a ny -> $ EXTE RNA L_NET $HTTP _PDRTS (msg : " ET TRDJAN \,J i n32/ Pas t a Ooi,m l oade r - GET Chec kin t o Fake GIF "; flm-, :est a blis he d , to_se r ver; content : "GET 
urico nt ent: " . g i f ?"; nocase; urico nt e nt : " t=" ; nocase ; ur i con t ent : "q="; noc ase; u r i cont e nt : "p=" ; nocase; u r icontent : " pn =" ; nocase; class t ype : t r o j a n-ac t i v ity ; 
r ef e r ence : u r l , ma h la r e bytes . o r g/ mah-,a r e net. php ?name: Trojan. Pas t a ; r e f e rene e : url, doc. eme r gi ngt hr eats . net / 2009522; r ef e rene e: u r l, 11M1.., . eme r gingth r ea t s . net / cg i ­
bin/ c vsweb. cgi / s i gs/ VIRUS / TROJAN_Pas t a; s i d :2009522; r e v : 2;) 

#by dnl nj4 
# 

dep th : 4; 

a l e r t t cp $HOME_N ET a ny - > $EXTERNAL_NET $HTT P _PORTS (msg: " ET TROJAN Paymilon-A HTT P POST" ; flow:establis hed , to_ ser ver; co nt ent ! " POST ht t p)3a ] / /" j de pt h : 12 ; content : "C I 3a I \\"; 
distance : 0; nocase; cont e nt : " . e xe I 00 00 I "; d i stance : 0 ; c l asstype: t r o j a n- act i vity ; r e f e r e nce : u r l , Wl>JtoL sopho s . com/ securi t y/ analyses /v i ruses- and - s pyNare/ ma l pa ymilona. html; 
r e f e r ence: u r 1 , doc . eme r g i ngth r eat s . ne t / 2010918; r e f e r e nce : ur 1 , h'!.oJ\~ . emergingthreats . net / cgi - bin/ cvs 1.-ieb . cgi / sigs / VI RUS/ TRDJAN_Paym i l ion; s id : 2010918; rev : 4 ; ) 

#by pedr o ma r i nho 
# 

a l e rt t cp $HOME_NET a ny - > $EXTERNAL_NET 1900 (msg: " ET TROJ AN Backdoo r .Wi n32/PcCl i e nt . Zl Checki n" ; fl ow:est a blished , to_se r ve r ; cont e nt: " I 00 00 00 10 cS 00 00 00 b0 ff l "; de pt h ; 10 ; 
class t ype : t ro j a n-ac t i v i t y ; ref erence : ur 1 , doc . emer g ingt hreat s. ne t /2008920 ; r e f erence : ur 1, ww1.'il . emergi ngthrea t s. net/ cgi - b i ni cvs web . cgi / s i gs /VI RUS / TROJAN_PcC lient ; s i d : 2008920 ; rev : 2; ) 

#Mat t Jonkma n, r e 0c7918e9c9f 3bae7 9bb8ff l b4b3f 9b42 

• 
a le r t t cp $HOME_N ET a ny - > $EXTERNAL_NET $HTT P_PORTS (msg:" ET TROJAN PcClient Bac kdoo r Chec ki n Pac ke t l " ; fl m,.i :es t a blished , t o_serve r ; d s i ze: 4 ; cont e nt : " 182 87 99 45 1" ; 
flo1tlb i t s : set, ET . PcCl ient; f l m-ibi t s: noa l e r t ; e l asstype : trojan-ac t i v i t y ; r eference : ur l , doc . eme r gingth r eat s . net / 2009238; r e f e r enc e : ur 1, 1111tiw . emergi ngth rea t s . ne t / cgi­
bin/ c vs1"eb . cgi / s i gs/ VI RUS / TROJAN_PcClient ; s i d : 2009238; r ev : 2; ) 

#Matt Jonkma n, r e 0c7918e9c9f3 bae79bb8ff l b4b3f 9b42 
# 
a le r t t cp $HOME_NE T a ny - > $EXTERNAL_NET $HTT P _PORTS (msg: " ET TROJAN PcClient Bac kdoo r Check i n" ; flowbi t s : i sset , ET. PcCli ent ; flow: es t a bli shed , t o_se r ver; ds i ze: 248 ; cont e nt :" I 52 0d 12 
1 2 I" ; depth: 4 ; flowbi ts : noa l ert; clas stype : t ro j an -ac tiv i t y; r e f erence: u r l , doc . eme r g i ngth rea t s. net/ 2009239; re f erence : u r l , www . eme r gingt hreats. net / cg i -
b i n/ c vs1"eb . cgi / s igs / VI RUS/ TROJAN_ PcClie nt ; s i d : 2009239 ; r ev : 2; ) 

#by Dani e l Cl emens 
# 

#a l e r t tc p $ EXTE RNAL_NET a ny - > $HOl'1E _NET a ny (msg: " ET TROJAN PECompact2 Pac ked Bi na r y - Like l y Host ile " ; fl m": from_se r ve r , establi shed ; content : " 174 65 78 74 1 " ; content : "I 50 45 4 3 32 I " ; 
wit h i n : 40; e l asst y pe: t roj a n -activ i t y; r ef e r e nce : u r l , 'lfWI" · b i tsum. com / pecompact. s ht ml ; r e f erence: ur 1, b i t s. pac ke t n i njas. o r g/ e b l og/ ? p=306; r e f e r e nce: u r l ,doc. eme r g i ngt hr eat s. net / 2008547; 
r ef e r enc e : ur l , WIWI . eme r g i ngth r eat s. ne t / cgi - b i n/ cvSL'ileb . cgi / s i gs / VI RUS/ TROJAN_PeCompac t2; s i d: 2008547; r ev : 3; ) 

# by matt j on kma n 

• 
a le r t t cp $HOME_NE T a ny - > $EXTERNAL_NET 1024 : (msg: " ET TRO JAN Per f ect Ke yl ogge r FTP I ni t ia l Install Log Upload"; flm-, : es t a blished , to_se r ver; content : "Congr at u l a t i ons ! Per f ec t Kelogger 
was successfu lly i nstalled"; dep th : 63; classty pe : t roj a n -act i v i t y; r ef erence ! u r 1, doc. eme r gingthr eat s . net / 2007973 ; r e f e r e ne e: ur l , WI."'" . e me r gingt hr ea t s . ne t / cgi-
bin/ c vs1"eb . cgi / s i gs/ VI RUS / TROJAN_ Perf ect_Key l ogger; s id : 200797 3 ; r e v : 3 ; ) 

# by ma t t jonkma n 
# 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET 25 ( ms g:"ET TROJ AN Perf ec t Ke y l ogger I ns t a ll Email Rep o r t " ; fl OL'il : establi s hed, t o_se r ver; cont en t :"Subjec t l 3a l Perf ec t Key l ogger was ins t alled 
s uecessfully I 3a I"; cont e nt : " Pe rfec t Key l ogge r was i ns t alled -on t he compute r " ; di s tane e: 50; cla s stype: t roj an -activ i t y ; re f e ren e e: u r l , doc . eme r g i ngth r ea t s . net / 2008893 ; 
r ef e r ence: u r 1 , www . eme r g i ngth r eat s . net / cgi - b i n/ cvs 1'ileb . cgi / s i gs / VI RUS /T ROJAN_Pe r f ect_Key l ogge r ; s id : 2008893; r ev : 3; ) 

#by matt jonkma n 
# 

a l e rt t cp $HOME_NET a ny - > $EXTERNAL_NET 1024: (msg : " ET TRO JAN Pe r f ect Keylogge r FTP Log Upl oad" ; f1 01" : establi she d , t o_se r ve r; content: " Log upload date I 3a l " ; dept h : 17; content : "I 0d 
0a I Ti me I 3a I "; wi t hi n : 40 ; cont e nt : "To v i ew OAT files, pl ease do t he f ollowi ng s t e ps I 3a I"; dis t a nce : 0 ; class t ype: t r o j an -ac t i v i t y ; r ef e r e nce: u r 1 , doc. eme r g i ngth r eats. net/ 2007974; 
r ef e r enc e : u r l , w1w, . eme r g i ngth r eat s. ne t / cgi - b i n/ cvs L'ileb . cgi / s i gs / VI RUS/TROJAN_Pe r f ec t _Key l ogge r ; s i d : 2007974 ; r ev : 4; ) 

# by J e r e my of sudosecur e 

• 
a l e r t t cp $HOME _NE T a ny - > $EXTERNAL_NET 1024: (msg : " ET TROJAN Per f ect Ke yl ogge r FTP I nit i a l I nstall l og Upload ( Null obfuscat ed ) " ; f101.-, :es t a bli s hed,to_ se r ve r; 
conteot , "q 00 1 ol00 I n l00 lg 100 1 r l00 I a 1001 t 100 1u10011100 1 a 100 1 t 1001i 100 10100 In I 00 1 s 1001 ! 100 1 100 IP I 00 le I 00 1 r l00 1 f 100 1 e I 00 lc l00 lt 1001 100 1 K l00le 100 111001 ol 001 gl 00 lgl00 I el00 I r l 00 1 
I 00 lw l00 lal00 I s 100 1 100 1 s l00 lul00 I e 1001 e l00 le 1001 s 100 1 s I 00 1 f l00 I ul00 I 11 00 I 1100 lyl00 I 100 1 i 100 In I 00 1 s I 00 lt l00 I a 100 Il 10011 l00 lel00 I d 100 1 "; classtype, t rojan-act ivit y; 
r efe r ence : u r l , doc . eme r gingth r eats . net/ 2008327; r e f e r e nce : ur l , wwN . e mergingthr eats . net/ cgi - b i n/ cvs1'i1e b . c gi / sigs / VIRUS/ TROJAN_Pe r f ec t _Ke ylogge r ; s i d : 2008327; r e v : 2 ; ) 

#by Chris Gr ee n 
# 
a l e r t t cp $HOME_NE T a ny - > $EXTERNAL_NET $HTT P_PORTS (msg: " ET TROJAN Pe r so na l Oe f ende r 2009 - pr i n ima l ka .py"; flow: established,to_se r ver; u r i cont e nt : " / prini ma lka. py"; class t y pe : t ro jan­
act i v i t y ; r efe r ene e! ur l , ma l wa r e bytes . besttec h i e. ne t /2008 / 11/ 03 / rem ova 1-ins t r uct i o ns - f o r • pe r sona l - def e nd e r - 2009/ ; r e f e r e ne e: ur 1, doc . eme r gi ngt hr eats . net / 2009405; 
r ef e r ence: u r 1 , MoJW . eme r gingth r eat s . ne t / cgi - b i n/ cvs L'ileb . cgi / s i gs / VI RUS/ TROJAN_Pe r so na l _Oefe nder; s i d : 2009405; r ev : 2; ) 

# by Chri s Gr ee n 
# 

a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P _ PORTS (msg: " ET TRO JAN Pe r so na ! Oe f ende r 2009 - t ra s h . py" ; f101" : es t abli she d , t o_se r ve r; u r i content : "/ t r as h . py" ; class t ype : t r o j a n-ac t i vity ; 
r ef e r ence: u r l , ma h la r e bytes. bestt ec h i e . net / 2008 / 11/ 0 3/ r emova l - i ns t ru ct i ons - f o r - pe r sona l -def e nd e r - 2009 / ; r e f er e nce : ur 1, do c . eme rgi ngt hr ea t s. ne t / 2009406 ; 
r ef erence: u r l , WIWI . eme r g i ngth r eats. ne t / cgi - b i n/ cvs1,,,eb . cgi / s i gs / VIRU S/ TROJAN_Persona l _Oe f e nder; s id : 2009406; r ev : 2; ) 

# by ma t t j on kma n 
#Ni n32. philis. J he r e 
# 

a l e r t i cmp a ny any -> a ny any ( msg : " ET TROJAN Phi li s . J I CMP Sweep ( Pa y l oad Hello , \-Jo rld)" ; icode :0; i t y pe:0; dsize :11 ; cont e nt : "Hello , 1-lorld "; classt yp e : t r o j a n -act i v i t y ; 
r e f e r ence : u r l , v i l . na i . com/v i l / co ntent /v _ 141203 . htm; r ef e r enc e : u r l , doc . eme r gi ngthr eats . net / 2008017 ; r efe r e nce: u rl , WWI" . e me r g i ngth r eats . net / cgi- bi n/ cvswe b . cg i / s i gs/ VIRUS/ TROJAN_Phil i s; 
s i d: 2008017; r e v : 3; ) 

# by e vilgho s t 
# 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_PORTS (msg: " ET TROJAN Phoe ni x Expl oi t Kit f aee book ph i s h i ng page pay l oa d co u l d be Zeus"; flow:esta blished , to_se r ve r ; eont e nt :"GET " ; 
nocase; depth: 4 ; uricontent : "/ Login Fa ce book . php " ; pe r e : " /\/ [ a- z ]{ 2}[0-91{ 3}[ a- z ){ 2} \/Logi nFace book \ . php$/ U"; class t y pe : t r o j an -activ i t y ; 
r ef e r ence: u r l ,mahla r eint . blogspo t . com/ 2010 / 03/ ne1." - phis hi ng- c ampaig n -agains t - f ace book . ht ml ; reference : ur 1, dcc . eme r g ingth r ea t s . ne t / 20111 21 ; r efe r e nce: ur 1 , llflJM . eme r g ingthr ea t s . ne t / cg i ­
b i n/ c vs1"eb . cgi / s i gs/ VI RUS / TRDJAN_Phoenix; s i d : 2011121 ; r ev : 2; ) 

#2010-07-09 By Eo i n Mi lle r 

• 
a le r t t cp $HOME_NE T a ny - > $EXTERNAL_NET $HTT P _ PORTS (msg: " ET TROJAN Phoe ni x Expl oi t Ki t - pdfo pen. pdf "; fl o1" : es t ab li shed, t o_se r ve r ; u r i cont e nt . " pdfo pe n . pdf " ; c l ass t y pe: t ro j a n-activ i t y; 
ref erence: ur 1 , doc. eme r gingth r eat s. ne t /2011180 ; r e f erence : ur 1, ww,,,, . emergingth r eats. net/ cgi - bin/ cvs we b . cgi / sigs /VIRUS/ TROJAN_Phoe n i x; s i d : 2011180; r e v ; 1 ; ) 
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#2010-07 -09 By Eo i n Mi lle r 
# 
a lert t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P _ PORTS (msg: " ET TRO JAN Phoe ni x Expl oi t Kit - pdfswf .pdf" ; flow: established , t o_ se r ve r ; u r i content: " pdf swf. pdf " ; classt ype : t r o j a n-activity; 
r ef e r ence : u r 1 , doc. emerg i ngth r eat s, ne t /2011181 ; r efe r ence : ur 1 , WLVl-.i . e me r gingt hreat s. ne t / cgi-bin/ cvs we b . cgi / sigs /VIRUS/ TROJAN_Phoe n i x; s id : 2011181 ; r e v : 1 ; ) 

#2010-07-09 By Eo i n Mi lle r 
# 

a l e rt t cp $HOM.E_N ET a ny - > $EXTERNAL_NET $HTT P_PORTS (msg :" ET TROJ AN Phoe ni x Expl oit Kit - libt i ff . pdf" ; flo1-.i :establi she d , to_se r ve r; uricontent . " libtiff . pdf " ; class t ype : t ro j a n-activity ; 
r e f e r ence : u r 1 , doc . eme r gingth r eats . net/ 2011182 ; r efe r e nce : ur 1, h'l.Vl-.i . e mergingthreat s . net/ cgi- b i n/ cvs 1-.ie b . cgi / sigs / VIRUS/ TROJAN_Phoe n i x; sid : 2011182; rev : 1 ; ) 

#2010-07-09 By Eo i n Mi lle r 
# 
ale rt t cp $HOM.E_NET a ny - > $EXTE RNAL_NET $HTT P_ PORTS (msg: " ET TROJ AN Phoe ni x Expl oi t Kit malwa r e pay load downl oad" ; flow:est a blished , t o_serve r ; u r ico ntent: " . ph p ?dese r ialize:" ; 
class t ype : t rojan-a ct i v i t y ; r e f e r e nce : ur 1 , doc . emer gingt hreats. ne t /2011183 ; r efere nce: ur l , ww1-.i . e me r gingthreats. net/ cgi- b i ni cvs web . cgi / s igs /VI RU S/ TROJAN_Phoen i x; s i d: 2011183 j rev : 1 ; ) 

#2010 -07 - 09 By Eo i n Mi lle r 
# 

a l e rt t cp $EXTERNAL_NET $HTTP_PO RT S - > $HOME_NET a ny (msg:" ET TROJ AN Phoe ni x Expl oi t Kit VBscr i pt downl oad" ; flot>i :est a blished , t o_c lient ; content : "C r eateob jec t ( St r Re ve r se ( " ; nocase; 
content: " I 22 I t cejbOmetsySe l i F. gnitpircS I 22 I)) "; nocase; dis t ance: 0 ; c l asstype : t roj a n -act i v i t y ; r efe r e nce: u r l , doc . emergingt hreats. net / 2011184; re f erence : u r l , 1•11>,11\1 . emerg i ngt hr eats . net / cgi­
b i n/ c vs1'ieb . cgi / sigs/ VIRUS/ TRO JAN_Phoenix; sid: 2011184 ; r ev: 2 ; ) 

#by Phil ipp Bescht, updates by Oa rren Spr ue! 
# 
ale r t t cp $HOME_NET a ny - > $EXTE RNAL_NET $HTT P_PORTS (msg:" ET TRO JAN Piptea . a Re lat e d Tr oja n Checkin (1 ) "; flow:establis hed, to_se r ve r ; uricont e nt : "'/cd / cd . php ?i d:"' ; u ricont ent: "'&ve r ,," ; 
pc re:" /\/c d\/cd\. php . i d: [A- F0- 9 \ • ) +&ve r : / U"; class t y pe : t rojan-activity ; r e fe r e nce: u r l , dcc. e me r gi ngthr eats . ne t / 2008382; r ef erenc e : u r l , ww,:, . eme r g i ngth r eats . net / cgi • 
b i n/ c vsweb . cgi / s i gs/ VI RUS / TROJAN_Pipt ea; s i d : 2008382; re v : 4 ; ) 

# by Phil ipp Bescht , updates by Darre n Spr ue ! 

• 
a le r t t cp $HOM.E_NET a ny - > $EXTERNAL_N ET $HTT P_PORTS (msg:" ET TRO JAN Pipt e a .a Relat e d Tr ojan Chec kin ( 2 ) " ; f101-J : establis he d,to_ s e r ve r ; ur icontent: "/cd / un2 . ph p ?id="; u r icontent : "&ve r ,,"; 
pc re :" /\/cd\/un 2\ . ph p . id: [A- F0-9 \ - ] +&ve r =/ U" ; c l assty pe : t roj an -activ i t y ; r eference: u r l, doc. eme r gingthr eats . ne t / 2008383 ; r efe r e nce: ur l , Wl.'ll'i . e me r gi ngthr eat s . ne t / cgi-
b i n/ c vs1\leb . cgi / s igs /VI RUS / TR OJAN_ Pi ptea; s i d : 2008383; re v : 4 ; ) 

#by Phil i pp Bescht, updates by Darr e n Spr ue ! 
# 
a lert t cp $HOM.E_NET a ny - > $EXTE RNAL_NET $HTT P_ PORTS (ms g: " ET TRO JAN Pi ptea. a Re l at e d Tr ojan Checkin ( 3 ) "; flow: e s ta b- lis hed, to_ se r ve r ; ur i co ntent: " / cd / un .php ?id,., " ; u r icon t e nt : "&ve r == "; 
pc r e : " /\/c d\/un \ . php . i d: [A-F0-9 \ - ) +&ver: / U"; class t ype : t roj an- act i vity ; r efe r ence : u r 1, doc. emergi ngt hr ea ts . net / 2008384; r ef e r e nc e: u r 1, www . eme r gingth r ea t s . net / cgi-
b i n/ c vs1'ieb . cgi / s igs / VI RUS / TRO JAN_Piptea; s i d : 2008384; r e v : 4 ; ) 

#by mat t jonkma n 
# 

a l e rt t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_ PORTS (msg: " ET TROJ AN Pl ayMP3z . b i z Related Spywa r e/ Tr o j an I nsta ll Report" ; flow:establishe d,to_ serve r ; uricont ent:"? 
stage= setup& applic at i on::"; urico ntent : "&ca mpaign="; ur i content : "&code="; uricontent : "&ve r s i on="; classt ype : t r ojan -ac t i v i t y ; r e fe r e nce: ur l ,doc . eme rgi ngth r eats . net / 2008626; 
r ef e r ence : u r 1 , wivw . eme r gingth r eats. net / cgi - b i n/ cvs l\leb . cgi / sigs / VI RU S/T RO JAN_Pl aymp3z ; sid : 2008626; r e v : 2; ) 

#Sand net a nalysis 
#by Ma t t Jonkman 

• 
a l e rt t cp $HOME_NET a ny - > $EXTE RNAL_NET $HTT P _PORTS (msg : " ET TRO JAN Poebot Re la ted Use r Agent ( SPM_ID= ) "; floi\l : esta b- lis he d , to_se r ve r ; content: "User-Age nt I 3a I SPM_ID,, "; nocase; 
class t y pe: t roj an - a ct i v i t y ; ref e r e nce : url • doc . eme r gingt h r eats . net / 2006391 ; ref e r e nce : u r l , WL\IW . emergingt hrea ts . net / cgi - b i n/ cv swe b . cgi/ s igs / VIRUS/ TROJAN_Poebot ; s id : 2006391 ; r ev :4; ) 

#matt jonkma n 
# 
a l e rt t cp $HOM.E_NET a ny - > $EXTERNAL_NET $HTT P_ PORTS (ms g: " ET TROJAN Po i n t free . co . k r Trojan/ Spywa re I nfec t ion Chec k i n"; flow: e s tablis he d , t o_ serve r ; uri content: " l og.php?mac: " ; 
content : "&hdd: " ; uricontent: "&ve r =" ; ur i cont e nt : "&ie:" ; u r i con t e nt : "&win= "; cla ss t ype: t r ojan-ac t i v i ty ; r e f er ence: ur 1 , do c. eme rgi ngthr eat s. net / 2008972 ; 
r ef e r ence: u r 1 , wwi.v . eme r gingth r eat s . ne t / cgi -bin/ cvs 1\leb . cgi / s igs / VIRUS/TRO JAN_Po i nt f r ee . co . kr ; s i d : 2008972 ; r ev : 2; ) 

#by mat t Jonkman , no AV coverage ye t 
# 

#ale r t tc p $HOO E_NET a ny -> $EXTE RNAL_NET $HTTP_PORTS (msg : " ET TROJAN Po i nt pac k . kr Related Trojan Check i n" ; flol\l : established,to_ serve r ; urico ntent :" php?" ; ur icontent: " ki nd : " ; 
urico nt e nt : "&pi d: " ; ur icontent: "&ver: " ; ur i co ntent: "&uni q: " ; u r ico ntent: "&add r esses:"; ur i cont e nt : "&hdmac i d:"; u r icontent: "&d l l ve r =" ; ur i content : "&s ubv=" ; clas sty pe: t r o jan -activ i t y ; 
r ef e r ence : u r 1 , doc. eme r gingthreats . net/ 2008260; r e f e r e nce : ur 1, WLVI\I , e mergingthreats . ne t / cgi-b i n/ cvs 1\leb . cgi / sigs /VI RU S/ TROJAN_Po i nt pac k. kr ; s i d: 2008260 ; r ev : 3;) 

# by Ma t t Jonkman , Ana l sis by Mi c hae l Ha l e Ligh 

• 
a l e r t tcp $HOME_NET a ny - > $EXTERNAL_NET 3460 (msg: "ET TRO JAN Po i so n I vy Key Exc hange with CnC I nit "; f101-i : established , t o_se r ve r ; dsize: 256; f101-Jb i ts : set , ET . Po i sonl ; flowbit s: noa l e r t; 
class t y pe : t r ojan- act i v i t y ; ref e r e nce : ur 1 , doc . eme r gingt hr eat s . ne t / 2008380; r e f e r e nce: u r 1, Wl'l'L',I . eme r g ingthreat s . net/ cgi • b in/ cvs 1-Jeb . cgi / s igs /VI RUS/ TROJAN_Po i soni vy; s id: 2008380; r ev : 2; ) 

#by Ma t t Jonkman , Ana l sis by Mi c hae l Ha le Ligh 
# 

a le r t t cp $ EXTERNAL_ NE T 3460 - > $HOME _NET a ny (msg: " ET TROJAN Poison I vy Key Exc hange wi t h CnC Response " ; flow:established , from_ serve r ; dsize : 256; flowbits: i sset,ET. Po isonl ; 
class t ype : t rojan-act i v i t y ; r e f e r e nce : ur 1 , doc . eme r gingt hreats. net /2008381; r efe r e nce: ur 1, ww1\l . e me r gingt hr eats. net / cgi - b i ni cvs web . cg i / s i gs /VI RUS/T ROJAN_Po i sonl vy; s i d : 2008381; r ev : 2; ) 

# by: J eremy Conwa y at sudosecur e. net 
#ref : b8 53a0 bc503b0e35959601cca79ec809 

a l e rt t cp $HOME_N ET a ny - > $EXTERNAL_NET $HTTP_PORTS (msg:" ET TRO JAN Pois ion i vy RAT/ Bac kdoo r fo l low o n POST Data PUSH Packet"; f101\l : establis he d , t o_serve r ; f l ags :AP, 12; content : "op="; 
dept h : 3; nocase; co nt e nt: "&servidor:" ; nocase; content : " &se nha:"; nocase ; conten t : " &us ua r io:" ; nocase; content: "&base:" ; nocase; content : "&sgdb: " ; nocase ; c l asst y pe :t r o jan -activ i t y ; 
r ef e r ence : u r l • Wl\1\\1 . mic r osoft . com/ secu r i t y/ port a l / Th reat/ Encycloped ia / Ent r y . as px?Name: Backdoo r %3A\-J i n32%2f Poiso ni vy . I &Th reatID: - 2147363597 ; 
r ef e r ence : u r l • WL\1\\1 . v i r us list . com/ e n/v i r uses / e ncyc l opedia ?v i ru s i d: 13378 1 ; r eference : u r 1, dcc . emergi ngthr eats . net / 2009806; r e f e rene e: u r l , 1-,ww . eme r g i ngth r eat s . net / cgi­
b i n/ cvsweb . cgi / sigs/VIRUS / TROJAN_Poison i vy ; sid : 2009806 ; r e v : 2 ; ) 

# by a nonymous submit t e r #2 

• 
a l e r t t cp $ EXTERNAL_NET a ny • > $HOM E_NET a ny (111sg: " ET TROJAN Cho r ns / Poison I vy r e l ated Bac kdoo r Init ia l Co nn ectio n" ; flow: establishe d; ds i ze : 12; co ntent: " / FIRSTI NF / l0d0a I" ; 
class t ype : t r ojan-a ct i v i t y ; ref e r e nce : ur 1 , doc . eme r gingt hr eats . ne t / 2010344; r efe r ence: u r 1, WI\IW . e rne r g ingthreats . net/ cgi- bin/ cvs 1\leb . cgi / s i gs / VIRUS/ TROJAN_Po i soni vy ; sid: 2010344 ; r ev : 3; ) 

#by a nonymous s ubmit t e r #2 
# 

a le r t t cp $ EXTERNAL_ NET a ny -> $HOME_NET a ny (msg: " ET TROJAN Cho r ns / Poison I vy r e l a t ed Bac kdoo r Ke e p Ali ve " ; flow: es tablished; ds i ze: 12; cont e nt : "/ AVAI LABL/ I 0d0a I"; classtype : troj a n ­
act i v i t y; r e f e r ence: ur 1, doc. eme r gingthr ea t s. net/201034 5; r e f erence : ur l , 1-Mw . e me r gingthr eats. net / cgi - b i n/ c vswe b . cgi / s i gs / VIR US/ TROJAN_Po i s onl vy ; s id : 2010345 ; rev : 3; ) 

#by Ja i me Bla sco, up dates by evilghost 
#these s i g s are intended t o c atc h pos t dat ato i mages . Th i s i s s usp i cious and oft en t rojan o r spyi.-.ia r e 
# 

a l e rt t cp $HOM.E_NET a ny - > $EXTERNAL_NET $HTTP _PORTS (msg: " ET TROJ AN Da ta POST t o a n i mage file ( gif ) " ; f l m1 : established , t o_ se r ve r ; co nt e nt : " POST .. ; de pt h : 5; u r i content : " . gif"; nocase; 
content: " . gi f HTTP" ; nocase; class t ype : t r ojan - a ct i v i t y ; pc r e : "/ POST\ x20 . *\/ . +\ . gif\ x20HTTP\/ l \ . ( 0 - 1 ) $/ i " ; r efe r e nce: u r l , dcc . e me r g i ngth r eat s . ne t / 2010066; 
r ef e r ence : u r l ,Wl\1\\1 . eme r gingth r eats . net/ cgi - b i n/ cvs l\leb . cgi / sigs / VI RUS/ TROJ AN_Post_ t o_ i mage; sid : 2010066; r e v : 3; ) 

# by J a i me Bla sco, updates by evilghos t 
#these s igs are i ntend ed t o c at c h pos t da t a to i mages. Th i s i s s us pi cious and of ten t r o j an o r s pyi\la r e 

• 
a le r t t cp $HOME_NET a ny - > $ EXTE RNAL_NET $HTT P_ PORTS (msg : " ET TRO JAN Data POST t o a n i mage f ile ( jpg )" ; flo\1 : es tablishe d , t o_ se r ve r ; content : " POST " ; de pth :5 ; u r icontent : " .jpg " ; nocase; 
content : " . jpg HTTP" ; nocase; class t ype : t roja n • ac t i v i t y ; pc r e: "/ POS T\ x20 . *\/ . +\ . j pg\ x20HTTP\/ l \ . ( 0 · 1 ) $/ i " ; r efe r e nce: u r 1, dcc . e me r gi ngth r eats . ne t / 2010067; 
r efe r ence : u r 1 , WL\IW . eme r gingth r eats . ne t / cgi - b i n/ cvs L\le b . cgi / s igs / VI RUS / TROJAN_Pos t_ t o_image; sid : 2010067 ; r e v : 3 ; ) 

#by J a i me Blasco , updates by evilghos t 
#these sigs are intend ed t o catc h pos t dat ato i mages. This is s us pi c i ous an d often t rojan o r spyi\la r e 
# 
a lert t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P _ PORTS (msg: " ET TRO JAN Data POST t o a n i mage file ( jpeg ) " ; flow: establi she d , to_se r ve r ; co nt ent: "POST "; de pth: 5 ; ur icont e nt " . jpeg" ; 
nocase; content : " . j peg HTT P" ; nocase; c la ss t y pe : t roj a n-activ i t y ; pere: " / POST \ x20. *\/ .+\ . j peg \x20HTTP\/1 \ . [ 0 -1 ] $/ i "; ref e r e nce: u r 1, doc . emergingt h r ea ts . net / 2010068; 
r ef e r ence : u r 1 , WI\IW . eme r g i ngth r eats . ne t / cgi - b i n/ cvSl\leb . cgi / s igs / VI RUS/T RO JAN_Post_ t o_ i mage; sid : 2010068; r e v : 3; ) 

#by J a i me Bl asco, updates by evilghos t 
# t hese sigs are in tend ed t o ca t c h pos t dat ato i mages . Th i s is s us pi c i ous an d of ten t rojan o r spywa r e 
# 

a l e rt t cp $HOM.E_NET a ny - > $ EXTERNAL_NET $HTT P _ PORTS (msg: " ET TROJAN Dat a POST t o a n i mage f ile ( bmp ) "; fl ow: established , t o_ se r ve r; co nt e nt : " POST " ; de pth : 5; u r i content : " . bmp "; nocase; 
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content : " . bmp HTTP" ; nocase ; classtype : t ro j a n • activ i t y ; pc r e : "/ POS T\ x20. *\/ . +\ . bmp\ x20HTTP\/1 \ . [ 0 - 1 ] $/ i "; r ef e rence ! u r 1, doc. eme r gingth r eats. net/ 2010069 ; 
r e f e r ence: u r l , www. eme r gingth r eats . net/ cgi- b i n / cvs 1>Jeb . cgi / sigs / VI RUS/ TROJ AN_Post_to_ i mage; s id: 2010069 ; rev : 3; ) 

#by J a i me Blasco, updates by evilghos t 
#these sigs a r e intended t o catc h pos t da tato i mages. This is s us pic i ous a nd often t r oj an o r s pyi..,.a r e 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (msg: " ET TROJAN Data POST t o an i mage file (png ) " ; flow : establis hed , t o_ se r ve r; co nt e nt : " POST " ; de pt h : 5; u r i content : " . png " ; nocase ; 
content : " . png HTTP" ; nocase; e l a sstype: t ro j a n · act i v i t y ; pc r e: "/ POST\ x20. * \/ . +\ . png\ x20 HTTP\/1 \ . [ 0- 1 ]$/ i " ; r eference : u r 1, doc. eme r gi ngth r eats . net/ 2010070; 
r e f e r e nce: u r l , wWL-.i. eme r gingth r eats. net/ cgi - b i n / cvs 1-.ieb . cgi / s igs/VIRUS/TROJAN_Pos t_ to_ i mage; s i d : 2010070; r e v : 3; ) 

#Submi t ted by Br a d Docto r 

• 
a l e r t tcp $EXTERNAL_ NET a ny -> $HOM E_NET 25 ( msg : " ET VIR US Gr eeting ca rd gif . e xe emai l incomi ng SMTP"; flow: established ,to_ se r ver ; co ntent: " postcard .gif.exe " ; nocase ; classty pe: 
t r o jan · ac tiv i t y ; r ef e r ence: url , securi t y r esponse . s yma ntec. com/ avcente r /ve nc / data/v bs . pos tca rd~. ht ml; r ef e r ence: u r l, doc . eme r gingth r eats . net / 2001919; 
r ef e r e nce: u r l , wwL'il . eme r gingth r eats . net / cgi - b i n / cvs 1>Jeb . cgi / sigs / VI RUS/ TROJAN_Pos tca r d; sid : 2001919; r e v : 5; ) 

#Submitt ed by Br a d Docto r 

• 
a l e r t tcp $ EXTE RNAL_NET 110 : 220 -> $HOME_NET a ny (msg : "ET VIRUS Gr eet i ng card gif . exe email i ncoming POP3/ I MAP"; fl ow: e stabli s hed , from_se r ve r ; eontent : " postca r d , gif . e xe " ; nocase; 
e l assty pe: trojan- act i v i t y ; r ef erence: u r 1 , secur i t y response . s ymant ec . com/ a vcent e r /venc / da t a/vbs. pos te ard.@mm. ht ml ; r efe r ence : u r 1, doc . eme r gi ngt hr eats . ne t / 2001920; 
r e f e r e nce: u r l , \..ww. eme r gingth r eats . net/ cgi • b i n / cvs 1.,.eb . cgi / sigs / VI RUS/ TROJ AN_Postca r d ; sid : 2001920; r e v : 5 ; ) 

#Submi tted by Br a d Docto r 

• 
a l e r t tcp $EXTERNAL_NET $HT TP _PORTS - > $HOME_NET a ny (msg: " ET VIRUS 6 reeting ca r d g i f. exe e ma il incomi ng HTTP" ; flow: estab li she d , f r om_se r ve r ; conte nt : "pos tca rd . g i f . exe" ; noc ase; 
e l asstype : t roj a n - ac t i v i t y ; r efe r e nce : u r 1 , see ur i t y response . s ymantec. com/ a vc ente r /ve nc / data /vbs. pos tca r d.@mm. ht ml ; r efe r ence : url , doc . eme r gi ngthr eats. net/ 2001921; 
r e f e r e nce: u r l , ww1-.i . eme r gingth r eats. net/ cgi - b i n / cvs.1-.ieb . cgi / s igs / VIRUS/ TRO JAN_Pos t card ; sid : 2001921 ; r e v : 5; ) 

#C rea ted by J e r emy Com.,.a y wi t h cont ribu t i ons f r om Steven Ada i r 

• 
a le r t tc p $HOME_NET any - > $EXTERNA L_NET $HTT P_ PORTS (msg: " ET TROJAN TROJ_PROX.AFV POST"; flow: to_ se r ve r ,establi s hed ; co ntent :" POST " ; nocase ; de pt h : 5; u r i content : " . ph p"; noc ase; 
content : ": l 22 l s i d l 22 I " ; nocase; co nt ent:"= l 22 j up l 22 I"; nocase; content: " = l22 11.,.bfl l 22 I " ; nocase; content : " = l 22 l v l 22 I" ; nocase; eo nt e nt: " : l 22 l ping l 22 J"; nocase ; eo nt e nt : " : l22 lg uid l 22 I " ; 
noease; e l ass t ype: t r ojan- act i v i t y ; r efe r e nce : ur 1 , tre ndmi c r o . com/v i nfo/ v i r usencyc l o/ def ault 5 . a s p ?VName : TROJ %5FPROXY%2EA FV&VSect==T; r efe r enee: ur 1 , do c , eme rgi ngth reats. ne t / 2007728; 
r e f e r e nce: u r l , wWL-.i . eme r gingth r eats, net / cgi - bin / cvs.1 ... eb . cgi / s igs / VIRUS/ TRO JAN_P r ox ; s i d : 2007728; r e v : 4 ; ) 

#by Scott Melni e k , r e 9376323d9f Ba59f 253c3800f c b355575 

• 
a l e r t tcp $HOME_NET any - > $EXTERNA L_NET $HTTP_PORTS (msg: " ET TROJ AN Pr oxy . \.J i n32 .Agent .mx" ; flo1~:establ i she d , to_se r ver; ur ieontent : "q . php " ; nocase; ur i eontent: "&m="; nocase; 
uri content : "&a =" ; nocase ; ur icon t ent: "&x =" ; nocase; ur i content : "&i="; nocase ; c lasstype : t roj a n· act i v i t y ; r efe r enc e : ur l , doc . eme r gi ngt hr eat s. net /2006405; 
r ef e r e nce: u r l ,wwL'il . eme r gingth r eats. net / cgi - bin / cvs1>Jeb . cgi / sigs / VIRUS / TROJ AN_Pr oxy .1.Ji n32 .Agent . MX ; s i d : 2006405; r e v : 2;) 

#by Scot t Melni e k , r e 9376323d9fBa5 9f 253c3800fc b35557S 
# 
a l e r t tcp $HOME_NE T a ny - > $EXTE RNA L_NET $HTT P _PORTS (msg: " ET TRO JAN Pr oxy , \,J i n3 2. Agent . mx ( 2) " ; flow: establi s hed , t o_se r ve r ; u r i content : "q . php"; nocase; u r i content: "&p:"; nocase; 
uricont ent: "&x=" ; no ca se; ur i eon ten t : "&i =" ; nocase ; ur i conte nt : "&t =" ; noc ase ; u ricont e nt: "&o=" ; nocase ; uricont e n t : "&v=" ; nocase; e l asstype: t r ojan-ac t i vity; 
r e f e r e nce: u r 1 , doc. eme r gingth r eats . net / 2006406; r e f e r e nce: ur 1 , www.emergingthr eats . net/ cgi • b in/ cv s. 1.,.eb . cgi / s igs /VI RUS/ TROJAN_Pr oxy . \.Ji n32 . Age nt .HX ; sid : 2006406; r e v : 3; ) 

#by Wi ll iam Sa l us ky of AOL 
# 

a l e r t tc p $HOME_NET any - > $ EXTERNA L_NET $HTT P_ PORTS (msg: " ET TROJAN Pr oxy Bot Phone Home Traffic " ; fl m~ :estab l ished ,to_se r ve r ; urieontent : " ind .php ?p: "; u r i content:"&u i d: " ; 
e l asstype : t r o j a n-activ i t y ; r e f e r ence: u r 1 , doc . eme r gingt hr eats. ne t / 2008244; r ef e r ence : u r l , Wl'il.,. . eme r gingth r eats . ne t / cgi-bin/ cvs1Ye b . cgi / sigs / VIRUS/ TROJAN_Proxy bot; sid : 2008244; r e v : 3; ) 

# by Josh Smi th 

• 
a l e r t tcp $HOME_NE T any - > $EXTE RNA L_NET $HTT P _PORTS (ms g : " ET TRO JAN Pushdo Checkin " ; flow:establi shed , t o_serve r ; cont en t : "GET " ; de pth :4 ; u r i content: ''m=" ; urico nt e nt : "&a= '' ; 
uricont ent : "&os="; pe r e : " / &os = [ a- f 0 -9 ]{ 50}/U" ; cla s s t ype: t r o j an •act i v ity; r ef e r ence: u r 1, doc . eme r gingthr eats . ne t / 2008493; r e f e r e nce: u r 1, www .eme r g i ngthr eats . ne t / cg i • 
b i n/ cvsweb. cgi / sigs /VI RUS / TR OJAN_Pushdo; s i d : 2008493; r e v : 3; ) 

#Matt Jonkma n 
#f r om sandnet analys i s, l oo k i ng fa r Use r Agents l i ke bL0j 3j Kd1Jwy3kUCZnsq aH l FTNEU4Ik8IhfG5kpu1Up9q FuqAt SnmqDYUHgAL-/Ps jfl soqBMqxqts10 ki av J n0SuGl38Nh-J4 1PZHKHv036\,J FcSNu81CJ x 
# 

• 
#a l e r t te p $HO"I E_ NE T a ny -> $E XTE RNA L_NE T $HTT P _PORTS (msg : "ET TROJAN QQPass Related Us e r - Age nt I nf e ction Checkin (App4 ) "; flow: to_ se r ve r , establ i s hed ; eontent: " l0 d 0a l Use r - Age nt I 3a l 
App" ; cont e nt: ! "Hos t I 3a I live update. sym an t ec l i ve update. com I 0d 0a I " ; pe r e : " / Use r -Agent \ : App \ d+/ i "; e las sty pe: t r o j a n-activ i t y ; r e f e r e nce: u r l ,doc . e me r gi ngth r eat s. ne t / 2007569; 
ref e r e nce: u r l , wwi.-.i . eme r gingth r eat s, ne t / cgi-bin / cvs 1Yeb . cgi / s igs/VIRUS / TRO JAN_QQHel pe r ; s i d : 2007569; r e v : 8 ; ) 

#by Ma r cus at unso be r . o r g 
# r e : l c3ead l c4a033b6af8f29e53f e dd96cl 
# 

a l e r t tc p $HOME_NET any - > $EXTE RNA L_NET $HTTP _PORTS (msg: " ET TROJAN Qhosts Tr o jan Check - i n " ; fl my: established, to_ser ve r ; content : "POST "; de pt h : 5; ur i eonten t : " . php" ; content : "Use r IO:"; 
content : "&wv: " ; co ntent : "&r es: " ; content : " &lng= " ; e lasstype : troj a n · act i v i t y ; r efe r enc e : url , i,iww , s yma ntec . eom/ security _ r espon se/write up. j s p ?doc id:2003 -100116 · 5901 -99; 
r e f e r e nce: u r 1 , doc . eme r gingth r eats. net/ 2009517; r e f e r e nce: u r 1, ww111 . e me r g ingthr eats. net/ cgi · b i ni cvs web . cg i / s i gs / VI RUS/ TROJAN_Qhosts; s i d : 2009517 ; r e v : 2 ; ) 

# by Da ni e l Clemens 
# 
a l e r t t cp $EXTERNAL_NET a ny • > $HOM E_NET a ny (insg: " ET TROJAN RLPac ked Bi na r y - Li ke l y Hos t ile " ; flow: from_serve r , es t ablishe d ; eo nt e nt: " I 2E 70 61 63 68 65 64 1 " ; content : " I 2E 52 4C 50 61 
63 6B I" ; within : 50; cl assty pe: t r ojan- act i v i t y ; r e f e r e nce: ur l , r l pack . j ezg r a . ne t; r e fe r e nce: u r l , wi'II.,. . teamfu r r y . com/i,Jo r dp ress / 2007 / 04/ 01/ unpae k i ng- r lpac k/ ; 
r e f e r e nce: u r 1, doc. eme r gingth r eats . ne t / 2008285; re f e r e nce : ur 1 , wwl'il . e mergingthr eats . net/ cgi · bin/ cvs1Yeb . cgi / s i gs / VI RUS / TROJAN_R LPac ked; sid : 2008285; rev : 2; ) 

#by Don Jac kson of Secu r ewor ks 

• 
a l e r t t cp any a ny -> a ny any ( msg : " ET TROJAN Ge ne ri c Raide r Obf usca t ed VBScr i pt " ; fl o1-1 : es t a blished; cont e n t : "exec ute " ; co nt e nt : " 122 22 22 22 22 3A I " ; of f set:8; cont ent : "function" ; 
noease ; pe r e : " /\x22\ x3A(\w) \ x3D\ x22exec ut e \ s+ \ x22{ 5} \ x3A. *\ x3Aexec ute \ s *\ x28 \ s *\ 1 \ s • \ x29\ x3Aend \ s+fu netion \ x3A/ s " ; e l asstype : t r o j a n -act i v ity ; r e f e r e nce: u r 1, bbs . d uba. net/vi ewt hr ead . php ? 
t i d=21892104&page =l &ext r a: page=1 ; ref e r e nce: u r 1 , doc . emergingt h reats. net / 2008278; r efe r ence: u r 1, l'il\lLY. eme r g ingthr eats, ne t / cgi- bin/ cvs1Ye b . cgi / sigs /VIRUS/ TROJAN_Ra ide r _Obfu s cated _ VBS; 
s i d : 2008278; r ev :3 ; ) 

#by Myron Davis 

• 
a l e r t udp $HOME_NE T any - > $EXTERNA L_NET 20192 (msg : "ET TROJAN Ransky o r variant baekdoor eommunieat i on p i ng " ; d size : <6 ; classtype : t r o j a n-activ i ty; 
r e f e r ence: u r l , www. so phos.com/v i r us i nf o/ ana l y ses / t roj r a nc kcx . ht ml ; r e f e r e nce : url , doc . emer gi ngt hr eat s . net / 2002728; r ef e r ene e : url , Wl'II.~. eme r gi ngthr eats. net/ egi­
b i n/ cvs \-.,eb . cgi / s i gs /VI RUS / TROJAN_Ra ns ky ; sid : 2002728; r e v : 3; ) 

#matt j onkma n 
# 
a l e r t t cp $HOME_NE T a ny - > $EXTERNA L_NET $HTT P_PORTS (msg:" ET TRO JAN Rcash .co. kr Boot up Chee ki n v i a HTTP"; f10 1y :establi s hed , t o_serve r ; ur i conten t : " / ins t a ll / Boot .a s p ?macadd r =" ; nocase; 
uricont ent: "&pa rtne r =" ; nocase ; clas st y pe: troj a n -activ i t y ; r ef e r e nce : u r 1, doc . em er gi ngt hr eats. net /2007807; r eference : u r 1, lfl\'M . eme r gingth r eats. net/ egi-
b i n/ cvsweb. cgi / sigs /VI RUS/ TROJAN_Rcash ; sid : 2007807 ; r e v : 2; ) 

#by ma r cus a t unso be r 
# ref: f c6926b25bldf52729f7e206b461e8ef 

a l e r t tc p $HOME_NET any - > $EXTERNA L_NET $HTTP _ PORTS (msg : " ET TRO JAN RegHe l pe r I nstallat i on " ; fl m-1 : es t a blis hed , to_ser ve r ; content : "GET "; de pth : 4 ; uricontent: "sta r t= " ; 
uri co nt ent : "&Editio n: " ; u r i cont e nt : "&RHRTVe r sion:"; nocase; c l a sst y pe : t r o j a n -activi ty; r e f e r e nce : u r l, doc. eme r gingthr eats. ne t / 2008376; r ef e r e nce : u r l , wi'II.~ . emer gingt hr eats. ne t / egi­
b i n/ cvsweb. cg i / s i gs / VIRUS/ TROJAN_Reghe l pe r ; sid : 2008376; r e v : 2; ) 

# by Ma r cus at uns o be r . o r g 
# ref : c89eec06d af 6ceb4ee l cdcd48 5db9916 

a l e r t tcp $HOME_NET any - > $EXTERNA L_NET 21 ( msg : " ET TROJAN Troja n . \.Ji n32 . Reg r un . r o FTP connection de tec ted " ; floi,1: established , t o_se r ve r ; eontent : " RETR k3yl ogge r . t xt l0d 0a I " ; depth : 21 ; 
e l assty pe: t rojan- activ i t y ; r efe r ence: u r 1, doc . eme r gingt hr eats . net / 2008733; r e f e r ence : u r l, \'11.'t'L.,. . eme r gingth r eats. ne t / cgi-bin/ cvs we b . cgi / sigs / VI RUS/ TROJAN_Reg r un; s i d : 2008733; r ev : 2; ) 

#matt jonkma n 

• 
a l e r t tcp $HOME_NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (msg: " ET TRO JAN Reno s / ssd . com HTT P Chee ki n" ; flow: establi she d , t o_ se r ve r ; urieontent : "/ d l p . php ?" ; nocase ; u r i content : "&m=" ; nocase ; 
uricontent : "&ydf : "; nocase ; ur i content : "&e:" ; nocase ; ur ico ntent : "&w" _"; nocase; urico nt e nt : "&t= "; noca se; urico nt e nt : "&a pzx="; nocase; u r i content : "&apz : " ; nocase ; elasstype: t ro jan­
ac t i v i t y ; r eference : ur 1, doc. eme r gingthreats . net / 2007834; r eference : ur 1, 'IMW . eme r gingt h r ea ts . ne t / cgi- bin i cv sweb . cg i / sigs/VIRUS/ TRO JAN_Re nos ; s i d : 2007834 ; rev : 2; ) 
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#by Don Jac kson of Secureworks . RE: US cou r t s r e l a ted ph ishes 

• 
a l e rt t cp $HOME_ NET any - > $ EXTE RNA L_NET $HTT P_PORTS (msg: " ET TROJ AN Rhi Fr em Trojan Activi ty - c md " ; flow: t o_se r ve r ,establi shed; content : "GET j20 J" ; off set :0; de pth : 4 ; ur ic ontent: "? 
mod =cmd&us e r =" ; co ntent: HUser l 20 I Age nt i 3A I Moz i lla / 5 .0 Gec ko / 20050 212 Fi r efox/ 1 . 5 .0 . r ; pe r e: " /"GET\ x20 ("\x00\ x0A ]+\ x3 Fmod \ x30 cmd \ x26user \ x3 D\w+ 
[ "\x0D\ x0A] *\ x20HTTP\ x2 Fl \x2E0 \ x00\ x0A . *\x0D\ x0AHos t \ x3A\ x20\\.,,+/ " ; c l asstype: t rojan -activi t y ; r efe r e nc e : u r 1, Wl'II.,, . castlecops. com/ U_S_Cour ts_phi sh792683 . ht ml ; 
r efe r e nce: u r 1 ,doc. eme r gingth r eats. net / 2008139 ; r efe r ence : ur l , ww1..,, . e me r g i ngthr eats . net/ cgi · bin/ cvs web . cgi / s igs / VI RUS/ TROJ AN_Rhi fr em; sid : 2008139; r ev : 5; ) 

#by Don Jac kson of Secureworks . RE: US court s r e lated ph i shes 

• 
a l e rt t cp $HOME_NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (msg: " ET TROJAN Rh iF r em Tro j a n Activity - l og"; flow: to_se r ve r ,es t abli shed ; cont en t : "POST I 20 1" ; off set :0; de pt h: 5; ur i content: "? 
mod= l og&us e r ="; co ntent : " Us e r -Agent I 3AI Mozilla/ 5 .0 Gec ko/20050212 Fi r efox/ 1 . 5 .0 . 2"; pere : "/"POS T\ x20[ "\x00 \ x0A ] + \ x3 Fmod \ x3 Dl og \ x26use r \ x30 \ w+ 
[ "\x0D\ x0A] *\ x20HTTP\ x2 Fl \ x2 E-0\ x00\ x0A. *\x00 \x0AJ-lost \ x3A \ x20\w+ . *\x00 \ x0A \x00 \ x0Acu r r \ x3D . •\x26next \ x3 D/" ; c l a s stype: t ro j an-activ i t y ; 
r e f erence: u r 1 , wWL.,, . cast lecops . com/ U_S_Courts_p hi s h792683 . html; r e f e r ence: ur 1 , doc . eme r g i ngt h reats. net/ 2008140; r efe r ence: u r l, WNW . eme r g i ngt h r ea t s. net / cgi­
b i n/ cvsweb. cgi / s igs /VI RUS/ TROJAN_Rh i frem; s i d: 2008140; r e v : 4 ; ) 

#by : J e remy Com.,,a y at sudosecu r e . ne t 
# ref: 14d98e 50d25dfc3c 1bc0 11c 2856acla8 

• 
alert t cp $HOME_NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (msg: " ET TROJ AN l.Ji n32 . Runne r ( Of ten Root kit ) - POS T" ; fl m.,, : est a bli shed, to_serve r ; content : "POST "; dep th: 5; con tent : "G=" ; noc a se; 
cont en t : "&PG=" ; nocase; content : "&EPB B="; nocase; conten t : ! " I 0 d0a I Us e r -Age nt I 3a I"; e l asstype: t r o j a n - activ i t y ; r e f e r e nc e : ur 1 , 1w,w . Sp)'l.,,a r ecease. com/ s pyware-
1 i st/ Spywa re_ Troj a n . Wi n32 . Runne r . s . htm l ; r efe r e nce: u r 1, w1w1. t hreatexpe r t . com/ t h r eats / t roj a n- vlin32- run ne r . ht ml; r e fe r ence: ur 1 , doc . eme r g i ngth r ea t s . net /2009711 ; 
ref e r ence: u r 1, wWL.,, . eme rg ingthreat s. net / cgi-bi n / cvs 1 ... eb . cgi / s i gs / VIRUS / TROJAN_Runner ; s id: 200971 1 ; r e v : 3; ) 

#by Jaime Bl asco 

• 
a l e rt t cp $HOME_NE T a ny - > $ EXTERNA L_NET $HTTP_PORTS (msg:"ET TROJ AN Saf e fighte r Fa ke Scanner I nstallation in Pr o gr ess "; f101.,, :esta bli shed , to_serve r; uriconte nt : " / sa f efight e r . php " ; 
nocase ; content : "Us e r - Agent I 3a I NS I S"; nocase; c las s t ype : t r o j an-acti v i t y; r efe r e nc e : u r l , doc . emergingth reats. net/ 2010065; reference : ur 1, WL-n.,, . eme r gingthr eats . net / c g i · 
bin/ cvsweb . cg i / s i gs /VI RUS/ TROJAN_Safefight e r ; s i d : 2010065; r ev : 3; ) 

#by : J e remy Conway at sudosecur e . ne t 
# ref : 7a70056ce64d l f 4990e 19633615b7ae l 

• 
alert t cp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg:" ET TROJ AN Sa li t y - Fake Ope r a Us e r -Agent " ; flow: estab lis hed , t o_ se r ve r ; content : "GET " ; dep t h : S; content " l0d0a lUse r -Agent 13a l 
Opera / 8 . 81 (Wi ndotis NT 6 .0 I 3b I U I 3b I e n ) I 0d0a I" ; class t ype: t r o j a n- a ct i v i ty; refer e nc e : ur l , 1w,w . spywareremove . com/ removeTr ojanDovml oade rSalityG. ht ml ; 
r efe r e nce: u r 1 , www . mi crosoft . com/ secu r i t y/ po r ta l / beta / Thr eat / Enc yc l o pe dia/ Ent r y. as px ?Name=Vi r us%3Al.J i n32%2FSal i t y . AM ; r ef e r ence: u r 1, doc . eme r g i ngth r eats. net/ 2009525 ; 
ref erence: u r 1 , M,n.,, . eme r gingth r eat s. net / cgi - bin / cvs 1 ... eb . cgi / s i gs / VIRUS / TROJAN_Sa li t y ; s i d: 2009525 ; r e v : 3; ) 

#by : Jeremy Conway at sudosecure . ne t 
# r e f : 02dbe5d487220e87b317474ca l f6d2c f 

alert t cp $HOME_N ET a ny - > $ EXTERNA L_NET $HTT P _PORTS (msg: " ET TROJ AN Sali t y - Fa ke Ope r a User-Agent (Ope r a / 8 . 89) "; flow: establis hed, t o_se r ve r ; content : "G ET " ; dep t h: 5; 
cont en t : " I 0d0a I User -Agent I 3a I Op e r a / 8 . 89 ( 1.J indm.,,s NT 6 . 0 I 3b ] U I 3b I e n ) I 0d0a I "; clas sty pe: t roj an · ac tiv i t y; r efe r ence : u r l, Wl'II..,, . s pyware r emove . com/ r e moveTr o j a nDO\.,,n l oade r Salit yG . ht ml; 
r efe r e nce: ur l , WL,n.,, . mi crosoft . com/ securi t y/ po r ta l / beta / Thr eat / Enc yc l opedia/ Ent r y . as px ?Name: Vi r us%3Al.J i n32%2FSali t y . AH ; r e f e r ence: url , dcc . eme r g i ngth r eats. net/ 2009530; 
r efe r e nce: u r l , WL,n.,,. eme r gingth r eats. net / cgi - b i n / cvs 1.,,eb . cgi / s i gs / VIRUS/ TROJ AN_Sali t y ; s id : 2009530; rev : 3; ) 

#Matt Jonkma n 

• 
#a l er t t c p $HCf'I E_NET any -> $ EXTERNAL_N ET $HTT P _PORTS (msg : " ET VIRUS Sali t y Tr o j a n l.Je b Updat e"; flow: t o_se r ve r ,establi shed; uricontent: "/ new_a r r a y2 , php ?speed= " ; noc a se; 
e l as stype : t ro j a n-activ i t y ; r eference: u r 1, \'IIWJ . sophos . com/ s e cu r i ty/ ana l yses /w32s a li t yu . ht ml ; r e fe r ence : ur 1, doc . e me r gingt hr eat s . net/2003424; r efe r e nce: ur l , VJWW , emergingth r eats . ne t / cgi­
bin/ cvsweb. cgi / s i gs /VI RUS/VI RUS_Sality; s i d: 20034 24; r ev : 3; ) 

#f r om cast lecops r esea r c h , ht t p : //l'll,r..,, , cas t l eco ps . com , s i g by Matt J on kma n 

• 
alert t cp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_ PORTS (msg:" ET VIRUS Sa lity Vi ru s Use r Agent Detecte d ( KUKU) " ; flow:established , t o_se r ve r ; con ten t:"User-Agen t l 3a l KUKU" ; nocase; 
e lass t ype: t ro j a n-activ i ty; r ef e r ence: u r 1, dcc . emergingthreats. net / 2003636; r ef erence: u r 1, l'il'II.,, . eme r g i ngth r eats . ne t / cgi-b i n/ cvs 1.'i1e b . cgi / s i gs /VIRUS/VI RUS_Sa l i t y; sid : 2003636; r e v : 6 ; ) 

#from t he b l eed i ng sand ne t 

• 
#a l er t t c p $HCf'I E_NET a ny - > $ EXTE RNA L_NET $HTT P_PDRTS (msg : " ET VIRUS Sali t y Vi rus User Agent Oe tected ( SPM_ID= ) " ; f1 01.,, :establi s hed , t o_serve r; content: "Use r •Agent J3a l SPH_ID= " ; nocase; 
e l a ss t y pe: t ro j an - ac t i v i ty; r efe r ence: u r 1 , dcc . emer gingt hr eat s . net /2003651; r efer ence : u r 1, W\'11.,, . eme r g i ngth r eats. ne t / c gi - bin/ cvs we b . cgi / sigs /VIRUS/ VI RUS_Sa l i t y ; sid: 2003651; r e v : 5; ) 

#by : J e remy Conwa y at sudosecure . ne t 
# ref: f 340e9fdf 3073bf f ab640a37d0fb7d2e 

a l ert t cp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg: " ET TROJAN Sali t y - Fa ke Ope r a Use r -Agent" ; flov, : estab lis he d , t o_ se r ve r ; content : "GET " ; de pt h :5; content " l0d0a lUser -Age nt 13a l 
Ope ra / 9. 28 (Wi ndows NT 6 .0 I 3b I U I 3b I e n ) I 0d0a 1 " ; class t ype : t r o j a n-activity ; r e fe r e nce: url , wv,w . spyware r e move. com/ r emoveTr ojanDownl oade r Salit yG . ht ml ; 
ref erence: u r 1 , M•M . microsoft . com/ secu r i t y/ po r ta l / bet a / Thr eat / Enc yc l oped i a / Ent r y . as px?Name =Vi r us%3Al.J i n32%2FSa l i t y . AM ; r eference: u r 1 , do c . eme r gi ngth r eats. ne t / 2009474 ; 
r efere nce: u r 1 , M,n.,, . eme r g i ngth r eats. ne t / cgi- b i n / cvs 1 ... eb . cgi / s i gs /VIRUS/VIRUS_Sa li t y ; s i d : 2009474; r ev : 3; ) 

#by Ke vi n Ross 

• 
alert t cp $HOME_N ET a ny - > $EXTERNA L_NE T $HTTP_PORTS (msg:"ET TROJ AN Sasfi s Bot net Client Repor t i ng Back t o Controlle r Af t e r Comma nd Execut i on"; flow:establi shed ,to_se r ve r ; 
uricon tent : " / l oade r / bb . ph p" ; nocase ; u r i conten t : " i d:"; no case; content: "v:"; nocase; con tent : " t m:"; nocase; ur icontent: " tid=" ; nocase ; ur i cont ent : " r ="; nocase; e lasstype: t roj an -
activ i t y; re ference: ur 1, ~IW'W . f o r t i gua r d . com/ a nalys i s / sasf i sana l ysis. ht ml ; r eferenc e : u r l , doc. emergingt hreat s . net / 2010756; r ef erence : url , tl\'il.,, . eme r gingth r eats. net / cgi-
b i n/ cvsweb . cg i / s i gs /VI RUS/ TROJ AN_Sasf i s ; s i d : 2010756 ; r e v : 2 ; ) 

#by Matt Jonk.ma n 

• 
a l ert t cp $HOME_N ET a ny - > $EXTE RNA L_NET 8080 (msg: " ET TROJAN Satur n Proxy I n i tia l Outboun d Check i n (404 . t xt ) "; flow:esta blished ,to_se r ve r ; ds i ze :<50; conten t : "GET / 404 . t xt HTT P/ 1.0"; 
depth : 21 ; classtype: t r ojan -activ i t y ; f l owbi t s: se t , ET . sa t u r n . chec ki n ; r efe r e nce: url , doc . eme rgingthr eats . net / 2007751 ; r e f e r ence: url , wi...w . eme r gingth r e a t s . net/ cgi -
bin/ cvsweb. cgi / s i gs/VI RUS / TROJ AN_S a t ur n_Pr oxy; s i d: 2007751; r ev : 3; ) 

#by Matt Jonk.man 

• 
alert t cp $ EXTE RNAL_ NET 8080 - > $HOME_NET a ny (msg:"ET TROJ AN Sat ur n Pr oxy Chec kin Respons e " ; f1 01.,,: established,f r om_serve r ; flowbi ts: i sset, ET. saturn .che c ki n ; content: "HTTP/ 1.0 200 OK l0d 
0a I Encrypt ion I 3a I o n I 0d 0a I" ; of fse t : 0 ; de pth : 33; e lass t ype : troj a n · act i v i t y ; r efe r ence : ur l , doc . e me r g ingthrea t s . ne t / 2007752; r ef e r ence : ur l , 1w,w . eme rgingt hreats . net / cgi-
b i n/ cvsweb . cg i / s i gs /VIRUS / TROJAN_S a t urn_Proxy ; s i d: 2007752; r ev : 4 ; ) 

#this i s a C&C, ma y or ma y net be un i qu e to eac h va r i a nt , need t o lea r n mo r e a bout i t . . 
#by Matt Jonkma n 

• 
a l e rt t cp $EXTE RNAL_NET 44 3 -> $HOM E_NET a ny (111sg: " ET TROJAN Sa t u rn Pr oxy c&c Ac t i v i t y"; flow:es t a blished , from_se r ve r ; d s i ze : 12 ; cont en t : " l 2d 00 00 00 1" ; o f f set :0; dep t h :4; content:" 100 
00 55 00 00 00 I "; distance : 2 ; c l ass t ype : t r o j a n-activ i t y ; r e f erence: ur 1, doc . emergingth r eats. net / 2007753; r efe r e nce : ur l , vlWW . e mergingt h reats. net / cgi-
b i n/ cvsweb . cg i / s i gs /VI RUS/T ROJAN_Satur n_Proxy; s i d : 20077 53; r e v : 3; ) 

#by da rre n s pr ue ll 

• 
a l ert t cp $HOME_NET any - > $ EXTERNA L_NET $HTT P_PORTS (msg:"ET TROJAN l.J32/Sca r Downl oader Request "; fl ow:es t abli shed, t o_se r ve r ; uri content :" / t asksz. php?load= " ; nocase; ur i cont en t: "&i d =" ; 
nocase ; pere : ·• / tasksz \ . ph p\ ?l oa d =[ 0-9a-f ){ 32 }&id= \ d+$/ U" ; clas s t ype: t rojan - activ i t y ; re f erence: u r 1, w'rM . f- se cur e . com/v-descs / t r o j an_w32_scar _a. sh t ml; 
reference: u r 1 , doc . eme r gingth r eats. net / 2010288; r e f e r ence: ur 1 , M-n'il . e merg i ngthreats . ne t / cgi- b i n/ cvs 1.,,eb . cgi / s igs /VI RUS/ TROJAN_Scar; s i d : 2010 288; r ev : 2; ) 

#by matt j onk.ma n 
# kas pe r s ky ca ll s is wi n32 . sha r k . hz. This s i g wi ll catch t he r e port email o ut bound 

• 
a l e rt t cp $HOME_NET a ny - > $ EXTERNA L_NE T 25 ( msg : " ET TROJ AN Shark Pass Steal e r Email Report " ; f1 01.,, : e s tablished , to_se r ver ; content : " l0d 0a )Subj ec t l3a ] Codesof t PH Stea l e r 
0a 0d 0a 1Codesoft PW Stealer Fil e " ; d i s tance :0; cont e nt : "fil ename= l 22 I " ; di stance:0; content: " . log l 22 0d 0a l "; d istance :0; ,.,, i th i n : 20; c l ass t y pe :troj a n-activ ity; 
r e f e rence: u r 1 , doc. eme r g i ngth r eats. ne t/2007992 ; r e fe r e nce : ur 1, WL-n.,, . e me r g i ngthr eats. net/ c g i · bini cvs web. cg i / s i gs / VIRUS/ TROJAN_Sha rk; s i d: 2007992; r e v : 3; ) 

#by Ta m Fi s he r 

• 

content :" l0d 

a l e rt t cp $HOME_ NE T a ny - > $ EXTERNA L_NET $HTT P_PORTS (msg:"ET TROJ AN Si ck leBot Re por ting User Activity" ; flow: establi shed , t o_se r ve r ; content :"GET " ; depth : 4 ; u r i con tent : " i d=" ; nocase; 
cont en t : "I 0d 0a I Use r -Agent I 3a I Si c k l e Bot " ; e lass t ype : troj a n • act i v i t y ; r efe r ence : ur 1 , dcc . eme r g ingthrea t s . net / 2002776; r efe r e nce: ur 1 , 1...ww . eme r g i ngt hreats . ne t / cgi-
bin/ cvs\.,,eb. cgi / s i gs /VI RUS/T ROJ AN_S i c klebot ; sid : 2002776; rev : 5; ) 

#by Darren Sp r ue ll 

• 
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a l e rt t cp $HOME_NE T any - > $EXTERNAL_NET $HTTP_PORTS (msg:" ET TROJAN Silen t ba nke r / Ya l udl e Checki n t o C&C'' ; f1 0111 :to_serve r ,establis hed; content : "GET "; depth : 4 ; ur i content : ".php ?i d=" ; 
nocase; content: "&e= " ; nocas e ; co nt ent : "&v=" ; noc a se ; content : "&b="; nocase; cont e nt : "&z =" ; noca se; cla s s t y pe: t r o j a n-act i v i t y ; r ef e rence: u r 1, doc . emer gingthr eats . net / 2009542 ; 
r e f erence: ur 1 , www. emergingth reats . net/ cgi- b i n/ cvs web . cgi / sigs / VIRUS/T ROJAN_Silentbanke r ; sid: 2009542; r ev : 2; ) 

# by pedr o mari nho 

• 
a l ert t cp $HOME_NET an y - > $ EXTE RNAL_NET $HTTP_PORTS (msg : " ET TRO JAN \,J 32.S i llyFOC Chec kin " ; fl m'l' :est abli shed , t o_serve r ; content: "GET "; dept h :4 ; uricontent: " . php"; nocase; 
uri content : "get OLOJ ner =l&un ique id= "; content : " I 0d 0a IUser -Agent I 3a I Wi nHt t p. \-J i nHtt pReques t " ; classtype: t r oj an -activity ; r eference ; ur l , doc. emergingthrea ts. ne t /2010268; 
ref e rence: ur l , www. emergingth reats . net/ cg i -bin/ cvs web . cgi / sigs/VIRUS/TROJAN_Sil l y ; s i d : 2010268 ; r e v : 3; ) 

# by da rren sprue ll 

• 
a l ert t cp $HOME_NET any - > $ EXT ERNAL_NET $HTTP_PORTS (msg: " ET TROJ AN Silo n Encry pted Da t a POST t o C&C " ; fl ow:established, t o_ serve r ; ur i content : " . ph p?i : "; nocase; ur i co ntent : "&k ="; 
nocase; pere: "/\ . php \ ? i : \ wt _ [0-9A- F }{8}&k= \ dtj / Ui "; classty pe: troj a n- act i vity; r ef e r e nce : u r l , Wl'M . trus teer. com/L11ebform/w 32s i l on- ma l ware-ana l ys i s ; 
r eference : ur 1 , dcc . eme r g i ngth reats . ne t / 2010201 ; r efere nce : ur 1, WWL.11. e merg i ngthreats. net/ cgi - b i n/ cvs we b . cgi / sigs /VIRUS/ TROJAN_S ilon ; s i d : 2010 201; r e v : 2; ) 

# by J effrey Bro10Jn 

• 
a l ert t cp $HOME_NET any - > $EXTERNAL_NET $HTT P_PORTS (msg:"ET TROJAN Si nowa l / Mebroot Clie nt POS T" ; fl 0111 : t o_serve r ,established ; content : " POST " ; dep th : S; co ntent: " l0d 0a ]Connec t ion l 3a l 
e l ose I 0 d 0a 0d 0a a9 3a d4 31 4b 84 I"; cla sstype: t r oj a n - act i vity ; r ef e r e nce : u r 1, doc . eme r g i ngth r eats. ne t /2008520; r e f e r e nce: u r l , www .emergi ngth r eats.net/ cg i -
b i n/ c vS\'l'eb . cgi / s i gs /VI RUS/ TROJAN_Sino111a l ; sid: 2008520 ; r ev : 3; ) 

#by Pedro Ma r i nho 
# 

a l ert t cp $HOME_NET an y - > $ EXTE RNAL_NET $HTT P_PORTS (msg: " ET TROJAN Tr oj an Sinowa l Pho ning Home"; fl 0111 :es tablished, t o_ serve r ; content : "GET "; de pth : 4 ; uricontent : "/ld /" ; nocase; 
urico ntent: " . ph p"; nocase ; u r i conte nt : " i d=" ; ur icontent: "&n =" ; u r i content: "&t r y=" ; e l asstype : t r o j a n- a ct i v i t y ; r ef e r e nce : ur l ,doc , eme rgingth r ea t s. net /2008580; 
r e f erence: ur 1 , www.emergingth r eats. ne t / cg i - b i n/ cvs we b . cgi / sigs / VIRUS / TROJAN_S i nowa l ; s i d: 2008580; rev : 2; ) 

#by Ma r c us a t unso be r . o rg 

• 
a l ert t cp $HOME_NET any - > $ EXTERNAL_NET $HTT P _PORTS (msg: " ET TROJ AN Small. zon c he ck i n" ; flow: established , t o_ serve r ; con t ent: "GET " ; depth :4; uricontent : " ?n="; ur i content : "&i d= '" ; 
uri cont ent: "&t ="; ur i content: "&i=" ; pe r e:" /\ ?n= \ d +&id= . +&t= .+&i= \ d +/ Ui " ; cla ssty pe : tro j an - activ i ty; re f e rence : u r l , doc. emergingthr eats. ne t / 2009300; 
ref e rence: ur l , www. emergingth reats . net/ cgi- bin / cvs 10Je b . cgi / sigs / VI RUS/T ROJAN_Sma ll . zon ; s id : 2009300; rev : 2 ; ) 

#y Tom Fischer 

• 
a l ert t cp $HOME_NET any - > $EXTERNAL_NET $HTT P_PORTS (msg: "ET TROJAN Snatch Reporting User Activ i t y " ; f101>1:es tablishe d , to_ se r ve r ; uri cont ent: " / s natch / modu l e" ; content : " l0d 0a lUse r -
Age nt I 3a 20 1 Snatch -Sys tem"; de pth : 512; c l a sstype: troj an - ac tiv i t y ; r eference : u r l ,doc . eme r gi ngth r eats . ne t /2003515; r eference: u r l , Wl'M. eme r gi ngth reats. net/ cg i -
b i n/ c vsweb . cgi / s i gs / VIRUS / TROJAN_Snatch ; s i d : 200351 5; r e v : 4; ) 

#data from na l bright 

• 
a l ert t cp $HOME_NET any - > $ EXTE RNAL_NET $HTT P_PORTS (msg: " ET TRO JAN Socia l - bos . biz related t r ojan c heck i n ( t r ac kid=he x) "; flow: established,to_se r ver ; uri co ntent ". php ?t r ac k i d= " ; 
uricontent: " 706172616D30636D64266C616E6730" ; classtype: t r o j an - act i v i t y ; re f e r ence: u r 1, doc . emergi ngt hrea t s. ne t / 2008545; refe rene e: u r 1, VIW\'# . emergi ngth r eats. net / cgi-
b i n/ c vsweb . cgi / s i gs / VIRUS / TROJAN_Social- bos . b i z; sid: 2008545; rev : 2; ) 

#mat t Jonkman, \,J in32 .Soc ks. n 

• 
a l ert t cp $HOME_NET any - > $ EXTE RNAL_NET $HTT P _PORTS (msg: " ET TROJ AN 3a l upKo/ l,J i n32. Soc ks . n Re la ted Check i n URL" ; fl ow:est ablis hed, to_ser ve r; uricontent:" . php ?"; uricont e nt : "&v=" ; 
uricontent: "&s =" ; ur i content : "&c ip="; uricontent : "&l i d =" ; c l asst ype : t roj an -ac t i v i t y ; refe r enc e : u r l ,doc. emergi ngth r ea t s. net / 2008280; refe r ence : ur l , vrww . emergingthreat s . net / cgi­
b i n/ c vS\'l'eb . cgi / s i gs / VI RUS / TROJAN_Socks; s i d : 2008280; r ev : 3; ) 

#matt Jonkman, \,J in32 .Soc ks. n 
# 

a l ert t cp $HOME_NET any - > $EXTERNAL_NET $HTT P _PORTS (msg : " ET TROJAN 3al upKo/ l,J in32 . Soc ks . n Re la ted Checki n URL ( 2 ) " ; f l ow: establis hed , t o_ serve r ; ur i content: " /?&v="; uricontent : "&s=" ; 
urico ntent: "&cip="; ur i conte nt : "&lid= " ; clas s t ype: troj an -act i v ity; r eference: u r 1 , doc. eme r gingth r eats. ne t / 2008393 ; r ef erence : u r l , www . emer gingt hreats. net / cg i -
b i n/ c vS\'l'eb . cgi / s i gs / VI RUS / TROJAN_Socks; s i d : 2008393; r ev : 2; ) 

#mat t Jonkma n, \,J i n32.Socks. n 
# 

a l ert t cp $HOME_NET any - > $EXTERNAL_NET $HTT P_PORTS (msg:" ET TROJAN 3alupKo/ l,J in32 . Soc ks. n Re lated Checkin URL (3 ) " ; f l ow:establis hed , t o_se r ver; ur i content: "&ns= "; u r icontent : "&id=" ; 
content : "I 0d 0a I User -Agen t I 3a I Moz i lla I 0 d 0a I"; class t ype : t ro j an -activ i t y ; r efe r ence : u r l , doc . eme rgingth r eat s. net/ 2008395 ; r e feren ce: url , ww1.11 . eme r g i ngth r eats. net / cg i -
b i n/ c vsweb . cgi / s igs /VIRUS / TROJ AN_Soc ks; s id : 2008395; r ev : 3; ) 

#Marcus at uns ober 
# r e : 7596ec9308082edec613a c8d78ee4f e6 
#upda t es by da r r e n s pr uell 

• 
a l ert t cp $HOME_NE T any - > $EXTERNAL_NET $HTT P_PORTS (msg:" ET TROJ AN Za l up ko/Koceg/ Man daph ma nda . php Chec ki n"; flow:est abli shed,to_server; u r i conten t : " / manda . php ?"; nocase; 
urico ntent: " ns =" ; nocase; uricont ent : "&id="; nocase; cla s stype: troj an -act i v i t y; r e f erence : url , wim .microsoft . com/ securi t y / portal / Th reat / Encyc l o pedia / Ent r y. a s px? 
name: Ba ckdoo r %3 al.Sin3 2%2f Koc eg . ge n ! B; ref e r e ne e : ur l, \>IWl'I . s yma nt ec. com/ securi t y _ r espon se/ wr i teup . j s p ?doc i d: 2008-042816 -0445 - 99&t a bid=2; reference : u r l , W\'n'I' . t hr eatexpert . com / r e port . a s px? 
md5: b2a ad8e259cbf dd2ba l f cbf22bcee2e9; refe r ene e: u r l , doc. emergi ngth r eats. ne t / 2008324; refe r enc e : u r l , www . emergi ngth r eat s. net / cg i -b i n/ cvsweb. cg i / s igs/ VIRUS/ TROJAN_Soc ks; s id : 2008324 ; 
r e v :5; ) 

#Marc us at unsobe r 
# r e : 7596ec9308082edec613a c8d78ee4 f e 6 
#updates by da r r e n s pruell 
# 
a l e r t t cp $HOME_NET an y - > $ EXTE RNAL_NET $HTT P_PORTS (ms g : " ET TROJAN Za l upko/Koceg/ Ma ndaph HTT P Checkin ( 2 ) "; flow:establi s hed,to_ se r ver ; ur i cont e nt :" / man da .php ?" ; u r i cont ent:" i d="; 
nocase; uricontent : "&v=: •; nocase; pere:" /\/ma nda \ . php\ ? id= ( - ) ?\ d{10 }&v= [ \w\ . ]+/ U"; classtype : t r o j a n- act i v i t y ; 
r eferenc e : ur 1 , www .mi crosoft .com/ secu r i t y / porta l / Thr ea t / Encyc l oped i a / Ent r y . aspx ?na me=Bac kd oo r%3 aNi n32%2fKoceg. gen ! B; r efe r ence: u r 1, L-A\IW . symantec, com/ securi t y_ r es po nse /l<Jriteup. j s p? 
doc id=2008-042816-0445-99&t a b i d=2; ref e r e nce: ur 1, WL.wi . threatexpe r t . com/ repo r t . as px?md5:b2aad8e25 9cbf dd2bal f cbf22bcee2e9 ; r eference : u r 1, doc . emergingt hr ea ts. net / 2010765; 
r eference: ur 1 , 1\11\ll\l . emergingth reats . ne t / cgi- bin / cvs 1.0Jeb . cgi / s igs / VIRUS/T ROJAN_Soc ks; s i d: 2010765; r e v : 2 ; ) 

#Thi s is a new t ype of proxying v i a port 80 . Tha age nt opens up a conn to t he co nt rolle r , the n repea t s wha t ever the cont r olle r t ells it t o do 
#the init i a l 2 pac kets seem to be a checki n , the n a comma nd o f t he host and por t t o connec t to . 
#by Matt Jonkma n 
# 
a l ert t cp $HOME_NET any - > $EXTE RNAL_NET $HTT P_PORTS (msg: " ET TRO JAN Soc ks666 Co nnection I nit ia l Pac ke t "; flm'l :es tablis hed , t o_se r ver; ds i ze:24; con tent : " l 9a 02 06 00 1"; offset: 0; 
depth : 4; f l owbi ts : se t , BS. BPc hec kin ; f l owbi ts : noa l e r t; c lassty pe: tro j an-ac tiv i t y ; r eference : url , doc . e me r g i ngthreats. net/ 2006396; r eference: url , Wl't'W . eme r g ingthreats. net / cgi ­
bi n/ c vsweb . cgi / s i gs /VIRUS / TROJ AN_Soc ks666; s i d : 2006395; rev : 5; ) 

#This is a ne\'I' t ype of pr oxying v i a port 80 . Tha agent opens up a conn t o the co nt rolle r , t hen r e peats 1-Jha t ever the cont r olle r t e l l s it to do 
# t he init i a l 2 packe t s seem t o be a checki n , t he n a corrmand of the host a nd po r t t o connec t to. 
#by Mat t Jonkma n 

• 
a l ert t cp $EXTERNAL_NET $HTTP _PORTS - > j HOME_NET any (ms g : " ET TRO JAN Soc ks666 Con nect Comma nd Packet " ; flowbit s: i sset ,BS. BPcheckin; flow: esta bli s hed , fr om_se r ver; ds i ze: 10; cont e nt : " j 9a 
0 2 07 00 I"; offs e t ! 0; dep t h: 4; flo\~b i t s: set , 85 . BPset; class t y pe : tro j a n- ac t i vity ; r efere nc e : ur 1, doc . e me r g i ngthr eats. ne t / 2006396; r efe r e nce: u r 1, Wl'lt\l . eme r g ingth r eats. ne t / cgi · 
b i n/ CVS\'l'eb . cgi / s i gs /VI RUS / TROJAN_Socks666; s id : 2006396; r ev : S; ) 

#This is a new t ype of pr oxying v i a port 80 . Tha age nt opens up a conn t o the con t rolle r , t he n r e peats wha t ever the cont r oller t ells it t o do 
#the init i a l 2 packets seem to be a checki n , t he n a corrma nd of t he host and por t t o connec t to . 
#by Matt Jonkma n 

• 
a l ert t cp $HOME_NET any - > $EXTERNAL_NET $HTT P_PORTS (msg:" ET TROJAN Soc ks666 Succes s ful Connec t Pac ket Pac ket"; fl m'l'b i ts:isset, BS . BPset; flow:established , t o_ se r ve r; ds i ze: 16; 
content : "I 9a 02 08 00 I"; offset : 0; dept h :4 ; flowbits: set, BS , BPc hec ki n; tag: s es s i a n , 300, sec ond s ; classtype : t r oj a n- ac ti vity ; r ef e r e nce : u r 1, dcc . eme rg ingt h r ea t s . net /2006396 ; 
ref erence: ur 1 , ,w,w. emergingth r eats . net/ cgi- b i n/ cvs web . cgi / s i gs / VIRUS / TROJ AN_Soc ks666; s id : 2006397; r e v : 6; ) 

#Ca ught a checkin, thi s sho uld find it 

• 
a l ert t cp $HOME_NET an y - > $EXTE RNAL_NET $HTT P_PORTS (msg:"E T TROJAN Soc ks666 Che c kin Packet" ; flow: es t ablished,to_serve r ; ds ize:30; cont ent: " l9a 02 01 00 1" ; off set :0; dept h : 4 ; 
flo11ib i t s: set, BS . BPcheck i n l ; f l o!t1bi ts : noale r t; class t ype: t r o j a n-act i v i t y ; r ef e r ence: u r l , doc. eme r g i ngth r eats . net / 2006396 ; r ef e r e nc e : u r l , •rM\'I' . eme r g ingthr eats. ne t / cgi -
bi n/ c vsweb . cgi / s i gs /VIRUS / TROJ AN_Soc ks666 ; s i d : 2006398; rev : 6; ) 

#Ca ught a checkin, thi s sho uld find it 
# 
a l ert tcp $EXTERNAL_NET $HTTP_PORTS - > $HOME_NET any (ms g:"ET TROJAN Soc ks666 Check i n Success Pa cket"; flo\'tbit s:isset , BS . BPchec kinl; fl o111 :established, from_se r ver; dsize :4; cont e nt : " l9a 
0 2 0S 00 I"; of fset : 0; dep th : 4 ; e l asst ype : t roj a n-activity ; refe r ene e : u r l , doc . eme r gingthr eats . ne t / 2006396; re f er ence : ur l , 11n·M . emerg i ngthrea t s . ne t / cg i -
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bin/ cvsweb. cgi / s i gs/VI RUS / TROJ AN_Socks666; s i d: 2006399 ; r ev : 5; ) 

#by ma tt jonkman . Softcas h . o r g f ake . googleba r r elated c hec k i n 

• 
ale r t tc p $HOME_NET a ny - > $EXTE RNAL_NET $HTTP_PORTS (msg: " ET TRO JAN Fa ke.Googleba r o r Sof tcash .or g Related Post- l nf ect i on Chec ki n " ; fl ow: es t a blishe d , t o_se r ve r ; uricont e nt : "b l =" ; 
u r i content : "&c uid="; u r i content : "&cnid="; u r i co ntent : "&l u i d ="; u r i content: "&rnd =" ; e l asstype: t r oja n - activ i t y; r e f e r e nce: ur 1 , dcc. eme r g i ngth r ea t s. net /2008236 ; 
r e f e r e nce: ur 1 , ww1,i . emerg i ngth r eats. ne t / cgi - bin / cvs 1,ieb . cgi / s i gs / VIRUS / TROJAN_Sof t cash . o r g; s id : 2008236; r ev : 2 ; ) 

# by matt j onkman 

• 
a l e r t tcp $HOME_ NET a ny - > $EXTERNA L_N ET $HTT P _PORTS (msg: " ET TRO JAN Soha nad Chec ki n v i a HTTP"; flD'-'l : establi s hed , t o_se r ve r ; con t ent : "GET " ; de pt h: 4; urico nt ent: " / cs / bux/ c hec k . php" j 
content : ! " I 0 d 0a IUse r - Age nt I 3a I " ; classtype : t r o j an-activity; r e f e r e nce: ur l, doc . eme rgi ngth r ea t s . net/ 2007898 ; r e f e r ence: u r l , WLM . eme r gingth r eat s . net/ cgi-
b i n/ cvsweb . cgi / s i gs /VI RUS /T ROJAN_Sohana d; sid : 2007898; r e v : 3; ) 

#by Joe Ste,..,a r t of Lur hq/ Secur e ~m r ks 

• 
a l e r t tc p a ny a ny -> a ny any ( msg: " ET TROJAN Spa mThru t ro jan pee r e xchange"; fl ow: established , t o_ se r ve r ; co nt e nt: " 101 I hs 5p I 0000 I"; dep th : 7 ; c l ass t y pe : t r o jan - ac tivity; 
ref e r e nce: u r l , wWL'l . secu r e ,..lo r ks . com/ ana l ysis / spamt h r u/ ; re f e r e nce : u r l , doc . e mergingthreat s . net/ 2003138; re f e r e nce : u r 1 , WIVL'l , emerg i ngth reat s. net/ cg i · b i n/ cvswe b . cgi / s i gs /VIRUS/T ROJAN_S pamThr u ; 
s i d : 2003138; rev :3 ; ) 

#by Joe Stewa r t of Lur hq/ Secur e ,..lor ks 

• 
a l e r t tc p a ny 25 - > a ny a ny ( msg : " ET TROJAN SpamThru t rojan SMTP test s uccess f u l "; flow: es t a blished, to_client ; ds i ze : 6; cont e nt : "XSMTPX"; classtype : t r ojan- a c tivity; 
r e f e r e nce: u r l , ww1,i . secu r e ,..mr ks . com/ ana l ysis / spamt h r u/ ; re f e r e nce : u r l , doc . emergingthreat s. net / 2003139; re f e r e nce : u r l , Wl'rl'l . e mergingthreats . net / cg i · b i n/ cvsh·e b . cgi / s i gs / VI RU S/ TROJAN_SpamThr u ; 
s i d :2003139; r ev :3; ) 

#by Joe Stewa r t of Lur hq/ Secureworks 

• 
a l e r t tc p a ny any -> any any ( msg : " ET TROJAN SpamThru trojan update request " ; f1 01" :establishe d,to_ se r ver; content : " l01 lhs5p l0001 I " ; de pt h : 7; classt y pe : t r o j a n-act i vi t y ; 
ref e r e nce: u r l , wwN . secu r e ,..mr ks . com/ a na l ys i s / spamt h r u/ ; re f e r e nce : u r l , doc . e mergi ngth reats. net/ 2003140 ; re f e r e nce : u r 1, WIVL" . emergingthreats. net / cg i · b i n/ cvsh·e b . cgi / s i gs / VIRUS/ TROJAN_SpamThr u ; 
sid : 2003140; rev :3; ) 

# by Joe Stewa r t of Lur hq/ Secure works 
# 
a l e r t tc p a ny any -> any any ( msg : " ET TROJ AN SpamTh ru t ro j a n AV Ol l request " ; f101" :establi shed,to_ser ver; content : " l0l lhs5p l0007 I " ; de pt h :7; classt y pe : t roj a n-activi t y ; 
ref e r e nce : u r l , ww1.,i . secu r e ,..lo r ks . com/ a na l ys i s / spamt h r u/ ; r e f e r e nce : u r l , doc . e me rgingthreat s . net / 2003141 ; r e f e r e nc e : u r 1 , Wl'rl'l . eme rg i ngth reats. ne t / cgi -b i n/ CVS\-ie b . cgi / s i gs / VIRUS/ TROJAN_SpamThr u ; 
s id: 2003141; r ev :3; ) 

#by Joe Ste,..,a r t of Lur hq/ Secure ,..mr ks 
# 

a l e r t tc p a ny any -> any any ( msg: " ET TROJAN Spa mThru t ro jan spam t emp l ate request " ; f1 01" :establ ishe d , t o_ se r ve r ; content : " l0l lhsSp l 0004 I " ; de pt h :7; classt ype : t rojan-ac tiv i t y; 
ref e r e nce: u r 1 , ww1,i . secu r e works . com/ ana l ys is / spamt h r u/ ; re f e r e nce : u r l , doc . e mergi ngth reat s . net / 2003142; re f e r e nce : u r 1 , \'/l'rl'l , emergingthrea ts. ne t / cg i · b i ni cvswe b . cgi / s i gs / VI RUS/T ROJAN_SpamThr u; 
s i d:2003 142; rev : 3 ; ) 

#by Joe Stewa r t of Lurhq/ Secure~lorks 

• 
a l e r t tc p a ny any - > any any ( msg : " ET TROJAN SpamTh ru t r o jan spam r un r eport " ; flow:est a blished , t o_serve r ; content : " [0 l l hs5p l0005 I " ; de pt h : 7 ; class t y pe : t rojan-ac t i v ity ; 
ref e r e nce: u r 1 , WWL'l . secu r e ,..lor ks . com/ analysis / spamt hru/ ; re f e r e nce : u r l , doc . e mergingthreats . net/ 2003143 ; re f e r e nce : u r 1, Wl'rl'l . e mergingthreats . net/ cgi · b in/ cvswe b . cgi / sigs / VI RUS/ TROJAN_S pamThr u ; 
sid:2003 143; r ev : 3; ) 

#by Joe Ste,..,a r t of Lur hq/ Secur e vmr ks 
# 
a l e r t tc p a ny a ny -> a ny any ( msg : " ET TROJAN Spa mThru t ro j a n AV sca n r e port "; flow:est ablishe d,to_ se r ve r ; content : " l0 l lhs5p l0008 I " ; de pt h :7 ; classt y pe : t roj a n-ac t i vity; 
r e f e r e nce: u r l , ww1,i . secu r e wo r ks . com/ a na l ys i s / spamt h r u/ ; re f e r e nce : u r l , doc . emergingthreat s . net / 2003144; re f e r e nce : u r 1 , wm,i . emerg i ngth r eat s. ne t / cg i · b in/ cvswe b . cgi / sigs / VI RUS/T ROJAN_S pamThr u ; 
s i d : 2003144; r ev :3; ) 

#by Chri stopher Campes i 

• 
a l e r t tc p $ EXTE RNAL_NET a ny -> $HOM E_N ET a ny (111sg: "ET TR OJAN Spy-Net Troj a n Connect i on"; flovl : established ; conten t : "main i nf o l 7c I"; dep th : 9 ; co ntent : " I 7c I"; distance: 3 ; class t y pe: t r o j an -
activ i t y; r efe r ence : ur l , doc . eme r g ingth r eats . ne t / 2008644; r eference: ur l , www .eme r g ingth r eats . ne t / cgi- bin/ cv st,eb . cgi / sigs / VIRUS/ TROJAN_Spy -Net; sid : 2008644; r e v : 3; ) 

#This one is l ets t he client know t he serve r i s con nected a nd r eady 
# 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NE T a ny (111sg: " ET TROJAN Spy-Net Tro j a n Connection ( 2 ) " ; floN: es t a bli s hed ; co nt e nt : " conectado l 7c 0a I " ; de pt h : 11 ; class t y pe:t r o j a n-activity; 
ref e r e nce: u r 1 , doc . emergingth r eats. net/2008645; r efe r e nce: ur 1 , WWN. eme r gingth reat s . net/ cgi · b- i n/ cvs Neb . cgi / s igs /VI RUS / TROJAN_S py-Net; sid : 2008645; r ev : 3; ) 

#by Darren Spr uell 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_N ET $HTTP_PORTS (msg: " ET TROJ AN Spy Eye Bot Chec ki n"; flow: establis hed , t o_se r ver; ur i conten t : " . php? gu i d="; nocase; urico ntent : "&ve r ="; noc ase; 
urico ntent : "&stat="; nocase; u r ico ntent : "&cpu="; nocase; u r i conten t : "&cc r e=" ; nocase ; c l as stype: tro j an · ac t i v i ty; r ef e r ene e : url , W\"'" . syma ntec . com/ connect / b l ogs / spyeye-bo t - ve r sus- zeus- bot ; 
ref e r e nce: u r l , ww1,i . symantec. com/ business / secu r i t y _ r espo nse/wri teup . jsp ?doc id=2010 · 020216 · 0135-99 ; r e f erence : ur l , ma l wa r ein t . b l ogs pot . com/ 2010/ 01/ spyeye · ne ,..l - bot-on-ma r ket. ht ml ; 
ref e r e nce: u r 1 , ww1,i . t hreatexpe rt . com/ r epo r t . as px ?md5=2b8a408b56ea f 3ce0198c9d1d8a75ec0 ; r ef erence : u r l , doc. eme r gingth r eats . ne t / 2010789 ; r eference : ur l , ,..,ww . e me r g ingth r eats . net / cgi­
bin/ cvsweb . cgi / s i gs /VIRUS / TROJAN_S pyEye; sid : 2010789 ; re v : 3 ; ) 

# matt j onkma n 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P _PORTS (msg: " ET TROJAN Spyg uarde r . com Fa ke AV I nstall Re port "; floi,J : established , to_serve r ; u r icontent: " / statscnt . js ?sc r l-1="; 
u r i content : "&se r H="; uricontent : "&ua="; ur i cont e nt: "&r ef e r er= " ; u r i content : "&r e f _ i d =" ; uricont e nt: "&cn_ id=" ; c l asst y pe: t r ojan-acti vity; ref erence : u r l , doc . eme rgingth r ea t s. net/ 2008911 ; 
r e f e r e nce: u r 1 , wwN . eme r gingth r eats . net/ cgi- b i n / cvs1,ieb . cgi / sigs / VI RUS / TROJ AN_Spyg ua r de r . com; sid : 2008911; r e v : 2 ; ) 

#f r om Secur eworks r esea r c h 

a l e r t udp $HOME_NET a ny - > $EXTERNA L_NET 1024 : (msg : " ET TROJAN Sr i z bi r eg i s te r i ng with cont r olle r " ; dsize : 20; cont ent : " j2d I " ; offse t :6 ; content : " 12d ] "; d is t a nce: 6; dept h : 1 ; 
content: ! " I 00 1 se r ver . " ; offse t : 44 ; c l ass t ype: t r o j an- a ctiv i t y; r e f erence: u r 1 , WL>JW . secu r eworks. com/ research/ t hr ea t s / r onp a u l / ; r e f e r ence: u r 1 , doc. eme r gi ngth r eat s. ne t / 2007711 ; 
ref e r e nce: u r l , ww1,i . emergingth r eats. ne t / cgi- b i n / cvs 1,ieb . cgi / s igs /VIRUS / TRO JAN_Sr i z bi ; s id: 2007711 ; rev : 8; ) 

#f r om Secu r e works r esea r c h 

• 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_N ET 1024 : (msg : " ET TROJAN Sr izbi r eq ue s t ing templa t e " ; f101~ :establishe d,to_ser ve r; content : "GETl 20 I/" ; de pt h :5; content :" l0d0a lX- Flags l 3a20 I"; 
1-i ith i n : 200; conten t : " I 0d0a I X-TMI 3a 20 I"; 1-ii t h i n : 20 ; co ntent : " I 0d0a I X· BI I 3a 20 I " ; wi t h i n : 20; c lasstype: t ro j a n · activ i t y ; r ef e r ence : ur 1 , LWN/ . secu r eworks . com/ r esea r ch/ t hreats / r onpau l / ; 
ref e r e nce: ur l , dcc . emergingth r eats. net/ 2007712 ; re f e r e nce : ur l , M"1'l . e mergingthreats. net / cgi · b i n/ cvs Neb . cgi / s i gs / VI RUS /T ROJ AN_S rizb i ; sid : 2007712 ; rev : 8 ; ) 

#Matt Jonkma n , i nf o from Sunbe lt Sof t wa r e 
# 
a l e r t tc p $HOME_N ET a ny - > $ EXTERNA L_N ET $HTT P _PORTS (msg : " ET TRO JAN Srv . SSA-Keylogge r Chec ki n Tr aff i c " ; flow: to_se rve r , established ; uricontent : "Sr v . SSA- Keylogger " ; c l asst ype : t ro j a n · 
a ctiv i t y ; r eference : ur l , doc . eme r gi ngth r eats . ne t /200 2175; r eference : ur l , www .eme r g ingth r eats . ne t / cg i - bin/ cv sweb . cgi / s igs /VIRUS/ TRO JAN_Sr v . SSA- Keyl ogger; s i d : 2002175; r e v : 3; ) 

#this may have once been a legit t oo l , no l onger appears t o be so 
#Send s an emai l aft e r boo t t o a nnounce i t ' s l oca t i on a nd pass\'iord 
# 

a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET 25 ( msg : " ET TROJAN Ssppyy.com Sur veill ance Agent Repor ting v i a Ema i l "; flow: establ i s he d,to_ se r ve r ; co ntent: " l0d 0a 1Subject l 3a l SS PPYY 
notif i cat i on l0d 0a lX=Ma iler l 3a l Mail l0d 0a l " ; content : "The compute r you a r e monitor i ng has co nn ec t e d online - The module na me of "; dis t a nce:5 ; c l ass t ype:t r o jan-activ ity; 
ref e r e nce: u r 1 , doc . emergingth r eats. ne t / 2007780 ; r e f e r e nce: ur 1, ww1.,i , emergingthreats . net / cgi · bini cvs web . cgi / s i gs / VI RUS / TROJAN_S sppyy ; sid: 2007780; r e v : 3; ) 

#Gr eg BoNser /Matt Jo nkman 
# 
ale r t tc p $HOME_ NET a ny - > $ EXTERNA L_NET a ny (111sg: " ET TROJAN St eam Pass St ea l e r FTP Up l oad " ; f10 1,i : es t a bli s hed , to_serve r ; ds i ze : 33; con t ent : "STEAl-1 n i c ht ei ngespeiche rt ! ! ! " ; 
e l ass t y pe: t r o j an - ac t i v i t y ; r e f e r ence : u r 1 , doc . eme r g ingt hr eat s . net / 200833 2; r ef e r ence: u r 1, W\'rl" -eme r gingth r eats . ne t / cgi - b i n/ cvs we b . cgi / sigs /VI RUS/ TROJAN_Steam; s id: 2008332 ; r e v : 2; ) 

#by Ma r cus a t unso be r 
# r e f : b9 57da Sc0bc6f2134179Sa6ead9eddd9 

a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (msg: " ET TRO JAN Steam Steal 0r"; f101" : est ab l ishe d , to_ se r ve r ; ur i content : " i nfo=Steam I 20 1 St eal0 r I 20 I "; u r i content: "&ace= " ; 
u r i content : "&pw=" ; content: " l0d 0a [Use r -Agent 13a l Moz i lla/ 4 .0 ( com patible l3b l MSIE 6.0 l3b l Wi nd ows NT 5 , l l 3b l SVl ) " ; noc ase; classtype : t roja n -activ ity ; 
ref e r e nce: u r 1, doc. emergingth r eats. net/2008360; re f e r e nce: ur 1, wwN . e mergingthreats. net/ cgi · b- i n/ cvs Neb . cgi / s igs /VIRUS / TROJAN_Steam; s i d : 2008360; re v : 3; ) 
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#idea submitted a nonymous l y , sig s hou l d catch the ma l ware downl oad ur l t he sto r m wo r k uses 
#d i sa bling , c ur r e nt variant s don 't seem to be using t his sc heme, h igh l oad ru l e 
# 

#a le r t tc p $001E_NET a ny -> $EXTERNA L_NET any (msg : " ET TROJAN Sto r m Worm HTT P Req uest " ; flow: establishe d,to_se r ve r ; content : "GET " ; de pt h: 4; off set:0; urico ntent " /?" ; pc r e: " / GET \/\ ? 
[ 0-9a -f ]{16}/Ui " ; pere: "/ Hos t \ : [0-9 ]{ 1, 3} \ . [0-9]{1 , 3}\ . [0-9 ]{ 1 , 3} \ . [0-9 ]{1, 3 }/ i " ; classtype : t r ojan- activity; r efer ence: url ,doc . eme rgingt h reats . net / 2006411 ; 
r efe r ence: ur l,w1w . emer g i ngth r eat s . net/ cgi - bin / cvs 1~eb . cgi / sigs / VIRUS/ TRO JAN_Sto r m; s i d : 2006411 ; r ev : 6; ) 

#by Matt jonkman , i nf o f r om ma ny sources 
# 
a l e r t icmp a ny a ny -> any any ( msg : " ET TROJ AN St or m Worm I UIP DDOS Traff ic"; ity pe: 8 ; i code :0; d size:32; co nt ent :"abc def ghi j klmnopq r l00 00 )"; depth :22; t h r es ho ld :type both , t rac k 
by _s r c, count 1, seconds 60 ; classtype: t ro j a n - act i v i t y ; r e fe r e nce: ur l , doc. eme rgingthr eats. net / 2007618; r eference: ur l , www.eme r gingthreats. net / cgi- b i n/ cvswe b . cgi/ sigs / VI RUS/ TROJAN_St o r m; 
sid: 2007618; r e v :6; ) 

# ne 1.>1 s t o r m stuf f , expe r i me nt a l. Th ey're enc r ypting pac ke ts , size a nd f r equency matc hing s houl d st i ll \.,.o r k 
#d i sa bling by default . 2007701 a nd 2007702 a r e mor e r eliable , These tend t o hit o n sky pe a nd game t r a ff ic 
# 

#a l e r t udp $001E_NET 1024:65535 -> $ EXTE RNAL_NET 1024 : 65535 (msg:"ET TROJAN Sto r m 1-Jo rm Enc r ypted Tr aff i c Outbound - Li kely Sea r ch by md5" ; dsize:25 ; t h r es hol d: t y pe t hr es hold , count 40 , 
seconds 60 , t r ac k by_s r e; c l asst ype: t r o j an-activi t y ; r efe r e nce : u r l , doc . eme r gingthreats . net / 2007634; r eference : u r l , ww,.,. . eme r gingthr eats. net / cgi- bi n/ cvswe b . cgi/ sigs / VIRUS / TROJAN_St o r m; 
sid:2007634 ; r e v :3; ) 

# ne w s t o r m s tuf f , expe r i me ntal. Th ey ' r e enc r ypting pac kets, s ize a nd f r e quency mat ch i ng s houl d still wo r k 
#d isabling by de fau lt . 2007701 a nd 2007702 a r e mo r e r e lia ble . These tend to hit on sky pe a nd game t r a ff ic 
# 

#a l e r t udp $EXTERNAL_NET 10 24 : 65535 - > $HOME_NET 1024 : 65 535 (msg : " ET TROJAN Sto r m 1-Jo r m Encrypted Traffic I nbound - Li kely Connect Ack" ; ds i ze : 2; th r es ho ld: t ype thr es hold , co un t 10 , 
s econds 60 , t r ac k by_dst; c lasstype: t r o j an- ac tivi t y ; r efe r e nce : u r 1, doc . emergingt hr eats . net / 2007635 ; r efe r e nce : u r l , wi.,...,. . eme r gingthr eat s. net / cgi -bi n/ cvs ,.,.e b . cgi / s i gs / VIRUS/ TROJAN_S t o r m; 
sid : 2007635 ; r e v : 3; ) 

#Signi fic a nt r e port s of f alses o n s kype t r affic . Disabling far no1.>1 
# 
#a l e r t udp $EXT ERNAL_NET 10 24 :65535 - > $HOME_NET 1024:65535 (msg:" ET TROJAN Sto r m 1-Jo rm Encrypted Tr affic I nb ound - Li kely Sea r c h by md5"; dsize : 25; th reshold : t y pe t hr es ho l d , count 40 , 
seconds 60 , t r ac k by_dst; c lassty pe: t r o j an-ac tivi t y ; r efe r e nce : u r l , doc . eme r gingth r eat s. net / 2007636; r efe r e nce : u r l , WWl-1 . eme r gingthr eat s . net / cgi -bi n/ cvswe b . cgi/ s i gs / VI RUS/TROJAN_S t o r m; 
sid:2007636; r e v :3; ) 

#Significant r e po r ts of falses o n s kype t raffic. Disa bling far no1.>1 

• 
#a le r t udp $HOME_NET 1024 :65535 -> $ EXTERNAL_NET 1024 : 65535 (msg: " ET TROJAN Sto r m 1-Jo rm Enc r ypt ed Traffic Outbound - Li kely Conn ec t Ac k"; dsize: 2; t hr es ho l d : t ype t h r esho l d , coun t 10 , 
s econds 60 , t r ac k by _s r e; c lasstype: t r o j an-ac tivi ty ; r ef e r e nce : u r 1, doc .eme r gingth r eats . net / 2007637 ; r ef e r e nce : u r l , WI.,...,. . eme r gingthr ea t s . net / cgi- bi n/ cvs ,.,.e b . cgi / s i gs / VIRUS/ TROJAN_S t o r m; 
sid:2007637; r e v :3; ) 

#mo r e sto r m, uses a t c p co nnection no1.>l f ar some speciali zed comma nds. r e ve r sed by Joe Stewa r t 
#tempora r ily disabling fa r fa l ses 
# 
#a le r t tc p $HOME_NET a ny - > $EXTERNA L_NET 1024 : 65535 (msg : " ET TROJAN Stor m Ma ki ng i nit ia l out bound co nn ec t i o n" ; flm.,.b i ts: isnotset , SE. stormtc p . i nit; flm,i : established, t o_serve r ; dsize :4; 
c l ass t y pe: t r o j an-activ i t y ; flowbi ts : noale r t ; fl owbi ts: se t , BE. sto r mt c p . i ni t; r efe r ence : ur 1, doc. eme rgingthr eats. net / bi n/v iew/Main / Sto r mWorm ; r efe r e nce; ur 1, www . eme r gingthr eats. net / cg i ­
b i n/ cvsweb . cgi/ sigs /VI RUS / TROJAN_Stor m; sid: 2007640; r ev : 5; ) 

#mo r e storm, uses a t c p co nnection no1.>l f ar some s peciali zed comma nds. reve r sed by Joe Stewa r t 
# t e mpora r ily disabling fo r fa l ses 

• 
#a l e r t t cp $EXT ERNAL_NET 1024:65535 - > $HOME_NET a ny (msg : " ET TROJAN St o r m Cont r olle r Response t o Dr o ne via tcp" ; fl owbi ts:isset , BE. sto r mt c p . in i t; fl ow: establis hed,from_se r ve r ; dsize:4; 
classtype: t r o j an-act i v i t y ; r ef erence: url , doc . eme r gingthr eats , net / bin /v iew/Main/ Stor ml•lo r m; r efe r ence: ur l , lWIW , emergingthr eats . net / cgi-b i n/ c vs ~ie b . cgi / sigs / VI RUS/TROJAN_Stor m; s i d : 2007641 ; 
r ev :5; ) 

#addi ng t hese fo r a s pecific sto r m variant t hat is e ncrypting t raffic . 
#Tempora r y , the r e has so fa r been on l y o ne key us e d , no othe r s have bee n detec ted he r e. Th is has r ema i ned f ar 
#at l ast a mo nt h , so may stay a whi l e . These sigs a r e f o r THI S VAR I ANT' S KEY ON LY 
# 
a l ert udp $HOME_NET 1024 :65535 -> $EXTER NA L_NET 1024 :65535 (msg: " ET TRO JAN Sto r m \.Jo r m Encrypted Vari a nt 1 Tr affic (1 ) " ; dsize:25; content : " 110 a6 1" ; de pt h :2; t h r es ho l d : t ype both , co unt 
2, seconds 60, track by _s r c; e lasst ype : t ro j an - act i v i t y ; r e fe r e nce: ur 1 , do c . eme r g i ngth r eats . net /2007701 ; r e fe r ence: url , wvM . eme r g i ngth r ea ts . ne t / cgi -b i n/ cvswe b . cg i / s i gs /V I RUS/ TROJAN_Storm; 
sid:2007701 ; r e v :4 ; ) 

#addi ng t hese f o r a s pecific sto r m va riant t hat is e nc r ypting traffic . 
#Tempora r y , the re has so fa r bee n only o ne key used , no othe r s have been det ect ed here . Th i s has r ema i ned fo r 
#at l ast a mo nt h, so may stay a while. These sigs a r e fa r THI S VAR I ANT' S KEY ONLY 
# 

a l e r t udp $HOME_NET 1024:65535 -> $EXTE Rl'IA L_NET 1024 :65535 (msg : " ET TRO JAN Sto r m \.Jo r m Encrypted Var i a nt 1 Tr affic ( 2 ) "; dsize:25; content: " 110 a0 I"; de pt h :2; t h r es ho l d : t ype bot h , co un t 
2, seconds 60, t r ac k by _s r c; classtype: t ro j a n - act i v i t y ; r efe r e nce : url, do c . eme rgingth r eats . net / 2007702; r efe r e nce : url , 1wM . eme rgingthreats. net / cgi-b i n/ cvs 1.>1eb . cg i / s i gs / VI RUS/ TROJAN_Stor m; 
sid:2007702; r e v :4 ; ) 

#sto r m c&c wi t h a t ypo ' d UA 

• 
a l e r t t cp $HOME_NE T any - > $ EXTERNAL_NET $HTTP_PORTS (msg : " ET TROJAN St o r m C&C with t y po ' d User- Agent (1.Ji ndoss ) " ; f l ow:establishe d , t o_se r ve r ; cont e nt: " User- Agent l 3a l Mozilla/ 4 . 0 
( compatib l e I 3b I MSI E 6 . 0 I 3b I I.J i ndos s NT" ; de pt h : 200; clas stype : t r o jan- activi t y; r e fe r e nce : u r l , doc . eme r gingthrea t s . net / 2007742; r efe r e nce: ur l,wi'fl-1 , eme r gingt hr eats. net / cgi­
bin/ c vsweb . cgi / sigs /VIRUS / TROJAN_St o r m; sid : 2007742 ; r ev : 5; ) 

# by pac ket hack 
# 
a l e r t tc p $HOME_NET any - > $ EXTERNAL_NET $HTT P_ PORTS (msg : " ET TROJAN Poss ible Stor m Va riant HTTP Post ( S) "; fl ow: establishe d,to_ se r ve r ; content: "POST / s / HTTP"; de pt h : 13 ; noc ase; 
content : " l0d 0a lUse r -Agent j3a l I nte r net Expl o r er l0d 0a l " ; co ntent : " l0d 0a 0d 0a l a : "; co ntent : ! " l0d 0a 1Ref e r er l 3a l " ; nocase; classtype:t r o j a n -activ i t y ; 
r efe r ence: ur l ,cybe r . secdev . ca/ 2009/ 11/ russian -ma l L,ia r e- bu ndle; r efe r e nce : u r l , l\l\WI . bl ac khat . com/ pr esent a tions / bh- usa-08/ Stewar t / BH_ US_08_Ste L>Ja r t _Pr ot oco l s _of _ the_Stor m. pd f ; 
r efe r ence: ur l , doc . eme r gingth r eat s. net/2010441 ; r ef e r ence : ur 1, \'IIV\l/ . e me r gingthr ea t s. net/ cgi -b i n/ cvs 1>Jeb . cgi / sigs / VIRUS/ TROJAN_S t o rm ; s i d : 2010441; r ev : 3; ) 

# by pac ke t hack 

• 
a l e r t tcp $HOME_NET any - > $ EXTERNAL_NET $HTTP_PORTS (msg : " ET TRO JAN Poss i bl e Sto r m Va riant HTTP Pos t (U) " ; flow:esta blished,to_se r ve r ; content : "POST / u/ HTTP" ; dept h :13 ; nocase; 
content : " l0d 0a lUse r -Agent j3a l I nte r net Expl orer l0d 0a l " ; co ntent : " l0d 0a 0d Ba i a : "; co nt e nt : ! " l0d 0a 1Ref e r er l 3a l " ; nocase; classtype:t r ojan -ac t i v i t y ; 
r efe rence : ur l,cybe r . secdev . c a/ 2009 / 11/ russian -mabar e - bu ndle; r efe r e nce : u r l , l>JWVl . bl ac kh at . com/ pr e sent a tions / bh - usa-08/ Stewart/ BH_U5_08_Stewa rt_Pr ot oco l s_of _ the_Storm. pdf; 
r efe r ence: ur l,doc . eme r g i ngth r eats. ne t /2010442; r efe r ence: u r l, \'11\1\l/ . e me r gingthr eats. net/ cgi -b i n/ cvs ll/eb . cgi / sigs / VIRUS/ TRO JAN_Sto rm ; s i d: 2010442; r ev : 3; ) 

#Matt J onkma n 
# 

a l e r t t cp $HOME_NE T a ny - > $EXTERNA L_NET $HTT P_PORTS (msg : " ET TROJAN St o r my Va r iant HTTP Request " ; fl ow:established ,to_ser ve r ; uricontent:" /zzu/ zc .php?l : "; nocase; ur i co ntent : "&d: " ; 
nocase; u r ico nt ent: "&v="; nocase; ur icontent : "&k: " ; nocase; c l a sstype : t r o j an -activi t y ; r ef e r e nce : ur l , doc. emerg i ngthr eats . ne t / 2003435; r efere nce: u r l , wi""" . eme r gingthr eats. net / cgi­
bin/ c vsweb . cgi / sigs /VIRUS / TROJAN_St o r my ; sid: 2003435 ; re v : 3; ) 

#matt j onkma n 

• 
a l e r t tc p $HOME_NET any - > $ EXTERNAL_N ET $HTTP _PORTS (msg : " ET TROJAN St page Chec ki n ( nornodem) " ; flow: esta blished , to_s e r ve r ; uricontent: "/ nomodem. php"; ur i cont e nt: "i f ="; 
u r icontent : "&am: " ; ur i content : "&cl : {" ; uricontent : "&id: " ; e lass type : t r oja n -activi t y ; r eference: url , doc . eme r gingth r eats . net / 200852 2; r eference : ur l , 1.>IW'tf . e me r gi ngth r eats. net / cgi­
bin/ cvsweb . cgi / sigs /VIRUS / TROJAN_St page; sid: 2008522; r e v : 2; ) 

# by John Cur r y 
# 
a l e r t tc p $EXTERNAL_NET $HTTP _ PO RT5 - > $HOME_NET a ny (msg : " ET TROJAN Pr agma hac k Detected Out bound - Li ke l y Infected Sour ce " ; fl m.,. : esta blished , t o_c lient; content : "Pr agma I 3a l hac k/" ; 
nocase; c l asstype : t r o jan- a ctiv i t y ; r efe r ence: ur 1, doc . eme rgingthr eats. net/ 2010872; r efe r e nc e : u r 1 , l>JWW . eme rgingthr eats. net/ cgi-b i n / c vsweb . cgi/ sigs / VIRUS/TROJ.A.N_Sus picious ; sid: 2010872; 
r ev : 5; ) 

# by Pedr o Ma r inho 
# r e 05574ba46ca69e91bdeec740cd3af10c 

• 
a l e r t tc p $HOME_NET any - > $ EXTERNAL_NET $HTTP_PORTS (msg : " ET TROJAN Fra udToo l . Wi n32.SysC l eaner . a "; flow:establis he d,to_serve r ; cont e nt : " GET " ; de pt h :4; uricont e nt: " . php ?" ; nocase; 
u r ico nt ent: "action: stat&1.>1mid: "; nocase; ur icontent: "&e ve nt : "; nocase; ur icontent: "&uid=" ; noc ase; u r icontent: "&i l " ; nocase; u r icontent: "&i 2"; nocase; classtype : t r o j an- act i v i t y ; 
r efe rence: ur l,doc. emer g ingth reats . net/2008732; re fe r ence : ur 1, Wl\fl.l/ .eme r gingthreats . net/ cgi •bini cvs Llleb . cgi / sigs / VIRUS/ TROJAN_Sysc l ea ne r ; sid: 2008732; r e v : 2; ) 

#by matt j onkman. Win32 Tr o jan- System. Pose r 
# 
a l ert t cp $HOME_NET any - > $ EXTERNA L_NET $HTT P _ PORTS (msg : " ET TROJAN System. Poser HTTP Che e ki n" ; flow: es tablis hed , t o_ se r ver ; uricontent : "/ c hec k . php ?e="; nocase; uricontent : "&v=%" ; 
nocase; content : " I 0d 0a IUse r -Age nt I 3a I Mi c r osoft BITS"; e l asst ype : t ro j a n-ac t i v i t y ; r efe r ence : ur l , doc. eme rgingth reats. net /2008035; r efe r ence: ur 1, WVNI . eme rgi ngt h reats . net / cgi­
bin/ cvsweb . cgi/ s i gs /VIRUS / TROJAN_System . Pose r ; sid: 2008035; r e v : 3; ) 




