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#by Rob Gr a bm\ls ky 

• 
ale r t t cp $HOME_NET a ny - > $ EXTERNAL_NET $HTT P_PORTS (msg:"ET TRO JAN TDSSe r v o r Ti ds e r v va riant Check i n"; fl m\l: es t abl i s hed , t o_ser ve r ; cont e nt: "GET "; de pth :4; uricont e nt : " / c r cmds / mai n" ; 
nocase; e l ass t ype : t r o j a n- ac t i v i t y ; r efe r ence : ur l , l'J\..W . t hr e at e xpert. com/ r eport s . as px? f i nd=%2F c r cmds%2 Fma i n ; r e f e r e nce: u r 1, doc . eme r g i ngt h r ea t s. ne t / 2008944; 
r ef e r ence : u r 1 , www . emerg i ngth r eat s, ne t / cgi - b i n/ cvSl\leb . cgi / s i gs / VI RUS/ TROJAN_ TDSSERV; s i d : 2008944; rev : 2 ; ) 

#s i g by matt j onkma n 

• 
alert t cp $HOME_NE T any - > $ EXTERNAL_NET 8888 (msg:"ET TRO JAN L.Ji n32 . Testl i nk Trojan Spe e d Te st Sta r t port 8888 " ; flO\\l :established, t o_serve r ; d s i ze:25; content : "GET / t e st_link 
HTTP/ 1 . 0 I 0d 0a I "; classty pe: troj a n -activ i t y; r ef erence : u r l , doc . eme r gi ngt h r eat s . ne t / 2008435 ; r efe r e ne e: u r l , wwi\l . e me r gingt h r ea t s. ne t / cg i - bin / c vswe b . cgi/ s i gs/ VIRUS/ TROJAN_ Tes t link; 
sid:2008435; re v : 2; ) 

#s i g by matt j onkman 
# 
alert t cp $HOME_NE T any - > $EXTERNAL_NET 8888 (ms g: "ET TROJAN L.Jin32 . Testl i nk Trojan Spe ed Te st port 8888"; flow:estab-lis hed, to_ server; dsize: >1000; cont e n t " Dat a I 3a I 100 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 1" ; dept h : 35 ; c lasstype:tro j an-activity; refe r e nce: url , doc .eme r g i ngt h reats. net / 2008436; 
r efe r ence : u r 1 , www . eme r g i ngth r eat s . ne t / cgi - bin/ cvs L\leb . cgi / s i gs / VIRUS/T ROJAN_ Test link ; sid: 2008436; r e v : 3; ) 

# s i g by matt jonkma n 

• 
alert t cp $HOME_NET a ny - > $ EXTERNAL_NET 8888 (msg: " ET TROJAN L.Ji n32 . Tes t link Trojan Checki n po r t 8888"; fl ow: es t a blished , to_ serve r ; cont e nt : " / stat ?uptime: " ; content: "&down link=" ; 
dis tance : 0 ; cont ent: "&upl i nk="; d is t a ne e : 0; co nt e nt: "&i d=" ; d i s t ance : 0; clas s t ype : t r o j a n-activity ; r e f e r e nce: u r l , doc . e me r gi ngt h r ea t s . ne t / 2008437; 
r ef e r ence : u r 1 , www . eme r g ingth r eat s, ne t / cgi - b i n/ cvs l\leb . cgi / s i gs / VI RUS/TROJAN_ Tes t l i nk ; sid : 2008437; r ev : 2 ; ) 

#by Da n Cl emens 

• 
ale r t t cp $EXTERNAL_NET a ny -> $HOME_NET a ny (111s g:"ET TRO JAN Them i da Pa cked Bina ry - Li ke l y Host i l e" ; f101>1:es t a blished , from_ se r ve r ; co nt ent: " 12E 69 64 61 74 61 20 20 1" ; cont e nt : " 154 68 
65 6D 64 61 20 00 1 "; wi t h i n : 49; class t y pe: t roj a n - ac t i v i ty; r ef erence : u r 1, l'IWW . o r ea ns. com/ t hem i da . php; r efe r ence : u r 1, cwsandbox. o r g/?page::::samdet&id=l 64533&pasS\\IOr d=wn npi; 
r ef e r ence : u r 1 , doc. eme r g ingth r eat s, ne t /2008341 ; re f e r e nce : ur 1, ww1\I , e merg i ngthreat s. ne t / cgi-b i n/ cvs web. cgi / sigs /VIRUS/ TRO JAN_ Them i da_Pac ked; s i d : 2008341 ; r e v : 4; ) 

# matt jonkma n 

• 
alert t cp $HOME_NE T any - > $ EXTERNAL_NET $HTTP_PORTS (msg:"ET TROJAN Theo r eon . com Re l ateci Troj a n Checki n"; flm,i :establis hed ,to_se r ve r ; urico ntent : " / firs t star t . ph p?p i d="; nocase; 
u r i co nt ent: "&dt= "; nocase ; u r i co ntent: "&v="; nocase ; classt y pe : t roj an -activ i t y; r ef e r ence: u r l , dc c . eme r g i ng t hr eat s . ne t / 2007832; r e f e r e nce: ur l , Wl"'" . eme r gi ngth r eat s . net / cgi­
bin/ cvs1\leb. cgi / s i gs/ VIRUS/ TRO JAN_Theo r eo n . com; sid : 2007832; r e v : 2;) 

#S i gs by Ma t t Jonkma n 

• 
ale r t t cp $HOME_NET any - > $ EXTERNAL_NET $HTTP _PORTS (msg: " ET TRO JAN L.J32 . Downl oader Ti bs . jy Re po r ting t o C&C"; flow: es t a bli shed , t o_se r ver; uricont e nt " / post .php" ; nocase; content : "User-
Agent I 3a I Moz i lla / 3. 0 b5a (Wi n95 I 3b I I ) "; nocase; content : "da ta="; nocase; classty pe: t roj an - activ i ty; r efe r ence: u r 1, doc. emerg i ngthr eat s . ne t / 2003 238; 
r efe r ence : u r 1 , www . emerg i ngth r eat s . ne t / cgi - b i n/ cvs L>Jeb . cgi / s i gs / VI RUS/ TROJAN_ T i bs ; s i d: 2003 238; r ev : 7 ; ) 

#S i gs by Ma t t Jon kma n 

• 
ale r t t cp $HOME _NE T a ny - > $ EXTERNAL_NET $HTT P _PORTS (msg: " ET TROJAN L.J32 . Dmmloade r Ti bs . jy Reporting to C&C ( 2 ) " ; f101>l : establi s he d , t o_se r ve r ; u r i content : " / rule. php ?" ; nocase ; 
urico nt ent: " name="; nocase; urico nt ent : " b=" ; nocase ; uricontent : "w=" ; noc ase ; e l asstype : tro j an - a ct i v i ty; r ef e r e nc e : ur l , doc . eme r g i ngth r eat s. net / 2003239; 
r efe r ence : u r 1 , Wl'J\>J . eme r g i ngth r eat s, ne t / cgi - b i n/ cvSL\leb . cgi / s i gs / VIRUS/ TROJAN_ Ti bs ; s i d: 2003 239; r ev : 4 ;) 

#Matt Jonkma n 

• 
a l e r t t cp $HOME_NET any - > $ EXTERNAL_NET $HTTP_PORTS (msg:"ET TRO JAN Tibs Chec kin"; flow:es t abli shed,to_se r ver; u r icont e nt:" / c ntr . php? b="; nocase; uricont ent : "&c =" ; nocase; 
u r i co nt e nt : "&d=" ; nocase ; c l as s t ype : t roj an - a c tiv i t y ; r e f e r ence : u r 1, dcc. eme r g i ngth r eat s . net / 20029 59; r e f e re nce: url , """'" . emer gingt hr eats. net / cgi-b i n/ c vswe b . cgi / s i gs / VIRUS/ TROJAN_ Ti bs; 
sid:2002959; r ev : 4 ; ) 

#Matt J onkma n 

• 
alert t cp $HOME_NET any - > $ EXTERNAL_NET $HTTP_PORTS (msg: " ET TROJAN Ti bs DOl,Jn l oad"; flow:established , t o_serve r ; ur i cont ent : "/ d l. php? codel:"; nocase ; u r i cont ent :"&code2= " ; nocase; 
cont e nt : ! "User-Agent I 3a I" ; c l ass type: t r oja n-activity; re fe r e nce : url , doc. emergingthreat s . net/2002960; r efe r ence : u r 1, www . emergingthreat s . ne t / cgi-b i n/ cv swe b . cgi / s i gs / VIRUS/ TRO JAN_ Tibs; 
sid:2002960; re v :6; ) 

#Matt J onkma n 

• 
ale r t t cp $HOME _NET a ny - > $ EXTERNAL_NET $HTTP_PORTS (msg:"ET TROJAN Ti bs Chec kin 2" ; flow: establis hed,to_ se r ve r ; uricontent: "/ cnt r . php ?e: "; noc a se ; ur i co ntent: "&x: "; nocase ; 
classtype : t rojan-act i vi t y ; refere nce: u r 1 , doc . emerg i ngt hr eat s. ne t /200 2961 ; re fe r e nce: ur l , wi."'" . eme rg i ngthreat s. net/ cgi - b i ni cvs web. cg i / s i gs / VI RUS/ TROJAN_ Ti bs; s i d: 2002961 ; r e v : 4 ; ) 

#Matt J onkma n 

• 
ale r t t cp $HOME_N ET any - > $EXTERNAL_NET $HTT P _PORTS (msg: "ET TRO JAN Tibs Code Do\\ln l oad" ; flow: esta blished , to_ se r ve r ; uricontent: " / s r ed2 . exe"; nocase; content: ! " User-Agent I 3a 1 ••; 
c l ass t ype : t r ojan- act i v i ty; ref e r e nce: ur 1 , doc . emergingthr eat s . ne t /2002962; r efe r ence: u r 1, Wl\iW . eme rgi ngthr eat s. net/ cgi • b i n/ cvs 1\leb. cgi / s i gs / VIRUS/ TROJAN_ Ti bs ; sid : 2002962; r ev : 6; ) 

#Matt J onkma n 

• 
alert tcp $HOME_NE T a ny - > $ EXTERNAL_NET $HTTP_PORTS (msg :"ET TROJAN Generic Spambot-Spyita r e Acc ess" ; flo~i :es t a blished , t o_se r ve r ; uricontent : " / s ynct l /" ; nocase; cont ent : ! " Use r -
Agent I 3a I"; clas s t y pe: t rojan - act i v i t y ; r efe r e nce : u r 1, doc. eme r g i ngt hr eat s . net / 2002963; r e f e r e nce : u r 1, WI\IW . emergi ngt hr eats. net / cgi- b i n/ cv swe b. cgi / s i gs / VI RUS/ TROJAN_ Ti bs; sid : 2002963 ; 
r ev :6 ; ) 

#Matt Jonkma n 

• 
ale r t tcp $HOME_NE T any - > $ EXTERNAL_NET $HTTP_PORTS (msg: " ET TRO JAN Gene ric Spyware Update Download"; flow: establishe d,to_ser ver; u r i con t e nt: " / synct l / t ask . f cg i ?" ; noc ase; 
urico nt ent: "id=" ; nocase ; ur i content : "&v :::: " ; nocase; c l as styp e : troj a n-ac tivity; r e f e rence : url , doc . eme r gi ngt hr eats . ne t / 2002964; r e f e r e ne e: u r 1, WWl\l . eme r g i ngt h r ea t s . net / cg i ­
bin/ c vs1\leb. cgi / s i gs/ VIRUS/ TRO JAN_ T ibs ; s i d: 2002964; r ev : 4; ) 

#Matt J onkma n 

• 
ale r t t cp $HOME_NET any - > $ EXTERNAL_NET $HTTP_PORTS (ms g: " ET TROJAN Ge ne ric Spambot Spam Downl oad" ; flOl\l :establi s hed , t o_se r ve r ; urico nt ent:" / synctl/ ge t ma il.fcgi? " ; nocase ; 
cont e nt : ! "User-Agent I 3a I"; nocase; c l asst ype : t r o j an-ac t i v i t y ; r efe r ence: u r 1 , doc . eme r g i ngt h r eats . net / 2002965; refe r e nce: u r 1, MVVl . eme r g i ngth reats . net/ cgi-
b i n/ c vs1\leb. cgi / s i gs/ VI RUS/ TR OJAN_ Ti bs; s i d: 2002965; r ev : 6; ) 

#Matt J onkma n 

• 
##a l e r t t cp $HOME _NET a ny - > $ EXTERNAL_NET $HTTP_PORTS ( msg : " ET TROJAN Gener i c Spambot (oft e n Ti bs ) Post- I nf ect i o n Chec kin " ; flow:est a bli shed, t o_ se r ve r ; uricont ent : " / access . php ?" ; 
nocase; ur i content : "w="; nocase ; ur i content : "&a=" ; nocase; content :" I 0d 0a I Ho s t I 3a I "; pere : " / Hos t \ : \ d+ \ . \ d +\ . \ d+\ . \ d+\ x0d \ x0a/"; content :" I 0d 0a I Cac he-Cont rol I 3a I no - ca che I 0d 0a I"; 
cont e nt : ! " l0d 0a I User -Age nt I 3a I "; classt ype : t roj a n-ac t i v i t y; r efe r ence: u r 1 , doc. eme r g i ngt hreats . net / 2008174; r efe r e nce: u r 1, wivvi . eme r g i ngt h reats. net / cgi -
bin/ c vsweb. cgi / s i gs/VIRUS/ TROJAN_ Tibs; s i d: 2008174; r ev : 5 ; ) 

#Matt Jonkma n 

• 
ale r t t cp $HOME_NET any - > $ EXTERNAL_NET $HTTP_PORTS (msg:"ET TROJAN Gene ric Spambot (ofte n Ti bs ) Pos t - I nfect i on Chec kin ( j us t count . ne t like l y ) "; f101\l :est ablis he d, t o_se r ve r ; 
urico nt ent: " / count . ht m"; nocase; ur i content : " / t / d2hsdHF 30zJ00HY50j0 ,cyJtI "; classtype: t r ojan-act i v i t y ; r efer e nce : url , do c . eme r g i ngthr eats . net / 2008232; 
r efe r ence : u r l , ww1,i . eme r g i ngth r eat s . ne t / cgi - bin/ cvs l\leb . cgi / s i gs / VI RUS/T ROJAN_ T i bs ; s i d: 2008 232; r ev : 3; ) 

#by j e r emy com\lay 
# ref: 61441e5f a b0173480c05f876e5e bd07 b 

• 
a l e r t t cp $HOME_ NE T any - > $ EXTERNAL_NET $HTTP _PORTS (msg: "ET TROJAN Tibs Tr ojan DoL,inloade r " ; fl ow:establis hed , t o_ server; cont e nt : "GE T " ; de pt h : 4; uricont ent : " ?d n" ; nocase; 
u r i co nt ent: "&fl r d r ="; nocase ; uricont e n t : " &nxte :::: "; nocase; con t e nt: ! "Use r •Agent I 3a I "; class t yp e : trojan- activ i t y ; r e f e r e ne e: ur 1, doc . e me r gi ngt hr ea t s . ne t / 2008639; 
r eference : u r l , www . eme r g i ngth r eat s . ne t / cgi - bin/ cvs L\le b . cgi / s i gs / VI RUS/ TROJAN_ T i bs ; sid : 2008639; r ev : 3; ) 

#by darr en s pr ue ll 

• 
alert t cp $HOME _NET a ny - > $ EXTERNAL_NET $HTTP_ PORTS (msg:"ET TROJAN Ti bs / Ha r n i g DOl,Jn l oade r Ac t i vity " ; flow: established,to_ serve r; uri cont e nt : " .php ?ad v=" ; noca se; u r i co nt ent: "&codel ="; 
nocase ; ur ico nt ent: "&code 2:::: " ; nocase; pere:"/\ . php \ ?adv=a dv\d+&code l :::: \L\l+&code2: \ d +& id :::: - ?\ d+&p: \ d+/ U" ; e l asstype: t r o j an-activ i t y ; 
r ef e r ence : u r 1 , www . mic r osoft.com/ secur i t y/ port a l / Th reat/ Encycloped i a / Ent r y . as px ?Name:Troj anDownl oade r %3a l.Ji n32%2fHa r ni g ; r efe r e ne e: u r 1, www .threa t expert.com/ report . as px? 
md5=2ce9c871a8a217cafcdce15c6c l e8dfc; ref erence : u r 1, doc . eme r gi ngt h r ea t s . net/ 2010165 ; r eference : u r 1, m..,.., . eme r gi ngth r ea t s. net / cg i -b i n/ c vsweb . cgi / s i gs/ VI RUS/ TROJAN _ Ti bs; sid : 2010165; 
r ev :3; ) 
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#matt j onkma n 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_PORTS (msg: " ET TRO JAN Tigge r . a / Sy zor Checki n "; fl ow:est a blis hed , to_se r ve r ; content : "POS T " ; de pt h :5; uricont e nt: "/ t rack . cgi "; co nt e nt: " l0d 
0a 0d 0a lu="; cont ent : "&t ="; d i s t a nce:0; conte nt : "&b =" ; dis t a nce:0; cont e nt : "&v=" ; d i s t a nce:0; content : "&f =" ; dis t ance:0; c l ass t ype : t r o j a n - ac t i v i t y ; 
r e f e r e nce: u r 1 , doc. erne r gingth reats . ne t / 2009347; re f e r e nce : ur 1 , www . e merg i ngthreats . net/ cgi - b i n/ cvs 1-Jeb . cgi / s igs / VI RUS/ TROJAN_ T i gger; s i d : 2009347; rev : 2; ) 

#s i g by matt j onkman , r esea r che r a nonymous 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (ms g: " ET TROJAN Ti gge r .a/ Syz.or Co nt r o ! Check i n" ; f101,1 : establishe d , to_ serve r ; u r i co nt e nt: " / t r ac k . cg i " ; content : "POST "; de pth : 5; 
content : " l 0d 0a 0d 0a I u=" ; d i stance : 50 ; with i n :400; co ntent : "&t : " ; di stanc e : 0; co nt e nt : " &v =" ; d i stance: 0; content : "&f : " ; d i stanc e : 0 ; co nt e nt : "&z ="; d i stance :0; c l assty pe: t rojan­
activ i ty ; reference: ur 1, vo i ces . v,as h i ngtonpos t . COffl / securi t yf ix/ 2009 / 02/ t he_ t- i -doubl e-guh - r _ t r o j a n_ i c, html ?wprss:se cur i t yf i x ; r e f e rene e : ur l , mni n . b l ogs pot. com/2009/ 02 /L>1hy - i - enjoye d­
t i gge r s y zo r. ht ml ; r e f e r e nce: ur 1, doc . eme r gingthr eats . net /2009096 ; r e f e rene e: u r l , WWl'I . e me r gingt h r ea t s . net / cgi - bi n/ c vswe b . cg i / s i gs/ VIRUS/ TROJAN_ Tigge r ; s i d : 2009096; r e v : 5; ) 

#by Da ni el Clemens 

• 
#a l e r t tc p $EXT ERNAL_NET $HTTP_PORTS - > $HOME_NET a ny (msg : " ET MISC TinyPE Bi na r y - Pos s i b l y Hostile"; flow: from_serve r , es t ablished; co nt e nt :"MZ" ; co nt ent:" PEl00 00 1" ; 
\'l ith i n : 20 ; c l asstype: t ro j a n-act i v i t y ; r efe r ence : ur l , 1,rww . ph r eedom. o r g/ so l a r / code/ tinype/ ; r e f e r ence : u r l , WW\'I . pac ketnin j as . ne t / b l og/2008/11/20/ i ds - s igna tu re- f o r - ext r emely- sma l l-portab l e -
execu t a b l e-fi l es . ht ml ; r efe r ence : ur l , do c . e me r gi ngth r e at s . ne t / 2008576; r ef e r ence : ur l , 1,1ww . eme r g i ngt h r eat s . ne t / cgi-bin/ c vs1,1e b . cgi/ s i gs / VI RUS/ TROJAN_ Ti nyPE; s i d : 2008576; r ev : 4 ; ) 

#by dxp 
# 
a l e r t t cp $HOME_NET a ny - > $ EXTERNAL_NET $HTT P_PORTS (msg: " ET TROJAN To r na do Pac k Bi na r y Reques t "; fl ow:es t abli shed , t o_se r ve r ; content : "G ET "; dept h: 4 ; u r i content :"?o=" ; 
uricont ent: "&t =" ; uricontent : "&i ="; uriconten t : "&e ="; class t y pe : t ro j an-ac t i v i t y ; r efe r enc e : u r 1, dxp2532 . b l ogs pot . com/2009 / 05 / torn ado-ex pl o i t-pac k . ht ml ; 
r e f e r e nce: u r 1 , doc. erne r g i ngth r eats. net/ 2009389; r e f e r e nce: ur 1 , \-MLoJ . e merg i ngt hreats . net/ cgi • b i n/ cvs web . cgi / s i gs /VI RUS/ TROJAN_ To r na do; s i d : 2009389; r ev : 2; ) 

#Desc ri pt i on of pa r amete r s : 
#?o= in tege r va l ue t o i de nt i f y a ttac ke r 
#&t= int ege r va l ue r e p resent s time t he exp l oi t was ge ner a t e ci 
#& i = i ntege r va l ue r e p resent IP add r ess of v ict i m 
#&e = in tege r va l ue r e p resent s ex pl o i t used 
#Submitted by Ta m Fi sche r , 2006-01 -07 

• 
a le r t t cp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg: " ET TROJ AN To r p i g Report i ng User Activity ( x25) " ; flm>1 : es t ablishe d , to_se r ve r ; u r icontent:" / x25.p hp " ; nocase; uriconte nt " ?i d=" ; 
nocase ; u r icont ent : "&sv::" ; nocase; u r i cont ent : "&i p=" ; nocase; u r icont e nt : "&s po r t :: " ; nocase; u r i content : "&h por t ::" ; nocase ; u r icontent: "&os=" ; nocase; c l ass t y pe: t r o j an - ac t i vity; 
r e f e r e nce: u r l , w\Wl . so phos. com/v i ru s i nf o/ a na l y ses / t roj t orpig r . ht ml ; r e f e r e nce : u r l , doc . emer gi ngt hr eat s . ne t / 2002762; r ef e r enc e : u r l , www .emer gi ngt hr eats . ne t / cgi-
b i n/ cvsweb . cgi / s i gs /VIRUS/ TROJAN_ Torp i g ; s i d : 2002762; r e v : 5; ) 

#Descri pt i on of pa r ameters: 
#?o= i ntege r va l ue t o i de ntify a ttac ke r 
#&t = i ntege r va l ue r e p resents time t he expl oi t was ge ner ate ci 
#&i= in tege r va l ue r e p resent IP add r ess of v ic t i m 
#&e= in tege r va l ue r e p resent s ex pl oit used 
#Submi t ted by Tam Fi sche r , 2006-01 - 07 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (msg: " ET TROJAN To r p i g Repor ting User Ac tivity (wur 8 ) " ; f101,1 : es t a blished, to_ serve r ; u r icont e nt : " /wu r 8. ph p" ; nocase; ur icont e nt : " ? 
id=" ; nocase; u r i cont ent: "&s v: " ; noca se; u r icont e nt : "&i p: " ; nocase; u r i co ntent: "&spo r t =" ; nocase ; u r i content : "&hport=" ; nocase; ur i con t ent : "&os =" ; no ca se; c la sstype : t roj a n-ac t i vi t y ; 
r e f e r e nce: u r l , ww1,i . so phos. com/v i rusinf o/ an a l y ses / t roj t orpig r . ht ml ; r e f erence : u r l , doc. emer gi ngt hr eat s . ne t /2003066 ; r ef e r enc e : u r 1, www . eme r gi ngthr eats . ne t / cgi-
b i n/ cvsweb . cg i / s i gs /VIRUS/ TROJAN_Torp i g; s i d : 2003066; r e v : 3; ) 

#by Mi c hae l Ha l e Li gh 

• 
a l e r t t cp $ EXTE RNAL_ NET a ny -> $HOM E_NET a ny (111sg:" ET TR OJAN v r•V'I De t ecting Torp i g/Anse r in / Sinowa l Tr ojan" ; flm,i :to_cl ien t , es t ablis hed; content : " l 51 51 0 F 01 4C 24 00 8 B 44 24 02 59 59 
C3 ES ED FF FF Ff 25 00 00 00 FF 33 C9 30 00 00 00 80 0F 95 Cl 88 Cl C3 I " ; class t y pe:t r o j an -ac t i vity; r e f e r ence:u r l , doc . eme r gingth r eats. net / 2003094; 
r ef e r e nce: u r l , wwN. eme r g i ngth r eats . net/ cgi - b i n / cvs 1,ieb . cgi / s i gs / VIRUS/ TROJAN_ To rp i g; s i d : 2003094 ; r e v : 3; ) 

#by Mi c hae l Ha l e Ligh 
# 
a l e r t t cp $ EXTE RNAL_NET a ny -> $HOM E_NET a ny (ms g: " ET TROJAN ( UPX ) V,.Y-1 Oe tecting To r pig/ Anse r i n/ Si nowa l Tr ojan" ; fl ow: t o_cl i ent , established; content : " 151 51 0 F 0 1 27 00 Cl FB B5 D5 35 
02 E2 C3 D1 66 25 32 BD 83 7F 87 4E 30 06 80 0 F 95 Cl 8B Cl C3 1" ; classty pe : trojan-act i vity ; r e f e r e nce:u r l , doc . e me r g i ngt hr eats . net / 200309 5 ; r e f erence: u r l , WW1'1 . e me r gingthr eats .net / cgi ­
b i n/ cvsweb . cgi / s i gs /VI RUS/ TROJAN_ Torp i g; s i d : 2003095; re v : 3; ) 

#Ped r o Ma r i nho 

• 
ale r t t cp $HOME_NET a ny - > $ EXTE RNA L_NET $HTT P_ PORTS (msg: " ET TRO JAN Si nowa l / To r p i g Checki n " ; fl m>1 :to_se r ve r ,established ; content : "GET "; de pth : 4 ; uricontent : " i d cOfflp=" ; 
u r i co nt ent : "MyVa l ue="; uriconten t : " &loa dl =" ; uricontent : "&h i s t =do1,m l oaded_use r _ " ; pe r e : " /MyVa l ue={ a-f0- 9 ) {32} / Ui " ; c l ass t ype : t r ojan-act i v i t y ; 
r e f e r e nce: u r 1 , doc. emerg i ngth reats. ne t / 2010267 ; re f e r e nce: ur 1, w,,vi,i . e merg i ngth r eat s. net / cgi - b i ni cvs web . cgi/ s i gs / VI RU S/ TROJAN_ Torp i g; sid : 2010267 ; rev : 2; ) 

#Ped r o Ma r i nho 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNA L_NET $HTT P _ PORTS (msg: " ET TROJAN To r p i g Inf ect i on Re po r ting" ; flD\'I : establi she d , t o_ se r ve r ; c:o nt e nt : "POST "; de pt h : 5; co nt e nt: ! " l0d 0a I Use r -Agen t I 3a I 
"; cont ent: " I 0d 0a I Content - Le ngt h I 3a I 0 I 0 d 0a 1 "; con t e nt :" I 0d 0a I Co nnection I 3a I close I 0 d 0a I" ; pc r e: " /"\/ [ 0-9A- F ]{16} \/ [ 0-9A- Za · :z \ +\/ ]{ 100, }$/ U" ; class type : t roj a n -act i v i t y ; 
ref e r e nce: u r l , www 2 . gme r . net / mbr / ; r e f e r ence: u r l , WIVloJ . es . ucsb . edu/~sec l ab/ p r o j ects / tor pig/ to r pig . pdf ; r efe r e nce : ur l , doc. eme r g i ngthr eats . net / 2008660; r e f e r e ne e: u r l ,offens i vecomput i ng . ne t / ? 
q =node / 909; r e f e r e nce : u r l , wwN . e me r g i ngt hreat s. ne t / cg i - bi n/ cvsweb . cg i / s i gs / VI RUS/T ROJAN_ Torpi g; sid: 2008660; r e v : 7; ) 

#mat t j onkma n , r e 3fac60b31a7c da 96e217c86405f cc48c 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (msg: " ET TROJAN To r p i g Rela t eci f a ke Use r -Agent (Apa che ( compatib l e ... ) ) " ; f101>1 : es tab li s he d, to_ se r ver; content :" l0d 0a I Use r -Agent I 3a I 
Apac he ( compatib l e I 3b I MS I E 6 . 0 l 3b I I.J indo1'1 S NT 5 . 1 I 3b I SV l ) "; class t ype: t r o jan - ac ti v i t y ; ref e r e nce: u r 1, doc. eme rg i ngt h r ea t s . net /2010823; ref e r e nce: u r l , w1vw . eme rg i ngt h r ea t s. net / cgi ­
b i n/ cvsweb . cg i / sigs /VIRUS/ TROJAN_Torp i g; s i d : 2010823; r e v :4; ) 

#matt j onkma n , r e 3fac60b31a7cda96e217cB6405f cc48c 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NET $HTTP_PORTS (msg: " ET TROJ AN To r p i g Pi ng - Pong Kee pa lives Out bound " ; f101>1 : t o_se r ve r ; dsize :9 ; co nt ent:"PONG l 3a l " ; de pt h:6 ; nocase; 
c l ass t y pe: t r o j a n- a ct i v i ty ; r e f e r ence: u r l , dcc . eme r gingthr eats . ne t / 2010824; r ef e r ence : url , Wl'/\'I . eme r gingthr eats . net/ cgi - b i n/ cvs1,ie b . cgi / sigs / VIRUS/ TROJAN_ To r pig; s i d: 2010824; r ev : 3; ) 

#matt j onkma n , r e 3fac60b31a7c da96e217c86405f cc48c 
# 
a l e r t t cp $ EXTERNAL_NET $HTT P_PO RT S - > $HOME_NET a ny (msg: " ET TROJAN To r p i g Pi ng - Pong Kee pa lives Inboun d" ; f10 1'1 : fr om_ se r ver; ds i ze:9; cont e nt :"PING l 3a J"; de pth:6; noc ase; 
e l ass t y pe: t r o j an-ac t i v i t y ; r ef e r ence: u r 1 , doc . emerg i ngt hr eats. net / 2010825; r ef e r ence : u r 1, www . eme r g i ngthr eats , ne t / cgi - b i n/ cvs web . cgi / sigs /VIRUS/ TROJAN_ Torpig; s i d : 2010825; r ev : 3 ; ) 

#matt j onkma n , r e 3fac60b31a7c da96e217cB6405f cc48c 

• 
a l e r t t cp $HOME_N ET a ny - > $EXTERNA L_NET 8392 (msg: " ET TROJAN To r p i g Init i a l CnC Connec t on port 8392" ; fl ow:established , t o_ se r ver ; ds i :ze :4; content : " 100 00 78 e3 I" ; 
flowbi ts: set, ET . to r p i g . i n i t ; e l asstype : troj a n - act i v i t y ; r ef e r e ne e : url , dcc . eme r g i ngt h r ea t s . net / 2010826; r e f e r e nce: ur l , LWIW . eme r g i ngth r ea t s . net / cgi - bi n/ cv s1,ie b . cg i / s i gs / VI RUS/ TROJAN_ Torp i g; 
sid : 2010826; r ev :3 ; ) 

#mat t j onkma n , re 3fac60b31a7c da 96e217c86405f cc48c 
# 
a l e r t t cp $HOME_NET a ny - > $EXTE RNA L_NET 8392 (ms g: " ET TROJAN To r pi g CnC Connec t on po r t B392"; flowbit s:isset , ET . t orpig. i n it; f101>1 : es tab lis he d,to_server; content : " 100 00 1" ; depth : 2; 
cont e nt : "I 00 00 00 I"; d i s t a nce: 2; wi t h i n : 5; flowbi ts : s et , ET . t orpig. fos u re; class t y pe: t r o j an - ac t i v i t y ; r ef e r ence : u r l , doc. eme rg i ngt h r eats. net / 2010827; 
r e f e r e nce: u r l , w,,,n,,J . eme r g i ngth r eats . net/ cgi - b i n / cvs 1-Jeb . cgi / s i gs / VI RUS/ TROJAN_ Torp i g ; s i d : 2010827; rev : 3; ) 

#matt j onkma n , r e 3fac60b31a7c da96e 217c86405f cc48c 

• 
a l e r t t cp $EXTE RNAL_NET 8392 - > $HOME_NET any (msg: " ET TROJAN To r p i g CnC IP Report Cornma nd on port 8392" ; fl m'lbits : i sset , ET. t o rp i g . fo s ur e ; fl m'I : e s tabli she d , from_ se r ve r ; dsize :4 ; 
content : "I 00 00 00 0 d I "; classty pe : troj a n - act i v i t y; r ef e r e nc e : url , dcc . eme r gi ngt hr eats . ne t / 2010828; r ef e r e nce: url , 1,rww . erne r g i ngt h r ea t s . net/ cgi- b i n/ cv s \.'leb . cg i / sigs/ VIRUS/ TROJAN_ Tor pig; 
sid : 2010828; r ev :3 ; ) 

#mat t j onkma n , r e 3f ac60b31a7c da 96e217cB6405f cc48c 

• 
a l e r t t cp $ EXTERNAL_ NET 8392 - > $HOME _NET any (msg: " ET TRO JAN To r p i g CnC Re port Comma nd on po r t 8392"; f10 1-,b i ts : i sse t , ET . t orpig . fos u re; flow: es t a blis hed , from_ se r ve r ; ds i ze :4; 
content : "I 00 00 01 6f I "; classtype: t roj an - a ct i v i t y; r ef e r e nc e : u r l , dcc . eme r gi ngt hr eats . net/2010829; r ef erence: u r 1, \.'IW\'I . eme r gingth r eats . net/ cgi- bi n/ cv sweb . cg i / s igs/ VIR US/ TROJAN_ Torpig; 
sid : 2010829; r ev :3; ) 

#by : Jeremy Com-.,ay a t sudosecu r e . ne t 
# r e f : a2c745 c 5642f 6861277e6c49eda01a40 
# 
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a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P _PORTS (msg: " ET TRO JAN Tras h Fa mily - HTT P POST" ; flow: establis hed , to_se r ve r ; cont e nt: " POST "; de pt h : 5; content : ! "Us er -Age nt I 3a I "; nocase; 
content : "Type= " ; nocase; wi t hi n : 200 ; eont ent : "&Dv i p="; noease; L>,1 ithin : 20; eont e nt : " &Mas k=" ; nocase; with i n : 20; con t e nt : "&Gui d =" ; noca se; within ; 23; e ont e n t : "&Add r =" ; noc ase; 
c ontent : "&Prot ect=" ; noease; eont e nt : "Url " ; nocase; co nt e nt: "&OSVe r =" ; nocase; clas stype: t r ojan-aetivity ; r efe r e ne e: u r l , WWI~ . spywa r egu i de . eom/ produc t _s hoi,1 . ph p ?id=1935; 
r ef e r ence: u r l , www . su nbe l tseeur i t y . com/ t hr eatd isp l ay . a spx ?name =Troj a n . Tras h .Gen&t i d=178782&cs =03253E96A71C3EE824071E5 B E3A32CCD; r efe r e nce: ur l , doc . e me r gi ngthr eat s . net / 2009449; 
r e f e r ence: u r 1 , www. eme r gingth r eats . ne t / cgi - b i n/ cvs L>,1 eb . cgi / sigs / VI RUS / TROJ AN_ Tr as h ; s id : 2009449 ; r ev : 3; ) 

#matt j onkma n 
# 

a l e r t t cp $HOME_NET a ny - > $EXTE RNA L_NET $HTT P _ PORTS (msg: " ET TROJAN Trats .a Pos t - I nf ection Checkin" ; flow: es t a blished , t o_se r ver; u r i content; "AIO=" ; uri cont e nt : "GUID=" ; nocase; 
content : "POST "; de pt h: 5; offset :0; cont ent:" j0 d 0a I SPK I 3a I " ; 1>,1 i t hi n : 200; content: " f 0d 0a I Us e r - Agent I 3a I Mo z i lla / 4 . 0 ( compatib l e I 3b I MSIE 6 .0) I.J i nNT 5 . 1 l0d 0a I" ; classt ype: t r ojan­
ae t i v i t y ; r e f e r ene e: ur 1, doe . eme rgingth r ea t s . net/2008155 ; refe r e nee : ur l , www .emergingthr eats. ne t / cgi - bin / e vswe b . egi / s i gs / VIR US/ TROJAN_ Tr at s; s i d : 2008155; rev : 3 ; ) 

# by e vilghos t 
# 

a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P _ PORTS (msg: " ET TROJ AN Trestl Bina r y Do'lml oa d Attempt (mult i pl e ma l wa r e variants se r ve d ) "; flow: es t a bli s hed , t o_ se r ve r; eo nt e nt: "GET 
noease; dept h :4; con t e nt: !" l0d 0a 1Re f e r er l 3a l " ; noease; ur i cont en t : "t r estl " ; nocase; co nt e nt: " l0d 0a lUse r -Agent f 3a l " ; noc ase; pc re: " /\/ ( nte Jl d)\/ [0 - 9A-Z ] *t r est 1 [ 0-9 ] 
( \ . ph p I \ s \ . as p I \ . as p I\ . py I\ . e xe I\ . ht m I \ . ht ml ) \/ [A-20 - 9 ) +$/ Ui " ; class t ype : t ro j a n -ac t i v i t y ; r ef e r ence : url , L,,ww. ma Ìl>,1 a r e doma i nli st . com; r e f e r e nce: url , 1t11ttw . ma h ,a r e url . com/ sea r c h . php ? 
domai n=&s=t r estl&m atch=0&r p=200& ur l s=on&redirs=on&i p=o n&r eve rse =on&as =on; r e f e r e nc e : u r 1, doc . e me r g ingth r eats. net/ 2010596; r e f e r e nc e : u r 1, l'll"M . e me r gingth r eats. net / cgi-
bin/ cvs,~eb. cgi / s i gs/ VIRUS/ TROJAN_Tr estl ; s i d : 2010596 ; r e v : 2; ) 

# by Christophe r Campesi 
# 

a l e r t tcp $HOME_NE T a ny - > $EXTERNAL_NET 1800 (msg: " ET TROJAN TroDj an 2 . 0 Infec t ion Re port "; fl ow:establis he d,to_ser ve r ; dsize: <60 ; content:"Wi ndows NT " ; de pt h : 11 ; class t ype : troj a n ­
act i v i t y ; r e f e r enc e : ur l, doc . eme r gingt hr ea t s . ne t / 2008587; reference : ur l , wi,,w . e me r gi ngthr eats . ne t / cgi - b i n/ c vswe b . cgi / s i gs / VIR US/ TROJAN_ Trod j an ; sid : 2008587; r e v : 3 ; ) 

# by Christophe r Campesi 
# 
a l e r t t c p $E XTERNAL_NET 1802 - > $HOME_NET a ny (msg: " ET TROJAN TroDj an 2 . 0 FTP Cha nn e l Open Conwa nd" ; fl mo,1 : establi shed , t o_se r ve r ; d s i ze : 7; cont e nt: "ftpopen" ; class t ype : t r o j a n- ac t i vity ; 
r e f e r ence : u r 1 , doc . eme r gingth r eats . ne t / 2008588; r e f e r e nce : ur 1, h'l.'11.',1 . emergingthreats . net/ cgi - bin/ cvs 1.,,e b . cgi / sigs / VIRUS/ TROJAN_ Tr odjan ; s i d : 2008588; r e v : 2; ) 

#by Ma t t Jon kma n, f r om sand ne t a na l ysis 
#some ki nd o f e&e, needs more r esea r c h , but t hese s i gs a r e r e l i a b l e 
# 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET a ny (11sg: " ET TROJAN Tr ojan . \.J i n32 .Qhost c&c Tr aff i e Outbound ( case l ) " ; flm1:est ab li shed ; ds i ze : >1000 ; cont e nt : " 100 00 00 28 0a 00 00 02 
0 f I Se r vi ee Pac k 1 I 00 I"; c l ass t ype: t rojan-aet i v i t y ; r eference: u r l , /Wl'II~ . v i r us ! ist . c om/ e n/v i r uses / encyc l opedia ?vi r usid =142254 ; r e f er ence: ur l ,doc . eme r g i ngth r eat s . net / 2007578; 
r efe r ence: u r l , www . eme r gingth r eats . net / cgi - bin / cvs 1>,1 eb . cgi / sigs / VI RUS / TROJAN_ Tr oj a n . l.Ji n32 .Qhost; s i d: 2007578; r ev :4; ) 

# by Ma t t Jon kma n, from sand ne t a na l ysis 
#some ki nd o f c&c , needs mor e r esea r c h , but t hese sigs a r e r e l i a b l e 
# 

a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET a ny (ms g: " ET TROJAN Tr ojan . l.J i n32 .Qhost C&C Tr affic Outbound ( case2 ) "; flow:established ; ds i ze : >1000; content :" 100 00 00 28 0a 00 00 02 
0 f I Ser vi ce Pac k 2 I 00 I"; c l ass t ype: t r o jan-act i v i t y ; r eference: u r 1, /M'll'i . v i r us ! i st. c om/ e n/v i ruses / enc yc l opedia ?vi r us i d =142254 ; r e f er e nce: ur l ,doc. emerg i ngt h r e at s . net / 2007579; 
r ef e r ence: ur l , W\,n>,1 . eme r gingth r eat s. ne t / cgi - b i n/ cvSL>,1 eb . cgi / s i gs / VI RUS/ TROJAN_ Tr ojan . \,J in32 .Qhost; s i d: 2007579 ; r ev :4; ) 

# by Ma t t Jon kma n, f r om sand net a na l ysis 
#some ki nd of c&c , needs more r esea r c h , but t hese sigs a r e r e l i a b l e 
# 

a l e r t t cp $ EXTERNAL_NET a ny - > $HOM E_NET a ny (msg: " ET TRO JAN Tr ojan . l.J i n32 .Qhost C&C Tr aff i c I nb ound ( case l ) "; flow: establis he d; dsize: >1000 ; cont e nt : " 100 00 00 28 0a 00 00 02 0 f l 5er v i ce 
Pack l I 00 I"; c l ass t ype : t r ojan-ac tivity ; r e f e r e nce: ur l , /l'll>M . v i rusl i st. com/ e n/v i r uses / e ncyc l opedia ?v i ru s i d:142254 ; r efe r e nce: ur 1, doc . e me r gi ngthr ea t s . ne t / 2007580; 
r ef e r ence: u r 1 , www . eme r gingth r eats, ne t / cgi - b i n/ cvs L>,1 eb . cgi / s i gs / VI RUS / TROJAN_ Tr ojan. I.Jin32 .Qhost ; s i d: 2007580 ; r ev :4; ) 

# by Matt Jon kma n, fr om sand ne t a nalys i s 
#some ki nd o f c&c , needs mor e r esea r e h , but t hese sigs a r e r eliabl e 

• 
a l e r t t cp $EXTERNAL_NET a ny - > $HOME_NET a ny (msg:"E T TR OJAN Tr oj a n . l.J i n32 .Qhost c&c Tr affic I nb ound ( case2 ) " ; flow: established; ds i ze: >1000 ; cont e n t : " 100 00 00 28 0a 00 00 02 0 f l Serv i ce 
Pack 2 I 00 I "; class t y pe: t r ojan-ac tiv i t y ; r e f erence: ur 1, JW\>M . v i rusl i st. com/ e n/v i ruses / e ncyc l oped i a ?v i rus i d=14225 4 ; r e f e r e nce: ur 1, doc . eme r gi ngthr ea t s . ne t / 2007581 ; 
r ef e r ence : u r l , h'\'11." . eme r gingth r eats . ne t / cgi - b i n/ cvs L>,1 eb . cgi / s i gs / VI RUS / TROJAN_ Tr ojan . l.J in32 .Qhost; s i d : 2007581 ; r ev :4; ) 

#by d nl nj4 
# 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET 9295 (msg:"ET TROJAN Troxe n Get Speed Re ques t " ; flow: establi s hed , t o_se r ve r ; content : "Ge t Speed j0d 0a l "; depth :11; classty pe: troj a n-activity; 
r ef e r ence: u r 1 , www . thr eatexpe r t . eom/ r e po r t . as px?md5=af89d1 5930f e59dc b621069abe83ec66 ; r e f e r e nee: u r l , doc . eme r gingt h r ea t s. ne t / 2011233; referene e: ur 1, vMw . emergingthreat s. net / egi­
b i n/ e vs1~eb . egi / s igs/ VI RUS/ TR OJAN_ Troxen ; s i d : 2011 233; r e v : 2; ) 

# by mat t j on kma n a nd v ictor julie n 
#Bac kdoo r . J,/i n32 . Tu r ko j a n . j v o r Turkoj a n . ge nl o r Gen Pac k : Troj an . Age nt . AHAB 
# 

a l e r t t cp $HOME _NET a ny - > $EXTERNAL_NET 1024 : (msg : " ET TROJAN Tur kojan C&C Ini t ia l Checki n ( ams ) " ; fl m":est a bli s he d, to_ se r ve r ; ds ize:3; cont e nt: "a ms " ; classty pe: t ro j a n-ac t i v ity ; 
r eference: u r 1 , doc . eme r gingth r eats. ne t / 2008021; r e f e r e nce : ur 1, WL'11.',1 , e me r gingt hr eats. ne t / cgi- b in/ cvs we b . cgi / sigs / VIRUS/ TRO JAN_ Turkoj a n; sid: 2008021; r e v : 3; ) 

# by mat t j on kma n and v ie t ar j ulie n 
#Backdoo r . Wi n3 2 . Tu r ko j a n . j v o r Tur koj a n . genl o r GenPac k : Troj an . Agent . AHAB 

• 
a l e r t t cp $EXT ERNAL_NET 1024: - > $HOME_NET a ny (msg : " ET TRO JAN Tur kojan c&c I nfo Comma nd ( MINFO ) " ; fl m~:established , from_se r ve r ; d s i ze:5; cont e nt : "HI NFO " ; classtype: t roj a n -ac t i vity; 
r e f e r ence : u r l , doc . eme r gingth r eats . ne t / 2008022; r e f e r e nce : ur 1, WL'11>,1 . e mergingt hr eats . net/ cgi - bin/ cvs1.,,e b . cgi / sigs / VIRUS/ TROJAN_ Tur ko j a n; sid : 2008022; r e v : 3; ) 

#by mat t j on kma n a nd v ictor j ulie n 
#Bac kdoo r , \,/i n3 2 . Tu r ko j a n . j v o r Tu rkoj a n . ge nl o r Gen Pac k : Troj a n . Age nt. AHAB 
# 
a l e r t t cp $HOME_NE T a ny - > $EXTERNAL_NET 1024: (msg : " ET TRO JAN Tur kojan c&c Info Comma nd Res ponse (MINFO ) " ; floL>,1 :established,to_se r ver; ds i ze: <100; cont e nt : "MINFO l7c l "; de pt h : 6; 
c l ass t y pe: t rojan-act i v i t y; r e f e r e nc e : ur 1 , doe . emer gingt hr eats . net /2008023; refere nc e : u r 1, WL\il". eme r g i ngt hreats. net/ egi - b i n/ cvs web . cgi / sigs/VI RUS/ TROJAN_ Tu rkojan ; s i d : 2008023; r e v : 4; ) 

#by mat t j on kma n and v ictor j ulie n 
#Bac kdoo r . J,/i n32 . Tu r ko j a n . j v o r Turkoj a n . ge nl o r Gen Pac k : Troj an . Age nt . AHAB 
# 

a l e r t t cp $EXTERNAL_NET 1024 : - > $HOl'1 E_NET a ny (msg : " ET TROJAN Tur kojan C&C Logs Pa r se Comma nd ( LOGSl ) " ; f101~:establi she d , from_ se r ve r ; dsize:5; cont e nt: " LOGSl" ; dept h : 5; 
e l ass t ype : t ro j a n-act i v i t y ; ref e r e nc e : ur 1 , doc . emer gingt hr eat s. ne t /2008024 ; r e fere nc e : u r 1, l'll'I\.,, . eme r g i ngth r eat s. net / cgi - bini cvs we b . cg i / s i gs / VI RUS/TROJAN_ Tu rkojan ; s i d : 2008024; r e v : 4; ) 

# by mat t j on kma n and v ieta r j ulie n 
#Bac kdoo r . Wi n32 . Tu r ko j a n . j v o r Tur koj a n . ge nl o r Gen Pac k : Troj an. Agent . AHAB 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET 1024: (msg : " ET TRO JAN Tur kojan c&c Logs Pa r se Response Res ponse ( LOGS l ) " ; floi,i : establishe d,to_se r ve r ; content : " 108 00 00 00 I LOG Sl l 5b l "; 
off se t : 0 ; de pt h : 10; class t y pe: t roj a n-ac t i v i t y; r e f e r e nce : ur 1, doc . emergingth r eats . net/2008025; r e f erence : u r l , l'll'I'." - eme r g i ng th r eats . ne t / cg i - bin/ cv sl~e b . cgi / s igs / VIRUS / TRO JAN_ Tu rkoj a n; 
sid:2008025; re v : 3 ; ) 

# by mat t j onkma n a nd v ictor j ulie n 
#Bac kdoo r . 1,/i n3 2 . Tu r ko j a n . j v o r Tu rkoj a n . ge nl o r Gen Pac k : Troj a n . Age nt . AHAB 
# 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET 1024: (msg : " ET TROJAN Tur kojan c&c Kee palive ( BAG LANTI ) " ; fl ow:es t a blished , t o_se r ve r ; ds i ze:9; conten t : " BAGLANTI?"; class t ype : t r o j a n- activity ; 
r ef e r ence: u r 1 , doc . eme r gingth r eat s . ne t /2008026; r e f e r e nce: ur 1 , \'l'.>l\',I . e mergingth r eats . net/ cgi - b i n/ cvs we b . cgi / sigs /VIRUS/ TRO JAN_ Turkojan; sid : 2008026; r e v : 3; ) 

# by mat t j onkman a nd v ictor j ulie n 
#Bac kdoo r . Wi n32 . Tu r ko j a n . j v o r Turkoj a n . ge nl o r Gen Pac k : Troj an . Age nt . AHAB 
# 

a l e r t t cp $EXTERNAL_ NET 1024 : - > $HOl'1 E_NET a ny (msg : " ET TROJAN Tur kojan C&C Br owse Drive Command ( 8ROI.JSC) " ; flol>,1 : establishe d , from_ se r ve r ; d s i ze: <100; content : " BRO\.JS" ; de pth : 5; 
conten t : " I 3a I "; d i s t a nce : 1 ; L.,, i t h i n : 2; c l ass t y pe : t r o j a n-activity ; r e f e r e ne e; u r 1, doc . e me r gi ngt h r eat s . net / 2008027; r ef e r e nc e : u r l , www . eme r g i ngth r eat s . net / cg i -
b i n/ c vsweb. cgi / s i gs /VIRUS/ TRO JAN_Turkoj an ; sid; 2008027; r ev : 3; ) 

#by mat t j on kma n a nd v iet ar julie n 
#Bac kdoo r . Wi n32 . Tu r ko j a n . j v o r Tur koj a n . genl o r GenPac k : Troj an . Age nt . AHAB 
# 

a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET 1024 : (msg : " ET TRO JAN Tur koj a n c&c Br owse Drive Comma nd Res ponse (metin) "; flow:established , to_se r ve r ; con t e nt: " 100 00 (met i n l0 d 3a ( " ; o f fset : 2; 
dept h : 11; classtype: t r ojan-act i vity ; r e f er e nce : ur l , doc . e me r gi ngt hr eat s . ne t / 2008028; r eference: ur l , wi,,w . eme r g ingth r eats . ne t / cg i - b i n/ cvswe b . cgi / sigs / VI RUS/TROJAN_ Tur ko j a n ; sid: 2008028; 
r ev :3; ) 

#c&c session 2 

• 
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a l e r t t cp $EXTERNAL_NET 1024 : -> $HOME_NET a ny (msg : "ET TROJAN Tu r kojan C&C nxt Command ( nxt ) "; f101rl : es t ablished,from_ se r ve r ; d size : 3; content : " nxt "; de pt h :3 ; cl ass type:troj a n- activ ity ; 
r e f e r ence : u r 1 , doc. eme r g i ngth r eat s. ne t /2008029 ; r e f e r e nce: ur 1, www .eme r g ingthr eats. ne t / cgi-b i n/ cvSL>Je b . cgi / s i gs / VI RU S/ TROJAN_ Turkojan; s i d ; 2008029; r e v : 3; ) 

#c&c sess i on 2 
# 

a l e r t t cp $HOME_NE T a ny - > $ EXTE RNAL_NET 1024 : (msg :" ET TROJAN Tur ko jan c&c nxt Comma nd Respo nse ( nxt )" ; flow:establi she d , from_ serve r ; ds i ze: 16; co ntent: " nxt l09 00 00 00 1"; depth : 7; 
of f set : 0 ; c lasstype : t roj a n - a ct i v i t y ; r eferenc e : ur l, doc. eme r gingth r eat s . net/2008030 ; r eference : ur l , 1rMW . eme r gingt h r eats . net / cg i - b i n/ c vs 1r1e b . cg i / sigs / VIRUS /TROJAN_ Turkoj a n ; sid : 2008030; 
r ev :3 ; ) 

#by J effrey Br o1,in 
# 

a l e r t t cp $HOME_NE T a ny - > $ EXTERNAL_NET $HTT P _PORTS (msg : "' ET TROJAN Li ghty Va r iant o r Ult i mateDefender POST" ; flow: established , t o_se r ver ; co ntent: " POS T " ; depth : 5; co ntent:" . php " ; 
content: "gd:"; content : "&af f id: "; content: "&s ub i d:" ; cont e n t : "&pr o v="; nocase; c las stype : t rojan -activ i t y; r ef e r e nce: u r 1, doc . e mergi ngth r ea t s net / 2008784 ; 
r e f e r enc e : u r 1, W\Vl>J . eme r g i ngth r eats . ne t / cgi- b i n/ cvs 1\leb . cg i / s igs / VIRUS/TROJAN_Ultimate Def e nde r; s id : 2008784; r ev : 3; ) 

#by matt j onkman 
# 

a l e r t t cp $HOME_ NE T a ny - > $ EXTE RNA L_NET 1024 : (msg : " ET TROJAN Uni ve r sa l 1337 FTP Upl oad of Compr omised Data"; flow: es t a blishe d , t o_ se r ve r ; content : "#####.'######## l0 d 0a l "; 
cont e nt: "###########"; di stance : 0; content :" Uni ve r sal1337 "; d istane e: 0; class t y pe: t roj an -activity ; re f e r e nce : u r l , doc . eme r gingthr e a ts. ne t / b i n/v i e1r1/,.,ain/ Tr o j a nUni ve r sal1337; 
r e f e r ence : u r 1 , W\Vl>J . mega sec ur i t y .or g / troj a ns / u/ un i ve r sa l 1337 / Uni ve r sa l 1 337v2. ht ml ; r e f e r e nce : ur 1 , W\Vl\l , emergingth r eat s . net / cgi- bin/ c vs we b . cgi / s i gs /VIRUS / TROJAN_Unive r sal1337 ; s i d : 2007967; 
r ev :6 ; ) 

#by matt j onkman 
# 

a l e r t t cp $HOME_NE T a ny -> $ EXT ERNAL_NET 25 ( msg: " ET TROJAN Uni ve r sa l1337 Email Upl oad of Compr omised Data"; f10 1rl : established , t o_se r ve r ; c onten t : "############# l0d 0a l "; 
content: "###########"; d istance: 0; content : " Uni ve r sal1337 " ; d i s tane e: 0; clas stype : t roj an -activ ity ; r e f e r e nce : u r 1, doc . eme r g ingthreat s . net / b i n/v i ew/,.,ai n/T r o j a nUni ve r sal1337 ; 
r e f erence : u r 1 , WWL>J . mega sec ur i t y .org/ troj a ns / u/ un i ve r sa l 1337 / Uni ve r sa l 1337v2. html; re f e r e nce: ur 1 , WLWI . emergingthreat s . net / cgi- bi n/ c vs we b . cgi / s igs /VIRUS / TROJAN_Uni ve r sal1337; sid : 2007968; 
rev : 5; ) 

#by marcus at unso ber 
#re : 1331f f cae4e8d l de36a708db0e30346b 

a l e r t t cp $HOME_NE T a ny - > $EXTE RNA L_NE T $HTT P_PORTS (msg : " ET TRO JAN Password Stea l ing Troja n Chec k-in" ; flm\l :establishe d,to_ se r ve r ; co nt ent: " GET "; depth :4 ; uricont e n t : " . php" ; 
uri co ntent:" ?act i o n: "; u r i content : "&a: " ; u r i co ntent: "&e: " ; uricontent: "&u: "; u r i cont e nt : "&l : " ; u r icontent : "&p: "; co ntent : ! "Host I 3a I whos . a mung . us"; c l asstype : t rojan-activi t y ; 
r e f e r enc e : u r 1 , doc . eme r g i ngth r eats. ne t /2009458 ; re f e r e nce: ur 1, www .eme r g ingthr eats. net / c gi-b i n/ cvs L>Je b . cgi / s i gs / VIRUS/ TROJAN_Unknown; sid : 2009458 ; r ev :4 ; ) 

#by ma r cus a t uns o be r 
#re : 2c b21d88a0217595455591c7345c0395 

a l e r t t cp $HOME_NET a ny -> $ EXTE RNAL_NET $HTT P _ PORTS (msg : " ET TROJ AN Unknol\ln Tr o j an HTT P Chec k-in " ; flm>J : establis he d , t o_se r ve r ; content : "GET " ; de pth : 4 ; uricontent : " . ph p" ; 
urico ntent: " ?&mode= "; uri co ntent : "&i d= " ; uri co ntent: "&ou tput =" ; u r i content: "&time= " ; e l asstype: t r o jan-act i v i t y; r efe r e ne e : u r l ,doc. eme r g i ngth r eats . ne t / 2009521; 
r e f erenc e : u r 1 , W\Vl>J . eme r gingth r eat s. ne t / cgi - bin/ cvs 1\leb . cgi / s i gs / VIRUS/ TROJAN_Unknown; s i d; 2009521 ; r e v ; 2 ; ) 

#by marcus at unso be r 
#re : 3cc737de7f f db084ae969a7d25dc4c06 
# 

a l e r t t cp $HOME_NE T a ny -> $ EXTERNA L_NET $HTT P_ PORTS (msg : " ET TROJAN Unkn01vn Tr o j an Chec k- in ( 3 ) " ; f1 01v: e s t ablished , t o_ser ve r ; cont e nt :"GET "; de pth :4; uri cont e nt : ".asp"; uri co ntent : "? 
use r na me: " ; ur icon t e nt : "&serve r Mac =" ; co nt e nt : "&ed i tion: "; pere : "/ . as p\ ?use r name: . +&se r ve r Mac: ( [ 0-9A- F] {2} - ){5 }(0 - 9A- F ]{ 2}&edit i on: / Ui"; c l asstype : t r o j a n- act i v i t y; 
ref erence : u r 1 , doc. emergingt h r eats. ne t /2009532; r e f e r e nc e : ur 1, 1\1\WI . eme rg ingthreats . net/ cgi-bi n/ cvs we b . cgi / s igs / VIRUS/ TROJAN _ Un kno1·m; sid : 2009532; rev : 3; ) 

#by Anonymous Subm i t t e r #2 
# 

a l e r t t cp $HOME_NE T a ny -> $ EXTE RNAL_NET $HTT P_ PORTS (msg : " ET TROJAN Unkown Trojan Use r -Age nt ( 5.1 .. , ) " ; fl ow:e s t a bl ishe d , t o_ serve r ; cont e nt : " l0d 0a lUse r -Agent l 3a l 5. 1 " ; 
c l asst ype: t r o j a n-act i v i t y; r ef e r e nce: ur 1 , doc . eme r gingthr eats . net/2009685; r ef erence : u r 1, 1\1\\IW . eme r gingthr eat s. ne t / cgi - bini cvs we b . cgi / sigs /VIRUS / TROJAN_Unknown ; s i d : 2009685; r e v : 4 ; ) 

#by : Jeremy Com\lay at sudosecure. net 
#ref : 13b0745b6e756120367d31 f b404f360c 

a l e r t t cp $ EXTERNAL_NET $HTT P_PORTS -> $HOME_NET a ny (msg : " ET TROJAN Ge neric / Unknmrn Downl oade r Config t o c lient" ; fl ow:establi s hed,to_cl i e nt ; conte nt: " [I ns talle r l n i ] "; nocase ; 
de pt h : 300; co ntent: " I 0d 0a I Pid: " ; nocase; 1,i ithin : 6 ; content : " I 0d 0a I Pr odu c t =" ; nocase; conten t : " l0d 0a I FIO: "; noc ase; co ntent :" I 0d 0a l Title="; nocase; class t ype: t r o j a n -activ i ty; 
r e f erence : ur 1 , doc . emerg i ngth reats. ne t /2009809; re f e r e nce: ur 1, l\lww . emerg i ngth r eat s . net / cgi -bin/ cvSL>Je b . cgi / s igs /VI RU S/ TROJAN_Unknown; sid : 2009809; r ev : 2; ) 

#by : Jeremy Com\lay at sudosecu re. net 
# r ef : 2763eedda0b2dc446adbl f 84f 9 f 3Sfc1 

a l e r t t cp $HOME_NE T a ny -> $ EXTE RNA L_NE T $HTT P_ PORTS (msg : " ET TROJAN Unkno1vn I.Je b Bot c hec kin Possibl e Brutefor cer for 1,/e b Fo r ms a nd Accounts - HTTP POST"; flow:est ablis hed, to_ serve r ; 
cont e nt : "POST " ; dept h : 5; cont e nt : "&ve r : " ; nocase ; co nt ent: "&MAX EXECUTE TIME="; nocase; conte nt : "&R ELOAD JOB5= " ; nocase; cont e nt : "&BRCM-JSER OELAY:"; nocase; content : "&CONTRO L PAG E" ; 
nocase; conte nt: "&last l ogco unt " ; nocase ; conte nt: "&m i n_captchas i'ie"; noc'ase ; content: "&REPORTS_PAGE"' ; noc'ase; cont e nt : "&TICKETS_PAGE " ; nocaSe; content: "&botid" ; nocase ; -
content: "&REG_NAME"; nocase; content : "&bot l ogin=" ; nocase; c las s t ype : trojan-ac t i vity; r ef e r ence: u r 1, doc . eme r gingthreat s . net / 2009830; r e f e ren c e : url , \'MY . eme r gingthrea t s . net / cg i ­
b i n/ c vs1veb. cgi / s i gs /VI RUS/ TROJAN_Unknown; s id : 2009830; r ev : 2; ) 

#by Mi ke Cox 
# 
a l e r t tcp $HOME_NET a ny - > $ EXTE RNAL_NE T $HTT P _ PORTS (msg : " ET TROJ AN Sus p i cious e xe .exe request - poss i ble do1-Jn l oade r / Oficla " ; fl ow: t o_se r ver , establi s hed ; uricontent: " / exe . exe" ; nocase; 
pere:" /\/exe\ . exe$ / Ui " ; nocase; cla ss t y pe: t roj a n - act i v i t y ; r e fere nc e : url , a nu bi s . i s e c l a b . org/ ?ac t ion=r esu l t &tas k_ i d=11873c8979f 34c8d4f d0 da51 2df 635cac&f orma t =t xt; 
r e f e r ence : u r l. doc. emerg i ngth r eats . ne t /2010741 ; re f e r e nce: ur l, IY\Vl>J . eme r g ingthr eat s . ne t / cgi- bin/ cvs L>Je b . cgi / s igs / VIRUS/ TROJAN_Unknown; s id : 2010741 ; r ev : 2; ) 

# by e vilghos t 

• 
a l e r t t cp $HOME_NE T a ny - > $ EXTE RNA L_NET $HTT P _ PORTS (ms g : "ET TROJAN Ja va Doi>Jn l oa de r likely malicious pay l oad do~m l oad s r c =xrun" ; flow: es t a blished , t o_se r ve r ; con t e nt: "GET / ge t ?src=xr un 
HTTP/ 1 . " ; nocase ; co nt e nt : " I 0d 0a I Reques t I 3a I "; noc ase; class t ype : t roj a n -act i v i t y ; r eference : url, 1rr.,.rw . b l uetack . co. uk/ fo rums / l ofi ve r sion/ i ndex . ph p/ t 18462 . h t ml ; 
r e f e r ence : u r l . doc. eme r gingth r eat s . ne t /2010821 ; r e f e r e nce: ur l , IY\Vl>J . eme r g ingth r eats . ne t / cgi-b in/ cvs L>Je b . cgi / s igs / VI RUS/ TROJAN_Unknown; sid : 2010821 ; r ev : 3; ) 

#by e vilghos t 
# 
a l e r t t cp $HOME_NET a ny - > $ EXTE RNA L_NE T $HTT P_ PORTS (ms g : " ET TRO JAN sma i n ?scout =acxc Ge ne r ic DOL>J n l oad l a nding" ; f101v :establis he d , to_ serve r ; conten t : "GE T "; dept h :4; nocas e ; 
urico ntent: " / sma in ?scout =ac xc"; nocase; pe r e : "/\/ sma i n\ ? scout =a cxc [ a - z ] { 3 }$/ Ui "; c lasstype: t r ojan-ac t i vity ; re f e r enc e : u r 1, MVl>J . b lue t ac k . co. uk/ forums / l ofiversion/ i ndex . php/ t18462 . ht ml; 
r e f e r ence : u r l . W\Vl>J . t hr eatexpe r t. com/ r e po r t . as px?md5=513077916da4e86827a6000 b40db95d5 ; r efer e nce : u r l , doc . eme r gingth r eat s . net / 2010822; referenc e : ur l , 1r1wr1 . eme r gingth r eats . net / cgi ­
b i n/ cvs1veb. cgi / s i gs /VI RUS/ TROJAN_Unkno1rm; s id : 2010822; r ev : 3; ) 

#by e vilghos t 
# 

a l e r t t cp $HOME_NE T a ny - > $ EXTE RNAL_NE T $HTT P _PORTS (msg : " ET TROJAN l.JSc r ipt / VBScri pt X,-,LHTTP do L>J n l oade r likely malicious get ?src=" ; fl mv :est ablishe d , t o_se r ve r ; cont e nt : " I 0d 0a I Use r ­
Age nt I 3a I Moz il l a / 4 . 0 ( compat ible I 3b I Win32 I 3b I 1-J i nHttp . l.J i nHt t pReq uest " ; nocase; ur i co nten t : " / ge t ? s r c =" ; nocase; co ntent : " I 0d 0a I Re que s t I 3a I "; noc ase; co ntent : " r un I 0d 0a I "; wi t h in : 5; 
c l asst ype : t r o j an-act i v i t y ; r ef e r e nce : ur 1 , 1\1\Vl\l . blue t ac k . co . uk / forums / l of i version/ i nde x . php/ t18462. ht ml ; r ef e r ence: u r l • doc . eme r g ingth r eat s . ne t / 2010838 ; 
r e f e r ence : u r 1 , W\Vl>J . eme rg i ngth r eats. ne t / cgi -bin/ cvs 1\leb. cgi / s igs / VIRUS/TROJAN_Unknown; s i d; 2010838; r e v ; 3; ) 

# 2010 -07- 14 By Ped ro Marinh o 
#d7722alc 565c215c9e07b53a 1117958f 
# 

a l e r t t cp $H0t1E_NE T a ny -> $ EXTE RNAL_NET $HTT P_ PORTS (msg : " ET TROJAN Tr oj a n .Sta r tPage activity"; flow: t o_ serve r , establ i s he d ; content : "G ET " ; depth: 4; urico ntent:"s tat . ht m?id: "; 
urico ntent: "&r: " ; ur i content: "&l g= " ; ur icontent : "&nt i me= "; ur icontent : "&r e peati p=" ; u r iconten t : " &r time="; ur i content : "&c nzz I 5f l eid="; ur i content :" 12d l&s howp="; u r i content : "&s t =" ; 
urico ntent: "&si n" ; uri c ontent : "&res:" ; c l ass t y pe: trojan- act i v i t y; re f e r e nce; ur l , doc . emergingthr e a t s. net /2011228; refe r e nce: ur 1, Wl\l\Y . eme rgi ngthrea t s . net / cgi -
b i n/ c vsNeb. cg i / s i gs /VI RUS/ TROJAN _Unkno1rm ; sid : 2011228; r ev : 1; ) 

#by darr en s pr ue ll 
# 

a l e r t t cp $HOME_NET a ny -> $ EXTERNAL_NE T $HTT P_ PORTS (msg : " ET TRO JAN Unr uy D01,in l oade r Chec k i n " ; flOl•l : es t a bli s hed, t o_s e r ve r ; u r i cont e nt :" , php ?U =" ; nocase; ur i content : "@" ; pc r e : " /\. php\ ? 
U=\ d+@l\ dt@\d+@\ dt,@\ d t@ ( a- f0 - 9 ] +$ / U" ; e l asstype : t r o j a n-ac t i v i t y ; r eference : ur l , dda nc hev . bl ogspot. com/ 2010/ 03 / c opy r ight- l aws uit -f i l ed-aga in s t -you . ht ml ; 
r e f erence : u r 1 , i se . sans . o r g/ d i a r y . ht ml ? s t oryid =8497; r eference: ur 1, th r eatinfo . t r e ndmic r o. com/v i nfo /v i r usencyclo/ defau l t5 . as p ?VName =TRO J _AGENT . STM&VSec t =T; 
r e f erence : u r 1 , doc. eme r g ingt h r eats . ne t /2010975 ; re f e r e nce: ur 1, 1Y1wi . eme r g ingt hr eats . ne t / cgi-b i n/ cvs we b . cgi / s igs / VI RU5/ TROJAN_Unr uy; s i d : 2010975; r e v : 3 ; ) 

#by Dan Cl eme ns 
# 
a l e r t t cp $EXTE RNAL_NET $HTT P_ PORTS -> $HOME_NET a ny (msg : " ET TRO JAN VMPr o tec t Demo ve r s ion Pa cked Bina r y - Like l y Hos t ile"; f101v :from_se r ver,es t abli s hed ; conten t " l 2E l r s r c l00 I"; 
content: "vmp0 l 00 I " ; 1-Ji thi n : 50; co ntent : "vmpl j00 [ ·•; wi t h i n : 50; e l ass t ype: t r ojan -act i v i t y ; ref e r ence: ur l , W'IM , vmpr o t ec t . r u ; r ef e r e nce : u r l , WWI\I . packetni njas . net ; 
r e f e rence: u r 1 , doc. emergingth reats. net/2009019; re f e r e nce: ur 1, 1Y1wi . eme r g ingthr eats . ne t / c gi - bin/ cvs L>Je b . cgi / s igs / VI RU5/ TROJAN_ VMProtect ; s i d : 2009019 ; r ev : 2 ; ) 
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#f r om sandne t a na l ys i s , by matt Jo nkman 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P_ PORTS (msg:"ET TROJ AN Va nq ui s h Tro j an HTTP Checkin" ; fl o1oJ :es tabli s hed ,to_serve r; ur icon t ent : " i p=" ; u r icontent • "&v=l &s="; uricon t ent : "&h=" ; 
u r i co nt ent : "&kb=" ; uri c ont e nt : "&o: " ; u r i content : " &e= "; u r ico nt ent: "&un="; ur ico ntent: "&m=" ; u r icontent: "&11i ="; uri con t ent : "&s s="; c l asstype : t ro j a n -act i v ity ; 
r e f e r e nce: u r l , doc . eme r gingth r eats. net/ 2007698; r e f e r e nce : ur l, wwL'il . e me r g i ngthreats . net/ cgi- b i n/ cvs Neb . cgi / s igs / VI RUS/TROJAN_ Va nquish; s i d : 2007698; rev : 3; ) 

#matt j onkma n 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P _ PORTS (msg: " ET TROJ AN Va psup Us e r -Agent ( dos howmeanad l oade r v2 . 1 ) "; flow: t o_se r ve r ,establishe d; content :" 10d 0a lUser-Agen t I 3a l 
dos howmea nad " ; classtype: t r o j a n -ac tiv i t y ; r eference : ur l ,doc. emergingthreats. net /2008142; ref er e ne e: ur 1, www , eme rgingthreats. net / cgi-b i n/ c vswe b. cgi/ s igs / VI RUS/TRO JAN_ Va ps up; s i d : 2008142; 
rev : 4 ; ) 

#by matt jonkma n 

• 
#ale r t tc p $HCl'1 E_NET 10 24 : - > $ EXT ERNAL_ NET 10 24 : ( msg : " ET TROJAN Vi pdataend c&c Traffi c - Chec k i n " ; fl ow : established , to_se r ver ; d s ize : <20 ; content :" I 3a l " ; dept h : 5; off set : 2 ; 
content : "I 7c I "; ~li th i n: 8; dept h : 12 ; c las:s t yp e : t ro j a n- act i v i t y ; r e f e r e nce : ur l , doc . eme r gingth r eats. ne t / 2007962; r efe r e nce : ur l , www . e merg ingt h r eats . net / cgi-
b i n/ cv :s\'1'eb . cg i / s i gs / VI RUS/TROJ AN_ Vi pdataend; s id : 2007962 ; r ev : 6 ; ) 

#by ma tt jonkma n 

• 
#a l e rt t c p $HCl-'I E_NET 1024 : - > $ EXTE RNAL_ NET 1024: ( msg: " ET TROJAN Vi pdataend c&c Traffic - Sta tus OK"; flow:es t a blished , t o_server; ds i ze : 2 ; content : "OK" ; cla sstype: t r o j an -activity; 
refer e nce : u r 1 , doc . eme r g ingthrea ts . net/ 2007963; r efere nce: ur 1 , Wltll'il . e me r g i ngth r eat s. ne t / cgi- b i ni cvs Neb . cgi / s igs /VI RUS/ TROJAN_ Vi pdatae nd; s i d: 2007963 ; r e v : 4 ; ) 

#by matt jonkma n 

• 
#a l e r t tc p $EXTERNAL_NET 10 24 : - > $HOME_ NE T 1024 : ( msg : " ET TROJAN Vi pdataend c&c Tr affic - Se r ve r Sta t us OK" ; flow:e:s t abli shed, t o_serve r ; ds ize : 2 ; cont e nt:"OK " ; class t y pe: t rojan -
activ i t y ; refe r e ne e : ur l , doc . emergingthrea t s. ne t / 2007964 ; re f erence: ur l , www . emergingt hreats. net / cg i - bin/ cv sweb . cgi / s i gs/VIRUS/ TROJAN_ Vi pdataend ; s id : 2007964; rev: 4; ) 

#by matt j onkma n 

• 
#a l e r t tc p $Ha'1 E_NET 10 24 : - > $ EXT ERNAL_NET 1024 : ( msg : " ET TROJAN Vi pdataend c&c Tr affic - Check i n ( XY ) " ; f1 01'1' :establishe d, to_se r ver; dsize: <20; con tent: "XV I 3a l 2 I 7c I 212"; off se t : 0 ; 
depth : 9; c lasst ype : t r o j a n -activ i t y ; refe re nce : ur l , doc . eme rgingth r e a ts. net /2007970; r eference: ur l , 1.wJW . eme rgingthreats . net / cgi- b i n/ c vswe b . cgi/ sigs / VI RUS/ TRO JAN_ Vi pdatae nd; sid : 2007970 ; 
r ev :7 ; ) 

#by matt jonkma n 

• 
#a l er t t c p $HCl-'I E_NET 1024 : - > $EXTERNAL_NET 10 24: ( ms g: " ET TROJ AN Vi pda taend c&c Tr affi c - Check i n ( FYHL) "; fl ow: establishe d , t o_se r ver; ds i ze: 11 ; con tent : " FY\.JLI 3a 12 17c I 212"; offset :0; 
depth : 11 ; e lasstype: t roj a n- ac t i v i t y ; re f e r ence: ur 1, doc . e me r gingt hreat s . ne t /2008 223; refe r enc e : ur 1, ~l'lrw . e me r gingt h r eats . ne t / cgi-bin/ c vs ~1e b . cgi / s i gs / VIR US/ TROJAN _ Vi pdataend; s i d : 2008223; 
r e v :4; ) 

#by ma tt jonkma n 

• 
#a l e r t t cp $HCJ'I E_NET 1024 : - > $ EXT ERNAL_ NE T 1024 : ( msg : " ET TROJAN Vi pdataend C&C Traffic - Chec k i n ( XYLL) "; flm-J : establis hed, t o_se r ve r ; ds ize : 11 ; con tent: "XYLLI 3a I 2 l7c I 212"; offse t:0; 
depth : 11 ; class t yp e : t roj a n-act i v i t y ; r e f e ren ce: ur 1, doc . eme r gi ngt h r eat s. net / 2008224 ; r efe r ence: ur 1, ~flirw . eme r gingt h r eats . net / cgi-b i n/ c vswe b . cg i / s i gs / VIR US/ TROJAN_ Vi pdataend; s i d : 2008224; 
r e v : 4 ; ) 

#ne ~, va r i a tion, a l so ca lled Ceck no now 

• 
#a l ert tcp $H01 E_NET 10 24 : • > $ EXT ERNAL_NET 1024 : ( msg: " ET TROJAN Vi pdataend / Cec kno C&C Tr affic - Chec k i n "; fl ow: es t ablished, t o_se r ver; d size : <30; content ! "VERSON EXc I 3a I 2 I 7c I 212 I 7c I" ; 
depth : 16 ; cla:sstyp e : t roj a n-ac t i v i t y ; r efe r e nce: ur l , doc . eme r gingth r ea t s. net / 2008254; r efe r ence ! ur 1, www . eme r gingth r eats . net / cg i -bin/ c vs~1e b . cg i / :s i gs / VIR US/ TROJAN_ Vi pdataend ; s i d : 2008254; 
rev :4; ) 

#greg bo1.-Jse r 

• 
#ale r t t cp $HCl-'I E_NET 1024 : - > $ EXT ERNAL_ NET 1024 : ( msg:" ET TROJAN Be i zhu/Womble/ Vi pda taend Checking in with Controlle r " ; f1 01-J :establi s hed, t o_server; ds ize: <70; content : " l3a lWi ndows" ; 
dept h : 11 ; offse t : 2; c ontent:" l7c I 212(" ; d is tance : 0; wi t h i n : 15; classt ype : t ro j a n -activ i t y ; ref er e ne e : ur l , doc , eme r g ingthreats . net / 2008334; r efe r ence: ur 1 , LWl'/1. eme rgi ngthr eat s . net / cg i ­
b i n/ cvsweb. cg i / s i gs /VIRUS/ TROJAN_Vi pda t ae nd; s id: 2008334 ; r ev : 9 ; ) 

#gr eg bowse r 

• 
#a l e r t t cp $ EXT ERNAL_NET 10 24 : - > $HOME_NET 10 24 : ( msg : " ET TROJAN Beizhu/lVomble / Vi pdataend Co nt ro lle r Keepalive"; flm" :establi shed , from_serve r ; ds ize: 1 ; con t ent :"d"; c l asstype: trojan-
activ i t y; r efe r ence: ur l , doc . emergi ngt h r eats. net / 2008335; r e f erence : ur l , ~Mw . eme r gingth r eats. ne t / c g i - bin/ cvs t,eb . cg i / s igs / VIRUS/ TROJAN_ Vi pda t aend; sid : 2008335; rev : 7; ) 

#matt j onkma n 

• 
#a l e r t t c p $HCl-'I E_NET 1024: - > $ EXT ERNAL_ NET 1024 : ( msg: " ET TROJAN Vi pdataend c&c Tr affic - Check i n (va riant 2 ) " ; fl owbits: set , ET . v i pda taend; f101.-J : established, to_se r ver; dsi ze : <22; 
cont en t : " l 3a l " ; depth :5; offset : 2; content :" l 7c ll'1' i n " ; l'1' ithin :8 ; de pt h: 12; c l asstype : t r o j an - activity ; r efe r ence: u r l , doc . eme rgingt h r eat s . ne t / 2009025 ; 
ref erence: u r 1 , WWl'il. eme r gingth r eats. net / cgi- bin / cvs LoJeb . cgi / s igs/VIRUS/TROJAN_ Vi pdataend; s i d: 2009025 ; r e v : 2 ; ) 

#matt j onkma n 

• 
#a l e r t t cp $HCl'1 E_NET 10 24 : - > $ EXT ERNAL_NET 10 24 : ( msg: " ET TROJAN Vi pdataend C&C Tr affic - Sta t us OK (va riant 2 ) " ; fl owb it s: isset, ET . v ipdataend; flow:establi shed , t o_se r ve r ; d s i ze : 1; 
content : "1"; dept h : 1 ; e las s t ype : t r o jan-activ i t y ; r e f e r e nce: u r l . do c . eme rgingth reats . net/ 2009026; r ef e r ence : u r l . WIVI-J . emer gingth r eats. ne t / cgi - b i n/ c vs 1.-Je b . cgi / sigs / VIRUS/ TROJAN_ Vipdataend ; 
sid : 2009026; r ev :3; ) 

#matt j onkman 

• 
#a l ert t c p $HCl-'I E_NET 1024 : - > $EXT ERNAL_NET 1024: ( msg : " ET TROJAN Vi pda taend c&c Tr affi c - Checkin (va riant 3 ) "; fl ow: estab lished, t o_serve r ; ds ize : <42 ; conte nt :" l 3a IL.Ji nd 01'1's " ; dept h : 11 ; 
off set: 2; e lasstype: t roj a n- act i v i t y ; refe r ence : ur 1, doc . eme r gingt hrea t s . ne t / 2009037; r efe r ence : ur 1, 111'/rw . emergingt h r eats . ne t / cg i -bin/ c vs ~1e b . cgi / s i gs / VI RUS/ TROJAN_ Vi pda tae nd; s i d : 2009037; 
r e v : 2; ) 

#by Da ni e l Clemens of pac ketn i nj as 

• 
a l e r t t cp $EXTERNAL_NET a ny -> $HOM E_NET a ny (111:sg : " ET TROJ AN Vi rt ua l P r otec t Pac ke d Bi nary - Like l y Host ile"; flo~, : establishe d, fr om_se r ve r ; content: " I 2E 72 73 72 63 I"; content : " I 2E 70 61 
63 6B 33 32 00 I "; wi t h i n : 49 ; class t ype : t ro j a n - activ i t y ; r efe r e ne e : ur l , b i ts . pac ketni njas. org/ e bl og/ ?p=3; r efe r e nce : ur l , doc , eme rgingth reats . net /2008509 ; 
ref e r e nce: u r l , wwL'il . eme r gingth r eats. ne t / cgi - b i n / cvs 1'<1eb . cgi / s igs / VIRUS / TROJAN_ Vi r t ua l Pr otec t; s i d: 2008509; r e v : 3; ) 

# by Matt Jonkman, fr om Sa ndn e t dat a 

• 
a l e r t tc p $HOME_NET any - > $EXTERNA L_NET $HTT P_PORTS (msg:"ET TROJAN Vi rtumonde Variant Re po r t ing t o Controlle r v i a HTTP" ; f10~1 : establishe d , t o_serve r ; u ricontent: " ?sid =" ; pc r e: " /\ ?sid= 
[ 0 - 9A- F] {180}/ U"; clas sty pe : troj an -activ i t y; r ef e r e nce : u r l , doc . eme r gi ngthr ea t s . net / 2007142; r ef e rene e! u r l , 't'lrll.'1' . eme r gingth r ea t s. net/ cgi- bi n/ cv sweb. cg i / s i gs/ VI RUS/ TROJ AN_ Vi r t umonde; 
s i d:2007142; r ev :3; ) 

#by Matt Jonkma n, from Sa ndnet data 

• 
a lert t cp $HOME_NET a ny - > $EXTERNA L_NET $HTT P_ PORTS (msg: " ET TROJ AN Virtumonde Va r iant Repo r ting t o Controlle r v ia HTTP ( 2 ) "; fl o1.-J : estab li shed,to_ se r ve r; ur icontent: "php?"; nocase; 
u r i co ntent : "cmp= " ; noca se ; u r icontent : "&gui d =" ; nocase; ur i content : "&af f i d =" ; nocase; ur i content : "&run=" ; nocase ; ur icon ten t : "&d n_ui d =" ; no cas e; u r i content: "&dn_aff i d: " ; nocase ; 
u r i con t ent : "&vm_gui d="; nocase; uricontent : "&i p=" ; nocase; uricont e nt : "&a l t i d: " ; nocas e; class t ype : t r o j an- activ i t y ; refe r ence: u r 1 , doc . eme r gingth r eats. net / 2007285; 
r e f erence: u r 1,WWl'il. eme r gingth r eats. net/ cgi - b i n / cvs 1oJeb . cgi / s igs / VI RUS/TROJ AN _ Vi rt umon de; s i d : 2007285; r e v : 3; ) 

#by jeremy at s udosec ur e 
# ref : 196df 30f 6f8a 8alb42eel 9ac 58404553 

• 
a l e rt t cp $HOME_NE T a ny - > $EXTE RNA L_NET $HTT P_ PORTS (msg:" ET TRO JAN Vi r t umod/ Age nt . uf v/Vi rtumo nde Get Req uest"; f1 01'1' : estab li she d , to_s e r ve r ; content : "GET " ; de pt h :4; uriconte nt:" . ph p?" ; 
nocase ; u r icontent : " ve r =" ; nocase; uri con t ent : " a i d=" ; nocase; urico nt ent : "u i d:" ; nocase ; u r icontent : " a dm="; nocase; c l ass t ype: t r ojan -act i v i t y ; 
r e f e r e nce: u r 1 , doc. eme rg i ngth r eats. ne t / 2008377 ; r e f e r e nce : ur 1, MVl'<I . e me rg i ngthreat s. net / cgi- b i ni cvs Neb . cgi/s igs / VI RU S/ TROJAN_ Vi r t umonde ; s i d : 2008377; r e v : 2; ) 

#by robe r t g ra bo1.oJ s ky 

• 
a l e r t tc p $HOME_NET a ny - > $ EXTERNA L_NET $HTT P _ PORTS (msg: " ET TROJ AN Vi r t umonde Varia nt Re port i ng t o Cont rolle r v ia HTTP ( 3 ) " ; flow: estab lished, t o_ se r ver; uricont ent: "dll . ht ml? " ; 
nocase; u r i con t ent: "af f i d =" ; noc ase ; u r icontent : " &uid =" ; nocase; uricontent : "&gu id="; no ca se; c l as stype : t r ojan-a ct i vi t y ; r e f erence: ur 1, M'il'il . t hr ea t ex pert. com/ r eports . a spx? 
fi nd=a ps t p l dr . d 11 . ht ml ; refe r ene e : url , doc . eme r g i ngth r eats . net/ 2008863; re fe r e ne e : ur l , www . eme r g ingth r eats. net / cgi- bin/ cvs t1eb . cg i / s igs / VIRUS/ TROJAN_ Vi r t umonde; sid : 2008863 ; r e v : 3; ) 

#by Matt Jonkma n 

• 
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a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET 3306 (msg: " ET TROJ AN Vi r uscatc h . co. kr/Win32 . Small . hvd Mys ql Comma nd and Co nt r o l Connection ( use r v i r uscatc h) " ; flow:established ,to_serve r ; 
d s ize : <40; content : " vi r usca t ch I 00 J " ; c l asstype : t r o j a n-ac t i v i t y ; r e fe r ence: ur l , doc . e mergi ngth r e a t s. ne t / 2008573; refe r ence : ur 1, 11Mw . emerg i ngt h r eats . net/ cg i -
bin/ c vs1"eb . c g i / s i gs/ VI RUS/ TR OJAN_ Vi r usc a t c h . co . kr ; s i d : 2008573 ; r e v : 3 ; ) 

# by J effre y Brown 

• 
a l e r t t cp $HOME_NET any - > $ EXTERHAL_NET $HTTP _ PORTS (msg: " ET TROJAN Vi r us r e move r 2008 . com Checkin " ; fl Dl>J :to_se r ve r ,establishe d; cont e nt: "GET "; dep t h :4; nocase; uricontent : " ?action: "; 
nocase; ur i content : " pc_ i d : "; noc ase; uricontent : " a bb r : " ; cont e nt : " I 0d 0a l Use r -Age nt I 3a I Stati stican" ; e l asst ype : troj a n - activ i t y; r efe r ence: ur 1, doc. eme rgingth reats. net / 2008527; 
r ef e r ence: u r 1 , www . eme r g i ngth r eats, ne t / cgi - b i n/ cvs1>Jeb . cgi / s i gs / VI RUS/ TROJAN_ Virus r emove r 2008 ; s i d: 2008527 ; r e v : 4; ) 

#by Da ni e l D, l . 

• 
ale r t tcp $HOME_N ET a ny - > $ EXTERNAL_NET 65520 (msg : "ET TRO JAN IH 2 .Vi r ut . A j oining a n IRC Cha nnel" ; fl ow: establis hed,to_ser ve r ; cont e nt: "JOIN &vi r t u"; c l asst ype : t ro j a n - act i v ity ; 
r e f e r ence: u r 1 , www . bi te r ank . net ; r efe r e nce: u r 1, doc . eme r gingthr eats . net / 2003603 ; r e f e r e nc e : url , wrM . e me r gingt hr eats . net/ cgi-bin/ cv s1>Je b . cg i / s igs / VIRUS/ TROJ AN_ Vi rut ; sid : 2003603; r ev : 3; ) 

#by Marc us at unso be r 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P_ PORTS (msg: "ET TROJAN Vi r ut Counte r / Check-in "; fl ow : established , t o_se r ve r ; content: "GET " ; de pt h :4 ; ur icontent: " . as p?mac: " ; 
u r icontent: "&ve r =" ; pc r e : " / . as p\ ?mac: ( [ 0-9A- F ]{ 2} - ){ 5}( [ 0-9A- F ){ 2}) +&ve r =\ d+/ Ui " ; classtype: t r o jan-acti v i t y ; r e f erence : u r 1, www , t hr eat expe r t . com/ r eport s . as px?fi nd:ipk8888 . c n&x:0&y:0; 
r ef e r enc e : u r 1 , doc. eme r gingt h r eat s, ne t /2009374; r e f e r e nce : ur 1 , ww1,,i . e me r gingth r e at s . ne t / cgi- b i n/ cvs we b , cgi / sigs /VIRUS/ TROJAN_ Vi r ut; sid : 2009374; rev : 5; ) 

#by Marc us at unso ber 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTTP _PORTS (msg: " ET TROJ AN Vi r u t Counte r / Check-in "; flow: established , to_se r ve r ; content : "POST " ; de pt h : 5; ur icontent : " . as p ?mac =" ; 
u r icontent : "&~ : " ; ur i content : "&ve r : " ; per e: " / . as p \ ?ma c: ( [0 - 9A- F ]{ 2}- ){ 5} ( (0-9A- F] { 2} )/Ui " ; e l as stype: t roj an - ac t i v i t y ; r efe r e ne e: u r l , 11M1:l . t h r eatexpert. com/ r e po r ts . as px ? 
fi nd: ipk8888 . c n&x=0&y=0 ; r efe r e nce : u r 1, doc . eme r gingthr ea t s . net / 2009457 ; r e f e r e nce : u r 1, t n·M. e mergingthr eats. net / cgi- b i n/ cvsweb . cg i / sigs/ VIRUS/ TROJ AN_ Vi r ut ; s id : 2009457; r ev : 5; ) 

#by: Jeremy ConNa y at s ud osecur e . ne t 
#ref s : 033f e 21398c0d57 49c4c2 5264c965079 83bba d4Sa9f eefc5dd4 778d148e8117f 5 749d778d7 lb887918f dcf91 f e886a8c 726c8cd8cf8 l be d3161ea5f b6e8b 7 3e4 8cf101c6f615 73flbb24f 229923393e2 
2d17a20a 77e298263c 5ace8adf c186a5 a9 55101 b1469ca0dbd163d995e6448c9 23a96a8 b87dc 3f bc8ce 2f0f 87c719d 56 

a l e r t t cp $HOME _NE T a ny - > $EXTERNAL_NET $HTT P_ PORTS (msg: " ET TROJAN Vi r ut Fa mily GET " ; flow : establi s hed, t o_se r ve r ; content: "G ET "; de pt h :4; ur icontent: "/lgate . php ?n=" ; pc r e : " / n=(0- 9A­
F] {12, 24 }/ Ui " ; c l asstype : t r ojan- act i v i t y ; r ef erence : ur 1 , LWM . f- secure. com/ v - desc s /vi ru s_w32_ v i r ut . s ht ml ; r efe r ene e : ur l , 'INIW , spywa r e r emove . com/ r emove Vi r us Vi r ut r. htm l ; 
r ef e r ence: u r l , www . malwa r e domai nlis t . com/ mdl . php ?sea r c h=l gate. php&co l s ea r c h=All&qu ant ity=50 ; r e f e r e ne e: u r l , www .th r eatexpe r t .com/ re port s , as px ?f ind=vi r ut &x=0&y=0; 
r ef e r ence: u r 1 , doc . eme r g i ngth r eat s . ne t /2009444; r e f e r e nce: ur 1, wwt>J . e mergingth r eats . net/ cgi-bin/ cvs we b . cgi/ sigs /VIRUS/ TROJAN_ Vi rut ; sid : 2009444 ; r ev : 2;) 

#by: Jeremy Com>Ja y at s udosecur e . ne t 
#ref: Sdbc 7f 794a749f09c f c 3b 7058d9ec7f e 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTT P _ PORTS (msg: "ET TRO JAN l-Ii n32. Viru t - GET" ; flow : established , to_se r ver; content: "GET " ; de pt h: 4; urico ntent: " ?n="; nocase; 
u r icontent: "&las t i d =" ; nocase; uricontent: "&Ve r s i on" ; nocase; u r i co ntent : "&s ma r t pi c:" ; nocase; uricontent: "&r and="; nocase ; e l asstype: t ro j a n -act i v i t y ; 
r ef e r enc e : u r l , www . mic r osoft . com/ securi t y/ po r t a l/Thr e a t / Encycloped i a / Ent r y . a s px ?Name =~li n32%2f Virut; r e f e r e nce: u r 1, WWI., . a vast. com/ e ng/L'lin32- v i rut . ht ml ; r e f erence : ur 1 , f r ee. avg . com/ 66558; 
r ef e r ence: u r l , www . t hr e atexpe rt , com/ t h r e a t s /v i r us-11,1 i n32-vir ut -ce . html ; r ef erence : url • doc . eme r g i ngth r ea t s. net /2009808 ; r e f er e nce : ur l , WIINI, eme r g i ngt h r eat s. net / cg i -
b i n/ c vs1"eb . cgi / s i gs/ VI RUS/ TROJAN_ Vi r ut; s i d : 2009808; r e v : 2; ) 

#by: Jeremy ConNa y at s udose cur e . ne t 
#ref : 45 2b0c 4cef e b0339d69582174954210e 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTERNAL_NET $HTT P_ PORTS (msg: " ET TRO JAN Vi r ut /V irutas / Vi r t ob/ QQHelpe r Droppe r Family - HTTP GET" ; fl ow : establishe d , t o_se r ve r ; cont e nt : " GET " ; dep t h :4 ; 
u r icontent: " ?Sof tName=" j nocase ; ur i content: "&softVe r sion=" ; nocase; urico ntent : "&User IP " ; nocase ; uricontent : "&Mac " ; nocase; e l asst ype: t roj a n - activ i t y; 
r ef e r enc e : u r 1 , www . mi c r osof t . com/ secur i t y/ po r ta l / Th reat/ Encycloped i a / Ent r y . a s px ?Name: Tr o j anDownl oade r %3Al.Jin32%2 FQQHe l pe r, ge n ! E&T hr eatID= - 2147371486 ; 
r ef e r ence: u r l , www .sophos. com/ sec uri ty/ a nalyses /v i r uses-and -spywa r e /w32v i ru ti . html ; r ef e r ence: ur 1 , LWNf , t h reatexpert , com/ th rea t s /w 32 -vi r ut - i . ht ml ; 
r ef e r ence : u r 1 , doc . eme r gingth r eats . ne t /2009829; r e f e r e nce : ur 1 , www . e mergingt hreats . net / cgi - bin/ cvs web . cgi / sigs/VIRUS/ TROJAN_ Vi rut; sid : 2009829; rev : 2;) 

#mat t j onkma n 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNAL_NET 1024: (msg : "ET TRO JAN Visual Shock Key l ogge r Re po r ting t o Co nt r olle r " ; f101" :establishe d , t o_ se r ve r ; dsize : <150; cont e nt : " 100 00 IVisua l Shoc k 
Keyl ogge r " ; of f set: 10; de pth : 34; c l asstype: t r o j a n-activ i t y ; flowb i ts : set , ET . vs key l ogge r ; r efe r ence : ur l , r esea r c h . s unb e l t - sof t'lla r e. com/ t hr eatd i s play . aspx ?t hreat i d =42573 ; 
r ef e r ence: u r 1 , doc . eme r g i ngth r eats, ne t / 2008601 ; r e f e r e nce : ur 1, ww11,1. e me r gingthr eats. net/ cg i -b in/ cvswe b . cgi / sigs / VIRUS/ TROJAN_ Vi sua l _Shoc k_Key l ogge r ; s i d : 2008601; r e v : 2 ; ) 

# matt j onkma n 

• 
ale r t tcp $HOME_ NET a ny - > $ EXTERNAL_NET 1024: (msg : " ET TROJAN Vis ua l Shock Key l ogge r Re port i ng I d l e t o Co nt r o lle r " ; flowbits : isset , ET . vs ke y l ogge r ; flow:established , t o_se r ve r ; ds i ze: 8; 
content: " 108 00 00 00 00 00 00 00 1 "; classtype: troj a n- ac t i v i t y ; r e f erence : ur l , r esea r c h . s un belt - sof t wa r e . com/ t h reatd i s p l ay . as px ?thr eatid=42573; 
r e f e r ence: u r 1 , doc . eme r gingth r eats . ne t / 2008602; r e f e r e nce : ur 1, h'l."'" . emergingthreats . net / cgi - bin/ cvs1>Je b . cgi / sigs / VI RUS/ TRDJAN_ Vi sua l _S hoc k_Keylogger; sid : 2008602 ; r e v : 2; ) 

#by Matt Jonkman 
# f r om sandnet a na l ysis 

• 
a l e r t tcp $HOME_NET a ny - > $EXTE RNAL_NET $HTT P_ PORTS (msg: " ET TROJAN Vundo. da m ht tp Checkin a f te r i nf e ctio n" ; flow: establis he d , to_ se r ver ; u r icont e nt : "i ns t a l l. php ?" ; nocase ; 
urico nt e nt: " af i d="; nocase ; u r i co ntent: "&use r _id= "; nocasej ur i cont ent : "&ve rsion="; nocase ; e las stype: t roj an - ac t i v i t y ; r ef e r e ne e: u r l , doc. eme r gingth r eat s , net / 2007572 ; 
r ef e r ence: u r 1 , www . eme r g i ngth r eat s . net / cgi-bi n/ cvs 1>Jeb . cgi / s i gs / VIRUS /T ROJAN_ Vundo; s id: 2007572; r e v : 3; ) 

#by Matt Jon kma n 
# f r om sandnet a na l ysis 

• 
a l e r t t cp $HOME _NE T a ny - > $EXTERHAL_NET $HTT P_ PORTS (msg: "ET TRO JAN Vundo. dam http Upda te " ; f1 01,,i: establis he d,to_ se r ve r ; uricontent : " / cgi-b i n/ hea r t beat . ph p"; noc ase ; uricont e nt : " u i d =" ; 
nocase; ur i content : "&a f f i lia t e_ i d =" ; nocase; uricontent : "&d b=l " ; no ca se; uricontent : "&vers i on="; nocase; e l asstype: t roja n - act i v i t y; ref e rence : ur l, doc . eme r g ingth r eats . ne t / 2007573; 
r ef e r ence: u r l , wM'I . eme r g i ngth r eat s, ne t / cgi - b i n/ cvs11,1eb . cgi / s i gs / VIRUS/ TRO JAN_ Vundo ; s id : 2007573; r ev : 3; ) 

#by v ieta r j ulien 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNAL_NET $HTTP_PORTS (msg: " ET TROJAN Vund o HTTP Pr e-Instal l Chec kin"; fl o~l : established , t o_se r ve r ; uricontent: " / app/ pr einstall. php ?" ; nocase ; 
u r i co ntent: " t _u i d =" ; nocase; ur i cont e nt : "&t_p id="; nocase; uricontent : "&t_mac=" ; nocase; c l asstype: t r o jan- acti v i t y; r e f e r e nce : u r 1, doc . eme r g i ngth reats. net/ 2007989; 
r ef e r ence : u r l . WI"'" . eme r g i ngth r eat s . net/ cgi - b i n/ cvs L>Jeb . cgi / s i gs / VI RUS/ TROJ AN_ Vundo; s id : 2007989; r ev : 2; ) 

#by v i e t a r j ulien 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTE RNAL_NET $HTT P_PORTS (msg: " ET TROJAN Vundo HTTP Post-I ns ta ll Chec k i n" ; flow:establis he d,to_se r ver; u r icont e nt : " / a pp / i ns t all_done.php? " j nocase; 
u r icontent: " t_ui d="; nocase; uricontent: "&t_p i d= ••; nocase; uricontent : "&t_mac= " ; nocase; e l asstype : t r ojan• acti v i ty; r e f e r e nce : u r 1, doc . eme r g i ngth reats. net/ 2007990; 
r ef e re nce: u r l , www . eme r g i ngth r eat s . ne t / cgi - b i n/ cvs L>Jeb . cgi / s i gs / VI RUS / TROJAN_ Vundo ; s i d : 2007990; r ev : 2; ) 

#matt j onkma n 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTERHAL_NET $HTT P_ PORTS (msg: "ET TRO JAN Vund o HTTP Post- I nsta ll Chec k i n (2)" ; f1 01-1 : establis hed,to_ se r ve r ; ur icontent: "?w: " ; nocase; uricontent:"&ucid:" ; 
nocase; ur i content : "&e=00 " ; nocase ; u r icont e nt: "&er r =" ; noc ase; e l asstype : t ro j a n - activ i t y ; r e f e r ence: ur 1, doc. eme r gingth r ea ts . net / 200808 2 ; r efe r ence; ur 1, 'INIW , e me r g ingthr eats . ne t / cgi­
bin/ cvsweb . cgi / s i gs /VIRUS/ TROJAN_ Vundo ; s i d : 2008082; r e v : 2; ) 

#by Netmonk 

• 
a l e r t t cp $HOME_NET a ny - > $ EXTERNAL_NET $HTT P_PORTS (msg: " ET TROJAN Vundo Va r iant r e porting t o Cont r olle r v ia HTTP ( 1 ) " ; flovl: established ,to_se r ver; content : " POST " ; de pth:5 ; 
urico ntent: " / r eq . h t ml ?s ui d=&cuid="; u r icontent: "&t id=" ; uriconte nt : "&cve r ="; u r i content : "&affid=" ; e l as sty pe: t roj an - activ i t y; r efe r e ne e: u r 1, doc . eme r gingth r eats . net / 2008976; 
r e f e r ence : u r l . WM'I . eme r g i ngth r eat s . ne t / cgi - b i n/ cvs L>Jeb . cgi / s i gs / VI RUS/TROJ AN_ Vundo; s id : 2008976; r ev : 3;) 

#by Netmonk 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTERNAL_NET $HTT P _PORTS (msg: " ET TROJAN Vundo Va r iant r e porting t o Controlle r via HTTP ( 2) " ; flow: establi s he d , t o_se r ve r ; content : "G ET " ; de pth :4j 
u r icontent: " ?c u i d="; urico ntent : "&suid=" ; uri co ntent : "&aff i d =" ; e l asstype: t r o j a n - act i v i t y ; r e f e rence : ur 1, doc . eme r gingth r ea t s . net /2008977 ; r efe r ence ; ur l , wvrw. e me r g i ngthr eats . ne t / cg i ­
b i n/ c vs1,,ieb . cgi / s i gs/ VI RUS/ TROJAN_ Vundo; sid : 2008977; r e v : 3; ) 

#by Nathan i e l Richmond 
#Since it ' s a POST, t he r e s houldn' t be many false positives 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNAL_NET $HTTP _ PORTS (msg: " ET TROJAN Poss i ble Vundo Tr o jan Var iant r e po r ti ng t o Cont rolle r " ; flow: esta blished, t o_ se r ve r ; content: " POST "; de pth: 5; 
urico ntent: " / f r ame. ht ml ?"; uri l e n: > 80; c l as stype: t r o j a n -act i v i t y ; r e f e r e nc e : u r 1 , doc , emergingth r eats. net / 2009173; r ef e r ence: u r l ,WI"'" · eme r g ingthr eat s, ne t / cgi -
b i n/c vs,.,eb . cgi / s igs/VIRUS / TROJAN_ Vundo ; s i d : 2009173; r e v:2 ; ) 
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#by Nat ha nie l Ri chmo nd 
#Si nce i t ' s a POST, t he r e s hou l dn' t be ma ny f a l se pos i ti ves 

• 
a l e rt tc p $HOME_NET an y · > $EXTERNA L_NET $HTT P_ PORTS (msg:" ET TROJAH Poss i bl e Vundo EXE Downl oad Attempt " ; f101'ol: es tablished ,to_ serve r ; cont e nt : " GET " ; dept h :4; uricontent : "/ dwn/ d. html? 
s i d=" ; urilen: > 80; c l ass t ype : t r o j an-acti vi t y ; r e f e r ence : ur l , doc . eme rgingt h r eat s . net/ 2009174; refere nce : u r l , WL\l\'ol . emergingth reats . net/ cg i - b in / c vs L'oleb . cgi / s i gs / VI RUS/ TRO JAN_ Vundo; 
s i d :2009174; r e v :2; ) 

#by e v i l ghos t 

• 
a l e r t tc p $HOME_NET any - > $ EXT ERNA L_NET $HTT P_PORTS (msg : " ET TROJAN Vundo Use r -Age nt Che c k-in"; flow:establi s he d , t o_ se r ve r ; co ntent : " l0d 0a lUse r -Age nt l 3a l Mozilla / 4 . 0 ( c ompa t i bl e l 3b l 
MSIE 6. 0 ) WinNT 5 . 1 10d 0a I"; classtype: t r o j a n -activ i t y; r ef e r e nc e : ur l , LWM . syma nt ec. com/ securi t y _ re s pons e/w r ite up. jsp- ?docid =2004- 11 2111- 3912- 99; 
ref e r e nce : u r l , doc . emergingth reats . net/2010490 ; re f e r e nc e : u r l , WM'ol .emer g i ngthr eats . net/ cgi - bin/ cvs L'oleb . cgi / sigs /VI RUS/ TROJAN_ Vundo ; s i d: 2010490; r e v : 4; ) 

#by Tom Fischer 

• 
a l e rt tc p $HOME_NET any - > $EXTERNA L_NET $HTT P_PORTS (ms g: " ET TROJAH \.J in32 .VB . a i e Repo r ti ng User Activ i t y" ; flow:est a blished, to_s e r ver ; uricont ent:"php ?iso= " ; nocase ; 
ur i content : "&c ount r y=" ; nocase ; uricontent: "&pr oxy="; nocase; ur icontent : "&te l =" ; nocase; ur icontent: "&f t p="; nocase; ur i content : "&soc ks= " ; nocase; ur icontent: "&r emote="; nocase ; 
uri cont ent : "&smtp== "; nocase; c l ass t ype : t ro j a n - ac t i v i t y; r ef e r e nce : ur l, doc. eme r g i ngt hreat s. net / 2002857; r e f er ence : ur l , www . eme rgi ngt h r eat s.net / cgi -
b i n/cvs \'ie b . cgi / sigs /VI RUS/ TROJAN_W32 . VB . a i e ; s id : 2002857; r ev : 3; ) 

#by Ma r k Tomba ugh, a na l ys i s at Ne penthesis 

• 
a l e r t t cp $HOME_N ET any - > $EXTERNAL_NET $HTT P _PORTS (msg : " ET TROJAH w32age nt . ds i Doma i n Up-da t e " ; flow: e stabli shed , to_se r ve r ; u r icont e nt : "/ get ge L-.i i nns pi el. ph p ?u i d =" ; class t ype : t ro j a n -
ac t i v i t y ; r eference: ur l , doc . emergi ngthr eat s. net / 2002782; re f er ence: ur 1, WIIIW . eme r gingth r eat s . ne t / cgi-b in/ cvswe b . cgi / s i gs / VIRUS/TROJAN_W3 2Agent .dsi; s i d : 2002782; r e v : 5; ) 

#by Ma r k Tomba ugh, a na l ys i s at Nepent hes i s 

• 
a l e r t t cp $HOME_NET any - > $ EXT ERNA L_NET $HTT P _PORTS (msg : " ET TROJAN N32agent . ds i Posting I nfo"; flow: establi s he d , t o_ serve r ; ur i cont e nt : "/ post ge winns pi e l. ph p"; uricontent : "u i d =" ; 
e l a ss t ype : t ro j a n-activ i t y ; r ef e r enc e : ur 1 , doc . eme r gingthr eats, net / 2002781; re f erence: u r 1, \'flW . emerg i ngth r eats. net/ cgi- b i n/ cvs L~e b . cgi / s i gs/VIRUS/ TROJAN_\-J32Agent . ds i ; s id: 2002781 ; rev : 5; ) 

# by s hadowse r ve r , s t eve n 

• 
a l ert t cp $HOME_NET any - > $ EXT ERNA L_NET $HTT P _PORTS (msg : " ET TROJAN I.Ja ledac Beacon Traffi c Oe t ected "; flow: t o_ se r ver ,es t a blishe d; cont e nt: "POST /" ; de pt h : 6; cont e nt : " l0 d 0a l Refe rer I 3a I 
Mozil l a l0d Ba i " ; nocase ; wi th in : 50; cont e nt : " l0 d 0a lUse r -Agen t l 3a l Moz illa l0d Ba i " ; wi th i n : 120; content : "a="; nocase ; wi th i n : 100; c l asst ype: t r ojan-ac t i v i t y ; 
r e ference : u r l , M\I\~ . shadowserve r . o r g/wiki / pm1~i ki . php ?n=Ca l e nda r . 20081231; r e f e r e nce : u r l , doc . emergi ngt hr eats . ne t / 2008958 ; r ef e r e ne e: url , WWl'i' . eme r g i ngth r eat s . net / cgi-
b i n/cvswe b. cg i / sigs /VIRUS / TROJAN_Wa l edac; sid: 2008958 ; r e v : 3 ; ) 

#Matt Jonkman 
#Experime nt a l , may o nl y a ppl y t o a f ew varia nt s, but worth t es t i ng 

• 
a l e r t t cp $HOME_NET any - > $EXTERNA L_NET any (111sg: "ET TROJAN Wa r ezov/St r a t i on Challenge"; flow: estab li s he d , t o_se r ve r ; d s i?e :1; cont e nt :" I 38 1 " ; flovi bi t s : no a le rt ; 
flov1bi t s: set , BEposs . \'ia r ezov . challenge; c l asstype : not- s uspic i ous; r e f e r e nce : u r l , WW!.'i . sophos . com/ s e c uri t y/ a na l ys e s /w 32s t r at i onbo . ht ml ; r eference : ur l , doc . emergingthrea t s . ne t / 2003175 ; 
r efe r e nce : u r l , \WIW . eme r gingth reats . net / cgi-bin/ cvs we b . cgi / s i gs / VIRUS/TROJAN_11la r e zov ; s i d : 2003175; r ev : 5 ; ) 

#Matt Jonkman 
#Expe riment a l , may o nl y a ppl y t o a f ew variant s, but wort h t es ting 

• 
a l e r t t cp $EXTE RNAL_NET a ny - > $HOM E_NET a ny (msg: "ET TROJAN Wa r ezov/Stra t i on Challenge Res ponse"; fl 0\1b i ts : i sse t , BEposs. wa r e zov .cha lle nge; f1 0\1:est a blished , f rom_se r ve r ; dsi?e : 4 ; 
conten t : "I 00 00 00 00 I"; classty pe : troj an- act i vity; r efe r e ne e : ur l , M,'fl'i' . sophos . com/ secur i t y/ ana l yses /w32stra tionbo . ht ml ; re f e r e ne e: url , doc . eme r gi ngth r eat s . net / 2003176; 
r efe r e nce: url , M-.iw . emergingth reats . net / cgi-bin/ cvs1~e b . cgi / s i gs / VIRUS/TROJAN_\1la r ezov ; sid : 2003176; r ev : 5 ; ) 

#Matt Jonkman 
#E xperime nt a l , may o nl y app l y to a f ew va r i a nt s, but wor th t esting 

• 
a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NET $HTT P_PORTS (ms g : " ET TROJAN Poss ib l e Ha r ezov/St r at i o n Data Pos t to Cont r olle r " ; f1 01~ :es t ab l i s hed , t o_server; dsi?e : <400; uri con t ent : " / cgi -
b i n/ p r . cgi"; content : " POS T " ; de pth : 5; noca se; clas s t ype : t roj a n- ac t i vity; r efe r ence: u r l , Mw . so phos . com/ sec uri t y/ a na l yses /~132str at i onbo . ht ml ; 
reference : url , doc . eme r gingth r eats. net /2003180 ; r ef erence: u r 1, \'i'\\l\'ol . emer g i ngthr eats. net/ cgi - b i n/ cvs L~eb . cgi / s i gs /VIRUS/ TROJAN_\1la r ezov; s id: 2003180; r ev :9; ) 

#Matt Jonkman, strange l y enough fr om spyt.1a r e li s t e ning post hits 

• 
a l e r t t cp $HOME_NET any - > $EXTERNA L_NET $HTT P_PORTS (ms g :" ET TRO JAH I.Jarezov/St r a t i on Corrmunicat i ng with Controller 2"; fl ow:es t a bli shed,to_ser ve r; uri cont e nt: "/ chr /" ; noca se; 
uricont ent : " / e/ "; ur i content : " ? lid =" ; noc a se ; pe r e : " /\/ch r \/\d+\/e \/ t \ d+\ ?l i d::/ Ui " ; c l asstype: t rojan - act i v i t y ; r e f e r e nce : ur l , vMw . sophos. com/ securi t y/ analyses /L~ 32strat ionbo. html ; 
ref e r e nce : u r l , www . av i r a . com/ en/thr e at s / section/ fu llde ta i l s / i d_ v i r / 324 2/tr _dl d r . ware zov . df . html; ref e r ence : url , doc . emerg i ngt h r eat s . net / 2003436; r e f e r e nc e : u r 1, WLwt . eme r g i ngt h r e a t s. net / cgi­
b i n/ cvs \'ie b . cg i / sigs /VI RUS / TROJAN_Wa r ezov ; sid: 2003436; r e v : 4 ; ) 

#f r om s andnet ana l ys i s 

• 
a l e rt t cp $HOME_NET any - > $ EXTE RNA L_NET $HTT P_PORTS (msg : " ET TROJ AN Poss ible \.Ja r e:zov/St r at i o n Data Post to Controlle r ( pr 2 . cgi )" ; flow: e stablis hed , t o_se r ve r ; uricont en t : "/cg i -
b i n/p r 2 . cg i " ; pe re:" /\/ cg i - b i n\/pr2 \ . cg i \ ? [ a- zA- 20-9 ] {172}/Ui "; e l ass t ype: troj a n -a c t i v i t y; r eference: ur l , doc. eme r g ingthr eat s . ne t /2006414 ; r e f e r e nce : ur l , wvrw . eme r g i ngthreat s . ne t / cg i ­
b i n/ c vswe b . cg i / sigs /VIRUS / TROJAN_Wa r e zov ; sid: 2006414 ; r e v :4; ) 

# by Ma t t Jonkma n, f r om sand net sna l ys i s 

• 
a l ert t cp $HOME_NET any - > $ EXTE RNA L_NET $HTT P_PORTS (msg :" ET TROJAN I.J in32. Agent .a j x Tr o j a n Re port i ng t o Ser ve r " ; f! OL~:es t ab l i shed , t o_server; ur i co nt ent :" / count. php ?fid= "; nocase; 
uriconte nt : "&c i d== " ; noca se; uricont ent : "&ve r =="; nocase; u r i cont e nt: "&t i d=="; nocase; u r i content : "&s n=" ; nocase; u r i cont e nt : "&1~c="; noca se; c l asst ype : t r o j a n-act i v i t y ; 
r e ference : u r l , doc . emergingth r eats. net / 2006448; r e f e r e nc e : u r l , \'i'\oJl.'ol .emer g i ngthr eats. ne t / cgi - b i n/ cvs L~eb . cgi / s i gs /VI RUS/ TR OJAN_11l i n3 2 .Agent . a j x; s id : 2006448; r e v : 3; ) 

#by Scot t Me lnick 

• 
a l e r t t cp $HOME_NET any - > $ EXTE RNA L_NET 5190 (msg : " ET TROJAN I.J in32 .Agent. bea C&C conne ction" ; flo~, : t o_serve r ,establi s he d ; dsize : 24; co nt e nt: '" I 9a 02 06 00 I" ; dept h : 4; class t y pe: t roj an-
act i v i t y ; ref erence: ur l , doc. eme r g ingt hrea t s. ne t /2007608 ; r e f er ence: url, ~,v,w . eme r gingthreat s . ne t / cgi- bin/ cvswe b . cgi / s i gs/ VIRUS/ TROJAN_L-rin32 .Agent . bea; s i d : 2007608; rev : 3; ) 

#by ma tt j onkma n 

• 
a l e r t t cp $HOME_NET any · > $ EXTERNA L_NET $HTT P _PORTS (ms g : " ET TROJAH I.J i n3 2 .Agent . cyt ( Or variant ) HTT P POS T Check i n" ; flo1'i : establi shed, t o_se r ver; con t e nt : " POST " ; dept h : 5; 
uri con t ent : ". cg i " ; content :" I 0d 0a 0d 0a I o::i&k:"; c l asst ype : t r o j a n - ac t i v i t y ; r eference : url , doc. emerg ingt hrea t s . ne t / 2008003; r e f e r ence : ur l , 1wiw. eme r g ingt h r eat s . net / cgi­
b i n/ cvsweb . cg i / s i gs /VI RUS / TROJAN_Wi n3 2 . Agent . cy t ; s i d: 2008003; rev : 2; ) 

# by matt j onkma n 

• 
a l e r t t cp $HOME_NET a ny - > $EXT ERNA L_NET $HTT P_PORTS (ms g : " ET TROJAN I.J i n32 .Agent .cy t ( Or variant ) HTT P POST Chec ki n ( 2 ) " ; flow: est a blishe d , to_se r ve r ; content:"POST " ; dept h : 5; 
uri cont ent : " . cg i " ; content : " I 0d 0a 0d 0a I o==c&s = •· ; c l ass t ype : t r ojan • ac t i v i t y ; r eference: ur l , doc . eme rg i ngthrea ts . ne t / 2008004; r e f er ence : ur l , Wllrw . eme r g ingt h r eat s . net / cg i -
b i n/ cvsweb . cg i / sigs /VI RUS/ TROJAN_Wi n32 . Agent . cyt ; sid: 2008004; r ev : 2; ) 

#f r om sandne t ana l ys i s 
# by Matt Jonkma n 

• 
a l e r t tc p $HOME_NET any - > $ EXT ERNA L_NET $HTT P _PORTS (msg: " ET TROJAN I.J i n32 .Agent . pt Use r -Agent Detec t ed" ; fl rn1:es t a bli shed, to_se r ve r ; conten t :" I 0d 0a I User -Agent i 3a I Machaon l0d 0a I"; 
c lass t ype : t ro j a n-activ i t y ; r ef e renc e : ur 1 , doc . eme r gingthr eat s . net / 2007663; r e f e rence: u r 1, ,.,..w. emerg ingth r eat s . net/ cgi - b i n/ cvs L~e b . cgi / s igs /VI RUS/ TROJAN_\1lin32 .Agent . pt ; sid : 2007663; r ev :4 ; ) 

# by ma tt j onkma n, r e 31 f c628bf3c76e9b446d2e ac18046b87, '"'"""' . kjfbk07814 . com / l og/ p r oc. php ?key=RC4525FOsd2 

• 
a l e r t t cp $HOME_NE T a ny - > $EXTERNA L_NET $HTTP _PORTS (ms g : " ET TROJAN I.J i n32 Cloake r Rela t ed Pos t I nf ection Chec k i n" ; flavi : established , to_se r ve r ; u r i co nt e nt : " / l og/ proc .php?key:"; 
p-cre : " /\/ l og\/p r oc \ . ph p . key == [ a-z.0· 9 ]{ 11}/Ui " ; c l a ssty pe : t r o j an- activi t y ; r ef e r e nce: ur 1, doc . eme r gingthr eats . net / 2008185; r e f erenc e : u r l , wi""" · eme r gi ngth r ea t s . ne t / cgi-
b i n/cvs\'ieb . cg i / sigs /VI RUS/ TROJAN_Wi n32 . Cloake r ; s i d : 2008185 ; r ev : 3;) 

#kind of a ge ne r a ! in j ect wi n32 kinda th i ng , but see i ng it fr e que nt l y 
#s uch as 7438 b695c0f32cb5c3a0a89485a362c1, by ma t t jonkman 

• 
#alert t c p $H01E_NET a ny -> $EXTERNAL_N ET $HTTP _PORTS (msg : "ET TROJAN L~i n32. I nject . q l Chec kin Post"; flm~: es t a bli shed , to_se r ve r ; conte nt : "POST "; dept h : 5; content " l0d 0a 0d 0a IMAC:: "; 
nocase; content : "&IP== " ; noca se ; di sta nc e: 17 ; content: "&NAM E== "; nocase ; d i s t a nce: 7; cont ent : "&OS="; nocase ; d i s t a nce :0 ; clas s t ype: t roj a n - ac t i v i t y ; 
r e ference : u r l , doc . eme r gingth r eats . net /2007803 ; r e f e r e nc e : u r l , WM'ol .emer g i ngthr eats. net/ cgi - b i n/ cvs L~eb . cgi / s i gs /VI RUS/ TROJAN_11l i n32 . In j ect; s i d : 2007803; r e v : 2 ; ) 

#kind of a ge ne r a ! in j ect wi n32 kinda th i ng , bu t see ing it fr e que nt l y 
#s uch as 7438b695c0f32cb5c3a0a89485a362c1 , by ma t t jonkman 

• 
a l e r t t cp $HOME_NET any - > $ EXT ERNA L_NET $HTT P_PORTS (msg : " ET TROJAN I.J i n32 . I nj ec t . zy Chec k i n Pos t " ; fl OL~:es t ablis he d , t o_se r ver; ds i ze : 8; con t e nt : " 116 00 00 00 00 00 00 00 1" ; 
e lass t ype : t ro j a n-activ i t y ; r ef erence : ur 1 , doc . eme r gingthr eats , net / 2007966; re f e rence: u r 1, \'flW . emergingth r eats. net/ cgi- b i n/ cvs we b . cgi / s igs /VIRUS/ TROJAN_\1l i n32 . In j ec t ; s i d: 2007966; rev : 2; ) 
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# r e Tr o j an. Hi n32.Inject . ajq , by ma t t jonkman 
# 5bb2b20d01 2cf e 541 f l 17 3881be 28729 

a l e r t t cp $HOME_NET a ny - > $EXTERNA L_NET $HTTP _PORTS (msg: " ET TRO JAN L.Jin32 . I nj e ct . a j q In i t ial Chec ki n t o Cne"; flow: es tablished , t o_ser ver ; dsize : 1; content : " lc8 1 "; 
flo~sb i t s : set , ET. in j . a j q . 1 ; flo~1bi t s : noa l e r t ; c l as stype : t ro j a n-activity; r e f e r e ne e: u r 1, doc . e me r gi ngt h r ea t s . net / 2008055; r efe r ene e : u r l , ~IWl'I! . eme r gi ngt h r ea t s. ne t / cg i ­
b i n/ cvs \.,,eb. cgi / s i gs/VI RUS/T RO JAN_Wi n32. I nj ect; s i d : 2008055; r ev : 3; ) 

# r e Tr o j a n . Wi n32 . I nj ec t . ajq , by ma t t j onkman 
# 5bb2b20d012cfe541 f l 17 3881be28729 

• 
a l ert t cp $HOME _NET a ny - > $ EXTERNAL_NET $HTTP _PORTS (msg: " ET TROJAN L.Ji n32 . I nject . a j q I ni tia l Chec kin t o CnC pac ke t 2" ; flo L\I : es t ab lished, t o_se r ve r ; con t e nt : " 107 1 F" ; dept h : 2 ; 
flowbi t s: i sse t , ET. i nj . a j q . 1 ; e l ass t ype: trojan - ac t i v i t y; r efe r ence : ur l , doc eme r g i ngt hrea t s . ne t /2008056 ; r e f e r e nce : ur l , LWIW . eme r g i ngt h r ea t s . ne t / cgi -
b i n/ cvsweb . cg i / s i gs/VI RUS/ TROJAN_Win32 . I nj ec t ; s i d : 2008056; r ev : 4 ; ) 

# r e Tr o j a n. Hi n32 . Injec t . a jq, by ma t t j onkman 
# Sbb2b20d012cf e 541 f l 17 388lbe 28729 

a l ert t cp $EXTE RNAL_NET $HT TP _PORTS - > $HOME_NET a ny (msg: " ET TROJA.N L.Ji n32. I nject. a j q In it i a l Chec ki n t o CnC Res pons e " ; fl m\l : es t ab li she d, from_se r ve r ; flo~i bits : i sse t , ET . in j . ajq .1 ; 
d s i ze : 4 ; cont e nt: " I 00 0e 04 00 I"; c l asstype: t r ojan-act i v i t y ; ref e r e nce: u r l , doc. eme rg i ngt hreat s. net/ 2008057 ; r e f e r e nc e : ur 1, WL'll'il , emerg i ngthreat s. net/ cgi -
bin/ cvsweb . cgi / s i gs / VIRUS/ TROJAN_Wi n32 . I nj ect; s i d : 2008057; r ev : 2; ) 

#a l so see i ng t he same on 443 

• 
a l ert t cp $HOME_NET a ny - > $EXTERNA L_NET 443 (ms g: " ET TROJAN l.J i n32. I nj ect. ajq I ni ti a l Check i n t o CnC po r t 443"; flow: est a blished , t o_se r ve r ; ds i ze : 1 ; cont e nt : " lc8 I" ; 
f l owbi t s : set, ET . in j . a j q . 1 ; flo~1 b i t s : noa l e r t ; classtype : t r o j a n-activity; r e f e r e ne e: u r 1, doe . eme r gi ngt h r ea t s . net / 2008058 ; r efe r ene e : u r l , ~IWl'I! . e me r gi ngth r eat s. net / cg i ­
b i n/ cvsweb. cgi / s i gs/VI RUS /T RO JAN_Wi n32. I nj ect ; sid: 2008058; r e v : 3; ) 

#a l so see i ng t he same on 443 

• 
a l e r t t ep $HOME_NET a ny - > $ EXTERNA L_NET 443 (msg: " ET TROJAN l.J i n32 . I nj ec t .a jq I nit i a l Check i n t o CnC pa cke t 2 por t 443" ; flm~:est a bli shed ,to_serve r; eont en t : " l07 JF"; de pt h : 2 ; 
flowbi t s : i sse t , ET. in j . a j q . 1 ; e lass t ype: troj a n - ae t i v i t y ; ref e r enc e : url , doc. eme r g i ngt h r ea t s . ne t / 2008059; r e f e r e nce : ur 1 , LWNJ . eme r g i ngt h r ea t s . ne t / egi -
b i n/ cvs \.,,eb. cg i / s i gs/VI RUS/ TRO JAN_Wi n32. I nj ect ; s i d: 2008059; r ev :4; ) 

#a l so see i ng t he s ame on 443 

• 
a l e r t t cp $ EXTERNAL_ NET 443 -> $HOM E_NET a ny (msg: " ET TROJAN l.J i n32. In j e ct . ajq I nit i a l Chec ki n t o CnC Re spo nse por t 443" ; f10 1~ :establi shed, from_ serve r ; flowbits : i s s e t , ET. i nj .ajq . 1 ; 
d s i ze : 4 ; cont e nt: " I 00 0e 04 00 I"; c l ass t ype: t r ojan-ac t i v i t y; ref erence: u r l , doc. emergingthreat s. net/2008060 ; re ference : ur 1 , WL'll'il . emerg i ngt hreat s . net/ cgi-
b i n/ cvsweb . cg i / s i gs/VI RUS/ TROJAt•U -Jin32 . I nj ec t ; s i d: 2008060; r ev : 2; ) 

#matt j onkma n , r e : 753813Bbe308f fc1747e e656e932e157 

• 
a l ert te p $HOME _NET a ny - > $EXTE RNA L_NET 443 (ms g: "ET TROJAN \.J i n32 .0 n linegames . a jok CnC Pac ke t to Se r ve r " ; flm~:establi shed , t o_server; ds i ze : 20; content : " 17e 7e 7e l " ; dept h : 4; 
eont en t : "I 7e 7e 7e I"; d i s tance: 0; \.,, i t h i n : 4 ; flO\.,,b i t s : se t , ET . o n linegames . ajok; c l asstype : troja n - act i v i t y ; refe r enee : ur l , doe . e me r gi ngt hreat s. net /2008 291 ; 
r eferenee: u r l , wwL~ . eme r g i ngt hreat s. ne t / egi - b i n / evs L\leb . egi / s i gs / VIRUS/ TROJAN_l.J i n32 .On linegames; s i d : 2008291 ; r e v : 3 ; ) 

# matt j onkma n , r e: 7538138be308f fc1747ec656e932c157 

• 
a l ert t ep $EXTERNAL_NET 443 -> $HOME_NET any (insg: " ET TROJAN l.J i n32 .Onlinegames . a j ok CnC Pac ke t from Se r ver"; flow: es t a blis hed , fr om_se r ver ; flowb its : isset , ET. onli negame s . a j ok; 
eont e nt : " l 7e 7e 7e l "; de pth:4; cont ent :" l7e 7e 7e l " ; d i s t a nee :0; ~d t h i n: 4 ; e l assty pe : t r o j an - a et i vity ; r efe r enee : u r l ,doc . eme r gingth r eat s. net / 2008292; 
r e f erenee: u r l , wwL\I . erne r g ingt h r eat s . ne t / cgi - bin / evs 1\leb . egi / s i gs / VI RUS/ TROJAN_l.J i n32 .On linegames; s i d : 2008292; r e v : 3; ) 

#by J e r emy a t Sudoseeu r e . ne t 
# r e f : 93ef78fea 3f6a61 e02091 f70d b01934c 

a l e r t t cp $HOME _NET a ny - > $EXTERNA L_NET a ny (ms g: " ET TROJAN \,J i n32.Small . wpx or Re l a t e d Downl oade r Posting Data" ; f101\l : t o_ se r ve r, es t ab lis hed ; cont e nt : "POST " ; dep t h : 5 ; 
cont ent : ",., I 22 I bot u r l I 22 I"; nocase ; cont e nt : " ,., I 22 I f ile na me I 22 I "; noease ; co nt e nt: " ,., I 22 I compi ps I 22 I"; noease ; cont e nt: " ,., I 22 I l oade r na me I 22 I "; noease; co nt e nt : " : I 22 I l oade r i d I 22 I " ; nocas.e; 
cont en t : ",., I 22 f uptime I 22 I"; nocase ; cont ent : " ,., I 22 1 compt i me l 22 I"; nocase ; co nt e nt : ",., I 22 lwi nve r l 22 I"; nocase ; c l a s s t y pe: t rojan -activ i ty; r ef e r e nee : u r l ,doc . emer g i ngt hreats.. net /2008319; 
r eferenee: u r l , WWL\I . eme r g ingth r eat s . net/ cgi - bin / evs L\leb . egi / s i gs/VIRUS/T RO JAN_\.J i n32. Sma ll ; s i d: 2008319; re v : 4 ; ) 

#by v ietar Ju li en 

• 
a l ert tep $HOME _NET a ny - > $EXTERNA L_NET $HTTP _PORTS (msg : " ET TROJ AN L.Ji n32 . Small . yml o r Re l a t ed HTTP Chec kin" ; fl ow : e stabli shed > to_s e r ver ; u r i eont e nt : "/ Client Reg . as px ?mac,., " ; 
u r i content : "&Type: " ; uri eonte nt : "&Sn: " ; pe r e : " / mac: ( [0 -9A- F ]{ 2} : ){ 5}( (0-9A- F ]{ 2}) / Ui " ; cla s s t ype : t r ojan -ae tiv i t y ; r efe r e ne e : u r l , doc. eme r g i ngt hr eat s . net / 2008949; 
r efe r e nee: u r l , WL'll\l. eme r g ingthreat s . net / egi - b i n / evs 1\leb . egi / s i gs / VI RUS/ TROJAN_Wi n32. Sma ll ; s i d : 2008949; re v : 4 ; ) 

#by v ieta r Ju lie n 

• 
a l ert t cp $HOME _NET a ny - > $EXTE RNA L_NET $HTTP _PORTS (msg: " ET TROJAN L.Ji n32. Small .yml o r Re l a t ed HTTP Command .. ; fl ow : es t abli shed > to_se r ver ; u r icont en t : '' / ClientTas k . aspx ?mac ,., " ; 
u r i content : "&Type=" ; u r i content : "'&Sn,., " ; pe r e : " / mac"" ( [ 0 -9 A- F ]{ 2} : ){ 5 }( (0-9A-F ]{ 2} )/Ui " ; cla s s t yp e : trojan-aetivity ; r eferenee: u r l , doc. eme r g i ngthr eat s. net / 2008952; 
r e fere nee: u r l , W\"1>,1 . eme r g i ngt h r eat s . ne t / cgi - bin / evSL\leb . egi / s i gs / VI RUS/ TRO JAN_l.J i n32 . Sma ll ; s i d : 2008952; r e v : 3 ; ) 

#lka rus : Troj a n . l.J i n32 . Sma ll . yml , 
# r e f 01 f d7ec fee8af 6583 2a3a57 d2789f a6 

a l ert t ep $EXTE RNAL_NET $HTT P _PORTS - > $HOME_NET a ny (msg: " ET TRO JAN Tr o j a n . L.Ji n32. Small .yml c lie nt r eg i st ration" ; flm\l :establi shed, t o_client ; eont e nt , " l0d 0a ICont e nt - Le ngt h l 3a I 
dept h : 500; co ntent : " f 0d 0a 0d 0a I xxyys i g n I 0d 0a I xxyyMy I P: " ; wi t h i n : 27 ; e l asstype : t ro jan- activ i t y; r e ferenc e : ur 1, doc . e me r gi ngt hr eat s . ne t / 2008950 ; 
ref e re nce : u r l , wWL\I . eme r g ingth r eat s. net / cgi - b i n / cvs 1\leb . cgi / s i gs/ VIRUS / TROJAN_\.J i n32. Sma ll ; s i d : 2008950; re v : 3 ; ) 

#I ka rus : Troj a n . L.J i n32 . Sma ll . yml , 
# r e f 01 f d7eefe e8af 6583 2a3a57d2789fa6 

a l ert te p $ EXTE RNAL_NET $HTTP _PO RTS - > $HOME_NET any (msg: " ET TROJ AN Troj a n . L.Ji n32 . Small . yml e lie nt eo111nand "; flow: establis hed, to_c lient; cont e nt : " led 0a lContent -Le ngth [ 3a I 
eont ent : "I 0d 0a 0d 0a I xxyys i gn l0 d 0a I xxyyUse r NamePassWord: " ; with i n :40; e l as s t y pe: t r o j an - ac tiv i ty; r ef e r e ne e: u r l , doc . eme r g i ngt h r eats . ne t / 2008951 ; 
r eferenee: u r l , W\"1\1 . eme rg i ngt hreat s . net / egi - b i n / evs L\leb . egi / s i gs / VIRUS/ TROJAN_l.J i n32 . Sma ll ; s i d : 2008951 ; r e v : 3 ; ) 

#ma t t j onkman 
# r e 3379d200ba7004dc7aa32db8ea118017 
# 

depth : 500; 

a l e rt t ep $HOME_NET a ny - > $EXTERNA L_NET $HTT P_PORTS (msg: " ET TROJAN L.Ji n32.Small.AB o r r e l a t eci Pos t - in f ection cheeki n"; fl ow: es t ab lishe d,to_ser ve r ; uricont e nt : " /wor k . php ?" ; noease; 
u r i con t ent : "me t hod ="; nocase; u r i cont e nt : " &po r t =" ; noease; uricont e nt : "&ty pe ,., ••; noease ; uricont ent: "&wi nve r ="; noease; e l as s t ype : t r o j a n-activ i t y ; 
r e f erenee: u r 1 , doc. eme r g ingth r eat s. ne t / 2008321 ; r efe r e nee : u r 1 , WWI\I . e merg i ngthrea t s . net/ cgi - b i n/ evs web . egi / s i gs / VI RUS/ TROJAN_\.J i n32 . Sma ll . BA; s i d : 2008321 ; r ev : 2 ; ) 

#by Ma t t Jonkman , f r om sand net ana l ys i s. 

• 
a l ert te p $HOME _NET a ny - > $ EXTERNA L_NET $HTTP _ PORTS (msg: "ET TRO JAN L.Ji n32. Small. qh/ xSoc k Use r -Agent De t ec t ed"; flow: est a bl i s he d , t o_ se r ve r ; eo nt e nt : " User-Agent I 3a I xSoe k Config" ; 
noca se; c l a ss t ype: t r o j a n- ac t i v i t y ; r ef e r e nce : ur 1 , doc eme r g i ngt h r ea t s , ne t / 2007609 ; r e f e r e nce: u r 1, W\WI . eme r g i ngt h r ea t s. ne t / cgi - b i n / cv s1\leb . cg i / s i gs/ VIRUS / TROJAN_\,J in32 . Small . qh; s. i d : 2007609; 
r e v :4; ) 

#by Matt Jonkman , from sa nd net ana l ys i s 

• 
a l e r t tep $HOME_NET a ny - > $ EXTERNA L_NET $HTT P _PORTS (msg: " ET TRO JAN L.Jin32 . Small . qh/ xSoe k Cheeki n URL Deteet ed"; flo1'I! : es t ab lishe d , to_se r ve r ; ur i cont e nt : " por t ,., " ; noease ; 
uri con t ent : "&i d,., " ; noe ase; uricont e nt : "&v,.,"; noea s e ; uricont e nt : "&sm="; noea se; pe re: " / port ,., \ d+ / Ui " ; pe r e : "/ i d"" ( a - f 0 - 9- ] +&/ Ui " ; cla s s t y pe : t roj a n -ac t i vi ty; 
r e fere nee: u r l , doc. eme r g ingt hreat s . ne t / 2007610 ; r efe r enee: ur l , \'11"1\I . e me r g i ngt hr eat s . net/ cgi - b i n/ evs i,,ieb . egi / s i gs / VI RUS / TROJAN_\.J i n32 . Sma l l . qh; s i d : 2007610; r ev : 3; ) 

#by : J e r emy Com.,,ay at sudosecure . ne t 
# r e f : 2e79af 552fa6d 3bd2c b654cc0fl Sed76 

• 
a l ert tcp $HOME _NET a ny - > $EXTERNA L_NET $HTTP _PORTS (msg: " ET TROJAN L.Ji n32. VB. t dq - Fa ke User-Agent " ; flow: establis he d , to_se r ve r ; cont e nt : "GE T " ; de pt h :4; eontent " l0d0a I User -Agent l3a I 
Mozilla / 4 .0 ( eompa t i bl e l 3b l MSI E 5.0 l 3b l I.J i ndows NT 2. 1 l 3b l SV3 ) l0d0a l " ; class t ype : trojan- a etivity; r e f e r enee: ur l , vil . na i .com/vil/ cont e nt /v_ 187654 . ht m; 
r eferenee: u r 1 , home .meafee . c om/ Vi r usi nf o / Vi r us Pr ofile . as px? key=187654 ; r ef e r ence : ur 1 , doe . eme r g i ngt h r ea t s . ne t / 2009825; r efe r e nce: ur 1 , LWM . eme r g i ngt h r ea t s . ne t / egi-
b i n/ cvs\.,,eb. eg i / s i gs/VI RUS/ TR OJAN_Win32. VB; s i d : 2009825; rev :4; ) 

#by shi r kdog, from sand net a na l ys i s 

• 
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a l e r t t cp $HOME_NET any - > $EXTERNAL_ NE T $HTT P_PORTS (msg : " ET TROJAN Pr oxy . l.Ji n32. I.Jop l a.ag Check-In" ; floL>J : establis hed , t o_se r ve r ; d size :12; co nt e nt:" j0a 00 00 00 00 00 00 00 00 00 00 
00 1 "; clas stype : t r o j an -ac tivity; r e f e r e nce : u r l , doc. emergingthr eats . net/ 2007603; r e f e r e nce: u r l, Wh'W. emerging t hr eats . net / cg i - b i n/ cvsweb . cgi / s i gs / VI RUS / TROJAN_Win32 . Wopl a; s i d : 2007603; 
r e v :4; ) 

#by s hirkdog , from sandne t a na l y s i s 

• 
a l ert tcp $EXTERNAL_ NET $HTT P _POR TS - > $HOME_NET any (msg : " ET TRO JAN Pr oxy. \.Ji n32. l>lop l a. ag Se r ve r Rep l y"; ds i ze : 12; flow: establi s hed, from _se r ver; co nt ent : " I 0 d 00 00 00 I"; depth: 4 ; 
content : "I 00 00 00 00 00 00 1 "; d i s tance : 2; wi t hi n : 6; clas stype: t r o j an -a ct i v i t y ; r e f e r e nce: u r l, doc. emergingt hr eats . net / 2007604; ref e r e nce: url , ww1-J . emer gingt hr eats . net / cg i -
b i n/ cvs\-Jeb . cgi / s i gs /VI RUS / TROJAN_Wi n32. ~1opl a ; sid : 2007604; r e v : 5; ) 

#by Kevi n Ross 

• 
a l e r t t cp $HOME_NE T any - > $EXTERNAL_NE T $HTT P_PORTS (msg : "ET TRO JAN l•J i n32 /l.Jinwe bsec User-Agent De t ected" ; floL-J :est ablished,to_serve r ; content:" l0d 0a lUse r -Agent l3a l I ns ta llNot ify/1 ,0" ; 
c l a ss t y pe: t r oja n- ac t i v i ty; r ef e r e nce: u r l , MoJt~ . f - secu r e . com/ sw- desc/ r ogue_w32_wi nwe bsec . s ht ml ; r e f e r ence: url , bl ogs . t ec hnet . com/ mmp c / a r ch i ve/ 2009/ 05/ 1 3/ ms r t- t ac kles • anothe r - rogue . aspx ; 
r e f e r ence: ur l , doc . emergingth reats . net/ 2009896; r e f e r e nce : ur 1, ww1~ . emer g ing threats . net/ cgi - b i n/ cvs 1~e b . cgi / sigs / Vl RUS/ TROJAN_I.Ji nl;/e bSec ; s id : 2009896; r ev : 2 ; ) 

#by e vilghos t 

• 
a l e r t t cp $HOME_NE T any - > $ EXTERNAL_NE T $HTT P_PORTS (msg:" ET TROJAN l•J i ndo1-JsEnte r priseS uite FakeAV c hec k-i n HEAD"; flow:establi s hed,to_se r ve r ; cont ent:"HEAD " ; de pt h :5; ur i cont e nt: " ? 
cont r olle r ="; uricontent: "&a bb r ="; urico ntent : "&s et upType="; urico ntent: "&tt l =" ; ur i co nt e nt: "&pi d="; clas s t y pe : t r ojan -activ i ty; r ef e r e nce: u r 1, wr.-Jw . t hr eatex pe r t . com/ r epo r t . a spx? 
mdS=d9bcb4e4d650a6ed4402f a b8f 9ef1387; r efe r e nce: u r l , doc . eme r gingt hr eats . net/ 2010240; r efe r e nc e : url , ~Ml'I . eme r gingth r eat s. net / cg i - b i n/ cvswe b . cgi / s i gs/VI RUS/T ROJAN_l-li nd 01>J sE nte r p r i sefakeAV; 
s i d :2010240; r e v: 2; ) 

#by e vilghost 

• 
a l ert t cp $HOME_NET any - > $EXTE RNAL_ NE T $HTT P_PORTS (msg: " ET TROJAN \.J indo1-JsEnte r priseS ui t e FakeAV c hec k-in GET"; flOL>J : e s t ablis hed , t o_serve r ; content : " GE T " ; depth :4; uricontent : " ? 
cont r oller="; uricontent : "&abbr ="; uri co ntent: "&setupType="; uri co ntent : "&t t l =" ; class t ype : t r o j an -ac t i vity ; r e f e r ence: u r 1, l'IW\>J . t hr eatexpert . com/ r e po r t . as px ? 
md5=d9bcb4e4d650a6ed4402fab8f 9ef 1387; r efe r e ne e: u r 1, doc . eme r gingth r ea t s . net/ 2010241 ; r e f e r e nc e : url , ~~""' -eme r gingth r eat s. ne t / cgi - bi n/ cvswe b . cg i / s i gs/ VI RUS/T ROJAN_Windows Ente r p r i se f a keAV; 
s i d : 2010241; r e v :2; ) 

#by e vilgho s t 

• 
a l e r t t cp $HOME_NE T any - > $EXTE RNAL_NE T $HTT P_PORTS (msg : " ET TROJAN I.J i ndowsEnte r priseS ui t e FakeAV get_pr odu ct _doma i ns. php " ; f101-J :establishe d,to_ se r ve r ; co nt ent : "GET " ; dept h :4 ; 
urico nt ent: '' / r e po r t s / get_product_doma ins . php? a bbr =" ; ur i cont e nt: "&pi d='' ; cla ssty pe : troj an - act i v i t y ; r e f e r e nce: u r l , wr...-.>J . th r ea t expe r t . com/repo r t . aspx ?md5=d9bc b4e4d650a6ed4402f ab8f9e f 1387; 
ref e r ence: ur l , doc . emergingth reats . net/ 2010242; re f e r e nce : ur l , ww1.~ . emer gingthreat s . net/ cgi - b i n/ cvs we b . cgi / sigs / Vl RUS/ TROJAN_I.J i ndowsE nt e rpr ise f a keAV; sid : 201024 2; r e v : 2; ) 

#by e vilghos t 

• 
a l e r t t cp $HOME_NE T any - > $EXTE RNAL_NE T $HTT P_PORTS (msg : " ET TROJAN I.J i nd OI-JsEnte r pr i seS ui t e FakeAV Repo r ti ng v i a POST" ; f1 01~:es t a bli she d , t o_serve r ; content : "POST "; de pth :5 ; 
content : "ve r i nt= " ; cont en t : " &u i d=" ; cont e nt : "&wv="; co nt ent : "& r epo r t= " ; co nt ent: "&abbr =" ; cont e nt : "&pi d=" ; pere:" /ve r int= \ d+&uid =\ d+&w ={ A.-Za - z0-9 ] +&r e por t =\ d+&a bb r ={ A- Za- z0-
9 ] +&pid=\ d+/" ; e l asstype : t r o j a n-ac t i v i t y ; r e f e r e nce : ur 1 , L\fWl.tl . t h r eatexpe rt . com/ r e port . as px?md5=d9bcb4e4d650a6ed4402fab8f 9ef1387; ref e r e nce: ur l, dcc . emer gingthr eats . net / 2010 247 ; 
ref e r ence: ur 1 , www .emergingth reats. net / cgi- b i n/ cvs 1.>Je b . cgi / sigs / VIRUS / TROJAN_l.J i ndowsEnterpr iseF akeAV; sid : 2010247; r e v : 2 ; ) 

#by e vilghos t 

• 
a l ert t cp $HOME_N ET any - > $EXTE RNAL_NE T $HTT P_PORTS ( msg : " ET TROJAN I.J indowsEnt e r pr iseSuite FakeA.V Repo r ti ng v i a POST i nitial che ck-in" ; flow:establ ished ,to_se r ve r ; cont e nt : " POS T 
de pt h : 5 ; u r icont e nt : "/ Mic roinsta llSe r viceRe por t . php"; content : " r eport= " ; content ! "&pid="; content : "&wv=" ; pere : "/ r e po r t= \ d+&pid =\ d+&~N = [A- Za - z0 · 9 ]+/" ; class t ype : t roj a n- act i v i t y ; 
r e f e r ence: ur 1 , www . t hr eat expe r t . com/ r epo r t . as px?md5: d9 bcb4e4d650a6ed4402f a b8f 9efl3 87; r e f erence : url , doc . eme r gingth r eat s . ne t / 2010246; r efe r enc e : url , ~MW . e me r gingth r eats . net / cgi­
b i n/ c vsweb . cgi / s i gs /VIRUS / TROJAN_Wi ndowsE nte rp r i seFakeAV; s i d : 2010246 ; r ev : 3; ) 

#by e v i l ghos t 

• 
a l e r t tc p $HOME_NE T any - > $ EXTERNAL_N ET $HTT P_PORTS (msg : " ET TROJ AN I.J i ndo1~sEnte r priseS uite FakeAV Use r - Age nt TALWinHttpClie nt"; flow:establishe d , to_serve r ; content :" l0d 0a lUser • 
Agent I 3a I Mozilla/ 3 . 0 ( compatib l e I 3b I TALI.J i nHt t pClient ) I 0d 0a I"; e l asstype: t ro j a n-activ i t y ; r efe r e nce : url , www. t h r eat expe r t .com/re po r t . as px? md5=d9bc b4e4d650a6ed440 2f a b8f 9ef1387; 
r e f e r enc e : ur 1 , doc. emergingth reats, ne t / 2010261 ; r e f e r e nce : ur 1, wwL~ . emer g i ngth r eats . net/ cgi - b i n/ cvs we b . cg i / sigs /VIRUS/ TROJAN_l>l i ndows Ent e rpri se f a keAV; s id ; 2010261; r e v : 3; ) 

#by e vilghos t 

• 
a l e r t t cp $HOME_NET any - > $ EXTE RNAL_ NE T $HTT P_PORTS (msg : " ET TROJAN l.J indo1-JsEnte r pr i seS uite FakeAV Dynam i c Use r -Age nt " ; f10 1~ :est a bli shed,to_ serve r ; cont ent : '"l0d 0a lUs e r -Agent l3a l We"; 
i sdat aa t: 6 , r e l at i ve; content : " ( 0 d 0a I"; di stance: 0; co nt e nt : ! "Use r · Agent I 3a I I.Je bmin I 0d 0a I "; pe r e : "/ Use r -Age nt \ : We [ a - z0 -9 ] { 4 }\ x0d \ x0a /" ; classtype : t r o j a n-activ i t y ; 
r e f e r enc e : ur 1 , www . t hr eat expe r t.com/ r epo r t. as px ?md5=d9 bcb4e4d650a6ed4402f a b8f 9ef 1387; r efe r e nc e : u r 1, doc. eme r gingth r eat s. ne t / 2010262; r efe r ence: url , ~,ww . e me r gingth r eat s . net / cgi­
b i n/ c vsweb . cgi / s i gs /VI RUS / TROJAN _\-J i ndows Ente rp r i sef akeAV; s i d : 2010262 ; rev :4 ; ) 

# by Matt Jonkman 

• 
a l e r t t cp $HOME_NE T any - > $EXTE RNAL_NE T $HTT P_PORTS (msg : " ET TROJAN I.J i ns pywa r e pr ot ect . com Fa ke AV/ Ant i -Spyware l ns ta ll Checkin" ; flo ~l :establis hed , t o_se r ve r ; u r icontent : "/ s t a t . php ? 
f unc=install&pi d: "; ur i co nt ent: "&ip=" ; uricont ent: "&l a nd i ng="; class t ype: t r o j a n · act i v i t y ; r e f er ence: ur l , doc. eme r g i ngth reats . net / 2008250 ; r e f e r ence : url , L,,...IW . eme r g i ngth r eat s . net / cgi­
b i n/ c vsweb . cgi / s i gs /VIRUS / TROJAN_\-J i ns pywa rep r o t ec t . com; sid : 2008250; r e v : 2; ) 

#by Matt Jonkman 

• 
a l e r t t cp $HOME_NE T any - > $ EXTE RNAL_NE T $HTT P _PORTS (msg : " ET TROJ AN I.J i ns pywa r e pr otect. com Fake AV/ Ant i - Spyware Seconda r y Chec ki n" ; flo1-J : es t a bli s he d, t o_se r ve r ; uriconten t : "/ s t at . php? 
f unc=scanf i n i s hed& i d =" ; c l asstype : t rojan · act i v i t y ; r e f erence : u r l , doc. eme r gingth r eat s . ne t / 2008251 ; r efer ence: ur 1, ~MW . eme r gingth r eat s . ne t / cgi -
b i n/ c vsweb . cgi / s i gs /VIRUS / TROJAN_Wi ns pywa rep r o t ec t . com; s id : 2008251 ; r e v : 2; ) 

#by Cha nda n at sec pod 

• 
a l e r t tc p $HOME_N ET an y - > $ EXTE RNAL_NET $HTT P_PORTS (msg : " ET TROJAN XPantivirus2008 Downl oad" ; flo~l : t o_ se r ver ,es t a blished ; cont e nt : "GET " ; de pt h :4; ur i co nt e nt : "XPant i viru s20 "; nocase; 
pe r e : " / XPant i v i r us 20\ d{ 2} _v\d{6} \ . e xe/ Ui " ; e l asstype : t ro j an - act i v i t y ; r e f e r e nce: ur l , ~lww . t he r egi ster. co . uk/ 2008 / 08 / 22 / a na t omy _of _a_hac k/ page4 . ht ml ; r e f e r ence: ur 1, seo .mhvt . ne t / blog/ ? 
p=390; r ef e r e nce: u r 1, v i r scan . o r g / r e po r t / a61cd44f c 387188da2ee3fbdeda10782 . ht ml ; r efe r e nce : u r 1, doc . eme r gingt hr eats. net / 2008516; r efe r e ne e: u r l , www .emer gingt h r ea t s. ne t / cg i · 
b i n/ c vs1>Jeb . cgi / s i gs /VI RUS / TROJAN_XPAntiv i rus; s i d: 2008516; r e v : 3 ; ) 

# by Chi ch Th i er r y 

• 
a l e r t t cp $E XTERNAL_NET a ny -> $HOl1E_NE T 25 ( msg:"ET TROJAN XP key l ogger v2 .1 mail r e port - I nb ound "; flow:established , to_se r ve r ; cont ent: "X-Ha iler l3a l JMail 4 . 3.0 Free Ve r sion by 
Dimac"; content : " <H2=3EAbout t he use of t he PC</H2=3E"; e l ass t ype : t ro j a n-act i v i t y; r e f e r e nce : url , doc. eme r g i ngth r eat s . net / 2002940 ; r ef e r e nce: ur 1 , 1.,,...M , eme r g i ngth r ea t s. net / cgi­
b i n/ c vsweb . cgi / s i gs /VIRUS / TROJAN_XP _Ke yl ogge r ; s i d : 2002940; r ev :4; ) 

#by Chi ch Th i er r y 

• 
a l e r t t cp $HOME_NE T any - > $EXTE RNAL_NE T 25 ( msg : "ET TROJAN XP key l ogger v2 .1 ma i l r e port - Outbound" ; flow: establis he d , t o_se r ve r ; cont e nt : "X•Maile r I 3a I JHail 4 . 3 .0 Free Vers i on by 
Dimac"; content : "<H2=3EAbout t he use of t he PC</H2=3E"; e l asstype : t ro j a n-act i v i t y; r e f e r e nce: url , doc. eme r g i ngthr e at s . net / 2002942; r ef e r e nce: url , ,,,....,,l. eme r g i ngth r ea t s. net / cgi­
bi n/ c vsweb . cgi / s i gs /VIRUS / TROJAN_XP _Ke yl ogge r ; s id : 2002942; r ev :4; ) 

#by ma tt jon kma n 

• 
a l e r t tc p $HOME_N ET any 4 > $ EXTE RNAL_NE T $HTT P_PORTS (msg : " ET TROJ AN Xo r e r . ez. HTT P Checki n to Cne"; f1 01.>J :es t abli s he d,to_ser ve r ; ur i cont e nt : " / qq . htm l ?use r name=" ; nocase; 
urico ntent: "&z haos p="; nocase; e l asstype: t roj an -activity ; r efe r e ne e : u r l , doc . eme r gingthrea ts . ne t / 2008081; r ef er enc e : ur l , ~n·M . eme r g i ngthrea t s . ne t / cg i -
bi n/ c vsweb . cgi / s i gs /VIRUS / TROJAN_Xo r er; s i d : 2008081 ; r ev : 2; ) 

#matt jonkma n 

• 
a l e r t t cp $HOl1E_NE T an y - > $EXTE RNAL_NET $HTT P_PORTS (msg : " ET TROJAN Ya hoo550 . c:om Re l a t ed Do~ml aode r / Tr o j a n Checkin v i a HTT P"; flow:est a blis hed ,to_ serve r ; uricont ent:" / i mage/logo . j pg? 
que r yid=" ; pere : "/ queryid =\ d+/ U" ; c l ass t ype : t r o j a n-ac t i v i t y ; r ef e r e nce : u r l , doc . eme r gingth r eats . net / 2008049 ; r e f e r ence: u r l , M.tJ\>J . emergingth r eat s. net/ cgi · 
b i n/ cvsweb . cgi / s i gs /VIRUS/T ROJAN_Yahoo550.com; s i d : 2008049; r ev : 2; ) 

#by J aime Blasco 

• 
a l e r t t c p $EXT ERNAL_NET a ny - > $HOM.E_ NE T any (aisg: "ET TROJAN Yoda ' s Pr ot ec t o r Pac ked Bi na r y - VERV Li kely Hos t ile"; flow: es t ablished , fr om_ se r ver; content : "I ES 03 00 00 00 EB 01 I"; 
content : "I BB 55 00 00 00 ES 03 00 00 00 EB 01 ] "; wi t hin : 14; classty pe : t r o j an -ac tivi t y ; r e f e r e nce :ur l , doc .emerging t hr eats . ne t /2009557; r e f erence: u r l , wi .... 'l . eme r gingthr eat s . net / cg i ­
b i n/ cvs\-Jeb . cgi / s i gs /VI RUS/T ROJAN_Yoda_Pr otect; sid : 2009557; r ev : 2; ) 

a l e r t t cp $HOME_NET any - > $ EXTE RNAL_NET $HTT P_PORTS (msg:" ET TROJAN Adl•Ja r e . l.J i n32.Yokba r Use r -Agent De t ec t ed ( VOK Agent ) "; flow: established,to_se r ver ; con t e nt:" l0 d 0a (Use r- Age nt l 3a l YOK 
Age nt I 0 d 0a I" ; e l asstype : t r o j a n-act i v i t y ; r ef e r e nce: url , doc , eme r g i ngthr ea t s , net / 2008752; r ef e r e nce: url , WL,,...l , eme r g i ngt hr ea t s. net / cgi- bin / cv SLtJeb. cgi / s i gs/VIRUS/ TRO JAN_ Yo kBa r ; sid: 2008752; 
rev :3; ) 
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ale r t t c p $HOME_NET an y - > $EXTE RNAL_NET $HTT P _PORTS (msg : " ET TROJAN Adl•Ja r e . l-S i n32 .Yo kba r Chec kin URL" ; flow: established , to_ se r ve r ; u r icontent; " ?p=" ; uri co ntent : "&v::: "; uri content : " &m="; 
urico nt ent: "&d=200" ; uricont ent : "&x=" ; uricontent: "&t= "; class t ype : t r o jan - a ctivity ; r efe r e nce : ur l, do c . eme r gingth r eats . ne t /2008753; refe r e nce: ur l , www . eme rgingthrea t s . net / c g i ­
b i n/ c vsweb . c gi / s igs / VIRUS/ TROJ AN_ YokBa r ; s i d : 2008753; r e v : 2; ) 

#by mat t Jon kma n 
#this bot s us ing t he same use r age nt as t he legit i mate ma j es t ic-12 d i stributed 
#search sp i de r . l-S i t h mi no r va r iation. Th i s sig i s f a r the bot , not the l egit o ne 

• 
ale r t tc p $HOME_NET an y - > $EXTERNAL_NET $HTTP_PORTS (ms g: •' ET TROJAN Zapc hast Bot Use r -Age nt " ; flow: establ ished , t o_se r ve r ; content : " l0 d 0a lUser -Age nt l 3a l HJ1 2bot /vl. 0 . 8 l0d 0a l" ; 
e l ass t ype : t r o j a n-act i v i t y ; r efe r e nce: u r l , wwN. ma j estic12. co . uk/ bot . php; re f e r e nce : ur l , doc . emergingthr ea t s . net / 2007781 ; r e f er ence : ur l , w,.,,w . eme r gingthr eats. net/ cgi-
b i n/ c vsweb . cgi / s igs/VIRUS/ TROJ AN_Za pchas t ; sid : 2007781 ; r ev : 5; ) 

#by J er emy at s udosecure 
# r ef : 940f c0 b0d 523be104a96 b09871e42ble 

ale r t t c p $HOME_NE T an y - > $EXTERNAL_NET $HTT P_PORTS (msg: " ET TROJAN Zbot / Ze us HTTP POST " ; flow: t o_se r ve r ,established; co nt ent: "POST " ; dept h ;S; ur i conten t : " . php ?"; ur icon t e nt : "zip=" ; 
uri co nt e nt: " t ype=" ; ur i co ntent : "name =" ; ur i co ntent: "q =" ; ur i cont e nt : " i t em=" ; u r icont e nt: " i d ="; u r ico nt e nt : " r dp =" ; c l a ssty pe: t r o jan - act i vi t y ; 
r e f e r ence : ur 1 , doc. eme r gingth reats . net/ 2008661 ; r e f e r e nce : ur 1, ww1.>J . eme r gingth r eats . ne t / cgi-bin/ cvs Ne b . cgi / sigs /VI RUS/ TROJAN_Z bot; s i d : 2008661 ; r ev : 2; ) 

# by matt j on kma n, upda ted by da r r en sp ru e l l 
# r e 7 a60eada62a331c79 3ba066e43bf c4 f 2 

a l e r t t c p $HOME_NET an y - > $EXTE RNAL_NET $HTT P _PORTS (msg : " ET TROJAN Zbot /Ze us o r Re l ated I nfect i on Checki n"; flow: es t a blished , t o_ se r ver ; u r i content : "bt n="; u r ico nt e nt : " q= " ; 
cont e nt : "I 0d 0a 0d 0a I SOFT" ; c l ass t ype : t r o j an - act i v i t y ; r efer ence : ur l , doc . emergingth r ea ts . net /2008665; r e fe r ence : ur 1 , www . eme rgingth reat s . ne t / cgi - bi n/ cvswe b . cg i / sigs / Vl RUS/ TROJAN_Zbot; 
s i d : 2008665; r e v : 5; ) 

# by Ja i me Bl a s c o 

• 
a l e r t t cp $EXT ERNAL_NET a ny - > $HOME_NET $HTT P_PORTS (msg: " ET TROJAN Zbot / Ze us C&C Access " ; flo\'.i :to_se r ve r , es t ablished ; uricontent :" i n . php?m =home" ; classtype : troj an - ac t i vi t y ; 
r e f erence : ur l, doc. eme r gingth reats . net/ 2009175; r e f e r e nce : ur l , ww1>J . e mer gingth r e ats . net/ cgi -bin/ cvs 1ve b . cgi / sigs / VI RU S/ TROJAN_Zbot; s i d : 2009175; r ev : 2; ) 

# by Pa ul Do ka s 

• 
a l e r t t c p $HOME_NET an y - > $EXTE RNAL_NE T $HTT P_PORTS (msg : " ET TROJAN Zbot /Ze us Dr oppe r In f ect i on - / check" ; fl ow: es t ablishe d , t o_serve r ; u r icont e nt :" / check"; content :" l0d 0a lUse r -
Age nt I 3a I Mic rosoft In t e r ne t Expl ore r l0 d 0a I" ; c ont e nt : '" I 0d 0a I Cac he- Cont r ol l3a I no-cache I 0d 0a I "; 11lit h i n : 30; e l assty pe : t r o j a n-act i vity ; r eference : url , doc. eme rgingth reats. ne t/2009212; 
r e f erence : ur l, ww1v . emergingth reats . net / cg i - b i n/ cvs 1>Je b . cgi / sigs / VI RUS/T RO JAN_Zbot; s i d: 2009212; r ev : 3; ) 

# by Pa ul Doka s 

• 
a l e r t t c p $HOME_NE T an y - > $ EXTERNAL_NET $HTTP _PORTS (msg : " ET TROJAN Zbot /Ze us Dr oppe r In f ect i on - /loads . php" ; f101v: establishe d , t o_ se r ve r ; uri c ontent: " /loads .php"; uri con t e nt : " ?r="; 
cont e nt : "I 0d 0a I User -Agen t I 3a I Mic r osoft I nte r ne t Exp l or e r" ; content:" I 0d 0a I Host ] 3a I knoc ke r " ; within: 20 ; content: " I 0d 0a I Ca che -Cont r o l I 3a I no - cache I 0 d 0a I" ; wi th i n : 30; 
e l asstyp e : t r oja n- ac t i v i t y ; r efe r e nce: u r l , doc . eme r gingthr eats . net /2009213; r e f e r e nce: u r 1, h'IVL>J . eme r g ingthr eats . ne t / c gi- b i n/ cvs L>Jeb . cgi / s igs / VIRUS/ TROJAN_Zbot ; s id : 2009213 ; r ev : 3; ) 

# by : J e r emy Com>Ja y at s udosecu r e. net 
# r ef : 40766d338 59b6ee5af918ac4c4 2f65eb 7e5774 291 f bf 82aac bfl adc e 253369 24 cd9636d be6bc 317 ade e 2699ef 934 ffe 3 9f a8c b8acd 21 f d4.e49d4f 6fc 7c81e0b7 

• 
a l e r t t c p $HOME_NET an y - > $EXTE RNAL_NET $HTT P_PORTS ( ms g : " ET TROJAN Zbot / Be omo k/ PSlol - HTT P POST" ; flow:established , t o_se r ve r ; cont e nt : " POST " ; depth :5 ; u r i c ontent : ". php ?i ="; nocase; 
uri co nt e nt: "&o=" ; cont e nt: ! "Use r •Agent I 3a I "; clas sty pe : t roj an • activ i t y ; r efe r e nce: u r 1, doc. eme r gi ngth r ea t s. net / 2009448; r ef e r ene e: ur l , ~IWIV. eme r gi ngth r eat s . net / cgi -
b i n/ cvsweb . c gi / s i gs /VIRUS / TROJAN_Zbot; s i d : 2009448 ; r ev : 3; ) 

#F r om ev ilghos t 2009-11- 19 
#disabl ed , sta r ting t o false t ao often 

• 
#ale r t tc p $HOM E_NET a ny -> $ EXTE RNAL_NET $HTT P_PORTS (msg : " ET TROJAN - Possib l e Zeus / Pe r kesh ( . b i n ) c onfigur ation downl oad "; fl ow: e stablis hed , to_ser ve r ; co ntent: "GET " ; dept h :4; 
content : ! " l0 d 0a lRef ere r l 3a l " ; nocase; content : !" l0d 0a l Hos t l3a l tool ba r . live . comjed 0a l " ; nocase ; content: ! " led 0a lHost \ : do11m l oadfree.avg . coml0d 0a l " ; c ontent: " l0d 0a lUse r - Agent l 3a l 
Mozilla / 4 .0 ( compa tibl e \ ; HSIE " ; content : " l0d 0a lAccept l 3a l */ • l0d 0a l " ; uri co nten t : " .bin " ; pcr e:" /\/ [ 0-9A-Z ]+\/ [0 - 9A -Z ] +\ . b i n$/ Ui " ; class t y pe : t r o jan-activ i t y ; 
r e f e r enc e: ur 1 , zeust r ac ke r . abuse . e h; r efe r ence : ur 1 , doc . eme r g i ngth r ea t s .net / 2010348; r e f e r ence : ur 1 , LWl'll . eme r g i ngt h reats . net / cgi-b i n/ cvswe b . cgi/ s i gs / VI RUS/ TRO JAN_Ze us; sid : 2010348 ; r ev : 4; ) 

# by mat t j on kma n 

• 
##alert t c p $HOME_NET a ny - > $ EXTERNAL_NET $HTTP _PORTS ( msg : " ET DE LETED Zeus Bo t Request t o Cnc"; flow: establi she d, t o_ se r ve r ; uri content : " . b i n" ; co ntent: "GE T /"' ; de pth : 5; c ont ent: " . bin 
HTTP/ 1. l l0d 0a lAccept l 3a l */S l0d 0a 1Connect ion l 3a l Close l0d 0a lUse r -Agent l3a l Moz i lla/ 4 .0 ( compatibl e l3b l MS I E 6 . 0 l3b l Wi ndm'l s NT 5 , l l 3b l SVl ) l0d 0a 1Host l3a l " ; c ontent : ! " l0d 
0a I Ref ere r I 3a I"; nocase; c l as sty pe: t r ojan- activ i t y ; r e f e r ence: ur 1, doc . e mer gi ngthr ea t s . net /2010861 ; r ef e r e nce : u r 1, www .eme r g i ngthrea t s . net / cgi- bi n/ cvsweb . cgi / s i gs/ VIRUS/ TROJ AN_Zeus; 
s i d : 2010861; r e v : 5; ) 

# by matt j on kma n, Zhe l atin , pe 

• 
a l e r t t c p $HOME_NE T any - > $ EXTERNAL_NET $HTTP _PORTS (msg: " ET TROJAN Zhelat i n Update Oetected" ; f1011l : established , to_s e r ve r ; uricontent : " . php ?l :: " ; nocase; uri content : "&v:: " ; nocase; 
uri co nt e nt: "&r vzl=" ; nocase; c l ass t ype: t r o j a n - act i v i t y ; r efer e nce: ur l , doc. eme r g i ngth r eats. net /2007769; r efe r ence : ur 1 , LWl'll . eme rgingt h r ea t s. ne t / cgi -
b i n/ c vs\~eb . c gi / s i gs / VIRUS / TROJAN_Zhe l atin; s i d : 2007769; r ev : 3 ; ) 

#zhelatin . ge n 

• 
a l e r t t c p $HOME_NE T an y - > $EXTERNAL_NET $HTT P _PORTS (msg: " ET TROJAN Zhelatin n popup Upda t e Detected" ; flow: established, to_ se r ve r ; cont ent : "POST " ; depth : 5; 
uri co nt e nt: " / se r ve r / np opu p/" ; nocase; co nt e nt: " l0d 0a 0d 0a I data=" ; nocase; co nten t : "&key=" ; dis t a ne e: 100 ; with i n ; 200; nocase; classty pe; t r o jan - activity ; 
r e f e r ence : ur 1 , doc. eme r gingth reats . net/ 2007787; r e f e r e nce : ur 1, ww1.>J . emer g i ngth r eats . ne t / cgi-bin/ cvs Ne b . cgi / sigs /VI RUS/ TROJAN_Z he l atin; sid : 2007787; r e v : 2; ) 

# by a xn j xn 

• 
ale r t t cp $HOME_NE T any - > $EXTERNAL_NET $HTT P_PORTS (msg : " ET VI RUS Zl ob Use r Agen t - updating ( i nte r ne tsecuri t y ) " ; flow: established , t o_se r ve r ; con tent :" l 0d 0a lUse r -Age nt l 3a l 
i nte rnet securi t y"; c l asstype: t r o j an -act i vi t y ; r e f e r e nce : u r l , secubox . a l d r ia. c om/ top i c - pos t1618, ht ml #pos t 1618; r ef e r ence : ur l , doc. emergingt h reats. net / 2003632; 
r e f e r ence: ur 1, w,,vw . eme r gingth r e at s . net/ cg i - bin / cvs we b . cgi / s igs / VIRUS/T RO JAN_Z l ob ; s i d: 2003632; r ev : 6 ; ) 

# by a xn j xn 

• 
a l e r t t cp $HOME_NET an y - > $EXTERNAL_NET $HTT P_PORTS (msg : " ET VI RUS Zl ob Use r Agen t - updating ( l-Sin l ogon) "; fl mv:establishe d, t o_se r ve r ; content : " l0 d 0a (Use r -Agent l 3a l Win l ogo n" ; 
e l ass type : t r o j a n-act i v i t y ; r efe r e nce: u r l ,doc . eme r g ingthr eats. net /2006441; r e f e r e nce : u r l , h'IVL>J . eme r gingthr eats. ne t / cgi - b in/ cvs L>Jeb . cgi / s igs / VIRUS/ TROJAN_Zlob; s i d : 2006441 ; r ev : 5; ) 

#f r om sandnet dat a 

• 
a l e r t t c p $HOME_NE T an y - > $EXTE RNAL_NET $HTT P_PORTS (msg : " ET VIRUS Zl ob Use r Agent - updating ( un known) " ; flo L>J :established , to_se r ve r ; c ontent : " l0d 0a lUse r -Agent l3a l unknown" ; 
content : ! ". r ea l . c omi 0d 0a I" ; c l a s s t ype: t ro j a n • activity ; r efe r e nce : ur l , doc . eme r g ingt h r eats . net / 2007567; r efe r ence : ur 1 , LWl'll . eme rgingt h r ea ts . net / cgi - bi n/ cvswe b . cg i / sigs / VIRUS /TROJAN_Z l o b; 
sid : 2007 567; r e v : 6; ) 

#f r om sandnet data 

• 
a l e r t t c p $HOME_NE T an y - > $EXTERNAL_NET $HTTP _PORTS (msg: " ET TROJAN Zl ob Updating via HTT P"; f1 01>J :es t a blished , t o_se r ve r ; u r i co nt ent: " , php? code: " ; nocase; uricontent: "&ha s h=" ; nocase; 
pe r e :" / code= [0 - 9a-f ]{ 2 }- [ 0-9a- f ){ 2}- [0-9a - f ]{ 2}- [ 0 - 9a · f ]{ 2}- [ 0 -9a - f ]{ 2}- [0 · 9a-f ]{2}/ Ui " ; classtype: t r o j an - act i v i t y ; r efe r enc e : u r 1 , doc . eme rgingt h reats . net / 2007568; 
r e f e r ence : ur l , W\"1~ . eme r gingthreats . net/ cg i - b i n/ cvs 1>Je b . cgi / sigs / VI RUS/T ROJAN_Z l ob ; s i d: 2007568; r ev : 4; ) 

#f r om sandnet data 

• 
a l e r t t c p $HOME_NE T an y - > $EXTERNAL_NE T $HTT P _PORTS (msg : " ET TROJAN Zlob Updat ing via HTT P (v2) " ; flmv:established , t o_ se r ve r ; uri c ontent : ". php ?Code= " ; nocase; uric ontent : "&V=" ; nocase; 
uri co nt e nt : "&ID="; nocase; pc re:" / Code= \ d+/ Ui"; pe r e: " / ID=. { 40 }&. {6 }/ Ui " ; c l as stype: t r o jan-activ i t y ; r e f e r ence : u r 1, doc . emer g ingth r eats. ne t / 2007620; 
r e f e r ence : ur 1, W\"1V . emergingthreats . net / cg i - b i n/ cvs 1>Je b . cgi / sigs / VI RUS/T RO JAN_Z l ob ; s i d: 2007620; r ev : 3; ) 

#f r om s a ndne t data 

• 
a l e r t t c p $HOME_NE T any - > $EXTERNAL_NET $HTTP_PORTS (msg : " ET TROJAN Sus p i cious Use r Agen t ( Zlo b Re l at e d ) (UA00000) "; flow : t o_se r ve r , es t abli s hed; content : " l0d 0a lUse r - Agent l 3a l 
Mo z il la / 4 .0 ( compatibl e " ; cont e nt : " I 3b I UA " ; wi t h i n : 100 ; pe r e: "/ Use r -Agent \ : ( "\n ) +\ ; UA \ d\ d \ d \ d \ d \ ; /" ; e l ass type : t r o j a n-activ i t y ; r efe r ence: ur 1 , doc. eme r g i ngt hr eats . net /200808 3; 
r e f e r ence : ur l, w,,"'-" . eme r gingthreats . net/ cg i - b i n/ cvs 1ve b . cgi / sigs / VI RUS/T RO JAN_Z l o b ; s i d: 2008083; r ev : 7; ) 

# by Phi lipp Bet ch 

• 
a l e r t t c p $HOME_NE T any - > $ EXTERNAL_NET $HTT P_PORTS (msg: " ET TROJAN Zlob HTTP Chec ki n" ; flow:established, to_ se r ve r ; u r icontent:" / c onfi r m.php ?a i d: " ; nocase; ur icont e nt: "&said =" ; nocase; 
uri co nt e nt: "&mn="; nocase; c l asstype: t r o j an-act i v i t y ; r e f e r ence: ur 1, doc. eme r gingth r eats. ne t /2008386; r e f e r ence : u r 1, WIVL~ . e mer gingth r e ats, ne t / cgi- bin/ cvswe b . cg i / sigs / VIRUS/ TROJAN_Zlob ; 
s i d :2008386; r e v : 3; ) 
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#by Steve n Adai r 

• 
a l e r t tcp $HOME _NET a ny - > $EXTERNA L_NET $HTT P_PORTS (msg: " ET TROJAN Zlob In i tial Chec k- i n Ve r sion 2 ( confi r m. php?sid:) " ; flow: t o se r ve r ,establi shed ; cont e nt : "GET "; nocase; depth:4; 
uricontent : "conf i r m. php? sid: " ; nocase; ur icontent: "&s a i d: " ; no case; u ri co ntent: "&mn: "; nocase ; class t ype : t r o jan-activ i t y ; ref e r en~e : ur l,doc . eme r g i ngthreats . net/ 2008396; 
ref e r e nce: u r l ,ww1>1. eme r g i ngthreat s. net/ cgi - bin / cvs L>1eb . cgi / s i gs / VIRUS/ TRO JAN_Zl ob ; s i d : 2008396; r e v : 3; ) 

#By Darre n Spr ue 11 a nd dx p 
# 
a l e r t t cp $HOME_NE T a ny - > $EXTE RNA L_NE T $HTT P_ PORTS (ms g : " ET VIRUS Zl ob Use r Age nt - Li ke l y Zlob ( securi t yinternet ) " ; flow: esta blished , to_s e r ver; co ntent: •· I 0d 0a I Use r -Age nt I 3a I 
secu r i t y i nte r net"; clas s t y pe: t rojan - activi ty; r efe r e nce: u r l , W\'t'i>I . b i t def e nde r . com/ VIRUS - 1000328-en- - Tr o j a n . Pws .1~01>1 . NCY . ht ml; r efe r ence: u r 1 , dcc . eme rgi ngth reats. ne t / 2009022; 
r e f e r e nce: u r l , ww1.>1 . eme r g ingthreat s . net/ cgi - bin / cvs L>1 eb . cgi / s i gs / VI RUS / TRO JAN_Z l ob ; sid : 2009022; r e v : 4; ) 

#ma r c us at unsobe r 

a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_ PORTS (msg: " ET TRO JA.N Zlob pos t i ns ta ll at i on c heck i n ( . php? i nst_ result:&hwid ) "; f1 01-, : estab li s hed,to_ser ve r ; content:"G ET "; dept h : 4 ; 
uri co nt ent: " . php ?" ; ur icontent : " ins t _ resu l t= " ; ur i co nten t : "&hwi d=" ; pere : " /\ . ph p\ ?i nst _ r es u l t =. +&hvlid =/ Ui " ; c l asstype : t r ojan-act i v ity ; r efe r e nce : u r 1, ,..,_..,_., . t hr eatexpe r t. com/ r epo r t . as px ? 
md S: l ca433d3f 5538f da49c5defb59232f9d; r ef e r ence : u r l , doc . eme r gingthr eats. net / 2009305; r e f erenc e: url , www . eme r gingth r eats . net l cg i - bi nl cv sweb. cg i l s igs l VIRUSI TROJ AN_Zlob; s i d : 200930S; 
r e v :2; ) 

#by Pedro Marinho 
# ref 483dbf 6dd9 7ec 249b0ec 84a358e 39260 

a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET $HTTP _PORTS (msg: " ET TROJ AN Troj a n . Zone bac . O" ; flow: estab lis he d , to_ se r ve r ; content : "GET " ; de pt h :4; uricontent : " cid: " ; nocase; 
uri content : "&a i d: " ; nocase; ur i cont ent : "&t i me : "; noc ase; ur icont e nt: "&f w: "; no c ase; u r i content: "&v: " ; nocase; uri content : "&m: " ; nocase; e l asstype: t r o j a n -activ i t y ; 
r ef e r e nce: ur l , dcc . eme r g ingthreat s . net / 2008682 ; r e f e r e nce : url , W\'IL>I . e merg i ngthr eat s. net/ cgi - bini cvs Neb . cgi l s i gs l VI RUS/T ROJ AN_ Zonebac; s i d : 2008682; r ev : 2; ) 

#ma t t j onkma n , caught by r o be r t ke r r , r e 0853fa768e3e9a3dff2 93676d68b3d l b 

• 
a l e r t tc p $HOME_NET any - > $EXTERNA L_NET 5 3 ( msg : " ET TROJAN HTTP GET Request on port 53 - Ve r y Li ke l y Hosti le " ; flow: est a bl i s he d , t o_ se r ve r ; co ntent : "GET " ; nocase; dep t h :4; 
c l ass t ype : t r o j a n-activ i t y ; r efe r ence: url , dcc . eme r gingt hreats. net l 2008420; r ef e r e nce : u r l, w1..,,., . eme r gingthr eats . netl cgi-bi n/ cvs1~e b . cgi l s i gs l VIRUSI TROJAN_po r t53 http ; sid: 2008420; r ev : 3; ) 

#by ma r cus at unso be r 
# r e: 286a378a2eed3559a3e1242a17bf b60a 
# 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTT P _PORTS (msg: " ET TRO JAN s4t4nl c Tr o j a n Check- in" ; flow: establishe d , t o_se r ve r ; content : " POST "; de pt h: 5; urico ntent:" . ph p" ; 
cont e nt : "cont i nencia= " ; content : "&ve r sao_k l =" ; content : " &da ta=" ; co ntent: "&ho r a= "; cont e nt : "&nome_ma qu i na= " ; classtype: t r oja n-acti v i t y; r e f e r e nce : u r l,doc . eme r g i ngth reats. net l 2009518; 
r e f e r e nce: u r l , ww1.>1 . eme r g ingthreat s . netl cgi- bin l cvs L~eb . cgi l s i gs l VI RUS I TROJAN_s4t4 nl c; sid : 2009518 ; r e v : 2; ) 

#by Ma r cus at unso be r . e r g 
# ref : ff ab3ed 23 240e031 ad8081b067f89cc7 

a l e r t t cp $HOME _NET a ny - > $EXTERNA L_NET $HTT P _ PORTS (msg: " ET TRO JAN t hespy bot . com i ns ta lla t ion dovm l oad detec t e d "; flow: es t a blished, to_ se r ve r ; content : "GET " ; de pth:4; 
uricontent: ". php " ; ur i c ont e nt : "m=" ; u r icontent: "&ydf =" ; u r i co ntent: "&e: " ; urico ntent : "&w=" ; u r icont e nt: "&t =" ; ur i content : "&apz =" ; classtype: t r ojan-activ i t y ; 
ref e r e nce : u r l , doc . emergingth r eats. net/2008482; r e f e r e nce: ur 1, W\'11>1 , emergingthreats. net/ cgi - b i ni cvs 1>1eb . cgi l s i gs l VIRUS/ TROJAN_ t hespy bot . com; s id : 2008482; r e v : 2; ) 

#by jeremy at s udosecu r e 
# ref 9 b00f 994 7f e 29f6a 7 a6f3 bca5f 4 16abd 

a l e r t tc p $HOME _NET a ny - > $EXTERNA L_NET $HTTP_PORTS (msg: " ET TROJ AN xpsecu r ityce nt e r . com Fa ke Ant i Vi r us GET-Install Checkin"; flm-, : estab li s he d, to_se r ve r ; content:"GET "; dept h :4; 
uri content : " . php ?" ; ur icontent : "wmi d: " ; noc ase; urico ntent: " I 26 1 l : "; nocase; uricontent:" I 26 1 it: " ; nocase ; uricontent : "I 26 I s : " ; nocase ; c l asstype: t r o j a n - act i v i t y ; 
r e f e r e nce: u r l , ww1>1 . syma ntec . com/ securi t y _ respo nse l 1>1r i teup . j s p ?docid =2008-0S1910-0118-99&tabid=l ; r e f e r e nce : ur 1 , doc . emerg i ngt h r eats . net / 2008329 ; r efe r e nce: u r 1, l,Jl,'IW . eme r g i ngt h reats. net/ cgi­
binl cvsweb . cg i / s i gs l VI RUS /T ROJAN_xpsecuri t yc e nter . com; s i d : 2008329 ; r e v : 2 ; ) 

#Ma t t Jonkma n, i nf o from Bo b Gr a bol-1 s ky 
# 
a l e r t tc p $HOME_NET a ny - > $EXTERNA L_NET 1345 (msg: " ET \,JQRM AHI Bot Outbo und Co nt r o ! Cha nne l Ope n a nd Log i n" ; f101·, : t o_ se r ve r , establi s hed ; content :"PASS"; nocase ; pc re: " I PASS \ s. * ? 
\ x0d \ x0aNICK\ s . • ?\ x0 d\ x0a USER\ s . * ?\ s \ d \ s \ d\ s \ : \ Sl i m" ; c l assty pe : t r ojan-activ i t y ; r efe r e nce : u r l, doc . eme r g i ngth reats. ne t l 2001910; ref e r e nce : u r l, ,..........,J. emergingth reats. netl cgi • 
b inl cvsweb . cgi / s i gs /VI RUS / WORM_AIM_Bot; sid : 2001910; r e v : 5; ) 

#by Matt Jonkman 

• 
#a l e r t i c mp $HOME_NET a ny - > $EXTERNA L_NET a ny (msg : "ET l,JORM Alla ple ICMP Sweep Pi ng Outbound" ; i code : 0 ; i t ype: 8; cont en t : "Ba bcdef gh i j kl mnopqr stuvwa bcdefghi " ; t h r esho l d: type both, 
count 1, second s 60, t r ac k by _ s r c; class t ype: troj a n-activ i t y ; r e f e r e nce: url , l,Jl,WL sophos. comlvi r usinf o / a na l yses /1>132allap l e b . htm l ; r e f e r e nce : u r 1, i sc. sans . o r g / d ia r y . ht ml ?story i d: 24Sl; 
r e f e r e nce : u r 1, doc. eme rg i ngth r eat s . ne t /2003292; r e f e r e nce : ur 1, WM>I . e me r g ingthr eat s. net/ cgi - b i ni cvs 1veb. cg i l s i gs l VIRUS/ 1\0RM_Al l ap l e; s i d: 2003292 ; r e v : 7; ) 

#by Matt Jonkma n 

• 
#a l e r t i c mp $EXTERNAL_NET a ny - > $HOME_NET a ny (msg : " ET 1.JORM Allaple ICMP S1-1eep Re p l y In bound"; icode: 0 j i t ype: 0 ; cont ent: "Ba bc def ghij kl mnopqr s t uvwa bcdefghi " ; t h r esho l d: type both, 
count 1 , second s 60, t r ac k by _ds t; e lass t ype : t r o j a n-activ i t y ; r efe r e nce : ur l , l,Jl,'IW . sophos . comlvi r usinf o / a na l yses lN32alla p l e b . ht ml ; r efe r e nce : u r l , i sc . sans . o r gl di a r y . ht ml ?storyid=2451; 
r e f e r e nce: u r l. doc . eme r g i ngthreats . net/ 2003293 ; r efe r e nce : u r l , M""" . e me r g i ngthr eats . net/ cgi - b i ni cvs Neb . cgi l s i gs l VI RUS / 1\0RM_Allaple; s i d : 2003293; r e v :9 ; ) 

#by Matt Jonkman 
# 
#a l e r t icmp $EXTERNAL_NET a ny - > $HOME_NET a ny (msg: "ET l1JORM Alla ple ICMP Sweep Pi ng I nb ound" ; i code : 0; i t y pe: 8 ; content : " Babcdef ghij kl mnopq r stuvvJa bcdefghi " ; t h r es ho l d: t ype both , co unt 
1, seconds 60 , t r ac k by _s r c; e l asstype: t r o j a n - act i v i t y ; r efe r ence : ur 1 , \WM . sophos. com/virus i nfo l a na l yse s lN32allap l e b . ht ml ; r e f e r e nce : ur l , i se . sans . o r gl diary . ht ml ?s tor y i d=2451; 
r e f e r e nce: u r 1, doc . eme r g ingth r eat s . ne t l 2003294 ; r efe r e nce: ur 1, \'t\,Jl,>I . e me rg ingthreats. netl cgi- bin/ cvs 1~eb . cgi / s i gs /VI RUS / 1\0RM_Al lapl e; s i d: 2003294 ; r e v : 6; ) 

#by Matt Jonkma n 

• 
#a l e rt i c mp $HOME_NET a ny - > $EXTERNA L_NET a ny (msg : "ET MORM Allaple ICMP S1-1eep Re p l y Ou t bound" ; i code: 0 ; itype : 0; cont e nt : "Babcdefghi jkl mnopq r stuvwa bcdefghi " ; t hresho l d : t ype both , 
count 1, second s 60, t r ac k by _ds t; e lass t ype : t r o j a n-activ i t y ; r efe r e nce: url , l,Jl,ll\'L sopho s . comlvi r usinf o / a na l yses lN32alla p l e b . ht ml ; r e f e r e nce : u r l , i sc. sans . org / d ia r y . ht ml ?story id: 24S1; 
r e f e r e nce: u r 1, doc . eme r g i ngthreat s. net / 2003 295 ; r e f e r e nce : ur 1, l'il,Jl,>I . e me r g i ngthr eat s. net/ cgi - bini cvs Neb . cg i l s i gs l VI RUS/1\0RM_Al l ap l e ; s i d : 2003295; r e v : 8; ) 

#Ma t t Jonkma n 

• 
#a l e r t t c p a ny a ny - > a ny $HTTP_ PORTS ( ms g :" ET \\ORM Alla p l e Un i que HTTP Re ques t - Poss i bl y pa r t of OOOS " ; fl Ol-1 : e s ta bli she d,to_serve r ; content: "G ET I HTTPl 1. l l0d 0a l " ; r a1-1byt es; 
depth : 20; t hr es ho l d : t ype bo t h , coun t 1, seconds 60 , t r ac k by_ s r e; cla ssty pe: trojan- act i vity; r efe r e nce: u r 1, doc . e me r gingt hr e a t s . net l 200348 4 ; r e f e r e ne e: u r 1, isc . sans . o r gl dia r y . ht ml? 
sto r y id=2451 ; r efe r e nce : u r l, LWJW . eme r g i ngt h r eats . netl cgi -binl cv s L>1 e b . cg i / sigsl VI RUSl 1.JORM_Alla ple; s i d : 2003484 ; r ev : 8 ; ) 

#Bag l e va ri a nts 
#Take n from the Netsquid Rul es f or Bag l e . I a nd ot he r var i a nts 
# 

#a l e r t tcp $H0'1E_NET a ny -> $ EXT ER NA L_NET $HTT P _PORTS (msg : "ET l•JORM Beag l e Use r Agent Detec t e d" ; flow: t o_serve r , establis he d ; ds i ze : <150; content:" J0 d 0a lUse r - Age nt I 3a I beag l e_beag l e" ; 
nocase; c lasstype: t ro j a n -activ i t y ; r e f e r e nce : ur 1, securi t y r es ponse. s yma ntec . com/ a vcent er lve nc / da t a /w 32. beagle. i.gmm. ht ml ; r e f e r e nce : u r 1, doc . eme r g ingthr eat s. ne t l 2001269; 
r e f e r e nce : u r l , M""v . eme rg i ngth r eat s. net / cgi - bin l cvs 1>1eb . cgi l s i gs/VIRUSl 1-JORM_Bag l e_ Va r i a nt s; s id : 2001269; r ev : 15; ) 

#B r opia l.Jo r m 
# From Evgeny P 

• 
#a l e r t tc p $H0-1 E_NET a ny -> $ EXT ER NA L_NET 6891 :6900 (msg :" ET 1.JORM Br op i a . F 1~o r m Pr opagation " ; fl ow: establishe d, to_ serve r ; content : " I El 37 A2 BA 6 E se 63 8B 06 0 1 F7 3C BA 13 16 FO 77 
21 SA SC 17 1B 29 4A 4 F 15 A9 29 CF FA 48 3A I"; cla sstype: misc-attack ; r efe r e nce: url , WW1-1 . t r e ndmic r o . comlvi nfolv i r usencyclol defa ult5.asp?VName: 1.JORM%SFBROPI A%2EF; 
r e f e r e nce: u r 1 , doc . eme r g i ngth r eat s. net/ 2001715 ; r e f e r e nce : u r l , M'll>I, e me r gingthr eats. net/ cgi - bini cvs Neb . cgi l s i gs l VI RUS /1..0RM_Br opia; sid : 2001715; r ev : 8; ) 

#CIA 
#Subm i t t ed by Ch r is No r t o n 
# 
#a l e r t i p $HOME_NET a ny - > $ EXTE RNA L_NET a ny (insg: " ET 1\0RM Poss i b l e CI A Tr ojan do1-1n l oadl up l oad a t tempt " ; c:o nt e nt :" l6C 75 66 6A 65 6F 6 F I " ; classtype : t rojan - ac t i v ity ; 
r e f e r e nce : u r 1 , doc. eme r g ingthreat s . netl 2001233; r efe r e nce : ur 1 , \'/1,Jl,>I . e merg i ngthrea t s . netl cgi • b ini cvs 1~eb . cgi l s i gs /VI RUS / 1\0RM_ CIA; s i d : 2001233 ; r ev : 8; ) 

#by Pe dro Marinho 

• 
a l e r t tc p $HOME_NET a ny - > $EXTE RNA L_NET $HTT P_ PORTS (msg: " ET TRO JA.N l.Jo rm .Wi n32 . Evo l mi Checki n" ; flow:establis he d , to_ se r ver; co ntent: "GET "; dept h : 4 ; u ri content: " l cg i - bi nlv . p l l3f 5f l " ; 
nocase ; e l asstype: t r ojan- ac t i v i t y ; refe r e nce : ur 1 , doc . eme r g i ngt hrea ts, ne t / 2008846 ; r e f e r e nce : u r 1, '""""l . eme r g i ngth reats . ne t / cgi- b i n l cv s1veb . cg i l sigsl VIRUSI\.JORM_Evo l mi; sid: 2008846; r e v : 2; ) 

# Ko r go 1~o r m 
#Submi t t ed by Ni c k Hatc h 

• 
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#a l e r t tcp $HOM E_N ET a ny -> a ny 445 ( msg : " ET l,OR.M Ko r go.P o f fe r i ng exec ut abl e"; flOL'ol : t o_se r ve r ,es t ab li she d ; cont ent : "I FF I 5MB" ; de pt h: 10; content:" I 58 I ht tp "; co nt e nt: ". exe " ; nocase; 
withi n : 36; c l as stype: trojan-act i v i t y; r e f e r e nce: u r 1 , WltN . f- secu re. com/v- descs / ko r go _p . s ht ml ; r ef e r e nce: u r 1, doc . eme r g i ngthreat s , ne t / 2001337 ; r e f e r e ne e : u r l , Wl'IL'ol . emergingthr eat s . ne t / cgi­
b i n/ c vs,.,,eb . cgi / s i gs/ VIRUS/ l..ORM_KORGO ; sid : 2001337 ; r ev : 7; ) 

# Kor go 1'Jo r m 
#Submi t ted by Nick Hatc h 

• 
#a l e r t tcp $HOM E_NET a ny -> a ny a ny ( ms g : " ET l,OR.M Ko r go. P b i na r y u p l oad"; flm..i : t o_ se r ver , establ i s hed ; cont e nt :" l aa4f 7ea86c90457d686868f0de687a68689768686868 I " ; classty pe : t r o jan-
ac t i v i t y ; r e f e r enc e : ur 1, www . f - se c ur e. com/v -descs / ko r go_p . sh t ml ; r e f e r e ne e : ur l , doc . eme r gi ngt h r e a t s. net / 2001338 ; r e f e r enc e : ur 1, WYrw . eme r gingt h r ea t s . net/ cgi-
b i n/ c vsweb. cgi / s i gs /VIRUS/ WORM_KORGO ; sid: 2001338; rev : 8; ) 

#Matt Jonkma n 
# 

#a l e r t t cp $HOM E_N ET a ny -> $ EXTE RNA L_N ET $HTTP_PDRTS (msg : " ET 1.JORH Ko r go . U Re por t i ng" ; flow: t o_se r ve r ,establis hed; uri content :" / i nde x . php? i d ="; nocas e; uricontent : " c nt =" ; noc ase; 
u r i co nt ent: "&sc n=" ; nocase; urico nt e nt: "&i nf ="; nocase; u r i content : "&ve r ="; nocase; c l ass t ype : t rojan - ac t i v i ty; r ef erence: u r l , WWI.,, . f -secur e. com/v- descs / ko r go_u . sh tml ; 
r ef e r ence : u r l , doc . eme r g i ngth r eat s . net / 2003070 ; re f e r e nce : ur l , M-n'il . emerg i ngthreats . ne t / cgi - b i n/ cvs 1.,,e b . cgi / sigs / VIRUS/ hlORM_ KORGO; s i d: 2003070; r e v : 5; ) 

#Matt Jonkma n, var ian t us i ng ? r athe r t han & ' s 

• 
#a l e rt tcp $HOME_N ET a ny -> $EXTERNA L_NET $HTT P_PORTS (msg : " ET \.JORM Ko rgo . P Re por ti ng"; flow: to_se r ver, e s tabli s hed ; urico nt e nt : "/ i ndex. php ?i d ="; nocase; uriconte nt : " ?c nt ="; nocase; 
urico nt ent:" ?scn="; nocase; u r i co nt ent: " ?inf =" ; nocase; ur i content: "?ve r =" ; nocase; class t ype: t rojan - a et i v i ty; r ef erenc e: u r l , wwi\l . f -secur e. corn/v-descs / ko r go_p. sht ml ; 
r ef e r enee : u r l , doe . eme r g i ngth r eat s . net /2008192; r e f e r e nee: ur 1 , wwt..i . e merg i ngthr eats . ne t / cgi -bin/ cvs we b . cgi / sigs /VI RU5/ "IORM_ KORGO; s i d: 2008192; r e v : 2; ) 

#by Seot t Melni ck 

• 
#a l e r t tcp $ EXTERNAL_NET a ny - > $HOME _NET a ny (msg: " ET \,JORM Poss i b le MSN l~orm Expl o it php" ; fl m-., : establis he d; co ntent: "X-MMS- IM-"; de pt h: 153; cont e nt : " http"; noease; eon t e nt : " . php" ; 
noease; e l ass t ype: mise -aetivity ; r e f e r e nee : u r 1, doc. eme r g ingthreats. ne t / 2002322; r ef e r e nce: u r l , www . eme r g i ngthr eats, ne t / cg i - b i n/ evsweb. cg i / s i gs/ VI RUS /~ORM_Kelvir; s i d: 2002322; r ev : 3; ) 

#by Seott Meln i ck 
# 
#a l e r t t cp $ EXTERNAL_NET a ny - > $HOME_NET a ny (msg: " ET \,JQRM Po ss i b le MSN l~orm Expl o i t exe" ; fl ow: establi s he d; co nten t : "X-MMS-IM-"; de pt h: 153 ; eont e nt : " http" ; noease; con t e nt : " . e xe " ; 
nocase; e lass t ype : mi sc-activity ; r e f e r e nce: u r 1, doc . eme r g i ngthr e a t s. ne t / 2002323; r ef e r e nce: u r l , www. eme r g i ngthr eat s, ne t / cg i - b i n/ cvsweb. cg i / s i gs/ VI RUS / WORM_Kelvir; s i d: 2002323; r ev : 3; ) 

#by Scot t Me ln i ck 
# 

#a l e r t t cp $ EXTE RNAL_NET a ny - > $HOME_N ET a ny (msg: " ET \,JQRM Po ssible MSN l~orm Expl o i t pif " ; flo,.,, : establis hed; eo ntent : "X-MMS- rn - " ; de pt h :1 53; eo nt e nt : "ht t p"; noe ase ; eon t e nt : " . pif"; 
nocase; e l ass t ype : mi se -ae tivity ; r e f e r e nee : u r 1, doc . eme r g i ngt hreat s . ne t / 2002324; r ef erence: u r l , Wl'IL" -eme r g i ngthr eat s . ne t / cgi- b i n/ c vsweb . cgi / s i gs/ VIRUS/ WORM_Kelvir; s i d: 2002324; r ev : 3; ) 

#Specific Kelvi r. HI de t ection on MSN 
# 

#a l e r t tcp $ EXTERNAL_NET a ny - > $HOME_NET a ny (msg: " ET \,JORM W32. kelv i r .Hl "; flow: e s t a blished ; content : "X -ffiS- IM - " ; de pt h : 153; eon t e nt: "s ea r eh . php ?da t a= " ; clas s t y pe :mi sc-act i vity ; 
r ef e r ence : u r 1 , secu r i t y response . symant ec. com/ a ve ent er /venc / data /L.,, 32. ke l v i r. hi . html; r ef e r ence : ur 1 , doc, eme r gingt h r eats . ne t /2002325; r e f e r e nce : ur 1, IWNl. eme r g i ngt h r ea ts . net / cgi­
bin/ cvsweb. cgi / s i gs/VIRUS /WORM_Kelv i r ; s i d :200232 5; r ev : 3; ) 

#MySQL 1,Jo r m 
#Subm i t ted by unknown 
# 

#a l e r t tcp $HOM E_NET a ny -> !$SQL_SERVERS 3306 (msg : " ET \,JQRM Pot en t i a l MySQL bot scann i ng fa r SQL serve r "; fl ags : 5,12; classtype: trojan - ac t i v i t y ; r e f e r e nee: url , isc.sans . org/ d iary . php ? 
date=2005- 01 - 27; r efe r e nee : u r l , doc. eme r gi ngt h r ea t s. net/ 2001689; r e f erenc e : ur l , ww,., . eme r gingth r e a t s . net / egi - bin / c vswe b . cgi / s i gs / VIRUS/i,/O RM_MySQL; s i d : 2001689; r ev: 8 ; ) 

#Nova r g \,Jo r m 
#Take n from the Netsquid Rul es 
#obso l eting 

• 
#a l e r t tcp $HOME_NET a ny · > $EXTERNA L_N ET 25 (ms g: " ET I.JORM Dut boun d \,J32 . Nova r g . A wo r m"; fl ow: es t a blished; eontent : "TVqQAAMAAAAEAAAA"; eontent : "8AALgAAAAAAAAAQ " ; wi t h i n : 20; di s tanc e : 
2; co nt e nt : " UEUA . . AEL\IBAW" ; content : "OgAA8BC1" EHAABQAAAAE"; i,d th i n: 40 ; dh, tance: 16; conten t : "ABVUFgi,1AAAAAABgAAAA EAAAAAAAAAA EA"; content: "ACAAADg"; wi t h in : 30; d i s t a nce : 16; class t ype : 
trojan - act i v i t y ; r ef e r e ne e : u r l , seeu ri t y r es ponse . s yma ntee . com/ a vcente r /venc / da t a /1-132. myd oorn . agn.n . ht ml ; r e f e r e nee: u r l , doe . eme r g i ngt h r eat s. net/ 2001273; 
r ef e r ence : u r l , www. eme r g i ngth r eats . net / cgi - b i n/ evs L1o1 eb . egi / s i gs / VI RUS/ 1.JORM_Nova r g; s i d: 2001273; r ev : 13; ) 

#OpaServ l,Jo r m 
#Subm i tted by Br a d Doc t o r , 3/ 8/2005, far Opa se r v 
# 
#a l e r t t cp $H01 E_NET a ny -> $HOME_NET 139 (ms g : "ET VI RUS - W32.0paserv l-lo r m I nf eet i on" ; flow: established; cont e nt:" l 5c 73 63 72 73 76 72 2e 65 78 65 J"; c lass t ype : mise· aetivity ; 
r ef e r enee : u r l , wt"'-" • sare . com/ a vcente r /ve ne / da t a /w32 . opase r v . i,1or m. ht ml ; r efe r ence: ur 1 , doc . eme r gingth r e a t s . ne t / 2001763; refe r e nce : u r l , 1"'-Wl . emerg i ngt hrea ts . net/ egi-
b i n/cvs,.,,eb. cgi / s i gs/ VI RUS / WORM_D pase r v ; sid : 2001763; r e v : 6; ) 

# by matt Jon kma n, sampl e s ubmitt ed a nonymous l y 
# l ' m put t i ng t hese s i gs i n c u r r e nt eve nts be cause t he worm will like l y mo r ph qu i ckl y ma ki ng t hem obso l ete . 
# I f it doesn ' t we ' ll move these in t o a perma ne nt r u l ese t 
# 
a le r t t cp $HOME_NE T a ny - > $EXTERNAL_NET $HTT P _PORTS (msg: " ET VIRU S \,Jorm. Pyks HTTP c&c Tr aff i c ( Use r -Agent s kw00001 ) " ; flow:establi shed , to_se r ve r ; co nt e nt : " ] 0d 0a I User -Age nt I 3a I 
skw000"; depth: 50; e l as s t y pe: t rojan • a ct i v i t y ; r ef e r e nee: u r 1, doc . eme r g i ngthr eat s . net / 2003588; r e f e r e nce : url , Wl\11.,, . emer gi ngt hr e ats. ne t / cgi-bi n/ c vs1-.,e b. cgi / s i g s /VI RUS/ \\IQRM_Pyks; s i d ; 2003588; 
r ev :7 ; ) 

#by mat t Jon kma n, sampl e s ubm i t t ed a nonymous l y 
# I ' m put t i ng t hese s i gs i n c u r r e nt eve nts be c a use t he t'<'o r m will like l y mo r ph qu i ckl y mak i ng t hem obso l ete . 
# I f i t doesn ' t we ' ll move the se i nt o a perma ne nt r u l ese t 
# 
a le r t t c p $HOME_NET a ny - > $EXTERNAL_NET $HTT P _ PORTS (msg: " ET VIRU S \,Jorm . Pyk s HTTP c&c Pos t Tr a f fic (Use r -Age nt h9ts l bi,i0 ) " ; flow: es t a blished , t o_ se r ve r ; co ntent : " l0 d 0a IUs e r -Age nt I 3a I 
h9ts l bw0"; d ept h : 50; e lasstype: t r o j an-activ i ty; ref e r e nce: u r l, doc . eme rgingt h r ea t s. ne t / 2003589; ref e r ence : u r l , wWL'ol , emerg i ngth reats . net / cg i - bin / c vs Neb. c gi / sigs / VI RUS/ 1,JQRM_Pyks; 
sid : 2003589; r e v :7 ; ) 

#Rbot t r o jan 
#by M Shi r k 
# 

#a l e r t t cp $ EXTERNAL_NET a ny - > $HTTP _SERVERS $HTTP _PORTS ( msg : " ET VI RUS HTT P RBOT Challenge/ Re s ponse Aut hent i cat ion"; flo,.,, : t o_ se r ve r , es t a blished ; cont e nt : " Host I 3A 20 I" ; noc ase ; 
cont e nt :" I 3A 20 1Negotiate I 20 IYIIQegYGKwYBBQUCoIIQbj CC EGqhghBmI 4I QYgOC BAEAQUFBQUF BQU FBQU FBQUF B" ; nocase; class t ype : trojan- act i v i t y; r e f e r enee : ur l , i sc .s a ns .org/ d i a ry . ph p ?da t e =2005 -06 -0 3; 
r ef e r ence: u r 1 , wt..iw . ph r eedom . org/ sola r / ex pl oit s /lnsasnl - bi t s t r i ng; r e f e rence : ur l ,doc. eme r gingt h r e a t s. net /2001985 ; r e f e r enc e : ur 1, WYrw . eme r gingt h r ea t s, ne t / cgi-
b i n/ c vsweb. cgi / s i gs /VIRUS / WORM_RBOT; s i d : 2001985; r e v : 7; ) 

#by matt j on kma n 
# 

a l e r t t ep $Hot1E_NET a ny - > $EXTERNAL_NET $HTT P_PORTS (msg:" ET l•/ORM SDBot HTT P Chee k in" ; flow: es tabli s hed , t o_se r ve r ; cont ent :" l0d 0a lUse r -Age nt l3a l Moz i lla / 3 . 0 ( compatible l 3b l Ind y 
Li b r a r y ) I 0d 0a 0d 0a I quem=dodoi&ti t =" ; eontent : "&txt=" ; d i stance: 0 ; ,-., ith i n :40 ; classty pe : t r ojan- act i v i t y ; r e f e r e nee: u r l , doe . e me r gi ngth r eat s . ne t /2007914; 
r ef e r ence : u r l , WW\., . eme r g i ngth r eat s . net / cgi - bin / evs L'oleb . egi / s i gs / VI RUS/ 1.JORM_RBOT; s id : 2007914 ; r ev : 3; ) 

#Sasse r \,Jo r m 
#Subm i t ted by lin Zhong fa r Sa sse r va r i a nt s 

• 
#a le r t t cp $ EXTE RNAL_NET a ny - > $HOME_NET a ny (msg:"ET \,JQRM W32/ Sasse r. i,ro r m. a "; floL" : es t abli s hed ; cont e nt : " IBC 3B 74 0B 50 8 B 3D ES 46 A7 3D 09 8 5 B8 F8 CO 76 40 DE 7C 5B SC 07 2A AB 
ES 58 75 62 96 25 24 I" ; class t ype : mise • ae t i v i t y; r e f erence : ur 1, seeurityr e s ponse . symantee. com/ avcente r /ve ne/ data/w32 . sasse r . L.,o r m. ht ml ; re f erenee: ur 1, doc . emerg i ngth reat s . ne t / 2001057; 
r e f e r ence: u r 1 , www . eme r g ingth r eat s . net / cgi - b i n/ evs L..ieb . egi / s i gs / VI RUS / 1.JORM_Sas se r ; s i d : 2001057; r ev : 7; ) 

#Sa sser \,Jo r m 
#Subm i tted by Lin Zhong f a r Sa sse r va r i a nt s 
# 
#a l e r t t cp $ EXTERNAL_NET a ny - > $HOME_N ET any (ms g: " ET \,JQRM \-J32/Sasse r . wo r m. b" ; floL" : es t a bli s hed ; co nt e nt : " 158 BC 0C FF 59 57 32 31 BO EC 34 64 6 E D6 E3 8D 65 04 68 58 62 79 DF D8 2C 
25 6A 65 28 BA 13 74 I" ; c la ss t ype: mi se - ac tivity; r e f e r e nce : ur 1, secur ity r es ponse. symantec. com/ avcente r /ve nc/ data/w32 . sasser. No r m. ht ml ; r e f e re nc e : ur 1, doc . emerg i ngthreats. ne t /2001056; 
r ef e r enee: u r 1 , wt'ilW . eme r g i ngth r eat s . ne t / cgi - bin / evs L.,,eb . egi / s i gs / VI RUS / 1.JORM_Sas se r ; s i d: 2001056; r ev : 7; ) 

#Sasser \,Jo rm 
#Subm i tted by Li n Zhong f a r Sa sse r va r i a nt s 
# 

#a l e r t t cp a ny any -> a ny 5554 ( msg : "ET I.JORM Sasser FT P Traff i c " ; fl m": t o_ se r ve r ,es t a blished ; eont e nt : "up . e xe"; class t y pe : mi se - act i v i t y; 
r ef e r ence: u r 1 , v i l . me a f eeseeuri t y . eo11/v i l / eontent / Print 125009 , htm; r ef e r ence: u r l , doc. eme r gi ngthr eat s . net / 2000040; r e f e r e ne e ; ur l , WL.,..,, . eme r g i ngt hr ea t s. ne t / cgi ­
b i n/cvs1-.,eb . cgi / s i gs /VIRUS/ WORM_Sasser ; s i d :2000040; r ev : 5; ) 
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#Sasser l•Jo rm 
#Submitted by Li n Zhong f o r Sa sse r va r i a nt s 
# 
#a l ert tc p a ny a ny - > a ny 9996 (msg : "ET \-JORM Sasser Tr a ns f e r _up . exe " ; flow: es t ablis he d , t o_ serve r ; content :" l 5F75702E657865 I"; depth : 250; class t y pe: mi sc-activity ; 
r ef e r ence: u r l , v il . mcaf eesecuri t y. con1/vil / cont e nt / Pr i nt 125009. ht m; r ef e r enc e : u r l , doc. eme r gi ngt hr eat s . ne t / 2000047 ; r e f e r e ne e: ur l , wi.,,.," . eme r gi ngt hr ea t s . ne t / cg i ­
b i n/ c vs1"eb . cgi / s i gs/ VI RUS / l,.QRM_Sasser ; s i d : 2000047; r ev : 5; ) 

#Submi t ted by Joe St e\"a r t fo r Sasse r FT P e xp l oit 
# 

#a l ert tc p $Hc»'I E_NET a ny - > $ EXTERNA L_NET 5554 (msg : " ET \,JQRM Sasser FTP expl oit a t tempt "; flow: t o_ se r ve r , establi s hed ; dsize : >150 ; co nt e nt :" PORT "; depth : 5 ; classtype : a tt empt e d ­
a dmi n ; r ef e r e nce : u r l , www.lurhq . com/ dabbe r . ht ml ; r e f e r e nce: u r l , doc . eme r g i ngth r ea t s. net/ 2001548; r ef e r e nce: u r 1 , wwN . emerg i ngth reats. net/ cg i - b i n / c vs web . cgi / sigs / VIRUS/1,)()RM_Sasse r; 
sid : 2001 548; r e v : 6; ) 

#from t he Secur eC i RT Team 
# 

a l e r t t cp $HOME_NE T a ny - > $ EXTERNAL_NE T 1863 (msg:"ET I.JORM Si ngwo r m MSN message Outbound " ; flol" :esta blis hed ; cont e nt : "Her e are t he new s mile s fo r H5 N, t hey a r e incred i bl e ! "; 
c l ass t y pe : t r ojan-act i v i ty; ref erence: ur 1 , doc . eme r g ingthr eat s . ne t / 2007605; r e f e r e nce: u r 1, \•,•1111" . eme r g i ngth r eat s . net/ cgi - bin/ cvs we b . cgi / s i gs / VI RUS/ I-JORM_Sing111orm; s i d : 2007605; r ev : 3; ) 

# f r om t he Secur eC i RT Te am 
# 

##a l e rt t c p $EXTE RNAL_NET 1863 - > $HOME_ NET a ny ( msg : " ET OE LETE D S i ngwo r m MSN message In bound "; f l ow: es t a blis hed; cont e nt : " He r e a r e t he new smiles for MSN , t hey a r e i nc r e d i b l e ! "; 
c l ass t ype : t r o j a n-ac t i v i ty; ref e r ence : ur 1 , doc . emer g ingt hr eat s. ne t /2007606; r e f e r e nce: ur 1, ww1.11 . eme r g i ngth r eat s. net / cgi - b i ni cvs web . cgi / s i gs /VI RUS /1-JORM_ Singworm; s id : 2007606; r ev : 3; ) 

#by ma t t j onkman . Win32 . Soc ks . s 

• 
a l e r t t cp $HOME_N ET a ny - > $EXTERNAL_N ET $HTT P _PORTS (msg: " ET l•KJRM \.Ji n32 . Socks . s HTTP Pos t Check i n" ; floL11 : establis hed , t o_se r ve r ; content: "POST "; dep th: 5; ur i con t ent :" . php" ; 
cont e nt : " I ed 0a e d 0a I pr o e = [ Sy st em Pr ocess ] 1 ea I " ; e l ass t ype : t ro j a n - activ i t y ; r efe r e nce : ur 1 , dcc . eme r g ingth r ea ts . ne t /2008020; r e f ere nce: ur l , wi,,,w , eme r g i ngth r eat s . net / cg i ­
bin/ c vs1"eb . cgi / s i gs/ VIRUS / ~..ORM_Soc ks ; s id : 2008020 ; r ev : 3; ) 

#Sus p i cious Extens i o ns 
#Sno r t . o r g ru l e 721 sca l e d bac k a bit by Ma t t J onkma n t o no t h it o n x l s , vcf , ppt , rtf, dot , o r pdf . 
# I f you use th i s rul e d i sable 721 i n t he s no r t sets . Th is ru l e 111 ill h i t o n t he fo llowi ng : 
#ade, a dp, a s d , asf, asx, bat, bas, e hm, c l i , cmd , c om, c r t , c p l , c pp, d i z , dll , ebs , emf , eml , exe , fo l , fo l de r , h l p , hsq , hta, i n i , in f , i ns, 
#isp , j s, jse, lnk, mda , md b , mde, mdw, mdz, mht , mh t m, ms i , msc, msg , ms p, mst, nws , ccx, pcd , p i f , pl , p l s, p l c, p l x , pm, pot , r a r, 
# r eg , sc r , se t , shs, s wf, sys , u r l , v b , vbe, v bs, vxd , wmd , wmf , wms, 111mz, wpm, wps , wpz, L11 sc, wsf, ws h, xlt , x l w, z i p 
# 
#a l e r t tcp $H01E_N ET a ny - > $ EXTERNAL_N ET 25 (msg: " ET VIRUS OUTBOUND Suspi cious Ema il At tac hme nt "; fl ow: t o_se r ve r , es t a blished ; cont e nt : "Cont e nt-Ois pos i tion ] 3A I" ; nocase; 
cont ent : "f ilename =" ; d i s t a nce: 0 ; pe r e : " /"\ s " =\ s * . • ? \ . (?= [ abcdehijlmnopr svwx]) ( a ( d [ e p] I s [ x ] ) I c ( r t I [ho ]m I li I pl I md I pp) Id ( i z 111) I e (m[ fl ] I xe I bs ) I h ( l p I sq I t a ) I jse ? 
I m(d ( abzew] I s [ tcg i p] I ht ml ht ) l p(c d l if I l [ xsc] I ( l m] I ot ) I r (eg la r ) I s ( c r I et I (hy ]s I wf) lv( b( e s J? I xd ) lw( m( df sz ] I p (msz ] I s [ cfh]) lxl [tw] lfo lde r lfo l I ba[s t ] I i ( sp I n[ s i f ] ) I l nk lnws I ocx I zi p lurl ) 
[ \ x27 \ x22\ n \ r \ s ] / i R"; e l ass t ype: s usp i c i ous-fil ename - det ec t ; ref e r e nce : ur 1 , doc . emergingthreat s . net / 2000562; r e f e r enc e : u r 1, W1..,n.11 . eme r g ingth r eat s . ne t / cgi -
bin/ c vs1"eb . cgi / s i gs/ VI RUS / l-.ORM_Sus pi c i o us_E xtensions; sid: 2000562; r e v : 12 ; ) 

#Submi t ted by Jose ph Gama 
# 
#a l e r t t cp $ EXTERNAL_NET a ny - > $HOME_NET a ny (msg: " ET WORM UPX compressed fil e downl oad - poss i b l e wor m"; flow: es t abli s he d; cont ent : "MZ"; i s da t aa t : 76 , r e l a tive; content : "Th i s p r og r am 
cannot be r un i n DOS mode. " ; d i s t a nce : 0 ; i sda t aa t : 10, re l a tive ; co nt e nt : "PE" ; d i s t a nce : 0 ; co ntent: "UPX0" ; content : "UPXl " ; cont e nt : "UPX ! " ; clas stype: mi sc-act i vity ; 
r efe r ence : u r 1 , doc . eme r gingth r eat s . ne t /2001046; re f e r e nce: ur 1 , W\111" . e mergingthreats . ne t / cgi - b i n/ cvs we b . cgi / sigs /VI RUS/1-JORM_Susp i cious_Extens i ons; s id : 2001046; rev : 7; ) 

#Subm i t ted by Jose ph Gama 
# 

#a l e r t t cp $ EXTERNAL_NET a ny - > $HOME _NET any (msg: " ET I..JORM UPX enc rypted fi l e downl oad - possib l e 1-1or m"; flm": es t a blis he d; co nt e nt: "MZ"; isdata at : 76,re l a t i ve ; content "Th i s pr og ram 
c a nnot be r un i n DOS mode."; d i s t a nce : 0; i sda t aa t : 10,re lative; co ntent: "PE" ; di s t a nce: 0 ; co nt ent : " l00 l code l00 I " ; cont ent : " 100 C0 ltext l00 I"; classt ype : mi sc-ac tivity ; 
r ef e r ence : u r 1 , doc . eme r g ingth r eat s, ne t / 2001047; re f e r e nce : ur 1, ww111. emergingthreats. ne t / cg i - b i n/ cvs we b . cgi / sigs / VIRUS/ 1-JORM_ Susp i cious _ Ext e ns ions; s i d: 2001047; r ev : 6; ) 

#from J a ck Peppe r 
#Di sabling , t e nds t o f a l se 

• 
#a l e r t t cp $ EXTERNAL_N ET $,HTTP_POR TS - > $HOME_NET a ny (msg:" ET I.JORM s he ll bot pe rl code downl oad"; fl o1" :to_cl i e nt , established ; content :"# She llBOT"' ; nocase; class t ype : t roj a n- ac t i v i t y; 
r e f e r ence : u r 1 , doc . eme r gingth r eat s . ne t / 2002683; r e f e r e nce : ur 1, \'t'l.1/1.11 . emergingthreats . ne t / cgi - b i n/ cvs we b . cgi / sigs / VIRUS/ 1.JORM_We b_Bots; s i d : 200268 3; r ev : 5; ) 

#from J a ck Peppe r 
#Disabling , t e nds t o f a l se 
# 
#a l e r t tcp $ EXTERNAL_NET $HTTP_PORTS - > $HOME_NET a ny (msg:" ET J,JORM She ll Bot Code Downl oad"; f1 01.11 :to_c lie nt ,es t a blis he d ; cont e nt : "##################### IRC #######################"; 
nocase; e l ass t ype: t r o j a n- ac t i v i t y; r ef e r ence : ur l , dcc . eme r g i ngt h r ea t s , ne t / 2002684 ; r e f e r e nce : u r 1 , WLIIW . eme rgingth r ea t s . ne t / cgi - b i n/ c vs L11e b . cg i / s i gs /VIRUS/\.JORJ-U ,1e b_Bot s; s i d: 2002684 ; r ev :4 ; ) 

#by Bl a ke Ha r t ste i n 
# 

a l e r t udp $EXTERNAL_ NET a ny - > $HOM E_NE T 5060 (msg: " ET VO IP Aster i s k Reg i s t e r with no URI o r Vers i on 00S Attempt " ; cont e nt : "REGI 5TER l0d ea J"; nocase; dept h: 10; co nt e nt : ! "SI P/" ; 
d istance : 0 ; c l as stype: att empt e d - dos ; r ef e r e nce : url , l a bs . musecuri ty . com/ a dvi so r i es /MU- 200703-01 . txt; r ef e r ence : u r l , tool s . i e t f . o r g/ htm l / r f c3261 ; 
r ef e r ence : u r 1 , doc . eme r g ingth r eat s , ne t / 2003474 ; re f e r e nce : ur 1, h'll/LII. emergingthreats. ne t / cgi - b i n/ cvs 111e b . cgi / sigs / VOI P/ VOI P _As t e ri s k_OOS; s id : 2003474; r ev : 6; ) 

#These s i gs are ada pt e d f r om those a t next soft . cz 
# t h i s se t a r e far ge ne r a! SI P speci f i c fl ood i ng 

• 
a l e r t t cp $ EXTE RNAL_NET a ny - > $HOM E_NE T 5060 (msg:" ET VOI P HIVIT E Message Fl ood TCP"; fl ow: es t ablis he d,to_ser ve r ; cont e nt : " I NVIT E"; de pth :6; th resho l d: type both , t r ac k by_src, co unt 
100 , s e conds 60; c l ass t ype ! a tte mpted-dos ; r ef e r ence : ur 1 , doc . eme r g i ngth r ea t s . net / 2003192; ref e r e nce: ur l , WLIIW . eme rgi ngt h r ea t s . net/ cgi - b i n/ cv swe b . cgi/ s i gs / VOI P/ VOI P _ F l ood i ng; s i d : 2003192 ; 
r ev :4; ) 

#These s i gs are a da pt e d f r om those a t next soft . cz 
# t h i s se t a r e f or ge ne r a! SI P specific fl ood i ng 
# 
a l e r t ud p $ EXTERNAL_NET a ny - > $HOME_NET 5060 (msg: " ET VO IP I NVIT E Message Flood UDP" ; cont en t : " INVI TE" ; dept h :6; th reshold: t y pe bot h , track by_s rc, count 100, seconds 60; 
c l ass t y pe : a t t empte d- dos; r e f e r e nce: u r 1, doc . eme r g i ngt hr ea t s . net / 2009698 ; re f e r e nce: u r 1, www .eme r gi ngth r eats . net / cgi- bi n/ c vsweb . cg i / s i gs/ VOI P/ VOIP _ F l ood i ng; s id : 2009698; r ev : 1 ; ) 

#These sigs ar e a da pt e d f r om t hose a t next soft . cz 
#th i s set a r e fo r ge ne r a! SI P speci f ic fl ood i ng 
# 

a l e r t t cp $ EXTERNAL_NET a ny - > $HOME_NET 5060 (msg :" ET VOI P REG I STER Message Flood TCP"; flow: establis hed,to_se r ve r ; cont e nt: "REGI STER"; de pt h :8; t hr es ho l d: t y pe bot h , t r a c k by_ s r c , 
count 100, second s 60; e l ass t y pe: a t t empt ed -do s; r e f e r e nce: u r l , doc . eme r g i ngth r ea t s. ne t / 2003 193; r ef e r e nce: u r l , w1,.,n.11. emerg i ngth r eat s . net / cg i - b i n / c vs web . cgi / sigs / VOIP / VOIP _Flooding; 
s i d: 2003193 ; r e v :5 ; ) 

#These s i gs ar e a dap t e d f r om those a t next soft . cz 
# t h i s se t a r e far ge ne r a! 5I P specific fl ood i ng 
# 

a l e r t udp $ EXTERNAL_NET a ny - > $HOM E_NE T 5060 (msg: " ET VO IP REG I STER Message Flood UDP"; content : "REGI STER"; de pt h : 8 ; t h r esho l d : t ype both , t rac k by_s r c , count 100 , seconds 60; 
c l ass t ype : at t empted- dos; r e f e r e nce: u r 1, doc . eme r gingthr ea t s . net / 2009699 ; r efe r e nce : url , www . eme r gi ngthr e ats . net / cgi- bi n/ c vsweb . cg i / s i gs/ VOI P/ VOI P _ F l ood ing; s id : 2009699; r ev : 1 ; ) 

#By Shi r kdog a nd Bl ake Ha r t s t e i n 
# 
a l e r t t cp $ EXTERNAL_NET a ny - > $HOME_NET $HTT P_PORTS (msg: " ET VO IP Ce nt r a lity I P Ph one ( PA- 168 Chi pset ) Session Hi jacki ng"; flow:establis he d , t o_se r ver; cont e nt : " POST " ; noca se; de pt h: 5 ; 
u r i co nt ent: " / g"; nocase; cont e nt : ''bac k=++B ack ++ " ; nocase ; pe r e: " l"\/g ( $ I [ ?#] )/Ui "; c l ass t y pe : a t t empte d- use r ; r e f e r e nce: u r 1, WLw1 . milw0rm . com/ explo i t s / 3189; 
r ef e r ence : u r 1 , doc . eme r g i ngth r eat s . ne t / bin/v i e w/Ma i n/ 2003329; ref erence : ur l , \'i\'1111 . emerg i ngt hr e a ts . net / cg i - b i n / c vs we b . cgi / sigs /VOIP/ VOI P _I P _Phone; r ef e r e nce : c ve, 2007-0528; s i d: 2003329; 
r ev :5; ) 

#by Blake Ha r t ste i n of Demarc 

• 
a l e r t ud p $EXTERNAL_NET a ny - > $HOME_NE T 5060 (msg : " ET VO IP SI P UD P Sof tp hone UN I TE overflow"; d size : >1000; cont ent : " I NVIT E" ; de pt h : 6 ; nocase; pc r e : "/\ r ?\ n\ r ?\ n / R"; 
i sda t aa t : 1000 , r e l a tive ; c l ass t ype: a tt em pt ed-u ser; refe r e nce : bugt r a q , 16213 ; r e f e r e nc e : cve , 2006-0189 ; r e f e r e nce: u r 1 , doc. emer g i ngt hreat s . net / b i n/vi ew/Ha i n/ 2002848; 
r ef e r ence : u r 1 , www . eme r g ingth r eat s , ne t / cgi - b i n/ cvs 111eb . cgi / s i gs / EXPLOIT / EXPLOIT _SIP ; s i d: 2002848; r e v : 7; ) 

#by Blake Ha r t s t e i n of Oemarc 
# 

a l e r t udp $ EXTERNAL_NET a ny -> $HOM E_NE T 5060 (msg:" ET VO IP Hu lt i Tec h SIP UDP Ove r flow" ; content : " INVIT E"; nocase; dept h : 6 ; i sd ataat: 65, r e l a tive; cont e nt : ! " J0a l "; 'ld t hin :61 ; 
c l ass t ype : at tempted- use r ; r e f e r e nce : cve, 2005-4050 ; r efer e nce : url , doc . e me r gi ngt h r eat s. ne t /2003237; r e f e r e nc e: ur 1, 1/IWW . eme r g ingth r ea t s . ne t / cg i - bin / cvswe b . cg i / sigs / VOIP / VOIP _Mult i t ec h; 
s i d: 2003237; re v : 8; ) 
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#by Ke vi n Ross 

• 
a l ert udp $EXTE RNAL_ NET any -> $HOME _NE T 5060 (msg: " ET SCAN SI P e r ase_ r egist r a t i o ns / a dd r eg i st r a t ions attempt " ; co nt ent :"REGI STER " ; de pt h :9; cont e nt : "Use r -Agent ] 3a l Ha cke r" ; 
e l asstype: attempted- r econ ; r eference: u r l , 1'11,r,.oJ . ha ck i ngvo i p. com/ sec_tool s . ht ml ; r efe r ence : url , doc. emerg ingthreat s .net / 2008640; r ef e r e nc e : ur l , 1.oJWV1 . eme r g i ngt hreats . net / cgi ­
b i n/ cvsweb . cg i / s i gs/VOI P/ VOI P _SI P _e r ase ; s i d : 2008640; re v : 5; ) 

#by Kevi n Ros s 
# 
a l ert udp $EXTE RNAL_NET any -> $HOME_NET 5060 (msg: " ET SCAN s i pscan pr obe'"; cont e nt : " s i p l 3a l t hi sisthecana r y@" ; con t e nt : " s i p l 3a l t est@" ; offset :30; d i sta nce :70; classtype : atte mpt ed- r econ ; 
r efe r e nce: u r l , ww1.oJ . hac kingvo i p . com/ sec_ tool s. h t ml ; r e f erence : ur l , doc. emerg ingt h r eats . net / 2008641 ; r e f erence : ur l , W'IIW . eme r g i ngt hreats . net / cg i -b i n/ c vswe b . cg i / sigs/ VO IP/ VOI P _S I Pscan; 
s i d:200B641; r ev :3; ) 

#f r om t he r u l es at ne xtsoft . cz 
#int ended t o catch un usua l numbe r s of unautho r i zed r e s ponses f r om s i p se r ve r s 

• 
a l e r t t cp $HOME_NET 5060 - > $EXT ERNAL_NET a ny (msg:" ET VOIP Mu l t i p l e Una uthori zed SIP Responses TCP" ; flov, : es tab lis he d, from_ server; co nt e nt :"SIP/ 2 . 0 40 1 Una ut ho r i zed" ; de pt h:24 ; 
t h r eshold : ty pe bo t h , t r aek by _s r c , count 5, seeond s 360 ; e l as stype ; attemp t ed - dos; r e f er e nce: url , do e , eme r gingt hr eats . net / 2003194 ; ref e r ence: url , LWJW . eme rgi ngt hr eat s. net / egi ­
b i n/ cvsweb. c g i / s i gs / VOI P/ VOI P _Unau t h; s id : 2003194 ; r ev : 6; ) 

#f r om t he r ules at nextsoft .cz 
# i nt e nded to catch unus ua l numbe r s of unau t hori ze d r es ponses f r om s i p se r ve r s 

• 
a l ert udp $HOME_N ET 5060 - > $EXTERNAL_NET a ny (msg: " ET VOI P Mu lt i p l e Unauthoriz ed SIP Res ponses UDP" ; content : "SI P/ 2 . 0 401 Unau thorized"; dep th : 24; th resho ld: ty pe both, t r ae k by_ sre , 
count 5, seeond s 360; e l ass t ype : at t empted - dos; re ference: ur l , doc . e mergingthreats . net/ 2009700; r eference : u r l , M'lloJ . emergingthreat s . net / eg i -b i n/ cvsh·e b . cgi / s i gs / VOI P/ VOI P _Unau th; 
s i d : 2009700; r ev : 1 ; ) 

#by Akas h Ma ha jan of Stillsecure 

• 
a l e r t t cp $EXTE RNAL_NET $HT TP_PORTS -> $HOME_NET a ny (msg:"ET ACTIVEX 4XEM Vat Decoder Va t Ctrl Class Ac t i veX Cont r o! Ur l Pr operty Buffe r Ove rflm'I' Vu l ne r a b i li t y"; 
f101>l : to_c lien t , est ab li she d ; conten t : " 210D0CBC - BB17-48D1 - B294 - 1A3380D2 EB3A" ; noc ase ; content : "0x40000"; eon t ent : "Ur l " ; nocase ; e l as stype :we b-application -attae k; refe r e nee: bugt r aq , 28010 ; 
r efe r e nce: u r l , wwLoJ . mi l w0 r m. com/ ex pl o i t s / 5193; r ef e r e nce : url , doc. eme r gi ngth r eats . ne t / 2007903; r ef e r e ne e : url , Wrll'i . eme r g i ngt h r ea t s . ne t / cg i - b i n/ cv sweb . cg i / s i gs/WEB_CLI ENT / L-1 EB_ 4XE M; 
s i d : 2007903; r ev :8; ) 

#by s ti llsecur e 

• 
#a l e r t t c p $EXT ERNAL_NET $HTTP _PORTS - > $HOME_NET a ny (msg : "ET ACTIVEX AOL Radio AmpX ActiveX Cont ro! Conve r tF ile Me t hod Buffer 0Verf101'I' " ; f101'I': to_clie nt , es tablis he d; cont ent : "FE0BD779 -
44EE- 4A4B-AA.2 E- 743C63F 2 E5 E6"; noease; cont ent : " Conve r t Fi l e"; nocase; c l ass t ype: we b- a pplicat i o n• a t tack; r e f e r e nce: ur 1 , mih10rm . com/ expl o i t s / 8733 ; r e f e r e nce: bugtraq , 35028; 
r efe r e nce: u r 1 , doc. eme r g ingth r eat s . ne t / 2009469; re feren ce: ur l , M"1.oJ . e mergi ngthreats . net/ cgi · b in/ cvs Neb . cgi / s i gs / 1-J EB_ CL I ENT /1-JEB_AO L; s i d: 2009469 ; r e v : 10; ) 

#by ke vi n ross 

• 
a l e r t t cp $EXTE RNAL_ NET $HTTP_PO RT S - > $HOME_NET a ny (msg: "ET ACTIVEX Poss i b l e AOL Super Buddy Ac t i veX Cont r o! Remot e Code Exeeution At t empt" ; flo vl : fr om_ se r ve r ,es t a blis hed; 
eontent : "189504B8- 50 D1 -4AA8 - B4D6 - 95C8 F58A6414 "; nocase; con tent: "Se t SuperB ud dy"; nocase; eont ent : "// " ; pere : "/ <OBJ ECT \ s+ [ "> ) • e l a ss id \ s*: \ s • [ \ x22 \ x27 ] ?\ s *e l s i d\ s " \ x3 a \ s *\ x7B? \ s *189504B8-
50D1- 4AA8- B406-95CB F5BA6414/ s i " ; c l as stype: at t empted · use r ; r ef e r e nce : u r 1, Wl'll'I' . seeuri tyfoc us. com/ b i d/ 36580/ i nfo ; r e f e r e nce : ur l , Wl>rw . securi t yfocus. com/ a r e h i ve / 1 / 506889; 
ref erenee: u r 1 , doc . eme r g ingth r eats . net/2010039; re feren ee: ur 1 , \'11"1.'I' . e merg ingthrea t s. net/ cgi - b in/ evs Neb . egi / s i gs / 1-J EB _ CL I ENT /WEB_ AO L; s i d: 2010039; r e v : 4 ; ) 

#by Ke vi n Ross 

• 
##a l e r t tc p $EXTE RNAL_NET $HTTP _ PORTS - > $HOME_ NET a ny ( msg : "ET ACTI VEX Poss i ble AO L I WinAmp Ac t i veX Conve r t File Buf f e r Ove r flow Attemp t " ; fl ow : f rom_se r ve r , establis hed ; 
cont en t : " FE0 BD779-44EE - 4A.4B · AA2 E- 74 3C63F2E5E6"; noease; cont e nt : "Co nve r t Fi l e " ; noe a se; pere : " /<OB J ECT \ s +[ "> ] *c l ass id\ s *: \ s* [ \ x22 \ x27] ?\ s*c l s i d\ s *\ x3a \ s *\ x7 B ?\ s* F E0 BD779-44E E-4A48 -AA2 E-
743C63F2E5E6/ s i "; c l as stype : a ttemp t ed - user ; r efe r e nee : ur l ,v,ww. mil1>10rm . org/ exp l o i t s / 8733; r e f e r e nee: u r 1, '""""' . secur i t yf oeus. com/ bid/ 35028 ; refe r e nce: u r l , doc . eme r g i ngt h r ea t s. net / 2010160; 
r efe r e nce: u r l , wWL>J . eme r g ingth r eats. net/ cgi - b i n / evs 1,ieb. cgi / s i gs/ L-1 EB_CLI ENT /WEB _AOL; s i d : 2010160 ; r ev : 6 ; ) 

#by Ke vi n Ros s 

• 
a l e rt t ep $ EXTE RNAL_NET $HTTP_PORTS - > $HOME_NET a ny (msg:"ET ACTIVEX Poss i b l e AOL 9 .5 BindTo File Hea p Ove r f1 01oJ Attempt "; flow: es tablis hed,to_cl i e nt ; conten t : "BC8A96C6 · 3909-11DS-9001 -
00C04F4C3B9 F .. ; noc ase; cont ent: " BindTo Fi l e"; nocase; per e: " / <OBJ ECT\ s+ [ "> ] *e l ass id \ s *: \ s* [ \ x22\ x27 ] ?\ s *c l sid \ s • \ x3a \ s • \ x7 B ?\ s *BC8A96C6 • 3909- 11D5-9001 ·00C04F4C3 B9 F / si"; 
e l ass t y pe: at t empted- user; r efe r ence : ur 1 , t ee . he l lcode . ne t / adv i sories / he lleode -adv008 . txt ; ref e r e nee: u r 1 , doe . eme r g i ngt h r ea t s . ne t / 2010814 ; refe r e nce: u r l , M'l'll . eme r g i ngt h r ea t s. net/ egi · 
b i n/ eVS\'l'eb. eg i / s i gs / 1-J EB_CL I ENT/WEB_AO L; s i d:2010814 ; r e v : 4 ; ) 

#by ke vi n ross 
# 
##a l e r t tcp $EXTERNAL_NET $HTTP _ PORTS - > $HOME_NET a ny ( msg: " ET ACTIVEX AOL 9. 5 Phobos, Pl ay li s t I mport Ac t i veX Buffe r Ove r flow Attempt " ; flow: es t a blis he d , t o_ c lie nt ; co nt e nt : "A105 B070-
BF56-4D10 - BC91- 41CB8321 F4 7C " ; noease; cont ent : " . I mpo r t "; nocase ; pe r e : " / <OBJ ECT\s+[ "> ] *cla s sid\ s • : \ s * [ \ x22\ x27 ] ?\ s*c l s i d \ s* \ x3a \ s* \ x78 ?\ s•A105 BD70- BF56-40 10 · BC91-41C88321 F47C/s i "; 
e l ass t y pe: at tempte d- user ; r eferenc e : u r 1 , \'ll'll'l , r ee-sec . com/2010 / 0 1/ 25 / ao l - p l ayl i st- cla ss- buffe r- overf l ow/ ; re f e r e nce: ur l , doc , emergingt hrea t s . net / 2010962; 
r efe r e nee: u r l , ww1.,i. eme r g i ngth r eat s . net/ cgi - bin / evs 1oJeb . egi / s i gs / L-1 EB_CLIENT/WEB_ AO L; s id : 2010962; r ev : 5; ) 

#by Ke vi n Ross 

• 
##a l e r t t c p $EXTE RNAL_ NET $HTTP _ PORTS - > $HOME_NE T any ( msg : " ET ACTIVEX Poss i ble Ace r LunchApp Arbit r a r y Code Exue ution At t empt " ; flow: establis he d , fr om_se r ve r ; content: "3895D035 · 7573-
11D2- 8FE D-0060673003AA"; nocase ; content : " RUN"; nocase ; dis t a nce : 0; pe r e : " / <OBJ ECT \ s+ [ "> ] *e l ass i d\ s *=\ s * [ \ x22 \ x27 ] ?\ s *c l s id \ s *\ x3a \ s *\ x78 ?\ s *38950035 · 7573- 110 2-8FED-006067 30D3AA/ s i "; 
e l ass t y pe : at t empt e d - user ; r efe r ence : u r l , s e c u r i t yt r ae ker . com/ a le r ts/2009/ Aug/ 1022752. ht ml ; r e f er e ne e : ur l , 1...ww . kb . ce r t . org/vul s / i d / 485961; 
r efe r e nee: ur l , w-.,n.,i . secu r i t yfocus. eom/ bid / 21207 / info; r ef e r e nce; u r 1, doc. eme r gi ngt hr eats . ne t / 2009868; r ef e r e nce: url , 1>trtw . eme r g i ngth r ea t s. ne t / cgi- bi n/ cv sr,eb. cg i / s i gs/WEB_CLI ENT / L.J EB_Ae e r ; 
s i d:2009868; r ev :9 ; ) 

#by s t illsecur e 

• 
##a l e r t tcp $EXTE RNAL_NET $HTTP_PORTS - > $HOME_NE T a ny ( msg : " ET ACTIVEX Adobe Shoclc\>.iave Player Act i veX Con t r o! Buffe r Overflow cls i d aceess " ; flo vl :est a blished,to_cl ient; 
content : "233(1507 - 6A77- 46A4 -9443- F871 F94 5D258 " ; noease; content : "Pl aye r Ve r s i on" ; noease; pe re : " / <OBJ ECT\ s+ [ "> ] *e l ass id \ s*= \ s * [ \ x22 \ x27 ] ?\ s *c l s i d \ s *\x3a \ s *\x7B? \ s *233C1507-6A77-46A4 -
9443-F871F94 5D258/ s i "; c l ass t ype :we b-application · attack; r e f erenee: ur l , Wl>IW .milw0rm. com / exp l oi t s / 9682; r efe r ence : u r l , doe . eme r gingt h r e ats . ne t / 2010256; 
r eference: u r l , M,r,.>J . eme r g ingth r eat s . net/ cgi - b i n / cvs LoJeb . cgi / s i gs / L·lE B_CLI ENT / 1-JEB_Adobe; sid : 2010256 ; r e v : 5; ) 

#by eion miller 

• 
a l e r t t ep $ EXTERNAL_NET $HTTP_PORTS - > $HOME_N ET a ny (msg:"ET L-1 EB_CLIENT PDF Con t a i ning 1-J i ndows Commands Downl oaded " ; flow: e s t abli shed , t o_client ; eontent :"%PDF- " ; eont e nt : " l 3C 3C 0D 0A 
20 2f I t ype I 20 2 F I ae t ion 10D 0A 20 2F I s I 20 2 F I l au nch I 0 D 0A 20 2F 11-J i n" ; d i stanee :0; noease; e l ass t ype: bad- unknown; r e f erenee : u r l , doe . emergi ngth r e at s. ne t / 2011245 ; 
r efe r e nee: u r l , ww1.oJ . eme r g ingthreat s . ne t / cgi • b in / evs 1oJeb . egi / s i gs / L•lEB_CLI ENT /i-JEB_Adobe ; sid : 2011245 ; r e v : 2 ; ) 

#by e vilghos t 

• 
a l ert t cp $ EXTE RNAL_ NET $HT TP_PORTS - > $HOME_NET a ny (msg:" ET L·lEB_CLIE NT Li ke l y Ma l i cious PDF Contain i ng St r Re verse " ; flow : establi shed ,to_client ; con t e nt:"HTTP/ 1" ; dept h : 7 ; 
content : "%PDF · " ; con t ent : "St r Reve r se I 28 I "; d i stance : 0; nocase ; classt ype : bad-unknmm ; r e f e r e nce: ur 1, doc . eme r g i ngthr eats . net / 2011246 ; r e f e r e nc e : u r l , W\'IW . eme r g i ngth r eats. ne t / eg i ­
b i n/ cvsweb. eg i / s i gs / 1-JEB_CLIENT /WEB_Adobe; s id : 2011246; r ev : 2; ) 

#by Ho l vee 
# 

#a l e r t t c p $EXT ERNAL_NET $HTTP _POR TS - > $HOME_NET a ny (msg : " ET ACTIVEX Akama i Downl oad Ma nage r Stack Buffe r Ove rflow CLSID Access l "; floN: to_cl i e nt , establis he d ; cont e nt: "4871A87A - BFDO· 
4 106-8153 · F FOE2BAC2967"; noc a se; pere: " /<OBJ ECT \ s +[ "> ] *c lassid \ s "' "' \ s* ( \ x22 \ x27] ?\ s*c l s i d \ s *\x3 a \ s *\x7B ?\ s *4B71A87A- BFD0 -4106 - 8153- FFOE2 BAC2967 / s i "; cla sst ype : Ne b -application • at t a e k; 
r efe r e nce: u r 1 , l abs . idefense . com/ in t e llige nce/v ul ne r a bili t ies / d i s p l ay . php ? id=81 3; r eference: u r 1, doe. eme r g ingthr eats . ne t / 2009687; re f erenee : ur 1, W\'lloJ . eme r g ing t hr eats . ne t / cgi -
b i n/ evs1'1'eb. eg i / s i gs / l-J EB_CL I ENT /WEB_Akam i ; s id : 2009687; r e v : 8; ) 

#by Wo l vee 
# 
##a l e r t t cp $EXTERNAL_ NET $HTTP_ PORTS - > $HOME_NET a ny ( msg : " ET ACTIVEX Akamai Down load Ma nager Stack Buff e r Dve r fl ow CLSID Access 2"; f10 1,i : t o_c lie nt , es t a bli shed ; eont e nt :" 2AF5BD25-
90C5-4 EE C-88C5-644DC 2905DBB " ; noease; pere :" / <OBJECT \ s +[ ">] *e l ass i d \ s • : \ s* ( \ x22 \ x27 ] ?\ s*cl s id \ s* \ x3a \ s * \ x7 B ?\ s •2AF58D25- 90C5 -4E EC-88C5 · B44DC290508B/ s i "; e l asstype :web- a ppl ication­
attac k ; r e f erence : ur 1, labs . i def ense . com / i nte ll i gence /vulnerab i li t i es/ d i sp l ay . ph p ?i d:813; ref e r e nce: u r 1, doe. eme r g i ngt hrea t s. net / 2009688; r efe r e nce: u r l , M'l'll. eme r g i ngt h r ea t s . net/ egi -
b i n/ cvsweb . cg i / s i gs / 1-JEB_CLIENT / t,JEB_Akam i ; s i d: 2009688; r ev : 7; ) 

#by Hol vee 

• 
##a l e r t tcp $EXTE RNAL_NET $HTTP_ PORTS - > $HOME_NET a ny ( msg : "ET ACTIVEX Akama i Do1-Jn l oa d Manager Stac k Buff e r Overfl m'I' CLSID Aecess 3" ; f101oJ : t o_c lie nt ,establi shed ; eonte nt : " FFBB3 F3B-
0A5A- 4106- BE53- DFE1E23 40CB1 " ; nocase; pere : "/ <OBJ ECT \ s +[ " >] *c l ass i d \ s "=\ s* [ \ x22 \ x27 ] ?\ s*c l s i d \ s* \ x3a \ s*\x7 B ?\ s * F FBB3 F3B-0A5A- 4106- BE 53 · DF El E 2340CB1 / s i " ; e l asstype :web - a ppl ication­
attae k ; r e f e r e nce : ur 1, l abs . i def ense . com / i nt e l lige nce /vulne r a bi li ties / d i s p l ay . ph p? i d =813; r e f e r e nee: u r 1, doc . eme r g i ngt h r ea t s . ne t / 2009689 ; refe r e nce: u r l , MWl , eme r g i ngt h r ea t s. net / cgi · 
bin/ cvsweb. cg i / s i gs / 1-JEB_CLIENT /WEB_Akam i ; sid : 2009689; r ev : 8; ) 

#by ke vi n ross 

• 
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##a l ert t cp $EXTE RNAL_N ET $HTT P_PORTS - > $HOME_NET a ny ( msg: " ET AC TIVEX Poss i b l e Syman t ec Al t i ris De pl oyme nt Sol ution AeXNSPkgOL Li b . dll ActiveX Cont r ol OownloadAndi nst a ll Method 
Ar bit r ary Code Exec ution At tempt " ; flov, : fr om _server , establis hed ; co ntent : "63716 E93-0330- 48B0- 8A2 F-8E8473F D7AO"; no ca se; content : "Oovm l oa dAndinstall"; noc ase ; pe re: " / <OBJ ECT \ s + 
[ "> ] *c las s i d \ s *=\ s * [ \ x22 \ x27 ] ?\ s *c lsid \ s *\x3a \ s *\x7 B ?\ s *63716E93- 033D-48B0- 8A2 F -8E8473 FD7AC7 / s i " ; e l asstype: attem pt ed - us er ; 
r ef e r ence: u r 1 , securi t y t r ac ke r . com/ a l e r t s / 2009 / Se p/10 22928 . h t ml; r e f erence : ur l , ww-.·, . syma nt ec. com/ business / secur i ty _ r esponse / securi t yupda t e s / de t ail . j s p? 
fid =s ec u ri t y _ a dv i so r y&pv i d= sec ur i t y _ adv i so r y&y ea r =2009&suid =20090922 _ 00; 
r e f e r ence : u r l , t r ac .met a sp l oi t . com/ brows e r / f r a mework3 / t r unk/ modu l es / exp l o i t s /L'l i ndm'ls / b r owse r / symant e c_a l ti r i s deployme nt _downloada nd i ns t a ll . rb ?re v=7023; 
r ef e r enc e : u r l , doc . eme r g i ngth r eat s . net/ 2010011 ; re f e r e nce : url , ww1'l . emergingth reat s . net / cgi - b i n/ cvs1'1e b . cgi / s i gs / \-J EB_CLIENT /WEB_Al t i r is; s id : 2010011 ; r ev : 7; ) 

# 
a le r t t cp $ EXTERNAL_NET $HTTP _PORTS -> $HOME_NET a ny (ms g: " ET ACTI VEX Mul tiple Alt i r i s Produc t s AeXNSC onso l eut ilities . dll Act i veX Cont r o! Br owseAndSave File Me t ho d Buff e r Overflow 
Attem pt Func tion Call " ; flO\'l :to_clie nt , establis hed; co nt ent: "ActiveXObjec t " ; nocase; co ntent: "Al tir i s .AeXNSConsoleUti lities"; nocase ; d i s t a nc e :0; content : " BrowseAndSaveFile" ; nocase; 
c l ass t y pe: at t empted- use r ; r e f erence : ur ! , l'#l>J\\! . s ymant ec . com/ bus i ness / secu r i t y _ res ponse/ secur i t yupdates / detail . j sp?fid =secur i t y_a dvisory& pvi d =securi t y _a dv isory&year=2009&s ui d=20091102_00; 
r ef e r ence: u r 1 , www . secu r i t yfoc us . com/ b i d / 36698 / in f o; r ef e r e nce : u r 1, sot i r i u . de / adv/NSOAOV· 2009- 001 . t xt ; r e f e r e nce: u r l , securi t ytracke r . com/ a l er t s /2009 / Nov /1023122 . ht ml ; refe rence : cve , 2009 -
3031 ; r e f e r e nce: u r 1, doc . e me r ging t hreat s . net / 2010245 ; r efe r e nce : u r 1, Wh'W . em e r g i ngth r eat s . net / cg i · b i n/ cvs v~eb . cgi / s i gs / 1-J EB_ CLIENT / WEB_Al ti r is ; s i d : 2010245; r e v : 5; ) 

#by s t illsecure 
# 

##a l e r t t cp $EXTE RNAL_NET $HTTP _PORTS - > $HOME_ NET a ny ( msg : " ET ACTIVEX Alt i rix eXpr e ss NS SC ActiveX Ar bit r a ry Code Exec ut ion Fun ctio n Cal l " ; flov, : t o_ c lient,est a blishe d; 
content: "Ac t i veXOb j ect " ; nocase; cont e nt : "Al t i ris .AeXNSPkgDL . 1 " ; no ca se; d i s t a nc e :0; co ntent : "Downl oadAndi nsta 11" ; nocase; e l a sstype: a t tempt ed - use r ; 
r ef e r ence: u r l , t r a c .metaspl o i t . co111/ browser/ f r a mewo rk3 / t r unk/ modu l es / exp l o i t s /w i ndows / b r owse r / symantec_a l ti r i s dep l oyme nt _downloa dand i ns t a ll . rb ?re v=7023; 
r ef e r ence: u r l , secuni a . com/ a dvisorie s / 36679; refe r ence : ur l , doc . emergi ngthr eat s . ne t / 2010 190; r eference: ur l , ww111 . eme r g ingth r ea ts . net / cg i - bin / cvsl'te b . cg i / s igs /WEB_ CLI ENT / l•J EB_Al t iris; 
sid : 2010190; re v :3; ) 

#by s t illse cure 

• 
##a lert t c p $EXTE RNAL_NET $HTTP _PORTS - > $HOME_ NE T a ny ( msg : " ET ACTIVEX AOLSha r e ActiveX AppSt ri ng method de nia l of se r v i ce Attempt " ; fl ow: est a blis he d , t o_clie nt; cont e nt : "18477169-4752 -
41DC-AB0 F- C50E BA75641 D" ; nocase ; cont e nt : "Appst r i ng " ; nocase ; pc r e :" / <OBJ ECT \ s+ [ "> } *c l assid \ s *=\ s * { \ x22 \ x27 } ?\ s *c l s i d \ s *\ x3 a \ s *\ x7B? \ s *18477169 - 4752-410C-AB0F-C50EBA75641D/ s i " ; 
class t y pe: a t t empt e d - use r ; r e f e r e nce : u r 1 , pac ke t sto r m. f oofus . com/ 1001 -exp l o i ts / ao l act i ve x -dos . t xt ; r e f e r ence ! ur l , doc . eme r g ingt h r eats . net / 2010986; 
r e f e r ence : u r 1 , wt>J\oJ . eme r g i ngth r eat s . ne t / cgi - bin / cvs LoJeb . cgi / s i gs / L•IE B_CLI ENT /WEB_Ao l ; s id : 2010986 ; r ev : 5; ) 

# by s t illsecur e 
# 
##alert t c p $EXTERNAL_ NET $HTT P _PORTS - > $HOME_NET a ny ( msg : " ET AC TIVEX AOLSha r e Act i veX AppSt ring me t hod de ni a l of se r v i ce Fun ction Cal l "; fl ow: t o_c lient ,establis hed ; 
cont e nt: "Act i veXOb j ect " ; nocase; cont e n t : "YGPWz. CAOLMemExpWz" ; noc ase; d i stane e: 0; con t e nt : "Ap p5tr i ng" ; nocase ; e l asstype: a t tem pted-use r ; r efe r ence : ur 1 , packe t sto r m. f oofus . com/ 1001 -
e xpl o i t s / ao l active x- dos . t xt ; r e f e r e nce: ur l , doc . emerg i ngthrea t s . net/2010987 ; ref e r ence : ur l, W\'M . emerg i ngth r ea t s . ne t / cgi -b i n/ cv s 11ieb . cg i / s i gs / L./EB_ CLI ENT /1-JEB_Ao l ; s i d : 2010987; r ev : 3; ) 

#by s t illsec ure 
# 

##a l ert tc p $EXTERNAL_NET $HTTP_PORTS - > $HOME_NET a ny ( msg : "ET ACTIVEX AOL 9 . 5 Act i veX cont r o! I mpor t met hod He a p Ove r flo1\I Attempt " ; f1 01,,1 : est a blis he d , t o_ client; content : "A105B070- BF56 -
4D10- BC91 - 41C88321F47C " ; nocase ; cont e nt : " I mpor t " ; nocase; pere : "/ <0B J ECT\ s +( " > ) *c l ass id \ s *=\ s * ( \ x22 \ x27 } ?\ s *c l s i d\ s *\x3a \ s *\ x7B ?\ s *A10S BD70 - BF56-4010- BC91 -41C883 21F47C/ si " ; 
class t ype: a t t empted - use r ; r e f e r e nce : u r l , Wl'#\11 , e xpl o i t - db . com/ e xp lo i ts / 11204 ; r e f e r e nce: u r 1 , doc . eme rgingth reats. ne t / 2010977; r ef e r e nce: u r 1 , www . eme r g i ngth r eat s, ne t / cgi · 
b i n/ cvsweb . cgi / s i gs /\,JEB_CLIENT/WEB_Ao l ; sid : 2010977; rev : 7; ) 

#B l a ke Ha r tstein a t Demarc 

• 
a l e r t t cp $ EXTERNAL_NET $HTTP _PORT5 - > $1-K>ME_NET a ny (msg: " ET L•IEB_CLIENT App i e Quicktime RTSP 0Ve r f1 01'# ( 1 ) "; flm,,: established , fr om_se r ve r ; co ntent : " j22 I r t s p J 3a I //" ; nocase; 
isda t aa t : 400 , r e lat i ve ; co nt ent: ! " I 0a I"; dis t a nc e : 0; wi t h i n: 400; co ntent : ! " I 22 I"; di s t a nce: 0; with i n : 400; class t ype: at t empt e d-admi n; r efe r ence : cve , 2007-0015; r ef e r ence : bugt r aq , 21829; 
r ef e r ence : url , doc . eme r g i ngth r eat s . net/ 2003326; r e f e r e nce : ur l , www . emergingth r eat s . net / cgi - bin/ cvs1,,1e b . cgi / sigs / l-J EB_CLIENT /WEB_App l e; s i d : 2003326; r e v : 6; ) 

#Blake Ha r ts t ein a t Dema r c 
# 
a l e r t t cp $ EXTERNAL_NET $HTTP _PORTS - > $HOME_NET a ny (msg: " ET L•IEB_CLI ENT App l e Qui c ktime RTSP Ove r flow ( 2 ) "; flow: establi s hed , fr om_se r ve r ; co ntent:" I 27 I r t s p ] 3a li/" ; nocase; 
i sdat aat : 400, r e l a ti ve; co nt ent : ! " I 0a I"; dis t a nce: 0 ; wi t h i n : 400; co ntent : ! " I 27 I"; di stance: 0; within : 400; classtype: at t em pt ed-admi n; refe r ence : cve , 2007-0015 ; ref e r ence : bugt r aq , 218 29; 
r ef e r ence: u r l , doc . eme r g i ngth r eat s . ne t /2003327; r e f e r e nce : ur 1 , Wl\!111 . emergingth r eat s . ne t / cgi - b i n/ cvs we b . cgi/ s i gs / 1-J EB_ CLI ENT /WEB_Appl e; s i d : 2003327; r e v : 6; ) 

# Joi n t cont ri bu t ion f r om And r e Ludl'li g , Bl a ke Hart ste i n , a nd Chr is Byrd at riosec . com 
# 

a l e r t t cp $ EXTERNAL_NET a ny -> $HOM E_NE T a ny (msg: "ET 1-J EB_CLI ENT Apple Qu i cktirne RT SP Co ntent -Type overflow attem pt" ; flow: es t a blished , from _ser ve r ; cont e nt : " RTSP/" ; nocase ; de pt h : 5; 
content: " I 0a I Cont e nt - Type I 3a I"; nocase; dis t a nce : 0; i s da t aa t : 50 , r e lat i ve ; cont e nt : ! "I 0a I"; wi t hi n : 50 ; e l ass t y pe: a tt empted · use r ; re f e r e nce : u r l , l'II\IW . kb . ce r t. o r g/vul s / i d/ 659761 ; 
r ef e re nce: u r l , wtw, . mi l w0 rm . com/ ex pl oit s / 4657; r ef e r e nc e : u r 1, doc. eme r gingt h r ea t s . net / 2007703; r efe r e nce: u r 1, www .emer gingt h r ea t s. net / cg i - bi n/ c vswe b . cg i / s igs/WEB_ CLIENT / l.J EB_Apple ; 
s i d : 2007703; r e v :8 ; ) 

#Joi nt cont r ibutio n from And r e Ludwi g , Bl a ke Harts te i n , a nd Chri s Byrd at riosec . com 
# 

a l e r t ud p $ EXTERNAL_NET a ny -> $HOME_N ET a ny (msg:" ET 1-JEB_C LIENT Appl e Qui cktirne RTSP Co ntent-Type overflow attem pt "; co nt ent : " RTSP/" ; nocase; de pth: 5 ; co ntent : " l0a lCont ent - Ty pe l 3a l "; 
nocase; d i s t ane e : 0; isdat aat: 50 , r elative; con t e nt : ! " ]0a I"; wi t h i n : 50; e lasstype : attempt e d- us e r; r e f erence: ur l , 1,n.11w . kb . ce r t . o r g/vuls / i d/ 659761 ; 
r ef e r ence : url , www. mi h -.,0 r m. com/ e x pl oit s / 4657; r ef e r e nce : u r l , doc . erne r gingt h r eats . net/ 2007704 ; r ef e r e ne e: u r l , wwi-., . emergingt hreats . net / cg i - bi n/ c vswe b. cg i / s igs/WEB _CLI ENT / l.J EB_Appl e ; 
s i d: 2007704 ; re v :6 ; ) 

# by Akas h Ma ha jan 
# 
a l e r t tcp $ EXTERNAL_NET $HTTP_ PORTS - > $HOME_NET a ny (msg:" ET ACTIVEX App l e Qui c kT i me <= 7.4 . 1 QTP l ugin .oc x Multipl e Remot e Stack Ove r fl ow" ; fl ow:to_client ,e s tablis hed ; 
cont e nt: "02BF25 D5· 8C17-4823 ·BC80 · 03488ABDDC6B" ; nocase ; con ten t : "St ri ng"; nocase ; pere : " / [ 0 · 9 ){ 4, }/" ; pe r e ! " / ( Set BgCol o r I Se t Mov ieName I Se tTa rge t I SeUtatrix I 5etHREF )/ i " ; class t y pe : we b­
appli ca t ion- attac k ; r e f e r e nce : bugt r a q , 27769; r ef e r e nc e : c ve , CVE-2008-0778; r e f e r e nce : u r 1, \'ll'iLll . rn ih-.,0 r m. c om/ ex pl oi ts / 5110; r ef e rene e: u r l , doc . eme r gingthreat s . net / 2007878; 
r e f e r ence : u r l , WWloJ . eme r g i ngth r eat s . ne t / cgi- b i n/ cvs LoJeb . cgi / s i gs / L•IEB_CLI ENT / 1.JEB_Apple; s i d : 2007878; rev : 8; ) 

#by s t illsecure 

• 
a l e r t tcp $ EXTERNAL_NET a ny -> $HTTP _SERVERS $HTT P _PORTS ( msg : "ET I.JEB_SPECI FIC_APPS ArdeaCore pat hFo r Ar deaCo r e Paramet er Remot e Fi l e I nclus i o n Attemp t "; f101-., : t o_ se r ve r ,estab lis he d ; 
cont e nt: "GET " ; de pth : 4; ur i content: " / a r deaCo r e / l i b/ co r e / ardea i n i t. php ?" ; nocase; u r i co ntent: " pathFo rAr deaCo r e="; noca se ; pc r e: " / pathForA r deaCore= \ s* ( f t ps ? I ht t ps ? I php ) \ : \//Ui "; 
class t y pe: 11ieb-application-a t t ack; r e f erence : bugt r aq , 40811 ; r ef e r enc e : u r 1, v upen , com/ e ng lis h/ adv i sories / 2010 / 1444 ; r e f e r e ne e: ur 1, explo i t - db , com/ e xpl oit s / 13832/ ; 
r ef e rence: u r 1 , doc . eme r g i ngth r eat s . ne t /2011214; r e f e r e nce : ur 1 , WL\!111 . emergingth r eats . net/ cgi - bin/ cvs we b . cgi / sigs / \-J EB_ CLI ENT /WEB _Ard eac o r e ; s i d: 2011214; r ev : 2 ; ) 

#by s t illsecur e 
# 

##a l ert tcp $EXTE RNAL_NET $HTTP_PORTS - > $HOME_ NE T a ny ( msg : " ET ACTIVEX At Hoc Gov 11,JSAle r ts ActiveX Co nt r o! Buffe r Ove r flow Func t i on Ca ll At t empt " ; fl m-.,:es t a bli shed , t o_client ; 
cont e nt: "Ac t i veXOb ject"; nocase ; cont e n t : " At HocGovGSTl Ba r . GSHe l pe r . 1 "; nocase; d i stane e : 0 ; cont ent : "Compl e t e ln s t a lla t i on"; nocase; e l a sstype ; attempt e d - user; 
r ef e r ence: u r 1 , metas pl oi t. com/ mod ul e s / ex pl oit /windows / br o111 se r / at hocgov _com pl e t e i nsta lla tion; r efe r e nce: u r l , athoc. com/ prod uc ts / I WSAl e r t s_ove r v i ew. aspx; 
r ef e r ence: u r l , doc. eme r g ingth reat s, ne t /2011211 ; re f e r e nce : ur 1 , ww111 , e mergingth r eat s . net/ cgi - bin/ cvs web . cgi / sigs /\,J EB_CL IENT /WEB_At HocGov ; s i d: 2011211; r e v : 3; ) 

#by kevi n ross 
# 

##ale r t tc p $EXTERNAL_N ET $HTTP_PORTS - > $HOME_NET a ny ( msg : "ET AC TIVEX Poss i b l e Atta chmate Reflectio n X Ac t i veX Co nt ro! 'Cont r o l I D' Buf f e r Ov e r flow At t e mpt "; 
flow: establi s hed, t o_client ; cont e nt : "15B168B2 · AD3C- 1101 · A8D8-00A0C9200E61"; nocase ; content : "Co nt r o lID" ; nocase ; pere : "/ <OBJ ECT\s +( "'> ] *cla ss i d \ s • =\ s * ( \ x22 \ x27 } ?\ s *c l s i d \ s * \ x3a \ s * \ x7 B? 
\ s *15B168B2- AD3C- 1101 · A8D8 -00A0C 9200E61/ si"; cl ass t y pe : a ttempted- user ; r efe r e nce : ur l ,doc . eme r gingth r eat s . net /2011129; r e f e r ence : ur l, 11rww . eme r gingt h r ea ts . ne t / cgi-
b i n/ c vsweb. cgi / s i gs /l~EB_CLIE NT /WEB_At tac hma t e ; sid : 2011129; r e v : 5; ) 

#by kevi n ross 

• 
##a l e r t t c p $EXTERNAL_ NET $HTT P_PORTS - > $HOME_ NET a ny ( msg : " ET AC TIVEX Poss i b l e Attac hmate Reflectio n X Ac t i veX Co nt ro! ' Cont rol ID ' Buffe r Overflow Funct i o n Call At tempt " ; 
flo11i : t o_cl i e nt, establis he d; cont e nt: "Ac t i veXOb j ect"; nocase; cont e nt : "R2AXCTRLLib . R2~d nCtr l " ; nocase; d is t ance: 0; cont e nt : "Cont r ollo"; nocase; classt y pe: a ttempte d- use r ; 
r e f e r ence: u r 1 , doc . eme r g ingth r eat s . ne t / 2011130; r e f e r e nce : ur 1, www . emergingth r eat s . net/ cgi - bin/ cvs 1,,1e b . cgi / sigs / l-J EB_CLIENT /WEB_Att ac hmate ; s id: 2011130 ; r ev : 3;) 

#by St illse cure 

• 
##a le r t t cp $EXTERNAL_ NET $HTTP_PORTS - > $HOME_ NET a ny ( msg : " ET ACTIVEX Autodes k Design Re v i e w Dl,Jf Viewe r Ac t i veX Cont r o ! SaveAs I nsec ur e Me thod"; flow: to_cl i e nt ,es t ab li s hed ; 
cont ent: "A662DA7E-CCB7-4743- B71A-0817 F605750F "; nocase; cont ent : "Sa veAS" ; nocase ; c l a ss t ype : we b-appl i cat i o n · attack; 
r efe r ence: u r l , r et r ogod , a l t e r vist a. o r g/ 9sg_autodesk_ r ev i t_a r c h_2009 _exp l o i t . ht ml ; r e f erence: u r 1, secun i a . com / Adv i so r i es / 31989 / ; r efe r e ne e: u r 1 , doc. eme rgi ngth r eats , net / 2008612; 
r ef e r ence: u r l , www . eme r g i ngth r eat s . ne t / cgi - bin/ cvs LoJeb . cgi / s i gs / L•IEB_CLI ENT /WEB_Aut ode s k; s i d : 2008612; r ev : 8; ) 

#by s t illsec ur e 
# 

##a l e r t tc p $EXTERNAL_NET $HTTP _PORTS - > $HOME_NE T a ny ( msg : "ET ACTIVEX Aut odesk !Dr op Ind i ca t or Act i veX Cont ro! Memory Cor r upt i on" ; fl m-., : to_c lie nt , establi s hed; content : "21E0C B95- 1198-
4945-A3D2-4BF804295F78"; nocase ; pe r e :" / ( Sr c I Backg r o und I Pac kageXml ) / i "; e l as s t y pe : \'#e b-appl i cation -at t ac k; refe r e nce: u r l , secun i a , com/ a dvisor i es / 34563/ ; 
r ef e r ence: u r 1 , a rch i ves . neo haps i s. co11/ a r c hi ves / f ul l d i sc l osur e / 2009-04/ 0020. ht ml; r ef e r e nce: u r l , v upe n . c om/ e ng l i s h/ a dv i sori e s /2009/ 0942; r e f e r e nce: ur l , milw0rm. com/ e xpl oi ts / 8560; 
r ef e r ence: u r l , doc. eme r g ingth r eat s, ne t /2009399 ; r e f erence : ur 1, ww111 . e mergingth r eat s. net/ cgi - bin/ cvs we b . cgi/ s igs /\,J EB_CLIENT /WEB_Aut o des k; sid: 2009399; r e v : 7; ) 



12/21/2022 11:15:53 AM

#by s t illse c ur e 

• 
##alert t cp $EXTERNAL_ NE T $HTTP _PORTS -> $HOME_ NET a ny ( msg : "ET ACTIVE.X Avax Vector avPr ev iew.ocx Act i veX Cont r o! Buf f e r OVe r f l ow" ; flm'I' : t o_clie nt , establis hed; co ntent : "9589AEC9- 1C2D-
4428- B7E8- 63 B39D356F9C " ; nocase; cont e nt : "Pr i nt e r Name"; nocase; c l ass t ype :we b-app licat ion-attack; r eference : ur 1, packe t stor msecur i t y. nl / 0907- expl o i t s / avax13 -dos. t xt; 
r ef e r e nce: bugt r aq , 35582 ; r eferenc e : ur 1, j un i pe r . net/ sec uri ty / a uto/v ul nerabil i t i es /vu ln35583 . html ; r e f erence: ur 1, doc. eme r g i ngt h r eat s . net/2009792; 
r ef e r e nce: u r l ,l'l'NI\! . emergingthreats . ne t / cgi- bin / cvs 1\feb . cgi / sigs / l•JEB_C LI ENT /WEB _Av ax; sid: 2009792; r ev : 7; ) 

# by sti ll sec ure 

• 
ale r t t cp $EXTERNAL_NET $HTT P_PORTS - > $HOME_NET any (msg : "ET ACTI VEX Awi ngsoft Web3D Playe r Remot e Buffe r OVe r flow" ; flow:to_cl ient ,esta bli s hed ; content : "17A54E7D- A9D4-11O8-9552-
00E04C B09903 •· ; nocase; co nt ent: "SceneURL " ; nocase; e l ass t ype :web-appl icat i on -attac k; r ef e rence : u r 1, secun i a. com/ a dv i sories / 35764 / ; ref e r ence: ur 1, mih10r m. com/ exp l o i t s / 9116; 
r ef e r e nce: u r l , s h innai . net / xp l i ts / TXT_nsGUde l ey3EHf KEV690p . h t ml ; r efe r ence: ur l , doc . eme r gingth r eats . ne t / 2009857; r eference ! ur l , ~IVrw . eme r g ingth r ea ts . ne t / cgi-
b i n/ c vsweb. cg i / sigs/1-JEB_CLIENT /HEB_A1\f i ngsof t ; s i d: 2009857; r e v : 6; ) 

# by stillsec ur e 

• 
##a l e r t t c p $EXTERNAL_NET $HTTP_PORTS - > $HOME_NET a ny (msg : "ET AC TIVEX Baofeng Sto r m ActiveX Cont r o ! OnBefor eVi deoDownl oad Met hod Buf f er Over flow" ; fl ow: t o_c lie nt, estab li shed ; 
content: "6BE52E1O- E586-474F- A6E2- 1A85A9B4O9FB" ; nocase; con t e nt : "OnBe f o r eVideoDownl oad"; nocase; e l asstype :web-applicat ion-attac k; r ef erenc e : bugt r a q, 34789; 
r ef e r e nce: u r l ,mi h s0rm . com/ expl o i t s / 8579; ref e r ence: u r l , dcc. eme r g i ngth reats. net / 2009425 ; r ef e r e nce: u r l , wwN . eme r g i ngt hr eats. net / cgi - bin/ cvs 1\feb . cgi / s i gs /\<J EB_CLI ENT /WEB_Baofeng ; 
s i d: 2009425; r e v : 9; ) 

# by s t illsec ur e 

• 
##alert t cp $EXTERNAL_ NE T $HTTP_PORTS -> $HOME_ NET a ny ( msg : "ET ACTIVE.X Baofeng Sto r m ActiveX Cont r o ! Set Attri but eVal ue Hethod Buffe r Dve rflow"; flow:to_c lie nt , establis hed; 
content : "BD103 B2B- 30FB-4 Fl E- 8C17 -O8 f 6AADBCC05"; nocase; con t e nt : "Set Att r i buteVa l ue " ; nocase; classtype : L\!e b - applic a t i on-a ttac k; r efe r e nce : bug t r aq • 34869; 
r ef e r e nce: u r 1, j un i per . net / secur i t y/ a ut o/vul ne ra bi li ties /vul n34869 . ht ml ; r e f erence: u r 1, v upen. com/ eng l ish/ adv i sories / 2009/ 1392 ; ref e r e ne e : u r l , milw0 r m. com/ ex pl oits/ 8757; 
r ef e r e nce: u r l , dcc. emergingt hreat s . ne t / 2009657; r e f e r e nce : ur l , WWL\! . emer gingthreats. net/ cgi-b i n/ cvs 1.\feb . cgi / s i gs / HEB_CLI ENT /WEB_Baofe ng; s id : 2009657 ; r ev : 7; ) 

#by s t illsec ur e 

• 
##alert t c p $EXTERNAL_NE T $HTTP_PORTS - > $HOME_NET a ny (msg : " ET ACTIVEX Ba ofeng Sto r m mps . dll ActiveX OnBeforeVi deoDo1\!nl oa d Buffe r OVerflow f unctio n Cal l " ; flo~s : t o_client , es tabli she d ; 
cont e nt: "ActiveXOb j ect "; nocase; cont e nt: "MPS. St o r mPl ayer .1 " ; nocase; d istance : 0; content : "OnBefo r eVi deoDownl oad" ; nocase; c l assty pe: at t empt ed -user ; r efe r e nc e : bugt r a q , 34789 ; 
r ef erence: u r 1, doc . emergingthreat s. ne t /2010995; r e f erence : ur 1, WWL\f . eme r g i ngthr eat s. net/ c gi - b i ni cvs 1.\feb. cgi / s i gs / \,J EB_CLIE NT /WEB _Baofe ng; s i d : 2010995; r ev : 3; ) 

#by kevin r oss 

• 
##alert tcp $EXTERNAL_NE T $HTTP_PORTS - > $HOME_NET a ny (msg : " ET ACTIVEX Poss i b l e Black I ce Pr i nte r Driver Resourc e Toolkit ActiveX Cont ro! 
Ena bl eSta r t Appl i ca t i on/ Ena bleSt a r t Befo r e Pr i nt / Ena bl eKee pExi st i ng F i l es / Ena blePassParamete r s Buffe r OVe rflow Attempt"; flow: from_se r ve r , established; co ntent: "1503569A-0AE2-4333 - B6E6-
466AB0BC73 E5" ; noe ase; co nt ent : " Enab l e"; nocase; pere: "/ <OBJ ECT\s+ [ .,.,> ] • c l ass i d \ s"= \ s * [ \ x22 \ x27 ] ?\ s • c l s i d \ s* \ x3a \ s " \ x7B? \ s* l 503569A-0AE2-4 333- B6E6-466AB0 BC73E 5\ s-
( Enab l eKeepExi s tingf iles I Ena bl eSt artApplica tio n I Ena bl eSta r tBeforePr i nt I Ena bl ePa ssPa r amet e rs ) / s i " ; class t ype : a tt empt ed - user; r ef erenc e : ur l , w...rr,, . secur ityfocus . com/ bid / 3654 B; 
r ef e r e nce: u r 1, doc . emergingthreat s. net/ 2010203; r e f e r e nce : ur l , wwN . emerg i ngthreats. net / cgi - b i n/ cvs 1.\feb . cgi / s i gs / HEB_CLI ENT /WEB_Bl ac ki ce; s i d : 2010203; r e v : 5; ) 

# by kev i n r oss 

• 
##ale r t t cp $EXTERNAL_NET $HTTP_PORTS -> $HDME_NET a ny ( msg : "ET ACTIVEX Poss i b l e Black I ce Pr i nte r Dr i ve r Resouree Toolk i t ActiveX Cont ro! 
Set Ap pl icatio nPath / Se t Sta r t Applicat ionPa r amCode/ Set Cus tomSta r t AppParameter Buff e r Ove r fl ov,. At t empt "; f10 1" : fr om_se r ve r ,es t a blished ; cont ent : " 1503569A-0A E2- 4333- 86E6 - 466AB0BC73E5"; 
nocase; content : "Set "; nocase; pe r e: "/< OBJ ECT \ s +[ " >] *c las sid\ s ": \ s * [ \x22 \ x27 ] ?\ s *c ls id \ s* \x3a \ s *\x7 B?\s "1503569A-0AE2-4333- 86E6 -466AB0 BC73 E5 \ s * 
( Set Appl icat ionPat h I SetStartApp l i ea tionPa ramCo de I Set Cus t omStartAppPar amete r ) / s i " ; e l asst ype : a t tempted - use r ; r efe r e nee: ur 1, wwN . securi t yfocus. eom/ bid / 36548; 
r ef e r e nce : u r 1, doc. emergingth r eat s . ne t / 2010204 ; r efe r e nce : ur 1, WWL\f . emergingthr eats . net / c gi • b i n/ cvs 1.\feb . cgi / s igs / \<J EB_CLI ENT /WEB _Bla c ki ce; s i d : 2010204; r e v : 5; ) 

# by kev i n r oss 

• 
#a l er t tc p $EXTERNAL_NET $HTTP _PORTS - > $HOM E_NET a ny (msg : "ET ACTIVEX Poss i b l e Blac k Ice Pr i nt e r Dr i ve r Re source Toolki t ActiveX Cont r o! Sa ve Blac ki ceDEVMOOE Buffer Ove r f! OL\f At tempt"; 
flow: from_se r ve r , est ab li s hed; cont e nt : " 1503569A-0AE2-4333-86E6-466AB0BC73E5" ; nocase ; co nt e nt: "SaveBl ae ki ceDEVMOOE" ; noease; pe r e ; "/< OBJ ECT\s+ [ .,., > ] *e l as s id \ s *: \ s- [ \ x22 \ x27 ] ? 
\ s *c l s i d\ s *\ x3a \ s* \ x7B ?\ s*1503569A- 0AE2- 4333- B6E6- 466AB08C73 E5 / s i "; c lass t ype: a ttempted- user; r e f e r e nce: u r 1 , w111W . se c uri t yfocus . com/bid/ 36548 ; 
r ef e r e nce: u r l , doc . emergingt hreats . net/ 2010205 ; r e f e r e nce : ur 1, WWL\! . emer g i ngthr eat s. net / cgi - b i n/ cvs 1.\feb . cgi / s i gs / HEB_CLI ENT /WEB_Blacki ce; s i d : 2010205; r e v : 6 ; ) 

#by kevin ross 

• 
##alert t cp $EXTERNAL_NE T $HTTP_PORTS -> $HOME_NET a ny ( msg : " ET ACTIVEX Pos sib l e Blac k I ce Pr i nt e r Drive r Resouree Toolk i t Ac tiveX Cont ro! Clea rUse r Settings Buffe r OVe r floN Attempt "; 
flow: from_se r ve r , es t a blis hed ; cont ent : " 1503569A-0AE2-4333- B6E6- 466AB0BC73 E5 '"; nocase; co ntent : "'Cl ea r Use r Se t ti ngs"; nocase ; pc r e : "/ <OBJ ECT \ s+ [ .,., >] *e l assid \ s *= \ s • [ \ x22 \ x27 ] ? 
\ s *c l sid \ s*\x3a \ s*\x7B ?\s *1503569A- 0A E2-4333-B6E6-466AB0BC73E5/ s i " ; c l asstype : att empt e d - use r ; r e f e r e nce : u r l , WL'l'\\f . s e c ur i t yfocus . com/bid/ 36548 ; 
r ef erence: u r 1, doc . emergingthreat s. ne t /2010206; r e f erenee : ur 1, WWL\f . emer gingthr eat s. net/ cgi - b i ni cvs 1.\feb. cgi / s i gs / \,J EB_CLIE NT /WEB _B l aeki ce; s i d : 2010206; r e v : 5 ; ) 

#by kevin r oss 

• 
##alert tcp $EXTERNAL_NE T $HTTP_PORTS - > $HOME_NET a ny (msg : " ET AC TIVEX Poss i b l e Black I ce Pri nte r Driver Resourc e Toolkit Ac tiveX Cont ro! Cont rolJob Buff e r Dve r flow Attempt " ; 
flow: from_serve r, estab lished; content : " 1503569A-0AE2-4333-B6E6-466AB0BC73E5" ; nocase; co ntent: "Cont r o l Job" ; nocase; pc r e : " / <OBJ ECT \ s+ [ "> ] "c l assid \ s *: \ s * [ \ x2 2 \x 27 }? 
\ s *c l s i d \ s* \ x3a \ s* \x7B ?\s*1503569A- 0A E2-4333- B6E6-466AB0BC73E5/ s i " ; e l as s t ype : att empt e d - us e r ; r e f e r e nce: u r 1, \'flW . s ee ur i t yfoe us . com/ bid/ 36548; 
r ef e r e nce: u r 1 , doc . emergi ngth reats . ne t /2010207; r efe r e nce : ur l , www . emergingthreat s. net / cgi • b in/ cvs 1.\feb . cgi / s i gs / HEB_CLI ENT /WEB _Blac ki ce ; s i d : 2010207; r e v : 5; ) 

# by kev i n r oss 

• 
##ale r t t cp $EXTERNAL_NET $HTTP_PORTS -> $HOME_NET a ny (msg : " ET ACTIVEX Poss i b l e Blac k I ce Pr i nte r Driver Resou rc e Toolk i t Ac t i veX Contro! 
Ena bl eSta rtAppl ica t i on/ Ena bleSta r tBefo r e Pr i nt / Enabl eKee pExistingf iles / Ena bl ePa ssPa r a me t ers Funet ion Ca l 1 At tempt "; flow: t o_ c l i e nt , e s t a blishe d ; cont e nt : "Ac t i veXObjeet " ; noea se ; 
content: "Bl a c ki ceDEVMODEC t r l . 1 "; noca se; d i s tance: 0; pere : " / ( Ena bleS t a rtAppl i cation I Ena bl eSta r tBefo r e Pr i nt I Enabl e Kee pExis t i ng F iles I Ena bl e Pa ssParame t e rs )/i"; class t ype: a t t empted- use r ; 
r ef e r e nce: u r l , wL'ill\! . sec urityfoeus . com/ bid/ 36548; r e f e r e nce : ur l , doe . emerg i ngthreats. net / 2010208; r e f e r e nce: ur l , \'fl'l'\\f . eme r gingt hr eats . net/ cg i - b i n/ cvswe b . cgi / sigs / \<J EB_CLIENT / WEB_Bl ack i ce ; 
sid:2010208; r e v :3; ) 

# by kev i n r oss 

• 
##ale r t t cp $EXTERNAL_NE T $HTTP_PORTS - > $HOME_NET a ny (msg : " ET AC TIVEX Poss i b l e Black I ce Pri nt e r Drive r Resourc e Toolkit Ac t i veX Cont ro! 
SetAp plicatio nPath / SetSt a r t Applicat i o nPa r amCode/ SetC ustomStartAppPa r a me t er func t i on Call At tempt " ; fl m'I' : t o_client , establis hed; cont e nt : "ActiveXObjec t " ; nocase; 
eontent: "Bl ac ki c eDEVMODECt r 1 . 1 " ; nocase; d i stance: 0; pere : " / ( SetAp plicatio nPat h I Set St a r t Applicat i onPa r amCode I SetCus t omSt artAppParamete r )/ i " ; clas st ype : a t tempt ed- user; 
r ef e r e nce : u r l , l\11\!W . securityfocus . com/b i d/ 36548; r efe r e nce : ur 1, doc . emergingthr eats . net /2010209; r e f e r e nce: u r 1 , Mm . eme r gingt hr eat s . net/ cgi-b i n/ CVS\'le b . cgi / s i gs / \<J EB_CLIENT /1-JEB_B l ac ki ce; 
sid:2010209; r e v :3; ) 

#by kev i n ross 

• 
##alert tc p $EXTERNAL_NE T $HTTP_PORTS -> $HDME_NET a ny ( msg : "ET ACTIVEX Poss i b l e Black I ce Pr i nt e r Drive r Resouree Toolk i t Ac tiveX Cont ro! SaveBl ae ki ceDEVHODE f unetion Call Attempt "; 
flow: t o_c lie nt • establi she d; content : "Act i veXObjec t " ; nocase ; content: "Bl ac ki ceDEVMODECt r l . 1" ; nocase; d i sta nce : 0; con t e nt : "Save Black i ceOEVMODE "; nocase; class t ype : att empt ed - use r ; 
r ef e r e nce: u r l , wL'ill\! . sec urityfoeus . com/ b i d/ 36548; r e f e r e nce : ur l , doe . emer g i ngthr eat s. net/ 2010210; r e f e r e nce : u r l , \\IW\\f . eme r gingthr eats . ne t / cg i - b i n/ cvswe b . cg i / sigs /\<J EB_CLIENT /1-JEB_Bl ac ki ce ; 
sid:2010210; r e v :3; ) 

#by kevin r oss 

• 
##a l ert t c p $EXTERNAL_NE T $HTTP _PORTS - > $HOME_NET a ny (msg : " ET AC TIVEX Poss i b l e Black I ce Pri nte r Driver Resource Toolk i t ActiveX Cont ro! Cl ea rUse r Settings f unc t i on Cal l Attempt " ; 
flow: t o_ e lient. est ab li she d; cont e nt : "ActiveXObj ec t " ; nocase ; cont e nt: "Bl ac kl ceDEVMODECt r l . 1" ; nocase; d i sta nce: 0; cont e nt: "Cl ea r Use r Set t i ngs"; nocase; c l asst ype : attempted- user; 
r ef e r e nc e : u r 1, WL'ill\! . securityfocus. com/bid / 36548 ; r e f e r e nee : ur 1, doc . emer gingthr eat s. net/2010211; r e f e r e nce: u r 1, \'flW . eme r gingt hreats. ne t / cg i - b i n/ evswe b . egi / s i gs / \,J EB_CLIE NT /WEB_Bl ack i e e ; 
s i d: 2010 211; r e v : 3;) 

# by kevin r oss 

• 
##ale r t t cp $EXTERNAL_NET $HTTP_PORTS -> $HOME_ NET a ny (msg : " ET ACTIVE.X Poss i b l e Blac k I ce Pr i nte r Driver Resou rc e Toolk i t Ac t i veX Contro! Cont ro l J ob f unct i on Ca ll Attempt " ; 
flow: t o_ e lient • es t abli shed ; content : "Ac t i veXObjee t "; noca se; eont e nt: "Bl ackl ceDEVMODECt r 1 . 1"; nocase; d i sta nce: 0; eont e nt : "Cont r o! Job" ; noease; c lass t ype: a t tempt ed - user; 
r ef e r e nce: u r l , l\l\'ill\f . s e c urityfocus . com/b i d/ 36548; r efe r e nce : ur 1, doc . emergingthreat s. net/ 2010212; r e f e r e nce: u r 1 , l'flm . eme r gingt hreats . net/ cg i - b i n/ CVS\'le b . cgi / sigs / \<J EB_CLIENT /WEB_B l acki c e ; 
s i d : 2010212; r e v : 3; ) 

# by s t illsec ur e 

• 
ale r t t cp $EXTE RNAL_NET a ny -> $HTTP _SERVERS $HTT P _PORTS ( msg: "ET WEB_SPE CIFIC_APPS Camps i te a r ticle_i d Pa r amete r SELECT FROM SQL I nj e c tion At tempt" ; flow: establishe d , t o_serve r ; 
content: "GE T " ; de pt h ! 4; ur i cont e nt : "/ p lug i ns / ca mpsi t ea t t ac hme nt / attac hme nts .ph p?" ; no case; uricontent : "a r ticl e_id =" ; noca s e ; uri cont e nt: "SELECT" ; noca se ; uricont e nt: " FRc»-1"; nocase ; 
pe r e :" / SE LECT . +FROM/ Ui " ; classty pe : L\!e b- applica t i on-attac k; r e f e r ence: url , secun i a . com/ a dviso r i es / 39580/ ; re f erence : ur l , do c . eme r g ingt h reats . ne t / 2011215; 
r efe r e nce: ur 1, l'il'ill\! . emergingthreats. ne t / c gi- b i n/ cvs we b . egi / s igs / 1,JEB_CLI ENT /1-JEB_ Camps i t e; s i d : 2011 215 ; r ev: 2; ) 

# by s t illsec ur e 

• 
ale r t t cp $ EXTERNAL_ NET a ny - > $HTTP _S ERVERS $HTTP _POR TS ( msg : " ET WEB_SP ECIFIC_APPS Campsite a r t i c l e_ i d Paramet e r OEL ETE FROM SQL I nj ection At tempt" ; flow: e s t ablis he d , t o_serve r j 
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content : "GET " ; dept h : 4; uricontent : "/ p l ugins / ca mps i tea t tac hment / attachme nt s . ph p ?" ; nocase; uri cont ent : "article_ i d =" ; nocase ; u r i cont e nt : "DELETE " ; no ca se; ur icontent: " FROM" ; nocase ; 
pe r e :" / DELETE. +F ROM/ Ui " ; c la sstype: L'<leb- applicat i on-attack; r ef e r e nce : u r 1, secunia. com/ a dv i sories / 39580/ ; r e f e r e nce : ur l , doc , eme rgingthreats . net / 2011216; 
r e fer e nce: u r 1 , WWL.'<I. eme rg ingth r eat s . net/ cgi- bin / cvs 1'<leb . cgi / s i gs / L•IEB_CLI ENT /WEB_ Camps i te; s i d : 2011216; r e v : 2; ) 

#by stillsecu r e 

• 
a l e r t tc p $EXTERNAL_ NET a ny -> $HT TP _SERVERS $HTTP _PORTS ( msg : " ET WEB_SPECIFIC_APPS Camps i te ar t ic le_ id Pa r amete r urUON SE LE CT SQL lnj ect i on Attempt"; flow: established , t o_ se r ver; 
content : "GET " ; dept h : 4; uricontent : "/ p l ugins / ca mps i teat t ac hment / attachme nts . ph p? "; nocase; u r i content : "a rtic l e_ i d=" ; nocase; uriconten t : "UNION" ; nocase; uricontent : "SELEC T" ; nocase ; 
pe r e : " / UNIOO . +S E LECT / Ui " ; c l as s t ype : L.'<le b -appl i cation-a ttac k; r ef e r e nc e : u r l , secunia. com/ a dvi so r ies / 39580/ ; r efe r enc e : ur l,doc . eme r g i ngthr eat s . net / 2011 217; 
r e f e r e nce: u r 1 , WWL'<I . eme r gingthreat s . net/ cgi- bin / cvs 1'<1eb . cgi / s igs / L.JEB_CLI ENT /WEB _Camps i te; s i d : 2011217; r e v : 2 ; ) 

#by s tillsecur e 

• 
a l e rt tc p $ EXTE RNAL_ NET a ny - > $HTTP _SERVERS $HTT P _PORTS ( msg : " ET i.JEB_SPECIFIC_APPS Camps i te ar ticle_id Pa r amete r INS ERT INTO SQL Inje ction Attempt "; flow: e s t ablished , t o_se r ve r ; 
content : "GET " ; de pt h : 4 ; uricontent : "/ p l ug i ns / ca mps i teattac hment / attac hme nt s . php?" ; nocase; u r i content: "article_i d=" ; nocase ; uricontent : " I NS ERT " ; no ca se; uricontent: "INTO"; nocase; 
pe re: " / I NSERT. +INTO/ Ui " ; cla ss t y pe : Neb - ap plication-attac k; r e f e r e nce : u r l , s ecunia . com/ a dv i sories / 39580/ ; r efe r e nc e : ur l , doc . eme rgingth reats. net / 2011218; 
r ef e r e nce: u r l , www. eme r gingth r eats . net/ cgi - b i n / cvs L'<leb . cgi / sigs / L•IEB_CLI ENT /WEB_Camps i te; s id : 2011218; r e v : 2 ; ) 

#by stillsec ur e 

• 
a l ert tc p $EXTERNAL_ NET a ny -> $HTTP _SERVERS $HTTP _PORTS ( msg : " ET WEB_SPECIFIC_APPS Camps i te ar tic l e_ id Pa r ame t er UPDATE SET SQL I nj ection Attempt " ; flovl: establi s he d , t o_ se r ve r ; 
cont e nt : "GET " ; dept h : 4 ; uricont ent : "/ p l ug i ns / ca mps i tea ttachment / at t ac hme nt s . ph p ?"; nocase; u r i content : "article_ i d =" ; nocase; uricont en t : "UPOATE " ; no ca se; ur icont e nt: "SET" ; nocase; 
pe r e :" / UPDATE. +SET / Ui " ; classtype: l'<leb-application -attack ; r efe r e ne e: u r l , secun i a . com/ a dv i so r i es / 39580 / ; r e fe r e nce: ur l , doc . eme rgingt h r ea t s . ne t / 2011219; 
r e f e r e nce: u r l, wwL'<I . eme r gingth r eats. net/ cgi - b i n / cvs 1'<leb . cgi / sigs / L.JEB_CLIE NT/WEB_Camps i t e ; sid : 2011219; r e v : 2; ) 

#by st i llsec ur e 

• 
##a l er t tcp $EXTE RNAL_NET $HTTP_PORTS - > $HOME_NET a ny ( msg:"ET AC TIVEX Charm Rea l Conve r te r pr o 6.6 Active x Cont r o! 00S cl s i d access attempt " ; flow:establis hed,to_c lie nt; 
cont e nt : " F4 F647AD- B160- 11D2 • A3 EF •00104BDF4755"; nocase; content: "Ge tC odecModu l us"; noc ase; pe r e: "/ <OBJECT \ s +[ " >] *class i d \ s *=\ s * [ \ x22 \ x27 ] ?\ s *cls i d \ s *\ x3a \ s *\ x78? \ s * F4 F647AD-8160· 11D2-
A3EF - 00104BDF4755/ s i " ; c lass t ype : we b-appl icat i o n • att ac k; reference: ur 1, www . pac ketsto rmsecu ri t y . o r g/ 0909 - exp l oi t s / cha r mrc -do s . t xt; r e f e r ence: ur 1 , doc . eme r gingt h reats . net / 2010 280; 
r e f e r e nce: u r l , www . eme r gingthreats . ne t / cgi - b in / cvs 1'<1eb . cgi / sigs / L•lEB_C LI ENT /WEB_Char mReal ; s i d: 2010280 ; re v : 5; ) 

#by Chanda n S at Sti ll secu r e 

• 
a l e rt t cp $ EXTE RNAL_ NET $HTTP_PORTS - > $HOME_NET a ny (msg: " ET ACTIVEX ChilkatHt t p ActiveX 2.3 Arbit r a ry Files Ove r wri t e " ; flow: t o_clie nt ,es t a bli she d ; conte nt : "8973393F- 27C7- 4781 - 877D-
8626AAEDF119" ; nocase; pe r e : "/ . *\ . ( i n i I exe I dll I ba t I c om I cab I t xt )/Ri" ; content : "Save l astErro r " ; nocase; classtype: v1e b- a pplica t i on - attac k ; r e f e r e nce : bugt r aq, 28546 ; 
ref e r e nce: u r l, wWL'<l .mi l w0rm. com/ explo i t s / 5338; r ef e r e nce : u r 1, doc. eme r gingth r eats . net / 2008099; r ef e r e ne e ; u r 1, WW\'i , eme r gingth r ea t s. net/ cgi- bi n/ cv sweb . cg i / s igs /WEB_ CLIE NT /l.JEB_C hilkat; 
s i d : 2008099; r ev :7 ; ) 

#by Stil l secur e 

• 
##a le r t tc p $EXTE RNAL_ NET a ny - > $HCV•1E_NET a ny (msg : " ET ACTI VEX Chilka t I MAP ActiveX File Exe cu t ion and IE DoS"; flm'<l : t o_cl i e nt , established; content : "126 FB030- 1E9E -4517-A254 -
430616S82C50"; no c ase; content : " LoadXml Emai l " ; nocase; c l asstype: 1-1eb-appl i cat i on - attack; r efe r e nce : u r l , \\IWW .mi li,i0rm . com/ e xpl oi ts / 6600; r ef e r e nc e : u r l, doc . emer gingt hr eats. net / 2008607; 
r ef e r e nce: ur l , ww1'<1 . eme r gingthreats . net / cgi - bin / cvs 1'<1eb . cgi / sigs / L·lEB_ClI ENT/WEB_Chilkat; sid : 2008607; r ev : 9 ; ) 

#by s tillsec ur e 
# 
##a l e rt tcp $EXTE RNAL_NET $HTTP _ PORTS - > $HOME_NET a ny ( msg: "ET AC TIVEX Chil ka t Crypt Ac ti veX Componen t l.Jrit e f ile Insecur e Me thod " ; flow; t o_client , es tabli s he d; cont ent : "33528589- 82E8-
4 FF D-9EB1 • 1A3E60056904"; nocase; cont e nt : "i.J r i teFile"; nocase; cla sstype: web-applica t i o n - attac k; r e f e r e nce : ur l , secunia . com/ Advisories / 32513/ ; r ef erence : u r l , milw0rm. com/ expl o i t s / 6963; 
r e f e r e nce: u r 1, doc. eme r gingth r eats. net/ 2008814; r efe r e nce : u r 1 , www. e merg i ngthr eats . net/ cgi • b i n/ cvs web . cgi / s igs / 1-J EB_CLIE NT /WEB _Chilkat; sid : 2008814 ; r ev : 8; ) 

#by st i llsec ur e 

• 
##ale r t tcp $EXTE RNAL_ NET $HTTP_ PORTS - > $HOME_NE T a ny ( msg : "ET ACTIVEX Chi lkat Socket ACTIVEX Remote Ar b i t r a ry Fi le Creation"; fl m'<l :to_c lie nt ,established; content "474FCCCD- 1B89 -4034 -
9E09-4S807F23289C"; nocase; content : "Sa ve l astE r ro r " ; nocase; e l asstype : we b - app l i ca t ion -attac k; r ef e r ence: bugt r aq , 32333; r ef e r ence : u r l , milw0rm . com/ e xpl o i ts / 7142; 
ref e r e nce : u r l , doc. eme rg i ngth r eats. ne t / 2008870 ; r e f e r e nce: ur 1, www .eme r gingthreats. net/ cgi - b ini cvs web . cgi/s igs / 1-J EB _CL IE NT /WEB _Chilkat; s i d : 2008870; r ev : 9; ) 

# by s ti llsec ur e 

• 
##a l e r t tcp $EXTERNAL_ NET $HTTP_ PORTS - > $HOME_ NET any ( msg : " ET AC TIVEX Ch i lkat Socke t Act i ve x Remot e Ar b i t r a ry File Ove rwr ite l " ; flow:to_client , e s tablis he d; con tent : " 38598B00· AF50 · 
48C6- B6A5·63261A48 B054" ; nocase; conten t : "Save l as tE r ror"; no ca se; c l a s s t y pe : 1,ie b -appl ic at i on - a ttac k; r efe r ence : bugt r aq, 32333; re f erence : ur l ,milw0 r m. com/ expl o i t s / 7594 ; 
r e f e r e nce: u r 1, doc. eme r gingthreats . ne t / 2009046; r efe r e nce: ur l , wwL'<I . e me r g ingthr eats . net/ cgi - bin/ cvs web . cgi / s igs / 1-J EB_CL IE NT / 1-JEB_ Chilkat; sid : 2009046; r ev : 50; ) 

#by stillsec ur e 

• 
##alert t c p $EXTERNAL_NET $HTTP_ PORTS - > $HOME_ NET a ny ( msg : "ET ACTIVEX Ch i nagames Act i veX Con t ro! Cr ea t eC hinagames Method Buffe r Overflm,i"; flo L>1 : t o_cl i e nt,es tablished ; 
content : "75108 B29- 202F-493C - 86C5 - 1C182A485C4C"; nocase; content: "Cr eateChi nagames " ; nocase; classtype ;web - a pplication -attac k; re f e r e ne e : bugt r a q , 34871; 
ref e r e nce: u r l , milv10r m. com/explo i ts / 8758 ; ref e r e nce: u r l , doc . eme rgingt h reats. ne t / 2009500; r ef e r ence : u r 1 , www . eme r g ingthreats. ne t / cgi- bin/ cvs 1,ie b . cgi / sigs /1-J EB_CLI ENT /WEB_ Chi nagames; 
s i d : 2009500; r ev :7 ; ) 

#by stillsecur e 

• 
##a le r t tc p $EXTE RNAL_ NET $HTTP_ PORTS - > $HOME_ NET a ny ( msg : "ET ACTIVEX Ciansoft PDF Builde r X Co ntro! ActiveX Ar b i t r a r y File Ove r wr ite " ; flow:to_c lient,establi she d ; content : "00E7C7F8-
71E 2-498A-AB28-A3D72 FC74485 " ; nocase; cont ent : "SaveTo F i l e"; no case; e l asstyp e : 1-,e b - appl icat i on -at t ac k; r efe r ence: bugt r aq , 33233; r ef e r ence : url ,mil1>10rm . com/ e xpl o i ts /7794 ; 
r e f e r e nce: u r 1 , doc . eme r gingthreats . net / 2009064 ; r e f e r e nce: ur l , www .emergingthr eats. net/ cgi - bin/ cvs Neb . cg i / s igs / 1-J EB_CL IE NT /1-JEB _Ciansof t ; s i d : 2009064; r e v : 7; ) 

# by Akash Ma hajan of St il lsecur e 

• 
##a l er t tcp $EXTE RNAL_NET $HTTP_ PORTS - > $HOME_NET a ny ( msg:"ET AC TIVEX Ci t rix Pr esent at i on Se r ve r Client WFI CA . OCX Ac tiveX Compone nt Hea p Buf f e r Ove r flow Exp l oit " ; 
flow: established , t o_cl ient ; content : "0x40000" ; cont e nt : "Se ndCha nne l Data" ; noca se; content : " 238F6F83- B884- llCF • 8771 -00A024541E E3" ; nocase; classtype: ~,eb - a pplication • attack ; 
ref e r e nce: u r l , WWL'<l . mi h ,.0rm . com/ e x pl o i t s / 5106; r ef e r e nce : bugt r aq, 214S8; r efe r ence: cve, CVE •2006- 6334; r ef e r e nce: u r 1, doc . eme r g i ngth r eats. net/ bin/v i e w/Main/ 2007851; 
ref e r e nce: u r l , www . eme r g ingth r eats . net/ cgi - b i n / cvs L'<leb . cgi / sigs / EXPLOIT / EXPLOIT_ Ci t r i x ; s i d ; 20078S1 ; r ev : 8; ) 

#by stillsec ur e 

• 
##ale r t tcp $EXTERNAL_ NET $HTTP _ PORTS - > $HOME_ NET a ny ( msg : "ET ACTIVEX Compone nt One VSFle xG r i d Act i veX Contro! Ar chi ve Method Buffe r Ove r flow At tempt " ; flow:establ ished , to_client ; 
content : "<OBJ ECT "; nocase; content : "c l ass i d " ; nocase; d i stance :0; cont e nt: "C94 5E31A- 102E- 4A0D- 8854- D599D7AED5FA" ; nocase; d i s t a nce : 0 ; cont e nt: "Ar e hi ve " ; noc ase; classtype: attempted ­
user; r ef e r e nce: u r 1, e xplo i t - db . com/ e xplo i t s / 12673; r efe r e ne e: u r l , doc . e me r gi ngth r eat s. net /2011210; r efe r ence : ur 1, v,ww . eme r gingthr eat s. net / cg i -
b i n/ cvsweb . cg i / s i gs / 1-J EB _C LI ENT /WEB_ Component One; sid: 2011 210; r e v : 6; ) 

#by stills e cur e 

• 
##a le r t t c p $EXTERNAL_ NET $HTTP _ PORTS - > $HOME_ NE T a ny ( msg : "ET ACTI VEX Co nsona Pr oducts SdcUse r . TgConCtl Act i veX Cont ro! Buffe r Ove rfl ov,. At tempt"; flm,i : establis hed, to_ cl i ent; cont e nt : 
<OBJ ECT " ; nocase ; content: "c l assid "; nocase ; dis tance : 0; c ontent : "0111 3300- 3E00-11D2-8470 -0060089874ED"; nocase ; d is tane e : 0 ; content : " RunO•ID" ; nocase; c lasstype : attem pted- us e r ; 
r ef e r e nce: u r l , Wl.'t\'<I. kb . ce r t .org/vul s / i d/ 602801 ; r e f e r e nce : bugt r aq, 40006; r e f e r e nce: ur l , j un i per . net / sec ur i t y/ a ut o/vu l ne r a b i li t i es/v ul n40006 . html ; 
r e f e r e nce: u r 1, doc. eme r gingth r eats. net/ 2011212 ; r e f e r e nce: ur 1, WWL'<I, e me r g ingthr eats. net/ cgi - b i ni cvs web . cgi / s igs / 1-J EB_CL IE NT /WEB _Consona ; sid : 2011212; r ev : 5; ) 

# by s ti llsecure 

• 
##ale r t tcp $EXTE RNAL_NET $HTTP_ PORTS - > $HOME_ NET a ny ( msg:"ET AC TIVEX Co nsona Pr od ucts SdcUs e r . TgConCtl Ac t i veX Cont r o! BOF Fu nct i on Ca ll" ; f1 01-l: t o_c lie nt,es t a bli shed; 
cont en t : "Act i veXOb ject "; nocase; content : "SdcUse r . TgCo nCtl"; nocase; d i stance :0; cont e nt: "RunCMO" ; nocase ; class t y pe : att empted - use r ; r e f e r e nc e : u r l , wm'i . kb . ce r t . o r g/vul s / i d/ 602801; 
r e f e r e nce: bugt r aq,40006; r efe r e nce : u r 1, j un i pe r . ne t / sec ur i t y / a uto/v ul ne r a b i li t ies /vu ln40006 . ht ml; reference : ur l , doc . eme rgingt h r e a ts . net / 2011 213; 
r e f e r e nce: u r l , Wl.'t\'<I . eme r gingth r eats . net / cgi - b i n / cvs 1'<1eb . cgi / sigs / l·lEB_CLI ENT /WEB_Consona ; s i d : 2011213; r ev : 3; ) 

#by e v ilghos t a nd ke vi n ross 

• 
##ale r t t c p $EXTERNAL_ NE T $HTTP _ PORTS - > $HOME_ NET a ny ( msg : " ET t,JEB_CLI ENT DX Stud i o Playe r Fi r efox Pl ug- i n Command I njection Attempt " ; flow: establishe d , to_cl i e nt; content: " <dxs t ud io" ; 
nocase; content : " s he ll . e xec ut e (" ; nocase; e l asstype : attempted - use r ; r e f erence: cve , 2009-2011; r efe r e nce: ur 1 , doc . e me r gingthr eats . net / 2010841 ; r e f e r e nce: u r l , wwi'i . e me r gingthr ea ts . net / cgi -
b i n/ cvsweb. cgi / s i gs / 1-JEB _CLIENT /WEB_ DX_St ud i o ; s id : 2010841 ; r ev : 3 ; ) 

#by Cha nda n at Stillsec ure 

• 
#a l e r t t cp $ EXT ERNAL_NET $HTTP_POR TS - > $HDME_NET a ny (msg : " ET ACTI VEX Data Dynami cs Ac t i ve Ba r ActiveX Con t r o! ( Act ba r 3.ocx 3 . 2 ) Mul tipl e l nsec ur e Methods"; flow: t o_client , established ; 
content : "54071530 -022F-4CD2 - 8BF F -465569BC50B8 "; nocase; pc r e : "/ . * \ . ( i n i I e xe I d l l I bat I com I cab I t xt ) / i " ; pe r e : "/ ( Save I SaveLayoutCha nge s I SaveMe nuUsageOata )/ i " ; c la sstyp e : 1,ie b-applica t i on­
attac k ; r efe r ence : bugt r a q , 24959 ; re f e r e nce : cve, CVE- 2007 - 3883; r efe r e nce : url , 1-.,,11\11 . e xp l o i t - db . com/ exp l o i ts / 5395/ ; r efe r ence : ur l ,doc . eme rgingth r e a ts . net / 2008127 ; 
r e f e r e nce: u r l , WWL'<I . eme r gingth r eats. net/ cgi - b i n / cvs 1'<1eb . cgi / sigs / L.JEB_CLI ENT /WEB_Da ta_Dynami cs; sid : 2008127; r ev : 9 ; ) 
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#by Akas h Maha j a n at s t illsecure 

• 
##a l e r t tcp $EXTERNAL_NET $HTTP_ PORTS - > $HOME_NET a ny ( msg: " ET AC TIVEX O-Link HP EG4 S!-l-1 (Aud i o ) Cont rol Act i veX Cont ro l Ur l Property Buffe r OVe r flo~t Vul ne r a b i lity "; 
flow: t o_ c lient, est abli she d; conten t : "A93 B47 FD· 9 BF6- 4DA8 · 97 FC ·9270B9D64A6C" ; noc ase; co ntent: H0x40000"; con ten t : "Ur l " ; nocase; cla s stype :we b- application -atta c k; refe r e nce: bugt r aq , 28010; 
ref e r e nce: u r l , wwL>J . mi h -.i0rm. com/ ex pl o i t s / 5193; r ef e r e nce : u r l, doc . eme r gi ngthr eats . net / 2007905; re f erenc e : ur 1, 'fM!.t . eme r g i ngth r eats . net/ cgi-b i n/ cv sweb . cg i / s i gs/WEB _C LIE NT / L.J EB_Dl ink ; 
sid : 2007905; r ev :47; ) 

#by ke vi n ross 

• 
##a l e r t tcp $EXTE RNAL_NET $HTTP _ PORTS - > $HOME_ NET a ny ( msg : " ET ACTIVEX Possible EDraw Flowcha r t Act i ve X Cont r o! Ope nDocume nt Method Remote Code Exec ution At t empt " ; 
flow: t o_ c lie nt , e s t abli she d ; content : " F685A FD8 · A5CC-410E - 98E4 - BAA1C5598A61"; noc ase; co ntent : "Ope nDoc ume nt "; noca s e ; pc r e: " / <OB J ECT \ s+ [ "> ] • e lass i d \ s " =\ s • [ \ x22 \ x27 ) ? 
\ s " c l s i d \ s "" \ x3a \ s "" \ x7 B ?\ s " F685AFD8 -A5CC- 410E-98E4 -BAA1C559 BA61/ si " ; e l assty pe: attempted · user; r efe r e nce : u r 1, doc. eme r g ingt hreats. net / 2011055; r ef erenc e : u r l , www. emergingt hr eats . ne t / cgi­
b i n/ cvsweb . cgi / s i gs / 1,JEB_CLIENT /\.JEB _EDraw; sid: 2011055; r e v :4; ) 

#by ke vi n ross 

• 
##a l e rt tcp $EXTERNAL_NET $HTTP_ PORTS - > $HOME_ NE T a ny ( msg : " ET ACTIVEX Poss i ble EMC Captiva PixTools Distri bu ted I maging ActiveX Cont r o! Vu lne r a ble HriteTolog Me t hod Ar bi t r a r y Fi le 
C reation/ Oven-.i r ite Attempt " ; f l ow: establis hed , from_ se r ve r ; content: "00200338 - 3D33 · 4 FFC-AC20- 67AA23432SF3" ; nocase ; cont ent : "J,J r i teT o l og " ; noc ase ; pe r e : "/ <OBJ ECT\ s+ [ " >] " class i d \ s *=\ s " 
[ \ x22 \ x27 ) ?\ s *c l sid \ s *\x3a \ s *\x78 ?\ s *00200338 · 3D33-4 FF C · AC20-67AA2343 25F 3/ s i "; cla s sty pe: attempt ed - use r ; r efe r enc e : ur l , wvM . securityfocus. com/ b i d/ 36566/ i nfo ; 
r efe r e nce: u r 1 , Mw, . s h i nnai, ne t / xp l i t s / TXT _17zVHhRhs RE6qC6DAj 52. html ; r efe r e nce: u r l,doc . emerg i ngth reats, net / 2010035 ; r efe r e nce : ur l , ww11,1 , e me r gingthr eats. ne t / cgi · 
b i n/ cvsweb . cgi / s i gs /WEB_CLIENT /t,JEB_ EMC; s i d: 2010035; r ev : 5; ) 

#by ke vi n ross 

• 
##aler t tcp $EXTERNAL_NE T $HTTP_PORTS - > $HOME_NET any ( msg : " ET ACTIVEX Possible EMC Captiva PixTools Distri buted I maging ActiveX Cont r o! Vulnerable Setlogl e ve l / Se tLog Fi l e Name Metho d 
Ar bit r a r y File Cr e at i on/ Ove r L'il r i te Attem pt " ; f l m-.i : esta bli s hed , from_se r ver; content: "00200338- 3D33-4FF C-AC20 · 67AA234325F 3"; nocase ; content : "Se t log"; nocase; pc r e :" /< OB J ECT\ s+ 
[ " >] *c l assid \ s *=\ s * [ \ x22\ x27 ] ?\ s *c l sid \ s *\ x3a \ s *\x7 B ?\ s *002003 38- 3D33 -4F FC-AC20-67AA23432S F 3/ si"; classtype : attempte d- us e r ; refe r e nce : ur l , l'ilWVI . secu r i t yfocus . com/ bid / 36566/ info; 
r efe r e nce: u r 1 , W\"'-"' • s h i nnai . net/ xpli t s / TXT _17z VHh Rh sR E6qC6DAj 52 . htm l ; r e f erence: u r l , doc . emergingth reats . net/ 2010036; r eferenc e : ur l, Wl'J\'il . emerg i ngt hr eats . net / cgi-
b i n/ cvsweb . cgi / s i gs / l,JEB_CLIENT /\.JEB_ EMC; s i d:2010036; r ev :5; ) 

#by Wol vee 

• 
##a l e r t tcp $EXTERNAL_NET $HTTP_ PORTS - > $HOME_NET any ( msg: " ET ACTIVEX EMC Captiva PixToo l s Ac t i veX Ar bit r a r y Fi l e Creat i on/ Ov e n -.irite funct i on call At tempt"; 
flo\.'1: t o_c lie nt , est abli she d ; content : "Act i veXObject"; nocase ; conten t : "PDI Contro l . PDI .1 " ; nocase ; d is tance : 0; content : "~lr i teTo l og"; d i sta nce: 0 ; e l asstype : \.'ieb · applicat i o n-a t tac k; 
r efe r e nce: u r 1 , WWI\I . secu r i t yf ocus. com/ b i d / 36566 / i nfo; r ef e r e nc e ; u r 1, www . s h i nn a i. net / xpli t s / TXT _ 17zVMhRhs RE6qC6DAj 52. ht ml ; r ef e r enc e : u r 1, doc . eme r gi ngt hr eats. net /2010154; 
ref e r e nce: u r l , MYI\I . eme r gingt h r eats. net / cgi - b i n / cvs 11,1eb . cgi / s i gs / L,JEB_CLI ENT/WEB_EMC; sid: 2010 154; r ev : 4 ; ) 

#by ~lol vee 

• 
##a l e r t tcp $EXTERNAL_NET $HTTP_PORTS · > $HOME_NET a ny ( msg : " ET ACTIVEX EMC Captiva Pi xToo l s ActiveX Ar bit r a r y File Cr eation/Ov e N rit e fu nction call At temp t " ; 
flow: t o_c l ien t , establi she d; content : "Act i veXObject"; nocase; content : "PD I Contro l . PDI . 1"; nocase; d is tance : 0; content : "Se t log"; di sta ne e :0; e lasstype :we b• a pp l icat i on-attack; 
r e f e r e nce: u r 1 , MWI . secu r i t yfoc us . com/ bid / 36566 / i nfo; r ef e r e nc e : u r l, Wh'\-.i . s h inna i. net / xp li t s / TXT_ l 7zVMhRhsRE6qC6DAj52 . ht ml ; r ef e r ence : url , doc . eme r gingt hr eats . ne t /2010155; 
r eference: url , WIYl'il . eme r g i ngthreats . net/ cgi - b i n / cvs 1>Jeb . cgi / s i gs / L·lEB_Cll ENT / ~-JEB_ENC; s i d : 2010155 ; r ev :4; ) 

#by stillsecur e 

• 
##a l e r t tcp ,:; EXTE RNAL_NET $HTTP _ PORTS - > $HOME_ NET a ny ( msg: " ET AC TIVEX EasyMail Obj e cts emmails t o r e, dll Acti veX Cont ro! Re mote Buffer Ove r flow" ; flow: to_client, es t ablishe d; 
content : "588BE023- 76A2-4 F 60-8993- F7E 588079 D98 " ; nocase; con ten t : H0x400000'' ; noc ase ; co ntent : HCr eateStore" ; nocase; c l a ss t ype : web-appl i cat i on - a t t ac k; r e fe r ence : bugt r aq , 32722; 
r efe r e nce: u r l , mi b i0rm . com / e xploi ts /7402 ; r efe r e nce: u r l , doc . eme rgingth reats. net / 2008963; r eference: u r 1 , wiwi . eme r g i ngthr eats . net / c gi - b i n/ cvs we b . cgi / sigs / 1,J EB_Cll ENT /WEB_ EasyMail; 
sid:2008963; r ev :9;) 

#by Su ji t Ghosa l 

• 
##a l e r t tcp $EXTERNAL_ NET $HTTP_ PORTS - > $HOME_ NET a ny ( msg: "ET ACTIVEX Qui ksoft Eas yMa il i ma p connec t () Act i veX stack overflow vu l ne r a bi li t y" ; flow: from_ se r ver , establishe d; cont e nt:" 
<scr i pt "; nocase; co nt e nt : " une se ape I 28 I"; noc ase ; co ntent :" I 2e I connect"; nocase; di sta ne e : 0; co ntent: "0CEA3 FB1 -7 f 88 -4803 · AA8 E -AD021566955 D" ; nocase; di sta nce: 0; pe r e : " / <OBJ ECT\ s+ 
[ " >]*c l a ssid \ s *=\ s* [ \ x22 \ x27 ] ?\ s *c l s id \ s* \ x3a \ s *\x7B ?\ s*0C EA3F81 - 7F88 - 4803 · AA8 E -AD021566955D/ s i " ; classtype : attem pted - user; r efe r e nce : ur l , L\IWW . mi b ,0rm. com/ e xplo i ts / 9704; 
ref e r e nce : u r l , WWI\I . secu r i t yfocus. com/ bid / 22583; r efe r e nce: ur 1, doc . eme r gingthr e a t s. net/2009948; r efe r e nce : u r 1 , WIVI\I , eme r gingthr e a t s. net/ cgi -b i ni cvswe b. cgi / s i gs /\,J EB _CLIE NT /WEB_EasyMa i l; 
s i d : 2009948 ; r ev: 8 ; ) 

#by s t illsecur e 

• 
##a l e r t t c p $EXTERNAL_NET $HTTP_ PORTS - > $HOME_ NET any ( msg : "ET ACTIVEX EasyMail Quic ksoft Ac t i veX Contro! Remote code exc ution cl s i d access att empt" ; f l ow: to_cl i e nt , established ; 
conten t : "0CEA3f81 - 7f88-4803 · AA8 E- AD021566955D"; noca se ; con tent : " Licensel< ey " ; nocase; pe r e : "/ <OBJ ECT\s+ [ "> ] *c l as sid\ s *=\ s * [ \ x2 2\ x27 ] ?\ s *c l sid \ s *\ x3a \ s *\ x7 B ?\ s "- 0CEA3 F81 · 7f88- 480 3 · AA8 E­
A00215669550 / s i " ; clas sty pe : L>Jeb - app l icat i on-a ttack; r ef e r e nce : url , mi11...e r m. com/ e xpl o i ts / 9684 ; r e fe r e nce: ur l , doc . e me r g i ngthr eats . net / 2010253 ; r efe r e ne e: u r l , WWl-.i . e me r gi ngthr e a t s . ne t / cgi · 
b i n/ cvsweb . cg i / s i gs / 1,JEB_CL I ENT/WEB_ EasyMail ; s i d : 2010253; r ev : 6 ; ) 

#by stillsecur e 

• 
##a l e r t tcp $EXTERNAL_NET $HTTP_PORTS - > $HOME_NET a ny ( msg:"ET AC TIVEX EasyMail Quic ksoft ActiveX Crea teS t ore me t hod Remot e code e xcut i on cls i d access " ; f101>J : established , to_client; 
content : "18A7689A - 45Cl - 11D3 • 80DC · 00C04 F689 2D0" ; noca s e ; pc r e: "/ <OBJE CT\ s+ [ "> ] *c l ass i d \ s *=\ s * [ \ x22\ x27 ) ?\ s *cl s i d\ s *\ x3a \ s* \ x7B ?\ s *18A76B9A-45Cl • 11D3 · 80DC · 00C04 F6892D0/ si" ; 
content : "CreateStore"; nocase; c lasstype: 1-.ie b-app l i ca tion •attack; r efe r e ne e: u rl , WWl-.i . milw0r m. com/ expl o i t s / 9685; r efe r e nce : ur l , doc . emergingt hreats . ne t / 2010277; 
r e f e r e nce: u r 1 , Mwi . eme r gingth r eats . net/ cgi - b i n / cvs l>Jeb . cgi / sigs / L•IEB_Cl l ENT /WEB_EasyMa i l ; s i d : 2010277 ; r e v : 5; ) 

#by st i llsecure 

• 
##a l e r t tcp $EXTE RNAL_NET $HTTP _ PORTS - > $HOME_ NET a ny ( msg : " ET ACTIVEX EasyMail Act i veX AddAttachme nt method Remote code exc ution e lsid access a t tempt "; flow: establis hed, t o_c lient; 
cont e nt : "68AC0D5F -0424 -11D5 - 822F -00C04F6BA809"; nocase; cont e nt: "Ad dAtta c hment " ; nocase; pe r e:" / <OBJ ECT \ s+ [ "> ] "e l ass i d \ s*= \ s " ( \ x2 2\ x27 ] ?\ s *c ls i d \ s "- \ x3a \ s " \ x7B? \ s *68AC005F · 0424- 11D5 -
822F-00C04 F6 BA809/ s i " ; class t ype :web-application-atta ck; re f e r ence: ur 1, W'ltw .mi b i0r m. com / e xp l oi ts / 9705; refe r ence: u r l , doc. eme r gingt hreats. ne t / 2010 278 ; 
r eference: u r 1 , WWI\I . ernergingth r eats . net/ cgi - bin / cvs L'ileb . cgi / sigs / L•/EB _CLI ENT /WEB_EasyMa i l ; s i d : 2010 278; r e v : 5; ) 

#by s t illsecur e 

• 
##a l e rt tc p $EXTERNAL_NET $HTTP _ PORTS - > $HOME_ NE T a ny ( msg : " ET ACTIVEX Easy Gr i d ActiveX Multiple Ar b i t r a r y File 0Ver,..1rite " ; fl ow:to_clie nt,es t a blishe d ; co ntent : "DD44C0EA-82CF - 3101 · 
80D3-444553540000" ; nocase; dist ance: 0 ; content : " DoSaveF i le"; nocase ; classt ype : we b-appl i cation · attack ; r e f e r e nce : bugt r aq, 33272 ; ref e r e nce : u r l , doc . eme r g i ngthreats . net/ 2009102; 
r efe r e nce: u r 1 , WIYl'il. eme r g i ngth r eats. net/ cgi - b i n / cvs 1>Jeb . cgi / s i gs / L•/EB_Cll ENT /WEB_Easy _6 r i d ; s i d : 2009102; re v : 7 ; ) 

#by stillsecur e 

• 
##a l ert tcp $EXTE RNAL_NET $HTTP _ PORTS - > $HOME_NET a ny ( msg: " ET ACTIVEX Eas y Grid ActiveX Multipl e Ar bit r a r y File OVe r wr ite " ; fl ow:to_clie nt ,es t a blished ; co ntent: "DD44C0 EA-82CF-3101· 
80D3- 444553540000" ; nocase ; content : "Do 5a ve F ile " ; nocase ; clas s t ype :we b- a ppl ica tion -at t ac k; r ef e r e nc e! bugt r aq , 33272; r efe r e nce : ur 1 , doc. eme r g i ngt h r eats . net / 2009063; 
r efe r e nce: u r 1 , MYl'il . erne r gingth r eats . net/ cgi • b in / cvs l'ileb . cgi / sigs / L•/EB_ CL I ENT /i-JEB_Easygr i d; s i d: 2009063; re v : 7; ) 

#by J aime Blasco, updated by L>Jo l vee 

• 
##a l e r t tcp $EXTERNAL_NET $HTTP_ PORTS - > $HOME_ NET a ny ( msg: " ET ACTIVEX eBay Enha nced Pict u r e Se r v i ces Con t rol Cls i d Access ( 1 ) "; flow: from_ se r ver,es t a blishe d; cont ent:"4C39376E · FA9D-
4 349 -BACC - D305C1750 EF 3"; nocase ; conten t : "Pictur eU r l s"; nocase; pe r e : "/ <OBJ ECT\s+ [ " >) "- clas s i d \ s *=\ s ,,_ [ \ x22\ x27 ] ?\ s *c l sid \ s *\x3a \ s *\x78 ?\ s *4C39376E - FA9 D- 4349 · BACC - D305C1750E F 3/ s i " ; 
e l assty pe: at t empted- user ; r eference : u r l , IYl'll\l , kb. ce r t . org/vul s / i d/ 983731; refe r e ne e: u r l , W\'n-.i . mi c rosof t . com/ techne t / secur i t y / ad viso r y/ 969898. mspx ; 
ref e r ence: u r 1, pages. e bay. com/ sec ur i t yce nt e r / act i vex/ i nd e x . h t ml ; re f erence: ur l , doc . eme r gingth r ea t s. ne t /2009402; r e f e r e nce: ur l , www .emergingth r e a ts . net / cg i ­
bin/ cvsweb . cg i / s i gs / 1,JEB _CLI ENT /\.JEB_E bay ; sid : 2009402; r e v : 8; ) 

#by J a i me Bl asco, updated by L>Jolvee 

• 
##a l e r t tc p $EXTERNAL_NET $HTTP_ PORTS - > $HOME_ NET a ny ( msg : "ET ACTIVEX eBay Enha nced Pic t u r e Se r v ices Con t ro l Cl sid Access ( 2) "; flow: from_ s e r ve r, es t a blishe d; content:"C3E B1670-84E0-
4 EDA-B570- 0BS1AAE81679"; nocase ; conten t : " PictureU r l s " ; nocase; pe r e : "/ <0B J ECT \ s+ [ " >) *c l a s s i d \ s *: \ s * [ \ x22 \ x27 ] ?\ s *c l sid \ s *\ x3a \ s *\x7B ?\ s *C3 E B1670- 84E0 - 4EDA· 8 570-0 B51AAE81679/ s i " ; 
e l asstype : attempted-user; r efe r e nce : u r l , Wl'll'il . kb . cert . org/vul s / i d/ 983731; r efe r e ne e: u r l , mn-.i . mi c r osoft. com/ tech net/ secur i t y / adviso r y/969898 . ms px ; 
r eference: u r 1, pages. e bay. com/ sec ur i t ycent e r / act i ve x/ index. h t ml ; re f erence: ur 1, doc . eme r gingthrea t s. net / 2009403 ; r e f e r e nce : ur l , ,..Mw . eme rgingth r e a ts . net / cg i ­
b i n/ cvsweb. cg i / s i gs / \,JEB_CL IE NT /WEB_ Eba y ; s i d : 2009403; r e v : 8 ; ) 

# by mi ke cox 

• 
a l ert t cp $ EXTERNAL_ NET $HTT P_PORTS - > $HOME _NET a ny (msg:"ET L.JEB_CL IE NT Poss i b l e HTTP 401 XSS Attem pt ( Ext e r nal Sour ce) " ; flo,..1 :from_s e r ve r , es t a bli s hed ; content: " HTTP/ 1 .1 401 
Una uthor ized I 0d 0a I"; de pt h : 27; nocase; content : .. <sc r i pt "; nocase; wi t h i n : 512; c las sty pe : \-.ie b• applicat i on-attack; r ef e r enc e ! u r 1, doc . eme r gi ngthr eats . ne t / 2010514; 
r efe r e nce: u r 1 , MWI . erne r gingth r eats . net/ cgi - b i n / cvs l>Jeb . cgi / sigs / L·lEB_Cl l ENT /WEB_E r ror _XSS; s i d : 2010514; re v : 3; ) 

#by mi ke c ox 

• 
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ale r t t cp $EXTERNAL_NET $HT TP_PORTS - > $HOM E_NET any (ms g : " ET I.JEB_CLIENT Possib le HTTP 403 XSS Attempt ( Externa l Source ) "; flo,..1 : from_ser ve r ,establi shed ; con tent:"HTTP/ 1. 1 403 
Fo r bidde n I 0d 0a I"; depth : 24; nocase; co nt ent: " <se dpt " ; nocase; wi th i n: 512; class t ype : web - a pplica tio n- a t t a ck ; r e f erence : ur l , doc . eme r g i ngth r eats . net /2010516; 
r efe r ence: ur 1, www. emergingt hreat s . ne t / cgi-bin/ cvs we b . cgi / s i gs / 1.JEB_CLIENT / WEB_E r ror _XSS; s i d : 2010 516; re v : 3; ) 

#by mi ke cox 

• 
#alert tc p $ EXTE RNAL_NET $HTTP _PORTS - > $HOM E_NET a ny (msg : " ET l•IEB_CLIE NT Poss i ble HTT P 404 XSS Atte mpt ( External Sour ce ) " ; flow:from_ se r ve r ,established; co ntent: "HTTP/ 1. 1 404 Not 
Found I 0 d 0a I" ; dept h : 24; noc a se; cont e nt: " <script "; nocase; wi t h i n : 512; e las s t y pe :web-appl ication-at t ac k; r efe r e nce : ur 1, doc .emergingth r ea t s. net /2010518; 
r efe r ence: ur l , www. emergingth r eat s . net / cg i -bin/ cvs we b . cgi / s i gs / 1.JEB_CL IENT / WEB_E r r or _XSS; s i d : 2010518 ; r e v : 3 ; ) 

#by mi ke cox 

• 
a le r t t cp $EXTERNAL_ NET $HT TP_PORTS - > $HOM E_NET any (ms g : " ET I.JEB_CL IE NT Possib l e HTTP 405 XSS At tempt ( Ext e r na l So urce ) " ; flow: from_ser ver , established; con tent:"HTTP/ 1. 1 405 Hethod Not 
Allowed I 0d 0a I"; de pth: 33 ; noca se ; content : "<scri pt " ; nocase; wi t h i n : 512; c l as s t ype : ,..leb-applica t ion- attac k; re f erence: u r 1, doc . eme rgi ngt hr eat s. net /2010520; 
r efere nce: ur l , MoJI.~. emergingth reats. net / cgi - bin/ cvs we b . cgi / sigs / 1.JEB_ CLIENT / WEB_ E r ror _XSS; s i d : 2010 520; r e v : 3; ) 

#by mi ke cox 

• 
a le r t t cp $EXTERNAL_ NET $HTTP_PORTS - > $HOM E_NET any (msg: " ET I.JEB_CLIENT Possible HTTP 406 XSS At tempt ( Exte r nal So urce ) "; flow: from_ser ver , est a bli s hed; content: "HTTP/ 1. 1 406 Not 
Acceptable I 0 d 0a I"; de pt h : 29; nocase; co nt e nt : "<sc ri pt " ; nocase ; with i n: 512; classtype :web-applicat i o n - at tac k; refe r e ne e : ur 1, doc. eme r g i ngth r e at s. net /2010522; 
ref erence: ur l , WM~. eme r gingthreats . ne t / cgi-bin/ cvs we b . cgi / sigs / l.JEB_CLIENT /WEB _ E r r or _XSS; s i d : 2010522 ; r e v : 3; ) 

#by mi ke cox 
# 

ale r t tc p $EXTERNAL_ NET $HTTP_PORTS - > $HOME_NET any (msg : " ET I.JEB_CL IENT Possible HTTP 500 XSS At tempt ( Ex terna l So urce ) "; flow: from_ser ve r , established; content : "HTTP/ 1 .1 500 I nte r nal 
Se r ve r E r ror I 0d 0a I"; dept h : 36 ; nocase; content: " <script"; nocase; wi t h in: 51 2; c las stype : ,~eb - applicat i on- a t tac k; re fe r e nce: u r l , doc. emergi ngt hr eats . net/ 2010525; 
r e f erence: ur 1 , www. emergingthreats.net/ cgi-bin / cvs we b . cgi / s i gs / l.JEB_CLIENT /WEB_E r ror _XSS; s i d : 2010525 ; re v : 3; ) 

#by mi ke cox 

• 
ale r t t c p $E XTERNAL_ NET $HTTP_PORTS - > $HOME_NET any (msg: " ET I.JEB_CLI ENT Possible HTTP 503 XS S Attem pt ( Exte r na l Source ) " ; flow: from_serve r ,est a blished; content : "HTTP/ 1 ,1 503 Se r v i ce 
Unava i labl e I 0d 0a I"; dept h : 34; nocase; content : "<sc r i pt " ; nocase; wi th i n : 512; classtype :web-app l i cation-at t ac k ; r efe r e nc e : u r l , doc . emergi ngt h r eats . net / 2010527; 
refere nce: ur l , WM~ . emergingth r eat s . net / cgi- b i n/ cvs1~e b . cgi / sigs / 1.JEB_CLIENT / WEB _E r ror _XSS; s i d : 2010527; r e v : 3 ; ) 

#by stillsec ure 

• 
##a l ert tcp $EXTE RNAL_ NE T $HTTP_PORTS -> $HOME_NET a ny ( msg : " ET ACTIVEX Eva nsF TP Eva ns FTP. ocx Remote Buffe r Overf101~" ; flow: to_client,establis hed; content: "7 E86403E -3 E6A -48 f0 -B8Af -
CEAEE 322 F9 FO" ; nocase; co ntent: "Remot eAd dr e s s " ; nocase; e l asstype : web -applicat i o n - attack; r e f er ence: bugt r aq , 32814; r efer ence : ur l , w1w,1 . mi l w0 r m. com/ exp l oi t s / 7460; 
ref erence: ur 1 , doc . emergingth r eat s . net / 200B999; re f erence : ur 1, www . emer gingthreat s . net/ cgi-bi n/ cvs ive b . cgi / sigs / l~EB_ CL IE NT / WEB _E va ns FTP; s i d : 2008999; r e v : 7; ) 

#by stillsecure 

• 
##a l ert t c p $EXTE RNAL_NET $HTTP_PORTS -> $HOME_NET a ny ( msg : " ET ACTIVEX FathFTP Act i veX Oe lete f ile Ar b i t ra r y File Oelet i on " ; f101~ : to_c lient , e s t a blished; c ontent:"62A98 9CE-039A- 11D5-
86f 0- B9C370762176"; nocase; content: "Dele t ef ile '" ; nocase ; classtype :iyeb -appl i cation-at tac k; r efe r e ne e: bugt r aq , 33842; r ef e r ence: url , xfo rce . i ss. net / xfo r ce/ xfdb/ 48837; 
ref erence: ur 1 , doc . emergingth reats. ne t / 2009184 ; r e f e r e nc e : ur 1, www . emer ging th reat s . net / cgi - b i n/ cvs ive b . cgi / sigs / 1-J EB_ CL IE NT/ WEB _ FathFTP; s id: 20091B4; r ev : 7; ) 

#by stillsecu r e 

• 
#ale r t tc p $EXTERNAL_NET $HTTP _PORTS - > $HOM E_NET a ny (msg: " ET ACTIVEX FathFTP Act i veX Cont ra i Getf r omURL ,-,ethod Bu f fe r Ove r flow At t em pt"; fl m~: t o_c lient , e stabli s hed; co nt e nt : " <OBJ ECT 
" ; nocase; co ntent : "classid " ; nocase; d i s t a nce :0; con tent : "62A989CE- D39A- 1105-86f 0 - 89C370762176 " ; nocase; dist a ne e: 0; cont e nt: "Get Fr omURL"; nocase; cla sst y pe: we b - ap pl i cation-attack; 
r efere nce: ur 1, e xp l oi t - db . com/ expl o i t s / 14269/ ; re f e r e nc e : u r l , doc . eme r gingt hreat s . ne t / 2011 251 ; r e fe r ence: url , Wl'V'I~ . e me r gi ngt hr eat s . net / cgi - bi n/ cvswe b . cgi / s igs / WEB_ CLIE NT / WEB_Fat hFTP; 
sid : 2011 251; r e v : 6; ) 

#by s t i llsecure 

• 
##a l ert tc p $EXTERNAL_NET $HTTP_PORTS - > $HOME_ NET a ny ( msg : " ET ACTIVEX FathfTP Act i veX Cont ro! Ras i sConnected Method Buffe r Ove r flow Attempt " ; flow: to_client,es t abli shed; 
flo,..,b i t s : i sset , et p r o . c l s i d . det ected ; con tent: " <OBJECT " ; nocase ; content : " c l as s i d'"; nocase; d i s t a nce: 0; content : "62A989C E-D39A- 1105-86F0- B9C370762176 " ; nocase; d i s tance: 0; 
content : "RasisConnec ted"; nocase; c l asst ype : ,..,e b-appl i ca t i on -at tac k ; r efe r e nce: ur l, expl o i t - db . com/ e xpl o i ts / 14269/ ; r e f erence : u r l, doc . emergingthreats. net / 2011252; 
r efe r ence: ur 1 , l'V'loJI." . emergingthreat s, net / cg i - bin/ cvs 1ve b . cgi / s i gs / 1.JEB_CLIENT /WEB_Fat hFTP; s id: 2011252; r ev : 4; ) 

#by kevi n ross 
# 
#alert t cp $ EXTE RNAL_ NET $HTTP _PORTS - > $HOME_NET a ny (msg: " ET l•JEB_CL IE NT Moz i lla Firefox I.J indow. Ope n Doc ume nt URI Spoofing Attempt " ; flow: establis hed , t o_client; content: "wi ndow. ope n( " ; 
nocase ; content : "setTimeo ut ( " ; nocase ; distance: 0 ; content : "doc ument . body . i nnerHTML" ; nocase; di stance: 0 ; co nt ent : " . s t op"; nocase; d is tance: 0 ; pc r e : " / ( wi ndm~ I w) \ x2E stop/ i" ; 
e lass t ype :mi se - attack; r efe r ence: ur l , ,..,ww .moz i lla. o r g / secur i t y / annou nc e/ 2010/ mf sa2010 -45. htm l ; r efe r e nce: u r l, bugz i lla . mozi l l a . org/ s how_ bug. cg i ?i d=556957; r efe r e nce : c ve , 2010 -1 206; 
ref erence: ur 1, doc . eme rg i ngth reats , ne t /2011 240 ; re f erence : ur 1, w1w,1 . emerg i ngthreats. net/ cgi -b i n/ cvs we b . cgi / s igs /\,J EB _CLIENT /WEB_F i r e fox; s id : 201 1240; r ev :4; ) 

#by stillsec ur e 
# 
##alert tcp $EXTE RNAL_NET $HTTP_PORTS - > $HOME_NET a ny ( msg:" ET AC TIVEX FlexCell Grid ActiveX Mul tip l e Arbit r a r y File Over\~r i te" ; flo~l: t o_client ,established; content: "2A709CC E-211A-
4654 - 9449- 718F71 E09644"; nocase; pe r e : " / ( 5aveFile I Ex po r t ToXHL) / i "; c las s t y pe : we b-applicat i on- attac k; r e fer ence : u r l, l'V'l.'11~ . mihY0 r m. c om/ exp l oi ts /7868; refe r e nc e : bugt r aq, 33453; 
r efe r ence: ur 1, doc. eme r gingth reats , net /2009120; re feren ce : ur 1, WWl'l . emer gingth r eats. net/ cgi-bin/ cvs we b . cg i / sigs /\,J EB _CLIENT /1-JEB_ F lexCe 11; s i d : 2009120; re v : 8; ) 

#by kevi n ross and joe l esler 
# 
a l e r t tc p $EXT ERNAL_ NET $HTTP_POR TS -> $HOM E_N ET any (msg : " ET I.JEB_CLIENT Foxit POF Reader Buffe r Ove r fl oL~ Attempt " ; flo,..1: es t a blis he d , t o_c lient; cont e nt : "POF · " ; nocase ; de pt h : 300; 
content : " Launc h" ; nocase; di stance : 0; i s dataa t : 600, r elative; cont ent: ! " l0AI "; ,..lit hi n: 600; cont e nt : "Nev.1.Jindow t r ue " ; nocase ; d is tance :600; c l ass t ype : a ttempted- user; 
r efe r ence: ur 1, l'lloJI.~ . co r esec ur i t y. com/ content / f oxi t- rea de r - vul ne r abilities#l r ef . 4 ; re fe r e nce: cve , 2009-0837; r e f er ence : ur l , doc . eme r g i ngthr eat s. net /2010876; 
r e f erence: ur l , WM~. eme r gingthreats . ne t / cgi- b i n/ cvs we b . cgi / sigs / l.JEB_CLIENT /WEB _ Foxi t; s i d: 2010876; r ev : 3;) 

# kev i n r oss 

ale r t t cp $E XTERNAL_ NET $HTTP_PORTS - > $HOME_NET any (msg : " ET EXPLOIT Pos sib l e Foxi t PDF Reader Aut hent ica tion Bypass At tempt"; floN:e s t abli shed, t o_c lient; content:"PDF- " ; nocase; 
depth : 300; co ntent: "Type/ Action"; nocase ; content: " La unc h"; nocase; ,~it h i n :40; content: " NewL-ri nd m~ t r ue"; nocase; di stance : 0 ; pe r e : "/Type \ x2 FAc t ion . tl aunch . + \ x28 \ x2F ( a- z ] \ x2F ( a -
z ) . +Ne\v1-J i ndow\ x20t r ue/ s i "; c l ass t ype : a ttempt e d - use r ; r eference : u r 1, Wl"1'1 . coresec uri t y . com/ cont e nt / f ox i t- r eader - vulnerabil i ties# l r e f. 4; r eference : c ve , 2009-0836; 
ref erence: ur 1 , doc . emergingth r eat s . ne t / 2010878; re feren ce : ur 1, www . emer gingthreats . net/ cgi-bi n/ cvs 1~e b . cgi / sigs / l~EB_ CL IE NT/ WEB _ Fox i t; s id: 2010878; r e v : 2; ) 

#by stillsecure 

• 
##a l ert t c p $EXTE RNAL_NET $HTTP_PORTS -> $HOME_NET a ny ( msg : " ET ACTIVEX Foxi t Re ade r Act i veX co nt r o ! Openfi le method Heap Ove r fl m~ Attempt "; fl oN :es t ablished,to_cl i e nt; 
content : "05563215- 225C- 45EB- 8834 -AFA47217B1DE"; nocase; cont e nt : "Ope nf ile"; nocase; pe r e:" / <OBJ ECT\s+[ " >] *classid \ s "' = \ s * [ \ x22 \ x27 ) ?\ s*c l s i d \ s"' \ x3a \ s* \ x78 ?\ s"'05563215-225C - 45E B-BB34-
AFA47217B1DE / si" ; class t ype : attempted - user ; r efe r ence : ur 1, ~MW . exp l o i t -db . com/ ex pl oi ts/ 11196; r efe r ence : url, doc .emer gingthr eats . net / 2010929; r ef e r e nce : u r 1, wrti~ . eme r gi ngthr eats . net / cgi­
b i n/ cvs\~eb . cgi / s i gs / 1.JEB_CLIENT / l-lEB_ Foxi t ; sid : 2010929 ; r ev : 5 ; ) 

#by stillsec ur e 

• 
##a lert tcp $EXTERNAL_NET $HTTP_ PORTS - > $HOME_NET a ny ( msg : " ET ACTIV EX Foxi t Reade r ActiveX Openfile met hod Remote Code Exec ut i on Fun ction Call" ; flow:to_cl ient,es tabl ished; 
content : "Active XOb ject"; nocase; cont e nt : " FOX IT REAOE ROCXLi b . Foxi tR eade r OCX " ; nocase ; d i s tance : 0; content : "' Op enf ile " ; nocase ; e las stype : a t t empt e d- us e r ; r efe r enc e : ur 1, www . exp l o i t • 
db . com/ expl o i t s / 11196; r efe r ence: ur l , doc . eme r gingth r eats . net / 2010930; refe re nce: ur l , ,..l'lr.-t . eme rg i ngth reats . net / cgi-b i n/ c vs ,..1e b . cg i / s igs / l-lEB_CLI ENT / WEB_ Foxi t; s id : 2010930; r e v : 3; ) 

# by Akas h Ma ha j an of Stillsecure 

• 
##a l ert tcp $EXTERNAL_NET $HTTP_PORTS -> $HOME_ NET a ny ( msg : " ET ACTIVEX Gate L,iay ~1e b l a unc h2 . ocx ActiveX Cont r o! I nsecur e Method Expl oit "; f l ow: t o_c lient ,estab lished ; conten t : "0x40000" ; 
cont ent : "OoWeb l aunch"; content : " 97BB6657 -0C7 F -4489-9067- 51FAB908857E " ; nocase; clas s t y pe :web- application-attack; r e f e r e nce: u r 1, Wl'V'IY . milw0r m. com/ expl o i ts / 4982; r efe r e nce: bugtraq , 27193; 
refere nce: ur 1 , doc. emergingth r eats . ne t / 2007852; re f erence : ur l , www . emergingthreat s . net/ cgi-bin/ cvs ive b . cgi / sigs / l~EB_CLIENT / WEB _Gate1~ay; sid: 2007852; r ev : 8 ; ) 

#by Stillsecure 

• 
##a l ert tcp $EXTE RNAL_NET a ny -> $HOl-1E_NET a ny (msg : " ET ACTIVEX Gd Pi c t ure Pro ActiveX co nt r o! SaveAs PDF I nsecu r e Hethod" ; flo,..l : t o_cl i e nt,es tablis hed; cont e nt: " E8512363-3SB1 -4 2Ef -A430 -
990E7935C8BE"; nocase; content : "SaveAsPDF " ; nocase ; classtype: we b- a pplication-attack; r ef erence : u r 1, secunia. com/ Adv i sories / 31966 / ; r e f ere ne e : ur l , milw0r m. com/ expl oit s / 6638; 
refere nce: ur 1 , doc. emergingth reats . ne t / 200B61 3; r efe r e nc e : ur 1, WloJl.'l . emerging th reat s . net/ cgi-bi n/ cvs ive b . cgi / sigs / l~EB_ CL IE NT / WEB _GdPi ct ure_ Pro; s i d : 2008613; rev : 8; ) 

# by stillsec ure 

• 
##a l ert tc p $EXTE RNAL_NET $HTTP_ PORTS - > $HOME_NET a ny ( msg : " ET ACTIVEX GeoVision Li veAud i o Ac t i veX Cont r a i Re mote Code Executio n" ; fl ow: t o_cl i e nt ,establishe d; co ntent: "814A3C52 - B6 F7-
4 AEA-A9BC - 7849B9B0ECA8"; noc a se; cont e nt: "GetAudi oPlayi ngTi me"; nocase; e las s t y pe :we b-appl ication -at t ac k; r e f e r e nce: bugt r aq, 34115; reference : ur l ,milw0r m. com/ expl oits / 8206; 
ref e r ence: ur 1 , doc . eme r g i ngthreats . ne t / 2009328; r e fere nce: ur 1, WloJl.'l . emergingthreats . net/ cgi-bin/ cvs ive b . cgi / sigs / l~EB_ CLIENT /WEB _Geov i s i on; s id : 2009328 ; r ev : 7 ; ) 
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#by stillsecur e 

• 
##a l ert tcp $EXTE RNAL_NET $HTTP_PORTS - > $HOME_NE T a ny ( msg : " ET AC TIVEX GeoVision LiveX_v8200 ActiveX Cont r o! Ar bit r ary Fi l e Ov e n \lrite"; flow: to_cl ient ,established; c o nten t : "8D58D690 -
6B71-4ee8-85AD-006DB0287 BF1 " ; nocase; pere: "/ ( Sna pShotTo F i l e I Sna pShot X)/ i " ; c l asstype : web-applicat ion-attac k; ref e r ence : ur l , milw0r m. com/ e xploi ts / 80S9; 
r ef e r e nce: u r l • doc . eme r g i ngthreats . net/ 2009160; r e f e r e nce: u r l , ww1.". e mergingthr eats. net/ cgi - bin/ cvs Neb . cgi / s i gs / lll EB_CL I ENT /WEB _GeoVi s i on; s i d : 2009160; r ev : 7; ) 

#by stillsec ur e 

• 
##a l ert t c p $EXTERNAL_NET $HTTP_PORTS - > $HOME_NET a ny ( msg:" ET AC TIVEX GeoVi sion LiveX_v7000 ActiveX Cont r o! Ar bit r a r y File Ov e n... r ite "; flow:to_client , esta blis he d ; co nten t :"OA84840E-
52DB-4860-A986-61A8682 E298A" ; nocase; pere: "/ (Sna pSho tTo F ile I Sna pShotX)/ i "; classtype: we b- a pplicat i o n-attack; refe r e nce : url , xfo r ce . iss . ne t / xfo r ce/ xfd b/ 48773 ; 
r e f e r e nce: u r l , mibs0rm. com / e xp l oi t s / 8059 ; r e f e r e nce: u r l, doc . eme rgingth reats. net / 2009161 ; r ef e r ence : u r l , wNL\! . eme r gingthr eats . ne t / cgi -bin/ cvs Ne b . cgi / sigs /ll! EB_CLI ENT /WEB _GeoVis i on ; 
sid:2009161; r ev :7 ; ) 

#by stillsec ur e 

• 
##a l er t tcp $EXTERNAL_NET $HTTP_ PORTS - > $HOME_ NE T a ny ( msg : "ET ACTIVEX GeoVision LiveX_v8120 ActiveX Cont r o! Ar b it r a r y Fi l e Ov e n ..,rite "; flow: to_cl ient ,establis he d ; co nten t : " F4421170-
0 B22-4551- BB FB- FF CFFB4 19F6F " ; nocase; pe r e: "/ ( Sna pShotToFi l e I SnapShot X)/ i " ; classtype: we b-applicat i o n-attack; r e fe r e nce : ur 1 , xfo r ce. i ss. net/ xforce/ xf d b/ 48773; 
r e f e r ence: u r l,milw0r m. com / e xp l o i t s / 8059; ref e r e nce: u r l , doc . eme r g i ngth reats. ne t / 2009162; r ef e r ence : u r 1 , W\VL\f . eme r g i ngthr eat s. ne t / cgi - bin/ cvs 1.'ole b . cgi / s i gs /ll! EB_C LI ENT /WEB_GeoVision ; 
s i d : 2009162; r ev : 7;) 

#by stillsecur e 

• 
##alert tcp $EXTERNAL_N ET $HTTP_PORTS - > $HOME_NE T a ny ( msg : "ET AC TIVEX Gom Pl a ye r V 2 . 1. 16 Act i ve x Command Exec ution clsid access attempt " ; flm\f :estab lis hed,to_cl i ent; 
cont e nt : "7606693A- C18D-4567 -AF85-6194 FF 70761E"; noca se; conten t : "Convnand" ; nocase; pe r e:" / <OBJ EC T\ s+ ( "> ] "e lass i d \ s *= \ s * [ \ x22 \ x27 ] ?\ s *e ls i d \ s *\ x3a \ s *\ x7B ?\ s *7606693A-C18D-4567 -AF85-
6194 FF70761E/ s i " ; clas sty pe : L'oleb - applica t i on-a ttack; r efe r e nce : url , ww,.., , pac ket sto rmsecur i t y . o r g / 0909-expl o i ts / gomp l aye r -exec . t xt; r e f e r e nce : u r l , doc . eme r g i ngthr eats . ne t / 2010367; 
r e f e r e nce: u r l ,wwi,,, . eme r g i ngthreats. net/ cgi - bin / cv s1'oleb . cgi / s i gs / L.J EB_CLI ENT /WEB _Gom; s id : 2010367; r ev : 5 ; ) 

#by stillsec ur e 

• 
##alert tcp $EXTERNAL_ NET $HTTP _ PORTS - > $HOME_NET a ny ( msg : "ET ACTIVEX Gom Pl a ye r V 2 . 1 . 16 Act i veX Command Execution Funct i on call attempt " ; flow: t o_client , establi she d; 
content : "Act i veXOb ject " ; nocase; content : " GOMl~EBCTR LLib . Gom\,[e b" ; no ca se; d i stance :0 ; content : "Comma nd " ; nocase; e l asstype :we b-appl icat i on -attac k; 
r e f e r e nce: u r l , MVL'ol . pac kets t ormsec ur i t y . o r g/ 0909-expl o i t s / gom playe r -exec. t xt; refer e nce: ur 1, do c . eme rgi ngth r eat s. net / 2010368; r ef e r ence: u r l , L'IIWI . eme rgi ngth reats. net/ cg i ­
b i n/ cvsweb . cgi / s i gs /WEB_CLIENT / WEB_ Gom; s i d: 2010368; r e v : 3; ) 

#by ke vi n ross 

• 
##a l e rt tcp $EXTERNAL_NET $HTTP_ PORTS - > $HOME_NET a ny ( msg : " ET ACTIVEX Poss i ble Grace note CDOBCont r o l Ac t i veX Cont ro l Vi ewPr of ile Method Hea p Buffe r Ove r flo1" At tempt" ; 
flow: establi s hed , t o_cl ient; cont ent : " B69003B3- C55E-4 B48-836C- BC5946FC3B28" ; no c ase; co nten t : "Vie1'o1Pr of ile " ; nocase ; pe r e :" /< OB J ECT \ s+ I"> ] *c l ass i d \ s *= \ s * ( \ x22\ x27] ?\ s *c l s id \ s *\ x3 a \ s *\ x7B? 
\ s *B69003B3-CSS E-4B48-836C -BC5946FC3828 / s i " ; class t ype : attempt e d - user; refe r e nc e: ur l , www . securi tyf oc us . com/ bi d/ 37834; r e f erence: ur l , doc . eme r gingth r eats . net /2010760; 
r ef e r e nce: u r l , WIVL'ol. eme r g i ngthreats . net / cgi - bin / cvs 1.'oleb . cgi / s i gs / L.JE B_CLI ENT /WEB_Gr ace not e; s i d: 2010760 ; re v : 5; ) 

#by ke vi n r oss 

• 
##a l ert t c p $EXTERNAL_NET $HTTP _ PORTS - > $HOME_NET a ny ( msg: " ET AC TIVEX Possible HP Loa dRunne r XUpl oad. ocx ActiveX Cont ro! Ma keHtt pReq uest Ar bit r a r y File Downl oad Attempt"; 
flo11, : from _se r ve r , e s tablis hed; co nt ent : " E87 F6C8E-16C0- 11D3- BEF 7-009027438003 " ; nocase; co nt e nt : "XUP LOAD" ; nocase; cont e nt : "Ma keHttpRequest " ; no ca se; pere :" /<OBJ ECT \ s +( "> ] • e lassid \ s ,,_= \ s • 
( \ x22 \x27 ) ?\ s *c lsid\ s *\x3a \ s *\x7 B?\ s • E87F6C8E · 16C0- 1103 · BE F7-009027438003 / s i " ; clas s t y pe: attempted- use r ; r efe r ence : ur l , 1tMW . securityfocus . com/ bi d/ 36550/ i nfo; 
r e f e r e nce: u r l , doc. erne r gingth r eats . net/ 2010010; r e f erence: u r 1 , wwN . e merg i ngth r eats . net/ cgi- bin/ cvs 1'oleb . cgi / s igs / lll EB_ CL I ENT /1-JEB_HP; sid : 2010010; r ev : 7; ) 

#by stillsec ur e 

• 
##a l ert tcp $EXTE RNAL_NET $HTTP _ PORTS - > $HOME_NET a ny ( msg : " ET ACTIVEX HP Ope nvie,._, NNM ActiveX DisplayName metho d Memor y co r r u pt i on At t e mpt " ; f10111: est ablished, t o_c lient ; 
cont e nt : "A801FD2B- 6FA8- 1100- 8B85-00AA00A7EAAE " ; nocase; conten t : "DisplayN ame " ; no ca se ; pere:" /<OBJ ECT\ s +( "> ] *c la ssid\ s *=\ s* ( \ x22 \ x27] ?\ s *c l sid \ s *\x3 a \ s *\x7B ?\ s *A801 FD2 B-6FA8- 11D0-BB85-
00AA00A7 EAAE/ s i "; clas s t y pe : L'oleb - app l i cat i on-attack; r ef e r e nce; u r 1, Wl'M . securi t yf oc us . com/ a r c hive / 1/ 507948 ; r ef e r e nce: u r 1, doc. eme r gi ngth r eats . net/ 2010611 ; 
ref e r e nce : u r l,MVl'ol . eme rg i ngth r eats. ne t / cgi - bin / cvs 1'oleb . cgi / s i gs / L.JEB_CLI ENT /1./EB_HP; s i d: 2010611 ; r e v : 5; ) 

#by stillsecur e 

• 
##a l e r t tc p $EXTERNAL_NET $HTTP_PORTS - > $HOME_NET a ny ( msg : " ET ACTI VEX HP Ope nvie,._, NNM ActiveX AddGr oup method Memory co r ruption Attempt " ; flm\l : established , t o_c lient; 
cont e nt : "A801FD2B - 6FAB- 1100-BB85-00AA00A7 EAA E"; nocase; conten t : "AddGr oup "; no c ase; pe r e: "/ <OBJECT \ s +( " >] *clas sid \ s*= \ s * [ \ x22 \ x27 ] ?\ s *cls i d \ s* \ x3a \ s* \ x7B ?\ s*A801FD2B-6 FA8 -1100-BB85-
00AA00A7 EAAE/ s i " ; clas sty pe : L'oleb - app l i ca t i on-a ttack; r ef e r e nce : url , ww,.., , sec ur i t yf oc us . com/ arc h i ve / 1/ 507948; r efe ren e e : url , dcc. eme r gi ngth r eats. net/ 2010612; 
r ef e r e nce: u r l , WWl'ol. eme r g i ngthreats. net/ cgi - bin / cvs1'oleb . cgi / s i gs / L·l EB_CLI ENT /WEB_HP; s i d : 2010612; r e v : 5 ; ) 

#by s t illsec ur e 

• 
##a l ert tcp $EXTERNAL_NE T $HTTP_ PORTS - > $HOME_NET a ny ( msg:" ET AC TIVEX HP Openv i ew NNM ActiveX I nsta llCompone nt met hod Memo r y c or r uption At t empt "; flow:establis hed,to_client; 
content : "A801FD2B· 6FA8- 1100·8B85-00AA00A7 EAA E"; nocase; cont e nt : " I nstal!Compone nt "; nocase; per e : "/ <OBJ ECT \ s+ ( "> ] *c l assid\ s " =\ s * [ \ x22\ x27 ] ?\ s*c l sid \ s *\x3a \ s *\x78 ?\ s *A801FD2B· 6FA8 - 11D0· 
BB85- 00AA00A7 EAAE/ s i " ; classtype :web- a ppl icat i o n - attac k; reference: ur l , 11iww . secu r i t yfoc us . com/ ar c h i ve / 1 / 507948; r efe r e nce : ur l , doc . eme rgingth r eats . net / 2010613; 
r e f e r e nce: u r l , MVL'ol . eme r gingth r eats . ne t / cgi-bin / cvs L'oleb . cgi / sigs / L•lEB_C LI ENT /1-JEB_HP; sid : 2010613 ; r e v : 5; ) 

#by stillsec ur e 

• 
##a l e r t tcp SEXTERNAL_NET $HTTP _ PORTS - > $HOME_NET a ny ( msg: " ET ACTIVEX HP Ope nview NNM Act i veX Subscribe met hod Memo r y cor r upt i on Attempt " ; flow: establis he d , t o_c lient; 
content : "A801FD2B- 6FA8- 1100- 8B85-00AA00A7EAA E"; nocase; conten t : "Subsc ribe "; nocase; per e : "/ <OBJ ECT\s +[ "' >] *c l ass i d \ s *: \ s* [ \ x22 \ x27 ) ?\ s*c l sid \ s *\x3a \ s *\x78 ?\ s *A801FD2B- 6FA8 - 1100-BB85 -
00AA00A7 EAAE / s i " ; clas s t ype : L'oleb - applic a t i on-attack; r ef e r e nce; u r 1, Wl'M . sec uri t yfoc us. com/ arc h i ve / 1/ 507948; r ef erence: u r 1, doc. eme r gi ngt h r eats . net/ 2010614 ; 
ref e r e nce: u r l , WWl'ol. emergingth r eats. net / c gi -bin / cvs 1'oleb . cgi / s i gs / L.JEB_CLI ENT /WEB_HP; s i d: 2010614; r e v : 5; ) 

#by stillsecur e 

• 
##ale r t tcp $EXTERNAL_N ET $HTTP_PORTS - > $HOME_NE T a ny ( msg : "ET ACTI VEX HP Me r cur y Quali t y Ce nte r Act i veX Pr ogCo l or Buffe r OVerfloN Attempt -1"; flow:est a blished , t o_client; 
cont e nt : "98(53984- 8Bf B-40 11- 9Bl C-C324 FCA9C AD E"; nocase; co nten t : "ProgCo l o r "; nocase; pere : "/ <OBJ ECT\ s+ [ "' >] *c l as s i d\ s *=\ s * [ \ x22 \ x27 ] ?\ s *c l sid \ s *\ x3a \ s *\ x7B ?\ s "98(53984- 8BF8-4D11 -9B1C­
C324 FCA9CAOE / s i " ; clas sty pe : attempted - user ; r efe r e nc e : ur l , sec unia . c om/ a dv isories / 24692 / ; refe r e nce : u r l , 1VLw1 . pac ketst ormsecur i t y . nl / 0911 - exp l o i ts/ hpmqc_p r ogco l o r . rb . txt; 
r e f e r e nce: u r l , w\VL'ol . kb . cert .or g/vuls / i d/ 589097 ; r e f e r e nce : u r l , doc. eme r gingthr eats. net / 2010778; r e f e r e nce: ur l , ww, ... . e me r gingthr eats . net / cg i - bi n/ cvswe b. cgi / s i gs /ll!EB_CLI ENT / WE B_HP; 
s i d:2010778; r ev :5 ; ) 

#by stillsecur e 

• 
##a l e r t t c p $EXTERNAL_NET $HTTP_ PORTS · > $HOME_ NE T a ny ( msg : " ET ACTIVEX HP Me r cur y Quality (ente r Ac t i veX Pr ogCo l o r Buffe r OVe r floN Attempt -2"; flo~'l :esta blished , to_client ; 
content : "COB09968 - 7BF1 - 1104-9D36-00010 29DE BEB " ; nocase; content : " Pr ogCo l o r " ; noc ase; pe r e: " / <O BJECT \ s+ [ "' >] *class id \ s*= \ s * [ \ x22 \ x27 ] ?\ s *cls i d \ s *\ x3a \ s* \ x78 ?\ s*CDBD9968-7 BF1- 11D4- 9D36· 
00010 29DEBEB/ s i " ; clas sty pe : attempt ed - use r ; r efe r e nce : ur l , sec unia . c om/ a dv i sories / 2469 2/ ; r efe r e nce : u r l , 1VLW1 . pac ketstor msec urity . nl / 0911 - exp l o i t s / hpmqc_p r ogco l o r . rb . txt; 
r e f e r e nce: u r l , M'l\>I . kb . ce r t .o r g/vuls / i d/ 589097 ; r efe r e nce: u r l , doc . eme r gingthr eats . ne t / 2010779; r efe r e nce: ur l , W\'1'111 . e me r gingthr eats . net / cg i - bin/ cvswe b . cgi / s i gs /WEB_C LI ENT /1,IEB_HP; 
sid : 2010779; r ev : 5; ) 

#by stillsec ur e 

• 
##a l e rt t c p $EXTE RNAL_NET $HTTP_ PORTS - > $HOME_NE T a ny (msg: " ET AC TIVEX HP Ope r ations Ma nage r Sour ceVi e N Acti veX Loa dFile / Save File Method Buff e r Ove r f10 11, At tempt " ; 
flow: establi s hed , t o_cl ient; cont ent : " 366C9C5 2 -C402-416B-8620-1464F629CA59 " ; noc ase; conten t : " File"; nocase; pe r e : " /<OBJ ECT \ s+ [ "'> ] *c l ass i d \ s • =\ s * ( \ x22\ x27] ?\ s *c l s id \ s "'\ x3a \ s "'\x7 B? 
\ s *366C9CS2- C402-416B- 8620-1464F629CA59 . +( l oadF i le I Savef ile ) / s i "; cla ssty pe : attempt e d- user; r efe r e ne e! u r l , pac ket stormsecuri t y . o r g/ 1004 · exp l o i t s / COR ELAH -10-027. txt; 
ref e r e nce: u r l, secunia . c om / a dv i sories / 39538 / ; r ef e r e nce : u r l , dcc . eme r gingthr eats . net / 2011075; r ef e rene e! u r l , 'dtll.11 . eme r gingth r eats. net/ cgi- bi n/ cv sweb . cg i / s igs/WEB _ CLIE NT / L.JEB_HP; sid : 2011075 ; 
r e v :8 ; ) 

#by J a i me Blasco 

• 
##a l e rt tcp $EXTERNAL_NET $HTTP _ PORTS - > $HOME_NET a ny ( msg: "ET ACTIVEX HP Virt ua l Rooms Cont r o ! Cls id Acc ess"; flow: from_ se r ve r ,estab lis hed ; content; "00000032-9593-4264 -8829 -
93083E4EDCCD"; nocase; pe r e : "/ <O BJE CT\ s +[ "' >] *class id \ s *: \ s * [ \ x22 \ x27 ] ?\ s ,,. , l s i d \ s* \ x3a \ s* \ x78 ?\ s *00000032- 9593 -4264-8B29- 930B3 E4EDCCO/ si"; e lasst ype : att empted- use r ; 
ref e r ence : u r l,WWl'ol .microsoft . com/ technet / secu r i t y/ adv i sor y/ 969898 . ms px ; r eferenc e: ur 1, h20000. www2 . hp . com/ bizs up por t /Tec hSupport/ Ooc ument. j sp ?o bj ectIO: c0167840 5; 
ref e r e nce: u r 1, doc. eme r gingth r eat s. net / 2009404 ; r e f erence: ur 1 , Wt.YN. e me r g ingthreat s . net/ cgi- bini cvs Neb. cgi / s i gs / llJ EB _ CL I ENT /WEB_ HP _ Vi rtua l _ Rooms ; s i d: 2009404 ; r ev : 7; ) 

#by ke vin r o ss 

• 
##a l e r t tcp $EXTERNAL_NET $HTTP _PORTS - > $HOME_NE T a ny ( msg : "ET ACTI VEX Haiha i s of t Unive r sa l Playe r ActiveX Cont r o! URL Pr ope r t y Buffe r Ove r fl m" At tempt"; fl oN: established , to_c lie nt; 
cont e nt : "1A01FF01- EA62-4702 - 8837- 1E0715814S FA"; nocase; co nten t : "URL" ; nocase ; pe r e : "/ <OBJ ECT\s+( " >] *c l a s sid \ s *: \ s * ( \ x22 \ x27 ] ?\ s *c l s i d \ s *\ x3a \ s *\ x78 ?\ s *1A01F F01 - EA62- 4 702 -8837-
1 E07158145FA/ s i " ; clas sty pe : attempted - user ; r efe r ence : ur l , 11MW . sh inna i . net / exp l o i ts / Zzlsi6TifSuVPh1kPHmP . txt; r ef e r ence: u r l , ""'""' . securi t yfocus . c om/ bid/ 37 151 / info; 
r e f e r e nce: u r l ,doc. eme rg i ngthrea ts. net/ 2010373 ; r e f e r e nce: ur l , W\'1\11 , e me r gingth r eats. net / cgi - bini cvs web . cg i / s i gs / lll EB_CL I ENT /1-JEB _Ha i Ha i sof t; s i d: 2010 373; r e v : 5; ) 

#by ke vin ross 
# 
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##alert t c p $EXTE RNAL_NET $HTTP_PORTS - > $1-tOME_NET a ny ( msg : " ET AC TIVEX Haiha i soft Unive r sa l Playe r ActiveX Cont r o l UR L Pr ope r t y Buffe r Ove r f101" Func tion Call At t empt " ; 
flow: t o_ clie nt, establishe d; content : "Ac t i veXObjec t "; nocase; content : "MYAC TI VEX I 2E I MyAc t i veXC t r l I 2E I 1 " ; no case; dis tance :0 ; content: "URL" ; nocase; class t y pe : at tempt ed- use r ; 
r efe r ence : ur 1 , ww1," . s hi nnai. ne t / ex pl oit s / Zz l s i 6Ti f SuVPhl kPHmP . t xt ; r e f e r e ne e: u r l , tlWl" . sec ur i t yf oc us . com / b i d/ 37151/ i nfo; r efe r e nce: ur l , doc, eme r g i ngth reats . net / 2010374; 
r e f erenc e : ur 1 , www .eme r gingth r e at s . net/ cgi- b i n/ cvs we b . cgi / s i gs / 1.JEB_CLIENT /WEB_HaiHa i soft; s id : 2010374; rev : 3; ) 

# by stillsec ur e 

• 
##a le r t t c p $EXTE RNAL_N ET $HTTP_PORTS - > $1-tOME_NET a ny ( msg : " ET AC TIVEX Hull'Wlling bird De pl oyment Wi za rd 2008 Act i ve X Insec ur e Me t hods "; f1 01" : t o_cl i e nt,es t ablis he d; content : "7 F9B30Fl-5129-
4 FSC- A76C-CE264A6C7010"; nocase; pe r e: " / ( Run I SetRegistryVa l ueAsSt r ing I Pe r formUp dateAsync )/ i"; c l asstyp e : L"e b- ap p l i cation- a t tac k; r efe r e nce: u r l , sec un i a. com/ Advi so r ies / 32337 / ; 
ref erence : ur 1 , doc. eme r gingth r eat s. ne t /2008678 ; r e f erence : ur 1, W\VL" . e mer g i ngthreats. net / cgi-b i n/ cvs web. cgi / sigs /1.J EB _CLIENT /WEB_Hummi ngbird ; s i d : 2008678 ; r ev : 8; ) 

#by stillsec ur e 

• 
##a l e r t t cp $EXTE RNAL_N ET $HTTP _PORTS - > $1-tOME_NET a ny ( msg : " ET AC TIVEX Hyl e os ChemVi ew Ac tiveX Cont r ol Save asMo l File Method Buffe r Ov er flow At tempt "; flow: establis hed , t o_c lie nt; 
content : "C372350A - 1D5A-44DC -A7 59 - 767FC553D96C"; nocase; content : "SaveasMo l F i l e " ; nocase; pc r e : " / <OBJ ECT \ s +[ "> ] '" e l assid \ s *: \ s'" [ \ x22 \ x27 ] ?\ s '" c ls i d \ s* \ x3a \ s *\ x7 B?\ s *C372350A- 1D5A-44DC­
A759- 767 FC553096C/ s i "; e l asstype: at t empted-us e r ; r e fe r ence : ur l , LWNI . secu r i t y -as sessment . com/ f i les / adv i sorie s / 2010-02 -1 l_Chemv i ewX_Ac t i vex . pdf; 
r e f e r ence : ur 1 , secunia . com / ad v i sories / 38523 / ; r ef e r e nce : u r 1, doc . eme r gingthr ea t s . net / 2010997; r efe r e ne e : u r l , W'l·M . eme r gingthr ea t s . net/ cgi - bi n/ cv sweb . cg i / s igs/WEB _ CLIENT / 1.J EB_Hy l eos; 
s i d : 2010997; r e v : 5 ; ) 

#by s t illsec ur e 

• 
##a l e r t tc p $EXTE RNAL_NET $HTTP_PORTS - > $HOME_ NET a ny ( msg : " ET ACTIVEX Hy l e os ChemVi ew Ac t i veX Cont r o! ReadMolF ile Method Buffe r Ove r flow Attempt " ; fl ow: established,to_cl i e nt; 
cont e nt : "C372350A- 105A-44DC -A759 • 767FC553096C" ; nocase; conten t : "ReadMo l F ile " ; noca se; pe r e : " /<OBJ ECT\s+( "> ] *c l as s i ci \ s *=\ s * ( \ x22 \ x27 ] ?\ s*c l s i d\ s • \ x3a \ s *\x7B ?\ s ""C372350A-105A-44DC- A7 59-
767FC553096C / si"; class t y pe: at tempted - use r ; r efe r ence: ur l , 'd'i/W . securi t y-assessment . com/ fil es / adv i so r ies / 2010 -02- l l _Che mviewX_Ac t i ve x. pdf ; r e fe r ence : ur l , sec un ia . com/ adv isories / 38523/ ; 
r efe r ence : ur 1 , doc. eme r gingth r eat s, ne t / 2010998; r e f e r e nce : ur 1, WWL" . emer gingth r eats. net / cgi-bin/ cvs 1,-1e b . cg i / sigs / l.J EB_CLIE NT /WEB_Hyleos ; sid : 2010998 ; r e v : 5 ; ) 

#by s t i llsec ure 

• 
##a l e r t t c p $EXTE RNAL_NET $HTTP _PORTS - > $HOME_ NET a ny ( msg : " ET AC TIVEX Hy l eos ChemView ActiveX Buffe r Ove r fl m" Func t i on Call"; floN:to_c lie nt ,establis hed ; content: "Ac t i veXObject " ; 
nocase; content : "Hy leosChemVie,..i. HLChemVi ew" ; nocase; dis tance: 0; pere : "/ ( ReadMo l Fi l e I SaveasMo l file )/ i " ; cl asst ype: attempted- u se r ; r ef e r ence: ur l , www . securi t y -
a ssessment . com/ f ile s / a dv i sories/ 2010- 02 • ll_Chemvi e L>JX_Ac t i ve x . pdf; r ef e r e nce : u r 1, s e cunia. com/ a dv i sories / 38 523 / ; r e fe r enc:e : ur 1, doc . eme r g ingt h r eats . ne t /2010999; 
r e f e r ence: ur l, WNI" . emergingthreats . ne t / cgi- bin / cvs 1>Je b . cgi / sigs / 1.JEB_CL IENT /WEB_Hy leos; sid : 2010999; r e v : 3; ) 

# by Stillsec ur e ( still sec ur e . com ) 

• 
##alert tcp $EXTE RNAL_NET an y - > $HOl-1E_NET a ny (msg: " ET ACTIVEX I AS He lpe r COM Compone nt iash l pr.dll ac tive x r emote 00S" ; f101rl :to_client,es tablis hed ; c ontent : "6BC096BC -0CE6- 1101 - BAAE-
00C04 FC 2E200" ; noc:ase; co ntent : " Put Pr ope r t y"; noc a se; c lass t y pe : we b-applic at i o n - attac k; r e f erence : ur 1, W\VLoJ . secu r i t yfocus . com/ a r chi ve / 1/ ar ch i ve / 1/ 496695/ 100 / 0 / t hreaded; 
r e f e r ence : cve , 2008-2639; r e f e r e nce: u r 1, secu r i t y r easo n . com/ secu ri t ya l e rt/ 43 23 ; r efe r e nce : ur 1, doc . eme r gingth r eats . net / 2008 618; r eference : ur l , wwr, . e mergingthr eats . net / cg i -
b i n/ cvs\'l'eb . cgi / s i gs /l.JEB_CLI ENT / 1,,JEB_ IAS; sid : 2008618; r ev :8; ) 

#by s t i llsec ur e 
#Updated r efe r e nces and r evis i on numbe r s f a r Ci sco, CVE a nd 610 a nd changed message t o s ometh i ng mor e i nf o r mat i ve 

• 
##a l e r t t c p $EXTE RNAL_N ET $HTTP_PORTS - > $1-tOME_NET a ny ( msg : " ET AC TIVEX IEWI Access Sup port ActiveX Get XMLValue Stac k Dverf l o1>1 At te mpt "; flow:from_ser ve r ,establis hed; 
content : "Ac t i veXOb ject "; nocase; content : "Ibm Egath. I bmEga t hCt l . 1 " ; d is t a nce : 0; nocase; con t e nt : "GetXMLVa l ue"; noc ase; c l ass t ype: at t empted- use r ; 
r e f erenc e: ur 1, dev .metas pl o i t . c om/ r edmine / p r o j ects / f rame\"ork/ r epos i t ory/ e nt r y/ modu le s/ e xp lo i ts /wi ndo1rl s / b r owser/ i bmegath_ge t xml va lue . rb ; r eference: ur 1, \Yi\lL" . kb . ce r t . org/vul s / i d/ 340420; 
r e f e r ence : ur 1, t oo l s . c isc:o . com/ secur ity/ cente r /v iewAl e r t . x?a l e r tid=17871 ; r ef e r e nce: c ve, 2009- 0215; refe rene e: ur l , doc . eme r gingt h r eat s . ne t / 2010482; 
r efe r ence: ur 1 , wtYi'I . emergingth r eat s . ne t / cgi- bin / cvs 1oJe b . cgi / sigs / 1.JEB_CL IENT /WEB _I BM; s i d : 2010482; r e v : 4 ; ) 

#by stillsec ur e 
#Updated r efe r e nces and r ev i s i on numbers f a r Ci sco, CVE a nd BID a nd changed mess age t o s ometh i ng mor e i nf o r mat i ve 

• 
##a l e r t t c p $EXTE RNAL_N ET $HTTP _PORTS · > $1-tOME_NET a ny ( msg : " ET AC TIVEX IBM Access Sup port ActiveX Get XMLValue Stack Ove r fl ow At tempt"; flow: established, t o_c lient; conten t : "74FFE28D· 
2378- 11D5-990C- 0060942 35084" ; nocase; content: "Ge t XMLVa l ue"; nocase; pe r e:" / <OBJ ECT\ s +[ "> ] "' class id \ s *=\ s * { \ x22 \ x27 ] ?\ s *c ls i d\ s '"\ x3a \ s*\x7 B ?\ s *74 F FE 28 D- 2378-11D5-990C-006094235084/ si"; 
e l a ss t ype : attempt e d - us e r ; r efe r e nce : ur l, dev . me taspl o i t , com/ r edmi ne / pro j e ct s / f r ame\'l'Or k/ r epos i t or y/ e nt r y / mod u les / e xp l oi t s /windows / broNse r / i bmegat h _get xml va l ue . r b ; 
ref erence : ur l , wtoJW . kb . ce r t .or g/vuls / i d/ 340420; r e f e r e nce: ur l , t oo l s . cisco . com/ securi ty/ cente r /v i ewAl e r t . x ?a le r tld=l 7871; ref e r ene e: cve , 2009-0 215; 
r e f erence: ur l, doc . emergingth reats . ne t / 2010483; r efe r ence : ur l , W\oJW . emer g i ngthreats . ne t / cgi-bin/ cvs1oJe b . cgi / s i gs / l~EB_CLIENT / 1.JEB _ I BM; s i d : 2010483; r e v : 6 ; ) 

#by Cha nda n at Stillsecur e 

• 
##a l e r t tc p $EXTE RNAL_NET $HTTP_PORTS - > $HOME_NET a ny ( msg : " ET ACTIVEX IB iz E- Bank i ng In teg r ato r V2 Ac tiveX Edit ion I nsecu r e Method" ; flow: t o_cl ient,es t a blished ; content : "CLSID"; 
nocase; conten t : " 24445 430 - F789- 11CE- 86F8- 0020AFD8C6DB" ; d i s tance : 0; nocase; pc r e: " / . ""\ . ( i n i I e xe I dll I ba t I comi cab I t xt )/ i "; cont e nt: "l~ri t eOFXDa t a Fi l e "; nocase; e l as s t y pe : tieb- a pplica t i o n -
attack; r efe r ence : ur l , IIM\>l .milw0 r m. com/ e xpl o i ts / 5416; r ef e r e nce: u r 1, doc . eme r g i ngthr eats . net / 2008126; r e f e r e nce: u r l , wiYi'I' . eme r g ingthr eat s. ne t / cgi- bin/ cvswe b . c gi / s i gs / WEB_CLI ENT /WEB_I Biz; 
s i d : 2008126; r e v : 6; ) 

#Su bmi tted 2006-09 -18 by Chri stian Se i fe r t , upda ted 2/5/ 07 

• 
##a l e r t t c p $EXTE RNAL_NET $HTTP _PORTS - > $1-tOME_NET a ny ( msg : " ET AC TIVEX Mic r osof t Mul timed i a Co nt r o l s - ActiveX c ont ro! ' s s pline funct i on ca ll CLSID"; flow: from_se r ve r , established; 
content : "D7A7D7C3-D4-7F- 1100-89D3-00A0C90833E 6" ; nocase; content : " . Spline I 28 I"; nocase; pe r e : " /<OBJ ECT\ s+( ,.,.> ] *class id \ s *=\ s * {\ x22 \ x27 ] ?\ s *cls i d\ s *\x3 a \ s *\x7B? \ s ""D7A7D7C3-D4-7F- 11D0 - 8903-
00A0C90833E6 / si"; classty pe: at tempted - use r ; r efe r ence: ur l , \rf'r/W . osvd b . o r g/ d isp l ayv ul n . php ?os vdb_ id: 2884 1; r e f e r e nce : c ve , 2006 - 4446; r e f erence : u r l, doc . eme r gingth reats. ne t / 2003 102; 
r e f erenc e: ur 1 , WWL'I . eme r gingth r e ats, ne t / cgi- bin / cvs we b . cgi / s igs / 1.JEB_CL I ENT /WEB_I E_ Vul nerabil i ties; sid : 200310 2; r e v : 11 ; ) 

#Submi tted 2006-09- 18 by Chris tian Se i fe r t , upda ted 2/5/ 07 

• 
##a l e r t t c p $EXTE RNAL_N ET $HTTP _ PORTS - > $1-tOME_NET a ny ( msg : " ET AC TIVEX Mi crosoft Mult i med ia Cont r o l s • Active X cont ro!' s spline function call Obj ect "; flow: from_se r ve r ,es t a blished ; 
content : " Oi r ectAni mat i on . PathCont ro l " ; content:" . Spline I 28 I"; nocase ; pe r e : "/ new[ \ r \ n\ s ] *Ac t i v eXObj ect [ \ r \ n\ s ] "'\ ( [ \ r \ n \ s ] * 
(\x2 20i r ectAni mation\ . Pat hCont ro l \ x22 I \ x27D i r ectAn i ma t ion \ . Pa t hCont ro l \ x27 ) [ \ r \ n\ s ] " \) I ( \1"+) { \ r \ n \ s ] • ,, [ \ r \ n\ s ] " 
(\x220irec t Ani mation\ . Pat hCont ro l \ x22 1 \ x27Di rec t An i ma t i on \ . Pat hCont ro l \ x27 ) [ \ r \ n\ s ] "' \ x3b . *ne,..l [ \ r \ n \ s ] *Act i veXObj ect [ \ r \ n\ s ] ""\( ( \ r \ n \ s] *\ 1 ( \ r \ n\ s ] *\)/ smi " ; classty pe : at tempt ed • use r ; 
r e f erence: ur l, NloJW . osvdb . or g/ d i s pl a yv ul n . php?os vdb_ i d=28841 ; r efe r ence : cve, 2006 -4446; ref e r e nce : u r l , doc . eme r gingthr ea t s . net / 200310 3; r ef e r e nce : u r l , WWI" · eme rg i ngthr ea t s . net / cg i -
b i n/ c vsweb . cgi / s i gs /l.JEB_CLIENT / 1,,JEB_ IE _ Vul ne r a bi li t i es; sid : 200 3103 ; r ev :9; ) 

#Submi tted 2006-09 -18 by Chri stian Se i fe rt , updated 2/5/ 07 

• 
##a l e r t t c p $EXTE RNAL_NET $HTTP_ PORTS - > $1-tOME_NET a ny ( msg : " ET AC TIVEX Mi c r osoft Mult i med i a Co ntro l s - ActiveX cont rol' s KeyFrame f unction call CSLI D" ; f101v : from_ se r ver,es t ablished ; 
f l o,..,b i ts: i sset, et p r o . c l sid . det ec ted; co ntent : "07A7D7C3- D47F -11D0-89D3-00A0C90833E6" ; nocase; co nt e nt : " . Ke yf r ame I 28 I"; nocase; e las s t ype: a t tempted- use r ; 
r eference: ur 1 , IY\VL" . osvdb. o r g/ d i s p l ayvu l n , ph p ?osvdb_ i d:28842; r efe r e nce : c ve , 2006-4777; r e f e r e nc e : u r 1, doc . emergingt h r eat s. ne t / 2003 104 ; r efe r ence: ur l , 1>1WW . eme r gingt h r eats. net / cgi­
b i n/ c vsweb . cgi / s i g s /l.JEB_CLIENT /WEB_IE_ Vul ne r abili ties; s i d : 2003104; rev :9 ; ) 

#Submi tted 2006-09 -18 by Chris tian Se i fe r t, upda ted 2/5/ 07 

• 
##a l e r t tc p $EXTE RNAL_N ET $HTTP_PORTS - > $1-tOME_NET a ny ( msg : " ET AC TIVEX Mi crosof t Mult i me d i a Co ntro l s - Active X cont rol' s Keyf r ame fun ction c all Ob ject "; fl m.., : from_se r ver,esta blis he d ; 
content : "Act i veXOb ject "; nocase; content : "Di r ectAn i ma t i on. PathCont r ol "; no ca se ; content : " . Ke yFr ame I 28 I"; nocase; pe r e: "/ new[ \ r \ n\ s J *ActiveXObj ec t [ \ r \ n\ s ] *\( [ \ r \ n\ s ] * 
(\x2 20irec tAni mation\ . Pat hCont r o l \ x22 I \ x27Di rec t An i ma t i on \ . Pa t hCont ro l \ x27 ) [ \ r \ n\ s ] *\) I ( \w+) { \ r \ n \ s ] • ,, [ \ r \ n\ s ] " 
(\x22Di r ectAni mat i on\ . Pat hCont ro l \ x22 1 \ x27Di r ectAn i ma t i on \ . Pa t hCont ro l \ x27 ) [ \ r \ n\ s ] "'\x3b. *new[ \ r \ n \ s ] *ActiveXObj ect [ \ r \ n\ s ] *\( [ \ r \ n\ s ] *\ 1 [ \ r \ n\ s ] *\)/ smi " ; cla sstype : at tempt ed - use r ; 
r eference: ur 1 , wt.,,,.-1 . osvdb . o r g/ d i s playvul n . ph p ?osvdb_i d: 2884 2; r efe r e nce : c ve, 2006- 4777; r eference: url , doc . eme r gingt h r eat s . ne t / 2003 105; r e f e r ence : url , 1r,ww . eme r gingth r eats . net / cg i ­
b i n/ c vsweb . cgi / s i gs / l.JEB_CLIENT / 1,,/EB_IE _ Vul ne r abili ties ; sid : 2003105; r ev :9 ; ) 

#Submi tted 2006-11-01 by Fr a nk Knobbe 

• 
##a l e r t t c p $EXTERNAL_N ET $HTTP _PORTS - > $1-tOME_NET a ny ( msg : " ET AC TIVEX Mi c r osof t l.JMIScriptUtils . l•JMIObj ec tBr oke r obj ect cal l CSLI D"; fl ow:from_se r ver ,es t a blished ; content : "7 F5B7F63· 
F06 F-4331 -8A26- 339E03C0AE3D" ; nocase ; e las s t y pe: a ttempted- use r ; r efer ence: ur l , W'ilrl . secur i t y f oc us . com/ bi d/ 20843; r efe r e nce : ur l , secun i a . com/ adv i sor i es / 22603; r e f erence: cve, 2006-4704; 
r efe r ence: ur 1 , MVL" .mi crosoft. com/ technet / secu r i t y/ bu l le t i n/ ms06-073. mspx ; r ef e r e nce: u r l , doc . eme r gingthr eat s, net / 2003158 ; r ef e r e nce : u r 1, WI"'" . eme r gingt hr ea t s . net / cgi -
b i n/ c vsweb . cgi / s i gs / l.JEB_CLIENT / WEB_ IE _ Vul ne r ab i li t i es; s id : 20031 58; r ev : 10 ; ) 

#Submi tted 2006- 11 -01 by Fr a nk Knobbe 

• 
##a le r t tc p $EXTE RNAL_NET $HTTP _ PORTS - > $1-tOME_ NET a ny ( msg : " ET AC TIVEX Mi crosof t VsmIOE . DTE ob j ect call C5LI D"; fl m'l' :from_ se r ve r ,established ; content: "06723 E09-F4C2- 43c8-8358 -
09 FCD1D80766" ; nocase; e l ass t ype : at t empted- use r ; r eference : ur l ,doc . eme rgingth r e ats . net / 2003159; r efe r ence: url , l.,,,.-M . eme r gingth reats, net/ cgi-
b i n/ c vsweb . cgi / s i g s /l.JEB_CLIENT / 1,,IEB_IE_ Vul ne r ab i li t i e s ; s id : 20031 59 ; rev :9 ; ) 

#Submi tted 2006- 11 -01 by Fr a nk Knobbe 

• 
##a l e r t t c p $EXTE RNAL_N ET $HTTP_PORTS - > $1-tOME_NET a ny ( msg : " ET AC TIVEX Mi crosof t DExpl ore . Ap pObj . 8 . 0 object c a ll CS LI D"; f101r1 : from_serve r , es tablis hed; c:o ntent : "639 F725F-1820 -4831-A9FD-
874847682010" ; nocase; e l a ss t ype : at t empted- use r ; r e fe re nce : ur l , doc . eme rgingth reats. net / 2003160 ; r efe r ence: url , l.,,,.Wl . eme r gingth reats . net/ cgi-
b i n/ c vsweb . cgi / s i gs /WEB_CLIE NT / 1,,/EB_IE_ Vul ne r abili tie s ; s i d : 2003160; rev :9 ; ) 

#Submi tted 2006-11-01 by Fr a nk Knobbe 

• 



12/21/2022 11:15:53 AM

##a l e rt tcp $EXTERNAL_NET $HTTP_ PORTS - > $HOME_NET a ny ( msg : " ET ACTIVEX Mi c rosoft Visua l Stud i o.DTE . 8 .0 object call CS LID"; f101,1 :from_ se r ver , establi s hed ; content :" BA018599 -1D83-44f9-
8384-461454C848 F8" ; nocas e; class t ype : a t tempte d- use r ; re fe r e nce : u r l , doc . e mergi ngth r eat s. net/ 2003161 ; refe r e nce : u r 1, Wl'IN . e me rg i ngth reat s. net/ cg i -
b i n/ cvsweb . cgi / s i gs / liJ EB_CLIE NT /WEB_ IE _ Vul ne r a bi li ties; sid: 2003161 ; rev : 9; ) 

#Submi tted 2006-11 -01 by Fr a nk Knobbe 
# 

##a l e r t tcp $EXTERNAL_ NET $HTTP_ PORTS - > $HOME_ NET a ny ( msg : "ET ACTIVEX Microsoft Mic r osof t . DbgC l r . DTE . 8. 0 obj ec t cal l CSLI D" ; flow: from_ se r ve r ,est a bli she d ; content : "CLSID" ; noc a se; 
cont ent : "D0C07O56 - 7C69-43Fl -B4A0- 25 F 5A11FA819"; noca s e; classtype: a t t e mpted-use r ; r e f e r e nce: u r l , doc . emerg i ngthrea t s. net/ 2003162; refer e nce : u r l , ww1,i . emergingth rea t s . net/ cgi­
b i n/ cvs \'#eb . cgi / sigs / liJEB_CLIE NT /t,JEB_IE_Vul ne r a bi li ties; sid : 2003162; rev : 7; ) 

#Submi tted 2006-11 -01 by Fra nk Knobbe 

• 
##a l e rt tcp $EXTERNAL_NET $HTTP _PORTS - > $HOME_ NE T a ny ( msg: " ET ACTIVEX Mi c rosoft VsaIOE . DTE object call CSLID" ; f1 01'1 :from_se r ve r ,establi she d ; cont e nt : "CLSID" ; nocase; 
cont e nt : " EBCCCDDF-CA28- 496b - 8050 -6C07C962476B " ; nocase; c l asstype: a t t e mpted- user; r e f e r e nce: u r 1, doc . emerg i ngth r ea t s. ne t / 2003163; refe r e nce : u r 1, wivi•i . emerg i ngth r eat s. net/ cgi ­
b i n/ cvsweb . cg i / s i gs / liJ EB _C LI ENT /WEB_IE_ Vul ne r a bili ties; s i d : 2003163; rev : 7; ) 

#Submi tted 2006-11 -01 by Fr ank Knobbe 

• 
##a l e rt tcp $EXTE RNAL_NET $HTTP _PORTS - > $HOME_NE T a ny ( msg : "ET ACTIVEX Mi c rosof t Busi ness Ob j ect Fac t ory obj ect call CSLID" ; fl rn'l : f r om_s e r ve r ,es t a blished ; c ont e nt: "CLSID" ; nocase; 
cont e nt : "AB9 BC EDD - EC7E- 47El - 9322 -04A210617116 " ; nocase; class t ype : att e mpte d- use r ; r e f e r e nce: u r l , doc . emerg i ngthrea t s . ne t / 2003164 ; r e fe r e nce : u r l , MVl>l . emergingth reats . net/ cgi­
b i n/ cvsweb . cgi / s i gs / 111EB_CLIENT /\.JEB_IE _Vul ne r a bi li ties; s i d : 2003164; rev :7; ) 

#Submi tted 2006-11 -01 by Fr ank Knobbe 
# 
##a l ert tcp $EXTERNAL_NET $HTTP_PORTS - > $HOME_NET a ny ( msg:"ET AC TIVEX Mi crosoft Outloo k Da t a Obj ec t obj ect call CSLIO" ; flow: from_se r ver , es t ab lis he d; co nt e nt: "CLSIO" ; nocase; 
cont e nt : "0006F033-0000-0000- C000-000000000046 "; nocase; class t ype : a ttempted- use r ; r e f e r e nce: u r 1, doc . eme rg i ngth r ea t s. ne t / 2003165 ; r e f e r e nc e : u r l , WLVl>I , emergingth reats . net / cgi­
b i n/ cvsweb . cg i / sigs / 111EB_ CLIE NT /WEB _IE _ Vul nerabi li ties; s i d: 2003165; rev : 7; ) 

#Submi t t ed 2006-11-01 by Frank Knobbe 

• 
##a l e rt tcp $EXTERNAL_NET $HTTP_PORTS - > $HOME_NE T a ny ( msg:"ET AC TIVEX Mi crosoft Outlook . Application obj ect call CSLIO" ; flow: from_se r ve r ,es t ab lis he d; co nt ent :"CLS IO" ; noca se; 
content : "0006F03A-0000-0000- C000-000000000046" ; nocase; c l ass t ype : a t t e mpted- use r ; ref e r e nce: u r l, doc . emerg i ngt hrea t s. ne t / 2003166; refe r e nce : u r l , \..wll'l . emerg i ngthreat s . net/ cgi ­
b i n/ cvsweb. cg i / sigs / 111EB_CLIE NT /t,JEB_IE_ Vul ne r a bi li ties; s i d : 2003166; r e v : 7; ) 

#steve n@s ec ur i t yzo ne 
# 

##a l e rt tcp $EXTERNAL_ NET $HTTP_PORTS - > $HOME_ NET a ny ( msg : "ET ACTIVEX Poss i ble Mi crosoft I nt e rnet Explor e r AOOOB. Re dco r dset Oo ub l e Fr ee Memo r y Ex pl oi t - M.507-009" ; 
f low: from_se r ve r , es t a blis hed; co nt e nt: " CLSI D" ; nocase; content : "00000535-0000 -0010 -8000-00AA006 D2EA4 " ; nocase; c l ass t ype : attemp t ed - use r ; r e f e r e nce: ur 1, LVl'M .mi l w0rm . com/ exp l oi ts / 3577; 
ref e r e nce: u r l , WLVL>i .mi c r osof t . com/ t e chnet / secur i t y/ Bul l etin/M507- 009. ms px ; r e f e re nce : u r l , doc . emer gingt hr eat s. net/2003514; r ef e rence : u r 1, WIVW . eme r gi ngt hr ea ts . net / cg i -
bin/ cvsweb . cgi / s i gs / liJ EB _C LI ENT /t,JEB_IE_ Vul ne r a bi li ties; s i d : 2003514; rev : 7; ) 

#Upda t e d by Christia n S i efe r t 2/ 5/ 07 

• 
##a l e rt tcp $EXTERNAL_NET $HTTP_PORTS - > $HOME_NE T a ny ( msg : "ET ACTI VEX AC TI VEX Poss i b l e Mic r osoft IE I nst all Eng i ne Inseng. dll Arb i t r a r y Code Exec ut i on"' ; fl oi>J : f r om_se r ve r ,es t ablished ; 
cont e nt : "6E449683-C509- 11CF-AAFA-00AA00 B601 5C"; nocase; cont e nt : " BaseUrl " ; nocase; cont e nt : "Set Ciff ile"; nocase ; pere : "/ <OB JECT\ s +( "> ] *class i d\ s • .. \ s* ( \ x22 \ x27] ?\ s *cls i d\ s* \ x3 a \ s* \ x7 B? 
\ s *6 E449683-CS09- 11CF-AAFA-00AA0086015C / si " ; classtype : a tte mpt ed-user; refe r e nc e: ur 1, osvdb . o r g/ 1070S; ref e r e nce: cve, 2004 -0216; r efe r e nce : u r l , dcc. eme r g i ngt hr eats . ne t / 20032 31; 
refe r e nce: u r l , MVL'I . eme r g i ngth reat s. net/ cgi - bin / cvs L-ieb . cgi / s i gs / L·lE B_CLI ENT /WEB_I E_Vul ne r abil i t ies; s i d : 2003231 ; rev : 9; ) 

#Upda t e d by Chr is t ian S i e f e r t 2/5/ 07 
# 
##a l ert tcp $EXTERNAL_NET $HTTP _PORTS - > $HOME_NET a ny ( msg: "ET AC TIVEX Poss i ble Mi c r osof t I E I nstall Eng i ne I nseng. dll Ar b i t r a r y Code Exec ution ( 2 ) "; flow: from_ se r ve r , established; 
cont e nt : " ASCont r o l s . I nst all Engi neCtl " ; content : " BaseUr l " ; nocase; content : "Setc i f F ile"; nocase; pe r e!" / new( \ r \ n \ s ] *ActiveXObject [ \ r \ n \ s ] "' \( [ \ r \ n \ s ] • 
(\x22A5Cont r o l s \ . I ns t al l EngineCtl \ x22 I \ x27ASCo ntrols \ . I ns t a llEngineCt 1 \ x27 ) ( \ r \ n\ s ] *\) I (\\'I+) [ \ r \ n\ s] *= [ \ r \ n\ s ] * 
(\x22ASCont r o l s \ . I nsta llEngineCtl \ x22 I \ x27ASCo ntrols \ . I nstallEngi neCt 1 \ x27 ) ( \ r \ n\ s ] "'\x3 b . *new[ \ r \ n \ s ] *Act i v eXObj ect [ \ r \ n \ s ] *\( [ \ r \ n\ s ] *\ 1 ( \ r \ n\ s ] *\)/ sm i " ; classty pe : at t empted- user; 
r e fe r e nce : u r 1 , osvdb . o r g/ 10705; r efe r e nce : cve, 2004-0216; reference: ur 1, doc . eme r g ingth r eats . ne t / 2003232; reference: ur l , 1,,ww . e me r g ingth reats . ne t / cgi-
bin/ cvsweb . cgi / s i gs / 111EB_CLI ENT /\.JEB_ IE _Vul ne r a bi li ties; s i d : 2003232; rev : 58; ) 

#Upda ted by Chris t ian S i efert , 2/ S/ 07 
# 
##a l e rt tcp $EXTERNAL_NET $HTTP_PORTS - > $HOME_NET a ny ( msg:"ET AC TIVEX Poss i ble Mi c r osof t IE Shell . Applica t ion Act i veX Ar bit r a r y Comm a nd Exec ution" ; flow:from_se r ve r , es t a blis he d ; 
cont e nt : " She ll . Appl icatio n" ; co nt ent: "Get l i nk"; nocase; pe r e : "/ new[ \ r \ n \ s ] *Ac t i veXObj ect ( \ r \ n\ s ] "' \( ( \ r \ n \ s ] * ( \ x2 2She ll \ .Application \ x22 I \ x275 he 11 \ . App lication \ x27 ) ( \ r \ n\ s ] "' \ ) I (\w+) 
( \ r \ n\ s ] •= [ \ r \ n \ s ] * (\x22S hell \ . Application\ x22 I \ x27S hell \ . Application \ x27 ) [ \ r \ n \ s ] *\ x3b. *ne 1,1 [ \ r \ n \ s] *ActiveXObj ec t( \ r \ n\ s ] *\( ( \ r \ n \ s] *\ 1 [ \ r \ n\ s ) "'\)/smi " ; cla s stype: attempted- user; 
r efe r e nce: u r 1, osvdb . o r g/ 7913; r ef e r ence : c ve , 2004- 2291 ; r ef e r enc e : ur 1 , doc. eme r gingt h r e at s . ne t / 2003233; r e f e r ence : ur l , LV\'111'1 . emerg i ngth r ea t s . net / cgi -
b i n/ cvsweb . cg i / sigs / 111EB_CLIE NT /t,JEB_IE_ Vul nerabi li ties; s i d: 2003233; rev : 8; ) 

#Upda t ed by Chris t ian S i efert , 2/ 5/ 07 
# 

##a l e rt tcp $EXTERNAL_ NET $HTTP_PORTS - > $HOME_ NE T a ny ( msg : " ET ACTIVEX ACTI VEX Poss i b l e Mi c r osoft I E Shell.Application Ac t i veX Arbit r a r y Convna nd Exec ut i o n ( 2 ) " ; 
flow: from_ se r ve r , es t a blis hed; co nt e nt: "13709620-C279- 11CE-A49 E-444553540000"; nocase ; co nt e nt : "Getl i nk" ; nocase; pere : "/ <08 J ECT \ s +( " >] *class i d \ s *: \ s* [ \ x22 \ x27 J ?\ s *cls i d \ s*\x3 a \ s*\x78 ? 
\ s *13709620-C279- 11CE - A49 E-444553540000 / si " ; class t y pe : a t t e mpt e d - use r ; r e f erenc e: ur 1, osvdb . o rg/7913 ; refe r ence: c ve, 2004 - 2291 ; r ef e rence : u r 1, doc . emer gi ngt hr e ats . net / 2003234; 
r e f e r e nce: u r 1, MVL>i . eme r g i ngthreat s . net/ cgi - bin / cvs 1-ieb. cgi / s i gs / L,JEB_CLI ENT /WEB_ I E_ Vul ne r abil i ties; s i d : 2003234 ; r e v : 8; ) 

#by J ul es Pagna Disso 
#onUnl oad eve nt - co uld be used by malicious use r s to execut e a se t of command wh e n t he use r un l oad the page or c lic k t he bac k button 

• 
##a l ert tcp $EXTERNAL_NET $HTTP_PORTS - > $HOME_NET a ny ( msg : " ET \.lEB_CLIENT I nte r net Ex pl or er j a vasc r ip t onUnl oad ht t p spli t i ng a ttempt ( body ) "; flow: from_se r ve r , es tablishe d; 
cont e nt : "body" ; nocase; content: "o nUn l oad" ; d i stance :0 ; noc ase; pe r e : "/ <body \ s +[ "> ] "onUnl oad \ s *: \ s * [ \ x22\ x27 ] ?\(\) /" ; classtype :we b -applicat i on-att ac k; 
refe r e nce : u r l , doc . eme r g i ngth reat s. net/ 20091 32 ; re fe r e nce : u r l , WlVl'l, e me rg i ngth r eat s. net/ cgi - b i n/ cvs Neb . cgi / s i gs / 111 EB_CL I ENT /WEB _I E_ Vul ne r a bil i t i es; s i d : 2009132; r e v : 5; ) 

#by Ju l es Pagna Disso 
#onUnl oad eve nt - co ul d be used by malicious use r s to execut e a se t of command whe n t he use r un l oa d the page or c lick t he bac k but ton 

• 
##a l e rt tcp $EXTERNAL_NET $HTTP_PORTS - > $HOME_ NE T a ny ( msg:"ET \.JEB_CLI ENT I nternet Exp l ore r j a vasc ript onUnl oad ht t p spli t i ng attempt ( i mg ) "; flow: from_serve r , establis hed; 
cont ent : " i mg " ; noc ase; content : "o nUn l oad" ; d i s t a nce: 0; nocase; pc r e: "/ < i mg\ s+ { "> ] *onEnd\ s*= \ s * [ \ x22 \ x27 ] ?\(\)/ " ; classty pe ! web- a pp lica t i on•attac k; 
r efe r e nce: u r 1 , doc. eme r g i ngth reat s . net/ 2009133; re fe r ence : ur 1 , WlVL>i . e mergingthreat s . net/ cgi - b i n/ cvs 1-ieb . cgi / s i gs / liJ EB_ CL I ENT / 1.JEB_ I E_ Vul ne r a bil ities; sid: 2009133; rev : 5; ) 

#onURLFlip() This eve nt fi r es when an Adva nced Streaming Fo r ma t ( AS F) f ile, p l a ye d by a HTML+TIME ( Ti me d I nt e r act i ve Multimed i a Extens i on s ) me di a tag, p rocesses sc r ipt commands embe dd e d 
i n t he ASF f ile 

• 
##a l e rt tcp $EXTERNAL_NET $HTTP_ PORTS - > $HOME_NET a ny ( msg: "ET \.JEB_CLI ENT I nterne t Ex pl or er j a vasc r i pt onURLFlip ht t p s pli ting at tempt ( body) "; flow:from_se r ve r ,es t a bli s hed ; 
cont e nt : "body"; nocase ; content : "onURLFl i p" ; d i s t a nce: 0; nocase ; pere: " / <body \ s+ [ "> J *o nURL F li p\ s *: \ s * [ \ x22 \ x27 J ?\ ( \)/ " ; cla ss t y pe : L'.le b- a pp lication -attac k; 
r e f e r e nce : u r 1 , doc . eme r gingthreat s. net/2009134; re f e r e nce : ur 1 , wivw . eme rg i ngthreats . net/ cgi - b i ni cvs 1'.leb . cgi / s i gs / liJ EB _ CL I ENT /WEB_I E_ Vul ne r a bil i ties; s i d: 2009134 ; r e v : 5; ) 

#onURL Flip() Thi s eve nt fi r e s 1,1hen an Adva nced Streami ng Fo r ma t ( AS F) f ile, playe d by a liTML+TIME ( Ti me d I nte r ac t i ve Mul timedia Extens i on s ) me di a tag, p r ocesses script commands embe dd ed 
in t he ASF f ile 

• 
##a l e rt tcp $EXTERNAL_NET $HTTP_ PORTS - > $HOME_NET a ny ( msg : " ET \.JEB_CLIENT I nte r net Ex pl ore r j a vasc r i pt onURLFlip http s pliting attemp t "; flow:from_serve r ,established ; cont ent : " i mg " ; 
nocase ; content : "o nURL F li p" ; d i s t a nce: 0 ; nocase; pc r e : "/ <img\ s+ [ " >] *onURLFlip \ s *: \ s • [ \ x2 2\ x27 ] ?\(\)/" ; classtype: t1e b - applicat i o n -a ttac k; r e f e r e nce: ur l , doc . eme r g i ngthr eat s . net / 2009135 ; 
refe r e nce: u r l , WWL-i . eme r g i ngth reats. net/ cgi - bin / cvs 1-ieb . cgi / s i gs / L.J EB_CLI ENT /WEB_I E_ Vul ne r abil i ti es ; s i d : 2009135; rev : S; ) 

#These sigs a r e high l oad a nd mi ni mal ut ility . 

• 
#a l e r t tcp $EXT ERNAL_NET $HTTP_PORT S - > $HOME_NET a ny (msg: " ET I.J EB_CLIENT Attemp t t o execute VBSc ript code" ; flo1,1 : fr om_se r ve r , es t a blis hed ; co ntent: "vb sc r ip t " ; nocase; 
pe r e : " / ( (( URL I SRC I HREF I LOWSRC) [ \ s ) *=) I ( ur l [ \ s ] • [ \ ( ] )) { \ s ] * [ ' " ] *vbscript [ \ : ] / i " ; cla sst y pe : mise • attack ; r e f e r e nce : ur l , doc . e me rgingth reats . ne t / bi n/v ie\~/ Mai n/ 2001099; 
r efe r e nce: u r l , MVL>l . eme r gingth reats . net/ cgi- b i n / cvs 1-ieb . cgi / sigs / L•IEB_ CL I ENT /WEB_C LI ENT _ I E_ Vulne r abil i ties; s i d : 2001099; rev : 10; ) 

#These sigs a r e high l oad a nd mi ni mal u t i li t y . 

• 
#a l e r t tcp $EXT ERNAL_NET $HTTP_POR TS - > $HD'·1E_NE T any (msg : "ET I.J EB_CLIENT St ealth attempt t o execute Ja vascr i pt code" ; flow: fr om_se r ve r ,esta bli she d ; pc r e:" /(((URLISRCI HREF ILOWS RC) 
[ \ s J • =) I ( ur l [ \ s J • [ \ (]) )[ \ s ]" [ ' " ] • 
( \ x09 \ x0a \ x0 b \ x0c \ x0d ] • j [ \ x09 \ x0 a \ x0b \ x0c \ x0d J • a ( \ x09\ x0a \ x0b \ x0c \ x0d ] "'v [ \ x09 \ x0a \ x0b \ x0c \ x0d] * a ( \ x0 9\ x0a \ x0b \ x0c \ x0d J * s [ \ x09 \ x0a \ x0b \ x0c \ x0d J • c ( \ x09 \ x0a \ x0b \ x0 c \ x0d J *r ( \ x09 \ x0a \ x0b \ x0c 
\ x0d ) *i ( \ x09 \ x0a \ x0b\ x0c \ x0d }"'p { \ x09\ x0 a \ x0b\ x0c \ x0d ] *t [ \ x09 \ x0a \ x0b\ x0c \ x0d J • [ \ : J / i " ; content : "=" ; conten t : ! " j a vasc r ipt I 3a I"; nocase; clas s t y pe: mi sc-attac k; 
r e fe r e nce: u r 1 , doc . eme r g ingthreat s. net/ bin/view/Ma i n/ 2001101 ; r e fe r e nce: u r 1, wwL>i. emerg ingthreat s, net/ cgi-bi n / cvs 1-ieb , cgi / s i gs / l~ EB _CLI ENT /WEB_C LI ENT _ I E_ Vul ne r a bi l i ties; sid : 2001101 ; 
r e v : 13; ) 

#These sigs a r e high l oa d a nd mi ni mal u t il ity . 
# 
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#a l e r t tc p $EXTE RNAL_NET $HTTP _PORTS -> $HOME_NE T any (msg : " ET l.J EB_CLI ENT Stealth at t empt to e xec ute VBScr i pt code" j flow: from_se r ve r , es t abli s hed ; pe r e: " /( (( UR LI SRCI HRE F I LOWS RC) 
[ \ s J " · ) I (u r l [ \ s J • [ \ (]) )[ \ s J • [ • "l • 
[ \ x09 \ x0a \ x0b \ x0c \ x0d} *v [ \ x09 \ x0 a \ x0b \ x0c \ x0d ] *b [ \x09 \ x0a \ x0b \ x0c \ x0d ] • s [ \ x09\ x0a \ x0b \ x0c \ x0d } *e [ \ x09\ x0a \ x0b \ x0c \ x0d ] * r [ \ x09 \ x0a \ x0b \ x0c \ x0 d} * i [ \ x09\ x0a \ x0b \ x0 c \ x0d } * p [ \ x09 \ x0a \ x0b \ x0c 
\ x0d ] *t( \ x09 \ x0a \ x0b \ x0c \ x0d } • [ \ : ] / i " ; content : " =" ; content: ! " vbsc ri pt I 3a I" ; nocase; classtype : mi se - attac k; r efe r e nce: u r l , doe . emerg i ngt hrea t s. net/ bin /v i ew/Ma i n/ 2001102; 
r efe r e nce : u r l , wwl'II . eme rg i ngth reats. ne t / cgi - b i n/ cvs 1'11eb. cgi / s i gs / 1.J EB_CLIENT /WEB_C LI ENT _I E_ Vul nerab i li ties; sid : 2001102; r ev : 13; ) 

#The se sigs a r e high l oad a nd min i mal u t i lity . 

• 
#a l e r t tcp $EXTERNAL_ NET $HTTP_PORTS - > $HOME_NET any (msg:" ET l•J EB_CLI ENT Stealth attempt to access SHEL L# =#= " ; fl ow: fr om_ se r ve r , established; pc re: " /( ( ( UR LISRC IHREFI LOWSRC)( \ s ] *=) I 
( ur l [ \ s ] • ( \( ] )) ( \ s }* [ ' " ] * [ \ x09 \ x0a \ x0b\ x0c \ x0d ] *s [ \ x09\ x0a \ x0b \ x0c \ x0d ] *h [ \ x09 \ x0a \ x0b \ x0c \ x0d ] *e ( \ x09 \ x0a \ x0b \ x0c \ x0d] * l{ \ x09\ x0a \ x0b \ x0c \ x0d J*l [ \ x09 \ x0a \ x0b\ x0c \ x0d] * [ \ : ] / i " ; 
cont e nt : "="; conten t : ! " s hell I 3a I "; noease; classtype : mi se- at tack; r e fe re nce: u r 1, doe . eme r gingt hr eat s. net/ b i n/v i ew/Hain/2001103; r e fe rence : url , www. eme r gingt hr eats, ne t / cgi ­
bin/ cvsweb . cgi / sigs / 1-JEB_CLIENT /WEB_ CLIENT _IE_ Vu l ne r ab i li ties; s i d : 2001103 ; r ev : 13 ; ) 

#These sigs a r e high l oad a nd mi ni mal u t il ity . 

• 
#a l e r t tc p $EXTERNAL_NET $HTTP_PORTS - > $HOME_NET any (msg:"E T l•J EB_CLI ENT Javascri pt e xec ution with express i on eva l " ; flow: f rom_ s e r ve r ,establis hed; content : " st r ing .fromc harcode " ; 
nocase; pere : "/ exp r ess i on [ \ s J * \( [ \ s ] • eva l[ \ s ] *\( [ \ s ] *St r i ng \ . fromCha r Code [ \ s ] *\( ( [ \ s ] * [ \ d ] + [ \ s ] *, ) { 20}/ i " ; c l a sstype: mi se -act i v i t y; 
r efe r e nce : u r l , wwl'II , secu r iteam. com/ expl o i t s / 30 5Q4-RFPPK. ht ml; r efe r e nce: ur 1, doc . e me r gingt hr eats . net / b i n/viei'll/,.\a i n/ 2001105; r ef erence: url , www . e me r gingt hr ea t s.ne t / cgi­
b i n/ cvsweb . cgi / sigs / 1-JEB_CLIE NT /1,,/EB_ CLI ENT _IE_ Vul ne r ab i li ties; sid : 2001105; r ev : 11 ; ) 

#These sigs a r e high l oad a nd min i mal u t il ity . 

• 
#a l e r t tc p $EXTERNAL_NET $HTTP_PORTS - > $HOME_NE T a ny (msg:"ET l•J EB_CLIE NT Javascri pt e xec ution with e xp ress i on eva l hex"; f l ow: from_s e r ve r ,es tablished; content: "S t ring. FromCha r Code " ; 
nocase; pe re: "/ expr ess i on [ \ s J * \( [ \ s J •eva l[ \ s ] *\( [ \ s ] *Str i ng \ . fromC ha r Code [ \ s ] *\ ( ( [ \ s ] *0x [ \ da-fA- F ] +[ \ s] • , ) {20}/ i " ; class t ype : mise -act i v i t y; 
r efe re nce : u r l , WlVL'II , secu r iteam. com/ expl o i t s / 30 5Q4-RFPPK. ht ml; r efe r e nce: ur 1, doc . e me r gingt hr eats. net / b i n/vie1'11/Md i n/ 2001106; r ef e r ence: u r 1, W\Yl~ . e me r gingt hr ea t s. ne t / cgi­
bin/ cvsweb . cgi / sigs / 1,JEB_CLIE NT /WEB_ CLI ENT _IE_ Vu l ne r ab i li ties; sid: 2001106 ; r ev : 10 ; ) 

#These sigs a r e high l oad a nd mi ni ma l u t il i t y . 

• 
#a l e r t t cp $EXT ERNAL_ NET $HTTP_PORTS - > $HOME_NE T a ny (msg: " ET l.J EB_CLI ENT I E p r ocess i nj ect i on i exp l o r e . exe exec ut a ble down l oad" ; flow: from_se r ve r , establ i s hed; 
conten t : " 100 I i exp l o re . exe I 00 I" ; content: " I 00 I Get ProcAd dr ess I 00 I " ; content: " 100 1 Load Li b r a r yA l00 I "; e l asstype : mi se -act i v i t y ; ref e r e nce : ur l , doc . emerg i ngthr ea t s . net / bi n/v i ei'II/Main / 2001048; 
r ef e r e nce : u r l , wwi.'11 . emergingth reats . ne t / cgi - b i n/ cvs 1'\leb . cg i / s i gs /l>J EB_CLI ENT /WEB_CLI ENT _I E_Vulne r a bi li t i es; sid : 2001048; r ev : 9; ) 

#These sigs a r e h i gh l oad a nd mi ni mal ut il i ty . 

• 
##a l e r t tcp $EXTERNAL_N ET $HTTP_PORTS - > $HOME_NE T any (msg:"ET AC TIVEX I nt e r ne t Expl o r e r Plugin .ocx Heap OVerflow" ; flow: from_se r ver,establi s hed; content :"06DD 38D0- D187- 11CF- A80D-
00C04FD74AD8 " ; nocase ; con t ent: " . l oad("; nocase; e lass t ype : misc - a t t ac k; r e f e r e nce: url , wM~. hnc3 k . com/ i evu l ne rabi l . ht m; refe r e ne e: u r l , doc . emergingth r eat s . net / b i n/v i e1'II/Ma in / 2001181 ; 
r ef e r e nce : u r l , wwi.'11 . emergingth reats . net / cgi- b i n/ cvs 1.>Jeb . cgi / sigs / 1.J EB_ CL I ENT /WEB_C LIE NT _ I E_Vulne r a bi li ties; sid : 2001181 ; rev : 11 ; ) 

#These sigs a r e high l oad a nd mi ni mal u t il i t y . 

• 
#a l er t tcp $EXTERNAL_NET $HTTP_PORTS -> $,HOME_NET a ny (msg:" ET l.J EB_CLIENT I E troj a n Ant s3se t l. exe - process i nj ection" ; floN: f r om_se r ve r ,est a blishe d; 
content : " 100 I KERNEL32. DLL l00 IGDI32 . dll l 00 IMSVCRT . dll 100 1 USER32 . d ll l00 l l00 I LoadLib r a r yA l00 l l00 IGetProcAddress 100 1100 1 ExitPr ocess [00 1 " j clas stype: mi sc-attack ; 
r ef e r e nce : u r l , doc . eme r gingth reats . ne t / bin/v iew/Ma in/ 2001182; refe r ence: u r 1 , ww1>J . emerg i ngthreats . net / cgi -b i n/ cvs we b . cgi / sigs / L.J EB_ CL I ENT / WEB _C LI ENT _ I E_ Vul ne r abi li ties ; sid: 2001182; 
r ev : 10 ; ) 

#by Andr e Lud1~i g from MOBB 

• 
#a l er t tc p $EXTERNAL_NET $HTTP_PORTS -> $HOME_NET a ny (msg:"ET l.J EB_CLIENT I E St r uc t u redGra phicsContro l Sou r ceURL Bug MoBB#6 " ; fl ow: from_ser ve r ,established ; 
cont e nt : "Di r e ct An i mat i on . St r uc tu r edGraph icsContro l " j c la s s t yp e : we b -applic ation - act i v i t y; ref e r e nce : ur 1 , browserfun . bl ogspot . com/ 2006/ 07 / mobb - 6- s t ru c t ur edg r aphicscont r o l . ht ml ; 
r ef e r e nce : cve, 2006- 3427; r e f e r e nce : u r 1, doc . eme r g i ngth r ea t s . net / b i n/viei.>J/ Main/ 2003023; r e f e r e ne e : url , WIYl~. eme r gi ngth r eats . net / cg i -
b i n/ cv sweb. cg i / s i gs / 1-JEB_CLIE NT / L-I EB_CLIENT _ IE _ Vul ne r a bi li t i es; sid : 2003023; r ev : B; ) 

# by Chri s By r d , updated by Chris tia n Si e f e rt 2/ 5/ 07 

• 
#a l ert tcp $EXT ERNAL_ NET $HTTP _ PORTS - > $,HO'·lE_NET a ny (msg: " ET l.J EB _ CLI ENT HSIE We bVi ewFo l de r icon setSlice i nva lid memory copy" j f101'II : to_c lient , establis he d ; cont en t : "L.Je bVi ewFo l de r ico n" ; 
nocase; content : " . setS li ce" ; nocase; content: "0x7ff f ff f "; nocase; c la s stype : att empt e d - user j re f e r e nce: u rl , riosec . com/ ms i e- setslice-vuln ; r e f erence: ur 1 , osvdb . org/ 27110; 
r ef e r e nce : cve , 2006- 3730; r e f erence : u r 1, doc . eme r gingth r eats . net / b i n /v iei.>J/Main/ 2003110; r efe r e ne e : url , WI..,_.,. . emergingth r eats . net / cg i -
b i n/ cv sweb. cg i / sigs /1-JEB_CLIE NT /L-IEB_CLIENT _IE_ Vul ne r a bi li ties; sid : 2003110; r ev : 7; ) 

#by Chri s By r d, upda ted by Christia n Si e f e rt 2/ 5/ 07 

• 
#a l e r t t cp $EXT ERNAL_ NET $HTTP _PORTS - > $H0'·1E_NE T a ny (msg: " ET l.J EB_CLI ENT Mic r osoft IE FT P URL Ar bit r a r y Comma nd I nj ection " ; flow: from_ serve r , establi s hed ; content : "ftp I 3a I//" ; nocase; 
pe r e: " / f tp \ : // [ "'\ ' \ " } *'½/aa / i "; c l as s t yp e : att e mpted- user; r eference : ur 1, osvdb . o r g/ 12299; r eference: cve, 2004- 1166; r e f e r e nce : u r 1, doc . eme r g i ngthr eats . ne t /b i n /v iew/Main/2003230; 
r ef e r e nce : u r l , wwi.'11 . emergingth reats . ne t / cgi- b i n/ cvs 1'\leb . cg i / s i gs /l>J EB_CL I ENT /WEB_CLI ENT _I E_Vulne r a bi li t i es; sid : 2003230; r ev : 7; ) 

#by Akas h Mahajan a t Stillsecure 

• 
#a l er t tc p $EXT ERNAL_NET a ny - > $HTTP_SERVERS $HTTP_PORTS (msg : " ET \,JEB_C LI ENT Mi c r osoft I nternet Expl ore r i e fra me . dll Sc ri pt I n j ection Vul ne r abil i ty"; flow: t o se r ve r ; co nt e nt:"GET " ; 
nocase; de pth :4 ; uricont e nt : " r e s J 3a I " j uricont e nt : " i eframe. dll " ; content: " ac r _e rrar " ; pere :" / (\&l t \ ; ) . +(\&gt \ ; )/Ui" ; c l asst ype : web - a pplicat i on - attac k; r e f er e nCe: bugt r a q, 28581; 
r ef e r e nce : u r l , wwi.'11 . 0x000000 . com/ ? i =544; r efe r enc e : u r 1, doc . e me r gingthreats . ne t / b i n/vi e i,s/Ma i n/ 2008170; r e f erence : u r l , WIYl\l . eme r g i ngth r eat s . net / cg i -
b i n/ cv sweb. cg i / s i gs / 1-JEB_CLIE NT / L-IEB_CLIENT _ IE _ Vul ne r a bi li ties; sid : 2008170; r ev : B; ) 

#by ke vi n ross 

• 
#a l ert tcp $EXT ERNAL_NET $HTTP_PORTS ·> $H0'·1E_NET a ny (msg:"E T l.J EB_CLIENT \,Jsc ri pt Shell Run Attempt - Li ke l y Host ile " ; flow:establis hed, t o_c lie nt; co ntent : " l,JScrip t . She ll " ; nocase; 
conten t : "she ll . Run" ; nocase; L'll ithin :40; conten t : " I 22 I"; l'll i t hin: 6; clas stype: attempted- user ; r efe r e nce: u rl , ms dn . mic r osof t . com/ en - us / lib r ar y/ d5f k67ky (VS . 85) . as px ; 
r ef e r e nce : u r l , doc . emergingth reats . net/2010961 ; re fe r e nc e : ur 1, l'll,J\>J . eme r g ingth r eats. net/ cgi -b i n/ cvs 1.>Je b . cgi/ sigs /1.JEB_C LI ENT /WEB_ I E_ Vulne r a bil i t ies; s i d: 2010961 ; rev : 4; ) 

#by s t i llsecu r e 

• 
#a l er t tc p $EXTERNAL_NET $HTTP_PORTS - > $HOME_NET a ny (msg:"ET ACTIVEX IE Ac tiveX cont r o! Exec method Remot e code execution Attempt"; f10 1'11: est a blishe d , t o_c lient; content : "cls i d" ; 
nocase; content : " 72C24DD5-070A·43BB- 8A42-98424 B88 AFB8"; noc ase ; d istance : 0; content: " Exec " ; nocase; pe r e: " / <0 B J ECT \ s +( "'>] *e l ass. id\ s *=\ s * [ \ x22 \ x27 ] ?\ s*c lsid\ s *\ x3a \ s *\ x7B ?\ s *72C24DD5 -
D70A- 4388- 8A42-98424B88AFB8 / s i " ; c l as stype: at t empt ed - user; r efe r e nce: ur l , WI."'.,. . pac ket sto rmsecur i t y . org/ 1001 -expl oi ts /ws homocx-activex . t x t ; ref e r e nce: ur l, doc . eme rgingt hr eat s . net / 2010978; 
r ef e r e nce : u r l , www . emergingth r eat s . net / cgi- b i n/ cvs 1.'\leb . cg i / s i gs / l>J EB_CL I ENT /WEB_I E_ Vulne r abil i ties; sid : 2010978; r ev : 5; ) 

# by ke vi n ross 

• 
#a l er t t cp $EXT ERNAL_NET $HTTP_PORTS -> $,HO'·lE_NET a ny (msg:" ET l.J EB_CLIENT Possibl e Mi c rosoft I nte r ne t Exp l o r er Dynami c Obj ec t Tag/ UR LMON Sn i f fi ng Cr oss Domain I nformation Di sclosur e 
Attemp t "; flo\.,. : establi shed , to_client; co nt ent: " obj " ; noc a se; content: "data " ; nocase; i,lith i n : 10 ; content : "file l 3A l //127 . "; nocase; L'll ithin :20 ; 
pc r e: " / ( obj . da ta I \ ob j ect . data ) . +f i l e \ x3A \ x2 F \ x2F127 \ x2 E [ 0-9 }/ s i " ; c l as stype : attempt e d - user; r efe r e ne e: u r l , t ool s . e i sco . com/ sec ur i t y / cen t er /v i ewAl ert . x?ale r t i d=19873; 
r ef e r e nce : url , t oo l s . c is co. com/ secur i t y/ cente r /v ieL'IIAl e rt . x? a l e r tld:20610 ; r e f e r e nce : url , wi..,_.,. _ mi c r osof t. com/ technet/ securi t y / bullet i n/ ms10-035 . ms px; 
r ef e r e nce : u r l , Wl'll'II , co r e secu r i ty . com/ content / i nt e rnet- e xpl ore r - dyna mi c - objec t - t ag ; r efe r ence : cve, 2010-0255 ; r e f e r e nce : url , doc . eme r gi ngth r eats . net / 2011695 ; 
r eferenc e : u r l , Wl'll'II , eme r gingth reats. ne t / cgi- b i n/ cvs 1'11eb . cg i / s i gs / 1.J EB_CLIE NT / ~1EB_IE_ Vulne rab il i ties; sid : 2011695; r ev : 4 ; ) 

#by St illsecu r e ( s t illsecu r e . com ) 

• 
#a l e r t tc p $EXT ERNAL_NET $HTTP_PORTS -> $H0'•1E_NET any (msg: " ET ACTIVEX I nt e r net I nf ormat i on Se r v ice iisext . dll a c tivex s e t passi,Jor d I nsecure Hethod"; flow: t o_c lient,establi shed; 
content : "CLSI D" ; nocase; co ntent : " C3B324B8-AFEC- 11D1 - 9868-00A0C922 E703" ; d i stance : 0; nocase; co ntent: "SetPassword " ; nocase; e lasstype : we b -applicat i on - attack ; r e f e r ence : c ve, 2008 -4301; 
r ef e r e nce: ur l , Wl'll'II , securityfocus. com/ arch i ve / 1 / a rchive /1 / 496694 / 100/ 0 / t h r eaded ; r e f e r e nce; u r l , doc. e me r gi ngt hr eats. net / 2008620; r e f e r e ne e : url, 1wtw . eme r gingth r ea t s. net / cgi-
b i n/ cvsweb. cg i / sigs / 1-JEB_CLIENT /1,,/EB_IIS; s i d : 2008620; r e v : 37; ) 

#by St illsecur e ( s till secur e . com ) 

• 
##a l e r t t c p $EXTERNAL_NET $HTTP_PORTS - > $HOME_ NE T a ny (msg ; "ET ACTIVEX In te r ne t Information Se r v i ce ad s ii s . dl l ac t i ve x r emote 005 " ; fl 01~ : t o_client,established ; cont e n t : "CLSIO"; nocase; 
content ; "D6BFA35E -89F2- 1100-8527 -00C04F08D503 " ; d istance : 0 ; noc a se ; content: "GetObj ect " ; nocase; c l asstype: 1t1eb -applicat i on-att ac k; ref erenc e : cve , 2008 -4 300; 
r eference : u r 1, secu r i ty r eason . com/ secur i t ya l er t / 4325; r e f e r e nce : u r l , doc . emer gingt hr eats, net / 2008621 ; r ef erence: url , WlYl\l . eme r g i ngth r eat s. ne t / eg i- b i n/ c vs l.,.eb . cgi / s i gs /\,JEB_CL I ENT /WEB_ I IS; 
sid:2008621; re v :6; ) 

#by s t i llsecu r e 

• 
##a l e r t tc p $EXTERNAL_NET $HTTP_PORTS - > $HOME_ NE T a ny (msg:"ET AC TIVEX Image22 ActiveX Drawlcon Method Buffer Ove r flow At tempt"; flow: t o_client , es t a bl ished ; cont e nt: " <OBJ ECT "; nocase; 
content : "c l assid" ; nocase; d i s t ance :0; cont e nt : "CLSI D"; noc ase ; d istance:0 ; cont e nt: "10C09 FDF- 2EF8 -4C E9-AOEA-4D6A98A2F779" ; nocase; distanc e :0; cont e nt: "Dra1~Icon"; nocase; 
e lass t y pe : web - app l i cat i on -attac k; r e f e r e nce : ur 1 , exp l o i t - db . com/ expl o i t s / 14321/ ; r e f erence : u r 1 , doc. eme r g i ng t hr eat s. net / 2011 250; r efe r e nce : ur l , Wl'II~ . e me r gingt hr eat s . net / cg i -
bin/ cvsweb . cgi / sigs / 1,JEB_CLIENT /WEB_I mage22; sid : 2011250; rev : 3 ; ) 

#by Akas h Ma ha j a n o f St i llsecure 
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• 
##a l er t tcp $EXTE RNAL_NET $HTTP _ PORTS - > $HOME_N ET a ny ( msg: "ET AC TIVEX I mageShac k Tool bar I mageShac kT oo l ba r . dll ActiveX Cont r o! I ns ec ure Me t hod Vul nerabi li ty " ; 
flo~i : t o_ c lie nt , e s t abli she d; cont ent : "cls i d" ; nocase; cont ent : "BDF 9442 E-9B03- 42C2-878A- 2A45980A5317"; nocase; pc re:" / f ile \ : . "' \ . ( j pgl i ni I exe I d ll I ba t I com I cab I t xt )/ i "; 
cont e nt : "Bui ldSlideS ho1\! " ; clas st ype : 1-Jeb - appl icat ion- a t t ac k; r ef e re nce : ur l , W\..-w .milw0 r m. com/ expl oi t s / 4981 ; r efe r ence : bugt r aq, 27439 ; r e f e r ence: ur l , doc . eme rgi ngt hrea t s . net / 2007853; 
ref e r e nce: u r l , www .ernergingth r eat s. ne t / cgi - bin / cvs 1>Jeb . cgi / s i gs / L•lEB_ CLI ENT /i.JEB_ I mages hac k; s id : 2007853 ; r ev : 6 ; ) 

#by Akas h Ma ha j an of St i ll secu r e 

• 
##a l er t t c p $EXTERNAL_NET $HTTP_ PORTS - > $HOME_NET a ny ( msg : "ET ACTIVEX ACTI VEX I nc r e d i.Ma i l If-'tlenuShell Ext Act i ve X Cont r o! Buff e r Ove r flm,s Vulne r a b i lity"; fl ow: t o_c lie nt , es t a blished ; 
cont e nt : "CLSID" ; nocase ; co nt ent: " F8984 111- 3886-1105 - 872S-0050DA2761C4" ; nocase ; di stance: 0; co nt e nt : " I mShExt . d l l "; nocase; con t ent : "Oo\,Je bMe nuActio n" ; nocase; 
cont e nt : " INC REDISHELLEXTLib . H·V•\e nuShe llExt " ; nocase ; cont e nt : "St r i ng" ; nocase; d i s t a ne e: 0; pe r e: "/ [0 -9 ] { 3 • }/"; e l ass t ype :we b-applicatio n-attack; 
ref e r e nce: u r l , ww1>1 .mi l w0 r m. com/ex pl oit s / 3877; r ef e r e nce : bugt r aq • 23674 ; r ef e r ence : c ve • CVE- 2007- 1683; r ef e r e nce: u r 1, doc . eme r gi ngt h r ea t s . ne t / 2007931 ; 
ref e r e nce: u r l , ww1>1 . emerg ingth r eat s. ne t / cgi -bin / cvs 1>1eb . cgi / s i gs / L•/EB _CLI ENT /WEB_ I ncr ed i ma il ; s i d : 2007931 ; r e v : 6; ) 

#by s t illsecur e 

• 
##a l e rt tc p $EXTE RNAL_NET $HTTP_PORTS - > $HOME_NET a ny ( msg : "ET ACTI VEX I ncredi Ma il 2.0 Authe nt i cate Me t ho d Re mot e 8uffe r Ove rfl rn'I' Attempt " ; flm,s : es t a blis he d,to_cl i ent; content :"c l s i d " ; 
noca se ; cont e nt : "032038A5- B655 - 1103-BB70 -0050DA276194"; noc ase ; d i s t ance : 0; cont e nt : "Authenti ca t e " ; nocase ; pe r e : " /<OB J ECT\ s+ [ "> ] *c l ass i d \ s *=\ s* ( \ x22 \ x27 ] ?\ s *e l s id \ s *\x3a \ s *\ x7 B? 
\ s *03 2038A5-8655 - 1103- BB70 -0050DA276194 / s i " ; class t y pe : a ttempt e d -u ser ; r e f erenc e : ur 1, pac ket s t or msec uri t y . o r g/1004 - expl o i t s / i nc r e di ma il20 - ove rflm,s . t xt ; r e f e r e nce: ur l , e x pl o i t -
db. com/ exp l o i t s / 1 2030; r e ferenc e : ur 1, doc, e me r gingt h r eat s . ne t / 2011048; r ef e r ene e : ur l , v,ww . eme r g i ngt h r e at s . ne t / cg i - b i n/ c vswe b . cg i / s i gs /WEB_C LI ENT / \,JEB_ Incred i ma i l ; s id : 2011048; r ev : 3; ) 

#by s ti llsecur e 

• 
##a l e r t tcp $EXTE RNAL_NET $HTTP_ PORTS - > $HOME_ NET a ny ( msg : "ET AC TIVEX I ncrediHail 2.0 Aut he nt i cat e Me t ho d Remot e Buffe r Ove rfl O\\I Fu nct i on Call At t empt " ; fl ow: t o_cl i e nt , establis hed ; 
cont e nt : "Ac t i v eXOb j ect " ; nocase; cont e n t : " I NCREDI SPOOLE RLi b . Pop"; nocase; di s t a nc e : 0 ; co nt e nt : "Aut he nt icat e"; nocase; e l a ss t ype : at tempt ed - use r ; 
ref e r e nce: u r 1 , pac ket s t o rmsecur i t y . o r g / 1004-ex pl oi t s / i ncredima i 120-ove r f l ow. t xt ; r e f e r e nce: u r l , exp l o i t- db . com/ exp l oi t s / 12030; r e f erence : ur l, doc. e me r gingth r e a t s . ne t / 2011049; 
r e f e r e nce: u r l , www . emerg ingth r eat s. ne t / cgi - bin / cvs 1,seb . cgi / s i gs / L•IEB_CLI ENT /WEB_I ncred i ma il ; s i d : 2011049; r e v : 5; ) 

#by s t illsecur e 

• 
##a l er t tc p $EXTE RNAL_NET $HTTP_PORTS - > $HOME_NE T a ny ( msg : "ET ACTI VEX I ns t a ll s hile d 2009 p r emi e r Ac t i veX File Oven... r ite Funct i on Call"; f101·1: t o_c lie nt , es t ablis he d; 
cont e nt : "Act i veXOb j ec t " ; nocase ; conten t : " I SL-f i Aut o1 5 . I SI-J i Sequence" ; noca se; d i s t a nce :0 ; cont e nt : "Save To F ile"; nocase; c l ass t ype: at tempt ed - use r ; 
ref e r e nce: u r l , pac ket s t o r msecur i t y . com/ 0909 -ex pl o i t s / i ns t a lls hi e l d -ove rwr i t e . txt ; r efe r e nce : u r l , dcc . eme r g i ngt hr eat s. ne t / 2010257; r e f e r e nce : u r l , w1:,1>1 . eme r g i ngt hr eat s . ne t / c gi ­
b i n/ cvs,..,eb . cg i / s i gs / 1-JEB_CLI ENT /WEB_I nst allShi e ld ; s i d : 2010257; r ev : 3; ) 

#by s ti llsec ur e 

• 
##a l er t t c p $EXTE RNAL_NET $HTTP_ PORTS - > $HOME_NET a ny ( msg: "' ET AC TIVEX I ns t a lls hile d 2009 p r emi e r ActiveX File Ove n... r ite c l s i d Access " ; flow:est a blis he d,to_c lie nt ; co nt e nt : " 34 E7A6 F9-
F260-46BD -AAC8- 1E70E2213902" ; nocase; cont ent : "SaveTo F ile"; nocase; pe r e : " / <OB J ECT \ s+ [ "> ] • e l a s s i d\ s*= \ s *( \ x2 2\ x27 ] ?\ s • e l s id \ s *\x3a \ s *\x78 ?\ s *34 E7A6 F9- F 260-468D-AAC8 -1E70 E2213902/ si " ; 
e l ass t y pe : we b • applicat ion -a t t ac k; r e f e r ence: u r 1 , pa cke t s t o rmsecur i ty . com/ 0909 - ex pl oi ts/ i ns t a lls hi e l d - ove r wr ite . t xt ; re f e r e nce : ur 1 , dcc . emerg i ngth reat s . net / 2010 258; 
r e f e r e nce: u r l , WWL'1 . eme r g ingth r eat s. ne t / c gi - b i n / cvs 1,seb . cgi / s i gs / L•lEB_C LI ENT /WEB_I ns t a l l Sh i e l d ; s i d : 2010 258 ; r ev : 3 ; ) 

#by s t i lls e c ur e 

• 
##a l er t t c p $EXTE RNAL_NET $HTTP_ PORTS - > $HOME_ NET a ny ( msg : "ET ACTIVEX I ns t a nGet v2 . 08 Act i vex Cont ro! DOS cl s i d access at t emp t " ; flow:est a blis hed , t o_c lie nt; co nt ent:" clsid " ; nocase; 
cont e nt: "98(92840 - EB1C-40 BO-B6A5 - 395EC9CD6 510 D"; nocase; di s t a nce : 0; cont e nt : "ShowBa r "; nocase; pe r e : "/ <OBJE CT\s+ [ "> ] *class i d \ s*= \ s • [ \ x2 2\ x27 ] ?\ s *cls i d \ s *\ x3 a \ s *\ x7B? \ s*98C92840 - EB1C-
40BD- B6A5 - 395EC9CD6510/ s i "; e l ass t ype : v, eb -applicatio n-a t t ac k; r e f e r ence: u r 1 , 1vivw . pac ke t s t ormse cur i ty. org/ 0909-expl o i t s / i ns tant ge t -dos . t xt ; r efe r ence : ur l , doc. eme r g ingt h r ea t s . ne t / 2010279; 
ref e r e nce: u r l , WLV1'1. emerg i ngth r eat s. ne t / cgi - b i n / cvs 1,seb . cgi / s i gs / L,JEB_CLI ENT /WEB _I ns t a nGet ; s i d: 2010279 ; re v : 4 ; ) 

#by s t i llsec ur e 

• 
##a l e rt tc p $EXTE RNAL_NET $HTTP_ PORTS - > $HOME_NE T a ny ( msg : "ET ACTI VEX J amDTA ActiveX Cont r o! SaveToFile Ar b i tra r y File OVe r wr ite " ; fl rn\l : t o_clie nt , es t a blished ; cont e n t : "cls i d"; noc ase ; 
cont e nt : "0 B8F90C9-A99C- 40AO -B E40 - 88DDE9 2BAC41" ; nocase; d i s t a nce : 0 ; cont e nt : "Save To F il e"; noc ase ; class t ype :1\le b-applicat i on -atta ck ; reference : bugt r a q , 3334 5; 
ref e r e nce: u r l , doc . emerg i ngth r eat s. net / 200911 5 ; re f e r e nce : ur l , h'\Vl'1 , e me rgi ngth r eat s. net/ cgi - b i n/ cvs web . cgi / s i gs / 1-J EB_CL I ENT /1-JEB _J amDTA; s i d : 2009115 ; r e v : 5 ; ) 

#by s tillse cur e 

• 
##a l er t tcp $EXTE RNAL_NET $HTTP_ PORTS - > $HOME_NET a ny ( msg:"ET AC TIVEX Sun Ja va Runtime Env i r o nment ActiveX Cont r o! Mul tip l e Remot e Buffe r Ove r flow" ; flow: to_cl i e nt, est a blis hed; 
cont e nt : "c l s id " ; nocase; co nt e nt : " CA F EEFAC- OEC7-0000·0000-ABCDEF F EOC BA"; nocase; di sta ne e: 0; 
pe r e : " / ( setins ta lle r Type I s e t Add i tiona l Pa ckages I i ns t a ll l a t es t J RE I compa r eVe r s i on I ins t a llJ RE I get St a ticCLSID I l a unch)/ i "; e l ass t ype: web - a pplic a t ion- a ttac k ; 
ref e r e nce: u r 1 , xf o r ce . i s s. ne t / xf o r ce / xf d b/ 50508; r e f e r e nce: bugt r a q , 34931 ; r ef e r e nc e : u r l , mi h 10 r m. com/ e xpl o i t s / 8665 ; r e f e r e nce: u r 1, doc. eme r g i ngt hr eat s . ne t / 2009434 ; 
r e f e r e nce: u r l , www .emergingth reat s. ne t / cgi - bin / cvs 1,seb . cgi / s i gs / L•IEB_C LIE NT /WEB_ J a va; s id : 2009434 ; r e v : 5; ) 

#by Bl a ke Hartste i n of Dema r c 

• 
##a l er t t c p $EXTE RNAL_NET $HTTP _PORTS - > $HOME_ NET a ny ( msg : "ET ACTIVEX Ju ni pe r Setup Control Buffe r Ove rflow" ; flow : es t a bli shed , fr om_se r ve r ; cont e nt : " E5F5D008-D02C- 4032- 977D-
1A0ADF03058B" ; noc ase; pe r e: "/ pa r am ( " >] • name \ s* =\ s * [ "' J ?p r o duct name [ "' ] ? [ " >] *\s +va l ue \ s *: \ s *( ( ' " ] )( ( ? ! \ 1 ) . I \\ [ • " ] ){ 200}/Ri " ; e l as s t ype: at t emp t ed - use r ; 
ref e r e nce: u r l , wWL,s . eeye . com/ ht ml / r esea r c h/ a dv i sories / AD20060424 . ht ml ; r e f e r e nce: ur 1 , doc , eme r g i ngthr ea t s. net / 2002889; ref e r ence: u r 1 , LVlWI . eme r g i ngth r ea t s. ne t / cgi -
b i n/ cvsweb . cgi / s i gs / 1,JEB _CLIENT /WEB_Juni pe r ; s i d : 2002889; r e v : 7 ; ) 

#by ke vi n ross 

• 
##a l er t t c p $EXTE RNAL_NET $HTTP_ PORTS - > $HOME_NET a ny ( msg : "ET ACTIVEX Poss i b l e EMC Ca ptiva Quic kScan Pr o Key\,Jo r ks KeyHe l p Mod ul e key he l p . ocx ActiveX Cont r o! Remot e Buffe r Overflow 
At t empt " ; f101'1' : to_c l ient , es t ab li s he d; cont ent : "c l sid "; nocase; cont e nt: " B7EC FD4 1 - BE6 2- 11D2-B9A8 - 00104B1 38C8C" ; nocase ; d i s t ance: 0 ; con t ent : " KEYHELP" ; nocase ; pe r e:" /< OBJ ECT\ s + 
[ " >] "c l ass i d \ s *: \ s • [ \ x22 \ x27 ] ?\ s *c l s i d \ s *\x3a \ s *\x7 B ?\ s*B7 ECF D41 - BE62- 1102- B9A8-001048138C8C/ s i " ; c l ass t ype : at t e mpt e d - use r ; r ef e r ence : ur l , 1vww . secu r i t yfocu s. com/ bid / 36546/ i nfo ; 
ref e r e nce: u r 1 , t oo l s. ci sco, c om/ secur ity/ ce nt e r /v i e1\1Al e rt . x ?a l ertld: 19135 ; r ef e r e nc e : u r l , d rn ... n l oads . sec uri t yf oc us .com/vul ne r ab ili t i es / exp l oi t s / 36546. ht ml ; 
ref e r e nce: u r 1 , doc. emerg i ngth r eat s. ne t /2010012 ; re f e r e nce: ur 1, h'\•tw. e merg i ngth reat s. net / c g i - b i ni cvs web . cg i / s i gs /\,J EB _CL I ENT /WEB_Keyworks; s i d : 2010012; re v : 6; ) 

#by c ha nda n a t stillsecur e 

• 
##a l er t tcp $EXTE RNAL_NET $HTTP_ PORTS - > $HOME_NET a ny ( msg : "ET AC TIVEX LEADTOO LS Mu l timed i a Toolk it 15 Ar bi t r a r y Files Ove r wr i t e " ; flo1'l' : t o_clie nt , es t a bli s hed; cont ent :"CLSID"; nocase; 
cont e nt : "00150B1A- Bl BA- 11CE-ABC6- F5B2 E79D9 E3 F" ; noca se ; dis t a nce: 0; pe r e : " / . "'\ . ( in i I exe I dl 11 bat I com I ca b I tx t )/ iR"; cont en t : "SaveSet t i ngs To File"; d i s t a nce :0; nocase; e l ass t ype : web­
applicat i on-att ac k; r e f e r ence : u r l , wiviv . s hi nna i . a l t e r v i s t a . o r g/ xpli t s / TXT _ l yyE LA F I 8p0Pu2p7N6cq . ht ml ; r ef e r e nce: bugt r aq , 28442; r ef e r ence : cve , CVE- 2008- 1605 ; 
r e f e r e nce: ur l , doc. emerg i ngth r eat s. net / 2008129 ; re f e r e nce: ur l , MV1'1 . emerg i ngth reat s. net/ cgi - b i n/ cvs web . cgi / s i gs / 1-J EB_CL I ENT /1-JEB_Lea dtoo l s ; s i d : 2008129; r ev: 6; ) 

#by s t i llse c ur e 

• 
##a l er t t c p $EXTERNAL_NET $HTTP_ PORTS - > $HOME_ NET a ny ( msg:"ET AC TIVEX Liqu i d XML St ud i o 2010 OpenFile Me t hod Remot e He a p Ove r f101,s At tempt "; flo v, :establi s he d,to_clie nt ; 
cont e nt : "c l s id " ; nocase; co nt e nt : '"E68 E40 1C- 7D80 -4F 3A- 88E1 -159882468A79"; nocase ; di s t a ne e: 0; co nt e nt : "OpenFi l e "; nocase; pc r e : " / <OBJ ECT \ s+ ( "> ] *e l ass id \ s *: \ s* [ \ x22 \ x27]? 
\ s *c l s i d \ s *\x3a \ s "" \ x7 B ?\ s *E68 E40 1C- 70 B0-4F3A-88E1- 159882468A79/ s i "; e l ass t y pe: a ttempted - use r ; r e f e r e nce : u r 1 , e xp l oit - db . com/ e xpl oit s / 11750; r e f e r e nce: ur l , doc. eme r g i ngth r eats . net /2011050; 
ref e r e nce: u r l , WLviv . eme r g i ngth r eat s. ne t / cgi - bin / cvs 1,seb . cgi / s i gs / L•lEB_ CL I ENT /WEB _ Li qui dXM L; s id : 2011050; r e v : 3 ; ) 

#by s t illse c ur e 

• 
##a l er t tcp $EXTE RNAL_NET $HTTP_PORTS - > $HOME_ NET a ny ( msg : "ET ACTIVEX Logi tec h Vi deoCa ll Ac tiveX St a r t met hod buffe r overflow At tempt "; flow:est a blis hed , t o_c lie nt ; co nt e nt: "cls id" ; 
noca se; conte nt : "BF4C7B03- F381 -4544-9A33 - CB6DAD2A87CO"; nocase; d i s t ance : 0; cont e nt : "St a rt " ; nocase; pe r e : " /<OBJ ECT \ s +[ "> ] *c l ass i d \ s *= \ s * ( \ x2 2\ x27 ] ?\ s *c l s i d \ s *\x3 a \ s *\x7 B ?\ s *BF4C7803 -
F 381- 4544 - 9A33 -CB6DAD2.A87CO/ s i " ; c l as s t ype : we b-appl i cat ion-a t t ac k; r ef e r e nce : u r 1, os vdb , org/ 36820 ; r e fe r ence : ur 1, v,ww . pa cke t s t o rmsecur i t y. n 1/0911 -expl oit s/log i t ec hv i deoca l l _s t a r t . rb . t xt ; 
r e f e r e nce: u r 1, wWL,s . kb . ce r t .org/vul s / i d / 330 289 ; r e f e r e nc e : u r l , doc . eme r g i ngt hr eat s, ne t / 2010851 ; r e f e r e nce: ur 1, www. e me r g i ngt hr eat s .net / cg i - bini cvsweb. cg i / s i gs /WEB_C LI ENT /WEB_Log i t ech; 
s i d : 2010851; r ev : 3 ; ) 

# From Joe St e1'l'a r t , LURHQ 

• 
a l e r t t cp $ EXTE RNAL_NET $HTTP_PORT S - > $HOME_NET any (msg: " ET L•/EB_C LI ENT Encoded j a vascriptdoc ument . wri t e - usua lly host ile " ; fl rn\l : es t ab lis he d,to_client ; 
cont e nt : "I 31 3030 1, 111, 99 , 117 , 109 , 101 , 110,116 , 46,119 , 114 ,10 5, 116 , 101 " ; c l asst ype : mi se - ac ti v i t y; r e f e r e nce : ur l , doc . eme r g i ngt h r ea t s . ne t / 2001811 ; ref e r e nce: u r l , '""""' · eme r g i ngt h r ea t s . ne t / cgi ­
b i n/ cvs,..,eb . cg i / s i gs / 1-JEB_CLIENT /WEB_MISC_E nc r y pt e d_l•Je b_Cont e nt ; s i d : 2001811 ; r e v : 7; ) 

#d i sa bling t hese a ll , t hey ' r e o l d a nd very h i gh l oad 

• 
##a l e rt t c p $EXTE RNAL_NET $HTTP_ PORTS - > $HOME_NET a ny ( msg: " ET AC TIVEX COM Obj ect I ns t a nt i ation Memo r y Corruptio n Vul ne r ab ility ( g r ou p 1 ) " ; f101>1 :est ab lis he d , from_se r ve r ; 
pc r e : " / 03D9 F 3F2 - B0 E 3 · 11D2- B081 - 006008039 BF0 I 8 60 BB 310- 5D01- 1100-B038 -00A0C911CE86 I E0 F 158El - CB04 -11D0- BD4 E -00A0C911CE86 I 3309A761- 90(8- 1100- BD4 3 · 00A0C911C E86 I 4E F E 24 52 -168A- 11D1 - BC76-
00C04F89453B I 3309A760- 90C8 -11D0 - B043- 00A0C911CE86 I 3309A762- 90(8 - 1100- BD43 · 00A0C911( E86 I 083863Fl · 70DE -1100- BD40 -00A0C911CE86 I 18AB439E - FCF4 -40D4 · 90DA- F798AA3 80655 I 31087270 - D348 · 4 32C- 899E-
2D2 F 38FF 29A0 I D2923886- 15Fl -46 F F-A19A - DE825 F919576 I FD78D554 -4C6 E- 1100- 970D- 00A0C9191601 I 52CA3BCF- 3898 -419 E- A3D6- 5D28C080850C/ i " ; c l assty pe : 1,se b · applic a tion- at tac k; re f e r e nce : c ve , 2005-
1990; re f e r e nce : u r 1, Wh'l>J . mi c r osoft . com/ t ec hnet / securi t y/ Bulle t i n/ MS05 -038 . mspx; r e f e r e nce: u r 1, doc . e me r gingt hr ea t s . net / 2002171 ; r e f e r e ne e: url, wwi'I' . e me r gi ngt h r e a t s . ne t / cg i -
b i n/ cvs,..,eb. cgi / s i gs / 1-JEB_CLI ENT /WEB_M505 -038; s id : 2002171 ; r ev : 11 ; ) 

#d i sa bling t hese a ll , t he y ' r e o l d and very h i gh l oad 

• 
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##a l ert tcp $EXTERNAL_ NET $HTTP_PORTS - > $HOME_ NET a ny ( msg : "ET ACTIVEX COt'I Obj e ct I nsta nt i ation Memory Co r r up tion Vul ne r a bi lity ( grou p 2 ) "; fl m-11 :establ i s he d , from_ se r v e r ; 
pc r e: " / 0 1E04581-4 EEE - 1100 - BFE9-00AA005B4 383 I AF604 E FE-8897- 11Dl- B944-00A0C90312 E1 I 7849596A-48EA- 486E- 8937-A2A3009 F 31A9 I FBE B8A05- BEEE-4442-804E -409D6C4515E9 I 3050F 391 - 98B5- 11Cf- BB82-
00AA00BDCE0 B I 8EE42293 - C315 - 1100 - 8D6F- 00A0C9A06Elf I 2A6EB050- 7F1 C- 11CE- BE57 -00AA0051f E20 I 510 A4910 - 7 F1C- 11CE- BE57 -00AA0051F E20 I 6D36C E10 - 7 F1C-11CE - BE57 -00AA0051F E20 l 860D28D0- 8B F4 - 11CE- BE5 9 -
00AA00 51 FE 20 I 94 78F640- 7F1C- 11CE- BE57-00AA0051 FE 20 I B0516F F0- 7F1 C- 11CE-BE57-00AA0051 F E20 I D99 F7670- 7 F1A- 11CE- BE57-00AA0051F E20/ i " ; clas s t ype :we b - application-attack; r e f e r e nce : cv e , 2005-
1990; r efe r e nce : u r 1 , ,.,.'il., .m i crosoft. com/ t ec hnet / securi t y / Bulletin/MS05 -038 . mspx; ref e r e nce: u r 1 , doc. eme r g i ngt hrea ts . net / 2002172; r e f e r en e e: u r l , •r,'Wh• . eme r gingt h r eats. net / cg i -
b in/ cvswe b . cgi / s i gs / 1\IEB_CLIENT /ltlEB_MS05 - 038 ; s i d : 2002172 ; r ev : 11; ) 

# d i sa bling t hese a ll , t hey're a l d a nd v e r y h i gh l oad 
# 

##a l e rt tcp $EXTERNAL_NET $HTT P _PORTS - > $HOME_NET a ny ( msg:"ET ACTIV EX COt'I Obj ect I nstant i ation Memory Corr uption Vulne r a bilit y ( grou p 3 ) "; flo L11 :establis he d,from_serv e r ; 
pc r e: " / E E ED4C 20-7 F 1B - 1 lCE - BE 57-00AA0051FE 20 I C7 B6C04A-CBB 5 - 11D0 - BB4C -00C04FC2 F4 10 I 85BBD920- 42A0- 1069 -A2E4 - 08002B30309 D I E846F0A0-D367- 11D1 -8286 -00A0C9231C29 I B4B3AECB - DFD6- 11D1 - 9D.AA-
00805 F85C F E 3 I ECABB0BF - 7f l 9- 11D2 - 978 E - 0000F875 7E 2A I 466D66 FA-9616- 11D2 - 9342 -0000 F 875AE 17 I 6 7DCC487 - AA48-11D1 - BF4F -00C04F B611C7 I 00022613- 0000-0000- C000 -000000000046 I D2D588 B5 -D081 -11D0-99E0-
00C04 FC2 F8 EC I 5D08B586- 343A- 11D0-AD46-00C04 FDBFDFF I CC7B FB 42- f l 75- 11D1 -A392 -00E0291F3959 I CC7BF B43 - F175- 11D1 -A392 -00E0291 F3959 I 3FBA6C33- E0F D- 11D0-8A8C -00A0C90C2BC5/ i " ; e l a sstype :web ­
applicat i on- attack; r efe re nce : cve, 2005- 1990; ref e r e nce: u r 1 , wwiv .mi c r osof t . c om/ t echne t / s ecu r i t y/Bulle t in / MS05 -038 . ms px; refe r ence : ur 1 , doc. emergingt hr eats. ne t / 2002173; 
r ef e r e nce : ur 1, wi""". eme rg i ngth r e at s . net / cgi - b i n/ cvs 1oJe b . cgi / s i gs / L~EB_CLI ENT/WEB _MS05-038; sid: 2002173 ; r ev : 13; ) 

#By Bl a ke Ha r s te in af Dema r c 
# 
##a l e rt tcp $EXTERNAL_NE T $HTT P_PORTS - > $HOME_NET any ( msg: •'ET AC TIVEX I nte r ne t Exp l o r e r Vu l nerab l e CLSID (Ms dd s . dll ) " ; f10 L11 : e stablis he d, from_serv e r ; cont e nt :" EC444CB6 · 3E7E- 4865 · 81C3 -
0D E72E F3983F" ; noc a se; c l a sstype :web-applic a tion - at t ac k ; r e f erence : ur 1 , ~MW . fr s i r t . com/ expl oi ts / 20050817 . I E -Msddsdll -0da y . php ; r e f e r en e e: u r 1 , doc . eme r g i ngth r eats. n e t / 2002308; 
r ef e r ence : ur 1 , WloJl.>J . emergingthreat s . net / cg i - b in / cvs Ne b . cgi / s i gs / l~EB_CLI ENT/WEB_MS05-038; s i d: 2002308; r e v : 48; ) 

#By Bl a ke Ha r t s t e i n 
# 

##a l e rt tcp $EXTERNAL_ NET $HTTP_PORTS - > $HOME_ NET a ny ( msg: " ET ACTIVEX COt'I Objec t MS05 -052 ( gr oup 1 ) " ; fl ow:es t a blis hed, from_ se r ve r ; pc r e:" / BC5 F1 E51 -5110 -1101 -AFF5-
006097C9A2B4 1 F27CE 930- 4CA3 - 11Dl -Af f2- 006097C9A284 I 3BC4 F3A7-652A- 11D1 - B404 -00C04 FC2DB8D I ECABAFC2- 7 F19- 11D2 -978E-0000F8757E2A I 283807 B8- 2C60-11D0 -A31D-00AA00892C03 l 250770f 3 - 6AF2 - 11CF-A915-
008029 E 31FCD I D2404453-1F01 • 11Dl - 8E63 - 006097D2DF48 I 03C B9467- FD9D-42A8 • 82F9 • 861 5B42 23 E6 E I 598 E BA02 - B49A-11D2 -Al Cl -00609778EA66 I 8 F E 7E181 • 8896- 11D2 -Al CB · 00609778EA66 I 4CFB5280 · 8006-436 7-848F -
5A13EBF27 F1D I B3E0E785-BD78 -4 366- 9560-B7DABE2723BE I 208DD6A3-E12B-4755 - 9607 - 2E39 EF84CFC5 / i " ; c l a sstype : we b-ap plication - att ac k ; r e fe rence : cve, 2005 - 2127 ; 
r efe r e nce : ur 1 , \'11,J\,J . mic r osoft . com/ tec hnet / s ec u r i t y / Bulletin/MS05 -052 .mspx; r ef e r e nce: u r l , doc. eme r gingt hr e ats. net / 2002491; r e f e r e nce: u r 1, w,:11\1. eme r gi ngthr ea t s . net/ cg i • 
bin/ cvswe b . cgi / s i gs / 1\IEB_CLIENT / WEB_MS05-038; sid: 2002491 ; r ev : 12; ) 

#By Bl a ke Ha rt s t ein 
# 

##a l e r t tcp $EXTERNAL_ NET $HTTP_PORTS - > $HOME_ NET a ny ( msg: " ET ACTIVEX COt'I Objec t MS05 -05 2 ( gr oup 2 ) "; fl ow:es t a blis hed , from_se r ve r ; pc r e:" / 4 FAAB301 -C EF6-477C-9F58-
F601039E9B78 l6CB E0382-A879-4D2A- 8EC3- 1F2A43611BA8 I F117831 B-C052- 11D1-B1C0 -00C04 FC2F 3EF I 3050F667-9885- 11Cf - BB 82-00AA00BDCE0B I 1AA06BA1 -0E88-1 1D1 - 8391 -00C04 F BD7C09 I F28D867A-DDB1 - 11D3-88E8-
00A0C981AE EB I 6B7 F 160 2- D44C - 11D0-A7D9-AE 3D1 7000000 I 7007ACCF - 3202-11D1 -AA02 -00805 FC 1270E I 99 2CF F A0 - F 557 -101A- 88EC -00DD010CCC48 I 00020420- 0000-0000- C000 -000000000046 I 0006 F02A -0000 -0000-C000-
000000000046 I ABBA001B- 3075- 1106 - 88A4-00B0D0200F88 I CE292861- FC88- 11D0· 9E69 •00C04 FD7C15B/ i "; c l a sstype: ,..,e b - a pplic ation -attack; r efe r e nce : cv e , 2005- 2127; 
r e f e r ence : ur 1 , l'iloJl.>J .mic r osoft . com/ technet / secur i t y/ Bulletin/MS05-052 .mspx; r ef e re nce: u r l , doc. eme r g i ngt hr eats. net / 2002492; r e f e r e nce: u r l , '«1:11\1 . eme r gi ngthr e a t s . net / cg i ­
b i n/ cvs ,..,e b . cgi / s i gs / 1\IEB_CLIENT /~IEB_MS05 -038; s i d : 2002492 ; r ev : 12; ) 

#By Bl a ke Ha r t ste i n 
# 

##a l ert tcp $EXTERNAL_ NET $HTTP_PORTS - > $HOME_ NET a ny ( msg : " ET ACTIV EX COt'I Objec t "1S05 -05 2 ( gr oup 3 ) " ; fl m·1:es t a blis hed,from_ se r ve r ; pc r e: " / 6E227101 -f799- 11CF-9227-
00AA00A1 EB9 5 I 7057E 952- 8D1B- 11D1 - 8919- 00C04 FC2C836 I 7007ACC7- 3202-11D1 -AAD2 -00805 FC 1270E I 462 2A011 - F F 23- 11D0 - 8D34-00A0C90 F 2 719 I 98C B4060- D3E7-42Al - 8D65 -94 9034EBF E14 I 47C6C527 - 6204 -4F91 -849D -
66E 234DE E015 I 35CEC8A3- 2BE6 · 1102- 8773 - 92E220524153 I 730F6CDC- 2C86- 11D2-8773 • 92E220524153 I 2C10A98 F- D64F -4384· BED6· 0D0 E1 BF2074C I 6 F9 F 3481 -84DD- 4814-B09C ·684288ECCDEB I BE26BFC1-AFD6· 11CF-B FFC -
00AA00 3C FDFC I F0975AF E- 5C7F-11D2- 8B74-00104B2AFB41 / i "; c l asstype : we b-applica t ion - attac k; r efe r e nc e: cve, 2005-2127; r ef e r e n ce: ur l , Wl.'i!.'1 . mi c r osoft. com/ tec hnet/ securi ty / Bu llet i n/ MS05-052 . ms px ; 
r ef e r ence : ur 1 , doc. emergingthreat s . net / 2002493; re f e r ence: u r l , M>l\oJ . eme r g i ngt hreats . ne t / cgi -b in/ cvs L11 eb . cgi / sigs / 1\IEB_CL IE NT /WEB_MS05-038; s id : 2002493; r ev : 81; ) 

#by Bl a ke Ha r t s t e i n 
# 
# a l e r t t c p $ EXTE RNAL_NET $HTTP _PORTS - > $HOME_NET any (msg: " ET ACTIVEX Mci1"ndx Ac t i veX Contra l " ; flow: from_serve r , established; content : "288F 1523- FAC4 -1 1CE-B16F-00AA0060D93D"; nocase; 
class t y pe : web-applicat ion - at t a ck; r ef e r ence : ur 1 , WloJl.>J .microsof t . com/ technet / secu r i t y/ bulle tin/ ms05 -054, mspx; r efere nce : u r l , doc. eme r g i ngt hr eats , net / 2002724; 
r ef e r ence : ur 1 , WloJl.>J . eme r g ingthreat s . net/ cgi- b i n/ cvs 1oJe b . cgi / s i gs / L~EB_ CLI ENT /WEB _MS05-054; sid: 2002724; r e v : 11 ; ) 

#by Bl a ke Ha r t stein 

• 
##a l e r t tcp $EXTERNAL_ NET $HTTP _ PORTS - > $HOME_ NET a ny ( msg: "ET ACTIVEX COt'I Obj ec t I nstant iation Memory Co r r uption Vulne r a bilit y MS05 -054" ; flo1'1 :establishe d , from _serve r ; 
pc r e: " / 000( 2 (042( 1 - 5 ] I 1401 I 000D) I 6F071) - 0000-0000-C000-000000000046 I 6 E2271 ( FB I 0 ( 9A- F] ) -F799-11CF- 9227-00AA00A1EB95 I ECAB ( AFC0 I 80AB) - 7 F19- 11D2 -978 E-0000F8757E2A I 3050F4F5-9885-11CF - BB82 -
00AA00BDCE0B I DF083D60- 548f - 101B - 8E65-08002828D119 I 2D2E24 CB-0CD5-458f - 86EA- 3E6FA22CS E64 I 5184ABF3- 748F -4E 3B- A276 -C828330E926A I E4979309- 7A32-495E- 8A92 - 7B014AAD4961 I 62EC9 F22 - 5 E30- 11D2-97A1-
00C04FB6DD9A I 8104ED44- EE64 - 11D0- 97 E6-00C04 FC30B4A I D675E 228-CAE9- 11D2 -Af 7B -00C04 F99179F / i " ; c l assty pe : we b-application - att ac k ; r efe r e nce : cve, 2005 - 2831 ; 
r ef e r ence : ur 1 , \'11,J\,J . mic r osoft . com/ tec hnet / secu r i t y / bulle ti n/ ms05-054 .mspx; r ef e r e nce: u r l , doc. eme r gingt hre ats. net / 200272 5; r e f e r e nce: ur 1, w1:II\I, eme r gi ngt hr ea t s . ne t / cg i ­
bin/ cvswe b . cgi / s i gs / l\lEB_CLIENT / WEB_MS05-054; sid: 2002725 ; r ev : 13; ) 

#By Bl a ke Ha rt s t e i n from Demarc 
# 

##a l e rt tcp $EXTERNAL_NET $HTTP_ PORTS - > $HOME_ NET a ny ( msg: " ET ACTIVEX Da ni m. dll a nd Dxtmsft .dll COM Objects" ; flm\l :establishe d , from_ se r ve r ; pc r e : " / 4 2807828- 2280-4937- B035-
0293 FB8127B l l 542 F84 53- 5003- 1 l CF- 92A2-00AA00BBA733 / i "; c l asstype : we b-applicat i on - attack; r efe r e nce : cv e , 2006- 1186; r ef e r e nce : url , www .mi c r osoft . com/ t ec hnet / sec uri ty / bu lletin/ ms06 -013. ms px; 
r ef erence : ur 1 , doc. eme r gingthreat s. net / 2002861 ; re f erence: u r 1 , l'il>l\oJ . eme r g i ngthreats , ne t / cgi -b in/ cvs L11 eb. cgi / sigs /1\IEB_CLIENT /WEB_MS06 -013; s id : 200 2861 ; r ev : 11 ; ) 

#by Bl a ke Ha r t s t e i n a t Dema rc 
# 

##aler t tcp $EXTERNAL_ NET ,;HTTP _ PORTS - > $HOME_NET a ny ( msg: "ET ACTIVEX ltlmm2 f xa .dll COM Obj ect l nstantiation Memo r y Cor ru ption CLS ID 1 Ac cess At t empt " ; flow:est a blishe d , t o_client; 
content : "B40C8DD9- 2CC1 -4081 - 9B2B- 20D7030234E F" ; nocase; pere : " / <OB J ECT \ s+ [ " >) • classid \ s•=\ s • [ \ x22 \ x 27 ] ? \ s "-cls i d \ s• \ x3 a \ s • \ x7B ?\ s•B4DC8DD9- 2CC1 -4 081 ·9B2B- 2007030234E F / s i "; 
classtype : a t tempte d - user; r efe r e nce : c ve , 2006- 1303; ref erence: bugtraq, 18328; r e f e r ence : ur l , www .mi cros of t . com/ tec hnet / secu r i t y/ bullet in/ ms06-021 .mspx; 
r ef e r e nc e : ur 1 , doc. emergingt hr eats. net / 2002971 ; r e f e r ence: ur l , M>l\oJ . eme r g ingthreats . net/ cgi -b in/ cvs L11 eb . cgi / sigs /1\IEB_CL IE NT /WEB_MS06-021 ; s i d : 2002971 ; r ev : 4 ; ) 

#by Bl a ke Ha rt s t e i n at Dema r c 
# 

##a l ert tcp $EXTERNAL_ NET $HTTP _ PORTS - > $HOME_NET a ny ( msg: "ET ACTIVEX Hmm2 f xa.dll COM Ob j ect I nstantiation Mema r y Corrup t ion CLSID 2 Ac cess At tempt " ; flow:establishe d, t o_client ; 
cont e nt : "(63344D8 - 70D3-4032-9B32 - 7A3CA05091A5 " ; nocase; pe r e : " / <OB J ECT\ s+ [ "> J •e lassid \ s* =\ s • ( \ x22 \ x27 ] ? \ s "" c l s i d \ s* \ x3 a \ s *\ x7B ?\ s•C63344D8-70D3 -4 032 -9632- 7A3CAD5091A5/ s i " ; 
c l ass t y pe : a t tempte d - user; r efe r e nce : c ve, 2006-1303 ; ref erence : bugt r aq , 18328; ref e r ence : ur 1, w,.,,w .mi crosof t . com/ t ec hne t / securi t y/ bulle t i n/ ms06-021 .mspx; 
r efe r e nce : ur 1 , doc. emergingt h reats . net/2010263; re fe rence: u r 1, \'il,J\,J . eme r gingthreat s . ne t / cgi-bin/ cvs L11 e b . cgi / sigs / 1\IEB_CL IE NT /WEB_MS06-021; s id : 2010263; r e v : 5; ) 

#by Bl a ke Ha rt s t e i n at Dema rc 

• 
##a l e rt tcp $EXTERNAL_NET $HTTP_ PORTS - > $HOME_NE T a ny ( msg: " ET ACTIVEX Hmm2 fxa . dll COM Object l nstantiation Mema r y Corru pt ion CLS ID 3 Ac cess At tempt " ; f101·1:establishe d, t o_client ; 
content : "353359(1- 39E1 -491b-9951 -4 64 FD8AB071C" ; nocase; pe r e : " / <OB JECT\ s+ [ "> ] *e lassid \ s *=\ s * [ \ x22 \ x27 ] ? \ s *cls i d \ s* \ x3a \ s *\ x7B ?\ s*353359C1 -39El -4 9 l b -9951 -464F D8AB071 C/ s i " ; 
class t y pe : a t tempted - use r ; r efe r e nce : c ve , 2006- 1303; ref ere nce : bugtraq, 18328; ref e r ence : ur 1 , LWJW .mi cro s of t . com/ t ec hnet / secu r i t y/ bulle t i n/ ms06-021 .mspx; 
r ef erence : ur 1 , doc. emerg ingthreat s . net / 2010264; re f erence: u r 1 , MoJ\oJ . eme r g ingthreats . net/ cgi-bin/ cvs L,ie b . cgi / s igs / l..JEB_CLIENT /WEB_ MS06-021 ; s i d : 2010264; r ev : 5; ) 

#by s h i r kdog a nd Bl a ke hartste i n , split by kev in r oss fo r perfo r ma nce 
# 
##a l er t tcp $EXTERNAL_ NET $HTT P_ PORTS - > $HOME_ NET any ( msg:"ET AC TIVEX COt'I Objec t MS06-042 CLS ID 1 Access Attempt "; flow:establis hed,to_ client; co ntent : " 5DF8 2651 ·9668- 11D0- B178-
00C04FC2A0CA"; noc a se; pe r e : " / <O BJ ECT\ s + [ " >] *class id \ s* = \ s • [ \ x 22\ x27 ] ?\ s *cls id \ s* \ x3a \ s* \ x7B ?\ s*5D FB2651-9668-11D0-B17B-00C04 FC2A0CA/ s i " ; class t ype: attempted- use r ; ref e r e nce: cve, 2006-
3638; r efe r e nce : u r l , '"''il" .mi crosoft . com/ technet / securi t y / Bulletin/MS06 -042 . mspx; ref e r e nce : url , d oc. eme r gingt hrea ts . net / 2010292 ; r e f e r en e e: u r l , WW!.\I. eme r g i ngth r eats. net / cg i -
bin/ cvswe b . cgi / s igs / WEB_CLIENT /ltlEB_MS06 -042; s i d : 2010292; r ev : 5; ) 

# by s hi r kdog and Bl a ke ha r t stein , split by kev in ross for pe rforma nce 
# 
##aler t tcp $EXTERNAL_NET $HTTP _ PORTS - > $HOME_ NET a ny ( msg: "ET ACTIVEX COt'I Obj e ct "1S06 -042 CLSID 2 Acc e ss Attempt" ; flow: establis hed , to_ client; co ntent: " 39A2C2A6-4 778 - 11D2-9BDB-
204C4F4 F5020" ; nocase; pe r e : '' / <O BJ ECT \ s + [ " >] • class id \ s* = \ s • [ \ x2 2\ x27 ] ?\ s • cls i d \ s* \ x3a \ s• \ x78 ?\ s • 39A2C2A6-4778- 11D2-9 BDB- 204C4 F4 F5020/ s i " ; c l asst ype: a t tempted- use r ; refe r ence: cve, 2006-
3638; r efe r e nce : u r 1 , w1:11oJ . microsoft . com/ technet / securi t y / Bulletin/MS06-042 . mspx; r ef e rence: u r l , doc. eme r gi ngt hr ea t s . net / 2010293; r e f e r en e e: u r l , W!.·M . eme r g i ngth r eats. net / cg i -
b i n/ cvs1\le b . cgi / s i gs / 1\IEB_CL IE NT / ~IEB_MS06 -04 2; s i d : 2010293 ; r ev : 5; ) 

#by s hi r kdog and Bl a ke ha r tste in , split by kev in ross for pe r forma nce 
# 
##a l ert tcp $EXTERNAL_ NET $HTTP _ PORTS - > $HOME_ NET a ny ( msg: " ET ACTIV EX COt'I Objec t MS06 -04 2 CLS ID 3 Acc ess Attempt" ; flow: estab li s hed, to_ c li ent ; ca ntent : "3DA2AA3 E- 3D96 - 11D2-9B0 2 -
204C4F4f5020 " ; nocase; pere : " / <O BJ ECT \ s + [ " >] *class id \ s* = \ s • [ \ x22 \ x27 ] ?\ s *cls i d \ s* \ x3a \ s* \ x7B ?\ s* 3DA2AA3 E- 3D96-11D2-96D2- 204C4 F4 F5020/ s i " ; c l asst ype: attempt e d - use r ; r ef e r e nce: cve, 2006-
3638; r efe r e nce : u r 1 , \\l\'IW' .mic rosoft. com/ technet / securi t y / Bullet in/ MS06·04 2 . ms px; r ef e r e nce: u r 1 , doc. eme r gingt hr ea t s . net / 2010 294; re f e rene e: u r l , wvM . eme r gingth r eats . n e t / cg i -
bin/ cvs1'1e b . cgi / s i gs / 1\IEB_CLIENT / WEB_MS06-042; sid: 2010294 ; r ev : 5; ) 

#by s h i r kdog a nd Bl a ke ha r ts te i n , split by kevin r oss fo r pe r f o rma nce 
# 

##a l e rt tcp $EXTERNAL_NET $HTTP_ PORTS - > $HOME_NET a ny ( msg: " ET ACTIVEX COt'I Objec t MS06-042 CLSID 4 Acces s Attempt"; flow: establis hed,to_c li ent; co ntent :" E8C31011- 6 FD2 -4659 -AD75-
155FA143 F428" ; nac ase; pe r e : " / <O BJ ECT \ s + [ " >] *class id \ s*: \ s ,. [ \ x22 \ x27 ] ?\ s *c l s i d \ s* \ x3a \ s* \ x7 B?\ s•E8C31D11-6F02 -4659- AD75- 155 FA143f4 2B/ s i " ; c l asst ype: attempted - use r ; r efe r e nce: cv e , 2006-
3638; r efe r e nce : u r 1 , l'IIWI .mi crosof t. com/ technet / secur i t y / Bulletin/MS06 -042 . mspx; r ef e rence : u r 1 , d oc. eme r g i ngt hr ea ts . net / 2010 295; r e f e r ene e: u r l , wwi.., . eme r gingt h r eats. net / cg i -
b in/ cvswe b . cgi / s i gs / 1\IEB _CLIENT /ltlEB _MS06-042; s i d : 2010295; r ev : 5; ) 
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#by shi r kdog a nd Bl a ke ha r t s t e i n , split by ke vin ross fo r pe r fo r manc e 

• 
##ale r t tcp $EXTERNAL_NET $HTTP_ PORTS - > $HOME_NET a ny ( msg: " ET ACTIVEX CCWI Object MS06 -042 CLS ID 5 Acce ss Attempt " ; f101-1 : es t ablis hed , t o_c lient; co nt e nt : "44C7959 1 - D0DE · 49C4-BA3C· 
A45AB7003356"; noe ase; pe r e:" / <O BJ ECT \ s+[ " >] *class i d \ s *=\ s • [ \ x22 \ x27] ?\ s *cls i d \ s *\ x3a \ s *\ x78 ?\ s *44C79591 - D0DE •49C4 -BA3C- A4 5AB70033 56/ si"; c l asst ype : attempted - use r ; r e f e r e nce : cve, 2006· 
3638; r efere nce: u r 1, Wh'\>J . mi c r osoft . com/ t ec hnet / s e c uri t y/ Bul l e ti n/ '1506-042 . ms px; r e f e r e ne e: u r 1, doc . eme r gingth r ea t s. net / 2010296 ; r e f e r e ne e: u r l , www . e me r gi ngt h r ea t s . net / cg i -
b in/ CVS\'1'eb. cgi / s i gs / 1,JEB_CLIENT / \,JE6_1'1S06-042; s id : 2010296 ; r ev : 5; ) 

#by sh i r kdog a nd Bl a ke ha r t ste i n , s plit by ke v i n ross f or pe r f orma nce 
# 
##a l e r t tcp $EXTERNAL_NET $HTTP_ PORTS - > $HOME_NET a ny ( msg: " ET ACTIVEX Cot-1 Object MS06 -042 CLS ID 6 Acce ss Attempt " ; flow: es t ablis hed , t o_clien t ; co nt e nt : " 1B544C24 - FD0B - 11C E-8C63-
00AA0044B520" ; nocase; pe r e: "/ <OBJ ECT\ s +[ ">] *classid \ s*=\ s * [ \ x22 \ x27] ?\ s *cls id \ s *\ x3a \ s *\ x78 ?\ s *1B544C24- FD0B-11CE- 8C63- 00AA0044B520/ s i " ; e l ass t ype: a ttempt e d- use r ; r e f e r e nce : cve, 2006-
3638; r eferenc e : u r 1, www . microsof t . com/ t ec hnet / securi t y/ Bulle tin/ MS06-042 . ms px ; r e f e r e ne e: u r 1, doc . e me r gi ngth r ea t s. ne t / 2010297; re f e r e ne e: u r l , W\'/1'1' . eme r gingt h r e a t s. ne t / cg i -
b i n/ cvsweb . cg i / s i gs / 1,JEB_CLIENT / WEB _MS06-042; s id : 2010297; rev : 5; ) 

#by sh i r kdog a nd Bl a ke ha r t s t e i n , split by ke vin ross f or pe r f orma nce 

• 
##a l e r t t cp $EXTERNAL_NET $HTTP _ PORTS - > $HOME_ NE T a ny ( msg : " ET ACTIVEX Cot-1 Object MS06 -042 CLS ID 7 Access Attempt " ; flow: es t ablis hed , t o_c lie nt; con tent : " 1CB1623E - BBEC-4 E8D-8 2DF -
OC08C6F4627C" ; noc ase; pe r e: "/ <OBJ ECT \ s +[ " >] *classid \ s *= \ s * [ \ x22 \ x27] ?\ s *c l s i d \ s *\ x3a \ s *\ x78 ?\ s *1C81623 E- BBEC -4 E8O- 82O F- DC08C6F4627C/ s i "; c l asst ype : a ttempt e d- use r ; r e f e r e nce: cve, 2006-
3638; r efe re nce: u r 1, www. mi c r osoft .com/ t ec hnet / securi t y/ Bulle tin/ MS06-042 . ms px; r efe r e nce: u r 1, doc . e me r g i ngt hr ea t s. net / 2010298 ; r e f e r e ne e; u r l , WWI.,, . e me r g i ngt h r e a t s. ne t / cg i -
b i n/ cvsweb . cgi / s i gs /WEB_CL IE NT / \tJEB_MS06-042; s id : 2010298; r ev : 5 ; ) 

#by shi r kdog a nd Bl a ke ha r t s t e i n , split by ke vin r o ss fo r pe r formance 

• 
##a lert tcp $EXTERNAL_NET $HTTP_ PORTS · > $HOME_NET a ny ( msg : " ET ACTIVEX Cot-1 Object MS06 · 042 CLS ID 8 Access Attempt " ; flow:establis hed , t o_c lie nt ; co nt e nt : " 2020D4B B- 847 E-4F87- 83BD· 
E3C2 E E250D26"; noe ase; pe r e: "/ <OBJ ECT\ s +[ " >] *classid \ s *=\ s * [ \ x22 \ x2 7] ?\ s *cls i d \ s *\ x3a \ s *\ x78 ?\ s * 2D20D4BB-847E-4F87-83BD- E3C2E E250D26/ s i "; e l asst ype : a t t e mpt e d - use r ; r e f e r e nce: cve, 2006-
3638; r e f erence : u r 1, \'1'WW. mi c r osof t. com/ t ec hnet / securi t y/ Bulletin/ MS06-042 . ms px ; r e f e r e nce : u r 1, doc . e me r g i ngt hr ea t s. net / 2010299 ; r e f e rene e: u r l , ....,,n.,, . e me r gi ngt h r ea t s . ne t / cg i -
b i n/ cvsweb . cgi / s i gs / 1,JEB _CLIENT / \tJEB_/'1506-042; s id : 2010299 ; r ev : 5; ) 

#by sh i r kdog a nd Bl a ke ha r t s t e i n , split by ke v i n ross fo r pe r formance 

• 
##a l e r t tc p $EXTERNAL_NET $HTTP_PORTS - > $HOME_NE T a ny ( msg : " ET ACTIVEX Cot1 Object MS06-042 CLS ID 9 Access Attemp t " ; flow: es t ablis hed , t o_c lie nt ; con t e nt: " 31087270 - D348-432C-899E-
2D2 F 38FF 29A0 " ; noc ase; pe r e: "/ <OBJ ECT\ s +[ " >] *clas sid \ s *= \ s * [ \ x22 \ x27] ?\ s *c l s i d \ s *\ x3a \ s *\ x7B ?\ s * 31087270-D348 -43 2C-899 E- 20 2 F38FF29A0/ s i "; e l asst ype: attempt e d- use r ; r e f e r e nce: cve, 2006-
3638; r ef e rence : u r l , N'rol\>J . mi crosoft . com/ t ec hnet / securi t y/ Bulle tin/ "1S06-042 , ms px ; r efe r e nce: u r l , doc . e me r gingt hr eats. net / 2010300 ; r e f e r e ne e: u r l , Wl·M . e me r gingt hrea t s . net / cg i -
b i n/ cvsNeb . cg i / s i gs / \,JEB_CL I ENT / \,JEB_MS06-042; s id : 2010300 ; r ev : 5; ) 

#by shi r kdog a nd Bl a ke ha r t s t e i n , s plit by ke vin r o ss fo r pe r formance 

• 
##a l e r t tcp $EXTERNAL_NET $HTTP_PORTS - > $HOME_NET any ( msg : " ET ACTIVEX CCWI Objec t MS06-042 CLSID 10 Access At t e mpt " ; flow :est abli shed , t o_client ; content :"41O28841 -7692-4C83-AFD3-
F60 E845341AF"; noease; pe r e: "/ <OBJ ECT \ s+[ " >] *class i d \ s *=\ s * [ \ x22 \ x27) ?\ s *cls i d \ s *\ x3a \ s *\ x78 ?\ s *41D2B841 - 7692 •4C83 -AFD 3- F60 E845341AF / s i "; c l asst ype: attempt e d- use r ; r e f e r e nce : cve, 2006-
3638; r efere nce: u r 1~ Wl.,,,.>J . mi c r osoft . com/ t ec hnet / secu r i t y/ Bulle t in/ MS06·042 . ms px ; r e f e r e ne e: u r 1, doc . eme r gingth r eats. net / 201030 1 ; r e f e r e ne e: u r l , WW\'1' . e me r gi ngt h r ea t s . ne t / cg i -
b i n/ cvs,.,,eb . cgi / sigs / 1,JEB_CL IE NT / t,JEB_MS06-042; s id : 2010301; r ev : 5 ; ) 

#by sh i r kdog a nd Bl a ke ha r t s t e i n , split by ke vin ross f or pe r f ormance 

• 
##a l e rt tcp $EXTERNAL_ NET $HTTP_ PORTS - > $HOME_ NET a ny ( msg: " ET ACTIVEX Cot-1 Object MS06 -042 CLS ID 11 Access Atte mpt "; flow : e s t abli shed, t o_cl i e nt ; conte nt : " 2EA10031 -0033-450E-8072-
E27D9E768142" ; nocase; pe r e : "/ <OBJ ECT \ s +[ ">] *classid \ s *: \ s * [ \ x22 \ x27] ?\ s *cls i d \ s *\ x3a \ s* \ x78 ?\ s *2EA10031 -0033-450 E- 8072- E27O9 E768142/ s i "; e l asstype: a tte mpt e d - use r ; r e f e r e nce : cve, 2006-
3638; r eference: u r 1, lWfW . mi c r osof t , c om/ t ee hnet / securi t y/ Bulle tin/ MS06-042 . mspx ; r e f e r e ne e: u r 1, doc . e me r g i ngt hr ea t s. net / 2010302 ; re f e r e ne e; u r l , ....,,n... . e me r gi ngt h r ea t s . ne t / cg i -
b i n/ cvsweb . cg i / sigs / \,JEB _C LIE NT / WEB_MS06-042; s id : 2010302; rev : 5; ) 

#by sh i r kdog a nd Bl a ke ha r t s t e i n , split by ke vin ross fo r pe r formance 

• 
##a l e r t t cp $EXTERNAL_ NET $HTTP_ PORTS - > $HOME_ NE T a ny ( msg : " ET AC TIVEX Cot-1 Object MS06-042 CLS ID 12 Access At t e mpt " ; fl ow :est abli shed , t o_client ; content :"4D4C9 FEF-ED80-47 EA-A3FA-
321 5FDBB 33AB" ; noc ase; pe r e: "/ <OBJ ECT \ s+ [ " >] *classid \ s *= \ s * [ \ x22 \ x27] ?\ s *c l s i d \ s *\ x3a \ s *\ x78 ?\ s *4O4C9 FEF-E080-47 EA-A3 FA- 321 SF DBB33AB/ s i "; c l asst ype : attempt e d -use r ; r e f e r e nce: cve, 2006-
3638; r eference : u r 1, Wl.,,,.>J . mi c r osoft . com/ t ec hnet / securi t y/ Bul l e ti n/ "1506-042 . ms px ; r efe r e nce: u r l , doc . eme r g i ngt hr eats. net / 2010303 ; r e f e r e ne e: u r l , WWI~ . e me r gingt h r ea t s . ne t / cg i -
b i n/ cvsweb . cgi / s i gs / \,JEB_CL IE NT / \tJEB_MS06-042; s id : 2010303; r ev : 5; ) 

# by shi r kdog a nd Bl a ke ha r t s t e i n , split by ke vin ross fo r pe r formance 

• 
##a l e rt tcp $EXTERNAL_NET $HTTP_PORTS - > $HOME_NET a ny ( msg: " ET ACTIVEX COM Object MS06·042 CLS ID 13 Access At tempt " ; flow :establi shed , t o_client ; eontent : "C0D076C5 · E4C6- 4561 ·8BF4 -
80DA8OB819D7" ; noe a s e ; pe r e: "/ <OBJ ECT \ s+[ ">] *class i d \ s *=\ s * [ \ x22 \ x27] ?\ s *cls id \ s *\ x3a \ s *\ x78 ?\ s *C0D076C 5- E4C6 -4561 - 8BF4- 80DA8OB819D7 / s i " ; c l asst ype : a tt e mpt e d - use r ; r e f e r e nce : cve , 2006· 
3638; r e f erence: u r 1, \'1'WW. mic r osoft . c om/ t ec hnet / secu r i t y/ Bul l et in/ '1506-042 . ms px; r e f e r e ne e : u r 1, doc . e me r gingt hr eats . net / 2010304 ; r e f e r e ne e : u r l , ....,,n ... . e me r gi ngt h r ea t s . ne t / cg i -
b i n/ cvsweb . cgi / s i gs / l,JEB_CL I ENT / \tJEB_MS06-042; s i d : 2010304; r ev : 5; ) 

#by sh i r kdog a nd Bl a ke ha r t ste i n , split by ke vin ross f or pe r f ormance 

• 
##a l e r t tcp $EXTERNAL_NE T jHTTP_ PORTS - > $HOME_NET a ny ( msg: " ET ACTIVEX Cot-1 Object MS06 -042 CLSID 14 Access Attempt " ; flow : e s t abli shed, t o_cl i e nt ; conte nt : "4F3 E50BD-A9O7-4721- 80 El -
00CB42A0A747"; nocase; pe r e: "/ <OBJ ECT\ s +[ " >] *classid \ s *=\ s * [ \ x22 \ x27] ?\ s *cls i d \ s *\ x3a \ s *\ x78 ?\ s *4 F 3E 508D- A9O7 -4721 - B0 El - 00CB42A0A747 / s i "; e l asst ype: a ttempt e d- use r ; r e f e r e nce : cve, 2006-
3638 ; r efe re nce: u r 1, Wl'1'W. mi c r osoft , com/ technet / sec u r i t y/ Bul l e ti n/ f-1S06-042 . ms px ; r efe r e ne e: u r 1, doc . eme r gi ngth r ea t s. ne t / 201030 5 ; re f e r ene e: u r l , 'ttw\'1' . e me r gi ngt h r e a t s . ne t / cg i -
bin/ cvsweb . cgi / s i gs / 1,JEB_CLIENT / t,JEB _MS06-042; s id : 2010305; r ev : 5; ) 

#by shirkdog a nd Bl a ke ha r t s te i n , s plit by ke vin r o ss f or perfo r ma nc e 

• 
##a l ert t cp $EXTERNAL_NET $HTTP _ PORTS - > $HOME_NET a ny ( msg : " ET ACTIVEX Cot-1 Object MS06 -042 CLS ID 15 Access At t e mpt " ; fl ow : es t ablished , t o_c lient ; co nt e nt : "586F8486 - 5560-4FF3-96DF-
1118C96AF456" ; noc ase; pe r e: "/ <OBJ ECT \ s +[ " >] *class i d \ s *= \ s * [ \ x22 \ x27] ?\ s *c l s i d \ s *\ x3a \ s *\ x78 ?\ s * 586F B486- 5560-4 Ff3 -96OF- 1118C96AF4 56/ s i "; c l asst ype : attempted- use r ; r e f e r e nce: cve, 2006-
3638; r eference: u r 1, Wl.,,,.>J . mi c r osoft, com/ t ec hnet / secu r i t y/ Bulle tin/ "1506-042 . ms px; r efe r e nce: u r 1, doc . e me r g i ngt hr ea t s. net / 2010306 ; r e f e r e ne e : u r l , WW\'1' . e me r g i ngt h r e a t s . ne t / cg i -
b i n/ cvsweb . cgi / s i gs /WEB_CL IE NT / \tJEB_MS06-042; s id : 2010306; r ev : 5 ; ) 

# by sh i r kdog a nd Bl a ke ha r t s t e i n , split by ke vin r o s s for pe r formance 

• 
##a l e r t tcp $EXTE RNAL_NET $HTTP_PORTS · > $HOME_NET a ny ( msg : " ET ACTIVEX COM Obj ec t MS06 · 042 CLS ID 16 Access At tempt " ; flow :esta bli shed , t o_cl i e nt ; co ntent : "584805E B· 1F63 -4468 -AAD1 · 
E10A34D650 E0"; noc ase; pe r e: "/ <OB J ECT \ s +[ " >] *clas s id \ s *=\ s * [ \ x22 \ x27] ?\ s *cls i d \ s *\ x3a \ s *\ x78 ?\ s * 584B0 5EB- l f 63 •4468 -AADl - E10A340650 E0/ s i "; e l ass t ype : a t t e mpt e d - use r ; r e f e r ence : cve, 2006· 
3638; r e f erence: u r 1, \'1'M>J . mi c r osoft . c om/ t ec hnet / securi t y/ Bul l e ti n/ MS06-042 . ms px ; r efe r e nce: u r 1, doc . e me r gingt hr eats . net / 2010307 ; r e f e r e ne e: u r l , Wl·M . e me r gi ngt h r ea t s . ne t / cg i -
b i n/ cvs \'1'eb . cg i / s i gs / 1,JEB_CLIENT / \tJEB_/'1S06-042; s id : 2010307 ; r ev : 5; ) 

#by sh i r kdog a nd Bl a ke ha r t s t e i n , split by ke vin r o ss f or pe rfo r mance 

• 
##a l e rt t cp $EXTERNAL_NET $HTTP_ PORTS - > $HOME_NET a ny ( msg : " ET AC TIVEX Cot-1 Object MS06 - 042 CLS ID 17 Access At t e mpt " ; flow :est abli shed, t o_cl i e nt ; co nt e nt : " 679 E13 2F - 5618-42 F8-846C-
A70DBOC62999 "; noc ase; pe r e: "/ <OBJ ECT\ s +[ ">] *class i d \ s *=\ s * [ \ x22 \ x27) ?\ s *cls i d \ s* \ x3a \ s *\ x78 ?\ s *679 E132 F-561B-42f 8-846C- A70 DBOC62999/ s i " ; c l asst ype: a t t e mpt e d - use r ; r e f e r e nce : cve, 2006-
3638; r ef e ren ce: u r 1, Wl.,,,.>J . mi c r osoft . c om/ technet / s ec u r i t y/ Bulle t i n/ MS06-042 . ms px; r e f e r e ne e: u r 1, doc . eme r gi ngth r eats. ne t / 2010308 ; re f e r e ne e: u r l , WW\'1' . e me r gi ngt h r e a t s . ne t / cg i -
b i n/ cvsweb . cgi / sigs / 1,JEB_CLIENT / t,JEB_MS06·042; s id : 2010308; r ev : 5 ; ) 

#by sh i r kdog a nd Bl a ke ha r t s t e i n , s plit by ke vin ros s f or pe r f ormance 

• 
##a l e r t tcp $EXTE RNAL_NET $HTTP_ PORTS - > $HOME_NET a ny ( msg: " ET ACTIVEX COM Object MS06 - 042 CLS ID 18 Access At tempt " ; fl ow :est ablished, t o_c lient ; con t e nt : " 6C68955E-F965-4249-8E18-
F0977B102899" ; noc ase; pe r e : "/ <OB J ECT\ s t [ " >] *c l assid \ s *= \ s * [ \ x22 \ x27] ?\ s *c l s i d \ s *\ x3a \ s *\ x78 ?\ s *6C68955 E- F965 -4249-8E18- F09778102899/ s i "; c l asst ype: a t t e mpt e d -use r ; r e f e r e nce : cve, 2006-
3638; r ef erence: u r 1, \WfW . mi c r osoft . c om/ t ec hnet / secu r i t y/ Bulle tin/ MS06-042 . ms px ; r e f e r e nce : u r 1, doc . e me r gingt hr ea t s. net / 2010309 ; r e f e r e ne e: u r l , ....,,n.,, . e me r gingt h r ea t s . ne t / cg i -
b i n/ cvsweb . cgi / s i gs / \,JEB_CLIENT / \tlEB_MS06-042; s id : 2010309; rev : 5 ; ) 

#by shi r kdog a nd Bl a ke ha r t s t e i n , split by ke vin r o ss fo r pe r formance 

• 
##a l e r t tcp $EXTE RNAL_N ET $HTTP_PORTS · > $HOME_NE T a ny ( msg : " ET ACTIVEX Cot-1 Object MS06 · 042 CLS ID 19 Access At t e mpt " ; flow:establi shed , t o_cl i e nt ; co ntent : " 7F1232E E-44O7·4494·AB8 B· 
CC61B10E21A5"; noc ase; pe r e : "/ <OB J ECT\ s +[ " >] *classid \ s *=\ s * [ \ x22 \ x2 7] ?\ s *cls i d \ s *\ x3a \ s *\ x78 ?\ s *7F1232EE-44D7-4494 -AB8B-CC61B10 E21A5/ s i "; e l asst ype : att e mpt e d - use r ; r e fe r e nce: cve, 2006-
3638; r eference : u r l , Wl.,,,.>J . mi c r osoft . com/ t ec hnet / securi t y/ Bul l e ti n/ MS06-042 . ms px ; r efe r e nce: u r 1, doc . e me r gingt hr eats . net / 2010310 ; r e f e r e ne e: u r l , WWI~. e me r gingt h r eats . net / cgi -
b i n/ cvs ,.,,eb . cg i / s i gs / l,JEB_CLIE NT / \tJEB_MS06-042; s id : 2010310; r ev : 5 ; ) 

# by sh i r kdog a nd Bl a ke ha r t s t e i n , split by ke vin r o ss f or pe r f o r mance 

• 
##a l e r t tcp $EXTERNAL_NET $HTTP_PORT5 - > $HOME_NET any ( msg: " ET AC TIVEX Cot-1 Object MS06-042 CLS ID 20 Access Atte mpt " ; flow :establi shed,to_c lie nt ; co nt e nt : "92883667 -E95C-443O-AC96-
4CACA27 BEB6 E" ; noe ase ; pe r e: "/ <OBJ ECT\ s +[ ">] *class i d \ s *=\ s * [ \ x22 \ x27) ?\ s *cls i d \ s* \ x3a \ s *\ x7B ?\ s *92883667- E95C-443D- AC96- 4CACA27 BEB 6 E/ s i "; c l as s t ype: a t t e mpt e d - use r ; r e f e r e nce : cve, 2006-
3638; r eference: u r 1, Wl'1'W . mic r osoft. com/ t ee hnet / secu r i t y/ Bulle tin/ MS06-042 . ms px ; r efe r e ne e: u r 1, doc . e me r gingt hr ea t s. net / 2010311 ; re f e r ence: u r l , WW\'1' . e me r gingt h r eats . ne t / cg i • 
b i n/ cvsweb . cgi / sigs / 1,JEB_CLIE NT / t,JEB_MS06-042; s id : 2010311 ; r ev : 5 ; ) 

#by sh irkdog a nd Bl a ke ha r t ste i n , s plit by ke vin ross f or pe r f orma nce 

• 
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##a l e r t tep $EXTERNAL_ NET $, HTTP_PORTS - > $HOM E_NET a ny ( msg : " ET AC TIVEX COM Obj ect MS06 -042 CLSID 21 Access At tempt " ; flow :establi shed , t o_elie nt ; flowb i t s : i sset , e t pro .clsid . de t ected; 
conten t : "930FD02C-B BE7-4 EB9 · 91CF - FC45CC91E 3E6 " ; noease; pere : " /<OB J EC T\s+ [ ... > J "e l ass id \ s *=\ s * [ \x22 \x 27 J ?\ s *clsid \ s*\x3a \ s *\x76 ?\ s *9 30 FD02C-BB E7 · 4E69-91C F- FC4 5CC91E3E 6/ s i "; 
e l a ss t y pe: at t empt ed - user; r efe r e nc e :eve, 2006- 3638 ; r efere ne e: u r l , WW!.'i . mie rosoft . com/ teehne t / secu r ity/Bul l et i n/MS06 · 042 . ms px; r e f e r e nce : ur l , doc . eme rg i ngt hr ea t s . net / 2010312; 
r efe r ence : u r 1 , www . eme r g ingth r eat s. net / egi · bin i cvs L~eb . cgi / sigs /1.JEB_CLI ENT /WEB_MS06-042; sid : 2010 312; r ev : 4 ; ) 

# by shi r kdog and Blake ha r t ste i n , s plit by kev i n ross far pe r forma nc e 

• 
##a l e r t te p $EXTERNAL_N ET $HTTP_PORTS - > $HOME_NET any (msg: " ET ACTIVEX COM Object "1S06-042 CLSID 22 Access Attempt "; f1011 :established , t o_e lient ; eontent : "A2 EDA89A-0966 -4B91 -9C18-
AB69F09B187F" ; noe a s e ; pe r e: "/<OBJ ECT \ s+ [ ... >} *clas sid \ s *=\ s • [ \ x 22\ x 27 } ?\ s • e l s i d \ s*\x3a \ s*\x7B? \ s *A2EDA89A-0966· 4B91 -9C18-AB69 F098187F / s i " ; e l ass t ype: a ttempt ed - use r ; r ef er enee: eve , 2006-
3638; r ef erence : ur 1 , '"'WW . miero sof t . eom/ technet / secur i t y/Bulle t i n/HS06 -042 .mspx; r e f erence: ur 1 , doc . eme r gi ngt hr eats . net / 2010 313; re f erence: u r 1 , WWl'i . eme r gi ngth r ea t s . net / cg i -
b i n/ e vswe b . egi / s i gs /l,JEB_CLIENT /WEB_ MS06 · 042; s i d : 2010313 ; r ev : 5; ) 

# by s hirkdog and Bl ake ha r t stein , s plit by kev i n r oss far pe r formance 

• 
##a l e r t tep $EXTERNAL_ NET $HTTP _ PORTS - > $HOME_NET a ny (msg: " ET ACTIVEX COM Objec t MS06-042 CLS ID 23 Access At t empt " ; f1011 : established , t o_elie nt ; eontent : "C44C65C7- FDF 1 ·453D-89A5-
BCC28F5D69 F9 '"; noe as e ; pe r e : " /<OBJ ECT \ s+ [ ... >} *clas s i d \ s *=\ s • [ \x22\x 27 ] ?\ s " cls i d \ s *\x3a \ s*\x7B? \ s *C44C65C7- FDF1-4 53D-89A5- BCC28F5069 F9/ s i " ; e l asst ype : a ttempt ed- user; r ef er ence : cve, 2006-
3638 ; r ef erenc e : u r l , h'\'t'\~ . mi e rosoft . eom/ technet / securi t y / Bulletin/MS06-042 . ms px ; r e f e r e nee: url , doc . emergingt hr eats. ne t / 2010314 ; re f e r e ne e: u rl , WWl'i . eme r gi ngthr ea t s . net / eg i -
b i n/c vswe b . c gi / s i gs /l,JEB_C LIE NT / t,JEB_ MS06 ·042; s i d : 2010314; r ev : 5; ) 

# by shi rkdog and Bl ake ha r t ste i n , s plit by kev in ross far pe r f ormance 

• 
##a l e rt te p $EXTERNAL_N ET $HTTP_ PORTS - > $HOME_NET any ( msg: " ET AC TIVEX COM Object MS06·042 CLSID 24 Acces s At t empt " ; flow:establi shed , t o_elient ; cont e nt: "C6CB1FE3 - 805E-4F0 E- 818F-
C83 ED 5A0332F" ; noc a se; pe r e; "/<OBJ ECT \ s+ [ ... >] *clas s id \ s *= \ s " [ \x22 \x 27 ] ?\ s *c ls i d \ s *\x3a \ s*\x7B ?\s *C6CB1F E3- B05E -4 F0E- 818F-C83 EDSA0332 F / s i " ; e l a sst ype: a tt empt ed - use r ; r ef er enee: eve, 2006-
3638; re fere nce : u r 1, \\l\'IW . mi e r osoft . eom/ t ec hnet / s e curi t y/Bulle t i n/ MS06·042 .mspx ; r e f e r e nee: u rl , doc . eme r gi ngth r ea t s . ne t / 2010 315; r e f e r e ne e: u r l , tl'Wl'i . eme r gi ngthr ea t s . net / cg i -
b i n/ c vswe b . cgi/ s i gs /l,JEB_CLIENT /WEB_MS06 -042 ; s i d : 2010315; r ev : 5; ) 

# by sh i r kdog and Bl ake ha r t ste i n , s plit by kev i n r oss far pe r f orma nce 

• 
##a l e r t tep $EXTERNAL_ NET $HTTP_ PORTS - > $HOf'l E_NET any ( msg : " ET ACTIVEX COM Obj ect MS06-042 CLSID 25 Access At tempt " ; flo\'i :establi shed , t o_e lient ; eontent : "AECF5D2E-7A1 8 · 4DD2- BOCD -
29B6F6158448"; noc a se; pe r e : " /<OBJ ECT \ s+ [ ... >] • c1as s id \ s *=\ s• [ \x22 \x 27 ] ?\ s " c l s i d \ s *\x3a \ s*\x76 ?\s *AEC F 502 E- 7A18 -40D2 - BDCD- 2966 F615B448/ s i " ; e l asst ype : a t tempt ed-use r ; ref er ence: cve, 2006-
3638; r eferenc e : u r l , \\l\'t'\1 . mi e r osoft . eom/ technet / securi t y/Bulle t i n/ MS06 · 042 . ms px ; r e f e r e nee: url , doc . eme r gi ngt hr ea t s . ne t / 2010 316 ; r e f e r e ne e: u rl , WWl'i . eme r gi ngt hr ea t s . net / cg i -
b i n/ c vswe b . cgi / s i g s /l,JEB_CLIE NT /WEB_ MS06 -042 ; s i d : 2010316; r ev : 5; ) 

# by sh irkdog and Bl ake ha r t ste i n , split by kev i n r oss fa r pe r f orma nce 

• 
##a l e rt t cp $EXTERNAL_N ET $HTTP_PORTS - > $HOME_NET a ny (msg : "' ET ACTIVEX COM Object MS06·042 CLSID 26 Access Attempt " ; flow :es tabli shed , t o_clie nt ; content: "BC0D69A8·0923·4E EE-9375-
9239 F 5A38B92 " ; noe a se; pe r e; "/<OB J ECT \ s +[ ... >] '" clas sid \ s *=\ s* [ \x22 \x 27 ] ?\ s*cls i d \ s*\x 3a \ s *\x7 6?\s *BC0069A8-0923 -4 E EE-9375- 9239 F5A38692/ s i " ; e l as s t ype : attempt ed - use r ; r ef erenee: eve, 2006-
3638; r ef e r e nce : u r 1 , \'il'IW . miero soft . eom/ t ec hnet / s e curi t y/Bulle t i n/ MS06 · 042 . mspx; r e f e r e nee: ur 1 , doc . eme r gingt hr ea t s . net / 2010 317; re f e rene e: u rl , tlrll'i . eme r gi ngth r ea t s . net / cg i • 
b i n/ cvswe b .egi / s igs /l,JE8_CLIE NT/WEB_MS06 -042; s i d : 2010 317; r ev : 5; ) 

# by s hi rkdog and 8 l ake ha r t s t e i n , s plit by kev i n r oss far pe r f o r ma nce 

• 
##a l e r t te p $EXTERNAL_N ET $HTTP_PORTS - > $HOME_NET a ny ( msg: " ET ACTIVEX COM Ob j ect MS06-042 CLSID 27 Access At t empt " ; flow: e s t a bli shed , t o_cl i e nt ; eontent: "C8 F209f 8-480E-454C-94A4 -
5392D88EBA0 F"; noc a s e ; pe r e: "/ <OB J ECT \ s +[ ... >] • clas s id \ s *=\ s• [ \x22\x 27 ] ?\ s"c l sid \ s*\x3a \ s*\x7B? \ s *C8 F209F8-480E-454C -94A4 - 5392D88EBA0 F / s i " ; e l a ss t ype: a tt emp t ed - use r ; r ef er enee: eve, 2006· 
3638 ; r eferent e : u r 1 , \'il't'\1 . micro soft . eom/ technet / secur i t y/Bulle t i n/ MS06 -042 . mspx; r e f e r e nce: ur 1 , doc . eme r gi ngt hr ea t s. net / 2010 318; re fe rene e: u r 1 , www . e rne r gi ngth r ea t s . n et / eg i -
b i n/ e vswe b . cgi / s i gs /l~EB_CLIENT /WEB_ MS06 ·042; s id : 2010318 ; r ev : 5; ) 

# by s hirkdog and Bl ake ha r t ste i n , s plit by kev in ross far pe r f o r ma nce 

• 
##a l e r t tep $EXTERNAL_ NET $HTTP_ PORTS - > $HOME_NET a ny ( msg: "' ET ACTIVEX COM Object MS06-042 CLSID 28 Acces s Attempt " ; flow:established , t o_elient ; conte nt : "CC4580 B0-72D8 · 4652- AE5 F-
SE3E266BE7EO" ; noc ase; pe r e : " /<OBJ ECT \ s+ [ ... >] • clas sid \ s *=\ s• [ \ x22 \ x27] ?\ s "" c ls i d \ s *\x3a \ s*\x:7B ?\s *CC45B0B0- 72D8 -4652 -AE5 F- 5E3 E266BE7 ED/ s i " ; e l a sst ype : a tt emp t ed -use r ; ref erenc e : cve, 2006-
3638 ; r eferenc e : u r l , \'il't'\1 . mi e r osoft . eom/ t ec hne t / secur i t y/Bulle t i n/ MS06 · 042 .ms px ; r e f e r e nee: url , doc . eme r gi ngt hr eats. ne t / 2010 319 ; r e f e r e ne e: u rl , WWl'i . eme r gi ngt hr ea t s . net / eg i -
b i n/c vswe b . cgi / s i gs /l,JEB_CLI ENT / t,JEB_ MS06 -042; s i d : 2010319 ; rev : 5; ) 

# by s hi rkdog and Bl ake ha r t s t e in , s plit by kev i n ross far pe r forma nce 

• 
##a l e r t t ep $EXTERNAL_N ET $HTT P_PORTS - > $HOME_NET a ny (msg: "' ET AC TIVEX COM Object MS06·042 CLS ID 29 Access At t empt " ; f10~1 : e s t a bli shed , t o_client ; co nt ent :"CFFB1FC7-2700 · 4986- B299-
F EC F3F0E42DB" ; noease ; pe r e; "/<OBJ ECT \ s+ [ ... >] '" clas sid \ s *= \ s * [ \ x22 \ x27 ] ?\ s *c l s i d \ s*\x3a \ s*\x76 ?\s *CF FB1FC7- 2700 -4986- 6299- FEC F3F0E42DB/ s i " ; e l as s t ype: attempt ed - use r ; r ef erenee: eve, 2006-
3638; r efe r e nc e : u r 1 , \\l\'IW . mi e r o soft . eom/ technet / securi t y/Bulle t i n/MS06 -042 . mspx; r e f e r e nce: ur 1 , doc . eme r gi ngt hr eats . net/ 2010 320; r e f e r e ne e: u r l , WWl'i . eme r gi ngthr ea t s . net / cg i • 
b i n/ e vswe b .egi / sigs /l,JE8_CLIE NT/ WEB_MS06 -042; s i d : 2010320; r ev : 5; ) 

# by sh i r kdog and Bl ake ha r t ste i n , s plit by kev i n ross far pe r forma nc e 

• 
##a l e rt t ep $EXTE RNAL_N ET $HTTP_ PORTS - > $HOME_NET any (msg: "' ET ACTIVEX COM Obj ect MS06-042 CLSID 30 Access Attem pt " ; flow:est a blished , t o_cl i e nt ; eont e nt: "E188 F7A3-A04E-413 E-9901 -
D79A45F70305"; noc a s e; pe r e: " / <OBJ ECT \ s +[ ... >] "' clas s id \ s *=\ s • [ \x22\x 27 ] ?\ s " c l sid \ s *\x3a \ s*\x7B? \ s * E188F7A3-A04E -41 3E- 99 D1- D79A45F703 05/ s i " ; e l asst ype: a ttempt ed - use r ; r ef erenee: eve , 2006· 
3638 ; r ef erence : u r 1 , l'il'IW . mic r o soft . com/ t ec hnet / securi t y/Bulle t i n/HS06 -042 . mspx; r e f e r e nce : ur 1 , doc. eme r gi ngth r ea t s . net / 2010 321; re f e r e ne e: u r 1 , WW11 . eme r gi ngth r ea t s. net / cg i -
b i n/ e vswe b . egi / s i gs /l~EB_CLIENT /WEB_ MS06 · 042 ; s i d : 2010321 ; r ev : 5; ) 

# by shirkdog and Bl ake ha r t ste i n , s plit by kev i n r oss far pe r forma nce 

• 
##a l e r t tep $EXTERNAL_ NET $HTTP_ PORTS - > $HOME_NET a ny ( msg : "' ET ACTIVEX COM Objec t MS06-042 CLSID 31 Acces s At t empt " ; flo\'i : establi shed , t o_e lie nt ; eonte nt : "E4 76CB FF - E229 · 45 24- B6B7-
228A3129 D1C7 " ; nocase; pe r e : " /<OBJ ECT \ s +[ ... >] • clas sid \ s *=\ s• [ \x22 \x 27 ] ?\ s " cls i d \ s *\x3a \ s*\x7B? \ s * E476C BFF- E 229 -4 524 - B6B7- 228A312901C7 / s i " ; e l asst ype : a t tempt ed- use r ; r ef er ence: cve, 2006-
3638 ; r eferenc e : u r l , \\l\'t'\1 . mi e r osoft . eom/ t ec hnet / securi t y/Bulle t i n/ MS06 -042 . ms px ; r e f e r e nee: url , doc . emergingt hr ea t s. ne t / 2010 322; re f e r e ne e: u rl , WWl'i . eme r gi ngthr ea t s . net / eg i -
b i n/ c vswe b . cgi / s i gs /l,JEB_C LIE NT /WEB_MS06 -042; s i d : 2010322; rev : 5 j ) 

# by sh i r kdog and Bl ake ha r t stein , s plit by kev i n r oss far pe r f o rma nce 

• 
##a l e r t te p $EXTE RNAL_N ET $,HTTP_PORTS - > $HOME_NET a ny (msg: "' ET AC TIVEX COM Obj ec t MS06 · 042 CLSID 32 Access At t empt " ; flow:est a bli shed , t o_elient ; content : " EF 105BC3 - C064 -45Fl - AD53-
6D8A8578D01B "; noe a se; pe r e: "/<OBJ ECT \ s+ [ ... >] *clas sid \ s *= \ s* [ \x22 \x 27 ] ?\ s*c ls i d \ s *\x3a \ s *\x78 ?\s * EF 105 BC3-C064 -4S f l -A053 - 6D8A8578D018/ s i " ; e l asst ype: a t tempt ed - use r ; r ef er enee: eve, 2006-
3638; r efe r e nc e : u r 1, \'il'IW .m i erosoft . eom/ t ec hnet / s e cur i t y/Bulle t in/MS06 -042 .mspx ; r e f e r e nee: ur l , doc . eme r gi ngt hr ea t s . ne t / 2010 323; re f e rene e: u r l , 'rtWl'i . eme r gi ngt hr ea t s . net / cg i • 
b i n/ e vswe b . cgi / sigs /l,JE8_CL IENT/WEB_ MS06 -042; s i d : 20103 23; r ev : 5; ) 

# by sh i r kdog and Bl ake ha r t ste i n , s plit by kev i n ross far pe r f orma nce 

• 
##a l e r t t cp $EXTERNAL_ NET $HTTP_PORTS - > $HOME_NET any ( msg: "' ET ACTIVEX COM Object MS06-042 CLSID 33 Access Attempt " ; flow:established , t o_c lient; cont e nt : " EFEE4 3D6-8FE5- 44B0-8063-
AC3B2966AB2C"; noc a s e; pe r e: "/<OB J ECT \ s+[ ... >] *clas s id \ s *=\ s • [ \x22\x 27 ] ?\ s " c l s i d \ s *\x3a \ s*\x7B? \ s * EF EE 4306- BFE5 -44B0-8063- AC382966AB2C/ s i " ; e l as s t ype : a ttempt ed - use r ; r ef er enee : eve, 2006· 
3638 ; r ef erence : u r 1 , 1-ilvw . mic r o soft . com/ t ec hne t / secur i t y/Bulle t i n/ HS06 -042 . mspx; r e f erence: ur 1 , doc . eme r gi ngt hr eats . ne t / 2010 324; re f erence: u r 1 , www . erne r gi ngth r ea t s . n et / cg i -
b i n/e VS\'ie b . egi / s i gs /l,JEB_CLIENT /WEB_MS06 · 042; s i d : 2010324 ; r ev : 5; ) 

# by shirkdog and Bl ake ha r t stein, s plit by kev i n r oss far pe r f o r mance 

• 
##a l e r t tep $EXTERNAL_ NET $HTTP _ PORTS - > $HOME_NET a ny ( msg: "' ET ACTIVEX COM Object MS06-042 CLSID 34 Access Attempt " ; flow: es t ab li shed , t o_elient ; eontent : " F44B82D0- F070-463 E-9433 -
B0CC F 3CFD627 " ; noc ase; pe r e : " /<OBJ ECT \ s+[ ... >] • clas s i d \ s *=\ s• [ \ x22 \ x27 ] ?\s""cls i d \ s *\x3a \ s*\x7B? \ s * F44B8200 - F0 70·463E- 94 33· B0CC F 3C FD627 / s i " ; e l asst ype: attemp t ed - use r ; r ef er ence: cve, 2006 · 
3638; r ef erence: u r l , .,,........,.., . mi e r osoft . eom/ t ec hne t / securi t y/Bulle t i n/ MS06 -042 . ms px ; r e f e r e nee: url , doc . emergi ngt hr eats. ne t / 2010 325; re f e r e ne e: u rl , WWl'i . eme r gi ngthr ea t s . net / eg i -
b in/ c vswe b . cgi / s i gs /l,JEB_C LIE NT / WEB_ MS06 ·042; s id : 2010325 ; r ev : 5; ) 

# by s hirkdog and Bl ake ha r t s t e in , s plit by kev in ross fa r pe r f o rma nc e 

• 
##a l e r t te p $EXTERNAL_ NET $HTT P_ PORTS - > $HOME_NET any (msg: "' ET AC TIVEX COM Object MS06·042 CLSID 35 Access At t empt " ; f1011 :es t a bli shed , t o_elient ; co nt e nt :"5A20 FD6F - F8FE-4a 22·9EE7-
307D72D09E6E" ; noc a se; pe r e; "/<OBJ ECT \ s+ [ ... >] *clas sid \ s *= \ s * [ \x22 \ x27 ] ?\ s *c l s i d \ s *\x3a \ s*\x78 ?\s *SA20 FD6 F- FBFE -4a22- 9EE7- 307D72009E6 E/ s i " ; e l as s t ype: attempt ed - use r ; r ef er enee: eve, 2006-
3638; r efe r e nc e : u r l , \'il'IW . mi e r osoft . eom/ technet / securi t y/Bulletin/ MS06·042 . mspx; r e f e r e nee: ur l , doc . eme r gi ngt hr eats . ne t / 2010 326; r e f e r e ne e: u rl , WWl'i . eme r gi ngthr eats . net / cg i -
b i n/ c vswe b . cgi / s i gs /l,JEB_CLI ENT /WEB_ MS06 -042 ; s i d : 20103 26 ; r ev : 5; ) 

# by sh i rkdog and Bl ake ha r t ste i n , s plit by kev i n ross far pe r formance 

• 
##a l e rt t cp $EXTE RNAL_N ET $HTTP_ PORTS - > $HOM E_NET a ny ( msg: "' ET ACTIVEX COM Object MS06-042 CLSID 36 Access At t empt " ; flow:est a blished , t o_c lie nt ; con t e nt: "ADEAOEB8- E546- 11dl -9A72-
0000F875EADE"; noe a se; pe r e: "/<OBJ ECT \ s+ [ ... >] *clas s id \ s *=\ s * [ \x22 \x 27 ] ?\ s " c l s i d \ s *\x3a \ s *\x7B ?\s *AD EAOE B8- E54B - 11dl -9A72-0000 F875EADE/ s i " ; e l as s t ype : attempt ed - use r ; r ef erenee : eve, 2006· 
3638 ; r ef e r ence : ur 1 , \'il'IW .m i crosof t . com/ t ec hnet / secur i t y/Bulle t i n/ MS06-042 . ms px ; r e f erence: ur 1 , doc . emergi ngt hr ea t s . net/ 2010 327; re f e r e ne e: u r 1 , WW11 . eme r gi ngth r ea t s . ne t / cg i -
b i n/ CVS\'ie b . egi / s i gs /l,JEB_CLIENT /WEB_ MS06 · 042; s i d : 2010327; rev : 5; ) 

# by s hi rkdog and Bl ake ha r t ste i n , s plit by kev i n r oss far pe r f or ma nce 

• 
##a l e r t te p $EXTERNAL_ NET $HTTP_ PORTS - > $HOME_NET a ny ( msg: " ET ACTIVEX COM Objec t MS06-042 CLS ID 37 Access At t empt " ; f101,1 :es t a bli shed , t o_e lie nt ; eontent : "EC8508Fl- 1C4 E-46e4-A748-
7AA04E7C0496 " ; noc a s e; pe r e : .. / <OBJ ECT \ s+[ ... >] • clas sid \ s *=\ s • [ \x22\x 27 ] ?\ s " cls i d \ s *\x3a \ s*\x7B? \ s * EC8508Fl - 1C4 E •46e4 -A748· 7AA04 E7C0496/ s i " ; e l asst ype: a tt emp t ed- use r ; r ef er ence: eve, 2006 · 
3638 ; r eference: u r l , \'il't'\1 . mierosoft . eom/ technet / secur i t y/Bulle t i n/MS06 -042 . msp x ; r e f e r e nee: url , doc . emergingt hr ea t s. ne t / 2010 328; re f e r e ne e: u rl , WWl'i . eme r gi ngth r ea t s. net / eg i -
bin/ c vswe b . cgi / s igs /l,JE8_CLI ENT /t,JEB_MS06 -042; s id : 2010328; r ev : 5; ) 

# by s hirkdog and Bl ake ha r t ste i n , s plit by kev in ros s far pe r f ormance 

• 
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##a l e rt tc p $EXTE RNAL_NET $HTTP_PORTS - > $HOME_NET a ny ( msg : " ET ACTIVEX COM Obj ect MS06 -042 CLS ID 38 Access At tem pt "; flow: establi shed , t o_c lie nt ; cont e nt :"A2D4529E - 84E0-45S0-A2E0-
C25D7C5CC0D0"; no c ase; pe r e: " / <O BJ ECT\ s +[ "' >] *cl assid \ s*= \ s • [ \ x22 \ x27 ] ?\ s *e l s i d \ s* \ x3a \ s* \ x7B? \ s*A2D45 29 E- 84E0- 4550-A2 E0-(25D7C5CC0D0/ s i "; classtype ; a t tempted - use r ; r ef e r ence : cve • 2006 -
3638 ; re f e r e nce: u r 1 , w1vw . mic rosoft . com/ tech net / secu r-i t y/ Bul l e t i n/ "1506-042 . ms px; r e f e r e nce : u r 1, doc. e me r gi ngt hr eats . net / 2010329; r efe r e ne e: url , www .eme r g i ngth r ea t s . net / cg i -
bin/ cvsweb . cgi / s i gs /l.JEB_CLIENT/WEB_M506-042; sid: 2010329; rev : 5; ) 

# by s hi r kdog and Bl ake ha r tstein , split b-y ke vin ross far pe r forma nce 

• 
##a l e r t tc p $EXTERNAL_ NET $HTT P_PORTS - > $HOME_NE T a ny ( msg : "ET AC TIVEX COM Obj ec t l-1S06-042 CLSID 39 Access Attem pt" ; fl ow: establi shed, t o_client ; cont e nt: " E673DC F2-C316-4c6f -AA96-
4 E4DC6DC291E"; nocase; pe r e: "/ <O BJ ECT\ s+ [ "' >] *classid \ s*= \ s * [ \ x2 2\ x27 ] ?\ s *c l s i d \ s* \ x3a \ s* \ x7 B? \ s* E673DCF2-C316-4c6f -AA96 -4E4 DC60(291 E/ s i " ; c l asstype : a t tempt e d - use r ; refe r ence : cve, 2006-
3638; re f e r e nce : u r l , M'I\-J . mic rosoft . com/ tech net / securi t y/ Bul l e t i n/ "1506-042 . ms px; r e f e r e nce ; u r l , doc . e me rgi ngt hr eats . ne t / 2010330; r efe r e ne e: u r 1, WWh' . eme r g i ngth r eats . net / cg i -
bin/ c vsweb . cgi / s i gs/ l~EB_C LI ENT/WEB_MS06 -042; s id : 2010330; r ev : 5; ) 

#by s hi r kdog an d Bl ake ha r tste i n , s plit by ke vin ross fa r pe r fo r ma nce 

• 
##a l e r t tcp $EXTERNAL_ NET $HTT P_PORTS - > $HOME_NET a ny ( msg:"ET AC TIVEX COM Object 1-1506·042 CLS ID 40 Access At tempt " ; f10~1:establi shed ,to_client; cont ent: "074CA70F-2236-4BA8-A297· 
482A28C2363C"; noc ase; pe r e: " / <O BJ ECT \ s +[ "' >] *classid \ s*= \ s • [ \ x22 \ x27 ] ?\ s* cls i d \ s* \ x3a \ s* \ x7B? \ s*D74CA70 F • 2236-4BA8 · A297 - 4B2A28C2363C/ s i " ; c l asstype : a t tempted - use r ; refe r ence : cve , 2006-
3638; r e f e r e nce: u r l , b'I-Jt-J . mic rosoft . com/ t e ch net / securi t y/ Bul l e t i n/ MS06-042 . ms px ; r e f e r e nce : url , doc . e me r gi ngt hr eats. ne t / 2010331 ; r efe r e ne e : u r 1, Wrll.'i . eme r gingth r eats . net / cgi-
b i n/ c v s1'ieb . cgi / s i gs/ l.JEB_C LI ENT/l>IEB_/'1506 -042; sid: 2010331; r ev : 5 ; ) 

#by s hirkdog a nd Bl ake ha r tstein , spl i t by ke vin r o ss f a r performa nce 

• 
##a l e rt t c p j;EXTERNAL_ NET $HTT P _PORTS - > $HOME_NET a ny ( msg : "ET ACTIVEX COM Object M506 · 042 CLSID 41 Access At tempt"; flow: es t a bli shed , t o_client ; cont e nt :"01002817-5093-4551-81E4 -
831FEF780A53"; nocase; pe r e:" / <O BJ ECT \ s+ [ "' >] *class i d \ s *=\ s * [ \ x22 \ x2 7} ?\ s *cls i d \ s* \ x3a \ s*' \ x7B? \ s*01002 Bl 7- 5D93 - 4551 · 81 E4-831 F EF780A53/ s i "; c l asstype ; a t tempted- use r ; r efe r ence : cve • 2006 -
3638; re f e r e nce: u r 1 , w1-Jt-J . mic r osoft . com/ technet / secu r i t y/Bullet i n/ MS06-042 . ms px; r e f e r e nce : u r 1, doc . e mergi ngt hreats . ne t / 2010332; refe rene e: u r 1, "111'1\'i . eme r g i ngth r eats . net / cg i • 
bin/ c vs1'ieb . cgi / s i gs/ l.JEB_CLI ENT /l>IEB_MS06 -042; sid: 201033 2 ; r ev : 5 ; ) 

#by Ja i me Blasco 

• 
##a l e r t tcp $EXTERNAL_ NET $HTT P_PORTS - > $HOME_NET a ny ( msg:"ET AC TIVEX Mi c rosoft Commun i catio ns Cont r o! Cl s i d Access " ; flow: from_se r ver,es t ab li s he d; content :"648A5600 ·2C6E- 101B -82B6-
000000000014"; noc ase; pe r e : "/ <OBJ ECT \ s +[ "' >] *clas sid \ s *=\ s • [ \ x2 2\ x27 ] ?\ s* cls id \ s* \ x3a \ s* \ x7B? \ s*648A5600- 2C6E-101B-8286- 000000000014/ si " ; class t y pe: a t t empted - use r ; 
r e f e r ence: u r l ,wt.,n." . mic r osoft . com/ technet / secu r i t y/ advisory/ 969898 . mspx; r e f e r e nce : ur l , do c . e me r gingth r ea t s . net / 2009400; r efe r ence : ur 1, IJMW . eme r gingth r ea t s . net/ cgi-
b i n/ c vs1'ieb . cgi / s i gs/ l.JEB_C LIE NT/l>IEB_MSCC; s i d : 2009400; r e v :7; ) 

#by st ill secu r e 

• 
##a l e r t t c p j;EXTE RNAL_ NET $HTT P _PORTS - > $HOME_NET a ny ( msg : "ET AC TIVEX Mic rosof t DebugDi ag Cr a s hHa nght. dll Ac t i veX Cont r o! Remot e De ni al of Se r v i ce " ; flow: t o_c lient , es t ablished; 
cont e nt : "7233D6 F8 -AD31 -440F- BA F0 -9E7A292A5 3DA" ; nocase ; co ntent : "Ge t Ent r yPoi nt Fo r Th r ead"; nocase; e l asstype :web -applicat ion-att ac k; r e f e r enc e : bugt r aq , 31996 ; 
r ef e r ence: u r 1 , doc . eme r g i ngth r eat s . net /2008792; re f e r e nce: ur 1 , Wl"'" . emergingth r eats . net/ cgi-bin/ cvs web . cgi / sigs / l~EB_CLI ENT /WEB _MSDebugDi ag; s i d : 2008792; r ev : 47; ) 

# by ke vi n ross 

• 
##a l e rt t cp $EXTERNAL_ NET $HTTP _PORTS - > $HOME_NE T a ny ( msg : "ET WEB_C LIE NT Poss i bl e Mi c r osof t I nte r ne t Exp l o r e r ms ht ml. d ll Ti me r ID Memor y Po inte r Info r mation Dis clos u r e Att empt " ; 
flow: es tabli s he d, to_c l ient ; content : " set ln t e r va l ( " ; noca se; conten t : "document .ge t Ele me ntByid"; nocase; d i sta nc e :0; cont e nt : " . i nne r HTML"; no c ase; d i stance :0; conte nt : " . t oSt r i ng ( " ; 
nocas e; wi t h in : 60; c l as stype: at t empt ed - use r; r ef e r e nce: u r l , t oo l s. e i sco. com/ sec ur i ty/ cente r /v i er,Ale r t. x?a l e r tld =20815; r e f e r ence : ur 1, reve r semode. com/ index. ph p ? 
opt i o n: com_c ont ent &task=view&id: 68&Itemid=1 ; r ef e r e nce: u r 1, doc . eme r gi ngth r ea t s . net / 2011764; r e f e rence: u r 1, www .eme r g i ngt h r ea t s . ne t / cg i - bi n/ c vsweb. cgi/ s i gs/l.JEB_CLI ENT / l~EB_MSI Ems ht ml ; 
sid : 2011764 ; re v :3 ; ) 

# by s t ill sec ur e 

• 
##a l e r t tcp $EXTE RNAL_ NET $HTTP_PORTS - > $HOME_NE T a ny ( msg : "ET AC TIVEX Mic rosof t Vi s ua l Basic Common AVI ActiveX Cont r o ! File Pa r s i ng Buffe r Ove rflm'i"j flm'i :to_ clie nt,es t a blished; 
content : "809DE715- 87Cl - 1101 - 8BE3 -0000F8754DA1 " ; nocase; con t ent : "Open " ; no ca se; content : " . a v i " ; nocase ; distance : 0; e l ass t ype : we b - applicat i o n-attac k; 
r ef e r ence : u r l • WW\'i . mi h'i0 rm . com/ ex pl oit s / 7431 ; r ef e r e nce : bugt r aq , 32613; r efe r e nce : ur 1 , doc . eme r g i ngth r ea t s . ne t / 2008993 ; r e f er e nce : ur l ,L"'1M . eme r gi ngt h r e ats . net / cg i ­
b i n/ c vsweb . cgi / s i gs / l~EB_CLIENT/l>IEB_MSVB_AVI; sid: 2008993; r ev : 7; ) 

#by Vee r end r a a t secpod 

• 
##a l e r t t c p $EXTERNAL_ NET $HTT P_PORTS - > $HOME_NET a ny ( msg : " ET AC TIVEX Mi c rosof t P i ctur ePus he r Act i veX Cr oss Si te File Upl oad Attac k" ; f10 1JJ: from_se r ve r , es tablished; co nt e nt :" 507813C3-
0826-47AD- A8(0 - D483C7A21FA7 " ; nocase; pere : "/ ht t p\ : // . * ? ( \1J1 ] { 4 , }=1/ i " ; nocase; pe r e: " / ( PostURL IAddSe perator IAddSt r ing I Post ) / i "; classtype: we b-applicatio n- at t ack ; 
r e f e r ence: u r l , mi h J0 r m. com/ explo i ts / 6699 ; ref e r ence: u r l , doc . eme rgingt h r eats . net / 2008673; r e f e r e nce: u r l ,w,......" . eme r g ingthreat s . net/ cgi - b i n/ c vs 1-Je b . cgi / sigs / \-J EB_ CLIENT / WE B _MS_Pi c t ur e pus he r ; 
sid: 2008673; re v : 9; ) 

#by st ill secure 

• 
##a l e r t t c p $EXTERNAL_ NET $HTT P_PORTS - > $HOME_NET a ny ( msg : "ET AC TIVEX Microsof t \.Jha l e In te l ligent App Ga teway Act i veX Buffe r Overflow Func t i on call-1 "; flo L" :from_se r ve r ,establi s hed ; 
cont e nt : "Ac t i veXObj ect"; nocase; c ont e nt : " Compone nt Ma nager. Installer . 1"; d i stance :0 ; nocase; co ntent: "CheckFor Updates " ; noc a se; cla sstype : L-.ie b-applicatio n- at t ac k; 
r ef e r ence: u r 1 , dev . me t as plo i t . com/ r e dm i ne / proj ec t s / fr amel'iOr k/ r e pos i tory/ en t r y / modu l e s / e xpl oi ts /wi ndows / bro ,..J se r / ms ,..Jha l e_c hec kfo r u pda t es . r b; r e f e re nce : ur l , w111w . kb . ce r t . org/vul s / i d /789121 ; 
r ef e r ence: u r 1, doc . eme r g i ngth r eats . net /210560 ; r efe r e nce : u r l , wh'L-.i . eme r g i ngthr eats . net / cgi - bi n/ cvsl'ieb. cgi / s i gs / 1-JEB_ CL I ENT / l>JEB _MS_l>Jha l e; sid: 2010560 ; rev : 3 ; ) 

#by s t ill secure 

• 
##a l e rt t c p $EXTE RNAL_NET $HTTP _PORTS - > $HOME_NET a ny ( msg : "ET ACTIVEX Mic rosoft l.Jha l e In telligent App Gate1'iay Ac t i ve X Buffe r Ove rflow Funct i on call - 2" ; fl ol-J : fr om_ se r ve r,establi s he d; 
conte nt : "Ac t i veXOb j ect " ; nocase ; cont e nt : " Compone nt Ma nager. Ins t a lle r . 1"; d i s t a nce ;0 ; nocase ; content: "UpdateCompo nent s " ; nocase; e lass t ype : IJJ e b-app l ica t ion -a t t a c k; 
r ef e r ence: u r 1 , dev . me t as pl o i t . com/ r edmine / p rojec t s / f r ame1'io r k/ r epos i tory/ en t ry/ mo du l e s / expl o i t s /wi ndo111 s / b rowse r / mswha l e_c heckforu pda t es. r b; refe r e nce ; ur l , wvrw . kb . ce rt . org/vul s / i d /789121; 
r ef e r ence: u r 1 , doc . eme r g ingth r eat s . net /2010561 ; re f e r e nce: ur l , WL"'" · emergingthreat s. net/ cgi-bin/ cvs web . cgi / sigs /l~ EB_CL IE NT /WEB_MS_Wha le ; s i d: 2010561; r e v : 3; ) 

# by s t ill sec ur e 

• 
##a l e r t t cp $EXTE RNAL_ NET $HTT P_PORTS - > $HOME_NE T a ny ( msg : "ET ACTIVEX Mic rosof t l-Jha l e Intell i gent Application Ga t e\',,ay Ac t i veX Buffe r Ove r flm'i·l"; flow:establ i s hed ,to_clie nt ; 
cont e nt : "8D9563A9- 8D5F-459B-87F2 - BA84225 SC B9A"; nocase; con t ent : "C hec kFor Updates"; noc ase; pc r e : "/ <OBJ ECT\ s +[ " >] *c l as s i d \ s*:\ s * [ \ x22 \ x27 ] ?\ s*c l s i d \ s* \ x3a \ s* \ x7 B ?\ s *809563A9-8D5F-4 59 B-
87F2- BA842255C B9A/ s i " ; e l asstype :we b-application - attack; 
r ef e r ence: u r 1 , dev . me t as plo i t . com/ r edmi ne / pro ject s / fr ame1~o r k/ r e pos i t ory/ en t ry/ mo du l e s / e xpl oi t s /wi ndows / b r owse r / mswha l e_c heckf o r u pdates. r b; r e ference ; ur 1 , IJNM , kb . ce r t . o r g /vul s / i d / 789121; 
r ef e r ence: u r 1 , doc . eme r g ingth r eat s, net /2010562 ; r e f e r e nce: ur 1, \'l\>1\-.i . emergingthreat s. net/ cgi - bin/ cvs we b . c gi / sigs /l~ EB_CLIE NT /WEB_MS_\-.1ha le ; s i d: 2010562; r ev; 5; ) 

#by st ill sec ur e 

• 
##a l e r t tc p $EXTERNAL_ NET $HTT P_PORTS - > $HOME_NET a ny ( msg : "ET AC TIVEX Mic rosoft l.Jha l e Intelligent Application Gateway Ac t i veX Buffe r OverfloL'i·2" ; flow:es t a blished,to_client; 
cont e nt : "8D9563A9- 8D5 F- 459B- 87F2 - BA842255CB9A" ; noca se ; content : "Up dateComponents"; nocase ; pe r e : "/ <OBJ ECT \ s+[ " >] *cla ssid\ s *=\ s * [ \ x22 \ x27 ] ?\ s*cl s i d \ s* \ x3a \ s*\x7B ?\ s *8D9563A9-8D5F-459B-
87F2- BA84225SCB9A/ s i " ; c l assty pe :we b-appl i c ation -attac k; 
r ef e r ence : u r l • dev . me t as ploi t . com/ r edmi ne / pro ject s / fr ame1~o r k/ r e pos i t ory/ en t r y/ modu l e s / ex pl o i t s /wi ndo'11 s / b r o,..Jse r / ms ,..Jha l e _c heckf o r u pdates . r b; r efe r e nce ; ur l , IJNM , kb . ce r t . o r g /vul s / i d /789121 ; 
r ef e r ence: u r 1 , doc . eme r g i ngth r eat s. net / 2010563 ; re f e r e nce : ur 1, \'l\>1\-.i , emergingthreats. ne t / cg i - b in/ cvs web . cgi / sigs / l-J EB_CLIE NT /WEB_MS_Wha le; s i d: 2010563; r ev : 5; ) 

#by s till sec ur e 

• 
##a l e r t t c p $EXTE RNAL_ NET $HTT P _PORTS - > $HOME_NET a ny ( msg : "ET AC TIVEX Mi c r osoft l.J i ndows Med i a Se r v i ces nskey . dll Act i veX Cont r o! Poss i b l e Remote Buffe r OVerflow" ; 
f101JJ : to_c lie nt , establi s he d; content : " 2646205B- 878C- 11D1 - 807C-0000C0408COB" ; noc ase; content : "Ca l l HTMLHe l p"; nocase; e l ass t ype : 111eb• applica t ion-at t ack; r efe r ence : bugt raq , 30814; 
r e f e r ence: cve, 2008- 5232; r efe r e nce : u r 1, doc . eme r g i ngthr eats . net / 2008925; r efe r e nce: url , Wl·M. e me rgi ngthr eats. ne t / cgi-b i n/ cv swe b . cg i / sigs/ WE B_C LI ENT /l>IEB_MS_Wi nd m-J s_Med i a_Se r v i ces; 
s i d: 2008925; r ev : 7; ) 

#by Akas h Ma ha jan of Sti llsecur e 

• 
##a l e r t t c p $EXTE RNAL_ NET $HTT P _PORTS - > $HOME_NET a ny ( msg : "ET AC TIVEX Mi c rosof t l~o r ks 7 l~ ki mgS r v .d ll ActiveX Remo t e BO F Expl oi t "; flow; t o_c lient , es t a blis hed; content: "0x40000" ; 
cont e nt : "l~ks Pi c t u r e i nte r f ace"; nocase; di stance : 0 ; co nt ent : "00E1DB59-6E FD-4C E7-8C0A- 2DA3 BC AAD9C6"; no ca se; distance :0; e l a sstype :web-a ppl ication-at tack; r efe re ne e : bugt r aq , 28820; 
r ef e r ence: u r 1 , wtoJW . mi h 'i0 rm . com/ ex pl oit s / 5460; r ef e re nce: u r 1, WrM . milw0rm. com/ exp l o i ts / 5530; r efe r ence : ur 1 , doc . emerg i ngt h r eats . net / 2008226; r efe r e nce : ur 1, WllNJ. eme r g i ngt h r ea t s . net / cgi ­
bin/ c vs1'ieb. cgi / s i gs/ l.JEB_C LI ENT /l>IEB_MS_l>Jorks; s id: 2008226; r ev : 8; ) 

#by s t ill secure 

• 
#a l e r t t cp $ EXTERNAL_NET $HTTP_PORTS - > $HOl-1 E_NET a ny (msg:" ET NEB_CLI ENT Mi c r osof t XML Co r e Serv i ces DTD Cr oss Doma i n I nformat i on Oi sclosur e obj ect"; flow: t o_cli ent,es t ab li s hed ; 
content : "Msxml 2 . DOMDoc ume nt . 3 . 0"; nocase ; conten t : " l oadXML" ; d i s t a nce: 0; nocas e; content ; "pa r seE r r o r . s rcText " ; dis tance: 0 ; nocase; c l ass t ype :web-applic ation - a t tac k; 
ref e r ence: bugt r aq , 32155; r efe r e nce: u r l , milw0 r m. com/ expl o i t s/7196; r ef e r ence; u r 1 , doc . eme r gi ngthr ea ts . ne t / 2008886; r e f e r e ne e; ur 1, W\'il'i . e me r gi ngt hr ea t s . ne t / cgi-
bin/ c vsweb. cgi / s i gs / l.JEB _C LIENT /WEB_MS_XML_Co r e; s i d : 2008886; rev : 6; ) 

#by s t ill sec ur e 

• 
##a l e r t tc p $EXTE RNAL_ NET $HTT P_PORTS - > $HOME_NE T a ny ( msg : "ET AC TIVEX Mic rosof t XML Core Se r v i ces DTD Cr oss Domain Inf or mation Disclosu r e cls i d " ; flm-J : to_c lie nt,e stablished ; 
cont e nt : "f 5078f32 - c 551-l l d3 - 89 b9 -0000f 81 f e221"; nocase; con t ent : " l oadXML" ; nocase; dis t a nce : 0 ; cont e nt : "pa r seE rro r . srcText " ; nocase; d i s t ane e: 0; c l ass t ype :we b-application - attack; 
r ef e r ence : bugt r aq , 32155; r e f e r e nce : u r l , mil l-J0rm. com/ e xpl oi t s / 7196; r ef erence: url , doc. eme r gi ngthr eats . ne t / 2008887; r e f e r e ne e: ur l , W\'il'i . eme r gi ngt hrea t s. ne t / cgi -
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b i n/ cvsweb. cg i / s i g s / 1,JEB_C LI ENT/ \.JEB_MS_XML_Core; s i d : 2008887 ; r e v : 7 ; ) 

##a l e r t t c p $EXTERNAL_ NET $HTTP_PORTS - > $HOME_ NET a ny ( msg : " ET ACTIVEX M~,/6 Tec hn ol ogies Ba r code Act i veX Ba r code .dll Mu l t i p l e Ar bi tra ry File Ove n ir i te " ; fl m~ : t o_c lient , establishe d ; 
content : "14O09688- CFA7- 11O5- 995A-005004CE56 3B"; nocase; pc r e : " / ( Sav eAsBl'lP I Sa veAs~ F )/ i " ; e lasstype : web - applicatio n-at t ac k ; r efe r ence : b ugt r a q, 31979 ; 
r e f e r e nce : u r l , mi b ,0 r m. c om / e xp l o i ts / 6871 ; ref e r e nc e : u r l , do c . eme r gingth r eats. net / 2008809 ; r ef e r enc e: u r 1 , Mvw . eme r gingt hr 




