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Table 7 Operators and Input Fields for Each Data Type 
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Table 8 Filter Operators 
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This appendix is designed to help you install SonicWALL ViewPoint. If you have not 
used SonicWALL ViewPoint before, you might want to familiarize yourself with 
SonicWALL ViewPoint concepts and features. This appendix contains the following 
sections:

“About Installing and Upgrading SonicWALL ViewPoint” section on page 336

“Activating SonicWALL ViewPoint on Your Appliances” section on page 340

“Installing Universal Management Suite” section on page 342

“Upgrading SonicWALL ViewPoint 5.1 to 6.0” section on page 349

“Registering SonicWALL ViewPoint” section on page 351

“Configuring Deployment Settings” section on page 354

“Upgrading from ViewPoint to GMS” section on page 356

“Miscellaneous Procedures and Troubleshooting Tips” section on page 368
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You can either perform a fresh installation of SonicWALL ViewPoint using the installer 
or upgrade a previous installation of SonicWALL ViewPoint, patched or unpatched. 

The upgrade installer checks with the SonicWALL backend to see if the 
SonicWALL ViewPoint deployment has valid support. If it does not, then the upgrade 
discontinues. When the SonicWALL ViewPoint installer detects that the SonicWALL 
backend site is not accessible, it prompts the user to enter an Upgrade Key. 

If the key is valid, it allows the upgrade to continue. If the key is invalid, the installation 
fails.

This chapter describes how to install or upgrade SonicWALL ViewPoint.

To install or upgrade SonicWALL ViewPoint, complete the following procedures: 

Review the installation requirements. See “Installation Overview” on page 336.

To install SonicWALL ViewPoint, see “Installing Universal Management Suite” on 
page 342.

The SonicWALL ViewPoint Installation program is an HTML-launched installer that 
automatically detects whether you are installing on Windows Server 2000/2003/2008. 
After the installation program detects the operating system, the installation procedure is 
identical. 
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Before installing SonicWALL ViewPoint, review the requirements in the following 
sections: 

Operating System Requirements, page 337

Database Requirements, page 337

Java Requirements, page 338

Browser Requirements, page 338

Hardware Requirements, page 339

SonicWALL Appliance and Firmware Support, page 339

Network Requirements, page 339

MySonicWALL Account Requirements, page 340

In order to install and run SonicWALL ViewPoint, you must be logged in as the 
administrator. SonicWALL ViewPoint is supported on the following operating systems:

Windows Server 2008 SBS, 64-bit

Windows Server 2008 Standard (SP1), 32-bit and 64-bit

Windows Server 2003 (SP2), 32-bit and 64-bit

Windows Server 2000 (SP4)

Windows 7, 32-bit and 64-bit

Windows Vista (SP1), 32-bit and 64-bit

Windows XP Professional (SP3), 32-bit

In all instances, SonicWALL ViewPoint runs as a 32-bit application.

For fresh installations or after upgrading from 5.1, SonicWALL ViewPoint 6.0 supports 
the following database:

MySQL 32-bit version 5.0.83 for Windows, bundled with SonicWALL ViewPoint 
5.1 and above
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The MySQL 5.0 separate installer that was provided with SonicWALL ViewPoint 5.0 is 
still supported.

The requirements for the MySQL server are as follows: 

Windows 2000 (SP4) and newer Windows operating systems

Minimum 300 GB hard disk space

Minimum 2 GB RAM 

NTFS file system 

Not a Virtual Machine (VM) 

After upgrading from 5.1, SonicWALL ViewPoint 6.0 supports the following databases 
only when the database was already in use prior to upgrading:

Microsoft SQL Server 2005 (SP2), 32-bit and 64-bit, as follows:

SQL Server 2005 Workgroup

SQL Server 2005 Standard

SQL Server 2005 Enterprise

SonicWALL ViewPoint does not support Microsoft SQL 2005 Express

Microsoft SQL Server 2000 (SP4)

Microsoft Desktop Engine (MSDE) bundled with ViewPoint

Java Plug-in version 1.6 or higher is required on client machines when accessing the 
SonicWALL ViewPoint application interface. SonicWALL Universal Management Suite 
(UMS)  automatically downloads the latest Java Plug-in. SonicWALL UMS services use 
JRE 1.6. For the Web server, SonicWALL UMS uses Tomcat 6.0.20.

Microsoft Internet Explorer 6.0 or higher

Mozilla Firefox 2.0 or higher

Pop-up blocker disabled

SonicWALL ViewPoint supports SSL 3.0 / TLS 1.0 for HTTPS direct login to 
SonicWALL appliances from SonicWALL ViewPoint. For enhanced security across a 
SonicWALL ViewPoint network for installations that must comply with stringent 
regulatory compliance and account management controls as found in such standards as 
PCI, SOX, or HIPAA, the following browsers have SSL 3.0/TLS 1.0 as standard 
encryption protocols:

Microsoft Internet Explorer 7.0 or higher
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Mozilla Firefox 2.0 or higher

The hardware platform where SonicWALL ViewPoint is installed must meet the 
following requirements:

x86 environment

3 GHz or faster single-CPU Intel processor

Minimum 2 GB RAM

At least 100 GB of free disk space

SonicWALL ViewPoint requires large amounts of disk space for database storage. In 
early versions, the maximum raw syslog database size was 2 GB. SonicWALL ViewPoint 
now provides enhanced database capacity by creating a new 2 GB database everyday. 
Each file name includes the date it was created for easy reference.

You can use SonicWALL ViewPoint reporting for the following SonicWALL security 
appliances:

SonicWALL firewalls running SonicOS 1.0 or higher, or SonicWALL firmware 
6.1.2.0 or higher

SonicWALL SSL-VPN 200 / 2000 / 4000 running SonicOS SSL VPN 2.1 or higher

SonicWALL SRA 4200 running SonicOS SSL VPN 3.5.0.11 or higher

SonicWALL Aventail E-Class SRA EX-Series appliances running version 9.0 or 
higher

SonicWALL CSM Series running SonicOS CF 1.0 or higher

To complete the SonicWALL ViewPoint deployment process, the following network 
requirements must be met:

You should either disable your personal firewall, or enable ports for syslog, syslog 
forwarding, and SNMP traps. The default syslog port is UDP 514 and the default SNMP 
port is UDP 162. 
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If the SonicWALL ViewPoint system is behind a gateway or firewall, you may need to 
open up these ports on that device. 

If accessed from the WAN interface, the SonicWALL appliance must have a static IP 
address. Otherwise, it may have either a static or dynamic IP address.

HTTP and HTTPS access for adding a SonicWALL appliance to ViewPoint is supported 
as follows:

HTTP for access to a LAN IP address only

HTTPS for access to a LAN IP or WAN IP address

A MySonicWALL account is required to complete the SonicWALL UMS installation and 
registration process. If you do not already have a MySonicWALL account, open a Web 
browser and navigate to the following website:

Follow the on-screen prompts to create a user account.

To use SonicWALL ViewPoint, you must license it on each SonicWALL security 
appliance for which you want reports. The SonicWALL appliance must be registered on 
MySonicWALL before you can purchase and activate the SonicWALL ViewPoint license 
for it. You must also enable the SonicWALL ViewPoint license on the appliance itself.

See the following sections:

“Registering Your SonicWALL Appliance” on page 341

“Activating the ViewPoint Software on Your Appliance” on page 341

“Enabling the ViewPoint License on Your Appliance” on page 342

Keysight, EX-1030 
Page 506



To register the SonicWALL appliance that ViewPoint will monitor, perform the 
following steps:

Log on to MySonicWALL.

Click My Products. The SonicWALL My Products page displays.

Enter your SonicWALL serial number in the Serial Number field.

Enter a descriptive name for the SonicWALL appliance in the Friendly Name field.

Select the Product Group from the drop-down list. 

Click Register. The MySonicWALL website registers the SonicWALL appliance.

To activate the SonicWALL ViewPoint software, perform the following steps:

Log on to mysonicwall.com.

Click the label of the newly registered SonicWALL appliance. The Service 
Management page displays.

Scroll down to locate the ViewPoint service and click Enter Key. The Activate 
Service page displays.

Enter the ViewPoint Activation Key in the Activation Key field. The ViewPoint 
Activation Key is printed on the ViewPoint Software License Certificate shipped 
with the ViewPoint package. If you purchased ViewPoint on mysonicwall.com, the 
key is emailed to you.
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Click Submit. After the Activation Key is registered, a ViewPoint License Key will 
appear. Carefully write down the ViewPoint License Key in a safe place.

To enable the SonicWALL ViewPoint license, perform the following steps:

Log into the SonicWALL appliance.

Navigate to Log > ViewPoint. The ViewPoint page displays.

Enter the ViewPoint License Key provided by mysonicwall.com in the Enter 
Upgrade Key field.

Click Apply.

Restart the SonicWALL for the change to take effect.

This section provides the procedures to install the SonicWALL Universal Management 
Suite (UMS) software. To install the SonicWALL UMS software, perform the following 
steps:

Log on to your SonicWALL ViewPoint management computer as administrator
(Windows).

Run the SonicWALL ViewPoint installation file, 
sw_gmsvp_win_eng_6.0.xxxx.xxxx.exe (where “xxxx” represent the exact 
version numbers). It may take several seconds for the InstallAnywhere installer to 
initialize.
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In the Introduction screen, click Next.

In the License Agreement screen, select the radio button next to I accept the terms 
of the License Agreement. Click Next.
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Select the path to the folder where you would like to install SonicWALL ViewPoint. 
You can accept the default path, C:\GMSVP, type in a new path, or click the 
Choose button to navigate to the selected folder. When you are finished, click Next.

Do not include spaces in the SonicWALL ViewPoint installation path.
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Select the IP address you want SonicWALL Services to bind to for capturing syslog 
and SNMP packets. The default is your management computer IP address. To 
provide a different IP address, select the radio button next to Other and enter the 
IP address. Click Next.

In the SonicWALL Universal Management Suite Settings window, enter the Web 
server ports for HTTP and HTTPS. 
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If you receive the message “Cannot bind to the port number specified. Please 
specify a different one,” the port you specified in Web Server Port is in use 
by another program, for example, Internet Information Services (IIS). 
Specify another unused Web server port, for example, 8080. 

If you specify a custom port, you will need to modify the URLs you use to 
access SonicWALL ViewPoint by using the following format: 
http://localhost:<port>/sgms/login (to login from the local host) or 
http://<host_ipaddress>:<port>/sgms/login (to login from a remote 
location). For example, if you specified port 8080, the URL would be 
http://localhost:8080/sgms/login for a local host login, or
http://10.0.93.20:8080/sgms/login for a remote login.

Click Install. You may see a Windows Firewall security alert. If you do, click 
Unblock.
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The Installer displays the installation progress during the few minutes required. 
Upon completion, whether or not the system has Windows Firewall enabled, a 
dialog is displayed notifying you to either disable the firewall or manually open the 
syslog and SNMP ports, and to ensure that these ports are open on your network 
gateway or firewall. Click OK.

The Important Registration Information screen provides the URL and credentials 
to use to access the SonicWALL ViewPoint Universal Management Host system 
interface after restarting your system, as well as information about registration. 

The default URL for accessing the interface from the local system is:
http://localhost:80/

The default credentials are: 
User name – admin
Password – password

To register for a SonicWALL ViewPoint installation, enter the word VIEWPOINT
instead of a serial number when you register the product on MySonicWALL.
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Click Next.

In the Installation Complete screen, select one of the following options for 
restarting your system to complete the installation, and then click Done:

Yes, restart my system

No, I will restart my system myself
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After restarting your system, you can access the SonicWALL ViewPoint UMH 
system interface by either clicking on the new desktop shortcut for SonicWALL 
Universal Management Suite 6.0 or by pointing your browser at 
http://localhost:80/.

Your default Web browser will launch http://localhost:80/appliance/login.

Login using the username admin and the password password.

You will be prompted to change your password.

To upgrade from SonicWALL ViewPoint 5.1 to 6.0 using the the Universal Management 
Suite 6.0 single binary installer, perform the following steps:

Log on to your SonicWALL ViewPoint management computer as administrator
(Windows). Launch the SonicWALL Universal Management Suite 6.0 installer, by 
double-clicking the file sw_gmsvp_win_eng_6.0.xxxx.xxxx.exe (where “xxxx” 
represent the exact version numbers). It may take several seconds for the 
InstallAnywhere self-extractor to initialize.

In the Introduction screen, click Next.

In the License Agreement screen, select the radio button next to I accept the terms 
of the License Agreement. Click Next.

When the installer detects that SonicWALL ViewPoint 5.1 is currently installed on 
the system, a notification is displayed. Click Install to continue the upgrade.

The installer begins installing the files, using the existing installation folder, IP 
address to which SonicWALL Services bind for capturing syslog and SNMP packets, 
and Web port settings.

Keysight, EX-1030 
Page 515



The Installer displays the installation progress during the few minutes required. 
Upon completion, whether or not the system has Windows Firewall enabled, a 
dialog is displayed notifying you to either disable the firewall or manually open the 
syslog and SNMP ports, and to ensure that these ports are open on your network 
gateway or firewall. Click OK.

The Important Registration Information screen provides the URL for access to the 
SonicWALL ViewPoint Universal Management Host system interface after upgrade 
completion, as well as information about registration. 

The default URL for accessing the interface from the local system is:
http://localhost:80/

The default credentials are: 
User name – admin
Password – password

To register for a SonicWALL ViewPoint installation, enter the word VIEWPOINT
instead of a serial number when you register the product on MySonicWALL.

Click Next.

The final installer screen contains the path of the installation folder, and warns you 
that the Universal Management Suite Web page will be launched next. Click Done.

In the SonicWALL ViewPoint login page, enter the same credentials for User and 
Password that you had in your earlier version prior to the upgrade.
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SonicWALL ViewPoint registration is performed using the Universal Management Host 
system management interface. The first time you log into the system interface, the 
System > Status page will display a Registration Pending notification at the top of the 
screen, and the Register button will be available in the top right corner of the interface.

SonicWALL ViewPoint must be registered before you can use it. To complete 
registration, SonicWALL ViewPoint must have access to the Internet. The 
SonicWALL ViewPoint registration process sends your registration information to the 
MySonicWALL registration site. When registration is completed, SonicWALL ViewPoint 
will be licensed on your system.

To register SonicWALL ViewPoint, perform the following steps:

In a browser, log in to the system management interface 
(http://<host>:80/appliance/login). If this is the first time you have logged in 
after running the Installer and rebooting, you will be required to change the 
password for the admin account. Enter the new password in the appropriate fields 
and then click Submit.
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If the software detects that the Windows Firewall is enabled on the system, a 
warning dialog box is displayed on top of the System > Status page. To receive syslog 
and SNMP packets, either disable the Windows Firewall or configure it to open 
these ports (default syslog port UDP 514 and default SNMP port UDP 162). When 
ready, click OK.

Optionally, you can select the Perform this check after 30 days checkbox if you 
do not plan to disable the Windows Firewall immediately, and do not wish to see this 
warning every time you login. The check for Windows Firewall cannot be disabled 
completely, and if you leave it running you will see this alert after the 30-day delay. 
You can repeat the delay as many times as needed.

In the System > Status page, click the Register button.
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In the License Management page, type your MySonicWALL user name and 
password and then click Submit.

In the next License Management page, type VIEWPOINT (all capital letters) into 
the Serial Number field and leave the Authentication Code fields blank. Type a 
descriptive name for the system into the Friendly Name field and then click 
Submit.
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In the next License Management page, click Continue. This completes the 
registration process.

When registration is complete, the Deployment > Roles page is displayed. Although 
there is only one possible role for a SonicWALL ViewPoint deployment, you must 
still configure certain fields on this page and then click Update to fully activate the 
application. For instructions on configuring these settings, see the “Configuring the 
Deployment Role” section on page 32.

This section describes the settings available on the Deployment > Settings page of the 
UMH system management interface, available by default at: 
http://localhost/appliance

To change the Web port settings, perform the following steps:

On the Deployment > Settings page under Web Port Configuration, to use a 
different port for HTTP access to the SonicWALL ViewPoint, type the port number 
into the HTTP Port field. The default port is 80.

To use a different port for HTTPS access to the SonicWALL ViewPoint, type the 
port number into the HTTPS Port field. The default port is 443.

Click Update to apply the Web port settings. 
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After the appliance restarts, use the new port to access the “appliance” or 
SonicWALL ViewPoint management interface. For example:

If you changed the HTTP port to 8080, use the URL: 
http://<IP Address>:8080/appliance/

If you changed the HTTPS port to 4430, use the URL: 
http://<IP Address>:4430/appliance/

The SMTP settings are used for sending email alerts to the SonicWALL ViewPoint 
administrator. To configure the SMTP settings, perform the following steps:

On the Deployment > Settings page under SMTP Configuration, enter the IP 
address of the SMTP server into the SMTP server field.

In the Sender address field, enter the email address that will appear as the ‘From’ 
address when email alerts are sent to the administrator.

In the Administrator address field, enter a valid email address for the 
administrator who will receive email alerts.

Click Update to apply the SMTP settings.
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SonicWALL ViewPoint installations have the option of upgrading to SonicWALL GMS 
without reinstalling. You can start a 30-day Free Trial of SonicWALL GMS by clicking a 
button or link in either the ViewPoint or Universal Management Host interface and 
following a simple procedure. When you are ready to finalize the upgrade, your 
SonicWALL reseller can provide you with the license key for a seamless transition to 
SonicWALL GMS. 

When five or more registered devices are connected to SonicWALL ViewPoint reporting, 
the Try GMS Free - 30 Days button appears next to the tabs at the top of the 
SonicWALL ViewPoint management interface.

You can also start the Free Trial by clicking Manage Licenses on the System > 
Licenses page of the Universal Management Host interface, and then clicking the Try
link.

For details on enabling the SonicWALL GMS Free Trial and purchasing the SonicWALL 
GMS upgrade license, see the following sections:

“Enabling the GMS Free Trial from ViewPoint” section on page 357

“Enabling the GMS Free Trial from the UMH Interface” section on page 359

“Completing the Free Trial Upgrade” section on page 360

“Configuring Appliances for GMS Management” section on page 364

“Purchasing a SonicWALL GMS Upgrade” section on page 366
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When five or more devices are connected to SonicWALL ViewPoint reporting, the Try 
GMS Free - 30 Days button appears next to the tabs at the top of the SonicWALL 
ViewPoint management interface. 

To find out how many devices your SonicWALL ViewPoint installation is handling, log 
in to MySonicWALL and navigate to the My Products page. Click on the link for your 
SonicWALL ViewPoint installation to get to the Service Management page, and scroll 
to the bottom. You will see the list of appliances under Associated Products.

To enable the 30-day SonicWALL GMS Free Trial from the SonicWALL ViewPoint 
management interface, perform the following steps:

In the SonicWALL ViewPoint management interface, click the Try GMS Free - 30 
Days button next to the tabs at the top of the page.

The Viewpoint Upgrade Tool launches and guides you through the process of 
installing the Free Trial or Upgrade. The tool displays the Upgrade Requirements 
– Licensing screen. Before migrating to GMS 5.1, ensure that all appliances under 
Viewpoint reporting are registered to the same MySonicWALL account. Follow the 
steps provided in the screen, and then click Proceed.
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The Upgrade Requirements – System screen displays the recommended 
operating system, database, and hardware system requirements. Click Proceed.

The ViewPoint Upgrade Tool displays the login screen for MySonicWALL. Enter 
your MySonicWALL credentials and click Submit.
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In the next ViewPoint Upgrade Tool page, click the Try link in the Free Trial
column for Global Management System.

From this point, the upgrade process continues with the same steps for access from 
either the SonicWALL ViewPoint interface or the Universal Management Host 
interface. To continue the procedure, perform the steps in the “Completing the Free 
Trial Upgrade” section on page 360.

To enable the 30-day Free Trial of SonicWALL GMS from the Universal Management 
Host interface on your SonicWALL ViewPoint system, perform the following steps:

In the Universal Management Host interface, navigate to the System > Licenses 
page and click Manage Licenses.

If you are not already logged into MySonicWALL, the MySonicWALL login screen 
is displayed. Enter your MySonicWALL credentials in the appropriate fields and log 
in.
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On the next page, click the Try link in the Free Trial column for Global 
Management System.

From this point, the upgrade process continues with the same steps for access from 
either the SonicWALL ViewPoint interface or the Universal Management Host 
interface. To continue the procedure, perform the steps in the “Completing the Free 
Trial Upgrade” section on page 360.

This procedure provides the common upgrading steps for access from either the 
SonicWALL ViewPoint interface or the Universal Management Host interface. To get to 
this point in the process, follow the steps described in one of the two preceding sections:

“Enabling the GMS Free Trial from ViewPoint” section on page 357

“Enabling the GMS Free Trial from the UMH Interface” section on page 359

To continue the upgrade, perform the following steps:

In the ViewPoint Upgrade Tool page, click the Continue button.
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The next screen provides a summary of GMS and ViewPoint status. Verify that the 
Try link for the Free Trial is gone and only the Upgrade link remains. The 
Expiration column displays the expiration date of your Free Trial. You can click the 
Upgrade link at any time during the Free Trial to purchase the SonicWALL GMS 
upgrade. Click Proceed.

In the next ViewPoint Upgrade Tool page, you begin the configuration for 
SonicWALL GMS instep 2 of the upgrade process. This page displays two sections:

Automatic Configuration – Contains a list of SonicWALL UTM or CSM 
appliances in your ViewPoint installation. These appliances will be 
automatically configured for SonicWALL GMS management.

Manual Configuration – Contains a list of SonicWALL Aventail, SSL-VPN, or 
CDP appliances in your ViewPoint installation. You must manually configure 
these appliances for SonicWALL GMS management. See the “Configuring 
Appliances for GMS Management” section on page 364 for detailed 
instructions on enabling SonicWALL GMS management on these appliances.
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When ready, click Proceed.

When the configuration finishes, the ViewPoint Upgrade Tool displays the 
completion dialog box. Click Close to log out of the console and restart the system.
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The GMS login page appears and requests that you reboot the system. Reboot the 
system. If a reboot is not performed, you may encounter problems with the correct 
IP Address appearing.

After rebooting, log in with your ViewPoint credentials.

When you log in, you will see a button displaying the number of days left in your 
Free Trial at the top of the page.

On the System > Status page for connected appliances, you can view the log entries 
for task synchronization and automatic addressing mode, related to the GMS 
configuration.
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To manually configure the appliances listed in the Manual Configuration section of the 
ViewPoint Upgrade Tool page (see Step 3. on page 361), perform the following steps for 
each appliance:

In the SonicWALL GMS management interface, click the tab at the top of the page 
that corresponds to the type of appliance, such as SSL-VPN or CDP.

In the left pane, right-click one of the listed appliances and select Modify Unit.

In the Modify Unit screen in the right pane, copy the appliance IP address in the 
Managed Address section to your clipboard, or make a note of it.

Click Cancel.
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In the left pane, right-click the same appliance and select Login to Unit > Using 
HTTPS.

In the appliance management interface, navigate to the System > Administration 
page.

Under GMS Settings, select the Enable GMS Management checkbox, or verify 
that it is selected.

In the GMS Host Name or IP Address field, paste or type the appliance IP address 
that you obtained from the Modify Unit screen in Step 3.

Click the Accept button at the top of the appliance interface screen.

Click the Logout button in the top right corner of the appliance interface screen.

Repeat these steps for each appliance listed in the Manual Configuration section of 
the ViewPoint Upgrade Tool page.
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You can purchase an upgrade to SonicWALL GMS at any time during the 30-day Free 
Trial.

To purchase the SonicWALL GMS license, perform the following steps:

In the SonicWALL GMS interface, click the GMS Free Trial X Days Left button, 
where X is the number of days left in the Free Trial.

In the Buy GMS page, click I want to upgrade to GMS now.

The Console > Licenses > Product Licenses page is displayed. Click Manage 
Licenses.
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In the next page, in the Manage Service column for Global Management System, 
click the Upgrade link.

The next page has Serial Number and Authentication Code fields for 
SonicWALL GMS. You must contact your SonicWALL reseller to complete the 
purchase and obtain the 12-character serial number and authentication code. Type 
in the values to the Serial Number and Authentication Code fields.

Enter a descriptive name for the SonicWALL GMS installation into the Friendly 
Name field. This name will appear in your MySonicWALL account.

If your SonicWALL ViewPoint installation currently handles more than 10 
appliances, when you upgrade to SonicWALL GMS you will need to purchase 
additional SonicWALL GMS license(s) to manage the extra appliances. The standard 
“10-node” SonicWALL GMS license provided with the Free Trial supports up to 10 
managed appliances. Enter the license keys for any additional SonicWALL GMS 
licenses into the GMS upgrade keys text box, one key per line.

Click Submit. The License page is displayed, showing that SonicWALL GMS is now 
licensed.
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This section contains miscellaneous SonicWALL ViewPoint procedures and 
troubleshooting tips. 

This section contains information on procedures that you may need to perform. Select 
from the following:

It is highly recommended that you regularly back up the SonicWALL ViewPoint 
data. For more information, see “Backing up SonicWALL ViewPoint Data” on 
page 368.

SonicWALL ViewPoint requires Mixed Mode authentication when using SQL 
Server 2000. To change the authentication mode, see “Changing the SQL Server 
Authentication Mode” on page 369.

If you are reinstalling SonicWALL ViewPoint, preserving the previous configuration 
settings can save a lot of time. To reinstall SonicWALL ViewPoint using an existing 
SonicWALL ViewPoint database, see “Reinstalling SonicWALL ViewPoint Using an 
Existing Database” on page 369.

If you need to uninstall SonicWALL ViewPoint from a server, it is important to do 
it correctly. To uninstall SonicWALL ViewPoint, see “Uninstalling SonicWALL 
Universal Management Suite and Its Database” on page 369.

SonicWALL ViewPoint stores its configuration data in the SGMSDB database. It is 
important to back up this database and the individual SonicWALL ViewPoint databases 
(sgmsvp_yyyy_mm_dd) on a regular basis. 

The Console > Management > Database Maintenance page provides the necessary 
support for backing up and restoring the MySQL database that is bundled with 
SonicWALL UMS. For more information, see the “Database Maintenance” section on 
page 66.

If you are using SQL Server, this can be accomplished by backing up the entire SQL 
Server using the database backup tool. When using this tool, there is no need to stop the 
SonicWALL ViewPoint services for database backup. However, make sure that the 
backup occurs when SonicWALL ViewPoint activity is the lowest and that the backup 
operation schedule does not clash with the SonicWALL ViewPoint scheduler.
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SonicWALL ViewPoint requires the Mixed Mode authentication mode. To change the 
authentication mode from Windows Mode to Mixed Mode, follow these steps:

Start the Microsoft SQL Server Enterprise Manager.

Right-click the appropriate SQL Server Group and select Properties from the 
pop-up menu.

Click the Security tab.

Change the Authentication mode from Windows only to SQL Server and 
Windows.

Click OK.

If you need to reinstall SonicWALL ViewPoint, but want to preserve the settings in an 
existing SonicWALL ViewPoint database, follow these steps:

Install a new database, using the same username and password that you used for the 
existing SonicWALL ViewPoint database.

Install SonicWALL ViewPoint using this new database. 

Stop all SonicWALL ViewPoint services. 

Open the sgmsConfig.xml and web.xml files with a text editor. Change the values 
for the dbhost and dburl parameters to match the existing SonicWALL ViewPoint 
database. 

Restart the SonicWALL ViewPoint services. 

Uninstall the new database.

This section describes how to uninstall SonicWALL Universal Management Suite and its 
components. Select from the following:

To uninstall SonicWALL Universal Management Suite on the Windows platform, 
see “Windows” on page 370.
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To uninstall SonicWALL Universal Management Suite databases from Microsoft 
SQL Server 2000, see “MS SQL Server 2000” on page 370.

To uninstall SonicWALL Universal Management Suite from a Windows system, follow 
these steps:

Click Start, point to Settings, and click Control Panel.

Double-click Add/Remove Programs. The Add/Remove Programs Properties 
window displays.

Select SonicWALL Universal Management Suite and click Change/Remove.
The SonicWALL Universal Management Suite Uninstall program starts.

Follow the on-screen prompts.

Restart the system. SonicWALL Universal Management Suite is uninstalled. 

To uninstall or remove the SonicWALL Universal Management Suite databases in the MS 
SQL Server 2000, you can execute the following DOS command from any SonicWALL 
Universal Management Suite server:

osql -U username -P password -S dbHost_IP -q "drop database SGMSDB" 

osql -U username -P password -S dbHost_IP -q "drop database sgmsvp_yyyy_mm_dd" 

Or you can use the MS SQL Server's Enterprise Manager and delete the SGMSDB and 
sgmsvp_ databases.

This section contains SonicWALL ViewPoint troubleshooting tips.

By default, the SonicWALL ViewPoint syslog server default port number is 514 on 
Windows systems. To change the port number, follow these steps:

Open the sgmsConfig.xml file with a text editor.

Add the following line to the end of the file before the </Configuration> section:

Parameter name="syslog.syslogServerPort" value="port_number"

where port_number is the new port number.

Save the file and exit.
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You need Java Plug-in 1.6 or later to access the SonicWALL ViewPoint management 
interface. 

The Java Plug-in is automatically installed during the SonicWALL ViewPoint 
installation. However, you can manually install the Java Plug-in by following 
these steps.

To manually install the Java Plug-in, perform the following steps:

Download the installer from the Internet at:

http://java.sun.com/javase/downloads/index.jsp

Execute the installer.

Select the radio button next to Accept the Terms of the License Agreement.
Click Next.

Select the radio button next to Typical installation and click Next.

It may take several minutes for the Java Plug-in to install.

In the Installation Complete window, click Finish.

Restart your computer to complete the installation process.
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This chapter includes the following sections: 

“Log Viewer” section on page 373

“Real-time Syslog Viewer” section on page 375

“Forwarding Syslog Data to Another Syslog Server” section on page 376

“Posting ViewPoint Reporting to Another Web Server for End-User Access” 
section on page 377

The Log Viewer contains detailed information on each transaction that occurred on the 
SonicWALL appliance. This information is stored for the time that you specified in the 
configuration settings. 

To configure Log Viewer settings for generating a report, perform the following steps:

Start and log into SonicWALL ViewPoint.

Click the UTM or SSL-VPN tab.
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Select a SonicWALL appliance.

Expand the Log Viewer tree and click Search. The Search page displays. Log 
Viewer must be enabled for the appliance in order to display all the fields on the 
page.

Select Enable Log Viewer and then click Update to turn on collection of raw data 
in the database and enable viewing of that log data. This can consume a large amount 
of space in your database. Review your database space constraints before enabling 
the log viewer. The maximum number of appliances for which Log Viewer can be 
enabled is controlled on the Console > Reports > Settings page. See “Controlling 
the Number of Appliances with Log Viewer Enabled” on page 72.

Select the starting date to view from the Start Date list box.

Enter the starting time of events to view in the Start Time field.

Select the ending date of events to view in the End Date list box

Enter the ending time of events to view in the End Time field.

Enter the source IP address to view in the Source IP Address field. To view all IP 
addresses, enter All.

Optionally enter the source port to view in the Source Port field.

Enter the destination IP address to view in the Destination IP Address field. To 
view all IP addresses, enter All.
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Optionally enter the destination port to view in the Destination Port field.

Select the type of events to view from the Message Category list box.

To search for specific message text, type the text into the Message Text field.

Select the number of entries to display per page from the Results Per Page field.

Click Generate Report. The Log Viewer Results page displays.

The real-time syslog utility enables you to diagnose the system by viewing the syslog 
messages in real time. 

To open the real-time syslog utility, perform the following steps:

Start and log into SonicWALL ViewPoint.

Click the UTM or SSL-VPN tab.

Expand Real-Time Viewer and click Syslog. The Real-Time Syslog page appears.

If syslog forwarding is not enabled, select Enable Syslog Forwarding, set the IP 
address and port used by the syslog reader, and then click Update.
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If the Syslog Reader is not already running, click Start Syslog Reader.

Click Start Button at the bottom of the screen. The Syslog Viewer begins showing 
the latest syslog entries.

To change how many messages are displayed, select a number from the Number of 
Messages list box at the bottom of the screen. 

To change how often the Syslog Viewer is refreshed, select the time from the 
Refresh Time list box at the bottom of the screen.

To stop the viewer, click the Stop button.

To search for text, use the browser’s Find utility.

When you are finished, close the Syslog Viewer.

To forward SonicWALL ViewPoint syslog data to another syslog server, perform the 
following steps:

Open the sgmsConfig.xml file with a text editor.

Locate the following line:

Parameter name =“syslog.forwardToHost” value=“”

Add the IP address or hostname of the destination syslog server to the value 
attribute. 

Save the sgmsConfig.xml file and exit.
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Ensure that at least firmware 6.3.1.0 is running on the SonicWALL appliances.

To allow end user access to another web server for end-user access, install the 
SonicWALL ViewPoint Console in redundant mode. 

You can then allow end user access to the redundant Console for viewing ViewPoint 
Reporting real-time and historical reports. End user access will be isolated from the main 
Console that is used for managing and configuring SonicWALL appliances. 

Keysight, EX-1030 
Page 543



Keysight, EX-1030 
Page 544



activating
ViewPoint 341

alert types 100
alerting

using GEM 97
anti-spyware

reports 266
applets

signed 21
Application Firewall reports 281
archive

in Console>Reports 132
MDTA 87
on Console>Reports 81
report settings 81
scheduled report 135
summarizer data 87

Attacks reports 250
authentication code 353
Authentication reports 287

Bandwidth reports 180
benefits

of compliance reports 144
of report data management 87
of SSL VPN reporting 294

browser
requirements 338

Compliance reports
configuration 152
overview 144

compliance reports 144
console

management settings 61
cover page

customizing 147
Custom Reports

Resource Activity 307
customizing

detailed report 149
report cover page 147
summary report 148

dashboard 159
Dashboard Summary report 159

data
management 87

database
backing up 368
reinstalling with existing db 369
requirements 337

Keysight, EX-1030 
Page 545



deployment
settings 354

detailed report
customizing 149

digital
signature in applet 21

disabling
GEM thresholds 103

domain names
in reports 130

email
report settings 81

enabling
GEM thresholds 103
report table sorting 71

events
GEM overview 97
schedules 98
severities 97
thresholds 98

File Transfer Protocol
See FTP

free trial
for GMS 356
for GMS, configuring appliances 364
for GMS, enabling from UMH

interface 359
for GMS, enabling from

ViewPoint 357
friendly name 353
FTP reports 225

GEM
alert types 100
configuring 101
default settings 99
overview 97, 98
schedules 98
severites 97
thresholds 98

global view 117
global views 120
GMS

upgrading to from ViewPoint 356
Granular Event Management

See GEM

hardware
requirements 339

help
viewing online help 24

host name resolution 79

inheritance
report settings 138

Keysight, EX-1030 
Page 546



installing
appendix 335
appliance, firmware support 339
browser requirements 338
database requirements 337
deployment settings 354
hardware requirements 339
Java requirements 338
network requirements 339
on Windows 342
overview 10
system requirements 337
task list 336
Universal Management Suite 342

interfaces
accessing both 11
overview of ViewPoint application 13
switching between 12, 24
TreeControl 20
UMH deployment options 31
UMH deployment role 32
UMH deployment services 36
UMH HTTP(S) settings 34
UMH SMTP settings 34
UMH system administration 28
UMH system diagnostics 30
UMH system interface overview 24
UMH system licenses 26
UMH system settings 25
UMH system software 29
UMH system status 26

IPS
reports 273

Java
plugin 371
requirements 338

java.policy file 21

licensing
requirements 10
SonicWALL appliances for use with

ViewPoint 10
ViewPoint on appliances 342

log
viewing 58

Log Viewer 290, 332
log viewer

for SSL VPN appliances 332
logging out 25

Mail Usage reports 231
MDTA 87
MySonicWALL

creating an account 340

name resolution crawler 79
network

requirements 339

pagination
settings 51

password
settings 51

PDF
exporting reports to 144
reports 152

port
syslog 370

profiles
existing 150
scheduled report 149

Keysight, EX-1030 
Page 547



registering
procedure 351
requirements 10
SonicWALL appliances 341

reporting
overview 115
search bar 116, 118

reports
adding scheduled 135
Browse Time 128
By Site to By User navigation 129
compliance 144
cover pages 147
domains or IP addresses 130
inheritance 138
no data 156
PDF format 144
ROI 128
searching by dates of 155
settings 154
SSL VPN 295
SSL VPN authentication 330
SSL VPN bandwidth 301
SSL VPN custom resource activity 307
SSL VPN overview 293
SSL VPN resources 325
SSL VPN scheduled reports 296
SSL VPN summarization 297
viewing Dashboard 159
views 17
Web usage, exclusions 53

requirements
browser 338
database 337
hardware 339
Java 338
network 339
system 337

reverse inheritance
for reporting 139

role
configuring 32

scheduled reports
disabling/enabling 128

scheduler
link to from report page 118

schedules 98
resending 86

search bar 116, 118
components of 123
operators 125

Security Dashboard reports 159
serial number 353

GMS 114
services

enabling/disabling 36
Services reports 189
sessions

managing 65
settings

inactivity timeout 51
pagination 51
password 51
website exclusion list 53

severities 97
signed applets 21
SMTP

settings 34, 355

Keysight, EX-1030 
Page 548



SNMP
port 339

SQL
authentication mode 369

status
viewing 17

summarizer
configuring reports to create 137
instant summary reports 76
using Summarize Now 76

summary report
customizing 148

syslog
port 339
port number 370

system
requirements 337

system interface
deployment options 31
deployment role 32
deployment services 36
HTTP(S) settings 34
overview 24
SMTP settings 34
system administration 28
system diagnostics 30
system licenses 26
system settings 25
system software 29
system status 26

thresholds 98
timeout

inactivity settings 51
TreeControl

collapsing/hiding the pane 20, 128
menu 20

troubleshooting 368, 370
reports, no data 156

UMH interface
deployment options 31
deployment role 32
deployment services 36
HTTP(S) settings 34
overview 24
SMTP settings 34
system administration 28
system diagnostics 30
system licenses 26
system settings 25
system software 29
system status 26

uninstalling 369
unit view 121
Universal Management Suite

installing 342
upgrading

purchasing GMS upgrade 366
upgrade key 336
ViewPoint to GMS 356

users
managing sessions 65
settings 51

views
global 120
unit 121

Virus Attacks Reports 260
VPN Usage reports 238

Web
port configuration 354
port settings 34

Keysight, EX-1030 
Page 549



web event consolidation 141
Web Filter reports 209
Web usage

exclusion list 53
Web Usage reports 191
Windows Firewall

disabling 339, 352

Keysight, EX-1030 
Page 550



Keysight, EX-1030 
Page 551



https://web.archive.org/web/20081207003303/http:/www.sonicwall.com/downloads/EC_GMS_DS_US.pdf
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