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We've made some organizational moves to the
rulesets. The Scan, DOS, EXPLOIT, ATTACK
RESPONSE, and WEB rules are now in their

own rulesets. There were enough of each to
justify it for roganizational reasons.
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CVS Updates Available via RSS e Enforcing GPO Security
Sunday, December 19 2004 @ 11:50 AM EST Settings
Contributed by: jonkman e« Web Server Security
Views: 86 Issues and Front Page
By request we've made the CVS changes -2 Server Extensions
available via RSS Feed. The rss feed will be ‘55 _—

. ] e Is it Time to Start
updated with each push made into the new : Encrvpting Your E-mail?
rulesets. yRUNg Y

e Windows Server 2003
Hardening_List (Part 1)

e Social Engineering_meets
the Bot (Part 3) - All is
Revealed

¢ Windows Update
Services Review

We think this will solve the issue of getting timely
updates of rule changes without making a mailing list
that'd be just too much traffic.

We've also as a side note added a text Changelog for
review.

read more (42 words) 0 comments E= 24
Post a comment

Honeynet Security Console 1.2 Released
Thursday, December 16 2004 @ 10:48 AM EST
Contributed by: Jeff Dell

Views: 147

Honeynet Security Console is a free analysis ?
/

tool to view events on your personal network

or honeynet. It gives you the power to view

events from Snort, TCPDump, Firewall, Syslog

and Sebek logs. It also allows you to correlate events
between each of these data types to have a full view of
the attackers' actions.

read more (8 words) 0 comments =h
Post a comment

ISC Needs Your Help!!

Saturday, December 11 2004 @ 12:16 AM EST
Contributed by: jonkman

Views: 310

The intrepid Incident Handlers at
http://isc.sans.org are on the trail of the recent @
UDP strangeness noted in the last couple days

Diary Entries.

http://isc.sans.org/diary.php?date=2004-12-10

Erik Fichtner put great effort into writing signatures to
detect this very complex traffic they're investigating.
They've asked that we distribute these rules and ask
that you report the details of any hits.

read more (61 words) 1 comments E= 24
Most Recent Post: 12/14 09:22AM by jonkman

Vulnerability in All Major Browsers
Wednesday, December 08 2004 @ 10:59 PM EST
Contributed by: jonkman

Views: 215

Yes, "All" includes the free browsers as well. =
The vulnerability is a popup window injection 55
issue. These have never been considered that

much of a threat by the security community

because the attacker has to know something about
where you're going to be browsing, and have their page
open at the same time or get you to follow link on their
page.
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This is a very interesting set of issues for other
reasons. Those reasons and a link to a demonstration:

read more (252 words) 0 comments
Post a comment

Snort Installation Guide with BASE and MySQL

Wednesday, December 08 2004 @ 08:38 PM EST
Contributed by: jonkman
Views: 281

and useful installation guide to get you going

Ghaith Nasrawi has just posted a very detailed ?

with BASE and snort on Mysql. Very useful if -
you're trying to get into the IDS arena and
need a little push.

read more (48 words) 0 comments
Post a comment
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