
1/3/23, 8:30 AM Apple Quicktime RTSP URL buffer overflow CVE-2007-0015 Vulnerability Report

https://exchange.xforce.ibmcloud.com/vulnerabilities/31203 1/3

IBM  X-Force Exchange ALL

CVSS

8

IBM Network Protection

Coverage Date

Jan 9, 2007

X-Force Vulnerability Report

Apple Quicktime RTSP URL buffer overflow
CVE-2007-0015

 
 


 This report does not contain tags. Add tags via the comment box.

Details
quicktime-rtsp-url-bo (31203)  
reported Jan 1, 2007

Apple Quicktime is vulnerable to a stack-based buffer overflow, caused by improper bounds checking of RTSP URLs. By
persuading a victim to open a specially-crafted QTL file or visit a malicious Web page containing an overly long RTSP URL, a
remote attacker could overflow a buffer and execute arbitrary code on the system.

Consequences:
Gain Access

Remedy

Refer to Apple Security Update 2007-001 for upgrade information. See References.
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FAQ (/faq)

How to (https://www.youtube.com/playlist?
list=PL5VchNLXhuu9FMqlGJzqeKuyMT5m_KvTF)
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