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3.4.8 metadata

The metadata tag allows a rule writer to embed additional information about the rule, typically in a key-value format.
Certain metadata keys and values have meaning to Snort and are listed in Table 3.3. Keys other than those listed in the
table are effectively ignored by Snort and can be free-form, with a key and a value. Multiple keys are separated by a
comma, while keys and values are separated by a space.

Table 3.3: Snort Metadata Keys

Key Description Value Format
engine Indicate a Shared Library Rule ”shared”
soid Shared Library Rule Generator and SID gid|sid
service Target-Based Service Identifier ?’http"

ANOTE

The service Metadata Key is only meaningful when a Host Atttribute Table is provided. When the value
exactly matches the service ID as specified in the table, the rule is applied to that packet, otherwise, the rule
is not applied (even if the ports specified in the rule match). See Section 2.7 for details on the Host Attribute
Table.

Format

The examples below show an stub rule from a shared library rule. The first uses multiple metadata keywords, the
second a single metadata keyword, with keys separated by commas.

metadata:keyl valuel;
metadata:keyl valuel, key2 value2;

Examples

alert tcp any any -> any 80 (msg:"Shared Library Rule Example”; \
metadata:engine shared; metadata:soid 3112345;)

alert tcp any any -> any 80 (msg:"Shared Library Rule Example"; \
metadata:engine shared, soid 3112345;)

alert tcp any any -> any 80 (msg:"HTTP Service Rule Example"; \
metadata:service http;)

3.4.9 General Rule Quick Reference

Table 3.4: General rule option keywords

Keyword Description

msg The msg keyword tells the logging and alerting engine the message to print with
the packet dump or alert.

reference The reference keyword allows rules to include references to external attack iden-
tification systems.

gid The gid keyword (generator id) is used to identify what part of Snort generates the
event when a particular rule fires.
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sid The sid keyword is used to uniquely identify Snort rules.

rev The rev keyword is used to uniquely identify revisions of Snort rules.

classtype The classtype keyword is used to categorize a rule as detecting an attack that is
part of a more general type of attack class.

priority The prionity keyword assigns a severity level to rules.

metadata The metadata keyword allows a rule writer to embed additional information about
the rule, typically in a key-value format.

3.5 Payload Detection Rule Options

3.5.1 content

The content keyword is one of the more important features of Snort. It allows the user to set rules that search for
specific content in the packet payload and trigger response based on that data. Whenever a content option pattern
match is performed, the Boyer-Moore pattern match function is called and the (rather computationally expensive) test
is performed against the packet contents. If data exactly matching the argument data string is contained anywhere
within the packet’s payload, the test is successful and the remainder of the rule option tests are performed. Be aware
that this test is case sensitive.

The option data for the content keyword is somewhat complex; it can contain mixed text and binary data. The binary
data is generally enclosed within the pipe (|) character and represented as bytecode. Bytecode represents binary data
as hexadecimal numbers and is a good shorthand method for describing complex binary data. The example below
shows use of mixed text and binary data in a Snort rule.

Note that multiple content rules can be specified in one rule. This allows rules to be tailored for less false positives.

If the rule is preceded by a !, the alert will be triggered on packets that do not contain this content. This is useful when
writing rules that want to alert on packets that do not match a certain pattern

ANOTE

Also note that the following characters must be escaped inside a content rule:
;o\

Format

content: [!]"<content string>";

Examples

alert tcp any any -> any 139 (content:"[5c 00|P|00/I{00|P|COIE|IOO Scl";)

alert tcp any any -> any 80 (content:!"GET";)

ANOTE

A ! modifier negates the results of the entire content search, modifiers included. For example, if using
content:!"A"; within:50; and there are only S bytes of payload and there is no "A” in those 5 bytes, the
result will return a match. If there must be 50 bytes for a valid match, use isdataat as a pre-cursor to the
content.
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Changing content behavior

The content keyword has a number of modifier keywords. The modifier keywords change how the previously speci-
fied content works. These modifier keywords are:

Table 3.5; Content Modifiers
Modifier Section
nocase 352
rawbytes 353
depth 354

offset 355
distance 3.5.6
within 3.5.7
httpclientbody 3.5.8
http_cookie 3.5.9
httporaw_cookie 3.5.10
http_header 3.5.11
http_raw_header 3.5.12
http_method 3.5.13
httpuri 3.5.14
httprawuri 3515
httpstat.code 35.16
http_statumsg 3.5.17
fast_pattern 3.5.19

3.5.2 nocase

164447095646012585319

The nocase keyword allows the rule writer to specify that the Snort should look for the specific pattern, ignoring case.
nocase modifies the previous content keyword in the rule.

Format

nocase;

Example

alert tcp any any -> any 21 (msg:"FTP ROOT"; content:"USER root"; nocase;)

3.5.3 rawbytes

The rawbytes keyword allows rules to look at the raw packet data, ignoring any decoding that was done by preproces-
sors. This acts as a modifier to the previous content 3.5.1 option.

format

rawbytes;
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Example

This example tells the content pattern matcher to look at the raw traffic, instead of the decoded traffic provided by the
Telnet decoder.

alert tcp any any -> any 21 (msg:"Telnet NOP"; content:"|FF F1|“; rawbytes;)

3.54 depth

The depth keyword allows the rule writer to specify how far into a packet Snort should search for the specified pattern.
depth modifies the previous ‘content’ keyword in the rule.

A depth of 5 would tell Snort to only look for the specified pattern within the first 5 bytes of the payload.

As the depth keyword is a modifier to the previous content keyword, there must be a content in the rule before depth
is specified.

This keyword allows values greater than or equal to the pattern length being searched. The minimum allowed value is
1. The maximum allowed value for this keyword is 65535.

The value can also be set to a string value referencing a variable extracted by the byte-extract keyword in the same
rule.

The offset and depth keywords may be used together. You can not use depth with itself, distance, or within (to modify
the same content).

Format

depth: [<number>|<var_name>];

3.5.5 offset

The offset keyword allows the rule writer to specify where to start searching for a pattern within a packet. offset
modifies the previous 'content’ keyword in the rule.
An offset of 5 would tell Snort to start looking for the specified pattern after the first 5 bytes of the payload.

As this keyword is a modifier to the previous content keyword, there must be a content in the rule before o fset is
specified.

This keyword allows values from -65535 to 65535.

The value can also be set to a string value referencing a variable extracted by the byte.extract keyword in the same
rule.

The offset and depth keywords may be used together. You can not use offset with itself, distance, or within (to modify
the same content).

Format

offset:[<number>|<var_name>};

Example

The following example shows use of a combined content, offset, and depth search rule.

alert tcp any any -> any 80 (content:"cgi-bin/phf"; offset:4; depth:20;)
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3.5.6 distance

The distance keyword allows the rule writer to specify how far into a packet Snort should ignore before starting to
search for the specified pattern relative to the end of the previous pattern match.

This can be thought of as exactly the same thing as offset (See Section 3.5.5), except it is relative to the end of the last
pattern match instead of the beginning of the packet.

This keyword allows values from -65535 to 65535.

The distance and within keywords may be used together. You can not use distance with itself, offset, or depth (to
modify the same content).

The value can also be set to a string value referencing a variable extracted by the byte.extract keyword in the same
rule.

Format

distance: [<byte_count> | <var_name>] :

Example

The rule below maps to a regular expression of /ABC.{1}DEF/.

alert tcp any any -> any any (content:"ABC"; content:"DEF"; distance:1;)

3.5.7 within

The within keyword is a content modifier that makes sure that at most N bytes are between pattern matches using the
content keyword ( See Section 3.5.1 ). It’s designed to be used in conjunction with the distance (Section 3.5.6) rule
option.

This keyword allows values greater than or equal to pattern length being searched. The maximum allowed value for
this keyword is 65535.

The distance and within keywords may be used together. You can not use within with itself, offset, or depth (to modify
the same content).

The value can also be set to a string value referencing a variable extracted by the byte_extract keyword in the same
rule.

Format

within: (<byte count>|<var_name>];

Examples

This rule constrains the search of EFG to not go past 10 bytes past the ABC match.

alert tcp any any -> any any (content:"ABC"; content:"EFG"; within:10;)
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3.5.8 http_client_body

The http_clientbody keyword is a content modifier that restricts the search to the body of an HTTP client request.

As this keyword is a modifier to the previous content keyword, there must be a content in the rule before "http_client body’
is specified.

The amount of data that is inspected with this option depends on the post.depth config option of Httplnspect. Pattern
matches with this keyword wont work when post.depth is set to -1.

Format

http_client_body;

Examples

This rule constrains the search for the pattern "EFG” to the raw body of an HTTP client request.

alert tcp any any -> any 80 (content:"ABC"; content:"EFG"; http_client_body:)

ANOTE

[lhe http.client.body modifier is not allowed to be used with the rawbytes modifier for the same content. ]

3.5.9 http_cookie

The httpcookie keyword is a content modifier that restricts the search to the extracted Cookie Header field of a HTTP
client request or a HTTP server response (per the configuration of HttpInspect 2.2.6). The cookie buffer also includes
the header name (Cookie for HTTP requests or Set-Cookie for HTTP responses).

As this keyword is a modifier to the previous content keyword, there must be a content in the rule before ht tpacookie
is specified. This keyword is dependent on the enable.cookie config option. The Cookie Header field will be
extracted only when this option is configured. 1f enable_cookie is not specified, the cookie still ends up in HTTP
header. When enable_cookie is not specified, using http_cookie is the same as using http.header.

The extracted Cookie Header field may be NORMALIZED, per the configuration of HttpInspect (see 2.2.6).

Format

http_cookie;
Examples
This rule constrains the search for the pattern "EFG” to the extracted Cookie Header field of a HTTP client request.

alert tcp any any -> any 80 (content:"ABC"; content:"EFG"; http_cookie;)

ANOTE

The http.cookie modifier is not allowed to be used with the rawbytes or fast.pattern modifiers for the
same content.
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3.5.10 http_raw_cookie

The http_raw.cookie keyword is a content modifier that restricts the search to the extracted UNNORMALIZED Cookie
Header field of a HTTP client request or a HTTP server response (per the configuration of HttpInspect 2.2.6).

As this keyword is a modifier to the previous content keyword, there must be a content in the rule before http_raw.cookie
is specified. This keyword is dependent on the enable.cookie config option. The Cookie Header field will be ex-
tracted only when this option is configured.

Format

http_raw_cookie;

Examples

This rule constrains the search for the pattern "EFG” to the extracted Unnormalized Cookie Header field of a HTTP
client request.

alert tcp any any -> any 80 (content:"ABC"; content:"EFG"; http_raw_cookie;)

ANOTE

The httporaw.cookie modifier is not allowed to be used with the rawbytes, http-cookie or fast.pattern
modifiers for the same content.

3.5.11 http_header
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The http.header keyword is a content modifier that restricts the search to the extracted Header fields of a HTTP client
request or a HTTP server response (per the configuration of HttpInspect 2.2.6).

As this keyword is a modifier to the previous content keyword, there must be a content in the rule before ht tp-header
is specified.

The extracted Header fields may be NORMALIZED, per the configuration of HttpInspect (see 2.2.6).

Format

http_header;

Examples

This rule constrains the search for the pattern "EFG” to the extracted Header fields of a HTTP client request or a HTTP
server response.

alert tcp any any -> any 80 (content:"ABC"; content:"EFG"; http_header;)

ANOTE

I The http-header modifier is not allowed to be used with the rawbytes modifier for the same content. —]
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3.5.12 http_raw_header

The httpraw_header keyword is a content modifier that restricts the search to the extracted UNNORMA LIZED Header
fields of a HTTP client request or a HTTP server response (per the configuration of Httplnspect 2.2.6).

As this keyword is a modifier to the previous content keyword, there must be a content in the rule before http_raw_header
is specified.

Format

http_raw_header;

Examples

This rule constrains the search for the pattern "EFG” to the extracted Header fields of a HTTP client request ora HTTP
server response.

alert tcp any any -> any 80 (content:"ABC"; content:"EFG"; http_raw_header;)

ZXNOTE

The http_raw_header modifier is not allowed to be used with the rawbytes, http.header or fast_pattern
modifiers for the same content.

3.5.13 http_method

The http_method keyword is a content modifier that restricts the search to the extracted Method from a HTTP client
request.

As this keyword is a modifier to the previous content keyword, there must be a content in the rule before ht tp-method
is specified.

Format

http_method;

Examples
This rule constrains the search for the pattern "GET” to the extracted Method from a HTTP client request.
alert tcp any any ~-> any 80 (content:"ABC"; content:"GET"; http_method;)

Z&NOTE

LThe httpmethod modifier is not allowed to be used with the rawbytes modifier for the same content. ]

3.5.14 http_uri

The http.uri keyword is a content modifier that restricts the search to the NORMALIZED request URI field . Using a
content rule option followed by a http_uri modifier is the same as using a uricontent by itself (see: 3.5.20).

As this keyword is a modifier to the previous content keyword, there must be a content in the rule before http.uri
is specified.
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Format

http_uri;

Examples
This rule constrains the search for the pattern "EFG” to the NORMALIZED URIL
alert tcp any any -> any 80 (content:"ABC"; content:"EFG"; http_uri;)

ZXNOTE

[ The http.uri modifier is not allowed to be used with the rawbytes modifier for the same content. I

3.5.15 http_raw_uri

The httpraw.uri keyword is a content modifier that restricts the search to the UNNORMALIZED request URLI field .

As this keyword is a modifier to the previous content keyword, there must be a content in the rule before httprawauri
is specified.

Format

http raw_uri;
Examples
This rule constrains the search for the pattern "EFG” to the UNNORMALIZED URI.
alert tcp any any -> any 80 (content:"ABC"; content:"EFG"; http_raw_uri;)

ZXNOTE

The http.raw.uri modifier is not allowed to be used with the rawbytes, httpuri or fast-pattern mod-
ifiers for the same content.

3.5.16 http_stat_code

The http_stat_code keyword is a content modifier that restricts the search to the extracted Status code field from a
HTTP server response.

As this keyword is a modifier to the previous content keyword, there must be a content in the rule before http_stat.code
is specified.

The Status Code field will be extracted only if the extended_reponse.inspection is configured for the HttpInspect (see
2.2.6).

Format

http stat_code;
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Examples

This rule constrains the search for the pattern 200" to the extracted Status Code field of a HTTP server response.

alert tcp any any -> any 80 (content:"ABC"; content:"200"; http_stat_code;)

ANOTE

The httpostat.code modifier is not allowed to be used with the rawbytes or fast.pattern modifiers for
the same content.

3.5.17 http_stat_msg

The http_stat.msg keyword is a content modifier that restricts the search to the extracted Status Message field from a
HTTP server response.

As this keyword is a modifier to the previous content keyword, there must be a content in the rule before ht tp_stat.msg
is specified.

The Status Message field will be extracted only if the extended_reponsednspection is configured for the HttpInspect
(see 2.2.6).

Format

http_stat_msg;

Examples

This rule constrains the search for the pattern “Not Found” to the extracted Status Message field of a HTTP server
response.

alert tcp any any -> any 80 (content:"ABC"; content:"Not Found"; http_stat_msg;)

ANOTE

The http.stat.msg modifier is not allowed to be used with the rawbytes or fast_pattern modifiers for
the same content.

3.5.18 http_encode

The http_encode keyword will enable alerting based on encoding type present in a HTTP client request or a HTTP
server response (per the configuration of HttpInspect 2.2.6).

There are eleven keywords associated with http-encode. The keywords ’uri’, header’ and ’cookie’ determine the
HTTP fields used to search for a particular encoding type. The keywords "utf8’, ’double_encode’, 'non.ascii’, 'base36’,
‘uencode’, ’ascii’, “lis.encode’ and 'bare.byte’ determine the encoding type which would trigger the alert. These
keywords can be combined using a OR operation. Negation is allowed on these keywords.

The config option 'normalize_headers’ needs to be turned on for rules to work with the keyword *header’. The keyword
’cookie’ is dependent on config options ’enablecookie’ and 'normalize_cookies’ (see 2.2.6). This rule option will not
be able to detect encodings if the specified HTTP fields are not NORMALIZED.
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Option Description

uri Check for the specified encoding type in HTTP client request URI field.

header Check for the specified encoding type in HTTP request or HTTP response header
fields (depending on the packet flow)

cookie Check for the specified encoding type in HTTP request or HTTP response cookie
header fields (depending on the packet flow)

utf8 Check for utf8 encoding in the specified buffer

double_encode | Check for double encoding in the specified buffer

non_ascii Check for non-ASCII en;dTng in the specified buffer

base36 Check for base36 encoding in the specified buffer

uencode Check for u-encoding in the specified buffer

barebyte Check for bare byte encoding in the specified buffer

ascii Check for ascii encoding in the specified buffer

iis.encode Check for 11S Unicode encoding in the specified buffer

Format

http encode:<http buffer type>,
http_encode: [urilheader|cookie],

[!}<encoding type>
['][<utf8]double_encode|non_ascii|base36|uencodelbare bytelasciiliis_¢

Examples

alert tcp any any -> any any (msq:"UTF8/UEncode Encoding present"; http _encode:uri,utf8|uencode;)
alert tcp any any -> any any (msg:"No UTF8"; http encode:uri,!utf8;)

ANOTE

Negation(!) and OR(|) operations cannot be used in conjunction with each other for the http.encode key-
word. The OR and negation operations work only on the encoding type field and not on http buffer type
field.

64447095646012585319

1

[NANAINRIERD O

3.5.19 fast_pattern

The fast_pattern keyword is a content modifier that sets the content within a rule to be used with the fast pattern
matcher. Since the default behavior of fast pattern determination is to use the longest content in the rule, it is useful if
a shorter content is more "unique” than the longer content, meaning the shorter content is less likely to be found in a
packet than the longer content.

The fast pattern matcher is used to select only those rules that have a chance of matching by using a content in the rule
for selection and only evaluating that rule if the content is found in the payload. Though this may seem to be overhead,
it can significantly reduce the number of rules that need to be evaluated and thus increases performance. The better
the content used for the fast pattern matcher, the less likely the rule will needlessly be evaluated.

As this keyword is a modifier to the previous content keyword, there must be a content rule option in the rule before
fast.pattern is specified. The fast_pattern option may be specified only once per rule.

ANOTE

The fast.pattern modifier cannot be used with the following http content modifiers: http.cookie,
http.raw.uri, http-raw.header, http.raw.cookie, http_stat.code, httpstatamsg. Note, however,
that it is okay to use the fast_pattern modifier if another http content modifier not mentioned above is used
in combination with one of the above to modify the same content.
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NOTE

The fast.pattern modifier can be used with negated contents only if those contents are not modified with
offset, depth, distance orwithin.

Format

The fast_pattern option can be used alone or optionally take arguments. When used alone, the meaning is simply
to use the specified content as the fast pattern content for the rule.

fast_pattern;

The optional argument only can be used to specify that the content should only be used for the fast pattern matcher
and should not be evaluated as a rule option. This is useful, for example, if a known content must be located in the
payload independent of location in the payload, as it saves the time necessary to evaluate the rule option. Note that (1)
the modified content must be case insensitive since patterns are inserted into the pattern matcher in a case insensitive
manner, (2) negated contents cannot be used and (3) contents cannot have any positional modifiers such as offset,
depth, distance orwithin.

fast_pattern:only;
The optional argument <offset>, <length> can be used to specify that only a portion of the content should be used
for the fast pattern matcher. This is useful if the pattern is very long and only a portion of the pattern is necessary to

satisfy "uniqueness” thus reducing the memory required to store the entire pattern in the fast pattern matcher.

fast_pattern:<offset>,<length>;

164447095646012585319

N\NOTE

The optional arguments only and <offset>, <length> are mutually exclusive. ]

Examples

This rule causes the pattern "IJKLMNO” to be used with the fast pattern matcher, even though it is shorter than the
earlier pattem "TABCDEFGH”.

alert tcp any any -> any 80 (content:"ABCDEFGH"; content:"IJKLMNO"; fast_pattern;)

This rule says to use the content "IJKLMNO?” for the fast pattern matcher and that the content should only be used for
the fast pattern matcher and not evaluated as a content rule option.

alert tcp any any -> any 80 (content:"ABCDEFGH"; content:"IJKLMNO"; nocase; fast_pattern:only;)
This rule says to use "JKLMN" as the fast pattern content, but still evaluate the content rule option as "IJKLMNO”.

alert tcp any any -> any 80 (content:"ABCDEFGR"; content:"IJKLMNO"; fast_pattern:1,5;)

3.5.20 wuricontent

The uricontent keyword in the Snort rule language searches the NORMALIZED request URI field. This is equiv-
alent to using the http_uri modifier to a content keyword. As such if you are writing rules that include things that
are normalized, such as %2f or directory traversals, these rules will not alert. The reason is that the things you are
looking for are normalized out of the URI buffer.

For example, the URI:

155

Patent Owner, Centripetal Networks, LLC - Ex. 2014, p. 156



03-02-2022-24064301-Hauptpost-0637 U3V~ U2~ STV "nau 1 Fos i~ uoss

/scripts/..%c0%af../winnt/system32/cmd.exe?/c+ver
will get normalized into:

/winnt/system32/cmd.exe?/ctver
Another example, the URI:

/cgi-bin/asaaaaaaaaaaaaaaaaaaaaaaaa/..%252fp%68£?
will get normalized into:

/cgi-bin/phf?

When writing a uricontent rule, write the content that you want to find in the context that the URI will be normalized.
For example, if Snort normalizes directory traversals, do not include directory traversals.

You can write rules that look for the non-normalized content by using the content option. (See Section 3.5.1)

uricontent can be used with several of the modifiers available to the content keyword. These include:

AU AT

[e)]

2 Table 3.6: Uricontent Modifiers
o Modifier Section

é nocase 35.2

3 depth 3.54

§ offset 3.5.5

S distance 3.5.6

3 within 3.5.7

- fast_pattern 3.5.19

This option works in conjunction with the HTTP Inspect preprocessor specified in Section 2.2.6.

Format

uricontent:[!]"<content string>";

ANOTE

uricontent cannot be modified by a rawbytes modifier or any of the other HTTP modifiers. If you wish to
search the UNNORMALIZED request URI field, use the ht tp_raw_uri modifier with a content option.

3.5.21 urilen

The urilen keyword in the Snort rule language specifies the exact length, the minimum length, the maximum length,
or range of URI lengths to match.

Format

urilen:min<>max;
urilen: [<|>]<number>;

The following example will match URIs that are 5 bytes long:
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urilen:S;

The following example will match URIs that are shorter than 5 bytes:
urilen:<5;

The following example will match URIs that are greater than 5 bytes and less than 10 bytes:
urilen:5<>10;

This option works in conjunction with the HTTP Inspect preprocessor specified in Section 2.2.6.

3.5.22 isdataat

Verify that the payload has data at a specified location, optionally looking for data relative to the end of the previous
content match.

Format

isdataat:(!]<int>[, relativelrawbytes];

Example

alert tcp any any -> any 111 (content:"PASS"; isdataat:50,relative; \
content:!"(0a|"; within:50;)

This rule looks for the string PASS exists in the packet, then verifies there is at least 50 bytes after the end of the string

PASS, then verifies that there is not a newline character within 50 bytes of the end of the PASS string.

When the rawbytes modifier is specified with isdataat, it looks at the raw packet data, ignoring any decoding that
was done by the preprocessors. This modifier will work with the relative modifier as long as the previous content
match was in the raw packet data.

A ! modifier negates the results of the isdataat test. It will alert if a certain amount of data is not present within
the payload. For example, the rule with modifiers content : "foo": isdataat: '10, relative; would alert if there
were not 10 bytes after “foo” before the payload ended.

3.5.23 pcre

The pcre keyword allows rules to be written using per! compatible regular expressions. For more detail on what can
be done via a pcre regular expression, check out the PCRE web site http: //www.pcre. org

Format
pcre:[!}" (/<regex>/|m<delim><regex><delim>) [ismxAEGRUBPHMCOIDKYS]";

The post-re modifiers set compile time flags for the regular expression. See tables 3.7, 3.8, and 3.9 for descriptions of
each modifier.

ANOTE

The modifiers R (relative) and B (rawbytes) are not allowed with any of the HTTP modifiers such as U, I, P,
H,D,M,C,K,Sand Y.
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Table 3.7: Perl compatible modifiers for pcre
i | case insensitive
s | include newlines in the dot metacharacter
m | By default, the string is treated as one big line of characters. ~ and $ match at
the beginning and ending of the string. When m is set, ~ and $ match immediately
following or immediately before any newline in the buffer, as well as the very start
and very end of the buffer.
x | whitespace data characters in the pattern are ignored except when escaped or in-
side a character class

Table 3.8: PCRE compatible modifiers for pcre
A | the pattern must match only at the start of the buffer (same as ")
E | Set § to match only at the end of the subject string. Without E, $ also matches
immediately before the final character if it is a newline (but not before any other
newlines).
G | Inverts the "greediness” of the quantifiers so that they are not greedy by default,
but become greedy if followed by 7.

Example

This example performs a case-insensitive search for the string BLAH in the payload.

alert ip any any -> any any (pcre:"/BLAH/i";)

/ANoTE

Snort’s handling of multiple URIs with PCRE does not work as expected. PCRE when used without a
uriconzent only evaluates the first URI In order to use pcre to inspect all URIs, you must use either a
content or a uricontent.

3.5.24 file_data

This option is used to place the cursor (used to walk the packet payload in rules processing) at the beginning of either
the entity body of a HTTP response or the SMTP body data. For this option to work with HTTP response, certain
HTTP Inspect options such as extended.response_inspection and inspect.gzip (for decompressed gzip data)
needs to be turned on. See 2.2.6 for more details.

When used with argument mime it places the cursor at the beginning of the base64 decoded MIME attachment or
base64 decoded MIME body. This is dependent on the SMTP config option enable.nime_decoding. See 2.2.7 for
more details.

Format

file_data;
file data:mime;

This option matches if there is HTTP response body or SMTP body or SMTP MIME base64 decoded data. This
option will operate similarly to the dce_stub_data option added with DCE/RPC2, in that it simply sets a reference
for other relative rule options ( byte test, byte jump, pcre) to use. This file.data can point to either a file or a block
of data.
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Table 3.9: Snort specific modifiers for pcre
R | Match relative to the end of the last pattem match. (Similar to distance:0;)
U | Match the decoded URI buffers (Similar to uricontent and httpouri). This
modifier is not allowed with the unnormalized HTTP request uri buffer modifier(I)
for the same content.
I | Match the unnormalized HT TP request uri buffer (Similar to ht tparaw.uri). This
modifier is not allowed with the HTTP request uri buffer modifier(U) for the same
content.
P_| Match unnormalized HTTP request body (Similar to http_client_body)
H | Match normalized HTTP request or HITP response header (Similar to
http.header). This modifier is not allowed with the unnormalized HTTP request
or HTTP response header modifier(D) for the same content.
D | Match unnormalized HTTP request or HTTP response header (Similar to
http_.raw.header). This modifier is not allowed with the normalized HTTP re-
quest or HTTP response header modifier(H) for the same content.

M | Match normalized HTTP request method (Similar to http_method)
C | Match normalized HTTP request or HTTP response cookie (Similar to
http_cookie). This modifier is not allowed with the unnormalized HTTP request

— or HTTP response cookie modifier(K) for the same content.
g K | Match unnormalized HTTP request or HTTP response cookie (Similar to
—f http.raw-cookie). This modifier is not allowed with the normalized HTTP re-
E % quest or HTTP response cookie modifier(C) for the same content.
= 0 S | Match HTTP response status code (Similar to http_stat.code)
== é Y | Match HTTP response Status message (Similar to http.statamsg)
=3 B | Do not use the decoded buffers (Similar to rawbytes)
——— § O | Override the configured pcre match limit and pcre match limit recursion for this
=5 expression (See section 2.1.3). It completely ignores the limits while evaluating
g ;r; the pcre pattern specified.

ANOTE

l Multiple base64 encoded attachments in one packet are pipelined. ]

Example
alert tcp any 80 -> any any(msg:"foo at the start of http response body"; \
file_data; content:"foo”; nocase; within:3;)

alert tcp any any -> any any(msg:"MIME BASE64 Encoded Data";\
file_data:mime; content:"foo"; within:10;)

3.5.25 base64_decode

This option is used to decode the base64 encoded data. This option is particularly useful in case of HTTP headers such
as HTTP authorization headers. This option unfolds the data before decoding it.

Format

base64_decode [:[bytes <bytes to decode>)[, ](offset <offset>(, relativel]];
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Option Description

bytes Number of base64 encoded bytes to decode. This argument takes positive and
non-zero values only. When this option is not specified we look for base64 en-
coded data till either the end of header line is reached or end of packet payload is
reached.

offset Determines the ofiset relative to the doe_ptr when the option relative is specified
or relative to the start of the packet payload to begin inspection of base64 encoded
data. This argument takes positive and non-zero values only.

relative | Specifies the inspection for base64 encoded data is relative to the doeptr.

The above arguments to base64_decode are optional.

ANOTE

This option can be extended to protocols with folding similar to HTTP. If folding is not present the search for
base64 encoded data will end when we see a carriage return or line feed or both without a following space or
tab.

This option needs to be used in conjunction with base64.data for any other relative rule options to work on
base64 decoded buffer.

Examples

alert tcp $EXTERNAL NET any -> $HOME_NET any \
(msg:"Base64 Encoded Data"; base64_decode; base64_data; \
content:"foo bar"; within:20;)

alert tcp SEXTERNAL NET any -> $HOME_NET any \
(msg:"Authorization NTLM"; content:"Authorization: NTLM";
base64_decode:relative; base64_data; content:"NTLMSSP"; \
within:20;)

alert tcp any any -> any any (msg:"Authorization NTLM"; \
content:"Authorization:"; http_header; \

base64_decode:bytes 12, offset 6, relative; base64_data; \
content:"NTLMSSP"; within:8;)

3.5.26 base64_data

This option is used to place the cursor (used to walk the packet payload in rules processing) at the beginning of the
base64 decode buffer if present. This option does not take any arguments. The rule option base64_decode needs to
be specified before the base64.data option.

Format

base64_data;

This option matches if there is base64 decoded buffer. This option will operate similarly to the file_data option, in
that it simply sets a reference for other relative rule options ( byte test, byte jump, pcre) to use.

ANOTE

Any non-relative rule options in the rule will reset the cursor(doe_ptr) from base64 decode buffer.
Fast pattern content matches are not allowed with this buffer.
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Example

alert tcp any any -> any any (msg:"Authorization NTLM"; \
content:"Authorization:"; http_header; \
base64_decode:bytes 12, offset 6, relative; base64 data; \
content:"NTLMSSP"; within:8;)

3.5.27 byte_test

Test a byte field against a specific value (with operator). Capable of testing binary values or converting representative
byte strings to their binary equivalent and testing them.

For a more detailed explanation, please read Section 3.9.5.

Format
byte_test:<bytes to convert>, [!]<operator>, <value>, <offset> \
[, relative}[, <endian>][, string, <number type>)[, dcel;
bytes =1-10
operator = <! | f=t | t>r | igr | 1er
value =0 - 4294967295
offset = -65535 to 65535
Option Description

bytes.touconvert | Number of bytes to pick up from the packet. The allowed values are | to 10 when used without dee.
If used with dce allowed values are 1, 2 and 4.
operator Operation to perform to test the value:

® < -less than

e > - greater than

164447095646012585319

e =-equal
e & - bitwise AND
e " - bitwisc OR
value Value to test the converted value against
of fset Number of bytes into the payload to start processing
relative Use an offset relative to last pattern match
endian Endian type of the number being read:

e big - Process data as big endian (default)

e little - Process data as little endian

string Data is stored in string format in packet
number type Type of number being read:

® hex - Converted string data is represented in hexadecimal
® dec - Converted string data is represented in decimal

e oct - Converted string data is represented in octal

dce Let the DCE/RPC 2 preprocessor determine the byte order of the value to be converted. Sec seotion
2.2.13 for a description and examples (2.2.13 for quick reference).

Any of the operators can also include !/ to check if the operator is not true. If ! is specified without an operator, then the operator is set to =,

ANOTE

Snort uses the C operators for each of these operators. 1f the & operator is used, then it would be the same as using if (data & value) {
do_something().}

Examples

alert udp SEXTERNAL_NET any -> SHOME_NET any \
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(msg:"AMD procedure 7 plog overflow"; \
content:"100 C4 83 F3|"; \

content:" |00 00 00 07|"; distance:4; wilhin:4; \
byte _test:4, >, 1000, 20, relative;)

alert tcp SEXTERNAL NET any -> SHOME_NET any \
(msg:"AMD procedure 7 plog overflow"; \
content:" 100 C4 93 F3|"; \
content:"{00 00 00 07I"; distance:4; within:4; \
byte_test:4, >, 1000, 20, relative;)

alert udp any any -> any 1234 \
(byte tesi:4, =, 1234, 0, string, dec; \
msg:got 1234!";)

alert udp any any -> any 1235 \
(byte_test:3, =, 123, 0, string, dec; \
msg:“got 123!";)

alert udp any any -> any 1236 \
(byte_test:2, =, .2, 0, string, dec; \
msg:"got 12:";)

alert udp any any -> any 1237 \
(byte_test:.0, =, 12345€7830, 0, string, dec; \
msg:"got 1234567890!";)

alert udp any any -> any 1238 \
(byte_test:8, =, Oxceadbeef, 0, string, hex; \
msqg:"got DEADBEEF!";)

3.5.28 byte_jump

The byte.jump keyword allows rules to be written for length encoded protocols trivially. By having an option that reads the length of a portion of
data, then skips that far forward in the packet, rules can be written that skip over specific portions of length-encoded protocols and perform detection
in very specific locations.

The byte_jump option does this by reading some number of bytes, convert them to their numeric representation, move that many bytes forward and
set a pointer for later detection. This pointer is known as the detect offset end pointer, or doe_pur.

For a more detailed explanation, please read Section 3.9.5.

Format

byte_jump:<bytes_to_convert>, <offser> \
[, relativell, multiplier <mu]t_va1ue>][, <endian>) [, string, <number_type)]\
[, align){, from_beginning)[, post_offset <adjustment value>}[, dce};

bytes =1-10
of fset = ~65535 to 65535

mult_value = 0 - 65535
post_offset = -65535 to 65535
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Option Description .

bytesatouconvert Number of bytes to pick up from the packet. The allowed values are 1 to 10 when used without dce.
If used with dce allowed values are |, 2 and 4.

offset Number of bytes into the payload to start processing

relative Use an offset relative to last pattern match

multiplier <value> Multiply the number of calculated bytes by <value > and skip forward that number of bytes.

big Process data as big endian (default)

little Process data as little endian

string Data is stored in string format in packet

hex Converted string data is represented in hexadecimal

dec Converted string data is represented in decimal

oct Converted string data is represented in octal

align Round the number of converted bytes up to the next 32-bit boundary

frombeginning Skip forward from the beginning of the packet payload instead of from the current position in the
packet.

postoffset <value> | Skip forward or backwards (positive of negative value) by <value> number of bytes after the other
jump options have been applied.

dce Let the DCE/RPC 2 preprocessor determine the byte order of the value to be converted. See section
2.2.13 for a description and examples (2.2.13 for quick reference).

Example

alert udp any any -> any 32770:34000 (content:" |00 01 86 B8|"; \
content:" 00 00 00 01|"; distance:d; within:4; \
byte_jump:4, 12, relative, align; \
byte_test:4, >, 900, 20, relative; \
msg:"statd format string buffer overflow";)

3.5.29 Dbyte_extract

The byte_extract keyword is another useful option for writing rules against length-encoded protocols. It reads in some number of bytes from the

packet payload and saves it to a variable. Thesc variables can be referenced later in the rule, instead of using hard-coded values.

/A\NOTE

[ Only two byte.extract variables may be created per rule. They can be re-used in the same rule any number of times.

Format

byte_extract:<bytes_to_extract>, <offset>, <name> \
[, relative]{, multiplier <multiplier value>)[, <endian>]\
[, string, <number_type>][, align <align value>)[, dce)

Option Description

bytes.toconvert Number of bytes to pick up from the packet

offset Number of bytes into the payload to start processing

name Name of the variable. This will be used to reference the vanable in other rule options.

relative Use an offset relative 1o last pattern match

multiplier <value> | Multiply the bytes read from the packet by <value> and save thal number into the variable.

big Process data as big endian (default)

little Process data as little endian

dce Use the DCE/RPC 2 preprocessor to determine the byte-ordering. The DCE/RPC 2 preprocessor must
be enabled for this option to work.

string Data is stored in string format in packet

hex Converted string data is represented in hexadecimal

dec Converted string data is represented in decimal

oct Converted string data is represented in octal

align <value> Round the number of converted bytes up to the next <value>-byte boundary. <value> may be 2
or 4.

Other options which use byte_extract variables

A byte-extract rule option detects nothing by itself. Its use is in extracting packet data for use in other rule options. Here is a list of places where

bytew.extract variables can be used:
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Rule Option Arguments that Take Variables
content/uricontent | offset,depth,distance, within
byte.test offset,value
bytesjump offset
isdataat offset

Examples

This example uses two variables to:

o Read the offset of a string from a byte at offset 0.

o Read the depth of a string from a byte at offset 1.

e Use these values to constrain a pattern match to a smaller area.

alert tcp any any -> any any (byte_extract:l, 0, str_offset; \
byte_extract:1, 1, str_depth; \
content:"bad stuff"; offset:str_offset; depth:str_depth; \
msg:"Bad Stuff detected within field";)

3.5.30 ftpbounce

Format

ftpbounce:

Example

164447095646012585319

3.5.31 asnl

The ftpbounce keyword detects FTP bounce attacks.

alert tcp S$EXTERNAL_NET any -> SHOME_NET 21 (msg:"FTP PORT bounce attempt"”; \
flow:to_server,established; content:"PORT"; nocase; ftpbounce; pcre:"/ PORT/smi";\
classtype:misc-attack; sid:3441; rev:l;)

The ASN.1 detcction plugin decodes a packet or a portion of a packet, and looks for various malicious encodings.

Muitiple options can be used in an "asn1” option and the implied logic is boolean OR. So if any of the arguments evaluate as true, the whole option

evaluates as true.

The ASN.] options provide programmatic detection capabilities as well as some more dynamic type detection. if an option has an argument, the
option and the argument are separated by a space or a comma. The preferred usage is to use a space between option and argument.

Format
asnl:[bitstring_overflow][, double_overflow][, oversize_length <value>](, absolute_offset <value>|relative offset <value>};
Option Description
bitstringJoverflow Detects invalid bitstring encodings that are known to be remotely exploitable.
double.overflow Detects a double ASCII encoding that is larger than a standard buffer. This is known to be an ex-

ploitable function in Microsoft, but it is unknown at this time which services may be exploitable.

oversizedength <value>

Compares ASN.1 type lengths with the supplied argument. The syntax looks like, “oversizelength
500". This means that if an ASN.1 type is greater than 500, then this keyword is evaluated as true.
This keyword must have one argument which specifies the length to compare against.

absolutenffset <value>

This 1s the absolute offsel from the beginning of the packet. For example, if you wanted to decode
snmp packets, you would say “absolute_offset 0”. absoluteoffset has one argument, the offset
value. Offset may be positive or negative.

relativewoffset <value>

This is the relative offset from the last content match or bytetest/jump.

relative.offset has one argument, the offset number. So if you wanted to start
decoding and ASN.| sequence right after the content “foo”, you would specify
‘content:"foo"; asnl:bitstring_overflow, relative_offset 0’. Offset values may

be positive or negative.
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Examples

alert udp any any -> any 161 (msg:"Oversize SNMP Length"; \
asnl:oversize lergth 10000, absolute coffset 0;)

alert tcp any any -> any 80 (msg:"ASNl Relative Foo"; content:"foo": \
asnl:bitstring overflow, relative offset 0;)

3.5.32 cvs

The CVS detection plugin aids in the detection of: Bugtrag-10384, CVE-2004-0396: "Malformed Entry Modified and Unchanged flag insertion™.
Default CVS server ports are 2401 and 514 and arc included in the default ports for stream rcassembly.

ANOTE

[ This plugin cannot do detection over encrypted sessions, e.g. SSH (usually port 22). _]

Format

cvs:<option>;

Option Description
invalid-entry | Looks for an invalid Entry string, which is a way of causing a heap overflow (see CVE-2004-0396)
and bad pointer derefenece in versions of CVS 1.11.15 and before.

Examples

alert tcp any any -> any 2401 (msg:"CVS Invalid-entry"; \
flow:to_server,established; cvs:invalid-entry;)

3.5.33 dce._iface

See the DCE/RPC 2 Preprocessor section 2.2.13 for a description and examples of using this rule option.

3.5.34 dce_opnum

See the DCE/RPC 2 Preprocessor section 2.2.13 for a description and examples of using this rule option.

3.5.35 dce_stub_data

See the DCE/RPC 2 Preprocessor section 2.2.13 for a description and examples of using this rule option.

3.5.36 ssl_version

See the SSL/TLS Preprocessor section 2.2.11 for a description and examples of using this rule option.

3.5.37 ssl_state

See the SSL/TLS Preprocessor section 2.2.11 for a description and examples of using this rule option.

3.5.38 Payload Detection Quick Reference

Table 3.10: Payload detection rule option keywords

Keyword Description
content The content keyword allows the user to set rules that search for specific content in the packet payload
and trigger response based on that data.
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rawbytes The rawbytes keyword allows rules to look at the raw packet data, ignoring any decoding that was
done by preprocessors.

depth The depth keyword allows the rule writer to specify how far into a packet Snort should search for the
specified pattern.

offset The offset keyword allows the rule writer to specify where to start searching for a pattern within a
packet.

distance The distance keyword allows the rule writer to specify how far into a packet Snort should ignore before
starting to search for the specified pattern relative to the end of the previous pattern match.

within The within keyword is & content modifier that makes sure that at most N bytes are between patiern
matches using the content keyword.

uricontent The uricontent keyword in the Snort rule language searches the normalized request URI field.

isdataat The 1sdataat keyword venifies that the payload has data at a specified location.

pcre The pcre keyword allows rules to be written using perl compatible regular expressions.

byteatest The bytetest keyword tests a byte field against a specific value (with operator).

byte.jump The bytejump keyword allows rules to read the length of a portion of data, then skip that far forward
in the packet.

ftpbounce The fipbounce keyword detects FTP bounce attacks.

asnl The asnl detection plugin decodes a packet or a portion of a packet, and looks for various malicious
encodings.

cvs The cvs keyword detects invalid entry strings.

dceaiface Sce the DCE/RPC 2 Preprocessor section 2.2.13.

dce.opnum See the DCE/RPC 2 Preprocessor section 2.2.13.

dce.stubdata See the DCE/RPC 2 Preprocessor section 2.2.13.

3.6 Non-Payload Detection Rule Options

3.6.1 fragoffset

The fragoffset keyword allows one to compare the LP fragment offset field against a decimal value. To catch all the first fragments of an IP session,
you could use the fragbits keyword and look for the More fragments option in conjunction with a fragoffset of 0.

Format

fragoffset: (!]<:>}<number>;

Example

alert ip any any -> any any \
(msg:"First Fragment"; fragbits:M; fragoffset:0;)

3.6.2 ttl

The tt! keyword is used to check the IP time-to-live value. This option keyword was intended for use in the detection of traceroute attempts. This
keyword takes numbers from 0 to 255.

Format

ttl:[<, >, =, <=, >=]<number>;
ttl: [<number>)-[<number>];

Example

This example checks for a time-to-live value that is less than 3.
ttl:<3;

This example checks for a time-to-live value that between 3 and 5.
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ttl:3-5;

This cxample checks for a time-to-live value that between 0 and 5.

tel:-5;

This examplc checks for a time-to-live value that between 5 and 255.

ktl:5-;

Few other examples are as follows:

ttl <=9;
ttl:>=5;
ttl:=5;

ttl:=>5;
ttl:=<5;
ttl:5-3;
3.6.3 tos

The tos keyword is used 1o check the IP TOS field for a specific value.

Format

tos: [']<number>;

Example
This example looks for a tos value that is not 4
tos:!4;

3.6.4 id

The id keyword is uscd to check the IP ID ficld for a specitic value. Some tools (cxploits, scanners and other odd programs) sct this ficld specificalty
for various purposcs, for cxample, the value 31337 is very popular with some hackers.

Format

id:<number>;

Example

This example looks for the IP 1D of 31337.

id:312337;
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3.6.5 ipopts

The ipopts keyword is used to check if a specific 1P option is present.

The following options may be checked:

rr - Rccord Route

eol - End of list

nop - NoOp

ts - Time Stamp

sec - IP Security

esec - P Extended Sccurity

Isrr - Loosc Sourcc Routing

Isrre - Loose Source Routing (For MS99-038 and CVE-1999-0909)
ssrr - Strict Source Routing

satid - Strcam identificr

any - any IP options arc sct

The most frequently watched for 1P options arc strict and loose source routing which aren’t used in any widespread internet applications.

Format

ok ipopts:<rrleol Inopltsiseclesec|lsrrilsrre|ssrrisatidlany>;
3
5]
0
o Example
=
g
2] This example looks for the IP Option of Loose Source Routing.

P! p g

0

ipopts:lsrtr;

Warning

16444709

Only a singlc ipopts kcyword may be specified per rule.

3.6.6 fragbits

The fraghits keyword is uscd to cheek if fragmentation and rescrved bits are sct in the 1P header.

The following bits may be checked:

M - Morc Fragments
D - Don't Fragment
R - Reserved Bit

The following modificrs can be sct to change the match eriteria:

+ match on the specificd bits, plus any others
* match if any of the spccificd bits arc sct

! match if the specificd bits arc not sct

Format

fragbits: (+*!]<[MOR]>;

Example

This cxample checks if the More Fragments bit and the Do not Fragment bit are set.

fragbits:MD+;
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3.6.7 dsize

The dsize keyword is used to test the packet payload size. This may be used to check for abnormally sized packets. In many cases, it is useful for

detecting buffer overflows.

Format

dsize:min<>max;
dsize: [<|>}<number>;

Example

This cxamplc looks for a dsize that is between 300 and 400 bytcs.

dsize:300<>400;

Warning

dsize will fail on strcam rebuilt packets, regardless of the size of the payload.

3.6.8 flags

The flags keyword is used to check if specific TCP flag bits arc present

The following bits may be checked:

F - FIN - Finish (LSB in TCP Flags bytc)
S - SYN - Synchronize sequence numbers
R - RST - Reset

P - PSH - Push

A - ACK - Acknowledgment

U - URG - Urgent

1 - CWR - Congestion Window Reduced (MSB in TCP Flags bytc)

~

- ECE - ECN-Echo (If SYN, then ECN capable. Else, CE flag in 1P hcader is sct)
- No TCP Flags Sct

)

The following modificrs can be sct to change the match criteria:

+ - match on the specified bits, plus any others

- match if any of the specified bits are set

! - match if the specified bits are not set

To handle writing rules for scssion initiation packets such as ECN where a SYN packet is scnt with the previously reserved bits 1 and 2 sct, an
option mask may be specificd. A rule could check for a flags value of S,12 if onc wishes to find packcts with just the syn bit, regardless of the valucs

of the rescrved bits.

Format

flags:[!|*|+]<FSRPAUL20> [, <FSRPAU12>;;

Example

This cxample checks if just the SYN and the FIN bits are set. ignoring reserved bit 1 and rescrved bit 2.

alert tcp ary any -> any any (flags:SF,12;)
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3.6.9 flow

The flow keyword is used in conjunction with TCP stream reassembly (see Section 2.2.2). It allows rules to only apply to certain directions of the
traffic flow.

This allows rules to only apply to clients or servers. This allows packets related to SHOMENET clients viewing web pages to be distinguished
from servers running in the SHOMENET.

The established keyword will replace the £1ags: +A used in many places 10 show established TCP connections.

Options
Option Description
touLlient Trigger on server responses from A to B
to.server Trigger on client requests from A to B
fromclient TnEEer on client requests from A to B
fromserver Trl—gger on server responses from A to B
established Trigger only on established TCP connections
not.established | Trgger only when no TCP connection is established
stateless Trigger regardiess of the state of the stream processor (useful for packets that are designed to cause
machines to crash)
no.stream Do not trigger on rebuilt stream packets (useful for dsize and stream5)
onlystream Only trigger on rebuilt stream packets
nouf rag Do not trigger on rebuilt frag packets
only.frag Only trigEE on rebuilt frag packets
Format

flow: [ (established|not_established|stateless)]
[, (to_client|to_server|from_client|from_server)]
[, (no_streamlonly_stream)]
[, (no_fraglonly_frag}];

Examples

164447095646012585319

alert tcp !SHOME_NET any -> SHOME_NET 21 (msg:“"cd incoming detected"; \
flow:from_client; content:"CWD incoming”; nocase;)

alert tcp !SHOME_NET 0 -> SHOME_NET 0 (msg:“"Port 0 TCP traffic"; \
flow:stateless;)

3.6.10 flowbits

The flowbits keyword is used in conjunction with conversation tracking from the Stream preprocessor (see Section2.2.2). It allows ruies 1o track
states during a transport protocol session. The flowbits option is most useful for TCP sessions, as it allows rules to generically track the state of an
application protocol.

There are eight keywords associated with flowbits. Most of the options need a user-defined name for the specific state that is being checked. This
string should be limited to any alphanumeric string including periods, dashes, and underscores. The keywords set and toggle take an optional
argument which specifies the group to which the keywords will belong. When no group name is specified the flowbits will belong to a default
group. All the flowbits in a particular group (with an exception of default group) are mutually exclusive. A particular flow cannot belong to more
than one group.

Option Description

set Sets the specified state for the current flow and unsets all the other flowbits in a group when a
GROUPNAME is specificd.

unset Unsets the specified state for the current flow.

toggle Sets the specified state 1f the state is unset and unsets all the other flowbits in a group when a
GROUPNAME is specified, otherwise unsets the state if the state is set.

isset Checks if the specified state is set.

isnotset | Checks if the specified state is not set.

noalert Cause the rule to not generate an alert, regardless of the rest of the detection options.

reset Reset all states on a given flow.
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Format

flowbits:[set|unset|toggle|isset|isnotsetinoalertireset]!, <STATE_NAME>] |, <GROUP_NAME>|;

Examples

alert tcp ary 143 -> any any {msg:"IMAP login";
content:”0OK LOGIN":; flowbits:set,logged in;
flowbits:nvalert;)

alert tcp any any -> any 143 (msg:"IMAP LIST"; content:"LIST";
flowbits:isset, logged_in;)

3.6.11 seq

The seq keyword is used to check for a specific TCP scquence number.

Format

seg:<number>;

Example
This cxamplc looks for a TCP scquence number of 0.
seq:0;

3.6.12 ack

The ack keyword is uscd to check for a specific TCP acknowledge number.

164447095646012585319

Format

ack:<number>;

Example

This example looks for a TCP acknowlcdge number of 0.

ack:0;

3.6.13 window

The window keyword is used to check for a specific TCP window size.

Format

wvindow: [!)<number>;

Example

This cxample looks for a TCP window sizc of 55808.

wirdow:55808;
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3.6.14 itype

The itype keyword is used to check for a specific ICMP type value.

Format

itype:min<>max;
itype: {<{>]<number>;

Example
This example looks for an ICMP type greater than 30.
itype:>30;

3.6.15 icode

The icode keyword is used to check for a specific ICMP code value.

Format

icode:min<>max;
icode: [<|>])<number>;

(A
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Example

This example looks for an ICMP code greater than 30.

icode:>30;

3.6.16 icmp.d

The icmp.id keyword is used to check for a specific ICMP ID value.

This is useful because some covert channel programs use static ICMP fields when they communicate. This particular plugin was developed to
detect the stacheldraht DDoS agent.

Format

icmp_id:<number>;

Example
This example looks for an ICMP ID of 0.
icmp_1d:0;

3.6.17 icmp_seq

The icmpaseq keyword is used to check for a specific ICMP sequence value.

This is useful because some covert channel programs use static ICMP fields when they communicate. This particular plugin was developed to
detect the stacheldraht DDoS agent.

Format

icmp_seq:<number>;
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Example

This example looks for an ICMP Sequence of 0.
lcmp_seq:0;

3.6.18 rpc

The rpc keyword is used to check for a RPC application, version, and procedure numbers in SUNRPC CALL requests.

Wildcards are valid for both version and procedure numbers by using *’;

Format

rpc:<application rumber>, (<version number>|*], [<procedure number>|*]>;

Example

The following example looks for an RPC portmap GETPORT request.
alert tcp any any -> any 111 (rpc:100000, *, 3;);

Warning

Because of the fast pattern matching engine, the RPC keyword is slower than looking for the RPC values by using normal content matching.

3.6.19 ip_proto

The ip_proto keyword allows checks against the IP protocol header. For a list of protocols that may be specified by name, see /etc/protocols.

Format

ip_proto:(!1>1<} <name or number>;:

Example

This example looks for IGMP traffic.
alert ip any any -> any any (ip_proto:igmp;)
3.6.20 sameip

The sameip keyword allows rules to check if the source ip is the same as the destination [P

Format

samelp;

Example

This example looks for any traffic where the Source IP and the Destination IP is the same.

alert ip any any -> any any (sameip;)
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3.6.21 stream_reassemble

The stream_reassemble keyword allows a rule to enable or disable TCP stream reassembly on matching traffic.

ANOTE

I The stream_rcasscmble option is only available when the Stream5 preprocessor is enabled. ]
Format
stream_reassemble:<enable|disable>, <server|client|both>[, noalert][, fastpath];

o The optional noalert parameter causes the rule to not gencrate an alert when it matches.

o The optional fastpath parameter causes Snort to ignore the rest of the connection.
Example
For example, o disable TCP rcassembiy for client traffic when we see a HTTP 200 Ok Response message, use:

alert tcp any 80 -> any any (flow:to_client, established: content:"200 OK";
stream_reassemble:disable,client,noalert;)

3.6.22 stream_size

The stream.size keyword allows a rule to match traffic according to the number of bytes observed, as determined by the TCP sequence numbers.

ANOTE

I The stream_size option is only available when the Stream5 preprocessor is enabled. ]

164447095646012585319

Format
stream_size:<server|client|bothleither>, <operator>, <number>;

Where the operator is one of the following:

e < -less than

e > - greater than

e =-equal

e !=.not equal

e <= - less than or equal

e >= - greater than or equal

Example

For example, to look for a session that is less that 6 bytes from the client side, use:

alert tcp any any -> any any (stream_size:client,<,6;)

3.6.23 Non-Payload Detection Quick Reference

Table 3.11: Non-payload detection rule option keywords

Keyword Description

fragoffset The fragc?f?set keyword allows one to compare the IP fragment offset ficld against a decimal value.
ttl The tt] keyword is used to check the IP time-to-live value.

£0S The tos keyword is used to check the IP TOS field for a specific value.
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id The 1d keyword 1s used to check the 1P ID field for a specific value.

ipopts The ipopts keyword 1s used to check if a specific TP option is present.

fragbits The fragbits keyword is used to check if fragmentation and reserved bits are set in the LP header.

dsize The dsize keyword is used to test the packet payload size.

flags The flags keyword is uscd to check if specific TCP flag bits are present.

flow The flow keyword allows rules to only apply to certaln directions of the traffic flow,

flowbits The flowbits keyword allows rules to track states during a transport protocol session.

seq The scq keyword is used to check for a specific TCP sequence number.

ack The ack keyword is used to check for a specific TCP acknowledge number.

window The window keyword is used to check for a specific TCP window sizc.

itype The itype keyword is used to check for a specific ICMP type value.

icode The icode keyword is used to check for a specific ICMP code value.

icmpaid The icrmp.id keyword is used to check for a specific ICMP 1D value.

1CmpaSeq The icmp_seq keyword 1s used to check for a specific ICMP sequence value.

rpc The rpc keyword is used to check for a RPC application, version, and procedure numbers in SUNRPC
CALL requests.

ipproto The ip_proto keyword allows checks against the IP protocol header.

sameip The sameip keyword allows rules 1o check if the source ip is the same as the destination IP.

3.7 Post-Detection Rule Options

3.7.1 logto

The logto keyword tells Snort to log all packets that trigger this rule to a special output log file. This is especially handy for combining data from
things like NMAP activity, HTTP CGI scans, etc. It should be noted that this option does not work when Snort is in binary logging mode.

Format

logto:“filename”;

3.7.2 session

The session keyword is built to extract user data from TCP Sessions. There are many cases where seeing what users are typing in telnet, rlogin, fip,
or even web sessions is very useful.

There are three available argument keywords for the session rule option: printable, bi nary,orall.

The printable keyword only prints out data that the user would normally see or be able to type. The binary keyword prints out data in a binary
format. The all keyword substitutes non-printable characters with their hexadecimal equivalents.

Format

session: [printable|binarylall);
Example
The following example logs all printable strings in a telnet packet.
log tcp any any <> any 23 (session:printabie;}
Given an FTP data session on pont 12345, this example logs the payload bytes in binary form.

log tcp any any <> any 12345 (metadata:service ftp-data; session:binary;)
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Warnings

Using the session keyword can slow Snort down considerably, so it should not be used in heavy load situations. The session keyword is best suited
for post-processing binary (pcap) log files.

The binary keyword does not log any protocol headers below the application layer, and Stream reassembly will cause duplicate data when the
reassembled packets are logged.

3.7.3 resp

The resp keyword enables an active response that kills the offending session. Resp can be used in both passive or inline modes. See 2.11.3 for
details.

3.7.4 react

The react keyword enables an active response that includes sending a web page or other content to the client and then closing the connection. React
can be used in both passive and inline modes. See 2.11.4 for details.

3.7.5 tag

The tag keyword allow rules to log more than just the single packet that triggered the rule. Once a rule is triggered, additional traffic involving the
source and/or destination host is tagged. Tagged traffic is logged 1o allow analysis of response codes and post-attack traffic. tagged alerts will be
sent to the same output plugins as the original alert, but it is the responsibility of the output plugin to properly handle thesc special alerts. Currently,
the database output plugin, described in Section 2.6.6, does not properly handle tagged alerts.

Format

tag:<type>, <count>, <metric>[, direction];

type

e session - Log packets in the session thet set off the rule

e host - Log packets from the host that caused the tag 1o activate (uses [direction) modifier)
count

e <integer> - Count is specified as a number of units. Units are specified in the <metric> field.
metric

e packets - Tag the host/session for <count> packets
e seconds - Tag the host/session for <count> seconds

e bytes - Tag the host/session for <count> bytes
direction -only relevant if host type is used.

e src - Tag packets containing the source IP address of the packet that generated the initial event.

e dst - Tag packets containing the destination IP address of the packet that generated the initial event.

Note that neither subsequent alerts nor event filters will prevent a tagged packet from being logged. Subsequent tagged alerts will cause the limit to
reset.

alert tcp any any <> 10.1.1.1 any (flowbits:isnotset,tagced;
flowbits:set,tagged; tag:host,6C0,seconds,src;)

Also note that if you have a tag option in a rule that uses a metric other than packets, a taggedpacket.limit will be used to limit the number
of tagged packets regardless of whether the seconds or bytes count has been reached. The default tagged_packet limit value is 256 and can
be modified by using a config option in your snort.conf file (see Section 2.1.3 on how to use the taggedpacket.limit config option). You can
disable this packet limit for a particular rule by adding a packets metric to your tag option and setting its count to 0 (This can be done on a global
scale by setting the tagged-packet.limit option in snort.conf 10 0). Doing this will ensure that packets are tagged for the full amount of seconds
or bytes and will not be cut off by the tagged.packetalimit. (Note that the tagged-packetlimit was introduced to avoid DoS situations on
high bandwidth sensors for tag rules with a high seconds or bytes counts.)

alert tcp 10.1.1.4 any -> 10.1.1.1 any \
{content:“TAGMYPACKETS"; tag:host,0,packets, 600, seconds,src;)
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Example
This example logs the first 10 seconds or the tagged_packet.limit (whichever comes first) of any telnet session.

alert tcp any any -> any 23 (flags:s,12; tag:session,10,seconds;)

3.7.6 activates

The activates keyword allows the rule writer to specify a rule to add when a specific network event occurs. See Scction 3.2.6 for more information.

Format

activates:1;

3.7.7 activated_by

The activatedby keyword allows the rule writer to dynamically enable a rule when a specific activate rule is triggered. See Section 3.2.6 for more
information.

Format

activated by:1;

3.7.8 count

The count keyword must be used in combination with the activatedby keyword. It allows the rule writer to specify how many packets to leave
the rule enabled for after it is activated. See Section 3.2.6 for more information.

Format

activated_by:1: count:50;

3.7.9 replace

The replace keyword is a feature available in inline mode which will cause Snort to replace the prior matching content with the given string. Both
the new string and the content it is to replace must have the same length. You can have multiple replacements within a rule, one per content.

replace:"<string>";

3.7.10 detection_filter

detection.filter defines a rate which must be exceeded by a source or destination host before a rule can generate an event. detection_filter has the
following format:

detection_filter: \
track <by_srclby_dst>, \
count <c>, seconds <s>;

Snort evaluates a detection.filter as the last step of the detection phase, after evaluating al other rule options (regardless of the position of the
filter within the rule source). At most onc detectionufilter is permitted per rule,

Example - this rule will fire on every failed login attempt from 10.1.2.100 during one sampling period of 60 seconds, after the first 30 failed login
attempts:

drop tcp 10.2.2.100 any > 10.1.1.106 22 ( \
msg:"SSH Brute rorce Attempt";
flow:established, to_server; \
content:"SSH"; nocase; offset:0; depth:4; \
detection_filter:track by _src, count 30, seconds 60; \
51d:1000001; rev:i;)
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Option Description

track Rate is tracked either by source IP address or destination IP address. This means

by.src|bydst count is maintained for each unique source IP address or each unique destination
[P address.

count ¢ The maximum number of rule matches in s seconds allowed before the detection
filter limit to be exceeded. C must be nonzero.

seconds s Time period over which count is accrued. The value must be nonzero.

Since potentially many events will be generated, a detection.filter would normally be used in conjunction with an event_filter toreduce the
number of logged cvents.

3.7.11 Post-Detection Quick Reference

Table 3.12: Post-detection rule option keywords

Keyword Description

logto The logto keyword tells Snort to log all packets that trigger this rule to a special output log file.

session The session keyword is built to extract user data Trom TCP Sessions.

resp The resp keyword is used attempt to close sessions when an alert is triggered.

react This keyword implements an ability for users to react to traihc that matches a Snort rulc by closing
connection and sending a notice.

tag The tag keyword allow rules to log more than just the single packet that triggered the rule.

activates This keyword allows the rule writer to specify a rule to add when a specific network event occurs.

activateddby This keyword allows the rule writer to dynamically enable a rule when a specific activate rule is
u—iggered.

count This keyword must be used in combination with the activateddby keyword. It allows the rule writer
10 specify how many packets to leave the rule enabled for after it is activated.

replace Replace the prior matching content with the given string of the same length. Availabic in inline mode
only.

detectionfilter Track by source or destination P address and if the rule otherwise matches more than the configured
rate it will fire.

3.8 Rule Thresholds

/\N{'\TF

Rule thresholds are deprecated and will not be supported in a future release. Use detectionufilters (3.7.10) within rules, or
event_filters (2.4.2) as standalone configurations instead.

threshold can be included as part of a rule, or you can use standalone thresholds that reference the generator and SID they are applied to. There is
no functional difference between adding a threshold to a rule, or using a standalone threshold applied to the same rule. There is a logical difference.
Some rules may only make sense with a threshold. These should incorporate the threshold into the rule. For instance, a rule for detecting a too many
login password attempts may require more than 5 atiempts. This can be done using the ‘limit’ type of threshold. Tt makes sense that the threshold
feature is an integral part of this rule.

Format

threshold: \
type <limitithreshold|both>, \
track <by src|by_dst>, \
count <c>, seconds <s>;

Examples
This rule logs the first event of this SID every 60 seconds.

alert tcp $external_net any -> $http_servers $http_ports \
(msg:“web-misc robots.txt access"; flow:to_server, established; \
uricontent:"/robots.txt"; nocase; reference:nessus,10302; \
classtype:wep-application-activity; threshold:typg®imit, track \
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Option

Description

type limit|threshold|both

type limit alerts on the Ist m events during the time interval, then ignores events
for the rest of the time interval. Type threshold alerts every m times we see
this event during the time interval. Type both alerts once per time interval after
seeing m occurrences of the event, then ignores any additional events during the
time interval.

track by.src|by.dst

rate is tracked either by source IP address, or destination 1P address. This means
count is maintained for each unique source IP addresses, or for each unique desti-
nation IP addresses. Ports or anything else are not tracked.

count ¢ number of rule matching in s seconds that will cause event_filter limit to be
exceeded. c must be nonzero value.
seconds s time period over which count is accrued. s must be nonzero value.

alert tcp $external_net any -> Shttp_servers $http_ports \
(msg: "web-misc robots.txt access"; flow:to_server, established; \
uricontent:"/robots.txt"; nocase; reference:nessus,10302; \
classtype:web-application-activity; threshold:type threshold, \
track by_dst, count 10 , seconds 60 ; sid:1000852; rev:1;)

This rule logs at most one event every 60 scconds if at least 10 events on this SID are fired.

alert tcp Sexternal net any -> $http_servers Shttp _ports \
(msg:"web-misc robots.txt access"; flow:to_server, established; \
uricontent:"/robots.txt"; nocase; reference:nessus,10302; \
classtype:web-application-activity; threshold:type both, track \
by _dst, count 10, seconds 60; sid:1000852; rev:1;)

3.9 Writing Good Rules

There are some general concepts to keep in mind when developing Snort rules to maximize efficiency and speed.

3.9.1 Content Matching

Snort groups rules by protocol (ip, tcp, udp, icmp), then by ports (ip and icmp use slightly diffemet logic), then by those with content and those
without, For rules with content, a multi-pattern matcher is used 1o select rules that have a chance at matching based on a single content. Selecting
rules for evaluation via this "fast” pattem matcher was found to increase performance, especially when applied to large rule groups like HTTP.
The longer and more unique a content is, the less likely that rule and all of it's rule options will be evaluated unnecessarily - it's safe to say there
is generally more “good” traffic than “bad”. Rules without content are always cvaluated (relative to the protocol and port group in which they
reside), potentially putting a drag on performance, While some detection options, such as pcre and bytetest, perform detection in the payload
section of the packet, they are not used by the fast pattern matching engine. If at all possible, try and have at least one content (or uricontent)

rule option in your rule.

3.9.2 Catch the Vulnerability, Not the Exploit

Try to write rules that target the vulnerability, instcad of a specific exploit.

For example, look for a the vulnerable command with an argument that is too large, instead of shellcode that binds a shell.

By writing rules for the vulnerability, the rule is less vulnerable to evasion when an attacker changes the exploit slightly.

3.9.3 Catch the Oddities of the Protocol in the Rule

Many services typically send the commands in upper case letters. FTP is a good example. In FTP, to send the username, the client sends:

user username_here

A simple rule to look for FTP root login attempts could be:

Patent Owner, Centripetal Networks, LLC - Ex. 2014, p. 180

179




03-02-2022-24064301-Hauptpost-0649 Us=Ud=gUdd~FUngsul"Rnaufdtfost=LoS3

alert tcp any any -> any any 21 (content:"user root";)

While it may seem trivial to write a rule that looks for the usename root, a good rule will handle all of the odd things that the protocol might handle
when accepting the user command.

For cxample, cach of the following arc accepted by most FTP servers:

user root
user root
user root
user root
user<tab>root

To handlc all of the cases that the FTP scrver might handle, the rule needs morc smarts than a simple string match.

A good rulc that looks for root login on fip would be:

alert tcp any any -> any 21 (flow:to_server,established; \
content:"root"; pcre:"/user\s+root/i":}

There arc a few important things to notc in this rule:

o The rulc has a flow option, verifying this is traffic going to the server on an established session.

e The rule has a content option, looking for root, which is the longest, most unique string in the attack. This option is addcd 10 allow the fast
pattern matcher to select this rule for evaluation only if the content root is found in the payload.

o The rulc has a pere option, looking for uscr, followed at lcast onc spacc character (which includes tab), followcd by root, ignoring casc.

3.9.4 Optimizing Rules

The content matching portion of the detection engine has recursion to handle a few evasion cases. Rules that are not properly written can cause
Snort to waste time duplicating checks.
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The way the recursion works now is if a pattern matches, and if any of the detection options after that pattemn fail. then look for the partern again
after where it was found the previous time. Repeat uatil the patiern is not found again or the opt functions all succced.

On first read, that may not sound like a smart idca, but it is nceded. For examplc, take the following rule:

alert ip any any -> any any (content:"a"; content:"b"; within:1;)

wan

This rule would look for *“a”, immcdiatcly followed by “b”. Without rccursion, the payload “aab™ would fail, cven though it is obvious that the
payload “aab” has “a” immediately followed by “b”, becausc the first "a” is not immcediatcly followed by “b™.

While rccursion is important for detection, the recursion implemcntation is not very smart.

For cxample, the following rule options are not optimized:
content:"[13|"; dsize:l;

By looking at this rulc snippit, it is obvious the rulc looks for a packet with a single byte of 0x13. However, because of recursion, a packet with
1024 bytes of 0x13 could causc 1023 too many pattern match attempts and 1023 too many dsize checks. Why? The content 0x 13 would be found
in the first byte, then the dsize option would fail, and because of recursion, the content 0x13 would bc found again starting after where the previous
0x13 was found, once it is found, then check the dsize again, repeating until 0x13 is not found in the payload again.

Reordering the rule options so that discrete checks (such as dsize) are moved to the beginning of the rule speed up Snont.

The optimized rule snipping would be:
dsize:1l; content:"[13.";

A packet of 1024 bytes of 0x13 would fail immediately, as the dsize cheek is the first option checked and dsize is a discrete check without recursion.

The following rulc options arc discrete and should gencrally be placed at the beginning of any rule:

e dsize
e flags

o flow
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fragbits
icmpaid
icmpaseq
icode
id
ipopts
ip.proto
itype
seq
session
tos

ttl

ack
window
resp

sameip

3.9.5 Testing Numerical Values

The rule options bytetest and byteojump were written to support writing rules for protocols that have length encoded data. RPC was the protocol
that spawned the requirement for these two rule options, as RPC uses simple length based encoding for passing data.

In order 10 understand why bytedest and bytejump are useful, let’s go through an exploit attempt against the sadmind service.

This is the payload of the exploit:

89

<snip>

09
00
28
54
00
00
00
00
00
00
00
00
54
00
00
00
00
2e

9c e2 00 00 00 00 00 CO 00 02 00 01 87 88
00 0a 00 00 00 01 00 CO 00 01 00 G0 00 20 ...............

3a 10 00 00 00 Oa 44 45 54 41 53 50 4c 4f Q@(:..... metasplo
00 00 00 00 CO 00 00 00 00 00 6O 00 00 00 it..............
CO 00 00 00 00 00 40 28 3a 14 00 07 45 of
00 00 00 00 CO 00 00 00 00 00 00 00 00 00
00 00 00 0D 00 06 00 00 00 00 00 00 00 00 ................
€0 00 00 00 CO 04 00 00 00 00 00 00 00 04 ................
€0 C1 00 01 87 88 00 CO 00 0a 00 00 00 04 ................
00 C1 G0 0. 87 88 00 CO 00 0a 00 00 00 11 ................
00 1e 00 00 00 00 00 CO 00 00 00 00 00 00 ................
00 00 00 GO 00 3b 4d 45 54 41 53 50 4c 4f ....... ;metasplo
00 00 00 00 00 00 00 00 00 00 0O 00 00 00 it..............
00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................
00 00 GO 00 CO 00 00 00 00 00 00 00 00 00 ................
00 00 00 0D CO 06 73 79 73 74 65 6d 00 00 ........ system. .
00 15 2¢ 2¢ 2f 2e 2¢ 2f 2¢ 2e 2f 2¢ 20 2f ...... Lotk
2f 62 69 6e 2f 73 68 00 00 00 00 00 04 le ../bin/sh.......

Let’s break this up, describe each of the fields, and figure out how to write a rule to catch this exploit.

There are a few things to note with RPC:

09
00
00
01
00
00
00
00

Numbers are written as uint32s, taking four bytes. The number 26 would show up as 0x0000001a.

Strings are written as a uint32 specifying the length of the string, the string, and then null bytes to pad the length of the string to end on a 4
byte boundary. The string *“bob” would show up as 0x00000003 6266200,

Sc e2 - the request id, a random uint32, unigue to each request
00 co - rpc type (call = 0, response = 1}

00 C2 ~ rpc version (2)

87 88 - rpc program {0x00018788 = 100232 = sadmind)

00 Oa - rpc program versior (0x0000000a = 10)

00 01 - rpc procedure ({0x00000001 = 1)

00 01 - credential flavor (1 = auth\_unix)

00 20 - length of auth\ unix data (0x20 = 32

the next 32 bytes are the auth\_urix data
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40 28 3a 10 - unix timestamp (0x4C283al0 = 1076378128 = feb 10 01:55:28 2004 gmt)
00 00 00 Oa - length of the client machine name (0x0a = 10)

4d 45 54 41 53 S0 4c 4f 49 54 00 00 - metasploit

00 00 00 00 - uid of requesting user (0)

00 00 00 00 - gid of requesting user (0)

00 00 CO 00 - extra group ics (0)

00 00 CO 00 - verifier flavor (0 = auth\_null, aka none)
00 00 00 00 - length of verifier (0, aka none)

The rest of the packet is the request that gets passed to procedure 1 of sadmind.
However, we know the vulnerability is that sadmind trusts the uid coming from the client. sadmind runs any request where the client’s uid is 0 as
root. As such, we have decoded enough of the request to write our rule.
First, we need to make sure that our packet is an RPC call.
content:" |00 00 00 00i"; offset:4; depth:4;
Then, we need to make sure that our packet is a call to sadmind.
content:"|00 01 87 881!"; offset:12; depth:4;
Then, we need to make sure that our packet is a call to the procedure 1, the vulnerable procedure.
content:" |00 00 00 01)|"; offset:16; depth:4;
Then, we need to make sure that our packet has auth_unix credentials.

content:" |00 00 00 01|"; offset:20; depth:4;

We don't care about the hostname, but we want 1o skip over it and check a number value after the hostname. This is where byte_test is useful.
Starting at the length of the hostname, the data we have is:

00 00 00 Ca 44 45 54 41 53 50 4c 4f 49 54 00 00
00 00 00 €O 00 00 00 OO0 00 0O 00 00 00 00 00 00
00 00 00 00

We want to read 4 bytes, turn it into a number, and jump that many bytes forward, making sure to account for the padding that RPC requires on
strings. 1f we do that, we are now at:

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00

which happens to be the exact location of the uid, the value we want to check.

In english, we want to read 4 bytes, 36 bytes from the beginning of the packet, and tumn those 4 bytes into an integer and jump that many bytes
forward, aligning on the 4 byte boundary. To do that in a Snort rule, we use:

byte_jump:4,36,align;
then we want to look for the uid of 0.
content:"}00 0C 00 00f"; within:4;
Now that we have all the detection capabilities for our rule, let’s put them all together.

content:"]00 00 00 00|"; offset:4; depth:4;
content:" |00 01 87 88|"“; offset:12; depth:4;
content:"|00 00 00 01i"; offset:16; depth:4;
content:" |00 0C 00 011"; offset:20; depth:4;
byte_jump:4,36,align;

content:"100 0C 00 001"; within:4;
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The 3rd and fourth string match are right next to cach other, so we should combine those patterns. We end up with:

content:"100 00 00 00|"; offset:4; depth:4;
content:"100 01 87 88|"; offsetr:12; depth:4;
content:"{00 00 00 01 00 00 00 01i"; offset:16; depth:8;
byte_jump:4,36,align;

content:"j00 00 00 00|"; within:4;

If the sadmind service was vulnerable to a buffer overflow when reading the client’s hostname, instead of reading the length of the hostname and
Jumping that many bytes forward, we would check the length of the hostname to make sure it is not 100 large.

To do that, wc would rcad 4 bytcs, starting 36 byles into the packet, turn it into a number, and then make sure it is not too large (let’s say bigger
than 200 bytcs). In Snort, we do:

byte_test:4,>,200,36;
Our full rule would be:

content:"[00 0C 00 00 "; offset:4; depth:4;
content:"{00 01 87 88|"; offset:12; depth:4;
content:"j00 0C 00 01 00 00 00 01|"; offset:16; depth:8;
byte_test:4,>,200,36;
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Chapter 4

Dynamic Modules

Preprocessors, detection capabilities, and rules can now be developed as dynamically loadable module to snort. When enabled via the —enable-
dynamicplugin configure option, the dynamic API presents a means for loading dynamic libraries and allowing the module to utilize certain functions
within the main snort code.

The remainder of this chapter will highlight the data structures and API functions used in developing preprocessors, detection engines, and rules as
a dynamic plugin to snort.

Beware: the definitions herein may be out of date; check the appropriate header files for the current definitions.

4.1 Data Structures

A number of data structures are central to the API. The definition of each is defined in the following sections.

4.1.1 DynamicPluginMeta

The DynamicPluginMeta structure defines the type of dynamic module (preprocessor, rules, or detection engine), the version information, and path
to the shared library. A shared library can implement all three types, but typically is limited to a single functionality such as a preprocessor. 1t is
defined in sf.dynamicumeta.h as:

#define MAX_NAME_LEN 1024

#define TYPE_ENGINE 0x01
#define TYPE_DETECTION 0x02
#define TYPE_PREPROCESSOR 0x04

typedef struct _DynamicPluginMeta
{
int type;
int major;
int minor;
int build;
char uniqueName [MAX_NAME_LEN];
char *libraryPath;
} DynamicPluginMeta;

4.1.2 DynamicPreprocessorData

The DynamicPreprocessorData structure defines the interface the preprocessor uses to interact with snort itself, This includes functions to register
the preprocessor’s configuration parsing, restart, exit, and processing functions. It includes function to log messages, errors, fatal errors, and
debugging info. It also includes information for setting alerts, handling Inline drops, access to the StreamAPI, and it provides access to the
normalized http and altcrnate data buffers. This data structure should be initialized when the preprocessor shared library is loaded. It is defined in
sf.dynamic.preprocessor.h. Check the header file for the current definition.
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4.1.3 DynamicEngineData

The DynamicEngineData structure defines the interface a detection engine uses to interact with snort itself. This includes functions for logging
messages, errors, fatal errors, and debugging info as well as a means to register and check flowbits. It also includes a location to store rule-stubs for
dynamic rules that are loaded, and it provides access to the normalized http and alternate data buffers. 1t is defined in sfdynamiceengine. has:

typedef struct _DynamicEngineData
{
int version;
u_int8_t *altBuffer;
UriInfo *uriBuffers(MAX URIINFOS];
RegisterRule ruleRegister;
RegisterBit flowbitRegister;
CheckFlowbit flowbitCheck;
DetectAsnl asnlDetect;
LogMsgFunc logMsg;
LogMsgFunc errMsg;
LogMsgFunc fatalMsg;
char *dataDumoDirectory;

GetPreprocRuleOptFuncs getPreprocOptFuncs;

SetRuleData setRuleData;
GetRuleData getRuleData;

DebugMsgFunc debugMsg;
#ifdef HAVE_WCHAR_H
DebugWideMsgFunc debugWideMsg;
fendif

char **debugMscFile;
int *debugMsglLine;

PCRECompiletunc pcreCompile;
PCREStudyFunc pcreStudy;
PCREExecFunc pcreExec;
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} DynamicEngineData;

4.1.4 SFSnortPacket

The SFSnortPacket structure mirrors the snort Packet structure and provides access to all of the data contained in a given packet.

It and the data structures it incorporates are defined in sfusnort.packet.h. Additional data structures may be defined to reference other protocol
fields. Check the header file for the current definitions.

4.1.5 Dynamic Rules

A dynamic rule should use any of the following data structures. The following structures are defined in s f_snort.pluginapi.h.

Rule

The Rule structure defines the basic outline of a rule and contains the same set of information that is seen in a text rule. That includes protocol, ad-
dress and port information and rule information (classification, generator and signature 1Ds, revision, priority, classification, and a list of references).
It also includes a list of rule options and an optional evaluation function.

#define RULE_MATCH 1
#define RULE_NOMATCH 0

typedef struct _Rule

{
iPInfo ip:
RuleInformatior info;

RuleOption **options; /* NULL terminated array of RuleOption union */

ruleEvalFunc evalFunc;
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char initialized; /* Rule initialized, used internally */
u_int32_L numOptions; /* Rule oplion count, used internally */
char noAlert; /* Flag with no alert, used internally */
void *ruleData; /* Hash table for dynamic data pointers */

} Rule;

The rule evaluation function is defined as

typedef int (~ruleEvalFunc) (void *):

where the parameter is a pointer to the SFSnortPacket structure.

RuleIlnformation

The Rulelnformation structure defines the meta data for a rule and includes generator ID, signature 1D, revision, classification, priority, message
text, and a list of references.

typedef struct _Rulelnformation
{

u_int32_t genlID;

u_int32_t sigID;

u_int32_t revision;

char «class:fication; /* String format of classification name */
u_int32_t priority;
char *message;

RuleReference **references; /* NULL terminated array of references */
RuleMetaData **meta; /* NULL terminated array of references */
} Ruielnformation;

RuleReference
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The RuleReference structure defines a single rule reference, including the system name and rereference identifier.

typedef struct _RuleRelerence
{

char *systemName;

cnar *refldentifier;
} RuleReference;

IPInfo

The /PInfo structure defines the initial matching criteria for a rule and includes the protocol, src address and port, destination address and port, and
direction. Some of the standard strings and variables are predefined - any, HOMENET, HTTP.SERVERS, HTTP.PORTS, etc.

typedef struct _IPInfo
{
u_int8_t protocol;
char * src_addr;
char * src_port; /* 0 for non TCP/UDP */
char direction; /* non-zero 1is bi-directional */
char * dst_addr;
char * dst_port; /* 0 for nen TCP/UDP */

} IPInfo;

d#define ANY_NET "any"

idefine HOMF_NET "SHOME_NET"
kdefine EXTERNAL_NET "SEXTERNAL_NET"
fidefine ANY_PORT “any"

#define HTTP_SERVERS "S$HTTP_SERVERS"
fdefine HTTP_PORTS "SHTTP?_PORTS"
fdefine SMTP_SERVERS "S$SMTP_SERVERS"
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RuleOption

The RuleOption siructure defines a single rule option as an option type and a reference 1o the data specific 1o that option. Each option has a flags
ficld that contains specific flags for thal option as well as 2 "Not” flag. The "Not™ flag is uscd to negatc the results of cvaluating that option.

typedef enum DyramicOptionType |
OPTION_TYPE_PREPROCESSOR,
OPTION_TYPE_CONTENT,
OPTION_TYPE_PCRE,
OPTION TYPE_FLOWBIT,
OPTION_TYPE_FLOWFLAGS,
OPTION_TYPE_ASNI,
OPTION_TYPE_CURSOR,
OPTION_TYPE_3DR_CHECK,
OPTION_TYPE_BYTE_TEST,
OPTION_TYPE_BYTE_JUMP,
OPTION_TYPE_BYTE_EXTRACT,
OPTION_TYPE_SET_CURSOR,
OPTICN_TYPE_LOOP,
OPTION_TYPE_MAY.

)i

typedef struct RuleOption
{

:nt optionType;

union

void *ptr;

ContentInfo *content;
CursorTnfo *cursor;
PCREInfo *pcre;
FlowBitsInfo *flowBit;
Bytebata *byte;
ByteExtract *byteExtract;
FlowFlags *flowFlags;
AsnlContext *asnl;
HdrOptCheck *hdrData;

LoopInfo *loop:
PreprocessorOption *preprocOpt;
P ooption_u;
} RuleOption;
#define NOT_FLAG 0x10000000

Some options also contain information that is initialized at run time. such as the compiled PCRE information, Boyer-Moore content information,
the intcger 1D for a flowbit, ctc.

The option types and related structures arc listed below.

e OptionType: Content & Structure: Contentlnfo

The Contentinfo structure defincs an option for a content scarch. It includes the pattcrn, depth and offset, and flags (onc of which must
specify the buffer — raw, URI or normalized — to scarch). Additional flags includc nocasc, relative, unicode, and 2 designation that this
content is 1o be used for snorts fast patiern evaluation. The most unique content, that which distinguishes this rule as a possible match to a
packet, should be marked for fast pattern evaluation. In the dynamic detection engine provided with Snon, if no Contentinfo structure in a
given rules uscs that flag, the onc with the longest content length will be used.

typedef struct _ContentInfo
{
u_int8_t *pattern;
u_int32_t depth;
int32 ¢ offset;
u_int32_t flags; /* must include a CONTENT_BUF_X */
void *boyer_ptr;
u_int8_t *patternByteForm;
u_1int32_t patternByteFormLength;
u_int32_t incrementlength;

I ContentiInfo;
¢define CONTENT_NOCASE 0x01
fdefine CONTENT_RELATIVE 0x02

fdefine CONTENT UNICODE2BYTE 0x04
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tdefine CONTENT_UNICODEBYTE  0x08
#define CONTENT_FAST_PATTERN  0x10
#deline CONTENT_END_BUFFER 0x29

#define CONTENT BUF_NORMALIZED 0x100
¢define CONTENT BUF RAR 0x200
#define CONTENT_BUF_URI 0x400

e OptionType: PCRE & Structure: PCREInfo

The PCREInfo structure defines an option for a PCRE search. It includes the PCRE expression, pcreuflags such as caseless, as defined in
PCRE.h, and flags to specify the buffer.

/*
pcre.h provides flags:

PCRE_CASELESS
PCRE_MULTILINE
PCRE_DOTALL
PCRE_EXTENDED
PCRE_ANCHORED
PCRE_DOLLAR_ENDONLY
PCRE_UNGREEDY

*/

typedef struct _PCREInfo
{

char *expr;
void *compiled_expr;
void *compiled_extra;

u_int32_t compile_flags;
u_int32_t flags; /* must include a CONTENT_BUF_X */
)] PCREInfo;
e OptionType: Flowbit & Structure: FlowBitsinfo
The FlowBitsinfo structure defines a flowbits option. It includes the name of the flowbit and the operation (set, unset, toggle, isset, isnotset).

164447095646012585319

¢define FLOWBIT_SET 0x01
fdefine FLOWB1T_ UNSET 0x02
fdefine FLOWBIT_ TOGGLE 0x01
fdefine FLOWBIT_ISSET 0x08
fdefine FLOWBIT_ISNOTSET 0x10
fdefine FLOWBIT_RESET 0x20

fdefine FLOWBIT_NOALERT 0x40

typedef struct _FlowBitsInfo
{
char *flowBitsName;
u_int8_t  operation;
u_int32_t id;
u_int32_t flags;
} FlowBitsInfo;

e OptionType: Flow Flags & Structure: FlowFlags

The FlowFlags structure defines a flow option. It includes the flags, which specify the direction (fromuserver, toserver), established session,
etc.

#define FLOW_ESTABLISHED 0x10

fdefine FLOW_IGNORE_REASSEMBLED 0x1000

tdefine FLOW_ONLY_REASSMBLED 0x2000

fdefine FLOW_FR_SERVER  0x40

fdefine FLOW_TO_CLIENT 0x40 /* Just for redundancy */
fdefine FLOW_TO_SERVER  0x80

fdefine FLOW_FR_CLIENT 0x80 /* Just for redundancy */

typedef struct _FlowFlags
{

u_int32_t  flags:
} FlowFlags;

e OptionType: ASN.1 & Structure: AsnlContext
The AsniContext structure defines the information for an ASN1 option. It mirrors the ASN1 rule option and also includes a flags field.

#define ASN1_ABS_OFFSET 1
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#define ASN1_REL_OFFSET 2

Lypedef struct _AsnlContext
{
int bs_overflow:
int double overflow;
int print;
int length;
unsigned int max_length;
int offset;
int offset_type;
u_int32_t flags:
} AsnlConlext;

OptionTypc: Cursor Cheek & Structure: Cursorinfo
The Cursorinfo structure defines an option for a cursor cvaluation. The cursor is the current position within the cvaluation buffer, as related

to content and PCRE scarches, as well as byte tests and byte jumps. It includes an offsct and flags that specify the buffer. This can be used
to verify there is sufficient data to continue evaluation, similar to the isdataat rule option

typedef struct _CursorInfo
{

int32_t offset;

u_int32_t flags: /* specify one of CONTENT_BUF_X */
} CursorInfo;

e OptionType: Protocol Header & Structure: HdrOpiCheck
The HdrOpiCheck structure defines an option 1o check a protocol header for a specific value. It includes the header ficld, the opcration

g (i»é-=.c1c), a value, a mask to ignorc that part of the header ficld, and flags.

Ir]

et fdefine IP_HDR_ID 0x0001 /= 1P Header ID */

o #define IP_HDR_PROTO 0x0002 /* IP Protocol */

3 tdefine IP_HDR_FRAGBITS 0x0003 /* Frag Flags set in IP Header */

g fidefine IP_HDR_FRAGOFFSET  (x0004 /* Frag Offset set in IP Header */

g #define TP_HDR_OPTTONS Ox0005 /* TP Options -- is option xx included */
Q tdefine IP_HDR_TTL 0xCC06 /* IP Time to live */

3 #define IP_HDR_TOS 0x0007 /* IP Type of Service */

3 #define IP_HDR_OPTCHECK_MASK 0x000%

fdefine TCP_HDR_ACK 0x0010 /= TCP Ack Value */

fdefine TCP_HDR_SEQ 0x0020 /* TCP Seq Value */

édefine TCP_KDR_FLAGS 0x0030 /~ Flags set in TCP Header */

fdefine TCP_HDR_OPTIONS 0x0040 /* TCP Options =-- is option xx included */
#define TCP_HDR_WIN 0x0050 /* TCP Window */

fdefine TCP_HDR_OPTCHECK MASK 0x00£0

#define ICMP_HDR_CODE 0x1000 /* ICMP Header Code */
fdefine ICMP_HDR_TYPE 0x2000 /* ICMP Header Type */
#define I1CMP_HDR_1D 0x3000 /* ICMP 1D for 1CMP_ECHO/ICMP_ECHO_REPLY */
#define ICMP_HDR_SEQ 0x4000 /* ICMP ID for ICMP_ECHO/ICMP_ECHO_REPLY */

#define TCMP_HDR_OPTCHECK_MASK 0xf000

typedef struct _HdrOptCheck

{
u_intl6_t hdrField; /* Field to check */
u_int32_t op; /* Type of comparison */
u_int32_t value; /* Value to compare value against */
u_int32_t mask_value; /* bits of value to igrore */
u_xnt32_t flags;

} HdrOptCheck;

e OptionType: Byte Test & Structure: ByteData

The ByteData structure defines the information for both ByteTest and BytcJump operations. It includes the number of bytes, an operation
(for ByteTest, j,;,=,ct¢), a valuc, an offsct, multiplicr, and flags. The flags must specify the buffer.

kédefine CHRCK_EQ
#define CHECK_NEQ
#define CHECK_LT
#define CHECK_GT
#define CHECK_LTE
fdefine CHECK_GTk
fdefine CHECK_AND
#define CHECK_XOR
fdefine CHECK_ALL

@ U e W O
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tdefine CHECK_ATLEASTONE
fdefine CHECK_NONE 10

typedef struct _ByteData
{

u_int32 t bytes; /* Number of bytes to extract */
u_int32_t op; /* Type of byte comparison, for checkvalue */
u_int32_t value; /* Value to compare value against, for checkValue, or extracted value */
int32_t  offset; /* Offset from cursor */
u_int32_t multiplier; /* Used for byte jump -- 32pits is MORE than enough */
u_int32_t flags; /* must include a CONTENT_BUF_X */
} ByteData;

e OptionType: Byte Jump & Structure: ByteDuta
Sce Byte Test above.
e OptionType: Sct Cursor & Structure: Cursorinfo
See Cursor Check above.
e OptionType: Loop & Structures: Loopinfo,ByteExiract, DynamicElement

The Loopinfo structurc defines the information for a sct of options that arc to be evaluated repeatedly. The loop option acts like a FOR loop
and includes star, end, and increment valucs as well as the comparison opcration for termination. It includes a cursor adjust that happens
through cach itcration of the loop, a reference to a Rulelnfo structure that defines the RulcOptions arc to be evaluated through cach itcration.
Onc of thosc options may be a BytcExtract.

typedef struct _LoopInfo
{

DynamicElement *start; /* Starting value of FOR loop (i=start) */
@ DynamicElement *end; /* Ending value ¢f FOR loop (i OP end) */
g DynamicElement *increment; /* Increment value of FOR loop (i+= 1increment) ~/
89, u_int32_t op; /* Type of comparison for loop termination */
o CursorInfo *cursorAdjust; /* How to move cursor each iteration cf loop */
3 struct _Rule *subRule; /* Pointer to SubRule § options to evalvate within
= * the loop */
By u_int8_t initialized; /* Loop initialized properiy (safeguard) */
F\’ u_int32 t flags; /* can be used to negate loop results, specifies * relative.
3 ) Looplnfo;
3

The ByteExtract structure defines the information to use when extracting bytes for a DynamicElement used a in Loop evaltion. It includes
the number of bytes, an offsct, multiplicr, flags specifying the buffer, and a reference to the DynamicElement

typedef struct _ByteExtract
{

u_int32_t bytes; /* Number of bytes to extract */
int32_t  offsex; /* Offset from cursor */
u_int32_t multiplier; /* Multiply velue by this (similar to byte jump) */
u_int32_t flags; /* must include a CONTENT_BUF_X */
char *refld; /* To match up with a DynamicElement refld */
void *memoryLocation; /* Location to store the data extracted */
} ByteExtract;

The DynamicElement structure is uscd to define the valucs for a looping cvaluation. It includes whether the clement is static (an intcger) or
dynamic (cxtracted from a buffer in the packet) and the valuc. For a dynamic clement, the valuc is filled by a related ByteExtract option that
is part of the loop.

fdefine DYNAMIC_TYPE_INT_STATIC 1
fdefine DYNAMIC_TYPE_INT_REF 2

typedef struct _DynamicElement
{

char dynamicType:; /* type of this field - static or reference */
char ‘refld; /* reference ID (NULL if static) */
union
{
void *voidPtr; /* Holder */
int32_t staticlnt; /* Value of static */
int32_t *dynamicInt; /* Pointer to value of dynamic v/
} data;
) DynamicElement;

4.2 Required Functions

Each dynamic module must define a set of functions and data objects to work within this framework.
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4.2.1 Preprocessors

Each dynamic preprocessor library must define the following functions. These are defined in the file sfudynamic.preprocalib.c. The metadata
and setup function for the preprocessor should be defined sfpreproc.info.h.

o int LibVersion(DynamicPluginMeta *)
This function returns the metadata for the shared library.
o int InitializePreprocessor(DynamicPreprocessorData *)

This function initializes the data structure for use by the preprocessor into a library global variable, .dpd and invokes the sctup function.

4.2.2 Detection Engine
Each dynamic detection engine library must define the following functions.

o int LibVersion(DynamicPluginMeta %)
This function returns the metadata for the shared library.
o int InitializeEngineLib(DynamicEngineData *)
This function initializes the data structure for use by the engine.

The sample code provided with Snort predefines those functions and defines the following APIs to be used by a dynamic rules library.

® int RegisterRules(Rule **)
This is the function to iterate through each rule in the list, initialize it to setup content searches, PCRE evalution data, and register flowbits.
e int DumpRules(char * Rule **)

This is the function to iterate through each rule in the list and write a rule-stop to be used by snort to control the action of the rule (alert, log,
drop, etc).

e int ruleMatch(void *p, Rule *rule)

This is the function to evaluate a rule if the rule does not have its own Rule Evaluation Function. This uses the individual functions outlined
below for each of the rule options and handles repetitive content issues.

Each of the functions below returns RULE.MATCH if the option matches based on the current criteria (cursor position, etc).

- int contentMatch(void *p. ContentInfo® content, u_ini8_t **cursor,
)2

This function evaluates a single content for a given packet, checking for the existence of that content as delimited by Contentlnfo and
cursor. Cursor position is updated and rctumned in *cursor.

With a text rule, the with option corresponds to depth, and the distance option corresponds to offset.
- int checkFlow(void *p, FlowFlags *flowflags)

This function evaluates the flow for a given packet.
- int extractValue(void *p, ByteExtract *byteExtract, uJnt84 *cursor)

This function extracts the bytes from a given packet, as specified by ByteExtract and delimited by cursor. Value extracted is stored
in ByteExtract memoryLocation parameter.

~ int processFlowbits(void *p, FlowBitsinfo *flowbits)

This function evaluates the flowbits for a given packet, as specified by FlowBitsInfo. It will interact with flowbits used by text-based
rules.

~ int setCursor(void *p, Cursorinfo *cursorinfo, uint8 **%cursor)

This function adjusts the cursor as delimited by Cursorinfo. New cursor position is retumed in *cursor. It handles bounds checking
for the specified buffer and returns RULE.INOMATCH if the cursor is moved out of bounds.

Itis also used by contentMatch, byteJump, and pcreMatch to adjust the cursor position after a successful match,

= int checkCursor(void *p. Cursorinfo *cursorinfo, udnt8-t *cursor)
This function validates that the cursor is within bounds of the specified buffer.
— int checkValue(void *p, ByteData *byteData, uJint324 value, udnt8u *cursor)
This function compares the value to the value stored in ByteData.
- int byteTest(void *p, ByteData *byteData, udnt8s *cursor)
This is a wrapper for extractValue() followed by checkValue().
~ int byteJump(void *p, ByteData *byteData, uaint8.t **cursor)
This is a wrapper for extractValue() followed by setCursor().
~ int pcreMatch(void *p, PCREInfo *pcre, uint8z **cursor)

This function evaluates a single pcre for a given packet, checking for the existence of the expression as delimited by PCREInfo and
cursor, Cursor position is updated and retumed in *cursor.

- int detectAsnl(void *p, AsnlContext *asnl, uint8.t *cursor)
This function evaluates an ASN. 1 check for a given packet, as delimited by AsnlContext and cursor.
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~ int checkHdrOpt(void *p, HdrOptCheck *optData)
This function evaluates the given packet’s protocol headers, as specified by HdrOptCheck.
- int loopEval(void *p, Looplnfo *loop. udnt8 **cursor)

This function iterates through the SubRule of Looplnfo, as delimited by Looplnfo and cursor. Cursor position is updated and returncd
in *cursor.

— int preprocOptionEval(void *p, PreprocessorOption *preprocOpt, udnt8at **cursor)

This function evaluates the preprocessor defined option, as spepcifed by PreprocessorOption. Cursor position is updated and returned
in *cursor,

— void setTempCursor(u.nt8a **temp_cursor, udnt82 **cursor)

This function is used to handled repetitive contents to save off a cursor position temporarily to be reset at later point.
~ void revertTempCursor(u.Jnt84 **tempcursor, uint84 **cursor)

This function is used to revert to a previously saved temporary cursor position.

-ﬁmlc you own rule evaluation function, pattems that occur more than once may result in false ncgatives. Take extra care

to handle this situation and search for the matched pattern again if subsequent rule options fail to match. This should be done for both
content and PCRE options.

4.2.3 Rules

Each dynamic rules library must define the following functions. Examples are defined in the file sfnort.dynamicdetection.l ib.c. The metadata
and setup function for the preprocessor should be defined in sfsnortadynamic.detectionalib.h.

o int LibVersion(DynamicPluginMeta *)

S This function retums the metadata for the shared library.
— zg o int EngineVersion(DynamicPluginMeta *)
— ) This function defines the version requirements for the corresponding detection engine library.
———et
=03 o int DumpSkeletonRules()
— 3 This functions writes out the rule-stubs for rules that are loaded.
—— (O
s e int InitializeDetection()
——— This function registers each rule in the rules library. It should set up fast pattern-matcher content, register flowbits, ctc.

The sample code provided with Snort predefines those functions and uses the following data within the dynamic rules library.

® Rule *rules(]
A NULL terminated list of Rule structures that this library defines.

4.3 Examples

This section provides a simple example of a dynamic preprocessor and a dynamic rule.

4.3.1 Preprocessor Example

The following is an example of a simple preprocessor. This preprocessor always alerts on a Packet if the TCP port matches the one configured.
This assumes the the files sf.dynamic.preprocib.c and sfdynamic_preprocJib.h are used.

This is the metadata for this preprocessor, defined in sfopreprocdnfo.h.

#define MAJOR_VERSION 1
#define MINOR_VERSION 0
fdefine BUILD_VERSION 0
#define PREPROC_NAME "SF_Dynamic_Example_Preprocessor™

fdefine DYNAMIC_PREPROC_SETUP  ExampleSetup
extern void ExampleSetup{):

The remainder of the code is defined in spp_example.c and is compiled together with sfudynamic.preprocdib.c into libsfdynamicpreprocessor.example.so.

Define the Setup function to register the initialization function.
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#define GENERATOR_EXAMPLE 256
extern DynamicPreprocessorData _dpd;

void Zxamplelnit(unsigned char *j;
void ZrampleProcess(void =, void *};

vold ExampleSetup ()
{
_dpd.registerPreproc("dynamic_example", Examplelnit);

DEBUG_WRAP (_dpd.debugMsg (DEBUG_PLUGIN, "Preprocessor: Example is setup\n"););

The initialization function to parse the keywords from snort. conf.

u_intl6_t portToCheck;

void Examplelnit (ursigned char *args)
{

char *arg;

char *argEnd;

unsigned long port;

_dpd.logMsg("Example dyramic preprocessor configuration\n");
arg = strtok{args, " \t\n\r");
if(!strcasecmp("port", arg)

arg = strtok (NULL, "\t\n\r");
if (targ)
{
_dod. fatalMsg("ExamplePreproc: Missing port\n”):

164447095646012585319

port = strtoul{arg, &argEnd, 10);
1f (port < 0 {| port > 65535
{

_dpd.fatalMsg("ExamplePreproc: Invalid port %d\n", port);
}
portToCheck = port;

_dpd.logMsg (" Port: %d\n", por:ToCheck):

_dpd.fatalMsg("ExamplePreproc: Invalid option %s\n", arg);
/* Register the preprocessor function, Transport layer, ID 10000 */
_dpd.addPreproc (ExampieProcess, PRIORITY_TRANSPORT, 10000);

DEBUG_WRAP(_dpd.debugMsg (DEBUG_PLUGIN, "Preprocessor: Example is initialized\n"):);

The function to process the packet and log an alert if the cither port matches.

#define SRC_PORT_MATCH 1
#define SRC_PORT_MATCH_STR “example preprocessor: src port match"
#define DST_PORT_MATCH 2
#define DST_PORT_MATCH_STR "example_preprocessor: dest port match"
void ExampleProcess(void *pkt, void *context
{
SFSnortPacket *p = (SPSnortPacket *)pkt;
if (!p->ip4_header || p->ip4_header->prozo != IFPROTO_TCP [l !p->tcp_header)
{
/* Not for me, return */
return;
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if (p->src_port == portToCheck)
/* Source port metched, log alert */
_dpd.alertAdd (GENERATOR_EXAMPLE, SRC_PORT_MATCH,
1, 0, 3, SRC_PORT_MATCH_STR, 0);
return;

\
i

if (p->dst_port == portToCheck)
i
/* Destination port matched, log alert */
_dpdAalertAdd(GENERATOR_EXAMPLE, DST_PORT_MRTCH,
1, 0, 3, DST_PORT_MATCH_STR, 0);
return;

4.3.2 Rules

The following is an example of a simple rule, take from the current rule set, SID 109. [t is implemented to work with the detection engine provided
with snort.

The snort rule in normal format:

alert tcp SHOME_NET 12345:12346 -> SEXTERNAL_NET any \

(msg:"BACKDOOR netbus active“; flow:from_server,established; \
content:"NetBus"; reference:arachnids,40i; classtype:misc-activity; \
sid:209; rev:5;)

This is the metadata for this rule library, defined in detectiondibumeta.h.

/* Version for this rule library */

#define DETECTION_LIB_MAJOR‘VERSION 1

fdefine DETECTION_LIB_MINOR_VERSION 0

§define DETECTION_LIB_BUILD_VERSION 1

#define DETECTION_LIB_NAME "Snort Dynamic_Rule_Example”

/* Required version and name of the engine */

tdefine REQ_ENGINE_LIB_MAJOR_VERSION )

jdefine REQ_ENGINE_LIBE_MINOR_VERSION 0

#define REQ_ENGINE_LIB_NAME "SF_SNORT‘DETECTTON_ENGINE"

The definition of each data structure for this rule is in sid/09.c.

Declaration of the data structures.

o Flow option
Define the FlowFlags structure and its corresponding RuleOption. Per the text version, flow is from_server,established.

static FlowFlags sidl0%flow =
{

FLOW_FSTABLTSHED|FLOW_TC_CLIENT
);

static RuleOption sidl0%ptionl =
{
OPTION_TYPE_FLOWFLAGS,
{
§51d109flow
}
}i

o Content Option

Define the Contentinfo structure and its corresponding RuleOption. Per the text version, content is "NetBus”, no depth or offset, case
sensitive, and non-relative. Search on the normalized buffer by default. NOTE: This content will be used for the fast pattern matcher since
it is the longest content option for this rule and no contents have a flag of CONTENTFASTPATTERN.
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static ContentInfo sidl09content =
{

"NetBus", /* pattern to search for */

0, /* depth */

0, /* offset */

CONTENT BUF_NORMALIZED, /* flags */

NULL, /* holder for boyer/moore info */

NULL, /* holder for byte representation of “NetBus" */
0, /* holder for length of byte representation */
0 /* holder for increment length */

)i

sLtatic RuleOption sidl09%ovption2 =
{
OPTION_TYPE_CONTENT,
{
&sidl09content

)i

Rule and Mcta Data
Define the references.

static RuleReference sid109ref_arachnids =
{

"arachnids"”, /* Type */

401" /* value */
)i

static RuleReference *sidl09%refs(] =
{

6s1d109ref arachnids,

NULL
I

The list of nife options. Rulc options arc evaluated in the order specificd.

RuleOption *sidl0%options(] =
{
&sid109%optionl,
§¢sid10%option2,
NULL
)i

The rule itsclf, with the protocol header, meta data (sid, classification, message, ctc).

Rule sid109 =
{

/* protocol header, akin to => tcp any any -> any any */
{

1PPROTO_TC¥P, /* proto */

HOME_KET, /* source b +/

"12345:12346", /* source port(s) */

0, /* Direction */

EXTERNAL_NET, /* destination IP v/

ANY_PORT, /* destination port  */

),
/* metadata */

(

3, /* genid -- use 3 to distinguish a C rule */

109, /* sigid */

5, /* revision */

"misc-activity", /* classification */

0, /* priority */

"BACKDOOR netbus active", /* message */

sidl09%refs /* ptr to references */
I,
sidl09%options, /* ptr to rule options */
NULL, /* Use internal eval func */
0, /* Holder, not yet initialized, used internally */
0, /* Holder, option count, used internally */
0, /* Holder, ro alert, used internally for flowbits */
NULL /* Holder, rule data, used internally */
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e The List of rules defined by this rules library

The NULL terminated list of rules. The InitializeDctection iterates through cach Rule in the list and initializes the content, flowbits, pere,
ctc

extern Rule sid109;
extern Rule sid637;

Rule *rules[) =
{
&sidl109,
§s1d637,
NULL

164447095646012585319
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Chapter 5

Snort Development

Currently, this chapter is here as a place holder. It will someday contain references on how to create new detection plugins and preprocessors. End
users don’t really need to be reading this section. This is intended to help developers get a basic understanding of whats going on quickly.

If you are going to be helping out with Snort development, please use the HEAD branch of cvs. We’ve had problems in the past of people submitting
patches only to the stable branch (since they arc likely writing this stuff for their own 1DS purposes). Bug fixes are what goes into STABLE. Features
£0 into HEAD.

5.1 Submitting Patches

Patches to Snort should be sent to the snort-devel@lists.sourceforge.net mailing list. Patches should done with the command diff -nu snort-orig snort-nev

5.2 Snort Data Flow

First, traffic is acquired from the network link via libpcap. Packets are passed through a series of decoder routines that first fill out the packet
structure for link level protocols then are further decoded for things like TCP and UDP ports.

Packets are then sent through the registered set of preprocessors. Each preprocessor checks to see if this packet is something it should look at.

Packets are then sent through the detection engine. The detection engine checks each packet against the various options listed in the Snort config
files. Each of the keyword options is a plugin. This allows this to be easily extensible.

5.2.1 Preprocessors

For example, a TCP analysis preprocessor could simply return if the packet does not have a TCP header. 1t can do this by checking:

if (p->tcph==null)
return;

Similarly, there are a lot of packet_flags available that can be used to mark a packet as “reassembled” or logged. Check out src/decode.h for the list
of pkt.* constants.

5.2.2 Detection Plugins >

Basically, look at an existing output plugin and copy it to a new item and change a few things. Later, we'll document what these few things are.

5.2.3 Output Plugins

Generally, new output plugins should go into the barnyard project rather than the Snort project. We are currently cleaning house on the available
output options.
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5.3 The Snort Team

Creator and Lead Architect

Lead Snort Developers

Snort Rules Team
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