The Wayback Machine - https://web.archive.org/web/20100713225532/http://doc.emergingthreats.net/bin/view/Main/AllRulesets?cover=print

Ruleset Downloads

All Emerging Threats Signatures

» emerging-sid-msg-map.txt

Browseable Web Directory

Last Daily Change Summary

SidAllocation

o Emerging Threats CVS Web Interface

All Rules in one file:
» emerging-all.rules

All rules and Ancillary Files
e emerging.rules.tar.gz

Individual Rulesets:
 emerging.rules
e emerging-malware.rules
e emerging-virus.rules
» emerging-policy.rules
« emerging-p2p.rules
» emerging-inappropriate.rules
e emerging-web.rules
e emerging-web_client.rules
e emerging-web_server.rules
e emerging-web_specific_apps.rules
e emerging-web_sql_injection.rules
e emerging-user_agents.rules
e emerging-current_events.rules
e emerging-dos.rules
e emerging-scan.rules
+ emerging-exploit.rules
e emerging-attack_response.rules
e emerging-game.rules
e emerging-voip.rules

Spamhaus.org DROP List (SpamHausDROPList)
« emerging-drop.rules
» emerging-drop-BLOCK.rules
e emerging-bro-drop.rules

Known CompromisedHost List
e emerging-compromised.rules
e emerging-compromised-BLOCK.rules
e emerging-bro-compromised.rules
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Dshield Top Attackers List (DshieldTopAttackers) :
e emerging-dshield.rules
» emerging-dshield-drop.rules
e emerging-bro-dshield.rules

Shadowserver Botnet Command and Control Server Rules (ShadowServerCC):
e emerging-botcc.rules
» emerging-botcc-BLOCK.rules
e emerging-bro-botcc.rules

Spyware-DNS Rules These rules are generated from the BlackHoleDNS? Project's list. This ruleset is risky, could
generate load and falses
e spyware-dns.rules

RussianBusinessNetwork Host List (RBN) :
e emerging-rbn.rules
» emerging-rbn-BLOCK.rules
e emerging-bro-rbn.rules

Tor Exit Nodes List:
e emerging-tor.rules
» emerging-tor-BLOCK.rules

Related Firewall Rulesets (EmergingFirewallRules) :
» hitp://www.emergingthreats.net/fwrules/

Anonymous CVS access is available:

cvs -d :pserver:anonymous@cvs.emergingthreats.net/cvsroot/bleeding login

No password required. Then:

cvs -d :pserver:anonymous@cvs.emergingthreats.net/cvsroot/bleeding checkout rules
or for individual sigs:

cvs -d :pserver:anonymous@cvs.emergingthreats.net/cvsroot/bleeding checkout sigs
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