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I. Introduction 

The Petition showed that Emerging Threats qualifies as prior art and that 

Sourcefire and Emerging Threats render the claims obvious.  Patent Owner (“PO”) 

argues in its Response (“POR”) that the “prevent an exfiltration operation” element 

was not taught.  However, testimony from PO’s expert and its own employee, Mr. 

Marinho, supports the Petition and shows that Emerging Threats teaches rules 

configured to be triggered by exfiltration operations.  PO’s secondary 

considerations arguments lack a nexus to the ’343 claims, and Mr. Marinho’s 

testimony that he learned of, downloaded, and used Emerging Threats prior to 

2010 rebuts PO’s arguments about Emerging Threats qualifying as prior art.   

For the reasons in the Petition, the Institution Decision, and below, 

Sourcefire and Emerging Threats render the challenged claims obvious.  

II. Claim Construction 

Claim element 1[e]1 requires “… applying … at least one packet 

transformation function configured to prevent an exfiltration operation.”  EX-1001 

11:54-58 (emphasis added).  PO seeks no construction, but notes that it argued for 

the plain meaning of this term in litigation.  POR 18.   

 
1 Independent claims 8 and 15 include counterpart elements.   
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However, PO argues that the claims prevent exfiltrations “while still 

preserving the flow of normal legitimate network traffic without disruption.”  POR 

10, citing EX-1001 7:35-40.  PO also argues that rules are not configured to prevent 

exfiltration where PO avers that the rule is overbroad (also blocking legitimate 

traffic) or too specific (also allowing some exfiltrations).  E.g., POR 11, 18 (arguing 

Rule 2003021 does not prevent exfiltration because it can be defeated by sending 

data over a different port).  Thus, it appears the parties dispute whether “configured 

to prevent an exfiltration operation” has its plain meaning or requires preventing 

exfiltrations while not having some amount of false positives or negatives, as PO 

implicitly asserts.  Nidec Motor Corp. v. Zhongshan Broad Ocean Motor Co., 868 

F.3d 1013, 1017 (Fed. Cir. 2017) (construction is only required when necessary to 

resolve a controversy).   

The Board should reject PO’s attempt to read additional vague requirements 

into the term because the claim language is clear: “configured to prevent an 

exfiltration operation.”  It does not require preventing all exfiltrations or allowing 

all non-exfiltration traffic.   

Further, the ’343 specification contradicts PO’s tacit construction.  It discloses 

only two methods—HTTP and HTTPS methods—“to prevent exfiltrations.”  EX-

1001 8:59-62.   
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The HTTP method allows packets with a GET application header field value 

and blocks HTTP packets with POST, PUT, DELETE, or CONNECT, because 

“attackers may often use HTTP PUT or POST methods to exfiltrate sensitive data.”  

Id. 7:4-27; 7:51-8:6.  The HTTP method blocks exfiltrations using POST methods, 

but also legitimate packets using POST methods.   

The HTTPS method allows packets with TLS 1.1 or 1.2 application header 

field values and blocks packets with TLS 1.0, “because the popular TLS version 1.0 

protocol has a known security vulnerability that attackers may exploit to decrypt 

HTTPS sessions.”  Id. 6:61-7:3; 8:7-38.  The HTTPS method thus blocks 

exfiltrations as well as legitimate packets using TLS 1.0.  The HTTP and HTTPS 

methods do not block exfiltrations mediated by other methods.   

Given this disclosure, construing “prevent an exfiltration operation” to require 

a rule to somehow satisfy breadth or narrowness requirements would improperly 

exclude these embodiments.  MBO Labs., Inc. v. Becton, Dickinson & Co., 474 F.3d 

1323, 1333 (Fed. Cir. 2007) (a construction that excludes preferred embodiments is 

“rarely, if ever, correct.”). 

III. Sourcefire In View of Emerging Threats Renders Claims 1-20 Obvious 

PO argues that a POSITA would not implement commented-out rules in 

Emerging Threats.  POR 12.  However, a Sourcefire user would import rules and 

tune them to the network environment, including selectively activating and setting 
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rules to block or alert.  Pet. 81; EX-1003 ¶¶268-269.  Dr. Staniford further explained 

that uncommenting rules that were commented-out would enable them.  Ex. 2011 

67:10-68:24, 69:8-72.  Emerging Threats’ instructions to enable rules where useful 

further shows it was well-known to enable rules.  EX-1020 109 (SID:2001328) 

(“Enable it where useful”).  PO’s declarants confirmed that commented-out rules 

could be enabled.  EX-1100 27:16-21; EX-1101 71:3-11, 75:10-23.   

More fundamentally, Emerging Threats teaches rules configured to be 

triggered by exfiltration operations even if some of them were disabled because they 

may not be used in all environments.  As Dr. Staniford testified, they show that a 

POSITA knew of rules triggered by exfiltration operations independent of whether 

they were enabled.  Ex. 2011 72:5-11.  Emerging Threats’ teachings of rules 

configured to detect exfiltration operations (even if disabled) in combination of 

Sourcefire’s teaching of loading and enabling rules to inspect and block or allow 

packets render the claims obvious.  In re Mouttet, 686 F.3d 1322, 1332 (Fed. Cir. 

2012) (“It is well-established that a determination of obviousness based on teachings 

from multiple references does not require an actual, physical substitution of 

elements.”); In re Etter, 756 F.2d 852, 859 (Fed. Cir. 1985) (en banc) (whether one 

reference can be incorporated in another is “basically irrelevant” since the test for 

obviousness is “not whether the references could be physically combined but 
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whether the claimed inventions are rendered obvious by the teachings of the prior 

art as a whole”). 

A. Emerging Threats Teaches “applying…at least one packet 
transformation function configured to prevent an exfiltration 
operation” Based on a Determination That an Application Header 
Field Value Matches Second Criterion Specified by an Operator 

1. Rule 2003021 Prevents An Exfiltration Operation 

The Petition identified Rule 2003021 as configured to detect an exfiltration 

operation transmitting traffic to unusual ports using an out-of-date encryption 

protocol, and Sourcefire teaches enabling rules and using them to block traffic.  Pet. 

57.  The rule identifies exfiltrations by checking an application header field value 

for traffic using an out-of-date encryption version.  Pet. 57-58.   

PO’s employee, Mr. Marinho, confirmed that malware exfiltrating data would 

trigger this rule, but noted that other packets could trigger it too if they included the 

same content match in the first bits of the application header.  EX-1101 77:16-78:11.  

Dr. Goodrich also acknowledged that exfiltration using SSLv3 on a high port would 

trigger the rule.  EX-1100 62:18-25.  Thus, Rule 2003021 triggers when an 

application header field value includes content indicating an out-of-date SSL/TLS 

version—exactly how the ‘343 patent’s HTTPS method prevents exfiltrations.   

The record undermines PO’s assertion that Rule 2003021 is instead a 

signature designed to identify good SSL/TLS sessions at high ports.  POR 16, citing 

Ex. 2010 ¶78, Ex. 2018, Ex. 2019.  Ex. 2018 indicates the impetus to create the rule 
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was “a new attack, a malicious bot, if you will, that is using standard SSL … it’s a 

command and control bot that then is a risk to any computer that has the bot infecting 

it.”  EX-1100 36:15-37:5; 39:12-40:19; Ex. 2018.  The rule detects outbound traffic 

(“$HOME_NET any -> $EXTERNAL_NET 124:65535”) from such a computer 

using an outdated, insecure encryption protocol.  EX-1003 ¶¶263-265, 267.  Dr. 

Goodrich admitted that a command-and-control attack gives an attacker control of a 

compromised computer, but could not answer whether command-and-control 

sessions are used for exfiltration.  Id. 37:19-38:11.  Mr. Marinho, however, 

confirmed that a reason malware would communicate with a command-and-control 

server is to exfiltrate data.  EX-1101 116:24-118:9 (testifying in context of a rule 

that prevents exfiltration based on HTTP POST methods).  Dr. Staniford also 

explained that it was common for malware to exfiltrate data to a command-and-

control server.  Ex. 2011 139:12-22 (typical trojan action is to take form data, which 

often contains log-in credentials, and upload it to the malware command-and-control 

center).   

PO also argues that Rule 2003021 should be read with others in the ruleset 

that prevent alerts for SSL traffic, regardless of version, on specific ports.  POR 17.  

Those other rules identify good SSL/TLS sessions on high ports, and Rule 2003021 

uses those additional rules to reduce false positives in its exfiltration detections.  EX-

1100 42:2-49:16 (Dr. Goodrich explaining that Rules 2003026 (EX-1020 107) 
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through 2008543 cause the system to not alert for SSL traffic on known ports).  Rule 

2003021 would therefore not be triggered by exfiltrations on those ports.  Id. 61:16-

62:25.  Thus, reading the rule in conjunction with those before it in the ruleset shows 

that Emerging Threats teaches preventing exfiltrations while preserving the flow of 

legitimate network traffic on known ports.   

PO’s assertion that no evidence shows “correlation between high ports and 

exfiltration operations” (POR 18) is wrong.  Dr. Staniford explained the correlation.  

Ex. 2011 102:24-103:21.  PO also misses the point.  A POSITA would have 

understood that the rule was configured to identify exfiltration of encrypted data via 

the use of a vulnerable SSL/TLS version.  Pet. 54; EX-1003 ¶267.  The rule checks 

application header field values to identify traffic using a vulnerable encryption 

protocol, which indicates that the rule detects exfiltrations.  Ex. 2011 102:5-23.   

PO also challenges Dr. Staniford’s prior work relating to exfiltration detection 

and prevention because one implementation involved large, encrypted 

transmissions.  POR 18, citing Ex. 2011 93:8, 94:2-6.  However, that experience 

provided context for understanding the traffic that the rule was configured to capture 

by detecting SSLv3 traffic on unusual ports.  Ex. 2011 96:11-97:3.  Thus, Dr. 

Staniford’s experience positions him well to opine about what a POSITA would have 

understood reading the rule in 2010.  Id. 62:12-63:7 (by 2006 Dr. Staniford “knew 

very well there were exfiltration Snort rules”).   
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2. Many Emerging Threats Rules Teach Matching Application 
Header Field Values To Prevent Exfiltration Operations 

PO mistakenly asserts that other Emerging Threats rules do not match 

application header field values.  POR 19-21.  Emerging Threats contains numerous 

rules targeting exfiltration operations in this way.  Pet. 56.   

For example, Rule 2005319 detects traffic with application header field values 

containing POST—just like the ’343 patent’s HTTP-EXFIL method.  Pet. 61-62; 

EX-1020 45; EX-1003 ¶277.  This rule also preserves the flow of legitimate traffic 

by checking for a URI portion associated with spyware 

(uricontent:“/zuzu.php?&r=”), thus satisfying PO’s tacit construction.  Id.     

Communications with a command-and-control server would trigger this rule, 

including exfiltrations.  Ex. 2011 84:22-87:88.  As Dr. Staniford explained, the 

“spyware” comment “certainly suggests that this software is capable of exfiltrating 

data.”  Id.  Mr. Marinho confirmed that this rule checks whether outbound packets 

contain a POST application header field value.  EX-1101 104:22-105:3, 106:2-9.  He 

also identified the rule as designed to detect spyware and explained that “spywares 

were designed to actually spy, to collect information on the system and exfiltrate it.”  

EX-1101 109:5-110:13.   

Rule 2010234 likewise teaches detecting a POST application header field 

value as taught by the ’343 patent.  Pet. 64-65; EX-1020 18; EX-1003 ¶¶282-284.  

This rule is again like the ’343 patent’s HTTP-EXFIL method, except targeted to 
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also check URI content to have less false positives to preserve the flow of legitimate 

traffic.  Ex. 2011 80:19-82:16.   Mr. Marinho agreed that the rule alerts on packets 

leaving a network with specific application header field values (EX-1101 110:14-

21, 115:6-18) and admitted that it is designed to detect traffic to a command-and-

control server, and a reason for which is data exfiltration.  EX-1101 115:19-116:16, 

117:25-119:9.   

Rule 2006409 further exemplifies detecting a POST application header field 

value, like the HTTP-EXFIL method.  EX-1020 98; EX-1003 ¶159; Ex. 2011 79:11-

80:15.   

Rule 2003937 is yet another example.  Ex. 2011 63:18-65:21; EX-1020 155.  

The comments indicate that the rule detects a “trojan leaking user data”—

unquestionably exfiltration.  Id.  It does so by detecting a POST application header 

field value and additional content in a post going to a remote web server.  Id.   

These examples show that Emerging Threats teaches many rules configured 

to be triggered by exfiltration operations, rebut PO’s assertion that other exfiltration 

rules do not match application header field values, and rebut PO’s argument that the 

rules identified in the Petition fail to preserve the flow of network traffic.   

3. Emerging Threats Rules Apply Packet Transformation 
Functions “Responsive to” A Determination Based on 
Application Header Field Values 
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PO’s assertion that no Emerging Threats rules prevent exfiltration operations 

responsive to “determining, based on an application header field value” the first 

portion of packets corresponds to the claimed one or more operator’s second 

criterion (POR 21-23) is misguided because it attacks the teachings of Emerging 

Threats alone while the Petition shows the combined teachings of Sourcefire and 

Emerging Threats render the element obvious.  Pet. 56-58.  PO also ignores specific 

Emerging Threats rules teaching applying a packet transformation function 

responsive to a determination based on an application header field value.  For 

example, Rule 2003021 triggers responsive to determining that a packet includes an 

SSLv3 application header field value.  Pet. 56-57; see supra § III.A.1.  Rules 

2005319 and 2010234 trigger upon determining that a packet includes an HTTP 

POST method application header field value.  Pet. 61-62, 64-65; see supra § III.A.2.  

Sourcefire teaches that rules may be loaded and set to alert or drop.  Pet. 56-57.  

Thus, Sourcefire in view of Emerging Threats teaches the claim.   

B. The Obviousness Analysis Is Grounded in the Teachings of 
Sourcefire And Emerging Threats 

PO asserts that Petitioner relies on impermissible hindsight.  POR 23.  While 

PO asserts that the inventor devised preventing exfiltrations without hampering the 

web, the ’343 patent discloses two methods for preventing exfiltrations—one that 

blocks traffic using HTTP methods other than GET and another that blocks traffic 

using an out-of-date encryption protocol.  See § II above.  Long before the purported 



IPR2023-00446 (U.S. Patent No. 10,567,343) 
Petitioner’s Reply 

 - 11 -  

invention, Emerging Threats disclosed rules that were likewise configured to 

identify exfiltration operations by detecting packets with application header field 

values indicating the use of an out-of-date encryption protocol (SID:2003021 

discussed supra § III.A.1) and HTTP POST methods (SID:2005319 and 

SID:2010234 discussed supra § III.A.2 ).  Sourcefire teaches loading and using rules 

like these to selectively block or allow traffic.  Pet. 56-57; EX-1003 ¶¶162-163.  

Thus, the claimed invention was taught by the prior art—no hindsight needed.   

PO’s argument that it was nonobvious to implement these rules to prevent 

exfiltrations (POR 23) is unfounded.  As the rules’ comments indicate, and Mr. 

Marinho confirmed, these rules are designed to be triggered by outbound traffic 

associated with malware that could be used for exfiltration.  See supra § III.A.1 & 

III.A.2.  Dr. Staniford explains the obvious desirability of blocking such traffic.  EX-

1003 ¶¶208 (a rule would be set to block traffic when aligned with network security 

goals, such as to block exfiltration), 284 (it is desirable to block activities of 

malware).   

Further, Dr. Staniford had extensive experience with such rules long before 

the 2013 priority claim.  EX-1003 ¶¶15-18; Ex. 2011 14:17-23 (working with Snort 

from the late ‘90s), 17:2-18:20 (work with Snort in early 2000s).  He taught Snort 

rules to Cornell students by 2013.  Ex. 2011 77:1-16.  He had specific experience 

with rules for exfiltrations before 2010.  Ex. 2011 23:23-24:10 (working with Snort 
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at FireEye 2005-2006), 26:14-27.  Dr. Staniford recognized Rule 2003021 as 

targeting exfiltration since it uses an out-of-date version of SSL on a high numbered 

port, and he was “using essentially this for exfiltration detection at FireEye.”  Ex. 

2011 102:5-23, 113:13-116:6.  In addition, security vulnerabilities with SSL 3.0 and 

TLS 1.0 were well-known.  EX-1003 ¶128, EX-1006 1, EX-1038 1 (TLS 1.1 release 

in 2008).  Dr. Staniford also explained that it was known in the ‘90s that POST 

methods were used for exfiltrations.  Ex. 2011 65:15-21, 99:9-101:10.  Dr. Staniford 

grounds his opinions in his experience, not hindsight.   

In contrast, PO relies on declarants lacking relevant expertise prior to the ‘343 

patent.  Dr. Goodrich had no specific experience with Snort rules prior to his 

retention by PO sometime after 2016.  EX-1100 13:18-15:2.  Mr. Marinho had 

experience in the context of managing Intrusion Detection Systems, not Intrusion 

Prevention Systems (which can drop traffic).  EX-1101 28:19-29:15.  Given their 

lack of experience, the Board should discount their assertions that POSITAs in 2010 

would not have blocked traffic using rules targeting exfiltrations.   

PO’s 2014 press release touting Emerging Threats as the world-leading 

provider of threat intelligence rulesets also does not demonstrate hindsight; it 

explains that the project had been around for over a decade and grown to be the “de 

facto standard in network-based malware threat detection” by that time.  POR 35; 
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EX-1082.  Mr. Marinho confirmed that Emerging Threats was known to the 

interested public years earlier.  EX-1101 14:15-20:23.   

C. Sourcefire and Emerging Threats Render Obvious Claims 5 and 12 

Claims 5 and 12 recite “allowing, based on a determination that the 

application header field value indicates a request for specified resource data, each 

packet of the second portion of packets indicating a request for specified resource 

data to continue toward its respective destination.”  PO wrongly asserts that the 

Petition fails to identify analysis of application header field values for these claims.  

POR 26.  SID:2010234 checks application header field values for POST methods 

and specific URI content.  Pet. 64.  Mr. Marinho confirmed that packets with 

application header field values POST and URI content trigger the rule.  EX-1101 

115:13-18.   

PO’s argument that modifying the rule to drop traffic shows hindsight also 

fails.  POR 26.  Sourcefire teaches setting rules to allow or drop traffic, and as 

discussed above it was desirable to block detected outbound traffic to a command-

and-control server.  See supra §§ III.A.2 & III.B.  

D. PO’s Secondary Consideration Arguments Lack Merit And A Nexus 
To The Claims 

PO’s secondary considerations arguments lack a nexus to the claims and fail 

to overcome the strong showing of obviousness.   
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1. The ‘343 Alleged Invention Does Not Addresses Any Long-
Felt But Unresolved Need  

PO has not established that the ’343 patent or its products that they allege 

embody the patent fulfilled a long-felt need or that others failed in fulfilling that 

need. To establish a long-felt need, (1) the need must have been a persistent one that 

was recognized by ordinarily skilled artisans; (2) the need must not have been 

satisfied another before Applicant’s invention; and (3) the invention must, in fact, 

satisfy the need.  Ex parte Thompson, Appeal No. 2011-011620 (P.T.A.B. Mar. 21, 

2014) (designated as informative on Apr. 14, 2020).  PO must also establish “a nexus 

between the merits of the claimed invention and the evidence of secondary 

considerations” for the evidence to be given substantial weight. Apple, Inc. v. 

Ameranth, Inc., CBM2015-00080, Paper 44 at 36–37 (Aug. 26, 2016). 

There is no long-felt need because, as the Petition showed, the alleged need 

solved by the ’343 claims was solved years earlier by Sourcefire and Emerging 

Threats.  Pet. 27-67; supra § III.  Novartis AG v. Torrent Pharms. Ltd., 853 F.3d 

1316, 1331 (Fed. Cir. 2017) (“In evaluating whether the requisite nexus exists, the 

identified objective indicia must be directed to what was not known in the prior 

art.”).   

Even if it was not already well-known to implement Snort rules to prevent an 

exfiltration operation, PO has also not shown there to be any long-felt need for the 

claims of the ’343 patent. Fox Factory, Inc. v. SRAM, LLC, 944 F.3d 1366, 1373 

https://plus.lexis.com/api/document/collection/cases/id/5N9B-H801-F04B-M076-00000-00?page=1331&reporter=1107&cite=853%20F.3d%201316&context=1530671
https://plus.lexis.com/api/document/collection/cases/id/5N9B-H801-F04B-M076-00000-00?page=1331&reporter=1107&cite=853%20F.3d%201316&context=1530671
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(Fed. Circ. 2019) (“To determine whether the patentee has met that burden, we 

consider the correspondence between the objective evidence and the claim scope.”). 

PO’s assertion that its products fulfilled a long-felt need lacks a nexus to the claims. 

POR 28–32.  PO does not present any evidence that could show that these products 

embody the claims.  Instead, PO relies upon its expert’s assertions of the need and 

that it was satisfied by the ’343 patent and PO’s products.  POR 27-32; citing Ex. 

2010 ¶¶104-112.  Rather than basing his opinions on his own analysis, however, Dr. 

Goodrich relies on a conclusory declaration from PO’s Chief Technology Officer 

and the named inventor on the patent, Dr. Sean Moore.  Ex. 2010 ¶¶104-112, citing 

EX-1081 ¶5-6, 11-12.  The Board should therefore not credit Dr. Goodrich’s 

assertions.  

Further, there can be no presumption of nexus because PO has not shown that 

its products are coextensive with the claims, nor could it given PO’s positions in 

other IPRs that its products embody PO’s other patents that do not mention 

exfiltration.  POR 29, IPR2018-01386, Paper 14 at 63; IPR2018-01443, Paper 12 at 

70.  Because the ’343 patent does not recite the critical features of these other patents 

alleged to be embodied in PO’s products, a nexus cannot be presumed. Fox Factory, 

944 F,3d at 1375 (“A patent claim is not coextensive with a product that includes a 

‘critical’ unclaimed feature that is claimed by a different patent.”). 

https://plus.lexis.com/document/documentlink/?pdmfid=1530671&crid=bc470572-abc8-41c7-a36a-1d28c67802be&pddocfullpath=%2Fshared%2Fdocument%2Fcases%2Furn%3AcontentItem%3A5XSB-3XF1-DY89-M2XY-00000-00&pdcontentcomponentid=6396&pdproductcontenttypeid=urn%3Apct%3A30&pdiskwicview=false&pdpinpoint=PAGE_1373_1107&prid=7a73e92b-1dcc-4130-b2a6-5a5544ce4196&ecomp=2gntk
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2. The ’343 Alleged Invention Was Not The Subject of 
Industry Praise  

PO’s purported industry praise also lacks any nexus to the ’343 patent claims.  

PO’s ESG Paper provides nothing more than generalities unrelated to the 

subject matter of the ’343 claims.  POR 32–33.  Further, PO’s attempts to cast 

generalities in this paper as praising its other patents undercuts PO’s assertions that 

the paper praises the subject matter of the ’343 claims.  See IPR2018-01386 Paper 

14 at 61-63; IPR2018-01443 Paper 12 at 68-70.  Nor can the self-praising ESG paper 

“commissioned by Centripetal Networks” be considered objective indicia.  Ex. 2025, 

1. “Such self-generated praise is not persuasive of industry praise.” Mylan 

Pharmaceuticals Inc. et al v. Sanofi-Aventis Deutschland GmbH, IPR2019-00122, 

Paper 83 at 51 (May 29, 2022); see also Cisco Systems, Inc. v. Centripetal Networks, 

Inc., IPR2018-01760 Paper 41 at 45, n. 12 (May 18, 2020) (PO commissioning the 

ESG paper “diminish[es] the persuasive weight it should be accorded.”). 

The SINET article also lacks a nexus and says nothing about exfiltration.  POR 

32-33; Ex. 2028.  Dr. Goodrich’s assertion that the award is “tied to the technologies 

in the ’343 Patent because they provide techniques for preventing malicious 

exfiltration” is conclusory and without support.  Ex. 2010 ¶115.   

The Gartner and American Banker articles likewise lack a nexus.  POR 33-

34.  PO merely recycles text from other IPRs addressing unrelated patents.  E.g.,  

IPR2018-01386, Paper 14 at 62; IPR2018-01443, Paper 12 at 69.  Both articles recite 
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generalities, not any purported invention of the ’343 patent.  Ex. 2027, 5; Ex. 2026, 

11–12.  Further, the American Banker article reports self-praise from “Steven 

Rogers, CEO of Centripetal Networks.”  Ex. 2026 11. 

E. Emerging Threats Is A Printed Publication  

PO argues that Emerging Threats is not a publication because it was 

purportedly “buried on a website that was not searchable or meaningful[ly] indexed” 

(POR 34) and that a skilled artisan would have failed to “recognize the relevance” 

of this reference.  POR 36.  The record, however, establishes that Emerging Threats 

was well-known to the relevant public, recognized as the leading third-party 

distributor of Snort rules, and easily downloaded from the Emerging Threats 

website.   

As the Board recognized in its Institution Decision, “[t]he presence of the 

Internet Archive’s Wayback Machine copy suggests that the document was available 

and was accessible on December 2, 2010.” Paper 9 (“I.D.”) 26. The Petition 

established public availability in view of “Dr. Staniford’s unrebutted testimony that 

Snort was begun as an open source project in the late 1990s, that the Bleeding Snort 

project launched in 2004 as an independent clear house for Snort rules, and that the 

project continues as Emerging Threats.”  I.D. 26-27, citing EX-1003 ¶¶202-203.   

PO’s assertions lack support because rather than analyzing the Emerging 

Threats website (www.emergingthreats.com) as it existed in 2010 when EX-1020 
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was archived, PO addresses how the http://rules.emergingthreats.net webpage 

“might have appeared in January 12, 2013.”  POR 37.  Further, PO’s expert did not 

recall if he navigated to the archived version of the Emerging Threats website from 

2010 or just to the modern version.  EX-1100 68:23-69:19; 78:10-19.   

The 2010 Emerging Threats website (EX-1102) rebuts PO’s assertions.  As 

annotated below, the website’s left-hand-side included links to the rules, search 

functionality, and a documentation wiki.   

 

EX-1102 1 (annotated).   

Shown below, the website also explains the history from Bleeding Snort, to 

Bleeding Threats, to Emerging Threats, which corroborates Dr. Staniford’s 
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recollection of Emerging Threats as it was known to those of skill in the art in the 

2000s.  EX-1003 ¶¶202-203; I.D. 26-27.  

 

EX-1102 1.  The webpage also included a sentence “You can download our rulesets 

here” with a link to navigate to and download the rule sets.  Id.  An interested artisan 

could download the rules by navigating the rulesets from those links, as Dr. Staniford 

did to obtain Emerging Threats, EX-1020.  EX-1003 ¶204.   

The archived website shows that EX-1020 (the emerging-all.rules file) was 

also accessible through the Ruleset Downloads available through the Documentation 

Wiki link.  As annotated below, the Documentation Wiki allowed users to navigate 

to Ruleset Downloads, where they could download Exhibit 1020, which included 

“All Rules in one file.”  
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Ex. 2016 1 (annotation added). 

 Further, Mr. Marinho became aware of Emerging Threats through the Snort 

mailing list while he was an undergraduate student and an intern before 2010.  EX-

1011 14:15-17:17.   He was aware of the Emerging Threats website and personally 

downloaded the ruleset before 2010:  

Q. How did you download the ruleset from Emerging Threats? 

A. Navigating through the website and downloading a file that 

was compressed with all the rule files in it.  

… 

Q. Did you have any trouble downloading the rules from the 

Emerging Threats ruleset? 

A. No, never had a trouble downloading it. Just as easy as 

clicking on a link and download, and yes. 

EX-1011 17:25-20:12.  The ruleset that he easily downloaded was EX-1020:   
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Q. And when you said prior to your work at Emerging Threats 

you were able to go to the website and download the all rules, those 

would have been the open rules; is that correct? 

A. That's correct, yes. 

Q. This next paragraph, Paragraph 5, refers to the Emerging 

Threats reference, and then you have the archived URL. It shows 

"emerging-all.rules." Is that the all rules ruleset that you were referring 

to before that you would download from the Emerging Threats website? 

A. That is right, sir. 

Id. 45:11-22.   

This shows that an interested artisan exercising reasonable diligence would 

have been aware of Emerging Threats and known how to download the rules 

constituting EX-1020.   

1. The Emerging Threats Website Made The Rules Available 
To Persons Exercising Reasonable Diligence 

PO’s public accessibility argument hinges on assertions that the Emerging 

Threats website was not “meaningfully indexed” because, according to PO, the 

Emerging Threats website lacked “any useful scheme or labeling” (POR 39) and 

lacked “a search function (e.g., a search field or button).”  POR 37.  PO gets the facts 

wrong, as explained above.  PO’s arguments also fail because controlling law 

requires the availability to interested persons, not indexing.  Acceleration Bay, LLC 

v. Activision Blizzard, Inc., 908 F.3d 765, 774 (Fed. Cir. 2018) (“The test for public 

accessibility is not ‘has the reference been indexed?’”  Instead, the “ultimate 

https://plus.lexis.com/api/document/collection/cases/id/5TNJ-04K1-FJTD-G31T-00000-00?cite=908%20F.3d%20765&context=1530671
https://plus.lexis.com/api/document/collection/cases/id/5TNJ-04K1-FJTD-G31T-00000-00?cite=908%20F.3d%20765&context=1530671
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question is whether the reference was ‘available to the extent that persons interested 

and ordinarily skilled in the subject matter or art, exercising reasonable diligence, 

can locate it.’”); Blue Calypso, LLC v. Groupon, Inc., 815 F.3d 1331, 1348 (Fed. 

Cir. 2016) (same).  Indexing is not “a necessary condition for a reference to be 

publicly accessible;” it is one factor that may bear on public accessibility.  Voter 

Verified, Inc. v. Premier Election Solutions, Inc., 698 F.3d 1374, 1380 (Fed. Cir. 

2012) (citation omitted).  Even for “online references” housed in one corner of the 

world wide web, the question is whether the reference was “available to the extent 

that persons interested and ordinarily skilled in the subject matter or art[,] exercising 

reasonable diligence, can locate it.”  Blue Calypso, 815 F.3d at 1349.  

The Petition showed that Emerging Threats was available to interested 

persons by 2010.  Emerging Threats was a “well-known source of [] custom rules,” 

including Snort rules, which Dr. Staniford extensively used in the “late 1990s and 

early 2000s.”  EX-1003 ¶¶164, 202, 206.  A POSITA would have been “familiar” 

with Emerging Threats as “source of custom rules” (id. ¶164) as they describe a large 

real-world working system “developed by hundreds of people over more than a 

decade.”  Id. ¶199.  Mr. Marinho’s personal awareness of the website, recognition 

of Emerging Threats as the most well-known third-party provider of Snort rules at 

the time, and access to and use of the rules confirms the reference was available to 

the interested public.  EX-1011 14:15-17:17, 17:25-20:23, 45:11-22.  

https://plus.lexis.com/api/document/collection/cases/id/5J6J-J3R1-F04B-M0G0-00000-00?cite=815%20F.3d%201331&context=1530671
https://plus.lexis.com/api/document/collection/cases/id/5703-WHF1-F04B-M2YP-00000-00?cite=698%20F.3d%201374&context=1530671
https://plus.lexis.com/api/document/collection/cases/id/5703-WHF1-F04B-M2YP-00000-00?cite=698%20F.3d%201374&context=1530671
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In sum, a skilled artisan interested in the subject of protecting against cyber-

attacks, including exfiltrations, “would have been independently aware” of the 

Emerging Threats website and could download the rules—Emerging Threats 

reference EX-1020—“applying reasonable diligence.” Samsung Elecs. Co. v. 

Infobridge Pte. Ltd., 929 F.3d 1363, 1369 (Fed. Cir. 2019), citing Voter Verified, 

698 F.3d at 1381 (recognizing that a reference was publicly accessible even though 

there was “no evidence that the reference had been meaningfully indexed or 

cataloged”).  

2. Dr. Staniford’s Testimony Is Grounded in Facts 

PO rehashes its pre-institution argument that Dr. Staniford’s testimony should 

be afforded “little weight” because it is supposedly “unsupported and omits key 

dates and details” to show public accessibility.  POR 40-41.  However, the record 

now further supports the Board’s finding that “one of ordinary skill in the art, at and 

prior to the effective filing date of the ‘343 Patent, would have known to look to the 

Emerging Threats website for Snort rules.” I.D. 27.  

As discussed above, the Petition and Dr. Staniford’s declaration showed that 

Emerging Threats was publicly available prior to the critical date.  Dr. Staniford 

explained that Emerging Threats was a “well-known source of [] custom rules,” he 

was familiar with Bleeding Snort, which became Emerging Threats, and that “a 

POSA by 2010 would have been familiar with Emerging Threats as a source of 

https://plus.lexis.com/api/document/collection/cases/id/5WJD-M711-F956-S0J3-00000-00?cite=929%20F.3d%201363&context=1530671
https://plus.lexis.com/api/document/collection/cases/id/5WJD-M711-F956-S0J3-00000-00?cite=929%20F.3d%201363&context=1530671
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custom rules.” Id. ¶¶164, 202, 206; Pet. 19, 35-36.  Dr. Staniford’s deposition 

reinforced his declaration testimony.  Ex. 2011 20:14-24.   Dr. Staniford explained 

that he lacked a specific memory of when he first learned of Bleeding Snort because 

it was a “well-known project in the community.”  Ex. 2011 39:23-40:7, 20:14-24:10 

(“this is 20 years ago” and he “participated in a variety of mailing lists and 

conferences and the like about intrusion detection”). 

Mr. Marinho’s testimony regarding Emerging Threats being known as 

Bleeding Edge/Snort more than 13 years ago corroborates Dr. Staniford’s 

recollection and shows public availability.  EX-1101 18:6-21; 22:8-23:13.  Mr. 

Marinho knew of Emerging Threats because it was discussed on the Snort mailing 

list, acknowledged that it was the most well-known Snort rule provider, and 

downloaded and used the Emerging Threats rules prior to 2010.  Id., 14:15-17:17; 

20:19-23; 23:14-24:7.   

The Federal Circuit found similar facts sufficient to prove public availability 

of an online article in Voter Verified.  Emerging Threats was posted to a website 

“distributed online via a subscription mailing list,” was “made available for 

download through” a website, and “became available worldwide on the internet 

through the website.”  698 F.3d at 1380-1381.  Like the Voter Verified article, 

Emerging Threats was “well known to the community interested” in Snort rules and 

was “treated by the community as public disclosures.”  Id.  Finally, the Emerging 
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Threats reference was retrievable from the website and “available for download.”  

Id. at 138–81; EX-1101 19:13-20:12; 45:11-22.  The record here more strongly 

establishes public availability since Mr. Marinho in fact knew of and downloaded 

Emerging Threats prior to 2010.  EX-1101 45:11-22.   

3. A POSITA Would Have Recognized The Relevance of 
Emerging Threats  

PO argues that a POSITA would not have recognized the relevance of 

Emerging Threats prior to the ’343 patent without the need of further research or 

experimentation because the website lists “thousands of rules” that are “indexed only 

by a Snort ID (SID).”  POR 42-45.  PO asserts a “keyword” search would prove 

“unreasonable” as persons proceeding to the “Emerging Threats website without 

knowledge of a specific SID ‘would have found [searching by SID] to be of little 

help.”  POR 43-45, citing I.D. 27. 

The Board previously rejected this argument, finding that “it would only have 

required the exercise of reasonable diligence to find the rules list, given the 

knowledge that ordinary skill would have had regarding Emerging Threats.”  I.D. 

27.  The Board further found that a skilled artisan would “have been able to have 

searched its contents and find the rules contained thereon.”  Id. at 28.  The record 

confirms that people like Mr. Marinho who were interested in network security and 

Snort rules were aware of, downloaded, and used Emerging Threats by 2010.   
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PO’s assertions that a POSITA would have had to perform additional research 

or experimentation to recognize the relevance of Emerging Threats is baseless.  PO’s 

expert admitted to knowing that Sourcefire used Snort rules prior to 2013.  EX-1100 

15:3-7.  Further, Mr. Marinho acknowledged that Emerging Threats was the most 

well-known third-party supplier of Snort rules, which he downloaded and used 

before 2010.  EX-1101 20:19-23, 23:14-24:7.   

PO’s argument that SIDs do not provide a meaningful index misses the mark 

because the issue is whether an interested person could find and access the reference 

with reasonable diligence.  The fact that Emerging Threats was published as a listing 

of “emerging-all.rules” shows that interested artisans downloaded the entire ruleset 

and reviewed it to determine which rules they wanted to use.  The comments within 

Emerging Threats evidence this, such as one indicating that “This rule is disabled by 

default. … Enable it where useful.”  EX-1020 at 109 (SID:2001328).  Interested 

persons could easily download Emerging Threats and read the rules and their 

comments to understand the rules and decide which ones to use.   

Further, PO’s cited cases (POR 42-44) address whether references qualify as 

prior art publications, not the ease of locating a specific teaching within a 

publication.  Cordis Corp. v. Boston Scientific Corp., 561 F.3d 1319, 1333 (Fed. Cir. 

2009) (addressing whether a limited distribution renders the monographs printed 

publications); In re Lister, 583 F.3d 1307, 1315-16 (Fed. Cir. 2009) (addressing 
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whether a manuscript could be located exercising reasonable diligence); 

Acceleration Bay, 908 F.3d at 773 (addressing whether a reference that was uploaded 

to a website could be located using reasonable diligence).  The reasoning of these 

cases confirms that Emerging Threats qualifies as a prior art publication because in 

2010 it could be easily located by the interested public.  See supra § III.E.1.   

IV. Conclusion 

Petitioner respectfully requests the Board find all claims of the ‘343 patent 

unpatentable. 

       

      Respectfully submitted, 

Date: January 31, 2024    /Gerard M. Donovan/   
       Gerard M. Donovan 
       Reg. No. 67,771 
       Counsel for Petitioner   
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