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FRI DAY, JANUARY 5, 2024

W TNESS

M CHAEL GOODRI CH, PH. D.

BY MR. DONOVAN

QUESTI ONS W TNESS | NSTRUCTED NOT TO ANSVER:

( NONE)
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Irvine, California; Friday, January 5, 2024

8:00 A M

PROCEEDI NGS
M CHAEL GOODRI CH, PH. D.
called as a witness, having been duly sworn

was exani ned and testified as foll ows:

THE REPORTER: And, Counsel, would you pl ease
i ntroduce yoursel ves.

MR. DONOVAN: This is Gerard Donovan with Reed
Smith for Petitioner Keysight, and with me today is
Jonat han Matthews to assist with presenting exhibits.

MR. PRICE: This is Jeffrey Price from Kramer
Levin Naftalis & Frankel, and joining ne today is
Jeffrey Eng, also from Kramer Levin.

THE REPORTER: Thank you

You may proceed, Counsel

MR. DONOVAN: Thank you.

EXAM NATI ON
BY MR. DONOVAN:
Q Dr. Goodrich, I represent Keysight in
| P2023- 00446, which challenges the clains of US Patent

Number 10,567,343, which I'll refer to today as the ' 343

08:01: 31

08:01: 43

08: 01: 54

08:02: 04
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pat ent .
About how many tines before have you been
deposed?
A. 1've lost track of the nunber, but |I'm confident

it is nore than 40.

Q And since you're experienced with depositions,
I'"m not going to go through a conpl ete expl anati on of how
depositions work, but can you confirm since we're renote
today, that you can hear ne all right?

A.  Yes, | can hear you fine.

Q If you run into any technical issues today, wll
you et me know so we can correct thenf

A1 will.

Q And since we're doing this renotely, can you
confirmthat you'll only use your conputer or any other
devices while we're on the record to participate in this
deposition and not to conmunicate with others?

A. | agree.

Q And if you refer to any document to answer a
guestion, can you indicate to ne what that docunent is so
we have a conplete record?

A 1'll do ny best to do that.

Q  Thank you.

Do you have any docunents with you today?

A No.

08:02: 18

08:02: 33

08: 02: 43

08: 02: 57
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Q And you should have access to the exhibit porta
where we'll post exhibits so you can access them and see
them during the deposition. As we've done before, we'l
al so put the exhibits up on screen to hopefully make
things easier. |If you want us to navigate to any portion
of a document that's up on screen, just |let us know and
we'll do that for you. Okay?

A. Ckay. | think I have the Exhibit Share w ndow
open.

Q Okay. Well, first let's bring up Exhibit 1001
which is the ' 343 patent.

Dr. Goodrich, do you recognize this as a page
fromthe '343 patent?

A. Sorry, there's so many folders with Exhibit
Share. | nmight be at the wong --

Q You mght -- within the folder tree, is there a
fol der for Keysight Technol ogi es versus Centripeta
Net wor ks?

A.  Yes.

Q Wthin that is there a deposition for you nmarked
with today's date?

A. Oh, there's today's date. Got it. OCkay. Very
good. Thank you.

Q There should be one exhibit in the exhibit

folder, | believe.

08: 03: 20
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A. There it is. | see it now And it is, indeed,
the ' 343 patent.

Q Okay. And let's go down to PDF page 14. It's
colum 8 of the patent.

And, Dr. Goodrich, you've reviewed this patent
before; right?

A. That is correct.

Q Let's gotoline -- about line 14 in colum 8.

Do you see where it says, "For an HTTPS session
composed of | P packets, the application packets contained
in the | P packets may be TLS record protocol packets"?

Do you see that?

A. | do.

Q Wat do you understand "the application packets
contained in the | P packets" to nean?

A.  Just what it says, that the way that packets are
formed, that there's a nesting structure for how they are
| ogically organi zed and that higher-1level packets in the
network hierarchy will be inside of the packets that have
the lower layers in that hierarchy.

Q And are HTTP packets -- or HTTPS packets higher
in that hierarchy?

A. They would be higher than IP packets in the
hi erarchy. So they would be inside of an I P packet -- of

different | P packets, potentially.

08: 04: 53

08:05:12

08: 05: 25

08:05:51

08: 06: 15
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Q And are TLS record protocol packets application
packets?

A. That's what the specification says, yes.

Q Do those application packets include header
fields that contain values indicating the TLS version?

A. | agree with that, yes.

Q Do you know how the TLS version is indicated in
the application packet header field for a TLS packet?

A. It's -- nmy understanding is that it's a binary
value that then tells you, like, a version nunber and a
protocol number. This type of thing.

Q Is that the sane for SSL packets as well?

A. That's ny recollection, yes.

MR. DONOVAN: Jon, could you bring up
Exhi bit 2010 next, Dr. Goodrich's declaration?

Q Dr. Goodrich, your declaration's up on the

screen. | now see it in the exhibit portal as well.

Once you have it up, can you let ne know if you
recogni ze this as the declaration you submtted in this
| PR?

A. Yes, it appears to be that declaration.

Q And could we go to page 16 of the PDF?

A. I'mthere.

Q And paragraph 33, it starts out saying that,

"The '343 patent discloses techniques for preventing a

08: 06: 38

08: 06: 55

08:07:15

08:08:12

08: 08: 43
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category of cyber attacks known as exfiltrations
(e.g., stealing sensitive data or credentials via the
internet.)"

A. That's fromthe patent, yes.

Q And you're quoting the patent there; right?

A. That is correct.

Q In formng your opinions, did you consider
stealing sensitive data or credentials via the internet
to be an exanple of infiltration?

A. That was an exanple that | took fromthe patent
speci fication which then infornmed ny discussion of
exfiltration that | talk about in the section on claim
construction in ny declaration

Q And can you provide any other exanpl es of
exfiltration?

A Well, | give in the very next sentence another
exanpl e from anot her exhibit.

Q \Wat exanple is that?

A. So, "Data exfiltrations occur when mal ware
and/or malicious actors carry out an unauthorized data
transfer froma conputer. For exanple, a cyber-crimna
nm ght steal data such as usernanes/passwords, personal
i nformation, financial data, or corporate trade secrets,
and exfiltrate that data out froma conputer or network

and into their possession."

08:08: 59
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Q And then after that, you say, "Exfiltrations may
occur through a user's inadvertent or accidental action";
is that right?

A. That's correct.

Q What would cause exfiltrations by a user's
i nadvertent or accidental action?

A. | was including here exanpl es where sonebody
woul d click on an attachment that was, |ike, a phish --
what we commonly refer to as a phishing attack, that then
woul d, you know, bring in sone nalware inadvertently that
the user wasn't deliberately trying to thensel ves be
mal i ci ous, and then that malware could then perform an
exfiltration after that.

Q And what type of information is exfiltrated in
these exfiltration attacks?

A. This was just some exanples. But it could
i ncl ude usernames and passwords, personal information,
financial data or corporate trade secrets.

Q And that's a non-exhaustive list; right?

A. That is correct.

Q And the exanples of exfiltration we just
di scussed, that would be a non-exhaustive |ist of
exanmpl es of exfiltration; is that correct?

A. | agree.

Q Let's go to page 23 of your declaration

08:10: 31

08: 10: 50
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08:11: 37

08:11: 49
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And |'musing the page nunbers in the bottom
right, the PDF pages, just to make the record clear

A. | am al so using that understanding.

Q Perfect.

Do you see paragraph 46 there?

A. | do.

Q You say that the enmerging threats file contains
over 11,000 Snort rules.

Do you see that?

A Yes.

Q What's a Snort rule?

A. So Snort is a language for defining rules that
have certain syntax for defining rules for analyzing and
doi ng operations on network packets. And so that's what
I"'mreferring to here, the Snort |anguage syntax for
defining rules. And this file has over 11,000 such
rul es.

Q What experience do you have using Snort rules?

A I'mfamliar with them generally. And then as a

part of this matter as well as other matters |'ve worked
on as an expert, | have studied Snort in nore detail

Q Did you have experience with Snort rules prior
to the effective filing date of the '343 patent?

A. Not specifically, no. | was generally aware of

Snort rules, but | don't recall the year that that

08:12:10

08:12: 23

08:12: 43
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awar eness began. And then in nore detail, as | nentioned
with -- nore recently.

Q Wen is the first specific experience you' ve had
anal yzi ng Snort rul es?

A. | don't recall the exact date, but | recall that
it's in reference to engagenments |'ve had on behal f of
Centripetal Networks.

Q Do you recall roughly what year that would have
been?

A. No, | don't recall the year. It would be, of
course, after 2016.

Q Okay. And prior to 2016, did you ever analyze a
specific Snort rule?

A. | don't recall having analyzed specific Snort
rul es before that.

Q Have you ever written Snort rules prior to 20167

A. | don't recall doing that.

Q Have you used any systens that use Snort rul es
prior to 20167

A. | may have, but | don't recall any specific
details, as | sit here today.

Q Can you nanme sonme security systenms that use
Snort rules? Let ne refine that question.

Can you nane security systens that used Snort

rules prior to 20137

08:13: 40

08: 13: 58

08:14:18

08:14: 29
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A. Just sitting here today, |I'mnot recalling
sonet hi ng specific.

Q Are you aware of Sourcefire?

A. | am aware of Sourcefire. |'mjust not
recalling the year that that was -- yes, now that you
mentioned it, | do recall Sourcefire having used Snort

rules prior to 2013.
Q But sitting here today, you can't recall any

ot her systens that used Snort rules prior to 2013?

A. | recall that there was a general open source
Snort release that occurred before 2013. | don't know
if that -- you would consider that as a separate system

per se or not. But that's also sonmething, of course,
that woul d use Snort itself.

Q What do you nean by "a general open source Snort
rel ease"?

A. My understanding is that Snort was originally
rel eased as an open source project that was not a part of
Sourcefire. And then Sourcefire devel oped software that
then would build -- sort of build fromthat open source
release to then add on nore functionality and interfaces
and things like that.

Q So this other open source Snort system predated
Sourcefire?

A. That's my recollection, yes, as | sit here

08: 14: 57

08:15:15

08:15: 31

08:15: 50

08:16:11
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t oday.
Q Are you famliar with the Enmergi ng Threats
rul eset?

A. | am yes.

Q When did you first becone aware of the Energing

Threats rul eset?
A. As a part of this action.
Q You nean as a part of this |IPR?
A. As a part of the -- the general -- there's a

number of different cases that involve Centripeta

Net wor ks and ot her parties, including Keysight. So it's

a part of that work that | becanme aware of Energing
Threats.

Q And that would have been after 2016, when you
started doing work for Centripetal; is that right?

A. That is correct.

Q Do you recall when in the course of your work
for Centripetal you first becane aware of Emerging
Threat s?

A. It would be nuch nore recently. So it's
certainly after 2020.

Q Do you recall how you first became aware of

Emer gi ng Threats?

A. M recollectionis it was part of this action.

So either this -- IPR-related matters where Energing

08:16: 25
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Threats was being put forth as alleged prior art.

Q Do you have an understandi ng of who contributes
rules to the Emerging Threats rul eset?

A.  Yes.

Q Who does that?

A. | have a paragraph in ny declaration about that,
as | recall. Let nme try to find it.

Yeah, so this is in paragraph 53 of ny report,
whi ch begi ns on PDF page 27, where | tal k about how the
SID, the Snort ID, that are assigned to Snort rules is an
i ndi cation of where the rule originated.

So, for exanple, | talk about how -- that SIDs
that are greater than or equal to 1 mllion are |oca
rules, that those nunbers are generated by a system when
they create the rule and that then SIDs between 2,000, 000
and 2,999,999 are allocated to general rulesets while
ot her ranges of SIDs are allocated to other projects. |
gi ve sone exanpl es.

So this is -- various parties can contribute
Snort rules that then go into this Emerging Threats |ist.

Q  When you say "various parties," do you know what
parties or what communities submtted Snort rules to the
Emergi ng Threats list?

A. There was many, as | recall. [|I'mnot recalling

the full set of them as |I sit here today.

08:17: 36
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Q And do you know when the many parties were
contributing rules to the energing set -- sorry, Enmerging
Threats rul eset?

MR. PRICE: Objection. Calls for speculation

THE W TNESS: M understanding is that they
occurred prior to the date that -- that an exhibit was
used and created for this matter

Q BY MR DONOVAN: When you say an exhibit was
created for this matter, you're referring to the Enmerging
Threats Exhibit 10207

A.  Yes, which has multiple parts.

Q And so prior to the creation of that exhibit,
there were many parties that were contributing rules to
the Energing Threats ruleset; is that correct?

A.  Yes, | agree with that.

Q And to clarify my question, | referred to the
creation of the exhibit. But prior to the creation of
the ruleset that existed in 2010, there were many parties
that were contributing rules to the Emergi ng Threat
rul eset; right?

A. | agree. W see fromthe Exhibit 1020,
oftentines the rules have the name or user ID of the
person who contributed that rule. And we see fromthat
long list of over 11,000 rules many different nanmes.

Q Didyoutry to conpute how many different

08:19: 59

08: 20: 17

08: 20: 31

08: 20: 53

08:21: 14

Page 18

Veritext Lega Solutions
Caendar-CA @veritext.com 866-299-5127

Keysight v. Centripetal
IPR2023-00446
EX-1100

Page 18



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

contributors there were to the Enmerging Threats rul eset
prior to 20107

A. No, | didn't count that per se, other than that
there was, like |I said, over 11,000 rules.

MR. DONOVAN: Jon, could you go to PDF page 37
of Dr. Goodrich's report?

Q And, Dr. Goodrich, before we go to this, do you
know how nenmbers of the security comrunity knew to submnit
rules to the Emerging Threat ruleset prior to 20107

A. I'mnot recalling that, as | sit here today.

Q Did you investigate how many people in the
security comrunity knew about the Emerging Threats
rul eset prior to 20107

A | -- 1 did investigate to the degree of
determ ni ng whether or not | agreed that the Emerging
Threats |list was printed publication. And based on that
analysis, | canme to the conclusion that it is not a
printed publication and would not qualify as prior art to
the ' 343 patent.

Q What did you do to investigate how many peopl e
in the security comunity knew about the Energing Threats
rul eset prior to 20107

MR. PRICE: Objection. Msstates testinony.
THE W TNESS: That's not what |'m saying.

I nstead, |'msaying that | did analysis to deternine

08: 21: 36

08:22: 05

08:22: 20

08: 22: 37

08:22: 49
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whet her or not it would be possible for a person of
ordinary skill in the art to locate and find rel evant
Snort rules in the Emerging Threats list as of the prior
art date for the '343 patent.

And based on ny analysis, that would not be
sonet hing that would be effectively feasible for a person
of ordinary skill in the art.

Q BY MR DONOVAN: Did you analyze whether a
person of ordinary skill in the art would have been able
to locate the Emerging Threats rul eset prior to the
priority date of the patent?

A. Yes. As | said, | believe, based on ny
analysis, that it would not be effectively possible for a
person of ordinary skill in the art to |ocate the
Emergi ng Threats list, as well as find specific Snort
rules in that list, based on any kind of a querying or
interest that the person of ordinary skill in the art
woul d have

Q And what is the basis for your conclusion that
one of skill in the art wouldn't have known to | ook for
the Energing Threats rule list if they were | ooking for
Snort rul es?

A. Because -- sinmply for the reason that -- sinply,

t he exi stence of content on the internet as of, let's

say, 2010 or 2013 is not sufficient, in ny view, for

08:23:10
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sonething to be considered as printed publication
Because the internet is vast and searching for content on
the internet w thout having indexing information
avail able is not feasible.
Q Does Exhibit 1020, the Emergi ng Threats rul eset,
i ndi cate that nunmerous contributors were able to locate
that ruleset prior to 20107
A It -- it does indicate that -- sorry.
THE W TNESS: Was there a --
Yeah, so it does indicate that there was
mul tiple contributors, as we tal ked about earlier today.
But in nmy opinion, that does not inply that a person of
ordinary skill in the art would be able to | ocate the
Emergi ng Threats website or to |ocate any specific rules
usi ng any kind of search or query that they would be
interested in, to then find Snort rules anong those
11,000, which itself is also a vast number, of course.
Q BY MR DONOVAN: Dr. Goodrich, on paragraph 74
of your declaration, you copy the rule with SID 2003021
from Energi ng Threats.
Do you see that?
A.  Yes.
Q What is the nessage field in this rule?
A. The nessage field is this nmsg field, which is a

type of a comment, if you will, that the author of this
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rule put in to try to explain their -- either their
intent or what they feel is going on with this rule.

Q And the message rule for this specific rule is,
"ET POLICY TLS/ SSL Encrypted Application Data on Unusua
Port SSLv3"; is that right?

A. That's right.

Q What is SSLv3?

A. So SSL is a protocol for encrypting packets on
the internet. Refers to secure socket layer. It's also
related to another protocol called TLS, which subsumed
the SSL protocol. And so that's what this is referring
to.

There's also, later on in this sane rule, that's
referring to SSL_TLS on_High Port that is also related to
what's going on in this rule.

Q Were you famliar with SSLv3 before your work in
this I PR?

A Yes.

Q When did you first becone aware of SSLv3, to the
best of your recollection?

A. | don't recall the date. It was -- yeah,
don't recall the date, just sitting here today.

Q Wuld that have been early 2000s?

A. That's ny general recollection, but I -- | don't

feel confortable specifically speculating on that.
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Q Did you becone aware at sone point that SSLv3
was out of date and no | onger secure?

A.  Yes.

Q Do you recall when you | earned that SSLv3 was
out of date and no | onger secure?

A | -- 1 don't recall the exact date, but ny
general recollection is that that occurred in the tine
frame of, |ike, 2014, 2015, 2016, that range, after what
| considered to be the priority date for the ' 343 patent.

Q Is it -- your general recollection is that the

SSLv3 was secure until after the priority date of the

pat ent ?

MR. PRICE: Objection. M sstates testinony.

THE WTNESS: It was -- | think the way to say
that instead is that it was generally still considered to

be secure but there nmay have been sone risks that people
were getting concerned about, so that by that date when
it was deprecated and then replaced with the TLS
protocol, that then it was considered to be sonething of
a calculated risk

But it was still being used, it's just that now
peopl e should know that there's -- there's some potenti al
risks involved with that. And sonme people are stil
using it for secure communications, and it was stil

protecting those comunications. Certainly nore than
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woul d be if they were not using encryption.
But then this TLS cane al ong and was even

better, and so the community comuni cated to the wi der

internet world that they should be switching over to TLS.

Q BY MR DONOVAN: Do you recall what version of
TLS repl aced SSLv3?

A. | thought it was the earlier version of TLS, so
1.0, 1.1. Those kind of ranges. |I'mnot recalling, as
sit here today, the exact nunbers.

Q Was there a tine period between when it was
di scovered that there were security vulnerabilities for
SSLv3 and when it was ultimately repl aced?

A. I'mnot recalling that, as | sit here today.

Q Do you have any recollection of when security
vul nerabilities were discovered for SSLv3?

A. I'mnot recalling the exact dates, as |I'm
sitting here today.

Q At some point, were attackers able to decrypt
HTTPS sessions that used SSLv3?

A. | don't recall that, as | sit here today.

Q If an attacker could decrypt an HTTPS session
usi ng SSLv3, what woul d they have to gain?

A.  1'mnot understandi ng your question.

Q Why would an attacker want to decrypt an

encrypted SSL session?
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A. There could be nultiple reasons.

Q \What are sone of thenf

A. To learn the contents of an encrypted packet,
general ly.

Q Could attackers want to decrypt HTTPS sessions
to steal passwords?

A. | would need nore tinme to answer that question
and do that analysis.

Q Is it your understanding that attackers woul d
want to decrypt encrypted SSL packets to steal sensitive
i nformation?

A. That depends on the context. That -- again,
woul d want nore tinme to try to | ook at what you nean by
that. That's just -- yeah.

Q Is it fair to say that one of the reasons an
attacker would want to decrypt encrypted HTTPS sessions
using SSLv3 woul d be to intercept personal information?

MR. PRICE: Objection. Calls for specul ation

THE W TNESS: Yeah, | would say the same way |
did before, I'd want nore tinme to analyze that question
That's not sonething that | was asked to address in ny
decl arati on.

Q BY MR DONOVAN: Do you consider yourself to be
an expert on conputer security?

A. Yes, | do.
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Q And do you have any opi nion of whether or not
sonmeone encrypting an -- sorry, decrypting an encrypted
HTTPS session would be to seal sensitive information?

A. That's a very broad question. And now al nost
all internet communi cations, even benign, are encrypted
using TLS. So to answer your question would require nore
time and analysis in -- to understand the context.

Q Dr. Goodrich, what is a 5-tuple?

MR. DONOVAN: And for the reporter, that's 5,
and then T-U-P-L-E.

THE W TNESS: Cenerally, in the context of
net wor king, we refer to the 5-tuple or packets to be a --
a record that includes five values that then woul d be
giving information about that packet.

Q BY MR DONOVAN: What are those five val ues?

A. Typically, when people refer to the 5-tuple,
they're referring to five values that are the source IP
addresses, the source port number, the protocol being
used, the destination |IP address and the destination port
number .

Q W still have up on the screen the Rule 2003021
Is there a 5-tuple requirenment for that rule?

A. There is.

Q What is the 5-tuple requirenent for this rule?

A. So, again, this rule is conmmented out so it's
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not actually functional. But the rule -- the
specification at the begi nning tal ks about how it has,
"tcp $HOMVE_NET any, " then arrow, "$EXTERNAL_ NET," and
then a range of port nunbers, "1024:65535."

Q And what is the neaning of that 5-tuple in this
rul e?

A. Technically, this is not a 5-tuple itself. It's
a rule for matchi ng packets based on whether or not they
satisfy this fornula.

Q Is this arule that could be | oaded into a
Snort-based systenf

A. Technically, no, because it's commented out. It
woul d not have any functionality.

So the answer is no, this rule would not do
t hat .

Q But would a person of skill in the art have
understood that a comented-out rule could be uncomented
out to be loaded into a Snort systent

A.  They woul d understand that that could be done.
But in nmy opinion, in this case they would have no
notivation to do that.

Q Do you have any opinion as to why this rule is
included in the ruleset, if it's conmented out?

A. My understanding is that Emerging Threats

i ncluded a | ot of comented-out rules. I woul d be
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unconfortabl e speculating why they did that. That seens
like a waste of tinme.

Q And if this rule was not comrented out, what
5-tuple would trigger this rule?

A. So that depends on context. But generally
speaking, if you conmmented -- if you uncommented out, so
now t hat pound sign at the begi nning was del eted, then
this would -- depending on the settings for what is
determ ned to be home net and external net, this would
mat ch a packet that's using the TCP protocol and is
coming -- and is -- has a source address that matches the
home net and has a destination address that is included
in the external net and has a port nunber between 1024
and 65535.

Q  When you said "has a port number," are you
referring to the destination port?

A. Correct.

Q And this 5-tuple does not have a port
requi rement for the source port; correct?

A. Again, this is not a 5-tuple itself. It is
syntax for attaching packets based on this formula.

Q Al right. Wth that clarification, the syntax
for matchi ng packets does not have a restriction on the

source port for a 5-tuple to match this rule; is that

right?
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A. | agree. It says that it can match any port
number so long as the source address would be included in
the collection that would be called hone net.

Q And so if a packet satisfied the matching of the
5-tuple so it had -- the TCP was from hone net on a port
to external net within the port range 1025, 65535, what
woul d happen next in this rule?

A.  Then based on that syntax, it then would be
anal yzed based on the rest of the specification inside
that rule.

Q And what does the rest of the specification in
this rule indicate how the packet would be anal yzed?

A. There's a lot of detail here. |s there anything
specific you want me to do, or do you want nme to do the
entire rule?

Q If you can do the entire rule, that's what |'d
like.

A.  Yeah, so the next keyword is that it's:
"Flowbits:isset.”

And then it has, "BS.SSL.Established.”" So this
is for an established SSL session. And that it's -- a

flowis established and, "to_server," is satisfied.
And then there's a content requirenent.

Then begi nning at depth 4, so at position 4 in

t he packet, it has, in binary, "17 03 00."
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And then there's a "threshold:typelimt" of --
and a count of 1. It gives a seconds, 120, for how | ong

to process.

There's a tracking by source. It has a class
type that -- then it's just specifying things that it
would want to -- to save with respect to this packet that

has been matched here, that it has an,
"unusual -cl i ent-port-connection.”
And then it has references to the vari ous URLS

for identifying these kinds of things that would match

here.
And then it has its SID, which we tal ked about,
2003021.
And then, finally, revision nunber for this
rule.
Q For the portion where it has "content:" and then
"170300," what is that checking in the packet?
A. In this case, it's checking specific content in

the packet that has to match this binary pattern at that
speci fied depth of 4.

Q Is that checking an application packet header
val ue?

A. This is checking that -- sinply, that this
content is -- is satisfied, that you have those --

t hose -- those bits matched.
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Q And is it checking that in the application
packet header?

A. It doesn't have any identification here of what
is an application header. [It's just saying, in the
packet, go to position 4 and see he if it matches those
bits. That's it.

Q Do you have an understandi ng of whet her
position 4 in the packet is part of the packet
application header?

A. That depends on context.

Q You can't tell fromlooking at this rule whether
it's checking the packet application header val ue?

A. That depends on context of what this packet has
init.

Q And | think I transposed words.

But you can't tell whether this is checking the
application packet header val ue?

A.  Again, that depends on the context of: What is
t hat packet ?

Q And here, it says,

"cl asstype: unusual -cli ent-port-connection.”
Do you have an understandi ng of what that does?

A. My understanding is that that's just an
i ndi cator that the author of this rule wanted to flag

this as "unusual client port connection" as -- as a flag,
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if you will, and then identifying that -- that nane.

Q Okay. Let's go down to paragraph 78 of your
report.

And here, about eight Iines down, you say,

"Al so, a person of ordinary skill in the art would have
under st ood that Rule SID 2003021 is one of a string of
signatures designed to identify a good SSL or TLS session
at high ports (exanple, greater than 1023)."

A, Yes, | see that.

Q Is your opinion based on Exhibit 2018, which is

an archived mail list from Matt Johnson of Energing
Threats?
A. That's -- that's one source of support for that

conclusion, as well as ny own experience.

Q Oher than your own experience in that, are
there -- is there other support for this conclusion?

A. Yes. | cite also to Exhibit 2020 itself and
1020, at pages 107 to 109.

MR. DONOVAN: All right. Let's bring up

Exhi bit 2018

Q Dr. Goodrich, this is up on your screen. It's a
one-pager. It should be in your portal as well

AL Oh, it is, but | can just read it off the screen
because it's just one page.

Q Okay. And this is the Exhibit 2018 that you
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reference in your declaration; right?

A. | agree.

Q This is a nmessage from M. Jonknman to the
bl eedi ngs-sigs mailing list; is that right?

A. That's how | interpreted this docunment.

Q And this would have gone out to everyone who'd
signed up for the bleeding Snort mailing list; is that
your under st andi ng?

A. I'mnot sure that this would necessarily go out,
but it is a -- it appears to be a part of an enni
archive that then would be a part of something we call a
Li stserv that people could then search or conme back and
| ook at, at |east.

Q So would it be your understanding that menbers
of the community would be able to search and | ook for
this email -- sorry, this Listserv posting?

A. | think it's accurate to say what you said
earlier, that this would go out to people who had
subscribed to this list to then get this emil as a part
of a package of emils.

This appears to be one such email that then is
indexed in a list. And that's what we see at the top
here. That then you can -- |I'mnot sure you can search
per se the list, but you can increnentally go through the

emails in this |ist.

08: 44: 32

08:44: 49

08:45: 09

08: 45: 27

08:45:51

Page 33

Veritext Lega Solutions
Caendar-CA @veritext.com 866-299-5127

Keysight v. Centripetal
IPR2023-00446
EX-1100

Page 33



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Q How did you cone to have this docunent?

A. It was provided to ne.

Q You didn't locate this docunent?

A. Not -- to ny recollection, I did not |ocate this
docunent .

Q Did you investigate the docunments that you coul d
access fromthis docunent?

A. | do not understand your question.

Q You can click "previous in list," "next in
list," and there's a link here to see the sigs. Did you
click on any of those?

A. I -- 1 did not interpreter those as clickabl e,
even.

Q Did you try bringing up this in a web interface?

A No. | -- 1 viewed it in Adobe Acrobat.

Q Do those appear to be links, to you, in the
i mge?

A. They're underlined and in a different color. |
didn't attenpt to click on them | mean, there's clearly
things here that are underlined and in color that don't
appear to be, you know, |inks that you could go to. One
is a date, another is just the word, and another is a
message | D.

So | interpreted these to just be underlined

col ored words.
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Q Do you interpret "previous in list" and "next in

list," where it's an underlined colored blue word, to be
not |inks to navigate to other messages in the list?

A.  To answer that question would require nore
analysis. | didn't try to click on them because, |ike
said, there's a lot of words that are underlined here
that based on just the content that is being colored and
underlined, did not appear to be sonething that could
have a nmeani ngful click, that you would go to sonething
meani ngf ul in.

Q M. Jonkman's nessage here indicates that he's
working on a string of signatures to identify a good SSL
or TLS session; right?

A. Correct.

Q And the signatures are targeting high ports,
ports over 8081l; is that right?

A. That's what he says, yes.

Q Do you have an understandi ng of what it neans to
identify a good SSL or TLS session in this context?

A.  Yes.

Q \What does it nean?

A. | interpreted what he neans here to be that he
is interested in -- in identifying SSL and TLS sessions
that go to high ports, what he says is a port nunber over

8081, that then would be legitimte.
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I think that's what he neans by "good SSL or TLS

session," that there was a legitinmte reason why sonmebody
woul d want to use a high port nunmber and encrypt the
session for their conmunications.

Q And do you have an understandi ng of what any of
these signatures to identify a good SSL or TLS session
were?

A. Yes. | cite to themin ny declaration, that are
exenpl ary happening in that exhibit. | think | said from
page 107 to 109.

Q And where is that in your declaration?

A. We literally just had it on the screen. |It's in
par agraph 78.

Q W'l probably cone back to that.

He al so says, "The inpetus to create this was a
new bot that's using a standard SSL for a conmmand and
control session on a high port"; right?

A. Correct.

Q And what does that nean?

A. So what that's referring to is that -- he's
concerned about a new attack, a malicious bot, if you
will, that is using standard SSL. So it's using the SSL
appraisal, but it's a conmand and control bot that then
is arisk to any conputer that has that bot infecting it.

And then one of the characteristics of this bot
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is that it initiates a standard SSL connection but uses a
hi gh port nunber. That is, a port nunber that he was
saying here in the email is over 8081. But if -- now
we're | ooking at the rules that he contributed. It was
havi ng a nuch bi gger range than that.

Q What do you nean when you say it initiates an
SSL session?

A. Just that. That the bot is running as a program
on the infected conputer, and then it perforns the steps
necessary to establish an SSL connection to an externa
server. That is, a server that is not the same as that
computer that it's running. Not necessarily a server
out si de of sone |local network. And then it's using a
hi gh port number. High relative to the typical standard
SSL port nunber.

Q VWiat is -- well, what's the standard typical SSL
port nunber?

A, 443.

Q And what's a command and control session?

A.  Command and control session is referring to a
type of attack where nmalware gets into a computer, is
executing on that conmputer in a way that then lets an
external party who is not on the conputer itself to then
performwhat we refer to as command and contro

operations. Have a session, if you will, to that
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computer, to be able to have it then perform actions on
behal f of that external party.

Q Is one of the uses for a command and contro
session to exfiltrate information fromthe computer?

A. Not necessarily, no.

Q You said, "Not necessarily." 1Is it true that
one of the uses of a conmand and control session is to
exfiltrate data froma computer?

A. That depends on context. There's |ots of
di fferent kinds of conmand and control sessions. |'d
want nmore tine to analyze that question.

Q Is one of the types of command and contro
sessions to exfiltrate data?

A. Again, that depends on context. |'d want nore
tinme to analyze that question

Q Wuld a person of ordinary skill in the art
be -- understand that a purpose of a command and contro
sessions is to exfiltrate data froma systenf

MR. PRICE: Objection. Calls for specul ation.

THE W TNESS: | would answer that the same way |
did before, that that depends on context. So here we're
referring to what Matt Jonkman is calling a command and
control session. It's not clear fromthis sinple emnil
that he's referring to that type of a command and contro

session at all. That's why | would need nore tinme to

08: 52: 37

08:52:52

08:53: 06

08:53:19

08: 53: 37
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anal yze.

Q BY MR DONOVAN:. 1Is it your understanding that a
command and control session gives an attacker command and
control of a conprom sed conputer?

A. Generally speaking, that's true. But, again, to
refer to now what Matt Jonkman is tal king about would
require nore analysis. And then if we then refer back to
the Snort rules that he contributed, none of them have
any application to that generally.

Q I'msorry. What was the last thing you said?

A, "Generally."

Q Does this exhibit, Exhibit 2017 -- |I'm sorry,
2018, does it refer to the rule with SID 2003021?

A. Actually, | interpreted it to be that this is
referring to the full body of contributions he was maki ng
of which that rule is a part of, which is why |I cite to
Exhi bit 1020 from pages 107 to 109.

Q And what's your -- your basis for concluding
that he's referring to the body of rules, including rule
2003021, in this Listserv nessage?

A. Because this -- because this --

THE W TNESS: WAs there an --
Yeah, so because the -- the general comments
here about targeting high ports over 8081 al so appears on

t hose pages of Exhibit 1020.

08:53: 52

08:54: 17

08:54: 55

08:55:11

08: 55: 30
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Q BY MR DONOVAN:. Exhibit 1018 doesn't maki ng any
specific reference to Rule 2003021, does it?

A.  Not specifically. Oher than that it has this
mat chi ng | anguage that we al so see in Exhibit 1020, from
pages 107 to 109.

Q And "the matching | anguage," are you referring
to the policy SSL TLS on high port?

A.  And also he's even -- in his coments, talks
about -- and this is really strong evidence because he
says in the email this is about high ports that are over
8081, but the rules actually don't use that number, 8081
So that provides additional evidence that -- that he's
referring to those rules. Because that's the comments he
gave for those rules.

Q  When you say "those rules,” what are you
referring to?

A. That -- that range of rules that's on page 107
to 109. |If you want to bring up Exhibit 1020, | can be
nore specific.

Q Sure.

MR. DONOVAN:. Jon, let's go ahead and bring up
Exhi bit 1020.
THE WTNESS: And this is part 2, as | recall

Q BY MR DONOVAN: | think we have the entire

exhibit as one part here. Maybe this is -- well, let's

08: 55: 57

08:56: 14

08: 56: 36

08:56:51

08:57:01
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go to page 79 -- sorry, page 40 of the PDF

A.  Can you upload the exhibit to Exhibit Share,
pl ease?

Q Yeah, we will do that.

MR. MATTHEWS: G ve ne just a nonent here. Just
a noment .

MR. DONOVAN: | think, actually, we'll be going
to page 107 of the PDF.

Q And, Dr. Goodrich, if you need a different page,
feel free to navigate to it, but | think that night save
you tine.

MR. MATTHEWS: [It's taking a nonent to upl oad
due to size. It should be avail able now
THE W TNESS: | amthere.

Q BY MR DONOVAN: All right. And if you go to --
I think it's -- page 107 of the PDF m ght be what you're
| ooki ng for.

A. Exactly, yeah. |I'mthere.

Q And so, Dr. Goodrich, what are you | ooking at?

A. I'mlooking at -- for exanple, at the very
bott om of page 107, we see that matching | anguage,

"TLS/ SSL State Machine for 8081 and up," is a comrent.
And then it has simlar |anguage that we see
fromthat email about sslv2, SSLv3, and so on

MR. DONOVAN: All right. And, Jon, could you go

08:57:41

08:57:52

08:58: 44

08:59: 01

08:59: 34
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down -- well, that's all on that.

Q Let's go -- in your declaration, you refer to
pages 107 to 109 and SIDs 2003026 to 2003021.

A. That's right.

Q Let's go to SID 2003026 on page 107. | think
it's the sixth down fromthe top

A, |I'mthere.

Q And this has the coment before the rule,

"TLS/ SSL State Machine for 8081 and up."
That's the comment you were just referring to;
right?

A. Correct.

Q And do you have an understandi ng of what this
rul e does?

A Let's see. Well, first of all, as with many of
these rules, this one is commented out so it doesn't do
anything. So did you want to rephrase your question?

Q If -- well, this is a ruleset that soneone woul d
downl oad as a file of rules; right?

A. Correct. And | think they're all comented out.
So they would literally do nothing. AlIl of them

Q Right.

So could these -- could soneone unconment this
rule and load it into a Snort systenf

A. Perhaps, but there may be syntax there. As |'ve

08:59: 54

09: 00: 16

09: 00: 23

09: 00: 44

09: 00: 57
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noted in ny declaration, sonetinmes these conmented rul es
have syntax errors and that even when you unconment, you
remove the comrent, pound sign, they still nmay be
nonfuncti oni ng.

Q Are you able to understand what this rule was
created to do, if it was uncommented and | oaded into a
Snort systenf

A. The rule of 2026, assuming that it does not have
any syntax errors, | believe | can interpret that.

Q And you said 20267

A. | nmean 3026. Excuse ne.

Q  Thank you.

And what do you interpret this rule as intended
to do?

A. In this case, it is |ooking for packets that
have a TCP protocol, have a source address that matches
to a home net address on any port and then has a
destination address that matches to any address in the
external net set and is on port 443.

Then it then is looking for -- that it is a part
of an SSL known port, which in this case is that 443
known port.

Q And does this result in SSL traffic on port 443
bei ng excluded from SSL alerts?

A. This would not. This would do the opposite.

09:01: 14

09: 01: 34

09: 01: 43

09: 02: 13

09:02: 42
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This would alert on any SSL traffic. |f you uncommented

it. Now, it would alert it based on this -- oh, no. Now
it's no alert for the flowbits. Sorry. | nissed that
poi nt .

Q You read ny next question
What does the flowbits no alert do?

A. Yeah, I'"'msorry. | had overl ooked that.

That that then does a no alert for the packets
that match this rule.

Q So if a packet triggered this rule, it would
cause the systemnot to alert because the rule is on --
because the packet is on a known SSL port, 443; is that
correct?

A. That is how !l interpret this rule, yes.

Q And so would you understand this as identifying
a good SSL or TLS session?

A. Depends what you nean by "good." So if by good
you nmean is it using the correct port nunber, then yes.
If by good you nmean that this is trying to protect
agai nst an exfiltration, then no. Because this would
allow for an exfiltration so long as it's using port 443.
And it would not alert or block on an exfiltration in
such an instance.

Q So independent of the version of SSL or TLS

used, this would not alert or block if the -- the

09: 03: 04

09: 03:18

09: 03: 35

09: 03: 55

09: 04: 17
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comruni cati on was on port 443 -- or to destination port
443; is that right?
A. That is correct.
Q Let's go down to the next rule.
And this is SID 2004598.
Do you see that, Dr. Goodrich?

A. | do.

Q And do you understand what the purpose of this
rule is, if it was uncommented out and | oaded into a
Snort systenf

A.  Assunming that the syntax is correct and then you
remove the pound sign at the beginning, my understanding
is that this would not alert if the packet has -- is a
part of an SSL session that is going to a destination
usi ng port 9001.

Q And would you understand this to be a rule
referenced in Exhibit 2018 that we were referring to, the
M . Jonkman Listserv note?

A. | do because it has that kind of |anguage that
mat ches his email about port 8081 and up. And, you know
sone of this other |anguage that we see in that email.

Q Wuld this match -- the emnil said, "Having a
wor king string of sigs to identify a good SSL or TLS
session.”

Woul d you understand this to be another rule to

09: 04: 33

09:04:51

09: 05: 15

09: 05: 32

09: 05: 59
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identify a good SSL or TLS session?

A.  Yes, depending on what you nean by "good." So
if by good you nean is it using a port nunber that
M. Jonkman had identified as being a legitimte reason
to use SSL, then yes.

But if by good you nean does it protect against
exfiltrations, then the answer is no. Because now if
your bot is using port 9001, it can exfiltrate all at
once, and this rule will not trigger any alert.

Q The next rule down has SID 2003027.

Do you see that?

A.  Yes.

Q And is this rule designed to, if run by a Snort
system not alert for SSL traffic on port 80007

A. | agree, assuning the syntax is correct and you
renove the pound sign at the beginning.

Q And so this would nmean that any SSL traffic on
port 8000 woul d not cause an alert, independent of the
version; is that right?

A. Correct.

Q Let's go down to the next rule, 2003028.

Do you see that, Dr. Goodrich?

A. | do.

Q And this rule, simlarly if run on a Snort

system woul d cause the systemto not block SSL traffic

09: 06: 17

09: 06: 40

09: 07: 05

09: 07: 22

09: 07: 39
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on -- or to destination port 8080; right?
MR. PRICE: Objection
THE W TNESS: Agai n,

the pound sign, because if you don't

all, and that there's no additiona
agr ee.

Q BY MR DONOVAN: All right. The
2003029.

And is it correct that this rule

SSL traffic on port 8200 will not trigger

i ndependent of the SSL version?
A t hat

woul d answer the same way

it's commented out so it's non-functional.

remove the pound sign and there's syntax errors,

cannot imredi ately deternmine, then it woul
functionality.

Q And if we |look --
rul es,

up, but if I go through a list of

if they have the same functionality?

A.  Yes.

Q 2003030.

A. | see that on nmy screen, yes.
simlar -- | would give that a sinlar

with respect to port 8443.

Q Okay. And the next

answer but

assum ng that you renove
it won't function at

syntax errors, |

next rule is
i ndi cat es that
an alert
bef ore. First,
Then if you
whi ch |

d have t hat

|"mgoing to try to speed this

can you tell ne

And t hat has

now

rule is 2003031.

09: 07: 53

09:08:12

09: 08: 34

09: 08: 52

09: 09: 13
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Woul d you give a sinmlar answer, except with

regard to port 52227
A. Correct.

Q The next is rule 2003032.

And woul d you give that same answer,

respect to port 52237
A Yes.

Q The next is rule 2003033.

Woul d you given the sane answer, except with

regard to port 29677
A.  Yes.
Q The next is rule 2003035.
Woul d you give the same answer
to port 3128?
A.  Yes.
Q And the next is rule 2003036
Woul d you give the sanme answer,
regard to port 80807
A.  Yes.
Q The next is rule 2003037.
Woul d you give the sanme answer,
regard to port 82927
A.  Yes.
Q The next is rule 2003038.

Woul d you give the same answer

but with respect

except with

except with

except with

except with

09: 09: 28

09: 09: 44

09: 09: 59

09:10: 11

09: 10: 24
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regard to port 82947?
A Yes.
Q The next is rule 2003034.
Woul d you give the same answer, except with

regard to port 15217

A. No. | think you got the SID number wrong.
Q Is that -- oh, sorry. 2003039
And woul d that be the same -- no, | think it is

20 -- 2003934; is that correct?

A.  Yeah, that's the nunber.

Q And that would be the same answer, except with
regard to port 15217

A.  Yes.

Q And then for rule with SID 2008543, would that
be the sane answer, except with regard to port 9957

A.  Yes.

Q Al right. And with that, | think we've been
going for a little over an hour. Wy don't we take a
break for a few m nutes.

A.  Okay.

(Recess.)
THE REPORTER: We're back on the record,
9:26 a.m
Q BY MR DONOVAN:. All right. Dr. Goodrich, we're

going to go back to Exhibit 1020. And we just left off

Page 49
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goi ng through rule 2008543.

So let's go to the next one. W' re on page 108
and rule 2003002

Do you see that?

A. | do.

Q And what does this rule do if it was |oaded into
a Snort systenf

A. First of all, like these other rules, it's
comented out so it would do literally nothing. But if
by your question you're saying if somebody woul d then
remove the pound sign, and assuning there's no syntax
errors in this rule -- it's a little different. So now
it's going to be matching and alerting to any TCP packet
whose source address is included in the home net as any
port number and is going to a destination address
included in the external net collection. And then has a
port number that is between 1024 and 65535.

And then has a number of other things. The
content now has to match at depth 3. The binary
signature 16 03 01, for exanple.

Q And do you see where it says,
"flowbits:isnotset, BS.SSL.Known.Port"?
A.  Yes.
Q Do you have an understandi ng of what that neans?

A. I'mnot recalling exactly, but it appears from

09: 27: 16

09: 27: 34

09: 27: 58

09: 28: 24

09: 28: 43
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context that it's -- that there is this flag that then is

not set, BS.SSL.Known.port. O it's -- it's indicating
that this is -- this is -- is not set for that -- that
par anet er .

Q What do you nean by that?

A. That this is -- a part of flowbits is indicating
the "isnotset"” for that BS. SSL. Known.Port. And then
there's another one al so, isnotset.BS.SSL.Client.Hell o.

Q And what is a -- well, let's go back to the
nessage. |t says, "ET POLICY TLS/SSL Client Hello."

What is a "TLS/SSL Client"?

A. So in order to initiate an SSL session, there

has to be a handshake, as we call it, that begins with a
hell o nmessage. In this case, the hello nmessage cones
fromthe client. But it is on what the author of this

rule is indicating is an unusual port.

Q So is this rule triggering when there's a -- a
packet to an unusual port, a port between 1024 and 65535,
for a client hello of an SSL or TLS session?

A. That's how | interpret this nessage, yes.

Q And do you know what version of SSL or TLS this
is checking for?

A. | believe it looks like it's version 3, but 1'd
want to study that nmore carefully to answer fully.

Q And the next rule, 2003003.

09: 29: 10

09: 29: 41

09: 30: 01

09: 30: 30

09: 30: 52
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Do you see that?

A Yes.

Q Is that rule the same, other than it's checking
di fferent content?

A. Yes, it has slightly different content that it's
mat chi ng agai nst.

Q And what's the difference in the content there?

A. In the first one, it's |looking for binary
si gnatures, such as 16 03 01. And in the second one,
it's 16 03 00.

Q And it's looking at those in the first severa
bits of the packet; is that right?

A.  Yes. Yes, that's correct.

Q And this is also checking for a client hello to

initiate a TLS or SSL session; is that right?

A. It would match such a thing. | don't know if --
there could be sonme other false positives as well, but it
would match -- nmy -- ny belief is that it would natch

such a nmessage

Q Okay. The next two rules, which are 2003004 and
2003005, do those also match client hellos to initiate an
SSL or TLS session on a high port?

A. Again, they're commented out, so they do
literally nothing, but if you renove the pound sign, and

assunming there's no syntax errors, that does appear to be

09:31:10

09: 31: 28

09: 31: 47

09: 32: 02

09: 32: 33
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what they're doing.

Q Al right.

A. As well as they would match anything that has
those content values, those -- just those few bit sets --
t hose nunbers, so there could also be many fal se
positives, as with all of these now that we've been
tal ki ng about since the break

Q And fromthe nessage field, would you understand
that the purpose of themis to detect the client hell o,
al though there may be fal se positives?

A. | believe that was the intent, based on the
message comrent field.

MR. DONOVAN: And, Jon, could you bring up the
next four rules?

Q So, Dr. Goodrich, we're on page 109 now. And do
you see Rul e 20030067

A. | do.

Q What does this rule do? O if this was | oaded
into a Snort system and enabl ed, what would you
understand this rule to do?

A. So as with the others, it's commented out, so it
woul d do nothing, but if you renoved the pound sign, and
assunming there's no syntax errors, this is now nmatching
for TCP packets that have a source address that is

included in the honme net, have a destination address

09: 32: 45

09: 33: 00

09: 33: 13

09: 33: 27

09: 33: 46
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that's included in the external net, and a port nunber
bet ween 1024 and 65535, and now have a -- content that is
16 03 01, another content that's a 10 at a different
position, and now has the BS.SSL.Client.Hello as being
i sset.

Q And so is this checking the first several bits
of the packet for the content 10 and the content 16 03
01?

A. Assuming it is -- renmove the comment and there's
no syntax errors, | agree.

Q And this would be checking an application
packet; right?

A. That depends on the context. This is just
matching for certain bits. As | said, there could be

many fal se positives.

Q Right. But what would you understand this to be

mat chi ng against? |It's not matching TCP packets; right?

A. It is matching TCP packets. It's just matching
very specific positions in them so like we said in the
first, looks like, six bits, you have to have 16 03 01
and then a 10.

Q And it refers to a TLS SSL client key exchange.
Do you have an understandi ng of what that is?

A. Yes, but nowthis is just referring to the

comments for what it is -- the author of this was -- was

09: 34: 22

09: 34: 46

09: 35: 03

09:35:19

09: 35: 38
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i denti fying.

Q Wat is a SSL -- sorry -- TLS SSL client key
exchange?

A. So it's a part of the handshaki ng protocol for
SSL and TLS. We tal ked about earlier today there's a
hell o nessage. That is then foll owed by nessages between
the -- what we would call the client and the server,
where they exchange keys, that is secret keys, cypher
text keys, to then -- then would be using to encrypt the
session and derive session keys that then would be used
for encrypting packets.

Q Wuld you understand that this rule was intended
to be used to identify the initiation of SSL and TLS
sessions where there's the client key exchange?

A. | believe that was the intent of this message,
based on the context.

Q And | just asked a nunber of questions about
Rul e 2003006. Wbuld you have the same answers for Rul es
2003007, 2003008 and 2003009, other than checking
di fferent content?

A. Yes. They're looking for different content bits
at the initial parts of a packet, and then it states that
its purpose is to be identifying packets that would be
part of the client key exchange for SSL or TLS, but, of

course, it would also match any packets that sinmply have

09: 35: 55

09: 36: 20

09: 36: 41

09: 37: 03

09:37: 26
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those bits set in the ways that are being specified.
And again, as before, these are commented out,
hence they woul d do nothing as written.

Q And to load theminto a Snort system so they
woul d work, you would have to take that comment out and
then inmport this into the Snort system right?

A. That is correct. And assunming that there's no
syntax errors.

MR. DONOVAN: Jon, could you bring up the next
two rul es?

Q And, Dr. Goodrich, we now have up Rules 2003010
and 2003011. The comrents before these rul es say,

"Server Hello."

Do you have an understandi ng of what the TLS SSL

server hello is?

A. So there's -- again, part of this protocol that
sets up an SSL session, it can include a server hello
t hat comes back to the client.

Q So this would also be part of initializing an
SSL or TLS session?

A.  That could have that -- it would match such
packets, as well as others.

Q Okay. And can you explain the -- howthis --
these two match against the 5-tuple of a packet?

A. Sure. So again, they're comented out, so they

09: 37: 44
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09: 38: 49
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woul d do nothing, but if you renove the pound sign, and
assunming there's no syntax errors in the rule, this would
mat ch a packet whose source address is included in the
external net and has ports -- a port nunmber between 1024
and 35535 and is going into with the source address --

no, a destination address, rather, that is included in
the home net |ist of addresses on any port.

Q And what do you understand this rule to do?

A. As | nentioned earlier, it does literally
not hi ng, but if you renove the pound sign, and assum ng
there's no syntax errors, it would then allow -- because
it has the no alert for the flowbits, it appears that it
woul d then allow this packet to cone in.

Q And that would be triggered based on checki ng
the first several bits of the packet to determne if it
has content for the first Rule 16 03 01 and then a few
bits later 02; is that right?

A. That's right, so based on that. But then it has
the flowbits no alert, so even though it's an alert at
the beginning, it has the flowbits no alert set, so |I'm
not sure why he even included this, to be honest with
you. Wy bot her?

Q And those answers would be the sanme for the next
rul e, 2003011, other than different content and a

di fferent nmessage; is that right?
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A. That is correct.
MR. DONOVAN: Okay. Jon, could you bring up the
next six rules?

Q And, Dr. Goodrich, we'll start with Rule

2003012.
Do you see that here?
A. | do.
Q And this refers to the -- the comments before

this six rules all say, "Server cert and key exchange."
Do you understand these rules to also relate to
initializing an SSL or TLS session?

A. | believe that was the intent of the author, but
it would match any -- again, they're comented out, so
they do nothing. And then sonme of these rules even have
a doubl e comrent out, which is weird. And then -- yeah,
they would match, assumi ng there's no syntax errors, any
packets that are comng froma source that is externa
and in the range of ports from 1024 to 65535 and com ng
to a destination address in the home net on any port, and
then would be -- and then match these various patterns of
a few bits here and there in the beginning that are
specified in each of these rules, like 16 03 00.

Q And that would be, again, checking the first
several bits of the packet for that content; is that

right?

09: 40: 59
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A. | agree.

Q And these relate to initializing an SSL or TLS
session; is that right?

A. | believe that was the intent of the author
based on the nessage field, but they would, of course,
mat ch anyt hing that has those bits and, hence, would al so
be subject to fal se positives.

Q And you noted the double comrenting out of the
last two rules here -- or shown here. They include a
nmessage that indicates deleted. Wuld you understand the
intention of those rules to be that those were nmarked for
del eti on?

A. These last two rules are a little nore
troubl i ng, because they have the double comenting out,
whi ch is unusual, and a person of ordinary skill in the
art would interpret that to mean that this is
potentially, you know, wong or bad or there's sone
troubling issues here.

And additionally, these have the flowbits set to
be no alert, as with the previous ones also have flowits
set to no alert, so there would be no alert for the rules
2003014 t hrough 2003017, so it's not clear why the author
of this rule is even including this.

Q Let's go down to the next two rules. These are

SI D 2003018 and 2003019. And they have a comment before

09:42: 38

09: 43: 00

09: 43: 42

09: 44: 05

09: 44: 35

Page 59

Veritext Lega Solutions
Caendar-CA @veritext.com 866-299-5127

Keysight v. Centripetal
IPR2023-00446
EX-1100

Page 59



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

them "Server Cipher Set."
Do you see that?

A. | do.

Q Do you have an understandi ng of what TLS SSL
server cipher set refers to?

A. I'mnot recalling, as | sit here today, what
that is referring to, per se. | presune it's part --
it's intended to be part of the SSL handshake that we
tal ked about earlier today.

Q And these rules would also, if enabled and

| oaded into a Snort system would check first whether the

packets satisfy the -- or match the 5-tuple set forth in
this rule; right?

A. They are also comented out with a single pound
sign, hence they do nothing. |If you renove that pound
sign, and assuming there's no syntax errors, then they
woul d match any tinme a packet is comng with a source
address in the external net with a port between 1024 and
65535 as a source address -- a destination address,
rather, that's in the home net on any port, and then has
to match certain bits in the beginning. But then these
rul es also have the flowbits no alert indicated as well.

Q Al right. Then let's go to the next two.
"Application data streanm comments are before the next

two rules. Do you have an understandi ng of what

09:44:51
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09: 45: 52

09: 46: 18
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application data stream neans?

A. In this context, | believe that the author
intended that this is referring to now content that is
being sent as a part of an established SSL connection
but, of course, it would also -- it is also comented
out, so it would do nothing, but if you renove the pound
sign, then it would match any packet that is coming from
the honme net on any port and has a destination that's
included in the external net in the port range from 1024
to 65535 and matches the certain bits, like 17 03 01 in
t he begi nni ng.

Q And that's true of both of these rules, but they
have different content that they'll be matching at the
first few bits within the packet; is that right?

A.  Yes, | agree.

Q Al right. Let's bring back up your
decl aration, Exhibit 2010, and could we go to paragraph
79? 1t's on page 40.

A. |I'mthere.

Q Here you say your opinionis that -- is
rei nforced when Rule 2003021 is read in context with the
other rules of the sane rul eset.

Do you see that?

A.  Yes.

Q Wuld a person of ordinary skill in the art read

09: 46: 39
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Rul e 2003021 in context of the other rules in the
Emergi ng Threats rul eset?

A. They may. That's why I'mreferring to that in
this paragraph 79.

Q And is it correct that other rules in the
Emergi ng Threats rul eset exclude SSL traffic on various
ports from generating SSL alerts regardl ess of the SSL
ver si on?

A.  Yes. And even this rule, taken in isolation, is
all owing for packets on -- to -- for -- such as
exfiltration packets to occur, and it would not flag them
so long as they're using a port nunber that is excluded
fromthe range of Rule 2003021.

And then | refer to a nunber of other rules that
al so exclude certain ports that then further supports ny
conclusion that this rule is not doing anything to
prot ect against exfiltration

Q Wiile there m ght be sone packets that are on
those ports, if exfiltration was bei ng performed using
SSLv3 on a high port, would it trigger this rule?

A. So if you're asking -- generally, if a packet is
using SSL on a high port that is not excluded, then it
will alert. Again, this rule doesn't do anything, and
then if you take away the pound sign, it would sinmply

al ert but not block any packets that match the rule.
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Q Dr. Goodrich, is it your opinion that a person
of ordinary skill in the art would not be able to find
the Enmerging Threats rules, Exhibit 1020, on the Enmerging
Threats website?

A. Generally, they would not be able to find it
just on their own, just |looking in the standard ways of
i ndexes that index information. They would additionally
not be able to do any kind of searches anong the over
11,000 rules to focus in on specific rules that they
woul d be interested in, in my opinion.

Q In your analysis, did you go to the Energing
Threats website on the Wayback Machine to try to |locate
the Energing Threats rul es?

A Yes.

Q And what was the results of that?

A. | recall having seen the -- the content. In
fact, | think I have an excerpt of that.

Yes. So if you go to paragraph 48 and then go
to page 25 in ny declaration, you will see, |I'm show ng
now from Exhi bit 1030 as well as Exhibit 1054, what that
website would | ook like at that tine, which just has
these fol der names that are even identified in a way that
the alleged rule that Petitioner raised is in a strange
nane that would not be, in nmy opinion, what a person of

ordinary skill in the art would click, even based on the

09: 50: 23
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nanme in searching for a rule to, say, protect agai nst
exfiltrations.

Q Let's go back a few paragraphs to paragraph 46
of your declaration. [It's on page 23.

A. | amthere.

Q And a few lines up fromthe end of that
paragraph you say, "Enmerging Threats provided a number of
files, and each file was associated with a particul ar
rule category."

Do you see that?

A.  Right.

Q And you refer to Exhibit 2016. Do you recal
what you're referring to there?

A. Could you bring up Exhibit 20167

Q Sure.

MR. DONOVAN: Jon, could you bring up
Exhi bit 20167

Q So this is Patent Omer's Exhibit 2016. Do you
know what this document is?

A. Did you put it on the Exhibit Share?

MR, MATTHEWS: Just a monent. It's upl oading
now. Just a nonent.
It's now avail abl e.
Q BY MR DONOVAN:. Were you able to see it on the

Exhi bit Share, Dr. Goodrich?

09:52: 48
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A. |I'mdownloading it now
I have it in front of me now

Q Okay. And nmy question is: What do you
understand this document to be?

A. So this is a printout fromthe Wayback Machi ne
going to July of 2010 of the energingthreats.nnet view al
rul esets, and then it has various links in the PDF
They're just underlined, colored names that then have
di fferent names associated with different rul esets.

Q Where did you get this docunent?

A.  This docunent, as | recall, was provided to ne.

Q And did you try navigating to this page on the
Wayback Machi ne?

A. | don't recall, just sitting here today, if |
did that or not.

Q Do you see the heading "All Rules in one file"?

A.  Yes.

Q And under that heading there's a link that says,
"emerging-all.rules.”

Do you see that?

A. | do.

Q Wat do you understand that to show?

A. Just that, that this is a link to what would --
then would be all rules.

Q And that would be all of the Emerging Threats

09:54: 24

09: 55: 06

09:55: 20

09: 55: 38

09: 55: 48
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rules in a document?

A It may be. I'd want nore tine to confirmthat.

Q Do you have any reason to believe that that
woul d not allow a user to download all of the Emerging
Threats rul es?

A. | would want nore time to be able to answer that
guesti on.

Q Let's go back to Exhibit 2010, your declaration

A, I'mthere.

Q And back on page 48, which is on PDF -- sorry --
paragraph 48, which is on PDF page 24.

A. | amthere.

Q About six lines into this paragraph you say, "I
was unable to find any evidence that the Energing Threats
rules website had any functionality, such as a search
field and a search button.”

Do you see that?

A Yes.

Q And did you go to the Energing Threats website
on the Wayback Machine to investigate whether it had any
search functionality?

A.  Yes, that's ny recollection.

Q You did go to the Emerging Threats website on
t he Wayback Machi ne and you deternm ned that there was no

search functionality on the website?
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A. That's ny recollection, as | sit here today,
based on, yeah, the links we have on the next page of ny
decl arati on.

MR. DONOVAN: Jon, could you bring up Patent
Omwer's Exhibit 2029 and load it in the portal ?
MR. MATTHEWS: |t should now be avail abl e.

Q BY MR DONOVAN: Dr. Goodrich, do you recognize
this docunent?

A. I'mnot immediately recalling this document, as
| sit here today.

Q Do you recall reviewing this docunment in form ng
your opinions set forth in your declaration?

A. I'mnot imediately recalling, as | sit here
today. |Is there a place in ny declaration where you fee
|'ve addressed this?

Q | believe this is in your exhibit |list and not
ot herwi se nentioned in your declaration, but you're
wel come to check to confirm

A.  And where do you see my exhibit list in ny
decl arati on?

Q I'msorry. | guess perhaps you don't have an
exhibit list. Your declaration at paragraph 5 says,
"1've also reviewed the papers and exhibits and” -- I'm
sorry -- "l've reviewed the papers, Petitioner's

exhi bits, and Patent Owmer's exhibits filed in this
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proceedi ng. "
Woul d that include this exhibit?

A. | amnot imrediately recalling, as | sit here
today. It probably did, but I'mnot specifically
recal ling this.

Q So you don't specifically -- you don't
specifically recall navigating to the links in this
exhi bit?

A. Not as | sit here today.

Q Is there any reason you didn't review this
exhi bit that you're aware of ?

A. That question -- | don't understand your
guesti on.

Q This is a Patent Owner's exhibit in this IPR
that | understand you don't recall reviewi ng; is that

ri ght?

A. | don't recall, as | sit here today, review ng.

| listed in ny paragraph 5 that | did review these
exhibits. |I'mjust not recalling it, as | sit here
t oday.
MR. DONOVAN:. All right. Jon, could you go to
the second page and scroll about hal fway down?
Q And, Dr. Goodrich, do you see where there's a
link that says, "archive.org/" and then

"20090703171542/ www. ener gi ngt hreats. net"?
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A. | see that, yes.

Q Did you navigate to that link before formng
your opinions?

A. | don't recall, just sitting here today.

Q Do you see the portion of this that says,

"“www. emer gi ngt hreats. net"?

A.  Yes.

Q What do you understand that to be?

A. The website for Enmerging Threats.

Q And did you navigate to the website, to Emerging
Threats, on the Wayback Machi ne when form ng your
opi ni ons?

A I did. | just don't recall if it was this one.
The one | cite in ny declaration is a 2010 version, as |
recall.

Q  Ckay.

A. Actually, if you could bring up Exhibits 1030
and 1054, | could say nmore definitively. [|'mjust not
recalling the dates, as | sit here today.

Q Sure. We can bring up 1030.

Do Exhibits 1030 and 1054 i ndicate the Energing
Threats websites that you revi ewed?

A. It's what I"'mciting in ny declaration. So

that's why |I'm asking for those exhibits.

MR. DONOVAN: All right. Let's bring up 1030

10: 00: 26
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Q Dr. Goodrich, which page would you like us to go

to?
A. Is that also in the Exhibit Share?
Q | believe it's |oading.
MR. MATTHEWS: It's still -- |looks to be
dragging just a bit. It may be a larger file size here.

Q BY MR DONOVAN: And, Dr. Goodrich, what was the
ot her exhibit you asked for so we can | oad that up?

A.  Oh, sure. The other one was 1054.

Q COkay.

MR. DONOVAN: Jon, could you bring that one to
the Exhibit Share as well?

MR. MATTHEWS: Sure. Looks like it's just
taking a while because it's such a large size file here.

I'"I'l get the other one | oaded as well, 1054.
Let's give it a few noments.

Q BY MR DONOVAN: Dr. Goodrich, I now see 1054 in
the portal, so do you want to go to that one first?
A.  Sure.

MR. MATTHEWS: It |ooks like 1030's stil
uploading. | may cancel and try it again here. Perhaps
it's just frozen.

Q BY MR DONOVAN: Okay. Dr. Goodrich
Exhibit 1054 is up. Does this help refresh your

recollection as to what you reviewed on the Wayback
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Machi ne?

A. Yes. So this is a nore recent version of that
sane web page, not fromthe Wayback Machine, that shows
even in nodern times there's no indexing feature or
searching feature on this web page

Q And this is looking at the web page as it would
have existed in nodern times in 2022; is that right?

A. That's correct.

Q Al right. W can nove on to a different topic
whil e 1030 is being uploaded and conme back to it.

MR. DONOVAN: Let's bring Exhibit 1020 up again,
which is the Energing Threats reference. And, Jon, could
you go to page 67 of the PDF and scroll to the bottom of
t he page?

Q And, Dr. Goodrich, do you see the second-to-Iast
Snort rule on the page with SID 2003533?

A. \What page are we on again?

Q Page 67 of the PDF

A. | amthere. And then we're at 2003533?

Q Yes.

And this is not a rule you addressed in your
decl aration, but | want to ask you some questions about
it to understand your understandi ng of Snort rules.

What was -- what does this rule match agai nst

for the 5-tuple of the packet?
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A. So this is going to match any packet initially
| ooki ng at a TCP packet whose source address is in the
home net |ist on any port and whose destination address
is in the external net |ist and whose port number is
included in the HTTP ports list.

Q And are the I P addresses and the port nunbers,
those are packet header field val ues?

A. | agree.

Q The nmessage says, "ET MALWARE Sytes.net Rel ated
Spywar e Reporting."

Do you see that?

A. | do.

Q \What's spyware?

A. Generally speaking, spyware is malicious
software that is spying on a conmputer.

Q \What do you nean it's spying on a conputer?

A. That it's looking for things that are occurring
or files that exist on the conputer

Q And is it if an attacker was runni ng spyware,
woul d they be receiving information fromthe conputer?

A. I'mnot follow ng your question. Sorry.

Q How does spyware work?

A. There's -- that's a huge, broad category of
things. There's so many different ways. Can you be nore

preci se?
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Q Does spyware send information froman attacked
conputer to an attacker?
A It may.
MR. PRICE: Objection. Foundation.
THE WTNESS: | nean, it depends on the context,
what you nean by spyware and how it's worKking.
Q BY MR DONOVAN: 1Is there a general purpose of
spywar e?
A. Again, it's such a broad category. That really

depends on the context.

Q Is spyware used to steal passwords?

A. That's -- like | said, spyware's a very broad
category. | --

Q Is spyware used -- I'msorry. | didn't nean to

cut you off.
A. No, it's fine. Go ahead.
Q Is spyware used to steal passwords?
MR. PRICE: Objection
THE W TNESS: Again, it depends on the context
of what you nmean by spyware. Like | said, it's a very
broad category of nalicious software.
Q BY MR DONOVAN:. In your opinion, would a person
of ordinary skill in the art understand that spyware is
used to steal sensitive information?

MR. PRI CE: Sane objection.
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THE W TNESS: Sane answer. |It's a very broad
category, and it's not necessarily | ooking for sensitive
i nformati on.

Q BY MR DONOVAN: What other information would it
be | ooking for?

A It's, like | said, a very broad category, so it
could just be |ooking for keystrokes or nmouse movenents
even or | ooking at, you know, whether or not you paused
over certain pictures when you're |ooking at Facebook
what ever.

Q Do you see at the start of the second |ine where
it says, "Content: 'POST '; depth:5"?

A.  Yes.

Q Wat do you understand that to mean?

A. That it's matching the string POST space at
position 5 in the packet.

Q And what is the string POST?

A. Just that, POST and the space.

Q |Is POST an HTTP met hod?

A. It -- it also is inclusive of that, but then any
packet that has POST and a space would match this rule --
that aspect of this rule, and it even has a no case
comrent -- condition as a part of that.

Q Wat is the POST HTTP net hod?

A. That -- the POST HTTP nethod is a way to -- for

10: 09: 17
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a client to post data to an HTTP server or put -- you
know, upload data, if you will, to an HTTP server.

Q And is the POST HTTP met hod an application
header field?

A. | believe that the patent includes that as a
packet header field value, but here it's just the string
POST and a space. |It's not necessarily a packet header
field val ue.

Q And in this rule, what does the URI content
mat ch on?

A. It's looking for content in the packet that
woul d be part of a URI that then would have that string
init.

Q Thank you for correcting ne.

Where in the packet would it find that URI?

A. In this case, | think it's anywhere. | don't
see a specific designator that says where it has to
occur.

Q Do you know where in an HTTP packet the URlI is
| ocat ed?

A. That depends on the context. There could be
lots of ways that it occurs, and here in this rule, it
appears to just be matching the URI content to have a
certain string.

Q Is there URI content in an HTTP application

10:10: 56
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packet header?

MR. PRICE: Objection. Foundation.

THE WTNESS: | would want to investigate that
nore further to be able to answer your question. | don't
recall that being a question | needed to answer for ny
decl arati on.

Q BY MR DONOVAN: Are you familiar with HTTP
packet s?

A.  Yes, generally, but then now you're asking about
very specific entries and fields. 1'd want to spend nore
time to analyze the structure in order to answer your
guesti on.

Q What does the content :sytes.net do in this
rul e?

A. In this case, it's also no case, so it could be
capitals or |owercase letters, and it's just | ooking for
that string, sytes.net, anywhere in the packet.

Q And that string would need to be in the packet
to trigger the rule; is that right?

A. | agree.

MR. DONOVAN:. Jon, could we go back to
Exhi bit 2010, which is Dr. Goodrich's declaration, and go
to page 45.

Actually, before that, it looks |like 1030 is now

up in the Wayback Machi ne

10:12: 23
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Q So, Dr. Goodrich, do you want to navigate to
that exhibit and let me know what you wanted to | ook at
relating to your investigation of Energing Threats on the
Wayback Machi ne?

A.  Sure.

Yeah. So if we go to page 11 in the PDF, we see
the excerpt that | am excerpting, but now in a broader

context of the full page, and what --

Q And --
A -- we see is -- sorry.
Q Go ahead.

A.  And what we see when we zoominto the top is
that this is the Wayback Machi ne | ooking at the website
http://rul es. emergi ngthreats.net, and so this confirns ny
conclusion that there's no search or indexing
functionality, just this list of folders, and that the
folder for the rule that Petitioner is relying on, which
was, | recall we were just |ooking at, Rule 2003021, is
in the subfol der open-nogpl, that a person of ordinary
skill in the art would not inmediately understand what
those letters are referring to and would be nore likely
to click on either the block rules or the FWthat is
firewall rules links rather than that one, and that's
what | speak to in my declaration

Q Do you see where it says, "Mire infornmation

10:13: 53
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10: 15: 26
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avail able at," and then there's two different websites
t here?

A.  Yes, | do see that.

Q \What are those two websites?

A. One is just the Energing Threats generally, and
then the other one is emergingthreatspro.com which
think we've also | ooked at today, and they sinmlarly
don't have, as | recall, searching or indexing
functionality.

Q And did you navigate to the Energing Threats
website generally when you were form ng your opinions?

A. That is ny recollection, as | sit here today.

Q And | should ask a better question, but did you
navigate to the archived version of the general Energing
Threats website fromthe 2010 time period when forning
your opinions?

A. | don't recall the year of the capture or if it
was the nodern version, as | recall -- yeah, as | recal
t oday.

Q Okay. Let's go back to your declaration
Exhi bit 2010. W'Ill go to page 45

A. | amthere.

Q In paragraph 88 it starts, "lIn contrast,
believe that no rule in Enmerging Threats is witten to

trigger based on the application | ayer header field" --

10: 16: 36

10: 16: 54
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sorry -- "application | ayer header" -- yeah, "header
field."
Do you see that?

A.  Yes.

Q How did you deternmine that no rule in
Exhi bit 1020 triggers on an application header field
val ue?

A. So this conclusion is based on things we've
di scussed today, for exanple, where the rules thensel ves
are just looking for certain patterns and strings that
occur in certain places in a packet, and that, in ny
opinion, there's a potential for false positives when you
do that, and that it's not necessarily going to be
triggering based on application |ayer header field.

Q Is a packets header field values, are they
| ocated at the beginning of a packet?

A. It depends on the context.

Q Can you explain that?

A.  Sone packets -- we tal ked about today there's
different layers in the network hierarchy, such as IP
| ayers on the -- the -- yeah, the internet |ayer, and
then there's the transport layer. There's an application
| ayer as well. And then different packets wll have
header field values that are at the very begi nning, but

then there could be some other ones that are later in the

10:18: 08
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packet as well.

Q In the context of application |layer, there are
application | ayer packets; right?

A. Correct.

Q And woul d application |ayer packets have header
field values at the start of the packet?

A. It depends what you nean by "start." That's a
cont ext - dependent questi on.

Q Can you explain that?

A. Sure. So if by "start" you nmean just the first
few bytes of a packet, then the answer is no. Sone
application | ayer header fields would occur nuch farther
after that.

And if by "start" you nean would they generally
be at the prefix of the patent packet, like starting at
t he begi nning and going to somewhere else in the packet,
that's generally how header fields work. So it depends
what you mean by start.

Q So would it be correct to say that an
application | ayer packet, the header fields would be in
the prefix of the packet?

A.  Yes. But exactly where in that prefix depends
on cont ext.

Q And following the prefix would be the payl oad of

the packet; is that right?

10:19: 45
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A. Generally speaking, that's usually the case.

Q How did you deternine that no rule in
Exhi bit 1020 triggers on an application header field
val ue?

A. | would answer that the same way | did before,
nanmely that the rules are triggering based on nmatching

certain patterns of bits, in ternms of, |ike, content,

thi ngs we' ve tal ked about today, that are not necessarily

application letter -- layer header fields. They're just

bits that occur at certain positions in the packet, hence

there's a high likelihood for fal se positives.

Q Are HTTP packets application | ayer packets?

A. | agree.

Q In an HTTP packet, is the HTTP method in the
packet header?

A I -- 1 believe that in the context of the '343
patent, that would be inclusive.

Q And that would include HTTP met hods, such as
POST or GET?

A. | believe in the context of the '343 patent,
that's correct, but then it has to be identified as a
part of the header, not sinply, you know, just the word
"POST" occurring at a certain place in the packet.
That's why | made my concl usion here in paragraph 88 the

way | did.
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Q Did you analyze how many rules in Exhibit 1020
trigger on an HTTP method being in the first several bits
of a packet?

A. | didn't have tine to do that. There was over
11,000 rules, as we tal ked about today. | scanned them
but | didn't do counts |ike what you're suggesting.

Q To assess the teachings of the prior art
reference as a whole, did you investigate the rules in
Exhi bit 1020 to get a sense of what rule contributors
wer e doi ng and what they knew in 20107

A Yes, | did.

Q And what did that involve?

A. That was -- generally speaking, people were
contributing rules that matched the -- that are a part of
the Snort | anguage that then would match potentially on
different types of packets. But as |'ve nentioned, many

of these rules are commented out and then woul d not have

any functionality in actuality, and none of the rules are

to drop any packets.

Q And were there rules in Exhibit 1020 that would
mat ch packets that included an HTTP net hod, such as POST
or GET?

A. | believe we | ooked at sonme today that would
mat ch such things, but then would al so match anything

that had that string POST space in the proper place,

10:22: 49

10: 23: 07

10: 23: 25

10: 23: 51

10: 24: 08

Page 82

Veritext Lega Solutions
Caendar-CA @veritext.com 866-299-5127

Keysight v. Centripetal
IPR2023-00446
EX-1100

Page 82



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

hence the potential for false positives.
Q Let's bring back up Exhibit 1020, which is the
Emergi ng Threats reference, and go to page 52.
MR. DONOVAN: And, Jon, could you zoomin on the
10th rule down? |t has SID 2003575.
Do | have the wong page?
MR. MATTHEWS: You said page 52; correct?
MR. DONOVAN: | believe so.
MR. MATTHEWS: Just a nonent. Let's nmake sure.
MR. DONOVAN:. Yeah, it's SID 200 -- sorry. |It's
2003575 and is on page 52.
Q Dr. Goodrich, do you see that? And it's up on
the screen as well.
A | seeit.
Q And this is another rule that you didn't address
in your declaration, but are you able to tell what this
rul e does?

A. Let ne see.

So first, it's going to ook for a packet. It's
the TCP protocol. The source address is in the list of
home nets on any port. |Its destination address is in the

external net list, and its port nunber is in the
HTTP_PORTS | i st.
And then it is, looks like, |ooking for a UR

content that has the string /gs_med, not worryi ng about
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the case, and then there's sone other things there, but |
think that's the nost significant part of this rule.

Q And it says -- and can you tell fromreview ng
this rule, or fromyour expertise generally, whether the
URI in an HTTP packet is in the prefix or the packet
header ?

A. | amnot recalling that, as | sit here today.
This just looks like it's matching a URI that has in it
the string /gs_ned.

Q And do you see the nmessage field here?

A. | do.

Q That indicates malware spyware posting data;
right?

A. That's what it says. But again, the nessage
field is just a cooment. It doesn't have any actua
functionality.

Q Does the nessage field indicate what the creator
of the rule intended the rule to do?

A. Cenerally speaking, | believe that's what we
should interpret nmsg nmessages to be, but their intent
doesn't al ways necessarily nmatch what -- how the rule

actually functions, of course.

Q And do you have -- I'msorry. Do you have nore
to say?
A. | just said of course.
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Q And do you have an understandi ng of what malware
spywar e posting data would nean to one of skill in the
art?

A. Just that, that it's malware, so it's malicious
or potentially malicious software. In this case,

i ncl uded what the author would call spyware, that then is
posti ng dat a.

Q And it's posting data froma home net address to
an external net address; right?

A. In this case, it's, as we tal ked about, a packet
that would match as its source address in the hone net
list and its destination address in the external net
list, so that depends al so on context.

Q And this rule would be triggered if a packet
both met the 5-tuple requirenments here, as well as
contained the URI content /gs_med; is that right?

A. That's right.

MR. DONOVAN:. Jon, could you go to page 190 of
Emergi ng Threats? And scroll to the one, two, three --
the fourth rule dowmn. It has SID 2009082.

Q And, Dr. Goodrich, do you see this rule?

A. | do.

Q And can you tell who contributed this rule?

A. The comment says it's by Paul Dokas, D-O K-A-S.

Q And would you understand that coments within
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Emergi ng Threats as indicating who in the community
subnmitted the different rules to Energing Threats?

A. That's how | interpret that conment.

Q The nmessage in this rule says, "ET TRQJAN
Password Steal er Reporting."

Do you see that?

A.  Yes.

Q Wuld you understand that to be the intention of
this rule, to fire when there's a Trojan password steal er
reporting?

A. | would take the -- there's nore to it than just
that. There's also sone cryptic characters after that,
so |'mnot sure what those cryptic characters are
referring to.

Q For the rest of it, do you have an understandi ng
of what password stealer reporting nmeans?

A. That depends on context, but one context is that
it's trying to steal passwords, just as it would say.

Q And what packets would trigger this rule?

A. This one's a little nore tricky, so first we
have to have the character string POST space at the
begi nning. Depth 5. Not worrying about the case, and
then there's URI content that includes A=% &b=. Then
there's a regul ar expressi on about matching content in

t he packet as well.
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Q I'm

mat chi ng cont

A. It's --

"pcre:" And
is a regular
Q And

packets that

destined for

A. It would be a packet
source address matches the hone net

whose destinati on address matches externa

and its port

TCP packet,

so that depends on context of what

sorry, where is the regul ar expression about
ent in the packet?

it's the next after that. It says,
then there's a sequence of characters that
expression.

this rule would also be triggered for
are |l eaving the home net on any port and

an external net on HITP ports; right?

that -- whose, again,

list on any port and
net on an H --

is listed in the HITP ports list,

t hose

vari abl es nean.

Q  Under st ood.

On t

rule 2010918.

he same page, let's go down two rules to

Do you see that rule?
A.  Yes.
Q It's up on the screen as well.
And woul d you understand this rule to be

subm tted by
Al o--
Thi s appears

Q And

a different nmenber of the community?

| don't know if it was a different nenber.

to now be submtted based on usernane.
t han t he

this -- this usernane is different

and it's a
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identified submtter of the prior rule; right?

A It's -- it's different, but it could be that
sane person. | don't know. But it now appears to be a
user ID. | don't -- | can't imgine anybody having the

name given to themat birth of jnilnj4.

Q The nmessage field in this rule says, "ET TRQJAN
Paym | on- A HTTP POST. "

Do you see that?

A. | do.

Q Do you have an understanding of what this rule
was intended to do?

A. That would require nore tinme and anal ysis.

Q Do you have an understandi ng of what Trojan
Payni | on- A HTTP POST woul d indicate?

A. No, not sitting here today. |'mnot faniliar
with that.

Q Can you explain what would cause this rule to be
triggered?

A. This one is a little nmore conplicated, so first
there's a content that has to be a depth 12. W see
character string POST space HTTP and then the binary for
3a and //. Then anywhere in the packet there has to be
content of C and then the binary 3a\\. There's -- also
has to be content of a .exe followed by binary 00 00. So

there's -- toreally dig into this would require a little
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nore time for me.

Q Do you see at the start of the second |ine where
it says, "distance:0"?

A.  Yes.

Q Do you have an understandi ng of what that neans?

A. |I'mnot immediately recalling what the distance
0 means in this.

Q And that would be -- I'"'msorry. Did you have
nmore to say?

A. No.

Q And that would be true for the next place where
it says "distance: 0" later in that line; right?

A. Correct.

MR. DONOVAN: Jon, let's go to page 191 of

Exhi bit 1020. And four rules up fromthe bottomthere's
arule with SID 201066. Sorry. [It's 2010066.

Q Dr. Goodrich, do you see that rule?

A. | do.

Q And this rule indicates that it was contributed
by Jaine Blasco; is that right?

A. Yes, that's what it says.

Q And the message field in this rule says, "TRQJAN
Data POST to an image file (gif)"?

A.  Yes, | see that.

Q Do you have an understandi ng of what this rule

10: 35: 04
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woul d have been intended to do?

A. That would require nmore tinme and anal ysis.

Q You can't understand fromreading what -- the
nmessage what the purpose of this rule is?

A. The nessage just says what it says, what the --
again, this is a coment. "ET TROJAN Data POST to an
image file (gif)."

That's strange | anguage. That seens |ike
strange | anguage to nme. Sorry.

Q As an expert in conputer security, you don't
have an understandi ng of what this was intended to
comruni cate the rule was intended to do?

A. That would require nore time, because it's using
strange | anguage here, "POST to an inage file."

Q Are you able to, reviewing this rule now, tel
me what woul d cause this rule to be triggered?

A. | can try. This is a pretty conplicated rule.

So first it has to match POST space string at

depth 5. It has to have a URI content that includes the
string .gif. And no worry about the case. It also has
to have content somewhere in it that says, ".gif HITP,"

no worrying about the case. And then it has to match a
fairly conplicated | ooking regul ar expression as wel
with respect to this pcre field.

Q And this would also be triggered only on packets
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TCPP -- TCP packets sent fromthe hone net |Ps, any port,
to an external net IP on HITP ports; is that correct?

A. It would match any packet whose source address
is included in the honme net list on any port and whose
destination address is included in the external net |ist
and whose port is included in the HTTP ports list, so
that woul d depend on context, as would all of these rules
that include these variable nanes $HOVE- NET,
$EXTERNAL_NET and/ or $HTTP_PORTS.

Q And do you have an understandi ng of what |Ps
woul d be on the hone net list?

A. That depends on context. That is set by the
adm nistrator of the systemthat then this rule would
all egedly be put into.

Q Do you know the intention of the hone net list?

A. That al so depends on the intention of the
adm nistrator, so that depends al so on context.

Q Wuld your answer be the same for external net?

A.  Yes.

Q Okay. Dr. Goodrich, I have no nore questions
today. Thank you.

A.  Thank you.

THE REPORTER: Any questions, Counsel ?
MR. PRICE: Let's just take ten m nutes.

MR. DONOVAN: Ckay.
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(Recess.)

THE REPORTER: Back on the record at 10:48 a.m
MR. PRICE: W have no redirect today.

THE REPORTER: Thank you, Counsel.

O f the record at 10:48.

(Time Noted: 10:48 a.m)

--000- -
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| declare under the penalty of perjury under the
|aws of the State of California that the foregoing is
true and correct.
Execut ed on , 2024, at
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STATE OF CALI FORNI A ) Ss:

COUNTY OF MARI N )

I, LESLI E ROCKWOOD ROSAS, RPR, CSR NO. 3462, do
hereby certify:

That the foregoing deposition testinmny was
taken before nme at the tine and place therein set forth
and at which time the witness was adm ni stered the oath;

That testinony of the witness and all objections
made by counsel at the tinme of the exam nation were
recorded stenographically by nme, and were thereafter
transcri bed under ny direction and supervision, and that
t he foregoi ng pages contain a full, true and accurate
record of all proceedings and testinony to the best of ny
skill and ability.

| further certify that | am neither counsel for
any party to said action, nor am| related to any party
to said action, nor aml in any way interested in the
out cone t hereof.

I N WTNESS WHEREOF, | have subscri bed ny nane

this 17th day of January, 2024.

S

LESLI E ROCKWOOD ROSAS, RPR, CSR NO. 3462
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JEFFREY H. PRI CE, ESQ
jprice@ranerlevin.com

January 17, 2024
RE: KEYSI GHT TECHNOLOG ES, I NC. vs. CENTRI PETAL NETWORKS, LLC
January 5, 2024, M CHAEL GOODRI CH, PH.D., JOB NO. 6393105
The above-referenced transcript has been
conpl eted by Veritext Legal Solutions and
review of the transcript is being handl ed as foll ows:
__ Per CA State Code (CCP 2025.520 (a)-(e)) — Contact Veritext
to schedule a tinme to review the original transcript at
a Veritext office.
Per CA State Code (CCP 2025.520 (a)-(e)) — Locked .PDF
Transcript - The witness should review the transcript and
make any necessary corrections on the errata pages included
bel ow, notating the page and |ine nunber of the corrections.
The witness should then sign and date the errata and penalty
of perjury pages and return the conpl eted pages to al
appearing counsel within the period of time determ ned at
t he deposition or provided by the Code of Civil Procedure.
Wai ving the CA Code of Civil Procedure per Stipulation of
Counsel - Original transcript to be released for signature
as deternmned at the deposition.
Si gnature Waived — Reading & Signature was wai ved at the

time of the deposition.
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Federal R&S Requested (FRCP 30(e)(1)(B)) — Locked .PDF
Transcript - The witness should review the transcript and
make any necessary corrections on the errata pages included
bel ow, notating the page and |ine nunber of the corrections.
The wi tness should then sign and date the errata and penalty
of perjury pages and return the conpl eted pages to al
appearing counsel within the period of time determ ned at

t he deposition or provided by the Federal Rules.

_X_Federal R&S Not Requested - Reading & Signature was not

requested before the conpletion of the deposition
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CASE: KEYSI GHT TECHNOLOG ES,

I NC. vs. CENTRI PETAL NETWORKS, LLC

W TNESS: M CHAEL GOODRI CH, PH.D. (#JOB NO 6393105)
ERRATA SHEET

PAGE CHANGE

REASON

PAGE CHANGE

REASON

PAGE CHANGE

REASON

PAGE CHANGE

REASON

PAGE CHANGE

REASON

PAGE CHANGE

REASON

W TNESS
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triggers 79:6 82:16 74:1477:20 90:19
81:3 typical 37:14 85:25 86:8 urls 30:9

trojan 86:4,9 37:16 87:21 90:3 use 7:1514:18
88:6,13 89:22 | typically 26:16 | understanding 14.22 15:14
90:6 u 10:9 13:3 36:340:11

troubling 59:14 u 26:10 15:17 17:2 46:5
59:18 us 1:82:8 18:5 24.23 used 14:18,24

true 38:6 39:5 ultimately 25.9 27.24 15:6,9 18:7
61:12 89:11 24:12 31:7,22,23 23:21 24:19
93:394:13 unable 66:14 33:8,14 35:18 26:19 44:25

try 17:7 18:25 unauthorized 36:5 39:2 55:10,13 73:11
22:1 25:13 11:20 42:13 45:12 73:14,17,24
34.14 355 50:24 54.23 user 12:11
47:17 63:12 unzcg?rlnfo”ab'e 56:14 60:425 | 18:22 66:4
65:12 70:21 71:23 851 88:4
90:17 ”Z‘;O;nﬂzné 86:1588:10,13 | user's 12:2.5

trying 12:11 uncommented 89:5,2590:11 | username
44:19 86:18 97:17 28:6 91:10 87:24,25

tuple 26:8,12 436 44:1 45:9 under stood user names
26:16,22,24 under 65:18 27:17 32:6 11:22 12:17
27:5,7 28:4,18 93:1.194:12 87:15 uses 37:138:3
28:20,24 29:5 underl’ined united 1:12:1 38:7
56:24 60:12 34:18,20.24
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[using - york]

using 13:1,3,18 | versus 8:17 ways 56:163:6 | work 7:816:12
21:15 23:24 view 20:25 65:6 12:24 75:22 16:15,17 22:16
24:1.22 25:17 viewed 34:15 we've 8:349:17 56:5 72:22
26:6 28:10 vs 1:7 2:7 954 53:6 78:7 79:8 80:17
36:16,22.22 97:1 81:8 worked 13:20
37:1344:18,21 | vulnerabilities | web 5:2534:14 | working 35:12
45:15 46:3.8 24:11.15 71:35.6 45:23 73:6
55:962:12,19 W website 21:14 | world 24:4
62:22 90:13 - . 63:4,12,21 worry 90:20

waived 95:23 T
usually 81:1 95:23 66:15,19,23,25 worrying 83:25
v waing 9520 | 699107713 | 86229022

value 10:10 | want 8524:24 251_11’15 caon | o _124: 16
30:2231:1217 | 255101316 WSS OF 56:3 78:24
75:6.8 79:7 25:2029:14,14 @ oL, wrong 8:15
a1 o6 363 weird 58:15 49:6 59:17

values 10:5 38:11,14 40:18 W‘h?' come 67_:218 836
26:13,15.17 42:1751:24 | Whereof 9420 fwww.emergi...
53:4 727 66:2670:18 | White 5:20 68:25 69:6
79:152480:6 | 71:2276:310 | \Wider 243 X

variable 91:8 77:1 window &8 1, 4 969

variables 87:14 | wanted 31:24 Wlt.ness. 4'6’_121 y

various 17:19 | 77:2 gfglg-;lf- 4 Jeah 178
17:21 30:9 washington 3:8 e 21:10 22:21
58:20 62:6 waste 28:2 25:1926:11 e
65:7 way 9:1623:14 38:20 39:22 25:14,19 29:18

vag 21:2.17 25:19 37:22 40:23 41:14 39:2341:4,18

veritext 95:7.9 | 38:20 47:12 47:373:5,19 2311542'712
95:11 63:22 74:25 74:176:394:8 5 7e 18

verson 10:57 | 81:52594:18 ggfiézg 69‘2: 13 et o1 a0
10:1024:57 | wayback 5:15 16 96:2,5 s 148
44:24 46:19 5:23 63:12 9r:2,24 yefz. 0ise
47:1151:21,23 | 65:5,13 66:20 W(:J:,quz 5’142222 a1
62:8 69:14 66:24 69:11 He O k‘ 31717
712781418 | 70:2571:3 words 31:15  york S/,

76:2577:413 | 425356
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[zoom - zoom]

Z
zoom 1:14 2:13
77:12 83:4
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Federal Rules of Civil Procedure

Rule 30

(e) Review By the Witness; Changes.

(1) Review; Statement of Changes. On request by the
deponent or a party before the deposition is
completed, the deponent must be allowed 30 days
after being notified by the officer that the
transcript or recording is available in which:

(A) to review the transcript or recording; and

(B) if there are changes in form or substance, to
sign a statement listing the changes and the

reasons for making them.

(2) Changes Indicated in the Officer's Certificate.

The officer must note in the certificate prescribed
by Rule 30(f) (1) whether a review was requested
and, 1if so, must attach any changes the deponent

makes during the 30-day period.

DISCLAIMER: THE FOREGOING FEDERAL PROCEDURE RULES
ARE PROVIDED FOR INFORMATIONAL PURPOSES ONLY.

THE ABOVE RULES ARE CURRENT AS OF APRIL 1,

2019. PLEASE REFER TO THE APPLICABLE FEDERAL RULES

OF CIVIL PROCEDURE FOR UP-TO-DATE INFORMATION.
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VERITEXT LEGAL SOLUTIONS

COMPANY CERTIFICATE AND DISCLOSURE STATEMENT
Veritext Legal Solutions represents that the
foregoing transcript is a true, correct and complete
transcript of the collogquies, gquestions and answers
as submitted by the court reporter. Veritext Legal
Solutions further represents that the attached
exhibits, if any, are true, correct and complete
documents as submitted by the court reporter and/or
attorneys in relation to this deposition and that
the documents were processed in accordance with

our litigation support and production standards.

Veritext Legal Solutions is committed to maintaining
the confidentiality of client and witness information,
in accordance with the regulations promulgated under
the Health Insurance Portability and Accountability
Act (HIPAA), as amended with respect to protected
health information and the Gramm-Leach-Bliley Act, as
amended, with respect to Personally Identifiable
Information (PII). Physical transcripts and exhibits
are managed under strict facility and personnel access

controls. Electronic files of documents are stored

in encrypted form and are transmitted in an encrypted
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fashion to authenticated parties who are permitted to
access the material. Our data is hosted in a Tier 4

SSAE 16 certified facility.

Veritext Legal Solutions complies with all federal and
State regulations with respect to the provision of
court reporting services, and maintains its neutrality
and independence regardless of relationship or the
financial outcome of any litigation. Veritext requires
adherence to the foregoing professional and ethical
standards from all of its subcontractors in their

independent contractor agreements.

Inquiries about Veritext Legal Solutions'
confidentiality and security policies and practices
should be directed to Veritext's Client Services
Associates indicated on the cover of this document or

at www.veritext.com.
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