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‘343 patent claim 1

PETITIONER’S DEMONSTRATIVE EXHIBIT – NOT EVIDENCE

EX-1001, Claim 1
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‘343 patent’s methods to prevent exfiltration operations

PETITIONER’S DEMONSTRATIVE EXHIBIT – NOT EVIDENCE

Pet. (Paper 2) 9; EX-1001, Fig. 3

Reply (Paper 20) 3; EX-1001 7:21-23

Reply (Paper 20) 3; EX-1001 6:61-7:3
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Sourcefire teaches importing rules from text files

PETITIONER’S DEMONSTRATIVE EXHIBIT – NOT EVIDENCE

Pet. (Paper 2) 32-33; EX-1004 1859

Pet. (Paper 2) 33; EX-1004 1858
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Emerging Threats was a leading source of Snort rules

PETITIONER’S DEMONSTRATIVE EXHIBIT – NOT EVIDENCE

Reply (Paper 20) 18; EX-1102 1 (annotated)

Reply (Paper 20) 20; EX-2016 1 (annotated)
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Emerging Threats was a leading source of Snort rules

PETITIONER’S DEMONSTRATIVE EXHIBIT – NOT EVIDENCE

Pet. (Paper 2) 35; EX-1003 ¶206

Pet. (Paper 2) 35; EX-1003 ¶164
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Emerging Threats was a leading source of Snort rules

PETITIONER’S DEMONSTRATIVE EXHIBIT – NOT EVIDENCE
Reply (Paper 20) 24; EX-1101 (Marinho Tr.) 20:19-23

Reply (Paper 20) 20; EX-1101 (Marinho Tr.) 19:3-9

Reply (Paper 20) 20; EX-1101 (Marinho Tr.) 20:5-8

Reply (Paper 20) 21; EX-1101 (Marinho Tr.) 45:11-22
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Emerging Threats rules detected exfiltration operations

PETITIONER’S DEMONSTRATIVE EXHIBIT – NOT EVIDENCE

Pet (Paper 2) 54; EX-1003 (Staniford Decl.) ¶267

Pet. (Paper 2) 54; EX-1020 (Emerging Threats) 109

Pet (Paper 2) 43; EX-1003 (Staniford Decl.) ¶229
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Sourcefire teaches changing rules to alert or drop

PETITIONER’S DEMONSTRATIVE EXHIBIT – NOT EVIDENCE

Pet. (Paper 2) 33-34; EX-1004 437

Pet. (Paper 2) 34; EX-1004 438
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Sourcefire teaches changing rules to alert or drop

PETITIONER’S DEMONSTRATIVE EXHIBIT – NOT EVIDENCE

Pet. (Paper 2) 34; EX-1003 (Staniford Decl.) ¶268

Pet. (Paper 2) 67; EX-1003 (Staniford Decl.) ¶289
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PO argues claims do not cover rules that are “overbroad” or that 
fail to preserve the flow of legitimate traffic without disruption

PETITIONER’S DEMONSTRATIVE EXHIBIT – NOT EVIDENCE

Reply (Paper 20) 2; quoting EX-1001, Claim 1, 11:54-58

Claim 1[e] requires: 
“…applying … at least one packet transformation function 
configured to prevent an exfiltration operation.”

PO Sur-Reply (Paper 22) 8
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PO argues claims do not cover rules that are “overbroad” or that 
fail to preserve the flow of legitimate traffic without disruption

PETITIONER’S DEMONSTRATIVE EXHIBIT – NOT EVIDENCE

PO Sur-Reply (Paper 22) 4
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PO’s claim construction argument would improperly exclude the 
HTTP-EXFIL and REQUIRE-TLS-1.1-1.2 embodiments

PETITIONER’S DEMONSTRATIVE EXHIBIT – NOT EVIDENCE

Pet. (Paper 2) 9; EX-1001, Fig. 3

Reply (Paper 20) 3; EX-1001 7:21-23

Reply (Paper 20) 3; EX-1001 6:61-7:3
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Exfiltration operations trigger Emerging Threats rule 2003021

PETITIONER’S DEMONSTRATIVE EXHIBIT – NOT EVIDENCE

Pet. (Paper 2) 54; EX-1020 (Emerging Threats) 109

Pet. (Paper 2) 9-10, 43; Reply (Paper 20) 3; EX-1001 8::7-27

Keysight v. Centripetal, IPR2023-00446 
EX-1103 
Page 14



15

Exfiltration operations trigger Emerging Threats rule 2003021

PETITIONER’S DEMONSTRATIVE EXHIBIT – NOT EVIDENCE

Reply (Paper 20) 7; EX-2011 (Staniford Tr.) 102:5-23
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Exfiltration operations trigger Emerging Threats rule 2003021

Reply (Paper 20) 5; EX-1100 (Goodrich Tr.) 62:18-25

Reply (Paper 20) 5; EX-1101 (Marinho Tr.) 77:23-78:11

PETITIONER’S DEMONSTRATIVE EXHIBIT – NOT EVIDENCE
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Exfiltration operations trigger Emerging Threats rule 2003021

Reply (Paper 20) 5-6; EX-2018

PETITIONER’S DEMONSTRATIVE EXHIBIT – NOT EVIDENCE

Reply (Paper 20) 6; EX-1101 (Marinho Tr.) 118:5-9

Reply (Paper 20) 6; EX-2011 (Staniford Tr.) 139:12-22
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Many Emerging Threats rules target exfiltration operations by matching 
application header field values and satisfy PO’s construction

PETITIONER’S DEMONSTRATIVE EXHIBIT – NOT EVIDENCE

Reply (Paper 20) 8; EX-2011 (Staniford Tr.) 85:11-22

Reply (Paper 20) 8; EX-2011 (Staniford Tr.) 87:22-88:1

Pet. (Paper 2) 61-62; Reply (Paper 20) 8; 
EX-1020 (Emerging Threats) 45
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Many Emerging Threats rules target exfiltration operations by matching 
application header field values and satisfy PO’s construction

PETITIONER’S DEMONSTRATIVE EXHIBIT – NOT EVIDENCE

Pet. (Paper 2) 61-62; Reply (Paper 20) 8; 
EX-1020 (Emerging Threats) 45

Reply (Paper 20) 8; EX-1101 (Marinho Tr.) 106:2-9

Reply (Paper 20) 8; EX-1101 (Marinho Tr.) 110:5-13
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Many Emerging Threats rules target exfiltration operations by matching 
application header field values and satisfy PO’s construction

PETITIONER’S DEMONSTRATIVE EXHIBIT – NOT EVIDENCE

Reply (Paper 20) 9; EX-2011 (Staniford Tr.) 81:4-24

Pet. (Paper 2) 64-65; Reply (Paper 20) 8-9; 
EX-1020 (Emerging Threats) 18
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Many Emerging Threats rules target exfiltration operations by matching 
application header field values and satisfy PO’s construction

PETITIONER’S DEMONSTRATIVE EXHIBIT – NOT EVIDENCE

Reply (Paper 20) 9; EX-1101 (Marinho Tr.) 115:6-18

Reply (Paper 20) 9; EX-1101 (Marinho Tr.) 117:25-
118:9
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Sourcefire and Emerging Threats Renders Obvious Claims 5 and 12

Reply (Paper 20) 13; EX-1101 (Marinho Tr.) 115:13-18

PETITIONER’S DEMONSTRATIVE EXHIBIT – NOT EVIDENCE
Pet. (Paper 2) 65

The Petition and Mr. Marinho’s testimony rebut PO’s Response argument. Reply (Paper 20) at 13

PO Response (Paper 15) 26

Pet. (Paper 2) 64
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Sourcefire and Emerging Threats Renders Obvious Claims 5 and 12

PO Sur-Reply (Paper 22) 14-15

PETITIONER’S DEMONSTRATIVE EXHIBIT – NOT EVIDENCE

PO’s Sur-Reply argues that URI content is not “specified resource data”

allowing, based on a determination that the application 
header field value indicates a request for specified resource 
data, each packet of the second portion of packets 
indicating a request for specified resource data to continue 
toward its respective destination;

EX-1001 (‘343 Patent) Claim 5
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