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1

CONSTRAINT-BASED LABEL SWITCHED
PATH SELECTION WITHIN A COMPUTER

2
SUMMARY

NETWORK In general, the invention is directed to techniques for pro-
viding QoS guarantees when coupling layer two (L2) net-
TECHNICAL FIELD s works via an intermediate Multi-protocol Label Switching

The principles of the invention relate to computer networks
and, more particularly, to techniques for providing call admis-
sion control within computer networks.

(MPLS) network. A Label Switched Path (LSP) through the
intermediate MPLS network is selected that most closely
emulates a direct L.2 connection between the L.2 networks by
exhibiting characteristics in accordance with L2 constraint

10 information. In accordance with the principles of the inven-
BACKGROUND tion, the L2 constraint information may include bandwidth,
color, end-to-end delay, jitter, security requirements, classi-

Networks that primarily utilize data link layer devices are ﬁcatlgn of trafﬁc,v LSP selection parameters, or other net-
often referred to as layer two (L.2) networks. A data link layer working character I.SUCS‘
device is a device that operates within the second layer of the ° When transporting data betweeI} the .L2 networks, the
Open Systems Interconnection (OSI) reference model, i.c., MPLS network selects the LSP and, in particular, one or more
the data link layer. One example of a data link layer device is forwarding next hops associated with the LSP, that exhibits
a customer premises equipment (CPE) device, such as a network characteristics that most closely satisfy L.2 constraint
switch, modem or wireless access point. Traditional .2 net- information similar to that of a direct L2 connection between
works include Asynchronous Transfer Mode (ATM) net- 2° the networks. Because the LSP emulates a dlregt L2 connec-
works, Frame Relay networks, networks using High Level tion between L2 networks, the MPLS network is essentially
Data Link Control (HDLC), Point-to-Point (PPP) connec- transparent to the ‘I‘Jz netff°¥ks~ Consequen’gly, the MPLS
tions, PPP sessions over Layer 2 Tunneling Protocol (L2TP) n?twofllf ;t)rowd]esta Vlg,ua] . (}irzect L2 Cc;{mecglc;n’ or pfﬁuifz'
tunnels, and Virtual Local Area Networks (VL ANSs). Wlfe’ ka emulates a direc connection between the

. 25 networks.

Techniques may be used oversome L2and layer three (I.3) In practice, a customer edge router of the L2 network sends
networks to enablg reservation .Of resources for paCk?t flows the L2 constraint information and an admission request to a
glocrlrll ?esc%nugcige\;i;;;? a sfjﬂﬁatr]gg)gglv IEZblegly S:Sﬁ%h?;le provider edge router of the MPLS network. A call admission
(MPLS), a s%u;ce deVic}é can re pues ¢ a path throuch a netg— control (CAC) module of the provider edge router selects an
work. i é a Label Switched Pa thq(LSP) gn L.SP de%ines one 0 appropriate LSP based on L2 constraint information provided

. . . by the customer edge router, thereby “admitting” an .2 con-
or more distinct, dedicated, and guaranteed paths Ihrough the nection of the L.2 network into the MPLS network. Moreover.
n.etwork to carry MP LS pack:;ts from. a source to a desnn?- the CAC module is invoked during route resolution and
tion. An LSP identifier associated with a pamcu.lar LSP is applied “per-path” basis, i.c., to each path for each LSP cou-
aﬁix'ed to packets that travel through the network via the LSP. 35 pling the .2 networks. I’n pa’rticular the CAC module deter-
i)uglﬂlc\;eznlasdisrtrilsztigiﬁralﬁ dosaecﬁr :tll(lj r;lapagls l;bgztgvteoer;aﬂle mines whether any of the LSPs define a path having an asso-

> P Y oy ciated next hop that satisfies the L2 constraint information for

MPLS netw9rk raffic associated with the LSP. Consequently, the L.2 connection being admitted in the MPLS network. If so
az:lllssegsgirc?g:,eznwg&? 5 Cgfiirlif goisﬁol}?j[;e}f; {ggigr\;nlﬁiz the LSP is selected, and the identified next hop of the LSP is
p » - X .0 . 40 selected as the forwarding next hop for the L2 connection
an “path” refers to a pamcular network path associated with being admitted. In this manner, the L2 connection is admitted
S;ZWI;%I;S'?; ;\l/ife’ish ;ﬁiﬁl‘;l igv%rlsp;;};e;iﬁﬁem:glsalso be into the MPLS network, and data from the L2 connection is
X g . p T transported via the selected LSP using the identified next hop.

In. some instances, an MPLS network is used as an inter- Once the LSP and the appropriate forwarding next hop
mediate transport network between two or more L2 networks 45 ave been selected, the provider edge router accounts for the
in order to allow communication between the .2 networks. In resources, e.g., bandwidth, within the MPLS network utilized
this manner, an LSP may be viewed as a virtual direct link by the admitted L2 connection. The provider edge router
createq betvyeen the L.2 petwork& eliminating the need for utilizes this accounting to monitor and adjust the resources
expensive direct connections between the L2 networks. available for admission of other L2 connections from the .2

In addition to providing a dedicated path through the net- 5o petworks.

Work, MPLS-e@bled routers may emPloy resource reserva- In one embodiment, a method comprises receiving a
tion techniques in an attempt to establish the LSP to support request to transport data from a layer two (L2) connection,
a specified Quahty-of—SerV ice (QoS) clas; hang a reqplred wherein the request specifies constraint information for one
level of communication throughput, typically including a of more characteristics of the L2 connection. The method
defined bandwidth allocation. The MPLS-enabled routers ss fyrther comprises selecting an LSP based on the constraint
establish a defined route within the network able to commit information, and forwarding the data from the [.2 connection
the resources to satisfy the specified QoS class. Devices often via the selected LSP.

employ resource reservation techniques to support transmis- In another embodiment, a method comprises performing
sion of real-time data, such as video or voice data, over route resolution within a network router to identify one or
packet-based networks. 60 more forwarding next hops for an LSP based on constraint

L2 networks, however, typically have stringent Quality-of- information associated with a layer two (L.2) connection, and
Service (QoS) requirements, such as a guaranteed level of forwarding network traffic from the L2 connection in accor-
communication throughput, e.g., bandwidth. Intermediate dance with the identified one or more forwarding next hops.
MPLS networks generally are unable to meet these stringent In another embodiment, a method comprises issuing a call
QoS requirements associated with L2 networks. The lack of 65 admission request from a first network device to a second

QoS guarantees by the intermediate MPLS network may lead
to overall network inefficiencies or communication errors.

network device associated with a packet-based network,
wherein the call admission request requests transportation of
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data from an L2 connection and specifies one or more char-
acteristics of the L2 connection. The method further com-
prises receiving a call admission message in response to the
call admission request, wherein the call admission message
specifies a label associated with a LSP selected based on the
characteristics of the L2 connection. The method further
comprises assigning the label to the data of the L.2 connection
to form MPLS packets, and forwarding the MPLS packets to
the network device associated with the packet-based network.

4

MPLS network 6 transports ATM cells between L2 networks
4. Other exemplary types of L2 networks include Frame
Relay networks using Data Link Connection Identifiers (DL-
CIs), networks using High Level Data Link Control (HDLC),
Point-to-Point (PPP) connections, PPP sessions from Layer 2
Tunneling Protocol (L2TP) tunnels, and Virtual Local Area
Networks (VLANSs).

In the exemplary embodiment of FIG. 1, L2 network 4A
includes a customer edge (CE) router A, and L2 network 4B

In a further embodiment, a network apparatus comprises a 10 includes a CE router 8B. CE router 8A of L2 network 4A is
control unit that selects an LSP based on constraint informa- coupled to a provider edge (PE) router 10A of MPLS network
tion for one of more characteristics of the layer two (L2) 6 via link 12A. Similarly, CE router 8B of L2 network 4B is
connection, and forwards data from the L2 connection via the coupled to PE router 10B of MPLS network 6 via link 12B.
selected LSP. The techniques described herein can be applied to any net-

In a further embodiment, a system comprises a first L2 15 works using LSPs. For example, the techniques can be

network having a network device and at least one L2 connec-
tion, a second L2 network, and a packet-based network cou-
pling the first .2 network and the second L.2 network, wherein
the packet-based network includes a router to receive a
request from the network device of the first L2 network to
transport data over the [.2 connection to the second L2 net-
work. In particular, the request specifies one of more charac-
teristics of the L2 connection, and the router selects an LSP
based on the characteristics of the L2 connection and for-
wards the data from the L2 connection to the second L2
network via the selected LSP.

In yet another embodiment, a computer-readable medium
comprises instructions. The instructions cause a program-
mable processor to receive a request to transport data from a
layer two (L2) connection, wherein the request specifies con-
straint information for one of more characteristics of the .2
connection. The instructions further cause the programmable
processor to select an LSP based on the constraint informa-
tion, and forward the data from the L2 connection via the
selected LSP.

The details of one or more embodiments of the invention
are set forth in the accompanying drawings and the descrip-
tion below. Other features, objects, and advantages of the
invention will be apparent from the description and drawings,
and from the claims.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is a block diagram illustrating an example system
that provides Quality of Service (QoS) guarantees when cou-
pling layer two (L2) networks via an intermediate Multi-
protocol Label Switching network.

FIG. 2 is a block diagram illustrating a portion of the
system from FIG. 1 in further detail.

FIGS. 3A and 3B are flow diagrams illustrating an example
mode of operation of a customer edge router and a provider
edge router in accordance with the principles of the invention.

FIG. 4 is a flow diagram that further illustrates exemplary
operation of a provider edge router when selecting a label
switched path (LSP) and, in particular, selecting an path and
forwarding next hop for the LSP, based on L2 constraint
information received from a customer edge router.

DETAILED DESCRIPTION

FIG. 1 is a block diagram illustrating an example system 2
that provides QoS guarantees when coupling layer two (L2)
networks 4A and 4B (collectively, “L2 networks 4”) via an
intermediate Multi-Protocol Label Switching (MPLS) net-
work 6. By coupling L2 networks 4, MPLS network 6 acts as
a transport network for an L2 connection. In one example,
each of L2 networks 4 comprises an ATM network, and

20

25

40

45

60

65

applied to MPLS networks, networks utilizing the Label Dis-
tribution Protocol (LDP), or networks using other label
switching protocols.

PE routers 10A and 10B provide origination and termina-
tion points for Label Switched Path (LSP) 16 within MPLS
network 6. In operation, PE routers 10A and 10B receive
requests for admission of .2 connections into MPLS network
6. In response to these requests, PE routers 10A and 10B set
up or select LSPs, such as LSP 16, that satisfy L2 constraint
information associated with the requests. An LSP that satis-
fies the L2 constraint information more closely emulates a
direct L2 connection (shown as dashed line 14 in FIG. 1)
between L2 networks 4A, 4B.

For example, PE router 10A may receive a “call admission
request” to admit an .2 connection from CE router 8A. When
issuing the call admission request, CE router 8 A specifies the
network destination to which data from L2 network 4A is to
be transported, e.g., L2 network 4B. In addition, CE router 8A
specifies end-to-end L2 constraint information for the par-
ticular L2 connection for which admission is requested.
Example L2 constraint information may include bandwidth,
color, end-to-end delay, jitter, security requirements, classi-
fication of traffic, LSP selection parameters, or other net-
working characteristics related to transportation of L2 net-
work traffic.

In response to the request, PE router 10A selects an LSP,
such as LSP 16, that defines one or more paths to the specified
destination. More specifically, a single LSP between PE
router 10A and PE router 10B, such as LSP 16, may be
defined to include multiple paths. PE router 10A may perform
route resolution to inject within its forwarding information an
L2 route to the specified destination, e.g., PE router 10B. In
addition, PE router 10A analyzes the paths defined by the
selected LSP, and selects one or more next hops of one of the
paths that best satisfy the received L2 constraint information
for use as one or more forwarding next hops of the LSP.

In this manner, the L2 connection is “admitted” into MPLS
network 6. Moreover, LSP 16 and the selected forwarding
next hop, which have been selected to transport network
traffic from the admitted L2 connection, exhibit network
characteristics that more closely resemble characteristics of a
direct L.2 connection 14 between L2 networks 4A and 4B. For
example, if the L2 networks 4 include ATM networks, the
particular path and forwarding next hop for LSP 16 may be
selected during route resolution because they exhibit network
characteristics, such as bandwidth and jitter, more similar to
those of an ATM circuit than other available paths. Because
the selected path more accurately emulates direct .2 connec-
tion 14, the transparency of MPLS network 6 to L.2 networks
4 may be increased.

Once the path of LSP 16 and the corresponding one or more
forwarding next hop have been selected, provider edge router
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10A accounts for the resources, e.g., bandwidth, within
MPLS network 6 utilized by the admitted L2 connection.
Provider edge router 10A utilizes this accounting to monitor
and adjust the resources available for admission of other 1.2
connections from L2 network 4A.

FIG. 2 is a block diagram illustrating a portion of system 2
in further detail. In particular, FIG. 2 illustrates exemplary
embodiments of CE router 8A and PE router 10A. As illus-
trated, CE router 8A includes a control unit 25, a layer two

6

router 10A. PE router 10A performs an accounting of net-
work resources, e.g., bandwidth, and updates resource
accounting information 39 upon admitting or terminating an
L2 connection. PE router 10A may, for example, maintain an
accounting of bandwidth available through the paths defined
within LSP table 38. PE router 10A utilizes this accounting to
monitor and adjust the resources available for admission of
other L2 connections from L2 network 4A.

In general, the functionality described in reference to con-

(L2) interface 30, and an L2 connection interface 32. L2 10 trol units 25 and 26 of CE router 8A and PE router 10A,
interface 30 is coupled to an L.2 network 4A (FIG. 1) viaa link respectively, may be implemented as executable instructions
28. L2 connection interface 32 is coupled to an .2 connection fetched from computer-readable media. Examples of such
interface 33 of PE router 10A via a link 12A. media may include random access memory (RAM), read-
PE router 10A includes L2 connection interface 33, an only memory (ROM), non-volatile random access memory
MPLS interface 34, and a control unit 26, which includes a 15 (NVRAM), electrically erasable programmable read-only
call admission control (CAC) module 36. Control unit 26 memory (EEPROM), flash memory, and the like. Moreover,
maintains a Label Switched Protocol (LSP) table 38 that the functionality may be implemented by executing the
identifies a set of LSPs, such as LSP 16, for which PE router instructions of the computer-readable medium with one or
10A acts as a point of origin. In addition, LSP table 38 more processors, discrete hardware circuitry, firmware, soft-
identifies the specific paths and corresponding one or more 20 ware executing on a programmable processor, or a combina-
forwarding next hops that have been selected for carrying tion of any of the above.
traffic from L2 connections. FIGS. 3A-3B are flow diagrams illustrating an example
Control unit 26 monitors the paths and their corresponding mode of operation of a CE router and a PE router in accor-
one or more next hops specified by LSP table 38, and main- dance with the principles of the invention. For exemplary
tains path statistics 40 that provide information on one or 25 purposes, the flow diagram will be described in reference to
more network characteristics for the paths and the one or CE router 8A and PE router 10A of FIG. 1.
more next hops. In another embodiment, path statistics 40 are As shown, PE router 10A monitors the network character-
stored in a location external from PE router 10A, such as istics of established LSPs, e.g., LSP 16, and, more specifi-
within a centralized repository. cally, paths and one or more next hops defined for the LSPs.
CE router 8A issues call admission requests to PE router 30 PE router 10A maintains path statistics 40 based on the
10A in order to request admission of L2 connections into observed behavior (50). In particular, PE router 10 A monitors
MPLS network 6. In particular, CE router 4A issues a request characteristics of the LSPs that generally relate to L2 end-to-
that specifies L2 constraint information based upon the type end constraints. For example, PE router 10A may monitor
of L2 connection to be admitted, i.e., the type of L2 connec- bandwidth, color, end-to-end delay, jitter, security require-
tion from which data is to be transported through MPLS 35 ments, classification of traffic, and other characteristics of the
network 6. Alternatively, the .2 connections and their respec- LSPs. The particular characteristics monitored by PE router
tive L2 constraint information may be provided by an admin- 10A may be configurable, such as by an administrator or
istrator or automated agent. automated client, or may be defined by client CE routers, such
Upon receiving the request, CAC module 36 of PE router as CE router 8A.
10A examines LSP table 38 and path statistics 40 to selectan 40  CE router 8A issues call admission requests to PE router
LSP and, more specifically, one or more forwarding next hops 10A in order to request admission of an L2 connection into
for the LSP, based on the L2 constraint information received MPLS network 6. With each call admission request, CE
from CE router 4A, thereby admitting the [.2 connection to router 8A specifies L2 constraint information based on the
MPLS network 6. In particular, during route resolution, CAC particular L2 connection for which admission is requested
module 36 refers to path statistics 40 and selects a path and 45 (52). Upon receiving the constraint information and the
associated one or more forwarding next hops that best satisfy admission request, PE router 10A invokes CAC module 36 to
the L2 constraint information. For example, path statistics 40 select an LSP defined between PE router 10A and PE router
may include data with respect to bandwidth, color, end-to-end 10B, and identifies one or more forwarding next hops for the
delay, jitter, security requirements, classification of traffic, LSP that best satisfies the 1.2 constraint information for the
LSP selection parameter, or other networking characteristics 50 particular L2 connection for which admission is requested
for each path and respective one or more forwarding next (54). The operation of PE router 10A in selecting an LSP and
hops maintained by PE router 10A. one or more forwarding next hops is described in further
Once the LSP and the one or more forwarding next hops detail below in reference to FIG. 4.
have been identified, CAC module 36 accesses LSP table 38 In the event a suitable LSP and forwarding next hop can be
to retrieve L2 connection parameters associated with the 55 identified (YES of 56), PE router 10A adjusts resource
selected LSP and the one or more forwarding next hops. PE accounting information 39, e.g., records the allocated band-
router 10A then sends the L2 connection parameters to CE width, to reflect the resources consumed by the newly admit-
router 8A. CE router 8A utilizes the parameters to form, for ted L2 connection (58). In particular, CAC module 36 main-
example, 1.2 encapsulated packets from the network traffic of tains resource accounting information 39 on a per-path basis.
the newly admitted L2 connection, and sends the packets to 60 In other words, CAC module 36 maintains resource account-
PE router 22 via link 12A. PE router 10A receives the packets, ing information 39 for each path defined for the LSPs origi-
encapsulates the packets in accordance with MPLS protocol nating from PE router 10A. For each path, for example, CAC
and forwards these MPLS packets along the selected LSP, module 36 reserves bandwidth for each L2 connection
such as LSP 16, in MPLS network 6. “admitted” to the paths, where the amount of bandwidth
In one embodiment, control unit 26 of PE router 10A 65 reserved on a path equals the desired bandwidth for the 1.2

maintains resource accounting information 39 that specifies
the current resources available for the paths provided by PE

connections admitted to that path. PE router 10A issues an
acceptance message to CE router 8A indicating that the .2
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connection has been admitted, and includes within the mes-
sage an L2 connection identifier associated with the selected
LSP (60).

Assuming a suitable LSP and one or more forwarding next
hops are identified, CE router 8A receives the acceptance
message and utilizes the L2 connection identifier to form
packets or other units for the data carried by the admitted 1.2
connection (62). CE router 8A forwards the packets to PE
router 10A, which forms MPLS packets and forwards the
MPLS packets in accordance with the attached .2 connection
identifier, i.e., along the selected LSP utilizing the forwarding
next hop selected for the LSP based on the L2 constraint
information (64). In the event the resources for a given LSP
become insufficient for transporting the packets, PE router
10A may automatically attempt to select a different LSP and
forwarding next hop based on the L2 constraints associated
with the particular L.2 connection.

Once CE router 8A finishes sending the packets along the
L2 connection, the connection, or “call” may terminate (65).
Upon termination, PE router 10A adjusts resource accounting
information 39 to reflect the newly available resources, e.g.,
bandwidth, no longer allocated to the particular path (66).

In the event PE router 10A is not able to identify a suitable
LSP (YES of 56), CAC module 36 issues a notification of
admission control failure to CE router 8A (68 of FIG. 3B). In
some instances, CE router 8A responds by sending one or
more additional requests for admittance of the .2 connection.
CE router 8 A may terminate the call after a certain number of
failed attempts or may immediately terminate the call after a
single failed attempt (69).

FIG. 4 is a flow diagram that further illustrates exemplary
operation of PE router 10A when selecting an LSP and, in
particular, selecting a path and one or more forwarding next
hops for the LSP, based on L2 constraint information received
from CE router 8A, i.e., block 54 of FIG. 3.

In general, CAC module 36 is invoked during route reso-
lution after receiving a call admission request from CE router
8A. More specifically, upon receiving a call admission
request, PE router 10A invokes route resolution (70) in an

—_
o
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W

20

30

8

determines whether additional LSPs remain for consideration
(84), and repeats the process for a different one of the LSPs
between router 10A and PE router 10B (76-83).

In the event that no forwarding next hop for any path of any
of the LSPs satisfies the L2 constraints (NO branch of 84) or
no LSPs currently exist (NO branch of 73), PE router 10A
may attempt to dynamically negotiate a new LSP with the
destination router, e.g., PE router 10B, and any intermediate
routers to dynamically signal an LSP that satisfies the L2
constraint information (74). In some embodiments, PE router
10B may act in accordance with a policy that dictates whether
to attempt to negotiate new LSPs based on the L.2 connection
request or attempt to test existing LSPs against the L.2 con-
straints.

In the event one or more next hops for one of the paths
satisfy the 1.2 constraints (YES branch of 82) or upon suc-
cessful negotiation of a new LSP (YES branch of 75), CAC
module 36 selects that path and its corresponding next hop as
the forwarding next hop for the LSP (85). In this manner,
CAC module 36 selects the appropriate one or more forward-
ing next hops of an LSP between PE router 10A and PE router
10B based on the L2 constraint for the specific L2 connection
being admitted. Consequently, CAC module 36 may be
viewed as one or more forwarding next hops selection mecha-
nism that is invoked during route resolution. PE router 10A
injects within its forwarding information an L2 route to the
specified destination (86). Specifically, the injected L2 route
utilizes the identified LSP and, in particular, the identified
path and its corresponding next hop.

In the event, no established LSPs satisfy the L2 constraints
(NO branch of 84) and a new LSP cannot be dynamically
negotiated that satisfies the L2 constraints (NO branch of 75),
PE router 10A may issue a call admission failure message, as
described above in reference to FIG. 3A.

Various embodiments of the invention have been
described, and the principles of the invention may be readily
applied to a variety of network devices. Although the tech-
niques of the invention have been described in reference to
MPLS networks, the techniques can be applied to any net-

attempt to inject within its forwarding information an L2 40 works using LSPs. A Label Distribution Protocol (LDP) net-
route to the specified destination, e.g., PE router 10B. During work, for example, is another exemplary network that can
route resolution, PE router 10A initially identifies the LSPs benefit by using the techniques set forth in the specification.
originating from PE router 10A and terminating with the  [n addition, the techniques have been described as elements
specified destination, e.g., PE router 10B (72). that may be embodied within a single network device or

In the event one or more LSPs exist (73), PE router 10A 45 distributed to multiple devices. The terms “system” and

selects one of the LSPs (76), and pre-processes the selected
path to eliminate any paths that are not to be considered (78).
More specifically, a single LSP between PE router 10A and
PE router 10B, such as LSP 16, may be defined to include
multiple paths. PE router 10A may apply, for example,
policy-based next hop selection to influence the path selection
process. For example, a user may define a policy that only
allows certain types of traffic to be transported over the LSP.

Next, PE router 10A invokes CAC module 36 for perform-
ing constraint-based route resolution for each path of the
selected LSP. In particular, CAC module 36 selects one of the
paths for the LSP (79), and retrieves the associated statistics
from path statistics 40 (81). CAC module 36 then assesses the
next hop associated with the selected path to determine
whether the next hop satisfies the 1.2 constraint information
for the L.2 connection being admitted (82). If not, CAC mod-
ule 36 determines whether additional paths for the LSP
remain for consideration (83), and repeats the process of
selecting and assessing the paths (79, 81, 82) until either a
satisfactory path is identified or all of the paths for the
selected LSP have been assessed. If no path of the currently
selected LSP satisfies the .2 constraints, CAC module 36

W
Iy

60

65

“apparatus” are used herein to generally refer to embodi-
ments of the invention in which the described elements are
embodied within a single network device or distributed to
multiple network devices. These and other embodiments are
within the scope of the following claims.

The invention claimed is:

1. A method for transporting data from a layer two (L2)
connection coupling an L2 network to an Multi-protocol
Label Switching (MPLS) network, the method comprising:

monitoring network characteristics of a set of label

switched paths (LSPs) within the MPLS network;
generating statistical data for the set of LSPs based on the
monitored network characteristics;

receiving, at an ingress device of the MPLS network, a

request to transport data associated with the L2 connec-
tion from the L2 network to the MPLS network, wherein
the request specifies constraint information for one or
more characteristics of the L2 connection from the 1.2
network to the MPLS network, and wherein the request
is received from a network device positioned within the
L2 network;

Exhibit 1019
Cisco v. Corrigent — IPR2023-00447
Page 11 of 15



US 7,606,235 B1

9

selecting one of the set of LSPs of the MPLS network based
onthe constraint information for the L2 connection from
the L2 network to the MPLS network by performing
route resolution within the ingress device of the MPLS
network to identify one or more forwarding next hops
for the selected LSP based on the constraint information
for the .2 connection, wherein the constraint informa-
tion is selected from a bandwidth, a color, an end-to-end
delay, a jitter, a security requirement, and a classification
of'traffic for the L.2 connection, and wherein performing
route resolution comprises comparing the constraint
information for the L2 connection to the statistical data
for the set of LSPs through the MPLS network;

issuing a call admission message from the ingress device to

the network device positioned within the [.2 network in
response to the request, wherein the call admission mes-
sage includes an L2 connection identifier associated
with the selected LSP;

after issuing the call admission message, receiving with the

ingress device data from the [.2 connection, wherein the
data includes the L2 identifier included within the call
admission message; and

forwarding, with the ingress device, the data received from

the L2 connection through the MPLS network via the
selected LSP by identifying one of the one or more
forwarding next hops for the LSP from the set of LSPs
based on the comparison, and forwarding network traffic
from the L2 connection in accordance with the identified
forwarding next hop.

2. The method of claim 1, wherein the request specifies a
network destination to which the data from the L2 connection
is to be transported, and wherein selecting one of the LSPs
comprises selecting one of the LSPs based on the constraint
information and the network destination.

3. The method of claim 2, wherein selecting one of the
LSPs comprises selecting one of the LSPs based on anext hop
that satisfies the constraint information.

4. The method of claim 1, wherein selecting one of the
LSPs comprises:

negotiating a new LSP to satisfy the constraint informa-

tion; and

identifying one or more new next hops associated with the

new LSP based on the negotiation.

5. The method of claim 1, further comprising:

identifying a set of paths associated with the selected LSP;

and

selecting one of the paths based on the constraint informa-

tion, and

wherein forwarding the data comprises forwarding the data

via the selected path.

6. The method of claim 1, further comprising updating
forwarding information of the ingress device to insert a route
for transporting the data from the L2 connection, wherein the
route specifies the identified forwarding next hop for the
selected LSP.

7. The method of claim 1, wherein issuing the call admis-
sion message comprises issuing an admission acceptance
message upon identifying the one or more forwarding next
hops based on the constraint information.

8. The method of claim 1, further comprising:

updating forwarding information of the ingress device to

insert a route to a network destination specified by the
request; and

marking the route as unresolved when the statistical data

for set of LSPs fails to satisfy the constraint information.
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9. The method of claim 1, wherein issuing the call admis-
sion message comprises issuing an admission failure message
when the statistical data for the set of LSPs fails to satisty the
constraint information.

10. The method of claim 5, further comprising:

pre-processing the paths to reject one or more of the paths;

and

selecting one or more of the forwarding next hops and its

associated path from the remaining paths.

11. The method of claim 5, wherein selecting one of the
paths associated with the selected LSP comprises applying a
configurable policy to select one of the paths.

12. The method of claim 1, wherein selecting one of the set
of LSPs comprises applying a policy to select the one of the
set of LSPs based on the constraint information.

13. The method of claim 1, further comprising:

maintaining resource accounting information that indi-

cates an available amount of network resources for the
set of LSPs;

adjusting the resource accounting information to reflect the

resources consumed by the L2 connection upon select-
ing the one of the set of LSPs; and

selectively accepting or rejecting a subsequent admission

request for transporting data from a second L2 connec-
tion based on the adjusted resource accounting informa-
tion.

14. The method of claim 13,

wherein selectively accepting or rejecting a subsequent

admission request comprises comparing constraint
information specified by the subsequent admission
request to the adjusted resource accounting information;
and

rejecting the subsequent admission request when the con-

straint information specified by the subsequent admis-
sion request specifies an amount of required resources
that exceeds an available amount of resources on the
LSPs specified by the adjusted resource accounting
information.

15. The method of claim 13,

wherein each of the LSPs define one or more paths, each

path having an associated next hop, and

wherein maintaining resource accounting information

comprises maintaining respective resource accounting
information for each path.

16. The method of claim 1, wherein receiving a request
from a network device within the L2 network comprises
receiving the request from an .2 network device of the L2
network.

17. The method of claim 1,

wherein the L2 connection comprises an asynchronous

transfer mode (ATM) circuit and the data comprises
ATM cells, and

wherein forwarding the data comprises assigning labels to

the cells to form packets.

18. The method of claim 1, wherein forwarding the data
comprises forwarding the data in accordance with one of a
Label Distribution Protocol (LDP) and MPLS protocol.

19. The method of claim 1, wherein the .2 connection
comprises one of an asynchronous transfer mode (ATM) cir-
cuit, a Frame Relay communication link, a communication
link using the High Level Data Link Control (HDLC) proto-
col, a Point-to-Point (PPP) connection, a PPP session from a
L2 Tunneling Protocol (L2TP) tunnel, and a Virtual Local
Area Network (VLAN) connection.
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20. A method comprising:

monitoring network characteristics of a set of label
switched paths (LSPs) within a Multiprotocol Label
Switching (MPLS) network;

generating statistical data for the set of LSPs based on the
monitored network characteristics;

performing route resolution within an ingress network
router of a packet-based network to identify one or more
forwarding next hops for a label switched path (LSP)
based on constraint information associated with a layer
two (L2) connection, wherein the constraint information
is selected from a bandwidth, a color, an end-to-end
delay, a jitter, a security requirement, and a classification
of'traffic for the L.2 connection, and wherein performing
route resolution comprises comparing the constraint
information for the L2 connection sent from the L2
network to the MPLS network to the statistical data for
the set of LSPs through the MPLS network;

identifying the one or more forwarding next hops for the

—_
o

—_
W
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forwarding network traffic from the L2 connection in
accordance with the identified forwarding next hop.

24. The network apparatus of claim 23, wherein the call
admission control module maintains an LSP table that iden-
tifies the set of LSPs originating from the network apparatus,
and selects the one of the set of LSPs from the LSP table based
on the constraint information of the L.2 connection.

25. The network apparatus of claim 24, wherein the call
admission control module identifies forwarding next hops
associated with the set of LSPs, identifies one of the forward-
ing next hops that satisfies the constraint information, and
selects the one of the set of LSPs based on the identified next
hop.

26. The network apparatus of claim 23, wherein the control
unit negotiates a new LSP to satisfy the constraint informa-
tion.

27. The network apparatus of claim 23,

wherein the call admission control module identifies a set

of paths associated with the selected one of the LSPs,

LSP from the set of LSPs based on the comparison; and 20 identifies next hops associated with the paths, and
forwarding network traffic from the 1.2 connection in selects one of the next hops and its associated path based
accordance with the identified forwarding next hop. whoe I;;i};le tchoenzglalg‘lé luﬁ)jin}i?\?vr;r gg(ihe data from the 1.2
21. The method of claim 20, further comprising receiving . . . .
a request to transport data from the L2 connection, wherein connection via the selected path and its associated for-
’ 25 warding next hop.

the request specifies the constraint information.

22. The method of claim 20, wherein the LSP defines a
plurality of paths, and performing route resolution comprises
selecting one of the paths based on a network destination and
the constraint information associated with the [.2 connection.

23. A network apparatus comprising a control unit that
receives a request to transport data associated with a layer two
(L2) connection coupling an [.2 network to an Multi-protocol
Label Switching (MPLS) network, wherein the request speci-
fies constraint information for one or more characteristics of

28. The network apparatus of claim 27, wherein the call
admission control module pre-processes the paths to reject
one or more of the paths, and selects one of the next hops and
its associated path from the remaining paths.

29. The network apparatus of claim 28, wherein the call
admission control module applies a configurable policy to
reject or select one or more of the paths.

30. The network apparatus of claim 23,

wherein the network apparatus comprises a network router,

| . | L 35 wherein the control unit maintains forwarding information
the L2 connection, and Whe_reln thg F:ontrol unit receives the in accordance with a topology of a network, and
request from a network device positioned within the L2 net- wherein the control unit updates the forwarding informa-
work, tion to insert a route for transporting the data from the .2
wherein the control unit comprises a call admission control connection, wherein the route specifies the identified
module that monitors network characteristics of aset of 49 one of the forwarding next hops for the selected LSP.
label switched paths (LSPs) originating from the net- 31. The network apparatus of claim 27,
work apparatus, and generates statistical data for the set wherein the control unit maintains an LSP table that iden-
of LSPs based on the monitored network characteristics, tifies the set of LSPs originating from the network appa-
wherein the control unit selects one of the set of LSPs in ratus, and resource accounting information that indi-
response to the request based on the constraint informa- 45 cates an available amount of network resources for the
tion by performing route resolution to identify one or set of LSPs, and
more forwarding next hops for the selected LSP based wherein the call admission control module adjusts the
on constraint information associated with a layer two resource accounting information to reflect the resources
(L2) connection, wherein the constraint information is consumed by the .2 connection upon selecting the LSP,
selected from a bandwidth, a color, an end-to-end delay, 50 and selectively accepts or rejects a subsequent admis-
a jitter, a security requirement, and a classification of sion request for transporting data from a second L2
traffic for the L2 connection, and wherein performing connection based on the adjusted resource accounting
route resolution comprises comparing the constraint information.
information for the L2 connection to the statistical data 32. The network apparatus of claim 31,
for the set of LSPs through the MPLS network, and ss  wherein each of the LSPs define one or more paths, each
issues a call admission message to the network device path having an associated next hop, and
positioned within the L2 network in response to the wherein the control unit maintains respective resource
request, wherein the call admission message includes an accounting information for each path.
L2 connection identifier associated with the selected 33. The network apparatus of claim 23,
LSP, 60  wherein the .2 connection comprises an asynchronous
wherein the control unit, after issuing the call admission transfer mode (ATM) circuit and the data comprises
message, receives data from the L2 connection that ATM cells, and
includes the .2 identifier included within the call admis- wherein the control unit assigns labels to the cells to form
sion message, and forwards the received data from the Multiprotocol Label Switching (MPLS) packets.
L2 connection via the selected LSP by identifying the 65  34. The network apparatus of claim 23, wherein the 1.2

one or more forwarding next hops for the selected LSP
from the set of LSPs based on the comparison, and

connection comprises one of an asynchronous transfer mode
(ATM) circuit, a Frame Relay communication link, a com-
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munication link using the High Level Data Link Control
(HDLC) protocol, a Point-to-Point (PPP) connection, a PPP
session from a .2 Tunneling Protocol (L2TP) tunnel, and a
Virtual Local Area Network (VLAN) connection.

35. A system comprising:

a first layer two (L2) network having a network device and

at least one L2 connection;

a second L2 network; and

a Multi-protocol label Switching (MPLS) network

between the first L2 network and the second L2 network,
the network device of the first L2 network being coupled
to the MPLS network by the L2 connection,
wherein the MPLS network includes a router configured to
monitor network characteristics of a set of label
switched paths (LSPs) within the MPLS network, gen-
erate statistical data for the set of LSPs based on the
monitored network characteristics, and receive a request
from the network device of the first L2 network to trans-
port data from the L2 connection to the second L2 net-
work, wherein the request specifies one or more charac-
teristics of the L2 connection, and wherein the request is
received from a network device positioned within the
first L2 network, and
wherein the router is configured to select one of the LSPs of
the MPLS network based on the characteristics of the L2
connection of the first .2 network by performing route
resolution within the router to identify one or more for-
warding next hops for the LSP based on constraint infor-
mation associated with the L2 connection, wherein the
constraint information is selected from a bandwidth, a
color, an end-to-end delay, a jitter, a security require-
ment, and a classification of traffic for the L2 connec-
tion, and wherein performing route resolution comprises
comparing the constraint information for the .2 connec-
tion to the statistical data for the set of LSPs through the
MPLS network,

wherein the router is configured to issue a call admission
message to the network device positioned within the first
L2 network in response to the request, wherein the call
admission message includes an [.2 connection identifier
associated with the selected LSP; after issuing the call
admission message, receive data from the L2 connec-
tion, wherein the data includes the L2 identifier included
within the call admission message; and forward the data
received from the L2 connection through the MPLS
network to the second L2 network via the selected LSP
by identifying the one or more forwarding next hops for
the selected LSP from the set of LSPs based on the
comparison, and forwarding network traffic from the L.2
connection in accordance with the identified forwarding
next hop.

36. The system of claim 35, wherein the router maintains
forwarding information in accordance with a topology of the
MPLS network, and updates the forwarding information to
insert a route for transporting the data from the L2 connec-
tion.

37. The system of claim 35, wherein the router maintains
resource accounting information for each path of a set of
LSPs originating from the router, and wherein the router
selectively accepts or rejects the request based on the resource
accounting information.

38. A computer-readable medium comprising instructions
for causing a processor to:

monitoring network characteristics of a set of label

switched paths (LSPs) within the MPLS network;
generating statistical data for the set of LSPs based on the
monitored network characteristics;

20

25

45

65

14

receive, at an ingress device of an Multi-protocol Label

Switching (MPLS) network a request to transport data
from a layer two (L.2) connection coupling an L2 net-
work to the MPLS network, wherein the request speci-
fies constraint information for one or more characteris-
tics of the L2 connection from the L2 network to the
MPLS network, and wherein the request is received
from a network device positioned within the 1.2 net-
work;

select one ofthe set of LSPs ofthe MPLS network based on

the constraint information for the L2 connection from
the L2 network to the MPLS network by performing
route resolution within an ingress network router of a
packet-based network to identify one or more forward-
ing next hops for a label switched path (LSP) based on
the constraint information for the L2 connection,
wherein the constraint information is selected from a
bandwidth, a color, an end-to-end delay, a jitter, a secu-
rity requirement, and a classification of traffic for the L2
connection, and wherein performing route resolution
comprises comparing the constraint information for the
L2 connection to the statistical data for the set of LSPs
through the MPLS network;

issue a call admission message from the ingress device to

the network device positioned within the .2 network in
response to the request, wherein the call admission mes-
sage includes an L2 connection identifier associated
with the selected LSP;

receive data from the .2 connection with the ingress device

after the call admission message is issued, wherein the
data includes the L2 identifier included within the call
admission message; and

forward, with the ingress device, the data received from the

L2 connection through the MPLS network via the
selected LSP by identifying one of the one or more
forwarding next hops for the LSP from the set of LSPs
based on the comparison, and forwarding network traffic
from the L2 connection in accordance with the identified
forwarding next hop.

39. A network apparatus comprising:
a control unit comprising a call admission control module

configured to monitor network characteristics of a set of
label switched paths (LSPs) within a Multiprotocol
Label Switching (MPLS) network, and generate statis-
tical data for the set of LSPs based on the monitored
network characteristics,

wherein the control unit is configured to perform route

resolution to identify one or more forwarding next hops
for one of the LSPs based on constraint information
associated with a layer two (L2) connection coupling an
L2 network to the MPLS network, wherein the con-
straint information is selected from a bandwidth, a color,
an end-to-end delay, a jitter, a security requirement, and
a classification of traffic for the L2 connection, and
wherein performing route resolution comprises compar-
ing the constraint information for the .2 connection sent
from a L2 network to the MPLS network to the statistical
data for the set of LSPs through the MPLS network, and

wherein the control unit is configured to identify the one or

more forwarding next hops for the LSP from the set of
LSPs based on the comparison, and forward network
traffic from the L2 connection in accordance with the
identified forwarding next hop.
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