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Commissioner for Patents

United States Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450

www.uspto.gov

In re Application of

Centripetal Networks, Inc. :

Application No. 17/027,436 : DECISION ON PETITION
Filed: 21 Sep 2020 :

For: Methods and Systems for Protecting a

Secured Network

This is a notice regarding the request for acceptance of a fee deficiency submission under 37
CFR 1.28(c) filed July 18, 2022.

On September 1, 1998, the Court of Appeals for the Federal Circuit held that 37 CFR 1.28(c) is
the sole provision governing the time for correction of the erroneous payment of the issue fee as
a small entity. See DH Technology v. Synergystex International, Inc. 154 F.3d 1333, 47
USPQ2d 1865 (Fed. Cir. Sept. 1, 1998).

The Office no longer investigates or rejects original or reissue applications under 37 CFR 1.56.
1098 Off. Gaz. Pat. Office 502 (January 3, 1989). Therefore, nothing in this Notice is intended
to imply that an investigation was done.

The fee deficiency submission under 37 CFR 1.28(c) is hereby ACCEPTED.

Applicant regained entitlement to small entity status as of January 1, 2022 and accordingly, all
future fees paid in this application must be paid at the small entity rate.

Inquiries related to this communication should be directed to the undersigned at (571) 272-2991.

/TERRI S JOHNSON/
Paralegal Specialist, OPET
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United States Patent and Trademark Office

Office of the Chtef Finanelal Offtcer

Document Code Wik
Usear :Suad Mohammed
Sale Accounting Date 12142022

Sale ltem Reference Number Effective Date

17027436 07/15/2022

Document Number Fee Code Fee Code Description Amount Paid Payment Method

12022BD859071696 1461 1.28(C) SUBMISSIONS - APPLIC  $5,115.00 Deposit Account
FILE FEE
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Docket No.: 007742.00188US
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re U.S. Patent No. 11,012,474

Inventors: Steven Rogers et al.

Application No.: 17/027,436 Confirmation No.:7579

Filed: September 21, 2020 Art Unit: 2497

For: Methods and Systems for Protecting a Secured Examiner: C. Huang
Network

CORRECTIVE NOTICE REGARDING TEMPORARY LOSS OF ENTITLEMENT TO
SMALL ENTITY STATUS AND PAYMENT OF DEFICIENCY OF FEES OWED

Commissioner for Patent and Trademark Office
Customer Service Window

Randolph Building

401 Dulany Street

Alexandria, VA 22314

Dear Commissioner:

This filing corrects an inadvertent error in the Notice of Temporary Loss of Entitlement
To Small Entity Status And Payment of Deficiency of Fees Owed filed on July 18, 2022
(“Original Notice”). The Original Notice set forth in a table a correct itemization of the
deficiency of fees owed for the above-identified application/patent, and a correct total of $5115.
The calculation line below the table, however, set forth incorrect numbers, indicating
(incorrectly) a total deficiency owed of $2915. Accordingly, Applicant sets forth below a
corrective notice. The calculation corrections relative to the Original Notice are marked with

strike-through and underlining for convenience.

In accordance with 37 C.F.R. § 1.28(c), Applicant recently realized that it was not
entitled to small entity status at the time it made certain payments to the Office as noted in the

table below, and Applicant submits this payment of deficiency of fees owed. The loss of
1
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Corrective Notice Regarding Temporary Loss Of Entitlement To Small Entity
Status And Payment Of Deficiency Of Fees Owed
U.S. Patent No. 11,012,474 Docket No.: 007742.00188\US

entitlement to small entity status occurred prior to the earliest of the below-noted payments.
Applicant’s failure to previously notify the Office of the loss of entitlement to small entity status

as required by 37 C.F.R. § 1.27(g)(2) occurred in good faith and without any deceptive intent.

Applicant regained entitlement to small entity status as of January 1, 2022, and Applicant

claims small entity status as of that date and continuing through the present date.

As required by 37 C.F.R. § 1.28(c)(1) and (2), Applicant itemizes the deficiency of fees

owed for the above-identified application as follows:

Type of Fee Date Paid Fee Current Deficiency
Paid Fee Owed

Certificate of
Correction
(Fee Code
2811)

8-10-2021 160.00 160.00 0.00

Issue Fee (Fee

Code 2501) 4-14-2021 600.00 1200.00 600.00

Submission of
IDS (Fee 1-7-2021 130.00 260.00 130.00
Code 2806)

Terminal
Disclaimer
(Fee Code
2814)

12-18-2020 170.00 170.00 0.00

Independent
Excess Claim
Fees (Fee
Code 2201)

9-21-2020 230.00 480.00 250.00

Excess claim
fee (15) (Fee 9-21-2020 750.00 1500.00 750.00
Code 2202)

Late Filing
Fee for
Oath/Dec (Fee
Code 2051)

9-22-2020 80.00 160.00 80.00
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Corrective Notice Regarding Temporary Loss Of Entitlement To Small Entity
Status And Payment Of Deficiency Of Fees Owed
U.S. Patent No. 11,012,474 Docket No.: 007742.00188\US

Type of Fee Date Paid Fee Current Deficiency
Paid Fee Owed

Processing
Fee (Fee Code 9-21-2020 70.00 140.00 70.00
2830)

Basic filing
fee (Fee Code 9-21-2020 75.00 320.00 245.00
4011)

Utility
examination
fee (Fee Code
2311)

9-21-2020 380.00 800.00 420.00

Request for
prioritized
examination 9-21-2020 2000.00 4200.00 2,200.00
(Fee Code
2817)

Utility search
fee (Fee Code 9-21-2020 330.00 700.00 370.00
2111)

TOTAL 4975.00 | 10,090.00 5,115.00

Total deficiency owed is $5;890--$2975-=$2,915.00-$10.090 — $4975 = $5115

The Commissioner is authorized to charge the requisite fees owed to Deposit Account
No. 19-0733 (a total for this corrective notice and the Original Notice of $5115—the deficiency
of the previous deficiency payment if the latter was/is separately charged, i.e., $5115 - $2915 =
$2200).
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Corrective Notice Regarding Temporary Loss Of Entitlement To Small Entity
Status And Payment Of Deficiency Of Fees Owed

U.S. Patent No. 11,012,474

Docket No.: 007742.00188\US

If any other fees are required or if an overpayment is made, the Commissioner is

authorized to debit or credit our Deposit Account No. 19-0733, accordingly.

Dated: July 20, 2022

1100 13" Street, N.W.
Washington, D.C. 20005-4051
Tel:  (202) 824-3000
Fax: (202) 824-3001

Respectfully submitted,

BANNER & WITCOFF, LTD.

/Scott M Kelly/

Scott M. Kelly
Registration No. 65,121
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Electronic Acknowledgement Receipt

EFS ID: 46232072
Application Number: 17027436
International Application Number:
Confirmation Number: 7579

Title of Invention:

Methods and Systems for Protecting a Secured Network

First Named Inventor/Applicant Name:

Steven Rogers

Customer Number:

22907

Filer: Scott M Kelly/Victoria van de Veerdonk
Filer Authorized By: Scott M Kelly
Attorney Docket Number: 007742.00188\US
Receipt Date: 20-JUL-2022
Filing Date: 21-SEP-2020
Time Stamp: 13:37:04

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment no
File Listing:
Document . . File Size(Bytes Multi Pages
Y Document Description File Name ile Size( y i Y I. . 9
Number Message Digest | Part/.zip| (ifappl.)
28326
CORRECTIVE_NOTICE_Loss_of |
1 Notification of loss of entitlement to Entitlement_of_Small_Entity_S o 4
small entity status tatus_and_payment_of fees_2 4355025 a35T46125m1e e 16011 0t
2021378.pdf 8688

Warnings:
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Information:

Total Files Size (in bytes): 28326

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Docket No.: 007742.00188US
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re U.S. Patent No. 11,012,474

Inventors: Steven Rogers et al.

Application No.: 17/027,436 Confirmation No.:7579

Filed: September 21, 2020 Art Unit: 2497

For: Methods and Systems for Protecting a Secured Examiner: C. Huang
Network

NOTICE OF TEMPORARY LOSS OF ENTITLEMENT TO SMALL ENTITY STATUS
AND PAYMENT OF DEFICIENCY OF FEES OWED

Commissioner for Patent and Trademark Office
Customer Service Window

Randolph Building

401 Dulany Street

Alexandria, VA 22314

Dear Commissioner:

In accordance with 37 C.F.R. § 1.28(c), Applicant recently realized that it was not
entitled to small entity status at the time it made certain payments to the Office as noted in the
table below, and Applicant submits this payment of deficiency of fees owed. The loss of
entitlement to small entity status occurred prior to the earliest of the below-noted payments.
Applicant’s failure to previously notify the Office of the loss of entitlement to small entity status

as required by 37 C.F.R. § 1.27(g)(2) occurred in good faith and without any deceptive intent.

Applicant regained entitlement to small entity status as of January 1, 2022, and Applicant

claims small entity status as of that date and continuing through the present date.

As required by 37 C.F.R. § 1.28(c)(1) and (2), Applicant itemizes the deficiency of fees

owed for the above-identified application as follows:

1
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Notice Of Temporary Loss Of Entitlement To Small Entity
Status And Payment Of Deficiency Of Fees Owed
U.S. Patent No. 11,012,474

Docket No.: 007742.00188\US

Type of Fee

Date Paid

Fee
Paid

Current
Fee

Deficiency
Owed

Certificate of
Correction
(Fee Code
2811)

8/10/2021

160.00

160.00

0.00

Issue Fee (Fee
Code 2501)

4/14/2021

600.00

1200.00

600.00

Submission of
IDS (Fee
Code 2806)

1-7-2021

130.00

260.00

130.00

Terminal
Disclaimer
(Fee Code
2814)

12-18-2020

170.00

170.00

0.00

Independent
Excess Claim
Fees (Fee
Code 2201)

9-21-2020

230.00

480.00

250.00

Excess claim
fee (15) (Fee
Code 2202)

9/21/2020

750.00

1500.00

750.00

Late Filing
Fee for
Oath/Dec (Fee
Code 2051)

9/22/2020

80.00

160.00

80.00

Processing
Fee (Fee Code
2830)

9-21-2020

70.00

140.00

70.00

Basic filing
fee (Fee Code
4011)

9/21/2020

75.00

320.00

245.00

Utility
examination
fee (Fee Code
2311)

9/21/2020

380.00

800.00

420.00
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Notice Of Temporary Loss Of Entitlement To Small Entity
Status And Payment Of Deficiency Of Fees Owed
U.S. Patent No. 11,012,474

Docket No.: 007742.00188\US

Type of Fee Date Paid Fee Current Deficiency
Paid Fee Owed

Request for

prioritized

examination 9/21/2020 2000.00 4200.00 2,200.00

(Fee Code

2817)

Utility search

fee (Fee Code 9/21/2020 330.00 700.00 370.00

2111)

TOTAL 4975.00 | 10,090.00 5,115.00

Total deficiency owed is $5,890- $2975 = $2,915.00

The Commissioner is authorized to charge the requisite fees owed to Deposit Account

No. 19-0733.

If any other fees are required or if an overpayment is made, the Commissioner is

authorized to debit or credit our Deposit Account No. 19-0733, accordingly.

Dated: July 18, 2022 By:

1100 13" Street, N.W.
Washington, D.C. 20005-4051
Tel:  (202) 824-3000
Fax: (202) 824-3001

Respectfully submitted,

BANNER & WITCOFF, LTD.

/Scott M Kelly/

Scott M. Kelly
Registration No. 65,121
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Electronic Acknowledgement Receipt

EFS ID: 46207721
Application Number: 17027436
International Application Number:
Confirmation Number: 7579

Title of Invention:

Methods and Systems for Protecting a Secured Network

First Named Inventor/Applicant Name:

Steven Rogers

Customer Number:

22907

Filer: Scott M Kelly/Victoria van de Veerdonk
Filer Authorized By: Scott M Kelly
Attorney Docket Number: 007742.00188\US
Receipt Date: 18-JUL-2022
Filing Date: 21-SEP-2020
Time Stamp: 09:00:43

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment no
File Listing:
Document .. . File Size(Bytes Multi Pages
Y Document Description File Name ile Size( y i Y I. . 9
Number Message Digest | Part/.zip| (ifappl.)
25285
Notification of loss of entitlement to Los.s_of_EntltIement_of_SmaII_
1 Il entity stat Entity_Status_and_payment_of no 3
small entity status _fee5_220‘|5053_pdf ObBe2cedace7f643011fe3343a7 1fedd3152|
9%6ch
Warnings:
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Information:

Total Files Size (in bytes): 25285

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO. 111,012,474 B2 Page 1 of 1
APPLICATION NO. 1 17/027436

DATED : May 18, 2021

INVENTOR(S) : Steven Rogers et al.

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below:

On the Title Page

Page 5, Column 1, Line 31, item [56]:
Delete “Aciton” and insert --Action--

In the Claims

Column 26, Claim 9, Line 46:
Delete “the last” and insert --the at--

Signed and Sealed this
Seventh Day of September, 2021

O poZz

Drew Hirshfeld
Performing the Functions and Duties of the
Under Secretary of Commerce for Intellectual Property and
Director of the United States Patent and Trademark Office
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PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re U.S. Patent No. 17/027,436 Serial No. 17/027,436

Inventor(s): Steven Rogers, et al. Filed: September 21, 2020

R e e

Issue Date: May 18, 2021 Attorney Docket No. 007742.00188
For.  METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK

REQUEST FOR CERTIFICATE OF CORRECTION

U.S. Patent and Trademark Office
Customer Service Window

Randolph Building, Mail Stop: Certificate of Correction Branch
401 Dulany Street

Alexandria, VA 22314

Sir:

Pursuantto 35 U.S.C. § 255 and 37 C.F.R. § 1.323, Applicant requests the issuance of a Certificate
of Correction in the above-identified patent. A copy of PTO Form 1050 is appended. The complete
Certificate of Correction involves one page.

The mistakes identified in the appended Form occurred through no fault of the Patent and
Trademark Office, as disclosed by the records of the application, which matured into this patent. These
errors occurred in good faith without deceptive intent.

Issuance of the Certificate of Correction containing the corrections is earnestly requested. Please

charge the requisite fee of $160.00, and any additional fee, which may be associated to our Deposit Account

No. 19-0733.
Respectfully submitted,
BANNER & WITCOFF, LTD.
Dated: Aug. 10,2021 By: /Kirk A. Sigmon/

Kirk A. Sigmon
Registration No. 76,326
Banner & Witcoff, Ltd.
1100 13t St., NW, Suite 1200
Washington, D.C. 20005
(202) 824-3000
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UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF CORRECTION

PATENT NO.: 11,012,474
DATED: May 18, 2021
INVENTORC(S): Steven Rogers, et al.

It is certified that errors appear in the above-identified patent and that said Letters Patent is
hereby corrected as shown below:

Page 5, Column 1, Line 31, under Other Publications:
Please delete “Aciton” and insert --Action--

Column 26, Claim 9, Line 46:
Please delete “the last” and insert --the at--

Mailing Address of Sender: U.S. PAT. NO
Banner & Witcoff, Ltd. No. of add'l copies
1100 13" Street, N.-W._, Suite 1200 @ $0.50 per page

Washington, DC 20005-4051
U

FORM PTO 1050 (Rev.2-93)
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Electronic Patent Application Fee Transmittal

Application Number: 17027436
Filing Date: 21-Sep-2020
Title of Invention: Methods and Systems for Protecting a Secured Network

First Named Inventor/Applicant Name:

Steven Rogers

Filer:

Kirk Allen Sigmon/Kelly Pilkerton

Attorney Docket Number:

007742.00188\US

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Description

Fee Code

Quantity Amount

UsD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

CERTIFICATE OF CORRECTION

2811

1 160 160
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Description

Fee Code

Quantity

Amount

Sub-Total in
UsD($)

Extension-of-Time:

Miscellaneous:

Total in USD ($)

160
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Electronic Acknowledgement Receipt

EFS ID: 43470185
Application Number: 17027436
International Application Number:
Confirmation Number: 7579

Title of Invention:

Methods and Systems for Protecting a Secured Network

First Named Inventor/Applicant Name:

Steven Rogers

Customer Number:

22907

Filer:

Kirk Allen Sigmon/Kelly Pilkerton

Filer Authorized By:

Kirk Allen Sigmon

Attorney Docket Number: 007742.00188\US
Receipt Date: 10-AUG-2021
Filing Date: 21-SEP-2020
Time Stamp: 13:15:49

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes

Payment Type DA

Payment was successfully received in RAM $160

RAM confirmation Number E202180D17550137
Deposit Account 190733

Authorized User

Kelly Pilkerton

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.16 {National application filing, search, and examination fees)

37 CFR 1.17 (Patent application and reexamination processing fees)

Kevsight Technol Qgies Ex._1002
J J
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37 CFR 1.19 (Document supply fees)
37 CFR 1.20 {Post Issuance fees)

37 CFR 1.21 {Miscellaneous fees and charges)

File Listing:
Document .. . File Size(Bytes Multi Pages
Document Description File Name ( y i . . 9
Number Message Digest | Part/.zip| (ifappl.)
124768
1 Request for Certificate of Correction Request_for_P%oFC_21 397293. no 2
b100fd54e86dbedbBe5a922b61bfb1be103]
cb85b
Warnings:
Information:
37902
2 Fee Worksheet (SB06) fee-info.pdf no 2
e0595e30c0ff81dcfbf5a3acde4824e123809
Warnings:
Information:
Total Files Size (in bytes): 162670

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
17/027,436 05/18/2021 11012474 007742.00188\US 7579
22907 7590 04/28/2021

BANNER & WITCOFF, LTD.
1100 13th STREET, N.W.
SUITE 1200

WASHINGTON, DC 20005-4051

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments
should be directed to the Application Assistance Unit (AAU) of the Office of Data Management (ODM) at
(571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Steven Rogers, Leesburg, VA;

Centripetal Networks, Inc., Portsmouth, NH;
Sean Moore, Hollis, NH;

David K. Ahn, Winston-Salem, NC;

Peter P. Geremia, Portsmouth, NH;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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PART B-FEE(S) TRANSMITTAL

Complete and send this form, together with the applicable fee(s), by mail or fax, or via EFS-Web.
By mail, send to: Mail Stop ISSUE FEE By fax, send to: (571) 273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450
INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate.
All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless
corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee
notifications.
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must

BANNER & WITCOFF’ LTD. have its own certificate of mailing or transmission.
1100 13th St. NW Certificate of Mailing or Transmission
STE 1200 I hereby certify that this Fee(s) Transmittal is being deposited with the United
: States Postal Service with sufficient postage for first class mail in an envelope
Waslungton, DC 20005 addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
(Typed or printed name)
(Signature)
(Date)
APPLICATION NO FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO CONFIRMATION NO
17/027,436 09/21/2020 Steven Rogers 007742.00188\US 7579
TITLE OF INVENTION:  Methods and Systems for Protecting a Secured Network
APPLN: TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional SMALL $600.00 $600.00 04/15/2021
EXAMINER ART UNIT CLASS-SUBCLASS
C. Huang 2497 726-001

1. Change of correspondence address or indication of "Fee 2. For printing on the patent front page, list .
Address" (37 CFR 1.363) ) 1. Banner & Witcoff, Ltd.
(1) The names of up to 3 registered patent attorneys

or agents OR, alternatively,

Change of correspondence address (or Change of 7
Correspondence Address form PTO/SB/122) attached. (2) The name of a single firm (having as a member '

D “Fee Address” indication (or “Fee Address” Indication a registered attorney or agent) and the names of
form PTO/SB/47; Rev 03-09 or more recent) up to 2 registered patent attorneys or agents. If 3.

no name is listed, no name will be printed.

attached. Use of a Customer Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been
previously recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE or COUNTRY)

Centripetal Networks, Inc. Portsmouth, New Hampshire
Please check the appropriate assignee category or categories (will not be printed on the patent): D Individual D Corporation or other private group entity D Government

4a. Fees Submitted: Issue Fee D Publication Fee (if required) D Advance Order - # of Copies
4b. Method of Payment (Please first reapply any previously paid fee shown above):

Electronic Payment via EFS-Web l:' Enclosed check l:' Non-electronic payment by credit card (Attach form PTO-2038)

The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No. 19-0733

5. Change of Entity Status (from status indicated above)
Applicant certifying micro entity status. See 37 CFR 1.29. NOTE: Absent a valid Certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue fee
payment in the micro entity amount will not be accepted at the risk of application abandonment.
D Applicant asserting small entity status. See 37 CFR 1.27. NOTE: If the application was previously under micro entity status, checking this box will be taken as
a notification of loss of entitlement to micro entity status.

D Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken as a notification of loss of entitlement to small or micro entity
status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature /Kirk A. Sigmon/ Date  April 12, 2021

Typed or printed name Kirk A. Sigmon Registration No. 76,326

PTOL-85 Part B (08-18) Approved for use throngh 01/31/2020 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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Electronic Patent Application Fee Transmittal

Application Number: 17027436

Filing Date: 21-Sep-2020

Title of Invention: Methods and Systems for Protecting a Secured Network
First Named Inventor/Applicant Name: Steven Rogers

Filer: Kirk Allen Sigmon/Jessica Williams

Attorney Docket Number: 007742.00188\US

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

UTILITY APPL ISSUE FEE 2501 1 600 600
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Description

Fee Code

Quantity

Amount

Sub-Total in
UsD($)

Extension-of-Time:

Miscellaneous:

Total in USD ($)

600
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Electronic Acknowledgement Receipt

EFS ID: 42451283
Application Number: 17027436
International Application Number:
Confirmation Number: 7579

Title of Invention:

Methods and Systems for Protecting a Secured Network

First Named Inventor/Applicant Name:

Steven Rogers

Customer Number:

22907

Filer:

Kirk Allen Sigmon/Jessica Williams

Filer Authorized By:

Kirk Allen Sigmon

Attorney Docket Number: 007742.00188\US
Receipt Date: 14-APR-2021
Filing Date: 21-SEP-2020
Time Stamp: 13:33:26

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes

Payment Type DA

Payment was successfully received in RAM $600

RAM confirmation Number E20214DD34092573
Deposit Account 190733

Authorized User

Jessica Williams

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.16 {National application filing, search, and examination fees)

37 CFR 1.17 (Patent application and reexamination processing fees)

Kevsight Technol Qgies Ex._1002
J J
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37 CFR 1.19 (Document supply fees)
37 CFR 1.20 {Post Issuance fees)

37 CFR 1.21 {Miscellaneous fees and charges)

File Listing:
Document .. . File Size(Bytes Multi Pages
Document Description File Name ( y i . . 9
Number Message Digest | Part/.zip| (ifappl.)
140047
1 Issue Fee Payment (PTO-85B) 7742001 88|s15;§fe§ftrans_21 186 no 1
p a879621635cce0fb216959c672c40059438
11383
Warnings:
Information:
30517
2 Fee Worksheet (SB06) fee-info.pdf no 2
b0b85edb395fb412ac6a91ed31d90772d4
0c43d8
Warnings:
Information:
Total Files Size (in bytes): 170564

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
17/027.436 09/21/2020 Steven Rogers 007742.00188\US 7579
22007 7590 04/08/2021 | YR |
BANNER & WITCOFF, LTD.
1100 13th STREET, N.W. HUANG, CHENG-FENG
SUITE 1200
WASHINGTON, DC 20005-4051 | ART UNIT | paper~UMBER |
2497
| NOTIFICATION DATE | DELIVERY MODE |
04/08/2021 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

GPD @bannerwitcoff.com
eofficeaction @bannerwitcoff.com

PTOL-90A (Rev. 04/07)
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mect Application No. Applicant(s)
Noti COfA//ed bili 17/027,436 Rogers et al.
olice of Allowabliity Examiner Art Unit | AIA (FITF) Status
CHENG-FENG HUANG 2497 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.} This communication is responsive to 03/31/2021.
[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 1-32 and 35 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information
, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) LJAll by (JSome  *c) [ None of the:
1. [J Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6..] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.0 Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2.} Information Disclosure Statements (PTO/SB/08), 6. (J Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0 Examiner's Comment Regarding Requirement for Deposit 7. J Other .

of Biological Material
4.{] Interview Summary (PTO-413),
Paper No./Mail Date.

/CHENG-FENG HUANG/
Examiner, Art Unit 2497

U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20210405
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Receipt date: 03/31/2021 17/027,436 — GAU: 2497

Doc code: IDS PTO/SB/08a (02-18)
Doc description: Information Disclosure Statement (IDS) Filed US. Patent and TSZZ?;:&%:?JT‘; ngpxéi?\f;ﬁg'gy ggﬂﬁé‘?g&
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.
Application Number 17027436
Filing Date P020-09-21
INFORMATION DISCLOSURE First Named Inventor |[Bteven Rogers
STATEMENT BY APPLICANT [ — —
( Not for submission under 37 CFR 1.9%)
Examiner Name C. Huang
Aftorney Docket Number 007742.00188WS
U.S.PATENTS Remove
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns, Lines where
e Patent Number Issue Date . Relevant Passages or Relevant
Initial No Code! of cited Document )
Figures Appear
1
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns, Lines where
e Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document )
Figures Appear
1 0130227674 A1l P013-08-29 JANDERSON
2 0130227672 A1l P013-08-29 [Dgg et al.
3 0140289791 A1l P014-09-25 Pcharya et al.
4 0130212639 A1l P013-08-15 FHAO et al.
If you wish to add additional U.S. Published Application citation information please click the Add button| Add
FOREIGN PATENT DOCUMENTS Remove
Name of Patentee or Pages,Columns Lines
Examiner| Cite | Foreign Document Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code2j Code#| Date PR Passages or Relevant
Document .
Figures Appear
EFS Web 2.1.18 Keysight Technologies Ex. 1002

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. Pgy@B0 of 401



Receipt date: 03/31/2021 17/027,436 — GAU: 2497
Application Number 17027436

Filing Date 2020-09-21

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

First Named Inventor | Steven Rogers
Art Unit 2497

Examiner Name C. Huang

Aftorney Docket Number 007742.00188\WUS

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add
NON-PATENT LITERATURE DOCUMENTS Remove

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.

Examiner| Cite
Initials* | No

1 P021 Mar 30 - (US) Non-Final Office Action - App No. 16/158,868

If you wish to add additional non-patent literature document citation information please click the Add button| Add
EXAMINER SIGNATURE
Examiner Signature /CHENG-FENG HUANG/ Date Considered 04/05/2021

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. 9 Applicant is to place a check mark here if|
English language translation is attached.

EFS Web 2.1.18 Keysight Technologies Ex. 1002
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. Pgy@81 of 401



Doc code: IDS
Dec description: Information Disclosure Statement (IDS) Filed
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

PTO/SB/08a (02-18)

Approved for use through 11/30/2020. OMB 0651-0031

U.S. Patent and Tradema

rk Cffice; U.S. DEPARTMENT OF COMMERCE

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

Application Number 17027436

Filing Date P020-09-21

First Named Inventor |[Steven Rogers

Art Unit 2497

Examiner Name C. Huang

Aftorney Docket Number 007742.00188WS

U.S.PATENTS

Remove

Examiner
Initial*

Cite
No

Patent Number

Kind
Codel

Issue Date

Name of Patentee or Applicant
of cited Document

Pages,Columns,Lines where
Relevant Passages or Relevant
Figures Appear

If you wish to add additional U.S. Patent citation information please click the Add button.

Add

U.S.PATENT APPLICATION PUBLICATIONS

Remove

Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns, Lines where
e Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document )
Figures Appear

1 0130227674 A1l P013-08-29 JANDERSON

2 0130227672 A1l P013-08-29 [Dgg et al.

3 0140289791 A1l P014-09-25 Pcharya et al.

4 0130212639 A1l P013-08-15 FHAO et al.

If you wish to add additional U.S. Published Application citation information please click the Add button| Add

FOREIGN PATENT DOCUMENTS

Remove

Examiner
Initial*

Cite
No

Foreign Document
Number3

Country
Code2j

Kind
Codet

Name of Patentee
Applicant of cited
Document

Publication
Date

Pages,Columns,Lines
where Relevant
Passages or Relevant
Figures Appear

or
Ts

EFS Web 2.1.18

Keysight Technologies Ex. 1002

Page 32 of 401



INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

Application Number

17027436

Filing Date

2020-09-21

First Named Inventor | Steven Rogers

.. Art Unit 2497
( Not for submission under 37 CFR 1.9%)
Examiner Name C. Huang
Aftorney Docket Number 007742.00188\WUS

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS

Remove

Examiner| Cite
Initials* | No

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item

(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s),

publisher, city and/or country where published.

Ts

P021 Mar 30 - (US) Non-Final Office Action - App No. 16/158,868

If you wish to add additional non-patent literature document citation information please click the Add button| Add

EXAMINER SIGNATURE

Examiner Signature

Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a

citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. 9 Applicant is to place a check mark here if|

English language translation is attached.

EFS Web 2.1.18
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Application Number 17027436

Filing Date 2020-09-21

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

First Named Inventor | Steven Rogers

.. Art Unit 2497
( Not for submission under 37 CFR 1.9%)

Examiner Name C. Huang

Aftorney Docket Number 007742.00188\WUS

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection({s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

X any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e){(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Kirk A. Sigmon/ Date (YYYY-MM-DD) 2021-03-30
Name/Print Kirk A. Sigmon Registration Number 76,326

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS Web 2.1.18
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Electronic Acknowledgement Receipt

EFS ID: 42328189
Application Number: 17027436
International Application Number:
Confirmation Number: 7579

Title of Invention:

Methods and Systems for Protecting a Secured Network

First Named Inventor/Applicant Name:

Steven Rogers

Customer Number:

22907

Filer:

Kirk Allen Sigmon/Jessica Williams

Filer Authorized By:

Kirk Allen Sigmon

Attorney Docket Number: 007742.00188\US
Receipt Date: 31-MAR-2021
Filing Date: 21-SEP-2020
Time Stamp: 08:44:07

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment no
File Listing:
Document . . File Size(Bytes Multi Pages

Y Document Description File Name ile Size( y i Y I. . 9

Number Message Digest | Part/.zip| (ifappl.)
1034354
. . Information_Disclosure_State
1 Information Disclosure Statement (IDS) ment_Fillable_PDF _21157608. o 4
Form (SB08)
pdf 138ec2d9dab40b1cd7f48edd5bbe2218d0

Scd6ad

Warnings:
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Information:

1214806
2 Non Patent Literature 774200188npl_21158204.pdf no 33
8bce48cdf824d1cf60c0cdbad0726133d6d
0ab32
Warnings:
Information:
Total Files Size (in bytes): 2249160

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Address: COMMISSIONER FOR PATENTS
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NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
22007 7590 01/15/2021
BANNER & WITCOFF, LTD. HUANG, CHENG-FENG
1100 13th STREET, N.W.
SUITE 1200 | ART UNIT PAPER NUMBER |
WASHINGTON, DC 20005-4051 2497
DATE MAILED: 01/15/2021
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. | CONFIRMATION NO.
17/027.436 09/21/2020 Steven Rogers 007742.00188\US 7579

TITLE OF INVENTION: Methods and Systems for Protecting a Secured Network

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $600 $0.00 $0.00 $600 04/15/2021

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at

www.uspto.gov/PatentMaintenanceFees.
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
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1100 13th STREET, N.W. addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
SUITE 1200 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
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(Date)
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nonprovisional SMALL $600 $0.00 $0.00 $600 04/15/2021
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
HUANG, CHENG-FENG 2497 726-001000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

M| Change of correspondence address (or Change of Correspondence

Address form PTO/SB/122) attached (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of up to 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

(] "Fee Address” indication (or "Fee Address" Indication form PTO/
SB/47; Rev 03-09 or more recent) attached. Use of a Customer
Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individuat [ Corporation or other private group entity (] Government

4a. Fees submitted: [ Missue Fee [Jpublication Fee (if required) [_JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

(] Electronic Payment via EFS-Web (] Enclosed check (L] Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29

M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date

Typed or printed name Registration No.
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United States Patent and Trademark Office
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| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
17/027,436 09/21/2020 Steven Rogers 007742.00188\US 7579
22907 7590 01/15/2021 | EXAMINER |
BANNER & WITCOFF, LTD. HUANG, CHENG-FENG
1100 13th STREET, N.W.
SUITE 1200 | ART UNIT PAPER NUMBER |
WASHINGTON, DC 20005-4051 2497

DATE MAILED: 01/15/2021

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a r&l@}{esl@attc;r ﬁ@m@lpgh%, 5&&0@2
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Application No. Applicant(s)
; . 17/027,436 Rogers et al.
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
CHENG-FENG HUANG 2497 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.} This communication is responsive to 12/18/2020.
[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 1-32 and 35 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information
, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) LJAll by (JSome  *c) [J None of the:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6..J DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. Notice of References Cited (PTO-892) 5. ¥} Examiner's Amendment/Comment

2.[¥) Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0 Examiner's Comment Regarding Requirement for Deposit 7. ¢} Other Applicant Email and Proposed Amendment.

of Biological Material
4. Interview Summary (PTO-413),
Paper No./Mail Date.

/CHENG-FENG HUANG/
Examiner, Art Unit 2497

U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20210107
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Application/Control Number: 17/027,436 Page 2
Art Unit: 2497

DETAILED ACTION
1. The present application, filed on or after March 16, 2013, is being examined

under the first inventor to file provisions of the AlA.

Response to Amendment
2. This communication is in response to applicant's amendment filed on
12/18/2020. Claims 1, 9-15, 17, 20, 25, 33, and 34 have been amended and no claims

are added or canceled. Claims 1-35 are presently pending for examination.

Information Disclosure Statement
3. The information disclosure statement (IDS) submitted on 01/07/2021, has been
reviewed. The submission is in compliance with the provisions of 37 CFR 1.97.

Accordingly, the examiner is considering the information disclosure statement.

Response to Arguments
Claim Obijections:
4. Applicant' s arguments with respect to objection of claim(s) 10-15, and 25 have
been considered. The objection of claim(s) 10-15, and 25 have been withdrawn in view

of the amendment to claim.

Double Patenting (DP):
5. Applicant submitted an eTD on 12/18/2020 to overcome DP rejection issued in

the previous office action. The eTD has been approved. The DP rejection issued in the

Keysight Technologies Ex. 1002
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previous action has been withdrawn.

Claim Rejections - 35 U.S.C. § 103:

6. Applicants’ arguments with respect to claims rejected under prior art have been
fully considered and the rejection of 35 U.S.C. § 103 have been withdrawn in view of the

examiner's amendment to claim.

EXAMINER’S AMENDMENT
7. An examiner's amendment to the record appears below. Should the changes
and/or additions be unacceptable to applicant, an amendment may be filed as provided
by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be
submitted no later than the payment of the issue fee.
8. Authorization for this examiner's amendment was given in a telephone interview

with Attorney Kirk A. Sigmon (Reg. No. 76,326) on 01/06/2021.

The application has been amended as follows:

o Please replace claim 1 with:
1. (Currently amended) A method of filtering packets at a packet security
gateway configured for protection of a network, wherein the packet security
gateway is capable of receiving a plurality of dynamic security policies and is
associated with a security policy management server external from the network,

the method comprising:

Keysight Technologies Ex. 1002
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receiving, by the packet security gateway and from the security
policy management server, a dynamic security policy comprising packet
filtering rules, wherein one or both of the dynamic security policy or one or
more of the packet filtering rules of the dynamic security policy were
automatically created or altered, by the security policy management server,
based on malicious traffic information received from a plurality of

malicious host tracker services, wherein at least two of the plurality of

malicious host tracker services are managed by different orqganizations,

wherein one or more of the packet filtering rules were added, removed, or

altered by the security policy management server based on a correlation

between portions of the malicious traffic information, and wherein a first

packet matching rule of the packet filtering rules comprises:
at least one packet maitching criterion,
a corresponding packet transformation function, and
an indication of a feed managed by at least one of the plurality
of malicious host tracker services; and
performing, based on the packet filtering rules, packet filtering on
individual packets of a plurality of packets associated with the network
protected by the packet security gateway, wherein the packet filtering
comprises:
inspecting individual packets; and
filtering each packet based on content determined from the

inspection of that individual packet.
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e Please replace claim 9 with:
9. (Currently Amended) A packet security gateway configured for protection of a
network, capable of receiving a plurality of dynamic security policies and
associated with a security policy management server external from the network,
the packet security gateway comprising:
at least one processor; and
memory comprising instructions that, when executed by the last
least one processor, cause the packet security gateway to:
receive, from the security policy management server, a
dynamic security policy comprising packet filtering rules, wherein
one or both of the dynamic security policy or one or more of the
packet filtering rules of the dynamic security policy were
automatically created or altered, by the security policy management
server, based on malicious traffic information received from a

plurality of malicious host tracker services, wherein at least two of

the plurality of malicious host tracker services are managed by
different organizations, wherein one or more of the packet filtering
rules were added, removed, or altered by the security policy
management server based on a correlation between portions of the

malicious traffic information, and wherein a first packet matching
rule of the packet filtering rules comprises:

at least one packet maitching criterion,

Keysight Technologies Ex. 1002
Page 46 of 401



Application/Control Number: 17/027,436 Page 6
Art Unit: 2497

a corresponding packet transformation function, and
an indication of a feed managed by at least one of the
plurality of malicious host tracker services; and
perform, based on the packet filtering rules, packet filtering on
individual packets of a plurality of packets associated with the
network protected by the packet security gateway, wherein the
packet filtering comprises:
inspecting individual packets; and
filtering each packet based on content determined from

the inspection of that individual packet.

o Please replace claim 17 with:
17. (Currently Amended) One or more non-transitory computer-readable media
comprising instructions that, when executed by one or more processors of a
packet security gateway configured to protect a network, cause the packet
security gateway to:
receive, from a security policy management server, a dynamic
security policy comprising packet filtering rules, wherein one or both of the
dynamic security policy or one or more of the packet filtering rules of the
dynamic security policy were automatically created or altered, by the
security policy management server, based on malicious traffic information

received from a plurality of malicious host tracker services, wherein at

least two of the plurality of malicious host tracker services are managed by

Keysight Technologies Ex. 1002
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different organizations, wherein one or more of the packet filtering rules

were added, removed, or altered by the security policy management server

based on a correlation between portions of the malicious traffic

information, and wherein a first packet matching rule of the packet filtering

rules comprises:
at least one packet maitching criterion,
a corresponding packet transformation function, and
an indication of a feed managed by at least one of the plurality
of malicious host tracker services; and
perform, based on the packet filtering rules, packet filtering on
individual packets of a plurality of packets associated with the network
protected by the packet security gateway, wherein the packet filtering
comprises:
inspecting individual packets; and
filtering each packet based on content determined from the

inspection of that individual packet.

e Please replace claim 25 with:
25. (Currently Amended) A system comprising:
a security policy management server external from a network associated
with a packet security gateway, wherein the security policy management server
comprises:

one or more first processors; and

Keysight Technologies Ex. 1002
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first memory storing first instructions that, when executed by one or
more first processors, cause the security policy management server to:
receive, from a plurality of malicious host tracker services,

first malicious traffic information, wherein at least two of the plurality

of malicious host tracker services are managed by different

organizations;

automatically create, based on the first malicious traffic
information, a dynamic security policy or [[patent]] packet filtering
rules of the dynamic security policy, wherein a first packet filtering
rule of the [[patent]] packet filtering rules comprise:
one or more packet maitching criteria comprising a
corresponding network addresses,
one or more corresponding packet transformation
functions, and
an indication of a feed managed by at least one of the

plurality of malicious host tracker services; and

add, remove, or alter the one or more rules of the dyhamic
security policy based, at least in part, on making a correlation

between portions of the first malicious traffic information;

the packet security gateway, wherein the packet security gateway is
configured for protection of a network and associated with the security policy
management server external from the network, the packet security gateway

comprising:
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one or more second processors; and
second memory storing second instructions that, when executed by
one or more second processors, cause the packet security gateway to:
receive, from the security policy management server, the
dynamic security policy comprising the packet filtering rules; and
perform, based on the packet filtering rules, packet filtering on
individual packets of a plurality of packets associated with the
network protected by the packet security gateway, wherein the
packet filtering comprises:
inspecting individual packets; and
filtering each packet based on content determined from

the inspection of that individual packet.

e Please cancel claim 33;

e Please cancel claim 34;

Allowable Subject Matter

9. Claims 1-32, and 35 are allowed.

10.  The following is an examiner's statement of reasons for allowance:
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Independent Claim(s) and their respective dependent claims are allowable
over prior arts since the prior arts taken individually or in combination fails to particular

discloses, fairly suggest or render obvious the following italic limitations:

In regards to claim(s) 1, 9, 17 and 25, the prior art of record (Xie et al. (US
2012/0304244 A1; hereinafter Xie) in view of Nakae et al. (US 2004/0172557 Al;

hereinafter MNakag, as cited by the applicant in the 09/21/2020 IDS)) does not disclose:

“wherein at least two of the plurality of malicious host tracker services are
managed by different organizations, wherein one or more of the packet filtering
rules were added, removed, or altered by the security policy management server
based on a correlation between portions of the malicious traffic information’ in

combination with other limitations recited as specified in the independent claim(s).

Rather, Xie discloses “deny or permit network fransmission based on a set of
rutes” ([0017], [0018], [0025-0027], and [0041-42]). Similarly, Nzakag teaches “access
control rule composed of a combination of rule matching conditions” ([0029], [0113-
0114]). Accordingly, the claims are allowed.

11.  Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”
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Conclusion
12.  Any inquiry concerning this communication or earlier communications from the
examiner should be directed to CHENG-FENG HUANG whose telephone number is
(571)272-6186. The examiner can normally be reached on Monday-Friday: 9 am - 5
pm.

Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Eleni A Shiferaw can be reached on (571) 272-3867. The fax phone
number for the organization where this application or proceeding is assigned is 571-
273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see https:/ppair-
my.uspto.gov/pair/PrivatePair. Should you have questions on access to the Private
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).

If you would like assistance from a USPTO Customer Service Representative or access
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to the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-

272-1000.

/CHENG-FENG HUANG/
Examiner, Art Unit 2497
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Proposed Examiner’s Amendment of Jan. 6,2021
USAN 17/027,436; BW 007742.00188
1. (Currently Amended) A method of filtering packets at a packet security gateway
configured for protection of a network, wherein the packet security gateway is capable of
recetving a plurality of dynamic security policies and is associated with a security policy
management server external from the network, the method comprising:
receiving, by the packet security gateway and from the security policy

management server, a dynamic security policy comprising packet filtering rules, wherein

one or both of the dynamic security policy or one or more of the packet filtering rules of

the dynamic security policy were automatically created or altered, by the security policy

management server, based on malicious traffic information received from a plurality of

malicious host tracker services, wherein at least two of the plurality of malicious host

tracker services are managed by different oreanizations, wherein one or more of the

packet filtering rules were added, removed, or altered by the security policy management

server based on a correlation between portions of the malicious traffic information, and

wherein a first packet matching rule of the packet filtering rules comprises:
at least one packet matching criterion,
a corresponding packet transformation function, and
an indication of a feed managed by at least one of the plurality of
malicious host tracker services; and
performing, based on the packet filtering rules, packet filtering on individual
packets of a plurality of packets associated with the network protected by the packet
security gateway, wherein the packet filtering comprises:
inspecting individual packets; and
filtering each packet based on content determined from the inspection of

that individual packet.

2. (Original) The method of claim 1, wherein the at least one packet matching criterion
comprises at least one network address associated with an indication of malicious network

traffic.

Keysight Technologies Ex. 1002
Page 63 of 401



3. (Origmal) The method of claim 1, wherein at least one packet transformation function

comprises a network protection action.

4. (Original) The method of claim 1, wherein the dynamic security policy specifies that a
first plurality of packets should be placed in a first forwarding queue and a second plurality of
packets should be placed in a second forwarding queue, wherein the first forwarding queue has a
higher forwarding rate than the second forwarding queue, and wherein the method further
comprises:

sending, by the packet security gateway, the first plurality of packets in the first

forwarding queue; and
sending, by the packet security gateway, the second plurality of packets in the

second forwarding queue.

5. (Origmal) The method of claim 1, further comprising:
receiving, by the packet security gateway and using an interface that is not addressed at
the network layer, packets in a network layer transparent manner; and

performing at least one packet transformation function at the network layer.

6. (Original) The method of claim 1, wherein the packet security gateway is a LAN switch.

7. (Original) The method of claim 1, wherein the filtering each packet comprises:
filtering one packet at a time; and

performing a packet digest logging function with respect to each filtered packet.

8. (Original) The method of claim 7, wherein, the packet digest logging function comprises:
identifying a subset of information in each packet that is also specified by the packet
digest logging function;
generating, for each packet, a record comprising the subset of information;
reformatting, for each packet, the subset of information according to a logging system

standard; and
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routing, based on the subset of information in the identified packet, each packet to a

monitoring device.

9. (Currently Amended) A packet security gateway configured for protection of a network,
capable of receiving a plurality of dynamic security policies and associated with a security policy
management server external from the network, the packet security gateway comprising:
at least one processor; and
memory comprising instructions that, when executed by the last least one
processor, cause the packet security gateway to:
receive, from the security policy management server, a dynamic security
policy comprising packet filtering rules, wherein one or both of the dynamic
security policy or one or more of the packet filtering rules of the dynamic security
policy were automatically created or altered, by the security policy management
server, based on malicious traffic information received from a plurality of

malicious host tracker services, wherein at least two of the plurality of malicious

host tracker services are managed by different organizations, wherein one or more

of the packet filtering rules were added, removed, or altered by the security policy

management server based on a correlation between portions of the malicious

traffic information, and wherein a first packet matching rule of the packet filtering

rules comprises:
at least one packet matching criterion,
a corresponding packet transformation function, and
an indication of a feed managed by at least one of the plurality of
malicious host tracker services; and
perform, based on the packet filtering rules, packet filtering on individual
packets of a plurality of packets associated with the network protected by the
packet security gateway, wherein the packet filtering comprises:
inspecting individual packets; and
filtering each packet based on content determined from the

inspection of that individual packet.
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10. (Previously Presented) The packet security gateway of claim 9, wherein the at least one
packet matching criterion comprises atleast one network address associated with an indication of

malicious network traffic.

11. (Previously Presented) The packet security gateway of claim 9, wherein at least one

packet transformation function comprises a network protection action.

12. (Previously Presented) The packet security gateway of claim 9, wherein the dynamic
security policy specifies that a first plurality of packets should be placed in a first forwarding
queue and a second plurality of packets should be placed in a second forwarding queue, wherein
the first forwarding queue has a higher forwarding rate than the second forwarding queue, and

wherein the instructions, when executed by the atleast one processor, cause the packet security

gateway to:
send the first plurality of packets in the first forwarding queue; and
send the second plurality of packets in the second forwarding queue.
13. (Previously Presented) The packet security gateway of claim 9, wherein the instructions,

when executed by the at least one processor, cause the packet security gateway to:
receive, using an interface that is not addressed at the network layer, packets in a network
layer transparent manner; and

perform at least one packet transformation function at the network layer.

14. (Previously Presented) The packet security gateway of claim 9, wherein the packet

security gateway is a LAN switch.

15. (Previously Presented) The packet security gateway of claim 9, wherein the instructions,
when executed by the at least one processor, cause the packet security gateway to:
filter one packet at a time; and

perform a packet digest logging function with respect to each filtered packet.
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16. (Original) The packet security gateway of claim 15, wherein the packet digest logging
function comprises:

identifying a subset of information in each packet that is also specified by the packet
digest logging function;

generating, for each packet, a record comprising the subset of information;

reformatting, for each packet, the subset of information according to a logging system
standard; and

routing, based on the subset of information in the identified packet, each packet to a

monitoring device.

17. (Currently Amended) One or more non-transitory computer-readable media comprising
instructions that, when executed by one or more processors of a packet security gateway
configured to protect a network, cause the packet security gateway to:
receive, from a security policy management server, a dynamic security policy
comprising packet filtering rules, wherein one or both of the dynamic security policy or
one or more of the packet filtering rules of the dynamic security policy were
automatically created or altered, by the security policy management server, based on
malicious traffic information received from a plurality of malicious host tracker services,

wherein at least two of the plurality of malicious host tracker services are managed by

different organizations, wherein one or more of the packet filtering rules were added,

removed, or altered by the security policy management server based on a correlation

between portions of the malicious traffic information, and wherein a first packet

matching rule of the packet filtering rules comprises:
at least one packet matching criterion,
a corresponding packet transformation function, and
an indication of a feed managed by at least one of the plurality of
malicious host tracker services; and
perform, based on the packet filtering rules, packet filtering on individual packets
of a plurality of packets associated with the network protected by the packet security
gateway, wherein the packet filtering comprises:

inspecting individual packets; and
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filtering each packet based on content determined from the inspection of

that individual packet.

18. (Origmal) The one or more non-transitory computer-readable media of claim 17, wherein
the at least one packet matching criterion comprises atleast one network address associated with

an indication of malicious network traffic.

19. (Origmal) The one or more non-transitory computer-readable media of claim 17, wherein

at least one packet transformation function comprises a network protection action.

20. (Previously Presented) The one or more non-transitory computer-readable media of claim
17, wherein the dynamic security policy specifies that a first plurality of packets should be
placed in a first forwarding queue and a second plurality of packets should be placed in a second
forwarding queue, wherein the first forwarding queue has a higher forwarding rate than the
second forwarding queue, and wherein the instructions, when executed by the one or more
processors of the packet security gateway, cause the packet security gateway to:

send the first plurality of packets in the first forwarding queue; and

send the second plurality of packets in the second forwarding queue.

21. (Origmal) The one or more non-transitory computer-readable media of claim 17, wherein
the instructions, when executed by the one or more processors of the packet security gateway,
cause the packet security gateway to:

receive, using an interface that is not addressed at the network layer, packets in a network
layer transparent manner; and

perform at least one packet transformation function at the network layer.

22. (Origmal) The one or more non-transitory computer-readable media of claim 17, wherein

the packet security gateway is a LAN switch.

Keysight Technologies Ex. 1002
Page 68 of 401



23. (Origmal) The one or more non-transitory computer-readable media of claim 17, wherein
the instructions, when executed by the one or more processors of the packet security gateway,
cause the packet security gateway to:

filter one packet at a time; and

perform a packet digest logging function with respect to each filtered packet.

24. (Original) The one or more non-transitory computer-readable media of claim 23, wherein
the packet digest logging function comprises:

identifying a subset of information in the packet that is also specified by the packet digest
logging function;

generating, for each packet, a record comprising the subset of information;

reformatting, for each packet, the subset of information according to a logging system
standard; and

routing, based on the subset of information in the identified packet, each packet to a

monitoring device.

25. (Currently Amended) A system comprising:
a security policy management server external from a network associated with a packet
security gateway, wherein the security policy management server comprises:
one or more first processors; and
first memory storing first instructions that, when executed by one or more first
processors, cause the security policy management server to:
receive, from a plurality of malicious host tracker services, first malicious

traffic information, wherein at least two of the plurality of malicious host tracker

services are managed by different organizations;

automatically create, based on the first malicious traffic information, a
dynamic security policy or [[patent]] packet filtering rules of the dynamic security
policy, wherein a first packet filtering rule of the [[patent]] packet filtering rules
comprise:

one or more packet matching criteria comprising a corresponding

network addresses,
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one or more corresponding packet transformation functions, and
an indication of a feed managed by at least one of the plurality of
malicious host tracker services; and

add, remove, or alter the one or more rules of the dynamic security policy

based, atleast in part, on making a correlation between portions of the first

malicious traffic information;

the packet security gateway, wherein the packet security gateway is configured for
protection of a network and associated with the security policy management server external from
the network, the packet security gateway comprising:
one or more second processors; and
second memory storing second instructions that, when executed by one or more
second processors, cause the packet security gateway to:
receive, from the security policy management server, the dynamic security
policy comprising the packet filtering rules; and
perform, based on the packet filtering rules, packet filtering on individual
packets of a plurality of packets associated with the network protected by the
packet security gateway, wherein the packet filtering comprises:
inspecting individual packets; and
filtering each packet based on content determined from the

inspection of that individual packet.

26. (Origmnal) The system of claim 25, wherein the atleast one packet matching criterion
comprises at least one network address associated with an indication of malicious network

traffic.

27. (Origmnal) The system of claim 25, wherein at least one packet transformation function

comprises a network protection action.

28. (Original) The system of claim 25, wherein the dynamic security policy specifies that a
first plurality of packets should be placed in a first forwarding queue and a second plurality of

packets should be placed in a second forwarding queue, wherein the first forwarding queue has a
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higher forwarding rate than the second forwarding queue, and wherein the second instructions,

when executed by the one or more second processors, further cause the packet security gateway

to:
send the first plurality of packets in the first forwarding queue; and
send the second plurality of packets in the second forwarding queue.
29. (Origmal) The system of claim 25, wherein the second instructions, when executed by the

one or more second processors, further cause the packet security gateway to:
receive, using an interface that is not addressed at the network layer, packets in a network
layer transparent manner; and

performing at least one packet transformation function at the network layer.

30. (Orignal) The system of claim 25, wherein the packet security gateway is a LAN switch.

31 (Origmal) The system of claim 25, wherein the second instructions, when executed by the
one or more second processors, cause the packet security gateway to:
filter one packet at a time; and

perform a packet digest logging function with respect to each filtered packet.

32. (Original) The system of claim 31, wherein, the packet digest logging function
comprises:

identifying a subset of information in each packet that is also specified by the packet
digest logging function;

generating, for each packet, a record comprising the subset of information;

reformatting, for each packet, the subset of information according to a logging system
standard; and

routing, based on the subset of information in the identified packet, each packet to a

monitoring device.

33 Cancelled) The-svatsnrobelpion-25wvhersinatdsast ool the-slasalinealamalicious
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35. (Origmnal) The system of claim 25, wherein at least one packet transformation function is

configured to route associated packets to a monitoring device.
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Due By: Thursday, January 7, 2021 4:00 PM

Flag Status: Flagged

Hi Examiner Huang,

Thank you for your call yesterday! We have conferred with our client, and they are willing to accept your proposal to
roll claims 33 and 34 into the independent claims. Please find enclosed claim amendments on that basis. Our
acceptance of these amendments is conditioned on the application being allowed in its entirety.

Recognizing that Internet communications are not secure, | hereby authorize the USPTO to communicate with the
undersigned and practitioners in accordance with 37 CFR 1.33 and 37 CFR 1.34 concerning any subject matter of this
application via video conferencing, instant messaging, or electronic mail. | understand that a copy of these
communications will be made of record in the application file. (MPEP 502.03)

Thank you,
Kirk

KIRK SIGMON | STTORNRY

BANNER WITCOFF
1100 13th Street NW, Suite 1200
Washington, DC 20005

TEL: 202.824.3146 | MAIN: 202.824.3000
bannerwitcoff.com | ksigmon@bannerwitcoff.com

P LEADERS SINCE 180

IMPORTANT/CONFIDENTIAL: This message contains information from the law firm of Banner & Witcoff, Ltd. which may be privileged, confidential, or
exempt from disclosure under applicable law. If the reader of this message is not the intended recipient, or the employee or agent responsible for
delivering the message to the intended recipient, you are hereby notified that any dissemination, distribution, retention, archiving, or copying the
communication is strictly prohibited. If you have received this communication in error, please notify us immediately by return e-mail.
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CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection({s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e){(2).

See attached certification statement.
X The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE
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Signature /Kirk A. Sigmon/ Date (YYYY-MM-DD) 2021-01-07
Name/Print Kirk A. Sigmon Registration Number 76,326
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1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
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require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
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VA 22313-1450.

EFS Web 2.1.18 Keysight Technologies Ex. 1002
Page 90 of 401




Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Docket No.: 007742.00188\US
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:

Steven Rogers et al.

Application No.: 17/027,436 Confirmation No.: 7579
Filed: September 21, 2020 Art Unit: 2497
For: Methods and Systems for Protecting a Secured Examiner: C. Huang
Network
TRANSMITTAL LETTER

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Dear Commissioner:

The documents cited in the Information Disclosure Statement simultaneously filed with
this Letter are cited in a German Nullity Action in EP3132587, which is related to the present
case.

Applicant believes no fee is due with this response. However, if a fee is due, please
charge our Deposit Account No. 19-0733, under Order No. 007742.00188\US from which the

undersigned is authorized to draw.

Dated: January 7, 2021 Respectfully submitted,

By:  /Kirk A. Sigmon/
Kirk A. Sigmon
Registration No.: 76,326

BANNER & WITCOFF, LTD.
1100 13th St. NW

STE 1200

Washington, DC 20005

(202) 824-3000
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.
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If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
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Docket No.: 007742.00188\US
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:

Steven Rogers

Application No.: 17/027,436 Confirmation No.: 7579

Filed: Sept. 21, 2020 Art Unit: 2497

For: Methods and Systems for Protecting a Secured Examiner: C. Huang
Network

AMENDMENT IN RESPONSE TO NON-FINAL OFFICE ACTION UNDER 37 C.F.R. §
1.111

MS Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Dear Commissioner:

INTRODUCTORY COMMENTS

In response to the Office Action dated November 25, 2020, please amend the above-
identified U.S. patent application as follows:

Amendments to the Claims are reflected in the Listing of Claims beginning on page 1.
Remarks begin on page 13.

Applicant hereby petitions for any extension to the time period for reply that may be
necessary, and the Commissioner is hereby authorized to charge any required fees or credit any

overpayment of fees to Deposit Account No. 19-0733.

Keysight Technologies Ex. 1002
Page 100 of 401



Application No.17/027,436 Docket No.: 007742.00188\US
Response to Office Action dtd November 25, 2020

LISTING OF THE CLAIMS

1. (Currently Amended) A method of filtering packets at a packet security gateway
configured for protection of a network, wherein the packet security gateway is capable of
receiving a plurality of dynamic security policies and is associated with a security policy
management server external from the network, the method comprising:
receiving, by the packet security gateway and from the security policy
management server, a dynamic security policy comprising packet filtering rules, wheretn
corresponding packet-transformationfunetion—and-wherein one or both of the dynamic
security policy or one or more of the packet filtering rules of the dynamic security policy
were automatically created or altered, by the security policy management server, based
on malicious traffic information received from a plurality of malicious host tracker

services, and wherein a first packet matching rule of the packet filtering rules comprises:

at least one packet matching criterion,

a corresponding packet transformation function, and

an indication of a feed managed by at least one of the plurality of

malicious host tracker services; and

performing, based on the packet filtering rules, packet filtering on individual
packets of the-a plurality of packets associated with the network protected by the packet
security gateway, wherein the packet filtering comprises:
inspecting individual packets; and
filtering each packet based on the-content determined from the inspection

of that individual packet.
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Application No.17/027,436 Docket No.: 007742.00188\US
Response to Office Action dtd November 25, 2020

2. (Original) The method of claim 1, wherein the at least one packet matching criterion
comprises at least one network address associated with an indication of malicious network

traffic.

3. (Original) The method of claim 1, wherein at least one packet transformation function

comprises a network protection action.

4. (Original) The method of claim 1, wherein the dynamic security policy specifies that a
first plurality of packets should be placed in a first forwarding queue and a second plurality of
packets should be placed in a second forwarding queue, wherein the first forwarding queue has a
higher forwarding rate than the second forwarding queue, and wherein the method further
comprises:

sending, by the packet security gateway, the first plurality of packets in the first

forwarding queue; and
sending, by the packet security gateway, the second plurality of packets in the

second forwarding queue.

5. (Original) The method of claim 1, further comprising:
receiving, by the packet security gateway and using an interface that is not addressed at
the network layer, packets in a network layer transparent manner; and

performing at least one packet transformation function at the network layer.

6. (Original) The method of claim 1, wherein the packet security gateway is a LAN switch.

7. (Original) The method of claim 1, wherein the filtering each packet comprises:

filtering one packet at a time; and
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Application No.17/027,436 Docket No.: 007742.00188\US
Response to Office Action dtd November 25, 2020

performing a packet digest logging function with respect to each filtered packet.

8. (Original) The method of claim 7, wherein, the packet digest logging function comprises:

identifying a subset of information in each packet that is also specified by the packet
digest logging function;

generating, for each packet, a record comprising the subset of information;

reformatting, for each packet, the subset of information according to a logging system
standard; and

routing, based on the subset of information in the identified packet, each packet to a

monitoring device.

9. (Currently Amended) A packet security gateway configured for protection of a network,
capable of receiving a plurality of dynamic security policies and associated with a security policy
management server external from the network, the packet security gateway comprising:
at least one processor; and
memory comprising instructions that, when executed by the last least one
processor, cause the packet security gateway to:

receive, from the security policy management server, a dynamic security

policy comprising packet filtering rules, wheretn-the-packetfteringrules

transformattonfunetionand-wherein one or both of the dynamic security policy
or one or more of the packet filtering rules of the dynamic security policy were
automatically created or altered, by the security policy management server, based
on malicious traffic information received from a_plurality of malicious host

tracker services, and wherein a first packet matching rule of the packet filtering

rules comprises:
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Application No.17/027,436 Docket No.: 007742.00188\US
Response to Office Action dtd November 25, 2020

at least one packet matching criterion,

a corresponding packet transformation function, and

an indication of a feed managed by at least one of the plurality of

malicious host tracker services; and

perform, based on the packet filtering rules, packet filtering on individual
packets of the-a plurality of packets associated with the network protected by the
packet security gateway, wherein the packet filtering comprises:
inspecting individual packets; and
filtering each packet based on thecontent determined from the

inspection of that individual packet.

10. (Currently Amended) The packet security gateway of claim 69, wherein the at least one
packet matching criterion comprises at least one network address associated with an indication of

malicious network traffic.

11.  (Currently Amended) The packet security gateway of claim 69, wherein at least one

packet transformation function comprises a network protection action.

12.  (Currently Amended) The packet security gateway of claim 69, wherein the dynamic
security policy specifies that a first plurality of packets should be placed in a first forwarding
queue and a second plurality of packets should be placed in a second forwarding queue, wherein
the first forwarding queue has a higher forwarding rate than the second forwarding queue, and
wherein the instructions, when executed by the at least one processor, cause the packet security
gateway to:

send the first plurality of packets in the first forwarding queue; and

send the second plurality of packets in the second forwarding queue.

5
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Application No.17/027,436 Docket No.: 007742.00188\US
Response to Office Action dtd November 25, 2020

13.  (Currently Amended) The packet security gateway of claim 69, wherein the instructions,
when executed by the at least one processor, cause the packet security gateway to:

receive, using an interface that is not addressed at the network layer, packets in a network
layer transparent manner; and

perform at least one packet transformation function at the network layer.

14. (Currently Amended) The packet security gateway of claim 69, wherein the packet
security gateway is a LAN switch.

15.  (Currently Amended) The packet security gateway of claim 69, wherein the instructions,
when executed by the at least one processor, cause the packet security gateway to:
filter one packet at a time; and

perform a packet digest logging function with respect to each filtered packet.

16. (Original) The packet security gateway of claim 15, wherein the packet digest logging
function comprises:

identifying a subset of information in each packet that is also specified by the packet
digest logging function;

generating, for each packet, a record comprising the subset of information;

reformatting, for each packet, the subset of information according to a logging system
standard; and

routing, based on the subset of information in the identified packet, each packet to a

monitoring device.
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Application No.17/027,436 Docket No.: 007742.00188\US
Response to Office Action dtd November 25, 2020

17. (Currently Amended) One or more non-transitory computer-readable media comprising
instructions that, when executed by one or more processors of a packet security gateway
configured to protect a network, cause the packet security gateway to:

receive, from the-a security policy management server, a dynamic security policy

comprising packet filtering rules, whereinthe-packetfilterine rules-comprise-atleastone

.
S =3 dha c c >

wherein one or both of the dynamic security policy or one or more of the packet filtering
rules of the dynamic security policy were automatically created or altered, by the security
policy management server, based on malicious traffic information received from a

plurality of malicious host tracker services, and wherein a first packet matching rule of

the packet filtering rules comprises:

at least one packet matching criterion,

a corresponding packet transformation function, and

an indication of a feed managed by at least one of the plurality of

malicious host tracker services; and

perform, based on the packet filtering rules, packet filtering on individual packets
of the-a first-plurality of packets associated with the network protected by the packet
security gateway, wherein the packet filtering comprises:
inspecting individual packets; and
filtering each packet based on the-content determined from the inspection

of that individual packet.

18. (Original) The one or more non-transitory computer-readable media of claim 17, wherein
the at least one packet matching criterion comprises at least one network address associated with

an indication of malicious network traffic.
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Application No.17/027,436 Docket No.: 007742.00188\US
Response to Office Action dtd November 25, 2020

19. (Original) The one or more non-transitory computer-readable media of claim 17, wherein

at least one packet transformation function comprises a network protection action.

20.  (Currently Amended) The one or more non-transitory computer-readable media of claim
17, wherein the first-dynamic security policy specifies that a first plurality of packets should be
placed in a first forwarding queue and a second plurality of packets should be placed in a second
forwarding queue, wherein the first forwarding queue has a higher forwarding rate than the
second forwarding queue, and wherein the instructions, when executed by the one or more
processors of the packet security gateway, cause the packet security gateway to:

send the first plurality of packets in the first forwarding queue; and

send the second plurality of packets in the second forwarding queue.

21.  (Original) The one or more non-transitory computer-readable media of claim 17, wherein
the instructions, when executed by the one or more processors of the packet security gateway,
cause the packet security gateway to:

receive, using an interface that is not addressed at the network layer, packets in a network
layer transparent manner; and

perform at least one packet transformation function at the network layer.

22. (Original) The one or more non-transitory computer-readable media of claim 17, wherein

the packet security gateway is a LAN switch.

23. (Original) The one or more non-transitory computer-readable media of claim 17, wherein
the instructions, when executed by the one or more processors of the packet security gateway,
cause the packet security gateway to:

filter one packet at a time; and
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perform a packet digest logging function with respect to each filtered packet.

24, (Original) The one or more non-transitory computer-readable media of claim 23, wherein
the packet digest logging function comprises:

identifying a subset of information in the packet that is also specified by the packet digest
logging function;

generating, for each packet, a record comprising the subset of information;

reformatting, for each packet, the subset of information according to a logging system
standard; and

routing, based on the subset of information in the identified packet, each packet to a

monitoring device.

25. (Currently Amended) A system comprising:
a security policy management server external from a network associated with a packet
security gateway, wherein the security policy management server comprises:
one or more first processors; and
first memory storing first instructions that, when executed by one or more first
processors, cause the security policy management server to:
receive, from a_plurality of malicious host tracker services, first malicious
traffic information;
automatically create, based on the first malicious traffic information, a
dynamic security policy or patent filtering rules of the dynamic security policy,

wherein_a first packet filtering rule of the patent filtering rules comprise;

one or more packet matching criteria comprising a corresponding
network addresses-and,

one or more corresponding packet transformation functions, and

9
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an indication of a feed managed by at least one of the plurality of

malicious host tracker services;

a-the packet security gateway, wherein the packet security gateway is configured for

protection of a network and associated with the security policy management server external from
the network, the packet security gateway comprising:
one or more second processors; and
second memory storing second instructions that, when executed by one or more
second processors, cause the packet security gateway to:

receive, from the security policy management server, the dynamic security

policy comprising the packet filtering rules;wheretnthe-first-packetfilteringrales

perform, based on the packet filtering rules, packet filtering on individual

packets of the-a plurality of packets associated with the network protected by the
packet security gateway, wherein the packet filtering comprises:

inspecting individual packets; and

filtering each packet based on thecontent determined from the

inspection of that individual packet.

26.  (Original) The system of claim 25, wherein the at least one packet matching criterion
comprises at least one network address associated with an indication of malicious network

traffic.

10
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27.  (Original) The system of claim 25, wherein at least one packet transformation function

comprises a network protection action.

28. (Original) The system of claim 25, wherein the dynamic security policy specifies that a
first plurality of packets should be placed in a first forwarding queue and a second plurality of
packets should be placed in a second forwarding queue, wherein the first forwarding queue has a
higher forwarding rate than the second forwarding queue, and wherein the second instructions,

when executed by the one or more second processors, further cause the packet security gateway

to:
send the first plurality of packets in the first forwarding queue; and
send the second plurality of packets in the second forwarding queue.
29.  (Original) The system of claim 25, wherein the second instructions, when executed by the

one or more second processors, further cause the packet security gateway to:
receive, using an interface that is not addressed at the network layer, packets in a network
layer transparent manner; and

performing at least one packet transformation function at the network layer.
30.  (Original) The system of claim 25, wherein the packet security gateway is a LAN switch.
31.  (Original) The system of claim 25, wherein the second instructions, when executed by the
one or more second processors, cause the packet security gateway to:

filter one packet at a time; and

perform a packet digest logging function with respect to each filtered packet.

11
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32. (Original) The system of claim 31, wherein, the packet digest logging function
comprises:

identifying a subset of information in each packet that is also specified by the packet
digest logging function;

generating, for each packet, a record comprising the subset of information;

reformatting, for each packet, the subset of information according to a logging system
standard; and

routing, based on the subset of information in the identified packet, each packet to a

monitoring device.

33.  (Currently Amended) The system of claim 25, wherein at least two of the plurality of
malicious host tracker services are managed by different organizationsthe-firstinstructions—when

34.  (Currently Amended) The system of claim 25, wherein the first instructions, when

executed by the one or more first processors, cause the security policy management server to:
add, remove or alter the one or more rules of the first-erseeond-dynamic security policy
based, at least in part, on making a correlation between the malicious traffic information received

from the-the plurality of malicious host tracker servicesdifferent-hosttrackerserviees.

35.  (Original) The system of claim 25, wherein at least one packet transformation function is

configured to route associated packets to a monitoring device.

12
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REMARKS

The Non-Final Office Action, dated November 25, 2020, (the “Action”) has been carefully
reviewed and these remarks are responsive thereto. Claims 1, 9-15, 17, 20, 25, 33, and 34 have
been amended. No new matter has been added. Claims 1-35 are therefore pending, with claims
1,9, 17, and 25 being independent. Entry of these amendments is respectfully requested, and
reconsideration and allowance of the instant application are respectfully requested.

ALLOWABLE SUBJECT MATTER

Applicant thanks the Office for the indication that claims 8, 16, 24, and 32 would be
alowable if rewritten in independent form (and if the double patenting rejection, addressed below,
was addressed).

CLAIM OBJECTIONS

Claims 10-15 and 25 stand objected to for various informalities. Applicant thanks the
Office for the indication of these typograhical errors, and has amended the claims to correct them.
DOUBLE PATENTING

Claims 1-35 stand rejected on the ground of nonstatutory obviousness-type double
patenting as being unpatentable over U.S. Pat. No. 10,749,906 and U.S. Pat. App. No. 16/909,327.

Without conceding the merit of this rejection, Applicant will submit a terminal disclaimer
over U.S. Pat. No. 10,749,906 and U.S. Pat. App. No. 16/909,327. In view of the filing of that
terminal disclaimer, Applicant submits that the rejection is thereby mooted.

REJECTIONS UNDER 35 U.S.C. § 103

Claims 1-3, 6-7, 9-11, 14-15, 17-19, 22-23, 25-27, 30-31, and 33-35 stand rejected
under 35 U.S.C. § 103 as being unpatentable over U.S. Pat. Pub. No. 2012/0304244 to Xie ef al.
(“Xie”) and U.S. Pat. Pub. No. 2004/0172557 to Nakae ef al. (“Nakae”).

Claims 4, 12, 20, and 28 stand rejected under 35 U.S.C. § 103 as being unpatentable over
Xie, Nakae, and U.S. Pat. Pub. No. 2009/0300759 to Wang et al. (“Wang”).

13

Keysight Technologies Ex. 1002
Page 112 of 401



Application No.17/027,436 Docket No.: 007742.00188\US
Response to Office Action dtd November 25, 2020

Claims 5, 13, 21, and 29 stand rejected under 35 U.S.C. § 103 as being unpatentable over
Xie, Nakae, and U.S. Pat. Pub. No. 2005/0138204 to Iyer ef al. (“Iyer”).
Applicant respectfully traverses these references for at least the following reasons.
Claim 1 has been amended to recite:
receiving, by the packet security gateway and from the security
policy management server, a dynamic security policy comprising packet
filtering rules, wherein one or both of the dynamic security policy or one
or more of the packet filtering rules of the dynamic security policy were
automatically created or altered, by the security policy management
server, based on malicious traffic information received from a plurality of
malicious host tracker services, and wherein a first packet matching rule
of the packet filtering rules comprises:
at least one packet matching criterion,
a corresponding packet transformation function, and
an indication of a feed managed by at least one of the
plurality of malicious host tracker services; and
performing, based on the packet filtering rules, packet filtering on
individual packets of a plurality of packets associated with the network
protected by the packet security gateway, wherein the packet filtering
comprises:
inspecting individual packets, and
filtering each packet based on content determined from the
inspection of that individual packet.
Claims 9, 17, and 25, while different, have been similarly amended. None of the cited

references teach, disclose, or otherwise suggest at least these features.

14
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Xie does not teach, disclose, or otherwise suggest “receiving, by the packet security
gateway and from the security policy management server, a dynamic security policy comprising

packet filtering rules, wherein one or both of the dynamic security policy or one or more of the

packet filtering rules of the dynamic security policy were automatically created or altered, by the

security policy management server, based on malicious traffic information received from a

plurality of malicious host tracker services, and wherein a first packet maitching rule of the packet

filtering rules comprises: at least one packel! maitching criterion, a corresponding packet

transformation function, and an indication of a feed managed by at least one of the plurality of

malicious host tracker services.” Xie describes a “malware analysis system for detecting malware

for which existing signatures do not detect (e.g., which can then effectively prevent new zero-day
exploits).” (Xie, para. 0025). For example, in Xie, a “firewall 212 can send potential malware
samples for which no preexisting signatures match to the VM appliance/server 216 for further
analysis using the techniques described herein.” (/d., para. 0042). Then, “[i]f he potential malware
sample is determined to be malware, then the VM appliance server 216 (e.g., or another
function/device) can automatically generate a new signature for the malware, which can then be
sent to the firewall 212 for updating the signature/data and/or rules/policies of the firewall 212 so
that the malware can be detected and appropriate actions taken by the firewall 212, such as to block
the malware.” (Id.). As such, Xie describes causing a virtual machine to generate a signature of

malware to update rules/policies of a firewall. But Xie does not teach that “a first packet matching

rule of the packet filtering rules comprises: at least one packet matching criterion, a corresponding

packet transformation function, and an indication of a feed managed by at least one of the plurality

of malicious host tracker services.” Indeed, along these lines, the Action, on page 12, concedes

that Xie does not teach the formerly-recited “wherein the packet filtering rules comprise at least
one packet matching criterion and a corresponding packet transformation function.”
Nakae does not remedy these deficiencies. Nakae describes an “an attack defending system

and an attack defending method as well as a firewall unit, which allow effective defense against

15
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attacks from external networks even when a communication system uses a communication path
encryption technique.” (Nakae, para. 0018). The “attack detecting system” comprises a “firewall
device” which “receives an attack detection alert from the at least one attack detecting system and
transforms it to an alert including at least an attack-source IP address and an attack-target IP
address.” (/d., para. 0029). Such a firewall device may use “access control rules,” and “[e]ach
access control rule is composed of a combination of rule matching conditions including a source
IP address (SRC) and a destination IP address (DST), and an identifier denoting a predetermined
processing method (PROC) such as acceptance (ACCEPT), denial (DENY) and dropping (DROP)
of a packet.” (/d., para. 0114). But Nakae does not teach, disclose, or otherwise suggest “a
plurality of malicious host tracker services” in the first place, let alone that the “a first packet

matching rule of the packet filtering rules comprises: at least one packet matching criterion, a

corresponding packet transformation function, and_an indication of a feed managed by at least

one of the plurality of malicious host tracker services.”

None of the other references remedy these deficiencies. For example, neither Wang nor
Iyer disclose “a plurality of malicious host tracker services” in the first place, let alone that the “a

first packet matching rule of the packet filtering rules comprises: at least one packet matching

criterion, a corresponding packet transformation function, and_an indication of a feed managed

by at least one of the plurality of malicious host tracker services.”

Accordingly, claim 1 is in a condition for allowance. Claims 9, 17, and 25, while different,
have been similarly amended, and are allowable for similar reasons. Claims 2—-8, 10-16, 18-24,
and 26-35 depend from claims 1, 9, 17, and 25, and are allowable due to their dependency as well

as because of their respective novel features.
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CONCLUSION

All 1issues having been addressed, Applicant respectfully submits that the instant
application is in condition for allowance, and respectfully solicits prompt notification of the same.
However, if for any reason the Examiner believes the application is not in condition for allowance

or there are any questions, the Examiner is requested to contact the undersigned at 202-824-3146.
Dated: Dec. 18, 2020 Respectfully submitted,

By:  /Kirk A. Sigmon/

Kirk A. Sigmon
Registration No.: 76,326

BANNER & WITCOFF, LTD.
1100 13th St. NW

STE 1200

Washington, DC 20005

(202) 824-3000

17

Keysight Technologies Ex. 1002
Page 116 of 401



Electronic Acknowledgement Receipt

EFS ID: 41430060
Application Number: 17027436
International Application Number:
Confirmation Number: 7579

Title of Invention:

Methods and Systems for Protecting a Secured Network

First Named Inventor/Applicant Name:

Steven Rogers

Customer Number:

22907

Filer:

Kirk Allen Sigmon/Jessica Williams

Filer Authorized By:

Kirk Allen Sigmon

Attorney Docket Number: 007742.00188\US
Receipt Date: 18-DEC-2020
Filing Date: 21-SEP-2020
Time Stamp: 12:37:49

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment no
File Listing:
Document .. . File Size(Bytes Multi Pages
Y Document Description File Name ile Size( y i Y I. . 9
Number Message Digest | Part/.zip| (ifappl.)
160653
1 774200188amendment_20916 yes 17
724pdf 5a82256adbfb2c30902be997242848bb8f9)
92859

Keysight Technologies Ex. 1002
Page 117 of 401




Multipart Description/PDF files in .zip description
Document Description Start End
Amendment/Req. Reconsideration-After Non-Final Reject 1 1
Claims 2 12
Applicant Arguments/Remarks Made in an Amendment 13 17
Warnings:
Information:
Total Files Size (in bytes): 160653

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

Keysight Technologies Ex. 1002
Page 118 of 401




PTO/SB/25
Doc Code: DIST.E.FILE PTO/SB/26
Document Description: Electronic Terminal Disclaimer - Filed U.S. Patent and Trademark Office
Department of Commerce

Electronic Petition Request TERMINAL DISCLAIMER TO OBVIATE A PROVISIONAL DOUBLE PATENTING
REJECTION OVER A PENDING "REFERENCE" APPLICATION

AND TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING REJECTION OVER A
“PRIOR” PATENT

Application Number 17027436

Filing Date 21-Sep-2020
First Named Inventor Steven Rogers
Attorney Docket Number 007742.00188\US

Title of Invention

Methods and Systems for Protecting a Secured Network

< Filing of terminal disclaimer does not obviate requirement for response under 37 CFR 1.111 to outstanding
Office Action

X] This electronic Terminal Disclaimer is not being used for a Joint Research Agreement.

Owner Percent Interest

Centripetal Networks, Inc. 100 %

The owner(s) of percent interest listed above in the instant application hereby disclaims, except as provided below, the terminal
part of the statutory term of any patent granted on the instant application which would extend beyond the expiration date of the
full statutory term of any patent granted on pending reference Application Number(s)

16909327 filed on 06/23/2020

as the term of any patent granted on said reference application may be shortened by any terminal disclaimer filed prior to the
grant of any patent on the pending reference application. The owner hereby agrees that any patent so granted on the instant
application shall be enforceable only for and during such period that it and any patent granted on the reference application are
commonly owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its
SUCCESSOrs OF assigns.

In making the above disclaimer, the owner does not disclaim the terminal part of any patent granted on the instant application
that would extend to the expiration date of the full statutory term of any patent granted on said reference application, "as the
term of any patent granted on said reference application may be shortened by any terminal disclaimer filed prior to the grant of
any patent on the pending reference application,” in the event that any such patent granted on the pending reference
application: expires for failure to pay a maintenance fee, is held unenforceable, is found invalid by a court of competent
jurisdiction, is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321, has all claims canceled by a
reexamination certificate, is reissued, or is in any manner terminated prior to the expiration of its full statutory term as shortened
by any terminal disclaimer filed prior to its grant.

The owner(s) with percent interest listed above in the instant application hereby disclaims, except as provided below, the
terminal part of the statutory term of any patent granted on the instant application which would extend beyond the expiration

date of the full statutory term of prior patent number(s) KeySI ght Technol Ogl es Ex. 1002

Page 119 of 401




10749906

as the term of said prior patent is presently shortened by any terminal disclaimer. The owner hereby agrees that any patent so
granted on the instant application shall be enforceable only for and during such period that it and the prior patent are commonly
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors
or assigns.

In making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant
application that would extend to the expiration date of the full statutory term of the prior patent, "as the term of said prior patent
is presently shortened by any terminal disclaimer,” in the event that said prior patent later:

- expires for failure to pay a maintenance fee;

- is held unenforceable;

- is found invalid by a court of competent jurisdiction;

- is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;

- has all claims canceled by a reexamination certificate;

- is reissued; or

- is in any manner terminated prior to the expiration of its full statutory term as presently shortened by any terminal disclaimer.

@ Terminal disclaimer fee under 37 CFR 1.20(d) is included with Electronic Terminal Disclaimer request.

O | certify, in accordance with 37 CFR 1.4(d)(4), that the terminal disclaimer fee under 37 CFR 1.20(d)
required for this terminal disclaimer has already been paid in the above-identified application.

Applicants claims the following fee status:

(® Small Entity
(O Micro Entity

(O Regular Undiscounted

| hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and
the like so made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and
that such willful false statements may jeopardize the validity of the application or any patent issued thereon.

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY OR SIGNATORIES

| certify, in accordance with 37 CFR 1.4(d)(4) that | am:

® An attorney or agent registered to practice before the Patent and Trademark Office who is of record in
this application

Registration Number 76326

(O Asoleinventor

O A joint inventor; | certify that | am authorized to sign this submission on behalf of all of the inventors as evidenced by the
power of attorney in the application

(O Ajointinventor; all of whom are signing this request

Signature /Kirk A. Sigmon/

Name Kirk A. Sigmon

Keysight Technotogies EX. 1002
Page 120 of 401




*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.

Keysight Technologies Ex. 1002
Page 121 of 401



Electronic Patent Application Fee Transmittal

Application Number: 17027436
Filing Date: 21-Sep-2020
Title of Invention: Methods and Systems for Protecting a Secured Network

First Named Inventor/Applicant Name:

Steven Rogers

Filer: Kirk Allen Sigmon/Jessica Williams
Attorney Docket Number: 007742.00188\US
Filed as Small Entity
Filing Fees for Utility under 35 USC 111(a)
Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Basic Filing:
STATUTORY OR TERMINAL DISCLAIMER 2814 1 170 170
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Keysight Technologies Ex. 1002
Page 122 of 401




Description

Fee Code

Quantity

Amount

Sub-Total in
UsD($)

Extension-of-Time:

Miscellaneous:

Total in USD ($)

170

Keysight Technologies Ex. 1002
Page 123 of 401




Doc Code: DISQ.E.FILE
Document Description: Electronic Terminal Disclaimer — Approved

Application No.: 17027436
Filing Date: 21-Sep-2020

Applicant/Patent under Reexamination: Rogers

Electronic Terminal Disclaimer filed on  December 18, 2020

X APPROVED

This patent is subject to a terminal disclaimer

] DISAPPROVED

Approved/Disapproved by: Electronic Terminal Disclaimer automatically approved by EFS-Web

U.S. Patent and Trademark Office

Keysight Technologies Ex. 1002
Page 124 of 401



Electronic Acknowledgement Receipt

EFS ID: 41429928
Application Number: 17027436
International Application Number:
Confirmation Number: 7579

Title of Invention:

Methods and Systems for Protecting a Secured Network

First Named Inventor/Applicant Name:

Steven Rogers

Customer Number:

22907

Filer:

Kirk Allen Sigmon/Jessica Williams

Filer Authorized By:

Kirk Allen Sigmon

Attorney Docket Number: 007742.00188\US
Receipt Date: 18-DEC-2020
Filing Date: 21-SEP-2020
Time Stamp: 12:34:23

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes

Payment Type DA

Payment was successfully received in RAM $170

RAM confirmation Number E2020BHC34205390
Deposit Account 190733

Authorized User

Jessica Williams

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.16 {National application filing, search, and examination fees)

37 CFR 1.17 (Patent application and reexamination processing fees)

Kevsight Technol Qgies Ex._1002
J J

Page 125 of 401



37 CFR 1.19 (Document supply fees)
37 CFR 1.20 {Post Issuance fees)

37 CFR 1.21 {Miscellaneous fees and charges)

File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)

35977

1 Terminal Disclaimer-Filed (Electronic) eTerminal-Disclaimer.pdf no 3

6d5104d5db694c400345936ad66808c1 ce 'l
251d1

Warnings:

Information:

30598

2 Fee Worksheet (SB06) fee-info.pdf no 2

Oe8c8eeb93b4adf3d7f3433dch6c8f44eeed

Warnings:

Information:

Total Files Size (in bytes): 66575

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

Keysight Technologies Ex. 1002
Page 126 of 401




Under the Paperwork Reduction Act of 1995, no persons are req

PTO/SB/06 (09-11)

Approved for use through 1/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

ired to respond to a collection of information unless it displays a valid OMB control number.

APPLICATION AS FILED - PARTI

Application or Docket Number Filing Date
PATENT APPLICgIggmtEfEFFCEEEEg_IE\gIglATION RECORD 71027 436 092012020 3o be Maed
ENTITY: LARGE [(JswmaLL (O micro

(Column 1} (Column 2}
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
(] Basic FEE N/A N/A N/A
(37 CFR 1.16(a), (b), or (c))
() SEARCH FEE
(37 CFR 1.16(K), (i), or (m)) N/A N/A N/A
D EXAMINATION FEE
(37 CFR 1.16(0), (p), or (q)) N/A N/A N/A
TOTAL CLAIMS . .
(37 GFR 1.16(i)) minus 20 = x $100 -
INDEPENDENT CLAIMS . *
(37 CFR 1.16(h)) minus 3 = x $460 -
If the specification and drawings exceed 100 sheets
of paper, the application size fee due is $310 ($155
DST:;LIE?QON SIZE FEE (37 for small entity) for each additional 50 sheets or
16(s)) fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
[J MULTIPLE DEPENDENT GLAIM PRESENT (37 CFR 1.16())
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL
APPLICATION AS AMENDED - PART Il
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
— 12/18/2020 | arrer PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
Total * ; wx - =
E (37 OFF 11660} 35 Minus 35 =0 x $100 - 0
Z | Independent « : wx — —
g (37 CFF:% 1.16(h) 4 Minus 4 =0 x $480 - 0
< [ Application Size Fee (37 CFR 1.16(s))
D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16(j))
TOTAL ADD'L FEE 0
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
L | Total * ; *x = -
= | srorr sy Minus = x $0 =
8 [ Independent . - xk - _
E (37 CFF:% 1.16(h) Minus — X $ 0 -
E () Application Size Fee (37 CFR 1.16(s))

J FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16()))

TOTAL ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.

LIE

** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".

[ZETA T ADAMS/

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".

The "Highest Number Previously Paid For" (Total or Independent} is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process} an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

/f you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.

Keysight Technologies Ex. 1002
Page 127 of 401



UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
17/027.436 09/21/2020 Steven Rogers 007742.00188\US 7579
22007 7590 1112512020 | YR |
BANNER & WITCOFF, LTD.
1100 13th STREET, N.W. HUANG, CHENG-FENG
SUITE 1200
WASHINGTON, DC 20005-4051 | ART UNIT | paper~UMBER |
2497
| NOTIFICATION DATE | DELIVERY MODE |
1172512020 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

GPD @bannerwitcoff.com
eofficeaction @bannerwitcoff.com

PTOL-90A (Rev. 04/07)

Keysight Technologies Ex. 1002
Page 128 of 401



Application No. Applicant(s)

17/027,436 Rogers et al.
Office Action Summary Examiner ArtUnit | AIA (FITF) Status
CHENG-FENG HUANG 2497 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing
date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6} MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 09/21/2020.
0 A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon
2a)(] This action is FINAL. 2b) ¥ This action is non-final.

3)(J An election was made by the applicant in response to a restriction requirement set forth during the interview
on ; the restriction requirement and election have been incorporated into this action.

4)J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parre Quayte, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5) Claim(s) 1-35 is/are pending in the application.

5a) Of the above claim(s) _____is/are withdrawn from consideration.
6) (J Claim(s) ____is/are allowed.
7) Claim(s) 1-35 is/are rejected.
8) [ Claim(s) ____is/are objected to.
9) (J Claim(s) are subject to restriction and/or election requirement
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a

participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

Application Papers
10)(1 The specification is objected to by the Examiner.
11)[@ The drawing(s) filed on 09/21/2020 is/are: a)l¥] accepted or b){] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
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2.(J Certified copies of the priority documents have been received in Application No.
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DETAILED ACTION
1. The present application, filed on or after March 16, 2013, is being examined
under the first inventor to file provisions of the AlA.
2. This is a reply to the application filed on 09/21/2020, in which, claim(s) 1-35 are

pending. Claim(s) 1, 9, 17 and 25 are independent.

Information Disclosure Statement
3. The information disclosure statement (IDS) submitted on 09/21/2020,
09/21/2020, 09/21/2020, 09/21/2020, 09/21/2020, and 10/12/2020, has been reviewed.
The submission fails to comply with 37 CFR 1.98(a)(2), which requires a legible copy of
each cited foreign patent document; each non-patent literature publication or that
portion which caused it to be listed; and all other information or that portion which
caused it to be listed. It has been placed in the application file, but the information

referred to therein has not been considered.

Drawings

4. The drawings filed on 09/21/2020 are accepted by The Examiner.

Examiner’s Note
5. Claim 9 recites “A packet security gateway...comprising: ... instructions that,
when executed by the last least one processor’ and claim 25 recites “A system
comprising: ... instructions that, when executed by the last least one processors’.

Claims 9 and 25 have been analyzed for 35 USC 101. No 35 USC 101 deemed
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necessary since the processor is interpreted as hardware processor in order to
“‘execute” instructions. Therefore the examiner has viewed the gateway and the system

as meeting 35 U.S.C. 101 eligibility requirements.

Claim Objections
6. Claims 10-15, and 25 are objected to because of the following informalities:

o Claims 10-15 recite “ The packet security galeway of ¢laim £ which should be
“The packet security galeway of olaim & since claim 6 is a method claim.

e Claim 25 (lines 10-11) recites “patent filtering rules” which should be “packst
filtering rules” to correct the typo.

e Claim 25 (line 9) recites “based on the malicious Iraffic information” which should
be “based on the first malicicus traffic information” since the term “first malicious
traffic information” is previously mentioned in the claim.

e Claim 25 (line 26) recites “based on malicious fraffic information” which should be
‘based on the first malicious traffic information” since the term “first malicious
traffic information” is previously mentioned in the claim.

e Claim 25 (line 26) recites “g mafivious host tracker service” which should be “ffie
maficinus host tracker service” since the term “malicicus host fracker service” IS
previously mentioned in the claim.

Appropriate correction is required.
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Double Patenting
7. The nonstatutory double patenting rejection is based on a judicially created
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the
unjustified or improper timewise extension of the “right to exclude” granted by a patent
and to prevent possible harassment by multiple assignees. A nonstatutory double
patenting rejection is appropriate where the claims at issue are not identical, but at least
one examined application claim is not patentably distinct from the reference claim(s)
because the examined application claim is either anticipated by, or would have been
obvious over, the reference claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d
1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir.
1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re Van Ornum,
686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 619
(CCPA 1970); and In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d)
may be used to overcome an actual or provisional rejection based on a nonstatutory
double patenting ground provided the reference application or patent either is shown to
be commonly owned with this application, or claims an invention made as a result of
activities undertaken within the scope of a joint research agreement. A terminal
disclaimer must be signed in compliance with 37 CFR 1.321(b).

The USPTO internet Web site contains terminal disclaimer forms which may be
used. Please visit http://www.uspto.gov/forms/. The filing date of the application will
determine what form should be used. A web-based eTerminal Disclaimer may be filled

out completely online using web-screens. An eTerminal Disclaimer that meets all
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Page 5

requirements is auto-processed and approved immediately upon submission. For more

information about eTerminal Disclaimers, refer to

http://www.uspto.gov/patents/process/file/efs/quidance/e TD-info-1.jsp.

8. Claims 1-35 are non-provisionally rejected on the ground of nonstatutory

obviousness-type double patenting as being unpatentable over:

Claims 1-17 of Patent 10,749,906.

Although the conflicting claims are not identical, they are not patentably distinct

from each other because claims 1-35 are anticipated by claims 1-17 of Patent

10,749,906.

Patent No. US 10,749,906 (16/448,969)

Instant Application No.(17/027,436)

Claim 1. A method of filtering packets at
a packet security gateway configured for
protection of a network and associated
with a security policy management
server external from the network, the
method comprising:

receiving, by the packet security
gateway, a dynamic security policy
comprising a first set of packet filtering
rules from the security policy
management server, wherein each
packet filtering rule of the first set of
packet filtering rules comprises at least
one packet matching criterion and a
corresponding packet transformation
function, and wherein one or more first
packet filtering rules of the first set of

Claim 1. A method of filtering packets at a
packel securily gateway configurad for
protection of g network, wherein the
packet security galeway is capable of
receiving g plurality of dynamic securily
policies and is associated with a sacurity
colicy management server external from
the network, the mathod comprising:

receiving, by the packet security gatewsy
and from the security policy managemert
server, g dynamic securily policy
comprising packel fillering rules, whersin
the packet iltering rules comprise al least
one packet matching ariterion and a
corresponding packet transformation
funclion, and wherein one or both of the
gdynamic security policy or ong or more of
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packet filtering rules were automatically
created or altered by the security policy
management server based on malicious
traffic information received from a
malicious host tracker service;

performing, on a packet by packet basis,
packet filtering on a first portion of
packets associated with the network
protected by the packet security gateway
based on the first set of packet filtering
rules by performing at least one of
multiple packet transformation functions
specified by at least one packet filtering
rule of the first set of packet filtering
rules on the first portion of packets,
wherein at least one of the multiple
packet transformation functions specified
by the at least one packet filtering rule of
the first set of packet filtering rules
corresponds to a packet digest logging
function that supports a network
communications awareness service and
comprises:

identifying a subset of information
specified by a packet matching the
packet matching criterion of a packet
filtering rule that specified the packet
digest logging function;

generating a record comprising the
subset of information specified by the
packet; reformatting the subset of
information specified by the packet in
accordance with a logging system
standard; and routing, by the packet
security gateway, the packet to a
monitoring device; receiving, by the
packet security gateway and after
performing packet filtering on the first

Page 6

the packel filtering rules of the dynamic
security policy were automatically crealed
or alterad, by the sacurity policy
manggement server, based on malicious
traffic information received rom a
malicious hosi tracker service; and

performing, based on the packet fiftering
rules, packet fillering on individual packeis
of the plurality of packets associated with
the network protected by the packet
security galeway, wherein the packet
filtering comprises:

ingpecting individual packets; and

filering e3ch packet based on the conient
determinad from the inspection of that
individual packet.
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portion of the packets, an updated
second set of packet filtering rules for
the dynamic security policy from the
security policy management server,
wherein the updated second set of
packet filtering rules comprises an
update to the first set of packet filtering
rules and was generated by the security
policy management server based on
updated malicious traffic information
received from the malicious host tracker
service; and

performing, on a packet by packet basis,
packet filtering on a second portion of
the packets associated with the network
protected by the packet security gateway
based on the updated second set of
packet filtering rules.

9. Claims 1-35 are non-provisionally rejected on the ground of nonstatutory
obviousness-type double patenting as being unpatentable over:

Claims 1-14 of Patent application No. 16/909,327 .

Although the conflicting claims are not identical, they are not patentably distinct
from each other because claims 1-35 are anticipated by claims 1-14 of Patent

application No. 16/909,327.

Patent application No. 16/909,327 Instant Application No.(17/027,436)

Claim 1. A method of filtering packets | cain 1. A method of filtering packets at a

ata packet gecurlty gateway that nacket security galsway condigurad for
provides an interface across a

boundary of a network protected by the protection of a network, wherein the packet
packet security gateway and one or security gateway is capable of receiving &
more networks other than the network | piurality of dynamic security policies and is
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protected by the packet security
gateway, the method comprising:

receiving, by the packet security
gateway and from a security policy
management server located in the one
or more networks other than the
network protected by the packet
security gateway, a dynamic security
policy comprising a first set of packet
filtering rules to be applied to all
network traffic traversing the boundary
via the packet security gateway,
wherein one or more first packet
filtering rules of the first set of packet
filtering rules were automatically
created by the security policy
management server based on
malicious traffic information received
from one or more malicious host
tracker services, and wherein each
packet filtering rule of the first set of
packet filtering rules comprises:

at least one packet matching criterion,
one or more corresponding packet
transformation functions, and
metadata indicating at least one
malicious host tracker service, of the
one or more malicious host tracker
services, corresponding to the
respective packet filtering rule, wherein
the metadata comprises an
identification of a feed managed by the
at least one malicious host tracker
service that provides network
addresses of malicious hosts;

configuring, based on the first set of
packet filtering rules, the packet
security gateway;

Page 8

associated with a sacurity policy
management server extemal from the
natwork, the method comprising:

raceiving, by the packet securily galeway
and from the securily policy management
server, a dynamic security policy
comprising packet filtering rules, wherein
the packet filtering rules comprise at lgast
one packst matching criterion and a
corresponding packet transformation
funchion, and wherein ong or hoth of the
chynamic security policy or one or more of
the packet filtering rules of the dynamic
security policy were automatically created
or altered, by the security policy
management server, based on malicious
raffic information recaived from a malicious
host tracker service; and
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performing packet filtering on a first

EZ:&?DTKO;&?;E?;Z E?St?gi[zgk\gfh the performing, based on the packet filtering

security gateway based on the first set rules, packet filtaring on individual packetls

of packet fi|tering rules by performing at of the piut'aiity of Q&CK%ES associated with
least one of multiple packet the natwork protected by the packet
transformation functions specified by | security gateway, wherein the packet
one or more packet filtering rules of the
first set of packet filtering rules on the
first portion of packets, wherein the at
least one of the multiple packet
transformation functions specified by
the one or more packet filtering rules of
the first set of packet filtering rules
corresponds to a packet digest logging
function that supports a network
communications awareness service
and comprises generating a record
comprising:

first data, from a packet, that matches
first packet matching criterion of a
packet filtering rule, wherein the packet
filtering rule corresponds to the packet
digest logging function; and filtering each packet based on the content
second data that comprises: determined from the inspection of that

the first packet matching crlt.erlon, individual packet,

the one or more corresponding packet
transformation functions, and

the metadata indicating the at least one
malicious host tracker service
corresponding to the respective packet
filtering rule,

wherein the network communications
awareness service is provided based
on one or more criteria that are
indicative of packet communications
that are of interest to an organization
that operates the network;

reformatting, in accordance with a
logging system standard, the record;
and forwarding, by the packet security
gateway and to the network

filtering comprises:

inspacting individual packets; and
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communications awareness service,
the reformatted record.

Claim Rejections - 35 USC § 103
10.  The following is a quotation of 35 U.S.C. 103 which forms the basis for all

obviousness rejections set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that the claimed
invention is not identically disclosed as set forth in section 102 of this title, if the differences
between the claimed invention and the prior art are such that the claimed invention as a whole
would have been obvious before the effective filing date of the claimed invention to a person
having ordinary skill in the art to which the claimed invention pertains. Patentability shall not
be negated by the manner in which the invention was made.

In the event the determination of the status of the application as subject to AlA 35
U.S.C. 102 and 103 (or as subject to pre-AlA 35 U.S.C. 102 and 103) is incorrect, any
correction of the statutory basis for the rejection will not be considered a new ground of
rejection if the prior art relied upon, and the rationale supporting the rejection, would be
the same under either status.

11.  Claims 1-3, 6-7, 9-11, 14-15, 17-19, 22-23, 25-27, 30-31 and 33-35 are rejected
under 35 U.S.C. 103 as being unpatentable over Xie et al. (US 2012/0304244 A1) in
view of Makae et al. (US 2004/0172557 A1, as cited by the applicant in the 09/21/2020
IDS).

12.  Regarding Claims 1, 9, and 17, Xie discloses A method of filtering packets at a
packet security gateway configured for protection of a network, wherein the
packet security gateway is capable of receiving a plurality of dynamic security
policies and is associated with a security policy management server external

from the network ([0041], “FIG. 2 is a block diagram illustrating an architecture for a
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malware analysis system’”, “the security device 202 includes ... a gateway”, [0042], “As

also shown in FIG. 2, a Virtual Machine (VM) appliance/server 216 is provided”, as the

security policy management server external from the network), the method
comprising:

receiving, by the packet security gateway and from the security policy
management server, a dynamic security policy comprising packet filtering rules,
and wherein one or both of the dynamic security policy or one or more of the
packet filtering rules of the dynamic security policy were automatically created or
altered, by the security policy management server, based on malicious traffic
information received from a malicious host tracker service ([0042], “the VM
appliance server 216 (i.e. the security policy management server) can automatically
generate a new signature for the malware, which can then be sent to the firewall 212 for
updating the signature/data and/or rules/policies of the firewall 212", based on the
malicious host tracker service described in [0025], “a malware analysis system for
detecting malware for which existing signatures do not detect”, and [0027], “a host-

based firewall executed on a first device”, “decrypts a network traffic flow to generate

the potential malware sample for analysis”); and

performing, based on the packet filtering rules, packet filtering on
individual packets of the plurality of packets associated with the network
protected by the packet security gateway ([0017], “filter inbound traffic by applying a

set of rules or policies”, [0018], “A basic packet filtering firewall filters network

” iz

communication traffic’, “’), wherein the packet filtering comprises:
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inspecting individual packets ([0018], “inspecting individual packets
transmitted over a network”); and
filtering each packet based on the content determined from the
inspection of that individual packet ([0018], “filters network communication
traffic”, “apply rules based on the inspected packets”).
Xie does not explicitly teach but MNakas teaches wherein the packet filtering
rules comprise at least one packet matching criterion and a corresponding packet
transformation function ([0113], “retrieves a corresponding access control rule from

the access control list database 1021 and returns it to the packet filter”, [0114], “Each

access control rule is composed of a combination of rule matching conditions including

a source |IP address (SRC) and a destination IP address (DST)”, [0029], “transforms it
to an alert including at least an attack-source IP address and an attack-target IP
address’”).

Xie and Makag are analogous art as they are in the same field of endeavor of
information security. It would have been obvious to one of ordinary skill in the art before
the effective filing date of the claimed invention to have a packet security gateway
configured for protection of a network with a dynamic security policy comprising packet
filtering rules (as disclosed by Xie) wherein the packet filtering rules comprise at least
one packet matching criterion and a corresponding packet transformation function (as
taught by dakae). The motivation/suggestion would have been to allow effective

defense against attacks from external networks (MNakag, Abstract).
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13.  Regarding Claims 2, 10, 18, and 26, the combined teaching of Xie and MNakas
teaches wherein the atf least one packet maiching criferion comprises at least one
network address associated with an indication of malicious network iraffic

{MNakae, {3114], “rule matching conditions including a source IP address (SRC) and a

destination IP address (DST)", as an indication of maklicious network traffic).

14.  Regarding Claims 3, 11, 19, and 27, the combined teaching of Xie and kakas
teaches whaergin gt lsast one packel transformation function comprises a nelwork
profection action (Nakae, [0023], "transforms it to an alert including at least an attack-

source |IP address and an attack-target IP address”, az the network protection action),

15. Regarding Claims 6, 14, 22, and 30, the combined teaching of Xie and MNakas
teaches wherein ihe packef security gateway is a LAN switch (Nakae, [0523], “FIG.

60...a (LAN) switch 7002",

16.  Regarding Claims 7, 15, 23, and 31, the combined teaching of Xie and MNakae
teaches fiftering one packet at g fime,; and performing & packet digest logging
function with respect to each filtered packet (Xie, [0018], "packet filtering firewalls

typically inspect the individual packets (at a time) themselves and apply rules based on

the inspected packets”, [0059], “performing certain post analysis techniques using log

information”;.

17.  Regarding Claim 25, Xie discloses A system comprising:
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a security policy management server external from a network associated
with a packet security gateway ([0041], “FIG. 2 is a block diagram illustrating an

” 13

architecture for a malware analysis system”, “the security device 202 includes ... a

gateway”, [0042], “As also shown in FIG. 2, a Virtual Machine (VM) appliance/server
216 is provided”, as the security policy management server external from the network),
wherein the security policy management server comprises:

one or more first processors; and first memory storing first instructions
that, when executed by one or more first processors ([0014], “a processor
configured to execute instructions stored on and/or provided by a memory coupled to
the processor”), cause the security policy management server to:

receive, from a malicious host tracker service, first malicious traffic
information; automatically create, based on the malicious traffic information, a
dynamic security policy or patent filtering rules of the dynamic security policy

([0042], “the VM appliance server 216 (i.e. the security policy management server) can

automatically generate a new signature for the malware, which can then be sent to the
firewall 212 for updating the signature/data and/or rules/policies of the firewall 2127,
based on the malicious host tracker service described in [0025], “a malware analysis
system for detecting malware for which existing signatures do not detect’, and [0027], “a

host-based firewall executed on a first device”, “decrypts a network fraffic flow to

generate the potential malware sample for analysis”),
a packet security gateway configured for protection of a network and
associated with the security policy management server external from the network

([0041], “FIG. 2 is a block diagram illustrating an architecture for a malware analysis
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system”, “the security device 202 includes ... a gateway”, [0042], “As also shown in FIG.

2, a Virtual Machine (VM) appliance/server 216 is provided”, as the security policy

management server external from the network), the packet security gateway
comprising: one or more second processors; and second memory storing
second instructions that, when executed by one or more second processors
([0014], “a processor configured to execute instructions stored on and/or provided by a
memory coupled to the processor”), cause the packet security gateway to:

receive, from the security policy management server, the dynamic security
policy comprising the packet filtering rules, and wherein one or both of the
dynamic security policy or one or more of the packet filtering rules of the
dynamic security policy were automatically created or altered, by the security
policy management server, based on malicious traffic information received from a
malicious host tracker service ([0042], “the VM appliance server 216 (i.e. the security

policy management server) can automatically generate a new signature for the

malware, which can then be sent to the firewall 212 for updating the signature/data
and/or rules/policies of the firewall 2127, based on the malicious host tracker service
described in [0025], “a malware analysis system for detecting malware for which
existing signatures do not detect’, and [0027], “a host-based firewall executed on a first

device”, “decrypts a network traffic flow to generate the potential malware sample for

analysis”); and
perform, based on the packet filtering rules, packet filtering on individual
packets of the plurality of packets associated with the network protected by the

packet security gateway ([0017/], “filter inbound traffic by applying a set of rules or
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policies”, [0018], “A basic packet filtering firewall filters network communication traffic”),

wherein the packet filtering comprises:
inspecting individual packets ([0018], “inspecting individual packets
transmitted over a network”); and
filtering each packet based on the content determined from the
inspection of that individual packet ([0018], “filters network communication
traffic”, “apply rules based on the inspected packets”).

Xie does not explicitly teach but Nakae teaches wherein the patent filtering
rules comprise one or more packet matching criteria comprising a corresponding
network addresses and one or more corresponding packet transformation
functions ([0113], “retrieves a corresponding access control rule from the access

control list database 1021 and returns it to the packet filter”, [0114], “Each access

control rule is composed of a combination of rule matching conditions including a source

IP address (SRC) and a destination IP address (DST)”, [0029], “transforms it to an alert
including at least an attack-source IP address and an attack-target IP address”);
wherein the first packet filtering rules comprise at least one packet
matching criterion and a corresponding packet transformation function ([0113],
“retrieves a corresponding access control rule from the access control list database
1021 and returns it to the packet filter”, [0114], “Each access control rule is composed of

a combination of rule matching conditions including a source IP address (SRC) and a

destination IP address (DST)”, [0029], “transforms it to an alert including at least an

attack-source IP address and an attack-target IP address”).
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Xie and MNakae are analogous art as they are in the same field of endeavor of
information security. It would have been obvious to one of ordinary skill in the art before
the effective filing date of the claimed invention to have a packet security gateway
configured for protection of a network with a dynamic security policy comprising packet
filtering rules (as disclosed by Xie) wherein the packet filtering rules comprise at least
one packet matching criterion and a corresponding packet transformation function (as
taught by Makae). The motivation/suggestion would have been to allow effective

defense against attacks from external networks (Makag, Abstract).

18.  Regarding Claim 33, the combined teaching of Xie and Makae teaches causs
the security policy management server 1o recelve malicipus traffic information
from more than one host racker service (Kie, Fig. 2 shows multiple client devices
204 and management server 216, [0045], “hogt devigces, such as the clien! devices

and/or services, such as gateways or security servers, provide the potential malware

samples o he VM unclion/device™

19.  Regarding Claim 34, the combined teaching of Xie and iNakas teaches ¢ause
the sscurity poficy management server 10: add, remove or alfer the one or more
rifles of the first or second dynamic security policy based, af least in pari, on
making a correlation between the malicious raffic information received from the

different host tracker services (Xie, [0031], "moniioring a plurality of nefwork raflic

Howg”, [0032], "sutomatically generaling a signature if the potential malware sample is

determined to be malware; adding a frewall rule that is based on the signature”),
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20. Regarding Claim 35, the combined teaching of Xie and MNakze teaches wharadin
at least one packel ransformation function is configured 1o route associaled

packels o g monitoring device (Nakae, [00047], “in the traffic monitoring device,

packets flowing on the internal network are monitored and an attack pattern matching a

specific attack pattern is detected as an unauthorized packet, then, its identification
information (including the source IP address and the destination IP address) is notified

to the router’;.

21. Claims 4, 12, 20, and 28 are rejected under 35 U.S.C. 103 as being unpatentable
over Xie et al. (US 2012/0304244 A1) in view of Makae et al. (US 2004/0172557 A1, as
cited by the applicant in the 09/21/2020 IDS) further in view of Wang et al. (US
2009/0300759 A1, as cited by the applicant in the 09/21/2020 IDS).

22. Regarding Claims 4, 12, 20, and 28, the combined teaching of Xie and Nakae
does not explicitly teach but Wang teaches wiigrein the dynamic security policy
specifies that a first plurality of packels should be placed in a first forwarding
gueue and a second pluraiily of packets should be placed in g second forwarding
gusue, wherein the first forwarding qusue has a higher forwarding rate than the
second forwarding gusue, and wherein the method further comprises: sending,
by the packet security gateway, the first plurality of packeis in the Hrst forwarding
guesue; and sending, by the packe! security gateway, the second pluraiity of
packets in the second forwarding gueis ([0039], “to perform attack prevention while

maintaining the high forwarding rates”, [0049], “A forward counter is used to count
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packets that are forwarded while rate-limiting of matching packets is in effect for the
ACL for a particular port. The burst rate thresholds accessed in 302 may include a
normal burst rate and a maximum burst rate associated with the ACL”, [0063], “adds the
information to the connection gueue’).

Xie, Nakas and Wang are analogous art as they are in the same field of
endeavor of information security. It would have been obvious to one of ordinary skill in
the art before the effective filing date of the claimed invention to combine the teachings
of Wang with the combined teaching of Xie and Makas. The motivation/suggestion
would have been for detecting and responding to attacks on computer systems and

networks (Wang, [0002]).

23. Claims 5, 13, 21, and 29 are rejected under 35 U.S.C. 103 as being unpatentable
over Xie et al. (US 2012/0304244 A1) in view of MNakas et al. (US 2004/0172557 A1, as
cited by the applicant in the 09/21/2020 IDS) further in view of lyer et al. (US
2005/0138204 A1, as cited by the applicant in the 09/21/2020 IDS).

24. Regarding Claims 5, 13, 21, and 29, the combined teaching of Xie and kakae
does not explicitly teach but lyer teaches receiving, by the packet security gateway
and using an interface that is not addressed at the network layer, packets in a
network layer transparent manner; and performing at least one packet
transformation function at the network layer (lyer, [0059], “The rules 238 may
govern, among other things, VPN access permissions and security features such as the

level of encryption and authentication used for the connectivity at the network layer”,

[0096], “routing protocols such as RIPv1 or RIPv2 running on the LAN interfaces learn
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about the networks reachable through their respective interfaces”, [0104], “Selection of
the default rule invokes a graphical user interface”).

Xie, Makae and lyer are analogous art as they are in the same field of endeavor
of information security. It would have been obvious to one of ordinary skill in the art
before the effective filing date of the claimed invention to combine the teachings of lyer
with the combined teaching of Xie and MNakge. The motivation/suggestion would have
been for providing efficient configuration, management, and updating of virtual private

networks extending over remote sites across the Internet (lyer, [0002]).

Allowable Subject Matter
25. Claims 8, 16, 24 and 32 are objected to as being dependent upon rejected base
claims 1, 9, 17 and 25, but would be allowable if rewritten in independent form including
all of the limitations of the base claim and any intervening claims and also overcomes

the double patenting rejection issued in this office action by filing a valid eTD.

Conclusion
26.  Any inquiry concerning this communication or earlier communications from the
examiner should be directed to CHENG-FENG HUANG whose telephone number is
(571)272-6186. The examiner can normally be reached on Monday-Friday: 9 am - 5
pm.
Examiner interviews are available via telephone, in-person, and video

conferencing using a USPTO supplied web-based collaboration tool. To schedule an
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interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Eleni A Shiferaw can be reached on (571) 272-3867. The fax phone
number for the organization where this application or proceeding is assigned is 571-
273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see https://ppair-
my.uspto.gov/pair/PrivatePair. Should you have questions on access to the Private
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).
If you would like assistance from a USPTO Customer Service Representative or access
to the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-

272-1000.

/CHENG-FENG HUANG/
Examiner, Art Unit 2497
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- develops$3 or changs$3 or adjust$4) DERWENT;

% IBM_TDB

1543:30 ' S41 and S42 'US-PGPUB;  OR 'ON  2020/11/18"
- USPAT; 119:48
'USOCR; f %

-FPRS; EPO;

-JPO;

. DERWENT;

IBM_TDB

1S44: 11 -S43 and ((new updated) with (rule  :US-PGPUB;  :OR ‘ON :
- policy ruleset)) - USPAT; 119:48
.USOCR; : :
‘FPRS; EPO;
-JPO;
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 DERWENT;
'1BM_TDB

1545 0 S44 and @ad<"20121022" US-PGPUB; 'OR ON  2020/11/18
_USPAT; 119:48
 USOCR; % ;
'FPRS; EPO;
JPO;
. DERWENT;
IBM_TDB

1S46 6 'S43and @ad<"20121022" | OR ON  2020/11/18
- | . USPAT; 119:57 1
‘USOCR; : 5

-FPRS; EPO;

-JPO;

: DERWENT;

IBM_TDB

1S47 0 "17027436" 'US-PGPUB; OR ON  2020/11/19
|USPAT; 113:50
_USOCR; ; %

'FPRS; EPO;

:JPO;

 DERWENT;

IBM_TDB

:548:9,507  (packet same filter$3 same inspect$3) : US-PGPUB;  :OR ON -2020/11/19:
- USPAT; 115:31 '
‘USOCR; : 5
.FPRS; EPO;
:JPO;
:DERWENT;

:549:4,791 S48 and (protect$3 with network) ‘US-PGPUB; OR ‘ON 12020/11/19:
- USPAT; 15:31 :
- USOCR; : :

. FPRS; EPO;

:JPO;

: DERWENT;

‘IBM_TDB

:S50:445  (malicious with track$3) and match$3 US-PGPUB;  OR ‘ON 12020/11/19:
- with (transform$5 or chang$3 or - USPAT; 15:31 :
- alter$3 or control$4 or temper$4or  : USOCR; f ? ?
. construct$3 or re$1construct$4 or -FPRS; EPO;
- re$1buil$4 or buil$4 or regenerat$3or : JPO;
_develop$3 or chang$3 or adjust$4)  : DERWENT,;
5 :IBM_TDB

'S51.30  S49and S50 US-PGPUB;  OR ON  2020/11/19
USPAT; 115:31 :
‘USOCR; : 5
-FPRS; EPO;
-JPO;
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 DERWENT;
'1BM_TDB

'S51and @ad<"20121022"

552 and (packet and filter$3 and
_inspect$3)

US-PGPUB;
USPAT;
‘USOCR;
-FPRS; EPO;
IPO;
 DERWENT;
:IBM_TDB

‘USOCR;
-FPRS; EPO;
-JPO;

: DERWENT;
IBM_TDB

12020/11/19
1531

12020/11/19
1546

- S52 and (packet and filter$3 and
_inspect$3) and (rule ruleset policy)

:US-PGPUB;
USPAT;
:USOCR;
:FPRS; EPO;
:JPO;
 DERWENT;
:IBM_TDB

12020/11/19'
16:08 3

"20020107953" "20020083175"

US-PGPUB;
USPAT;
‘USOCR;
-FPRS; EPO;
:JPO;
 DERWENT;

12020/11/19:
116:29 5

- S55and (packet and filter$3 and
inspect$3) and (rule ruleset policy)

- US-PGPUB;
- USPAT;
‘USOCR;
-FPRS; EPO;
:JPO;

- DERWENT;
'1BM_TDB

12020/11/19°
116:30 :

S56 and (server router proxy gateway)

US-PGPUB;

: USPAT;
‘USOCR;
-FPRS; EPO;
:JPO;

. DERWENT;
ﬁIBM TDB

12020/11/19
164

. S57 and match$3 with (transform$5 or :
- chang$3 or alter$3 or control$4 or
temper$4 or construct$3 or

- re$lconstruct$4 or re$1buil$4 or

. buil$4 or regenerat$3 or develop$3 or
chang$3 or adjust$4)

- US-PGPUB;

_USPAT;
_USOCR;
'FPRS; EPO;

JPO

12020/11/19
118:00 :
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 DERWENT;
'1BM_TDB

2 /S57 and matchs$3

- chang$3 or alter$3 or control$4 or
temper$4 or construct$3 or

- re$lconstruct$4 or re$1buil$4 or

. buil$4 or regenerat$3 or develop$3 or
chang$3 or adjust$4)

US-PGPUB;
 USPAT;
 USOCR;
FPRS; EPO;
JPO;
 DERWENT;
IBM_TDB

2 - S57 and match$3 and (transform$5 or -
%  USPAT;
 USOCR;
'FPRS; EPO;
-JPO;

: DERWENT;
IBM_TDB

12020/11/19
18:09

12020/11/19
118:23 :

‘6 - 554 and match$3 and (transform$5 or :
USPAT;
 USOCR;
'FPRS; EPO;
:JPO;
 DERWENT;
:IBM_TDB

. chang$3 or alter$3 or control$4 or

- temper$4 or construct$3 or
re$lconstruct$4 or re$1buil$4 or

- buil$4 or regenerat$3 or develop$3 or
. chang$3 or adjust$4)

US-PGPUB;

12020/11/19'
18:46 :

2 S55 and dynamic

: US-PGPUB;
' USPAT;
USOCR;
 FPRS; EPO;
:JPO;

' DERWENT;

12020/11/19:
119:08 3

- ((automatically dynamically) with
(create created creating generate

- generated generating alter altered
 altering) with (rule rule$1set policy))

- US-PGPUB;
- USPAT;
-USOCR;
.FPRS; EPO;
:JPO;

. DERWENT;
-IBM_TDB

12020/11/19°
19:17 :

%314 S48 and S63

- US-PGPUB;
- USPAT;

- USOCR;
.FPRS; EPO;
-JPO;

. DERWENT;
-IBM_TDB

12020/11/19
119:18 :

186,045 (HO4L63/20 or HO4L63/0218 or

H04L63/0263 or HO4L67/02 or
H04L63/1425 or HO4L63/0209 or
'HO4L63/0236 or HO4L63/168).cpc.

- US-PGPUB;
- USPAT;
.USOCR;
.FPRS; EPO;
-JPO;

119:18
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 DERWENT;
'1BM_TDB

S66 and @ad<"20121022"

S65 and S64

- S67 and (packet and filter$3 and
_inspect$3) and (rule ruleset policy)

US-PGPUB;
USPAT;

‘USOCR;
-FPRS; EPO;
IPO;
 DERWENT;
:IBM_TDB

USPAT;

‘USOCR;
-FPRS; EPO;
-JPO;

: DERWENT;
IBM_TDB

US-PGPUB;
_USPAT;
_USOCR;

:FPRS; EPO;
:JPO;
 DERWENT;
IBM_TDB

12020/11/19°
19:18

12020/11/19
19:18

12020/11/19'
1932

- S68 and match$3 and (transforms$5 or :
_chang$3 or alter$3 or control$4 or
. tempers$4 or construct$3 or

. re$1construct$4 or re$1buil$4 or ,
buil$4 or regenerat$3 or develop$3 or -
- chang$3 or adjust$4)

US-PGPUB;

{USPAT;
- USOCR;
‘FPRS; EPO;

JPO;

 DERWENT;

12020/11/19°
120:39 3

(US-20140283004-$ or US- :
20150237012-$ or US-20140115654-$
or US-20150341388-$ or US- :
120170359382-$ or US-20190230128-$ |
- or US-20200137121-$ or US-
120110173692-$ or US-20050091437-$ |
or US-20150304354-$ or US-
20170359381-$ or US-20170359383-$
or US-20190312911-$ or US-
120190124116-$ or US-20200322390-$ |
or US-20190363965-$ or US-
20040172557-$ or US-20140201123-$
or US-20200287888-$ or US-
20200351245-$ or US-20200351244-$ |
or US-20200021560-% or US-
120170048198-$ or US-20180139182-$
or US-20060137009-$ or US- :
20060146816-$).did. or (US- g
20160182542-% or US-20020107953-%
or US-20090271857-$ or US-
20080201772-% or US-20120304244-%

- US-PGPUB;

USPAT;

. DERWENT

12020/11/19°
21:14 :
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- or US-20110231924-$).did. or (US-

1 9124552-$ or US-9160713-$ or US-

1 9137205-$ or US-9560077-$ or US-
110091246-$ or US-10567437-$ or US-
10785266-$ or US-9565213-% or US-
110142372-$ or US-10749906-$ or US-
- 10715493-$ or US-10567343-$ or US-
7818797-$% or US-9900285-6 or US-
1 10069798-$ or US-10063574-$ or US-
- 7607170-$ or US-7639714-$ or US-
- 7626940-$ or US-9047441-$).did. or

- (US-20200137121-$ or US-
120190230128-$ or US-20150341388-% °
_or US-20140115654-$).did. '

$70 and address

S$70 and address with match$3

US-PGPUB;
. USPAT;

:USOCR;
:FPRS; EPO;
“JPO;

- DERWENT;
:IBM_TDB

- US-PGPUB;
- USPAT;

USQOCR;
:FPRS; EPO;
:JPO;
:DERWENT;
‘IBM_TDB

12020/11/19'
121:15 :

12020/11/19:
121:15 5

- $72 and match$3 and (transform$5 or :
- chang$3 or alter$3 or control$4 or
. temper$4 or construct$3 or

- re$lconstruct$4 or re$1buil$4 or ,
- buil$4 or regenerat$3 or develop$3 or :
chang$3 or adjust$4)

US-PGPUB;

{USPAT;
USQOCR;
{FPRS; EPO;

JPO;

. DERWENT;
IBM_TDB

12020/11/19°
21:17 1

"20120304244"

' S73 and (packet and filter$3) and (rule
ruleset policy) '

US-PGPUB;

: USPAT;
‘USOCR;

‘FPRS; EPO;
-JPO;

. DERWENT;
‘IBM_TDB

- US-PGPUB;
. USPAT;

' USOCR;
‘FPRS; EPO;
JPO;

- DERWENT;
- IBM_TDB

12020/11/19
121:28 f

12020/11/19
121:46 :
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- S75 and (malware malicious host
track$3)

US-PGPUB;
_USPAT;
_USOCR;

FPRS; EPO;
“JPO;
 DERWENT;
IBM_TDB

12020/11/19°
2147

' $75and (malware malicious host
track$3 traffic)

"20120304244"

S78 and (processor memory)

(US-20140283004-$ or US- :
20150237012-$ or US-20140115654-$
- or US-20150341388-$ or US- '
120170359382-$ or US-20190230128-$ -
or US-20200137121-$ or US-
120110173692-$ or US-20050091437-$
or US-20150304354-$ or US-
120170359381-$ or US-20170359383-$ |
or US-20190312911-$ or US-
120190124116-$ or US-20200322390-$
or US-20190363965-$ or US-
120040172557-$ or US-20140201123-$ |
- or US-20200287888-$ or US-
120200351245-$ or US-20200351244-$ -
or US-20200021560-$ or US-
20170048198-$ or US-20180139182-%
- or US-20060137009-$ or US- f
20060146816-3).did. or (US- g
20160182542-$ or US-20020107953-%
or US-20090271857-$ or US-
20080201772-% or US-20120304244-%
or US-20110231924-$).did. or (US- -
19124552-$ or US-9160713-$ or US-

US-PGPUB;
_USPAT;
 USOCR;

.FPRS; EPO;
:JPO;

. DERWENT;
IBM_TDB

- US-PGPUB;
- USPAT;

-USOCR;
.FPRS; EPO;
-JPO;

. DERWENT;
IBM_TDB

US-PGPUB;
_USPAT;

‘USOCR;
 FPRS; EPO;
:JPO;

. DERWENT;
{IBM_TDB

- US-PGPUB;

USPAT;

. DERWENT

12020/11/19
121:48 5

12020/11/20°
12:08

12020/11/20:
12:08 :

12020/11/20°
13:06
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- 9137205-$ or US-9560077-$ or US-
- 10091246-$ or US-10567437-$ or US- :
- 10785266-$ or US-9565213-$ or US-
1 10142372-$ or US-10749906-$ or US-
- 10715493-$ or US-10567343-$ or US- -
- 7818797-% or US-9900285-$ or US-
- 10069798-$ or US-10063574-$ or US-
- 7607170-$ or US-7639714-$ or US-
- 7626940-$ or US-9047441-$).did. or

- (US-20200137121-$ or US-
120190230128-$ or US-20150341383-$ -
-or US-20140115654-%).did. :

580 and ((forwarding adj rate) and
(forwarding adj queue)).clm.

'US-PGPUB; OR ‘ON
_USPAT; : :
 DERWENT

12020/11/20°
13:07 :

"20050138204"

‘US-PGPUB;  OR ON
 USPAT; :
_USOCR;

'FPRS; EPO;

-JPO;

: DERWENT;

12020/11/20°
113:40 :

'S78and (LAN switch)

‘US-PGPUB;  OR ‘ON
- USPAT; : %
-USOCR;

.FPRS; EPO;

:JPO;

. DERWENT;

IBM_TDB

12020/11/20
113:43 :

S80and (LAN switch)

:US-PGPUB;  :OR :ON
' USPAT; :
USOCR;

 FPRS; EPO;

:JPO;

. DERWENT;

‘IBM_TDB

12020/11/20°
113:43 5

' S78and (filter$3)

US-PGPUB;  OR ON
USPAT; : %
‘USOCR;

-FPRS; EPO;

-JPO;

. DERWENT;

IBM_TDB

12020/11/20°
13:49 :

'S78and (rout$3 and monitor$3)

‘US-PGPUB;  :OR ‘ON
USPAT; 1
 USOCR;

FPRS; EPO;

“JPO;

 DERWENT;

IBM_TDB

12020/11/20°
1357
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/S80and (rout$3 and monitor$3)

- US-PGPUB;
- USPAT;
.USOCR;
.FPRS; EPO;
“JPO;

. DERWENT;
'IBM_TDB

12020/11/20°
13:58 :

S78 and (host)

- US-PGPUB;
USPAT;

' USOCR;
.FPRS; EPO;
:JPO;

. DERWENT;
‘IBM_TDB

12020/11/20
14:03 5

create created creating generate
. generated generating alter altered
- altering) with (rule rule$1set policy)

- S78 and (add adding remove removing -
USPAT;
‘USOCR;
FPRS; EPO;
JPO;

. DERWENT;
IBM_TDB

US-PGPUB;

12020/11/20°
14:11 :

US-PGPUB;
_USPAT;
 DERWENT

12020/11/20°
1831

US-PGPUB;
USPAT;
 DERWENT

12020/11/20
18:33 3
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filing a notice of appeal;
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mailing of a final Office action;

abandonment of the application.
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filing a request for suspension of action;

The above-identified application has met the requirements for prioritized examination
A for an original nonprovisional application (Track ).
B. OJ for an application undergoing continued examination (RCE).
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-2991. In his/her absence, calls may be directed to Petition Help Desk at (571) 272-3282.

{TERRI S JOHNSON/
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STATEMENT BY APPLICANT
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. Art Unit N/A
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Examiner Name Not Yet Assigned

Aftorney Docket Number 007742.00188\WUS

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection({s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e){(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Kirk A. Sigmon/ Date (YYYY-MM-DD) 2020-10-09
Name/Print Kirk A. Sigmon Registration Number 76,326

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS
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1100 13th STREET, N.W. RO OO AL o
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WASHINGTON, DC 20005-4051
Date Mailed: 10/06/2020

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER,
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are
subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another
Filing Receipt incorporating the requested corrections provided that the request is grantable.

Inventor(s)

Steven Rogers, Leesburg, VA;

Sean Moore, Hollis, NH;

David K. Ahn, Winston-Salem, NC;

Peter P. Geremia, Portsmouth, NH;
Applicant(s)

Centripetal Networks, Inc., Portsmouth, NH;

Power of Attorney: The patent practitioners associated with Customer Number 22907

Domestic Priority data as claimed by applicant
This application is a CON of 16/909,327 06/23/2020
which is a CON of 16/448,969 06/21/2019 PAT 10749906
which is a CON of 16/158,868 10/12/2018
which is a CON of 15/414,117 01/24/2017 PAT 10142372
which is a DIV of 14/253,992 04/16/2014 PAT 9565213
This application 17/027,436
is a CIP of 16/728,766 12/27/2019 PAT 10785266
which is a CON of 16/111,524 08/24/2018 PAT 10567437
which is a CON of 15/413,834 01/24/2017 PAT 10091246
which is a CON of 14/698,560 04/28/2015 PAT 9560077
which is a CON of 13/657,010 10/22/2012 PAT 9137205
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Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes
Permission to Access Search Results: Yes

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 10/02/2020

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 17/027,436

Projected Publication Date: 01/14/2021
Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
Title

Methods and Systems for Protecting a Secured Network

Preliminary Class

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No
PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.
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Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).
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SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.
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United States Patent and Trademark Office

Office of the Chief Finaneial Qfficer

Document Code WEEER
User {46810
Sale Accounting Dale 10/05/2020

Sale ltem Reference Number Effective Date

17027436 09/21/2020

Document Number Fee Code Fee Code Description Amount Paid Payment Method

1202005947310447 2201 INDEPENDENT CLAIMS IN $230.00 Deposit Account
EXCESS OF 3

1202005947310447 2202 CLAIMS IN EXCESS OF 20 $750.00 Deposit Account
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PTO/AIA/01.{06-12)

Approved for use through 01/31/2014. OMB.0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1895, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN

APPLICATION DATA SHEET (37 CFR 1.76)

Title of | METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK

Invention

As the below named inventor, | hereby declare that:

This declaration —
is directed to: @ The attached application, or

D United States application or PCT intemational application number

filed on

The above-identified application was made or authorized to be made by me.

| believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.8.C. 1001
by fine aor imprisonment of not more than five (5) years, or both.

WARNING:

Petitioner/appiicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO
to support a petition or an application. If this type of personal information is included in documents submitted to the USPTO,
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR
inventor- Steven Rogers

s V.0 N S
Signature: W

Note: An application data sheet (PTO/SB/14 or equivaient), including naming the entire inventive entity, must accompany this form or must have
been previously filed. Use an additional PTO/AIA/01 form for each additional inventor.

Date (Optional) : p‘?‘ // / é// / 4

This collection of information is required by 35 U.5.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which is to file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 1 minute to
complete, including gathering, preparing, and submitting the completed application form to the USPTQ. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be gent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

I you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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Titeor | METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK
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As the below namad inventor, | hereby denlare that
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] ] United States application ar PCT international application number

filad on

The above-idendifted applicalion was raade or authorized jo be made by ma,

{ balieve that | am the anginal inventar of an ofiginal join irventor of & claimed inveniion i the application,
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Electronic Patent Application Fee Transmittal

Application Number:

17027436

Filing Date:

Title of Invention:

Methods and Systems for Protecting a Secured Network

First Named Inventor/Applicant Name:

Steven Rogers

Filer: Kirk Allen Sigmon/MARIAMA SEASAY
Attorney Docket Number: 007742.00188\US
Filed as Small Entity
Filing Fees for Utility under 35 USC111(a)
Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
LATE FILING FEE FOR OATH OR DECLARATION 2051 1 80 80

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
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Description

Fee Code

Quantity

Amount

Sub-Total in
UsD($)

Extension-of-Time:

Miscellaneous:

Total in USD ($)

80
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Electronic Acknowledgement Receipt

EFS ID: 40631403
Application Number: 17027436
International Application Number:
Confirmation Number: 7579

Title of Invention:

Methods and Systems for Protecting a Secured Network

First Named Inventor/Applicant Name:

Steven Rogers

Customer Number:

22907

Filer:

Kirk Allen Sigmon/MARIAMA SEASAY

Filer Authorized By:

Kirk Allen Sigmon

Attorney Docket Number: 007742.00188\US
Receipt Date: 22-SEP-2020
Filing Date:
Time Stamp: 15:53:14

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes

Payment Type DA

Payment was successfully received in RAM $80

RAM confirmation Number E20209LF53489802
Deposit Account 190733
Authorized User MARIAMA SEASAY

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.16 {National application filing, search, and examination fees)

37 CFR 1.17 (Patent application and reexamination processing fees)
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37 CFR 1.19 (Document supply fees)
37 CFR 1.20 {Post Issuance fees)

37 CFR 1.21 {Miscellaneous fees and charges)

File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)

448454

1 Oath or Declaration filed Declarations_20760020.PDF no 4

899b0ada4ffd3e29a902460332de939f595f|
234e

Warnings:

Information:

30535

2 Fee Worksheet (SB06) fee-info.pdf no 2

a9745d4fdc8b242b3f266034a990213af3b3

Warnings:

Information:

Total Files Size (in bytes): 478989

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Doc code: IDS PTO/SBI08a (02-18)
o . . . Approved for use through 11/30/2020. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number

Filing Date

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

First Named Inventor |[Steven Rogers

Art Unit N/A

Examiner Name Not Yet Assigned

Aftorney Docket Number 007742.00188WS

U.S.PATENTS Remove
. . . . Pages,Columns,Lines where
E).(allm*lner Cite Patent Number Kind Issue Date Nar.ne of Patentee or Applicant Relevant Passages or Relevant
Initial No Code! of cited Document )
Figures Appear
1
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns, Lines where
e Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document

Figures Appear

If you wish to add additional U.S. Published Application citation information please click the Add button| Add

FOREIGN PATENT DOCUMENTS Remove

Name of Patentee or Pages,Columns Lines
Examiner| Cite | Foreign Document Country Kind | Publication where Relevant

: i i 5
Initial* No | Number3 Code?| Code#| Date Applicant of cited Passages or Relevant T

Document Figures Appear

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS Remove
, .. | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite . : ; '
e (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
Initials No : ; :
publisher, city and/or country where published.
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Application Number

Filing Date

INFORMATION DISCLOSURE

First Named Inventor | Steven Rogers

STATEMENT BY APPLICANT

. Art Unit N/A
( Not for submission under 37 CFR 1.9%)

Examiner Name Not Yet Assigned

Aftorney Docket Number 007742.00188\WUS

1 D. Eppstein et al., "Internet Packet Filter Management and Rectangle Geometry", Proceedings of the Symposium on
Discrete Algorithms, 827-835, 2001

5 E. Al-Shaer et al., "Firewall Policy Advisor for Anomaly Discovery and Rule Editing”, Proceedings of the IFIP/IEEE
International Symposium on Integrated Network Management, 2003

3 E. Al-Shaer et al., "Medeling and Management of Firewall Policies”, IEEE Transactions on Network and Service
Management, 1{1): 2004

4 . Fulp et al., "Network Firewall Policy Tries", Technical Report, Computer Science Department, Wake Forast
University, 2004

5 . Fulp, "Optimization of Network Firewall Policies Using Ordered Sets and Directed Acyclical Graphs”, Technical
Report, Computer Scient Department, Wake Forest University, January 2004

6 F. Fulp, "Preventing Denial of Service Attacks on Quality of Service”, Proceedings of the 2001 DARPA Information
Burvivability Conference and Exposition 1, 2001

7 E. L. Lawler, "Sequencing Jobs to Minimize Total Weighted Completion Time Subject to Precedence Constraints”,
Annals of Discrete Mathematics, 2: 75-90, 1978

8 E W. Fulp, "Firewall Architectures for High Speed Networks", U.S. Department of Energy Grant Application, Funded
Beptember 2003

9 Fulp, "Trie-Based Policy Representations for Network Firewalls," Proceedings of the IEEE International Symposium on
Computer Communications (2005)

10 Fulp, Errin: "CV: Emin Fulp," XP002618346, www.cs . wiu_edu/fulp/ewfPub.html, pgs. 1-5 (Copyright 2010)

11 5. Brightwell et al., "Counting Linear Extensions is #7-Complete”, Proceedings of the Twenty-Third Annual ACM
Bymposium on Theory of Computing, 1991
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

Application Number

Filing Date

First Named Inventor | Steven Rogers

Art Unit N/A

Examiner Name Not Yet Assigned

Aftorney Docket Number 007742.00188\WUS

12 [5.V. Rooij, "Real Stateful TCP Packet Filtering in IP Filter", Proceedings of the 10th USENIX Security Symposium,
P0O01

13 [Greenwald, Michael; "Designing an Academic Firewall: Policy, Practice, and Experience with SURF"; IEEE,
Proceedings of SNDSS, 1996.

14 ). Xu et al., "Design and Evaluation of a High-Performance ATM Firewall Switch and Its Applications”, IEEE Journal onj
Belected Areas in Communications, 17(6): 1190-1200, June 1999

15 ) K. Lenstra et al., "Complexity of Scheduling Under Precedence Constraints”, Operations Research, 26{1):
P2-35,1978
Kindervag, et al. "Build Security Into Your Network's DNA: The Zero Trust Network Architecture,” Forrester Research

16 - .
Inc_; Novermber 5, 2010, pps: 1-26.

17 |_. Qui et al., "Fast Firewall Implementations for Software and Hardware-Based Routers”, Proceedings of ACM
Bigmetrnics, June 2001

18 | ee et al., "Development Framework for Firewall Processors," IEEE, pgs. 352-355 (2002)

19 . Al-Suwaiyel et al., "Algerithms for Trie Compaction", ACM Transactions on Database Systems, 9(2): 243-263, June

984
20 |M. Christiansen et al., "Using IDDs for Packet Filtering," Technical Report, BRICS, October 2002
21 . Degermark et al., "Small Forwarding Tables for Fast Routing Lookups”, Proceedings of ACM SIGCOMM, 4-13,
997

27 Mizuno et al., A New Remote Configurable Firewall System for Home-use Gateways, January 2005. Second IEEE

Consumer Communications and Networking Conference, pp. 999-601.
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

Application Number

Filing Date

First Named Inventor | Steven Rogers

Art Unit N/A

Examiner Name Not Yet Assigned

Aftorney Docket Number 007742.00188\WUS

l\lloore, S, "SBIR Case Study: Centripetal Networks: How CNI Leveraged DHS S&T SBIR Funding to Launch a
23 Buccessful Cyber Security Company,” 2012 Principal Investigators' Meeting, Cyber Security Division, October 10,
P014.
24 0. Paul et al., "A full Bandwidth ATM Firewall", Proceadings of the 6th European Symposium on Research in
Computer Secunity ESORICS'2000, 2000
o5 . Warkhede et al., "Fast Packet Classification for Two-Dimensional Conflict-Free Filters”, Proceedings of IEEE
INFOCOM, 1434-1443, 2001
Palo Alto Networks; "Designing A Zero Trust Network With Next-Generation Firewalls"; pps. 1-10; last viewed on
26
Dctober 21, 2012.
27 R. Funke et al., "Performance Evaluation of Firewalls in Gigabit-Networks", Proceedings of the Symposium on
Performance Evaluation of Computer and Telecommunication Systems, 1999
28 R. Rivest, "On Self-Organizing Sequential Search Heuristics”, Communications of the ACM, 19(2): 1976
29 R.L. Graham et al., "Optimization and Approximation in Deterministic Sequencing and Scheduling: A Survey”, Annals
bf Discrete Mathematics, 5: 287-326, 1979
30 Reumann, John; "Adaptive Packet Filters"; IEEE, 2001, Department of Electrical Engineering and Computer Science,
IThe University of Michigan, Ann Arbor, M|
31 3, M. Bellovin et al., "Network Firewalls", IEEE Communications Magazine, 50-57, 1994
5. Goddard et al., "An Unavailability Analysis of Firewall Sandwich Configurations”, Proceedings of the 6th IEEE
32 - : ) ;
Bymposium on High Assurance Systems Engineering, 2001
5. Suri et al., "Packet Filtering in High Speed Networks", Proceedings of the Symposium on Discrete Algorithms,
33 D69-970, 1999
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

Application Number

Filing Date

First Named Inventor | Steven Rogers

Art Unit N/A

Examiner Name Not Yet Assigned

Aftorney Docket Number 007742.00188\WUS

34 Bingh, Rajeev et al. "Detecting and Reducing the Denial of Service attacks in WLANSs", December 2011, World
[Congress on Information and Communication TEchnologies, pp. 968-973

35 Btatement RE: Related Application, dated July 24, 2015

36 [xarsa et al., "Balancing Trie-Based Policy representations for Network Firewalls," Department of Computer Science,
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39 / .P. Ranganath, "A Set-Based Approach to Packet Classification™, Proceedings of the IASTED International
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CERTIFICATION STATEMENT
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That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).
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That no item of information contained in the information disclosure statement was cited in a communication from a
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See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Kirk A. Sigmon/ Date (YYYY-MM-DD) 2020-09-21
Name/Print Kirk A. Sigmon Registration Number 76,326
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public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection({s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e){(2).

See attached certification statement.
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X A certification statement is not submitted herewith.
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A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
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Signature /Kirk A. Sigmon/ Date (YYYY-MM-DD) 2020-09-21
Name/Print Kirk A. Sigmon Registration Number 76,326

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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e (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
Initials No : ; :
publisher, city and/or country where published.
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

Application Number

Filing Date

First Named Inventor | Steven Rogers

Art Unit N/A

Examiner Name Not Yet Assigned

Aftorney Docket Number 007742.00188\WUS

1 P019 Apr 2 (US) Decision - Institution of Inter Partes Review of U.S. Patent 9,560,077 - IPR 2018-01513

2 P018 Aug 10 {US) Petition for Inter Partes Review of Claims 1-20 of U.S. Patent No. 9,560,077 - IPR2018-01513

3 P019 Jun 3 (US) Final Office Action - App. 15/614,956 (007742_.00091)

4 P019 May 23 (US) Non-Final Office Action - App. 14/745,207 (007742 00049)

5 P019 May 24 (US) Non-Final Office Action - App. 16/111,524 (007742 .00123)

6 P019 Jun 3 (EP) Communication pursuant to Article 94(3) EPC - Third Examination Report - App. 13765547 .8
007742.00044)

7 P018 Aug 2 (US) Notice of Allowance and Fees Due - App. 16/030,254 (007742.00114)

8 P019 Jul 5 (EP) Extended Eurcpean Search Report - App. 19179539.2 (007742.00141)

9 P019 Aug 2 (CA) Office Action - App. 2,888,935 (007742.00046)

10 P019 Aug 2 (US) Non-Final Office Action - App. 16/448,969 (007742 00143)

11 P019 Aug 16 (EP) Extended Search Report - App. 191709369 {(007742.00140)
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Application Number

Filing Date

INFORMATION DISCLOSURE

First Named Inventor | Steven Rogers

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

Art Unit N/A

Examiner Name Not Yet Assigned

Aftorney Docket Number 007742.00188\WUS

12 P018 Sep 18 {(US) Petition for Inter Partes Review of U.S. Patent No. 9,413,722 - IPR 2018-01760

P018 Sep 18 {US) Declaration of Dr. Stuart Staniford in Support of Petition for Inter Partes Review of U.S. Patent No.

13 0,413,722 - IPR 2018-01760

14 P019 Sept 3 (US) Notice of Allowance and Fees Due - App. 16/518,190 (007742.00147)

P019 Aug 19 {EP) Communication pursuant to Article 94(3) EPC - Examination Report - App. 147194153

15 007742.00053)

16 P019 Oct 11 - (US) Non-Final Office Action - App 16/554,293

17 P019 Oct 10 - (US) Notice of Allowance - App 16/448,997

P019 Sept. 30 (WO) International Search Report and Written Opinion of International Searching Authority - Application

18 No. PCT/US2019/040830.

19 Exhibit 1022 - "Transmission Contrel Protocol," IETF RFC 793. J. Postel, ed., September 1981

20 Exhibit 1023 - "Internet Protocol,” IETF RFC 791, J. Postel, ed., September 1981

21 Fxhibit 1024 - "File Transfer Protocol," IETF RFC 765, J. Postel, ed., June 1980

22 P019 May 20 (US) Decisicon - Institution of Inter Partes Review of U.S. Patent 9,413,722 B1 - IPR 2018-01760
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

Application Number

Filing Date

First Named Inventor | Steven Rogers

Art Unit N/A

Examiner Name Not Yet Assigned

Aftorney Docket Number 007742.00188\WUS

23 P019 Aug 20 {US) Declaration of Dr. Alessandro Orso in Support of Patent Owner's Response of U.S. Patent No.
D 413,722 - IPR 2018-01760

24 P019 Feb 21 (US) Patent Owner's Preliminary Response of U.S. Patent No. 9,413,722 - IPR 2018-01760

25 P019 Aug 20 {US) Patent Owner's Response of U.8. Patent No. 9,413,722 - IPR 2018-01760

26 P020 Jan 15 (US) Patent Owner's Sur-Reply to Petitioner's Reply - IPR 2018-01760

27 P020 Jan 8 (US) Deposition of Jacob H. Baugher, Ill - IPR 2018-01760

8 P020 Feb 11 (US) Final Written Decision Determining All Challenged Claims Unpatentable of U.S. Patent 9,137,205
B2 - IPR 2018-01444

29 P020 Feb 11 (US) Final Written Decision Determining All Challenged Claims Unpatentable of U.S. Patent 9,137,205
B2 - IPR 2018-01443

30 P020 Mar 19 (US) Final Written Decision Determining All Challenged Claims Unpatentable of U.S. Patent 9,565,213
B2 - IPR 2018-01512

3 P020 Jan 23 (US) Final Written Decision Determining All Challenged Claims Unpatentable of U.S. Patent 9,565,213 B2
- IPR 2018-01386

37 P020 Mar 31 (US) Final Written Decision Determining All Challenged Claims Unpatentable of U.S. Patent 9,560,077
B2 - IPR 2018-01513

33 P020 July 02 - (US) Final Rejection - US App 16/158,868
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Application Number

Filing Date

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

First Named Inventor | Steven Rogers

Art Unit N/A

Examiner Name Not Yet Assigned

Aftorney Docket Number 007742.00188\WUS

If you wish to add additional non-patent literature document citation information please click the Add button| Add

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible.  Applicant is to place a check mark here if
English language translation is attached.
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Application Number

Filing Date

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

First Named Inventor | Steven Rogers

. Art Unit N/A
( Not for submission under 37 CFR 1.9%)

Examiner Name Not Yet Assigned

Aftorney Docket Number 007742.00188\WUS

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection({s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e){(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Kirk A. Sigmon/ Date (YYYY-MM-DD) 2020-09-21
Name/Print Kirk A. Sigmon Registration Number 76,326

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Docket No.: 007742.00188\US

(PATENT)
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re Patent Application of:
Steven Rogers et al.
Application No.: Not Yet Assigned Confirmation No.: N/A
Filed: Concurrently Herewith Art Unit: N/A
For: Methods and Systems for Protecting a Secured Examiner: Not Yet Assigned
Network

INFORMATION DISCLOSURE STATEMENT UNDER §1.97(B)

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Dear Commissioner:

Pursuant to 37 C.F.R. § 1.56 and in compliance with 37 C.F.R. § 1.97, Applicants submit

herewith form PTO/SB/08, identifying information for consideration by the Examiner.

This application relies, under 35 U.S.C. § 120, on the earliest effective filing date of prior
U.S. patent application 16/909327, filed June 23, 2020, and its parent applications (if any). The
documents identified on the attached PTO/SB/08 were submitted to and/or cited by the Office in
a prior application that is relied upon for priority and, therefore, copies are not required to be

provided in this application.

Applicants do not waive any rights to take appropriate action to establish patentability over
the listed documents should they be applied as a reference against the claims of the present

application.

20757720
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Application No.: Not Yet Assigned Docket No.: 007742.00188\US

Consideration of the cited information and making the same of record in the prosecution
of the above noted application are respectfully requested. Should the Patent and Trademark Office

determine that a fee is required, please charge our Deposit Account No. 19-0733.

Dated: September 21, 2020 Respectfully submitted,

By:  /Kirk A. Sigmon/
Kirk A. Sigmon
Registration No.: 76,326

BANNER & WITCOFF, LTD.
1100 13th St. NW

STE 1200

Washington, DC 20005

(202) 824-3000
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention: Methods and Systems for Protecting a Secured Network
First Named Inventor/Applicant Name: Steven Rogers

Filer: Kirk Allen Sigmon/MARIAMA SEASAY

Attorney Docket Number: 007742.00188\US

Filed as Small Entity

Filing Fees for Track | Prioritized Examination - Nonprovisional Application under 35 USC 111(a)

Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Basic Filing:
UTILITY FILING FEE (ELECTRONIC FILING) 4011 1 75 75

UTILITY SEARCH FEE 2111 1 330 330

UTILITY EXAMINATION FEE 2311 1 380 380

REQUEST FOR PRIORITIZED EXAMINATION 2817 1 2000 2000
Pages:
Claims:

Miscellaneous-Filing:
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Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
PUBL. FEE- EARLY, VOLUNTARY, OR NORMAL 1504 1 0 0
PROCESSING FEE, EXCEPT PROV. APPLS. 2830 1 70 70
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 2855
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Electronic Acknowledgement Receipt

EFS ID: 40620350
Application Number: 17027436
International Application Number:
Confirmation Number: 7579

Title of Invention:

Methods and Systems for Protecting a Secured Network

First Named Inventor/Applicant Name:

Steven Rogers

Customer Number:

22907

Filer:

Kirk Allen Sigmon/MARIAMA SEASAY

Filer Authorized By:

Kirk Allen Sigmon

Attorney Docket Number: 007742.00188\US
Receipt Date: 21-SEP-2020
Filing Date:
Time Stamp: 18:34:34

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes

Payment Type DA

Payment was successfully received in RAM $2855

RAM confirmation Number E20209KI35343406
Deposit Account 190733
Authorized User MARIAMA SEASAY

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.16 {National application filing, search, and examination fees)

37 CFR 1.17 (Patent application and reexamination processing fees)
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37 CFR 1.19 (Document supply fees)
37 CFR 1.20 {Post Issuance fees)

37 CFR 1.21 {Miscellaneous fees and charges)

File Listing:
Document .. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)

1256331

- Application_Data_Sheet_Fillabl
10
1 Application Data Sheet e_PDF_20757620.pdf no

fdc8de6cb7o3b4f9757d3a6afbf8b321ed8
05ec

Warnings:

Information:

33940
Certification_and_Request_for
2 TrackOne Request _Prioritized_Examination_2075 no 1
7841 _pdf 81de63ealabf256c1590b2ab322e0adAcsd
85c6
Warnings:
Information:
174917
00188_-
3 _Continuation_Specification_2 yes 45
0757837. pdf 7080fc5c6267671307de712808853e97579

Multipart Description/PDF files in .zip description

Document Description Start End
Specification 1 35
Claims 36 44
Abstract 45 45
Warnings:
Information:
173277
4 Drawings-only black and white line Continuation_Drawings_20757 o 13
drawings 585.PDF
8a02a116b84dbf6233f5cebb599858d3154
Warnings:
Information:
338474
5 Power of Attorney POA_20757665.PDF no 2

35d796ba30af1fa5d9c33993446e031400b

Keysight Technologies Ex. 1002
Page 284 of 401



Warnings:

Information:

1043100
Information Disclosure Statement (IDS) Information_Disclosure_state
6 £ <BO8 ment_Fillable_PDF_1_of 5_20 no 36
orm { ) 757705_pdf €30822423eebBech224dbb1a29296dc0bs|
136d11
Warnings:
Information:
1036196
Information Disclosure Statement (IDS) Information_Disclosure_state
7 E SBOS ment_Fillable_PDF_2_of 5_20 no 8
orm { ) 757707 .pdf Oef3cA05a93e1023f43398e7ef9470d2717
7459
Warnings:

Information:

A U.S. Patent Number Citation or a U.S. Publication Number Citation is required in the Information Disclosure Statement (IDS) form for
autoloading of data into USPTO systems. You may remove the form to add the required data in order to correct the Informational Message if
you are citing U.S. References. If you chose not to include U.S. References, the image of the form will be processed and be made available
within the Image File Wrapper (IFW) system. However, no data will be extracted from this form. Any additional data such as Foreign Patent
Documents or Non Patent Literature will be manually reviewed and keyed into USPTO systems.

1037750
. . Information_Disclosure_State
3 Information DFlscIosuSréeOZtatement (IDS) ment_Fillable_PDF_3.of 5. 20 o 3
orm { ) 757708.pdf 1767c408030636bcid96ce831054b7ae1df]
Warnings:

Information:

A U.S. Patent Number Citation or a U.S. Publication Number Citation is required in the Information Disclosure Statement (IDS) form for
autoloading of data into USPTO systems. You may remove the form to add the required data in order to correct the Informational Message if
you are citing U.S. References. If you chose not to include U.S. References, the image of the form will be processed and be made available
within the Image File Wrapper (IFW) system. However, no data will be extracted from this form. Any additional data such as Foreign Patent
Documents or Non Patent Literature will be manually reviewed and keyed into USPTO systems.

1036280
Information_Disclosure_State
Inf tion Discl Stat t(IDS . ~ "
9 ntormation FISC OS(uSrBe08)a ement (IDS) ment_Fillable_PDF_4_of 5_20 no 8
orm 75771 O.pdf 68077b5f5a3e6bc68bf69b4209ee9T0e93d
d0ae5
Warnings:

Information:

A U.S. Patent Number Citation or a U.S. Publication Number Citation is required in the Information Disclosure Statement (IDS) form for
autoloading of data into USPTO systems. You may remove the form to add the required data in order to correct the Informational Message if
you are citing U.S. References. If you chose not to include U.S. References, the image of the form will be processed and be made available
within the Image File Wrapper (IFW) system. However, no data will be extracted from this form. Any additional data such as Foreign Patent
Documents or Non Patent Literature will be manually reviewed and keyed into USPTO systems.

1035505
Information_Disclosure_State
Inf tion Discl Stat t(IDS . = "
10 ntormation FISC os(uSr|§308)a ement (IDS) ment_Fillable_PDF_5_of 5_20 no 7
orm 757711 _pdf 201f337f290ebb90878a7594200096 14681
1b3a
Warnings:

Information:

A U.S. Patent Number Citation or a U.S. Publication Number Citation is required in tthévgﬂht Wse@hm@grest@é) OO
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autoloading of data into USPTO systems. You may remove the form to add the required data in order to correct the Informational Message it
you are citing U.S. References. If you chose not to include U.S. References, the image of the form will be processed and be made available
within the Image File Wrapper (IFW) system. However, no data will be extracted from this form. Any additional data such as Foreign Patent
Documents or Non Patent Literature will be manually reviewed and keyed into USPTO systems.

21552

Information_Disclosure_State
i - — no 2
1 Transmittal Letter ment_Under_1_20757842.pdf

1a9d7793b21a0858eb1b0b7afa8c11d192¢|
a6deb

Warnings:

Information:

40379
12 Fee Worksheet (SB06) fee-info.pdf no 2
e4b8cf6693a63¢120f78d78aae9882852471
4dsf
Warnings:
Information:
Total Files Size (in bytes): 7227701

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/AIA/4 (02-18)
Approved for use through 11/30/2020. OMB 0651-0032
U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid CMB control number.

) ) Attorney Docket Number | 007742.00188WUS
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Methods and Systems for Protecting a Secured Network

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

[ Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:

Remove
Inventor [1

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
+| teven Rogers [+

Residence Information (Select One) e US Residency Non US Residency Active US Military Service

City | Jeesburg State/Province | VA | Country of Residencd | US

Mailing Address of Inventor:

Address 1 C/o Centripetal Networks, Inc.

Address 2 99 Bow Street, Suite 300W

City | Portsmouth State/Province | F\IH
Postal Code 03801 Countryi | us

Remove
Inventor 2

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
E Sean Ivloore E

Residence Information (Select One) (@) US Residency Non US Residency Active US Military Service

City | Holiis State/Province | NH | Country of Residencd | IS

Mailing Address of Inventor:

Address 1 /o Centripetal Networks, Inc.

Address 2 99 Bow Street, Suite 300W

City Portsmouth State/Province | k\IH

Postal Code 03801 Countryi | |US

Inventor 3

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
+| Pavid K. hon ]

Residence Information (Select One) (@ US Residency Non US Residency __ | Active US Military Service

Keysght Tect
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PTO/AIA/4 (02-18)
Approved for use through 11/30/2020. OMB 0651-0032
U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Data Sheet 37 CFR 1.76

Attorney Docket Number | 007742.00188\US

Application Number

Title of Invention | Methods and Systems for Protecting a Secured Network

City ‘ INinston—SaIem

State/Province

NC Country of Residencd | bs

Mailing Address of Inventor:

Address 1 t/o Centripetal Networks, Inc.

Address 2 99 Bow Street, Suite 300w

City | Portsmouth State/Province | F\IH

Postal Code 03801 Countryi | |US

Inventor ¥

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
| Pater P [Seremia <

Residence Information (Select One) (@ US Residency Non US Residency Active US Military Service

City Portsmouth

State/Province

NH Country of Residencé | s

Mailing Address of Inventor:

Address 1 b/o Centripetal Networks, Inc.

Address 2 99 Bow Street, Suite 300W

City | Portsmouth State/Province | F\IH
Postal Code 03801 Countryi | s

All Inventors Must Be Listed - Additional Inventor Information blocks may be
generated within this form by selecting the Add button.

Add

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number

P2907

Email Address

| Add Email | |Remove Email

Application Information:

Title of the Invention

ethods and Systems for Protecting a Secured Network

Attorney Docket Number| 007742.00188\US Small Entity Status Claimed [ |
Application Type Nonprovisional -
Subject Matter Utility -

Total Number of Drawing Sheets (if any) 13

Suggested Figure for Publication (if any)
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PTO/AIA/4 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE
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Attorney Docket Number | 007742.00188\US

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Methods and Systems for Protecting a Secured Network

Filing By Reference:

Only complete this section when filing an application by reference under 35 US.C. 111(c} and 37 CFR 1.57{a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., “Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a). ]
Application number of the previcusly Filing date {YYYY-MM-DD) Intellectual Property Authority or Country

filed application

Publication Information:
[ ] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: ¢ Customer Number US Patent Practitioner () Limited Recognition (37 CFR 11.9)
Customer Number P2907

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.5.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status | Pending - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)

Continuation of 16/909327 2020-06-23

4
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) ) Attorney Docket Number | 007742.00188\US
Application Data Sheet 37 CFR 1.76 —
Application Number
Title of Invention | Methods and Systems for Protecting a Secured Network
Prior Application Status | |Patented v
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
16/909327 Continuaticn of ~| |116/448969 2019-06-21 10749906 2020-08-18
Prior Application Status | Pending - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
[16/448969 [Continuation of ~| 16/158868 2018-10-12
Prior Application Status | [Patented
Application L Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
16/158868 Continuaticn of ~| 115/414117 2017-01-24 10142372 2018-11-27
Prior Application Status | Patented -
Application L Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
15/414117 Division of ~| 114/253992 2014-04-16 09565213 P017-02-07
Prior Application Status | Patented v
Application _ Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
Continuation in part of H 16/728766 2019-12-27 10785266 2020-09-22
Prior Application Status | Patented v
Application L Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
16/728766 Continuation of ~| 116/111524 2018-08-24 10567437 2020-02-18
Prior Application Status | Patented - Remove
Application L Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
16/111524 Continuation of H 15/413834 2017-01-24 10091246 2018-10-02
Prior Application Status | [Patented -
Application L Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
15/413834 Continuation of ~| 114/698560 2015-04-28 9560077 2017-01-31
Prior Application Status | Patented v Remove
Application L Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
14/698560 Continuation of ~| 113/657010 2012-10-22 9137205 2015-09-15

Additional Domestic Benefit/National Stage Data may be generated within this form

by selecting the Add button.

Add

Foreign Priority Information:
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. Attorney Docket Number | 007742.00188\US
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Methods and Systems for Protecting a Secured Network

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.8.C. 119(b) and 37 CFR 1.55. When pricrity is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign prionty application is filed, within the time period specified in 37 CFR 1.55(g)(1).

Remove

Application Number Cc>untryi Filing Date (YYYY-MM-DD) Access Codé (if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the
Add button. Add

Statement under 37 CFR 1.55 or 1.78 for AIlA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.
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. Attorney Docket Number | 007742.00188\US
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Methods and Systems for Protecting a Secured Network

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property {IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office {(EPO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPQ), the Japan Patent Office
{(JPO), the Korean Intellectual Property Office (KIPQ), the State Intellectual Property Office of the People’s Republic of
China (SIPQO)}, the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

(1).

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 {opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[ ] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
[ ] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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Attorney Docket Number | 007742.00188\US

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Methods and Systems for Protecting a Secured Network

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant {1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {(assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

® Assignee Legal Representative under 35 U.S.C. 117 Joint Inventor

Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

vI

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. X

Organization Name Centripetal Networks, Inc.

Mailing Address Information For Applicant:

Address 1 t/o Centripetal Networks, Inc.

Address 2 09 Bow Street, Suite 300W

City Portsmouth State/Province NH
Country | s Postal Code 03801
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assighment recorded by the Office.
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Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Methods and Systems for Protecting a Secured Network

Assignee 1

Complete this section if assighee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information™ section will appear on the patent application
publication as an applicant. For an assighee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. []

Prefix Given Name Middle Name Family Name Suffix
Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City State/Province

Countryi Postal Code

Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by 2

selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or mare joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature |/Kirk A. Sigmon/ Date (YYYY-MM-DD)| [2020-09-21
First Name | Kirk Last Name | Sigmon Registration Number | [76,326
Additional Signature may be generated within this form by selecting the Add button. Add
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Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Methods and Systems for Protecting a Secured Network

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandna, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related tc a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.5.C. 2(b)(2); (2} furnishing of the informaticn solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested informaticn, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by youin this form will be subject to the following routine uses:

1

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.5.C. 552) and the Privacy
Act (5 US.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect tc the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
acontract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C.
552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the Internaticnal Bureau of the World Intellectual Property Crganization, pursuant to the Patent CooperationTreaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.5.C. 181)
and for review pursuant to the Atomic Energy Act (42 U 5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the G5A regulations governing inspection of
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.5.C.
122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned cr in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential viclation of law or regulation.
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STATEMENT BY APPLICANT
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Aftorney Docket Number 007742.00188WS
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STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

Application Number

Filing Date

First Named Inventor | Steven Rogers

Art Unit N/A

Examiner Name Not Yet Assigned

Aftorney Docket Number 007742.00188\WUS

1 P016 Dec 05 - (US) Notice of Allowance - App 14/714,207

2 P016 Feb 24 - (AU) Office Action - App 2014228257

3 P016 Feb 25 - {AU) Office Action - App 2014249055

4 P016 Feb 26 - (US) Non Final Office Action - App 14/253,992

5 P016 Jan 11 - (US) Non Final Rejection - App 14/698,560

6 P016 Jan 28 - (WO) International Search Report and Written Opinion - App PCT/US2015/062691
7 P016 Jul 11 - (EP) Office Action - App 14720824 3

8 P016 Jul 20 - {AU) Office Action - App 2013335255

9 P016 Jul 22 - (US) Office Action - App 14/921,718

10 P016 Jun 09 - (WO) International Search Report - PCT/US2016/026339
11 P016 Jun 14 - (US) Office Action - App 14/625,486
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

Application Number

Filing Date

First Named Inventor | Steven Rogers

Art Unit N/A

Examiner Name Not Yet Assigned

Aftorney Docket Number 007742.00188\WUS

12 P016 Jun 16 - (CA) Office Action - App 2,888,935

13 P016 May 06 - (US) Office Action - App 14/714,207

14 P016 May 13 - (US) Office Action - App 13/940,240

15 P016 Nov 21 - (US) Office Action - App 14/745,207

16 P016 Oct 05 - (US) Notice of Allowance - App 14/698,560
17 P016 Oct 26 - (US) Office Action - App 13/940,240

18 P016 Sept 13 - (CA) Office Action - App 2,902,206

19 P016 Sept 14 - (CA) Office Action - App 2,897,737

20 P016 Sept 26 - (CA) Office Action - App 2,902,158

21 P017 Apr 12 - (US) Office Action - App 14/757,638

22 P017 Aug 15 {(WO) Intemnational Preliminary Report on Patentability - App. PCT/US2015/062691 {007742_.00064)
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

Application Number

Filing Date

First Named Inventor | Steven Rogers

Art Unit N/A

Examiner Name Not Yet Assigned

Aftorney Docket Number 007742.00188\WUS

23 P017 Aug 21 (AU) First Examination Report - App. 2015248067 (007742.00079)

24 P017 Feb 10 - {(US) Notice of Allowance - App 14/625,486

25 P017 Feb 15 - {(US) Notice of Allowance - App 14/921,718

26 P017 Jul 20 (US) Compilaint for Patent Infringement - Case No. 2:17-cv-00383-HCN-LRL, Document 1, 38 pages.

27 P017 Jun 07 - (US) Office Action - App 14/745,207

28 P017 Jun 07 - (WO) International Search Report and Written Opinion - App PCT/US2016/067111

29 P017 Mar 06 - (WO) International Search Report and Written Opinion - App PCT/US2(16/068008

30 P017 Nov 21 (US) Notice of Allowance - App. 14/690,302 (007742.00042)

31 P017 Nov 3 (US) Non-Final Office Action - App. 15/413,834 (007742.00085)

32 P017 Oct 17 (WO) International Preliminary Report on Patentability - App. PCT/US2016/026339 (007742.00075)

33 P017 Sep 5 (US) Defendant Ixia's Partial Answer to Complaint for Patent Infringement - Case No. 2:17-cv-00383-
HCN-LRL, Document 29, 14 pages.
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Application Number

Filing Date

INFORMATION DISCLOSURE

First Named Inventor | Steven Rogers

STATEMENT BY APPLICANT

. Art Unit N/A
( Not for submission under 37 CFR 1.9%)

Examiner Name Not Yet Assigned

Aftorney Docket Number 007742.00188\WUS

P017 Sep 5 (US) Memorandum in Support of Defendant's Ixia and Keysight Technologies, Inc's Motion to Dismiss for

34 Lnpatentability Under 35 U.S.C. § 101 - Case No. 2:17-¢cv-00383-HCM-LRL, Document 21, 29 pages.

P017 Sep 5 (US) Request for Judicial Notice in Support of Defendants Ixia and Keysight Technologies, Inc's Motion to

35 Dismiss for Unpatentability under 35 U.S.C. § 101 - Case No. 2:17-cv-00383-HCN-LRL, Document 22, 3 pages.

36 P017 Sept 29 (CA) Examination Report - App. 2,772,630

37 P018 Apr 17 (US) Non-Final Office Action - App. 15/610,995 (007742.00090)

38 P018 Mar 15 (EP) Second Communication pursuant to Article 94(3) EPC - App. 13765547 .8 (007742.00044)

39 P018 Mar 16 (EP) Communication Pursuant to Rule 164(2)(b) and Article 94(3) EPC - App. 15722292 8

40 P018 Mar 21 (AU) First Examination Report - App. 2015382393 (007742 .00096)

41 P018 Mar 8 (US) Non-Final Office Action - App. 14/745,207

42 P018 May 25 (US) Notice of Allowance - App. 15/413,834

43 A. Feldmann et al., "Tradeoffs for Packet Classification", Proceedings of the IEEE INFOCOM, 397-413, 2000

44 A. Hari et al., "Detecting and Resolving Packet Filter Conflicts”, Proceedings of IEEE INFOCOM, 1203-1212, 2000
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Application Number

Filing Date

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

First Named Inventor | Steven Rogers

Art Unit N/A

Examiner Name Not Yet Assigned

Aftorney Docket Number 007742.00188\WUS

45 Acharya et al, "OPTWALL: A Hierarchical Traffic-Aware Firawall," Department of Computer Science,
ITelecommunications Program, University of Pittsburgh, pgs. 1-11 (2007)
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47 C. Benecke, "A Parallel Packet Screen for High Speed Networks", Proceedings of the 15th Annual Computer Security
Applications Conference, 1999

48 Chen, et al, "Research on the Anomaly Discovering Algorithm of the Packet Filtering Rule Sets," September 2010,
First International Confererence on Pervasive Computing, Signal Processing and Applications, pp. 362-366.

49 D. Comer, "Analysis of a Heuristic for Full Trie Minimization", ACM Transactions on Database Systems, 6{3): 513-537,
Sept. 1981

50 D. Decasper et al., "Router Plugins: A Software Architectura for Next-Generation Routers”, IEEE/ACM Transactions onf
Networking, 8(1): February 2000

If you wish to add additional non-patent literature document citation information please click the Add button| Add
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*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
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Examiner Name Not Yet Assigned

Aftorney Docket Number 007742.00188\WUS

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection({s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e){(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Kirk A. Sigmon/ Date (YYYY-MM-DD) 2020-09-21
Name/Print Kirk A. Sigmon Registration Number 76,326

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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PTO/AIA/82A (07-13)
Approved for use through 03/31/2021. OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attomey by Applicant form (PTO/AIA/82B) to identify the application to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attomey is
directed, the Power of Attorney will not be recognized in the application.

Application Number Not Yet Assigned
Filing Date Concurrently Herewith
First Named Inventor Steven Rogers

Title

Methods and Systems for Protecting a Secured Network

Art Unit N/A

Examiner Name Not Yet Assigned

Attorney Docket Number | 007742.00188\US
SIGNATURE of Applicant or Patent Practitioner

Signature Date (Optional) Sept. 21, 2020
/Kirk A. Sigmon/
Name . . Registration
Kirk A. Sigmon Number 76,326

Title (if Applicant is a
juristic entity)

Applicant Name (if Applicant is a juristic entity)

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If
more than one applicant, use multiple forms.
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.
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Filing Date
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119 00100115621 A1 P010-05-06 Staniford et al.
120 00100132027 A1 P010-05-27 Ou

EFS Web 2.1.18

Keysight Technologies Ex. 1002

Page 324 of 401




Application Number

Filing Date

INFORMATION DISCLOSURE

First Named Inventor | Steven Rogers

STATEMENT BY APPLICANT - N/A

( Not for submission under 37 CFR 1.9%)

Examiner Name Not Yet Assigned

Aftorney Docket Number 007742.00188\WUS

121 20100195503 A1l P010-08-05 Raleigh
122 20100199346 A1l P010-08-05 |ing et al.
123 20100202299 A1l P010-08-12 Strayer et al.
124 20100211678 A1l P010-08-19 McDysan et al.
125 20100232445 A1l P010-09-16 Bellovin
126 20100242098 A1l P010-09-23 Kenworthy
127 20100268799 A1 P010-10-21 Maestas
128 0100296441 A1l P010-11-25 Barkan
129 20100303240 A1l P010-12-02 Beachem et al.
130 20110055916 A1l P011-03-03 JAhn
131 20110055923 A1l P011-03-03 Thomas
EFS Web 2.1.18 Keysight Technologies Ex. 1002

Page 325 of 401




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

Application Number

Filing Date

First Named Inventor | Steven Rogers
Art Unit N/A
Examiner Name Not Yet Assigned

Aftorney Docket Number

007742.00188\US

132 0110088092 Al P011-04-14 Nguyen et al.
133 0110141900 Al P011-06-16 Jayawardena et al.
134 0110185055 Al P011-07-28 NAPPIER et al.
135 0110214157 Al P011-09-01 Korsunsky et al.
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146 0120331543 Al P012-12-27 Bostrom et al.
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148 0130059527 Al P013-03-07 HASESAKA et al.
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150 0130104236 Al P013-04-25 RAY et al.

151 0130117852 Al P013-05-09 Stute

152 0130139236 Al P013-05-30 Rubinstein et al.
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EFS Web 2.1.18

Keysight Technologies Ex. 1002

Page 327 of 401




Application Number

Filing Date

INFORMATION DISCLOSURE

First Named Inventor | Steven Rogers

STATEMENT BY APPLICANT - N/A

( Not for submission under 37 CFR 1.9%)

Examiner Name Not Yet Assigned

Aftorney Docket Number 007742.00188\WUS

154 00130291100 A1 P013-10-31 (Ganapathy et al.
155 20130305311 A1 P013-11-14 Puttaswamy Naga et al.
156 00140075510 A1 P014-03-13 Sonoda et al.
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158 00140082730 A1 P014-03-20 WVASHIST et al.
159 00140115654 A1 P014-04-24 Rogers et al.
160 00140150051 A1 P014-05-29 Bharali et al.
161 00140201123 A1 P014-07-17 phn et al.
162 0140215561 A1 P014-07-31 Roberson et al.
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167 20140283030 A1l P014-09-18 Moore et al.
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169 20140337613 A1l P014-11-13 Martini

170 20140366132 A1l P014-12-11 Stiansen et al.

171 20150033336 A1 P015-01-29 Mang et al.

172 0150106930 A1l P015-04-16 HONDA et al.

173 0150128274 A1l P015-05-07 Giokas

174 0150135325 A1l P015-05-14 Stevens et al.
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176 0150237012 A1l P015-08-20 Moore

177 0150244734 A1l P015-08-27 Dlson et al.

178 20150256431 A1l P015-09-10 Buchanan et al.

179 0150304354 A1l P015-10-22 Rogers et al.

180 0150334125 A1l P015-11-19 BARTOS et al.

181 0150341389 A1l P015-11-26 KURAKAMI

182 20150350229 A1 P015-12-03 Mitchell

183 0150372977 A1l P015-12-24 Yin

184 0150373043 A1l P015-12-24 Mang et al.

185 0160020968 A1l P016-01-21 JPumann et al.

186 0160028751 A1l P016-01-28 [Cruz Mota et al.
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202 0160127417 Al P016-05-05 Janssen

203 0150052601 Al P015-02-19 MVhite et al.
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205 70040181690 Al P004-09-16 Rothermel et al.
206 0140317737 Al P014-10-23 SHIN et al.
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court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.
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METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK
CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application is a continuation of co-pending U.S. Patent Application Serial No.
16/909,327, filed June 23, 2020, and a continuation-in-part of U.S. Patent Application Serial No.
16/728,766, filed December 27, 2019 (now U.S. Patent No. 10,785,266), which is a continuation
of U.S. Patent Application Serial No. 16/448,969 (now U.S. Patent No. 10,749,906), filed June 21,
2019, which is a continuation of U.S. Patent Application Serial No. 16/158,868, filed October 12,
2018, which is a continuation of U.S. Patent Application Serial No. 15/414,117 (now U.S. Patent
No. 10,142,372), filed January 24, 2017, which is divisional of and claims priority to U.S. Patent
Application Serial No. 14/253,992 (now U.S. Patent No. 9,565,213), filed April 16, 2014, the

disclosures of which are incorporated by reference herein in their entirety.
BACKGROUND

[0002] The TCP/IP network protocols (e.g., the Transmission Control Protocol (TCP) and the
Internet Protocol (IP)) were designed to build large, resilient, reliable, and robust networks. Such
protocols, however, were not originally designed with security in mind. Subsequent developments
have extended such protocols to provide for secure communication between peers (e.g., Internet
Protocol Security (IPsec)), but the networks themselves remain vulnerable to attack (e.g.,

Distributed Denial of Service (DDoS) attacks).

[0003] Most existing approaches to protecting such networks are reactive rather than
proactive. While reactive approaches may identify the source of an attack and assist in subsequent

mitigation efforts, in most instances, the attack will have already been successfully launched.

[0004] Proactive solutions, however, have often been deemed untenable due to an inability to
scale to larger networks. A significant challenge associated with building a scalable proactive
solution is the need to filter substantially all network traffic at a high resolution. In a large network,
where traffic volumes may be enormous, the time required to provide high resolution filtering has

traditionally been thought to render a proactive solution infeasible.

18217346
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SUMMARY

[0005] The following presents a simplified summary in order to provide a basic understanding
of some aspects of the disclosure. It is neither intended to identify key or critical elements of the
disclosure nor to delineate the scope of the disclosure. The following summary merely presents

some concepts in a simplified form as a prelude to the description below.

[0006] Aspects of this disclosure relate to protecting a secured network. In some
embodiments, one or more packet security gateways are associated with a security policy
management server. At each of the packet security gateways, a dynamic security policy may be
received from the security policy management server, packets associated with a network protected
by the packet security gateway may be received, and at least one of multiple packet transformation
functions specified by the dynamic security policy may be performed on the packets. Performing
the at least one of multiple packet transformation functions specified by the dynamic security
policy on the packets may include performing at least one packet transformation function other

than forwarding or dropping the packets.

[0007] In some embodiments, two or more of the packet security gateways may be configured
in series such that packets forwarded from a first of the packet security gateways are received by
a second of the packet security gateways. In some embodiments, the dynamic security policy may
include two rules requiring sequential execution. A first of the packet security gateways may
perform a packet transformation function specified by one of the rules on the packets and a second
of the packet security gateways may subsequently perform a packet transformation function

specified by the other of the rules on packets received from the first packet security gateway.

[0008] In some embodiments, the dynamic security policy may include a rule specifying a set
of network addresses for which associated packets should be dropped and a rule specifying that all
packets associated with network addresses outside the set should be forwarded. Additionally or
alternatively, the dynamic security policy may include a rule specifying a set of network addresses
for which associated packets should be forwarded and a rule specifying that all packets associated
with network addresses outside the set should be dropped. In some embodiments, the security
policy management server may receive information associated with one or more Voice over

Internet Protocol (VoIP) sessions and the set of network addresses for which associated packets
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should be forwarded may be created or altered utilizing the information associated with the one or

more VoIP sessions.

[0009] In some embodiments, the packet security gateways may receive three or more dynamic
security policies from the security policy management server. A first of the dynamic security
policies may specify a first set of network addresses for which packets should be forwarded. A
second of the dynamic security policies may be received after the first and may specify a second
set of network addresses, which includes more network addresses than the first set, for which
packets should be forwarded. A third of the dynamic security policies may be received after the
second and may specify a third set of network addresses, which includes more network addresses

than the second set, for which packets should be forwarded.

[0010] In some embodiments, the dynamic security policy may include two rules that each
specify a set of network addresses. The dynamic security policy may specify that packets
associated with the first set of network addresses should be placed in a first forwarding queue and
packets associated with the second set of network addresses should be placed in a second
forwarding queue. The first forwarding queue may have a different queueing policy, for example,

a higher forwarding rate, than the second forwarding queue.

[0011] In some embodiments, the dynamic security policy may include a rule specifying a set
of network addresses and an additional parameter. The packet transformation function specified
by the dynamic security policy may include routing packets that fall within the specified set and
match the additional parameter to a network address different from a destination network address
specified by the packets. In some embodiments, the additional parameter may be a Session
Initiation Protocol (SIP) Uniform Resource Identifier (URI). The network address different from
the destination network address may correspond to a device configured to copy information
contained within the packets and forward the packets to the destination network address specified

by the packets.

[0012] In some embodiments, the packet transformation function may forward the packets into
the network protected by the packet security gateway. In some embodiments, the packet
transformation function may forward the packets out of the network protected by the packet

security gateway. In some embodiments, the packet transformation function may forward the one
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or more packets to an IPsec stack having an IPsec security association corresponding to the

packets. In some embodiments, the packet transformation function may drop the packets.

[0013] In some embodiments, the dynamic security policy may include multiple rules. One of
the rules may specify the packet transformation function. In some embodiments, one of the rules
may specify a five-tuple of values selected from packet header information. The five-tuple may
specify one or more protocol types, one or more IP source addresses, one or more source ports,
one or more IP destination addresses, and one or more destination ports. In some embodiments,
one of the rules may specify a Differentiated Service Code Point (DSCP) that maps to a DSCP

field in an IP header of one of the packets.

[0014] In some embodiments, one of the packet security gateways may operate in a network
layer transparent manner. For example, the packet security gateway may send and receive traffic
at a link layer using an interface that is not addressed at the network layer and simultaneously
perform the packet transformation function at the network layer. Additionally or alternatively, the
packet security gateway may include a management interface having a network layer address.

Access to the management interface may be secured at the application level.

[0015] In some embodiments, the dynamic security policy may include a rule generated based,
at least in part, on a list of known network addresses associated with malicious network traffic. In
some embodiments, the list of known network addresses associated with malicious network traffic
may be received from a subscription service that aggregates information associated with malicious

network traffic.

[0016] In some embodiments, the packets associated with the network protected by the packet
security gateway may originate within the network protected by the packet security gateway and
may be destined for a network distinct from the network protected by the packet security gateway.
Additionally or alternatively, the packets associated with the network protected by the packet
security gateway may originate within a network distinct from the network protected by the packet
security gateway and may be destined for a host within the network protected by the packet security

gateway.
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[0017] In some embodiments, one of the packet security gateways may be located at each
boundary between a protected network associated with the security policy management server and

an unprotected network.

[0018] Other details and features will be described in the sections that follow.
BRIEF DESCRIPTION OF THE DRAWINGS

[0019] The present disclosure is pointed out with particularity in the appended claims.
Features of the disclosure will become more apparent upon a review of this disclosure in its

entirety, including the drawing figures provided herewith.

[0020] Some features herein are illustrated by way of example, and not by way of limitation,
in the figures of the accompanying drawings, in which like reference numerals refer to similar

elements.

[0021] FIG. 1 illustrates an exemplary network environment in which one or more aspects of

the disclosure may be implemented.
[0022] FIG. 2 illustrates an exemplary packet security gateway.

[0023] FIG. 3 illustrates an exemplary dynamic security policy.

[0024] FIG. 4 illustrates an exemplary configuration of multiple packet security gateways in
series.

[0025] FIG. 5 illustrates an exemplary security policy management server.

[0026] FIG. 6 illustrates an exemplary network environment for implementing a monitoring
service.

[0027] FIG. 7 illustrates an exemplary network environment that includes a secured network

having multiple boundaries with unsecured networks.

[0028] FIG. 8 illustrates an exemplary network environment that includes multiple distinct

secured networks.
[0029] FIG. 9 illustrates an exemplary secure LAN environment.

[0030] FIG. 10 illustrates an exemplary method for protecting a secured network.
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[0031] FIG. 11 illustrates an exemplary method for protecting a secured network that includes

identifying packets based on application-layer packet-header information.

[0032] FIG. 12 illustrates an exemplary method for protecting a secured network that includes
performing a packet digest logging function on packets that correspond to specified packet-

identification criteria.

[0033] FIG. 13 illustrates an exemplary method for protecting a secured network that includes

receiving security updates from multiple sources.
DETAILED DESCRIPTION

[0034] In the following description of various illustrative embodiments, reference is made to
the accompanying drawings, which form a part hereof, and in which is shown, by way of
illustration, various embodiments in which aspects of the disclosure may be practiced. It is to be
understood that other embodiments may be utilized, and structural and functional modifications

may be made, without departing from the scope of the present disclosure.

[0035] Various connections between elements are discussed in the following description.
These connections are general and, unless specified otherwise, may be direct or indirect, wired or

wireless. In this respect, the specification is not intended to be limiting.

[0036] FIG. 1 illustrates an exemplary network environment in which one or more aspects of
the disclosure may be implemented. Referring to FIG. 1, network environment 100 may include
networks A — E 102, 104, 106, 108, and 110. One or more networks within network environment
100 may be a Local Area Network (LAN) or a Wide Area Network (WAN). Such a LAN or WAN
may be associated, for example, with an organization (e.g., a company, university, enterprise, or
government agency). For example, networks A — D 102, 104, 106, and 108 may be LANs, any
combination of which may be associated with one or more organizations. One or more networks
within network environment 100 may interface with one or more other networks within network
environment 100. For example, network environment 100 may include a WAN that interfaces one
or more LANs within network environment 100 or network environment 100 may include one or

more Internet Service Providers (ISPs) that interface one or more LANs or WANSs within network
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environment 100 via the Internet. For example, network E 110 may comprise the Internet and may

interface networks A — D 102, 104, 106, and 108.

[0037] As used herein, a packet security gateway includes any computing device configured
to receive packets and perform a packet transformation function on the packets. Optionally, a
packet security gateway may further be configured to perform one or more additional functions as
described herein. As used herein, a security policy management server includes any computing
device configured to communicate a dynamic security policy to a packet security gateway.
Optionally, a security policy management server may further be configured to perform one or more
additional functions as described herein. As used herein, a dynamic security policy includes any
rule, message, instruction, file, data structure, or the like that specifies criteria corresponding to
one or more packets and identifies a packet transformation function to be performed on packets
corresponding to the specified criteria. Optionally, a dynamic security policy may further specify

one or more additional parameters as described herein.

[0038] Network environment 100 may include one or more packet security gateways and one
or more security policy management servers. For example, network environment 100 may include
packet security gateways 112, 114, 116, and 118, and security policy management server 120. One
or more security policy management servers may be associated with a protected network. For
example, networks A — D 102, 104, 106, and 108 may each be distinct LANs associated with a
common organization and may each form part of a protected network associated with security
policy management server 120. Many network protocols route packets dynamically, and thus the
path a given packet may take cannot be readily predicted. Accordingly it may be advantageous to
locate a packet security gateway at each boundary between a protected network and an unprotected
network. For example, packet security gateway 112 may be located at the boundary between
network A 102 and network E 110. Similarly, packet security gateway 114 may be located at the
boundary between network B 104 and network E 110; packet security gateway 116 may be located
at the boundary between network C 106 and network E 110; and packet security gateway 118 may
be located at the boundary between network D 108 and network E 110. As will be described in
greater detail below, each of one or more packet security gateways associated with a security policy
management server may be configured to receive a dynamic security policy from the security

policy management server, receive packets associated with a network protected by the packet
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security gateway, and perform a packet transformation function specified by the dynamic security
policy on the packets. For example, each of packet security gateways 112, 114, 116, and 118 may
be configured to receive a dynamic security policy from security policy management server 120.
Each of packet security gateways 112, 114, 116, and 118 may also be configured to receive packets
respectively associated with networks A — D 102, 104, 106, and 108. Each of packet security
gateways 112, 114, 116, and 118 may further be configured to perform a packet transformation
function specified by the dynamic security policy received from security policy management

server 120 on the packets respectively associated with networks A — D 102, 104, 106, and 108.

[0039] FIG. 2 illustrates an exemplary packet security gateway according to one or more
aspects of the disclosure. Referring to FIG. 2, as indicated above, packet security gateway 112
may be located at network boundary 200 between network A 102 and network E 110. Packet
security gateway 112 may include processor 202, memory 204, network interfaces 206 and 208,
packet filter 214, and management interface 222. Processor 202, memory 204, network interfaces
206 and 208, packet filter 214, and management interface 222 may be interconnected via data bus
210. Network interface 206 may connect packet security gateway 112 to network E 110.
Similarly, network interface 208 may connect packet security gateway 112 to network A 102.
Memory 204 may include one or more program modules that when executed by processor 202,

configure packet security gateway 112 to perform various functions as described herein.

[0040] Packet security gateway 112 may be configured to receive a dynamic security policy
from security policy management server 120. For example, packet security gateway 112 may
receive dynamic security policy 212 from security policy management server 120 via management
interface 222 (i.e., out-of-band signaling) or network interface 206 (i.e., in-band signaling). Packet
security gateway 112 may include one or more packet filters or packet discriminators, or logic for
implementing one or more packet filters or packet discriminators. For example, packet security
gateway 112 may include packet filter 214, which may be configured to examine information
associated with packets received by packet security gateway 112 and forward the packets to one
or more packet transformation functions based on the examined information. For example, packet
filter 214 may examine information associated with packets received by packet security gateway

112 (e.g., packets received from network E 110 via management interface 222 or network interface
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206) and forward the packets to one or more of packet transformation functions 1 — N 216, 218,

and 220 based on the examined information.

[0041] As will be described in greater detail below, dynamic security policy 212 may include
one or more rules and the configuration of packet filter 214 may be based on one or more of the
rules included in dynamic security policy 212. For example, dynamic security policy 212 may
include one or more rules specifying that packets having specified information should be
forwarded to packet transformation function 216, while all other packets should be forwarded to
packet transformation function 218. Packet transformation functions 1 — N 216, 218, and 220 may
be configured to perform one or more functions on packets they receive from packet filter 214.
For example, packet transformation functions 1 — N 216, 218, and 220 may be configured to
forward packets received from packet filter 214 into network A 102, forward packets received
from packet filter 214 to an IPsec stack having an IPsec security association corresponding to the
packets, or drop packets received from packet filter 214. In some embodiments, one or more of
packet transformation functions 1 — N 216, 218, and 220 may be configured to drop packets by
sending the packets to a local “infinite sink” (e.g., the /dev/null device file in a UNIX/LINUX

system).

[0042] In some embodiments, packet security gateway 112 may be configured in a network
layer transparent manner. For example, packet security gateway 112 may be configured to utilize
one or more of network interfaces 206 and 208 to send and receive traffic at the link layer. One
or more of network interfaces 206 and 208, however, may not be addressed at the network layer.
Because packet filter 214 and packet transformation functions 1 — N 216, 218, and 220 operate at
the network layer, PSG 112 may still perform packet transformation functions at the network layer.
By operating in a network layer transparent manner, packet security gateway 112 may insulate
itself from network attacks (e.g., DDoS attacks) launched at the network layer because attack
packets cannot be routed to the network interfaces 206 and 208. In some embodiments, packet
security gateway 112 may include management interface 222. Management interface 222 may be
addressed at the network level in order to provide packet security gateway 112 with network level
addressability. Access to management interface 222 may be secured, for example, at the
application level by using a service such as SSH, or secured at the transport level using, e.g., TLS,

or secured at the network level by attaching it to a network with a separate address space and
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routing policy from network A 102 and network E 110, or secured at the link level, e.g., using the

IEEE 802.1X framework, etc.

[0043] The flows illustrated by Figure 2 are merely exemplary and show packets that originate
within a network distinct from network A 102 and are destined for a host within network A 102 in
order to simplify the illustration. Packet security gateway 112 may be configured to receive and
filter packets that originate within a network other than network A 102 (e.g., networks B — E 104,
106, 108, or 110) and are destined for a host within network A 102, as well as packets that originate
within network A 102 destined for a network distinct from network A 102 (e.g., network B — D
104, 106, 108, or 110). That is, packet security gateway 112 may be configured to filter and
perform one or more packet transformation functions on packets flowing in either direction and
may thus be utilized, for example, to both protect network A 102 from malicious network traffic

and to prevent malicious network traffic from leaving network A 102.

[0044] FIG. 3 illustrates an exemplary dynamic security policy in accordance with one or more
embodiments. Referring to FIG. 3, dynamic security policy 300 may include rules 1 — 5 302, 304,
306, 308, and 310. Each rule may specify criteria and one or more packet transformation functions
that should be performed for packets associated with the specified criteria. The specified criteria
may take the form of a five-tuple of values selected from packet header information, specifying a
protocol type of the data section of the IP packet (e.g., TCP, UDP, ICMP, or any other protocol),
one or more source IP addresses, one or more source port values, one or more destination IP
addresses, and one or more destination ports. For example, rule 1 302 may specify that IP packets
containing TCP packets, originating from a source IP address that begins with 140, having any
source port, destined for an IP address that begins with 130, and destined for port 20 should have
an accept packet transformation function (e.g., the identity function) performed on them.
Similarly, rule 2 304 may specify that IP packets containing TCP packets, originating from a
source IP address that begins with 140, having any source port, destined for any IP address, and
destined for port 80 should have an accept packet transformation function performed on them; rule
3 306 may specify that IP packets containing TCP packets, originating from a source IP address
that begins with 150, having any source port, destined for any IP address that begins with 120, and
destined for port 90 should have an accept packet transformation function performed on them; rule

4 308 may specify that IP packets containing UDP packets, originating from a source IP address
10
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that begins with 150, having any source port, destined for any IP address, and destined for port
3030 should have an accept packet transformation function performed on them; and rule 5 310
may specify that IP packets containing any data, originating from any source IP address, having
any source port, destined for any IP address, and destined for any port should have a deny packet
transformation function performed on them. One or more rules included in dynamic security
policy 300 may be specified in IP version 4 or IP version 6. In some embodiments, the specified
criteria may comprise values selected from application-layer packet-header information. For
example, application-layer hypertext transfer protocol (HTTP) packets, which transfer information
between instances of web client applications (e.g., web browsers) and web server applications
(e.g., named web sites such as www.examplewebsite.com), may contain headers that specify
methods and/or one or more uniform resource identifiers (URIs) for transferring resources (e.g.,
files) between client and servers. For example, the HTTP GET method may transfer URI-labeled
resources (e.g., hypertext markup language (HTML) files) from a server to a client. Similarly, the
HTTP PUT method may transfer resources from a client to a server. A rule may specify that IP
packets containing HTTP packets with a GET method and transferring a resource with a particular
URI should have an accept packet transformation function performed on them. Another rule may
specify that IP packets containing HTTP packets with a PUT method and transferring a resource
to a server with a particular URI should have a deny packet transformation function performed on
them. Rules may specify criteria comprising values selected from five-tuple header information

and/or values selected from application-layer header information.

[0045] As will be described in greater detail below, dynamic security policy 300 may include
one or more rules that specify a packet transformation function other than forwarding (accepting
or allowing) or dropping (denying) a packet. For example, rule 3 306 may specify that IP packets
containing TCP packets, originating from a source IP address that begins with 150, having any
source port, destined for any IP address that begins with 120, and destined for port 90 should not
only have an accept packet transformation function performed on them, but should also be routed

to a monitoring device.

[0046] One or more rules within dynamic security policy 300 may be required to execute in a
specific order. For example, it may be required that rule 5 310 be executed last. Because rule 5

310 specifies that any packet should have a deny packet transformation function performed on it,
11
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if it were executed before a rule specifying an accept packet transformation function (e.g., one or
more of rules 1 — 4 302, 304, 306, or 308), no packets matching the criteria specified by the rule
specifying the accept packet transformation function would pass through a packet security gateway
implementing dynamic security policy 300. Similarly, two or more rules within dynamic security
policy 300 may specify overlapping criteria and different packet transformation functions. In such
cases, the order-of-application of the rules may determine which rule is applied to a packet that
would match the two or more rules. Such rules may be merged together or otherwise transformed
into a different set of rules without overlapping criteria, which may produce the same result as the

original set of rules, when applied to any packet.

[0047] A dynamic security policy may utilize the combination of one or more rules to create
policies for governing packets within a network environment or effectuating one or more services
within a network environment. For example, a dynamic security policy may include one or more
rules, the combination of which may effectuate a blocklist service within a network environment.
A dynamic security policy that effectuates a blocklist service within a network environment may
include one or more rules specifying criteria (e.g., a set of network addresses) for which associated
packets should be blocked, dropped, or denied, and at least one rule specifying that all packets
outside the specified block sets should be forwarded, accepted, or allowed. Such a dynamic
security policy may be constructed by including one or more rules specifying criteria (e.g., a set
of network addresses) for which associated packets should be dropped, and a wildcard rule,
designated to be executed last, and specifying that all packets should be allowed. One or more
dynamic security policies that effectuate a blocklist service may be utilized to implement one or

more Virtual Private Networks (VPNs).

[0048] A dynamic security policy may also include one or more rules, the combination of
which may effectuate an allowlist service within a network environment. A dynamic security
policy that effectuates an allowlist service within a network environment may include one or more
rules specifying criteria (e.g., a set of network addresses) for which associated packets should be
forwarded, allowed, or accepted, and at least one rule specifying that all packets outside the
specified allow sets should be blocked, denied, or dropped. Such a dynamic security policy may
be constructed by including one or more rules specifying criteria (e.g., a set of network addresses)

for which associated packets should be forwarded, and a wildcard rule, designated to be executed
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last, and specifying that all packets should be blocked. For example, dynamic security policy 300
includes rules 1 — 4 302, 304, 306, and 308, cach of which specifies a set of network addresses for
which packets should be allowed, and rule 5 310 which specifies that all packets should be
dropped. Thus, if rules 1 —5 302, 304, 306, 308, and 310 are executed in order, dynamic security

policy 300 will effectuate an allowlist service.

[0049] A dynamic security policy may also include one or more rules, the combination of
which may effectuate a VoIP firewall service within a network environment. As will be discussed
in greater detail below, a security policy management server may receive information associated
with VoIP sessions. For example, a security policy management server may receive information
associated with VoIP sessions from one or more softswitches (e.g., H.323 softswitches, SIP IP
Multimedia Subsystem (IMS) softswitches) or session border controllers when a VolP session is
initialized or set up. In order to allow packets associated with such a VoIP session within a network
protected by one or more packet security gateways associated with the security policy management
server, the security policy management server may utilize the received information associated with
the VoIP sessions to construct one or more rules for allowing the packets associated with the VoIP
session. When the VoIP session is terminated or torn down, the softswitch or session border
controller may notify the security policy management server, which may create or alter one or
more rules to reflect the termination of the VolP session (e.g., to deny future packets which may

match criteria previously associated with the VolP session).

[0050] A dynamic security policy may also include one or more rules or rule sets, the
combination of which may effectuate a phased restoration service within a network environment.
Such a phased restoration service may be used in the event of a network attack (e.g., a DDoS
attack). When an attack occurs a network may be overwhelmed with network traffic and be unable
to route all or any of the traffic. In the event of such an attack, it may be beneficial to utilize a
dynamic security policy which effectuates a phased restoration service. Such a dynamic security
policy may include one or more rules or rule sets configured for execution in time-shifted phases.
Each of the rules or rule sets may specify progressively larger sets of network addresses. For
example, a dynamic security policy may include three rules or rule sets which may be configured
for execution in time-shifted phases. A first of the rules or rule sets may specify a relatively small

set of network addresses for which packets should be forwarded (e.g., network addresses
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corresponding to mission critical network devices). A second of the rules or rule sets may specify
a relatively larger set of network addresses for which packets should be forwarded (e.g., network
addresses corresponding to trusted network devices). A third of the rules or rule sets may specify
an even larger set of network addresses for which packets should be forwarded (e.g., network
addresses corresponding to all network devices that would be allowed under ordinary
circumstances). The dynamic security policy may specify that the rules or rule sets should be
implemented in time-shifted phases. That is, the dynamic security policy may specify that the first
rule or rule set should be executed first, and that the second rule or rule set should be executed at
a time after the time at which the first rule or rule set is executed, and the third rule or rule set
should be executed at a time after the time at which the second rule or rule set is executed. Such
a dynamic security policy may assist a network in recovering from an attack, by allowing the

network to isolate itself from the attack or recover in a controlled manner.

[0051] A dynamic security policy may also include one or more rules, the combination of
which may effectuate an enqueueing service within a network environment. A dynamic security
policy that effectuates an enqueueing service may include one or more rules that specify sets of
network addresses and packet transformation functions that queue packets in one or more queues
corresponding to the sets. These queues may then be serviced at varying rates. For example, a
dynamic security policy may include two rules, each of which specify a set of network addresses.
A first of the rules may specify that packets corresponding to its specified set should be queued in
a first forwarding queue. A second of the rules may specify that packets corresponding to its
specified set should be queued in a second forwarding queue. The first forwarding queue may be
serviced at a higher forwarding rate than the second forwarding queue. Such an enqueueing service
may be utilized during or following a network attack, or generally to provide prioritized service to
critical network devices (e.g., when network resources are strained). In some embodiments, one
or more rules contained within a dynamic security policy may include an arbitrary selector which
may correspond to one or more parameters or fields associated with a packet. For example, a
dynamic security policy rule may include a Differentiated Service Code Point (DSCP) selector
that corresponds to a DSCP field in an IP header. Thus, two packets having different values within
the specified DSCP field may correspond to two distinct rules within a dynamic security policy

and have different packet transformation functions performed on them. For example, two
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otherwise identical packets having different values within the specified DSCP field may be queued
in two different forwarding queues that have different forwarding rates, and may thus receive

differentiated service.

[0052] A dynamic security policy may also include one or more rules, the combination of
which may effectuate a multi-dimensional routing service or a multi-dimensional switching service
within a network environment. For example, in some embodiments, a dynamic security policy
may include one or more rules that specify a set of network addresses and an additional parameter.
Such rules may further specify a packet transformation function configured to route packets within
the specified set of network addresses that match the additional parameter to a network address
distinct from the packets’ respective destination network addresses. For example, the packet
transformation function may be configured to encapsulate such packets (e.g., as described by
Internet Engineering Task Force (IETF) Request For Comment (RFC) 2003) with an IP header
specifying a network address different from their respective destination addresses. The packets
may then be routed to the network address specified by the encapsulating IP header, which may
correspond to a network device configured to utilize such packets or data contained within them,
strip the IP header from the packets, and forward the packets to their respective destination
addresses. In some embodiments, the packet transformation function may be configured to alter
or modify the destination address of the packets, which may then be routed to the altered or
modified destination address. Additionally or alternatively, the packet transformation function
may be configured to assign such packets to a particular Layer-2 VLAN (e.g., as described by
IEEE 802.1Q). The packets may then be switched to another device on the same VLAN, which
may or may not be on the IP-layer path that the packet would have taken if it were routed according

to the packet’s destination IP address instead of being switched through the VLAN.

[0053] As will be described in greater detail below, in some embodiments a dynamic security
policy may include one or more rules, the combination of which may effectuate an implementation
of a multi-dimensional routing service for performing a monitoring service within a network
environment. For example, a dynamic security policy may include one or more rules that specify
a set of network addresses (e.g., a set of network addresses from which a call that is to be monitored
is expected to originate within) and an additional parameter (e.g., a SIP URI corresponding to a

caller to be monitored). As indicated above, such rules may further specify a packet transformation
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function configured to route or switch packets within the specified set of network addresses that
match the additional parameter (e.g., the SIP URI) to a network address corresponding to a
monitoring device. The network address corresponding to the monitoring device may be different
from the packets’ destination network address (e.g., an address corresponding to the called party
or a softswitch associated with the called party). For example, the packet transformation function
may be configured to encapsulate the packets with an IP header specifying the network address
corresponding to the monitoring device. The packets may then be routed (or rerouted) to the
monitoring device, which may be configured to copy the packets or data contained within them
(e.g., for subsequent review by a law enforcement or national security authority), strip the IP
header from them, and then forward the packets to their destination address (e.g., the address

corresponding to the called party or softswitch associated with the called party).

[0054] In some embodiments, a dynamic security policy may include one or more rules, the
combination of which may effectuate an implementation of an informational service for
performing a network communications awareness service, a network security awareness service,
and/or a network threat awareness service (e.g., for a particular network environment). For
example, a dynamic security policy may include one or more rules that specify criteria such as one
or more network addresses, protocol types, method types, and/or directions (e.g., inbound,
outbound, or the like) that are indicative of packet communications that are of interest to an
organization that operates the secured network. Such rules may further specify a packet
transformation function that, when applied to a packet that matches such a rule, produces a digest
version, or log, of the packet. This packet log (or digest) may contain selected packet information
and/or system information (e.g., associated network addresses, ports, protocol types, URISs, arrival
times, packet sizes, directions, interface names, media access control (MAC) addresses, matching
rule IDs, metadata associated with matching rules, enforced policy names, or the like). The
associated packet security gateway may store and/or forward packet logs using a logging system
based on a standard (e.g., syslog, or the like). Awareness application servers may read packet logs
and perform various transformations on the logs to produce awareness information, which may be

accessed by client applications.

[0055] As indicated above, a significant challenge associated with building a scalable

proactive solution for protecting a secured network, is the need to filter substantially all network
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traffic at a high resolution. Filtering traffic at a high resolution often requires the use of many
rules. In a large network, where traffic volumes may be enormous, the time required to provide
high resolution filtering (e.g., the time required to apply a large number of rules to a large volume
of traffic) has traditionally been thought to render proactive network protection solutions
infeasible. This concern may be particularly acute in network environments that utilize low-

latency applications (e.g., VoIP).

[0056] Recent advances in packet filtering technology have reduced the time required to apply
large rule sets to network traffic. For example, U.S. Patent Application Publication Nos.
2006/0195896 and 2006/0248580 to Fulp et al., and U.S. Patent Application Publication No.
2011/0055916 to Ahn, describe advanced packet filtering technologies, and are each incorporated

by reference herein in their entireties.

[0057] One approach to providing high resolution filtering, while reducing the number of rules
applied to network traffic, may be utilized when a dynamic security policy is combinatorially
complete. For example, a dynamic security policy may be configured to allow bi-directional
communication between a set of N internal hosts {I1, Iz, . . ., In} within a protected network and a
set of M external hosts {Ei, Ea, ..., Em} outside the protected network. To enable
communications between the internal hosts and the external hosts, the dynamic security policy
may be constructed to include a set of rules containing each possible combination of internal hosts
and external hosts (e.g.,{{I1, E1}, {I1, E2}, . . . {Ii, Em}, {I2, E1}, {I2, E2}, . . .{I2, Em}, .. ..{Ix, E1},
{In, E2}, .. .{In, Em}}), each of the rules being associated with an allow packet transformation
function. Such a dynamic security policy would have N*M rules for allowing communication
between the internal hosts and the external hosts that originate from one of the internal hosts and
are destined for one of the external hosts, and an additional N*M rules for allowing
communications between the internal hosts and the external hosts that originate from one of the
external hosts and are destined for one of the internal hosts. An equivalent result may be achieved,
however, by constructing two smaller dynamic security policies: a first dynamic security policy
that includes rules specifying the N internal hosts (e.g., {{Ii}, {12}, ..., {In}}), each rule being
associated with an accept packet transformation function; and a second dynamic security policy

that includes rules specifying the M external hosts (e.g., {{E1}, {Ez2}, . . ., {Em}}), each rule being
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associated with an accept packet transformation function. Such a construct of dynamic security

policies may be implemented using a system of packet security gateways configured in series.

[0058] FIG. 4 illustrates an exemplary configuration of multiple packet security gateways
connected in series. Referring to FIG. 4, packet security gateway 112 may include one or more
packet security gateways configured in series. For example, packet security gateway 112 may
include packet security gateways 1 — N 400, 402, and 404. Packet security gateways 1 — N 400,
402, and 404 may be configured so that packets forwarded by packet security gateway 1 400 are
received by packet security gateway 2 402, and packets forwarded by packet security gateway 2
402 are received by the next packet security gateway in the series, all the way through packet
security gateway N 404. Each of packet security gateways 1 — N 400, 402, and 404 may include
a packet filter, similar to packet filter 214 described above with respect to FIG. 2, and one or more
packet transformation functions, similar to packet transformation functions 1 — N 216, 218, and
220 described above with respect to FIG. 2. Packet security gateways 1 — N 400, 402, and 404
may be utilized to implement a construct of dynamic security policies similar to that described

above.

[0059] For example, packet security gateway 1 400 may be configured to implement Py, which
may include rules specifying M external hosts (e.g., {{E1}, {E2}, ..., {Em}}), each rule being
associated with an accept packet transformation function. Packet security gateway 2 402 may be
configured to implement P>, which may include rules specifying N internal hosts (e.g., { {11}, {12},
... {In}}), each rule being associated with an accept packet transformation function. A packet
received by packet security gateway 112 may be initially received via packet security gateway 1
400’s network interface. Packet security gateway 1 400 may apply one or more of the rules in P;
to the received packet until the packet matches criteria specified by a rule in P, at which point
packet security gateway 1 400 may perform a packet transformation function specified by the rule
on the packet. For example, a packet may be received by packet security gateway 112 that
originates from external host Es (e.g., a host within network E 110) and is destined for internal
host I7 (e.g., a host within network A 102). Packet security gateway 1 400 may apply one or more
of the rules in Py (e.g., {{E1}, {E2}, ..., {Em}}) to the received packet and the received packet
may match the criteria specified by one of the rules in P; (e.g., {{Es}). The rule may specify that

an accept packet transformation function should be performed, and packet security gateway 1 400
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may utilize one or more of its packet transformation functions to perform the accept packet
transformation function on the packet and forward the packet to packet security gateway 2 402.
Packet security gateway 2 402 may apply one or more of the rules in P2 (e.g., {{I1}, {I2}, .. .,
{In}}) to the packet and the packet may match the criteria specified by one of the rules in P> (e.g.,
{{I7}). The rule may specify that an accept packet transformation function should be performed,
and packet security gateway 2 402 may utilize one or more of its packet transformation functions
to perform the accept packet transformation function on the packet and forward the packet to

network A 102.

[0060] It will be appreciated that utilizing multiple packet security gateways in series to
implement dynamic security policy constructs may increase performance and decrease memory
resource requirements. For example, in the described scenario packet security gateway 1 400 may
have only been required to compare the packet to five rules and packet security gateway 2 402
may have only been required to compare the packet to seven rules. In a worst case scenario, packet
security gateway 1 400 may have only been required to compare the packet to M rules and packet
security gateway 2 402 may have only been required to compare the packet to N rules. Moreover,
the series configuration may enable packet security gateway 1 400 to begin implementing P with
respect to a subsequently received packet, while packet security gateway 2 402 simultaneously
implements P> with respect to the packet forwarded by packet security gateway 1 400.
Furthermore, the memory requirements for this scenario with packet security gateways in series
may be comparable to M+N, whereas originally the combinatorially complete set of rules

contained in a single packet security gateway may have required memory comparable to N*M.

[0061] FIG. 5 illustrates an exemplary security policy management server. Referring to FIG.
5, security policy management server 120 may include processor 500, memory 502, and network
interface 504. One or more of processor 500, memory 502, and network interface 504 may be
interconnected via data bus 506. Network interface 504 may interface security policy management
server 120 with network E 110. Memory 502 may include one or more program modules that
when executed by processor 500, configure security policy management server 120 to perform
functions described herein. It will be appreciated that as used herein the term “server” designates
one or more computing devices configured to perform one or more functions described herein.

The term “server” should not be construed to imply that a client/server relationship (e.g., a
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relationship in which a request is received from a client and then serviced by a server) necessarily

exists.

[0062] Security policy management server 120 may be configured to communicate one or
more dynamic security policies to one or more packet security gateways within network
environment 100. For example, security policy management server 120 may communicate one or
more dynamic security policies stored in memory 502 to one or more of packet security gateways
112, 114, 116, and 118. For example, security policy management server 120 may be configured
to communicate one or more dynamic security policies to one or more of packet security gateways
112, 114, 116, and 118 on a periodic basis, under specified network conditions, whenever security
policy management server 120 receives a new dynamic security policy, whenever a dynamic
security policy stored on security policy management server 120 is changed or altered, or in

response to a request from one or more of packet security gateways 112, 114, 116, and 118.

[0063] Security policy management server 120 may also be configured to provide one or more
administrators associated with security policy management server 120 with management interface
510. For example, security policy management server 120 may be configured to provide one or
more administrators with a Graphical User Interface (GUI) or Command Line Interface (CLI). An
administrator of security policy management server 120 may utilize security policy management
server 120°s management interface 510 to configure security policy management server 120. For
example, an administrator may configure security policy management server 120 in order to
associate security policy management server 120 with one or more of packet security gateways
112, 114, 116, and 118. An administrator of security policy management server 120 may also
utilize security policy management server 120’s management interface 510 to construct one or
more dynamic security policies or to load one or more dynamic security policies into security
policy management server 120’s memory 502. For example, an administrator associated with
security policy management server 120 may manually construct one or more dynamic security
policies offline and then utilize security policy management server 120°s management interface
510 to load such dynamic security policies into security policy management server 120’s memory

502.

[0064] In some embodiments, security policy management server 120 may be configured to

add, remove, or alter one or more dynamic security policies stored in memory 502 based on
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information received from one or more devices within network environment 100. For example,
security policy management server 120’s memory 502 may include a dynamic security policy
having one or more rules that specify a list of network addresses known to be associated with
malicious network traffic. Security policy management server 120 may be configured to
automatically create or alter one or more of such rules as new network addresses associated with
malicious network traffic are determined. For example, security policy management server 120
may receive updates (e.g. as part of a subscription) from malicious host tracker service 508.
Malicious host tracker service 508 may aggregate information associated with malicious network
traffic and updates received from malicious host tracker service S08 may include one or more
network addresses that have been determined to be associated with malicious network traffic.
Security policy management server 120 may be configured to create or alter one or more rules
included within a dynamic security policy associated with malicious host tracker service 508 to
block traffic associated with the network addresses received from malicious host tracker service
508. Additionally or alternatively, as indicated above, security policy management server 120
may be configured to create or alter one or more dynamic security policies, or one or more rules
included in one or more dynamic security policies, to account for VoIP sessions being initiated or

terminated by a network device within network environment 100.

[0065] In some embodiments, security policy management server 120 may be configured to
add, remove, and/or alter one or more dynamic security policies stored in memory 502 based on
information received from two or more devices within network environment 100. For example,
security policy management server 120 may receive updates (e.g., as part of a subscription) from
malicious host tracker service 508 and/or one or more other services. The updates from the two
or more services may be correlated (e.g., by security policy management server 120). For example,
a network address received from host tracker service 508 may be a duplicate of a network address
received from another (e.g., different) service (e.g., a range of network addresses received from
host tracker service 508 may overlap with a range of network addresses received from another
service). Security policy management server 120 may combine the rules associated with these
correlated updates from two or more services within one or more dynamic security policies.
Security policy management server 120 may be configured to reduce the size of and/or to de-

correlate dynamic security policies (e.g., because the performance of a packet security gateway
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may be dependent on the size of and/or correlations within dynamic security policies). For
example, duplicate network addresses may be removed, and/or overlapping ranges of network

addresses may be combined into one or more new network address ranges.

[0066] As indicated above, a dynamic security policy may include one or more rules, the
combination of which may effectuate an implementation of a multi-dimensional routing service
for performing a monitoring service within a network environment. FIG. 6 illustrates an
exemplary network environment for implementing a monitoring service in accordance with one or
more embodiments. Referring to FIG. 6, a user of network environment 100 (e.g., a law
enforcement or national security authority) may desire to obtain a copy of packets associated with
one or more VolP sessions (e.g., sessions associated with SIP  URI
exampleuser@exampledomain.com) within network environment 100. Because many SIP-
signaled services are designed to address sessions dynamically, it may not be possible to
determine, prior to a session being set up, a particular network address and port from which packets
should be copied. Moreover, due to privacy concerns, regulators may require that only packets
associated with the specified VolIP sessions (e.g., sessions associated with SIP URI

exampleuser@exampledomain.com) be copied.

[0067] For example, a user associated with SIP URI exampleuser @exampledomain.com may
utilize User Equipment (UE) 600 within network A 102 to place a VolP call to a user utilizing UE
602 within network B 104. SIP switch 604 may be utilized by an operator of network A 102 for
switching SIP signals within network A 102. Similarly, SIP switch 606 may be utilized by an
operator of network B 104 for switching SIP signals within network B 104. One or more of SIP
switches 604 and 606 may include an analysis application configured to monitor SIP signals and
publish SIP messages associated with specified users to one or more subscribers. For example,
the operator of network A 102 may have installed analysis application 610 on SIP switch 604 (e.g.,
accessed via a SIP IMS Service Control (ISC) interface associated with SIP switch 604) and
configured analysis application 610 to search for and publish SIP messages associated with SIP
URI exampleuser @exampledomain.com to security policy management server 120. Similarly, the
operator of network B 104 may have installed analysis application 612 on SIP switch 606 and
configured analysis application 612 to publish SIP messages associated with SIP URI

exampleuser@exampledomain.com to security policy management server 120.
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[0068] When the user associated with SIP URI exampleuser@exampledomain.com utilizes
UE 600 to place a VolP call to the user utilizing UE 602, analysis application 610 may detect one
or more SIP signaling messages associated with the call (e.g., SIP signaling messages for setting
up the call) and publish the messages to security policy management server 120. Security policy
management server 120 may extract one or more network addresses and port numbers from the
SIP signaling messages (e.g., a network address and port number utilized by UE 600 for placing
the VoIP call to UE 602). Security policy management server 120 may utilize the extracted
network addresses and port numbers to create a new dynamic security policy or alter one or more
rules within an existing dynamic security policy. For example, security policy management server
120 may construct a new dynamic security policy that includes a rule specifying one of the
extracted network addresses and port numbers, as well as a packet transformation function
configured to route associated packets to monitoring device 608. Security policy management
server 120 may communicate the new or modified dynamic security policy to packet security

gateway 112.

[0069] When packets associated with the VoIP call between UE 600 and UE 602 are received
by packet security gateway 112, packet filter 214 may identify the packets as matching the criteria
specified by the dynamic security policy received from security policy management server 120
(e.g., packets addressed to or from the extracted address and port number) and may perform the
packet transformation function configured to route the packets to monitoring device 608. For
example, the packet transformation function configured to route the packets to monitoring device
608 may be packet transformation function 2 218. When packet transformation function 2 218
receives the packets from packet filter 214, it may encapsulate them with an IP header having an
address corresponding to monitoring device 608 and may then forward them to network E 110.
Once forwarded, the packets may be routed based on the address specified by the encapsulating
header, and may thus be communicated to monitoring device 608. When the packets are received
by monitoring device 608, monitoring device 608 may copy the packets or data contained within
them, and strip the encapsulating header from them. Monitoring device 608 may then forward the
packets, without the encapsulating header, to network E 110. Network E 110 may receive the
packets forwarded by monitoring device 608 and may route them based on their destination

address (e.g., to UE 602).
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[0070] In some embodiments, packet security gateway 112 may be configured to perform
multiple packet transformation functions on the packets associated with the VoIP call between
UEs 600 and 602. For example, packet filter 214 may identify the packets as matching the criteria
specified by the dynamic security policy received from security policy management server 120
and may forward the packets to packet transformation functions 1 216 and 2 218. Packet
transformation function 1 216 may be configured to forward the packets to their destination
address (e.g., to UE 602) and packet transformation function 2 218 may be configured to
encapsulate the packets (or a copy of the packets) with an IP header having an address
corresponding to monitoring device 608 and then forward the encapsulated packets to network E
110. Once forwarded, the encapsulated packets may be routed based on the address specified by
the encapsulating header, and may thus be communicated to monitoring device 608, which may
store the packets or data contained within them for subsequent review or analysis (e.g., by a law
enforcement or national security authority). In such embodiments, it may not be necessary for
monitoring device 608 to strip the encapsulating header from the packets or route them based on
their destination address (e.g., to UE 602) because packet transformation function 1 216 may have

already forwarded the packets to their destination address (e.g., to UE 602).

[0071] It will be appreciated that SIP switch 604’s analysis application 610 may similarly
detect SIP signaling associated with the termination of the VoIP call between UE 600 and UE 602
and may publish the SIP messages to security policy management server 120. Security policy
management server 120 may utilize one or more network addresses and port numbers within the
messages to construct a new dynamic security policy or modify one or more rules within an
existing dynamic security policy and communicate the new or modified dynamic security policy
to packet security gateway 112 in order to ensure that future packets associated with the network
address and port number but not associated with SIP URI exampleuser @exampledomain.com are
not routed to monitoring device 608. Security policy management server 120 may communicate
any dynamic security policy constructed or modified based on SIP messages to any of multiple
packet security gateways (e.g., packet security gateways 114 and 116) within network environment
100 in order to ensure that all packets associated with the VoIP call between UE 600 and UE 602

are forwarded to monitoring device 608.
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[0072] FIG. 7 illustrates an exemplary network environment that includes a secured network
having multiple boundaries with unsecured networks in which one or more embodiments may be
implemented. Network environment 700 may include networks A — C 702, 704, and 706.
Networks A 702 and B 704 may be a LAN or WAN associated with an organization (e.g., a
company, university, enterprise, or government agency). One or more networks within network
environment 700 may interface with one or more other networks within network environment 700.
For example, the organizations associated with networks A 702 and B 704 may subscribe to an
ISP to provide interconnectivity between their respective networks or allow public access to their
respective networks (e.g., via the Internet). Each of networks A 702 and B 704 may be connected
to network C 706, which may be the ISP’s network. The ISP may desire to offer an interconnection
service between networks A 702 and B 704, but may also want to enforce one or more dynamic
security policies with respect to traffic traversing network C 706.Accordingly, one or more packet
security gateways may be located at each boundary between network A 702 and network C 706,
and each boundary between network B 704 and network C 706. For example, packet security
gateway 708 and packet security gateway 710 may be respectively located at first and second
boundaries between networks A 702 and C 706. Similarly, packet security gateways 712 and 714
may be respectively located at first and second boundaries between networks B 704 and C 706.
Each of packet security gateways 708, 710, 712, and 714 may be associated with security policy

management server 716.

[0073] Security policy management server 716 may maintain one or more dynamic security
policies configured for protecting network C 706, and may be managed by the ISP associated with
network C 706. Security policy management server 716 may ensure that each of packet security
gateways 708, 710, 712, and 714 protect each of their respective boundaries with network C 706
in a uniform manner. For example, security policy management server 716 may be configured to
communicate one or more dynamic security policies it maintains to each of packet security
gateways 708, 710, 712, and 714 on a periodic basis, in response to being directed to by a network
operator associated with network environment 700, in response to detected network conditions
(e.g., an attack or high resource utilization), or in response to a request from one or more of packet

security gateways 708, 710, 712, or 714.
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[0074] In some embodiments, security policy management server 716 may be configured to
communicate different dynamic security policies to one or more of packet security gateways 708,
710, 712, and 714 based on, for example, their respective locations within network environment
700. For example, security policy management server 716 may be configured to implement one
or more anti-spoofing techniques (e.g., ingress filtering or Best Current Practice (BCP) 38, as
described by Internet Engineering Task Force (IETF) Request For Comment (RFC) 2827) with
respect to network environment 700. Effective implementation of such techniques may require
that a dynamic security policy be based on the location at which it is being implemented. For
example, a dynamic security policy that implements ingress filtering may comprise one or more
rules that filter based on a packet’s source address, identifying packets having source addresses
that could not possibly have originated from a network downstream of the ingress filtering point
(e.g., packets having spoofed source addresses). Such rules may vary depending on the boundary
point for which they are implemented (e.g., a packet for one boundary may be properly identified
as spoofed, yet a packet having the same source address may be legitimate traffic at a different
boundary point). Accordingly, security policy management server 716 may be configured to
communicate different dynamic security policies to one or more of packet security gateways 708,
710, 712, and 714 based on their respective locations within network environment 700. For
example, security policy management server 716 may communicate a dynamic security policy to
packet security gateways 708 and 710 that includes one or more rules for performing ingress
filtering for network A 702 (e.g., for identifying packets having source addresses that could not
have originated within network A 702) and a different dynamic security policy to packet security
gateways 712 and 714 that includes one or more rules for performing ingress filtering for network
B 704 (e.g., for identifying packets having source addresses that could not have originated within

network B 704).

[0075] It will be appreciated that by maintaining uniform dynamic security policies at each
boundary between networks A 702 and C 706, as well as at each boundary between networks B
704 and C 706, security policy management server 716 and packet security gateways 708, 710,
712, and 714 may aid the ISP associated with network C 706 in protecting network C 706 from

network attacks.
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[0076] FIG. 8 illustrates an exemplary network environment that includes multiple distinct
secured networks in which one or more embodiments may be implemented. Referring to FIG. 8,
network environment 800 may include networks A 802, B 804, and C 806. Each of networks A
802 and B 804 may interface with network C 806 at multiple boundaries within network
environment 800. Packet security gateways 808 and 810 may be respectively located at first and
second boundaries between networks A 802 and C 806. Similarly, packet security gateways 812
and 814 may be respectively located at first and second boundaries between networks B 804 and

C 806.

[0077] Network A 802 and B 804 may both be associated with a common organization (e.g.,
a company, university, enterprise, or government agency), or may each be associated with a
distinct organization. In the former case, the common organization may desire to utilize one or
more dynamic security policies with respect to network A 802 and one or more different dynamic
security policies with respect to network B 804. In the latter case, an organization associated with
network A 802 may desire to utilize one or more dynamic security policies with respect to network
A 802 and a different organization associated with network B 804 may desire to utilize one or
more different dynamic security policies with respect to network B 804. Network environment
800 may include security policy management servers A 816 and B 818. Security policy
management server A 816 may be associated with network A 802 and may maintain one or more
dynamic security policies configured for protecting network A 802. Similarly, security policy
management server B 818 may be associated with network B 804 and may maintain one or more

dynamic security policies configured for protecting network B 804.

[0078] Packet security gateways 808 and 810 may be associated with security policy
management server A 816. Similarly, packet security gateways 812 and 814 may be associated
with security policy management server B 818. Security policy management server A 816 may
ensure that packet security gateways 808 and 810 protect each of their respective boundaries with
network C 806 in a uniform manner. For example, security policy management server A 816 may
be configured to communicate one or more dynamic security policies it maintains to packet
security gateways 808 and 810 on a periodic basis, in response to being directed to by a network
operator associated with network A 802, in response to detected network conditions (e.g., an attack

or high resource utilization), or in response to a request from packet security gateway 808 or 810.
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Similarly, security policy management server B 818 may ensure that packet security gateways 812
and 814 protect each of their respective boundaries with network C 806 in a uniform manner. For
example, security policy management server B 818 may be configured to communicate one or
more dynamic security policies it maintains to packet security gateways 812 and 814 on a periodic
basis, in response to being directed to by a network operator associated with network B 804, in
response to detected network conditions (e.g., an attack or high resource utilization), or in response
to a request from packet security gateway 812 or 814. By utilizing distinct security policy
management servers (e.g., security policy management servers A 816 and B 818), one or more
operators associated with distinct networks (e.g., networks A 802 and B 804) may maintain
uniform dynamic security policies at each boundary of their respective networks, while
simultaneously enabling different dynamic security policies to be maintained for each network.
Similarly, by utilizing distinct security policy management servers (e.g., security policy
management servers A 816 and B 818), one or more operators associated with a single organization
that desires to maintain distinct networks (e.g., networks A 802 and B 804) may maintain uniform
dynamic security policies at each boundary of their distinct networks, while simultaneously

enabling different dynamic security policies to be maintained for each network.

[0079] FIG. 9 illustrates an exemplary secure LAN environment protected in accordance with
one or more aspects of the disclosure. Referring to FIG. 9, network environment 900 may be a
LAN, including hosts A 902, B 904, and C 906. It may also include LAN switch 908. LAN switch
908 may be configured to switch network traffic (e.g., packets) between one or more of hosts A
902, B 904, and C 906. For example, LAN switch 908 may include a switching matrix configured
to switch packets received from one or more of hosts A 902, B 904, and C 906 to one or more of
hosts A 902, B 904, and C 906. LAN switch 908 may be associated with packet security gateway

910, and network environment 900 may include security policy management server 912.

[0080] In some embodiments, packet security gateway 910 may be embedded within LAN
switch 908. Alternatively, packet security gateway 910 may be a device distinct from LAN switch
908, and LAN switch 908 may be configured to route network traffic through packet security
gateway 910 (e.g., by modifying LAN switch 908’s switching matrix). Packet security gateway
910 may be configured to receive one or more dynamic security policies from security policy

management server 912. The dynamic security policies received from security policy management
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server 912 may include one or more rules specifying criteria associated with one or more of hosts
A 902, B 904, and C 906, and may further specify one or more packet transformation functions to
be performed on packets matching the specified criteria. Packet security gateway 910 may identify
packets matching one or more of the criteria specified by the rules and may perform the associated
packet transformation functions on the identified packets. By utilizing packet security gateway
910 within network environment 900, an operator of network environment 900 may be able to
protect network environment 900 from network attacks, as well as implement one or more services
(e.g., blocklist service, allowlist service, VolP firewall service, phased restoration service,
enqueueing service, multi-dimensional routing service, or monitoring service) within network
environment 900. Network environment 900 may include multiple LAN switches with embedded
or associated packet security gateways, each of the packet security gateways configured to receive

one or more dynamic security policies from security policy management server 912.

[0081] FIG. 10 illustrates an exemplary method for protecting a secured network in accordance
with one or more embodiments. The steps may be performed at each of one or more packet security
gateways associated with a security policy management server. For example, each of packet
security gateways 112, 114, 116, and 118 may be associated with security policy management
server 120, and the steps may be performed at each of packet security gateways 112, 114, 116, and
118. At step 1000, a dynamic security policy is received from the security policy management
server. For example, packet security gateway 112 may receive dynamic security policy 300 from
security policy management server 120. At step 1002, packets associated with a network protected
by each respective packet security gateway are received. For example, packet security gateway
112 may receive UDP packets from a device within network E 110 having an address that begins
with 150 and that are destined for port 3030 of a device within network A 102. At step 1004, a
packet transformation function specified by the dynamic security policy is performed on the
packets. For example, rule 308 of dynamic security policy 300 may specify that packets using the
UDP protocol, coming from a source address that begins with 150, having any source port, destined
for any address, and destined for port 3030 should have an accept packet transformation function
performed on them, packet filter 214 may identify the UDP packets received from the device
within network E 110 as matching the criteria specified by rule 308, packet transformation function

1 216 may be configured to forward packets, and packet security gateway 112 may utilize packet
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transformation function 1 216 to perform the accept packet transformation function specified by

rule 308 on the UDP packets received from the device within network E 110.

[0082] FIG. 11 illustrates an exemplary method for protecting a secured network that includes
identifying packets based on application-layer packet-header information. Referring to FIG. 11,
at step 1102, a plurality of packet security gateways associated with a security policy management
server may receive a dynamic security policy that includes at least one rule specifying application-
layer packet-header information and a packet transformation function to be performed on packets
comprising the application-layer packet-header information. For example, packet security
gateways 112, 114, 116, and 118 may be associated with security policy management server 120
and may receive a dynamic security policy that includes one or more rules specifying application-
layer packet-header information (e.g., information that identifies one or more HTTP packets) and
a packet transformation function to be performed on packets comprising the application-layer
packet-header information (e.g., an accept or deny packet transformation function) from security
policy management server 120. At step 1104, a packet security gateway, of the plurality of packet
security gateways associated with the security policy management server, may receive packets
associated with a network protected by the packet security gateway. For example, packet security
gateway 112 may receive packets associated with network A 102 (e.g., from a computing device

located in network A 102, network B 104, network C 106, network D 108, and/or network E 110).

[0083] At step 1106, the packet security gateway may identify, from amongst the packets
associated with the network protected by the packet security gateway, and on a packet-by-packet
basis, one or more packets comprising the application-layer packet-header information. For
example, in some embodiments, the rule(s) specifying the application-layer packet-header
information may identify one or more HTTP packets (e.g., one or more HTTP packets comprising
an HTTP GET method call and/or an HTTP PUT method call), and packet security gateway 112
may identify, from amongst the packets associated with network A 112, one or more packets
comprising the application-layer packet-header information. In some embodiments, identifying
the packets comprising the application-layer packet-header information may include the packet
security gateway determining that the packets are among the HTTP packets identified by the rule(s)
(e.g., the HTTP GET method call and/or the HTTP PUT method call may specify one or more

URISs, and packet security gateway 112 may determine that the packet(s) originated from and/or
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are destined for a network address corresponding to the URI(s)). At step 1108, the packet security
gateway may perform, on a packet-by-packet basis, the packet transformation function on the
identified packet(s). For example, if the packet transformation function is an accept packet
transformation function, packet security gateway 112 may forward the packet(s) toward their
respective destinations. Similarly, if the packet transformation function is a deny packet

transformation function, packet security gateway 112 may drop the packet(s).

[0084] FIG. 12 illustrates an exemplary method for protecting a secured network that includes
performing a packet digest logging function on packets that correspond to specified packet-
identification criteria. Referring to FIG. 12, at step 1202, each of a plurality of packet security
gateways associated with a security policy management server may receive a dynamic security
policy that includes at least one rule specifying packet-identification criteria and a packet
transformation function comprising a packet digest logging function to be performed on packets
corresponding to the packet-identification criteria from the security policy management server.
For example, packet security gateways 112, 114, 116, and 118 may be associated with security
policy management server 120 and may receive a dynamic security policy that includes one or
more rules specifying packet-identification criteria (e.g., application-layer packet-header
information and/or a five-tuple specifying one or more transport-layer protocols, a range of source
addresses, a range of source ports, a range of destination addresses, and a range of destination
ports) and a packet transformation function comprising a packet digest logging function to be
performed on packets corresponding to the packet-identification criteria from security policy
management server 120. At step 1204, a packet security gateway, of the plurality of packet
security gateways associated with the security policy management server, may receive packets
associated with a network protected by the packet security gateway. For example, packet security
gateway 112 may receive packets associated with network A 102 (e.g., from a computing device

located in network A 102, network B 104, network C 106, network D 108, and/or network E 110).

[0085] At step 1206, the packet security gateway may identify from amongst the packets
associated with the network protected by the packet security gateway, and on a packet-by-packet
basis, one or more packets corresponding to the packet-identification criteria. For example, packet
security gateway 112 may identify from amongst the packets associated with network A 102 one

or more packets corresponding to the packet-identification criteria (e.g., by determining that the
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packet(s) comprise the specified application-layer packet-header information and/or correspond to
at least one of the specified transport-layer protocols, have a source address within the specified
range of source addresses, have a source port within the specified range of source ports, have a
destination address within the specified range of destination addresses, and/or have a destination
port within the specified range of destination ports). At step 1208, the packet security gateway
may perform, on a packet-by-packet basis, the packet digest logging function on each of the
packets corresponding to the packet-identification criteria. For example, packet security gateway

112 may perform the packet digest logging function on each of the identified packets.

[0086] In some embodiments, performing the packet digest logging function may include
identifying a subset of information specified by the packet digest logging function (e.g., a portion
of data from the packet, a source address of the packet, a source port of the packet, a destination
address of the packet, a destination port of the packet, a transport-protocol type of the packet, a
uniform resource identifier (URI) from the packet, an arrival time of the packet, a size of the
packet, a flow direction of the packet, an identifier of an interface of the packet security gateway
that received the packet, and/or one or more media access control (MAC) addresses associated
with the packet) for each of the identified packets, and generating a record comprising the subset
of information for each of the identified packets. In some embodiments, packet security gateway
112 may be configured to temporarily store data comprising the subset of information for each of
the identified packets, and to utilize the stored data to generate a message comprising the subset
of information (or a portion thereof) for each of the identified packets. In such embodiments,
packet security gateway 112 may communicate the message to a different computing device (e.g.,
security policy management server 120). In some embodiments, the subset of information (or a
portion thereof) may be reformatted (e.g., by packet security gateway 112 and/or security policy

management server 120) in accordance with a logging system standard (e.g., syslog).

[0087] FIG. 13 illustrates an exemplary method for protecting a secured network that includes
receiving security updates from multiple sources. Referring to FIG. 13, at step 1302, a security
policy management server may receive a security update comprising a set of network addresses
from a computing device. For example, security policy management server 120 may receive a
security update comprising a set of network addresses (e.g., {network address A, network address

B, and network address C}) from malicious host tracker service 508 (or a computing device
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associated therewith). At step 1304, the security policy management server may update one or
more rules stored in its memory to include the set of network addresses. For example, security
policy management server 120 may update one or more rules of dynamic security policy 300 (e.g.,
a rule specifying a deny packet transformation function) to include the set of network addresses
(e.g., network addresses A, B, and C). At step 1306, the security policy management server may
receive a security update comprising a different set of network addresses from a different
computing device. For example, security policy management server 120 may receive a security
update comprising a different set of network addresses (e.g., {network address B, network address
C, network address D, and network address E}) from a different computing device (e.g., a different
computing device associated with malicious host tracker service 508 or a computing device

associated with a malicious host tracker service different from malicious host tracker service 508).

[0088] At step 1308, the security policy management server may determine that the different
set of network addresses includes at least a portion of network addresses included in the set of
network addresses, and, at step 1310, may identify the at least a portion of network addresses
included in the set of network addresses. For example, security policy management server 120
may determine that the different set of network address (e.g., { network address B, network address
C, network address D, and network address E}) includes at least a portion of network addresses
(e.g., network addresses B and C) included in the set of network addresses (e.g., { network address
A, network address B, and network address C}), and may identify the at least a portion of network
addresses included in the set of network addresses (e.g., network addresses B and C). At step
1312, the security policy management server may identify at least one of the rules stored in its
memory that specifies a range of network addresses comprising the at least a portion of network
addresses. For example, security policy management server 120 may identify the rule(s) of
dynamic security policy 300 updated in step 1304 (e.g., the rule(s) updated to include network
addresses A, B, and C). At step 1314, the security policy management server may update the
identified rule(s) to include one or more other network addresses included in the different set of
network addresses. For example, security policy management server 120 may update the identified
rules of dynamic security policy 300 to include one or more other network addresses included in

the different set of network addresses (e.g., network addresses D and E).
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[0089] In some embodiments, the security policy management server may identify two or more
rules that each specify a range of network addresses comprising the at least a portion of network
addresses. For example, security policy management server 120 may identify two rules of
dynamic security policy 300 that each include the at least a portion of network addresses (e.g., a
rule that includes network addresses A, B, C, and F, and a rule that includes network addresses A,
B, C, and G). In such embodiments, the security policy management server may combine the two
or more rules into a rule that specifies arange of network addresses that includes network addresses
specified by each of the two or more rules and the one or more other network addresses included
in the different set of network addresses. For example, security policy management server 120
may combine the two rules of dynamic security policy 300 that each include the at least a portion
of network addresses (e.g., the rule that includes network addresses A, B, C, and F, and the rule
that includes network addresses A, B, C, and G) into a rule that specifies a range of network
addresses that includes network addresses specified by each of the two identified rules and the one
or more other network addresses included in the different set of network addresses (e.g., a range

that includes network addresses A, B, C, D, E, F, and G).

[0090] The functions and steps described herein may be embodied in computer-usable data or
computer-executable instructions, such as in one or more program modules, executed by one or
more computers or other devices to perform one or more functions described herein. Generally,
program modules include routines, programs, objects, components, data structures, etc. that
perform particular tasks or implement particular abstract data types when executed by one or more
processors in a computer or other data processing device. The computer-executable instructions
may be stored on a computer-readable medium such as a hard disk, optical disk, removable storage
media, solid state memory, RAM, etc. As will be appreciated, the functionality of the program
modules may be combined or distributed as desired in various embodiments. In addition, the
functionality may be embodied in whole or in part in firmware or hardware equivalents, such as
integrated circuits, application-specific integrated circuits (ASICs), field programmable gate
arrays (FPGA), and the like. Particular data structures may be used to more effectively implement
one or more aspects of the disclosure, and such data structures are contemplated to be within the

scope of computer executable instructions and computer-usable data described herein.
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[0091] Although not required, one of ordinary skill in the art will appreciate that various
aspects described herein may be embodied as a method, an apparatus, or as one or more computer-
readable media storing computer-executable instructions. Accordingly, those aspects may take the
form of an entirely hardware embodiment, an entirely software embodiment, an entirely firmware
embodiment, or an embodiment combining software, hardware, and firmware aspects in any

combination.

[0092] As described herein, the various methods and acts may be operative across one or more
computing servers and one or more networks. The functionality may be distributed in any manner,

or may be located in a single computing device (e.g., a server, a client computer, etc.).

[0093] Aspects of the disclosure have been described in terms of illustrative embodiments
thereof. Numerous other embodiments, modifications, and variations within the scope and spirit
of the appended claims will occur to persons of ordinary skill in the art from a review of this
disclosure. For example, one of ordinary skill in the art will appreciate that the steps illustrated in
the illustrative figures may be performed in other than the recited order, and that one or more steps

illustrated may be optional.
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CLAIMS

What is claimed is:

1. A method of filtering packets at a packet security gateway configured for protection of a
network, wherein the packet security gateway is capable of receiving a plurality of dynamic
security policies and is associated with a security policy management server external from the
network, the method comprising:
receiving, by the packet security gateway and from the security policy
management server, a dynamic security policy comprising packet filtering rules, wherein
the packet filtering rules comprise at least one packet matching criterion and a
corresponding packet transformation function, and wherein one or both of the dynamic
security policy or one or more of the packet filtering rules of the dynamic security policy
were automatically created or altered, by the security policy management server, based
on malicious traffic information received from a malicious host tracker service; and
performing, based on the packet filtering rules, packet filtering on individual
packets of the plurality of packets associated with the network protected by the packet
security gateway, wherein the packet filtering comprises:
inspecting individual packets; and
filtering each packet based on the content determined from the inspection

of that individual packet.

2. The method of claim 1, wherein the at least one packet matching criterion comprises at

least one network address associated with an indication of malicious network traffic.

3. The method of claim 1, wherein at least one packet transformation function comprises a

network protection action.

4. The method of claim 1, wherein the dynamic security policy specifies that a first plurality
of packets should be placed in a first forwarding queue and a second plurality of packets should
be placed in a second forwarding queue, wherein the first forwarding queue has a higher

forwarding rate than the second forwarding queue, and wherein the method further comprises:
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sending, by the packet security gateway, the first plurality of packets in the first
forwarding queue; and
sending, by the packet security gateway, the second plurality of packets in the

second forwarding queue.

5. The method of claim 1, further comprising:
receiving, by the packet security gateway and using an interface that is not addressed at
the network layer, packets in a network layer transparent manner; and

performing at least one packet transformation function at the network layer.

6. The method of claim 1, wherein the packet security gateway is a LAN switch.

7. The method of claim 1, wherein the filtering each packet comprises:
filtering one packet at a time; and

performing a packet digest logging function with respect to each filtered packet.

8. The method of claim 7, wherein, the packet digest logging function comprises:
identifying a subset of information in each packet that is also specified by the packet
digest logging function;
generating, for each packet, a record comprising the subset of information;
reformatting, for each packet, the subset of information according to a logging system
standard; and
routing, based on the subset of information in the identified packet, each packet to a

monitoring device.

9. A packet security gateway configured for protection of a network, capable of receiving a
plurality of dynamic security policies and associated with a security policy management server
external from the network, the packet security gateway comprising:

at least one processor; and

memory comprising instructions that, when executed by the last least one

processor, cause the packet security gateway to:
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receive, from the security policy management server, a dynamic security
policy comprising packet filtering rules, wherein the packet filtering rules
comprise at least one packet matching criterion and a corresponding packet
transformation function, and wherein one or both of the dynamic security policy
or one or more of the packet filtering rules of the dynamic security policy were
automatically created or altered, by the security policy management server, based
on malicious traffic information received from a malicious host tracker service;
and
perform, based on the packet filtering rules, packet filtering on individual
packets of the plurality of packets associated with the network protected by the
packet security gateway, wherein the packet filtering comprises:
inspecting individual packets; and
filtering each packet based on the content determined from the

inspection of that individual packet.

10. The packet security gateway of claim 6, wherein the at least one packet matching
criterion comprises at least one network address associated with an indication of malicious

network traffic.

11. The packet security gateway of claim 6, wherein at least one packet transformation

function comprises a network protection action.

12. The packet security gateway of claim 6, wherein the dynamic security policy specifies
that a first plurality of packets should be placed in a first forwarding queue and a second plurality
of packets should be placed in a second forwarding queue, wherein the first forwarding queue
has a higher forwarding rate than the second forwarding queue, and wherein the instructions,
when executed by the at least one processor, cause the packet security gateway to:

send the first plurality of packets in the first forwarding queue; and

send the second plurality of packets in the second forwarding queue.
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13. The packet security gateway of claim 6, wherein the instructions, when executed by the at
least one processor, cause the packet security gateway to:

receive, using an interface that is not addressed at the network layer, packets in a network
layer transparent manner; and

perform at least one packet transformation function at the network layer.

14. The packet security gateway of claim 6, wherein the packet security gateway is a LAN

switch.

15. The packet security gateway of claim 6, wherein the instructions, when executed by the at
least one processor, cause the packet security gateway to:
filter one packet at a time; and

perform a packet digest logging function with respect to each filtered packet.

16. The packet security gateway of claim 15, wherein the packet digest logging function
comprises:

identifying a subset of information in each packet that is also specified by the packet
digest logging function;

generating, for each packet, a record comprising the subset of information;

reformatting, for each packet, the subset of information according to a logging system
standard; and

routing, based on the subset of information in the identified packet, each packet to a

monitoring device.

17. One or more non-transitory computer-readable media comprising instructions that, when
executed by one or more processors of a packet security gateway configured to protect a
network, cause the packet security gateway to:
receive, from the security policy management server, a dynamic security policy
comprising packet filtering rules, wherein the packet filtering rules comprise at least one
packet matching criterion and a corresponding packet transformation function, and

wherein one or both of the dynamic security policy or one or more of the packet filtering
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rules of the dynamic security policy were automatically created or altered, by the security
policy management server, based on malicious traffic information received from a
malicious host tracker service; and
perform, based on the packet filtering rules, packet filtering on individual packets

of the first plurality of packets associated with the network protected by the packet
security gateway, wherein the packet filtering comprises:

inspecting individual packets; and

filtering each packet based on the content determined from the inspection

of that individual packet.

18. The one or more non-transitory computer-readable media of claim 17, wherein the at
least one packet matching criterion comprises at least one network address associated with an

indication of malicious network traffic.

19. The one or more non-transitory computer-readable media of claim 17, wherein at least

one packet transformation function comprises a network protection action.

20. The one or more non-transitory computer-readable media of claim 17, wherein the first
dynamic security policy specifies that a first plurality of packets should be placed in a first
forwarding queue and a second plurality of packets should be placed in a second forwarding
queue, wherein the first forwarding queue has a higher forwarding rate than the second
forwarding queue, and wherein the instructions, when executed by the one or more processors of
the packet security gateway, cause the packet security gateway to:

send the first plurality of packets in the first forwarding queue; and

send the second plurality of packets in the second forwarding queue.

21. The one or more non-transitory computer-readable media of claim 17, wherein the
instructions, when executed by the one or more processors of the packet security gateway, cause
the packet security gateway to:

receive, using an interface that is not addressed at the network layer, packets in a network

layer transparent manner; and
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perform at least one packet transformation function at the network layer.

22. The one or more non-transitory computer-readable media of claim 17, wherein the packet

security gateway is a LAN switch.

23. The one or more non-transitory computer-readable media of claim 17, wherein the
instructions, when executed by the one or more processors of the packet security gateway, cause
the packet security gateway to:

filter one packet at a time; and

perform a packet digest logging function with respect to each filtered packet.

24. The one or more non-transitory computer-readable media of claim 23, wherein the packet
digest logging function comprises:

identifying a subset of information in the packet that is also specified by the packet digest
logging function;

generating, for each packet, a record comprising the subset of information;

reformatting, for each packet, the subset of information according to a logging system
standard; and

routing, based on the subset of information in the identified packet, each packet to a

monitoring device.

25. A system comprising:
a security policy management server external from a network associated with a packet
security gateway, wherein the security policy management server comprises:
one or more first processors; and
first memory storing first instructions that, when executed by one or more first
processors, cause the security policy management server to:
receive, from a malicious host tracker service, first malicious traffic
information;
automatically create, based on the malicious traffic information, a

dynamic security policy or patent filtering rules of the dynamic security policy,
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wherein the patent filtering rules comprise one or more packet matching criteria
comprising a corresponding network addresses and one or more corresponding
packet transformation functions;

a packet security gateway configured for protection of a network and associated with the
security policy management server external from the network, the packet security gateway
comprising:

one or more second processors; and
second memory storing second instructions that, when executed by one or more
second processors, cause the packet security gateway to:
receive, from the security policy management server, the dynamic security
policy comprising the packet filtering rules, wherein the first packet filtering rules
comprise at least one packet matching criterion and a corresponding packet
transformation function, and wherein one or both of the dynamic security policy
or one or more of the packet filtering rules of the dynamic security policy were
automatically created or altered, by the security policy management server, based
on malicious traffic information received from a malicious host tracker service;
and
perform, based on the packet filtering rules, packet filtering on individual
packets of the plurality of packets associated with the network protected by the
packet security gateway, wherein the packet filtering comprises:
inspecting individual packets; and
filtering each packet based on the content determined from the

inspection of that individual packet.

26. The system of claim 25, wherein the at least one packet matching criterion comprises at

least one network address associated with an indication of malicious network traffic.

27. The system of claim 25, wherein at least one packet transformation function comprises a

network protection action.
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28. The system of claim 25, wherein the dynamic security policy specifies that a first

plurality of packets should be placed in a first forwarding queue and a second plurality of packets

should be placed in a second forwarding queue, wherein the first forwarding queue has a higher

forwarding rate than the second forwarding queue, and wherein the second instructions, when

executed by the one or more second processors, further cause the packet security gateway to:
send the first plurality of packets in the first forwarding queue; and

send the second plurality of packets in the second forwarding queue.

29. The system of claim 25, wherein the second instructions, when executed by the one or
more second processors, further cause the packet security gateway to:

receive, using an interface that is not addressed at the network layer, packets in a network
layer transparent manner; and

performing at least one packet transformation function at the network layer.

30. The system of claim 25, wherein the packet security gateway is a LAN switch.

31. The system of claim 25, wherein the second instructions, when executed by the one or
more second processors, cause the packet security gateway to:
filter one packet at a time; and

perform a packet digest logging function with respect to each filtered packet.

32. The system of claim 31, wherein, the packet digest logging function comprises:
identifying a subset of information in each packet that is also specified by the packet
digest logging function;
generating, for each packet, a record comprising the subset of information;
reformatting, for each packet, the subset of information according to a logging system
standard; and
routing, based on the subset of information in the identified packet, each packet to a

monitoring device.
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33. The system of claim 25, wherein the first instructions, when executed by the one or more
first processors, cause the security policy management server to receive malicious traffic

information from more than one host tracker service.

34. The system of claim 25, wherein the first instructions, when executed by the one or more
first processors, cause the security policy management server to:

add, remove or alter the one or more rules of the first or second dynamic security policy
based, at least in part, on making a correlation between the malicious traffic information received

from the different host tracker services.

35. The system of claim 25, wherein at least one packet transformation function is configured

to route associated packets to a monitoring device.
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Abstract
Methods and systems for protecting a secured network are presented. For example, one or
more packet security gateways may be associated with a security policy management server. At
each packet security gateway, a dynamic security policy may be received from the security policy
management server, packets associated with a network protected by the packet security gateway
may be received, and at least one of multiple packet transformation functions specified by the

dynamic security policy may be performed on the packets.
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