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Abstract:
Firewall is the de facto core technology of today's network security and
defense. However, the management of firewall rules has been proven to be
complex, error-prone, costly and inefficient for many large-networked
organizations. These firewall rules are mostly custom-designed and hand-
written thus in constant need for tuning and validation, due to the dynamic
nature of the traffic characteristics, ever-changing network environment and its
market demands. One of the main problems that we address in this paper is
that how much the firewall rules are useful, up-to-dated, well-organized or
efficient to reflect the current characteristics of network traffics. In this paper, we
present a set of techniques and algorithms to analysis and manage firewall
policy rules: (1) Data Mining technique to deduce efficient firewall policy rules
by mining its network traffic log based on its frequency, (2) Filtering-Rule
Generalization (FRG) to reduce the number of policy rules by generalization,
and (3) a technique to identify any decaying rule and a set of few dominant
rules, to generate a new set of efficient firewall policy rules. The anomaly
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detection based on the mining exposes many hidden but not detectable by
analyzing only the firewall policy rules, resulting in two new types of the
anomalies. As a result of these mechanisms, network security administrators
can automatically review and update the rules. We have developed a prototype
system and demonstrated usefulness of our approaches.
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I. Introduction
In the global world of Internet, firewall is the de facto core
technology of today's network security and first line of defense
against external network attacks and threats. Firewall controls or
governs network access by allowing or denying the incoming or
outgoing network traffic according to firewall policy rules. These
rules are explicitly written and managed to filter out any
unwanted traffic coming into or going from the secure network.
However, the management of firewall rules has been proven to
be complex, error-prone, costly and inefficient for many large-
networked organizations. These firewall rules are often custom-
designed and hand-written by and for the human policy writer of
an organization and tailored to accommodate ever-changing
business and market demands of the global Internet. Therefore,
these rules are in a constant need of updating, tuning and
validating to optimize firewall security.
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