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I.  INTRODUCTION 

Keysight Technologies, Inc. (“Petitioner”) filed a Petition requesting 

an inter partes review of claims 1–33 in U.S. Patent No. 11,012,474 B2 

(Exhibit 1001, “the ’474 patent”) under 35 U.S.C. §§ 311–319.  Paper 2 

(“Pet.”).  Centripetal Networks, LLC (“Patent Owner”) filed a Preliminary 

Response.  Paper 6 (“Prelim. Resp.”). 

Under 37 C.F.R. § 42.4(a), we have authority to determine whether 

to institute an inter partes review.  We may institute an inter partes review 

only if “the information presented in the petition filed under section 311 

and any response filed under section 313 shows that there is a reasonable 

likelihood that the petitioner would prevail with respect to at least 1 of 

the claims challenged in the petition.”  35 U.S.C. § 314(a) (2018).  The 

“reasonable likelihood” standard is “a higher standard than mere notice 

pleading” but “lower than the ‘preponderance’ standard to prevail in a final 

written decision.”  Hulu, LLC v. Sound View Innovations, LLC, IPR2018-

01039, Paper 29 at 13 (PTAB Dec. 20, 2019) (precedential). 

Based on the current record and for the reasons explained below, 

Petitioner has shown that there is a reasonable likelihood that it would 

prevail with respect to at least one of the challenged claims.  Thus, we 

institute an inter partes review of claims 1–33 in the ’474 patent on all 

challenges included in the Petition. 

II.  BACKGROUND 

A.  Real Parties in Interest 

Petitioner identifies itself as the real party in interest.  Pet. 1.  Patent 

Owner identifies itself as the real party in interest.  Paper 3, 1.  The parties 

do not raise any issue about real parties in interest. 
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B.  Related Matters 

Petitioner and Patent Owner identify the following civil action as a 

related matter involving the ’474 patent: Centripetal Networks, LLC v. 

Keysight Technologies, Inc., No. 2:22-cv-00002 (E.D. Va. filed Jan. 1, 

2022).  Pet. 1; Paper 3, 1. 

C.  The ’474 Patent (Exhibit 1001) 

The ’474 patent, titled “Methods and Systems for Protecting a 

Secured Network,” issued on May 18, 2021, from an application filed on 

September 21, 2020.  Ex. 1001, codes (22), (45), (54).  The patent claims 

priority through several ancestor applications to an application filed on 

April 16, 2014.  Id. at 1:7–19; see id. at code (60).  The patent states that the 

disclosure relates to “protecting a secured network.”  Id. at 1:57–58. 

The ’474 patent explains that the “TCP/IP network protocols (e.g., the 

Transmission Control Protocol (TCP) and the Internet Protocol (IP)) were 

designed to build large, resilient, reliable, and robust networks” but “were 

not originally designed with security in mind.”  Ex. 1001, 1:25–29.  

Although subsequent developments “have extended such protocols to 

provide for secure communication between peers,” the “networks 

themselves remain vulnerable to attack.”  Id. at 1:29–33. 

The ’474 patent endeavors to improve network security by providing 

“one or more packet security gateways” associated with a “security policy 

management server.”  Ex. 1001, 1:58–60, code (57).  Each packet security 

gateway may receive a “dynamic security policy” from the security policy 

management server.  Id. at 1:60–62, code (57).  Each packet security 

gateway may perform “at least one of multiple packet transformation 

functions specified by the dynamic security policy” on “packets associated 
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with a network protected by the packet security gateway.”  Id. at 1:60–66, 

code (57).  “Performing the at least one of multiple packet transformation 

functions specified by the dynamic security policy on the packets may 

include performing at least one packet transformation function” other than 

“forwarding (accepting or allowing) or dropping (denying) a packet,” such 

as routing a packet to a monitoring device.  Id. at 1:66–2:3, 8:23–33. 

The ’474 patent’s Figure 1 (reproduced below) depicts an exemplary 

network environment with a security policy management (SPM) server and 

packet security gateways (PSGs) situated between networks: 

  
Figure 1 illustrates network environment 100 including the following: 

(1) network A 102, network B 104, network C 106, network 
D 108, and network E 110, such as “a Local Area 
Network (LAN) or a Wide Area Network (WAN)” 
associated with “an organization (e.g., a company, 
university, enterprise, or government agency)”; 
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(2) packet security gateways 112, 114, 116, and 118 
“configured to perform a packet transformation 
function,” e.g., accept or deny, on packets associated 
with network A 102, network B 104, network C 106, 
and network D 108; and 

(3) security policy management server 120 “configured to 
communicate one or more dynamic security policies to 
one or more packet security gateways within network 
environment 100.” 

See Ex. 1001, 4:47–55, 5:54–60, 14:25–28, Fig. 1; see id. at 4:1–3. 

The ’474 patent’s Figure 3 (reproduced below) depicts an exemplary 

dynamic security policy: 

  
Figure 3 illustrates dynamic security policy 300 including rule 1 (302), 

rule 2 (304), rule 3 (306), rule 4 (308), and rule 5 (310).  Ex. 1001, 7:27–30, 

Fig. 3; see id. at 4:5.  “Each rule may specify criteria and one or more packet 

transformation functions that should be performed for packets associated 
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with the specified criteria.”  Id. at 7:30–33.  The “specified criteria may take 

the form of a five-tuple of values selected from packet header information,” 

such as the following five values: 

(1) “a protocol type of the data section of the IP packet 
(e.g., TCP, UDP, ICMP, or any other protocol)”; 

(2) “one or more source IP addresses”; 

(3) “one or more source port[s]”; 

(4) “one or more destination IP addresses”; and 

(5) “one or more destination ports.” 

Id. at 7:33–39. 

As an example, rule 1 (302) may “specify that IP packets containing 

TCP packets, originating from a source IP address that begins with 140, 

having any source port, destined for an IP address that begins with 130, and 

destined for port 20 should have an accept packet transformation function 

(e.g., the identity function) performed on them.”  Ex. 1001, 7:39–45.  As 

another example, rule 2 (304) may “specify that IP packets containing TCP 

packets, originating from a source IP address that begins with 140, having 

any source port, destined for any IP address, and destined for port 80 should 

have an accept packet transformation function performed on them.”  Id. 

at 7:45–50. 

A combination of rules may “effectuate an implementation of an 

informational service for performing a network communications awareness 

service, a network security awareness service, and/or a network threat 

awareness service.”  Ex. 1001, 11:52–57.  The rules may “specify a packet 

transformation function” that produces a packet log (or digest) containing 

“selected packet information and/or system information (e.g., associated 
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network addresses, ports, protocol types, URIs, arrival times, packet sizes, 

directions, interface names, media access control (MAC) addresses, 

matching rule IDs, metadata associated with matching rules, enforced policy 

names, or the like).”  Id. at 11:63–12:5. 

The ’474 patent’s Figure 5 (reproduced below) depicts an exemplary 

security policy management server: 

  
Figure 5 illustrates security policy management server 120 including 

“processor 500, memory 502, and network interface 504” interconnected 

“via data bus 506.”  Ex. 1001, 14:8–12, Fig. 5; see id. at 4:8–9.  Figure 5 

also illustrates malicious host tracker service 508 communicating with 

security policy management server 120 via network E 110, e.g., the Internet.  

Id. at 15:10–13, Fig. 5. 
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Malicious host tracker service 508 may “aggregate information 

associated with malicious network traffic” and provide updates to security 

policy management server 120 that include “one or more network addresses 

that have been determined to be associated with malicious network traffic.”  

Ex. 1001, 15:13–18.  Security policy management server 120 may “create or 

alter one or more rules included within a dynamic security policy associated 

with malicious host tracker service 508 to block traffic associated with the 

network addresses received from malicious host tracker service 508.”  Id. 

at 15:18–23. 

Security policy management server 120 may “add, remove, and/or 

alter one or more dynamic security policies stored in memory 502 based 

on information received from two or more devices within network 

environment 100.”  Ex. 1001, 15:30–34.  For instance, security policy 

management server 120 may “receive updates (e.g., as part of a subscription) 

from malicious host tracker service 508 and/or one or more other services.”  

Id. at 15:34–37.  The “updates from the two or more services may be 

correlated” by security policy management server 120.  Id. at 15:37–39. 

For example, security policy management server 120 may “combine 

the rules associated with these correlated updates from two or more services 

within one or more dynamic security policies.”  Ex. 1001, 15:44–47.  

Additionally, “duplicate network addresses may be removed, and/or 

overlapping ranges of network addresses may be combined into one or more 

new network address ranges.”  Id. at 15:52–55.  By reducing the size of one 

or more dynamic security policies, security policy management server 120 

may improve a packet security gateway’s performance because its 
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performance may depend on “the size of and/or correlations within [the] 

dynamic security policies.”  Id. at 15:48–52. 

D.  The Challenged Claims 

Petitioner challenges the following claims: 

(1) independent claim 1 for a method of filtering packets 
at a packet security gateway; 

(2) claims 2–8 that depend directly or indirectly from 
claim 1; 

(3) independent claim 9 for a packet security gateway; 

(4) claims 10–16 that depend directly or indirectly from 
claim 9; 

(5) independent claim 17 for one or more non-transitory 
computer-readable media; 

(6) claims 18–24 that depend directly or indirectly from 
claim 17; 

(7) independent claim 25 for a system; and 

(8) claims 26–33 that depend directly or indirectly from 
claim 25. 

Pet. 2–3, 11–73. 

Claim 1 exemplifies the challenged claims and reads as follows 

(with formatting added for clarity and with bracketed numbers added for 

reference purposes):1 

1. [1.0] A method of filtering packets at a packet security 
gateway configured for protection of a network, wherein the 
packet security gateway is capable of receiving a plurality of 
dynamic security policies and is associated with a security 

                                     
1 We use the same numbers that Petitioner uses to identify the claim 
language.  See Pet. 19–45; Ex. 1012 (Listing of Claims), 1. 
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policy management server external from the network, the 
method comprising: 

[1.1] receiving, by the packet security gateway and from 
the security policy management server, a dynamic security 
policy comprising packet filtering rules, 

[1.2] wherein one or both of the dynamic security 
policy or one or more of the packet filtering rules of the 
dynamic security policy were automatically created or 
altered, by the security policy management server, based 
on malicious traffic information received from a plurality 
of malicious host tracker services, 

[1.3] wherein at least two of the plurality of 
malicious host tracker services are managed by different 
organizations, 

[1.4] wherein one or more of the packet filtering 
rules were added, removed, or altered by the security 
policy management server based on a correlation 
between portions of the malicious traffic information, 
and 

[1.5] wherein a first packet matching rule of the 
packet filtering rules comprises: at least one packet 
matching criterion, a corresponding packet 
transformation function, and an indication of a feed 
managed by at least one of the plurality of malicious 
host tracker services; and 
[1.6] performing, based on the packet filtering rules, 

packet filtering on individual packets of a plurality of packets 
associated with the network protected by the packet security 
gateway, 

[1.7] wherein the packet filtering comprises: 
inspecting individual packets; and 
[1.8] filtering each packet based on content determined 

from the inspection of that individual packet. 

Ex. 1001, 25:31–64. 
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E.  The Asserted References 

For its challenges, Petitioner relies on the following references: 

Name Reference Exhibit 

Law US 2011/0072506 A1, published March 24, 2011 
(based on an application filed September 23, 2010) 1005 

Wood US 2007/0097976 A1, published May 3, 2007 
(based on an application filed May 19, 2006) 1006 

Jungck US 2009/0262741 A1, published October 22, 2009 
(based on an application filed June 29, 2009) 1008 

Golnabi 

Korosh Golnabi et al., Analysis of Firewall Policy 
Rules Using Data Mining Techniques, 2006 
IEEE/IFIP Network Operations and Management 
Symposium NOMS 2006, 305–15 (April 2006) 

1009 

Ke US 7,095,716 B1, issued August 22, 2006 
(based on an application filed March 28, 2002) 1010 

Johnson US 2004/0123220 A1, published June 24, 2004 
(based on an application filed December 18, 2002) 1011 

Pet. 2–3, 11–73.  Petitioner asserts that “each of these references is prior art 

under 35 U.S.C. § 102(a)(1).”  Id. at 3. 

At this stage of the proceeding, Patent Owner does not dispute that 

each reference qualifies as prior art.  See, e.g., Prelim. Resp. 7–29. 

F.  The Asserted Challenges to Patentability 

Petitioner asserts the following challenges to patentability: 

Claim(s) Challenged 35 U.S.C. § Reference(s)/Basis 
1–3, 5–7, 9–11, 

13–15, 17–19, 21–23, 
25–27, 29–31, 33 

103 Law, Golnabi 

2, 10, 18, 26 103 Law, Golnabi, Wood 
4, 12, 20, 28 103 Law, Golnabi, Ke 
5, 13, 21, 29 103 Law, Golnabi, Jungck 



IPR2023-00448 
Patent 11,012,474 B2 
 

12 

Claim(s) Challenged 35 U.S.C. § Reference(s)/Basis 
7, 8, 15, 16, 23, 

24, 31, 32 103 Law, Golnabi, Johnson 

Pet. 2–3, 11–73. 
G.  Testimonial Evidence 

To support its challenges, Petitioner relies on the declaration of Doug 

W. Jacobson, Ph.D. (Exhibit 1003).  Dr. Jacobson states, “I am a University 

Professor in the Department of Electrical and Computer Engineering at Iowa 

State University,” “currently hold the Sunil & Sujata Gaitonde Professorship 

in Cybersecurity,” and “joined the faculty in 1985 after receiving a PhD 

degree in Computer Engineering from Iowa State University in 1985.” 

Ex. 1003 ¶ 5.  Dr. Jacobson also states, “I have been retained by counsel for 

Petitioner” and “have been asked to provide my opinions about the state of 

the art of the technology described” in the ’474 patent and the patentability 

of claim 1–33 “in view of prior art, obviousness considerations, and the 

understanding of a person of ordinary skill in the art.”  Id. ¶ 1. 

Petitioner also relies on the declaration of Nathaniel E. Frank-White 

(Exhibit 1007).  Mr. Frank-White states, “I am a Records Request Processor 

at the Internet Archive.”  Ex. 1007 ¶ 1. 

III.  PATENTABILITY ANALYSIS 

A.  Legal Principles: Obviousness 

A patent may not be obtained “if the differences between the claimed 

invention and the prior art are such that the claimed invention as a whole 

would have been obvious before the effective filing date of the claimed 

invention to a person having ordinary skill in the art to which the claimed 

invention pertains.”  35 U.S.C. § 103.  An obviousness analysis involves 
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underlying factual inquiries including (1) the scope and content of the prior 

art; (2) differences between the claimed invention and the prior art; (3) the 

level of ordinary skill in the art; and (4) where in evidence, objective indicia 

of nonobviousness, such as commercial success, long-felt but unsolved 

needs, and failure of others.2  Graham v. John Deere Co., 383 U.S. 1, 

17−18, 35–36 (1966); Apple Inc. v. Samsung Elecs. Co., 839 F.3d 1034, 

1047–48 (Fed. Cir. 2016) (en banc).  When evaluating a combination of 

references, an obviousness analysis should address “whether there was an 

apparent reason to combine the known elements in the fashion claimed by 

the patent at issue.”  KSR Int’l Co. v. Teleflex Inc., 550 U.S. 398, 418 (2007). 

We analyze the obviousness issues according to these principles. 

B.  Level of Ordinary Skill in the Art 

Factors pertinent to determining the level of ordinary skill in the art 

include (1) the educational level of the inventor; (2) the type of problems 

encountered in the art; (3) prior-art solutions to those problems; (4) the 

rapidity with which innovations are made; (5) the sophistication of the 

technology; and (6) the educational level of workers active in the field.  

Envtl. Designs, Ltd. v. Union Oil Co., 713 F.2d 693, 696–97 (Fed. Cir. 

1983).  Not all factors may exist in every case, and one or more of these or 

other factors may predominate in a particular case.  Id.  These factors are not 

exhaustive, but merely a guide to determining the level of ordinary skill in 

the art.  Daiichi Sankyo Co. v. Apotex, Inc., 501 F.3d 1254, 1256 (Fed. Cir. 

2007).  Moreover, the prior art itself may reflect an appropriate skill level.  

Okajima v. Bourdeau, 261 F.3d 1350, 1355 (Fed. Cir. 2001). 

                                     
2 The record does not include evidence or argument regarding objective 
indicia of nonobviousness. 
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Petitioner asserts that a person of ordinary skill in the art at the 

effective filing date “would have had a bachelor’s degree in computer 

science, computer engineering, or an equivalent, four years of professional 

experience, and a working knowledge of packet-switched networking, 

firewalls, security policies, communication protocols and layers, and the use 

of customized rules to address cyber-attack.”  Pet. 8 (quoting Cisco Sys., Inc. 

v. Centripetal Networks, Inc., IPR2018-01443, Paper 7 at 6 (PTAB Feb. 12, 

2019)). 

At this stage of the proceeding, Patent Owner does not address the 

level of ordinary skill in the art.  See, e.g., Prelim. Resp. 5–6, 9–29. 

Based on the current record and for purposes of analysis, we accept 

Petitioner’s description of an ordinarily skilled artisan because it comports 

with the technology and claims of the ’474 patent as well as the asserted 

prior art. 

C.  Claim Construction 

We construe claim terms “using the same claim construction 

standard” that district courts use to construe claim terms in civil actions 

under 35 U.S.C. § 282(b).  See 37 C.F.R. § 42.100(b) (2023).  Under that 

standard, claim terms “are given their ordinary and customary meaning, 

which is the meaning the term would have to a person of ordinary skill in 

the art at the time of the invention.”  Power Integrations, Inc. v. Fairchild 

Semiconductor Int’l, Inc., 904 F.3d 965, 971 (Fed. Cir. 2018) (citing Phillips 

v. AWH Corp., 415 F.3d 1303, 1312–13 (Fed. Cir. 2005) (en banc)).  The 

meaning of claim terms may be determined by “look[ing] principally to the 

intrinsic evidence of record, examining the claim language itself, the written 

description, and the prosecution history, if in evidence.”  DePuy Spine, Inc. 
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v. Medtronic Sofamor Danek, Inc., 469 F.3d 1005, 1014 (Fed. Cir. 2006) 

(citing Phillips, 415 F.3d at 1312–17). 

Petitioner notes that the Board construed the following claim terms 

in various proceedings involving patents related to the ’474 patent: 

(1) packet security gateway; 

(2) packet transformation function; 

(3) rule(s); 

(4) dynamic security policy; and 

(5) security policy management server. 

Pet. 8–10.  To “the extent necessary to resolve any controversy,” Petitioner 

“requests that the Board adopt those same constructions here.”  Id. at 8. 

For “the purpose of [the] Preliminary Response only,” Patent Owner 

adopts the Board’s previous constructions of the five terms identified above.  

Prelim. Resp. 6. 

Based on the current record, we determine that no claim term requires 

an explicit construction to decide whether Petitioner satisfies the “reasonable 

likelihood” standard for instituting trial.  “[O]nly those terms need be 

construed that are in controversy, and only to the extent necessary to resolve 

the controversy.”  Vivid Techs., Inc. v. Am. Sci. & Eng’g, Inc., 200 F.3d 795, 

803 (Fed. Cir. 1999); see Nidec Motor Corp. v. Zhongshan Broad Ocean 

Motor Co., 868 F.3d 1013, 1017 (Fed. Cir. 2017). 

When considering whether the combined disclosures in Law and 

Golnabi teach the invention covered by claim 1, however, we discuss a 

claim-construction issue, i.e., whether separately listed claim elements are 

distinct components of the claimed invention.  See infra § III.D.3(f)(iii). 
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D.  Alleged Obviousness over Law and Golnabi: 
Claims 1–3, 5–7, 9–11, 13–15, 17–19, 21–23, 25–27, 29–31, and 33 

Petitioner contends that claims 1–3, 5–7, 9–11, 13–15, 17–19, 21–23, 

25–27, 29–31, and 33 are unpatentable under § 103 as obvious over Law 

and Golnabi.  See Pet. 2–3, 11–58.  Patent Owner disputes Petitioner’s 

contentions.  See Prelim. Resp. 1–2, 9–27.  Below, we provide overviews of 

Law and Golnabi.  Then, we consider the obviousness issues.  As explained 

below, Petitioner establishes sufficiently for purposes of institution that the 

combined disclosures in Law and Golnabi teach the inventions covered by 

claims 1–3, 5–7, 9–11, 13–15, 17–19, 21–23, 25–27, 29–31, and 33. 

1.  OVERVIEW OF LAW (EXHIBIT 1005) 

Law is a U.S. patent application publication titled “Integrated Unified 

Threat Management for a Process Control System,” filed on September 23, 

2010, and published on March 24, 2011.  Ex. 1005, codes (12), (22), (43), 

(54).  Law states that the “application relates generally to process plant 

control systems,” such as “distributed or scalable process control systems 

like those used in power generation, chemical, petroleum, or other 

processes.”  Id. ¶¶ 2–3. 

Law explains that some “commercial off-the-shelf (COTS) firewall 

systems” may “provide a partial solution to network security” for a process 

control system but “still must be managed outside of the operator 

environment” by “IT personnel specifically trained to integrate the firewall 

into the needs of the process control system and configure the various 

rulesets.”  Ex. 1005 ¶ 16.  Law also explains that “IT personnel are still 

required to update the ruleset when new threats are discovered or upgrades 

to software components of the system are implemented.”  Id.  
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Law endeavors to overcome the need for specifically trained IT 

personnel to create or update firewall rulesets by providing an operator 

environment implementing “a Unified Threat Management System (UTMS) 

including a UTMS-configured firewall, UTMS-configured network access 

device, and UTMS-configured field devices that are capable of defending 

against both known and ‘zero day’ vulnerabilities and threats to control 

systems for both embedded, proprietary devices, and standard, commonly-

used devices.”  Ex. 1005 ¶ 22; see id. at code (57).  With the UTMS, an 

operator may monitor and configure equipment “from a graphic display of 

an operator workstation, without IT personnel intervention,” to protect a 

process control system from “internal and external network threats such as 

viruses, worms, or any other attack that may induce a fault in one or more 

network devices, field devices, or other portions of the process control 

system.”  Id. ¶ 59; see id. ¶¶ 22, 87. 

The UTMS devices may “communicate with a perpetual service that 

proactively supplies the UTMS-configured firewalls, network access 

devices, and configured controllers or field devices with rulesets to meet the 

latest security threats, threat patterns, and control system vulnerabilities 

found to exist within the network.”  Ex. 1005 ¶ 22, code (57).  These 

“updates are managed from within the standard control user interface of the 

plant” as if the UTMS devices “were no different than any other control 

system element or entity.”  Id. ¶ 22.  The “rulesets may be created based 

upon continuous or periodic evaluation of the process control system itself 

to provide immediate system protection from identified threats.”  Id. ¶ 23.  

Moreover, the rulesets may come from “a source that is external to the 

process control system.”  Id. ¶ 26. 
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Law’s Figure 3 (reproduced below) depicts “a logical block diagram 

of a method to update rulesets of the UTMS” (Ex. 1005 ¶ 30): 

 
Figure 3 illustrates a process control system including process control sub-

systems 105a and 105b “within one or more process plants” communicating 
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via the Internet 155.  Ex. 1005 ¶¶ 51, 53, Fig. 3.  The process control system 

includes perimeter firewalls 146a and 146b protecting communication 

networks 150a and 150b, respectively.  Id. ¶ 51, Fig. 3; see id. ¶ 92. 

The process control system also includes: 

(1) process controllers 110 “communicatively connected” to 
operator workstations 120; 

(2) field devices 134 “configured to perform many network 
security functions without direct intervention by system 
operators or other personnel,” i.e., field devices such as 
“sensors, valves, transmitters, positioners, etc.”; 

(3) network access devices 149 “positioned downstream” 
of the firewalls to “supplement the perimeter UTMS 
functions” of the firewalls or “perform specialized 
UTMS functions”; and 

(4) network devices 152 to protect particular “areas or 
subsystems.” 

Id. ¶¶ 51, 53, 55, 59, 81, Fig. 3.  “Each firewall 146 or device 134, 149, 152 

may include a ruleset, for example, rulesets 147a, 148a, 147b, 148b, 151a, 

151b, 153 defining the communication that may be received or processed by 

the UTMS-configured device.”  Id. ¶ 51, Fig. 3.  Further, rulesets 147a 

and 147b for firewalls 146a and 146b, respectively, may “include a global 

set of rules for access to any device within” communication networks 150a 

and 150b, respectively.  Id. ¶ 51. 

Law explains that firewalls 146a and 146b “require updates to remain 

effective against network threats.”  Ex. 1005 ¶ 88.  Firewalls 146a and 146b 

may “receive the ruleset data . . . and other update data on a periodic or non-

periodic basis via any desired communication link to the device or to a third 

party source,” such as “cyber security risk management firm 305 as 

described in relation to” Figure 3.  Id. ¶ 66; see id. ¶¶ 26, 88, 92. 
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Referencing Figure 3, Law discloses that a “third party, cyber security 

risk management firm 305” may “collect threat data 310 from a plurality of 

various sources 315 to construct the various rulesets 147, 148, 151, 153, 

validate the rulesets, verify, and distribute the rulesets” to firewalls 146a 

and 146b and other UTMS devices.  Ex. 1005 ¶ 88.  Law also discloses that 

“[r]uleset collecting, constructing, validating, and distributing may be 

performed using any type of information technology methods suitable for 

performing such actions using electronic data.”  Id.  

Law explains that cyber security risk management firm 305 may: 

(1) “continuously identify network vulnerabilities in 
any device, sub-system, or software program”; 

(2) create “rules for the various rulesets,” including rules for 
firewall rulesets, based on an analysis of vulnerabilities; 
and 

(3) “provide an ongoing remediation update service to 
the system” including “device updates.” 

Ex. 1005 ¶ 89. 

Law discloses that sources 315 may “create the threat data 310 by 

monitoring, defining, and analyzing potential and known threats to the 

security of” communication networks 150a and 150b.  Ex. 1005 ¶ 92.  

Further, “to name but a few of the sources for firewall ruleset data,” Law 

identifies sources 315 as including Assurent Secure Technologies, Secunia, 

and Carnegie Mellon University.  Id.  

Law discloses that firewalls 146a and 146b may “collect and 

aggregate threat data 310 directly from the firm 305 or plurality of 

sources 315 to construct, validate, and verify the various rulesets.”  Ex. 1005 

¶ 92.  Law’s Figure 3 depicts “dotted communication lines to deliver” threat 
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data 310 from sources 315 to firewalls 146a and 146b without going through 

firm 305.  Id. ¶ 92, Fig. 3. 

Law’s Figure 13 (reproduced below) depicts “a ruleset user interface 

to configure rules for managing network traffic for the process control 

system” (Ex. 1005 ¶ 40): 

 
Figure 13 illustrates a ruleset user interface with rule table 1300 containing 

“a protocol type column 1302, a from-address column 1304, a threshold 

parameter column 1305, a to-address column 1306, a port number 

column 1308, an action column 1310, a description column 1312, and a 

log column 1314.”  Ex. 1005 ¶ 102, Fig. 13.  Each row of rule table 1300 

“enforces a rule if a corresponding row selector is active, as shown by an 

example row selection column 1324.”  Id. ¶ 103. 
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The ruleset user interface permits an operator to: 

(1) select an already existing ruleset from among profiles 
“generated by a manufacturer of process control 
equipment” to “reflect firewall settings that are typically 
common to users”; 

(2) access an already existing ruleset created by cyber 
security risk management firm 305; and 

(3) “configure and control any of the rules within the 
rulesets 147, 148, 151, 152 and the network security 
in the process control system.” 

Ex. 1005 ¶¶ 66, 88, 90, 102, Fig. 13. 

To access an already existing ruleset, an operator may use drop-down 

selector 1316.  Ex. 1005 ¶ 102, Fig. 13.  An operator may “select a profile 

that best balances the need for network security and the continuing operation 

of the system.”  Id. ¶ 90.  Also, “one or more user-selectable options within” 

rule table 1300 may permit an operator to “customize one or more profiles 

based on, for example, a specific control system topology.”  Id. ¶ 102.  An 

operator may save a customized profile using “a unique profile name entered 

into an example profile name field 1320 and a corresponding save 

button 1322.”  Id. ¶ 102, Fig. 13. 

2.  OVERVIEW OF GOLNABI (EXHIBIT 1009) 

Golnabi is a paper titled “Analysis of Firewall Policy Rules Using 

Data Mining Techniques” by Korosh Golnabi et al., published in the 

IEEE/IFIP Network Operations and Management Symposium NOMS 2006 

(April 2006).  Ex. 1009, 305;3 see Ex. 1013, 1–2.  Golnabi explains that a 

                                     
3 For Exhibit 1009 (Golnabi), we follow Petitioner’s practice and cite to the 
page numbers that appear in the publication rather than the page numbers 
that Petitioner applied to the exhibit. 
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“firewall is the de facto core technology of today’s network security and first 

line of defense against external network attacks and threats.”  Ex. 1009, 305.  

According to Golnabi, however, “the management of firewall rules has been 

proven to be complex, error-prone, costly and inefficient,” and “firewall 

security may be limited or compromised by a poor management of firewall 

policy rules.”  Id.  To address those deficiencies, Golnabi teaches techniques 

for analyzing and modifying firewall policy rules to “optimize the firewall 

policy and efficiency.”  Id. at 306, 308–14. 

As an example, Golnabi discloses combining rules having similar 

characteristics using “an aggregation algorithm to generate a minimum 

number of firewall policy rules for efficiency,” e.g., “aggregated by 

combining the common fields” in multiple rules.  Ex. 1009, 308.  For 

instance, if multiple rules have “matching fields with an exception of source 

port field,” the “rules are then aggregated” by “combining all the source 

ports as a range of these source ports to get one generalized rule.”  Id.  

Similarly, “the IP addresses of 129.110.10.7 and 129.110.10.1 can be 

aggregated to 129.110.10.*” where the * character represents a specified 

range.  Id. at 308–09. 

As another example, Golnabi discloses splitting “the filtering rule of 

a multi-valued field into several rules where each rule will have a single-

valued field.”  Ex. 1009, 312.  Further, Golnabi explains that by “reordering 

or prioritizing” certain frequently used rules, “one may expect a tremendous 

performance gain as a result.”  Id. at 314. 
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3.  INDEPENDENT CLAIM 1 

(a) Preamble 1.0 

Claim 1 recites “[a] method of filtering packets at a packet security 

gateway configured for protection of a network, wherein the packet security 

gateway is capable of receiving a plurality of dynamic security policies and 

is associated with a security policy management server external from the 

network.”  Ex. 1001, 25:31–35. 

Petitioner contends that Law teaches claim 1’s preamble for three 

related reasons.  See Pet. 19–28.  First, Petitioner asserts that Law teaches 

a “packet security gateway” because Law discloses enhancing network 

security by providing “a Unified Threat Management System (UTMS) 

including a UTMS-configured firewall,” such as “stand-alone network 

devices located at the perimeter of the . . . network.”  Id. at 19–20 (alteration 

by Petitioner) (quoting Ex. 1005 ¶ 22).  As examples of UTMS-configured 

perimeter firewalls, Petitioner identifies firewalls 146a and 146b in Law’s 

Figure 1A that separate communication networks 150a and 150b, 

respectively, from the Internet.  Id. at 20–21 (citing Ex. 1005 ¶¶ 51, 54, 

Fig. 1A).  Petitioner also asserts that firewalls 146a and 146b perform packet 

filtering and may “use one or more rulesets to inspect and drop malicious 

packets from the network before the malicious packets can reach their 

intended destination.”  Id. at 21 (quoting Ex. 1005 ¶ 52).  Petitioner further 

asserts that a ruleset may “define conditions that, if detected, implement 

some combination of blocking suspected malicious communications or 

alerting an operator.”  Id. at 21–22 (quoting Ex. 1005 ¶ 91). 

Second, Petitioner asserts that firewalls 146a and 146b are “capable 

of receiving a plurality of dynamic security policies” because a ruleset: 
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(1) “may be a data file that includes known signature, policy, 
or other rules describing characteristics of network-based 
threats”; 

(2) “specifies criteria corresponding to one or more packets,” 
such as the “PROTOCOL,” “FROM,” “TO,” and 
“PORT” fields; 

(3) “identifies a packet transformation function to be 
performed on packets corresponding to the specified 
criteria (actions including accept, block, notify, reroute, 
and logging)”; and 

(4) may be updated to address “known vulnerabilities,” e.g., 
vulnerabilities that a third party may provide through 
“an ongoing remediation update service to the system” 
including “device updates.” 

Pet. 27–28 (emphasis omitted) (quoting Ex. 1005 ¶¶ 89–90) (citing Ex. 1003 

¶¶ 66–67; Ex. 1005 ¶¶ 92, 102–103, Fig. 13).  Further, Petitioner quotes the 

following disclosure in Law’s paragraph 83:  “Detection of certain network 

conditions may also trigger an automatic update of the rulesets 147, 148, 

151, 153 or an alarm to prompt a user to perform a manual update of the 

rulesets or another action to fully secure the system 100.”  Id. at 28 (quoting 

Ex. 1005 ¶ 83). 

Third, Petitioner asserts that firewalls 146a and 146b are “associated 

with a security policy management server external from the network” 

because firewalls 146a and 146b “receive rulesets from cyber security risk 

management firm 305.”  Pet. 23.  According to Petitioner, the rulesets “meet 

the latest security threats, threat patterns, and control system vulnerabilities 

found to exist within the network.”  Id. (quoting Ex. 1005 ¶ 22). 

Additionally, Petitioner contends that Law discloses that a “third 

party, cyber security risk management firm 305 such as Wurldtech Security, 
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Inc. of Vancouver, BC Canada, or other entity, may collect threat data 310 

from a plurality of various sources 315 to construct the various rulesets 147, 

148, 151, 153, validate the rulesets, verify, and distribute the rulesets” to 

firewalls 146a and 146b.  Pet. 24 (emphases omitted) (quoting Ex. 1005 

¶ 88).  According to Petitioner, Law’s Figure 3 “confirms that cyber security 

risk management firm 305 is external from” communication networks 150a 

and 150b protected by firewalls 146a and 146b.  Id. at 24–25 (citing 

Ex. 1003 ¶ 63; Ex. 1005 ¶ 26, Fig. 3). 

At this stage of the proceeding, Patent Owner makes no arguments 

specific to claim 1’s preamble.  See, e.g., Prelim. Resp. 1–2, 9–27.  

Nonetheless, the burden remains on Petitioner to demonstrate 

unpatentability.  See Dynamic Drinkware, LLC v. Nat’l Graphics, Inc., 

800 F.3d 1375, 1378 (Fed. Cir. 2015). 

Generally, a preamble does not limit a claim.  Allen Eng’g Corp. v. 

Bartell Indus., Inc., 299 F.3d 1336, 1346 (Fed. Cir. 2002).  We need not 

decide whether claim 1’s preamble limits the claim because, based on the 

current record and for the reasons advanced by Petitioner and supported by 

Dr. Jacobson’s testimony, Petitioner establishes sufficiently that Law 

teaches claim 1’s preamble.  See Pet. 19–28; Ex. 1003 ¶¶ 58–68. 

(b) Limitation 1.1 

Claim 1 recites “receiving, by the packet security gateway and from 

the security policy management server, a dynamic security policy 

comprising packet filtering rules.”  Ex. 1001, 25:37–39 (limitation 1.1). 

Petitioner contends that Law teaches limitation 1.1 because Law 

discloses that firewalls 146a and 146b may “receive the ruleset data . . . and 

other update data on a periodic or non-periodic basis via any desired 
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communication link to the device or to a third party source,” such as “cyber 

security risk management firm 305 as described in relation to” Figure 3.  

Pet. 28–29 (alteration by Petitioner) (emphases omitted) (quoting Ex. 1005 

¶ 66).  Further, Petitioner asserts that the “received rulesets comprise packet 

filtering rules.”  Id. at 29 (citing Ex. 1005 ¶¶ 102–103). 

At this stage of the proceeding, Patent Owner makes no arguments 

specific to limitation 1.1.  See, e.g., Prelim. Resp. 1–2, 9–27. 

Based on the current record and for the reasons advanced by 

Petitioner and supported by Dr. Jacobson’s testimony, Petitioner establishes 

sufficiently that Law teaches limitation 1.1.  See Pet. 28–29; Ex. 1003 ¶ 69. 

(c) Limitation 1.2 

Claim 1 recites “wherein one or both of the dynamic security policy or 

one or more of the packet filtering rules of the dynamic security policy were 

automatically created or altered, by the security policy management server, 

based on malicious traffic information received from a plurality of malicious 

host tracker services.”  Ex. 1001, 25:39–45 (limitation 1.2). 

(i) Petitioner’s Contentions 

Petitioner contends that Law teaches or renders obvious limitation 1.2 

for three related reasons.  See Pet. 29–36.  First, for “packet filtering rules 

of the dynamic security policy” that were “automatically created” by “the 

security policy management server,” Petitioner asserts that Law discloses 

that: 

(1) a “third party, cyber security risk management firm 305 
. . . may collect threat data 310 from a plurality of various 
sources 315 to construct the various rulesets 147, 148, 
151, 153, validate the rulesets, verify, and distribute the 
rulesets” to firewalls 146a and 146b; 
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(2) “[r]uleset collecting, constructing, validating, and 
distributing may be performed using any type of 
information technology methods suitable for performing 
such actions using electronic data”; and 

(3) “collecting the threat data 310 from the World Wide 
Web” may include “using various data collection 
techniques (e.g., robots, crawling, data feeds, 
collaborative forums, etc.).” 

Id. at 29–30 (alterations by Petitioner) (emphases omitted) (quoting 

Ex. 1005 ¶ 88). 

Petitioner asserts that an ordinarily skilled artisan “would have 

understood that ruleset constructing using ‘any type of information 

technology methods suitable for’ ruleset constructing would have included 

methods of automatically constructing rules.”  Pet. 30 (quoting Ex. 1005 

¶ 88) (citing Ex. 1003 ¶ 70).  As evidence of “known techniques for 

automatically generating rules,” Petitioner identifies Law’s disclosure that 

prior-art techniques for creating firewall rulesets include “automatically 

locating devices and generating rules by passively analyzing traffic on the 

network.”  Id. (emphases omitted) (quoting Ex. 1005 ¶ 21).  Petitioner also 

asserts that it would have been obvious to an ordinarily skilled artisan to 

incorporate such “known techniques for automatically generating rules” for 

“at least some of the rules in ruleset 147 created by cyber security risk 

management firm 305.”  Id. (citing Ex. 1003 ¶ 71). 

Second, for “packet filtering rules of the dynamic security policy” that 

were “automatically . . . altered” by “the security policy management 

server,” Petitioner asserts that cyber security risk management firm 305 

automatically updates rules in rulesets.  Pet. 31.  To support that assertion, 

Petitioner quotes the following disclosure in Law’s paragraph 83:  
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“Detection of certain network conditions may also trigger an automatic 

update of the rulesets 147, 148, 151, 153 or an alarm to prompt a user to 

perform a manual update of the rulesets or another action to fully secure the 

system 100.”  Id. (emphasis omitted) (quoting Ex. 1005 ¶ 83).  Petitioner 

also quotes the disclosure in Law’s paragraph 88 that firewalls 146a 

and 146b “require updates to remain effective against network threats.”  Id. 

(emphasis omitted) (quoting Ex. 1005 ¶ 88). 

Third, for “packet filtering rules of the dynamic security policy” that 

were “based on malicious traffic information received from a plurality of 

malicious host tracker services,” Petitioner asserts that Law discloses that a 

“third party, cyber security risk management firm 305 such as Wurldtech 

Security, Inc. of Vancouver, BC Canada, or other entity, may collect threat 

data 310 from a plurality of various sources 315 to construct the various 

rulesets 147, 148, 151, 153, validate the rulesets, verify, and distribute the 

rulesets” to firewalls 146a and 146b.  Pet. 32 (emphases omitted) (quoting 

Ex. 1005 ¶ 88).  Petitioner asserts that Law also discloses that sources 315 

may “create the threat data 310 by monitoring, defining, and analyzing 

potential and known threats to the security of” communication networks 

150a and 150b.  Id. at 34 (quoting Ex. 1005 ¶ 92).  Petitioner further asserts 

that Law discloses various sources for “firewall ruleset data” including the 

following: 

(1) Assurent Secure Technologies that provides 
a Vulnerability Research Service (VRS); 

(2) Secunia; 

(3) Achilles; and 

(4) the Computer Emergency Response Team 
(CERT) of Carnegie Mellon University. 
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Id. (citing Ex. 1005 ¶ 92). 

(ii) Patent Owner’s Contentions 

Patent Owner disputes that Law teaches or renders obvious 

limitation 1.2.  See Prelim. Resp. 1–2, 10–16.  Regarding “packet filtering 

rules of the dynamic security policy” that were “automatically created” by 

“the security policy management server,” Patent Owner argues that 

Petitioner’s assertions about “known techniques for automatically generating 

rules” lack “evidentiary support.”  Id. at 15 (citing Pet. 30).  According to 

Patent Owner, Petitioner “does not provide an adequate explanation” for 

using “known techniques for automatically generating rules” in cyber 

security risk management firm 305 “[o]ther than saying that automatic 

generation was allegedly known.”  Id. at 16. 

Regarding “packet filtering rules of the dynamic security policy” that 

were “automatically . . . altered” by “the security policy management 

server,” Patent Owner asserts that (1) “operators create the rulesets” in 

Law’s system and (2) updating the rulesets “requires the use of IT 

personnel.”  See Prelim. Resp. 1–2, 7–8, 10, 12, 14–16.  Patent Owner also 

asserts that “Law explains that process control systems greatly differ from 

that of typical IT environments and require uniquely trained third-party IT 

personnel to update operator-created rulesets specific to the process control 

systems they protect.”  Id. at 14; see id. at 1–2.  To support its assertions, 

Patent Owner quotes the following disclosure in Law’s paragraph 16:  “IT 

personnel are still required to update the ruleset when new threats are 

discovered.”  Id. at 15 (quoting Ex. 1005 ¶ 16); see id. at 1, 12 (quoting 

Ex. 1005 ¶ 16). 
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Further, Patent Owner quotes the following disclosure in Law’s 

paragraph 83:  “Detection of certain network conditions may also trigger an 

automatic update of the rulesets 147, 148, 151, 153 or an alarm to prompt a 

user to perform a manual update of the rulesets or another action to fully 

secure the system 100.”  Prelim. Resp. 13 (quoting Ex. 1005 ¶ 83).  Patent 

Owner contends that paragraph 83 concerns “the process control system, not 

firm 305.”  Id.  According to Patent Owner, Law’s “graphic displays allow 

operators within the process control system to either ‘perform a manual 

update of the rulesets’ or set ‘an automatic update’ upon ‘[d]etection of 

certain network conditions.’”  Id. at 14 (alteration by Patent Owner) (quoting 

Ex. 1005 ¶ 83). 

(iii) Analysis 

Based on the current record, Petitioner establishes sufficiently that 

Law teaches or renders obvious limitation 1.2.  See Pet. 29–36; Ex. 1003 

¶¶ 70–76.  Regarding “packet filtering rules of the dynamic security policy” 

that were “automatically created” by “the security policy management 

server,” Law discloses that a “third party, cyber security risk management 

firm 305” may “collect threat data 310 from a plurality of various 

sources 315 to construct the various rulesets 147, 148, 151, 153, validate 

the rulesets, verify, and distribute the rulesets” to firewalls 146a and 146b 

and other UTMS devices.  Ex. 1005 ¶ 88; see Ex. 1003 ¶ 70.  Law also 

discloses that “[r]uleset collecting, constructing, validating, and distributing 

may be performed using any type of information technology methods 

suitable for performing such actions using electronic data.”  Ex. 1005 ¶ 88; 

see Ex. 1003 ¶¶ 70–71. 
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Additionally, as Petitioner notes, Law discloses that prior-art 

techniques for creating firewall rulesets include “automatically locating 

devices and generating rules by passively analyzing traffic on the network.”  

Ex. 1005 ¶ 21; see Ex. 1003 ¶ 71; Pet. 30.  As evidence of those prior-art 

techniques, Law cites a U.S. patent application publication published in 

2007.  Ex. 1005 ¶ 21.  Consequently, Law expressly contemplates prior-art 

techniques for automatically generating rules as “information technology 

methods suitable for” ruleset constructing by a third party.  Id. ¶¶ 21, 88.  

Thus, Law teaches a third party automatically creating firewall rulesets. 

Because Petitioner identifies Law’s disclosure that prior-art 

techniques for creating firewall rulesets include “automatically locating 

devices and generating rules by passively analyzing traffic on the network,” 

we disagree with Patent Owner that Petitioner’s assertions about “known 

techniques for automatically generating rules” lack “evidentiary support.”  

See Pet. 30; Prelim. Resp. 15.  Also, consistent Law’s disclosure about prior-

art techniques for automatically generating rules, during the ’474 patent’s 

prosecution the Examiner cited a U.S. patent application publication 

published in 2012 as disclosing a security policy management server that 

“can automatically generate a new signature for the malware.”  Ex. 1002, 

138–39 (emphasis omitted). 

Regarding “packet filtering rules of the dynamic security policy” that 

were “automatically . . . altered” by “the security policy management 

server,” Law explains that firewalls 146a and 146b “require updates to 

remain effective against network threats.”  Ex. 1005 ¶ 88; see Ex. 1003 

¶¶ 49, 72.  Law also explains that firewalls 146a and 146b may “receive the 

ruleset data . . . and other update data on a periodic or non-periodic basis via 
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any desired communication link to the device or to a third party source,” 

such as “cyber security risk management firm 305 as described in relation 

to” Figure 3.  Ex. 1005 ¶ 66; see id. ¶¶ 26, 88, 92; Ex. 1003 ¶¶ 62, 69.  Law 

describes Figure 3 as depicting “a logical block diagram of a method to 

update rulesets of the UTMS.”  Ex. 1005 ¶ 30. 

Law explains that cyber security risk management firm 305 may: 

(1) “continuously identify network vulnerabilities in 
any device, sub-system, or software program”; 

(2) create “rules for the various rulesets,” including rules for 
firewall rulesets, based on an analysis of vulnerabilities; 
and 

(3) “provide an ongoing remediation update service to 
the system” including “device updates.” 

Ex. 1005 ¶ 89; see Ex. 1003 ¶¶ 67, 72.  Law also explains that the service 

may proactively supply firewalls with “rulesets to meet the latest security 

threats, threat patterns, and control system vulnerabilities found to exist 

within the network.”  Ex. 1005 ¶ 22, code (57); see Ex. 1003 ¶¶ 49, 62.  

Thus, Law teaches a third party automatically altering (updating) firewall 

rulesets. 

Additionally, Law’s paragraph 83 discloses that “[d]etection of certain 

network conditions may also trigger an automatic update of the rulesets” for 

firewalls 146a and 146b.  Ex. 1005 ¶ 83; see Ex. 1003 ¶¶ 67, 72.  Based 

on the current record, we disagree with Patent Owner that paragraph 83 

concerns “the process control system, not firm 305.”  See Prelim. Resp. 13.  

In particular, we disagree because Law explains that firm 305 may 

(1) “continuously identify network vulnerabilities,” (2) create “rules for the 

various rulesets” based on an analysis of vulnerabilities, and (3) “provide an 
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ongoing remediation update service to the system,” e.g., upon “[d]etection of 

certain network conditions.”  Ex. 1005 ¶¶ 83, 88–89. 

Based on the current record, we also disagree with Patent Owner that 

(1) “operators create the rulesets” in Law’s system and (2) updating the 

rulesets “requires the use of IT personnel.”  See Prelim. Resp. 1–2, 7–8, 10, 

12, 14–16.  Law’s paragraph 16 explains that some “commercial off-the-

shelf (COTS) firewall systems” may “provide a partial solution to network 

security” for a process control system but “still must be managed outside of 

the operator environment” by “IT personnel specifically trained to integrate 

the firewall into the needs of the process control system and configure the 

various rulesets.”  Ex. 1005 ¶ 16.  Paragraph 16 also explains that “IT 

personnel are still required to update the ruleset when new threats are 

discovered or upgrades to software components of the system are 

implemented.”  Id.  

Law endeavors to overcome the need for specifically trained IT 

personnel to create or update firewall rulesets by providing an operator 

environment implementing “a Unified Threat Management System (UTMS) 

including a UTMS-configured firewall, UTMS-configured network access 

device, and UTMS-configured field devices that are capable of defending 

against both known and ‘zero day’ vulnerabilities and threats to control 

systems for both embedded, proprietary devices, and standard, commonly-

used devices.”  Ex. 1005 ¶ 22; see id. at code (57); Ex. 1003 ¶¶ 48, 52.  With 

the UTMS, an operator may monitor and configure equipment “from a 

graphic display of an operator workstation, without IT personnel 

intervention.”  Ex. 1005 ¶ 59.  For instance, a ruleset user interface permits 

an operator to: 
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(1) select an already existing ruleset from among profiles 
“generated by a manufacturer of process control 
equipment” to “reflect firewall settings that are typically 
common to users”; 

(2) access an already existing ruleset created by cyber 
security risk management firm 305; and 

(3) “configure and control any of the rules within the 
rulesets 147, 148, 151, 152 and the network security 
in the process control system.” 

Id. ¶¶ 66, 88, 90, 102, Fig. 13. 

Regarding “packet filtering rules of the dynamic security policy” that 

were “based on malicious traffic information received from a plurality of 

malicious host tracker services,” Law discloses that a “third party, cyber 

security risk management firm 305” may “collect threat data 310 from a 

plurality of various sources 315 to construct the various rulesets 147, 148, 

151, 153, validate the rulesets, verify, and distribute the rulesets” to 

firewalls 146a and 146b and other UTMS devices.  Ex. 1005 ¶ 88; see 

Ex. 1003 ¶ 70.  Law also discloses that sources 315 may “create the threat 

data 310 by monitoring, defining, and analyzing potential and known threats 

to the security of” communication networks 150a and 150b.  Ex. 1005 ¶ 92; 

see Ex. 1003 ¶ 76.  Further, “to name but a few of the sources for firewall 

ruleset data,” Law identifies sources 315 as including Assurent Secure 

Technologies, Secunia, and Carnegie Mellon University, i.e., “a plurality 

of malicious host tracker services.”  Ex. 1005 ¶ 92; see Ex. 1003 ¶ 76. 

(d) Limitation 1.3 

Claim 1 recites “wherein at least two of the plurality of malicious host 

tracker services are managed by different organizations.”  Ex. 1001, 

25:45–47 (limitation 1.3). 
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Petitioner contends that Law teaches limitation 1.3 because Law 

discloses various sources for “firewall ruleset data,” such as Assurent Secure 

Technologies, Secunia, and Carnegie Mellon University, that are “managed 

by different organizations.”  Pet. 36 (citing Ex. 1005 ¶ 92); see id. at 34 

(quoting Ex. 1005 ¶ 92). 

At this stage of the proceeding, Patent Owner makes no arguments 

specific to limitation 1.3.  See, e.g., Prelim. Resp. 1–2, 9–27. 

Based on the current record and for the reasons advanced by 

Petitioner and supported by Dr. Jacobson’s testimony, Petitioner establishes 

sufficiently that Law teaches limitation 1.3.  See Pet. 12, 34, 36; Ex. 1003 

¶¶ 49, 76–77. 

(e) Limitation 1.4 

Claim 1 recites “wherein one or more of the packet filtering rules 

were added, removed, or altered by the security policy management server 

based on a correlation between portions of the malicious traffic 

information.”  Ex. 1001, 25:47–51 (limitation 1.4). 

(i) Petitioner’s Contentions 

Petitioner contends that Law renders obvious limitation 1.4 and 

alternatively that the combined disclosures in Law and Golnabi teach 

limitation 1.4.  See Pet. 36–38.  Regarding Law alone, Petitioner asserts that 

Law discloses “receiving malicious traffic information (threat data 310) 

from several different third-party sources 315.”  Id. at 37 (citing Ex. 1005 

¶ 92, Fig. 3).  Petitioner asserts that it would have been obvious to an 

ordinarily skilled artisan that “there would have been a high likelihood of 

duplicates in the received threat data 310.”  Id. (citing Ex. 1003 ¶ 79).  

Petitioner also asserts that it would have been obvious to an ordinarily 
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skilled artisan to “remove duplicate rules in order to avoid the inefficiency, 

wasted processing power, and slower execution speed of not doing so.”  Id. 

(citing Ex. 1003 ¶ 79). 

Regarding the combined disclosures in Law and Golnabi, Petitioner 

asserts that Golnabi teaches: 

(1) “merging a plurality of rules using ‘an aggregation 
algorithm to generate a minimum number of firewall 
policy rules for efficiency’”; and 

(2) combining rules “to get one generalized rule.” 

Pet. 38 (emphasis omitted) (quoting Ex. 1009, 308) (citing Ex. 1003 ¶ 80).  

Petitioner asserts that it would have been obvious to an ordinarily skilled 

artisan to “combine rules as Golnabi teaches, when constructing rulesets as 

Law teaches using threat data 310 from a plurality of sources 315, because 

the appropriate combining of rules can minimize total rules thereby 

providing processing efficiency.”  Id. (citing Ex. 1003 ¶ 80). 

(ii) Patent Owner’s Contentions 

Patent Owner disputes that Law renders obvious limitation 1.4 and 

that the combined disclosures in Law and Golnabi teach limitation 1.4.  See 

Prelim. Resp. 2, 17–25.  Regarding Law alone, Patent Owner asserts that 

Dr. Jacobson’s testimony provides the “only record support” for Petitioner’s 

position.  Id. at 18.  Patent Owner also asserts that the Board should give 

Dr. Jacobson’s testimony “little to no weight” because he “offers only a 

verbatim restatement of the assertion being supported, without any 

supporting evidence or technical reasoning.”  Id. (quoting Xerox Corp. v. 

Bytemark, Inc., IPR2022-00624, Paper 9 at 16 (PTAB Aug. 24, 2022) 

(precedential)).  Additionally, Patent Owner contends that “Dr. Jacobson 

reads Law through the lens of hindsight” when stating that it would have 
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been obvious to an ordinarily skilled artisan “to analyze the received threat 

data 310 to remove duplicate rules” in Law.  Id. (quoting Ex. 1003 ¶ 79); see 

id. at 20–21. 

Further, Patent Owner asserts that Law’s cyber security risk 

management firm 305 “simply updates rules in ruleset 147 based on 

aggregated threat data 310” after (1) collecting “the threat data 310 from 

the World Wide Web using various data collection techniques” and 

(2) constructing “data files to convey the rulesets to their destination 

devices” with “no contemplation of removing duplicate rules.”  Prelim. 

Resp. 18–19 (emphases omitted) (quoting Ex. 1005 ¶ 88).  Patent Owner 

asserts that an ordinarily skilled artisan “would have found it more efficient 

to analyze the received threat data and ‘remove’ any duplicate information 

before constructing updates to ruleset 147, as opposed to constructing 

(potentially numerous) duplicate rules, comparing the received threat 

data and then removing the constructed duplicate rules in the updated 

ruleset 147.”  Id. at 20 (emphasis omitted) (citing Ex. 1005 ¶ 88). 

Regarding the combined disclosures in Law and Golnabi, Patent 

Owner asserts that Petitioner “fails to explain how Golnabi’s aggregation 

technique would or even could be modified in Law to serve the purpose 

of removing altogether duplicate rules based on correlating portions of 

malicious traffic information.”  Prelim. Resp. 23–24 (emphasis omitted). 

(iii) Analysis 

Based on the current record, Petitioner establishes sufficiently that the 

combined disclosures in Law and Golnabi teach limitation 1.4.  See Pet. 

18–19, 38; Ex. 1003 ¶¶ 53–57, 80.  Specifically, Golnabi teaches techniques 

for analyzing and modifying firewall policy rules to “optimize the firewall 
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policy and efficiency.”  Ex. 1009, 306, 308–14; see Ex. 1003 ¶¶ 53–54.  

Among other processes, Golnabi discloses combining rules having similar 

characteristics using “an aggregation algorithm to generate a minimum 

number of firewall policy rules for efficiency.”  Ex. 1009, 308; see Ex. 1003 

¶ 80. 

For instance, if multiple rules have “matching fields with an exception 

of source port field,” the “rules are then aggregated” by “combining all the 

source ports as a range of these source ports to get one generalized rule.”  

Ex. 1009, 308; see Ex. 1003 ¶ 53.  Similarly, “the IP addresses of 

129.110.10.7 and 129.110.10.1 can be aggregated to 129.110.10.*” where 

the * character represents a specified range.  Ex. 1009, 308–09; see Prelim. 

Resp. 22 (quoting Ex. 1009, 308–09). 

The ’474 patent discloses an analogous process for combining rules 

having similar characteristics.  See Ex. 1001, 24:26–50, Fig. 13; see id. at 

15:52–55.  The patent explains that “security policy management server 120 

may combine the two rules of dynamic security policy 300” that each 

specify (1) common network addresses and (2) distinct network addresses 

“into a rule that specifies a range of network addresses” encompassing both 

the common network addresses and the distinct network addresses.  Id. 

at 24:40–49.  For instance, if a first rule specifies network addresses A, B, 

C, and F and a second rule specifies network addresses A, B, C, and G, the 

combined rule may specify the range of network address A, B, C, D, E, F, 

and G.  Id. at 24:40–50. 

Like Golnabi, the ’474 patent explains that by reducing the size of one 

or more dynamic security policies, security policy management server 120 

may improve a packet security gateway’s performance because its 
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performance may depend on “the size of and/or correlations within [the] 

dynamic security policies.”  Ex. 1001, 15:48–52; see Ex. 1009, 308. 

We disagree with Patent Owner that Petitioner “fails to explain how 

Golnabi’s aggregation technique would or even could be modified in Law 

to serve the purpose of removing altogether duplicate rules based on 

correlating portions of malicious traffic information.”  See Prelim. Resp. 

23–24 (emphasis omitted).  Petitioner explains that an ordinarily skilled 

artisan would have been motivated to implement Golnabi’s processes for 

“combining, separating, and ordering of rules” in Law.  See Pet. 19; 

Ex. 1003 ¶ 57.  For example, the proposed combination would “remove 

duplicate rules” in Law by implementing Golnabi’s process for combining 

rules, e.g., by “combining all the source ports as a range” or by aggregating 

“the IP addresses of 129.110.10.7 and 129.110.10.1” to “129.110.10.*” 

where the * character represents a specified range.  See Pet. 16, 38; Ex. 1003 

¶¶ 53, 80. 

Based on the current record, Petitioner does not establish sufficiently 

that Law alone renders obvious limitation 1.4.  See Pet. 37; Ex. 1003 ¶ 79.  

At this stage of the proceeding and on this record, Patent Owner has the 

better position that an ordinarily skilled artisan considering Law alone 

“would have found it more efficient to analyze the received threat data and 

‘remove’ any duplicate information before constructing updates to 

ruleset 147, as opposed to constructing (potentially numerous) duplicate 

rules, comparing the received threat data and then removing the constructed 

duplicate rules in the updated ruleset 147.”  See Prelim. Resp. 20 (emphasis 

omitted). 



IPR2023-00448 
Patent 11,012,474 B2 
 

41 

(f) Limitation 1.5 

Claim 1 recites “wherein a first packet matching rule of the packet 

filtering rules comprises: at least one packet matching criterion, a 

corresponding packet transformation function, and an indication of a feed 

managed by at least one of the plurality of malicious host tracker services.”  

Ex. 1001, 25:51–56 (limitation 1.5). 

(i) Petitioner’s Contentions 

Petitioner contends that Law teaches or renders obvious limitation 1.5 

for three related reasons.  See Pet. 38–43.  First, for a “packet matching rule” 

comprising “at least one packet matching criterion,” Petitioner asserts that 

Law discloses that a ruleset may “define conditions that, if detected, 

implement some combination of blocking suspected malicious 

communications or alerting an operator.”  Id. at 39 (emphasis omitted) 

(quoting Ex. 1005 ¶ 91).  Petitioner asserts that the rule conditions include 

“PROTOCOL,” “FROM,” “TO,” and “PORT” fields corresponding to “a 

single packet matching criterion for a single packet filtering rule within 

ruleset 147.”  Id. at 39–40 (citing Ex. 1003 ¶ 84; Ex. 1005 ¶¶ 102–103, 

Fig. 13). 

Second, for a “packet matching rule” comprising “a corresponding 

packet transformation function,” Petitioner asserts that Law discloses that 

firewalls 146a and 146b may “use one or more rulesets to inspect and drop 

malicious packets from the network before the malicious packets can reach 

their intended destination.”  Pet. 41 (quoting Ex. 1005 ¶ 52).  Petitioner 

asserts that Law also discloses “other operations that each rule may perform 

on a packet,” including “accept,” “notify,” and “re-route.”  Id. (citing 

Ex. 1003 ¶ 85; Ex. 1005 ¶ 103, Fig. 13). 
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Third, for a “packet matching rule” comprising “an indication of a 

feed managed by at least one of the plurality of malicious host tracker 

services,” Petitioner asserts that Law discloses that protocol types include 

“UDP, TCP, ICMP, HART, and/or SCPI.”  Pet. 42 (quoting Ex. 1005 

¶ 102).  Petitioner identifies “a rule featuring” SCPI as the protocol type 

applied to a feed “specialized in the SCPI protocol” as providing “an 

indication of that particular feed.”  Id. (citing Ex. 1003 ¶ 86). 

Alternatively, if “an indication of a feed” requires an identification of 

a feed, Petitioner asserts that including “an indication of a feed” in a “packet 

matching rule” would have been obvious in view of Law.  Pet. 42–43 (citing 

Ex. 1003 ¶ 87).  Petitioner asserts that Law’s Figure 13 “illustrates a [sic] ‘a 

ruleset user interface such as a protocol rule table 1300’ that ‘may allow a 

user to access one or more user interfaces to configure and control any of the 

rules within the rulesets 147, 148, 151, 152.’”  Id. at 42 (quoting Ex. 1005 

¶ 102).  Petitioner explains that “some sources 315 may be more trustworthy 

or reliable than others” and “information regarding the source 315 of each 

rule may be helpful to a user when using the ruleset interface to configure 

and control any of the rules within rulesets” given “Law’s disclosure of 

receiving threat data 310 from several sources 315.”  Id. at 42–43 (citing 

Ex. 1003 ¶ 87).  According to Petitioner, “it would have been obvious to 

communicate that information to a user, such as by adding a column to the 

rule table 1300 shown in Fig. 13 to indicate, for each rule, the source[s] 315 

upon which the rule is based.”  Id. at 43 (citing Ex. 1003 ¶ 87). 

(ii) Patent Owner’s Contentions 

Patent Owner disputes that Law teaches or renders obvious 

limitation 1.5.  See Prelim. Resp. 2, 25–27.  In particular, Patent Owner 
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contends that “an indication of a feed” requires an identification of a feed.  

Id. at 25.  According to Patent Owner, Petitioner “concedes that Law does 

not disclose identifying a feed, e.g., information regarding source 315.”  Id. 

(emphasis omitted) (citing Pet. 42). 

Patent Owner asserts that “merely stating that ‘information regarding 

the source of each 315 may be helpful to a user’ is akin to concluding that ‘it 

would have been obvious.’”  Prelim. Resp. 26 (quoting Pet. 42) (citing In re 

Van Os, 844 F.3d 1359, 1361–62 (Fed. Cir. 2017); ADT LLC v. Vivint, Inc., 

IPR2022-00642, Paper 7 at 17 (PTAB Oct. 4, 2022)). 

Additionally, Patent Owner contends that only Dr. Jacobson’s 

testimony supports Petitioner’s assertion that including “an indication of 

a feed” in a “packet matching rule” would have been obvious in view of 

Law.  Prelim. Resp. 25–26 (quoting Pet. 42–43 (citing Ex. 1003 ¶ 87)).  

Patent Owner also contends that Dr. Jacobson’s testimony “does not pass 

muster under Xerox” because his testimony “is a verbatim restatement of the 

assertion for which it is offered to support.”  Id. at 2, 26 (citing Xerox, 

IPR2022-00624, Paper 9 at 15–16). 

Further, referencing Assurent’s “Vulnerability Research Subscription 

feeds,” Patent Owner asserts that Petitioner “fails to provide any factual or 

evidentiary underpinnings as to why firm 305 would have had reason to 

divulge the source of its paid-for ‘research subscription feeds’ to the process 

control system.”  Prelim. Resp. 26–27 (quoting Ex. 1007, 5) (citing Ex. 1005 

¶ 92).  Patent Owner also asserts that Petitioner “provides no articulated 

reasoning as to how or why” an ordinarily skilled artisan “could have even 

obtained from firm 305 its proprietary and paid-for subscription feeds to 

modify Law’s rulesets with an indication [of a] feed.”  Id. at 27. 
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(iii) Analysis 

Based on the current record, Petitioner establishes sufficiently that 

Law teaches or renders obvious limitation 1.5.  See Pet. 38–43; Ex. 1003 

¶¶ 82–85, 87–88.  Regarding a “packet matching rule” comprising “at least 

one packet matching criterion,” Law discloses that a ruleset may “define 

conditions that, if detected, implement some combination of blocking 

suspected malicious communications or alerting an operator.”  Ex. 1005 

¶ 91; see Ex. 1003 ¶¶ 59, 65, 83.  Further, Law discloses a ruleset user 

interface with rule table 1300 containing “a protocol type column 1302, a 

from-address column 1304, a threshold parameter column 1305, a to-address 

column 1306, a port number column 1308, an action column 1310, a 

description column 1312, and a log column 1314.”  Ex. 1005 ¶ 102, Fig. 13; 

see Ex. 1003 ¶¶ 51, 65–66, 83–84.  Each row of rule table 1300 “enforces a 

rule if a corresponding row selector is active.”  Ex. 1005 ¶ 103; see Ex. 1003 

¶ 84.  Each row of rule table 1300 “corresponds to a single packet matching 

criterion for a single packet filtering rule within ruleset 147.”  Ex. 1003 ¶ 84 

(citing Ex. 1005 ¶ 103). 

Regarding a “packet matching rule” comprising “a corresponding 

packet transformation function,” Law discloses that firewalls 146a and 146b 

may “use one or more rulesets to inspect and drop malicious packets from 

the network before the malicious packets can reach their intended 

destination.”  Ex. 1005 ¶ 52; see Ex. 1003 ¶¶ 48, 59, 64, 85.  Law also 

discloses that firewalls 146a and 146b may perform other actions, such as 

“accept, . . . block, notify, and/or re-route.”  Ex. 1005 ¶ 103; see Ex. 1003 

¶¶ 60, 65–66, 85. 
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Regarding a “packet matching rule” comprising “an indication of 

a feed managed by at least one of the plurality of malicious host tracker 

services,” neither party provides briefing about the meaning of that claim 

language in light of the intrinsic evidence or any extrinsic evidence.  See 

Pet. 8–10, 41–43; Prelim. Resp. 5–6, 25–27.  To assist in resolving the 

patentability issues, we invite the parties to provide briefing in the Response, 

Reply, and Sur-reply about the meaning of “an indication of a feed managed 

by at least one of the plurality of malicious host tracker services.” 

Based on the current record, however, we agree with Patent Owner 

that “an indication of a feed” includes an identification of a feed.  See 

Prelim. Resp. 25.  Petitioner also appears to agree that “an indication of 

a feed” includes an identification of a feed since Petitioner makes two 

alternative arguments about obviousness in view of Law and one of those 

alternative arguments relies on that interpretation.  See Pet. 41–43. 

In the one of those alternative arguments that does not rely that 

interpretation, Petitioner identifies “a rule featuring” SCPI as the protocol 

type applied to a feed “specialized in the SCPI protocol” as providing “an 

indication of that particular feed.”  Pet. 42 (citing Ex. 1003 ¶ 86).  But “a 

rule featuring” SCPI as the protocol type has SCPI as a “packet matching 

criterion.” 

“Where a claim lists elements separately, ‘the clear implication of the 

claim language’ is that those elements are ‘distinct component[s]’ of the 

patented invention.”  Becton, Dickinson & Co. v. Tyco Healthcare Grp., LP, 

616 F.3d 1249, 1254 (Fed. Cir. 2010) (alteration in original) (quoting Gaus 

v. Conair Corp., 363 F.3d 1284, 1288 (Fed. Cir. 2004)).  Limitation 1.5 
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specifies the content of a “packet matching rule” by reciting three separately 

listed elements as follows: 

(1) “at least one packet matching criterion”; 

(2) “a corresponding packet transformation function”; and 

(3) “an indication of a feed managed by at least one of 
the plurality of malicious host tracker services.”   

Ex. 1001, 25:51–56. 

At this stage of the proceeding, Petitioner identifies nothing in the 

intrinsic evidence overcoming “the clear implication of the claim language” 

that limitation 1.5’s three separately listed elements are distinct components 

of the claimed invention.  See Pet. 38–42.  Further, based on the current 

record, Petitioner does not explain adequately how “a rule featuring” SCPI 

as the protocol type may satisfy limitation 1.5’s distinct requirements for a 

“packet matching criterion” and “an indication of a feed.”  Id. at 41–42. 

Nonetheless, based on the current record, we agree with Petitioner that 

including “an indication of a feed” in a “packet matching rule” would have 

been obvious in view of Law.  See Pet. 42–43; Ex. 1003 ¶ 87.  As Petitioner 

explains, “some sources 315 may be more trustworthy or reliable than 

others” and “information regarding the source 315 of each rule may be 

helpful to a user when using the ruleset interface to configure and control 

any of the rules within rulesets.”  See Pet. 42–43; Ex. 1003 ¶ 87.  

Additionally, we credit Dr. Jacobson’s testimony that “it would have been 

obvious to communicate that information to a user.”  Ex. 1003 ¶ 87. 

We disagree with Patent Owner that Petitioner “merely states” that 

“information regarding the source 315 of each rule may be helpful to a 

user.”  See Pet. 42; Prelim. Resp. 26.  Petitioner provides a reason with 
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rational underpinning as to why an ordinarily skilled artisan would have 

been motivated to include “an indication of a feed” in a “packet matching 

rule,” i.e., because “some sources 315 may be more trustworthy or reliable 

than others” and “information regarding the source 315 of each rule may be 

helpful to a user when using the ruleset interface to configure and control 

any of the rules within rulesets.”  See Pet. 42–43; Ex. 1003 ¶ 87.  Hence, 

Petitioner explains how “an indication of a feed” would have been helpful to 

a user. 

Regarding Dr. Jacobson’s testimony, we disagree with Patent Owner 

that verbatim duplication between a brief and a declaration requires giving 

the declarant’s testimony “little to no weight” under Xerox.  See Prelim. 

Resp. 18; see also Epic Games, Inc. v. IngenioShare, LLC, IPR2022-00202, 

Paper 29 at 9 (PTAB May 19, 2023) (declining to disregard a declarant’s 

testimony that mirrored a brief).  In Xerox, the Board considered an expert’s 

declaration that (1) repeated verbatim a conclusory statement in a brief and 

(2) did not “cite to any additional supporting evidence or provide any 

technical reasoning to support [the] statement.”  Xerox, IPR2022-00624, 

Paper 9 at 15; see id. at 16 (the declaration contained another “restatement of 

the assertion being supported, without any supporting evidence or technical 

reasoning”).  Here, in contrast to Xerox, Petitioner and Dr. Jacobson provide 

technical reasoning as to why an ordinarily skilled artisan would have been 

motivated to include “an indication of a feed” in a “packet matching rule.”  

See Pet. 42–43; Ex. 1003 ¶ 87. 

Further, at this stage of the proceeding, Patent Owner introduces no 

evidence refuting Dr. Jacobson’s testimony that including “an indication of a 

feed” in a “packet matching rule” would have been obvious in view of Law.  
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See Prelim. Resp. 25–27; Ex. 1003 ¶ 87.  This issue is better resolved at trial 

on a more developed record and after briefing about the meaning of the 

claim language. 

Additionally, based on the current record, we disagree with Patent 

Owner about impediments to obtaining from “firm 305 its proprietary and 

paid-for subscription feeds to modify Law’s rulesets with an indication [of a] 

feed.”  See Prelim. Resp. 26–27.  Law discloses that firewalls 146a and 146b 

may “collect and aggregate threat data 310 directly from the firm 305 or 

plurality of sources 315 to construct, validate, and verify the various 

rulesets.”  Ex. 1005 ¶ 92.  Law’s Figure 3 depicts “dotted communication 

lines to deliver” threat data 310 from sources 315 to firewalls 146a and 146b 

without going through firm 305.  Id. ¶ 92, Fig. 3.  If a firewall collected 

threat data 310 directly from one of the sources 315, the firewall would 

receive “an indication of a feed” directly from that source.  So providing that 

same information indirectly through firm 305 does not appear problematic 

on this record. 

(g) Limitation 1.6 

Claim 1 recites “performing, based on the packet filtering rules, 

packet filtering on individual packets of a plurality of packets associated 

with the network protected by the packet security gateway.”  Ex. 1001, 

25:57–60 (limitation 1.6). 

Petitioner contends that Law teaches limitation 1.6 because Law 

discloses that firewalls 146a and 146b “enforce rulesets, such as ruleset 147, 

to perform the packet transformation function (e.g., blocking packets) when 

the packet-matching criteria is satisfied.”  Pet. 43–44 (citing Ex. 1005 ¶¶ 52, 

91, 103).  Further, Petitioner asserts that a ruleset may “define conditions 
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that, if detected, implement some combination of blocking suspected 

malicious communications or alerting an operator.”  Id. at 43 (quoting 

Ex. 1005 ¶ 91). 

At this stage of the proceeding, Patent Owner makes no arguments 

specific to limitation 1.6.  See, e.g., Prelim. Resp. 1–2, 9–27. 

Based on the current record and for the reasons advanced by 

Petitioner and supported by Dr. Jacobson’s testimony, Petitioner establishes 

sufficiently that Law teaches limitation 1.6.  See Pet. 43–44; Ex. 1003 

¶¶ 89–90. 

(h) Limitation 1.7 

Claim 1 recites “wherein the packet filtering comprises: inspecting 

individual packets.”  Ex. 1001, 25:60–62 (limitation 1.7). 

Petitioner contends that Law teaches limitation 1.7 because Law 

discloses “inspecting individual packets to determine whether conditions of 

any rule are satisfied.”  Pet. 44 (citing Ex. 1005 ¶¶ 52, 91, Fig. 13).  Further, 

Petitioner asserts that an ordinarily skilled artisan “would have understood 

that determining whether the conditions of any rule are satisfied would have 

necessarily required inspecting individual packets.”  Id. (citing Ex. 1003 

¶ 91). 

At this stage of the proceeding, Patent Owner makes no arguments 

specific to limitation 1.7.  See, e.g., Prelim. Resp. 1–2, 9–27. 

Based on the current record and for the reasons advanced by 

Petitioner and supported by Dr. Jacobson’s testimony, Petitioner establishes 

sufficiently that Law teaches limitation 1.7.  See Pet. 44; Ex. 1003 ¶ 91. 
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(i) Limitation 1.8 

Claim 1 recites “filtering each packet based on content determined 

from the inspection of that individual packet.”  Ex. 1001, 25:63–64 

(limitation 1.8). 

Petitioner contends that Law teaches limitation 1.8 because Law 

discloses that: 

(1) firewalls 146a and 146b may “use one or more rulesets 
to inspect and drop malicious packets from the network 
before the malicious packets can reach their intended 
destination”; and 

(2) a ruleset may “define conditions that, if detected, 
implement some combination of blocking suspected 
malicious communications or alerting an operator.” 

Pet. 44–45 (quoting Ex. 1005 ¶¶ 52, 91). 

At this stage of the proceeding, Patent Owner makes no arguments 

specific to limitation 1.8.  See, e.g., Prelim. Resp. 1–2, 9–27. 

Based on the current record and for the reasons advanced by 

Petitioner and supported by Dr. Jacobson’s testimony, Petitioner establishes 

sufficiently that Law teaches limitation 1.8.  See Pet. 44–45; Ex. 1003 ¶ 92. 

(j) Alleged Reason to Combine the Teachings of the References 

Petitioner identifies a reason that would have prompted an ordinarily 

skilled artisan to combine Golnabi’s teachings with Law’s teachings in 

the way Petitioner proposes, i.e., to achieve “processing efficiency” and 

“optimized performance.”  See Pet. 18–19, 38.  Also, Petitioner asserts that 

an ordinarily skilled artisan “would have had success” and produced 

“predictable” and “beneficial” results when combining Golnabi’s teachings 

with Law’s teachings.  Id. at 18–19.  Dr. Jacobson’s testimony supports 

Petitioner’s positions.  See Ex. 1003 ¶¶ 53–57, 80. 
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For instance, Dr. Jacobson testifies that an ordinarily skilled artisan 

would have been motivated to implement Golnabi’s processes for 

“combining, separating, and ordering of rules” in Law to “optimize 

performance” in Law.  Ex. 1003 ¶ 57; see id. ¶¶ 53–55.  He explains that 

Golnabi teaches combining rules having similar characteristics, such as rules 

having “matching fields with an exception of source port field,” using “an 

aggregation algorithm to generate a minimum number of firewall policy 

rules for efficiency.”  Id. ¶¶ 53, 80 (quoting Ex. 1009, 308).  He also 

explains that Golnabi teaches splitting a rule into multiple rules and 

“reordering or prioritizing” certain frequently used rules to obtain “a 

tremendous performance gain as a result.”  Id. ¶ 54 (emphasis omitted) 

(quoting Ex. 1009, 314). 

Dr. Jacobson also testifies that an ordinarily skilled artisan “would 

have been motivated to combine the teachings of Law and Golnabi to 

produce the obvious, beneficial, and predictable result of implementing 

Law’s rulesets by merging, separating, and ordering as taught by Golnabi so 

as to avoid inefficient ruleset processing” by Law’s firewalls 146a and 146b.  

Ex. 1003 ¶ 55.  He explains that an ordinarily skilled artisan “would have 

recognized the likelihood for duplication and overlap in the threat 

information received by cyber security risk management firm 305” since 

Law discloses “receiving threat information from numerous independent 

third-party sources.”  Id. ¶ 57 (citing Ex. 1005 ¶ 92).  He also explains that 

“[g]iven the likelihood of duplication and overlap in the received threat 

information that is used in construct[ing] Law’s rulesets,” an ordinarily 

skilled artisan “would have recognized that it is desirable to process the rule 
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sets, by merging, separating, and ordering rules of the rule sets such that 

they provide optimized performance during operational processing.”  Id.  

Dr. Jacobson further testifies that it would have been obvious to an 

ordinarily skilled artisan to “combine rules as Golnabi teaches, when 

constructing rulesets as Law teaches using threat data 310 from a plurality of 

sources 315, because the appropriate combining of rules can minimize total 

rules thereby providing processing efficiency.”  Ex. 1003 ¶ 80. 

Patent Owner disputes that an ordinarily skilled artisan would have 

been motivated to combine Golnabi’s teachings with Law’s teachings.  See 

Prelim. Resp. 2, 21–25.  Specifically, Patent Owner asserts that Petitioner 

“fails to explain why” an ordinarily skilled artisan “would have looked to 

Golnabi’s technique for the removal of duplicate rules in ruleset 147.”  Id. 

at 21; see id. at 23.  Patent Owner also asserts that Petitioner “fails to 

reconcile Golnabi’s objective of generating new rulesets based on 

aggregation with its proposed approach of ‘remov[ing] duplicate rules’ in its 

Law-Golnabi combination.”  Id. at 22 (alteration by Patent Owner) (quoting 

Pet. 38). 

Further, Patent Owner asserts that Petitioner “fails to show how 

Golnabi’s aggregated technique would be implemented in Law to serve the 

purpose of the proposed combination.”  Prelim. Resp. 23 (citing Sprint 

Specturm L.P. v. Intellectual Ventures II LLC, IPR2018-01765, Paper 11 

at 25 (PTAB May 6, 2019)).  Patent Owner also asserts that Golnabi’s 

aggregation technique rests on “extracting the attributes of a packet” from 

a firewall log file and that Petitioner does not explain how that technique 

would work when using threat data from third-party sources.  Id. at 24. 
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Additionally, Patent Owner contends that Petitioner “does not even 

address whether” an ordinarily skilled artisan “would have had a reasonable 

expectation of success for the proposed modification of Golnabi’s technique 

in Law.”  Prelim. Resp. 24 (citing Pet. 18–19). 

Based on the current record, Petitioner establishes sufficiently that an 

ordinarily skilled artisan would have had a reason to combine Golnabi’s 

teachings with Law’s teachings in the way Petitioner proposes.  See Pet. 

18–19, 38; Ex. 1003 ¶¶ 53–57, 80.  Specifically, Golnabi teaches techniques 

for analyzing and modifying firewall policy rules to “optimize the firewall 

policy and efficiency.”  Ex. 1009, 305–06, 308–14; see Ex. 1003 ¶¶ 53–54. 

As an example, Golnabi discloses combining rules having similar 

characteristics using “an aggregation algorithm to generate a minimum 

number of firewall policy rules for efficiency,” e.g., “aggregated by 

combining the common fields” in multiple rules.  Ex. 1009, 308; see 

Ex. 1003 ¶ 80.  For instance, if multiple rules have “matching fields with 

an exception of source port field,” the “rules are then aggregated” by 

“combining all the source ports as a range of these source ports to get one 

generalized rule.”  Ex. 1009, 308; see Ex. 1003 ¶ 53.  Similarly, “the IP 

addresses of 129.110.10.7 and 129.110.10.1 can be aggregated to 

129.110.10.*” where the * character represents a specified range.  Ex. 1009, 

308–09; see Prelim. Resp. 22 (quoting Ex. 1009, 308–09). 

As another example, Golnabi discloses splitting “the filtering rule of 

a multi-valued field into several rules where each rule will have a single-

valued field.”  Ex. 1009, 312; see Ex. 1003 ¶ 54.  Further, Golnabi explains 

that by “reordering or prioritizing” certain frequently used rules, “one may 



IPR2023-00448 
Patent 11,012,474 B2 
 

54 

expect a tremendous performance gain as a result.”  Ex. 1009, 314; see 

Ex. 1003 ¶ 54. 

As Dr. Jacobson testifies, an ordinarily skilled artisan “would have 

been motivated to combine the teachings of Law and Golnabi to produce the 

obvious, beneficial, and predictable result of implementing Law’s rulesets 

by merging, separating, and ordering as taught by Golnabi so as to avoid 

inefficient ruleset processing” by Law’s firewalls 146a and 146b.  Ex. 1003 

¶ 55.  As Dr. Jacobson further testifies, it would have been obvious to an 

ordinarily skilled artisan to “combine rules as Golnabi teaches, when 

constructing rulesets as Law teaches using threat data 310 from a plurality of 

sources 315, because the appropriate combining of rules can minimize total 

rules thereby providing processing efficiency.”  Id. ¶ 80. 

A motivation to combine “can be found explicitly or implicitly in the 

prior art references themselves, in market forces, in design incentives, or in 

‘any need or problem known in the field of endeavor at the time of invention 

and addressed by the patent.’”  Forest Labs., LLC v. Sigmapharm Labs., 

LLC, 918 F.3d 928, 934 (Fed. Cir. 2019) (quoting Arctic Cat Inc. v. 

Bombardier Recreational Prods. Inc., 876 F.3d 1350, 1359 (Fed. Cir. 

2017)).  Here, Petitioner identifies a motivation to combine “in the prior art 

references themselves,” i.e., in Golnabi’s disclosures about modifying 

firewall policy rules for efficiency.  Pet. 15–19, 38 (citing Ex. 1009, 305, 

308, 312–14); see Ex. 1003 ¶¶ 53–57, 80 (citing Ex. 1009, 305, 308, 

312–14). 

Patent Owner’s assertion that Petitioner “fails to explain why” an 

ordinarily skilled artisan “would have looked to Golnabi’s technique for the 

removal of duplicate rules in ruleset 147” does not accurately reflect the 
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proposed combination.  See Pet. 18–19, 38; Prelim. Resp. 21, 23.  Petitioner 

asserts that the proposed combination would “remove duplicate rules” in 

Law.  Pet. 38.  But Petitioner explains that an ordinarily skilled artisan 

would have been motivated to implement Golnabi’s processes for 

“combining, separating, and ordering of rules” in Law.  Pet. 19; see 

Ex. 1003 ¶ 57.  For example, the proposed combination would “remove 

duplicate rules” in Law by implementing Golnabi’s process for combining 

rules, e.g., by “combining all the source ports as a range” or by aggregating 

“the IP addresses of 129.110.10.7 and 129.110.10.1” to “129.110.10.*” 

where the * character represents a specified range.  See Pet. 16, 38; Ex. 1003 

¶¶ 53, 80. 

Patent Owner’s assertion that Petitioner “fails to show how Golnabi’s 

aggregated technique would be implemented in Law to serve the purpose of 

the proposed combination” disregards Petitioner’s explanation about using 

“an aggregation algorithm” from Golnabi to “generate a minimum number 

of firewall policy rules” in Law.  See Pet. 38; Prelim. Resp. 23.  That “it 

would take some creativity to carry out the combination does not defeat a 

finding of obviousness.”  Facebook, Inc. v. Windy City Innovations, LLC, 

953 F.3d 1313, 1333 (Fed. Cir. 2020).  Additionally, Golnabi discloses 

“pseudo code” for the aggregation algorithm.  Ex. 1009, 309 (Fig. 5). 

Based on the current record, we disagree with Patent Owner’s 

assertion that Golnabi’s aggregation technique rests on “extracting the 

attributes of a packet” from a firewall log file.  See Prelim. Resp. 24.  

Rather, Golnabi’s aggregation technique rests on extracting rule attributes 

from a firewall log file to “discover and generate its corresponding primitive 

firewall rule.”  See Ex. 1009, 307–08.  Golnabi explains that each rule 
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“could consist of up to seven attributes” in the following format: 

“<direction> <protocol> <source IP> <source port> <destination IP> 

<destination port> <action>.”  Id. at 307.  Golnabi’s aggregation technique 

“reads each line of [a] firewall log file, extracts the attributes for each log 

record, counts its occurrence and outputs the count for each unique 

combination of these attribute-values.”  Id.  “The frequency of each rule 

discovered is kept . . . and used for its probability and statistical processing.”  

Id.  

Although Patent Owner contends that Petitioner “does not even 

address whether” an ordinarily skilled artisan “would have had a reasonable 

expectation of success,” Petitioner asserts that an ordinarily skilled artisan 

“would have had success” and produced “predictable” and “beneficial” 

results when combining Golnabi’s teachings with Law’s teachings.  Pet. 

18–19; Prelim. Resp. 24.  Dr. Jacobson’s testimony supports Petitioner’s 

assertions.  See Ex. 1003 ¶ 57. 

(k) Preliminary Conclusion About Obviousness/Nonobviousness 

As discussed above, Petitioner’s analysis addresses how the combined 

disclosures in Law and Golnabi teach the invention covered by claim 1.  See 

supra §§ III.D.3(a)–(i).  Additionally, Petitioner provides a reason with 

rational underpinning as to why an ordinarily skilled artisan would have 

been motivated to combine Golnabi’s teachings with Law’s teachings in the 

way Petitioner proposes and would have predicted success.  See supra 

§ III.D.3(j).  Hence, Petitioner demonstrates a reasonable likelihood of 

proving that claim 1 is unpatentable under § 103 as obvious over Law and 

Golnabi. 
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4.  INDEPENDENT CLAIMS 9, 17, AND 25 

Independent claims 9, 17, and 25 recite subject matter similar to 

claim 1.  Compare Ex. 1001, 25:31–64, with id. at 26:39–27:8, and id. at 

27:54–28:19, and id. at 29:3–52; see Prelim. Resp. 10 (referencing “similar 

claim limitations”).  Claims 9, 17, and 25 also recite computer or system 

components, such as a “processor,” a “memory,” and a “server.”  See id. 

at 26:39–27:8, 27:54–28:19, 29:3–52. 

Petitioner explains how Law teaches the computer and system 

components recited in claims 9, 17, and 25.  See Pet. 45–53.  Dr. Jacobson’s 

testimony supports Petitioner’s positions.  See Ex. 1003 ¶¶ 94–95, 104–105, 

114–117, 125–126. 

Patent Owner disputes that the combined disclosures in Law and 

Golnabi teach the inventions covered by claims 9, 17, and 25 for the reasons 

Patent Owner disputes that the combined disclosures teach the invention 

covered by claim 1.  See, e.g., Prelim. Resp. 1–2, 9–27. 

Based on the current record and for the reasons discussed above, we 

consider Patent Owner’s patentability arguments for claim 1 unavailing.  See 

supra §§ III.D.3(c), III.D.3(e)–(f), III.D.3(j).  Based on the current record 

and for (1) the reasons advanced by Petitioner and supported by 

Dr. Jacobson’s testimony and (2) the reasons discussed above for claim 1, 

Petitioner establishes sufficiently that the combined disclosures in Law and 

Golnabi teach the inventions covered by claims 9, 17, and 25.  See Pet. 

45–53; Ex. 1003 ¶¶ 93–130; supra §§ III.D.3(a)–(j).  Hence, Petitioner 

demonstrates a reasonable likelihood of proving that claims 9, 17, and 25 

are unpatentable under § 103 as obvious over Law and Golnabi. 
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5.  DEPENDENT CLAIMS 2, 3, 5–7, 10, 11, 
13–15, 18, 19, 21–23, 26, 27, 29–31, AND 33 

Claims 2, 3, and 5–7 depend directly from claim 1.  Ex. 1001, 

25:65–26:3, 26:16–28.  Claims 10, 11, and 13–15 depend directly from 

claim 9.  Id. at 27:9–15, 27:28–43.  Claims 18, 19, and 21–23 depend 

directly from claim 17.  Id. at 28:20–26, 28:40–58.  Claims 26, 27, 29–31, 

and 33 depend directly from claim 25.  Id. at 30:1–7, 30:22–38, 30:49–51. 

For claims 2, 3, 5–7, 10, 11, 13–15, 18, 19, 21–23, 26, 27, 29–31, 

and 33, Petitioner provides an analysis supported by Dr. Jacobson’s 

testimony about how the combined disclosures in Law and Golnabi teach 

the inventions covered by claims.  See Pet. 53–58; Ex. 1003 ¶¶ 131–139. 

At this stage of the proceeding, Patent Owner makes no arguments 

specific to claims 2, 3, 5–7, 10, 11, 13–15, 18, 19, 21–23, 26, 27, 29–31, 

and 33.  See, e.g., Prelim. Resp. 1–2, 9–27. 

Based on the current record and for the reasons advanced by 

Petitioner and supported by Dr. Jacobson’s testimony, Petitioner establishes 

sufficiently that the combined disclosures in Law and Golnabi teach 

the inventions covered by claims 2, 3, 5–7, 10, 11, 13–15, 18, 19, 21–23, 26, 

27, 29–31, and 33.  See Pet. 53–58; Ex. 1003 ¶¶ 131–139.  Hence, Petitioner 

demonstrates a reasonable likelihood of proving that claims 2, 3, 5–7, 10, 11, 

13–15, 18, 19, 21–23, 26, 27, 29–31, and 33 are unpatentable under § 103 as 

obvious over Law and Golnabi. 

E.  Alleged Obviousness over Law, Golnabi, 
and Wood: Claims 2, 10, 18, and 26 

Petitioner contends that claims 2, 10, 18, and 26 are unpatentable 

under § 103 as obvious over Law, Golnabi, and Wood.  See Pet. 2–3, 59–63.  

Patent Owner disputes Petitioner’s contentions.  See Prelim. Resp. 27.  
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Above, we provided overviews of Law and Golnabi.  See supra §§ III.D.1–

III.D.2.  Below, we provide an overview of Wood, and then we consider the 

obviousness issues.  As explained below, Petitioner establishes sufficiently 

for purposes of institution that the combined disclosures in Law, Golnabi, 

and Wood teach the inventions covered by claims 2, 10, 18, and 26. 

1.  OVERVIEW OF WOOD (EXHIBIT 1006) 

Wood is a U.S. patent application publication titled “Suspect Traffic 

Redirection,” filed on May 19, 2006, and published on May 3, 2007.  

Ex. 1006, codes (12), (22), (43), (54).  Wood states that the “invention 

relates generally to a computer network, and more particularly to computer 

network security.”  Id. ¶ 2. 

Wood endeavors to provide improved protection against certain 

malware that “operates as an agent for another entity, such as a hacker, an 

identity thief, etc.,” sometimes termed a “bot.”  See Ex. 1006 ¶¶ 5–7.  “The 

bot can execute within the computer system (e.g., within a company’s 

subnetwork) and establish a connection over a network with another 

computer outside the company’s subnetwork.”  Id. ¶ 5.  “Because the 

communications are initiated within the computer system and/or subnetwork 

rather than from another device or from the external network, traditional 

defense system[s] within a company’s security framework generally fail to 

detect the intrusions.”  Id.  

Wood explains that an “adaptive system receives suspect traffic 

information pertaining to possible network threats.”  Ex. 1006 ¶ 7, code (57).  

A “router detects and redirects suspect traffic from within a subnetwork to 

an interrogation module.”  Id. ¶ 7, code (57); see id. ¶¶ 35, 37.  To detect 

suspect traffic, the “destination address, or some part thereof, of an outgoing 



IPR2023-00448 
Patent 11,012,474 B2 
 

60 

packet is evaluated against addresses or address ranges in the routing table 

of the router.”  Id. ¶ 39; see id. ¶ 37.  The routing table contains an address 

for the interrogation module as a forwarding address.  Id. ¶ 39. 

The “interrogation module receives the redirected suspect traffic and 

identifies the source device from within the subnetwork.”  Ex. 1006 ¶ 7, 

code (57); see id. ¶ 35.  The “interrogation module can also identify the type 

of suspect traffic, the original destination of the suspect traffic and the 

protocol type of a packet within the suspect traffic.”  Id. ¶ 7, code (57); see 

id. ¶ 33.  “Suspect traffic information can be updated and the router can be 

reconfigured to accommodate the updated information.”  Id. ¶ 7, code (57); 

see id. ¶¶ 34, 36. 

Wood’s Figure 2 (reproduced below) depicts “an external network 

and a subnetwork with an exemplary adaptive interrogation module 
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connected within the subnetwork and receiving suspect addresses” (Ex. 1006 

¶ 11): 

 
Figure 2 “illustrates an external network 200 and a subnetwork 202 with 

an exemplary adaptive interrogation module 204 connected within the 

subnetwork 202 and receiving suspect addresses 206” over communications 

path 208.  Ex. 1006 ¶ 32, Fig. 2. 

As Figure 2 shows, the “suspect addresses 206 are received from one 

or more suspect address sources 210,” e.g., as “simple lists of IP addresses.”  

Ex. 1006 ¶¶ 32–33, Fig. 2.  “Using the suspect addresses 206, the adaptive 

interrogation module 204 can configure a router 212 to redirect suspect 

messages to the interrogation module 204 for analysis.”  Id. ¶ 32. 

The “suspect addresses 206 are updated as any one of the suspect 

address sources 210 receives a change to its suspect address data,” e.g., 

when “a new hacker site is identified.”  Ex. 1006 ¶ 34.  “By quickly 
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updating the suspect addresses 206, the suspect address sources 210 can 

provide the most up-to-date notice of possible threats.”  Id.  “As updates 

are received by the adaptive interrogation module 204, the adaptive 

interrogation module 204 updates a (typically local) database of suspect 

addresses and reconfigures the router 212 according to the new 

information.”  Id.  

2.  DIFFERENCES BETWEEN THE CLAIMED 
INVENTION AND THE PRIOR ART 

Claim 2 depends directly from claim 1 and specifies that “the at least 

one packet matching criterion comprises at least one network address 

associated with an indication of malicious network traffic.”  Ex. 1001, 

25:65–67.  Claims 10, 18, and 26 depend directly from claims 9, 17, and 25, 

respectively, and include limitations similar to claim 2.  Id. at 27:9–12, 

28:20–23, 30:1–4. 

Petitioner contends that Wood teaches the limitations in claims 2, 10, 

18, and 26 because Wood discloses that “one or more suspect address 

sources 210” corresponding to one or more malicious host tracker services 

provide “suspect addresses 206” in a list.  Pet. 63 (citing Ex. 1006 ¶ 32, 

Fig. 2).  Further, Petitioner asserts that an ordinarily skilled artisan “would 

have understood that the provided list of suspect addresses 206 includes 

aggregated malicious traffic information that includes several network 

addresses determined by the one or more suspect address sources 210 to 

be associated with malicious network traffic.”  Id. (citing Ex. 1006 ¶¶ 21, 

32, 39). 

Patent Owner contends that (1) Petitioner has not demonstrated 

a reasonable likelihood of proving that claims 1, 9, 17, and 25 are 
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unpatentable “over Law in view of Golnabi” and (2) Wood “does not cure” 

the deficiencies in Law and Golnabi for claims 1, 9, 17, and 25.  Prelim. 

Resp. 27.  Therefore, according to Patent Owner, Petitioner has not 

demonstrated a reasonable likelihood of proving that claims 2, 10, 18, 

and 26 are unpatentable.  Id.  

Based on the current record and for the reasons advanced by 

Petitioner and supported by Dr. Jacobson’s testimony, Petitioner establishes 

sufficiently that Wood teaches the limitations in claims 2, 10, 18, and 26.  

See Pet. 59–61, 63; Ex. 1003 ¶¶ 140–142, 146.  Based on the current record 

and for the reasons discussed above, we consider Patent Owner’s 

patentability arguments for claims 1, 9, 17, and 25 unavailing.  See supra 

§§ III.D.3–III.D.4. 

3.  ALLEGED REASON TO COMBINE 
THE TEACHINGS OF THE REFERENCES 

Petitioner identifies a reason that would have prompted an ordinarily 

skilled artisan to combine the teachings of Law, Golnabi, and Wood.  See 

Pet. 61–62.  Also, Petitioner asserts that an ordinarily skilled artisan would 

have produced “predictable” and “beneficial” results when combining those 

teachings.  Id. at 62.  Dr. Jacobson’s testimony supports Petitioner’s 

positions.  See Ex. 1003 ¶¶ 143–145. 

For instance, Dr. Jacobson testifies that an ordinarily skilled artisan 

“would have been motivated to use Wood’s feed of suspect addresses as 

another source 315 among the plurality of sources 315 that provide threat 

data 310” in Law’s system to advantageously: 

(1) “obtain threat data from additional sources”; and 

(2) “obtain even broader coverage of threat data.” 
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Ex. 1003 ¶¶ 143, 145.  Dr. Jacobson also testifies that the proposed 

combination would have enhanced the “threat protection” in Law’s system.  

Id. ¶ 145. 

At this stage of the proceeding, Patent Owner makes no arguments 

against combining the teachings of Law, Golnabi, and Wood.  See, e.g., 

Prelim. Resp. 27. 

Based on the current record, Petitioner establishes sufficiently that an 

ordinarily skilled artisan would have had a reason, e.g., as articulated by 

Dr. Jacobson, to combine the teachings of Law, Golnabi, and Wood.  See 

Pet. 61–63; Ex. 1003 ¶¶ 143–145.  Petitioner also establishes sufficiently 

that an ordinarily skilled artisan would have produced “predictable” and 

“beneficial” results when combining those teachings.  See Pet. 62; Ex. 1003 

¶ 145. 

4.  PRELIMINARY CONCLUSION ABOUT OBVIOUSNESS/NONOBVIOUSNESS 

As discussed above, Petitioner’s analysis addresses how the combined 

disclosures in Law, Golnabi, and Wood teach the inventions covered by 

claims 2, 10, 18, and 26.  See supra §§ III.D.3–III.D.4, III.E.2.  Additionally, 

Petitioner provides a reason with rational underpinning as to why an 

ordinarily skilled artisan would have been motivated to combine the 

teachings of Law, Golnabi, and Wood and would have predicted success.  

See supra § III.E.3.  Hence, Petitioner demonstrates a reasonable likelihood 

of proving that claims 2, 10, 18, and 26 are unpatentable under § 103 as 

obvious over Law, Golnabi, and Wood. 
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F.  Alleged Obviousness over Law, Golnabi, 
and Ke: Claims 4, 12, 20, and 28 

Petitioner contends that claims 4, 12, 20, and 28 are unpatentable 

under § 103 as obvious over Law, Golnabi, and Ke.  See Pet. 2–3, 64–67.  

Patent Owner disputes Petitioner’s contentions.  See Prelim. Resp. 28.  

Above, we provided overviews of Law and Golnabi.  See supra §§ III.D.1–

III.D.2.  Below, we provide an overview of Ke, and then we consider the 

obviousness issues.  As explained below, Petitioner establishes sufficiently 

for purposes of institution that the combined disclosures in Law, Golnabi, 

and Ke teach the inventions covered by claims 4, 12, 20, and 28. 

1.  OVERVIEW OF KE (EXHIBIT 1010) 

Ke is a U.S. patent titled “Internet Security Device and Method,” filed 

on March 28, 2002, and issued on August 22, 2006.  Ex. 1010, codes (12), 

(22), (45), (54).  Ke states that the “invention relates to an Internet security 

system.”  Id. at 1:12. 

Ke explains that “network designers have either incorporated security 

appliances, such as firewalls and traffic management devices in their 

systems or enhanced their routers with these functionalities” to “ensure 

security of communications.”  Ex. 1010, 1:43–46.  In “many cases,” 

however, “such appliances, although necessary from a security point of 

view, tend to act like bottlenecks in the network in terms of throughput.”  Id. 

at 1:52–54. 

Ke endeavors to provide improved throughput in an Internet security 

device and “meet increasing bandwidth requirements using a single device.”  

See Ex. 1010, 1:58–3:30, code (57).  The Internet security device may 
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be employed in a computer environment where users “are connected to a 

wide area network (WAN),” such as the Internet.  Id. at 3:57–61. 

Ke’s Figure 3 (reproduced below) depicts a switching board for an 

Internet security device: 

 
Figure 3 illustrates switching board 205 including the following 

components: 

(1) untrusted domain switcher/router port 305; 

(2) trusted domain switcher/router port 310; 

(3) untrusted port MAC 315;4 

                                     
4 According to Ke, the acronym “MAC” refers to “media access 
connection.”  Ex. 1010, 4:63–64. 
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(4) trusted port MAC 320; 

(5) pre-processing logic unit 330 to “examine if a packet 
is an IP packet”; 

(6) splitter and priority queuing logic unit 335 to “buffer 
packets, determine if a packet is a session control packet, 
and queue packets in a priority queue so that certain 
packets get priority over others”; 

(7) session lookup logic unit 340 to “determine if a packet 
is a non-first fragment packet using” session table 345; 

(8) post-processing logic unit 350 to “switch packets to 
a management board port” via high-speed packet 
switching logic unit 355; and 

(9) interface I/O logic unit 360 that “handles the 
communication between” the management board 
and the switching board. 

Ex. 1010, 4:33–53, 4:63–67, Fig. 3. 

For splitter and priority queuing logic unit 335, the “priority 

mechanisms for the priority queue can be configured by a system user 

according to any criterion he or she may select.”  Ex. 1010, 4:53–55.  For 

example, “control packets can have priority over normal packets.”  Id. 

at 4:55–56.  “The priority queuing mechanism ensures quality of service 

and high throughput.”  Id. at 4:56–57. 

2.  DIFFERENCES BETWEEN THE CLAIMED 
INVENTION AND THE PRIOR ART 

Claim 4 reads as follows (with formatting added for clarity and with 

bracketed numbers added for reference purposes):5 

4. [4.0] The method of claim 1, wherein the dynamic 
security policy specifies that a first plurality of packets should 

                                     
5 We use the same numbers that Petitioner uses to identify the claim 
language.  See Pet. 66–67; Ex. 1012 (Listing of Claims), 2. 
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be placed in a first forwarding queue and a second plurality 
of packets should be placed in a second forwarding queue, 

[4.1] wherein the first forwarding queue has a higher 
forwarding rate than the second forwarding queue, and 

[4.2] wherein the method further comprises: 
sending, by the packet security gateway, the first 

plurality of packets in the first forwarding queue; and 
sending, by the packet security gateway, the 

second plurality of packets in the second forwarding 
queue. 

Ex. 1001, 26:4–15.  Claims 12, 20, and 28 depend directly from claims 9, 

17, and 25, respectively, and include limitations similar to claim 4.  Id. 

at 27:16–27, 28:27–39, 30:8–21. 

Petitioner contends that Ke teaches the limitations in claims 4, 12, 20, 

and 28 because Ke discloses that: 

(1) a first set of the packets (e.g., “session control packet[s]”) 
should be placed in a first forwarding queue (e.g., 
“priority queue”) for “high throughput”; 

(2) a second set of the packets (e.g., “normal packets”) 
should be placed in a second forwarding queue (e.g., 
a non-priority “queue”); 

(3) the first forwarding queue has a higher forwarding rate 
than the second forwarding queue (e.g., implementation 
of “priority mechanisms” through “priority queuing 
logic”); and 

(4) packets are sent based on the forwarding queue. 

Pet. 66–67 (alteration by Petitioner) (citing Ex. 1003 ¶¶ 151–153; Ex. 1010, 

4:50–57, Fig. 3). 

Patent Owner contends that (1) Petitioner has not demonstrated 

a reasonable likelihood of proving that claims 1, 9, 17, and 25 are 
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unpatentable “over Law in view of Golnabi” and (2) Ke “does not cure” the 

deficiencies in Law and Golnabi for claims 1, 9, 17, and 25.  Prelim. 

Resp. 28.  Therefore, according to Patent Owner, Petitioner has not 

demonstrated a reasonable likelihood of proving that claims 4, 12, 20, 

and 28 are unpatentable.  Id.  

Based on the current record and for the reasons advanced by 

Petitioner and supported by Dr. Jacobson’s testimony, Petitioner establishes 

sufficiently that Ke teaches the limitations in claims 4, 12, 20, and 28.  See 

Pet. 64, 66–67; Ex. 1003 ¶¶ 147–148, 151–153.  Based on the current record 

and for the reasons discussed above, we consider Patent Owner’s 

patentability arguments for claims 1, 9, 17, and 25 unavailing.  See supra 

§§ III.D.3–III.D.4. 

3.  ALLEGED REASON TO COMBINE 
THE TEACHINGS OF THE REFERENCES 

Petitioner identifies a reason that would have prompted an ordinarily 

skilled artisan to combine the teachings of Law, Golnabi, and Ke.  See 

Pet. 65–66.  Dr. Jacobson’s testimony supports Petitioner’s position.  See 

Ex. 1003 ¶¶ 149–150. 

For instance, Dr. Jacobson testifies that an ordinarily skilled artisan 

would have appreciated that: 

(1) the traffic traversing Law’s network 150 “would have 
vastly different priority levels” for different devices, such 
as “sensors, valves, transmitters, positioners, etc.”; and 

(2) “the information from some sensors may have been 
critical to the functioning of the process control system, 
whereas others may not have been important at all.” 

Ex. 1003 ¶ 149 (quoting Ex. 1005 ¶ 55). 
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Dr. Jacobson also testifies that an ordinarily skilled artisan would 

have been motivated to include Ke’s queuing techniques in Law’s system to 

obtain the advantages of those queuing techniques and “prevent a disaster 

that could occur if a critical sensor was unable to communicate due to a 

network bottleneck.”  Ex. 1003 ¶ 150 (citing Ex. 1010, 3:14–32). 

At this stage of the proceeding, Patent Owner makes no arguments 

against combining the teachings of Law, Golnabi, and Ke.  See, e.g., Prelim. 

Resp. 28. 

Based on the current record, Petitioner establishes sufficiently that an 

ordinarily skilled artisan would have had a reason, e.g., as articulated by 

Dr. Jacobson, to combine the teachings of Law, Golnabi, and Ke.  See 

Pet. 65–66; Ex. 1003 ¶¶ 149–150. 

4.  PRELIMINARY CONCLUSION ABOUT OBVIOUSNESS/NONOBVIOUSNESS 

As discussed above, Petitioner’s analysis addresses how the combined 

disclosures in Law, Golnabi, and Ke teach the inventions covered by 

claims 4, 12, 20, and 28.  See supra §§ III.D.3–III.D.4, III.F.2.  Additionally, 

Petitioner provides a reason with rational underpinning as to why an 

ordinarily skilled artisan would have been motivated to combine the 

teachings of Law, Golnabi, and Ke.  See supra § III.F.3.  Hence, Petitioner 

demonstrates a reasonable likelihood of proving that claims 4, 12, 20, and 28 

are unpatentable under § 103 as obvious over Law, Golnabi, and Ke. 

G.  Alleged Obviousness over Law, Golnabi, 
and Jungck: Claims 5, 13, 21, and 29 

Petitioner contends that claims 5, 13, 21, and 29 are unpatentable 

under § 103 as obvious over Law, Golnabi, and Jungck.  See Pet. 2–3, 

67–69.  Patent Owner disputes Petitioner’s contentions.  See Prelim. 
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Resp. 28.  Above, we provided overviews of Law and Golnabi.  See supra 

§§ III.D.1–III.D.2.  Below, we provide an overview of Jungck, and then we 

consider the obviousness issues.  As explained below, Petitioner establishes 

sufficiently for purposes of institution that the combined disclosures in Law, 

Golnabi, and Jungck teach the inventions covered by claims 5, 13, 21, 

and 29. 

1.  OVERVIEW OF JUNGCK (EXHIBIT 1008) 

Jungck is a U.S. patent application publication titled “Transparent 

Provisioning of Services over a Network,” filed on June 29, 2009, and 

published on October 22, 2009.  Ex. 1008, codes (12), (22), (43), (54).  

Jungck identifies and endeavors to address “a need for an enhanced Internet 

infrastructure to more efficiently deliver content from providers to users and 

provide additional network throughput, reliability, security and fault 

tolerance.”  Id. ¶ 6; see id. ¶¶ 79–90, 107–132, 152–158. 

More specifically, Jungck explains that “the growing user base along 

with the growing content provider base is causing ever increasing congestion 

and strain” on the following: 

(1) “the Internet infrastructure”; 

(2) “the network hardware and software”; and 

(3) “the communications links that link it all together.” 

Ex. 1008 ¶ 3.  Jungck also explains that these problems “are not limited to 

the Internet” because many companies “provide internal networks, known as 

intranets,” that “are essentially private Internets for use by their employees.”  

Id. ¶ 4.  Moreover, the “growth of the Internet has also resulted in more and 

more malicious programmer activity,” such as “Denial of Service” attacks 

and “hackers” who spread virus programs.  Id. ¶ 5. 
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Jungck’s Figure 7 (reproduced below) depicts an edge adapter/packet 

interceptor system: 

 
Figure 7 illustrates edge adapter/packet interceptor system 700 including the 

following components: 

(1) router 702 with network interface 710, routing table 728, 
and routing logic 730; and 

(2) packet interceptor adapter 720 with packet analyzer 712, 
buffer 714, rules processor 716, external device 
interface 718, management interface 722, interfaces 734 
for external devices 724,  and interface 736 for routing 
table 728 and routing logic 730. 

Ex. 1008 ¶¶ 126–130, Fig. 7.  In one embodiment, edge adapter/packet 

interceptor system 700 “is selectively transparent to the network.”  Id. ¶ 126. 

As “packets 704 enter the router 702, they are temporarily diverted to 

the packet analyzer 712” and “stored in the buffer 714 for processing” by 
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packet analyzer 712 and rules processor 716.  Ex. 1008 ¶¶ 131, 152.  In 

particular, packet analyzer 712 analyzes “the header data 706 and 

application data 707” in packets 704 “according to pre-defined rules 

contained within the rules processor.”  Id. ¶ 131; see id. ¶ 152.  Rules 

processor 716 “contains one or more rule sets 726.”  Id. ¶ 152.  “Each rule 

set 726 contains one or more rules 732 which are applied by the packet 

analyzer to the buffered packet(s) 704.”  Id.  For instance, a rule may check 

“the source IP address of the packet against a list of blocked IP addresses.”  

Id. ¶ 176; see id. ¶ 177. 

2.  DIFFERENCES BETWEEN THE CLAIMED 
INVENTION AND THE PRIOR ART 

Claim 5 depends directly from claim 1 and further requires: 

(1) “receiving, by the packet security gateway and using 
an interface that is not addressed at the network layer, 
packets in a network layer transparent manner”; and  

(2) “performing at least one packet transformation function 
at the network layer.” 

Ex. 1001, 26:16–21.  Claims 13, 21, and 29 depend directly from claims 9, 

17, and 25, respectively, and include limitations similar to claim 5.  Id. at 

27:28–35, 28:40–48, 30:22–29. 

Petitioner contends that Jungck teaches claim 5’s “receiving” 

limitation and the similar limitations in claims 13, 21, and 29 because 

Jungck discloses “receiving, by a packet security gateway (e.g., ‘edge 

server’), packets in a network layer transparent manner (e.g., ‘selectively 

transparent to the network’) using an interface (e.g., ‘network interface 710’) 

that is not addressed at the network layer (e.g., ‘edge server . . . needs no 
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address’).”  Pet. 68 (alteration by Petitioner) (quoting Ex. 1008 ¶¶ 98, 

126, 130). 

Petitioner contends that Jungck teaches claim 5’s “performing” 

limitation and the similar limitations in claims 13, 21, and 29 because 

Jungck discloses “that in the case of a match, the edge server ‘modif[ies] 

the IP address and payload of the captured packet 704 and releas[es] the 

modified packet 704 to the routing logic 730 of the router 702.’”  Pet. 69 

(alterations by Petitioner) (quoting Ex. 1008 ¶ 153) (citing Ex. 1008 ¶ 180). 

Patent Owner contends that (1) Petitioner has not demonstrated 

a reasonable likelihood of proving that claims 1, 9, 17, and 25 are 

unpatentable “over Law in view of Golnabi” and (2) Jungck “does not cure” 

the deficiencies in Law and Golnabi for claims 1, 9, 17, and 25.  Prelim. 

Resp. 28.  Therefore, according to Patent Owner, Petitioner has not 

demonstrated a reasonable likelihood of proving that claims 5, 13, 21, 

and 29 are unpatentable.  Id.  

Based on the current record and for the reasons advanced by 

Petitioner and supported by Dr. Jacobson’s testimony, Petitioner establishes 

sufficiently that Jungck teaches the limitations in claims 5, 13, 21, and 29.  

See Pet. 67–69; Ex. 1003 ¶¶ 154, 157–159.  Based on the current record and 

for the reasons discussed above, we consider Patent Owner’s patentability 

arguments for claims 1, 9, 17, and 25 unavailing.  See supra §§ III.D.3–

III.D.4. 

3.  ALLEGED REASON TO COMBINE 
THE TEACHINGS OF THE REFERENCES 

Petitioner identifies a reason that would have prompted an ordinarily 

skilled artisan to combine the teachings of Law, Golnabi, and Jungck.  See 
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Pet. 67–68.  Also, Petitioner asserts that an ordinarily skilled artisan would 

have produced “predictable” and “beneficial” results when combining those 

teachings.  Id. at 68.  Dr. Jacobson’s testimony supports Petitioner’s 

positions.  See Ex. 1003 ¶¶ 155–156. 

For instance, Dr. Jacobson testifies that (1) “Jungck teaches using ‘a 

list of blocked IP addresses’ for addressing attacks” and (2) “Law teach[es] 

aggregating threat information 310 from a plurality of various sources 315.”  

Ex. 1003 ¶ 156 (quoting Ex. 1008 ¶ 176) (citing Ex. 1005 ¶¶ 88, 92).  

Dr. Jacobson also testifies that an ordinarily skilled artisan “would have 

been motivated to combine Law’s and Jungck’s teachings, including 

incorporating Jungck’s list of blocked IP addresses into received threat 

data 310 used to construct Law’s rulesets,” to obtain the beneficial result 

of “enhancing threat protection.”  Id.  

At this stage of the proceeding, Patent Owner makes no arguments 

against combining the teachings of Law, Golnabi, and Jungck.  See, e.g., 

Prelim. Resp. 28. 

Based on the current record, Petitioner establishes sufficiently that an 

ordinarily skilled artisan would have had a reason, e.g., as articulated by 

Dr. Jacobson, to combine the teachings of Law, Golnabi, and Jungck.  See 

Pet. 67–68; Ex. 1003 ¶¶ 155–156.  Petitioner also establishes sufficiently 

that an ordinarily skilled artisan would have produced “predictable” and 

“beneficial” results when combining those teachings.  See Pet. 68; Ex. 1003 

¶ 156. 

4.  PRELIMINARY CONCLUSION ABOUT OBVIOUSNESS/NONOBVIOUSNESS 

As discussed above, Petitioner’s analysis addresses how the combined 

disclosures in Law, Golnabi, and Jungck teach the inventions covered 
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by claims 5, 13, 21, and 29.  See supra §§ III.D.3–III.D.4, III.G.2.  

Additionally, Petitioner provides a reason with rational underpinning as to 

why an ordinarily skilled artisan would have been motivated to combine the 

teachings of Law, Golnabi, and Jungck and would have predicted success.  

See supra § III.G.3.  Hence, Petitioner demonstrates a reasonable likelihood 

of proving that claims 5, 13, 21, and 29 are unpatentable under § 103 as 

obvious over Law, Golnabi, and Jungck. 

H.  Alleged Obviousness over Law, Golnabi, and Johnson: 
Claims 7, 8, 15, 16, 23, 24, 31, and 32 

Petitioner contends that claims 7, 8, 15, 16, 23, 24, 31, and 32 are 

unpatentable under § 103 as obvious over Law, Golnabi, and Johnson.  See 

Pet. 2–3, 69–73.  Patent Owner disputes Petitioner’s contentions.  See 

Prelim. Resp. 28–29.  Above, we provided overviews of Law and Golnabi.  

See supra §§ III.D.1–III.D.2.  Below, we provide an overview of Johnson, 

and then we consider the obviousness issues.  As explained below, Petitioner 

establishes sufficiently for purposes of institution that the combined 

disclosures in Law, Golnabi, and Johnson teach the inventions covered 

by claims 7, 8, 15, 16, 23, 24, 31, and 32. 

1.  OVERVIEW OF JOHNSON (EXHIBIT 1011) 

Johnson is a U.S. patent application publication titled “Framer,” filed 

on December 18, 2002, and published on June 24, 2004.  Ex. 1011, 

codes (12), (22), (43), (54).  Johnson explains that a “framer” arranges data 

“into a logical organization of bits known as a frame” for transmission over 

a network.  Id. ¶ 2.  After receiving a transmission, a “framer identifies 

frames within the bit stream and can extract packets stored within the 

frames.”  Id. ¶ 3. 
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Johnson discloses a “framer that extracts packets from within a 

received frame and generates digests of the extracted packets.”  Ex. 1011, 

code (57).  Among other things, “the digest could speed a search for 

information in the payload, for instance, where the location of the 

information is not fixed with regard to the start of the packet.”  Id. ¶ 21; see 

id. ¶ 10.  A variety of devices may incorporate a framer, including “routers, 

switches, firewalls, line cards, network interface cards (NICs), or storage 

area network (SAN) components, among others.”  Id. ¶ 22. 

Johnson’s Figure 1 (reproduced below) depicts “a block diagram 

illustrating logical operation of a framer that generates a packet digest” 

(Ex. 1011 ¶ 5): 

 
Figure 1 illustrates framer 102 including logic that (1) “extracts 106 packets 

from identified frames,” (2) “generates 108 digests of the packets,” and 

(3) “computes 110 a hash of the digest.”  Ex. 1011 ¶ 9, Fig. 1.  Framer 102 

receives a bit stream from “physical layer component (PHY) 100 that 

interfaces to a network connection.”  Id. ¶ 11. 
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Framer 102 may generate digests that “vary based on a packet 

classification scheme being used.”  Ex. 1011 ¶ 14.  As an example, “the 

digest may concatenate a packet’s source Internet Protocol (IP) address, 

destination IP address, transport protocol (e.g., Transport Control Protocol 

(TCP) or User Datagram Protocol (UDP)) from the packet’s IP header with 

the source port, and destination port from a packet’s transport header.”  Id.  

As another example, “the digest may feature the IP source and destination 

address, transport protocol, and security parameter.”  Id.  

Additionally, “the digest may include packet data other than data from 

the packet’s header.”  Ex. 1011 ¶ 14.  For instance, “a digest may be formed 

from bytes of a Universal Resource Locator (URL) included within a 

packet’s payload.”  Id.  Further, “a digest may include information not 

included within the packet (e.g., data from one or more previous packets, 

network status information, and so forth).”  Id.  

2.  DIFFERENCES BETWEEN THE CLAIMED 
INVENTION AND THE PRIOR ART 

Claims 7 and 8 read as follows (with formatting added for clarity and 

with bracketed numbers added for reference purposes):6 

7. [7.0] The method of claim 1, wherein the filtering each 
packet comprises: filtering one packet at a time; and 

[7.1] performing a packet digest logging function with 
respect to each filtered packet. 

8. [8.0] The method of claim 7, wherein, the packet digest 
logging function comprises: identifying a subset of information 
in each packet that is also specified by the packet digest logging 
function; 

                                     
6 We use the same numbers that Petitioner uses to identify the claim 
language.  See Pet. 70–73; Ex. 1012 (Listing of Claims), 2–3. 
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[8.1] generating, for each packet, a record comprising 
the subset of information; 

[8.2] reformatting, for each packet, the subset of 
information according to a logging system standard; and 

[8.3] routing, based on the subset of information in 
the identified packet, each packet to a monitoring device. 

Ex. 1001, 26:24–38. 

Claims 15 and 16 depend directly or indirectly from claim 9 and 

include limitations similar to claims 7 and 8, respectively.  Ex. 1001, 

27:38–53.  Claims 23 and 24 depend directly or indirectly from claim 17 and 

include limitations similar to claims 7 and 8, respectively.  Id. at 28:52–29:2.  

Claims 31 and 32 depend directly or indirectly from claim 25 and include 

limitations similar to claims 7 and 8, respectively.  Id. at 30:32–48. 

Petitioner contends that Johnson teaches the limitations in claims 7, 

15, 23, and 31 because Johnson discloses “a packet digest logging function 

performed on packets.”  Pet. 70.  Further, Petitioner asserts that Johnson’s 

packet digest logging function may use the following: 

(1) “a variety of types of information, including a packet’s 
source IP address, destination IP address, transport 
protocol, source port or destination port (the ‘five-
tuple’)”; and 

(2) “application-layer packet-header information, such as 
an HTTP (application layer) packet header.” 

Id. at 70–71 (citing Ex. 1011 ¶ 14). 

Petitioner contends that Johnson teaches limitations 8.0 and 8.1 and 

the similar limitations in claims 16, 24, and 32 because Johnson discloses 

that “the digest may feature the IP source and destination address, transport 

protocol, and security parameter” and “the digest may include packet data 
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other than data from the packet’s header.”  Pet. 71–72 (quoting Ex. 1011 

¶ 14) (citing Ex. 1003 ¶¶ 165–166). 

Petitioner contends that limitations 8.2 and 8.3 and the similar 

limitations in claims 16, 24, and 32 would have been obvious “in view of 

Law and Johnson.”  See Pet. 72–73.  Specifically, Petitioner asserts that an 

ordinarily skilled artisan “would have understood that it would have been 

obvious to reformat log data into a standard log format, such as ‘syslog,’ 

which was well known prior to 2014.”  Id. at 72 (citing Ex. 1003 ¶ 167).  

Petitioner also asserts that Law discloses “re-route” as an action performed 

on a logged packet.  Id. at 73 (citing Ex. 1003 ¶ 168; Ex. 1005 ¶ 103). 

Patent Owner contends that (1) Petitioner has not demonstrated 

a reasonable likelihood of proving that claims 1, 9, 17, and 25 are 

unpatentable “over Law in view of Golnabi” and (2) Johnson “does not 

cure” the deficiencies in Law and Golnabi for claims 1, 9, 17, and 25.  

Prelim. Resp. 28.  Therefore, according to Patent Owner, Petitioner has not 

demonstrated a reasonable likelihood of proving that claims 7, 8, 15, 16, 23, 

24, 31, and 32 are unpatentable.  Id. at 28–29. 

Based on the current record and for the reasons advanced by 

Petitioner and supported by Dr. Jacobson’s testimony, Petitioner establishes 

sufficiently that Johnson teaches the limitations in claims 7, 15, 23, and 31 

and that the combined disclosures in Law and Johnson teach the limitations 

in claims 8, 16, 24, and 32.  See Pet. 69–73; Ex. 1003 ¶¶ 160, 163–168.  

Based on the current record and for the reasons discussed above, we 

consider Patent Owner’s patentability arguments for claims 1, 9, 17, and 25 

unavailing.  See supra §§ III.D.3–III.D.4. 
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3.  ALLEGED REASON TO COMBINE 
THE TEACHINGS OF THE REFERENCES 

Petitioner identifies a reason that would have prompted an ordinarily 

skilled artisan to combine the teachings of Law, Golnabi, and Johnson.  See 

Pet. 70–72.  Dr. Jacobson’s testimony supports Petitioner’s position.  See 

Ex. 1003 ¶¶ 162, 165. 

For instance, Dr. Jacobson testifies that (1) Law discloses packet 

digesting generally and (2) Johnson teaches a “specific implementation” of 

that known technique.  Ex. 1003 ¶ 162 (citing Ex. 1005 ¶¶ 102, 104, 108, 

Fig. 13).  According to Dr. Jacobson, Johnson’s teachings “represent an 

obvious extension of Law’s disclosure.”  Id. ¶ 165. 

At this stage of the proceeding, Patent Owner makes no arguments 

against combining the teachings of Law, Golnabi, and Johnson.  See, e.g., 

Prelim. Resp. 28–29. 

Based on the current record, Petitioner establishes sufficiently that an 

ordinarily skilled artisan would have had a reason, e.g., as articulated by 

Dr. Jacobson, to combine the teachings of Law, Golnabi, and Johnson.  See 

Pet. 70–72; Ex. 1003 ¶¶ 162, 165.  “There is a motivation to combine when 

a known technique ‘has been used to improve one device, and a person of 

ordinary skill in the art would recognize that it would improve similar 

devices in the same way,’ using the ‘prior art elements according to their 

established functions.’”  Intel Corp. v. PACT XPP Schweiz AG, 61 F.4th 

1373, 1380–81 (Fed. Cir. 2023) (citations omitted) (quoting KSR, 550 U.S. 

at 417; Intel Corp. v. Qualcomm Inc., 21 F.4th 784, 799–800 (Fed. Cir. 

2021)). 
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4.  PRELIMINARY CONCLUSION ABOUT OBVIOUSNESS/NONOBVIOUSNESS 

As discussed above, Petitioner’s analysis addresses how the combined 

disclosures in Law, Golnabi, and Johnson teach the inventions covered by 

claims 7, 8, 15, 16, 23, 24, 31, and 32.  See supra §§ III.D.3–III.D.4, III.H.2.  

Additionally, Petitioner provides a reason with rational underpinning as to 

why an ordinarily skilled artisan would have been motivated to combine 

the teachings of Law, Golnabi, and Johnson.  See supra § III.H.3.  Hence, 

Petitioner demonstrates a reasonable likelihood of proving that claims 7, 8, 

15, 16, 23, 24, 31, and 32 are unpatentable under § 103 as obvious over Law, 

Golnabi, and Johnson. 

IV.  CONCLUSION 

Based on the arguments and evidence presented by the parties, we 

determine that there is a reasonable likelihood Petitioner would prevail with 

respect to at least one claim challenged in the Petition.  Hence, we institute 

an inter partes review of all challenged claims on all challenges included 

in the Petition.  See SAS Inst. Inc. v. Iancu, 138 S. Ct. 1348, 1355 (2018) 

(noting that the language of 35 U.S.C. § 314(b) “indicates a binary choice—

either institute review or don’t”); see also PGS Geophysical AS v. Iancu, 

891 F.3d 1354, 1360 (Fed. Cir. 2018) (interpreting the statute as requiring 

“a simple yes-or-no institution choice respecting a petition, embracing all 

challenges included in the petition”). 

At this preliminary stage, we have not made a final determination 

about the patentability of any challenged claim, the construction of any 

claim term, phrase, or limitation, or any other legal or factual issue. 
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V.  ORDER 

Accordingly, it is 

ORDERED that, pursuant to 35 U.S.C. § 314(a), an inter partes 

review of claims 1–33 in the ’474 patent is instituted on all challenges 

included in the Petition; and 

FURTHER ORDERED that, according to 35 U.S.C. § 314(c) and 

37 C.F.R. § 42.4, notice is hereby given of the institution of a trial that 

commences on the entry date of this Decision. 
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