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I, Dr. Doug W. Jacobson, declare as follows: 

I. INTRODUCTION 

1. I previously submitted a Declaration (Ex. 1003) in this proceeding 

(IPR2023-00448) that set forth my opinions regarding U.S. Patent No. 11,012,474 

B2 (“’474 Patent,” Ex. 1001). 

2. I submit this Reply Declaration to respond to Patent Owner’s 

Response and the Declaration of Dr. Goodrich submitted with Patent Owner’s 

Response (Ex. 2002). 

3. In preparing this Reply Declaration, in addition to the materials 

identified in my first declaration (Ex. 1003), I have considered: 

• The Board’s Institution Decision (Paper 7) 

• Patent Owner’s Response (Paper 12) (“Response”) 

• Declaration of Dr. Goodrich (Ex. 2002) 

• Deposition Transcript of Dr. Goodrich (Ex. 1018) 

• The exhibits submitted by Patent Owner (see Ex. 2001-2002, 

2004-2006); and 

• Any other document referenced herein.  

4. My qualifications can be found in my first Declaration (Ex. 1003 ¶¶ 4-

15) and in my CV, Ex. 1004. The discussion of the level of ordinary skill in the art 

and relevant legal standards are also the same as my first Declaration. In forming 



Reply Declaration of Doug W. Jacobson, Ph.D. 
IPR2023-00448 / Patent 11,012,474 B2 

 Keysight Technologies Ex. 1017 
Page 4 of 25 

  

the opinions expressed below, I have considered the documents list above (and any 

additional documents discussed below) along with my own knowledge and 

experience based upon my work in the field of network security systems. 

II. RESPONSE TO CENTRIPETAL’S AND DR. GOODRICH’S 
UNPATENTABILITY ANALYSIS  

A. Law discloses or renders obvious “one or more of the packet 
filtering rules of the dynamic security policy were automatically 
created or altered, by the security policy management server” 

5. I understand that elements [1.2], [9.4], and [17.2] of the ’474 patent 

recite, among other things: “one or more first packet filtering rules of the first set 

of packet filtering rules … were automatically created or altered by the security 

policy management server.” See also [25.5]. 

6. In my first Declaration, I explained how Law discloses or renders 

obvious this claim language. See Ex. 1003 ¶¶ 70-73. For example, I explained that 

Law discloses rules that were automatically created by cyber security risk 

management firm 305. See Ex. 1003 ¶ 70; Ex. 1005 ¶ 88 (disclosing that “third 

party, cyber security risk management firm 305 … may collect threat data 310 

from a plurality of various sources 315 to construct the various rulesets 147, 148, 

151, 153, validate the rulesets, verify, and distribute the rulesets to the UTMS-

configured firewalls 146a, 146b,” and that such “[r]uleset collecting, 

constructing, validating, and distributing may be performed using any type of 
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information technology methods suitable for performing such actions using 

electronic data,” including “collecting the threat data 310 from the World Wide 

Web using various data collection techniques (e.g., robots, crawling, data feeds, 

collaborative forums, etc.), constructing data files to convey the rulesets to their 

destination devices in a device-compatible manner, executing a computer-

implemented algorithm to determine if the rulesets effectively secure the process 

control systems in a desirable manner (e.g., simulation or other testing method), 

and distributing the rulesets to the UTMS-configured entities via a secure Internet 

interface or other suitable method.”). A POSITA would have understood that 

ruleset constructing using “any type of information technology methods suitable 

for” ruleset constructing would have included methods of automatically 

constructing rules. Ex. 1003 ¶ 70. 

7. Moreover, in my first Declaration, I explained that to the extent Law 

does not expressly disclose that at least a portion of the rules constructed by cyber 

security risk management firm 305 were constructed automatically, it would have 

been obvious to a POSITA for at least a portion of the constructed rules to have 

been constructed automatically. Ex. 1003 ¶ 71. For example, in addition to 

disclosing that cyber security risk management firm 305 may use “any type of 

information technology methods” for “[r]uleset collecting” and “constructing” (Ex. 

1005 ¶ 88), Law expressly recognizes prior art techniques for “creat[ing] firewall 
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rules” by “automatically locating devices and generating rules by passively 

analyzing traffic on the network.” Ex. 1005 ¶ 21 (emphasis added). It would have 

been obvious to a POSITA to incorporate such known techniques for automatically 

generating rules for at least some of the rules in ruleset 147 created by cyber 

security risk management firm 305. Ex. 1003 ¶ 71. 

8. Moreover, in my first Declaration, I explained that Law further 

discloses rules that were automatically altered by cyber security risk management 

firm 305. Ex. 1003 ¶ 72. For example, Law expressly discloses automatically 

updating (i.e., altering) rulesets in response to detected conditions. Ex. 1005 ¶ 83 

(“Detection of certain network conditions may also trigger an automatic 

update of the rulesets 147, 148, 151, 153 or an alarm to prompt a user to perform 

a manual update of the rulesets or another action to fully secure the system 100.”); 

see also id. ¶ 88 (“the various rulesets (e.g., rulesets 147, 148, 151, 153) associated 

with the UTMS configured network devices 146, 134, 149, 152 require updates to 

remain effective against network threats”); id. ¶ 89 (disclosing that cyber security 

risk management firm 305 “translate[s]” “known vulnerabilities” into “rules for the 

various rulesets 147, 148, 151, 153,” which “the firm 305 may provide” as part of 

“an ongoing remediation update service” to the system 100 in the form of UTMS-

device updates).  
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9. Initially, I understand that Patent Owner argues that “Law explicitly 

discloses firm 305 to be a commercial entity.” Response at 12. To the extent Patent 

Owner is arguing that firm 305 does not comprise a security policy management 

server, I disagree, for the reasons expressed in my first Declaration. Moreover, the 

claim language does not prohibit the “security policy management server” from 

being owned by a commercial entity.  

10. I also understand that Patent Owner argues that Law does not disclose 

or render obvious an SPMS that automatically generates rulesets. Response at 11-

19. Specifically, I understand that Patent Owner contends that Law does not 

disclose or render obvious the firm 305 automatically generating rulesets because 

firm 305 would be a company that includes IT personnel. See Response at 12. 

Likewise, I understand that Patent Owner contends that “IT personnel … are still 

required to manually update the rulesets of process control systems.” Response at 

12. I disagree. 

11. Patent Owner’s arguments regarding firm 305 being a company that 

includes IT personnel fails to rebut Law’s teachings regarding firm 305. For 

example, Patent Owner does not dispute that Law discloses that “third party, cyber 

security risk management firm 305 … may collect threat data 310 from a plurality 

of various sources 315 to construct the various rulesets 147, 148, 151, 153, validate 

the rulesets, verify, and distribute the rulesets to the UTMS-configured firewalls 
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146a, 146b,” and that such “[r]uleset collecting, constructing, validating, and 

distributing may be performed using any type of information technology 

methods suitable for performing such actions using electronic data,” including 

“collecting the threat data 310 from the World Wide Web using various data 

collection techniques (e.g., robots, crawling, data feeds, collaborative forums, etc.), 

constructing data files to convey the rulesets to their destination devices in a 

device-compatible manner, executing a computer-implemented algorithm to 

determine if the rulesets effectively secure the process control systems in a 

desirable manner (e.g., simulation or other testing method), and distributing the 

rulesets to the UTMS-configured entities via a secure Internet interface or other 

suitable method.” Ex. 1005 ¶ 88 (emphasis added). As I explained in my first 

Declaration, a POSITA would have understood that ruleset constructing using “any 

type of information technology methods suitable for” ruleset constructing would 

have included methods of automatically constructing rules, and I disagree that IT 

personnel would have necessarily been involved in that process. Ex. 1003 ¶ 70. 

Furthermore, Patent Owner fails to explain what role IT personnel would have had, 

if any, in the constructing of rulesets by firm 305 using information technology 

methods and computer-implemented algorithms.    

12. Furthermore, Patent Owner’s argument that personnel would have 

been involved with running the service provided by firm 305, even if the firm 305 
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included IT personnel overseeing the distributed rulesets, does not negate Law’s 

teachings that rules within the constructed rulesets may have been created 

automatically. In particular, the claim language does not require that every rule in 

the set of packet filtering rules have been automatically created or altered by the 

SPMS. Rather, the claim language only requires that “one or more” rules of the set 

of packet filtering rules have been automatically created or altered by the SPMS. 

See Ex. 1001 at claims 1, 9, 17, and 25; Ex. 1012 at [1.2], [9.4], [17.2], and [25.5]. 

Moreover, I understand that Dr. Goodrich admitted that so long as one or more 

rules in the rulesets distributed by firm 305 were automatically created or altered, 

as Law teaches, the claim language would be satisfied even if a security policy is 

subsequently modified by a person. Ex. 1018 at 75:14-76:16. 

13. Patent Owner’s arguments regarding firm 305 being a company that 

includes IT personnel also fails to rebut Law’s teachings regarding techniques for 

automatically constructing rules being well known. For example, in my first 

Declaration, I explained that Law expressly recognizes prior art techniques for 

“creat[ing] firewall rules” by “automatically locating devices and generating 

rules by passively analyzing traffic on the network.” Ex. 1005 ¶ 21 (emphasis 

added). I further explained in view of Law’s disclosure that cyber security risk 

management firm 305 may use “any type of information technology methods” for 

“[r]uleset collecting” and “constructing” (Ex. 1005 ¶ 88), it would have been 
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obvious to a POSITA for firm 305 to have used these known techniques for 

creating firewall rules by automatically locating devices and generating rules by 

passively analyzing traffic on the network. Patent Owner’s allegation that firm 305 

employs IT personnel does not negate the obviousness of incorporating Law’s 

teachings with respect to the automatic generation of rules into the “any type of 

information technology methods” used by firm 305 for ruleset constructing, for at 

least some of the rules in the constructed ruleset.  

14. Lastly, I understand that Patent Owner relies on paragraph 16 of Law 

for its assertions that firm 305 requires IT personnel to generate rulesets. See 

Response at 13 (arguing that “Law’s paragraph 16 expressly discloses that 

‘specifically trained’ IT personnel are required to manage updates outside the 

operator environment when new threats are detected.”); Response at 14-15 

(arguing that “firm 305 is a service that includes separately-trained IP personnel 

who ‘are still required to update the ruleset[s]’ when the updates occur outside the 

operator environment.”) (citing Ex. 1005 ¶ 16); Response at 18 (quoting from 

paragraph 16 in arguing that “[r]eading paragraph 21 in view of third-party firms, a 

skilled artisan would appreciate that ‘separately-trained IT personnel’ are still 

required to update rules to meet the needs of industrial environments they 

service.”). 
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15. I disagree with Patent Owner. Law’s paragraph 16 does not suggest 

that firm 305 would require separately-trained IT personnel to update rules. To the 

contrary, Paragraph 16 of Law is in Law’s “DESCRIPTION OF THE RELATED 

ART” section, not Law’s “SUMMARY OF THE DISCLOSURE” section, and 

describes problems faced in the prior art. In particular, in describing problems 

faced by prior art firewall systems, Law’s paragraph 16 explains that some 

“commercial off-the-shelf (COTS) firewall systems” may “provide a partial 

solution to network security” for a process control system but “still must be 

managed outside of the operator environment” by “IT personnel specifically 

trained to integrate the firewall into the needs of the process control system and 

configure the various rulesets.” Ex. 1005 ¶ 16. Paragraph 16 also explains that “IT 

personnel are still required to update the ruleset when new threats are discovered or 

upgrades to software components of the system are implemented.” Id. 

16. Law endeavors to overcome the need for specifically trained IT 

personnel to create or update firewall rulesets by providing an operator 

environment implementing “a Unified Threat Management System (UTMS) 

including a UTMS-configured firewall, UTMS-configured network access device, 

and UTMS-configured field devices that are capable of defending against both 

known and ‘zero day’ vulnerabilities and threats to control systems for both 

embedded, proprietary devices, and standard, commonly-used devices.” Ex. 1005 ¶ 
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22. Likewise, Law’s disclosure that “[d]etection of certain network conditions may 

also trigger an automatic update of the rulesets 147, 148, 151, 153 or an alarm to 

prompt a user to perform a manual update of the rulesets” clarifies that updates can 

occur automatically, without being performed manually by IT personnel, and is 

consistent with Law’s objective of streamlining protection against known and ‘zero 

day’ vulnerabilities and threats to control systems without the need for specifically-

trained IT personnel. Ex. 1005 ¶ 83. 

B. Law in view of Golnabi renders obvious “wherein one or more of 
the packet filtering rules were added, removed, or altered by the 
security policy management server based on a correlation 
between portions of the malicious traffic information” 

17. I understand that element [1.4] of the ’474 patent recites, among other 

things: “wherein one or more of the packet filtering rules were added, removed, or 

altered by the security policy management server based on a correlation between 

portions of the malicious traffic information.” See also [9.6], [17.4], and [25.7] 

18. In my first Declaration, I explained how Law in view of Golnabi 

renders obvious this claim language. See Ex. 1003 ¶¶ 78-81. In particular, Law 

discloses receiving malicious traffic information (threat data 310 and firewall 

ruleset data) from several different third-party sources 315. See Ex. 1005 ¶ 92 

(describing at least three different sources of threat data, Assurent, Secunia, and 

Carnegie Mellon); id., Fig. 3 (illustrating six different sources 315 of threat data 
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310 being provided to cyber security risk management firm 305). In my first 

Declaration, I explained that it would have been obvious to a POSITA that there 

would have been a high likelihood of duplicates in the received threat data 310. For 

example, it would have been common for different sources 315 to have been aware 

of some of the same threats. Ex. 1005 ¶ 92. Rather than simply aggregate the 

received threat data 310 with no processing, which would be very inefficient in 

that it would cause firewalls 146 to process the duplicated rules multiple times on 

the same packets, it would have been obvious to a POSITA to analyze the received 

threat data 310 to remove duplicate rules in order to avoid the inefficiency, wasted 

processing power, and slower execution speed of not doing so. Id. In addition, in 

my first Declaration, I explained that processing the received threat data 310 to 

remove duplicate rules would have been obvious over Law in view of Golnabi, 

given that Golnabi teaches merging a plurality of rules using “an aggregation 

algorithm to generate a minimum number of firewall policy rules for efficiency” 

and that “these rules are then aggregated by combining…to get one generalized 

rule.” Ex. 1009, 308 (“combining a group of similar rules”); see also id., 312. It 

would have been obvious to a POSITA to combine rules as Golnabi teaches, when 

constructing rulesets as Law teaches using threat data 310 from a plurality of 

sources 315, because the appropriate combining of rules can minimize total rules 

thereby providing processing efficiency. 
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19. I understand that Patent Owner has disputed whether a POSITA 

would have recognized that Law’s aggregation of threat data from multiple sources 

315 would have given rise to the problem of duplicate rules, asserting that my 

analysis was tainted by hindsight gleaned from the ’474 patent. Response at 22.  

20. I disagree. As I explained in my first Declaration, Law discloses 

“aggregate[ing] threat data 310,” which includes “firewall ruleset data,” from 

numerous sources 315. Ex. 1005 ¶ 92. The sources 315 include at least three 

named sources 315—Assurent, Secunia, and Carnegie Mellon—as well as at least 

three additional unnamed sources. See Ex. 1005 ¶ 92 (describing at least three 

different sources of threat data, Assurent, Secunia, and Carnegie Mellon); id., Fig. 

3 (illustrating six different sources 315 of threat data 310 being provided to cyber 

security risk management firm 305). Accordingly, a POSITA would have 

understood from the text of Law alone, rather than hindsight, the likelihood of 

duplicate threat data existing across the threat data aggregated from the numerous 

independent sources. Dr. Goodrich agrees: 

Q. So in this figure, there is at least six sources 315, correct? 

A. I do not dispute that. 

Q. As I understand your position that the data provided by the sources 315 

includes only threat data, but not rules based on the threat data. Would a person of 
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ordinary skill in the art understand there to be potential overlap in the threat data 

provided by sources 315? 

A. Yes. 

Q. In other words, some sources may identify the same threats, correct? 

A. Yes, I think that's true. 

Ex. 1018 at 83:11-23. However, Dr. Goodrich’s contention that threat data 

provided by sources 315 would not include rules is contradicted by Law – Law 

also describes the sources 315 of threat data 310 to be “sources for firewall ruleset 

data.” Ex. 1005 ¶ 92. As the text suggests, a POSITA would have understood that 

“firewall ruleset data” may have included rules. Accordingly, given Law’s 

disclosure of the likelihood of duplicate threat data existing across the threat data 

aggregated from the numerous independent sources, and given Law’s disclosure 

that the threat data includes firewall ruleset data, the problem of duplicate rules 

arising from Law’s aggregation of threat data follows directly from the text of 

Law.  

21. In addition to disputing that a POSITA would have appreciated Law’s 

duplicate rule problem, I understand that Patent Owner also disputes that a 

POSITA would have been motivated to consider the solution to this problem 

provided by Golnabi. Response at 23. For example, I understand that Patent Owner 

asserts that “there is no record evidence that a POSITA would have considered 
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solving this problem by correlating malicious traffic information at an SPMS and 

then adding, removing, or altering rules based on that correlation.” Response at 23.  

22. I disagree. As I explained in my first Declaration, Golnabi is directed 

to solving the same problem of removing duplicate rules. In particular, Golnabi 

discloses generating policy rules for firewalls designed to “filter out any unwanted 

traffic coming into or going from the secure network.” Ex. 1009, 305-306. In this 

context, Golnabi recognizes that it is important “to generate a minimum number of 

firewall policy rules for efficiency.” Id., 308. To achieve a minimum number of 

policy rules, Golnabi merges rules that have similar characteristics. Id. (“For 

example, let’s consider to have a few rules of all matching fields with an exception 

of source port field. In this case, these rules are then aggregated by combining all 

the matching fields…to get one generalized rule.”). Golnabi teaches merging a 

plurality of rules using “an aggregation algorithm to generate a minimum number 

of firewall policy rules for efficiency” and that “these rules are then aggregated 

by combining…to get one generalized rule.” Ex. 1009, 308 (“combining a group 

of similar rules”); see also id., 312. It would have been obvious to a POSITA to 

combine rules as Golnabi teaches, when constructing rulesets as Law teaches using 

threat data 310 from a plurality of sources 315, because the appropriate combining 

of rules can minimize total rules thereby providing processing efficiency. 
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23. Furthermore, I understand that Patent Owner asserts that even if a 

POSITA would have been motivated to analyze Law’s threat data, a POSITA 

would have found it more efficient to remove duplicate information in the threat 

data provided by sources 315 rather than use Golnabi’s technique to remove 

duplicate rules. Response at 24.  

24. I disagree. First, Patent Owner’s argument appears to be based on a 

misunderstanding that the “threat data” provided by Law’s sources does not 

include rules, which is contrary to Law’s teaching. Ex. 1005 ¶ 92 (describing the 

sources 315 of threat data 310 to be “sources for firewall ruleset data.”). Second, in 

any event, a POSITA would have appreciated that Golnabi’s technique, which may 

provide “a tremendous performance gain as a result” (Ex. 1009, 314), operates on 

rules, as explained above. Accordingly, a POSITA would have understood that any 

inefficiencies from having aggregated duplicate rules would have been more than 

outweighed by the tremendous performance gains achieved using Golnabi’s 

technique.   

25. In addition, I understand that Patent Owner argues that a POSITA 

setting out to improve Law’s system with Golnabi’s teachings would not have 

reached the claimed invention. Response at 25. In particular, I understand that 

Patent Owner argues that Golnabi’s teachings would have required implementing a 

ruleset on a protected network, running traffic through the ruleset to create firewall 
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log data, and processing the firewall log data to find and combine similar rules. 

Response at 25. 

26. I disagree. A POSITA would have understood that Golnabi’s 

teachings are applicable rule optimization at any time. Likewise, a POSITA would 

have been motivated to implement Golnabi’s processes for “combining, separating, 

and ordering of rules” in Law. Ex. 1003 ¶ 57. A POSITA would have recognized 

that it is desirable to process the rule sets, by merging, separating, and ordering 

rules of the rule sets such that they provide optimized performance during 

operational processing. As Golnabi contemplates combining, separating, and 

ordering of rules in rulesets in order to optimize performance, a POSITA would 

have been motivated to implement those processes in Law to achieve optimized 

performance and would have had success doing so. Ex. 1005 ¶¶ 52, 88; Ex. 1009, 

305. For example, a POSITA would have understood the applicability in Law by 

implementing Golnabi’s process for combining rules, e.g., by “combining all the 

source ports as a range” or by aggregating the IP addresses. Ex. 1009, 308. 

C. Law in view of Golnabi renders obvious “wherein a first packet 
matching rule of the packet filtering rules comprises: … an 
indication of a feed managed by at least one of the plurality of 
malicious host tracker services” 

27. I understand that element [1.5] of the ’474 patent recites, among other 

things: “wherein a first packet matching rule of the packet filtering rules 
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comprises: … an indication of a feed managed by at least one of the plurality of 

malicious host tracker services.” See also [9.7], [17.5], and [25.6]. 

28. I understand that the Institution Decision determined that “based on 

the current record, Petitioner does not explain adequately how ‘a rule featuring’ 

SCPI as the protocol type may satisfy limitation 1.5’s distinct requirements for a 

‘packet matching criterion’ and ‘an indication of a feed.’” Institution Decision at 

46.  

29. As explained in my first Declaration, with respect to the packet 

matching criterion, Law explains that “[e]ach of the rulesets 147, 148, 151, 153 

may define conditions that, if detected, implement some combination of blocking 

suspected malicious communications or alerting an operator.” Ex. 1005 ¶ 91. 

Those conditions are specified in Fig. 13, which includes condition fields including 

PROTOCOL 1302, FROM 1304, TO 1306, and PORT 1308: 
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Ex. 1005, Fig. 13; id. ¶ 102. Although I identified the protocol 1302 as part of the 

packet matching criterial, the packet matching criterion also includes the from-

address column 1304, a to-address column 1306, and a port number column 1308. 

Accordingly, in my hypothetical, if one of Law’s sources 315 was known to be the 

only source that provided rules with a less-common protocol such as the SCPI 

protocol, a POSITA would have understood that a rule featuring SCPI in the 

protocol type column 1302 would have identified that particular feed. Id. In 
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addition, Law’s from-address column 1304, to-address column 1306, and port 

number column 1308 still would have satisfied limitation [1.5]’s distinct 

requirement for the packet matching criterion. Id. 

30. In my first Declaration, I also explained that Fig. 13 of Law illustrates 

a “a ruleset user interface such as a protocol rule table 1300” that “may allow a 

user to access one or more user interfaces to configure and control any of the rules 

within the rulesets 147, 148, 151, 152.” Ex. 1005 ¶ 102. Given Law’s disclosure of 

receiving threat data 310 from several sources 315, it would have been obvious to a 

POSITA that information regarding the source 315 of each rule may be helpful to a 

user when using the ruleset interface to configure and control any of the rules 

within rulesets. For example, some sources 315 may be more trustworthy or 

reliable than others, and therefore it would have been obvious to communicate that 

information to a user, such as by adding a column to the rule table 1300 shown in 

Fig. 13 to indicate, for each rule, the source[s] 315 upon which the rule is based. 

Id. 

31. I understand that Patent Owner argues that “Petitioner fails to 

reconcile with how a ‘combination of rule parameters’ could even identify a 

particular source when various sources 315 provide the same rules and rule 

parameters.” Response at 29. In particular, I understand that Patent Owner argues 

that “[b]ecause of the high likelihood that the various sources provide the same 
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rules, a POSITA would understand that a ‘combination of rule parameters’ in the 

rules would not and could not identify particular feeds the rules come from.” Id. 

32. I disagree. Some sources 315 may be more trustworthy or reliable 

than others, and therefore it would have been obvious to communicate that 

information to a user, such as by adding a column to the rule table 1300 shown in 

Fig. 13 to indicate, for each rule, the source[s] 315 upon which the rule is based. 

Id. When adding such a “column to the rule table 1300 to indicate the source[s] 

315 upon which the rule is based” (Ex. 1003 ¶ 87), as suggested by my reference to 

“source[s] 315” in my first Declaration, it would have been just as easy to identify 

multiple sources 315 in that column as it would have been to identify a single 

source. Accordingly, I disagree with Patent Owner’s argument that the likelihood 

of certain rules being attributable to multiple sources 315 would provide a reason 

to not identify those sources in table 1300 to Law’s ruleset operator. To the 

contrary, given the possibility of errors in the ruleset information provided by 

sources, identifying multiple sources for a particular rule would give an operator 

greater confidence in the accuracy of a given rule. See Ex. 1018 at 84:21-24 (Dr. 

Goodrich’s agreement that the threat data provided by any source is not necessarily 

correct). 
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33. I also understand that Patent Owner disputes that a POSITA would 

have been motivated to modify firm 305 to update rulesets with information 

indicating the sources 315 the updates are from. Response at 32.  

34. I disagree. Law already discloses an embodiment in which sources 

deliver threat data directly to firewalls, thereby identifying the source of the threat 

data to Law’s firewalls. For example, Law discloses that firewalls 146a and 146b 

may “collect and aggregate threat data 310 directly from the firm 305 or plurality 

of sources 315 to construct, validate, and verify the various rulesets.” Ex. 1005 ¶ 

92. Likewise, Law’s Figure 3 depicts “dotted communication lines to deliver” 

threat data 310 from sources 315 to firewalls 146a and 146b without going through 

firm 305. Id. ¶ 92, Fig. 3. If a firewall collected threat data 310 directly from one of 

the sources 315, the firewall would receive an identification of that feed directly 

from that source. Given that Law discloses providing identifying information of a 

feed directly to the firewalls 146a and 146b, it would have been obvious to a 

POSITA to include that same information indirectly through the rulesets 

distributed by firm 305, given that firm 305 receives the same source feed 

information. See Ex. 1005, Fig. 3, ¶ 92. 

35. Lastly, Patent Owner also appears to disute that a POSITA would 

have understood that some sources 315 are more trustworthy or reliable than 

others. Response at 33. 
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36. To the extent that Patent Owner is arguing that a POSITA would have 

understood all of Law’s sources 315—both named and unnamed—to necessarily 

be equally trustworthy and reliable, I disagree. For example, given that Law names 

exemplary sources—Assurent, Secunia, and Carnegie Mellon—as well as 

disclosing additional unnamed sources, it is impossible to say that the unnamed 

sources are equally as reliable and trustworthy as the three named sources. Ex. 

1005 ¶ 92; id., Fig. 3. Moreover, a POSITA would have understood the possibility 

of errors in the ruleset information provided by sources. See Ex. 1018 at 84:21-24 

(Dr. Goodrich’s agreement that the threat data provided by any source is not 

necessarily correct). Given the possibility for errors in the information provided by 

the sources, a POSITA would have understood that all possible sources 315 are not 

necessarily equally trustworthy and reliable. 

III. CONCLUSION 

37. I hereby declare that all statements made herein of my own 

knowledge are true and that all statements made on information and belief are 

believed to be true; and further that these statements were made with the 

knowledge that willful false statements and the like so made are punishable by fine 

or imprisonment, or both, under Section 1001 of the Title 18 of the United States 

Code and that such willful false statements may jeopardize the results of these 

proceedings. 
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