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Laguna Niguel, California, Tuesday, January 16, 2024

9:00 a.m

M CHAEL GOODRI CH, PH. D.
havi ng been first duly sworn, was

exani ned and testified as foll ows:

EXAM NATI ON
BY MR. DETRI XHE:
Q Good norning, Dr. Goodrich
Coul d you pl ease state your full name for
the record.

A M chael Truman Goodrich

Q I would like to begin by going over sone
ground rules. Just now you've taken an oath to
testify truthfully and although we're renote in this
deposition, that oath has the sane force and effect
as if you were in a court of |aw

Do you under st and?

A Yes.

Q We'll be having a conversation. |'ll be
asking you questions. Your job is to answer them
def ense counsel may state an objection, but you are
still required to answer the question. The only

exception is if counsel specifically instructs you

09: 02: 44

09: 02: 54

09: 03: 06

09: 03: 19
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not to answer a question.
Do you under st and?

A. Yes.

Q Also it's very inportant for both of us not
to talk over each other because the court reporter is
trying to wite down everything that everyone says
today and it is difficult to type when two people are
tal king at the sanme tine.

Fair enough?
A "Il do my best.
Q I will as well, thank you
Also it's inportant to respond audibly to
each question so that your answer nmay be written
down, as opposed to just nodding your head.
I's that okay?

A. Yes.

Q Any reason why you cannot give your best
testinony today?

A. No.

Q Did you neet with anyone to prepare for your
deposition today?

A Yes.

Q Who did you neet with?

A. I net on Zoomwith Jeff Price and Jenna

Ful l er yesterday.

09: 03: 28

09:03: 41

09: 03: 57

09: 04: 08

09: 04: 18
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Q Was anyone el se present?
A. No.
Q How | ong was your nmeeting yesterday?

A Roughly three hours.

Q Apart fromthat neeting, did you have any
ot her meetings to prepare for your deposition today?

A. No.

Q You subnitted a declaration in connection
with | PR proceedi ng nunber 2023-445 which relates to
the ' 266 Patent, correct?

A. Yes.

Q You al so subnitted a declaration in
connection with I PR proceedi ng nunber 2023-448 which
relates to the '474 Patent, correct?

A. Yes.

Q What was your process for writing your
decl arati ons?

A My process was to study the prior art
references, study the patents, review the materials,
i ncludi ng expert declarations that were subnitted
that now | amrebutting, performan analysis, make
suggestions with attorneys and then in cooperation
with the attorneys, prepared ny declarations.

Q Did counsel send you an initial draft of

your decl arations?

09: 04: 28

09: 04: 49

09: 05: 04

09: 05: 21

09: 05: 47
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A There was sone initial drafts that came from
counsel, which | then edited and made it so that
those decl arations conprise ny opinions in these
matters.

Q Approxi mately, how many hours did you spend
editing your declaration relating to the '266 Patent?

A. I don't recall the time | spent on that and
ny billings were m xed with a nunmber of matters for
that client, so | believe it would be difficult to
determ ne that.

Q Same answer for your declaration regarding
the '474 Patent?

A Yes, that is correct.

Q Ms. Anderson, could you please load into
Exhi bit Share what's previously been marked as
Exhi bit 1005, which | understand is the Law
reference

M. Goodrich, please |let me know when you
see it in Exhibit Share.

(The docunent referred to was marked as
Exhi bit 1005 for identification and is attached
hereto.)

THE WTNESS: | have the Law reference in
front of nme.

BY MR. DETRI XHE:

09: 06: 04

09: 06: 21

09: 06: 37

09:07: 46
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Q Coul d you please turn to paragraph 52 of
Law.

A. | am there.

Q I would like to direct your attention, it's
a fairly long paragraph nm dway down sentence
begi nning with "Each firewall 146." Let me know when
you see that sentence

A I don't see that sentence. Could you renm nd
nme again where it is at?

Q We're in paragraph -- actually sorry. |
meant to say paragraph 51, so right above it. There
is a sentence beginning, "Each firewall 146 or device
134."

A. | see it, yes.

Q I'll read the full sentence: "Each firewal
146 or device 134, 149, 152 mmy include a rul eset,
for exanple, rulesets 147a, 148a, 147b, 148b, 151a,
151b, 153, defining the conmunication that nmay be
recei ved or processed by the UTMS-configured device."

Do you see that?

A | do.

Q And then the followi ng sentence, skipping
ahead a little bit, it refers to rulesets 147 and 158
that may include a global set of rules. Do you see

t hat ?

09: 08: 07

09: 08: 52

09: 09: 16

09: 09: 49

09:10:01
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A. Not the way you said that.
Q What do you see?
A | see rulesets 147 and 151

Q Right. Okay. Fair enough.

Is it your understanding that ruleset 147 is

the ruleset inplemented by firewall 1467
A Coul d you pl ease upl oad copi es of ny
decl arations?
Q Sur e.
Ms. Anderson, please load into the Exhibit
Share Dr. Goodrich's declarations. There is one in
proceedi ng 445, that's Exhibit 2012. And then there
is another one in proceeding ending in -448 that is
Exhi bit 2002. They both should have Goodrich doc in
the title of those exhibits.
(The docunent referred to was marked as
Exhi bit 2012 for identification and is attached
hereto.)
(The docunent referred to was marked as
Exhi bit 2002 for identification and is attached
hereto.)

BY MR. DETRI XHE:

Q Let me know when you see them Dr. Goodrich

A. | just got the first one. Now | have the

second one.

09:10: 18

09:10: 34

09:11: 02

09:12: 21
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Q My question was: Wuld you agree that
rul eset 147 referenced in paragraph 51 is the rul eset
i npl emented by firewall 146 from paragraph 517

MR. PRICE: bjection.

THE W TNESS: Coul d you pl ease repeat the
guestion?

BY MR. DETRI XHE:

Q I would like the record to reflect that
several mnutes have passed. It shouldn't be a
difficult question.

The question is, is it your understanding
that the ruleset 147 is the rul eset inplenmented by
firewal |l 1467

MR. PRICE: Objection to the testifying on
the record.

THE W TNESS: So to answer your question
the rul eset 146, 147 that is referenced here in
paragraph 51, person of ordinary skill in the art
woul d understand that this is referring to
generically either the ruleset 147a or 147b, because
here in paragraph 51, it leads off with the reference
to figure la and this discussion in the paragraph is
still in the context of figure 1la.

And then when we go to figure la, we see

that it does not have anything annotated sinply as

09:17: 47

09:17:54

09:18: 07

09:18: 25

09: 18: 56
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147 or 146.

Instead it has a firewall 146a and a rul eset
147a that is coupled to it and likewise, it has a
firewall 146b and rul eset 147b that is coupled to it.

So here in paragraph 51, when it is
referring to rule sets 147 and 151, it's referring
generically in this case for 147, to either rul eset
147a or 147b.
BY MR. DETRI XHE:

Q Thank you, Dr. Goodrich

Looki ng at figure la, you just nentioned
that rul esets 147a and 147b are coupled to firewalls
146a and 146b respectively. So in this case, is it
your understanding that firewalls 146a inplenents
rule -- ruleset 147a and firewall 146b inplenments
rul eset 147b?

A Yes, that is correct.

Q Scroll down to figure 3 which includes the
sane conmponents 146a, 147a, 146b, 147b. Is it your
sane understanding that here, firewall 146a
i mpl ements rul eset 147a and firewall 146b inplenents
rul eset 147b?

A Yes.

Q Al so back to paragraph 51, the Law descri bes

what it calls a unified threat nanagenent system

09:19: 24

09:19: 45

09: 20: 18

09: 20: 52

09: 22: 29
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UTMS, and descri bes various UTMs-configured network
devices, e.g., firewalls 146a, 146b
Do you see that description, Dr. Goodrich
near the top of paragraph 51?
A Yes, | do.
Q Woul d you agree that Law is describing the
firewalls 146a and 146b as exanpl es of

UTMS- confi gured network devices?

A Yes.

Q I would lIike you to scroll down to paragraph
66 now.

A | am there.

Q So going down a few sentences, do you see a
sentence that states: "The UTMsS-configured device or

entity may receive the rul eset data"?
A | see that, yes.
Q The rul eset data that's received, that would
include the ruleset data that is initially
i mpl emented by the UTMS-configured device, correct?
MR. PRICE: Objection
THE W TNESS: Coul d you pl ease repeat the
guestion?
BY MR. DETRI XHE:
Q Yes. The ruleset data that is received

woul d include the ruleset data that is initially

09: 23: 06

09: 23: 31

09: 23: 51

09: 24: 13

09: 26: 19
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i mpl emented by the UTMS-configured device, correct?
A | di sagree.
Q VWhy is that?
A | speak to this in ny declaration for the
| PR 2023- 00445, for exanple, in paragraph 92 where | 09: 26: 36
explain that the initial alleged dynam c security
policy is not received, but is instead put into the
system by a graphic user interface by a human
controller and that instead there are updates that
are received instead. 09:27:13
Q You woul d agree that here in paragraph 66,
Law di scl oses that the UTMS-configured device may

receive rul eset data, correct?

A. | agree with that, but | disagree that
includes an initial set of rules. 09: 27:54
Q "Il get there in a second. |Is it your

position that the system of Law would not be able to
operate wi thout a human operator serving as an
i ntermedi ary between the received rul eset data and
the ruleset data that is inplenented on the nass 09: 28: 19
configured devices?
MR. PRICE: Objection, foundation.
THE WTNESS: | don't understand that
guestion. You're asking about sonmething that seens

quite far away fromthat Law is teaching. 09: 28: 35
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BY MR. DETRI XHE:

Q Law right here directly states that the
UTMS- confi gured device nmay receive the rul eset data
as we've just acknow edged.

So ny question is before that -- and you
woul d agree that Law al so discloses inplenmenting the
received rul eset data, correct?

MR. PRICE: (Objection

THE WTNESS: |'m not sure what you're
referring to now as the received rul eset data.

If by that you nean data that is an update
to the user input ruleset data, then yes, that is
received. That's not the initial data.

BY MR. DETRI XHE:

Q Are the rul esets 147 received?

A Do you have a place in Law or ny declaration
where you would like nme to address that question?

Q Yes, just continue reading the sentence
here. "The UTMS-configured device or entity may
receive the rul eset data," and then just bel ow that,
it refers to accessing the rul eset data 147.

MR. PRI CE: Objection.

THE W TNESS: \What is your question?

BY MR. DETRI XHE:

Q Rul eset data 147 is received by the

09: 28: 47

09:29:01

09: 29: 23

09: 29: 43

09: 30: 01
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UTMS- confi gured device, correct?

A. | don't see that here. That doesn't follow
fromthese sentences.

Q So is it your testinony that Law does not
di scl ose receiving the rul eset data 1477

A | don't see that here. |If there is another
place in ny declaration or in Law you would like to
paint ne to, | would be happy to | ook at that.

Q I n your opinion having read Law, where do
you think the rul eset data 147 comes fronf

A. | speak to this for exanple, in ny
paragraph 151 where | explain: "While an operator
with intimte know edge of the process control system
creates the initial rulesets, third party IT
personnel are still required to update the rul esets
when new threats are discovered or upgrades to
sof tware conponents of the system are inplenmented.”

And then it gives cites to Law to support

t hat concl usi on.

Q Turn to paragraph 88 of Law.

A | am there.

Q The second sentence states: "Wth reference
to figure 3, a third-party, cyber security risk
managenent Firm 305, such as Wirldtech Security Inc.

of Vancouver, BC Canada, or other entity, may coll ect

09: 30: 16

09: 30: 32

09:31: 02

09: 31: 39

09: 32: 25
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threat data 310 froma plurality of various sources
315 to construct the various rul esets 147, 148, 151
153, validate the rulesets, verify, and distribute
the rulesets to the UTMS-configured firewalls 146a,
146b, UTMS-configured access devices 149c, other
UTMS- confi gured network devices 146, and/or UTMS
field devices 134."

So isn't it true that here in paragraph 88,
Law explicitly states that the Firm 305, quote,
"distributes the rulesets, including ruleset 147 to
the UTMS-configured firewall 146a and 146b"?

A I'"msorry. \What was the question?

Q That sentence of Law in paragraph 88 that
we've just read, explicitly states that the Firm 305
distributes the rulesets 147 for firewalls 146a and
b?

(Techni cal issue.)

MR. DETRI XHE: Back on the record. We had a

bit of a disconnection on Zoom but |ooks like
everyone is back.
BY MR. DETRI XHE:

Q For clarity, I'll repeat the pending
guestion which is we're | ooking here in paragraph 88
of Law and it explicitly states that cyber security

ri sk management Firm 305 constructs the various

09: 32: 54

09: 33: 30

09: 33: 54

09:41: 41

09:41:59
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rul esets 147 and distributes the rulesets to the
UTMS- configured firewalls 146a, 146b; is that
correct, Dr. Goodrich?

A Thi s must be understood in the context of
the overall discussion which begins already
previously wi th paragraph 87 which explains that the
operators and ot her plant personnel nonitor and
mai ntain the network security of the process contro
system 100, and |ikew se, now when we're reading in
paragraph 88, this also should be read in the context
of the first sentence of paragraph 88 which expl ains
that as previously described, the various rul esets,
e.g., the rulesets 147, 148, 151, 153 associated with
t he UTMs-configured network devices 146, 134, 149,
152 require updates to remain effective against
network threats.

And then |ikew se, when we go to
par agraph 90, paragraph 90 says: "Because the
UTMS- confi gured network device 134, 146, 149, 152 is
configured as a process variable (as descri bed
above), the rulesets 148, 147, 151, 153 may be
configure able by an operator or other personnel from
a graphic display 129 at a work station 120."

So when a person of ordinary skill in the

art is reading paragraph 88 and is reading this word

09:42: 21

09:42: 45

09:43: 16

09: 43: 43

09: 44: 08
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"distributed,” that person of ordinary skill in the
art would understand this is in reference to the
updates to the ruleset, such at the rul esets 147.

Q Thank you, Dr. Goodrich

So just to make sure | understand your
opi nion correctly, you' re saying that there is a
di fference between updates and the rul eset 147 and
you're saying that the ruleset 147 is not actually
distributed to the firewalls 146a and b; is that
correct?

MR. PRICE: Objection, mscharacterizes
testi nony.

THE WTNESS: No, that's not what [|'m
saying. Instead, what |I'msaying is |, for exanple,
expl ained in ny paragraph 51 and other paragraphs
that follow in my declaration, the initial rul eset
147 is created using the graphical user interface by
the operator, because as Law nmakes clear, these
systens are protecting the very specialized
equi prrent, such as for nucl ear power plants and the
operator knows that environnent better than anyone.

But then in paragraph 88, it explains that
updates to those rul esets, there could be conponents
that refer to things that obviously wouldn't be

needi ng updating, hence the updates to those rul esets

09: 44: 25

09:44:51

09: 44: 58

09: 45: 20

09: 45: 39
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can be provided using this Firm 305
BY MR. DETRI XHE:

Q Does the Firm 305 distribute rul esets, yes
or no?

A It distributes updates to rulesets. So if

by "ruleset,” you nean an update to an existing
rul eset, the answer is yes. |If your question is
aski ng about an initial ruleset 147, then the answer
i s no.

Q When Law refers to ruleset 147, is it your
opi nion that that reference to ruleset 147 is only a
reference to an update to the rul eset 1477

A No, that's also not what |'m saying.

So instead what |I'm saying is that
under st anding what Law is referring to, of course
when it's referring to ruleset 147, requires context.

In the context of paragraph 88, it's
referring to the updates to the rul esets.

In paragraph 90, it's referring to the
initial putting into the system of ruleset by the
oper at or .

Q Are updates to rul esets, rul esets thensel ves
or is there something that would be required to
transformthose updates into a rul eset?

A I''m not understandi ng what you nean by that

09: 45: 57

09:46: 10

09: 46: 34

09: 46: 50

09:47: 13
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guesti on.

Q I n your answer you just provided, you
referenced updates to rulesets that are what the Firm
305 is providing. And so my question is are the
updates to rul esets provided by Firm 305, are those
rul esets themsel ves?

A. Is there a place in ny declaration or in Law
where you feel that that is addressed? | don't

recal |l having addressed that question

Q I'"masking is an update to a ruleset, a
rul eset?

A Just to be clear, there is no place in ny
decl aration where you feel |'ve addressed that
question?

Q I'm asking for you to interpret the

reference right here, the paragraph we're focusing on
i n paragraph 88, which | understand your testinony
that this is referring to updates to rul esets.

And my question to you is whether an update
to a ruleset is a ruleset?

A I would answer it the way | did before --

MR. PRICE: Objection, inconplete
hypot heti cal

THE W TNESS: An update to a ruleset is just

that. It's an update to a ruleset. That there is an

09:47: 25

09:47: 44

09:48: 02

09:48: 19

09: 48: 35
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existing ruleset, that then the update is providing
new data to nodify existing rules or configurations
in the rules with new paraneters.
BY MR. DETRI XHE:

Q If | understand you correctly, the update to
the rul eset provides data that would need to be
combi ned with an existing ruleset in order to be a

new rul eset; is that right?

A That sounds very close to what |'m saying.
Q Ckay. | think I understand you. Thank you.
How woul d a person of skill in the art
readi ng Law be able to understand -- strike that.

As we initially discussed, the rul esets
147a, 147b are inplenented on the firewalls 146a and

146b, correct?

A. | agree.
Q And so when Law is discussing these rul esets
147, 147a, 147b, how would a person of skill in the

art know whet her that rul eset 147, 147a, 147b, refers
to a conplete ruleset or sinply data that woul d need
to be conbined with other data to forma rul eset?

A It's easy fromthe context. For exanple,
the context in paragraph 88 is clear that this is
referring to updates to the rulesets, so this is what

it's referring to when it tal ks about 147 here, this

09: 48: 55

09:49:11

09: 49: 46

09:50: 11

09: 50: 36
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distribution is distributing updates to the rul esets.
It's sinple fromthe context. That's how a person of
ordinary skill would understand it.

That's why | al so referenced paragraph 90,
whi ch refers back to the earlier paragraphs and
expl ains that the operator using the graphical user
interface, enters the rul esets.

Q I would like to ask you a hypothetical. In
scenario A, which | understand to be your view on
Law, there is update data that's provided by Firm 305
which is used maybe in conjunction with other data to
forma rul eset.

And then let's say scenario B which is how |
woul d interpret paragraph 88, the conplete ruleset is
di stributed by Firm 305.

And my question is, suppose that those two
interpretations of Law are -- suppose | were to
credit your interpretation of Law as one way of
readi ng Law, wouldn't it have been obvious to a
person of skill in the art, that the distributed
rul esets could be the conplete rul eset?

MR. PRICE: Objection, form

THE WTNESS: So first, | don't agree with
your characterization of my opinion as

hypot heti cal A, but even under your interpretation of

09: 50: 49

09:51:54

09:52:19

09: 52: 47

09:53: 08
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hypot hetical A | disagree it would be obvious to do
the scenario of the hypothetical B, and the reason
for that is that stepping back a bit, Law is teaching
about these very specialized systens that have

m ssion critical conponents that are very
speci ali zed, such as for nucl ear power plants, hence
havi ng a generic ruleset that would apply to al
scenarios is not feasible.

I nstead, what is required in specialized
rulesets that are created and entered by operator who
understand their systems intimtely and then there
can be a Firm 305 that can provi de updates when those
rules are referring to, let's say commerci al
of f-the-shel f software such as wi ndows. That can be
updated from Firm 305, but the specialized rules
cannot .

BY MR DETRI XHE:
Q Thank you, Dr. Goodrich

| believe you nentioned this a little bit
earlier that Law discloses an enbodi nent where an
operator can configure the rulesets, including the
updated rul esets that | received and so | just want
to make sure | understand your opinion

So let's say when the system of Law receives

the rul eset data referenced in paragraph 88 for an

09: 53: 36

09:54: 00

09:54:18

09: 54: 40

09: 55: 08
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update, are you saying that an operator in Law would
be required to receive that update data and configure
the firewall with that update data in order for the
updated rul eset to take effect?

A So if you | ook at Law now i n paragraph 91, |
believe it addresses this question and it says:

"Addi tionally, each operator may have integrated
control over ruleset updates directly fromtheir
respective operator displays."

Q So did you interpret that sentence in Law to
require an operator be present to receive and
initiate enforcenment of the updated rul eset?

A | believe that that shows that not only is
there an operator who has control over and woul d be
facilitating the update, but as | explained in ny
decl aration, the updates thenselves are al so com ng
from people. They're not an autonmatic update.

Q Turn to paragraph 83 and | ook at the | ast
sentence and | et me know when you're there?

A I'mthere.

Q It states: "Detection of certain network
conditions may al so trigger an automatic update of
the rul esets 147, 148, 151, 153 or an alarmto pronpt
a user to performa manual update of the rul esets or

other action to fully secure the system 100."

09:55: 39

09: 56: 09

09: 56: 32

09:57: 29

09:57:50

Page 25

Veritext Lega Solutions
Caendar-CA @veritext.com 866-299-5127

Keysight Technologies Ex. 1018

Page 25 of 117




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Isn't it correct, Dr. Goodrich, that this
sentence distingui shes between automatic updates and
manual updates?

A I think you have to be clear here and a
person of ordinary skill in the art would understand
that here, this is referring to automatic in the
sense that it's triggering the requirenent of an
update on the device and that this is different than
not disclosing that the Firm 305 is automatically
generating and sending the rules to the device and
expl ained this, for exanple, in my paragraph 83 in ny
decl arati on.

Q Still focusing on the | ast sentence of
paragraph 83, in your view, what is the difference
bet ween the triggering of an automatic update of the
rul esets 147 or the perform ng of a manual update of
the rul esets?

A So again, to be clear, this is on the device
again, not fromthe perspective of the Firm 305. So
on the device, there can be an automatic update
trigger or an alarmto pronpt the user to performa
manual update, but this does not inply that there is
an automatic generation of rulesets.

Instead this is just an automatic triggering

of an update or an automatic alarmto performa

09: 58: 28

09: 58: 49

09: 59: 06

09:59: 32

09:59: 50
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manual update.
Q I"'mstill a bit confused. Quoting fromthis
sentence, it references triggering an automatic
update of the rulesets. So are you saying that an
automati c update of the rul esets doesn't actually 10: 00: 16
update the rul esets?
A No, that is m scharacterizing what |'m
sayi ng.
Q What are you sayi ng?
A Again, to be clear, this is an event that 10: 00: 26
happens on the device, not fromthe perspective of
Firm 305 and that the device either has a trigger
that causes an autonatic update to the rul esets or
that trigger causes an alarmto profit the user to do
a manual update. Sinply that. 10: 00: 48
Q O the automatic updates of the rulesets, is
any action required fromthe user in order for the
updated rul esets to take effect?
A We al so have the teachings in paragraph 91
that go along with that. So even in the context of 10: 01: 06
an autonmatic update, we still have the teaching that
each operator may have integrated control over
rul eset updates directly fromtheir respective
oper ator displ ays.

So in the context that have teaching and 10: 01: 24
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paragraph 83, a person of ordinary skill in the art
woul d understand, even in the context of an automatic
update there, still would be input fromthe operator
for exanple, to accept that automatic update which is
different than perform ng a manual update, as is
shown in that |ast sentence of paragraph 83.

Q How is that different?

A So in the case of accepting an automatic
update, all the user, the operator would have to do
is click something |like an okay or accept type of a
button to then trigger, for exanple, a device going
and performng the update automatically. In
contrast, if the alarmjust signals and says you need
to do an update, then a manual update would require
nore effort, perhaps even rewiting a rule in the
rul eset.

Q So if | understand you correctly, it's your
opi nion that the autonmatic update referencing the
fetching of the rule data for the updated rule, but
not actually inplementing it, which in your view,
woul d require human approval, whereas the nanua
update refers to manually constructing both the rule
and the inplenmentation of the rule?

A. That's inclusive of what |'m saying here.

When you read paragraph 83 in the context of

10: 01: 42

10: 01: 58

10: 02: 20

10: 02: 47

10: 03: 03
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paragraph 91 in this reference.

Q Looki ng at paragraph 91, it states that an
operator "may have integrated control over rul eset
updates." That sentence doesn't state the operator
control is required, does it?

A No, that sentence does not. There is other
teachi ngs that also tal k about the rule of operators
as wel |.

Q What teaching in Law states that the
operator having integrated control over rul eset
updates is a requirenent, rather than a separate
enbodi ment ?

A Coul d you pl ease repeat the question?

Q Yes. | believe we just agreed that the
sentence in paragraph 91 that describes that an
operator may have integrated control over rul eset
updates, that that refers to a particul ar enbodi nent,
al though | understand it's your opinion that based on
ot her teachings of Law, a person of skill in the art
woul d understand that the operator having contro
over rul eset updates is required rather than sinply
an enbodi nent .

So ny question for you is to direct ne to
those teachings in Law that you're relying on for

your interpretation of the sentence as being a

10: 03: 33

10: 03: 49

10: 05: 49

10: 06: 12

10: 06: 26
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requi rement, rather than sinply another enbodi nent?

A So there are several teachings in Law that
speak to this. So for exanple | find that in
paragraph 24, Law states: "If the network traffic
received at the secured device violates one or nore
of the rules, the object denies the network traffic
access and displays an alarmin the operator

interface of the process control system™

There is no | anguage of "may" or "can
t here.

Q Vhi ch paragraph?

A Agai n that was paragraph 24 of the
di scl osure.

Q Bef ore we nove on --

MR. PRI CE: Excuse ne, Counsel, let the

wi tness finish answering the question, please.
BY MR. DETRI XHE:

Q I will, but before we nove onto a different
exanmple, | would like to ask you questions on this

exanpl e before we nove on, if that's okay,

Dr. Goodri ch.

A May | finish my answer, please?

Q Sure. You can finish

A So again, that was paragraph 24 and then we
al so see in paragraph 61 where it states: "The

10:10: 15

10:10: 34

10:10: 40

10: 10: 53

10: 11: 08
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process graph display element 127, which will be
described in nore detail below, and generally

el ements that display within operator, engineer or

ot her displays to provide information to a user, such
as an operator about the operation, configuration
network security, or set-up of the process plant and

the el ements therein."

Again, there is no "may" or "can" | anguage
t here.

Then we have paragraph 83. "These displays
have graphic display elements designed to dynanically
show online measurements and actuators that interface
the control systemand as a result, nay present
information typically nmonitored and utilized by
operators or other personnel involved in online
operations."

| stress the word "online" there which neans
conti nuous and not offline operations.

And |ikewi se in paragraph 87 it says: "The
graphic display elenents within each display are
desi gned to dynam cally show online neasurenents and
actuators that interface with the control system and
as a result, my present information typically

nonitored and utilized by operators or other

personnel involved in online operations."”

10:11: 29

10: 11: 47

10:12:13

10: 12: 30

10: 12: 49
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And then finally in paragraph 87, which we
had tal ked about before: "G aphic elements within
the di splays that represent the UTMS-confi gured
net work devices 134, 147, 149, 152 provide network
paranmeters and security data (as described above) to
operators and other plant personnel to nonitor and

mai ntain the network security of the process contro

system 100. "
Again, there is no "may" or "can" | anguage
t here.
Q Anyt hi ng el se?
A. No.
Q So in your answer you just described various

i nfformati on can be displayed to an operator. The

di splay of information to an operator, say alerting
the operator to -- that the ruleset has automatically
been updated, that wouldn't sinply displaying the
information to the operator wouldn't necessarily

requi re that the operator accept the updates, woul d

it?
MR. PRICE: Objection, form
THE W TNESS: So again, | think you're
m scharacterizing what |1'm saying. |'m saying that

there is certain information that nust be displayed

to the operator and that the operator is, as a person

10:13: 14

10:13: 32

10: 14: 00

10: 14: 22

10: 14: 35
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of ordinary skill in the art would understand, an
i ntegral component to the operation of the device
t hrough this graphical interface and that because
this is happening in an online context, a person of
ordinary skill in the art would understand that the
operator is an integral step in any update or change
to the system
BY MR. DETRI XHE:

Q And so let's suppose that rul esets are
di stributed, but an operator has to click a button
that accepts the rul eset before the ruleset is
actual ly inpl enmented.

Is it your opinion that that activity would
be outside the scope of the clains?

A That depends on what you nean by
"“distributed."

So if by "distributed," you're referring to
an initial distribution, | disagree that that is
taught in Law or that it would be obvious fromthe
teachi ngs in Law.

If by "distributed" you instead are
referring to an update to a ruleset, then | believe
that Law does teach that you could have a display
t hat appears on the graphical user interface that

then the operator would click onto accept the update

10: 14: 56

10:15:19

10: 15: 45

10: 15: 56

10: 16: 12
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into the system but that that update as taught in
Law, would not be autommtically generated by the
Firm 305

Q Because the operator has to accept the rule;
is that right?

A If you're referring to the |last part about
why the update coming fromFirm 305 is not
automatically generated, that is due to other
teachings in Law.

It doesn't necessarily have bearing on the
guestion of whether or not the operator clicks to
accept it.

Q Before we go there, let's go paragraph 24 of
Law. You agree that this describes one enbodi ment,
correct?

A Yes. This is in the summary section of Law
and so it does indeed describe one enmbodi ment.

Q So the teachings fromthis paragraph

woul dn't necessarily apply to all enbodi nents, would

t hey?
A It depends what you're referring to as the
teachi ngs of this paragraph. |In this paragraph, it's

t al ki ng about an embodi ment using an objection having
a programmbl e interface that comunicates with a

particul ar process control systemdevice. So it's

10: 16: 38

10:16: 52

10:17: 17

10:17: 31

10: 18: 20
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tal ki ng about the functionality with respect to this
object. So that is a person of ordinary skill in the
art woul d understand that that is a specific

enbodi ment, but then sentence | read is then talking
about a general teaching that then would be focused
in on this enbodi ment that uses an object.

Q The sentence that you relied on, let's just
read the end, the second to |last sentence: "If the
network traffic received at the secured device
viol ates one or more of the rules, the object denies
the network traffic access and displays an alarmin
an operator interface of the process control system™

| believe that's the sentence you relied on
for your opinion that operator involvenent is a
requi rement rather than an optional feature; is that
correct, Dr. Goodrich?

A Yes. That was one of the sentences that |
relied on in responding to your question

Q And that sentence refers to the object,
whi ch you just explained was one of the aspects of
this specific enbodi ment, correct?

A That is correct and then a general teaching
with respect to that specific object.

Q VWhat in Law -- what in this paragraph

expl ains that that specific teaching is a requirement

10:18: 39

10:19: 22

10:19: 38

10: 19: 52

10: 20: 13
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for all enbodiments as opposed to this specific
enbodi ment ?
A I think you' re m sunderstandi ng what |'m

saying here. \What |'m saying, to be clear, is that

the teaching in paragraph 24 is with respect to the 10: 20: 28

obj ect enbodi nent as we just discussed, but the

general teaching is that the operator interface is a

critical conponent and requirenent in the system

And so that is what I'minferring to fromthat

sent ence. 10: 20: 48
That in a specific enbodi ment using an

object, we still see that operator interface is

required.

Q Go back to your opinion that the received

ruleset -- that the rulesets received by the 10: 21: 39

firewalls 146 in Law fromthe Firm 305 do not include

the rulesets initially inplenented by the firewalls

and | believe there was sone di scussion that in your

view, the ruleset data provided by the Firm 305 is

data that can be used in constructing rul esets, but 10:22:19

not the actual rul esets.
Is that the reason why you wouldn't think

that the ruleset initially inplenmented by Law woul d

have been received?

MR. PRICE: Objection, form 10: 22: 48
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THE W TNESS: | believe you're
m scharacterizing what | state. So | believe very
clearly, you spell out the support that | have for

why the initial ruleset is entered by the operator

and is not received fromthe Firm 305. | speak to
that in several paragraphs in my declaration. If we
want to go to any of those, | would be happy to do

t hat .

But | don't agree with your characterization
of my testinmony in the preanble to your question.
BY MR. DETRI XHE:
Q As we previously read in paragraph 88, Law
di scl oses that the Firm 305 constructs rul esets 147
and distributes those rulesets to the firewalls.
So ny question to you is, is there any
teaching in Law that states that the distributed
rul esets cannot include the initial ruleset?
A I don't agree with your characterization of
paragraph 88. W had discussed this earlier. |
t hought | had clarified this, nanely that
paragraph 88 is referring to updates to the rul esets,
hence the rul eset data and what it's referring to as
it's rulesets in this context is we're referring to
updates to the initially produced rulesets that were

created by the operators, and | believe that's clear

10: 23: 03

10: 23: 19

10: 24: 00

10: 24: 20

10: 24: 39
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fromthe teachings in Law and that it would not be
obvious to junp to the alleged configuration that you
had mentioned in your question absent hindsight.

Q If Law explicitly discloses providing
updated rul esets, why wouldn't it have been obvious
to a person of skill in the art to also provide the
initial rulesets?

A Because as | had answered earlier, a person
of ordinary skill in the act would understand Law to
be teaching about very specialized plants such as
nucl ear power plants that have very specialized
equi pmrent, hence generic rul eset would not be
applicable in this context, hence, and indeed it
explicitly states that the operator creates the
initial rulesets.

The operator, knowi ng the specific
configuration, specific hardware, specialized
equi prment that it's using, and then would all ow for
updates to those initial rulesets fromthe Firm 305
for such things as generic conponents that are then
used in these specific scenarios.

But the specific scenarios require
speci alized rul esets.

Q If a generic ruleset would not be -- if the

initial ruleset would not be applicable, why would

10: 24: 59

10: 25: 16

10: 25: 40

10: 25: 58

10: 26: 13
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updat ed rul esets be applicable?

A Because speci alized hardware such as is
referenced in Law and di scusses even how you can do
speci ali zed configurations of these devices that
allow for what it refers to as bypass functionality,
it shows schematic diagrams of these valves and
processes, for exanple, in figures 9 and 12 could
nevert hel ess have conponents that would be, for those
parts of them things that generic rules could apply
to, but because of the specialized nature of the
device, a generic rule does not apply but there could
be conponents that are referenced in the rules that
then woul d be needi ng updating, that then could cone
fromthe Firm 305.

Q So in your view, if | understand correctly,
the rul esets provided by Firm 305, only include
generic rules and not rules that are specifically
targeted to the environment of particular fires 146
or the system protected by those firewalls?

MR. PRICE: Objection, msstates testinmony.

THE WTNESS: | would answer it the way |
did before, that you were asking about why it would
not be obvious to do the nmodification that you are
contenplating and that's what | was trying to explain

to you.

10: 26: 40

10:27:13

10: 27: 32

10: 27: 58

10: 28: 15
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When we | ook at the big picture aspect of
what is taught in Law that, that nodification would
not be obvi ous.

BY MR. DETRI XHE:

Q Because in your view, the Firm 305 doesn't
know t he particular details of the system protected
by firewalls 146; is that right?

A Yes, for exanple.

THE REPORTER: |Is this a good spot for a
qui ck bat hroom break?

MR. DETRI XHE: We can take a break.

MR. PRICE: Works for ne.

(Recess taken.)

MR. DETRI XHE: Back on the record.

THE W TNESS: Before you ask anot her
guestion, may | anmend an earlier answer?

BY MR. DETRI XHE:
Q Wi ch answer ?
A To the question of what support do | find in

t he patent specification of Law to support ny view

that user -- operator input is required.
Q Yes, please do.
A So additional support is also found, for

exanple, in Figure 13 and the acconpanying text from

the patent application specification that explains

10: 28: 29

10: 31: 47

10:41: 14

10: 41: 22

10: 41: 42

Page 40

Veritext Lega Solutions
Caendar-CA @veritext.com 866-299-5127

Keysight Technologies Ex. 1018

Page 40 of 117




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

that Figure 13 is showi ng an exanple of rul eset user
i nterface.

And we see, for exanple, in Figure 13, a
columm 1324 that requires the operator to click on a
rule to enable it and |likew se, we see in Figure 13
speci fic addresses such as 10.4.0.0 and
232.108.116.118 that would be specific to a specific
configuration.

And simlarly, when we go to paragraph 103,
we see that a ruleset can include hardware specific
addr essi ng and/ or human readabl e addresses to be
referenced by domain nane server, and so this is
addi tional evidence that generic rulesets fromFirm
305 woul d not be applicable in the context of Law
because of the specialized nature of the networks and
devi ces taught in Law.

Q Thank you, Dr. Goodrich

Before the break we had been di scussing your
interpretation of Law that the initial rul eset
i mpl emented by Law s firewalls are manually
configured by an operator

So | would like to ask, in your view, would
the operator request a rule update fromthe Firm 305
before the initial inplementation of that rul eset?

A I don't see anyplace in Law where that is
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taught. |s there a place in ny declaration or Law
where you feel that is taught or discussed?

Q I f an update isn't perfornmed before the
initial inmplementation of the ruleset, wouldn't there
be a risk that the initially inplenmented rul eset
woul d be out dat ed?

A I'"msorry, | don't understand your question.
What is the context of this question?

Q I"'mreferring to your view that an operator
is solely responsible for the initial inplenentation
of the rul eset w thout having done any updates to
that rul eset.

So ny question is wouldn't the rul eset be
outdated when it's initially inplenmented?

A I'"msorry, | don't understand your question.
It seens to be self-contradictory. Your question
itself appears to be self contradictory.

Q How so?

A You're referring to an initial rul eset that
has an update before it even exists. That seens
self-contradictory to ne.

Q I"'mreferring to -- it's my understandi ng of
your opinion that the operator nanually generates or
con figures an initial ruleset that is inplenented by

the firewall; is that not correct?

10: 43:52

10: 44: 09

10: 44: 29

10: 44: 44

10: 45: 05

Page 42

Veritext Lega Solutions
Caendar-CA @veritext.com 866-299-5127

Keysight Technologies Ex. 1018

Page 42 of 117




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

A. That part is correct.

Q Wuldn't there be a risk that that initia
rul eset is outdated?

A That's the part | don't understand your
guestion. That seens self contradictory.

As we tal ked about earlier, an initial
ruleset is a ruleset that is configured for specific
hardware and configurations and we went over an
exanple in Figure 13 that shows that specific
configurations, and as we tal ked about earlier today,
there could be conmponents in a ruleset that are
referencing generic things that then in the future,
woul d be updated, but it doesn't nmake sense to talk
about updates to an initial ruleset that then would
exi st before the initial rul eset exists.

Q Woul d you agree that a central purpose of
Law s updates to the rulesets that are distributed by
the Firm 305, are to maintain protection for the
network and that if those rul esets were not updated,
that would be contrary to the goal of protecting the
net wor k?

A I''m not disputing that updates are useful
and taught in Law. That they are updates that are
taught in Law. They come fromthe Firm 305 that, in

my opinion, are not automatically generated, but then
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t hose updates cone to already existing rul esets that
were i nput by the operator -- that the initia
rul esets did not come fromthe Firm 305.

Q Woul d you agree that a central purpose of
Law is to mtigate the risk of a network attack into
the systen?

A. I don't dispute that. Law teaches that it
is protecting against external network attacks.

Q So let's | ook at paragraph 10, the | ast
sentence that states: "Any external connection into
a process control system network presents a possible
poi nt of attack into the system" correct?

A Yes, it says that.

Q And right belowit, top of paragraph 11, it
states that: "Network devices such as firewalls
typically provide security for process contro
networks and mitigate the risk of network attacks,"
correct?

A Yes, this is in the background section,

description of related art.

Q I would like you to turn to paragraph 53 of
Law.

A | am there.

Q The second sentence states: "The process

control system 100 may i nclude one or nore subsystens
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105a, 105b, one or nore process control networks
150a, 150b and one or nore process controllers 110
comruni catively connected to one or nore host work
stations or conputers 120-122 (which may be any type
of personal conputers, work stations, etc.), at |east
one having a display screen, via one or nore network
devi ces 146 over a process control network 150."

So my question, as we've just seen in
paragraph 53 of Law refers to both a process contro
network 150, as well as one or nore process contro
net wor ks 150a, 150b, correct?

A Yes, and a person of ordinary skill in the
art woul d understand that when Law is referring to
the process 150 network, that it's referring to
ei ther 150a or 150b.

Q Let's look at figure 1A of Law

A | am there.

Q On the left side is process control network
150a, correct?

A Yes, | agree.

Q And on the right is process control sub
net wor k 150b, correct?

A. Yes, | agree.

Q And in figure 1A, there is a firewall, but

in general, the networks are separated by the

10:49:10
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i nternet 155, correct?
A. Yes, that is correct.
Q Now let's look at figure 1B, and again on

the left side is process control sub network 150a,

correct?
A. Yes, | agree.
Q And on the right is process control sub

net wor k 150b, correct?

A. Yes, | agree.

Q And here, those two sub networks are joined
by a network access device 149c, correct?

A I would instead characterize this that they
are separated by a network access device 149c just as
we' ve tal ked about how they're separated by the
internet as shown in figure 1A

Q I n meking that connection, the network
access device 149c all ows comuni cati on between sub
net wor ks 150a and 150b, correct?

MR. PRICE: Objection.

THE W TNESS: Law teaches in paragraph 51
"Figure 1B is an alternative enbodiment illustrating
a cross-system connection between the subsystem 105a
and 105b i ncluding an UTMsS-configured network access
device 149c that may or may not include a rul eset

such as rul eset 151c as herein described and may
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control different types of process control network
connections as described bel ow. "

So if your question is does that network
access device all ow comuni cations between the |eft
side and the right side, a person of ordinary skil
in the art would understand that it does, provided
that those communi cati ons do not violate the rul eset
151c.

BY MR. DETRI XHE:
Q Thank you, Dr. Goodrich

I think if you |l ook over in paragraph 51
goi ng down to paragraph 53 states it is |ast
sentence: "While the process control system 100 of
figure la shows only two process control subsystens,
105a and 105b communi cati ng over internet 155 as a
WAN, and the process control systens 100 of figure 1b
showed only two process control systens 105a and 105b
comruni cati ng over a LAN, a process control system
100 may include any number of subsystens, as well as
devi ces, modul es and conponents that are
comruni catively connected to each other through any
type of connection, including internet, LAN,
wireless, twisted pair cable, optic fiber, etcetera,
to nane only a few. "

Does that portion of Law confirm your

10:54:51
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understanding in figure 1B the network access device
149c provides for communi cati on between sub networks
150a and 150b?

A Yes, this is consistent with what | said.
Provi ded that those communi cati ons between those two
separate sub networks does not violate the rul eset
151c, then they are all owed.

Q In this figure 1b enbodi nent, that
communi cation does not occur over internet, does it?

A It does not in this case. |It's going
bet ween two separate sub networks using this network
access device 149c.

Q I would like to go down to figure 3 and here
again on the left side, we have process control sub
network 150a and on the right we have process contro
sub network 150b, correct?

A Yes, | agree with that.

Q So in this figure at the top we see a dotted
line connecting firewalls 146a and 146b separated by
the internet 155, simlar to what we saw in figure 1la
and then in the mddle, we see a network access
devi ce 149c al so connecting the sub networks 150a and
150b, simlar to what we saw in figure 1b, correct?

A I would characterize it the way | did

before, that indeed, the network 150a on the left is
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separated by the internet and now al so separated by
the network access device 149c from are the sub
network 150b on the right.

Q Wth regard to the connection of sub
net wor ks 150a and 150b, the network access device
149c, that doesn't occur over internet, does it?

A. If by that question you're referring to
comruni cations that flow through the network access
device 149 ¢, those communications in this exanple
woul d not necessarily flow through the internet 155.

Q So let's assune that those communi cati ons,
all of the conmunications flow ng through network
access device 149c are part of the |ocal network, a
LAN enbodi nrent as described in figure 1b and not over
the internet, as | think you just said is a
possibility. 1In that situation, couldn't subnetworks
150a and 150b be considered a conbi ned network?

MR. PRICE: Objection.
THE W TNESS: No.
BY MR. DETRI XHE:

Q Why not ?

A | speak to this in my declaration. There is
multiple teaches in Law that explain that the sub
network 150a and 150b are separate and that they

woul d have, for exanple, separate specialized
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devi ces, separate functionalities, that then it would
not be obvious to conmbine theminto a single network
ei t her.

Q I'"I'l ask you a hypothetical. | would like
to understand -- putting Law aside for the nmonent,
let's just say | have one network which I'Il call a
and anot her network which I'Il call b and let's say |
have a single wire connecting the two, not through
the internet, but just one device let's call it a
net wor k access device joining those two networks a
and b.

So my question is what -- would it be fair
to call those conbined -- the conbination of networks
a and b as a single network, let's say ¢, and if not,
why not ?

MR. PRICE: Objection as to form

THE W TNESS: That depends on the context of
how t he networks are connected and what their
respective functionalities are. So if in the a
system such as Law where there is highly sensitive
devi ces on each side and you want to isolate the risk
of attacks, then no, they would not be considered as
a joint network, but there nay be other context
that's have nothing to do with specialized equipment

that woul d then depend on the context whether or not
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that woul d be considered as a single network.
BY MR. DETRI XHE:

Q G ve nme an exanple where in ny hypothetica
and those networks a and b were conbined that you
woul d say would be fair to consider the conbination
network c¢c as a single network, rather than two
separ ate networks?

A Sure. So first you would need to connect
them not with a network access device as is taught
in Law that has rul esets associated with it for
comuni cati ons.

I nstead, you would have to connect themwth
say a switch that always routes packets between the
two and never bl ocks, never applies rules at all

And then secondly, you would al so have to
have both sides be considered a part of the sane
enterprise, such as say a hone network where the
first floor would be the network on the left and the
upper story would be the network on the right and you
woul d connect themwith a device that does not have
any of the properties of the network access device
149 as taught in Law.

Q Thank you, Dr. Goodrich

Continuing with this exanple, let's work

fromthe opposite direction. So let's say going with
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your hone exanpl e,

let's say | have a single firewal

going out to the internet, but then -- let's say |

have a conputer connected to the firewall and then

let's say it branches out into a first floor a and

second floor network b, each with their own conmputers 11: 05: 22

and what not connected to them Wbuld you consi der

those networks a and b for the first and second

floors to be part of my honme network?

A In this exanple when you had this first

computer connected to the internet and then it is 11: 05:53

connected to the first floor and the second fl oor

computers, are those direct connections objection are

t hose goi ng through a switch, a hub, or a router?

Q Let's initially assune that they go through

a switch.

11: 06: 14

A How is that switch configured? How do you

connect it to those other conponents?

Q So to clarify, | understand that it's your

opi ni on whether that the hone network can be

consi dered a single network, depends on how t hose 11:06: 34

connections are made and what functions are perforned

by the switch; is that right?

A. Yes, because it matters.

Q Soif I

if the switch is,

under st and your opinion correctly,

let's say a smart switch and 11: 06: 52
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i mpl ements some kind of rules or filtering, in that
scenario then the two sub networks a and b woul d be
different or separate networks in your term nol ogy;
is that correct?

MR. PRICE: Objection, foundation.

THE W TNESS: That al so depends on the
context. There is a lot of details in this
hypot hetical that | need clarification for.
BY MR. DETRI XHE:

Q What details would you need?

A What is the connections, how are they
connected? Let's start there, because now you' ve
said different connections existing that seemto be
contradi cting what you said earlier. So I'mlosing
the picture.

Q Quite sinply there is a switch and one port
to the switch routes to, let's say the ground fl oor
and then another port on the switch has a wire
connected to the upper floor and I'm going to cal
t hose sub networks the ground floor, sub network a
and the upper floor, sub network b and there is a
single switch separating the two.

Does that help, Dr. Goodrich?
A. Earlier you had said there is also a

computer that is connected to internet. Is that now
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no | onger a part of this scenario?

Q It still is.
A So how that connected in this hypothetical?
Q The conputer is also connected to the

switch, let's say.

A In this exanple, how do the computers in
this configuration access the internet?

Q Let's say there is a firewall connected to
the switch.

A So to be clear, all three conputers to
access internet, nust get through the switch and then
to the firewall to then get out to the internet,
correct?

Q Correct.

A What is your question in this context?

Q Woul d you consi der the ground fl oor network
a connected to the switch, to be on the sane network
as the upper floor network b connected to the switch
or does it depend on whether the switch inplenments
rule filtering for traffic that goes between the
ground floor sub network a and the upper floor sub
network b?

A In this hypothetical, it would at | east
depend on that configuration of the switch, whether

or not it's perfornming rules and such things. |
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woul d need nore tinme to analyze details of this to
give you a definitive answer.

Q I think | understand what you're saying
which is if that switch is inplenmenting rules that
woul d occasionally block or potentially block traffic
going fromthe ground floor network a to the upper
floor network b, that in that case, you woul dn't
consi der those two to be on the sane network; is that
right?

MR. PRICE: Objection.

THE W TNESS: Not necessarily. Again,
woul d need nore tinme to study the details to give you
a definitive answer.
BY MR. DETRI XHE:

Q What details would those depend on?

A There is a lot of still details that are
m ssing in this hypothetical, such as, how does this
switch performthose functions? Are the packets
routed? How are the I P addresses or whatever network
addresses you're using distributed. There are a I ot
of details here that are m ssing.

Q Can you give an exanple of those details
where you woul d consider the two networks to be on
the same network and that another exanple of those

details where you woul d concl ude that those networks
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a and b are not on the sane network?

A Sure. For exanple, if the switch is a dunb
switch that does not do any rule processing at all
passes all network traffic through the switch to the
ot her side and the addressing of the devices on al
the side is all part of the sane network address
space, possibly some other details, | would consider
that to be a single network, whereas if any of those
things fail, so such as a network switch having rules
to block traffic between the two or not, or if the
two sub networks have inconpati bl e addressing
schenes.

There may be other details | would want to
t hi nk about nmore to give you a conplete answer, which
woul d take nore time, but that could be an exanpl e of
sonet hi ng where the two networks woul d be consi dered
separ at e networKks.

Q Thank you, Dr. Goodrich

I think I am begi nning to understand your
opi ni ons.

So I'lIl just ask one follow up. Let's say
the device that separates sub networks a and b
initially I call thema switch, now |'m going to cal
them a router because | would Iike you to assume on

sub network a, it has an address sub space of one
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type. Doesn't matter what type it is. It could be
192.168 is a conmon mask for the initial eight bytes
of an I P address, and then let's say the other
network b for the upper floor has a different address
base.

Let's say it also uses its own 192. 168 mmsk.
In that situation, would you consider those two
networks a and b to be separate networks?

A I'"msorry, | lost the hypothetical. | no
| onger can answer that question. | don't know of
such a router and how it would function, just sitting
here today.

Q Let's say the router perforns address
transl ati on between the sub networks a and b. In
that scenario, would you consider sub networks a and
b to be separate networks that are not part of the
same network?

MR. PRICE: Objection, inconplete
hypot heti cal
THE W TNESS: When you say that now the
router is perform ng address translation, what do you
mean by that?
BY MR. DETRI XHE:
Q | believe that's a termthat you referred to

in your answer earlier
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A. | don't recall having said that: Wat did
you mean in your question?

Q You don't have a famliarity with the term
"address translation"?

A It has a broad context. What context are
you using it for?

Q What are the different contexts with which
you' re aware of ?

A There is devices that exist in networks that
perform functionality that is referred to as network
address transl ation, but that doesn't seemto |line up
with what you are explaining in your question.

Q Let's give an overvi ew of what network
address translation refers to in your view.

A Sure. So that al so depends on context, but
one exanple of network address translation is routing
devi ce which has on one side what it would locally
consider to be an inside network, and then what it
woul d refer to on the other side as an outside
network and what it can do is for packets that are
comng fromthe inside network that have a certain
source address and port nunber, it can do what is
call ed a network address translation to change the
sour ce address and port nunber for the outgoing

packets to then be the address and port nunber that
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is being used by the network address translation
devi ce.

And then |ikew se when packets come in to it
usi ng that address and port, it can translate that,
if you will, to the | ocal address and port of the
device on the inside network

Q So in your answer, you refer to outside
networ ks and inside networks. |Is it possible for
there to be nmultiple |ayers of network address
transl ati on such that with respect to traffic in the
what you called inside network, that there are
further networks inside of that network, and for
traffic going between those networks, network address
translation is also perfornmed?

A That's all possible. You can nest, if you
will, the topol ogy of how you configure network
address transl ation devi ces.

Q And wi th that background, for nested network
address transl ati on devices, would you consider those
to necessarily be on different networks?

A | still need nore details about what you
mean by this to answer your question

Q Just in the sinple exanple that | believe
you described of a nested network address translation

scenari o.
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A. Ri ght, but what | referred to as a nested
net wor k and address translation scenario actually
enconpasses many different topologies, so to answer
your question would need nore details about the
topol ogy in this hypothetical

Q Maybe a better way to ask woul d be, would
you be able to provide one exanple involving tested
networ k address translation that gives rise to what
you woul d consider to be a single network and anot her
exanmpl e entailing nested network address translation
that gives rise to separate networks?

A To do so would require nmore time. |'m not
prepared to do that today unless you believe there is
a place |I've addressed it this in either of ny
declarations. | don't remenber addressing this
guesti on.

Like | said earlier, there is a |lot of
vari abl es when we do nesting of network address
transl ati on devices. Many topol ogi es are possible.

Q I would like to try to summarize this
di scussion and so ny central objective is trying to
under st and how a person of skill in the art would
ascertain whether two sub networks are separate
net wor ks when they are joined through a network

address transl ati on device or whether they would be
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part of a single network, and if | understand your
opi nions correctly, if that network address
transl ati on device potentially filters traffic

bet ween the two sub networks based on rules, that
woul d be a factor that in your view, you would
consi der those to be separate networks.

And that another factor would be if network
address translation is performed between the two sub
networ ks, that that woul d be another factor
indicating to you that those two would be different
networks; is that fair?

A Those are exenplary exanples, and then in ny
decl aration, beginning at paragraph 59, | go into
specifics with respect to Law and we can di scuss
those as well.

Q I would I'ike you to | ook at paragraph 63 of
your declaration with respect to the '266 Patent,
Exhi bit 2012.

A I'mthere.

Q Here you have | abeled the network access
devi ce 149c a perineter device, correct?

A Yes.

Q You woul d agree that the fair walls 146a and
146b al so are perineter devices, correct?

A I don't disagree with that.
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Q Is it your understanding that the network
access device 149c is to be considered a perineter
device, then it would performthe sane filtering
functions as the firewall 146a?

A |'"msorry, could you repeat the question?

Q If as you just said network access device
149c is to be considered a perineter device, it would
performthe same rule filtering functions as the
firewalls 146a and 146b, correct?

A No, | disagree.

Q VWhy is that?

A Because it has a different topol ogi es and
di fferent connections. So it would have a different
ruleset that it would apply and we can see that
support for that, for exanple, in Figure 13 and its
assunption text, as well as paragraphs 51, 52 and 92
from Law

Q Putting aside the question of whether the
rul eset inplenmented by it is the sane or different,
for now !l would Iike you to assune it's the sane
rul eset, which I know is not your opinion, but
hypot hetically, please assune that it is applying the
same rul eset in that scenario, would the functions
performed by firewalls 146a and network access device

149c be the sane?
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A. I'"'msorry, | don't see how that could be a
functional system For exanple, when we go to
Figure 13 in Law, we can see that rul esets are
configured with very specific information with

respect to network addresses and the respective sides

with "from address and "to" addresses. | don't see
how t hat hypot hetical would be functional and hence,
I cannot answer your question
Q Ms. Anderson, could you please load into
Exhi bit Share, the '266 Patent, which has previously
been marked as Exhibit 1, and | PR 2023-445.
And, Dr. Goodrich, please |let ne know when
you see it.
Dr. Goodrich, please |let nme know when you
see the ' 266 Patent.
A | have it now
(The docunent referred to was marked as
Exhibit 4 for identification and is attached hereto.)
BY MR. DETRI XHE:
Q Turn to claim1l, please, specifically colum

21 beginning at line 13 and let me know when you're

t here, please.

A I amthere.
Q So this limtation of claim1l of the
'266 Patent recites: "One or nore first packet
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filtering rules of the first set of packet filtering
rul es conprised packet matching criteria
corresponding to one or nore network addresses and
were automatically created or altered by the security
pol i cy managenent server."

Do you see that?

A. I do, and then it goes on with other
limtations.
Q Correct. | would like to focus your

under st andi ng of the security policy managenent
server that automatically creates or alters packet
filtering.

First, would you agree that the claim
requires that a security policy managenent server
automatically create or alter packet filtering rules?

A. Yes, | agree.
Q I n your understanding of the claimlanguage,

can the security policy nanagenent server be owned by

a conmercial entity and still satisfy the claim

| anguage?
A I"mnot follow ng your question, |'msorry.
Q I'"masking and interpreting this claim

| anguage, can the security policy managenent server
be opened by a commercial entity and still satisfy

t he cl ai m| anguage?
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A. I"'mstill not follow ng your question

Q Sure, no problem Let me rephrase
differently.

Is there any requirenment in claim11 that the
security policy managenent server not be owned by a
comrercial entity?

A. |"msorry, this is comng in fromleft
field, I'mnot understandi ng your question at all
What are you aski ng?

Q | believe you just agreed that claim1
requires a security policy managenment server that
automatically creates or alters the path filtering
rules and so nmy question to you is whether there is a
requirement in claimone that that server be owned or
not be owned by a commercial entity? O if you have
no opinion on it, that's fine as well.

A I''m not understanding your question, but if
by your question you're referring to some claim
| anguage that comes after that, that says that: "The
one or nore network addresses and are automatically
created or altered by the security policy mnhagenent
server based on aggregated malicious traffic
i nformation received fromat |east one third party
mal i ci ous host tracker service located in one or nore

networ ks, other than the network protected by the
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packet security gateway."

So if by your question, you're now referring
to the third party nmalicious host tracking service, a
person of ordinary skill in the art would understand
that to have its plain and ordinary neeting.

Q I"'mreferring to -- let's scroll up alittle
bit inclaim1, colum 21, line 3: "Receiving, by
t he packet security gateway and from a security
pol i cy managenent server, external fromthe network
protected by the packet security gateway, a dynanic
security policy conmprising a first set of packet
filtering rules to be applied to all that work
traversing the boundary."

Do you see that limtation?

A Yes, | see that.

Q So that limtation requires that a packet
security gateway receive a first set of packet
filtering rules froma security policy managenent
server, correct?

A Yes, | agree with that.

Q And that server nmust be the external from
the network protected by the packet security gateway,
correct?

A. | agree with that as well, just based on the

cl ai m | anguage.
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Q So ny question is regarding the server that
provi des that ruleset, are there any limtations in
the claimthat specify one way or another, whether
that server is owned by a comercial entity?

A That's the part of your question | don't
understand. Conmercial entity in this context.

Q Any type of business, for exanple, or any
person that's running the business?

A I"'mstill not following howthis -- |I'm not
followi ng your question, sorry. | do speak about
Firm 305 being a commercial entity and what are the
i nplications of that with respect to the Law
reference

Q Right. And --

A Am | answering your question in that context
or a different context?

Q I'"masking in the context of the claim
| anguage, | do not see in reading the entirety of
claiml1, any limtation that specifies whether or not
the security policy managenent server is owned by a
comercial entity and |'m just asking, do you think
ot herw se?

A Is there a place in ny declaration where you
believe |I've addressed this? Like |I said, | do

address commercial enterprises with respect to Firm

11: 33: 44

11: 34: 26

11:34: 41

11: 35: 03

11: 35:17

Page 67

Veritext Lega Solutions
Caendar-CA @veritext.com 866-299-5127

Keysight Technologies Ex. 1018

Page 67 of 117




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

305 in the Law reference, but | don't recall having
addressed this question with respect to the claim
| anguage of the '266 Patent.

Q Dr. Goodrich, in form ng your opinions you
were required to read the claimlanguage and
interpret the claimlanguage according to how a
person of ordinary skill in the art would have
interpreted the claimterns, correct?

A Yes, | agree with that.

Q So based only on that exercise that you said
you' ve done, when reading claim1 of the '266 Patent,
do you see any requirenment that the server that
provide the rules to the packet security gateway
that, that server be owned or not owned by a
comrercial entity?

A And | still don't understand the question
| believe | do understand the clai mlanguage of the
'266 Patent, but | still do not understand your
guestion. \What do you mean by "commerci al
enterprise"” in the context of your question?

Q So you can't answer that because you don't
know what a commercial enterprise is?

A That is not correct. |Instead what |'m
saying is | don't understand what you're referring to

as a comercial enterprise in your question.
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Q Any busi ness entity, a conpany and

cor poration?

A You're asking if a corporation owns the
security policy managenent server, how -- |'mstil
not follow ng my question, |'msorry.

Q So in reading claim1, | do not see any

prohi bition that the server not be owned by a
comercial entity such as a conpany and |'m just
asking, do you disagree with that?

A | read the claimlanguage as it's witten
and with respect to the claimconstructions that |
di scuss in ny declaration, hence when | read and
beli eve a person of ordinary skill in the art reads
that the security policy managenment server is
external fromthe network, protected by the packet
security gateway and that it is automatically
creating and altering rules based on traffic
information received fromat |east one third party
mal i ci ous host tracker service, that those phrases
have their plain and ordi nary meani ngs.

Hence, dependi ng on what you nean by a
special entity, those could have inplications with
respect to whether or not we consider sonething to be
external or if it's a third party malicious host

tracker service
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So other than that plain and ordinary
understanding, | don't see any other limtations just
sitting here today that specifically address
owner shi p.

Q Thank you, Dr. Goodrich

Suppose a commercial entity |like a conpany
owns the security policy managenment server and
would |ike you to assune that it's external -- the
server is external to the network protected by the
packet security gateway, would it be possible to
satisfy the claimlanguage if that server is overseen
by an I T personnel at that conpany?

Let me ask differently, Dr. Goodrich. Going
back to the limtation we first discussed requiring
that the rules be automatically created or altered by
the security policy managenent server, do you
understand that limtation to require the server to
generate the rules without any involvenent by an IT
personnel that works at a conmpany that owns the
server?

A | understand "automatic" to have its plain
and ordi nary neaning, that the generation itself,
that process of creating or altering is itself
automatic, that that process does not involve human

intervention in order to success. It can be
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configured and set up by humans, but the automatic
creation and altering is automatic as the clains
require.

Q W t hout human invol venent, correct?

A Correct, for that part. The automatic
generation or altering.

Q Thanks. | just wanted to nmke sure
under st ood how you interpreted that |anguage.

Ms. Anderson, could you load into
Exhi bit Share the '474 Patent previously marked as
Exhibit 1 in | PR 2023-44H.
(The docunent referred to was marked as

Exhibit 5 for identification and is attached hereto.)
BY MR. DETRI XHE:

Q Dr. Goodrich, let me know when you see that.

A | have that in front of ne.

Q I would like to direct your attention to
claim1 which is in colum 25 of the '474 Patent.

A I'mthere.

Q And the proceeding limtation that begins "
believe" in line 37?

A | see that.

Q This limtation recites receiving by the
packet security gateway, and fromthe security policy

managenent server, a dynam c security policy
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conmprising packet filtering rules where in one or
nore of the dynam c security policy or one or nore of
the packet filtering rules of the dynamic security
policy were automatically created or altered by the
security policy nmanagenent server based on malicious
traffic information, and the clai mlanguage
conti nues.
Do you see that portion of that linmtation
Dr. Goodrich?
A You m ssed one word, but that's very close
to the I anguage of the claim
Q Whi ch word did | mss?
A You did not say "both," you said "nore."
And that's in the context of line 40 of colum 25.
Q Thank you, Dr. Goodrich
So again, would you agree that the context
of this limtation be security policy managenent

server, provides rules to the packet security

gat eway?
A | agree.
Q And woul d you agree that the server is

required to automatically create or alter those

rul es?
A. | agree.
Q So in your understanding of this claim

11:43:58

11:44:12

11: 44: 27

11: 44: 55

11:45: 11

Page 72

Veritext Lega Solutions
Caendar-CA @veritext.com 866-299-5127

Keysight Technologies Ex. 1018

Page 72 of 117




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

| anguage, do you understand that the creation or
alteration of rulesets must be done w thout human
i nvol vement ?

A " musing the plain and ordinary
under st anding of automatically created or altered to
a person of ordinary skill in the art based on the
speci fication and understandi ngs of a person of
ordinary skill in the art, which in this context,
nmeans that the creation or altering is done without
human intervention, but configurations that lead to
that could involve human intervention

Q Is that last part, configurations that could
| ead to human intervention, would that be within the
scope of the claimlanguage?

A No. Only configurations that would lead to
automatic creation or altering.

Q So let's say | have a server, a computer
that can generate rul esets automatically, but in the
pi pel i ne before those rules are distributed, there is
an operator or engineer that has the same built to
tweak or nmodify the rules. | understand your
under st andi ng of the claimlanguage correctly that
woul d be outside the scope of the claimrequirenents,
correct?

MR. PRICE: Objection
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THE W TNESS: That depends on context. |
need nore details to answer that question.
BY MR. DETRI XHE:

Q What context would that depend on?

A What do you nean by tweak and how t hat woul d

be perforned?
Q Let's say nodify a ruleset, a rule within
the rul eset.
A Where would this occur in the pipeline?
Q After the server generates the rules, but

before the rules are distributed to the security

gat eway?

A I don't recall this being a question that
cones up in ny declaration. |Is there a place in ny
decl aration where you feel |'ve addressed this?

Q Not specifically. I'mjust trying to

under st and your view of the claimlanguage.
A I would need nore tinme to answer that
guestion. That's not sonething | believe was
requi red to understand the | anguage of the clains.
Q So if | understand correctly, you don't
prohi bit human involvenent in nodifying the rul eset
before it goes out to a custoner. So long as the
ruleset was initially created by the server without

human i nvol venent; is that correct?
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MR. PRICE: Objection.

THE WTNESS: [I'mstill not following, I'm
sorry, what you're asking.
BY MR. DETRI XHE:

Q It's a critical question to understanding
when the claimis invalid or not to understand your
opi ni on on whether human invol verent is prohibited or
not in the generation of the rul esets.

To the extent human invol venent is
permtted, how nuch and when?

MR. PRICE: bjection.

THE W TNESS: What is the question then?
BY MR. DETRI XHE:

Q My question is in your view, does the claim
| anguage excl ude a human operator from nodi fying a
rul eset created by the server, before it is
distributed to the security gateway?

MR. PRICE: Objection, inconplete

hypot heti cal

THE WTNESS: |I'mstill not quite follow ng
what is in this scenario. |f your question is about
the "or" |anguage, nanmely when it says -- |let nme nmake
sure | get the right patent here, it says: "Werein

one or both of the dynamic security policy or one or

nore of the packet filtering rules of the dynanc
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security policy were automatically created or altered
by the security policy managenent server.”

So if your question is what if other things
happened to the security policy -- the dynanic
security policy or the one or nore packet filtering
rules after they were automatically created, ny
opinion is that if they were automatically created,
that woul d satisfy being automatically created or
al tered.

BY MR. DETRI XHE:

Q Even if they were subsequently nodified by a
person?
A I don't see that being ruled out here, that

namely, it has to be automatically created or altered
by the security policy managenent server and that's
what's required.

Q I would like to direct your attention to

paragraph 92 of Law. |It's the first exhibit we

| ooked at.
A. I'mthere.
Q So | ooking at the last couple sentences,

would like to read them beginning with the sources
315.
A | see that.

Q So it states "the sources 315 may create the
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threat data 310 by nonitoring, defining and anal yzi ng
potential and known threats to the security of the
process control networks 150. For exanple, data from
the Vulnerability Research Service, (VRS) of Assurent
Secure Technol ogi es, the Conputer Energency Response
Team (CERT) of Carnegie Mellon University, Secunia,
end user research and nonitoring, and data from
Achilles, certified product users (to nane but a few
of the sources for firewall ruleset data) may be
aggregated.”

Do you see that?

A | do.
Q So woul d you agree that the sources 315 are

sources of rul eset data?

MR. PRICE: Objection.

THE WTNESS: | put this in ny declaration
for exanple at paragraph 81 where | state: "Law
di scl oses that the UTMS-configured devices receive
threat data 310 directly from sources 315, but does
not even contenpl ate incorporating information
regarding the source 315 to its rul eset updates and
distributing the rulesets to a nodified rule table,"
and then | reference this paragraph, paragraph 92:
"Di scl osing that the UTMS-configured device can

coll ect and aggregate threat data 310 fromthe Firm
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305 or plurality of sources 315 to construct,
val i date, and verify the various rul esets. Because
Law itsel f does not contenplate nodifying rul esets
with an indication of a feed and distributing the
rulesets to a nodified rule table for display, there
stands for reason for why a POSI TA woul d have
identified both Law and third party Firm 305 to
arrive at a PSG receiving froman SPMS, a dynanic
security policy, with rules having an indication of a
feed that identifies the source, absent |ooking to
the '474 Patent itself."
BY MR. DETRI XHE:

Q Dr. Goodrich, I'masking a specific question
and | would like you to try to answer that question

So ny question is in the part of

paragraph 92 that | read which referred to the data
provi ded by sources 315, that data includes sources
for the firewall rul eset data, correct?

A I di sagree.

Q So that |ast sentence of this paragraph that

refers to sources for firewall ruleset data, do you

see that?
A I do.
Q Those sources for firewall ruleset data are

sources 315, are they not?
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A. They are inclusive of the sources 315.

Q And so why would it be your opinion that the
data provided by sources 315 don't include the
firewall rul eset data?

A I think you've m sunderstood what | said.
What |I'm saying is that the data that is comng from
t hese sources 315 does not include the indicator of
the --

Q | haven't asked you about indicators yet,
Dr. Goodrich. [|I'm asking you about the sources of
the rul eset data.

A Ch, then I'msorry, | didn't understand the
guestion. | thought you were asking about the
i ndicators of the sources.

Q No. I'masking -- and I'Il just repeat for
clarity, the data provided by sources 315 includes
the firewall rul eset data, correct?

A Sorry, | mssed that. |'mnot seeing that
in Law here in paragraph 92. \Where do you see that
it includes rul eset data?

Q I'"'mreading fromthe |ast sentence and |I'm
quoting "sources for firewall ruleset data."

A Ch, right. Yes, so | think you're
m sunder st andi ng what that is saying. So that's not

saying that they are providing the rul eset data, but
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nanely that they're providing data that then can be
i ncorporated into rules by the Firm 305 -- by the
peopl e working at Firm 305.

Q So that may be one way of interpreting that
sentence, but wouldn't it have been obvious to a
person of ordinary skill in the art that it's equally
valid that rulesets thenselves could be provided in
the rul eset data?

A No, | disagree.

Q Why would it not be possible for the sources
315 to provide rules in their rul eset data?

A That's not what's being disclosed here.

Q I'm aski ng what woul d be obvious to a person
of ordinary skill in the art?
A. It would not be obvious based on this

di scl osure because these are different entities that
are distributing their threats in all different kinds
of format and it's never disclosed that it's actually
then rules and then as we tal ked about earlier, the
rul esets disclosed in Law are very specific about the
types of protected network that it is addressing,
such as for nuclear power plants, which these generic
sources don't address.

So for that reason additionally it would not

be obvious to assune that they include rul es of

11:57: 21
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rul esets.
Q Not only are you saying that you can't
assune that they would include rules. [If |

under st and your opinion correctly, you're saying that
a person of skill in the art wouldn't even find it
obvi ous that ruleset data could include rules; is
that right?

A No, what |'m saying instead is it would not
be obvi ous, based on this disclosure for those third
party sources 315 to include rules the way that Law
is defining rules.

THE REPORTER: We've been going al nost an
hour and a half and | could use a break

MR. DETRI XHE: We can do a quick ten mnute
br eak.

(Recess taken.)

MR. DETRI XHE: Back on the record.
BY MR. DETRI XHE:

Q Wel conme back, Dr. Goodrich

A Thank you.

Q We were just discussing the |ast two
sent ences of paragraph 92 of Law and | believe you
stated your opinion that a person of ordinary skill
in the art would not have found it obvious for the

firewall ruleset data provided by the sources 315 to

11:58: 49

11:59: 04

11:59: 33
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have included rules, correct?

A | disagree with the prenm se of that
guestion. So what we just read from paragraph 92 is
that the sources 315 may create the threat data 310
and that there is aggregated threat data 310 that
it's referring to here.

And then your question was asking about
rul eset data which is --

Q In the second sentence there provides to
providing firewall ruleset data that we | ooked at?

A. Ri ght, but again, a person of ordinary skil
in the art reading that when it says a few of the
sources for firewall ruleset data here, a person of
ordinary skill in the art would understand those are
sources used for then incorporating things into the
firewall ruleset data, for exanple, by the Firm 305
but those are not sources of firewall ruleset data.

Q You woul d agree that the sources 315 include
the exanples identified here, vulnerability research
service, VRS of Assurent Secure Technol ogi es, the
Comput er Energency Response Team CERT of Carnegie
Mel | on and Secunia, correct?

A Yes, those are exanples that are given here
as sources 315.

Q And the sources 315 aren't limted to these

12: 09: 28

12:09: 41
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exanpl es, are they?

A I would not understand that a person of
ordinary skill in the art would limt themto them
because it says to nanme but a few, sources for, again
not of, firewall reset data.

Q Looking at figure 3, the top of figure 315,
the nurmerical 315 -- sorry, the top of figure 3

referenci ng nunber 315 is pointing towards 6 circles,

correct?
A That is correct.
Q So in this figure, there is at |east six

sources 315, correct?

A I do not dispute that.

Q As | understand your position that the data
provi ded by the sources 315 includes only threat
data, but not rules based on the threat data.

Woul d a person of ordinary skill in the art
understand there to be potential overlap in the
threat data provided by sources 315?

A Yes.

Q In other words, sonme sources nmy identify
the sane threats, correct?

A Yes, | think that's true.

Q In fact, I'mlooking at rultiple sources

315, one would hope and even view it as an indicator
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of the reliability of the threat information if
mul tiple sources 315 were to identify the same threat
data, correct?

A I don't know if | would junp to that
concl usion, but the disclosure in Law does say t hat
the threat data can be aggregated by the Firm 305

Q So let's say for one piece of threat data
I'"mgoing to ask a hypothetical, let's say all six of
the sources identified the same threat data and let's
say for a different piece of threat data, it was only
identified in one of the six sources.

Do you think a person of skill in the art
m ght find the threat data or the threat identified
by the six sources to be a nore reliable indicator of
a threat than the one identified by only one source?

A. No.

Q Why is that?

A Because a threat is a threat. How many
people say it as a threat doesn't make it worse or
better.

Q Do you think that the threat data provided
by any source is necessarily correct?

A No, that's why it has to be aggregated and
possessed by the Firm 305

Again to recount how Law teaches that
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process and shown in Figure 3, the Firm305 is
aggregating and collecting the data and putting it
into a formthat then can be shared through the
internet with these various devices. So that is al
that's going on.

I ndeed, it says in paragraph 92 that the
Firm 305 can give the threat -- it says: "The UTMS
field devices 134 may al so be configured to collect
and aggregate threat data 310 directly fromthe firm
305 or plurality of sources 315 to construct,
val i date, and verify the various rul esets."

Q I would like to direct to you Figure 13 of
Law.

A. I'"mthere.

Q Do you understand that this is a table
provi ding i nformati on about rul esets that my be
vi ewabl e by an operator?

A. Yes, | agree.

Q Do you think that the operator would have an
interest in knowi ng which of the sources 315 provided
the threat data that went into form ng any particul ar
rul e?

A No.

Q Vhy not ?

A. Because as | mentioned earlier, a threat is
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a threat. It doesn't matter where it's comng from
What matters is whether or not it's a threat and it's
al ready bei ng aggregated fromthese sources by
curators of some kind, such as the Firm 305 that to a
person of ordinary skill in the art would be
sufficient for it to be sonmething that could be

i nformation that would be incorporated into a

rul eset.

Q Earlier, do you recall our discussion on
your view that the rul eset data provided by firm 305
was generic rul eset data and not particular to a
process control systemthat received the rul eset
data, correct?

A I recall a discussion, but | don't recall it
with the exact |anguage. | was instead referring to
the big picture of Law of how the Firm 305 woul d be
able to provide updates to rul esets that were
specific and created by operators in the first place
on the devices in their respective networks.

Q I would Iike you to assunme that one of the
sources 315 was focused specifically on threat data
with respect to the type of threats faced by process
control networks.

Don't you think that a person of ordinary

skill in the art would have an interest in knowing if
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a particular threat was generated by the source that
was focused on generating threats for process control
net wor ks?

A No, | disagree.

Q Why not ?

A Because as | said earlier, a threat is a
threat, and saying certain threats are sonmehow nore
i mportant inplies that other threats are |ess
important and | don't believe that that is what is
being taught in Law. | believe Law is teaching that
all threats are equally risky, especially when we
have this type of control data for sensitive devices
such as nucl ear power plants, hence discounting
threat data sinply because it would not have cone
fromthis hypothetical source of control center
nonitoring would not follow. All threats would be
equal in the eyes of an operator

MR. DETRI XHE: OCkay. That concl udes ny
questions, Dr. Goodrich. Thank you for your tine.
MR. PRICE: | have a very short redirect

bef ore we concl ude today.

EXAM NATI ON
BY MR PRI CE:

Q Good afternoon, Dr. Goodrich
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A Good afternoon.

Q Do you recall a discussion with counse
earlier where the term "sub network" was used to
refer to process control networks 150a and 150b
di scl osed in Law?

A Yes.

Q Does Law ever refer to networks 150a or 150b
as sub networks?

A No. Fortunately | have an el ectronic
version of Law that was provided as Exhibit 1 for
this deposition. That word "sub network" does not
appear in Law.

MR. PRICE: | have no further questions.

MR. DETRI XHE: No recross for ne.

THE REPORTER: Would either of you like a
rough?

MR. DETRI XHE: Rough and expedited copy.

MR. PRICE: W don't need a rough or
expedi ted copy.

THE REPORTER: But do you need a copy?

MR PRICE: W will take a copy.

(The deposition was concluded at 12:20 p.m)
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DECLARATI ON

| hereby declare | am the deponent in the within
matter; that | have read the foregoing deposition and
know the contents thereof, and | declare that the
sane is true of ny know edge except as to the matters
which are therein stated upon ny information or
belief, and as to those matters, | believe it to be
true.

| declare under the penalties of perjury of the
state of California that the foregoing is true and
correct.

executed on the day of

2024, at , Cali fornia.
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I, GNA M CLOUD, a certified shorthand
reporter for the State of California, do hereby
certify:

that prior to being exam ned, the witness naned in
t he foregoing deposition, was by nme duly sworn to
testify the truth, the whole truth, and nothi ng but
the truth pursuant to Section No. 2093 of the Code of
Civil Procedure;

That sai d deposition was taken before me pursuant
to notice, at the tinme and place therein set forth,
and was taken down by nme in shorthand and thereafter
reduced to typewiting via conputer-aided
transcription under ny direction;

| further certify that | am neither counsel for,
nor related to, any party to said action, nor in
anyw se interested in the outcone thereof.

I N W TNESS WHEREOF, | have hereunto subscribed ny
name this 18th day of January, 2024.

G NA M CLOUD, CSR No. 6315
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