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USO110124T4B2

uz United States Patent (o) Patent No.:  US 11,012,474 B2
Rogers et al. 45) Date of Patent: *May 18, 2021

(54) METHODS ANI SYSTEMS FOR (58) Field of Classification 5
PROTECTING A TRED NETWORK CPC . HIML G320, | 15; HO4L 630263
02; HO4L 631425

(57) ABSTRACT

Methods and systems for protecting a secured network are
presented. For example, one or more packet security gate-
ways may be associated with a security policy management
server. At each packet security gateway, a dynamic security
policy may be received from the security policy manage-
ment server, packets associated with a network protected by

(210 Appl. No.: 17027436

(220 Filed:  Sep. 21, 2020
(65) Prisr Publicution Duta
US 0210014277 AL Jan. 14, 2021
Related U8, Applicatian Data

(60 Continuation
Jun. 23, X

o RS Em the packet security gateway may be received, and at least
T one of multiple packet transformation functions specified by

£ 120
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the dynamic security policy may be performed on the
packets.

Ex. 1001 ('474), Abstract
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The 474 Patent Overview: Methods and S\

for Protecting a Secure Network (cont’d)
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Ex. 1001 ('474), Figure 1 (annotated), 4:46-67 FIG. 1
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The 474 Patent Overview: Methods and Syste

for Protecting a Secure Network (cont’d)
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Petitioner fails to identify with particularity a server within the commercial entity that
performs the claimed automatically generating and distributing dynamic security policy

functionality

© The parties agree that firm 305 is not a server, and Keysight has not identified any server within
firm 305 that automatically generates and distributes dynamic security policies.

“It is of utmost importance that petitioners in the IPR proceedings adhere to the requirement that
the initial petition identify ‘with particularity’ the ‘evidence that supports the grounds for the

challenge to each claim.”)
(quoting 35 U.S.C. § 312(a)(3)).

Intelligent Bio-Sys., Inc. v. lllumina Cambridge Ltd., 821 F.3d 1359, 1369 (Fed. Cir. 2016)
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Firm 305 is a commercial entity consisting of IT personnel and various infrastructure components, not a server.

Firm 305 leverages IT staff and
various IT infrastructure
components in updating
rulesets by “collecting the
threat data,” “construction

data files,” and “executing []
computer implemented
algorithm(s] to determine if
the rulesets effectively secure
the process control system”

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

[0088] As previously described, the various rulesets (e.g.,
rulesets 147, 148, 151, 153) associated with the UTMS con-
figured network devices 146, 134, 149, 152 require updates to
remain effective against network threats. With reference 1o
FIG. 3, a third party, cyber security risk management firm 305
such as Wurldtech Security, Inc. of Vancouver, BC Canada, or
other entity, may collect threat data 310 from a plurality of
various sources 315 to construct the various rulesets 147, 148,
151, 153, validate the rulesets. verify, and distribute the
rulesets to the UTMS-configured firewalls 146a, 1465,
UTMS-configured network access devices 149¢, other
UTMS-configured network devices 146, and/or UTMS field
devices 134, Ruleset collecting, constructing, validating, and
distributing may be performed using any type of information
technology methods suitable for performing such actions
using electronic data. For example, some of the methods may
include collecting the threat data 310 from the World Wide
Web using various data collection techniques (e.g., robots,
crawling, data feeds, collaborative forums, etc.), constructing
data files to convey the rulesets to their destination devices in
a device-compatible manner. executing a computer-imple-
mented algorithm to determine if the rulesets effectively
secure the process control systems na desirable manner (e.g.,
simulation or other testing method), and distributing the
rulesets to the UTMS-configured entities via a secure Internet
interface or other suitable method.

US 201 1/0072506 A1 Mar. 24, 2011
13
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Firm 305 is a commercial entity consisting of IT personnel and various infrastructure components, not a server.

i have a staff infrastructure -- you have a staff to
2 manage the infrastructure, typically these firms will
3 also have staff that understand, you know, something
4 about the 315s and understand, you know, issues about
5 threats, et cetera. And so you're going to have some
s 6 security type personnel in the 305 and then, of course,
Dr. Douglas 7 that's all. You k I I ing t letel
Jacobson atls s ou know, mean, m going to completely

Petitioner’'s expert
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Firm 305 Does Not Automatically Update Rulesets:

© Law explains how and why IT personnel must be involved in managing access to the process
control network. see Por ot 18-19 (citing Law at 1 21 (“’[S]eparately-trained IT personnel’ are required to ‘quickly and accurately manage’

the industrial environment”)

© Firm 305’s IT personnel are involved in updating rulesets, i.e. constructing the updates and
running tests. ex 2006 Jacobsen Tr. at 38:1-10; POR at 13, 18-19.

© Petitioner does not explain how or why a POSITA would have modified Law in order to reach a
system that operates automatically, without the IT personnel that Law says are required. row (£« 1005)
at 116, 88; Ariosa Diagnostics, 805 F.3d at 1366; Reply at é.
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Firm 305 Does Not Automatically Update Rulesets:

Law is clear that IT
personnel are “still

required to update the
ruleset when new
threats are discovered”

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

[0016] Some commercial off-the-shelt (COTS) firewall
systems and other network devices are able to provide a
partial solution to network security, but still must be managed
outside of the operator environment, COTS firewalls are man-
aged by [T personnel specifically trained to integrate the
firewall into the needs of the process control system and
configure the various rulesets as described above. FEven so,
COTS firewall systems have a number of disadvantages. For
example, the “end of life” for the firewall is controlled by the
manufacturer, not the user or by plant floor personnel. which
may lead to an unexpected product replacement, lack of
manufacturer support, and plant downtime. Further, IT per-
sonnel are still required to update the ruleset when new threats
are discovered or upgrades to software components of the
system are implemented. In a process control system, each
ruleset is specific to the system it protects; changes to the
system require changes to the rulesets. I'T personnel, who are
not typically trained to understand the process control system
and its upgrades, may not understand how or why the rulesets
must also be changed. If left solely as a stand-alone applica-
tion managed by IT personnel, the rulesets may inadvertently
provide less protection for the system than desired. For
example, administration, configuration, and management of
the firewall typically requires IT personnel to have detailed
knowledge of the network architecture that is to be protected.

US 2011/0072506 Al Mar. 24,2011
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Firm 305 Does Not Automatically Update Rulesets:

[0021]" One possib]é solution for network security is ’ . .
described in U.S. Patent Application Publication No. Law’s discloses ensuring
2007019906 to Byres et al., entitled “NETWORK SECU- ER{sEIR el deoleol=kNeolkif0]
RITY APPLIANCE” and the Tofino™ system manufactured

system operators and IT

by Byres Security Inc. of Lantzville, BC. These solutions
personnel both have

discover and identify network devices and create firewall
rules to control the traffic flowing to them hy automatically

locating devices and generating rules by passively analyzing control over SyStem * IRverR REEE InTasbolabus T e Have. 8 SIATE 1
security.

traffic on the network. When the solution discovers a new
device, it prompts the system administrator to accept its
deductions and insert the new device into the network inven-
tory diagram, or flag the device as a potential intruder. This
way, IT personnel and the network control engineer always
have a current network map. While this solution ensures that
IT personnel are able to quickly and accurately manage the
network, the solution is still left entirely to the expertise and
control of separately-trained 1T personnel. Operators within a
process control system would have no capability to monitor
and manage process control network security from operator
workstations.

2 manage the lnfrastructure, typically these firme will
3 also have staff that understand, you know, something

£ about the 3152 and understand, you know, issues about
£ threats, et cetera. And s0 you're going to have scme
& sacurity type personnel in the 305 and then, of course,
7 that's all. You know, I mean, I'm going to completely
B ignore everybody else that you need Lo run a business,
5 but from a computing standpoint, that's at least off

10 the top of my head what I would put into a 30L.

Ex. 2006 at 38:1-10
Dr. Douglas aea

Jacobson
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Firm 305 Does Not Automatically Update Rulesets:

Law does not disclose
any methods would or

even could forego the
required manual input of
IT personnel.

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

[0088] As previously described, the various rulesets (e.g.,
rulesets 147, 148, 151, 153) associated with the UTMS con-
figured network devices 146, 134, 149, 152 require updates to
remain effective against network threats. With reference 1o
F1(5. 3, a third party. cvber security risk management firm 305
such as Wurldiech Security, Inc. of Vancouver, BC Canada, or
other entity, may collect threat data 310 from a plurality of
various sources 315 to construct the various rolesets 147, 148,
151, 153, validate the rulesets, verify, and distribute the
rulesets to the UTMS-configured firewalls 146a. 1465,
UTMS-configured network access devices 149c, other
UTMS-configured network devices 146, and/or UTMS field
devices 134, Ruleset collecting, constructing, validating, and
distributing may be performed using any type of information
technology methods suitable for performing such actions
using electronic data, For example, some of the methods may
include collecting the threat data 310 from the World Wide
Web using various data collection techniques {e.g.. robots,
crawling, data feeds, collaborative torums, efc. ), constructing
data files to convey the rulesets to their destination devices in
a device-compatible manner, executing a computer-imple-
mented algorithm to determine if the rulesets effectively
secure the process control systems ina desirable manner (e.g.,
simulation or other testing method), and distributing the
rulesets to the UTMS-configured entities via a secure Internet
interface or other suitable method.

US 20110072506 Al Mar. 24, 2011
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Certain network
conditions trigger the
Process Control Network

to update a rule set, but
Firm 305 does not create
or automatically alter
rulesets.

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

Firm 305 Does Not Automatically Update Rulesets:

[0083] Generally speaking, a set of predefined graphic ele-
ments may be provided in the configuration application to
enable a user to construct process graphic displays that reflect
the process plant and the process control system 100 in gen-
eral and include visual representations of the UTMS-config-
ured devices as described above. These displays have graphic
display elements designed to dynamically show on-line mea-
surements and actuators that interface with the control system
and, as a result, may present information typically monitored
and utilized by operators or other personnel involved in on-
line operations. The graphic display elements that represent
UTMS-configured elements may dynamically show on-line
network security measurements. For example, the UTMS-
configured elements within each graphic display may
dynamically show a current operating state of the UTMS-
configured element, alarms based on detected network con-
ditions (e.g., an unexpected increase in network traffic or type
of traffic at the UTMS-configured object, detection of a

known fault-inducing attack on the network, etc.), detection
of an update (e.g., software, firmware, existing configura-
tions, etc.) of another element or device in the process control
system 100 that is in communication with the UTMS-config-
ured object, etc. Detection of certain network conditions may
also trigger an automatic update of the rulesets 147, 148, 151,
153 or an alarm to prompt a user to perform a manual update
of the rulesets or another action to fully secure the system 100,

US 2011,0072506 A1
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Keysight’s reliance on alleged state-of-the-art techniques is unavailing:

© Law’s disclosure of creating rulesets using “any type of information technology method”
does not suggest automatically updating rulesets because that overbroad reading
conflicts with Law’s requirement for IT personnel are required this task. sccrepyore

“IT]he prior art must be considered for all its teachings, not selectively.”

Henny Penny Corp. v. Frymaster LLC, 938 F.3d 1324, 1331-32 (Fed. Cir. 2019) (citation omitteqd)

A petitioner must “provide adequately developed explanations when relying on background

knowledge based on cited art.”

Ariosa Diagnostics v. Verinata Health, Inc. 805 F.3d 1359, 1366 (Fed. Cir. 2015)
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Keysight’s reliance on alleged state-of-the-art techniques is unavailing:

Keysight identifies no
state-of-the-art techniques
for automatically updating
rulesets consistent with

Law’s requirement that IT
personnel are required to
manage process control
network.

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

[0021] One possible solution for network security is
described in U.S. Patent Application Publication No.
2007019906 to Byres et al., entitled “NETWORK SECU-
RITY APPLIANCE” and the Tofino™ system manufactured
by Byres Security Inc. of Lantzville, BC. These solutions
discover and identify network devices and create firewall
rules to control the traffic flowing to them by automatically
locating devices and generating rules by passively analyzing
traffic on the network. When the solution discovers a new
device. it prompts the system administrator to accepl its
deductions and insert the new device into the network inven-
tory diagram, or flag the device as a potential intruder. This
way, IT personnel and the network control engineer always
have a current network map. While this solution ensures that
IT personnel are able to quickly and accurately manage the
network, the solution is still left entirely to the expettise and
control of separately-trained I'T personnel. Operators within a
process control system would have no capability to monitor
and manage process control network security from operator
workstations.

US 2011/0072506 Al Mar. 24,2011

Ex. 1005 (Law), 121

Patent Owner, Centripetal Networks, LL.C - Ex. 2008, p. 19 19



Keysight’s reliance on alleged state-of-the-art techniques is unavailing:

IT personnel are
involved in configuring
ruleset updates so as to

“account for the unique
needs of the control
system.”

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

[0020]  Inother circumstances, IT personnel have limated or
0 detailed understanding of the control system details and
heoow thee contrel system is to properly functon to meet control
objectives (g, permitted conirol communications betwesn
contrellers and devices, permitted data  communications
between devices, permitted fimmware updates 1o devices, per-
mittexd external aceess by remote vsers to the control sysiem,
etc. b Al such, [T personnel may be at a significant disadvan-
tage regarding proper acoess controls, permission sefings,
andfor proper firewall rules configuration for the system. For
example, an [T professions] may nstall one or more firewall
devices andfor firewall software applications 10 operaie
betwioen a control gystein network boundary and an intranet
andfor Internel boundary, However, such firewalls are oot
typically configured with rules amnd access permissions that
account for the unique needs of the control system that would
that will resuli in optimum functionality of the control sy stem
while manntaining & desired degree of network securitv. As a
result. the |'T professional may simply configure the firewall
iteratively in response to complaints from conirel system
administrators regarding  communication  failures  and
instances of improper contrel svslem operation, Such en-
tivee effonts to configonre the firewall results in workforee mef-
fciency, failures, losi profits, and safety risks,

US 2011/0072506 Al Mar. 24, 2011
4
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Keysight’s reliance on alleged state-of-the-art techniques is unavailing:

o Petitioner attempts to shift the burden to Centripetal to show “explain what role IT personnel would have had,
if any, in the constructing of rulesets.” reply at 5: Sur-reply at 5-6.

o  Itis Petitioner’s burden to prove that a POSITA would have had a reasonable expectation of success in implementing any

“state of the art” techniques to reach the claimed invention, vkl @l 5 0.

©  Dr. Jacobson admits that the firm 305’s IT personnel would be involved in updating rulesets.
POR at 13, 18-19; Ex. 2006 at 38:1-10.

In an inter partes review, the burden of persuasion is on the petitioner to prove

‘unpatentability by a preponderance of the evidence,’ and that burden never shifts to the
patentee.”

Dynamic Drinkware, LLC v. Nat'l Graphics, Inc., 800 F.3d 1375, 1378 (Fed. Cir. 2015)
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© Law in View of Golnabi Fails to Render Challenged Claims
Obvious
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o Itis undisputed that Law does not explicitly disclose this limitation.

© This limitation is non-obvious over Law alone because Petitioner manufactures
the “duplicate rules” problem suggests the claimed invention as the solution.

© Law does not describe the “duplicate rules” problem identified in the Reply. surrepiyats-12.

© Even if Law had identified a problem with “duplicate rules,” the allegedly obvious “solution” to this
problem relies on ex post reasoning taken from the ‘474 patent, not any disclosure in the prior art or
knowledge of the skilled artisan. sece POR at 22

A patent challenger cannot “use the challenged patent as a roadmap to reconstruct the claimed invention .

.. i.e., the impermissible ex post reasoning and hindsight bias that KSR warned against.”
TQ Delta, LLC v. CISCO Sys., Inc., 942 F.3d 1352, 1361 (Fed. Cir. 2019)

“IK]lnowledge of a problem and motivation to solve it are entirely different from motivation to combine
particular references to reach the particular claimed method.”)

Innogenetics, N.V. v. Abbott Lab’ys, 512 F.3d 1363, 1373 (Fed. Cir. 2008)
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o At best, a POSITA would have removed duplicate data from the analyzed threat data,
not from the dynamic security policy, as claimed.

o 474 Patent at Claims 1, 9, 17 (“wherein one or more of the packet filtering rules
[of the dynamic security policy] were added, removed or altered”), Claim 25

© POR at 24-25 (asserting that a POSITA would have analyzed the received threat
data and removed duplicate data before constructing updates to rulesets).

o Reply at 11-12 (Alleging that the threat data includes the duplicate rules); see also id. at
13; Ex. 2007 at 48:11-22; POR at 23-24 (In fact, Petitioner does not dispute that Law’s
operator-created rulesets e.g., ruleset 147, do not include any duplicate rules.
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o Petitioner’s allegation that Golnabi “solve[s] the same problem” (reply at 12) does not supply the
motivation to combine the references to reach the particular claimed invention.

o Law does not identify the duplicate rules problem that Golnabi allegedly solves.

o Petitioner’s combination facially does not satisfy the Challenged Claims requirement of adding, removing or altering
rules of the dynamic security policy instead of the alleged threat data. See 474 Patent at Claims 1, 9, 17, 25.

o To the extent that there is any “duplicate” data in Law, the parties agree that the duplicates would be found in the
received threat data, not in the dynamic security policy generated by Law’s operator. POR at 23-24, Sur-Reply at
12-13.
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© Petitioner’s allegation that Golnabi “solve[s] the same problem” (reply at 12) does not supply
the motivation to combine the references to reach the particular claimed invention.

© Petitioner’s combination facially does not satisfy the Challenged Claims requirement of adding, removing or altering
rules of the dynamic security policy instead of the alleged threat data. See 474 Patent at Claims 1, 9, 17, 25.

o To the extent that there is any “duplicate” data in Law, the parties agree that the duplicates would be found in the received threat data, not in the

dynamic security policy generated by Law’s operator. POR at 23-24, Sur-Reply at 12-13.

o Even if duplicate rules were a known problem, the problem does not provide a sufficient reason for why a POSITA would have been motivated to

correlate the threat data and remove packet filtering rules from the dynamic security policy based on the correlated information, as required by

the challenged claims.

Obviousness concerns whether a skilled artisan not only could have made but would have been
motivated to make the combinations or modifications of prior art to arrive at the claimed

invention.” gelden Inc. v. Berk-Tek LLC, 805 F,3d 1064, 1073 (Fed. Cir. 2015)
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© Neither of Petitioner’s Theories Support a Finding That Law
Teaches or Suggests “an Indication of a Feed”
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© Petitioner’s theory that Law’s protocol 130s indicates a feed is unsound because Petitioner also cites
this information as the claimed “packet matching criterion.” scc rer a138:30 2045 reply ar 17 sce ako POR G 2820 see

also ‘474 Patent at Claims 1, 9, 17, 25, See also Paper 7, Institution Decision at 45-46.

Where a claim provides for two separate elements, such as for “second portion” and a “return portion,”
these two elements “logically cannot be one and the same.”
Engel Indus., Inc. v. Lockformer Co., 96 F.3d 1398, 1404-05 (Fed. Cir. 1996)
Rejecting petitioner theory as improper because it relied on same prior art component for multiple claim
elements.
Cisco Sys., Inc. v. Egnera, Inc., No. IPR2017-01341
Affirming PTAB determination that petitioner failed to demonstrate unpatentability when it mapped two

distinct limitations to same element in prior art
Comcast Cable Comm’ns, LLC v. Promptu Sys. Corp., 838 F. App’x 551, 553-554

“Where a claim lists elements separately, ‘the clear implication of the claim language’ is that those

elements are ‘distinct component[s]’ of the patented invention.
Becton, Dickinson & Co. v. Tyco Healthcare Grp., LP, 616 F.3d 1249, 1254 (Fed. Cir. 2010)
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4 Q. S0 the SCPI protocol is still used

5 for -- in a condition field to indicate a

& specific packet matching criterion; is that

7 correct?

8 A. Yeah, that's =-- yeah.

9 Q. And what is the SCPI protocol used

10 for? S e

Admitting that he

11 A, Boy, I'd have to research. That's not

12 one that I'm intimately familiar with. Given dld nOt even knOW

13 that Law referenced it, I would speculate that What the SCPI
Dr. Douglas

14 it is some type of a process protocol. H
Jacobson ® E . protocol is used for

oyt 1 . A 1. E h e, o

Petitioner's experT 5 Q process protoco or the process Iet alone hOW |t is

16 control system?

17 A. Yeah. He talks about the Hart Iess common SO as

18 protocol, that's the one that he mentions in his to identify a

19 documents. And -- 1 . .

particular field
20 Q. But sitting here today, you don't have
21 a recollection of what the SCPI protocol is?
Ex. 2007 at 42:9-22
22 A. No, I don't.
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o The record evidence establishes that the existence of a certain protocol in a rule does
not indicate the feed that the rule was based on:

© Ex. 2006 at 20:5-22, 22:17-24:23 — Dr. Jacobson testifying that there is a “high iikelihood” that various sources provide
duplicate rules with the same protocol, including SCPI.

© Ex. 2007 at 48:11-24; 43:23-45:9 — Dr. Jacobson testifying that because of the “high likelihood” that a number of
sources provide duplicate rules under a particular protocol type, there is no factual basis for Petitioner’s assumption
that Law’s protocol would, or even could, identify a particular feed from one source. See Reply at 18-19.

©  Dr. Jacobson Reply Declaration (Ex. 1017 at 9129) — Parroting the Reply’s conclusory argument without any supporting
explanation or citation to corroborating evidence.

© Reply at 18 — Petitioner admitting that different sources provide rules with the same protocol, such as SCPI recognizing
that it is “not always . . . The case that one of the sources 315 of a plurality of sources would have been the only source
providing rules under a particular protocol (such as SCPI)”), id. at 19 (conceding that rules are attributable to several
sources).

“The cited declaration testimony is conclusory and unsupported, adds little to the conclusory assertion for

which it is offered to support, and is entitled to little weight.”
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o Petitioner has not established that it would have been obvious to modify Law to include “an Indication of a
feed”:

o Petitioner’s rationale lacks any motivation for modifying rule table or firm 305’s rules

9 The combination would further require firm 305 to modify the rules it provides in order to populate Law’s rule table with the claimed indication.

2 Petitioner has made no effort to explain how and why a POSITA would have made that modification, and there is no record evidence supporting such a
modification.

o  Petitioner’s Reply improperly introduces a new rationale based on the “possibility of errors” in the threat data.
2 The Board should not consider this new rationale. Intelligent Bio-Sys., 821 F.3d at 1369-70 (the Board is not permitted to entertain an ‘entirely new
rationale’ in reply).
9 Like its previous rationale, this one is constructed entirely from hindsight with no teaching or suggestion in the prior art.

9 That certain benefits of the claimed invention are appreciable in hindsight (e.g., the ability to identify whether a rule came from a particularly
trustworthy or untrustworthy feed), is not evidence of its obviousness when there is no evidence of the limitation (or its benefit) being known in the art.
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© Petitioner relies on reliability and trustworthiness as reason to modify rule
table, however this rationale would not have prompted a POSITA to make any
modification to the rule table, much less firm 305’s rules.

12 Do you think a perscn of skill in the art
13 might find the threat data or the threat identified
14 by the six sources to be a more reliable indicator of
Dr. Michael 15 a threat than the one identified by only one source? 12:13:58
Goodrich
Patent Owner's - e
expert ,
17 Q. Why is that?
18 A, Because a threat is a threat. How many
19 people say it as a threat doesn't make it worse or
20 bektor, 12:14:13

Ex 1018 at 84:12-20
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