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NATIVELY MOUNTING STORAGE FOR INSPECTION AND SANDBOXING IN THE
CLOUD

COPYRIGHT NOTICE

[0001] Contained herein is material that is subject to copyright protection. The copyright
owner has no objection to the facsimile reproduction of the patent disclosure by any person as it
appears in the Patent and Trademark Office patent files or records, but otherwise reserves all

rights to the copyright whatsoever. Copyright © 2018, Fortinet, Inc.

BACKGROUND

Field

[0002] Embodiments of the present invention generally relate to network security. In
particular, embodiments of the present invention relate to continuously scanning and/or
sandboxing files residing on cloud storage to protect users from accessing infected files by

natively mounting public cloud file stores.

Description of the related art

[0003] Network security consists of policies and practices that are adopted to prevent and
monitor unauthorized access, misuse, modification, or denial of a computer network or network-
accessible resources. Network security also involves authorization of access to data in a network
that is controlled by a network administrator. Computing devices that form part of a computer
network, such as an enterprise network, are continually threatened by a risk of attack from
various types of malicious content, including, but not limited to, viruses, malware,
worms, and Trojans, while accessing data that has been transferred to internal locations from an
external source and/or data that has been transferred between different departments, having
different levels of trust, by various ways such as through servers, physical storage devices,

among other communication channels. One exemplary source of malware infection includes data
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that is externally uploaded or is provided from untrusted, semi trusted servers or from public
cloud file stores that various users then have access to. Another source is the user himself/herself

transmitting malware infected data to other users.

[0004] Although there are many virus scanning and content filtering systems that purport
to protect users from malicious content, including anti-virus (AV) scanners on file systems or
applications using the Internet Content Adaptation Protocol (ICAP) for file checking, such
systems are reactive in nature. So, while these systems are capable of verifying data and may
have the ability to take action to remove bad files once they are discovered, damage may already
have been done. When an infected file is discovered by existing AV scanners and file checking
systems, the threat is either reported afterwards (i.e., after access to such infected file has already
been made available to one or more users) or the threat is reported during execution of such
infected file, thereby risking exposure of the network and/or the computing devices in the

network between the time the file is introduced until the file is finally inspected.

[0005] Meanwhile, as more organizations move towards public/hybrid cloud solutions
for file storage, among other things, the need to ensure files do not contain malware becomes
critically important. Currently, scanning of a file residing on cloud storage requires passing the
file through a security inspection virtual machine (VM)/image. This method is inefficient.
Today, there are no security solutions that can scan native cloud object storage. In order to
accomplish the task of scanning cloud storage, at present, one must perform one of the
following: (A) duplicate the transfer through a device which can proxy the connection over the
network to collect a file sample; (B) attach cloud storage to a cloud VM then leverage a sandbox
connector to send files to the sandbox; or (C) attach the cloud storage to a cloud VM and run a
local static AV scan. All three options are overly complex and resource intensive, which impacts
monthly recurring costs. Options A and B are also limited by size restrictions and require
additional cloud infrastructure to support either method. Option C provides no protection from

zero day or unknown variants due to non-execution static scanning.

[0006] Furthermore, the design, implementation, and deployment of virtual machines
have also opened up novel threats and security issues, which take on new forms in relation to it.
For example, reverse engineering becomes easier due to introspection capabilities, as encryption

keys, security algorithms, low-level protection, intrusion detection, or anti-debugging measures
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can become more easily compromised. Configuration problems, such as creating secure default
configurations for virtual machines, are also magnified and if a machine build starts out with
poor default configurations, those vulnerabilities may extend to each instance of the virtual
machine that is replicated from that build. Finally, technologies associated with virtual machines
such as virtual routing and networking can create challenging issues for security, intrusion

control, and associated processes.

[0007] Therefore, there exists a need for a new paradigm according to which newly
introduced files, for instance, through public cloud file stores are physically segregated until they
are properly scanned, thereby ensuring only known good files are made available for access to

users.
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SUMMARY

[0008] Systems and methods are described for continuously scanning and/or sandboxing
files to protect users from accessing infected files by natively mounting public cloud file stores.
Users of an enterprise network are prevented from accessing malware infected files that stored
within public cloud file stores. According to one embodiment, a determination is made by a
network security device that is protecting the enterprise network regarding whether an untrusted
file stored within a first repository of a public cloud file store, which is natively mounted on the
network security device, is a clean file that is free of malicious content by applying one or more
security checks to the untrusted file. When a result of the determination is affirmative, the
network security device makes the clean file accessible to the users by copying the clean file

from the first repository to a second repository that is accessible to the users.

[0009] Other features of embodiments of the present disclosure will be apparent from

accompanying drawings and from detailed description that follows.
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BRIEF DESCRIPTION OF THE DRAWINGS

[00011] In the Figures, similar components and/or features may have the same reference
label. Further, various components of the same type may be distinguished by following the
reference label with a second label that distinguishes among the similar components. If only the
first reference label is used in the specification, the description is applicable to any one of the
similar components having the same first reference label irrespective of the second reference

label.

[00012] FIGs. 1A-B illustrate exemplary network architectures in which or with which

embodiments of the present invention can be implemented.

[00013] FIG. 2 illustrates an exemplary module diagram for a secure file transfer system

in accordance with an embodiment of the present invention.

[00014] FIG. 3 conceptually illustrates configuration of multiple buckets in a public cloud
file store for transfer of clean files from a dirty file store/bucket to a clean file store/bucket in

accordance with an embodiment of the present invention.

[00015] FIGs. 4A-B are flow diagrams illustrating exemplary methods of secure data

transfer in accordance with embodiments of the present invention.

[00016] FIG. 5 illustrates an exemplary computer system in which or with which

embodiments of the present invention may be utilized.
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DETAILED DESCRIPTION

[00017] Systems and methods are described for continuously scanning and/or sandboxing
files to protect users from accessing infected files by natively mounting public cloud file stores.
According to one embodiment, files that are newly introduced to a public cloud file store that is
natively mounted on a network security device protecting an enterprise network, are first
subjected to desired security checks (e.g., AV scanning, file checking, sandboxing, etc.) while
residing in a segregated data storage area before they are made available for access to users by
copying only those files passing the security checks to a sanitized storage area, which may or
may not be a part of the public cloud file store, but is accessible to the users. In this manner, the
typical model, involving the removal of bad files upon their identification, is turned on its head
by initially storing untrusted files in a separate data location of a public cloud file store that is
inaccessible to end users and then after the untrusted files have been verified as being free of
malware (clean) by a secure data transfer system, the verified clean files are transferred to a data

location that is accessible to end users.

[00018] In the following description, numerous specific details are set forth in order to
provide a thorough understanding of embodiments of the present invention. It will be apparent to
one skilled in the art that embodiments of the present invention may be practiced without some

of these specific details.

[00019] Embodiments of the present invention include various steps, which will be
described below. The steps may be performed by hardware components or may be embodied in
machine-executable instructions, which may be used to cause a general-purpose or special-
purpose processor programmed with the instructions to perform the steps. Alternatively, steps
may be performed by a combination of hardware, software, and firmware and/or by human

operators.

[00020] Embodiments of the present invention may be provided as a computer program
product, which may include a machine-readable storage medium tangibly embodying thereon
instructions, which may be used to program a computer (or other electronic devices) to perform a
process. The machine-readable medium may include, but is not limited to, fixed (hard) drives,
magnetic tape, floppy diskettes, optical disks, compact disc read-only memories (CD-ROMs),

and magneto-optical disks, semiconductor memories, such as ROMs, PROMs, random access
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memories (RAMs), programmable read-only memories (PROMs), erasable PROMs (EPROMs),
electrically erasable PROMs (EEPROMs), flash memory, magnetic or optical cards, or other
type of media/machine-readable medium suitable for storing electronic instructions (e.g.,

computer programming code, such as software or firmware).

[00021] Various methods described herein may be practiced by combining one or more
machine-readable storage media containing the code according to the present invention with
appropriate standard computer hardware to execute the code contained therein. An apparatus for
practicing various embodiments of the present invention may involve one or more computers (or
one or more processors within a single computer) and storage systems containing or having
network access to computer program(s) coded in accordance with various methods described
herein, and the method steps of the invention could be accomplished by modules, routines,

subroutines, or subparts of a computer program product.

2 < N1

[00022] If the specification states a component or feature “may”, “can”, “could”, or “might”
be included or have a characteristic, that particular component or feature is not required to be
included or have the characteristic.

[00023] The phrase “network appliance” generally refers to a specialized or dedicated
device for use on a network in virtual or physical form. Some network appliances are
implemented as general-purpose computers with appropriate software configured for the
particular functions to be provided by the network appliance; others include custom hardware
(e.g., one or more custom Application Specific Integrated Circuits (ASICs)). Examples of
functionality that may be provided by a network appliance include, but are not limited to, simple
packet forwarding, layer 2/3 routing, content inspection, content filtering, firewall, traffic
shaping, application control, Voice over Internet Protocol (VoIP) support, Virtual Private
Networking (VPN), IP security (IPSec), Secure Sockets Layer (SSL), antivirus, intrusion
detection, intrusion prevention, Web content filtering, spyware prevention and anti-spam.
Examples of network appliances include, but are not limited to, network gateways and network
security appliances (e.g, FORTIGATE family of network security appliances and
FORTICARRIER family of consolidated security appliances), messaging security appliances
(e.g., FORTIMAIL family of messaging security appliances), database security and/or

compliance appliances (e.g., FORTIDB database security and compliance appliance), web
p pp g ty p pp
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application firewall appliances (e.g., FORTIWEB family of web application firewall appliances),
application acceleration appliances, server load balancing appliances (e.g., FORTIBALANCER
family of application delivery controllers), vulnerability management appliances (e.g.,
FORTISCAN family of vulnerability management appliances), configuration, provisioning,
update and/or management appliances (e.g., FORTIMANAGER family of management
appliances), logging, analyzing and/or reporting appliances (e.g., FORTIANALYZER family of
network security reporting appliances), bypass appliances (e.g., FORTIBRIDGE family of
bypass appliances), Domain Name Server (DNS) appliances (e.g., FORTIDNS family of DNS
appliances), wireless security appliances (e.g., FORTIWIFI family of wireless security
gateways), virtual or physical sandboxing appliances (e.g., FORTISANDBOX family of security
appliances) FORIDDOS, wireless access point appliances (e.g., FORTIAP wireless access
points), switches (e.g., FORTISWITCH family of switches) and IP-PBX phone system
appliances (e.g., FORTIVOICE family of IP-PBX phone systems).

[00024] The phrases “security device” or “network security device” generally refers to a
hardware device or network appliance that provides security services to a private network, for
example, providing one or more of data privacy, protection, encryption and security. A network
security device can be a device providing one or more of the following features: network
firewalling, VPN, antivirus, intrusion prevention (IPS), content filtering, data leak prevention,
antispam, antispyware, logging, reputation-based protections, event correlation, network access
control, vulnerability management, load balancing and traffic shaping - that can be deployed
individually as a point solution or in various combinations as a unified threat management
(UTM) solution. Non-limiting examples of network security devices include proxy servers,
firewalls, sandboxing appliances, Intrusion Prevention Systems (IPSs), Intrusion Detection

Systems (IDSs), VPN appliances, gateways, UTM appliances and the like.

[00025] Systems and methods are described for preventing users of an enterprise network
from accessing malware infected files that are stored within public cloud file stores by
continuously scanning and/or sandboxing files by natively mounting a public cloud file store as a
file system, for example, within a network security device. Open source software is available for
mounting an Amazon Web Services (AWS) Simple Storage Service (S3) bucket at
http://s3tools.org/download and https://github.com/s3fs-fuse/s3fs-fuse.
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[00026] In an exemplary aspect, the present disclosure provides a secure data transfer
system that includes: a non-transitory storage device having embodied therein one or more
routines operable to prevent users (also interchangeably referred to as “end users”) of an
enterprise network from accessing malware infected files that are stored within public cloud file
stores; and one or more processors coupled to the non-transitory storage device and operable to
execute the one or more routines, wherein the one or more routines include: an untrusted file
processing module, which when executed by the one or more processors: accesses an untrusted
file stored within a first repository of a public cloud file store, said public cloud file store being
natively mounted on a network security device that is protecting the enterprise network, wherein
the users do not have read access to the first repository of the public cloud file store; and causes
the network security device to make a determination regarding whether the untrusted file is a
clean file that is free of malicious content by applying one or more security checks to the
untrusted file; and a clean file transfer module, which when executed by the one or more
processors, makes the clean file accessible to the users by, when a result of the determination is
affirmative, copying the clean file from the first repository to a second repository that is

accessible to the users.

[00027] In an embodiment, the network security device can include any or a combination of
a sandbox device, a network controller, a firewall, a network gateway device, an Intrusion

Prevention System (IPS), and an Intrusion Detection System (IDS).

[00028] In an embodiment, the network security device can include a sandbox appliance,
and wherein the one or more security checks comprise behavioral-based malware detection by

deploying a file inside a virtual environment and analyzing its behavior.

[00029] In an embodiment, the network security device can include a virtual machine (VM)
that is controlled by a sandbox engine to determine whether the untrusted file is a clean file that

is free of malicious content.

[00030] In an embodiment, the network security device can copy the file to the second
repository by sharing it by means of any or a combination of network file system (NFS), file
transfer protocol (FTP), common Internet file system (CIFS), Internet Small Computer Systems

Interface (iSCSI), Storage Area Network (SAN), and local storage.
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[00031] In an embodiment, the untrusted file processing module can further remove any
malware from the untrusted file that is detected by the one or more security checks when the

result of said determining is negative.

[00032] In an embodiment, the untrusted file processing module can quarantine or delete the

untrusted file when the result of the determination is negative.

[00033] In an embodiment, the second repository can be part of the network security device

or part of an external storage device that forms part of the enterprise network.

[00034] In an embodiment, the second repository can form part of the public cloud file

store.

[00035] In an embodiment, the public cloud file store can be provided by a third-party cloud
storage service provider, for example, the public cloud file store can be any or a combination of
Amazon Simple Storage Service (Amazon S$3)™, Microsoft Azure™, Google Cloud Platform™,

and IBM Cloud™.

[00036] In an embodiment, the network security device can determine whether the untrusted
file is a clean file that is free of malicious content based any or a combination of sandboxing
analysis (e.g., behavioral-based malware detection), file signature, file hash, file path, file
attributes, file source, file pre-scan parameters, file extension, file content, and file name, and

any part thereof.

[00037] In an embodiment, the network security device can make the determination
regarding whether the untrusted file is a clean file that is free of malicious content by first
moving the untrusted file from the first repository to a third repository, and then applying one or
more security checks to the untrusted file in the third repository, and moving back the checked
file as a clean file into the first repository for onward copying to the second repository or moving

the checked file as a clean file directly from the third repository to the second repository.

[00038] Another aspect of the present disclosure relates to a method that can include:
receiving, by a network security device that is protecting an enterprise network, a notification,
via an Application Programming Interface (API) call from a notification service of a public cloud
file store, regarding existence of an untrusted file stored within a first repository of the public

cloud file store, said public cloud file store being natively mounted on the network security
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device, wherein users of the enterprise network do not have read access the first repository of the
public cloud file store; determining, by the network security device, whether the untrusted file is
a clean file that is free of malicious content by applying one or more security checks to the
untrusted file, and making the clean file accessible to the users by, when a result of said
determining is affirmative, copying the clean file from the first repository to a second repository

that is accessible to the users.

[00039] Although the present disclosure has been described with the purpose of enabling
users to access only clean/scanned/sanitized files, it should be appreciated that the same has been
done merely to illustrate the invention in an exemplary manner and any other purpose or function
for which the explained structure or configuration can be used, is covered within the scope of the

present disclosure.

[00040] Exemplary embodiments will now be described more fully hereinafter with
reference to the accompanying drawings, in which exemplary embodiments are shown. This
invention may, however, be embodied in many different forms and should not be construed as
limited to the embodiments set forth herein. These embodiments are provided so that this
disclosure will be thorough and complete and will fully convey the scope of the invention to
those of ordinary skill in the art. Moreover, all statements herein reciting embodiments of the
invention, as well as specific examples thereof, are intended to encompass both structural and
functional equivalents thereof. Additionally, it is intended that such equivalents include both
currently known equivalents as well as equivalents developed in the future (i.e., any elements

developed that perform the same function, regardless of structure).

[00041] Thus, for example, it will be appreciated by those of ordinary skill in the art that the
diagrams, schematics, illustrations, and the like represent conceptual views or processes
illustrating systems and methods embodying this invention. The functions of the various
elements shown in the figures may be provided through the use of dedicated hardware as well as
hardware capable of executing associated software. Similarly, any switches shown in the figures
are conceptual only. Their function may be carried out through the operation of program logic,
through dedicated logic, through the interaction of program control and dedicated logic, or even
manually, the particular technique being selectable by the entity implementing this invention.

Those of ordinary skill in the art further understand that the exemplary hardware, software,
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processes, methods, and/or operating systems described herein are for illustrative purposes and,

thus, are not intended to be limited to any particular named.

[00042] FIGs. 1A-B illustrate exemplary network architectures in which or with which

embodiments of the present invention can be implemented.

[00043] FIG. 1A illustrates an exemplary network architecture 100 in which a file is
received from an external network/web server for use in a network (for instance, an enterprise
network) operatively configured with a network security device 108 in accordance with an
embodiment of the present invention. Network security device 108 provides a secure data
transfer system between an external network and an enterprise network such that users of the

enterprise network have access to only clean files that are free from malicious content.

[00044] In the context of the present example, an input file 102 (which may be
interchangeably referred to herein as an untrusted file initially) can be sent by an external entity
to any user of the enterprise network and can be stored within a first repository, e.g. dirty file
store 106 of a public cloud file store 104. The public cloud file store 104 can be natively
mounted on the network security device 108 that protects the enterprise network. Those skilled
in the art will recognize there are many scenarios in which untrusted files can be introduced into
an enterprise network. For example, input file 102 might represent an attachment to an electronic
mail message (e-mail) addressed to a user. Alternatively, input file 102 may be uploaded from
external sources through a webform of a web server of the enterprise. Users of the network are
typically free to initiate actions to access external content. As such, using the Internet, a user can
visit a website and attempt to download a file from a music site, for instance. Input file 102
might also represent a file obtained by the user from another cloud service. In other exemplary
embodiments, input file 102 may be shared with a user in the enterprise network by an external
entity or even a department within the same enterprise network may be attempting to share/send
a file to another department. Embodiments of the present invention can be employed in any or all

of these circumstances as elaborated further below.

[00045] In the context of the present example, the network security device 108 can
implement a sandbox/inspection engine (not shown), that is operable to perform security
scanning on untrusted files, such as input file 102, that are initially shared/sent/uploaded dirty

file store 106 of public cloud file store 104, before it is made accessible to its intended user/any
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user of the enterprise network. In a similar manner, all files being requested by different users of
the network can first be stored in dirty file store 106, which can be configured to be inaccessible
to the end users. In an example, as soon as input file 102 is stored in dirty file store 106, a
notification can be sent via an API call from a notification service (not shown) of public cloud
file store 104 to the network security device 108 regarding existence of input file 102 in dirty file
store 106. In response to the notification, network security device 108 can perform one or more
security checks on input file 102 to determine whether input file 102 is free from malicious

content.

[00046] When network security device 108 indicates input file 102 is free of
malware/malicious content (clean), network security device 108 can transfer file 102 from first
repository, i.e., dirty file store 106, to a second repository, e.g., clean file store 110, which is
accessible to users of the enterprise network. In an aspect, network security device 108 can
include any or a combination of a Unified Threat Management (UTM) appliance, a sandbox
appliance, a firewall, a content scanning engine, an anti-virus engine and a gateway device. In
another aspect, network security device 108 can be a VM that is controlled by a sandbox
appliance. Users can access the files through their respective computing devices that can include,
but are not limited to, a tablet computer, a laptop computer, a desktop computer, a smart phone, a

wearable device among other like devices.

[00047] In one embodiment, network security device 108 is alerted to the existence of new
files received within dirty file store 106 and processes the new files as they arrive. In another
embodiment, network security device 108 may periodically check for the existence of new files
within dirty file store 106 and process the new files in a batch. In one embodiment, the security
checks applied by the sandbox/inspection engine of network security device 108 can include
behavioral-based malware detection by executing the untrusted file within a sandbox
environment to observe whether execution of the untrusted file reveals behavior indicative of the

existence of malware.

[00048] As noted above, upon determining that the file at issue is clean, that is, free from
malware, network security device 108 can make the clean file accessible to the users by copying
and/or transferring the clean file from dirty file store 106 to clean file store 110 that is accessible

to the users.
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[00049] In an aspect, clean file store 110 can contain only clean files and such files may be
available to various users as per their respective sharing rights etc. granted to them. For
example, users of different departments may be limited to accessing cloud file shares associated
with their respective departments. At the same time, each user can have access to files created by
him/her (whether clean or not) in this manner, making embodiments of the present invention
very responsive and helpful in connection with avoidance of zero-day attacks. In this manner,
embodiments of the present invention ensure that files that are newly introduced to a network or
a defined portion thereof are first subjected to desired security checks while residing in a
segregated data storage area before they are made available for access by copying only known

good files to a sanitized storage area that is accessible to users.

[00050] In an aspect, network security device 108 can remove any malware from the
untrusted file that is detected as associated with malicious content such that transfer to clean file
store 110 can be made after freeing the file from malicious content. In another aspect, the files
associated with malicious content can be quarantined by storing in a quarantine store 112, which
cannot be accessed by the users. In yet another aspect, the files associated with malicious content

can be deleted.

[00051] In another aspect, represented by a simplified architecture as illustrated in FIG. 1B,
clean file store 110 may not be a part of public cloud store 104. For instance, the clean file store
110 can be a part of network security device 108 or can be a part of an external storage that
forms part of the enterprise network such that users of the enterprise network can seamlessly
access clean file store 110. Further, as described above, access to the clean files for different
users can be granted on basis of authentication/access rights granted to each user that can be

matched as appropriate by permissions associated with any file.

[00052] FIG. 2 illustrates an exemplary module diagram for a secure data transfer system
200 in accordance with an embodiment of the present invention. In an aspect, secure data
transfer system 200 is implemented within a network security device, such as network security
device 108. In the context of the present example, secure data transfer system 200 includes an
untrusted file processing module 202 and a clean file transfer module 204. In an aspect, an
untrusted file (on which threat detection and/or scanning is to be performed and eventually

copied to second/safe repository) can be received from an external network and can be stored
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within a first repository within a public cloud file store natively mounted on the network security
device implementing secure data transfer system 200. Those skilled in the art will appreciate that
the network security device protects an enterprise network as users of the enterprise network do
not have read access to the first repository of the public cloud file store. In an embodiment, the
public cloud file store can be provided by a third-party cloud storage service provider, for
example, the public file store can be any or a combination of Amazon Simple Storage Service
(Amazon S3)™, Microsoft Azure ™, Google Cloud Platform ™, IBM Cloud ™, and the like.
The untrusted file can be, for instance, can be one that has just been introduced to the network /
file share system in which an embodiment of the present invention has been deployed, and is yet
to be scanned/analyzed for existence of potential malicious content. When a new file is stored in
the first repository, a notification can be sent to untrusted file processing module 202 via an API

call from a notification service of the public cloud file store regarding existence of the untrusted
file.

[00053] In an aspect, responsive to receiving the notification, untrusted file processing
module 202 can access the untrusted file to determine whether the untrusted file is a clean file
that is free of malware by applying one or more security checks to the untrusted file. The one or
more security checks applied by module 202 can include, but are not limited to, (1) state of the art
content scanning, which may be performed using any or a combination of file signature, file
hash, file path, file attributes, file source, file pre-scan parameters, file extension, file content,

and file name, and any part thereof and/or (ii) behavioral-based malware detection.

[00054] In one embodiment, untrusted file processing module 202 can further remove any
malware from the untrusted file that is detected by the one or more security checks when the
result of the determination of the untrusted file being clean is negative (i.e., when the file
demonstrates behavior indicative of the existence of malware or otherwise contains malicious
content). In another embodiment, untrusted file processing module 202 can quarantine or delete
the untrusted file when the result of the determination is negative, which indicates existence of
malicious content. For example, files associated with malicious content can be stored in a

quarantine store which cannot be accessed by the users of the enterprise network.
[000S55] In an aspect, clean file transfer module 204 can make the clean file (confirmed or
generated by module 202) accessible to the users by, copying or transferring the clean file from a
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first repository (e.g., dirty file store 104) that is inaccessible to end users to a second repository
(e.g., clean file store 110) that is accessible to end users, when the result of determination of the
untrusted file being clean is affirmative. As can be readily understood, a clean file can be an
untrusted file that has been found to be free of malware by untrusted file processing module 202

or made free of malware/undesired attributes/behavior.

[00056] In another aspect, clean file transfer module 204 can copy the file to the second
repository by sharing it by means of any or a combination of network file system (NFS), file
transfer protocol (FTP), common Internet file system (CIFS), Internet Small Computer Systems
Interface (iSCSI), Storage Area Network (SAN), and local storage. In one embodiment, the
second repository can be part of the network security device or secure data transfer system 200.
In another embodiment, the second repository can be a part of an external storage device that
forms part of the enterprise network. In yet another embodiment, the second repository can form
part of the public cloud file store itself that is natively mounted by secure data transfer system

200.

[00057] Alternately, in an aspect, untrusted file processing module 202 can make a
determination regarding whether the untrusted file is a clean file that is free of malicious content
by first moving the untrusted file from the first repository to a third repository, such that the one
or more security checks are applied to the untrusted file in the third repository. In one
embodiment, the checked file can be moved back as a clean file into the first repository for
onward copying to the second repository. In another embodiment, the checked file can be moved
as a clean file directly from the third repository to the second repository such that the clean file

can be accessed by the users of the enterprise network.

[00058] In an aspect, secure data transfer system 200 can be configured as a network
security device or be part of one. The network security device can include any or a combination
of a sandbox device, a network controller, a firewall, a network gateway device, an Intrusion
Prevention System (IPS), and an Intrusion Detection System (IDS). In one embodiment, the
network security device can further include a sandbox appliance, such as one of the
FORTISANDBOX family of sandbox appliances available from Fortinet, Inc., the assignee of
the present invention. FORTISANDBOX is a trademark or registered trademark of Fortinet, Inc.

of Sunnyvale, CA. In another embodiment, the network security device comprises a VM that is
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controlled by a sandbox appliance to determine whether the untrusted file is a clean file that is

free of malicious content.

[00059] In an exemplary embodiment, the first repository and the second repository can be
on different storage devices, while in another exemplary embodiment, the first repository and the
second repository can be on a common storage device or within a common public cloud file
store. The first and second repositories may also be accessed via different file system access
protocols. For example, a data store to which a web server stores completed web forms may be
mounted by the network security device as NFS and resulting clean files may be copied to file
shares accessible to end users via CIFS. Any other potential implementation of how first and
second repositories are configured using at least one public cloud file store are well within the

scope of the present disclosure.

[00060] In yet another aspect, the second repository can be part of the public cloud file store
or an external storage operatively coupled with secure data transfer system 200 and can be
configured such that the one or more users, based on their authentication and/or access rights, are

able to access the second repository.

[00061] Those skilled in the art will appreciated that these are only exemplary modules and
any other modules or sub-module can be included as part of embodiments of the present
invention. These modules can also be merged or divided into super-modules or further sub-

modules as appropriate for a particular implementation.

[00062] FIG. 3 conceptually illustrates configuration of multiple buckets in a public cloud
file store via a graphical user interface screen 300 for transfer of clean files from dirty file
store/bucket to clean file store/ bucket in accordance with an embodiment of the present

invention.

[00063] In context of the present example, FIG. 3 represents configuration of a dirty file
store/bucket, a clean file store/bucket and a quarantine store/bucket in a public cloud file store,
e.g., Amazon S3. An untrusted file, which has been introduced to the network / secure data
transfer system and has yet to be scanned for existence of potential malicious content can be
stored in the dirty file store/bucket. The dirty file store/bucket defined within the public cloud

file store as well as one or both of the clean file store/bucket and the quarantine store/bucket
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defined within the public cloud file store can be natively mounted as a file system, for example,
within the network security device protecting the enterprise network. When a file is introduced
to the dirty file store/bucket, the network security device receives a notification via an API call
from a notification service of the public cloud file store regarding existence of an untrusted file
stored within the dirty file store/bucket. The users of the enterprise network do not have read

access of the dirty file store/ bucket.

[00064] Responsive to receiving the notification, the network security device can access the
untrusted file to determine whether the untrusted file is a clean file that is free of malicious
content by applying one or more security checks. The clean file can be made accessible to the
users by copying the clean file from the dirty file store/bucket to the clean file store/bucket that
can be accessible by the users. Further, when the untrusted file is determined to be associated
with malicious content, the untrusted file can be stored in the quarantine store/ bucket or can be

deleted such that the users cannot access the files associated with malicious content.

[00065] FIGs. 4A-B are flow diagrams illustrating exemplary methods of secure data

transfer in accordance with embodiments of the present invention.

[00066] FIG. 4A is a flow diagram 400 illustrating processing of a new file in accordance
with an embodiment of the present invention. In the context of the present example, natively
mounting a public cloud file store such as an S3 bucket by the network security device protecting
an enterprise network enables bulk scanning and sandboxing of files stored within a public cloud
file store, thereby allowing such files to be continuously checked for malware and zero-day
threats. Once a file is determined to be clean, the file can be moved to a clean bucket, whereas
any file containing threats can be quarantined into a separate quarantine file store. While in the
context of the present example, the various functions/procedures for processing of a new file are
described with reference to Amazon Web Services (AWS) simple notification service (SNS) (a
fully managed pub/sub messaging service that makes it easy to decouple and scale microservices,
distributed systems, and serverless applications) and AWS Lambda (an event-driven computing
cloud service available through AWS) and AWS Lambda functions, those skilled in the art will
appreciate similar notification services and event-driven computing mechanisms are available in

other public cloud storage services.
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[00067] At block 402, an input file is uploaded into a first repository of a public cloud file
store. For example, a file can be uploaded into a dirty S3 bucket by any means, web front end,

File Transfer Protocol (FTP), API, and the like.

[00068] At block 404, a notification service, such as simple notification service (SNS), can
constantly monitor the dirty S3 bucket and can watch for new files within the dirty S3 bucket

that are pending a scan by the network security device.

[00069] At block 406, to enable scanning by a sandbox appliance / network security device,
responsive to detecting the existence of the new file, the SNS service monitoring the dirty S3
bucket calls a lambda function for handling the new file (referred to herein as “new file
lambda”). New file lambda then writes information regarding the new file into a database e.g.,
an Amazon database. The information regarding the new file may include its attributes such as
file path, name, hash, along with a field for new file, pre-scan clean, pre-scan unknown, pre-scan
malicious, VM detonation required, VM detonation clean, VM detonation Suspicious

low/med/high, and VM detonation malicious result, and VM detonation S3 bucket path.

[00070] Further, another SNS service monitoring the database can detect the new file
information added to the database and then notify another lambda function (referred to herein as
“pre-scan lambda”), to initiate sandbox pre-scanning, for example, by calling the sandbox
controller API with the file attributes (e.g., filename/filepath) from the database. In one
embodiment, the sandbox pre-scanning includes performing a virus scan as there is no need to
sandbox a file already flagged as a virus. In an embodiment, pre-scan lambda can check the
database to see if the file hash associated with the file at issue has already been scanned such that

the end user can configure a stop function if desired to save computing resources of sandboxing.

[00071] In context of the present example, the sandbox controller can run the file through a
pre-scan engine to perform pre-scanning before detonation in a VM and results may be collected
via a pre-scan result lambda function API call and written to the database. The SNS service can
then kick off a detonate lambda function to move the file with a pre-scan result other than pre-
scan malicious to a VM detonation S3 bucket and can write the detonation path and VM
detonation required flag in the database. Conversely, if the pre-scan flags the file as a virus (pre-
scan malicious), an AV signature can be written to the database and intelligence sharing

regarding the detected virus in real-time, for example, with other network security devices
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associated with the private network by the sandbox appliance passing information about the

detected virus via a cooperative security fabric (e.g., the Fortinet Security Fabric).

[00072] Further, after the detonate lambda function has moved the file to a dedicated S3
bucket, the sandbox can be called over the API with instructions to detonate the file in a VM
with the new file path within the isolated S3 bucket. The sandbox controller can then instruct the
detonation VM(s) of the dedicated/isolated S3 file path along with the credentials to read/write
within that isolated bucket.

[00073] In one embodiment, lambda can trigger periodically, e.g., every 60 seconds after
detonation instruction to poll the sandbox controller API for the result of the detonation until a
final result is available to record in the database. After the final result is available and stored in
the database, a cleanup lambda function is then launched. Depending on result of the scan, the
AV signature can be written and passed to the fabric by the sandbox or a clean result is reported

to the fabric by the sandbox.

[00074] In context of the present example, at block 408, the cleanup lambda function can
move clean files (tagged in the database) from the dirty S3 bucket or the isolated VM detonation
S3 bucket to a clean S3 bucket.

[00075] At block 410, malicious files (and suspicious files) can be moved to a malicious S3
bucket where they can be preserved for analysis and understanding of the context of attack, for

example, or they can be deleted.

[00076] FIG. 4B is a flow diagram 450 illustrating a method of secure data transfer in

accordance with an embodiment of the present invention.

[00077] In context of the present example, the method begins, at block 452, by storing an
untrusted file within a first repository of a public cloud file store, which is natively mounted on a
network security device that is protecting an enterprise network. The users of the enterprise
network do not have read access the first repository of the public cloud file store. At block 454,
the network security device receives a notification, via an API call from a notification service
monitoring the first repository of the public cloud file store, regarding existence of an untrusted
file within the first repository. At block 456, the network security device determines whether the

untrusted file is a clean file that is free of malicious content by applying one or more security
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checks to the untrusted file. At block 458, when a result of determining at block 456 is
affirmative, the clean file is made accessible to the users by copying the clean file from the first

repository to a second repository that is accessible to the users.

[00078] Embodiments of the present disclosure include various steps, which have been
described above. A variety of these steps may be performed by hardware components or may be
embodied on a computer-readable storage medium in the form of machine-executable
instructions, which may be used to cause a general-purpose or special-purpose processor
programmed with instructions to perform these steps. Alternatively, the steps may be performed

by a combination of hardware, software, and/or firmware.

[00079] FIG. 5 illustrates an exemplary computer system 500 in which or with which
embodiments of the present invention may be utilized. Computer system 500 may represent a
secure file transfer agent (e.g., secure data transfer system 200) or a network security device

(e.g., network security device 108).

[00080] As shown in the figure, computer system 500 includes an external storage device
510, a bus 520, a main memory 530, a read only memory 540, a mass storage device 550,
communication port 560, and a processor 570. A person skilled in the art will appreciate that
computer system 500 may include more than one processor and communication ports. Examples
of processor 570 include, but are not limited to, an Intel® Itanium® or Itanium 2 processor(s), or
AMD® Opteron® or Athlon MP® processor(s), Motorola® lines of processors, FortiSOC™
system on a chip processors or other future processors. Processor 570 may include various

modules associated with embodiments of the present invention.

[00081] Communication port 560 can be any of an RS-232 port for use with a modem
based dialup connection, a 10/100 Ethernet port, a Gigabit or 10 Gigabit port using copper or
fiber, a serial port, a parallel port, or other existing or future ports. Communication port 560 may
be chosen depending on a network, such a Local Area Network (LAN), Wide Area Network

(WAN), or any network to which computer system 500 connects.

[00082] Memory 530 can be Random Access Memory (RAM), or any other dynamic
storage device commonly known in the art. Read only memory 540 can be any static storage

device(s) e.g., but not limited to, a Programmable Read Only Memory (PROM) chips for storing
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static information e.g., start-up or BIOS instructions for processor 570. SANs and VSANs may

also be deployed.

[00083] Mass storage 550 may be any current or future mass storage solution, which can
be used to store information and/or instructions. Exemplary mass storage solutions include, but
are not limited to, Parallel Advanced Technology Attachment (PATA) or Serial Advanced
Technology Attachment (SATA) hard disk drives or solid-state drives (internal or external, e.g.,
having Universal Serial Bus (USB) and/or Firewire interfaces), e.g. those available from Seagate
(e.g., the Seagate Barracuda 7200 family) or Hitachi (e.g., the Hitachi store bucket 7K1000), one
or more optical discs, Redundant Array of Independent Disks (RAID) storage, e.g. an array of
disks (e.g., SATA arrays), available from various vendors including Dot Hill Systems Corp.,
LaCie, Nexsan Technologies, Inc. and Enhance Technology, Inc. Bus 520 communicatively
couples processor(s) 570 with the other memory, storage and communication blocks. Bus 520
can be, e.g. a Peripheral Component Interconnect (PCI) / PCI Extended (PCI-X) bus, Small
Computer System Interface (SCSI), USB or the like, for connecting expansion cards, drives and
other subsystems as well as other buses, such a front side bus (FSB), which connects processor

570 to software system.

[00084] Optionally, operator and administrative interfaces, e.g., a display, keyboard, and a
cursor control device, may also be coupled to bus 520 to support direct operator interaction with
computer system 500. Other operator and administrative interfaces can be provided through

network connections connected through communication port 560.

[00085] External storage device 510 can be any kind of external hard-drives, floppy
drives, IOMEGA® Zip Drives, Compact Disc - Read Only Memory (CD-ROM), Compact Disc -
Re-Writable (CD-RW), Digital Video Disk - Read Only Memory (DVD-ROM). Components
described above are meant only to exemplify various possibilities. In no way should the

aforementioned exemplary computer system limit the scope of the present disclosure.

[00086] While embodiments of the present invention have been illustrated and described,
it will be clear that the invention is not limited to these embodiments only. Numerous
modifications, changes, variations, substitutions, and equivalents will be apparent to those skilled

in the art, without departing from the spirit and scope of the invention, as described in the claims.
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CLAIMS

What is claimed is:

1. A secure data transfer system comprising:

a non-transitory storage device having embodied therein one or more routines
operable to prevent users of an enterprise network from accessing malware infected files
that stored within public cloud file stores; and

one or more processors coupled to the non-transitory storage device and operable
to execute the one or more routines, wherein the one or more routines include:

an untrusted file processing module, which when executed by the one or
more processors:
accesses an untrusted file stored within a first repository of a
public cloud file store, wherein the public cloud file store is natively
mounted on a network security device that is protecting the enterprise
network and wherein the users do not have read access to the first
repository of the public cloud file store; and
causes the network security device to make a determination
regarding whether the untrusted file is a clean file that is free of malicious
content by applying one or more security checks to the untrusted file; and
a clean file transfer module, which when executed by the one or more
processors, makes the clean file accessible to the users by, when a result of the
determination is affirmative, copying the clean file from the first repository to a

second repository that is accessible to the users.
2. The secure data transfer system of claim 1, wherein the network security device is or
comprises any or a combination of a sandbox device, a network controller, a firewall, a

network gateway device, an Intrusion Prevention System (IPS), and an Intrusion

Detection System (IDS).
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10.

The secure data transfer system of claim 1, wherein the network security device
comprises a sandbox appliance, and wherein the one or more security checks comprise

behavioral-based malware detection.

The secure data transfer system of claim 1, wherein the network security device
comprises a virtual machine that is controlled by a sandbox appliance to determine

whether the untrusted file is a clean file that is free of malicious content.

The secure data transfer system of claim 1, wherein the network security device copies
the file to the second repository by sharing it by means of any or a combination of
network file system (NFS), file transfer protocol (FTP), common Internet file system
(CIFS), Internet Small Computer Systems Interface (iSCSI), Storage Area Network
(SAN), and local storage.

The secure data transfer system of claim 1, wherein the untrusted file processing module
further removes any malware from the untrusted file that is detected by the one or more

security checks when the result of said determining is negative.

The secure data transfer system of claim 1, wherein the untrusted file processing module

quarantines or deletes the untrusted file when the result of the determination is negative.
The secure data transfer system of claim 1, wherein the second repository is part of the
network security device or part of an external storage device that forms part of the

enterprise network.

The secure data transfer system of claim 1, wherein the second repository forms part of

the public cloud file store.

The secure data transfer system of claim 1, wherein the public cloud file store is provided

by a third-party cloud storage service provider.
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11.

12.

13.

14.

The secure data transfer system of claim 1, wherein the network security device
determines whether the untrusted file is a clean file that is free of malicious content based
any or a combination of a file signature, a file hash, a file path, file attributes, a file
source, file pre-scan parameters, a file extension, file content, and a file name, and any

part thereof.

The secure data transfer system of claim 1, wherein the network security device makes
said determination regarding whether the untrusted file is a clean file that is free of
malicious content by first moving the untrusted file from the first repository to a third
repository, and then applying one or more security checks to the untrusted file in the third
repository, and moving back the checked file as a clean file into the first repository for
onward copying to the second repository or moving the checked file as a clean file

directly from the third repository to the second repository.

A method comprising:

receiving, by a network security device that is protecting an enterprise network, a
notification, via an Application Programming Interface (API) call from a notification
service monitoring a first repository of a public cloud file store, regarding existence of an
untrusted file stored within the first repository, wherein the public cloud file store is
natively mounted on the network security device and wherein users of the enterprise
network do not have read access the first repository of the public cloud file store;

determining, by the network security device, whether the untrusted file is a clean
file that is free of malicious content by applying one or more security checks to the
untrusted file; and

making the clean file accessible to the users by, when a result of said determining
is affirmative, copying the clean file from the first repository to a second repository that

is accessible to the users.
The method of claim 13, wherein the network security device is or comprises any or a

combination of a sandbox device, a network controller, a firewall, a network gateway

device, an Intrusion Prevention System (IPS), and an Intrusion Detection System (IDS).
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15.

16.

17.

18.

19.

20.

The method of claim 13, wherein the network security device comprises a sandbox
appliance, and wherein the one or more security checks comprise behavioral-based

malware detection.

The method of claim 13, wherein the network security device copies the file to the second
repository by sharing it by means of any or a combination of network file system (NFS),
file transfer protocol (FTP), common Internet file system (CIFS), Internet Small

Computer Systems Interface (1ISCSI), Storage Area Network (SAN), and local storage.
The method of claim 13, wherein the file processing module further removes any
malware from the untrusted file that is detected by the one or more security checks when

the result of said determining is negative.

The method of claim 13, further comprising quarantining or deleting, by the network

security device, the untrusted file when the result of said determining is negative.

The method of claim 13, wherein the second repository is part of the network security

device or part of an external storage device that forms part of the enterprise network.

The method of claim 13, wherein the second repository forms part of the public cloud file

store.
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ABSTRACT

[00087] Systems and methods for continuously scanning and/or sandboxing files to protect
users from accessing infected files by natively mounting public cloud file stores are provided.
According to one embodiment, a determination is made by a network security device that is
protecting the enterprise network regarding whether an untrusted file stored within a first
repository of a public cloud file store, which is natively mounted on the network security device,
is a clean file that is free of malicious content by applying one or more security checks to the
untrusted file. When a result of the determination is affirmative, the network security device
makes the clean file accessible to the users by copying the clean file from the first repository to a

second repository that is accessible to the users.
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4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of informaticn shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
552a{m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty.

6.  Arecordin this system of records may be disclosed, as a routine use, to ancther federal agency for purposes of National Security review (35 U.5.C. 181)
and for review pursuant to the Atomic Energy Act (42 US.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C.
122{b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a viclation or potential violation of law or regulation.

EFS Web 2.2.12
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)
Applicant/Patent Owner: Fortinet, Inc.

Application No./Patent No.: Filed/Issue Date: S€ptember 16, 2018

Titeg: NATIVELY MOUNTING STORAGE FOR INSPECTION AND SANDBOXING IN THE CLOUD
Fortinet, Inc. _a Corporation

{(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. |:| An assignee of less than the entire right, title, and interest (check applicable box):

|_| The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

|:| There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. |:| The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a copy
thereof is attached.

B. D A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: To:

The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.

2. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

[Page 1 of 2]
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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PTO/AIA/96 (08-12)
Approved for use through 01/31/2013. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

3. From:

4. From:

5. From:

6. From:

|:| Additional documents in the chain of title are listed on a supplemental sheet(s).

As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

STATEMENT UNDER 37 CFR 3.73(c)

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

/Michael A DeSanctis/ September 16, 2018
Signature Date

Michael A. DeSanctis 39957

Printed or Typed Name Title or Registration Number

[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark
Office may not be able to process and/or examine your submission, which may result in termination of proceedings
or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the
course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the
public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to
public inspection or an issued patent.

9. A rrecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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ASSIGNMENT

WHEREAS, We, Jason Graun and Jesse Alverson, have invented certain
new and useful improvements for which an application entitled

“NATIVELY MOUNTING STORAGE FOR INSPECTION AND SANDBOXING IN THE
CLOUD"

is about to be made for Letters Patent of the United States, the application having been
executed on even date herewith, and which may be identified in the United States Patent and
Trademark Office by Application No. , filed on and further
identified as Atty. Docket No. FORT-027300.

WHEREAS, Fortinet, Inc., a Corporation of the State of Delaware, and
having its principal offices at 899 Kifer Rd., Sunnyvale, CA 94086 (hereafter “Assignee”), is
desirous of acquiring the entire right, title and interest in and to the application, any
inventions or discoveries described therein and in, to and under any and all Letters Patents to
be obtained therefor;

NOW, THEREFORE, for good and valuable consideration, the receipt and
sufficiency of which is hereby acknowledged, we have sold, assigned and transferred, and by
these presents do hereby sell, assign and transfer unto the Assignee, its successors and
assigns:

1. the entire right, title and interest in and to the application, any inventions or
discoveries described therein and the Letters Patent(s), both foreign and domestic,
that may or shall issue, including all rights under the International Convention,
and

2. all proceeds of the application, any inventions or discoveries described therein and
the Letters Patent(s) (including but not limited to, damages for pre-patent grant
infringement, all license royalties and proceeds of infringement suits); and in and
to any and all causes of action (excepting claims upon the United States of
America) for past, present, and future infringement of any of the Letters Patent(s),
or relating to any inventions or discoveries described therein, including the right
to collect royalties and seek injunctive relief, for all such infringements and the
right to sue on all such causes of action for their own use and benefit and the use
and benefit of their successors, assigns and legal representatives,

We do hereby authorize and request the Commissioner of Patents to issue the
Letters Patent(s) to the Assignee in accordance herewith.
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We hereby authorize the Assignee, its successors and assigns or anyone it
may properly designate, to insert in this instrument the filing date and Application No. of the
application when ascertained.

We further authorize the Assignee, its successors and assigns, or anyone it
may properly designate, to apply for Letters Patent, in its own name, if desired, in any and all
foreign countries, and additionally to claim the filing date of the United States application
and/or otherwise take advantage of the provisions of the International Convention.

We do hereby covenant and agree with the Assignee, its successors and
assigns, that we will not execute any writing or do any act whatsoever conflicting with these
presents, and that we or our executors or administrators will, at any time upon request,
without further or additional consideration, but at the expense of the Assignee, its successors
and assigns, execute such additional writings and do such additional acts as the Assignee, its
successors and assigns, may deem necessary or desirable to perfect the Assignee’s enjoyment
of this grant, and render all necessary assistance in making application for and obtaining
original, continuation, divisional, reissued, reexamined, substitute or extended Letters
Patent(s) of the United States, or of any and all foreign countries on the invention, and in
enforcing any rights, occurring as a result of such applications or patents, by giving
testimony in any proceedings or transactions involving such applications or patents.

In Witness Whereof, We have hereunto set our hands and affixed our seals on
the date written below.

| Signature: QWVV} %/U/V\ Signature:
e | 0/19/2014
Full Name: | Jason Graun Full Name: | Jesse Alverson
Address: | 2264 S. Drexel Cir. Address: | 9274 W. 75" Way
Mesa, AZ Arvada, CO 80005
UNITED STATES UNITED STATES
-2-
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number
Substitute for Form PTO-875 16/132,433
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED | NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 OFR 1.16(2), (), or (&) N/A N/A N/A N/A 300
SEARCH FEE
o e o) N/A N/A N/A N/A 660
EXAMINATION FEE
(37 CFR 1.18(0). (5. o1 (a) N/A N/A N/A N/A 760
TOTAL CLAIMS ) *
(37 CFR 1.16(i)) 20 minus 20= OR |x 100 - 0.00
INDEPENDENT CLAIMS . *
(37 CFR 1.16(h)) 2 minus 3 = x 460 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 1720
APPLICATION AS AMENDED - PART I
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
L Total - i w =
s (37 CFga ?.16(i)) Minus X = OR |«x =
% Independent * Minus | *** =
G (37 CFR 1.16(h)) X e OR |«x -
3 Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {CGolumn 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
L Total * Minus | ** = X —
g @7 CF;? 16(3) OR [x -
Independent * Minus | ** = ~ N
E (37 CFR 1.16(h)) X = OR |x -
3 Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16()))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL. FEE REC'D ATTY.DOCKET.NO TOT CLAIMSQIND CLAIMS
16/132,433 09/16/2018 1720 FORT-027300 20 2
CONFIRMATION NO. 6334
64128 FILING RECEIPT
MICHAEL A DESANCTIS
T CHALLP LM L

12640 W. Cedar Drive, Suite 1
LAKEWOQOD, CO 80228

Date Mailed: 10/22/2018

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)
Jason Graun, Mesa, AZ,;
Jesse Alverson, Arvada, CO;
Applicant(s)
Fortinet, Inc., Sunnyvale, CA;
Assignment For Published Patent Application
Fortinet, Inc., Sunnyvale, CA

Power of Attorney: The patent practitioners associated with Customer Number 64128

Domestic Applications for which benefit is claimed - None.
A proper domestic benefit claim must be provided in an Application Data Sheet in order to constitute a claim for
domestic benefit. See 37 CFR 1.76 and 1.78.

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes
Permission to Access Search Results: Yes

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

page 1 of 3
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If Required, Foreign Filing License Granted: 10/19/2018

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 16/132,433

Projected Publication Date: 03/19/2020
Non-Publication Request: No

Early Publication Request: No
Title

NATIVELY MOUNTING STORAGE FOR INSPECTION AND SANDBOXING IN THE CLOUD
Preliminary Class

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No
PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits” giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

page 2 of 3
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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Application Number 16132433
Filing Date P018-09-16
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STATEMENT BY APPLICANT
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Examiner Name PATEL, ASHOKKUMAR B
Attorney Docket Number FORT-0027300
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 16132433

Filing Date 2018-09-16

First Named Inventor |Jason Graun

Art Unit 2491

Examiner Name PATEL, ASHOKKUMAR B

Attorney Docket Number FORT-0027300

1 J.S. Application No. 15/985.892 filed May 22, 2018. (34 pgs)

If you wish to add additional non-patent literature document citation information please click the Add button| Add

EXAMINER SIGNATURE

Examiner Signature

Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in confermance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTQ Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPQ
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. ® Applicant is to place a check mark here if

English language translation is attached.
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Application Number 16132433

Filing Date 2018-09-16

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor |Jason Graun

Art Unit 2491

Examiner Name PATEL, ASHOKKUMAR B
Attorney Docket Number FORT-0027300

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)}{1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature {Michael A_ DeSanctis/ Date (YYYY-MM-DD) 2018-11-28

Name/Print Michael A. DeSanctis Registration Number 39957

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.5.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.8.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S5.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authoerity of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a viclation or potential viclation of law or regulation.
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EFS ID: 34527537
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Confirmation Number: 6334
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CLOUD

NATIVELY MOUNTING STORAGE FOR INSPECTION AND SANDBOXING IN THE

First Named Inventor/Applicant Name:

Jason Graun

Customer Number:

64128

Filer:

Michael A. DeSanctis

Filer Authorized By:

Attorney Docket Number: FORT-027300
Receipt Date: 10-DEC-2018
Filing Date: 16-SEP-2018
Time Stamp: 14:08:58

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document ... . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
1034253
1 Information Disclosure Statement (IDS) IDS_27300.pdf no 4

Form (SB08)
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Information:

A U.S. Patent Number Citation or a U.S. Publication Number Citation is required in the Information Disclosure Statement (IDS) form for
autoloading of data into USPTO systems. You may remove the form to add the required data in order to correct the Informational Message if
you are citing U.S. References. If you chose not to include U.S. References, the image of the form will be processed and be made available
within the Image File Wrapper (IFW) system. However, no data will be extracted from this form. Any additional data such as Foreign Patent
Documents or Non Patent Literature will be manually reviewed and keyed into USPTO systems.

1249681
2 Non Patent Literature NPL_25800.pdf no 34
1e72280a97f070f6fc399411c9020344ec86
c7¢5
Warnings:
Information:
Total Files Size (in bytes): 2283934

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/132,433 09/16/2018 Jason Graun FORT-027300
CONFIRMATION NO. 6334
64128 PUBLICATION NOTICE
MICHAEL A DESANCTIS
JAFFERY WATSON MENDONSA & HAMILTON LL? A

7501 Village Square Drive, Ste. 206
Castle Pines, CO 80108

Title:NATIVELY MOUNTING STORAGE FOR INSPECTION AND SANDBOXING IN THE CLOUD

Publication No.US-2020-0089881-A1
Publication Date:03/19/2020

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTQO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set
forth in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800)
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office,
Public Records Division, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and

the dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through

the Patent Electronic Business Center at www.uspto.gov using the public side of the Patent Application
Information and Retrieval (PAIR) system. The direct link to access this status information is currently
https://portal.uspto.gov/pair/PublicPair. Prior to publication, such status information is confidential and may only
be obtained by applicant using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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ured to make access to a storage device via a first path.
A virtualization control apparatus is configured to control
access to a virtual storage device via a second path,
where the virtual storage device is provided by virtualiz-
ing the storage device. The virtualization control appa-
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is accessible via the second path. The information
processing apparatus incorporates the second path as
an inactive standby path when the identifier received as
aresponse to the query matches with an identifier of the
storage device accessible via the first path.
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Description
FIELD
[0001] The embodiments discussed herein relate to a

storage system, virtualization control apparatus, informa-
tion processing apparatus, and method for controlling a
storage system.

BACKGROUND

[0002] Various data storage systems have been de-
veloped and deployed in recent years, which include
those known as "storage area network” (SAN). A SAN is
a system of storage devices such as hard disk drives
(HDD) and magnetic tape drives made accessible to
servers or other computers via a network. Data migration
may take place in a SAN to move data from existing stor-
age devices to new storage devices with a larger data
capacity. The migration of data could be a time-consum-
ing process because of the massive size of data that
needs to be moved.

[0003] One method of data migration uses a server for
virtualizing the volumes that may be accessed by host
computers, so that the migration of data is transparent
to those hosts. This method causes the server to run a
background process to copy data from a first disk (phys-
ical space of virtual volumes) to a second disk, concur-
rently with its regular work of controlling access requests
from hosts to virtual volumes. When the copy of data is
completed, the server switches the physical space of vir-
tual volumes, from the first disk to the second disk.
[0004] According to another method of data migration,
the current storage device and a new storage device are
first registered as members of a virtual unification device,
and all files in the current storage device are migrated to
the new storage device. The method then deregisters
the current storage device from the virtual unification de-
vice upon completion of the migration.

[0005] See, for example, the following documents:

- Japanese Laid-open Patent Publication No.
2001-331355

- Japanese Laid-open Patent Publication No.

2004-046661

[0006] The virtualization of an existing real storage de-
vice results in a plurality of paths for a server to reach
the real storage device, since new paths are produced
for virtual storage devices, in addition to existing paths
for access to thereal storage device. Here the concurrent
use of an existing access path and an added access path
is inhibited to avoid possible data corruption in the real
storage space. This means, however, that there exists a
certain time period during which the storage device is
inaccessible.
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SUMMARY

[0007] Inone aspect ofthe embodiments, itis an object
to provide a storage system, virtualization control appa-
ratus, information processing apparatus, and storage
system control method that reduce the amount of time
during which the storage devices under virtualization are
inaccessible.

[0008] According to one aspect of the embodiments,
there is provided a storage system including an informa-
tion processing apparatus configured to make access to
a storage device via a first path; and a virtualization con-
trol apparatus configured to control access to a virtual
storage device via a second path, the virtual storage de-
vice being provided by virtualizing the storage device.
The virtualization control apparatus includes a first con-
trol unit configured to send an identifier of the storage
device to the information processing apparatus in re-
sponse to a query from the information processing ap-
paratus which requests information about a storage
space that is accessible via the second path. The infor-
mation processing apparatus includes a second control
unit configured to incorporate the second path as an in-
active standby path when the identifier received as are-
sponse to the query matches with an identifier of the stor-
age device accessible via the first path.

BRIEF DESCRIPTION OF DRAWINGS
[0009]

FIG. 1 illustrates an example of a storage system
according to a first embodiment;

FIG. 2 illustrates an exemplary storage system with
a multipath route for reference purposes;

FIG. 3 illustrates a storage system having active and
standby paths;

FIG. 4 illustrates an example of a volume manage-
ment table;

FIG. 5 illustrates an example of a storage system
with a storage virtualization server,;

FIG. 6 illustrates an example of a volume manage-
ment table of a business server;

FIG. 7 illustrates an example of a volume manage-
ment table of a storage virtualization server;

FIG. 8illustrates how the volume management table
is changed in the business server;

FIG. 9 illustrates an exemplary configuration of a
storage system;

FIG. 10 illustrates an exemplary hardware configu-
ration of a business server;

FIG. 11 illustrates an exemplary configuration of
functions implemented in the business server and
virtualization server, together with an exemplary set-
up of paths and volumes;

FIG. 12 is a flowchart illustrating how paths are add-
ed;

FIG. 13 is a flowchart illustrating how a storage de-
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vice is virtualized;

FIG. 14 illustrates an operation sequence when data
migration is not performed;

FIGS. 15 and 16 illustrate how a volume manage-
ment table is changed in the business server;

FIG. 17 illustrates how a volume management table
is changed in the storage virtualization server;
FIGS. 18 and 19 illustrate an operation sequence
when data migration is performed;

FIGS. 20 to 22 illustrate how a volume management
table is changed in the business server;

FIG. 23 illustrates how a volume management table
is changed in the storage virtualization server;

FIG. 24 is a flowchart of a data migration process;
FIG. 25 illustrates how a volume management table
is changed in the business server during the course
of data migration;

FIG. 26is a flowchart illustrating an exemplary proc-
ess of controlling access to a virtual storage device
during data migration; and

FIG. 27 illustrates an exemplary configuration of a
storage system according to a variation of the sec-
ond embodiment.

DESCRIPTION OF EMBODIMENTS

[0010] Several embodiments will be described below
with reference to the accompanying drawings. FIG. 1 il-
lustrates an exemplary structure of a storage system ac-
cording to a firstembodiment. Theillustrated storage sys-
tem 1 includes an information processing apparatus 10,
a virtualization control apparatus 20, and a storage de-
vice 30a.

[0011] The storage device 30a stores data. The infor-
mation processing apparatus 10 makes access to the
storage device 30avia a path P10. The virtualization con-
trol apparatus 20 provides a virtual storage device 30b
and controls its access. The information processing ap-
paratus 10 is allowed to make access to this virtual stor-
age device 30b through the virtualization control appa-
ratus 20, using a path P20 that is different from the path
P10.

[0012] More specifically, the virtualization control ap-
paratus 20 provides the virtual storage device 30b by
virtualizing a storage device 30a that is accessible to the
information processing apparatus 10. That is, the whole
or a part of the storage device 30a is assigned to the
virtual storage device 30b as its real storage space. With
this virtualization of the storage device 30a, the virtuali-
zation control apparatus 20 enables data migration from
the storage device 30a to some other storage devices
(not illustrated), while allowing access from the informa-
tion processing apparatus 10 to the virtual storage device
30b.

[0013] As seen in FIG. 1, the information processing
apparatus 10 includes a commanding unit 10a and a set-
ting unit 10b. The virtualization control apparatus 20 in-
cludes a receiving unit 2-1, a sending unit 2-2, and a
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migration control unit 2-3.

[0014] Itisassumed now thatthe virtual storage device
30b has been created for the purpose of data migration,
with the storage device 30a offering a real storage space
therefor. In this context, the information processing ap-
paratus 10 adds a path P20 to the virtual storage device
30b in the following way.

[0015] The commanding unit 10a in the information
processing apparatus 10 sends a query to the virtualiza-
tion control apparatus 20 which requests information
about a storage space that is accessible to the informa-
tion processing apparatus 10 via the path P20. This query
arrives atthe receiving unit 2-1in the virtualization control
apparatus 20. In response, the sending unit 2-2 sends
the information processing apparatus 10 an identifier of
the storage device 30a as the requested information
about accessible storage space. This identifier indicates
the real storage space of the virtual storage device 30b.
[0016] Inthe information processing apparatus 10, the
setting unit 10b receives the above identifier from the
virtualization control apparatus 20. If the received iden-
tifier matches with the identifier of the storage device 30a
accessible via an existing path P10, the setting unit 10b
incorporates the additional path P20 as aninactive stand-
by path. For example, the setting unit 10b adds this path
P20 as part of a multipath route, so that the new path
P20 will serve as a standby path for the existing active
path P10.

[0017] Assume here that the sending unit 2-2 has in-
stead sent an identifier of the virtual storage device 30b.
The setting unit 10b in the information processing appa-
ratus 10 would interpret the received identifier as indicat-
ing that the storage device attached to the path P20 in
question is different from the one attached to the existing
path P10. The setting unit 10b would thus activate the
new path P20. As a result, the information processing
apparatus 10 becomes able to make access to the same
real storage space in the storage device 30a via two dif-
ferentactive paths P10 and P20, meaning that some data
in the real storage space could be destroyed by accident.
Such data corruption might be avoided by deactivating
the existing path P10 before activating a new path, but
this also means that the information processing appara-
tus 10 would be unable to make access to the storage
device 30a.

[0018] The proposed storage system 1 is not like the
above. That is, the sending unit 2-2 in the virtualization
control apparatus 20 sends an identifier of the storage
device 30a as the requested information about storage
space accessible via the path P20. This identifier causes
the setting unit 10b in the information processing appa-
ratus 10 to find that another path P20 for the existing
storage device 30a has been added and thus incorporate
the additional path P20 with an inactive state, in order
not to destroy the data in the storage device 30a. Acces-
sibility of the storage device 30ais maintained since there
is no need to deactivate the existing path P10 when add-
ing the new path P20.
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[0019] After incorporating the second path P20 as an
inactive standby path, the setting unit 10b changes the
first path P10 to an inactive standby path and renders
the second path P20 active. This operation puts the stor-
age device 30a under a virtual environment provided by
the virtualization control apparatus 20. In this virtual en-
vironment, the information processing apparatus 10
makes access to the virtual storage device 30b via the
second path P20. It is preferable to stop access from the
information processing apparatus 10 to the storage de-
vice 30a at the moment when switching active paths.
There is no need, however, to stop such access until that
switching point is reached. That is, the above processing
reduces the duration of inaccessibility associated with
the virtualization of the storage device 30a.

[0020] Since the storage device 30a is now under a
virtual environment, the migration control unit 2-3 in the
virtualization control apparatus 20 executes data migra-
tion from the storage device 30a to a destination storage
device (not illustrated) while permitting the information
processing apparatus 10 to continue access to the virtual
storage device 30b. Upon completion of the data migra-
tion, the migration control unit 2-3 changes the assign-
ment of real storage space for the virtual storage device
30b, from the original storage device 30a to the destina-
tion storage device. This marks the end of the entire proc-
ess of data migration. While it takes time to complete
data migration, the operation of the information process-
ing apparatus 10 is not affected because interruption of
its access to the storage device 30a is minimized.
[0021] The following section describes multipath con-
figuration of a storage system as background information
for a second embodiment that is described later. FIG. 2
illustrates an exemplary storage system with a multipath
route for reference purposes. The illustrated storage sys-
tem 2 includes a business server SV0, a Fibre Channel
(FC) switch 40, and a storage device St0. The business
server SVO0 includes two Host Bus Adapters (HBA) #1
and #2, while the storage device St0 includes two Chan-
nel Adapters (CA) #3 and #4. These HBAs and CAs en-
able communication over the FC links. In the storage
device St0, a volume VO is provided as a storage space
accessible to external devices.

[0022] HBA#1 and HBA#2 are interface devices for the
business server SV0 to send data to and receive data
from external devices. HBA#1 and HBA#2 are connected
to the FC switch 40, as are CA#3 and CA#4. Volume VO
in the storage device St0 are coupled to both CA#3 and
CA#4.

[0023] Path P11 is one route for the business server
SV0 to make access to volume VO via HBA#1 and CA#3.
Path P12 is another route for the business server SV0
to make access to volume VO via HBA#2 and CA#4.
[0024] The above-described paths in the storage sys-
tem 2 are an example of a multipath configuration which
provides, in general, duplexed (redundant) access routes
to a single storage device. The multipath configuration
makes the system tolerant of a path fault, thus enhancing

Page 88 of 293

10

15

20

25

30

35

40

45

50

55

the reliability of access to the storage devices.

[0025] Inthe example of FIG. 2, the access paths P11
and P12 may both be defined for free use by the business
server SVO0. In that case, however, the business server
SV0 could mistakenly recognize a single volume VO in
the storage device St0 as two separate volumes coupled
respectively to CA#3 and CA#4. The business server
SV0 might change, under this condition, data in volume
V0 by using the two paths P11 and P12 at the same time,
which could result in destruction of data in the volume
V0 being accessed. Multiple-path storage systems avoid
such situations by using, for example, active-standby
control described below.

[0026] FIG.3illustrates a storage system having active
and standby paths. A multipath route MPO has been es-
tablished with two paths P11 and P12 in the illustrated
storage system 2a. For example, one path P11 is desig-
nated as an active path while the other path P12 is des-
ignated as a standby path. This configuration of active
and standby paths prevents the business server SV0
from making simultaneous access via two paths P11 and
P12.

[0027] The above-described multipath control ensures
that each volume is recognized as a single volume even
if it has two different paths for access. To achieve this
feature, the multipath control has to manage the infor-
mation aboutaccess paths and their associated volumes.
[0028] FIG. 4 illustrates an example of a volume man-
agementtable. Theillustrated volume managementtable
t1 resides in the business server SV0 and contains infor-
mation for the purposes of multipath control. This volume
management table t1 is formed from, for example, the
following data fields: "Multipath Identifier,” "Path Identifi-
er,"” "Storage Device Identifier,” and "Volume Identifier.”
[0029] The multipath identifier field contains informa-
tion that designates a specific multipath route. The path
identifier field contains information indicating individual
paths constituting the multipath route. The storage device
identifier field contains information indicating which stor-
age device can be accessed by the business server
through the multipath route in question, and the volume
identifier field contains information for identifying each
volume in that storage device. Volume identifiers are
unigue at least within a storage device.

[0030] Referring to FIG. 4, the illustrated record in-
cludes a multipath identifier "MPO," path identifiers ""P11"
and "P12," a storage device identifier "St0,"” and a volume
identifier "V0." The path identifier field in FIG. 4 also in-
dicates whether the path in question is in active state or
in standby state. More specifically, the active pathis des-
ignated by a symbol "ACT" in parentheses, as is the
standby path by another symbol "STB." In the example
of FIG. 4, path P11 is selected as the active path, and
path P12 as the standby path.

[0031] The above pieces of information in the volume
management table t1 are loaded into memory of the busi-
ness server SV0 when, for example, the system is re-
booted, or when the configuration data of the system is
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reloaded.

[0032] The next section will describe virtualization of
data storage in a physical storage device. Storage sys-
tems may support the need for migrating data from one
storage device to another storage device to increase the
capacity of data storage with new HDDs or disk arrays.
The process of data migration may be very time-consum-
ing. For example, it may take 100 hours to migrate data
of several tens of terabytes.

[0033] Storage virtualization is used as a method for
such data migration. This method permits data migration
to be performed in parallel with regular services of the
system. That is, it is possible to migrate data while con-
tinuing daily business operations.

[0034] The term "storage virtualization" refers to a
technique for providing a virtual environment in which a
business server makes access to storage devices
through a virtualization server, so that the actual access
goes not directly to a real storage space, but to a virtual
storage space (e.g., to a virtual volume in a virtual storage
device). In such a virtual environment, the storage virtu-
alization server can change or expand the real storage
area at its own discretion, while allowing the business
serverto access a virtual storage space under the control
of the virtualization server.

[0035] FIG. 5 illustrates an example of a storage sys-
tem with a storage virtualization server. The illustrated
storage system 2a-1 includes a business server SV0, an
FC switch 40, a storage virtualization server 50, and a
storage device St1. The components are connected with
each other via FC cables or other media.

[0036] The business server SVO0 includes two HBAs
#1 and #2, while the storage device St1 includes two CAs
#3 and #4. Two volumes VOL1 and VOL2 are resident
in the storage device St1 as storage spaces available for
access from external devices.

[0037] The storage virtualization server 50 includes
two HBAs #5 and #6. The storage virtualization server
50 provides a virtual storage device VSt1 and controls
access thereto. This virtual storage device VSt1 hasbeen
assigned a storage device St1 as its real storage space.
[0038] Two virtual volumes VVOL1 and VVOL2 are set
up in the virtual storage device VSt1. The real storage
space of one virtual volume VVOL1 matches with volume
VOL1, andthatof anothervirtual volume VVOL2 matches
with volume VOL2. In other words, the virtual volumes
VVOL1 and VVOL2 are a virtualized version of volumes
VOL1 and VOL2, respectively.

[0039] HBA#1 and HBA#2 are connected to the FC
switch 40, as are CA#3, CA#4, HBA#5, and HBA#6. In
the storage device St1, volumes VOL1 and VOL2 are
connected to both CA#3 and CA#4. Similarly, virtual vol-
umes VVOL1 and VVOL2 are connected to both HBA#5
and HBA#6 in the virtual storage device VSt1.

[0040] Path P1is a route for the business server SV0
to make access to volumes VOL1 and VOL2 via HBA#1
and CA#3. Path P2is a route for the business server SV0
to make access to volumes VOL1 and VOL2 via HBA#2
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and CA#4. These two paths P1 and P2 constitute a mul-
tipath route MP1.

[0041] Path P3is a route for the business server SV0
to make access to virtual volumes VVOL1 and VVOL2
viaHBA#1 and HBA#5. Path P4 is aroute for the business
server SV0 to make access to virtual volumes VVOL1
and VVOL2 via HBA#2 and HBA#6. These two paths P3
and P4 constitute another multipath route MP2.

[0042] The above-described system integration in-
cluding a storage virtualization server 50 enables the
business server SV0 to use additional access paths to
the storage device St1. That is, each storage space of
volumes VOL1 and VOL2 is made available for access,
not only via direct paths to the storage device St1, but
also via the storage virtualization server 50. From the
viewpoint of the business server SV0, the storage space
of volumes VOL1 and VOL2 appears to be another set
of volumes VVOL1 and VVOL2 on the multipath route
MP2.

[0043] Data in volumes VOL1 and VOL2, however,
could be corrupted if both multipath routes MP1 and MP2
were enabled. To avoid such data corruption, the storage
system 2a-1 may be configured as a virtual environment
in which, for example, one multipath route MP2is in active
use while the other multipath route MP1 is a standby.
[0044] FIG. 6illustrates an example of a volume man-
agement table t1-1 managed in the business server SV0
discussed in FIG. 5. What is seen in this volume man-
agement table t1-1 is its initial content before the storage
virtualization server 50 is integrated into the system.
More specifically, the volume management table t1-1 in-
dicates that the business server SV0 has established a
multipath route MP1 for a storage device St1, that the
multipath route MP1 includes two paths P1 and P2 both
connected to volumes VOL1 and VOLZ2, and that these
paths P1 and P2 are respectively designated as active
and standby paths.

[0045] FIG. 7 illustrates an example of a volume man-
agement table t2 managed in the storage virtualization
server 50 discussed in FIG. 5. The illustrated volume
management table t2 is formed from the following data
fields: "Storage Device Identifier,” "Server Identifier,”
"Volume Identifier,” "Real Storage Device Identifier,” and
"Real Volume Identifier.”

[0046] The storage device identifier field contains an
identifier of a virtual storage device, and the server iden-
tifier field indicates which business server is connected
to the virtualization server. The volume identifier field
contains identifiers of individual virtual volumes estab-
lishedin the virtual storage device. Volume identifiers are
unique at least within a virtual storage device. The real
storage device identifier field contains an identifier that
indicates a real storage device assigned to the virtual
storage device. The real storage device accommodates
some volumes whose real storage space is shared with
virtual volumes in the virtual storage device. The real
volume identifier field contains identifiers of such real vol-
umes in the real storage device.
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[0047] Referring to FIG. 7, the illustrated record con-
tains a storage device identifier "VSt1," a server identifier
"SV0," two volume identifiers "VVOL1" and "VVOL2," a
real storage device identifier "St1,” and two real volume
identifiers "VOL1" and "VOL2." As seen, two virtual vol-
umes and their corresponding real volumes are regis-
tered in this record. Specifically, virtual volume VVOL1
is mapped on real volume VOL1, and virtual volume
VVOL2 is mapped on real volume VOL2.

[0048] As mentioned previously, volumes in a virtual
storage device may be subjected to the striping or con-
catenation, so that servers can recognize a plurality of
storage spaces as a single volume. For this reason, vir-
tual volumes are designated by their own identifiers that
are different from those of real volumes. Such bundling
of volumes may also take place across different storage
devices. To this end, virtual storage devices are assigned
their own identifiers distinguishable from those of real
storage devices.

[0049] Theabove system is designed to perform a pro-
cedure to integrate a storage virtualization server 50 and
set up paths P3 and P4 using the same. For example,
the following actions (1) to (9) are performed in the stated
order.

(1) The business server SVO0 stops its service and
puts the current multipath route MP1 into an inactive
state. This route deactivation prevents a volume in
a single real storage space from being written via
two multipath routes MP1 and MP2 when a storage
virtualization server 50 is integrated.

(2) The business server SVO0 configures itself to in-
corporate a storage virtualization server 50 into the
network.

(3) The business server SVO0 sets up paths P3 and
P4 to a virtual storage device VSt1 via the storage
virtualization server 50.

(4) The business server SV0 sends a query to the
storage virtualization server 50 to request storage
information relating to the newly added path P3. This
storage information is supposed to indicate what
storage space is available for access through the
specified path. For example, the storage information
may be a combination of a storage device identifier
and a volume identifier.

(5) The storage virtualization server 50 returns a re-
sponse to the business server SVO0, thus providing
storage information for the path P3. According to
FIG. 7, the storage information includes the following
two sets of identifiers: (i} storage device identifier
"V8t1" and volume identifier "VVOL1," and (ii} stor-
age device identifier "VSt1" and volume identifier
"VVOL2." These pieces of storage information may
also be expressed as follows: (VSt1, VVOL1) and
(VSt1, VVOL2).

(6) The business server SVO0 registers the received
storage information inits volume management table.
(7) The business server SV0 compares the storage
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information just received from the storage virtualiza-
tion server 50 with the existing storage information
in the volume management table, in terms of the
combination of storage device identifiers and volume
identifiers. At the moment, there is no match with the
storage information received from the storage virtu-
alization server 50, since the current storage infor-
mation managed by the business server SV0 is (St1,
VOL1) and (St1, VOL2) as seen in FIG. 6.

(8) The business server SV0repeats the above steps
(4) to (7) to register storage information of another
path P4 until it finds identical storage information in
the volume management table. When there is found
an identical piece of storage information, the busi-
ness server SV0 produces a new multipath route by
bundling the paths corresponding to such storage
information.

In the present example, the business server SVO
combines two paths P3 and P4 into a multipath route
MP2 as a result of the above steps (4) to (7) for path
P4. The business server SV0 activates this new mul-
tipath route MP2. One of the paths P3 and P4 is put
into active state, and the other is put into standby
state. Because multipath route MP1 has been inac-
tive as described above, there is no chance for the
storage device St1 to receive access via a plurality
of paths.

(9) The business server SV0 now resumes its serv-
ice. Then in parallel with the resumed service, the
business server SV0 connects the new storage de-
vice and performs data migration from the existing
storage device St1 to the new storage device.

[0050] FIG. 8illustrates how the volume management
table is changed in the business server SV0. What is
added is a new record describing a virtual storage device
VSt1 to reflect the integration of a storage virtualization
server 50 and deletion of the storage device St1. More
specifically, the original volume management table t1-1
in the business server SV0 has been updated with a new
record ¢1 as seen in the new volume management table
t1-2. This new record ¢1 indicates that the business serv-
er SV0 has established a multipath route MP2 to a virtual
storage device VSt1, and that the multipath route MP2
includes two paths P3 and P4 each connected to virtual
volumes VVOL1 and VVOL2. The multipath route MP2
is set to an active state, which enables the business serv-
er SV0 to make access to those virtual volumes VVOL1
and VVOL2.

[0051] As can be seen from the above, a virtual envi-
ronment is established preparatory to data migration, by
incorporating a virtualization server to virtualize an exist-
ing real storage device. It is desired in this case to min-
imize the temporary absence of services during a virtu-
alization process.

[0052] When virtualizing an existing real storage de-
vice, the above-described virtualization server gives a
different storage name to the resulting virtual storage de-
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vice to distinguish it from the real storage device. The
business server therefore recognizes the virtual storage
device as being different from the existing storage device,
despite the fact that these storage devices actually share
the same real storage space. The business server con-
sequently specifies the virtual storage paths as active
paths.

[0053] The above-described virtualization procedure
adds another set of active paths for the business server
to access different volumes sharing the same real stor-
age device. To protect data in the real storage device
from possible corruption, the business server has no
choice but to disable its access to storage devices at the
earliest stage of the virtualization procedure. The busi-
ness server has therefore to stop servicing until a multi-
path configuration of virtual storage is completed.
[0054] In view of the above, the following second em-
bodiment provides techniques for reducing the duration
of such inaccessibility in the process of virtualization of
real storage devices. That is, the second embodiment
offers a storage system, path setting method, business
server, and virtualization server that reduce the time of
temporary absence of services.

[0055] The next section describes a structure and op-
eration of a storage system according to the second em-
bodiment. FIG. 9 illustrates an exemplary configuration
of a storage system 1a, which includes a business server
SV1, a storage virtualization server 20a, FC switches 41
and 42, and a pair of storage devices St1 and St2.
[0056] Each storage device St1 and St2 maybe formed
from a plurality of HDDs. One storage device St1 is a
source storage device of data migration. Currently, areal
volume resides in this storage device St1 for access from
the business server SV1. The other storage device St2
is a destination storage device for data migration, to
which the data will be moved from the source storage
device St1. The storage device St2 may be added to the
storage system 1a after completion of virtualization (de-
scribed later) of the storage device St1.

[0057] The illustrated FC links permit the business
server SV1 to make access to the storage device St1 via
one FC switch 41, as well as via the other FC switch 42.
The business server SV1 is also allowed to make access
to the storage virtualization server 20a via the former FC
switch 41, as well as via the latter FC switch 42.

[0058] The illustrated FC links permit the storage vir-
tualization server 20a to make access to the storage de-
vice St1 via one FC switch 41, as well as via the other
FC switch 42. The storage virtualization server 20a is
also allowed to make access to the storage device St2
via one FC switch 41, as well as via the other FC switch
42.

[0059] Write data to and read data from the storage
devices St1and St2is transferred over FC cables, where-
as control data between the business server SV1 and
the FC switches 41 and 42 is transferred over local area
network (LAN) cables. The LAN s also used to exchange
control data between the business server SV1 and stor-
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age virtualization server 20a.

[0060] FIG. 10illustrates an exemplary hardware con-
figuration of a business server. For example, the busi-
ness server SV1 is implemented on a computer as seen
in FIG. 10. This control business server SV1 has a proc-
essor 101 to control its entire operation. The processor
101 is connected to a random access memory (RAM)
102 and other various devices and interfaces on a bus
109. The processor 101 may be a single processing de-
vice or a multiprocessor system including two or more
processing devices. For example, the processor 101 may
be acentral processing unit (CPU), micro-processing unit
(MPU), digital signal processor (DSP), application-spe-
cificintegrated circuit (ASIC), programmable logic device
(PLD), or any combinations of those processing devices.
[0061] The RAM 102 serves as primary storage of the
business server SV1. Specifically, the RAM 102 is used
to temporarily store atleast some of the operating system
(OS) programs and application programs that the proc-
essor 101 executes, in addition to various data objects
that it manipulates at runtime.

[0062] Other devices on the bus 109 include an HDD
103, a graphics processor 104, an input device interface
105, an optical disc drive 106, an HBA 107, and a LAN
interface 108.

[0063] The HDD 103 writes and reads data magneti-
cally on its internal platters. The HDD 103 serves as sec-
ondary storage of the business server SV1 to store pro-
gram and data files of the operating system and applica-
tions. Flash memory and other semiconductor memory
devices may also be used as secondary storage, similarly
to the HDD 103.

[0064] The graphics processor 104, coupled to a mon-
itor 104a, produces video images in accordance with
drawing commands from the processor 101 and displays
them on a screen of the monitor 104a. The monitor 104a
may be, for example, a cathode ray tube (CRT) display
or a liquid crystal display.

[0065] The input device interface 105 is connected to
input devices such as a keyboard 105a and a mouse
105b and supplies signals from those devices to the proc-
essor 101. The mouse 105b is a pointing device, which
may be replaced with other kinds of pointing devices such
as touchscreen, tablet, touchpad, and trackball.

[0066] The optical disc drive 106 reads out data en-
coded on an optical disc 106a, by using laser light. The
optical disc 106a is a portable data storage medium, the
data recorded on which can be read as a reflection of
light or the lack of the same. The optical disc 106a may
be a digital versatile disc (DVD), DVD-RAM, compact
discread-only memory (CD-ROM), CD-Recordable (CD-
R}, or CD-Rewritable (CD-RW), for example.

[0067] The HBA 107 is an FC interface device for com-
munication with remote devices via FC cables. The busi-
ness server SV1 actually has two such HBAs, which will
be referred to as HBA#1 and HBA#2 in later sections.
Specifically, HBA#1 is connected to one FC switch 41
while HBA#2 is connected to another FC switch 42. The
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LAN interface 108 is an interface device for communica-
tion with remote devices via LAN cables.

[0068] The business server SV1 is implemented on
such a hardware platform. The same hardware configu-
ration of FIG. 10 may similarly be used to implement the
foregoing storage virtualization server 20a.

[0069] FIG. 11 illustrates an exemplary configuration
of functions implemented in the proposed business serv-
er and virtualization server, together with an exemplary
setup of paths and volumes. The business server SV1
in FIG. 11 corresponds to the information processing ap-
paratus 10 discussedin FIG. 1. The storage virtualization
server 20a in FIG. 11 corresponds to the virtualization
control apparatus 20 in FIG. 1. Further, the storage de-
vice St1 in FIG. 11 corresponds to the storage device
30ain FIG. 1, and the virtual storage device VSt1in FIG.
11 corresponds to the virtual storage device 30bin FIG. 1.
[0070] The business server SV1 includes a business
server control unit 11, two HBAs #1 and #2, and a volume
management table T10. The processing functions of the
business server control unit 11 are realized by, for ex-
ample, causing the processor in the business server SV1
to execute an appropriate program, with a volume man-
agement table T10 stored in RAM of the business server
SV1.

[0071] The storage virtualization server 20a, on the
other hand, includes a virtual storage control unit 21,
HBAs #5 and #6, and a volume management table T20.
The processing functions of the virtual storage control
unit 21 are realized by, for example, causing the proces-
sor in the storage virtualization server 20a to execute an
appropriate program, with a volume management table
T20 stored in RAM of the storage virtualization server
20a.

[0072] The storage device St1 includes two CAs #3
and #4. HBA#1 is connected to CA#3 and HBA#5 via
one FC switch 41. HBA#2 is connected to CA#4 and
HBA#6 via another FC switch 42. Two volumes VOL1
and VOL2 are resident in the storage device St1 as stor-
age space available for access from external devices.
Both volumes VOL1 and VOL2 are connected to HBA#3
and HBA#4.

[0073] Path P1is aroute for the business server SV1
to make access to volumes VOL1 and VOL2 via HBA#1,
FC switch 41, and CA#3. Path P2 is a route for the busi-
ness server SV1 to make access to volumes VOL1 and
VOL2 via HBA#2, FC switch 42, and CA#4. These two
paths P1 and P2 constitute a multipath route MP1.
[0074] HBA#5 of the storage virtualization server 20a
is connected to HBA#1 and CA#3 via one FC switch 41.
HBA#6 of the same is connected to HBA#2 and CA#4
via the other FC switch 42.

[0075] The virtual storage control unit 21 in the storage
virtualization server 20a is designed to provide a virtual
storage device by virtualizing a real storage space of a
storage device and controls access to such virtual stor-
agedevices. Inthe example of FIG. 11, the virtual storage
control unit 21 provides a virtual storage device VSt1 by
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virtualizing real storage spaces of a storage device St1.
The virtual storage control unit 21 also sets up virtual
volumes VVOL1 and VVOL2 in the virtual storage device
VSt1.

[0076] Itis noted that the volume VOL1 and virtual vol-
ume VVOL1 are both associated with a real storage
space in the storage device St1. Similarly, the volume
VOL2 and virtual volume VVOL2 are both associated with
another real storage space in the storage device St1. In
other words, virtual volumes VVOL1 and VVOL2 are a
virtualized version of volumes VOL1 and VOL2, respec-
tively.

[0077] Path P3is a route for the business server SV1
to make access to virtual volumes VVOL1 and VVOL2
via HBA#1, FC switch 41, and HBA#5. Path P4 is a route
for the business server SV1 to make access to virtual
volumes VVOL1 and VVOL2 via HBA#2, FC switch 42,
and HBA#6. The storage system 1a may combine these
paths P3 and P4 into a new multipath route, aside from
the existing multipath route MP1. Another option is to
incorporate these paths P3 and P4 into the existing mul-
tipath route MP1 as will be described later.

[0078] The above-described integration of a storage
virtualization server 20a enables the business server
SV1 to use additional access paths to the storage device
St1. That is, each storage space of volumes VOL1 and
VOL2 in the storage device St1 may be accessed via the
storage virtualization server 20a. When this is the case,
the business server SV1 recognizes the storage space
of volumes VOL1 and VOL2 as volumes VVOL1 and
VVOL2 on the paths P3 and P4.

[0079] The business server control unit 11 in the busi-
ness server SV1 may make access to volumes in a stor-
age device, as well as to virtual volumes in a virtual stor-
age device. To this end, the business server SV1 has a
volume management table T10 to maintain information
about storage spaces to be accessed. For example, this
volume management table T10 may be formed from the
same data fields as those of the foregoing volume man-
agement table t1 of FIG. 4.

[0080] When adding a new path and a new virtual stor-
age device, the business server control unit 11 sends a
query to the storage virtualization server 20a to request
information about a storage space corresponding to the
new path to be added. Upon receipt of the requested
information, the business server control unit 11 registers
it in its volume management table T10. For example,
when a need may arise to add a virtual storage device
VSt1 for the purpose of data migration from the currently
used storage device St1, the business server control unit
11 receives from the storage virtualization server 20a an
identifier of a storage device relating to the path to be
added. This identifier may be not of the virtual storage
device (VSt1), but of the real storage device (St1). If this
is the case, the business server control unit 11 incorpo-
rates the new path as a standby path of the existing mul-
tipath route MP1.

[0081] The virtual storage control unit 21 in the storage
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virtualization server 20a controls access to a virtual stor-
age device from other servers including the business
server SV1. The storage virtualization server 20a has its
own volume management table T20 to maintain informa-
tion about storage spaces of the virtual storage device.
For example, this volume management table T20 may
include at least the same data fields as those of the fore-
going volume management table t2 of FIG. 7. More de-
tails of the volume management table T20 will be dis-
cussed later.

[0082] When a query about a storage space relating
to a new path arrives from the business server SV1, the
virtual storage control unit 21 responds to the query by
retrieving relevant information from the volume manage-
ment table T20. The virtual storage control unit 21 nor-
mally returns identifiers of a virtual storage device and a
virtual volume associated with the new path. In the case
of data migration, however, the virtual storage control
unit 21 returns identifiers of a real storage device and a
real volume. As will be described later, the virtual storage
control unit 21 is configured to recognize data migration
when there are two successive queries from the business
server SV1 as to a storage space relating to a particular
path. The virtual storage control unit 21 then informs the
business server SV1 of a relevant real storage device
identifier and real volume identifier(s).

[0083] Referring now to the flowchart of FIG. 12, the
next section describes how the business server SV1
adds new paths. The process described in this flowchart
is not limited to the case of data migration, but may simply
create additional paths and virtual volumes for other pur-
poses.

(S1) The business server control unit 11 determines
a new path(s) to be added and a target server for
the path(s). Here the term "target server” refers to a
virtualization server that is to be connected through
the new path(s). The target server is designated by
the LAN address of the virtualization server.

(S2) The business server control unit 11 determines
whether to perform data migration from a real stor-
age device to a virtual storage device. When no data
migration is needed, the process advances to step
S3. When data migration is planned, the process
branches to step S11.

(S3) The business server control unit 11 selects one
of the new paths that are added.

(S4) The business server control unit 11 sends a
query to the storage virtualization server 20a to re-
quest storage information for the selected new path.
(S5) The business server control unit 11 receives
storage information from the storage virtualization
server 20a as a response to its query.

(S6) The business server control unit 11 compares
the storage information received from the storage
virtualization server 20a with the existing storage in-
formation registered in the volume management ta-
ble T10. If a match is found, the process advances
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to step S7. If no match is found, the process skips
to step S10.

(S7) The matching storage information in the volume
management table T10 is of a specific existing stor-
age device. The business server control unit 11 de-
termines whether the existing storage device has a
multipath route. If the storage device in question has
a multipath route, the process advances to step S8.
Otherwise, the process skips to step S9.

(S8) The business server control unit 11 configures
the selected new path to the added virtual storage
device as a standby path of the multipath route to
which the existing storage device belongs.

(89) The business server control unit 11 establishes
a new multipath route for the matching storage de-
vice.

(810) The business server controlunit 11 determines
whether all the new paths are done. If any pending
new path is found, the process goes back to step
S2. If all the new paths are done, the process termi-
nates itself.

(811) The business server control unit 11 selects
one of the new paths that are added.

(812) The business server control unit 11 sends a
query to the storage virtualization server 20a to re-
quest storage information for the selected new path.
(813) The business server control unit 11 receives
storage information from the storage virtualization
server 20a as a response to its query.

(814) The business server control unit 11 compares
the storage information received from the storage
virtualization server 20a with the existing storage in-
formation registered in the volume management ta-
ble T10. If no match is found, the process advances
to step S15. If a match is found, the process termi-
nates itself. Such a match is caused by, for example,
an incorrect setup on the part of the storage virtual-
ization server 20a.

(815) The business server control unit 11 deletes
the storage information received from the storage
virtualization server 20a and proceeds to step S4.
The deletion of storage information may not neces-
sarily be executed immediately. For example, the
storage information may be deleted a certain amount
of time later.

[0084] This step S15 is followed by steps S4 to S6,
which are similar to steps S12 to S14. This means that
the business server control unit 11 sends the same query
twice, first at step S12 and second at step S4, to request
storage information for a new path, in the case where the
new path is intended for data migration. These two suc-
cessive queries permit the virtual storage control unit 21
in the storage virtualization server 20a to recognize that
the business server SV1 intends to perform data migra-
tion.

[0085] Referring now to the flowchart of FIG. 13, the
following section describes how the storage virtualization
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server 20a sets up a virtual storage device VSt1.

(S21) The virtual storage control unit 21 enters in-
formation about a virtual storage device VSt1 to the
volume management table T20.

(S22) The virtual storage control unit 21 determines
whether there is a query from the business server
SV1 about storage information. This query, if
present, is supposed to specify a particular path that
the business server SV1 is handling. When there is
such a query, the process advances to step S23.
When no such queries are present, the process skips
to step S26.

(S23) The virtual storage control unit 21 determines
whether the identifier of the requesting server has
already been registered in the volume management
table T20. When the server identifier in question is
not registered, the process advances to step S24a.
When the server identifier is registered, the process
proceeds to step S24b. Here the presence of a par-
ticular server identifier in the volume management
table T20 means that the current processing is for
the purpose of data migration.

(S24a) The virtual storage control unit 21 sends vir-
tual storage information to the business server SV1.
This virtual storage information refers to the storage
information of a virtual storage device VSt1 associ-
ated with the specified path.

(S25a) The virtual storage control unit 21 enters the
server identifier of the requesting business server
SV1into a relevant data field of the volume manage-
ment table T20.

(S24b) The virtual storage control unit 21 transmits
real storage information to the requesting business
server SV1. This real storage information refers to
the storage information of a storage device St1 as-
sociated with the specified path.

(S25b) The virtual storage control unit 21 removes
the server identifier of the business server SV1 from
the volume management table T20.

(S26) The virtual storage control unit 21 finishes its
processing when the execution of the program is to
be terminated. Otherwise, the virtual storage control
unit 21 returns to step S22 to continue the process-
ing.

[0086] The next section will provide a specific example
of interactions between the business server SV1 and
storage virtualization server 20a, together with conse-
quent changes in the volume management table.

[0087] FIG. 14 illustrates an operation sequence when
data migration is not performed. This sequence repre-
sents the case in which the business server SV1 is simply
adding access paths to use new virtual volumes. More
specifically, the business server SV1 is now adding new
paths P3 and P4 to make access to virtual volumes
VVOL3 and VVOL4 (not illustrated) in a virtual storage
device VSt3 (not illustrated). These virtual volumes
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10

VVOL3 and VVOL4 are mapped on real storage spaces
in a storage device St3 (not illustrated).

[0088] In relation to the sequence diagram of FIG. 14
described below, FIGS. 15 and 16 illustrate how the vol-
ume management table is changed in the business serv-
er SV1. Further, FIG. 17 illustrates how the volume man-
agement table is changed in the storage virtualization
server 20a.

(831) In response to commands from the adminis-
trator, the business server control unit 11 sets up
additional paths P3 and P4 for a storage virtualiza-
tion server 20a newly incorporated into the network.
Referring to the upper half of FIG. 15, the illustrated
volume management table T10-1 represents what
the volume management table T10 contains as a
result of step S31. The topmost record of this volume
management table T10-1 indicates the following
things: (i} an existing multipath route MP1 is consti-
tuted by two paths P1 and P2, (ii) the paths P1 and
P2 respectively lead to volumes VOL1 and VOL2 in
a storage device St1, and (iii} the former path P1 is
an active path while the latter path P2 is a standby
path. These pieces of information were previously
registered in the volume management table T10 be-
fore step S31 begins. Then at step S31, the business
server SV1 produces another record including iden-
tifiers of new paths P3 and P4 as seen in FIG. 15.
(832) Also in response to commands from the ad-
ministrator, the virtual storage control unit 21 enters
storage information describing the virtual storage de-
vice VSt3.

[0089] Referring to the topmost part of FIG. 17, the
illustrated volume management table T20-1 represents
what the volume management table T20 contains as a
result of step S32. Similar to the one discussed in FIG.
7, the volume management table T20 includes the data
fields of storage device identifier, server identifier, vol-
ume identifier, real storage device identifier, and real vol-
ume identifier. In addition, the volume management table
T20 has a data field for path identifiers. The path identi-
fiers distinguish the paths used to reach different virtual
volumes. Note that the server identifier field is divided
into smaller cells toregister serveridentifiers correspond-
ing to individual path identifiers.

[0090] The volume management table T20-1 in FIG.
17 indicates the following things: (i) the virtual storage
device VSt3 accommodates virtual volumes VVOL3 and
VVOL4, (i) the virtual volumes VVOL3 and VVOL4 can
respectively be reached through paths P3 and P4, and
(iii) their real storage space resides in a storage device
St3. Itis assumed, for exemplary purposes, that neither
of the virtual volumes VVOL3 and VVOL4 is associated
with a real volume.

(833) The business server control unit 11 selects
one of the paths newly added to the volume man-
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agement table T10. Suppose now that path P3 is
selected in the first place.

(S34) The business server control unit 11 sends a
query to the storage virtualization server 20a via LAN
to request storage information of the selected path
P3. Specifically, this query notifies the storage virtu-
alization server 20a of the identifier of path P3.
(S35) The virtual storage control unit 21 responds to
the business server SV1 by sending the requested
storage information of path P3 via LAN. At this step
S35, the virtual storage control unit 21 executes the
test described in step S23 of FIG. 13. As seen from
the volume management table T20-1 in FIG. 17, the
volume management table T20 contains no server
identifiers for path P3 at the moment when the query
is received. Therefore the virtual storage control unit
21 returns storage information of the virtual storage
device VSt3. More specifically, the virtual storage
control unit 21 returns a response that includes the
following two combinations of identifiers: (i} storage
device identifier "VSt3" and volume identifier
"VVOL3," and (ii) storage device identifier "VSt3" and
volume identifier "VVOL4."

(S36) Subsequent to the response including storage
information of the virtual storage device VSt3, the
virtual storage control unit 21 enters the identifier
"SV1" of the business server SV1 into arelevant data
filed associated with path P3. Referring to the middle
part of FIG. 17, the illustrated volume management
table T20-2 indicates what the volume management
table T20 contains as a result of step S36. Specifi-
cally, a server identifier "SV1" representing the busi-
ness server SV1 is newly registered for path P3.
(S37) The business server control unit 11 updates
its own volume management table T10 with the re-
ceived storage information. Referring to the lower
half of FIG. 15, the illustrated volume management
table T10-2 represents what the volume manage-
ment table T10 contains as a result of step S37. This
volume management table T10-2 reflects the fact
that a virtual storage device VSt3 accommodating
virtual volumes VVOL3 and VVOL4 is connected to
the business server SV1 via path P3.

(838) The business server control unit 11 compares
the storage information received from the storage
virtualization server 20a with the existing storage in-
formation. This operation is similar to step S6 of FIG.
12. In the present context, the received storage in-
formationis (VSt3, VVOL3) and (VSt3, VVOL4), nei-
ther of which matches with the existing storage in-
formation (St1, VOL1) or (St1, VOL2). Accordingly,
the business server control unit 11 turns to the next
new path.

(S39) The business server control unit 11 selects
one of the paths newly added to the volume man-
agement table T10. In the present context, the re-
maining path P4 is selected.

(S40) The business server control unit 11 sends a
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query to the storage virtualization server 20a via LAN
to request storage information of the selected path
P4. Specifically, this query notifies the storage virtu-
alization server 20a of the identifier of path P4.
(S41) The virtual storage control unit 21 responds to
the business server SV1 by sending the requested
storage information of path P4. As seen from the
volume management table T20-2 in FIG. 17, the vol-
ume management table T20 contains no serveriden-
tifiers for path P4 at the moment. Therefore the virtual
storage control unit 21 returns storage information
of the virtual storage device VSt3. More specifically,
the virtual storage control unit 21 returns a response
that includes the following two combinations of iden-
tifiers: (i) storage device identifier "VSt3" and volume
identifier "VVOL3," and (ii) storage device identifier
"V8t3" and volume identifier "VVOL4."

(842) Subsequent to the response including storage
information of the virtual storage device VSt3, the
virtual storage control unit 21 enters the identifier
"SV1" of the business server SV1into a relevantdata
filed associated with path P4. Referring to the bottom
part of FIG. 17, the illustrated volume management
table T20-3 indicates what the volume management
table T20 contains as a result of step S42. Specifi-
cally, a serveridentifier "SV1" representing the busi-
ness server SV1 is registered for path P4.

(S43) The business server control unit 11 updates
its own volume management table T10 with the re-
ceived storage information. Referring to the upper
half of FIG. 16, the illustrated volume management
table T10-3 represents what the volume manage-
ment table T10 contains as aresult of step S43. This
volume management table T10-3 reflects the fact
that a virtual storage device VSt3 accommodating
virtual volumes VVOL3 and VVOL4 is connected to
the business server SV1 via path P4.

(S44) The business server control unit 11 compares
the storage information received from the storage
virtualization server 20a with the existing storage in-
formation. As seen in FIG. 16, the received storage
information (VSt3, VVOL3) and (VSt3, VVOL4) of
path P4 matches with the existing storage informa-
tion (VSt3, VVOL3) and (VSt3, VVOL4) registered
at step S37 for path P3.

(S45) Because the storage information of path P3
matches with that of path P4, the business server
control unit 11 combines these paths P3 and P4 into
a multipath route. Referring to the lower half of FIG.
16, the illustrated volume management table T10-4
represents what the volume management table T10
contains as a result of step S45. This volume man-
agement table T10-4 indicates that a new multipath
route MP2 has been produced from paths P3 and
P4. The business server control unit 11 selects one
path as an active path and the other as a standby
path. In the exemplary volume management table
T10-4 of FIG. 16, path P3 serves as the active path,
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and path P4 as the standby path.

[0091] Theabove-described process enables the busi-
ness server SV1 to make access to virtual volumes
VVOL3 and VVOL4 in the virtual storage device VSt3 via
a newly added multipath route MP2.

[0092] The nextsection will provide a specific example
of interactions between the business server SV1 and
storage virtualization server 20a, together with conse-
quent changes in the volume management table, in the
context of data migration. FIGS. 18 and 19 illustrate an
operation sequence when data migration is performed.
FIGS. 20 to 22 illustrate how the volume management
table is changed in the business server SV1. Further,
FIG. 23 illustrates how the volume management table is
changed in the storage virtualization server 20a.

(S51) In response to commands from the adminis-
trator, the business server control unit 11 sets up
additional paths P3 and P4 for a storage virtualiza-
tion server 20a newly incorporated into the network.
Referring to the upper half of FIG. 20, the illustrated
volume management table T10-11 represents what
the volume management table T10 contains as a
result of step S51. This volume management table
T10-11 indicates the following things: (i} an existing
multipath route MP1 is constituted by two paths P1
and P2, (ii) the paths P1 and P2 respectively lead to
volumes VOL1 and VOL2 in a storage device St1,
and (iii} the former path P1 is an active path while
the latter path P2 is a standby path. These pieces of
information were previously registered in the volume
management table T10 before step S51 begins.
Then at step S51, the business server SV1 produces
another record including identifiers of new paths P3
and P4 as seen in FIG. 20.

(S52) Also in response to commands from the ad-
ministrator, the virtual storage control unit 21 enters
storage information describing a virtual storage de-
vice VSt1. Referring to the middle part of FIG. 23,
the illustrated volume management table T20-11
represents what the volume management table T20
contains as a result of step S52. The volume man-
agement table T20-1 in FIG. 17 indicates the follow-
ing things: (i) the virtual storage device VSt1 accom-
modates virtual volumes VVOL1 and VVOLZ2, (ii) the
two virtual volumes VVOL1 and VVOL2 can respec-
tively be reached through paths P3 and P4, (iii) their
real storage space resides in a storage device St1,
and (iv) virtual volumes VVOL1 and VVOL2 are as-
sociated respectively with real volumes VOL1 and
VOL2.

(S53) The business server control unit 11 selects
one of the paths newly added to the volume man-
agement table T10. Suppose now that path P3 is
selected in the first place.

(S54) The business server control unit 11 sends a
query to the storage virtualization server 20a via LAN
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to request storage information of the selected path
P3. Specifically, this query notifies the storage virtu-
alization server 20a of the identifier of path P3.
(855) The virtual storage control unit 21 responds to
the business server SV1 by sending the requested
storage information of path P3 via LAN. At this step
S55, the virtual storage control unit 21 executes the
test described in step S23 of FIG. 13. As seen from
the volume management table T20-11 in FIG. 23,
the volume managementtable T20 contains no serv-
er identifiers for path P3 at the moment when the
query is received. Therefore the virtual storage con-
trol unit 21 returns storage information of the virtual
storage device VSt1. More specifically, the virtual
storage control unit 21 returns a response that in-
cludes the following two combinations of identifiers:
(i) storage device identifier "VSt1" and volume iden-
tifier "VVOL1," and (ii) storage device identifier
"V8t1" and volume identifier "VVOL2."

(S56) Subsequent to the response including storage
information of the virtual storage device VSt1, the
virtual storage control unit 21 enters the identifier
"SV1" of the business server SV1into arelevantdata
filed associated with path P3. Referring to the upper
part of FIG. 23, the illustrated volume management
table T20-12 represents what the volume manage-
ment table T20 contains as a result of step S56. This
volume management table T20-12 contains a server
identifier "SV1" newly registered for path P3.

(857) The business server control unit 11 receives
storage information from the storage virtualization
server 20a and compares it with the existing storage
information. This operation is similar to step S14 of
FIG. 12. In the present context, the received storage
information contains (VSt1, VVOL1) and (VSt1,
VVOL2), neither of which matches with the existing
storage information (St1, VOL1) or (St1, VOL2).
(S58) Because data migration is intended, and be-
cause step S57 has ended up with no matches, the
business server control unit 11 deletes the storage
information received from the storage virtualization
server 20a immediately or a certain amount of time
later. Accordingly, the volume management table
T10 keeps its previous state, i.e., as in the volume
management table T10-11 of FIG. 20.

(S59) The business server control unit 11 sends a
query again to the storage virtualization server 20a
via LAN to request storage information of the select-
ed path P3.

(S60) The virtual storage control unit 21 responds to
the business server SV1 by sending the requested
storage information of path P3. As seen from the
volume management table T20-12 in FIG. 23, the
volume management table T20 now contains a serv-
er identifier "SV1" for path P3. The virtual storage
control unit 21 thus returns storage information of a
relevant real storage device. More specifically, the
virtual storage control unit 21 returns aresponse that
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includes the following two combinations of identifi-
ers: (i} storage device identifier "St1" and volume
identifier "VOL1," and (ii} storage device identifier
"St1" and volume identifier "VOL2."

(S61) Subsequent to the response including storage
information of the real storage device, the virtual stor-
age control unit 21 deletes the identifier "SV1" of the
business server SV1 from its relevant data filed as-
sociated with path P3 in the volume management
table T20. This means that the volume management
table T20 returns to its previous state seen in the
volume management table T20-11 of FIG. 23.
(862) The business server control unit 11 compares
the storage information received from the storage
virtualization server 20a with the existing storage in-
formation. This operation is similar to step S6 of FIG.
12. In the present context, the received storage in-
formation (St1, VOL1) and (St1, VOL2) of path P3
matches with the existing storage information (St1,
VOL1) and (St1, VOL2) of the existing paths P1 and
P2.

(S63) This step corresponds to steps S7 and S8 of
FIG. 12. That s, the business server control unit 11
determines that the existing paths P1 and P2 match-
ing with path P3 constitute a multipath configuration
(i.e., they are included in the existing multipath route
MP1), as it does at step S7. The business server
control unit 11 thus configures the new path P3 as
a standby path of the multipath route MP1. Referring
to the lower half of FIG. 20, the illustrated volume
management table T10-12 represents what the vol-
ume management table T10 contains as a result of
step S63. This volume management table T10-12
indicates that three paths P1 to P3 constitute a mul-
tipath route MP1, where the path P3 is a standby
path.

(S64) The business server control unit 11 selects
one of the paths newly added to the volume man-
agement table T10. In the present context, the re-
maining path P4 is selected.

(S65) The business server control unit 11 sends a
query to the storage virtualization server 20a via LAN
to request storage information of the selected path
P4. Specifically, this query notifies the storage virtu-
alization server 20a of the identifier of path P4.
(S66) The virtual storage control unit 21 responds to
the business server SV1 by sending the requested
storage information of path P4. As seen from the
volume management table T20-11 in FIG. 23, the
volume management table T20 contains no server
identifiers for path P4 at the moment. Therefore the
virtual storage control unit 21 returns storage infor-
mation of the virtual storage device VSt1. More spe-
cifically, the virtual storage control unit 21 returns a
response that includes the following two combina-
tions of identifiers: (i) storage device identifier "VSt1"
and volume identifier "VVOL1," and (ii) storage de-
vice identifier "VSt1" and volume identifier "VVOL2."
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(S67) Subsequent to the response including storage
information of the virtual storage device VSt1, the
virtual storage control unit 21 enters the identifier
"SV1" of the business server SV1into arelevantdata
filed associated with path P4. Referring to the bottom
part of FIG. 23, the illustrated volume management
table T20-13 represents what the volume manage-
ment table T20 contains as a result of step S67. As
seen, a server identifier "SV 1" representing the busi-
ness server SV1 is newly registered for path P4.
(S68) The business server control unit 11 receives
storage information from the storage virtualization
server 20a and compares it with the existing storage
information. In the present context, the received stor-
age information contains (VSt1, VVOL1) and (VSt1,
VVOL2), neither of which matches with the existing
storage information (St1, VOL1) or (St1, VOL2).
(S69) Because data migration is intended, and be-
cause step S68 has ended up with no matches, the
business server control unit 11 deletes the storage
information received from the storage virtualization
server 20a. This means that the volume manage-
ment table T10 keeps its previous state seen in the
volume management table T10-12 of FIG. 20.
(S70) The business server control unit 11 sends a
query again to the storage virtualization server 20a
via LAN to request storage information of path P4.
(S71) The virtual storage control unit 21 responds to
the business server SV1 by sending the requested
storage information of path P4. As seen from the
volume management table T20-13 in FIG. 23, the
volume management table T20 now contains a serv-
er identifier "SV1" for path P4. The virtual storage
control unit 21 thus returns storage information of a
relevant real storage device. More specifically, the
virtual storage control unit 21 returns aresponse that
includes the following two combinations of identifi-
ers: (i) storage device identifier "St1" and volume
identifier "VOL1," and (ii} storage device identifier
"St1" and volume identifier "VOL2."

(872) Subsequent to the response including storage
information of the real storage device, the virtual stor-
age control unit 21 deletes the identifier "SV1" of the
business server SV1 from its relevant data filed as-
sociated with path P4 in the volume management
table T20. This means that the volume management
table T20 returns to its previous state seen in the
volume management table T20-11 of FIG. 23.
(873) The business server control unit 11 compares
the storage information received from the storage
virtualization server 20a with the existing storage in-
formation. In the present context, the received stor-
age information (St1, VOL1) and (St1, VOL2) of path
P4 matches with the existing storage information
(St1, VOL1) and (St1, VOL2) of the existing paths
P1 to P3.

(874) The business server controlunit 11 determines
that the existing paths P1 to P3 matching with path
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P4 constitute a multipath configuration (i.e., they are
included in the existing multipath route MP1). The
business server control unit 11 thus configures the
new path P4 as a standby path of the multipath route
MP1. Referring to the upper half of FIG. 21, the il-
lustrated volume management table T10-13 repre-
sents what the volume management table T10 con-
tains as a result of step S74. This volume manage-
ment table T10-13 indicates that four paths P1 to P4
constitute a multipath route MP1, where the path P4
is a standby path.

[0093] The above processing up to step S74 enables
the business server SV1 to use additional paths P3 and
P4 for access to a storage device St1. Although the busi-
ness server SV1 recognizes it as a storage device St1,
whatis actually reached by using these paths P3 and P4
is a virtual storage device VSt1 that is accessible through
the storage virtualization server 20a.

[0094] As noted above, new paths P3 and P4 are add-
ed as standby paths of the existing multipath route MP1,
despite the fact that they are intended for access to a
virtual storage device VSt1, i.e., a virtualized version of
the existing storage device St1. The business server SV1
never uses these paths P3 and P4 to make access to
the existing storage device St1 during the process of add-
ing them as new paths. The business server SV1is there-
fore capable of adding such paths while continuing ac-
cess to the existing storage device St1.

(S75) The business server control unit 11 reconfig-
ures both the existing paths P1 and P2 as standby
paths and selects one of the new paths P3 and P4
as an active path. Referring to the lower half of FIG.
21, the illustrated volume management table T10-14
gives an example of what the volume management
table T10 contains at this moment. That is, path P3
has been changed from standby path to active path.

[0095] Afterwards, the business server control unit 11
removes standby paths P1 and P2. Referring to FIG. 22,
the illustrated volume management table T10-15 repre-
sents what the volume management table T10 contains
at this moment. That s, the cells for the paths P1 and P2
are blanked out. The storage system now begins to op-
erate with the paths P3 and P4 added as part of a virtual
environment, in which the business server control unit
11 makes access to virtual volumes VVOL1 and VVOL2
via the active path P3.

[0096] The business server control unit 11 could ex-
perience access errors when changing the selection of
active path to a newly added path. It is, therefore, pref-
erable to temporarily deactivate the multipath route MP1
during the change. In other words, access to the existing
storage device St1 and the added virtual storage device
VSt1 is interrupted, not during the entire process of vir-
tualizing the existing storage device St1, but only at the
moment of step S75 when the active path is switched.
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The procedure discussed above in FIGS. 18 and 19 thus
reduces the amount of time during which the business
server SV1 is unable to make access to storage devices.
[0097] The next section describes how the storage vir-
tualization server 20a performs data migration. As de-
scribed above, the process of data migration involves
virtualization of the destination storage device, so that
the system can migrate data in parallel with its regular
operations. In this process of data migration under a vir-
tual environment, the virtualization server copies data at
appropriate times, while allowing the business server to
continue access to storage devices in its usual way.
When the copy is finished, the virtualization server
changes the setup of real storage space to finalize the
migration. The migration process does not interrupt ac-
cess from the business server to virtual storage devices.
[0098] FIG. 24 is a flowchart of a data migration proc-
ess.

(S81) A new storage device St2 is attached to the
storage virtualization server 20a for use as the des-
tination device of data migration.

(S82) The virtual storage control unit 21 sets up mir-
roring functions for copying data from an existing
storage device St1 (current storage device) to the
new storage device St2. In this mirroring setup, the
current storage device St1 is referred to as the pri-
mary device (or source device), while the new stor-
agedevice St2is referred to as the secondary device
(or destination device).

(S83) Upon completion of the data copying, the vir-
tual storage control unit 21 swaps the primary device
and secondary device. The virtual storage control
unit 21 also switches the assignment of real storage
space for the virtual storage device VSt1, from the
current storage device St1 to the destination storage
device St2. More specifically, the volume manage-
ment table T20 has been in the state seen in the
volume management table T20-11 of FIG. 23. The
virtual storage control unit 21 now changes the real
storage device identifier from "St1" to "St2."

(S84) Subsequent to the swapping of primary and
secondary devices, the virtual storage control unit
21 logically detaches the current storage device St1,
which is now obsolete.

[0099] FIG. 25 illustrates how a volume management
table is changed in the business server SV1 during the
course of data migration. The illustrated volume man-
agement table T30 is stored in, for example, RAM of the
business server SV1. FIG. 25 actually includes three vol-
ume management tables T30-1 to T30-3, each repre-
senting a different state of the volume management table
T30.

[0100] The volume management table T30 is formed
from the following data fields: "Storage Device Identifier,”
"Server Identifier,” "Volume Identifier,” "Primary Device,”
"Real Volume Identifier,” "Secondary Device,” and "Real
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Volume Ildentifier.”

[0101] The storage device identifier field contains an
identifier that designates a source virtual storage device
whose data is to be migrated to another device. The serv-
eridentifier field contains an identifier thatindicates which
server is using the source virtual storage device. The
volume identifier field contains identifiers that designate
source virtual volumes to be migrated.

[0102] The primary device field contains an identifier
that indicates which real storage device acts as the pri-
mary device in the mirroring operation. The real volume
identifier field next to the primary device field contains
identifiers thatindicate real source volumes inthe primary
device, which correspond to the source virtual volume
mentioned above.

[0103] The secondary device field contains an identi-
fier that indicates which real storage device acts as the
secondary device in the mirroring operation. The real vol-
ume identifier field next to the secondary device field con-
tains identifiers thatindicate the real destination volumes
in the secondary device, which are associated with the
source virtual volume mentioned above.

[0104] Referring to the upper part of FIG. 25, the illus-
trated volume management table T30-1 represents what
the volume management table T30 contains when the
data mirroring begins at step S82 of FIG. 24. As seenin
this volume management table T30-1, the real source
storage device St1 is registered as a primary device, and
the real destination storage device St2 is registered as
a secondary device.

[0105] Referring to the middle part of FIG. 25, the il-
lustrated volume management table T30-2 represents
what the volume management table T30 contains when
the primary and secondary devices are swapped at step
S83 of FIG. 24. As seenin this volume management table
T30-2, the real source storage device St1 has been
changed from primary device to secondary device, and
the real destination storage device St2 has been changed
from secondary device to primary device.

[0106] Referring to the bottom part of FIG. 25, the il-
lustrated volume management table T30-3 represents
what the volume management table T30 contains when
the current storage device is logically detached from the
system at step S84 of FIG. 24. The secondary identifier
and its associated real volume identifiers have been re-
moved from this volume management table T30-3, thus
indicating that the secondary storage device St1 nolong-
er has its logical connection.

[0107] The business server SV1 is allowed to continue
its access to the virtual storage device VSt1 even during
the foregoing steps S81 and S82 of FIG. 24. FIG. 26 is
a flowchart illustrating an exemplary process of control-
ling access to a virtual storage device during data migra-
tion.

(S91) The virtual storage control unit 21 receives a
request from the business server SV1 for access to
the virtual storage device VSt1.
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(892) The virtual storage control unit 21 determines
the type of the requested access. When it is a read
request, the process advances to step S93. When it
is a write request, the process proceeds to step S94.
(893) The virtual storage control unit 21 reads the
requested data out of the primary real storage device
St1 and delivers it to the requesting business server
SV1.

(S94) The real storage device St1is currently serving
as the primary device. The virtual storage control
unit 21 writes the specified write data to both the
primary real storage device St1 and secondary real
storage device St2. This write operation ensures the
data consistency between the primary device and
secondary device, whether the specified write ad-
dress has already been migrated or is to be migrated
later.

[0108] The data migrationmay use some other method
to avoid interruption to data access to the virtual storage
device VSt1. For example, the virtual storage control unit
21 may be configured to have mapping data in RAM to
store all destination addresses of the virtual storage de-
vice VSt1 and their associated flags indicating whether
the data has been migrated. Each time the data migration
of an address is finished, the virtual storage control unit
21 records it by changing a mapping data flag relevant
to the address.

[0109] With the above method, the virtual storage con-
trol unit 21 also handles write and read requests from the
business server SV1 during data migration. In the case
of a data write request, the business server SV1 writes
data to its specified address in the secondary device and
changes arelevant mapping data flag to indicate that the
data migration has been done for that address. In the
case of a data read request, the virtual storage control
unit 21 first tests the status of a mapping data flag of the
specified read address. If the flag indicates that data mi-
gration is not finished, the business server SV1 reads
data out of the primary device. If the flag indicates that
data migration is finished, the business server SV1 reads
dataoutof the secondary device. These operations main-
tain the consistency of data between the primary and
secondary devices.

[0110] The virtual environment described above per-
mits the virtualization server to handle access requests
from the business server in a centralized manner. The
virtualization server thus performs data migration as a
background process in parallel with the tasks of control-
ling access requests, without the need for modifying pro-
cedures of the business server orimposing an increased
load on the business server.

[0111] Lastly, a variation of the above second embod-
iment is discussed below. FIG. 27 illustrates an exem-
plary configuration of a storage system according to a
variation of the second embodiment. The devices and
components seen in FIG. 27 have basically the same
reference numerals or symbols as those of their coun-
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terparts in FIG. 11.

[0112] The illustrated storage system 1b of FIG. 27 is
different from the second embodiment in that the func-
tions of the foregoing storage virtualization server 20a
are integrated into a storage device St2. That is, the il-
lustrated storage device St2’ in FIG. 27 includes a virtual
storage control unit 21 and a volume management table
T20, besides providing a destination storage space for
data migration. These components work similarly to their
counterparts discussed in FIG. 11. For example, the stor-
age device St2’ includes a controller configured to control
access to the destination storage space of data migra-
tion. The controller includes a processor, RAM, nonvol-
atile memory, and other circuits. The processor executes
a program to provide processing functions of the virtual
storage control unit 21. The RAM provides a storage
space for the volume management table T20. The stor-
age system 1b is configured in this way to achieve the
storage virtualization and data migration similarly to the
second embodiment.

[0113] The above embodiments have proposed an in-
formation processing apparatus, virtualization control ap-
paratus, business server, and virtualization server. The
processing functions of each such apparatus may be im-
plemented on a computer system. Thatis, the processing
steps of each apparatus are encoded in a computer pro-
gram, and a computer system executes such programs
to provide the proposed processing functions. The pro-
grams may be stored in a computer-readable storage
medium.

[0114] Such computer-readable storage media in-
clude magnetic storage devices, optical discs, magneto-
optical storage media, semiconductor memory devices,
and other tangible storage media. Magnetic storage de-
vices include hard disk drives (HDD), flexible disks (FD),
and magnetic tapes, for example. Optical disc media in-
clude DVD, DVD-RAM, CD-ROM, CD-R, CD-RW, and
others. Magneto-optical storage media include magneto-
optical discs (MO), for example. Computer-readable stor-
age media for computer programs do not include transi-
tory media such as propagating signals.

[0115] Portable storage media, such as DVD and CD-
ROM, may be used for distribution of program products.
Network-based distribution of software programs may al-
so be possible, in which case several master program
files are made available on a server computer for down-
loading to other computers via a network.

[0116] For example, a computer stores various soft-
ware components in its local storage device, which have
previously beeninstalled from a portable storage medium
or downloaded from a server computer. The computer
executes programs read out of the local storage device,
thereby performing the programmed functions. Where
appropriate, the computer may execute program codes
read out of a portable storage medium, without installing
themin its local storage device. Another alternative meth-
od is that the computer dynamically downloads programs
from a server computer when they are demanded and
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executes them upon delivery.

[0117] It is further noted that the above processing
functions may be executed wholly or partly by a DSP,
ASIC, PLD, or other electronic circuits.

[0118] The embodiments discussed above propose a
storage system, a virtualization control apparatus, an in-
formation processing apparatus, and a method for con-
trolling a storage system. According to an aspect of these
embodiments, the proposed techniques reduce the
amount of time during which a storage device is tempo-
rarily inaccessible in the process of virtualization, thus
making it possible to perform data migration without in-
terrupting the server services.

Claims
1. A storage system comprising:

an information processing apparatus (10, SV1)
configured to make access to a storage device
(30a, St1) via a first path (P10, P1, P2); and

a virtualization control apparatus (20, 20a) con-
figured to control access to a virtual storage de-
vice (30b, VSt1) via a second path (P20, P3,
P4), the virtual storage device being provided
by virtualizing the storage device,

wherein the virtualization control apparatus in-
cludes a first control unit (20b, 21) configured to
send an identifier of the storage device to the
information processing apparatus in response
to a query from the information processing ap-
paratus which requests information about a stor-
age space thatis accessible via the second path,
and

wherein the information processing apparatus
includes a second control unit (10b, 11) config-
ured to incorporate the second path as an inac-
tive standby path when the identifier received
as aresponse tothe query matches with aniden-
tifier of the storage device accessible via the first
path.

2. The storage system according to claim 1, wherein:

the second control unit sends the query twice,
as first and second queries, to the virtualization
control apparatus (S12, S4);

the second control unit incorporates the second
path as an inactive standby path (S8) when the
identifier received as a response to the second
query matches with the identifier of the storage
device accessible via the first path (S6); and
the first controlunitis configuredto send aniden-
tifier of the virtual storage device in response to
the first query (S24a) and send the identifier of
the storage device in response to the second
query (S24b).
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3. The storage system according to claim 1 or 2, where-

in:

the second control unit is configured to change
the first path to an inactive standby path after
incorporating the second path as an inactive
standby path, and change the second path to
an active state to permit access to the virtual
storage device via the second path (S75); and
thefirst control unit is configured to execute data
migration from the storage device to a destina-
tion storage device, while allowing the second
control unit to continue controlling access to the
virtual storage device.

The storage system according to claim 3, wherein
the first control unit is configured to change assign-
ment of a real storage space for the virtual storage
device (S83) from the storage device to the destina-
tion storage device, upon completion of the data mi-
gration.

A virtualization control apparatus (20) controlling ac-
cess to a virtual storage device (30b) via a first path
(P20), the virtual storage device being provided by
virtualizing a storage device (30a), the virtualization
control apparatus comprising:

a receiving unit (2-1) configured to receive a
query from an information processing apparatus
(10, SV1) which requests information about a
storage space that is accessible via the first
path, the information processing apparatus be-
ing capable of making access to the storage de-
vice via a second path (P10); and

a sending unit (2-2) configured to send an iden-
tifier of the storage device to the information
processing apparatus in response to the query
received from the information processing appa-
ratus, the identifier causing the information
processing apparatus to recognize that the stor-
age space accessible via the first path resides
in the storage device and thus incorporate the
first path as an inactive standby path.

6. The virtualization control apparatus according to

claim 5, wherein:

the receiving unit receives the query twice, as
first and second queries, from the virtualization
control apparatus; and

the sending unit is configured to send an iden-
tifier of the virtual storage device in response to
the first query received by the receiving unit
(S24a), and send the identifier of the storage
device in response to the second query received
by the receiving unit (S24b).
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The virtualization control apparatus according to
claim 5 or 6, further comprising a migration control
unit (2-3) configured to execute data migration from
the storage device (30a) to a destination storage de-
vice while continuing control of access from the in-
formation processing apparatus tothe virtual storage
device via the first path.

The virtualization control apparatus according to
claim 7, wherein the migration control unit is config-
ured to change assignment of a real storage space
for the virtual storage device (S83) from the storage
device to the destination storage device, upon com-
pletion of the data migration.

An information processing apparatus (10) which
makes access to a storage device (30a) via a first
path (P10), the information processing apparatus
comprising:

a commanding unit (10a) configured to request
a virtualization control apparatus (20) to send
an identifier of a real storage device assigned
to a virtual storage device as information about
a storage space that is accessible via a second
path (P20), the virtual storage device being pro-
vided by virtualizing a storage device (30a) and
accessible via the second path under control of
the virtualization control apparatus; and

a setting unit (10b) configured to incorporate the
second path as an inactive standby path when
the identifier received from the virtualization
control apparatus matches with an identifier of
the storage device.

The information processing apparatus according to
claim 9, wherein the commanding unit requests the
identifier of the real storage device assigned to the
virtual storage device by sending a query twice (S12,
S4) to the virtualization control apparatus as to the
storage space accessible via the second path.

The information processing apparatus according to
claim 9 or 10, wherein the setting unit is configured
to change the first path to an inactive standby path
after incorporating the second path as an inactive
standby path, based on the identifier received from
the virtualization control apparatus, and change the
second path to an active state to permit access to
the virtual storage device via the second path (S75).

A method for controlling a storage system including
an information processing apparatus (10) that
makes access to a storage device (30a) via a first
path (P10} and a virtualization control apparatus (20)
that controls access to a virtual storage device (30b)
via a second path (P20), the virtualization control
apparatus being provided by virtualizing the storage
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device, the method comprising:

sending a query (S4) from the information
processing apparatus to the virtualization con-
trol apparatus, the query requesting information
about a storage space that is accessible via the
second path;

sending an identifier of the storage device
(S24b) from the virtualization control apparatus
to the information processing apparatus in re-
sponse to the query from the information
processing apparatus; and

incorporating, by the information processing ap-
paratus, the second path as an inactive standby
path (S8) when the identifier received as a re-
sponse to the query matches with an identifier
of the storage device accessible via the first
path.

13. The method according to claim 12, wherein:

the sending of the query is executed twice, thus
sending first and second queries from the infor-
mation processing apparatus to the virtualiza-
tion control apparatus (S12, S4);

the method further comprises sending an iden-
tifier of the virtual storage device from the virtu-
alization control apparatus to the information
processing apparatus in response to the first
query (S24a);

the sending of the identifier of the storage device
from the virtualization control apparatus is exe-
cuted in response to the second query (S24b);
and

the incorporating of the second path as an inac-
tive standby path (S8) is executed when the
identifier received as a response to the second
query matches with an identifier of the storage
device accessible via the first path (S6).

14. The method according to claim 12 or 13, further com-
prising:

changing, after the incorporating of the second
path as an inactive standby path, the first path
toan inactive standby path, and the second path
to an active state, to permit access to the virtual
storage device via the second path (S75); and
executing, by the virtualization control appara-
tus, data migration from the storage device to a
destination storage device, while allowing the
second control unit to continue controlling ac-
cess to the virtual storage device.

15. The method according to claim 14, further compris-
ing changing assignment of a real storage space for
the virtual storage device (S83) from the storage de-
vice to the destination storage device, upon comple-
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tion of the data migration.
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HARDWARE-BASED VIRTUALIZED SECURITY ISOLATION

Background

[0001] Computing device infections often occur when users browse the Internet to
untrusted web sites or when they download or open untrusted network resources such as
applications and documents. These infections allow attackers to steal the user’s credentials
or even take control of the computing device to repurpose it for the attacker’s own means.
While one solution to combat these kernel level attacks is to shut down network access to
the computing device, this severely limits the functionality of many modern computing
devices. Additionally, in a workplace environment, disabling network access hampers
employee productivity and job satisfaction. As a compromise, many employers enable
limited network access by preventing employees from accessing untrusted network
resources. However, this limited network access results in increased administration costs
for the employer as the employer must consistently update policy defining which network
resources are untrusted. This can lead to frustration with the use of computing devices by
both the users and the employer.

Summary

[0002] This Summary is provided to introduce a selection of concepts in a simplified
form that are further described below in the Detailed Description. This Summary is not
intended to identify key features or essential features of the claimed subject matter, nor is it
intended to be used to limit the scope of the claimed subject matter.

[0003] In accordance with one or more aspects, an application is run in a host operating
system. In response to detecting that the application is attempting to access a network
resource, the host operating system determines whether the network resource is a trusted
network resource or an untrusted network resource. In response to determining that the
network resource is an untrusted network resource, the host operating system activates a
container that is isolated from the host operating system and is configured to run a version
of the application within the container. The host operating system then allows the version
of the application running in the container to access the untrusted network resource.

[0004] In accordance with one or more aspects, startup of a host operating system is
detected. In response to detecting startup of the host operating system, it is determined if
the host operating system includes a container base image. As discussed herein, a container
base image refers to a proximate copy of the host operating system’s version, patch level,

and configuration. In response to determining that the host operating system does not
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include a container base image, a container base image is created. After creating the
container base image, a user login to the host operating system is detected. In response to
detecting the user login to the host operating system, a container corresponding to the
container base image is activated and the activated container is suspended. In response to
detecting access to an untrusted network resource, the suspended container is resumed and
the resumed container is allowed to access the untrusted network resource.

[0005] In accordance with one or more aspects, a web application is run on a host
operating system of a device. As discussed herein, a web application is configured to access
one or more network resources stored remotely from the device running the host operating
system. In response to detecting that the web application is accessing a network resource,
the network resource is determined to be an untrusted resource by comparing the network
resource to a policy received from a management and monitoring service that is located
remotely from the device. In response to determining that the network resource is an
untrusted network resource, the host operating system activates a container that is
configured to run a version of the web application and that is isolated from the host operating
system. After the container is activated, the host operating system allows the version of the
web application running in the container to access the untrusted network resource. The host
operating system allows the version of the web application running in the container to access
additional untrusted network resources and prevents the version of the web application
running in the container from accessing trusted network resources.

Brief Description of the Drawings

[0006] The detailed description is described with reference to the accompanying figures.
In the figures, the left-most digit(s) of a reference number identifies the figure in which the
reference number first appears. The use of the same reference numbers in different instances
in the description and the figures may indicate similar or identical items. Entities
represented in the figures may be indicative of one or more entities and thus reference may
be made interchangeably to single or plural forms of the entities in the discussion.

[0007] Fig. 1 illustrates an example system implementing hardware-based virtualized
security isolation in accordance with one or more embodiments.

[0008] Fig. 2 illustrates an example system architecture for hardware-based virtualized
security isolation in accordance with one or more embodiments.

[0009] Fig. 3 is a flowchart illustrating an example process for implementing hardware-
based virtualized security isolation in accordance with one or more embodiments.

[0010] Fig. 4 is a flowchart illustrating an example process for activating a container for
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hardware-based virtualized security isolation in accordance with one or more embodiments.
[0011] Fig. 5 is a flowchart illustrating an example process for managing a container for
hardware-based virtualized security isolation in accordance with one or more embodiments.
[0012] Fig. 6 is a flowchart illustrating an example process for implementing hardware-
based virtualized security isolation in accordance with one or more embodiments.

[0013] Fig. 7 illustrates an example system that includes an example computing device
that is representative of one or more systems and/or devices that may implement the various
techniques described herein.

Detailed Description

[0014] Hardware-based virtualized security isolation is discussed herein. An operating
system running on a computing device, also referred to herein as a host operating system
running on a host device, uses containers for hardware resource partitioning. In contrast to
many virtual machine-based or sandbox approaches, using containers in conjunction with
the hardware-based virtualized security isolation techniques described herein protects the
computing device from attacks by isolating web browsers, related applications, and
operating system components such as the kernel, the file system, and the network from
untrusted network resources. Isolation of untrusted network resources is enforced and
monitored through one or more operating system filters and policy managers. In this
manner, when the host device requests access to an untrusted network resource, the host
device contains the untrusted network resource within one or more containers that provide
full kernel isolation from the host operating system. As discussed herein, network resources
refer to locations (e.g., of devices or where data resides) that the host device can access via
a network, as well as one or more of data, executables, or network connections provided by
one or more of the locations. For example, network resources can be files, applications,
emails, documents, Uniform Resource Locators (URLs), Internet Protocol (IP) addresses,
Transmission Control Protocol (TCP) ports, Domain Name System (DNS) name, data
stores, hardware devices, or combinations thereof. A trusted network resource refers to a
network resource that is trusted to not have malware or be used by malicious users, and is
identified by one or more policies for the host device. An untrusted network resource refers
to a network resource that is not trusted (e.g., that may have malware or be used by malicious
users).

[0015] In order to protect the host device from malicious attacks, policy is used to define
an enumerated list of trusted network resources. In an enterprise environment where

multiple users of the enterprise are connected and share access to common enterprise data
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and/or networks, this policy may be defined by an administrator of the enterprise to ensure
that individual users as well as the shared data and networks of the enterprise remain
protected. When a user of the host device requests access to a network resource, the
requested network resource is compared against the policy to determine if the requested
network resource is a trusted network resource. If the policy indicates that the requested
network resource is a trusted network resource, the hardware-based virtualized security
isolation techniques described herein permit the trusted network resource to be accessed by
the host operating system. The policy may be further leveraged to isolate network interfaces
of a computing device implementing the virtualized security isolation techniques described
herein by restricting access to one or more network communications of the host device for
untrusted network resources. For example, if a host device supports wireless local area
network (WLAN) communications, mobile broadband communications, dial-up
connections, virtual private network (VPN) connections, and direct connections such as
serial cabling, direct cabling, or an infrared link, network communications pertaining to
untrusted network resources may be restricted to WLAN communications.

[0016] When a requested network resource is not defined by policy as a trusted network
resource, the requested network resource is determined to be untrusted. In response to
determining that a network resource is untrusted, the hardware-based virtualized security
isolation techniques described herein activate a container that is isolated from the host
operating system. The untrusted network resource is then accessed from the container so as
to isolate any dangerous activity associated with the untrusted network resource. Because
of the isolation, any malicious content or attacks that result from the untrusted network
resource will be unable to break out of the container to infect the host operating system. The
hardware-based virtualized security isolation techniques described herein are further
configured to monitor activity within a container to ensure that the container does not gain
access to any trusted network resource.

[0017] Accordingly, by activating containers to access untrusted network resources, the
hardware-based virtualized security isolation techniques described herein create two or
more separate instances of an operating system or contained runtime environment, each with
network connectivity. By monitoring data and operations performed within these contained
runtime environments, the hardware-based virtualized security isolation techniques
described herein are configured to prevent any untrusted network resources from being
accessed by the host operating system. The hardware-based virtualized security isolation

techniques described herein additionally enable a host system to scan and share DNS and
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Hypertext Transfer Protocol (HTTP) information from the secure host operating system to
improve web browsing performance or other network activity within the one or more of the
isolated containers.

[0018] The hardware-based virtualized security isolation techniques described herein
additionally allow a host operating system to download and access files in isolation, such as
in one or more containers that are separate from the host operating system’s kernel. This
allows the host operating system to scan individual network resources such as files,
applications, web sites, and so on to determine a risk level associated with individual ones
of the scanned network resource.

[0019] The hardware-based virtualized security isolation techniques discussed herein
are also configured to conserve system resources of the host device. For example, when
one or more untrusted network resources within a container are inactive, the container can
still exert pressure on system resources (e.g., memory) and affect the performance of any
other containers or processes running on the host device that are competing for these
resources. Accordingly, by monitoring activity within individual containers, the hardware-
based virtualized security isolation techniques described herein are configured to suspend,
or reset, individual containers to reduce the pressure the container exerts on host device
resources when untrusted network resources within the container are inactive. The state of
any one or more network resources within a suspended container may be preserved so that
a user may quickly return to interact with the one or more untrusted network resources
within the suspended container.

[0020] In response to a triggered event, such as when a user of the host device logs off,
the hardware-based virtualized security isolation techniques described herein discard the
container and all data associated with it. In this manner, containers may be corrupted by
one or more untrusted network resources without any negative repercussions for the
operating system of the host device.

Hardware-Based Virtualized Security Isolation System

[0021] Fig. 1 illustrates an example system 100 implementing hardware-based
virtualized security isolation in accordance with one or more embodiments. System 100 is
implemented at least in part by a host device. Any of a variety of different types of
computing devices can be used to implement the system 100, such as a server computer, a
desktop computer, a laptop or netbook computer, a mobile device (e.g., a tablet or phablet
device, a cellular or other wireless phone (e.g., a smartphone), a notepad computer, a mobile

station), a wearable device (e.g., eyeglasses, head-mounted display, watch, bracelet, virtual
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reality glasses or headset, augmented reality headset or glasses), an entertainment device
(e.g., an entertainment appliance, a set-top box communicatively coupled to a display
device, a game console), an Internet of Things (IoT) device (e.g., objects or things with
software, firmware, and/or hardware to allow communication with other devices), a
television or other display device, an automotive computer, and so forth. Thus, the
computing device implementing system 100 may range from a full resource device with
substantial memory and processor resources (e.g., personal computers, game consoles) to a
low-resource device with limited memory and/or processing resources (e.g., traditional set-
top boxes, hand-held game consoles).

[0022] The system 100 includes a host operating system 102, a management and
monitoring service 104, and a web proxy 106. The management and monitoring service
104 is representative of a service that provides one or more administrative policies for the
computing device implementing the host operating system 102, as discussed herein. The
web proxy 106 is representative of functionality that controls access to one or more network
resources 122(1),..., 122(m) accessed remotely from the computing device implementing
the host operating system 102. For example, in one or more embodiments web proxy 106
controls access to one or more resources accessed from network 108 by requiring
authentication from host operating system 102, as discussed in further detail below.
Alternatively, in one or more embodiments the computing device implementing host
operating system 102 accesses network resources via network 108 independent of a web
proxy. Network 108 represents functionality of a data network, such as the Internet, a local
area network (LAN), a public telephone network, an intranet, other public and/or proprietary
networks, combinations thereof, and so forth. As such, network resources 122(1),...,
122(m) accessed via network 108 may include web sites, web applications, emails,
documents, and so on.

[0023] In one or more embodiments, the host operating system 102, management and
monitoring service 104, and web proxy 106 are implemented as part of the same computing
device. Alternatively, at least part of the management and monitoring service 104 and/or
web proxy 106 can be implemented on a device that is separate and remote from the device
implementing the host operating system 102. For example, in one or more embodiments
the management and monitoring service 104 is implemented as a mobile device
management (MDM) service located remotely from a computing device implementing host
operating system 102. Alternatively or additionally, the management and monitoring

service 104 may be implemented as a lightweight directory access protocol (LDAP) server
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located remotely from a computing device implementing host operating system 102.
Similarly, the web proxy 106 may be implemented remotely from the device implementing
the host operating system 102.

[0024] The management and monitoring service 104 is configured to provide (e.g.,
push) policy to the host operating system 102. In one or more embodiments, the
management and monitoring service 104 is configured to push policy to the host operating
system 102 at regular intervals, such as at system startup, daily, and so on. Alternatively,
the management and monitoring service 104 may be configured to push policy to the host
operating system 102 whenever there is an update to policy for the host operating system.
Although reference is made herein to policy being pushed to the host operating system 102,
management and monitoring service 104 is configured to provide policy to host operating
system via any suitable data transmission methods (e.g., streaming). Alternatively, in one
or more embodiments host operating system 102 is configured to obtain (e.g., pull) policy
from the management and monitoring service 104. The management and monitoring service
104 has two roles. First, the management and monitoring service 104 receives an
administrative configuration for individual network resources 122(1),..., 122(m) that are
generally accessible to a user of the host operating system 102. In one or more
embodiments, these network resources are associated with individual levels of trust. For
example, an employer may define any network resource that is associated with the
employer’s website as having a high level of trust. Accordingly, policy for the host
operating system 102 indicates that any network resources associated with the employer’s
website are trusted network resources. The second role of the management and monitoring
service 104 is to receive feedback from the host operating system 102 regarding monitored
activity associated with individual network resources and to compile that monitored
information into a report for an administrator. This compiled report may be used by an
administrator to update policy pertaining to trusted network resources for the host operating
system 102.

[0025] The management and monitoring service 104 may be configured to receive
policy configuration data from an administrator of the device that implements the host
operating system 102. As discussed herein, policy describes information pertaining to
trusted network resources such as trusted websites, trusted network locations, trusted
networks, and so on. When the management and monitoring service 104 receives policy
from an administrator, the management and monitoring service 104 is configured to send a

policy update to a target set of computing devices. The target set of computing devices to
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which the management and monitoring service 104 sends policy updates is defined by an
administrator in accordance with one or more embodiments. For example, in an enterprise
environment as discussed above, the management and monitoring service 104 is configured
to send policy updates to each computing device associated with the enterprise. Each
computing device that receives a policy update is configured to locally store the policy for
use when attempting to access network resources.

[0026] As discussed in further detail below, the computing device that implements host
operating system 102 is configured to dynamically monitor activity associated with accessed
network resources 122(1),..., 122(m). Monitored activity associated with network resources
is updated locally at the host operating system 102 and communicated back to the
management and monitoring service 104. In this manner, the management and monitoring
service 104 may be continuously updated to provide a user of the host operating system 102
with an accurate list of trusted network resources.

[0027] The host operating system 102 also includes a hardware-based virtualized
security isolation (HVSI) subsystem 110, a policy manager 112, one or more applications
114, a network filter 116, a container manager 118, and a security subsystem 120. The host
operating system 102 also manages one or more containers, illustrated as multiple (77)
containers 130(1), ..., 130(n).

[0028] HVSI subsystem 110 is representative of functionality for calling network
isolation query application programming interfaces (APIs) to determine if a requested
network resource is trusted. These network isolation query APIs are exposed by, for
example, the policy manager 112. If HVSI subsystem 110 determines that a requested
network resource is trusted, HVSI subsystem 110 allows the requested network resource to
be accessed by the host operating system 102. Alternatively, if HVSI subsystem 110
determines that a requested network resource is not trusted, HVSI subsystem 110 causes the
host operating system 102 to activate one or more of containers 130(1), ..., 130(#7) and allow
the one or more activated containers to access the untrusted network resource. Functionality
of the HVSI subsystem 110 will be discussed in further detail below. In accordance with
one or more embodiments, HVSI subsystem 110 determines whether a requested network
resource is trusted by communicating with policy manager 112.

[0029] The policy manager 112 is representative of functionality for obtaining and
storing one or more policies for the computing device implementing the host operating
system 102. For example, in one or more embodiments a policy manager 112 obtains and

stores one or more administrative policies that define one or more trusted network resources
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for the host operating system 102. In accordance with one or more implementations, a
policy manager 112 obtains and stores administrative policies from the management and
monitoring service 104. Alternatively or additionally, policy manager 112 obtains and
stores one or more administrative policies from a remote source, such as from network 108.
Additionally or alternatively, policy manager 112 receives and stores one or more
administrative policies from a user of the device implementing host operating system 102.
[0030] Applications 114 include one or more applications that are executable by one or
more processors of the computing device implementing the host operating system 102. For
example, applications 114 may include a web browser application. Alternatively or
additionally, applications 114 may include applications such as e-mail applications, word
processing applications, spreadsheet applications, visual presentation applications, and the
like.

[0031] The network filter 116 is representative of functionality for connecting the
device implementing host operating system 102 to a network, such as network 108.
Network filter 116 includes at least one physical network interface card and at least one host
virtual network interface card. Network filter 116 additionally includes a filter driver, which
is configured to intercept requested network resources as they are transmitted from the
network 108 to the host operating system 102. These intercepted network resources are then
compared by the HVSI subsystem 110 against one or more policies stored in policy manager
112. In this manner, network filter 116 ensures that the host operating system 102 is
prevented from accessing any untrusted network resources. Similarly, network filter 116
ensures that one or more of containers 130(1), ..., 130(») are unable to access any trusted
network resources. For example, in one or more embodiments network filter 116 is
configured to change data associated with individual packets of a trusted network resource
to ensure that the trusted network resource is accessed only by the host operating system
102 and is prevented from being accessed by any of the one or more of containers 130(1),
..., 130(n).

[0032] The host operating system 102 additionally includes a container manager 118.
The container manager 118 manages the scheduling of containers 130(1), ..., 130(#) in the
system 100 and determines which containers 130(1), ..., 130(72) are run on the host operating
system 102 at what times. Container manager 118 is also responsible for activating one or
more containers 130(1), ..., 130(#n) for an individual user of the system 100 and for ensuring
that other users of the system 100 cannot access the one or more containers 130(1), ...,

130(n) created for the individual user. Container manager 118 is also configured to collect
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logs and traces from any one or more created containers 130(1), ..., 130(») for telemetry
and security indicators. For example, in one or more embodiments, container manager 118
consults anti-virus applications installed on the host operating system 102 to interpret
collected information and provides monitored data to the HVSI subsystem 110. Depending
on the number of physical processors and/or processor cores in the computing device
running the host operating system 102, a single container 130(1), ..., 130(#7) can be run at a
time (e.g., in the case of a single processor with a single core) or alternatively multiple
containers 130(1), ..., 130(s) can be run concurrently (e.g., in the case of multiple
processors and/or multiple processor cores). Additionally, in one or more embodiments
container manager 118 is configured to monitor user configuration changes that are
performed within one or more of containers 130(1),..., 130(n). For example, container
manager 118 is configured to detect changes to user preferences associated with a web site
accessed in one of containers 130(1),..., 130(z2). Host operating system 102 is configured
to use these detected changes in the container and apply them to one or more related web
sites that are accessed in the host operating system.

[0033] Security subsystem 120 is representative of functionality for enforcing security
policy on the host operating system 102. Security subsystem 120 is configured to verify a
user logging on to a device implementing the host operating system 102, handle password
changes for the logged on user, create access tokens for a logged on user, and so on.

[0034] Each container 130(1), ..., 130(n) can be implemented in different manners. One
type of container that a container 130 can be implemented as is referred to as a process
container. For a process container, the application processes within the container run as if
they were operating on their own individual system (e.g., computing device), which is
accomplished using namespace isolation. Host operation system 102 implements
namespace isolation. Namespace isolation provides processes in a container a composed
view consisting of the shared parts of host operating system 102 and the isolated parts of
the operating system that are specific to each container such as filesystem, configuration,
network, and so forth.

[0035] Another type of container that a container 130 can be implemented as is referred
to as a virtualized container. For a virtualized container, the virtualized container is run in
a lightweight virtual machine that, rather than having specific host physical memory
assigned to the virtual machine, has virtual address backed memory pages. Thus, the
memory pages assigned to the virtual machine can be swapped out to a page file. The use

of a lightweight virtual machine provides additional security and isolation between
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processes running in a container. Thus, whereas process containers use process isolation or
silo-based process isolation to achieve their containment, virtualized containers use virtual
machine based protection to achieve a higher level of isolation beyond what a normal
process boundary can provide. A container may also be run in a virtual machine using
physical memory.

[0036] In one or more embodiments, each container 130(1), ..., 130(#n) includes one or
more virtual applications 132(1), ..., 132(n). Individual ones of the one or more virtual
applications 132(1), ..., 132(n) correspond to instances of individual ones of the applications
114 on host operating system 102. Virtual applications 132(1), ..., 132(n) are thus useable
to access untrusted network resources in one or more of containers 130(1), ..., 130(#7) in a
similar manner to how one of applications 114 would access a trusted network resource on
the host operating system 102.

[0037] Having considered an example system for implementing hardware-based
virtualized security isolation, consider now an example architecture for the system
implementing hardware-based virtualized security isolation in accordance with one or more
embodiments.

Svystem Architecture

[0038] Fig. 2 illustrates an example system architecture 200 for hardware-based
virtualized security isolation in accordance with one or more embodiments. Although
discussed herein as hardware-based virtualized security isolation, it is to be appreciated and
understood that the techniques discussed herein may also be referred to as virtualization
based isolation (VBI). System architecture 200 is implemented at least in part by a
computing device. Any of a variety of different types of computing devices can be used to
implement the system architecture 200, analogous to the discussion above regarding types
of that can be used to implement the system 100 of Fig. 1.

[0039] In the illustrated example, the computing device implementing the system
architecture 200 includes two separate and isolated portions: the host operating system 102
and the container 130. The host operating system 102 is isolated from any one or more
containers 130 to protect the host operating system from attacks or infections that may result
from untrusted network resources, as illustrated by the dashed line in Fig. 2.

[0040] The host operating system 102 is illustrated as including HVSI subsystem 110,
policy manager 112, network filter 116, container manager 118, and security subsystem 120.
Additionally, the host operating system 102 includes application 202, which may be one of
applications 114 illustrated in Fig. 1. Application 202 includes HVSI library 204, the
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functionality of which will be discussed in further detail below.

[0041] The container 130 includes virtual application 206, which is representative of an
instance of application 202 included in host operating system 102. The container 130
additionally includes a virtual security subsystem 210, the functionality of which is
discussed in further detail below. Additionally, the container 130 includes a logging system
214, which is representative of functionality of content manager 118 to manage and monitor
network resource activity within one or more containers 130 activated by the device
implementing system architecture 200.

[0042] The host operating system 102 and the container 130, although isolated from one
another, are communicatively connected via virtual machine bus 216. Virtual machine bus
216 is a communication channel that allows the host and container portions to communicate
with one another. Additionally or alternatively, the host operating system 102 and the
container 130 are communicatively connected via other means such as a physical network,
a virtual network, simple message block (SMB) protocol, or remote procedure call (RPC)
interconnections.

[0043] Having considered a system architecture for a system implementing hardware-
based virtualized security isolation, consider now functionality of individual components
illustrated in the host portion and the container portion of system architecture 200.

HVSI Subsystem

[0044] HVSI subsystem 110 is representative of functionality for implementing
hardware-based virtualized security isolation in the computing device implementing system
architecture 200. In order to implement hardware-based virtualized security isolation, HVSI
subsystem 110 is configured to communicate with the policy manager 112, the network
filter 116, the container manager 118, security subsystem 120, application 202, and any one
or more containers 130. In one or more embodiments, HV SI subsystem 110 is automatically
launched upon startup of the computing device implementing system architecture 200.
Alternatively, HVSI subsystem 110 is launched at other times, such as by HVSI library 204
of application 202 when the application 202 is launched by the host operating system.

[0045] When HVSI subsystem 110 is launched, it calls container manager 118 to create
a container for a user logged on to the computing device implementing system architecture
200, if a container for the user does not already exist. The container manager 118 will create
a random or pseudo-random unique local account credential to use to connect to the
container. This local account credential is known only to the host operating system 102 and

is used to connect the host operating system 102 to the container. A transaction of the local
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account credential between the host operating system 102 and the container is transparent
to a user of host operating system 102 and prevents malicious attacks or infections from
connecting to the container over the host operating system 102’s physical network Internet
connection. In embodiments where host operating system 102 has multiple users, container
manager 118 is configured to create separate containers for individual users. Each separate
container has a different random or pseudo-random unique local account credential such
that host operating system 102 is restricted from accessing any containers that were not
created for a logged-on user. Container manager 118 ensures this container separation by
authenticating associated user credentials before permitting accesses to one or more
containers.

[0046] HVSI subsystem 110 then instructs container manager 118 to suspend the
container until HVSI subsystem 110 detects that an application running on the computing
device implementing system architecture 200 is attempting to access one or more untrusted
network resources. HVSI subsystem 110 is configured to monitor communications between
the host operating system and one or more remote resource locations based on information
provided to HVSI subsystem 110 by network filter 116.

[0047] When host operating system 102 attempts to access a network resource, HVSI
subsystem 110 communicates with the policy manager 112 to determine if the requested
network resource is a trusted network resource. If HVSI subsystem 110 determines that the
requested network resource is a trusted network resource, HVSI subsystem 110 permits the
trusted network resource to be accessed by an application in host operating system 102, such
as application 202. Information associated with a network resource that HVSI subsystem
110 may use to determine if the network resource is trusted includes, file type, application
type, results of an anti-virus scan of the network resource, a virus signature, email source
information, document metadata, URLs, IP addresses, TCP ports, DNS name, hardware
device identifiers, or combinations thereof. For example, if HVSI subsystem 110 ascertains
that application 202 is requesting to navigate to a particular web page, HV SI subsystem 110
compares information associated with the particular web page with one or more policies
from the policy manager 112 and permits the application 202 to access the particular web
page in response to determining that the particular web page is trusted. HVSI subsystem
110 determines that the particular web page is trusted, for example, based on one or more
of the particular web page’s fully qualified domain name (FQDN), root site domain name
utilizing the domain name server (DNS), internet protocol (IP) address, or similar uniform

resource locator (URL) addressing method. In accordance with one or more embodiments,
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HVSI subsystem 110 is additionally configured to determine if a network resource is trusted
by receiving information from a cloud-based service implemented remotely from computing
device 102 that maintains a list of malicious network resources. For example, if HVSI
subsystem 110 ascertains that application 202 is requesting to navigate to a particular web
page, HVSI subsystem 110 consults a cloud-based service via network 108 to compare the
particular web page against a list of potentially malicious network resources stored at the
cloud-based service. If the cloud-based service indicates that the particular web site is
included in the list of potentially malicious network resources, the particular web page is
determined to be untrusted.

[0048] Alternatively, if HVSI subsystem 110 determines that a requested network
resource is not a trusted network resource, HVSI subsystem 110 causes container manager
118 to activate container 130 to handle the untrusted network resource. Based on the type
of application that is requesting the untrusted network resource in the host system, HVSI
subsystem 110 instructs the container manager 118 to launch a virtual version of the
application within container 130. For example, if HVSI subsystem 110 determines that
application 202 is requesting access to an untrusted network resource, HVSI subsystem 110
instructs container manager 118 to create the virtual application 206 within container 130.
In this manner, container 130 is configured to interact with one or more untrusted network
resources just as the host operating system 102 would interact with one or more trusted
network resources. In one or more embodiments, container 130 is activated by and
implemented on the device implementing host operating system 102. Alternatively,
container 130 is activated by and implemented on a device that is different from the device
implementing host operating system 102. Alternatively, container 130 is implemented by a
device that is different from the device implementing operating system 102 but is activated
by the device implementing host operating system 102.

[0049] In order for a user of the computing device implementing host operating system
102 to view and otherwise interact with any one or more untrusted network resources that
are accessed by a virtual application within container 130, HVSI subsystem 110 is
configured to communicate with container 130 to cause display of an interface for the virtual
application 206. For example, in one or more embodiments HVSI subsystem 110 uses a
remote applications integrated locally (RAIL) mode of a remote desktop protocol (RDP)
using virtual machine bus 216. In this manner, host operating system 102 may display an
interface of virtual application 206 at a display device of the device implementing host

operating system 102. In one or more embodiments, the interface is configured so that a
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user of host operating system 102 perceives the interface to be part of the host operating
system itself. Alternatively, HVSI subsystem 110 is configured to display an interface
corresponding to virtual application 206 with a visual indication that the displayed interface
corresponds to one or more untrusted network resources. In other embodiments, the HVSI
subsystem 110 uses an X Window System or an alternative remote desktop implementation
to display an interface corresponding to virtual application 206.

[0050] After container 130 is activated by container manager 118, network filter 116
filters all network resource calls from host operating system 102 and container 130. For
example, HVSI subsystem 110 instructs network filter 116 to block all calls to untrusted
network resources from host operating system 102 and allow only trusted network resource
calls from host operating system 102. Similarly, HVSI subsystem 110 instructs network
filter 116 to allow all calls to untrusted network resources from container 130 and block all
calls to trusted network resources from container 130.

[0051] HVSI subsystem 110 is configured to instruct container manager 118 to monitor
all activity associated with untrusted network resources that are accessed by container 130.
When HVSI subsystem 110 receives an indication from container manager 118 that all
instances of virtual applications 206 running in container 130 are terminated, HVSI
subsystem 110 terminates any connection between host operating system 102 and any
containers 130 being accessed by host operating system 102. HVSI subsystem 110 will then
either suspend or terminate the one or more containers 130. For example, in one or more
embodiments when HVSI subsystem 110 ascertains that processing of virtual application
206 has ended, HVSI subsystem 110 terminates a connection with container 130 and
suspends the container to wait for further requests for untrusted network resources.
Alternatively, if HVSI subsystem 110 determines that a user has logged off the device
implementing system architecture 200, HVSI subsystem 110 terminates any one or more
containers 130 that were activated by host operating system 102.

[0052] By communicating with components of host operating system 102, such as
policy manager 112, network filter 116, container manager 118, and security subsystem 120,
HVSI subsystem 110 is configured to determine if a requested network resource is trusted,
restrict opening of the untrusted network resources to an isolated container, and manage one
or more processes running within the isolated container. This allows HVSI subsystem 110
to perform hardware-based virtualized security isolation techniques in order to protect the
device implementing host operating system 102 from kernel level attacks or infections that

may be caused by untrusted network resources.
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[0053] Having considered an example system architecture of a host operating system
that performs hardware-based virtualized security isolation, consider now individual
components of a host operating system in accordance with one or more embodiments.

Policy Manager

[0054] Policy manager 112 represents functionality of host operating system 102 for
obtaining and storing one or more policies for a computing device implementing the host
operating system. For example, policy manager 112 is configured to obtain and store one
or more policies from the management and monitoring service 104 illustrated in Fig. 1.
Each of the one or more policies specifies one or more trusted network resources that host
operating system 102 is allowed to access. Additionally, a policy may specify one or more
policy objects and one or more corresponding security parameters for the policy object.
These policy objects and corresponding security parameters provide constraints defining
how the host operating system may interact with one or more untrusted network resources.
[0055] For example, a policy object may identify whether host operating system 102 is
allowed to implement virtual applications in isolated containers, such as container 130. If
the corresponding security parameter for this policy object indicates that host operating
system 102 is allowed to implement virtual applications and isolated containers, then the
host operating system may open one or more untrusted network resources in virtual
application 206 of isolated container 130. Alternatively or additionally, a policy object
indicates certain virtual applications that are allowed to open in an isolated container. The
corresponding security parameter for this policy object may identify one or more specific
applications that are allowed to be virtually opened in an isolated container. Alternatively
or additionally, a policy object indicates what host operating system 102 may copy between
isolated container 130 and host operating system 102 itself. The corresponding security
parameter specifies one or more file types that may be copied in between isolated container
130 and host operating system 102. Alternatively or additionally, a policy object indicates
print settings for virtual applications opened in isolated container 130. The corresponding
security parameter for this policy object indicates whether virtual application 206 running
in isolated container 130 may print and, if so, one or more printers, applications, or file types
to which virtual application 206 is allowed to print. Alternatively or additionally, a policy
object indicates whether network traffic for virtual application 206 is allowed. The
corresponding security parameter for this policy object may specify one or more virtual
applications for which network traffic is allowed within an isolated container. Alternatively

or additionally, a policy object indicates whether background tasks for virtual application
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206 are allowed. The corresponding security parameter specifies one or more virtual
applications for which background tasks are allowed within isolated container 130.
Alternatively or additionally, a policy object indicates whether the virtual application 206
running in the container is allowed to leverage one or more hardware resources of the
computing device implementing host operating system 102, such as the computing device’s
GPU for graphics acceleration.

[0056] The following table provides an example set of policy objects and corresponding
security parameters, such as those discussed above. In accordance with standard security
procedures, this example policy has a default deny rule implied, which is not illustrated. It
is to be appreciated and understood however, that the discussed policy objects and

corresponding security parameters are exemplary and not exhaustive in scope.

Policy Object Security Parameter

Allow Virtual Application Isolation in | Yes

Container?

Virtual Applications for Container | Web browser, Notepad, Word processing

Isolation application, email application.
Clipboard Settings Text and Images Allowed
Print Settings Printer 1; Print to PDF; Print to XPS

Network Traffic for Virtual Isolated | Enabled for web browser

Applications?

Background Tasks for Virtual Isolated | Enabled for email application

Applications?

[0057] When host operating system 102 starts up, HVSI subsystem 110 contacts policy
manager 112 to obtain a list of trusted network resources for the host operating system,
along with any policy objects and corresponding security parameters. HVSI subsystem 110
aggregates these trusted network resources, policy objects, and corresponding security
parameters and applies this aggregated policy to host operating system 102. In one or more
embodiments, this aggregated policy is queried each time host operating system 102
requests to perform an action or attempts to access a network resource. For example, when
host operating system 102 requests to open application 202 that is included in the security
parameter corresponding to the policy object “Virtual Applications for Container Isolation”,

HVSI subsystem 110 causes host operating system 102 to open a virtual version of that
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application 206 in isolated container 130.

[0058] HVSI subsystem 110 is additionally configured to monitor activity within one or
more of isolated container(s) 130 to ensure that the container(s) do not gain access to any
trusted network resources. For example, if a virtual version of a web browser is running in
isolated container 130, and HVSI subsystem 110 detects that the virtual web browser is
attempting to access a network resource that is indicated by the policy manager 112 as a
trusted network resource, HVSI subsystem 110 may prevent the virtual web browser from
opening or otherwise accessing this trusted network resource and instead cause the trusted
network resource to be opened within a corresponding web browser on host operating
system 102. By restricting access and opening of trusted network resources to host
operating system 102 and restricting access and opening of untrusted network resources to
one or more isolated containers 130, HVSI subsystem 110 ensures that trusted network
resources are not corrupted by any untrusted network resources.

[0059] In addition to receiving the list of trusted network resources, policy objects, and
corresponding security parameters from the policy manager 112, host operating system 102
is configured to observe one or more local events that could impact policy for the host
operating system. For example, consider a scenario where a virtual web browser is running
within isolated container 130. HVSI subsystem 110 monitors the behavior of each network
resource accessed by the virtual web browser within isolated container 130. When the
virtual web application navigates to an untrusted network resource, downloading the
untrusted network resource may cause a registry of container 130 to be written to in an
unexpected manner. Using container manager 118, which is discussed in further detail
below, HVSI subsystem 110 obtains data from container 130 and calculates an updated local
policy for the untrusted network resource. For example, in one or more embodiments HVSI
subsystem 110 updates local policy for the untrusted network resource by disabling printing
and copying settings associated with the untrusted network resource. HVSI subsystem 110
is then configured to aggregate this obtained data and report the obtained data to a remote
service, such as the management and monitoring service 104 illustrated in Fig. 1. In
accordance with one or more embodiments, the HVSI subsystem 110 consults locally
installed applications of host operating system 102, such as antivirus applications for
additional information in updating this local policy. For example, HVSI subsystem 110
uses one or more antivirus applications to scan an untrusted network resource in container
130 and assign a security level to the untrusted network resource. In this manner, HVSI

subsystem 110 is configured to continually update policy and further protect the computing
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device implementing host operating system 102 against untrusted network resources.
[0060] In one or more embodiments, HVSI subsystem 110 implements an independent
host-based policy engine that responds to local activity at host operating system 102 and
container 130. This independent host-based policy engine reduces round trips to the
management and monitoring service 104, enabling the management and monitoring service
to manage many clients. In one or more embodiments, policy manager 112 obtains a
template or a signature from management and monitoring service 104. Policy manager 112
provides this template or signature to HVSI subsystem 110. When container 130 is
activated, HVSI subsystem 110 computes the required policy based on a pattern from the
policy template or signature that it matches to activity observed in container 130. For
example, if a virtual web application is running in container 130, and a network resource
the virtual web application is trying to access as a URL matches a pattern in the policy
template, HVSI subsystem 110 calculates a risk level and updates the policy. This
dynamically results in a specific action applied to the virtual application in container 130,
such as an allow action, a block action, or a redirect action. In this embodiment, the policy
is dynamic, offloading local assessment and policy from the management and monitoring
service 104 to HVSI subsystem 110.

[0061] As an alternative example, consider a scenario where a user downloads and
installs a new application from an untrusted web site within container 130. In this example,
HVSI subsystem 110 assesses the downloaded application against existing policy, and
calculates policy that applies to the downloaded application in isolated container 130. In
one or more embodiments, this calculated policy is based on one or more policy objects and
corresponding security parameters of similar applications. For example, if the downloaded
application is an e-mail application, HVSI subsystem 110 identifies one or more policy
objects and corresponding security parameters pertaining to other e-mail applications and
applies similar policy settings for the downloaded e-mail application. HVSI subsystem 110
is configured to monitor activity associated with the downloaded application within
container 130 and is configured to recalculate local policy based on this observed activity.
Additionally or alternatively, information describing observed activity of any one or more
downloaded applications or accessed network resources within container 130 is aggregated
and communicated to a remote service, such as the management and monitoring service 104
illustrated in Fig. 1. In some embodiments, the host operating system 102 performs local
analysis on the information describing observed activity within container 130 and calculates

additional security policy. For example, if a downloaded application is exhibiting
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anomalous behavior, the downloaded application may be terminated and the container reset
to its previous operational state prior to downloading the application. As discussed herein,
anomalous behavior in the container refers to, for example, an indicator that is interpreted
by HVSI subsystem 110 as an attempt to compromise a kernel or operating system of
container 130.
[0062] In order to enforce policy for host operating system 102, HVSI subsystem 110
employs one or more network filters, such as network filter 116.

Network Filter
[0063] Network filter 116 is representative of functionality for intercepting and
inspecting ingoing and outgoing network traffic for host operating system 102. Network
filter 116 has enforcement functionality for network traffic including forwarding, blocking
and/or modifying network traffic, among other capabilities. For example, network filter 116
is configured to intercept and inspect all network traffic and data communication in between
host operating system 102 and any one or more isolated containers 130. Similarly, network
filter 116 is configured to intercept and inspect all network traffic and data communication
in between host operating system 102 and any remote resource locations accessed via
network, such as network 108 illustrated in Fig. 1. In one or more embodiments, in order
to interface host operating system 102 with any one or more isolated containers 130,
network filter 116 includes a virtual switch, at least one network interface card for the host
operating system, and one or more virtual network interface cards for the one or more
isolated containers.
[0064] Using policy received from policy manager 112, HVSI subsystem 110 interfaces
with network filter 116 to ensure that container 130 is not able to access trusted network
resources. Similarly, HVSI subsystem 110 interfaces with network filter 116 to ensure that
host operating system 102 is not able to access or otherwise open any one or more untrusted
network resources. In one or more embodiments, network filter 116 is configured to change
data of individual packets associated with trusted network resources to ensure the trusted
data remains on host operating system 102 and does not flow to container 130. As discussed
in further detail below, in a proxy authentication scenario, the network filter 116 injects
credential information into network traffic to ensure proxy traversal and prevent credentials
from leaking into or otherwise being accessed by the container. In some embodiments, the
network filter 116 validates that network traffic is originating or terminating at a network
resource that was queried during DNS lookup. To accomplish this, identifiers based on

allowed network resources are plumbed inside the container and associated with one or more
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network resource names. A network stack in the container includes these identifiers in the
network traffic. The network filter 116 validates whether an identifier matches a network
resource name. If the validation is successful, the traffic is forwarded, if it fails, the traffic
is dropped. In some embodiments, the network filter 116 strips the identifier from
forwarded network traffic.

[0065] In accordance with one or more embodiments, network filter 116 is implemented
as a virtual switch extension. Alternatively, network filter 116 is implemented as any
module that has multiple abilities including to intercept, inspect, forward, modify, and block
network traffic. In other embodiments the network filter is built into firewall or other
security software of the computing device implementing host operating system 102. In
accordance with one or more embodiments, network filter 116 is installed on host operating
system 102 when policy is received at the host operating system. For example, network
filter 116 may be installed when the policy manager 112 receives policy from the
management and monitoring service 104 illustrated in Fig. 1. However, because network
filter 116 requires resources (e.g., memory) of the device implementing host operating
system 102, in one or more embodiments network filter 116 is not installed when there is
no policy present on the host operating system. In this manner, when there is no policy to
divert untrusted network resources to isolated containers, such as container 130, network
filter 116 is not installed to reduce resource overhead.

[0066] In some embodiments, the network filter 116 enforces which network interface
is used to connect to a resource. For example, while host operating system 102 is in an
enterprise, security is assumed. In the enterprise, application 202 running on host operating
system 102 may simply use any available physical interface (e.g. Ethernet, Wi-Fi, etc.).
However, when the host operating system 102 is on a public network (e.g. outside the
enterprise at a coffee shop’s public Wi-Fi), the network filter 116 may only allow
application 202 and other applications running on host operating system 102 to use a certain
network interface, such as a VPN interface, improving network security. In some
configurations, network filter 116 allows one or more applications running in container 130
to access the public network without using VPN. In embodiments where one network
interface is isolated for host operating system 102 communications and a different network
interface is isolated for container 130 communications, network filter 116 is configured to
provide an indication to a network stack of container 130 that network communications for
the container are isolated to the different network interface.

[0067] HVSI subsystem 110 calls network filter 116 and causes network filter 116 to
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attach itself to network ports of the device implementing host operating system 102. Once
network filter 116 is attached to the network ports, it is able to monitor, filter, and/or block
network traffic. In one or more embodiments, the network filter 116 includes a local DNS
server to further enforce policy for host operating system 102. For example, in one or more
embodiments network filter 116’s DNS server maps network resources to corresponding IP
addresses to verify an origin of individual network resources. In one or more
implementations, the network filter 116 includes one or more input/output control systems
(IOCTLs) that are configured to allow or block a network traffic for both host operating
system 102 and any one or more containers 130. In other implementations this configuration
is performed through an API, a file, or a command shell.

[0068] Network filter 116 is configured to monitor network traffic (e.g., HTTP traffic)
to ensure that host operating system 102 and container 130 are not accessing network
resources that are not allowed for the respective host operating system or container. In order
to monitor HTTP traffic, network filter 116 performs HTTP header inspection with one or
more web proxies facilitating network traffic between host operating system 102 and/or any
one or more isolated containers 130, such as web proxy 106 illustrated in Fig. 1.
Alternatively, in accordance with one or more embodiments, network filter 116 is
configured to implement its own HTTP proxy.

[0069] To support network communication functions in proxied environments and
across network changes, network filter 116 includes a network address translator (NAT).
The NAT provides container 130 with a private network and a gateway to reach a network
outside host operating system 102. In accordance with one or more embodiments, the NAT
is configured to forward outside network proxy configuration and forward outside network
change notifications to host operating system 102. For example, in one or more
embodiments network filter 116 uses a NAT to forward network change notifications to host
operating system 102 when a network connection status changes, such as when a Wi-Fi
(IEEE 802.11) Network adapter leaves or enters range of a Wi-Fi Network. Additionally,
network filter 116’s NAT is configured to emulate an outside network identity to ensure that
container 130 can identify different networks correctly. For example, the NAT can take the
media access control (MAC) address of the host’s external network gateway and re-use it
as the private network gateway MAC address provided by NAT. This ensures that container
130’s HTTP software will appropriately align the HTTP cache and ensure proxy discovery
is not duplicated when reconnecting to the same network. By emulating an outside network

identity, network filter 116’s NAT significantly improves network reconnect performance
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and improve user experience for a user of host operating system 102. Additionally, network
filter 116’s NAT is configured to forward “low-power connected standby” settings to host
operating system 102 for one or more virtual applications 206 that are running in one or
more isolated containers, such as container 130. This enables host operating system 102 to
keep alive any virtual applications 206 running in one or more active isolated containers
130. In one or more embodiments, functionality of the NAT is offloaded to a different
component of host operating system 102. For example, provisioning a private network and
gateway to reach a network outside host operating system 102, forwarding network change
notifications, emulating an outside network identity, and forwarding low-power connected
standby settings can be performed by one or a combination of network filter 116, HVSI
subsystem 110, or container manager 118.

[0070] HVSI subsystem 110 is configured to interact with network filter 116 to perform
web proxy authentication in accordance with one or more embodiments. For example, many
enterprise systems use one or more web proxies to control Internet access for individual
users of the enterprise. These web proxies require authentication before allowing individual
users or applications to access network resources, such as web sites, by prompting user
credentials such as a username and associated password. Accordingly, network filter 116 is
configured to identify a web proxy that is required to facilitate access to a web site, such as
web proxy 106 illustrated in Fig. 1. However, in scenarios where a virtual application
running in an isolated container requires web proxy authentication, security concerns arise.
For example, one or more untrusted network resources that are open and running in the
isolated container 130 might gain unauthorized access to the user credentials and
compromise security of associated user accounts.

[0071] In order to provide a seamless user experience for virtual applications 206
running in container 130 that require web proxy authentication, HVSI subsystem 110 is
configured to provide user credentials to a web proxy from host operating system 102
without providing the user credentials to container 130. HVSI subsystem 110 is configured
to provide user credentials to a web proxy for virtual application 206 running in container
130 by implementing virtual security subsystem 210 within the isolated container. Virtual
security subsystem 210 is configured to interface with security subsystem 120 of host
operating system 102. For example, in one or more embodiments HVSI subsystem 110
detects that virtual web application 206 is calling a network resource that requires web proxy
authentication. HVSI subsystem 110 is configured to implement virtual security subsystem

210 within the isolated container so that the virtual security subsystem 210 can interface
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with security subsystem 120 of host operating system 102. Communication between virtual
security subsystem 210 and security subsystem 120 may be performed over the connection
established by HVSI subsystem 110, such as via virtual machine bus 216.

[0072] When virtual web application 206 in container 130 attempts to access a network
resource via a web proxy, the web proxy returns with a challenge for user credentials. In
this scenario, virtual security subsystem 210 is configured to call security subsystem 120 of
host operating system 102 to provide authentication to the web proxy. In response to
receiving this call, security subsystem 120 is configured to generate a dummy credential
blob that indicates ownership of the user credentials without actually containing the user
credentials within the credential blob. As discussed herein, a dummy blob may also be
referred to as a pseudo-authentication of the user credentials. Security subsystem 120
returns the generated dummy credential blob to virtual security subsystem 210. Virtual
security subsystem 210 then provides the dummy credential blob to virtual web application
206 so that the virtual web application can embed the dummy credential blob in an HTTP
response to the web proxy. In this manner, container 130 is configured to prove ownership
of user credentials without receiving the actual user credentials from host operating system
102. In accordance with one or more embodiments, proof of credential ownership within
the dummy blob is performed by applying a hash security function to the actual credentials
and including the hashed credentials within the dummy blob. This ensures that user
credentials are not compromised by any untrusted network resources that may be running
in container 130.

[0073] Alternatively, if virtual security subsystem 210 forwards a web proxy request for
user credentials to security subsystem 120 of host operating system 102, security subsystem
120 is configured to generate two credential blobs. The first credential blob generated by
security subsystem 120 is a dummy credential blob as described above. The second
credential blob generated by security subsystem 120 contains the actual user credentials
requested by the web proxy. In this scenario, the dummy credential blob is provided to the
virtual security subsystem 210 in container 130, and the blob containing the actual user
credentials is provided to network filter 116 in host operating system 102. As discussed
above, virtual web application 206 is configured to receive the dummy credential blob from
virtual security subsystem 210 and embed the dummy credential blob in an HTTP response
to the web proxy. Because all network traffic from both host operating system 102 and
container 130 are filtered through network filter 116, network filter 116 is configured to

intercept the HTTP response from the container and replace the dummy blob with the actual
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user credential blob before transmitting the HTTP response to the web proxy. In accordance
with one or more embodiments, where host operating system 102 is functioning in a nested
computing environment, this credential blob replacement may be performed multiple times,
at each layer of the nested environment. Alternatively, in one or more embodiments,
network filter 116 plumbs allowed network resource identifiers within container 130 to
validate that network traffic is originating and terminating at a network resource that was
queried during DNS lookup, as discussed above.

[0074] When HVSI subsystem 110 determines that host operating system 102 is
attempting to access an untrusted network resource, using policy manager 112, network
filter 116, and security subsystem 110 as discussed herein, HVSI subsystem 110
communicates with container manager 118 to manage and monitor one or more containers

130 for accessing the untrusted network resource.

Container Manager

[0075] Container manager 118 is responsible for activating one or more containers 130
that are isolated from host operating system 102 to access untrusted network resources. As
discussed herein, activating a container such as container 130 includes creating one or more
new containers or resuming running of one or more suspended containers. Container
manager 118 is additionally configured to activate one or more containers for an individual
user logged into host operating system 102 and ensure that any other users of the host
operating system are restricted from accessing the activated one or more containers for the
individual user. Container manager 118 ensures a mapping of the user logged into host
operating system 102 to the container 130. In some embodiments in which there are
multiple users of host operating system 102 and multiple containers, the container manager
118 is configured to see a logged-on user’s identity and directly associate that with one or
more corresponding containers. This restriction prevents other users from viewing or
otherwise interacting with the containers.

[0076] Container manager 118 is further configured to collect logs and traces describing
activity within container 130. Container manager 118 is configured to use these logs and
traces to monitor container usage for telemetry and security indicators. In accordance with
one or more embodiments, container manager 118 consults with local applications installed
on host operating system 102, such as an antivirus application, in order to interpret any
security issues associated with monitored activity in container 130. Container manager 118
is configured to aggregate this monitored information and provide the monitored

information to HVSI subsystem 110. Alternatively or additionally, container manager 118

25

Page 157 of 293 Netskope Exhibit 1003



10

15

20

25

30

WO 2017/210065 PCT/US2017/034354

is configured to provide this monitored information to one or more remote sources, such as
management and monitoring service 104 illustrated in Fig. 1.

[0077] When host operating system 102 starts up, HVSI subsystem 110 determines
whether policy is present. In one or more embodiments, HVSI subsystem 110 determines
whether policy is present by communicating with policy manager 112, as discussed herein.
If HVSI subsystem 110 determines that policy is present on host operating system 102,
container manager 118 is configured to activate container 130 to handle any untrusted
network resources that are requested by the host operating system. Container manager 118
is configured to activate container 130 by communicating with host operating system 102
to determine if a container base image exists. If container manager 118 determines that a
container base image does not exist, container manager 118 is configured to create a
container base image. If container manager 118 determines that a container base image does
exist, or after container manager 118 creates a container base image, container manager 118
waits for a user to log onto host operating system 102.

[0078] A container base image contains information required to create and activate an
isolated container that includes its own operating system, such as container 130. For
example, in one or more embodiments a container base image contains information
describing how host operating system 102 is to set registry settings for a container.
Information regarding registry settings is required because some virtual applications that are
opened inside container 130 behave differently than a version of the application that would
be opened on host operating system 102. Additionally or alternatively, a container base
image includes information describing how to create a user account within a virtual
application executed in container 130. Additionally or alternatively, the container base
image includes information regarding an amount of allocated resources, such as memory,
processors, disks, or networks, which may be required by container 130 when active.
[0079] When a user logs onto host operating system 102, container manager 118
determines whether a container corresponding to the container base image exists. If
container manager 118 determines that a container does not exist for the container base
image, container manager 118 may create a container, such as container 130. To ensure that
a container base image accurately represents the host operating system 102, container
manager 118 is configured to invalidate any existing container base images and create one
or more new container base images after an operating system update. In this manner,
container manager 118 ensures that a container base image includes any updated host

operating system binaries, thereby keeping containers created from the container base image
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up to date with the host operating system 102. In the event of a host operating system 102
update, container manager 118 is configured to either force close any open containers or
wait until user activity in the container has ceased to delete the container base image and
create a new container base image. After creating the container, container manager 118
places the container into a suspended mode. When a container is in a suspended mode, the
container consumes fewer resources of the device implementing host operating system 102,
thereby reducing resource overhead. Container manager 118 is configured to maintain one
or more isolated containers 130 in a suspended mode until host operating system 102
requests access to one or more untrusted network resources.

[0080] When HVSI subsystem 110 detects that host operating system 102 is requesting
access to one or more untrusted network resources, HVSI subsystem 110 instructs container
manager 118 to activate one or more suspended containers in order to handle the one or
more untrusted network resources. In one or more embodiments, the one or more containers
are hosted on the computing device that is implementing host operating system 102.
Alternatively, at least one of the one or more containers may be hosted on a computing
device that is remote from the computing device implementing host operating system 102.
In a scenario where a container is hosted on a different computing device, container manager
118 is configured to communicate with the different computing device to manage and
monitor the remote containers. Because the container manager 118 can activate a suspended
container faster than it can create a container, maintaining one or more suspended containers
allows host operating system 102 to quickly respond to requests for untrusted network
resources.

[0081] In response to determining that host operating system 102 is requesting access
to one or more untrusted network resources, container manager 118 is configured to identify
an application on the host operating system that is requesting the untrusted network
resource. Container manager 118 is configured to launch a virtual version of the application
within container 130 to handle the untrusted network resource. After container manager
118 activates a virtual version of the application within container 130, HVSI subsystem 110
is configured to remote into container 130 to display an interface of the virtual application
at a display of the device implementing host operating system 102,

[0082] Container manager 118 is configured to communicate with HV SI subsystem 110
to ensure that appropriate hardware virtualization technology exists on host operating
system 102, and in container 130, if the container is hosted by a remote computing device.

For container manager 118 to function properly, the container manager 118 is configured to
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verify that host operating system 102’s application programming interfaces (APIs) are
available to manage isolated container lifecycles and associated network stacks.
[0083] Container manager 118 is configured to monitor activity within container 130
using logging system 214. In this manner, container manager 118 is configured to detect
any suspicious behavior of a network or network resource that is accessed within container
130, whether container 130 is taking up too much disk space, and so on. Based on
information obtained from logging system 214, container manager 118 is able to inform
HVSI subsystem 110 how to manage one or more containers 130. For example, in one or
more embodiments container manager 118 ascertains that access to one or more untrusted
network resources within container 130 has completed and communicates this information
to HVSI subsystem 110. In response to receiving this information, HVSI subsystem 110
places container 130 into a suspended mode until it is subsequently needed to handle an
additional untrusted network resource.
[0084] Container manager 118 is also configured to monitor and determine when a user
of host operating system 102 logs off. In response to determining that a user of host
operating system 102 has logged off, container manager 118 provides this information to
HVSI subsystem 110. HVSI subsystem 110 is configured to delete one or more containers
130 in response to the user logging off. As discussed herein, deleting a container also clears
any information included within the container.
[0085] Container manager 118 is also configured to share DNS and Hypertext Transfer
Protocol (HTTP) information from the host operating system 102 to improve web browsing
performance or other network activity within the one or more of the isolated containers. In
one or more embodiments, container manager 118 maintains a cache of DNS queries made
from earlier instances where container 130 accessed network resources, as well as HTTP
data such as Internet data files or web site cookies that enable future requests in a container
to access untrusted web sites to remember one or more of previous user preferences,
configurations, or settings.
[0086] In addition to receiving information regarding monitored activity within
container 130 from container manager 118, HVSI subsystem 110 is also configured to
receive information regarding container activity from one or more HV SI libraries 208.
HVSI Library
[0087] As discussed herein, an HVSI library is a small, lightweight, asynchronous
library, which is configured to be linked either statically or dynamically within an

application. For example, in the illustrated system architecture 200 of Fig. 2, application

28

Page 160 of 293 Netskope Exhibit 1003



10

15

20

25

30

WO 2017/210065 PCT/US2017/034354

202 includes HVSI library 204 and virtual application 206 includes virtual HVSI library
208. Each HVSI library is configured to run inside its respective application and is
responsible for intercepting and forwarding network resource calls from the application to
HVSI subsystem 110.

[0088] When a user of host operating system 102 attempts to open a network resource
via application 202, HVSI library 204 communicates information regarding the requested
network resource to HVSI subsystem 110. HVSI subsystem 110 compares this information
against one or more policies obtained from policy manager 112 to determine whether the
requested network resource is a trusted network resource. If HVSI subsystem 110
determines that the requested network resource is a trusted network resource, HVSI
subsystem 110 allows application 202 to access the requested network resource.
Alternatively, if HVSI subsystem 110 determines that the requested network resource is not
a trusted network resource, HVSI subsystem 110 forwards the untrusted network resource
to virtual application 206 in container 130.

[0089] Virtual HVSI library 208 in container 130 is configured to intercept network
resource requests from virtual application 206 and communicate information regarding the
requested network resources to HVSI subsystem 110. HVSI subsystem 110 is similarly
configured to compare this information against any policies for host operating system 102
to ensure that no trusted network resources are provided to container 130. In one or more
embodiments, a virtual application will not link to virtual HVSI library 208 to ensure
compatibility. In these embodiments, logging system 214 and network filter 116 operate to
intercept network resource requests from the virtual application and communicate
information regarding the requested network resources to HVSI subsystem 110.

[0090] Having considered a system architecture for a system implementing hardware-
based virtualized security isolation to protect a computing device from attacks or infections
associated with untrusted network resources, consider now example procedures in
accordance with one or more embodiments.

Example Procedures

[0091] Fig. 3 is a flowchart illustrating an example process 300 for implementing
hardware-based security isolation in accordance with one or more embodiments. Process
300 is carried out by a system, such as system 100 of Fig. 1, and can be implemented in
software, firmware, hardware, or combinations thereof. Process 300 is shown as a set of
acts and is not limited to the order shown for performing the operations of various acts.

Process 300 is an example process for implementing hardware-based virtualized security
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isolation; additional discussions of implementing hardware-based virtualized security
isolation are included herein with reference to different figures.

[0092] In process 300, attempted access to a network resource is detected (act 302).
Attempted access is detected when a user, administrator, program, application, or other
entity of the system requests one or more network resources from one or more locations that
are located remotely from the system. For example, attempted access to a network resource
is detected when a user of the system attempts to navigate to a webpage using a web
application.

[0093] In response to detecting attempted access to a network resource, process 300
proceeds to determine if the network resource is trusted (act 304). The determination of
whether the network resource is trusted is performed by comparing the network resource
with policy that is either stored on the host operating system or accessed remotely by the
host operating system. For example, in one or more embodiments the host operating system
locally stores policy, such as in policy manager 112 of Fig. 1, which enumerates a list of
trusted network resources. Alternatively or additionally, policy is received from a
management and monitoring service that is remote from the host operating system, such as
from management and monitoring service 104 of Fig. 1. Additionally or alternatively, the
host operating system updates local policy based on monitored activity associated with
network resource activity at the host operating system and associated containers. As
discussed herein, policy may be continuously updated to maintain a current list of trusted
network resources.

[0094] In response to determining that the network resource is a trusted network
resource, process 300 allows the network resource to be accessed by an application on the
host operating system (act 312). For example, if process 300 is carried out by system 100
of Fig. 1, and it is determined that the network resource is a trusted network resource,
process 300 will allow one of applications 114 on host operating system 102 to access the
trusted network resource.

[0095] In response to determining that the network resource is not a trusted network
resource, process 300 determines whether hardware-based virtualized security isolation is
enabled on the host operating system (act 306). If the process determines the hardware-
based virtualized security isolation is not enabled, the process allows an application on the
host operating system to access the untrusted network resource (act 312). Accordingly, a
host operating system that does not enable hardware-based virtualized security isolation as

discussed herein permits an untrusted network resource to be accessed by an application on
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the host operating system, thereby exposing a device implementing the host operating
system to malicious attacks or infections from the untrusted network resource.

[0096] Alternatively, if process 300 determines that hardware-based virtualized security
isolation is enabled, the process proceeds to activate a container (act 308). As discussed
herein, activating a container includes creating a container in accordance with one or more
embodiments. Alternatively or additionally, activating a container includes identifying a
suspended container and resuming processing of the suspended container. As discussed
herein, a container represents an isolated runtime environment that is separate from the host
operating system, such as host operating system 102. The container includes its own kernel
that is separate from a kernel of the host operating system, and thus protects from kernel
level attacks associated with the untrusted network resource that may be directed to the host
operating system. Accordingly, even if the container becomes compromised, the host
operating system is isolated and protected from any infection or attack associated with
untrusted network resources.

[0097] In response to activating the container, the host operating system allows the
container to access the network resource (act 310). The host operating system continues to
monitor activity in the container associated with network resource and any one or more
additional network resources that are called by the container to ensure that no trusted
network resource is accessed by the container. Similarly, the system ensures that no
untrusted network resource is accessed by the host operating system.

[0098] Having considered an example procedure for implementing hardware-based
virtualized security isolation at a host operating system to protect a device implementing the
host operating system from attacks or infections associated with untrusted network
resources, consider now an example procedure that can be utilized to activate a container
for hardware-based virtualized security isolation.

[0099] Fig. 41is a flowchart illustrating an example process 400 for activating a container
for hardware-based virtualized security isolation in accordance with one or more
embodiments.

[00100] Process 400 is carried out by a host operating system, such as host operating
system 102 of Fig. 1, and can be implemented in software, firmware, hardware, or
combinations thereof. Process 400 is shown as a set of acts and is not limited to the order
shown for performing the operations of various acts. Process 400 is an example process for
activating a container for hardware-based virtualized security isolation; additional

discussions of activating a container for hardware-based virtualized security isolation are
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included herein with reference to different figures.

[00101] In process 400, the host operating system starts up (act 402). After the host
operating system has started up, the host operating system proceeds to determine whether a
container base image exists (act 404).

[00102] If the host operating system determines that a container base image does not
exist, the host operating system proceeds to create a container base image (act 406). If the
host operating system determines that a container base image does exist, or in response to
creating a container base image, the host operating system waits until a user logs on (act
408). A user may log onto the host operating system by entering one or more credentials
that are uniquely associated with the user such as a username, a password, and so on.
[00103] After a user logs on, the host operating system determines whether a container
exists for the logged on user (act 410). As discussed herein, the container is unique to an
individual user and allows the user to interact with untrusted network resources in an
isolated runtime environment that is separate from the host operating system.

[00104] Ifthe host operating system determines that no container exists for the logged on
user, the host operating system proceeds to create a container for the logged on user (act
412). The host operating system is configured to create a container for the logged on user
in accordance with any one or more of the techniques discussed herein.

[00105] If the host operating system determines that a container does exist for the logged
on user, or after the host operating system has created a container for the logged on user, the
host operating system proceeds to activate the container for the logged on user (act 414). In
this manner, the host operating system activates a container when a user logs onto the host
operating system that is prepared to process any untrusted network resources that are
requested by the host operating system.

[00106] Having considered an example procedure for activating a container for
hardware-based virtualized security isolation to protect a host operating system from
untrusted network resources, consider now an example procedure for managing a container
for hardware-based virtualized security isolation.

[00107] Fig. Sis aflowchart illustrating an example process 500 for managing a container
for hardware-based virtualized security isolation in accordance with one or more
embodiments.

[00108] Process 500 is carried out by a host operating system, such as host operating
system 102 of Fig. 1, and can be implemented in software, firmware, hardware, or

combinations thereof. Process 500 is shown as a set of acts and is not limited to the order
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shown for performing the operations of various acts. Process 500 is an example process for
managing a container for hardware-based virtualized security isolation; additional
discussions of managing a container for hardware-based virtualized security isolation are
included herein with reference to different figures.

[00109] In process 500, after a user has logged on to a host operating system and a
container has been activated for the logged on user, the host operating system suspends the
container (act 502). By suspending the container, the host operating system reduces the
amount of system resources for a device implementing the host operating system that are
required to maintain an active container. Because resuming a suspended container can be
performed more rapidly than creating a container, the host operating system implementing
process 500 is configured to quickly respond to a request to access an untrusted network
resource.

[00110] The host operating system implementing process 500 continues to monitor
requests for network resources until it detects attempted access to an untrusted network
resource (act 504). Detecting attempted access to an untrusted network resource is
performed by comparing information describing the requested network resource against
policy for the host operating system implementing process 500, as discussed herein. For
example, in one or more embodiments a user of the host operating system implementing
process 500 attempts to access a web site that is not defined by policy as a trusted web site.
[00111] In response to detecting access to an untrusted network resource, the host
operating system implementing process 500 activates the suspended container (act 506).
Once the suspended container is activated, the host operating system allows a virtual
instance of an application running in the container to access the untrusted network resource.
The host operating system may be configured to communicate with the container via a
virtual machine bus to install and activate the virtual instance of the application and to cause
display of an interface of the virtual instance of the application. In this manner, the container
allows a user of the host operating system implementing process 500 to interface with one
or more untrusted network resources while the one or more untrusted network resources are
operated within a contained runtime environment that is isolated from the host operating
system.

[00112] The host operating system implementing process 500 is configured to maintain
the container in an active state until a trigger event is detected (act 508) or until the host
operating system determines that access to any one or more untrusted network resources has

ended (act 510). For example, if the host operating system implementing process 500

33

Page 165 of 293 Netskope Exhibit 1003



10

15

20

25

30

WO 2017/210065 PCT/US2017/034354

identifies one or more web sites opened in a web application as untrusted network resources,
the system may identify that access to the one or more untrusted network resources has
ended in response to the user closing the web application. If the host operating system
determines that access to one or more untrusted network resources has ended, the host
operating system suspends the container (act 502). By suspending the container when the
container is not accessing any untrusted network resources, the host operating system
reduces the amount of system resources required to maintain an active container. Similarly,
by suspending the container rather than deleting the container, the host operating system can
readily activate the suspended container upon detecting attempted access to one or more
additional untrusted network resources.

[00113] In response to detecting a trigger event, the host operating system is configured
to delete the container (act 512). As discussed herein, a trigger event may refer to detecting
that a user of the host operating system implementing process 500 has logged off.
Additionally or alternatively, a trigger event is detected when anomalous behavior is
detected in the container.

[00114] Having considered an example procedure for managing a container for
hardware-based virtualized security isolation to protect a device implementing the host
operating system from attacks and infections associated with untrusted network resources,
consider now an example procedure that can be utilized to implement hardware-based
virtualized security isolation on a host operating system.

[00115] Fig. 6 is a flowchart illustrating process 600 for implementing hardware-based
virtualized security isolation on a host operating system in accordance with one or more
embodiments.

[00116] Process 600 is carried out by a host operating system, such as host operating
system 102 of Fig. 1, and can be implemented in software, firmware, hardware, or
combinations thereof. Process 600 is shown as a set of acts and is not limited to the order
shown for performing the operations of various acts. Process 600 is an example process for
using one or more containers for hardware-based virtualized security isolation; additional
discussions of using one or more containers for hardware-based virtualized security
isolation are included herein with reference to different figures.

[00117] In process 600, a host operating system runs an application (act 602). The
application may be any type of application, such as a web application, a word processing
application, an email application, and so on.

[00118] The host operating system detects that the application is attempting to access a
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network resource (act 604). The host operating system is configured to detect that the
application is requesting access to a network resource by monitoring network
communications using a network filter, as discussed herein.

[00119] Inresponse to detecting that the application running in the host operating system
is requesting access to a network resource, the host operating system determines that the
network resource is an untrusted network resource (act 606). The host operating system is
configured to determine that the network resource is untrusted by comparing the network
resource against one or more policies for the host operating system, as discussed herein.
[00120] In response to determining that the network resource is an untrusted network
resource, the host operating system is configured to activate a container that is isolated from
the host operating system (act 608). As discussed herein, a container that is isolated from
the host operating system includes its own kernel that is separate and isolated from a kernel
of the host operating system, thereby protecting the host operating system from kernel
attacks.

[00121] After the host operating system activates the isolated container, the host
operating system launches a virtual version of the application that requested the untrusted
network resource within the isolated container (act 610). The virtual version of the
application launched within the isolated container is configured to handle the requested
network resource in a manner similar to how the application running on the host operating
system would handle the requested network resource.

[00122] In response to launching the virtual version of the application in the isolated
container, the host operating system passes the untrusted network resource to the isolated
container and allows the version of the application running in the isolated container to access
the untrusted network resource (act 612). In response to launching the version of the
application in the isolated container, the host operating system is also configured to display
an interface for the version of the application operating within the isolated container at a
display of the device implementing the host operating system (act 614). Thus, the host
operating system enables a user to interface with the virtual version of the application
launched within the isolated container without exposing the host operating system to one or
more untrusted network resources that are accessed by the isolated container.

[00123] While the virtual version of the application within the isolated container is
running, the host operating system is configured to allow the virtual version of the
application in the isolated container to access one or more additional untrusted network

resources (act 618). The host operating system is configured to allow the version of the
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application running within the isolated container to access untrusted network resources by
monitoring network communications between the isolated container and one or more
network resource locations.

[00124] Similarly, while the virtual version of the application within the isolated
container is running, the host operating system is configured to prevent the virtual version
of the application in the isolated container from accessing one or more trusted network
resources (act 620). In this manner, the host operating system is configured to ensure that
only trusted network resources are accessed by the host operating system and that any
untrusted network resources are accessed only by the one or more isolated containers.
[00125] In response to determining that the virtual version of the application running
within the isolated container is no longer accessing one or more untrusted network
resources, or in response to determining that a user of the host operating system has logged
off, the host operating system is configured to suspend or delete the one or more isolated
containers (act 622). For example, in response to determining that the version of the
application within the container is no longer accessing one or more untrusted network
resources, the host operating system suspends the container until it is needed to handle one
or more additional untrusted network resources. If the host operating system detects that a
user has logged off, the host operating system deletes the one or more containers, whether
active or suspended.

Example System

[00126]  Although particular functionality is discussed herein with reference to particular
modules, it should be noted that the functionality of individual modules discussed herein
can be separated into multiple modules, and/or at least some functionality of multiple
modules can be combined into a single module. Additionally, a particular module discussed
herein as performing an action includes that particular module itself performing the action,
or alternatively that particular module invoking or otherwise accessing another component
or module that performs the action (or performs the action in conjunction with that particular
module). Thus, a particular module performing an action includes that particular module
itself performing the action and/or another module invoked or otherwise accessed by that
particular module performing the action.

[00127] Fig. 7 illustrates an example system generally at 700 that includes an example
computing device 702 that is representative of one or more systems and/or devices that may
implement the various techniques described herein. The computing device 702 may be, for

example, a server of a service provider, a device associated with a client (e.g., a client
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device), an on-chip system, and/or any other suitable computing device or computing
system.

[00128] The example computing device 702 as illustrated includes a processing system
704, one or more computer-readable media 706, and one or more I/O Interfaces 708 that are
communicatively coupled, one to another. Although not shown, the computing device 702
may further include a system bus or other data and command transfer system that couples
the various components, one to another. A system bus can include any one or combination
of different bus structures, such as a memory bus or memory controller, a peripheral bus, a
universal serial bus, and/or a processor or local bus that utilizes any of a variety of bus
architectures. A variety of other examples are also contemplated, such as control and data
lines.

[00129] The processing system 704 is representative of functionality to perform one or
more operations using hardware. Accordingly, the processing system 704 is illustrated as
including hardware elements 710 that may be configured as processors, functional blocks,
and so forth. This may include implementation in hardware as an application specific
integrated circuit or other logic device formed using one or more semiconductors. The
hardware elements 710 are not limited by the materials from which they are formed or the
processing mechanisms employed therein. For example, processors may be comprised of
semiconductor(s) and/or transistors (e.g., electronic integrated circuits (ICs)). In such a
context, processor-executable instructions may be electronically-executable instructions.
[00130] The computer-readable media 706 is illustrated as including memory/storage
712. The memory/storage 712 represents memory/storage capacity associated with one or
more computer-readable media. The memory/storage 712 may include volatile media (such
as random access memory (RAM)) and/or nonvolatile media (such as read only memory
(ROM), resistive RAM (ReRAM), Flash memory, optical disks, magnetic disks, and so
forth). The memory/storage 712 may include fixed media (e.g., RAM, ROM, a fixed hard
drive, and so on) as well as removable media (e.g., Flash memory, a removable hard drive,
an optical disc, and so forth). The computer-readable media 706 may be configured in a
variety of other ways as further described below.

[00131] The one or more input/output interface(s) 708 are representative of functionality
to allow a user to enter commands and information to computing device 702, and also allow
information to be presented to the user and/or other components or devices using various
input/output devices. Examples of input devices include a keyboard, a cursor control device

(e.g., a mouse), a microphone (e.g., for voice inputs), a scanner, touch functionality (e.g.,
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capacitive or other sensors that are configured to detect physical touch), a camera (e.g.,
which may employ visible or non-visible wavelengths such as infrared frequencies to detect
movement that does not involve touch as gestures), a sensor (e.g. an ambient light sensor or
a motion sensor), and so forth. Examples of output devices include a display device (e.g., a
monitor or projector), speakers, a printer, a network card, tactile-response device, and so
forth. Thus, the computing device 702 may be configured in a variety of ways as further
described below to support user interaction.

[00132] The computing device 702 also includes a host operating system 714. The host
operating system 714 provides various management of hardware-based virtualized security
isolation, as discussed above. The host operating system 714 can implement, for example,
the host operating system 102 of Fig. 1.

[00133] Various techniques may be described herein in the general context of software,
hardware elements, or program modules. Generally, such modules include routines,
programs, objects, elements, components, data structures, and so forth that perform
particular tasks or implement particular abstract data types. The terms “module,”
“functionality,” and “component” as used herein generally represent software, firmware,
hardware, or a combination thereof. The features of the techniques described herein are
platform-independent, meaning that the techniques may be implemented on a variety of
computing platforms having a variety of processors.

[00134] An implementation of the described modules and techniques may be stored on
or transmitted across some form of computer-readable media. The computer-readable
media may include a variety of media that may be accessed by the computing device 702.
By way of example, and not limitation, computer-readable media may include “computer-
readable storage media” and “computer-readable signal media.”

[00135] “Computer-readable storage media” refers to media and/or devices that enable
persistent storage of information and/or storage that is tangible, in contrast to mere signal
transmission, carrier waves, or signals per se. Thus, computer-readable storage media refers
to non-signal bearing media. The computer-readable storage media includes hardware such
as volatile and non-volatile, removable and non-removable media and/or storage devices
implemented in a method or technology suitable for storage of information such as computer
readable instructions, data structures, program modules, logic elements/circuits, or other
data. Examples of computer-readable storage media may include, but are not limited to,
RAM, ROM, EEPROM, flash memory or other memory technology, CD-ROM, digital

versatile disks (DVD) or other optical storage, hard disks, magnetic cassettes, magnetic tape,
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magnetic disk storage or other magnetic storage devices, or other storage device, tangible
media, or article of manufacture suitable to store the desired information and which may be
accessed by a computer.

[00136] “Computer-readable signal media” refers to a signal-bearing medium that is
configured to transmit instructions to the hardware of the computing device 702, such as via
a network. Signal media typically may embody computer readable instructions, data
structures, program modules, or other data in a modulated data signal, such as carrier waves,
data signals, or other transport mechanism. Signal media also include any information
delivery media. The term “modulated data signal” means a signal that has one or more of
its characteristics set or changed in such a manner as to encode information in the signal.
By way of example, and not limitation, communication media include wired media such as
a wired network or direct-wired connection, and wireless media such as acoustic, RF,
infrared, and other wireless media.

[00137] As previously described, the hardware elements 710 and computer-readable
media 706 are representative of instructions, modules, programmable device logic and/or
fixed device logic implemented in a hardware form that may be employed in some
embodiments to implement at least some aspects of the techniques described herein.
Hardware elements may include components of an integrated circuit or on-chip system, an
application-specific integrated circuit (ASIC), a field-programmable gate array (FPGA), a
complex programmable logic device (CPLD), and other implementations in silicon or other
hardware devices. In this context, a hardware element may operate as a processing device
that performs program tasks defined by instructions, modules, and/or logic embodied by the
hardware element as well as a hardware device utilized to store instructions for execution,
e.g., the computer-readable storage media described previously.

[00138] Combinations of the foregoing may also be employed to implement various
techniques and modules described herein. Accordingly, software, hardware, or program
modules and other program modules may be implemented as one or more instructions and/or
logic embodied on some form of computer-readable storage media and/or by one or more
hardware elements 710. The computing device 702 may be configured to implement
particular instructions and/or functions corresponding to the software and/or hardware
modules. Accordingly, implementation of modules as a module that is executable by the
computing device 702 as software may be achieved at least partially in hardware, e.g.,
through use of computer-readable storage media and/or hardware elements 710 of the

processing system. The instructions and/or functions may be executable/operable by one or
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more articles of manufacture (for example, one or more computing devices 702 and/or
processing systems 704) to implement techniques, modules, and examples described herein.
[00139] As further illustrated in Fig. 7, the example system 700 enables ubiquitous
environments for a seamless user experience when running applications on a personal
computer (PC), a television device, and/or a mobile device. Services and applications run
substantially similar in all three environments for a common user experience when
transitioning from one device to the next while utilizing an application, playing a video
game, watching a video, and so on.

[00140] Inthe example system 700, multiple devices are interconnected through a central
computing device. The central computing device may be local to the multiple devices or
may be located remotely from the multiple devices. In one or more embodiments, the central
computing device may be a cloud of one or more server computers that are connected to the
multiple devices through a network, the Internet, or other data communication link.
[00141] In one or more embodiments, this interconnection architecture enables
functionality to be delivered across multiple devices to provide a common and seamless
experience to a user of the multiple devices. Each of the multiple devices may have different
physical requirements and capabilities, and the central computing device uses a platform to
enable the delivery of an experience to the device that is both tailored to the device and yet
common to all devices. In one or more embodiments, a class of target devices is created
and experiences are tailored to the generic class of devices. A class of devices may be
defined by physical features, types of usage, or other common characteristics of the devices.
[00142] In various implementations, the computing device 702 may assume a variety of
different configurations, such as for computer 716, mobile 718, and television 720 uses.
Each of these configurations includes devices that may have generally different constructs
and capabilities, and thus the computing device 702 may be configured according to one or
more of the different device classes. For instance, the computing device 702 may be
implemented as the computer 716 class of a device that includes a personal computer,
desktop computer, a multi-screen computer, laptop computer, netbook, and so on.

[00143] The computing device 702 may also be implemented as the mobile 718 class of
device that includes mobile devices, such as a mobile phone, portable music player, portable
gaming device, a tablet computer, a multi-screen computer, and so on. The computing
device 702 may also be implemented as the television 720 class of device that includes
devices having or connected to generally larger screens in casual viewing environments.

These devices include televisions, set-top boxes, gaming consoles, and so on.
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[00144] The techniques described herein may be supported by these various
configurations of the computing device 702 and are not limited to the specific examples of
the techniques described herein. This functionality may also be implemented all or in part
through use of a distributed system, such as over a “cloud” 722 via a platform 724 as
described below.

[00145] The cloud 722 includes and/or is representative of a platform 724 for resources
726. The platform 724 abstracts underlying functionality of hardware (e.g., servers) and
software resources of the cloud 722. The resources 726 may include applications and/or
data that can be utilized while computer processing is executed on servers that are remote
from the computing device 702. Resources 726 can also include services provided over the
Internet and/or through a subscriber network, such as a cellular or Wi-Fi network.

[00146] The platform 724 may abstract resources and functions to connect the computing
device 702 with other computing devices. The platform 724 may also serve to abstract
scaling of resources to provide a corresponding level of scale to encountered demand for the
resources 726 that are implemented via the platform 724. Accordingly, in an interconnected
device embodiment, implementation of functionality described herein may be distributed
throughout the system 700. For example, the functionality may be implemented in part on
the computing device 702 as well as via the platform 724 that abstracts the functionality of
the cloud 722. It should be noted that the cloud 722 can be arranged in a myriad of
configurations. For example, the cloud 722 can be implemented as a single cloud, as
multiple instances of cloud 722 all behaving as a single cloud, or with one or more instances
of platform 724 implemented behind the cloud 722 and behaving as if the one or more
instances of platform 724 were implemented in the cloud.

[00147] In the discussions herein, various different embodiments are described. It is to
be appreciated and understood that each embodiment described herein can be used on its
own or in connection with one or more other embodiments described herein. Further aspects
of the techniques discussed herein relate to one or more of the following embodiments.
[00148] A method comprising: running an application in a host operating system;
detecting an access to a network resource by the application; determining whether the
network resource is a trusted network resource or an untrusted network resource; and in
response to determining that the network resource is an untrusted network resource:
activating, by the host operating system, a container that is isolated from the host operating
system and configured to run a version of the application; and allowing, by the host

operating system, the version of the application running in the container to access the
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untrusted network resource.

[00149] Alternatively or in addition to any of the above described methods, any one or
combination of: the method further comprising allowing the version of the application
running in the container to access one or more additional untrusted network resources and
preventing the application running in the container from accessing trusted network
resources; the method further comprising detecting an access to a file or an application by
the host operating system and, in response to determining that the file or the application is
an untrusted network resource, allowing the file or the application to be opened within the
container; wherein the container includes an instance of the host operating system and a
kernel that is separate and isolated from a kernel of the host operating system; the method
further comprising receiving at least one policy that includes at least an enumerated list of
trusted network resources, wherein determining whether the network resource is a trusted
network resource or an untrusted network resource comprises comparing the network
resource against the enumerated list of trusted network resources, the enumerated list of
trusted network resources being identified based on one or more of a file type of the network
resource, a network location associated with the network resource, or an application type
that is attempting to access the network resource; wherein the container is activated for a
user that is logged on to the host operating system, the method further comprising
determining that a different user is logged on to the host operating system and activating,
for the different user, a different container that is isolated from the host operating system
and the container; the method further comprising determining that the access to the network
resource is requested over an untrusted network interface and, in response to determining
that the access to the network resource is requested over the untrusted network interface:
restricting network communications for the application in the host operating system to a
virtual private network (VPN) interface, allowing the version of the application running in
the container to perform network communications over the untrusted network interface, and
indicating to a network stack of the container that network communications for the container
are isolated to the untrusted network interface; the method further comprising intercepting,
by the host operating system, a response to a web proxy prompt for user credentials and
inserting one or more user credentials into the response to the web proxy prompt without
communicating the one or more user credentials to the container; the method further
comprising scanning one or more untrusted network resources that are accessed in the
container and using antivirus software in the host operating system to assign one or more

risk levels to the one or more untrusted network resources and quarantine, clean, or delete
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one of the one or more untrusted network resources if the assigned risk level indicates that
the untrusted network resource is malicious; the method further comprising monitoring
activity associated with the untrusted network resource in the container and updating local
policy at the host operating system based on the monitored activity; wherein the application
is a web application and the untrusted network resource is a web page; wherein the container
is activated for network resource communications over a first network communication
interface, the method further comprising activating a second container for network resource
communications over a second network communication interface; the method further
comprising: detecting that the version of the application running in the container has stopped
processing, in response to detecting that the version of the application running in the
container has stopped processing, suspending, by the host operating system, the container
to reduce an amount of system resources used by the container, detecting an additional
access to an additional network resource by the application, activating the suspended
container in response to determining that the additional network resource is an untrusted
resource, allowing the version of the application running in the container to access the
additional untrusted network resource, detecting that a user of the host operating system has
logged off, and deleting the container in response to detecting that the user has logged off;
the method further comprising detecting an update to the host operating system and, in
response to detecting the update to the host operating system, deleting the container and
creating a new container that reflects one or more updated binaries of the host operating
system; wherein the host operating system is configured to determine whether the network
resource is a trusted network resource based on one or more of a file type of the network
resource, a network location associated with the network resource, an application type that
is attempting to access the network resource, anti-virus scanning of the network resource,
or based on consulting a cloud-based service that maintains a list of malicious network
resources; wherein the container is activated for a user that is logged on to the host operating
system, the method further comprising activating one or more additional containers for the
user and preventing other users of the host operating system from accessing the container
and the one or more additional containers; the method further comprising receiving a request
from the version of the application running in the container for user credentials and
providing a pseudo-authentication to the version of the application running in the container
that includes information proving ownership of the user credentials without providing the
user credentials to the container; the method further comprising identifying, by the host

operating system, a local network and emulating the local network for the container; the
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method further comprising identifying a local network and emulating the local network
behind a network address translator (NAT) for the container; the method further comprising
sharing Domain Name System (DNS) and HyperText Transfer Protocol (HTTP)
information between the host operating system and the container, the method further
comprising tracking, by the host operating system, one or more configuration changes
performed by the version of the application running in the container; the method further
comprising obtaining, by the host operating system, telemetry from the container and
analyzing container activity based on the obtained telemetry; the method further comprising
implementing a policy engine at the host operating system that is configured to compute
policy for the container based on monitored activity within the container, the computed
policy being based on one or more policy templates or policy signatures.

[00150] A method comprising: detecting startup of a host operating system; in response
to detecting startup of the host operating system, determining whether a container base
image exists in the host operating system; in response to determining that the container base
image does not exist in the host operating system, creating a container base image from the
host operating system; detecting a user login to the host operating system; in response to
detecting the user login to the host operating system, activating a container corresponding
to the container base image and suspending the activated container; resuming the suspended
container in response to detecting access to an untrusted network resource; and allowing the
resumed container to access the untrusted network resource.

[00151] Alternatively or in addition to any of the above described methods, any one or
combination of: wherein the container base image is created from one of’ the host operating
system, an operating system that is different from the host operating system, or a
combination of the host operating system and the operating system that is different from the
host operating system.

[00152] A device comprising: one or more processors, and one or more computer-
readable storage media storing computer-readable instructions that are executable by the
one or more processors to perform operations comprising: running a web application on a
host operating system of the device; detecting access to a network resource by the web
application; determining that the network resource is an untrusted resource by comparing
the network resource to a policy received from a management and monitoring service that
is located remotely from the device; in response to determining that the network resource is
an untrusted network resource: activating, by the host operating system, a container that is

isolated from the host operating system and configured to run a version of the web
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application; allowing, by the host operating system, the version of the web application
running in the container to access the untrusted network resource; allowing the version of
the web application running in the container to access one or more additional untrusted
network resources; and preventing the version of the web application running in the
container from accessing trusted network resources.

[00153] Although the subject matter has been described in language specific to structural
features and/or methodological acts, it is to be understood that the subject matter defined in
the appended claims is not necessarily limited to the specific features or acts described
above. Rather, the specific features and acts described above are disclosed as example forms

of implementing the claims.

45

Page 177 of 293 Netskope Exhibit 1003



WO 2017/210065 PCT/US2017/034354

Claims
1. A method comprising:

running an application in a host operating system;

detecting an access to a network resource by the application;

determining whether the network resource is a trusted network resource or an
untrusted network resource; and

in response to determining that the network resource is an untrusted network
resource:

activating, by the host operating system, a container that is isolated from
the host operating system and configured to run a version of the application; and
allowing, by the host operating system, the version of the application

running in the container to access the untrusted network resource.
2. The method as recited in claim 1, further comprising allowing the version of the
application running in the container to access one or more additional untrusted network
resources and preventing the application running in the container from accessing trusted
network resources.
3. The method as recited in claim 1 or claim 2, further comprising detecting an access
to a file or an application by the host operating system and, in response to determining that
the file or the application is an untrusted network resource, allowing the file or the
application to be opened within the container.
4. The method as recited in any one of claims 1 to 3, wherein the container includes
an instance of the host operating system and a kernel that is separate and isolated from a
kernel of the host operating system.
5. The method as recited in any one of claims 1 to 4, further comprising receiving at
least one policy that includes at least an enumerated list of trusted network resources,
wherein determining whether the network resource is a trusted network resource or an
untrusted network resource comprises comparing the network resource against the
enumerated list of trusted network resources, the enumerated list of trusted network
resources being identified based on one or more of a file type of the network resource, a
network location associated with the network resource, or an application type that is
attempting to access the network resource.
6. The method as recited in any one of claims 1 to 5, wherein the container is
activated for a user that is logged on to the host operating system, the method further

comprising determining that a different user is logged on to the host operating system and
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activating, for the different user, a different container that is isolated from the host
operating system and the container.
7. The method as recited in claim any one of claims 1 to 6, further comprising
determining that the access to the network resource is requested over an untrusted network
interface and, in response to determining that the access to the network resource is
requested over the untrusted network interface:

restricting network communications for the application in the host operating
system to a virtual private network (VPN) interface;

allowing the version of the application running in the container to perform network
communications over the untrusted network interface; and

indicating to a network stack of the container that network communications for the
container are isolated to the untrusted network interface.
8. The method as recited in any one of claims 1 to 7, further comprising intercepting,
by the host operating system, a response to a web proxy prompt for user credentials and
inserting one or more user credentials into the response to the web proxy prompt without
communicating the one or more user credentials to the container.
9. The method as recited in any one of claims 1 to 8, further comprising scanning one
or more untrusted network resources that are accessed in the container and using antivirus
software in the host operating system to assign one or more risk levels to the one or more
untrusted network resources and quarantine, clean, or delete one of the one or more
untrusted network resources if the assigned risk level indicates that the untrusted network
resource is malicious.
10. The method as recited in any one of claims 1 to 9, further comprising monitoring
activity associated with the untrusted network resource in the container and updating local
policy at the host operating system based on the monitored activity.
11. The method as recited in any one of claims 1 to 10, wherein the application is a
web application and the untrusted network resource is a web page.
12. The method as recited in any one of claims 1 to 11, wherein the container is
activated for network resource communications over a first network communication
interface, the method further comprising activating a second container for network
resource communications over a second network communication interface.
13. A device comprising:

one or more processors; and

one or more computer-readable storage media storing computer-readable
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instructions that are executable by the one or more processors to perform operations
comprising:
running a web application on a host operating system of the device;
detecting access to a network resource by the web application;
determining that the network resource is an untrusted resource by
comparing the network resource to a policy received from a management and
monitoring service that is located remotely from the device;
in response to determining that the network resource is an untrusted
network resource:
activating, by the host operating system, a container that is isolated
from the host operating system and configured to run a version of the web
application;
allowing, by the host operating system, the version of the web
application running in the container to access the untrusted network
resource;
allowing the version of the web application running in the container
to access one or more additional untrusted network resources; and
preventing the version of the web application running in the
container from accessing trusted network resources.
14. The device as recited in claim 13, the operations further comprising detecting an
update to the host operating system and, in response to detecting the update to the host
operating system, deleting the container and creating a new container that reflects one or
more updated binaries of the host operating system.
15. The device as recited in claim 13 or claim 14, wherein the host operating system is
configured to determine that the network resource and the one or more additional
untrusted network resources are untrusted based on one or more of a file type of the
network resource, a network location associated with the network resource, an application
type that is attempting to access the network resource, anti-virus scanning of the network

resource, or based on consulting a cloud-based service that maintains a list of malicious

network resources.
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16/132,433 Graun et al.
Office Action Summary Examiner Art Unit AIA (FITF) Status
SARAH SU 2431 Yes
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Extensions of time may be available under the provisions of 37 CFR 1.136(a}. In no event, however, may a reply be timely filed after SIX (6} MONTHS from the mailing
date of this communication.
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- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
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1)@ Responsive to communication(s) filed on 16 September 2018.
O} A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon
2a)(] This action is FINAL. 2b) [v] This action is non-final.

3)J An election was made by the applicant in response to a restriction requirement set forth during the interview
on _____;the restriction requirement and election have been incorporated into this action.

4)[J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5) Claim(s) 1-20 is/are pending in the application.

5a) Of the above claim(s) _____is/are withdrawn from consideration.
6) (J Claim(s) ____is/are allowed.
7) Claim(s) 1-20 is/are rejected.
8) [ Claim(s) ___ is/are objected to.
9) (OJ Claim(s) are subject to restriction and/or election requirement
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a

participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

Application Papers
10)(O The specification is objected to by the Examiner.
11)@ The drawing(s) filed on 9/16/18 is/are: a)¥) accepted or b)(]J objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119

12)(J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[d All b)(J Some** ¢)J None of the:
1.(] Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.
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1) Notice of References Cited (PTO-892) 3) (J Interview Summary (PTO-413)

Paper No(s)/Mail Date
4) [ Other:

2) Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b)
Paper No(s)/Mail Date
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DETAILED ACTION

Notice of Pre-AlA or AIA Status
1. The present application, filed on or after March 16, 2013, is being examined under the first

inventor to file provisions of the AlA.

2. Claims 1-20 are presented for examination.

Claim Rejections - 35 USC § 103
3. In the event the determination of the status of the application as subject to AIA 35 U.S.C. 102
and 103 (or as subject to pre-AlA 35 U.S.C. 102 and 103) is incorrect, any correction of the statutory
basis for the rejection will not be considered a new ground of rejection if the prior art relied upon, and
the rationale supporting the rejection, would be the same under either status.
4, The following is a quotation of 35 U.S.C. 103 which forms the basis for all obviousness rejections

set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that the claimed invention is

not identically disclosed as set forth in section 102, if the differences between the claimed invention

and the prior art are such that the claimed invention as a whole would have been obvious before the

effective filing date of the claimed invention to a person having ordinary skill in the art to which the

claimed invention pertains. Patentability shall not be negated by the manner in which the invention

was made.
5. This application currently names joint inventors. In considering patentability of the claims the
examiner presumes that the subject matter of the various claims was commonly owned as of the
effective filing date of the claimed invention(s) absent any evidence to the contrary. Applicant is advised

of the obligation under 37 CFR 1.56 to point out the inventor and effective filing dates of each claim that

was not commonly owned as of the effective filing date of the later invention in order for the examiner
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to consider the applicability of 35 U.S.C. 102(b)(2)(C) for any potential 35 U.S.C. 102(a)(2) prior art
against the later invention.
6. Claims 1, 2, 4,7-14, 18-20 is/are rejected under 35 U.S.C. 103 as being unpatentable over Mc
Erlean et al. (US 2015/0101021 A1 and Mc Erlean hereinafter) in view of Kamalapuram et al. (US
2020/0050686 Al and Kamalapuram hereinafter).
As to claim 1, Mc Erlean discloses a system and method for hybrid synchronization between cloud and
on-premise systems in a content management system, the system and method having:
stored within public cloud file stores (0022, lines 3-10, 22-29);
one or more processors coupled to the non-transitory storage device and operable to
execute the one or more routines, wherein the one or more routines include (0021, lines 1-5):
an untrusted file processing module, which when executed by the one or more
processors : accesses an untrusted file stored within a first repository of a public cloud file
store, wherein the public cloud file store is natively mounted on a network security device
that is protecting the enterprise network and wherein the users do not have read access to
the first repository of the public cloud file store (0022, lines 3-10, 22-29);
copying the clean file from the first repository to a second repository that is accessible
to the users (syncs files) (0022, lines 3-10, 22-29).
Mc Erlean fails to specifically disclose:
a non-transitory storage device having embodied therein one or more routines
operable to prevent users of an enterprise network from accessing malware infected files;
causes the network security device to make a determination regarding whether the
untrusted file is a clean file that is free of malicious content by applying one or more security

checks to the untrusted file;
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a clean file transfer module, which when executed by the one or more processors,
makes the clean file accessible to the users by, when a result of the determination is
affirmative.

Nonetheless, these features are well known in the art and would have been an obvious modification of
the teachings disclosed by Mc Erlean, as taught by Kamalapuram.

Kamalapuram discloses a system and method for distributed security analysis for shared content, the
system and method having:

a non-transitory storage device having embodied therein one or more routines
operable to prevent users of an enterprise network from accessing malware infected files
(0115, lines 17-19);

causes the network security device to make a determination regarding whether the
untrusted file is a clean file that is free of malicious content by applying one or more security
checks to the untrusted file (0110, lines 3-9; 0115, lines 1-5, 9-11);

a clean file transfer module, which when executed by the one or more processors,
makes the clean file accessible to the users by, when a result of the determination is
affirmative (0115, lines 13-15).

Given the teaching of Kamalapuram, a person having ordinary skill in the art before the effective filing
date of the claimed invention would have readily recognized the desirability and advantages of
modifying the teachings of Mc Erlean with the teachings of Kamalapuram by checking a file for malicious
content and making clean files available to users. Kamalapuram recites motivation by disclosing that
checking the file prior to making the file available to users provides protection to the system and
prevents an infection from spreading (0129, lines 10-11). It is obvious that the teachings of
Kamalapuram would have improved the teachings of Mc Erlean by checking a file for malicious content

and making clean files available to users in order to prevent an infection from spreading.
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As to claim 13, Mc Erlean discloses:
regarding existence of an untrusted file stored within the first repository, wherein the
public cloud file store is natively mounted on the network security device and wherein users
of the enterprise network do not have read access the first repository of the public cloud file
store (0022, lines 3-10, 22-29);
copying the clean file from the first repository to a second repository that is accessible
to the users (sync file) (0022, lines 3-10, 22-29).
Mc Erlean fails to specifically disclose:
receiving, by a network security device that is protecting an enterprise network, a
notification, via an Application Programming Interface (API) call from a notification service
monitoring a first repository of a public cloud file store,
determining, by the network security device, whether the untrusted file is a clean file
that is free of malicious content by applying one or more security checks to the untrusted file;
making the clean file accessible to the users by, when a result of said determining is
affirmative.
Nonetheless, these features are well known in the art and would have been an obvious modification of
the teachings disclosed by Mc Erlean, as taught by Kamalapuram.
Kamalapuram discloses:
receiving, by a network security device that is protecting an enterprise network, a
notification, via an Application Programming Interface (API) call from a notification service

monitoring a first repository of a public cloud file store (0060, lines 4-8),
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determining, by the network security device, whether the untrusted file is a clean file
that is free of malicious content by applying one or more security checks to the untrusted file
(0110, lines 3-9; 0115, lines 1-5, 9-11);
making the clean file accessible to the users by, when a result of said determining is
affirmative (0115, lines 13-15).
Given the teaching of Kamalapuram, a person having ordinary skill in the art before the effective filing
date of the claimed invention would have readily recognized the desirability and advantages of
modifying the teachings of Mc Erlean with the teachings of Kamalapuram by checking a file for malicious
content and making clean files available to users. Please refer to the motivation recited above with

respect to claim 1 as to why it is obvious to apply the teachings of Kamalapuram to the teachings of Mc

Erlean.

As to claims 2 and 14, Mc Erlean discloses:
wherein the network security device is or comprises any or a combination of a
sandbox device, a network controller, a firewall, a network gateway device, an Intrusion

Prevention System (IPS), and an Intrusion Detection System (IDS) (0022, lines 17-20).

As to claim 4, Mc Erlean fails to specifically disclose:
wherein the network security device comprises a virtual machine that is controlled by
a sandbox appliance to determine whether the untrusted file is a clean file that is free of
malicious content.
Nonetheless, this feature is well known in the art and would have been an obvious modification of the
teachings disclosed by Mc Erlean, as taught by Kamalapuram.

Kamalapuram discloses:
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wherein the network security device comprises a virtual machine that is controlled by
a sandbox appliance to determine whether the untrusted file is a clean file that is free of
malicious content (0129, lines 4-11, 15-16).
Given the teaching of Kamalapuram, a person having ordinary skill in the art before the effective filing
date of the claimed invention would have readily recognized the desirability and advantages of
modifying the teachings of Mc Erlean with the teachings of Kamalapuram by using a virtual machine
controlled by a sandbox. Please refer to the motivation recited above with respect to claim 1 as to why it

is obvious to apply the teachings of Kamalapuram to the teachings of Mc Erlean.

As to claims 7 and 18, Mc Erlean fails to specifically disclose:
wherein the untrusted file processing module quarantines or deletes the untrusted file
when the result of the determination is negative.
Nonetheless, this feature is well known in the art and would have been an obvious modification of the
teachings disclosed by Mc Erlean, as taught by Kamalapuram.
Kamalapuram discloses:
wherein the untrusted file processing module quarantines (locks) or deletes the
untrusted file when the result of the determination is negative (0113, lines 1-2).
Given the teaching of Kamalapuram, a person having ordinary skill in the art before the effective filing
date of the claimed invention would have readily recognized the desirability and advantages of
modifying the teachings of Mc Erlean with the teachings of Kamalapuram by quarantining or deleting an
untrusted file when it is determined to be malicious. Please refer to the motivation recited above with
respect to claim 1 as to why it is obvious to apply the teachings of Kamalapuram to the teachings of Mc

Erlean.
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As to claims 8 and 19, Mc Erlean discloses:
wherein the second repository is part of the network security device or part of an
external storage device that forms part of the enterprise network (0022, lines 3-10, 22-29;

Figure 1).

As to claims 9 and 20, Mc Erlean discloses:
wherein the second repository forms part of the public cloud file store (0022, lines 22-

29).

As to claim 10, Mc Erlean discloses:
wherein the public cloud file store is provided by a third-party cloud storage service

provider (Figure 1).

As to claim 11, Mc Erlean fails to specifically disclose:
wherein the network security device determines whether the untrusted file is a clean
file that is free of malicious content based any or a combination of a file signature, a file hash,
a file path, file attributes, a file source, file pre-scan parameters, a file extension, file content,
and a file name, and any part thereof.
Nonetheless, this feature is well known in the art and would have been an obvious modification of the
teachings disclosed by Mc Erlean, as taught by Kamalapuram.
Kamalapuram discloses:
wherein the network security device determines whether the untrusted file is a clean
file that is free of malicious content based any or a combination of a file signature, a file hash,
a file path, file attributes, a file source, file pre-scan parameters, a file extension, file content,

and a file name, and any part thereof (0110, lines 3-9).
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Given the teaching of Kamalapuram, a person having ordinary skill in the art before the effective filing
date of the claimed invention would have readily recognized the desirability and advantages of
modifying the teachings of Mc Erlean with the teachings of Kamalapuram by using a signature to
determine malicious content. Please refer to the motivation recited above with respect to claim 1 as to

why it is obvious to apply the teachings of Kamalapuram to the teachings of Mc Erlean.

As to claim 12, Mc Erlean discloses:
moving back the checked file as a clean file into the first repository for onward
copying to the second repository or moving the checked file as a clean file directly from the
third repository to the second repository (0022, lines 3-10, 22-29).
Mc Erlean fails to specifically disclose:
wherein the network security device makes said determination regarding whether the
untrusted file is a clean file that is free of malicious content by first moving the untrusted file
from the first repository to a third repository, and then applying one or more security checks
to the untrusted file in the third repository.
Nonetheless, this feature is well known in the art and would have been an obvious modification of the
teachings disclosed by Mc Erlean, as taught by Kamalapuram.
Kamalapuram discloses:
wherein the network security device makes said determination regarding whether the
untrusted file is a clean file that is free of malicious content by first moving the untrusted file
from the first repository to a third repository, and then applying one or more security checks
to the untrusted file in the third repository (0129, lines 4-11).
Given the teaching of Kamalapuram, a person having ordinary skill in the art before the effective filing

date of the claimed invention would have readily recognized the desirability and advantages of
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modifying the teachings of Mc Erlean with the teachings of Kamalapuram by performing a security check
in a third repository. Please refer to the motivation recited above with respect to claim 1 as to why it is

obvious to apply the teachings of Kamalapuram to the teachings of Mc Erlean.

7. Claims 3, 5, 15, and 16 is/are rejected under 35 U.S.C. 103 as being unpatentable over Mc Erlean
in view of Kamalapuram as applied to claims 1 and 13 above, and further in view of Grafi (US
2018/0218155 Al).
As to claims 3 and 15, Mc Erlean fails to specifically disclose:

wherein the network security device comprises a sandbox appliance, and wherein the

one or more security checks comprise behavioral-based malware detection.

Nonetheless, this feature is well known in the art and would have been an obvious modification of the
teachings disclosed by Mc Erlean, as taught by Kamalapuram.
Kamalapuram discloses:

wherein the network security device comprises a sandbox appliance (0129, lines 4-11).
Given the teaching of Kamalapuram, a person having ordinary skill in the art before the effective filing
date of the claimed invention would have readily recognized the desirability and advantages of
modifying the teachings of Mc Erlean with the teachings of Kamalapuram by using a sandbox. Please
refer to the motivation recited above with respect to claim 1 as to why it is obvious to apply the

teachings of Kamalapuram to the teachings of Mc Erlean.
Mc Erlean in view of Kamalapuram fails to specifically disclose:

wherein the one or more security checks comprise behavioral-based malware

detection.
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Nonetheless, this feature is well known in the art and would have been an obvious modification of the

teachings disclosed by Mc Erlean in view of Kamalapuram, as taught by Grafi.

Grafi discloses a system and method for disarming malicious content, the system and method having:

wherein the one or more security checks comprise behavioral-based malware

detection (0071, lines 1-6).

Given the teaching of Grafi, a person having ordinary skill in the art before the effective filing date of the

claimed invention would have readily recognized the desirability and advantages of modifying the

teachings of Mc Erlean in view of Kamalapuram with the teachings of Grafi by using behavioral based

malware detection. Grafi recites motivation by disclosing that using behavioral based malware detection

in order to identify suspicious content and provide protection to a system (0071). It is obvious that the

teachings of Grafi would have improved the teachings of Mc Erlean in view of Kamalapuram by using

behavioral based malware detection in order to provide protection to a system.

As to claims 5 and 16, Mc Erlean in view of Kamalapuram fails to specifically disclose:
wherein the network security device copies the file to the second repository by
sharing it by means of any or a combination of network file system (NFS), file transfer protocol
(FTP), common Internet file system (CIFS), Internet Small Computer Systems Interface (iSCSI),
Storage Area Network (SAN), and local storage.
Nonetheless, this feature is well known in the art and would have been an obvious modification of the
teachings disclosed by Mc Erlean in view of Kamalapuram, as taught by Grafi.
Grafi discloses:
wherein the network security device copies the file to the second repository by

sharing it by means of any or a combination of network file system (NFS), file transfer protocol
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(FTP), common Internet file system (CIFS), Internet Small Computer Systems Interface (iSCSI),

Storage Area Network (SAN), and local storage (0069, lines 1-6).
Given the teaching of Grafi, a person having ordinary skill in the art before the effective filing date of the
claimed invention would have readily recognized the desirability and advantages of modifying the
teachings of Mc Erlean in view of Kamalapuram with the teachings of Grafi by sharing a file using a
storage area network. Grafi recites motivation by disclosing that a storage area network provides a
configuration with which to manage files (0069). It is obvious that the teachings of Grafi would have
improved the teachings of Mc Erlean in view of Kamalapuram by copying a file by sharing it using a

storage area network in order to provide a way to manage the files.

8. Claims 6 and 17 is/are rejected under 35 U.S.C. 103 as being unpatentable over Mc Erlean in
view of Kamalapuram as applied to claims 1 and 13 above, and further in view of Pai et al. (US
2017/0353496 A1 and Pai hereinafter).
As to claims 6 and 17, Mc Erlean in view of Kamalapuram fails to specifically disclose:
wherein the untrusted file processing module further removes any malware from the
untrusted file that is detected by the one or more security checks when the result of said
determining is negative.
Nonetheless, this feature is well known in the art and would have been an obvious modification of the
teachings disclosed by Mc Erlean in view of Kamalapuram, as taught by Pai.
Pai discloses a system and method for hardware-based virtualized security isolation, the system and

method having:
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wherein the untrusted file processing module further removes any malware from the

untrusted file that is detected by the one or more security checks when the result of said

determining is negative (0154, lines 47-53).
Given the teaching of Pai, a person having ordinary skill in the art before the effective filing date of the
claimed invention would have readily recognized the desirability and advantages of modifying the
teachings of Mc Erlean in view of Kamalapuram with the teachings of Pai by removing detected
malware. Pai recites motivation by disclosing that removing detected malware prevents malware from
spreading and therefore provides protection to the system (0015). It is obvious that the teachings of Pai
would have improved the teachings of Mc Erlean in view of Kamalapuram by removing detected

malware in order to provide protection.

Prior Art Made of Record
9. The prior art made of record and not relied upon is considered pertinent to applicant's
disclosure.
a. Chalmandrier-Perna (US Patent 10,534,909 B2) discloses a system and method for multi-

tiered sandbox based network threat detection.

b. Karande et al. (US 2020/0201918 A1) discloses a system and method for synchronized
content replication.

C. Mannan et al. (US 2020/0012803 A1) discloses a system and method for protection
against unauthorized data alteration.

d. Mizrachi et al. (US 2018/0359272 A1) discloses a system and method for next-
generation enhanced comprehensive cybersecurity platform with endpoint protection and

centralized management.
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e. Narayanaswamy et al. (US 2017/0264619 A1) discloses a system and method for middle
ware security layer for cloud computing services.
f. Pratt et al. (US 2020/0218832 A1) discloses a system and method for automatic

initiation of execution analysis.

g. Roche, Jr. (US Patent 10,474,640 B1) discloses a system and method for technologies for
file sharing.
h. Saher et al. (US 2015/0074810 A1) discloses a system and method for malware and

exploit campaign detection.
i Sharpe et al. (US 2014/0007239 A1) discloses a system and method for performing anti-

virus checks for a distributed filesystem.

Conclusion

10. Any inquiry concerning this communication or earlier communications from the examiner
should be directed to SARAH SU whose telephone number is (571)270-3835. The examiner can normally
be reached on 7:30 AM - 4:00 PM.

Examiner interviews are available via telephone, in-person, and video conferencing using a
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use
the USPTO Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor,
Lynn Feild can be reached on 571-272-2092. The fax phone number for the organization where this
application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be obtained

from either Private PAIR or Public PAIR. Status information for unpublished applications is available

Page 208 of 293 Netskope Exhibit 1003



Application/Control Number: 16/132,433 Page 15
Art Unit: 2431

through Private PAIR only. For more information about the PAIR system, see https://ppair-
my.uspto.gov/pair/PrivatePair. Should you have questions on access to the Private PAIR system, contact
the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information system, call 800-786-
9199 (IN USA OR CANADA) or 571-272-1000.

/SARAH SU/
Primary Examiner, Art Unit 2431
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_or virus or trojan or worm or spy$1lware or
ransom$1ware) and sandbox$3 ;

'US-PGPUB;
_USPAT;
'USOCR;
'EPO; JPO;
DERWENT

‘(mal$1ware or ad$1lware or spy$lware or
‘virus or trojan or worm) with (scan$4 or
‘monitor$3 or check$3) and cloud with
(permission or right or drm)

'US-PGPUB; '
'USPAT;
'USOCR;
'EPO; JPO;
'DERWENT

‘(mal$1lware or ad$1ware or spy$lware or
‘virus or trojan or worm) with (scan$4 or
“monitor$3 or check$3) same (copy$3 or
‘transfer$3 or duplicat$3) and cloud with
(permission or right or drm)

.(mal$1ware or ad$1lware or spy$lware or
-virus or trojan or worm or malicious) with
:(scan$4 or monitor$3 or check$3) same
(copy$3 or transfer$3 or duplicat$3) and
cloud with (permission or right or drm)

i(mal$1ware or ad$1lware or spy$1lware or
:virus or trojan or worm or malicious) with
(scan$4 or monitor$3 or check$3) and

US-PGPUB;
'USPAT;
USOCR;
'EPO; JPO;
DERWENT

US-PGPUB;
USPAT;
'USOCR;
'EPO; JPO;
DERWENT

US-PGPUB;
USPAT; : : :
usoceg; oo
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icloud with (permission or right or drm)
. with (partition or drive or repository)

s13

520 1

17

-(mal$1ware or ad$1ware or spy$lware or
‘virus or trojan or worm or malicious) with
‘(scan$4 or monitor$3 or check$3 or
-detect$3) and cloud with (permission or
‘right or drm) with (partition or drive or
repository)

;(mal$1ware or ad$1ware or spy$1lware or
virus or trojan or worm or malicious) and
:cloud with (permission or right or drm)
‘with (partition or drive or repository)

‘(mal$1lware or ad$1ware or spy$lware or
-virus or trojan or worm or malicious) with
-(scan$4 or monitor$3 or check$3 or
‘detect$3) and cloud with (prevent$3 or
‘block$3) with access$3 with (partition or
drive or repository)

-(mal$1ware or ad$lware or spy$lware or
:virus or trojan or worm or malicious) and

_EPO; JPO; :
DERWENT

US-PGPUB;
'USPAT;
'USOCR;
'EPO; JPO;
 DERWENT

'US-PGPUB;
_USPAT;
'USOCR;
'EPO; JPO;
DERWENT

‘(mal$1ware or ad$1ware or spy$iware or
-virus or trojan or worm or malicious) and
‘cloud with (permission or right or drm)
‘with (partition or drive or repository or
-section)

'US-PGPUB;
USPAT; :
USOCR;
EPO; JPO;

' DERWENT

§(mal$1ware or ad$1ware or spy$1lware or
‘virus or trojan or worm or malicious) and
‘cloud with (access$4 or in$laccess$4)
‘with (partition or drive or repository or
-section)

'US-PGPUB;
USPAT;
'USOCR;
'EPO; JPO;
DERWENT

‘(mal$1ware or ad$1ware or spy$lware or
‘virus or trojan or worm or malicious) with
.(scan$4 or monitor$3 or check$3 or
-detect$3) and cloud with (access$4 or
‘in$1laccess$4) with (partition or drive or
repository)

‘(mal$1ware or ad$1ware or spy$iware or
virus or trojan or worm or malicious) with
-(scan$4 or monitor$3 or check$3 or
‘detect$3) same cloud and cloud with
‘(access$4 or in$laccess$4) with (partition
-or drive or repository)

‘(mal$1ware or ad$1lware or spy$lware or
‘virus or trojan or worm or malicious) with
-(scan$4 or monitor$3 or check$3 or
-detect$3) same cloud and cloud with
(prevent$3 or block$3) with access$3 with
‘ (partition or drive or repository)

US-PGPUB;
USPAT;
'USOCR;
'EPO; JPO;
DERWENT

'US-PGPUB; '
_USPAT;
'USOCR;
'EPO; JPO;
_DERWENT

'US-PGPUB;
USPAT; 1
'USOCR;
_EPO; JPO;
DERWENT

'US-PGPUB;
USPAT;
'USOCR;
'EPO; JPO;
DERWENT

'US-PGPUB;
USPAT; ;
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12020/07/14
110:21 :
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110:32 :
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529

detect$3)

cloud with sand$1box$3 and (mal$1ware
~or ad$1ware or spy$1lware or virus or _
-trojan or worm) with (scan$4 or monitor$3 .

‘with (scan$4 or monitor$3 or check$3 or
§detect$3)

cloud with (sand$1box$3 or container or

‘with (scan$4 or monitor$3 or check$3 or
-detect$3)

cloud with (prevent$3 or block$3) with 'USOCR;
-access$3 with (partition or drive or .EPO; JPO;
‘repository) :DERWENT
-file with shar$3 with cloud with access$3  US-PGPUB;
‘and (mal$1ware or ad$1ware or USPAT; '
-spy$1lware or virus or trojan or worm) ‘USOCR;
:with (scan$4 or monitor$3 or check$3) :EPO; JPO;

: -DERWENT
file with shar$3 with cloud with access$3  US-PGPUB; :
-with (prevent$3 or block$3) and :USPAT;
-(mal$1lware or ad$1ware or spy$lware or  USOCR;
\virus or trojan or worm) :EPO; JPO;

5 DERWENT
file with shar$3 with cloud and cloud with  US-PGPUB; :
-access$3 with (prevent$3 or block$3) and  USPAT; '
‘(mal$1ware or ad$iware or spy$lware or  USOCR;
‘virus or trojan or worm) ‘EPO; JPO;

? ' DERWENT
§fi|e with shar$3 with cloud and cloud with - US-PGPUB;
‘access$3 with (prevents$3 or block$3) and | USPAT; '
(mal$1ware or ad$1ware or spy$lware or  USOCR;
virus or trojan or worm) with (scan$4 or  EPO; JPO;
-monitor$3 or check$3 or detect$3) . DERWENT
file with shar$3 with cloud and cloud with  US-PGPUB;
‘access$3 near2 (prevent$3 or block$3) : USPAT; ‘
‘and (mal$1ware or ad$1lware or USOCR;
-Spy$1ware or virus or trojan or worm) -EPO; JPO;
‘with (scan$4 or monitor$3 or check$3 or : DERWENT

'US-PGPUB;
:USPAT;

USOCR;

‘or check$3 or detect$3) 'EPQ; JPO;

5 DERWENT
cloud with (sand$1box$3 or container or  US-PGPUB;
_repository or partition or section) with - USPAT;
‘(unavailable or in$laccessible or locked)  USOCR;

‘and (mal$1ware or ad$1ware or ‘EPO; JPO;
_spy$1ware or virus or trojan or worm) DERWENT

| US-PGPUB;

‘repository or partition or section) with USPAT;
-(unavailable or in$1laccessible or locked or | USOCR;
:protect$3) and (mal$1ware or ad$lware  EPQ; JPO;
‘or spy$1ware or virus or trojan or worm) : DERWENT
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cloud with (sand$1box$3 or container or
‘repository or partition or section) near2
‘(unavailable or in$1accessible or locked or
. protect$3)

é(US 20200089881-$ or US-20140007239-$ .
‘or US-20200201918-$ or US-
:20200218832-$ or US-20140074905-$ or

1US-20150365301-$ or US-20180359272- $ »

‘or US-20170264619-$ or US-
120170353496-$ or US-20200050686-$ or

-US-20180218155-$ or US-20150074810- $ |

‘or US-20200012803-$ or US-
:20150101021-$ or US-20130013912-
:$).did. or (US-10534909-$ or US-
110530641-$ or US-10474640-$).did.

1531 and behavior$3

1531 and behavior$3 and (ftp or file
transfer protocol)

31 and behavior$3 and (ftp or file
‘transfer protocol or nfs or network file
‘system)

344

1531 and behavior$3 and (ftp or file
transfer protocol or nfs or network file
_Ssystem or storage area network or san)

EAST Search History (Interference)
<This search history is empty>

7/15/2020 10:47:58 AM
C:\Users\ssu\Desktop\16132433_ESearch.wsp

{IBM_TDB

US-PGPUB;
USPAT;
'FPRS; EPO;
JPO;
_DERWENT;
IBM_TDB

'US-PGPUB;
'USPAT;
'FPRS; EPO;
JPO;
'DERWENT;
IBM_TDB

'US-PGPUB; :ADJ ‘ON
USPAT; f f
USOCR;

.EPO; JPO;

EDERWENT

'US-PGPUB; ADJ ‘ON
USPAT : :
'US-PGPUB; ADJ] ‘ON
USPAT; r
_FPRS; EPO; :

%JPO; :

DERWENT;

IBM_TDB

'US-PGPUB; :ADJ] ‘ON
USPAT; :
_FPRS; EPO;

:JPO;

 DERWENT;

A
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IQQueryQuickExport-202007131852
Main Concept Text

A secure data transfer system comprising: a non-transitory storage device having
embodied therein one or more routines operable to prevent users of an enterprise
network from accessing malware infected files that stored within public cloud file
stores; and one or more processors coupled to the non-transitory storage device and
operable to execute the one or more routines, wherein the one or more routines
include: an untrusted file processing module, which when executed by the one or
more processors: accesses an untrusted file stored within a first repository of a
public cloud file store, wherein the public cloud file store is natively mounted on
a network security device that is protecting the enterprise network and wherein the
users do not have read access to the first repository of the public cloud file
store; and causes the network security device to make a determination regarding
whether the untrusted file is a clean file that is free of malicious content by
applying one or more security checks to the untrusted file; and a clean file
transfer module, which when executed by the one or more processors, makes the clean
file accessible to the users by, when a result of the determination is affirmative,
copying the clean file from the first repository to a second repository that is
accessible to the users.

Concept Modifiers (1)

1. More Like Document: US20200089881 NATIVELY MOUNTING STORAGE FOR INSPECTION AND
SANDBOXING IN THE CLOUD

Filters (3)

Publication Date: To 2018-09-16

Classic Syntax limited to: (malware or spyware or trojan or virus or malicious or
ransomware) with (scan* or check* or determin* or monitor*)

Classic Syntax limited to: access* with cloud with (transfer* or send*) with copy*

Options

De-dup: None
Cut-off: None
Sort: Relevance

Content: Patents + NPL (189)
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US Patents

US Designs

US Applications

EPO Patents

EPO Applications

China Patents

China Applications

Japan Patents

Japan Applications

Korea Patents

Korea Applications

WIPO Applications
Argentina Patents
Argentina Applications
Brazil Patents

Brazil Applications
Canada Patents

Canada Applications
Chile Patents

Chile Applications
Colombia Applications
Costa Rica Applications
Cuba Patents

Cuba Applications
Dominican Republic Applications
Ecuador Patents

Ecuador Applications

El Salvador Applications
Guatemala Applications
Honduras Applications
Mexico Patents

Mexico Applications
Nicaragua Patents

Panama Applications

Peru Applications
Trinidad & Tobago Patents
Uruguay Applications
Austria Patents

Austria Applications
Belarus Patents

Belgium Patents

Belgium Applications
Bosnia & Herzegovina Patents
Bosnia & Herzegovina Applications
Bulgaria Patents
Bulgaria Applications
Croatia Patents

Croatia Applications
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Czech Republic Patents
Czech Republic Applications
Czechoslovakia Patents
Czechoslovakia Applications
Denmark Patents

Denmark Applications
Estonia Patents

Estonia Applications

EUIPO Patents

Finland Patents

Finland Applications
France Patents

France Applications
Germany Patents

Germany Applications

Great Britain Patents
Great Britain Applications
Greece Patents

Greece Applications
Hungary Patents

Hungary Applications
Iceland Patents

Iceland Applications
Ireland Patents

Ireland Applications

Italy Patents

Italy Applications

Latvia Patents

Latvia Applications
Lithuania Patents
Lithuania Applications
Luxembourg Patents

Malta Patents

Monaco Patents

Montenegro Patents
Montenegro Applications
Netherlands Patents
Netherlands Applications
Norway Patents

Norway Applications

Poland Patents

Poland Applications
Portugal Patents

Portugal Applications
Republic of Moldova Patents
Republic of Moldova Applications
Romania Patents

Romania Applications
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San Marino Patents

San Marino Applications
Serbia Patents

Serbia Applications
Slovakia Patents
Slovakia Applications
Slovenia Patents

Spain Patents

Spain Applications
Sweden Patents

Sweden Applications
Switzerland Patents
Switzerland Applications
Ukraine Patents

Yugoslavia/Serbia and Montenegro Patents
Yugoslavia/Serbia and Montenegro Applications

Armenia Patents
Australia Patents
Australia Applications
Cyprus Patents

Gulf Cooperation Council Patents
Hong Kong Patents
India Patents

India Applications
Indonesia Patents
Indonesia Applications
Israel Applications
Jordan Patents
Kyrgyzstan Patents
Macao Applications
Malaysia Patents
Mongolia Patents

New Zealand Patents
Philippines Patents
Philippines Applications
Saudi Arabia Patents
Singapore Patents
Singapore Applications
Taiwan Patents

Taiwan Applications
Tajikistan Patents
Tajikistan Applications
Thailand Applications
Uzbekistan Patents
Vietnam Patents
Algeria Patents

ARIPO Patents

ARIPO Applications

Page 4

Page 227 of 293

Netskope Exhibit 1003



Egypt Patent
Kenya Patent

)
)

Malawi Patents

Morocco Pate
Morocco Appl
OAPI Patents
South Africa
Tunisia Appl

nts
ications

Patents
ications

Zambia Patents
Zimbabwe Patents

EAPO Patents

EAPO Applications

Georgia Pate
Georgia Appl
Kazakhstan P
Kazakhstan A

nts
ications
atents
pplications

Russia Patents

Russia Appli

cations

Turkey Patents

Turkey Appli
IEEE Xplore
IEEE Xplore
IEEE Xplore
IEEE Xplore
IEEE Xplore
IEEE Xplore
IEEE Xplore
IEEE Xplore
IEEE Xplore
IEEE Xplore
IEEE Xplore
IEEE Xplore
IEEE Xplore
IEEE Xplore
IEEE Xplore
IP.com Prior
IP.com Prior
IP.com Prior
IP.com Prior
IP.com Prior

OnePetro.org:
OnePetro.org:
OnePetro.org:
Other Literature:
Other Literature:

cations

Publications:
Publications:
Publications:
Publications:
Publications:
Publications:
Publications:
Publications:
Publications:
Publications:
Publications:
Publications:
Publications:
Publications:
Publications:

Art Database:
Art Database:
Art Database:
Art Database:
Art Database:

Periodicals
Conferences

IQQueryQuickExport-202007131852

IEEE Periodicals

IEEE Conferences

IEEE Standards

IEEE Early Access

IET Periodicals

IET Conferences

SMPTE Periodicals

SMPTE Conferences

SMPTE Standards

MIT Press eBooks

Wiley-IEEE eBooks

IBM Periodicals

URSI Periodicals

VDE Conferences
Periodicals from China
The IP.com Journal
Internet Society RFC
IBM TDB Archive
Legacy Journals
Software Patent Institute

at OnePetro.org

at OnePetro.org

Standards at OnePetro.org
IBM Redbooks
PubMed Central
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Raceipt date:

Doc code: IDS

Doc description: Information Disclosure Statement (IDS) Filed

04/07/2020

16/132,433 ~ GAU: 2431

PTO/SB/08a (03-15)

Approved for use through 07/31/2016. OMB 0651-0031
U.S. Patent and Trademark Cffice; U.S. DEFPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 16132433

Filing Date P018-09-16

First Named Inventor ‘ Jason Graun

Art Unit

Examiner Name ‘

Attorney Docket Number FORT-027300

U.S.PATENTS

Remove

Pages,Columns,Lines where

E).(allm*lner Cite Patent Number Kind Issue Date Na”.”e of Patentee or Applicant Relevant Passages or Relevant
Initial No Code! of cited Document )
Figures Appear

1 5714968 P004-03-30 Prust

2 5735623 P004-05-11 Prust

3 FF630379 P009-12-08 Morishita

4 743260 P010-06-22 Fetik

5 B042185 P011-10-18 Mu

6 0189265 P015-11-17 Hiltgen

7 B549640 P013-10-01 | yle

8 B756337 P014-06-17 Canion
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Raceipt date:

04/07/2020

16/132,433 ~ GAU: 2431

Application Number 16132433
Filing Date 2018-09-16
INFORMATION DISCLOSURE First Named Inventor ‘ Jason Graun
STATEMENT BY APPLICANT [ — |
( Not for submission under 37 CFR 1.99)
Examiner Name
Attorney Docket Number | FORT-027300
9 B510838 P013-08-13 Sun
10 0070151 P015-06-30 Moskowitz
11 0242185 P019-03-26 (Goradia
12 0245108 P016-01-26 Khajuria
13 0729572 P017-08-08 JAdams
14 0594906 P017-03-14 | angton
15 0594904 P017-03-14 Jain
16 0341355 P019-07-02 Niemoller
17 0740862 P017-08-22 Quinlan
18 0346260 P019-07-09 Natanzon
19 10230749 P019-03-12 Rostami-Hesarsorkh
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Recelipt date: 04/07/2020

16/132,433 ~ GAU: 2431

Application Number 16132433
Filing Date 2018-09-16
INFORMATION DISCLOSURE First Named Inventor ‘ Jason Graun
STATEMENT BY APPLICANT | |
( Not for submission under 37 CFR 1.99)
Examiner Name
Attorney Docket Number | FORT-027300
20 0009370 P018-06-26 Douglas
21 0372909 P019-08-06 Mray
22 0567432 P020-02-18 Dixon
23 0469512 P019-11-05 Jsmael
24 0554688 P020-02-04 Mueest
25 10503904 P019-12-10 Singh
26 0452279 P019-10-22 Malwankar
27 0922191 P018-03-20 Grafi
28 0482250 P019-11-19 Joshi
29 0489583 P019-11-26 Mang
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

16132433

Filing Date

2018-09-16

First Named Inventor ‘Jason Graun
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Examiner Name

Attorney Docket Number

| FORT-027300
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Examiner| . Publication Kind [ Publication Name of Patentee or Applicant
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Initial Number Code’| Date of cited Document )
Figures Appear
1 20020019922 P002-12-14 Reuter
2 20030110391 P003-06-12 Molff
3 20050021606 P005-01-27 Pavies
4 20060075252 P006-04-06 Kallahalla
5 P0060075199 P006-04-06 Kallahalla
6 0100005531 P010-01-07 | argman
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Application Number 16132433
Filing Date 2018-09-16
INFORMATION DISCLOSURE First Named Inventor ‘ Jason Graun
STATEMENT BY APPLICANT [ — |
( Not for submission under 37 CFR 1.99)
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( Not for submission under 37 CFR 1.99)
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Attorney Docket Number | FORT-027300
22 20130333042 P013-12-12 Baika
23 20140237590 P014-08-21 SHUA
24 20140229688 P014-08-14 JTOYAMA
25 20150278520 P015-10-01 Mraz
26 20140208426 P014-07-24 NATARAJAN
27 20140223096 P014-08-07 Vhe Yang
28 20160080399 P016-03-17 Harris
29 20160092682 P016-03-31 Jdams
30 20160092684 P016-03-31 |l ANGTON
31 20150150142 P015-05-28 JAUSTIN
32 P0150331635 P015-11-19 Ben-Shaul

EFS Web 2.1.17

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /S.8/

Page 234 of 293

Netskope Exhibit 1003



Recelipt date: 04/07/2020

16/132,433 ~ GAU: 2431

Application Number 16132433
Filing Date 2018-09-16
INFORMATION DISCLOSURE First Named Inventor ‘ Jason Graun
STATEMENT BY APPLICANT [ — |
( Not for submission under 37 CFR 1.99)
Examiner Name
Attorney Docket Number | FORT-027300
33 20150172311 P015-06-18 Freedman
34 20150172305 P015-06-18 Dixon
35 20150172301 P015-06-18 Kumar
36 20160180090 P016-06-23 Dalcher
37 20160292419 P016-10-06 L ANGTON
38 20160294851 P016-10-06 L ANGTON
39 20160006754 P016-01-07 Moodward
40 20170147817 P017-05-25 IYAMANE
41 20160381024 P016-12-29 Ehang
42 20150319182 P015-11-05 NATARAJAN
43 0170090821 P017-03-30 MWoodward

EFS Web 2.1.17

ALL REFERENCES CONSIDERED EXCEPT WHERE LI

Page 235 of 293

NED THROUGH. /s.8/

Netskope Exhibit 1003



Raceipt date:

04/07/2020

16/132,433 ~ GAU: 2431

Application Number 16132433
Filing Date 2018-09-16
INFORMATION DISCLOSURE First Named Inventor ‘ Jason Graun
STATEMENT BY APPLICANT [ — |
( Not for submission under 37 CFR 1.99)
Examiner Name
Attorney Docket Number | FORT-027300
44 20170090929 P017-03-30 Muttik
45 20170093890 P017-03-30 Natanzon
46 20170109045 P017-04-20 Crawford
47 20160099951 P016-04-07 Kashyap
48 20170041296 P017-02-09 FFord
49 20170199694 P017-07-13 Khemani
50 20170091461 P017-03-30 ITin
51 20160203336 P016-07-14 Nambiar
52 20160248590 P016-08-25 Benson
53 20170250996 P017-08-31 Rostamabadi
54 20170251003 P017-08-31 Rostami-Hesarsorkh

EFS Web 2.1.17

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /S.8/

Page 236 of 293

Netskope Exhibit 1003



Recelipt date: 04/07/2020

16/132,433 ~ GAU: 2431

Application Number 16132433
Filing Date 2018-09-16
INFORMATION DISCLOSURE First Named Inventor ‘ Jason Graun
STATEMENT BY APPLICANT [ — |
( Not for submission under 37 CFR 1.99)
Examiner Name
Attorney Docket Number | FORT-027300
55 20170251002 P017-08-31 Rostamabadi
56 20170302458 P017-10-19 Berger
57 20170337372 P017-11-23 Ehang
58 20180018459 P018-01-18 Ehang
59 20160330226 P016-11-10 Chen
60 20190228153 P019-07-25 Scaife
61 20170206353 P017-07-20 UAI
62 20180159896 P018-07-07 Soman
63 20170169214 P017-06-15 Vejmelka
64 20180203641 P018-07-19 Petrocelli
65 0180046799 P018-02-15 KOHAVI

EFS Web 2.1.17

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /S.8/

Page 237 of 293 Netskope Exhibit 1003



Recelipt date: 04/07/2020

16/132,433 ~ GAU: 2431

Application Number 16132433
Filing Date 2018-09-16
INFORMATION DISCLOSURE First Named Inventor ‘ Jason Graun
STATEMENT BY APPLICANT [ — |
( Not for submission under 37 CFR 1.99)
Examiner Name
Attorney Docket Number | FORT-027300
66 20180336158 P018-11-22 YER
67 20190007436 P019-01-03 DODS
68 20180027074 P018-01-25 COLLET
69 20190034622 P019-01-31 Kennedy
70 20190199740 P019-06-27 hang
71 20170366606 P017-12-21 Ben-Shaul
72 20180096148 P018-04-05 Setjtko
73 20190081983 P019-03-14 ITeal
74 20180157444 P018-06-07 Franciosi
75 20190347415 P019-11-14 IYAVO
76 0180107417 P018-04-19 Shechter

EFS Web 2.1.17

ALL REFERENCES CONSIDERED EXCEPT WHERE LI

Page 238 of 293

NED THROUGH. /s.8/

Netskope Exhibit 1003



Recelipt date: 04/07/2020

16/132,433 ~ GAU: 2431

Application Number 16132433
Filing Date 2018-09-16
INFORMATION DISCLOSURE First Named Inventor ‘ Jason Graun
STATEMENT BY APPLICANT [ — |
( Not for submission under 37 CFR 1.99)
Examiner Name
Attorney Docket Number | FORT-027300
77 20190199739 P019-06-27 Anderson
78 20190205533 P019-07-04 Diehl
79 20190205530 P019-07-04 Brown
80 20180183681 P018-06-28 Chen
81 20180183824 P018-06-28 Chen
82 20180191739 P018-07-05 Kraft
83 20190278922 P019-09-12 | evin
84 20180218155 P018-08-02 Grafi
85 20180268143 P018-09-20 GRAFI
86 20190303573 P019-10-03 Chelarescu
87 0190332770 P019-10-31 Kumar

EFS Web 2.1.17

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /S.8/

Page 239 of 293 Netskope Exhibit 1003



Recelipt date: 04/07/2020

16/132,433 ~ GAU: 2431

Application Number 16132433
Filing Date 2018-09-16
INFORMATION DISCLOSURE First Named Inventor ‘ Jason Graun
STATEMENT BY APPLICANT [ — |
( Not for submission under 37 CFR 1.99)
Examiner Name
Attorney Docket Number | FORT-027300
88 20190340359 P019-11-07 Kumar
89 20190340359 P019-11-07 Kimar
90 20190042781 P019-02-07 | UKACS
91 20180336346 P018-11-22 [Guenther
92 20190235755 P019-08-01 JABE
93 20190235973 P019-08-01 Brewer
94 20190236273 P019-08-01 SAXE
95 20190319987 P019-10-17 | evy
96 20190097970 P019-03-28 Coleman
97 20190362075 P019-11-28 Kriz
If you wish to add additional U.S. Published Application citation information please click the Add button| Add
FOREIGN PATENT DOCUMENTS Remove

EFS Web 2.1.17

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /S.8/

Page 240 of 293 Netskope Exhibit 1003



Recelipt date: 04/07/2020 16/132,433 ~ GAU: 2431
Application Number 16132433

Filing Date 2018-09-16

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor ‘Jason Graun
Art Unit |

Examiner Name
Attorney Docket Number | FORT-027300

Name of Patentee or Pages,Columns,Lines
Examiner| Cite | Foreign Document | Country Kind | Publication Applicant of cited where Relevant T5
Initial* No | Number3 Code?j Code?| Date PP Passages or Relevant
Document .
Figures Appear
RAO VIKRAM
1 017210065 wo MANGALORE
2 P703992 EP 2014-05-03 |[TAKAHASHI HIDEAKI

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS Remove
. .. | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite S . . '
Initials* | No (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS

publisher, city and/or country where published.

1 Non-Final Office Action for Application No. 15/985,892 (Docket No. FORT-025800), mailed March 9, 2020, 36 pages.

If you wish to add additional non-patent literature document citation information please click the Add button| Add
EXAMINER SIGNATURE
Examiner Signature /SARAH sU/ Date Considered 07/15/2020

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTQ Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ® Applicant is to place a check mark here if
English language translation is attached.

EFS Web 2.1.17
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /S.8/

Page 241 of 293 Netskope Exhibit 1003



Bibliographic Data

Application No: 16/1 32,43 3

Foreign Priority claimed:

35 USC 119 (a-d) conditions met:

Verified and Acknowledged:

Title:

O Yes @ No
D Yes No D Met After Allowance
/[SARAH SU/ |l

Examiner's Signature

Initials

NATIVELY MOUNTING STORAGE FOR INSPECTION AND
SANDBOXING IN THE CLOUD

FILING or 371(c) DATE CLASS GROUP ART UNIT ATTORNEY DOCKET NO.
09/16/2018 726 2431 FORT-027300
RULE

APPLICANTS

Fortinet, Inc., Sunnyvale, CA,
INVENTORS

Jason Graun, Mesa, AZ, UNITED STATES

Jesse Alverson, Arvada, CO, UNITED STATES

CONTINUING DATA
FOREIGN APPLICATIONS

IF REQUIRED, FOREIGN LICENSE GRANTED**

10/19/2018
STATE OR COUNTRY
UNITED STATES
ADDRESS
MICHAEL A DESANCTIS

JAFFERY WATSON MENDONSA & HAMILTON LLP
7501 Village Square Drive, Ste. 206

Castle Pines, CO 80108
UNITED STATES

FILING FEE RECEIVED
$1,720

Page 242 of 293

Netskope Exhibit 1003



IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: Fortinet, Inc. Examiner: Su, Sarah
First Inventor: Jason Graun Group Art Unit: 2431
App. No.: 16/132,433 Conf. No.: 6334
Filed: September 16, 2018 Docket No.: FORT-027300
For: NATIVELY MOUNTING STORAGE
FOR INSPECTION AND
SANDBOXING IN THE CLOUD

Commissioner for Patents
P. O. Box 1450
Alexandria, VA 22313-1450

AMENDMENT AND RESPONSE TO OFFICE ACTION

Sir/Madam:

In response to the Office action having a notification date of July 21, 2020
(the “Office Action”), the Applicant respectfully requests the Examiner to enter the
following amendment and to consider the following remarks:

Amendments to the Claims are reflected in the listing of claims, which
begins on page 2 of this paper.

Remarks begin on page 8 of this paper.
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Remarks

The undersigned respectfully requests reconsideration of the above-
captioned patent application in view of the above claim amendments and the following
remarks. In this Amendment and Response, claims 1, 13, and 17 have been amended, no
claims have been cancelled and eight new claims (i.e., claims 21-28) have been added.
Hence, upon entry of this Amendment and Response, claims 1-28 are presented for
consideration.

It is respectfully submitted that no new matter has been added by way of
the amendments to the claims, which are supported by at least original claims 1-20 and

Specification at FIG. 5 and 1 [00020]-[00021] and [00078]-[00085].

Claim Rejections — 35 U.S.C. § 103
McErlean and Kamalapuram

In the Office Action, the Examiner rejected claims 1, 2, 4, 7-14, and 18-20
under 35 U.S.C. §103 for allegedly being unpatentable over US Pub. No. 2015/0101021
of McErlean et al. (hereafter “McErlean”) in view of US Pub. No. 2020/0050686 of
Kamalapuram et al. (hereafter “Kamalapuram”). The undersigned respectfully
disagrees with the Examiner’s characterization of the teachings and/or applicability of
McErlean and Kamalapuram to the claims and points out significant distinctions between
the claimed subject matter and the relied upon references individually and in
combination.

Regarding independent claim 1, McErlean and Kamalapuram do not teach
or reasonably suggest individually or in combination at least the following expressly

recited limitations:

o an untrusted file processing module, which when executed by the one or
more processors:

* accesses an untrusted file stored within a first repository of a

public cloud file store, wherein the public cloud file store is

natively mounted on a network security device that is protecting
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the enterprise network and wherein the users do not have read

access to the first repository of the public cloud file store; and

With respect to the above-quoted “untrusted file processing module” limitations,
the Examiner relied on § [0022] of McErlean. For the Examiner’s convenience, the

undersigned has reproduced this portion of McErlean below.

[0022] Various implementations of the current
subject matter can, among other possible benefits
and advantages, provide the ability to
synchronize one or more of folders, files,
directory structures, or the like (also referred
to herein as content items), and business
processes from a first (e.g. an "on-premise")
installation of a CMS to a second (e.g. a "cloud-
based") CMS installation that supports
permission-controlled access (optionally through
the use of one or more protected collaboration
sites) for users inside and outside of an
enterprise. Content items can be synchronized
from the on-premise CMS installation to the
collaboration site hosted in the cloud CMS
installation. Among other possible benefits or
advantages, this feature can allow the
establishment of a secure extranet for
collaboration among users, enable remote (e.g.,
"out of the office") access for one or more users
to content items retained in the on-premise CMS
installation, etc. While the examples discussed
below are generally framed in the context of a
first, on-premise CMS installation having an on-
premise repository protected by a firewall and a
second, cloud-based CMS installation having a
cloud-based repository, this configuration is not
intended to be limiting. Rather, the current
subject matter can also include content
synchronizations between two cloud-based
repositories maintained by two cloud-based CMS
installations, between two on-premise
repositories maintained by two on-premise CMS
installations, and between a cloud-based CMS
installation having a cloud-based repository and
an on-premise CMS installation having an on-

9.
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premise repository where the cloud-based
installation initiates synchronization.
Accordingly, elsewhere herein and in the claims,
a "first installation" can be considered as a
"master" CMS installation that initiates push and
pull communication with a second installation,
which can be considered as a "slave" CMS
installation to which content is synchronized.
McErlean at §[0022]. Emphasis added. Notably, nowhere in the above-quoted portion of
McErlean or elsewhere in McErlean is there any reference to or contemplation of a
“public cloud file store” being “natively mounted on a network security device” as
expressly required. Rather, McErlean simply indicates two repositories of two CMS
installations may be synchronized. Meanwhile, the Examiner does not rely on
Kamalapuram to address this deficiency of McErlean and the undersigned finds no such
teachings in Kamalapuram. For at least this reason, independent claim 1 and its
dependent claims, which add further limitations, are thought to be clearly distinguishable
over the Examiner’s proposed combination of McErlean and Kamalapuram.
Regarding independent claim 13, it includes limitations substantially similar to
those discussed above with reference to independent claim 1. Therefore, independent
claim 13 and its dependent claims, which add further limitations, are thought to be clearly

distinguishable over the Examiner’s proposed combination of McErlean and

Kamalapuram for at least the reasons presented in connection with independent claim 1.

Claim Rejections — 35 U.S.C. § 103
McErlean, Kamalapuram, and Grafi

In the Office Action, the Examiner rejected dependent claims 3, 5, 15, and
16 under 35 U.S.C. §103 for allegedly being unpatentable over McErlean, Kamalapuram,
and US Pub. No. 2018/0218155 of Grafi (hereafter “Grafi”). The Examiner does not
rely on Grafi to address the deficiencies of McErlean and Kamalapuram noted above with
reference to the independent claims and the undersigned finds not such teachings in
Grafi. As such, any combination of Grafi with McErlean and Kamalapuram necessarily
remains deficient in relation to the independent claims. Therefore, dependent claims 3, 5,

15, and 16 are distinguishable over the Examiner’s proposed combination of McErlean,

-10 -
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Kamalapuram, and Grafi for at least the reasons presented above in connection with

independent claims 1 and 13.

Conclusion

The undersigned respectfully submits that the amendments and remarks
presented herein have overcome the rejections, and that the pending claims are in
condition for allowance. Accordingly, the undersigned respectfully requests that the
rejections be withdrawn and that a Notice of Allowance be promptly issued for the
pending claims.

By responding in the foregoing remarks only to particular positions taken
by the Examiner, the Applicant does not acquiesce with any other positions that have not
been explicitly addressed. Applicant’s arguments for the patentability of a claim should
not be understood as implying that no other reasons for the patentability of that claim
exist. The absence of a reply to a specific rejection, issue or comment set forth in the
Office Action does not signify agreement with or concession of that rejection, issue or
comment. In addition, nothing in this paper should be construed as an intent to concede
any issue with regard to any claim, and the amendment of any claim does not necessarily

signify any concession of unpatentability of the claim prior to its amendment.

Request for a Telephone Interview
If the Examiner believes a telephone conference would expedite
prosecution of the above-captioned patent application, please telephone the undersigned
at (303) 856-7155.

Respectfully submitted,
Jaffery Watson Mendonsa & Hamilton LLP

Date November 22, 2020 By /Michael A. DeSanctis/
Michael A. DeSanctis, Esq.
Reg. No. 39,957
Customer No. 64128
Ph: (303) 856-7155

-11 -
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Amendment

Amendments to the Claims
Please amend claims 1, 13, and 17.

Please add new claims 21-28.

This listing of claims will replace all prior versions, and listings of claims in the

application:

Listing of Claims:

1. (Currently Amended) A secure data transfer system comprising:

a non-transitory storage device having embodied therein one or more
routines operable to prevent users of an enterprise network from accessing
malware infected files that are stored within public cloud file stores; and

one or more processors coupled to the non-transitory storage device and
operable to execute the one or more routines, wherein the one or more routines
include:

an untrusted file processing module, which when executed by the
one Or More Processors:
accesses an untrusted file stored within a first repository of
a public cloud file store, wherein the public cloud file store is
natively mounted on a network security device that is protecting
the enterprise network and wherein the users do not have read
access to the first repository of the public cloud file store; and
causes the network security device to make a determination
regarding whether the untrusted file is a clean file that is free of
malicious content by applying one or more security checks to the
untrusted file; and
a clean file transfer module, which when executed by the one or

more processors, makes the clean file accessible to the users by, when a

2.
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result of the determination is affirmative, copying the clean file from the

first repository to a second repository that is accessible to the users.

2. (Original) The secure data transfer system of claim 1, wherein the network
security device is or comprises any or a combination of a sandbox device, a
network controller, a firewall, a network gateway device, an Intrusion Prevention

System (IPS), and an Intrusion Detection System (IDS).

3. (Original) The secure data transfer system of claim 1, wherein the network
security device comprises a sandbox appliance, and wherein the one or more

security checks comprise behavioral-based malware detection.

4. (Original) The secure data transfer system of claim 1, wherein the network
security device comprises a virtual machine that is controlled by a sandbox
appliance to determine whether the untrusted file is a clean file that is free of

malicious content.

5. (Original) The secure data transfer system of claim 1, wherein the network
security device copies the file to the second repository by sharing it by means of
any or a combination of network file system (NFS), file transfer protocol (FTP),
common Internet file system (CIFS), Internet Small Computer Systems Interface

(iSCSI), Storage Area Network (SAN), and local storage.

6. (Original) The secure data transfer system of claim 1, wherein the untrusted file
processing module further removes any malware from the untrusted file that is
detected by the one or more security checks when the result of said determining is

negative.
7. (Original) The secure data transfer system of claim 1, wherein the untrusted file

processing module quarantines or deletes the untrusted file when the result of the

determination is negative.
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8. (Original) The secure data transfer system of claim 1, wherein the second
repository is part of the network security device or part of an external storage

device that forms part of the enterprise network.

9. (Original) The secure data transfer system of claim 1, wherein the second

repository forms part of the public cloud file store.

10.  (Original) The secure data transfer system of claim 1, wherein the public cloud

file store is provided by a third-party cloud storage service provider.

11.  (Original) The secure data transfer system of claim 1, wherein the network
security device determines whether the untrusted file is a clean file that is free of
malicious content based any or a combination of a file signature, a file hash, a file
path, file attributes, a file source, file pre-scan parameters, a file extension, file

content, and a file name, and any part thereof.

12.  (Original) The secure data transfer system of claim 1, wherein the network
security device makes said determination regarding whether the untrusted file is a
clean file that is free of malicious content by first moving the untrusted file from
the first repository to a third repository, and then applying one or more security
checks to the untrusted file in the third repository, and moving back the checked
file as a clean file into the first repository for onward copying to the second
repository or moving the checked file as a clean file directly from the third

repository to the second repository.

13.  (Currently Amended) A method comprising:
receiving, by a network security device that is protecting an enterprise
network, a notification, via an Application Programming Interface (API) call from
a notification service monitoring a first repository of a public cloud file store,

regarding existence of an untrusted file stored within the first repository, wherein

-4-
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the public cloud file store is natively mounted on the network security device and
wherein users of the enterprise network do not have read access to the first
repository of the public cloud file store;

determining, by the network security device, whether the untrusted file is a
clean file that is free of malicious content by applying one or more security
checks to the untrusted file; and

making the clean file accessible to the users by, when a result of said
determining is affirmative, copying the clean file from the first repository to a

second repository that is accessible to the users.

14.  (Original) The method of claim 13, wherein the network security device is or
comprises any or a combination of a sandbox device, a network controller, a
firewall, a network gateway device, an Intrusion Prevention System (IPS), and an

Intrusion Detection System (IDS).

15. (Original) The method of claim 13, wherein the network security device
comprises a sandbox appliance, and wherein the one or more security checks

comprise behavioral-based malware detection.

16.  (Original) The method of claim 13, wherein the network security device copies
the file to the second repository by sharing it by means of any or a combination of
network file system (NFS), file transfer protocol (FTP), common Internet file
system (CIFS), Internet Small Computer Systems Interface (1SCSI), Storage Area
Network (SAN), and local storage.

17.  (Currently Amended) The method of claim 13, wherein—thefileprocessing
module-furtherremeoves further comprising removing, by the network security

device, any malware from the untrusted file that is detected by the one or more

security checks when the result of said determining is negative.
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18.

19.

20.

21.

22.

(Original) The method of claim 13, further comprising quarantining or deleting,
by the network security device, the untrusted file when the result of said

determining is negative.

(Original) The method of claim 13, wherein the second repository is part of the
network security device or part of an external storage device that forms part of the

enterprise network.

(Original) The method of claim 13, wherein the second repository forms part of

the public cloud file store.

(New) A non-transitory computer-readable storage medium embodying a set of
instructions, which when executed by one or more processors of a network
security device, cause the one or more processors to:

receive a notification via an Application Programming Interface (API) call
from a notification service monitoring a first repository of a public cloud file
store, regarding existence of an untrusted file stored within the first repository,
wherein the public cloud file store is natively mounted on the network security
device and wherein users of an enterprise network protected by the network
security device do not have read access to the first repository of the public cloud
file store;

determine whether the untrusted file is a clean file that is free of malicious
content by applying one or more security checks to the untrusted file; and

make the clean file accessible to the users by, when a result of said
determining is affirmative, copying the clean file from the first repository to a

second repository that is accessible to the users.

(New) The non-transitory computer-readable storage medium of claim 21,
wherein the network security device is or comprises any or a combination of a
sandbox device, a network controller, a firewall, a network gateway device, an

Intrusion Prevention System (IPS), and an Intrusion Detection System (IDS).
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23.

24.

25.

26.

27.

28.

(New) The non-transitory computer-readable storage medium of claim 21,
wherein the network security device comprises a sandbox appliance, and wherein

the one or more security checks comprise behavioral-based malware detection.

(New) The non-transitory computer-readable storage medium of claim 21,
wherein the network security device copies the file to the second repository by
sharing it by means of any or a combination of network file system (NFS), file
transfer protocol (FTP), common Internet file system (CIFS), Internet Small
Computer Systems Interface (iSCSI), Storage Area Network (SAN), and local

storage.

(New) The non-transitory computer-readable storage medium of claim 21,
wherein the instructions further cause the one or more processors to remove any
malware from the untrusted file that is detected by the one or more security

checks when the result of said determining is negative.

(New) The non-transitory computer-readable storage medium of claim 21,
wherein the instructions further cause the one or more processors to quarantine or

delete the untrusted file when the result of said determining is negative.

(New) The non-transitory computer-readable storage medium of claim 21,
wherein the second repository is part of the network security device or part of an

external storage device that forms part of the enterprise network.

(New) The non-transitory computer-readable storage medium of claim 21,

wherein the second repository forms part of the public cloud file store.
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Approved for use through 1/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Application or Docket Number Filing Date
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APPLICATION AS FILED - PART |
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FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
() Basic FEE N/A N/A N/A
(37 CFR 1.16(a), (b), or (c))
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(37 CFR 1.16(K), (i), or (m)) N/A N/A N/A
(J EXAMINATION FEE
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TOTAL CLAIMS . .
(37 CFR 1.16(i)) minus 20 = x $100 -
INDEPENDENT CLAIMS . *
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If the specification and drawings exceed 100 sheets
of paper, the application size fee due is $310 ($155
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E J Application Size Fee (37 CFR 1.16(s))
(_J FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16(j))
TOTAL ADD'L FEE
* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. SLIE
** If the "Highest Number Previously Paid For” IN THIS SPAGE is less than 20, enter "20". /SHANDA E ROSS/

*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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Docurnent Dascription: Power of Attornay Approved for use farongh 117202044,

115 Patent and Trademsrk Gitlos; U8, DEPAF‘TMFNT Sf

Linddar the Paperwork Reducton Act of 1688, no paisons ars tequived 1o respand W a collsation of informistion wunless it displays 5 valid OMR comdral number

POWER OF ATTORNEY BY APPLICANT

| hereby revoke all previcus powers of atlorney given in the application identified in eithar the aftached transmittal lettar or
the boxes balow,

Application Numbser Filing Date

16/132,433

9/16/2018

{Note: The boxes above diay be left blank if information is providad on formy PTOAIAERA)

I hereby appoind the Patent Practitioner(s) sssaciated with the nflowing Custornar Number as myfour aftornay(s} or agent{s}, and
i transact sl business in the Unilad States Patent and Trademark Office connected therewith for the apghication referenced in
the attachad transmiital letter (forrm PTG/AIABZA) or identified above: [ “““““““““““““““““““““““““““““““““““““““““““

or 188268

D { hareby appoint Practifioner(s) named in the attachad list {form PTOMAIASZC) as miviour attorney(s) or agent(s), and to fransact
all businass in the United States Patent sod Trademark Office sonnected therewith for the paterd application refaranced in the
attachied transmittal latlar {form PTG/AIARZA) or identifiad abova. {(Noter Complate form PTO/AIARZC)

Please recognize or changs the correspondence addrass for the application idemtifisd in the attached transmittal
letter or the Boxes above to:

....... OR
D The addrass asscciated with Customer Numbar:
OR

Firm or
Individuai Name

Address

City | State | tzp |
Country

Telephone § Email §

| am the Applicant (if the Applicant is a Juristic entity, list the Applicant nams in the bax)

Fortinet, Inc.

[ I Inverdor or Jaird Inventor {Btle not required balow)

D Legal Representative of a Decessed or Legally incapacitated Inventor {tille not required below)

Assignes or Parson o Wham the Inventor is Under an Obligation to Assign {provide signer’s title if applicant is a juristic entity)

D Parson Who Otherwise Shows Sufficient Proprielary interest {e.., a petition under 37 CFR 1.48{b}{2} was grantad i the

application or is concurrenily being flad with this document) {provida signer's ttls if applicant is a juristic antity)
SIGNATURE of Applicant for Patent

The undersigned {whose fitle is mpphad helow) is authorized {o act on behalf of the applicant (8.q., where the applicant is a juristic endity).

Signature S | Daie {Optional)
Mame Wilt Canper
Titla Director of Utigaticnf intelleciual Property and Privacy

NOTE: Signature - This form mist be signed by the applicant in sccordance with 37 OFR 133, SBas 37 CFR 1.4 far signature reguirements
and certifications. If thote than one applicant, use multiple forms.

D‘i‘ata! ef 3 forma are subsnittad.

RORCR T 4, The infosmation is regquired to obtain arretain 2 banalit by the pullic which is to file (and by the

13 sppications. V5.0, 123 sad 37 CFR L34 and 114, Tiis collection is estmeated to fake 3 minutes fo complete,
mc{uumg gat'\et ng, preparing, and su bm.tung the cnmp& 't« apphcation form & he USFTO, Tiros wilt vavy deuancmg upon the individual case, Any comments an the amcunt
F e you redsing to mmp‘me this form andfor ssggest or raducing this burden, should bs sent fa the Chief infarmation Officsr, U5, P tang Trademark Offios, 108,
Cepartment of Conunerce, F.Q. Hox 1458, Asxandiia, VA 22313-1430, DO NOT SEND FEES OR COMPLETED FORMS 150 THIS ADDRESS. SEND TO: Comutssioner
far Patants, P.Q, Box 1454, Alpxandria, VA 223131458,

i you nead gssistance in complaling the form, caff 1-80Q-PTO-3198 and sefact option 2.

ad ljv 37 CFR I ']31 132, and 1.3

Page 260 of 293 Netskope Exhibit 1003



Electronic Acknowledgement Receipt
EFS ID: 41576626
Application Number: 16132433
International Application Number:
Confirmation Number: 6334
Title of Invention: NATIVELY MOUNTING STORAGE FOR INSPECTION AND SANDBOXING IN THE
CLOUD
First Named Inventor/Applicant Name: Jason Graun
Customer Number: 64128
Filer: Dorian Cartwright/Kym Moore
Filer Authorized By: Dorian Cartwright
Attorney Docket Number: FORT-027300
Receipt Date: 06-JAN-2021
Filing Date: 16-SEP-2018
Time Stamp: 22:02:30

Application Type: Utility under 35 USC 111(a)
Payment information:
Submitted with Payment no
File Listing:

2616223
1 Change of Address FOR-309_poa.pdf no 1
SESATO0R 230 21 10351170045

Warnings:
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Information:

Total Files Size (in bytes): 2616223

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PQ. Box 1450

Alexandria, Virginia 22313-1450
WWW.uspto.gov
| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/132,433 09/16/2018 Jason Graun FORT-027300
CONFIRMATION NO. 6334
64128

POWER OF ATTORNEY NOTICE
MICHAEL A DESANCTIS

JAFFERY WATSON MENDONSA & HAMILTON LLP R, AT A T

7501 Village Square Drive, Ste. 206 0022
Castle Pines, CO 80108

Date Mailed: 01/08/2021

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 01/06/2021.

« The Power of Attorney to you in this application has been revoked by the applicant. Future correspondence
will be mailed to the new address of record(37 CFR 1.33).

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at

(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/vnguyen/

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PQ. Box 1450

@Wleg'aﬁg;z,g\;i;\:gima 22313-1450
| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/132,433 09/16/2018 Jason Graun FORT-027300
CONFIRMATION NO. 6334
88268 POA ACCEPTANCE LETTER
Law Office of Dorian Cartwright

P.O. Box 6629

R, AT A T
San Jose, CA 95150 000000122510057

Date Mailed: 01/08/2021

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 01/06/2021.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/vnguyen/

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWWw.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
88268 7590 02/10/2021
Law Office of Dorian Cartwright SU, SARAH
P.O. Box 6629
ART UNIT PAPER NUMBER
San Jose, CA 95150 | |
2431
DATE MAILED: 02/10/2021
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
16/132.433 09/16/2018 Jason Graun FOR-309 6334

TITLE OF INVENTION: NATIVELY MOUNTING STORAGE FOR INSPECTION AND SANDBOXING IN THE CLOUD

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 05/10/2021

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at

www.uspto.gov/PatentMaintenanceFees.
Page 1 of 3
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.
Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

88268 7590 02/10/2021 Certificate of Mailing or Transmission
Law Office of Dorian Cartwright I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
P.O. Box 6629 addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
San Jose, CA 95150 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.

(Typed or printed name)|

(Signature)|

(Date)

| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |

16/132,433 09/16/2018 Jason Graun FOR-309 6334

TITLE OF INVENTION: NATIVELY MOUNTING STORAGE FOR INSPECTION AND SANDBOXING IN THE CLOUD

| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 05/10/2021
| EXAMINER | ART UNIT I CLASS-SUBCLASS I
SU, SARAH 2431 726-023000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363).

(1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1
(2) The name of a single firm (having as a member a
registered attorney or agent) and the names of up to 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

| Change of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

[ "Fee Address" indication (or "Fee Address" Indication form PTO/
SB/47; Rev 03-09 or more recent) attached. Use of a Customer
Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual [ Corporation or other private group entity (] Government

4a. Fees submitted: [ Missue Fee [ IPublication Fee (if required) [JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

(] Electronic Payment via EFS-Web () Enclosed check (] Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

1 Applicant certifying micro entity status. See 37 CFR 1.29
| Applicant asserting small entity status. See 37 CFR 1.27

| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3
PTOL-85 Part B (08-18) Approved for use through 01/31/2020 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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, UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWWw.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
16/132,433 09/16/2018 Jason Graun FOR-309 6334
| EXAMINER |
88268 7590 02/10/2021
Law Office of Dorian Cartwright SU, SARAH
P.O. Box 6629
ART UNIT PAPER NUMBER
San Jose, CA 95150 | |

2431

DATE MAILED: 02/10/2021

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) turnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
B . 16/132,433 Graun et al.
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
SARAH SU 2431 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included

herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.4} This communication is responsive to amendment filed 22 November 2020.

[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 1-28 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:
a) LJAll b) (JSome  *c) [J None of the:
1. 3 Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. ] Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

(O including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.(J DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.4 Notice of References Cited (PTO-892) 5. J Examiner's Amendment/Comment

2.0 Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0J Examiner's Comment Regarding Requirement for Deposit 7. J Other .

of Biological Material
4.(J Interview Summary (PTO-413),
Paper No./Mail Date.
/SARAH SU/
Primary Examiner, Art Unit 2431

U.S. Patent and Trademark Office ]
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20210201
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Application/Control Number: 16/132,433 Page 2
Art Unit: 2431

NOTICE OF ALLOWANCE

Notice of Pre-AlA or AIA Status
1. The present application, filed on or after March 16, 2013, is being examined under the first

inventor to file provisions of the AlA.

2. Amendment A, received on 22 November 2020, has been entered into record. In this
amendment, claims 1, 13, and 17 have been amended, and claims 21-28 have been added.

3. Claims 1-28 are presented for examination.

Response to Arguments
4, Applicant’s arguments, filed 22 November 2020, with respect to claims 1-20 have been fully

considered and are persuasive. The rejection of 21 July 2020 has been withdrawn.

Allowable Subject Matter
5. Claims 1-28 are allowed.
6. This communication warrants No Examiner's Reason for Allowance, applicant's reply make
evident the reasons for allowance, satisfying the “record as a whole” proviso of the rule 37 CFR 1.104(e).
Specifically, applicant’s arguments filed on 22 November 2020 are persuasive, as such the reasons for
allowance are in all probability evident from the record and no statement is deemed necessary (see

MPEP 1302.14).

Any comments considered necessary by applicant must be submitted no later than the payment
of the issue fee and, to avoid processing delays, should preferably accompany the issue fee. Such

submissions should be clearly labeled “Comments on Statement of Reasons for Allowance.”
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Application/Control Number: 16/132,433 Page 3
Art Unit: 2431

Prior Art Made of Record
7. The prior art made of record and not relied upon is considered pertinent to applicant's
disclosure.
a. Fair et al. (US 2019/0325059 A1) discloses a system and method for metadata tagsets

with multiple personas in a storage appliance.

b. Kludy (US 2019/0386980 A1) discloses a system and method for single sign-on from
desktop to network.

C. Loukissas et al. (US Patent 10,402,241 B1) discloses a system and method for forwarding
metadata proxy server for asynchronous metadata operations.

d. Mani et al. (US 2019/0347338 A1) discloses a system and method for replicating data

utilizing a virtual file system and cloud storage.

Conclusion

8. Any inquiry concerning this communication or earlier communications from the examiner
should be directed to SARAH SU whose telephone number is (571)270-3835. The examiner can normally
be reached on 7:30 AM - 4:00 PM.

Examiner interviews are available via telephone, in-person, and video conferencing using a
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use
the USPTO Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor,
Lynn Feild can be reached on 571-272-2092. The fax phone number for the organization where this

application or proceeding is assigned is 571-273-8300.
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Application/Control Number: 16/132,433 Page 4
Art Unit: 2431

Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be obtained
from either Private PAIR or Public PAIR. Status information for unpublished applications is available
through Private PAIR only. For more information about the PAIR system, see https://ppair-
my.uspto.gov/pair/PrivatePair. Should you have questions on access to the Private PAIR system, contact
the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information system, call 800-786-
9199 (IN USA OR CANADA) or 571-272-1000.

/SARAH SU/
Primary Examiner, Art Unit 2431

Page 272 of 293 Netskope Exhibit 1003



Application/Control No. Applicant(s)/Patent Under
16/132,433 Reexamination
Notice of References Cited Exarminer ,?:f Llj:ift 2.
SARAH SU 2431 Page 1 of 1
U.S. PATENT DOCUMENTS
* oty e code | MM YYY Name CPC Classification US Classification
* [ A [US-20190386980-A1 12-2019 Kludy; Tom H04L63/0838 171
* B | US-20190347338-A1 11-2019 Mani; Anbazhagan GO6F16/134 11
* C | US-10402241-B1 09-2019 Loukissas; Alexander H04L67/2804 11
* D | US-20190325059-A1 10-2019 Fair; Robert L. GO6F9/547 11
* E | US-20190228154-A1 07-2019 AGRAWAL,; Rakshit G06F21/56 11
E
G
H
|
J
K
L
M
FOREIGN PATENT DOCUMENTS
* COUmBOé:ggm:r?biTEiig Code MI\E)I- ?}?{YY Country Name CPC Classification
N
O
P
Q
R
S
T
NON-PATENT DOCUMENTS
* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
u
\%
w
X

*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a}.)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.

U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20210201
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification |s135 433 Graun et al.
H “ m Examiner Art Unit

SARAH SU 2431
CPC
Symbol Type Version
GOGF F 2013-01-01
GO6F [ 2013-01-01
GO6F I 2013-01-01
HO4L I 2013-01-01
HOAL | 2013-01-01
HO4L [ 2013-01-01
HOAL | 20130101
HO4L A 2043:01-01
GO6F A 2013-01-01
HoAL A 20130101
CPC Combination Sets
Symbol Type Set Ranking Version
NONE

Total Claims Allowed:

(Assistant Examiner) (Date) 1
/SARAH SU/ 01 February 2021 . . -
Primary Examiner, Art Unit 2431 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 6
U.S. Patent and Trademark Office Part of Paper No.: 20210201

Page 1 of 3
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification |s135 433

Graun et al.
“ m Examiner Art Unit
SARAH SU 2431

INTERNATIONAL CLASSIFICATION
CLAIMED

HO4L

NON-CLAIMED
HO4L

US ORIGINAL CLASSIFICATION

CLASS SUBCLASS

CROSS REFERENCES(S)

CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)

NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 1
/SARAH SU/ 01 February 2021 . . A
Primary Examiner, Art Unit 2431 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 6
U.S. Patent and Trademark Office Part of Paper No.: 20210201

Page 2 of 3
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Issue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

16/132,433 Graun et al.
Examiner Art Unit
SARAH SU 2431

Claims renumbered in the same order as presented by applicant (J CPA (O T.D. [O R.1.47

(Assistant Examiner)

CLAIMS
Final [Original|Final [Original|Final |Original]Final [Original|Final [Original]Final OriginallFinaI Original|Final |Original
1 1 10 10 19 19 28 28
2 2 11 11 20 20
3 3 12 12 21 21
4 4 13 13 22 22
5 5 14 14 23 23
6 6 15 15 24 24
7 7 16 16 25 25
8 8 17 17 26 26
9 9 18 18 27 27
NONE

Total Claims Allowed:

(Date) 1

/SARAH SU/
Primary Examiner, Art Unit 2431

(Primary Examiner)

01 February 2021 O.G. Print Claim(s) | O.G. Print Figure

(Date) 1 6

U.S. Patent and Trademark Office

Part of Paper No.: 20210201
Page 3 of 3
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Application/Control No. Applicant(s)/Patent Under Reexamination
Search Notes 16/132,433 Graun ot al.
SARAH SU 2431
CPC - Searched*
Symbol Date Examiner
GOG6F 21/565, 53, 566 07/15/2020 SS
HO4L 63/1416, 1425, 1433, 20 07/15/2020 SS
GO6F 2221/2149 07/15/2020 SS
HO4L 67/06, 1097 07/15/2020 SS
HO4L 63/1408 02/01/2021 SS
HO4L 67/26 02/01/2021 SS
CPC Combination Sets - Searched*
Symbol Date Examiner
US Classification - Searched*
Class Subclass Date Examiner

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of

the search.

U.S. Patent and Trademark Office

Page 1 of 2
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Application/Control No. Applicant(s)/Patent Under Reexamination
Search Notes 16/132,433 Graun ot al.
RMATATIAMIRONN ===

SARAH SU 2431
Search Notes
Search Notes Date Examiner
PLUS Search 07/15/2020 SS
Inventor Search 07/15/2020 SS
IP.com Search 07/15/2020 SS
EAST Search (see attached) 07/15/2020 SS
GO6F 21/565, 53, 566 (see search notes history to determine scope) | 07/15/2020 SS
dHé)téél;n?ii/;ilgb;;QS, 1433, 20 (see search notes history to 07/15/2020 SS
GO6F 2221/2149 (see search notes history to determine scope) 07/15/2020 SS
HO4L 67/06, 1097 (see search notes history to determine scope) 07/15/2020 SS
EAST Search (see attached) 02/01/2021 SS
Interference Search 02/01/2021 SS
NPL Search (see attached) 02/01/2021 SS
HO4L 63/1408 (see search notes history to determine scope) 02/01/2021 SS
HO4L 67/26 (see search notes history to determine scope) 02/01/2021 SS
Interference Search
g?;;ZfS/CPC US Subclass/CPC Group Date Examiner
GO6F 21/565, 53, 566 02/01/2021 SS
HO4L 63/1416, 1425, 1433, 20, 1408 02/01/2021 SS
GO6F 2221/2149 02/01/2021 SS
HO4L 67/06, 1097, 26 02/01/2021 SS

U.S. Patent and Trademark Office
Page 2 of 2
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Application/Control No. Applicant(s)/Patent Under Reexamination
Index of Claims 16/132,433 Graun et al.
H“NH“H H“ ‘”H“ HH ”“ o s
SARAH SU 2431
v | Rejected - | Cancelled N | Non-Elected A Appeal
= Allowed + | Restricted | | Interference O | Objected
CLAIMS
Claims renumbered in the same order as presented by applicant (J cPA dJ T.D. (J R.1.47
CLAIM DATE
Final Original | 07/15/2020 | 02/01/2021
1 1 v =
2 2 v =
3 3 v =
4 4 v/ =
5 5 v =
6 6 v =
7 7 v =
8 8 v =
9 9 v =
10 10 v =
11 11 v =
12 12 v =
13 13 v =
14 14 v =
15 15 v =
16 16 v =
17 17 v =
18 18 v =
19 19 v =
20 20 v =
21 21 =
22 22 =
23 23 =
24 24 =
25 25 =
26 26 =
27 27 =
28 28 =
U.S. Patent and Trademark Office Part of Paper No.: 20210201
Page 1 of 1
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EAST Search History

EAST Search History (Prior Art)

ﬁRef
#

§L1

. Hits

5022

Search Query

cloud with nativ$3s
cloud with nativ$3 with store

~cloud with nativ$3 with store with
- (un$1trust$3 or trust$3)

-US-PGPUB;
'USPAT; FPRS;
.EPO; JPO;

. DERWENT;
-IBM_TDB

- US-PGPUB;
.USPAT; FPRS;
.EPO; JPO;

. DERWENT;
IBM_TDB
-US-PGPUB;
'USPAT; FPRS;
_EPO; JPO;

. DERWENT;
IBM_TDB

A3

AD)

~ Default Plurals
Operator . ..

AD] ON

Time
_Stamp
12021/02/01
109:14 |

12021/02/01
109:14 E

12021/02/01
09:29

cloud with nativ$3 with store with
- public

US-PGPUB;
_USPAT; FPRS;
'EPO; JPO;
 DERWENT;
IBM_TDB

12021/02/01
09:34 :

'US-PGPUB;
:USPAT; FPRS;
.EPO; JPO;

' DERWENT:;
:IBM_TDB

12021/02/01
109:59 |

cloud with nativ$3 with (store or

-storage) with public

US-PGPUB;
_USPAT; FPRS;
'EPO; JPO;
 DERWENT;
IBM_TDB

:2021/02/01
110:02 %

' US-PGPUB;

. USPAT; FPRS;
'EPO; JPO;

. DERWENT;
IBM_TDB

12021/02/01
110:51 5

cloud with nativ$3 with secur$3 with -
. network same (access or accessible

-or permission or right)

US-PGPUB;

{USPAT; FPRS;
:EPO; JPO;

' DERWENT;
:IBM_TDB

12021/02/01
110:55 :

(GO6F21/565 or GO6F21/566 or

: GO6F21/53 or HO4L63/1416 or
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12021/02/01
:11:05
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12021/02/01
111:06 :

12021/02/01
11:07 :

12021/02/01
;11:12 :

12021/02/01
11:14 %

12021/02/01
11:19 |

12021/02/01
111:20 :

12021/02/01
111:20 f

2

2021/02/01
1232
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-HO4L63/1433 or H04L63/20 or :EPO; JPO;

: HO4L63/1425 or H04L67/06 or :DERWENT;

:G06F2221/2149 or H04L67/1097 or fIBM_TDB

- H04L63/1408 or H04L67/26 OR

- H04L63/1408 OR H04L67/26).cpc.

L9 and cloud with nativ$3 :US-PGPUB; -ADJ

:USPAT; FPRS;
-EPO; IPO;
:DERWENT;
:IBM_TDB

:L9 and cloud with nativ$3 with :US-PGPUB; -ADJ

: (store or storage) -USPAT; FPRS;

: :EPO; JPO;
:DERWENT;
IBM_TDB

19 and cloud with nativ$3 with -US-PGPUB; ‘AD]

: (access$3 or inaccessible or -USPAT; FPRS;

- permission or right or block$3) :EPO; JPO;

: :DERWENT;
IBM_TDB

19 and cloud with nativ$3 same : US-PGPUB; :ADJ

(store or storage or repository or -USPAT; FPRS;

-drive) with (access$3 or inaccessible : EPO; JPO;

“or permission or right or block$3)  : DERWENT;

3 ‘IBM_TDB

19 and cloud with nativ$3 with fUS-PGPUB; “ADJ

(store or storage or repository or :USPAT; FPRS;

- drive) same (malicious or attack or :EPO; JPO;

‘virus or trojan or ad$1ware or ' DERWENT;

-spy$1ware or infect$4 or worm) -IBM_TDB

fcloud with nativ$3 with (store or :US-PGPUB; -AD]

- storage or repository or drive) same :USPAT; FPRS;

- (malicious or attack or virus or .EPO; JPO;

‘trojan or ad$1ware or spy$1lware or : DERWENT;

- infect$4 or worm) ‘IBM_TDB

“cloud with nativ$3 with (storeor ~ US-PGPUB; ~ ADJ]

i storage or repository or drive) §USPAT; FPRS;

-same4 (malicious or attack or virus  : EPO; JPO;

~or trojan or ad$1ware or spy$lware : DERWENT; ;

-or infect$4 or worm) 'IBM_TDB

- cloud with nativ$3 with (store or :US-PGPUB;

: storage or repository or drive) 'USPAT; FPRS;

same4 (malicious or attack or virus :EPQ; JPO;

-or trojan or ad$1ware or spy$lware : DERWENT,;

-or infect$4 or worm or mal$lware) IBM_TDB

.19 and cloud with nativ$3 with -US-PGPUB; -AD]

‘ (store or storage or repository or -USPAT; FPRS;

“drive) same (malicious or attack or :EPO; JPO;

£ 2021/02/01
12:31 :

virus or trojan or ad$1ware or
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DERWENT;
JBMTDB

US-PGPUB;

. _USPAT

51

“spy$1ware or infect$4 or worm or

- mal$lware) -
“(US- 20190386980 $ or US-

:20190347338-$ or US-
:20190325059-$ or US-
:20190228154-%).did. or (US-
:10402241- $) did.

écloud Wlth nat|v$3 W|th (cIean or V
‘scrubs4)

cloud with nativ$3 same (clean or

scrub$4)

scrub$4)

“cloud with nativ$3 and (clean$3 or

“scrub$4) with (malicious or attack or

‘virus or trojan or ad$1ware or
-spy$1ware or infect$4 or worm or
:mal$lware)

EAST Search History (Interference)

12021/02/01

Search Query

US-PGPUB;
_USPAT; FPRS;
'EPO; JPO;
 DERWENT;
1BM_TDB

US- -PGPUB;
'USPAT; FPRS;
.EPO; JPO;

. DERWENT;

- IBM_TDB

- cloud with nativ$3 same (clean$3 or : US-PGPUB;
:USPAT; FPRS;
‘EPO; JPO;

: DERWENT;

- IBM_TDB

12021/02/01
113:15 :

'US-PGPUB;
_USPAT; FPRS;
EPO; JPO;
_DERWENT;
IBM_TDB

 DBs

A3
A

A3

Default Pl

Operator

L17 : 42 367 (G06F21/565 or GO6F21/566 or GO6F21/53 or _USPAT ADJ]

§L17 and cloud.cIm. and un$1trust$3.clm. and
‘clean.clm.

§L17 and cloud.clm. and clean.cim.
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:H04L63/1416 or H04L63/1433 or HO4L63/20
‘or H04L63/1425 or HO4L67/06 or
- GO6F2221/2149 or H04L67/1097 or :
:HO4L63/1408 or HO4L67/26 OR HO4L63/ 1408
{OR HO04L67/26).cpc.

12021/02/01
112:00 :

§L17 and cloud.cIm. and un$1trust$3.clm.

SUSPAT AD]

EVUSPAT P

?USPAT ADJ
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12:44 :

12021/02/01 |
113:08 5

2021/02/01
113:08 5

12021/02/01
113:08 |

111:59

12021/02/01
~ 12:00
2021/02/01
112:00 :
2021/02/01
12:26



2/1/2021 1:25:18 PM
C:\Users\ssu\Desktop\16132433_ESearch_A.wsp
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Doc Code: IFEE

Document Description: Issue Fee Payment (PTO-85B)

Issue Fee Transmittal Form

PTOL/85B-EFS

Application Number Filing Date First Named Inventor Atty. Docket No. Confirmation No.
16132433 16-Sep-2018 Jason Graun FOR-309 6334
TITLE OF INVENTION :
NATIVELY MOUNTING STORAGE FOR INSPECTION AND SANDBOXING IN THE CLOUD
Entity Status Application Type ArtUnit [Class - Subclass EXAMINER
Regular Undiscounted Utility under 35 USC 111(a) |2431 023000 SARAH SU
Issue Fee Due Publication Due Total Fee(s) Due Date Due Prev. Paid Fee
$1200 $0 $1200 10-May-2021 $0

1.Change of Correspondence Address and/or Indication Of Fee Address (37 CFR 1.33 & 1.363)

Current Correspondence Address:

88268
Law Office of Dorian Cartwright

P.O. Box 6629

San Jose CA 95150
UNITED STATES
800-810-8030

nnffirnnrfinnﬂ-hnpprnll com

Current Indicated Fee Address :

Change of correspondence address requested, system
generated AIA/122-EFS form attached

[

[

form attached

Fee Address indication requested, system generated SB/47-EFS

2.Entity Status

Change in Entity Status

Applicant certifying micro entity status; system generated Micro Entity certification form attached. See 37 CFR 1.29.
Note: Absent a valid certification of micro entity status, issue fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

(37 CFR 1.29(d)), and make the applicable certification online.

WEB IFEE 1.0

Applicant asserting small entity status. See 37 CFR 1.27.
Note: If the application was previously under micro entity status, checking this box will be taken to be a notification of loss of entitlement to micro entity status.

Applicant changing to regular undiscounted fee status.

Note: Checking this box will be taken to be a notification of loss of entitlement to small or micro entity status, as applicable.
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If this box is checked, you will be prompted to choose a micro entity status on the gross income basis (37 CFR 1.29(a)) or the institution of higher education basis
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Doc Code: IFEE PTOL/85B-EFS

Document Description: Issue Fee Payment (PTO-85B)

3.The Following Fee(s) Are Submitted:

[ | authorize USPTO to apply my previously paid issue fee to the

Issue Fee
IX’ current fees due

The Director is hereby authorized to apply my previously paid
[] Publication Fee [ ] issue fee to the current fee due and to charge deficient fees to
Deposit Account Number

If in addition to the payment of the issue fee amount submitted
with this form, there are any discrepancies in any amount(s) due,
the Director is authorized to charge any deficiency, or credit any
overpayment, to Deposit Account Number
The issue fee must be submitted with this form. If payment of
the issue fee does not accompany this form, checking this box
and providing a deposit account number will NOT be
effective to satisfy full payment of the fee(s) due.

[ ] Advance Order - # of copies — ]

4.Firm and/or Attorney Names To Be Printed

NOTE: If no name is listed, no name will be printed
For printing on the patent front page, list to be displayed as entered

1. LAW OFFICE OF DORIAN CARTWRIGHT

2. DORIAN CARTWRIGHT

5.Assignee Name(s) and Residence Data To Be Printed

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

Name City State Country Category

Fortinet, Inc. Sunnyvale CALIFORNIA  united states corporation

6.Signature

| certify, in accordance with 37 CFR 1.4(d)(4) that | am an attorney or agent registered to practice before the Patent and Trademark Office who has filed and has been granted
power of attorney in this application. | also certify that this Fee(s) Transmittal form is being transmitted to the USPTO via EFS-WEB on the date indicated below.

Signature /Dorian Cartwright/ Date 05-10-2021
Name Dorian Cartwright Registration Number 53853
WEB IFEE 1.0
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Electronic Patent Application Fee Transmittal

Application Number: 16132433

Filing Date: 16-Sep-2018

. . NATIVELY MOUNTING STORAGE FOR INSPECTION AND SANDBOXING IN THE
Title of Invention:

CLOUD
First Named Inventor/Applicant Name: Jason Graun
Filer: Dorian Cartwright/Kym Moore
Attorney Docket Number: FOR-309
Filed as Large Entity
Filing Fees for Utility under 35 USC 111(a)
Description Fee Code Quantity Amount Sul:,-s'l';(t;\)l n
Basic Filing:
UTILITY APPL ISSUE FEE 1501 1 1200 1200
PUBL. FEE- EARLY, VOLUNTARY, OR NORMAL 1504 1 0 0
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:
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Description Fee Code Quantity Amount Sul:’;l'g(t:)l in
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1200

Page 289 of 293 Netskope Exhibit 1003



Electronic Acknowledgement Receipt

EFS ID: 42676236
Application Number: 16132433
International Application Number:
Confirmation Number: 6334
. . NATIVELY MOUNTING STORAGE FOR INSPECTION AND SANDBOXING IN THE
Title of Invention:
CLOUD
First Named Inventor/Applicant Name: Jason Graun
Customer Number: 88268
Filer: Dorian Cartwright/Kym Moore
Filer Authorized By: Dorian Cartwright
Attorney Docket Number: FOR-309
Receipt Date: 10-MAY-2021
Filing Date: 16-SEP-2018
Time Stamp: 11:44:35
Application Type: Utility under 35 USC 111(a)
Payment information:
Submitted with Payment yes
Payment Type EFT
Payment was successfully received in RAM $1200
RAM confirmation Number E202150B44310005
Deposit Account
Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document s . File Size(Bytes)/ Multi Pages
Document Description File Name A . .
Number Message Digest | Part/.zip| (ifappl.)
46096
1 Issue Fee Payment (PTO-85B) Web85b.pdf no 2
63ce9ddb3eb4f0d8cf1e68fbb32162a8d2cq
Sc7f
Warnings:
Information:
32332
2 Fee Worksheet (SB06) fee-info.pdf no 2
5663eb3769d0b1f6cc0253d712328191683]
26d%e
Warnings:
Information:
Total Files Size (in bytes): 78428

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Recelipt date: 04/07/2020 16/132,433 ~ GAU: 2431
Application Number 16132433

Filing Date 2018-09-16

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor ‘Jason Graun
Art Unit |

Examiner Name
Attorney Docket Number | FORT-027300

Name of Patentee or Pages,Columns,Lines
Examiner| Cite | Foreign Document | Country Kind | Publication Applicant of cited where Relevant T5
Initial* No | Number3 Code?j Code?| Date Dggument Passages or Relevant
Figures Appear
RAO VIKRAM
1 017210065 wo 12/2017 | IMANGALORE
2 P703992 EP 2014-05-03 |[TAKAHASHI HIDEAKI

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS Remove
. .. | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite S . . '
Initials* | No (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS

publisher, city and/or country where published.

1 Non-Final Office Action for Application No. 15/985,892 (Docket No. FORT-025800), mailed March 9, 2020, 36 pages.

If you wish to add additional non-patent literature document citation information please click the Add button| Add
EXAMINER SIGNATURE
Examiner Signature /SARAH sU/ Date Considered 07/15/2020

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTQ Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. ® Applicant is to place a check mark here if
English language translation is attached.

Change(s) aPPliecl
to document,

/CHJ/

2,/24/2021

EFS Web 2.1.17
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /S.8/
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.L\SPIO.gOV

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
16/132,433 06/15/2021 11036856 FOR-309 6334
88268 7590 05/26/2021

Law Office of Dorian Cartwright
P.O. Box 6629
San Jose, CA 95150

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 216 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments
should be directed to the Application Assistance Unit (AAU) of the Office of Data Management (ODM) at
(571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site hitp://pair.uspto.gov for additional applicants):

Jason Graun, Mesa, AZ;
Fortinet, Inc., Sunnyvale, CA;
Jesse Alverson, Arvada, CO;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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