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Sacranento, California; Tuesday, April 23, 2024,
9:00 A M

M CHAEL FRANZ,
havi ng been adm ni stered an oath, was exam ned and

testified as foll ows:

EXAM NATI ON
BY MR ZI VQINOVI C.
Q Al right. Good norning, Dr. Franz.
You submtted a rebuttal declaration in
connection with | PR2023-00456. Correct?
A That is correct.
Q And do you have a copy of your rebuttal
decl aration avail able to you?
A Yes.
| have a -- right nowin front of nme, | have ny
rebuttal declaration, the patent, the institution
deci sion, ny declaration, and the patents that | am
being -- that | amciting. That's Sharpe, Burdett,
Kamal apuram Seese, and Dods.
Q If you could please go to paragraph 18 of
your -- actually, paragraph 19 of your rebuttal
decl arati on.

Let ne know when you're there.
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A
Q

copy-on-write file systens, additional disc storage bl ocks

are al

nmodi fi

bits of the affected copy, while any remai ning copies

continue to share divisional bits.

A | see that.

Q Now, | noticed that you put upon witing in
quotation marks. Do you see that?

A Yes.

Q Wiy did you put upon witing in quotation marks?

A | tried to relate that to the term
"copy-on-wite."

Q All right. So in your view, "on wite" neans
“upon witing"; correct?

A So it is ny understanding that in systens |ike
this, you can have nodifications of files that share disc

bl ocks with earlier versions of the sane file, and

t hese
nodi fi

Q

operation; correct?

A

Yes.

And in paragraph 19, you wote: In such

| ocated only at the tinme that one of the copies is

ed -- i.e., upon witing -- to store the nodified

Do you see that?

-- the blocks that differ are all ocated when the
ed file is being nodified.

And this nodification? That refers to the wite

Excuse ne? Say that again, please.
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Q The nodification you referenced? That would be a
wite operation. R ght?

A Well, so the witing is what happens to the disc.
Right? So that m ght be.

So nodifying the file would be one of the cases
where this happens. Yes.

Q And again, | just want to focus on the | anguage
"upon witing.” Did | understand correctly that in your
view, you equated the words "on wite" with the |anguage
“upon writing"; right?

A No, sir. | tried to relate what happens to the
famliar term"copy-on-wite."

Q kay. So the famliar term"copy-on-wite"

Is -- does that nean generally the sanme as "copy upon
witing"?

M5. SCHUNTER  (Objection. Form

THE WTNESS: | tried to give an -- | tried to
give an exanpl e of what copy-on-wite -- you know, give an
exanple of how that -- what that term cones from

And so the -- in such systens, the point is that
you don't -- do not nodify data in place. You actually
all ocate a new bl ock, make the nodification, and then
after the fact, change pointers so that the nodified file
m ght include disc blocks that are -- earlier disc blocks

t hat have not been nodified and the newly allocated bl ocks
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that are inserted in the right places where the
nodi fi cati ons have occurr ed.
BY MR ZI VQINOVI C.

Q So when you wote upon witing in quotation
mar ks, what were you referring to?

A Again, | -- 1 -- the termthat is known is the
copy-on-write functionality, and in the exanple in
paragraph 19, | tried to give an exanple of this
functionality and relate it to the termthat the PCSI TA
woul d be fam liar wth.

That's why | put the quotes.
Q Sorry. I'mnot -- when you say with a termt hat

PCSI TA woul d be famliar with, is that the term "upon

writing"?
A No.
Q |"msorry. Go ahead.
A "Copy-on-wite" is the termthat is the widely

used termfor a specific property of file systens.
Q So | guess I'"mjust trying to understand what
your reason was for putting upon witing in quotation
mar ks.
M5. SCHUNTER  (bjection. Form
THE WTNESS: | believe | already said that.
| tried to relate a functionality that is present

to the termthat is known in the art.
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BY MR ZI VQINOVI C.

Q So in the term"copy-on-wite," would it also
have been fair to characterize that termusing the words
"upon writing"?

M5. SCHUNTER  Objection. Form

THE WTNESS: | believe copy-on-wite is the term
that everybody uses. And | -- in paragraph 18, | am
stating that a POSITA would be famliar with not only the
termbut also the functionality, and in paragraph 19, | am
trying to el aborate what that actually means, and |'m
using quotes to relate that to the termthat is known in
the art.

And that's why |"mputting it in quotes.
BY MR ZI VQINOVI C.

Q So you are relating the words "upon witing" with
the term"copy-on-wite"? |Is that what | amto
under st and?

A No.

(Overl appi ng speakers.)
THE REPORTER: |'msorry, guys. [|I'msorry. |I'm
sorry.
Kristen, could | get that objection?
M5. SCHUNTER: It was asked and answered, was ny
obj ecti on.

THE REPORTER:  Thank you.
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Go ahead, M. Franz.
THE WTNESS: |'msorry for being -- yeah. It's
early norning.
So, again, I'mexplaining that functionality.

That nmeans that in additional the storage bl ocks are
allocated only at the tinme that one of the copies is
nodi fied, and | put "upon witing" because that obviously
relates to the famliar term"copy-on-wite
(unintelligible)."

So, again, what it nmeans is that you do not
nodi fy existing blocks on discs in such systens. Like,
you actually -- when a nodification of a file occurs, you
al | ocate new bl ocks for the places where nodifications
occur, and then in the end, you create a version of the
file that includes the existing blocks that have not been

nodi fi ed and the new bl ocks that have been nodifi ed,

strung together. And you may still have old versions of
the file that are contained on the -- old blocks that are
still, for exanple, used as -- in a shadow copy for backup

pur poses when you have a snapshot of the file system for
exanpl e.
BY MR ZI VQINOVI C

Q kay. Just want to nake sure | understand this.
In this system the new storage blocks are only allocated

on wite. s that correct?
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A | didn't say that.

| said that -- | said, in particular, | was
referring to nodifying an existing file, and when you
nodify an existing file, even when it's on the sane
vol une, you do not directly nodify storage bl ocks that
make up the file, but you actually allocate new bl ocks,
apply the nodifications to the new bl ocks, and then string
together the file, possibly by combining the old bl ocks
that don't have nodifications and the new bl ocks that
contain the places where you nake nodifications.

So that, if sonething goes wong, for exanple,
you still have the old data totally unperturbed, and if
you took a snapshot, you still have the old file as it was
before the nodification inits original form

Q So when you nodify the file, new storage bl ocks
are allocated on wite. |Is that correct?

A When you nodify the file, you obviously need to
put those nodifications somewhere. Right. And the idea
I's that you put those nodifications into new storage
bl ocks, rather than the storage bl ocks that already have
parts of the file init, so that the original data is not
directly overwitten but still accessible, in case you
have a copy of the file or a snapshot of the file.

Q | just want to kind of sinplify it even further.

What |'mgetting at is, in this particular exanple, you
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are allocating additional storage blocks on wite.
Correct?
A | do not know when those disc storage bl ocks

specifically are allocated, but ny statenment is that you
make those wite operations to new disc storage bl ocks, or
to disc storage blocks that are separate fromthe disc
storage bl ocks that already conprise the file.

Q So in paragraph 19, you wote: Additional disc
storage bl ocks are allocated only at the tine that one of

the copies is nodified. Correct?

A Correct.
That would be the -- yes. | wote that.
So -- so | neant additional disc storage blocks for this
file.

Q Wuld it, then, also be fair to say that
additional disc storage blocks for this file are allocated
upon writing?

A So the new version of the file has
di sc -- obviously, you need to -- you need additional
bl ocks for a file if you're witing to a file and
the -- you want to preserve the original contents so
you're not overwiting any existing data.

So in the functional idea of how this works, you
woul d typically do this allocation exactly at the tine

that you know that you're witing to the file. So if you
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are asking this -- you know, does this happen in every
possi bl e situation? There m ght be sone smart ways of
pre-allocati ng who knows what, but in the functional
operation, the fact is that, as you're witing the file,
you al l ocate new bl ocks to the file because you want to
preserve the blocks that are already there.

Q Let nme maybe ask a sinpler question.

The relevant termhere is "copy-on-wite"; right?

A That is the termthat has been famliar to nost
peopl e since that's what people use, yes.

Q kay. And so part of it is the words "on wite."
You see that; correct?

A | did not invent this term

Q Vel |, but you see the words "on wite" as part of
that tern? It's there. Isn't it?

A That happens to be the termthat -- yeah. That's
the termof the art.

Q And then, in paragraph 19, you al so reference the
term"upon witing"; correct?

A Again, I'mtrying to relate the exanple that |'m
giving to the technical term

Q In your mnd, are the words "upon witing"
synonynous with the words "on wite" in the context of
copy-on-write?

M5. SCHUNTER  Objection. Asked and answer ed.
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THE WTNESS: | don't think they' re necessarily
synonynous. |'mrelating the exanple of what happens to

the term upon copy-on-write.

BY MR ZI VQINOVI C.

Q " masking -- and that's not ny questi on.
| "' m asking you, in your view, are the terns "on
wite" and "upon wite" -- do they nean the sane thing?
M5. SCHUNTER.  Objection. Form
THE WTNESS: | believe I'mgiving an exanpl e,

and | amrelating it, in quotes, to the technical term
"copy-on-wite."
BY MR ZI VQINOVI C
Q So in this exanple, would you agree that the
terms "on wite" and "upon witing" are, in your m nd,
synonynous?
M5. SCHUNTER  (Objection. Asked and answer ed.
THE WTNESS: Again, |'msinply presenting an
exanple, and I'mrelating it to -- you know, so |I'm saying
at the tinme that one of the copies is nodified; and that
means, obviously, on -- you know, upon witing. Right?
Sol'm-- I"mrelating that exanple that I'm
giving to the termthat a POSI TA woul d becone confortable
Wit h.
BY MR ZI VQINOVI C.

Q Is it fair to say that you're relating the words
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"upon witing" to the words "on wite"?
M5. SCHUNTER: (bj ection. Asked and answered.
THE WTNESS: Yes. |'mgiving an exanple, and
"' msaying, see. Look, this is upon witing, and that
sounds very simlar to the known term "copy-on-wite."
BY MR ZI VQINOVI C.

Q I"mgoing to drop in the chat -- let ne start
actual |y over.

In your rebuttal report, if you could please go
to paragraph 20.

A Yes.

Q And in the second sentence -- the second sentence
starts with "For exanple, the copy-on-wite feature is
supported in Mcrosoft's Wndows Server 2012 operating
systemrel eased i n August 2012."

Do you see that?

A | see that.

Q And so is it fair to say that, in your view, how
copy-on-write is inplenented in
M crosoft Wndows Server 2012 is consistent with how a
POSI TA at that tinme would understand the term

"copy-on-wite"?

A So -- so | believe that the copy-on-wite
functionality came out of -- it cane out of research.
So there was -- and then there was a file system
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| believe that was called ZFS. And so different file
systens inplenented copy-on-wite followng this.

So -- and | believe that one of the reasons that people do
this is, again, to prevent -- to prevent danage to your
file systemif sonething goes wong. For exanple, if the
power goes off, and so on.

And so one of the ideas is that you do the
operations that are destructive, such as directory
operations, and so on, wthout, you know, changing the
bl ocks of the original structure, or doing this, you
know -- creating new bl ocks and then changi ng pointers.

And so | believe that Mcrosoft's server
operating system-- and | will have to | ook at the
reference again -- did have a copy-on-wite feature for
redundancy. And | know, for sure, that in Apple's
i npl ementation, this idea of even being able to clone
files at the user level is present. So if you nake a
copy, even in the finder, you get essentially a new
directory entrance that points to the exact sane disc
bl ocks, even at the user |evel.

Q | just want to know -- and so you've referenced
M crosoft Wndows Server 2012 in your declaration;
correct?

A That's correct.

Q And M crosoft's Wndows Server 2012 included an
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I npl enentati on of copy-on-wite; correct?

A That is correct. That is what the
I npl ementation -- that's what the docunent that |
referenced states.

Q And you woul dn't have cited M crosoft W ndows
I mpl ement ati on of copy-on-wite if you did not think it
was representative of how a POSI TA woul d understand t hat
term Correct?

A | cited the -- can you say it again, please?

Yes.

You woul d not have cited Mcrosoft Wndows Server
2012 inplenentation of copy-on-wite if you did not
believe it was representative of how a POSI TA under st ood
the termof copy-on-wite in 2012. Correct?

M5. SCHUNTER:  Qbj ecti on.

THE WTNESS: | was citing it to illustrate that
copy-on-write feature was present in nmajor operating
systens at that tine.

BY MR ZI VQINOVI C.
Q Has your understandi ng of the concept of
copy-on-wite changed since 20127

M5. SCHUNTER  (bjection. Form

THE WTNESS: | believe copy-on-wite is a pretty
conmmon technol ogy. So it enconpasses, you

know -- there's -- it neans you do not do destructive
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updates, but you actually, you know, create -- you nay
have shared -- shared data, and you mght -- and only if

you nake a nodification to one of the shared itens do you
actual ly peel off what's shared and create a uni que copy
for that -- for that version of the data

That's a pretty common idea that is used in many
different inplenentations and many different contexts.

Q And one of the issues of this IPRis, what does
the word "copy" nean; right?

A | understand that you are questioning that. Yes.

Q And the 856 patent that we're tal king about?

That has a priority date of 2018; correct?

A | believe that is so, yes.

Q Do you have any reason to believe that a POSITA s
under standi ng of the term "copying" would have been
different in 2012, versus 2018, versus today?

M5. SCHUNTER: (bjection. Form

THE WTNESS: O copying what?

MR ZIVQINOVI C.  |' m aski ng about the word
“copy. "
BY MR ZI VQINOVI C.

Q Do you have an understandi ng of what the word
"copy" neans?

M5. SCHUNTER  (bjection, again.
THE WTNESS: | think, generally, copying has a
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meaning that is pretty nmuch, you know, consistent.

But | earlier said -- we have been -- the | ast
time we spoke, | believe we tal ked about copyi ng happeni ng
at different levels having a slightly different effect and
meani ng.

So the neani ng of copy may be the sane, but it
depends on what level in the stack you are applying it to.
BY MR ZI VOINOVI C:

Q | "' m not asking about differences in stack. [|'m
asking about differences in tine. Let ne start over.

Did you qualify as a PCSI TA for purposes of the
856 patent in 20187

A At | east, yes.

Q Ckay. And were you at |east a POSITA for
pur poses of the 856 patent back in 20127

A | believe so.

Q Ckay. Has your understanding as a POSITA, or at
| east a POSITA, of the term "copying" changed since 20127

M5. SCHUNTER: (Objection to form

THE WTNESS: | believe in 2012 and in 2018 and
now, | would give you the sane answer that, depending on
what | evel you are asking the copy, you know -- what you
are asking about. So whether |I'mdoing a -- copying the
bits and bytes underneath or whether |'m copying a whole

file, my answer woul d be, you know, ny understandi ng woul d
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be simlar.
BY MR ZI VQINOVI C.
Q And now we're tal king about the term
"copy-on-wite." Correct?
A You would like to talk about that. Yes.
Q And has your understandi ng of what
"copy-on-wite" neans changed since 20127
M5. SCHUNTER  Objection to form
THE WTNESS: So the term"copy-on-wite" is also
quite old. So | believe we -- we also use it, you know,
I n menory managenent, and | believe there we've used it
even | onger.
When you have shared nenory pages, simlar idea.
You have different processes that share the sane nenory
page. Initially, you map themonto the sane nenory page.
If one of themnodifies it, you disanbiguate them You
create a copy of the nenory page, and now they are using
different nenory pages. So the concept of copy-on-wite
I's probably much ol der.
And the interesting idea here is that so -- so a
PCSI TA woul d have known what copy-on-wite neans, even
outside of file systens, and the inportant new idea is
that you can actually now also inplenent that in file
systens because it gives you these extra capabilities.

And in particular, there was a need for it in the security
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space because of this problem of ransommare that was
becom ng quite apparent.

And so the idea of taking snapshots, which
is -- and the idea of being able to deal with, you know,

corruption of the file system So having

additional -- having an easy way of having a copy, you
know, is -- and not actually nmaki ng updates of data that
is relevant is -- is very powerful.

MR ZIVQANOVIC. Dr. Franz, | would please ask
you to listen to ny question. This deposition would go
much faster if you could, please.

BY MR ZI VQINOVI C.

Q " masking -- nmy question is very different and
very sinple. |'mjust asking, since 2012, has your
understanding of the term-- since 2012, just since then,
has your understanding of the term "copy-on-wite"
changed?

M5. SCHUNTER  Objection to form again, and
asked and answer ed.

THE WTNESS: kay. So the term "copy-on-wite"
Is atermthat is a fixed termthat is well-known to

people, and it has -- that is a -- the whole thing,

copy-on-write, is a -- if you put that in quotes, you wll
find that that is a termin the art that has -- that has a
meani ng.
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And it sinply neans that, you know, you -- you
share common data and you di sanbi guate at the tinme when
you need to disanbi guate between different versions,
because -- and that is precisely when one of the copies is
actually nodified.

So that is an old term and what was new i s that
peopl e have actually built file systens that inplenent
t hat .

BY MR ZI VQINOVI C.

Q " mjust asking, has that term which | believe
you sai d has an understood neani ng -- has that neaning
changed since 20127

M5. SCHUNTER  Obj ection, again.

THE W TNESS: The general concept copy-on-wite
I's, you know, is -- has not changed. What has changed is
t he scope.

MR ZIVQINOVIC. Ckay. |'mnow going to drop in
an exhibit. Let's just mark it Exhibit 1, and it's an
article titled "Vol une Shadow Copy Service."

(Exhibit 1 was marked for
I dentification.)

M5. SCHUNTER |1'mgoing to object to the new
exhi bit.

MR ZIVQANOVIC. Dr. Franz, please |let nme know

when you' ve had a chance to downl oad and review this
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docunent .
THE WTNESS: Well, | -- | have got the exhibit,
but it's fairly long. | nean, obviously, | will not be
able to review the whole thing in useful tine.
What is your question?
M5. SCHUNTER. 1'mgoing to junmp in and reserve
our right to exclude this evidence.
MR ZIVAINOVIC: Yeah. [I'mstill allowed to ask

hi m questions, and | disagree that there's a basis to
exclude. I'mstill entitled to proceed with the
deposi tion.

MR KLEIN: Qgi, what's your basis for
I ntroduci ng new evidence at this point?

MR ZIVANOVIC: 1'mallowed to do this
deposition. Deposition itself is new evidence, as well as

| do believe there are patent PTAB decisions that allow

the inclusion of these -- of deposition exhibits with
sur-reply. But either way, | don't think that's rel evant
to sonething you need to decide right now. | just want to

finish ny deposition and use this exhibit and ask
Dr. Franz questions.

MR KLEIN. Well, | know what you want to do, but
we've got to do what's appropriate. So | would like to
know what CFR case | aw you have that says it's appropriate

to add new evi dence during a deposition as a way to get
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around the exclusion of submtting new evidence with a
sur-reply.

You can, of course, submt the deposition
transcript, but you can't separately introduce a new
exhibit with your sur-reply. And if you have authority
for that, we'd like to see it.

MR ZIVQINOVIC. Well, do you have a case that
says | can't use an exhibit -- a new exhibit in a
deposition?

(COverl appi ng speakers.)

MR ZIVOANOVIC. [|I'mentitled to nmy deposition.
So you're the one that's trying to limt -- excuse ne.

I"mentitled to this deposition. You' re the ones
that are trying to limt the scope of -- trying to limt
this deposition by excluding a -- by preventing ne from
using a deposition exhibit. So what's your authority for
doi ng so?

MR KLEIN. It's inthe CFRs. You knowit's in
the CFRs where it says you cannot submt new evidence with
a sur-reply, other than a deposition transcript. It's
plain as day in the CFRs.

MR ZIVQANOVIC. And I'mnot submtting. |'m not
filing a sur-reply right now |I'msitting in a
deposi tion.

(Overl appi ng speakers.)
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MR. KLEIN. Are you representing you' re not going
to submt this new evidence with your sur-reply?

MR ZIVQINOVIC. | amnot representing that
either. |t depends on the deposition. | know you can
use -- | mean, | reserve ny rights. |If the case |aw
allows nme to submt the evidence, | wll. If it doesn't,

Il wll not.
(COverl appi ng speakers.)

MR, ZI VAQINOVI C.  Excuse ne.

W al so reserve the right to seek | eave to submt
t he new evidence, which we are entitled to seek | eave to.
But either way, none of that, | believe, is at issue. The
I ssue here is that you are stopping nme fromusing a
deposition exhibit in a deposition that I"'mentitled to
t ake.

MR. KLEIN. | don't agree with that | ast
characterization. O course, you can proceed wth your
deposition, but you cannot introduce new evi dence, as |
have st at ed.

And if you want to seek | eave, that's one thing.
But you weren't saying you were going to seek |eave. You
were saying you were going to submt it with your
sur-reply, or mght submt it with your sur-reply, and you
said you believed you had authority to do that. And | was

asking, if you have authority, | would |like to see what
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authority that is.
MR ZIVONOVIC. |1'msaying |'m not
taking a -- I'"'mnot saying -- right now |I'mnot taking a

positi on whether or not we would be submitting this with
the sur-reply, whether or not we'd be seeking |leave to
submt it with the sur-reply, or if we have to. | think
that's a separate -- those are all separate issues.

Right now I'm just using an exhibit in a
deposition, and I'mentitled to take that deposition.

MR. KLEIN. Al right. WelIl, our objection is
noted on the record. So you can proceed.

MR. ZI VQINOVI C.  Thank you.
BY MR ZI VAINOVI C.

Q Dr. Franz, have you had an opportunity to
downl oad Exhibit 1 to this deposition?

A Yes.

Q Al right. And do you see at the bottomleft
that the URL from which Exhibit 1/ is downl oaded is from
| earn. m crosoft.conf

A | see that.

Q And M crosoft is the manufacturer of
W ndows Server 2012; right?

A | believe it is, yes.

Q And then below the title of the section of

the -- of this docunent, it says
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"Applies to: Wndows Server," and then it lists a nunber
of different versions, including Wndows Server 2012.
Do you see that?
A | do see that.
Q I f you could please go to page 5 of [Exhibit 1.
And do you see under the section title
"How the Provider Creates" -- do you see the section
titled "How the Provider Creates a Shadow Copy"?

A Apparently, this refers to a specific service
which is called Volunme Shadow Copy Service. That's a
service that apparently Mcrosoft offers. So -- and it
tal ks about -- the provider appears to be this
Vol une Shadow Copy Servi ce.

Q Now, in your testinony earlier you referenced
shadow copi es as one of the use cases for copy-on-wite.
Correct?

A | referenced ransomware and snapshots.

Q Are you famliar with the concept of shadow copy?

A So | -- so the term"shadow copy" is sonething
that colloquially people use, you know, for certain things
which are related to what |'ve call ed snapshot.

But what you're tal king about here is one very
specific inplenentation that Mcrosoft uses for one very
specific service: Volunme Shadow Copy Service. So, you

know, | -- you know, it's -- it's one specific
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I npl enentation of sonething. | would have to study this
In detail, you know.
It's easier to use -- to use a term You know,

you only have so many ternms. This is apparently a service
that uses the term "shadow copy" in its nanme, yes, but |
woul d have to go and study this.

Q Do you see one of the itens |listed on page 5 is
copy-on-write? Do you see that?

A | see that.

So it starts off by saying "A hardware or

sof tware shadow copy provider uses one of the follow ng

met hods,"” and then it uses to copy-on-wite -- as | said,
copy-on-wite is a very well-understood term and it would
have been to a POSI TA.

So, you know, they are -- they are referring to
this termhere, but you' re tal king about a specific
service of a specific manufacturer, you know, that I
haven't studied in detail.

Q Do you see where it says "Copy-on-write: This
nmet hod does not copy the original volume. Instead, it
nmakes a differential copy by copying all changes
(conmpleted wite 1/Orequests) that are nade to the vol une
after a given point in tinme"?

Do you see that?

A | see that.
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This is not tal king about the file systemitself.
This is tal king about a service, and the service
apparently creates a shadow copy. Right? So --

Q Sir, I'"'mjust asking if you see the words on the
page. That's all | asked.

Do you see those words? Yes or no?

A But this is tal king about the service doing a
copy-on-write, which doesn't tell us anything about what
this -- okay.

This is telling you that there is a service,
which is a separate service, which is a hardware or
sof twar e shadow copy provider, and that service uses,
al so, a copy-on-wite nmethod, apparently, or uses one of
three different nmethods for creating a shadow copy.

Q Al'l | asked you was, did | read that sentence

correctly? Can you pl ease answer ny question?

A You read sonething to ne that's in this article.
Q That's all | asked.

A Yes.

Q Ckay. | read it correctly? Can we agree?

A Yes.

Q Thank you. All right.

Now, you've said nmany tines, | believe, that in
your view, copy-on-wite is a well-understood term

Ri ght ?
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A Yes.
Q And you' ve said that copy-on-wite has a
wel | - under st ood nmeani ng; right?
A And that -- yes.
Q Al right. Is in this article the description of

copy-on-write as a nmethod that does not copy the original
vol une? Instead, it nakes a differential copy by copying
al | changes conpleted by I/Orequests that are made to the
volune after a given point in tinme?

I's that an accurate reflection of what the term
"copy-on-wite" can nean?

M5. SCHUNTER  (bjection. Form

THE WTNESS: So they are making a distinction
bet ween three different nethods, and they're using the
term"copy-on-wite" to say that they are not -- they are
not making it -- copying the changes.

So this is -- that is not ny intuitive
under st andi ng of, you know, what copy-on-wite nmeans in
a--in anenory systemor in -- directly inafile
system but they are using this to make a distinction
between these three different things, and they have
decided to use that termfor it. |It's in a service that
creates a vol une shadow copy.

BY MR ZI VQINOVI C.

Q So you're not disputing that that is an accurate
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characterization of the term"copy-on-wite" in the
context of a service?

M5. SCHUNTER  Objection. Form

THE WTNESS: Again, | would not -- | would not
have thought of this -- of this application using the
term | -- | believe this is, you know -- the authors of

this docunent, you know, had three different nethods that
t hey have inplenented, and they give them nanes, and they
decided to call this -- this nethod "copy-on-wite."

But this is talking not about the file system
This is tal king about the Vol une Shadow Copy Servi ce.
BY MR ZI VQINOVI C.

Q Does the phrase "copy-on-wite" have different
meani ngs, dependi ng on whether it's inplenented in -- for
menory allocation, file system or as a part of a service?

M5. SCHUNTER  (Objection. Form

THE WTNESS: As | said, the term"copy-on-wite"
tells a POSITA that you are not nmaking a destructive
update of shared information, but, rather, that you
di sanbi guate between the different versions at the tine
where you need to keep them separate. So at that point,
you take what ever has changed, and you nmake the nodified
version point to it, and the existing data does not get
modi fi ed.

So -- so -- you know, so what -- what the service
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does is, it makes a differential copy by copying all the
changes. So that is the spirit of copy-on-wite.
BY MR ZI VQINOVI C.

Q | f you could now please go to page 6 of this
docunent. Do you see the section that's wth the header
" Copy-on-wite method"?

A | do.

Q And do you see it says: |In the copy-on-wite
met hod, when a change to the original volunme occurs (but
before the wite I/O request is conpleted), each block to
be nodified is read and then witten to the volune's
shadow copy area (also called its "diff area")?

Do you see that?

A | see that.

Q And then it goes on to say "The shadow copy
storage area can be on the sanme volune or a different
volunme. This preserves a copy of the data block on the
original volume before the change overwites it."

Do you see that?

A | see that.

Q Sorry. | don't think I caught an answer to ny
question. | apologize if | mssed it.

A | don't think you asked a question. You asked if
| see that, and | said, yes, | see that. What you read to

ne.
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Q Ckay. Sorry. M internet nust have been spotty
for a second then. No worries.

And bel ow that text, do you see that there's a
table with three colums and four rows? Table 1?

A Yes.

Q And so the -- the first colum is tinme. The
second colum is source data (status and data). And the
third colum is shadow copy (status and data).

Do you see that?

A | see what it says. Yes.

Q And then the first tine, O It says there's
original data: 1, 2, 3, 4, 5. And then, under shadow
copy, it says "No copy."

Do you see that?

A So this table explains the copy-on-wite nethod

of creating shadow copi es.

| still don't understand why -- why we are
tal ki ng about the shadow -- the copy-on-wite nethod of
creating shadow copies. This is about creating shadow
copi es.

Q Ckay. I'mjust -- right nowl'mjust trying to
get us on the same page.

Did | characterize TO correctly?
A You said sonething to nme, you know.

In order to deeply understand what's there, |
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probably need a little nore tine. But |I'mstill not
exactly sure where you're going wth this.
Q Well, let's just keep going dowmn. The next row,

T1l. Data changed in cache: 3 to 3 prine. Shadow copy
created (differences only): 3.
Do you see that?

A | see that's what you're reading to ne. Yes.

Q And then the final row says T2. Oiginal data
overwitten: 1, 2, 3 prine, 4, 5. And on the shadow
copy, it says "Differences and index stored on shadow
copy: 3."

Do you see that?

A | see that.

Q Now, is it fair to say that Tl and T2 is when the
on-wite occurs?

M5. SCHUNTER: (Objection to the form

THE WTNESS: You're tal king about a nethod of
creating shadow copies, and | expl ained copy-on-wite is
a -- is a generally understood nethod to di sanbi guate
shared data at the noment where one of the copies needs to
be updated and the other one is not.

And so here, you know, 3 has been changed to

3-dash and -- but this is using, you know -- this is

creating copies of the original data when -- you know,

this is a slightly different way of -- this is -- thisis
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creating a very specific kind of copy. O a shadow copy.

It's using the idea of copy-on-wite to create a
very specific data itemthat has the -- apparently, the
originals when you -- the original data when you change
the original file. 1t's applying the idea, but it's doing
it inaslightly different way. Right.

It's a very specific inplenentation of sonething
here. It's what they called a copy-on-wite nmethod of
creating shadow copi es.

BY MR ZI VOINOVI C:

Q Is it fair to say that this article, then,
describes a single, specific use of a copy-on-wite
met hod?

M5. SCHUNTER  Cbjection. Form

THE WTNESS: This article describes a service
that Mcrosoft uses, and they are using the term
"copy-on-wite" for one of the three ways in which they do
this creation of a shadow copy.

BY MR ZI VQINOVI C.
Q Is Mcrosoft in this article accurately using the
term"copy-on-wite"?

M5. SCHUNTER  (bjection. Form

THE WTNESS: So they are creating, you know,
when it -- they are doing the copying at the tinme that a

nodi fication is happening. So they are using a version of
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t he idea.

And the inportant thing is, of course, that, you
know, a person of skill in the art would have understood
that there are, you know, |ots of other inplenentations,
including for file systens, where a nuch nore
strai ghtforward way of applying this idea is being used.
BY MR ZI VQINOVI C.

Q So is this Mcrosoft article msusing the
phrase -- let ne start over.

Now, we've established that copy-on-wite has a
wel | - under stood neaning. Right?

A Di sanbi guate at the tine of where they start
differing. Yes.

Q | didn't catch that first part of your answer.

A Yes. The wel | -understood neaning is disanbi guate
the different versions at the tinme where differences
occur.

Q And is this Mcrosoft article using the phrase
"copy-on-wite" consistent wwth that well-understood
meani ng?

M5. SCHUNTER  Objection. Asked and answer ed.

THE WTNESS: So we're getting very far away from
the original -- fromny original argunment, you know.

My original argunment was that there are file

systens in which, you know -- in which copying a file
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m ght actually not duplicate all the blocks of the
original file, and | -- | amvery confident that that is
correct. And now you are going off on a tangent and
finding a use of the termthat is the -- the termthat

w ||l be known for a POSITA that characterizes this
particular file systemfunction, that a POSI TA woul d have
been aware of.

And now you're finding sonething that -- that,
you know, where Mcrosoft has a service, and they are
tal ki ng about, you know, three different nethods for
creating a shadow copy, and they are characterizing them
by three different nanes that -- and one is called
conpl ete copy. The other one is called copy-on-wite, and
the third is called redirect-on-wite.

And obviously, they are trying to nmake this
under st andabl e t o sonmeone who has to configure the system
and so "copy-on-wite" is probably not a bad termin the
context of Vol unme Shadow Copy Services to relate what it
does to soneone, because they understand that
copy-on-write neans you do the disanbi guation at that
poi nt .

But we were talking earlier about file systens
and, in particular, you know, what it nmeans to copy a file
or nove a file, and now you're tal king about a specific

service that creates vol une shadow copies. That's
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different.
BY MR ZI VQINOVI C.

Q Sir, ny question is very sinple. Are you saying
that this Mcrosoft article is msusing the word
"copy-on-wite"? Yes or no? That's all |'m asking.

M5. SCHUNTER  (Objection. Asked and answer ed.

THE W TNESS: Again, they have a very specific
service, and they are using three catchy ternms to describe
the different nmethods, and copy-on-wite is probably not
an inappropriate termto relate to a person using this
service of what it does.

M5. SCHUNTER  Qgi, do you want to go ahead and
take a break right now? W're at about the top of the
hour .

MR ZIVQNOVIC. | actually think, if you just
give nme a couple nore mnutes, we mght be done.

M5. SCHUNTER  Ckay.

BY MR ZI VOINOVI C:

Q Do you see this Mcrosoft article, in the third
columm, that it says no copy prior to the subsequent wite
operation?

A On what ?

Oh. Gkay. You nean, on page -- on page 67
Q I"'mstill on page 6. Yes.
A Ckay.
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Q Al

M crosoft article,

right.

Do you see on page 6 in this

in the third colum, that it

says -- quote -- no copy -- end quote -- prior to the
subsequent write operation?
A This is the table that says the copy-on-wite

met hod of creating shadow copi es?

It says that. Yes.
MR, ZIVQINOVI C. Ckay. No further questions.
THE REPORTER: Kristen, did you have any

questions?
MS. SCHUNTER
on our end,

MR ZI VAINOVI C:

and we can regroup after that.

Ckay.

(A brief recess was taken.)
M5. SCHUNTER: We just have a brief redirect.
EXAM NATI ON

BY MS. SCHUNTER:

Q Dr. Franz, do you recall --
MR. ZIVQINOVI C. Kristen, you're on nute.
MR. KLEIN: | can hear her.
MR ZIVQINOVIC. Ckay. Sorry. | guess it was on
ny end.
M5. SCHUNTER: Can you hear ne?
THE WTNESS: | can hear you. Thank you.
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BY MS. SCHUNTER:

Q You can hear ne. Ckay?

M5. SCHUNTER: Matthew, can you hear ne?
THE REPORTER: | can hear you just fine.
M5. SCHUNTER: Ckay. Perfect.
Al right. [I'Il start over.

BY Ms. SCHUNTER:

Q Dr. Franz, do you recall Counsel asking you
guesti ons about this docunent that was | abel ed Exhibit 1§
entitled "Vol une Shadow Copy Service"?

A Correct. Yes.

Q After your brief review of this docunent, does
t hat change any of your opinion?

A No, it does not.

Q Can you explain why not?

A The whol e di scussion, you know, that is in ny
rebuttal declaration and, also, ny other declaration is,
you know -- first of all, the main point was that the
patent itself uses copy and -- copying and novi ng
i nterchangeably in many places. And the real point is
about making the -- nmaking a file accessible to the users
only after it's been determned to be safe, and we're
getting very far away fromthat.

And then the discussion where copy-on-wite cane

in was, you know, about a POSI TA know ng that, in
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actuality, whether bits and bytes are being copi ed,
physically copied, or not depends nore on the
configuration of the file system rather than on the
hi gh-1evel file operation that is being invoked.

And so what we tal ked about today is, you know, a
service by Mcrosoft that uses the term"copy-on-wite" to
expl ain one of three different nodes that it uses to
create vol unme shadow copies; and that is, indeed, very far
away fromthe matter that we have been discussing and does
not change mny opinion.

Q Thank you.

M5. SCHUNTER: No further questions.

THE REPORTER: (Ckay, guys. Can we go off the
record?

MR, ZIVQINOVIC. Let ne just think for one
second.

| have no further questions.

THE REPORTER: Ms. Schunter, would you like to
order a certified transcript?

M5. SCHUNTER:. Yes, pl ease.

THE REPORTER  And then, Qgi, | got the expedite
order.

Do either of you guys need a rough on this one?

MR ZIVQINOVIC: Yes. Can you send ne the rough

i ke, today as soon as it's avail abl e?
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And then on the expedite order, | can't recall if
we said Friday or Thursday, but given that it's a short
depo, |'m hoping you can get it to ne by Thursday, end of
day.

THE REPORTER: You got it.

(Wher eupon, the deposition concluded at 10:12 A M)

( DECLARATI ON UNDER PENALTY OF PERJURY ON THE FOLLOW NG
PAGE HEREOF.)
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|, MCHAEL FRANZ, do sol emmly decl are under
penalty of perjury that the foregoing is nmy deposition
under oath; that these are the questions asked of ne and
my answers thereto; that | have read sane and have nade
t he necessary corrections, additions, or changes to ny
answers that | deem necessary.

In witness thereof, | hereby subscribe nmy nane

this day of , 2024.

April 23, 2024

W TNESS SI GNATURE
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CERTI FI CATI ON
OF
CERTI FI ED SHORTHAND REPORTER

I, the undersigned, a Certified Shorthand
Reporter of the State of California do hereby certify:

That the foregoing proceedi ngs were taken before
me at the tine and place herein set forth; that any
W tnesses in the foregoing proceedi ngs, prior to
testifying, were placed under oath; that a verbatimrecord
of the proceedi ngs was nade by ne using nmachi ne shorthand
whi ch was thereafter transcribed under ny direction;
further, that the foregoing is an accurate transcription
t her eof .

| further certify that | amneither financially
interested in the action nor a relative or enployee of any
attorney of any of the parties.

I N WTNESS WHERECF, | have this date

ivestiiu)  futtdr

Matt hew Scul atti, CSR No. 13558

subscri bed ny nane

Dated: April 23, 2024
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CORRECTI ON CERTI FI CATE
To add testinony, indicate "Add" and print the exact

words you wi sh to add. To delete testinony, indicate
"Del ete" and print the exact words you wi sh to del ete.

Deposition of: M chael Franz
Proceedi ngs Dat e: April 23, 2024

I, Mchael Franz,
have the foll ow ng changes to ny proceedi ngs transcript:

PAGE LI NE CHANGE TESTI MONY TO READ AS FOLLOWG:

April 23, 2024

Dat e

M chael Franz
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Volume Shadow Copy Service

Article « 12/07/2022

Applies to: Windows Server 2022, Windows Server 2019, Windows Server 2016,
Windows Server 2012 R2, Windows Server 2012, and Windows Server 2008 R2,
Windows Server 2008, Windows 10, Windows 8.1, Windows 8, Windows 7

Backing up and restoring critical business data can be very complex due to the following

issues:

e The data usually needs to be backed up while the applications that produce the data
are still running. This means that some of the data files might be open or they might

be in an inconsistent state.
e If the data set is large, it can be difficult to back up all of it at one time.

Correctly performing backup and restore operations requires close coordination between
the backup applications, the line-of-business applications that are being backed up, and
the storage management hardware and software. The Volume Shadow Copy Service (VSS),
which was introduced in Windows Server® 2003, facilitates the conversation between these
components to allow them to work better together. When all the components support VSS,

you can use them to back up your application data without taking the applications offline.

VSS coordinates the actions that are required to create a consistent shadow copy (also
known as a snapshot or a point-in-time copy) of the data that is to be backed up. The
shadow copy can be used as-is, or it can be used in scenarios such as the following:

e You want to back up application data and system state information, including

archiving data to another hard disk drive, to tape, or to other removable media.
e You are data mining.
e You are performing disk-to-disk backups.

e You need a fast recovery from data loss by restoring data to the original Logical Unit

Number (LUN) or to an entirely new LUN that replaces an original LUN that failed.
Windows features and applications that use VSS include the following:

e Windows Server Backup (https://go.microsoft.com/fwlink/?Linkld=180891 £')
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e Shadow Copies of Shared Folders (https://go.microsoft.com/fwlink/?Linkld=142874 £')

e System Center Data Protection Manager @ (https://go.microsoft.com/fwlink/?
Linkld=180892 ')

e System Restore @ (https://support.microsoft.com/windows/use-system-restore-
abae3ed9-07c4-fd56-45ee-096777ecd14eZ)

How Volume Shadow Copy Service Works

A complete VSS solution requires all of the following basic parts:

VSS service Part of the Windows operating system that ensures the other components
can communicate with each other properly and work together.

VSS requester The software that requests the actual creation of shadow copies (or other
high-level operations like importing or deleting them). Typically, this is the backup
application. The Windows Server Backup utility and the System Center Data Protection
Manager application are VSS requesters. Non-Microsoft® VSS requesters include nearly all
backup software that runs on Windows.

VSS writer The component that guarantees we have a consistent data set to back up. This
is typically provided as part of a line-of-business application, such as SQL Server® or
Exchange Server. VSS writers for various Windows components, such as the registry, are
included with the Windows operating system. Non-Microsoft VSS writers are included with
many applications for Windows that need to guarantee data consistency during back up.

VSS provider The component that creates and maintains the shadow copies. This can
occur in the software or in the hardware. The Windows operating system includes a VSS
provider that uses copy-on-write. If you use a storage area network (SAN), it is important
that you install the VSS hardware provider for the SAN, if one is provided. A hardware
provider offloads the task of creating and maintaining a shadow copy from the host

operating system.

The following diagram illustrates how the VSS service coordinates with requesters, writers,

and providers to create a shadow copy of a volume.
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Figure 1 Architectural diagram of Volume Shadow Copy Service
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How a Shadow Copy Is Created

This section puts the various roles of the requester, writer, and provider into context by
listing the steps that need to be taken to create a shadow copy. The following diagram
shows how the Volume Shadow Copy Service controls the overall coordination of the

requester, writer, and provider.

Volurme Shadow Writers
Requestor "_n_-' Copy Service __....
-I—B—

Y Y Y
Software Hardware
Provider Provider

Figure 2 Shadow copy creation process
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To create a shadow copy, the requester, writer, and provider perform the following actions:

1. The requester asks the Volume Shadow Copy Service to enumerate the writers, gather
the writer metadata, and prepare for shadow copy creation.

2. Each writer creates an XML description of the components and data stores that need
to be backed up and provides it to the Volume Shadow Copy Service. The writer also
defines a restore method, which is used for all components. The Volume Shadow
Copy Service provides the writer's description to the requester, which selects the
components that will be backed up.

3. The Volume Shadow Copy Service notifies all the writers to prepare their data for
making a shadow copy.

4. Each writer prepares the data as appropriate, such as completing all open
transactions, rolling transaction logs, and flushing caches. When the data is ready to
be shadow-copied, the writer notifies the Volume Shadow Copy Service.

5. The Volume Shadow Copy Service tells the writers to temporarily freeze application
write 1/0 requests (read I/O requests are still possible) for the few seconds that are
required to create the shadow copy of the volume or volumes. The application freeze
is not allowed to take longer than 60 seconds. The Volume Shadow Copy Service
flushes the file system buffers and then freezes the file system, which ensures that the
file system metadata is recorded correctly and the data to be shadow-copied is
written in a consistent order.

6. The Volume Shadow Copy Service tells the provider to create the shadow copy. The
shadow copy creation period lasts no more than 10 seconds, during which all write

I/O requests to the file system remain frozen.

7. The Volume Shadow Copy Service releases file system write 1/O requests.

8. VSS tells the writers to thaw application write I/O requests. At this point applications
are free to resume writing data to the disk that is being shadow-copied.

@ Note

The shadow copy creation can be aborted if the writers are kept in the freeze state for
longer than 60 seconds or if the providers take longer than 10 seconds to commit the
shadow copy.
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9. The requester can retry the process (go back to step 1) or notify the administrator to
retry at a later time.

10. If the shadow copy is successfully created, the Volume Shadow Copy Service returns
the location information for the shadow copy to the requester. In some cases, the
shadow copy can be temporarily made available as a read-write volume so that VSS
and one or more applications can alter the contents of the shadow copy before the
shadow copy is finished. After VSS and the applications make their alterations, the
shadow copy is made read-only. This phase is called Auto-recovery, and it is used to

undo any file-system or application transactions on the shadow copy volume that
were not completed before the shadow copy was created.

How the Provider Creates a Shadow Copy

A hardware or software shadow copy provider uses one of the following methods for

creating a shadow copy:

Complete copy This method makes a complete copy (called a "full copy" or "clone") of

the original volume at a given point in time. This copy is read-only.

Copy-on-write This method does not copy the original volume. Instead, it makes a
differential copy by copying all changes (completed write /O requests) that are made to
the volume after a given point in time.

Redirect-on-write This method does not copy the original volume, and it does not make
any changes to the original volume after a given point in time. Instead, it makes a
differential copy by redirecting all changes to a different volume.

Complete copy

A complete copy is usually created by making a "split mirror" as follows:
1. The original volume and the shadow copy volume are a mirrored volume set.

2. The shadow copy volume is separated from the original volume. This breaks the

mirror connection.

After the mirror connection is broken, the original volume and the shadow copy volume are

independent. The original volume continues to accept all changes (write 1/O requests),
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while the shadow copy volume remains an exact read-only copy of the original data at the
time of the break.

Copy-on-write method

In the copy-on-write method, when a change to the original volume occurs (but before the
write 1/0 request is completed), each block to be modified is read and then written to the
volume's shadow copy storage area (also called its "diff area"). The shadow copy storage
area can be on the same volume or a different volume. This preserves a copy of the data

block on the original volume before the change overwrites it.

. Expand table

Time Source data (status and data) Shadow copy (status and data)

TO Original data: 12345 No copy: —

T1 Data changed in cache: 3 to 3' Shadow copy created (differences only): 3

T2 Original data overwritten: 123'4 5 Differences and index stored on shadow copy: 3

Table 1 The copy-on-write method of creating shadow copies

The copy-on-write method is a quick method for creating a shadow copy, because it copies
only data that is changed. The copied blocks in the diff area can be combined with the
changed data on the original volume to restore the volume to its state before any of the
changes were made. If there are many changes, the copy-on-write method can become

expensive.

Redirect-on-write method

In the redirect-on-write method, whenever the original volume receives a change (write 1/0
request), the change is not applied to the original volume. Instead, the change is written to

another volume's shadow copy storage area.

(> Expand table

Time Source data (status and data) Shadow copy (status and data)

TO Original data: 12345 No copy: —
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Time Source data (status and data) Shadow copy (status and data)
T1 Data changed in cache: 3 to 3' Shadow copy created (differences only): 3'
T2 Original data unchanged: 12345 Differences and index stored on shadow copy: 3'

Table 2 The redirect-on-write method of creating shadow copies

Like the copy-on-write method, the redirect-on-write method is a quick method for
creating a shadow copy, because it copies only changes to the data. The copied blocks in
the diff area can be combined with the unchanged data on the original volume to create a
complete, up-to-date copy of the data. If there are many read 1/O requests, the redirect-

on-write method can become expensive.

Shadow Copy Providers

There are two types of shadow copy providers: hardware-based providers and software-
based providers. There is also a system provider, which is a software provider that is built in

to the Windows operating system.

Hardware-based providers

Hardware-based shadow copy providers act as an interface between the Volume Shadow
Copy Service and the hardware level by working in conjunction with a hardware storage
adapter or controller. The work of creating and maintaining the shadow copy is performed
by the storage array.

Hardware providers always take the shadow copy of an entire LUN, but the Volume Shadow
Copy Service only exposes the shadow copy of the volume or volumes that were requested.

A hardware-based shadow copy provider makes use of the Volume Shadow Copy Service
functionality that defines the point in time, allows data synchronization, manages the
shadow copy, and provides a common interface with backup applications. However, the
Volume Shadow Copy Service does not specify the underlying mechanism by which the
hardware-based provider produces and maintains shadow copies.

Software-based providers
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Software-based shadow copy providers typically intercept and process read and write 1/0

requests in a software layer between the file system and the volume manager software.

These providers are implemented as a user-mode DLL component and at least one kernel-
mode device driver, typically a storage filter driver. Unlike hardware-based providers,
software-based providers create shadow copies at the software level, not the hardware

level.

A software-based shadow copy provider must maintain a "point-in-time" view of a volume
by having access to a data set that can be used to re-create volume status before the
shadow copy creation time. An example is the copy-on-write technique of the system
provider. However, the Volume Shadow Copy Service places no restrictions on what

technique the software-based providers use to create and maintain shadow copies.

A software provider is applicable to a wider range of storage platforms than a hardware-
based provider, and it should work with basic disks or logical volumes equally well. (A
logical volume is a volume that is created by combining free space from two or more
disks.) In contrast to hardware shadow copies, software providers consume operating

system resources to maintain the shadow copy.

For more information about basic disks, see What Are Basic Disks and Volumes?.

System provider

One shadow copy provider, the system provider, is supplied in the Windows operating
system. Although a default provider is supplied in Windows, other vendors are free to
supply implementations that are optimized for their storage hardware and software

applications.

To maintain the "point-in-time" view of a volume that is contained in a shadow copy, the
system provider uses a copy-on-write technique. Copies of the blocks on volume that have
been modified since the beginning of the shadow copy creation are stored in a shadow
copy storage area.

The system provider can expose the production volume, which can be written to and read
from normally. When the shadow copy is needed, it logically applies the differences to data
on the production volume to expose the complete shadow copy.

For the system provider, the shadow copy storage area must be on an NTFS volume. The
volume to be shadow copied does not need to be an NTFS volume, but at least one
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volume mounted on the system must be an NTFS volume.

The component files that make up the system provider are swprv.dll and volsnap.sys.

In-Box VSS Writers

The Windows operating system includes a set of VSS writers that are responsible for

enumerating the data that is required by various Windows features.

For more information about these writers, see In-Box VSS Writers.

How Shadow Copies Are Used

In addition to backing up application data and system state information, shadow copies

can be used for a number of purposes, including the following:
e Restoring LUNs (LUN resynchronization and LUN swapping)
e Restoring individual files (Shadow Copies for Shared Folders)

e Data mining by using transportable shadow copies

Restoring LUNs (LUN resynchronization and LUN
swapping)

In Windows Server 2008 R2 and Windows 7, VSS requesters can use a hardware shadow
copy provider feature called LUN resynchronization (or "LUN resync”). This is a fast-
recovery scheme that allows an application administrator to restore data from a shadow
copy to the original LUN or to a new LUN.

The shadow copy can be a full clone or a differential shadow copy. In either case, at the
end of the resync operation, the destination LUN will have the same contents as the
shadow copy LUN. During the resync operation, the array performs a block-level copy from

the shadow copy to the destination LUN.

(O Note

The shadow copy must be a transportable hardware shadow copy.
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Most arrays allow production I/O operations to resume shortly after the resync operation
begins. While the resync operation is in progress, read requests are redirected to the
shadow copy LUN, and write requests to the destination LUN. This allows arrays to recover

very large data sets and resume normal operations in several seconds.

LUN resynchronization is different from LUN swapping. A LUN swap is a fast recovery
scenario that VSS has supported since Windows Server 2003 SP1. In a LUN swap, the
shadow copy is imported and then converted into a read-write volume. The conversion is
an irreversible operation, and the volume and underlying LUN cannot be controlled with
the VSS APIs after that. The following list describes how LUN resynchronization compares
with LUN swapping:

e In LUN resynchronization, the shadow copy is not altered, so it can be used several
times. In LUN swapping, the shadow copy can be used only once for a recovery. For
the most safety-conscious administrators, this is important. When LUN
resynchronization is used, the requester can retry the entire restore operation if
something goes wrong the first time.

e At the end of a LUN swap, the shadow copy LUN is used for production I/O requests.
For this reason, the shadow copy LUN must use the same quality of storage as the
original production LUN to ensure that performance is not impacted after the
recovery operation. If LUN resynchronization is used instead, the hardware provider
can maintain the shadow copy on storage that is less expensive than production-

quality storage.

e |f the destination LUN is unusable and needs to be recreated, LUN swapping may be

more economical because it doesn't require a destination LUN.

/A Warning

All of the operations listed are LUN-level operations. If you attempt to recover a
specific volume by using LUN resynchronization, you are unwittingly going to revert all
the other volumes that are sharing the LUN.

Restoring individual files (Shadow Copies for Shared
Folders)
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Shadow Copies for Shared Folders uses the Volume Shadow Copy Service to provide point-
in-time copies of files that are located on a shared network resource, such as a file server.
With Shadow Copies for Shared Folders, users can quickly recover deleted or changed files
that are stored on the network. Because they can do so without administrator assistance,
Shadow Copies for Shared Folders can increase productivity and reduce administrative

costs.

For more information about Shadow Copies for Shared Folders, see Shadow Copies for
Shared Folders (https://go.microsoft.com/fwlink/?Linkld=180898 ') on TechNet.

Data mining by using transportable shadow copies

With a hardware provider that is designed for use with the Volume Shadow Copy Service,
you can create transportable shadow copies that can be imported onto servers within the
same subsystem (for example, a SAN). These shadow copies can be used to seed a
production or test installation with read-only data for data mining.

With the Volume Shadow Copy Service and a storage array with a hardware provider that is
designed for use with the Volume Shadow Copy Service, it is possible to create a shadow
copy of the source data volume on one server, and then import the shadow copy onto
another server (or back to the same server). This process is accomplished in a few minutes,
regardless of the size of the data. The transport process is accomplished through a series of
steps that use a shadow copy requester (a storage-management application) that supports

transportable shadow copies.

To transport a shadow copy

1. Create a transportable shadow copy of the source data on a server.

2. Import the shadow copy to a server that is connected to the SAN (you can import to a

different server or the same server).

3. The data is now ready to be used.
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Figure 3 Shadow copy creation and transport between two servers

O Note

A transportable shadow copy that is created on Windows Server 2003 cannot be
imported onto a server that is running Windows Server 2008 or Windows Server 2008
R2. A transportable shadow copy that was created on Windows Server 2008 or

Windows Server 2008 R2 cannot be imported onto a server that is running Windows
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Server 2003. However, a shadow copy that is created on Windows Server 2008 can be

imported onto a server that is running Windows Server 2008 R2 and vice versa.

Shadow copies are read-only. If you want to convert a shadow copy to a read/write LUN,
you can use a Virtual Disk Service-based storage-management application (including some
requesters) in addition to the Volume Shadow Copy Service. By using this application, you
can remove the shadow copy from Volume Shadow Copy Service management and convert
it to a read/write LUN.

Volume Shadow Copy Service transport is an advanced solution on computers running
Windows Server 2003 Enterprise Edition, Windows Server 2003 Datacenter Edition,
Windows Server 2008, or Windows Server 2008 R2. It works only if there is a hardware
provider on the storage array. Shadow copy transport can be used for a number of

purposes, including tape backups, data mining, and testing.

Frequently Asked Questions

This FAQ answers questions about Volume Shadow Copy Service (VSS) for system
administrators. For information about VSS application programming interfaces, see Volume
Shadow Copy Service (https://go.microsoft.com/fwlink/?Linkld=180899 &) in the Windows
Developer Center Library.

When was Volume Shadow Copy Service introduced? On
which Windows operating system versions is it available?

VSS was introduced in Windows XP. It is available on Windows XP, Windows Server 2003,
Windows Vista®, Windows Server 2008, Windows 7, and Windows Server 2008 R2.

What is the difference between a shadow copy and a
backup?

In the case of a hard disk drive backup, the shadow copy created is also the backup. Data
can be copied off the shadow copy for a restore or the shadow copy can be used for a fast

recovery scenario—for example, LUN resynchronization or LUN swapping.

When data is copied from the shadow copy to tape or other removable media, the content

that is stored on the media constitutes the backup. The shadow copy itself can be deleted
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after the data is copied from it.

What is the largest size volume that Volume Shadow Copy
Service supports?

Volume Shadow Copy Service supports a volume size of up to 64 TB.

| made a backup on Windows Server 2008. Can | restore it
on Windows Server 2008 R2?

It depends on the backup software that you used. Most backup programs support this

scenario for data but not for system state backups.

Shadow copies that are created on either of these versions of Windows can be used on the

other.

| made a backup on Windows Server 2003. Can | restore it
on Windows Server 2008?

It depends on the backup software you used. If you create a shadow copy on Windows
Server 2003, you cannot use it on Windows Server 2008. Also, if you create a shadow copy

on Windows Server 2008, you cannot restore it on Windows Server 2003.

How can | disable VSS?

It is possible to disable the Volume Shadow Copy Service by using the Microsoft
Management Console. However, you should not do this. Disabling VSS adversely affects
any software you use that depends on it, such as System Restore and Windows Server
Backup.

For more information, see the following Microsoft TechNet Web sites:
e System Restore (https://go.microsoft.com/fwlink/?LinkID=157113 &)

e Windows Server Backup (https://go.microsoft.com/fwlink/?LinkID=180891 ')

Can | exclude files from a shadow copy to save space?
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VSS is designed to create shadow copies of entire volumes. Temporary files, such as paging

files, are automatically omitted from shadow copies to save space.

To exclude specific files from shadow copies, use the following registry key:

FilesNotToSnapshot.

O Note

The FilesNotToSnapshot registry key is intended to be used only by applications.

Users who attempt to use it will encounter limitations such as the following:

¢ |t cannot delete files from a shadow copy that was created on a Windows Server

by using the Previous Versions feature.
e |t cannot delete files from shadow copies for shared folders.

e |t can delete files from a shadow copy that was created by using the Diskshadow
utility, but it cannot delete files from a shadow copy that was created by using

the Vssadmin utility.

e Files are deleted from a shadow copy on a best-effort basis. This means that they

are not guaranteed to be deleted.

For more information, see Excluding Files from Shadow Copies
(https://go.microsoft.com/fwlink/?Linkld=180904 ') on MSDN.

My non-Microsoft backup program failed with a VSS error.
What can | do?

Check the product support section of the Web site of the company that created the backup
program. There may be a product update that you can download and install to fix the
problem. If not, contact the company's product support department.

System administrators can use the VSS troubleshooting information on the following
Microsoft TechNet Library Web site to gather diagnostic information about VSS-related
issues.
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For more information, see Volume Shadow Copy Service (https://go.microsoft.com/fwlink/?
Linkld=180905 ') on TechNet.

What is the "diff area"?

The shadow copy storage area (or "diff area”) is the location where the data for the shadow

copy that is created by the system software provider is stored.

Where is the diff area located?

The diff area can be located on any local volume. However, it must be located on an NTFS
volume that has enough space to store it.

How is the diff area location determined?

The following criteria are evaluated, in this order, to determine the diff area location:
¢ If a volume already has an existing shadow copy, that location is used.

e If there is a preconfigured manual association between the original volume and the

shadow copy volume location, then that location is used.

e If the previous two criteria do not provide a location, the shadow copy service
chooses a location based on available free space. If more than one volume is being
shadow copied, the shadow copy service creates a list of possible snapshot locations
based on the size of free space, in descending order. The number of locations

provided is equal to the number of volumes being shadow copied.

¢ |f the volume being shadow copied is one of the possible locations, then a local
association is created. Otherwise an association with the volume with the most

available space is created.

Can VSS create shadow copies of non-NTFS volumes?

Yes. However, persistent shadow copies can be made only for NTFS volumes. In addition, at

least one volume mounted on the system must be an NTFS volume.
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What's the maximum number of shadow copies | can
create at one time?

The maximum number of shadow copied volumes in a single shadow copy set is 64. Note

that this is not the same as the number of shadow copies.

What's the maximum number of software shadow copies
created by the system provider that | can maintain for a
volume?

The max number is of software shadow copies for each volume is 512. However, by default
you can only maintain 64 shadow copies that are used by the Shadow Copies of Shared
Folders feature. To change the limit for the Shadow Copies of Shared Folders feature, use

the following registry key: MaxShadowCopies.

How can | control the space that is used for shadow copy
storage space?

Type the vssadmin resize shadowstorage command.

For more information, see Vssadmin resize shadowstorage
(https://go.microsoft.com/fwlink/?Linkld=180906 ') on TechNet.

What happens when | run out of space?

Shadow copies for the volume are deleted, beginning with the oldest shadow copy.

Volume Shadow Copy Service Tools

The Windows operating system provides the following tools for working with VSS:
e DiskShadow (https://go.microsoft.com/fwlink/?Linkld=180907 &)

e VssAdmin (https://go.microsoft.com/fwlink/?Linkld=84008 ')

DiskShadow
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DiskShadow is a VSS requester that you can use to manage all the hardware and software
snapshots that you can have on a system. DiskShadow includes commands such as the
following:

e list: Lists VSS writers, VSS providers, and shadow copies

e create: Creates a new shadow copy

e import: Imports a transportable shadow copy

e expose: Exposes a persistent shadow copy (as a drive letter, for example)
e revert: Reverts a volume back to a specified shadow copy

This tool is intended for use by IT professionals, but developers might also find it useful
when testing a VSS writer or VSS provider.

DiskShadow is available only on Windows Server operating systems. It is not available on

Windows client operating systems.

VssAdmin

VssAdmin is used to create, delete, and list information about shadow copies. It can also be

used to resize the shadow copy storage area ("diff area").
VssAdmin includes commands such as the following:

e create shadow: Creates a new shadow copy

delete shadows: Deletes shadow copies

list providers: Lists all registered VSS providers

list writers: Lists all subscribed VSS writers

resize shadowstorage: Changes the maximum size of the shadow copy storage area

VssAdmin can only be used to administer shadow copies that are created by the system

software provider.

VssAdmin is available on Windows client and Windows Server operating system versions.

Volume Shadow Copy Service Registry Ke}_/f_ 2006
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The following registry keys are available for use with VSS:
e VssAccessControl
e MaxShadowCopies

e MinDiffAreaFileSize

VssAccessControl

This key is used to specify which users have access to shadow copies.
For more information, see the following entries on the MSDN Web site:

e Security Considerations for Writers (https://go.microsoft.com/fwlink/?
Linkld=157739 ")

e Security Considerations for Requesters (https://go.microsoft.com/fwlink/?
Linkld=180908 ')

MaxShadowCopies

This key specifies the maximum number of client-accessible shadow copies that can be
stored on each volume of the computer. Client-accessible shadow copies are used by
Shadow Copies for Shared Folders.

For more information, see the following entry on the MSDN Web site:

MaxShadowCopies under Registry Keys for Backup and Restore
(https://go.microsoft.com/fwlink/?Linkld=180909 £")

MinDiffAreaFileSize

This key specifies the minimum initial size, in MB, of the shadow copy storage area.
For more information, see the following entry on the MSDN Web site:

MinDiffAreaFileSize under Registry Keys for Backup and Restore
(https://go.microsoft.com/fwlink/?Linkld=180910")

Supported Operating System Versions
Ex. 2006
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The following table lists the minimum supported operating system versions for VSS

features.

VSS feature

LUN resynchronization

FilesNotToSnapshot registry key

Transportable shadow copies

Hardware shadow copies

Previous versions of Windows Server

Fast recovery using LUN swap

Multiple imports of hardware shadow copies

> Expand table

Note

This is the ability to import a shadow copy more
than once. Only one import operation can be
performed at a time.

Shadow Copies for Shared Folders

Transportable auto-recovered shadow copies

Minimum
supported client
None supported

Windows Vista

None supported

None supported

Windows Vista

None supported

None supported

None supported

None supported

https://learn.microsoft.com/en-us/windows-server/storage/file-server/volume-shadow-copy-service

. Expand table

Minimum
supported server

Windows
Server 2008 R2

Windows
Server 2008

Windows
Server 2003 with
SP1

Windows
Server 2003

Windows
Server 2003

Windows
Server 2003 with
SP1

Windows
Server 2008

Windows
Server 2003

Windows
Server 2008
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VSS feature Minimum Minimum
supported client supported server

Concurrent backup sessions (up to 64) Windows XP Windows
Server 2003
Single restore session concurrent with backups Windows Vista Windows
Server 2003 with
SP2
Up to 8 restore sessions concurrent with backups Windows 7 Windows

Server 2003 R2

Additional References

Volume Shadow Copy Service in Windows Developer Center
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Backing up and restoring critical business data can be very complex due to the following
issues:

e The data usually needs to be backed up while the applications that produce the data
are still running. This means that some of the data files might be open or they might
be in an inconsistent state.

o If the data set is large, it can be difficult to back up all of it at one time.

Correctly performing backup and restore operations requires close coordination between
the backup applications, the line-of-business applications that are being backed up, and
the storage management hardware and software. The Volume Shadow Copy Service (VSS),
which was introduced in Windows Server® 2003, facilitates the conversation between these
components to allow them to work better together. When all the components support VSS,

you can use them to back up your application data without taking the applications offline.

VSS coordinates the actions that are required to create a consistent shadow copy (also
known as a snapshot or a point-in-time copy) of the data that is to be backed up. The
shadow copy can be used as-is, or it can be used in scenarios such as the following:

e You want to back up application data and system state information, including

archiving data to another hard disk drive, to tape, or to other removable media.
e You are data mining.
e You are performing disk-to-disk backups.

e You need a fast recovery from data loss by restoring data to the original Logical Unit
Number (LUN) or to an entirely new LUN that replaces an original LUN that failed.

Windows features and applications that use VSS include the following:
e Windows Server Backup (https://go.microsoft.com/fwlink/?Linkld=180891 ')

https://learn.microsoft.com/en-us/windows-server/storage/file-server/volume-shadow-copy-service 1/21
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e Shadow Copies of Shared Folders (https://go.microsoft.com/fwlink/?Linkld=142874 ')

e System Center Data Protection Manager® (https://go.microsoft.com/fwlink/?
Linkld=180892 ')

e System Restore @ (https://support.microsoft.com/windows/use-system-restore-
abae3ed9-07c4-fd56-45ee-096777ecd14e )

How Volume Shadow Copy Service Works

A complete VSS solution requires all of the following basic parts:

VSS service Part of the Windows operating system that ensures the other components

can communicate with each other properly and work together.

VSS requester The software that requests the actual creation of shadow copies (or other
high-level operations like importing or deleting them). Typically, this is the backup
application. The Windows Server Backup utility and the System Center Data Protection
Manager application are VSS requesters. Non-Microsoft® VSS requesters include nearly all

backup software that runs on Windows.

VSS writer The component that guarantees we have a consistent data set to back up. This
is typically provided as part of a line-of-business application, such as SQL Server® or
Exchange Server. VSS writers for various Windows components, such as the registry, are
included with the Windows operating system. Non-Microsoft VSS writers are included with

many applications for Windows that need to guarantee data consistency during back up.

VSS provider The component that creates and maintains the shadow copies. This can
occur in the software or in the hardware. The Windows operating system includes a VSS
provider that uses copy-on-write. If you use a storage area network (SAN), it is important
that you install the VSS hardware provider for the SAN, if one is provided. A hardware
provider offloads the task of creating and maintaining a shadow copy from the host

operating system.

The following diagram illustrates how the VSS service coordinates with requesters, writers,

and providers to create a shadow copy of a volume.
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Figure 1 Architectural diagram of Volume Shadow Copy Service

How a Shadow Copy Is Created

This section puts the various roles of the requester, writer, and provider into context by
listing the steps that need to be taken to create a shadow copy. The following diagram

shows how the Volume Shadow Copy Service controls the overall coordination of the

requester, writer, and provider.
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Figure 2 Shadow copy creation process
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To create a shadow copy, the requester, writer, and provider perform the following actions:

1

. The requester asks the Volume Shadow Copy Service to enumerate the writers, gather

the writer metadata, and prepare for shadow copy creation.

. Each writer creates an XML description of the components and data stores that need

to be backed up and provides it to the Volume Shadow Copy Service. The writer also
defines a restore method, which is used for all components. The Volume Shadow
Copy Service provides the writer's description to the requester, which selects the
components that will be backed up.

. The Volume Shadow Copy Service notifies all the writers to prepare their data for

making a shadow copy.

. Each writer prepares the data as appropriate, such as completing all open

transactions, rolling transaction logs, and flushing caches. When the data is ready to
be shadow-copied, the writer notifies the Volume Shadow Copy Service.

. The Volume Shadow Copy Service tells the writers to temporarily freeze application

write 1/0 requests (read 1/0O requests are still possible) for the few seconds that are
required to create the shadow copy of the volume or volumes. The application freeze
is not allowed to take longer than 60 seconds. The Volume Shadow Copy Service
flushes the file system buffers and then freezes the file system, which ensures that the
file system metadata is recorded correctly and the data to be shadow-copied is
written in a consistent order.

. The Volume Shadow Copy Service tells the provider to create the shadow copy. The

shadow copy creation period lasts no more than 10 seconds, during which all write

I/O requests to the file system remain frozen.

. The Volume Shadow Copy Service releases file system write 1/0 requests.

. VSS tells the writers to thaw application write /O requests. At this point applications

are free to resume writing data to the disk that is being shadow-copied.

(O Note

The shadow copy creation can be aborted if the writers are kept in the freeze state for

longer than 60 seconds or if the providers take longer than 10 seconds to commit the

shadow copy.
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9. The requester can retry the process (go back to step 1) or notify the administrator to
retry at a later time.

10. If the shadow copy is successfully created, the Volume Shadow Copy Service returns
the location information for the shadow copy to the requester. In some cases, the
shadow copy can be temporarily made available as a read-write volume so that VSS
and one or more applications can alter the contents of the shadow copy before the
shadow copy is finished. After VSS and the applications make their alterations, the
shadow copy is made read-only. This phase is called Auto-recovery, and it is used to
undo any file-system or application transactions on the shadow copy volume that
were not completed before the shadow copy was created.

How the Provider Creates a Shadow Copy

A hardware or software shadow copy provider uses one of the following methods for
creating a shadow copy:

Complete copy This method makes a complete copy (called a "full copy" or "clone") of

the original volume at a given point in time. This copy is read-only.

Copy-on-write This method does not copy the original volume. Instead, it makes a
differential copy by copying all changes (completed write I/O requests) that are made to

the volume after a given point in time.

Redirect-on-write This method does not copy the original volume, and it does not make
any changes to the original volume after a given point in time. Instead, it makes a
differential copy by redirecting all changes to a different volume.

Complete copy

A complete copy is usually created by making a "split mirror" as follows:
1. The original volume and the shadow copy volume are a mirrored volume set.

2. The shadow copy volume is separated from the original volume. This breaks the

mirror connection.

After the mirror connection is broken, the original volume and the shadow copy volume are

independent. The original volume continues to accept all changes (write I/O requests),
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while the shadow copy volume remains an exact read-only copy of the original data at the
time of the break.

Copy-on-write method

In the copy-on-write method, when a change to the original volume occurs (but before the
write /O request is completed), each block to be modified is read and then written to the
volume's shadow copy storage area (also called its "diff area”). The shadow copy storage
area can be on the same volume or a different volume. This preserves a copy of the data

block on the original volume before the change overwrites it.

¢ Expand table

Time Source data (status and data) Shadow copy (status and data)

T0 Original data: 12345 No copy: —

T1 Data changed in cache: 3 to 3' Shadow copy created (differences only): 3

T2 Original data overwritten: 12 3'45 Differences and index stored on shadow copy: 3

Table 1 The copy-on-write method of creating shadow copies

The copy-on-write method is a quick method for creating a shadow copy, because it copies
only data that is changed. The copied blocks in the diff area can be combined with the
changed data on the original volume to restore the volume to its state before any of the
changes were made. If there are many changes, the copy-on-write method can become

expensive.

Redirect-on-write method

In the redirect-on-write method, whenever the original volume receives a change (write I/O
request), the change is not applied to the original volume. Instead, the change is written to

another volume's shadow copy storage area.

> Expand table

Time Source data (status and data) Shadow copy (status and data)

T0 Original data: 12345 No copy: —
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Time Source data (status and data) Shadow copy (status and data)
T1 Data changed in cache: 3 to 3' Shadow copy created (differences only): 3'
T2 Original data unchanged: 12345 Differences and index stored on shadow copy: 3'

Table 2 The redirect-on-write method of creating shadow copies

Like the copy-on-write method, the redirect-on-write method is a quick method for
creating a shadow copy, because it copies only changes to the data. The copied blocks in
the diff area can be combined with the unchanged data on the original volume to create a
complete, up-to-date copy of the data. If there are many read 1/0O requests, the redirect-

on-write method can become expensive.

Shadow Copy Providers

There are two types of shadow copy providers: hardware-based providers and software-
based providers. There is also a system provider, which is a software provider that is built in

to the Windows operating system.

Hardware-based providers

Hardware-based shadow copy providers act as an interface between the Volume Shadow
Copy Service and the hardware level by working in conjunction with a hardware storage
adapter or controller. The work of creating and maintaining the shadow copy is performed
by the storage array.

Hardware providers always take the shadow copy of an entire LUN, but the Volume Shadow
Copy Service only exposes the shadow copy of the volume or volumes that were requested.

A hardware-based shadow copy provider makes use of the Volume Shadow Copy Service
functionality that defines the point in time, allows data synchronization, manages the
shadow copy, and provides a common interface with backup applications. However, the
Volume Shadow Copy Service does not specify the underlying mechanism by which the
hardware-based provider produces and maintains shadow copies.

Software-based providers
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Software-based shadow copy providers typically intercept and process read and write 1/0

requests in a software layer between the file system and the volume manager software.

These providers are implemented as a user-mode DLL component and at least one kernel-
mode device driver, typically a storage filter driver. Unlike hardware-based providers,
software-based providers create shadow copies at the software level, not the hardware

level.

A software-based shadow copy provider must maintain a "point-in-time" view of a volume
by having access to a data set that can be used to re-create volume status before the
shadow copy creation time. An example is the copy-on-write technique of the system
provider. However, the Volume Shadow Copy Service places no restrictions on what

technique the software-based providers use to create and maintain shadow copies.

A software provider is applicable to a wider range of storage platforms than a hardware-
based provider, and it should work with basic disks or logical volumes equally well. (A
logical volume is a volume that is created by combining free space from two or more
disks.) In contrast to hardware shadow copies, software providers consume operating

system resources to maintain the shadow copy.

For more information about basic disks, see What Are Basic Disks and Volumes?.

System provider

One shadow copy provider, the system provider, is supplied in the Windows operating
system. Although a default provider is supplied in Windows, other vendors are free to
supply implementations that are optimized for their storage hardware and software

applications.

To maintain the "point-in-time" view of a volume that is contained in a shadow copy, the
system provider uses a copy-on-write technique. Copies of the blocks on volume that have
been modified since the beginning of the shadow copy creation are stored in a shadow
copy storage area.

The system provider can expose the production volume, which can be written to and read
from normally. When the shadow copy is needed, it logically applies the differences to data
on the production volume to expose the complete shadow copy.

For the system provider, the shadow copy storage area must be on an NTFS volume. The
volume to be shadow copied does not need to be an NTFS volume, but at least one
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volume mounted on the system must be an NTFS volume.

The component files that make up the system provider are swprv.dll and volsnap.sys.

In-Box VSS Writers

The Windows operating system includes a set of VSS writers that are responsible for

enumerating the data that is required by various Windows features.

For more information about these writers, see In-Box VSS Writers.

How Shadow Copies Are Used

In addition to backing up application data and system state information, shadow copies

can be used for a number of purposes, including the following:
e Restoring LUNs (LUN resynchronization and LUN swapping)
e Restoring individual files (Shadow Copies for Shared Folders)

e Data mining by using transportable shadow copies

Restoring LUNs (LUN resynchronization and LUN
swapping)

In Windows Server 2008 R2 and Windows 7, VSS requesters can use a hardware shadow
copy provider feature called LUN resynchronization (or "LUN resync”). This is a fast-

recovery scheme that allows an application administrator to restore data from a shadow
copy to the original LUN or to a new LUN.

The shadow copy can be a full clone or a differential shadow copy. In either case, at the
end of the resync operation, the destination LUN will have the same contents as the
shadow copy LUN. During the resync operation, the array performs a block-level copy from

the shadow copy to the destination LUN.

O Note

The shadow copy must be a transportable hardware shadow copy.
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Most arrays allow production I/O operations to resume shortly after the resync operation
begins. While the resync operation is in progress, read requests are redirected to the
shadow copy LUN, and write requests to the destination LUN. This allows arrays to recover

very large data sets and resume normal operations in several seconds.

LUN resynchronization is different from LUN swapping. A LUN swap is a fast recovery
scenario that VSS has supported since Windows Server 2003 SP1. In a LUN swap, the
shadow copy is imported and then converted into a read-write volume. The conversion is
an irreversible operation, and the volume and underlying LUN cannot be controlled with
the VSS APIs after that. The following list describes how LUN resynchronization compares
with LUN swapping:

e In LUN resynchronization, the shadow copy is not altered, so it can be used several
times. In LUN swapping, the shadow copy can be used only once for a recovery. For
the most safety-conscious administrators, this is important. When LUN
resynchronization is used, the requester can retry the entire restore operation if
something goes wrong the first time.

e At the end of a LUN swap, the shadow copy LUN is used for production 1/0O requests.
For this reason, the shadow copy LUN must use the same quality of storage as the
original production LUN to ensure that performance is not impacted after the
recovery operation. If LUN resynchronization is used instead, the hardware provider
can maintain the shadow copy on storage that is less expensive than production-

quality storage.

¢ |f the destination LUN is unusable and needs to be recreated, LUN swapping may be

more economical because it doesn't require a destination LUN.

/A Warning

All of the operations listed are LUN-level operations. If you attempt to recover a
specific volume by using LUN resynchronization, you are unwittingly going to revert all
the other volumes that are sharing the LUN.

Restoring individual files (Shadow Copies for Shared
Folders)
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Shadow Copies for Shared Folders uses the Volume Shadow Copy Service to provide point-
in-time copies of files that are located on a shared network resource, such as a file server.
With Shadow Copies for Shared Folders, users can quickly recover deleted or changed files
that are stored on the network. Because they can do so without administrator assistance,
Shadow Copies for Shared Folders can increase productivity and reduce administrative

costs.

For more information about Shadow Copies for Shared Folders, see Shadow Copies for
Shared Folders (https://go.microsoft.com/fwlink/?Linkld=180898 &') on TechNet.

Data mining by using transportable shadow copies

With a hardware provider that is designed for use with the Volume Shadow Copy Service,
you can create transportable shadow copies that can be imported onto servers within the
same subsystem (for example, a SAN). These shadow copies can be used to seed a

production or test installation with read-only data for data mining.

With the Volume Shadow Copy Service and a storage array with a hardware provider that is
designed for use with the Volume Shadow Copy Service, it is possible to create a shadow
copy of the source data volume on one server, and then import the shadow copy onto
another server (or back to the same server). This process is accomplished in a few minutes,
regardless of the size of the data. The transport process is accomplished through a series of
steps that use a shadow copy requester (a storage-management application) that supports

transportable shadow copies.

To transport a shadow copy

1. Create a transportable shadow copy of the source data on a server.

2. Import the shadow copy to a server that is connected to the SAN (you can import to a

different server or the same server).

3. The data is now ready to be used.
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Figure 3 Shadow copy creation and transport between two servers

® Note

A transportable shadow copy that is created on Windows Server 2003 cannot be
imported onto a server that is running Windows Server 2008 or Windows Server 2008
R2. A transportable shadow copy that was created on Windows Server 2008 or

Windows Server 2008 R2 cannot be imported onto a server that is running Windows

https://learn.microsoft.com/en-us/windows-server/storage/file-server/volume-shadow-copy-service

12/21

1.12





4/23/24, 5:27 AM Volume Shadow Copy Service | Microsoft Learn
Server 2003. However, a shadow copy that is created on Windows Server 2008 can be

imported onto a server that is running Windows Server 2008 R2 and vice versa.

Shadow copies are read-only. If you want to convert a shadow copy to a read/write LUN,
you can use a Virtual Disk Service-based storage-management application (including some
requesters) in addition to the Volume Shadow Copy Service. By using this application, you
can remove the shadow copy from Volume Shadow Copy Service management and convert
it to a read/write LUN.

Volume Shadow Copy Service transport is an advanced solution on computers running
Windows Server 2003 Enterprise Edition, Windows Server 2003 Datacenter Edition,
Windows Server 2008, or Windows Server 2008 R2. It works only if there is a hardware
provider on the storage array. Shadow copy transport can be used for a number of

purposes, including tape backups, data mining, and testing.

Frequently Asked Questions

This FAQ answers questions about Volume Shadow Copy Service (VSS) for system
administrators. For information about VSS application programming interfaces, see Volume
Shadow Copy Service (https://go.microsoft.com/fwlink/?Linkld=180899 ') in the Windows
Developer Center Library.

When was Volume Shadow Copy Service introduced? On
which Windows operating system versions is it available?

VSS was introduced in Windows XP. It is available on Windows XP, Windows Server 2003,
Windows Vista®, Windows Server 2008, Windows 7, and Windows Server 2008 R2.

What is the difference between a shadow copy and a
backup?

In the case of a hard disk drive backup, the shadow copy created is also the backup. Data
can be copied off the shadow copy for a restore or the shadow copy can be used for a fast

recovery scenario—for example, LUN resynchronization or LUN swapping.

When data is copied from the shadow copy to tape or other removable media, the content

that is stored on the media constitutes the backup. The shadow copy itself can be deleted
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after the data is copied from it.

What is the largest size volume that Volume Shadow Copy
Service supports?

Volume Shadow Copy Service supports a volume size of up to 64 TB.

| made a backup on Windows Server 2008. Can | restore it
on Windows Server 2008 R2?

It depends on the backup software that you used. Most backup programs support this

scenario for data but not for system state backups.

Shadow copies that are created on either of these versions of Windows can be used on the

other.

| made a backup on Windows Server 2003. Can | restore it
on Windows Server 2008?

It depends on the backup software you used. If you create a shadow copy on Windows
Server 2003, you cannot use it on Windows Server 2008. Also, if you create a shadow copy

on Windows Server 2008, you cannot restore it on Windows Server 2003.

How can | disable VSS?

It is possible to disable the Volume Shadow Copy Service by using the Microsoft
Management Console. However, you should not do this. Disabling VSS adversely affects
any software you use that depends on it, such as System Restore and Windows Server
Backup.

For more information, see the following Microsoft TechNet Web sites:
e System Restore (https://go.microsoft.com/fwlink/?LinkID=157113t")

e Windows Server Backup (https://go.microsoft.com/fwlink/?LinkID=180891 £')

Can | exclude files from a shadow copy to save space?
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VSS is designed to create shadow copies of entire volumes. Temporary files, such as paging

files, are automatically omitted from shadow copies to save space.

To exclude specific files from shadow copies, use the following registry key:

FilesNotToSnapshot.

(O Note

The FilesNotToSnapshot registry key is intended to be used only by applications.

Users who attempt to use it will encounter limitations such as the following:

e It cannot delete files from a shadow copy that was created on a Windows Server

by using the Previous Versions feature.
e It cannot delete files from shadow copies for shared folders.

¢ It can delete files from a shadow copy that was created by using the Diskshadow
utility, but it cannot delete files from a shadow copy that was created by using

the Vssadmin utility.

e Files are deleted from a shadow copy on a best-effort basis. This means that they

are not guaranteed to be deleted.

For more information, see Excluding Files from Shadow Copies
(https://go.microsoft.com/fwlink/?Linkld=180904 ') on MSDN.

My non-Microsoft backup program failed with a VSS error.
What can | do?

Check the product support section of the Web site of the company that created the backup
program. There may be a product update that you can download and install to fix the
problem. If not, contact the company's product support department.

System administrators can use the VSS troubleshooting information on the following
Microsoft TechNet Library Web site to gather diagnostic information about VSS-related

issues.
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For more information, see Volume Shadow Copy Service (https://go.microsoft.com/fwlink/?
Linkld=180905 ') on TechNet.

What is the "diff area"?

The shadow copy storage area (or "diff area") is the location where the data for the shadow

copy that is created by the system software provider is stored.

Where is the diff area located?

The diff area can be located on any local volume. However, it must be located on an NTFS
volume that has enough space to store it.

How is the diff area location determined?

The following criteria are evaluated, in this order, to determine the diff area location:
¢ If a volume already has an existing shadow copy, that location is used.

e If there is a preconfigured manual association between the original volume and the

shadow copy volume location, then that location is used.

e |If the previous two criteria do not provide a location, the shadow copy service
chooses a location based on available free space. If more than one volume is being
shadow copied, the shadow copy service creates a list of possible snapshot locations
based on the size of free space, in descending order. The number of locations

provided is equal to the number of volumes being shadow copied.

¢ If the volume being shadow copied is one of the possible locations, then a local
association is created. Otherwise an association with the volume with the most

available space is created.

Can VSS create shadow copies of non-NTFS volumes?

Yes. However, persistent shadow copies can be made only for NTFS volumes. In addition, at

least one volume mounted on the system must be an NTFS volume.
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What's the maximum number of shadow copies | can
create at one time?

The maximum number of shadow copied volumes in a single shadow copy set is 64. Note

that this is not the same as the number of shadow copies.

What's the maximum number of software shadow copies
created by the system provider that | can maintain for a
volume?

The max number is of software shadow copies for each volume is 512. However, by default
you can only maintain 64 shadow copies that are used by the Shadow Copies of Shared
Folders feature. To change the limit for the Shadow Copies of Shared Folders feature, use
the following registry key: MaxShadowCopies.

How can | control the space that is used for shadow copy
storage space?

Type the vssadmin resize shadowstorage command.

For more information, see Vssadmin resize shadowstorage
(https://go.microsoft.com/fwlink/?Linkld=180906 ') on TechNet.

What happens when | run out of space?

Shadow copies for the volume are deleted, beginning with the oldest shadow copy.

Volume Shadow Copy Service Tools

The Windows operating system provides the following tools for working with VSS:
e DiskShadow (https://go.microsoft.com/fwlink/?Linkld=180907 ')

e VssAdmin (https://go.microsoft.com/fwlink/?Linkld=84008 ')

DiskShadow
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DiskShadow is a VSS requester that you can use to manage all the hardware and software
snapshots that you can have on a system. DiskShadow includes commands such as the
following:

e list: Lists VSS writers, VSS providers, and shadow copies

create: Creates a new shadow copy

import: Imports a transportable shadow copy

expose: Exposes a persistent shadow copy (as a drive letter, for example)

revert: Reverts a volume back to a specified shadow copy

This tool is intended for use by IT professionals, but developers might also find it useful
when testing a VSS writer or VSS provider.

DiskShadow is available only on Windows Server operating systems. It is not available on

Windows client operating systems.

VssAdmin

VssAdmin is used to create, delete, and list information about shadow copies. It can also be

used to resize the shadow copy storage area ("diff area").
VssAdmin includes commands such as the following:

e create shadow: Creates a new shadow copy

delete shadows: Deletes shadow copies

list providers: Lists all registered VSS providers

list writers: Lists all subscribed VSS writers

resize shadowstorage: Changes the maximum size of the shadow copy storage area

VssAdmin can only be used to administer shadow copies that are created by the system

software provider.

VssAdmin is available on Windows client and Windows Server operating system versions.

Volume Shadow Copy Service Registry Keys
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The following registry keys are available for use with VSS:
e VssAccessControl
e MaxShadowCopies

e MinDiffAreaFileSize

VssAccessControl

This key is used to specify which users have access to shadow copies.
For more information, see the following entries on the MSDN Web site:

e Security Considerations for Writers (https://go.microsoft.com/fwlink/?
Linkld=157739 )

e Security Considerations for Requesters (https://go.microsoft.com/fwlink/?
Linkld=180908 ')

MaxShadowCopies

This key specifies the maximum number of client-accessible shadow copies that can be
stored on each volume of the computer. Client-accessible shadow copies are used by

Shadow Copies for Shared Folders.
For more information, see the following entry on the MSDN Web site:

MaxShadowCopies under Registry Keys for Backup and Restore
(https://go.microsoft.com/fwlink/?Linkld=180909 ')

MinDiffAreaFileSize

This key specifies the minimum initial size, in MB, of the shadow copy storage area.
For more information, see the following entry on the MSDN Web site:

MinDiffAreaFileSize under Registry Keys for Backup and Restore
(https://go.microsoft.com/fwlink/?Linkld=180910")

Supported Operating System Versions
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The following table lists the minimum supported operating system versions for VSS

features.

VSS feature

LUN resynchronization

FilesNotToSnapshot registry key

Transportable shadow copies

Hardware shadow copies

Previous versions of Windows Server

Fast recovery using LUN swap

Multiple imports of hardware shadow copies

. Expand table

Note

This is the ability to import a shadow copy more
than once. Only one import operation can be
performed at a time.

Shadow Copies for Shared Folders

Transportable auto-recovered shadow copies

Minimum
supported client
None supported

Windows Vista

None supported

None supported

Windows Vista

None supported

None supported

None supported

None supported
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> Expand table

Minimum

supported server

Windows
Server 2008 R2

Windows
Server 2008

Windows
Server 2003 with
SP1

Windows
Server 2003

Windows
Server 2003

Windows
Server 2003 with
SP1

Windows
Server 2008

Windows
Server 2003

Windows
Server 2008
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VSS feature Minimum
supported client

Concurrent backup sessions (up to 64) Windows XP
Single restore session concurrent with backups Windows Vista
Up to 8 restore sessions concurrent with backups Windows 7

Additional References

Volume Shadow Copy Service in Windows Developer Center
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Minimum
supported server

Windows
Server 2003

Windows
Server 2003 with
SpP2

Windows
Server 2003 R2
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