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Electronic Acknowledgement Receipt

EFS ID: 24288723
Application Number: 14072184
International Application Number:
Confirmation Number: 7558

Title of Invention:

SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES

AND SYSTEMS
First Named Inventor/Applicant Name: Yu Fang
Customer Number: 21186

Filer:

Dorian Cartwright

Filer Authorized By:

Attorney Docket Number:

2831.006US6

Receipt Date: 08-DEC-2015
Filing Date: 05-NOV-2013
Time Stamp: 01:59:09

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document . .. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
FOR-106C4 f_att 159976
1 Power of Attorney ) —power_of_attorne no 1
y.pdf
2ac5ec7fa35668b5218cb6d61288025017b)|
7146c
Warnings:

Information:
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Total Files Size (in bytes)4 159976

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
ingicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) apers. Each additional paper, such as an assignment or formal drawing, must
Eave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission

21186 7590 11/16/2015 I hereby certify that this Fee(s) Transmiltal is being deposited with the United
SCHWEGMAN LUNDBERG & WOESSNER, P.A. States Postal Service with sufficient postage for first class mail in an envelo)
P.O. BOX 2938 addressed to the Mail Stop ISSUE FEE address above, or being facsimile

g transmitted to the USPTO (571) 273-2885, on the date indicated below.
MINNEAPOLIS, MN 55402 -
Diana Johnson (Depositor's name)
/Diana Johnson/ (Signature)
12/02/2015 (Date)
APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO.
14/072,184 11/05/2013 Yu Fang 2831.006US6 7558

TITLE OF INVENTION: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

[ apeLN.TYEE ENTITY STATUS | ISSUEFEEDUE | PUBLICATION FEEDUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $960 $0 $0 $960 02/16/2016
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
ALMEIDA, DEVIN E 2492 726-012000

1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). (I) The names of up to 3 registered patent attorneys 1__Schwegman Lundber

[ Change of correspondence address (or Change of Correspondence or agents OR, alternatively,

Address form PTO/SB/122) attached. (2) The name of a single firm (having as a membera 2 & Woessner, P.A.

(X "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to

PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3

Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)
PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.
(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
Fortinet, Inc. Sunnyvale, CA

Please check the appropriate assignee category or categories (will not be printed on the patent) : () Individual @ Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ 1ssue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) d Payment by credit card. Form PTO-2038 is attached.
1 Advance Order - # of Copies X The director is hereby authorized to charge the required fee(s), any deficiency, or credits any
overpayment, to Deposit Account Number 9-('1 743 (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

| Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/I5SA and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

[l Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.
W Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CER 1.4 for signature requirements and certifications.

Authorized Signature ’/W p‘ WW Date __12/2/2015

Typed or printed name __Jagis D. Hallenbeck Registration No. _ 63,561

Page 2 of 3

PTOL-85 Part B (10-13) Approved for use through 10/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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S/N 14/072.184 PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Yu Fang et al. Examiner: Devin Almeida

Serial No.:  14/072,184 Group Art Unit: 2432

Filed: November 5, 2013 Docket No.: 2831.006US6
Customer No.: 21186 Confirmation No.: 7558

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION

DEVICES AND SYSTEMS

COMMUNICATION RE: FEE ADDRESS

Mail Stop Issue Fee
Commissioner for Patents
P.0.Box 1450

Alexandria, VA 22313-1450

In response to the Notice of Allowance and Issue Fee Due, please record the Fee Address

under the provisions of 37 CFR 1.363 as the following:

Customer Number 21186

Please direct any inquiries to the undersigned attorney at (612) 373-6938.

Respectfully submitted,

SCHWEGMAN LUNDBERG & WOESSNER, P.A.
P.O. Box 2938

Minneapolis, MN 55402

(612) 373-6938

Date _ 12/2/2015 By /@W % 73/ 2blens ¢c/é/

Jamg D. Hallenbeck
JDH:CMG:dmj Reg. No. 63,561
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Electronic Patent Application Fee Transmittal

Application Number:

14072184

Filing Date:

05-Nov-2013

Title of Invention:

SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES
AND SYSTEMS

First Named Inventor/Applicant Name:

Yu Fang

Filer:

Susan Yee/Diana Johnson

Attorney Docket Number:

2831.006US6

Filed as Large Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Sullaj-s'l'lt))(tsa)l in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

Utility Appl Issue Fee 1501 1 960 960
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Description Fee Code Quantity Amount Sut;l’;(t:)l in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 960
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Electronic Acknowledgement Receipt
EFS ID: 24237532
Application Number: 14072184
International Application Number:
Confirmation Number: 7558
Title of Invention: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES
‘ AND SYSTEMS
First Named Inventor/Applicant Name: Yu Fang
Customer Number: 21186
Filer: Susan Yee/Diana Johnson
Filer Authorized By: Susan Yee
Attorney Docket Number: 2831.006US6
Receipt Date: 02-DEC-2015
Filing Date: 05-NOV-2013
Time Stamp: 11:53:01
Application Type: Utility under 35 USC 111(a)
Payment information:
Submitted with Payment yes
Payment Type Deposit Account
Payment was successfully received in RAM $960
RAM confirmation Number 10588
Deposit Account 190743
Authorized User HALLENBECK, JAMES
The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)
Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)

Page 11 of 352 Netskope Exhibit 1003



Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:
Document L. . File Size(Bytes Multi Pages
Document Description File Name ( y V . . 9
Number Message Digest | Part/.zip| (ifappl.)
287788
1 2831006US6IssuefeeSigned.pdf yes 3
6be613acfcad5e87814407882ee07e5d49a
dOela
Multipart Description/PDF files in .zip description
Document Description Start End
Transmittal Letter 1 1
Issue Fee Payment (PTO-85B) 2 2
Miscellaneous Incoming Letter 3 3
Warnings:
Information:
30600
2 Fee Worksheet (SB06) fee-info.pdf no 2
2d592f2440329b0d8715515cbaf5c97322a
3314e
Warnings:
Information:
Total Files Size (in bytes); 318388

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s):  Yu Fang et al.

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND
SYSTEMS

Docket No.: 2831.006US6 Serial No.: 14/072,184

Filed: November 5, 2013 Due Date: February 16, 2016

Examiner: Devin Almeida Group Art Unit: 2432

Customer No.: 21186 Confirmation No.: 7558

Notice of Allowance Date:  November 16, 2015

Mail Stop Issue Fee
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

We are transmitting herewith the following:

X Authorization to charge Deposit 19-0743 in the amount of $960.00 to cover the Large Entity Issue Fee
Payment.

X Issue Fee Transmittal (Form PTOL-85).

X Communication Re: Fee Address (1 page).

Please charge any additional required fees or credit overpayment to Deposit Account No. 19-0743.

SCHWEGMAN LUNDBERG & WOESSNER. P.A. By / QW 2. W zc,é/

Customer No.: 21186 ﬂes D. Hallenbeck
JDH:CMG:dmj Reg. No. 63,561

CERTIFICATE UNDER 37 CFR 1.8: The undersigned hereby certifies that this correspondence is being filed using the USPTO's electronic filing
system EFS-Web, and is addressed to: Mail Stop Issue Fee, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 on this
2nd day of December ,2015.

Diana Johnson /Diana Johnson/
Name Signature
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
in(ficated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) apers. Each additional paper, such as an assignment or formal drawing, must
Eave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission

21186 7590 117162015 I hereby certify that this Fee(s) Transmittal is being deposited with the United
SCHWEGMAN LUNDBERG & WOESSNER, P.A. States Postal Service with sufficient postage for first class mail in an envelope
P.0O. BOX 2938 addressed to the Mail Stop ISSUE FEE address above, or being facsimile

S transmitted to the USPTO (571) 273-2885, on the date indicated below.

MINNEAPOLIS, MN 55402

(Depositor's name)

(Signature)
(Date)
APPLICATION NO. I FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
14/072,184 11/05/2013 Yu Fang 2831.006US6 7558
TITLE OF INVENTION: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS
| APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE I PUBLICATION FEE DUE I PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $960 $0 $0 $960 02/16/2016

| EXAMINER | ART UNIT | CLASS-SUBCLASS |
ALMEIDA, DEVIN E 2492 726-012000
1. Chang(;c ())f correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). 1

(1) The names of up to 3 registered patent attorneys
[ Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached.

(2) The name of a single firm (having as a member a 2

[ "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual [ Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) d Payment by credit card. Form PTO-2038 is attached.
[ Advance Order - # of Copies (1 The director is hereby authorized to charge the required fee(s), any deficiency, or credits any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

[l Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
W Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken

to be a notification of loss of entitlement to micro entity status.

W Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CER 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3
PTOL-85 Part B (10-13) Approved for use through 10/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and
Budget approval before requesting most types of information from the public. When OMB approves an agency
request to collect information from the public, OMB (i) provides a valid OMB Control Number and expiration
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the
agency to inform the public about the OMB Control Number’s legal significance in accordance with 5 CFR
1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to
respond to a collection of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination of
proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is required
by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's
responsibility to recommend improvements in records management practices and programs, under authority
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive.
Such disclosure shall not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the
record was filed in an application which became abandoned or in which the proceedings were terminated
and which application is referenced by either a published application, an application open to public
inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)

14/072,184 FANG ET AL,
. . A i AlA (First Inventor to
Notice of Allowability e DA o™t | File status

No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [X] This communication is responsive to RCE filed 6/3/2015.
Oa declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. [[] An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 1, 5-7, 11-13, 17 and 18. As a result of the allowed claim(s), you may be eligible to benefit from the Patent
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information,
please see hltp:/iwww Lsplo.govipatenis/init_events/pph/index.jsg or send an inquiry to PPHfeedback@uspio.qov .

4. [[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a)[J Al b)[JSome *c)[] None of the:
1. [ Cettified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: __

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
O including changes required by the attached Examiner's Amendment / Comment or in the Office action of

Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner’s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [ Notice of References Cited (PTO-892) 5. [J Examiner's Amendment/Comment

2. ] Information Disclosure Statements (PTO/SB/08), 6. [X] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date 6/3/2015

3. [ Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date .

/DEVIN ALMEIDA/ /Zachary A Davis/
Examiner, Art Unit 2492 Primary Examiner, Art Unit 2492

U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20151106
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Application/Control Number: 14/072,184 Page 2
Art Unit: 2492

Reasons for Allowance

The following is an examiner’s statement of reasons for allowance. The
references in IDS filed 6/3/2015 does not teach “wherein when network traffic is
determined to violate the at least one policy defining suspicious network traffic,
forwarding the network traffic to an analysis process that will perform analysis on
network traffic to determine whether the network traffic contains a threat desired to be
detected and, when the network traffic is determined to contain a threat desired to be
detected, the analysis process generates additional content detection data to detect the
threat in subsequently received network traffic; receive, via the network interface device,
the additional content detection data indirectly from the analysis process via an update
station; store the additional content detection data on the at least one memory device;
process subsequently received network traffic in view of the additional content detection
data” with the other limitations of the claim.

Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on
Statement of Reasons for Allowance.”

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Devin Almeida whose telephone number is 571-270-
1018. The examiner can normally be reached on Monday-Thursday from 7:30 A.M. to.
5:00 P.M. The examiner can also be reached on alternate Fridays from 7:30 A.M. to

4:00 P.M.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, Saleh Najjar, can be reached on 571-272-4006. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.
Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system.

/Devin Almeida/
Examiner, Art Unit 2432

/Zachary A Davis/
Primary Examiner, Art Unit 2492
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S/N 14/072,184 PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s):  Yu Fang et al. Examiner: Devin Almeida

Serial No.: 14/072,184 Group Art Unit: 2432

Filed: November 5, 2013 Docket No.: 2831.006US6
Customer No.: 21186 Confirmation No.: 7558

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION

DEVICES AND SYSTEMS

SUPPLEMENTAL AMENDMENT

MS RCE

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Prior to taking up this application for examination, please enter the following

amendments:
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SUPPLEMENTAL AMENDMENT Page 2
Serial Number:14/072,184 Dkt: 2831.006US6
Filing Date: November 5, 2013

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

IN THE CLAIMS

Please amend the claims as follows:

1. (Previously Presented) A network gateway device comprising:
at least one processor;
at least one memory device;
at least one network interface device;
content detection and configuration data stored on the at least one memory device; and
an instruction set, stored in the at least one memory device and executable by the at least
one processor to:

receive network traffic via the at least one network interface device;

process the received network traffic in view of the content detection and
configuration data stored in the at least one memory device to enforce policies defined at
least in part by the content detection and configuration data and including at least one
policy that defines a suspicious category of network traffic, the policy enforcement
performed to determine whether to allow the received network traffic to pass, the policy
enforcement including user identification, content identification, and at least one of
source verification and destination verification, wherein when network traffic is
determined to violate the at least one policy defining suspicious network traffic,
forwarding the network traffic to an analysis process that will perform analysis on
network traffic to determine whether the network traffic contains a threat desired to be
detected and, when the network traffic is determined to contain a threat desired to be
detected, the analysis process generates additional content detection data to detect the
threat in subsequently received network traffic;

receive, via the network interface device, the additional content detection data
indirectly from the analysis process via an update station;

store the additional content detection data on the at least one memory device;

process subsequently received network traffic in view of the additional content

detection data;
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SUPPLEMENTAL AMENDMENT Page 3
Serial Number:14/072,184 Dkt: 2831.006US6
Filing Date: November 5, 2013

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

block network traffic determined to violate at least one policy; and

allow network traffic to pass that does not violate a policy.

2-4. (Canceled)

5. (Previously Presented) The network gateway device of claim 1, wherein the analysis

process, to which the network traffic content is forwarded, executes on a computing device

distinct from the network gateway device.

6. (Currently Amended) The eontent-detectionsystem network gateway device of claim 5,

wherein the analysis process facilitates an analysis that includes receiving administrator input.
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Serial Number:14/072,184 Dkt: 2831.006US6
Filing Date: November 5, 2013

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

7. (Previously Presented) A method comprising:

receiving network traffic via at least one network interface device;

processing the received network traffic, by executing instructions on at least one
processor of a data network device, in view of content detection and configuration data stored on
at least one memory device to enforce policies defined at least in part by the content detection
and configuration data and including at least one policy that defines a suspicious category of
network traffic, the policy enforcement performed to determine whether to allow the received
network traffic to pass on a data network, the policy enforcement including user identification,
content identification, and at least one of source verification and destination verification;

when network traffic is determined to violate the at least one policy defining suspicious
network traffic, forwarding the network traffic to an analysis process that will perform analysis
on network traffic to determine whether the network traffic contains a threat desired to be
detected and, when the network traffic is determined to contain a threat desired to be detected,
the analysis process generates additional content detection data to detect the threat in
subsequently received network traffic,

receiving, via the at least one network interface device, the additional content detection
data indirectly from the analysis process via an update station;

storing the additional content detection data on the at least one memory device,

processing subsequently received network traffic in view of the additional content
detection data;

blocking network traffic determined to violate at least one policy; and

allowing network traffic to pass on the data network that does not violate a policy.
8-10. (Canceled)
11. (Previously Presented)  The method of claim 7, wherein the analysis process, to which the

network traffic content is forwarded, executes on a computing device distinct from the data

network device.
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Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

12. (Original) The method of claim 11, wherein the analysis process facilitates an analysis that

includes receiving administrator input.

13. (Previously Presented) A non-transitory computer-readable medium with instructions
stored thereon which when executed by at least one processor of a data network device, causes
the data network device to:

receive network traffic via at least one network interface device;

process the received network traffic in view of content detection and configuration data
stored on at least one memory device to enforce policies defined at least in part by the content
detection and configuration data and including at least one policy that defines a suspicious
category of network traffic, the policy enforcement performed to determine whether to allow the
received network traffic to pass on a data network, the policy enforcement including user
identification, content identification, and at least one of source verification and destination
verification;

when network traffic is determined to violate the at least one policy defining suspicious
network traffic, forward the network traffic to an analysis process that will perform analysis on
network traffic to determine whether the network traffic contains a threat desired to be detected
and, when the network traffic is determined to contain a threat desired to be detected, the analysis
process generates additional content detection data to detect the threat in subsequently received
network traffic;

receive, via the at least one network interface device, the additional content detection data
indirectly from the analysis process via an update station;

store the additional content detection data on the at least one memory device;

process subsequently received network traffic in view of the additional content detection
data;

block network traffic determined to violate at least one policy; and

allowing network traffic to pass on the data network that does not violate a policy.

14-16. (Canceled)
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Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

17. (Previously Presented)  The non-transitory computer-readable medium of claim 13,
wherein the analysis process, to which the network traffic content is forwarded, executes on a

computing device distinct from the data network device.

18. (Original) The non-transitory computer-readable medium of claim 17, wherein the analysis

process facilitates an analysis that includes receiving administrator input.
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S/N 14/072,184 PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Yu Fang et al. Examiner: Devin Almeida

Serial No.: 14/072,184 Group Art Unit: 2432

Filed: November 5, 2013 Docket: 2831.006US6

Customer No.: 21186 Confirmation No.: 7558

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION

DEVICES AND SYSTEMS

INFORMATION DISCLOSURE STATEMENT

MS Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

In compliance with the duty imposed by 37 C.F.R. § 1.56, and in accordance with 37
CF.R. §§ 1.97 er. seq., the enclosed materials are brought to the attention of the Examiner for
consideration in connection with the above-identified patent application. Applicant respectfully
requests that this Information Disclosure Statement be entered and the documents listed on the
attached PTO 1449 Form be considered by the Examiner and made of record. Pursuant to the
provisions of MPEP 609, Applicant requests that a copy of the PTO 1449 Form, initialed as
being considered by the Examiner, be returned to the Applicant with the next official
communication.

Pursuant to 37 C.F.R. § 1.97(b), it is believed that no fee or statement is required with the
Information Disclosure Statement. However, if an Office Action on the merits has been mailed
after filing of the application or after the filing of the most recent RCE, the Commissioner is
hereby authorized to charge the required fees to Deposit Account No. 19-0743 in order to have
this Information Disclosure Statement considered.

Pursuant to 37 C.F.R. § 1.98(a)(2), copies of cited U.S. Patents and Published
Applications, and Non-Published Applications identifiable by USPTO Serial Number, are no
longer required to be provided to the Office. Applicant acknowledges the requirement to submit
copies of foreign patent documents and non-patent literature in accordance with 37 CF.R §

1.98(a)(2).
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INFORMATION DISCLOSURE STATEMENT Page 2
Serial Number:14/072,184 Dkt: 2831.006US6
Filing Date: November 5, 2013

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

The Examiner is invited to contact the undersigned at the telephone number indicated if

there are any questions regarding this communication.

Respectfully submitted,

SCHWEGMAN LUNDBERG & WOESSNER, P A.
P.O. Box 2938

Minneapolis, MN 55402

(612) 373-6938

Jun 3, 2015 / \]a_n.es D. Havtenbeck /
Date By

James D. Hallenbeck
Reg. No. 63,561
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If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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AUTOMATED CATEGORIZATION OF INTERNET DATA

Background of the Invention
Field of the Invention

This invention relates to systems and methods for selectively blocking access to particular Internet websites
and pages. More specifically, embodiments of this invention relate to systems and methods for automatically

categorizing Internet sites and pages so that users can be blocked from accessing specific categories of information.

Description of the Related Art

The Internet is a global system of computers that are linked tegether so that the various computers can
communicate seamlessly with one énother. Internet users access server computers in order to download and display
informational pages. Once a server has been connected to the Internet, its informational pages can be displayed by
virtually anyone having access to the Internet.

The easy access and inexpensive cost of retrieving Internet pages has led to several problems for restricting
access to inappropriate information, such as pornography. Several solutions to this problem have been proposed,
including rating systems similar to that used for rating movies so that a parent or employer could restrict access to
Internet servers, or pages, that have a particular rating. Unfortunately, this mechanism requires each person running
an Internet server to voluntarily rate their site. Because of the free-wheeling nature of the Internet, this type of
voluntary rating scheme is unlikely to be very efficient for preventing access to sites, such as those containing
pornography, that most parents or businesses desire to biock.

In addition to a rating scheme, others have developed databases that contain the uniform resource locater
(URL) address of sites to be blocked. These databases are integrated into network computer systems and Internet
firewalls so that a person wishing access to the Internet first has their URL request matched against the database of
blocked sites. Any URL found in the database cannot be accessed by the user. One such system is described in U.S.
Patent No. 5,678,041 to Baker et al. Unfortunately, such systems rely on the database of accessed sites to be
complete. Because new servers are being added to the Internet on a daily basis, as well as current servers being
updated with new information, these databases do not provide a complete list of sites that should be blocked.

Thus, what is needed in the art is a system for restricting access to Internet sites in view of the constantly

changing content appearing on Internet servers. The present invention provides such a system.

Summary of the Invention
One embodiment of the invention is a computerized system for controlling access to Internet sites. This

embodiment includes: a first module that categorizes an Internet site into predefined subject-matter categories; a

second module that stores the address of the Internet site and its associated category to a database; and a third
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module that controls access to the Internet site, the third module comprising instructions that block access to the
Internet site if the Internet site is within a particular category.

Another embodiment of the invention includes a method for creating a database of categorized Internet
addresses. This embodiment provides a method of: retrieving a first Internet page; parsing the Internet page to
determine the lexical elements on the page; comparing the lexical elements to a table of category relevancies to
determine the relevance of each lexical element to a subject matter category; determining the subject matter category
of the Internet page based on the relevance of each lexical element to a category; and storing the address and subject
matter category of the Internet page to a database.

Yet another embodiment is a method of contralling access to an Internet site, that includes comprising:
categorizing a first Internet site into a predefined subject-matter category; storing the address of the Internet site and
its associated category to a database; capturing a user request to view the site; and determining whether the user has
permission to view the category of sites and, responsive to the determination, controlling access to the site.

Still another embodiment is a methad of controlling access to Internet sites. This embodiment includes a
method of: providing a training database, the training database comprising lexical elements and their relevance to
subject matter categories; determining the relevance of a plurality of Internet pages to subject matter categories;
storing the address of the plurality of Internet pages and their relevance to subject matter categories to a categorized
database; comparing the Internet address of pages requested by users with the categorized database to determine if

said users have permission to view the pages.

Brief Description of the Drawings

Figure 1 is a block diagram providing an overview of one embodiment of a system for blocking access to
Internat sites.

Figure 2 is a block diagram illustrating the categorization system found in Figure 1.

Figure 3 is a block diagram of the tables within the training database described in Figure 2.

Figure 4 is a flow diagram illustrating the process of a user requesting access to an Internet page.

Figure 5 is a flow diagram illustrating the “Analyze Word Content of Page” process found in Figure 4.

Figure 6 is a flow diagram illustrating the process of training data that is performed within the training
module of Figure 2.

Figure 7 is a flow diagram illustrating one embodiment of a process for retrieving pages performed by the

site/page retrieval module of Figure 2.

Detailed Description
Embodiments of the invention include systems and methods for automaticaily categorizing Internet pages to
create and update a database of categorized sites. This categorized database is then used within an Internet access

control system to control usei’s access to Internet sites within certain categories. For example, if the system
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described herein assigns a particular Internet page to a “Sports” category, users that are restricted from viewing
sports pages on the Internet will not be granted access to the requested site. In one embodiment, the system is
installed within an Internet Gateway computer that controls tratfic from the user to the Internet. Because the system
described herein becomes more accurate with each page that is scored, minimal user intervention is required to assign
pages to categories.

As will be described in detail below, embodiments of this system include a training database that is created
by analysis of lexical elements appearing on Internet sites that are strongly associated with a particular category. In
this context, a lexical element is a word or plurality of words that appear on the site under analysis. Examples of
lexical elements include individual words, word pairs, adjacent words, and triplets of words. Thus, in order to train a
“Sports” category, for example, a site for a football team would be fed into the system.

As a first step, each category, such as Sports, is trained to recognize words, words pairs and word
adjacencies that are particularly relevant to their category. As discussed herein, a word pair means any two words
that appear anywhere on a page. In contrast, a word adjacency is any two words that appear next to one another.
Thus, the word adjacency “footbali team” would be given a strong relevance score to the Sports category. However,
this same word adjacency would be given a low relevance score to the Internet Commerce category.

Once a training database has been created of word pairs and word adjacencies, along with their relevance
score for each predefined category, any new pages appearing on the Internet can then be analyzed based on the
relevance of word pairs/adjacencies appearing in the new pages. For example, a new Internet page having the word
adjacency "football team” would be scored highly for the Sports category, but have a low relevance to the Internet
Commerce category.

Moreover, by continuing to train each category with pages that have been confirmed to be within a particular
category, the system can become increasingly accurate. With each training session, the relevance scores of lexical
elements within each page are either increased to indicate a higher relevance to the category, or decreased to indicate
a lower relevance to the category.

By using an automated Internet site retrieval program, embodiments of the system provide a database of
categorized Internet sites and pages that is constantly updated with new Internet pages as they appear on the World

Wide Web. Thus, embodiments of the system provide an efficient system for scoring and categorizing Internet pages.

Overview of the Process
An embodiment of the automated categorization system, as described below, includes computer instructions
that, when run, evaluate the source page of an Internet site and categorize the given URL into one of several

categories. The system includes three equations that score for:

1. Single Word Relevance Example: In Category 2, “sex” = 4040.

2. Word Pair Relevance Example: In Category 2, “sex” and “porn” = 6005

3. Word Adjacency Relevance Example: In Category 2, “hardcore sex” = 8050
3
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In addition, in other embodiments, equations which score for multiple word assaciations, such as word pairs,
word adjacencies and combinations of higher degrees (triplet, quadruplets, etc.) can be implemented.

The categorization system is first trained by collecting a representative number of Internet sites that best
represent the various facets of a given category. These sites are run through a training algorithm that assigns a
relevance score to the words, word pairs and word adjacencies found in the Internet sites to the selected category.
The result of the training process is a composite of the Internet sites called a “category prototype.” The category
prototype is a collection of the single word, word pair, and word adjacency relevance scores.

Once a category prototype has been generated for each category, the words, word pairs and word
adjacencies from new Internet sites are tested against the category protatypes to determine if the new page should be
categorized within any particular category. For example, if the word “sex” occurs on a source page, the computer
checks the category prototype and retrieves a relevance score of 4040 for this word within Category 2 (Sex). If the
word pair, “sex, porn” occurs on a source page, the computer checks the category prototype and retrieves the score of
6005 within Category 2 (Sex) for the word pair “sex, porn”. This process is repeated for every word pair and word
adjacency on the retrieved page. These scores are then used to calculate a category rating for the retrieved page.

The category rating is used to evaluate the probability that a page should be placed in a given category. For
instance, if a URL ﬁas a category rating of 5000 within category two, then its associated probability of being within
that category might be .99. This means that if there were 100 sites, each with a category two rating of 5000, then
99 of thase sites belong in category two. In general, as the categary rating increases, the probability that the
correspoending site belongs to that category also increases. Consequently, it is possible to use this feature to establish
a cut-off point that maintains 99% accuracy (or any other accuracy).

One goal of the process is to obtain two cut-off points within each category: the alpha point and the beta
point. These two points create benchmarks against which decisions concerning a sites categorization can be made.
The alpha point is chosen to maintain a sorting accuracy of, for example, 99%. As is known, the sorting accuracy is
simply the computer’s ability to carrectly sort sites into a specific category. The Alpha point can be calculated for any

category by using the following equation:

Ap = M7 + 4(SD7),
where, Ap = alpha point, M7 = the average category rating of the incorrectly sorted sited within the
specific category, and SD7 = the standard deviation of the category rating for the incorrectly sorted sites within the
specific category. This ensures 99 percent sorting accuracy because we are calculating four standard deviations away
from the mean score, and should generalize to the Internet at large for the given category.
The beta point’s sorting accuracy will undoubtedly vary between categories. However, it may generally

maintain a sorting accuracy between the ranges of 75 to 85 percent. The beta point can be found using the equation:

Bp = M7 + 1(SD7),
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where, Bp = beta point, M7 = the average category rating of incorrectly sorted sites within the specific
category and SD7 = the standard deviation of the category rating for the incorrectly sorted sites within the specific
category. Sites that fall between the beta point and the alpha point will be placed into a Suggest Database to be
viewed by Web Analysts or technicians. It should be noted that each category will be assigned its own unique alpha
and beta points.

As discussed below, embodiments of the system include the one or more modules. These modules include
software instructions that are run on processors within the computer system. The modules can also include storages,
such as Random Access Memory (RAM), Read Only Memory (ROM), Electrically Erasable Programmable Read Only
Memory (EEPRbM), hard disks or other computer storage devices.

Figure 1 provides an overview of a system 10 for controlling access to particular sites on the Internet. As
shown, a plurality of workstations 12A-C are connected through a local area network 15 to an Internet gateway
system 20. The workstations 12A-C are preferably Intel Pentium class personal computers operating under the
Microsoft Windows Operating System. Of course, it should be realized that any conventional personal computer, such
as those manufactured by Apple, IBM, Compagq, Dell, Digital Equipment Corp. {DEC) or other system can be used in a
similar manner.

The local area network 15 is preferably an Ethernet 10baseT topology, but can be based on any well-known
networking protocol, including wireless networks, token ring networks and the like. The local area network 15
communicates with the Internet Gateway system 20 in order to provide the workstations 12 A-C with TCP/IP
communication to sites on the Internet 35. Such gateways are well known in the art and normally communicate
through routers or other data packet switching technology for translating Internet TCP/IP protacals into the proper
protocols for communicating across the local area network 15.

Within the Internet gateway system 20 is an Internet firewall module 24 that monitors data packets flowing
to and from the Internet 35. The firewall module 24 controls access between the workstations 12A-C and the
Internet so that unauthorized users cannot gain access to computer resources on the local area network 15. Thus, all
communication between the Internet and the network server 15 first passes through the firewall 24. Many firewall
software programs are available, such as Firewall-1 (Check Point software, Redwood City, California). However, it
should be realized that while the embodiment described in Figure 1 relies on a firewall to contro! access of data
packets between the Internet and the workstations 12A-C, other similar access control systems are available. For
example, tha Microsoft proxy server (Micrasoft Corp., Redwood City, WA), Netscape proxy server (Netscape Corp) and
the Open Server implementation of Cisco’s Pix Firewall (Cisco Corp.) are currently available and can be implemented in
place of the firewall 24.

Within the Internet gateway system 20, and communicating with the firewall 24 is a categarized site
management module 26 that includes instructions for analyzing Internet site requests from the workstations 12A.C
and then comparing those Internet site requests with a categorized site/page database 30. If the requested page is

found within the database 30, it will either be blocked or allowed depending on the access rights granted to the user
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within the management module 26. As illustrated, the categorized site management module 26 communicates with the
firewall 24 to control access to the Internet 35.

Alsa connected to the Internet 35 is a categorization system 40 that, as described below, categorizes
websites and pages in order to create the categorized site database 30. Once sites on the Internet have been
categorized by the categorization system 40, a database update system 42 thereafter routinely copies the updated
database from the categorization system 40 to the Internet gateway system 20. As can be imagined, the system can
include hundreds of gateway systems, each of which is updated regularly by the database update system 42 to
provide an updated database of blocked Internet sites. Moreover, the database update system 42 can preferably only
transfer portions of the database to the gateway system 20 so that the entire database does not need to be
transmitted.

Overall, Figure 1 illustrates one embodiment of a system for providing controlled access of workstation
computers to the Internet. Each request from a workstation for an Internet address {e.g.: page or site) is first
compared to a categarized database of Internet addresses. If the requested address is found within the categorized
database, a management module accesses a user permissions table to determine if the requesting user has rights to
view sites within the category that is associated with the requested page. If the user has access rights to view pages
within the category, the page request is sent to the Internet. However, if the user does not have any access rights,
the user is blocked from receiving the requested page from the Internet.

Referring to Figure 2, the categorization system 40 (Figure 1) is explained in more detail. As illustrated,
Internet pages 100A, B and Internet site 100C are retrieved by a site/page retrieval module 110. Within the site/page
retrieval module 110 are instructions for searching and retrieving Internet pages and sites from the Internet. One
exemplary method for retrieving such sites is illustrated below in Figure 7.

Once an Internet site or page has been retrieved by the retrieval module 110, it is forwarded to an analysis
module 120 in order to determine which category (or categories) is most strongly related to the retrieved site. The
process for analyzing an Internet page for its relevance to one or more categories is explained in more detail below in
Figure 5.

As illustrated, the analysis module 120 is linked to a copy of the categorized database 30’ and a training
database 125. The analysis module 120 calculates the relevance of the retrieved Internet page to each of the
predefined categories by analyzing the word pairs and word adjacencies within the page. In order to provide this
analysis, the training database 125, as explained below, includes category relevance scores for each word pair and
word adjacency that might be found on the page. Thus, by comparing the word pairs and word adjacencies within the
retrieved page to the scores for those word pairs and adjacencies within the training database, a total relevance score
far the page within each category can be determined. Once a page relevance scare has been calculated for the page in
each category, a determination is made whethe.r the relevance score for each category is high enough to warrant

assigning the retrieved score to any category.
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As discussed below, the determination ot whether to assign a retrieved page to a particular category is made
by comparing the page’s relevance score for a particular category with a predetermined alpha value. If the page
relevance score is higher than the alpha value for the category, the page is assigned to that category. If the score is
lower than the alpha value, but greater than a beta value, the page is forwarded to a manual scoring system wherein
technicians view the retrieved page and determine whether or not to include the page within the category. If the
relevance of the page for a category is below the beta value, the page address is stored to a database of analyzed
sites, and the system continues to score additional addresses.

The data within the training database 125 is created by providing training data 130 to a training module
135, as illustrated. The training data 130 includes Internet pages strongly associated with each category to be
trained. For example, in order to train a Sparts category, the training data might include the Internet address of a
sports franchise or other sports website. The training madule 135 then parses the word pairs and word adjacencies
for each page within the given sports site. Any unigue word pairs and word adjacencies, as described below, are then
assigned high relevance scores in the Sports category within the training database. Thus, similar words and word
pairs appearing an new pages will be given high relevance scores to the Sports category.

Referring to Figure 3, one embodiment of a training database 125 is illustrated. Within the training database
125 is a word identification table 200 that includes lists of words and a corresponding iD number for each word. This
table allows every word pair ar word adjacency referenced in the database te be represented by two numbers instead
of two words. Since, in general, the number of characters in the ID number is less than the number of characters in
the word itself, much less data storage space is required within the training database to store numerical
representations of each word instead of the word itself. In addition, well-known words, such as “the” and “and” can
be represented by single-digit numbers so that only one byte of data is taken to represent these common words.
However, as discussed below, such common words are normally discarded prior to scoring an Internet page so that the
lexical elements an each page will be more readily differentiated from every other Internet page. This provides a more
aflvantageous page scoring system.

In addition to the word identification table 200 is a category identification table 205 that provides a
category 1D number for each category within the system. The category identification table 205 also includes an alpha
and beta scare that provide the cut-off values for assigning a particular page to the selected category. For example, as
illustrated in Figure 3, the Sports category includes an alpha score of 820 and beta score of 810. If an Internet page is
found to have a page relevance score of greater than 920 for the Sports category, it will be assigned to the Sports
category. However, if the Internet page is found to have a page relevance score of between 810 and 920, it will be
flagged for manual follow-up by a technician to determine whether or not it belongs within the Sports category. if the
Internet page is found to have a page relevance score of below 810 for the Sports category, then it will not be flagged
as being related to the Sports category. By using these values, the system determines whether or not to assign a

particular page to one of the predefined categaries.

Page 81 of 352 Netskope Exhibit 1003



10

19

20

25

WO 01/55905 PCT/US00/02280

Also within the training database 125 is a word relevance table 210 that provides the relevance scores of
word pairs and word adjacencies with particular categories in the system. For example, the word “Cleveland” (ID No.
234) and the word “Browns” (ID No. 198) are illustrated with a word adjacency relevance score of 900 to category 1
(Sports). Because, in this illustration, the maximum relevance score is 1,000, the word adjacency “Cleveland Browns”
is very strongly associated with the Sports category. Thus, any Internet page having the words “Cleveland Browns”
adjacent one another will have their total page score raised in the Sports category due to the strong relevance of these
words to sports.

Note that the words “diamond” (ID No. 755} and “jewelry” (ID No. 1345} only have a relevance score of 290
within the Sports category. However, the word pair “diamond” and “jewelry” is illustrated with a relevance score of
940 in category 3 (Shopping). Thus, as illustrated, any page having both of these words will be more strongly
associated with the shopping category, and more weakly associated with the Sports category.

Referring to Figure 4, an overall process 300 of requesting access to an Internet page or site is illustrated.
The process 300 begins at a start state 302 and then moves to a state 306 wherein an Internet browser on a
workstation computer 12A-C requests an address on the Internet. Well-known browsers include Micrasoft Explorer
and Netscape Navigator. The browser request is normally made after a user has entered a desired URL into their
browser software.

The user’s request is then sent across the local area network 15 to the Internet Gateway system 20. The
process 300 then moves to a state 308 wherein the requested Internet address is matched against the categorized
database 30. it should be noted that the address can be a single page within an Internet site, or the default address of
the site (e.g.: www.campany.com).

A determination is then made at a decision state 310 whether an address match has been made with any
address stored in the categorized database. If no match was found within the categorized database 30, the requested
page is retrieved from the Internet at a state 312 and the process terminates at an end state 314.

However, if an address match between the requested address and the categorized database is found, the
process 300 moves to a decision state 315 wherein a determination is made whether the current user has restricted
access rights to specific categories of Internet pages. This determination can be made by reference to a list of
network users, and an associated permissions table for each category found within the categorized database. Thus, a
particular user may be restricted from access to all Sports and Pornography categories but not restricted from Internet

Commerce or Travel categories. An exemplary list of Internet categories is provided below in Table 1.
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Table 1
Listing of Categories

Category

Description

Abortion Advocacy

Abortion advocacy, pre or con.

Activist Groups

Organizations with a cause. This is a broad category that can include environmental
groups and any other activist group not covered under other categories. Note: No
special exceptions are made for Freedom of Speech activist sites.

Adult Entertainment

Full or partial nudity of individuals. This might include strip clubs, lingerie, adult-
oriented chat roems, erotica, sex toys, light adult humor and literature, escort
services, password-verification sites, prostitution, and so forth. Sexually explicit
language describing acts that would fit into this category are also categorized here.

AicoholiTobacco

Any site promoting, containing, or selling liquor or tobacco products, or their
accessories.

Alternative Journals

Online equivalents to supermarket tabloids, or non-mainstream periodicals. Note:
This category may contain materials that are sexual in nature.

Cult/New Age

Promoting or containing information on witchcraft, black arts, voodoo, spirituality,
horoscopes, alternative religions, cult, UFOs. All religions not covered under the
Religion category.

Drugs

Promotion of illegal drugs and/or drug culture information, or drug-related contraband.
Note: As legality of drugs varies by country, the drug laws of the United States are
used.

Entertainment

Sites promoting/containing information on movies, radio, television, books, theater,
sedentary hobbies, magazines {non-business related), music, pets, humorfjokes, and
sites containing downloadable software of an entertaining nature. Note: Computer
magazines containing technical information are not included in this category.

Gambling

Any site that promotes gambling or allows online gambling.

Games

Information about or advocacy of board games, electronic games, video games,
computer games, or on-line games. Includes both hardware and software.

Gay/Lesbian Lifestyles

Infarmation about gay and lesbian lifestyles that does not contain sexually explicit
images or text. Dating services and shopping sites that cater ta gay or leshian
customers.

Hacking Any site promoting questionable or illegal use of equipment and/or software to hack
passwords, create viruses, gain access to other computers, and so on. Does not
include security information sites.

liegal Promotion or information describing how to commit non-violent, illegal activity such
as drunk driving, mail fraud, picking locks, white or blue collar crime of a non-
technical nature. Note: U.S. laws are used as a guide.

Job Search Personal job/career search sites.

Militancy Any site promoting or containing information on militia operations, terrorist activity,
walr, riots, rebellion groups. Advocates of violence to overthrow governments.

Personals/Dating People meeting other people, personal ads, mail order brides. Sites combining

heterosexual and gay personals on the same site are included here. Dating and
personals sites that accommodate only gay and leshian lifestyles are categorized
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Category Description
. under Gay/Lesbian Lifestyles.

Politics Political advocacy of any type. Any site promoting or containing information on any
political party, pro or con. This includes all registered and otherwise officially
recognized political parties. Excludes all official government sites.

Racism/Hate Ethnic impropriety, hate speech, anti-Semitism, racial clubs/conflict.

Religion Religious advocacy, pro and con. Limited to: Atheism, Buddhism, Christianity,
Hinduism, Island, Judaism and Shintoism.

Sex 1 Heterosexual activity involving one or two persons, hard-core adult humor and
literature. Sexually explicit language describing acts that would fit into this category
are also categorized here.

Sex 2 Heterosexual acts involving more than two people, homosexual and bisexual acts,
orgies, swinging, bestiality, sadism/masochism, child pornegraphy, fetishes and
related hardcore adult humor and literature. Sexually explicit language describing
acts that would fit into this category are also categorized here.

Shopping Consumer-oriented online shopping. Includes real estate shopping. Excludes sites
that sell sex toys, weapons, alcohol, tobacco, vehicles and vehicle parts or travel
services. Note: The entire site is screened if the intent of the site is selling.

Sports Sports and sports-related recreation. Team or individual activities, indoor or outdoor,
with a physical component. For example, body building, hiking, camping, and football.

Tasteless Offensive or useless sites, grotesque depictions caused by “acts of God.”

Travel Sites promoting or containing information on travel, leisure, vacation spots,

transportation to vacation destinations.

Vehicles Any site promoting vehicles, including: cars, vans, trucks, boatsfwater craft, ATV's,
trains, planes and any other personal vehicles and vehicle parts. Vehicles within this
category do not carry weapons.

Violence Any site promoting or containing information on violent acts, murder, rape, violent
criminal activity, gangs, gross depictions caused by acts of man, excess profanity.

Weapons Any site promoting/containing information on guns, knives, missiles, bombs, or other
weapons.

Web Chat Chat sites via http protocol, chat rooms {non-IRC), forums and discussion groups.

Home pages devoted to IRC.

Once a determination has been made at the decision state 315 that the user has restricted categories, the
process 300 moves to a state 316 to determine which categories have been blocked for this particular user. This
determination is made by reference to permissions list associated with the user.

The process 300 then moves to a decision state 320 to determine whether the requested page is within any
of the restricted categories for this particular user. This determination is made by first determining the category of the
requested address from the categorized database, and then comparing that result with the restricted categories for the
user. If a determination is made that the requested page is not within one of the user's restricted categories, the

revised page is retrieved at a state 324 and the process terminates at the end state 314.
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If a determination is made at the decision state 320 that the requested page is within one of the user’s
restricted categories, the process 300 moves to a state 340 wherein access to the page is blocked. This hlocking can
occur by discarding the packet request from the user to the Internet, or simply closing the connection that was
requested by the Internet browser to the requested page. The process 300 then returns an appropriate page notifying
the user that their request has been denied. The process 300 then terminates at the end state 314,

Thus, Figure 4 provides an overview of one process for requesting and blocking access to particular Internet
addresses based on whether the requested page appears within the categorized database 30. Figure 5 provides a
method for creating the categorized database 30 by analyzing the content of word pairs and word adjacencies within
Internet pages. 4

Referring to Figure b, a process 328 of analyzing the word content of pages to determine their relevance to
particular categories is illustrated. The process 328 begins at a start state 400 and then moves to a state 402
wherein the first word in an Internet page is retrieved. As used herein, the term “word adjacency” includes words that
are directly adjacent one another. The term “word pair” includes any two waords that are located on the same Internet
page.

Once a first word from the page has been retrieved at the decision state 402, the process 328 moves to a
state 404 wherein the relevance of every word pair that contains the first word in the page is determined for each of
the defined categories. Thus, the first word and the third word in the page are determined, and that word pair is
compared against the word relevancy table 210 in the training database to determine its relevance score in each of the
listed categories. This relevance score is determined by reference to the word relevance table 210 (Figure 3) which
lists each word pair and its associated relevance to every category. In one emhodiment, the relevance score of a word
pair within a particular category varies from 0 to 1,000, with 1,000 being a word pair that is perfectly associated
with a category. Of course, various scaring systems can be developed that reflect the relevance of a particular word
pair to a category. It should also be understood that a maximum distance between any two words within a word pair
can be set. For example, the system may only analyze word pairs that are 10, 20, 30, 40 or more words apart, and
then move to begin analyzing the next word in on the page.

The determined word pair relevance scores are then stored to a memory for later manipulation. The first
word is then paired with the fifth word in the page to determine the new word pair’s relevance to each category. This
process is repeated for every possible two-word pair in the page that includes the first word.

The process 328 then moves to a state 405 wherein the relevance of the word adjacency of the first word
and the second word is calculated by matching these words to the word relevance table 210 in the training database
to determine their relevance to each category.

Once the relevance score for the retrieved word adjacency has been determined for every category, the
process 328 moves to a state 408 wherein the relevance scores determined at the state 404 for each of the word

pairs is added to the total page score for each category.
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Thus, if the word pair “Cleveland” and “Browns” returned a relevancy score of 300 from the word relevancy
‘tahle in the Sports category, the numerical value 900 would be added to the total page score for category 1 (Sports).
Thus, word pairs having higher relevance scores in a category will resuit in a higher overall page relevance score in the
current category for that page. Similarly, word pairs having lower relevance scores in a particular category will reduce
the overall page relevance score to that category.

Once the word pair relevancy scores for the page have been added to the total page relevance score, the
process 328 moves to a state 409 wherein the word adjacency relevancies that were determined at state 405 for
each category are added to the page relevance category scores for the current Internet page.

Now that the page scores for each category have been calculated, a determination is made at a decision
state 416 whether more words exist on the page to be analyzed. If a determinaticn is made that no more words are
available for analysis on the retrieved Internet page, the process 328 moves to a state 420 wherein the total page
relevance score for each category is normalized to take into account the fact that pages with more words will have
higher scores. For example, since page scores are determined by adding the relevancies of word pairs and word
adjacencies, a page with 500 words will have a substantially higher score in each category than a page with 100
words. Thus, for example, dividing the page relevance score within each category by the total number of words on the
page will normalize the page score so that pages of differing lengths will have approximately the same page score in
each category. [t should be noted that categories having higher average relevance scores for each word pair and word
adjacency will have a higher page score than those categories having word pairs with lower relevance scares.

Once a normalized page score has been determined in each category for the retrieved page, the process 328
moves to a decision state 422 to determine whether the page relevance score for the category is greater than the
alpha relevance score for that category. This determination is made by reference to the category ID table 205 in the
training database 125. If the page relevance score is not greater than the alpha score, the process 328 maves to a
decision state 424 to determine if the page relevance score is greater than the beta score for the category. If a
determination is made that the page relevance score is not greater than the beta score, the pracess 328 moves to a
state 426 wherein the retrieved site is stored to a table and flagged as having been analyzed, but not within any
category. The process 328 then terminates at an end state 430.

If a determination is made at th_e decision state 422 that the page relevance score is above the alpha score
for the category, the process 32B moves to a state 432 wherein the retrieved address is added to the categorized
database 30. It should be noted that the categorized database 30 includes not only the address of the Internet
addresses to bleck, but also the category that the Internet site is associated with so that a determination can be made
whether a user having particular permissions should be provided access to the site, even though it is categorized within
the database.

In an alternative embodiment, if a determination is made that the page score is greater than the alpha score
for the category, the system may run instructions that access the current page on the Internet. The instructions then

begin to score the hierarchical pages of the site while moving towards the main domain address
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{e.g..www.company.com). If a determination is made that any of higher nodes on the site are also above the alpha
score for the same category, those sites are also added to the database. This provides the system with a mechanism
for not only rating an individual page, but also the plurality of pages that appear below a specific node on an Internet
site,

In one embadiment, the number of words that are considered on any page is limited to a predetermined
number. For example, the system might be limited to only considering the first 100, 250, 500 or 1000 words on any
page. Any words that follow the predetermined number would not be considered.

If a determination is made at the decision state 424 that the page relevance score is greater than the beta
score, but lower than the alpha score, the process 328 moves 10 a state 434 wherein this address is flagged for
further analysis by a technician. The process then terminates at the end state 430.

If a determination is made at the decision state 416 that more words are left to be analyzed in the retrieved
page, the process 328 moves to a state 436 wherein the next word in the page is selected as the first word for each
word pair and word adjacency. In this manner, the system “walks” across the page by analyzing each word in the
page in conjunction with every other word. This provides a complete analysis of every possible word pair and word
adjacency in the page.

Through the process 328 illustrated in Figure 5, a newly retrieved Internet page is scored and associated
with one or more categories within the system. Each page that is found to have relevancy score within any category
that is greater than the alpha score for that category is added to the categorized database 30 for the categories that it
is associated with. In addition, any page that is found to have a relevancy score that is greater than the less stringent
beta score is flagged for analysis by a technician so that it can be manually added to the categorized database, if
necessary. Through this mechanism, new Internet pages are added to the system on a regular basis.

Referring to Figure 6, a process 500 for creating the word relevance table 210 within the training database
125 is described. The process 500 begins at a start state 502 and then moves to a state 504 wherein a first category
to train is selected. The category might be, for example, the Sperts category. The process 500 then maves to a state
508 wherein web pages that have been predetermined to be within the chosen category (e.g., sports) are retrieved.
Thus, because these pages are known te be within the category selected at state 504, the relevance of each word pair
and word adjacency within the chosen page can be assigned a high relevance to the current category.

Once web pages within the chosen category are retrieved, the process 500 moves to a state 510 wherein a
target page score is determined for the currently selected page. Normally, a page that is highly relevant to a particular
category is given a score of, for example, 1,000. However, it should be realized that any similar type of scoring scale
that is used to relate words to a category can similarly be implemented. Once the target page score is determined at
the state 510, the process 500 moves to a state 516 wherein the first page of the retrieved pages is selected for
analysis.

The number of words on the selected page is then counted at the state 520 and the process thereafter

moves to a state 526 wherein the number of unique word pairs are divided by the target page score {1000) so that if
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the word pairs were re-scored, the total page relevance score would be 1000. Similarly, the target page score (1000}

ss divided by the number of unique word adjacencies to result in a word adjacency score that, if added together, would

result in a page relevancy score of 1000 (extremely high relevance to the trained category). [t should be noted that
common words such as “a”, “the” and “and” are ignored to minimize processing time and increase the accuracy of the
scoring process. Moreover, computer language instructions and hypertext headers are also ignored in order to increase
the accuracy of scoring the pages.

The precess then moves to a state 530 wherein the current score for each word pair and word adjacency
(1000) is averaged with the same word pair and word adjacency scores already stored in the word relevance table.
Thus, if we are training the Sports category, and the word adjacency “Cleveland Browns” is found within the current
page, it might be assigned a word adjacency value of 105 in the Sports category. However, if the term “Cleveland
Browns” is already scored within the Sports category at a value of 89, the 105 value and the 85 value would be
averaged to normalize the word adjacency score to the Sports category. This system therefore allows words that are
used over and over within certain categories to be “up-trained” so that their relevance score with the chosen category
will go up as they appear on more pages that are scored. In addition, it should be understood that the system is
capable of parallel processing of a plurality of sites simultaneously.

The process 500 then moves to a state 534 wherein the alpha and beta scores for the categary being trained
are determined. The alpha score is the numerical score that, when exceeded, indicates that the selected page is clearly
within a category. The beta score is the numerical score that, when exceeded, indicates that the selected page may be
within a category. As discussed above, the alpha score is normally chosen so that 99% of the pages having that score
are within the chosen category. The beta score is nermally chosen so that 75-85% of the pages having that score are
within the chosen category. These scores are determined by analyzing the average score of the trained pages in the
category to determine cut-off values for new pages.

The word relevance scores are then saved to the word relevance table 210 in the training database 125 at a
state 536. A determination is then made at a decision state 540 whether more pages that need to be trained are
available. if no more pages are available, the process 500 terminates at an end state 544. [f a determination is made
that more pages do exist, the process 500 moves to a state 550 wherein the next page to be analyzed is selected. The
number of words are then counted on the page at the state 520 and the process continues as described above.

Through the process 500 described above, a word relevance table is developed which includes normalized
word relevances for every word pair and word adjacency that might be found in an Internet page. By analyzing new
pages and by adding together the relevances of each word within the page, an automated system is provided for
assigning a page relevance score for a particular page to each of the predetermined categories within the system.
Thus, once a particular category has been trained by analysis of a large number of pages, the system can rapidly

analyze new pages for their relevance to each of the predetermined categories.

14-

Page 88 of 352 Netskope Exhibit 1003



10

15

20

25

30

35

WO 01/55905 PCT/US00/02280

As described above in Figure 2, a page retrieval module 110 is utilized for retrieving new Internet pages and
s-ending them ta the analysis module 120 for scoring. Figure 7 provides an illustration of a process 600 for retrieving
pages from the Internet.

The pracess 600 begins at a start state 602 and then moves to a state 606 wherein the address of the first
site to categorize is determined by random access of an address from the categorized web database 30. Once an
address of a first site to categorize is determined at the state 606, the process 600 moves to a state 610 wherein the
first page of the Internet site is read. The process then moves to a state 612 wherein the page that has been read is
forwarded to the analysis module 120 so that the word pairs and word adjacencies on the page are analyzed for their
relevance to a predetermined category.

The process 600 then moves to a decision state 616 in order to determine whether more pages exist on the
current site to be analyzed. If no more pages exist on the current site, the process 600 moves to a decision state 620
to _determine whether any sites on the Internet reference the currently analyzed site. If no more sites reference the
current site, the process 600 terminates at an end state §24.

If more pages do exist to be analyzed at the decision state 616, the process 600 moves to a state 630
wherein the next page on the current site is read. The process then continues to state 612 wherein the new page is
sent to the analysis module 120. A

If a determination is made at the decision state 620 that there are sites that reference the current site, the
process 600 moves to a state 632 wherein the system points to the address of the first referenced site. The process

600 then returns to the state 610 in order to read the first page on the newly retrieved Internet site.

EXAMPLE 1
Normalizing Training Data

As discussed above, the source pages of different web sites have different numbers of words on them. This
can affect the werd pair and ward adjacency training process since Internet sites with fewer words en them can force
higher relevancies on word pairs and word adjacencies than sites with fewer words. For instance, consider two pages,
A and B, with 10 and 500 words pairs on their source pages respectively. Assuming each site has a current page
score (Sc} of O and a target page score (St} of 1000. The current training algorithm takes the form of the following

equation:

(E1} Wrn = Wre + 1,

where Wrna is the new word pair relevance and Wre is the current word pair relevance and / is the amount that the
each word pair relevance should be incremented such that if the page were immediately re-scored its score would equal

the target score. / can be found by taking the current score, subtracting it from the target score and dividing it by the

tatal number of word pairs (i) on the page. The equation is as follows:

-15-
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(E2) I = 1St - Sc)/ Wt

Finding the new word pair relevance requires adding the current relevance to the increment value. The new word pair

relevance equation then becomes:

(E3) Wrn = Wre + (St - Sc )/ Wt/

Using the equation above to calculate the word pair relevances for sites A and B we find:
(E4) WrnfA) - 0 + (1000 -0}/ 10]= 100 {nate: 1 = 100)
{ED) Wrn(B) = 0 + (1000 - 0//5?0/ =2 {note:1=2)

Interpreting these results, the 10 word pairs on site A would each have a relevance of 100 while the 500
word pairs on site B would each have a relevance of 2 to the chosen category after one round of training.

If these two sites were determined to be equally “qualified” to train a particular category, then logically they
should influence word pairs from other pages to a similar degree. However, at this point, this is not the case. Instead,
a site with 10 word pairs can influence the weight of words found up to as much as 5000% more than a site with 500
word pairs. Instead, a system that increments word pairs “evenly”, regardless of the number of words that occur on
the page is desired.

A method for normalizing the amount that each word pair is incremented is advantagecus. Using the results
from E4 and E5, the minimum and maximum amount that each word pair can be incremented is 100 and 2 respectively.
Since, we want the minimum relevance score and the maximum relevance score to approach each other, we can take
their average using the midpoint theorem:

Mp = (p1 + p2} 2, where Mp is midpoint, p1 is point 1, and p2 is point 2
We find that the midpoint between the min and max increment is:

(E6) Mp =[HA)+1(B}]/2

Using the values from E4 and Eb,

(E7) Mp =[100 +2]/2 = 102/2 =51

-16-
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Thus, determining the “adjustment constants” that should be used to adjust the relevance scores towards

the midpoint score for each site relies on the following twao equations:

{E8) I{A} * AdiCon(A) = Mp or AdiCon(A) = Mp / I{A}
(E9) I(B) * AdiCon(B) = Mp  or AdjCon(B) = Mp/I(B)

Substituting in,

(E10) AdjCon(A} = 51/ 100 = .51
{(E11) AdjCon(B) = 51/2 = 25.5

Therefore, with ten words, the increment should be multiplied by .51 to reach the midpoint value of 51.
Similarly, with 500 words, the increment value needs to be multiplied by 25.5 to reach the midpoint value of 51. This
logic can be used to formulate the training normalization constant, A¢. The equation for calculating N¢ is:

{E12) wt(X) * Nt = AdjCon(X) or Nt = AdjCon(X)/ Wt(X)

With' a min of 10 words {Wt/4) = 10)' and max of 500 words (Wt/B} = 500), the training normalization

constant is:
(E13) Nt = AdjCon(A}/ WtA) = .51/10 =.051
(E14) Nt = AdjCon(B)/ Wt(B) = 25.5/500 = .051

The training normalization constant with a range of words between 10 and 500 words is .051. The
importance of this constant can now be illustrated. The total score, Sa, for the pages in our example after one round

of training can be found using the equatioh:
(E15) Sn=Wet*Nt *(St- Sc] / Tp .
where Tp is the total number of possibilities of word combinations.
It should be noted that the total number of possibilities is dependent upon such things as groupings and the
manner in which the words are cycled through. For example, if the page has 100 words, we can take groups of 10

words and cycle through them in increments of 5. Taking such things into account the equation for 72 becomes:

Tp=(WYWi-1)*(Wg)! /[(Wg-Hk!(K!]

A17-
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Where k is the k-set: k =1 for single words, k = 2 for word pairs, k = 3 for word triplets, etc. Wg is word
groupings, Wt is word total, and W/ is word increment (or cycling). In the examples in discussed below, Wt is equal
to 7p. While this simplifies the examples provided herein, it is not necessarily the case when k > 1.

In the special case where Wt = Tp, the amount that the relevance scare for each word will be raised is:

{E18) Nt *(St- Sc) or 051 * (St - S¢c)

This is a simplified example, but illustrates the basic principles of normalizing word scores in the training
process. Note that for k > 1 {or anything other than single word counts), Wt is not equal te Tp.

[t shouid also be appreciated that this normalization process can be used to not only train lexical elements to
be associated with a particular sites {up-train), it can also be used to train lexical elements to not be associated with a
particular site (down-train). During an up-training session, the word relevance scores of lexical elements on a page are
increased within the designated category to indicate that they are more strongly associated with the category.

During a down-training session, the word relevance scores of lexical elements on a page are reduced to
indicate that they are less strongly associated with a chosen category. Accordingly, it should be realized that to down
train a page, the normalization constant would be calculated to move the score of each page downward to, for
example, a score of 500. Thus, each lexical element on the page would be muitiplied by a normalization constant that
resulted in a lowered value for the page relevance score.

However, in either case, it is advantageous to normalize the amount that each word relevance score changes

so that a page with fewer lexical elements does not more greatly affect the word relevancies found on that page.

Example 2
Normalizing Internet Page Scering
If words, word pairs and word adjacencies are “trained up” by approximately the same value so that each
has a gradually greater relevance score, then how does that affect the page scoring process. Assume two sites A and
B. have 10 and 500 words on them respectively. Each has a score of O before one round of training and the target
score is 1000. Since we are dealing with single words, k = 1, then Wt = Tp. Using equation 16, we find that the

amount each word will be incremented is:

(E17) 051 * (St - Sc) = .051 * (1000 - 0) = 51

If each word was raised 51 points, then the score of each page after one round of training would be 51 times

the number of words on that page. The score for each page is:

18-
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(E18) ScorefA) = 10 * 51 = 510
(E19) Score(B) = 500 * 51 = 25500

Otviously, these scores are not close to each other. Judging solely upon the numbers, it would seem that
site B was much more relevant to a category than site A. However, we used them both to train the same category.
Consequently, they should have similar values after one round of training. We need a system that takes into account
the skew that pages with varying numbers of words can create.

What we want to accomplish is to create some means of normalizing scores of pages hased on the number of
words that occur on them. Using equations 18 and 19, we can approximate the maximum and minimum scores for

sites. Since we want the min and max to approach each, we can find their midpoint using the midpoint formula:
(E20) (510 + 25500)/2 = 13005
Finding the “adjustment variables” for this set of data requires dividing the midpoint score by the real score:

(E21) NsfA] = 13005/510 = 25.5 {note: Wt = 10)
(E22) Ns(B) = 13005 /25500 = .51 note: Wt = 500)

We now know the peints {10 words, 25.5) and (500 words, .51). If we find a few more points (255, 1),
{132, 1.931818), and (378, 0.674603) and plot them, we get
an ordered data set with a trendline that has the equation:

{E23) y=255"x"-1

Substituting in the As/#t) for y (which is the score normalizer, given a set number of words) and Wt (total

words) for x. We get the equation:
(E24) NsiWt) = 255 * (W) * -1
For our sites A and B with 10 and 500 words:

(E25) Ns(10)= 255 * (10) ~-1 = 25.5
(E26) Ns(500) = 255 * (500) ~-1= .51

In general, the scoring equation becomes:

-18-
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(E27) Normalized Scare( Site X ) = Ns(Wt( Site X ))*0Original Scoref Site X .
Using the results from equations 18 and 19, the scores of site A and site B were 510 and 25,500,

respectively. Using the normalized score technique, after ane round of training the scores of these sites would be:

(E28) Narmalized Score(A) = Ns(Wit(A)} * ScorefA) = 25.5 * 510 = 13005
(E29) Nermalized Score(B) = Ns{Wt(B)) * ScorefB) = .51 * 25500 = 13005

The sites have the same score after training. This supports the logic that sites that are used to train a
category should have similar scores. These equations, in comhination with the normalization of training data, as
shown in Example 1, minimizes the error caused by having sites with different numbers of words on them in a training

set.

Example 3
Scoring a Page

Approximately 8000 samples were collected from sites from the Category Two {or Sex 2) of the Suggest
Database. These potential category two sites had previously been checked by Web Analysts to determine whether
they were, in fact, Internet sites that were primarily sexual or pornographic in nature. A score of 8 was assigned to a
site that was verified as a sex site and a score of 7 to those sites that were determined not to be sex sites. The
categorization system had assigned a category rating for category two to all 8000 Sites.

The purpose of the study was to determine whether the categorization system could distinguish between
sites rated as 8's and 7’s, or accepted sites and deleted sites, respectively. It should be noted that a deleted site is
one that should not have been categorized within the Sex category and an accepted site is one that was confirmed to
be within the category. The hypothesis was that the mean score for the sites rate as 8's would be statistically
different from the mean score for sites rated as 7's. As suspected, the mean for the accepted sites (8's) were
significantly higher than the mean for the deletions {7's). However, there was an overlap hetween the two groups.

This result suggests that the use of a cutoff point could be used to minimize the error involved.

Mean Score Standard Deviation Median

7’s (deletions) 929 482 842

Alpha Point = Ap = M7 + 4(SD7) = 929 + 4 (482) = 2857

Beta Point = Bp = M7 + 1(SD7) = 929 + 1(482) = 1411

.20-
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Using an alpha point of 2857 we found a sarting accuracy of 99% or above. There were only 9 sites that
were above the alpha score, but did not belong within the Sex category. Seven of them were simple errors, perhaps
attributable to poor training of the Category 2 sites.

Two of them were purposeful tricks, meaning that the Internet sites used sex-related terms to attract
attention in their metatags. The exact percentage for the sorting accuracy, using the alpha point of 2857, was
therefore 98.30%. Thus, according te this test, if a thousand sites were entered with a score above this alpha point
there will be, on average, only 7 mistakes and 993 correctly sorted sites.

However, because the alpha point is set very high, many sites that are, in fact, sexually oriented, will not be
categorized at all. Using an alpha point of 2857, the inclusion level of accepted sites is only 49.80%. This means that
out of a thousand sites that should be plabed in category two, 438 would be found and 502 missed.

For this reason, the system also monitors sites that have a lower relevance to each category through
creation of a beta point. Using a beta point of 1411, the inclusion level rises from 49.80% to 81.76%. The number of
sites missed falls from 502 to 183 sites, and the number caught rises from 498 to 817. Thus, the use of both the

alpha and beta points results in more accurate scoring of any new site.

Example 4

Normalizing Training Data by Increments

Another embodiment of a method for normalizing training data is explained below. First, we define Is =

initial score and Ts = target score for the page being trained.

1) Begin with a test increment value of, for example, 1. Increment the values of the relevance of all lexical values by
the test value. {e.g.: all lexical values existing on the page).
2) Calculate the resulting page relevance score after this test addition.
3) If the new score = Ms., the increment value, |, {for all lexical elements} =
I =(Ts-Is)/{Ms-Is)
Thus, the difference between the target score and the current score, divided
by the effect on the score when each elements relevance is incremented by 1
is the correct number to Increment each element to achieve the target score.
Accordingly, if the Is = 500, and Ts = 1000 incrementing all

relevancies by 1 will result in a page score of 550 and:

I = {1000 - 500} / (550 - 500).

Therefare, to increment the page to result in a page score of 1000, we need to use an increment value is 10

far each lexical element.
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In general the relevance for a value will be incremented by the Increment constant () * the # of occurrences
of that element on the page. This fallows from the notian that the more often an element appears on a page the more
relevant it is. However, this process resulted in large fluctuations in the relevance of elements that would cccur
frequently, but were not comman words. For this reason, in one embodiment, each value was only allowed to

increment by a maximum 5 * increment constant (1).
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WHAT IS CLAIMED IS:
1. A computerized system for controlling access to Internet sites, comprising:
a first module that categorizes an Internet site into predefined subject-matter categories;
a second module that stores the address of said Internet site and its associated category to a
database; and
a third module that controls access to said Internet site, said third module comprising instructions
that block access te said Internet site if said Internet site is within a particular category.

2. The computerized system of Claim 1, wherein said first module categorizes said Internet site by
determining the relevance of lexical elements within said site to a subject-matter category.

3. The computerized system of Claim 2, wherein said lexical elements are selected from the group
consisting of: words, word pairs and word adjacencies.

4, The computerized system of Claim 2, wherein the relevance of said lexical elements to said subject
matter category is determined by comparing said lexical elements to a training database comprising a plurality of
lexical elements and their associated relevancies to subject matter categories.

5. The computerized system of Claim 1, wherein said subject matter categories are selected from the
group consisting of: sex, drugs, sports, shopping, alcohol, gambling, pelitics, religion, travel and violence.

b. The computerized system of Claim 1, wherein said third module comprises a permissions table for
determining whether a user has access rights to Internet sites within a particular category.

7. A database of categorized Internet addresses, produced by the method of:

retrieving a first Internet page;

parsing said Internet page to determine the lexical elements on said page;

comparing said lexical elements to a table of category relevancies to determine the relevance of
each lexical element to a subject matter category;

determining the subject matter category of said Internet page based on the relevance of each
lexical element to a category; and

storing the address and subject matter category of said Internet page to a database.

8. The database of Claim 7, wherein said lexical elements are selected from the group consisting of:
words, word pairs and word adjacencies.

g The database of Claim 7, wherein the relevance of said lexical elements to said subject matter
category is determined by comparing said lexical elements to a training database comprising a plurality of lexical
elements and their associated relevancies to subject matter categories.

10. The database of Claim 7, wherein the table of category relevancies is produced by obtaining an
Internet page from within a known subject matter category and storing lexical elements from said page to said table
along with relevance scores indicating that said lexical elements are associated with said category.

11. A method of controlling access to an Internet site, comprising:

.23
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categorizing a first Internet site into a predefined subject-matter category;

storing the address of said Internet site and its associated category to a database;

capturing a user request to view said site; and

determining whether said user has permission to view said category of sites and, responsive to said
determination, controlling access to said site.

12. The method of Claim 11, wherein said Internet site is categarized by determining the relevance of
lexical elements within said site to a subject-matter category.

13. The method of Claim 12, wherein said lexical elements are selected from the group consisting of:
words, word pairs and word adjacencies.

14. The method of Claim 12, wherein the relevance of said lexical elements to said subject matter
category is determined by comparing said lexical elements to a training database comprising a plurality of lexical
elements and their associated relevancies to subject matter categories.

15. The method of Claim 11, wherein said subject matter category is selected from the group
consisting of: sex, drugs, sports, shopping, alcohol, gambling, politics, religion, travel and violence.

16. The method of Claim 11, wherein determining whether said user has permission to view said
category of sites comprises referring to a permissions table that stores user identifications and access rights to
subject matter categories.

17. A method of controlling access ta Internet sites, comprising:

providing a training database, said training database comprising lexical elements and their relevance
to subject matter categories;

determining the relevance of a plurality of Internet pages to subject matter categories;

staring the address of said plurality of Internet pages and their relevance to subject matter
categories to a categorized database; and

comparing the Internet address of pages requested by users with said categorized database to
determine if said users have permission to view said pages.

18. The method of Claim 17, wherein said Internet pages are categorized by determining the relevance
of lexical elements within said site to a subject-matter category.

19. The method of Claim 18, wherein said lexical elements are selected from the group consisting of:
words, word pairs and word adjacencies. .

20. The method of Claim 18, wherein the relevance of said lexical elements to said subject matter
category is determined by comparing said lexical elements to a training database comprising a phurality of lexical
elements and their associated relevancies to subject matter categories.

21. The method of Claim 17, wherein said subject matter categories are selected from the group

consisting of: sex, drugs, sports, shopping, alcohol, gambling, politics, religion, travel and violence.

24.
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22. The method of Claim 17, wherein determining whether said user has permission to view said
category of sites comprises referring to a permissions table that stores user identifications and access rights to

subject matter categories.

.25.
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APPARATUS AND METHOD FOR SPECTRUM
MANAGEMENT IN A MULTIPOINT COMMUNICATION SYSTEM

Field of the Invention

5
This invention relates, in general, to data
communications and data communications systems and devices
and, more specifically, to an apparatus and method for
spectrum management in a multipoint communication system.
10

Background of the Invention

With the advent of multimedia communications, data
transmission has become increasingly complex. For example,
15 multimedia communications applications such as real time
transmission of digitally encoded video, voice, and other forms
of data, may require new forms and systems for data
communication and data transmission. One such new
communication system is the CableCommTM System currently
20 being developed by Motorola, Inc. In the CableCommTM System,
a hybrid optical fiber and coaxial cable is utilized to provide
substantial bandwidth over existing cable lines to secondary
stations such as individual, subscriber access units, for
example, households having new or preexisting cable television
25 capability. These coaxial cables are further connected to fiber
optical cables to a central location having centralized, primary
(or "head end") controllers or stations having receiving and
transmitting capability. Such primary equipment may be
connected to any variety of networks or other information
30 sources, from the Internet, various on line services, telephone
networks, to video/movie subscriber service. With the
CableCommTM System, digital data may be transmitted both in
the downstream direction, from the primary station or
controller (connected to a network) to the secondary station of
35 an individual user (subscriber access unit), and in the upstream
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direction, from the secondary station to the primary station
(and to a network).

In the CableCommTM System, downstream data is
currently intended to be transmitted using 64 quadrature

5 amplitude modulation ("QAM") at a rate of 30 M bps (megabits
per second), at 5 M symbols/second utilizing 6 bits/symbol,
over channels having 6 MHz bandwidth in the frequency
spectrum of 50 - 750 MHz. Anticipating asymmetrical
requirements with large amounts of data tending to be

10 transmitted in the downstream direction rather than the
upstream direction, less capacity is provided for upstream
data transmission, using n/4 differential quadrature phase
shift keying (n/4-DQPSK) modulation in the frequency band
from 5 - 42 MHz with a symbol rate of 384 k symbols/sec with

15 2 bits/symbol. In addition, the communication system is
designed to have a multipoint configuration, i.e., many end
users (secondary stations, also referred to as subscriber
access units) transmitting upstream to a primary station, with
one or more primary stations transmitting downstream to the

20 secondary stations. The communication system is also
designed for asynchronous transmission, with users
transmitting and receiving packets of encoded data, such as
video or text files. In addition, it is also highly likely that
transmission may be bursty, with various users receiving or

25 transmitting data at indeterminate intervals over selected
channels in response to polling, contention, or other protocols
from the primary station, rather than transmitting a more
continuous and synchronous stream of information over a
dedicated or circuit switched connection.

30 For such a communication system having a multipcint
configuration, with multiple upstream and downstream
channels, it is highly desirable to provide for appropriate or
optimal spectrum management, providing for load balancing
across various transmit and receive channels, channe! (or

35 spectrum) allocation under various types of noise or other
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error conditions, and for channel (or spectrum) allocation
under various types of congestion conditions. Prior art in
other fields, such as telephone networks and wireless voice
networks, have not been concerned with such spectrum

5 management because these issues typically do not arise for
such networks. For example, noise conditions may typically be
tolerated in a voice (rather than data) environment. Other
fields, such as typical wireline data, are not concerned with
channel assighment issues. Wireless voice and data fields,

10 moreover, tend to be concerned about overall system capacity
and are not concerned about congestion management and load
balancing within channels, as those channeis are circuit
switched, dedicated channels. Accordingly, a need has
remained to provide for spectrum management in emerging

15  multipoint communications systems, such as the CableCommTM
system, providing for load balancing, channel assignment, and
congestion management within the multipoint communication
system.

20 Brief Description of the Drawings

FIG. 1 is a block diagram illustrating a communication
system in accordance with the present invention.
FIG. 2 is a block diagram illustrating a primary station
25 apparatus in accordance with the present invention.
FIG. 3 is a block diagram illustrating a secondary station
apparatus in accordance with the present invention.
FIG. 4 is a flow chart illustrating upstream spectrum
management under noise conditions in accordance with the
30 present invention.
FIG. 5 is a flow chart illustrating downstream spectrum
management under noise conditions in accordance with the
present invention.
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FIG. 6 is a flow chart illustrating upstream channel
loading for seccondary devices entering the communication
system in accordance with the present invention.

FIG. 7 is a flow chart illustrating downstream channel

5 loading for secondary devices entering the communication
system in accordance with the present invention.

FIG. 8 is a flow chart illustrating upstream channel
loading for active secondary devices of the communication
system in accordance with the present invention.

10 FIG. 9 is a flow chart illustrating downstream channel
loading for active secondary devices of the communication
system in accordance with the present invention.

FIG. 10 is a flow chart illustrating upstream congestion
management for active secondary devices of the

15 communication system in accordance with the present
invention.

FIG. 11 is a flow chart illustrating downstream
congestion management for active secondary devices of the
communication system in accordance with the present

20 invention.

FIG. 12 is a flow chart illustrating upstream and
downstream spectrum management in accordance with the
present invention.

25 Detailed Description of the Invention

As mentioned above, a need has remained to provide for
spectrum management in emerging multipoint communications
systems, such as the CableCommTM system. Such spectrum

30 management, in accordance with the present invention,
includes channel allocation (and assignment) on the basis of
error parameters, loading conditions, and congestion
management. FIG. 1 is a block diagram illustrating a
communication system 100 in accordance with the present

35 invention, such as a multipoint communication system. As
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iltustrated in FIG. 1, a primary station 101, also referred to as
a primary transceiver unit 101, is coupled to a plurality of
secondary stations 1105 through 110p, via communication
media 115 and 116. In the preferred embodiment,

5 communication media 115 and 116 are hybrid optical fiber and
coaxial cable. In other embodiments, the communication media
may be coaxial cable, fiber optic cable, twisted pair wires, and
so on, and may also include air, atmosphere or space for
wireless and satellite communication. The primary station

10 101 is also coupled to a network 105, which may include
networks such as the Internet, on line services, telephone and
cable networks, and other communication systems. The
secondary stations 110 through 110p are illustrated in FIG. 1
as connected to the primary station 101 on two segments or

15 branches of a communication medium, such as communication
media 115 and 116. Equivalently, the secondary stations 1103
through 110n may be connected to more than one primary
station, and may be connected to a primary station (such as
primary station 101) utilizing more or fewer branches,

20 segments or sections of any communication medium.

Continuing to refer to FIG. 1, in the preferred

embodiment, the communication medium, such as
.communication media 115 and 116, has or supports a plurality
of communication channels. For ease of reference, the

25 communication channels in which a primary station, such as
the primary station 101, transmits information, signals, or
other data to a secondary station, such as secondary station
110n, are referred to as downstream channels or downstiream
communication channels. Also for ease of reference, the

30 communication channels in which a secondary station, such as
secondary station 110p, transmits information, signals, or
other data to a primary station, such as primary station 101,
are referred to as upstream channels or upstream
communication channels. These various upstream and

35 downstream channels may, of course, be the same physical
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channel or may be separate physical channeis, for example,
through time division multiplexing or frequency division
multiplexing. These various channels may also be logically
divided in other ways, in addition to upstream and downstream
directions. As mentioned above, in the preferred embodiment
of the CableCommTM System, the communication medium is
hybrid fiber coaxial cable, with downstream channels in the
frequency spectrum of 50 - 750 MHz, and with upstream
channels in the frequency band from 5 - 42 MHz.

FIG. 2 is a block diagram illustrating a primary station
101 in accordance with the present invention. The primary
station 101 (also referred to as a primary transceiver) is
coupled to a communication medium 114 for upstream and
downstream communication to one or more secondary stations
(not illustrated), and is coupleable to a network, such as the
Internet, through a network interface 119. The primary station
includes a processor arrangement 120 which is connected to a
plurality of channel interfaces, channe! interface 1255 through
channel interface 125p, for communication over the
communication medium 114. The processor arrangement 120
includes a master controller 121 having or connected to
memory 122, and one or more additional processors 13031
through 130 p2 and corresponding associated memories 13131
through 131p2. In the preferred embodiment, the master
controller 121 is a Motorola M68040 processor, and the
memory 122 is 16 MB RAM. The master controller 121
performs a variety of higher level functions in the preferred
embodiment, such as the spectrum management of the present
invention, plus other functions such as routing, management of
secondary stations, and communication protocol management
(such as SNMP management). The master controller 121 is
connected to a plurality of other processors, collectively
referred to as processors 130 and separately illustrated as
processor 130g1, processor 13052, through processor 130n1
and processor 130n2. Each of these processors, processor
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13041, processor 13052, through processor 130ph1 and
processor 130n2, is also coupled to or contains corresponding
memory circuits, memory 13131, memory 13132, through
memory 131n1 and memory 131n2. In the preferred

5 embodiment, each of these processors 130 are also Motorola
M68040 processors, while the corresponding memory circuits,
memory 13131 through memory 1312, are 4 MB RAM. in the
preferred embodiment, the processors 130 perform such
functions related to upstream and downstream data protocoils,

10 such as sending a poll message or an acknowledgment message
downstream. Each of these processors 130g1 through 130p2 of
the processor arrangement 120 are connected to corresponding

receivers and transmitters of the channel interfaces, channel
interface 1254 through channel interface 125n (collectively

15 referred to as channel interfaces 125), namely, receiver 1355
through receiver 135n ({(collectively referred to as receivers
135) and transmitter 1365 through transmitter 136n

(collectively referred to as transmitters 136). In the
preferred embodiment, depending upon the functions

20 implemented, each of the receivers 1355 through 135n may
include a Motorola M68302 processor, a Motorola 56000 series
digital signal processor, a ZIF SYN integrated circuit, and an
LS| Logic L64714 (Reed-Solomon deccder), for demodulation
and for decoding forward error correction and cyclic

25 redundancy checks. In the preferred embodiment, aiso
depending upon the functions implemented, each of the
transmitters 1365 through 136n may include a Motorola
M68302 processor, a Motorola 56000 series digital signal
processor, a ZIF SYN integrated circuit, and an LS| Logic

30 L64711 (Reed-Solomon encoder), for modulation and for coding
for forward error correction and cyclic redundancy checks. As
a consequence, as used herein, the channel interfaces 125 may
be considered to perform the functions of data and other signal
reception and transmission, regardless of the specific

35 hardware implementations and additional functions which may
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or may not be implemented. The various memories illustrated,
such as memory 122 or 13131, may also be embodied or

contained within their corresponding processors, such as
master controller 121 or processor 130a1. The functions of
these various components with respect to the present
invention are explained in greater detail below with reference
to FIGs. 4 -12.

in the preferred apparatus embodiment illustrated in FIG.
2, the spectrum management method discussed below with
reference to FiGs. 4 through 12 may be programmed and stored,
as a set of program instructions for subsequent execution, in
the processor arrangement 120, and more particularly, in the
master controller 121 and its associated memory 122 of a
primary station, such as primary station 101 illustrated in FIG.
2. Information from secondary stations, which are discussed
below with reference to FIG. 3, such as downstream channel bit
error and packet error rates, may be obtained from forward
error correction encoders and/or decoders, such as the LSI
Logic L64711 and L64714 integrated circuits, inciluded in the
channel interface circuit 160. Similar information for
upstream channel bit error and packet error rates may be
obtained from forward error correction encoders and/or
decoders, such as the LS| Logic L64711 and L64714 integrated
circuits, included in the channe! interface circuits 125.

FIG. 3 is a block diagram illustrating a secondary station
110 in accordance with the present invention. The secondary

station 110n includes a processor 150, with the processor 150
having or coupled to a memory 155. In the preferred
embodiment, the processor 150 is a Motorola M68302
processor (also known as an integrated multiprotocol
processor), and the memory 155 is 256 K RAM. The processor
150 is coupled to an interface 170, such as an ethernet port or
an RS232 interface, for connection to a computer, a
workstation, or other data terminal equipment. The processor
150 is also coupled to a channel interface 160 for
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communication over the communication medium 114. The
channel interface 160, in the preferred embodiment, depending
upon the functions implemented, includes a Motorola M68HC11
integrated circuit, a ZIF SYN integrated circuit, a Broadcom
BCM3100 QAMLink integrated circuit, a Motorola TxMod
integrated circuit, and LSl Logic L64711 and L64714
integrated circuits, and performs such functions as forward
error correction encoding and decoding, QAM demodulation (for
downstream reception), n/4-DQPSK modulation (for upstream
transmission), transmit level and frequency adjustment, for
data and other signal reception and transmission. As a
consequence, as used herein, the channel interface 160 may be
considered to perform the functions of data and other signal
reception and transmission, regardless of the specific
hardware implementations and additional functions which may
or may not be implemented. The memory illustrated as
memory 155 may also be embodied or contained within the
corresponding processor 150. The additional functions of
these components of the secondary station 110n with respect
to the invention are also described in greater detail below
with reference to FIGs. 4 - 12.

As discussed in greater detail below, the apparatus and
method of the present invention provides for spectrum
management, namely, channel allocation (or assignment), to
optimize overall performance of a communication system 100
and to optimize performance to end users, typically consumers,
who are utilizing secondary stations 11053-110n, under a
variety of conditions. The first set of conditions, discussed
with reference to FiGs. 4 and 5, concern various types of noise
conditions, such as ingress noise and impulse noise. The
second set of conditions, discussed with reference to FiGs. 6
and 7, concern channel loading conditions as devices such as
secondary stations enter or come on line in the communication
system 100, because as such devices come on line, there may
be sudden bursts of activity (data transmission and reception),
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which should be considered in performance optimization. The
third set of conditions, discussed with reference to FIGs. 8 and
9, concern channel loading conditions for active devices, such
as secondary stations, any of which may utilize large or small

5 portions of any given channel at any given time, with
concomitant potential to overuse or monopolize available
bandwidth, impacting data throughput and system
responsiveness. The fourth set of conditions, discussed with
reference to FIGs. 10 and 11, concern congestion conditions,

10  which also impacts data throughput and system
responsiveness. Lastly, in FIG. 12, overall spectrum
management utilizing all four types of conditions is
illustrated. It should be understood that these various
processes, routines or subroutines illustrated may be and most

15  likely will be repeated, on an ongoing basis, for overall
spectrum management. As a consequence, when a particular
portion of the spectrum management method is terminated, as
described below, it should be understood to mean that the
particular iteration is terminated, as the process may be

20 continually repeated. In addition, various steps, such as steps
710 and 810 of congestion management, are event driven,
rather than poll driven, i.e., the congestion parameters are
continually monitored, so that when a congestion condition
occurs, it is an event which automatically causes the

25 remaining congestion alleviation activities. As a consequence,
no limitation should be inferred or implied, for any given step,
concerning whether it is event or poll driven.

Throughout the specification, channel assignment,

reassignment or allocation, and transferring of receivers and

30 transmitters to other channels, are frequently discussed. As
illustrated in FIGs. 2 and 3, such channel assignment,
reassignment or allocation, and transferring of receivers and
transmitters to other channels, should be understood to include
or refer to the underlying physical or apparatus activities,

35 such as the transfers of the corresponding transmitters and
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receivers. For example, when a transmitter of a secondary
station is transferred from an unusable upstream channel to
another, second upstream channel, a corresponding primary
station receiver will also be transferred to the second channel,

5 and similarly, when a receiver of a secondary station is
transferred, a corresponding primary station transmitter may
also be transferred, depending upon the circumstances.

Also throughout the specification, various thresholds are

frequently employed to describe how an outcome of a

10 comparison, such as a branching of a method, may occur. While
referred to as thresholds, it should be understood that such
thresholds may have a variety of forms, and may also include
allowable or desirable tolerances and variances. In addition,
the thresholds may not only be fixed or predetermined, the

15 thresholds may be adaptive and vary over time, depending upon
external conditions and depending upon desired levels of
performance.

FIG. 4 is a flow chart illustrating upstream spectrum

management under noise conditions in accordance with the

20 present invention. Based upon various noise conditions on a
given (or first) upstream channel, in accordance with the
present invention, secondary devices operating on that given
upstream channel may be switched to another (or second)
channel having better conditions, to increase data throughput

25 and optimize communication system performance. Beginning
with start step 200, an error parameter for a given (or first)
channel is monitored (or measured), step 205. In the preferred
embodiment, the packet error rate is monitored by each
processor 130n1 in the primary station 101, based upon the

30 forward error correction performed by the corresponding
receiver 125n (i.e., errors in the packet which could not be
corrected through the use of a selected forward error
correction methodology). In other embodiments, other error
parameters may be monitored or measured, such as bit error

35 rates, block error rates, burst error rates, frame error rates,
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noise levels (such as levels of impulse noise or ingress noise),
other interference, or other parameters or factors which could
be correlated with channel quality. For example, monitoring an
error rate may comprise monitoring a set of error rate

5 parameters of a plurality of sets of error rate parameters in
which the plurality of sets of error rate parameters consist of
any of a plurality of combinations of a bit error rate, a packet
error rate, a burst error rate, a block error rate, and a frame
error rate. Next, in step 210, the error parameter is compared

10 with a first predetermined or adaptive threshold, and if the
error parameter is not greater than the first threshold,
indicating that the error parameter is sufficiently or
acceptably low, then nothing further needs to be performed
with regard to upstream channel allocation under noise

15 conditions and this portion of the method may terminate,
return step 250. In the preferred embodiment, the first
threshold is empirically determined, and may be predetermined
(such as fixed) or adaptive, varying based upon historical
information of the system and also vary according to the

20 performance requirements of any given installation of the
communication system 100. In step 210, however, if the error
parameter is greater than the first predetermined threshold,
indicating that the error parameter is unacceptably high, then
based upon the presumption that the error is due to noise,

25  distortion or other interference on the given channel, the
method determines or measures a channel noise parameter for
the given upstream channel, while it is idle (all coupled
secondary stations not transmitting upstream), and for all idie
upstream channels, step 215. In the preferred embodiment, the

30 channel noise parameter is the received signal strength which,
when measured while the channel is idle, provides an
indication of noise levels, and is referred to as the received
signal strength indicator ("RSSI"). The channel noise
parameter may also be measured or determined utilizing other

35 indicators, such as mean square error, phase or gain hits,
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nonlinear distortion, phase error, signal to noise ratios, and
narrow band interference. Next, in step 220, the channel noise
parameter for the given {or first) channel is compared to a
second threshold. The second threshold may aiso be
empirically determined, and may also vary over time and vary
based upon any data accumulated over time for a given
communication system 100 (historical data).

In step 220, if the channel noise parameter, such as the
RSSI, is greater than the second threshold, the channel noise is
considered to be ingress noise, and if the channel noise
parameter, such as the RSSI, is less than the second threshold,
the channel noise is considered to be impulse noise. Utilizing
RSSI| as the channel noise parameter, impulse noise is assumed
to form a low average (or average out) over time, resulting in a
lower noise parameter compared to ingress noise, which may
be more constant or have a more constant level over time. The
selection of other channel noise parameters may result in a
different comparison result in step 220. For example, a
different channel parameter, when compared to a
corresponding threshold, may indicate ingress noise if less
than the threshold and impulse noise if greater than the
threshold. Accordingly, the method only requires that the
channel noise parameter be utilized in such a way, such as
through comparison to a particular threshold level, so as to
distinguish or differentiate impuise noise from other types or
characterizations of noise, such as ingress noise. As a
consequence, in step 220, when the channel noise is considered
to be ingress noise (e.qg., the channel noise parameter, such as
the RSSI, is greater than the second threshoid), as explained in
greater detail below, the method will attempt to find another
(second) channel having less overall noise, and reallocate
secondary stations to this other (second) channel. If in step
220, however, the channel noise is considered to be impulse
noise (e.g., the channel noise parameter, such as the RSSI, is
less than the second threshold), as explained in greater detail
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below, the method will attempt to find another (second)
channel having a higher frequency than the current, given
channel, based upon the consideration that impulse noise tends
to diminish or roll off at higher frequencies.

Continuing to refer to FIG. 4, when the channel noise
parameter indicates ingress noise in step 220, the method
selects an idle channel having the lowest channel noise
parameter, step 230, such as the idle channel having the
lowest RSSI (as determined in step 215). Because of overhead
(such as service disruption) associated with switching
secondary stations or devices from one upstream channel to
another upstream channel, in accordance with the present
invention, secondary stations will only be switched to another
channel if that channel is considerably better, j.e., secondary
stations will not be switched from a bad channel to a bad (but
somewhat better) channel. As a conseguence, prior to
switching any secondary stations from the given (first)
channel to this selected (second) channel having the lowest
channel noise parameter of the available idle channels, the
channel noise parameter of the selected (second) channel is
compared to a minimum acceptable level or threshold, step
235. |f the channel noise parameter (such as the RSSI) of the
selected (second) channel is less than the minimum acceptable
level in step 235, then secondary stations or devices currently
assigned to the given (first) channel will be reassigned to the
selected (second) channel, step 240, along with the
corresponding receiver and transmitter of the primary station.
Once the devices have been transferred, upstream data
transmission (or traffic) may resume, step 245, and this
portion of the method may end, return step 250). In the
preferred embodiment, this is accomplished by the
transmission of a message from the primary station 101 to
each of the secondary stations 1105-110n which have been

operating on the given upstream channel.
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Following step 235, if the channel noise parameter (such
as the RSSI) of the selected (second) channel (which is the
lowest channel noise parameter of the available idle channels),
however, is not less than the minimum acceptable leve! in step
235, then the method determines whether receivers other than
the given receiver for the given channel (such as any of the
receivers 1355-135n) are available for the secondary devices
which are utilizing the given channel, step 255. If other
receivers are available in step 255, then the secondary devices
currently assigned to the given channel and given receiver are
reassigned to the other receivers (and channels), and the
current (given) receiver is idled, step 260. The idled current
receiver may then be utilized to measure channel noise
parameters (such as RSSI) on all the idle channels of the
system, so that other receivers do not need to perform this
task, step 265, and will monitor the idle channels for future
use or reuse if and when the idle channels once again meet
minimal requirements. This portion of the spectrum
management methodology may then terminate, return step 250.
If other receivers are not available in step 255, however, the
method will continue to utilize the current, given channel, step
270, as no reasonable alternatives are available. In these
circumstances, the method will provide a communication
system warning, step 275, followed by terminating this
portion of the method, return step 250.

Continuing to refer to FIG. 4, when the channel noise
parameter indicates impulse noise in step 220, the method
selects an idle channel having the highest available frequency
because, while impulse noise may have an effect over a wide
frequency band, impulse noise tends to diminish at higher
frequencies, step 280. The channel noise parameter of the
selected, higher frequency channel is compared to the channel
noise parameter of the current, given channel, step 285. If in
step 285 the channel noise parameter of the selected, higher
frequency channel is not worse than the channel noise
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parameter of the current, given channel by a predetermined
amount (i.e., the channel noise parameter of the selected,
higher frequency channel is better than the combination
consisting of the channel noise parameter of the current
channel plus the predetermined amount), then secondary
devices assigned to the current, given channel are switched to
the selected, higher frequency channel, step 240 (followed by
steps 245 and 250). The predetermined amount, such as 2 dB,
may be empirically determined. This comparison step involves
a balance or trade, namely, avoiding impulse noise, even if the
avoidance results in slightly worse ingress noise. If in step
285 the channel noise parameter of the selected, higher
frequency channel is worse than the channel noise parameter
of the current, given channel plus the predetermined amount
(i.e., the channel noise parameter of the selected, higher
frequency channel is worse than the combination consisting of
the channel noise parameter of the current channel plus the
predetermined amount), then an idie channel is selected having
the next highest frequency (higher than the frequency of the
current channel), step 290. The comparison process of step
285 is repeated until either an acceptable higher frequency
channel is found, or all available channeis having a higher
frequency have been examined (and none are better), step 295,
and this iteration of the upstream channel allocation portion of
the spectrum management method terminates, return step
250.

As indicated above, the channel noise parameter may be
any number or type of indicator, and is an RSS! in the preferred
embodiment, measured when the selected channel has been
idled. In the preferred embodiment, the RSSI measurement is
made utilizing an average of eight sets of samples, where each
sample spans 16 symbols (with a symbol rate of 384,000 and 2
bits/symbol). In addition to utilization of a statistical
average (mean) other statistical information may be applied to
evaluate the channel noise parameter indications such as, for
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example, the mean and standard deviation (or other measure of
variance). For exampie, a high standard deviation within the
samples may indicate a narrow peak of noise, indicative of
impulse noise rather than ingress noise. In addition, depending
upon the type of statistical information to be gathered, the
number of samples and the duration of the samples may also be
varied.

FIG. 5 is a flow chart illustrating downstream spectrum
management under noise conditions in accordance with the
present invention. Based upon various noise conditions on a
given (or first) downstream channel, in accordance with the
present invention, secondary devices operating on that given
downstream channel may be switched to another (or second)
channe! having better noise conditions, to increase data
throughput and optimize communication system performance.
Beginning with start step 300, downstream error rate data is
collected (via upstream channels) from all secondary stations
connected and active (powered on and periodically or
frequently receiving information or other data) on the current,
given downstream channel, step 305, such as the packet error
rate seen by each active secondary station. Next, in step 310,
the method determines the number of secondary stations
having error rates greater than a predetermined threshold. The
predetermined threshold may be empirically determined, or
may be based upon system data gathered over time (historical
information or data). If the number of secondary stations
having high error rates is not greater than a predetermined
percentage (or adaptive threshold) of all connected secondary
stations in step 315, indicating that most secondary devices
are not experiencing excessively high error rates, then nothing
further needs to be performed currently with regard to
downstream channel allocation under noise conditions and this
portion of the method may terminate, return step 330. If the
number of secondary stations having high error rates is greater
than the predetermined percentage (or adaptive threshold) of
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all connected secondary stations in step 315, indicating that a
sufficient number or percentage of secondary devices are
experiencing excessively high error rates, then the current,
given downstream channel is unacceptable, and secondary
stations are reassigned to other downstream channels, if any
are available, step 320. Alternatively, it may be the case that
when one downstream channel is unacceptable that all other
downstream channels may be experiencing similar noise or
other interference problems and, in which case, step 320 may
be omitted. Next, a system notification or warning is issued,
step 325, followed by terminating this iteration of the
downstream channel allocation portion of the spectrum
management methodology, return step 330.

As indicated above, the predetermined threshold utilized
in step 315 may also be adaptive. In the communication
system 100, it is anticipated that downstream channels may
be subject to minimum standards or other governmental
regulation. As a consequence, it may be more likely that a
particular secondary station connected to the downstream
channel, or a section or a branch of a downstream channel, are
experiencing high error rates, rather than an entire
downstream channel. A high errcr rate experienced by one or
only a few secondary stations on a downstream channel, first,
may provide topological information concerning the
communication system 100 and, second, distinguishes a
possibly malfunctioning secondary station from a possibly
malfunctioning downstream channel. As a consequence, prior
to designating a downstream channel as malfunctioning or
unacceptable, a predetermined or adaptive percentage of
secondary stations should be having high error rates, rather
than a few isolated secondary stations. This threshold level
may be adaptive as well, varying in light of communication
system activity, topological information, and historical
information.
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Other historical information may also be influential in
development of the various thresholds referred to above, and
for determinations of various communication system
performance and quality metrics and other evaluations. In

5 addition, as discussed in greater detail below, such historical
information may also have predictive value, for example, to
enhance the decision methodology employed in channel
reallocation, such as in congestion management. As an
example, it may be undesirable to add additional secondary

10 stations to a particularly channel, if there is historical (or
database) information indicating that the channel is likely to
become congested. Relevant historical or database information
may include, for example, system performance based upon the
time of day, and especially during times in which there may be

15 greater or additional sources of noise or other interference.
Such time of day information may include early morning use of
hair dryers, neighboring amateur radio antenna leakage at a
particuiar time of the day, evening interference from
televisions, or other sources of interference such as electric

20 motors. As this historical information may be developed, it
may be useful in distinguishing communication system
performance, such as a malfunction, from other potential
causes of error and system degradation.

Such historical information may also be utilized to

25 distinguish impulse noise from ingress noise, useful for step
220 of FIG. 4. For example, a continuous degradation of a
channel may be indicative of ingress noise, whereas a
satisfactory channel with a sudden increase in error may be
indicative of impulse noise. Such historical information may

30 also be useful for making channel noise parameter
measurements, such as an RSS!. For example, historical
information may be useful to adaptively contrcl the time
window or duration of sampies and the number of samples
performed.
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FIG. 6 is a flow chart illustrating upstream channel
loading for secondary devices entering or coming on line in the
communication system in accordance with the present
invention. As secondary stations or devices are powered up
and come on line, they will be assigned an upstream channel
connected to a particular receiver 135n of the primary station
101, and the upstream channel loading for the various
receivers will be varied or balanced in accordance with this
portion of the spectrum management methodology. Beginning

with start step 340, a receive loading factor will be
determined for each receiver 135n. In the preferred

embodiment, for each receiver 135n, a packet rate

(packets/second) will be determined in step 345, a bit rate
(bits/second) will be determined in step 350, and a cycle time
will be determined in step 355. The cycle time is a measure of
the time taken to reach every secondary station (connected to
the particular receiver) according to the particular protocol.
In the preferred embodiment, utilizing a polling protocol, the
cycle time is the average time to perform one iteration of
polling all secondary stations (with the corresponding
acknowledgment messages transmitted upstream by each of
the secondary stations), and measures how long the system
will take to respond to a given secondary station (with
corresponding potential impact on consumer satisfaction).
Other factors may also be utilized in the determination of the
receive loading factor. In addition, the receive loading factor
may be a weighted combination of these factors such as cycle
time, packet and bit rates. Next, in step 360, the receive
loading factor is determined which, in the preferred
embodiment, is a weighted sum of the cycle time, the bit rate
and the packet rate. In some circumstances, the cycle time
may also be the predominant or sole measurement forming the
receive loading factor. Next, in step 365, the process returns
to step 345, repeating steps 345 - 360 for each receiver, until
receive loading factors have been determined for all receivers.
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If the receive loading factors indicate initial system start up
or initialization in step 370, such as all or most receivers
having low or negligible loading factors, then entering
secondary devices are assigned to the receivers in a "round
robin" fashion, with each entering secondary station
sequentially assigned to the receivers of the primary station,
step 380. |If the receive loading factors do not indicate initial
system start up or initialization in step 370, such as all or
most receivers having non-negligible loading factors, then
each entering secondary device is assigned to the currently
least loaded receiver, step 375. This iteration of the upstream
loading portion of the spectrum management method may then
terminate, return step 385, or may continue with step 515
discussed below with reference to FIG. 8.

FIG. 7 is a flow chart illustrating downstream channel
loading for secondary devices entering the communication
system in accordance with the present invention. As secondary
stations or devices are powered up and come on line, they will
be assigned a downstream channel connected to a particular
transmitter 136n of the primary station 101, and the
downstream channe! loading for the various primary station
transmitters will be varied or balanced in accordance with
this portion of the spectrum management methodology.

Beginning with start step 400, a transmit loading factor will
be determined for each transmitter 136p. In the preferred

embodiment, for each transmitter 136n, a packet rate
(packets/second) will be determined in step 405, a bit rate
(bits/second) will be determined in step 410, and a queue
depth will be determined in step 415. The queue depth is a
measure of a backlog, if any, of the number of data or
information packets or frames waiting to be transmitted
downstream to all of the various secondary stations. In the
preferred embodiment, downstream messages are broadcast to
all secondary stations, with identification information for
reception by the intended secondary station, such that queue
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depth is a measure of how long each secondary station must
wait to receive its requested information (with corresponding
potential impact on consumer satisfaction). Other factors may
also be utilized in the determination of the transmit loading
factor. In addition, the transmit loading factor may be a
weighted combination of these factors such as queue depth,
packet and bit rates. Next, in step 420, the transmit Ioading
factor is determined which, in the preferred embodiment, is a
weighted sum of the queue depth, the bit rate and the packet
rate. In some circumstances, the queue depth may also be the
predominant or sole measurement torming the transmit loading
factor. Next, in step 425, the process returns to step 405,
repeating steps 405 - 420 for each transmitter, until transmit
loading factors have been determined for all transmitters. If
the transmit loading factors indicate initial system start up or
initialization in step 430, such as all or most transmitters
having low or negligible transmit loading factors, then
entering secondary devices are assigned to the transmitters in
a "round robin" fashion, with each entering secondary station
sequentially assigned to the transmitters of the primary
station, step 440. |f the transmit loading factors do not
indicate initial system start up or initialization in step 430,
such as all or most transmitiers having non-negligible
transmit loading tactors, then each entering secondary device
is assigned to the currently least loaded transmitter, step 435.
This iteration of the downstream loading portion of the
spectrum management method may then terminate, return step
445, or may continue with step 615 discussed below with
reference to FIG. 9.

FIG. 8 is a flow chart illustrating upstream channel
loading for active secondary devices of the communication
system in accordance with the present invention. In
accordance with this portion of the spectrum management
method, if a receiver of a primary station is comparatively
overloaded, namely, having too many active secondary stations
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transmitting on an upstream channel, some of the secondary
station transmitters will be transferred to other, less loaded
primary station receivers (operating on other upstream
channels). Beginning with start step 500, receive loading
factors are determined for each primary station receiver, step
505, until receive loading factors have been determined for all
receivers of a primary station 101, step 510. When these
determinations may have been made during steps 345 - 365
discussed above, this portion of the spectrum management
method may also directly proceed beginning with step 515. In
step 515, the variation in the receive loading factors (for all
primary station receivers) is determined. If the variation in
receive loading factors is not greater than a predetermined (or
adaptive) threshold, step 520, indicating that all primary
station receivers have similar loading within a particular
range (or variance), then no further adjustments need to be
made with regard to the upstream channel loading for active
secondary devices, and this iteration of the upstream channel
loading portion of the spectrum management method may
terminate, return step 570. If the variation in receive loading
factors is greater than a predetermined (or adaptive) threshold
in step 520, indicating that all primary station receivers do
not have similar loading within a particular range (or
variance), then primary station receivers (of the plurality of
primary station receivers 135) are selected which have
receive loading factors which are greater than the mean
receive loading factor, step 525. Secondary station
transmitters will then be transferred from heavily loaded
primary station receivers to more lightly loaded primary
station receivers, depending upon various conditions. For
example, oniy secondary station transmitters which would
have an impact if transferred, namely, decreasing the receive
loading factor for the given primary station receiver, will be
transferred, provided that the transfer does not result in
overloading yet another primary station receiver. Moreover, to
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avoid excessive service disruptions, excessive transfers of
secondary stations (either or both transmitter and receiver)
should also be avoided.

As a consequence, in step 530, for the primary station
receiver having the highest receive loading factor, an impact
tevel of a transfer, for each corresponding transmitter (of the
secondary stations), is determined. For example, a transfer of
a secondary station transmitter which is transmitting very
little information upstream may have a negligible impact on
decreasing the receive loading factor of the selected primary
station receiver and, therefore, little would be gained by
transferring the secondary station transmitter. Next, in step
535, the secondary station transmitter having the highest
impact level, if transferred, is selected. To avoid transferring
the same secondary station transmitter an excessive number
of times, with concomitant potential service disruption, in
step 540, if the historical information for the selected
secondary station transmitter is greater than a predetermined
or adaptive threshold, e.g., the selected secondary station
transmitter has already been transterred recently, then
another (second) secondary station transmitter having the next
highest impact level is selected, step 545. The second
secondary station transmitter having the next highest impact
level is also evaluated for possibie transfer, returning to step
540. f in step 540 the historical information for the selected
secondary station transmitter is not greater than the
predetermined or adaptive threshold, e.g., the selected
secondary station transmitter has not been transferred
recently, then the selected secondary station transmitter is
evaluated to determine whether protocol information indicates
that a transfer of the selected secondary station transmitter
would be allowable, step 550. For example, protocol
information may indicate that the particular secondary station
(having the transmitter) is heavily involved in a particular
application, such as a downstream file transfer requiring the
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upstream transmission of acknowledgment messages as
packets are received, and as a consequence, because a transfer
of upstream channels may excessively impact the downstream
application, this secondary station transmitter may not be a
good candidate for upstream channel transfer. In addition,
other protocol information, such as previously transmitted
upstream information requesting a file transfer or other
application, may aiso indicate that this secondary station
transmitter may not be a good candidate for upstream channel
transfer. Accordingly, if such protocol information indicates
that a transfer of the selected transmitter of the secondary
station would be inadvisable in step 550, another secondary
station transmitter (having the next highest impact level if
transferred) is selected, returning to step 545.

Continuing to refer to FIG. 8, if the protocol information
indicates that a transfer of the selected secondary station
transmitter would be allowable in step 550, then a second
primary station receiver, having a receive loading factor less
than the mean receive loading factor, is selected in the
primary station (or in another primary station servicing the
same secondary station), step 555, for evaluation as a
candidate primary station receiver (o which the secondary
station transmitter from the selected, heavily loaded primary
station receiver may be transferred) (step 560). In the
preferred embodiment, the primary station receiver having the
smallest receive loading factor is selected as the second (or
candidate) primary station receiver. Other information may
also be pertinent in the selection of the candidate primary
station receiver; for example, other historical information,
such as error rate and noise levels, may indicate that
additional secondary station transmitters should not be
transferred to the candidate primary station receiver, or an
excessively high error rate may result. In step 560, if the
candidate primary station receiver would, with the proposed
transfer (i.e., with the additional impact of the selected
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secondary station transmitter), have a new receive loading
factor which is still less than (or equal to) the mean receive
loading factor, then the selected secondary station transmitter
may be transferred to this candidate primary station receiver,
step 565. Following such a transfer in step 565, the process
may be repeated, returning to step 515, to continue to balance
the upstream channel locading across all the receivers of the
primary stations. In step 560, however, if the candidate
primary station receiver would, with the proposed transfer
(i.e., with the additional impact of the selected secondary
station transmitter), have a new receive loading factor which
is greater than the mean receive loading factor, potentially
overloading the candidate primary station receiver, then the
selected secondary station transmitter should probably not be
transferred to this candidate primary station receiver.
Protocol information and other predictive information may
also indicate, in step 560, that a transfer may be ill advised
because, while the candidate primary station receiver may
currently (with the additional impact of the selected
secondary station transmitter) have a receive loading factor
less than the mean, anticipated traffic (based upon protocol
information) may indicate that the receive loading factor socon
will be greater than the mean, and the selected secondary
station transmitter should probably not be transferred. In
these cases, when the selected secondary station transmitter
should probably not be transferred to this candidate primary
station receiver in step 560, the method may proceed to step
545, to select another (second or third) secondary station
transmitter having the next highest impact level for evaluation
for possible transfer. Alternatively, if the primary station
receiver having the smallest receive loading factor was not
already selected in step 555 and evaluated in step 560, then
the method may select another (second) candidate primary
station receiver for evaluation for possible transfer of the
selected secondary station transmitter, returning to step 555.
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As may be apparent from the above discussion, as this portion
of the spectrum management process continues to iterate,
transmitters of secondary stations will be transferred from
heavily loaded primary station receivers to less loaded

5 primary station receivers, resuiting in receive loading factors
moving toward the mean and balanced loading across upstream
channels.

FIG. 9 is a flow chart illustrating downstream channel

loading for active secondary stations of the communication

10 system in accordance with the present invention. In paralle!
with the methodology discussed above with reference to FIG. 8,
in accordance with this portion of the spectrum management
method, if a transmitter of a primary station is comparatively
overioaded, namely, having too many active secondary stations

15 receiving on a downstream channel, some of the secondary
stations will be transferred to other, less loaded primary
station transmitters (operating on other downstream
channels). Referring to FIG. 9, beginning with start step 600,
transmit loading factors are determined for each primary

20 station transmitter 136p, step 605, until transmit loading
factors have been determined for all transmitters 136 of a
primary station 101, step 610. When these determinations
may have been made during steps 405 - 425 discussed above,
this portion of the spectrum management method may aiso

25 directly proceed beginning with step 615. In step 615, the
variation in the transmit loading factors (for all primary
station transmitters) is determined. If the variation in
transmit loading factors is not greater than a predetermined
(or adaptive) threshold, step 620, indicating that all primary

30 station transmitters have similar loading within a particular
range (or variance), then no further adjustments need to be
made with regard to the downstream channe! loading for active
secondary devices, and this iteration of the downstream
channel loading portion of the spectrum management method

35 may terminate, return step 670. If the variation in transmit
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loading factors is greater than a predetermined (or adaptive)
threshold in step 620, indicating that all primary station
transmitters do not have similar loading within a particular
range (or variance), then primary station transmitters (of the
plurality of primary station transmitters 136) are selected
which have transmit loading factors which are greater than the
mean transmit loading factor, step 625. Secondary station
receivers will then be transferred from heavily loaded primary
station transmitters to more lightly loaded primary station
transmitters, depending upon various conditions. For example,
only secondary station receivers which would have an impact
if transferred, namely, decreasing the transmit loading factor
for the given primary station transmitter, will be transferred,
provided that the transfer does not result in overloading yet
another primary station transmitter. Moreover, to avoid
excessive service disruptions, excessive transfers of
secondary station receivers (and transmitters) should also be
avoided.

As a consequence, in step 630, for the primary station
transmitter having the highest transmit loading factor, an
impact level of a transfer, for each corresponding receiver (of
the secondary stations), is determined. For example, a
transfer of a secondary station receiver which is receiving
very little information on a downstream channel may have a
negligible impact on decreasing the transmit loading factor of
the selected primary station transmitier and, therefore, little
would be gained by transferring the secondary station receiver.
Next, in step 635, the secondary station receiver having the
highest impact level, if transferred, is selected. To avoid
transferring the same secondary station receiver an excessive
number of times, with concomitant potential service
disruption, in step 640, if the historical information for the
selected secondary station receiver is greater than a
predetermined or adaptive threshold, e.q., the selected
secondary station receiver has already been transferred
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recently, then another (second) secondary station receiver
having the next highest impact level is selected, step 645. The
second secondary station receiver having the next highest
impact level is also evaluated for possible transfer, returning

5 to step 640. If in step 640 the historical information for the
selected secondary station receiver is not greater than the
predetermined or adaptive threshold, e.g., the selected
secondary station receiver has not been transferred recently,
then the selected secondary station receiver is evaluated to

10 determine whether protocol information indicates that a
transfer of the selected secondary station receiver would be
allowable, step 650. For example, protocol information may
indicate that because the particular secondary station (having
the receiver) is or is about to become heavily involved in a

15  particular application, such as a downstream file transfer,
this secondary station may not be a good candidate for
downstream channel transfer. Accordingly, if such protocol
information indicates that a transfer of the selected receiver
of the secondary station would be inadvisable in step 650,

20 another secondary station receiver (having the next highest
impact level if transferred) is selected, returning to step 645.

Continuing to refer to FIG. 9, if the protocol information

indicates that a transfer of the selected secondary station
receiver would be allowable in step 650, then a second primary

25 station transmitter, having a transmit loading factor less than
the mean transmit loading factor, is selected in the primary
station (or in another primary station servicing the same
secondary station), step 655, for evaluation as a candidate
primary station transmitter (to which a secondary station

30 receiver from the selected, heavily loaded primary station
transmitter may be transferred) (step 660). In the preferred
embodiment, the primary station transmitter having the
smallest transmit loading factor is selected. Other
information may also be pertinent to the selection of a

35 candidate primary station transmitter; for example, historical
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information, such as error rate and noise levels, may indicate
that additional secondary station receivers should not be
transferred to the candidate primary station transmitter, or an
excessively high error rate may resuit. In step 660, if the
candidate primary station transmitter would, with the
proposed transfer (i.e., with the additional impact of the
selected secondary station receiver), have a new transmit
loading factor which is still less than (or equal to) the mean
transmit loading factor, then the selected secondary station
receiver may be transferred to this candidate primary station
transmitter, step 665. Following such a transfer in step 665,
the process may be repeated, returning to step 615, to continue
to balance the downstream channel loading across all the
transmitters of the primary stations. In step 660, however, if
the candidate primary station transmitter would, with the
proposed transfer (i.e., with the additional impact of the
selected secondary station receiver), have a new transmit
loading factor which is greater than the mean transmit loading
factor, potentially overloading the candidate primary station
transmitter, then the selected secondary station receiver
should probably not be transterred to this candidate primary
station transmitter. Protocol information and other predictive
information may also indicate, in step 660, that a transfer may
be ill advised because, while the candidate primary station
transmitter may currently (with the additional impact of the
selected secondary station receiver) have a transmit loading
factor less than the mean, anticipated traffic (based upon
protocol information) may indicate that the transmit loading
factor soon will be greater than the mean, and the selected
secondary station receiver should probably not be transferred.
In these cases, when the selected secondary station receiver
should probably not be transferred to this candidate primary
station transmitter in step 660, the method may proceed to
step 645, to select another (second or third) secondary station
receiver having the next highest impact level for evaluation
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for possible transfer. Alternatively, if the primary station
transmitter having the smallest transmit loading factor was
not already selected in step 655 and evaluated in step 660,
then the method may select another (second) candidate primary
station transmitter for evaluation for possible transfer of the
selected secondary station receiver, returning to step 655. As
may be apparent from the above discussion, as this portion of
the spectrum management process continues to iterate,
receivers of secondary stations will be transferred from
heavily loaded primary station transmitters to less loaded
primary station transmitters, resulting in transmit loading
factors moving toward the mean and load balancing across
downstream channels.

FIG. 10 is a flow chart illustrating upstream congestion
management for active secondary devices 110 of the
communication system 100 in accordance with the present
invention. While related to upstream channel allocation and
loading illustrated in FIGs. 4, 6 and 8, upstream congestion
management concerns additional factors and additional
circumstances which affect system performance. While the
upstream channei allocation portion of the spectrum
management methodology of FIGs. 6 and 8 focused upon a
receive (upstream) loading factor, formed by parameters such
as the cycle time to reach all active secondary devices in a
polling protocol, the upstream congestion management portion
of the spectrum management methodology concerns a broader
and more inclusive congestion parameter. In the preferred
embodiment, the congestion parameter for upstream
congestion management is an access latency factor, while in
other embodiments, the congestion parameter may include, for
example, factors or measurements of data throughput, the
number of data collisions, or the various receive loading
factors such as cycle time and packet and bit rates. In
addition to the access latency experienced by polled secondary
stations, referred to more specifically as cycle time, the

Page 140 of 352 Netskope Exhibit 1003



WO 97/37454

10

15

20

25

30

35

PCT/US97/04803

32

access latency factor as a congestion parameter includes
delays which may be experienced by any and all secondary
stations, including those which may be initiating
communication with the system utilizing a contention access
protocol or hybrid contention/polling protocol. For example,
congestion may occur when many secondary stations are
transmitting upstream, creating collisions of messages to
which the primary station should respond. If an excessive
number of such collisions have occurred, any given secondary
station may be unable to gain access to the communication
system 100 within a reasonable or acceptable period of time,
resulting in excessive or unacceptable access latency.
Referring to FIG. 10, beginning with start step 700, a
congestion parameter (preferably an access latency factor) is
determined for each primary station receiver 135p, step 705,
until congestion parameters have been determined for all
receivers 135 of the primary station 101, step 710. Next, in
step 715, if none of the plurality of congestion parameters
obtained in steps 705 and 710 are greater than a
predetermined threshold or an adaptive threshold, indicating
that all primary station receivers have acceptable congestion
parameters and are not experiencing upstream congestion, then
no further adjustments need to be made with regard to the
upstream congestion management of secondary stations, and
this iteration of the upstream congestion management portion
of the spectrum management method may terminate, return
step 765. In step 715, however, if any of the plurality of
congestion parameters obtained in steps 705 and 710 are
greater than a predetermined threshold or an adaptive
threshold, indicating that one or more primary station
receivers have unacceptable congestion parameters (such as
access latency factors) and are experiencing congestion, then a
primary station receiver (of the plurality of primary station
receivers 135) is selected which has the highest congestion
parameter, and impact levels of all its corresponding
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secondary station transmitters are determined, step 720. As
in the upstream load balancing portion of the spectrum
management method iliustrated in FIG. 8, secondary station
transmitters will then be transferred from congested primary
station receivers to more lightly loaded, non-congested
primary station receivers, depending upon various conditions.
For example, only secondary station transmitters which would
have an impact if transferred, namely, decreasing the
congestion parameter for the given primary station receiver,
will be transferred, provided that the transfer does not result
in creating congestion for yet another primary station
receiver. Moreover, to avoid excessive service disruptions,
excessive transfers of secondary device transmitters should
also be avoided. As a consequence, referring to FIG. 10, in step
720, for the primary station receiver having the highest
congestion parameter, the impact level of a transfer, for each
corresponding transmitter (of the secondary stations), is
determined. Next, in step 725, the secondary station
transmitter having the highest impact level, if transferred, is
selected. In step 730, another (or second) receiver of a
primary station, which has a congestion parameter less than
the predetermined (or adaptive) threshold, is selected as a
candidate to which the selected secondary station transmitter
may be transferred. In the preferred embodiment, the second
primary station receiver having the lowest congestion
parameter (i.e., having the least congestion) is selected. As
discussed above, to avoid transferring the same secondary
station transmitter an excessive number of times, with
concomitant potential service disruption, in step 735, if the
historical information for the selected secondary station
transmitter is greater than a predetermined or adaptive
threshold, e.g., the selected secondary station transmitter has
already been transferred recently, then another (second)
secondary station transmitter having the next highest impact
level is selected, step 740. The second secondary station

Page 142 of 352 Netskope Exhibit 1003



WO 97/37454

10

15

20

25

30

35

PCT/US97/04803

34

transmitter having the next highest impact level is also
evaluated for possible transfer, returning to step 735. If in
step 735 the historical information for the selected secondary
station transmitter is not greater than the predetermined or
adaptive threshold, e.g., the selected secondary station
transmitter has not been transferred recently, then the
selected secondary station transmitter is evaluated to
determine whether protocol information indicates that a
transfer of the selected secondary station transmitter would
be allowable, step 745, as discussed above for step 550. |If
such protocol information indicates that a transfer of the
selected transmitter of the secondary station would be
inadvisable in step 745, another secondary station transmitter
(having the next highest impact level if transferred) is
selected, returning to step 740.

Continuing to refer to FIG. 10, if the protocol information
indicates that a transfer of the selected secondary station
transmitter would be allowable in step 745, then potential
congestion of the second primary station receiver is evaluated
in step 750. If, in step 750, the transfer of the selected
secondary station transmitter to the second primary station
receiver wouid cause the second primary station receiver to
become congested and potentially overloaded (having an
congestion parameter greater than the predetermined (or
adaptive) threshold), then another secondary station
transmitter is selected for possible transfer, returning to step
740. Alternatively, if the primary station receiver selected in
step 730 was not the primary station receiver having the
lowest congestion parameter, then yet another (third) receiver
of the primary station, having an congestion parameter less
than the threshold, may be selected, returning to step 730. In
step 750, if the candidate primary station receiver would,
with the proposed transfer (i.e., with the additional impact of
the selected secondary station transmitter), have a new
congestion parameter which is still less than (or equal to) the
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predetermined (or adaptive) threshold, then the selected
secondary station transmitter may be transferred to this
candidate primary station receiver, step 755. Next, in step
760, the first primary station receiver (previously having the
highest congestion parameter), is evaluated to determine
whether its current congestion parameter has been reduced
below a second predetermined (or adaptive) threshold. In the
preferred embodiment, this second threshold is a hysteresis
level, namely, is less than the first threshold (of step 715),
such that the first primary station receiver does not
immediately become congested again. If the congestion
parameter of this (first) primary station receiver has at least
been reduced to the hysteresis (or second) threshold, in step
760, then no further congestion reduction is needed for this
(first) primary station receiver, and this iteration of the
congestion management portion of the spectrum management
method may terminate, return step 765. If the congestion
parameter of this (first) primary station receiver has not been
reduced to the hysteresis (or second) threshold, in step 760,
then the process will be repeated, returning to step 720,
provided that the number of secondary station transmitters
moved from the upstream channel of this primary station
receiver is not excessive (with corresponding service
disruptions), step 770. If the number of secondary station
transmitters moved from the upstream channel of this primary
station receiver is below a predetermined (or adaptive)
threshold in step 770, then the process will be repeated
(returning to step 720). If the number of secondary station
transmitters moved from the upstream channel of this primary
station receiver is greater than the predetermined (or
adaptive) threshold in step 770, indicating that enough
secondary station transmitters have been transferred during
this iteration (and additional transfers may tend to cause
service disruptions), then this iteration of the congestion
management portion of the spectrum management method may
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terminate, return step 765. The congestion management
process may also be repeated for additional primary station
receivers which may be congested, returning to step 705. As
may be apparent from the above discussion, as this portion of
the spectrum management process continues to iterate,
transmitters of secondary stations will be transferred from
heavily loaded, congested primary station receivers to less
loaded primary station receivers, resulting in improved
congestion parameters, less overall communication system
congestion, and improved upstream transmission performance.

FIG. 11 is a flow chart illustrating downstream
congestion management for active secondary devices 110 of
the communication system 100 in accordance with the present
invention. While related to downstream channel allocation and
loading illustrated in FIGs. 5, 7 and 9, downstream congestion
management concerns additional factors and additional
circumstances which may affect system performance. While
the downstream channel allocation portion of the spectrum
management methodology of FIGs. 8 and 10 focused upon a
transmit (downstream) loading factor, formed by parameters
such as the queue depth, the downstream congestion
management portion of the spectrum management methodology
concerns a broader congestion parameter, both for the
particular downstream channel and for each secondary station
connected to the primary station. In the preferred
embodiment, this congestion parameter, for downstream
congestion management, is a throughput factor. In other
embodiments, the congestion parameter may also include the
various transmit loading factors such as queue depth and
packet and bit rates. For a downstream channel, a very high
congestion parameter such as throughput tends to indicate high
levels of activity by secondary station receivers, which may be
better serviced through utilization of other downstream
channels (and corresponding primary station transmitters) for
those very active secondary stations. However, in the
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preferred embodiment, transfer of a secondary station receiver
to another downstream channel may have greater disruption to
a secondary station, such as delay, compared to transfer of a
secondary station transmitter to another upsiream channel

5 (and corresponding primary station receiver). As a
consequence, in the preferred embodiment, the smaliest set of
secondary station receivers needed to relieve downstream
channel congestion (of primary station transmitters) is
transferred to another downstream channel (and

10  correspondingly to other primary station transmitters).

Referring to FIG. 11, beginning with start step 800, a

congestion parameter is determined for each primary station
transmitter 136n, step 805, until congestion parameters have
been determined for all transmitters 136 of the primary

15 station 101, step 810. Next, in step 815, if none of the
plurality of congestion parameters obtained in steps 805 and
810 are greater than a predetermined threshold or an adaptive
threshold, indicating that all primary station transmitters
have acceptable congestion parameters and are not

20 experiencing congestion, then no further adjustments need to
be made with regard to the downstream congestion
management of secondary devices, and this iteration of the
downstream congestion management portion of the spectrum
management method may terminate, return step 865. In step

25 815, however, if any of the plurality of congestion parameters
obtained in steps 805 and 810 are greater than a
predetermined threshold or an adaptive threshold, indicating
that one or more primary station transmitters have
unacceptable congestion parameters and are experiencing

30 congestion, then a primary station transmitter (of the
plurality of primary station transmitters 136) is selected
which has the highest congestion parameter, and impact levels
of all its corresponding secondary station receivers are
determined, step 820. As in the downstream load balancing

35 portion of the spectrum management method illustrated in FIG.
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9, secondary station receivers will then be transferred from
congested primary station transmitters to more lightly
loaded, non-congested primary station transmitters, depending
upon various conditions. For example, only secondary station
receivers which would have an impact if transferred, namely,
decreasing the congestion parameter for the given primary
station transmitter, will be transferred, provided that the
transter does not result in creating congestion for yet another
primary station transmitter. Moreover, as indicated above, to
avoid excessive service disruptions, excessive transfers of
secondary device receivers (and transmitters) should also be
avoided. As a consequence, referring to FIG. 11, in step 820,
for the primary station transmitter having the highest
congestion parameter, the impact level of a transfer, for each
corresponding receiver (of the secondary stations), is
determined. Next, in step 825, the secondary station receiver
having the highest impact level, if transferred, is selected. In
step 830, another (or second) transmitter of a primary station,
which has a congestion parameter less than the predetermined
(or adaptive) threshold, is selected as a candidate to which the
selected secondary station receiver may be transferred. In the
preferred embodiment, the second primary station transmitter
having the lowest congestion parameter (i.e., is the least
congested) is selected. As discussed above, to avoid
transferring the same secondary station receiver an excessive
number of times, with concomitant potential service
disruption, in step 835, if the historical information for the
selected secondary station receiver is greater than a
predetermined or adaptive threshold, e.q., the selected
secondary station receiver has already been transferred
recently, then another (second) secondary station receiver
having the next highest impact level is selected, step 840. The
second secondary station receiver having the next highest
impact level is also evaluated for possible transfer, returning
to step 835. |If in step 835 the historical information for the
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selected secondary station receiver is not greater than the
predetermined or adaptive threshold, e.g., the selected
secondary station receiver has not been transferred recently,
then the selected secondary station receiver is evaluated to

5 determine whether protocol information indicates that a
transfer of the selected secondary station receiver would be
allowable, step 845, as discussed above for step 650. If such
protocol information indicates that a transfer of the selected
receiver of the secondary station would be inadvisable in step

10 845, another secondary station receiver (having the next
highest impact level if transferred) is selected, returning to
step 840.

If the protocol information indicates that a transfer of

the selected secondary station receiver would be allowable in

15 step 845, then potential congestion of the second, candidate
transmitter (of the primary station) is evaluated in step 850.
If, in step 850, the transfer of the selected secondary station
receiver to the second primary station transmitter would
cause the second primary station transmitter to become

20 congested and potentially overiloaded (having a congestion
parameter greater than the predetermined (or adaptive)
threshold), then another secondary station receiver is selected
for possible transfer, returning to step 840. Alternatively, if
the primary station transmitter selected in step 830 was not

25 the transmitter having the lowest congestion parameter, then
yet another (third) primary station transmitter of the primary
station, having a congestion parameter less than the threshold,
may be selected, returning to step 830. In step 850, if the
candidate primary station transmitter would, with the

30 proposed transfer (ie., with the additional impact of the
selected secondary station receiver), have a new congestion
parameter which is still less than (or equal to) the
predetermined (or adaptive) threshold, then the selected
secondary station receiver may be transferred to this

35 candidate primary station transmitter, step 855. Next, in step
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860, the first primary station transmitter (previously having
the highest congestion parameter), is evaluated to determine
whether its current congestion parameter has been reduced
below a second predetermined (or adaptive) threshold. In the
5 preferred embodiment, this second threshold is also a
hysteresis level, namely, is less than the first threshold (of
step 815), such that the first primary station transmitter does
not immediately become congested again. If the congestion
parameter of this (first) primary station transmitter has at
10 least been reduced to the hysteresis (or second) threshold, in
step 860, then no further congestion reduction is needed for
this (first) primary station transmitter, and this iteration of
the downstream congestion management portion of the
spectrum management method may terminate, return step 865.
15 If the congestion parameter of this (first) primary station
transmitter has not been reduced to the hysteresis (or second)
threshold, in step 860, then the process will be repeated,
returning to step 820, provided that the number of secondary
station receivers moved from the downstream channels of this
20 primary station transmitter is not excessive (with
corresponding service disruptions), step 870. |If the number of
secondary station receivers moved from the downstream
channels of this primary station transmitter is below a
predetermined (or adaptive) threshold in step 870, then the
25 process will be repeated (returning to step 820). If the number
of secondary station receivers moved from the downstream
channels of this primary station transmitter is greater than
the predetermined (or adaptive) threshold in step 870,
indicating that enough secondary station receivers have been
30 transferred during this iteration (and additional transters may
tend to cause service disruptions), then this iteration of the
downstream congestion management portion of the spectrum
management method may terminate, return step 865. The
downstream congestion management process may also be
35 repeated for additional transmitters of a primary station
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which may be congested, returning to step 805. Also as may be
apparent from the above discussion, as this portion of the
spectrum management process continues to iterate, receivers
of secondary stations will be transferred from heavily loaded,

5 congested primary station transmitters to less loaded primary
station transmitters, resulting in improved congestion
parameters, less overall communication system congestion,
and improved downstream transmission performance.

FIG. 12 is a flow chart illustrating upstream and

10 downstream spectrum management in accordance with the
present invention. Beginning with start step 900, upstream
and downstream channel loading is allocated for secondary
stations which are entering the communication system 100,
step 905, as discussed in detail above and as illustrated in

15 FiGs. 6 and 7. Next or concurrently with step 905, upstream
and downstream channe! loading is allocated for secondary
stations which are and have been active in the communication
system 100, step 910, also as discussed in detail above and as
illustrated in FIGs. 8 and 9. Next, in step 915, upstream and

20 downstream channels are allocated based upon error
parameters, as discussed in detail above and as illustrated in
FiIGs. 4 and 5. Lastly, in step 920, upstream and downstream
channels are allocated based upon congestion parameters, as
discussed in detail above and as illustrated in FIGs. 10 and 11.

25 Steps 915 and 920 may be concurrent with each other, and may
also be concurrent with either or both steps 905 and 910.
Foliowing steps 915 and 920, the iteration of the spectrum
management process may end, return step 925, or may continue
and repeat, as in the preferred embodiment, returning to steps

30 905 and 910.

in summary, FIG. 2 in light of FIG. 12 illustrates an

apparatus 101 for spectrum management in a communication
system, with the communication system having a
communication medium, with the communication medium

35 having a plurality of downstream communication channels, the
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communication medium further having a plurality of upstream
communication channels, with the communication system
further having a plurality of secondary stations coupleable to
the communication medium, and with each secondary station of

5 the plurality of secondary stations having a receiver and a
transmitter. The apparatus 101 then comprises: first, a
channel interface 125p coupleable to the communication
medium for signal transmission on a downstream
communication channel of the plurality of downstream

10 communication channels and for signal reception on an
upstream communication channel of the plurality of upstream
communication channels; and second, a processor arrangement
120 coupled to the channel interface 125n, the processor
arrangement 120 responsive through a set of program

15 instructions to allocate loading of the plurality of upstream
communication channels and of the plurality of downstream
communication channels for an entering secondary station of
the plurality of secondary stations; to allocate loading of the
plurality of upstream communication channels and of the

20 plurality of downstream communication channels for an active
secondary station of the pilurality of secondary stations; to
allocate the plurality of upstream communication channels and
the plurality of downstream communication channels based
upon an error parameter; and to allocate loading of the

25 plurality of upstream communication channels and of the
plurality of downstream communication channels based upon a
congestion parameter.

In summary, FIG. 2 in light of FIG. 4 illustrates an

apparatus 101 wherein the processor arrangement 120 is

30 further responsive: first, to monitor an error rate for each
upstream communication channel of the plurality of upstream
communication channeis; to determine whether the error rate
for each upstream communication channel of the plurality of
upstream communication channels exceeds a first threshold to

35 form a set of upstream high error channels; second, to
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determine a channel noise parameter for a first upstream high
error channel of the set of upstream high error channels; third,
when the channel noise parameter of the first upstream high
error channel exceeds a second threshold, to transfer a

5 secondary station transmitter from the first upstream high
error channel to a first idle upstream communication channel
of the plurality of upstream communication channels, the first
idle upstream communication channel then having a channel
noise parameter lower than the second threshold; and fourth,

10  when the channel noise parameter of the first upstream high
error channel is less than the second threshold, to transfer a
secondary station transmitter from the first upstream high
error channel to a second idle upstream communication channel
of the plurality of upstream communication channels, the

15 second idle upstream communication channel having a
frequency higher than a frequency of the first upstream high
error channel. As discussed above, any of the thresholds of the
preferred embodiment, such as the first threshold and the
second threshold of FIG. 4, may be either predetermined or

20 adaptive. In the preferred embodiment, the channel noise
parameter is the received signal strength measured when a
high error channel of the plurality of high error channels is
idle.

In summary, FIG. 2 in light of FIG. 5 illustrates an

25 apparatus 101 wherein the processor arrangement is further
responsive: first, to monitor a downstream error rate for each
secondary station connected to a first downstream
communication channel of the plurality of downstream
communication channels; and second, when a predetermined

30 number of the plurality of secondary stations have a
downstream error rate which exceeds a threshold, to transfer
a secondary station receiver from the first downstream
communication channel to a second downstream communication
channe! of the pluratity of downstream communication

35 channels.
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Also in summary, FIG. 2 in light of FIG. 6 illustrates an
apparatus 101 wherein the processor arrangement 120 is
further responsive: first, to determine a receive loading factor
for each receiver of a plurality of primary station receivers to
form a plurality of receive loading factors; second, when the
plurality of receive loading factors indicate initialization of
the communication system, to sequentially assign a
transmitter of each secondary station transmitter of the
plurality of secondary stations to each receiver of the
plurality of primary station receivers; and third, when the
plurality of receive loading factors do not indicate
initialization of the communication system, to assign a
transmitter of an entering secondary station of the plurality of
secondary stations to a receiver of the plurality of primary
station receivers then having a lowest receive loading factor.

Also in summary, FIG. 2 in light of FIG. 7 illustrates an
apparatus 101 wherein the processor arrangement 120 is
further responsive: first, to determine a transmit loading
factor for each transmitter of a plurality of primary station
transmitters to form a plurality ot transmit loading factors;
second, when the plurality of transmit loading factors indicate
initialization of the communication system, to sequentially
assign a receiver of each secondary station of the plurality of
secondary stations to each transmitter of the plurality of
primary station transmitters; and third, when the plurality of
transmit loading factors do not indicate initialization of the
communication system, to assign a receiver of an entering
secondary station of the plurality of secondary stations to a
transmitter of the pilurality of primary station transmitters
then having a lowest transmit loading factor.

Also in summary, FIG. 2 in light of FIG. 8 illustrates an
apparatus 101 wherein the processor arrangement 120 is
further responsive: first, to determine a receive loading
factor for each receiver of a plurality of primary station
receivers to form a plurality of receive loading factors;
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second, when a variation of the plurality of receive loading
factors exceeds a threshold, to select a first receiver of the
plurality of primary station receivers then having a highest
receive loading factor; third, for the first receiver, to
determine an impact level of a transfer for each corresponding
secondary station transmitter of the plurality of secondary
stations and selecting a secondary station transmitter of the
plurality of secondary stations then having a highest impact
level to form a selected transmitter; fourth, to select a second
receiver of the plurality of primary station receivers then
having a receive loading factor less than a mean receive
loading factor and to determine a second receive loading factor
for the second receiver in conjunction with the selected
transmitter; and fifth, when the second receive loading factor
is less than the mean receive loading factor, to transfer the
selected transmitter to the second receiver. In the preferred
embodiment, the receive loading factor further comprises a
weighted combination of a packet rate, a bit rate, and a cycle
time.

Also in summary, FIG. 2 in light of FIG. 9 illustrates an
apparatus 101 wherein the processor arrangement 120 is
further responsive: first, to determine a transmit loading
factor for each transmitter of a plurality of primary station
transmitters to form a plurality of transmit loading factors;
second, when a variation of the plurality of transmit loading
factors exceeds a threshold, to select a first transmitter of
the plurality of primary station transmitters then having a
highest transmit loading factor; third, for the first
transmitter, to determine an impact level of a transfer for
each corresponding secondary station receiver of the plurality
of secondary stations and to select the secondary station
receiver of the pilurality of secondary stations then having a
highest impact level to form a selected receiver; fourth, to
select a second transmitter of the plurality of primary station
transmitters then having a transmit loading factor less than a
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mean transmit loading factor and to determine a second
transmit loading factor for the selected transmitter in
conjunction with the second receiver; and fifth, when the
second transmit loading factor is less than the mean transmit

5 loading factor, to transfer the selected receiver to the second
transmitter. In the preferred embodiment, the transmit
loading factor further comprises a weighted combination of a
packet rate, a bit rate, and a queue depth.

Also in summary, FIG. 2 in light of FIG. 10 illustrates an

10 apparatus 101 wherein the processor arrangement 120 is
further responsive: first, to determine a congestion parameter
for each receiver of a plurality of primary station receivers to
form a plurality of congestion parameters; second, when a
congestion parameter of the plurality of congestion

15 parameters exceeds a first threshold, to select a first receiver
of the plurality of primary station receivers then having a
highest congestion parameter; third, for the first receiver, to
determine an impact level of a transfer for each corresponding
secondary station transmitter of the plurality of secondary

20 stations and to select a secondary station transmitter of the
plurality of secondary stations then having a highest impact
level to form a selected transmitter; fourth, to select a second
receiver of the plurality of primary station receivers then
having a congestion parameter less than the first threshold and

25 to determine a second congestion parameter for the second
receiver in conjunction with the selected transmitter; and
fifth, when the second congestion parameter is less than the
first threshold, to transter the selected transmitter to the
second receiver. In the preferred embodiment, the congestion

30 parameter is an access latency factor.

Lastly in summary, FIG. 2 in light of FIG. 11 illustrates
an apparatus 101 wherein the processor arrangement 120 is
further responsive: first, to determine a congesticn parameter
for each transmitter of a plurality of primary station

35 transmitters to form a plurality of congestion parameters;
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second, when a congestion parameter of the plurality of
congestion parameters exceeds a first threshold, to select a
first transmitter of the plurality of primary station
transmitters then having a highest congestion parameter;

5 third, for the first transmitter, to determine an impact level
of a transfer for each corresponding secondary station receiver
of the plurality of secondary stations and to select a secondary
station receiver of the plurality of secondary stations then
having a highest impact level to form a selected receiver;

10  fourth, to select a second transmitter of the plurality of
primary station transmitters then having a congestion
parameter less than the first threshold and to determine a
second congestion parameter for the second transmitter in
conjunction with the selected receiver; and fifth, when the

15 second congestion parameter is less than first threshold, to
transfer the selected receiver to the second transmitter. In
the preferred embodiment, the congestion parameter further
comprises a throughput factor.

Numerous advantages of the spectrum management

20 apparatus and method of the present invention may be apparent.
First, the spectrum management apparatus and method of the
present invention addresses a completely new issue in data
communications, namely, concurrent load balancing, congestion
management, and channel assignment, in a multipoint

25 communication system. Second, the spectrum management
apparatus and method of the present invention provides a
unique response to channel noise conditions, utilizing direct
feedback from secondary stations, distinguishing impulse from
ingress noise, and providing corresponding solutions. Next, the

30 spectrum management apparatus and method of the present
invention, uniquely provides for a minimal access latency,
which is very significant in such an asymmetric
communication system, as upstream access latency may
negatively and severely impact downstream data throughput.

35 Yet another advantage of the spectrum management apparatus
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and method of the present invention is the independent
management of upstream and downstream channels, both for
guality and for congestion, rather than the prior art approach
of coupled upstream and downstream channel assignment and
5 management. Lastly, the spectrum management apparatus and
method of the present invention provides a needed methodology
to integrate channel quality management with data traffic
management, in one overall system.
From the foregoing, it will be observed that numerous
10 variations and modifications may be effected without
departing from the spirit and scope of the novel concept of the
invention. It is to be understood that no limitation with
respect to the specific methods and apparatus illustrated
herein is intended or should be inferred. It is, of course,
15 intended to cover by the appended claims all such
modifications as fall within the scope of the claims. The
invention is further defined by the following claims.
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1. A method for spectrum management in a communication
system, the communication system having a communication
medium, the communication medium having a plurality of

5 downstreamm communication channels, the communication
medium further having a plurality of upstream communication
channels, the communication system further having a plurality
of secondary stations coupleable to the communication
medium, each secondary station of the plurality of secondary

10 stations having a receiver and a transmitter, the method
comprising:

(a) allocating loading of the plurality of upstream
communication channels and of the plurality of downstream
communication channels for an entering secondary station of

15 the plurality of secondary stations;

(b) allocating loading of the plurality of upstream
communication channels and of the plurality of downstream
communication channels for an active secondary station of the
plurality of secondary stations; :

20 (c) allocating the plurality of upstream communication
channels and the plurality of downstream communication
channels based upon an error parameter; and

(d) allocating loading of the plurality of upstream
communication channels and of the plurality of downstream

25 communication channels based upon a congestion parameter.

2. The method of claim 1 wherein step (c) further
comprises:
for upstream communication channels:
30 monitoring an error rate for each upstream

communication channel of the plurality of upstream
communication channels;

determining whether the error rate for each
upstream communication channel of the plurality of upstream
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communication channels exceeds a first threshold to form a
set of upstream high error channels;
determining a channel noise parameter for a first
upstream high error channel of the set of upstream high error
5 channels;
when the channel noise parameter of the first
upstream high error channel exceeds a second threshold,
transferring a secondary station transmitter from the first
upstream high error channel to a first idle upstream
10 communication channel of the pilurality of upstream
communication channels, the first idle upstream
communication channel then having a channel noise parameter
lower than the second threshoid; and
when the channel noise parameter of the first
15 upstream high error channel is less than the second threshold,
transferring a secondary station transmitter from the first
upstream high error channel to a second idle upstream
communication channel of the plurality of upstream
communication channels, the second idle upstream
20 communication channe! having a frequency higher than a
frequency of the first upstream high error channel; and
for downstream communication channels:
monitoring a downstream error rate for each
secondary station of the plurality of secondary stations which
25 is connected to a first downstream communication channel of
the plurality of downstream communication channels; and
when a predetermined number of the plurality of
secondary stations have a downstream error rate which
exceeds a threshold, transferring a secondary station receiver
30 from the first downstream communication channel to a second
downstream communication channel of the plurality of
downstream communication channels.

3. The method of claim 1 wherein step (a) further
35 comprises:
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for upstream communication channels:

determining a receive ioading factor for each
receiver of a plurality of primary station receivers to form a
plurality of receive loading factors;

when the plurality of receive loading factors
indicate initialization of the communication system,
sequentially assigning a transmitter of each secondary station
of the plurality of secondary stations to each receiver of the
plurality of primary station receivers; and

when the plurality of receive loading factors do not
indicate initialization of the communication system, assigning
a transmitter of an entering secondary station of the plurality
of secondary stations to a receiver of the plurality of primary
station receivers then having a lowest receive loading factor;
and

for downstream communication channels:

determining a transmit loading factor for each
transmitter of a plurality of primary station transmitters to
form a plurality of transmit loading factors;

when the plurality of transmit loading factors
indicate initialization of the communication system,
sequentially assigning a receiver of each secondary station of
the plurality of secondary stations to each transmitter of the
plurality of primary station transmitters; and

when the plurality of transmit loading factors do
not indicate initialization of the communication system,
assigning a receiver of an entering secondary station of the
plurality of secondary stations to a transmitter of the

plurality of primary station transmitters then having a lowest
transmit loading factor.

4. The method of claim 1 wherein step (b) turther

comprises:
for upstream communication channels:
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determining a receive loading factor for each
receiver of a plurality of primary station receivers to form a
plurality of receive loading factors;

when a variation of the plurality of receive loading

5 factors exceeds a threshold, selecting a first receiver of the
plurality of primary station receivers then having a highest
receive loading factor;

for the first receiver, determining an impact level
of a transfer for each corresponding secondary station

10 transmitter of the plurality of secondary stations and
selecting a secondary station transmitter of the plurality of
secondary stations then having a highest impact level to form
a selected transmitter;

selecting a second receiver of the plurality of

15  primary station receivers then having a receive loading factor
less than a mean receive loading factor and determining a
second receive loading factor for the selected receiver in
conjunction with the selected transmitter; and

when the second receive loading factor is less than
20 the mean receive loading factor, transferring the selected
transmitter to the second receiver; and
for downstream communication channeis:
determining a transmit loading factor for each
transmitter of a plurality of primary station transmitters to

25 form a plurality of transmit loading factors;

when a variation of the plurality of transmit
loading factors exceeds a threshold, selecting a first
transmitter of the plurality of primary station transmitters
then having a highest transmit loading factor;

30 for the first transmitter, determining an impact
level of a transfer for each corresponding secondary station
receiver of the plurality of secondary stations and selecting a
secondary station receiver of the plurality of secondary
stations then having a highest impact level to form a selected

35 receiver;
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selecting a second transmitter of the plurality of
primary station transmitters then having a transmit loading
factor less than a mean transmit loading factor and
determining a second transmit loading factor for the second

5 transmitter in conjunction with the selected receiver; and

when the second transmit loading factor is less
than the mean transmit loading factor, transferring the
selected receiver to the second transmitter.

10 5. The method of claim 1 wherein step (d) further

comprises:
for upstream communication channels:

determining a congestion parameter for each

receiver of a plurality of primary station receivers to form a
15 plurality of congestion parameters;

when a congestion parameter of the plurality of
congestion parameters exceeds a first threshold, selecting a
first receiver of the plurality of primary station receivers
then having a highest congestion parameter;

20 for the first receiver, determining an impact level
of a transfer for each corresponding secondary station
transmitter of the plurality of secondary stations and
selecting a secondary station transmitter of the piurality of
secondary stations then having a highest impact level to form

25 a selected transmitter;

selecting a second receiver of the plurality of
primary station receivers then having a congestion parameter
less than the first threshold and determining a second
congestion parameter for the second receiver in conjunction

30 with the selected transmitter; and

when the second congestion parameter is less than
the first threshold, transferring the selected transmitter to
the second receiver; and
for downstream communication channels:
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determining a congestion parameter for each
transmitter of a plurality of primary station transmitters to
form a plurality of congestion parameters;
when a congestion parameter of the piurality of
5 congestion parameters exceeds a first threshold, selecting a
first transmitter of the plurality of primary station
transmitters then having a highest congestion parameter;
for the first transmitter, determining an impact
level of a transfer for each corresponding secondary station
10 receiver of the plurality of secondary stations and selecting a
secondary station receiver of the plurality of secondary
stations then having a highest impact level to form a selected
receiver;
selecting a second transmitter of the plurality of
15 primary station transmitters then having a congestion
parameter less than the first threshold and determining a
second congestion parameter for the second transmitter in
conjunction with the selected receiver; and
when the second congestion parameter is less than
20 first threshold, transferring the selected receiver to the
second transmitter.

6. An apparatus for spectrum management in a
communication system, the communication system having a

25 communication medium, the communication medium having a
plurality of downstream communication channels, the
communication medium further having a plurality of upstream
communication channels, the communication system further
having a plurality of secondary stations coupleable to the

30 communication medium, each secondary station of the plurality
of secondary stations having a receiver and a transmitter, the
apparatus comprising:

a channel interface coupleable to the communication

medium for signal transmission on a downstream

35 communication channel of the plurality of downstream
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communication channels and for signal reception on an
upstream communication channel of the plurality of upstream
communication channels; and
a processor arrangement coupled to the channel

5 interface, the processor arrangement responsive through a set
of program instructions to allocate loading of the plurality of
upstream communication channels and of the plurality of
downstream communication channels for an entering secondary
station of the plurality of secondary stations; to allocate

10 loading of the plurality of upstream communication channeils
and of the plurality of downstream communication channels for
an active secondary station of the plurality of secondary
stations; to allocate the plurality of upstream communication
channels and the plurality of downstream communication

15 channels based upon an error parameter; and to allocate loading
of the plurality of upstream communication channels and of the
plurality of downstream communication channels based upon a
congestion parameter.

20 7. The apparatus of claim 6 wherein the processor
arrangement is further responsive:
for upstream communication channels:
to monitor an error rate for each upstream
communication channel of the plurality of upstream

25 communication channels;

to determine whether the error rate for each
upstream communication channel of the plurality of upstream
communication channels exceeds a first threshold to form a
set of upstream high error channels;

30 to determine a channel noise parameter for a first
upstream high error channel of the set of upstream high error
channels;

when the channel noise parameter of the first
upstream high error channel exceeds a second threshold, to

35 transfer a secondary station transmitter from the first
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upstream high error channel to a first idle upstream
communication channel of the plurality of upstream
communication channels, the first idie upstream
communication channel then having a channel noise parameter
5 lower than the second threshold; and

when the channel noise parameter of the first
upstream high error channel is less than the second threshold,
to transfer a secondary station transmitter from the first
upstream high error channel to a second idle upstream

10 communication channel of the pilurality of upstream
communication channels, the second idle upstream
communication channel having a frequency higher than a
frequency of the first upstream high error channel; and

for downstream communication channels:

15 to monitor a downstream error rate for each
secondary station connected to a first downstream
communication channel of the plurality of downstream
communication channels; and

when a predetermined number of the plurality of

20 secondary stations have a downstream error rate which
exceeds a threshold, to transfer a secondary station receiver
from the first downstream communication channel to a second
downstream communication channel of the plurality of
downstream communication channels.

25
8. The apparatus of claim 6 wherein the processor
arrangement is further responsive:

for upstream communication channels:
to determine a receive loading factor for each

30 receiver of a plurality of primary station receivers to form a

plurality of receive loading factors;

when the pilurality of receive loading factors
indicate initialization of the communication system, to
sequentially assign a transmitter of each secondary station
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transmitter of the plurality of secondary stations to each

receiver of the plurality of primary station receivers; and
when the plurality of receive loading factors do not

indicate initialization of the communication system, to assign

5 a transmitter of an entering secondary station of the plurality
of secondary stations to a receiver of the plurality of primary
station receivers then having a lowest receive loading factor;
and

for downstream communication channels:

10 to determine a transmit loading factor for each
transmitter of a plurality of primary station transmitters to
form a plurality of transmit loading factors;

when the plurality of transmit loading factors
indicate initialization of the communication system, to

15  sequentially assign a receiver of each secondary station of the
plurality of secondary stations to each transmitter of the
plurality of primary station transmitters; and

when the plurality of transmit loading factors do
not indicate initialization of the communication system, to

20 assign a receiver of an entering secondary station of the
plurality of secondary stations to a transmitter of the
plurality of primary station transmitters then having a lowest
transmit loading factor.

25 9. The apparatus of claim 6 wherein the processor
arrangement is further responsive:
for upstream communications channels:
to determine a receive loading factor for each
receiver of a plurality of primary station receivers to form a
30 plurality of receive loading factors;
when a variation of the plurality of receive loading
factors exceeds a threshold, to select a first receiver of the

plurality of primary station receivers then having a highest
receive loading factor;
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for the first receiver, to determine an impact level
of a transter for each corresponding secondary station
transmitter of the plurality of secondary stations and
selecting a secondary station transmitter of the plurality of
5 secondary stations then having a highest impact level to form
a selected transmitter;
to select a second receiver of the plurality of
primary station receivers then having a receive loading factor
less than a mean receive loading factor and to determine a
10 second receive loading factor for the second receiver in
conjunction with the selected transmitter; and
when the second receive loading factor is less than
the mean receive loading factor, to transfer the selected
transmitter to the second receiver; and
15 for downstream communication channels:
to determine a transmit loading factor tor each
transmitter of a plurality of primary station transmitters to
form a plurality of transmit loading factors;
when a variation of the plurality of transmit
20 loading factors exceeds a threshold, to select a first
transmitter of the plurality of primary station transmitters
then having a highest transmit loading factor;
for the first transmitter, to determine an impact
level of a transfer for each corresponding secondary station
25 receiver of the plurality of secondary stations and to select
the secondary station receiver of the plurality of secondary
stations then having a highest impact level to form a selected
receiver;
to select a second transmitter of the pilurality of
30 primary station transmitters then having a transmit loading
factor less than a mean transmit loading factor and to
determine a second transmit loading factor for the selected
transmitter in conjunction with the second receiver; and
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when the second transmit loading factor is less
than the mean transmit loading factor, to transfer the selected
receiver to the second transmitter.

5 10. The apparatus of claim 6 wherein the processor
arrangement is further responsive:
for upstream communication channels:
to determine a congestion parameter for each
receiver of a plurality of primary station receivers to form a
10  plurality of congestion parameters;
when a congestion parameter of the plurality of
congestion parameters exceeds a first threshold, to select a
first receiver of the plurality of primary station receivers
then having a highest congestion parameter;

15 for the first receiver, to determine an impact level
of a transfer for each corresponding secondary station
transmitter of the plurality of secondary stations and to
select a secondary station transmitter of the plurality of
secondary stations then having a highest impact level to form

20 a selected transmitter;

to select a second receiver of the plurality of
primary station receivers then having a congestion parameter
less than the first threshold and to determine a second
congestion parameter for the second receiver in conjunction

25 with the selected transmitter; and

when the second congestion parameter is less than
the first threshold, to transfer the selected transmitter to the
second receiver; and
for downstream communication channels:

30 to determine a congestion parameter for each
transmitter of a plurality of primary station transmitters to
form a plurality of congestion parameters;

when a congestion parameter of the plurality of
congestion parameters exceeds a first threshold, to select a
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first transmitter of the piurality of primary station
transmitters then having a highest congestion parameter;
for the first transmitter, to determine an impact
level of a transfer for each corresponding secondary station
5 receiver of the plurality of secondary stations and to select a
secondary station receiver of the plurality of secondary
stations then having a highest impact level to form a selected
receiver;
to select a second transmitter of the plurality of
10  primary station transmitters then having a congestion
parameter less than the first threshold and to determine a
second congestion parameter for the second transmitter in
conjunction with the selected receiver; and
when the second congestion parameter is less than
15 first threshold, to transfer the selected receiver to the second
transmitter.
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46d68

Warnings:

Information:

342011
59 Non Patent Literature 0059_exhibit_e02.pdf no 24

7af5471005bc5e126b00440ed 209542360
07fe0

Warnings:

Information:

Total Files Size (in bytes): 302705786

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Application Number: 14072184
International Application Number:
Confirmation Number: 7558
Title of Invention: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES
AND SYSTEMS
First Named Inventor/Applicant Name: Yu Fang
Customer Number: 21186
Filer: Eric B. Andersland/Valerie Murphy
Filer Authorized By: Eric B. Andersland
Attorney Docket Number: 2831.006US6
Receipt Date: 03-JUN-2015
Filing Date: 05-NOV-2013
Time Stamp: 16:58:50
Application Type: Utility under 35 USC 111(a)
Payment information:
Submitted with Payment no
File Listing:
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1 Non Patent Literature 0060_exhibit_e03.pdf no 26
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0061_exhibit_e04.pdf

479102

d68d79baa62b117527636216736f13720e5
d1d38

no

32

Warnings:

Information:

Non Patent Literature

0062_exhibit_e05.pdf

384913

2f62b40a7ee8263c1b917b12e6fbf7d5d777
b2a2

no

26

Warnings:

Information:

Non Patent Literature

0063_exhibit_e06.pdf

1130026

60145a686dabb99043b808668da90f7f918|
002d1

no

32

Warnings:

Information:

Non Patent Literature

0064_exhibit_e07.pdf

379127

fabc64cb06d159d8cf276d9190beca2f25¢|

no

27

Warnings:

Information:

Non Patent Literature

0065_exhibit_e08.pdf

374169

3f8202fe78¢4129832d310418370f452a098|

no

26

Warnings:

Information:

Non Patent Literature

0066_exhibit_f01.pdf

2807693

fd77581ac7d818a675d697e29a67091a731
94750

no

26

Warnings:

Information:

Non Patent Literature

0067_exhibit_f10.pdf

1094203

6b59f71f6b732dc69ca75d9d5c7484fe7521

3c86

no

27

Warnings:

Information:

Non Patent Literature

0068_exhibit_f11.pdf

841326

d5e419caeda736b89e987426b12921bdc3
5f8099

no

27

Warnings:

Information:

10

Non Patent Literature

0069_exhibit_f12.pdf

643497

4d24fb0b568465b721fd067fdeb315e24b1
03dc2

no

24

Warnings:

Information:
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0070_exhibit_f13.pdf

975425

98be08dd4bfb89c56b044cfde07ac02af92d|
eala

no

20

Warnings:

Information:

12

Non Patent Literature

0071_exhibit_f14.pdf

832362

9547164d517bfc8calc7648aaeba2348c76
5a7db

no

20

Warnings:

Information:

13

Non Patent Literature

0072_exhibit_f15.pdf

269074

4b24267217758bfeeded57e7ff64ff4e592¢a|
e%b

no

Warnings:

Information:

14

Non Patent Literature

0073_exhibit_f02.pdf

3013379

3dde73300dc630de19a0c64ebed0167135
44d121

no

31

Warnings:

Information:

15

Non Patent Literature

0074_exhibit_f03.pdf

3751035

c6d7eec6a2f874c0332ea68491da8ae3929

no

40

Warnings:

Information:

16

Non Patent Literature

0075_exhibit_f04.pdf

3991638

4b4f20881c9ec187553be7ae3522665eec2
76919

no

a7

Warnings:

Information:

17

Non Patent Literature

0076_exhibit_f05.pdf

1001204

ab11f9d32130c9ef8174ff4ad7221654b498|

85ae

no

31

Warnings:

Information:

18

Non Patent Literature

0077_exhibit_f06.pdf

712407

18cf21b9b3efd059f3db7296a6bc459ad 92
0alc

no

29

Warnings:

Information:

19

Non Patent Literature

0078_exhibit_f07.pdf
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8144373fb45c4fcfdc0d548d0a38e29b6d5

no

23

Warnings:

Information:
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20
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0079_exhibit_f08.pdf

467569

90fe02757e26242671187bffad 5b502b0f17
564¢

no

29

Warnings:

Information:

21

Non Patent Literature

0080_exhibit_f09.pdf

859177

6a0e1688bebf199d773ae9fc6alddecede?!
elaa

no

27
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Information:

22

Non Patent Literature

0081_exhibit_g.pdf

190319

2faeacc0d352e1a610ebc593d50298bb7df
7722¢

no

27

Warnings:

Information:

23

Non Patent Literature

0082_fireeye_016665.pdf

8788503

89c4c72dal102621aa4e0ab925db52e3187

no

112

Warnings:

Information:

24

Non Patent Literature

0083_20150302fireeyesdisclos
ureinvaliditytentions.pdf

343824

€209b76d20b5b4750100a662b6a8f211b2f|
1994

no

38

Warnings:

Information:

25

Non Patent Literature

0084 _fortgatepart1_010926.
pdf

15573267

3408e95372b73dcf3c470a0f398877a341a2)
b9sb
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Warnings:

Information:

26

Non Patent Literature

0085_fireeye_011255.pdf

887652

31cfb5f687f0215af7378881bc321c49b2eb)

cbe

no

Warnings:

Information:

27

Non Patent Literature

0086_fireeye_013828.pdf

11190095

ee7beb50b71588415%13af0367bed 74a10}
c797a

no

114

Warnings:

Information:

28

Non Patent Literature

0087_fireeye_014710.pdf

3494491

faba3ce1c395fc0c20b009b626227b48aed
d3f3e
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32

Warnings:

Information:

Page 198 of 352

Netskope Exhibit 1003




115655
29 Non Patent Literature 0088_fireeye_023639.pdf no 2

17737bfa091cc218%4d8fda1ba07459%a168
5fo4

Warnings:

Information:

8491217
30 Non Patent Literature 0089_fireeye_014540.pdf no 106

16137af63cc99339d97c4061269b6f2ffad7d|
Sfa

Warnings:

Information:

2037292
31 Non Patent Literature 0090_fireeye_016857.pdf no 18

€10d958f32b4632b9a3d69df625fe81f7c1d
8125

Warnings:

Information:

1028282
32 Non Patent Literature 0091_fireeye_010912.pdf no 14

aca/4eae179b7bf3466b9a89eb8d 14190e4

Warnings:

Information:

220769
33 Non Patent Literature 0092_fireeye_023673.pdf no 2

391d9f17d61b7886846fa7470feBbc2 1be
3c04

Warnings:

Information:

253542
34 Non Patent Literature 0093_fireeye_012590.pdf no 2

e6%4ed3c57fBade48056ecb715cade75¢7a
2fe30

Warnings:

Information:

1634619
35 Non Patent Literature 0094 _fireeye_023710.pdf no 16

9d59648ae940363f52e34219075435b21c6|
d1c65

Warnings:

Information:

5882547
36 Non Patent Literature 0095_fireeye_016571.pdf no 65

aaB172cd3cfb2c25d 1acd4c889291faf0ala
3b39

Warnings:

Information:

146622
37 Non Patent Literature 0096 _fireeye_011285.pdf no 1

€29766b279df8d232d943ae74¢543af314a2
85a8

Warnings:

Information:
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38 Non Patent Literature 0097_fireeye_023696.pdf no 12
al5ae736fede0446h78345f8261ee78% 024
dgsf
Warnings:
Information:
250753
39 Non Patent Literature 0098_fireeye_024330.pdf no 2
ef2e2a4f0c2e59dc4fade53d7998db394356)
Warnings:
Information:
6083196
40 Non Patent Literature 0099_fireeye_012640.pdf no 80
afee45300da08b8966c20e494888ddaf2ccH
25¢f
Warnings:
Information:
405605
41 Non Patent Literature 0100_fireeye_012720.pdf no 3
4¢20709868f6bd 178f23092b43aaf86daf72
b30

Warnings:

Information:

10593920
42 Non Patent Literature 0101_fireeye_012156.pdf no 116

d504e8049fe5a8fce08932e3519a93888fh0|

Warnings:

Information:

8101873
43 Non Patent Literature 0102_fireeye_012494.pdf no 926

6c90382a663e9a5dcad7c7c8f8a5f9d33243
e6e

Warnings:

Information:

7436902
44 Non Patent Literature 0103_fireeye_012406.pdf no 88

f7e8cc65e064e8d4c23d2470521f0938d 101

Warnings:

Information:

3077203
45 Non Patent Literature 0104_fireeye_012592.pdf no 36

6179e0cc8312787816ce415f55e483a4 690t
409

Warnings:

Information:

1456887
46 Non Patent Literature 0105_fireeye_012272.pdf no 14

317a6dedec2ceal’>4dadd152292446142al
0e2¢9

Warnings:

Information:
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47 Non Patent Literature 0106_fireeye_012286.pdf no 85
b3ae9f3344c87fe37ce716a4f67e1421e08e|
e186
Warnings:
Information:
3021439
48 Non Patent Literature 0107_fireeye_012371.pdf no 35
af6093720d9d 1c056aaa33d3a75288cabe7
7c3ad
Warnings:
Information:
1018006
49 Non Patent Literature 0108_fireeye_012628.pdf no 6
4f16fe1848195a2208e2da31e2158dfbb10d|
08eb
Warnings:
Information:
1262082
50 Non Patent Literature 0109_fireeye_011286.pdf no 8
b55015fad6d3¢c2023b208477a0f45e4f5bcf]
3cid

Warnings:
Information:
1263929
51 Non Patent Literature 0110_fireeye_011294.pdf no 7
4c1fd1466ba1268d381988aba7f1634 77l
Warnings:
Information:
927669
52 Non Patent Literature 0111_fireeye_012634.pdf no 6
d47ae74eb98eb640a46016bd2b42545a5d
02da52
Warnings:
Information:
5142108
53 Non Patent Literature 0112_fireeye_012816.pdf no 48
8bcdebcbbd9f2a2cfaabf51d9322a8c849¢ce
172¢
Warnings:
Information:
326333
54 Non Patent Literature 0113_fireeye_013198.pdf no 2
873f508251e288bdccaa8badbe11f55d1cf4|
Warnings:
Information:
2124174
55 Non Patent Literature 0114_fireeye_016833.pdf no 16
9f62a5f4fc3e7300362b163de0d92¢615046|
Warnings:
Information:
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13781418
56 Non Patent Literature 0115_fireeye_014370.pdf no 170

467a9b506c2ade536e0c8f742¢1146632a0
544al

Warnings:

Information:

4245174
57 Non Patent Literature 0116_fireeye_013942.pdf no 52

4541483154a212f14e856f52ef50fc3793a53]
ee3

Warnings:

Information:

1405044
58 Non Patent Literature 0117_fireeye_014650.pdf no 8

45ee4194d604008976436463f83fed7a08c!
16d4

Warnings:

Information:

853348
59 Non Patent Literature 0118_fireeye_014646.pdf no 4

24515b04c75eb0d97904b0c8fc1f21a90a9¢

Warnings:

Information:

1447099
60 Non Patent Literature 0119_fireeye_014354.pdf no 16

82f431229133258875b49a1f19de9a14c262
f85e

Warnings:

Information:

Total Files Size (in bytes); 169496386

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Yu Fang
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Filer Authorized By:

Eric B. Andersland
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Time Stamp:
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File Listing:
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Information:
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290108
2 Non Patent Literature 0121_fireeye_023708.pdf no 2
989f91cd07b35f14ff16de83be8f8b219b37|
6e79
Warnings:
Information:
3270417
3 Non Patent Literature 0122_fireeye_011955.pdf no 48
7da8c33f63bd3b20ed9cfeadfbb185c01b2)
Warnings:
Information:
778573
4 Non Patent Literature 0123_fireeye_022240.pdf no 4
9¢8d36a1c816e3bbad9205722a82179ddc
7c0%4
Warnings:
Information:
634376
5 Non Patent Literature 0124_fireeye_010894.pdf no 4
0b78057202d10028a%a55195728b824b48|
20de
Warnings:
Information:
617665
6 Non Patent Literature 0125_fireeye_010890.pdf no 4
55¢5858559d5cdded72¢9916169b71d499)
b3fad
Warnings:
Information:
187293
7 Non Patent Literature 0126_fireeye_012154.pdf no 2
383e70e415d61a0fbb52a59c4fa91a3ae85!
584b
Warnings:
Information:
2753660
8 Non Patent Literature 0127_fireeye_014658.pdf no 28
ddeca846d0c1bb6282338aad18dbcc35d4|
c4f%a
Warnings:
Information:
2182636
9 Non Patent Literature 0128_fireeye_014686.pdf no 24
035610a4266100bcdbf468c56e7471f6267
20ac7
Warnings:
Information:
1684831
10 Non Patent Literature 0129_fireeye_011265.pdf no 14
€9¢96f535114ca4430cfealbf1bed 7670527
Warnings:
Information:
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3634031
1 Non Patent Literature 0130_fireeye_012003.pdf no 43
e28adb7d69875cf0ddd 1b5ab8fcObc18407]
bé6ale
Warnings:
Information:
1462815
12 Non Patent Literature 0131_fireeye_010898.pdf no 14
77461e4c0b5377757907f7b5bde7c67cald
5f9e2
Warnings:
Information:
524458
13 Non Patent Literature 0132_fireeye_015843.pdf no 4
bf47af7450670325b139857fcfc466d399d5
ac2d
Warnings:
Information:
4065455
14 Non Patent Literature 0133_fireeye_022202.pdf no 38
60db522315eb0736bc995f62b1a8b529001
9c75e
Warnings:
Information:
8793643
15 Non Patent Literature 0134_fireeye_015847.pdf no 81
1411¢034354392d4d532d 1bfbcladbfbdcs|
a3b90
Warnings:
Information:
18854956
16 Non Patent Literature 0135_fireeye_015176.pdf no 258
95934a298318381d3882fd 109f7ec988612¢
boe14
Warnings:
Information:
15923564
17 Non Patent Literature 0136_fireeye_023793.pdf no 216
84e9f2f1dbc899d19bdeacb021702038196|
Warnings:
Information:
250872
18 Non Patent Literature 0137_savuserguide_2003.pdf no 42
871212554a36d246ede4042ee813a93210:
6b0b6
Warnings:
Information:
5852660
19 Non Patent Literature 0138_fireeye_014756.pdf no 81
Oeba3belaceaaf2f5dbfdf7c139e0104081d
Warnings:
Information:

Page 205 of 352 Netskope Exhibit 1003



465041
20 Non Patent Literature 0139_fireeye_023633.pdf no 4
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Information:
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21 Non Patent Literature 0140_fireeye_023758.pdf no 33
ea3185454ec85a4ef36f860ed2b6e650ff20
ee52
Warnings:
Information:
289326
22 Non Patent Literature 0141_fireeye_023641.pdf no 2
739aef7baf0db9dce6e7a68821a838fea33b)
BaeB
Warnings:
Information:
1638838
23 Non Patent Literature 0142_fireeye_023726.pdf no 16
120942b90faf744191e4262e88068b91a80¢]

Warnings:

Information:

1656821
24 Non Patent Literature 0143_fireeye_023742.pdf no 16

90d6a1737cf692b5d378d8a88f3b42e95%

Warnings:

Information:

275070
25 Non Patent Literature 0144_fireeye_023643.pdf no 2

0621544 1¢e8770b258639371600cae0b2d4|
ea259

Warnings:

Information:

282579
26 Non Patent Literature 0145_fireeye_023647.pdf no 2

032e117adbb6270e9a4db5244cf2b0281b7]
f7ad6

Warnings:

Information:

246043
27 Non Patent Literature 0146_fireeye_023645.pdf no 2

0Oecb88f32ffd8bcbb8d3cd6ed998faed1c8h
5696

Warnings:

Information:

531524
28 Non Patent Literature 0147_fireeye_023656.pdf no 4

651164e2659c0a4e1975de1ddc5e73bbd

Warnings:

Information:
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0148_fireeye_023660.pdf

404877

5f3c2690b3bf502b9b3fe283532d7ebb6b9
53d58

no

Warnings:

Information:

30

Non Patent Literature

0149_fireeye_023667.pdf

242570

eac87ba9297be02bf02chc63b0f4eeal0db
40e33

no

Warnings:

Information:

31

Non Patent Literature

0150_fireeye_023669.pdf

507975

14088f30345f003b492965c8731572c398e(|
fba2

no

Warnings:

Information:

32

Non Patent Literature

0151_fireeye_019214.pdf

1089208

af57ab65428569ae9a425f26b5d6b0fad725

no

Warnings:

Information:

33

Non Patent Literature

0152_fireeye_016420.pdf

1527627

28da6761e74dda04f270d3e3c5d4bdf71a6|
ede63

no

Warnings:

Information:

34

Non Patent Literature

0153_fireeye_015807.pdf

3809642

585616¢fb8b5d923c46a5a29ba03b02e7db)
ae297

no

36

Warnings:

Information:

35

Non Patent Literature

0154_fireeye_012864.pdf

2949568

45a1c51b7b6258bc8e60e737cBad2b4 16¢f]

c6c04

no

a4

Warnings:

Information:

36

Non Patent Literature

0155_virusscanenterpriseversio
n70implementation_guide_20
03.pdf

1064402

d9b2c3ffad6d2fc9db56f85717950d36cdfag
95a

no

44

Warnings:

Information:

37

Non Patent Literature

0156_usingmanagementch14_|
016007.pdf

14955741

483cbf8122¢a8fc95b21b556af369d09f431

no
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Warnings:

Information:
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e7770
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Information:
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39 Non Patent Literature 0158_fireeye_011281.pdf no 2
86b78acde39512525b1035ebc20d12b514
Obf444
Warnings:
Information:
76069
40 Non Patent Literature 0159_fireeye_011283.pdf no 1
2895f6be67f3ec74634500e179239458d 3e
4a82
Warnings:
Information:
93086
41 Non Patent Literature 0160_fireeye_011284.pdf no 1
97chbd8c781922dfaf64ff3a5027c16f9672ffHo
ab
Warnings:
Information:
239500
42 Non Patent Literature 0161_fireeye_011279.pdf no 2
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Warnings:
Information:
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98fe
Warnings:
Information:
0163 tch dpart1_01547 12198568
44 Non Patent Literature —watc gsua(rifpar - no 180
.p 703e5d41ee2b27586a0344d8621b79%ebb4
Warnings:
Information:
3674908
45 Non Patent Literature 0164_fireeye_011301.pdf no 52
31d1632e4b59c6ec31e965fa61d6c7fce1 04
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Warnings:
Information:
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e9
Warnings:
Information:
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0166_fireeye_018582.pdf
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901ec0274d89b9b234fb33f12ee749d4fd7
8e45¢

no
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Warnings:

Information:

48

Non Patent Literature

0167_fireeye_020025.pdf
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9df435962a1db110112aac30e5beb0bd7dg

no

Warnings:

Information:

49

Non Patent Literature

0168_fireeye_020017.pdf

1770621

00bd1961db4b567f4415d72f489e698babd|
dob72

no

Warnings:

Information:

50

Non Patent Literature

0169_fireeye_016552.pdf

1904791

d88c490f3acc813e2b4dbadbb07c3b1b018|
ba3do

no

Warnings:

Information:

51

Non Patent Literature

0170_fireeye_022304.pdf

3816529

5b8c69607c66ec5338f710b5eelee88ch24

no

31

Warnings:

Information:

52

Non Patent Literature

0171_fireeye_018721.pdf

2093690

aa743dcd2b862f28d51b7307b2bcc9f978b)|
0d903

no

Warnings:

Information:

53

Non Patent Literature

0172_fireeye_020090.pdf

819208

360521ea4b019fa7f884b9fe196e22a49fed
9a63

no

Warnings:

Information:

54

Non Patent Literature

0173_fireeye_013200.pdf

2237138

7dab06d0624c43b6848c5c2f0a5bf7a11064
38b3

no

20

Warnings:

Information:

55

Non Patent Literature

0174_fireeye_016650.pdf

1579004

d9calc50e4ac813e6606df94ff85c2e00600

no

Warnings:

Information:
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1444792
56 Non Patent Literature 0175_fireeye_021784.pdf no 14

637149793212fd3f263dbc6che48857e6b9
6823

Warnings:

Information:

1382901
57 Non Patent Literature 0176_fireeye_016562.pdf no 9

43276f23ab3f7fffcb37193855efcc59986bfg

Warnings:

Information:

1483862
58 Non Patent Literature 0177_fireeye_016636.pdf no 14

26f670b28163861e1e0457d97dd865b8b3|
7a18f

Warnings:

Information:

1746385
59 Non Patent Literature 0178_fireeye_019019.pdf no 8

2cb49d43ec6c5a2501116c2891c1a29635a2)
a766

Warnings:

Information:

2038235
60 Non Patent Literature 0179_fireeye_024368.pdf no 18

b37ach5081b70dbf8d9334a005edebde69
85e203

Warnings:

Information:

Total Files Size (in bytes); 180486608

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Electronic Acknowledgement Receipt

EFS ID: 22528785
Application Number: 14072184
International Application Number:
Confirmation Number: 7558

Title of Invention:

AND SYSTEMS

SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES

First Named Inventor/Applicant Name:

Yu Fang

Customer Number:

21186

Filer:

Eric B. Andersland/Valerie Murphy

Filer Authorized By:

Eric B. Andersland

Attorney Docket Number: 2831.006US6
Receipt Date: 03-JUN-2015
Filing Date: 05-NOV-2013

Time Stamp: 17:22:51

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

no

File Listing:

Document

Number Document Description

File Name

File Size(Bytes)/ Multi Pages
Message Digest | Part/.zip| (ifappl.)

1 Non Patent Literature

0180_fireeye_019027.pdf

2022021
no 19

ec0f10ef5483639229f5252be0086548101b|

Warnings:

Information:
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2429078
2 Non Patent Literature 0181_fireeye_019880.pdf no 13

f60cb77e979bebd645cb efflede3119f83a4)
64b

Warnings:

Information:

1862392
3 Non Patent Literature 0182_fireeye_019046.pdf no 9

865c69ecf5f09d07780e4d9d073¢8c867¢5

Warnings:

Information:

3749326
4 Non Patent Literature 0183_fireeye_013241.pdf no 23

49802a8a3b0bbe472ee73f98e785be821c7|
0497

Warnings:

Information:

2083360
5 Non Patent Literature 0184_fireeye_019643.pdf no 10

4b4603f7a7c67482a57ec3e137d83496803
ddOc

Warnings:

Information:

2461152
6 Non Patent Literature 0185_fireeye_013220.pdf no 21

bda6a080497e06e09e00edd5baedd11947|
305505

Warnings:

Information:

2105879
7 Non Patent Literature 0186_fireeye_019055.pdf no 10

9a594666756250315fd52767d2b60553880)
fd5de

Warnings:

Information:

4639582
8 Non Patent Literature 0187_eugster_et_al.pdf no 18

60549369f6930c7bc0a50e4463¢3961a913

Warnings:

Information:

2605194
9 Non Patent Literature 0188_fireeye_022125.pdf no 15

bae7f0f4b42968a38d74a32ac04f0dd23bsf|
0122

Warnings:

Information:

2015536
10 Non Patent Literature 0189_fireeye_016778.pdf no 7

cA4b3ee65tbaf8d9b28d663ca02639fbe 982!
6e26

Warnings:

Information:
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1

Non Patent Literature

0190_fireeye_016785.pdf

2056796

2b96b9bf98c39d21719882afchbc2962e35a
8547f

no

Warnings:

Information:

12

Non Patent Literature

0191_fireeye_012723.pdf

2056358

d40b824e19ab17dbc4384c6d51606bd 1134l
7ed71

no

Warnings:

Information:

13

Non Patent Literature

0192_fireeye_019065.pdf

1397267

b5e0448369¢7 e8afa73986dd38297046ab7|
4bf7d

no

Warnings:

Information:

14

Non Patent Literature

0193_gupta.pdf

3970819

1fac516499ba48ab0fff737f735ce1 144f44af|
a6

no

Warnings:

Information:

15

Non Patent Literature

0194_algorithms_for_packet_c
lassification.pdf

256563

e1cf13782d0b3b669fe0ed1073955d5a841

no

29

Warnings:

Information:

16

Non Patent Literature

0195_fireeye_019852.pdf

801140

5f1dcf54cde002521aa1d673a73190f3a790f
064

no

Warnings:

Information:

17

Non Patent Literature

0196_fireeye_016801.pdf

2365861

62e9332c08b57322d1096b403a86168595

909b55

no

20

Warnings:

Information:

18

Non Patent Literature

0197_fireeye_021844.pdf

14947637

7d885777384a87561f1188bd2d9763866e|
30a27

no

135

Warnings:

Information:

19

Non Patent Literature

0198_fireeye_019087.pdf

13754916

0ac3c8b043264b342c21dd60c35¢58¢5e54]
ae67b

no

106

Warnings:

Information:
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1444472
20 Non Patent Literature 0199_fireeye_022195.pdf no 7

dacefal77bcfddc44a7b91081affb27a74d5
ac32

Warnings:

Information:

2978526
21 Non Patent Literature 0200_fireeye_022350.pdf no 14

16a4074882a70f9b88152a85b37d22d99f7|
40dc3

Warnings:

Information:

2245759
22 Non Patent Literature 0201_fireeye_021812.pdf no 18

8aBa1f9d4093b4f4bb
5827

Warnings:

Information:

2162375
23 Non Patent Literature 0202_kreibich.pdf no 6

ad97e87 1bac3043f2fbaab6beb1f92001b6

Warnings:

Information:

2533050
24 Non Patent Literature 0203_fireeye_021985.pdf no 12

efal7b652c173129e3b1e693ea342¢15df74

Warnings:

Information:

4567146
25 Non Patent Literature 0204_fireeye_016505.pdf no 35

5dedd8ae7ddcb83092fd1b0657211c5a61
9c328

Warnings:

Information:

3287207
26 Non Patent Literature 0205_fireeye_014742.pdf no 14

afc425eb378017784¢359d32d0e66b3415ff

Warnings:

Information:

1284864
27 Non Patent Literature 0206_fireeye_022140.pdf no 11

ccae¢1366b15df908706f18e6efdf501dbof
230

Warnings:

Information:

2783988
28 Non Patent Literature 0207_fireeye_019589.pdf no 30

0b3adc9a0c17e5b57d3191f1645cbc72952
8e3f1

Warnings:

Information:
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1648474
29 Non Patent Literature 0208_fireeye_015460.pdf no 13

8b4b5ec79ee6c1d07a7ed5acaabe74decbl
ce271

Warnings:

Information:

5980340
30 Non Patent Literature 0209_fireeye_019893.pdf no 77

952f24b51e7d34ff94ch8828ba1438bde7 cef
df9e

Warnings:

Information:

1872225
31 Non Patent Literature 0210_fireeye_016821.pdf no 12

fc8cc33bba01c541ec9b82fd09dd 1495d64
d67de

Warnings:

Information:

3679787
32 Non Patent Literature 0211_fireeye_022076.pdf no 39

acaal4e755fa061d2f664382902b1712b94

Warnings:

Information:

2229722
33 Non Patent Literature 0212_fireeye_020043.pdf no 20

b30a315d5e08bfe6d9bb478fdfh95d02cd3

Warnings:

Information:

1659839
34 Non Patent Literature 0213_fireeye_022151.pdf no 12

be2eB0afea23f9c6789b1a2a84561d341b4
6e337

Warnings:

Information:

1669497
35 Non Patent Literature 0214_fireeye_022335.pdf no 15

1dbe7c0f5ceaf436a928f4e4ch1879a93¢32
ce8f

Warnings:

Information:

1190722
36 Non Patent Literature 0215_fireeye_016499.pdf no 6

a99fc7abc8750387969c69fb6611cce2732b|
e4ad

Warnings:

Information:

1455001
37 Non Patent Literature 0216_fireeye_019871.pdf no 9

4e4feb6dd05ffca’s 1fca6455d9f621d90317
48e

Warnings:

Information:
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1409487
38 Non Patent Literature 0217_fireeye_016489.pdf no 10
6847dbf9ae8b80b8458f22eb54e4bdb1743}
6cala
Warnings:
Information:
3472976
39 Non Patent Literature 0218_fireeye_019736.pdf no 31
e78b28d65261e03eaa2463e6e6af3d820al
Oaldf
Warnings:
Information:
2358425
40 Non Patent Literature 0219_fireeye_019222.pdf no 15
abaacef9f02946e6e564d7042e3ec564b84
9d3e
Warnings:
Information:
3386839
41 Non Patent Literature 0220_fireeye_022163.pdf no 32
67a309ab1a7¢6f784d416942b3ae4a8d34ai
Warnings:
Information:
1633051
42 Non Patent Literature 0221_fireeye_019237.pdf no 8
fcf82¢7521ccf2d0a5690b058da3c981bc7 11|
e0d
Warnings:
Information:
1765890
43 Non Patent Literature 0222_fireeye_016544.pdf no 8
38b6edd4846ab083668590670608494121
6078b1
Warnings:
Information:
1369600
44 Non Patent Literature 0223_fireeye_019704.pdf no 8
6834121bdb4114c882d11380eb925e6437
9e0579
Warnings:
Information:
1226415
45 Non Patent Literature 0224 _fireeye_016849.pdf no 4
7630694 cb84baf6abe8d27c96d3cac 54¢5
«db09
Warnings:
Information:
1447865
46 Non Patent Literature 0225_fireeye_016853.pdf no 4
abcd3261229¢314465d6e7dd9bf73544a0(]
Warnings:
Information:
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1442680
47 Non Patent Literature 0226_fireeye_022264.pdf no 14

cafb54c0e11b05e493139504e117d506a78
655¢e

Warnings:

Information:

2895260
48 Non Patent Literature 0227_fireeye_021798.pdf no 14

5a5c966dd32513d58c8c2e75087826457 cal

Warnings:

Information:

2999215
49 Non Patent Literature 0228_fireeye_019857.pdf no 14

dd0735dd0aedb16c0e66baffbbccc1401a2]
c2b12

Warnings:

Information:

5011561
50 Non Patent Literature 0229_fireeye_019970.pdf no 47

d8de79d30dd3c6232fcc05f38bf95h87ae7g
2ee6

Warnings:

Information:

2347607
51 Non Patent Literature 0230_fireeye_019691.pdf no 13

a3c044682a410bb8a709d0532fb021860de}
b13c0

Warnings:

Information:

2265927
52 Non Patent Literature 0231_fireeye_019653.pdf no 14

29283b03edadec08f2a6535ce3b87e7beea
fd38

Warnings:

Information:

3980623
53 Non Patent Literature 0232_srinivasan_suri.pdf no 12

8e3f2787bdec86a22777886bad47fbael11
8dc9c

Warnings:

Information:

1042022
54 Non Patent Literature 0233_fireeye_016540.pdf no 4

3e69dbe53b7fe39e8577c786765fcc8f9ced
673f

Warnings:

Information:

1424917
55 Non Patent Literature 0234_fireeye_019683.pdf no 8

73e1e65588399fa41fca0b63c90a3e85fed7|

Warnings:

Information:
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19115797
0235_lecturenotespart1_01925

56 Non Patent Literature 3pdf no 166
'p 4bed280c37965944cd5f4970737f2d8911e|
024e5
Warnings:
Information:
0236_1370342us1 2014196
57 Non Patent Literature - us’_yusung_wu no 10
_et_al_103111.pdf
16a89995810f661f4f8b14b707018dde12d2)
cbc4
Warnings:
Information:
1508948
58 Non Patent Literature 0237_fireeye_021997.pdf no 8
a88d262c01d09bd038c85d6049c99e27e2f|
8a715
Warnings:
Information:
Total Files Size (in bytes); 176373172

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
in(ficated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) apers. Each additional paper, such as an assignment or formal drawing, must
Eave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission

21186 7590 03/27/2015 I hereby certify that this Fee(s) Transmittal is being deposited with the United
SCHWEGMAN LUNDBERG & WOESSNER, P.A. States Postal Service with sufficient postage for first class mail in an envelope
P.0O. BOX 2938 addressed to the Mail Stop ISSUE FEE address above, or being facsimile

S transmitted to the USPTO (571) 273-2885, on the date indicated below.

MINNEAPOLIS, MN 55402

(Depositor's name)

(Signature)
(Date)
APPLICATION NO. I FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
14/072,184 11/05/2013 Yu Fang 2831.006US6 7558
TITLE OF INVENTION: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS
| APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE I PUBLICATION FEE DUE I PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $960 $0 $0 $960 06/29/2015

| EXAMINER | ART UNIT | CLASS-SUBCLASS |
ALMEIDA, DEVIN E 2432 726-012000
1. Chang(;c ())f correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). 1

(1) The names of up to 3 registered patent attorneys
[ Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached.

(2) The name of a single firm (having as a member a 2

[ "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual [ Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) d Payment by credit card. Form PTO-2038 is attached.
[ Advance Order - # of Copies (1 The director is hereby authorized to charge the required fee(s), any deficiency, or credits any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

[l Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
W Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken

to be a notification of loss of entitlement to micro entity status.

W Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CER 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3
PTOL-85 Part B (10-13) Approved for use through 10/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and
Budget approval before requesting most types of information from the public. When OMB approves an agency
request to collect information from the public, OMB (i) provides a valid OMB Control Number and expiration
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the
agency to inform the public about the OMB Control Number’s legal significance in accordance with 5 CFR
1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to
respond to a collection of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination of
proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is required
by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's
responsibility to recommend improvements in records management practices and programs, under authority
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive.
Such disclosure shall not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the
record was filed in an application which became abandoned or in which the proceedings were terminated
and which application is referenced by either a published application, an application open to public
inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)

14/072,184 FANG ET AL,
. ags A i AlA (First Inventor to
Notice of Allowability Examiner oA At | Fie) status

No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X This communication is responsive to 3/13/2015.
OA declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. [] An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. [X] The allowed claim(s) is/are 1,5-7.11-13.17 and 18. As a result of the allowed claim(s), you may be eligible to benefit from the Patent
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information,
please see hitp:/fwww. usplo.govipatents/init_events/pph/index.isp or send an inquiry to PPHfeedback@usplo.qov .

4. [] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[J Al b)[J Some *c)[] None of the:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: __

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [[] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
[J including changes required by the attached Examiner's Amendment / Comment or in the Office action of

Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner’'s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [ Notice of References Cited (PTO-892) 5. [[] Examiner's Amendment/Comment

2. [X Information Disclosure Statements (PTO/SB/08), 6. [] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3. [ Examiner's Comment Regarding Requirement for Deposit 7. [] Other i

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date .

/DEVIN ALMEIDA/ /GILBERTO BARRON JR/
Examiner, Art Unit 2432 Supervisory Patent Examiner, Art Unit 2432

U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20150306

Page 224 of 352 Netskope Exhibit 1003



Page 225 of 352 Netskope Exhibit 1003



Page 226 of 352 Netskope Exhibit 1003



Page 227 of 352 Netskope Exhibit 1003



SAST Search History

EAST Search History
EAST Search History (Prior Art)

Ref iHits {Search Query DBs Default iPlurals jiTime
# Operator Stamp
L1 3 14/072184 us- OR ON 2015/03/06
PGPUB; 16:18
USPAT
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PGPUB; 16:18
USPAT
28 {4688 ii(L22 23 124 125 126 L27) and virus us- OR ON 2015/03/06
PGPUB; 16:18
USPAT
29 §680 i{(L22 23 |24 |25 |26 127) and filter with us- OR ON 2015/03/06
(virus worm spam) PGPUB; 16:18
USPAT
L30 {229 ij(L22 23 124 125 |26 L27) and filter with us OR ON 2015/03/06
(virus worm spam) and user with policy PGPUB; 16:18
USPAT
L31 {19 (L22 123 L24 25 |26 L27) and router with HUS- OR ON 2015/03/06
filter with (virus worm spam) and user with {{PGPUB; 16:18
policy USPAT
L32 §5 (L22 123 124 125 126 L27) and router with HUS- OR ON 2015/03/06
detect with (virus worm spam) and user PGPUB; 16:18

ile:///Cl/Users/dalmeida/Documents/e-Red%20Folder/14072184/EASTSearchHistory.14072184_AccessibleVersion.htm[3/6/2015 4:20:31 PM]
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Electronic Patent Application Fee Transmittal

Application Number: 14072184

Filing Date: 05-Nov-2013

. . SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES
Title of Invention:

AND SYSTEMS
First Named Inventor/Applicant Name: Yu Fang
Filer: Eric B. Andersland/Valerie Murphy
Attorney Docket Number: 2831.006US6
Filed as Large Entity
Filing Fees for Utility under 35 USC 111(a)
Description Fee Code Quantity Amount Sullaj-s'l'lt))(tsa)l in
Basic Filing:
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:

Page 236 of 352 Netskope Exhibit 1003



Description Fee Code Quantity Amount Sut;l’;(t:)l in
Miscellaneous:
Submission- Information Disclosure Stmt 1806 1 180 180
Total in USD ($) 180
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Electronic Acknowledgement Receipt

EFS ID: 21778576
Application Number: 14072184
International Application Number:
Confirmation Number: 7558
Title of Invention: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES
‘ AND SYSTEMS
First Named Inventor/Applicant Name: Yu Fang
Customer Number: 21186
Filer: Eric B. Andersland/Valerie Murphy
Filer Authorized By: Eric B. Andersland
Attorney Docket Number: 2831.006US6
Receipt Date: 16-MAR-2015
Filing Date: 05-NOV-2013
Time Stamp: 14:51:04

Application Type: Utility under 35 USC 111(a)
Payment information:
Submitted with Payment yes
Payment Type Deposit Account
Payment was successfully received in RAM $180
RAM confirmation Number 1095
Deposit Account 190743
Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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File Listing:
Document L. . File Size(Bytes Multi Pages
Document Description File Name ( y V . . 9
Number Message Digest | Part/.zip| (ifappl.)
222865
1 14072184_SIDS_3-16-15.pdf yes 4
56a9415d5d68647020d663c9c4c4ac2c51
67da6
Multipart Description/PDF files in .zip description
Document Description Start End
Miscellaneous Incoming Letter 1 1
Transmittal Letter 2 3
Information Disclosure Statement (IDS) Form (SB08) 4 4
Warnings:
Information:
0001_2831006us4 02271 2863615
2 Non Patent Literature - 5 uzf_oarn_ no 26
.p 6f9c2bc1135cc3¢c839ff06abfee8c94c6alcc
3de
Warnings:
Information:
30803
3 Fee Worksheet (SB06) fee-info.pdf no 2
baa52e142209d4af3d 1bbe342989d5db1ad
Warnings:
Information:
Total Files Size (in bytes): 3117283
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s):  Yu Fang et al.
Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

Docket No.: 2831.006US6 Serial No.: 14/072,184
Filed: November 5, 2013 Due Date: N/A
Examiner: Devin Almeida Group Art Unit: 2432
Customer No.: 21186 Confirmation No.: 7558

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

We are transmitting herewith the following attached items (as indicated with an “X”):

X Supplemental Information Disclosure Statement (2 pgs.), Form 1449 (1 pg.) Copies of Cited References
(1).

X Authorization to charge Deposit Account 19-0743 in the amount of $180.00 to cover the fee for
consideration of Information Disclosure Statement under 37 C.F.R. § 1.97(¢c).

If not provided for in a separate paper filed herewith, please consider this a PETITION FOR EXTENSION OF TIME for
sufficient number of months to enter these papers and please charge any additional fees or credit overpayment to Deposit
Account No. 19-0743. If applicable, any papers or fees supplied herewith are considered to be timely filed pursuant to 37
C.F.R. § 1.7(a), the response period falling on a Federal Holiday, Saturday or Sunday being extended to the next succeeding
business day.

SCHWEGMAN LUNDBERG & WOESSNER, P.A. By: / %—‘9 ﬁ Mé _____ ;"L /

Customer No.: 21186 Jafes D. Hallenbeck
Reg. No. 63,561
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S/N 14/072.184 PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Yu Fang et al. Examiner: Devin Almeida

Serial No.: 14/072,184 Group Art Unit: 2432

Filed: November 5, 2013 Docket: 2831.006US6

Customer No.: 21186 Confirmation No.: 7558

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION

DEVICES AND SYSTEMS

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT

MS Amendment
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

In compliance with the duty imposed by 37 C.F.R. § 1.56, and in accordance with 37
C.F.R. §§ 1.97 et. seq., the enclosed materials are brought to the attention of the Examiner for
consideration in connection with the above-identified patent application. Applicant respectfully
requests that this Information Disclosure Statement be entered and the documents listed on the
attached PTO 1449 Form be considered by the Examiner and made of record. Pursuant to the
provisions of MPEP 609, Applicant requests that a copy of the PTO 1449 Form, initialed as being
considered by the Examiner, be returned to the Applicant with the next official communication.

Pursuant to 37 C.F.R. § 1.97(c)(2), Applicant hereby authorizes the Commissioner to
charge the fee of $180.00 as set forth in 37 C.F.R. § 1.17(p), to Deposit Account No. 19-0743.
Please charge any additional fees or deficiencies, or credit any overpayment to Deposit Account
No. 19-0743.

Pursuant to 37 C.F.R. § 1.98(a)(2), copies of cited U.S. Patents and Published
Applications, and Non-Published Applications identifiable by USPTO Serial Number, are no
longer required to be provided to the Office. Applicant acknowledges the requirement to submit

copies of foreign patent documents and non-patent literature in accordance with 37 C.F.R §

1.98(a)(2).
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SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT Page 2
Serial Number:14/072,184 Dkt: 2831.006US6
Filing Date: November 5, 2013

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

The Examiner is invited to contact the undersigned at the telephone number indicated if

there are any questions regarding this communication.

Respectfully submitted,

SCHWEGMAN LUNDBERG & WOESSNER, P.A.
P.O. Box 2938

Minneapolis, MN 55402

(612) 373-6938

Date 3/16/2015 By / %,__ QW /

Jabifes D. Hallenbeck
JDH:vam Reg. No. 63,561
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S/N 14/072.,184 PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s):  Yu Fang et al. Examiner: Devin Almeida
Serial No.: 14/072,184 Group Art Unit: 2432
Filed: November 5, 2013 Docket No.: 2831.006US6
Customer No.: 21186 Confirmation No.: 7558
Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES
AND SYSTEMS
TERMINAL DISCLAIMER

MS Amendment
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

I, James D. Hallenbeck, am an attorney of record for the above-identified patent
application as evidenced by the Power of Attorney filed in the present application on July 10,
2014. This Terminal Disclaimer is submitted on behalf of Fortinet, Inc., the assignee of the

present invention. As an attorney of record, I am empowered to act on behalf of the assignee and,

in accordance with 37 C.F.R. § 1.321(b)(1)(iv), to sign this Terminal Disclaimer.

Certificate Under 37 C.F.R. § 3.73(b)

The assignee, Fortinet, Inc., hereby certifies that it is the owner of the entire right, title and
interest in and to both the above-identified application (U.S. Application Serial No. 14/072,184)
and to U.S. Patent No. 8,051,483, by virtue of the executed and filed assignment transferring title
of both of these applications. The above-identified application is a continuation of U.S. Patent
No. 8,935,790, which is a continuation of U.S. Patent Application Serial No. 13/240,661, which
is a continuation of U.S. Patent No. 8,276,205, which is a continuation of U.S. Patent No.
8,051,483. The assignment for U.S. Patent No. 8,051,483 was recorded on November 30, 2004
at Reel 016042, Frames 0392 - 0394. That assignment assigned the application underlying U.S.
Patent No. 8,051,483, as well as, inter alia, all continuations and divisionals based upon that
application. The above-identified application is a continuation of U.S. Patent No. 8,051,483, and
was thus assigned to the assignee by the identified assignment.

The undersigned representative of the assignee has reviewed the evidentiary documents of

title and certifies that to the best of assignee's knowledge and belief, title is in the assignee seeking
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TERMINAL DISCLAIMER Page 2
Serial Number:14/072,184 Dkt: 2831.006US6
Filing Date: November 5, 2013

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

to take the action set forth in this disclaimer.

Terminal Disclaimer

The assignee of the above-identified application hereby disclaims, except as provided
below, the terminal part of the statutory term of any patent granted on the above-identified patent
application, which would extend beyond the expiration date of the full statutory term, as presently
shortened by any terminal disclaimers, of U.S. Patent No. 8,051,483. The assignee hereby agrees
that any patent to be granted on the above-identified application shall be enforceable only for and
during such period as such patent is commonly owned with U.S. Patent No. 8,051,483. This
agreement shall run with any patent granted on the above-identified application and shall be

binding upon the assignee’s successors and assigns.

Limitations on the Disclaimer

The assignee does not disclaim any terminal part of any patent granted on the above-
identified application prior to the expiration date of the full statutory term as presently shortened
by any terminal disclaimer of U.S. Patent No. 8,051,483 in the event that it later expires before
such term for failure to pay a maintenance fee, is held unenforceable, is found invalid, is statutorily
disclaimed, is the subject of a reexamination certificate cancelling all claims, or is otherwise
terminated prior to the expiration date of its statutory term as presently shortened by any terminal

disclaimer.
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TERMINAL DISCLAIMER Page 3
Serial Number:14/072,184 Dkt: 2831.006US6
Filing Date: November 5, 2013

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

Fee Status
Please charge Deposit Account 19-0743 in the amount of $160.00 which is required under
37 C.F.R. § 1.20(d) to file a statutory disclaimer. The Commissioner of Patents and Trademarks
is hereby authorized to charge any additional fees or deficiencies, or credit any overpayments to

Deposit Account No. 19-0743.

Respectfully submitted,

SCHWEGMAN LUNDBERG & WOESSNER, P.A.
P.O. Box 2938

Minneapolis, MN 55402--0938

(612) 373-6938

Date 3/13/2015 %—QW

{’.fames D. Hallenbeck
Reg. No. 63,561
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S/N 14/072.,184 PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s):  Yu Fang et al. Examiner: Devin Almeida
Serial No.: 14/072,184 Group Art Unit: 2432
Filed: November 5, 2013 Docket No.: 2831.006US6
Customer No.: 21186 Confirmation No.: 7558
Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES
AND SYSTEMS
TERMINAL DISCLAIMER

MS Amendment
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

I, James D. Hallenbeck, am an attorney of record for the above-identified patent
application as evidenced by the Power of Attorney filed in the present application on July 10,
2014. This Terminal Disclaimer is submitted on behalf of Fortinet, Inc., the assignee of the

present invention. As an attorney of record, I am empowered to act on behalf of the assignee and,

in accordance with 37 C.F.R. § 1.321(b)(1)(iv), to sign this Terminal Disclaimer.

Certificate Under 37 C.F.R. § 3.73(b)

The assignee, Fortinet, Inc., hereby certifies that it is the owner of the entire right, title and
interest in and to both the above-identified application (U.S. Application Serial No. 14/072,184)
and to U.S. Patent No. 8,935,790, by virtue of the executed and filed assignment transferring title
of both of these applications. The assignment for U.S. Patent No. 8,935,790 was recorded on
November 30, 2004 at Reel 016042, Frames 0392 - 0394. That assignment assigned the

application underlying U.S. Patent No. 8,935,790, as well as, inter alia, all continuations and
divisionals based upon that application. The above-identified application is a continuation of U.S.
Patent No. 8,935,790, and was thus assigned to the assignee by the identified assignment.

The undersigned representative of the assignee has reviewed the evidentiary documents of
title and certifies that to the best of assignee's knowledge and belief, title is in the assignee seeking

to take the action set forth in this disclaimer.
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TERMINAL DISCLAIMER Page 2
Serial Number:14/072,184 Dkt: 2831.006US6
Filing Date: November 5, 2013

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

Terminal Disclaimer

The assignee of the above-identified application hereby disclaims, except as provided
below, the terminal part of the statutory term of any patent granted on the above-identified patent
application, which would extend beyond the expiration date of the full statutory term, as presently
shortened by any terminal disclaimers, of U.S. Patent No. §,935,790. The assignee hereby agrees
that any patent to be granted on the above-identified application shall be enforceable only for and
during such period as such patent is commonly owned with U.S. Patent No. 8,935,790. This
agreement shall run with any patent granted on the above-identified application and shall be

binding upon the assignee’s successors and assigns.

Limitations on the Disclaimer

The assignee does not disclaim any terminal part of any patent granted on the above-
identified application prior to the expiration date of the full statutory term as presently shortened
by any terminal disclaimer of U.S. Patent No. 8,935,790 in the event that it later expires before
such term for failure to pay a maintenance fee, is held unenforceable, is found invalid, is statutorily
disclaimed, is the subject of a reexamination certificate cancelling all claims, or is otherwise
terminated prior to the expiration date of its statutory term as presently shortened by any terminal

disclaimer.

Page 248 of 352 Netskope Exhibit 1003



TERMINAL DISCLAIMER Page 3
Serial Number:14/072,184 Dkt: 2831.006US6
Filing Date: November 5, 2013

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

Fee Status
Please charge Deposit Account 19-0743 in the amount of $160.00 which is required under
37 C.F.R. § 1.20(d) to file a statutory disclaimer. The Commissioner of Patents and Trademarks
is hereby authorized to charge any additional fees or deficiencies, or credit any overpayments to

Deposit Account No. 19-0743.

Respectfully submitted,

SCHWEGMAN LUNDBERG & WOESSNER, P.A.
P.O. Box 2938

Minneapolis, MN 55402--0938

(612) 373-6938

v
By *%Q%M'

J al(ﬁ/es D. Hallenbeck
Reg. No. 63,561

Date 3/13/2015
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Electronic Patent Application Fee Transmittal
Application Number: 14072184
Filing Date: 05-Nov-2013
Title of Invention: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES
AND SYSTEMS
First Named Inventor/Applicant Name: Yu Fang
Filer: Gregory M. Stark/John Gustav-Wrathall
Attorney Docket Number: 2831.006US6
Filed as Large Entity
Filing Fees for Utility under 35 USC 111(a)
Description Fee Code Quantity Amount Sullaj-s'l'lt))(tsa)l in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Statutory or Terminal Disclaimer 1814 2 160 320
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Description Fee Code Quantity Amount Sut;l’;(t:)l in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 320
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Electronic Acknowledgement Receipt

EFS ID: 21766979
Application Number: 14072184
International Application Number:
Confirmation Number: 7558

Title of Invention:

SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES

AND SYSTEMS
First Named Inventor/Applicant Name: Yu Fang
Customer Number: 21186

Filer:

Gregory M. Stark/John Gustav-Wrathall

Filer Authorized By:

Gregory M. Stark

Attorney Docket Number: 2831.006US6
Receipt Date: 13-MAR-2015
Filing Date: 05-NOV-2013

Time Stamp: 16:27:57

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $320

RAM confirmation Number 3138

Deposit Account 190743

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:
Document L. . File Size(Bytes Multi Pages
Document Description File Name ( y V . . 9
Number Message Digest | Part/.zip| (ifappl.)
91534
1 2831006US6_tdf_031315.pdf yes 7
3086 bcc047¢9cd5
64f7f
Multipart Description/PDF files in .zip description
Document Description Start End
Miscellaneous Incoming Letter 1 1
Terminal Disclaimer Filed 2 4
Terminal Disclaimer Filed 5 7
Warnings:
Information:
30571
2 Fee Worksheet (SB06) fee-info.pdf no 2
85b8¢223¢14892931254af8f0f099154 cea8|
4266
Warnings:
Information:
Total Files Size (in bytes); 122105

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Yu Fang et al.
Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

Docket No.: 2831.006US6 Serial No.: 14/072,184
Filed: November 5, 2013 Due Date: N/A
Examiner: Devin Almeida Group Art Unit: 2432
Customer No.: 21186 Confirmation No.: 7558

Mail Stop Amendment

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450
We are transmitting herewith the following attached items (as indicated with an “X”):

Terminal Disclaimer over U.S. Patent No. 8,051,483 (3 pgs.)

Terminal Disclaimer over U.S. Patent No. 8,935,790 (3 pgs.)

Authorization to charge Deposit Account 19-0743 in the amount of $320.00 to cover the fee for the
Terminal Disclaimers

< [P< <

If not provided for in a separate paper filed herewith, please consider this a PETITION FOR EXTENSION OF TIME for
sufficient number of months to enter these papers and please charge any additional fees or credit overpayment to Deposit
Account No. 19-0743. If applicable, any papers or fees supplied herewith are considered to be timely filed pursuant to 37
C.F.R. § 1.7(a), the response period falling on a Federal Holiday, Saturday or Sunday being extended to the next succeeding
business day.

/ e ;
SCHWEGMAN LUNDBERG & WOESSNER, P.A. By: ! /,4’——“‘9 W i
Customer No.: 21186 Janm€s D. Hallenbeck

Reg. No. 63,561
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S/N 14/072.184 PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Yu Fang et al. Examiner: Devin Almeida

Serial No.: 14/072,184 Group Art Unit: 2432

Filed: November 5, 2013 Docket No.: 2831.006US6
Customer No.: 21186 Confirmation No.: 7558

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION

DEVICES AND SYSTEMS

AMENDMENT & RESPONSE UNDER 37 C.F.R. §1.111

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

In response to the Office Action dated July 22, 2014, please amend the application as
follows:

This response is accompanied by a Petition, as well as the appropriate fee, to obtain a
two-month extension of the period for responding to the Office action, thereby moving the

deadline for response from October 22, 2014 to December 22, 2014.
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AMENDMENT AND RESPONSE UNDER 37 C.F.R § 1.111 Page 2
Serial Number:14/072,184 Dkt: 2831.006US6
Filing Date: November 5, 2013

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

IN THE CLAIMS

Please amend the claims as follows:

1. (Currently Amended) A network gateway device comprising:
at least one processor;
at least one memory device;
at least one network interface device;
content detection and configuration data stored on the at least one memory device; and
an instruction set, stored in the at least one memory device and executable by the at least
one processor to:
receive network traffic via the at least one network interface device;
process the received network traffic in view of the content detection and
configuration data stored in the at least one memory device to enforce policies defined at

least in part by the content detection and configuration data and including at least one

policy that defines a suspicious category of network traffic, the policy enforcement
performed to determine whether to allow the received network traffic to pass, the policy
enforcement including user identification, content identification, and at least one of

source verification and destination verification, wherein when network traffic is

determined to violate the at least one policy defining suspicious network traffic,

forwarding the network traffic to an analysis process that will perform analysis on

network traffic to determine whether the network traffic contains a threat desired to be

detected and, when the network traffic is determined to contain a threat desired to be

detected, the analysis process generates additional content detection data to detect the

threat in subsequently received network traffic:

receive, via the network interface device, the additional content detection data

indirectly from the analysis process via an update station:

store the additional content detection data on the at least one memory device;

process subsequently received network traffic in view of the additional content

detection data;
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Serial Number:14/072,184 Dkt: 2831.006US6
Filing Date: November 5, 2013

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

block network traffic determined to violate at least one policy; and

allow network traffic to pass that does not violate a policy.
2-4. (Canceled)
5. (Currently Amended) The network gateway device of claim [[2]] 1, wherein the analysis
process, to which the network traffic content is forwarded, executes on a computing device

distinct from the network gateway device.

6. (Original) The content detection system of claim 5, wherein the analysis process facilitates

an analysis that includes receiving administrator input.
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Filing Date: November 5, 2013

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

7. (Currently Amended) A method comprising:

receiving network traffic via at least one network interface device;

processing the received network traffic, by executing instructions on at least one
processor of a data network device, in view of content detection and configuration data stored on
at least one memory device to enforce policies defined at least in part by the content detection

and configuration data and including at least one policy that defines a suspicious category of

network traffic, the policy enforcement performed to determine whether to allow the received
network traffic to pass on a data network, the policy enforcement including user identification,
content identification, and at least one of source verification and destination verification;

when network traffic is determined to violate the at least one policy defining suspicious

network traffic, forwarding the network traffic to an analysis process that will perform analysis

on network traffic to determine whether the network traffic contains a threat desired to be

detected and, when the network traffic is determined to contain a threat desired to be detected,

the analysis process generates additional content detection data to detect the threat in

subsequently received network traffic;

receiving, via the at least one network interface device, the additional content detection

data indirectly from the analysis process via an update station;

storing the additional content detection data on the at least one memory device;

processing subsequently received network traffic in view of the additional content

detection data;
blocking network traffic determined to violate at least one policy; and

allowing network traffic to pass on the data network that does not violate a policy.
8-10. (Canceled)
11. (Currently Amended) The method of claim [[8]] 7, wherein the analysis process, to

which the network traffic content is forwarded, executes on a computing device distinct from the

data network device.
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12. (Original) The method of claim 11, wherein the analysis process facilitates an analysis that

includes receiving administrator input.

13. (Currently Amended) A non-transitory computer-readable medium with instructions
stored thereon which when executed by at least one processor of a data network device, causes
the data network device to:

receive network traffic via at least one network interface device;

process the received network traffic in view of content detection and configuration data
stored on at least one memory device to enforce policies defined at least in part by the content

detection and configuration data and including at least one policy that defines a suspicious

category of network traffic, the policy enforcement performed to determine whether to allow the

received network traffic to pass on a data network, the policy enforcement including user
identification, content identification, and at least one of source verification and destination
verification;

when network traffic is determined to violate the at least one policy defining suspicious

network traffic, forward the network traffic to an analysis process that will perform analysis on

network traffic to determine whether the network traffic contains a threat desired to be detected

and, when the network traffic is determined to contain a threat desired to be detected, the

analysis process generates additional content detection data to detect the threat in subsequently

received network traffic;

receive, via the at least one network interface device, the additional content detection data

indirectly from the analysis process via an update station;

store the additional content detection data on the at least one memory device;

process subsequently received network traffic in view of the additional content detection

data;
block network traffic determined to violate at least one policy; and

allowing network traffic to pass on the data network that does not violate a policy.

14-16. (Canceled)
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17. (Currently Amended) The non-transitory computer-readable medium of claim [[14]] 13,
wherein the analysis process, to which the network traffic content is forwarded, executes on a

computing device distinct from the data network device.

18. (Original) The non-transitory computer-readable medium of claim 17, wherein the analysis

process facilitates an analysis that includes receiving administrator input.

Page 260 of 352 Netskope Exhibit 1003



AMENDMENT AND RESPONSE UNDER 37 C.F.R § 1.111 Page 7
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REMARKS
This communication responds to the Office Action dated July 22, 2014.
Claims 1,5, 7, 11, 13, and 17 are amended, claims 2-4, 8-10, and 14-16 are canceled, and
no claims are added. As a result, claims 1, 5-7, 11-13, and 17-18 remain pending in this

application.

Information Disclosure Statement

Applicant submitted an Information Disclosure Statement and a PTO 1449 Form on May
29, 2014. In the Form 1449 returned with the Office Action dated July 22, 2014, three references
were not initialed. Applicant respectfully requests a clarification as to why the references were
not initialed, or that a fully initialed copy of the PTO 1449 Form be returned to Applicant's

Representatives to indicate that the cited references have been considered by the Examiner.

The Rejection of Claims Under §§ 102 and 103
Claims 1, 7 and 13 are rejected under 35 U.S.C. § 102(a) as allegedly being anticipated
by Donahue et al (2003/0123465).
Claim 2, 3, 5-9, 11-15 and 17-18 are rejected under 35 U.S.C. § 103(a) as allegedly being
unpatentable over Donahue et al (2003/0123465) in view of Patel et al (7,181,765).

Allowable Subject Matter

Claim 4, 10 and 16 objected to as being dependent upon a rejected base claim, but would
be allowable if rewritten in independent form including all of the limitations of the base claim

and any intervening claims.

Applicant has amended:
e independent claim 1 to incorporate allowable claim 4, as well as claims 2 and 3;
e independent claim 7 to incorporate allowable claim 10, as well as claims 8 and 9;

and
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e independent claim 13 to incorporate allowable claim 16, as well as claims 14 and
15.
These amendments further necessitated amendment of claims 5, 11, and 17 to maintain proper
claim dependencies.

Applicant respectfully submits that each of amended independent claims 1, 7, and 13
include subject matter indicated to be allowable. As such, Applicant respectfully submits that
each of claims 1, 5-7, 11-13, and 17-18 are now in allowable form. Entry of the amendments,
withdrawal of the 35 U.S.C. §§ 102(a) and 103(a) rejections, and allowance of claims 1, 5-7, 11-
13, and 17-18 are respectfully requested.

CONCLUSION

Applicant respectfully submits that claims 1, 5-7, 11-13, and 17-18 remain pending, are
in condition for allowance, and notification to that effect is earnestly requested. The Examiner is
invited to telephone Applicant’s representative at (612) 373-6938 to facilitate prosecution of this
application.

If necessary, please charge any additional fees or deficiencies, or credit any

overpayments to Deposit Account No. 19-0743.

Respectfully submitted,

SCHWEGMAN LUNDBERG & WOESSNER, P.A.
P.O. Box 2938

Minneapolis, MN 55402--0938

(612) 373-6938

Dec 22, 2014 / %mw Halonbeck /

Date By

James D. Hallenbeck
Reg. No. 63,561
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Electronic Patent Application Fee Transmittal

Application Number: 14072184

Filing Date: 05-Nov-2013

. . SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES
Title of Invention:

AND SYSTEMS
First Named Inventor/Applicant Name: Yu Fang
Filer: Gregory M. Stark/John Gustav-Wrathall
Attorney Docket Number: 2831.006US6
Filed as Large Entity
Filing Fees for Utility under 35 USC 111(a)
Description Fee Code Quantity Amount Sullaj-s'l'lt))(tsa)l in
Basic Filing:
Pages:
Claims:

Miscellaneous-Filing:

Petition:
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Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Extension - 2 months with $0 paid 1252 1 600 600
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Submission- Information Disclosure Stmt 1806 1 180 180
Total in USD ($) 780
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Electronic Acknowledgement Receipt

EFS ID: 21039821
Application Number: 14072184
International Application Number:
Confirmation Number: 7558

Title of Invention:

SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES

AND SYSTEMS
First Named Inventor/Applicant Name: Yu Fang
Customer Number: 21186

Filer:

Gregory M. Stark/John Gustav-Wrathall

Filer Authorized By:

Gregory M. Stark

Attorney Docket Number: 2831.006US6
Receipt Date: 22-DEC-2014
Filing Date: 05-NOV-2013

Time Stamp: 17:15:55

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $780

RAM confirmation Number 4735

Deposit Account 190743

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)
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Document " . File Size(Bytes Multi Pages
Document Description File Name ( y V . . 9
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Warnings:
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Warnings:
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2831006US7_NOAR_10-07-14 395761
6 Non Patent Literature - df - ’ no 7
p d83a60c3ef773977340645fa6abf32143c23
Warnings:
Information:
379893
R 2831006US7_OARN_08-18-14.
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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S/N 14/072.184 PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s):  Yu Fang et al. Examiner: Devin Almeida

Serial No.:  14/072,184 Group Art Unit: 2432

Filed: November 5, 2013 Docket: 2831.006US6

Customer No.: 21186 Confirmation No.: 7558

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION
DEVICES AND SYSTEMS

PETITION FOR A TWO-MONTH EXTENSION OF TIME

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450
In accordance with the provision of 37 C.F.R § 1.136(a), it is respectfully requested that a
two-month extension of time be granted in which to respond to the Office Action mailed July 22,
2014, said period of response being extended from October 22, 2014 to December 22, 2014.
Please charge Deposit Account No. 19-0743 in the amount of $600.00 to cover the

required extension fee. Please charge any additional fees or credit overpayment to deposit

Account No. 19-0743.

Respectfully submitted,

SCHWEGMAN LUNDBERG & WOESSNER, P.A.
P.O. Box 2938

Minneapolis, MN 55402

(612) 373-6938

Dec 22, 2014 / %@m Hallinbeck |

Date By

James D. Hallenbeck
Reg. No. 63,561
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S/N 14/072,184 PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Yu Fang et al. Examiner: Devin Almeida

Serial No.:  14/072,184 Group Art Unit: 2432

Filed: November 5, 2013 Docket: 2831.006US6

Customer No.: 21186 Confirmation No.: 7558

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION

DEVICES AND SYSTEMS

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT

MS Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

In compliance with the duty imposed by 37 C.F.R. § 1.56, and in accordance with 37
C.F.R. §§ 1.97 et. seq., the enclosed materials are brought to the attention of the Examiner for
consideration in connection with the above-identified patent application. Applicant respectfully
requests that this Information Disclosure Statement be entered and the documents listed on the
attached PTO 1449 Form be considered by the Examiner and made of record. Pursuant to the
provisions of MPEP 609, Applicant requests that a copy of the PTO 1449 Form, initialed as
being considered by the Examiner, be returned to the Applicant with the next official
communication.

Pursuant to 37 C.F.R. § 1.97(c)(2), Applicant hereby authorizes the Commissioner to
charge the fee of $180.00 as set forth in 37 C.F.R. § 1.17(p), to Deposit Account No. 19-0743.
Please charge any additional fees or deficiencies, or credit any overpayment to Deposit Account
No. 19-0743.

Pursuant to 37 C.F.R. § 1.98(2)(2), copies of cited U.S. Patents and Published
Applications, and Non-Published Applications identifiable by USPTO Serial Number, are no
longer required to be provided to the Office. Applicant acknowledges the requirement to submit
copies of foreign patent documents and non-patent literature in accordance with 37 C.F.R §

1.98(2)(2).
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SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT Page 2
Serial Number:14/072,184 Dkt: 2831.006US6
Filing Date: November 5, 2013

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

The Examiner is invited to contact the undersigned at the telephone number indicated if

there are any questions regarding this communication.

Respectfully submitted,

SCHWEGMAN LUNDBERG & WOESSNER, P.A.
P.O. Box 2938

Minneapolis, MN 55402

(612) 373-6938

Dec 22, 2014 / QW Holinbeck |

Date By

James D. Hallenbeck
Reg. No. 63,561
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Application No. Applicant(s)

14/072,184 FANG ET AL.
Office Action Summary Examiner Art Unit AIA (First Inventor to File)
DEVIN ALMEIDA 2432 Saiis

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING DATE OF
THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status
1)IX] Responsive to communication(s) filed on 11/6/2013.
[ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon .
2a)[] This action is FINAL. 2b)[X] This action is non-final.

3)[J An election was made by the applicant in response to a restriction requirement set forth during the interview on
__ ;therestriction requirement and election have been incorporated into this action.

4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 218.

Disposition of Claims*
5[ Claim(s) 1-18is/are pending in the application.

5a) Of the above claim(s) is/are withdrawn from consideration.
6)[] Claim(s) is/are allowed.
7)X Claim(s) 1-18is/are rejected.
8)[] Claim(s) _____is/are objected to.
9)[ Claim(s) are subject to restriction and/or election requirement.

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
hito//www.usoto.gov/patents/init_events/pph/indax.jsp or send an inquiry to PPHiesdback@uspto.qov.

Application Papers
10)[] The specification is objected to by the Examiner.
11)[] The drawing(s) filed on is/are: a)[] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)[C] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a)J Al b)[] Some** ¢c)[T] None of the:
1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.
3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) & Notice of References Cited (PTO-892) 3) |:| Interview Summary (PTO-413)
. . Paper No(s)/Mail Date.
2) & Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4 D Other-
Paper No(s)/Mail Date ) ther
U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20140624

Page 277 of 352 Netskope Exhibit 1003



Application/Control Number: 14/072,184 Page 2
Art Unit: 2432

DETAILED ACTION
Notice of Pre-AIA or AIA Status
The present application is being examined under the pre-AlA first to invent
provisions. In the event the determination of the status of the application as subject to
AlA 35 U.S.C. 102 and 103 (or as subject to pre-AlA 35 U.S.C. 102 and 103) is
incorrect, any correction of the statutory basis for the rejection will not be considered a
new ground of rejection if the prior art relied upon, and the rationale supporting the

rejection, would be the same under either status.

Information Disclosure Statement
The information disclosure statement (IDS) submitted on 5/29/2014 is in
compliance with the provisions of 37 CFR 1.97. Accordingly, the information disclosure

statement is being considered by the examiner.

Claim Rejections - 35 USC § 102
The following is a quotation of the appropriate paragraphs of pre-AlA 35 U.S.C.

102 that form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(a) the invention was known or used by others in this country, or patented or described in a
printed publication in this or a foreign country, before the invention thereof by the applicant for
a patent.

Claims 1, 7 and 13 are rejected under pre-AlA 35 U.S.C. 102(a) as being

anticipated by Donahue et al (2003/0123465).
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With respect to claim 1, 7 and 13, a network gateway device comprising: at least
one processor (see figure 3 element 302); at least one memory device (see figure 3
element 310); at least one network interface device (see figure 3 element 204 i.e. IP
device); content detection and configuration data stored on the at least one memory
device (see paragraph 0050-0054); an instruction set, stored in the at least one memory
device and executable by the at least one processor to: receive network traffic via the at
least one network interface device (see paragraph 0061-0063); process the received
network traffic in view of the content detection and configuration data stored in the at
least one memory device to enforce policies defined at least in part by the content
detection and configuration data, the policy enforcement performed to determine
whether to allow the received network traffic to pass, the policy enforcement including
user identification, content identification, and at least one of source verification and
destination verification; block network traffic determined to violate at least one policy;
and allow network traffic to pass that does not violate a policy (Donahue paragraph

0061—0071) .

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.
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Claim 2, 3, 5-9, 11-15 and 17-18 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Donahue et al (2003/0123465) in view of Patel et al (7,181,765).

With respect to claim 2, 8 and 14, Donahue teaches everything with respect to
claims 1, 7 and 13 above but does not teach claims 2, 8 and 14. Patel teaches wherein:
at least one policy defines a suspicious category of network traffic; and when network
traffic is determined to violate the at least one policy defining suspicious network traffic,
forwarding the network traffic to an analysis process that will perform analysis on
network traffic to determine whether the network traffic contains a threat desired to be
detected and, when the network traffic is determined to contain a threat desired to be
detected, the analysis process generates additional content detection data to detect the
threat in subsequently received network traffic (see Patel column 1 line 57- column 3
line 54).

It would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains to have filtered and
blocked virus in smart routers by intercepting harmful data packets, such as viruses,
worms, and Trojan horses at the earliest possible point after entry into the network and
before much of the network can become collaborate with the other routers to update its
virus database in an efforts to eradicate the harmful data packets(see Patel column 1
line 57- column 3 line 54). Therefore one would have been motivated to have a smart
router that can send information to another router to eradicate harmful data packets.

With respect to claim 3, 9 and 15, wherein the instruction set is further

executable by the at least one processor to: receive, via the network interface device,
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the additional content detection data from the analysis process; store the additional
content detection data on the at least one memory device; and process subsequently
received network traffic in view of the additional content detection data (see Patel
column 1 line 57- column 3 line 54 i.e. update virus database).

With respect to claims 5, 11 and 17 wherein the analysis process, to which the
network traffic content is forwarded, executes on a computing device (Donahue filtering
routers 210, 212 and 214) distinct from the network gateway device (see Donahue
paragraph 0061-0063).

With respect to claim 6, 12 and 18 wherein the analysis process facilitates an

analysis that includes receiving administrator input (see Donahue paragraph 0008).

Allowable Subject Matter
Claim 4, 10 and 16 objected to as being dependent upon a rejected base claim,
but would be allowable if rewritten in independent form including all of the limitations of

the base claim and any intervening claims.

Conclusion
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Devin Almeida whose telephone number is 571-270-

1018. The examiner can normally be reached on Monday-Thursday from 7:30 A.M. to
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5:00 P.M. The examiner can also be reached on alternate Fridays from 7:30 A.M. to
4:00 P.M.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, Gilberto Barron, can be reached on 571-272-3799. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free).

/Devin Almeida/
Examiner, Art Unit 2432

/GILBERTO BARRON JR/
Supervisory Patent Examiner, Art Unit 2432
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Attorney Docket No. 2831.006US6

Amended PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

Applicant/Patent Owner: _Fortinet, Inc.

Application No./Patent No.: _14/072,184 Filed/Issue Date: November 5, 2013
Titled: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS
Fortinet, Inc. a Corporation

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. X The assignee of the entire right, title, and interest.

2. [0 Anassignee of less than the entire right, title, and interest (check applicable box):

[0 The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the
owners holding the balance of the interest must be submitted to account for 100% of the ownership interest.

[0 There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3 [ The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. [0 The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose gne of options A or B below):

A. X An assignment from the inventor(s) of the patent application/patent identified above. The assighment was recorded in
the United States Patent and Trademark Office at Reel 016042 , Frame 0392 , or for which a copy
thereof is attached.

B. [ A chain oftitle from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
2. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

[Page 1 of 2]
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benéefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Warnings:
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Total Files Size (in bytes): 270989

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
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national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
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Warnings:
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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S/N 14/072.184
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

PATENT

Inventor(s):  Yu Fang et al. Examiner: Unknown
Serial No.:  14/072,184 Group Art Unit: 2431
Filed: November 5, 2013 Docket: 2831.006US6

Customer No.: 21186 Confirmation No.: 7558
Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION
DEVICES AND SYSTEMS

COMMUNICATION CONCERNING PRIOR OR COPENDING APPLICATION(S)

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Pursuant to the guidance of MPEP §§ 2001.06(b) and 2004(9), Applicant would like to
bring the following additional application(s) to the Examiner’s attention. The identification of
these applications is not intended to suggest that the subject matter claimed in any listed
application is, or has been, substantially similar to any claim or claims in the present application.

Serial No./ Filing Date Attorney Docket  Title
Patent No.
11/000,703 November 30, 2831.006US1 SYSTEMS AND METHODS FOR
8,051,483 2004 UPDATING CONTENT DETECTION
DEVICES AND SYSTEMS
12/639,800 December 16, 2831.006US2 SYSTEMS AND METHODS FOR
8,056,135 2009 UPDATING CONTENT DETECTION
DEVICES AND SYSTEMS
13/240,661 September 22, 2831.006US3 SYSTEMS AND METHODS FOR
8,276,205 2011 UPDATING CONTENT DETECTION
DEVICES AND SYSTEMS
13/546,915 July 11, 2012 2831.006US4 SYSTEMS AND METHODS FOR
UPDATING CONTENT DETECTION
DEVICES AND SYSTEMS
14/072,292 November 35, 2831.006US7 SYSTEMS AND METHODS FOR
2013 UPDATING CONTENT DETECTION
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S/N 14/072.184 PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Yu Fang et al. Examiner: Unknown

Serial No.: 14/072,184 Group Art Unit: 2431

Filed: November 5, 2013 Docket: 2831.006US6

Customer No.: 21186 Confirmation No.: 7558

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION

DEVICES AND SYSTEMS

INFORMATION DISCLOSURE STATEMENT

MS Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

In compliance with the duty imposed by 37 C.F.R. § 1.56, and in accordance with 37
C.F.R. §§ 1.97 et. seq., the enclosed materials are brought to the attention of the Examiner for
consideration in connection with the above-identified patent application. Applicant respectfully
requests that this Information Disclosure Statement be entered and the documents listed on the
attached PTO 1449 Form be considered by the Examiner and made of record. Pursuant to the
provisions of MPEP 609, Applicant requests that a copy of the PTO 1449 Form, initialed as being
considered by the Examiner, be returned to the Applicant with the next official communication.

Pursuant to 37 C.F.R. § 1.97(b), it is believed that no fee or statement is required with the
Information Disclosure Statement. However, if an Office Action on the merits has been mailed
after filing of the application or after the filing of the most recent RCE, the Commissioner is
hereby authorized to charge the required fees to Deposit Account No. 19-0743 in order to have
this Information Disclosure Statement considered.

Pursuant to 37 C.F.R. § 1.98(d), copies of the listed documents are not provided as these
references were previously cited by or submitted to the U.S. Patent Office in connection with
Applicant's prior U.S. application, Serial No. 13/795,407, filed on March 12, 2013, which is relied
upon for an earlier filing date under 35 U.S.C. § 120.
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The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 14/072,184

Projected Publication Date: 03/06/2014
Non-Publication Request: No

Early Publication Request: No
Title

SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS
Preliminary Class

726
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the
section entitled "Treaties and Foreign Patents”) for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number
Substitute for Form PTO-875 14/072,184
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBERFILED | NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
e .0 @) N/A N/A N/A N/A 280
SEARCH FEE
o o) N/A N/A N/A N/A 600
EXAMINATION FEE
(37 GFR 1.18(0). (5. o1 (a) N/A N/A N/A N/A 720
TOTAL CLAIMS ) *
(37 CFR 1.16(i)) 18 minus 20= OR |x 80 - 0.00
INDEPENDENT CLAIMS . *
(37 GFR 1.16(h) 3 minus 3 = x 420 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
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SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION
DEVICES AND SYSTEMS

RELATED APPLICATION DATA
[0001] This application is a Continuation of U.S. Application No.
13/795,407, filed on March 12, 2012, which is a Continuation of U.S. Application
No.13/546,915, filed on July 11, 2012, which is a Continuation of U.S. Application
No. 13/240,661, filed September 22, 2011 and issued on September 25, 2012 as
U.S. Patent No. 8,276,205, which is a Continuation of U.S. Application No.
11/000,703, filed November 30, 2004 and issued on November 1, 2011 as U.S.
Patent No. 8,051,483, which claims priority to U.S. Provisional Patent Application
No. 60/552,457, filed on March 12, 2004, to each of which priority is claimed and

the entire disclosures of which are expressly incorporated herein by reference.

BACKGROUND
Field of the Invention
[0002] The field of the invention relates to computer network and computer
systems, and more particularly, to systems and methods for updating content

detection modules.

Background

[0003] The generation and spreading of computer viruses are major
problems in computer systems and computer networks. A computer virus is a
program that is capable of attaching to other programs or sets of computer
instructions, replicating itself, and/or performing unsolicited or malicious actions on
a computer system. Viruses may be embedded in email attachments, files
downloaded from Internet, and macros in MS Office files. The damage that can be
done by a computer virus may range from mild interference with a program, such as
a display of unsolicited messages or graphics, to complete destruction of data on a

user's hard drive or server.
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[0004] To provide protection from viruses, most organizations have installed
virus scanning software on computers in their network. However, these
organizations may still be vulnerable to a virus attack until every host in their
network has received updated anti-virus software. With new attacks reported almost
weekly, organizations are constantly exposed to virus attacks, and spend significant
resources ensuring that all hosts are constantly updated with new antivirus
information. For example, with existing content detection software, a user may have
to request for a download of a new virus signature in order to enable the content
detection software to detect new virus that has been created since the last update. If
a user delays in downloading the new virus signature, the content detection software
would be unable to detect the new virus. Also, with existing content detection
systems, new virus signatures are generally not made available shortly after they are
discovered. As such, a computer mat be subjected to attack by the new virus until
the new virus signature is available and is downloaded by a user.

[0005] Besides virus attacks, many organizations also face the challenge of
dealing with inappropriate content, such as email spam, misuse of networks in the
form of browsing or downloading inappropriate content, and use of the network for
non-productive tasks. Many organizations are struggling to control access to
appropriate content without unduly restricting access to legitimate material and
services. Currently, the most popular solution for blocking unwanted web activity is
to block access to a list of banned or blacklisted web sites and pages based on their
URLs. However, as with virus scanning, the list of blocked URL requires constant
updating. If a user delays in downloading the list of URL, or if the list of URL is not
made available soon enough, the content detection software would be unable to
detect undesirable content, such as web pages.

[0006] Many email spam elimination systems also use blacklists (spammer
lists) to eliminate unwanted email messages. These systems match incoming email
messages against a list of mail servers that have been pre-identified to be spam
hosts, and prevent user access of messages from these servers. However, as with
virus scanning, the spammer list also requires constant updating. If a user delays in
downloading the spammer list, or if the spammer list is not made available soon
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enough, the content detection software would be unable to detect undesirable

content.

SUMMARY
[0007] In accordance with some embodiments, a method of updating a
content detection module includes obtaining content detection data, and transmitting
the content detection data to a content detection module, wherein the transmitting is
performed not in response to a request from the content detection module.
[0008] In accordance with other embodiments, a system for updating a
content detection module includes means for obtaining content detection data, and
means for transmitting the content detection data to a content detection module,
wherein the means for transmitting is configured to perform the transmitting not in
response to a request from the content detection module.
[0009] In accordance with other embodiments, a computer-program product
having a medium, the medium having a set of instructions readable by a processor,
an execution of the instructions by the processor causes a process to be performed,
the process includes obtaining content detection data, and transmitting the content
detection data to a content detection module, wherein the transmitting is performed
not in response to a request from the content detection module.
[0010] In accordance with other embodiments, a content detection system
includes a station having a computer-readable medium for storing content detection
data, the content detection data usable by a content detection module to detect
content, wherein the station is configured to transmit the content detection data not
in response to a request by the content detection module.
[0011] In accordance with other embodiments, a method of sending content
detection data includes determining whether a first update station received the
content detection data, and sending the content detection data to the first update
station if the first update station did not receive the content detection data.
[0012] In accordance with other embodiments, a system for sending content
detection data includes means for determining whether a first update station
received the content detection data, and means for sending the content detection
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data to the first update station if the first update station did not receive the content
detection data.

[0013] In accordance with other embodiments, a computer-program product
having a medium, the medium having a set of instructions readable by a processor,
an execution of the instructions by the processor causes a process to be performed,
the process includes determining whether a first update station received the content
detection data, and sending the content detection data to the first update station if
the first update station did not receive the content detection data.

[0014] In accordance with other embodiments, a method of sending content
detection data includes obtaining content detection data, selecting an update station
from a plurality of update stations, and sending the content detection data to the
selected update station.

[0015] In accordance with other embodiments, a system for sending content
detection data includes means for obtaining content detection data, means for
selecting an update station from a plurality of update stations, and means for
sending the content detection data to the selected update station.

[0016] In accordance with other embodiments, a computer-program product
having a medium, the medium having a set of instructions readable by a processor,
an execution of the instructions by the processor causes a process to be performed,
the process includes obtaining content detection data, selecting an update station
from a plurality of update stations, and sending the content detection data to the
selected update station.

[0017] In accordance with other embodiments, a method of building a
content detection system includes establishing a first communication link between a
central station and an update station, the central station configured to transmit
content detection data to the update station, and establishing a second
communication link between the update station and a content detection module.
[0018] In accordance with other embodiments, a system for building a
content detection system includes means for establishing a first communication link
between a central station and an update station, the central station configured to
transmit content detection data to the update station, and means for establishing a
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second communication link between the update station and a content detection
module.

[0019] In accordance with other embodiments, a computer-program product
having a medium, the medium having a set of instructions readable by a processor,
an execution of the instructions by the processor causes a process to be performed,
the process includes establishing a first communication link between a central
station and an update station, the central station configured to transmit content
detection data to the update station, and establishing a second communication link
between the update station and a content detection module.

[0020] Other aspects and features of the invention will be evident from
reading the following detailed description of the preferred embodiments, which are

intended to illustrate, not limit, the invention.

BRIEF DESCRIPTION OF THE DRAWINGS
[0021] The drawings illustrate the design and utility of preferred
embodiments of the application, in which similar elements are referred to by
common reference numerals. In order to better appreciate how advantages and
objects of various embodiments are obtained, a more particular description of the
embodiments are illustrated in the accompanying drawings. Understanding that
these drawings depict only typical embodiments of the application and are not
therefore to be considered limiting its scope, the embodiments will be described and
explained with additional specificity and detail through the use of the accompanying
drawings.
[0022] FIG. 1 illustrates a block diagram of a content detection system in

accordance with some embodiments; and

[0023] FIG. 2 is a diagram of a computer hardware system.
DETAILED DESCRIPTION
[0024] Various embodiments are described hereinafter with reference to the

figures. It should be noted that the figures are not drawn to scale and that elements

of similar structures or functions are represented by like reference numerals
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throughout the figures. It should also be noted that the figures are only intended to
facilitate the description of specific embodiments. They are not intended as an
exhaustive description of the invention or as a limitation on the scope of the
invention. In addition, an illustrated embodiment may not show all aspects or
advantages. An aspect or an advantage described in conjunction with a particular
embodiment is not necessarily limited to that embodiment and can be practiced in
any other embodiments, even if not so illustrated or described.

[0025] FIG. 1 illustrates a block diagram of a content detection system 100
in accordance with some embodiments. The content detection system 100 includes a
central station 102, a processing station 104 for providing content detection data to
the central station 102, a plurality of base stations 106 in communication with the
central station 102, and a plurality of content detection modules 108 in
communication with the base stations 106.

[0026] In the illustrated embodiments, processing station 104 is a computer.
Alternatively, processing station 104 can be a server, a module, a device, a
computer program, and the like, e.g., any one of a variety of devices that can receive
and transmit information. Processing station 104 is configured to determine content
detection data, such as a virus signature, a spammer identification, a URL, and the
like, and transmit the content detection data to central station 102. For example,
processing station 104 can be configured (e.g., programmed) to determine the
content detection data using any of the techniques known in the art. Alternatively,
the content detection data can be input into processing station 104 by a user of
processing station 104. Although one processing station 104 is shown, in other
embodiments, content detection system 100 can include more than one processing
station 104 in communication with central station 102.

[0027] Central station 102 is configured to receive the content detection data
from processing station 104, and send the content detection data to update stations
106 (e.g., through the Internet). In some embodiments, central station 102 also
receives subscriber data, such as a user identification of a content detection module
108, level of protection desired by the user, etc., from processing station 104 or
from update station(s) 106 for processing. In the illustrated embodiments, central
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station 102 is a computer, but alternatively, can be a server, a module, a device, a
computer program, and the like, e.g., any one of a variety of devices that can receive
and transmit information. Although one processing station 102 is shown, in other
embodiments, content detection system 100 can include more than one central
station 102, each of which in communication with at least one update station 106. In
other embodiments, central station 102 and processing station 104 are combined and
implemented as a single unit (e.g., a processor, a computer, or the like).

[0028] Update stations 106 receive the content detection data from central
station 102, and send the content detection data to content detection modules 108
(e.g., through the Internet). Each of the update stations 106 is located at a
geographical location that is different from others. For example, update station 106a
may be located at a different building, a different street, a different city, or a
different country, from update station 106b. In some embodiments, the update
stations 106 also receives subscriber data, such as a user identification of a content
detection module 108, level of protection desired by the user, etc., from content
detection module(s) 108, and forward the subscriber data to central station 102 for
processing. In other embodiments, update station 106 may be configured to handle
requests (such as a subscriber's contract information, the latest update data, etc.)
from content detection module(s) 108, collect information (such as the version
information, IP address, geographical location of the detection module, etc.) from
content detection module(s) 108, and forward collected information to central
station 102. In the illustrated embodiments, each update station 106 is a computer,
but alternatively, can be a server, a module, a device, a computer program, and the
like, e.g., any one of a variety of devices that can receive and transmit information.
In FIG. 1, three update stations 106a-106¢ and five content detection modules 108a-
108e are shown. However, in alternative embodiments, the system 100 can have
different numbers of update station(s) 106 and different numbers of content
detection module(s) 108.

[0029] In the illustrated embodiments, each content detection module 108 is
configured to receive electronic content (content data), and determines whether the

electronic content contains undesirable content based on the content detection data it
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receives from update station 106. For example, content detection module 108 can be
configured to detect virus based on a virus signature received from update station
106. In the illustrated embodiments, module 10 is implemented as a component of a
gateway (or gateway product), which is configured to perform policy enforcement.
As used in this specification, the term "policy enforcement” refers to a process or
procedure, an execution of which creates a result that can be used to determine
whether to pass data to user, and includes (but is not limited to) one or a
combination of: source verification, destination verification, user authentication,
virus scanning, content scanning (e.g., scanning for undesirable content), and
intrusion detection (e.g., detecting undesirable content, such as worms, porno
website, etc.). In other embodiments, instead of being a component of gateway,
content detection module 108 can be a separate component that is coupled to
gateway. In other embodiments, content detection module 108 can be a gateway
product by itself.

[0030] In some embodiments, content detection module 108 can be
implemented using software that is loaded onto a computer, a server, or other types
of memory, such as a disk or a CD-ROM. Alternatively, content detection module
108 can be implemented as web applications. In alternative embodiments, content
detection module 108 can be implemented using hardware. For example, in some
embodiments, content detection module 108 includes an application-specific
integrated circuit (ASIC), such as a semi-custom ASIC processor or a
programmable ASIC processor. ASICs, such as those described in Application-
Specific Integrated Circuits by Michael J.S. Smith, Addison-Wesley Pub Co. (1st
Edition, June 1997), are well known in the art of circuit design, and therefore will
not be described in further detail herein. In still other embodiments, content
detection module 108 can be any of a variety of circuits or devices capable of
performing the functions described herein. For example, in alternative
embodiments, content detection module 108 can include a general purpose
processor, such as a Pentium processor. In other embodiments, content detection
module 108 can be implemented using a combination of software and hardware. In
some embodiments, content detection module 108 may be implemented as a
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firewall, a component of a firewall, or a component that is configured to be coupled
to a firewall.

[0031] Having described the components of the content detection system
100, methods of using content detection system 100 in accordance with some
embodiments will now be described. First, processing station 104 receives an
electronic content. By means of non-limiting examples, such electronic content can
be a web page, an email, an email attachment, a word file, a program, etc., and the
like, e.g., a file that may contain undesirable content. In other examples, electronic
content can be a virus, a spam, a worm, or any of other undesirable content.
Processing station 104 can receive the electronic content from one or more sources.
For example, a content detection module 108 may detect a content that is suspicious
(or that requires further processing), in which case, content detection module 108
then sends the electronic content to processing station 104 for processing.
Alternatively, processing station 104 can receive electronic content from a person,
who sends the content to processing station 104 via email. In other embodiments,
electronic content can be input into processing station 104 by a user of processing
station 104.

[0032] After processing station 104 received the electronic content,
processing station 104 then analyzes such information to determine whether the
content contains/is a threat (e.g., a virus, a worm, a spam, etc.) that is desired to be
detected. If processing station 104 determines that the electronic content contains a
threat that is desired to be detected, processing station 104 then generates content
detection data for the electronic content. For example, after processing station 104
received a set of content data, processing station 104 then performs an analysis
using conventional or known technique(s) to determine whether it is a virus (an
example of content that is desired to be detected). In some embodiments, processing
station 104 is programmed to perform such analysis. Alternatively, the set of content
data can be analyzed by an administrator, a separate device, or a separate software,
and the result of the analysis is then input to processing station 104. If processing
station 104 determines that the set of content data includes content that is
undesirable (e.g., desired to be detected by content detection modules 108),
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processing station then generates content detection data, which can be used by
content detection modules 108 to detect the undesirable content. By means of non-
limiting examples, content detection data can be a virus signature, a virus definition,
a spammer identification, a URL, a NIDS signature, a time at which content
detection data is created, a level of threat, etc., and the like, e.g., any information
that can be used in a content detection or screening process. In other embodiments,
processing station 104 does not generate the content detection data. In such cases,
content detection data can be provided by a separate source, and is input into
processing station 104.

[0033] As soon as, or shortly after, processing station 104 obtains the
content detection data, processing station 104 then transmits the content detection
data to central station 102. If processing station 104 and central station 102 are
implemented as a single unit, then the step of transmitting content detection data to
central station 102 is omitted. In response to obtaining the content detection data,
central station 102 initiates a transmission process for transmitting the content
detection data to update stations 106. In the illustrated embodiments, central station
102 maintains a list of prescribed geographical areas, a list of content detection
modules 108 in each prescribed geographical area, and a list of update stations 106
for serving (e.g., sending content detection data to and/or from) each prescribed
geographical area. Based on the lists, central station 102 assigns update stations 106
to provide the content detection data to content detection modules 108 within the
prescribed geographical areas. In some embodiments, one update station 106 is used
to serve content detection modules 108 within a prescribed geographical area.
Alternatively, more than one update station 106 can be used to serve content
detection modules 108 within a prescribed geographical area.

[0034] In some cases, an update station 106 can be configured to check
another update station 106 to determine whether it has received content detection
data. For example, if update station 106a determines that update station 106b did not
receive content detection data, update station 106a then sends content detection data
to update station 106b. Various techniques can be used to determine whether update
station 106b received content detection data. For example, in some embodiments,
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update station 106a is configured to send an inquiry to update station 106b. If
update station 106b did not receive content detection data, update station 106b then
transmits a signal or a reply to update station 106a, indicating that update station
106b did not receive content detection data. Alternatively, update station 106a is
configured to initiate a timer after it has received content detection data. The timer
continues to run until update station 106a receives a signal from update station 106b
indicating that update station 106b received content detection data. If update station
106a does not receive such signal from update station 106b within a prescribed time
period, update station 106a then determines that update station 106b did not receive
the content detection data. Other techniques known in the art can also be used to
check whether update station 106b received content detection data. If it is
determined that update station 106b did not receive content detection data, update
station 106a then sends content detection data to update station 106b. It should be
noted that in other embodiments, instead of having one update station check another
update station, one update station can check a plurality of other update stations.
Also, in other embodiments, more than one update station 106 can check another
update station 106.

[0035] In the illustrated embodiments, each of the update stations 106 are
configured (e.g., pre-assigned) to serve one or more content detection module 108.
For example, update station 106a can be configured to serve content detection
modules 108a, 108b, update station 106b can be configured to serve content
detection module 108c, and update station 106c can be configured to serve content
detection modules 108d, 108e.

[0036] In other embodiments, instead of pre-assigning update stations 106 to
serve certain content detection modules 108, central station 102 determines which
update station 106 to use for sending content detection data based on a condition
during use, e.g., based on load demands and/or capacities of update stations 106. As
used in this specification, "capacity" refers to a variable that represents or associates
with a level of ability for an update station 104 to handle content transmitted
thereto. For example, capacity of an update station 104 can be an amount of
memory space available, etc. Using the example of FIG. 1, central station 102
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receives information regarding capacities of update stations 106a-106c, and selects
one or more update stations 106 for transmitting content detection data based on
their load and/or capacities. For example, if update station 106a has a high load
demand (e.g., above a prescribed load demand) and/or if its remaining capacity to
handle additional traffic is low (e.g., below a prescribed capacity threshold), central
station 102 then uses update stations 106b and 106¢ to transmit content detection
data to content detection modules 108a-108e. Load on the update stations 106b and
106¢ can be approximately shared in equal portion. For example, if central station
102 determines that update stations 106b and 106c¢ are available, central station 102
can assign update station 106b to transmit content detection data to modules 108a
and 108b, and update station 106c to transmit content detection data to modules
108a-108c. Alternatively, load among the available update stations 106 can be
distributed based on the respective load demand and/or capacities of the available
update stations 106. For example, if update stations 106b, 106¢ have capacities to
serve twenty (20) and eighty (80) content detection modules 108, respectively,
central station 102 then assign update stations 106b, 106¢ to transmit content
detection data such that the ratio of the assigned loads approximately corresponds
with the ratio of the capacities of the available update stations 106b, 106c.
Following the above example, central station 102 will assign update station 106b to
serve content detection module 108a, and update station 106c¢ to serve content
detection modules 108b-108e.

[0037] In other embodiments, central station 102 maintains an order list of
update station 106, which prescribes an order (e.g., in a round-robin configuration)
in which load is to be assigned to update stations 106. For example, the order list
may have update stations 106a-106c as primary, secondary, and tertiary stations,
respectively, for serving content detection modules 108a-108e. In such cases,
central station 102 will initially attempt to use update station 106a (the primary
station) for transmitting content detection data to content detection modules 108a-
108e. However, if update station 106a is unavailable (e.g., due to heavy load
demand), central station 102 will then attempt to use update station 106b (the
secondary station) for transmitting content detection data to content detection

Attorney Docket No. 2831.006US6 12

Page 332 of 352 Netskope Exhibit 1003



modules 108a-108e. If update station 106b is unavailable (e.g., due to heavy load
demand), central station 102 will then attempt to use update station 106c (the third
station on the order list) for transmitting content detection data to content detection
modules 108a-108e.

[0038] It should be noted that the technique for transmitting content
detection data from central station 102 and/or update station(s) 106 to content
detection module(s) 108 should not be limited to the examples discussed previously,
and that other techniques can also be used in other embodiments. For example, one
or more of the techniques described previously can be combined with another
technique. Also, in other embodiments, central station 102 does not maintain the list
of content detection modules 108 and the list of geographical areas. In such cases,
after central station 102 receives content detection data, it transmits the content
detection data to all update stations 106. The update stations 106 are configured to
coordinate among themselves to ensure that all content detection modules 108 are
provided with the content detection data. For example, in the example of FIG. 1,
update station 106a can be configured (e.g., programmed) to communicate with
update station 106b for various purposes, such as, to check a load demand on update
station 106b, to check a capacity of update station 106b, to check an availability of
update station 106b, and/or to verify that update station 106b has received content
detection data. In some embodiments, based on the load demand and/or the
capacities on the update stations 106, update stations 106 share the load among
themselves (e.g., by dividing the load in equal parts, or by distributing the load
based on respective ratios of the demand and/or capacities on the update stations
106) to pass the content detection data to content detection modules 108. In some
embodiments, one update station 106 can be configured to communicate with one or
more other update station 106. In such cases, the update station 106 can check one
or more other update station 106 to make sure that content detection data have been
received, and/or to serve as backup for the one or more other update station 106. In
other embodiments, more than one update stations 106 can check an update station

106, and serve as backup for the update station 106.
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[0039] After content detection modules 108 received the content detection
data (e.g., a virus signature), content detection modules 108 can then utilize the
content detection data to detect content. In some embodiments, the content detection
data is a virus signature, in which case, content detection modules 108 utilizes the
virus signature to detect the virus that corresponds with the virus signature.
Alternatively, the content detection data is a spammer identification, in which case,
content detection modules 108 utilizes the spammer identification to detect and
screen undesirable spam that corresponds with the spammer identification. In other
embodiments; the content detection data can be other information, such as, a time at
which content detection data is created, that content detection modules 108 can use
in a content detection or screening process.

[0040] Using the above method, content detection data can be provided to
content detection modules 108 within a short period, such as, several minutes, and
in some cases, within seconds, after the content detection data has been obtained
(determined) by processing station 104 and/or central station 102. This allows
content detection modules 108 to be updated in substantially real time. This is
advantageous because some content detection data such as virus definitions are very
time-sensitive, and should be distributed to all content detection modules 108 as
soon as the content detection data are available. Also, with system 100, the
responsibility to keep up with the latest security update (e.g., content detection data)
is shifted from users of content detection modules 108 to processing station 104
and/or central station 102. In addition, unlike typical update method, which requires
a content detection module to regularly "poll" an update station to check if there is a
new update, central station 102 and/or update stations 106 "push” the latest security
update data within minutes (or even seconds) after they are available to all content
detection modules 108. This method has the advantage of faster response time
during an outbreak and less resource consumption on content detection modules
108.

[0041] Further, using a network of update stations 106 for transmitting
content detection data is reliable because if update station(s) 106 is not available or
fail to work properly, a nearby update station 106 in the same prescribed
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geographical area or update station(s) 106 located in other prescribed geographical
area can provide the content detection data to content detection modules 108. Also,
with content detection system 100, an update station 106 can be added, removed
from the content detection system 100 at run-time without causing service
interruption. If the update stations 106 for a certain geographical areas cannot keep
up with the ever-increasing load, more update station(s) can be added to the content
detection system 100. As such, content detection system 100 provides high
scalability.

[0042] In some embodiments, an update station can be customized to serve
the need of certain organization(s). Some organizations have some special policies
that restrict their network device's access to the Internet. For example, their network
connection from Intranet to Internet is only limited to certain host(s). Therefore, it
may not be possible for their content detection modules 108 inside the Intranet to
access update station(s) 106. In such cases, a customized update station can be
provided outside the Intranet of the organization (customer). For example, the
customer can configure [] an update station to serve its own content detection
module(s) 108. In some embodiments, a user interface can be provided for allowing
a user to select which content detection module(s) 108 within the organization to
use a customized update station and which content detection module(s) 108 to use a
regular update station. As with update stations 106, more than one customized
update station can be provided, and these customized update stations can back up

each other and distribute their load.

[0043] Computer Architecture

[0044] As described previously, any of central station 102, processing
station 104, update station 106, and content detection module 108 can be
implemented using a computer. For example, one or more instructions can be
imported into a computer to enable the computer to perform any of the functions
described herein.

[0045] FIG. 2 is a block diagram that illustrates an embodiment of a

computer system 200 upon which embodiments of the invention may be
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implemented. Computer system 200 includes a bus 202 or other communication
mechanism for communicating information, and a processor 204 coupled with bus
202 for processing information. Computer system 200 also includes a main memory
206, such as a random access memory (RAM) or other dynamic storage device,
coupled to bus 202 for storing information and instructions to be executed by
processor 204. Main memory 206 also may be used for storing temporary variables
or other intermediate information during execution of instructions to be executed by
processor 204. Computer system 200 may further include a read only memory
(ROM) 208 or other static storage device(s) coupled to bus 202 for storing static
information and instructions for processor 204. A data storage device 210, such as a
magnetic disk or optical disk, is provided and coupled to bus 202 for storing
information and instructions.

[0046] Computer system 200 may be coupled via bus 202 to a display 212,
such as a cathode ray tube (CRT), for displaying information to a user. An input
device 214, including alphanumeric and other keys, is coupled to bus 202 for
communicating information and command selections to processor 204. Another type
of user input device is cursor control 216, such as a mouse, a trackball, cursor
direction keys, or the like, for communicating direction information and command
selections to processor 204 and for controlling cursor movement on display 212.
This input device typically has two degrees of freedom in two axes, a first axis (e.g.,
x) and a second axis (e.g., y), that allows the device to specify positions in a plane.
[0047] Embodiments of the invention are related to the use of computer
system 200 for transmitting content data. According to some embodiments of the
invention, such use may be provided by computer system 200 in response to
processor 204 executing one or more sequences of one or more instructions
contained in the main memory 206. Such instructions may be read into main
memory 206 from another computer-readable medium, such as storage device 210.
Execution of the sequences of instructions contained in main memory 206 causes
processor 204 to perform the process steps described herein. One or more
processors in a multi-processing arrangement may also be employed to execute the
sequences of instructions contained in main memory 206. In alternative
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embodiments, hard-wired circuitry may be used in place of or in combination with
software instructions to implement the invention. Thus, embodiments of the
invention are not limited to any specific combination of hardware circuitry and
software.

[0048] The term "computer-readable medium" as used herein refers to any
medium that participates in providing instructions to processor 204 for execution.
Such a medium may take many forms, including but not limited to, non-volatile
media, volatile media, and transmission media. Non-volatile media includes, for
example, optical or magnetic disks, such as storage device 210. Volatile media
includes dynamic memory, such as main memory 206. Transmission media includes
coaxial cables, copper wire and fiber optics, including the wires that comprise bus
202. Transmission media can also take the form of acoustic or light waves, such as
those generated during radio wave and infrared data communications.

[0049] Common forms of computer-readable media include, for example, a
floppy disk, a flexible disk, hard disk, magnetic tape, or any other magnetic
medium, a CD-ROM, any other optical medium, punch cards, paper tape, any other
physical medium with patterns of holes, a RAM, a PROM, and EPROM, a FLASH-
EPROM, any other memory chip or cartridge, a carrier wave as described
hereinafter, or any other medium from which a computer can read.

[0050] Various forms of computer-readable media may be involved in
carrying one or more sequences of one or more instructions to processor 204 for
execution. For example, the instructions may initially be carried on a magnetic disk
of a remote computer. The remote computer can load the instructions into its
dynamic memory and send the instructions over a telephone line using a modem. A
modem local to computer system 200 can receive the data on the telephone line and
use an infrared transmitter to convert the data to-an infrared signal. An infrared
detector coupled to bus 202 can receive the data carried in the infrared signal and
place the data on bus 202. Bus 202 carries the data to main memory 206, from
which processor 204 retrieves and executes the instructions. The instructions
received by main memory 206 may optionally be stored on storage device 210
either before or after execution by processor 204.
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[0051] Computer system 200 also includes a communication interface 218
coupled to bus 202. Communication interface 218 provides a two-way data
communication coupling to a network link 220 that is connected to a local network
222. For example, communication interface 218 may be an integrated services
digital network (ISDN) card or a modem to provide a data communication
connection to a corresponding type of telephone line. As another example,
communication interface 218 may be a local area network (LAN) card to provide a
data communication connection to a compatible LAN. Wireless links may also be
implemented. In any such implementation, communication interface 218 sends and
receives electrical, electromagnetic or optical signals that carry data streams
representing various types of information.

[0052] Network link 220 typically provides data communication through
one or more networks to other devices. For example, network link 220 may provide
a connection through local network 222 to a host computer 224. Network link 220
may also transmits data between an equipment 226 and communication interface
218. The data streams transported over the network link 220 can comprise electrical,
electromagnetic or optical signals. The signals through the various networks and the
signals on network link 220 and through communication interface 218, which carry
data to and from computer system 200, are exemplary forms of carrier waves
transporting the information. Computer system 200 can send messages and receive
data, including program code, through the network(s), network link 220, and
communication interface 218. Although one network link 220 is shown, in
alternative embodiments, communication interface 218 can provide coupling to a
plurality of network links, each of which connected to one or more local networks.
In some embodiments, computer system 200 may receive data from one network,
and transmit the data to another network. Computer system 200 may process and/or
modify the data before transmitting it to another network.

[0053] Although particular embodiments have been shown and described, it
will be understood that it is not intended to limit the present inventions to the
preferred embodiments, and it will be obvious to those skilled in the art that various
changes and modifications may be made without departing from the spirit and scope
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of the present inventions. The specification and drawings are, accordingly, to be
regarded in an illustrative rather than restrictive sense. The present inventions are
intended to cover alternatives, modifications, and equivalents, which may be
included within the spirit and scope of the present inventions as defined by the

claims.
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CLAIMS
What is claimed is:
1. A network gateway device comprising:
at least one processor;
at least one memory device;
at least one network interface device;
content detection and configuration data stored on the at least one memory device;
an instruction set, stored in the at least one memory device and executable by the at
least one processor to:
receive network traffic via the at least one network interface device;
process the received network traffic in view of the content detection and
configuration data stored in the at least one memory device to enforce policies
defined at least in part by the content detection and configuration data, the policy
enforcement performed to determine whether to allow the received network traffic
to pass, the policy enforcement including user identification, content identification,
and at least one of source verification and destination verification;
block network traffic determined to violate at least one policy; and

allow network traffic to pass that does not violate a policy.

2. The network gateway device of claim 1, wherein:

at least one policy defines a suspicious category of network traffic; and

when network traffic is determined to violate the at least one policy defining
suspicious network traffic, forwarding the network traffic to an analysis process that will
perform analysis on network traffic to determine whether the network traffic contains a
threat desired to be detected and, when the network traffic is determined to contain a threat
desired to be detected, the analysis process generates additional content detection data to

detect the threat in subsequently received network traffic.

3. The network gateway device of claim 2, wherein the instruction set is further

executable by the at least one processor to:
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receive, via the network interface device, the additional content detection data from
the analysis process;

store the additional content detection data on the at least one memory device; and

process subsequently received network traffic in view of the additional content

detection data.

4. The network gateway device of claim 3, wherein the additional content detection

data is received indirectly from the analysis process via an update station.

5. The network gateway device of claim 2, wherein the analysis process, to which the
network traffic content is forwarded, executes on a computing device distinct from the

network gateway device.

6. The content detection system of claim 5, wherein the analysis process facilitates an

analysis that includes receiving administrator input.

7. A method comprising:

receiving network traffic via at least one network interface device;

processing the received network traffic, by executing instructions on at least one
processor of a data network device, in view of content detection and configuration data
stored on at least one memory device to enforce policies defined at least in part by the
content detection and configuration data, the policy enforcement performed to determine
whether to allow the received network traffic to pass on a data network, the policy
enforcement including user identification, content identification, and at least one of source
verification and destination verification;

blocking network traffic determined to violate at least one policy; and

allowing network traffic to pass on the data network that does not violate a policy.
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8. The method of claim 7, wherein:

at least one policy defines a suspicious category of network traffic; and

when network traffic is determined to violate the at least one policy defining
suspicious network traffic, the method further includes:

forwarding the network traffic to an analysis process that will perform analysis on
network traffic to determine whether the network traffic contains a threat desired to be
detected and, when the network traffic is determined to contain a threat desired to be
detected, the analysis process generates additional content detection data to detect the threat

in subsequently received network traffic.

9. The method of claim 8, further comprising:
receiving, via the at least one network interface device, the additional content
detection data from the analysis process;
storing the additional content detection data on the at least one memory device; and
processing subsequently received network traffic in view of the additional content

detection data.

10. The method of claim 9, wherein the additional content detection data is received

indirectly from the analysis process via an update station.
11. The method of claim 8, wherein the analysis process, to which the network traffic
content is forwarded, executes on a computing device distinct from the data network

device.

12. The method of claim 11, wherein the analysis process facilitates an analysis that

includes receiving administrator input.
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13. A non-transitory computer-readable medium with instructions stored thereon which
when executed by at least one processor of a data network device, causes the data network
device to:

receive network traffic via at least one network interface device;

process the received network traffic in view of content detection and configuration
data stored on at least one memory device to enforce policies defined at least in part by the
content detection and configuration data, the policy enforcement performed to determine
whether to allow the received network traffic to pass on a data network, the policy
enforcement including user identification, content identification, and at least one of source
verification and destination verification;

block network traffic determined to violate at least one policy; and

allowing network traffic to pass on the data network that does not violate a policy.

14. The non-transitory computer-readable medium of claim 13, wherein:

at least one policy defines a suspicious category of network traffic; and

when network traffic is determined to violate the at least one policy defining
suspicious network traffic, the instructions are further executable by the at least one
processor to:

forward the network traffic to an analysis process that will perform analysis on
network traffic to determine whether the network traffic contains a threat desired to be
detected and, when the network traffic is determined to contain a threat desired to be
detected, the analysis process generates additional content detection data to detect the threat

in subsequently received network traffic.

15. The non-transitory computer-readable medium of claim 14, wherein the instructions
are further executable by the at least one processor to::

receive, via the at least one network interface device, the additional content
detection data from the analysis process;

store the additional content detection data on the at least one memory device; and

process subsequently received network traffic in view of the additional content
detection data.
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16. The non-transitory computer-readable medium of claim 15, wherein the additional

content detection data is received indirectly from the analysis process via an update station.

17. The non-transitory computer-readable medium of claim 14, wherein the analysis
process, to which the network traffic content is forwarded, executes on a computing device

distinct from the data network device.

18. The non-transitory computer-readable medium of claim 17, wherein the analysis

process facilitates an analysis that includes receiving administrator input.
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ABSTRACT

Systems, methods, and software for processing received network traffic
content in view of content detection data and configuration data to either block,

permit, or to further evaluate network traffic content when entering a network.
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