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Address: COMMISSIONER FOR PATENTS
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Alexandria, Virginia 22313-1450
WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
13/795,407 01/13/2015 8935790 2831.006US5 5700
21186 7590 12/23/2014
SCHWEGMAN LUNDBERG & WOESSNER, P.A.
P.O. BOX 2938

MINNEAPOLIS, MN 55402

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http:/pair.uspto.gov for additional applicants):

Yu Fang, Burnaby, CANADA;
FORTINET, INC., Sunnyvale, CA, Assignee (with 37 CFR 1.172 Interest);
Michael Xie, Palo Alto, CA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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Receipt date: 02/27/2014

13795407 - GAU: 2432

Modified form PTO/SB/08A(04-07) OMB 651-0031

US Patent & Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

(Use as many sheets as necessary)

Substitute for form 1449A/PTO

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

Complete if Known

Application Number 13/795,407
Filing Date March 12, 2013
First Named Inventor Yu Fang

Group Art Unit 2432

Examiner Name Devin Almeida

Attorney Docket No: 2831.006US5

Sheet 1 of 2
US PATENT DOCUMENTS
Emg:lnfr USP Document Number Publication Date Name of Patentee or Applicant of cited Document
/DA US-20020013832A1  [1/31/2002 Hubbard, Edward A.
JUAN |US-20020100036A1  [7/25/2002 Moshir, Sean, et al.
/DA] |US-20020124181A1  [9/5/2002 Nambu, Masaya
DA/ |US-20030079145A1 4/24/2003 Kouznetsov, Victor, et al.
/DA US-20030177485A1  [9/18/2003 Waldin, Ray Woon, et al,
WA 1US-20040003266A1  [1/1/2004 Moshir, Sean, et al.
/DA |US-20050091653A1  |4/28/2005 Willehadson, Stefan, et al.
'UA1US-20050120229A1  [6/2/2005 Lahti, P.
/UA1US-20050144616A1  [6/30/2005 Hammond, Brad, et al.
DA/ |US-20050204151A1  [9/15/2005 Fang, Yu, et al.
/DA |US-20100154064A1  [6/17/2010 Fang, Y., et al.
TUA1US-20120017277A1 1/19/2012 Fang, Yu, et al.
DA/ |US-20120278896A1  [11/1/2012 Fang, Yu, et al.
DA/ |US-6,035,423 3/7/2000 Hodges, Vernon, et al.
DA/ |US-6,269,456 7/31/2001 Hodges, Vernon, et al.
/DA |US-6,314,565 11/6/2001 Kenner, Brian, et al.
/DA/ |US-6,651,249 11/18/2003 Waldin, Ray Soon, et al.
LAl |US-6,725,377 4/20/2004 Kouznetsov, Victor
DA/ |US-6,880,086 4/12/2005 Kidder, Joseph D, et al.
/DA US-7,080,000 7/18/2006 Cambridge, R. D
DA/ |US-7,159,036 1/2/2007 Hinchliffe, Alexander, et al.
/DA |US-7,185,332 2/27/2007 Waldin, Ray, et al.
Change(s) gg,%ﬁ;A US-7,210,168 04,2007 [Af47/2668- Hursey, Neil, et al.
/DA |US-7,389,539 6/17/2008 Kouznetsov, Victor
to documert Gay US-7,398,553 7/8/2008 Li, J.
KS.S/[ /ba/ |US-7,401,359 7/15/2008 Gartside, Paul, et al.
12/3/2014+ /DA |US-7,424,706 9/9/2008 Ivanov, Oleg, et al.
DA/ |US-7,478,381 1/13/2009 Roberts, Jason, et al.
ma; |US-7,761,503 7/20/2010 Dhawan, Guarav, et al.
DA/ |US-7,844,708 11/30/2010 Willehadson, Stefan, et al.
na; |US-7,937,697 5/3/2011 Alberti, Enrica, et al.
nas |US-8,051,483 11/1/2011 Burnaby, Yu Fang, et al.
JOA7 |US-8,056,135 11/8/2011 Fang, Yu, et al.
na/ |US-8,276,205 9/25/2012 Xie, Micheal, et al.
EXAMINER Davin Almeida/ DATE CONSIDERED 05/29/2014

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant. 1 Applicant is to place a check mark here if English language Translation is attached
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

ppropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

(flcated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maln[enance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certlgcate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) apers. Each additional paper, such as an assignment or formal drawing, must
ﬁave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission

21186 7550 0912412014 I hereby certify that this Fee(s) Transmittal is being deposited with the United
SCHWEGMAN LUNDBERG & WOESSNER, P.A. States Postal Service with sufficient postage for first class mail in an envelope
addressed to the Mail Stop ISSUE FEE address above, or being facsimile
P.O. BOX 2938
S transmitted to the USPTO (571) 273-2885, on the date indicated below.
MINNEAPOLIS, MN 55402 :
Diana JOhIlSOIl (Depositor's name)
/Diana Johnson/ (Signature)
12/5/2014 (Date)
APPLICATION NO. I FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
13/795,407 03/12/2013 Yu Fang 2831.006US5 5700

TITLE OF INVENTION: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

| APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $960 $0 $0 $960 12/24/2014
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
ALMEIDA, DEVIN E 2432 726-024000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). . 1 Schwegman Lundberg
(1) The names of up to 3 registered patent attorneys
N Chan%e of correspondence address (or Change of Correspondence or agents OR, alternatively,
ddress orm PTO/SB/122) attached. (2) The name of a single firm (having as a member a 2 & Woessner, P.A.
"Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no nameis 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)
PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.
(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
Fortinet, Inc. Sunnyvale, CA

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) d Payment by credit card. Form PTO-2038 is attached.
[ Advance Order - # of Copies X The Director is hereby authorized to charge the re. %ulred fee(s), any deficiency, or credits any
overpayment, to Deposit Account Number _19-0743  (enclose an extra copy of this form).
5. Change in Entity Status (from status indicated above)
[l Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
[l Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.
| Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CER 1.31 and 1.33. See 37 CER 1.4 for signature requirements and certifications.

12/4/2014
Authorized Signature /- ,ﬂﬁ—‘g W‘ i Date / /

&
Typed or printed name ]%es D. Hallenbeck Registration No. 63,561
Page 2 of 3
PTOL-85 Part B (10-13) Approved for use through 10/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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S/N 13/795.407 PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Yu Fang et al. Examiner: Devin Almeida

Serial No.:  13/795,407 Group Art Unit: 2432

Filed: March 12, 2013 Docket No.: 2831.006US5
Customer No.: 21186 Confirmation No.: 5700

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION

DEVICES AND SYSTEMS

COMMUNICATION RE: FEE ADDRESS

Mail Stop Issue Fee
Commissioner for Patents
P.0.Box 1450
Alexandria, VA 22313-1450
In response to the Notice of Allowance and Issue Fee Due, please record the Fee Address

under the provisions of 37 CFR 1.363 as the following:

Customer Number 21186

Please direct any inquiries to the undersigned attorney at (612) 373-6938.

Respectfully submitted,

SCHWEGMAN LUNDBERG & WOESSNER, P.A.
P.O. Box 2938
Minneapolis, MN 55402
(612) 373-6938

Date  12/4/2014 By ;ﬂ,__,_@

Jani . . Hallenbeck
JDH:CMG:dmj Reg. No. 63,561
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Electronic Patent Application Fee Transmittal

Application Number:

13795407

Filing Date:

12-Mar-2013

Title of Invention:

SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES
AND SYSTEMS

First Named Inventor/Applicant Name:

Yu Fang

Filer:

Susan Yee/Diana Johnson

Attorney Docket Number:

2831.006US5

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Suﬁ-s'l's(tsa)l in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

Utility Appl Issue Fee 1501 1 960 960

Extension-of-Time:
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o ) Sub-Total in
Description Fee Code Quantity Amount uUsD($)
Miscellaneous:
Total in USD ($) 960
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Electronic Acknowledgement Receipt

EFS ID: 20874168
Application Number: 13795407
International Application Number:
Confirmation Number: 5700
Title of Invention: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES
‘ AND SYSTEMS
First Named Inventor/Applicant Name: Yu Fang
Customer Number: 21186
Filer: Susan Yee/Diana Johnson
Filer Authorized By: Susan Yee
Attorney Docket Number: 2831.006US5
Receipt Date: 05-DEC-2014
Filing Date: 12-MAR-2013
Time Stamp: 09:49:40
Application Type: Utility under 35 USC 111(a)
Payment information:
Submitted with Payment yes
Payment Type Deposit Account
Payment was successfully received in RAM $960
RAM confirmation Number 7696
Deposit Account 190743
Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:
Document _ . File Size(Bytes Multi Pages
Document Description File Name ( y V . . g
Number Message Digest | Part/.zip| (ifappl.)
350827
2831006US5IssueFeeSigned.
1 yes 3
pdf
96a2f73c7a4d65d4c5732c6dd3e39db9aa
b161a
Multipart Description/PDF files in .zip description
Document Description Start End
Transmittal Letter 1 1
Issue Fee Payment (PTO-85B) 2 2
Miscellaneous Incoming Letter 3 3
Warnings:
Information:
30289
2 Fee Worksheet (SB06) fee-info.pdf no 2
€9349266399d52330cf03b01f0f22e0e3a16]
57bf
Warnings:
Information:
Total Files Size (in bytes): 381116

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s):  Yu Fang et al.

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND
SYSTEMS

Docket No.: 2831.006US5 Serial No.: 13/795,407

Filed: March 12, 2013 Due Date: December 24, 2014

Examiner: Devin Almeida Group Art Unit: 2432

Customer No.: 21186 Confirmation No.: 5700

Notice of Allowance Date:  September 24, 2014

Mail Stop Issue Fee
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

We are transmitting herewith the following:

X Authorization to charge Deposit 19-0743 in the amount of $960.00 to cover the Large Entity Issue Fee
Payment.

X Issue Fee Transmittal (Form PTOL-85).

X Communication Re: Fee Address (1 page).

Please charge any additional required fees or credit overpayment to Deposit Account No. 19-0743.

SCHWEGMAN LUNDBERG & WOESSNER. P.A. By i) ) ﬂp—‘g Vi
Customer No.: 21186 James D¥ Jlallenbeck
JDH:CMG:dmj Reg. No¥'63,561

CERTIFICATE UNDER 37 CFR 1.8: The undersigned hereby certities that this correspondence is being filed using the USPTO's electronic filing
system EFS-Web, and is addressed to: Mail Stop Issue Fee, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 on this
5th  day of December, 2014.

Diana Johnson /Diana Johnson/
Name Signature
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450
WWW.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO. |
13/795,407 03/12/2013 Yu Fang 2831.006US5 5700
21186 7590 11/28/2014
EXAMINER

SCHWEGMAN LUNDBERG & WOESSNER, P.A. | |
P.0. BOX 2938 ALMEIDA, DEVINE
MINNEAPOLIS, MN 55402

I ART UNIT | PAPER NUMBER |

2432
| NOTIFICATION DATE | DELIVERY MODE |
11/28/2014 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.
Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

uspto@slwip.com
SLW @blackhillsip.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

Supplemently 13/795,407 FANG ET AL,
Notice of Allowabilit Examiner Art Unit ATA (First Inventor to
y DEVIN ALMEIDA 2432 File) Status

No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X] This communication is responsive to Printer Rush 10/29/2014.
OA declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. [[] An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 1-7 and 13-19. As a result of the allowed claim(s), you may be eligible to benefit from the Patent
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information,
please see hitp:/fwww. usplo.govipatents/init_events/pph/index.jsp or send an inquiry to 2P Hiredback@usplo.qov .

4. [] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[J Al b)[] Some *c) [] None of the:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this hational stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
[0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of

Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [ Notice of References Cited (PTO-892) 5. [X] Examiner's Amendment/Comment

2. [X] Information Disclosure Statements (PTO/SB/08), 6. [X] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3. [ Examiner's Comment Regarding Requirement for Deposit 7. [] Other i

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date .

/DEVIN ALMEIDA/ /MINH DINH/
Examiner, Art Unit 2432 Primary Examiner, Art Unit 2432

U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20141119
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Application/Control Number: 13/795,407 Page 2
Art Unit: 2432

Notice of Pre-AlA or AIA Status

The present application is being examined under the pre-AlA first to invent
provisions.

An examiner’s amendment to the record appears below. Should the changes
and/or additions be unacceptable to applicant, an amendment may be filed as provided
by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be
submitted no later than the payment of the issue fee.

The application has been amended as follows:

15. (Currently Amended) The non-transitory device-readable storage medium of

claim 14 45, wherein the threat signature is a virus signature.

Allowable Subject Matter

The following is an examiner’s statement of reasons for allowance. The prior art
does not show “the transmitting of the content detection data including transmitting, to at
least one update station, data identifying content detection modules of the group of
content detection modules to receive the content detection data and an instruction to
the at least one update station to transmit the content detection to each of the at least
one identified content detection modules of the group of content detection modules”.
The closest prior art Waldin Jr et al (6,052,531) does not teach this limitation.

Any comments considered necessary by applicant must be submitted no later

than the payment of the issue fee and, to avoid processing delays, should preferably

Page 12 of 198 Netskope Exhibit 1004



Application/Control Number: 13/795,407 Page 3
Art Unit: 2432

accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Devin Almeida whose telephone number is 571-270-
1018. The examiner can normally be reached on Monday-Thursday from 7:30 A.M. to.
5:00 P.M. The examiner can also be reached on alternate Fridays from 7:30 A.M. to
4:00 P.M.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, Gilberto Barron, can be reached on 571-272-3799.

The fax phone number for the organization where this application or proceeding
is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system.

/Devin Almeida/
Examiner, Art Unit 2432

/MINH DINH/
Primary Examiner, Art Unit 2432
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Application/Control No. Applicant(s)/Patent Under
Reexamination
Index of Claims 13795407 FANG ET AL.
Examiner Art Unit
DEVIN ALMEIDA 2432
v Rejected - Cancelled Non-Elected A Appeal
= Allowed + Restricted Interference o) Objected
[O cClaims renumbered in the same order as presented by applicant O cpPA O T.D. O R.1.47
CLAIM DATE
Final Original |11/17/2013|05/29/2014 [ 08/14/2014
1 1 v v =
2 2 v v _
3 3 v v _
4 4 v v =
5 5 v v -
6 6 v v -
7 7 v v -
8 v
9 v
10 v
11 v
12 v -
8 13 v v =
9 14 v v =
10 15 v v =
11 16 v v =
12 17 v v =
13 18 v v =
14 19 v v =

U.S. Patent and Trademark Office

Page 14 of 198
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Application/Control No. Applicant(s)/Patent Under
Reexamination
Search Notes 13795407 FANG ET AL.
DEVIN ALMEIDA 2432
CPC- SEARCHED
Symbol Date Examiner
CPC COMBINATION SETS - SEARCHED
Symbol Date Examiner
US CLASSIFICATION SEARCHED
Class Subclass Date Examiner
SEARCH NOTES
Search Notes Date Examiner
see east printout 9/9/2014 DA
INTERFERENCE SEARCH
US Class/ US Subclass / CPC Group Date Examiner
CPC Symbol
(central adj station and detection and suspicious and 9/9/2014 DA
update adj station).cim.

/DEVIN ALMEIDA/
Examiner, Art Unit 2432

U.S. Patent and Trademark Office

Page 15 of 198
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Application/Control No. Applicant(s)/Patent Under Reexamination
Hl““ m“ m“ ‘“H Hm |H| “‘ ““l ‘“ “‘ o o
DEVIN ALMEIDA 2432
CPC
Symbol Type Version
Ho4L 1425 F 2013-01-01
HO4L 0227 | 2013-01-01
Ho4L 1441 I 2013-01-01
GO6F 567 | 2013-01-01
HO4L 02 | 2013-01-01
HO4L 1408 | 2013-01-01
HO4L 1416 | 2013-01-01
CPC Combination Sets
Symbol Type Set Ranking Version
/DEVIN ALMEIDA/
Examiner.Art Unit 2432 11/24/2014 Total Claims Allowed:
) ) 14
(Assistant Examiner) (Date)
/MINH DINH/
Primary Examiner.Art Unit 2432 11/24/2014 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 1

U.S. Patent and Trademark Office Part of Paper No. 20141119
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Issue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

13795407 FANG ET AL.
Examiner Art Unit
DEVIN ALMEIDA 2432

US ORIGINAL CLASSIFICATION

INTERNATIONAL CLASSIFICATION

CLASS

SUBCLASS CLAIMED

NON-CLAIMED

726 24

21/00 (2013.01.01)

CROSS REFERENCE(S)

29 /06 (2006.01.01)

CLASS

SUBCLASS (ONE SUBCLASS PER BLOCK)

/DEVIN ALMEIDA/
Examiner.Art Unit 2432 11/24/2014 Total Claims Allowed:
) ) 14
(Assistant Examiner) (Date)
/MINH DINH/
Primary Examiner.Art Unit 2432 11/24/2014 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 1

U.S. Patent and Trademark Office

Part of Paper No. 20141119
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Application/Control No. Applicant(s)/Patent Under Reexamination
T
DEVIN ALMEIDA 2432
O Claims renumbered in the same order as presented by applicant O CPA O T.D. O R.1.47
Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original

1 1 12 17
2 2 13 18
3 3 14 19
4 4
5 5
6 6
7 7

8

9

10

11

12
8 13
9 14
10 15
ih| 16

/DEVIN ALMEIDA/
Examiner.Art Unit 2432 11/24/2014 Total Claims Allowed:
) ) 14
(Assistant Examiner) (Date)
/MINH DINH/
Primary Examiner.Art Unit 2432 11/24/2014 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 1
U.S. Patent and Trademark Office Part of Paper No. 20141119
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Receipt date:

08/12/2014

Under the Paperwork Reduction Act of 199

13795407 - GAU: 2432

Modified form PTO/SB/0BA(04-07) OMB 651-0031

US Patent & Trademark Office: U.S. DEPARTMENT OF COMMERCE

5, no persons are required to respond to a collection of information unless it contains a valid OMB contrel number.

. Complete if Known
Substitute for f 1448A/PTO
uhstiute forform Application Number 13/795,407
INFORMATION DISCLOSURE Filing Date March 12, 2013
STATEMENT BY APPLICANT First Named Inventor Yu Fang
(Use as many sheets as necessary) Group Art Unit 2432
Examiner Name Devin Almeida
Sheet 1 of 1 Attorney Docket No: 2831.006USS
US PATENT DOCUMENTS
Examiner USP Document Number Publication Date Name of Patentee or Applicant of cited Document
Initial *
/DA |US-20030123465A1 7/3/2003 Donahue, David B
/DA/ |US-7,181,765 2/20/2007 Patel, Vijaykumar, et al.
FOREIGN PATENT DOCUMENTS
Examiner Foreign Document Number Publication Date Name of Patentee or Applicant of cited Document T1
Initial *
OTHER DOCUMENTS — NON PATENT LITERATURE DOCUMENTS
Examiner | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item (book, magazine, T1
Initial * journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or country where
published.
s/, | "Application Serial No. 14/072,184, Non Final Office Action mailed 07-22-14", 8 pgs
EXAMINER  /Devin Almeida/ DATE CONSIDERED {1/19/2(114

* EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant. 1 Applicant is to place a check mark here if English language Translation is attached
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PQ. Box 1450

@Wlegﬁﬁg;z,.g\;i;\:gima 22313-1450
| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
13/795,407 03/12/2013 Yu Fang 2831.006US5

CONFIRMATION NO. 5700

21186 POA ACCEPTANCE LETTER

SCHWEGMAN LUNDBERG & WOESSNER, P.A.

P.0. BOX 2938 N, AT DA

MINNEAPOLIS, MN 55402 0000000711500

Date Mailed: 10/08/2014

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 10/03/2014.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

/zmoguss/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS
13/795,407 03/12/2013 2432 1740 2831.006US5 19 3
CONFIRMATION NO. 5700
21186 CORRECTED FILING RECEIPT

SCHWEGMAN LUNDBERG & WOESSNER, P.A.

P.O. BOX 2938 I AL v

MINNEAPOLIS, MN 55402 000000071195
Date Mailed: 10/08/2014

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)
Yu Fang, Burnaby, CANADA,;
Michael Xie, Palo Alto, CA;
Applicant(s)
FORTINET, INC., Sunnyvale, CA
Assignment For Published Patent Application
Fortinet, Inc., Sunnyvale, CA

Power of Attorney: The patent practitioners associated with Customer Number 21186

Domestic Priority data as claimed by applicant
This application is a CON of 13/546,915 07/11/2012
which is a CON of 13/240,661 09/22/2011 PAT 8276205
and is a CON of 11/000,703 11/30/2004 PAT 8051483
which claims benefit of 60/552,457 03/12/2004

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access - A proper Authorization to Permit Access to Application by Participating Offices
(PTO/SB/39 or its equivalent) has been received by the USPTO.

If Required, Foreign Filing License Granted: 04/13/2013

page 1 of 3

Page 21 of 198 Netskope Exhibit 1004



The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 13/795,407

Projected Publication Date: Not Applicable
Non-Publication Request: No

Early Publication Request: No
Title

SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS
Preliminary Class

726
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications:

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the
section entitled "Treaties and Foreign Patents”) for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

page 2 of 3
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.

page 3 of 3
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~ Doc Code: PA.. | o o
Document Description: Power of Attorney O razh (o 19)

Approved for usea through 11/30/2014. OMB 0651-0051
Li.§. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
o a collection of information unless it displays a valid OMB controf number

POWER OF ATTORNEY BY APPLICANT

Under the Paperwork Reduction Act of 1995, no parsons are required to respond

| hereby revoke all previous powers of

attorney given in the application identified in either tha attached transmittal letter or
the boxes below. . .

Application Number Filing Date

(Note: The boxes above may be left blank if information is provided on form PTO/AIA/82A.)

I hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attbmey(s) or agent(s), and
fo transact all business in the United States Patent and Trademark Office connected therewith for the application referenced in
~TT T ihe attached transmittal letter (form PTOJAIA/S2A) or identified above:

OR » 21186

D I hereby appoint Practitioner{s) named in the attached list (form PTO/AIA/82C) as my/our attorney(s) or agent(s), and to transact
all business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the
attached transmittal letter (form PTO/AIA/82A) or identified above. (Note: Complete form PTO/AIA/82C.)

Please recognize or change the correspondence address for the application identified in the attached transmittal
lefter or the boxes above to:

The address associated with the above-mentioned Custorner Number ‘
OR . . .
|:| The address associated with Customer Number:

OR
Firm or
Individual Name

Address
City
Country

| State | Zip

Telephone | Email |

I am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box):

Fortinet, Inc.

D Inventor or Joint Inventor (title not required below)

|:| Legal Representative of a Deceased or Legally Incapacitated Inventor (title not required below)

l:l Person Who Otherwise Shows Sufficient Proprietary Interest (e.g., a peatition under 37 CFR 1.46(b)(2) was granted in the
application or is concurrently being filed with this document) {provide signer’s title if applicant is.a juristic entity)

SIGNATURE of Applicant for Patent

The undersigned {whose title is supplied below} j§ autharized to act on behalf of the applicant (e.g., where the applicant is a juristic entity).
Signature e~ \_ { Date (Optional) |

Name Ty o s Neel 59~
Title | U Le<anl

NOTE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33, See 37 CFR 1.4 for signature requirements
and certifications. If more than one applicant, use multiple forms.

Total of 1 forms are submitted.

This collecticn of information is required by 37 CFR 1.131, 1.32, and 1.33. The informaticn is required to obtain or retain a benefit by the public which is 1o file {and by the
USPTO to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTG. Time will vary depending upon the individual case. Any comments on the amount
of ime you require ta complete this form and/or suggestions for reducing this burden, should be sent to the Chief Infarmation Officer, U.S. Patert and Trademark Office, U.S.
Department of Commerce, P.Q. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioher
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.

Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer’s title if applicant is a juristic entity)
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Attorney Docket No. 2831.006US5

Amended PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

Applicant/Patent Owner: _Fortinet, Inc.

Application No./Patent No.: _13/795,407 Filed/Issue Date: March 12, 2013
Titled: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS
Fortinet, Inc. a Corporation

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. X The assignee of the entire right, title, and interest.

2. [0 Anassignee of less than the entire right, title, and interest (check applicable box):

[0 The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the
owners holding the balance of the interest must be submitted to account for 100% of the ownership interest.

[0 There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3 [ The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. [ The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose gne of options A or B below):

A. X An assignment from the inventor(s) of the patent application/patent identified above. The assighment was recorded in
the United States Patent and Trademark Office at Reel 016042, Frame 0392 -, or for which a copy thereof is attached.

B. [ A chain oftitle from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
2. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

[Page 1 of 2]

This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Attorney Docket No. 2831.006US5

Amended PTO/AIA/96 (08-12)
Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

3. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

4. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

5. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

6. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

[0 Additional documents in the chain of title are listed on a supplemental sheet(s).

[0 As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assighnment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/James D. Hallenbeck/ 10/3/2014

Signature Date
James D. Hallenbeck USPTO Reg. No. 63,561
Printed or Typed Name Title or Registration Number

[Page 2 of 2]
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Electronic Acknowledgement Receipt

EFS ID: 20319596
Application Number: 13795407
International Application Number:
Confirmation Number: 5700
Title of Invention: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES
AND SYSTEMS
First Named Inventor/Applicant Name: Yu Fang
Customer Number: 21186
Filer: Susan Yee/Diana Johnson
Filer Authorized By: Susan Yee
Attorney Docket Number: 2831.006US5
Receipt Date: 03-0OCT-2014
Filing Date: 12-MAR-2013
Time Stamp: 10:14:12
Application Type: Utility under 35 USC 111(a)
Payment information:
Submitted with Payment no
File Listing:

404829
2831006US5UADSandPOAsign

ed.pdf yes 1

3c42e8e86¢29f60797efe55b23fa9f9d 6911
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Multipart Description/PDF files in .zip description
Document Description Start End

Transmittal Letter 1 1

Miscellaneous Incoming Letter 2 2

Application Data Sheet 3 8

Power of Attorney 9 9

Assignee showing of ownership per 37 CFR 3.73. 10 1

Warnings:
Information:
Total Files Size (in bytes); 404829

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s):  Yu Fang et al.
Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND

SYSTEMS
Docket No.: 2831.006US5 Serial No.: 13/795,407
Filed: March 12, 2013 Due Date:
Examiner: Devin Almeida Group Art Unit: 2432
Customer No.: 21186 Confirmation No.: 5700

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

We are transmitting herewith the attached:

Communication Re: Update to Application Data Sheet (1 Pg.).
Marked Up Application Data Sheet (6 Pgs.).

Power of Attorney (1 pg)

Statement Under 37 CFR 3.73(¢) (2 pgs.)

<1 4 <

It is believed that no additional fee is required. However, if necessary, please charge any additional required fees or credit
overpayment to Deposit Account No. 19-0743.

Schwegman, Lundberg & Woessner, P.A. By /J ames D . H a I |en beCk/
Customer No.: 21186 James D. Hallenbeck

Reg. No. 63,561

CERTIFICATE UNDER 37 CFR 1.8: The undersigned hereby certifies that this correspondence is being filed using the USPTO's electronic
filing system EFS-Web, and is addressed to: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 on this 3¥d _day of
October, 2014.

Diana Johnson /Diana Johnson/
Name Signature
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S/N 13/795.407 PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s):  Yu Fang et al. Examiner: Devin Almeida

Serial No.:  13/795,407 Group Art Unit: 2432

Filed: March 12, 2013 Docket: 2831.006US5

Customer No.: 21186 Confirmation No.: 5700

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION

DEVICES AND SYSTEMS

COMMUNICATION RE: UPDATE TO APPLICATION DATA SHEET

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Applicants hereby request that the information provided on the Application Data Sheet
filed in the above-referenced application on March 12, 2013, be updated with the information as
provided on the enclosed marked up Application Data Sheet.

We therefore submit a marked up copy of the Application Data Sheet which shows an
update to the Applicant Information, adding Fortinet, Inc. as the applicant.

It is respectfully requested that the USPTO update their records and provide confirmation
of the above request.

It is believed that no fee is required to fulfill this request, however, if necessary, please

charge any additional required fees or credit overpayment to Deposit Account No. 19-0743.

Respectfully submitted,

Schwegman, Lundberg & Woessner, P.A.
P.O. Box 2938

Minneapolis, MN 55402

(612) 373-6938

bae  10/3/2014 sy /James D. Hallenbeck/

James D. Hallenbeck
Reg. No. 63,561
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Amended PTO/AIA/14 (08-12)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

L. Attorney Docket Number | 2831.006US5
Updated Application Data Sheet 37 CFR
1.76 Application Number Unknewn 13/795,407

Title of Invention | SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

IThe application data sheet is part of the provisional or nonprovisional application for which itis being submitted. The following form contains the
bibliographic dataarranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.
IThis document may be completed electronically and submitted to the Office in electronic format using the Electronic FilingSystem (EFS)or the

document may be printed andincluded in a paper filed application.

1 Secrecy Order 37 CFR 5.2

Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:
Inventor 1: Yu Fang

Legal Name
Prefix Given Name Middle Name Family Name Suffix
Yu Fang

Residence Information (Select One)
[ JUS Residency |Z| Non US Residency D Active US Military Service

City | Burnaby ‘State/Province ‘BC ‘COUMI’V of ‘Canada

Mailing Address of Inventor:

Address 1 3795 Sunset Street
Address 2
City Burnaby State/Province ‘BC
Postal Code V56 1T1 Country ‘Canada

Inventor 2: Michael Xie

Legal Name

Prefix Given Name Middle Name Family Name Suffix

Michael Xie

Residence Information (Select One)
[X]US Residency D Non US Residency |:| Active US Military Service

City | Palo Alto ‘State/Province ‘CA \Countrv of ‘United States of America
Mailing Address of Inventor:

Address 1 685 Loma Verde Avenue

Address 2

City Palo Alto State/Province ’CA

Postal Code 94306 Country ‘ United States of America

Page | 1

Page 31 of 198 Netskope Exhibit 1004



Amended PTO/AIA/14 (08-12)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

L. Attorney Docket Number | 2831.006US5
Updated Application Data Sheet 37 CFR
1.76 Application Number Unknewn 13/795,407

Title of Invention | SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

IThe application data sheet is part of the provisional or nonprovisional application for which itis being submitted. The following form contains the
bibliographic dataarranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.
IThis document may be completed electronically and submitted to the Office in electronic format using the Electronic FilingSystem (EFS)or the

document may be printed andincluded in a paper filed application.

Correspondence Information:
Enter either Customer Number or complete the Correspondence Information section below. For
further information see 37 CFR 1.33(a).

[] An Address is being provided for the correspondence Information of this application.

Customer Number 21186

Email Address request@slwip.com

Application Information:

Title of the Invention SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS
Attorney Docket Number |2831.006US5 'small Entity Status Claimed []

Application Type Non-Provisional

Subject Matter Utility - CON

Suggested Class (if any) ‘Sub Class (if any) ‘

Suggested Technology Center (if any)

Total Number of Drawing Sheets (if any) |2 ‘Suggested Figure for Publication (if any)

Publication Information:
[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

[] Request Not to Publish. I hereby request that the attached application not be published under 35 U.S.
C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the subject of an
application filed in another country, or under a multilateral international agreement, that requires publication at eighteen
months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR
1.32). Entereither Customer Number or complete the Representative Name section below. If bothsections are completed
the Customer Number will be used for the Representative Information during processing.

Please Select One: |[X] Customer Number |[ ] US Patent Practitioner |[ ]| Limited Recognition (37 CFR 11.9)

Customer Number [21186

Page | 2
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Amended PTO/AIA/14 (08-12)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

L. Attorney Docket Number | 2831.006US5
Updated Application Data Sheet 37 CFR
1.76 Application Number Unknewn 13/795,407

Title of Invention | SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

IThe application data sheet is part of the provisional or nonprovisional application for which itis being submitted. The following form contains the
bibliographic dataarranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

IThis document may be completed electronically and submitted to the Office in electronic format using the Electronic FilingSystem (EFS)or the
document may be printed andincluded in a paper filed application.

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, or 365(c) or indicate
National Stage entry from a PCT application. Providing this information in the application data sheet constitutes the

specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78(a)(2) or CFR 1.78(a)(4), and need not otherwise
be made part of the specification.

Prior Application Status |Pending

Application Number Continuity Type Prior Application Number | Filing Date (YYYY-MM-DD)
This application continuation 13/546,915 2012-07-11
Prior Application Status |Patented
Application Number Continuity Type Prior Application Number | Filing Date (YYYY-MM-DD)
13/546,915 continuation 13/240,661 2011-09-22
Prior Application Status |Patented
Application Number Continuity Type Prior Application Number | Filing Date (YYYY-MM-DD)
13/240,661 continuation 11/000,703 2004-11-30
Prior Application Status |Expired
Application Number Continuity Type Prior Application Number | Filing Date (YYYY-MM-DD)
11/000,703 non-provisional 60/552,457 2004-03-12

Foreign Priority Information:

This section allows for the applicant to claim benefit of foreign priority and to identify any prior foreign application for
which priority is not claimed. Providing this information in the application data sheet constitutes the claim for priority as
required by 35 U.S.C. 119(b) and 37 CFR 1.55(a).

Application Number Country Parent Filing Date (YYYY-MM-DD) | Priority Claimed

|:|Yes |:| No

Page | 3
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Amended PTO/AIA/14 (08-12)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

L. Attorney Docket Number | 2831.006US5
Updated Application Data Sheet 37 CFR
1.76 Application Number Unknewn 13/795,407

Title of Invention | SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

IThe application data sheet is part of the provisional or nonprovisional application for which itis being submitted. The following form contains the
bibliographic dataarranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.
IThis document may be completed electronically and submitted to the Office in electronic format using the Electronic FilingSystem (EFS)or the

document may be printed andincluded in a paper filed application.

Authorization to Permit Access:

X] Authorization to Permit Access to the Instant Application by the Participating Offices

If checked, the undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent
Office (JPO), the Korean Intellectual Property Office (KIPO), the World Intellectual Property Office (WIPO), and any other
intellectual property offices in which a foreign application claiming priority to the instant patent application is filed access to
the instant patent application. See 37 CFR 1.14(c) and (h). This box should not be checked if the applicant does not wish the
EPO, JPO, KIPO, WIPO, or other intellectual property office in which a foreign application claiming priority to the instant patent
application is filed to have access to the instant patent application.

In accordance with 37 CFR 1.14(h)(3), access will be provided to a copy of the instant patent application with respect to: 1) the
instant patent application-as-filed; 2) any foreign application to which the instant patent application claims priority under 35
U.S.C. 119(a)-(d) if a copy of the foreign application that satisfies the certified copy requirement of 37 CFR 1.55 has been filed in
the instant patent application; and 3) any U.S. application-as-filed from which benefit is sought in the instant patent
application.

In accordance with 37 CFR 1.14(c), access may be provided to information concerning the date of filing this Authorization.

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37
of CFR to have an assignment recorded by the Office.

Applicant: FORTINET, INC.

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be
completed. The information to be provided in this section is the name and address of the legal representative who is the
applicant under 37 CFR 1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to
assign the invention, or person who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37
CFR 1.46. If the applicant is an applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or
person who otherwise shows sufficient proprietary interest) together with one or more joint inventors, then the joint inventor
or inventors who are also the applicant should be identified in this section.

|Z| Assignee |:| Legal Representative under 35 U.S.C. 117

|:| Person to whom the inventor is obligated to assign |:| Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

|:| Deceased |:| Legally incapacitated

Name of the Deceased or Legally Incapacitated Inventor :

If the Assignee is an Organization check here:

Organization Name FORTINET, INC.

Page | 4
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Amended PTO/AIA/14 (08-12)
Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

1.76

Updated Application Data Sheet 37 CFR

Attorney Docket Number

2831.006US5

Application Number

Unkrown 13/795,407

Title of Invention

SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

IThe application data sheet is part of the provisional or nonprovisional application for which itis being submitted. The following form contains the
bibliographic dataarranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.
IThis document may be completed electronically and submitted to the Office in electronic format using the Electronic FilingSystem (EFS)or the

document may be printed andincluded in a paper filed application.

Applicant Mailing Address Information:

Address 1 899 Kifer Road

Address 2

City Sunnyvale State/Province CA
Country United States of America Postal Code 94086

Phone Number

Fax Number

Email Address

Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37

of CFR to have an assignment recorded by the Office.

Assignee: Fortinet, Inc.

If the Assignee is an Organization check here. |Z

Prefix Given Name Middle Name Family Name Suffix
Assignee Mailing Address Information:
Address 1 1090 Kifer Road
Address 2
City Sunnyvale State/Province CA
Country United States of America Postal Code 94086
Phone Number Fax Number
Email Address
Page | 5
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Amended PTO/AIA/14 (08-12)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

L. Attorney Docket Number | 2831.006US5
Updated Application Data Sheet 37 CFR
1.76 Application Number Unknewn 13/795,407

Title of Invention | SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

IThe application data sheet is part of the provisional or nonprovisional application for which itis being submitted. The following form contains the
bibliographic dataarranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.
IThis document may be completed electronically and submitted to the Office in electronic format using the Electronic FilingSystem (EFS)or the

document may be printed andincluded in a paper filed application.

Signature:

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and certifications

. Date (YYYY-
signatre | /James D. Hallenbeck/ mvop) | 2014/10/03
First Name | James Last Name | Hallenbeck ;e:lgmls;:tlon 63,561

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which is
to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is
estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data sheet form
to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete this
form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and

Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-14

Page | 6

Page 36 of 198 Netskope Exhibit 1004



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0O. Box 1450

Alexandria, Virginia 22313-1450

WWw.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
21186 7590 0912412014
SCHWEGMAN LUNDBERG & WOESSNER, P.A. ALMEIDA, DEVIN E
P.0. BOX 2938
MINNEAPOLIS, MN 55402 | ART UNIT PAPER NUMBER |
2432
DATE MAILED: 09/24/2014
APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. | CONFIRMATION NO.
13/795,407 03/12/2013 Yu Fang 2831.006USS5 5700

TITLE OF INVENTION: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $960 $0 $0 $960 12/24/2014

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (Rev. 02/11)
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
in(ficated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) apers. Each additional paper, such as an assignment or formal drawing, must
Eave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission

21186 7590 09/24/2014 I hereby certify that this Fee(s) Transmittal is being deposited with the United
SCHWEGMAN LUNDBERG & WOESSNER, P.A. States Postal Service with sufficient postage for first class mail in an envelope
P.0O. BOX 2938 addressed to the Mail Stop ISSUE FEE address above, or being facsimile

S transmitted to the USPTO (571) 273-2885, on the date indicated below.

MINNEAPOLIS, MN 55402

(Depositor's name)

(Signature)
(Date)
APPLICATION NO. I FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
13/795.407 03/12/2013 Yu Fang 2831.006US5 5700
TITLE OF INVENTION: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS
| APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $960 $0 $0 $960 12/24/2014
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
ALMEIDA, DEVIN E 2432 726-024000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). . 1
(1) The names of up to 3 registered patent attorneys
[ Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. . 8 . 2
(2) The name of a single firm (having as a member a
[ "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual [ Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
[ Advance Order - # of Copies (1 The Director is hereby authorized to charge the required fee(s), any deficiency, or credits any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

[l Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

W Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

W Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CER 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3
PTOL-85 Part B (10-13) Approved for use through 10/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Page 38 of 198 Netskope Exhibit 1004



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0O. Box 1450

Alexandria, Virginia 22313-1450

WWw.uspto.gov

| APPLICATION NO. I FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
13/795,407 03/12/2013 Yu Fang 2831.006US5 5700
21186 7590 0912412014 | EXAMINER |
SCHWEGMAN LUNDBERG & WOESSNER, P.A. ALMEIDA, DEVIN E
P.O. BOX 2938
MINNEAPOLIS, MN 55402 | ART UNIT PAPER NUMBER |

2432

DATE MAILED: 09/24/2014

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the
requirement that the Office provide a patent term adjustment determination with the notice of allowance. See
Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer
providing an initial patent term adjustment determination with the notice of allowance. The Office will continue to
provide a patent term adjustment determination with the Issue Notification Letter that is mailed to applicant
approximately three weeks prior to the issue date of the patent, and will include the patent term adjustment on the
patent. Any request for reconsideration of the patent term adjustment determination (or reinstatement of patent term
adjustment) should follow the process outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
PTOL-85 (Rev. 02/11)
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and
Budget approval before requesting most types of information from the public. When OMB approves an agency
request to collect information from the public, OMB (i) provides a valid OMB Control Number and expiration
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the
agency to inform the public about the OMB Control Number’s legal significance in accordance with 5 CFR
1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to
respond to a collection of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination of
proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is required
by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's
responsibility to recommend improvements in records management practices and programs, under authority
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive.
Such disclosure shall not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the
record was filed in an application which became abandoned or in which the proceedings were terminated
and which application is referenced by either a published application, an application open to public
inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)

13/795,407 FANG ET AL,
. . A i AlA (First Inventor to
Notice of Allowability e DA Area™t | File status

No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [X] This communication is responsive to 8/12/2014.
Oa declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. [ An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 1-7 and 13-19. As a result of the allowed claim(s), you may be eligible to benefit from the Patent
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information,
please see hitp:/iwww Lisplo.govipatenis/init_events/pphyindex.jsp or send an inquiry to PP Hiredback@uspio.qov .

4. [] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a)[J Al b)[JSome *c)[] None of the:
1. [ Cettified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: __

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. ] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
[0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of

Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner’s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [ Notice of References Cited (PTO-892) 5. [J Examiner's Amendment/Comment

2. [] Information Disclosure Statements (PTO/SB/08), 6. [X] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3. [ Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date .

/DEVIN ALMEIDA/ /GILBERTO BARRON JR/
Examiner, Art Unit 2432 Supervisory Patent Examiner, Art Unit 2432

U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20140908
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Application/Control Number: 13/795,407 Page 2
Art Unit: 2432

Notice of Pre-AIA or AIA Status

The present application is being examined under the pre-AlA first to invent

provisions.
Allowable Subject Matter

The following is an examiner’s statement of reasons for allowance. The prior art
does not show “the transmitting of the content detection data including transmitting, to at
least one update station, data identifying content detection modules of the group of
content detection modules to receive the content detection data and an instruction to
the at least one update station to transmit the content detection to each of the at least
one identified content detection modules of the group of content detection modules”.
The closest prior art Waldin Jr et al (6,052,531) does not teach this limitation.

Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”

Conclusion
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Devin Almeida whose telephone number is 571-270-
1018. The examiner can normally be reached on Monday-Thursday from 7:30 A.M. to.
5:00 P.M. The examiner can also be reached on alternate Fridays from 7:30 A.M. to

4:00 P.M.
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Application/Control Number: 13/795,407 Page 3
Art Unit: 2432

If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, Gilberto Barron, can be reached on 571-272-3799.

The fax phone number for the organization where this application or proceeding
is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system.

/Devin Almeida/
Examiner, Art Unit 2432

/GILBERTO BARRON JR/
Supervisory Patent Examiner, Art Unit 2432
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SAST Search History

EAST Search History

EAST Search History (Prior Art)

Ref i{jHits Search Query iDBs Default Plurals {{Time
# Operator Stamp
L2 3 13/795407 #US-PGPUB; OR ON 2014/09/09
HUSPAT 16:17
L3 2 "20040030913" #US-PGPUB; OR ON 2014/09/09
HUSPAT 16:17
L4 0 "20040030913" and email US-PGPUB; OR ON 2014/09/09
USPAT 16:17
L5 0 "200400030913" and emalil US-PGPUB; OR ON 2014/09/09
HUSPAT 16:17
L6 0 "200400030913" US-PGPUB; OR ON 2014/09/09
HUSPAT 16:17
L7 2 "20040030913" US-PGPUB; OR ON 2014/09/09
HUSPAT 16:17
L8 2 "20040030913" and mail US-PGPUB; OR ON 2014/09/09
USPAT 16:17
L9 0 "20040030913" and mail and §US-PGPUB; OR ON 2014/09/09
sender HUSPAT 16:17
L10 §2 "20040030913" and address §US-PGPUB; OR ON 2014/09/09
JUSPAT 16:17
L11 30 "20040030913" and firewall §US-PGPUB; OR ON 2014/09/09
JUSPAT 16:17
L12 492 "6052531" and firewall 1US-PGPUB; OR ON 2014/09/09
HUSPAT 16:17
L13 {0 "20040030913" and spam  §US-PGPUB; OR ON 2014/09/09
HUSPAT 16:17
L14 {113 spam with email with id $US-PGPUB; OR ON 2014/09/09
HUSPAT 16:17
L15 §25 spam with email with id with §US-PGPUB; OR ON 2014/09/09
filter HUSPAT 16:17
L16 #77 spam with email with id and US-PGPUB; OR ON 2014/09/09
filter HUSPAT 16:17
L17 {150560 {HO4L 63/0281 iUS-PGPUB; OR ON 2014/09/09
HUSPAT 16:17
L18 20 HO4L adj 63/0281 {US-PGPUB; OR ON 2014/09/09
HUSPAT 16:17
L19 0 HO4L adj "63" #US-PGPUB; OR ON 2014/09/09
HUSPAT 16:17
20 {3025 726/12 US-PGPUB; OR ON 2014/09/09
qUSPAT 4 & 16:17
21 i3 13/795407 US-PGPUB; OR ON 2014/09/09
HUSPAT 16:17
22 {2 "20040030913" US-PGPUB; OR ON 2014/09/09
HUSPAT 16:17
[23 {2 "20040030913" and mail US-PGPUB; OR ON 2014/09/09
HUSPAT 16:17
E ‘ | H

ile:///Cl/Users/dalmeida/Documents/e-Red%20Folder/13795407/EASTSearchHistory.13795407_AccessibleVersion.htm[9/9/2014 4:18:18 PM]
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SAST Search History

[24 #2 "20040030913" and address §US-PGPUB; OR ON 2014/09/09
HUSPAT 16:17

[25 192 "6052531" and firewall iUS-PGPUB; OR ON 2014/09/09
HUSPAT 16:17

26 {113 spam with email with id #US-PGPUB; OR ON 2014/09/09
HUSPAT 16:17

27 25 spam with email with id with §US-PGPUB; OR ON 2014/09/09
filter HUSPAT 16:17

28 {77 spam with email with id and §US—PGPUB; OR ON 2014/09/09
filter $USPAT 16:17

29 #150560 {HO4L 63/0281 $US-PGPUB; OR ON 2014/09/09
HUSPAT 16:17

L30 i20 HO4L adj 63/0281 {US-PGPUB; OR ON 2014/09/09
USPAT 16:17

L31 0 HO4L adj "63" US-PGPUB; OR ON 2014/09/09
JUSPAT 16:17

132 {3025 \726/12 {US-PGPUB; OR ON 2014/09/09
USPAT 16:17

L33 #119 update with virus with US-PGPUB; OR ON 2014/09/09
scanner HUSPAT 16:17

L34 #3025 726/12 #US-PGPUB; OR ON 2014/09/09
HUSPAT 16:17

EAST Search History (I nterference)

RefiHits {ijSearch Query DBs Default Plurals {iTime
# Operator Stamp
L1 {4 (central adj station and detection and US-PGPUB;  {OR ON 2014/09/09
suspicious and update adj station).clm. {USPAT; 16:16
UPAD

9/9/2014 4:18:01 PM
C:\ Users\ dalmeida\ Documents\ EAST\ Workspaces\ 13795407.wsp

ile:///Cl/Users/dalmeida/Documents/e-Red%20Folder/13795407/EASTSearchHistory.13795407_AccessibleVersion.htm[9/9/2014 4:18:18 PM]
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Application/Control No. Applicant(s)/Patent Under Reexamination
Hl““ M“ Hm NH Hm |H| W ““l ‘“ “‘ - o

DEVIN ALMEIDA 2432
cPC
Symbol Type Version
Ho4L 1425 F 2013-01-01
Ho4L 0227 | 2013-01-01
Ho4L 1441 | 2013-01-01
GO6F 567 | 2013-01-01
Ho4L 02 | 2013-01-01
Ho4L 1408 | 2013-01-01
Ho4L 1416 | 2013-01-01

CPC Combination Sets

Symbol Type Set Ranking Version

/DEVIN ALMEIDA/
Examiner.Art Unit 2432 09/08/2014 Total Claims Allowed:
) ) 14
(Assistant Examiner) (Date)
/GILBERTO BARRON JR/
Supervisory Patent Examiner.Art Unit 2432 09/18/2014 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 1
U.S. Patent and Trademark Office Part of Paper No. 20140908

Page 46 of 198 Netskope Exhibit 1004



Issue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

13795407 FANG ET AL.
Examiner Art Unit
DEVIN ALMEIDA 2432

US ORIGINAL CLASSIFICATION

INTERNATIONAL CLASSIFICATION

CLASS SUBCLASS CLAIMED NON-CLAIMED
726 24 G| o 21/00(2013.0)
H|o 29/ 06 (2006.0)
CROSS REFERENCE(S)
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
/DEVIN ALMEIDA/
Examiner.Art Unit 2432 09/08/2014 Total Claims Allowed:
) ) 14
(Assistant Examiner) (Date)
/GILBERTO BARRON JR/
Supervisory Patent Examiner.Art Unit 2432 09/18/2014 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 1

U.S. Patent and Trademark Office

Part of Paper No. 20140908
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification | ,;,9:407 EANG ET AL
DEVIN ALMEIDA 2432
O Claims renumbered in the same order as presented by applicant O CPA O T.D. O R147
Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original

1 1 12 17
2 2 13 18
3 3 14 19
4 4
5 5
6 6
7 7

8

9

10

11

12
8 13
9 14
10 15
11 16

/DEVIN ALMEIDA/
Examiner.Art Unit 2432 09/08/2014 Total Claims Allowed:
) ) 14
(Assistant Examiner) (Date)
/GILBERTO BARRON JR/
Supervisory Patent Examiner.Art Unit 2432 09/18/2014 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 1
U.S. Patent and Trademark Office Part of Paper No. 20140908
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Application/Control No. Applicant(s)/Patent Under
Reexamination
Search Notes 13795407 FANG ET AL
H“MHN “NH“ “ “H o .
DEVIN ALMEIDA 2432
CPC- SEARCHED
Symbol Date Examiner

CPC COMBINATION SETS - SEARCHED

Symbol Date Examiner
US CLASSIFICATION SEARCHED
Class Subclass Date Examiner
SEARCH NOTES
Search Notes Date Examiner
see east printout 9/9/2014 DA
INTERFERENCE SEARCH
US Class/ US Subclass / CPC Group Date Examiner
CPC Symbol
(central adj station and detection and suspicious and 9/9/2014 DA
update adj station).cim.

/DEVIN ALMEIDA/
Examiner.Art Unit 2432

U.S. Patent and Trademark Office
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Application/Control No. Applicant(s)/Patent Under
Reexamination
Index of Claims 13795407 FANG ET AL
Examiner Art Unit
DEVIN ALMEIDA 2432
v Rejected - Cancelled Non-Elected A Appeal
= Allowed + Restricted Interference o) Objected
[0 cClaims renumbered in the same order as presented by applicant O cPA O T.D. O R.1.47
CLAIM DATE
Final Original |11/17/2013 |05/29/201408/14/2014
1 1 v v =
2 2 v v =
3 3 v v _
4 4 v v =
5 5 v v -
6 6 v v _
7 7 v v _
8 v
9 v
10 v
11 v
12 v -
8 13 v v =
9 14 v v =
10 15 v v =
11 16 v v =
12 17 v v =
13 18 v v =
14 19 v v =
U.S. Patent and Trademark Office Part of Paper No. : 20140908
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EAST Search History
EAST Search History (Prior Art)

Ref iHits {Search Query DBs Default iPlurals jTime
# Operator Stamp
L1 #2373 {{h04163/0227.cpc. Us- OR ON 2014/09/15
PGPUB; 14:11
USPAT
L2 #2411 {{h04I63/1441.cpc. Us- OR ON 2014/09/15
PGPUB; 14:11
USPAT
L3 1497 h04163/02.cpc. us- OR ON 2014/09/15
PGPUB; 14:11
USPAT
L4 2822 {{h04163/1408.cpc. us OR ON 2014/09/15
PGPUB; 14:11
USPAT
L5 #3024 {h04163/1416.cpc. us OR ON 2014/09/15
PGPUB; 14:11
USPAT
L6 1299 {h04163/1425.cpc. Us- OR ON 2014/09/15
PGPUB; 14:11
USPAT
L7 #4181 {§(L1 L2 L3 L4 L5 L6) and virus us- OR ON 2014/09/15
PGPUB; 14:11
! USPAT
L9 #2422 jvirus and signature same update us OR ON 2014/09/15
PGPUB; 14:12
USPAT
24 5611 (L1 L2 L3 L4 L5 L6) and filter with (virus us OR ON 2014/09/15
worm spam) PGPUB; 14:15
USPAT
25 5204 (L1 L2 L3 L4 L5 L6) and filter with (virus us OR ON 2014/09/15
worm spam) and user with policy PGPUB; 14:15
! USPAT
127 §5 (L1 L2 L3 L4 L5 Le) and router with detect {US- OR ON 2014/09/15
with (virus worm spam) and user with PGPUB; 14:15
policy USPAT
[29 444  {(L1 L2 L3 L4 L5 LB) and router with detect {US- OR ON 2014/09/15
with (virus worm spam) PGPUB; 14:15
USPAT
150 {575 (L1 L2 L3 L4 L5 L) and virus and signature §US- OR ON 2014/09/15
same update PGPUB; 14:19
USPAT
L52 #5642 (L1 L2 L3 L4 L5 L6) and update us- OR ON 2014/09/15
PGPUB; 14:20
USPAT
L53 i5 (L1 L2 L3 L4 L5 L8) and router with detect {US- OR ON 2014/09/15
with (virus worm spam) and user with PGPUB; 14:20
policy USPAT
L54 §5 (L1 L2 L3 L4 L5 L6) and router with detect {US- OR ON 2014/09/15
with (virus worm spam) and user with PGPUB; 14:21

ile:///Cl/Users/dalmeida/Documents/e-Red%20Folder/13795407/EASTSearchHistory.13795407_AccessibleVersion.htm[9/15/2014 2:23:13 PM]
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L55 {44 (L1 L2 L3 L4 L5 L6) and router with detect §US- OR ON 2014/09/15
with (virus worm spam) PGPUB; 14:22
USPAT
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EAST Search History (I nterference)

< This search history is empty>
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Application Number 13/795,407

Filing Date March 12, 2013
RE?(H‘EST First Named Inventor Yu Fang
CONTINUED EXAMINATION (RCE) Confirmation Number | 5700
TRANSMITTAL Group Art Unit 2432
Examiner Name Devin Almeida

Attorney Docket Number | 2831.006US5

Customer No. 21186

This is a Request for Continued Examination (RCE) under 37 C.F.R § 1.114 of the above-identified application
entitled

SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

1. Submission required under 37 C.F.R. § 1.114:
X Amendment and Response Under 37 C.F.R § 1.116 (7 pages) is enclosed.
X Information Disclosure Statement (2 pages), Form 1449 (1 page), and copy of cited document (1).

2. Fees

X Authorization to charge deposit account 19-0743 in the amount of $1200.00 to pay the RCE filing fee
required under 37 C.F.R. § 1.17(e).

The Commissioner is hereby authorized to charge any additional fees or credit overpayment to Deposit
Account No. 19-0743.

SCHWEGMAN LUNDBERG & WOESSNER, P.A. / Jomes Hodlonbeck /
Customer No.: 21186

James D. Hallenbeck
Reg. No. 63,561
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S/N 13/795.407 PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Yu Fang et al. Examiner: Devin Almeida

Serial No.:  13/795,407 Group Art Unit: 2432

Filed: March 12, 2013 Docket: 2831.006US5

Customer No.: 21186 Confirmation No.: 5700

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION
DEVICES AND SYSTEMS

INFORMATION DISCLOSURE STATEMENT

MS RCE

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

In compliance with the duty imposed by 37 C.F.R. § 1.56, and in accordance with 37
C.F.R. §§ 1.97 et. seq., the enclosed materials are brought to the attention of the Examiner for
consideration in connection with the above-identified patent application. Applicants respectfully
request that this Information Disclosure Statement be entered and the documents listed on the
attached PTO 1449 Form be considered by the Examiner and made of record. Pursuant to the
provisions of MPEP 609, Applicants request that a copy of the PTO 1449 Form, initialed as
being considered by the Examiner, be returned to the Applicants with the next official
communication.

Pursuant to 37 C.F.R. § 1.97(b), it is believed that no fee or statement is required with the
Information Disclosure Statement.

Pursuant to 37 C.F.R. § 1.98(a)(2), copies of cited U.S. Patents and Published
Applications, and Non-Published Applications identifiable by USPTO Serial Number, are no
longer required to be provided to the Office. Applicants acknowledge the requirement to submit
copies of foreign patent documents and non-patent literature in accordance with 37 C.F.R §

1.98(2)(2).
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INFORMATION DISCLOSURE STATEMENT Page 2
Serial Number:13/795,407 Dkt: 2831.006US5
Filing Date: March 12, 2013

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

The Examiner is invited to contact the undersigned at the telephone number indicated if

there are any questions regarding this communication.

Respectfully submitted,

SCHWEGMAN LUNDBERG & WOESSNER, P.A.
P.O. Box 2938

Minneapolis, MN 55402

(612) 373-6938

Aug 12, 2014 / Jomes Hollenbeck. /
Date By

James D. Hallenbeck
Reg. No. 63,561
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Under the Paperwork Reduction Act of 199

Modified form PTO/SB/08A(04-07) OMB 651-0031
US Patent & Trademark Office: U.S. DEPARTMENT OF COMMERCE
5, no persons are required to respond to a collection of information unless it contains a valid OMB contrel number.

Substitute for form 1449A/PTO

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(Use as many sheets as necessary)

Complete if Known

Application Number 13/795,407
Filing Date March 12,2013
First Named Inventor Yu Fang

Group Art Unit 2432

Examiner Name

Devin Almeida

Attorney Docket No: 2831.006US5S

Sheet 1 of 1
US PATENT DOCUMENTS
Examiner USP Document Number Publication Date Name of Patentee or Applicant of cited Document
Initial *
US-20030123465A1 7/3/2003 Donahue, David B
US-7,181,765 2/20/2007 Patel, Vijaykumar, et al.

FOREIGN PATENT DOCUMENTS

T1

Examiner Foreign Document Number Publication Date Name of Patentee or Applicant of cited Document

Initial *

OTHER DOCUMENTS — NON PATENT LITERATURE DOCUMENTS

Examiner | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item (book, magazine, T1

Initial * journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or country where

published.
"Application Serial No. 14/072,184, Non Final Office Action mailed 07-22-14", 8 pgs
EXAMINER DATE CONSIDERED

* EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant. 1 Applicant is to place a check mark here if English language Translation is attached
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EXPEDITED PROCEDURE-EXAMINING GROUP 2432

S/N 13/795.407 PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Yu Fang et al. Examiner: Devin Almeida

Serial No.: 13/795,407 Group Art Unit: 2432

Filed: March 12, 2013 Docket No.: 2831.006US5

Customer No.: 21186 Confirmation No.: 5700

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION

DEVICES AND SYSTEMS

AMENDMENT & RESPONSE UNDER 37 C.F.R. 1.116

Mail Stop RCE
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

In response to the Final Office Action dated June 6, 2014, please amend the application

as follows:
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AMENDMENT AND RESPONSE UNDER 37 C.F.R. § 1.116 - EXPEDITED PROCEDURE Page 2
Serial Number:13/795,407 Dkt: 2831.006US5
Filing Date: March 12, 2013

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

IN THE CLAIMS

Please amend the claims as follows:

1. (Currently Amended) A method of updating a content detection module by a central
station, the method comprising;:

receiving, by the central station, suspicious content data from a content detection module
of a group of one or more content detection modules;

analyzing, on the central station, the suspicious content data to determine whether the
suspicious content data contains or is a threat to detect;

if the suspicious content data contains or is a threat, generating, on the central station,
content detection data as a function of the suspicious content data; and

transmitting the content detection data to the group of content detection modules via at
least one update station, the transmitting of the content detection data including transmitting, to
at least one update station, data identifying content detection modules of the group of content
detection modules to receive the content detection data and an instruction to the at least one
update station to transmit the content detection to each of the at least one identified content

detection medule modules of the group of content detection modules.

2. (Original) The method of claim 1, wherein the content detection data comprises a threat
signature.

3. (Original) The method of claim 2, wherein the threat signature is a virus signature.

4, (Original) The method of claim 1, wherein the content detection data comprises a time

data indicating a time at which the content detection data is created.

5. (Original) The method of claim 1, wherein the content detection modules are configured

to detect network content based on the content detection data.
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AMENDMENT AND RESPONSE UNDER 37 C.F.R. § 1.116 - EXPEDITED PROCEDURE Page 3
Serial Number:13/795,407 Dkt: 2831.006US5
Filing Date: March 12, 2013

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

6. (Original) The method of claim 1, wherein the transmitting is performed not in response

to a request from the content detection module.

7. (Original) The method of claim 1, wherein the content detection data comprises a

spammer identification.

8-12. (Canceled)

13. (Currently Amended) A non-transitory device-readable storage medium including a set of
instructions stored thereon which when executed by a processor of a device cause the device to:

receive suspicious content data from a content detection module of a group of one or
more content detection modules;

analyze the suspicious content data to determine whether the suspicious content data
contains or is a threat to detect;

when the suspicious content data contains or is a threat, generate content detection data as
a function of the suspicious content data; and

transmit the content detection data to the group of content detection modules via at least
one update station, the transmitting of the content detection data including transmitting, to at
least one update station, data identifying content detection modules of the group of content
detection modules to receive the content detection data and an instruction to the at least one
update station to transmit the content detection to each of the at least one identified content

detection medule modules of the group of content detection modules.

14.  (Original) The non-transitory device-readable storage medium of claim 13, wherein the

content detection data comprises a threat signature.

15. (Original) The non-transitory device-readable storage medium of claim 15, wherein the

threat signature is a virus signature.
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Filing Date: March 12, 2013

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

16.  (Original) The non-transitory device-readable storage medium of claim 13, wherein the
content detection data comprises a time data indicating a time at which the content detection data

is created.
17. (Original) The non-transitory device-readable storage medium of claim 13, wherein the
content detection modules are configured to detect network content based on the content

detection data.

18. (Original) The non-transitory device-readable storage medium of claim 13, wherein the

transmitting is performed not in response to a request from the content detection module.

19. (Original) The non-transitory device-readable storage medium of claim 13, wherein the

content detection data comprises a spammer identification.
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Filing Date: March 12, 2013

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

REMARKS
This communication responds to the Final Office Action dated June 6, 2014.
Claims 1 and 13 are amended and no claims are canceled or added. As a result, claims 1-

7 and 13-19 remain pending in this application.

The Rejection of Claims Under § 103
Claims 1-3, 5, 6, 13-15, 17, and 18 were rejected under pre-AIA 35 U.S.C. § 103(a) as

allegedly being unpatentable over Liang et al. (2004/0030913; hereinafter “Liang”) in view of
Waldin, Jr. et al. (U.S. Pat. No. 6,052,531; hereinafter “Waldin”)
Claim 4 was rejected under 35 U.S.C. § 103(a) as allegedly being unpatentable over
Liang in view of Waldin in view of Levi et al. (U.S. Pat. No. 6,804,778; hereinafter “Levi”).
Claim 7 and 19 were rejected under 35 U.S.C. § 103(a) as allegedly being unpatentable
over Liang et al (2004/0030913)) in view of Waldin Jr et al (6052531) in view of Wang et al
(U.S. Pat. No. 7769815; hereinafter “Wang”).

Applicant respectfully traverses the rejections under 35 U.S.C. § 103(a) as the asserted
references, both individually and in combination, fail to provide a teaching or suggestion of all
the claim elements. However, Applicant has amended both independent claims 1 and 13 to
clarify and emphasize a distinction between the present claims and the cited references. In
particular, each of independent claims 1 and 13 include “transmitting the content detection data
to the group of content detection modules via at least one update station”. Applicant has
amended both independent claims to clarify and emphasize that the transmitted content detection
data includes “data identifying content detection modules of the group of content detection
modules zo receive the content detection data and an instruction to the at least one update
station to transmit the content detection to each of the at least one identified content detection
modules of the group of content detection modules.” Emphasis added. The amendment clarifies
and emphasizes that the content detection data is to be transmitted to each of the at least one

identified content detection modules. This means that the content detection data is not just
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Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

simply transmitted to the update station for distribution to content detection modules as
described in Waldin at col. 4, lines 34-52 as cited on pages 2 and 3 of the Office Action in the
Response to Arguments section and on page 4 with regard to independent claim 1 and on page 6
with regard to independent claim 13. Instead, the content detection data is transmitted to the
update data for distribution to specific content detection modules as identified in data of the
transmission. Waldin does not include any teachings or suggestion of specific content detection
modules to receive content detection data or any similar instructions.

Further, the Office Action admits on pages 4 and 6 that Liang fails to provide such a
teaching or suggestion and Applicant respectfully submits that both of Levi and Wang also fail to
cure this deficiency.

Support for the amendments can be found throughout the application as originally filed,
for example in paragraphs [0027]-[0028], [0033], and [0036] of the application as originally
filed, among others.

Thus, Applicant respectfully requests entry of the amendments, withdrawal of the 35

U.S.C. § 103(a) rejections, and allowance of claims
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Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

CONCLUSION

Applicant respectfully submits that claims 1-7 and 13-19 remain pending, are in

condition for allowance, and notification to that effect is earnestly requested. The Examiner is
invited to telephone Applicant’s representative at (612) 373-6938 to facilitate prosecution of this
application.

If necessary, please charge any additional fees or deficiencies, or credit any

overpayments to Deposit Account No. 19-0743.

Respectfully submitted,

SCHWEGMAN, LUNDBERG & WOESSNER, P.A.
P.O. Box 2938

Minneapolis, MN 55402--0938

(612) 373-6938

Aug 12,2014 / Jomes Hodlenbecke /
Date By

James D. Hallenbeck
Reg. No. 63,561
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
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New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

Page 68 of 198 Netskope Exhibit 1004



PTO/SB/06 (09-11)

Approved for use through 1/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORD | Avplication or Docket Number
Substitute for Form PTO-875 13/795,407

Filing Date
03/12/2013

[ 7o be Mailed

APPLICATION AS FILED — PART |

eNTITY: [X] LARGE [] smALL [] microO

(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
L] Basic Fee N/A N/A N/A
(37 CFR1.16(), (b). or (c)
[1 searchree N/A N/A N/A
(37 CFR1.16(k). (). or (m))
D EXAMINATION FEE
(37 CFR 1.16(0), (p), or (q)) N/A N/A N/A
TOTAL CLAIMS ) .,
(37 CFR 1.16(i)) minus 20 = X $ =
INDEPENDENT CLAIMS ) B
(37 CFR 1.16(h)) minus 3 = X $ =
If the specification and drawings exceed 100 sheets
0 of paper, the application size fee due is $310 ($155
AsF;Pclz_;(F:ﬁTJGON SIZE FEE for small entity) for each additional 50 sheets or
( 16(s)) fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
p—
] MULTIPLE DEPENDENT GLAIM PRESENT (37 CFR 1.16()

* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL

APPLICATION AS AMENDED - PART Il

*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.

(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
— 08/12/2014 | Ar1er PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
5 AMENDMENT PAID FOR
=3 Bk BAL minus | - 20 -0 x 580 - 0
A T B vinus | -3 -0 x 5420 - 0
<§E D Application Size Fee (37 CFR 1.16(s))
D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL ADD’L FEE 0
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
— AMENDMENT PAID FOR
Total (37 cFrR - ; *x
E 1A1e(i))( Minus = X $ =
Independent . . e
g (37C‘;R1.16(h)) Minus = X $ =
E D Application Size Fee (37 CFR 1.16(s))
=
<C D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL ADD’L FEE
* If the entry in column 1 is less than the entry in column 2, write “0” in column 3. LIE
** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”. J/JAMES MASON/

The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS

ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
13/795,407 03/12/2013 Yu Fang 2831.006US5
CONFIRMATION NO. 5700
21186 IMPROPER CPOA LETTER
SCHWEGMAN, LUNDBERG & WOESSNER, P.A.
P.O. BOX 2938 R, AT A TR
MINNEAPOLIS, MN 55402 000000065574207

Date Mailed: 07/16/2014

NOTICE REGARDING POWER OF ATTORNEY

This is in response to the power of attorney filed 07/10/2014. The power of attorney in this application is not
accepted for the reason(s) listed below:

* The power of attorney has not been accepted because the party who is giving power has not been identified.
Power of attorney may only be signed by the applicant for patent (37 CFR 1.42) or the patent owner. A party
who is not the applicant must become the applicant in accordance with 37 CFR 1.46(c) and appoint any power
of attorney in compliance with 37 CFR 3.71 and 3.73. For a reissue application, reexamination proceeding,
or supplemental examination proceeding, a patent owner who was not the applicant under 37 CFR 1.46 must
appoint any power of attorney in compliance with 37 CFR 3.71 and 3.73. See 37 CFR 1.32(b)(4).

/qtran/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.USPLO gOV
| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
13/795,407 03/12/2013 Yu Fang 2831.006US5
CONFIRMATION NO. 5700
21186

IMPROPER CFR REQUEST
SCHWEGMAN, LUNDBERG & WOESSNER, P.A.

P.0. BOX 2938 R, AT A AR
MINNEAPOLIS, MN 55402 000000069574235

Date Mailed: 07/16/2014

RESPONSE TO REQUEST FOR CORRECTED FILING RECEIPT

Power of Attorney, Claims, Fees, System Limitations, and Miscellaneous

In response to your request for a corrected Filing Receipt, the Office is unable to comply with your request
because:

+ Any request to correct or update the name of the applicant must include an application data sheet (ADS)
in compliance with 37 CFR 1.76 specifying the correct or updated name of the applicant in the applicant
information section. Any request to change the applicant after an original applicant has been specified under
37 CFR 1.46(b) must include a new ADS in compliance with 37 CFR 1.76 specifying the applicant in the
applicant information section and comply with 37 CFR 3.71 and 3.73. See 37 CFR 1.46(c).

/qtran/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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Doc Code: PA.. PTQIAAAR2E (07-13)
3 rivtinm” i\ - IALA (07-13)

socqment Description: Power of Attorney Approvad for uss through 11/30/2014. OME 06510051
L&, Patent and Trademark Office; U S, DEPARTMENT OF COMMERCE

)

Under the Pzp».rw*rk Reduction Act of 1385, no persung are required to respond o a Lmef, ion of Information untess i disglays s valld OME control number

POWER OF ATTORNEY BY APPLICANT w

! hereby revoke all pravious powenrs of attorney given in the application identified in sither the attached taansm ttal letter or
the boxes below. -

Application Number Fifing Date

{Note! The boxes above may be laft blank if information is provided on form PTO/AIAEZA)

1 herely appaint the Patent Prastiioner(s) asscoiatad wilh tha following Customer Number as myiour attorney(s) or agent(s}, and

fo transact all usiness in the United States Patent and Tradamark Office connected therewith for the application refarencad in
-the atfached transmitial lstter (form PTO/AJARZAY or zda nitfied above:

oR . 51186

Ej { hereby appoint F‘fact=t=0r‘=rxs) namad in the attached list (form PTO/AIAMBIC) a5 myfour attormney(s) or af'em(s) and to transact
- &l business in the United States Patent and Trademark Office conneciad therewith for the patent application referenced in ‘Ehe
attached transmiflal letter (form PTO/AIA/S2A) or ientified above. (Note: Conplets form PTO/AIAS2C)

Plaase recognize or change the correspondence address for the application identified in the attached transmitial
fefter or the boxes above to:

&:’E The address associated with the above-mentioned Customer Number
OR :
D The address associaled with Customer Number:
OR
Firmor
Individual Name

Address
City
Country

i State i Zip i

Telephone i Email E

Fam the Applicant {if the Applicant is & juristic entity, list the Applicant nams in the box):

Fortinet, inc

E E Invertor or Joint Inventor {iitte not required balow)

[:3 Legal Representative of a Decaased ar Lagaliy |

Assignes or Person to Whom the Inventor is Under an Cbligation to Assign {provida signer's tile ¥ applicant is a juristic entity)

Parsor Who Otherwise Shows Sufficient Proprietary Interast (e.g., a palition under 37 CFR 1.48{b)2) was granied in the
aspplication of is concurrantly baing filed with this document) {prowcia signer's title if applicant is a juristic entity)

SIGNATURE of Applicant for Patent

noapaciated Inventor (itle not required below)

The undersigned {whose

fitle is supplied sﬁiow\ j§ authorized 1o act on behalf of the applicant (e.g., where the appiisant is a juristic antity
Signature Aty \_..«*’ ‘:’“” ; Date {Optional} !
Name TR s s <§ \J ¢l ,‘5 J i
Title g / f:} e < e |
NOTE: Signature - This form must be signad by the applicant in acsordance wst*‘ 37 CFR A

33, Sae 37 CFF 1.4 for signsture requirements

A

and certifications. If mare than one applicant, use multiple forms.

DTCtdi of 1 forms are submitted.

Thiz colflection of infarmation Is raquived by 37 CFR 1181, 1.32, ang 1.33. The information is raqu
LIBPTO to process) an applicstion. Confidentiatity fe governed by 35 U.S.C. 122 and 37 OFR 1
including gathering, preparing, and subrmitting

of il

ired to obtaln o relain & banefit by the public which is 1o fite (and by the

1% and 1.14. This collantion is esfimatad to take 3 minutes to complate,

@ compietad application fom to the USPTC. Time will vary depending upon the individual case. Any comments on the amount
me you require to complete this form andfor s.;ggkst:or's for reducing this hurden, should be sent to the Chiel Information Otficer, U.5. Patent and Trademark Office, U8,
Deparfment of Commeraa, P.OL Box 1450, Alzxandria, VA 223131450, DD NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, PO, Box 14*‘0_ Adexandriz, WA 2231314584, )

I you nead assistance in completing the farm, call T-B0D-PY0-8188 and salect oplian 2
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Attorney Docket No. 2831.006US5

Amended PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

Applicant/Patent Owner: _Yu Fang

Application No./Patent No.: _13/795,407 Filed/Issue Date: March 12, 2013
Titled: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS
Fortinet, Inc. a Corporation

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. X The assignee of the entire right, title, and interest.

2. [0 Anassignee of less than the entire right, title, and interest (check applicable box):

[0 The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the
owners holding the balance of the interest must be submitted to account for 100% of the ownership interest.

[0 There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3 [ The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. [ The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose gne of options A or B below):

A. X An assignment from the inventor(s) of the patent application/patent identified above. The assighment was recorded in
the United States Patent and Trademark Office at Reel 016042 , Frame __0392 , or for which a copy
thereof is attached.

B. [ A chain oftitle from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
2. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

[Page 1 of 2]
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benéefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Attorney Docket No. 2831.006US5

Amended PTO/AIA/96 (08-12)
Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

3. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

4. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

5. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

6. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

[0 Additional documents in the chain of title are listed on a supplemental sheet(s).

[0 As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assighnment in the records of the USPTO. See MPEP 302.08]

The ungersigned (who
j ﬁ,._ 8 el

itle is supplied below) is authorized to act on behalf of the assignee.

" 7/9/2014

Sig{péture Date
James D. Hallenbeck USPTO Reg. No. 63,561
Printed or Typed Name Title or Registration Number

[Page 2 of 2]
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
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Examiner: Devin Almeida Group Art Unit: 2432
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Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450
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following e-mail address(es):
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SLW @blackhillsip.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

13/795,407 FANG ET AL.
Office Action Summary Examiner Art Unit AIA (First Inventor to File)
DEVIN ALMEIDA 2432 ;‘;‘“s

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING DATE OF
THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status
1)IXI Responsive to communication(s) filed on 2/27/2014.
[] A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon .
2a)X] This action is FINAL. 2b)[] This action is non-final.

3)[ An election was made by the applicant in response to a restriction requirement set forth during the interview on
__ :;therestriction requirement and election have been incorporated into this action.

4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 218.

Disposition of Claims*
5)[X Claim(s) 1-7 and 13-19is/are pending in the application.

5a) Of the above claim(s) is/are withdrawn from consideration.
6)[] Claim(s) is/are allowed.
7)X Claim(s) 1-7 and 13-19is/are rejected.
8)[] Claim(s) _____is/are objected to.
9 Claim(s) are subject to restriction and/or election requirement.

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
hito/www . usolo.govipatents/init_events/ppivindax.jsp or send an inquiry to PPHiesdback@uspio.qov.

Application Papers
10)[] The specification is objected to by the Examiner.
11)[] The drawing(s) filed on is/are: a)[] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a)J Al b)[] Some** ¢)[] None of the:
1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) |:| Notice of References Cited (PTO-892) 3) |:| Interview Summary (PTO-413)
. . Paper No(s)/Mail Date.
2) & Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4 I:] Other-
Paper No(s)/Mail Date ) ther
U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20140529
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Application/Control Number: 13/795,407 Page 2
Art Unit: 2432

DETAILED ACTION
Notice of Pre-AlA or AIA Status
The present application is being examined under the pre-AlA first to invent
provisions. In the event the determination of the status of the application as subject to
AlA 35 U.S.C. 102 and 103 (or as subject to pre-AlA 35 U.S.C. 102 and 103) is
incorrect, any correction of the statutory basis for the rejection will not be considered a
new ground of rejection if the prior art relied upon, and the rationale supporting the

rejection, would be the same under either status.

Response to Amendment

This action is in response to the papers filed 2/27/2014.

Response to Arguments

Applicant's arguments with respect to “transmitting the content detection data to
the group of content detection modules via at least one update station, the transmitting
of the content detection data including transmitting, to at least one update station, data
identifying content detection modules of the group of content detection modules to
receive the content detection data and an instruction to the at least one update station
to transmit the content detection to at least one content detection module of the group of
content detection modules” have been fully considered but they are not persuasive.

Waldin teaches using an update station (Figure 1 [element 124]) to transmit the content
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detection data to the content detection module (column 4, lines 35-52, i.e. update patch

files are made available to client 126 from server 124).

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

Claims 1-3, 5, 6, 13-15, 17 and 18 are rejected under pre-AlA 35 U.S.C. 103(a)
as being unpatentable over Liang et al (2004/0030913) in view of Waldin Jr et al
(6052531)

With respect to claim 1, a method of updating a content detection module by a
central station, the method comprising: receiving, by the central station, suspicious
content data from a content detection module of a group of one or more content
detection modules (paragraphs 0027, 0028, 0031, i.e. transmitting a suspicious email to
a suspicious email profiler); analyzing, on the central station, the suspicious content
data to determine whether the suspicious content data contains or is a threat to detect
(paragraph 0031, i.e. the suspicious email profiler ten determines if there are any
viruses embedded in said email); if the suspicious content data contains or is a threat,
generating, on the central station, content detection data as a function of the suspicious
content data (paragraph 0031, i.e. if a virus is confirmed, transmitting the data to a virus

pattern generator to device a virus signature); and transmitting the content detection
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Application/Control Number: 13/795,407 Page 4
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data to the group of content detection modules (paragraph 0027 and 0028 i.e.
implementing it like a normal antivirus system that pushes virus signature updates).

Liang does not teach transmitting the content detection data to the group of
content detection modules via at least one update station, the transmitting of the content
detection data including transmitting, to at least one update station, data identifying
content detection modules of the group of content detection modules to receive the
content detection data and an instruction to the at least one update station to transmit
the content detection to at least one content detection module of the group of content
detection modules.

Waldin teaches teach transmitting the content detection data to the group of
content detection modules via at least one update station, the transmitting of the content
detection data including transmitting, to at least one update station, data identifying
content detection modules of the group of content detection modules to receive the
content detection data and an instruction to the at least one update station to transmit
the content detection to at least one content detection module of the group of content
detection modules (Figure 1 [element 124]) to transmit the content detection data to the
content detection module (column 4, lines 35-52, i.e. update patch files are made
available to client 126 from server 124).

It would have been obvious to one of ordinary skill in the art at the time the
invention was made to send the content detection data to an update station and use the
update station to transmit the content detection data to the content detection module,

since Waldin states at column 3, lines 10-13 that by providing tiered updates, software
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publishers can facilitate quick, efficient updating of users' applications without producing
and maintaining large numbers of update patches.

With respect to claim 2, wherein the content detection data comprises a threat
signature (paragraph 0031, i.e. virus signature).

With respect to claim 3, wherein the threat signature is a virus signature
(paragraph 0031, i.e. virus signature).

With respect to claim 5, wherein the content detection modules are configured to
detect network content based on the content detection data (paragraph 0002 i.e.
detecting virus in email).

With respect to claim 6. The method of claim 1, wherein the transmitting is
performed not in response to a request from the content detection module (paragraphs
0027, 0028, 0031).

With respect to claim 13. A non-transitory device-readable storage medium
including a set of instructions stored thereon which when executed by a processor of a
device cause the device to: receive suspicious content data from a content detection
module of a group of one or more content detection modules (paragraphs 0027, 0028,
0031, i.e. transmitting a suspicious email to a suspicious email profiler); analyze the
suspicious content data to determine whether the suspicious content data contains or is
a threat to detect (paragraph 0031, i.e. the suspicious email profiler ten determines if
there are any viruses embedded in said email); when the suspicious content data
contains or is a threat, generate content detection data as a function of the suspicious

content data (paragraph 0031, i.e. if a virus is confirmed, transmitting the data to a virus
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Application/Control Number: 13/795,407 Page 6
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pattern generator to device a virus signature); and transmit the content detection data to
the group of content detection modules (paragraph 0027 and 0028 i.e. implementing it
like a normal antivirus system that pushes virus signature updates).

Liang does not teach transmitting the content detection data to the group of
content detection modules via at least one update station, the transmitting of the content
detection data including transmitting, to at least one update station, data identifying
content detection modules of the group of content detection modules to receive the
content detection data and an instruction to the at least one update station to transmit
the content detection to at least one content detection module of the group of content
detection modules.

Waldin teaches teach transmitting the content detection data to the group of
content detection modules via at least one update station, the transmitting of the content
detection data including transmitting, to at least one update station, data identifying
content detection modules of the group of content detection modules to receive the
content detection data and an instruction to the at least one update station to transmit
the content detection to at least one content detection module of the group of content
detection modules (Figure 1 [element 124]) to transmit the content detection data to the
content detection module (column 4, lines 35-52, i.e. update patch files are made
available to client 126 from server 124).

It would have been obvious to one of ordinary skill in the art at the time the
invention was made to send the content detection data to an update station and use the

update station to transmit the content detection data to the content detection module,
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since Waldin states at column 3, lines 10-13 that by providing tiered updates, software
publishers can facilitate quick, efficient updating of users' applications without producing
and maintaining large numbers of update patches.

With respect to claim 14, wherein the content detection data comprises a threat
signature (paragraph 0031, i.e. virus signature).

With respect to claim 15, wherein the threat signature is a virus signature
(paragraph 0031, i.e. virus signature).

With respect to claim 17, wherein the content detection modules are configured
to detect network content based on the content detection data (paragraph 0002 i.e.
detecting virus in email).

With respect to claim 18, wherein the transmitting is performed not in response to

a request from the content detection module (paragraphs 0027, 0028, 0031).

Claim 4 is rejected under 35 U.S.C. 103(a) as being unpatentable over Liang et
al (2004/0030913) in view of Waldin Jr et al (6052531)in view of Levi (6804778).

Regarding claim 4 and 16, Liang does not disclose wherein the content detection
data comprises a time data indicating a time at which the content detection data is
created.

Levi teaches wherein the content detection data comprises a time data indicating
a time at which the content detection data is created (column 2, lines 24-37, i.e.

signature data includes information regarding the time it was created).
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It would have been obvious to one of ordinary skill in the art at the time the
invention was made to include time data indicating a time at which the content data is
created, since Levi states at column 2, lines 1-37 that the time information is used to
generate a signature, which is then used to determine if the virus signature has been
corrupted. Therefore, including time information aids in determining if a virus signature

has been violated by a hacker or disgruntled employee.

Claim 7 and 19 rejected under 35 U.S.C. 103(a) as being unpatentable over
Liang et al (2004/0030913) ) in view of Waldin Jr et al (6052531) in view of Wang et al
(7769815).

With respect to claim 7 and 19, Liang teaches transmitting a suspicious email to
a suspicious email profiler. But does not teach wherein the content detection data
comprises a spammer identification. Wang teaches using the spam’s email address as
an id that can be used to filter emails based on known email spammer address (see
column 8 lines 1-30).

It would have been obvious to one of ordinary skill in the art at the time the
invention was made to used the spam’s email address as an id that can be used to filter
emails based on known email spammer address as a way to aid the stop of spam

emails (see column 9 line 32 — column 10 line 7).

Conclusion

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time
policy as set forth in 37 CFR 1.136(a).
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A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later
than SIX MONTHS from the mailing date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Devin Almeida whose telephone number is 571-270-
1018. The examiner can normally be reached on Monday-Thursday from 7:30 A.M. to
5:00 P.M. The examiner can also be reached on alternate Fridays from 7:30 A.M. to
4:00 P.M.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, Gilberto Barron, can be reached on 571-272-3799. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system

/Devin Almeida/
Examiner, Art Unit 2432

/GILBERTO BARRON JR/
Supervisory Patent Examiner, Art Unit 2432
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Confirmation Number: 5700

Title of Invention:

SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES
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First Named Inventor/Applicant Name:

Yu Fang

Customer Number:

21186

Filer:

Eric B. Andersland/Valerie Murphy

Filer Authorized By:

Eric B. Andersland

Attorney Docket Number: 2831.006US5
Receipt Date: 28-MAY-2014
Filing Date: 12-MAR-2013

Time Stamp: 16:34:04

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment
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Payment Type Deposit Account
Payment was successfully received in RAM $180

RAM confirmation Number 5822

Deposit Account 190743

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s):  Yu Fang et al.
Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

Docket No.: 2831.006US5 Serial No.: 13/795,407
Filed: March 12, 2013 Due Date: N/A
Examiner: Devin Almeida Group Art Unit: 2432
Customer No.: 21186 Confirmation No.: 5700

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

We are transmitting herewith the following attached items (as indicated with an “X”):

X  Communication Concerning Prior and Copending Applications (2 pgs.)

X  Supplemental Information Disclosure Statement (2 pgs.), Form 1449 (1 pg.) Copies of Cited References
(2).

X Authorization to charge Deposit Account 19-0743 in the amount of $180.00 to cover the fee for

consideration of Information Disclosure Statement under 37 C.F.R. § 1.97(¢c).

If not provided for in a separate paper filed herewith, please consider this a PETITION FOR EXTENSION OF TIME for
sufficient number of months to enter these papers and please charge any additional fees or credit overpayment to Deposit
Account No. 19-0743. j '

SCHWEGMAN, LUNDBERG & WOESSNER, P.A. By: / /é' ;““‘9 e v /

Customer No.: 21186 Jaé}é’s D. Hallenbec
Reg. No. 63,561
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S/N 13/795.407
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

PATENT

Inventor(s):  Yu Fang et al. Examiner: Devin Almeida
Serial No.:  13/795,407 Group Art Unit: 2432
Filed: March 12, 2013 Docket: 2831.006US5

Customer No.: 21186 Confirmation No.: 5700
Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION
DEVICES AND SYSTEMS

COMMUNICATION CONCERNING PRIOR OR COPENDING APPLICATION(S)

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Pursuant to the guidance of MPEP §§ 2001.06(b) and 2004(9), Applicants would like to
bring the following additional application(s) to the Examiner’s attention. The identification of
these applications is not intended to suggest that the subject matter claimed in any listed
application is, or has been, substantially similar to any claim or claims in the present application.

Serial No./ Filing Date Attorney Docket  Title
Patent No.
11/000,703 November 30, 2831.006US1 SYSTEMS AND METHODS FOR
8,051,483 2004 UPDATING CONTENT DETECTION
DEVICES AND SYSTEMS
12/639,800 December 16, 2831.006US2 SYSTEMS AND METHODS FOR
8,056,135 2009 UPDATING CONTENT DETECTION
DEVICES AND SYSTEMS
13/240,661 September 22, 2831.006US3 SYSTEMS AND METHODS FOR
8,276,205 2011 UPDATING CONTENT DETECTION
DEVICES AND SYSTEMS
13/546,915 July 11, 2012 2831.006US4 SYSTEMS AND METHODS FOR
UPDATING CONTENT DETECTION
DEVICES AND SYSTEMS
14/072,292 November 3, 2831.006US7 SYSTEMS AND METHODS FOR
2013 UPDATING CONTENT DETECTION
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COMMUNICATION CONCERNING PRIOR OR COPENDING APPLICATIONS Page 2
Serial Number:13/795,407 Dkt: 2831.006US5
Filing Date: March 12, 2013

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

14/072,184 November 5, 2831.006US6 SYSTEMS AND METHODS FOR
2013 UPDATING CONTENT DETECTION
DEVICES AND SYSTEMS

Respectfully submitted,

SCHWEGMAN, LUNDBERG & WOESSNER, P.A.
P.O. Box 2938
Minneapolis, MN 55402
(612) 373-6938

Date 5/28/2014 By -’/ﬂ‘—‘g

Jarn&/ D. Hallenbeck
Reg. No. 63,561
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S/N 13/795.407 PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Yu Fang et al. Examiner: Devin Almeida

Serial No.: 13/795,407 Group Art Unit: 2432

Filed: March 12, 2013 Docket: 2831.006US5

Customer No.: 21186 Confirmation No.: 5700

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION

DEVICES AND SYSTEMS

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT

MS Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

In compliance with the duty imposed by 37 C.F.R. § 1.56, and in accordance with 37
C.F.R. §§ 1.97 et. seq., the enclosed materials are brought to the attention of the Examiner for
consideration in connection with the above-identified patent application. Applicants respectfully
request that this Information Disclosure Statement be entered and the documents listed on the
attached PTO 1449 Form be considered by the Examiner and made of record. Pursuant to the
provisions of MPEP 609, Applicants request that a copy of the PTO 1449 Form, initialed as being
considered by the Examiner, be returned to the Applicants with the next official communication.

Pursuant to 37 C.F.R. § 1.97(c)(2), Applicants hereby authorize the Commissioner to
charge the fee of $180.00 as set forth in 37 C.F.R. § 1.17(p), to Deposit Account No. 19-0743.
Please charge any additional fees or deficiencies, or credit any overpayment to Deposit Account
No. 19-0743.

Pursuant to 37 C.F.R. § 1.98(a)(2), copies of cited U.S. Patents and Published
Applications, and Non-Published Applications identifiable by USPTO Serial Number, are no
longer required to be provided to the Office. Applicants acknowledge the requirement to submit
copies of foreign patent documents and non-patent literature in accordance with 37 C.F.R §

1.98(a)(2).
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SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT Page 2
Serial Number:13/795,407 Dkt: 2831.006US5
Filing Date: March 12, 2013

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

The Examiner is invited to contact the undersigned at the telephone number indicated if

there are any questions regarding this communication.

Respectfully submitted,

SCHWEGMAN, LUNDBERG & WOESSNER, P.A.
P.O. Box 2938
Minneapolis, MN 55402
(612) 373-6938

y/;

Jante§ D. Hallenbeck
JDH:vam Reg. No. 63,561

Date 5/28/2014 By
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S/N 13/795.407 PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: Yu Fang et al. Examiner: Devin Almeida

Serial No.: 13/795,407 Group Art Unit: 2432

Filed: March 12, 2013 Docket No.: 2831.006US5
Customer No.: 21186 Confirmation No.: 5700

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION

DEVICES AND SYSTEMS

AMENDMENT & RESPONSE UNDER 37 C.F.R. § 1.111

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

In response to the Office Action dated November 27, 2013, please amend the application

as follows:
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AMENDMENT AND RESPONSE UNDER 37 C.F.R § 1.111 Page 2
Serial Number:13/795,407 Dkt: 2831.006US5
Filing Date: March 12, 2013

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

IN THE CLAIMS

Please amend the claims as follows:

1. (Currently Amended) A method of updating a content detection module by a central
station, the method comprising:

receiving, by the central station, suspicious content data from a content detection module
of a group of one or more content detection modules;

analyzing, on the central station, the suspicious content data to determine whether the
suspicious content data contains or is a threat to detect;

if the suspicious content data contains or is a threat, generating, on the central station,
content detection data as a function of the suspicious content data; and

transmitting the content detection data to the group of content detection modules via at

least one update station, the transmitting of the content detection data including transmitting, to

at least one update station, data identifying content detection modules of the eroup of content

detection modules to receive the content detection data and an instruction to the at least one

update station to transmit the content detection to at least one content detection module of the

group of content detection modules.

2. (Original) The method of claim 1, wherein the content detection data comprises a threat
signature.

3. (Original) The method of claim 2, wherein the threat signature is a virus signature.

4. (Original) The method of claim 1, wherein the content detection data comprises a time

data indicating a time at which the content detection data is created.

5. (Original) The method of claim 1, wherein the content detection modules are configured

to detect network content based on the content detection data.
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AMENDMENT AND RESPONSE UNDER 37 C.F.R § 1.111 Page 3
Serial Number:13/795,407 Dkt: 2831.006US5
Filing Date: March 12, 2013

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

6. (Original) The method of claim 1, wherein the transmitting is performed not in response

to a request from the content detection module.

7. (Original) The method of claim 1, wherein the content detection data comprises a

spammer identification.

8-12. (Canceled)

13. (Currently Amended) A non-transitory device-readable storage medium including a set of
instructions stored thereon which when executed by a processor of a device cause the device to:

receive suspicious content data from a content detection module of a group of one or
more content detection modules;

analyze the suspicious content data to determine whether the suspicious content data
contains or is a threat to detect;

when the suspicious content data contains or is a threat, generate content detection data as
a function of the suspicious content data; and

transmit the content detection data to the group of content detection modules via at least

one update station, the transmitting of the content detection data including transmitting, to at

least one update station, data identifying content detection modules of the eroup of content

detection modules to receive the content detection data and an instruction to the at least one

update station to transmit the content detection to at least one content detection module of the

group of content detection modules.

14. (Original) The non-transitory device-readable storage medium of claim 13, wherein the

content detection data comprises a threat signature.

15. (Original) The non-transitory device-readable storage medium of claim 15, wherein the

threat signature is a virus signature.
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AMENDMENT AND RESPONSE UNDER 37 C.F.R § 1.111 Page 4
Serial Number:13/795,407 Dkt: 2831.006US5
Filing Date: March 12, 2013

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

16. (Original) The non-transitory device-readable storage medium of claim 13, wherein the
content detection data comprises a time data indicating a time at which the content detection data

is created.
17. (Original) The non-transitory device-readable storage medium of claim 13, wherein the
content detection modules are configured to detect network content based on the content

detection data.

18. (Original) The non-transitory device-readable storage medium of claim 13, wherein the

transmitting is performed not in response to a request from the content detection module.

19. (Original) The non-transitory device-readable storage medium of claim 13, wherein the

content detection data comprises a spammer identification.
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AMENDMENT AND RESPONSE UNDER 37 C.F.R § 1.111 Page 5
Serial Number:13/795,407 Dkt: 2831.006US5
Filing Date: March 12, 2013

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

REMARKS
This communication responds to the Office Action dated November 27, 2013.
Claims 1 and 13 are amended, claims 8-12 are canceled, and no claims are added. Asa

result, claims 1-7 and 13-19 remain pending in this application.

The Rejection of Claims Under §§ 102 and 103
Claims 1-3, 5, 6, 8, 10, 11, 13-15, 17, and 18 were rejected under 35 U.S.C. § 102(a and
e) as allegedly being anticipated by Liang et al. (U.S. Published Application No. 2004/0030913;

hereinafter “Liang”).

Claim 4 was rejected under 35 U.S.C. § 103(a) as allegedly being unpatentable over
Liang in view of Levi (U.S. Pat. No. 6,804,778; hereinafter “Levi”).

Claims 7 and 19 were rejected under 35 U.S.C. § 103(a) as allegedly being unpatentable
over Liang in view of Wang et al. (U.S. Pat. No. 7,769,815; hereinafter “Wang”).

Claim 9 was rejected under 35 U.S.C. § 103(a) as allegedly being unpatentable over
Liang in view of Waldin Jr et al. (U.S. Pat. No. 6,052,531; hereinafter “Waldin™)

In the interests of timely, compact, and focused prosecution, Applicant has canceled
claims 8-12 at this time. However, Applicant expressly reserves the right to reintroduce claims
8-12 at a later date.

Applicant has similarly amended each of independent claims 1 and 13 to provide further
clarify that the transmitting of the content detection data to the group of content detection
modules is performed “via at least one update station, the transmitting of the content detection
data including transmitting to, at least one update station, data identifying content detection
modules of the group of content detection modules to receive the content detection data and an
instruction to the at least one update station to transmit the content detection to at least one
content detection module of the group of content detection modules.” Support for these
amendments can be found throughout the application as originally filed, for example in

paragraphs [0027]-[0023].
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AMENDMENT AND RESPONSE UNDER 37 C.F.R § 1.111 Page 6
Serial Number:13/795,407 Dkt: 2831.006US5
Filing Date: March 12, 2013

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

Applicant respectfully submits that Liang, as well as the other cited references Levi,
Wang, and Waldin, fail to provide a teaching or suggestion of such an arrangement that utilizes
at least one update station to update content detection modules as claimed. Absent such a
teaching or suggestion, Applicants respectfully submit that amended independent claims 1 and
13, as well as claims 2-7 and 14-19 that depend therefrom, are neither anticipated nor rendered
obvious by the asserted references. Thus, entry of the amendments, withdrawal of the 35 U.S.C.
§§ 102(a and e) and 103(a) rejections, and allowance of claims 1-7 and 13-19 are respectfully

requested.

CONCLUSION

Applicant respectfully submits that the claims are in condition for allowance, and
notification to that effect is earnestly requested. The Examiner is invited to telephone
Applicant’s representative at (612) 373-6938 to facilitate prosecution of this application.

If necessary, please charge any additional fees or deficiencies, or credit any

overpayments to Deposit Account No. 19-0743.

Respectfully submitted,

SCHWEGMAN, LUNDBERG & WOESSNER, P.A.
P.O. Box 2938

Minneapolis, MN 55402--0938

(612) 373-6938

‘O
Date 2/27/2014 %‘ ﬁ%&‘i -

Jaﬁ{es D. Hallenbeck
Reg. No. 63,561
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Electronic Patent Application Fee Transmittal

Application Number:

13795407

Filing Date:

12-Mar-2013

Title of Invention:

SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES
AND SYSTEMS

First Named Inventor/Applicant Name:

Yu Fang

Filer:

Gregory M. Stark/John Gustav-Wrathall

Attorney Docket Number:

2831.006US5

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Suﬁ-s'l's(tsa)l in
Basic Filing:
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Description Fee Code Quantity Amount Sula;l';(tsa)l in
Miscellaneous:
Submission- Information Disclosure Stmt 1806 1 180 180
Total in USD ($) 180
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Electronic Acknowledgement Receipt

EFS ID: 18320459
Application Number: 13795407
International Application Number:
Confirmation Number: 5700

Title of Invention:

SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES

AND SYSTEMS
First Named Inventor/Applicant Name: Yu Fang
Customer Number: 21186

Filer:

Gregory M. Stark/John Gustav-Wrathall

Filer Authorized By:

Gregory M. Stark

Attorney Docket Number: 2831.006US5
Receipt Date: 27-FEB-2014
Filing Date: 12-MAR-2013
Time Stamp: 13:42:05

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $180

RAM confirmation Number 12622

Deposit Account 190743

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)
Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)
Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)
File Listing:
Document _ . File Size(Bytes Multi Pages
Document Description File Name ( y V . . g
Number Message Digest | Part/.zip| (ifappl.)
135257
1 2831006US5_resp_022714.pdf yes 1
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Multipart Description/PDF files in .zip description
Document Description Start End
Miscellaneous Incoming Letter 1 1
Transmittal Letter 2 3
Information Disclosure Statement (IDS) Form (SB08) 4 5
Amendment/Req. Reconsideration-After Non-Final Reject 6 6
Claims 7 9
Applicant Arguments/Remarks Made in an Amendment 10 1
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Information:
30666
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s):  Yu Fang et al.
Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

Docket No.: 2831.006US5 Serial No.: 13/795,407

Filed: March 12, 2013 Due Date: February 27, 2014
Examiner: Devin Almeida Group Art Unit: 2432

Customer No.: 21186 Confirmation No.: 5700

Mail Stop Amendment

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

We are transmitting herewith the following attached items (as indicated with an “X”):

X Amendment and Response under 37 C.F.R. § 1.111 (6 pgs.)

X  Information Disclosure Statement (2 pgs.), Form 1449 (2 pgs.) Documents NOT enclosed, cited in parent
application

X Authorization to charge Deposit Account 19-0743 in the amount of $180.00 to cover the fee for

consideration of Information Disclosure Statement under 37 C.F.R. § 1.97(c).

If not provided for in a separate paper filed herewith, please consider this a PETITION FOR EXTENSION OF TIME for
sufficient number of months to enter these papers and please charge any additional fees or credit overpayment to Deposit
Account No. 19-0743.

4 .;’r
SCHWEGMAN, LUNDBERG & WOESSNER, P.A. By:_ ¢ ,42’—“@ cgéﬁ SE ' /

Customer No.: 21186 Jan{e{ D. Hallenbeck
Reg. No. 63,561
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S/N 13/795.407 PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Yu Fang et al. Examiner: Devin Almeida

Serial No.: 13/795,407 Group Art Unit: 2432

Filed: March 12, 2013 Docket: 2831.006US5

Customer No.: 21186 Confirmation No.: 5700

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION

DEVICES AND SYSTEMS

INFORMATION DISCLOSURE STATEMENT

MS Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

In compliance with the duty imposed by 37 C.F.R. § 1.56, and in accordance with 37
C.F.R. §§ 1.97 et. seq., the enclosed materials are brought to the attention of the Examiner for
consideration in connection with the above-identified patent application. Applicants respectfully
request that this Information Disclosure Statement be entered and the documents listed on the
attached PTO 1449 Form be considered by the Examiner and made of record. Pursuant to the
provisions of MPEP 609, Applicants request that a copy of the PTO 1449 Form, initialed as being
considered by the Examiner, be returned to the Applicants with the next official communication.

Pursuant to 37 C.F.R. § 1.97(c)(2), Applicants hereby authorize the Commissioner to
charge the fee of $180.00 as set forth in 37 C.F.R. § 1.17(p), to Deposit Account No. 19-0743.
Please charge any additional fees or deficiencies, or credit any overpayment to Deposit Account
No. 19-0743.

Pursuant to 37 C.F.R. § 1.98(a)(2), copies of cited U.S. Patents and Published
Applications, and Non-Published Applications identifiable by USPTO Serial Number, are no
longer required to be provided to the Office. Applicants acknowledge the requirement to submit
copies of foreign patent documents and non-patent literature in accordance with 37 C.F.R §

1.98(a)(2).
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INFORMATION DISCLOSURE STATEMENT Page 2
Serial Number:13/795,407 Dkt: 2831.006US5
Filing Date: March 12, 2013

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

The Examiner is invited to contact the undersigned at the telephone number indicated if

there are any questions regarding this communication.

Respectfully submitted,

SCHWEGMAN, LUNDBERG & WOESSNER, P.A.
P.O. Box 2938

Minneapolis, MN 55402

(612) 373-6938

// 7
Date 2/27/2014 By f/&%ﬁgW !

J ames{ﬁ. Hallenbeck
JDH:jdgw Reg. No. 63,561
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Modified form PTO/SB/08A(04-07) OMB 651-0031
US Patent & Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Substitute for form 1449A/PTO

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(Use as many sheets as necessary)

Complete if Known

Application Number 13/795,407
Filing Date March 12, 2013
First Named Inventor Yu Fang

Group Art Unit 2432

Examiner Name Devin Almeida

Attorney Docket No: 2831.006US5

Sheet 1 of 2
US PATENT DOCUMENTS
Emg:lnfr USP Document Number Publication Date Name of Patentee or Applicant of cited Document
US-20020013832A1 1/31/2002 Hubbard, Edward A.
US-20020100036A1 7/25/2002 Moshir, Sean, et al.
US-20020124181A1 9/5/2002 Nambu, Masaya
US-20030079145A1 4/24/2003 Kouznetsov, Victor, et al.
US-20030177485A1 9/18/2003 Waldin, Ray Woon, et al.
US-20040003266A1 1/1/2004 Moshir, Sean, et al.
US-20050091653A1 4/28/2005 Willehadson, Stefan, et al.
US-20050120229A1 6/2/2005 Lahti, P.
US-20050144616A1 6/30/2005 Hammond, Brad, et al.
US-20050204151A1 9/15/2005 Fang, Yu, et al.
US-20100154064A1 6/17/2010 Fang, Y., et al.
US-20120017277A1 1/19/2012 Fang, Yu, et al.
US-20120278896A1 11/1/2012 Fang, Yu, et al.
US-6,035,423 3/7/2000 Hodges, Vernon, et al.
US-6,269,456 7/31/2001 Hodges, Vernon, et al.
US-6,314,565 11/6/2001 Kenner, Brian, et al.
US-6,651,249 11/18/2003 Waldin, Ray Soon, et al.
US-6,725,377 4/20/2004 Kouznetsov, Victor
US-6,880,086 4/12/2005 Kidder, Joseph D, et al.
US-7,080,000 7/18/2006 Cambridge, R. D
US-7,159,036 1/2/2007 Hinchliffe, Alexander, et al.
US-7,185,332 2/27/2007 Waldin, Ray, et al.
US-7,210,168 4/17/2003 Hursey, Neil, et al.
US-7,389,539 6/17/2008 Kouznetsov, Victor
US-7,398,553 7/8/2008 Li, J.
US-7,401,359 7/15/2008 Gartside, Paul, et al.
US-7,424,706 9/9/2008 Ivanov, Oleg, et al.
US-7,478,381 1/13/2009 Roberts, Jason, et al.
US-7,761,503 7/20/2010 Dhawan, Guarav, et al.
US-7,844,708 11/30/2010 Willehadson, Stefan, et al.
US-7,937,697 5/3/2011 Alberti, Enrica, et al.
US-8,051,483 11/1/2011 Burnaby, Yu Fang, et al.
US-8,056,135 11/8/2011 Fang, Yu, et al.
US-8,276,205 9/25/2012 Xie, Micheal, et al.
EXAMINER DATE CONSIDERED

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant. 1 Applicant is to place a check mark here if English language Translation is attached
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Modified form PTO/SB/08A(04-07) OMB 651-0031
US Patent & Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Complete if Known

Substitute for form 1449A/PTO Application Number 13/795’407
INFORMATION DISCLOSURE Filing Date March 12, 2013
STATEMENT BY APPLICANT First Named Inventor Yu Fang

(Use as many sheets as necessary) Group Art Unit 2432
Examiner Name Devin Almeida

Attorney Docket No: 2831.006US5

published.

Sheet 2 of 2
FOREIGN PATENT DOCUMENTS
Examiner Foreign Document Number Publication Date Name of Patentee or Applicant of cited Document T1
Initial *
OTHER DOCUMENTS — NON PATENT LITERATURE DOCUMENTS
Examiner | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item (book, magazine, T1
Initial * journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or country where

"Application Serial No.

11/000,703, Advisory Action mailed 07-14-08", 3 pgs

"Application Serial No.

11/000,703, Final Office Action mailed 04-03-09", 13 pgs

"Application Serial No.

11/000,703, Final Office Action mailed 04-07-08", 18 pgs

"Application Serial No.

11/000,703, Final Office Action mailed 06-29-10", 8 pgs

"Application Serial No.

11/000,703, Non Final Office Action mailed 11-14-07", 16 pgs

"Application Serial No.

11/000,703, Non-Final Office Action mailed 09-19-08", 3 pgs

"Application Serial No.

11/000,703, Non-Final Office Action mailed 10-14-10", 8 pgs

"Application Serial No.

11/000,703, Non-Final Office Action mailed 12-15-09", 16 pgs

"Application Serial No.

11/000,703, Notice of Allowance mailed 06-27-11", 12 pgs

"Application Serial No.

11/000,703, Notice of Allowance mailed 08-08-11", 5 pgs

"Application Serial No.

11/000,703, Response filed 01-15-08 to Non Final Office Action

mailed 11-14-07", 13 pgs

"Application Serial No. 11/000,703, Response filed 04-08-11 to Non-Final Office Action
mailed 10-14-10", 8 pgs

"Application Serial No. 11/000,703, Response filed 04-15-10 to Non Final Office Action
mailed 12-15-09", 10 pgs

"Application Serial No. 11/000,703, Response filed 07-07-08 to Final Office Action mailed
04-07-08", 10 pgs

"Application Serial No. 11/000,703, Response filed 09-29-10 to Final Office Action mailed
06-29-10", 7 pgs

"Application Serial No. 11/000,703, Response filed 10-02-09 to Final Office Action mailed
04-03-09", 9 pgs

"Application Serial No. 11/000,703, Response filed 12-19-08 to Non-Final Office Action
mailed 09-19-08", 9 pgs

"Application Serial No. 12/639,800, Non Final Office Action mailed 05-09-11", 11 pgs

"Application Serial No. 12/639,800, Notice of Allowance mailed 08-22-11", 5 pgs

"Application Serial No. 12/639,800, Response filed 06-28-11 to Non-Final Office Action
Recieved 05-09-11", 7 pgs

"Application Serial No. 13/240,661 , Response filed 06-01-12 to Non Final Office Action
mailed 05-03-12", 8 pgs

"Application Serial No. 13/240,661, Non Final Office Action mailed 05-03-12", 10 pgs

"Application Serial No. 13/240,661, Notice of Allowance mailed 06-13-12", 5 pgs

EXAMINER DATE CONSIDERED

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not
considered. Include copy of this form with next communication to applicant. 1 Applicant is to place a check mark here if English language Translation is attached
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PTO/SB/06 (09-11)

Approved for use through 1/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number Filing Date
Substitute for Form PTO-875 13/795,407 03/12/2013 I:I To be Mailed
enTITY: [X LARGE [ smALL [] MicrO

APPLICATION AS FILED - PART |

(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
P—
L] Basic Fee N/A N/A N/A
(37 CFR 1.16(a). (b). or (c))
D SEARCH FEE N/A N/A N/A
(37 GFR 1.16(k), (i), or (m))
|
EXAMINATION FEE
(37 GFR 1.16(0), (p), or (q)) N/A N/A N/A
TOTAL CLAIMS . N
(37 CFR 1.16(i)) minus 20 = X $ =
INDEPENDENT CLAIMS . N
(37 CFR 1.16(h)) minus 3 = X $ =
If the specification and drawings exceed 100 sheets
0 of paper, the application size fee due is $310 ($155
’ZF;PCL;gﬁqGON SIZE FEE for small entity) for each additional 50 sheets or
{ 16(s)) fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
p—
] MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j))
p—
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL
APPLICATION AS AMENDED - PART Il
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
— | 02/27/2014 | rren PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
g I?et;?g: e e - 14 Minus § = 20 -0 x $80 = 0
z e -2 winvs | -3 -0 x 5420 - 0
<§( D Application Size Fee (37 CFR 1.16(s))
|:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL ADD’L FEE 0
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
AMENDMENT PAID FOR
Total (37 cFrR " i o
1160 Minus X$ _
Independent .
poceerdert | - vinus | - xs -

AMENDMENT

[ Application Size Fee (37 CFR 1.16(s))

D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16()))

* |f the entry in column 1 is less than the entry in column 2, write “0” in column 3.
** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”.
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.

The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

TOTAL ADD’L FEE

LIE
/STELLA LITTLE/

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO. |
13/795,407 03/12/2013 Yu Fang 2831.006US5 5700
21186 7590 11/27/2013
EXAMINER
SCHWEGMAN, LUNDBERG & WOESSNER, P.A. | |
P.O. BOX 2938 ALMEIDA, DEVINE
MINNEAPOLIS, MN 55402 | R | Py —— |
2432
| NOTIFICATION DATE | DELIVERY MODE |
11/27/2013 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.
Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

uspto@slwip.com
SLW @blackhillsip.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
13/795,407 FANG ET AL.

Office Action Summary Examiner Art Unit AIA (First Inventor to File)
DEVIN ALMEIDA 2432 N

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status
1)[X] Responsive to communication(s) filed on 3/12/2013.
[ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon _____ .
2a)[] This action is FINAL. 2b)[X] This action is non-final.
3)[ An election was made by the applicant in response to a restriction requirement set forth during the interview on
; the restriction requirement and election have been incorporated into this action.
4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims
5)[X] Claim(s) 1-19is/are pending in the application.

5a) Of the above claim(s) is/are withdrawn from consideration.
6)[] Claim(s) is/are allowed.
7)X Claim(s) 1-19is/are rejected.
8)[] Claim(s) _____is/are objected to.
9)[d Claim(s) are subject to restriction and/or election requirement.

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
hito/rwww usolo.gov/patents/init_events/ppivindax.jsp or send an inquiry to PPHieadback@uspio.qoy.

Application Papers
10)[_] The specification is objected to by the Examiner.
11)[] The drawing(s) filed on is/are: a)[] accepted or b)[T] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a)[J Al b)[J Some* c)[] None of the:
1.0 Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) Notice of References Cited (PTO-892) 3) |:| Interview Summary (PTO-413)
. . Paper No(s)/Mail Date.
2) |:| Information Disclosure Statement(s) (PTO/SB/08) D oth
Paper No(s)/Mail Date ther
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-13) Office Action Summary Part of Paper No./Mail Date 20131114
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Application/Control Number: 13/795,407 Page 2
Art Unit: 2432

DETAILED ACTION
This action is in response to the papers filed 3/12/2013. Claims 1-19 were

received for consideration. No preliminary amendments for the claims were filed.

Claim Rejections - 35 USC § 102
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(a) the invention was known or used by others in this country, or patented or described in a
printed publication in this or a foreign country, before the invention thereof by the applicant for
a patent.

(e) the invention was described in (1) an application for patent, published under section
122(b), by another filed in the United States before the invention by the applicant for patent or
(2) a patent granted on an application for patent by another filed in the United States before
the invention by the applicant for patent, except that an international application filed under
the treaty defined in section 351(a) shall have the effects for purposes of this subsection of an
application filed in the United States only if the international application designated the United
States and was published under Article 21(2) of such treaty in the English language.

Claims 1-3, 5, 6, 8, 10, 11, 13-15, 17 and 18 are rejected under 35 U.S.C. 102(a
and e) as being anticipated by Liang et al (2004/0030913).

With respect to claim 1, a method of updating a content detection module by a
central station, the method comprising: receiving, by the central station, suspicious
content data from a content detection module of a group of one or more content
detection modules (paragraphs 0027, 0028, 0031, i.e. transmitting a suspicious email to
a suspicious email profiler); analyzing, on the central station, the suspicious content
data to determine whether the suspicious content data contains or is a threat to detect
(paragraph 0031, i.e. the suspicious email profiler ten determines if there are any

viruses embedded in said email); if the suspicious content data contains or is a threat,
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generating, on the central station, content detection data as a function of the suspicious
content data (paragraph 0031, i.e. if a virus is confirmed, transmitting the data to a virus
pattern generator to device a virus signature); and transmitting the content detection
data to the group of content detection modules (paragraph 0027 and 0028 i.e.
implementing it like a normal antivirus system that pushes virus signature updates).

With respect to claim 2, wherein the content detection data comprises a threat
signature (paragraph 0031, i.e. virus signature).

With respect to claim 3, wherein the threat signature is a virus signature
(paragraph 0031, i.e. virus signature).

With respect to claim 5, wherein the content detection modules are configured to
detect network content based on the content detection data (paragraph 0002 i.e.
detecting virus in email).

With respect to claim 6. The method of claim 1, wherein the transmitting is
performed not in response to a request from the content detection module (paragraphs
0027, 0028, 0031).

With respect to claim 8, a network gateway device comprising: at least one
processor, at least one memory device, and at least one network interface; a content
detection module stored on the at least one memory device and executable on the at
least one processor to: receive network content data via the at least one network
interface; identify suspicious network content data within the received network content
data; transmit at least a portion of the identified suspicious network content data to a

central station for evaluation and creation of suspicious content detection data when the
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content data is determined by the central station to contain or be a threat (paragraphs
0027, 0028, 0031, i.e. transmitting a suspicious email to a suspicious email profiler);
receive content detection data generated to detect the suspicious network content data
(paragraph 0031, i.e. the suspicious email profiler ten determines if there are any
viruses embedded in said email); evaluating network content data subsequently
received via the at least one network interface device in view of the received content
detection data (paragraph 0031, i.e. if a virus is confirmed, transmitting the data to a
virus pattern generator to device a virus signature).

With respect to claim 10, wherein the content detection data includes a virus
signature (paragraph 0031, i.e. virus signature).

With respect to claim 11, wherein the content detection data is pushed to the
network gateway device (paragraphs 0027, 0028, 0031).

With respect to claim 12, wherein the network gateway device further provides
firewall functionality (paragraphs 0027, 0028, 0031).

With respect to claim 13. A non-transitory device-readable storage medium
including a set of instructions stored thereon which when executed by a processor of a
device cause the device to: receive suspicious content data from a content detection
module of a group of one or more content detection modules (paragraphs 0027, 0028,
0031, i.e. transmitting a suspicious email to a suspicious email profiler); analyze the
suspicious content data to determine whether the suspicious content data contains or is
a threat to detect (paragraph 0031, i.e. the suspicious email profiler ten determines if

there are any viruses embedded in said email); when the suspicious content data
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contains or is a threat, generate content detection data as a function of the suspicious
content data (paragraph 0031, i.e. if a virus is confirmed, transmitting the data to a virus
pattern generator to device a virus signature); and transmit the content detection data to
the group of content detection modules (paragraph 0027 and 0028 i.e. implementing it
like a normal antivirus system that pushes virus signature updates).

With respect to claim 14, wherein the content detection data comprises a threat
signature (paragraph 0031, i.e. virus signature).

With respect to claim 15, wherein the threat signature is a virus signature
(paragraph 0031, i.e. virus signature).

With respect to claim 17, wherein the content detection modules are configured
to detect network content based on the content detection data (paragraph 0002 i.e.
detecting virus in email).

With respect to claim 18, wherein the transmitting is performed not in response to

a request from the content detection module (paragraphs 0027, 0028, 0031).

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

Claim 4 is rejected under 35 U.S.C. 103(a) as being unpatentable over Liang et

al (2004/0030913) in view of Levi (6804778).
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Regarding claim 4 and 16, Liang does not disclose wherein the content detection
data comprises a time data indicating a time at which the content detection data is
created.

Levi teaches wherein the content detection data comprises a time data indicating
a time at which the content detection data is created (column 2, lines 24-37, i.e.
signature data includes information regarding the time it was created).

It would have been obvious to one of ordinary skill in the art at the time the
invention was made to include time data indicating a time at which the content data is
created, since Levi states at column 2, lines 1-37 that the time information is used to
generate a signature, which is then used to determine if the virus signature has been
corrupted. Therefore, including time information aids in determining if a virus signature

has been violated by a hacker or disgruntled employee.

Claim 7 and 19 rejected under 35 U.S.C. 103(a) as being unpatentable over
Liang et al (2004/0030913) in view of Wang et al (7769815).

With respect to claim 7 and 19, Liang teaches transmitting a suspicious email to
a suspicious email profiler. But does not teach wherein the content detection data
comprises a spammer identification. Wang teaches using the spam’s email address as
an id that can be used to filter emails based on known email spammer address (see
column 8 lines 1-30).

It would have been obvious to one of ordinary skill in the art at the time the

invention was made to used the spam’s email address as an id that can be used to filter
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emails based on known email spammer address as a way to aid the stop of spam

emails (see column 9 line 32 — column 10 line 7).

Claim 9 is rejected under 35 U.S.C. 103(a) as being unpatentable over Liang et
al (2004/0030913) in view of Waldin Jr et al (6052531)

Regarding claim 9, Liang does not teach wherein the content detection data is
received from an update station.

Waldin teaches wherein the content detection data is received from an update
station (column 3, lines 10-21, column 4, lines 17-52, i.e. software publisher 118
provides update patches to a variety of distribution channels, such as server 124), and
using the update station (Figure 1 [element 124]) to transmit the content detection data
to the content detection module (column 4, lines 35-52, i.e. update patch files are made
available to client 126 from server 124).

It would have been obvious to one of ordinary skill in the art at the time the
invention was made to send the content detection data to an update station and use the
update station to transmit the content detection data to the content detection module,
since Waldin states at column 3, lines 10-13 that by providing tiered updates, software
publishers can facilitate quick, efficient updating of users' applications without producing

and maintaining large numbers of update patches.
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Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Devin Almeida whose telephone number is 571-270-
1018. The examiner can normally be reached on Monday-Thursday from 7:30 A.M. to
5:00 P.M. The examiner can also be reached on alternate Fridays from 7:30 A.M. to
4:00 P.M.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, Gilberto Barron, can be reached on 571-272-3799. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free).

/Devin Almeida/
Examiner, Art Unit 2432

/Gilberto Barron Jr./
Supervisory Patent Examiner, Art Unit 2432
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Publication No.US-2013-0263246-A1
Publication Date:10/03/2013

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTQO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth
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PAIR.
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Electronic Business Center at 1-866-217-9197.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS
13/795,407 03/12/2013 2431 1740 2831.006US5 19 3
CONFIRMATION NO. 5700
21186 UPDATED FILING RECEIPT
SCHWEGMAN, LUNDBERG & WOESSNER, P.A.
P.0. BOX 2938 A AL A AR
000000062025146

MINNEAPOLIS, MN 55402
Date Mailed: 06/24/2013

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)
Yu Fang, Burnaby, CANADA,;
Michael Xie, Palo Alto, CA;
Applicant(s)
Yu Fang, Burnaby, CANADA,;
Michael Xie, Palo Alto, CA;
Assignment For Published Patent Application
Fortinet, Inc., Sunnyvale, CA

Power of Attorney: None

Domestic Priority data as claimed by applicant
This application is a CON of 13/546,915 07/11/2012
which is a CON of 13/240,661 09/22/2011 PAT 8276205
and is a CON of 11/000,703 11/30/2004 PAT 8051483
which claims benefit of 60/552,457 03/12/2004

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access - A proper Authorization to Permit Access to Application by Participating Offices
(PTO/SB/39 or its equivalent) has been received by the USPTO.

If Required, Foreign Filing License Granted: 04/13/2013
page 1 of 3
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The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 13/795,407

Projected Publication Date: 10/03/2013
Non-Publication Request: No

Early Publication Request: No
Title

SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS
Preliminary Class

726
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications:

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the
section entitled "Treaties and Foreign Patents”) for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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S/N 13/795.407 PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: ~ Yu Fang et al. Examiner: Unknown

Serial No.:  13/795,407 Group Art Unit: 2431

Filed: March 12, 2013 Docket: 2831.006US5

Customer No.: 21186 Confirmation No.: 5700

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION

DEVICES AND SYSTEMS

COMMUNICATION RE: MISSING PARTS

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

In response to the Notice to File Missing Parts, we submit the Signed Declaration, and
authorization to charge Deposit Account 19-0743 in the amount of $140.00 to cover the Large
Entity surcharge, and authorization to charge Deposit Account 19-0743 in the amount of
$1600.00 to cover the Large Entity Basic Filing, Search, and Exam Fees and any Additional
Claims Fee.

Applicants assume the application is now in proper order and in condition for
examination. Please direct any inquiries to the undersigned at (612) 373-6938. If necessary,

please charge any additional fees or credit overpayment to Deposit Account 19-0743.

Respectfully submitted,

SCHWEGMAN, LUNDBERG & WOESSNER, P.A.
P.O. Box 2938

Minneapolis, MN 55402

(612) 373-6938

Date 6/12/2013 A[j}_‘zg W

es D. Hallenbeck
JDH:CMG:bmg Reg No. 63,561
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Amended PTO/AIA/01 (06-12)
Approved for use through 01/31/2014. OMB 0651-0032
U.5. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76)

Title of
Invention | SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

As the below named inventor, | hereby declare that:

This declaration
is directed to: [] The attached application, or

] united States application or PCT international application number 13/795,407
filed on March 12, 2013 .

The above-identified applicaticn was made or authorized to be made by me.
| believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001
by fine or imprisonment of not more than {5} years, or both.

WARNING:

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that
may contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card
numbers (other than a check or credit card authorization form PTO-2038 submitted for payment purpases) is never required
by the USPTO to support a petition or an application. If this type of personal infarmation is included in documents submitted
to the USPTQ petitioners/applicants should consider redacting such personal information from the documents befare
subrmitting them to the USPTQ. Petitioner/applicant is advised that the record of a patent application is available to the
public after publication of the application {unless a non-publication request in compliance with 37 CFR 1.213{a) is made in
the application) or issuance of a patent. Furthermore, the record from an abandoned application may also be available to the
public if the application is referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card
authorization forms PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not
publicly avaitable.

LEGAL NAME OF INVENTOR

Inventor: Michael Xie

)
saawre_ L LA
A

Note: An application data sheet {PTQ/58/14 or equivalent), including naming the entire inventive entity, must accompanty this form.
Use an additional PTO/AIA/O1 form for each additional inventor.

Date (Optional) :

This collection of information is required by 35 U.S.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which Is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 1 minute to complete, including gathering,
preparing, and submitting the completed application form to the USETO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief information Officer, U.5. Patent and Trademark Office, U.S, Department of Commerce,
P.0, Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissianer for Patents, P.Q. Box 1450,
Alexandria, VA 22313-1450.

if you need assistance in completing the form, call 1-800-PTQ-9185 and select option 2.

2831.006Us5
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Electronic Patent Application Fee Transmittal

Application Number:

13795407

Filing Date:

12-Mar-2013

Title of Invention:

AND SYSTEMS

SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES

First Named Inventor/Applicant Name:

Yu Fang

Filer:

Ann Marie McCrackin/Brandy Getty

Attorney Docket Number:

2831.006US5

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Suﬁ-s'l's(tsa)l in
Basic Filing:
Utility application filing 1011 1 280 280
Utility Search Fee 1111 1 600 600
Utility Examination Fee 1311 1 720 720
Pages:
Claims:
Miscellaneous-Filing:
Late Filing Fee for Oath or Declaration 1051 1 140 140

Petition:
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Description Fee Code Quantity Amount Sula;l’;(tsa)l in
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1740
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Electronic Acknowledgement Receipt

EFS ID: 16017463
Application Number: 13795407
International Application Number:
Confirmation Number: 5700
Title of Invention: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES
‘ AND SYSTEMS
First Named Inventor/Applicant Name: Yu Fang
Customer Number: 21186
Filer: Ann Marie McCrackin/Brandy Getty
Filer Authorized By: Ann Marie McCrackin
Attorney Docket Number: 2831.006US5
Receipt Date: 12-JUN-2013
Filing Date: 12-MAR-2013
Time Stamp: 13:51:07

Application Type: Utility under 35 USC 111(a)
Payment information:
Submitted with Payment yes
Payment Type Deposit Account
Payment was successfully received in RAM $1740
RAM confirmation Number 125
Deposit Account 190743
Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:
Document _ . File Size(Bytes Multi Pages
Document Description File Name ( y V . . g
Number Message Digest | Part/.zip| (ifappl.)
500083
1 2831006US5MPResponse.pdf yes 4
fOcbef6fde90a447a85bf7174f69ce91c062
3d1
Multipart Description/PDF files in .zip description
Document Description Start End
Transmittal Letter 1 1
Applicant Response to Pre-Exam Formalities Notice 2 2
Oath or Declaration filed 3 4
Warnings:
Information:
37022
2 Fee Worksheet (SB06) fee-info.pdf no 2
ad11ce5b651bdf42ea4f922b73bf0c0dfetal
e2ce
Warnings:
Information:
Total Files Size (in bytes): 537105

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant:  Yu Fang et al.

Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND
SYSTEMS

Docket No.: 2831.006US5 Serial No.: 13/795,407

Filed: March 12, 2013 Due Date: June 22, 2013

Examiner: Unknown Group Art Unit: 2431

Customer No.: 21186 Confirmation No.: 5700

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

We are transmitting herewith the attached:

X Communication Re: Missing Parts (1 pg.).

X Signed Declaration (2 pgs.).

X Authorization to charge Deposit Account 19-0743 in the amount of $140.00 to cover the Large Entity
Surcharge.

X Authorization to charge Deposit Account 19-0743 in the amount of $1600.00 to cover the Basic Filing,

Search, and Exam Fees and any Additional Claims Fee.

If not provided for in a separate paper filed herewith, please consider this a PETITION FOR EXTENSION OF TIME for
sufficient number of months to enter these papers, and please charge any additional required feeg or credit overpayment to
Deposit Account No. 19-0743. '

Ji6)
SCHWEGMAN, LUNDBERG & WOESSNER, P.A. /é*’““‘g M
Customer No.: 21186 JaﬁrésD Hallenbeck
JDH:CMG:bmg Reg. No. 63,561

Page 146 of 198 Netskope Exhibit 1004



PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number
Substitute for Form PTO-875 13/795,407
APPLICATION AS FILED - PART | OTHER THAN
(Golumn 1) (Golumn 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
e .0 @) N/A N/A N/A N/A 280
SEARCH FEE
(37 CFR 1.16(K), (), or (m)) N/A N/A N/A N/A 600
EXAMINATION FEE
I TIONFEE N/A N/A N/A N/A 720
TOTAL CLAIMS . *
(37 CFR 1.16(i)) 19 minus 20= OR |x 80 - 0.00
INDEPENDENT CLAIMS ) *
(37 CFR 1.16(h)) 3 minus 3 = x 420 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 1600
APPLICATION AS AMENDED - PART I
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
L Total - i w =
s (37 CFga ?.16(i)) Minus X = OR |«x =
% Independent * Minus | *** =
G (37 CFR 1.16(h)) X e OR |«x -
3 Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {CGolumn 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
L Total * Minus | ** = X —
g @7 CF;? 16(3) OR [x -
Independent * Minus | ** = ~ N
E (37 CFR 1.16(h)) X = OR |x -
3 Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16()))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
13/795,407 03/12/2013 Yu Fang 2831.006US5
CONFIRMATION NO. 5700
21186 FORMALITIES LETTER

SCHWEGMAN, LUNDBERG & WOESSNER, P.A.

P.O. BOX 2938 R, AT AR R

MINNEAPOLIS, MN 55402 0000060443546
Date Mailed: 04/22/2013

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION

FILED UNDER 37 CFR 1.53(b)
Filing Date Granted
Items Required To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items below to avoid abandonment. Extensions of time may be obtained by filing a petition accompanied
by the extension fee under the provisions of 37 CFR 1.136(a).

« The statutory basic filing fee is missing.
Applicant must submit $280 to complete the basic filing fee for an undiscounted entity. If appropriate, applicant
may make a written assertion of entitlement to small entity status and pay the small entity filing fee (37 CFR
1.27) or make a certification of entitlement to micro entity status and pay the micro entity filing fee (37 CFR
1.29).

The applicant needs to satisfy supplemental fees problems indicated below.
The required item(s) identified below must be timely submitted to avoid abandonment:

« A surcharge (for late submission of the basic filing fee, search fee, examination fee or inventor's oath or
declaration) as set forth in 37 CFR 1.16(f) of $ 140 for an undiscounted entity, must be submitted.

SUMMARY OF FEES DUE:

Total fee(s) required within TWO MONTHS from the date of this Notice is $ 1740 for an undiscounted entity
+ $ 280 Statutory basic filing fee.
« $ 140 Surcharge.
« The application search fee has not been paid. Applicant must submit $ 600 to complete the search fee.
« The application examination fee has not been paid. Applicant must submit $ 720 to complete the examination
fee for an undiscounted entity.

ltems Required To Avoid Processing Delays:

Applicant is notified that the above-identified application contains the deficiencies noted below. No period for
reply is set forth in this notice for correction of these deficiencies. However, if a deficiency relates to the inventor's
oath or declaration, the applicant must file an oath or declaration in compliance with 37 CFR 1.63, or a substitute

page 1 of 2
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statement in compliance with 37 CFR 1.64, executed by or with respect to each actual inventor no later than the
expiration of the time period set in the "Notice of Allowability” to avoid abandonment. See 37 CFR 1.53(f).

A new inventor's oath or declaration that identifies this application (e.g., by Application Number and filing
date) is required. The inventor's oath or declaration does not comply with 37 CFR 1.63 in that it:

+ does not state that the above-identified application was made or authorized to be made by the person
executing the oath or declaration.

Replies must be received in the USPTO within the set time period or must include a proper Certificate of Mailing
or Transmission under 37 CFR 1.8 with a mailing or transmission date within the set time period. For more
information and a suggested format, see Form PTO/SB/92 and MPEP 512.

Replies should be mailed to:

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web.
https://sportal.uspto.gov/authenticate/AuthenticateUserlLocalEPF.html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http://www.uspto.gov/ebc.

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

/sibrahim/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS
13/795,407 03/12/2013 2431 0.00 2831.006US5 19 3
CONFIRMATION NO. 5700
21186 FILING RECEIPT
SCHWEGMAN, LUNDBERG & WOESSNER, P.A.
P.0. BOX 2938 e AR R
000000060443545

MINNEAPOLIS, MN 55402
Date Mailed: 04/22/2013

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)
Yu Fang, Burnaby, CANADA,;
Michael Xie, Palo Alto, CA;
Applicant(s)
Yu Fang, Burnaby, CANADA,;
Michael Xie, Palo Alto, CA;
Assignment For Published Patent Application
Fortinet, Inc., Sunnyvale, CA

Power of Attorney: None

Domestic Priority data as claimed by applicant
This application is a CON of 13/546,915 07/11/2012
which is a CON of 13/240,661 09/22/2011 PAT 8276205
and is a CON of 11/000,703 11/30/2004 PAT 8051483
which claims benefit of 60/552,457 03/12/2004

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access - A proper Authorization to Permit Access to Application by Participating Offices
(PTO/SB/39 or its equivalent) has been received by the USPTO.

If Required, Foreign Filing License Granted: 04/13/2013
page 1 of 3
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The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 13/795,407

Projected Publication Date: To Be Determined - pending completion of Missing Parts
Non-Publication Request: No

Early Publication Request: No
Title

SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS
Preliminary Class

726
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications:

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the
section entitled "Treaties and Foreign Patents”) for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

page 2 of 3

Page 151 of 198 Netskope Exhibit 1004



LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.

page 3 of 3
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: Yu Fang et al.
Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

Docket No.: 2831.006US5 Serial No.: 13/795,407
Filed: March 12, 2013 Due Date: N/A
Examiner: Unknown Group Art Unit: Unknown
Customer No.: 21186 Confirmation No.: 5700

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

We are transmitting herewith the following attached items (as indicated with an “X”):

X  Updated Application Data Sheet, to replace ADS filed March 12, 2013 (6 pgs.)

If not provided for in a separate paper filed herewith, please consider this a PETITION FOR EXTENSION OF TIME for
sufficient number of months to enter these papers and please charge any additional fees or credit overpayment to Deposit
Account No. 19-0743.

SCHWEGMAN, LUNDBERG & WOESSNER, P.A. By: it al
Customer No.: 21186 J aéxéé D. Hallenbeck
Reg. No. 63,561
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Amended PTO/AIA/14 (08-12)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are requiredto respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 2831.006US5

Updated Application Data Sheet 37 CFR
1.76 Application Number Unknown

Title of Invention | SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

The application data sheet is part of the provisional ornonprovisional application for which itis being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS)or the

document may be printed andincluded in apaper filed application.

[] Secrecy Order 37 CFR 5.2

Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:
Inventor 1: Yu Fang

Legal Name
Prefix Given Name Middle Name Family Name Suffix
Yu Fang

Residence Information (Select One)
[JUS Residency Non US Residency [:l Active US Military Service

City | Burnaby ‘State/Province ‘BC ‘COUMI’V of ‘Canada

Mailing Address of Inventor:
Address 1 3795 Sunset Street
Address 2

City Burnaby State/Province ‘BC
Postal Code V56 1T1 Country ‘Canada

Inventor 2: Michael Xie

Legal Name

Prefix Given Name Middle Name Family Name Suffix

Michael Xie

Residence Information (Select One)
X]US Residency |:| Non US Residency D Active US Military Service

City | Palo Alto ‘State/Province ‘CA \Countrv of ‘United States of America
Mailing Address of Inventor:

Address 1 685 Loma Verde Avenue

Address 2

City Palo Alto State/Province ‘CA

Postal Code 94306 Country ‘ United States of America

Page | 1
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Amended PTO/AIA/14 (08-12)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are requiredto respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 2831.006US5

Updated Application Data Sheet 37 CFR
1.76 Application Number Unknown

Title of Invention | SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

The application data sheet is part of the provisional ornonprovisional application for which itis being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS)or the

document may be printed andincluded in apaper filed application.

Correspondence Information:
Enter either Customer Number or complete the Correspondence Information section below. For
further information see 37 CFR 1.33(a).

[ An Address is being provided for the correspondence Information of this application.

Customer Number 21186

Email Address request@slwip.com

Application Information:

Title of the Invention SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS
Attorney Docket Number | 2831.006US5 'small Entity Status Claimed []

Application Type Non-Provisional

Subject Matter Utility - CON

Suggested Class (if any) ‘Sub Class (if any) ‘

Suggested Technology Center (if any)

Total Number of Drawing Sheets (if any) |2 ‘Suggested Figure for Publication (if any)

Publication Information:
[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

] Request Not to Publish. I hereby request that the attached application not be published under 35 U.S.
C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the subject of an
application filed in another country, or under a multilateral international agreement, that requires publication at eighteen
months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR
1.32). Entereither Customer Number or complete the Representative Name section below. If bothsections are completed
the Customer Number will be used for the Representative Information during processing.

Please Select One: |[X] Customer Number |[_] US Patent Practitioner |[_| Limited Recognition (37 CFR 11.9)

Customer Number 21186
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1.76

Updated Application Data Sheet 37 CFR

Attorney Docket Number

2831.006US5

Application Number

Unknown

Title of Invention

SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

The application data sheet is part of the provisional ornonprovisional application for which itis being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS)or the

document may be printed andincluded in apaper filed application.

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, or 365(c) or indicate
National Stage entry from a PCT application. Providing this information in the application data sheet constitutes the
specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78(a)(2) or CFR 1.78(a)(4), and need not otherwise
be made part of the specification.

Prior Application Status

Pending

Application Number

Continuity Type

Prior Application Number

Filing Date (YYYY-MM-DD)

This application

continuation

13/546,915

2012-07-11

Prior Application Status

Patented

Application Number

Continuity Type

Prior Application Number

Filing Date (YYYY-MM-DD)

13/546,915

continuation

13/240,661

2011-09-22

Prior Application Status

Patented

Application Number

Continuity Type

Prior Application Number

Filing Date (YYYY-MM-DD)

13/240,661

continuation

12/639;800-11/000,703

2009-12-16-2004-11-30

Prior Application Status

Expired

Application Number

Continuity Type

Prior Application Number

Filing Date (YYYY-MM-DD)

12/639;300-11/000,703

non-provisional

60/552,457

2004-03-12

Foreign Priority Information:

This section allows for the applicant to claim benefit of foreign priority and to identify any prior foreign application for
which priority is not claimed. Providing this information in the application data sheet constitutes the claim for priority as
required by 35 U.S.C. 119(b) and 37 CFR 1.55(a).

Application Number

Country

Parent Filing Date (YYYY-MM-DD)

Priority Claimed

|:]Yes |:| No
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Attorney Docket Number | 2831.006US5

Updated Application Data Sheet 37 CFR
1.76 Application Number Unknown

Title of Invention | SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

The application data sheet is part of the provisional ornonprovisional application for which itis being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS)or the

documentmay be printed andincluded in apaper filed application.

Authorization to Permit Access:

Authorization to Permit Access to the Instant Application by the Participating Offices

If checked, the undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent
Office (JPO), the Korean Intellectual Property Office (KIPO), the World Intellectual Property Office (WIPQ), and any other
intellectual property offices in which a foreign application claiming priority to the instant patent application is filed access to
the instant patent application. See 37 CFR 1.14(c) and (h). This box should not be checked if the applicant does not wish the
EPO, JPO, KIPO, WIPO, or other intellectual property office in which a foreign application claiming priority to the instant patent
application is filed to have access to the instant patent application.

In accordance with 37 CFR 1.14(h)(3), access will be provided to a copy of the instant patent application with respect to: 1) the
instant patent application-as-filed; 2) any foreign application to which the instant patent application claims priority under 35
U.S.C. 119(a)-(d) if a copy of the foreign application that satisfies the certified copy requirement of 37 CFR 1.55 has been filed in
the instant patent application; and 3) any U.S. application-as-filed from which benefit is sought in the instant patent
application.

In accordance with 37 CFR 1.14(c), access may be provided to information concerning the date of filing this Authorization.

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37
of CFR to have an assighment recorded by the Office.

Applicant:

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be
completed. The information to be provided in this section is the name and address of the legal representative who is the
applicant under 37 CFR 1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to
assign the invention, or person who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37
CFR 1.46. If the applicant is an applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or
person who otherwise shows sufficient proprietary interest) together with one or more joint inventors, then the joint inventor
or inventors who are also the applicant should be identified in this section.

|X| Assignee |:| Legal Representative under 35 U.S.C. 117

|:| Person to whom the inventor is obligated to assign |:| Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

|:| Deceased |:| Legally incapacitated

Name of the Deceased or Legally Incapacitated Inventor :

If the Assignee is an Organization check here: |:|

Organization Name
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1.76

Updated Application Data Sheet 37 CFR

Attorney Docket Number

2831.006US5

Application Number Unknown

Title of Invention

SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

The application data sheet is part of the provisional ornonprovisional application for which itis being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS)or the

document may be printed andincluded in apaper filed application.

Applicant Mailing Address Information:

Address 1

Address 2

City State/Province
Country Postal Code

Phone Number

Fax Number

Email Address

Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37
of CFR to have an assignment recorded by the Office.
Assignee: Fortinet, Inc.
If the Assignee is an Organization check here. X

Prefix Given Name Middle Name Family Name Suffix
Assignee Mailing Address Information:
Address 1 1090 Kifer Road
Address 2
City Sunnyvale State/Province CA
Country United States of America Postal Code 94086
Phone Number Fax Number
Email Address
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Attorney Docket Number | 2831.006US5

Updated Application Data Sheet 37 CFR
1.76 Application Number Unknown

Title of Invention | SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

The application data sheet is part of the provisional ornonprovisional application for which itis being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS)or the
document may be printed andincluded in apaper filed application.

Signature:
NOTE: This form must be signed in ac/eordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and certifications
.
Date (YYYY-
Signature 42 ) M{ﬁuﬁ» MIMLDD) 3/25/2013
First Name Last Name | Hallenbeck Registration 63,561
Number

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which is
to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is
estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data sheet form
to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete this
form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and

Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-14
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Electronic Acknowledgement Receipt
EFS ID: 15343661
Application Number: 13795407
International Application Number:
Confirmation Number: 5700
Title of Invention: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES
AND SYSTEMS
First Named Inventor/Applicant Name: Yu Fang
Customer Number: 21186
Filer: Gregory M. Stark/John Gustav-Wrathall
Filer Authorized By: Gregory M. Stark
Attorney Docket Number: 2831.006US5
Receipt Date: 25-MAR-2013
Filing Date:
Time Stamp: 14:52:06

Application Type: Utility under 35 USC 111(a)
Payment information:
Submitted with Payment no
File Listing:

152598
1 2831006US5_adsf_032513.pdf yes 7
ha708208005022714181264881d 350199
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Multipart Description/PDF files in .zip description
Document Description Start End
Miscellaneous Incoming Letter 1 1
Application Data Sheet 2 7
Warnings:
Information:
Total Files Size (in bytes); 152598

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of: Yu Fang et al.
Title: SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

Attorney Docket No.: 2831.006US5
Customer No.: 21186

PATENT APPLICATION TRANSMITTAL

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

We are transmitting herewith the following attached items and information (as indicated with an "X"):

X CONTINUATION under 37 CFR 1.53(b) of prior Patent Application No. 13/546,915 comprising:
X Specification (24 pgs, including claims numbered 1 through 19 and a 1 page Abstract).
X Formal Drawing(s) (2 sheets).
X Application Data Sheet (6 pgs).
Incorporation by Reference herein in its entirety: The entire disclosure of the prior application is considered as being

part of the disclosure of the accompanying application and is hereby incorporated by reference therein in its entirety.

<

The filing fee (NOT ENCLOSED) will be calculated as follows:

No. Filed No. Extra Rate Fee
TOTAL CLAIMS 19- 20 0 x $62.00 = $0.00
INDEPENDENT CLAIMS 3-3 0 x $250.00 = $0.00
[IMULTIPLE DEPENDENT CLAIMS PRESENTED $0.00
BASIC FEE $390.00
SEARCH FEE $620.00
EXAMINATION FEE $250.00
N otz | B o T
APPLICATION SIZE FEE (20-100)/50 0 $320.00 $0.00
TOTAL $1,260.00

THE FILING FEE WILL BE PAID UPON RECEIPT OF THE NOTICE TO FILE MI

SCHWEGMAN, LUNDBERG & WOESSNER, P.A. By: / /4‘—“9 ¢ ' !

Customer Number: 21186 James %allenbeck
Reg. No. 63,561

Date of Deposit: March 12, 2013
This paper or fee is being filed on the date indicated above using the USPTO's electronic filing system EFS-Web, and is addressed to The Commissioner for Patents,

P.O. Box 1450, Alexandria, VA 22313-1450.
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Attorney Docket Number | 2831.006US5

Application Data Sheet 37 CFR 1.76

Application Number Unknown

Title of Invention | SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

IThe application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic dataarranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.
IThis document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS)or the

documentmay be printed andincluded in a paper filed application.

[] Secrecy Order 37 CFR 5.2

Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:
Inventor 1: Yu Fang

Legal Name
Prefix Given Name Middle Name Family Name Suffix
Yu Fang

Residence Information (Select One)
[JUS Residency Non US Residency [:l Active US Military Service

City | Burnaby ‘State/Province ‘BC ‘Countrv of ‘Canada

Mailing Address of Inventor:
Address 1 3795 Sunset Street
Address 2

City Burnaby State/Province |BC
Postal Code V56 1T1 Country |Canada

Inventor 2: Michael Xie

Legal Name

Prefix Given Name Middle Name Family Name Suffix

Michael Xie

Residence Information (Select One)
X]US Residency |:| Non US Residency D Active US Military Service

City | Palo Alto ‘State/Province ‘CA ‘COUMFV of ‘United States of America
Mailing Address of Inventor:

Address 1 685 Loma Verde Avenue

Address 2

City Palo Alto State/Province ’CA

Postal Code 94306 Country ‘ United States of America
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Attorney Docket Number | 2831.006US5

Application Data Sheet 37 CFR 1.76

Application Number Unknown

Title of Invention | SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic dataarranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS)or the

documentmay be printed andincluded in a paper filed application.

Correspondence Information:
Enter either Customer Number or complete the Correspondence Information section below. For
further information see 37 CFR 1.33(a).

[ An Address is being provided for the correspondence Information of this application.

Customer Number 21186

Email Address request@slwip.com

Application Information:

Title of the Invention SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS
Attorney Docket Number 2831.006US5 'small Entity Status Claimed []

Application Type Non-Provisional

Subject Matter Utility - CON

Suggested Class (if any) ‘Sub Class (if any) ‘

Suggested Technology Center (if any)

Total Number of Drawing Sheets (if any) |2 ‘Suggested Figure for Publication (if any)

Publication Information:
[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

] Request Not to Publish. I hereby request that the attached application not be published under 35 U.S.
C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the subject of an
application filed in another country, or under a multilateral international agreement, that requires publication at eighteen
months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR
1.32). Entereither Customer Number or complete the Representative Name section below. If bothsections are completed
the Customer Number will be used for the Representative Information during processing.

Please Select One: |[X] Customer Number |[_] US Patent Practitioner |[_]| Limited Recognition (37 CFR 11.9)

Customer Number [21186
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Application Data Sheet 37 CFR 1.76

Attorney Docket Number

2831.006US5

Application Number

Unknown

Title of Invention | SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic dataarranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS)or the

documentmay be printed andincluded in a paper filed application.

Domestic Benefit/National Stage Information:

be made part of the specification.

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, or 365(c) or indicate
National Stage entry from a PCT application. Providing this information in the application data sheet constitutes the
specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78(a){2) or CFR 1.78{a)(4), and need not otherwise

Prior Application Status |Pending

Application Number Continuity Type Prior Application Number | Filing Date (YYYY-MM-DD)
This application continuation 13/546,915 2012-07-11
Prior Application Status |Patented
Application Number Continuity Type Prior Application Number | Filing Date (YYYY-MM-DD)
13/546,915 continuation 13/240,661 2011-09-22

Prior Application Status |Patented

Application Number Continuity Type

Prior Application Number | Filing Date (YYYY-MM-DD)

13/240,661 continuation

12/639,800 2009-12-16

Prior Application Status |Expired

Application Number Continuity Type

Prior Application Number | Filing Date (YYYY-MM-DD)

12/639,800 non-provisional

60/552,457 2004-03-12

Foreign Priority Information:

This section allows for the applicant to claim benefit of foreign priority and to identify any prior foreign application for
which priority is not claimed. Providing this information in the application data sheet constitutes the claim for priority as
required by 35 U.S.C. 119(b) and 37 CFR 1.55(a).

Application Number

Country

Parent Filing Date (YYYY-MM-DD) | Priority Claimed

|:]Yes |:| No

Page 165 of 198

Page | 3

Netskope Exhibit 1004



Amended PTO/AIA/14 (08-12)

Approved for use through 01/31/2014. OMB 0651-0032
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Attorney Docket Number | 2831.006US5

Application Data Sheet 37 CFR 1.76 Application Number Unknown

Title of Invention | SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic dataarranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS)or the

documentmay be printed andincluded in a paper filed application.

Authorization to Permit Access:

Authorization to Permit Access to the Instant Application by the Participating Offices

If checked, the undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent
Office (JPO), the Korean Intellectual Property Office (KIPO), the World Intellectual Property Office (WIPO), and any other
intellectual property offices in which a foreign application claiming priority to the instant patent application is filed access to
the instant patent application. See 37 CFR 1.14(c) and {h). This box should not be checked if the applicant does not wish the
EPO, JPO, KIPO, WIPO, or other intellectual property office in which a foreign application claiming priority to the instant patent
application is filed to have access to the instant patent application.

In accordance with 37 CFR 1.14({h)(3), access will be provided to a copy of the instant patent application with respect to: 1) the
instant patent application-as-filed; 2) any foreign application to which the instant patent application claims priority under 35
U.S.C. 119(a)-(d) if a copy of the foreign application that satisfies the certified copy requirement of 37 CFR 1.55 has been filed in
the instant patent application; and 3) any U.S. application-as-filed from which benefit is sought in the instant patent
application.

In accordance with 37 CFR 1.14{c), access may be provided to information concerning the date of filing this Authorization.

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37
of CFR to have an assignment recorded by the Office.

Applicant:

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be
completed. The information to be provided in this section is the name and address of the legal representative who is the
applicant under 37 CFR 1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to
assign the invention, or person who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37
CFR 1.46. If the applicant is an applicant under 37 CFR 1.46 {assignee, person to whom the inventor is obligated to assign, or
person who otherwise shows sufficient proprietary interest) together with one or more joint inventors, then the joint inventor
or inventors who are also the applicant should be identified in this section.

& Assignee |:| Legal Representative under 35 U.S.C. 117

|:| Person to whom the inventor is obligated to assign |:| Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

|:| Deceased |:| Legally incapacitated

Name of the Deceased or Legally Incapacitated Inventor :

If the Assignee is an Organization check here: |:|

Organization Name

Page | 4
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Application Data Sheet 37 CFR 1.76

Attorney Docket Number

2831.006US5

Application Number Unknown

Title of Invention

SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic dataarranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS)or the

documentmay be printed andincluded in a paper filed application.

Applicant Mailing Address Information:

Address 1

Address 2

City State/Province
Country Postal Code
Phone Number Fax Number

Email Address

Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37
of CFR to have an assignment recorded by the Office.
Assignee: Fortinet, Inc.
If the Assignee is an Organization check here. X

Prefix Given Name Middle Name Family Name Suffix
Assignee Mailing Address Information:
Address 1 1090 Kifer Road
Address 2
City Sunnyvale State/Province CA
Country United States of America Postal Code 94086
Phone Number Fax Number
Email Address
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Attorney Docket Number | 2831.006US5

Application Data Sheet 37 CFR 1.76

Application Number Unknown

Title of Invention | SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION DEVICES AND SYSTEMS

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic dataarranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS)or the
documentmay be printed andincluded in a paper filed application.

Signature:

NOTE: This form must be signed in accorgance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and certifications

.. i

. A Date (YYYY-
Signature / Tﬁz - 9 / / MM-DD) 3/12/2013
Jané/

Registration
Number

First Name Last Name | Hallenbeck

63,561

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which is
to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is
estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data sheet form
to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete this
form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and

Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-14
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SYSTEMS AND METHODS FOR UPDATING CONTENT DETECTION
DEVICES AND SYSTEMS

RELATED APPLICATION DATA
[0001] This application is a Continuation of U.S. Application No.
13/546,915, filed on July 11, 2012, which is a Continuation of U.S. Application No.
13/240,661, filed September 22, 2011 and issued on September 25, 2012 as U.S.
Patent No. 8,276,205, which is a Continuation of U.S. Application No. 11/000,703,
filed November 30, 2004 and issued on November 1, 2011 as U.S. Patent No.
8,051,483, which claims priority to U.S. Provisional Patent Application No.
60/552,457, filed on March 12, 2004, to each of which priority is claimed and the

entire disclosures of which are expressly incorporated herein by reference.

BACKGROUND
Field of the Invention
[0002] The field of the invention relates to computer network and computer
systems, and more particularly, to systems and methods for updating content

detection modules.

Background

[0003] The generation and spreading of computer viruses are major
problems in computer systems and computer networks. A computer virus is a
program that is capable of attaching to other programs or sets of computer
instructions, replicating itself, and/or performing unsolicited or malicious actions on
a computer system. Viruses may be embedded in email attachments, files
downloaded from Internet, and macros in MS Office files. The damage that can be
done by a computer virus may range from mild interference with a program, such as
a display of unsolicited messages or graphics, to complete destruction of data on a
user's hard drive or server.

[0004] To provide protection from viruses, most organizations have installed
virus scanning software on computers in their network. However, these
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organizations may still be vulnerable to a virus attack until every host in their
network has received updated anti-virus software. With new attacks reported almost
weekly, organizations are constantly exposed to virus attacks, and spend significant
resources ensuring that all hosts are constantly updated with new antivirus
information. For example, with existing content detection software, a user may have
to request for a download of a new virus signature in order to enable the content
detection software to detect new virus that has been created since the last update. If
a user delays in downloading the new virus signature, the content detection software
would be unable to detect the new virus. Also, with existing content detection
systems, new virus signatures are generally not made available shortly after they are
discovered. As such, a computer mat be subjected to attack by the new virus until
the new virus signature is available and is downloaded by a user.

[0005] Besides virus attacks, many organizations also face the challenge of
dealing with inappropriate content, such as email spam, misuse of networks in the
form of browsing or downloading inappropriate content, and use of the network for
non-productive tasks. Many organizations are struggling to control access to
appropriate content without unduly restricting access to legitimate material and
services. Currently, the most popular solution for blocking unwanted web activity is
to block access to a list of banned or blacklisted web sites and pages based on their
URLs. However, as with virus scanning, the list of blocked URL requires constant
updating. If a user delays in downloading the list of URL, or if the list of URL is not
made available soon enough, the content detection software would be unable to
detect undesirable content, such as web pages.

[0006] Many email spam elimination systems also use blacklists (spammer
lists) to eliminate unwanted email messages. These systems match incoming email
messages against a list of mail servers that have been pre-identified to be spam
hosts, and prevent user access of messages from these servers. However, as with
virus scanning, the spammer list also requires constant updating. If a user delays in
downloading the spammer list, or if the spammer list is not made available soon
enough, the content detection software would be unable to detect undesirable
content.
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SUMMARY
[0007] In accordance with some embodiments, a method of updating a
content detection module includes obtaining content detection data, and transmitting
the content detection data to a content detection module, wherein the transmitting is
performed not in response to a request from the content detection module.
[0008] In accordance with other embodiments, a system for updating a
content detection module includes means for obtaining content detection data, and
means for transmitting the content detection data to a content detection module,
wherein the means for transmitting is configured to perform the transmitting not in
response to a request from the content detection module.
[0009] In accordance with other embodiments, a computer-program product
having a medium, the medium having a set of instructions readable by a processor,
an execution of the instructions by the processor causes a process to be performed,
the process includes obtaining content detection data, and transmitting the content
detection data to a content detection module, wherein the transmitting is performed
not in response to a request from the content detection module.
[0010] In accordance with other embodiments, a content detection system
includes a station having a computer-readable medium for storing content detection
data, the content detection data usable by a content detection module to detect
content, wherein the station is configured to transmit the content detection data not
in response to a request by the content detection module.
[0011] In accordance with other embodiments, a method of sending content
detection data includes determining whether a first update station received the
content detection data, and sending the content detection data to the first update
station if the first update station did not receive the content detection data.
[0012] In accordance with other embodiments, a system for sending content
detection data includes means for determining whether a first update station
received the content detection data, and means for sending the content detection
data to the first update station if the first update station did not receive the content

detection data.
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[0013] In accordance with other embodiments, a computer-program product
having a medium, the medium having a set of instructions readable by a processor,
an execution of the instructions by the processor causes a process to be performed,
the process includes determining whether a first update station received the content
detection data, and sending the content detection data to the first update station if
the first update station did not receive the content detection data.

[0014] In accordance with other embodiments, a method of sending content
detection data includes obtaining content detection data, selecting an update station
from a plurality of update stations, and sending the content detection data to the
selected update station.

[0015] In accordance with other embodiments, a system for sending content
detection data includes means for obtaining content detection data, means for
selecting an update station from a plurality of update stations, and means for
sending the content detection data to the selected update station.

[0016] In accordance with other embodiments, a computer-program product
having a medium, the medium having a set of instructions readable by a processor,
an execution of the instructions by the processor causes a process to be performed,
the process includes obtaining content detection data, selecting an update station
from a plurality of update stations, and sending the content detection data to the
selected update station.

[0017] In accordance with other embodiments, a method of building a
content detection system includes establishing a first communication link between a
central station and an update station, the central station configured to transmit
content detection data to the update station, and establishing a second
communication link between the update station and a content detection module.
[0018] In accordance with other embodiments, a system for building a
content detection system includes means for establishing a first communication link
between a central station and an update station, the central station configured to
transmit content detection data to the update station, and means for establishing a
second communication link between the update station and a content detection
module.
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[0019] In accordance with other embodiments, a computer-program product
having a medium, the medium having a set of instructions readable by a processor,
an execution of the instructions by the processor causes a process to be performed,
the process includes establishing a first communication link between a central
station and an update station, the central station configured to transmit content
detection data to the update station, and establishing a second communication link
between the update station and a content detection module.

[0020] Other aspects and features of the invention will be evident from
reading the following detailed description of the preferred embodiments, which are

intended to illustrate, not limit, the invention.

BRIEF DESCRIPTION OF THE DRAWINGS
[0021] The drawings illustrate the design and utility of preferred
embodiments of the application, in which similar elements are referred to by
common reference numerals. In order to better appreciate how advantages and
objects of various embodiments are obtained, a more particular description of the
embodiments are illustrated in the accompanying drawings. Understanding that
these drawings depict only typical embodiments of the application and are not
therefore to be considered limiting its scope, the embodiments will be described and
explained with additional specificity and detail through the use of the accompanying
drawings.
[0022] FIG. 1 illustrates a block diagram of a content detection system in

accordance with some embodiments; and

[0023] FIG. 2 is a diagram of a computer hardware system.
DETAILED DESCRIPTION
[0024] Various embodiments are described hereinafter with reference to the

figures. It should be noted that the figures are not drawn to scale and that elements
of similar structures or functions are represented by like reference numerals
throughout the figures. It should also be noted that the figures are only intended to

facilitate the description of specific embodiments. They are not intended as an
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exhaustive description of the invention or as a limitation on the scope of the
invention. In addition, an illustrated embodiment may not show all aspects or
advantages. An aspect or an advantage described in conjunction with a particular
embodiment is not necessarily limited to that embodiment and can be practiced in
any other embodiments, even if not so illustrated or described.

[0025] FIG. 1 illustrates a block diagram of a content detection system 100
in accordance with some embodiments. The content detection system 100 includes a
central station 102, a processing station 104 for providing content detection data to
the central station 102, a plurality of base stations 106 in communication with the
central station 102, and a plurality of content detection modules 108 in
communication with the base stations 106.

[0026] In the illustrated embodiments, processing station 104 is a computer.
Alternatively, processing station 104 can be a server, a module, a device, a
computer program, and the like, e.g., any one of a variety of devices that can receive
and transmit information. Processing station 104 is configured to determine content
detection data, such as a virus signature, a spammer identification, a URL, and the
like, and transmit the content detection data to central station 102. For example,
processing station 104 can be configured (e.g., programmed) to determine the
content detection data using any of the techniques known in the art. Alternatively,
the content detection data can be input into processing station 104 by a user of
processing station 104. Although one processing station 104 is shown, in other
embodiments, content detection system 100 can include more than one processing
station 104 in communication with central station 102.

[0027] Central station 102 is configured to receive the content detection data
from processing station 104, and send the content detection data to update stations
106 (e.g., through the Internet). In some embodiments, central station 102 also
receives subscriber data, such as a user identification of a content detection module
108, level of protection desired by the user, etc., from processing station 104 or
from update station(s) 106 for processing. In the illustrated embodiments, central
station 102 is a computer, but alternatively, can be a server, a module, a device, a
computer program, and the like, e.g., any one of a variety of devices that can receive
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and transmit information. Although one processing station 102 is shown, in other
embodiments, content detection system 100 can include more than one central
station 102, each of which in communication with at least one update station 106. In
other embodiments, central station 102 and processing station 104 are combined and
implemented as a single unit (e.g., a processor, a computer, or the like).

[0028] Update stations 106 receive the content detection data from central
station 102, and send the content detection data to content detection modules 108
(e.g., through the Internet). Each of the update stations 106 is located at a
geographical location that is different from others. For example, update station 106a
may be located at a different building, a different street, a different city, or a
different country, from update station 106b. In some embodiments, the update
stations 106 also receives subscriber data, such as a user identification of a content
detection module 108, level of protection desired by the user, etc., from content
detection module(s) 108, and forward the subscriber data to central station 102 for
processing. In other embodiments, update station 106 may be configured to handle
requests (such as a subscriber's contract information, the latest update data, etc.)
from content detection module(s) 108, collect information (such as the version
information, IP address, geographical location of the detection module, etc.) from
content detection module(s) 108, and forward collected information to central
station 102. In the illustrated embodiments, each update station 106 is a computer,
but alternatively, can be a server, a module, a device, a computer program, and the
like, e.g., any one of a variety of devices that can receive and transmit information.
In FIG. 1, three update stations 106a-106c and five content detection modules 108a-
108e are shown. However, in alternative embodiments, the system 100 can have
different numbers of update station(s) 106 and different numbers of content
detection module(s) 108.

[0029] In the illustrated embodiments, each content detection module 108 is
configured to receive electronic content (content data), and determines whether the
electronic content contains undesirable content based on the content detection data it
receives from update station 106. For example, content detection module 108 can be
configured to detect virus based on a virus signature received from update station
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106. In the illustrated embodiments, module 10 is implemented as a component of a
gateway (or gateway product), which is configured to perform policy enforcement.
As used in this specification, the term "policy enforcement” refers to a process or
procedure, an execution of which creates a result that can be used to determine
whether to pass data to user, and includes (but is not limited to) one or a
combination of: source verification, destination verification, user authentication,
virus scanning, content scanning (e.g., scanning for undesirable content), and
intrusion detection (e.g., detecting undesirable content, such as worms, porno
website, etc.). In other embodiments, instead of being a component of gateway,
content detection module 108 can be a separate component that is coupled to
gateway. In other embodiments, content detection module 108 can be a gateway
product by itself.

[0030] In some embodiments, content detection module 108 can be
implemented using software that is loaded onto a computer, a server, or other types
of memory, such as a disk or a CD-ROM. Alternatively, content detection module
108 can be implemented as web applications. In alternative embodiments, content
detection module 108 can be implemented using hardware. For example, in some
embodiments, content detection module 108 includes an application-specific
integrated circuit (ASIC), such as a semi-custom ASIC processor or a
programmable ASIC processor. ASICs, such as those described in Application-
Specific Integrated Circuits by Michael J.S. Smith, Addison-Wesley Pub Co. (1st
Edition, June 1997), are well known in the art of circuit design, and therefore will
not be described in further detail herein. In still other embodiments, content
detection module 108 can be any of a variety of circuits or devices capable of
performing the functions described herein. For example, in alternative
embodiments, content detection module 108 can include a general purpose
processor, such as a Pentium processor. In other embodiments, content detection
module 108 can be implemented using a combination of software and hardware. In
some embodiments, content detection module 108 may be implemented as a
firewall, a component of a firewall, or a component that is configured to be coupled
to a firewall.

Attorney Docket No. 2831.006US5 8

Page 176 of 198 Netskope Exhibit 1004



[0031] Having described the components of the content detection system
100, methods of using content detection system 100 in accordance with some
embodiments will now be described. First, processing station 104 receives an
electronic content. By means of non-limiting examples, such electronic content can
be a web page, an email, an email attachment, a word file, a program, etc., and the
like, e.g., a file that may contain undesirable content. In other examples, electronic
content can be a virus, a spam, a worm, or any of other undesirable content.
Processing station 104 can receive the electronic content from one or more sources.
For example, a content detection module 108 may detect a content that is suspicious
(or that requires further processing), in which case, content detection module 108
then sends the electronic content to processing station 104 for processing.
Alternatively, processing station 104 can receive electronic content from a person,
who sends the content to processing station 104 via email. In other embodiments,
electronic content can be input into processing station 104 by a user of processing
station 104.

[0032] After processing station 104 received the electronic content,
processing station 104 then analyzes such information to determine whether the
content contains/is a threat (e.g., a virus, a worm, a spam, etc.) that is desired to be
detected. If processing station 104 determines that the electronic content contains a
threat that is desired to be detected, processing station 104 then generates content
detection data for the electronic content. For example, after processing station 104
received a set of content data, processing station 104 then performs an analysis
using conventional or known technique(s) to determine whether it is a virus (an
example of content that is desired to be detected). In some embodiments, processing
station 104 is programmed to perform such analysis. Alternatively, the set of content
data can be analyzed by an administrator, a separate device, or a separate software,
and the result of the analysis is then input to processing station 104. If processing
station 104 determines that the set of content data includes content that is
undesirable (e.g., desired to be detected by content detection modules 108),
processing station then generates content detection data, which can be used by

content detection modules 108 to detect the undesirable content. By means of non-
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limiting examples, content detection data can be a virus signature, a virus definition,
a spammer identification, a URL, a NIDS signature, a time at which content
detection data is created, a level of threat, etc., and the like, e.g., any information
that can be used in a content detection or screening process. In other embodiments,
processing station 104 does not generate the content detection data. In such cases,
content detection data can be provided by a separate source, and is input into
processing station 104.

[0033] As soon as, or shortly after, processing station 104 obtains the
content detection data, processing station 104 then transmits the content detection
data to central station 102. If processing station 104 and central station 102 are
implemented as a single unit, then the step of transmitting content detection data to
central station 102 is omitted. In response to obtaining the content detection data,
central station 102 initiates a transmission process for transmitting the content
detection data to update stations 106. In the illustrated embodiments, central station
102 maintains a list of prescribed geographical areas, a list of content detection
modules 108 in each prescribed geographical area, and a list of update stations 106
for serving (e.g., sending content detection data to and/or from) each prescribed
geographical area. Based on the lists, central station 102 assigns update stations 106
to provide the content detection data to content detection modules 108 within the
prescribed geographical areas. In some embodiments, one update station 106 is used
to serve content detection modules 108 within a prescribed geographical area.
Alternatively, more than one update station 106 can be used to serve content
detection modules 108 within a prescribed geographical area.

[0034] In some cases, an update station 106 can be configured to check
another update station 106 to determine whether it has received content detection
data. For example, if update station 106a determines that update station 106b did not
receive content detection data, update station 106a then sends content detection data
to update station 106b. Various techniques can be used to determine whether update
station 106b received content detection data. For example, in some embodiments,
update station 106a is configured to send an inquiry to update station 106b. If

update station 106b did not receive content detection data, update station 106b then
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transmits a signal or a reply to update station 106a, indicating that update station
106b did not receive content detection data. Alternatively, update station 106a is
configured to initiate a timer after it has received content detection data. The timer
continues to run until update station 106a receives a signal from update station 106b
indicating that update station 106b received content detection data. If update station
106a does not receive such signal from update station 106b within a prescribed time
period, update station 106a then determines that update station 106b did not receive
the content detection data. Other techniques known in the art can also be used to
check whether update station 106b received content detection data. If it is
determined that update station 106b did not receive content detection data, update
station 106a then sends content detection data to update station 106b. It should be
noted that in other embodiments, instead of having one update station check another
update station, one update station can check a plurality of other update stations.
Also, in other embodiments, more than one update station 106 can check another
update station 106.

[0035] In the illustrated embodiments, each of the update stations 106 are
configured (e.g., pre-assigned) to serve one or more content detection module 108.
For example, update station 106a can be configured to serve content detection
modules 108a, 108b, update station 106b can be configured to serve content
detection module 108c, and update station 106c can be configured to serve content
detection modules 108d, 108e.

[0036] In other embodiments, instead of pre-assigning update stations 106 to
serve certain content detection modules 108, central station 102 determines which
update station 106 to use for sending content detection data based on a condition
during use, e.g., based on load demands and/or capacities of update stations 106. As
used in this specification, "capacity" refers to a variable that represents or associates
with a level of ability for an update station 104 to handle content transmitted
thereto. For example, capacity of an update station 104 can be an amount of
memory space available, etc. Using the example of FIG. 1, central station 102
receives information regarding capacities of update stations 106a-106c, and selects

one or more update stations 106 for transmitting content detection data based on
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their load and/or capacities. For example, if update station 106a has a high load
demand (e.g., above a prescribed load demand) and/or if its remaining capacity to
handle additional traffic is low (e.g., below a prescribed capacity threshold), central
station 102 then uses update stations 106b and 106¢ to transmit content detection
data to content detection modules 108a-108e. Load on the update stations 106b and
106¢c can be approximately shared in equal portion. For example, if central station
102 determines that update stations 106b and 106¢ are available, central station 102
can assign update station 106b to transmit content detection data to modules 108a
and 108b, and update station 106c to transmit content detection data to modules
108a-108c. Alternatively, load among the available update stations 106 can be
distributed based on the respective load demand and/or capacities of the available
update stations 106. For example, if update stations 106b, 106c have capacities to
serve twenty (20) and eighty (80) content detection modules 108, respectively,
central station 102 then assign update stations 106b, 106¢ to transmit content
detection data such that the ratio of the assigned loads approximately corresponds
with the ratio of the capacities of the available update stations 106b, 106c.
Following the above example, central station 102 will assign update station 106b to
serve content detection module 108a, and update station 106c¢ to serve content
detection modules 108b-108e.

[0037] In other embodiments, central station 102 maintains an order list of
update station 106, which prescribes an order (e.g., in a round-robin configuration)
in which load is to be assigned to update stations 106. For example, the order list
may have update stations 106a-106c as primary, secondary, and tertiary stations,
respectively, for serving content detection modules 108a-108e. In such cases,
central station 102 will initially attempt to use update station 106a (the primary
station) for transmitting content detection data to content detection modules 108a-
108e. However, if update station 106a is unavailable (e.g., due to heavy load
demand), central station 102 will then attempt to use update station 106b (the
secondary station) for transmitting content detection data to content detection
modules 108a-108e. If update station 106b is unavailable (e.g., due to heavy load
demand), central station 102 will then attempt to use update station 106¢ (the third
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station on the order list) for transmitting content detection data to content detection
modules 108a-108e.

[0038] It should be noted that the technique for transmitting content
detection data from central station 102 and/or update station(s) 106 to content
detection module(s) 108 should not be limited to the examples discussed previously,
and that other techniques can also be used in other embodiments. For example, one
or more of the techniques described previously can be combined with another
technique. Also, in other embodiments, central station 102 does not maintain the list
of content detection modules 108 and the list of geographical areas. In such cases,
after central station 102 receives content detection data, it transmits the content
detection data to all update stations 106. The update stations 106 are configured to
coordinate among themselves to ensure that all content detection modules 108 are
provided with the content detection data. For example, in the example of FIG. 1,
update station 106a can be configured (e.g., programmed) to communicate with
update station 106b for various purposes, such as, to check a load demand on update
station 106b, to check a capacity of update station 106b, to check an availability of
update station 106b, and/or to verify that update station 106b has received content
detection data. In some embodiments, based on the load demand and/or the
capacities on the update stations 106, update stations 106 share the load among
themselves (e.g., by dividing the load in equal parts, or by distributing the load
based on respective ratios of the demand and/or capacities on the update stations
106) to pass the content detection data to content detection modules 108. In some
embodiments, one update station 106 can be configured to communicate with one or
more other update station 106. In such cases, the update station 106 can check one
or more other update station 106 to make sure that content detection data have been
received, and/or to serve as backup for the one or more other update station 106. In
other embodiments, more than one update stations 106 can check an update station
106, and serve as backup for the update station 106.

[0039] After content detection modules 108 received the content detection
data (e.g., a virus signature), content detection modules 108 can then utilize the
content detection data to detect content. In some embodiments, the content detection
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data is a virus signature, in which case, content detection modules 108 utilizes the
virus signature to detect the virus that corresponds with the virus signature.
Alternatively, the content detection data is a spammer identification, in which case,
content detection modules 108 utilizes the spammer identification to detect and
screen undesirable spam that corresponds with the spammer identification. In other
embodiments; the content detection data can be other information, such as, a time at
which content detection data is created, that content detection modules 108 can use
in a content detection or screening process.

[0040] Using the above method, content detection data can be provided to
content detection modules 108 within a short period, such as, several minutes, and
in some cases, within seconds, after the content detection data has been obtained
(determined) by processing station 104 and/or central station 102. This allows
content detection modules 108 to be updated in substantially real time. This is
advantageous because some content detection data such as virus definitions are very
time-sensitive, and should be distributed to all content detection modules 108 as
soon as the content detection data are available. Also, with system 100, the
responsibility to keep up with the latest security update (e.g., content detection data)
is shifted from users of content detection modules 108 to processing station 104
and/or central station 102. In addition, unlike typical update method, which requires
a content detection module to regularly "poll" an update station to check if there is a
new update, central station 102 and/or update stations 106 "push" the latest security
update data within minutes (or even seconds) after they are available to all content
detection modules 108. This method has the advantage of faster response time
during an outbreak and less resource consumption on content detection modules
108.

[0041] Further, using a network of update stations 106 for transmitting
content detection data is reliable because if update station(s) 106 is not available or
fail to work properly, a nearby update station 106 in the same prescribed
geographical area or update station(s) 106 located in other prescribed geographical
area can provide the content detection data to content detection modules 108. Also,
with content detection system 100, an update station 106 can be added, removed
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from the content detection system 100 at run-time without causing service
interruption. If the update stations 106 for a certain geographical areas cannot keep
up with the ever-increasing load, more update station(s) can be added to the content
detection system 100. As such, content detection system 100 provides high
scalability.

[0042] In some embodiments, an update station can be customized to serve
the need of certain organization(s). Some organizations have some special policies
that restrict their network device's access to the Internet. For example, their network
connection from Intranet to Internet is only limited to certain host(s). Therefore, it
may not be possible for their content detection modules 108 inside the Intranet to
access update station(s) 106. In such cases, a customized update station can be
provided outside the Intranet of the organization (customer). For example, the
customer can configure [] an update station to serve its own content detection
module(s) 108. In some embodiments, a user interface can be provided for allowing
a user to select which content detection module(s) 108 within the organization to
use a customized update station and which content detection module(s) 108 to use a
regular update station. As with update stations 106, more than one customized
update station can be provided, and these customized update stations can back up

each other and distribute their load.

[0043] Computer Architecture

[0044] As described previously, any of central station 102, processing
station 104, update station 106, and content detection module 108 can be
implemented using a computer. For example, one or more instructions can be
imported into a computer to enable the computer to perform any of the functions
described herein.

[0045] FIG. 2 is a block diagram that illustrates an embodiment of a
computer system 200 upon which embodiments of the invention may be
implemented. Computer system 200 includes a bus 202 or other communication
mechanism for communicating information, and a processor 204 coupled with bus
202 for processing information. Computer system 200 also includes a main memory
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206, such as a random access memory (RAM) or other dynamic storage device,
coupled to bus 202 for storing information and instructions to be executed by
processor 204. Main memory 206 also may be used for storing temporary variables
or other intermediate information during execution of instructions to be executed by
processor 204. Computer system 200 may further include a read only memory
(ROM) 208 or other static storage device(s) coupled to bus 202 for storing static
information and instructions for processor 204. A data storage device 210, such as a
magnetic disk or optical disk, is provided and coupled to bus 202 for storing
information and instructions.

[0046] Computer system 200 may be coupled via bus 202 to a display 212,
such as a cathode ray tube (CRT), for displaying information to a user. An input
device 214, including alphanumeric and other keys, is coupled to bus 202 for
communicating information and command selections to processor 204. Another type
of user input device is cursor control 216, such as a mouse, a trackball, cursor
direction keys, or the like, for communicating direction information and command
selections to processor 204 and for controlling cursor movement on display 212.
This input device typically has two degrees of freedom in two axes, a first axis (e.g.,
x) and a second axis (e.g., y), that allows the device to specify positions in a plane.
[0047] Embodiments of the invention are related to the use of computer
system 200 for transmitting content data. According to some embodiments of the
invention, such use may be provided by computer system 200 in response to
processor 204 executing one or more sequences of one or more instructions
contained in the main memory 206. Such instructions may be read into main
memory 206 from another computer-readable medium, such as storage device 210.
Execution of the sequences of instructions contained in main memory 206 causes
processor 204 to perform the process steps described herein. One or more
processors in a multi-processing arrangement may also be employed to execute the
sequences of instructions contained in main memory 206. In alternative
embodiments, hard-wired circuitry may be used in place of or in combination with

software instructions to implement the invention. Thus, embodiments of the
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invention are not limited to any specific combination of hardware circuitry and
software.

[0048] The term "computer-readable medium" as used herein refers to any
medium that participates in providing instructions to processor 204 for execution.
Such a medium may take many forms, including but not limited to, non-volatile
media, volatile media, and transmission media. Non-volatile media includes, for
example, optical or magnetic disks, such as storage device 210. Volatile media
includes dynamic memory, such as main memory 206. Transmission media includes
coaxial cables, copper wire and fiber optics, including the wires that comprise bus
202. Transmission media can also take the form of acoustic or light waves, such as
those generated during radio wave and infrared data communications.

[0049] Common forms of computer-readable media include, for example, a
floppy disk, a flexible disk, hard disk, magnetic tape, or any other magnetic
medium, a CD-ROM, any other optical medium, punch cards, paper tape, any other
physical medium with patterns of holes, a RAM, a PROM, and EPROM, a FLASH-
EPROM, any other memory chip or cartridge, a carrier wave as described
hereinafter, or any other medium from which a computer can read.

[0050] Various forms of computer-readable media may be involved in
carrying one or more sequences of one or more instructions to processor 204 for
execution. For example, the instructions may initially be carried on a magnetic disk
of a remote computer. The remote computer can load the instructions into its
dynamic memory and send the instructions over a telephone line using a modem. A
modem local to computer system 200 can receive the data on the telephone line and
use an infrared transmitter to convert the data to-an infrared signal. An infrared
detector coupled to bus 202 can receive the data carried in the infrared signal and
place the data on bus 202. Bus 202 carries the data to main memory 206, from
which processor 204 retrieves and executes the instructions. The instructions
received by main memory 206 may optionally be stored on storage device 210
either before or after execution by processor 204.

[0051] Computer system 200 also includes a communication interface 218
coupled to bus 202. Communication interface 218 provides a two-way data
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communication coupling to a network link 220 that is connected to a local network
222. For example, communication interface 218 may be an integrated services
digital network (ISDN) card or a modem to provide a data communication
connection to a corresponding type of telephone line. As another example,
communication interface 218 may be a local area network (LAN) card to provide a
data communication connection to a compatible LAN. Wireless links may also be
implemented. In any such implementation, communication interface 218 sends and
receives electrical, electromagnetic or optical signals that carry data streams
representing various types of information.

[0052] Network link 220 typically provides data communication through
one or more networks to other devices. For example, network link 220 may provide
a connection through local network 222 to a host computer 224. Network link 220
may also transmits data between an equipment 226 and communication interface
218. The data streams transported over the network link 220 can comprise electrical,
electromagnetic or optical signals. The signals through the various networks and the
signals on network link 220 and through communication interface 218, which carry
data to and from computer system 200, are exemplary forms of carrier waves
transporting the information. Computer system 200 can send messages and receive
data, including program code, through the network(s), network link 220, and
communication interface 218. Although one network link 220 is shown, in
alternative embodiments, communication interface 218 can provide coupling to a
plurality of network links, each of which connected to one or more local networks.
In some embodiments, computer system 200 may receive data from one network,
and transmit the data to another network. Computer system 200 may process and/or
modify the data before transmitting it to another network.

[0053] Although particular embodiments have been shown and described, it
will be understood that it is not intended to limit the present inventions to the
preferred embodiments, and it will be obvious to those skilled in the art that various
changes and modifications may be made without departing from the spirit and scope
of the present inventions. The specification and drawings are, accordingly, to be
regarded in an illustrative rather than restrictive sense. The present inventions are
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intended to cover alternatives, modifications, and equivalents, which may be
included within the spirit and scope of the present inventions as defined by the

claims.
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CLAIMS

1. A method of updating a content detection module by a central station, the
method comprising:

receiving, by the central station, suspicious content data from a content
detection module of a group of one or more content detection modules;

analyzing, on the central station, the suspicious content data to determine
whether the suspicious content data contains or is a threat to detect;

if the suspicious content data contains or is a threat, generating, on the

central station, content detection data as a function of the suspicious content data;

and

transmitting the content detection data to the group of content detection
modules.
2. The method of claim 1, wherein the content detection data comprises a threat
signature.
3. The method of claim 2, wherein the threat signature is a virus signature.
4. The method of claim 1, wherein the content detection data comprises a time

data indicating a time at which the content detection data is created.

5. The method of claim 1, wherein the content detection modules are

configured to detect network content based on the content detection data.

6. The method of claim 1, wherein the transmitting is performed not in

response to a request from the content detection module.

7. The method of claim 1, wherein the content detection data comprises a

spammer identification.
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8. A network gateway device comprising:
at least one processor, at least one memory device, and at least one network
interface;
a content detection module stored on the at least one memory device and
executable on the at least one processor to:
receive network content data via the at least one network interface;
identify suspicious network content data within the received network
content data;
transmit at least a portion of the identified suspicious network
content data to a central station for evaluation and creation of suspicious
content detection data when the content data is determined by the central
station to contain or be a threat;
receive content detection data generated to detect the suspicious
network content data; and
evaluating network content data subsequently received via the at
least one network interface device in view of the received content detection

data.

9. The network gateway device of claim 8, wherein the content detection data

is received from an update station.

10. The network gateway device of claim 8, wherein the content detection data

includes a virus signature.

11.  The network gateway device of claim 8, wherein the content detection data

is pushed to the network gateway device.
12. The network gateway device of claim 8, wherein the network gateway

device further provides firewall functionality.
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13. A non-transitory device-readable storage medium including a set of
instructions stored thereon which when executed by a processor of a device cause
the device to:

receive suspicious content data from a content detection module of a group
of one or more content detection modules;

analyze the suspicious content data to determine whether the suspicious
content data contains or is a threat to detect;

when the suspicious content data contains or is a threat, generate content
detection data as a function of the suspicious content data; and

transmit the content detection data to the group of content detection

modules.

14. The non-transitory device-readable storage medium of claim 13, wherein the

content detection data comprises a threat signature.

15. The non-transitory device-readable storage medium of claim 15, wherein the

threat signature is a virus signature.

16.  The non-transitory device-readable storage medium of claim 13, wherein the
content detection data comprises a time data indicating a time at which the content

detection data is created.

17. The non-transitory device-readable storage medium of claim 13, wherein the
content detection modules are configured to detect network content based on the
content detection data.

18.  The non-transitory device-readable storage medium of claim 13, wherein the

transmitting is performed not in response to a request from the content detection

module.
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19. The non-transitory device-readable storage medium of claim 13, wherein the

content detection data comprises a spammer identification.
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ABSTRACT

A method of updating a content detection module includes obtaining content
detection data, and transmitting the content detection data to a content detection
module, wherein the transmitting is performed not in response to a request from the
content detection module. A method of sending content detection data includes
obtaining content detection data, selecting an update station from a plurality of
update stations, and sending the, content detection data to the selected update
station. A method of building a content detection system includes establishing a first
communication link between a central station and an update station, the central
station configured to transmit content detection data to the update station, and
establishing a second communication link between the update station and a content

detection module.
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