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Device, System, and Method for Defending a Computer Network

Introduction

[1] This document describes various exemplary embodiments of a Dynamic
Response System (“DRS”) that can automatically and/or dynamically defend a
computer network (including attached computers) from attacks by using common
traits of attacks, such as vulnerability scanning. Vulnerability scanning is most
frequently utilized by attacks such as worms and auto-rooters. DRS can take
advantage of vacancies in the address-to-port mapping of a network to
automatically determine packets containing malicious payloads of attacks. DRS
can automatically update its traffic filtering capability to prevent such packets
from entering or leaving (for quarantine reasons) the network.

[2] In certain exemplary embodiments, DRS can automatically provide any of at least
five capabilities:

1) prevention of compromise caused by new (day zero) attacks;

2) quarantine of compromised systems;

3) deterrence of unauthorized communications;

4) providing of a dynamic honeypot without configuration or network
mapping and/or

5) gathering of forensic data for intrusion analysis while providing
statistically significant protection of the network from compromise.

Definitions
[3] As used herein, the following terms have the accompanying definitions:

[4]  Check payload - the section of a communication that is used to determine
likelihood of vulnerability. Attackers often use a vulnerability scanner to
look for vulnerable systems. Check payloads sometimes exist in
automated attacks when the malicious payload is large, allowing the
scanner to check more machines by first checking to see if the system is
vulnerable before taking the time necessary to send the malicious payload.

[5] Malicious payload - the section of a communication that actually exploits
the network and/or system security fault. Unlike the check payload, this
communication can be harmful to the security posture of the network
and/or system.

[6] Sterilization - a technique that filters outgoing traffic to remove covert
traits, such as banner tags and application unique errors, which could

otherwise allow attackers to gain information regarding a network’s assets.

[7] Tell - when used as a noun, a trait that allows an attacker to determine
something about a service and/or network.
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[8] Topology masking - the removal of system and/or network fingerprinting
attributes.

9] Honeypot — a decoy service whose use signifies likely malicious or
improper network activity.

[10] TP (Internet Protocol) — a communicational protocol that allows certain
systems to communicate to each other without necessarily having a direct
connection therebetween. Most computer systems use Internet Protocol
version 4. As used herein, “IP” refers to the protocol in general along with
its residing protocols.

[11] Filtering Rule — an association of a dataset and/or description of a
network activity and an action. An action can include, for example,
dropping a communication and/or a packet thereof, terminating a
communication session, changing the routing of a communication and/or a
packet thereof, and/or modifying a content of a communication.

Taking Advantage of Scanning

[12] When partitioning a network’s IP address space, there are a substantial number of
IP addresses and port numbers that typically are not assigned to an active service.
Often it is the case that a system performs only two or three services out of the
1024 port addresses assigned to root level usage, such as name services (53), web
(port 80), mail (port 25) and file transfer protocol services (port 21). This means
that there are a substantial amount of unused address-to-port mappings that are
unassigned for a typical network.

[13] For an attack to occur, the attacker typically first determines the address-to-port
mapping that is associated with a possible vulnerability. Such a discovery,
especially when performed by automated scripts such as worms, can be
accomplished by scanning an address range for a given service, or even a number
of services. Because most mappings do not have an active service there are few
replies.

[14] The scanning technique is very prevalent in network attacks. For example,
approximately 80% of all internet-based attacks are related to worm based using
scanning as the means for target determination. Moreover, approximately 85% of
all other attacks also use vulnerability scanning. The net result is that only about
3% of attacks are not directly related with scanning, or approximately 97% of all
attacks are preceded by scanning activity.

[15] In certain situations, the efficiency of a worm’s growth can make the worm
vulnerable to a scan capture and filter response. An analysis of worm growth
cited that the successes and growth curves of Code Red I, Code Red 11, and
NIMDA were directly related to the efficiency of their scanning. The analysis
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outlined other growth mechanisms that allowed for quicker growth. These
quicker growing worms were able to determine vulnerable systems quickly. The
more efficient growth was accomplished by the most efficient scanning
techniques that were extremely sequential. Even when creating “hit lists” to
speed the growth, scanning was required.

[16] In certain exemplary embodiments, DRS can take advantage of these worms’
strength in order to defeat them. The Scan-and-Exploit defensive technique of
DRS can be considered as three-fold: first, the attacker will likely visit a vacant
address-to-port mapping before connecting to an active one. Second, if DRS can
entice the attacker to attempt to exploit a fake service, DRS now will have a copy
of the malicious packet that can be used to generate a filtering rule to filter future
malicious packets from entering the network. But before the new filtering rule is
implemented, DRS can test the filtering rule to previous traffic to insure that it
does not impact operations. Finally, if all services respond as active, the attacker
will have gained nothing by the scan. Without knowledge of vulnerable systems,
a worm can be slowed, cannot use hit lists, and/or will need to use its malicious
payload blindly, thereby allowing its malicious payload to be captured and used
for a defensive filter.

DRS Structure

[17] In certain exemplary embodiments, DRS can be viewed as three automated
modules (a Traffic Filter, a Virtual Space Engine, and an Analytical Engine), with
each module residing on a separate system. In certain exemplary embodiments,
DRS can be implemented by integrating the three modules in a single automated
system and/or device (appliance version) that allows for integration into a firewall
or intrusion prevention system. These three modules can work together to
determine new filtering rules that can be applied to traffic passing through the
Traffic Filter.

[18] In certain exemplary embodiments, the Analytical Engine can create filtering
rules. The Analytical Engine can transfer the filtering rules to the Traffic Filter.
The Traffic Filter can implement the filtering rules to automate the process and
prevent future attacks.

[19] In certain exemplary embodiments, the Traffic Filter can be positioned on the
perimeter of the network. The Traffic Filter can remove determined “known bad”
activity from the data stream based on the filtering rules. Normal Traffic can be
recorded and sent to its proper destination. Communication requests to non-
existing services can be sent to the Vacant Space Engine.

[20] In certain exemplary embodiments, the Vacant Space Engine can continue a
misdirected conversation, recording the packets so that they can be analyzed. The
Vacant Space Engine can separate the likely bad elements and associate them
with the packets generated during the same communication stream. In this
manner, the Vacant Space Engine can take advantage of the fact that all packets
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are not uniformly “bad”, but instead packets that are “bad” tend to occur in
groups. The Vacant Space Engine need not necessarily entrap the attack, but can
instead get the attack to transmit its check payload or malicious payload. Then,
the Analytical Engine can extract these payloads for developing filtering rules.
Follow-on communications initiated by the attack script can be unable to find or
compromise services in the network.

[21] In certain exemplary embodiments, the Analytical Engine can receive two sets of
data. The Analytical Engine can receive the recorded streams from the Vacant
Space Engine, and can treat this stream as if it contains malicious payloads, since
typically there are not any approved services in the Vacant Space Engine. The
packets from the Vacant Space Engine can be divided by the Analytical Engine
into several groups, such as for example: total, checked, malicious, and/or good
packets. The Analytical Engine can devise a filtering rule that supports this
division. The Analytical Engine can evaluate the new filtering rule by comparing
the filtering rule against a previous collection of allowed data.

[22] In certain exemplary embodiments, the Analytical Engine can also receive a
second stream of data comprising normal traffic that was directed against known
services. The Analytical Engine can compares the filtering rules against the
normal data. If there is no match, the Analytical Engine can add the filtering rule
to the Traffic Filter. In this manner, future packets with the same structure will
not enter the network, yet the Traffic Filter will not add a filter rule that affects
normal traffic.

DRS Capabilities
[23] In certain exemplary embodiments, DRS can include the capability to:
» handle state oriented interactive protocol (like FTP);
* handle UDP protocols (like DNS);
» handle generic responses (like character streams); and/or
» mimick protocols in normal traffic streams.

[24] In certain exemplary embodiments, DRS can be capable of handling attacks based
on Internet protocols such as standard RFC protocols, generic protocols, generic
data stream protocols, and/or Hypertext Transfer Protocol (HTTP) and residing
applications, including applications for Unix, Linux, Windows, Macintosh, Palm,
and/or WinCE, etc., operating systems. For example, DRS can be capable of
handling attacks on Web Services, which is a commonly attacked collection of
HTTP-based applications that is of high concern for many organizations.

[25] In certain exemplary embodiments, DRS can be capable of handling Internet
based services such as SSH (a secure remote login), FTP (file transfer), SMTP
(mail), IMAP (mail), and/or POP3 (mail).
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[27]

[28]

[29]

[30]

[31]

In certain exemplary embodiments, DRS can be capable of handling UDP
services, such as DNS. UDP services can involve non-connection oriented
packets. UDP protocols can be timing oriented and DRS need not fake a response
while waiting for confirmation whether the service is active. DRS can also
develop a generic response capability that it can use for any service port that it
does not have a known response for. DRS can provide a response for all port
requests so that for a process scanning from outside the network, all services
appear to be open.

In certain exemplary embodiments, DRS can include a capability for the Vacant
Space Engine to use normal traffic to determine how an unknown port should
respond. In this manner the system can give a response to a protocol that is not
already preprogrammed for and have a similar response that could trigger the
malicious payload needed to protect the actual service. The difficulty in this cycle
is not being able to determine further conversation packets from normal streams,
but to do so without releasing sensitive information.

In certain exemplary embodiments, the Vacant Space Engine can maintain a
communication long enough to capture either the check payload or the malicious
payload. In certain exemplary embodiments, the Analytical Engine can produce
filtering rules that are specific enough to stop malicious packets while not
impacting normal traffic.

In certain exemplary embodiments, to increase the ease of implementing DRS,
there are a number of unique concepts that can be used:

1) Sanitization;

2) Just-In-Time (JIT) Discovery; and/or

3) Topology Masking.

In certain exemplary embodiments, DRS can remove malicious payloads from
reaching active systems. DRS can enhance the likelihood of determining a
filtering rule for malicious behavior by using network sessions that have a
statistically high likelihood of being malicious (such as sessions to non-existing
services). DRS can test these new filtering rules to ensure that they do not impact
operations (such testing can be done by limiting the filtering rule generation
capability) before implementing them.

In certain exemplary embodiments, via topology masking, DRS can defeat
“scanning” by providing little or no knowledge of the protected network and/or
network service. An attacker can be forced to launch the attack against the
network service on its default port and against every address.
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[32] In certain exemplary embodiments, the Analytical Engine can capture the
payloads from attacking scripts and filter out those payloads from incoming
traffic. These filtering rules can be passed onto the Traffic Filter for
implementation, which can prevent future compromises (prevention).

[33] In certain exemplary embodiments, the Traffic Filter can contain a detected attack
by using the identified malicious and check packets preventing them from leaving
the network (quarantining).

YIOMIBN [ENIOY

Figure 1 - General Overview of Potential DRS Functions
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[34] FIG. 1is a block diagram of an exemplary embodiment of a DRS, showing
potential functions of potential components. In certain exemplary embodiments,
the following DRS components can provide the listed functions:

[35] The Traffic Filter (labeled 1 in FIG 1.)
¢ Routing to non-existing services to the virtual space engine (JIT
Discovery)
Sanitization of sessions (both protocol and application layers)
Topology Masking.
Filtering of known malicious traffic as defined by the Analytical
Engine and pre-defined filtering rules.
[36] The Virtual Space Engine (enhanced shallow honey pot, labeled 2 in FIG
1)
e Interaction to sessions
¢ Recording of communications to virtual space engine
[37] The Analytical Engine (labeled 3 in FIG 1)

Receives information from both real and decoy systems

Learning Engine

Generates both trivial and learned filtering rules

Test filtering rules to determine operational impact (effectiveness)

[38] In certain exemplary embodiments, DRS can dynamically respond to new attacks
using the filtering rules created based on the anomalous connection to non-
existing services. In certain exemplary embodiments, DRS can automatically
detect, analyze, develop filtering rules, and/or modify the security posture of the
network. This can be done by using high likelihood malicious anomalies, such as
the anomaly caused by connection attempts to non-existent services. In this case,
DSR can communicate to the connecting session request when the actual service
does not exist, and DSR can records and analyze the communication session.
DRS can develop filtering rules based on the recorded malicious payloads in near
real-time. DRS does not necessarily need to be configured with the topology of
the network. '
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)

-

(39]

[40]

[41]

(

Figure 2 - Flow of a System-to-Component DRS

FIG. 2 is a block diagram of an exemplary embodiment of DRS, showing three
modules of DRS (namely the Virtual Space Engine, the Analytical Engine, and
the Traffic Filter). FIG. 2 outlines a possible flow of interaction:
1) A session comes from outside the perimeter.
2) If the session attempts to connect to a service that is not running, then
the Traffic Filter sends the session request and further associated packets
to the Virtual Space Engine.
3) Upon recording an anomalous session, the Virtual Space Engine sends
the session data to the Analytical Engine.
4) If a session was to a legitimate service, the Traffic Filter records the
conversation and sends the resulting communication to the Analytical
Engine. The Analytical Engine now compares the traffic received by the
Virtual Space Engine to that of the Traffic Filter. If there is a means to
describe the traffic from the Virtual Space Engine without impact to
previous “good” data.then (goto 5)
5) the Analytical Engine now sends a filtering rule to the Traffic Filter. If
the Analytical Engine derives a filtering rule that is the composite of other
filtering rules, it sends a list of what filtering rules are no longer needed.
6) Normal traffic passes through the Traffic Filter, where malicious
packets are dropped according to the filtering rules.

In certain exemplary embodiments, to eliminate the need of mimicking several
versions of the same protocol during communication, a second technology which
we call “Sterilization” can be used by DRS. The technology can not only simplify
DRS, but also can conceal internal system information from outside attackers.

In certain exemplary embodiments, by using a known negative trait, scanning,

DRS can use that to extract further malicious data to create an automated
response. Scanning is just one malicious trait. By examining traffic flow and
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determining other traits, further automated responses can be developed based on
the same process of automated extraction, testing, and/or implementation.

Traffic Flow Control

[42]

[43]

(44]

In certain exemplary embodiments, DRS can be divided into three modules where
each module resides on a separate system (system-to-component approach, see

Figure 2 - Flow of a System-to-Component DRS). In certain exemplary
embodiments, DRS can integrate the three components in a single device
(appliance version) that can allow for integration into a firewall or intrusion
prevention system. DRS can control the flow of packets (via the Traffic Filter),
determining what packets are dropped, redirected, and/or mangled.

Though it can be easier to think of DRS as an interceptor that resides on the
perimeter of a network, DRS does not necessarily need to reside in that position.
As long as DRS can intercept and influence the flow of communications it can be
positioned anywhere in the network configuration. For example, DRS can
perform its role by intercepting discovery packets like Address Request Protocol
(ARP) requests and redirect the flow of traffic when the request is not responded
to in a timely manner.

The Traffic Filter can remove determined “known bad” activity from the data
stream based on the filtering rules. These filtering rules can be created by the
Analytical Engine. DRS can record normal traffic and sends that traffic to its
proper destination. Communication requests to non-existing services can be sent
to the Vacant Space Engine.

Just-In-Time Discovery

[45]

[46]

In certain exemplary embodiments, DRS can use passive and/or active mapping
algorithms to determine if a service is active in a network. In certain exemplary
embodiments, DRS can use a just-in-time (“JIT”) discovery concept. When
implanting the JIT discovery approach, DRS can use the initial SYN to determine
if the service is active in the network. The three-way handshake can be
independent of the initiating systems handshake to the Traffic Filter. The
difference between the initial handshake parameters can be mangled by the
Traffic Filter to insure that communications is maintained smoothly.

FIG. 3 is a block diagram that illustrates an exemplary embodiment of JIT
Discovery.
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Figure 3 - Just in Time Discovery

Sanitization

[47] In certain exemplary embodiments, DRS can sanitize communications that cross a
network boundary to prevent network knowledge from being gained. By
removing network traits from responses (see Figure 5 - Topology
Masking), attackers can be prevented from identifying a live system from a fake
system, and can be prevented from determining the application type or version.
Via sanitizing, any or all services and/or systems can appear to the attacker to be
the same and therefore it is likely that only one version of the communication
protocol needs to be mimicked by the Virtual Space Engine (there are a few
protocols like secure shell where the header can be required to determine
communication type).
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[48] DRS sanitization can replace a “tell” with an alternative that is consistent with
any other communication leaving the network. For example, Microsoft’s IIS has
error codes like “404.1 — Site not found”. DRS sanitization can replace that
response with the more generic “404 Not Found”. Thus, an attacker can lose the
ability to determine if the web server is a possible vulnerable IIS server if there
are no tells in the communication.

[49] DRS sanitization also can make it so the vacant space engine does not need to
mimic a number of different versions of services. When there is a heterogeneous
network, a honey pot can have a lower chance to catch an attack before the attack
hits an actual service. DRS sanitization can address this problem.

[50] FIG. 4 illustrates an exemplary calculation for decreasing the odds of attacking a
real system first.

Probability of Number of Actual Target

Exploiting the Target

Total Number of Actual

Consider, the target image is a Windows IS 4.0 and there are ten
actual such systems in the network and fifteen systems that are
Linux running Apache. If in the fake part of the network there are a
proportionately the same number of server types, then in a subset of
130 images there would be 40 fake IIS images. Therefore the
chance of an attacker hitting a decoy IS server before a real one if
the attacker first checked the image for possible vulnerability is:

10
20% =
50

Consider, the target image is a Windows IS 4.0 and there are ten
actual such systems in the network. If the remaining fake images
in a subnet of 130 images are also Windows |IS 4.0 then the

chance of an attacker hitting a decoy IIS server before a real one
if the attacker first checked the image for possible vulnerability is:

10
7.7% =
130

Figure 4 - Decreasing the odds of attacking a real system first
[51] As asecondary effect, attackers can be prevented from gaining information with

their attacks. Attackers wishing to continue their attacks against the system can
be forced to do so blindly.
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Topology Masking

[52] Topology masking can limit the amount of knowledge that an outsider can gain
from interacting with the network. Part of this can be achieved via JIT Discovery
that can make all services appear active even if they are not, which can prevent
fingerprinting of the network topology. Sanitization can prevent the
fingerprinting of the applications. The combination of JIT Discovery and
Sanitization can address and/or prevent application, system, and/or network
fingerprinting, which can thereby mask the network and/or its topology.

[53] FIG. 5 illustrates an exemplary relationship between actual and faked attributes,
and actual and faked contents.

Actual Attributes

Faked Connects
$)28UL0Y [ENOY

Faked Altributes
Figure 5 - Topology Masking

[54] The success of topology masking can be related to the ability to make the
attributes of a decoy system as similar as possible to those of an actual system. In
certain exemplary embodiments, DRS can implement topology masking using the
common technique of making decoy systems appear as actual systems. In certain
exemplary embodiments, DRS also can use sanitization to make the actual
systems appear more like decoy systems (see Figure 5 - Topology
Masking). Such sanitization can hide the attributes of the entire protocol stack.
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[55]

FIG. 6 describes how the benefits of scanning can be removed and/or defeated.

Service

Removing the Benefits of Scanning

System When ascanis perfoormedon a
subnet, the majority of services

do not respond . Vulnerability

scanners are interested in the

ports that do respond and wiill
either note that the port is

vulnerable by its existence or

send acheckpacket . A

malicious attacker may simply

send the exploit as the check
itself .

System

When all the service and system
addresses respond the same
way, then no viable knowledge of
the network's weaknesses is truly
gained. The attacker must
proceed by attacking the subnet
blindly or not at all . Regardless,
the attacker gains little by
scanning, akey elementto 97%
of the attacks on the Internet .

Service

[56]

[57]

Figure 6 - Scan Defense

In certain exemplary embodiments, DRS can deliver a capability that addresses
the scan & exploit technique, most noted in worms, but which can also exist in
many other malicious tools such as auto-rooters. In certain exemplary
embodiments, DRS can address the algorithms used for rapid growth and/or can
exploit the weakness of the efficiency of these algorithms. That is, as
exploitations become more efficient, they become more susceptible to automated
counter-responses. The ratio of nonexistent-to-existent services will likely
increase greatly as the Internet transitions from IP version 4 to IP version 6.
Exploitations are likely to become even more efficient with the change in address
schema between the IP protocols.

In certain exemplary embodiments, DRS can intercept incoming packets for
analysis. In certain exemplary embodiments, DRS can modify any or all outgoing
traffic to appear as if all the systems actually exist, all operating systems appear as
being the same, all services exist (see JIT Discovery), and/or all services are the
same (see Sanitization). In certain exemplary embodiments, DRS can collect
traffic to the unassigned addresses and/or services and forward that traffic to an
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Analytical Engine component that can automatically analyze the payloads,
develop a filtering rule, and/or modify the security posture of the perimeter and/or
network in order to quickly respond to the events.

Filtering

[58] In certain exemplary embodiments, DRS can use the scanner’s malicious payload
against itself. Like a snake antidote, DRS can steal the venom from the attack and
uses that to build a defensive filtering rule before the attack strikes a vulnerable
system. DRS and/or its Traffic Filter element can be positioned on a network
perimeter and/or can reply to all service/communication requests even if the
requested services and/or communicators are not active on the network. The
service/communication requests can be redirected to the Vacant Space Engine
component of the DRS based on service availability.

[59] In certain exemplary embodiments, the Traffic Filter element of DRS can control
the speed and/or pace of network activity. As bad connections are attempted, the
Traffic Filter can slow the source as it attempts to interact with services by giving
the connections a higher level of scrutiny or even directing the source’s attempts
to a jail system. This slower pace can allow the Analytical Engine to implement
filtering rules after the first attempted connection. This approach can lower the
probability of the attacker sending a malicious packet to an actual system before
the filtering rule can be written and implemented.

Virtual Space Engine

[60] In certain exemplary embodiments, the DRS Vacant Space Engine can continue a
misdirected conversation, recording the packets so that they can be analyzed. The
Vacant Space Engine can separate the likely bad elements and/or can associate
them with the packets generated during the same communication stream. In this
manner, the algorithm can take advantage of the fact that all packets are not
uniformly “bad”, but instead packets that are “bad” tend to occur in groups. The
Vacant Space Engine does not necessarily entrap the attack, but can convince the
attack to transmit its check payload or malicious payload. Then, the Analytical
Engine can extract these payloads for filtering rules. Follow-on communications
initiated by the attack script can be unable to find or compromise services in the
network without malicious and check payloads reaching the vulnerable systems.

[61] In certain exemplary embodiments, along with JIT Discovery, an enhanced
shallow honey pot can further close the gap between live systems and decoys.
The enhanced honey pot can allow for multiple responses after the original
exchange, so as to record possible malicious payloads that occur after the initial
exchange for exploitation or discovery.

Maintain Interaction

[62] In certain exemplary embodiments, to enable DRS to make more accurate
signatures, the Vacant Space Engine can keep the attacking sessions connected as
it attempts to communicate. Although not essential, DRS can implement an
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enhanced shallow honey pot that can allow for the mimicking of communicational
protocols in a static response sequence and/or in a dynamic response sequence.
The type of honey pot is not essential, but honey pot designs that get larger
amounts of interactive communications can be preferred.

Recording of Session

[63]

In certain exemplary embodiments, any or all session information can be recorded
by the Virtual Space Engine. For example, the Virtual Space Engine can record
incoming packets. As another example, the Virtual Space Engine can record
response data to aid the Learning Engine in better understanding what filtering
rule to apply.

Analytical Engine

[64]

[65]

In certain exemplary embodiments, the Analytical Engine can receive two sets of
data. The Analytical Engine can receive the recorded streams from the Vacant
Space Engine that treats a stream as if the stream contains check or malicious
payloads. The Analytical Engine can review incoming packets received and/or
can create a filtering rule to describe each packet. The second stream of data the
Analytical Engine receives can be normal traffic that was directed against known
services. The Analytical Engine can compare the packet filtering rules against the
normal data. If there is no match, the Analytical Engine can add the filtering rule
to the Traffic Filter. In this manner, future packets with the same structure can be
prevented from entering the network, and the Traffic Filter does not add a filtering
rule that affects normal traffic.

In certain exemplary embodiments, the Analytical Engine can receive
communicational datasets from both communications going to active services (via
the Traffic Filter) and that from decoy services. In certain exemplary
embodiments, the former is considered statistically good while the latter is
considered statistically bad.

Learning Engine

[66]

[67]

In certain exemplary embodiments, the Learning Engine can improve the
accuracy of filtering rules by using a sliding window on the good dataset in order
to compensate for new attacks hitting an actual service first. This good dataset
can be used to validate that the filtering rules generated by the bad dataset do not
impact the future good communication. To increase speed of filtering rule
generation, positive filtering rules can be generated to clean known good
attributes from statistically bad sets before filtering rule generation.

The term “rule” is being used, not because the Learning Engine has to be rule

based, but that the communication from the Analytical Engine to the Traffic Filter
is considered to be a rule or sometimes referred to as a “signature”.
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Testing of Filtering Rules

[68] Generally, for operational environments, it is considered a best practice if traffic
filtering rules do not impact operational services, especially those that can impact
life. Thus, before filtering rules are implemented in an operational environment,
testing of those filtering rules is typically performed.

[69] In certain exemplary embodiments, DRS can test filtering rules using the known
good dataset. If a filtering rule is determined unacceptable, DRS can defer and/or
sideline its implementation and/or inform the Learning Engine that the filtering
rule was not used.

[70] In certain exemplary embodiments, if a filtering rule is accepted, the new filtering
rule can be sent to the Traffic Filter to be implemented. The new filtering rule
can be associated with filtering rules that it now supersedes. By informing the
Traffic Filter of superseded filtering rules, the Traffic Filter can keep a minimal
number of filtering rules that need to be applied.

DRS’ Working Together

[71] The Traffic Filter need not perform like a “fortress with guards”. The Traffic
Filter can perform like a traffic cop controlling the information flow. If a filtering
rule can be generated by a single DRS, then that DRS can share its filtering rules
with another DRS. A receiving DRS can test a received filtering rule on its data
streams for prevention and quarantine. At a higher-level, such sharing and/or
integration of filtering rules among multiple DRS’ can provide a basis of a
survivable enterprise that is able to stop infection and contain it for recovery.

[72]  Still other embodiments will become readily apparent to those skilled in this art
from reading the above-recited detailed description and drawings of certain
exemplary embodiments. It should be understood that numerous variations,
modifications, and additional embodiments are possible, and accordingly, all such
variations, modifications, and embodiments are to be regarded as being within the
spirit and scope of this description and any future claims. For example, regardless
of the content of any portion (e.g., title, field, background, summary, abstract,
drawing figure, etc.) of this application, unless clearly specified to the contrary,
there is no requirement for the inclusion in any claim of any particular described
or illustrated activity or element, any particular sequence of such activities, or any
particular interrelationship of such elements. Moreover, any activity can be
repeated, any activity can be performed by multiple entities, and/or any element
can be duplicated. Further, any activity or element can be excluded, the sequence
of activities can vary, and/or the interrelationship of elements can vary.
Accordingly, the descriptions and drawings are to be regarded as illustrative in
nature, and not as restrictive. Moreover, when any number or range is described
herein, unless clearly stated otherwise, that number or range is approximate.
When any range is described herein, unless clearly stated otherwise, that range
includes all values therein and all subranges therein. Any information in any
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material (e.g., a United States patent, United States patent application, book,
article, etc.) that has been incorporated by reference herein, is only incorporated
by reference to the extent that no conflict exists between such information and the
other statements and drawings set forth herein. In the event of such conflict,
including a conflict that would render a claim invalid, then any such conflicting
information in such incorporated by reference material is specifically not
incorporated by reference herein.
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