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FortiGate-3600 Installation and Configuration Guide Version 2.50 MR2

Introduction

The FortiGate Antivirus Firewall supports network-based deployment of
application-level services—including antivirus protection and full-scan content fikering.
FortiGate Antivirus Firewalls improve network security, reduce network misuse and
abuse, and help you use communications resources more efficiently without
compromising the performance of your network. FortiGate Antivirus Firewalls are
ICSA-certified for firewall, IPSec and antivirus services.

Your FortiGate Antivirus Firewall is a dedicated easily managed security device that
delivers a full suite of capabilities that include:

« application-level services such as virus protection and content filtering,

« network-leve! senvices such as firewall, intrusion detection, VPN, and traffic
shaping.

Your FortiGate Antivirus Firewall employs Fortinet's Accelerated Behavior and
Content Analysis System (ABACAS™) technology, which leverages breakthroughs in
chip design, networking, security, and content analysis, The unique ASIC-based
architecture analyzes content and behavior in real-tme, enabling key applications to
be deployed right at the network edge where they are most effective at protecting your
networks. The FortiGate series complements existing solutions, such as host-basad
antivirus protection, and enables new applications and services while greatly lowering
costs for equipment, administration and maintenance,

The ForiGate-3600 model provides the

carrier-class levels of performance and | o T
rekability demanded by large enterprises
and service providers. The
FortiGate-3600 uses multiple CPUs and
FortiASIC chips to deliver throughput of 4Gbps, meeting the needs of the most
demanding applications. Each FortiGate-3600 unit includes redundant power supplies
to minimize single-point failures, and also supports load-balanced operation and
redundant failover with no interruption in senvice. The FortiGate-3600 includes one
10100 BaseTX pon, four Gigabit fibre ports, and two Gigabit Ethernet ports. The high
capacity, reliabilty, and easy management of the FortiGate-3600 makes it a natural
choice for managed service offerings.

FortiGate-3600 Installation and Configuration Guide 13
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Anbivirus prodeciion introduciion

Antivirus protection

ForiGate ICSA-cerified antivines protection wirus scans web (HTTP), file transfer
(FTP), and email (SMTP, POP3, and IMAP) coment as il passes through the
ForiGate. If a virus is found, antivirus profection removes the flle containing the virus
from the content stream and forwards an replacement message 1o the intended
recipient

For extra protection, you also configure antivirus protection 1o block fles of specified
file types from passing through the ForliGate unit. You can use the feature 1o stop files
thal may contain new viruses.

If the: Forliczatle unit contains a hard disk, infected or blocked files can be quarantined.
The ForiGate administrator can download quarantined files, so that they can be virus
scanned, cleaned, and forwarded to the intended recipéent. You can also configure the
FortiGate unit to automatically delete quaraniined files after a specified time period.

The FortiGate unit can send emall alers to system administrators when it detects and
removes a virus from a content stream. The web and emall content can be in normal
network traffic or in encrypled IPSec VPN traffic.

IGSA Labs has cedified thatl ForikGate Antivirus Firewalls:

= detect 100% of the viruses listed in the current In The Wild List (wenw wikdlisiong),
= detect viruses in compressed fles using the PREip formsat,

= detedd viruses in e-maill that has been encoded using uuencode format,

= detect viruses in e=-mall that has been encoded using MIME enooding,

= log all actions laken while scanning.

Web content filtering

FortiGate web content filtering can be configured to scan all HT TP content protocol
streams for URLs or for web page conlent i a match is found between a URL on the
URL black list, orif a web page is found to contain a word or phrasa in the contént
block list, the FortiGate blocks the web page. The blocked web page is replaced with a
message that you can edil using the FortiGate web-based manager.

You can configure URL bocking o block all or just some of the pages on a web site.
Using this feature you can deny access o parts of a web site withoul denying access
10 it completely.

To prevent unintentional blecking of legitimate web pages, you can add URLs 1o an
Exempt List that overrides the URL blocking and content blocking lists.

Web content filtering also includes a script filter feature that can be configured 1o block
unsecure web content such as Java Applets, Cookies, and ActiveX.

You can also use the Cerbenan URL blocking to Bock umwanted URLS.

14 Fartinat Ine
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Introduction Email fitenng

Email filtering

Forkzate Email filtering can be configured 1o scan all IMAP and POP3 email content
for unwanted senders or for unwanted content. If a match is found between a sender
address pattern on the Email block list, or if an email s found 1o contain a word or
phrase in the banned word list, the FortiGate adds a Email tag to subject line of the
email. Receivers can then use thelr mail client software o filer messages based on
the Email tag.

You can configure Email Mocking 1o 139 email from all or some senders within
organizations that are known 1o send spam email. To prevent unintentional tagging of
email from legitimate senders, you can add sender address patlemns 1o an exempd list
that overrides the email block and banned wond lists.

Firewall
The ForiGate ICSA-certified firewall protects your computer networks from the hostile
envirgnment of the intemet. 1C3A has granted ForiGate firewalls version 4.0 firewall
cerification, providing assurance that ForiGate firewalls successfully screen for and
secure corporate networks against a wide range of threats from public or other
untrusted networks.
After basic installation of the ForliGate unit, the firewall allows users on the prodected
network to access the Intemet while bocking Intermet access 1o intemal networks. You
can modify this firewall configuration to place controls on access (o the Intemet from
the protected networks and to allow controlled access to intemal netwaorks.
FoniGate policies include a complete range of options that:
« control all incoming and outgoing netwark traffic,
= gontrol encrypled WPHN traffic,
= apply antivirus protection and web content fltening,
* block or allow access for all policy options,
= control when individual policies are in effect,
= accept or deny traffic o and from individual addresses,
= controd standard and user defined network senices individually or in groups,
s requine users to authenticate before gaining acoess,
= include ireffic shaping to set access priorities and guarantee or limit bandwidiih for
each palicy,

= include logging Lo rack conneclions for individual policies,
= include Metwork address translation (MAT) mode and Route mode policies,
= include Mixed NAT and Route mode policies.
The FortiGate firewall can operate in NAT/Roule mode or Transparent mode.

FartiGale-3500 instalation and Configuration Guride 15
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introduction

NAT/Route mode
In MAT/Route mode, you can create NAT mode policies and Route mode policies.

= MAT mode policies use network address ranslation o hide the addresses in a
MONe SEcure Zone rom users in a less secure zone.

+  Route mode policies accept or deny connections between zones without
performing address translation.

Transparent mode

Transparent mode provides the same basic firewall protection as MAT mode. Packels
received by the ForiGate unit are inteligently forwarded or blocked according o
firewall policies. The FortiGate unil can be insered In your network al any point
withoul the need 1o make changes to your nebwork or any of its componems.
However, VPM, VLAN, multi-zone functionality, and some advanced firewall features
are only available im MAT/Route mode.

VLAN

Fortigate Antivirus Firewalls support IEEE B02.1Q-compliant svirtual LAN [WVLAN) tags.
Using VLAN technology a single ForiGate unil can provide security senices to, and
controd connections beteween multiple security domains according 1o the VLAN 1Ds
added to VLAN packels. The FortiGate unit can recognize VLAN 1Ds and apply
secunty policies to secure network and IPSec VPN traffic bebween each security
domain. i can also apply authentication, content fillening, and antivirus protection Lo
VLAN-tagged nebwork and VPN traffic.

Network intrusion detection

The ForiGate Network Intrusion Detection System (NIDS) s a real-lime network
infrusion deteclion sensor that detecis and prévents a wide vanely of suspicious
network aclivity. NIDS detection uses attack signatures to identify over 1000 attacks.
You can enable and disable the allacks that the NIDS delects. You can also wiile your
own user-defined detection attack signatures.

HIDS prevention detects and prevents many common denial of senvice and packet-
based attacks. You can enable and disable prevention attack signalures and
customize attack signature thresholds and other paramelers.

To notify system administrators of the attack, the NIDS records the attack and any
suspicious traffic to the altack log and can be configured to send alert emails.

Forinet updates MIDS altack definitions periodically, You can download and install
updated attack definitions manually, or you can configure the FortiGate to
autormatically check for and download allack definition updates,

16
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Introduction VPN

VPN
Using FortiGate virtual privale networking (WVPN), you can provide a secure
connection between widely separated office networks or securely link telecommuters
or travellers 1o an office network. Sendce providers can also use the ForliGate unit to
provide VPN serices for thebr clients.
ForiGate VPN features include the follrwing:
= Indusiry standard and ICSA-cerified IPSec VPN induding:
+  IPSec, ESP security in lunnel mode,
+ DES, 3DES (Iriple-DES), and AES hardware accelerated encryplion,
HMAC MDS and HMAC SHA1 authentication and data integrity,
»  ALoIKE key based on pre-shared key tunnels,
«  IPSec VPN using local or CA cenlificates,
«  Manual Keys tunnels,
Diffie-Hellman groups 1, 2, and 5,
Aggressive and Main Mode,
Replay Detection,
Perfect Forwand Secrecy,
+  XAuth authenticalion,
+  Dead peer detection.
=  PPTP for easy connectivily with the WIPN standard suppored by the most popular
operaling sysiems.
= L2TP for easy connectivily with a more secure WPN standard also supported by
freany popular operaling systems.
=  Firewall policy based control of IPSec WPHN traffic.
= |PSec NAT traversal so thal remole IPSec VPN gateways or clignls behind a NAT
can connect 1o an IPSes VPN lunnel.
= VPN hub and spoke using a VPN concenirator 1o allow VPN traffic 1o pass from
one lunnel 1o another tunnel hrough the ForiGate unit.
«  |IPSec Redundancy 1o create a redundant AutolHE key IPSec VPN connection to a
rermate network.
High availability
High Availability (HA) provides fail-over between two or more ForliGate units. Fortinet
achieves HA through the use of redundant hardware: matching ForliGale models
running in NAT/Roule mode. You can configure the ForiGate units for either
active-passive (A-P) or active-adive (A-A) HA,
Both A-P and A-A H& use similar redundant high availabilty hardware configurations.
High availability software guarantees that if one of the FortiGate units in the HA group
fails, all funclions, established firewall conneclions, and IPSec VPN sessions ang
rhaintained.
FortiGale-3600 Installalion and Configuration Guide 17
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Secure installation, configuretion, and management Intreduction

Secure installation, configuration, and management

Installation is quick and simple. The first time you turn on the FortiGate unit, it is
already configured with default IP addresses and security policies. Connect to the
web-based manager, set the operating mode, and use the setlup wizard to customize
FortiGate IP addresses for your network, and the FortiGate unit is set to protect your
network. You can then use the web-based manager to customize advanced FortiGate
features to meet your needs,

You can aiso create a basic configuration using the FortiGate front panel control
buttons and LCD.

Web-based manager

Using HTTP or a secure HTTPS connection from any computer running Internet
Explorer, you can configure and manage the FortiGate unit, The web-based manager
supports multiple languages, You can configure the FortiGate unit for HTTP and
HTTPs administration from any FortiGate interface.

You can use the web-based manager for most FortiGate configuration settings. You
can also use the web-based manager to monitor the status of the FortiGate untt.
Configuration changes made with the web-based manager are effective immediately
without the need 1o reset the firewall or interrupt service. Once a satisfactory
configuration has been established, it can be downloaded and saved. The saved
configuration can be restored at any time.

Figure 1. The FortiGate web-based manager and setup wizard
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Introdiciion Whai's new in Version 2. 50

Command line interface

You can access the FortiGate command ling interface (CLI) by connecting a
management compuler seral por to the FortiGate RS-232 senal Console conneciorn
You can also use Telnet or a secure SSH connection to connect to the CLI from any
network connecied 1o the FortiGate, including the Intemel

The CLI suppors the same configuration and monitoring functionality as the
web-based manager. In addition, you can use the CLI for advanced configuralion
oplions not available from the web-based manager. This installation and
Configuration Guide conlaing information about basic and advanced CLI commands.
You can find a more complete description of connecting to and using the FortiGate CLI
in the ForfiGate CLI Reference Guide.

Logging and reporting
The ForliGate suppons logging of varous categories of iraffic and of configuration
changes. You can configure kogging o
= report raffic thal conmecls o the firewall,
= report network senices used,
= report traffic permitted by firewall policies,
= report traffic that was denied by firewall policies,

= repor events such as configuration changes and other management events, IPSec
tunnel negotiation, virus delection, attacks, and web page blocking,

= report altacks detected by the NIDS,
= send alert email 1o sysiem adminisirators 1o report vines incidents, intrusions, and
firewall or VPN events or viclations,

Logs can be sent loa remole syslog senver or 1o a WebTrends NellQ Security
Reporling Center and Firewall Suite sener using the WebTrends enhanced og
format. Some models can also save logs 1o an optonal internal hard drive. If 8 hand
drive is not installed, you can configure mast FortiGates 1o log the most recent avenis
and allacks detected by the NIDS 1o shared Syslem memory.

What's new in Version 2.50
This section presents a brief summary of some of the new features in FortioS v2.50:

ForfiGale-3600 nsfalalion and Configuramion Gangd 19
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What's new in Varsion 2.50 intreduciion

System administration

= Improved graphical ForiGale system health monitoring that incudes CPLU and
memory usage, session number and network bandwidth usage, and the number of
viruses and intrusions detected. See “System status” on page 110.

*  Revised antivirus and aftack definition update functionality that connects (o a new
version of the FortiResponse Distribution network. Updates can now be scheduled
hourly and the System > Update page displays more information about the current
update sialus, See "Updating antivirus and aftack definitions”™ on page 115

= Direct connaction to the Fortinet tech suppon web page fram the web-based
manager. You can register your FortiGate unit and get access to other technical
support resources. See "Registering FortiGate unils” on page 125

Network configuration

* Changes have been made to how zones are added and used, See "Configuring
Zones” on page 133,

+  Changes have been made to how VLANS are added and used. See “Configuring
VLANS" on page 140.

= MNew interface configuration options. See “Configuring interfaces” on page 135
« Ping server and dead gateway detection for all interfaces.
+  HTTP and Telnet adminisirative access 1o any interface.
Secondary IP addresses for all ForiGate interfaces.

Routing
= Simplified direclion-based routing configuration.
= Advanced policy routing (CLI only).

DHCP server
= DHCP server for the internal network (CLI only).
= Reserve IPIMAC pair combinalions for DHCP senvers (CLI only),

RIP
= New RIP v1 and ¥2 functionalily. See "RIF configuration” on page 149,

SNMP

*  SNMP w1 and v2 suppor.

+  Supporn for RFC 1213 and RFC 2885

*  Monitoring of all FortiGate configuration and functionality
= See “Configuring SNMP" on page 161
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Introdiciion Whai's new in Version 2. 50

HA

= Aclive-active HA using swilches and with the ability 1o select the schedule
= Transparent mode Ha

= AN update for HA clusters

= Configuration synchronizing for HA

See "High availability” on page 73.

Replacement messages

You can cuslomize messages senl by the ForliGate unit:
= \When a virus Is delected,

« When a file is blocked,

= When a fragmented emall is blocked

= YWhen an alert email is sent

See “Replacemenl messages” on page 164,

Firewall

= The firewall defaull configuration has changed. See “Default firewall configuration®
on page 170.

= Add vdrtual IPs 1o all interfaces, See “Virual IPs” on page 189,

= Add content profiles to firewall policies to configure blocking, scanning, quarantine,
web content blocking, and emall fillering. See “Content profiles” on page 198,

Users and authentication
«  LDAP authentication. See “Configuring LDAP support” on page 207,

VPN

Sea the FortiGzale VPN Guide fof a complete descriplion of FomiGate VPN
funclionalily. Méw faaturas include:
= Phase
+  AES encryplion
+  Cenlificates
«  Advanced options including Dialup Group, Peer, XAUTH, NAT Traversal, DPD
= Phase 2
»  AES encryption
« Encryption policies select service
=  Generate and impot local cerificates
+  Imporl CA cerificates

ForfiGale-3600 nsfalalion and Configuramion Gangd 21
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What's new in Varsion 2.50 intreduciion

NIDS

See the ForiGate NIDS Guwide for a complele description of FortiGate MIDS
functionality. Mew features include:

= Aflack delection signature groups

+  User-configuration attack prevention

= Monitor multiple interfaces for allacks

= Maonitor VLAN subinterfaces for attacks
= User-defined allack defection signatures

Antivirus

See the ForiGate Comntend Protection Guwide for a complete description of ForliGate
antivirus funclionalily. New features include:

= Content profiles
= Quaranting for files containing viruses or files that are blocked
= Blocking oversized files

Web Filter

See the ForiGale Condend Protection Guw'de for a complele descrption of ForiGate
web filtering functionality. New fealures include:

=  Cerberian URL Filtering

Email filter

See the FortiGate Conlent Protection Guide for a complete descriplion of FontiGate
email filering functionality.

Legging and Reporting
See the FortiGate Logging and Message Reference Guide for a complete description
of FortiGate logging.
+  Log 1o remole host CSY format

= Log message levels: Emergency, Aler, critical, emor, Waming, notification,
infarmation

«  Log level policies

= Tralfic log filter

= Mew antivifus, wab filter, and amail Glter lags

= Alerl email suppors authentication

«  Suppress email ooding

=  Exended WebTrends suppor for graphing aclivity
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Introdiciion Abouf this docurmant

About this document

This installation and configuration guide describes how 10 install and configure the
ForkGate-3600. This document containg the following information:

= Gelling started describes unpacking, mounting, and powenng on the FortiGate.

+  MAT/Route mode installation describes how to install the FortiGate if you ane
planning on running il in NAT/Route mode.

=  Transparent mode installation describes how to install the ForiGate if you are
planning on running it in Transparen! mode.

= High availability describes how to install and configure the FordiGate in a high
availability conbguration.

= Sysiem status describes how to view the current status of your FortiGate unit and
related sialus procedures including installing updated FordiGate firmware, backing
up and restoring system sattings, and switching between Transparent and
MAT/Route mode,

= \irus and attack definitions updates and registration describes configuring
automatic virus and attack definition updates. This chapler also contains
procedures for connecling 1o the ForiGate tech support webs site and for
registering your ForiGate unit.

*  Metwork configuration describes configuring interfaces, zones, and VLANS and
configuring routing.

=  RIP configuration describes the ForliGate RIP2 implementation and how (o
configure RIP setlings.

= System configuration describes system administration 1asks available from the
Systern > Config web-based manager pages. This chapler describes seting
sysbtem lime, adding and changed administrative users, configurng SNMP, and
editing replacermenl Messages.

= Firewall configuration describes how to configure firewall policies 1o control traffic
through the FortiGate unit and apply content protection profiles to content traffic.

= LUsers and authentication descnbes how 10 add user names 10 the ForiGate wser
database and how o configure the FordiGale to connect 10 a RADIUS server to
authenticate usaers.

= [PSec VPN describes how 1o configure FodiGate IPSec VPN,

= PPTP and L2TP VPN describes how to configure PPTP and L2TF VPNs between
the FortiGate and a windows client,

= Network Intrusion Detection Sysiem (NIDS) describes how to configure the
FortiGate NIDS to detect and prevent network attacks.

= Antivirus protection describes how use the FortiGate 1o protect your nebwork from
viruses and worms.

= Web filtering describes how to configure web contenl filtering to prevenl umvanied
Web content from passing through the FortiGale,

= Email filter describes how o configure email filtering to screen unwanied email
content.

=  Logging and reporting descrbes how to configure logging and alert email to track
activity through the FortiGate.

=  The Glossary defines many of the terms used in this document,

ForfiGale-3600 nsfalalion and Configuramion Gangd 23
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Docwmani convaniions introduciion

Document conventions

This guide uses the following conventions to describe CLI command syntax
= angle brackets = = o indicale vanable keywonds

For example:

execute restore config <filemame stra

You enter restore config myfile.bak

exxx_strs indicates an ASCI string varable keywond.

<¥x¥_integers Indicates an integer variable keyword.

cxxx_ip> indicates an IP address vanable keyword,

= vertical bar and curly brackels [ | | 10 separate alternalive, mulually exclusive
required keywonds

For example:
get system ocpmode {nat | transparent}

You can enler set system opmode nat Of set systbem cpmode
transparent

= sguare brackets [ ] 1o indicate that a keyword is optional
For example:
get firewall ipmachinding [dhepipmac]

You can enter get firewall ipmachinding or
get firewall ipmachbinding dhepipmac

24 Fortinat Inc
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Introduction

Fovtinal docimaniaiion

Fortinet documentation

Information aboul ForiGate products is avallable from the following FortiGate User
Manual volumes:

Volume 1 ForiiGate instaliation and Configuration Guide

Describes installation and basic configuration for the ForiGate unit. Also describes
how to use FortiGale firewall policies to contrel traffic flow through the ForiGate
unit and how 1o use firewall policles to apply antivirus pretection, web content
filtering, and email filtering to HTTP. FTP and emall content passing throwgh the
ForiGate unit.

Volume 2: FortiGate VPN Guide

Contains in-depth information aboul FortiGate IPSec VPN using cerdificates, pre-
shared keys and manual keys for encryplion. Also conlains basic configuration
information for the Forinet Remote VPN Cllent, detailed configuratien information
for ForiGate PPTP and L2TP VPN, and VPN configuration examples.

Valwme 3 ForfiGate Comfert Profection Guide

Describes how (o configure antivirus protection, web content filtering, and emai
filtering to prodect confent as it passes through the ForiGate unit.

Volume 4: FortiGate NIDS Guide

Describes how to configure the FortiGate NIDS to detect and protect the ForiGate
unit from network-based altacks.

Volume 5 ForliGate Logging and Meszage Reference Guide

Describes how o configure Forkzate logging and alerd emall. Also conlains the
FortiGate log message reference.

Valwrne 6 ForliGale CLI Reference Guide

Describes the ForliGate CLI and coniains a reference 1o all ForiGate GLI
commands.

The FortiGale online help also confaing procedures for using the ForliGate web-based
manager to configure and manage your FortiGate unit.

Comments on Fortinet technical documentation

You can send information aboutl ermors or omissions in this document or any Fortinet
technical documentation to techdoc@fortinet.com.

ForfiGale-3600 nsfalalion and Configuramion Gangd 25

Page 25 of 329 Netskope Exhibit 1008



Cuslormer senice and technical suppor introduciion

Customer service and technical support

For anthirus and atack definition updates, firrmyare updates, updated product
documentation, technical suppor information, and other resources, please visit the
Fortinet technical support web site at hitpisupport. fortinet.com.

You can also register ForiGate Anlivirus Firewalls from hitpVsupport forinet.com and
modify your registration information at any time.

Fortinet emall suppor is avallable from the following addresses.

amer_support@fortinet.com For customers in the United States, Canada, Mexico, Latin
Amernica and South Amenica.

apac_supportifortinet.com  For customers in Japan, Korea, China, Hong Kong, Singapore,
Malaysia, all other ,Es.mn couniries, and Australia.

eu_support@fortinet.com Far customers in the United Kingdom, Scandinawia, Mainland
Euwrope, Africa, and the Middle

For information on Forlinet telephone suppor, see hitp:isuppor.fortinet.com.
VWhen requesting technical suppon, please provide the following information:
= Your name

= Company name

= Location

=  Email address

= Telephone number

= FortiGale unit senal number

*  ForliGate model

+  FortiGate ForiDS firmware version

+  Detailed description of the problem

26 Fartinat Ine
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FortiGate-3600 Installation and Configuration Guide Version 2.50 MR2

Getting started

This chapter describes unpacking, setting up, and powering on your FortiGate
Antivirus Firewall. When you have compieted the procadures in this chapter, you can
proceed to one of the following:

= If you are going to operate the FortiGate unit in NAT/Route mode, go to
“NAT/Route mode installation” on page 43,

* If you are going to operate the FortiGate unit In Transparent mode, go to
“Transparent mode Instaliation™ on page 59.

« If you are going to operate two or more FortiGate units in HA mode, go to *High
availabiity” on page 73.

This chapter describes:

» Package contents

*  Mounting

*  Powering on

- Connecting to the web-based manager

» Connecting to the command line interface (CLI)

» Factory default FortiGate configuration settings

» Planning your FortiGate configuration

«  FortiGate model maximum values matrix

* Nextsteps

m——,

FortiGate-3600 Installation and Configuration Guide 27

Page 27 of 329 Netskope Exhibit 1008



FPackage contents Getting started

Package contents

The FoniGate-3800 package contains the following items:

*  FoniGate-3600 Antivirus Firewall

« one red crossover ethemet cable

* one gray regular ethemet cable

= one null modem cable

*  FortiGate-3600 QuickStart Guide

* two power cables

» CD containing the FortiGale user documentation

Figure 2: FortiGate-3600 package contents
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Mounting

The FortiGate-3600 unit can be mounted in a standard 19-inch rack. It requires 2 U of
vertical space in the rack.
The FortiGate-3600 unit can also be installed as a free-standing appliance on any
stable surface. For free-standing installation, make sure that the appliance has at least
1.5 in. (3.75 cm) of clearance on each side to allow for adequate air flow and cooling.
Dimensions
« 16.75x13.5x3.5in. (427 x33 x8.9cm)
Weight
*» 17.51b. (8 kg)

28 Fortinet Inc.
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Power requirements

*  Power dissipation: 460 W (max)

* AC input voltage: 100 to 240 VAC
* AC input current: 6 A

*  Frequency: 50 1o €0 Hz

Environmental specifications

«  Operating temperature: 32 to 104°F (0 to 40°C)
» Storage temperature: <13 to 158°F (-25 to 70°C)
= Humidity: 5 to 95% non-condensing

Powering on

To power on the FortiGate-3600 unit:

1 Connect the power cables to the power connections on the back of the
FortiGate-3600 unit,
2 Connect the power cables o power outlets.

After a few seconds, SYSTEM STARTING appears
on the LCD. _

MAIN MENU appears on the LCD when the system
i up and running.

Table 1: FortiGate-3600 LED indicators

LED State Description
Power Green The ForiGate unt is powered on
[Off The ForiGate unt 1s powered off
1.2,3,4 Green The coreect cable is in use, and the connected equipment has
SMHA, INT, EXT power.

(left side of Flashing | Network activity at this nterface.
faceplate) green

off No link estabished.
1 Green The correct ceble is in use, and the connected equipment has
(107100 power
interface) Flashing | Network activity at this nterface

green

Green The interface is connected at 100 Mbps.

Off No link established.
Internal Amber The correct cable s in use, and the connected equipment has
External power.

(gigabitcopper | Flashing | Network activity at this nterface.
interfaces) amber
Green The interface s connected at 1000 Mbps,

Off No link established.

FortiGate-3600 Instalation and Configuration Guide 29
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Connecting to the web-based manager

Use the following procedurs 1o connect 1o the web-based manager for the first time.
Configuration changes made with the web-based manager are effective immediately
withoul the need to resel the firewall or intermupt Sendce.

To connect 1o the web-based manager, you need:

= @ compuler with an ethemet connection,
= Intemet Explorer version 4.0 or higher,
= & crossover cable or an ethemet hub and wo ethemel cables.

P Merte: You can wse the web-Dased manager with récen! versions of mast popular web browsers
\". Theweb-based manager is fully supported for intemet Explorer version 4.0 or higher

Connecting to the web-based manager

1 Setthe IP address of the computer with an ethemet connection to the static IP
address 192.168.1.2 and a netmask of 255.255.255.0.

2  Using the crossover cable or the ethemet hub and cables, connect the Intermal
interface of the FoniGate unit to the computer ethemet connection,

3  Star Infernet Explorer and browse (o the address https: /192,168,199 {remember fo
include the *s" in hitps:i).
The FortiGate login is displayed.

4  Type admin in the Name field and select Login,
The Ragister Now window is displayed, Use the information on this window to register
wour FortiGate unil 50 thal Forinel can contact you for firmware updates, You mist
also register to receive updates o the FortiGate virus and attack definitions.

Figure 3: FortiGate login

oM  FortiGate - 3600

e Hama: |

Passwerd: |
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Connecting to the command line interface (CLI)

As an alternalive to the web-based manager, you can install and configure the
ForkGate unil using the CLI. Configuration changes made with the CLI are effective
immediately without the need to resed the firewall or intemupl Senice.

To connect to the FortiGate CLI, you need:

= @ computer with an available communications por,
= the null modem cable included in your ForliGate package,
= terminal emulation software such as HyperTerminal for Windows.,

o Mote: The fallewing procedure describes how 1o connect to the CLI uging Windows
‘- HyperTerminal software. You can use any terminal emulation program

To connect 1o the CLI;

1 Connect the null modem cable to the communications port of your computer and 1o
the ForiGate Console pord.

2  Make sure that the FortiGate unit is powered on,
3  Stard HyperTerminal, enter a name for the connection, and select OK,

4  Configure HyperTerminal to connect directly o the communications port on the
computer to which you have connected the null medem cable and select OK,

5  Select the following port settings and select OK,
Bits per second 5900

Data bits ]
Parity Hone
Stop bits 1

Flow controd Hone

&  Press Enterto connect io the ForleGate CLI.
The following prompl appears:
FortiGate-3600 login:

T Type admin and press Enter twice.

The following prompl appears:

Type ? for a list of commands.

For information on how 10 use the CLI, see the FomiGale CLI Reference Guide,

FortiGale-3600 Instalalion and Configuration Guide 31
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Factory default FortiGate configuration settings

The ForiGate unil is shipped with a faclony default configuration. This default
configuration allows you to connect 1o and use the ForliGate web-based manager (o
configure the FortiGale unit onto your network. To configure the FortiGate unil onto
your network you add an adminisirator password, change network interface IP
addresses, add DNS server IP addresses, and configunng rouling if reguined.

If you are planning on operating the FortiGate unil in Transparent mode, you can
switch to transparent mode from the factory defaull configuration and then configure
ihe ForiGate unit onto your network in Transparent mode.

Once the network configuration s complete, you can perform additional configuration
1asks such as setling system time, configuring vinus and attack definition updates, and
registering the ForiGate unit.

The factory default firewall configuration includes a single network address translation
(NAT) policy that allows users on your imternal network Io connect o the extemal
network, and stops users on the external network from connecting to the inemal
network. You can add more policies to provide more control of the network traffic
passing through the FortiGate unit.

The factory defaull content profiles can be used to quickly apply different levels of
antivirus protection, web content filtering, and email filtering 1o the network traffic
controfled by firewall policies.

= Fadlory defaull NAT/Route mode network configuration

=  Factory default Transparent mode network configuration

= Faclory defaull firewall configuration

=  Fadlory defaull content profiles

Factory default NAT/Route mode network configuration

When the FortiGale uni is frst powered on, # & running in MAT/Route mode and has
ihe basic network canfiguration listed in Table 2. This configuraton alkows you Lo
connect o the FortiGate unit web-based manager and establish the configuration
required (o connect the ForiGate unit to your network, In Table 2 HTTPS
management access Means you can connect to the web-based manager using this
interface. Ping managemen access means this interface responds 1o ping requests.

Table 2: Factory default NAT/Roube mode network eanfiguration

Administrator Liser maime adrmn
aceoLnt Password {mane]
IP: 192 1668,1.20
Internal interface Metmask 2652552650
Managemenl Access HTTPE, Ping
32 Fortinat In¢

Page 32 of 329 Netskope Exhibit 1008
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Table 2: Factory default NAT/Route mode netwerk eonfiguration [Continwed)

P 162 186,100 68

Meatmask 255,255 2550

Datault Gateway: 192 1681001
External Inerface | primary DS Server 207.184.200 4

Secondary DNS Sarver, 207,194 200,120

Management Access: Fing

P 0.00.0
Interface 1 Netmaszk 0.0.000

Management Access Fing

IP; 0.0.0.0
Interface 2 MWetmask 0.0.000

Managemenl Access Ping

IF; 0.0.0.0
interface 3 Metmask 0.0.0.0

Management Access Fing

=5 0.0.0.0
Interface 4 Watmask 0.0.0.0

Management Access Ping

=5 0.0.0.0
Interface 5/HA Hetmask 0.0.00

Management Access: Ping

Factory default Transparent mode network configuration

If you switch the FortiGate unit to Transparent made, it has the default network
configuration listed in Table 3.

Table 3: Factory default Transparent mode nebwork configuration

Administrataor LIS marm admin
acLoum Password: (none)
IP: 110,101
Man ment [P
i Matmask: 2552552550
DNS Primary DNS Server 207 194 2001
Secondary DNS Server 207 194,200,129
FariGaa-J600 nslalalion and Configuralion Gurde 33
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Table 3: Factory default Transparent mode network configuration (Continued)

Internal Hﬁﬁ'mg
Extermal Ping
Interface 1 Fing
Management access | Interface 2 Fing
Interface 3 Ping
interface 4 Ping
Interface S/HA Ping

Factory default firewall configuration

The factory defaull firewall configuration is the same in NAT/Route and Transparent
made,

Table d4: Factory default firewall configuration

Internal T IP; 0,000 Ftepre;anbaﬂ of the [P addresses on the internal
Address =" [WMask 0.0.0,0| "ok
External IF; 0,000 Fepresents all of the 1P addresses on the external
Ext 1Al
Address | = e R TR | Metwork
Recurring | Always The schedule is valid at all times This means that
Schadule the fireweall policy is valid at all times,
Firensall Internal - =External Fireswvall policy Bor connections from the intemal
Palicy netaark bo the extenal network.
Bource Imternal Al | The policy saurce address, intarnal_All means thal
ﬂ':lllﬂp‘l:il'itr #cocepts connections from any intemal 1P
addrass,

Destination | External Adl | The policy destinabion address. Extemal_all means
it the pobioy actepls conneclions with &
destination address 1o any 1P addiess on the

exdernal netwerk

Schedule | Abaays The palicy schedule. Alwvays means that the policy
is walid at any time

Service A The policy service, ANY means that this policy

procésses connecions fof all Senaced

Action ACCEPT | The policy action. AGCEPT means that the policy
allows cannachons

B MAT MAT is selcted fof the NAT/Route mode dataul
palicy &a that the palicy apphes network address
translation to the traffic W thie padicy
MAT Is nat avadabbe for Transpa m&da pofnties

D Traffic Shaping Traffic shaping s not selected. The pokcy does nat
apply trafhe shaping 1o the trate contralied by the
policy. You can Select this aption fo control the
FRAXIFFL & FRRIMU ameunt of bandwidlh
available to traffic processed by the policy.
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Table 4: Factory default firewall configuration |(Continued)

O Authentication Authentication is not selected Users do not have to
authenticata with the firewall before connecting to
their destination address. You can configure user
graups and select this option to require users to
authenticate with the firewall bafore they can
conmect throwgh the firewall.

O Antivirus & Web Fllter | Antiirus & 'Web Filter ks not selected. This policy
does not inclede a content prafile that applies
anthvirus pratection, web content filtenng, or ermail
filtering 1o content fraffic processed by this policy:
Yaiu can select this option and select a contant

rofile to apply diferent levels of content protection

traffic processed by this policy.

O Log Traffic Log Trafic i not selected, This policy does not
recond messages to the traffic log for the traffic
Emmm by this podicy. You can configure

ontiGate legging and select Log Traffic 1o reccrd all
conmections through the firewall that ane accepted
by this policy.

Factory default content profiles

You can use content profiles to apply different protection settings for content traffic
controfled by firewall policles. You can use content profiles for:

= Antivirus profection of HTTP, FTR, IMAP, POP2, and SMTP network traffic

= Web content filtering for HT TP network traffic

= Email filtering for IMAP and POP3 network traffic

= Owersized file and email blocking for HTTR, FTR, POP3, SMTP, and IMAP network
traffic

= Passing fragmented emails in IMAP, POP3, and SMTP email fraffic

Using content profiles you can build up protection configurations that can be easily
applied 1o different types of Firewall policies. This allows you 1o customize different
types and differont levels of protection for different frewall policass.

For exampie, while traffic between internal and exdernal addresses might need strict
protection, traffic between trusted internal addresses might need moderate protection.
Wiou can L‘.Dl'lﬁnul'ﬂ pﬂﬁﬁﬂﬁ for different iraffic services to use the same or different
coment profiles.

Content profiles can be added to NAT/Route mode and Transparent mode policies,

Strict content profile

Use the strict content profile to apply maximum content proteclion 1o HTTR, FTR,
IMAP, POP3, and SMTP confend traffic. You would nol use the strict content profile
under normal circumstances, but i is available if you are having extreme problems
with viruses and require maximum content screening protection.

FortiGale-3600 nstalalion and Configuration Gude 35
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Table 5: Strict content profile

Options HTTP | FTP | IMAP | POP3 | SMTP |
Anfhinus Scan 8 | B @ E] 8 |
File Block =] E] = = I
Quarantine ] B B =] G
Web URL Block =]

VWeb Content Block =]

Web Script Filter =]

Web Exempt List a8

'Emall Block List = =

Emall Exarmpt List & &

‘Email Content Black E =

Oversized Flle/email Block block | block | block | block | block
Scan content profile

Use the scan content profile to apply antivirus scanning to HTTPR, FTP, IMAR, POP3,
and SMTP content traffic. Quarantine is also selected for all content services. On
ForniGate models with a hard drive, if antivines scanning finds a virus in a file, the file is
quarantined on the Fonikzate hard disk. If required, system administralors can recover
quarantined files.

Table & Scan content profile

Options HTTP FTP IMaPF POP3 SMTP

Antharus Scan =] i B & =]

File Biock o O (| O [ ]

Cluaranting 7] B & B B

Web URL Block o

Web Conlent Black m]

Wb Soripl Filter o

Wb Exempt List O

Email Block List o o

Emiail Exermpd List O O

Email Content Bkck (| O

Owerszed FileEmail Black pass pass pass passa pass

Pass Fragmented Emails | O 0
36 Fortinat Inc
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Web content profile

Use the web content profile 1o apply antivines scanning and Web content blocking to
HTTP content traffic. You can add this conlent profile to firewall policies that conteol

HTTP traffic.

Table T: Web content profila

Options

- -
3
i

Anthimnus Scan

Flle Block

Cuarantine

ol of |:|! al

ol of ol E
O| o] o| %l

o} O) ﬂl

Web URL Block

Web Content Block

Web Script Filter

Web Exempt List

'Emaill Block List

Oy 0| O] @| =) = O EII

‘Email Exemgt List

'Emall Content Block

Cwersized FilefEmall Biock

ol &| o| ol o
ol | ol o| o}

5 pass
[a]

Fazs Emgmanted Emails

Unfiltered content profile

Use the unfiltered content profile if yvou do not want 1o apply any content profection 1o
content traffic. You can add this content profile to firewall policies for connections
between highly trusted or highly secure networks where content does not need o be

protecied.

Table B Unfiltered content profile

Options HTTP FTP IMAF | POP3 | SMTP
Anfiirus Sean O O O m o
File Block o o (| O [ |
Cluaranting O O | O o
Web URL Block o

Web Conlent Black [m]

Wb Soripl Filber o

Web Exempt List &

Email Block List o o o

Emall Exernpd List & &

Email Cantent Bixck (| O

Oversized FilafEmail Black P prast pss pass piass
Pass Fragmenled Emails = &= 7

FortiGale-3600 nstalalion and Configuration Gude
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Planning your FortiGate configuration

Before beginning 1o configure the FortiGale unil, you need 1o plan how 1o integrate the
unit into your network. Among other things, you have to decide whether or nol the unit
will be visible 1o the network, which firewall functions i will provide, and how it will
control the traffic flowing between its interfaces.

Your configuration plan is dependent upon the operating mode that you select. The
ForiGate unit can be configured in either of bwo modes: NAT/Roule mode (the defaull)
or Transparent mode.

MNAT/Route mode

In MAT/Route mode, the unit is visible to the network. Like a router, all of ils interfaces
are on different subnels. The following inlerdfaces are avadable in NAT/Roule mode:

=  Exemnal i the interface o the external network (usually the Intemel).

= Internal is the Interface to the internal network.

= Inlerfaces 1, 3, and 4 can be connecled 1o any networks.

= Interface 2 can be connected to a DMZ network or to any other network.

= Interface 5MA can be connected 1o another network. Interface S/HA can also be
connected to olher ForiGate-3600s if vou are installing an H& cusier.

You can add security policies to conirol whether communications through the
FortkGate unit operate in MAT mode or in route mode. Security policies control the flow
of traffic based on each packet's source address, deslination address and service. In
NAT mode, the FonliGate performs network address translation before the packet is
sent to the destination network. In route mode, no translation takes place.

By default, the FortiGate unil kas a NAT mode securty policy thal allows users on the
internal network to securely download content from the external network. Mo olher
traffic is possible wntil you have configured more securnly policies.

You would typically use NAT/Route mode when the FortiGate unit is used as a
gateway between private and public networks. in this configuration, you would creale
MNAT mode policies 1o control traffic Aowing between the intemal, private netwaork and
the external, public network (usually the Intemet).

If you hawe multiple ntermal nebworks, such as a DME network in addition 1o the
internal, private network, you could creale route mode policies for traffic lowing
between them.

38 Fortinat Inc
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Planning your FortiGate configuration

Figure 4: Example NAT/Route mode network configuration
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NAT/Route mode with multiple external network connections

In NAT/Route mode, you can configure the FortiGate unit with multiple redundant
connections 10 the external network (usually the Internet). For example, you could
create the following configuration;

« External is the default interface to the external network (usually the Internet)

« Interface 1is the redundant interface to the external network.

* Intemal is the interface 10 the intemal network.

+ Interface 2 is the interface to the DMZ network,

You must configure routing to support redundant internet connections. Routing can be

used to automatically re-direct connections from an interface if its connection to the
external network fails.

Otherwise, security policy configuration is simiar to a NAT/Route mode configuration
with & single Internet connection. You would create NAT mode policies to control traffic
flowing between the internal, private network and the external, public network (usually
the Internet).

If you have multiple intemal networks, such as a DMZ network in addition to the
internal, private network, you could create rmoute mode policies for traffic flowing
between them

Figure 5: Example NAT/Route multiple internet connection configuration
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Transparent mode

In Transparent mode, the FortiGate unit & invisible to the network. Similarto a
network bridge, all of FortiGate interfaces must be on the same subnet. You only have
to configure @ management |P address so that you can make configuration changes.
The management IP address is also used for antivirus and attack definition updates.

You would typically use the FortiGate unit in Transparent mode on a private network
behind an existing firewall or behind a router. The FortiGate unit performs firewalling
as well as antivirus and content scanning but not VPN

Figure 6: Example Transparent mode network configuration
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You can connect up to six network segments 1o the FortiGate unit to control traffic
between these network segments.

» External can connect 1o the external firewall or router.

= Internal can connect to the intemal network,

* Interface 1, 2, 3, and 4 can connect 1o other network segments.

* Interface 5/HA can connect to another network segment. Interface 5/HA can also
connect to other FortiGate-3600s if you are installing an HA cluster.

Configuration options

Once you have selecled Transparent or NAT/Route mode operation, you can
complete your configuration plan, and begin configuring the FortiGate uni.

You can use the web-based manager setup wizard, the control buttons and LCD, or
the command line interface (CLI) for the basic configuration of the FortiGate unit.

Setup Wizard

If you are configuring the FortiGate unit to operate in NAT/Route mode (the default),
the Setup Wizard prompts you 1o add the administration password and the internal
and external interface addresses. Using the wizard, you can also add DNS server IP
addresses and a default route for the exteral interface.

In NAT/Route mode you can also configure the FortiGate to allow Intemet access to
your intemal Web, FTP, or email servers.

If you are configuring the FortiGate unit to operate in Transparent mode, you can
switch to Transparent mode from the web-based manager and then use the Setup
Wizard to add the administration password, the management I° address and
gateway, and the DNS server addresses.

40 Fortinet inc.
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CLl

If you are configuring the ForiGate unil to operate in NAT/Route mode, you can add
ihe administration password and all interface addresses. Using the CLI, you can also
add DNS server IP addresses and a defaull route for the extemal interface.

If you are configuning the ForliGate unil to operate in Transparent mode, you can use
the CLI 1o switch o Transparent mode, Then you can add the administration
password, the management IP address and gateway, and the DNS server addresses.

Front keypad and LCD

If you are configuring the FortiGate unit to operate in MAT/Route mode, you can use
the control buttons and LED to add the IP address of the FortiGate interfaces as well
as the external defaull gateway.

If you are configuring the FordiGate unil to operate in Transparent mode, you can use
the conirol buttons and LCD to swilch to Transparent mede. Then you can add the
management IP address and default gateway.

FortiGate model maximum values matrix

Table 8: FortiGate maximum values matrix

FortiGate model
50 60 100 200 300 400 500 1000 | 2000 | 3000 | 3500
Palicy 200 500 1000 (2000 |S000 (SQO0D (20000 |SO0O00 (50000 |SOQ0O0 | S0000
Address 500 500 500 500 3000 (3000 |6O00  [1000D | 10000 | 10000 | 10000
Address group 500 S00 500 500 500 500 500 S 500 200 500
Senvice 500 500 00 500 500 oS00 500 ] 500 00 500
Sendice group 500 500 500 500 500 SO0 500 o 500 200 500
Recurring schedule 256 256 256 258 258 255 258 258 256 2068 258
Omnetime schedule 256 256 258 256 256 238 256 238 258 258 258
User 20 500 1000 1000 |1000  (10DD 1000|9000 (1000 | 1030|1000
User group 100 100 100 100 100 100 100 100 100 100 100
Group members 300 300 300 300 300 300 300 S0 300 300 300
Virtual |Ps 500 500 500 500 500 500 500 L 500 200 500
IP/MAC binding &0 100 1000 j10Q0 |Z2000 (2000 (2000 |S0OO  (BO00 |SDRD | 5000
Rowte 500 500 500 500 500 SO0 500 500 500 o00 500
Paolicy route gateway | 500 500 500 500 500 500 500 S 500 =00 500
Admin user 500 500 oS00 S00 500 500 500 i 500 500 500
IPsec Phase 1 20 50 &0 200 1500 |00 |3000 (5000 |S000 |SO00 (5000
VPN concentrator =00 500 500 500 500 S00 500 S0 500 200 500
VLAN subinterface PRy B, P, i Pah, 1024* 1024 |20d48° (2048° |E1892* |B8192*
Lo MR, [/ [F:9 M [ IS Ity 100 100 200 200 300 500
FariGaa-J600 nslalalion and Configuralion Gurde a4
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Table 8: ForthGate maximum values matrix

FortiGate model
50 60 100 200 300 400 00 | 1000 | 2000 | 3000 | 3600
I pool 50 50 50 50 50 50 50 50 50 50 S
RADIUS server & & & & & L] & B & L B
File pattern 56 &5 56 3 56 56 56 &5 73 56 58
PPTP user 500 |500 |500 |S00 |500 |500 |500 |S00  |500 |S00 | 500
LZTP user 500 |500 |500 |500 |500 |500 |500 |500 |S00  |500 | 500
TRLI:I-WI: i bt | ne leell | me DiondE | e liersld | e Lt | m liemft | oo Dienit | mo lirmlt | moo lienit | me et | Ao it
Content block no limit | mo lirmi | no limit | no lirmit | na lire | no limit | no li;t | oo limi | no limit |no limi | no it
Emptl.lEL no it | o lirod | oo liet oo lieel | no s | no il | oo diesit | imo lieelt | ne liesdt | o liemd | o it
MNext steps
MNow thal your FortiGate unil is operating, you can proceed 1o configure it to connect 1o
networks:
= If you are going lo operate the FortiGate unit in NAT/Route mode, go to
‘NATRoute mode installation™ on page 43.
= If you are going to operale the ForiGate unit in Transparent mode, go to
“Transparen mode installation” on page 59,
= |If you are going 1o operate two or more ForliGate units in HA mode, go to “High
availability™ on page 73.
42 Fortinef inc
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FortiGate-3600 Installation and Configuration Guide Version 2.50 MR2

NAT/Route mode installation

This chapter describes how to install your FortiGate unit in NAT/Route mode. To install
your FortiGate unit in Transparent mode, see “Transparent mode installation” on
page 59. To install two or more FortiGate units in HA mode, see "High availability™ on

page 73.

This chapter describes:

» Preparing to configurs NAT/Route mode
* Using the setup wizard

* Using the front control buttons and LCD
* Using the command kne interface

« Completing the configuration

«  Connecting the FortiGate unit to your networks

» Configuring your networks

» Compieting the configuration
= Configuration example: Multiple connections to the Internet

Preparing to configure NAT/Route mode

Use Table 10 to gather the information that you need o customize NAT/Route mode

sellings

Table 10: NAT/Route mode settings

Administrator Password:

Internal interface

External interface

Netmask

Defaull Gateway
Primary DNS Server:
Secondary DNS Server

[lntufaoc 1

P
Nemask

m——,
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Using the sedup wizand MATRoute mode inslaliation

Table 10: NAT/Route mode settings (Continuwed)

1= 2
Interface
Metrmask: -
Interface 3 i A
{optionally conneact ;
in 5 DMZ network) Matrnask; £
i i
Interface 4
Metrmask: :
i 3
Interface S/HA
Meirmask: P
Web Senver E
SMTP Server .
POP3 Server: "
Internal servers BAAP Servar )
FTF Server :
Im provide access from the Internet fo a web server, mail server,
| server, of FTF server installed on an internal netweork, add the IP
addresses of the senrsers here,
Using the setup wizard

From the web-based manager, you can use the setup wizard 1o ereate the initial
configuration of your FortiGate unil. To connect to the web-based manager, see
“Connecting 1o the web-based manager” on page 30.

Starting the setup wizard
To start the setup wizard:

1 Seleci Easy Setup Wizard (the middle button in the upper-right comer of the
wob-based manager).

2 Use the information that you gathered in Table 10 on page 43 lo fill in the wizard fields.
Select the Nex button 1o step through the wizard pages.

3 Confirm your configuration settings and then sekect Finish and Close.

e Note: If you use the setup wizard to configure internal server seftings, the ForiGate unit adds
W pan forwarding vitual IPs and firewall policies for each senver. For each senver located in your
T Internal zone the ForiGate unit adds an External - -Internal policy. For each server located in
your DME Zone, the FodiGate unit adds an External - sDME policy
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Reconnecting to the web-based manager

If you changed the IP address of the internal interface while you were using the selup
wizard, you must reconnedct o the web-based manager using a new IP address.
Browse Lo hitps. followed by the new IP address of the intemal interface. Othenwise,
you can reconnect to the web-based manager by browsing to hilps/H192.168.1.99.

You have now completed the indial configuration of your ForliGate unil, and can
proceed 1o “"Completing the configuration” on page 48,

Using the front control buttons and LCD

As an alternative to the setup wizard, use the information that you recorded in
Table 10 on page 43 to complete the following procedure using the front control
buttons and LED:

1 Press and hold the Esc button untll Main Menu appears (after four seconds).

2  Press Enter three times to configure the intemal — .
interface |P address. - |P Address

3 Setthe intemal interface IP address. 192,168.100.001

Lise the up and down amow keys (o increase or decrease the value of each 1P address
digit. Press Enter to move to the next digit. Press Esc to move (o the previous digit.

A Mote: YWhen you enter an IP address, the LCD display always shows three digits for each part
b of the address. For example, the |P address 152 168, 100.1 appears on the LCD display as
“FT 0 182.1688.100.001, The IP address 192,188 23 45 appears as 182 168,023 045

When you have sel the last digit of the IP address, press Enter,
Use the down arrow 10 highlight Nelmask,

Press Enter and set the internal Nelmask.

When vou have sel the last digit of the Netmask, press Enter,
Press Esc o retum 1o the Main Menu,

Repeat these steps o configure the external interface, external default gateway, and
other interfaces if required.,

You have now completed the basic configuration of your ForiGate unit, and you can
proceed 1o *Completing the configuration” on page 48,

o = ;g

Using the command line interface

As an alternative to using the setup wizard, you can configure the FortiGate unit using
the command line interface (CLIY. To connect 1o the CLI, see "*Connecting to the
command line interface (CLIY" on page 31.
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Configuring the FortiGate unit to operate in NAT/Route mode

Use the information that you gathered in Table 10 on page 43 10 complete the
following procedures.

Configuring NAT/Route mode IP addresses
1 Log indo the CLI T you are not akeady logged im.
2  Setthe IP address and netmask of the internal interface (o the intemal IP address and

netmask that you recorded in Table 10 on page 43. Enter;

gat ayetem interface intermnal mode static ip <=IP addresa=
crietmasks

Example
gat aystem interface internal mode atacic ip 192.168.1.1
255.255.255.0

3  Selihe IP address and nefmask of the extemnal inlerface to the exiemnal IP address
and netmask thal you recorded in Table 10 on page 43,

pet aystem interface external mode static ip <IP addresa=
cnetmagks

Example
gat aystem interface external mode static ip 204.23.1.5
255.255.255.0

4  Setihe IP address and netmask of interfaces 1, 2, 3, 4, or 5'ha 1o the IP addresses
and netmasks thal you recorded in Table 10 on page 43.

set system interface <interface_names mode scatic ip
<IP_address»> <netmasks

Example

To sef the |P address of interface 3 to 192.45.56.73 and netmask o 255 255.255.0,
enbar

et asystem interface portl mode atatie ip 192 .45.56.73
255 .255.255.0
5  Confirm that the addresses are cormecl Enter:
get aystem interface
The CLI lists the |P addrass, netmask and other settings for each of the FortiGate
inferfaces,
6 Sed e pimary DNS server P addresses. Enter
gat ayatem dna primary <IP addresass
Example
gat gyatem dne primary 293 .44 .75 21
¥ Optionally, sel the secondary DNS server IP addresses. Enler
get ayacem dng asconda Ty «IP addreasss
Example
get aystem dna secondary 293 .44.75.22
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8  Selihe default route 1o the Defaull Gateway IP address.
get aystem rouce number <route no= dac 0.0.0.0 0.0.0.0 gwl
cgaceway ips
Example
pet gystem route number 0 dak 0.0.0.0 0.0.0.0 gwl 204.23.1.2

Connecting the FortiGate unit to your networks
When the initial configuration s complete, you can connect the FortiGale-3600 unil
between your intemal network and the Intemet.

There is one 1041 00Base-TX interface {interface 1) on the ForiGate-3600 that can be
connecled to a 10/100 Base-T network.

There are two copper gigabit ethemet conneclors on the Forkzate-3600:

*  Intermnal for connecting 1o your intemal network,

= External for connecting to your public switch or router and the Internet.
There are four fiber-oplic gigabit ethernet conneciors on the FodiGate-3800:

= 2.3, and 4 for connecting 10 networks,

= 5HA to connect to another FortiGate-3600 for high availability (see “High
availabilily™ on page 73) or to connect to another network.

o Mote: ‘ou can akso create redundant connections to the internet by connecting two interfaces
"Ck _ to separate Intemet connections. For example, you could connect the interface 2 and 3 to
T different Intemel connections, each provided by a diffarent senvice provider, See "Configuration

evample Multiple conmections 1o the Internel” on page 50
To eonnect the FortiGate-3800 unit running in NAT/Roule mode:

1  Connecd the internal interface 1o the hub or Swilch connected to your infemal nebwork.

2  Connect the Extemnal interface to your public switch o router.

3  Optionally connect interfaces 1, 2, 3, 4 and 5/HA to nebworks.
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Figure 7: FortiGate-3600 NAT/Route mode connections

DMZ Network Internai Network
Port 3 Internal
FortiGate-3600 External
Internet
£

Configuring your networks

If you are running the FortiGate unit in NAT/Route mode, your networks must be
configured to route all Intemet traffic to the |P address of the FortiGate interface to
which they are connected.

Make sure that the connected FortiGate unit is functioning properly by connecting to
the Internet from a computer on your internal network. You should be able to connect
to any Intemet address

Completing the configuration

Use the information in this section to complete the initial configuration of the FortiGate
uni.

Configuring interfaces 1, 2, 3, and 4

Use the following procedure to configure interfaces 1, 2, and 3 using the web-based
manager,

1 Log into the web-based manager.
2 Goto System > Network > Interface
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3  Choose an interface and select Modify 5
Select from portt, porl2, port3, and portd.

4  Change the IP address and Metmask as requined.
5  Select Apply.

Configuring interface 5/HA

Usze the following procedure to configure interface 5/HA 1o connect 10 8 network:
Log into the web-based manager.

Go to System > Network > Interface.

Choose portS/a and select Madify .

Make sure that Work as HA 5 nol selected.

Change the IP address and Metmask as required.,

Select Apply.

L T O

Setting the date and time

For effective scheduling and logging, the ForliGate system date and time should be
accurale. You can either manually sel the system date and time or you can configure
ihe ForliGale unit 1o automatically keep ils lime correct by synchronizing with a
Metwork Time Protocol (NTP) server.

To set the FortiGate system date and me, see “Selting system date and time” on
page 157.

Enabling antivirus protection

To enable antivirus protection 1o protedd users on your internal network from
downloadmg a virus from fhe Intermed:

G0 1o Firewall > Palicy > Intérnal- -Extéernal.

Select Edit #5 to edit this policy.

Select Anti-Virus & Web filter 1o enable antvines protecion for this pohcy,
Select the Scan Content Profile.

Select OK Lo save your changes.

LU T

Registering your FortiGate

After purchasing and installing a new FortiGale unit, you can regester the unit by going
1o System = Update > Suppor, or using a web browser to conmect 1o
httpcitsupport . fortinelcom and selecling Product Reqgistration.

Registration consists of entering your contact information and the senal numbers of
the FotiGate units you or your organization have purchased. Registration is quick and
easy. You can register multiple FortiGate units in a single session without re-entering
your contact information.

For more information aboul registration, see *Registering ForliGate unils™ on
page 125.
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Configuring virus and attack definition updates

You can go to System > Updale 1o configure the ForiGate unil to automatically check
1o see if new versions of the virus definitions and attack definitions are available. If
finds new versions, the FortiGale unit automatically downloads and installs the
updated definitions.

The ForliGate unit uses HTTPS on port 8890 1o check for updates. The FortiGale
extemnal inerface must have a path 1o the ForliResponse Distribution Nelwork (FDN)
using porl 8890,

To configure automatic vinus and attack updates, see “Lipdating antivirus and atlack
definitions” on page 115.

Configuration example: Multiple connections to the Internet

This section describes some basic routing and firewall policy configuration examples
for a ForiGate unlt with multiple connections to the Internet {see Figure 8). In this
lopolagy, the organization operating the ForliGate unit uses two Intermet serdce
providers 1o connect 1o the Intemel. The ForliGate unil is connected to the Internet
using the external and por 3 interfaces. The external interface connects to gateway 1,
operated by ISP1 and pod 3 connects o galeway 2, operated by ISP2.

By adding ping servers to interfaces, and by configuring routing you can control how
traffic uses each Intemet connection. With this routing configuration is place you can
proceed 1o create firewall policies 1o support mulliple intemet connections.

This section provides some examples of routing and firewall configurations to
configure the FortiGate unit for mullipla intemet cannections. To usa the information in
this section you should be familiar with FortiGate routing (see “Configuring routing” on
page 47) and FortiGate firewall configuration (see “Firewall configuration™ on

page 184).

The examples below show how 10 configure destination-based routing and policy
routing to control different iraffic patlems.

+  Configuring Ping servers

»  Destination based rouling examples

= Policy routing examples

Firewall policy example

50 Fortinet Inc
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Figure 8: Example multiple Internet connection configuration
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Configuring Ping servers

Use the following procedure to make Gateway 1 the ping server for the extemal
interface and Gateway 2 the ping server for pon3,

1 Go to System > Network > Interface.

2 Forthe extemal interface, select Modify ¥,
« Ping Server: 1.1.1.1
» Select Enable Ping Server
» Select OK

3 For port3, select Modify ¥

* Ping Server.22.21
+ Select Enable Ping Server
« Select OK

FortiGate-3600 Installation and Configuration Guide 51
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Using the CLI

1 Add a ping server to the external interface.

get system interface external config decectserver 1.1.1.1
gwdetect enable

2  Add aping server o por3.

get gystem interface portd config detectserver 2.2.2.1 gwdetect
enakle

Destination based routing examples

This section describes the following destination-based routing examples:
+  Primary and backup links 1o the Interne

* Load shanng

= Load sharing and primary and secondary connections

Primary and backup links to the Internet

Use the following procedure 1o add a defaull destination-based route that directs all
oulgoing traffic to Gateway 1. If Gateway 1 fails, all connections are re-girecied to
Gateway 2. Gateway 1 is the primary link to the Internet and Gateway 2 is the backup
fink.,

Go to System > Network > Routing Table,
2 Select New.

= Destination IP: 0.0.0.0

= Mask: 0.0.0.0

= Gateway #1:1.1.1.1

= Gateway #2: 2.2.2.1

= Device #1: exemal

«  Device #2: port3

= Select OK.

Using the CLI

1 Add the route 1o the routing lable.

gat aystem route number 0 det 0.0.0.0 O0.0.0.0 gwl 1.1.1.1
dewl port2 gw2 2.2.2.1 dew2 porti

Table 11: Route for primary and backup links

Destination IP | Mask Gateway 81 | Device #1 Gateway 82 | Devics #2
0.0.0.0 0.00.0 1.1.1.1 external 2221 prortd
52 Fortinet inc
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Load sharing

You can also configure destination routing to direct traffic through both gateways at
ihe same time. Il users on your internal network connect to the networks of 1ISP1 and
ISP2, you can add routes for each of these destinations. Each route can include a
backup destination to the network of the other ISP

Table 12: Load sharing routes

Destination 1P| Mask Gateway #1 |Device #1 | Gateway #2 | Device #2
100.100.100.0 |255.256.255.0 [1.1.1.1 external 2221 porta
200 2002000 | 255256 2550 (2221 portd EEE] external

The first route directs all traffic destined for the 100.100.100.0 network oul the extemnal
interface to gateway 1 with the [P address 1.1.1.1. If this router is down, traffic
destined for the 100,100.100.0 network is re-direcied oul pon3 (o gateway 2 with the
IP address 2.2.2.1.

Load sharing and primary and secondary connections

You can combding these routes into a more complete multiple internel connection
configuration. In the topology shown in Figure 8 on page 51, users on the internal
network would connect to the Intermet 1o access web pages and other [nternet
resources. However, they may also connect 10 senices, such as email, provided by
iheir ISPs. You can combine the roules described in the previous examples to provide
users with a primary and backup connection 1o the Internet, while at the same lime
routing traffic to each ISP nelwork as required.

The routing described below allows a user an the intermal netsork to connect to the
Intemet through gateway 1 and ISP1. At the same time, this user can also connect
through to gateway 2 1o access a mail server maintained by 1ISP2.

Adding the routes using the web-based manager
Go 1o System > Network > Routing Table.
2 Seled New to add the defaull route for primary and backup links 1o the Internel
= Destlination |P: 0.0.0.0
+  Mask:0.0.0.0
= (zaleway #1:1.1.11
= Galeway #2:2.2.2.1
= Device #1: external
«  Device 82 port3
=  Salect OK.
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3  Select New 1o add a route for conneclions to the network of 1I5P1.
«  Destination P:; 100.100.100.0
«  Mask: 255 255.255.0
= Gateway #1:1.1.1.1
= Galeway #2: 2221
= Device #1:; external
= Device #2: porl3

4  Select New to add a route for connections to the network of ISF2.
= Destination [P: 200.200.200.0
Mask: 255.255.255.0
= Gateway #1: 2.2.2.1
= Gateway #2: 1.1.1.1
« Device #1; pord3
= Device #2: exienal
= Select OK.

§ Change the order of the routes in the routing table to move the default route below the
other two routes.

= For the defaull route select Move to C3s.

«  Type a number in the Move to field 1o move this route 1o the bottom of the Bst.
If there are only 3 routes, lype 3.

= Select OFK.

Adding the routes using the CLI

1 Add the route Tor connections to the network of ISP2,

get aygbem route number 1 4at 100.100.300.0 255.255_255.0 gwl
1.1.1.1 devl external gw2 2.2.2.1 devi port3l

1 Add the route for connections to the network of ISP,

get ayscem rouke number 2 dat 200.200.200.0 255.255_255.0 gwl
2.2.2.1 devl pored gw2 1.1.1_.1 dev? extarnal

2 Add the default route for primary and backup links o the [ntermet,

get gyatem route number 3 dac 0.0.0.0 0.0.0.0 gwl 1.1.1.1
devl external gw2 2.2.2.1 dev2 porcl

The rowting table showld have roules amranged as shown in Table 13

Table 13: Example combined routing table

Destination |P' | Mask Gateway #1 |Device 81 | Galeway #2 | Device 82
100.100,100.0 |255.255.2550 |1.1.1.1 external 2221 por3
200.200.200.0 [255.255255.0 |2221 port3 1.1.1.1 external
0000 0.0.0.0 1.1.1.1 external 2221 por3

54 Fartinat Ine
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Policy routing examples

Policy routing can be added 1o increase the conltrol you have over how packels are
routed. Policy routing works on lop of destination-based routing. This means you
should configure destination-based routing first and then bulld policy routing on lop to
increase the control provided by destination-based routing.

For example, if vou have used destination-based routing 1o configure routing for dual
intemet connections, you can use policy routing o apply more control (o which traffic
is sent lo which destination route. This section describes the following policy routing
examples, based on topology similar 1o that shown in Figure 8 on page 51.
Differences are noted in each examgple.

The policy routes described in these examples only work if you have already defined
destination routes similar to those described in the previous section.

*  Routing traffic from internal subnets to different external networks

+  Rouling a sendce to an external network

For more information aboul policy routing, see “Policy routing” on page 146,

Routing traffic from internal subnets to different external networks

If the ForfiGate provides internet access for multiphe intemal subnets, you can use
policy routing to control the route that traffic from each network takes 1o the Intemet.
For example, if the internal network includes the subnets 192.168.10.0 and
192.168.20.0 you can enter the following policy routes:

1 Enter the following command o route traffic from the 192.168.10.0 subnet 1o the
100.100.100.0 external network:
get gystem route policy 1 sre 192.168.10.0 255.255.255.0 dsk
100.100.100.0 255.255.255.0 gw 1.1:1.1

2  Enter the following command o route traffic from the 192.168.20.0 subnet 1o the
200.200.200.0 external network:

get system route poliecy 2 sre 192.168.20.0 255.255.255.0 dsee
200:.200-200.0 255.255.255.0 gw 2.2.2.1

Routing a service to an external network

You can use the following policy routes to direct all HTTP traffic (using port 800 to one
external network and all other traffic to the other external network.

1 Enter the following command 1o route all HTTP traffic using por 80 to the next hop
gateway with IP address 1.1.1.1.
get Bystem route policy 1 grc 0.0.0.0 0.0.0.0 dac 0.0.0.0

2  Enter the following command 1o route all olher raffic to the next hop galeway with IP
address 2.2.2.1.
Set system route policy 2 sre 0.0.0.0 0.0.0.0 dac 0.0.0.0
0.0.0.0 gw 2.2.2.1
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Firewall policy example

Firewall policies control how traffic lows through the FortiGate unit. Onoe routing for
miultiple intemet connections has been configured you must create firewall policies o
controd which traffic is alowed through the FortiGale unit and the interfaces through
wihich this Iraffic can connecl.

For traffic onginaling on the Intemal network to be able 1o connect 1o the Intemet
through bolh Internel connections, vou must add redundant policies from the internal
interface 1o each interface that connects 1o the InMemel. Once these policies have
been added, the routing configuration conirols which intemet connection is actually
used.

Adding a redundant default policy

Figure B on page 31 shows a FordiGate unit connecied 1o the Intermet using #s intemal
and portd interfaces. The default policy allows all traffic from the intemal network to
connect 1o the Internet through the external interface. If yvou add a simélar policy 1o the
internal to pontd policy lkst, this policy will aliow all traffic from the internal network (o
connect to the Intermet through the port3 interface. With both of these policies added
1o the firewall configuration, the routing configuration will determine which Intermet
connection the traffic from the internal network actually uses. For more information
about the default policy, see *Defaull firewall configuration® on page 170.

To add a redundant default policy
1 Golo Firewall > Address > portd.
2  Add the following address 1o portd.
Address Name Pord3 Al
IP Address 0.0.00
MNetmask 0.0.0.0
Go 1o Firewall > Policy = Internal- >port3.
Selesd New.
Configure the policy 1o match the default policy.

Saurce Intermal_adl
Destination Padt3_aAll
Schedule Abwarys
Service ANY
Action Accept
NAT Salect NAT

4 Selecd OK to save your changes.

56 Fortinat Inc
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Adding more firewall policies

In most cases your firewall configuration includes more than just the defaull policy.
However, the basic premise of creating redundant policies applies even as the firewall
configuration becomes more complex. To configure the ForliGate unit 1o use mullipe
Intemnet conneclions you must add duplicate policies for connections between the
internal network and bolh interfaces connected 1o the Internel. As well, as you add
redundant policies, you must arrange them in both policy lisis in the same order.

Restricting access to a single Internet connection

In some cases you might want to kmit some traffic to only being able to use one
Imtemet conmection. For example, in the topology shown in Figure 8 on page 51 the
organization might wani its mail server (o only be able 1o connect o the SMTP mail
server of ISP1. To do this, you add a single Internal - =External firewall policy for
SMTP connections. Because redundant policies have nol been added, SMTP trafiic
from the Intemet network is abways connected to ISP1, If the connection 1o ISP fails
the SMTF connection is not available.
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Transparent mode installation

This chapter describes how to install your FortiGate unit in Transparent mode. If you
want to install the FortiGate unit in NAT/Route mode, see "NAT/Route mode
instaliation” on page 43. If you want to install two or more FortiGate units in HA mode,
see “High availabilty” on page 73.

This chapter describes:

» Preparing to configure Transparent mode

* Using the setup wizard

* Using the front control buttons and LCD

* Using the command kne interface

« Completing the configuration

« Connecting the FortiGate unit to your networks
*  Transparent mode configuration examples

Preparing to configure Transparent mode

Use Table 14 to gather the information that you need to customize Transparent mode
settings.

Table 14: Transparent mode settings

Administrator Password:
IP
Natmask.
R
Man tIP Default Gateway

The management IP address and netmask must be valid for the network
from which you will manage the FortiGate unit. Add a default gateway if the
FortiGate unit must connect to a router to reach the managemen:
computer

Pnmary DNS Server; . . -
DNS Settings - — e ;
Secondary DNS Server, 5 . :
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Using the setup wizard

From the web-based manager, you can use the setup wizard 1o create the initial
configuration of your FortiGate unit. To connect 1o the web-based manager, see
*Connecting 1o the web-based manager” on page 30.

Changing to Transparent mode

The first Ume that you connect 1o the ForiGale unit, 1 is configured 1o run in
MNAT/Route mode, To switch 1o Transparent mode using the web-based manager:

Go 1o System > Status,
Select Change Lo Transparent Mode.
Seledd Transparem im the Operation Mode lisi.

Select OK.
The ForliGate unil changes 1o Transparent maode.

To reconnect to the web-based manager, change the IP address of your managemean
compuier to 10.10.10.2. Connect to the internal interface and browse to hitps./f
followed by the Transparent mode management IP address. The defaull ForiGate
Transparent mode management IP address is 10.10.10.1.

L L

Starting the setup wizard
To star the selup wizard:

1 Select Easy Selup Wizard (the meddle button in the upper-right comer of the
web-based manager).

2  Usethe information thal you gathered in Table 14 on page 59 o fill in the wizard fields.
Select the Nexd button 1o step through the wizard pages.

3  Confirm your configuration settings and then select Finish and Close.

Reconnecting to the web-based manager

If you changed the IP address of the management interface while you wene using the
setup wizard, you must reconnect 1o the web-based manager using the new IP
address. Browse 1o hitps.7 foliowed by the new IP address of the managerment
inferface. Otherwise, you can reconnect 10 the web-based manager by browsing 1o
https10.10.10.7. If you connect to the management inlerface through a router, make
sure that you have added a default gateway for thal router (o the managament IP
defaull gateway field.
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Using the front control buttons and LCD

This procedure describes how o use the control bultons and LCD to configure
Transparent mode P addresses. Use the information that vou reconded in Table 14 on
page 59 1o complete this procedure. Staring with Main Menu displayed on the LCD,
use the fronl control buttons and LCD:

1 Press and hold the Esc button until Main Menu appears (after four seconds).

2  Press Enter three times to configure the i .
management interface IP address. " IP Address

3  Setihe manager interface IP address. 31“3-1“5-'{0&@1

Use the up and down arrow keys o increase or decrease the value of each IP address
digit. Press Enter 1o mowe {0 the next digit, Press Esc to mowve (0 the previous digif.

W Note! When you anter an IP address, the LCD display always shows three digits for @ach part
| of the address. For example, the |P address 152 168, 100.1 appears on tha LCD display as
5T 182.188.100.001. The IP address 192.168.23.45 appears as 192 168.023.045

When you have sel the lasi digit of the IP address, press Enter,
Use the down amow fo highlight Netmask.

Press Enter and sef the management IP Netmask,

When you have set the last digit of the Netmask, press Enter,
Press Esc (o refurn {2 ihe Main Menu,

Repeat these steps 1o configure the defaull gateway if required.

LT -

Using the command line interface

As an alternative to the setup wizard, you can configure the ForiGate unil using the
command line interface (CLIY. To connect to the CLI, see “Connecting to the command
line imterface (CLIY on page 31. Use the information that you gathered in Table 14 on
page 59 1o complete the Tollowing procedures.

Changing to Transparent mode
1 Log into the CLIIf you are not already logged in,

2  Switch to Transparent mode. Enter;
pet system opmode transparant

After a few seconds, the login prompt appears.

3  Type admin and press Enter,
The following prompl appears:
Type ? for a list of commands.
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4  Confirm that the Forlizate unil has swilched to Transpareni mode. Enter:

gec eyscem acatus

The CLI displays the siatus of the ForiGate unit. The |ast line shows the cument
operation mode.

Oparation mode: Tranaparent

Configuring the Transparent mode management IP address
1 Log into the CLIif you are not already lngged in,

2  Setthe management IP address and neimask to the IP address and netmask that you
recorded in Table 14 on page 58, Enter.

pet @ystem management ip <IP addresss <netmasks
Example
pet gystem management ip 16.310.10.2 255.255.255.0

3  Confirm that the address is comect. Enter;

get aystem management
The CLI lists the management |P address and netmask,

Configure the Transparent mode default gateway
1 Log indo the GLI T you are not akeady logged im.

2 Setthe default route to the default gateway that you recorded in Table 14 on page 58,
Enter.

pat aystem route number numbers gwl <IP address:
Example

gat system route number 0 gwl 204.23.1.2

You have now completed the inilial configuration of the FordiGate unit,

Completing the configuration

Use the information in this seclion to complete the initial configuration of the ForiGate
urt,

Setting the date and time

For effective scheduling and logging, the ForiGate system date and time should be
accurate. You can either manually set the system date and time or you can configure
the FordiGate unit fo automatically keep s time cormect by synchronizing with a
Metwork Time Protocol (NTP) server.

To set the ForiGate system date and time, see *Setting system date and time" on
page 157.

Page 62 of 329 Netskope Exhibit 1008



Transparent mode insfatialion Conmecting the FortiGate unl o pour nebearks

Enabling antivirus protection

To enable andivires protection (o profed users on your nfernal network from
downloading a virus from the Intermel:

Go 1o Firewall > Policy > Intermal - »External.

Select Edit (#5 to edit this policy.

Select Ant-Virus & Web filter 1o enable antivirus protection for this policy.
Select the Scan Content Profile.

Select OK lo save your changes.

o o W Ry =

Registering your FortiGate

After purchasing and installing a new FortiGate unil, you can register the unit by going
io System = Updale > Suppor, of using a web browser to connect 1o
httpeiisuppornt . fortinel.com and selecling Product Registration.

Registration consists of entering your contact infermation and the senal numbers of
the FortiGate units you or your organization have purchased. Registration is quick and
easy. You can register multiple FortiGate units in a single session without re-entering
your contact information.

For more information about registration, see “Registering ForliGate units™ on
page 125.

Configuring virus and attack definition updates

You can go to System > Update to configure the FortiGate unit to automatically check
{0 see if new versions of the virus definitions and attack definitions are available. If i
finds new versions, the FortiGate unit automatically downloads and installs the
updated definitions.

The FortiGate unit uses HTTPS an port 8880 to check for updates. The FortiGate
extemal inerface must have a path 1o the FortiResponse Distribution Network (FDN)
using por 8890,

To configure automatic virus and altack updates, see “Updating antivirus and attack
definitions™ on page 115.

Connecting the FortiGate unit to your networks

When you have completed the indial configuration of the ForliGate-3600 unit, you can
connect the FortiGale-3600 between your internal network and the Internet and 1o
other networks.

There is one 100100Base-TX interface (inMerface 1) an the FortiGate-3600 that can be
connected 1o a 10100 Base-T netaork,

There are two copper gigabit ethemet conneclors on the ForiGate-3800:

= [nfemnal for connecting 1o your internal netwark,
= Exlernal for connacting 1o your public Switch or router and the Interned.
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There are four fiver-optic gigabit ethemet connectors on the ForliGate-3800:
* 2,3,4, and S/HA for connecting 1o networks,
To connect the FortiGate-3600 unit running in Transparent mode:
1 Connect the Internal interface to the hub or switch connected to your internal network,

2  Connect the External interface to the public switch or router provided by your Intemet
Service Provider.

3  Oplionally connect interfaces 1 to 4/HA to hubs or switches connected to your other
networks.

Figure 9: FortiGate-3600 Transparent mode connections
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Transparent mode configuration examples

A FortiGate unit operating in Transparent mode still requires a basic configuration to
operate as a node on the IP nebwork. As a minimum, the FortiGale unit must be
configured with an IP address and subnet mask. These are used for management
access and 1o allow the unil to receive antivirus and definitions updates. Also, the unit
must have sufficient route information 1o reach:

= the management compuler,
*  The FordiResponse Distribution Network (FDN),
= aDN3 server,

A roule is required whenever the FortiGate unit connects to a router 1o reach a
destination, If all of the destinations are located on the extermnal network, you may be
required to enter only a single default route, If, however, the network topology is more
complex, you may be required o enter one or more static routes in addition o the
defaull route.

This section describes:

* Defaull routes and siatic routes

=  Example default route to an external network

=  Example stalic route to an extemal destination

= Example stalic route to an internal destination

Default routes and static routes

To create a route 1o a destination, you need to define an |P prefix which consists of an
IF network address and a corresponding neimask value, A defaull route matches any
prefix and forwards fraffic to the nexd hop router (otherwise known as the default
gateway). A siatic rmoute malches a more specific prefix and forwards traffic io the next
hep roufer,

Cefaull route example:
IP Prefix 0.0.0.0 (IF address)

0000 (Netrmask)
Next Hop 18218312

Static Roule example:

IP Prefix  172.100.100.0 (1P address)
205.230.250.0 (Metmask])
Next Hop 152.188.1.2

& Note: When adding routes to the FortiGate unit, add the default route last so that i
\._. appears on the boliom of the route list. This ensures that the unit will attempt to mateh
' more specific routes before selecting the defaull route.
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Example default route to an external network

Figure 10 shows a FortiGate unit where all destinations, including the management
computer, are located on the external network To reach these destinations, the
FortiGate unit must connect to the ‘upstream” router leading to the external network.
To facilitate this connection, you must enter a single default route that points to the
upstream router as the next hopidefault gateway.

Figure 10: Default route to an external network
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General configuration steps
1 Set the FortiGate unit to operate in Transparent mode.
2 Configure the Managemeant IP address and Netmask of the FortiGate unil.
3  Configure the default route to the external network.
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Web-based manager example configuration steps

To configure basic Transparent mode sellings and a default route using the
web-based manager:

1 Golo System > Status.

= Select Change 1o Transparent Mode.
= Select Transparent in the Operation Mode list,
«  Sabect OK.
The FortiGate unil changes to Transparent mode.

2 Golo System > Network > Management.
=  Change the Management I[P and Netmask:
IP: 182 188.1.1
Mask: 255.255.255.0
«  Salect Apply.
3 Golo System > Network > Routing.
*  Select Mew to add the default route to the external nebwark.
Destination [P: 0.0.0.0
Mask: 0.0.0.0
Galeway: 192,168.1.2
*  Select OF.

CLI configuration steps
To configure the Forinet basic settings and a defaull route using the CLI

1 Change the system o operate in Transpareni Mode.

gat system opmode transparent
2  Addthe Managemen! IP address and Netmask.

set syatem management lp 192.168.1.1 255.255.255.0
3 Add the defaull route to the extemmal netsork.

get ByB2Cem route number 1 gwl 192.168.1.2

Example static route to an external destination

Figure 11 shows a FortiGate unit that requires routes 1o the FON located on the
external network. The Forligate unit does not require routes o the DNS servers or
management compuler because they are located on the intemal network.

To connect to the FON, you would typically enter a single defaull route to the exiernal
network. However, to provide an exira degree of security, you could enter static routes
loa spac'rl’u: Fuﬂiﬁasp-nnsa server in addition to a defaull route 1o the external
network. If the static route becomes unavailable (perhaps because the IP address of
the FortiResponse server changes) the ForiGate unit will still be able o receive
anfivirus and NIDS updates from the FON using the defaull route.
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»*  Note: This & an example configuraton only To configure a state mute, you require a
\_-> destination IP adcress

Figure 11: Static route to an external destination
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General configuration steps

Set the FortiGate unit to operate in Transparent mode.

Configure the Managemen! IP address and Netmask of the FortiGate unil.
Configure the static route to the FortiResponse server.

Configure the default route to the external network.

- LN -
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Web-based manager example configuration steps
To configure the basic ForiGale settings and a stalic route using the web-based
manager:
1 Golo System > Status.
«  Select Change o Transparent Mode.
= Select Transparent in the Operation Mode list.
= Select OF.
The FofiGate unit changes to Transparent mode.
2 Goilo System > Network > Management.
+  Change the Management [P and Nelmask:
IP: 192 1668.1.1
Mask: 255.255.255.0
= Select Apply.
3  Golo System > Network > Routing.
+  Select Mew (o add the static route 1o the ForliResponse SEmver.
Destination |P: 24.102.233.5
Mask: 255 255.255.0
Galeway: 1921681 .2
«  Select OFK.
»  Select Mew o add the default route Lo the external network.
Destination 1P: 0.0.0.0
Mask: 0.0.0.0
Galeway: 1892,188.1.2
= Sebect OK.

CLI configuration steps
To configure the Fortine! basic settings and a static route using the CLE
1  Selthe system 1o operate in Transparent Mode.
St System npmnﬂe transparant
2  Add the Management IP address and Metmask.
get system management 1p 192.168.1.1 255.255.255.0
3  Add the static route o the primary ForliResponse server,

Est ayatem route number 1 det 24.102.233.5 255,255 .255.0 gwl
192 _1&8.1.2

4  Add the default route to the exdermal netwark,

Bt Byatem route numbear 2 gwl 192.168.1.2
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Example static route to an internal destination

Figure 12 shows a FortiGate unit where the FDN is located on an extemal subnet and
the management computer is located on a remote, internal subnet. To reach the FDN,
you need 1o enter a single default route that points 10 the upstream router as the next
hop/default gateway. To reach the management computer, you need 1o enter a single
static route that leads direcily to it. This route will peint to the internal router as the
next hop. (No route is required for the DNS servers because they are on the same
layer 3 subnet as the FontiGate unit.)

Figure 12: Static route to an internal destination
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General configuration steps

—

Set the unit to operate in Transparent mode.
Configure the Management IP address and Netmask of the FortiGate unit.
3  Configure the static route to the management computer on the intemal network.

N
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4  Configure the defaull route 1o the external network.

Web-based manager example configuration steps

To configure the ForliGate basic seitings, a static route, and a default route using the
web-based manager:

1 Golo System > Status.
+  Sabect Change to Transparent Mode.,
=  Salect Transparent in the Operation Mode list,
= Saleclt OR.
The ForiGate unit changes to Transparent mode.
2  Goto System > Network > Management.
=  Change the Management I[P and Netmask:
IP: 192.168.1.14
Mask: 255,255 255.0
= Select Apply.
3 Goto System > Metwork > Routing.
= Select Mew lo add the static route (o the management computer.
Destination IP: 172.16.1.11
Mask: 255.255.255.0
Galeway: 192.168.1.3
= Sebect OK.
= Select Mew o add the default roule to the axdemal natwork.
Destination IP: 0.0.0.0
Mask: 0.0.0.0
Galeway: 192, 168.1.2
= Salect OK.

CLI configuration steps

To configure the FortiGate basic seltings, a static route, and a default route using the
GLI:

1 Set the system o operate in Transparent Mode.

set system cpmode transparent
F Add the Managemenl IP address and Netmask,

set system management ip 192.168.1.1 255%.255.255.0
3 Add the static roule 1o ihe management computer.

get system route aumber 1 dat 172.16.1.11 355.255.255.0 gwl
192.168.1.3%

4  Add the default route to the external netwaork,

BEL Aystem route number 2 gwl 19%2.168.1.2
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FortiGate-3600 Installation and Configuration Guide Version 2.50 MR2

High availability

Fortinet achieves high availability (HA) using redundant hardware and the FortiGate
Clustering Protocol (FGCP). The FortiGate units in the HA cluster enforce the same
overall security policy and share the same configuration settings. You can add up to
32 FortiGate units 1o an HA cluster. Each FortiGate unit in an HA cluster must be the
same model and be running the same FortiOS firmware image.

FortiGate HA is device redundant. if one of the FortiGate units in an HA cluster fails,
all functions, all established firewall connections, and all PSec VPN sessions’ are
maintained by the other FortiGate units in the HA cluster.

The FortiGate units in the cluster use dedicated HA ethemet interfaces to
communicate cluster session information and report individual system status. The
unds in the cluster are constantly communicating HA status information to make sure
the cluster is functioning properly. For this reason, the connection between the HA
poris of all of the FortiGate units in the cluster must be well maintained. An interruption
of this communication can cause unpredictable results.

You can manage the cluster by connecting to the cluster CLI or web-based manager
from any cluster interface configured for management access. From this connection
you can view the status of the cluster as well as the status, health information, and
logs of each of the cluster members. From this connection you can also make
configuration changes to the cluster, which are automatically synchronized to all of the
cluster members.

FortiGate units can be configured to operate In active-passive (A-P) or active-active
(A-A) HA mode. Active-active and active-passive clusters can run in either NAT/Route
or Transparent mode.

This chapter provides an overview of HA functionality and describes how to configure
and manage HA clusters in NAT/Route mode and in Transparent mode.

*  Aclive-passive HA

*  Aclive-active HA

» Configuring an HA cluster
*  Managing an HA cluster

= Advanced HA options

1.HA does not provide session falover for PPPoE, DHCP, PPTP, ana L2TP services.
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Active-passive HA

An Active-passive (A-P) HA cluster, also referred to as hol standby HA, consists of a
primary FortiGate unit that is processing traffic and one or more subordinate FortiGate
units connected Lo the network and 1o the primary ForliGate unit but nol processing
traffic.

During startup, the members of an HA cluster negoliate 1o select the primary unit. The
primary unit allows other ForliGate units to join the HA cluster as subordinate unis
and assigns each subordinate unit a priority.

The prmary FortiGate unit sends session messages to the subordinate units through
the ForiGale HA interfaces. All ForiGate units in the cluster maintain all session
information. If the primary ForiGate unit fails, the subondinate units negaotiate 1o seled
a new primary unit. All connections are resumed by the new primary unit.

Buring a fail-over, the new pimary unit notifies the adjacen! networking devices so
that the entire network can quickly converge 1o the new data path. The new primary
unit also akerts administrators of the changes 1o the HA cluster by writing @ message
1o its event log, sending an SNMP trap (if SNMP is enabled), and sending an alert
emdail.

If a subordinate FortiGate unit fails, the primary FortiGate unit adjusts the priority of
each of the remaining units in the HA cluster.

Active-active HA

Active-active (A-A) HA provides load balancing between all of the ForiGate units in an
HA cluster. An active-active HA clester consists of a pl"’l‘l‘lﬂl‘y‘ ForiGate unil and one or
more subordinate FortiGate units all processing traffic. The primary FortiGate unit
uses a load balancing algorithm to distribute sessions to all of the ForiGate units in
the HA cluster.

In active-active HA mode the primary unit uses one of the following scheduling
algonthms 1o distribide network sessions among the membsers of the HA cluster,

Buring startup the members of the HA cluster negotiate 10 select the primary unit. The
primary unit allows olher ForiGate units to join the HA cluster as subordinate unis
and assigns each subordinate unit a pronty.

The ForiGate units in the HA cluster communicate status and session information
using their HA interfaces. All FortiGate units in the cluster maintain all session
infermation. For load balancing, when the primary FortiGate unit forwards a packet to
a subordinate unit it sends the packet back out the interface on which it received the
packet to the corresponding interface on the subordinate ForlkGate unit.

If the primary FortiGate unit fails, the first subordinate unit to register that the primary
unit has failed becomes the new primary unit, The new primary unil notifies the other
ForliGate units that it is the new primary unit and resets the priority of each of the
remaining subordinate units. The new primary unil also redistributes communication
sessions amang the units in the HA cluster.
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Table 15: Active-fctive HA load balancing scheduling algorithrms

Schedule Description

None o load balancing, Used when the cluster interfaces are connected to
lcad balancing switches.

Hub Used when the cluster interfaces are connected o a hub, Distributes

traffic to units in the cluster based on the Source |F and Destination 19
of the packet This scheduling algorithm must be used If cluster
interfaces are connected to a hub.

Least-Connection | Distributes traffic to the cluster unit wath the fewest concurrent

connections,

Round Roblin Distributes tratfic o the next avallable clustar wnst,

Vieighted Round Similar to Round Robin but weighted values are assigned to each of

e e D A e e e e
and foreards traffic,

‘Random ﬁandn:ﬁr distributes traffic io cluster unis

P Distributes traffic to units n a cluster based on the Source IP and
Destination IF of the packet

IP Port Distributes tratfic to units n a clusier based on the Source IB Saurce

Pori, Destination P, and Destination port of the packet

Buring a fail-over, the new pimany ForiGale unit notifies the adjacent networking
devices 5o that the entire network can quickly converge to the new data path. The new
primary unit also alerts administrators of the changes to the HA cluster by wiiting a
message to the evenlt log, sending an SKMP trap (if SNMP is enabled). and sending
an alert email.

If a subordinate FortiGate unit fails, the primary unit adjuests the priority of each of the
remaining units in the HA cluster.

Configuring an HA cluster

Usi the following proceduras (o create an HA cluster consgisting of two or maore
FortiGate units. These procedures describe how 1o configure each of the FortiGate
units for HA operation and then how to configure the duster o operate in NAT/Roule
mode or in Transparent mode.

This section describes:

= Configuring FortiGate unils for HA operation

« Configuring a NAT/Roule mode cluster

=  Configuring a Transparent mode cluster

= Adding a new ForliGate unil to a funclioning cluster
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Configuring FortiGate units for HA operation

Repeal the following steps for each FortiGate unil in the HA cluster. Begin by
connecting to the web-based manager. To conned to the web-based manager, you
need:

= a computer with an ethemet connection,

= intemet Explorer version 4.0 or higher,

= acrossover cable or an ethemet hub and two ethemel cables.

e MNote: You can use the web-based manager wilh recen! versions of most popular web browsers
I"'«. s The wab-based mansger i$ fully supponed for Intemet Explorer version 4.0 or higher

1  Setihe IP address of the computer wilth an ethemel connection to the static IP
address 192.168.1.2 and a netmask of 255 255.255.0

2  Using the crossover cable or the ethemet hub and cables, connect the Intemal
interface of the FodiGate unit to the computer ethemet connection,

3 Star Internet Explorer and browse 1o the address https:/182,188.1.99 (remember to
include the "s” in hitps:iy).
The FortiGate login is displayed.,

4  Type admin in the Name field and select Login,

§  Opticnally, you can configure a unique host name for each uni in the cluster, Go to
System > Status, Select Edit Host Name 4._] enter a new host name, and sebect
OK.

& Golo System > Network > Interface.
7  Forthe portS/ha interface, select Modify [#. .

8 Select Work as HA to configure pontS'ha for HA operation.

When running in HA mode, the Sha interface cannot be connedled to a network
because it is dedicated to HA communication.

8 Seleci OK,
10 Goto System > Config > HA,
11 Select HA.

You can only select HA if the S/HA interface is configured for HA operation,

12 Select the HA mode.

Select Active-Active mode o creale an Active-Active HA cluster, in which each
ForliGate unit in the HA cluster is aclively processing connections and monidoning the
status of the other ForiGale units.

Select Active-Passive mode (o create an Active-Passive HA cluster, in which one
FornkGate unit in the HA cluster is actively processing all connections and the others
are passively monitoring the status and remaining synchronized with the active
FonrGate unil.

The HA mode must be the same for all ForniGate units inthe HA clusier,

13  Enter and confirm a password for the HA cluster,
The password must be the same for all ForiGate units in the HA cluster,
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14  Select a Group ID for the HA cluster.
The Group 1D must be the same for all FordiGate units in the HA cluster.

16 If you are configuring Active-Active HA, select a schedule.

The schedule controls load balancing among the ForiGate units in the active-active
H& cluster. The schedule must be the same for all FortiGate units in the HA cluster.

None Mo load balancing, Select Mone when the cluster interfaces ane
connected to load balancing switches,
Hub Load balancing for hubs. Select Hub if the duster Interlaces are

connecled 1o @ hub, Traflic is distributed to units = a cluster based on
the Scurce P and Destinathon IP of the packet.

Least Connection  Least connection (oad balancing, If the FortiGate units are connected
using switches, select Lesst connaction fo distibute traffic to the cluster

wnll with the feweast concurment connections

Round Rebin Round robin lad balancing. I the ForiGate unils are connected using
swiches, select round robin to distribute traffic 1o the next avaltable
eluster unit

Weighted Round  ‘Weighted round robin load balancing, Simitar to round robin, but

Robin weighted walues are assigned 1o esch of the undls in & cluster basead on

their capacity and on how many connecions they ane curmently
processing. For exarmple, the primary unit should have a lower welghted
value because it handles scheduling and fonsvards traffe, Weighted
round robln distributes traffie more evenly because units that are nod
processing traffic will be more Bely to receive new connections than
units thal are very busy,

Random Random load balancing. If the FortiGate unds are connected using
swilches, select random to randomly distribute traffic to cluster units.
P Load balancing according o IP address, If the FortiGate units are

connecied using swilches, select IP to distribute traffic to units in a
cluster basad on the Source IP and Destination IP af the packat

IP Port Load balancing according 10 IF address and pon. I the Fortilate s
are connected using switches, select IP Por 1o distnibute traflic to units
n a cluster based on the Source IF, Sowrce Por, Destination 1P, and
Destination podt of the packet

= Note: Do not conBgure Manior on Interface until the FortiGate cluster has been connecled and
W ow I8 Tunctioning See “Configuring cluster interface moniloring” on page 83

16  Select Apply.

The ForliGate unil negotiates to establish an HA cluster, When you select apply you
may temporaridy loose conneclivity with the ForliGate unit as the HA cluster
negoliates,
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Figure 13: Example Active-Active HA configuration
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17  Ifyou are configuring 8 NAT/Route mode cluster, power of the FortiGate unit and then
repeat this procedure for all of the FortiGate units in the cluster. Once all of the units
are have been configured, proceed to "Configuring a NAT/Route mode cluster” on

page 78.
18  If you are configuring a Transparent Mode cluster, reconned to the web-based
manager.
You may have to wait a few minutes before you can reconnect
Go to System > Status.

Select Change to Transparen Mode and select OK to switch the FortiGate unit to
Transparent mode,

Power off the FortiGate unit.

Repeal this procedure for all of the FortiGate units in the cluster. Once all of the units
have been configured, proceed to "Configuring a Transparent mode cluster” on

page 80.

Configuring a NAT/Route mode cluster

To create a NAT/Route mode cluster you connect the cluster units to each other and to
your network. You must connect all matching interfaces in the cluster to the same hub
or switch. Then you must connect these interfaces to their networks using the same
hub or switch

Fortinet recommends using swilches for all cluster connections for the best
performance,

N2 B3

78 Fortinet inc.
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Connect all of the HA interfaces in the cluster 1o their own hub or switch. You can also
connect a management computer Lo this hub or swilch, The units in the cluster use the
HA interfaces lo communicate HA stalus information to make sure the cluster is
funclioning propery. For this reason, the connection between the HA inlerfaces of all
of the FortiGate units in the cluster must be well maintained. An interruption of this
communication can cause unpredictable resulls.

The network equipment to use and the procedure to follow are the same, whelher you
are configuring the FortiGate unils for active-active HA or active-passive HA.

Once the cluster units are connected, you can power on the cluster units and they will
automatically form a cluster.

Once the cluster has been established, you can configure the cluster just as you
would a single FortiGate unit. For example, you can use the information in *NATRoute
maode instalation” on page 43 io install the cluster in NAT/Roule mode.

When yvou connect to a cluster you aclually connect 1o the primary duster unil. The
cluster automatically synchronizes configuration changes thal you make 1o the
primary cluster unit with all subordinate units in the cluster.

To configure a MAT/Roule mode cluster:

1 Connect the cluster units:

= Conned the internal interlaces of each ForkSate unit 1o a switch or hub connecled
to your internal network.

=  Connect the external interfaces of each FortiGate wnit 1o a swilch or hub connected
1o your external network.

= Optionally connect pords 1, 2, 3, and 4 of each FortkGate unit to switches or hubs
connected to other networks,

+  Connect the 5/HA interfaces of the FodiGate unils to another switch or hub.
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Figure 14: HA network configuration
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2  Power on all of the HA units in the cluster.
As the units power on they negotiate to choose the primary cluster unit and the
subordinate units. This negotiation occurs with no user intervention.
When negotiation is complete the cluster is ready to be configured for your network.
For example, use the information in *NAT/Route mode installation” on page 43 o
configure the cluster interfaces, configure your network, and complete the cluster
configuration.
Use the information in the other chapters of this document to configure Firewall
policies, VPN, virus protection, NIDS, Web Content Filtenng, and so on.
You can use the information in “Managing an HA cluster” on page 82 to log into and
manage the cluster.

Configuring a Transparent mode cluster

To create a Transparent mode clusier you connect the cluster units to each other and
to your network. You must connect all matching interfaces in the cluster to the same
hub or swilch. Then you must connect these interfaces to their networks using the
same hub or switch.

e et e Pttt NN ettt NN i e ettt e i
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Fortinet recommends using switches for all cluster connections for the best
performance,

Connect all of the HA interfaces in the cluster to their own hub or switch. You can also
connect @ management computer to this hub or swilch, The units in the cluster use the
HA interfaces 1o communicale HA siatus information to make sure the cluster is
functioning propery. For this reason, the connection between the HA Inlerfaces of all
of the ForiGate units in the cluster must be well maintained. An interruption of this
communication can cause unpredictable resulis.

The network equipment to use and the procedure to follow are the same, whelher you
are configuring the FortiGate units for active-active HA or active-passive HA,

Once the cluster units are connected, you can power on the cluster units and they will
automatically form a cluster.

Cnce the cluster has been established, you can configure the cluster just as you
would a single ForliGate unll. For example, you can use the information in
“Transpareni mode inslallation® on page 59 to install the clusier in Transparent mode.

When you connect to a cluster you aclually connect to the primary duster unit. The
cluster automalically synchronizes configuration changes thal you make 1o the
primary cluster unit with all subordinate unis in the cluster.

To configure a Transparent mode cluster:

1 Connect the cluster units:
= Conned the internal interfaces of each ForiGate unit to a switch or hub connecied
to your internal network.
=  Connect the external interfaces of each ForiGate unil 1o & switch or hub connecied
1o your external network.

=  Optionally connect poris 1, 2, 3, and 4 of each ForliGate und to swilches or hubs
connected to oiher networks.

»  Connmect the S/HA interfaces of the FordiGate unils to another switch or hub.

2  Poweron all of the HA units in the cluster.
As the units power on they negoliate to choose the primary cluster unit and the
subordinate units, This negatiation occurs with no wuser intervention.
When negotiation s complete the cluster is ready 10 be configuned for your nebwork.
For examphe, use the information in “Transparent mode installation™ on page 59 o
configure the cluster interfaces, configure your nelwork, and complete the cluster
configuration.
Use the informatian in the othar chaplers of this document o configure Finewall
polickes, VPN, virus protection, NIDS, Web Content Filtering, and so an.
You can use the information in *Managing an HA cluster” on page 82 fo log into and
manage the cluster.

Adding a new FortiGate unit to a functioning cluster

You can add a new FortiGate unit 1o a functioning cluster at any time. The new
ForrGate unid must be the same model as the other units in the cluster and must be
rumning the Sare [y ane vearsion.

FortiGale-3600 Instalalion and Configuration Guide a1

Page 81 of 329 Netskope Exhibit 1008



Managing an HA cluster High avalalilily

Use the following steps to add the new unit 1o the cluster;

1 Configure the new ForlikGate unit for HA operation with the same HA configuration as
the other units in the cluster.

See “Configuring ForliGate units for HA operalion” on page 76.

2  Connect the new ForliGate unit to the clusier,

= Connedd the inemal interface 1o the switch or hub thal connects the cluster to the
internal network.

=  Connect the external interface to the switch or hub (hat connects e cluster o the
eademal mebyork.

= Optienally connect ports 1, 2, 3, and 4 to the swilches or hubs that connect the
cluster to other networks.

=  Connect the S/HA interfaces of the ForiGate unilts to another switch or hub,

3 Poweron the new ForliGate unit.

When the unil powers on it negotiates 1o join the cluster. Afer i joins the cluster, the
cluster synchronizes the new unit configuration with the configuration of the primary
uimiL.

Managing an HA cluster

When a ForiGate cluster is up and renning, you manage il as a cluster instead of a
group of indnvidual ForliGate unids. You manage the clusier by connmecting lo the
web-based manager or CLI using any mterface configured for management access.
Smce all units in the cluster are synchronized with the same inlerface IP addresses,
connecting to any interface |P address configured for management access Connecls
o that cluster interface; which automatically connects you o the primary ForliGale
uril in the clusier,

You can change the cluster configuration by connecting to the cluster and changing
the configuration of the primary FortiGate unil. The cluster aulomatically synchronizes
all configuration changes to the subordinate units in the cluster. Changes are
synchronized when they are made.

The only configuration change that is not synchronized is the FortiGate host name.
You can give each cluster unil a unique host name to help 1o identify individual cluster
members. To change the host name of individual clusier members, see “Changing
cluster unit host names™ on Page &Y,

You can manage individual cluster units by connecting to the primary unit CL1. From
here you can use theé executbe ha manage command 1o conmad 1o the CLI of each
urit in the Slusier,
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This section describes:

= Configunng cluster interface monitoring

= Viewing the stalus of cluster members

= Moniloring cluster members

= Monitoring cluster sessions

= \iewing and managing cluster log messages
= Managing individual cluster unils

= Changing cluster unit host names

= Synchronizing the cluster configuration

=  Upgrading firmware

= Replacing a FordiGate unit after fail-over

Configuring cluster interface monitoring

Monitor FortiGate interfaces to make sure they are functioning properdy and thal they
are connected o their networks. If a monitored interface fails or is disconnected from
its network, the ForiGate unit stops processing rafic and is removed from the cluster.
If you can re-establish iraffic fiow through the interface (for example, if you re-connect
a disconnected network cable) the FortiGale unit rejoins the cluster.

&2 Note: You should ondy monitar interfaces that ane connected o networks. You should nat enable
W monitoring interfaces until the cluster is connected to vour nebwork
To monitor cluster interfaces:
Connect to the cluster and log into the web-based manager.
Go to System > Config > HA.
Under Monitor on Interface, select the names of the interfaces io monitor.

Select Apply.
The cluster synchronizes this configuration change to all cluster unis.

L R =

Viewing the status of cluster members
To view the status of each cluster membser.
1 Connect io the cluster and log into the web-based manager.

2 Goio System > Status > Cluster Members.

The web-based manager Bsts the seral numbers of all of the FortiGate units in the
cluster. The primary unil is identified as Local. For each cluster member, the list
includes the up time and status for that cluster member,
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Figure 15: Example cluster members list
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Monltorlng cluster members
To monitor health information for each cluster member.
1 Connect to the cluster and log into the web-based manager

2 Goto System > Status > Monitor

The cluster displays CPU, Memory Status, and Hard disk status for each cluster
member. The primary unit is identified as Local and the other units in the cluster are
listed by serial number.

The display includes bar graphs of current CPU and memory usage as well as line
graphs of CPU and memory usage for the last minute,

For more information, see “Viewing CPU and memory status™ on page 110.

3  Select Sessions & Network.

The cluster displays sessions and network status for each cluster member. The
primary unt is identified as Local and the other units in the cluster are ksted by serial
number.

The display includes bar graphs of the current number of sessions and current
network utdization as well as kine graphs of session and network utilization usage for
the last minute. The line graph scales are shown in the upper left comer of the graph,

For more Information, see “Viewing sessions and network status” on page 111.
Figure 16: Example cluster Sessions & Network display
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4  Select Virus & Intrusions.
The cluster displays virus and intrusions status for each cluster member. The primary
unit is ientified as Local and the other units in the cluster are listed by serial number.

The display includes bar graphs of the number viruses and intrusions detecied per
hour as well as line graphs of the number of viruses and intrusions detecied for the
last 20 hours,

For more information, see “Viewing virus and intrusions slatus” on page 112.

5 Select Packets & Byles.

The cluster displays the number of packets and byles processed by each cluster
member.

8  Foreach of these displays you can sel the aulomaltic refresh interval and select Go to
control how often the web-based manager updates the display.
More frequent updates use system resources and increase network traffic. However,
this only occurs when you are viewing the display using the web-based manager. The
line graph scales are shown on the upper right corner of the graph.

Monitoring cluster sessions
To view the cluster communication sessions.
1 Connect 1o the cluster and log infe the web-based manager.

2 Golo System > Status > Session.
The sesskon table displays the sessions processed by the primary unit in the cluster.
The sesshons include HA communications between the primary unit and the
subordinate units. HA communications use 702 as the destination port. The From IP
address and To IP address for HA communications sessions ane IP addresses on the
10.0.0.0 subnet. During cluster negoliation, the cluster assigns an IP address 1o each
cluster unit. The IP address of the primary unit is 10.0.0.1. The IP address of the first
subordinate unil is 10.0.0.2. The IP address of the second subordinate unit is 10.0.0.3
and so on.

Viewing and managing cluster log messages
To view log messages for each cluster member:
Connect 1o the cluster and 1og into the web-based manager.

2 GoloLog&Report > Logging.
The cluster displays the primary unit Traffic log, Event log, Attack 109, Antivirus log,
Wieb Filter log, and Email Filter log.

The pull-down list at the upper right of the display identifies the unit for which logs are
displayed. The primary unit is identified as Local and the other units in the cluster are
listed by serial number.

3 Selec] the serhal numbser of one of the units in the cluster to display the logs for this
Cluster umit.
Yol can view logs saved lo memony of logs saved 1o the hard disk, depending on the
confguration of the cluster unit.
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4  For each cluster unit:

= |fthe cluster unit kogs 1o memory, you can view, search, and manage log
messages (see “Viewing logs saved lo memory” on page 290)

= Ifthe cluster unit containg a hard disk you can view, search, and manage log
Messages. See:
“Viewing and managing legs saved to the hard disk™ on page 281
‘Downloading a log file to the management compuler” on page 293
‘Deleting all messages in an active log® on page 293
‘Deleling a saved log file” on page 293)

Managing individual cluster units

You can use the following procedure 1o connect 1o the CLI of each unit in the cluster.
This procedure describes how o log into the primary unit SLI and then from here
connect 1o the CLI of subordinate cluster units. You log into the subordinate unit with
ihe ha_admin administrator account. This bulll-in adminstration accoun gives you
read & write permission on the subordinale unit. For information aboul administration
accounts and permissions, see "Adding and editing administrator accounis® on

page 160.

1 Use S3H o connect 10 the cluster and o] into the CLI.
Connect 1o any duster interface configured for 35H management 1o log into the
Cluster.
You can also use a direct cable connection to log imMo the primary unit CLIL {To do this
you must know which unit is the primary unit. See “Selecting a ForiGate unit 1o be a
permanent primary unit” on page 20 1o control which FoniGate unit becomes the
primary unit).

2  Enter the following command followed by a space and type a question mark (7).
execute ha manage
The CLI desplays & list of all of the subdrdinate uns in he cluster. Each cluster unil is
numbered, starting at 1. Tha information displayed for each cluster uni includes the
urit senal number and host name of the ik,

3 Complete the command with the number of the subordinate uni (o kg mto, For
axample, 10 e into subsrdinate unid 1, enter the following command:
execute ha manage 1
Press Enter and you are connected (o and logged into the CLI of The selecied
subordinate unit. If this subordinate unil has a different host name, the CLI promplt
changes to this host name. You can use CLI commands 1o manage this subordinate
urmt,

4  Enter the following command 1o refurn 1o the primary unit GLI:

axip

You can use theé execure manage ha command (o log into the CLI of any of the
ather subordinate unids in the cluster
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Changing cluster unit host names

One way to identify individual cluster unils is to give each unil a unigue host name.
The host name is the only configuration setling not synchronized by the cluster. You
can use the following procedure 1o sel the host name of each custer membser.

1 Use S3H lo connect 10 the cluster and [og into the CLI
2  Enter the following command 1o change the host name of the primary unit:

get gystem hoactname <hostname stra

3 Use the information in “Managing individual cluster unils”™ on page 86 o log into each
cluster membser.
4  Enter the following comimand to change the host name of the cluster member,

get system hostname <hostname stra

5 Repeat sleps 3 and 4 for each cluster member,

Synchronizing the cluster configuration

Cluster synchronization keeps all units in the clusier synchronized with the master
unit. This includes:

= Sysiem configuration

*  Virus definition updates

= Aflack definition updales

«  Web filter lists

+  Email filter lisls

+  Replacement messages

= CA cerificates

*  Local cenificates

Synchronization occurs in real time as changes are made o the primary unit. As soon
as an administrator changes or adds a configuration setting, the change is

synchronized wilh all cluster membars, When the pamary unil downloads anfivirus or
attack defintion updates, all cluster membars also mosive these updates.

From each subordinate und, you can also use the execute ha aynchronize
comimand o manually synehronize ils eonfiguration wilh the primary unil. Lising this
command you can synchronize the following:
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Table 16: execute ha synchronize keywords

Heyword Description

config Synchronize the ForiGate configuration. Thes includes narmal aystam
um:ﬁ:mbm, firewall configuration, WPM configuration and so on stored in the
Fo te configuration file,

avupd Synchronize the antivinus engine and anthvirus definitions received by the
peimany unit fram the FortiResponse Distribution Mebwork (FOM).

attackdef Ejlnlt-_:hﬂnize MIDS attack definition updates received by the primary uni from
the

webliges Synchronize web filter lisis added to or changad on the primary unit
emaillists |Synchronize email fitter lists added fo or changed on the primany unit

rEsmal Synchronize replacemant messages changed on the primary unit
oa Synchronize CA certificates added fo the pramary unit,
lacalcert | Synchronize local cerbficates added fo the primary unit

all Synchronize all of the above

Usze the following procedure to manually synchronize the configuration of subordinate
units with the primany umnit.

1 Connect 1o the cluster and log inlo the CLI.

2 Connect 1o the CLI of each of the subordinate uniis in the cluster.
To connect to subordinate unils, see “"Managing individual cluster unis” on page 85

3  Usethe execute ha synchronize command 1o synchronize the configuration of
the subordinate uni.

4  Repeat sleps 2 and 3 for all of the subordinate unils in the HA cluster.

Upgrading firmware

Ta upgrade the firmware of the FortiGate units in a cluster, you must upgrade the
firmware of @ach unil separately. In most cases, if you are upgrading 1o a new
firrmware build within the same firmware version (for example upgrading from 2.50
buildD&9 to 2.50 buildDTD) firmweare upgrades can be done using the following
procedure and without interrupting cluster operation.

However, if you are upgrading 10 a new firmware version (for example from 2.50 to
2.80) and in some cases if you are upgrading 1o a new maintenance release of the
same firmware version, you must remove individual units from the cluster and use the
firmware upgrade procedures in “Changing the FortiGate firmware” on page 94 1o
uparade their firmware,

Use the following procedure o upgrade to a mew firmware build. This procedure
involves uploading a new firmmware image to the primary unil. Once the finmyang
image is uploaded, the primary unit restans, running the new fimmeare version. When
the prnary unil restans, it is removed from Ihe cluster, which fails over 1o a new
primary unil. Dunng the failover, service could be interrupted if thie clusier is very busy.
Because of this interruplion and in case the fimmware upgrade fails, you should only
rumn this procedure during off peak times when the clusier is not very busy.
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To upgrade the firrmware version for all of the unils in a cluster:
1 Copy the firmware image file 1o your management computer.

2  Connect 1o the cluster and login 1o the web-based manager as the admin
administrative user.

3 Golo System > Status.

4  Select Firmware Upgrade & |

5 Enterthe path and filename of the firrmyvare image file, or select Browse and locate the
file.

8 Select OK.

The primary ForliGate unil uploads the fimmware image file, upgrades o the new
firmerare version and restaris. When this happens the primary FortiGale unit is
removed from the cluster and one of the subordinate units becomes the new primary
unit, Afer the failover occurs you can log into the clusier again o connedd to the new
primary unit.

¥ Connect to the cluster and login 1o the web-based manager as the admin
administrative user.

8 Repeal sleps 3 1o 7 for each cluster unil

% Once the fimmware upgrade has been completed for all of the ForiGate wunits in the
Cluster, log imto the clusier and use the procedure “Manually updating antivirus and
attack definitions” on page 117 to update antivirus and attack definitions for the
Cluster.,

Replacing a FortiGate unit after fail-over

A fadllover can oocur du to a hardware or soflware ‘FI'I'I:ID|E|'I'I. When a failower ocours,
you ean attempt to restan the failed FortiGate unit by eycling ils power. If the FortiGate
unit starts up correctly, it rejoins the HA cluster, which then continues to function
normally, If the FortiGate unit does not restant normally or does nol rejoin the HA
clusier, WU must lake it oul of the network and eilher ramnflgum ar I'E']:H-EE;E il

Once the FortiGate unil is reconfigured or replaced, change its HA configuration to
match that of the FortiGate unit that faided and connect it back into the network. The
reconnected FortiGate unit then automatically joins the HA cluster,

Advanced HA options

The following advanced HA oplions are available from ihe FortiGate CLIE
«  Saebecting a FortiGale unil to be & pefmanant primary unil

= Configuring the priorities of each ForiGate unil in the cluster

« Configuring weighted-round-robin weights
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Selecting a FortiGate unit to be a permanent primary unit

In a typical FortiGale cluster configuration, the primary unit selection process is
automatic. In some situations, you may want 1o control which unit becomes the
primary unit. You can configure a FortiGate unit 1o become the permanent primarny unit
by changing the prionty of this unil and configunng it to overnide any olher primary
wuinit.

To configure a FortiGate unit 1o be the permanent primary unit in an HA cluster:

1 Connect to the CLI of the FortiGate unit that you want to become the permanent
primary unit,

2  Selthe priority of the permanent primary unil. Enter:
set system ha priority <priority ints
Where <priority ints s the priorty 1o sel for the permanent primary unit, The unit

with the lowes! pricnity becomes the primary unif. The defaull priorily is 128, Selthe
priorty of the permanent primary unil to a number lower than 123,

For example, 10 sel the priority of the permanent primary unil to 10, enter the
command:

get system ha pricricy 10

3  Make sure the priorities of all of the other units in the cluster are higher than the
priority of the permanent primary unit.
The command get system ha mode displays the current prioty of the FortiGate
unit that you are connected to.

4  Configure the permanent primary unit to override an existing primary unil when i joins
the cluster. Use the following command 1o configure primary unit overide:

get aystem ha override enable

Enable override =0 the thal the permanent primary unil will abvays override any other
primary unit. For exampie, if the permanenl primary unit shuls down, one of the olher
urits in the cluster replaces it as the primary unil. When the permanen] primary unit is
restarted, it can become the primary unit again only if overnde i enabled.

Configuring the priorities of each FortiGate unit in the cluster

In addition 1o selecting a FortiGate unit to always be the primary unit in a cluster, you
can set the prionties of each of the subordinate unfds in the cluster 10 control the
failover path. For example, if you have three FortiGate units in an HA cluster and you
have configured one to always become the primary FortiGate unit, you may always
weant the chuster (o fail owver o the same FortiGate unit if the primary uni fails.

If you hawve many ForliGate units in the cluster, you can assign a different prionly to
each of them to creale a faillowver path.

To sl the pricrities of each FortiGate unil in a cluster 1o create a failower path:
Connect 1o the cluster and log into the CLI.

2 Use the instructions in “Selecting a FortiGate unit 1o be a permanent primary unit” on
page 90 lo configure & permanant primary unit,
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3  From the primary unit CLI, enter ihe following command 1o log into a subordinate
cluster member:

execute ha manage <cluster-member intcs

4  Selthe prionty of the cluster member. Enter:
pet Bystem ha pricricty <pricrity ints
Where cpricoricy ints is the priority to set for the permanent primary unil. The
permanent primary unil must have the lowest priorty. The unit with the second [owest
priority always becomes the new primary unit if the permanent primary unii fails. The
defaull priority is 128,

For example, to sel the prionity of a cluster unil to 20, enter the command:
pet aystem ha pricricy 20

5 Enterthe command exit 10 relum 1o the primary unit CLI

& Repeat sieps 3 1o 5 for each cluster unil

Configuring weighted-round-robin weights

By default, in active-active HA mode the weighted round-robin schedule assigns the
same weight 1o each FortiGate unit in the cluster. If vou configure a cluster to use the
weighted round-robin schedule, you can use the set system ha weight
command to configure a weight value for each cluster unil. The weight value sels the
maximum number of conneclions that are sent o a cluster unit before a conneclion
can be sent to the next cluster unit, You can sel weight values o control the number of
connections processed by each cluster unit. One use for this technique would be to
reduce the number of conneclions processed by the primary cluster unit, by
increasing the weight assigned to the subordinate cluster unkls.

Wieight values are entered in order according to the priority of the unils in the cluster.
For example, if you have a cluster of 3 FortiGale units, you can enter the following
command to configure the weight values for each unit:

get ayatem ha weight 1 3 3
This command has the following results:

+  The first connection is processed by the primary uni
= Th naxd thres connedions are processed by the first subdrdinale unit
= Thie next three conneclions are processed by the second subordinale unit

The subordinate units process more connections than the primary unit, and both
subordinate units on average process the same number of connections.
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System status

You can connect to the web-based manager and go to System > Status to view the
current status of your FortiGate unit. The status information that is displayed includes
the current firmware version, the current virus and attack definitions, and the FortiGate
unit serial number.

If you have logged into the web-based manager using the admin administrator
account, you can use Syslem Status 1o make any of the following changes 1o the
FortiGale syslem setlings.

« Changing the FortiGate host name
» Changing the FortiGate firmware

* Manual virus definition updates

*  Manual atlack definition updales

» Backing up system settings

«  Restoring system settings

» Restoring system settings to factory defaults
= Changing to Transparent mode

» Changing to NAT/Route mode

* Restarting the FortiGate unit

» Shutting down the FortiGate unit

If you log into the web-based manager with any other administrator account, you can
go to System > Status (0 view the system settings including:

+ Displaying the FortiGate serial number
» Displaying the FoniGate up time
» Displaying log hard disk status

All administrative users can also go lo System > Status > Monitor and view
FortiGale system status, System status displays FortliGate health monitoring
information including CPU and memory status, Session and network status.

» System status

All administrative users can also go to System > Status > Session and view the
active communication sessions to and through the FortiGate unit,

= Session kst

FortiGate-3600 Installation and Configuration Guide 93

Page 93 of 329 Netskope Exhibit 1008



Changing the Forfizale hast name Systar stafus

Changing the FortiGate host name

The ForliGate host name appears on the System > Stalus page and on the ForliGate

CLI prompl. The host name |5 also used as the SNMP System Mame (see
*Configuring SNMP® on page 181).

The default host name s FortiGate-3600.

To change the FortiGate host name;

1 Go 1o Gystem > Status.

2 Select Edit Host Name & )
3  Enter a new host name,

4  Select OK.

The new host name appears on the Sysiem Status page and is added o the SMMP

System Mame.

Changing the FortiGate firmware

After you download a FordiGate firmware image from Fortinet, you can use the
procedures in Table 1 to install the firmware image on your ForfiGate unit.

Table 1: Firrmvare upgrade procedures

Procedure Description

umuﬂ to a new CMFH'I;N'IF-UM mbf ImEBnAgeEr and EU'FMI:IUTM (] '

firmweare versian upgrade o & new FomiOS firrmware version or 1o 8 more recen
build af the same firmmvane versian

Rewvert to a previous | Lise the web-based manager or CLI procedune to reven (o &

firrmerans Vargion previowes firmware varsion. This procedung revens your Fortiaate

unit te s faciory default configuration

Install a firmware
image from a system
reboot using the GLI

Lise this procedure to install 8 new firmware version or revert to a
previous firmware version, You must run this procedure by
eonnecting to the CLI using the Fortizate consale porl and a null-
madem cable. This procedure reverts your ForiGate unit to its
factory default configuration

Test a new firmwane

Lise this procedure to test a new linmware image before instaBing i

imaae before You must run this procedure by connecting 1o the CLI using the
inﬁlng it FortiGate console port and a null-modem cable. This procedure
tempararily installs a new firmware image using your eurment
uratsen. You can lest the inmeane image before Installing i
perrranently. If the firmware image works correctly you can use
one of the other procedures lisbed n thes table to install i
parrmanently,
Installing and using a | If your FodiGate wunit is running BIOS version w3, you can install a
backup firmaane backup firrrracare image, Once the backup firmware mage &
image insfalled you can ch to this backup image whan reguined
94 Fortimat inc
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Upgrade to a new firmware version
Use the following procedures 1o upgrade your ForliGate 10 a newer firmmayang version.

Upgrading the firmware using the web-based manager

4 Mevba: Instaling firmmvare replaces your current antivirus and attack definitions with the
definitions included with the firmeare release that you are installing. When you have installed
S5 naw firrrrecare, use the procedune "Manually updating antivirus and aftack definitions® an
page 117 to make sure that antivirus and afiack definitions are up-to-date

Copy the firmware image file 1o your management computer.

Login to the ForiGate web-based manager as the admin admanistrative user,
Go lo System > Status,

Select Firmware Upgrade ‘& ] .

Enter the path and filename of the frrmyvare image file, or select Browse and locate the
file.

Select OK.

The ForiGate unil uploads the firmware image file, upgrades o the new firmyare
version, restaris, and displays the ForiGale login. This process Lakes a few minules.

¥ Login to the web-based manager.

8 Golo System > Status and check the Firmmware Version lo confirm that ihe finmwane
upgrade has been installed successiully.

8 Use the procedure “Manually updating antivinus and attack definitions”™ on page 117 to
update antivirus and attack definitions.

o e L Ry

Upgrading the firmware using the CLI

To use the fellowing procedure you must have a TETP server that you can connect to
from the FortiGate unit,

o Mote: Installing frmwarne replaces your current anthirus and attack definitions with the
definitiens included ¥ath the hnmaare release that you are nstalling, When you have instalied
e fierrvare, use the procedune “Manually updating antivirug and atlack definibiens” on

page 117 10 make sure that anivirus and altack definflions are up-to-date. You can alo use the
CL! command execute updatesanter updatenow to update the antiirus and attack
definitiong

Make sura that the TFTP Sarver |5 running.
Copy the new firrmware image file (o the roof directory of the TFTP server.
Log imlo the CLI as the admin adminstrative user.

Make sure the ForiGate unil can connect to the TETP server.

You can use the following command to ping the computer running the TETP server.
For exampds, if the TFTP server's IP address is 182 188.1.168:

execute ping 192.168.1.168

s L Ry =R
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5  Enter the following command to copy the firmeare image from the TFTP server 1o the
ForiGate:
execuce restore image <name_str> <Cicp ip=

Where <name_strs i5 the name of the firmware image file on the TFTP senver and
ztftp ips= isihe IP address of the TFTP server. For example, if the firmware image
file name is FGT_300-v250-build045-FORTINET.out and the IP address of the
TFTP server is 192.168.1.168, enter:

execute restore image FGT _300-wv250-buildids5-FORTINET.out
192.1668.1.168

The ForniGate unit uploads the firmware image file, upgrades (o the new firmmvare
version, and restarts. This process takes a few minutes.

6 Reconnect to the CLI

T To confirm ihat the new firmware image has beean loaded, enter:

get syabem SCAabus

8  Usethe procedure “Manually updating antivirus and attack definitions” on page 117 to
update antivirus and attack definitions, or from the GLI, enter;

execute updatecencer updatenow

8  Toconfirm that the antivirus and attack definitions have been updated, enter the
following command o display the aniivirus engine, vinus and attack definitions wersion,
contract expiry, and last update attempt information

get syatem objwver

Revert to a previous firmware version

Use the following procedures to revert your FortiGate unit to a previous firrmware
version,

Reverting to a previous firmware version using the web-based
manager
The following procedures return your FortiGate unit to its factory defaull configuration

and deleta NIDS user-defined signatures, web content lisks, email filtedng lisis, and
changes to replacemen] messages.

Before runming this proceduns you can:

+  Backup the ForiGate unit configuration, use the procedure “Backing up system
sellings” on page 108,

=  Backup the MIDS wser defined signatures, sea the ForfiGate NIDS Guide

+  Backupweb content and email filternng lisis, see the ForfiGate Content Protectian
Guide.

If you are reverding to a previous ForliDS version {for example, reveding from FodiQs
v2.50 to FortiDS v2.38) yvou may nol be able to restore your previous configuration
from the backup configuration file.
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sy  Note: Instaling firmmwvare replaces your current antivirus and attack definitions with the

[ definitiore includead with the fimmsaare releaze that you are installing. When you have instalied
e new firrmadare, use the procedure “Manually updating antivirus and aftack definitions® on
page 117 to rake sure that antivirus and attack definifions are up-to-date,

Copy the firrmarare image file 1o your management computer.

Login 1o the ForiGate web-based manager as the admin adrminisirative user,
Go to System > Status,

Select Firmware Upgrade &7

oh & L P =

Enter the path and filename of the previous firmware image file, or select Browse and
locate the file,

€ Selecl OK

The FortiGate unil uploads the firmwane image file, revents to the old firmware version,
resets the configuration, restarts, and displays the ForliGate login. This process lakes
a few minutes.

T Login to the web-based manager.

For information atout logging nto the web-based manager when the Fomisate unit (s
sel 1o factory defaulls, see “Connecting to the web-based manager on page 30

8 Golo System > Status and check the Finmmware Version o confirm that ihe finmmwane
has been instalied successhully.

8  Reslore your configuration.
See "Reslonng system settings” on page 108 to restore your previous configuration.

10 Use the procedure “Manually updating antivinus and altack definitions” on page 117 to
update antivirus and atlack definitions.

Reverting to a previous firmware version using the CLI

This procedure revens your ForiGate unil 1o s faciory defaull configuration and
deletes NIDS user-defined signalures, web content ksts, email filtering lists, and
changes o replacement mMessages.

Before running this procedure you can:
= Backup the FonliGate unil configuration using the command execute backup
config.
= Backup the MIDS user defined signatures using the command execute backun
nidesuserdefsig
& gaﬂ.:p web content and email fillering lisis, see the ForfiGate Content Protection
wide,

If you are reverding to a previous ForliDS version {for example, reveding from FodiQs
v2.50 to FortiDS v2.38) yvou may nol be able to restore your previous configuration
from the backup configuration file.
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s Note: Instaling firrmwvare replaces your current antivirus and attack definitions with the
(=) definitions included with the fimmaare release that you are installing. When you have Installed
ST pew firmwars, use the procedure “Manually updating antivirus and atfack definitions”™ on
page 117 1o make sure that antivirus and attack definitions are up-to-date. You can akso use the
CL! command execute updatecenter updatenow teupdate the antvirus and attack
definitions.

To use the following procedure you musi have a TFTP server that you can connect 1o
from the FortiGate unit.

Make sure that the TFTP server |5 runmning.
Copy the new firmware image file 1o the root directory of the TFTP server.
Login to the FordiGate CLI as the admin administrative user,

Make sure the FortiGate unil can connect to the TFTP server,

You can use the following command to ping the computer running the TFTP server.
For example, if the TFTP server's IP address is 192.166.1.168:

axecute ping 192.1668.1.1&68

5  Enter the following command to copy the firmware image from the TFTP server o the
ForiGate unit:
execute restore image <name_sbr> <tfEp ips
Where cname_strs is the name of the fimmware image file on the TFTF senver and
ztfrtp ips is ihe I[P address of the TFTP server. For exampie, if the firmware image

file name i3 FET _300-v250-buildd45=-FORTINET . out and the IP address of the
TFTP server is 192.168.1.168, enter:

execute rescore image FGT_300-w250-builddd45-FORTIRKET.out
192 .16B.1.168
The FortiGate unit uploads the firrmwvare image file. Once the file has been uploaded a
message similar 1o the following is displayed:
Get image from tftp server OK.
Thia cperation will downgarde the current firmware version!
Do you wankt co continue? (y/nl
Type ¥
The Fortiate unil revers 1o the old firmware version, reseds the configuration 1o
factory defaulls, and restans. This process takes a few minules.

8  Reconnec to the CLL

For information about logging into the web-based manager when the FomtiGate unit is
sel o factory defaulls, see *Connecting 1o the command line interface (CLIY" on

page 31,
9 To confirm (Rat the new firrmaane image has beoen loaded, anter:
geC Byacem atactusa
10  Reslore your prévious configuration, Use the following command:
exesute regcore cont .'l.g

11 Use the procedure "Manually updating antivirus and altack definitions” on page 117 to
update antivirus and altack definitions, or frem the CLI, enter;

execute updatecenter updatenow

& L k=
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12 To confirm that the antivires and attack definitions have been updated, enler the
following command to display the antivirus engine, vinus and attack definitions wersion,
contract expiry, and lasl update attempt information.

get aystem cbjver

Install a firmware image from a system reboot using the CLI

This procedure instalis a specified firmware image and resets the ForiGate unit (o
default setlings. You can use this procedure to upgrade 1o a new firmmyare version,
revert to an okder firmware version, of 1o re-install the current fmware.

S Note: Thene are a few vanations on this procedure for different FortiGate BIOS versions, These

variations are explained in the procedure steps that are affected The version of the BIOS
running on your FortiSate unil ks displayed when you restart the FoetiGate unit whide accessing
the CLI by connecting to the FontiBate consobe port wsing & null-modem cabla

To run this procedure you:

*  access the CLI by connecting 1o the ForliGate console port using a null-modem
cable,

= install a TFTP senver thal you can connedt to from portl. The TFTP server should
be on the same subnet as por1.

Before running this procedure you can:

=  Backup the ForiGate unil configuration, use the procedure "Backing up system
sellings® on page 108.

= Backup the NIDS user defined signatures, see the ForiGate MDS Guide

+  Backupweb content and email illenng lisls, see the ForfiGale Confent Protection
Guide,

If you are feverting 1o a prewvous Fori0S version (for exarmple, reveding rom Fortios

v2 50 to FortiDS w2 .38) you may nol be able 1o restore your previous configuration
from the backup configuration fike.

y Note: instaling firmware replaces your current antivirus and attack definitions with the
\ k definitions included with the fimmvare release that you ane installing, When you have inglalled
' nigwe fierrware, use thie procedure “Manually updating antrvirus and atlack definitions” on
P 117 10 make sure thal anivirug and attack definiticns ane up-to-dile
To install firmware from a system reboot
Connect 1o the CLI using the null medem cable and ForhiGate console padt.
Make sure that the TFTP sarver is running.
Copy the new firmware image file 1o the root directory of your TFTP sarver,
Make sure that podt1 is connecled to the same network as the TETP server.

To confirm that the FoniGate unil can connect to the TFTP server, use the following
command Lo ping the computer running the TFTP server. For example, if the TFTP
server's IP address is 192.168.1.168:

execute ping 192.168.1.168

L T N e

FortiGale-3600 nstalalion and Configuration Gude 99

Page 99 of 329 Netskope Exhibit 1008



Changing the ForfiGale Armwans Systar stafus

8  Enter the following command o restart the FortiGale unit:
execuce reboot
As the ForliGate units stars, a seres of system starup messages are displayed.
When one of the following messages appears:
= FortiGate unit running va2.x BIOS
Praga Any Eay To Download Boot Image.

= ForiGate unit running vi.x BIOS

Prags any key to enter configurarion memw. ....

T Immediately press any key 1o interrupt ihe system startup.

_u Note: You only have 3 seconds to press any key. If you do nof press any key sean anough, the
"».,1 - FortiGate unit reboots and you must keg in and rapaat the execute reboot command

If you successfully inferrupd the starup process, one of the following messages
appears:
*  FodiGate unit running va.x BIOS

Bnter TFTP Server Address (192.168.1.164]:

o to step 8.
=  ForiGate unit running v3.x BIOS
[G]: Get firmware image from TFIP server.
[Fl: Format boot device.
[B] : Boot with backup firmware and set as default.
[0 : oQuit menu and continue to boot with default firmware.
[Hl : Display this list of optiomns.

Enter G,F,B,Q,0or H:
8 Type Gioget the new firmware image from the TFTP server,

8 Type the address of the TFTP server and press Enter.
The following message appears:
Enter Local Address [192.168.1.188]:

10  Type the address of porl1 and press Enter.

#2  Note: The local IP address is only used to download the fermware image. After the firrmware is
I"x installed the address of this interface is changed back fo the defaull IP address for this interface

The following message appears:;
Briter File Name [image.duk]:
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11 Enter the firmware image file name and press Enter,

The TFTP server uploads the firmware image file Lo the ForiGate unil and messages
similar ko the following appear.

=  FortiGale unit running v2.x BIOS
Po You Want To Save The Image? [Y/n)
Type Y.

*  FortiGate unit running vi.x BIOS
Save as Defaulr firmware/Run image withoutr saving: [DSR]
Save as Default firmware/Backup firmware/Run image without
savimg: [DS/BSR]
Type D.

The ForiGate unit installs the new firmware image and restars, The instaltation might
lake a few minuies 1o complete,

Restaring your previous configuration

You can then restore your prévious configuration. Begin by changing the interface
addresses if required. You can do this from the CLI using the command:

get syatem interface

After changing the interface addresses, you can access the ForliGate unif from the
web-based manager and restore your configuration,

To restore your FortiGate unit configuration, see "Resloring system settings” on

page 108, To restore NIDS user defined signatures, see the ForiGate NIDS Guide. To
restore web conlent and emall flenng lists, see the ForiGate Conterd Prolection
Guide.

If you are reverting 10 a previous firmwarne version (for example, reverting from
Forti0S v2.50 to FortiOS w2 36) you may not be able 1o restare your previous
configuration from the backup up configuration file.

12 Update the virus and attack definitions to the most recent version, see "Manually
updating antivirus and attack definilions” on page 117.

Test a new firmware image before installing it

You can test a new firmware image by installing the firmware image from a sysiem
reboot and saving it to system memary, Afler completing this procedure the FordiGate
unit operates using the new firmware image with the current configuration. This new
firmware image is not permanenily installed, The nex time the FordiGate unit restarts
it will be operaling with the originally installed firmware image using the current
configuration, Ifthe new firmware image operates successfully, you can install i
permanently using the procedure "Upgrade to a new firmware version™ on page 95,

To run this procedure you:

* access the CLI by connecling 10 the FortiGatle console porl using a null-madem
cable,

= inglall a TFTP server thal you can conned to from porf1. The TFTP server should
b on the same subnet as poril.
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To test a new firmyare image:

Connect io the CLI using & null modem cable and ForiGate console port.
Make sure the TFTP server is running.

Copy the new fumware image file (o the root directory of the TFTP server.

Make sure that port1 is conneded to the same network as the TFTP server.

You can use the following command o ping the comiputer running the TFTP server.
For example, if the TFTP server's IP address is 192.168.1.168:

execute ping 192 _168.1.1E4
5 Enterthe following command o restar the FortiGate unit:

execute rebook
B  Asthe ForiGate unil reboois, press any key 10 inlemupt the system starup.
As the ForliGate unils stars, a seres of system starlup messages are displayed.

When one of the following messages appears.
+  FortiGate unit running va2.x BIOS

Press Any Key To Download Boot Image.

g L By =

+  FortiGate unit running v3.x BIOS
Preas any kKey to enter configuration memu.....

T Immediately press any key 1o interrupt the system starup.

i Mote: You onty hawve 3 seconds to press any key If you do not press any key soon enough, the
e FortiGate wnit rebopts and you must leg in and repeat the execute reboot command

If you successiully intemupd the starfup process, one of the following messages
appears.
*  FortiGale unit running v2.x BIOS

Enter TFTF Server Address [19%2.168.1.164]:

o to step 9.
«  FortiGate unit running va.x BIOS
[G] : Get firmware image from TFTP server.
[F]: Format boot device.
[@): OQuit menu and continue to boot with default firmware.
[H]: Display this list of options,

Enter G,F,Q.0r H:
8 Type Gtoget the new firmware image from the TFTP server.

% Type the address of the TFTP server and press Enter.
The following message appears:
Enter Local Address [192.168.1.188]:

10 Type the address of poril and press Enter.
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% Mote: The local IP address is only used to downboad the firmware image. Afler the firrmware is
Yo~ installed the address of this interface is changed back to the default IP address for this interface.

The following message appears:
Brteér File Hame [image.duk] :
11  Enter the firrmware image file name and press Enter,

The TFTP server uploads the firrmeane image file to the ForiGate unil and messages
simnilar to the following appear.

= FortiGate unit running v2.x BIOS
Do You Wamt To Save The Image? [Y./nl

Type N.

+  ForiGate unit running v3.x BIDS
Save as Defaulr firmware/Run image without =saving: [DSR]
Tvpe R.

The ForiGate image is installed 1o syslem memary and the FortiGate starts running
the mew fimrmwane I'I'I'lElﬂﬂ‘ bud wath its curment Eﬂl‘lfﬂu ration.

12 “ou can login to the CLI or the web-based manager using any administrative account.

13 To confirm that the new firmware image has been loaded, from the CLI enter:
get system status
You can test the new firmware image as required.

Installing and using a backup firmware image

If your FordiGate unit is running BIOS version v3.x, you can install a backup fimmware
image, Once the backup firmware image is instalbed you can switch to this backup
image when required.

This section descnbes:

* Installing & backup firrmsare image
« Switching to the backup firmware image
* Switching back to the default firmware image

Installing a backup firmware image
Ta run this procedura you;

= access the CLI by connecting 1o the FortiGale console port using a null-madem
cable,

= install a TFTP server that you can eennedct to from the FortiGate as described in
the procedure “Install a firrmware image from a system reboot using the CLI® on

page 99
To install a backup firmware image:
Connect 1o the CLI1 using the null modem cable and FortiGate console por,
Make sure that the TFTP Server is runming.
Copy the new firmweare image file io the root directory of vour TFTP server.
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4  To confirm that the ForliGate unil can connect 1o the TFTP server, use the foliowing
command o ping the compuler running the TFTP server. For example, if the TFTP
server's IP address is 192.168.1.168:

execute ping 192.168.1.168
5  Enter the following command o restart the FortiGate unit:

execute reboot
As the ForliGate unils staris, a series of system starlup messages are displayed.
When one of the following messages appears:

Press any key to enter configuration menu.....

& Immediately press any key 1o interrupt the system starfup.

A= Note: You only have 3 seconds 1o press any key. If you do nol press any key 5000 enough, the
"'.; e FortiGate unil rebodts and you must log in and repeat theé execute reboot eomimand

If your successfully intemupd the starfup process, one of the following messages
appears:

[G] : Get firmware image from TFTP server.

[F] : Format boot dewvice.

[B] : Boot with backup firmware and set as default.

[@] = ©uit menu and continue to boot with defaulc firmware.
[H] : Digplay this list of opticna.

Enter &G,F,B.Q,or H:

T Type G toget the new firmmware image from the TFTF server.
8 Type the address of the TFTP server and press Enter.

The following message appears:

Enter Local Address [192.168.1.188]:

9 Type the address of the interface of the FortiGate unil thal can connect to the TFTP
server and press Enter.

The following message appears:;
Enter File Wame [image.out]:
10  Enter the firmware image file name and press Enter,

The TFTP server uploads the firmvare image file to the FortiGate unit and messages
simitar to the following appear.

Save as Default fireware/Backup firsware/Hun image without
gaving: [D/B/R]

1 TypeB.

The FortiGate unil saves the backup firrmeane image and restards. When the FodiGale
unil restans i is running the previously installed frrmware version.
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Switching to the backup firmware image

Use this procedure to switch your ForiGate unit 1o operating with a backup firmware
image thal you have previous installed, When you swilch the FortiGate unit 1o the
backup firmmware image, the ForiGate unit operates using the configuration that was
saved with thal firmware image,

If you install a new backup image from a reboot the configuration saved with this
firrmarare image is the factory default configuration. If you use the procedure
"Switching back o the default firmware image” on page 105 to swilch fo a backup
firmware image that was previously running as the default firmware image, the
configuration saved with this firmware image is restored,

Connect 1o the CLI using the null modem cable and FortiGate console port.
2  Enter the following command (o restart the FortiGate unit:

execute reboot

As the ForliGate units starts, a series of system starup messages are displayed.
When one of the following messages appears.

Pr=ss any key to enter configuration menu.....

3 Immediately press any key 1o interrupt the system startup.

s Mobe: You only have 3 seconds 1o press any key If you do not press amy key soon enough, the
I"'-; 2= FortiGate wunit reboots and you must leg in and repeat the execute reboot command,

If you successfully intemupd the starfup process, oné of the following messages
appears:

[Z] : Get firmware image from TFTP sarver.

[F] : Format book device.

[B] : Boot with backup firmware and set as default.

[@] : Quit menu and continue to boot with default firmware.
[H] : Diaplay this list of opticna.

Enter G,F,B,0,o0r H:

4  Type Bio load the backup firmware image.

The FortiGate unit loads the backup firmware image and restans. When the ForliGale
unit restarns i is running the backup firmware version and the configuration is set (o
factory default.

Switching back to the default firmware image

Usa this procedure to switch your FortiGate unit to operating with the backup firmware
image that had been running as the default Grrmware image. When you Switch to this
backup firmware image, the configuration saved with this firmware image is restored.

1  Connect to the CLI using the null modem cable and FordiGate console part.
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2  Enter the following command 1o restart the FortiGate unit:
exgcute reboot
As the ForiGate unils starls, a seres of system startup messages are displayed.,
When one of the following messages appears.
Preas any key to enter configuration meénud. ....

3 Immediately press any key 1o interrupt the system starlup.

a<  Mobe: You cnly have 3 seconds to press any key. If you do nol press any key seon anough, the
o FortiGGate wnit rebeots and you must log in and repeat the execute reboot command.

If you successfully interrupt the starup process, one of the following messages
appears.

[G]l : Gak firsware image frosm TFTP server.

[F] : Format bost devies,

[B] : Beook with backup firmware and set as defaule.

[2]: ©Quik menu and continue bto book with default firmware.
[Hl = Display Ehis list af opticna.

Enter G,F,B,Q,or H:
4  Type Bio load the backup firmware image.

The FortiGate unil loads the backup fifmware image and restans. When the FortiGatle
unit restarts i s running the backup firrmyvane version with a restored configuration.

Manual virus definition updates

The System > Slatus page of the FortiGate web-based manager displays the current
installed versions of the ForiGate Antivirus Definitions. You can use the following
procedure 1o update the antivirus definitions manually.

= Note: To configure the ForiGate unit for automatic amvins definitions updates, see "\irus and
Wi attack definflions updates and regisiration” on page 115. You can also manually infiate an
T antivirus definiions update by going to System > Update and selecting Update Mow

1  Download the latest antivirus definifions update file from Fordinet and copy it 1o the
computer that you use o connect 1o the web-based manager.

2  Start the web-based manager and go lo System > Status.
3 Tothe right of the Antivirus Definitions Version, select Defintions Update &

4  Enter the path and filename for the antivirus definilions update fe, or seélect Browse
and locate the antivirus definitions update file.

5 Selec OK to copy the antivirus definitions update file to the ForiGate unit
The FordiGate unil updates the anlivirus definitions. This fakes about 1 minute,

§ Go lo System > Status to confirm thal the Antivirus Definitions Version information
has been updated.
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Manual attack definition updates

The System > Slatus page of the FortiGate web-based manager displays the current
installed versions of the ForiGate Attack Definilions used by the Nebwork Intrusion
Detection System (MIDS). You can use the following procedure 1o updale the atlack
definitions manually.

4y Note: To confiqure the FortiEate unit for automate attack definitions wpdates, see “Wius and
atteck dafinftions updates and registration” on pege 115, You can alss manually iniate an
attack defintions update by going to System > Update and selecting Update Now,

1 Download the latest altack defindlions update file from Fortinel and copy | to the
compuler that you use lo connect 1o Ihe web-based manager.

2  Slan the web-based manager and go to System > Status.
3 Tothe right of the Attack Definitions Version, select Definitions Update &

4  Enter the path and filename for the altack definitions update file, or select Browse and
locate the attack definitions update file.

§ Select OK Lo copy the altack definifions update file to the FortiGate unit.
The ForiGate unil updates the attack definitions. This takes aboul 1 minute.

B Golo System > Status 1o confirm that the Attack Definftions Version information has
been updated.

Displaying the FortiGate serial number

1 Go 1o System > Status.

The serial number is displayed in the System Status page of the web-based manager.
The serial number is specific to the FortiGate unit and does not change with firmsiare
upgrades.

Displaying the FortiGate up time

1 Ga 1o System > Status,

The ForiGate up lime displays the lime in days, hours, and minules since the
ForiGate unil was last slaried.

Displaying log hard disk status

1 Go to System > Status,

Log Hard Disk displays Available if the FortiGate unit contains a hard disk and Mot
Available if no hard disk is installied. The FortiGate unit uses the hard disk 1o store log
Messafes and o quamnlin& fdes infecied wilh a virus or blocked h}r antivirus file
blocking.
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Backing up system settings

You can back up system setlings by downloading them to a text file on the
management Compuler:

Go 1o System > Status.

Select System Settings Backup.

Selecl Backup System Settings.

Type a name and location for the file.
The sysiem setlings file is backed up to the management computer.

5 Select Retumn to go back to the Status page.

i 3 Ry =S

Restoring system settings
You can restore system settings by uploading a previously downloaded system
setings texd file:
1 Golo System > Status.
2  Select System Setlings Restore,

3  Enter the path and filename of the system settings file, or select Browse and locale
Lhe file.

4  Select OK 1o restore the system settings file to the ForiGale unit.
The ForiGate unil restaris, loading the new system setlings.

5 Reconmect to the web-based manager and review your configuration (o confim that
the updoaded system settings have laken effect.

Restoring system settings to factory defaults

Use the following procedure to restore system setlings to the values set ai the factory.
This procedure does nol change the firmware version or the antivirus or attack
definilions,

Caution: This procedure delates all changes that you have made to the FortiGate configuration
K E N and reverts the system to its onginal configuration, including resetting interface addresses

1 Goio System > Status.
2  Select Restore Faciory Defaults,

3  Select OK to confirm.
The FoniGate unil restaris with the configuralion that it had when it was first powered
on.

4  Reconnmeci to the web-based manager and review ihe system configuration to confinm
that it has been reset to the default settings.
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To restore your system setlings, see "Restoring sysiem settings” on page 108,

Changing to Transparent mode

Use the following procedure o switch the FortiGate unit from NAT/Route mode to
Transparent mode. When the ForiGate unit has changed 1o Transparent mode ils
configuration resets 1o Transparent mode factory defaulls.

Go 1o System > Status.

Select Change to Transparent Mode.

Select Transparent in the operation mode lisL
Select OK.

The ForliGate unit changes operalion mode.

5§  Toreconnect 1o the web-based manager, connect o the interface configured for
Transparent mode management access and browse to hlps /¥ followed by the
Transparent mode management IP address,

By default in Transparent mode, you can connect to the intemal interface. The default
Transparent mode management IP address is 10.10.10.1.

i W 3 ==

Changing to NAT/Route mode

Use the following procedure o switch the FortiGate unil from Transparent mode to
NAT/Route mode. When the ForliGate unit has changed to NAT/Roule mode is
configuration reseéts (o NAT/Route mode faciory defaults,

Go 1o System > Status,

Select Change to MAT Mode,

Select NAT/Route in the operation mode ksl
Selecd OK.

The ForliGate unil changes operalion mode.

&  Toreconnect to the web-based manager you must connect (o the inferface configured
by default for management access,
By default in NAT/Roule mode, you can connedl to the intermal interface, The default
Transparent mode management IP address s 192.168.1.99.
Sea “Connecting to the web-based manager” on page 30 or “Connecling to the
command fine interface (CLI)" on page 31.

& i Py =

Restarting the FortiGate unit

G0 1o System > Status.

2 Seleci Restari.
The FortiGate unit restams.
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Shutting down the FortiGate unit

1 Ga 1o Systemn > Status,

2  Select Shutdown.
The ForiGate unil shuts down and all traffic flow stops.

The Forlikzate unit can only be restarted after shutdown by tuming the power off, then
on.

System status

You can use the system stalus monitor lo display ForllGate system health information.
The system health information includes mamory usage, the number of active
communication sessions, and the amount of network bandwidih currently in use. The
web-based manager displays current statistics as well as statistics for the previous
minute,

If the ForliGate unil contains a hard disk, the system siatus monior also displays the
capacily of the hard disk as well as the amount of used and free space on the hard
disk.

You can also view current virus and intrusion status, The web-based manager
displays the current number of viruses and altacks as well as a graph of virus and
attack levels over the previous 20 hours,

In each case you can sef an automatic refresh interval that updates the display every
5 to 30 seconds. You can also refresh the display manually.

= \iewing CPU and memory status
«  Viewing sessions and network siatus

= \iewing virus and infruskons status

Viewing CPU and memory status

Current CPU and memory slatus indicales how close the FomiGate unit is 1o running
at full capacity. The web-based manager displays CPU and memaory usage for cong
processes only, CPU and memory use for management processes (for example, for
HTTPS connections to ihe web-based manager) is excluded.

If GPU and memory use is low, the FortiGate unit is able to process much more
network traffec than is cumrently running. If CPU and memaory use is high, the FortiGate
unit is performing near its full capacity. Placing additional demands on the system
could lead to traffic processing delays.

110 Fortinet Inc
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CPU and memory intensive processes such as encrypting and decrypting IPSec VPN
traffic, vrus scanning, and processing high levels of network traffic containing small
packets will increase CPU and memory usage

1 Golo System > Status > Monitor.

CPU & Memory status is displayed. The display includes bar graphs of current CPU
and memory usage as well as line graphs of CPU and memory usage for the last
minute.
If your FortiGate unit contains a hard disk, CPU, memory, and hard disk status is
displayed.

2  Setthe automatic refresh interval and select Go to control how often the web-based
manager updates the display.
More frequent updates use system resources and increase network traffic. However,
this only occurs when you are viewing the display using the web-based manager.

3  Select Refresh to manually update the information displayed.

Figure 1: CPU and memory status monitor

| Automatic Refresh Interval: [S seconds ] ©

@ CPU & Memory Sessions & Netwark Virus & Intrusions
- LFU Usage CPU Usage History
- (last 1 min)

Memory Usage Memory Usage History

- (last 1 min)

Viewing sessions and network status

Use the session and network stalus dispiay to track how many network sessions the
FortiGate unit is processing and to see what effect the number of sessions has on the
available network bandwidth. Also, by comparing CPU and memory usage with
session and network status you can see how much demand network traffic is placing
on system resources.

Sessons displays the total number of sessions being processed by the FortiGate unit
on all imerfaces. Sessions also displays the sessions as a percentage of the
maximum number of sessions that the FortiGate unit is designed to support,

FortiGate-3600 Installation and Configuration Guide 1
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Network utilization displays the total network bandwidth being used through all
FortiGate interfaces. Network utilization also displays network utiization as a
percentage of the maximum network bandwidth that can be processed by the
FortiGate unit,

1  Goto System > Status > Monitor.

2 Select Sessions & Network.

Sessions and network status is displayed. The display includes bar graphs of the
current number of sessions and current network utilization as well as line graphs of
session and network utilization usage for the last minute. The line graph scales are
shown in the upper left corner of the graph.

3  Set the automatic refresh interval and select Go to control how often the web-based
manager updates the display.

More frequent updates use system resources and increase network traffic. However,
this only occurs when you are viewing the display using the web-based manager.

4  Select Refresh to manually update the information displayed.

Figure 2. Sessions and network status monitor

| Ausomati: Refresh Intarval; {10 seconds ¥ &

CPU & Memary @ Sessions A Network Virus & Intrusions

© Sessions Session History
i i )

{last 1 min)

 Network Utilization  Network Utilization History

(last 1 min)

Viewing virus and intrusions status
Use the virus and inlrusions sialus display 1o track when viruses are found by the
FortiGale anlivirus system and to track when the NIDS detects a network-based
allack,

1 Goto System > Status > Monitor.

12 Fortinet inc.
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2  Select Virus & Intrusions

Virus and intrusions status is displayed. The display includes bar graphs of the
number viruses and intrusions detected per hour as well as line graphs of the number
of viruses and intrusions detected for the last 20 hours.

3  Set the automatic refresh interval and select Go 1o control how often the web-based
manager updates the display.
More frequent updates use system resources and increase network traffic. However,
this only occurs when you are viewing the display using the web-based manager. The
line graph scales are shown on the upper right corner of the graph.

4  Select Refresh 1o manually update the information displayed.

Figure 3: Sessions and network status monitor

! |

Intrusions Intrusion History

- — (last 20 hours)

Session list

The session list displays information about the communications sessions currently
being processed by the FortiGate unit. You can use the session list 1o view current
sessions. FortiGate administrators with read and write permission, and the ForliGate
admin user can also stop active communication sessions.

Viewing the session list

1 Goto System > Status > Session,

The web-based manager displays the total number of active sessions in the FortiGate
und session table and lists the top 16.

2  To page through the list of sessions, select Page Up #3 or Page Down [$3),
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3 Select Refresh [$7 to update the session list.

4 | you have logged in as an administralive user with read and wrile privileges or as the
admin user, you can sekect Clear 'ﬂ to stop any active session.

Each line of the session list displays the following infonmalion:
Protoceal The saenvice prolocol of the connection, far exampla, udp, tep, o kemg.

From 1P The source IF address of the connection.

From Port  The source port of the connection,

Ta IP The destination P address of the connection,

To Port The destination port of the connection

Exphre The time, in seconds, before the conmection explires,
Chear Stop an acthe communication session.

Fhgure 4: Example sesshon list

206.191.0.210

udp  192.168.110,200 &
bep  192.168.110.121 4704  192.168.1103 443 & - |
tp 192188110200 1250  6539.139.188 110 42 &
tep 192168110121 4699  192.166.1103 443 8 =
fp 192168110421 4691  192.166.1103 443 £ - 3
tp 1921881100121 4475 001128 dads T2 - |
udp 192.168.110.200 1246  209.87.239.20 53 35 x
udp  C192.168.110.200 1246 209.87.239.21 ua & 2
tep 192166110121 4674 192.166.110.3 443 B |
tep 192168110155 1107 65.39.139.1B8 143 3262 |
tep  192.165110.200 1248  65.39.139.188 110 =] |
bep 192168110023 2307 6539139186 110 26 w
top 1921881100171 4701  192.16B.110.3 443 g w
kp 192168110454 1117 65.39.139.188 143 962 x
tp 1921681100121 4361 10.0.1.128 T 49 *
tp  (192.188.110.123 2308  65.39.139.188 110 a5 x
bep | 192.168.110.021 4708 | 192.16B,1103 443 =3 &
114 Fortinat Ine
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Virus and attack definitions updates
and registration

You can configure the FortiGate unit to connect to the FortiResponse Distribution
Network (FDN) to update the antivirus and attack definitions and the antivirus engine.
You have the following update options:

* Request updates from the FDN manually,

« Schedule updates to avtomatically request the latest versions hourly, daily, or
weekly

» Push updates so that the FON contacts your FortiGate unit when a new update s
available.

To receive scheduled updates and push updates, you must register the FortiGate unit
on the Fortinet Support web page.

This chapter describes;

» Updating antivirus and attack definitions

* Scheduled updates

» Push updates

* Registering FortiGate units

» Updaling registration information

* Registering a FortiGate unit after an RMA

Updating antivirus and attack definitions

You can configure the FortiGate unit to connect to the FortiResponse Distribution

Network (FDN) to automatically receive the latest antivirus and attack definitions and

antivirus engine updates. The FortiGate unit supports the following antivirus and

attack definition update features:

*  User-inttiate¢ manual updates from the FDN,

* Hourly, daily, or weekly scheduled antivirus and attack definition and antivirus
engine updates from the FDN,

* Push updates from the FDN,

* View the update status including version numbers, expiry dates, and update dates
and times,

= Push updates through a NAT device.
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The Sysiem > Updale page web-based manager displays the folowing antivinus and
attack definition update information:

Version Displays tha cuirent aninirug enging, virus definfion, and attack definition
YETEION Numbers.

Expiry date Displays the expery date of your Boense for antreirus engine, virus definition,
and attack definition updates,

Last update Cisplays the date and tima on which the FortiGate unit last attempted to

attempt dawnload antivines engine, virus definifion, and aftack definition updates.
Last update Diisplays the success or failure of the last update atla Mo vpdales maans
status thie last update atlempt was successful but no new wupdates are available.

Update succaeded or similar messages mean the last update attempt was
successful and new updates wera installed. Other messages can indicate
Hmr’:dmn FortiGate was not abls bo connact to the FON and other emor
conditions.

This section describes.

=  Connedling o the FortiResponse Distribution Network
«  Manually updating antivirus and attack definitions

«  Configurng update logging

Connecting to the FortiResponse Distribution Network

Before the ForiGate unit can recebve antivirus and attack updates, it must be able 1o
connect o ihe FortiResponse Distribution Network (FDM). The ForiGate unit uses
HTTPS on port 8890 to connedt to the FDM. The FortiGale external imerface must
hawe a path lo the intemet using porl 8880, To configure scheduled updates, see
“Scheduled updates” on page 118.

You can also configure the FortiGate unit (o alow push updates. Push updales are
provided 1o the FortiGate unit from the FDN using HTTPS on UDP port 9443, To
receive push updates, the FDM must have a path (o the ForiGate extemnal interface
using UDP port 9443, To configure push updates, see *Push updates” on page 120

The FDN is a workd-wide network of FordiRespanse Distribution Servers (FDSs),
When your ForiGate unil connecds 1o the FOM it actually connects to the neansest
FDS. To do this, all FortiGale units are programmed with a &t of FOS addresses
sored by nearest time zone according to the lime zone configured for the FortiGate
unit. To make sure the FortiGate unit receives updates from the nearesi FDS, go 1o
System > Config > Time and make sure you have selected the correct time zone for
your area.

To make sure the FortiGate unit can connect o the FDM:

1 Golo System > Config > Time and make sure the time zone is sel 1o the commect time
Zone fof your anea.

Go to System > Update.
Seledd Refresh.

The FostiGate unil tests ils connection 1o the FON. The test results are displayed at
ihe top of the System Update page.
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Table 1: Connections to the FON
Connections Status Comments
Axailable The FoniGate unit can connect to the I-=I:IN: Wou can

nmﬁﬂurﬂ the FortiGate uni for scheduled updates.
See "Scheduled updates” on page 118

Mot available | The ForfiGate unit cannot connect to the FON. You
st configure your ForteGate unit and metwork 50

FortiResponse that the FortiSate unit can connect to the Internet and
Distribution to the FOM. For example, you may need 1o aéd routes
Network to the FortiGate routing table or configure your netwiork

to alfow the FortiGate unit to use HT an podt 5850
to connect to the Intermnat.

You may also have to connect to an everridea
ForiResponse server to recene updates. Sea
*Confiquring update logging” on page 118

Awailable The FOM can connect to the FafiGate unit to send
push updates. You can configure the Forti3ate unit o
recehe push updates, See “FPush updates” on

page 120

Mot avaitable | The FOM r:.umguq:nnn;? 1o the Fortisate unil IE|H,-|'M
push updates. Push updates may naot be available
Push Update you have not registered the FortdSate unit (see

Etering the FotiGate unit® on page 127, ifthera is
a MAT device installed batween the FomiGate unit and
the FOM (see "Fush |#1dataslhrnugh a MAT denice” on
i]agu 1220, or if your FartiGate unit connects to the
ntermeat using a prosy server (ses "Scheduled updates
throwgh a proxy server” on page 120)

Manually updating antivirus and attack definitions
You can use the following procedure fo update the antivirus and attack definitions at

any time, To run this procedure the ForliGate unil must be able 1o connect o the FON
or to an overnde FortiResponse server.

Go 1o System > Update.
2 Select Update Now 1o update the antivirus and attack definitions.

If the connection to the FOM or override server is successful, the web-based manager
displays a message similar 1o the folkowing:

Your update regquest has been sent. Your database will be updatced
in a few minutes. Please check your update page for the status
of the update.

After a few minules, if an update is available, the System Update page lists new
version information for antivirus definitions, the antivirus engine, or for attack
definitions, The System Stalus page will also displays new dates and version numbers
for antivirus and attack definitions. Messages are recorded to the evend bog indicaling
whether the update was successful or not.
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Configuring update logging

Use the following procedure to configure FodiGate logging to record log messages
when the FortiGate unit updates antivirus and attack definitions. Update log messages
are recorded on the ForliGate Event log.

1 Gow Log&Report > Log Setting.

2 Select Config Policy for the type of logs thal the FodiGate unit is configured 1o record,
See "Recording logs™ on page 283,

3 Select Update to record kog messages when the FortiGate unit updates antivirus and
attack definitions.

4  Select the following update log options:

Failed Update The ForiGate unid records a log message whenever and update attermpd

tails
Successiul The Fodigate und records a kg message whenever an update athempl is
Update succesaul
FDON error The Forilzate wnil records & kg messages whenever it canndt connect 1o

the FOM or whenever i receives an ermar message from ihe FON

§ Select OK.

Scheduled updates

You can configure the FortiGate unit o check for and download updated defindions
hourly, daily, or weekly according 1o the schedule you specify.

This section describes:

* Enabling scheduled updates

= Adding an override server

* Scheduled updates through a proxy server

Enabling scheduled updates
1 Goio System > Update.
2 Select Scheduled Update.

3 Select whether io check for and download updates hourly, daily, or weekly:
Heurly Once every 119 23 hours, Select the number of hours and rinutes between
each update request
Daily Once a day. You can specify the time of day to check for updates
Weekly  Once a week. You can specify the day of the week and the time of day to check
far updates.
4 Select Apply.

The FortiGate unit staris the next scheduled update according io the new update
schedule.

Whenever a scheduled update is run, the event i recorded in the FordiGate event log.
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Figure 1: Configuring automatic antivirus and attack definitions updates
Usdate | Seppert

Push Update rot o adable _-:m

1" Use override server sddress |
S R e S R s e mfﬁ:-
’ -
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AU VIres Ofition 4,115 Mon Nov 29 19:00:00 1098 Tue Aug 12 14:25:21 2003 No vgdates
farnck DeAnton 256  Mon Bay 29 19:00:00 1995 Tus A 12 14:25:21 2003 No updatas

7 Allow Push Update
i ¥ Uss overrdo oush I 164.230.123.140 Sort (4504
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Adding an override server

It you cannot connect to the FDN or if your organization provides antivirus and attack
updales using their own FortiResponse server, you can use the following procedure to
add the IP address of an override ForiResponse server.

1 Golo System > Update.

2  Select Use override server address and add the |P address of a FoiliResponse
server.

3  Select Apply.
The FortiGate unit tests the connection 10 the override server.
If the FortiResponse Distribution Network setting changes to available, the FortiGate
unt has successfully connected to the override server.
If the FortiResponse Distribution Network stays set 10 not available, the FortiGate unit
cannot connect to the override server. Check the FortiGate configuration and the
network configuration to make sure you can connect to the override FortiResponse
server from the FortiGate unit.
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Scheduled updates through a proxy server

If your ForiGate unit must connect 1o the Internet through a proxy Senver, you Can use
ihe set ayatem autcupdate tunneling command to allow the FortiGate unit to
connect (or lunnel) 1o the FON using the proxy senser. Using the command you can
specify the IP address and port of the proxy server. As well, if the proxy semnver
requires authentication, you can add the user name and password reguired for the
prosy server 1o the autoupdate configuration. The full syntax for enabling updates
ihrough a proxy Server is:

get aystem autocucpdate tunneling enable [address
cproxy-addresa ip> [port <prowy-port> [username <username strs
[password <password sktr=]]]]

For exampde, if the IP address of the proxy senver is 64,236 89 and its port is B0OBD,
enter the following command:

aaf ayacam aul'_i'_"-uthp-d.-ﬂl'_-l! '_uri:'L-Elir'Lg‘ enakble address 6423 _6.B9
port BO80

For more information about the set aystem autcupdate command, see Volume &,
FortiGate CLI Reference Guide.

The ForliGate unil connects 1o the proxy server using the HTTP CONNECT method,
as described in RFC 2616, The ForiGale unit sends an HTTP COMNMNECT reguest 1o
the proxy server (oplionally with authentication information) specifying the IP address
and port required to connect to the FDN. The proxy server esiablishes the connection
o the FDN and passes information between the ForiGale unit and the FDM.

The CONNECT method is used mostly for tunneling SEL trafic. Some proxy sersers
won't allow the CONNECT o connect to just any port; they resinict the allowed pors to
the well known pors for HTTPS and perhaps some other similar senvices. Because
ForliGate autoupdates use HTTPS on port 2890 to connect to the FDN, your proxy
server may have o be configured to allow connections on this port.

There are no special unneling requirements if you have configured an override server
address to connedct 10 the FDN.,

Push updates are nal suppored if the FordiGate must conmed to the Interneat threugh
A proxy Server

Push updates

The FON can push updates {o FordiGate units to provide the fastest possible response
fo crifical situations. You must regisier the ForiGate unil before it can receive push
updates. See “Registering the ForiGate unit” on page 127,

When you configure a FortiGate unit to allow push updates, the FortiGate unit sends a
SETUP message to the FOM. The next time a new antivirus engine, new antivinus
definiions, or new attack definitions are released, the FDON notifies all FortiGate units
configured for push updates thal a new update is available. Within 80 seconds of
receiving a push notification, the FortiGate unit attempts (o request an update from the
FDN.
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If availabie for vour network configuration, configuring push updales is recommended
in addition Lo configuring scheduled updates. Push updates mean that on average the
ForiGate unid receives new updales sooner than if the ForiGate just receives
scheduled updates. However, scheduled updates make sure that the FortiGate unit
does evenlually receives the latest updates.

Enabling push updates is nol recommended as the only method for obiaining updates,
The push notification may not be received by the FortiGate unil. Also, when the
ForkGate unit receives a push notification it will only make one attempt to connect to
the FON and download updates.

Push updales are not supported if the ForfiGate unit must use a proxy senver to
connect o the FON. See “Scheduled updates through a proxy server” on page 120 for
more information.

This section describes:

=  Enabling push updates
= Push updates when FortiGate IP addresses change
= Push updates through a MAT device

Enabling push updates
1 Golo System > Update.
2 Select Allow Push Update.,
3 Select Apply.

Push updates when FortiGate IP addresses change

The SETUP message that the FortiGate unit sends when you enable push updates
includes the IP address of the FordiGate interface that the FON connedts to. If your
ForliGate unil is renning in NAT/Route mode, the SETUP message includes the
ForiGate external IP address. If your ForliGate unit is running in Transparent mode,
the SETUP message includes the ForliGate management IP address, The FOM must
be able to connect o this IP address for your FortiGate unil to be able to receive push
update messages. If your FortiGate unit is behind a NAT device, see “Push updates
through a MAT device™ on page 122

Whenever the external IP address of the ForiGate unit changes, the FortiGate unil
sends a new SETUP message to nolify the FON of the address change. As long the
ForiGate unit sends this SETUP message and the FDN receives it, the FDN can
raintain the mast up-lo-date extemal IP address for the ForiGate unit.

The ForliGate unil sends the SETUP message if you change the external |P address
manually ar if you have set the external interface addressing mode to DHCP ar
PPPaE and your DHCP or PPPoE server changes the IP address.

In Transparent maode if you change the management [P address, the FodiGate unil
also sends the SETUP message 1o nolify the FDN of the address change.
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Push updates through a NAT device

If the FDN can only connect to the FortiGate unit through a NAT device, you must
configure port forwarding on the NAT device and add the port forwarding information
to the push update configuration. Using port forwarding, the FDN connects to the
FortiGate unit using either port 9443 or an override push port that you assign.

s Nete: You cannot receive push updates through a NAT device if the external IP addrass of the
\ - NAT gevice is dynamic (for example, set using PPPoE or DHCP)
Figure 2: Example network topology: Push updates through a NAT device
"o ! v
=4 Network {FON
JaRU sk
B - 3¢Ens 123.148
Extem t
04.230.123.14% 4
[ariat I anag
FortiGate-300 : — 64.230.123 148:45001
NAT Device
192.168.1.99 5443
FortiGate-3600
LR e
et QEEEIP S e e ¢ St e 4 § & e e ¢ S e et ¢ ¢ —= QP * =~
Internal Network
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Example: push updates through a NAT device

This examiple describes how 1o configure a FortiGale MAT device o forwand push
updates to a ForlkGate unit installed on its internal network. For the ForliGate unit on
the internal network 1o recehve push updates, the FortiGale NAT device must be
configured with a port forwarding virtual IP. This virtual IP maps the IP address of (he
external interface of the FortiGale MAT device and a cuslom por to the IP address of
the FortiGate unit on the mternal network. This IP address can either be the extemal
IP address of the FortiGate unit if 8 Is operating in NAT/Route mode or the
Management IP address of the ForiGate unit if # is operating in Transparent mode.

Note: Ths example describes the configuration for a FomiGate NAT device. Howevar, any MAT
device wilh & stabic external [P address that can be conbgured for port forwarding can be used

General procedure

Use the following steps to configure the FordiGate NAT device and the FortiGate unit
on ihe Intermnal network so that the ForiGate unit on the Internal network can recejve
push updates;

Add a port forwarding virdual 1P to the ForiGate NAT device,

Add a firewall policy to the ForliGate NAT device that incledes the part forwarding
virtual IP.

Configure the FortiGate unit on the intemal netwark with an override push IP and port.

Nete: Before completing the follwing procedure you should register the ForiGate unit an the
internal network so that i can receme push updates,

Adding a port forwarding virtual [P to the FortiGate NAT device

Use the following procedure to configure a ForliGate NAT device to use pon
forwarding to forward push update connections from the FON to a FortiGate unit on
the intemal network,

Ta configure the ForliGate MAT device:

Go 1o Firewall > Virtual IP.

Select New,

Add a name for the virtual IP,

Select the Exenal interface that the FDM connects 1o,
For the example topology, select the exiemnal interface.
Select Porl Forwarding.

Enter the External IP address that the FDM connects fo.
For the example topology, enter 64,.230,123.148,

Enter the External Service Por that the FDM connects to.
For the example fopalogy, enler 45001,
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8  Set Mapto IP to the IP address of the FortiGate unit on the intemal network

If the FortiGate unit is operating in NAT/Route mode, enter the IP address of the
external imMerface,

If the ForliGale unit is operaling in Transparent mode, enler the management IP
address,

For the example topology, enter 192.168,1.99.
9  Setthe Map to Port to 9443,
10  Set Protocol to UDP.
11 Select OK.

Figure 3: Push update port forwarding virtual IP
Vietuol 1P

Name {Push_vip
External Inteface {external -
Type  Stanc NAT @ Port Forwardng

External 1P Address  {64.230.123.149

External Service Port {45001 !

Map to 1P 1192.168.1.99
Map to Port ICYFE
Protocol &P F o

Lox | [ concel |

Adding a firewall policy for the port forwarding virtual IP
To configure the FortiGate NAT device:

1 Add a new external to intemal firewall policy.

2  Configure the policy with the following settings:

Source Exdernal_All
Destination The virtual IP added above
Schedule Alvays
Service ANY
Action Accept
NAT Selected
124 Fortinet Inc,
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3 Select OK

Configure the FortiGate unit with an override push IP and port
To configure the FortiGate unit on the internal network:

1 GotoSystem > Update.

2  Select Allow Push Update.

3  Select Use override push.

4 SetIPto the External IP Address added to the virtual IP.

For the example topology, enter 54 230.123.149.

§  Set Portto the External Service Port added 1o the virtual IP.
For the example topology, enter 45001,

6  Select Apply.

The FortiGate unit sends the override push IP address and Port to the FDN. The FDN
will now use this IP address and port for push updates to the FortiGate unit on the
internal network.

If the External IP Address or External Service Port change, add the changes to the
Use override push configuration and select Apply to update the push information on
the FON.

Figure 4: Example push update configuration
& Allow Push Update
¥ Use averide push 1P 164.230.123.149 Port 45001

Seiect Apply.
8  You can select Refresh to make sure that push updates work,
Push Update should change to Available.

Registering FortiGate units

After purchasing and instalkng a new FortiGate unit, you can register the unt using

the web-based manager by going to System > Update > Support, or by using a web
browser 1o connect to hitp:/suppor.fortinet.com and selecting Product Registration.

Registration consists of entering your contact nformation and the serial numbers of
the FortiGate units you or your organization have purchased Registration is quick and
casy. You can register multiple FortiGate units in a single session without re-entering
your contact information
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Once registration is completed, Forinel sends a Support Login user name and
password to your email address, You can use this user name and password to log on
Lo the Forinel suppon web site 10:

= \iew your list of registered FortiGate units

=  Regisler additional ForiGate unils

= Add or change FortiCare Support Contract numbers for each ForiGate unit

= View and change registration information

=  Download virus and attack definitions updates

«  Download firmware upgrades

= Modify registration information after an RMA

Soon you will also be able to:

= Agcess Fortinet user documentation
= Access the Fortinel knowledge base

Al registration information is stored in the Fortinet Cusiomer Suppor database, This
information is used to make sure that your registered ForiGate units can be kepl up to
date. Al information is strictly confidential. Fortinet does nod share this information
with any third parly organizations for any reason.

This section describes.

=  ForiGare Service Contracls
=  Registering the FortiGate unit

FortiCare Service Contracts

Owners of a new FortiGate unit are entitled to 90 days of technical suppor senices.
To continue receiving support services afler the 90 day expiry date, you must
purchase a ForliCare Supporl Contract from an aulthorized Forting reseller o
distributor. Different levels of senvice are available $o you can purchase the support
that you need. For maximum network protection, Fortinet strongly recommends that
all cuslomars purchase a sarvice contract thal covers anlivirus and altack defintion
updates. See your Fortinet reseller or distribulor for details of packages and pricing.

To activate the FortiCare Support Coniract, you must register the FortiGate unit and
add the FortiCare Support Contract number to the registration information. You can

also register the ForliGate unit without purchasing a FortiCare Support Contract. In

this case, when you do purchase a ForliCare Support Contract you can update the

registration information to add the suppor contract number.

A singke FortiCare Support Contract can cover multiple FortiGate units, You must
anter the same sendice contract number for each of the FortiGate models covensd by
the service contract.
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Registering the FortiGate unit

Before regisiering a ForliGate unil, you require the following information:

= Your contact information imcluding:
«  First and last name
«  Company narme
«  Email address (Your Fortinet support legin user name and password will be
sent 1o this email addness.)
+  Address
»  Comact phone number
= A security question and an answer to the securily question,

This information is used for password recovery. The securnly question should be a
simple question thal only you know the answer to. The answer should not be easy
to guess,

+  The produd model and senal number for each FodiGate unit to be registered.
The senal number s located on a label on the bottom of the FortiGate umnit.

You can view the Serial number from the web-based manager by going to
Syslem > Status.

The sedal number is also available from the CLI using theé get syetem status
comimand.

*  FortiCare Support Contract numbers if you have purchased FortiCare Support
Contracts for the ForiGate units o be registered.,

To register one or more FortiGate units

1 Golo System > Update > Support.
2 Enter your contact infarmation inlo the product registration form,

Figure §: Registering a FortiGate unit (contact information and security quastion)

Contact information

first Hame ™ [Custorner Last Kame ™ [Name
Company ™  [Company Tels Prdeniniziratos
Emisdl ~ [CusioenenBempany. com

address 17 [123 My Strest

Addrazg 3 |
- Stales
City |Ed.gr Prdnes * iSh'.u
zip " [i23e55 E:;::" LMITED STATES =]
Corlact
i |1 55 655- 5556 Fax Numser |
SecuEty Quashon |$H'E'-Ir'l:!|' quesian {vaill be used if you forgot your password)
Arpwer to Secunty Qusstion J [well bee esed o you forgot your passmond)

3 Provide a security quesiion and an answer to the security question,
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4  Select the model number of the Product Model to register

5 Emter the Serial Number of the FortiGate unit,

6 If you have purchased a FortiCare Support Contract for this FortiGate unit. enter the
support contract number.

Figure 6: Registering a FortiGate unit (product information)

Product information
Product Model = |FGTS0 e

Senal [F 5T.50280303002

Number (Lacarad on sottom of unit and alco on “Syeam” coresn on the wah ucas intarfars)
Suppert

Contract N, 278334744

" ndicetes Ragiared Flslds

7  Seciect Finish.

If you have not entered a FortiCare Support Contrad number (SCN) you can retum Lo
the previous page 1o enter the number. If you do not have a FortiCare Support
Contract you can select Continue to complete the registration.

I you have entered a support contrac! numbder a real-tme validation is performed to
verify that the SCN information matches the FortiGate unit. If the information doesn't
match you can try entering it again.

A web page is displayed that contains detailed information about the Fortinet technical
support services available to you for the registered FortiGate unit

Your Fortinet support user name and password is sent to the email address provided
with your Contact information.

Updating registration information

You can use your Fortinet support user name and password 10 log on to the Fortinet
Support web site at any time 10 view or update your Fortinet support information.

This section describes:

* Recovering a lost Fortinet support password

*  Viewing the Iist of registered FortiGate units

* Registering 2 new FortiGate uni

+ Adding or changing a FortiCare Support Contract number
* Changing your Fortinet support password

» Changing your contact information or security question

* Dawnloading virus and attack definitions updates

128 Fortinet Inc.
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Recovering a lost Fortinet support password

If you provided a security guestion and answer when you registered on the Fortinet
support web site, you can use the following procedure to receive a replacement
password. If you did nod provide a security question and answer, contact Forine tech

Support.

Go 1o System > Update > Support.
Select Support Login.

Emnter your Fortinet suppor user name.
Select Forgot your passwond?

Enter your email address and select Submil.
The security question thal you entered when you registered is displayed.

&  Enterthe answer Lo your security gquestion and select Gel Password.

If you entered the comect answer o the security question, an email containing a new
password 5 sent o your emall address. You can use yvour current user name and this
password to kog into the Forinet support web site.

T Select Support Login.

&  When your new password amives, enter your user name and new password 1o log into
the Fortinel suppor web site.

L T

Viewing the list of registered FortiGate units
1 Goio System > Update > Support and select Suppon Login.
2  Enter your Fortinet support user name and password.
3 Select Login.
4

Selec] View Products,

The list of FortiGate products that you have registered is displayed. For sach
FortiGate umit, the kst includes the seral number and current suppon oplions for that
il
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Figure 7: Sample list of registered FortiGate units

View Product Support

Sertal Number FGT-8028030300240

Support lype Hours Actvation Date Expiration Date
Hardware Coverage - W12/200) /1172004
Frmwpare Updatss - 5/12/2003 810/2003
Telophone Support x5 $/12/2003 8/10/2003
Virus Definbons Updates - S/12/2003 §/10/2003%
Attack Defintions Lpdates - £/12/2003 8/10/2003

Serial Number FLTIO0UZB0102E024

Support Type Hours  Activation Date Expiration Date
Harduare Coverage . 5/2/2003 5/6/2004
frmmare Updates - §/2/2003 8/5/2003
Telephore Support x5 £/1/2003 0/5/2002
Vrus Defintons Updates - 5/1/2003 8/5/2002
Astare Dabntians Lindatac .. S/7/2003 //5/7003
Registering a new FortiGate unit
Go to System > Update > Support and select Support Login,
2  Enter your Fortinet support user name and password.
3  Select Login.
4  Select Add Registration.
§  Select the model number of the Product Model to register.
6 Enter the Senal Number of the FortiGate unit.
7  If you have purchased a FortiCare Support Contract for this FortiGate unit, enter the
support contract number.
8 Select Finish,

The list of FortiGate products that you have registered Is displayed. The list now
includes the new FortiGate unit,

Adding or changing a FortiCare Support Contract number

< S W N -

Go to System > Update > Support and select Support Login.
Enter your Fortinet support user name and password.

Select Login.

Select Add/Change Contract number.

Select the Serial Number of the FortiGate unit for which to add or change a FortiCare
Support Confract number.

Add the new Suppont Contract number.

130
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T Select Finish,

The list of ForiGate producds thal you have registered ks displayved. The list now
includes the new suppor contract information.

Changing your Fortinet support password
1 Golo System > Update > Support and select Suppor Login.
Enter your Forlinel support user name and password,
Select Login.
Select My Profile.
Select Change Password,
Emnter your cument password.

=i o Oh & 3

Enter and confirm a new passwornd.

An email is sent to your email address confirming thal your password has been
changed. Use your cument user name and new password the next time you log into
ihe Fortinel tech support web site,

Changing your contact information or security question
1 Golo System > Update > Support and select Suppor Login.
Enter your Forlinet support user name and password.
Select Login.
Select My Profile.
Select Edi Profile,
Make the required changes 1o your contact information.
Make the required changes 10 your securily question and answer.

Selecl Update Profile.

Your changes are saved to the Forinet lechnical support database. If you changed
your contact information, the changes are displayed.

| =l @ s RS

Downloading virus and attack definitions updates

Use the following procedure (o manually downboad virus and altack definitions
updates. This procedure also describes how Lo install the definitions updates on your
ForrGate unii.

Go 1o System > Update > Support and select Suppod Login.
Enter your Fortinet support user name and password.

Select Login.

Selecd Download Viruslaltack Update,

If required, select the FortekDS version.

Seledd the virus and altack defindions 10 download.

o O s L Ry s
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Figure 8: Downloading virus and attack definition updates

Download VirusiAttack Updates
Version: w2.36 | v2.00
FGT Unit Vieus Definition Attack Definition
FGT.50 062.2.6_477. 2.36-1.41
1Gr-eu 2.30-3 %1
FGT-100 0S2.3.0_4.72. 2.36-1 45
FGT-200 052.32.6.4.77 2.36-1 43
rGT-300 052.3.0_4.77 38141
FGT-400 082.2.6_4.77. o36-141
FGT-500 058236477, 2.36-1.41
Y1000 236141
FGT-3000 082.3.6_477 2.36-14%
FGY-3600 2.36-1 4%

For Information about how 1o install the downloaced files, see “Manual virus definition
updates” on page 106 and “Manual attack definition updates” on page 107.

Registering a FortiGate unit after an RMA

The Return Material Authonzation (RMA) process starts when a customer’s registered
FortiGate unit doesn't work properly due to a hardware failure. If this happens while
the FortiGate unit is still protected by hardware coverage, you can return the FortiGate
unit that is not functioning to your reseller or distributor.

The RMA is recorded and you will receive a replacement unit. Fortinet adds the RMA
information to the Fortinet support database. When you receive the replacement unit
you can use the following procedura 1o update your product registration information.

Go to System > Update > Support and select Support Login.
Enter your Fortinet support user name and password to log in.
Select Add Registration,

Select the link to replace a unit with a new unit from an RMA_
Select Finish.

The list of FortiGate products that you have registered is displayed. The list now
includes the replacement FortiGate unit. All support levels are transferred to the
replacement uni.

N A5 LN -
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Network configuration

Go to System > Network to make any of the following changes to the FortiGate
network settings:

« Configuring zones

» Configuring interfaces

» Configuring VLANs

» Configuring routing

*  Providing DHCP services to your internal network

Configuring zones

In NAT/Route mode, you can use zones to group related interfaces or VLAN
subinterfaces. Grouping interfaces and subinterfaces intc zones simplifies policy
creation. For example, if you have two interfaces connecled to the Internet, you can
add both of these interfaces to the same zone. Then you can configure policies for
connections 10 and from this zone, rather than to and from each interface.

You can add new zones. You can also rename and edit any zone. Finally, you can
deiete zones when they appear n the zone list with a Delete icon,

A new zone will not appear In the policy grid until you add a firewall address for It. See
"Adding addresses” on page 180.

This section describes:

= Adding zones

* Adding interfaces 1o a zone

» Adding VLAN subinterfaces to a zone
* Renaming zones

» Deleting zones

Adding zones
Using the web-based manager:
1 Golo System > Network > Zone.
2  Select New to add a zone.

m——,
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Type a Mame for the zone.
The name can contain numbers (0-8), uppercase and lowercase letters (&-Z, a-2), and
ihe special characters - and _, Dther special characters and spaces are nol allowed.

Opticnally select Block intra-zone traffic 1o block traffic between inlerfaces in the same
ZOME.

Select OK 1o add the zone.
The zone now appears on the firewall policy grid.

Adding interfaces to a zone

o & & R =

You can add one or more interfaces to a zone, if you have added firewall addresses o
an interface, you must delete these firewall addresses before you can add the
interface to a zone. See “Deleting addresses” on page 181, When you add an
interface to a zone, you cannct add firewall addresses 1o the interface and the
interface does not appear on the policy grid.

Go 1o System > Network > Interface.

For the interface to add 1o a zone, select Modify =5,

Uze the Zone list 1o select the zone (0 add the interface Lo,
Select OK 1o save your changes.

Repeat these steps o add more interfaces to zones.

Adding VLAN subinterfaces to a zone

& W& pa =

You can add one or more VLAN subinterfaces 10 & zone. If you have added firewall
addresses 1o a VLAN subimerface, you must delete these hirewall addresses belore
you can add the VLAM subinterface 10 a zone, See “Deleling addresses” on page 181.
When you add a WLAN subinterface 1o a zone, you cannol add firewall addresses to
ihe VLAM subinterface and the VLAN subinierface does nol appear on the policy grid.

Go 1o System > Network > Interface.

For the VLAN subinterface to add to a zone, sebect Modify ﬁ :

Use the Zone list 1o select the zone 1o add the VLAN subinterface to.
Select OK 1o save your changes.

Repaal these steps 1o add more VLAN subinlefaces to zones.

Renaming zones

s L Py =R

You can change the name of any zone in the zone list,
G0 1o System > Mebwork > Zona.

Choose a zone fo rename and select Edit zone (#y
Enter a new name for the zone.

Select OK 1o save your changes.
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Deleting zones

You must remove all inlerfaces and VLAM subinterfaces from a zone before you can
delete the zone. You can only delete zones thal have the Delele icon ﬁ beside them
in the zone lst.

1 Golo System > Network > Zone.
2 Seledt Deleteﬁmremvea zone from the list.
3  Select OK (o delele the zone.

Configuring interfaces

Use the following procedures Lo configure the FortiGate inlerfaces:

= Viewing the interface list

= Bringing up an interface

=  Changing an interface siatic IP address

= Adding a secondary IP address to an interface

= Adding a ping server [0 an interface

«  Controlling management access 10 an interface

= Configuring traffic logging for connections to an interface

= Changing the external interface MTU size to improve network performance
= Configuring poriSha

= Gonfiguring the management iMerface (Transparent mode)

Viewing the interface list
Use the following procedure 1o view the interface list

1 Go o System = Network > Interface.

The interface lis1 is dsplayed. The interface hist shows the Tollowing status information
far all of the FortiGate interfaces and VLAN subinlerfaces:

+  The name of the interface

+  Tha IP address of the interface

= The netrmask of the nlerface

+  The zone that the interface has bean added o

+  The adminisirative access configuration for the interface

+  The link siatus for the interface (link status does not apply 1o VILAN subinterfaces)

If the link status is a green arrow, the interface is up and can accept network traffic.
If the link status is a red arrow, the interface is down and cannot accept traffic. To
bring an interface up, see the procedure "Bringing up an inlerface”.
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Bringing up an interface

If the Enk status of an interface on the interface shows that it is down, you can use the
following procedure to bring the interface up.

1 Golo System > Network > Interface.
The intedface list is displayed.

2  Select Bring Up for the interface that you want 10 bring up.

Changing an interface static |IP address

Use the following procedure io change the static P address of any ForiGate
interface:

1 Golo System > Network > Interface.
2 Select Modify E for the interface Lo change.

3  Change the IF address and Metmask a5 required.

The IP address of the interdace must be on the same subnet as the nebsork the
interface is connecting to.

Two interfaces cannot have the same IP address and cannol have IP addresses on
the same subnet.

4  Select OK Lo save your changes.

If you changed the IP address of the interface thal you are connecting to manage the
ForiGate unit, you must reconnect to the web-based manager using the new interface
IP address.

Adding a secondary IP address to an interface

You can use the CLI to add a secondary IP address to any FordiGate interface. The
secondary IP address cannol be the same as the primary IP address bul it can be on
ihe same subned.

To add a secondary [P addrass from the CLI enfer the command:

sat ayacem Ancarfacs tiﬁLE_HLf) config aacip tﬂEﬂﬂﬂd_ipb
tﬂELHﬂEH_iph

You can also canfigure management access and add a ping senser to the secondary
IF address.

get system interface <intf_atr> config secallowaccess ping
htepas sah snmp hEbtp telnetc

get ayacem incterface tiﬁLI_ELf) config secgwdetecE enable

Adding a ping server to an interface

Add a ping server 1o an interface if you want the FortiGate unil to confirm connectivity
with the next hop router on the network connecled 1o the interface. Adding a ping
sarver iS5 required Tor routing failover. See “Adding destination-based roules 16 the
routing table” on page 144,

Ga to System > Natwork > Interface.
2 Select Modify ﬁ for the: interface to which (o add a Ping senrer.
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3  SelPing Server Lo the IP address of the next hop router on the network connecled to
the interface.

4 Select Enable.

The ForliGale unit uses dead gateway detection 1o ping the Ping Server IP address to
make sure that the ForiGale unit can connect 1o the this IP address. To configure
dead galeway detection, see “To modify the Dead Galeway Detection setlings™ on
page 159.

5  Select OK 1o save your changes.

Controlling management access to an interface
1 Golo System > Network > Interface.
2 Select Modily é for the interface for which to configure management acoess.

3  Select the management Acoess methods for the interface.
HTTPE  To allow secure HTTPS connections to the web-besed manager through this
irterface

PING H you wart this inferface to respond to pings. Lise this setting to vernfy your
installation and for testing

HTTP To allow HTTP connections to the weab-based manager through this interface.
HTTF connections are not secure and can be intercepted by a third party

S5H To allow S5H connections to the CLI through this interface

SHNMP To allow a remote SMNMP manager to reguest SMNMP information by connecting fo
this interfece, Sea “Configuring SMMP® on page 161

TELNET To allow Tednel connections to the CLI through this interface. Telnet connections
are not secure and can be intercepted by a third party,

Configuring management access for an interface connecled Lo the Internet allows
remole administration of the FortiGate unit from any location on the Internel. Allowing
management access from the Intemet could compromise the security of your
FortiGate unil. You should avoid allowing management access for an interface
connected to the Internet unbess this is required for vour configuration. To improve the
security of a FortiGate unit that allows remote management from the Internet, add
secure administrative user passwords, change these passwords regularly, and only
enable secure management access using HTTPS or S5H.

4  Select OK 1o save your changes.

Configuring traffic logging for connections to an interface
1  Goto System > Network > Interface.
2 Select Modily &5 for the interface for which to configure logging.

3 Seleci Log lo record log messages whenever a firewall policy accepts a connection to
this inlerface.

4 Select OK to save your changes,
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Changing the external interface MTU size to improve network performance

To improve the performance of your Intemel connection, you can adjust the maximum
transmission unit (MTU} of the packets thal the FortiGate unit transméls from its
external interface. deally, you want this MTU 10 be the same as the smallest MTU of
all the networks between the ForliGate unit and the Internet. If the packets that the
ForlkGate unil sends are langer, they get broken up or fragmented, which slows down
lransmission speeds.

Trial and error is the only sure way of finding the oplimal MTU, bul there are some
guidelines that can help. For example, the MTU of many PPP conneclions is 576, so if
you connect to the Internet via PPP or PPPoE, you might wanl to sel the MTU size to
576, DSL medems also have small MTU sizes. Most Elhernel networks have an MTU
of 1500.

w2 Mote: I you connect to your ISP uging DHCP fo obtain an IP address Tor the exermnal inferface,
' you cannot setthe MTLU below 576 bytes due 1o DHCP communication standards

-s®  Note: You cannot sat MTU size if the extemal interface s confiqured wsing FRPFoE. The PFPoE
.-~  protocol configures optimum MTU size

To change (ke MTU size of the packeds leaving the external inlerface:
Go to System = Metwork > Interface.

For the extemal interface, select Modify [§5,

Select Fragment oulgoing packels greater tham MTU.

Set the MTU size.

Sed the maximum packet size in e range of 63 1o 1500 bytes. The default MTU size
is 1500, Experiment by lowering the MTLU (o find an BTU size for best network
performance.

s 3 Ry =B

Configuring portS/ha

You can use porid/ha as a firewall interface or for communication between
FortrGate-2600 unils in an HA group. To configure portSha as a firewall interface, you
musi disable its HA funclionality. You can then add the interface 10 a zone and
configure its IP address and netmask. The zone should maich the type of network
connected fo the interface, For example, if you are connecling portS/ha to an intemal
network, add it io the Inlemal zone.,

You can change the IP address and netmask and configure management access for
portSa. You can also switch portS'ha between HA operation and firewall operation.

Configuring port5S/ha for HA mode

To connect two or more FortiGate-2800 units in high availability mode, you must set
portSiha to HA mode. In HA mode, you cannot connedt poriSha to a nefwork and you
cannot add WLAN subinterfaces 1o if, You can anly connect portS/ha to poriSha of the
other FordiGate-3800 units in the HA group, The FortiGate-3800 units in the HA group
use this connection 1o communicate stalus and configuration nformation amang the
members of the HA group.
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To configure portSha for HA mode:
1 Goto System > Network > Interface.
2 For poriStha. select Modify (i,

3 Select Work as HA to configure the interface for HA operation.

When poritbha is configured for HA operation, you cannot connect this inlerface to a
network.

4  Select OK o save your changes.

Configuring portS/ha as a firewall interface

To configure portSha o operate as a firewall interface, disable HA functionality and
add porisiha 1o a zone:

Go 1o System > Network > Interface.

For pontSiha, select Modify (85 .

Make sure that Work as HA is not selecied.
Select OK 1o save your changes.

I

Configuring the management interface (Transparent mode)

In Transparent mode, you configure the management interface for management
BCCEss,

1 Golo System > Network > Management.

2  Change the Managemenl IP and Meimask as required.
This must be a valid address for the network from sehich you will manage the
ForiGate uni.

3 Add a default gateway IP address if the FortiGate unit must connect to a default
gateway 10 reach the management Comguter,

4  Select the management Access methods for each interface.
HTTPS To t;gam secure HTTPS connections to the web-based manager through this

I ]

PING  Hyou want this inferface to respond 1o pings. Uise This setting to verify your
installation and for testing

S5H To allow secure 55H connechons to the CLI through this interfacs

SHMP To allow a remate SNMP manager to request SNMP infarmation by connecting o
this interface. See “Configuring SNMP™ on page 161

§  Select Apply to save your changes.
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Configuring VLANs

Using Virtual LAMN (VLAMN) technology, a single FortiGale unit can provide secunity
services and control connections between multiple security domains. Traffic from each
secunty domain i given a different VLAM ID. The ForiGate unil can recognize V0LAN
D5 and apply secunty policies to secure network and IPSec VPN traffic between
secunty domains. The FortiGate unit can also apply authentication, content filtering,
and antivirus profection for network and WPN traffic that is allowed to pass between
secunly domains.

This section describes a basic VLAN network configuration, provides an overdew of
what is required to configure the ForiGate unil to suppor V0LANS, and describes how
1o add VLANM subinterfaces. WLAM subinterfaces function like any ForliGate inlerface.
You can add fwewall addresses for a VLAN subinterface 1o add it to the policy gnid.
You can also add VLAN subinterfaces 1o 2ones.

WLAN suppor is available when the ForliGale unit is operating in MAT/Route mode.
This section describes:

= VLAM nebwork configuration
= Adding VLAN subinterfaces

VLAN network configuration

Fortigate units support |EEE 802.10-compliant VLAN tags. A VLAN 1a] is a senes of
added bits in the ethemel frame header that indicates membership in a particular
VLAN.

The ForliGate unil does nol add or change V0LAN tags. However, you can configure i
1o separate VLAN-lagged packets and apply policies to conrol how they connect
through the firewall.

In a typical VLAN configuration, a number of physical nelworks could be connecied to
a single |IEEE 8021 Q-compliant rowter. The router is configured 1o add VLAN IDs 1o
ihe packels thal A recenses fiom each network and then route the packets out a single
interface that is connecied to the FortiGate interface.

This FortiGate unit is configured with subinterfaces that include VLAN 1Ds that match
the WVLAM IDs added by the router. When the FortiGate unit receives packets with
WLAN IDs, it directs them to the comed subinterface.
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Configuring VLANS

Figure 9 Typical VLAN network configuration

802 1q tagged traffic _

IEEE 802,1Q-compliant router

Internal £02.10 ugoed traffic
FortiGate-3600 External
802.1q tagged traffic

IEEE 802.1Q-compliant router

802.1q agged irafhc

Adding VLAN subinterfaces

The VLAN ID of each VLAN subinterface must match the VLAN 1D added by the IEEE
802.1Q-compliant router. The VLAN ID can be any number between 1 and 4096,
Each VLAN subinterface must akso be configured with its own IP address and

netmask.

You add VLAN subinterfaces 10 physical interfaces. You can add over 1000 VLAN

subinterfaces to a FortiGate unit.

FortiGate-3600 Installstion and Configuration Guide
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Rules for VLAN IDs

Twrd VLAN subinterfaces added lo the same physical imMerface cannol have the same
VLAN ID. Howewver, you can add two or mone WLAN subinterfaces with the same
VLAN IDs to differen physical interfaces. There is no intemal conneclion or link
between wo VLAN subinterfaces with same VLAN 1D. Their relationship is the same
as the relationship between two main interfaces.

Rules for VLAN IP addresses

Normally, the IP addresses of all FomiGate interfaces cannot overdap. Thal is, the IP
addresses of all interfaces must be different on different subneis. However, some
overlap of VLAN subinterfaces is allowed. The rules for overdapping VLAN
subinierace IP addresses ane:

= Two or more VLAM subinterfaces can have the same IP address as long as they
have different VLAN IDs.

=  The IP addresses of bwo or more WLAN subimerfaces can be on the same subnel
as long as they have different VLAN IDs.

= The IP address of a VLAN sublmierface must different from IP address of the
interface that it 5 added to.

= The IP address of a VLAN subinterface can be on the same subnet as the IP
address of the imerface that it is added to,

= You cannol add firewall policies between 2 VLAN subinterfaces that have the same
IP address or that have IP addresses in the same subnet, even if their VLAN 1Ds
are different.

Adding a VLAN subinterface

Ltz the following proceduns io add VLAM subinterfaces:
1 Golo System > Network > Interface.

Selecl New V0LAN 1o add a VLAN subinterface.

Enter a MName to identify the VLAN subinterface.
The name can contain numbers (0-9), uppercase and lowercase letters (A-Z, a-z), and
the special characters - and _. Other special characters and spaces are not allowed.

4  Seled the interdface thal receives the VLAN packets mtended for this VLAN
subinterface.

5§  Enter the VLAN |D that matches the VLAN 1D of the packets to be received by this
VLAN subinterface.
The VLAM ID can e any number between 1 and 4096 but must match the VLAN 1D
added by the IEEE B02.10-compdiant rouler.

&  Enlerthe IP address and Metmask for the VLAN subinierface.
Cptionally select a zone 10 add the V0LAN subinterface to a zone.

Seledd the management Access for ihe VLAN subinterface to control how
administrators on the network thatl connects o this subinterface can connect o and
manage the ForliGate uni,
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HTTPS  To allow secure HTTRS connections to the web-based manages through this VLAN
subintarface.

PING If you want this VLAN subinterface to respand to pings. Use this setting fo verify
your installatson and for testing,

HTTP To allow HT TP connections o the web-based manages through this WLAN
subinterface. HT TP connections are not secure and can be ntercepied by a third

party
S55H To allow secure 55H connections to the CLI through this VLAMN subinterface

SNMP To allow a remote SMMP manager to reguest SMMP information by connecting to
this YLAN subinterface. Sea “Configuring SNMP* on page 161,

TELMET To allow Telnst connections to the CLI thraugh this VAN subinterface. Telnet
connechons are not secure and can be intercepted by a thard party,

Figure 10: Adding a VLAN subinterface

Zone | Intesface | DNS | Routing Table | Routing

Mame F!Ll.!'cl_lnl:lmdll
Intorface [reamal xl
YLAN 1D =22

1P i12.24.33.45
Metmask {255.255.255.0
ACCess Fummes: T pve

™ sex I~ stump
[ ok 1| | cencel |

9  Select OK to save your changes.

The FortiGate unil adds ihe new subinferface io the interface that you selected in
step 4,

Configuring routing

This section describes how to configure FordiGate routing. You can configure routing
1o add static routes from the FortiGate unit 1o local routers. Using policy routing you
can increase the flexibility of ForiGate routing 1o suppart more advanced rowting
functions.

You can also use roufing o create a mulliple Intemet connection configuration that
supparts redundancy and lead sharing between the two Intemet connections,

For mare information about configuring routing for multiple internet connections, and

for configuration examples, see “Configuration example; Multiple connections 1o the
Internet” on page 50

FortiGale-3600 nstalalion and Configuration Gude 143

Page 143 of 329 Netskope Exhibit 1008



Canfiguring roufing

Metwork configuration

This section describes:

= Adding a defaull roule

= Adding destination-based routes o the rouling lable
= Adding routes in Transparent mode

= Configurng the routing table

= Policy routing

Adding a default route

o e B Ry =

ol
".,‘_-_:-.

Usze the following procedure 1o add a defaull route for network traffic leaving the
esternal interface.

Go 1o System > Network > Routing Table.
Select New to add a new route.

Set the Source IP and Metmask to 0.0.0.0.
Sel the Destination IP and Meimask to 0.0.0.0.

Sel Galeway 1 to the I[P address of the routing gateway thal routes traffic to the
Imbenned.

Select DK 1o sawve the default route.

Mote: Only 1 defaull route can be active af any 1 time. Il two defaull routes are added to the
reuting table, only the defaull route codest to the top of the routing table i3 acthe

Adding destination-based routes to the routing table

g L By =

Use the following procedure (o add destination-based routes to the FortiGate routing
table. Add destination-based routes to controd the destination of traffic exiting the
FortiGate unit. You configure routes by adding destination IP addresses and netmasks
and adding gateways for these destination addresses. The galeways are the nexi hop
routers 1o which to route traffic that matches the destination addresses in the route.

You can add one or iwo galeways 1o a route. If you add one gateway, the FortiGate
unit routes the traffic to that galeway. You can add a second galeway to route traffic to
the second gateway if the first gateway fails.

To suppor routing fallover, the IP address of each gateway must be added to the ping
server of the interface connected 1o the same nelwork as the gateway. See "Adding a
ping server to an inlerdface” on page 136,

Adding destination-based routes to the routing table
Go to System > Network > Routing Table.
Select New to add a new roule.

Type the Destination IP address and netmask for the route.

Add the IP address of Gateway #1.
Gateway #1 Is the IP address of ihe primary destination for the route.
Gateway #1 musi be on the same subnet as a Forligate interface.

If you are adding a static route from the FordiGate unif Lo a single destination router,
vou only need 1o specify one galeway.

144

Page 144 of 329 Netskope Exhibit 1008



MNatwork configuration Configunng rowling

5 Oplionally, add the IP address of Galeway #£2 if wanl Lo route traffic 1o multipe
gateways.

B Set Device #1 fo the FoniGate interface or VLAN subinlerface through which to route
traffic to connect 1o Gateway #1.

You can select the name of an inlerface, VLAM subinterface, or Auto (the default). If
you select the name of an interface or VLAN subinterface the traffic is routed to that
interface. If you select Auto the system selects the interface according o the following
rules:

= [ the Galeway #1 IP address is on the same subnet as a FortiGale interface or
VLAN subinterface, the system sends the traffic (o thal interface.

« Il the Gateway #1 IP address is nol on the same subnet as a FortiGate interface or
V0LAM subinteface, the system roules the traffic 1o the external interface, using the
default route.

You can use Device 81 1o send packels to an interface that is on a different subnet
than the destination IP address of ihe packets without routing them using the defaul
route.

T Set Device #2 o the ForiGate interface or VAN subinterface through which to route
traffic to connect 10 Gateway #2.
You can select the name of an interface, VILAN subinterface, or Auto {the default). If
you select ithe name of an imerface or VLAN subinterface the traffic is routed to that
interface. If you select Aulo the system selects the interface according to the following
rules:

= |lthe Galeway #2 IP address is on the same subnet as a ForiGale inledface or
YLANM subinterface, the system sends the traffic Lo that interface.

= |f'the Gateway #2 IP address is not on the same subnel as a ForliGate interface or
VLAN subinterface, the system routes the traffic 1o the external interface, using the
default route.

You can use Devior 82 (o send packels to an inlerace thal is on a different Submnel

than the destination IP address of the packets without routing them using the defaull

route.

8  Select OK 1o save the route.
Note: Any 2 routes in the routing table must differ by something othes than just the gateway 1o

I"'\_ b simultaneously active. Iftwo routes added 1o the routing table are identical except Tor their
T gateway IP addresses, only the route closer 1o the top of the routing table can be active

a2 Note: Arrange routes in the routing table from mare specific to more general, To arange roules
'\ - = in the routing table, see "Configuring the routing table™
Adding routes in Transparent mode

Use the following procedure to add routes when operating the ForiGate unit in
Transparent mode.

1 Golo System > Metwork > Routing.
2 Select New to add a new route.
3 Enter the Destination |P address and Metmask for the route.
4  Enterthe Galeway IP address for the route,
FariGaa-J600 nslalalion and Configuralion Gurde 145

Page 145 of 329 Netskope Exhibit 1008



Canfiguring roufing Metwork configuration

5 Select OK 1o save the new roule.
6 Repeal these steps o add more routes as required.

Configuring the routing table

The routing table shows the destinalion IP address and mask of each route you add
as well as the gateways and devices added 10 the route. The routing table also
displays the gateway connection sialus. A green check mark indicates that the
ForiGate unit has used the ping server and dead gateway delection 1o determine that
it can connect to the gateway; a red X means that a connection cannol be established.
A blue question mark means that the conneclion status is unknown. For mong
information, see “Adding a ping senrser 1o an inferface”™ on page 138, and

The ForiGate unit assigns routes by searching for @ match starting at the top of the
routing table and mowving down until it finds the first match, You must arange roules in
the routing lable from more specific 1o more general. The defaull route ks the most
general route. IT you add a default route, it should be at the botlom of the routing tabbe.

1 Goio System > Network > Routing Table.

2  Choose a route 1o move and select Move to 3 to change its order in the routing
lable.

3 Type a number in the Move (o field Lo specify where in the routing table to move the
route and select OFK,

4  Select Delete ﬁ 1o remove a route from the routing table.
Figure 11: Routing table
Interface % DNS Y Routing Table | DHCP )

1 R shfvay B2 iheiine #1 Dpvioe #3 dadify
10.10.10,0 295 755.295.0 120456718 external ¥ EH
0.0.0.0 0.0.0.0 #4230, 120225 120 454718  extamal o O

Policy routing

Policy routing extends the functions of destination routing. Using policy routing you
can route traffic based nol anly the destination address but akso on:

= Source address

«  Protocol, service type, or porl range
« Incoming or source interface

Using policy routing you can build a routing policy database (RPDB) that selects the
appropriate route for traffic by executing a set of routing rules. To select a route for
traffic the FotiGate unit matches the trafic with the policy routes added to the RPDB
startireg at the top of the list. The first policy roule to match the raffic is used 10 sel the
route for the traffic. The route supplies the net hop gateway as well as the ForliGate
inferface 1o be used by the traffic,
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Packels are matched with policy routes before they are maiched with destination
routes. If a packet does not match a policy route it is routed using destination routes.

The gateway added o a policy roule must also be added to a destination route. When
ihe FortiGate unit malches packels with a route in the RPDB, the FortiGate unit looks
in the destination routing table for the gateway thatl was added to the policy route, If a
match is found, the ForiGate routes the packet using the matched destination route. If
a match is not found, the FortiGale routes the packet using normal routing.

To find a roule with a matching galeway, the FortiGate unit stans al the top of the
destination routing table and searches until i finds the first matching destination route.
This matched route s used to route the packel.

For policy routing examgples, see “Policy routing examples® on page 55.

Policy routing command syntax

Configure policy routing using the following CLI command.

pet aystem route policy sroute ints arc =acurce ips
=gource masks iifname =scurce-interface name=

det =destination ips <destinaticn_masks

cifname =destinaticn=-interface names protocol sprococcol ints
port slow-port ints <high-port_ints gw =gateway ips

Complete policy routing command syntax is described in Volwmne & ForfiGale CLI
Reference Guide.

Providing DHCP services to your internal network

If the ForiGate unil is operating in MAT/Route mode, you can use the CLI command
gat ayatem dhepaerver 0 configure the Forisate unil 1o be the DHCP s&fet for
your intermal network. Table 2 describes the syntax for the st avetem
dhcpasrver COMMAand.

Table 2: aat systes dhcpaerves command syntax

Keywords Description

defaulcroute The default roube to be assigned to DHCP chents. The

«gateway ips dafaulcroute, exclusionrange, ipranae, and reserve
IP addresses must all be on the same subnel as the internal
infertace,

dns =dna ips The IP addresses of up to 3 DNS $ervers (hat the DHCP clienis

[edns ip>] [<dns ips] |canuse for looking up domain narmes. Use a space to separate
the 1P addresses, To remove a DNS 1P, sl the 1P to 000000

domain <domain scrs Tll_'m g;:-rmln name that the DHCP server assgns to the DHCP
clents.
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Table 2: sat system dhcpeerver command syntax

cgtart ip-end ip=

Heywards Description
exclusisnrange El'l'l.ﬂr’llpt-n 4 axciusion of IP addresses within the
<gtartl ip-endl ips> |starting IP and ending IP addresses that canmnet be assigned to

none DHCP clients. Separate the IP addresses in the range with a

[{estart? ip-end2 ip= |dash({-) Do notadd spaces Use a space to separate ranges.
none }H The defaulcroute, exclusionr e, ipramge,

[{=start?® ip-end? ip: |seserve [P addresses must all be on same subnat as the
none )| internal inmerface,

[{«startd ip-endd ips |To change an exclusion range you must redefine all of the

| nonell exclusion ranges, To remove all exclusisn ranges, replace the

first exchusion renge with none,
iprange The starting P and the |a|:11:|i1'|-g_lh|EI for the range of IP addresses

that the FortiGate unit can assign fo OHCP clients. The
dafaultroute, exclusionrange, iprange, 8nd reserve
1P addresses must ali be on the same subnet as the intamal

intertace.

leasedurat ion
zlease ints

The mterval in seconds after which a DHCP chent must ask the

DHCE serser for a new address. The iease duration musi be
betwean 300 and 8000000 seconds.

netmagk znetmapk ips

The Wetmask that the ForiGate DHCP server assigns to the
DHEP clients,

IEserve <reserve ip>
CISSSrVE MmAcs

[epame str> | nonel

Reserve an [P address so that the FormiGate DHCP sarder
always asseqns this [P address to the devica with the specified
MAC address, Opbionaly specify a name for the IP and MAC
address pair. The reserved |P cannot be assigned to any other
device. can anly add a geven IP address or MAC address
once. The defavltroute, exclusionrange, iprange, and
reserve [P addresses must all ba on the same subnet as the
internal interface.

cgervarl ips= | none)

[<seEverz ips
none ]

BLatusg Enable or desable the ForthSate DHOP sener for o IFenal
[enable | disable} nehawork
winggerver Enler ome or bwd WINS senver IP addresses that are agsigned

to DHCP clients
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RIP configuration

The FortiGate implementation of the Routing Information Protocol (RIP) supporis both
RIP version 1 (as defined by RFC 1058) and RIP version 2 (also called RIP2 and
defined by RFC 2453). RIP2 enables RIP messages to carry more information and
support simple authentication. RIP2 also supports subnet masks, a feature not
available in RIP.

RIP sends routing update messages at reqular interva's and when network topology
changes. When the FortiGate unit receives a routing update that includes changes to
an entry, it updates its routing table to reflect the new route. The FortiGate RIP table
maintains the best route to a destination. Afier updating its routing table, the FortiGate
und begins transmitting routing updates to inform other network routers of the change.
You can configure FortiGate RIP to control the timing of these updates.

RIP uses hop count as the routing metric to measure the distance between the source
and deslination network of a route. Each hop in the path of the route is added (o the
metnc for the route. RIP prevents routing loops by limiting the number of hops allowed
in a path to 15, This feature limits the maximum diameter of RIP network to 15 hops.

RIP uses a split horizon to prevent temporary routing loops caused by network
topology changes. The premise of a split horizon is that it is never useful to send
information about & route back in the direction from which it came. For example,
Router 1 could tell Router 2 that & has a roule for network A. Router 2 knows that it got
this information from Router 1, so when Router 2 sends its updates to Router 1,
Router 2 will not include the route to network A in its update. In this example, if Router
1 receives Router 2's information about the route to network A, Router 1 might try and
use this route to get to network A rather than using its own.

RIP uses limers o regulate ils performance. A routing update limer controls the time
interval between routing updates. Usually this timer is set to 30 seconds. Each routing
table entry has a route timeout. When the route timeout expires the route is marked as
invalid. The invalid routes remain in the route table until the route flush timer expires.

RIP is a UDP-based protocol that sends and receives dalagrams on UDP port 520.
Unsolicked routing update messages have both the source and destination port equal
to the RIP port. Update messages sent in response to a request are sent to the port
from which the request came. Spedific queries may be sent from ports other than the
RIP port, but they must be directed to the RIP port on the target machine.,
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RiP seltings

RIP configuration

RIP settings

This chapter describes how to configure FortiGale RIP:

= RIP setfings

«  Configuring RIP for ForiGate interfaces
= Adding RIP neighbors

= Adding RIP filers

Configure RIP seflings 1o enable basic RIP functionality and metncs and 1o configure
RIP timers.

Go lo System > RIP > Settings.
Select Enable RIP Server o configure the FordiGate unit to be a RIP server.

Select Enable Advertise Default so thal the FortiGate unit includes s defawlt route in
RIP routing table updates.

Select Enable Auto Summary to aulomalically summarize subnet routes into
network-level routes.

If Enabile Auto Summary is not selected, the ForfiGate unit transmils sub-prefoc routing
information across classfull neteork boundaries,

Change the following RIP defaulf settings to fine fune RIP performance.

RIP defaulis are effective in mosi configurations. You should anly have to change
these seftings to troubleshoot problems with your RIF configuration.

Default Metric  Change the defaull metne that is apphed 10 routes wilh incompatible medrics
The default metric assists in resolving how routes with incompatible metics
ang redistnbuted. Whenever melrics do nal converl, RIP uses the default
et 1o provide & reasonable substfute and alldes the redistrbation o
procesd, The defaul seting of the defaull metric is 2

Input Queus  Change ihe depth of the RIP input queue, The larger the numerical value, the
larger the depth of the queue. Consider changing the input-queue degpth if
you have ForiGale unid sending af high to & bow-speed router thal

ht ot be able to receive at the high speed. Configuring this command will
help prevent the routing lable from losing information, The range is 0 o 1024
The EHIUH input queus depth is 50. A queus size of 0 means there is no
input queue

Crutpart Delay Chm tie oubtpud detay to add & delay in milliseconds between packels in a
multiple-packet RIP u,xrate A typical oulput delay 15 8 1o 50 milliseconds
Add an output delay if you aré configunng RIP on @ ForbiCate unit thst could
be sending packets to a router that cannot receive the packets at the rate the
ForiCsate unil 1S sending therm The defaul oulpul delay is 0 milliseconds,

Change the following RIP timer setlings 1o fine lune RIP performance.

RIP timer defaults are afecive in most configurations. You should only hawe to
change these limers 1o froubleshoot problems with your RIP configuration.
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RIP configuration

RIP setiings

Update
Invalid

Holddown

Flush

The time interval in seconds batween sanding routing table updates. The
defaul s 20 seconds

The time interval in seconds after which a route is declared invalid. Invahd
should be at least three times the value of U . A route bacomes invalid
when there s an sbsence of updates that refresh the route. The route then
enters holddown. The route is marked inaccessible and advertised as
unreachable. However, the route is still used for forwarding packets. The
defaul s 180 seconds.

The time intarval in saconds during which routing information regarding
belef paths Is wxp«esud Holddown should be at least three tmes the

route enters into a holddown state when an update packet
ls re that indicates the route is unreachabie. The route is marked
inaccessible and advertised as unreachable and is no longer used for
forwarding packets. When holddown expires, the route can be flushed from
the routing table. The default is 180 seconds.

The amount of time In seconds that must pass before a route is removed
from the routing table. The value for Flush should be greater than the value
for Invalid, If tha value for Flush is less than the value for Invalia, the proper
hoiddown interval cannct elapse, which resuls in a new routa bemg
accepted before the holddown interval expires. The default is 240 seconds.

Select Apply 1o save your changes.

Figure 1: Configuring RIP settings

¥ Enable RIP Server
¥ Enable advertise Defoult
¥ Enable Auto Summary

Default Metric (2

 InputQueve (50

Ouput Dolay |8

. RIP Thmer:

| Updats 30 (socs) Iowalid [T80  (secs)
Holddown W(:oa) Flush E:ﬁ_—(ucs)
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Configuring RIP for ForfGale interfacas RIP configuration

Configuring RIP for FortiGate interfaces

You can creale a unique RIF configuration for each FordiGate interface and VLAN
subinterface. This allows you (o customize RIP for the network (o which each interface
or each VLAN subinterface is connecied. For example:

= If you have a complex imtemal network containing other devices that use the RIF2
profocol, you might wanl to configure RIPZ send and receive for the intemal
iferface,

= [fthe external interface is connected lo the Internet you may noi wani to enable
RIP send for this inlerface so that the intemal roules are not exposed to the
Internet. However, you may want 1o configure RIP receive so thal the FordiGate
unit receives routes from your ISP,

= [fthe DMZ interface is connected to a8 small DMZ network you may not need to
configure RIP for this interface,

To configure RIP for FortiGate interfaces

1 Golo System > RIP > Interface.
On this page you can view a summary of the RIP settings for each FortiGate inferface.

Select Modify #5 for the interface for which 1o configure RIP settings.
Configure the following RIP settings:

RIF1 Send This interace can send RIP1 reuting broadcasts 1o routers an s nebaork
The routing broadcasts are UDF packets with a destination port of 520,

RIP1 Receive  This interface can redeive KIP1 routing broadcasts. The imertace listens on
port 520 Tor broadcast RIF1 messages

RIP2 Send This intertace can send RIP2 routing broadcasts 1o is netwark. The reuting
broadciasts ame LUDP packets with a destination port of 520,

RIPZ Receive  This interface can reteive KIPZ routing broadeasts. The imertace listens on
pod 520 Tor broadcast RIFE messages

Split-Harizen  Configure split-harizon to prevent routing loops. By default, spht horizon is
enabled. This opbon should anly be disabled i you ane suie thal routing
loops cannot be created from this interface,

Authentication Enable authantication Tor RIFZ packets sem and received by this interface.
Authentication is only suppone I?E‘FIIF'? Do nod gelect authenteaton if you
ang configuring the interface for RIP

Passwaord Enter the password bo be included in RIP2 requests. The password can be
ug 1o 16 charsciers long.

Mode Dﬂ'l'll:'lmﬁg haw the FortiGate authenticates RIPZ packels. Select Mone, Clear,
or ]

Mone means do nel send the passwond
Clear means Send the paseswond 15 plain text
MDS means use MOS authentication

Metric Changes the metnic Tor routes senl by this interface. Al routes sem from this
intertace will have this metric added o their current metrc value. You can
change interface metrics 10 give higher priofties 1o some inerfaces. For
example, if you have two interfaces that can be used 1o roule packets 1o the
same destination, if you sel the metnc of one interface higher than the olher,
the routes to the interdace with the kower metne will seem o have a lewer
casl, 50 mare frafhic will use routes 1o the interface with the lower metnc. The
metne can bé from 1 to 16
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RIP configuration

Adding RIP naighbhors

Mote: MOS avthenbication i3 used to verily the integnty of the routing Message sent by the
FaortiGate unit. Using MDS authentication, the password is added fo the rouling message and
MDS5 = appled 10 créate the MDS digest of the routing message. The password & replaced in
the routing message with this MOS degest and this message s broadcast When a router
recaives the routng message, i replaces the MDS digest with the password, computes the MDS
digest of this new messaged and then compares the resull with the MDS digest sent with the
onginal message. If the two MDS digests ate identical, the receiver accepts the message. If they
are nat, the recerer rejects the message

Select OK 1o save the RIP configuration for the selecied interface.

Figure 2: Example RIP configuration for an internal interface

" RIPL Send ™ RIP1 Receive
& RIPZ Send F  RIPZ Recelve
¥  Split-Horizon
¥ Authentication
Fassward | P
Mode iClmar xi
Metric n T f1.8)

Adding RIP neighbors

Add RIP neighbors to defing a neighboring router with which to exchange routing
information. Add neighbors on non-broadeast networks.

When yvou add neighbors, the FortiGale unit exchanges routing information with the
neighbor rouler directly, instead of relying on broadcasting routes. This point-to-paint
exchange of routing information between the FordiGale unit and the routers added to
the neighbor list is more secure and reduces network traffic. Adding neighbors s
required to be able o exchange roules over non-broadcast networks.

When used in combination with the RIP fillers, the FortiGate unil can be configured to
exchange routing information with a subset of routers and access senvers on a LAN.

Adding RIP neighbors

1 Golo System = RIP > Neighbor.
2  Seled New to add a RIP neighbor,
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Addfng RIP filters RIP configuration

3 Addthe IP address of a neighbor router thal you want the FofiGate unit 1o exchange
rowuting information with.

4 Seleci Enabie Send RIF1 to send RIP1 messages to the neighbor,
5 Select Enable Send RIF2Z to send RIP2 messages o the neighbor,
& Select OK 1o add the RIP neighbor to the list.

Adding RIP filters

Uze RIP filters to control the routing information received by the FortiGale unit and
senl by the ForiGate unit. You can creale filters for two purposes:

Nekghbors filter For filtaring routes received from nelghboning routers. When the FortiGate
unit receives routes from a neighbonng router, the neighbors filker defines
what routes recaived from the nelghbor will be stared in the FoliEate routng
table and what routes will be discanded.

Routes filter For fittering routes before & routing table update is sent to nelghboring
rauters, Before the FortGate unlt sends routes to neighbaning routers, the
routes filter defines what routes can be sent and what routes cannot be sent

A RIP filter consists of the |P address and netmask of a route, the action the filter
should perform for this route (allow or deny), and the interface on which this filter entry
should be applied. Routes that do not match a route added 1o a RIP filter are allowed.

A single RIP filler conlaing instructions for allowing or denying a single roule. You can
add multiple RIP filer entries under the same RIP filter name to create a RIP filter lisL
Using a RIP filter lst you can filter multiple routes,

Afer creating RIP filers and filter ists you can configure the neighbors flter or roules
filter by selecting a filter or filter list for each of these filter lypes. If you do not select a
RIP filter for neighbors or routes, no fillering is applied. You can add a total of four RIP
fillers or RIP filter ksts, bul you can only have one active neighbors filter and one
active routes filter.

This seclion descrbes:

« Adding a single RIP fiter
+  Adding a RIP filter list
« Adding a neighbors filter
= Adding a routes filter

Adding a single RIP filter

Add a single RIP filter 1o filter a single route. You can apply a single RIP filter (o the
neighbors or routes filter. You can add a total of four RIP filters or RIP Filter lists.

If you want 1o filber multiple routes, use a RIP filter list. See "Adding a RIP filter lisl™ on
page 155.

1 Go la System = RIP = Filter.
2  Select New to add a RIP filler,
3  Configure the RIP filter.
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RiP corfiguration Adding RIP flfers

Fllter Manmse Enter a nams for the RIF filter, Each RIP filtar and RIF filfer kst must have
unique name. The name can be 15 characters long and can contain uppear
and lower case latters, numbers, and special chargeters. The name cannot

contain spaces.

Blank Fitter Usad far Fiiter kzts. See “Adding a RIP filter list” on page 155,

2 Add the |P address of the rowte.

Mask Add the netrmask of the rowte.

Btion Select Allew 8o that the fitter permets this route to be communicated, Select
Deny ta stop this route from baing communicated.

Interface Select the interface on which to apply this RIP fiter

4  Select OK o save the RIP filter.

Adding a RIP filter list

Add a RIP filter list to filter muliple routes. A RIP filter list consists of a RIP filter name
and a seres of roule prefixes, You can add a lotal of four RIP filters or RIP Filter lists.

When a RIP fier list is added 10 the neighbors or routes fier, all of the routes in the
RIP filter list are filtered.

1 Golo System > RIP > Filter,
2  Select MNew to add a RIP fiRer.
3 Configure the RIP filter list mame.

Filter Mame Enter a narme for the RIP filker list. Each RIP filter and RIF filker k=t must
have unique name. The name can be 15 characters long and can contain
upper and lower case lefiers, numbers, and special characters, Tha name
cannot contain Spaces,

Elank Filter Cptionally select blank fier 1o start the RIP filber list with a blank x. Afer
adding the blank fer you can add routes io the RIP Sier kst

4 Select OK 1o save the RIP filter list,

For the RIP filter kst name, selec B Add Prefix lo add a route prefix to the filber list.
Configurne (he roube poefioc

L o Add the |P address of the route

Mask Add the petmask of the feule,

Action Sebect Allow 50 that the filber permts this roube to be communicaled. Selec
Deny ta stop this route from being communicated

Interface Select the interface on which to apply this RIP fiter

T Select OK 1o add the route prefic (o the filler s,
8 Repeat sleps 510 7 1o add route prefooes to the filber kst
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Addfng RIP filters RIP configuration

Adding a neighbors filter
You can select a single RIP filter or a RIP filter list 1o be the neighbors filter.
1 Goio System > RIP > Filter.
2  Add RIP fitters and RIP filter lists as required,
3  For Neighbors Filter, sedect the name of the RIP filter or RIP filter st to become the

neighbors filer.
4 Select Apply.
Routes received from neighbors are filtered using the selected RIP filter or RIP fitter
list.
Adding a routes filter

You can select a single RIP filter or a RIP filer list to be the routes filter.
1 Golo System > RIP > Filter.
2 Add RIP fiters and RIP filler lisis as required.

3  For Roules Fiiter, select the name of ihe BIP filter or RIP filler st to become the
routes filter.

4  Select Apply.

Routes sent by the ForiGate unil are filtered using the selected RIP fiker or RIP fitter
list.

Fhgure 3: Example RIF Filter configuration

Mpighbars Filter: { Filtor_1 =] Fowtes Filter: {Filter_Ligt,_2 =i Rpphy |
Ciimpees ol o b ek L Adiew ¢ stot | ey ]
Filer_1 255.255.255.0 internal B B &
Filtes_Lisz 1 A4S 255.255.255.0 ey el Bl W
2654 255.255.255.0 alicw imernal B
53,46 255, 255.255.0 dey il =
24867 55355 955 1 deny gtermal B B
Filer_2 BE56 255.255.255.0 allow imemal B w
Fitter_List 2 2245 255.355.255.0 allew iernal B @
53485 552559550 ey irternal B &8
[ mew ]
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FortiGate-3600 Installation and Configuration Guide Version 2.50 MR2

System configuration

Go to System > Config to make any of the following changes to the FortiGate system
configuration:

« Setting System date and time

« Changing web-based manager oplions

* Adding and editing administrator accounts
« Configuring SNMP

* Replacement messages

Setting system date and time

For effeclive scheduling and logging, the FortiGate system time should be accurate,
You can either manually set the FortiGate system time or you can configure the
FortiGate unit to automatically keep its system time correct by synchronizing with a
Network Time Protocol (NTP) server.

For more information on NTP and to find the IP address of an NTP server that you can
use, see hitp.//iwww.ntp.org.
To set the date and time

Go to System > Config > Time.
Select Refresh to display the current FortiGate system date and time.
Select your Time Zone from the list

Select Automatically adjust clock for daylight saving changes if you want the FortiGate
system clock to be adjusted automatically when your time zone changes to daylight
saving time.

5 Seilect Set Time and set the Fort:Gate system dale and time to the correct date and
time If required.

6  Select Synchronize with NTP Server 1o configure the FortiGate unit to use NTP to
automatically set the system time and date

You can go to www.ntp.org for Information about the network time protocol (NTP) and
to select a public NTP server in your region.

- oW N -

7 Enter the IP address or domain name of the NTP server that the FortiGate unit uses to
set its time and date,
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Changing web-based manager opbons System configuration

8  Specify how often the FortiGate unit should synchronize its time with the NTP server
A typical Syn Interval would be 1440 minutes for the FortiGate unit to synchronize its
time once a day

9  Select Apply.

Figure 1: Example date and time setting

S'\hm nm- !(\ Yol 24 071053 2009

Time Zone  |(GNT-£:00)Pacfc TmelUsaCanada) -

I Automatically aciuss clock for dayhght zavng changes

* SetTime Hour |7 'I Miniute |18 'l Second |53 'l
month flon =1 Day {28 =1 vear {2003 ]

" Synchronize with NTP Server

Server {530.24¢
Syn Intarval |- (mins)

Changing web-based manager options

On the System > Config > Options page, you can:
»  Sel lhe system kile timeoul.

» Set the authentication timeout.

« Select the language for the web-base manager.
*  Modify the dead gateway detection settings.

You can also restrict access to the control buttons and LCD by requiring 2 PIN
(Personal Kentification Number).
To set the system idle timeout

1 For ldle Timeout, type a number in minutes.
2  Select Apply.
Idle Timeout controls the amount of inactive time that the web-based manager waits

before requiring the administrator to log in again.

The defauk idie time out is 5 minutes. The maximum idle time out is 480 minutes
(8 hours).
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Syslem configuralion Changing web-basad manager oplions

To set the Auth timeout
1 For Auth Timeoul, type a8 number in minutes.
2 Select Apply.

Auth Timeouwt controks the amount of inactive time that the firewall waits before
requiring users 1o authenticale again. For more information, see “Users and
authentication” on page 203,

The default Auth Timeout is 15 minutes, The maximum Auth Timeout is 480 minutes
{8 hours).
To select a language for the web-based manager

1 From the Languages list, select a language that the web-based manager uses.

2 Select Apply.

You can choose from English, Simplified Chinese, Japanese, Korean, or Traditional
Chinese.

s, MNote: When the web-basad manager language = set to use Simplified Chinese, Japanese,
..:" Korean, or Trad@ional Chinese, you can change o English by selecting the English button on
=7 the upper right of the web-based manager.
To set PIN protection for the LCD panel
1 Select PIN Protection under LCD Panel.

2 Type a&-digit PIM.
Administrators must enter the PIM to use the control buttons and LCD.

3 Select Apply.

To modify the Dead Gateway Detection settings

Maodify dead gateway detection o contral how the FartiGate unil confirms connectivily
with a ping server added 1o an interface configuration. To add a ping Server to an
interface, see "Adding a ping server o an interface” on page 136

1 For Detection Interval, type & number in seconds to specify how oflen the ForliGate
unit tests the connection to the ping targel

2 For Failover Detection, type a number of tirmes that the connection test fails baforne
the FortiGate unit assumes that the gateway is no longer functioning.

3 Select Apgply.
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Adding and editing adminisiralor accounts System conffguration

Adding and editing administrator accounts

When the FortiGate unit is initially installed, it is configured with a single administrator
account with the user name admin. From this administrator account, you can add and
edit administrator accounts, You can also conirol the access level of each of these
administrator accounts and, optionally, control the |P address from which the
administrator can connect to the FortiGate unit.

There are three administration account access levels;

admin Has all parmissions. Can view, add, edit, and delete administrator accounts.
Coan wiew and mung the FortiGate configuration. The admin user is tha only
user who can go 1o System = Status and manually update firmware, update
the antivirus definitions, update the attack defintions, download or upload
sysiem sattings, resiora the FortiGate undl 1o factory defaults, restart the
otiGate unit, and shut down the ForiGate unit. Thare & only one admin user

Read & Write Can wiew and change the FortiGate configuraton. Can view but cannot add,
edit, or delete administrator accounts. Can change own adminisirator account
sswond. Cannol make changes to system settings from the
ystem > Status page.

Read Only Can wiewr the FortiGate configuration.

Adding new administrator accounts

From the admin account, use the following procedure o add new administrator
accounts and control Ihekr permission levels:

Go to System > Config > Admin.
2  Select New to add an admimstrator account.
3  Type alogin name for the administralor account,

The login name can contain numbers (0-9), uppercase and lowercase letlers
(A-Z, a-z), and the spacial characters - and __ Other special characters and spaces
are nol allowed.

4  Type and confirm a password for the adminisirator account.

For improved security, the password should be af least 8 characters long. The
password can contain any characters except spaces.

§ Oplionally type a Trusted Host IP address and netmask for the kocation frem which the
administrator can log Into the web-based manager.

If you wani the administrator to be able (o access the ForliGate unit from any address,
set the trusted host 10 0.0.0.0 and the netmask o 0.0.0.0.

To limit ihe adminisirator 1o only be able to access the FordiGate unit from a specific
network, set the frusted host to the address of the network and set the netmask 1o the
netmask for the network. For example, to limif an administrator (o accessing the
ForliGate unil from your intermal network, set the trusted host to the address of your
internal netwark (for example, 192,188.1.0) and set the nelmask to 2552552550,

Sel the Permission evel for the adminisirator,
Seled OK fo add the administrator accouni.
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Syslem configuralion Configuing ShHE

Editing administrator accounts

The admin account user can change individual adminisirator accouni passwonds,
configure the IP addresses from which administrators can access the web-based
manager, and change the administralor permission levels,

Administrator account users with Read & Write access can change their own
administrator passwords,
To edit an administrator account

Go 1o System > Config > Admin.

To change an administrater account password, select Change Password 519
Type the Ok Passwond.

Type a New Password and Confirm the new passwond.

For improved security, the password should be al leasl 6 characters long. The
password can contain any characters except spaces. If you enter a8 password that is
less than & characters long. the system displays a waming message but still accepis
the password.

L L

§ Select OK
6  To edit the settings of an administrator account, select Edit & .

7 DOptionally ype a Trusted Host IP address and netmask for the location from which the
administrator can log into the web-based manager.

If wou wani the administrator 1o be able 1o access the ForliGate unil from any address,
set the trusted host (o 0.0.0.0 and the netmask 1o 255.255.255.255.

To limil the adminsirator 1o only be able 10 access the FortiGale unit from a specific
network, selthe trusted hoest (o the address of the network and set the netmask o e
netmask for the network. For example, to limit an administrator to accessing the
ForGate unit from your intemal network, set the trusted host to the address of your
infernal nebwork (for example, 192.166.1.0) and s&t the nelmask to 255.255.255.0.

Change the adminisiralor's permission kevel as required.

Selec] OH.
10 Todelete an administrator account, choose the account 10 delete and Selec
Detete T
Configuring SNMP

Configure the ForliGale SNMP agent to report system information and send traps to
SMMP managers. The FordiGate SNMP agent supports SNMP 1 and v2¢. RFC
suppart includes RFC 1213 and RFC 2685, The ForfiGale SNMP implementation is
read-only. SNMP v1 and v2¢ compliant SNMP manager have read-only access to
FodiGate system information and can received FortiGate traps. To monitor FordiGate
system information and receive FortiGate Iraps you must compile the Fortinet
proprietary MIBs and the standard MIBs into the SNMP manager.
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Configuring SNMP

Syslem canfiguration

This section describes:

Configuring the FomiGate unit for SNMP monitoring
Configuring FortiGate SMNMP support

FortiGale MIBs

ForiGate iraps

Configuring the FortiGate unit for SNMP monitoring

Before a remote SNMP manager can connect 1o the FoliGate agent, you must
configure one or more FortiGate interfaces to accept SNMP connections. For
information about how 1o do this, see *“Controlling management access 1o an
interface” on page 137 and related interface configuration sections.

Configuring FortiGate SNMP support
1 Golo System > Config = SNMP viivZc.
2  Select Enable SNMP.
3 Configure SNMP setlings:

Syrstem Name Autnatically sef to the FortiSate host name. To change the System

Mame, sae "Changing the FortiGate host nama® on page S4.

System Location Describe the al location of the ForeSate unit The system keation

description can be up to 31 characters long and can contein spaces,
nurmbers {0-8), uppercase and kwercase letters (A-Z, a-2), and the
special characters - and . The '\ < > [ | § % & characiers are not
allowed

Conlact Information Add the contact information for the person responsible for this FortiGate

unit. The contact infarmation can be up 10 31 charachers long and can
contain spaces, numbers (0-0), uppercase and lowercase letiers (A-Z,
#-z), and the special characters - and _, The \ < > [ ] § % & characters
are not allowed

Get Community Also calied read community, gel community is & password to identity

SNMP gel requests sent to the FortiGate unit. Vihen an SMNMP manager
sends a gel request bo the FofiGate unit, i must inclede the commect ged

comimunsty siring

The defaull get community string is "public”. Change the default get
comrrunity siring o keep infruders from using ﬁﬂ ts to retrigve
infarmation about your network configuration. The get community string

rmust be wsed in your SMMP manager T iemabhe it (o accass Fort -}
SNMP infarmation

Thtgutmmm :Irlng can b up o 31 charachers long and can
contain numbers (0-8), UpPErCaSe and lewercase Hﬂ'ﬂﬂfﬁ.—z. iz}, and
thi special characlers - and _ Spaces andthel<>[] 3% &
characiers ang not allovwed

Trap Community  The frap communily string funclions like a password that is sent with

SNMF traps
The defaull frap community string is “public™. Change the trap
commundly string 1o the one accepted by your trap recesvers.

The trap commundy string can be up fo 31 characters loui:nd can
contain numbers (0-0), uppercase and kowercase letbers (A-Z, -2}, and
the special characters - and _ Spacesandthei<>[] $% &
characters ahe not allewed

Trap Receiver IP Type the IP addresses of up to three trap récenvers on your network that
Addresses argé configured to receive traps from your FortbGate und. Traps are only

sent to the configured addresses
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System configuration Configuring SNMP

4  Select Apply
Figure 2: Sample SNMP configuration

Enable SNMP: 7

System Name: Main_Office_Firewall
System Location: |Server room tirst toor

Contact Information: fext 3345

Get Community: four_yet_com

Trap Community: |trap_com

First Trap Receiver IP Address: |192.33.44.55
Second Trap Recelver 1P Address:  [143.44.52.78

Third Trap Receiver 1P Address: | ; » R
L_apply |

FortiGate MIBs

The FortiGate SNMP agent supporis FortiGate proprietary MIBs as well as standard
RFC 1213 and RFC 2665 MIBs. The FortiGate MIBs are listed in Table 1. You can
obtain these MIB files from Fortinet technical support. To be able to communicate with
the SNMP agent, all of these MIBs must be compiled into your SNMP manager.

Your SNMP manager may already inciude standard and private MIBs in a compiled
database thal is ready to use, You must add the Fortinet proprietary MIBs to this
database. If the standard M|Bs used by the Fortinet SNMP agent are already
compiled into your SNMP manager you will not have to re-compile them,

Table 1: FortiGate MIBs

MIB file name Description

EtherLike.mib | The Ethemet-like MIB is a standard MIB based on RFC 2665. This MIB
Includes nformation used for managing ethermet interfaces.

'FN-TRAP.mib The Fortinet trap MIB is a proprietary MIB that is requirad for your SNMP
manager to receive traps from the FortiGate SNMP agent. For more
information on FortiGate traps, see *FortiGate traps’ on page 164

FORTINET.mib | The Fortinet MIB is a proprietary MIE that includes detalled FortiGate
system configuration information. Add this MIB to your SNMP manager to
monitor all FortiGate configuration settings.

RFC1213.mib The RFC 1213 MIB is the standard MIB-I| MIB that describes network
management protocols for TCPAP networks.
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FortiGate traps

The ForiGate agent can send Iraps 1o up 1o three SHNMP irap receivers on your
network that are configured 10 receive traps from the FortiGate unit. For these SMMP
managers o recehve traps, you must load and compdle the Forinet trap MIB onto the
SHMP manager. The FortiGate agent sends the traps listed in Table 2.

Table 2: FortiGate traps

Trap message Description

The <intertace_name= Interface IP | The IP address of an mterface of a FortiGate unit has
& changed i <hedy 1P {Forgala :hangad. The trag Médsage includes the narme of the
Serial No.: <FortiGale_serial_no») |interface for which the |P address changed, the new IP
address of the interdace and the seral number of the
FortiGate unit. Ths irap can be used to track interface
IP adedress ﬂrﬁﬂﬂ'ﬂi for migrfaces confgured with
dynamis IP addresses set using DHCP of PPPGE

Systerm Down The FortiGate unit i shutting down

Agent Down An adminstrator has disabled the SNMP agent. This
frap i algo sent when the agent slops belofe & system
shuldawn

Cold Star The ForGate uni stars of restans, An adrmnistraton

enables the SNMP agent or changes FortiGate SNMP
seltings. This trap is sent when the agent starts dunng
system startup

Authenbcaton fabure An SNMP ma [ earenunity $ling does not match
the FortiGate get community siring

Replacement messages

Replacement messages are added 1o content passing through the firewall 1o replace:

= Files or other content removed from email messages by the anlivirus system

= Files or other content removed from HTTP downloads by the antivinus system or
web filtering

+  Files removed from FTP downloads by the antivirus system

You can edil replacermnent messages to control the content of these messages when
they are received by a user,

You can also edit the content added (o alerd email messages to control the information
that appears in alert emails for vinus incidents, NIDS events, critical system evenis,
and disk full events.

This section describes;
« Customizing replacement messages

= Custornizing aberl emails
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Figure 3: Sample replacement massage

Message setup: Email vires message
Allowed Formats: Text/HIML
Slze: <095 (characters)

{Borry Dangerous Attechment has been Removed, ;;]

<**INFECTED**>The file "::FILER:" has been
tepoved baecause OoF a vicuas,

It was infected with the "ASVIRUSHI™
ivitus . <**/INFICTEDT >

COPQUARMNTINE**>File quarantised ma: "i%
IQUARY ILENAREA A = . <" "/ QUARANTINE* *>

Customizing replacement messages

Each of the replacement messages in the replacement message list is created by
combining replacement message sections. You can use these sections as building
blocks to create your own replacement messages.

You can edit any of the replacement messages in the replacement message list and
add and edit the replacement message sections as required.

1 Golo System > Config > Replacement Messages.
2 For the replacement message you want to customize, select Modify (¥,

3  Inthe Message setup dialog box, edit the content of the message.

Table 3 iists the replacement message sections thal can be added to replacement
messages and describes the 1ags that can appear in each section. In addition to the
allowed tags you can add any text. Also for mail and HTTP messages you can add
HTML code.

4  Select OK to save the changes.

Table 3: Replacement message sections

File blocking | Used for file blocking (all services)

Section Start | <**BLOCKED"*>

Allowed Tags | %WFILE%% The name of the file thiat was blocked,
%%URLY%% The URL of the blocked web page.
Section End <**/BLOCKED**>

Scanning Used for virus scanning (a1 services)
Section Start | <*INFECTED**>
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Table 3: Replacement message sections

Allowed Tags | %W%FILE®%% | The name of the file that was infected
%HVIRUSH | The name of the virus infecting the Nl
[S6%URL%% | The URL of the blocked web page or fie
SectionEnd | <" /BLOCKED""=

Quarantine Lised when guarantine s enabled (permitted for all scan serdces and block
services Tor ermall only)

Section Start | <~ QUARANT INE**>

Allewed Tag LWIVARFILE | The mame of the file that was quarantined,
MAME %%

Section End | = IQUARANTINE >

Customizing alert emails

Customize alert emails 1o contrel the content displayed in alert email messages sent
1o system adminisirators.

1 Golo System > Config > Replacement Messages.
2  Forihe alert email message you want i customize, select Modify ﬂ

3 Inthe Message setup dialog box, edil the text of the message.

Table 4 lists the replacement message sections that can be added 1o alerl emall
messages and describes the tags thal can appear in each section. In addition 1o the
allowed tags you can add any text and HTML code.

4  Select OK 1o save the changes.

Table 4; Alert email message sections

MIDS evant Lised for MIDS event aler email messages
Section Btart [ <*"MNIDS_EVENT**>

Allowed Tags | %%MNIDS_EVENT%% | The NIDS attack message
Section End < MIDE_EVENT*>

Wirus alert Liged for virus alen emall messages

Section Start | <*VIRUS_ALERT™>

Allowed Tags | W%WNVIRUE Theie narme af the vines

WHPROTOCOLIES | The serdoe for which the virus wis detected,

WWSOURCE_IF%% | The IP address from which the virus was récened,
For el this & the P address of the email e
thiat sent the email containing the virus, For HTTP
this is the |F address of web page that senl the
wWirus

W%WDEST_IF%% The IF address of the computer thal would have
recevid the virus. For & this i5 the |P address
of the: users cormputer that attempted o download
the email containing the virus
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Table 4: Alert email message sectlons
%%EMAIL_F‘HEMH‘!& [The email address of the sender of the mEssages in
which the virus was found.

%HEMML_?G%% The emai address of the inlended recener of the
message in which the virus was found

‘Block alen Used for file block akert email MESSAQES

Section Start | <BLOCHK_ALERT™=>

Allowed Tags | %%FILE%% The narme of the file that was blocked,
%WPROTOCOL %% | The service for which the file was blocked.

WWNSOURCE_IP%S | The IP address from which the Block fe was
received. For email this is the [P address of the

email servar that sent mn_mlr:nnwsnm&
phackad file. For HTTP this is the [P address of

web page that sem the blocked file

WAOEST IP9%% The IP address of the e ar that would hawe
recenved the blocked file, For email this is the [P
address of the usar's computer that atterngded to

derwniload the message from which the file ware
removad.

SWEMAIL_FROMM% | The emaill address of the sender of the message
from which thie file was remdaved,

SMEMAIL_TOS The emai address of the nfended recamver of the
message from which the file was remosed

Crlical evenl | Used far critical firewrall event alert amails.

Section Start | <" CRITICAL_EVENT"*>
Allowed Tags E&::Hnm_evem The firewall critical event message

Section End | <*/CRITICAL_EVENT**>
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FortiGate-3600 Installation and Configuration Guide Version 2.50 MR2

Firewall configuration

Firewall policies control all traffic passing through the FortiGate unit. Firewall policies
are instructions used by the FortiGate unit to decide what to do with a connection
request. When the firewall receives a connection request in the form of a packet, it
analyzes the packet to extract its source address, destination address, and service
(port number),

For the packet to be connected through the FortiGate unit, a firewall policy must have
been added that matches the packet’s source address, destination address, and
service. The policy directs the firewall action on the packet. The action can be to allow
the connection, deny the connedion, require authentication before the connection is
allowad, or process the packet as an IPSec VPN packet. You can also add schedules
to policies so that the firewall can process connections differently depending on the
time of day or the day of the week, month, or year.

Each policy can be individually configured to route connections or to apply network
address translation (NAT) to translate source and destination IP addresses and ports.
You can add IP pools to use dynamic NAT when the firewall translates source
addresses. You can use policies to configure port address translation (PAT) through
the FortiGate.

Content profiles can be added to policies to apply antivirus protection, web filtering,
and email filtering 1o web, file transfer, and email services. You can create content
profiles that perform one or any combination of the following actions:

*  Apply antivirus protection 1o HTTP, FTP, SMTP, IMAP, or POP3 services.,

» Quarantine files that are infected or that may be infected by a virus.

* Apply web filtering to HTTP services.

= Apply email filtering 1o IMAP and POP3 services.

You can also add logging to a firewall policy so that the FortiGate unit fogs all
connections that use this policy.
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This chapter describes:

=  Default firewall configuration
= Adding firewall policies

=  Configuring policy lisis

=  Addresses

= Zerdces

=  Schedules

= Virtual IPs

= IP pools

= IPMAC binding

= Content profiles

Default firewall configuration

By default, the users on your internal network can connect through the FortiGate umit
o the Internet. The firewall bdocks all other connections. The firewall is configured with
a default policy that maiches any connection request received from the intemal
network and insiructs the firewall 10 forward the conneclion 1o the Intemet.

Figure 4; Default firewall policy

i Cpmer © CHehadide 0 Sirgica C Aekien Ennbba
1 1 Intemal_ s External o il Eys Fo ACCEPT W
= Inlerfaces

= VLAM subinterfaces

= Fones

+  Addresses

= Senices

«  Schedules

= Content profiles

ET T

Interfaces

Add policies 10 control connections between FortiGate interfaces and between (he
networks connected 1o these interfaces. By defaull, you can add policies for
connections that include the internal and external inemaces.

To add policies thal include the port1 o poriSha interfaces, you must use the
following steps to add these interfaces to the firewall policy grid:

1 If they are down, bring the interfaces up.
See "Bringing up an interface” on page 136

2  Add IP addresses (o the interfaces.
See "Changing an interface stalic IP address” on page 136,
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3 Add firewall addresses for these interfaces.
See “Adding addresses” on page 180,

VLAN subinterfaces

You can also add VLAMN subinterfaces to the ForliGate configuration to control
connections between VLANS. For more information about VLANS, see "Configuring
VLAMS" on page 140.

To add policies thal include VLAN subintefaces, you must use the following steps 1o
add the VLAN subinterfaces to the firewall policy grid:

1 Add VLAM subinterfaces (o the FortiGate configuration.
See “Adding VLAN subinterfaces® on page 141.

2 Add firewall addresses for thie VLAN subbnterface.
See “Adding addresses”™ on page 130,

Zones

You can add zones to the FortiGale configuration (o group together related interfaces
and VLAN subinterfaces to simplify firewall policy creation. For more information
about zones, see “Configuring zones® on page 133.

To add policies for zones, you must use the following steps to add the zones (o the
firewall policy grid:

1 Add zones to the ForiGate configuration.
See “Adding zones” on page 133,

2  Add interfaces and VLAN subinterfaces to the zone.

See "Adding interfaces 1o a zone” on page 134 and “Adding VLAN subinterfaces ta a
zone” on page 134

3 Add firewall addresses for Ihe 2one.
See “Adding addresses” on page 180.

Addresses

To add policies bebween interfaces, VLAN subinterfaces and zones, the firewall
configuration must contain addresses for each interface, VLAN subinterface, or zone.
By defaull the firewall configuration includes the addresses listed in Table 5,

Table 5: Default addresses

Interface |Address Description
Imbesrmaal Inbernal AN | Thes address malches all addresses on the imernal nehaork

Extemnal | External ol Tll-;;tﬁ'ﬁ& rmaiches all addressas an the external or WAN1
M F

The firewall uses these addresses 10 malch the source and destination addresses of
packels received by the firewall. The default policy matches all conneclions from the
internal network because il includes the Internal_All address. The defaull policy also
malches all connections to the Intemet because A includes the External_All address.
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Firewall configuration

Services

Schedules

You can add more addresses to each inleface to improve the control you have over
connections through the firewall. For mone information about addresses, see
“Addresses” on page 179,

You can also add firewall policies that perform network address translation (MAT). To
use NAT 1o iranslate destination addresses, you must add virual IPs. Vinlual IPs map
addresses on one network 1o a iranslated address on another network. For more
information about Virual I1Ps, see "Virual IPs" on page 189.

Puolicies can also control connections based on the senvice or destination port number
of packels, The defaull policy accepls conneclions 1o using any service or destination
port number. The firewall is configured with over 40 predefined services, You can add
ihese senvices (o a policy for more control over the senvices that can be used by
connections through the firewall. You can also add user-defined services. For more
information about sendices, see “Services™ on page 182,

Policies can also control connections based on the tme of day or day of the week
when the firewall recebves the connection. The defaull policy accepls connections at
any time. The firewall is configured with one schedule thal accepls connections at any
time. You can add more schedules Lo controd when policies are active, For mone
information about schedules, see "Schedules® on page 186,

Content profiles

Content profiles can be added to policies 1o apply antivirus profection, web filtering,
and email fillering to web, file transfer, and email services, The FordiGate unit includes
the following default content profiles:

= Sircl: 1o apply maximum content protection o HTTR, FTP, IMAP, PCP3, and SMTP
content raffic.

= Scan: to apply antivinus scanning to HTTP, FTR, IMAP, POP3, and SMTF content
traffic.

Web: 1o apply antivirus scanning and Web content blocking to HTTP content traffic.

= Unfiltered: o allow oversized files to pass through the FortiGate unil without
scanned for viruses.

For more information about content profiles, see “Content profiles” on page 128,

Adding firewall policies

Add Firewall policies 1o control conneclions and traffic between FortiGate interfaces,
rones, and VLAN subinterfaces,

Go to Firewall = Policy.
Select the policy lisd to which you want 1o add the policy,
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Select New to add a new policy.

You can also select Insert Policy before =553 on a policy in the list to add the new

policy above a specific policy.
Configure the policy:

See "Firewall policy options” on page 174 for information about policy options.

Select OK to add the poficy.

Arrange policies in the policy list so that they have the results that you expect.
Arranging policies in a policy st is descnbed in *“Configuring policy Ests” on page 178.

Figure 5. Adding a NAT/Route policy

Policy |

Feit Paticy oternmt & extiened

Source {Internal_al >
Destination | Extarnal_all -
Schedule [Always =
Service LANY !
Action |ACCEPT 2
& NAT Dyramic P Pool ¥
Fixed Port ~
¥ Traffic Shaping ol 100 (xaytes/s)
Manmum S nn  ——
fandwidth i ‘?.......... (xBytes/s)
Traffic oriceity  [High ~|
¥ auvthentication {User_Group_1 !
¥ Anti-Virus & Web filter
Content Profile |Scan =
" Log Traffic
Comments: madimam 63 characers
Policy: Traffic Shaping, Authesticacion, and Virus =4

Scanning

=i
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Firewall policy options
This section describes the options that vou can add 1o firewall policies.

Source

Select an address or address group that matches the source address of the packet.
Before yvou can add this address to a policy, you must add it 1o the source interface. To
add an address, see “Addresses” on page 179,

Destination

Select an address or address group that matches the destination address of the
packel. Before vou can add this address to a policy, you must add it to the destination
interface, VLAM subinterface, or zone. To add an address, see “Addresses” on

page 179.

For NAT/Route mode policies where the address on the destination network is hidden
from the source network using MAT, the destination can also be a virtual IP thal maps
ihe destination address of the packel to a hidden destination address, See “Virual
IPs® on page 189,

Schedule

Select a schedule that controls when the policy ks available 1o be matched with
connections. See “Schedules” on page 186.

Service

Select a service that matches the service (port number) of the packet. You can select
from a wide range of predefined services or add custom services and Serice groups.
See “Services” on page 182,

Action

Select how the firewall should respond when the policy matches a connection attempl.

ACCEPT Accept the connection, If you select ACCEPT, you can also configune MAT
and Aulhentication for the polboy

DENY Deny the connection. The anly other policy aption that you can configure is
lag traffic, 1o log the conmections denied by this policy

ENCRYPT Make this policy an IPSec VPN policy, If solect ENCRYFT, you can

select an AutolKE key of Manua IL? VPN tunnel for the policy and configure
ather IPSec settings. You cannot add avthenticatien to an ENCRYPT policy.
EMCRYPT is not available in Transparent mode. See “Configuring encrypt
policies” on page 226

NAT

Configune the policy for NAT. NAT translates ihe source address and the source pon
of packels accepled by the policy. If you select NAT, you can also selec Dynamic IP
Pool and Fixed Porl. MAT is nol available in Transparent mode.
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Dynamic 1P Salect Oynamic 1P Pool to translate the source address to an addrass

Pool randamly selected from an 1P | added to the destination interdace of the
palicy. To add IP pocls, sea *|P poets” on page 193

Fixed Port Salect Fixed Podt fo prevent MAT from translating the source porl. Some
a ions do not funciion commectly if the &nurmppnrt ts ehangead. If you
select Fixed Port, you must also select Dynamic [P Pool and add a dynamic

IF pool address & to the destingtan interface of the policy, i yau do not
select Dynamic I'Pﬂlaol, & policy with Fixed Pon selecied can anly allow one
connection at a time for this port or serice.

VPN Tunnel

Select a VPN tunnel for an ENCRYPT policy. You can select an AulolKE key or
Manual Key tunnel. VPN Tunnel i nol available in Transparent mode.

Allow Imbound  Sabsct Allew inbound S0 that users behind the remote VPR gateway can
eonnect o the source address,

Allow cutbaund Select Allow outbound so that users can connect to the destination address
behind the remote VPN gateway.

Inbound NAT  Select Inbound NAT to franslate the source address of incoming packets to
the FortiGate intermal IF address.

Outbaund NAT Seabect Cutbound MAT to transtate the source sddress of outgaing packets to
the ForliGate extemal IF address

Traffic Shaping

Traffic Shaping controls the bandwidth avallable to and sets the prionty of the traffic
processed by the policy. Traffic Shaping makes it possible to control which policies
hawe the highest priority when large amounts of data are moving through the
ForiGate device. For example, the policy for the corporate web semver might be given
higher priorty than the policies for most employees” computers. An employee who
needs unusually high-speed Inlermet access could have a special outgoing policy sl
up with higher bandwidih.

If you set both guaranteed bandwidth and maximum bandwidih 1o 0 the policy does
not allow any traffic.

Guarantesd ;Lnu u:tlﬂa I;rafﬂt sg:plng b gl.grant-e; mﬂmﬂmﬁlhanwﬂ;‘mllwa
Bandwidth I reawal fior & poloy, Guaranies bandwidth (in Kbyles) to ma
Sure there is enough bandwidth available for a high-priofity service

Maximum You can also use trafc shaping to Bmit the amaunt of Bandwidth available
Bandwidth through the firewal for 3 y. Limit bandwidih lo keep less impontant
senvices Trom using bandwidth needed for monk Imporant senvices.

Traffic Priority  Select High, Medium, or Low. Select Traflic Priority so that the FortiGate unit
Miagnages the relative pacmtias of diferent typas of fraffic. Far example, a
for conndecking 1o @ Secure web Sener needed 10 SUppon ¢-Cormmerce
traMe should be H-!-Igl'ltﬂ a high traflic p Less important sarvices
should be assigned a low Fﬁﬂﬁt} The firesall prosides bancwidih to Kw-
priorty cone anly when bandwidth & not needed for high-priarity
con KIS
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Authentication

Select Authenticalion and select a user group 1o require users Lo enter a uSEer namse
and passwond before the firewall accepts the conneclion. Select the user group 1o
control the users that can authenlicate with this policy. To add and configure user
groups, see “Configuning user groups” on page 200, You must add user groups befone
you can seled Authentication.

You can select Authentication for any service, Users can authenticate with the firewall
using HTTP, Telnel, or FTP. For users to be able Lo authenticate you must add an
HTTP, Telnet, or FTP policy that is configured for authentication. When users attemgpt
Lo connect through the firewall using this policy they are prompled Lo enler a firewall
usemame and password,

If you want users to authenticale 1o use other senices (for example POP3 or IMAR)
You can crealte a senice group that includes the services for which you wani to
require authentication as well as HT TP, Telnet, and FTP. Then users could
authenticate with the policy using HTTPR, Telnet, or FTP before using the olher senvice,

In mosi cases you should make sure thal users can use DNS through the firewall
withoul authentication. If DMNS is not available users cannot connect (o a web, FTF, or
Telnet server using a domain name.

Anti-Virus & Web filter

Enable antivirus protection and web filter content fillenng for raffic controlied by this
policy. You can select Anli-Virus & Web filler if Service is sel 1o ANY, HTTP, SMTP,
POP3, IMAP, or FTP or 1o a semnvice group that includes the HTTP, SMTP, POP3,
IMAP, or FTP services.

Select a content profile to configure how antivirus protection and content filkering is
applied to the policy. See “Content profiles™ on page 198,
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Figure 6: Adding a Transparent mode policy

Policy |

Source {Intarmal_All =i

Destination |Extormal_All =

Schedale {Always ! .

Service inny >l

Action [aCCERT ~l
Guararteed

¥ Traffic Shaping bl o0 xeresss)
o, O o)

Tratc Prioty  IMedum =)

 Autheatication {User_oroup_1 =)

¥ Anti-Virus & Web filter

Content Profile iScan =i

™ Log Traffic .
Comments: masimum 63 characters
Polioy: Tra2fic Shaping, Aushentication, and Virus S |
Scanning i
|

Log Traffic

Select Log Traffic to write messages to the traffic log whenever the policy processes a
connection. For more information about logging, see “Logging and reporting” on
page 283,

Comments

Optionally add a description or other information about the policy. The comment can
be up to 83 characters long, including spaces.
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Configuring policy lists

The firewall matches policies by searching for a8 malch staring at the top of the policy
list and maoving down unlil it finds the first match. You must arrange policies in the
policy list from more specific 1o mone general,

For example, the defaull policy is a very general policy because it malches all
connection attempts. When you creale exceplions 1o this policy, you must add them o
ihe policy list above the default policy. Mo policy below the defaull policy will ever be
rmatched.

This section describes.

= Paolicy matching in detail
= Changing the order of policies in a policy list
=  Enabling and disabling policies

Policy matching in detail

When the FortiGate unit receives a connection attemnpd al an imterface, it must select a
policy lis1 to search through for a policy that matches the connection attemipt. The
ForkGate unit chooses the policy st based on the source and destination addresses
of the connection attempt.

The ForiGate unit then stans at ihe top of the selected policy list and searches down
ihe kst for the first policy thal matches the conneclion attempl source and destination
addresses, service port, and time and date at which the conneclion attempt was
received. The first policy thal matches is applied to the conneclion atiempd. ITno policy
maiches, the connection is dropped.

The defaull policy accepts all connection attempts from the internal network to the
Imternet. From the internal network, users can browse the web, use POP3 (o get
email, use FTP to download files through the firewall, and so on. If the default policy s
at the top of the intermal - »extemal policy list, the firewall allows all connections from
the intermal netwark 1o the intemet because all connections match the defaull policy. If
more specific policies are added to the list below the default policy, they are never
rhatched.

A policy that is an exceplion 1o the defaull policy, for example, a policy to block FTP
connections, must be placed above the defaull policy in the internal - =external policy
list. In this example, all FTP connection attempts from the internal network would then
malch the FTP policy and be blocked. Conneclion attempts for all other kinds of
services would not maich with the FTP policy but they would match with the default
policy. Therefore, the firewall would still accepd all other conneclions from the intemal
nedwark,

o Note: Policies that require authantication must be added bo the policy list abowe matching
I"‘L' - policies that do not; otherwisa, the policy that does not requing authantication is selected first

Changing the order of policies in a policy list
1 Goto Firewall > Policy.
2 Selectthe policy kst that you want 1o rearrange.
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3 Choose a policy 1o move and select Move To 3 to change its order in the policy list.

4  Type anumber in the Move o field to specify where in the policy list to move the policy
and select Ok

Enabling and disabling policies

You can enable and disable policies in the policy list 1o contred whether the policy is
active or not. The ForliGate unil matches enabled policies bul does nol match
disabled policies.

Disabling a policy

Disable a policy to temporanly prevent the firewall from selecting the policy. Disabling
a policy does nol stop active communications sessions thal have been allowed by the
policy. To stop aclive communication sessions, see “Syslem slatus” on page 110.

1 Golo Firewall > Policy.
2  Select the policy sl containing the policy 1o disable.
3 Clear the check box of the policy to disable.

Enabling a policy
Enable a policy that has been disabled 50 that the firewall can match connections with
the policy.
1 Golo Firewall > Policy.
Select the policy kst containing the policy 10 enable.
Seled the check box of the policy to enable.

Addresses

Al policies require sounce and destination addresses. To add addresses lo a policy,
yvou must first add addresses 1o the address list for the interfaces, zones, or VLAN
subinterfaces of the policy.

You can add, edil, and delete all irewall addresses as required. You can also organize
related addresses inlo address groups lo simplify policy creation,

A firewall address consists of an IP address and a netmask. This information can
represant:

= The address of a subnet [for example, for a class C submed,
IP address: 192168 20.0 and Metmask: 255 255 255.0).

+ A single IP address (for example, IP Address: 192168 201 and
Metmask: 255 255 255.255)

All possible IP addresses (represented by IP Address: 0.0.0.0 and Netmask:
0.0.0.0)

i Mote: IP address: 00,00 and Netrmask 255 255 255 255 = nof a valid firswall address
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Firewall configuration

This section describes:

= Adding addresses

=  Ediling addresses

= Deleling addresses

Drganizing addresses into address groups

Adding addresses

1

2
3
4

Go o Firewall > Address,
Selec the ineface, VILAN subinterdace, or zone to which o add the address.
Select MNew to add a new address.

Enter an Address Name to identify the address.

The name can contain numbers (0-8), uppercase and lowercase letters (&-Z, a-2), and
the special characters - and _. Spaces and other special characters are nol allowed.

Enter the IP Address.

The IP address can be:

= The IP address of a single computer (for example, 192.45 46 .45).

= The IP address of a subnetwork (for example, 192.168.1.0 for a class G subnet).
= 0.0.0.0 Lo represent all possible IP addresses

Figure T: Adding an internal address

Addrezs "‘i' ormiEg ":*

Address Name [Intermal_Server

i Address [193.63,16.45
mplmask [258. 255, 755.255

Enter thi Nethlask.

The netmask should comespond 1o the type of address thal you are adding. For
example:

= The netmask for the I[P address of a single computer should be 255.255.255.255.
= The netmask for a class A subnel should be 255.0.0.0.

= Thi nelmask for a class B subnet should be 255.255.0.0.

= The netmask for a class © subnel should be 255,255 255.0.

= Thix netmask for all addresses should be 0.0.0.0

Note: To add an address 1o represent any address on a netwaork set the IP Addness 10 0.000.0
and the Metmask to 0.0.0.0

Select OK o add the address.
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Editing addresses

Edit an address to change ils IP address and netmask. You cannol edil the address
name. To change the address name, you must delete the address entry and then add
ihe address again with a new name.

Go 1o Firewall > Address.

Select the Interface list containing the address that yvou want (o edit,
Choose an address to edil and sebect Edit Address :é

4  Make the required changes and select OK to save your changes.

& by =

Deleting addresses

Celeting an address removes it from an address list. To delete an address thal has
been added to a policy, you must first remove the address from the policy.
1  Golo Firewall > Address.

2  Selectthe Inlerface list containing the address thal you want 1o delete.
You can delete any listed address that has a Delete Address icon 'ﬂ

3  GChoose an address to delete and select Delete ﬁ'
4  Select OK io delele the address,

Organizing addresses into address groups

You can organize refated addresses inlo address groups to make it easier to add
policies. For example, if you add three addresses and then add them o an address
group, you only have 1o add one policy using the address group rather than a separate
policy for each address.

You can add address groups to any interface, VLAN subinterface, or zone, The
address group can only confain addresses from that interface, VLAN subinterface, or
zone. Address groups are available in interface, VLAN subinterface, or zone source or
destination address lisis.

Address Qroups cannol have the same names as indmdual addresses. If an addrass
group is included in a policy, it cannot be deleted unbess it is first removed from the

policy.
Go 1o Firewall > Address > Group.
2 Select the interface, VLAN subinterface, or zone to which 1o add the address group.

3  Enter a Group Mame 1o identify the address group,

The name can contain numbers (0-9), uppercase and lowercase betlers (A-Z, a-2), and
the special characters - and _. Other special characters and spaces are nol allowed.

d To add addresses (o the address group, select an address from the Availatle
Addresses list and select the right amow to add & to the Members list.

§  Toremove addresses from the address group, sedect an address from the Members
list and select the left armow (o remowve it from the group.

6 Select OK to add the address group.
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Figure 8: Adding an internal address group
 Address O, Group
New Address Group
- Interface: Internal : -
- Group Name: {Istermal_Group 1
Availatle Addresses: Membars:
[User_Network
Intarnal_Subnatl
Internal_Subnet2 ﬁ
Interal_Acdress
Intermal_Acdress2 ‘
£ | OK || cConcel |
| '
Services
Use services to control the types of communication accepted or denied by the firewall,
You can add any of the predefined services to a policy. You can alsc create your own
custom services and add services 10 service groups.
This section describes:
» Predefined senvices
= Providing access to custom services
* Grouping services
Predefined services
The FortiGate predefined firewall services are listed in Table 8. You can add these
services 10 any policy,
Table 6: FortiGate predefined services
Service name Description Protocol Port
ANY Match connections on any port. A connection |{all all
that uses any of the predefined services is
allowed through the I,
GRE Generic Routing Encapsulation. A pretocol A7
that allows an arditrary network pretecol to be
transmitted over any other arbmmm
protocol, by engg&:m the ets of the
protocel within GRE packets
182 Fortinet Inc,
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Table 6: FortiGate predefined services (Continwed |

Service name Description Protocol Port
AH Authentication Header, AH provides source 51
hiost authentcation and data integrity, but not
secrecy. This protocol s used for
authentication by IPSec remote gateways sat
to aggressive maode.
ESP Enmpﬂulatmg Security ﬁ'&ﬁnsd This senvice 50
is used by manual ananu AutolKE ‘an'N
tunnets Tor communicating e-m:gg;a
AutolkE key WPM tunnels afler
establishing the tunnel using IKE
ACL ADL instant messenger protocol tep 5190-5194
BLSE Barder ﬁal_mumi:mﬂm1 routing pratecol. tep 179
BGP is an intenoriexterior routing protocel
DHCP-Relay arric Host Can 1an Protosol i_l:]HI:E'} udp &7
al &4 network addresses and delvers
configuration parameters from DHCP servers
to haosis
DNS Domain name sendice for transiating domain | tep 53
narmes o 1P addresses.
udp 53
FINGER A network service that provides information [ tep 78
about users
FTPE FTFuwmfmﬂmemhg filas, tep ey |
GOPHER Gopher communication senvice, Gopher tep 70
organizes and displays Internet server
ﬁﬂrﬂnnh 85 & hierarchically structured st of
H3z23 H 323 multimedsa protocal, H.323 5 a tap 1720, 1503
standard by tha Inl:-m'l.ﬂlnml
Telecormmunication Linian {ITU) that defines
hienw audiowisual conferencing [
trans mitted across nabworks,
HTTP HTTR is the pratocol used by the word wide | tep BD
wab for transfermng data for wab pages.
HTTPS HT TP with $ecure sockel ayer (SSL) service [tep 443
for secure communication with web seners
IKE IKE i= the protocal 1o oblain auihenticated udp 500
mg&nﬂ for use with [SAKMP for
INaP Internat Message Access Protocol is a tep 143
protocal wsad Tor refrieding ermadl messages
Interned-Locatar- | Infernet Locator Senvice moludes LDAR, User |top 389
Service Locator Service, and LDAP aver TLS/SSL
IRG Internat F[ﬂ:{ Chat allows people connicted | lop GEE0-56E6T
to the Inlemet o jain e discussions.
L2ZTF LZTP is a PPP-based tunnal protocal for top i
remole Sccess,
LOAP htwreight Derectory Access Protocol is a set | lop 3E5
LF rotecols used o access information
dll‘l‘l‘.'ltlfr!i
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Service name Description Protocal Port
Methieeating Methesating aliows users o teleconferance |top 1720
uging the Intemat as the transrussion
(5. TR
NFS Metwork File System allows nebwork users to |tep 111, 3049
access shared files stored on computers of
different types.
NINTP Network News Transport Protocol is a tep 18
ESEMI used to post, distribute, and retrieve
NET messages.
NTE Metwoerk time protocaol for synchronizing a tep 123
compubers time with & trme sener
CSPF Open Shoreast Path First (O5FF ) routing g4
protocol. OSPF is a comman link state
routing protocal
PC-Anywhere PC-Anywhere i5 a remate control and file udp S632
transfer protocal
PIMNG Packet Imemet Groper s a utilty to icmp <]
determing whether a specific host =
accessible by its IP address,
POP3 Post offce protacs] emaill pratocal far tep 10
downloading email from a POP3 server,
PPTP Palnt-ta-Point 'I-'uiu'-eulg Pratocol = a tep 1723
rotacal that allows corporations (o exbend
owin cofporate network thraugh private
tunnels over the public Internet.
CUAKE For connections used by the popular Quake |udp 26000,
rulli-player computer game 27000,
27810,
27850
RALIDHID For sireaming real audio mullimedia trafie,  (udp 7O70
RLOHGIN Rlegin gervice far remoetely logging imo a tap 813
Safver
REF Routing Information Protocal is @ comman udp 520
digtance vector rouling probecal
SMTP Far sending mail between email sersers on  [top 2B
the inern
ShMP Simple Metwork Managemen! Protocolisa  [top 181-162
ﬁbﬂﬁmu for managing cormples udp 61162
S2H SEH service for securs connactions o tep 22
computers Tor remobe management
udp 22
BYELOG Syslog senvice Tor remate logging udp 514
TALK A profoc suppadting conversations betwesn udp 517518
e &F Frohe USers
TP All TGP ports. tep 0-B5536
TELMET Tednet sanace for connecting 1o & remole tap 23
compuber 19 fun commands.
TETH Trewial file transfer prodocol a simple file udp i)
transfier protocal similar te FTP but with no
security leatures
184 Fortinet inc
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Table 6: FortiGate predefined services (Continwed |

Service name Description Protocal Port

LGP All UDF ports, udp 055535

UUCR Uini¢ 1o Unix eopy utility, & simple file copying |udp 540
protacal,

VDOLIVE For VDO Live streaming mulimedia trafic. | tep T000-7010

WS Wide Area Information Server An Intermet | Lop 210
search profocol.

VWINFRAME For WinFrame communications between tep 1484
computers running Windows NT.

XAVINDOWS F‘w rermote CcomMmunications between an tep 60006063

XA\Mindow server and X-Window clients

Providing access to custom services

Add a custom serice if you need to create a policy for a service that is not in the
predefined sendce lisl.

i Go to Firewall > Service > Custom.

2  Select New.
3  Enler a Name for the service. This name appears in the service list used when you
add a policy.

The name can contain numbers (0-8), uppercase and lowercase letters (A-Z, a-2), and
ihe special characters - and _. Other special characters and spaces are nol allowed.

Select the Protocol {either TCP or UDP) used by the service.

5§  Specify a Source and Destination Port number range for the service by entering the
lowr and hnl'l. pﬂ'ﬂ: numbers. |If ihe Sendce uses one FI-I.'.H" nurmber, anter this numbear m
both the law and high fields.

6 Ifthe service has more than one por range, selec Add o specily additional protocols
and port ranges.
If you ristakenly add 00 many porl rFange rows, selecl Delete ﬂ L Fermowe &ach
fxira row.

Fi Seledd OK 10 add the cuslom Service.
You can now add this cuslom service 1o a policy.

Grouping services

To make it easier 1o add policies, you can create groups of senices and then add one
policy to provide or block access for all the services in Lhe group. & Senace group can
comain predefined services and custom senvices in any combination. You cannot add
SErvice groups 1o another Service group.

1  Golo Firewall > Service > Group.
2 Selecd Mew.
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Schedules

Enter a Group Mame 1o idenlify the group.

This name appears in the senice list when you add a policy and cannol be the same
as a predefingd service name.

The name can contain numbers (0-9), uppercase and lowercase letters (A-Z, a-2), and
ihe special characters - and _. Other special characters and spaces are not allowed.

To add senices to the service group, select a service from the Available Senvices list
and select the right arrow 1o copy it 1o the Members lisk.

To remove services from the service group, select a service from the Members list and
select the left arrow o remove i from the group.

Select OK 1o add the sendce group.
Figure 8: Adding a serice group

Predefined % Custes |\ Greup

ey Service Group

§ Growp Mame:  {Web_Services

diu gilable Sernices: Members:

Use scheduling to controd when policies are adlive or inactive. You can create
one-time schedules and recurring schedules, You can use one-time schedules o
create policies that are effeclive once for the period of time specified in the schedule.
Recurming schedules repeat weekly, You can use recuming schedules 1o create
policies that are effeclive only al specified times of the day or on specified days of the
week,

This section describes:

* Crealing one-time schedules
= Crealing recurring schedules
* Adding a schedule to a policy
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Creating one-time schedules

You can creale a one-time schedule that aclivates or deactivales a policy for a
specified penod of ime. For example, your firewall might be configured with the
defaull policy thal allows acocess to all services on the Internet at all imes. You can
add a one-lime schedule o Mock access o the Intemet during a holiday period.

1 Go 1o Firewall > Schedule > One-time.
2 Select Mew,

3  Enter a Name for the schedule,

The name can contain numbers (0-8), uppercase and lowercase letters (&-Z, a-2), and
ihe special characters - and _. Other special characters and spaces are nol allowed.

4  Selihe San date and time for lhe schedule.
Sel Stan and Slop times 1o 00 for the schedule to be active for the entire day.

5 Selihe Slop date and time for the schedule.
One-time schedules use the 24-hour clock.

B Selecl OK o add the one-time schedule.
Figure 10: Adding a one-time schedule
Cne-time \_ Recurring |

e Dne-time Schedule

Mame  [Holday
Fear Manth Day | Howr | Minute

son [zH = B [ 8@ 3 G 3

sw FEE B E @ B3 @3

Hokme: atar fime ohould Be serdiar tfen rtop bena,

e ——e s —— s i s ———e e L —e

Creating recurring schedules

You can create a recurring schedule that activates or deactivales policies at specified
times of the day or on specified days of the week, For example, you might want 1o
prevent Intermet use oulside of working hours by crealing a recuming schedule.
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If you creale a recuming schedule with a stop time that occurs before the star time,
the schedule will start at the star bme and finish at the stop time on the next day. You
can use this technique 1o create recurring schedules that run from one day 1o the next.
You can also create a recurring schedule thal rung for 24 hours by selling the stan and
slop imes to the same time.

1 Goio Firewall > Schedule > Recurring.
2  Select New to creale & new schedule.

3  Enter a Mame for the schedule.

The name can contain numbers (0-9), uppercase and lowercase letters (A-Z, a-z), and
the special characlers - and _. Ofher special characters and spaces are not allowed.

4  Select the days of the week on which the schedule should be active.

§ Selihe Starl and Stop hours in between which the schedule should be active.
Recuming schedules use (he 24-hour clock.

B Select OK o save the recurming schedule,
Figure 11: Adding a recurring schedube

Ome-time |, Recurring |

Mew Hecarring Schedule

Mame  [Warking_Week
Day | Sum | Mon Tue Wed | Thu  Fri : Sat

5ah|:t§r.ﬁl

FF.- :
Start Hour fea | mnun.. [EE-
= Gonce
wotes: If the stop tene IS sel earher than the start time, the stop time

will be duning naxt day. I tha start time s equal to the stop time, the
schedule will run for 24 howrs.

Adding a schedule to a policy

After you hawve created schedules, you can add them o policies to schedule when the
policies are active, You can add the new schedules fo policies when you creale fhe
policy, or you can edit existing policies and add a new schedule fo them,

Go 1o Firewall > Policy.
Select the tab cormesponding 1o the type of policy to add.
Select New to add a policy or select Edit # to edit a policy to change its schedule.
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Configure the policy as required.

Add a schedule by selecting it from the Schedule list.

Select OK 1o save the policy.

Amange the policy in the policy list o have the effect that you expect.

For example, 1o use a one-time schedule 1o deny access to a policy, add a policy thal
malches the policy to be denled in every way, Choose the one-lime schedule that you
added and set Action to DEMNY. Then place the policy containing the one-time
schedule in the policy list above the policy to be denied.

=i o O &

Virtual IPs

Use virtual IPs to access P addresses on a destination network that are hidden from
ihe source network by MAT security polickes. To allow connections between these
networks, you musi create a mapping between an address on the source network and
ihe real address on the destination network. This mapping is called a vifual IP,

For exampe, if the computer hosting your web server |5 located on your DMZ
network, it could have a private IP address such as 10.10.10.3. To get packels from
ihe Imemel to the web server, you musl have an external address for the web server
on the Imternet. You must then add a virtual [P to the firewall that maps the extermnal [P
address of the web server 1o the actual address of the web server on the DMZ
network. To allow connections from the Intemet to the web server, you must then add
an External - >DME firewall policy and set Destination 1o the virual 1P,

You can create tao types of vilual IPs:

Static NAT Used in to transkate an address on a source network to a hidden address on
a destinalion netaark. Stalic MAT fransiaies the sounce address af return
packets lo the address on the source nebaark

Porn Forwarding Used to translate an address and a port number on 8 Sourncs netwod o a
hidden address and, eptionally, & different port number on & destination
nabwork. Lsing pon fofwardeng you can also route packels wih a specific
port number and a desbnation addness thal matches the [P address of the
interface thal recenes the packets, This technique i called pon Torwanding
or port address transkation (PAT ). You can also use por forvarding bo change
the destination pon of the forwarded packels.

This section describas:

= Adding static MAT virlual IPs
« Adding port forwarding virtual IPs
= Adding policies with virtual IPs

Adding static NAT virtual IPs
i Go 1o Firewall > Virtual IP.
2 Seledd New to add a vidual IP.

3  Enter a Mame for the virtual IP.

The name can contain numbers (0-8), uppercase and lowercase ketters (&-Z, a-2), and
the special characters - and _. Other special characters and spaces are nol allowed.
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Select the virlual IP External Interface:

The External Interface is the interface connected to the source network that receives
the packets to be forwarded to the destination network.

You can select a firewall interface or a VLAN subinterface,
Make sure Type is set to Static NAT.

In the External IP Address field, enter the external IP address 1o be mapped to an
address on the destination network,

For example, if the virtual IP provides access from the Internet to a web serveron a
destination network, the external IP address mus! be a static IP address obtained from
your ISP for your web server. This address must be a unique address that is not used
by another host and cannol be the same as the IP address of the External Interface
selected in step 4. However, this address musl be routed to this interface.

In the Map to IP field, enter the real IP address on the destination network, for
example, the IP address of a web server on an internal network.

Note: The frewall transiates the source address of outbound packets from the host with the
Map to IP addrass to the vitual IP Externgl IP Address, Instead of the firewall external address

Select OK to save the virtual IP.
You can now add the virual IP to firewall polices.

Figure 12: Adding a static NAT virtual IP

Virtual 1p |

Name iwebt_Server
Cxtermal Interfoce {externa =~
Type  BatcNAT 7 Port Forwarding

Cxtermal 1P Address

Maop to IP 110.10.10.5

L oK L

Concel i

Adding port forwarding virtual IPs

1
2
3

Go to Firewall > Virtual IP.
Select New 1o add a virtual IP.

Enter a Name for the virlual IP,

The name can contain numbers (0-9), uppercase and lowercase letters (A-Z, a-2), and
the special characters - and _. Cther special characters and spaces are not allowed.
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4  Select the virlual IP External Interface. The Extemnal Interface is the interface
connected 1o the source network that receives the packels o be forwanded 1o the
destination network.

You can select a firewall interface or a VLAN subinterface.

5§ Change Type to Porl Forwarding.

& Inthe Exernal IP Address field, enter the exiemal IP address 10 be mapped 1o an
address on the destination zone.

You can set the External IP Address (o the [P address of external interface selecled in
step 4 or to any olher address.

For example, if the virual IP provides access from the Intermnet (o a server on your
internal network, the External IP Address must be a stalic IP address obtained from
wour ISP for this server. This address must be a unique address that is not used by
another hosl. However, this address must be routed to the External Interface selected
in step 4.

T Enter the Exienal Service Port number for which to configure por forwarding.
The external service port number mast maich the destination port of the packels (o be
forwarded. For example, if the virtual IP provides access from the Intemnet 1o & Web
server, the exiemnal service porl number would be 80 (the HTTP por).

8 InMap to IR enter the real IP address on the destination nebwork.
For exampde, the real IP address could be the IP address of a web server on an
internal network.

%  Set Map o Por to the port number i be added to packels when they are forwarded.

If you do not want 1o translate the por, enter the same number as the External Senvice
Port.

If you want 1o translate the port, enter the por number to which 10 translate the
destination port of the packets when thay are forwarded by the firewall,

10 Selec the protocol o be used by the forwarded packets.
1 Select OK 1o sawe the port forwarding wvirtual 1P
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Figure 13: Adding a port forwarding virtual IP

Virtual IP

Nome Iweb_Server
External Interface { oxternal
Type I static HAT & Port Forwardng

External IP Addross  (173.87.39.21

External Service Port (80

Map to 1P 110.10.10.5

Map to Port 80

Protocol #rtce T oupe
Lok | [ _concet ]

Adding policies with virtual IPs

Use the following procedure to add a polcy that uses a virtual IP to forward packets.

1 Goto Firewall > Policy.
2  Select the type of policy to add.

« The sourc2 interface must match the interface selected in the Extemal Interface

list.

= The destination imerface must match the interface connected to the network with
the Map to IP address.

3  Use the following information to configure the policy.

Source
Destination
Schedule
Service

Action

NAT

Select the source address from which users can access the server.
Select the virtual IP.
Select a schedule as requrred.

Selact the service that matches the Map to Service that you selected
for the port-forwarding virtual IP.

Set action to ACCEFT to accept connections to the indernal server
You can also select DENY to deny access.

Select NAT if the firewall is protecting the private addresses on the
destination network from the source network.
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Authentication Optionally select Authentication and select a user group to require
usafs to suthenticate with the firewall before accessing the server
using port forsarding.

Leg Traffie Select these options to log port-forwarded traflic and apaly anthinus
Antl-Virus & Web filter @nd web filter protection to this traffic

4  Seledd OK lo save the policy.

IP pools

An 1P pool (also called a dynamic IP pool) is a range of IP addresses added to a
firewall interface. If you add IP pools to an interface, you can select Dynamic IP Pool
when you configure a policy wilh the destinalion set 10 this interface. You can add an
IP pool if you wan! to add NAT mode policies that ranslate source addresses to
addresses randomiy selected from the IP pool rather than being imited to the IP
address of the deslination imerface.

The addresses in the [P pool must be on the same subnet as the IP address of the
interface. For example, if the IP address of a FordiGate intedface is 152.168.1.99, a
valid IP pool could start IP at 192.168.1.10 and end at 192,168.1.20. This IP pool
would give the firewall 11 addresses 1o select from when translating the source
address.

The addresses in the I[P pool range cannol conflict with other addresses on the same
network as the interface for which you are adding the IP pool.

You can add multiple IP pools 1o any interface, but only the first IP pool is used by the
Firewall,

This section describes:

= Adding an IP poo

= |P Poals for firgwall policias that use fixed pors
= |P pools and dynamsc NAT

Adding an IP pool
To add an IP pool:
1  Golo Firewall = IP Pool.

2  Select the imMerface to which to add the IP pool.
You can seleci a firewall interface or a VLAN subinterface.

Selecl New to add a new IP poal to the selected interface.

Enter the Start IP and End IP addresses for the range of addresses in the 1P pool,

The Start I[P and End IP must define the start and end of an address range. The Stant
IP must be lower than the End IP. The Start IP and End [P most be on the same
subnet as the IP address of the interface for which you are adding the IP pool,

5 Selecd OK lo save the [P pool.

FortiGale-3600 Instalalion and Configuration Guide 193

Page 193 of 329 Netskope Exhibit 1008



1P pools Firewall configuration

Figure 14: Adding an IP Pool

Dynamic 1P Pool %

Interface ntamal

Start 1P {192, 160 1.10
End 1P f192.168.1.20
| 0K 1 [ Cconcel |

IP Pools for firewall policies that use fixed ports

Some network configurations will nol operate correcily if a MAT policy translates the
source port of packets used by the conneclion. MAT transkates source pors 1o keep
Irack of connections for a particular sendce. You can select fixed port for NAT policies
1o prevent source port ranslation. However, selecting fixed por means thal only one
connection can be supported through the firewall for this service. To be able 1o support
mulliple connections, you can add an IP pool o the destination interface, and then
select Dynamic P pool in the policy. The firewall randomly selects an IP address from
the IP pool and assigns # to each connection. In this case the number of conneclions
thal the firewall can suppor is limited by the number of IP addresses in the IP pool.

IP pools and dynamic NAT

You can use IP pools for dynamic MAT. For example, your organization may have
purchased a range of Iinternet addresses, bul you may have only one intermet
connection; the external interface of your FortiGate unit,

You can assign one of your organization's Inlernet IP addresses to the exiemal
interface of your FordiGate unil. If vour FordiGate unil is operating in MAT/Route mode,
all connections from your network Lo the Intermel appear 1o come from this IP address.

If you want connections to originate from all of your Internet IP addresses, you can
add this address range o an IP pool for the external interface. Then you can select
Dynarmec [P Poal for all policias with the exdernal interface as the destination. For aach
connection the firewall dynamically selects an IP address from the IP pool to be the
source address for the connection. AS a resull connections Lo the Internet will appear
1o be angnating fmom all of the 1P addresses in the 1P paol.
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IP/IMAC binding

IP/MAC binding prodects the ForkGate unit and your network from IP spoofing atlacks.
IP spocfing attempts 1o use the IP address of a trusted computer to connect to or
through the FortiGate unit from a different compuler. The IP address of a computer
can easily be changed to a trusted address, but MAC addresses are added 1o
Ethemel cards at the faciory and cannot easily be changed.

You can enter the stalic IP addresses and comesponding MAC addresses of trusted
computers in the Slatic IPMAC table.

IP'MAC binding cam be enabled for packets connecting 1o the firewall or passing
through the firewall.

s, Note: if you enable IPMMAC binding and change the P address of a computer with an IP or
[ MAC address in the IFMAAC hist, wou must also change the entry in the IPMMAC list or the
L computer will not have access to of thiough the FortiGate unit You must also add the IPAMAC

address palr of any new cornpuler that you add ta your nebwork of this computer will nof have
access bo or through the FortiGate unit

This section describes:

= Configuring IPMAL binding for packets going throwgh the firewall
=  Configuring IPMAC binding for packets going to the firewall

= Adding IPMAC addresses

= \ewing the dynamic IPMAC list

=  Enabling IP/MAC binding

Configuring IP/MAC binding for packets going through the firewall

Usa the following procedure to use IP/MAC binding 1o filter packets that woubkd
normally be allowed through the firewall by a firewall policy.

Go 1o Firewall > IP/MAC Binding > Setting.

Selec! Enable IPMAC binding going through the firewall.

Go 1o Firewall > IP/MAC Binding > Static IP/MAC.

Select New to add IPIMAC binding pairs to the IP/MAC binding list

Al packets that would normally be allowed throwgh the firewall by a firewall policy are
first compared wilh ihe entnes in the IPMMAC binding lisl. If a match is found, then the
fireweall attempts o match the packet with a policy.

B W Ry =S
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For example, if the IP/MAC pair IP 1.1.1.1 and 12:34:56:78:90:ab.cd is added o the

IPIMAC binding list:

= A packet with IP address 1.1.1.1 and MAC address 12:34:56.78:90.ab:cd Is
allowed to go on to be matched with a firewall policy.

= A packet with IP 1.1.1.1 but with a different MAZ address is dropped immediately
{o prevent IP spoofing.

= A packet with a different IP address but with a MAC address of
12:34:56:78:90:ab:cd is dropped immediately 1o prevent [P spoofing.

= A packet with both the IP address and MAC address nol defined in the IPMAC
binding table:

i5 allowed to go on to be matched with a firewall policy if IPMAC binding is set
o Allow traffic,
i blocked if IP/MAC binding is set to Block traffic.

Configuring IPIMAC binding for packets going to the firewall

Use the following procedure 1o use IP/MAC binding 1o filter packets thal woubd
normally connect with the firewall (for example, when an adminisirator is connecting 1o
ihe ForliGate unit for management).

Go 1o Firewall > IP/MAC Binding > Setting.

Select Enable IPMAAC binding going to the firewall.

o 1o Firewall = IPFMAC Binding > Static IPIMAGC.

Select New to add IP/MAC binding pairs 1o the IPAMAS binding list.

All packets thal would nomally connect 1o the firewall are first compared with the
entries in the IP/MAC binding table.

For exampbs, if ihe IP/AMAC pair 1P 1.1.1.1 and 12:34:56:78:90abced is added to tha

IPMMALC bending list:

= A packet with IP address 1.1.1.1 and MAC address 12:34:58: 78 90:abcd is
allowed 1o connect o the firewall,

= A packet with IP 1.1.1.1 but with a different MAC address is dropped immediately
to prevent IP spoofing.

A packet with a different IP address but with a MAC address of
12:34:56:78:90:ab:cd is dropped immediately to prevent |P spoofing.

+ A packet with both the IP address and MAC address not defined in the IPMAC
binding tabie:

¢ iS5 allowed to connect to the firewall if IPFMAC binding is set to Allow traffic,
* iS5 blacked if IPMMAC binding is 5ol to Black traffc,

Adding IP/IMAC addresses
1 Go 1o Firewall > IPPMAC Binding > Static IP/MAC.
2 Select New to add an IP address/MAC address pair.

i 3 Ry =S
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3 Emnterthe IP address and the MAC address.

You can bind multiple IP addresses (o the same MAC address. You cannot bind
mulliple MAC addresses 1o the same IP address.

However, you can sel the IP address to 0.0.0.0 for multiple MAC addresses. This
means that all packets with these MAC addresses are matched with the IPAAC
birvding list.

Similarly, you can sei the MAC address 1o 00:00:00:00:00:00 for multiple 1P
addresses. This means thal all packets with these I[P addresses are matched with the
IP/MAC binding list.

4  Enter a Name for the new IPMAC address pair.

The name can contain numbers (0-8), uppercase and lowercase letters (&-Z, a-2), and
ihe special characters - and _. Other special characters and spaces are nol allowed.

5§ Select Enable to enable IPMAC binding for the IP/MAC pair.
B Select OK 1o save the IPMMAC binding pair,

Viewing the dynamic IP/MAC list
1 Golo Firewall > IP/MAC Binding > Dynamic IP/MAC.

Enabling IP/MAC binding

Caution: Make sure that you hivve added the IPMAC Address pair of your managemien
carmpiter belore enabling IPMAC binding

1 Gofo Firewall > IPPMAC Binding > Setting.

2  Select Enable IP/MAC binding going through the firewall to turn on IPAAS binding for
packets that could be matched by policies.

3 Select Enable IPMAC binding going to the firewall 1o lum on IP/MAC binding for
packets connecting 1o the firewall,

4  Configure how IP/MAC binding handies packets with IP and MAC addresses that are
not defined in the IPAMAC fist.

Select Allow traffic to allow all packets with IP and MAC address pairs that are not
added to the IPMAC binding list.

Seledcd Block traffic (o block packets with IP and MAC. address pairs that are nol added
1o the IP/MAC binding list.,

5  Select Apply to save your changes.
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Figuee 15: IF/MAC setlings
Setting | Static IP/MAC ' Dynamic IP/MAC

T

Enable [l binding going through the firawal
¥ Enable [Pas binding gomg to the firewall.

i For hosts not definad in tabla:

™ Allow traffic.

1% Blodk traffic

Content profiles

Use content profiles to apply different protection seltings for contant trafic controled

by firewall palicies. You can use content profiles to:

=  Configure antivirus protection for HTTP, FTP, POP3, SMTF, and IMAP policies

« Configure web fillering for HTTP policies

« Configure email filtering for IMAP and POP3 policies

= Configure oversized file and email blecking for HTTR, FTR, POF3, SMTP, and
IMAP policies

« Passing fragmented email for POP3, SMTP, and IMAP policies

Using content profiles you can build up protection configurations that can be easily

applied to different types of Firewall policies. This allows you 1o customize different
types and different levels of protection for different firewall policies.

For exampie, while trafiic between intemal and exemnal addresses might need strict
protection, traffic between trusted intermal addresses might need maoderate protection.
You can configure policies for different traffic services to use the same or different
content profiles.

Content profiles can be added to NAT/Route mode and Transparent made policies,

=  Default content profiles
= Adding a content profile
= Adding a content profile 1o a policy

Default content profiles

The ForliZate unil has the following four defaull content profiles under Firewall =
Content Profile. ¥ou can use these existing content profiles or create your own;
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Striet Toa miaximum content protaction to HTTE FTR, IMAR, POP3, and
g content traffic. You would not use the strct content profile under
namal circurnstancas, but it s avallable if you are having extrems problamsa
wilh viruses and require maximum content screening protection.

Sean AE#E,I antivirus scanning to HTTE. FTE IMAP, POP3, and SMTF contant
traffic. Quarantine |15 also selected for all content serdces. On ForiGate
modals with & hard drvve, if antivirus scanning finds a virus in a file, the file is
quarantined on the FamiGate hard disk. If required, system admensstrators
can recover guarantined files,

Web Apply antivirus scanneng and Web content blacking to HTTP content traflic
You can add this content profile to firewall pobeies that cortral HTTR traffic.
Unfiltered Uge the unfiterad content prafile if you do not want o a any content

pratection to content traffic. You can add this contant profibe to ]
ies for connections bebween highly trusted or highty secure networks
where content does not need to be protected,
Adding a content profile

If the default content profites do not provide the prolection thal you require, you can
create new content profiles customized 1o your requirements.

Go 1o Firewall > Content Profile.
Select New.

Type a Profile Mame.

Enable antivirus protection oplions.

s L Ry =

Anti Virus Scan Scan web, FTP, and email traffic for viruses and worms, Ses “Anthviros
Scannng” on page 262,
File Block Dalete flles with blocked file patbims even if they do nol contain

viruses, You should only enable file biocking when & wrus has been
found that is $0 new that virus scanning does not detect . See "File

blocking™ an page 263
Cuarantine Cuaranting blocked and infected files according 1o the gueranting
configuration

s~  Meote: H both virus Scan and File Block are enabled, the FortiGate unil biecks files that match
'\'- =~ enabled file patierns bafore they are scanned for viruses.

& Enable Web filtering options.

Web UREL Block Biock unwanted web and web sites. This opbion adds Fortinat
URL blocking {see "URL blocking” on page 271) and Cerberian URL
fittering (see "Using the Cerberian web fi on page 274) o HTTE
traffic accepted by a policy.

Web Content Block  Block web pages that contain urwanied words or phrases See
*Content blocking” on page 270,

Web Script Filter Remove scripts from web pages. See "Script filtering” on page 276,

Web Exempt List Exempt URLs from web filaring and vines scanning. See “Exempt
URL list® on page 277

&  Enable Email filer prolection options.

Email Block List Add a subject tag to emall from urwanied addresses, See "Email
block list” on page 280,
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Email Exempt List Exempt sender address patams from email filkenng. See "Email
exermpd Iist® on page 281,

Email Content Block Add a subject tag to email that contains unwanted words of phrases
Sea "Email banned ward list” on page 280,

¥  Enable fragmented emall and oversized file and email oplions.

Oversized Fil/Emall Block or pass fles and ermail thal exceed thresholds configured as a

Block pereernt of 5¥ste-m memony. See "Blocking oversized fes and emajls”
on page 267,
Pass Fragmented Al amail messages thal have been fragmented to bypass anthins
Ermail SEA0 . See "Exempting fragmented ermad from bocking” on
page oo,
8 Select QK.

Figure 16: Example content profile

Content Profile =

Profile Name:

Optinns HTTR FTI IMAR PO LMTR
Antl Wirus Scan = ] ) w =
Flle BEock & £ F F
Quaranting [ [ F | C
Weh LKL Block [
Wel Content Block I
Wah Script Filter I~
Wb Exempt List T
Emadl Block List L L
Email Exempt List I r

Email Comtent Block H
T hlack T hlock O hblodk | T blodk T block
Fpass Tpass | Tpass Tpass T pass
Pass Fragmented Emails r r r

Owversizad File fEmall

[ox ] [ canest ]

Adding a content profile to a policy

You can add content profiles (o policies with action set to allow or encrypt and with
Senvice sel to ANY, HTTR, FTP, IMAP, POP3, SMTP, or a senvice group that includes
these services.

1 Golo Firewall > Policy.
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2  Select a policy list thal contains policies 1o which to add a conlent profile.

For example, 1o enable network protection for files downloaded by internal network
users from the web, select an internal to exiemal policy list.

Select Mew to add a new policy, or choose a policy and select Edil ﬁ .
Select Anti-Virus & Web filter.

Selecd a content profile.

Configure the remaining policy settings If required.

Select OK.

Repeal this procedure for any policles for which o enable network protection.

oM = & O s L
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Users and authentication

FortiGate units support user authentication to the FortiGate user database, to a
RADIUS server, and to an LDAP server. You can add user names to the FortiGate
user database and then add a password to allow the user to authenticate using the
internal database. You can also add the names of RADIUS and LDAP servers. You
can select RADIUS to allow the user to authenticate using the selected RADIUS
server or LDAP to allow the user to authenticate using the selected LDAP server. You
can disable a user name so that the user cannot authenticate.

To enable authentication, you must add user names to one or more user groups. You
can alsc add RADIUS servers and LDAP servers to user groups, You can then select
a user group when you require authentication.

You can select user groups to require authentication for:

» any firewall policy with Action set to ACCEPT

« |IPSec dialup user phase 1 configurations

*  XAuth functionalty for Phase 1 IPSec VPN configuratons

* PPTP

+ L2TP

VWhen a user enters a user name and password, the FortiGate unit searches the
Internal user database for & matching user name. If Disable Is selected for that user
name, the user cannot authenticate and the connection Is dropped. If Password Is

selected for that user and the password matches, the connection Is allowed. If the
password does not match, the connection is dropped.

If RADIUS is selected and RADIUS support is configured and the user name and
password match a user name and password on the RADIUS server, the connection is
allowad. If the user name and password do not match a user name and password on
the RADIUS server, the connection is dropped.

If LDAP is selected and LDAP support is configured and the user name and password
match a user name and password on the LDAP server, the connection is allowed, If
the user name and password do not match a user name and password on the LDAP
server, the connection is dropped.

If the user group contains user names, RADIUS servers, and LDAP servers, the
FortiGate unit checks them in the order in which they have been added to the user

group.

FortiGate-3600 Instaliation and Configuration Guide 203

Page 203 of 329 Netskope Exhibit 1008



Selting authentication bmeow Users and authentication

This chapter describes:

= Setting authentication timeout

= Adding user names and configuring authentication
=  Configuring RADIUS suppor

= Configuring LDAP suppor

= Configunng user groups

Setting authentication timeout

To sel authentication Hmeout:
1 Golo System > Config > Options.

2 Sel Auth Timeout to control how long authenticated firewall connections can remain
idie before users must authenticate again lo get access through the firewall.

The defaull authentication imeoul 5 15 menutes.

Adding user names and configuring authentication

LUise the following procedures (o add user names and configure aulthentication.
This section describes:

= Adding user names and configuring authentication
+ Deleting user names from the internal database

Adding user names and configuring authentication
1 Golo User > Local.
2 Selec] Mew to add a new user namea,

3 Enter the user name.

The user name can conlain numbers (0-8), uppercase and lowercase latters (A-Z,
a-z), and the special characiers - and _ Other special characlers and spaces are not
Alborered.

4  Selsct one of the following aulhentication canfigurations.

Disable Prevent this user frorm authenticating

Passwaond Enter the passward that this user must use to authenticale. The passwornd
should be at leas sic characbers lng. The password can comtain members
{0-9), uppercase and lowercase letters (A-Z a.z), and the special characters

= and _ Other specia] chamaclers and spaces are not allowed.
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LDAP Reguire the user to authenticate to an LDAP server Select the name of the
L server to which the user must authenticate. You can seactan
LDAP server that has been added to the FortiGate LDAP configuration. See
“Configuring LDAP support” on page 207.

Radius Require the user to authenticate to a RADIUS server, Select the name of the
IUS server to which the user must authenticate. You can only selecta
RADIUS server that has been added to the FortiGate RADIUS configuration
See "Configuring RADIUS support® on page 206

§  Select Try other servers if connect to selected server fails if you have selected Radius
and you want the FortiGate unit to try to connect to other RADIUS servers added to
the FortiGate RADIUS configuration.

6 Select OK

Figure 17: Adding a user name
Local

User Name {user_2

™ Disable

P et [

T LoAP {Loee_1 -l
T Radius {Radus_1 ~i

7 Try other sarvars # connact to selectad server fails.

| OK | | concet |

Deleting user names from the internal database

You cannot delete user names that have been added to user groups. Remove user
names from user groups before deleting them

1 Go to User > Local.
2 Select Delete User il for the user name to delete.
3 Select OK,

\ _Note: Deleting the user name de'etes the authentication configured for the user
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Configuring RADIUS support
If you have configured RADIUS support and a user is required to authenicale using a
RADIUS server, the ForiGate unit contacts the RADIUS server for authentication.
This section describes:

= Adding RADIUS servers
= Deleting RADIUS servers

Adding RADIUS servers
To configure the ForikGate unit for RADIUS authentication:
1 Golo User > RADIUS.
2  Select New to add a new RADIUS server.

3 Emter the name of the RADILS server,

You can enter any name, The name can contain numbers (0-8), uppercase and
lowercase letters (A-Z, a-z), and the special characiers - and _. Other special
characiers and spaces are nol allowed.

4  Enter the domain name of IP address of the RADIUS senver.
5  Emnler the RADIUS server secrel,
B Seleci OK.

Fhgure 18: Example RADIUS configuration

Radius

M ame: [Radius_1

Server MameflP:  [23.64.67.47

SRrVEr Secrel: [Secret_1
| oK | [ concei |

Deleting RADIUS servers
You cannol delete RADIUS servers that have been added to user groups.
1  Golo User > RADIUS,
2  Select Delete m beside the RADIUS server name that you want to delete,
3 Select OK

Page 206 of 329 Netskope Exhibit 1008



Users and authenbicabion Canfiguning LOAP support

Configuring LDAP support

If you have configured LDAP suppor and a user is required 1o aulhenticale using an
LDAP server, thie FortiGate unit conlacts the LDAP server for authentication. To
authentication with the ForiGate unit, the user enters a user name and password. The
ForlkGate unil sends this user name and password 1o the LDAP server, If the LDAP
SeMver can authenticate the user, the user is successfully authenlicated with the
ForrGate unitl. If the LDAP server cannol authenticate the user, the connection is
refused by the FortiGate unil.

The ForliGate unit suppors LDAP prolocol funclionality defined in RFC2251 for
locking up and validaling user names and passwords, ForilGate LDAP suppornts all
LO&P servers compliant with LDAP w3,

FortiGate LDAP suppor does not extend to proprietary functionality, such as
nodification of password expiration, that is avaitable from some LDAP servers.
FortkGate LDAP suppor does not supply information (o ihe user about why
authentication falled.

LOAP user authentication is suppored for PPTPR, LZTP, IPSec VPN and firewall
authentication. With PPTP, L2TP, and IFSec VPN, PAP (packel authentication
protocol) & supported and CHAP (Challenge-Handshake Authentication Prolocol) is
nod.

This section descrbes:

= Adding LDAP servers
= Deleting LDAP servers

Adding LDAP servers
To configure the FodiGate unil for LDAP authentication:
Go 1o User > LDAP.
2  Selecd New to add a new LDAP sarver.

3 Emter thie narme of the LDAP server.

You can enter any name, The name can contain numbers (0-9), uppercase and
lowercase ketters (A-Z, a-z), and the special characters - and _. Other special
characiers and spaces are not allowed.

4  Enter the domain name or IP address of the LDAP server,

5  Enter the port used 1o communicate with the LDAP server.
By default LDAP uses port 389,

6  Emnter the common name identifier for the LDAP server.

The comman nams dentifier for mast LDAP servers is cn. However Some SEMers s
ather comman name identifiers such as uid.
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7  Enter the distinguished name usad to look up entries on the LDAP server

Enter the base distinguished name for the server using the comrect X.500 or LDAP
format, The FortiGate unit passes this distinguished name unchanged 10 the server,

For example, you could use the following base distinguished name:
ou=marketing dc=fortinet dc=com
where ou is organization unit and dc is domain component

You can also specify multiple instances of the same field in the distinguished name,
for example, to specify multiple organization units:
ou=accounts ou=marketing de=fortinet, dc=com

8 Select OK

Figure 19: Example LDAP configuration
LoaP

C Mew DA Server

Name Loap_1
Server Name /1P 132,45
Server Port 1389

Common Name Identifier (cn

Distinquished Name {ou=marketing, dc= fortinet,dc= com

Deleting LDAP servers
You cannot delete LDAP servers that have been added to user groups.
1  GotoUser > LDAP.

2 Select Delete Y beside the LDAP server name that you want to delete.
3 Select OK.

208 Fortinet Inc.
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Configuring user groups

To enable authentication, you must add user names, RADIUS servers and LDAP
SErvers to one of MORe user groups. You can then select a user group when you
require authentication. You can seled a user group to configure authentication for:

=  Policies thal reguire authentication. Only users in the selected user group or that
can authenlicate with the RADIUS servers added to the user group can
authenlicate with these policies,

«  |PSec VPN Phase 1 configurations for dialup users. Only users in the selected
user group can authenticate to use the VPN tunnel.

= XAuth for IPSec VPN Phase 1 configurations. Only users in the selecled user
group can be authenlicated using XAuth.

+  The FortiGate PPTP configuration. Gnly users in the selecled user group can use
PPTP.

=  The FortiGate L2TP configuration. Only users in the selecied user group can use
L2ZTP.

When you add user names, RADIUS senvers, and LDAP servers 1o a user group the
order in which they are added affects the onder in which the ForiGate unit checks for
authentication. If user names are first, then (he FortiGate unit checks for a match with
these local users, If @ maich is not found, the FortiGate unil checks the RADIUS or
LO&P server. If 8 RADILS or LDWP server is added first, the FortiGGate unit checks the
server and then the local users,

If the user group conlains users, RADIUS servers, and LOAP senvers, the ForiGate
unit checks them in the order in which they have been added 1o the user group.

This section describes:
= Adding user groups
= Deleling user groups

Adding user groups

Use the following procedure to add user groups o the FortiGate configuration. You
can add user names. RADIUS servers, and LDAP servers to uSer groups.

To add a user group:
1 Golo User > User Group.
2 Select New to add a new user group.
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Figure 20: Adding a usar group

User Group

Ewailabla Usars: Mambars:
ser_3 Ugar 2
Usar_1 Usar_1
ser_a ii User_3
Lsar_& Eradars_1
Faius_1

3  Enter a Group Mame o idenlify the user group.
The name can contain numbers (0-9), uppercase and lowercase betters (A-£Z, 8-z}, and
the special characters - and _, Other special characters and spaces are nof allowed.

4  To add users o the user group, select a user from the Available Users list and select
the right arrow 1o add the name 1o the Members list.

5 Toadda RADIUS server 1o the user group, sekect a RADIUS server from the Available
Users list and select the right arrow to add the RADIUS server to the Members st

6 Toaddan LDAP server to the user group, select an LDAP server from the Avallable
Users list and select the right armow to add ihe LDAP server o the Members list.

T Toremove users, RADIUS servers, or LDAP servers from the user group, select a
user, RADIUS server, or LDAP server from the Members list and select the left amrow
1o remove the name, RADIUS server, or LDAP server from the group,

8 Selecl QK

Deleting user groups

You cannof delete user groups thal have been selected in a policy, a dialup user
phasel configuration, orin a PPTP or L2TP configuration.

To delete a user group:
1 Goto User > User Group
2 Select Delete m beside the user group that you want 1o delele.
3 Select OK.

210 Fartinat Ine

Page 210 of 329 Netskope Exhibit 1008



L e AL =

FortiGate-3600 Installation and Configuration Guide Version 2.50 MR2

IPSec VPN

A Virtual Private Network (VPN) is an exiension of a private network that
encompasses links across shared or public networks such as the Internet. For
example, a company that has two offices in different cities, each with its own private
network, can employ a VPN to create a secure tunnel between the offices. Sim#arly, a
teleworker can use a VPN client to gain remote access to his private office network. In
both cases, the secure connection appears to the user as a private network
communication, even though the communication is carried over a public nelwork.

Secure VPN connections are enabled by a combination of tunneling, data encryption
and authentication. Tunneling encapsulales data so thal & can be transferred over the
pubdlic network. Instead of being sent in its original format, the data frames are
encapsulated within an additional header and then routed between tunnel endpoints.
Upon arrival at the destination endpoint, the data is decapsulated and forwarded to its
destination within the private network.

Encryption transforms data stream from clear text (something that a human or a
program can interpret) to cipher text (something that cannot be interpreted). The
information is encrypted and decrypted using mathematical algorthms know as keys.

Authentication provides a means to verify the origin of a packet and the integrity of its
contents. Authentication is completed using checksums calculated with keyed hash
function algorithms.

This chapter provides an overview of how 1o configure FortiGate IPSec VPN. For a
complete description of FortiGate VPN, see the FortiGate VPN Guide.

* Key management

* Manual key |1PSec VPNs

*  AutolKE IPSec VPNs

*  Managing digital centificates

» Configuring encrypt policies

* IPSec VPN concentrators

* Reduncanm IPSec VPNs

= Montoring and Troublesheoting VPNs
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Key management

There are three basic elements in any encryplion system:

= an algorthm which changes information into code,
= acryplographic key which serves as a secrel starting point for the algornthm,
* a management sysiem o control the key.

IPSec provides two ways 1o handle key exchange and management: manual keying
and IKE for automated key management.

=  Manual Keys
= Automatic Intemel Key Exchange (AutolKE) with pre-shared keys or certificates

Manual Keys

When manual keys are employed, malching security parameters must be entered at
both ends of the tunnel, These settings, which include both the encryplion and
authentication keys, musi be kepd secrel 50 that unauthorized parlies cannot decrypl
the dala, even if they know which encryplion algosithm is being used.

Automatic Internet Key Exchange (AutolKE) with pre-shared keys or certificates

To faciikate deployment of multiple lunnels, an automated system of key management
is required. IPSec suppornis the automaled generation and negotiation of keys using
the Intemet Key Exchange protocoel. This methed of key management is Lypically
referred o as AutolKE. Fordinel suppons AutolKE with pre-shared keys and AutolKE
with certificates.

AutolKE with pre-shared keys

Whaen both peers in a session have been configured with the same pre-shared kay,
u‘IE]I' can use i to authenficate ihemselwes {0 each other. The peEErs do not ﬂf.'-tuﬂ"jl'
send the key to each other. Instead, as part of the security negotiation process, they
use i in combination with a Diffie-Hellman group io creale a sess50n I'.H'_l'. The session
key is used for encryption and authentication purposes, and is aulematicably
regenerated during the cornmunication session by IKE.

Pre-shared keys are similar to the manual keys in that they require the network
administrator to distribute and manage matching mformation at the VPN peer sies,
Whenever a pre-shared key changes, the administrator must update both sites.

AutolKE with certificates

This method of key management involves the participation of a trusted third party, the
cerdificate authority (CA). Each peer in a WVPM is first required 1o generate a sel of
keys, known as a public/private key pair. The CA signs the public key for each peer,
creating a signed digital cedificate, The peer then confacts the CA to refrieve their own
corificates, plus that of the CA isell. Once the cenificales have bean uploaded o tha
FortiGate units and appropriate IPSec tunnels and policies have been configured, the
peers are ready (o start communicating. As they do, IKE manages the exchange of
cerificates, transmitling signed digital cedificates from one peer to another. The
signed digital certificates are validated by the presence of the CA cerificate at each
end. Wilh authentication complete, the IPSec tunnel is then eslablished.
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In some respects, cerlificales are simpler to manage than manual keys or pre-shared
keys. For this reason, cerlificales are best suited Lo larmge network deployments.

Manual key IPSec VPNs

When manual keys are employed, complementary securnly parameters must be
entered at both ends of the tunnel. In addition to encryption and authentication
algorithms and keys, the securily parameter index (SPI) s required. The SPI is an
arbitrary value that defines the structure of the communication between the peers.
With other methods the SPI is generated automatically but with the manual key
configuration it must be entered as part of the VPN setup.

The encryplion and authentication keys must match on the local and remote peers;
the SPI values must be mirror images of each other. Afler vou enler these values, the
VPN tunnel can star withowt any need for the authentication and encryption
algonthms 1o be negotialed. So long as you have enlered comect, complementary
values, the tunnel will be established between the peers. In essence, the tunnel
already exisis between the peers. As a resull, when traffic malches a policy requiring
the lunnel, it can be authenticated and encrypled immedialely.

= General configuration steps for a manual key VPN
= Adding a manual key VPN tunnel

General configuration steps for a manual key VPN

A manual key VPN configuration consists of a manual key VPN tunnel, the source and
destination addresses for both eénds of the unnel, and an encrypl policy 1o control
access 1o the VPN lunnel.

To create a manual key VPN configuration:
1 Add a manual key VPN tunnel. See “Adding a manual key VPN tunnel” on page 213.

2  Configure an encrypl policy thatl includes the tunnel, source address, and destination
address for both ends of the tunnel. See “Configuring encrypd policies™ on page 226,

Adding a manual key VPN tunnel

Configure a manual key tunnel to create an IPSec VPN tunnel between the FortiGale
unit and a remote IPSec VPN client or gateway that is also using manual key.

To add a manual key YPN tunnek:
To add a manual key VPN tunnel:
1 G0 1o VPN = IPSec > Manual Kay.
Select New to add a new manual key VPN tunnel.

. Enter a VPN Tunnel Mamae.

The name can contain numbers (0-8), uppercase and lowercase letters (A-Z, a-2), and
ihe special characters - and _. Other special characlers and spaces are nol allowed.
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4  Enter the Local SPI.
The Local Securily Parameter Index is a hexadecimal number of up to eight digits
(digits can be 0 o 9, a to {) in the range bbé to FFFFFFF. This number mus! be added
1o the Remote SPI al the opposite end of the tunnel.

5 Enterthe Remote SPI.
The Remote Security Parameler index Is a hexadecimal number of up to elght digits
(digits can be 0 10 3, a 1o 1) in the range bbE to FFFFFFF. This number must be added
1o the Local SPI at the opposite end of the tunnel.

&  Enterthe Remole Gateway.
This s the external IP address of the ForliGate unil or other IPSec gateway al the
opposite end of the wnnel.

T Select an Encryption Algorithm from the list.
Uise the same akgorithm al both ends of the tfunnel,

8  Enterthe Encryption Key.

Each two characler combination entered in hexadecimal formal represents one byte.
Depending on the encryplion algorthm you have selected, you may be required 1o
enter the key in multiple segments. Use the same encryplion key at both ends of the

tunned.
DES Enter & 16 character (B byte) hecadecimal number (-8, A-F)
ADES Enter & 48 character (24 byte) hexadecimal number (0-8, A-F ) Separate the

number into three segments of 16 characters

AES128 Enter a 32 character (16 byte) hexadecimal number (0-8, A-F ) Saparate the
niurnber inta heo segments of 16 characters

AES192  Enlera 48 character (24 byte) hexwadecimal number (0-0, A-F} Separate the
number inla three segments of 16 characlers

AES256 Enter & 84 character (32 byte) hexadecimal number (0-0, A-F) Saparate the
numbar into four segments of 16 characters.
9  Selecd an Authentication Algorithm from the list.
Usza the same algorihm al both ends of the tunnel,

10  Emter the Authentfication ey,

Each two characler combmation enterad in hexadecimal formal represents one byte.
Lsa the same authentication kéy al both ands of the tunnel,

MD5 Enter @ 32 character (16 byte) heomdecimal number (-8, A-F) Separate the
mumber into two segments of 18 characters

SHAN Enter & 40 character (20 bybe) hexadecmal number (0-0, A<F) Separate the
ﬂ;ﬂ'ﬂg ifla hwo segments—Lthe first of 168 characlers, the second of 24
Characiers

11 Seledd a concantrator if you want the tunrel 1o be part of a hub and spoka VPN
configuration. See *Adding a VPN concentrator” on page 231,

Select OK to save the manual key VPN tunnel,
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AutolKE IPSec VPNs

Forunate suppons two methods of Automatic internel Key Exchange (AulolKE) for
the purpose of establishing IPSec VPN tunnels: AutolKE with pre-shared keys and
AutolKE wilh digital certificates.

«  General configuration steps for an AulolKE VPN

« Adding a phase 1 configuration for an AulolKE VPN

= Adding a phase 2 configuration for an AulolKE VPN

General configuration steps for an AutolKE VPN

An AutolKE VPN configuration consists of phase 1 and phase 2 configuration
parameters, the source and destination addresses for both ends of the funnel, and an
encrypl policy 1o control access to the VPN tunned,

To create an AutolKE VIPN configuration:

o MNata: Prior to configuring an AutalKE VPM that uses digital cerificates, you must add the CA
[ and local cerificates to the FortdGate unit. For details, see “Managing digital certificates” on
T page 241,

1 Addthe phase 1 parameters. See “Adding a phase 1 configuration for an AulolKE
VPN on page 215,

2  Add the phase 2 parameters. See “Adding a phase 2 configuration for an AulalKE
VPN on page 219

3 Configure an encrypl policy that includes the tunnel, source address, and destination
address for both ends of the tunnel. See “Configuring encrypt policies” on page 226.

Adding a phase 1 configuration for an AutolKE VPN

When you add a phase 1 configuration, you define the terms by which the FortiGate
unit and a remote VPN peer [gateway or client) authenticate themselves to each olher
prior io the establishment of an IPSec VPN funnel,

The phase 1 configuration is related to the phase 2 configuration, In phase 1 the VPN
peers are authenticated; in phase 2 the tunnel is established. You have the option to
use the same phase 1 parameters to establish multiple tunnels, In other words, the
same remote VPN peer (gateway or dient) can have multiple tunnels to the local VPN
peer {the ForiGate unit)

When the ForliGate unit receives an IPSec VPN connection request, i authenticales
the WPN peers according 1o the phase 1 parameters. Then, depending on the source
and destination addresses of the request, it starts an IPSec VPN lunnel and applies

an encrypl pobicy.
To add a phase 1 configuration:

Go lo VPN > IPSEC > Phase 1.
2  Seled New to add a new phase 1 configuration.
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3  Enter a Gateway Name for the remole VPN peer.

The remole VPN peer can be either a gateway 10 another network or an individual
client on the Inlemel

The name can contain numbers (0-9), uppercase and lowercase letters (A-Z, a-2), and

ihe special characters - and _. Other special characters and spaces are nol allowed.
4 Select a Remole Galeway address type.

= Ifthe remote VPN peer has a stalic IP address, select Slatic I[P Address.

= [fthe remote VPN peer has a dynamically assigned IP address (DHGP or PPPoE),

or if the remote VPN peer has a static IP address that is not required in the peer
identificatbon process, select Dialup User.

Depending upon the Remote Galeway address type you have selected, other fields
become available.

Remole Gateway: Static 1P Address

IP Address I you select Static |P Address, the |P Address field appears. Enter the P

address of the remole PSec VPN gateway or client that can connect 1o the
FortiGate unit. This is & mandatory entry

Remcte Gateway: Dialup User

Peer Options f you select Dialup User, the Pear Oplions becoms available under
Advanced Options. Use the Peer Options 1o authenticate remote VPN
peers with peer |Ds during phase 1 negotiations. For details, see step 2

5 Select Aggressive or Main {ID Prolection) mode.
When using aggressive mode, the VPN peers exchange kentifying information in the
clear, When using main mode, identifying information is hidden.
The VPN peers must use the same mode.

6 Configure the P1 Proposal,

Select up to three encryplion and authentication algorithm combinations lo propose
for phase 1.

The VPN peers must use the same P1 proposal setlings.

7 Seled the DH Group(s).
Select one or more Diffie-Hellman groups 1o propose for phase 1.
As a general rule, the VPN peers should use the same DH Group settings.

8  Enter the Keylife.
The keylife is the amount of time in seconds before the phase 1 encryption key
expires. When the key expires, a new key is generated without interrupting service,
P1 proposal keylife can be from 120 to 172,800 seconds.

8  For Authentication Method, select Preshared Key or RSA Signaturne.

= | you select Preshared key, enler a thal is shared by the VPN peers, The key must
contain at least & prinable characters and should only be known by network
administrators. For optimum protection against currently known attacks, the key
should consist of a minimum of 16 randomly chosen alphanumeric characlers.

« I you select RSA Signalure, select a local cerificate thal has been digally signed
by the cedificate authority (CA). To add a local cedificate to the ForiGate unit, see
*Obtaining a signed kocal cerfificate” on page 221.
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10 Optionally, enter the Local ID of the ForliGate unif.

The entry is required if the FordiGate unit is funclioning as a cllent and uses its local ID
lo authenticate itself 1o the remote VPN peer. (If you do not add a local 1D, the
ForiGate unit will ransmit its IP address.)

Configure the local 1D only with pre-shared keys and aggressive mode. Do not
configure the local 1D with certificales or main mode.
Configuring advanced options

1 Select Advanced Oplions.

2  Oplionally, select a Peer Oplion.
Use the Peer Options to authenticale remote VPN peers by the 1D that they transmit

during phase 1.

Accepl any peer ID Select to apcept any peer ID (and therefore nol authenticate
remote VPN peears by paar 10)

Accept this peer 1D Select to authenticate a specific VPN peer or a group of VRN

pe&rs with a shared user neme (I0) and password (pre-
shared key) Also add the paer illﬂ- Also add the peer 10

Accept peer ID in dialup group  Select to authenticate each remote VPN peer with & unique
user nama {10 and password (pre-shared key) Also select
& dialup group [User group]
Configure the user group peior te configuring this peer
optian.

3 Optionally, configure XAuth,
Xauth (KE eXiended Authenlication) authenticates VPN peers at the user level. If the
the ForliGGale unit (the local VPN peer) is configured as an XAuth server, it will
authenticate remote VPN peers by referming 10 a user group. The users contained in
ihe user group can be configured kocally on the FortiGate unit or on remately located
LE&P or RADIUS servers. If the FortiGate unit is configured as an Xauth chient, it will
provide a user name and password when il is challenged.

KAuth: Enable as a Client

MName Enter the user namse the local VPN peer uses o suihenbcate iisell to the
remate YPM peer
Password Enter the password the local VPN peer uses 10 authenticabe itsell 1o the
remote VPN peer
Khuth: Enable as a Server
Encryption Select Ihe ion method wsed between the Xauh clienl, the FomiGate
method it and the ay ication Senser,

PAP— Password Authemication Protacol,

CHAP—Challenge-Handshake Authentication Probocol

MIXED—Selact MIXED 10 use PAP betasen the Xauth chend and the
FortrZate unif, and CHAP between the FortiGate unit and the
ahanbcation server

Lige CHAP whenewer possible. Use PAP if the austhenticaton saenver dogs
piat suppo CHAP (Use PAP with all implermentations of LDAP and sofme
implementations of Microsofl RADILS), Lise MIXED if the authentication
ganeer supports CHAP but the XAuth client does not. (Use MIXED wah the
Fortinet Rermabe VPN Chent. )

Usergroup Select a group of users o be authenbicated by Xauth, The individual users
within the group can be authenticated locally or by one or more LOAP or
RADIIE S@rves,
The user group must be added fo the ForiGate configuration belsne i can
be selected heng
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Cptionally, configure MAT Traversal.
Enalyie Select Enable if expact the [PSec VPN traffic to go th a gateway
that perforrms HA!I.'C.H-IIF mo MAT device & detected, enabling MAT traversal will

have no affect. Both ends of the VPN (both VPN peers) must have the

same MAT traversal sefting
Keepalive If wou enable NAT-Iraversal E;t can change the number of seconds in the
Frequency Heapalve Fraquanaypﬂelﬂ ‘This numbar specifies, i seconds, Fow
frequently emply UDP packets are sent through the MAT device 1o ensure

that tha NAT mapping does not change until F1 and B2 keylile expires. The
keepalive freguentcy can be frorm O to 900 seconds.

Optionally, configure Dead Peer Detection.

Uze these sellings 1o monidor the status of the connection between VPN peers. DPD
allows dead conneclions 1o be cleaned up and new VPN tunnels established. DPD is
nod supported by all vendors.

Enalyie Select Enable 1o enable DPD between the ocal and remaole paers
Short ldle et the tirme, in secands, that a link must remain unused before the local
VPN peer considers i o be ie. ARer this of time expires, whenever

the local peer sends traffic to the remole pear it will also send a DPD
probe 1o determineg the status of the link. To controd the length of tme that
the Forte3ate unit takes to defect a dead peer with DPD probes, configure
the Retry Count and the Retry Interval

Retry Count et the number of times that the local VPN peer will refry the DPD probe
Sevacintion (SA3. To meukd st nocuives s 10 coriaeutlon o7 iner
BrES0T a ar Br
Mnmm failures, set the retry count te a sufficiently high value for yaur

Retry Interval Set the time, in seconds, that the local VPN peer unit waits between
refrying OFD probes

Long ldhe Sl the of tima, in seconds, thal a link must Mmasn unused belone
the lacal VPN peer pro-actively probes s state. After this panod of tirme
axpires, the local peer will gend a DPD probe toe deterrnine the stalus of the

even if there i no traffic betwean the local peer and 1he rémobe paer

Select OK 1o save ihe phase 1 parameters.
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Figure 21: Adding a phase 1 configuration
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Adding a phase 2 configuration for an AutolKE VPN

Add a phase 2 configuration to specify the paramelers used to create and maintain a
YPM lunnel between the local VPN peer (the ForliGate unit) and the remote VPN peer

{the VPM gateway or client).

To add a phase 2 configuration:

MNete: Adding & Phase 2 configuration is the same for pre-shared key and cedification VPN

1 Goto VPN = IPSEC > Phase 2.
2  Select New to add a new phase 2 configuratian,

4  Emnter a Tunnel Mame,

The name can contain numbers (0-9), uppercase and lowercase betters (A-£, 8-z}, and
the special characiers - and _. Ofher special characters and spaces are not allowed.
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4 Select a Remole Galeway 10 associale with the VPN tunnel.

A remote gateway can be efther a gateway to another network or an individual client
on the Intemel. Remote gateways are added as part of the phase 1 configuration. For
details, see “Adding a phase 1 configuration for an AulolKE VPN® on page 215.

Choose either a single DIALUP remote gateway, or up to three STATIC remole
gateways. Mulliple STATIC remole gateways ane necessary if you are configuring
IPSec redundancy. For information aboul IPSec redundancy, see "Redundant IPSec
WPNs" on page 234,

& Configure the P2 Proposal,

Select up to three encryption and authenticalion algorithm combinations 1o propose
for phase 2.

The VPN peers musl use the same P2 proposal setlings.

& Optionally, enable Replay Detection.
Replay detection protecis the WYPHN funnel from replay atiacks.

i*  Note: Do not select replay detection if you have also selected Null Authentication for the P2
“o-w Proposal

T Optionally, enable Perfect Forward Secrecy (PFS).
FFS improves security by forcing a new Diffie-Hellman exchange whenever keylife
expires,

&  Selectthe DH Group(s).
The VPN peers musi use the same DH Group seltings.

8  Enter the Keylife.

The keylife causes the phase 2 key to expire after a specified amount of time, after a
specified number of kbytes of data have been processed by the VPM lunnel, or both, If
you select bolh, the key does not expire until both the fime has passed and the
number of kbytes have been processed,

When the key expires, a new key is generated without imternupting service, P2
proposal keylife can be from 120 to 172800 seconds or from 5120 1o 99999 kbytes.

10 Optionally, enable Autokey Keep Alive,
Enable Auokey Keep Alive to keep the VPN tunnel running even if no data is being
processed,

11 Optionally, select a concenirator.,

Seledd a concentralor if you want the tunnel io be panl of a hub and spoke VPN
configuration, If you use the procedure, “Adding a VIPMN concentrator” on page 231 1o
add the lunnel to a concentrator, the nexl time you open the wnmel, ithe Concenirator
field displays the name of the concentrator 1o which you have added the lunnel,

12 Select OK 1o save the AulolKE key VPN tunnel.
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Figure 22: Adding a phase 2 configuration
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Managing digital certificates

Digital certificates are used to ensure that both participants in an IPSec
communications session are trustworthy, prior to an encrypted VPN tunnel being set
up between the particpants.

Fortinet uses a manual procedure to obtain certificates. This involves copying and

pasting text files from your local computer to the certificate authority, and from the
certificate authority to your local computer.

» Obtaining a signed local certificate
» Obtaining a CA certificate
S Note: Digital certificates are not required for configuring ForbGate VPNs. Digitzl certificates are

k _anadvanced feature proviced for the convenience of system administrators. This manual
e assumes the user has prior knowtedge of how to configure digital certificates for their

implementation.
Obtaining a signed local certificate

The signed local certificate provides the FortiGate unit with a means to authenticate
itself to other devices.

A
\"' ~ Note: The VPN peers must use digital certificates that adhere to the X 509 standard.
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Generating the certificate request

With this procedure, you generate a private and public key pair. The public key is the
base component of the cedificate request.

To generate the cerificate request:

1 Go o VPN > Local Certificates,
Selec] Genorate,
Enter a Cenificale Name.

The name can contain numbers (0-9), uppercase and lowercase betters (A-Z, 8-z), and
the spedial characiers - and _. Olher special characters and spaces are not allowed.

4  Configure the Subject Information thal identfies the object baing certified

Preferably use an I[P address or domain name. If this is impossible (such as with a
dialup client), use an e-mail address.

Hosat 1P For Host IP, enter the IP address af the FortiCate undl being cerified

Domaln Manme Far Domain name, anter the fully qualified domain name of the ForiGate
unit being certified. Do not include the protocol specification (hitp: ) or
any port number or path names

E-Mall For E-mail, enfer the emall address of the cwner of the Fortizale wnd
baing cartified Typlcally, e-mail addresses ane entared anly far clients, not

gateways

5 Configure the Optional Information to further identify the object being certified.

Organization Unit  Ener & name thal identifies the depanrment o wnil within (he organiabion
that is requesting the cenificate Tor the FottiGate enit (such as

Manufacturing o MF)

Crrganization Enter th legal name of the nization that i requasting the certificale
Tar the Fa unit (such as Fortined),

Locality Enter tha narme of the oty or lown whang the FortiGate unil 15 located
{such a5 Vancouver)

State/Province  Enter the name of the state of province where the FortiGate und is located
{such as Califoma ar CA)

Country Sehect ther country whire the ForsGate unit is located.

el Enter & contact é-mail address for the FofiGate unit. Typically, e-mail
addresses are entered only for clients, not gateways.

§ Configure the key

Key Type Select REA as the key encryplion type, No other key type is supported

Key Size Select 1024 Bit, 1535 Bit or 2048 Bit. Larger keys are slower 1o generate
but more secure, Not all products support all three key ses

7  Select OK to generate the private and public key pair and the cerificate request.

The private/public key pair will be generated and the cerificate request will be
displayed on the Local Cedificates list with a siatus of Pending.
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Figuee 23: Adding a Lecal Certificate
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Downloading the certificate request

With this procedure, you download the cerificate request from the FortiGate unif to
the management computer,

To download the cedificale request:

Go 1o VPN = Local Certificatas.

Select Download B to download the local cedificale to the management computer,
Selec Save.

N

MName the file and save it in a directory on the management computer,

Requesting the signed local certificate

Wiith this procedure, you copy and paste the cerlificate requesi from the managemeant
compuier to the CA web server.

To request the signed local certificate:

1 On the management computer, open the local cerificate request in a text editor,
2  Copy the cerificate request.
3  Connecd the CA web server.
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4 Request the signed local certificate

Follow the CA web server instructions to.

* add a baseB4 encoded PKCS#10 certificate request to the CA web server,
* paste the cerificate request to the CA web server,

« submit the certificate request to the CA web server.

The cenificate request is submitted to the CA for it to sign.

Figure 24: Opening a certificate request in a text editor
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Retrieving the signed local certificate

With this procedure, you connect 1o the CA web server and download the signed local
certificate to the management computer. (Do this after receiving notification from the
CA that it has signed the certificate request)

To retrieve the signed local certificate:

1 Connect the CA web server.

2  Follow the CA web server instructions to download the signed local certificate.
The Flle Download dialog will display.

3  Select Save.
4  Savethe file in a directory on the management computer

Importing the signed local certificate

With this procedure, you import the signed local centificate from the management
computer to the FortiGate unit,

To import the signed local certificate:

1 Goto VPN > Local Certificates.
2  Select Import

224 Fortinet Inc.
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3  Enter the path or browse 10 [ocate the signed local cerificate on the management
computer.
4 Select OK.

The signed local cerlificale will be displayed on the Local Cerlificates lisl with a status
of OK.

Obtaining a CA certificate

For the WPH peers to authenticate themsebves to each other, they must both obtain a
CA certificale from the same cedificate aulthority. The C& cedificate provides the VPN
peers with a means to validate the digital certificales thal they receive from other
devices.

The ForliGate unit obtains the CA certificate in order 1o validate the digital certificate
that it receives from the remote VPN peer. The remole VPN peer obtains the CA
cerificate in order to validate the digital certificate thal it receives from the FortiGale

uimit.
.\_:":” Mote: The CA certificate must adhere to the X 505 standard
Retrieving a CA certificate
Connect fo the CA web server and download the CA cedificate to the management
computer,

To retrieve the CA cerificate;
1 Connect the CA web senver.

2  Foliow the GA web server instructions 1o download the CA cerlificate.
The File Download dialog will display.

3  Select Save.
4  Save the CA cedificate in a directory on the management computer.

Importing a CA certificate

Impor the signed local cerificate from the management computer 1o the ForliGate
umit.

To import the CA cerificate:

Go 1o VPN > CA Certificates.

Select Import.

Enter the path or browse 10 locate the CA cedificate on the management computer.

Select OK.
The CA will be displayed on the CA Cerificates lisl.

L
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Configuring encrypt policies

ANPH connects the local, imernal network 1o a remole, extemnal network. The
principal robe of the encrypd policy is 1o define (and limst) which addresses on these
networks can use the VPN,

A VPN requires only one encrypl policy to control both inbound and outbound
connections. Depending on how you configure il, the policy controls whether users on
vour intemal network can establish a tunnel to the remole network {ihe outbownd
connection), and whether users on the remole network can establish a lunnel 1o your
internal network (Ihe inbound connection). This Aexibility allows a single encrypt policy
1o do the job of bao regular firewall policies.

ARhough the encrypl policy controls both incoming and oulgoing connections, it must
abways be configured as an ouwlgoing policy. An outgoing poficy has a source address
on an internal network and a destination address on an external network. The source
address identifies which addresses on the internal network are par of the VPM. The
destination address identifies which addresses on the remote network. are par of the
WPN. Typical oulgoing policies include Intemal-to-Exiemal and DMZ-1o-External.

o Note! The destination address can be a VPN clent address on the Internet or the address of a
ooow  Pibeark behind a remote VPN gateway

In addition 1o defining membership in the VPN by address, you can configure the
encrypl policy for senvices such as DNS, FTP, and POP3, and to allow conneclions
according to a predefined schedule (by the time of the day or the day of the week,
manth, or year). You can also configure the encrypl policy for;

= Inbound MAT 1o translate the source of incoming packels,
«  Qutbound MAT to translate the source address of culgoing packets.

«  Traffic shaping o control the bandwidih available i the WYPM and the priority of the
VPN,

= Content profiles to apply antivirus protection, web filtering, and email filering fo
web, file transfer, and email services in the VPN,

= Logging so that the ForiGate unit logs all conneclions that use the VPN,

The policy must also include the VPN tunnel that you created to communicate with the
remole FortiGate VPN gateway. When users on your internal network attemnpt to
connect 1o the network behind the remote VPN galeway, the encrypt policy intercepls
the connection attempt and starls the VPN tunnel added to the policy, The lunnel uses
the remote gateway added to its configuration o connect to the remote VPN gateway.
When the remote VPM galeway receives the conneclion attempt, il checks its own
palicy, gateway and tunnel configuration. If the configuration is allowed, an IPSec VPN
lunnel is negotiated between the two VPN peers.

« Adding a source address
= Adding a destinalion address
= Adding an encrypl policy
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Adding a source address

The source address s located within the intemal network of the local VPN peer. It can
be a single computer address of the address of a network.

Go 1o Firewall > Address.
Select an internal inlerface. (Methods will differ slightly between ForliGate models.)

Select Mew to add an address.

Enter the Address Mame, IP Address, and NetbMask for a singbe computer or for an
entire subnetwork on an internal interface of the local VPN peer.

5 Select OK 10 save Ihe source address,

I

Adding a destination address

The destimaton address can be a VPN client address on the Internel or the address of
a network behind a remole VPN galeway.

Go 1o Firewall > Address.
Select an external interface. {(Methods will differ slightly between FortiGate models.)

Select Mew to add an address.

Enter the Address Mame, IP Address, and NetMask for a single computer or for an
entire subnetwork on an internal interface of the remole VPN peer.

5 Select OK o save the source address,

s L By ==

Adding an encrypt policy

Go to Firewall > Policy.

Use the policy grid 1o choose the policy list to which to add the policy.
For exampbe, Intermal- =port2 or port3 - ~pori2.

Select New to add a new palicy.

Set Source to the source address.

Set Destination to the destination address.

Sel Service 1o control e servces allowed over the VPN connection.

You can salect ANY Lo aliow all supporied services awer the VPN connection or select
A specific service or Service group to Bmit the serdces allowed aver the WPN
connection,

7 Sel Action to EMCRYPT.
8 Configure the ENCRYFT paramelers.

o A s LS
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VPN Tunmel Salect an Auto ey tunnel for this encrypt policy.

Allow inbound Select Allew iInbound 0 enable inbound users 1o connect 1o the source
address.

Allow catbound Select Allow oulbound 1o enable ouibound users 1o conmedt ta the
dastmation address

Inbournd MAT  The ForiGate und translates the source address of incoming packets to the
IF address of the FostiGate interface connectad to the source address
netwark. Typlcally, this is an intermal intertace of the FortiGate unit

Inbound MAT makes it impoessible for local hosts to see the 1P addresses of
rernole hosts {hosts located on the network behind the remote VRN

gateway)

Outbound NAT The FordiGate unit transkates the souree address of outgoing packets to the
IP address of the FortiGate interface connected 1o the destination address
netwark. Typlcally, this s an external interface of the FofiGate unit.

Cutbound MAT makes if impossible for remate hosts to see the IP
addresses of local hosts (hosts located on the network behind the local VPN
gateway),

H Outbound MAT & implemented, it is subject to these limtatons:
Confgure Outbound MAT only at one end of the tunnel,

The end which does not implement Outbound MAT requires an internal io
extemnal policy that specifies the remaote external intefface as the
Destination |uswally a public IF address),

Thie tunnal, and the traffic within the tunnel, can only be initaled af the and
that implements Outbound MAT

See “Adding firewall policies® on page 172 to configure the remaining policy settings.
Select OK Lo save the encrypl policy.

To make sure thal the encrypd policy is matched for VPN connections, arange the
encrypl policy above other policies with similar source and destination addresses and
senvices in the policy list.
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Figure 25: Adding an encrypt policy
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IPSec VPN concentrators

In a hub-and-spoke network, all VPN tunnels terminate at a single VPN peer known as
a hub. The peers that connect to the hub are known as spokes. The hub functions as
a concentrator on the network, managing the VPN connections between the spokes.

The advantage of a hub-and-spoke network is that the spokes are simpler to configure
because they require fewer policy rules. Also, a hub-and-spoke network provides
some procassing efficiencies, particularly on the spokes. The disadvantage of a hub-
and-spoke network is its rekance on a single peer to handle management of all VIPNs.
If this peer goes down, all encrypted communication in the network & impossible,

A hub-and-spoke VPN network requires a special configuration. Setup varies
depending on the role that the VPN peer is serving. If the VPN peer is a FortiGate untt
functioning as the hub, or concentrator, it requires a VPN configuration connecting it to
each spoke (AutolKE phase 1 and 2 setbngs or manual key settings, plus encrypt
policies). It also requires a concentrator configuration that groups the hub-and-spoke
tunnels together. The concentrator configuration defines the FortiGate unit as the hub
in a hub-and-spoke network.
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If the VPN peeris one of the spokes, il requires a lunnel connecting it (o the hub (but
not to the olher spokes). It also requires policies that control its encryplted connections
Lo the olher spokes and its non-encrypted connections to other networks, such as the
Imtermed.

* VPN concenfrator (hub) general configuration steps

+  Adding a VPN concentrator

*  VPH spoke general configuration steps

VPN concentrator (hub) general configuration steps

A central FortiGate that is funclioning as a hub requires the following configuration;

=  Atunnel (AutalKE phase 1 and phase 2 configuration or manual key configuration)
for each spoke.

= Destination addresses for each spoke.

= A concentrator configuration,

* An encrypl policy for each spoke,

To create a WPM concentrator configuration:

1 Configure a tunnel for each spoke. Choose between a manual key tunnel or an
AutolKE tunnel.

= A manual key lunnel consists of a name for the tunnel, the IP address of the spoke
(clent or gateway) at the opposite end of the lunnel, and the encryplion and
authenlication algorithms to use for the lunnel.

See "Manual key IPSec VPNs" on page 213,

« An AutolKE tunnel consists of phase 1 and phase 2 parameters. The phase 1
parameters include the name of the spoke (client or gateway), designation of how
the spoke receives its IP address {static or dialup), encryption and authentication
akgarithms, and the authentication methad—either pre-shared keys or PKI
certificates. The phase 2 parameters include the name of the tunnel, selection of
the spoke (client or gateway) configured in phase 1, encryption and authentication
akgorithms, and a number of security parameters.

See "AulolKE IPSec VPNs" on page 215.

2  Add a destination addresses for each spoke. The destination address is the address
of the spoke (either a chent on the Inlemel or a network located behind a gateway).

See "Adding a source address” on page 227.

3 Add the concentrator configuration. This step groups the unnels together on the
ForkGate unil. The wunnels link the hub 1o the spokes. The lunnels are added as part
of the AutolKE phase 2 configuration or the manual key configuration.

See “Adding a VPN concentrator” on page 231,

g Note: Add the concentrator configuration io the central FortiGate und (the hub) after adding the
v tunmels for all spokes
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4  Add an encrypt policy for each spoke. Encryplt policies control the direction of traffic
through the hub and allow inbound and oulbound VPN connedions between the hub
and the spokes. The encrypt policy for each spoke must include the tunnel name of
the spoke. The source address must be Intemal_all. Use the following configuration

for the encrypl policies:

Source intermal_All
Destination The WPM spoke address,
Action EMCRYET

PN Tunmel The VP spoke tunnsl name
Allow inbound  Select allow inbound,
Allow outbound Sealect allow outbound

Inbound NAT  Select inbound MAT i required.

Outbound NAT Salect cutbound NAT If reguired.

See "Adding an encrypl policy” on page 227,
5 Amange the policies in the following onder:

= encrypt policies
= default non-encrypt policy (Intemal_All -= Extemal_All)

Adding a VPN concentrator

To add a VPN concentrator configuration:

Go 1o VPN > IPSec > Concentrator,

Select New to add a VPN conceniratorn

Enter the name of the new concentratar in the Concentralor Name field.

To add tunnals to the VPN concentrator, select a VPN tunnel from the Available
Tunnels list and select the righl arrow.

5 To rémows tunnels from the VPN concentrator, select the tunnel in the Mambers list
and sehact the laft armow.

6  Selsct OK 0 add the VPN concentrator.

L L
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Figure 26: Adding a VPN concentrator
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VPN spoke general configuration steps

A remote VPN peer that is functioning as a spoke requires the following configuration:

= A funnel (AulolKE phase 1 and phase 2 configuration or manual key configuration)
for the hub.

«  The spurce address of the lecal VPN spake.,
*  The destination address of each remote VPN spoke.

« A separate outbound encrypl policy for each remote VPN spoke. These policies
allow the local VPN spoke 1o initiate encrypled connections.

- A single inbound encrypl policy. This policy allows the local VPN spoke to accept
encrypted connections,

To create a VPN spoke configuration:

Configure a tunnel between the spoke and the hub.

Choose between a manual key tunnel or an AutolKE tunnel.

« To add a manual key tunnel, see “Manual key IPSec VPNs™ on page 213.

+  Toadd an AutolKE tunnel, see: "AulolKE IPSec VPNS™ on page 215.

Add the source address. One source address is required for the local VPN spoke.
See "Adding a source address” on page 227,

Add a destination addresses for each remole VPN spoke, The destination address is
the address of the spoke (eiher a chanl on the Intermel or a netwark located behind a

gateway).
Sea “Adding a destination address” on page 227

232
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4  Add a separate cutbound encrypt policy for each remote VPN spoke. These policies
controd the encrypled connections initiated by the local VPN spoke.
The encrypl policy must include the appropriate source and destination addresses
and the tunnel added in step 1. Use the following configuration:

Saurce The ncal VPN spoke address,

Destination The remote VPN spoke address

Action EMHCRYPT

VPN Tunnel ;Sﬁaﬂ'u'ﬂ; tunnel name added in step 1. (Use the sama tunnel for all encrypt
b,

Allow Imbound Do not enable.

Allow cutbound Select allow outbownd

Inbound NAT  Sabsct inbound NAT f required.
Outbound NAT Select outbound NAT f reguired,

See “Adding an encrypl policy” on page 227.

5 Addan inbound encrypt policy. This policies conirols the emcrypted connections
initiated by the remote VPN spokes.
The encrypl policy for the hub must include the appropriate source and destination
addresses and the lunnel added in step 1. Use the following configuration:

Source The local VPN spoke address

Destination External_All

Action EMCRYPT

PN Tunmel mﬁi?ﬁ; tunmel name added in step 1. {Use the same tunnel for all ercrypt
HES

Allow inbound  Select allow inbound

Allow cutbound Do nat enable

Inbound NAT  Select inbound MAT  requined
Qutbound NAT Select culbound NAT il requined

Sea “Adding an encrypl policy™ on page 227.
6  Amange the policies in the following order:
« putbound encrypl policies

« inbound encrypt policy
- default non-encrypt policy (Intemal_All -> Extemal_All)

o®  Note: The defaull non-encrypt policy ks required to allow the VPN spoke to access oihar
W= networks, such as the Intermet
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Redundant IPSec VPNs

To ensure the continuous availability of an IPSec VPN tunnel, you can configure
multiple connections between the kocal the FortiGate unit and the remole VPN peer
(remote gateway). Wilh a redundant configuration, If one connection fails the
ForiGate unit will establish a tunnel using the other connection.

Configuration depends on the number of conneclions that each VPN peer has 1o the
Intemet. For example, if the local VPN peer has two conneclions (o the Intemet, then
it can provide two redundant connections 1o the remote VPN peer.

A single VPN peer can be configured with up to three redundant connections.

The VPN peers are not required to have @ matching number of Intemet connecticns.
For example, between two VPN peers, one can have multiple Internet conneclions
while the other has only one Intemet connection. Of course, with an asymmetrical
configuration, the level redundancy will vary from one end of the WPH to the other,

5y Note: IPSec Redundancy is only available to VPN peers that have statc IP addresses and that
"ih authenticate themsetves to each other with pre-shared keys or digital ceriificates, i is not
" available 1o VPN peers that have dynamically assigned IP addresses (dialup users). Nor i it
avallable to VPN peers that use manual keys.

Configuring redundant IPSec VPN

Prior Lo configuring the VPM, make sure that bolh ForliGate units have multiple
connections 1o the Internel. For each unil, first add muBliple (wo or mone) extemal
interfaces. Then assign each interface 1o an extemal zone. Finally, add a route o the
Imtermet through each interface.

Configure the two ForliGatle units with symmelnical setlings for their conneclions to the
Imternet. For exarmple, if the remole FortiGale unid has bwo exiemal inlerfaces grouped
within one zone, then the local FortiGate unit should have two external inlerfaces
grouped wilhin one zone.

Similarly, if the remole ForliGate has two external interfaces in separate zones, then
the kocal FortiGate unit should have two external interfaces in separale zones.

Configuration is made simpler if all external interfaces are grouped within a single
rone, rather than I'I'IIlHIiFﬂE Zones. However, this may nat always i, 1 pus.sil:}i& due o
secunty considerations or other reasons.

After you have defined the Infermel connections for bolh ForiGate wnifs, you can
proceed to configure the VPN lunnel.

To configure IPSec redundancy:

1 Add the phase 1 parameters for up to three VPN connections.

Enter identical values for sach VPN connection, wilh the exceplion of the Galeway
Hame and IP Address, Make sure that the remote VPN peer (Remole Galeway) has a
static IP address.

See “Adding a phase 1 configuration for an AulolKE VPN on page 215.
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2  Addthe phase 2 parameters (VPN tunnel) for up to three VPN connections.

= [fthe intemel connections are in the same zone, add one VPN lunnel and add the
remote gateways to L You can add up to three remote galeways.

= |lthe Internet conneclions are in separate zones or assigned to unigque interfaces,
add a WPM tunnel for each remole galeway entered.

See “Adding a phase 2 configuration for an AutolKE VPN" on page 219,

] Add the source and destination addresses.

See "Adding a source address” on page 227,
See "Adding a destination address” on page 227,

4  Add encrypt policies for up to three VPN conneclions,
* [fthe VPH conneclions are in the same zone, add one outgoing encrypt policy; for

example an Internal - >Exiernal poficy. Add the AutolKE key tunnel to this palicy.

= If the VPN conneclions are in different zones, add a separate outgoing encrypl
policy for each connedion; for example, an Intemal- =External and an Inlemal-
=DME policy. The source and destination of both policies musi be the same. Add a
different AutolKE key tunnel to each policy.

See “Adding an encrypl policy” on page 227.

Monitoring and Troubleshooting VPNs

This section provides a number of general maintenance and monitoring procedures
for VPNs.

This seclion describes:

= \iewing VPN tunnel status

= Viewing dialup VPN connection status
= Tesling a VPN

Viewing VPN tunnel status

You can use the IPSec VPN tunnel list 1o view the sialus of all IPSec AulolKE key
VPN tunnels. For each tunnel, the list shows the status of each tunnel as well as the
tunned time ouf.

Ta view VPN tunnel status:

1 GoloVPN > IPSEC > AutolKE Key.

The Status column displays the status of each unnel. If Status is Up, the lunnel s
active. If Status is Down, the tunnel is not active,

The Timeout column displays the time before the nexd key exchange. The time is
calculated by subtracting the time elapsed since the last key exchange from the
kinylife,
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Figure 27: AutolKE key tunnel status
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Viewing dialup VPN connection status

You can use the dialup monitor to view the status of dialup VPNs. The dialup monitor
lists the remote gateways and the active VPN tunnels for each gateway. The monitor
also ksts the tunnel lifetime, timeout, proxy |D source, and proxy ID destination for
each tunnel.

To view dialup connection status:

1 Goto VPN > IPSec > Dialup.

The Lifetime column displays how long the connection has been up.

The Timeout column displays the time before the next key exchange. The time is
calculated by subtracting the time elapsed since the last key exchange from the
keylife,

The Proxy ID Scurce column displays the actual IP address or subnet address of the
remote peer,

The Proxy ID Destination column displays the actual IP address or subnet address of
the local peer.

Figure 23: Dialup Monitor
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Testing a VPN

To confirm that a VPN between two networks has been configured correctly, use the
ping command from one internal network 1o connect 1o a computer on the other
internal network. The IPSec VPN tunnel starts automatically when the first data packet
destined for the VPN s intercepted by the FortiGate unit,

236 Fortinet inc.
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To confinm that a VPN between a network and one or more clients has been
configured comectly, start a VPN client and use the ping command Lo conned 10 a
compuler on the internal network. The VPN tunnel initializes automatically when the
client makes a connection attempl. You can star the tunnel and test it at the same
lime by pinging from the client 1o an address on the internal network,
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PPTP and L2TP VPN

You can use PPTP and L2TP to create a virtual private network (VPN) between a
remote client PC running the Windows operating system and your intemal network,
Because they are is a Windows standards, PPTP and L2TP do not require third-party
software on the client computer. So long as the Internet Service Provider supports
PPTP and L2TP connections, you can create a secure connection by making
relatively simple configuration changes to the client computer and the FortiGate unit.

This chapter provides an overview of how to configure FortiGate PPTP and L2TP
VPN. For a complete description of FortiGate PPTP and L2TP, see the FortiGate VPN
Guide.

This chapter describes:
» Configuring PPTP
» Configuring L2TP

Configuring PPTP

As its name suggests, PPTP involves the Point-to-Point protocol. PPTP packages
data within PPP packets and then encapsulates the PPP packets within IP packets for
transmission through a VPN tunnel

> Note: PPTP VPNs are only supported in NAT/Route mode.

This section describes:

« Configuring the FortiGate unit as a PPTP gateway
+ Configuring 8 Windows 98 client for PPTP

= Configuring a Windows 2000 client for PPTP

* Configuring a Windows XF client for PPTP

Configuring the FortiGate unit as a PPTP gateway
Use the following procedures to configure the FortiGate unit as a PPTP gateway:

Adding users and user groups

To add a user for each PPTP client:
1 Go to User > Local.
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Add and confgure PPTP users.
See "Adding user names and configuring authentication® on page 204,

Go to User > User Group.

Add and configure PPTP user groups
See “Configuring user groups' on page 209,

Enabling PPTP and specifying an address range

Go to VPN > PPTP > PPTP Range.

Select Enable PPTP.

Enter the Starting IP and the Ending IP for the PPTP address range.

Select the User Group that you added in “Adding users and user groups” on
page 239,

Select Apply to enable PPTP through the FortiGate unit.
Figure 29: Example PPTP Range configuration

POTP Range \‘

&  Enable PPTP

| Starung IP: [192.168.1.100 J
EndngP:  {192.168.1.110
| User Group: | PRTP_users = |

™ Disable PPTR

[esty 7]

Adding a source address
Add a source address for every address in the PPTP address range.
Go 1o Firewall > Address.

Select the interface 1o which PPTP clients connect.
This can be an interface, VLAN subinterface, or zone.

Select New to add an address,

Enter the Address Name, IP Address, and NetMask for an address in the PPTP
address range.

Select OK to save the source address.
Repeat for all addresses in the PPTP address range.

Fortinet Inc.
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W2 Note: If the PPTP address range is comprised of an entire subnet, add an address for
‘. -= this subnel. Do not add an address group.

Adding an address group
Organize the source addresses inlo an address group.
1 Goto Firewall > Address > Group.

2  Add a new address group io the interface to which PPTP clients connect.
This can be an interface, VLAN subinterface, or zone.,

3  Enter a Grouwp Mame 1o idenfify the address group.

The name can contain numbers (0-9), uppercase and lowercase betters (A-Z, 8-z, and
the special characters - and _, Ofher special characters and spaces are nol allowed.

4  To add addresses (o the address group, select an address from the Available
Addresses list and select the right arrow to add i to the Members list.

5 Toremove addresses from the address group, select an address from the Members
list and select the left arrow to remove it from the group,

Select OK 1o add the address group,

Adding a destination address
Add an address to which PPTP users can connect,
1 Go to Firewall > Address.

2  Selectithe imternal interface or the DMZ interface. (Methods will differ shightly between
ForiGate models.)

3  Select New to add an address.

4 Enterthe Address Mame, IP Address, and MetMask for a single computer or for an
enfire subnetwork on an internal interface of the local VPN peer.

5 Select OK to save the source address,

Adding a firewall policy

Add a policy which specifies the source and destination addresses and sets the
service for the policy 1o the traffic type inside the PPTP VPN tunnel.

Go lo Firewall > Policy.

Use the policy grid 1o choose the policy list to which 1o add the policy (usually,
Internal - ~External)

Select New to add a new policy.
Set Source to the group that malches the PPTP address range.
Sel Destination (o the address 1o which PPTP users can connect.

Set Service Lo match the traffic type Inside the PPTP VPN tunnel.
For example, if PPTP users can access a web senver, select HTTR.

7  Set Action to ACCEPT.

R =
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8  Select NAT if address transiation is required.

You can also configure traffic shaping, logging, and antivirus and web filter setlings for
PPTP policies.

9  Select OK 1o save the firewall poBicy.

Configuring a Windows 98 client for PPTP

Use the following procedure io configure a client computer running Windows 98 so
thal it can connect 1o a ForiGale PPTP VPM. To configure the Windows 98 client, you
must install and configure Windows dialup networking and virual private networking

support.

Installing PPTP support

Go to Start > Settings > Control Panel > Network.
Select Add.

Select Adapler.

Select Add.

Select Microsoft as the manufacturer.

Select Microsoft Vilual Private Nebworking Adapler.
Select OK twice.

Insen disketles or COs a5 required.

Restart the computer.

W oM = @ o e L Ry =

Configuring a PPTP dialup connection

Go to My Computer > Dial-Up Networking > Configuration.

Double-click Make Mew Conneclion.

Mame the connection and select MNext.

Enter the IP address or host name of the FortiGate unit to connect to and select Next.

Selec] Fmish,
An icon for the new connection appears in the Dial-Up Networking folder.

Right-click the new icon and select Properties.
Go 1o Server Types.

Uncheck IPXISPX Compatible.

Seledd TCPIP Seltings.

10 Uncheck Use |P header compression,

11 Uncheck Use defaull galeway on rémole network.
12 Select OK twice.

L T T

B W s W

Connecting to the PPTP VPN
1 Star the dialup connection that you configured in the previous procedure.
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2  Enter your PFTP VPN User Name and Password.
3  Select Connecl.

Configuring a Windows 2000 client for PPTP

Uze the following procedure to configure a client compuler nunning Windows 2000 50
that it can connect 1o a FortiGate PPTP VPN,

Configuring a PPTP dialup connection
1 Goilo Start > Seftings > Network and Dial-up Connections.

2  Double-click Make New Connecibon to siar ihe Metwork Connection Wizard and
select Mext.

3  For Network Conneclion Type, select Connect 1o a private network through the
Internet and sebect Mext.

4  For Destination Address, enter the |P address or host name of the FortiGate unit (o
connecl 1o and select Nex,

Set Connection Availability 1o Only for mysell and select Nexi.
Select Finish,

In the Connect window, select Properties.

Select the Security lab.

Uncheck Require data encryplion.

10 Selecl OK.

B o = o Oh

Connecting to the PPTP VPN

Start the dialup connection that you configured in the prévicus procedure.
Enter your PFTP VPH User Mame and Password.

Selest Conned.

In the connect window, enter the User Name and Password that you use to connect to
your dialup network connection.

This user name and password is nol the same as your VPN user name and password.

&= LA pa

Configuring a Windows XP client for PPTP

Uise the following procedure to configure a client computer running Windows XP so
that it can connect 1o a FortiGate PPTP VPN,

Configuring a PPTP dialup connection

o 1o Start > Control Panel,

Selec] Metwork and Infernet Conneclions,

Seledd Create a Conneclion 10 the network of your workplace and sebect Mexd.
Selecd Virtual Private Network Connection and select Mext,

Mam the connection and select Nex.

L
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If the Public Network dialog box appears, choose the appropriate initial connection
and select Nex.

In the WPN Server Selection dialog, enier the IP address or host name of the
ForliGate unil to connect 10 and select Mext.

Select Finish,

Configuring the VPN connection
Right-chick the Connection icon thal you created in the previous procedure.
Select Properties > Security.

Selecl Typical to configure typical setlings.
Selecl Require data encryption.

Note: Il a RADILS server 1 used for authemicaton do not select Require data encryplon
PPTP encryplion i nod supported for RADILIS server authentication

Selecd Advanced fo configure advanced settings.

Select Seftings.

Select Challenge Handshake Authentication Protocol (CHAP),

Make sure that none of the other seflings are selected,

Select the Networking tab.

Make sure that the following options are selected:
= TCP/IP
* Q03 Packet Scheduler

Make sure that the following options are nol selected:
«  File and Printer Sharing for Microsoft Nebworks
= Chent for Microsoft Metworks

Select OK.

Connecting to the PPTP VPN

Connect 1o your [SP.

Star the WPN connection that you configured in the previous procedure,
Enter your PFTP VPN User Name and Passwond.

Select Connecl.

Im the connect window, enter the User Name and Password that you use to connect to
your dialup network connection.

This user name and password is nol the same as your VPN user name and password.

244
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Configuring L2TP

Some implementations of L2ZTP suppor elements of IPSec. These elements must be
disabled when L2TP is used with Fortlgate units,

{ =¥ MNote: LZTP WPis are only supported in MAT/Route mode.

This section describes;

=  Configunng the ForeGate unit as a LETP gateway
*  Configuring a Windows 2000 client for L2TP

=  Configuring a Windows XP client for LETP

Configuring the FortiGate unit as a LZTP gateway
Use the following procedures: (o configure the FortiGale unit as an L2TP gateway:

Adding users and user groups
To add a user for each L2TP client:
1 Go to User > Local,

2  Add and configure L2TP users,
See “Adding user names and configuring authentication® on page 204,

3  Goto User > User Group,

4 Add and configure LZTP user groups.
See "Configuring user groups” on page 209,

Enabling LZTP and specifying an address range

Go o VPN > L2TP > L2ZTP Range.

Select Enable LZTP.

Enter the Staring IP and the Ending IP for the L2TP address range.

Select the User Group thal you added in “Adding users and user groups” on
page 245,

& Select Apply to enable LZTP through the FortiGale unit.

de L By =
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Figure 30: Sample L2TP address range configuration

L2TP Range

% Enable L2TP

Startng IP: [192.168.1.200
Endng IP:  [192.168.1.201
User Group: | L2TP_users >

& Diseble L2TP

Adding a source address
Add a source address for every address in the L2TP address range.
1 GotoFirewall > Address.

2  Select the interface to which L2TP clients connect.
This can be an interface, VLAN subinterface, or zone.

3  Seclect New to add an address.,

4 Emerthe Address Name, IP Address, and NetMask for an address In the L2TP
address range.

§ Select OK to save the source address.
6  Repeat for all addresses in the L2TP address range.

s~ Note: If the L2TP address range is comprised of an entire subnet, add an address for
\_ =~ Ihis subnet. Do not add an address group.

Adding an address group
Organize the source addresses into an address group.
1 Goto Firewall > Address > Group.

2  Add a new address group to the interface to which L2TP clients connect.
This can be an interface, VLAN subinterface, or zone.
3 Enter a Group Name to dentify the address group.

The name can contain numbers (0-9), uppercase and lowercase letters (A-Z, a-2), and
the special characters - and _ Other special characters and spaces are not allowed

4 To add addresses to the address group, select an address from the Available
Addresses list and select the right arrow to add it to the Members list,
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5 Toremove addresses from the address group, selec an address from the Members
list and select the left arrow 1o remove it from the group.

Select OK 1o add the address group.

Adding a destination address
Add an address (o which L2TP users can connect.
1 Go 1o Firewall > Address.

2  Selectthe internal imerface or the DMZ interface. (Methods will differ slightly between
ForiGate models.)

3 Select New to add an address.

4  Enterthe Address Mame, IP Address, and MetMask for a single compuler or for an
enlire subnetwork on an internal interface of the local VPN peer.

5 Selest OF o save lhe source address,

Adding a firewall policy

Add a policy which specifies the source and destination addresses and sets the
service for the policy 1o the traffic ype inside the LZTP VPN lunnel.

Go 1o Firewall = Policy.

Use the policy grid io choose the policy list to which 1o add the policy (usually,
Internal - =Extemnal).

Select New to add a new policy.
Sel Source to the group that malches the L2TP address range.
Sel Destination (o the address 1o which L2TP users can connect,

Set Service 1o malch Ihe trafic ype inside the LZTP VPN lunnel.
For example, if L2ZTP users can access a web server, select HTTP.

Sel Action to ACCEPT.

Selecl NAT if address fransiation is required.

You can also configure traffic shaping, logging, and antivirus and web filter settings for
L2TP policies,
8 Select OK o save the firewall policy.

Configuring a Windows 2000 client for L2TP

Use the following procedure to configure a client computer running Windows 2000 so
ihat it can connect (o a FortiGate L2TP VPN,

O

& o & L

Configuring an L2TP dialup connection
1 Golo Start > Settings > Network and Dial-up Connections.
2  Double-click Make New Connection to start the Network Connection Wizard and

select Mext.
3 For Network Connection Type, select Connect to a private network through the
Internet and sebect Next.
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4  For Destination Address, enler the address of the ForliGate unil to conmect to and
salect Med.

Set Connection Availability 1o Only for mysell and select Nexi.
Select Finish,

In the Connect window, select Properties.

Select the Security lab.

Make sure that Require dala encryption is selected.

B o = o Oh

2 Mote: f a RADIUS server is used for authentication do not select Require data encryption
s LZTF encryplion is not supported for RADILIS server authentication

10  Select the Networking lab.

11 Set VPN server type to Layer-2 Tunneling Prodocol (L2TF).

12  Save your changes and confinue with the following procedure.

Disabling IPSec

Select the Metworking tab.

Select Internet Protocol (TCRP) properties.
Doubie-click the Advanced tab.

Go o the Options tab and select IP security properties.
Make sure that Do not use IPSEC is selected,

Select OK and close the connection properties window,

o A B Bx ka3 =

sy Note: The default Windows 2000 L2TP traffic policy does not allow L2TP traffic without IPSec
-,\"‘ encryplion. You can disable default behavior by editing the Windows 2000 Registry as
=7 described in the following steps. See the Microsaft documentation for editing the VWindows

Registry.

T Use the registry editor (regedit) o locate the following key in the regisiny:
HEEY LOCAL MACHINEYSystem'\CurrentControlSsthServices' Rasman',
Faramecers

8  Add the following registry value to this key:
Value Hame: ProchibitcipSec
Data Type: RES _DWORD
Value: 1

8  Save your changes and restart the computer for the changes Io lake effect.

You musl add the ProhibicIpSec registry value to each Windows 2000-based
endpaint computer of an LZTP or IPSec connection to prevent the automatic filter for
L2ZTP and IPSec traffic from being created. When the Prohibit IpSec regisiry value
i5 set to 1, your Windows 2000-based computer does not create the automatic filler
that uses CA authentication. Instead, it checks for a local or active directory IPSec

palicy.
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Connecting to the L2TP VPN

Starl the dialup connection that you configured in the previous procedure.
Enter your L2TP VPN User Mame and Password.

Select Connecl.

In the connect window, enter the User Name and Password hal you use 1o connect to
your dislup network connection.

This user name and password is nol the same as your VPN user name and password.

o R =

Configuring a Windows XP client for L2TP

Use the following procedure o configure a client computer running Windows XP so
that it can connect 1o a FortliGate LZTP VPN,

Configuring an L2TP VPN dialup connection

Go 1o Start > Settings.

Select Network and Intemet Conneclions.

Select Create a conneclion 1o the network of your workplace and select Mext.
Select Virtual Private Network Connection and select Mext.

Mame the connection and select Mext.

If the Public Metwork diaktog box appears, choose the appropriate initial connection
and select Next.

T Imthe VPN Server Selection dialog, enter the P address or host name of the
FortiGate unil to connect 10 and select Mexd.

8  Select Finish.

o o e L R =

Configuring the VPN connection
Right-chck the icon thal you hawe croated,
Select Properties > Security.

Select Typical to configure typical setlings.
Select Require data encryption.

L Py =R

i  Note: f a RADIUS server is used for authentication do not select Requine data encryption
e L2TP encryplion is nod supported for RADILIS server authentication,
Select Advanced o configure advanced settings.
Select Setlings.
Seledd Challenge Handshake Authentication Protocol (CHAP).
Make sure that none of the other sellings are selected.
Select the Networking tab.

o s s & Ch
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10 Make sure that the following oplions are selected:
= TCPIP
* (205 Packel Scheduler

11 Make sure that the following options are nol selected:
= File and Printer Sharing for Microsoft Networks
= Clhent for Microsofi Metworks

Disabling IPSec

Select the Networking lab.

Select Intemet Prolocol (TCPIP) properties.

Doubde-click the Advanced tab.

Go to the Options tab and select I[P secunly properties.

Make sure that Do not use IPSEC is selected.

Select OK and close the connection properties window.

Note: The default Windows XP L2TF traffic policy does nol allaw L2TP trafe without IPSec

enciyption. You can disable default behavior by editing the Windows XP Registry as descnbad
in the fallowing steps. See the Microsolt docurmentation for editing the Windows Regstry,

P
'-4-:.{' L - T T

Use the registry edior (regedit) 1o locate the following key in the registry:

HEEY LOCAL MACHINESSystem\CurrentControlSetServicea‘\Rasmanh,
Parameters

B Add the following registry value to this key:

Value Name: ProhibicIpSec
Data Type: REG_DWORD
Value: 1

9  Save your changes and restarl the computer for the changes to lake effect.

You musl add the Prohiblic IpSec regisiry valuse ta each Windows XP-based

endpoint computer of an LZTP or IPSec connection to prevent the automatic filler for
L2TP and IPSec fraffic from being created. When the Prahibit IpSas regisiry value
is Sl 1o 1, your Windows XP-based computer doas not create the autamalic filer that
uses CA authentication. Instead, i checks (or a lecal or active direclory IPSed policy.

Connecting to the L2TP VPN

Connect 1o your ISP

Start the VPN connection that you configured in the previous procedure.
Enter your L2ZTP VPN User Mame and Password.

Selest Conned.

In the connect window, enter the User Name and Password that you use 1o connect to
your dialup network connection.

This user name and password is not the same as your VPN user name and password.

A Ee L P =
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FortiGate-3600 Installation and Configuration Guide Version 2.50 MR2

Network Intrusion Detection System
(NIDS)

The FortiGate NIDS is a real-time network intrusion detection sensor that uses attack
signature definitions to both detect and prevent a wide variety of suspicious network
traffic and direct network-based attacks. Also, whenever an attack occurs, the
FortiGate NIDS can record the event in a log plus send an alent email to the system
administralor.

This chapter describes:
» Detecting attacks

* Preventing attacks
+ Logging attacks

Detecting attacks

The NIDS Detection module detects a wide variety of suspicious network traffic and
network-based attacks. Use the following procedures to configure the general NIDS
settings and the NIDS Detection module Signature List.

For the general NIDS settings, you need to select which interfaces will be monitored
for network-based attacks. You also need to decide whether to enable checksum
verification. Checksum verification lests the integrity of packets received at the
monitored interface(s)

This section describes:

» Selecting the interfaces to monitor

« Disabling the NIDS

« Configuring checksum verification

*  Viewing the signature list

*  Viewing aftack descriptions

« Enabling and disabling NIDS attack signatures
* Adding user-defined signatures

Selecting the interfaces to monitor
1 Go to NIDS > Detection > General.
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2  Select the iInerdaces to monilor for network attacks.
You can select up to 4 interfaces and VLAN subinterfaces.

3 Select Apply.

Disabling the NIDS
1 Golo NIDS > Detection > General.
2  Deseled all monitored interfaces.
3 Select Apply.

Configuring checksum verification

Checksum verification tests files passing through the ForliGate unil to make sure that
ihey have nol been changed in transil. The MIDS can run checksum verification on IP,
TCP, UDP, and ICMP traffic. For maximum delection, you can lum on checksuem
verification for all lypes of raffic. However, if the FortiGate unit does not need 10 run
checksum verfication, you can tum it off for some or all types of traffic o improve
system performance. For example, you might not need to run checksum vernification if
your FortiGate unil is installed behind a router that also does checksum venfication.

1 Golo NIDS > Detection > General.
2  Check the type of traffic on which to run Checksum Verifications.
3  Select Apply.

Fhgure 31: Example NIDS detection configuration
General k's; Attack List

Maonitared Interface: ' none

£ nternal © external © poml © port2
Cportd € pos " ports/ha
Checksum Yerifications: F e L 1o F uce I [
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Viewing the signature list

To display the current list of NIDS signature groups and to view the members of a
signaiure group:

1 G0 1o NIDS > Detaction > Signature List,

2 View the names and action statlus of the signalure groups in the lisl.
The MIDE delects attacks listed in all the signature groups that are checked in the
Modify or Details column,

&*  Note: The user-defined signature group is the last Rem in the signature list. Ses “Adding user-
W -w  defined signatures” on page 254.

3  Select View Details %m display the members of a signalure group.
The Signature Group Members list displays the altack 1D, Rule Mame, and Revision
numbser for each group member.,

Viewing attack descriptions

Forinet provides online information for all NIDS attacks. To view the FordiResponse
Aftack Analysis web page for an attack listed on the signature list:
o fo MIDS = Detection > Signature List.

2 Select View Details T to display the members of a signature group.
Select a signature and copy s altack 1D,

3  Open aweb browser and enter this URL:
http: / /www . fortinet .com/ida/ID<atback-ID>
Remember to include the attack (D,
For examphe, 1o view the Fortinel Atlack Analysis wab page for the ssh CRC3Z
everflow /bin/sh attack (ID 101648338), use the following URL:
hebp: / fwww . fortinet . com/ids/ID101646338

sy Note: Each attack log message incledes a URL that links directly to the ForiResponse Altack

-_{’t‘ _ Analysis web page for that attack. This URL is available from the Attack Lag messages and

Alert email messages. For information about log message content and formats, and about log
locations, see the Logaimg Configuration and Refemance Guide. To log attack messages, see
“Logging abtacks”™ on page 258,

Figure 32: Example signature group members list

10 ot P Rev

101646337  gobibles 554 explo® sttempt 16
1016458338  ssh CRC3IZ overfiow fhinjsh 16
{ 101645330  szh CRC 32 overflow NOOP 16
101648340 sxh CRC X2 overflow 18
101646341  wB6G bnuy samba overfiow 16
101646352 Lalars 86 nlps overlow abtsmpt 16
{ 101645343 nips =86 solans ovarfiow 16
1016456344  LPRng overllaw 16
101644345 radhat 7.0 lprd owerfigw 16
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Enabling and disabling NIDS attack signatures

By defaull, all MIDS attack signalures are enabled. You can use the NIDS signalure
list 1o disable detection of some altacks. Disabling unnecessary NIDS atlack
signalures can improve system performance and reduce the number of 1DS log
messages and aker emalls that the NIDS generates. For example, the NIDS delecis a
large number of web server attacks. If you do nol provide access 1o a web server
behind your firewall, you méght want 1o disable all web server attack signatures.

Nete: To save your NIDS attack signature settings, Fortinet recommends that you back up your
A FaortiGate configuration befara you update the firmrearns and restors the saved configuratssn
S afterthe update.

To disable NIDS allack signalures:
1 Golo NIDS > Detection > Signature List.

2  Scroll down the signature list to find the signalure group to disable.

Attack ID numbers and rule names in altack log messages and alen email match
those in the signature group members lisL You can scroll through a signature group
members sl to locale specific altack signatures by 1D number and name.

3  Uncheck the Enable check box.
4 Selecl OK.

5 FRepeat steps 2 1o 4 for each NIDS atlack signature group that you want (o disabe.
Select Check All L%u enable all MIDS attack signature groups in the signatune sl
I

Select Uncheck Al o disable all MIDS altack signature groups in the signalure
list.

Adding user-defined signatures

You can create a user-defined signature Est in a texd file and upload it from the
management computer to the FortiGate unit.

w*  Mote: You cannot upload individual signatures. You must upload the complete texdt file, The file
WJon.  can contain one of mone signatures

For information about how 10 wrile user-defined signatures, see the FortiGate MIDS
Guide.

1 Goio NIDS > Detection > User Defined Signature List.

2  Select Upload.

ZE Caution: Uploading the user-defined signature list will overarite the existing Ffile

3  Type the path and filename of the text file for the user-defined signature list or select
Browse and locate the file.

4  Select OK to upload the text file for the user-defined signature list.
§  Select Return to display the uploaded user-defined signature list.
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Figure 33: Example user-defined signature list

General "%j Sigaatere List "3. User Defined Signatare List

SREIINATS TFTP GET Adminudl 1
113370458 Posaible 5YN FIN scan 1
1153370456 CGl-PHF aooess 1

Downloading the user-defined signature list

You can back up the user-defined signature list by downloading i to a text file on the
management computer.

= Note: You cannod download ndridual signatures. You must download the complele e file
% o=  The file can contain one or more signatures.

Go to NIDS > Detection > User Defined Signature List,
2  Select Download,

The FortiGate unit downloads the user-defined signature list 1o a text file on the
management computer, You can specify a location (o which to download the text file
as well as a name for the fext file,

Preventing attacks

NIDS attack prevention profects the FortiGate unit and the networks connedied 1o i
from commeon TCP, ICMP, UDP, and IP attacks. You can enable the NIDS attack
prevention to prevent a set of default attacks with default threshald values. You can
also enable and sef the threshold values for individueal attack signatures,

i Nete: After the FortiGate unft reboots, the NIDS attack prevention and synfiood prevention are
ho=  ahvays disabled.

«  Enabling MIDS attack presention

= Enabling NIDS altack prevention signatures
= Setting signature threshold values

= Configuring synfiood signature values
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Enabling NIDS attack prevention
1 Goto NIDS > Prevention.
2  Select Enable in the top left comer.

Enabling NIDS attack prevention signatures

The NIDS Prevention module contains signatures that are designed to protect your
network against attacks. Some signatures are enabled by default. others must be
enabled. For a complete list of NIDS Prevention signalures and descriptions, see the
FortiGate NIDS Guide.

1  Goto NIDS > Prevention.
2  Check the box in the Enable column beside each signature that you want to enable,

3 Select Check All {3 to enable all signatures in the NIDS attack prevention signature
list,

4  Select Uncheck All ([ ] to disable all signatures in the NIDS attack prevention
signature list,

§ Select Reset to Default Values ‘33 to enable only the default NIDS attack prevention
signatures and return to the default threshold values.

Figure 34: Example NIDS attack prevention signature list entries

Proveotion

|’ Enabie Prevenaon _ £ . %00 - =
synfiood syn flood attack . Tee =] s
porscan POIT SCa AtTack : ce w =
synfrag sy0 fragment attack e 3
synfin syn with fin attack i TCR g
noflag “tep with no flag attack Tep ™
finnoack fin without ack attack TCcP =
‘gresession source session lime i TCP r o~
winmnke winnuke attack LoTCP ~
Nand tep land attack . TCP o
ftpovfl ftp buffer overflow attack ¢ TCP r “
- smEpovn _SMD buster overtiow attack  TCP r "
pop3oei PORS DUfer OreiNow MEack Tce ~ w
Ll wwvabd url sttack TCH ¥
- udpfiood udp flood attack uDD - w5
wdpland udp land attack uoP ~
| LAPSITSESSION LoD SOWrce Session hret i Upp e =
icmpflond iomp flood attack 1cmp = *
icmpfrag e fragmant atack i 1cmp i
icrmpdeath Ring of daath attack Icmp r
jermplarge large semp packet attack N T 12 » ~
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Setting signature threshold values

You can change the defaull threshold values for the NIDS Prevention signalures lsled
in Table 7. The threshold depends on the type of attack. For flooding attacks, the
threshold is the maximum number of packels recelved per second. For overflow
attacks, the threshold is the buffer size for the command. For large ICMP attacks, the
threshold is the ICMP packel size limdl 1o pass through.

For example, setting the icmplood signature threshold 1o 500 will allow 500 echo
requests from a source address, o which the system sends echo replies. If the
number of requests is 501 or higher, the FortiGate unit will block the atlacker to
eliminate disruplion of system operations.

If you enter a threshold vabue of 0 or a number out of the allowable range, the
ForiiGate unit uses the defaull value.

Table T: MIDS Prevention signatures with threshold values

Signature Threshold value units Default Minirmum | Maxirmum
abbreviation threshald | threshald | threshold
vl Wl vl

synflood Mecdmum numiber of SYM segments | 200 30 3000
recehved per second

podtoean Menamurm nuriber of SYMN segmeants 128 10 258
received per second

SrCSEssion Total numier of TCP sessions inikated | 2048 128 10240
frorm the same source

fipawfl Masamum bufler size for an FTP 258 128 1024
cormmand (bybes)

srtpovl] Maxemurm buffer size for an SMTP 512 128 1024
cormmand (bybes)

poplovi Masmiurn buler sze for a POP3 512 128 1024
cormmand (bybes)

udpfiosd Maxemiurm nurber of UDP packets 2048 512 102400
el from the Same Source or Sen
o the same destinalon per Secsnd

udpgresession | Tolal number of LIDP sessions indiated | 1024 212 102400
frorm the Sarme Souroe

empflond Banamum numiser of LIDP packets 256 128 102400
recehved from the same source of den
1o the sama deslination per Second

ierrgarcsession | Total number of ICMP sess0as 128 & 2048
indiated from the same Source

empaweap Maimurmn nurmber of ICMP packets 2 16 2048
recadd from the Same Sourcs ped
secand

icrplange Maamum ICMP packet size (byles) 2000 1024 G4000

Ta set Prevention signature ihreshold values:
1 Go 1o MIDS > Prevention,

2 Select Modity _’E__, beside the signalure for which you wanl to el the Threshaold value.
Sgnatures that do not have threshold values do mol have Modify _{._‘ IS,
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fMatwork Infrusion Dateclion Syslem (NIDS)

3
4
]

Type the Threshold value,
Select the Enable check box.
Select OK.

Configuring synflood signature values

M R e L R =

For synflood signatures, you can set the threshold, queue size, and keep alive values,

Value Description Minimum Maximum Defauli
value value value
Threshokd Mumber of SN requests sent fo a 30 3000 200

dastination hast of sarver par second. Iftha
S%H reguests are being sent to all pords on
the destnation, as opposed to just one port,
thia threshobd quadruples (4 ¥).

Cueve Size Maomum number of proxed connections 10 10240 1024
that the ForliGate unit handles. Tha
FortiGate uni discards additional prosy

reqquests

Timsout Mumber of seconds for the SYM cookiato 3 &0 15
keep a proxied connection alive. This value
Eimits the size of the proxy connection tabla

Go o NIDS > Prevention.

Select Modify 25, for the synflood signature.
Type the Threshold value,

Type the Queue Size.

Type the Timeout value.

Select the Enable check box.
ARernatively, setect the synflood Enable check box in the Prevention sigraturne sl

Selec QK.

Logging attacks

Whenever the NIDS delects or prevents an attack, it generales an attack message,
You can configure the system to add the message to the attack log.

= Logging allack messages to the attack log
- Reducing the number of NIDS attack log and email messages

Logging attack messages to the attack log

3 Ry =B

Use the following procedure to log attack messages to the allack log.
Go to Log&Report > Log Setting.

Selec Config Palicy for the log locations you have se,

Selec] Altack Log.

Seled Allack Defection and Attlack Prevention,

258
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e

e

Select OK.

Note: Fer information about log message content and formats, and about log locations, see the
Logging Configuration and Referance Guide.

Reducing the number of NIDS attack log and email messages

Intrusion aftempis may generate an excessive number of atlack messages. To help
you distinguish real wamings from false alarms, the FortiGate unil provides methods
to reduce the number of unnecessary messages, Based on the frequency that
messages are generated, the ForiGate unit will automatically delete duplicales. If you
determine that you are still receiving an excessive number of unnecessary messages,
you can manually disable message generation for signature groups.,

Automatic message reduction

The content of the altack log and alert email messages that the NIDS produces
includes the |0 number and name of the attack that generaled the message. The
attack |D number and name in the message are identical to the [D number and rule
name that appear on the NIDS Signature Group Members list.

The FortiGate unil uses an alert email queue in which each new message is
compared with the previous messages. If the new message is not a duplicate, the
FortiGate unil sends il immediately and puls a copy in the queue, If the new message
is a duplicale, ihe ForiGale unit deletes it and increases an internal counter for the
number of message copies in the queue,

The FortiGate unil holds duplicate alert email messages for 60 seconds. If a duplicate
message has been in the quewe for more than &0 seconds, the ForiGate unit deletes
ihe message and increases the copy number. If the copy number is greater than 1, the
FortiGate unit sends a summary emall that inchedes “Repeated x times” in the subjec
header, the statemanl “The following email has been repealed x imes in the last y
seconds”, and the ariginal message.

Manual message reduction

If you want to reduce the number of aleris that the NIDS generales, you Can review
the content of altack log messages and alert email. I a large number of the alers are
nuisance alerts (for example, web altacks when you are not running a web server),
you can disable the signature group for thal attack type. Use the ID number in the
attack log or alerd email 1o locate the aliack in the signature group list. See "Enabling
and disabling MIDS altack signalures” on page 254.
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Antivirus protection

Antivirus protection is enabled in firewall policies. When you enable antivirus
protection for a firewall policy, you select a content profile that controls how the
antivirus protection behaves. Content profiles control the type of traffic protected
(HTTP, FTP, IMAP, POP3, SMTP), the type of antivirus protection and the treatment of
fragmented email and oversized files or email.

This chapter describes:

* General configuration steps

* Antivirus scanning

» File blocking

*  Quarantine

» Bilocking oversized files and emails

*  Exempting fragmented email from blocking
*  Viewing the virus list

General configuration steps

Configuring antivirus protection involves the following general steps.

1 Select antivirus protection options in a new or existing content profile. See “Adding a
content profile® on page 199,

2  Sciect the Anti-Virus & Web filter option in firewall policies that allow web (HTTP),
FTP, and email (IMAP, POP3, and SMTP) connections through the FortiGate unit.
Select a content profile that provides the antivirus protection oplions that you want to
apply to a policy. See "Adding a content profile to a policy” on page 200.

3  Configure antivirus protection seltings to control how the FortiGate unit applies
antivirus protection to the web, FTP, and email traffic allowed by policies. See:

* “Antivirus scanning” on page 262,

“File blocking” on page 263,

*  “Blocking oversized files and emails” on page 267,

“Exempting fragmented email from blocking™ on page 268.

4 Configure file quarantine settings to control the quarantining of infected or blocked
files by fraffic type, age, and fie size. See "Configuring quarantine options” on
page 267.
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5 Configure the messages thal users receive when the FortiGate unil blocks or deletes
an infected file. See "Replacement messages” on page 164,

6 Configure the ForliGate unit to send an alert emall when it blocks or deleles an
infected file. See “Configuring aker email” in the Logging and Message Reference
Guide.

o MNote: To recelve virus log messages, see “Configuring I:_lggmg'. and for information about log
fas, message content and format, see "Virus log messeges” in the Logging Confguwradion and
ST Refersnce Guide

Antivirus scanning

Wirus scanning intercepls most files {including fles compressed with up 1o 12 layers of
COmMpression using zip, rar, gzip, tar, upx, and OLE) in the conlent streams for which
antivirus prodection has been enabled. Each file is tesled to determine the file type and
Lo determine the most effective method of scanning the file for viruses. For example,
binary files are scanned using binary vinus scanning and Microsofl Office files
containing macros are scanned for macro Wruses.

ForliGate virus scanning does not scan the following file lypes:
= odimage

+  floppy image

* .ace

= .bzip2

+  Tar+Gzip+Brip2

If & file i found to contain a virus, the FortiGate unit removes the file from the content
siream and replaces it with a replacement message.

If your ForkGate unit includes a hard disk and if quarantine is enabled for mfected files
for the matching traffic prolocol, ihe FortiGate unil adds the file to the quarantine list.

To scan FortiGate firewall traffic for viruses

1  Select antivirus scanning in a content profile.
See “Adding a content profile” on page 198,
Optionally sefect Quaranting in this content profile.

Add this content profile to firewall policies (o apply vinus scanning 1o the traffic
controfied by the firewall policy.
See “Adding a content profile to a policy” on page 200.

4  Configure file quaranting setlings 10 control the quarantining of nfected files. See
“Configuring quaranting oplions™ on page 267,
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Figure 35: Example content profile for virus scanning
Content Profile \

Profile Nome: | Virus scanning

Options HTTP Fie IMAP POP3 SMTP

Ant Virus Scan ~ W ~ v v
File Block r r r r r
Web URL Block T

- Web Content Block |

Web Script Filter r

- Web Exempt Lict L

“Emall Black List 3 r

Emall Exempt List R K

~Email Content Block I i

Oversized File /Emall :b!od ;blodz ;Nod: -;blod: ‘(;uock

: pass pass pass pass pass
Pass Fragmented Emalls L r R

1 OK | | concet |

File blocking

Enable file blocking to remove all files that pose a potential threat and 10 provide the
best protection from active computer virus attacks. Blocking files is the only protection
available from a virus that is so new that antivirus scanning cannot detect it. You
would not normally run the FortiGate unit with blecking enabled. However, itis
available for extremely high-risk situations in which there is no other way o prevent
viruses from entering your network.

On a FortiGate unit with a hard disk, if quarantining is enabled for blocked files for the
matching trafiic protocol, the FortiGate unit adds the file to the quarantine list,

File blocking deletes all files that match a list of enabled file patterns. The FortiGate
uni replaces the file with an alert message that is forwarded to the user. The
FortiGate unit also writes a message to the virus log and sends an alert email if itis
configured to do so.

~s~  Note: If both blocking and scanning are enabled, the FortiGate unit blocks files that
\_-~ match enabled file patterns and does not scan these files for viruses.
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By default, when blocking is enabled, the FortiGate unil blocks the following file
pattems:

= executable files (*.bat, *.com, and *.exg)

= compressed or archive files (*.gz, "rar, "lar, *.1gz, and ".zip}

= dynamic link libraries {*.dif)

= HTML application (*.hta)

= Microsoft Office files (*.doc, *.ppt, ".xI7)

= Microsoft Works files {*.wps)

= Visual Basic files (*.vb?)

= secreen saver files (*.sor)

Blocking files in firewall traffic

Uise content profiles to apply file blocking to HTTP, FTPE, POP3, IMAF, and SMTP
traffic controlled by firewall policies.

Seled file blocking in a content profile.

See "Adding a content profile” on page 199.

Add this content profile to firewall policies to apply content blocking to the traffic
controlled by the firewall policy.

See “Adding a content profile 1o a policy” on page 200.

Adding file patterns to block

1
2
3

Go o Anti-Virus = File Block.
Select New.,

Type the new pattern in the File Pattern fiekd.

You can use an astersk (*) 1o represent any characters and a question mark (7) 1o
represent any single characler. For example, + . dot blocks Microsoft Word lemplate
files and *.do? béocks both Microsoft Word template files and document files.

Select the check box beside the fraffic protocols for which you want 1o enable blocking
of this file patiern.

Selec] OK.

Quarantine
FoneGate with hard disks can be configured 10 quaranting blocked or infecled files.
The l:}LI-.HI'HI'I‘liI‘IEd filss are remaved from the cantent stream and stared on the
FortiGate hard desk, Users recéimnad a message inlm‘ni&g therm that the removed file
hawe been quamntinaﬁ.
264 Fortinet Ine
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On the ForiGate, the names of quarantined files are displayed on the quarantine st
The ksl displays slalus, duplication, and age information for each quarantined file. You
can sorl and filter this list based on this critera. From the st you can also delete or
download files.

= Quarantining infected files

= Quarantining blocked files

= \iewing the quarantine list

= Soning the quarantine list

+  Filenng the quarantine list

= Deleting files from quaranting
= Downloading quarantined files
= Configunng quarantine options

Quarantining infected files

Use content profiles to quaranting infecied files found in HTTR, FTP, POP3, IMAR, and
SMTP traffic controlied by firewall policies.

1 Goio Anti-Virus > Quarantine > Quarantine Config.
2  Select the Content protocols for which to quarantine infected files.

3 Select antivirus scanning In a content profile.
See “Adding a content profile” on page 199,

4  Select Quaranting to save 1o the quarantine any files that are found to be infected with
a virus,

§  Add this conlenl profile to firewall policies to gquaranting infected files found in the
traffic controlled by the firewall policy.

See “Adding a comtent profile 1o a policy™ on page 200.

Quarantining blocked files

Usze content profibes 1o quaraniing blocked files found in POP3, IMAP, and SMTP
raffic controlled by firewall policies.

G0 1o Anti-Virus > Quaranting > Quarantine Config.
Select the Content protocals for which to quarantine blocked files.

To quarantine blocked files, select file block in a content profile,
See "Adding a content profile” on page 199,

Seledt Quarantng 1o save (o the quaranime any files that are blacked.

Ackd this content profite to firewall policies,
See “Adding a content profile 1o a policy” on page 200.

Viewing the quarantine list

1 Go lo Anti-Virus > Quarantine,
The quarantine list provides the following information.
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Flle Mame The precessed filanarme of the file that was uamnummaued
filename has all white space removed. As a file is quarantined, it is 32-bit
checksummed and stored an the FortiGate hard disk with the foliswing
naming convention <3t CRC> <processad fleaname=
For example, & file named Over Size exe is stored as
e 15542 oversize exe.

Date Quarantined The date and time the Nle was quarantined, in the format d ¥y
hhvrm. This valuee indicates the tims that the first file was guarantned il the
duphcate count intréases

Sarvice H:Til?m from which the file was gquarantined (HTTE FTR, IMARE, POP3,
H
Status A polor-coded status indicator

= Red. File is nfected

= Yellow, File caught by heurstics

= Green; File blocked by black pattern
= Blue: File s over size limit

Fortinet recomimeands that you send yellow-status fles to the FofiResponse
Center as thesa files could contain 8 new winus of a variant of a known

wirUs

Status Epecihic information related to the status, for example, the 'File is infectad

Deseription with “W32/Klez. h™ or “File was stopped by fle block pattem”

oc Duplicate count. A count of how many duplicate files were discovered
during ?amnuna. A rapidly increasing number can indicate a virus
outbreak

TTL Time 1o e in the format hb: e, When the TTL elapses, the FonliGate unit

aulomatically deletes the file In the case of dupli files, each dupscate
found refreshes the TTL

Modify You can delele of downicad the e When you downioad a file, it is
downloaded in its original fermat

- Note: in the case of duplicate files, all fields relate to the originally quarantined file except TTL,
o which is refreshed with every new instance of a ghwen fle. Duplicate files (based on checksum)
ST are never stored, but an imermal counter for each file records the number of duplicates
encountered
Sorting the quarantine list

You can sodt the quaranting list acconding 1o status (infected or blocked), senvice
{IMAP, POP3, SMTP, FTP, or HTTF), alphabetically by file name, by date quarantined,

by time o live (TTL), or by duplicate count.
1 Go o Anti-Virus > Quarantine.

2 Tosor the quarantine list, select a ealumn heading in the Sort by lisi
3 Seled Apply.

Filtering the quarantine list
You can filter the quarantine list to:
+  Display only blocked files
+  Display only infected files

#= Display blacked and infected files found only in IMAR, PCP3, SMTPE, FTP, ar HTTP
trafiic
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Deleting files from quarantine
1 Golo Anti-Vinus > Quarantineg.
2  Select Delete ﬁl o remove a guarantined file from the lisl.

Downloading gquarantined files
1 Go o Anti-Virus > Quarantine.
2  Select Download F_—__"'- to download a quarantined file in its original format.

Configuring quarantine options

You can specify whether the FortiGate unit quarantines infected files, bocked files, or
both in web, FTP, and email traffic. You can also set the file age limdl, the masimaum file
size, and the method for handling additional files when the FortiGate hard disk is too
low.

1 Golo Anti-Virus > Quarantine > Quarantine Config.

2  For each traffic protocol, select the applicable Quarantine Infected Files and
Quarantine Blocked Files check boxes.
The Forizate unil quarantings infected and blocked files for the selected traffic.

A Note: The Quarantine Blocked Files option i nol available for HTTP or FTP because
\= . afilename is blocked al request time and the file is not downloaded to the ForiGate
Limit.

3  Typethe Age Lim#l (TTL) in hours to specify how long files are left in quaranting.
The maximum number of hours 5 480. The ForliGate unit automatically debetes a file
when the TTL reaches 00:00.

4  Type lhe maximum file size in MB to quarantine. The FortiGate unil keeps any existing
qmmnmm files over the limit. The FortiGate unit does not quaran{:n& any mw files
larger than this value. The file size range is 1-498 MBytes. Enter 0 for unlimited file
size.

5 Selecta Low Disk Space oplion lo specify the method for handling additional files
when the FortiGate hard disk is too low.

You can select overwrite oldest file or drop new quaranting files.
6  Select Apply.

Blocking oversized files and emails

You can configure the ForfiGate unit (o buffer 1 to 15 percent of available memory 1o
store oversized files and email. The FortiGate wunil then blocks a file or email that
exceads this imit mstead of bypassing antiverus scanning and sending the file or amail
directly 1o the senmer or recaivar. The FodiGate unil sends a replacemeant message for
an oversized file or email attachment to the HTTP or email proxy chent.

Configuring limits for oversized files and email
1 Golo Anti-Virus > Config > Config.
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2  Typethe size imil in MB.
3 Select Apply.

Exempting fragmented email from blocking

A fragmented email is a large email message thal has been split into smaller
messages that are senl individually and recombined when they are recelved. By
default when antivirus prolection is enabled, the FortiGate unil blocks fragmented
emails and replaces them with an email block message that is forwarded 1o the
receiver. 1 is recommended that you disable the fragmenting of emall messages in the
client email software,

To exempt fragmented emails from automatic antivirus blocking, you can enable Pass
Fragmented Emaill for the email content protocols (IMAP, POP3, and SMTP).

Caution: The FortiGate undl cannot scan fragmented amails Tor vineses oF usé Nile patbenn
£ E y  blocking to remeve files from these email messages

Configure the ForliGate unit 1o pass fragmented emails by doing the following:

1  Enable Pass Fragmenied Emails for IMAR, POP3, and SMTP traffic in a contem
profile,

2 Select Anti-Virus & Web filter in a firewall policy. For example, to pass fragmented
emails thal intemal users send to the external network, select an inlemnal to exiernal

pelicy.
3  Select a conlent profile that has Pass Fragmented Emails enabled for the iraffic that
you want the FordiGate unit 1o scan,

Viewing the virus list

Use the following procedure o view the names of the viruses and worms in the
current virus definition list:
1 Todisplay the virus list, go to Anti-Virus > Config > Virus List.

2  Scroll through the vinus and worm list 1o view the names of all viruses and wonms in
the list.
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Web filtering

Web filtering is enabled in firewall policies. When you enable Anti-Virus & Web filter in
a firewall policy, you s2lect a content profile that controls how web filtering behaves for
HTTP traffic. Content profiles control the following types of content filtering:

= blocking unwanted URLs,

* blocking unwanied content,

* removing scrpts from web pages,

« exempting of URLs from blocking.

You can also use the Cerberian URL blocking to block unwanted URLs. For more
Information, see “Using the Cerberian web filter” on page 274.

This chapter descrbes:

« General configuration steps

» Content biocking

» URL blocking

* Using the Cerberian web fiter
»  Script filtering

* Exempt URL list

General configuration steps

Configuring web fillering involves the following general steps:

1 Select web filtering options in a new or existing content profile. See *Adding a content
profile® on page 193.

2  Selecl the Anli-Virus & Web fiter option in frewall policies that allow HTTP
connections through the FortiGate unil,
» Select a content profie that provides the web filtening options that you want to

apply to a policy. See “Adding a content profile to a policy”™ on page 200.

3 Configure web fitering settings to control how the FortiGate unit applies web fillering
to the HTTP traffic allowed by policies. See
* "URL blocking" on page 271,

“Using the Cerberian web filter” on page 274,

“Content blocking” on page 270,

“Script fitering® on page 276,

“Exempt URL list® on page 277.
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4  Configure the messages thal users receive when the FortiGale unit blocks unwanted
content or unwanted URLs. See "Replacement messages” on page 164,

5 Configure the ForliGate unit to send an alert emall when it blocks or deleles an
infected file. See “Configuring aler email® in the Logging Confguration and Reference
e,
s Nete: To receha web filtering log rmessages, see “Configuring logging®, and for infarmation
s about log message conent and format, see “Web filering kog messages” in the Loggng
T Confguralion and Reference Gulde

Content blocking

When the ForiiGate unit blocks a web page, the user who requested the blocked page
receives a bhock message and the ForliGate unil writes a message to the web filtering

log.

You can add banned words to the list in many languages using Westemn, Simplified
Chinese, Traditional Chinese, Japanese, or Korean character sels.

Adding words and phrases to the banned word list
1 Golo Web Filter > Content Block.
2  Select New to add a wond or phrase 1o the banned word lisL

3  Choose a language or character set for the banned word or phrase.
You can choose Western, Chinese Simplified, Chinese Traditional, Japanese, or
Kaorean.

Your computer and web browser must be configured 1o enter characlers in the
characier set that you choose.

4 Type a banned word or phrase.

If you type a single word (for example, banned), the FortiGatle unit blocks all web
pages that contain that word.

If you type a phrase {for example, banned phrase), the FortiGate unit blocks web
pages that contain both words. When this phrase appears on the banned word list, the
ForiGate unil insers plus signs (+) in place of spaces {for example,
bannedsphraae),

If you type a phrase in quotes (for exampde, "banned word®), the FortiGate unit
blecks all web pages in which the words are found logether as a phrase.

Content fillering & nol case-sensitive. You cannet include special characters in
banned words.

5 Selec] OK.
The word or phrase is added to the banned word list.

& Inthe Modify colurmn, check the box beside the new item in the banned word list so
that the ForiGate unil blocks web pages containing this word or phrase.

You ean enter multiple banned words or phrases and then select Check All [34 to
activate all items in the banned word kS

£ Note: Banned Word must be selected in the content profile for web pages containing banned
\;_..  words to be biocked.
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Figuee 36: Example banned word list

Content Block

o)
barnads+phrases 1 T & W
“banned phease 2° - =]
[ New |

URL blocking
Yau can block the unwanted web URLS using both the ForiGate web filer and the
Cerberian web fifler,

= Using the FortiGate web filter
*  Usimg the Cerberian web filter

Using the FortiGate web filter

You can configure the FortiGate unit to Block all pages on a website by adding the top-
level URL or IP address. You can also block individual pages on a websie by
inchuding the full path and fename of the web page to block.,

This section describes;
= Adding URLS or URL pattems to the block lisi
= Clearing the URL block list

+  Downloading the URL block fist
«  Uploading a URL block list

Adding URLs or URL patterns to the block list
1  Gofo Web Filter > URL Block.
2  Select New to add an item to the URL block list
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Web filtering

Type the URL/Pattern to block.

Type a top-level URL or IP address to block access to all pages cn a website, For
example, www.badsite.comOf 122.133,144.155 blocks access to all pages at
this website.

Type a top-level URL followed by the path and filename to block access to a single
page on a website. For example, www,badsite,com/news, html or
122.133.144.15%/news, html blocks the news page on this website.

To biock all pages with a URL that ends with badsite.com, add badsite.com10
the block list. For example, adding badsite.com blocks access to
www.badsite.com, mail.badsite.com www. finance.badsite.com, and SO
on.

Note: Do not include http: // in the URL 1o block. Do not use an asterisk (*) to
represent any characters. You can type a top-level domain suffix (for example, "com’
without the leading period) to block access to all URLs with this suffoc.

Note: URL blocking does not block access to other services that users can access with a web
browser. For example, URL blocking does not block access to frp: //frp . badsite.con
Instead, you can use firewall policies to deny FTP connections.

Select Enable to block the URL/Pattem.

Select OK to add the URL/Pattern to the URL block list.

You can enter multiple URLs and pattems and then select Check All ([ to enabie all
tems in the URL block list,

Each page of the URL block list displays 100 URLSs.
Use Page Up 23 and Page Down [ #) 1o navigate through the URL block list.

Note: You must select the Web URL Block option in the content profile to enable the URL
blecking

Figure 37: Example URL block list
URL Block

P Enable UL Block &
BURE gePattarn-
www.badsite com

| 1232.76.41 22/news htm!
| www timew aste,com/products. hom!

|

Clearing the URL block list
Go to Web Filter > URL Block.

Select Clear URL Block List Y] to remove all URLS and patterns from the URL block
list
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URL blocking

L I

Downloading the URL block list

You can back up the URL block list by downloading i to a tex file on the management
COMpuUter.
Go 1o Web Filter > URL Block.

Select Download URL Block List g

The ForliGate unit downloads the list 1o a text file on the management computer. You
can specify a location to which 1o download the tex file as well as a name for the text
file.

Uploading a URL block list

You can creatle a URL block list in a text edilor and then upload the text file o the
ForkGate unit. Add one URL or pattern to each line of the text file. You can follow the
item withi a space and then a 1 to enable or a zero (0) to disable the URL. If you do not
add this information to the text file, the ForiSate unit automatically enables all URLs
and pattemns that are followed with a 1 or no number when you upload the text file.

Figure 38: Example URL block st text file

wew . badsite.com/index 1
www  badsite . com/products 1
182.63.44.6T/index 1

You can either create the URL block list yoursalf or add a URL list created by a
third-party URL block or blacklist service. For example, you can download the
squidGuard blacklists available at http:iiwww.squidguard org/blacklist/ as a starting
point for creating your own URL block list, Three times per week, the squidGuard
robot searches the web for new URLs 1o add (o the blacklists, You can upload the
squidGuard blacklists fo the FortiGate unit as a texd file, with only minimal editing to
remove comments at the top of each list and to combine the lists that you want inlo a
single file.

Mote: All changes made to the URL bleck list using the weab-based manager are kost when you

upload a mew list. Howewver, you can download your currant LRL block list, add more tems to it
using a text aditos, and then uplead the edited list to the FortiGate unit

In & text editor, creale the list of URLs and pattemns to block.
Using the web-based manager, go io Web Filter > URL Block.
Seledt Upload URL Block List E.!:

Type the path and filename of your URL block list text file, or select Browse and locate
the file.

Select OK o upload the file 1o the FortiGate unit,

Select Return to display the updated URL block fist,
Each page of the URL block list displays 100 URLs.

Use Page Down (43 and Page Up (#3 1o navigate through the URL block Est,

You can continue to maintain the URL block list by making changes to the text file and
uploading it again,
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Using the Cerberian web filter

The FortiGate unil suppors Cerberian web filtering. For information about Cerberian
web filter, see www.Ccerbenian_com.

MNete: If you are cperating FertiGate units in actve-passive HA mode, each FortiEate unitin the
cluster must hawve s own Cerberian license Cerberian web fittering is not supported for
ST aetve-active HA For information about HA see, “High availlabilty” on page T3,

e

If you have purchased the Cerbenan web filtenng funclionally with your FortiGate
unit, use the following configuration procedures 1o configure ForiGate support for
Cerberian web filtering.

General configuration steps
To use the Cerberan web filter, you must:

1 Install a Cerberan web filter license key. See “Instailing a Cerberan license key on the
ForiGate unit® on page 274,

2 Add users thal will be using the Cerberian web filter. See "Adding a Cerberian user to
the FordiGate unit” on page 274.

3  Configure the Cerberian web filter. See “Using the Cerberian web filler” on page 274
4  Enable Cerberian URL filtering. See “Using the Cerberan web filter” on page 274,

MNote: To use Cerberian web fittaring, the ForiGate unit must have access fo the Internet

Installing a Cerberian license key on the FortiGate unit

Before you can use the Cerberian web filfer, you must install a license key, The
license key determines the number of end users allowed to use Cerberian web
filtering through the FodiGate unit,

Go lo Web Filter > URL Block.
Select Cerberian URL Filtering.
Enter the license number.
Select Apply.

s L k=

Adding a Cerberian user to the FortiGate unit

The Cerberian web policies can only be applied to user groups. You can add users on
the ForiGate unit and then add the users to user groups on the Cerberian
administration web site.

When the end user tries o access a URL, the ForliGate unit will check to see if the
users IP address is in the |P address list on the FortiGate uni. If the user's I[P address
is in the list, the request will be sent to the Cerberian server, Otherwise, an emor
message will be senl to the user saying that the user doesnl have authorized access
1o the Cerberian web filter.

1  Go o Web Filter > URL Block.
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2  Select Cerberian URL Filtering.
3 Select New.

4  Enter the IP address and netmask of the user computers. You can enter the IP
address of a single user. For example, 192, 168.100.19 255.255.255.255. You can
also enter a subnet of a group of users. For example, 192.168.100.0 255.255.255.0.

& Enter an allas for the user. This alias will be used as the user name when you add the
user o a user group on the Cerberdan server. If you do not enter an alias, the user's IP
will used and added 1o the default group on the Cerberian server.

8 Selecl OK

Configuring Cerberian web filter

After you add the Cerberian web filler users on the ForiGate unil, you can add the
users 1o the user groups on the Cerberian web fitter senver. Then you can create
policies and apply the policies to the user groups.

About the default group and policy

There is a default user group, which Is associated with a default policy, existing on the
Cerberian web filler,

You can add users 1o the default group and apply any policies to the group.
The defaull group is a place for:

= All the users who are nol assigned alias names on the ForliGate umnit.
= All the users who are nol assigned 1o any olher user groups.

The Cerbenan web filler groups the web pages into 53 calegones. The default policy
blocks the URLS of 12 categories. You can modify the defaull policy and apply it 1o any
USET Qroups.

To configure the Cerberian web filtering

1 Addthe user name, which is the alias yvou added on the FortiGate unil, 10 8 user group
on the Cerberian senver because the web policies can only be applied to the user
groups. If you did not enter an alias for the user |P on the FodiGate uni, the user IP is
automatically added to the default group.

Create your policies by selecting the web categories that you want 1o block.
Apply the policy 10 a user group which contains the user.
For delailed procedures, see the online help on the Cerberian Web Filler web page.

Enabling Cerberian URL filtering

After you add the Cerberian users/groups and configure the Cerberian web fiter, you
can enable Cerberian URL filtering. You must enable it in three places:

=  Thix Cerbernian URL Filtering page.
«  The content profile.
= The policy that uses the conlent profile.

Go 1o Web Filter > URL Block.
2  Selet Cerberian URL Filtering.
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3 Select the Cerberian URL Filtering oplion.

4  Goto Firewall > Content Profile.

5 Creale a new or select an existing content profile and enabde Web URL Block.

&  Golo Firewall > Policy.

T Creale a new or select an existing policy thal will use the content profile.

8  Select Anli-Virus & Web filter.

8  Select the content profile from the Content Profile list.

10 Click QK.
Script filtering
You can configure the ForiGate unit i remove Java applels, cookies, and ActiveX
scripts from the HTML web pages.
._ﬂ"“'h Mote: Blocking of amy of these iterms might prevent some web pages from working properly

=  Enabling the scripd filter
= Selecting script filter oplions
Enabling the script filter
1  Golo Firewall = Content Profile.
2  Select the content profile for which you wanl to enable script filtering.
3  Select Scripl Filter.
4  Seleci DK

Selecting script filter options
1 Golo Web Filter > Script Filter,

2  Select the script fiter options that you want to enable.
You can block Java applets, cookies, and AcliveX.

3 Select Apply.
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Figure 39: Example script fiter seftings to block Java applets and ActiveX
Scriph Filter 7

Filtgring Options:
F lavs applet ] Cookis

F actreos

Exempt URL list

Add URLs to the exempl URL s lo allow [egitimate traffic that might otherwise be
blocked by content or URL blocking. For example, if content blocking is set 1o block
pomography-related words and a repulable website runs a story on pomography, web
pages from the reputable website would be blocked. Adding the address of the
repulable website 10 the exempl UREL list allows the content of the website 1o bypass
content blocking.

s Note: Content downdoaded from exempt web pages is nol blocked or scanned by antivirus
N protection.

Adding URLs to the exempt URL list
1 Goto Web Filter > Exempt URL.
2  Select New to add an #em to the exempl URL list.

3  Typethe URL 1o exempl.

Type a complete URL, including path and filename, 1o exempl access 10 a page on a
webslie. For example, www.gocdeite . com/index . html exempts access 1o the
main page of this example websile. You can also add IP addresses; for example,
122.63.44.67/index. html exempls access to the main web page al this
address. Do nol include http:// inthe URL 1o exempd.

Exempling a top-level URL, such a8 www.goodaice . com, exempls all requested
subpages (for example, www . goodaite . combadpage) from all content and URL
filtering rules.

N Note: Exempling a top-level URL does not exempl pages such 85 mail ,gocdaite, com from
\= . all content and URL fitering rules unless gocdaite . com (without the www) is added to the
exempt URL hst

4  Select Enable to exempt the URL.
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5 Select OK to add the URL to the exempt URL list.

You can enter multiple URLS and then select Check All ([ to activate allitems in the
exempt URL list.

Each page of the exempt URL list displays 100 URLs.
6 Use Page Down [$) and Page Up [$) to navigate through the exempt URL list.

Figure 40: Example exempt URL list

Exempt URL

Biird Evamat ik
| www.goodsite.com * & F
- www goodsite comfindex T s B
| 127.33.44.58 T 6 B

2[“&;7“]

278 Fortinet inc.

Page 278 of 329 Netskope Exhibit 1008



L e AL =

FortiGate-3600 Installation and Configuration Guide Version 2.50 MR2

Email filter

Email fikering is enabled in firewall policies. When you epable Anti-Virus & Web filter
in a frewall policy, you select a content profile that controls how email filtering
behaves for email (IMAP and POP3) traffic. Content profiles control the following
types of protection to identify unwanted email:

= filtering of unwanted sender address pattems,

= filtering of unwanted content,

« exempting sender address patterns from blocking.

This chapter describes:

* General configuration steps
* Emall banned word lst

* Emall block list

» Email exempt list

* Adding a subject tag

General configuration steps

Configuring email filtering involves the following general steps:

1 Select email filter oplions in a new or existing content profile. See “Adding a content
profile® on page 199.

2  Select the Anti-Virus & Web filter option in firewall policies that allow IMAP and POP3
connections through the FortiGate unit. Select a content profile that provides the email
filtering options that you want to apply to a policy. See “Adding a content profile to a
policy” on page 200.

3  Add a subject 1ag to the unwanted email so that receivers can use their mail client
software 1o filter messages based on the tag. See "Adding a subjecttag” on page 282,

e Note: To receive email filter log messages, see "Configunng logging” in the Logging
. Configuration and Reference Guide. For information about email fiter log message categories
N and formats, see ‘Log messages’ in the FortiGale Logaing Configuration and Reference Guide
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Email banned word list

When the FortiGate unit detects email thal contains a word or phrase in the banned
word list, the ForiGate unit adds a tag 1o the subject line of the email and wriles a
message to the event log. Receivers can then use thelr mail client software o filter
messages based on the subject tag.

You can add banned words to the list in many languages uskng Westem, Simplifed
Chinese, Traditional Chinese, Japanese, or Korean character sels.

Adding words and phrases to the banned word list
1 Goio Emall Filter > Content Block.
2  Select New to add a word or phrase (o the banned word list.

3 T'_.'pE a banned word or phrase.

If you type a single word {for example, banned), the ForiGate unit tags all IMAP
and POP3 email thal contains that word

= Il you type a phrase (for example, banned phrase), the FortiGate unit tags email
that containg both words. When this phrase appears on the banned word list, the
ForliGate unit inserts ples signs (+) in place of spaces (for example,
banned+phrasa).

= Ifyou type a phrase in quotes {for example, *banned word~), the ForliGate unit
tags all email in which the words are found together as a phrase.

Content fillering &5 nol case-sensitive. You cannot include special characters in

banned wonds.

4  Selectthe Language for the banned word or phrase.

You can choose Western, Chinese Simplified, Chinese Traditional, Japanese, or
Korean.

Wowr f.‘ﬂl'l"!lulbl‘ and wab browser musl be Eﬂl‘lfﬂm’&ﬂ 1o enter characters in he
language that you select.
Select Enable.

Select OK,
The word or phrase is added 1o the bannad word lisi.

You can enter mullipe banned words or phrases and then select Check All QE to
actrvate all items in the banned wond k51

i~ Note: Email Content Block must be selecied in the contant profile: for IMAP or POP3 armail
.= containing banned words to be tagged.

Email block list

You can configure the ForiGate unit to tag all IMAP and POP3 protocol traffic sent
from unwanted emall addresses. When the ForiGate unit detects an email sent from
an unwanted address pattem, the ForliGate unit adds a tag to the subject line of the
email and writes a message to the email filter log. Receivers can then use their mail
client software to filter messages based on the subject 1ag.
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You can tag email from a specific sender address or from all address subdomains by
adding the top-level domain name. Allernatively, you can tag email sent from
individual subdomains by including the subdomain to block.

Adding address patterns to the email block list
1 Go o Email Filker > Block List.
2 Select New to add an address pattern to the Email Block Bst.

3 Type aBlock Pattern,

= Totag email from a specific emall address, type the email address. For example,
senderfabccompany . com.

= Totag email from a specific domain, lype the domain name. For example,
abcoompany . com

«  Tolag email from a specific subdomain, type the subdomain name. For example,
mail .abccompany. com.

= Totag email from an entire organization category, type the top-level domain name.
For example, iype com to tag email sent from all organizations that use .com as the
top-level domain.

The patiern can conlain numbers (0-8), uppercase and lowercase letiers (-2, a-2),

and the special characters - (hyphen),_ (underscore), and . Spaces and other

special charactlers are nol allowed.,

4  Seleci Enable to tag the emall if part or all of the email address match the block
pattemn.

5 Select OK to add the address patiern to the Email Block list.
You can enter mulliple address patterns and then select Check All [@ io enable all
pattermns in the Email Block list.

You can also enable any patiern in the Email Block list by checking the box in the
Enable colummn.

Email exempt list

Add address patterns to the exempt list to allow legitimate IMAP and POP3 traffic that
might otherwise be tagged by email or confent blocking. For example, if the email
banned word list is set 1o block email that contains pormography-related words and a
reputable company sends email that contains these words, the FortiGate unit would
normally add a subject 1ag to the email. Adding the domain name of the reputable
company to the exempt list allows IMAP and POP3 traffic from the company to bypass
email and content blocking.

Adding address patterns to the email exempt list
1 Goto Email Filter > Exempt List.
2  Select New to add an address pattemn to the email exemgpt list.
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3  Type the address pattern to exempl.

*  Toexempt email sent from a specific email address, lype the email address. For
example, sender@abccompany . com.

= Toexempt email sent from a specific domain, type the domain name. For example,
abccompany . com.

= Toexempl email sent from a specific subdomain, type the subdomain name. For
example, mail . abhocompany . com

= Toexempl emall sent from an entire organization category, iype the lop-level
domain name. For example, lype net to exempt email sent from all crganizations
that use .nel as the top-level domain.

The pattern can contain numbers (0-9), uppercase and lowercase letters (A=Z, a-r),

and the special characters - (hyphen),_ (underscore), and §&@. Spaces and other

special characters are not allowed.

4  Select Enable to exempt the address patiem.

§ Selecl OK lo add the address patiemn 1o the emall exempt lisl.
You can enter multiple patterns and then select Check All {@ o activate all pattermns
in the email exemp lisl.
You can also enable any pattern in the email exempt Est by checking the box in the
Enable column.

Adding a subject tag

When the FortiGate unit receives email from an umwanied address or email that
contains an dem in the email banned word list, the FortiGate unit adds a tag to the
subject line and sends the message 1o the destination email address. Email users can
use their mail client software to filter the messages based on the subject 1ag.

To add a subject tag
G0 1o Email Filter > Config,

2 Typethe Subject Tag that you want to display in the subject ine of email received from
unwanted addresses or that contains banned wonds, For example, type Unwanced

Mail,
'.:54 MNete: Do not use quotation marks in the subject tags.
3 Select Apply.
The ForliGate unit adds the tag to the subject line of all unwanted email.
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Logging and reporting

You can configure the FortiGate unit to log network aclivity from routine configuration
changes and traffic sessions to emergency evenis. You can also configure the
FortiGate unit to send alert emai messages to inform system administrators about
events such as network attacks, virus incidents, and firewall and VPN events.

This chapter describes:

* Recording logs

+ Filtering log messages

» Configuring traffic logging

*  Viewing logs saved lo memory

* Viewing and managing logs saved to the hard disk
« Configuring alert email

Recording logs

You can configure logging to record logs to one or more of:

* acomputer running a syslog server,

= acomputer running @ WebTrends firewall reporting server,

» the ForliGate hard disk (if your FortiGate unit contains a hard disk),

» the console.

You can also configure logging to record event, attack, antivirus, web fiter, and email
filter logs to the FortiGate system memory if your FortiGate unit does not contain a

hard disk. Logging to memory allows quick access to only the most recent log entries.
If the FortiGate unit restarts, the log entries are lost.

You can select the same or different severity levels for each log location. For example,
you might want 1o record only emergency and alert level messages 1o the FortiGate
memory and record all levels of messages on a remote computer.

For information about filtering the log types and activities that the FortiGate unit
records, see ‘Filterng log messages” on page 2886. For information about traffic logs,
sea “Configuring traffic logging® on page 287,
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This section describes:

= Recording l0gs on @ remote computer
«  Recording logs on a Mell2 WebTrends server
=  Recording logs on the FortiGate hard disk

«  Recording logs in system memory

Recording logs on a remote computer

o o & ==

7

Use the following procedure to configure the FortiGate unit to record log messages on
a remote computer. The remole computer must be configured with a syslog server.

Go 1o Log&Report > Log Setting.

Select Log 1o Remote Host to send the logs 10 a sysiog server.

Type the [P address of the remote computer running sysiog senser software.
Type the por number of the syslog server.

Select the severily level for which you wani to record log messages.

The ForliGate will log all levels of severity down o bul not lower than the level you
choose. For example, if vou wanl o record emergency, aler, critical, and ermor
messages, select Ermor.

Select Config Policy.

= Select the Log type for which you wanl the FortiGate unit to recond bogs.

= For each Log lype, select the activities for which you want the FortiGale unit to
recond log messages.

= Select OF.

For more informaticon on log types and activities, see “Fillering log messages” on

page 286 and “Configuring traffic logging” on page 287,

Select Apply.

Recording logs on a NetlQ WebTrends server

Use the following procedure o configure the ForliGate unit to record logs on a remote
NetlQ WebTrends firewall reporting server for storage and analysis. FortiGate log
formats comply wilh WebTrends Enhanced Log Format (WELF) and are compatible
with WebTrends NetlQ Security Reporting Center 2.0 and Firewall Suite 4.1, See the
Security Reporing Center and Firewall Suite documentation for more information.

MNote: ForliGate traffic log messages include sent and received fields, which are optional but
required for drawing a WebTrends graph

To record logs on a Metl WebTrends senver:

Go o Log&kReport > Log Setting.

Seled Log in WebTrends Enhanced Log Formal.

Type the IP address of ihe NetlQ WebTrends firewall reporting server.
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4  Select the sevenly level for which you wani Lo record log messages.
The ForliGate will log all levels of severity down o bul not lower than the level you
choose. For examphe, if vou want o record emergency, aker, crtical, and error
messages, select Eror.

§  Select Config Policy.

To configure the ForiGate to filker the types of logs and evenis to record, use the
procedures in “Filtering log messages” on page 285 and “Configuring traffic logging®
on page 287.

B Select Apply.

Recording logs on the FortiGate hard disk

You can record log files on the ForiGate hard disk if one ks installed in your FortiGate
umit.

To record logs on the ForiGate hard disk:
1 GoloLog&Report > Log Setting.
2  Select Log o Local,

3  Type a maximum log file size (n Mbytes).
When the [og file reaches this size, the current log file s closed and saved and & new
active log file is started. The defaull maximum kog file size 5 10 Mbytes and the
maximum allowed is 2 GBytes.

4  Type alog time interval {in days).
After the specified lime interval, the current kog file ks closed and saved and a new one
is started, The defaull log time interval is 10 days.

§  Select the severity level for which you want to record log messages.

The FortiGate will log all levels of severity down to but not lower than the level you
choose. For example, if you want to record emergency, aler, critical, and error
messages, seiect Ermor.

&  Seledd Config Policy.

To configure the FortkGate to filker the types of logs and evenls (o recond, use the
procedures in “Filtering log messages” on page 286 and “Configuring traffic logging”
on page 287.

T SetLog options when disk is full to:

Overwrite Delate the oldest log fie when the hard disk is full Overwrite is the default
l:l-l]l.l-l:ll'l
Elock traffic Biock all nebéark traffic when the hard disk i Tull
Do not log Stop logging messages when the hard disk is full
8  Select Apply.
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Recording logs in system memory

If your FortiGate unit does not contain a hard disk, you can use the following
procedure o configure the FortiGate unit 10 reserve some system memaory for storing
current evenlt, attack, anthires, web filter and email filter log messages. Logging 1o
memory allows quick access to only Ihe most recent [og entries. The FortiGate unid
can store a limited number of messages In system memaory. After all available memaony
is used, the ForliGate unit deletes the oldest messages. If the ForliGale unit restarts,
the kog entries are ksl

Mote: The FortiGate unit can only record the event and attack log messages in system mamary

To record 095 in system memaory:
1  Goio Log&Report > Log Setting.
2  Select Log lo memory.

3  Seled the severly level for which you want to record kog messages.
The FortiGate will log all levels of severity down to but not lower than the level you
choose, For example, if you wani lo record emergency, alerl, critical, and ermor
messages, sekect Ermror,

4  Select Config Policy.

To configure the ForiGate to filker the types of kogs and evenis to record, use the
procedures in “Filtering log messages” on page 288.

5  Select Apply.

Filtering log messages
You can configure which logs to record and which message categonies to record in
each log.
1 Goio Log&Report > Log Setting.

2  Select Config Policy for the log location that yvou selected in “Recording kogs® on
page 283.

3  Select the log types that you wanl ForiGate unit 1o record,

Traffic Log Record all connections to and thraugh the inerface,
To configure traffic fitering, see "Adding traffic fitter entries” on page 289.
Ewent Log Record managemeant and activity events in the event log.

Management events include changes to the system configuration as well
as adminisirator and user Inglrrs and logouts, Activity events include
system activities, such as VPN tunnal establishment and HA failowver
events.

Virus Log Record vinus intrusion events, such as when the FodiGate unit detects &
wirus, blocks a file type, or blocks an oversized file or email

Web Filtering Log Record activity events, such as URL and content blecking, and exempticn
of URLs ﬁnﬁlﬂchng
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Attack Log Record sttacks detected by the NIDS and prevented by the NIDS
Pravention module

Email Filter Log  Record activity evants, such as detection of email that contains unwanted
content and email from unwarted sendars

Update Record leg messages when the FortGate connects to the FDN to
download antivirus and attack updates

4  Select the message categories that you want the FortiGate untt to record if you
selected Event Log, Virus Log, Web Filtering Log, Attack Log, Email Fiter Log, or
Update in step 3.

§ Select OK
Figure 41: Example log filter configuration

Leg Setting '\ Traffic Filter

I Trattic Log T Web Filtering Log

I Event Log ™ Content blcck
™ when tonfiguraton has changed £ UKL dblotk
" PSec negobistion event I URL exempt
[™ DHCP service event " Attack Log
™ pPe sarvice evert ™ Attad Dstection
" Adean loonflogout overt i Atadk Prevontion
™ P/MAC binding svent T Emall Filter Log
™ Systeem activity event T Blockkst email detected
[ HA activity event " Banned word detocted
[ Firewal authentcabon event " update
[™ Route gateway event I Faded usdate
" Vires Log I successhul update
I Virus infected ” FON error

™ Filename blocked
™ Filo oversized

[ oK | cancol |
Configuring traffic logging
You can configure the FortiGate unit to record traffic log messages for connections 10:
* Any interface

* Any VLAN subinterface
* Any firewall policy
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The Forlizate unil can filter traffic logs for any source and destination address and
sService. You can also enable the following global setlings:

= resolve IP addresses to host names,
= record session or packet information,
= display the port number or senvice.

The traffic fiker list shows (he name, source address and destination address, and the
protocol type of the Iraffic 1o be filtered.

This section describes:

= Enabling traffic logging
= Configuring trafiic filter settings
= Adding traffic filter entries

Enabling traffic logging
You can enable logging on any interface, VLAN subinterface, and firewall policy.

Enabling traffic logging for an interface

If you enable traffic logging for an interface, all connections to and through the
interface and recorded in the traffic log.

1 Goio System > Network > Interface.

2  Select Eda é. in the Modify column beside the imerface for which you want 1o
enable logging.
For Log, select Enable,
Seles] QK.

5  Repeal this procedure for each inerface for which you want 1o enable logging.

Enabling traffic logging for a VLAN subinterface

If you enable traffic logging for a VLAN subinterface, all conneclions o and through
the VLAM subinterface and recorded in the traffic log.

Go 1o System = Network > Interface.

2 Selecd Edd ’é in the Modify column beside the VLAN subinferface for which you
want (o enable logging.

3  ForlLog, selecl Enable,
Select O,

Repeaat this procedure for each V0LAN subinterface for which you want 1o enable
logging.

Enabling traffic logging for a firewall policy

If you enable traffic logging for a firewall policy, all connections accepled by firewall
policy are recorded in the fraffic log.

1 Go 1o Firewall > Palicy.
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2  Select a policy tab.
3  Select Log Traffic.
4  Select OK.

Configuring traffic filter settings
Use the following procedure to configure the information recorded in all traffic log
MESSages.
1 Goio Log&Report > Log Setting = Traffic Filter.

2  Select the seltings that you want 10 apply 1o all Traffic Log messages.

Resalve IP Select Resobve [P If you want traffic m?‘lmmages to list the IF address
and the domain name stored on the ONS server. i the pll'l'EI; and
secondary DMNS server addresses provided to you By your I15P have no
already been addad, go to System > Network > DNS and add the
addressas,

Type Select Session or Packet If you select Session, the ForbGate unit records
the number of packets sent and recetved for each seasion, If you select

Packel, the FortiGate unit records the average packet length for each
session | bytes).

Display Select Port Mumber il you want traffic log messages to kst the pont

number, for example, cp, Select Service Mame if you want traffic kag
messages to st the name of the sendce, for example, TCP,

3  Select Apply.
Fhgure 43: Example traffic filber kst

Lag Sefting ,  Traffic Filer

B wiavels " Tyoes ® Sascion, T Padat

R T dich i R e M ‘m‘if : : i
FTH_Main_| 10.10010.1 /255, 255 255 .0 10.10,10.2/555 255 255.0 FTH L -
& traffic 19216612311 1/255 255.255.0 102,168,124, 0/255 255 8550 ANy [ {0
Emad_Branch_to_Main. - 10.10.11.0/255 255 2550 10.10.10.0/55 #55.255.0 MOp3 o B

Adding traffic filter entries

Add entries to the traffic filter list to filker the messages thal are recorded in the traffic
log. If you do not add any entries to the traffic filter list, the FortiGate records all traffic
log messages. You can add entries o the traffic filter list io Bmit the traffic logs that are
recorded. You can log traffic with a specified source IP address and nelmask, 1o a
destination P address and netmask and for a specified service. A traffic filter enliry
can inchsde any combination of source and destinalion addresses and senices.

Usze the following procedure to add an entry to the traffic filter list
1  Golo Log&Report > Log Setting > Traffic Filter.
2  Select New.
3  Configure the traffic filter for the type of traffic that you wani 1o record on the traffic log.
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MNamme Type a name to identify the fraffic filter entry

The name can contain numbers (0-0), uppercase and lowerncasa
letters (A-Z, 8-z}, and the special characters - and _, Spaces and
other special characters are noft allowed,

Source IP Address Type the sowee IP address and netmask for which you wani the
Source Netmask FartiGate unit to log traffic messages. The address can be an
indhvidual computer, subnebwork, or network

Destination |P Address Type the destination IP address and netmask for whech you want the

Destination Netmask  FortiGate unit to log traffic messages, The address can be an
imdnnd el Eﬂl‘l‘l:pul]!-l’. quinnebwork, or nefaor

SR e Select the service group or indaidual service for which you want the
FortiGate unit to log traffic messages

4  Select OK

The traffic filter st displays the new trafic address eniry with the settings that you
selected in “Enabling traffic logging” on page 288.

Fhyure 43: Example new traffic address entry

Loy Setting | Traffic Filter

Mame [FTP_Main_Office

Source 1P Address [10.10,10,1

Source Metmask 7552552550
Destination 1P :
add imin

Destination MNetmask  [255,255.255.0

Servics |Fie =

[ ox™ ] [Cconcal ]

Viewing logs saved to memory

If the FortiGate i configured to Save log mMessages in syslem memaory, you can use
the web-based manager to view, search, and clear the log messages. This section
describas:

- Viewing logs

+  Searching logs

Viewing logs

Log messages are listed with the most recent message at the top. Use the following
procedure i0 view log messages saved in system memaory.

1 Goio Log&kReport > Logging.
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2  Select Event Log, Altack Log, Amivirus Log, Web Filter Log, or Email Filer Log.
The web-based manager Hsls the log messages saved in system memory.

Scroll through the log messages 1o view them.
To view a specific line in the log, type a ling number in the Go Lo ine field and select

§ Tonavigate through the log message pages, seled Go to next page #3 or Go o
previous page 33,

Searching logs

Uze the following procedure i search log messages saved in sysiem memory:

Go 1o Log&Report > Logging.

Select Event Log, Attack Log, Antivirus Log, Web Filer Log, or Emall Filter Log.
Select %) to search the messages in the selected log.

Select AND to search for messages that match all the specified search criteria.

Select OR to search for messages that match one or more of the specified search
criteria.

&  Select one or more of the following search criteria:

o e B Ry =

Heyword To search for any text in a log message. Keyword searching is
Case-sansitve

T To search log messages created dunng the selacted year, month, day, and
hour

T Select OF W run the search.

The web-based manager displays the messages that match the search crteria. You
can scrofl through the messages or run another search.

™  Nobe: Afer runining a search, to display all log messages again, run ancther search but laave all
% = the search fields blank

Viewing and managing logs saved to the hard disk

If your FortiGate unit contains a hard disk for recording logs. you can use the following
procedures (o view, search and maintain logs:

= Viewing logs

= Searching logs

«  Downloading a log file 1o the management computer

= Deleting all messages in an active g

=  Deleling a saved log file
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Viewing logs
Log messages are listed with the most recent message at the lop. You can view the
active or saved logs using the following procedure:
1  Golo Log&Report > Logging.

2  Select Traffic Log, Event Log, Attack Log, Antivirus Log, Web Fitter Log, or Email Filter
Log.
The web-based manager lists all saved logs of the selecied type, with the active log at
the top of the lisl. For each log, the list shows the date and ime al which an entry was
last added 1o the log, the size of the log e, and s name.

3 Towview a log file, select View %
4  The web-based manager displays the messages in the selected log.

6  “ou can set the number of log messages 10 view on a single page 1o 30, 50 or 1000,
You can scroll throwgh the log entries.

& Towview a specific line in the log file, type a line number in the Go to line field and
select @

7  Tonavigale through the log message pages, select Go to nexd page 3 or Go lo
previous page [43.

8 Tosearch the messages in the log file that you are viewing, select 5.

Searching logs
Use the following procedure i search the aclive log or any of the saved log files:

1  Golo Leg&Report > Logging.
Select Traffic Log, Event Log, Attack Log, Antivirus Log, Web Filter Log, or Email Filter
Log.
To view a log file, select View Ciy
Select 5 to search the messages in the log file that you are viewing.
Selec] AND to search for messages thalt match all the specified seanch critena.

Seledd OR to search for messages that match one o more of the specified search
criteria.

T Select one or more of the following search crileria:

L]

| ot d

Keyword To search for any text in a log message. Keyword searching is
cdse-Sensitive

Source To search for any source |P address

Destination To search for any destination IP address

Time mrurm log messages created during the selected year, month, day, and

8 Select OK o run the search.

The web-based manager displays the messages that match the search criteria. You
can scroll through the messages or mun another search.
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5= Note: Afer running a search, 1o display all log messages again, run another search but leave all
o the search fiekds blank

Downloading a log file to the management computer

You can dewnload log files to the management computer as plain text files or comma-
separated value (C5V] files. After downloading, you can view the fext file with any fex
editor or the TSV file using a spreadshest program. Use the following procedure fo
download log files:

1 Goio Log&kReport > Logging.

2  Select Traffic Log, Event Log, Attack log, Antivirus Log, Web Filter Log, or Email Filter
Log.

3  Todownload a log file to the management computer, select Download |58

4  Select a format for the log file;

=  Select Download file in the normal format to download the log messages to a tex
file, Each line of the text file consists of a log message, the messages are the
formatied the same way as they appear on the web-based manager.

= Select Download file in CSY format to download the log messages to tex file in
comma separated wvalue (C3V) format, In this formal, a comma is added between
each field in each message. If you open this file in a spreadsheet program each
message field appears in a separate column,

§ Select Save.

Deleting all messages in an active log
Use the following procedure o delete all messages from the active log:
1  Golo Log&Report > Logging.

2 Select Traffic Log, Event Log, Attack log, Antivirus Log, Web Filter Log, or Email Filler
Log.

3 Todelete all messages, select Empty Log Y.

4  Select OK lo delele the messages.,

Deleting a saved log file
Use the following procedure o delefe a saved log file:
1  Goio Log&Report > Logging.

2 Select Traffic Log, Event Log, Attack log, Antivirus Log, Web Filter Log, or Email Filter
Log.
The web-based manager lists all saved logs of the selecied fype, with the active log at
ihe top of the lisl. For each log, the list shows the date and time al which an entry was
last added to the log, the size of the log flle, and s name.

3 Todelete a saved log file, select Delete T .
4  Select QK 1o delele the log file.
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Configuring alert email

You can configure the FortiGate unit to send alert emall to up to three email addresses
when there are vinus incidents, block incidents, network infrusions, and ather firewall
or WP events or violations. After you sel up the email addresses, you can test the
seltings by sending test email.

= Adding alen email addresses
= Testing alert emall
+  Enabling alert email

Adding alert email addresses

Because the FordiGate unit uses the SMTP server name to connect o the mail server,
it must be able to look up this name on your DNS server. Therefore, before configuring
abert email ensure that you have configured at least one DNS server,

To add a DNS server
1 Golo System = Metwork > DNS.

2  Ifthey have nol already been added, add the primary and secondary DNS server
addresses provided Lo you by your ISP

3 Select Apply.
To add alert email addresses
1 Goio Log&Report > Alert Mail > Configuration.
Select Authentication if your email server requires an SMTP password.

In the SMTP Server field, type the name of the SMTP server to which the FortiGate
ural should Send email, in the formal smtp . domain. com

The SMTF server can be located on any network connecled to the FortiGate unit.

4 Inihe SMTP User hield, type a valid email address in the format uaerddomalin . com,
This address appears in the From header of the abert email,

5 In the Password fiedd, type the password that the SMTP user neads to access the
SMTP server.

A password is required if you select Authentication.
§  Type up to three destination email addresses in the Email To fiekds.
These are the actual email addresses to which the FortiGate unit sends alert email.

7 Selec Apply.

Testing alert email

You can test the alert email settings by sending a test email.
1  Golo Log&Report > Alert Mail > Configuration.

2  Select Test to send test email messages from the FortiGate unit o the Email To
addresses that you have configured.
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Enabling alert email

You can configure the FortiGale unil to send alerl email in response 1o virus incidents,
intrusion attempls, and critical firewall or VPN events or violations. If you have
configured logging to a local disk, you can enable sending an alert email when the
hard disk is almost full. Use the following procedure 1o enable alent email:

1 Golo Log&Report > Alert Mail > Categories.

2  Select Enable alert email for virus incidents lo have the ForiGate unit send an alert
email when antivirus scanning detecis a virus.
Alerl emall is not sent when antivirus file blocking deletes a file.

3  Select Enatde alert email for block incidents 1o hawve the ForiGate unil send an aler
email when it blocks files affected by viruses.

4 Select Enable alert email for intnusions to have the ForliGate unit send an alert email
1o nodify the system administrator of attacks detected by the NIDS.

5 Select Enable alent email for critical firewallVPN events of viokations to have the
FortikGate unit send an alert email when a critical firewall or VPN event occurs.
Critical firewall events include failed authentication attempls.

Critical VPM evenls include when replay detection detects a replay packel. Replay
detection can be configured for both manual key and AutolKE Key VPN lunnels.

B  Select Send alen emal when disk i full 1o have the FortiGate unit send an aledt email
wehen the hard disk is almost full,

¥ Select Apply.
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Glossary

Connection: A link between machines, applications,
processes, and so on that can be logical, physical, or
both,

DMZ, Demilitarized Zone: Used to host Internet
services without allowing unauthorized access 10 an
internal (private) network. Typically, the DMZ contains
servers accessible to Intemnet traffic, such as Web
(HTTP) servers, FTP servers, SMTP (email) servers
and DNS servers.

DMZ interface: The FortiGate interface that is
connected to a DMZ network.

DNS, Domain Name Service: A service that converts
symbolic node names to IP addresses.

Ethernet A local-area network (LAN) architecture that
uses a bus or star topology and supports data transfer
rates of 10 Mbps. Ethemnet is one of the most widely
implemented LAN standards. A newer version of
Ethemet, called 100 Base-T (or Fast Ethernet),
supports data transfer rates of 100 Mbps. And the
newest version, Gigab# Ethernet, supports data rates
of 1 gigabit (1,000 megabits) per second

External interface: The FoniGate interface that is
connected to the Intemet. For the FortiGate-60 the
external interface is WAN1 or WAN2

FTP, File transfer Protocol: An appiication and TCP/
IP protocol used 1o upload or download files.

Gateway. A combination of hardware and software that
links different networks, Gateways belween TCP/IP
networks, for example, can link different subnetworks,

HTTP, Hyper Text Transfer Protocol: The protocol
used by the World Wide Web. HTTP defines how
messages are formatted and transmitted, and what
actions Web servers and browsers should take in
response to various commands.

HTTPS: The SSL protecol for transmitting private
documents over the Internet using a Web browser.

Internal interface: The FortiGate interface that is
connected to an internal (private) network,

Internet: A collection of networks connected fogether
that span the entir2 globe using the NFSNET as their
backbone. As a generic term, it refers to any collection
of iMerdependent networks

ICMP, Internet Control Message Protocol: Farl of the
Internet Protocol (IP) that allows for the generation of
error messages, test packets, and information
messages relating to IP. This is the protocol used by
the ping function when sending ICMP Echo Requests
to a network host,

IKE, Internet Key Exchange: A method of
automatically exchanging authentication and
encryption keys between two secure servers,

IMAP, Internet Message Access Protocol: An
Intemet emai protocol that allows access to your email
from any IMAP compatible browser. With IMAP, your
mail resides on the server.

IP, Internet Pratocol: The component of TCP/IP that
handies routing

IP Address: An identifier for a computer or device on a
TCP/IP network. An IP address is a 32-bit numeric
address writlen as four numbers separated by periods.
Each number can be zero to 255.

L2TP, Layer Two (2) Tunneling Protocol: An
extension to the PPTP protocol that enables ISPs 10
operate Virtual Private Networks (VPNSs). L2TP merges
PPTP from Microsoft and L2F from Cisco Systems. To
create an L2TP VPN, your ISP's routers must support
L2TP.

IPSec, Internet Protocol Security: A set of protocols
that support secure exchange of packets at the IP
layer. IPSec i most often used to support VPNs,
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LAN, Local Area Metwork: A computer network that
spans a relatively small area. Most LANS connect
workstations and personal computers. Each computer
on a LAM is able 10 access dala and devices anywhere
on the LAM. This means thal many users can share
dala as well as physical resources such as printers.

MAC address, Media Access Control address; A
hardware address thal uniquely identifies each node of
8 metwork.

MIB, Management Information Base: A database of
objects that can be monitored by an SNMP network
manager.

Modem; A device that converts digital signals info
analog signals and back again for fransmission over
telephone lings,

MTU, Maximum Transmission Unit: The largest
physical packel size, measured in bytes, thal a nebwaork
can fransmit. Any packets larger than the MTU are
divided into smaller packets before being sent. Ideally,
you want the MTU your network preduces to be the
same as the smalkest MTU of all the networks between
your machine and a message's final destination. If your
messages are larger than one of the intervening MTUS,
they gel broken up {fragmented), which skows down
transmission speeds.

Netmask: Also called subnet mask, A set of rules for
omatling paris of a complete |P address (o reach a
target destination without using a broadcasi message.
It can indicate a subnetwork porion of a larger network
in TCRIP. Sometimes referred to as an Address Mask,

NTP, Network Time Protocol: Used to synchronize
the time of & computer (o an NTF senver. NTF provides
accuracies to within tens of milllseconds across the
Internei relative to Coordinated Winiversal Time {(UITC).

FPacket: A piece of 8 message transmitted over a
packet-switching network. One of ihe key features of a
packet is that i contains the destination address in
addition to the data. In IP networks, packels are often
calied datagrams.

Ping, Packet Internet Grouper: A utility used 1o
determine whether a sp&aﬁn: P address 5 accessible.
It warks by sending a packet 1o the specified address
and wailing for a reply.

POP3, Post Office Protocol: A profocol used o
transfer a-mail from a mail server to a mail chent across
the Infermel. Mosl e-mail clienls use POP

PPP, Point-to-Point Protocol: A TCPAP protocol that
provides host-1o-network and rouler-to-router
connections.

PPTP, Point-to-Point Tunneling Protocol: A
Windows-based lechnology for creating VPNs. PPTP
is supported by Windows 98, 2000, and XP. To create a
PPTP VPN, your ISP's routers must suppor PPTE.

Port; In TCP/IP and UDP nebworks, a por is an
endpoint 1o a logical connedlion. The pord number
idenfifies what type of por it is. For example, pord 80 s
used for HTTP traffic.

Protocol: An agregd-upon format for transmitting data
between two devices. The protocol determines the type
of emor checking to be used, the data compaession
medhod (if any), how the sending device imdicales that
it has fimished sending a message, and how the
recening device indicates that it has rneceived a
MIESSAE.

RADIUS, Remote Authentication Dial-ln User
Service: An authentication and accounting system
used by many Internet Service Providers (1ISPs). When
users dial into an ISP they enter a user name and
password, This information is passed 1o a RADIUS
server, which checks that the information is cormect,
and then authorizes access to the [SP system,

Routér; A device thal connects LAMNS intd an inlémal
netwark and routes iratfic betwaen them,

Routing: The process of determining a path 1o use 1o
send data to As destination.

Routing table: A list of valkd paths throwgh which data
can b iransmitled,

Server: An application that answers requests from
other devices (chents). Used as a generic term for any
device that provides senices 1o the rest of the nabaork
such as printing, high capacity storage, and network
ACCOSS,

SMTP, Simple Mail Transfer Protocol: In TCRAP
networks, this is an application for providing mail
delivery services,

SNMP, Simple Network Management Protocol: A sed
of protocols for managing networks. SNMP works by
sending messages to different parts of a network.
SMMP-compliant devices, called agents, store dala
aboul themselves in Management Information Bases
(MIB=) and raturn this data 1o the SMMP requesters.
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S5H, Secure shell: & secure Telnel replacement thal
you can use 1o log intoe another computer over a
network and run commands. S5H provides strong
secure authenticalion and secure communications
over insecure channels.

Subnet: A portion of a network that shares a common
address component. On TCPAP networks, subnels are
defined as all devices whose |P addresses have the
same prefix. For example, all devices with 1P
addresses that start with 100.100.100. would be part of
the same subnet. Dividing a network into subnets is
useful for both securly and performance reasons.

IP networks are divided using a subnel mask.

Subnet Address: The part of the IP address that
ientifies the subnetwork.

TCP, Transmission Control Protocol: One of the
main profecols in TCRIP networks. TGP guarantees
delivery of data and also guaraniees that packets will

be delivered in the same order in which they were sent.

UDP, User Datagram Protocol: A conneclionless
protocol that, like TCP, runs on lop of IP networks.
Unlike TCP, UDP provides very few ermor recovery
services, offering instead a direct way to send and
receive datagrams over an IP network. It is used
primarily for broadcasting messages over a network.

VPN, Virtual Private Network: A network that links
private networks over lhe Intemet. VPNs use
encryplion and other security mechanisms to ensure
that only authorized users can access the network and
that data cannol be intercepled.

Virus: A computer program thal altaches #self 1o ather
programs, spreading ilself through computers or
networks by this mechanism usually with harmiful
intent.

Worm: A program or algorithm that replicates ilsell
over a computer network, usually throwgh emall, and
performs malicious actions, such as using up the
computer's resources and possibly shutting the system
down.
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Improving Network Protection and
Performance with Network-Based Antivirus
Technology

White Paper

October, 2002

Abstract

The predominant approach used by networked organizations o provide profection
ctgeninst viruses and worms has been to install antivirus software on host computers and
servers. While generally effeciive, hosi-based antivirus (HAV) proteciion is noi
foolproof. Specifically, HAV solutions leave gaps in provection and also restrict network
ared application performance. Another fype of antiviens profection, known as mefvork-
based antivirus (NAV), eliminates viruses and worms in the network, before they reach
hasts. Uniil recently, NAV sysiems have been relatively unpopular because of their
impact ey network performance. However, advances in content processing technology
mow enable metwork-based amtivirns protection with real-time performance, thereby
mitigating the probiems of previows systems and making it possihie for any size of
crgainzation fo enjoy effective, hgh-speed NA protection.  This paper reviews the
capabilities and limitations of host-based antivirus solutions, explains the benefits af
reiwerk-based amiivirns fechnology, and describes how Fortinet's ForiiCGare™ Aniivirs
Firewalls amd FornCenter™ Services enable emterprises and service providers to do
combat in the constantly changing landscape of network threars,
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The Changing Nature of the Virus Threat

The number of reported incidents of virus and worm attacks has increased dramatically
over the past several years, as has the cost of dealing with these attacks. According to
one study, the average number of attacks per company increased by 79% from July 1,
2001 to December, 2001 (Source: Riptech, 2002). The cost of recovering from attacks is
skyrocketing also. Following the much-publicized Nimda attacks, many major
corporations cut ofl Internet connectivity for periods ranging from several days to several
weeks. The combined costs related to damage and recovery from the Code Red worm
approached $2.5 billion, and the related costs for Nimda were $3 billion. Worldwide,

damage from malicious attacks in 2001 has been estimated at S12-13 billion (Source:
eWeek)

Worldwide damage from malicious attacks in 2001

=15

$12-13 B

- 10

8 |

5258

$Billions

It would be tempting to interpret the data regarding the damage done by recent attacks as
an indication of lack of investment by organizations in their antivirus defenses

However, penetration of antivirus technology is actually quite high, reaching over 90% in
some market segments. This fact focuses attention on other causes for the problem,
namely the nature of the evolving virus threat, and the limitations of current solutions.
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The much-studied Nimda and Code Red attacks are examples of the increasingly
sophisticated and disabling attacks commonly known as blended threats. Blended threats
spread through networks with unprecedented speed by exploiting known vulnerabilities
in widely deployed software applications. Even those organizations that maintain host-
based antivirus software are successfully attacked, because the infection propagates to
their PCs and servers faster than they can update their antivirus software. In addition, new
vulnerabilities are exposed by the practice of allowing emplovees to access their
personal, Web-based email accounts while at work, effectively bypassing most
companies’ server and desktop AV defenses.

In the wake of these costly threats, orgamizations have been searching for solutions that
can respond more effectively to fast-spreading attacks. Some organizations have
resigned themselves to the fact that Internet connectivity poses risks, and simply prepare
for the next inevitable outbreak. Other organizations are implementing means to
automatically or manually cut off Intemet access each time they leam of a major attack
until they can verify that all of their hosts have updated antivirus software. Both of these
approaches come at cost, and point to the need for alternative measures that can mitigate
the weaknesses of host-based antivirus measures.

Introduction to Antivirus Solutions

This section describes the variety of virus scanning techniques used by most antivirus
vendors, and compares host-based antivirus (HAV) systems with network-based antivirus
{NAV) systems. The limitations of HAV systems demonstrates the need for a properly
implemented NAVY system that allows network administrators to deploy comprehensive
antivirus protection faster, gearding against the nse of blended threats that endanger
networks today

In this paper, we use the term "virus® loosely to include security threats of all kinds,
including:

®  Viruses that replicate and perform malicious operations
*  Worms that replicate and spread automatically via email, Web, or other protocols
® Trojans that hibernate on a host until awakened by a certain tnigger

Most of the AV products in the market address all of these different kinds of threats,

Common Virus-Detection Technigques

Viruses arg executable programs, always embedded wathin otherwase “lemtimate” files
The challenge of antivirus science is to ensure that all infected files are stopped (100%
detection rate) without creating “false positives”, that is, without mistakenly marking a
clean file as being infected. Several methods are used to detect viruses.

Complement ¥our Host-Based AY Solutiens with FortiGate Antivinus Firewalls -]
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The most common approach to virus detection is the “signature-based” approach,
Signatures are telltale patierns of bytes that are unique to a panicular virus. Signafure-
based AV products are composed of two key elements: a database that contains the
signatures for known viruses, and a scanning engine that compares files under
investigation with the signatures in the database to detect a match indicating the presence
of a virs,

The simplest signatures are streams of bytes that are known to occur in a particular
sequence within the code of a virus. Signatures can be made more complex by
incorporating “wildcard™ characters to account for known virus vanations. In general,
larger signature databases and longer, more complex signatures réguire more ime for an
AV gystem to scan a file

Virus wnters have taken a number of steps to further complicate life for AY vendors.
For example, they often encrypt the bulk of the virus code, which randomizes the code
and makes it much harder to develop a signature. Virus writers have also developed so-
called “polymorphic” viruses, which actually modify themselves slightly at each
replication, further complicating, and in some cases defeating the ability of AY vendors
to develop signatures.

In the continuing AV arms-race, AV vendors have also taken counter-measures, by
developing so called “heuristic” scanning that looks for paiterns of “known bad
behavior”, rather than looking for a specific virus signature. For example, some viruses
read and write certain files or execute certain operations in a way that that would never be
found in legitimate programs. The sequences of operations that constitute these
behaviors can also be used to develop so-called heunstic signatures, which enable AV
engines to detect some viruses without an explicit signature

For many companies, the “holy grail” of antivirus technology would be a signature-less
system that can detect and stop inappropriate behavior as programs execute on host
computers. While appealing in concept, such systems are not commercially viable. A
key problem is that the definition of appropriate vs. inappropriate behavior changes fairly
rapidly in today's modern computing environment. The rules that define acceptable
behavior change with new releases of operating systems and application programs. Like
virus signatures, the rules that govemn “anomaly-based” virus prevention must be
frequently updated to avoed an unacceptable number of false positive detections. Even so-
called signature-less systems are not so different in practice from their signature-based
counterparts.

Despite their known weaknesses and limitations, signature-based AV systems are still by
far the most effective and widely used method of virus detection. Thus, the most
practical approach at present to improving the performance of AV systems is to
determine how to make signature-based systems more effective against today’s
increasingly complicated and quickly spreading blended threats.
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An obvious weakness of signature-based AV systems is that they can only detect known
viruses. As a resuli, signature-based AV systems are generally ineffective against new
attacks until the signature database is updated with the signature of a new virus or type of
virus behavior. After a virus is released and begins to spread and infect users, several
steps are necessary to update signature databases:

1. A new virus threat is recognized.

2. Antivirus companies gather suspected infected files and search for the virus code.

3. The virus is identified and a signature is developed that will uniquely identify it,
without causing “false positives”,

4. The new signature 15 added to the AV vendor’s signature database.

5. Systems are “inoculated” against the new virus by propagating the new signaiure
database to every device that runs the scanning engine.

Organizations are most vulnerable to new infections duning the period between detection
and inoculation, and any delays in the process increase the “window of vulnerability ™
For large organizations especially, the biggest portion of the vulnerability window is the
time required to update every PC, laptop, and server in their network with a new
signature database.

Reducing the window of vulnerability maximizes the performance of signature-based
systems. Network administrators can achieve this by deploying AV protection at the
network edge, using network-based AV as opposed to relying solely on AV protection
deployed on each computer and server in the network.

Host-based and nefwork-based AV windows of vulnerability

Host based AV window of vulnerability Metwork based AV window of vulnerability

To Scan or Not to Scan — Wild vs. Legacy Viruses
As explained above, the threat coverage provided by a signature-based AV system is
determined by the signatures contained in the signature database. Traditionally, AY
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vendors have tended to equate the size of their signature database with the quality and
effectiveness of their products. As a result, it is not uncommon 1o see AV products thai
claim to scan as many as 60,000 different viruses.

Intuitively, it would seem that “maore is better™; the more signatures processed by an AV
scanner, the better the protection. However, this is not necessanly true. OFf the 60,000
known viruses in the world today, fewer than 1,000 are “in the wild™, That means there
are fewer than 1,000 viruses, today, that are actually spreading and infecting computers.
The remaining 59,000+ viruses are legacy, or so-called “zoo” viruses. Many of them
have never been released, and many of them were designed to infect operating systems
and programs that are obsolete and no longer in use,

Scanning for non-threats can actually reduce antivirus protection, because it can increase
the delays caused by AY svstems. The impact of these delays cannot be overestimated -

users routinely disable AV software because of performance impact. Unacceptable delay
i the primary reason that Web traffic is almost never scanned for viruses, despite the fact
that Web traffic easily transports these threats,

The list of active viruses, called The Wild List, is published at www wildlist org. This list
15 based on contributions from the world’s top antivirus researchers, representing
essentially all antivirus vendors. The Wild List, of approximately 700 viruses (200 base
viruses plus varianis), is the definitive list of current threats that are infecting users’
systems worldwide. While many AV vendors continue to maintain databases that are 50-
60 times larger than the Wild List, the benefit of doing so is highly questionable. In the
world of antivirus protection, it makes little sense to look for attacks that are never there.

Two Virus-detection Approaches: Host-based vs. Network-based

Regardless of the specific techniques emploved, today's AV solutions fall largely into
two camps — host-based, and network-based. Each is described below.

Approach 1: Host-based AV (HAV) Solutions

Host-based AV solutions are deployed in the form of software programs that run on
standard host computer platforms. Most often, HAV software is used to provide
protection solely for the host on which it is installed, such as an end-user's desktop or
laptop. In other cases, HAV software installed on a server is used to protect downstream

hosts that access the server, as 15 the case with HAV software deploved on an email
SEMVEr.

HAYV systems are file-based, meaning that they always work in conjunction with the file
system installed on the host. This makes them especially effective at dealing with viruses
that are spread by floppy disks or other shared media. HAV software is often used to
scan email files before they are opened, preventing a common cause of infection and
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virus propagation. In addition, most HAV software vendors require an understanding of
the operating and file systems on which their sofiware resides, and so are able to provide
system clean-up utilities that enable their customers to recover from infections. For these
reasons, HAY software is an essential part of any antivirus protection system.

While HAV solutions can do an excellent job of dealing with viruses once they ve
reached a host's file system, several inherent characteristics make them vulnerable in the
shifting paradigm of today's war against virus threats:

= HAY products operate in an uncontrolled environment. They are installed on
the same platform that they protect, which renders the HAV software itself
vulnerable to misconfiguration and attack. In addition, human error can
circumvent HAV software. Users may inadvertently (or deliberately) open
infected files even when cautioned by the HAV software not to do so. Users may
also deliberately disable their host AV protection.

«  HAYV products require significant administration. HAV syvstems are not
completely effective against new attacks until every host in an organization has
been updated with the latest signature database. For HAV systems that scan {or
tens of thousands of legacy viruses in addition to known Wild List viruses, the
database updates can take a substantial amount of time increasing the
“wulnerability window.”

= HAV sofltware only operates on files that have been written to the host’s disk
file system. This means that some viruses will not be detected until after a
complete disk scan, a process that can often take more than an hour. Some
viruses, which persist within a host’s RAM, cannot be completely removed from
the host until the system is rebooted.

«  HAY software typically reduces the overall performance of the host on which
it runs, Host performance is reduced because the content processing required to
scan files for virus signatures is computationally intensive, and because HAV
software typically scans all files whenever they are accessed, File operations can
often take 2-5 times longer on hosts with HAY software enabled. The
performance reduction can cause some users to deliberately disable their HAY
software.

= HAY systems are rarely used to scan real-time applications, such as Web
browsers because the poor performance of HAY systems introduce unacceptable
delays. This is especially troubling, as many users access their personal, Web-
based email while at work, effectively bypassing their company’s HAV systems,

Complement ¥our Host-Based AY Solutiens with FortiGate Antivinus Firewalls L]

Page 319 of 329 Netskope Exhibit 1008



Viruses enter an HAV protected internal network
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’% Network Users

Traditional HAV systems protect networks from infected files downloaded from CDs and
diskettes to computers in the network; however, they can not provide sufficient
performance or protection to networks from Internet-based, blended threats.

Approach 2: Network-based AV Solutions

Network-based AV (NAV) solutions are installed on a network gateway between two
networks. Typically the NAV will be installed between an interal network and an
external or public (e.g. Internet) network, between an organization’s network and its
extranet partner's network, or between different departmental networks within the same
organization. The key characteristics of NAV systems are as follows:

*  NAV systems typically employ dedicated platforms. Unlike the standard host
computers of HAV systems, NAV systems use dedicated, secunty hardened
operating systems that cannot be compromised.

*  NAV systems provide a single barrier behind which all hosts are protected.
This greatly reduces administrative effort and closces the “vulnerability window,”
A single update of the signature database or scanning algorithms on the NAV
gateway protects all of the systems on either side from viruses flowing in either
direction.

* NAYV systems stop viruses at the network edge. Viruses are stopped before they
reach downstream PCs and servers, greatly reducing the risk that an unprotected
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host will be compromised, and mitigating the nsk of memory-resident and other
viruses that are a challenge for HAV systems.

= NAV systems reduce the load on email servers by eliminating infected emails
before they reach the servers. This is especially important duning attacks by
email-propagated worms which can generate thousands of messages and
overwhelm an email server — even if it is protected by HAV software,

= NAVY systems are well positioned in the network to scan Web and other
traffic that tends to bypass conventional HAV systems.

Using FortiGate Antivirus Firewalls fo stop viruses at the network edge

z internet A.JI

File S
ile Servar FortiGate NPG Email Servers

Network Users

To perform AV scanming at network speeds requires 100-1000 times more processing
power than is required for other securnity functions such as VPN and firewall processing,
As a result, a major challenge to NAV solutions is the need to provide effective AV
protection without reducing network performance. A sufficiently powerful NAV solution
can provide protection for real-time and Web-based applications, shielding the network
from the increasing nsk of Internet-based, blended threats
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Fortinet's Network-Based Antivirus Scanning Technology

Fortinet has pioneered the world's first network-based antivirus system, proven 1o
provide the highest level of AV protection while maintaining real-time performance - at
data rates that reach gigabit/second levels. Through the combination of a unique
architecture, new chip technology, and a comprehensive support infrastructure, Fortinet’s
antivirus solution now sets a new standard for AV protection, price and performance.

Fortinet's NAV functionality is standard in all members of the FortiGate Antivirus
Firewall product line. In addition to antivirus protection, FortiGate Antivirus Firewalls
provide firewall, VPN, content filltening, intrusion detection, and traffic shaping functions
in robust, dedicated hardware units. The seven FortiGate models span SOHO to service
provider, and support multi-gigabit performance levels.

Challenges for Network-Based Antivirus Systems

Conventional, signature-based HAV systems operate on files. They typically scan files
for viruses when the files are stored (or opened) by the host's operating svstem. The
HAV software intercepts the files and streams them through a “scanning engine” which
searches the files for patterns that match corresponding pattems in the virus signature
database. The signature databases can contain several hundred kilobytes of information
representing thousands of virus signatures. For a typical file, many millions of
comparisons may be required to determine if it is free from infection. While the delays
caused by virus scanning are often annoying to users, there is no hard limit on HAV
system performance: if it takes 2 seconds, 20 seconds, or 2 minuies to scan a file, the
results will be the same.

Compared with HAV systems, network-based antivirus systems operate under much
more difficult constraints, Files are transponed over networks in the payload portions of
packets, each containing a small chunk of the file. A typical packet payload on the
Intemmet is approximately 1,500 bytes in length. However, many viruses are substantially
longer than 1,500 bytes, and can exceed 100K bytes in length. As a result, it 15 not
sufficient for NAY systems to simply scan each packet individually, If a virus s longer
than 1,500 bytes, and the signature for the virus relies on patterns that occur in portions of
the packet that are separated by more than 1,500 bytes, then a packet-by-packet scan will
never detect it.

To deal with this challenge, some NAV systems contain hard disks, and function
essentially as HAV systems that are deployed at the edge of a network. Packets are
reassembled into files on the disk, and streamed oft the disk at a rate that will not
overwhelm the software scanning engine. Such systems do not achieve network-speed
performance, and while potentially acceptable for email, are generally not usable for real-
time, Web traffic.

To operate effectively, a NAV system must be able to scan both Web and email traffic
without causing noticeable delays. This requires the ability to reconstitute packets into
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application-level content streams and compare the streams 1o the patterns in the signature
database in real time. The content reassembly and scanning processes must take place at
network speed, or the NAV system will run out of space to store the contents from new,
incoming packets, resulting in data loss. On a 1 gigabit/second link, a delay of only 2
seconds can fill 256 megabytes of memory! Since the processors used in conventional
computing and networking systems are not designed 1o scan large data sets (files and
streams) for complex patterns (signatures) at high speeds, effective NAV systems require
a dedicated architecture designed specifically for this type of processing.

Key Elements of the Fortinet NAV Solution

Foninet's high-performance NAV solution is powered by two key elements:

1. Fortinet's Advanced Behavior and Content Analysis System (ABACAS™)
Technology.

2, Fomnet's Threat Management Team (TMT) and FortiCenter™ Services
infrastructure.

These key elements have enabled Fortinet to deliver the highest performing NAY system
on the market, as well as the only ASIC-based AV system that 15 certified by the
Intemnational Computer Securnity Association (ICSA).

ABACAS Technology Provides High Performance Content Processing

ABACAS Technology forms the basis of the FormGate NAVY system. The two primary
componeénts of ABACAS Technology are the Fortt ASIC Content Processor and the
ForniOS Operating System,

The core of the FortiOS is a dedicated, security hardened, real-time kernel optimized for
packet processing. It provides a common framework and environment for all of the
FortiGate applications: AV, content filtenng, firewall, VPN, NIDS, and s0 on. The
ForniOS also suppornts APls 1o applications that run on standard (e.g. Linux) operating
systems, making it easy to integrate third party utilities (such as a Web server, and Secure
Shell) into the products. Because the FortiOS is a closed system, it is not susceptible to
being attacked by any of the threats that the FortiGate units process,

FoniGate units derive their primary performance advantage from the FortiASIC CP-1
Content Processor, a new type of chip designed by Fortinet. The FortiASIC chip contains
multiple functions that contribute to high AV performance:

&  The Firewall Engine processes packet headers, and accelerates the identification
of the application-level flow to which each packet belongs.

* The Signature Scanning Engine reassembles packet payloads into content

streams in the Content Memory, loads the appropriate portions of the signature
database, and performs hardware-based patiern searches,
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The Content Memory associated with the FortiASIC chip vanes in each FortiGate unit
depending on its rated throughput, and ranges from 64 MBytes in the FortiGate-50 to 1
GByte in the FortiGate-2000.

Fortinet's ABACAS high-performance content processing

8

64 Mbps

Home Network

Internet |

T~ j 1 Gbps Oftice Network

FortiGate-2000

Each FortiGate unit can be configured by the system administrator to reassemble, stream,
and scan attachments to email messages transported using SMTP, POP3, or IMAP
protocols, and Web pages and downloads transported via the HTTP protocol. The system
is expandable without any changes to hardware and can support the processing of
additional protocols, such as FTP

FortiCenter Infrastructure Keeps Signature Databases Up to Date

The Virus Signature Database in each FortiGate unit is supplied by Fortinet's
FortiCenter™ infrastructure and services The FortiCenter services ensure that customers
receive up-to-the-minute information on network threats, and ensure that FortiGate units
include the latest signature databases needed 1o detect and stop attacks.

FortiCenter services are managed by Fortinet's Threat Management Team (TMT), which
includes leading antivirus researchers who continuously scan global sources for new
viruses, worms, and other attacks. Working in concert with customers, partners, and a
worldwide network of antivirus experts, the Fortinet TMT identifies new threats, isolates
virus samples, determines the nature and level of the threat, and develops new signatures
when needed.
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When a new threat is identified, the FortiCenter sections of the Fortinet Web site are
updated with relevant information for review by cusiomers, and if needed, a new
signature is added to the Virus Signature Database and pushed to a FortiCenter Server.
FortiCenter Servers can be accessed at any time by authorized FortiGate units in order to
download the latest signature database, a process that generally takes less than a minute.
Each FortiGate unit can be configured to load the latest signature database daily or
weekly, and can be directed by an administrator — remotely if desired - to download the
latest database at any time. In the event of an especially dangerous threat, the Fortinet
TMT can issue an alert telling all FortiGate administrators to download the latest
database immediately. The FortiCenter architecture also supports the ability of the
FortiCenter Servers to automatically alert FortiGate units that a new database is available
and to trigger an immediate download if so configured by the administrator.

World-wide TMT and FortiCenter server locations

FartiCanler Sarver
i

Fl:rrlil.TmJtnr Sarver FartiConter Sarver

In order to ensure high availability, there are several FortiCenter Servers located in
different pans of the world, including North America, Europe, and Asia. Each FortiGate
unit can be configured to communicate with two FortiCenter Servers, and the Servers can
re-route update requests if needed to handle peak demand.
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Summary

Host-based antivirus systéms servie an important purpose and should be a part of any
well-conceived virus protection strategy. However, host-based AV protection alone is no
longer sufficient to deal with today’s fast-spreading, blended threats. Network-based
antivirus systems can stop threats at the network edge before they reach host computers,
and provide the time needed to update host AV software, Fortinet’s ABACAS
technology includes a dedicated, FortiOS Operating System and ASIC-based hardware
content processing that can deliver Network AV protection at the network edge to
prevent attacks that bypass even the best host-based AV systems. The patent-pending
ABACAS technology provides application and network level services in real time,
providing the performance required to protect networks from the increasing number of
blended threats and Internet-based attacks, FortiCenter services provide continuous, up-
to-the-minute protection from new threats.

Based on ABACAS technology and FortiCenter Services, Fortinet’s FortiGate family of
Antivirus Firewalls represent the industry’s first and only ICSA-certified, ASIC-based,

real-time network antivirus svstems. FortiGates provide an important new defense in the
war against network antacks.

For More Information
In the constantly evolving network secunty environment, the FortiGate Antivirus

Firewalls provide the strongest and most effective protection available for vour network
More information about Fortinet's products is available from the following sources.

Business Information

Please visit ws at www fortinel.com.

Potential Partners

Please contact us at partneri@ fortinet.com of visit us at www fortinet com.

Additional Resources

Please contact us at (1) 408-235-7700 for engineering/technical support.
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Press Release

Media Contact:

Atchison Frazer
Fortinet, Inc.

+1 408 235 7700 x318
afrazer@fortinet. com_

Fortinet Strengthens Antivirus Protection with Automatic *Push’
Updates to FortiGate Systems

ForttON 2,36 Firmware Upgrade Infrodeces New Antiviras Firewall Enhancements
fncluding Multiple WAN Support and Anitvirns Proveciion for IPSec VPNs
SANTA CLARA, Calif, Feb.11, 2003 — Fortinet — the only provider of ASIC-powered,

network-based antivirus firewall systems for real-time network protection — today
announced that all FortiGate™ antivirus firewalls are now able to receive instant “push’
updates of antivirus and intrusion attack detection databases from the FortiResponse™
Distribution Network. This ensures that FortiGate units worldwide are updated in real
time in response (o new atiacks, and are able to detect and prevent threats from entering

customer networks, without waiting for the unit or an administrator to request an update.

This powerful immediate update capability, delivered in an upgrade to the ForuOS8™
firmware, further strengthens Fortinet’s position as the sole provider of hardware-based
antivirus gateways, and complements the FortiGate units’ high performance with the

maost responsive antivirus profection available at the lowest total cost of ownership.

Updates are provided by Fortinet’s FortiResponse Distribution Network — a global
system of secure, redundant, high-performance servers that distribute antivirus and
network intrusion detection system (NIDS) attack databases to registered FortiGate units
deploved at the network edge. The attack databases are maintained by Fortinet's Threat

Response Team, which operates 24x7 on three continents to initiate real-time updates.
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Fartinet Introduces Auto Push AV Protection 2

“The cost of network-bome attacks in terms of lost productivity, network damage and
application downtime is extracting billions from real-time enterprises, while conventional
software-based solutions are failing to keep pace,” said Ken Xie, founder, president and
CEQ of Fortinet. “No network-connected company or organization should be left
vulnerable to the increasingly sophisticated viruses, worms, blended threats and other
content-based attacks whose speed and complexity easily outmaneuver legacy systems.
Fortinet's introduction today of the world’s only antivirus firewall with automatic,
instantaneous push-update capabilities strikes back at malicious code and content

attackers with an intelligent wall of defense to block threats at the network’s edge.”

In addition to the push-update feature, the new FortiOS 2.36 firmware — available
immediately on all new shipments of FortiGate Antivirus Firewalls and as a no cost
upgrade for installed FortiGate systems under any Fortinet maintenance and support
contract — delivers a number of additional enhancements to strengthen Fortinet's multiple
security functions including:
* Antivirus for VPN tunnels: Effectively protects enterprises from attacks launched
through the typically trusted IPsec VPN tunnels
# [PSec VPN improvements that facilitate configuration of firewall policies, NAT
{network address translation) traversal and hub-and-spoke configurations for
sophisticated IPsec VPN topologies
# High Availability (HA) status monitoring: Real time unit and link status
information for both Active-Passive and Active-Active operational modes
# Multiple wide area network {WAN) link support: Provides redundancy and load
balancing for FortiGate units connected to multiple W ANs
o Network intrusion detection enhancements: Enhances attack alerts that make it
easier to identify threats and take appropriate action.

The Fortu(OS version 2.36 15 available now with all FortiGate Antivirus Firewall units
through authorized Fortinet distributors and resellers worldwide.
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About Fortinet (www.fortinet.com)

Fortinet's award-winning FortiGate series of ASIC-accelerated antivirus firewalls are the
new generation of real-time network protection systems. They detect and eliminate the
maost damaging, content-based threats from email and Web traffic such as viruses,
worms, intrusions, inappropnate Web content and more in real time — without degrading
network performance. The FortiGate systems deliver a full range of network-level
services — firewall, VPN, intrusion detection and traffic shaping — as well as application
level services such as antivirus and content filtering, in dedicated, easily managed
platforms. Fortinet is privately held and based in Santa Clara, California.
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