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DOCUMENT PROCESSING METHOD AND
SYSTEM

BACKGROUND OF THE DISCLOSURE

[0001] 1. Field of the Disclosure

[0002] The disclosure relates to a document processing
method for storing a document to a remote server and a
document processing system.

[0003] 2. Description of Related Art

[0004] Intoday’s information age, storage and processing
of documents are important issues. Along with popularity of
communication technology, the user probably wants to
access, search or process a same document at different places
and different time. By using a remote storage technique, a
local client can store a plurality of documents in a remote
storage server (RSS) through a communication network. For
example, a cloud server could satisfy humungous data storage
requirements of multiple clients.

[0005] Considering information security, the documents
stored in the remote server would have to be encrypted. In
order to satisfy a data processing demand (for example, key-
word search, etc.) of the client, the remote server in a conven-
tional document processing system should have a decryption
capability. For example, the conventional remote server
should have a decryption key to convert an encrypted docu-
ment into a plaintext, and then search the plaintext for the
keyword. However, the remote server is probably not reliable.
In case that the remote server has the decryption capability,
the client could not prevent an unfaithful query processing of
the remote server. Namely, the document stored in the remote
server could be peeked/leaked.

[0006] In another conventional document processing sys-
tem, the remote server would not have the decryption capa-
bility, so that the client should completely download each of
the documents of a plurality of the encrypted documents, and
then uses a key to decrypt the encrypted documents, so as
perform data processing (for example, keyword searching,
etc.). Therefore, in case of the humungous data storage
requirements, the humungous encrypted documents consume
a large amount of bandwidth resources.

SUMMARY OF THE DISCLOSURE

[0007] The disclosure is related to a document processing
method and a document processing system, which improve
information security of remote storage documents, and facili-
tate a remote server to deal with various data processing
requirements.

[0008] The disclosure provides a document processing
method, which is described as follows. A client divides at
least one document into a plurality of document pages, and
individually encrypts the document pages by a first key to
obtain a plurality of encrypted pages. The client removes a
part of words from the document pages to obtain a plurality of
significant words, and individually encrypts the significant
words by a second key different to the first key to obtain a
plurality of encrypted significant words. The client records
the encrypted significant words and a plurality of first index
information in a significant word set (SWS), where the first
index information indicates a page in the encrypted pages
where the encrypted significant word comes from. Then, the
client transmits the encrypted pages and the SWS to a remote
server for storage.
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[0009] The disclosure provides a document processing sys-
tem including a remote server and a client. The client is
connected to the remote server through a communication
network. The client divides at least one document into a
plurality of document pages, and individually encrypts the
document pages by a first key to obtain a plurality of
encrypted pages. Then, the client removes a part of words
from the document pages to obtain a plurality of significant
words, and individually encrypts the significant words by a
second key different to the first key to obtain a plurality of
encrypted significant words. The client records the encrypted
significant words and a plurality of first index information in
a significant word set (SWS), and transmits the encrypted
pages and the SWS to the remote server for storage, where the
first index information indicates a page in the encrypted pages
where the encrypted significant word comes from.

[0010] According to the above descriptions, in the disclo-
sure, the client respectively encrypts the document pages and
the significant word set by using different keys, and then
transmits the encrypted pages and the significant word set to
the remote server for storage. Since the remote server does not
have the keys, the remote server could not decrypt the docu-
ment pages and the significant word set. Moreover, since the
keys used for encrypting the document pages and the signifi-
cant word set are different, information security of the docu-
ment stored in the remote server is enhanced. In addition, as
the client extracts the encrypted significant words of the docu-
ment pages in advance to produce the significant word set, the
remote server could perform corresponding processing in an
encryption-domain according to various processing require-
ments (for example, keyword searching, etc.) of the client.

[0011] In order to make the aforementioned and other fea-
tures and advantages of the disclosure comprehensible, sev-
eral exemplary embodiments accompanied with figures are
described in detail below.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] The accompanying drawings are included to pro-
vide a further understanding of the disclosure, and are incor-
porated in and constitute a part of this specification. The
drawings illustrate embodiments of the disclosure and,
together with the description, serve to explain the principles
of the disclosure.

[0013] FIG. 1 is a functional block schematic diagram of a
document processing system according to an embodiment of
the disclosure.

[0014] FIG. 2 is a flowchart illustrating a document pro-
cessing method according to an embodiment of the disclo-
sure.

[0015] FIG. 3 is a flowchart that a remote server processes
a search request of a client according to an embodiment of the
disclosure.

[0016] FIG. 4 is a flowchart that a remote server processes
a search request of a client according to another embodiment
of the disclosure.

[0017] FIG. 5 is a flowchart illustrating a document pro-
cessing method according to another embodiment of the dis-
closure.

[0018] FIG. 6 is a flowchart that a remote server processes
a search request of a client according to still another embodi-
ment of the disclosure.
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DETAILED DESCRIPTION OF DISCLOSED
EMBODIMENTS

[0019] FIG.1 is a functional block schematic diagram of a
document processing system according to an embodiment of
the disclosure. The document processing system includes a
remote server 120 and a client 110. The remote server 120 can
be aremote storage server (RSS), a cloud server or other types
of'servers. The client 110 can be a personal computer (PC), a
notebook computer, a personal digital assistant (PDA), a
smart phone or other types of programmable devices. The
client 110 is connected to the remote server 120 through a
communication network 10.

[0020] FIG. 2 is a flowchart illustrating a document pro-
cessing method according to an embodiment of the disclo-
sure. Referring to FIG. 1 and FIG. 2, before the client 110
transmits one or a plurality of text documents to the remote
server 120 through the communication network 10 for stor-
age, the client 110 performs the steps shown in FI1G. 2. In step
S205, the client 110 divides each of the documents into a
plurality of document pages. For example, the client 110
breaks a document into a plurality of pages, and each of the
pages has a size of 128 KB. Then, in step S210, the client 110
individually encrypts the document pages by a first key CPS-
KEY to obtain a plurality of encrypted pages. The encrypted
pages are respectively assigned with a unique identification
(ID). In the present embodiment, the client 110 individually
compresses the document pages to obtain a plurality of com-
pressed pages, and individually encrypts the compressed
pages by the first key CPS-KEY to obtain the encrypted
pages. In other embodiments, in the step S210, the client 110
probably does not compress the document pages, instead, the
client 110 may directly encrypt the document pages by the
first key CPS-KEY to obtain the encrypted pages. The
encrypted and compressed pages are one-by-one arranged in
a huge file, which is referred to as a compressed page
sequence (CPS). Then, the client 110 transmits the encrypted
pages (the CPS) to the remote server 120 for storage (step
S230).

[0021] Moreover, after the step S205, the client 110 further
executes a step S215. In the step S215, the client 110 removes
a part of words from the document pages that are still not
encrypted to obtain a plurality of significant words. Namely,
the client 110 identifies a plurality of meaningful words in the
document pages. In some embodiments, in the step S215, the
client 110 can remove articles (for example, “a”, “an” and
“the”, etc.) and other basic grammar words (for example,
“to”, “for” and “with”, etc.) from the document pages to
obtain the significant words. In some other embodiments, in
the step S215, after the client 110 removes the articles and the
basic grammar words from the document pages to obtain a
plurality of original words, the client 110 further performs
stemming on the original words to obtain the significant
words. The stemming is to convert a single word into a root
according to a Porter algorithm or other algorithms, for
example, convert the words “retrieve”, “retrieval” and
“retrieving”, etc. into a same root “retriev”, and for another
example, convert the words “have”, “having” and “had”, etc.
into a same root “hav”.

[0022] Therefore, according to the step S215, regarding a
document with 10000 words, about 500 significant words can
be extracted there from. After the step S215 is completed, a
step S220 is executed, by which the client 110 individually
encrypts the significant words by a second key SWS-KEY to
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obtain a plurality of encrypted significant words. The first key
CPS-KEY and the second key SWS-KEY are two different
keys.

[0023] After the step S220, a step S225 is executed, by
which the client 110 records the encrypted significant words
and a plurality of first index information in a significant word
set (SWS), where the first index information indicates a page
in the encrypted pages where the encrypted significant word
comes from. In some embodiments, the first index informa-
tion may include a file name of the document and a page offset
in the document. For example, a document with a file name of
AA is divided into 5 pages, and a significant word “home” is
extracted from a third page of the document AA (i.e. a third
page of encrypted pages), so that the first index information of
the significant word “home™ includes “AA, 3”.

[0024] After the step S225 is completed, a step S230 is
executed, by which the client 110 transmits the encrypted
pages and the SWS to the remote server 120 for storage. The
remote server 120 stores the encrypted pages into a database
after receiving the encrypted pages. After the remote server
120 receives the SWS, the remote server 120 logs/joins each
of the encrypted significant words and the corresponding
index information in the SWS to a global search index (GSI)
of'the remote server 120. For example, the GSI includes a key
field and a value field, where the key field records the
encrypted significant words, and the value field records the
first index information. The GSI is implemented by using
some standard open source utilities (for example, Lucene of
Apache). Each of the encrypted significant words in the GSI
is mapped to the corresponding index information, and the
remote server 120 can find the corresponding encrypted page
from the database according to the index information.

[0025] FIG. 3 is a flowchart that the remote server 120
processes a search request of the client 110 according to an
embodiment of the disclosure. When the client 110 is to
search a certain keyword KW, in step S310, the client 110
encrypts the keyword KW by the second key SWS-KEY to
obtain an encrypted keyword. Then, the client 110 transmits
the encrypted keyword to the remote server 120 (step S320).
The remote server 120 searches the SWS according to the
encrypted keyword, i.e. searches the GSI to obtain the index
information corresponding to the encrypted keyword (step
S330). If the remote server 120 can find the encrypted key-
word from the SWS, the remote server 120 obtains at least one
target encrypted page from the encrypted pages stored in the
database according to the index information corresponding to
the encrypted keyword (step S340). Then, the remote server
120 transmits the target encrypted page to the client 110 (step
S350). It should be noticed that in the step S350, the remote
server 120 transmits a part of the encrypted pages of the text
document to the client 110 without transmitting all of the
encrypted pages of the text document to the client 110.

[0026] After the client 110 receives the target encrypted
page from the remote server 120, the client 110 uses the first
key CPS-KEY to decrypt the target encrypted page (step
S360). In some embodiments, if the document pages are first
compressed and then encrypted in the step S210 of FIG. 2, in
the step S360 of FIG. 3, the client 110 first decrypts the target
encrypted page and then performs decompression to convert
the target encrypted page into a plaintext document page.
After the plaintext document page is obtained, the client 110
performs data processing (for example, a detailed search) ofa
subsequent stage.
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[0027] According to the above descriptions, the client 110
uses different keys CPS-KEY and SWS-KEY to respectively
encrypt the document pages and the SWS, and then transmits
the encrypted document pages and the SWS to the remote
server 120 for storage. Since the remote server 120 does not
have the keys CPS-KEY and SWS-KEY, the remote server
120 cannot decrypt the encrypted document pages and the
SWS. Moreover, since the key CPS-KEY used for encrypting
the document pages and the key SWS-KEY used for encrypt-
ing the SWS are different, information security of the docu-
ment stored in the remote server 120 is enhanced.

[0028] In addition, as the client 110 extracts the encrypted
significant words of the document pages with a large data
amount to produce the SWS with a small data amount in
advance, the remote server 120 can perform corresponding
processing on the SWS with the small data amount in an
encryption-domain according to various processing require-
ments (for example, keyword searching, etc.) of the client 110
without searching the encrypted pages with a huge data
amount from the database. Therefore, the operation efficiency
of the remote server 120 can be effectively improved. More-
over, the remote server 120 transmits back a part of the
encrypted pages of the text document to the client 110 other
than transmits back the entire encrypted text document (or all
of'the encrypted pages) to the client 110, so that a bandwidth
resource of the communication network can be effectively
saved.

[0029] FIG. 4 is a flowchart that the remote server 120
processes a search request of the client 110 according to
another embodiment of the disclosure. Related descriptions
of the embodiment of FIG. 3 can be referred for descriptions
ofthe embodiment of FIG. 4. In some embodiments, when the
client 110 is to search a keyword KW, if the stemming is
performed in the step S215 of FIG. 2, a step S410 of FIG. 4 is
required to be performed, by which the client 110 performs
stemming on the keyword KW to obtain a root thereof. After
the root of the keyword KW is obtained, the client 110
encrypts the root by the second key SWS-KEY to obtain an
encrypted keyword (step S420). Then, the client 110 trans-
mits the encrypted keyword to the remote server 120 (step
S320).

[0030] After the remote server 120 obtains the encrypted
keyword, the remote server 120 searches the SWS according
to the encrypted keyword, i.e. searches the GSI to obtain a
plurality of candidate index information corresponding to the
encrypted keyword (step S430). The candidate index infor-
mation corresponding to the encrypted keyword forms an
index information set, where the index information set
includes a plurality of candidate encrypted significant words
and a plurality of the candidate index information. The remote
server 120 transmits the index information set to the client
110 (step S440).

[0031] Insomeembodiments, the remote server 120 counts
occurring times of the encrypted keyword transmitted to the
remote server 120 from the client 110 or other clients. There-
fore, in step S440, the remote server 120 ranks the index
information set according to a most frequently occurring
keyword in the SWS of the remote server 120, i.e. according
to a searching frequency or times of the keyword in the SWS
(the GSI), and transmits the ranked index information set to
the client 110.

[0032] The client 110 decrypts the candidate encrypted
significant words by the second key SWS-KEY to obtain a
plurality of decrypted candidate words (step S450), and the
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user can select a target significant word from the decrypted
candidate words. After the user selects the target significant
word, the client 110 transmits target index information cor-
responding to the target significant word in the candidate
index information to the remote server 120 (step S460).

[0033] According to the target index information transmit-
ted from the client 110, the remote server 120 obtains a
corresponding target encrypted page from the encrypted
pages stored in the database (step S470), and then transmits
the target encrypted page to the client 110 (step S350). The
client 110 decrypts the target encrypted page by the first key
CPS-KEY (step S360).

[0034] FIG. 5 is a flowchart illustrating a document pro-
cessing method according to another embodiment of the dis-
closure. Descriptions of the embodiment of FIG. 5 can
referred to related descriptions of the embodiment of FIG. 2,
and different to the embodiment of FIG. 2, the embodiment of
FIG. 5 further includes steps S510-S540. Referring to FIG. 1
and FIG. 5, after the step S215, the client 110 executes the
step S510. In the step S510, the client 110 removes a part of
words from the significant words of the step S215 to obtain a
plurality of relevant words. For example, in the step S510, a
commonly used word set is defined, and words belonged to
the commonly used word set are removed from the significant
words to obtain the relevant words. In some embodiments, the
client 110 selects representative samples from the significant
words of the step S215, and these words are likely to appear
in most of the queries.

[0035] In the present embodiment, the client 110 defines
most repeated words of the English vocabulary as the com-
monly used word set, and removes the most repeated words of
the English vocabulary from the significant words of the step
S215 to obtain the relevant words (step S510). For example,
the English vocabulary is ranked according to commonly
used degrees of the words, and the front 1% of the most
repeated words are extracted to serve as the commonly used
word set. Then, the client 110 removes the words belonged to
the commonly used word set from the significant words to
obtain the relevant words. According to the number of words
in the commonly used word set, the client 110 can control the
number of the relevant words in the step S510. For example,
regarding a document with 10000 words, about 500 signifi-
cant words can be extracted there from according to the step
S215, and 50 relevant words can be extracted from the 500
significant words according to the step S510.

[0036] Then, the client 110 individually encrypts the rel-
evant words by a third key MRWS-KEY to obtain a plurality
of encrypted relevant words (step S520), where the third key
MRWS-KEY is different to the first key CPS-KEY and the
second key SWS-KEY. The user can use standard open source
key generation utilities to generate the firstkey CPS-KEY, the
second key SWS-KEY and the third key MRWS-KEY.
According to the key generation utilities, the client 110 can
generate the three keys CPS-KEY, SWS-KEY and MRWS-
KEY by using one passphrase.

[0037] In the step S530, the client 110 records the
encrypted relevant words and a plurality of second index
information to a most relevant word set (MRWS). The second
index information indicates a page in the encrypted pages
where the encrypted relevant word comes from. For example,
adocument with a file name of AA is divided into 5 pages, and
a relevant word “tablet” is extracted from a fourth page of the
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document AA (i.e. a fourth page of encrypted pages), so that
the second index information of the relevant word “tablet”
includes “AA, 4”.

[0038] Afterthe MRWS is established, in the step S540, the
client 110 transmits the encrypted pages of the step S210, the
SWS of the step S225 and the MRWS of the step 530 to the
remote server 120 for storage. During a process of transmit-
ting the SWS and the MRWS to the remote server 120, the
client 110 is unnecessary to notify the remote server 120
which one is the SWS and which one is the MRWS. The
server 120 should not be aware of which index is the SWS and
the MRWS. The SWS and the MRWS should look alike for
the server 120. So even on reply, no distinction is made
between the SWS and the MRWS. Only the client 110 knows
this information, because the client 110 has the third key
MRWS-KEY.

[0039] Inother embodiment, the client 110 further prevents
any knowledge gaining from the server 120. For example, the
client 110 sends dummy MRWS periodically to make sure the
server 120 doesn’t try to match the SWS and the MRWS
pairing. For the very same reason, even during query search:
the client 110 will first encrypt the keyword with SWS-KEY
and sends it for search. Then after sending several random
number of such requests, it then encrypts using the third key
MRWS-KEY and sends that keyword for querying. So the
client 110 cannot do search result subset confirmation imme-
diately.

[0040] After the remote server 120 receives the encrypted
pages, the remote server 120 stores the encrypted pages to the
database. After the remote server 120 receives the SWS and
the MRWS, the remote server 120 logs/joins each of the
encrypted significant words and the corresponding index
information in the SWS to the GSI of the remote server 120,
and logs/joins each of the encrypted relevant words and the
corresponding index information in the MRWS to the GSI of
the remote server 120. Each ofthe encrypted words in the GSI
is mapped to a corresponding document ID, where the docu-
ment ID indicates an encrypted page where a given word can
be found. The document ID is combination of a file name and
a page offset in the document, and the file name and the page
offset are combined and encrypted. The GSI is implemented
by using some standard open source utilities (for example,
Lucene of Apache).

[0041] By mixing storing the SWS and the MRWS in the
GSI, most of statistical attacks can be prevented since an
attacker cannot obtain information about a word usage fre-
quency. In other embodiments, the client 110 can further
insert null keywords at random points in the MRWS to assist
preventing any statistical attack.

[0042] FIG. 6 is a flowchart that the remote server 120
processes a search request of the client 110 according to still
another embodiment of the disclosure. When the client 110 is
to search a certain keyword KW, in step S605, the client 110
encrypts the keyword KW by the second key SWS-KEY to
obtain a first encrypted keyword, and in step S610, the client
110 encrypts the same keyword KW by the third key MRWS-
KEY to obtain a second encrypted keyword. After the encryp-
tions are completed, in step S615, the client 110 transmits the
first encrypted keyword and the second encrypted keyword to
the remote server 120. Since different keys SWS-KEY and
MRWS-KEY are used to encrypt the same keyword KW, the
remote server 120 cannot distinguish the two indexes of the
SWS and the MRWS.
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[0043] The remote server 120 searches the SWS according
to the first encrypted keyword to obtain a first search result
corresponding to the first encrypted keyword (step S620).
Moreover, the remote server 120 searches the MRWS accord-
ing to the second encrypted keyword to obtain a second
search result corresponding to the second encrypted keyword
(step S625). In the embodiment that the SWS and the MRWS
are mixingly stored in the GSI, the remote server 120 searches
the GSI according to the first encrypted keyword to obtain the
first search result, and searches the GSI according to the
second encrypted keyword to obtain the second search result.
Thereafter, the remote server 120 executes a step S630 to
transmit the first search result and the second search result to
the client 110.

[0044] Generally, the client 110 can send the search request
to the remote server 120 by using a plurality of keywords, and
the client 110 probably wants to know files most relevant to
the keywords. The remote server 120 uses arbitrary combi-
nations of the keywords to optimize a plurality of document
IDs in the first search result. The remote server 120 further
performs optimization by using a keyword based ranking
system. For example, the remote server 120 can arrange the
first search result according to an ascending order of the
document IDs. For another embodiment, the remote server
120 can arrange the order of the document IDs in the first
search result according to the number of the keywords con-
tained in a single document. For still another embodiment, the
remote server 120 can also arrange the order of the document
IDs in the first search result according to referred times of the
keywords. For example, the GSI has 1000 encrypted words
(encrypted keywords and/or encrypted relevant words)
pointed to a first document, and has 500 encrypted words
(encrypted keywords and/or encrypted relevant words)
pointed to a second document, the first document then is
arranged before the second document in the first search result.
[0045] The remote server 120 merges a plurality of query
results and transmits back a united result, and such result has
been ranked according to the most frequently occurring key-
word in the encrypted index of the remote server 120. Such
method avails the client 110 performing quick and efficient
analysis. Since the keyword KW is fundamentally encrypted,
particularly, after performing the stemming and deleting the
basic grammar words, the encrypted index (i.e. the SWS)
only has specific given words, statistical attacks can be pre-
vented.

[0046] Inother embodiment, for preventing any knowledge
gaining from the server 120, even during query search, the
client 110 will encrypt the keyword with the second key
SWS-KEY to obtain the first encrypted keyword, and sends
the first encrypted keyword to the server 120 for search. The
server 120 searches the SWS and the MRWS according to the
first encrypted keyword to obtain a first search result corre-
sponding to the first encrypted keyword. The server 120 trans-
mits the first search result to the client 110. Then the client
110 will encrypt the same keyword with the third key MRWS-
KEY to obtain the second encrypted keyword, and sends the
second encrypted keyword to the server 120 for search. The
server 120 searches the SWS and the MRWS according to the
second encrypted keyword to obtain a second search result
corresponding to the second encrypted keyword. The server
120 transmits the second search result to the client 110.
[0047] Then, the client 110 uses the second key SWS-KEY
and the third key MRWS-KEY to decrypt the first search
result and the second search result, and then compares the
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decrypted first search result and the second search result (step
S635). Since the MRWS is a subset of the SWS, generally, the
second search result is a subset of the first search result. If it
is determined that the second search result is the subset of the
first search result according to the step S635, a step S640 is
executed, by which the client 110 transmits target index infor-
mation corresponding to the keyword KW in the first search
result to the remote server 120.

[0048] According to the target index information transmit-
ted from the client 110, the remote server 120 obtains a
corresponding target encrypted page from the encrypted
pages stored in the database (step S645), and then transmits
the target encrypted page to the client 110 (step S650). It
should be noticed that the remote server 120 transmits back a
part of the encrypted pages of the text document to the client
110 other than transmits back the entire encrypted text docu-
ment (or all of the encrypted pages) to the client 110, so that
a bandwidth resource of the communication network can be
effectively saved.

[0049] When a search query requires document pages cor-
responding to the keyword KW, the document processing
system intelligently transmits a minimum number of the
required pages of the document from the remote server 120 to
the local client 110. According to the received encrypted
pages, the client 110 uses the first key CPS-KEY to decrypt
the target encrypted page, so as to convert the target encrypted
page into the plaintext document (step S655). After the client
110 decrypts and decompresses the document pages, the cli-
ent 110 further performs detailed searching or data process-
ing of a subsequent stage. In this way, the network bandwidth
is optimally used.

[0050] Ifitis determined that the second search result is not
the subset of the first search result according to the step S635,
the remote server 120 is confirmed to perform an unfaithful
query processing (step S660). In some embodiments, in the
step S660, a suitable action is undertaken, for example, a
sound/light alarm is sent, or such event is recorded in a system
log file. The two search indexes of the SWS and the MRWS
are used to confirm the unfaithful query processed by the data
storage server (i.e. the remote server 120). When the same
keyword is used to simultaneously search the SWS and the
MRWS, if the keyword can be found in the MRWS and cannot
be found in the SWS, the remote server 120 is confirmed to
perform the unfaithful query processing.

[0051] However, both the SWS and the MRWS may return
0 results. The NULL set returned from MRWS is a subset of
NULL set returned from SWS, and therefore even though the
server 120 could have possibly unfaithfully executed, the
client 110 have no way of finding it. In order to catch this
corner case, the client 110 proceeds with the following action.
The client 110 creates a test text with known keywords and
then remembers in some persistent storage (e.g. hard disk).
The test text and other documents are processed by the steps
S205, S210, S215, S220, S225, S510, S520 and S530 of FIG.
5 to obtain the contents of the SWS and the MRWS. And then
sends the SWS and the MRWS to the server 120 (i.e. step
S530 of FIG. 5). Later some time, the client 110 will query
using some of the keywords including the known keyword of
the test text. Obviously, the search result for the SWS and the
MRWS should contain the keywords that the client 110 has
stored persistently. If there’s a NULL reply from server, then
the client 110 can easily judge the server 120 has performed
an unfaithful execution.
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[0052] Since three different keys CPS-KEY, SWS-KEY
and MRWS-KEY are used to encrypt the same keyword, the
document processing system is more robust. Even if the
remote server 120 learns a scheme of the whole document
processing system, the remote server 120 still cannot analyse
the encrypt pages in the database and the SWS and the MRWS
in the GSI. The encrypted page, the SWS and the MRWS
appear to be completely different since they are respectively
encrypted by using different keys. Therefore, unless the
remote server 120 has the three keys CPS-KEY, SWS-KEY
and MRWS-KEY, the remote server 120 cannot perform any
analysis on the data stored therein.

[0053] In summary, in the disclosure, the client 110 uses
different keys CPS-KEY, SWS-KEY and MRWS-KEY to
respectively encrypt the document pages, the SWS and the
MRWS, and transmits the encrypted document pages, the
SWS and the MRWS to the remote server 120 for storage.
Since the remote server 120 does not have the keys, the
remote server 120 cannot decrypt the encrypted pages, the
SWS and the MRWS. Moreover, since the keys used for
encrypting the document pages, the SWS and the MRWS are
different, information security of the document stored in the
remote server 120 is enhanced. In addition, as the client 110
extracts a part of the words of the document pages in advance
to produce the SWS and the MRWS, the remote server 120
can perform corresponding processing in an encryption-do-
main according to various processing requirements (for
example, keyword searching, etc.) of the client 110.

[0054] It will be apparent to those skilled in the art that
various modifications and variations can be made to the struc-
ture of the disclosure without departing from the scope or
spirit of the disclosure. In view of the foregoing, it is intended
that the disclosure cover modifications and variations of this
disclosure provided they fall within the scope of the following
claims and their equivalents.

What is claimed is:

1. A document processing method, comprising:

dividing at least one document into a plurality of document

pages through a client;

individually encrypting the document pages by a first key

to obtain a plurality of encrypted pages through the
client;
removing a part of words from the document pages to
obtain a plurality of significant words through the client;

individually encrypting the significant words by a second
key different to the first key to obtain a plurality of
encrypted significant words through the client;

recording the encrypted significant words and a plurality of
first index information in a significant word set through
the client, wherein the first index information indicates a
page in the encrypted pages where the encrypted signifi-
cant word comes from; and

transmitting the encrypted pages and the significant word

set from the client to a remote server for storage.

2. The document processing method as claimed in claim 1,
wherein the step of encrypting the document pages com-
prises:

individually compressing the document pages to obtain a

plurality of compressed pages; and

encrypting the compressed pages by the first key to obtain

the encrypted pages.

3. The document processing method as claimed in claim 1,
wherein the first index information comprises a file name of
the document and a page offset in the document.
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4. The document processing method as claimed in claim 1,
wherein the step of removing the part of words in the docu-
ment pages comprises:

removing articles and basic grammar words from the docu-

ment pages to obtain the significant words through the
client.

5. The document processing method as claimed in claim 4,
further comprising:

encrypting a keyword by the second key to obtain an

encrypted keyword through the client when the client is
to search the keyword;

transmitting the encrypted keyword from the client to the

remote server;

searching the significant word set according to the

encrypted keyword through the remote server, so as to
obtain first index information corresponding to the
encrypted keyword;
obtaining a target encrypted page from the encrypted pages
according to the first index information corresponding to
the encrypted keyword through the remote server;

transmitting the target encrypted page from the remote
server to the client; and

decrypting the target encrypted page by the first key

through the client.

6. The document processing method as claimed in claim 1,
wherein the step of removing the part of words in the docu-
ment pages comprises:

removing articles and basic grammar words from the docu-

ment pages to obtain a plurality of original words
through the client; and

stemming the original words to obtain the significant

words through the client.

7. The document processing method as claimed in claim 6,
further comprising:

stemming a keyword to obtain a root through the client

when the client is to search the keyword;

encrypting the root by the second key through the client to

obtain an encrypted keyword;

transmitting the encrypted keyword from the client to the

remote server;
searching the significant word set according to the
encrypted keyword through the remote server, so as to
obtain an index information set corresponding to the
encrypted keyword, wherein the index information set
comprises a plurality of candidate encrypted significant
words and a plurality of candidate index information;

transmitting the index information set from the remote
server to the client;

decrypting the candidate encrypted significant words by

the second key through the client to obtain a plurality of
decrypted candidate words, so as to facilitate a user
selecting a target significant word from the decrypted
candidate words;

transmitting target index information corresponding to the

target significant word in the candidate index informa-
tion from the client to the remote server;

obtaining a target encrypted page from the encrypted pages

according to the target index information through the
remote server;

transmitting the target encrypted page from the remote

server to the client; and

decrypting the target encrypted page by the first key

through the client.
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8. The document processing method as claimed in claim 7,
wherein the step of transmitting the index information set
from the remote server to the client comprises:

ranking the index information set according to a most

frequently occurring keyword in the significant word set
of the remote server; and
transmitting the ranked index information set to the client.
9. The document processing method as claimed in claim 1,
further comprising:
removing a part of words from the significant words
through the client to obtain a plurality of relevant words;

individually encrypting the relevant words by a third key
different to the first key and the second key to obtain a
plurality of encrypted relevant words through the client;

recording the encrypted relevant words and a plurality of
second index information in a most relevant word set
through the client, wherein the second index information
indicates a page in the encrypted pages where the
encrypted relevant word comes from; and

transmitting the most relevant word set from the client to

the remote server for storage.

10. The document processing method as claimed in claim
9, wherein the step of removing the part of words from the
significant words comprises:

defining a commonly used word set; and

removing words belonged to the commonly used word set

from the significant words to obtain the relevant words.

11. The document processing method as claimed in claim
9, further comprising:

encrypting a keyword by the second key through the client

to obtain a first encrypted keyword;

encrypting the keyword by the third key through the client

to obtain a second encrypted keyword;
transmitting the first encrypted keyword and the second
encrypted keyword from the client to the remote server;

searching the significant word set according to the first
encrypted keyword through the remote server, so as to
obtain a first search result corresponding to the first
encrypted keyword;

searching the most relevant word set according to the sec-

ond encrypted keyword through the remote server, so as
to obtain a second search result corresponding to the
second encrypted keyword;
transmitting the first search result and the second search
result from the remote server to the client; and

comparing the first search result and the second search
result through the client, wherein when the second
search result is not a subset of the first search result, the
remote server is confirmed to perform an unfaithful
query processing.

12. The document processing method as claimed in claim
1, further comprising:

storing the encrypted pages to a database through the

remote server; and

logging the encrypted significant words and the first index

information of the significant word set in a global search
index of the remote server.

13. The document processing method as claimed in claim
12, wherein the global search index comprises a key field and
a value field, the key field records the encrypted significant
words, and the value field records the first index information.
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14. A document processing system, comprising:

a remote server; and

a client, connected to the remote server through a commu-

nication network, wherein the client divides at least one
document into a plurality of document pages, and indi-
vidually encrypts the document pages by a first key to
obtain a plurality of encrypted pages, removes a part of
words from the document pages to obtain a plurality of
significant words, individually encrypts the significant
words by a second key different to the first key to obtain
a plurality of encrypted significant words, records the
encrypted significant words and a plurality of first index
information in a significant word set, and transmits the
encrypted pages and the significant word set to the
remote server for storage, wherein the first index infor-
mation indicates a page in the encrypted pages where the
encrypted significant word comes from.

15. The document processing system as claimed in claim
14, wherein the client individually compresses the document
pages to obtain a plurality of compressed pages, and the client
encrypts the compressed pages by the first key to obtain the
encrypted pages.

16. The document processing system as claimed in claim
14, wherein the first index information comprises a file name
of the document and a page offset in the document.

17. The document processing system as claimed in claim
14, wherein the client removes articles and basic grammar
words from the document pages to obtain the significant
words.

18. The document processing system as claimed in claim
17, wherein when the client is to search a keyword, the client
encrypts the keyword by the second key to obtain an
encrypted keyword, and transmits the encrypted keyword
from the client to the remote server; the remote server
searches the significant word set according to the encrypted
keyword to obtain first index information corresponding to
the encrypted keyword, obtains a target encrypted page from
the encrypted pages according to the first index information,
and transmits the target encrypted page from the remote
server to the client; and the client decrypts the target
encrypted page by the first key.

19. The document processing system as claimed in claim
14, wherein the client removes articles and basic grammar
words from the document pages to obtain a plurality of origi-
nal words, and the client performs stemming on the original
words to obtain the significant words.

20. The document processing system as claimed in claim
19, wherein when the client is to search a keyword, the client
performs stemming on the keyword to obtain a root; the client
encrypts the root by the second key to obtain an encrypted
keyword; the client transmits the encrypted keyword to the
remote server; the remote server searches the significant word
set according to the encrypted keyword to obtain an index
information set corresponding to the encrypted keyword,
wherein the index information set comprises a plurality of
candidate encrypted significant words and a plurality of can-
didate index information; the remote server transmits the
index information set to the client; the client decrypts the
candidate encrypted significant words by the second key to
obtain a plurality of decrypted candidate words, so as to
facilitate a user selecting a target significant word from the
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decrypted candidate words; the client transmits target index
information corresponding to the target significant word in
the candidate index information to the remote server; the
remote server obtains a target encrypted page from the
encrypted pages according to the target index information;
the remote server transmits the target encrypted page to the
client; and the client decrypts the target encrypted page by the
first key.

21. The document processing system as claimed in claim
20, wherein the remote server ranks the index information set
according to a most frequently occurring keyword in the
significant word set.

22. The document processing system as claimed in claim
14, wherein the client removes a part of words from the
significant words to obtain a plurality of relevant words; the
client individually encrypts the relevant words by a third key
different to the first key and the second key to obtain a plu-
rality of encrypted relevant words; the client records the
encrypted relevant words and a plurality of second index
information in a most relevant word set, wherein the second
index information indicates a page in the encrypted pages
where the encrypted relevant word comes from; and the client
transmits the most relevant word set to the remote server for
storage.

23. The document processing system as claimed in claim
22, wherein the client defines a commonly used word set; and
the client removes words belonged to the commonly used
word set from the significant words to obtain the relevant
words.

24. The document processing system as claimed in claim
22, wherein the client encrypts a query keyword by the second
key to obtain a first encrypted keyword; the client encrypts the
query keyword by the third key to obtain a second encrypted
keyword; the client transmits the first encrypted keyword and
the second encrypted keyword to the remote server; the
remote server searches the significant word set according to
the first encrypted keyword to obtain a first search result
corresponding to the first encrypted keyword; the remote
server searches the most relevant word set according to the
second encrypted keyword to obtain a second search result
corresponding to the second encrypted keyword; the remote
server transmits the first search result and the second search
result to the client; and the client compares the first search
result and the second search result, wherein when the second
search result is not a subset of the first search result, the
remote server is confirmed to perform an unfaithful query
processing.

25. The document processing system as claimed in claim
24, wherein the document includes a test text with at least a
known keyword, and the query keyword includes the known
keyword.

26. The document processing system as claimed in claim
14, wherein the remote server stores the encrypted pages to a
database; and the remote server logs the encrypted significant
words and the first index information of the significant word
set in a global search index of the remote server.

27. The document processing system as claimed in claim
26, wherein the global search index comprises a key field and
a value field, the key field records the encrypted significant
words, and the value field records the first index information.
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