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(57) ABSTRACT

The present invention provides a method, apparatus and sys-
tem for fast searchable encryption. The data owner encrypts
files and stores the ciphertext to the server. The data owner
generates an encrypted index according to each keyword of
the files, and stores the encrypted index to the server. The
index is composed of keyword item sets each being identified
by a keyword item set locator and containing at least one or
more file locators of the files associated with the correspond-
ing keyword. Each file locator contains ciphertext of infor-
mation for retrieval of an encrypted file and only with the
correct file locator decryption key can the ciphertext be
decrypted. Data owner issues a keyword item set locator as
well as file locator decryption key to a searcher to enable the
searcher to search on the encrypted index and retrieve files
related to a certain keyword.
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FAST SEARCHABLE ENCRYPTION
METHOD

FIELD OF THE INVENTION

[0001] The invention relates generally to information
retrieval techniques, and more particularly to a method, appa-
ratus and system for fast searchable encryption.

BACKGROUND

[0002] With wide use of network and communication tech-
nique, data storage and management services become popu-
lar. In some situations, user stores some, even massive, data
on a remote server(s) maintained by a third party storage
vendor for various reasons, for example, limited storage
capacity at the user’s terminal, incapability of providing
stable or long time continuous access of data at the user’s
terminal, cost of data maintenance in view of that the cost of
storage management is generally 5-10 times higher than the
cost of initial acquisition of data, and so on.

[0003] However, most third party storage vendors do not
provide strong assurances of data confidentiality and integ-
rity. If sensitive data is being stored on a storage server main-
tained by a semi-trusted third party, a security system is
needed to offer assurances of data confidentiality and access
pattern privacy.

[0004] FIG. 1 illustrates a scenario in which Alice, a data
owner, outsources her files to a semi-trusted third party,
namely the storage service provider, and she still intends to
share some files with specific searchers, e.g. her friends,
colleagues, and/or relatives. In other words, she would like to
let the searchers search directly her files on the storage ser-
vice, instead of issue queries to Alice herself. On the other
hand, Alice wants to define and enforce access rights on the
shared files. In the example shown in FIG. 1, Alice would like
to make the files Novel.pdf, Pets.jpg and Financial.doc
searchable and accessible by her relatives, but other files blind
to her relatives. Similarly, Alice would like to make some files
searchable and accessible by her friends and colleagues
respectively, but other files not. To archive this goal, data
security and access control measures are needed.

[0005] Since the storage service provider is semi-trusted, it
is required that Alice’s files are all encrypted and the storage
service provider cannot disseminate file decryption keys to
the searchers. Furthermore, Alice may not rely on the storage
service provider to enforce access control on her files.
[0006] In view of the above situation, there are following
challenges: how to enable the searchers to search and further
access the files; how to disseminate file decryption keys to the
searchers; how to distinguish different file access rights with
respect to different searchers; how to maintain the service if a
file is updated or removed; and how to make the solution
efficient in terms of computation and communication con-
sumption.

[0007] The ability to search easily and efficiently within
remote data is a very important feature. Some efficient con-
tent-based keyword search indexing schemes exist up to date.
However, supporting content-based search with privacy in a
secure remote storage is difficult, and often tends to compro-
mise either security or performance significantly. For
example, if data is stored in an encrypted form on a remote
server, to perform content-based search, one cannot afford to
decrypt it at the server nor transfer the bulk of encrypted data
to the client. The former compromises security since the
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potentially semi-trusted server needs to know decryption
keys, and the latter compromises performance because of
huge data transfers.

[0008] A solution called “ciphertext global search technol-
ogy” is proposed by Xin Li in Chinese patent application
publication No. CN1588365A. In the ciphertext global search
technology, during an indexing phase, a data owner creates an
index for all files firstly; then encrypts keywords in the index
using a key yielding cipher index, encrypts the files using the
same key yielding encrypted files, and encrypts the key with
apublic key; lastly, the data owner stores the cipher index, the
encrypted files, and the encrypted key to the storage server.
During a searching phase, the data owner firstly downloads
the encrypted key from the storage server and decrypts it with
a private key that corresponds to the public key before search-
ing; secondly, the data owner encrypts a querying keyword
with the key, and sends the encrypted keyword to the storage
server; thirdly, the storage server looks up the cipher index for
the same encrypted keyword; fourthly, the data owner
retrieves the encrypted files according to the matching results
and decrypts them with the key. If the data owner wants to
authorize a searcher to search on the cipher index and
encrypted files, he encrypts the key with the public key of the
intended searcher and sends the encrypted key to the searcher.
[0009] With such solution, the data owner uses one single
key to encrypt all the files. File encryption in most cases
utilizes stream cipher. However, encrypting more than one
file with a single key is known as an insecure approach. In
addition, the data owner uses the same key to encrypt all the
files and all the keywords. Thus, a searcher can retrieve all the
data owner’s files if the searcher ever performs a search of any
keyword on the data owner’s files. So, the above-mentioned
ciphertext global search technology cannot well ensure secu-
rity in the application shown in FIG. 1.

[0010] Another solution which is more complex is pro-
posed by D. Boneh, G. D. Crescenzo, R. Ostrovsky, G. Per-
siano, “Public Key Encryption with Keyword Search”, Euro-
Crypt 2004; and R. Curtmola, J. Garay, S. Kamara,
“Searchable Symmetric Encryption: Improved Definitions
and Efficient Constructions”, CCS 2006. With such solution,
during an indexing phase, a data owner firstly chooses some
special fields in the files (such as the keyword “urgent” in an
email) to create an index. To be concretely, for each file, the
data owner encrypts special keywords. For example, <A=g’,
B=H,(e(H, (KW),h")> is an “encrypted keyword”, where KW
is akeyword, e: G, xG,->G,, gis a generator of G;, H, and H,
are two different hash functions, r is a random number in 7* ,,
hisequalto g*, x is secret key and also in Z* . Thus, the secure
index is composed of a set of tuples, the form of the i-th tuple
is <ciphertext;: (A,,B)), ... ,(A,,B,)>, where ciphertext, is the
ciphertext of File, encrypted with the file encryption key K 4,..,.
During a searching phase, the data owner first authorizes a
searcher to query keyword by computing and issuing to the
searcher a trapdoor for a keyword KW as T, ,=H,"(KW).
Then, the searcher submits T, to the storage server. For each
encrypted keyword of each file, the storage server computes
B'=H,(e(T gy~ A)) to test whether the file contains KW. If
B=B', the encrypted file is a matching output, and vice versa.
If the searcher wants to decrypt the encrypted file, another
round-trip with the data owner is necessary to fetch the cor-
responding decryption keys.

[0011] With the above solution, the computation complex-
ity that the storage server spends on searching is O(mxn),
where m is the number of files, n is the average number of
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distinct keywords in each file. For instance, given 1000 files
and 10 keywords, it requires 30 seconds per search on the
storage server equipped with 8 CPUs. Another disadvantage
of'such solution is that after the storage server returns match-
ing results, i.e. encrypted files that contain the keyword, the
searcher has to contact the data owner for the decryption keys
of the encrypted files.

SUMMARY OF THE INVENTION

[0012] The present invention is made in view of the prob-
lems in the prior art and provides a method, apparatus and
system for searchable encryption.

[0013] With the novel fast searchable encryption solution
according to the invention, one or more of the following or
other important security dimensions are provided for out-
sourced storage with semi-trusted storage servers in the con-
text of advanced content-based search:

[0014] Confidentiality—The data being stored on the
server is not decipherable either during client-server transit,
or at the server side, even by a malicious server.

[0015] Privacy of search—The keyword concerned in the
search as well as the privacy level of the searcher will not be
revealed to the server throughout the process of the search.
[0016] Multi-level retrieval—Every specific searcher can
only obtain files revealable at his/her privacy level.

[0017] Confirmable decryption—Searchers are able to
confirm the correctness of decryption of encrypted item in the
index performed at searcher side.

[0018] Virtual deletion. The server can screen out deleted
encrypted files from the search result to be provided to the
searcher. The updating of the index after file deletion may be
performed later with lower frequency and reduced influence
on the service.

[0019] Locatingitems in the encrypted index—the serveris
provided with a capability of locating a file locator related to
a specific file in the index with help of an additional param-
eter.

[0020] Updating of the encrypted index—the encrypted
index can be fast updated to add or delete items about added
or deleted files.

[0021] Fine-grained authorization—the authorization of
search may be controlled in accordance with not only privacy
levels but also keywords.

[0022] Chained authorization—a searcher at any privacy
level is able to search on the files dominated at his/her privacy
level, and a higher privacy level will dominate a lower privacy
level.

[0023] According to one aspect of the invention, a method
for searchable encryption is provided, comprising: setting
one or more file locator generation keys; generating one or
more keyword item set locators by mapping a string contain-
ing at least a keyword to a unique value; generating one or
more file locators by encrypting file acquisition information
of each of a plurality of files with at least one file locator
generation key; and forming an encrypted index by one or
more keyword item sets each being identified by a keyword
item set locator and containing at least one or more file loca-
tors of the files associated with the corresponding keyword.
[0024] According to another aspect of the invention, an
apparatus for searchable encryption is provided, comprising:
an encryption/decryption setting unit configured to set one or
more file locator generation keys; a keyword item set locator
generation unit configured to generate one or more keyword
item set locators by mapping a string containing at least a
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keyword to a unique value; and a file locator generation unit
configured to generate one or more file locators by encrypting
file acquisition information of each of a plurality of files with
at least one file locator generation key; and an index forming
unit configured to form an encrypted index by one or more
keyword item sets each containing at least a keyword item set
locator and one or more file locators of the files associated
with the corresponding keyword.

[0025] According to yet another aspect of the invention, a
method used in encrypted file search is provided, comprising:
storing an encrypted index comprising one or more keyword
item sets, each keyword item set being identified by a key-
word item set locator and containing at least one or more file
locators each accompanied by an index locator; receiving an
index locating indicator; and deleting a file locator from a
keyword item set if the index locator accompanying the file
locator equals to a value calculated by mapping a string
containing at least the file locator, the keyword item set loca-
tor identifying the keyword item set and the received index
locating indicator.

[0026] According to yet another aspect of the invention, an
apparatus used in encrypted file search is provided, compris-
ing: a storage unit configured to store an encrypted index
comprising one or more keyword item sets, each keyword
item set being identified by a keyword item set locator and
containing at least one or more file locators each accompa-
nied by an index locator; and an index updating unit config-
ured to delete a file locator from a keyword item set if the
index locator accompanying the file locator equals to a value
calculated by mapping a string containing at least the file
locator, the keyword item set locator identifying the keyword
item set, and a received index locating indicator.

[0027] According to another aspect of the invention, a
method for encrypted file search is provided, comprising:
receiving a keyword item set locator and a file locator decryp-
tion key; retrieving one or more file locators with the keyword
item set locator; decrypting each file locator with the file
locator decryption key to derive one or more encrypted
resource identifiers and corresponding file decryption keys;
retrieving one or more encrypted files identified by the one or
more encrypted resource identifier; and decrypting each
encrypted file with the corresponding file decryption key.
[0028] According to another aspect of the invention, an
apparatus for encrypted file search is provided, comprising: a
search request unit configured to generate a search request
containing at least a keyword item set locator; a file locator
decryption unit configured to decrypt one or more file loca-
tors with a file locator decryption key to derive one or more
encrypted resource identifiers and corresponding file decryp-
tion keys; a file acquisition unit configured to retrieve one or
more encrypted files identified by the one or more encrypted
resource identifier; and a file decryption unit configured to
decrypt each encrypted file with the corresponding file
decryption key.

[0029] This invention enables the data owner to apply
attribute-based and multi-level retrieval on the encrypted
inverted index. All data and associated meta-data are
encrypted at the data owner side using encryption, before
being sent to the server. The data remains encrypted through-
out its lifetime at the server. To enable content-based search
on encrypted data, any stored files are indexed securely in the
indexing phase at the data owner’s site. This results in the
confidential storage of the index structures at the server side,
available for future secure client access. Virtual deletion is
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assured through filtering in the search result. Multi-level
retrieval is achieved by limitation and the deployment of
decryption keys corresponding to the searchers, either in
accordance with the privacy level or keywords.

[0030] The invention adopts efficient search algorithms so
as to scale the search to a large number of documents and
keywords. By this invention, the searching time is O(log(N))
to O(1) where N is the number of total distinct keywords in the
whole set of files. Therefore, compared to the prior art which
requires O(mxn), this invention provides an efficient and
viable solution.

BRIEF DESCRIPTION OF THE DRAWINGS

[0031] The present invention will be better understood
from the following detailed description of the preferred
embodiments of the invention, taken in conjunction with the
accompanying drawings in which like reference numerals
refer to like parts and in which:

[0032] FIG.1isadiagram illustrating an example of use of
storage service;
[0033] FIG. 2 is a diagram schematically illustrating an

example of configuration of the system in which the invention
is applied;

[0034] FIG. 3 is a block diagram schematically illustrating
an example of configuration of the data owner terminal
according one embodiment of the invention;

[0035] FIG. 4 is a flow chart schematically illustrating the
operation of the data owner terminal according to one
embodiment of the invention;

[0036] FIG. 5 is a flow chart schematically illustrating an
example of process of generating the encrypted inverted
index according to one embodiment of the invention;

[0037] FIG. 6 is a diagram schematically illustrates an
example of data flow of the indexing phase according to one
embodiment of the invention;

[0038] FIG. 7 is a block diagram schematically illustrating
an example of configuration of the server according to one
embodiment of the invention;

[0039] FIG. 8 is a block diagram schematically illustrating
an example of configuration of the searcher terminal accord-
ing to one embodiment of the invention;

[0040] FIG. 9 is a flow chart schematically illustrating the
process of searching according to one embodiment of the
invention;

[0041] FIG. 10 is a diagram schematically illustrating an
example of data flow of the searching phase according to one
embodiment of the invention;

[0042] FIG. 11 is a diagram schematically illustrating an
example of data flow of filtering process in the searching
phase according to one embodiment of the invention;

[0043] FIG. 12 is a block diagram schematically illustrat-
ing an example of configuration of the data owner terminal
according one embodiment of the invention;

[0044] FIG. 13 is a diagram schematically illustrating an
example of data flow of the indexing phase according to one
embodiment of the invention;

[0045] FIG. 14 is a block diagram schematically illustrat-
ing an example of configuration of the server according one
embodiment of the invention;

[0046] FIG.15 s a flow chart schematically illustrating the
process of the server for updating the encrypted index when
an encrypted file is to be deleted according to one embodi-
ment of the invention;
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[0047] FIG. 16 is a diagram schematically illustrating an
example of data flow of the update of the encrypted index
according to one embodiment of the invention; and

[0048] FIG. 17 is a diagram schematically illustrating
another example of data flow of the update of the encrypted
index according to one embodiment of the invention.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0049] The present invention will be described below with
reference to the drawings. In the following detailed descrip-
tion, numerous specific details are set forth to provide a full
understanding of the present invention. It will be obvious,
however, to one ordinarily skilled in the art that the present
invention may be put into practice without some of these
specific details. In the drawings and the following descrip-
tion, well-known structures and techniques are not shown in
detail so as to avoid unnecessarily obscuring the present
invention.

[0050] FIG. 2 is a diagram schematically illustrating a sys-
tem in which the invention is applied. Three parties are
involved in the system: at least one data owner, at least one
service provider and one or more searchers. As shown in FIG.
2, a data owner’s apparatus or terminal, a server managed by
the service provider and one or more searchers’ apparatus or
terminals are connected and communicable with each other
via a communication network. Each of the apparatus or ter-
minal of the data owner and searchers may be implemented as
a device capable of processing and communicating informa-
tion, for example, a personal computer (PC), a personal digi-
tal assistant (PDA), a smart mobile phone, or other data pro-
cessing device. The server is generally implemented as a
device or a set of devices capable of storing and maintaining
an amount of data and enabling conditional access by the
terminals to data, and managed by a service provider.

[0051] In the system of the invention, the data owner
encrypts his/her files and associated meta-data, and stores the
ciphertext to the server. The files remains encrypted through-
out its lifetime at the server. To enable content-based search
on the encrypted files, the data owner generates an encrypted
index according to each keyword of the files, and stores the
encrypted index to the server. The index is an inverted index
and remains encrypted as it is stored at the server. To authorize
a searcher to search on the encrypted index and retrieve cer-
tain files containing one or more specified keywords, the data
owner issues necessary data including particular decryption
key to the searcher. Then, with data issued by the data owner,
the searcher may search for encrypted files stored on the
server by a search request, and as a result, retrieve the related
encrypted files from the server and obtain the plaintext of the
files by decryption with the issued decryption key.

[0052] According to the invention, encrypted files are
indexed with a novel encrypted inverted index composed of
one or more Keyword Item Sets (KIS). The data being stored
on the server is not decipherable either during client-server
transit, or at the server side, even by a malicious server. Every
specific searcher can only retrieve and decrypt the encrypted
files corresponding to a file locator decryption key of certain
privacy level issued to that searcher. The encrypted files can
be excluded in search after being deleted, while the actual
update of the encrypted inverted index may be performed
conditionally later.

[0053] The features of various aspects of the invention and
the exemplary embodiments will be described in more detail
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below. It should be noted that the following description of the
embodiments is only for the purpose of better understanding
of'the invention by illustrating examples of the invention. The
invention is never limited to any specific configuration and
algorithm set forth below, but covers any modifications, alter-
natives and improvements of the elements, components and
algorithms, as long as not departing from the spirit of the
invention.

[Encryption and Search]

[0054] FIG. 3 is a block diagram schematically illustrating
the configuration of the data owner terminal according one
embodiment of the invention. As shown in FIG. 3, the data
owner terminal 100 mainly comprises a keyword unit 101, an
encryption/decryption setting unit 102, a file encryption unit
103, a KIS locator generation unit 104, a file locator genera-
tion unit 105 and an index forming unit 106.

[0055] The operation of the data owner terminal 100
according to the embodiment will be described with reference
to FIGS. 4 and 5. FIG. 4 is a flow chart schematically illus-
trating the operation of the data owner terminal, and FIG. 5 is
a flow chart illustrating an example of process of generating
the encrypted inverted index.

[0056] As shown in FIG. 4, at step S201, the keyword unit
101 sets association between each file and one or more key-
words contained in or related to the file. This may be done by
extracting the keywords from the files or by inputs from the
user. Also, the association of the file and keywords may be set
in advance by the data owner and stored as a table in storage
means in the data owner terminal, or received from remote
location. In such situation, the keyword unit 101 is not nec-
essary for the configuration of the data owner terminal.
[0057] Atstep S202, the encryption/decryption setting unit
102 sets file encryption and decryption keys for each file. The
file encryption key is used to encrypt the corresponding file
and the file decryption key is used to decrypt the correspond-
ing encrypted file. The file encryption/decryption keys may
be set arbitrarily according to any encryption method. In the
present invention, the file encryption key and the file decryp-
tion key for a file may be set differently with asymmetric
encryption scheme. However, a single key may be used as
both file encryption key and file decryption key of a file in the
invention with symmetric encryption scheme. In such case,
the file decryption key and the file encryption key for the same
file are the same in the description below.

[0058] At step S203, the encryption/decryption setting unit
102 further sets and allocates file locator generation and
decryption keys used in search, which will be explained in
detail below.

[0059] File locator generation key is used to encrypt file
acquisition information of a file to generate a file locator in the
encrypted index, which will be described later, and the file
locator decryption key is used to decrypt the file locator in the
encrypted index. In this embodiment, a plurality of file locator
generation and decryption key pairs may be set in accordance
with different privacy levels.

[0060] For example, in the situation shown in FIG. 1, three
privacy levels are needed: level 1 for relatives, level 2 for
friends and level 3 for colleagues. As will be described below,
searchers at different privacy levels are enabled to search and
decrypt the files revealable at his/her privacy level, but kept
blind to the files unrevealable at his/her privacy level. In the
above example, three pairs of file locator generation and
decryption keys are set each for one of the three privacy
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levels: EKey,/DKey, forlevel 1, EKey,/DKey, forlevel 2 and
EKey,/DKey, for level 3. As used here and hereinafter, EKey
denotes file locator generation key, DKey denotes file locator
decryption key.

[0061] Also, the file locator generation key and the corre-
sponding file locator decryption key may set arbitrarily
according to any encryption method. They can be set differ-
ently with asymmetric encryption scheme or set to be the
same with symmetric encryption scheme. With symmetric
encryption scheme, the file locator decryption key and the file
locator generation key of the same pair are the same.

[0062] For example, the file locator generation and decryp-
tion keys of privacy level m may be generated as follow:

EKey,,=DKey,,=Hash(MEXK|m)

where Hash(MEK]||m) is a hash function with the key MEK,
“|I” denotes combination of strings or numbers in a predeter-
mined order, and MEK is a master encryption key of the data
owner, which may be chose by the encryption/decryption
setting unit 102, or issued from any other authority. Obvi-
ously, values of any other similar algorithm may be also used
as the file locator generation and decryption keys.

[0063] The data owner may keep the algorithm and related
parameters necessary to compute the file locator generation
and decryption keys, for example, in the encryption/decryp-
tion setting unit 102, for later calculation of the file locator
generation and decryption keys. For example, the data owner
terminal stores the master encryption key MEK, and calcu-
lates the file locator generation and decryption keys by Equa-
tion 1 when authorizing a searcher at a particular privacy level
in later phases after the encrypted index is established. In this
way, the data owner is not required to store all file locator
generation and decryption keys after the encrypted index is
established. Alternatively, the data owner terminal may store
a mapping table locally, for example, in the encryption/de-
cryption setting unit 102. In the later phases, if the file locator
generation and decryption keys of a particular privacy level
are needed, the data owner terminal simply looks up the
mapping table to find the corresponding keys.

[0064] Now, turn back to FIG. 4. After the file encryption
and decryption keys for each file are set, the file encryption
unit 103 encrypts each file with a corresponding file encryp-
tion key at step S204.

[0065] At step S205, the index forming unit 106 forms an
encrypted inverted index composed of one or more Keyword
Item Sets (KISes) based on the keywords of the files. Each
KIS according to this embodiment corresponds to one key-
word. The particular method of generating the index accord-
ing to this embodiment will be described with reference to
FIG. 5.

[0066] FIG. 5 illustrates an example of the process of gen-
erating the encrypted inverted index according to the embodi-
ment. For a keyword KW,, the KIS locator generation unit
104 generates a unique KIS locator KL, as a unique identifier
of'the KIS of the keyword KW, at step S301. The KIS locator
KL, may be generated arbitrarily as long as it uniquely cor-
responds to the keyword KW, and without the help of the data
owner, any one else cannot calculate the keyword KW, from
KL,. Generally, the KIS locator generation unit 104 maps
each keyword to a unique value through any available algo-
rithm to generate the KIS locator for each keyword. For
example, the KIS locator KL, may be generated as follow:

(Equation 1)

KL, =Hash(MEK|KW,) (Equation 2)
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[0067] It should be noted that Hash function as used in this
description is only one instance out of many mapping algo-
rithms as appreciated by those skilled in the art, and the
invention is not limited to such algorithm.

[0068] At step S302, the file locator generation unit 105
generates one or more file locators for each file according to
one or more privacy levels at which the file is revealable. In
particular, if a file FILE; is revealable at a privacy level m, the
file locator generation unit 105 generates a file locator
FILE, ,, of FILE, by encrypting the file acquisition informa-
tion of FILE, with the file locator generation key EKey,,
allocated for the privacy level m. If the file is revealable at
multiple privacy levels, the file locator generation unit 105
generates multiple file locators for the file, each correspond-
ing to one of the multiple privacy levels and generated with a
respective file locator generation key.

[0069] For example, in the situation shown in FIG. 1, Alice
wishes the files Novel.pdf, Pets.jpg and Financial.doc are
revealable at privacy level 1, the files Novel.pdf and Pets.jpg
are revealable at privacy level 2, and the files Research.ppt
and Pets.jpg are revealable at privacy level 3. The levels at
which each file is revealable in this example are listed in Table
1.

TABLE 1
Level 1 Level 2 Level 3
Research.ppt No No Yes
Novel.pdf Yes Yes No
Pets.jpg Yes Yes Yes
Financial.doc Yes No No

[0070] Taking the file Novel.pdf revealable at privacy level
1 and privacy level 2 as the example, the file locator genera-
tion unit 105 will encrypt the file acquisition information of
Novel.pdf with the file locator generation key EKey, of pri-
vacy level 1 to generate a file locator FL,,,,..; il and encrypt
the file acquisition information with the file locator genera-
tion key EKey, of privacy level 2 to generate a file locator
FLnoveZ.paV,T

[0071] The file acquisition information includes necessary
information for fetching encrypted files from the server and
information for decrypting the encrypted files. For example,
the file acquisition information of FILE, is CEN ||K;,,, where
CFN; is an encrypted resource identifier for identifying the
encrypted file of FILE,, and K, ; is the file decryption key of
FILE, set by the encryption/decryption setting unit 102. The
encrypted resource identifier CFN, may be the encrypted file
name of FILE, or a URL of the ciphertext of FILE,.

[0072] Inaccordance with this embodiment, the file locator
FL, ,, for FILE; at privacy level m is generated as follow:

FL,,,=E(EKey,,, CFN/|K;.;) (Equation 3)

where E(X,Y) is an encryption function denoting encrypting
Y by X.

[0073] Backto FIG. 5, after the KIS locator generation unit
104 generates the KIS locator KL, for each keyword KW, and
the file locator generation unit 105 generates the file locators
for all files, the index form unit 106 forms a KIS for each
keyword KW, by the corresponding KIS locator KL, and all
file locators of the files related to that keyword at step S303.
[0074] Taking the situation shown in FIG. 1 and Table 1 as
an example and assuming that the file Research.ppt and Nov-
el.pdf are associated with a keyword KW, the KIS for the
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keyword KW, is generated as a tuple <KL ,: FLg,nren ppr,

3:E(EKeY35 CFNResearch.ppt'|KResearch.ppt)5 FLNoveZ.pdf, IZE
(EKeYIS CFNNoveZ.pdA|KNoveZ.pd)5 FLNoveZ.paV, 2:E(EKey2s
CFN oot papKvover pap> according to this embodiment.
[0075] For each keyword, the index form unit 106 forms a
KIS, and at step 304, the index forming unit 106 forms the
encrypted index by all KISes.

[0076] It is notable that the KIS locators may be putted
outside the KIS and merely organized and handled as identi-
fiers of KISes. In such case, a mapping relation is created
between each KIS locator and the corresponding KIS, instead
of taking the KIS locator as a part of the KIS. The encrypted
index can be organized into a standard (e.g. tree-based) data
structure according the unique KIS locators, and the KIS
locators specify the exact positions in the encrypted index, so
the server can find it in logarithmic time, just like for unen-
crypted data.

[0077] Turn back to FIG. 4. At step S206, the data owner
terminal 100 stores the encrypted files and the encrypted
index to the server. The communication between the data
owner terminal and the server as well as the searcher may be
performed by a communication unit not shown. It should be
noted that the term “server” as used herein may be a single
apparatus providing both storage and search services, or a set
of multiple apparatus adjacent or remote to each other, each
responsible for different services such as storage, data search,
user management and the like, or shares the burden of a
service. For example, the data owner terminal 100 may stores
the encrypted files on a storage server, and stores the
encrypted index on a file search server which is communi-
cable with the storage server. To simplify the description, all
such apparatus providing the services are generally referred
to as “server”.

[0078] To help to understand the process of the indexing
phase according to this embodiment, FIG. 6 illustrates the
schematic data flow of the example described above.

[0079] The process of the data owner terminal in an index-
ing phase according to one embodiment of the invention is
described above. The configurations of the server and the
searcher terminal as well as the process in searching phase
will be described blow with reference to FIGS. 7-9.

[0080] FIG. 7 schematically illustrates a configuration of
an example of the server according to one embodiment of the
invention, and FIG. 8 schematically illustrates a configuration
of an example of the searcher terminal according to one
embodiment of the invention.

[0081] As shown in FIG. 7, the server 400 mainly com-
prises a storage unit 401 for storing the encrypted files and the
encrypted index received from the data owner, an index
search unit 402 for performing search in the encrypted index
in response to the searcher’s request and a file search unit 403
for searching for the encrypted files identified by particular
encrypted resource identifiers.

[0082] As shown in FIG. 8, the searcher terminal 500
mainly comprises a search request unit 501 for generating a
search request, a file locator decryption unit 502 for decrypt-
ing the file locators, a file acquisition unit 503 for generating
file acquisition request and a file decryption unit 504 for
decrypting the acquired encrypted files.

[0083] Anexample ofthe process of searching according to
the embodiment of the invention will be described with ref-
erence to F1G. 9.

[0084] Firstly, at step S601, if the data owner wants to
enable a searcher to search on a keyword, the data owner
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issues, in a secure manner, to the searcher the KIS locator of
the keyword as well as a file locator decryption key of suitable
privacy level authorized to the searcher. The data owner may
notify each searcher of the respective KIS locator and file
locator decryption key via various ways, for example, auto-
matically by electrical message sent via communication net-
works between the data owner terminal and the searcher
terminal, orally or by written form. The authorization may be
performed in response to a searcher’s request. For example,
the searcher may send a request containing one or more
keywords he/she wishes to search on to the data owner by, for
example, a search capability request unit (not shown). After
confirming the identity of the searcher, the data owner may
decide the privacy level suitable for the searcher and issue the
searcher with the KIS locator(s) of the requested keyword(s)
and the file locator decryption key of the decided privacy
level. The KIS locators and the file locator decryption key
may be retrieved from the tables stored at the data owner
terminal, or calculated online by the data owner terminal
according to the stored security parameters. The process of
authorization may be performed by, for example, an authori-
zation unit (not shown) in the data owner terminal. In some
situations, security authentication may be required for the
searcher to obtain authorization from the data owner.

[0085] Inthe searching phase, the searcher terminal gener-
ates a search request containing a KIS locator by the search
requestunit 501 and transmits the search request to the server,
as shown in step S602.

[0086] After the server receives the request containing the
KIS locator from the searcher terminal, the server performs
search by the index search unit 402 in the encrypted index
stored in the storage unit 401 to find out a KIS the KIS locator
of' which is the same as that received in the request, as shown
in step S603. Then, the server sends the file locators contained
in the matching KIS to the searcher terminal at step S604. As
described above, each of these file locators is generated by
encrypting the file acquisition information of a file associated
with the keyword corresponding to the KIS with a file locator
generation key.

[0087] After receiving the file locators from the server, the
searcher terminal decrypts each file locator by the file locator
decryption unit 502 with the file locator decryption key issued
by the data owner to derive file acquisition information of
each file, which contains the encrypted resource identifier and
the corresponding file decryption key of the file, as shown in
step S605. As described above, each file locator is generated
by encrypting the file acquisition information with a file loca-
tor generation key of certain privacy level by the data owner.
With the file locator decryption key of specific privacy level,
the searcher cannot decrypt the file locator encrypted with
other file locator generation keys of other privacy levels. This
ensures that the searcher can obtain the encrypted resource
identifiers and the corresponding file decryption keys of the
files revealable at the privacy level authorized by the data
owner, but cannot obtain correct encrypted resource identifi-
ers and file decryption keys of the files non-revealable at that
privacy level.

[0088] Then, the searcher terminal generates a file acquisi-
tion request by the file acquisition unit 503, which contains
the encrypted resource identifiers obtained in step S605, and
then sends the file acquisition request to the server at step
S606.

[0089] After receiving the file acquisition request contain-
ing the encrypted resource identifiers from the searcher, the
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file search unit 403 of the server finds among the stored
encrypted files any encrypted files matching the received
encrypted resource identifiers at step S607. Upon locating the
matching encrypted files, the server sends these matching
encrypted files to the searcher terminal.

[0090] Upon receiving the encrypted files, the searcher ter-
minal decrypts the encrypted files by the file decryption unit
504 with the corresponding file decryption keys at step S608.
Thus, the searcher can obtain the files as the search result.

[0091] It is notable that at step S605, the searcher will not
get correct encrypted resource identifiers and file decryption
keys of the files non-revealable at the privacy level the data
owner set to him/her. If the searcher wrongly decrypts a file
locator(s) of any other privacy level and sends the obtained
incorrect encrypted resource identifier(s) to the server, the
server will not locate a correct encrypted file(s) and so the
encrypted files only revealable at other privacy levels will not
be provided to the searcher. Even if the searcher obtains such
encrypted files from the server occasionally, the searcher is
not able to correctly decrypt these files. This ensures that the
searcher can only search on and see the files containing the
specific keyword and revealable at particular privacy level set
by the data owner. It’s also notable that all the files are not
revealed to the server during the whole process.

[0092] Although not shown in the flow chart, it is notable
that if one or more encrypted resource identifier obtained by
the searcher at step S605 are URLs as described above, the
searcher may obtain the encrypted files directly by these
URLSs, rather than send these URLSs to the searcher. Alterna-
tively, the searcher still sends these URLs to the server and the
file search unit 403 of the searcher will fetch the encrypted
files from the network location identified by these URLs.
[0093] Inthe example described above, the searcher sends
one KIS locator to the searcher in one search. Itis conceivable
that the searcher may send multiple KIS locators in a search
request to the searcher to perform search on multiple key-
words in the case of that the searcher is issued with multiple
KIS locators by the data owner.

[Confirmable Decryption]

[0094] In the above embodiment, the file locators of other
privacy level would be wrongly decrypted by the searcher,
and the invalid information may be transferred and processed.
Whereas, in an alternative embodiment of the invention, cor-
rectness of decryption of each file locator is checked at
searcher side before the searcher sends the file acquisition
request to the server, so as to avoid transfer of invalid
encrypted resource identifiers and process of locating
encrypted files by the invalid encrypted resource identifiers at
server side. The confirmable decryption may be implemented
by confirming a known value encrypted together with the file
acquisition information when the file locator is generated, for
example, a flag accompanying the file acquisition informa-
tion. One example of such implementation is described
below.

[0095] Inthis embodiment, the file acquisition information
ofafile FILE, is extended to FLAG||CEFN |[K 4, where FLAG
is an arbitrary value or other character selected by the data
owner.
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[0096] The process at the indexing phase is basically the
same as that described in the above embodiment, except for
that instead of Equation 2, the data owner terminal generates
the file locator of FILE, at step 304 as follow:

FL,,,=E(EKey,,, FLAG|CEN)IK,.,)

[0097] At the searching phase, the data owner terminal
transmits FLAG in addition to the KIS locator and the file
locator decryption key to the searcher terminal at step S601.
[0098] The process for the searcher terminal to obtain file
locators from the server is the same as that in the above
embodiment. In decrypting the received file locators, the file
locator decryption unit 502 of the searcher terminal checks
whether the flag contained in the decrypted file locator is the
same as the flag received from the data owner. If there is a
matching, it indicates that the decryption of the file locator is
correct, and right file acquisition information is obtained. If
not, it indicates that the decryption of the file locator fails due
to wrong file locator decryption key or any other reason. Thus,
confirmable decryption is implemented by using the flag. To
help to understand the process of the searching phase accord-
ing to this embodiment, FIG. 10 illustrates the schematic data
flow of such case.

[0099] By the confirmation describe above, the searcher
terminal may select and send the correct encrypted resource
identifiers to the server to fetch the corresponding encrypted
files, and use the correct file decryption keys to decrypt the
received files.

[0100] With check of the flag in this embodiment, invalid
encrypted resource identifiers are prevented from transferring
to the server and the server may locate the encrypted files
more effectively.

[0101] The flag may be initially selected by the encryption/
decryption setting unit 102 of the data owner terminal and
then be informed to the searcher. Alternatively, a number
known to both the data owner and the searcher may be set in
advance as the flag. In other embodiment, different flags may
be used for different privacy levels, or for different files. As
will be appreciated by those skilled in the art, other kinds of
parameters and algorithms may be applied in the invention for
confirmable decryption.

(Equation 4)

[Virtual Deletion]

[0102] As known, updating of the index after deletion of
one or more files is relatively complex and generally takes
large amount of computational resources and time, while the
operation of deletion per se is relatively fast and easy to
perform. In view of this, updating the encrypted index imme-
diately after an encrypted file is deleted is inefficient. It is
desirable that the updating of the index is performed with
lower frequency. For example, the updating is performed
every day, every week or every month and so on, or performed
once after a predetermined number of encrypted files are
deleted. It is also desirable that the updating of the index may
be scheduled so as to reduce the duration and influence of
out-of-service. For example, the updating of the index is
performed in a time period when fewer searchers will access
to the search service, for example, sometime in midnight.
[0103] However, to ensure correctness of search after one
or more encrypted files are deleted from storage service, it is
necessary to screen out the deleted encrypted files from the
search result before the encrypted index is updated. We call
such operation as virtual deletion.
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[0104] By filtering out some files in accordance with cer-
tain condition in providing encrypted files to the searcher, the
server is provided with ability of virtual deletion in the inven-
tion. For example, the data owner sends a list of encrypted
resource identifiers of the encrypted file to be deleted, for
example {CFN,, CFN,}, to the server, and the server deletes
the corresponding encrypted files. After that, when the server
receives a list of encrypted resource identifiers, for example
{CFN,, CFN,, CFN,, CFN,, CFN,}, from the searcher, the
file search unit 403 of the server firstly filters out the deleted
files, that is, filters the list as {CFN,, CFN,, CFN,, CFN,,
CFN;}-{CFN,, CFN,}={CFN,, CFN;, CFN,}. Then, the
server only locates and returns the encrypted files corre-
sponding to the filter-out results {CFN;, CFN;, CFN,} to the
searcher. FIG. 11 illustrates the schematic data flow of such
example.

[0105] In the virtual deletion, the encrypted files to be
deleted may be labeled by some special symbol rather than
actually deleted. After receiving the confirmation instruction
from the data owner or other prescribed condition is satisfied,
the server may perform actual deletion of the encrypted files.
[0106] In addition to the virtual deletion, the filtering may
be also applied in other situations and the conditions of the
filter may be designed according to any particular application.

[Locating and Updating in the Encrypted Index|

[0107] By extending each KIS in the encrypted index, a
capability of locating a file locator(s) related to a specific file
is provided in the invention. For example, after an encrypted
file is deleted from the server, the file locators related to this
encrypted file should be removed from the encrypted index.
With additional parameter added in each KIS according to the
invention, the server is enabled to locate the file locators
related to a specified file with the help of the data owner while
the content of the file and the keywords contained therein are
not revealed to the server. Such embodiment of the invention
will be described below with reference to FIGS. 12-17.
[0108] FIG. 12 illustrates an exemplary configuration of the
data owner terminal 700 according to one embodiment of the
invention. As shown in FIG. 12, the data owner terminal 700
comprises all units as shown in FIG. 3, and further comprises
an index locating indicator generation unit 701 for generating
index locating indicators and an index locator generation unit
702 for generating index locators associated with file loca-
tors. The functions and operations of the keyword unit 101,
the encryption/decryption setting unit 102, the file encryption
unit 103, the KIS locator generation unit 104 and the file
locator generation unit 105 in this embodiment are the same
as described above. The following description only focus on
the difference of this embodiment from the embodiments
described above.

[0109] Inthis embodiment, each KIS in the encrypted index
is extended by accompanying each file locator with an index
locator which is mapped from the file locator, the correspond-
ing KIS locator and an index locating indicator generated by
the data owner terminal.

[0110] Particularly, in the indexing phase, the index locat-
ing indicator generation unit 701 of the data owner terminal
700 generates an index locating indicator for each file by
mapping the encrypted resource identifier of the file to a
unique value. For example, for a file FILE , the index locating
indicator generation unit 701 generates an index locating
indicator x; as follow:

x;=Hash(CFN/||sk) (Equation 5)
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where CFN, is the encrypted resource identifier of FILE, and
sk is a secret key held by the data owner, for example, the
private key held by the data owner. As mentioned before, any
one way mapping method can be used instead of hash func-
tion.

[0111] In addition to the KIS locators and the file locators,
the data owner terminal 700 in accordance with this embodi-
ment also generates an index locator for each file locator
contained in a KIS by the index locator generation unit 702.
Each index locator is generated by mapping a combination of
the corresponding file locator, the KIS locator and the index
locating indicator generated by the index locating indicator
generation unit 701 to a value. For example, for a file locator
FL, ,, related to FILE, in a KIS having a KIS locator KT,, the
index locator generation unit 702 generates an index locator
IL,, ,, as follow:

IL;; ,,=Hash(KL|FL; ,x) (Equation 6)

where x; is the index locating indicator for FILE,, which is
generated by the index locating indicator generation unit 701.
[0112] Then, the index forming unit 106 of the data owner
terminal 700 forms the encrypted index by one or more KIS
each contains a KIS locator, one or more file locators gener-
ated as in the above embodiments and one or more index
locators each accompanying a corresponding file locator.
Taking the situation shown in FIG. 1 and Table 1 as an
example and assuming that the file Research.ppt and Novel.
pdf are associated with a keyword KW, the KIS for the
keyword KW, is generated as a tuple <KL : FL,
ILa, Research.ppt, 3:HaSh (KLa”FLR

FLNoveZ.pdf, 1 ILa, Novel.pdf, 3:HaSh (KLa”FLNoveZ.pdf, 3||XNoveZ.
24); Flaoverpar, 20 Wa, woverpay, s Hash (KL J[FLyg,er
3|Xnover pap™> according to this embodiment. The encrypted
index generated as such is sent to and stored on the server.
[0113] Thedata flow of the indexing phase according to this
embodiment is schematically illustrated in FIG. 13.

[0114] The process of updating the encrypted index after an
encrypted file is deleted is described below.

[0115] FIG. 14 illustrates an exemplary configuration of the
server according to this embodiment. As shown in FIG. 14,
the server 800 comprises all units as shown in FIG. 7, and
further comprises an index updating unit 801 for updating the
stored encrypted index. The functions and operations of the
storage unit 401, the index search unit 402 and the file search
unit 403 in this embodiment are the same as described above.
The following description only focus on the difference of this
embodiment from the embodiments described above.

[0116] FIG.15is a flow chart illustrating the process of the
server for updating the encrypted index after an encrypted file
is deleted.

[0117] When a file FILE, is to be removed from the
encrypted index, for example, when the encrypted file FILE,
is deleted from the storage service on the server and so the
index needs to be updated, the data owner terminal 700 trans-
mits a message containing the index locating indicator x,, of
FILE, calculated by the index locating indicator generation
unit 701 to the server 800. At step S901, the server 800
receives the index locating indicator x,, from the data owner
terminal 800.

[0118] Then, for each file locator in each KIS in the stored
encrypted index, the index updating unit 801 of the server 800
computes an index locator by using the received index locat-
ing indicator x , with the same mapping method as used by the
data owner terminal in generating the encrypted index. For

esearch.ppt, 3

esearch.ppt, 3||XResearch.ppt s
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example, for a file locator FL; ,, in a KIS having a KIS locator
KL,, the index updating unit 801 computes IL'; ; ,=Hash
(KLJ[FL;, ) by using the same hash function as described
above. Then, the index updating unit 801 checks whether the
computed IL'; , , is equal to the index locator IL, ; ,, accom-
panying the file locator FL, ,, contained in the KIS. If the two
value matches, it indicates that the corresponding file locator
should be deleted. By such, at step S902, the index updating
unit 801 finds out all file locators to be deleted.

[0119] Then, at step S903, the index updating unit 801 of
the server 800 deletes all matching file locators found as well
as the accompanied index locators from the encrypted index
stored in the storage unit 401, so as to update the encrypted
index.

[0120] Thedata flow of the update of the encrypted index as
described above is schematically illustrated in FIG. 16.
[0121] In the above example, the server checks the file
locators in all KISes in the encrypted index. Alternatively, the
data owner may transmit the KIS locators of all KISes related
to the deleted file to help the server to reduce the search scope
to the KISes having the matching KIS locators.

[0122] The KIS locators of the KISes related to the file may
be originally stored in the data owner terminal in the indexing
phase, or the data owner terminal keeps information of the
keywords of each file in advance and computes the KIS loca-
tors in the updating phase. It is also conceivable that the data
owner fetches the encrypted file identified by an encrypted
resource identifier before the encrypted file is deleted from
the server, decrypt the encrypted file, extracts the keywords
from the decrypted file, and computes and sends the KIS
locators related to the file to be deleted to the server. In such
case, the data owner also acts as a searcher and may comprise
the related units as shown in FIG. 8.

[0123] Upon getting the KIS locators and index locating
indicator from the data owner terminal, the server may merely
check the file locator in the KISes identified by the received
KIS locators. Thus, the amount of computation is reduced
greatly.

[0124] The data flow ofthe update of the encrypted index of
this example is schematically illustrated in FIG. 17.

[0125] The above is an example of removing a file from the
index. According to the invention, the encrypted index may be
also easily updated in the case of adding one or more files
later. For example, if the data owner adds an additional
encrypted file to the storage service some time after the
encrypted index has been established, the data owner terminal
may simply compute the KIS locators and the file locators
(accompanied with or without index locators) in association
with the newly added file in the same manner as described
above, and transmit them to the server. At the server, the index
search unit 402 locates the KlSes corresponding to the
received KIS locators, and the index update unit 801 updates
the encrypted index by simply adding the received file loca-
tors (accompanied with or without index locators) in the
corresponding KISes. Thus, the information of the added file
is incorporated in the updated index.

[Fine-Grained Authorization]

[0126] Itis described in the above exemplary embodiments
that each pair of file locator generation and decryption keys
are generated in connection with a privacy level and indepen-
dent of any particular keyword. There is a concern that if a
searcher issued with a file locator decryption key obtains any
KIS locator that is never issued to him/her by the data owner,
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that searcher will still able to perform search by this KIS
locator and decrypt file locators in the corresponding KIS.
[0127] To enhance the control of authorization, each pair of
file locator generation and decryption keys may be generated
in connection with both a privacy level and a particular key-
word according to one embodiment of the invention. For
example, the file locator generation and decryption keys in
connection with a keyword KW, and the privacy level m may
be generated as follow:

EXey,; ,,=DKey, ,,~Hash(MEK|KW,|m Equation 7
Yi,m Yim i q

or generated by other algorithm mapping at least a combina-
tion of a corresponding keyword and a key to a unique value.
With such extended file locator generation and decryption
keys, a fine-grained authorization control is provided based
on not only the privacy levels but also the keywords.

[0128] In accordance with such embodiment, the file loca-
tors of each file is generated in the indexing phase by encrypt-
ing file acquisition information with one or more extended file
locator generation keys each related to a keyword associated
with the file and a privacy level at which the file is revealable.
[0129] Assuming that the file acquisition information of a
file FILE, takes form of CFN |[K4,,, a particular algorithm for
calculating the file locator is given below in comparison with
equation 3 described above. That is, for a keyword KW,
associated with a file FILE, and a privacy level m at which the
file FILE, is revealable, a file locator FL,, ; , for FILE, is
generated as follow

FL,

[0130] Inaccordance with such embodiment, each KIS ofa
keyword comprises all file locators generated with the
extended file locator generation keys related to that keyword.
That is to say, among all file locators of a file, only those
generated with the extended file locator generation keys
related to a specific keyword are put into the KIS of that
keyword, and those generated with the extended file locator
generation keys related to any other keyword will not. This
ensures that any one cannot correctly decrypt the file locators
in a KIS of a keyword if he/she does not possess a correct
extended file locator decryption key related to that keyword.
The other processes are the same as those described in the
above embodiments.

[0131] In the searching phase, if the data owner wants to
enable a searcher to search on a keyword, the data owner
issues to the searcher the KIS locator of the keyword as well
as the corresponding extended file locator decryption key of
suitable privacy level in a secure manner. The use of the
extended file locator decryption key by the searcher is the
same as that of the file locator decryption key described in the
above embodiments.

[0132] Inaccordance with this embodiment, each extended
file locator decryption key is kept secret at respective searcher
and will not revealed to the server. So, even if a KIS locator(s)
is revealed to other ones, he/she cannot decrypt any file loca-
tors in the corresponding KIS with any file locator decryption
key related to other keyword.

[0133] The other features of the invention such as confirm-
able decryption, virtual deletion, locating and updating can be
similarly applied in this embodiment. The processes are basi-
cally the same except for that the file locator generation and
decryption keys are replaced with the extended file locator
generation and decryption keys.

[0134] It is notable that the invention is also applicable in
the case that there is no need to differentiate privacy levels. In

=E(EKeY; y CFN|| K1) (Equation 8)

i, m
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such case, file locator generation and decryption keys may be
generated in connection with different keywords. For
example, the file locator generation and decryption keys are
generated as follow:

EKey,=DKey,~Hash(MEK|KW )

[0135] The processes of indexing, searching and updating
are similar to those described above. The description thereof
is not repeated here since the particular processes may be
conceived by assuming there is only one privacy level.

(Equation 9)

[Chained Authorization]

[0136] In the above illustrative embodiments, file locator
generation and decryption keys of various privacy levels are
generated independently with different parameters, and have
no computational relation with each other.

[0137] In practice, it is possible that there is domination
relation between different privacy levels, that is, a higher
privacy level dominate any lower privacy level. In other
words, a search at any privacy level is enabled to search on
files dominated at any privacy level lower than his/her privacy
level, and files dominated at his/her privacy level but not
dominated at other lower privacy levels. For example, the data
owner Bob categorizes the searchers who perform search on
his files into different levels according to different relations.
For example, family members have the highest privacy level
(Level 1), close friends have a middle privacy level (Level 2),
and common friends have a lowest privacy level (Level 3).
Meanwhile, the ability of search on the files follows arule that
all the files dominated at a lower privacy level are also domi-
nated at any higher privacy level. That is, all the files search-
able by the common friends could be searched by the close
friends and the family members, while all the files searchable
by the close friends could be searched by the the family
members.

[0138] In the invention, chained authorization is employed
for such situation so as to make the authorization and man-
agement more simple and efficiently. One embodiment in
which the chained authorization is applied according to the
invention is described below.

[0139] It is assumed that there are n privacy levels, where
the highest privacy is level 1, and privacy level m dominates
any other lower privacy levels (privacy levels m+1, . .., n),
where m is a nature number less than n.

[0140] According to this embodiment, in setting file locator
generation and decryption keys in the indexing phase, the data
owner firstly sets the file locator generation and decryption
keys for the highest privacy level by using hash function. For
example, the file locator generation key EKey, and the file
locator decryption key DKey, of the highest privacy level are
generated as follow:

EKey,=DKey,=H'(z) (Equation 10)

where H'(z) denotes one time hash operation (Hash(z)), and
7 is an arbitrary string, for example, MEK, a combination of
MEK and an arbitrary number, MEK|[KW,, and so on. Pref-
erably, z is a string that is easily remembered or retrieved by
the data owner.

[0141] Then, the file locator generation and decryption
keys of other privacy levels are generated in a manner of hash
chain based on EKKey, and DKey,. In particular, the file
locator generation key EKey,, and the file locator decryption
key DKey,, of the privacy level m are generated as follow:

EXey,,=DKey,,=H"(z) (Equation 11)

Netskope Exhibit 1016



US 2009/0300351 Al

(Hash(Hash ... Hash(z) ... )).

m

where H™ (z) denotes m times hash operations

[0142] That is to say, the file locator generation key EKey,,
and the file locator decryption key DKey,, of the privacy level
m can be generated by the following recursive formula:

EXKey,,=DKey,,=Hash(EKey,,_,)=Hash(DKey,,_;)

[0143] The above calculation is performed by, for example,
the encryption/decryption setting unit of the data owner ter-
minal.

[0144] When authorizing, the data owner issues the file
locator decryption keys of different privacy levels to the
searchers at the respective level. The other processes are
similar to those in the above embodiments.

[0145] It can be scen that a searcher at a privacy level m,
who is issued with DKey,,, is able to figure out the file locator
decryption key of any lower privacy level with ease (for
example, by the file locator decryption unit of the searcher
terminal) according to the hash algorithm that is known or
published by the data owner, so as able to decrypt file locators
at any lower privacy level. Because of one-way property of
hash function, a searcher at a privacy level m cannot figure out
the file locator decryption key of a higher privacy level, and
thus a one-way chained authorization is ensured.

[0146] With the chained authorization of the above
embodiment, the searchers at any privacy level can derive file
locator decryption keys of any lower privacy level by com-
putation so as to obtain capabilities of lower privacy levels,
and thus a simple and convenient chained authorization is
realized.

[0147] The method of chained authorization applicable in
the invention is not limited to the above-mentioned hash chain
algorithm, but can be any one-way authorization technology.
For example, Forward Key Rotation (FKR) technology pro-
posed by Mahesh Kallahalla, etc. in “Plustus: Scalable secure
file sharing on untrusted storage”, in the Proceedings of the
2nd Conference on File and Storage Technologies
(FAST’03), pp. 29-42 (31 Mar.-2 Apr. 2003, San Francisco,
Calif.), published by USENIX, Berkeley, Calif., may be used.
Another embodiment of the invention where such technology
is applied.

[0148] Itis assumedthate,is a public key ofthe data owner,
and d, is a private key of the data owner. The data owner
publishes the public key e, and keeps d,, secret.

[0149] In setting the file locator generation and decryption
keys in the indexing phase, the data owner selects an arbitrary
integer k,E[text missing or illegible when filed] * and
sets the file locator generation key EKey,, and the file locator

encryption key DKey,, for the lowest privacy level n as fol-
lows:

(Equation 12)

EKey,,=DKey, =k

[0150] The file locator generation and decryption keys of
other privacy level m (m is a nature number less than n) is
computed according to the following recursive formula:

(Equation 13)

EXey,,=DKey,,~(EKey,,, ) =(DKey,, )%

[0151] The above calculation is performed by, for example,
the encryption/decryption setting unit of the data owner ter-
minal.

(Equation 14)
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[0152] When authorizing, the data owner issues the file
locator decryption keys of different privacy levels to the
searchers at the respective level. A searcher at a privacy level
m, who is issued with DKey,, is able to figure out the file
locator decryption keys of any other lower privacy levels with
ease according to the public key e, published by the data
owner by the following recursive formula:

Dkey,,;=(DKey)*, I=m, .. .,

[0153] The above calculation is performed by, for example,
the file locator decryption unit of the searcher terminal.
[0154] On the other hand, the search at the privacy level m
cannot figure out the file locator decryption key of any higher
privacy level. Thus, it also realizes a one-way chained autho-
rization.

(Equation 15)

[Alternatives]

[0155] Some particular embodiments according to the
invention have been described above with reference to the
drawings. However, the invention is not intended to be limited
by any particular configurations and processes described in
the above embodiments. Those skilled in the art may conceive
of various alternatives, changes or modifications of the
above-mentioned configurations, algorithms, operations and
processes within the scope of the spirit of the invention.
[0156] For example, it is described in the above exemplary
embodiments that each keyword has one KIS in the encrypted
inverted index, and the KIS locator of each KIS is generated
as uniquely corresponding to a keyword. However, the index
may be also generated such that each KIS corresponds to not
only a keyword, but also a privacy level (i.e., a file locator
generation or decryption key). That is, files of the same pri-
vacy level and associated with the same keyword are indexed
in one KIS, and files of different privacy levels are indexed in
different KISes irrespective of whether these files are associ-
ated with the same keyword. In another words, each KIS
corresponds to only one file locator generation (or decryp-
tion) key and one keyword. In such case, the KIS locator
KL, ,, of a KIS corresponding to a keyword KW, and a file
locator generation key EKey,, (or file locator decryption key
DKey,, )of privacy level m may be generated as follow:

KL, ,=E(EKey,,, KW)) (Equation 16)

or

KL, ,,~E(DKey,,, KW,)

[0157] The invention is never limited by the particular con-
figurations and processes shown in the drawings. The
examples embodying various aspects of the invention as
described above may be combined according to particular
application. For example, the encrypted index may comprise
both the flag for confirming correctness of decryption and
index locators for locating file locaters, and the data owner
terminal, the server and the searcher terminal comprise cor-
responding components of the two aspects.

[0158] In addition, the order of the processes described
above may be altered reasonably. For example, the order of
steps S201 and S202 shown in FIG. 4 may be reversed, or
these steps may be performed concurrently.

[0159] The so called “file” as used in this description
should be interpreted as a broad concept, and it includes but
not limits to, for example, text file, video/audio file, pictures/
charts, and any other data or information.

(Equation 17)
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[0160] As exemplary configurations of the data owner ter-
minal, the searcher terminal and the server, some units
coupled together have been shown in the drawing. These units
can be coupled with a bus or any other signal lines, or by any
wireless connection, to transfer signals therebetween. How-
ever, the components included in each device are not limited
to those units described, and the particular configuration may
be modified or changed. Each device may further comprise
other units, such as a display unit for displaying information
to the operator of the device, an input unit for receiving the
input of the operator, a controller for controlling the operation
of each unit, any necessary storage means, etc. They are not
described in detail since such components are known in the
art, and a person skilled in the art would easily consider
adding them to the devices described above. In addition,
although the described units are shown in separate blocks in
the drawings, any of them may be combined with the others as
one component, or be divided into several components. For
example, the KIS locator generation unit, the file locator
generation unit and index forming unit shown in FIG. 3 may
be combined together as an index generation unit. Alterna-
tively, the encryption/decryption setting unit described above
may be divided into a unit for selecting keys for encryption/
decryption and a unit for selecting other security parameters.
[0161] Further, data owner terminal, searcher terminal and
the server are described and shown as separate device in the
above examples, which may be positioned remotely each
other in a communication network. However, they can be
combined as one device for enhanced functionality. For
example, the data owner terminal and the searcher terminal
could be combined to create a new device that is data owner
terminal in some cases while capable of performing search as
a searcher terminal in some other cases. For another example,
the server and the data owner terminal or the searcher terminal
could be combined if it acts these two roles in an application.
Also, a device may be created to act as data owner terminal,
searcher terminal and server in different transactions.

[0162] The communication network as described above
may be any kind of network including any kind of telecom-
munication network or computer network. It can also com-
prise any internal data transfer mechanism, for example, a
data bus or hub when the data owner terminal, the searcher
terminal and the server are implemented as parts of a single
device.

[0163] The elements of the invention may be implemented
in hardware, software, firmware or a combination thereof and
utilized in systems, subsystems, components or sub-compo-
nents thereof. When implemented in software, the elements
of the invention are programs or the code segments used to
perform the necessary tasks. The program or code segments
can be stored in a machine readable medium or transmitted by
a data signal embodied in a carrier wave over a transmission
medium or communication link. The “machine readable
medium” may include any medium that can store or transfer
information. Examples of a machine readable medium
include an electronic circuit, a semiconductor memory
device, a ROM, a flash memory, an erasable ROM (EROM),
a floppy diskette, a CD-ROM, an optical disk, a hard disk, a
fiber optic medium, aradio frequency (RF) link, etc. The code
segments may be downloaded via computer networks such as
the Internet, Intranet, etc.

[0164] The invention may be embodied in other specific
forms without departing from the spirit or essential charac-
teristics thereof. For example, the algorithms described in the
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specific embodiment can be modified as long as the charac-
teristics do not depart from the basic spirit of the invention.
The present embodiments are therefore to be considered in all
respects as illustrative and not restrictive, the scope of the
invention being indicated by the appended claims rather than
by the foregoing description, and all changes which come
within the meaning and range of equivalency of the claims are
therefore intended to be embraced therein.

What is claimed is:

1. A method for searchable encryption, comprising:

setting one or more file locator generation keys;

generating one or more keyword item set locators by map-
ping a string containing at least a keyword to a unique
value;
generating one or more file locators by encrypting file
acquisition information of each of a plurality of files
with at least one file locator generation key; and

forming an encrypted index by one or more keyword item
sets each being identified by a keyword item set locator
and containing at least one or more file locators of the
files associated with the corresponding keyword.

2. The method according to claim 1, further comprising:

setting a file encryption key for each file; and

encrypting each file with a corresponding file encryption

key.

3. The method according to claim 1, wherein the file acqui-
sition information comprises at least an encrypted resource
identifier and a file decryption key of the file.

4. The method according to claim 3, wherein the file acqui-
sition information further comprises a flag for confirmable
decryption.

5. The method according to claim 1, wherein each file
locator in a key item set is accompanied by an index locator,
and the method further comprises:

generating an index locating indicator for each file by

mapping a string containing at least an encrypted
resource identifier of the file to an unique value; and
generating an index locator for each file locator in a key
item set by mapping a string containing at least the file
locator, the corresponding keyword item set locator and
the index locating indicator of the file to a unique value.

6. The method according to claim 5, wherein the index
locating indicator is generated as a hash value of a string
containing at least the encrypted resource identifier and a
secret key.

7. The method according to claim 1, wherein the keyword
item set locator is generated as a hash value of a string con-
taining at least the corresponding keyword and a master
encryption key.

8. The method according to claim 1, wherein the keyword
item set locator is generated by encrypting the corresponding
keyword with a file locator generation key.

9. The method according to claim 1, wherein the one or
more file locator generation keys are set in accordance with
one or more privacy levels.

10. The method according to claim 9, wherein each file
locator generation key is a hash value of a string containing at
least a master encryption key and a value indicating the pri-
vacy level.

11. The method according to claim 9, wherein the file
locator generation key of each privacy level is a hash value of
the file locator generation key of a preceding higher privacy
level.
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12. The method according to claim 9, wherein the file
locator generation key of each privacy level is d, power of the
file locator generation key of a preceding lower privacy level,
where d,, is a privacy key.

13. The method according to claim 1, wherein each file
locator generation key is a hash value of a string containing at
least a keyword and a master encryption key.

14. An apparatus for searchable encryption, comprising:

an encryption/decryption setting unit configured to set one
or more file locator generation keys;

a keyword item set locator generation unit configured to
generate one or more keyword item set locators by map-
ping a string containing at least a keyword to a unique
value; and

a file locator generation unit configured to generate one or
more file locators by encrypting file acquisition infor-
mation of each of a plurality of files with at least one file
locator generation key; and

an index forming unit configured to form an encrypted
index by one or more keyword item sets each being
identified by a keyword item set locator and containing
at least one or more file locators of the files associated
with the corresponding keyword.

15. The apparatus according to claim 14, wherein the
encryption/decryption setting unit is further configured to set
a file encryption key for each of the plurality of files, and the
apparatus further comprises a file encryption unit configured
to encrypt each file with a corresponding file encryption key.

16. The apparatus according to claim 14, wherein the file
acquisition information comprises at least an encrypted
resource identifier and a file decryption key of the file.

17. The apparatus according to claim 16, wherein the file
acquisition information further comprises a flag for confirm-
able decryption.

18. The apparatus according to claim 14, further compris-
ing:

an index locating indicator generation unit configured to
generate an index locating indicator for each file by
mapping a string containing at least an encrypted
resource identifier of the file to an unique value; and

an index locator generation unit configured to generate an
index locator for each file locator in a key item set by
mapping a string containing at least the file locator, the
corresponding keyword item set locator and the index
locating indicator of the file to a unique value,

wherein the index forming unit forms such encrypted index
that each file locator in a key item set is accompanied by
an associated index locator.

19. The apparatus according to claim 16, wherein the index
locating indicator generation unit is configured to generate a
hash value of a string containing at least the encrypted
resource identifier and a secret key as the index locating
indicator.

20. The apparatus according to claim 14, wherein the key-
word item set locator generation unit is configured to generate
a hash value of a string containing at least the corresponding
keyword and a master encryption key as the keyword item set
locator.

21. The apparatus according to claim 14, wherein the key-
word item set locator generation unit is configured to generate
the keyword item set locator by encrypting the corresponding
keyword with a file locator generation key.
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22. The apparatus according to claim 14, wherein the
encryption/decryption setting unit is configure to set the one
ormore file locator generation keys in accordance with one or
more privacy levels.

23. The apparatus according to claim 22, wherein the
encryption/decryption setting unit is configure to set a hash
value of a string containing at least a master encryption key
and a value indicating the privacy level as the file locator
generation key.

24. The apparatus according to claim 22, wherein the
encryption/decryption setting unit is configured to set the file
locator generation key of each privacy level to a hash value of
the file locator generation key of a preceding higher privacy
level.

25. The apparatus according to claim 22, wherein the
encryption/decryption setting unit is configured to set the file
locator generation key of each privacy level to d, power of the
file locator generation key of a preceding lower privacy level,
where d,, is a privacy key.

26. The apparatus according to claim 14, wherein the
encryption/decryption setting unit is configured to set a hash
value of a string containing at least a keyword and a master
encryption key as the file locator generation key.

27. A method used in encrypted file search, comprising:

storing an encrypted index comprising one or more key-

word item sets, each keyword item set being identified
by a keyword item set locator and containing at least one
or more file locators each accompanied by an index
locator;

receiving an index locating indicator; and

deleting a file locator from a keyword item set if the index

locator accompanying the file locator equals to a value
calculated by mapping a string containing at least the file
locator, the keyword item set locator identifying the
keyword item set and the received index locating indi-
cator.

28. The method according to claim 27, further comprising:

receiving one or more keyword item set locators; and

searching for one or more keyword item set identified by
the received one or more keyword item set locators,

wherein the deleting is performed within said one or more
keyword item set.

29. The method according to claim 27, further comprising:

receiving a keyword item set locator;

searching for a keyword item set identified by the received

keyword item set locator;

outputting file locators contained in said keyword item set;

receiving a set of encrypted resource identifiers; and

outputting encrypted files identified by encrypted resource
identifiers which match the received encrypted resource
identifiers.

30. The method according to claim 29, further comprising
filtering out encrypted resource identifiers of encrypted files
to be excluded in search from the set of encrypted resource
identifiers after receiving the set of encrypted resource iden-
tifiers.

31. An apparatus used in encrypted file search, comprising:

a storage unit configured to store an encrypted index com-

prising one or more keyword item sets, each keyword
item set being identified by a keyword item set locator
and containing at least one or more file locators each
accompanied by an index locator; and

an index updating unit configured to delete a file locator

from a keyword item set if the index locator accompa-

Netskope Exhibit 1016



US 2009/0300351 Al

nying the file locator equals to a value calculated by
mapping a string containing at least the file locator, the
keyword item set locator identifying the keyword item
set, and a received index locating indicator.

32. The apparatus according to claim 31, further compris-

ing:

an index search unit configured to search for a keyword
item set identified by a keyword item set locator in the
encrypted index.

33. The apparatus according to claim 31, further compris-

ing:

afile search unit configured to search for an encrypted files
identified by an encrypted resource identifier.

34. The apparatus according to claim 33, further compris-

ing:

a filter unit configured to filter out encrypted resource
identifiers of files to be excluded in search from a
received set of encrypted resource identifiers.

35. A method for encrypted file search, comprising:

receiving a keyword item set locator and a file locator
decryption key;

retrieving one or more file locators with the keyword item
set locator;

decrypting each file locator with the file locator decryption
key to derive one or more encrypted resource identifiers
and corresponding file decryption keys;

retrieving one or more encrypted files identified by the one
or more encrypted resource identifier; and

decrypting each encrypted file with the corresponding file
decryption key.

36. The method according to claim 35, further comprising:

receiving a flag; and

confirming decryption of each file locator by comparing
the received flag with a flag derived from the decryption
of the file locator.
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37. The method according to claim 35, further comprising:

computing a hash value of the file locator decryption key to
obtain the file locator decryption key of a lower privacy
level.

38. The method according to claim 35, further comprising:

computing e, power of the file locator decryption key to
obtain the file locator decryption key of a lower privacy
level, where e, is a public key.

39. An apparatus for encrypted file search, comprising:

a search request unit configured to generate a search
request containing at least a keyword item set locator;

a file locator decryption unit configured to decrypt one or
more file locators with a file locator decryption key to
derive one or more encrypted resource identifiers and
corresponding file decryption keys;

a file acquisition unit configured to retrieve one or more
encrypted files identified by the one or more encrypted
resource identifier; and

a file decryption unit configured to decrypt each encrypted
file with the corresponding file decryption key.

40. The apparatus according to claim 39, wherein the file
locator decryption unit is further configured to confirm
decryption of each file locator by comparing a received flag
with a flag derived from the decryption of the file locator.

41. The apparatus according to claim 39, wherein the file
locator decryption unit is further configured to compute a
hash value of the file locator decryption key to obtain the file
locator decryption key of a lower privacy level.

42. The apparatus according to claim 39, wherein the file
locator decryption unit is further configured to compute e,
power of the file locator decryption key to obtain the file
locator decryption key of a lower privacy level, where e, is a
public key.
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