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Drago11frt1it: Clot1d Provider-Ag11ostic Trt1stworthy 
Cloud Data Storage and Remote Processing 

Eric W. D. Rozier and Sarnan Zonouz 
Electrical and Computer Engineering 

University of Miami 
{ exozier, s.zonouz }miami.edu 

.1ibstract----.'frustworH1y cloud services require prndical secure 
storage and daia processing i.edmiques that enable end-users 
to upload sensitive data and pi:rform computations remotdy 
without having to first download the data. In this paper, we 
present Dragonfruit, a cloud provider-agnostic ;;eard1able cloud 
data storage solution, that allows the utilization of several 
existing cloud providers, and the execution of search queries over 
encrypted data by customers, using unmodified cloud infrastruc­
tures. 1n particulm; Dragonfruit makes use of filename search 
capabilities that most exi;;ting doud provider;; support to embed 
searchable data within the doud. Dragonfruit supports queries 
using complex Boolean expressions on structured data formats 
such as ,JSON. Onr evaluation on a real-world test-bed show 
that Dragonfrnit is able to work with several doud providers 
such as Google-Drive and Dropbm: simultmwously and is abfo 
to respond to search requests within a few seconds proving a 
reasonable performance overhead for practical usage. 

L INTRODUCTION 

With the proliferation of cloud computing, outsourcing 
storage is becoming easier and more cost effective. Users are 
willing to pay for services which give them access to their data 
from any location, without requiring them to carry devices \Vith 
large amounts of memory. Additionally tbe cloud offern users 
scalable storage without the burden of large-scale data center 
management. Despite the advantages provided by current cloud 
technologies, there is a need to ensure that the piivacy of the 
data stored by a client remains intact even when using cloud 
infrastructure managed by a thi_rd patty. 

Recent revelations about the National Security Agency's 
PR ISM program [ l], and the collusion of many cloud providers 
such as Fac:ebook, Microsoft, and Dropbox [2], [3] with secret 
government programs, makes the privacy of customer data 
when stored on the cloud suspect. In addition to programs 
such as PRISl\.'f which violates the security and confidentiality 
of user data, governments have also directed companies to 
turn over master encryption keys used to secure data [4], [5], 
further exposing confidential customer data, and increasing 
the risk that it will be compromised. Even if one trusts 
government programs with their data, government employees 
can accidentally or maliciously expose data they acquire (as 
bas happened in the past, e.g. [6], [7]). 

The risk posed to customers \.\/ho wish to keep thei_r data 
safe from competitors, and to comply with privacy restrictions 
placed on them by an increasingly complex space of locaL 
state, federal, and international legislation (e.g. HJPPA [8], [9J, 
state regulations [10], international law [11]), has manifested to 
cloud providers in tbe US in a vety tangible form. In the shmt 

David Redberg 
Foninet Inc. 

Sunnyvale, California 94086 
dredberg@fortinet.com 

time since PRISM was revealed, l0%, of officials at non-US 
companies had already canceled their contracts with US cloud 
providers, and 56% of non-US businesses sut"veyed by tbe 
Cloud Security Alliance reported that they are no\v hesitant to 
work with US-based cloud operators [12]. Many companies are 
now seeking to do business with competitors in Europe, with 
some Swiss cloud hosting companies seeing a 45% grmvth 
[l 3]. 

In order to prevent further damage to US-based cloud 
operations, and to restore faith in the solutions available bet"e, 
and elsewhere, new technologies must be developed \Vhic:h 
provide better than end-to-end encryption. We must develop 
technologies that are resistant to the attack vectors presented 
by cloud collusion. Our objective in this study is to design 
and evaluate a practical and scalable framework for higb­
performance and security-aware electronic: search on large­
scale databases of customer records. In this paper we describe 
algorithms and systems for securing cloud-based storage and 
providing search over these encrypted records enabling the use 
of remote untrusted c:loucl--servers wb ile reducing infonna1ion 
leakage. We believe tbat tbe proposed methods have tbe po­
tential to significantly contribute to national security, industrial 
confidentiality, confidence in US-based cloud resources, and 
compliance with new federally mandated privacy standards. 

In our solution, Pr~ject: Dragonfruit, individual customers 
encrypt their data before sending it to the cloud. Afterwards 
the cloud-resident encrypted data records can be processed 
(queried) remotely by the customers. This pmcessing occurs 
in a \Vay which minimizes the loss of data confidentiality 
Traditional encryption schemes do not allow for search to be 
performed over encrypted data meaning that the data owner 
has to download the whole data set each ti me it needs a small 
part of tbe data. Given tbe cmrent rates of data gro\vtb, and 
the grO\ving expense of bandwidth and local storage this is not 
a practical solutimL 

In surmnary, the contributions of this paper are as follows. 

e The implementation of a novel cloud-storage platform 
which minimizes information leakage by limiting trust 
to a local trusted domain under \Vhich the user has full 
physical control. 

i8 

The implementation of a searchable encryption 
scheme \Vhich allmvs a user to perform searches over 
encrypted data stored on tbe cloud, while pt'eserving 
confidentiality. 

Performance testings of om implemented system com-
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paring various approaches to the storing of searchable 
cypher-text on the cloud. 

11 Providing a holistic solution in a cloud-agnostic man­
ner, which allows users to fight emergent threats to 
cloud-security, and provides existing cloud--providcrs 
,vith a \vay to rees1ablish trust from foreign markets. 

II. RELATED WORK 

The security challenges span several areas of research in 
the domain of cloud security. We brieily go over the related 
literature, and discuss their main contributions and shortfalls 
in typical large-scale practical usage scenarios. 

Making use of encryption techniques ensures that user 
privacy is not compromised by a data center [14]. But the prob­
lem then becomes, how can an encrypted database be queried 
\Vithout explicitly decrypting the records to be searched? At 
a high level, a searchable encryption scheme [15] pmvides 
a way to encrypt a search index so that its contents are 
hidden except to a party that is given appropriate tokens. 
The Public Key Encryption with keyword search primitive 
\Vas introduced by Boneh et al. [l6], and i ndexcs encrypted 
documents using keywords. In panicular, public-key systems 
that support equality (q "' a), comparison queries (q > a) as 
well as more general queries such as subset queries (q (-:C S) 
have been designed. Song et al. [ l 7] presented a symmetric 
cryptography setting for searchable encryption architectures 
for equality tests. Equality tests in the public-key setting are 
closely related w Anonymous Identity Based Encryption and 
were developed in [18] by Boneh et aL ln 119], Boneh et al. 
introduce a new primitive called Hidden Vector Encryption 
that can be used for performing more general conjunctive 
queries such as conjunction of equality tests, conjunction of 
comparison queries and subset queries. This system can also be 
used to support arbitrary conjunctive queries without revealing 
any information on the individual conjuncts. 

Additionally, there are several previous efforts that have 
focused on exact ker,11ord search: however, in 1he case of 
electronic medical records, a match bet\veen a query and a 
data point, does not necessarily mean that the two values are 
equal. lnstead, a match indicates a high enough resemblance 
between the query and a data point. By using the above 
mentioned encryption schemes however, 1wo objects, close 
in value, may be encrypted to very different cipher values. 
Although error-tolerant search over plain data has also been 
explored by several past papers 120], it does not satisfy our 
data privacy requirement as it docs not support encrypted data 
search. Bringer et al [21] present an ermr-tolerant searchable 
encryption scheme which permits one lo make searches on 
encrypted data with only an approximation of some keyword. 
The main problem with their solution is that the associated con­
struction algorithrn is computationally expensive, and hence is 
not scalable to large databases with large number of queries 
pmcessed daily. Therefore, a signi5cant problem in this setting 
is to design efficient and scalable encryption algorithms that 
enables this type of fuzzy matching. 

111. THE CHALLENGES OF SECURING THE CLOUD 

Cloud services today offer businesses very attractive eco­
nomic [22] advantages over conventional in-house data center 
services, hut present several critical challenges when it comes 

2 

to protecting the data that is sent to the cloud. This is because 
sensitive, proprietary, confidential and private data is stored in 
tbe cloud wben implementing s1rategies utilizing cloud storage 
or Software-as-a-Service applications. Key management is a 
critical factor in securing cloud data. Today, most cloud service 
providers take measures to secure customers data by the use 
of encryption. Hmvever, the cloud service providers also hold 
tbe encryption keys, making key management the weak link in 
the cloud data security chairL The fact is that if the customer 
is not always in control of the encryption key, the data in the 
cloud is at risk. Further, many cloud providers employ data 
dcduplication and other optimization techniques that actually 
open side-channel at1acks on tbe data. 

For regulatory and compliance needs, organizations require 
knmvledge of how their data is protected, where the data is 
stored geographically, and by what means the cloud service 
providers maintain the integrity and avail ability of data in 
the event of a disaster [23]. Given that it is impossible to 
know whether today's 1rusted cloud provider ,vi ll be there 
tomorro\v, it is incumbent on the organization that owns the 
data to make sure that data is available should the cloud 
provider vanish. This implies that the organization takes the 
responsibility for cloud data to he replicated across multiple 
cloud storage services. 

One approach to securing cloud data while keeping en­
cryption keys in the hands of the customer is to provide a 
gateway that simply encrypts all data sent to the cloud and 
decrypts the data coming hack from the cloud using a proven 
encryption technique such as AES 256. But one of the main 
reasons that encryption has not been put into widespread use 
is that the data encryption process has a performance impact. 
Encryption is costly in terms of compute time. Therefore, any 
solution that uses encryption to protect data before sending it 
to the cloud must do so in a way that minimizes the impact 
on performance. 

The aforementioned gateway encryption approach protects 
the data adequately but \Vill prohibit search and sort operations 
on the cloud data and will break functions in applications like 
Salcsforce, Google Apps or SAP, thereby negating some of 
tbe advan1ages of using the cloud services in the first place. 
New 1echnology to encrypt cloud data while preserving useful 
operations that cloud-based applications perform on that data is 
needed. Further, operations-preserving and format-preserving 
encryprions only add to the performance impacts already 
challenging cloud data encryption from a user productivity 
perspective. 

JV. ENCODING SEARCHABLE INDICES 

\Ve present how Dragonfrnit makes use of search-aware 
encryption [24], [25] to prevent attackers from gaining unau­
thorized confidentiality-sensitive data and records. Generally, 
owners of confidentiality-sensitive data, such as electronic 
medical records, can not trust (even well-known) cloud 
providers for storing their data in plain form, due both to inter­
nal security policies, and federal or state la\\/S and requirements 
[8], [ l 0]. Therefore, data must be encrypted before storing it 
on a remote server. While this prevents unauthorized access 
and helps ensure the confi.dentiality of customer data, regular 
encryption prevents one from searching over encrypted data. 
As a result, the \Vhole data set must he returned for any query, 
even if the user is only interested in records with a certain 
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property. This method is not efficient in terms of band\vidth 
or the computational power requirements on the client side 
because the client still bas w decrypt all received data w be 
able to extract those which are actually needed. 

Let us assume that the trusted gateway intends to encrypt 
and send some data record R to the cloud for permanent storage 
and that the encryption should be such that it preserves the 
capability to be searchable by specific queries. The algorithm 
consists of four major steps, namely Setup, Enoyption, foken, 
and Query. In the follmving paragraphs, we describe each step 
in more detail. 

Setup: In this step we initiate all the cryptographic parameters, 
i.e., public P and private (secret) S keys: 

and 
(2) 

where random public and private keys are generated. The 
variable t denotes the possible number of predicates ( que1ies) 
that the customer can ask for in the future. For instance, 
in medical records if race is chosen to be tbe searchable 
feature in a patient record database, the possible queries can 
be formulated as {iisian, White, '"Vrican 1lmerican, Hispanic} 
or all the integer values between 0 and 100 for the age feature. 
An important point is that all searchable features need to first 
be quarnified before tbey are encrypted. 

Encryption: The encryption phase does the main offline step 
of the wbole scheme by encrypting eacb record one by one. I1 
is important to note tbat this step will be completed locally by 
the trusted gateways so that the cloud provider \Vill have access 
to cipher texts only, and not the encryption keys themselves. ln 
particular, the encryption step is carried as using the following 
assignments for 0 < j <I+ l 

C ~--- f Encrypt(Pj,R) 
1 l Encrypt(P1 , 0) 

if Predicate, ( l) = l. 
Otherwise. ·· (3) 

Once completed, this step will give us a cipher text vector 

(4) 

wbose length is tbe number of possible predicates I. 

Token: This step prepares the framework to process a given 
query. In pacticular, for a given query tbat is represented as 
a logical predicate, as discussed above, e.g., Select records 
whose race is Asian, the framework generates the correspond­
ing token to be sent to the cloud provider. Clearly, this step 
must also be accomplished locally by the trusted gateway, with 
the cloud provider only given permission w see 1he encrypted 
token. In particular, to complete tbis step, the trusted gate\vay 
chooses a single private key from S that corresponds to the 
selected query predicate1 . Let us assume that the predicate is 
the i-th element in our list of all possible queries. 

Query: The final step of the searchable encryption scheme 
is processing the received query by the cloud provider that 
has access to the encrypted records, and tbe single private key 
that the trusted gateway has sent Finally, the cloud provider 
decrypts the corresponding cipher text C; for individual patient 

1
-Rernernber that S jndudes a _private key for each possible predicate/query. 

3 

record. It is easy to follow that the cloud provider will 
retrieve and correctly decrypt only the records which match 
tbe received query, and will get 0 as the result of all other 
decrypt ions ( see equation (lV)). The retrieved records are then 
sent back to the trusted gateway. It is important to mention that 
for absolute data disclosure prevention, the trusted gateway 
should encrypt the records using a symmetric key and unique 
salt such tbat R is already enCt"ypted and the cloud provider is 
not allO\ved to see the actual recorcL 

Using the above mentioned algorithm, our framework 
makes sure that the cloud provider can perform and accomplish 
the search over tbe encrypted data, and in the mean\vhile, 
cannot get access to any confidential data. 

_,4_. Cloud _Prcrvider-Agnostic Searchable E'ncryption 

lt is crucial that Dragonfruit performs its searchable en­
cryption in a cloud provider-agnostic manner such that it 
is usable regardless of the cloud provider's infrastructural 
specifications. Consequently, end users can use Dragonfruit to 
store and search for their data remotely in the cloud without 
any Dragonfruit-specific support by the cloud provider. To this 
end, Dragonfruit makes use of the most basic functionality that 
almost all of the ex.isling cloud providers provide. In particular, 
Dragonfruit employs tbe file-name search functionality, and 
therefore, stores the relevant information in the file-names 
while storing customer data in the cloud. Once the data is 
stored, \Vhen a user queries for a given search tern,, Dragon­
fruit calls the cloud provider's A.PI functions to check for the 
existence of valid cypher-text. 

To implement the above mentioned solution, Dragonfruit 
requires a global policy file where all the searchable fields, 
tbeir value ranges, and the discrellzation granularity are deter­
mined. For instance, age may be assigned as a searchable fteld 
with the [0, 1201 range, and 5 year granularity. 2 In this age 
example, the individual data point values are discretized into 
5-year buckets, e.g., ages between [0,5), [5, JO), [l0, 15), .... It 
is impmtant to mention that the policy design is a one-time 
effort that is done initially before the data are sent by the 
end users. \,Vhen an Encryption request is issued by the end­
user for a particular sensitive file ( see Section lV), Dragonfruit 
creates a folder in the cloud where the directory name is 
assigned \Vith the AES-5l2 encrypted version of the original 
file name. Encrypted strings contain non-ASCH characters 
and therefore cannot be assigned as file names; therefore, 
before the directory creation step, Dragonfruit performs a one­
to-one reversible mapping from the encrypted string and a 
usually-long file name of ASCH characters. Dragonfruit stores 
the encrypted version of the original file wi1hin tbe created 
directory. Dragonfruit then creates several zero-size files each 
assigned with a name equal to one of the computed cipher 
texts C; as described in Section IV. For additional security, 
Dragonfruit can stripe the contents of the file over these files, 
funher obfuscating which names relate to the file vs. cypber­
tex.t. 

During the query phase, Dragonfruit receives the plain·•text 
query request forn1 the end-user sites and crafts the correspond­
ing encrypted queries (Section iV) and calls the cloud's file­
name search APl function to search for the target files. Upon 
the returned list of files which matched the file-name search, 

2The granularity an1olrnt effects the the chance for false positives< 
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Performance by number of tables used to store 10,000 searchable indices in the cloud 

100 Tables ~ ... ,~ ...... , 
10 Tables ~ .. ,,~.._ ... , 

1 Table ~ ...... ,~ ...... -:; 

Number of boolean operands per search 

Fig. l. Performance comparison of query algonthms involving direct look 
up of ,·ach cypher-t,·xt on the cloud, and downloading tables of cypher-text 
on 1.he cloud. using differing number of tables. All tests were executed over 
files 'Nith j 0,000 searchab]e ind1c1es. and searches Jnvolving from one to 99 
boolean c•perands. 

Dragonfruit browses the directory of each directory in which a 
cypher-text file \Vas found and locates those files which contain 
the encrypted data and down loads them. Dragonfrnit decryp1s 
the dO\vnloaded file and returns to the user. 

V PERFORMABJUTY AND THE CLOUD 

Given that we are storing the searchable indicies on the 
cloud the performability of our solution is a large concenL We 
implemented and tested two methods for retrieving searchable 
terms from the cloud and tested them experimentally \Vith 
Dragonfrnit. Tbe first method involves simply storing the 
indices individually on the cloud-provider's system. When a 
query for a given term is used, the index is generated and 
each is searched in tum. For large boolean queries. however, 
this method can prove costly given that cloud providers throttle 
requests and limit the rate at which queries can be performed. 

Tbe second method we tested involves a hierarchy of indi­
cies generated using a variable-bit SHA-3 hashing algorithm 
[26] (we used the keccak sponge function for our tests [27]j. In 
this case, we hash all cypher-texts as usual, but then generate 
a second hash for each cypher--text which indicates the key for 
a table in wbich many cypher-texts are aggregated. 

In this case, when a user wants to perform a search using 
a some cypher-text as a boolean operand (e.g. records where 
! Race Asian) /\ !A.ge > 35)j. the cypher-text is hashed using 
SHA--3 to find the table hash which represents the path of the 
table on tbe cloud if present. Tbe cloud provider is queried for 
the table, which is then downloaded, loaded in1o memory, and 
then searched for the original cypher-text. 

The results of our experiment are shown in Figure 1 
for setups involving no tables, 100 tables, 10 tables, and 
a single table, each dividing a total of l 0,000 searchable 
indices, and plots 1he time required to process the query as 
a function of the number of boolean operands used. With 
no tables. the performance scales linearly with the number 
of operands. Additional search terms each incur the cost of 
sending and receiving the request to the cloud, along \Vith the 
thm1tling delay imposed by the cloud-provider. Response time 

4 

Performance by number of tables, detail for 1 to 20 boolean operands 

Number of boolean operands per search 

FJg. 2. Perforn1ance con1parison of query algorithms involving direct look 
up of each cypher-text on the cloud. and do\vnloading tablt'S of cypher-text 
on the cloud, using differing number of tables. All tes1s were executed over 
fdes wit.~ 10,000 searchable indicies, and searches involving from one to 20 
bool,·an operands. 

Performance by size of table, for a single table in the cloud 

"' r-- . . . . . . . . . . . . . . . . . . . . 

1
11

: '" faO,es -
1 Table, 312KB , ........ ....._x,. ........ , 

fG i· l \:~~~\~~~ ; .. ~, .. ; 
I 1 Table, 300MB ~ ...... ~ ...... ~ 

''I.~~~~---~--·. I ___ ,::,,,,.~,,~,,?,~~~~~~;;;;;;:~"~"'~"~,,,.~,,,~,,,.~ 
Number of boolean operands per search 

f<ig .. t Performance con1parison of query algorJthn1s involvrng direct look up 
of each cypher-t,·xt on the cloud, and downloading a single table of cypher-text 
of varying sizes, from 312KB to 3GB. 

of the algorithm quickly becomes unmanageable for complex 
searches. 

Using 100 tables, the overhead penalties w download the 
table, store it in memory, and perform the search locally 
dominates performance until around l 9 search terms, at which 
point (largely in thanks to the birthday paradox [28]) \Ve have 
loaded suf5cient tables to account for most search terms, and 
the table approach outperforms the no-table approach. Using 
10 tables, this eiiect kicks in much earlier, outperforming the 
no table approach for 6 or more boolean search terms, and 
always outperforming the 100 table approach. \Vith a single 
table, cornaining all en1ries (and utilizing 312KB of RAM), 
performance is helter for all searches involving two or more 
terms, losing to the no table approach only for a single search 
term. ln all of the table approaches, once sufficient tables have 
been loaded to account for most search terms, performance is 
roughly static (local searches for keys in the tables resident 
in memory can be performed so quickly, tbe perfonnanc:e is 
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Fig_ 5_ The Cryptographic cfoken Generation Time Requirement 

dominated by the setup time). /\cldi1Lona1 detail is provided in 
Figure 2, which shows the behavior of these methods for one 
to 20 boolean operands. 

To explore the setup costs for larger tables, we also per­
fonnecl tests on searches involving one to 99 boolean operands 
on tables containing l0,000; l 00,000; 1,000,000; lOJl00,000; 
and l 00,000,000 searchable terms, these required 312KB, 
3MB. 30MB, 300MB, and 3GB of RAM respectively_ The 
results of these experiments are shown in Figure 3. For tables 
up to 1,000,000 tenns in size, the table approach clearly beats 
the no-table approach for a single table_ When l 0,000,000 
entries arc stored in the table, the no-table approach is faster 
for 19 or fewet' boolean operands, at wbich point the setup cos1 
of the table equals the cost to search each operand_ For larger 
tables, however, the setup costs dominate the performance. 

These results favor the use a hierarchical table based 
approach, with the size and number of tables depending on 
the expected complexity of searches run by users_ Tn gen­
eral, tables should be fairly large, given the high cost of a 
single query, and the low setup costs for most tables once 
downloaded. Larger tables accounting for more possible search 
terms minimizes the number of queries performed, which tends 
to be the largest portion of setup costs for tables containing 
1,000,000 tem1s or fe\ver_ 

VL EXPERIMENTA.L RESULTS 

After implementing Drngonfruit, we measured the time 
requirements of its different steps for customers silos of 
different sizes, i.e., different number of records_ Tn particular, 
Figure 4 illustrates the length of the initial setup phase for the 
cryptographic algorithms, e.g .. key generation. As shm,11n on 
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the graph, the time that the set11p phase takes to complete stays 
almost the same regardless of amount of customer data. Figure 
5 shows the amount of overhead that the token generation 
causes on tbe system for each individual quety it is important 
to note that the token generation is an onli ne procedure tbat 
needs to be done every time a user sends the cloud provider a 
query to search over the data base. Furthennore, because the 
token generation is accomplished on the client side the online 
computation required to process simultaneous queries from 
users at'e distributed among 1he trnsted gateways Dragonfrnit 
is installed on, allowing better performance than if run on a 
single resource. 

Figut'e 6 shows tbe perfonnance overhead on the infras­
trncture caused by encryption of cus1orner data by tbe trusted 
gateway before they are sent for permanent storage on the 
cloud. Although the processing time does not guarantee a real­
time data encryption (approximately 5 minutes are required to 
encrypt 1000 example records ['!], ['!]), the trusted gateway 
can perform this computation step during an offline phase for 
the available records once, and on a per record basis from 
then on_ Finally, Figure 7 shows the final step in our process, 
i_e., remote encrypted query processing_ The algorithm requires 
the cloud provider to go over individual database records to 
guarantee zero information leakage at the encl of the procedure, 
unlike in traditional databases, the records cannot be stored 
in a particular data structure \Vithin the cloud provider since 
it provides the cloud owner with extra information about the 
inter--record semantic proximity. 

VII_ CONCLUSION 

In this paper \Ve have presented Dragonfruit, a cloud 
provider-agnostic searchable cloud da1a storage solution, that 
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allmvs the use of several existing cloud providers to store and 
execute queries upon customer data using only currently exist­
ing cloud functionality. In particular, Dragonfruit makes use of 
the filename search capability that most of the existing cloud 
providers provide to store the searchable data point key values. 
Dragonfruit supports complex Boolean query expressions on 
structured data forrnats such as JSON. Our evaluation on a real­
world test--bed sho\vecl that Dragonfruit is able w work with 
several cloud providers such as Google-Drive and Dropbox 
simultaneously and respond to data search requests within 
few seconds proving a reasonable performance overhead for 
practical usages. 

VITT. FUTlJRE \,VORK 

We are working to extend our implementa1ion of Drng­
onfruit to provide more sophisticated methods of cypher-text 
storage and retrieval to improve performance, and to extend 
the types of queries that can be executed. In particular we 
are \Vorking to implement large query sets to implement 
full-text search on large documents with minimal overhead 
using a variant on the SHA-3 hierarchical hashing mentioned 
in Section V. \Ve are also working to leverage our cloud­
agnostic solution to allow users to load-balance their data sets 
across multiple clouds, and to allmv for higher reliability by 
employing a multi--cloud solution. 
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