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Decenber 13, 2023; 9:10 a.m Pacific Tine

Renot e Deposition of Dr. Wenke Lee

VWHEREUPON,

DR. VENKE LEE,
being first duly sworn or affirnmed to testify to the
truth, the whole truth, and nothing but the truth

was exam ned and testified as foll ows:

EXAM NATI ON
BY ATTORNEY LU
Q Good norning, Dr. Lee.
A Good nor ni ng.
Q Can you pl ease state your full nanme for
t he record.

A Wenke Lee. WE-N-K-E, L-EE

Q And where are you | ocated today?

A. I"'min Atlanta, Ceorgia.

Q And is anyone else in the roomwth
you?

A No.

Q Do you have any notes or docunents in

front of you?

A | have printed a clean copy of ny

www.lmagineReporting.com | 855-777-7865 Page 5
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decl aration, and also a clean copy of the '678,
and that's it.

Q So by your declaration, do you nean the
decl aration you submtted in | PR2023- 004587

A Yes, that's correct.

(Exhi bit Nunber 1002/ was previously
mar ked for identification.)
BY ATTORNEY LU:

Q Ckay. Do you have a copy of your
declaration that was submtted with the sur-reply
in | PR2023- 000307

A. So is this for the '678 patent or sone

ot her patent?

Q ' 941 patent.

A. Yeah, | have sonmewhere in ny other desk,
SO ...

Q Well, that's okay, | can --

A Yeah.

Q So let nme ask you this first.

A Yeah.

Q Well, first of all, is there any reason

why you can't tell the truth today?
A No.
Q Ckay. So you understand you were

al ready deposed in | PR2023-0030 agai nst the '941

www.lmagineReporting.com | 855-777-7865
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pat ent .
Do you recall that?
A Yes.
Q Ckay. And do you understand that today
you're here to answer questions about both of
t hese cases, | PR2023-00458 and | PR2023- 00030,
both the '941 patent and the ' 678 patent?
A Yes, | do. Yes, | do.
Q Ri ght.
A. So you want nme to bring ny supplenentary
decl aration for '941?
Q No, that's okay. |If or when we get to
it, I will load it, or nmaybe you can do it.
A Okay, all right.
Q "1l probably get --
ATTORNEY YUAN: Quincy, sorry to
interrupt. Can we just do the '678 first, and
t hen we can nove on, depend on the timng | guess.
We al so reserved tonorrow. So after we are near
the end of the deposition for '678 IPR we can
nmove on to '941.
ATTORNEY LU  So his '941 suppl enent al
declaration is very short, so ny questioning wll
be pretty limted, if | even do ask any questions.

But nmy plan was, | think the easiest way

www.lmagineReporting.com | 855-777-7865
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to do this is just to treat this as one
deposition, that we will submt his transcript for
both cases rather than passing off the w tness and
then restarting and things like that. So | think
the easiest way is just to treat this as the
deposition for both proceedings. But | will begin
wth the '678 patent.

And then at the -- after I'mdone with
my questioning I'll nove on to the '941 patent.
But | think the easiest way is just for nme to
treat this as one proceeding and | don't have to
pass the witness back and forth. Is that okay?

ATTORNEY YUAN. | would -- I'"mgoing to
say that's the way we separate the two
proceedi ngs. That woul d be cl eaner record, so
that's the way we can separate the questions. |
just don't want to, |ike, sonehow cross sone
guestions into another |PR proceeding.

ATTORNEY LU I'msorry. | didn't -- |
didn't catch what you said there.

ATTORNEY YUAN. So we would like to have
a clean record, just separate for each proceeding
i nstead of having just one.

ATTORNEY LU.  So you want -- when |'m

done with '678, you want nme to pass the w tness

www.lmagineReporting.com | 855-777-7865
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and then we put himunder oath again? |Is that
what you want to do?

ATTORNEY YUAN: Yes.

ATTORNEY LU Okay. Al right. | guess
that's fine. That's not -- we probably should
have di scussed that beforehand, but that wasn't ny
understanding. But that's fine.

Al right. So for the record, I'"monly
going to be asking questions about 00458. And
then when I"'mdone with that, ['ll pass the
w tness, and then we can restart for the other
pr oceedi ng.

ATTORNEY YUAN: Thanks.

BY ATTORNEY LU:

Q Ckay. So since -- | don't believe
you' ve been deposed before for |PR2023-00458.
Let's just go over sone of the basics.

You understand you're here to answer
guesti ons about your declaration that you
submtted with the petition in | PR2023-00458?

A Yes, | do.
Q Did you do anything to prepare for this
deposi ti on?

ATTORNEY YUAN: |'mgoing to caution the

wtness, Dr. Lee, to the extent there's any

www.lmagineReporting.com | 855-777-7865
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privileged or work product maybe inplicated by
your answer, you should not disclose any specific
details of your discussion or comrunication wth
your attorneys.

Go ahead. Co ahead.

THE WTNESS: Yes. | prepare, yes.
BY ATTORNEY LU:

Q And did you neet with anybody to

prepare for this deposition?

A. | have di scussion with ny counsels, yes.
Q And woul d that be M. Yuan?

A Yes, M. Yuan and M. -- and al so Babak.
Q Anybody el se, or just those two?

A Just Yuan and Babak.

Q And when did you neet with thenf

A. A couple tinmes in the | ast couple weeks.
Q And how long did you neet with then?

A. | think total a couple hours. | don't

recall the exact nunber of hours.

Q And di d you review any docunents?

A. Yeah, | reviewed ny declaration, of
course. The patent owner's prelimnary response,
and the patents.

Q Ckay. Can | turn to your declaration

the '678 decl arati on.

www.lmagineReporting.com | 855-777-7865
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A Ckay.

Q Ckay. Well, there's a bunch of
exhibits at the end. But could you turn to the
| ast page of the declaration itself, which is
page 161.

A Yes. Yes, I'mthere.

Q Ckay. |s that your signature on that
page?

A Yes.

Q Dr. Lee, did you wite this
decl arati on?

A. Yes, that's ny -- yeah, that's ny
decl arati on.

Q But nmy question was, did you, Ilike,
wite every single word in this declaration?
No.

Dd you wite any of it?

> O »

Yes.

Q What percentage do you think you m ght
have witten for this declaration?

A | have not counted, but |I've witten and
coment ed and revi sed throughout the decl aration.

Q Did you wite the first draft of your
decl arati on?

A. | was inthe -- in the -- yeah, | was in

www.lmagineReporting.com | 855-777-7865
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the sane effort witing the draft and al so the
final version; yes.

Q So you wote the first draft; is that
your testinony?

A | was part of the witing process.

Q When were you first retained by counse

for this matter?

A. | don't renenber. Maybe nore than a
year ago. | don't renenber the exact date.

Q Dr. Lee, what is a schema?

A Can you give ne the proper context of

what a schema?

Q Have you ever heard of the term
"schema" before?

A Yes, in various context. For exanple,

dat abase schema, that is one way of talking about

a schenma.
Q Ckay. So what is a database schema?
A. Dat abase schema essentially enconpasses

t he data nodel, how the table structures and so
on.

So agai n, when you say schema, | have to
know your context. Then | give you to the best of
ny know edge ny understandi ng of the word

"schema. "

www.lmagineReporting.com | 855-777-7865

Page 12

Fortinet Ex. 2004, Page 13 of 212



http://www.ImagineReporting.com

© 0 N o O b~ W N

N N NN NN P P PR R R R
o A W N P O © © N O O M W N P O

Dr. Wenke Lee December 13, 2023

Q Have you ever heard of a schema for

nam ng thi ngs?

ATTORNEY YUAN. (bjection; form

THE WTNESS: Yeah, so, again, in the --
in namng -- so basically it's explaining how you
name things. | nean, that's what schema nornally
means in this context, simlar to the database
schema, |like, how data is being organized. So |
woul d say the nam ng schema essentially neaning
how nanes are bei ng created and how nanes are
bei ng managed.
BY ATTORNEY LU

Q So when you say how nanmes are being

created, do you nean like it defines how -- |ike
t he scope of the possible nanes you can nane,
whatever it is you' re nam ng?

ATTORNEY YUAN: (bjection; form

THE WTNESS: So, again, it really
depends on the application context. So can be
sone nam ng convention. Can be, you know,
formatting -- format the nanmes and so on and so
forth. Can be many things.

So essentially trying to explain, like |
said, simlar database, schema context, nam ng

schema just tal ks about nanmes, how nane is being

www.lmagineReporting.com | 855-777-7865
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used, how nane is being forned.

Agai n, the precise scope of the
definition schema really, we have to | ook at the
preci se context and scope of the application.

BY ATTORNEY LU:

Q So you keep saying it's simlar to a
dat abase schens.

A Hold on. What | nmeant is that simlar
tothe -- to the -- how | explai ned dat abase
schema is really, we have to know first the
context, right? So database, which is nam ng, and
so the schema really explain how things are being
organi zed, the nodel and so on and so forth.

But again, you know, if you asked ne
nost specific exactly what | nean, | need to | ook
at the context verification -- you know, say
nam ng, exactly what nam ng, what kind of nam ng
you' re tal king about, right?

Q So why don't we begin in the context of
dat abases.

What -- what exactly are you defining in
a dat abase schema?

A So dat abase schema will start wth --
for exanple, are you using relational database,

graph database and so on and so forth, right? And

www.lmagineReporting.com | 855-777-7865
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then you say, Hey, you've organized a rel ational
dat abase, you know, what kind of -- what kind of
organi zati on you want to put in to -- when you
organi ze the table, and how do -- do you support
certain sort of basic operations, you know, |ike
linking and -- and -- you know, views and so on
and so forth.

So, | mean, like |I said, "schema" is
very high-level term So if you want to keep
asking specific things, I will actually need to
know exactly what application referring to.

Q Right. [I'masking in the context of
dat abases at the nonent.

So does the schema define, |ike, what
sort of data you can put into the database?

ATTORNEY YUAN: (bjection; form

THE WTNESS: Normally, | nean, database
supposed you able to store anything you want in
data. So, | nean, | wouldn't say this data --
dat abase schema only tells you can only store
text. | haven't seen that |ike.

Agai n, some application may say, Hey, |
only want to store text and they have -- they may
have a custom zed specific schema for that. But

normal |y when we tal k about database schema, we

www.lmagineReporting.com | 855-777-7865
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normal |y don't say, Hey, this only for particular
type of data.
But like |I said, Normally, we tel

people -- give sonme people ideas, say, how data is
being organized. Like | said, is it relational
versus graphi cal versus object-oriented you, nane
it. | mean this -- yeah.
BY ATTORNEY LU:

Q |"'mnot a technical expert, but -- so
woul d a dat abase schema i nclude sonething |ike
the nane of a table and the names of the col umms
for that table, for exanple?

A. | would say those are things you expect.
That schema will -- would include but doesn't have
to include. Like | said, when you apply this
concept of having a schena to application, you

| ook at a specific application and say, ah, for

this application maybe -- maybe, you know, | don't
need to -- for exanple, all | need is organize the
files as -- as a table. | nmean, you know,
what ever.

So, | nean, so, again, like | said,

normal | y dat abase schema would tell you the nodel
of data, neaning how data is being stored, what's

the rel ationship anong the data that you store and

www.lmagineReporting.com | 855-777-7865
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so on. Those are normally things at | east
personally that's what | | ook for.

And, yeah, sure there's -- normally when
we | ook at these things in detail, you expect the
tabl e has a nane, the colum -- the colums woul d
have names. But -- but, again, the schema woul d
not tell you exactly -- would not require the
nanmes have to be certain types or certain formt.
Those are details really up to the inplenentation
and al so the applications.

Q Are you famliar with the term"URL"?

A Yeah.

Q And what does that stand for?

A. If | recall correctly, | think it stands
for universal resource |ocater.

Q Ckay. And, for exanpl e,
HTTP: // Googl e.com is that an exanple of a URL?

ATTORNEY YUAN. (bjection; form

THE WTNESS: So, again -- | would say
www. Googl e.com sure that's a URL.

BY ATTORNEY LU:
Q And is the format of a |legal URL
regul ated by a schena?
ATTORNEY YUAN: (Objection; form
THE WTNESS: | wouldn't go that far and

www.lmagineReporting.com | 855-777-7865
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say legal is not legal. |It's basically whether
the URL is --
BY ATTORNEY LU:

Q Valid, | should say.

A Val i d.

Q s it regulated by a schenma?

ATTORNEY YUAN. (bjection; form

THE WTNESS: So, again, | don't know
whet her they use the term"schema" or not. |I'm
sure if you | ook at sone of the docunents or
standards, they would tell you what to expect when
you start to use a URL. If you want to -- want
the URL to be valid, what elenents -- you know,
what are the required el ements, what are optional
el ements and so on and so forth.

Whet her they use the term"schema" or
not. | don't know Could be. 1've seen places
where they use the term "schema."

So -- but, again, wthout referring to
you know, the www standard docunents, | cannot
tell you whether they use the term"schema" or
not .

BY ATTORNEY LU:
Q Well, putting that aside, the

term nol ogy, for a URL, for exanple, you can't

www.lmagineReporting.com | 855-777-7865
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just enter any string of text and that would be a
valid URL; right? It would have to be forned in
a particular manner; is that correct?

ATTORNEY YUAN: (bjection; form

THE W TNESS:. So, again, depends on the
context, right? |If you entered that in let's say
a Googl e search bar, it would suggest, Do you nean
this URL? It should suggest you to guess what
you're trying to do.

So is that valid? It depends. | nean
your grandnom say that's perfectly valid. Your
grandma doesn't want to wite ww or .com at the
end. So it really depends, right?

BY ATTORNEY LU:

Q But wouldn't a valid URL require, for
exanpl e, the protocol that you' re using, such as
HTTP or FTP?

ATTORNEY YUAN. (bjection; form

THE W TNESS: So, again, depends on
where you use, right? So let's say you put this
URL on the address bar of, let's say, a browser
and the browser would just expect, just by
default, try to put HITP or HTTPS and assune, by
default, it's an HTTP protocol, unless they

specifically say, file, colon, slash, slash,

www.lmagineReporting.com | 855-777-7865
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what ever, your |ocal drive, the browser knows,
okay, you want to browse your hone directory --
file directory in your machi ne.

So neaning that by default, you know, |
think a browser would assune it's HTTP. And sone
people like me would actually type out the whole
thing just to be sure, right? So ...

BY ATTORNEY LU:
Q So but a URL at | east can include the
protocol like HTTP; is that right?

ATTORNEY YUAN. (bjection; form

THE WTNESS: Like |I said, sone of these
things are -- how !l put it? You know, I|ike I
said, wthout reading the standard docunents,
mean, | really don't know what they suggest people
shoul d provide, should not or don't have to
provi de.

But on the other hand, the flip side is
that, you know, conpanies |ike Google and all
t hese vendors, when they ship a browser to you
they try toreally help the user, right? They try
to guess what the user is wanting to do and then
ei ther suggest or by default go to that -- you
know, go to a particular site, meaning essentially

t hat sonebody's browser would fill out sone of
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Page 20

Fortinet Ex. 2004, Page 21 of 212



http://www.ImagineReporting.com

© 0 N o O b~ W N

N N NN NN P P PR R R R
o A W N P O © © N O O M W N P O

Dr. Wenke Lee

December 13, 2023

t hese quot e/ unquote m ssing or optional terns for
you.
BY ATTORNEY LU:

Q But so you said there, "w thout reading
t he standard docunents."

So is it your testinony that there are
standards with respect to how -- what constitutes
a valid URL?

ATTORNEY YUAN: (bjection; form
BY ATTORNEY LU:

Q Let ne withdraw that question

Is it your testinony that there is sone
sort of docunent that is a standardi zed docunent
that defines what a valid URL is?

ATTORNEY YUAN. (bjection; form

THE WTNESS: So let me put it this way.

| haven't read the docunent since the article
1990s, so | don't know for sure. But I'll be
surprised if they don't talk about what's a URL
and -- but whether they then say, Hey, that's
requi red, what's not required, that -- those
details | don't know.

|"msure they define what URL is and
give plenty of exanples. | amvery sure about

t hat . "1l be shocked if it's not.
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Again, like | said, I'"'mgoing to qualify
and say | haven't checked out docunent for a |ong
time --

BY ATTORNEY LU:

Q Sur e.

A. -- and this ww standard organi zati on,
that actually has all kind of these docunents,
yeah.

Q Understood. And that's okay. | nean,
| also haven't |ooked at that in a very long
time.

Can you turn to your declaration --

And sorry. For the court reporter,
this is Exhibit 1002 i n | PR2023-00458.

Can you turn to paragraph -- let ne
see, what's a good paragraph.

Paragraph 42. |It's on page 14. And
also 41, if you want to review both of those
par agr aphs.

(Wtness reviews docunent.)

A Ckay.

Q So in paragraph 41, the latter half of
t hat paragraph you say:

"M ka et al. tabul ated the nost

comonl y used nanespaces for URLs in its
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Table 5 (see below), illustrating that a
nanmespace for URLs can have different
sections, such as a domain nanme (e.g.

www. f acebook. con) and a subdirectory,

(e.g., 2008)."

And then you cite to Exhibit 1021, and
on the next page you can see Table 5.
Do you see that?

A Yes, | see that.

Q What is a nanespace for URLS?

A. So at the beginning of paragraph 42,
right, | basically explain that a nanespace
ensures that every object wthin the context of
t he nanespace that we're tal king about -- you
know, if it's inthe -- it's in the context of the
nanmespace, an object can be uniquely identified by
the nane. So the nanespace for the URL
essentially is what we're | ooking at the Table 5,
whi ch neans that everything -- every sources --
every source in the context of this table is
uniquely identified by the URL

Now, of course, we tal k about can be,
you know, hierarchy as well, which neans that
maybe under, let's say, Facebook you have nultiple

subdirectory, there's 2007/2008, so on and so
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forth. But within the context of, let's say,
Facebook.com 2008 is uniquely identified by
/2008. 2007 would be uniquely identified by
/ 2007. That's what a nanmespace i s about.

Q Al right. So let's |look at Table 5.

So the first rowin Table 5 says that

there's a nane space called ogp. ne/ns#  And then
it says, at least in 2001, there are 493 mllion
URLs using this nanespace; is that right?

A. That's what the table says. | haven't
done ny own research on that one.

Q So this table isn't saying there were
493 mllion URLs that had the domai n nane
ogp. ne/ ns#; right?

A So the way | understand this table is
that it refers to -- so on the |left-hand side
the -- we talk about the URLs. And each URL, you
can think of it as a -- each URL essentially is a
nanespace in -- in this case. It's alnost I|ike,
here is let's say Facebook 2008. So that's a
nanmespace of what?

Nanespace of everything under that 2008.

Could be a ton of things within that. It's al nost
like what -- | tell you, hey, let's say inmgine on
the left-hand side | list all the high-level file
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directories in, I don't know, |et's say,
Amazon. com whatever the cloud server. Then
each -- each directory | list here is a nanespace.

And then on the right-hand side col um,
when you tal k about the URLs, that neans nunber of
uni que URLs within that nanespace. For exanpl e,
| et's say, Facebook.conf 2008, has, | don't know,
150 mllion URLs within that subdirectory, can be
somet hi ng- sonet hi ng Wi, sonet hi ng- sonet hi ng
Baback, sonethi ng-sonething Wenke. Who knows,
yeah.

That's what it is. Maning that these
actually -- | nean, of course you can say, hey,
t hen what about all these top-level things that we
list on the left-hand side collectively?
Col l ectively, you can call it, that belong to
anot her nanespace. Can we say a nanespace of
bunch of high-level URLs being studied. That's
how | read it.

Q Al right. So your understanding is

that -- sorry. | had the date wong before.

So your understanding is that in 2008
there are 26 mllion URLs under
www. W3. or g/ 1999/ 02/ 22-rdf - synt ax- ns#? That's

your testinony?
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ATTORNEY YUAN: (Objection to form
THE WTNESS: So what |'mtrying to say

is that this nanespace neans that, on the

right-hand side colum, it tal ks about the

nanespace.

And so this nane says identified by

www, Facebook. com 2008.

On the right-hand side is the neani ng of

URLs, neaning that within the nanmespace, what are

t he uni que objects? And those are uni que objects.

Each unique object is identified by URL. So the

uni versal source |locater pointing to the object.
What's the object there? It can be a -- can be
a -- can be a page, can be, you know, a inage

file, whatever.

BY ATTORNEY LU:

Q
you pul |
A

Q

So maybe this will help clarify. Could

up a browser w ndow.

Ckay.

And then can you enter that third row,

www. W3. or g/ 1999/ 02/ 22- r df - synt ax- ns#.

A
Q

t hat .

Hol d on.

And if you're not able to do that --
ATTORNEY YUAN. (bjection; form

THE WTNESS: Yeah, sure, | can try
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BY ATTORNEY LU:

Q And | can just upload a printout of

what you get when you go to that URL.
ATTORNEY YUAN: (bjection; form
THE WTNESS: |t says "docunent not

found. "

BY ATTORNEY LU:

Q Wel |, you probably entered it w ong,
because |I'mable to enter it -- or maybe -- |
don't know.

A Hol d on. Hold on.

ATTORNEY YUAN: (Cbjection; form

THE WTNESS: | didn't exactly -- not
what you told nme, ww. HTTPS probably is not --
let me try FireFox because FireFox is probably
nore forgiving.

It seens that file not found.
BY ATTORNEY LU:

Q Ckay. Well, let's just put that aside.

So | uploaded to the chat a docunent.
It's not an exhibit in this case, but why don't
you downl oad that and take a | ook.

ATTORNEY YUAN. (bjection; form

ATTORNEY LU. Counsel, what's the basis

of your objection?
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ATTORNEY YUAN: So this exhibit is not
in the record.

ATTORNEY LU  Okay. It is in the record
now because we're part of this deposition. [|I'm
not limted to just the exhibits that were
subm tted.

Al so, |I'm hearing an echo.

But as far as, you know, relevancy, this
is obviously --

ATTORNEY YUAN: Foundation. Also
obj ection; foundati on.

ATTORNEY LU. Okay. Under st ood.

BY ATTORNEY LU:
Q Dr. Lee, did you downl oad --
A Yep. Yep.
Q | will submt that this is the docunent
t hat you get when you enter that third nanespace
into a browser w ndow.
A. Ckay. | will just say that | tried and
say "file not found.” That's what | got.
Q Ckay. You probably did it wong, but
t hat' s okay.
"' m hearing an echo agai n.
So, Dr. Lee, does this -- are you

famliar with this sort of docunent before? Have
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you seen this sort of docunent before?

| saw it.

ATTORNEY YUAN: (bjection; form
THE WTNESS: | don't renenber |ast tine

No, I"'mnot famliar with that, no.

BY ATTORNEY LU:

Q

Ckay. Do you see near the top of the

page there's sonething called a dc:description?

ATTORNEY YUAN. (bjection; form

THE WTNESS: Which line you're | ooking

at? Okay, DC, okay.

BY ATTORNEY LU:

Q The eighth |ine.

A s the prefix DC?

Q No, "dc:description,” it's the eighth
l'ine.

A. So is it the top of the first page
you're tal king about? Are you still tal king about

t he PDF that you upl oaded?

Q

A
Q
A.
Q
A

Yes, | am

Looking at the first page? Wi ch page?
"' mlooking at the first page.

Ckay. VWich line?

Roughly the eighth |ine.

Ei ghth 1ine.

ATTORNEY YUAN. (bjection; form
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ATTORNEY LU:. Counsel, there's no
guesti on.
THE WTNESS: Yeah, yeah,
dc: description. | see it, yeah.
BY ATTORNEY LU:
Q And the description says: "This is the
RDF Schema for the RDF vocabulary terns in the
RDF Nanespace, defined in RDF 1.1 Concepts."
Do you see that?
ATTORNEY YUAN: (bjection; form
THE WTNESS:. | see that, yeah
BY ATTORNEY LU
Q Can you tell nme what this neans?
ATTORNEY YUAN: (Objection; form
THE WTNESS: |t neans what it says:
Basically, explain the vocabulary, | guess.
BY ATTORNEY LU:
Q What does that nean, to explain the
vocabul ary?
A. | think -- | think, I nmean, for exanple,
t hey explain what HTM. is, what the |anguage
string is, literal neans. | think it -- yeah.
Maybe those are exanpl es.
Again, I'mnot -- | haven't spent enough

time studying this docunent to say. |'mjust
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guessi ng based on, you know, conmmon know edge of
what a schema coul d be.
Q And so it's your opinion that this at
| east resenbles a schema?
ATTORNEY YUAN: (bjection; form
THE WTNESS: Like |I said, schema can be

very broadly defined. | nean, if that -- if they
say that's -- that's the definition schena, |
nmean, yeah, | can take that schema defining sone
of the vocabulary, yeah. | nean, that's -- | wll

agree that's part of a schema's job, neaning
that's all schema does? No, schema can do many
ot her things too, so ..
BY ATTORNEY LU:

Q Ckay. We can put that away.

Goi ng back to your declaration at
paragraph 42, you say, "In fact, nanmespaces can
have a flat structure formng a single collection
of uni que nanes."

And then, "As explained in Bal akri shnan,
et al. (2004), a nanespace in a flat structure can
sinply be a nunber chosen fromw thin a range
e.g., 0O0to 2to the 128 minus 1."

Did | read that right?

A Yes.
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Q So at |l east in Bal akrishnan, the
nanespace there is that it defines nanes that can
be sone sort of nunber between O to 2 to the 128
mnus 1; is that right?

A. Yeah, that |ooks |ike what it says, yes.

Q Ckay. So the string ABCD, that would
not be within this nanespace defined by
Bal akri shnan; is that correct?

ATTORNEY YUAN: (bjection; form

THE W TNESS: Doesn't have to be
excluded. | nean, you know, but the point is that
you want to have sone way of naming -- nam ng
things within this range. You could add this
nunber to a string. | nean, there's many things
you can do, yeah
BY ATTORNEY LU:

Q O course there's many things you can
do. But at least here, in the way you' ve witten
it, you say, "A nanespace is a flat structure.
Can sinply be a nunber chosen fromw thin a
range. "

And, you know, the string ABCD is not
within arange O to 2 to the 128 mnus 1; is that
right?

A So what | said here is "can sinply be."
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Doesn't say has to be. See what |I'm saying? So
that it's not exclusive. | didn't say exclusively
you can only use nunber. Meaning i nmedi ately
suggest, yeah, it can be as sinple as a nunber.
Q So your nanespace can be as sinple as a
nunber; is that right?
A. | f you want to, yeah, sure. Wy not?
Q So | do want to. Let's say | do want
to have a nanespace that is defined as a nunber
within arange from0O to 2 to the 128 m nus 1.
Are you with ne?
A Yes.
Q The string ABCD would not fall wthin
t hat nanespace that |'ve defined; right?
A | f you define --
ATTORNEY YUAN:. (Objection to form
THE WTNESS: Again, if you define your
names to be -- can only be nunbers then, of
course, the string ABCD woul d not be all owed by
your -- by your schenma or whatever you want to
call it, yeah.
BY ATTORNEY LU
Q Ckay. And then al so, noving on:
"“As anot her exanpl e, a nanmespace

can provide the scope or the context of
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Identifiers, e.g., variables, functions,

et cetera, in a program such that an

identifier is referred to by its unique

short, local nanme within the namespace

and by its unique fully qualified name

(e.g., that includes the nane of the

scope) from outside the nanespace."

Coul d you explain what you nean in that
sent ence.

A. So what | nmean here is that really the
nanmespace does have a scope of the objects that
it's identifying. Meaning that the nanespace's
own scope -- for exanple, if this nanmespace is for
files wthin that directory, then each file within
that directory can have a very short nanme. Can be
just -- let's say very short string.

But then each file wthin that
subdi rectory can also be identified by a full,
qualified nane, a | ong nane, neaning that includes
the nanme of the directory, which -- and the parent
directory, which is outside the scope of the
directory and so on and so forth. So, for
exanpl e, you can say /hone/ Wenke/ docunents.

| would say, let's say docunent is the

nanmespace. Every file within the -- within the
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docunent subdirectory can have a short nane. But
each file in the directory of docunents al so has a
unique fully qualified, long nane, which is

/ home/ Wenke/ docunents/filenane. So that's what |
sai d.

Q Ckay. Let ne try to break this down a
little bit.

So you refer to a unique short | ocal
nane Wi thin the nanespace; right?

A. Wthin -- let's say in the exanple
that's you gave, which just be, if the current
nanespace i s the docunent directory, then each
file wthin the docunent directory can have a
uni que nanme within the docunent directory.

Now, let's say if | nanme a file called

"Foo," the sane file Foo can also exist in
/[ home/ Wei, okay? But within /Wnke is unique.
It's called Foo.

Anot her file also called Foo -- F-OO
for the record -- is also unique within Wei's
subdi rectory, okay?

And said, well, will | be confused? No,
because wthin each nanespace, we're tal king about

within this nanespace, this file Foo is unique,

okay? Then the nanme is unique within this
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di rectory.
Now -- yeah. And then the fully

qual i fied nane, neaning the
/ honme/ Wenke/ docunment s/ Foo, of course, wll be
different from/home/ Wi/ docunent s/ Foo, because
fully qualified all the way from you know, the
root directory. That's what we're tal king about
her e.

Q Ckay. Maybe we should start with the
uni que fully qualified namne.

So in your exanple, you said /hone

sl ash --
A - - Wenke/ docunent s/ Foo.
Ckay. Wenke/ docunent s/ Foo.
A And for the record "slash" neans that
you -- actually the root of your -- of your hard

drive. There's no other place to go. Just to be
sure. That's the end of the universe -- or
begi nni ng of the universe, whatever you want to
call it.
Q Ckay. Under st ood.

So you refer to the name of the scope.
So in your exanple, would the nanme of the scope
be / hone/ Wenke/ docunent s?

A That's not what |I'mtal king about. |'m
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tal ki ng about -- when you tal k about nanespace,
first of all you talk about what's a scope of this
current nanmespece. The nanespace is docunents.
That nmeans the scope is everything within the
directory docunents.
Q Ckay. So maybe -- maybe you

m sunder st ood ny questi on.

So in paragraph 42 you say -- you refer
to a "unique fully qualified nane (e.g., that
i ncl udes the name of the scope)."”

And so within your exanple of a unique
fully qualified nane -- i.e.
/ homre/ Wenke/ docunent s/ Foo -- which part of that

nanme i s the nanme of the scope?

A. The nane of the scope is "docunents."”
Ckay, and also | said by -- it's "unique fully
qualified nane (e.g., includes the nane of the

scope) from outside of the nanespace.™

So basically | also tal k about
/ home/ Wenke. So those are outside of the
docunment s nanespace.

So, again, when | say "docunents," the
nanespace is wthin docunents. So that's why |
say you want to include -- the nanme of the scope,

you can say, hey, the nane of the scope, you say
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what's the scope of these nanes? Well, it's
docunent s.

But you say what's the fully qualified
name -- a fully qualified scope of these files?
The fully qualified, you would include nanes,
other than -- howto put it? -- you would include
the parent directory of docunents, which is
/ home/ Wenke.

Q Ckay. And then within your exanple,
t he uni que short | ocal nanme woul d be Foo; right?
A. Wthin the -- within the nanmespace of
docunents, yes. Yeah.
Q One of the unique short |ocal nanes
wi thin the nanmespace of docunents would be Foo in
your exanpl e?

A. As | say, in paragraph 42, | basically

say that, you know -- a nanespace provide the
scope the context of identifier. So -- so let's
say -- let's say files, or the nanme Foo.

So in this case, you know, the nanme is
unique within its nanespace. Again, exanples the
nanmespace is -- is the subdirectory docunent. So
Foo is a unique nane within the subdirectory.

Q That's why you say "uni que short |oca

nane"; right? It's unique within -- the I ocal
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name i s unique; is that right?

A. Yeah, local nanme within the space --
meani ng that the -- every identifier is -- when
you tal k about nanespace, tal k about essentially a
scope of what are these objects.

And then -- and then the purpose of
nanespace, as | said at the beginning of 42, is
that every object within the context of the
nanespace can be unique -- identified uniquely by
its nane.

So that's exactly what the exanple here
| try to provide is that, you know, let's say the
docunent -- we say, hey, the docunent is
nanespace. Then we just basically know that every
file wthin this docunent nanespace, which is the
directory, every file within this directory woul d
be uniquely identified by its nanme within this
di rectory.

Q And so you refer to a docunent's
nanespace.

There coul d be ot her nanmespaces within
your file system right? You could have like a
nmusi ¢ nanespace with files within that directory;
is that right?

ATTORNEY YUAN: (bj ecti on.
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THE WTNESS: That's correct.
BY ATTORNEY LU:
Q And maybe those files would be, |ike,
nmusic files that have al so their own uni que short

| ocal nane; is that right?

A. |"msorry. Can you repeat the question
agai n?
Q And so -- let nme repeat it.

So in the nusic nanmespace, you nmay have
music files that are identified by their unique
short | ocal nane; is that right?

ATTORNEY YUAN: (Cbjection; form

THE W TNESS:. So, again, you have to be

careful, neaning that unique within its nanespace,

then so -- so depends on how you organi ze your
nmusic, right? Can be -- you can say within the
nanespace of each al bumthen -- assum ng that each

piece within the albumis uniquely identified by
the nane within that scope, wthin that nanespace,
right? Yeah.
BY ATTORNEY LU:
Q O course an object doesn't have to be
identified by its file name; right?
| know that's typical in a file system

But you could have a file systemthat doesn't
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treat the file nane as the unique short | ocal
nane; 1Is that correct?

ATTORNEY YUAN. (bjection; form

THE WTNESS: | don't know how you can
organi ze your data -- | nean, the point is that
every file within the directory should be uni quely
identified. That's all. |It's sinple, yeah.
BY ATTORNEY LU:

Q Have you ever heard of the term"file
ancestry"?

ATTORNEY YUAN. (bjection; form
THE W TNESS:  Yes.
BY ATTORNEY LU:

Q So suppose | have a file and I copy and
nmodify it in some way. The original file that |
have is the parent file, and the nodified file is
a child file.

| s that your understandi ng?

ATTORNEY YUAN:. (bjection; form

THE WTNESS: | nean, | rather you point
me to -- | renmenber reading it fromone of the
patents -- could be '678 -- that tal ks about
ancestry. Either that or C don.

But, you know, | nean, if you want to

ask this question in the context of this case, |
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woul d rather you point nme to the -- to the patent

| anguage so that | -- | can qualify ny answer nore
precisely within the context of the -- of this
case.

BY ATTORNEY LU:
Q Ckay. Sure, if that would help. 1 am
referring to G don.
A. Ckay. Which | don't have it printed
out .
Q You don't have it? GCkay, |let ne upl oad
it then.
Ckay, so when it's done uploading, this
is going to be Exhibit 1004.
A Ckay.
(Exhi bit Nunber 1004 was previously
mar ked for identification.)
BY ATTORNEY LU:
Q So if you go to paragraph -- that's not
the right one. Let's see.
Wiy don't we go to paragraph 135, and
this is on page 8.
A. Ckay, yeah.
Q And so there's sone -- let nme know when
you're there.

A "' m here, yeah
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Q So it provides sone netadata field
exanples. And then if you go to paragraph 142,
one of the exanples, is, quote: "File ancestry
i nformati on such as: Copied from noved from
created from version of."

Do you see that?

A. Ckay, yep.

Q Does this nean that the ancestry
information for a file includes which file it was
copi ed fronf

A Yes.

Q Ckay. So if | have a file and | copy
it, the copy would be a child of the origina
parent file; is that correct?

ATTORNEY YUAN. (bjection; form

THE WTNESS: | don't know exactly the
termthey use, child or not. But like -- |ike
what paragraph 142 says, basically it tells you,
hey, the ancestry information is such that this
file is copied fromwhich file. Yeah.
BY ATTORNEY LU:

Q So why don't we turn to, Ilike,
paragraph 191 which is on page 10.

A Ckay.

Q And why don't you read to yourself
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paragraph 191 t hrough 195.

A. Ckay.

So starting paragraph 191: "In
addition to file simlarities" --

Q You can read it to yourself.

A. Ckay.

Q If you want to read it, go ahead.

A. That's fine. That's fine. GCkay. |
m sunder st ood your questi on.

(Wtness reviews docunent.)

A. Yeah, yeah, finished reading, yeah.
Yeah.

Q All right. So this passage is talking
about sonme sort of file ancestry tree; is that
right?

A Let me see the term here.

Yeah, ancestry tree, yes.

Q And so you have a tree structure where,
let's say, at the very top the root node you have
a file, and then underneath it a parent file, and
t hen underneath it you have sone | eaf nodes that
are child files, for exanple, right?

ATTORNEY YUAN. (bjection; form
THE WTNESS: Let ne see.

Yeah. So it generally define kind of
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child relationship, let's say B -- how do we
determ ne whether Bis a child of A? You know,
what 191, 192, 193, 194 tal ks about, you know,
t hree possible conditions that woul d make you
determne that Bis a child of A

BY ATTORNEY LU:

Q And then in 195 it says, "Since a
parent file A may have nultiple children, this
creates a tree structure rooted at the first
version of a file, ternmed the 'ancestry tree'. "

Do you see that?

A Yes.

Q What does it nean by first version of a
file being the root of the tree?

A. It -- | nmean, at |east the paragraph
here they did not discuss what's first version.
So | would guess that, you know, | ooking at 193,
can be sonething that's dated the earliest.

Q Soif | have a file and then | copy it,
the original file would be the parent file and

then the copy would be the child file; is that

right?

ATTORNEY YUAN. (bjection; form

THE WTNESS:. Yeah, | nean, really -- it
really, like | said, you know, what is -- didn't
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say here -- so let's say you copy -- let's say B
Is direct copy of A But if Bis not anywhere in
this repository or sonething, then that -- that
connection is lost. Meaning that you have to
copy, you know -- let's say Bis copied fromA,
and then B hangs around, and you assune that when
you copy the day -- the B stays a little bit --
the Bi is later than A and so on. All this
information is there, then, yeah, according to
193, then Bis a child of A
BY ATTORNEY LU:

Q Ckay. You said -- you were talking
about being in a different repository. So
par agraph 195 does say: "Note that such files in
a single ancestry tree may belong to different
repositories and different users and is not

related to the folder tree structure.”

A. | understand what you're saying. |If you
read ny deposition nore carefully, | wll just
said that if Bis around in this world, so -- you

know, whether in this directory or sone other
directory, it is around, that can be considered --
can be considered whether it's a child of A

But it's -- | don't know, if somehow

magi cal |y di sappear or goes to sone ot her place,
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there's no reason should be this organization or
in any of the repositories that this organi zation
woul d use, basically it's -- it nmay di sappear out
of the scope, then you cannot -- because, you know
how to put it. Maybe |I'mbeing, | don't know, too
academ c here. Meaning that, when | say the only
way you can determne that Bis a child of Ais
that Bis still around, same repository or not
doesn't matter. Meaning that you can find it and
then you can find the date and say, okay, yeah,
it's a copy fromA, it's dated after A so that's
why it's a child of A

But if B is not around for whatever
reason, then you cannot say that. So you don't
even know that B -- you may not even know B
exi sts.

So maybe that's conpletely -- how to put
it -- not relevant to this case. But anyway,
yeabh.

Q | understand what you're saying.

So it does say that such files in a
single ancestry tree may belong to different users
as wel | .

Soif A-- ny original Afile and then I

make a copy and call that B and | send that to
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you, Bis still a child of A right? According
to --

ATTORNEY YUAN: (Objection to form

THE WTNESS:. So, again, we have to go
t hrough the -- the -- the patent paragraph 192,
193 and 194, neaning that -- one of these
conditions are nmet, then, yes -- yeah, | think al
t he conditions have to be net.

Meaning they're simlar -- A and B are
simlar, Bis dated after A and then there's no
ot her things between B and A in terns of
simlarity. |If all three conditions are net, and
also B and A are still around for you to consider
all these conditions then, yeah, Bis a child of A
regardl ess who owns B or who owns A, because 192,
193, 194, did not say anything about that -- did
not require they belong to the sane user or did
not require -- as 195 said, they do not require
that they are in the sanme repository.

BY ATTORNEY LU:
Q Ckay. And actually so 192 says A and B
are simlar.

They don't have to be identical; right?

A So, again, | think that's really

subject to the application, how to define
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application specific thing that they can deci de,
right. You nean, what does -- let's say 194.
What does sin(Sa Sb) nean? Basically the
simlarity, howto calculate the simlarity.
Agai n, application-specific.

Q | assune "sint in 194, that neans the
simlarity.

A. Measure, yes. But, again, they did not
say exactly how they're neasuring it, and they
al so did not say exactly how they determ ne A and
B are simlar enough. So, again, those things are
application-specific stuff.

Q Yes, of course.

But at |east the fact that you do have a
simlarity measure neans that A and B don't have
to be identical; right?

A. Seemto be suggesting that, yeah. [l
agr ee.

Q Ckay. Now, if you go to -- on the sane
page of this patent, if you go on the right-hand

colum --
A Ckay.
Q -- starting at paragraphs 206 --
A Ckay.
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Q -- through 213.

A. Ckay.

Q Even like 217 -- why don't you read
that to yourself.

A You say start with 2067

Q Yeah, and then all the way to 217.

A. Ckay.

(Wtness reviews docunent.)

A Ckay.

Al right. So this portion is talKking
about sonething called a placenent policy; is
that right?

ATTORNEY YUAN: (bjection; form

THE WTNESS: | nean, that's what 206

says. You know, they essentially suggest -- well,

| nean, tal ks about placenent policies based on
simlarities and ancestry trees.
BY ATTORNEY LU:
Q Right. And so 207 it says:
"Policies can be defined on
docunents which are ancestors of other
docunents. For exanple, inheritance
rules can be defined which inply that a
policy that is defined on a docunent

that is rooted at an ancestry subtree by
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its file metadata or its folder netadata
can be extended to its subtree.”
Did | read that right?
A Uh- huh.
Q So is that saying that you could have a
pl acenent policy for a file and then that
pl acenent policy would have to apply to all of
its child files? |Is that what it's saying?
A. Basically it's saying that, you know.
Yeah, | think that's what -- try to
explain inheritance rules, in that the policy
that's defined on the docunent that's rooted in
the ancestry subtree by its file netadata or its
photo netadata can be extended to its subtree,
yeabh.
So they essentially inheriting, neaning

that files in the subtree is inheriting

the -- you know, the policies for that -- for
the -- for the root of the subtree, yeah
basi cal | y.

Q And so, for exanple, the placenent
policy, as it says in 209, can include placenent
in specific directories or shares; right?

ATTORNEY YUAN: (Objection; form
THE W TNESS: Yeah, so basically, you

www.lmagineReporting.com | 855-777-7865

Page 51

Fortinet Ex. 2004, Page 52 of 212



http://www.ImagineReporting.com

© 0 N o O b~ W N

N N NN NN P P PR R R R
o A W N P O © © N O O M W N P O

Dr. Wenke Lee

December 13, 2023

know, paragraph 209, 210, 211, 212 just give you
exanples of the policies. So |like placenent,
access and sharing perm ssions, copy control
encryption. Those are exanpl es.

BY ATTORNEY LU:

Q So for the placenent exanple -- so for
exanple, let's say | have a placenent policy for
a file that says this can only be placed in
/ home/ Wenke/ docunent s.

| s that sonething that this reference is
cont enpl ati ng?

ATTORNEY YUAN: (Cbjection; form

THE W TNESS:. So, again, those are
specific things, right? Wether they say the
pl acement is such that you have to be in the sane
directory or nearby directory or directory nane by
simlar nanes or don't place in the sane pl ace --
| don't know. | nean, it's really depending on
security of -- | nmean, security can be al so
efficiency. There are many ot her considerati ons.
BY ATTORNEY LU:

Q Uh-huh. So in ny exanple, | have a
file, right, and | apply a placenent policy on
that file.

A Uh- huh.
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Q It says this file is restricted to the

honme/ Wenke/ docunent s di rectory.
Are you with ne?

A Yes.

Q Ckay. So if | make a copy of that
file, that copy could inherit the placenent
policy that | placed on the original file; is
that right?

ATTORNEY YUAN: (bjection; form
BY ATTORNEY LU:

Q At |east that's what C don says; is
t hat correct?

A | nmean, | think they' re the stretching.
| don't read that fromthe patent, right?

It tal ks about, yes, you can inherit
pl acenent policy, then give you sone exanpl es of
policies, including 109 tal ks about placenent in
specific directories or trees, but did not say --
did not inply one way or the other that just
because the two files are simlar or the
parent/child rel ati onship they have to be the sane
directory or nearby directory or different
directory. They didn't say anything like that.
So | do not want to draw a conclusion that is not

obvious fromthis patent.

www.lmagineReporting.com | 855-777-7865

Page 53

Fortinet Ex. 2004, Page 54 of 212



http://www.ImagineReporting.com

© 0 N o O b~ W N

N N NN NN P P PR R R R
o A W N P O © © N O O M W N P O

Dr. Wenke Lee

December 13, 2023

Q Well, so you said before that a child
file can inherit a placenent policy fromits
parent file; is that right?

A Yes.

Q And that placenent policy could include
a restriction to a specific directory; is that
correct?

A. That's possible, but also could be --
how about this. How about say, hey, as a
pl acenent policy, every file has to be its own
directory, that's it. And every file should be in
a different repository. Wiwy? | won't have --
redundancy to survive denial of service.

My point is there's so many possible
ways to place a file, you cannot say that because
it's the sane placenent policy, they have to be
the sane directory. No, | don't read it that way.

Q No, | understand that. That was | ust
an exanple, right?

So I'mgiving you an exanpl e where ny
exanpl e placenent policy is restricting that file
to a specific directory. And so in that
situation, when | nmake a copy of that file, that
copy can inherit that placenent policy; correct?

The sane pl acenent policy?
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ATTORNEY YUAN. (bjection; form

THE WTNESS: So, again, it is not
really clear fromthe patent, right?

So inherit a placenent policy. But this
policy -- unless policy say, hey, I'mroot A --
I"'mfile A, I'"'mthe root, ny placenent policy says
put ne in a file and all my child in the sane
di rectory.

Ckay, in that case | can see it. | can
see Bis being put in the sane directory, because
why? Because policy at the root says so, says

that every related files have to be in the sane

di rectory.

But if the policy didn't say that
explicitly then I don't know | nean, see what
| "' m sayi ng?

BY ATTORNEY LU:

Q Yeah, | understand. My exanple is that
the policy is saying that.

A. Well. The point is that the policy has
to say explicitly all the child.

You know, let's say I'mA, |'mputting

/ hone/ Wenke/ docunents, let's say. And the policy
explicitly say all ny children have to be in the

sane directory.
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Ckay, in that case then B would be
there. And then because B, thenit is Cs -- B's
children, then C may be also put in the sane
directory. See what |'m saying? Mean that you
cannot inherit sonething that is not explicit.
Q | was trying to say it was explicit,
but -- so you answered ny question.
ATTORNEY YUAN: So it's been nore than
an hour, so how |l ong do you think?
ATTORNEY LU COh, sure, why don't we
t ake a break then.
THE WTNESS: How | ong you suggest?
ATTORNEY LU If you want to take a
break, Dr. Lee -- it's up to you -- why don't we
take a 10-m nute break if you want.
THE W TNESS: Yeah, 10 m nutes woul d be
good. Thank you.
(Recess taken from10:24 a.m to
10: 32 a. m)
BY ATTORNEY LU:
Q Wel cone back, Dr. Lee.
During the break, did you talk to
anybody?
A No.
Q Al right. Going back to Exhibit 1004,
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t he G don reference.

A. Ckay.

Q W're going to still be in the sane
area we were before the break.

A Ckay. Ckay.

Q So in paragraph 212, it identifies
encryption as one of the policies you can define
on a docunent; right?

A. Yes, that's what it says. Yes.

Q Al right. So if we go to paragraph
218, on the next page, page 34 of the PDF.

A Uh- huh.

Q This is alittle |onger, but why don't
you read paragraph 218 through, | guess, 228 to
yoursel f, and I et nme know when you're done.

A. Ckay.

(Wtness reviews docunent.)

A. Ckay.

Q All right. So this portion of Cdon is
tal ki ng about encryption policies; is that
correct?

ATTORNEY YUAN: (Cbjection; form
THE W TNESS:. So, again, where we cane
fromis that we tal k about encryption is part of

what placenent policy would do, right? That's the
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paragraph 212. And then paragraph 218 further
expl ai n what encryption/decryption, you know, can
be perfornmed across nmultiple storage system
federated virtual file system

BY ATTORNEY LU:

Q So in paragraph 222, it's tal king about
uploading files to a web storage vendor |ike
Dropbox. And then it says:

"However, in such a case, it is not
possi ble to guarantee that files will be

upl oaded to the storage service in an

encrypted form In this case, the

managenent server nonitors the encrypted

fol ders and encrypts unencrypted files

as they show up in special directories."”

Did | read that right?

A That's correct.

Q So if I'"munderstanding correctly, you
have a user who uploads a file to Dropbox, for
exanple -- an unencrypted file to Dropbox for
exanmple; right?

ATTORNEY YUAN: (Cbjection; form
THE WTNESS: | -- | nean, the way |
read 222 is that, you know, it's not talking about

t he user should do this: "Continue to access
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files through the device application provided by
the web" -- | nean, it -- | nean -- okay.

So real ly beginning of 222 says, "The
user continues to access the files through the
devi ce applications provided by the web storage
vendor such as Dropbox."

And, yeah, sure we tal k about purely the
file access nethod, okay. But then it go on to
say, hey, but if you want security, here's sone
ot her things you need to do. So ...

BY ATTORNEY LU:

Q And sonme of those other things it tells
you to do is you have a nanagenent server that
nonitors the encrypted fol ders and encrypts
unencrypted files as they show up in speci al
directories; is that right?

ATTORNEY YUAN. (bjection; form

THE WTNESS: So, again, | think in 222
that's what it says. That's what this patent is
teaching, is that you can use a managenent server
to nonitor the encrypted photos and encrypts
unencrypted files as they show up in the special
directories. So essentially it's explaining
the -- the -- the patent.

111
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BY ATTORNEY LU:
Q Ckay. And then if you go down to 224

there are several scenarios where the managenent

server will encrypt files; correct.
A Yeah, so 224 tal ks about several
scenari os.

Q So the first scenario in paragraph 225
isit wll encrypt the file if "a file is found
in a folder which was designated by the
adm ni strator as an encrypted fol der."

Do you see that?

A Well, it says:

“If the file is not changed for
specified period of tine after it is

upl oaded to the managenent server, its

netadata is extracted and it's encrypted

using 'friendly encryption nethod' to be
descri bed. The encrypted file is then
erased from Dropbox. "
Yeah. Yeah.
Q Sorry.
So if I understand this correctly, so
t he managenent server will ook at this encrypted
folder. If it sees that there's an unencrypted

file there and if the file has not changed for a
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specified period of tinme after its upload, the
managenent server wll encrypt that file; is that
correct?
ATTORNEY YUAN: (bjection; form
THE WTNESS: It will -- it wll extract
the netadata as well and al so encrypt and then
erase the encrypted file.
BY ATTORNEY LU:
Q Okay. And then 226 is anot her
scenario. W don't need to get into that one.
But I wanted to | ook at the one in 227 where it
says:
"Simlar to (a) but a specific file
was found to be under the encryption
policy, as defined by the file ancestry
tree. This neans that the original
parent is encrypted and the policy
dictates that all descendent files nust
be encrypted too."
Do you see that?
A. That's what it says, yes.
Q So am| right that this is saying there
is an encryption policy -- or there can be an
encryption policy where, if an original parent is

encrypted, then that requires all of its
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descendent files to also be encrypted; is that
correct?
ATTORNEY YUAN. (bjection; form
THE WTNESS: Well, | think this give
you a scenari o where the policy dictates sonething
like -- dictates, like -- 227 is saying is that,
you know, this neans that the original parent is
encrypted and the policy dictates that all
descendent files nust be encrypted too.
So | think what it says is that you
could -- | nean, you can have such a policy.
BY ATTORNEY LU
Q And this policy is based off of an
ancestry tree; right?
ATTORNEY YUAN. (bjection; form
THE WTNESS: Well, | think this policy
we tal k about here -- so, again, if | read 227
again, it says:
"Simlar to (a) but a specific file
was found to be under the encryption
policy as defined by the file ancestry
tree. This nmeans that the original
parent is encrypted and the policy
dictates that all descendent files nust

be encrypted too."
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| think what this says is that you could
have a policy, and the policy says, hey, this
policy is for -- is defined for the file ancestry
tree. And, nore specifically, you know, when the
file is encrypted, when the original parent is
encrypted, all the descendents must be encrypted
t oo, yeah.

So you could have -- | think what 227 is
saying is that you can have such a specific
policy.

BY ATTORNEY LU:
Q So when it refers to "file ancestry

tree," that's the sane ancestry tree we were
tal ki ng about earlier; right?

ATTORNEY YUAN. (bjection; form

THE WTNESS: | assune it is, but you
know -- yeah. | assune it is referring to the
ancestry tree that, for exanple, paragraph 195
provides a definition sort of, yeah.

BY ATTORNEY LU
Q Ckay. And actually if you go back --

sorry.
Ckay. So this whole section, | guess

l"mnot -- | need sone clarification on the steps.

Maybe you could provide it. Especially for -- as
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described in 222 and 225.

So you have |ike a Dropbox folder that's
designated as -- that can be designated as an
encrypted folder; is that right?

ATTORNEY YUAN: (bjection; form

THE W TNESS: Let ne see, 222.

(Wtness reviews docunent.)

THE WTNESS: | think 222 -- sorry. 222
says "special directories.”™ | do not see the
word -- okay.

And then they say -- and then it's going
to say "secure folders." Folders that include
files that should be encrypted.

Yeah. So | think what this says is that
you can -- files in this kind of either special
folders or folders that suggest, you know, they
shoul d be secure, | think they may -- they -- let
nme see. They're referring to the sanme thing? Let
nme see.

(Wtness reviews docunent.)

THE WTNESS: So | think really the way
| see is that 225 actually try to explain 222 in
slightly nore -- in slightly clearer way.

BY ATTORNEY LU:
Q Yeah.
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A My interpretation is that they
overl oaded the terns, so using nultiple terns, to
refer to a folder -- for exanple, 225 says, "A
file is found in a folder which was desi gnated by
the adm nistrator as an encrypted fol der."

So | would expect that's the sane
encrypted folder that's been referred at 222. And
t hen, you know, what's a special directory? You
know, could be within those encrypted folders --
mean, or what's a secure folder

So anyway, so those are not very well

defined. But, in general, it seens to ne that
they all refer to the files -- you know, those
pl aces have files that should be -- should be
encr ypt ed.

Q Yeah.

A Yes.

Q | would agree. It's not a nodel of
clarity.

So why don't we | ook at 222. It
actually provides, in the mddle of the paragraph,
there's a nethod. So [reading]: The nethod 300
may i nclude fetching 310, a status of "secured"
folders -- again, another nane for the folder --

folders that include files that should be
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encrypted checking 320 if there is a nonencrypted
file in a secured folder. |If so, checking of the
file remai ned unchanged for a predeterm ned
period. |If so, processing the file by fetching
the file, extracting the file signature,

et cetera. And then it encrypts the file.

So this doesn't say where the
nonencrypted files cones from Right? It just
appears in this secured folder; is that right?

ATTORNEY YUAN: (bjection; form

THE W TNESS: GCkay. So basically --
first of all, whatever we just read in 222 | think
it explains -- the sane thing was expl ai ned again
in 225, in using slightly different termof the
folder, this tinme calls it encrypted folder. But
al so pretty clear it watch the file which has not
been changed for a while and then you encrypt it
and check the netadata and erase the unencrypted
files and so on and so forth.

But to your question of where the files
comng from | think 122 in the beginning tal ks
about the user continues to access files through
t he device application provided by the web storage
vendor, such as Dropbox.

So | think the point is that, you know,
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the user may just continue to use Dropbox like it
iIs. That's howthe file shows up -- yeah.
BY ATTORNEY LU:

Q So you' re saying the user uploads an
unencrypted file to this secured fol der or
encrypted fol der?

A. That's a possi bl e scenari o, yeah.

Q And then -- that's possible.

A And then the nonitor -- keep nonitoring
the folder. So let's put it this way.

If -- if everything is being uploaded by
the user to the folders already encrypted, then
it's a much easier job for the nmanagenent server
to worry about, right.

Sol think -- I think if you read 222
and sort of understand what the patent is saying
is that, hey, look, the user can access the files
through the -- let's say the application, let's
say from Dropbox as if nothing were going to
bother them nothing is in the way, but then the
managenent server would nonitor the file that
shoul d be encrypted. And then after a while the
file has not been changed, neaning that the user
is not actively changing the content and because

the file is in that -- in that special folder or
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secured fol der, then go ahead and encrypt that and

then renove the -- erase the unencrypted file. |
mean, that's what it's tal king about, | think.
Q So the steps are a user uploads a file

to one of these secured fol ders; the managenent
server sees that unencrypted file in the secured
folder and then it checks if it was unchanged for
a predeterm ned period; it extracts the netadata;
it encrypts the file; and then it deletes the
unencrypted file; is that right?

ATTORNEY YUAN. (bjection; form

THE WTNESS: Like | said, that's one
scenario. That's seens to be suggested by 222.

Are there other scenarios that the file
woul d show up in those folders? You know, to read
the rest of the patent, to try to assess, but
that's the other -- the other scenarios. But the
scenario that we just discussed is one --
one -- you know, one possible scenario -- seens to
be, you know, at least in agreenent with 222 and
225.
BY ATTORNEY LU

Q Al right. So what about in 227, where

you have, quote, "a specific file was found to be

under the encryption policy as defined by the
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file ancestry tree"?

So in that situation, is it the user
upl oads an unencrypted file, the nmanagenent server
says, Onh, this file is under an encryption policy
defined by a file ancestry tree; and then it says
this file was a descendent file of an encrypted
original parent so we are going to encrypt this
descendent file. Is that what 227 is saying?

ATTORNEY YUAN: (bjection; form

THE W TNESS: So 227 does not tal k about

where the file is found. |It's just basically say,
hey, you know, simlar to A-- well, you know, so
maybe -- nmeaning that the file probably is in

the -- in the -- in a encrypted folder. | assune

that's the case.

You know, but it's -- it's under
the -- you know, so that's not very clear
whet her -- whether the file is in the sane fol der
or not. So -- but in any case, | think, 227 talks

about when it cones to encryption, you just apply
the policy that's specific for the ancestry tree
that dictates that all descendent file nust be
encr ypt ed.

BY ATTORNEY LU:

Q So | knowit's not clear. But naybe --
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maybe we can clear this up. | don't know It's
definitely not clear.

But if -- you know, if the file was in
an unencrypted -- sorry. Let nme wthdraw that.

If the file was in an encrypted fol der
or a secured folder, it would just be encrypted;
right? You wouldn't need to go to the file
ancestry tree encryption policy; is that correct?

ATTORNEY YUAN: (bjection; form

THE WTNESS: | nean, so the nuance is
that the patent doesn't tal k about, right, even
t hough you say it's encrypted, then you say okay,
actually how? What key?

Those are the details that the patent
never tal ks about, but a POSITA Ii ke ne woul d say,
Yeah, those are relevant.

For exanple, you can say, hey, for this
file or this whole ancestry tree, | use a
tree-specific key or tree-specific nethod. Those
are all possibles for POSI TA's point of view

So ny point is that the policy may say,
hey, you know, | think, for the patent's point of
viewis that all it cares is make sure that the
file is the sanme ancestry tree, everything the

sanme, ancestry tree will be encrypted. And what
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it didn't say, a POSI TA woul d probably agree, we
say hey, then we may apply whatever the
file-specific or tree-specific encryption key or
nmet hod. That's all possible.

BY ATTORNEY LU:

Q Ckay. So in 227, would that include a
scenari o where a user uploads an unencrypted file
and then the system says, hey, this unencrypted
file is part of this ancestry tree which requires
that all the descendents be encrypted and so I'm
going to encrypt that?

| s that what's being contenplated in
2277

ATTORNEY YUAN: (Objection; form

THE W TNESS: | nmean, | think 227
basically, say simlar to A, which is the file
woul d show up in sonme folder that the service
monitor. That's at | east we should expect, right?

And then the server finds A you know --
you know, we should apply the ancestry tree policy
to this file. Wwy? Because we al so di scover
this -- this file belongs to this ancestry tree.
So we apply that policy defined by this ancestry
tree, which dictates that -- in this case dictates

that, you know, the original parent of course is
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encrypted but also all the descendents will be
encrypted too. Yeah.
BY ATTORNEY LU:

Q So you said the first step is that a
file shows up -- sorry -- a file would show up in
sone fol der that the service nonitors.

Does G don says where that file cones
from? O could it be anywhere? O is it from
the user? Do you know?

ATTORNEY YUAN: (bjection; form

THE WTNESS: So | think we tal k about
this, right? You know 222 tal ks about the user
continue to access files, so the file wll show up

sonewhere. And that's what it is. That's all the

patent tal ks about -- the patent tal ks about,
and -- let ne see.
And maybe we should -- let ne just take

a |l ook at this.

| nmean, if you're going back to, let's
say, 227, '28, it does talk about, you know, sone
pl acenent policies based on the ancestry subtree,
right.

So, again, what a parent didn't go into
detail is that, let's say, Ais already in the

secure folder and then Bis a child. And when you
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upload -- you know, try to access B, upload B
would B already in the directory that -- in the
sane directory as A or not.

So those things are possible. So |
t hi nk what the patent tal ks about is that,
remenber, the way we read this patent is we talk
about placenent first based on ancestry tree --
subtree and then tal k about encryption, right?

Agai n, you know, the policy would be
applied to the whole ancestry tree. So really, if
you do this in context, that, you know, you say
where the file is comng fronf

Vell, | nean, first of all, there's a
user action, right, acting wth the application.
But then there also placenent policy that tells
you where the file should be going to, right?
Should the file be -- for exanple, you know, going
back to -- you know, paragraph -- you know, 208,
209, 210, 211, 212 -- actually tal ks about, you
know, where you should place the files, what
access-sharing perm ssions, what encryption.

So ny point is that putting all these
t hi ngs together, you woul d expect that the POSITA
wi || understand that, yes, the user access the

file, but then the placenent into the appropriate
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folder is taken care of by the placenent policies,
and then the nonitor -- the managenent server wl|l
nonitor the secure folder

Wiy? Because nmaybe the -- that's
determ ned by the access and sharing perm ssion
says, hey -- all the encryption policy to say,
hey, this has to be encrypted, and then basically
encrypt the file. That's how!l -- how !l or a
POSITA will interpret the patent.
BY ATTORNEY LU:

Q Ckay. Can you explain to ne how key
crypt ography works.

A. Can you point ne to the patent where
t hat term shows up?

Q Well, so this patent keeps talking
about encrypting a file; right? Do you know how
encryption generally works?

A Yes.

Q Does it -- is one way to encrypt a
file, does it use a key?

A Well, encryption by definition, you need
to use a key, yeah. And there are nultiple ways
to use a key, there's all keys of keys, yeah,
dependi ng on really what kind of encryption you're

tal ki ng about. You tal king about symetry key
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encryption versus, you know, public key,
crypt ography and so on and so forth. | nean,
that's all kinds of things, yeah.

Q Right. So |I understand there's, |ike,
you know, public-private key -- you know,
public-private key pairs --

A Ri ght .

Q -- is one way you could do encryption

But let's talk about, like, a very
si npl e net hod, where you just have one key; the
key is both -- both encrypts the data and decrypts
t he dat a.

A Ckay.

Q That's one way to encrypt sone data; is
that correct?

ATTORNEY YUAN. (bjection. Objection to
form

THE W TNESS: Yeah, so, like |I said,
that's one way, one encryption nethod, which is
call ed symretry -- there's a whole famly, nany,
many specific algorithns. But internal we refer
this to -- referred this as a symmetry key
encryption, neani ng you use sane key -- | use the
sanme key for encryption and decryption.

111
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BY ATTORNEY LU:

Q So when sone data -- so let's talk
about -- you said it's a symmetry key? Is that
what you sai d?

A Yeah, symmetri c.

Q Symmetric. Ckay.

So in this class of encryption
nmechani sns, you have a single key; right? And
then so if | encrypt sone data with that single
key and then send the encrypted data to you, you
woul d not be able to see the contents of that data
unl ess you have that key that | encrypt it wth;
right?

A That's correct, yes.

Q You woul d need that key to decrypt the
data that | sent you; correct?

A That's correct.

Q At least that's the ideal. |If you're
able to decrypt it wthout ny key, we would have
a big problem right?

A Exactly. |If you store your key on the
server and the server is conprised, everything is
gone, Yyeah.

Q Yeah. [|'mnot even tal ki ng about

stealing a key. If you break -- so that would be
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consi dered breaking the encryption nechani sm
right? If you're able --

A No, just giving a key -- which is
different fromcryptoanalysis. Cryptoanal ysis
actually break the key, neaning guessing what the
key is. And people can do that too -- well,
dependi ng on how strong the key is. Anyway --
yeah.

Q So there are nultiple ways to -- for a
hacker, let's say, to try to decrypt the data.
One of -- probably the worst way, | would way --
maybe you don't agree, but | would say the worst
way is if the hacker breaks the encryption
algorithmand is able to decrypt any data w t hout
the key; right?

ATTORNEY YUAN: (nbjection; form

THE WTNESS: Like | said, there are
many ways to break the nechanism But the nethod
they tal k about breaking the encryption al gorithm
so they can decrypt w thout know ng the key or
W t hout having the key. Sure, that's the
ultimate, but it alnost rarely happen. | don't
know rarely happens to understand why do they
depl oy crypto nechanism to be honest.

111
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BY ATTORNEY LU:

Q Well, certainly it's not going to be
very common these days. But back in the
preconput er days when we had cyphers and things
i ke that, those were, you know, not too
difficult to break; correct?

ATTORNEY YUAN. (bjection; form

THE WTNESS: | wouldn't say cypher -- |
mean, of course | actually teach crypto in ny
classes. O course the first thing we tal k about
is the cypher in the ancient G eek days or the
anci ent Romans, they use that, |ike they shave
their head and whatever -- they put things on your
skull and then the hair grow, all kind of stupid
t hi ngs.

But really, we think about it is al nost
a joke in a sense. These things are not
cryptographically strong, nmeaning that it's
very -- just very easy to break, right? So --
yeah. So | think all the nodern-day encryption
algorithns are pretty hard. You know,
mat hematically or conputationally to break themis
pretty hard.
BY ATTORNEY LU:

Q You sai d ancient Greek and anci ent
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Romans.

A. Yes, yeah. Like ancient Geek and
anci ent Roman. Yeah. They all use cyphers, yes.

Q Al right. So that was nore of an
aside. Sorry.

A Yeah.

Q All right. So the idea in a nodern
encryption systemis that, if | encrypt sone
data -- going back to the symmetry key exanpl e.
If | encrypt sone data with a key, the idea is
t hat nobody shoul d be able to access that data
unl ess they have the sanme key; right?

ATTORNEY YUAN: (bjection; form

THE WTNESS: Yes, right. So as | said
before, so symetry key encryption, yeah, that's
the ideal, right. Wthout know ng what the key
is, we're not supposed to be able to see the
so-cal l ed plaintext, nmeaning the original data.
BY ATTORNEY LU:

Q So let's say | have a |l aptop, | encrypt
afile, and | want to send it to you over, let's
say, |like SFTP. Now, when | send it to you over
SFTP, the encrypted data goes through ny
router -- | have a router now.

Now, the router is not going to be able
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to decrypt the data either, right, unless it has

t he key?

ATTORNEY YUAN. (bjection; form

THE W TNESS: Depends on how the key is
bei ng negotiated. Wen | teach, | always tell

peopl e, hey, you know, Rule Nunmber 1: Don't use
manual crypto. Second, Rule Nunmber 2, when you
use crypto, check with the cryptographers and nmake
sure you use it right.

So, | nean, the problem of going through
router i s depending on how the key is being
negoti ated. For exanple, you say, hey, when |
have this key to encrypt a file, beforehand |I'm
going to call Quincy and say, Here is the key. So
the router has no way of know ng the key because |
call you and you wite down the key and whatever.

On the other hand, you say stand away --
shoul d probably, depending on how you i npl enent
it, for -- let's say Alice and Bob, or we use A
and B, Alice and Bob, to negotiate the key. When
you negotiate the key, exchange information so at
t he end, both sides can use the sanme key.

The point is that that kind of exchange,
when we do the key exchange, going through a

router. So if you're not careful, the router
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actually renenber exactly what things you are
exchangi ng, they can actually use the sane key.
So there's actually a well-known attack
called man in the m ddle.
(Interruption by the court reporter
to clarify the record.)

A So man in the mddle. Meaning that your
router -- your router ISP exactly is a man in the
m ddl e. When you try to connect from your
conputer to a website, you go through a router.
So router is actually a man in the m ddle.

If so by -- in principal you can
I ntercept anything you want. The point is that
when you negoti ate a key, that kind of exchange
starts with sone clear text. And so basically

there's sonething that actually quotes and

actually can know, and like | said, | don't want
to go into the details -- whole extra tine to
cover those details. The router may -- if you're

not careful, the router may actually end up having
the key. So that's -- right?

But again, like | said, the key has been
established long tine ago -- for exanple, | call
you and say, hey, Quincy, look at a dictionary,

page this and that, line this nunber, and use
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what ever the word from-- from you know, whatever
position, and then change a few |l etters.

In that case, yeah, our key is
establ i shed by phone. Then the router has no way
of know ng.
BY ATTORNEY LU:

Q So the router won't be able to decrypt
the data unless it has the key.

A Yeah.

Q And in a -- you know, ol d-fashioned, |
write down the key on a piece of paper and then
hand that to you, the router is not going to know
the key in that situation; right?

A Right. Right. Right.

Q But you're testifying that, in nodern
systenms where you have a system for exchangi ng
keys, the router may be able to obtain the key
t hat way?

ATTORNEY YUAN:. (bjection; form

THE WTNESS: So again, like | said, it
really depends on how you inpl enent or what router
you' re using, whether the conpany was using -- at
honme -- | nean, there's a whole |ot of caveats. |
can go through a whole | ecture about this.

Cones down to, you know, if | -- let's
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say go to Google, right, you can HTTPS. Do you
worry about the router being able to read the
Gmil? Actually it's not, because you know what
Google is, you actually know it's public key. So
it can verify you're actually talking to only
Googl e so you would encrypt certain things only
Googl e can actually -- can actually read.

So even when you negotiate a key, that
itself can by protected by Google's public key, as
| ong as your browser -- you can trust your browser
to only use, only trust Google's public key.

BY ATTORNEY LU

Q Yeah.

A Okay? Again say, okay, isn't that
public? Depends on if you | ook for
organi zation -- some organi zations will force your

browser to trust their so-called Google public

key. In fact, they really tell you, hey, you work
for me, | amnman in the mddle, take it.
So | wouldn't trust -- | don't know -- |

don't know about you guys working for a law firm
| wouldn't trust that your law firm s proxy woul d
not be able to read your Gmil because they can
pretend to be Google. They are allowed to and

they can force it --
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Q Well, there are signatures and stuff,
but --

A. Yeah, yeah, they can force your browser
to trust their so-called Google public key
certificate as the real certificate.

So anyway, that's too nuch detail.

Q Well -- excuse ne. Wiy don't we -- you
said a lot there. Wy don't we try to clarify
some of the things.

So you're tal king about a public key.
So that's a key pair cryptography; right?

A. Ri ght.

Q And so in that situation, if | want to
send sone encrypted data to sonebody, that
person -- let's say you; right?

A Yep.

Q So you woul d have both a public key
t hat everybody knows --

A Yep.

Q -- and a private key that only you
know, | don't even know it.

A Right. Right.

Q And then -- and then when | want to
send you encrypted data, | use your public key

t hat everybody knows to encrypt your data; and
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t hen when you get that data, you use your private
key -- your private key to decrypt it.

s that how it works?

A. That's one way of doing it, but |

woul dn't recommend it. And the reason is that
public key is extrenely inefficient.

For exanple, if you use ny public key to
encrypt a whole novie, | would try to kill you,
because for nme to encrypt it, it takes forever.

So the extended schene woul d be you use ny public

key to -- encrypt a symmetry key and send it to
me - -

Q kay.

A. -- and then use the symetry key to

encrypt the novie because that's super efficient.
And still nobody can get the symretric key. Only
| can, because only | can use ny private key to
decrypt the symmetric key that you created and
encrypt it using ny public key.

So that's a standard way of doing it.
But, again, the caveat is that, how do you know
you're using ny true public key? Sonebody can be
lying to you, and your corporate proxy can lie to
you.

So anyway, let's not go to that.
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Q Ckay. So normally ny corporate
proxy -- or normally ny router is not lying to
nme; right? The way we know it's your key is that
you use sone third-party service to sign the key,
and | trust that third-party service; is that
correct?

A. Yeah. | nean, so this thing called
public key certificate, neaning that sonebody
certifying that you are using the correct key of
Wenke Lee or correct key of Googl e.

But say, Who Is Verisign. These are
for-profit people. | nean, do you trust then?

So, again, you're going to the whole
space of so-called public key infrastructure. Wy
is not -- | don't know, because you don't have a
central authority. Do you want the US governnent
to say, yeah, | guarantee that everybody at birth
time was given a public key-private key pair that
t he governnent guarantee that's valid.

W don't want essentially controlled
schene, and you want to distribute schene where,
you know, Verisign and M crosoft and Symantec, al
of these are big certificate authorities, neaning
that they sign all kind of public keys to verify

that those are public keys. But, again, it is not
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guarantee a lot of -- a lot of well-publicized

problenms with the schene.

Q Yeah.
A. Ckay.
Q So it's not guaranteed, but ideally you

woul dn't want your router to be able to decrypt
your encrypted data; is that right?

A. Yes. That woul d be the goal, yes.

Q So if your router is decrypting your
encrypted data, then it was -- sonebody has
probably hacked into it and is trying to, you
know, steal your information; is that --

ATTORNEY YUAN: (bjection; form

THE WTNESS: Like | said, the router
can be man in the mddle for many reasons. Like |
said, corporate router or proxy may do that for
what ever the reason they have, or a
gover nnent - agent state do this all the tinme, so on
and so forth.

So, | nean, | wouldn't say they hack
into the proxy. Maybe the proxy just decide that
that's within their ability or power to do that.
So who knows.

BY ATTORNEY LU:

Q Ckay. So going back to -- sorry.
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Goi ng back to the symmetric key exanple, if --
where we have a single key.

If I lose the key, I'mnot going to be
able to decrypt any data that use that key to
encrypt it; right?

A. | nmean, it depends on what you nean by
"l ose."” You lost the key, right? So neaning if
you forget the key or whatever the key storage you
pl ace -- you delete that or you nove machi ne unit
fromone to the another and then you destroy your
ol d machi ne ki nd of thing.

But on the other hand, because of
symmetric key, right? So whoever you nornally
send data to, that person may still -- | nean, |
hope woul d still have the sane key. So you nay
find a way that, hey -- you say, hey, Wi or Babak
or Quincy, hey, can you send ne the key.

Q So if I loseit, I'd have to go find
sonebody who knew it.

A Yeah.

Q And if there isn't any such person
then -- well, okay. So let's say we're not
transferring.

Let's say | just want to encrypt sone

files so if sonebody steals ny hard drive, they're
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not going to be able to access ny data. So let's
say | just use a symmetric key to encrypt sone
files on my conputer and then | | ose that key and
there's no way for ne to recover it. That
encrypted data, | won't be able to decrypt it;
right?

ATTORNEY YUAN. (Objection to form
BY ATTORNEY LU:

Q | deal ly. ldeally.

A. Yeah, really again, you know, | would
caveat to say that, you know, sone of them not
al ways -- Apple devices, there's a way that you
store your key or sonething into sone other
pl aces, alnost |ike a password nmanager, right?
You put stuff in one place, then you have a naster
password to unlock it and extract the keys that
you have. So it's like an iGOS -- no, | think Mac
i OS has this Keychain thing, there's a place you
store a bunch of keys or you use a password to
retrieve those keys.

Now, if you say, hey, the key is
absolutely lost. There's no place to be found,
cannot renenber it, yeah, in that case the data is
gone. | always tell ny students, hey, look, if

you encrypt the data and the key is |ost, you
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m ght as well renove the file because there's

not hi ng you can do.

Q So, you know, you tal ked about a
service or, | guess, an app that Mac i OS has
cal l ed Keychain, and that's, |ike, one way of

keepi ng your keys secure; right?

A. Well, the Keychain is secure as the
nmet hod that you use to unlock the Keychain, let's
put it that way.

Q Right. But -- soit's one way to at
| east avoid | osing your key; is that correct?

A. | would say there's one way to -- to
worry about where do you put the key; and then
al so Keychain allows iOS devices or Mac OS devi ces
to share, neaning that -- let's say you establish
a key sonmewhere, and then you say, hey, | also
have sonme on the conputer that also belongs to ne,
then they can access the sane key.

That's nore or less -- in storage, you
know, security and kind of -- you know, yeah. So
provides all that kind of function. Yeah.

Q But the idea of Keychain, if --
obvi ously you can't guarantee it 100 percent.
But the idea of Keychain is to keep your key

secured so that sone other person is not able to
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obtain your key; is that right?

ATTORNEY YUAN: (bjection; form

THE WTNESS:. So, again, like | said,
it's -- everything is as secure as what ever your
secret password that you use to unlock it. So,
mean, that's why security all conmes down to your
weak password -- or your fingerprint or your face,
whi ch unfortunately we have deep fake.

But anyway, you're kind of screwed all
t he way around. Yeah.
BY ATTORNEY LU:

Q So, for exanple, you know, if | wote

nmy key down on a text file in plaintext, that
woul d -- you woul d probably consider that to be

much | ess secure than storing ny key in Mac OGS

Keychai n?

ATTORNEY YUAN: (bjection; form

THE WTNESS: Again, it really depends
on the context, right? So -- yeah, | don't know.

| nean, if you store in the Mac OS Keychai n but

t hen your password -- you nean your adm n password
i s super weak, yeah, | nean, that's not great,
right?

If you wote it down on a piece of paper

and hide it sonewhere -- | don't know -- in a pile
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of junk in some crazy corner in your house and
nobody would be able to find -- | don't know which
one is nore secure. Depends on the context.
BY ATTORNEY LU:
Q Wul d you ever recommend ne wite down

nmy key in a text file and store it in plaintext
on ny hard drive?

ATTORNEY YUAN. (bjection to form

THE WTNESS: So normally it's a bad
idea to store your key in the plaintext and put on
your conputer, because if your conputer is
conpri sed then, of course, sonebody woul d j ust
have to | ook, right? So if you use SSH, you woul d
know t hat you actually -- you know, you shoul d be
able -- howit to put it? Even access or allow
your key to be used, you actually have to enter a
password, which neans your SSH key, you know, you
know, the private key, is supposed to be -- you
know -- | nean, you could put a password protect
it even though it's stored on your conputer.
BY ATTORNEY LU:

Q So you're saying it's a bad idea to

store your key in plain -- I"'msorry. Let ne
rephrase that.

So you said normally it's a bad idea to
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store your key in the plaintext and put it on your
hard drive.

Normally it's not a bad idea to store
your key in Mac OS Keychain, for exanple; right?
As | ong as you have a strong password?

ATTORNEY YUAN. (bjection; form

THE WTNESS: So, again -- yeah, | think
goi ng back and forth, really depends on the
context, right?

So let's say -- let's say you use a very
strong password to unlock your Mac OS, then maybe
it's fine, you know, to put this into your
Keychain. | think you probably al so need your
i O oud password to actually unlock a Keychai n,
yeah. You need i C oud password to unlike the
Keychai n, because the Keychain is supposed to be
shared within all your iCoud devices if you so
choose, okay?

So your i C oud password, normally |
woul d reconmend you don't use the sane password as
t he password that you log into your conputer

Anyway, so cones down to a couple of
things. One is, like |l said, in general, if that
pi ece of information is supposed to be a secret,

don't leave it laying around in clear text.
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That's, like, sinple, obvious Rule Nunmber 1.

On the other hand, you say, okay, | have
touse it all the tinme, then of course it's
probably in nmenory or whatever. O when you use
the key to decrypt sonething, of course the key is
in menory, you know, in sone sort of a clear text
form And then you have to do all kinds of things
to make sure that other prograns -- meani ng that
ot her than your decryption now going to a | ot of
prograns can access it, so on and so forth.

So really depends on a | ot of context
when you say what's a good idea, what's a bad
idea, and really also a |lot of trade-off
situation, right?

So let's say, for exanple, server, you
know, you can nonitor what kind of access requests
to the server, right? A user would not -- just a
regul ar, random user would not just be able to | og
into a server and then | ook around. That's not,
you know, normally not happeni ng, yeah.

BY ATTORNEY LU:

Q Al right. So earlier you said there
are nultiple ways -- you know, there's nultiple
algorithms for symretric keys.

Are there nultiple algorithnms for
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public-private key-pair cryptography?

A. Yeah. Yeah, everything has nultiple.
Yes.

Q So if I have an encrypted file, | would
need to know what al gorithm was used to encrypt
that file; correct?

ATTORNEY YUAN. (bjection; form

THE W TNESS: Agai n, depends. Sone of
t he encryption schenes, part of the standard, they
actually put in the header or headi ng, whatever
crap, so that data, when you | ook at the data, the
header, that tells you, you know, what al gorithm
Is being used. So that's also possible. Maning
that you don't have to say, oh, | use AES-256.
Damm, it's already in the header. You should know
t hat .

So -- so, again, it depends on how the
algorithmis inplenmented or do they foll ow sone
ki nd of industry standard. For exanple, PKI
public key, they have a standard too, so ..
BY ATTORNEY LU:

Q So what about encrypting a file? Is it
normal to -- like, files don't have headers, do
they? Like an encrypted file, does that have a

header that indicates what encryption al gorithm
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it used?

ATTORNEY YUAN: (bjection; form

THE WTNESS: Quite possible -- so,
again, quite possible. You know, conpletely
doable. Again, it really depends on, you know,
what standard they want to use or whether they
choose to inplenent it or not, yeah.

| nean, alnost every file has sone kind
of header that tells you what's the format, you
know, that kind of thing, yeah.
BY ATTORNEY LU:

Q Right. But are you -- are you aware of
any file system for exanple, that encrypts files
and indicates, wthin that encrypted file, what
encryption algorithmit used?

ATTORNEY YUAN: (bjection; form

THE W TNESS: | mean, not off the top of
nmy head. But definitely they allow all kind of
header or information that we know that is by
desi gn or by standard.

For exanple, if | encrypt the word
"hello," every single tine -- let's say | say
"hell 0" and "hell 0" again, and each tine |
encrypt, the encrypted result should not be the

sane. Ckay?
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So basically, when you shift it over,
you have to shift what we call the initial vector
nmeani ng, here's sone randomthing | put in there
to make the result different. So by -- so ny
point is there are things that are not, you know,
obvi ous to outsider, but the PCSITA woul d
understand that we do certain things, you know, in
the inplenentation to i nprove security and to
def eat anal ysis, that kind of thing, yeah.

BY ATTORNEY LU:
Q What are sone commbn encryption

nmechani sns for encrypting a file?

A. So | nentioned AES. | nean, it stands
for Advanced Encryption Standard. | think that's
t he nost popular one now. | nean, | think Intel

actually put it into their chips.

And there's other things. You know,
sone of the so-called, simcyphers, CBCs and ot her
ki nd of thing, cypher block -- yeah.

So anyway, there are quite a few of
t hem yeabh.

Q So if I have a Wrd docunent and then
use AES to encrypt it and then | sent you that
encrypted docunent, are you going to be able to

tell that | use AES to encrypt it?
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ATTORNEY YUAN. (bjection; form
THE W TNESS: So, again, | would
doubl e-check, but | -- | think nore likely than
not it will be -- I would be able to -- to tell
BY ATTORNEY LU:
Q Do you know what -- how do you know how
you're able to tell?
A Like | said, there's sone header
i nformation, sonme other paraneters, that kind of
t hi ng.
Q Ckay.
A Yeah. So, again, like I said, | have to
basically spend tine readi ng the standard again.
| nmean, | -- you know, I'mnot in the industry or
t he vendors that supply these kind of commerci al
products. But we talk about this in textbooks,
that's pretty well understood that -- why do you
think there's a standard organi zati on out there,
even though the al gorithm has been published for
so long. So obviously tal k about these kind of
things. Basically, conpatibility.
You know, you send sonet hing over there,
then they automatically figure out, hopefully --
but sonetines they actually -- when they

negotiate -- A and B negotiate or agree upon the
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encryption algorithmso that there's no surprise.

But I'"'malso -- | can imgine there's
sone vendors say, Wll, why do | have to -- nost
of themin a round of negotiations so you know
what algorithmI|'mgoing to use, why don't you
just include that information when | send it over
SO0 you don't have to guess. | nean, that's comon
sense stuff, okay. So nothing rocket science
here. So anyway ...

ATTORNEY LU: So I'mgoing to nove on to
anot her topic, but do you want to take a break
before | do that?

THE W TNESS: Ckay, yeah, sure.

(Luncheon recess taken from 11: 30

a.m to 12:02 p.m)
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PROCEEDI NGS

CONTI NUED EXAM NATI ON
BY ATTORNEY LU:

Q Are you ready to go back?

A Before we start, | want to clarify a few
t hings, that --

Q Do you want it on the record?

A. Yes, before | forget, yes.

Q Ckay. Wiy don't you go ahead and nake
t hose clarifications.

A. Yeah, | think first is that | noticed in
nmy declaration we had the priority date of the
'678 patent wong. | forgot where | sawit. |
t hi nk somewhere | used the date year as 2018,
which is not correct, because the --

Ch, yeah, okay. On page 10 of ny

declaration -- | think it's paragraph 33.

Q Uh- huh.

A | said | -- so, | nean, towards the end
of paragraph 33, | said | presune a priority date

of the '678 patent to be May 10th, 2018, and
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that was -- that was wong.
In fact, | think, the patent first page
tal ks about -- | nean, listed priority date -- |

t hi nk we shoul d have used Decenmber 2nd, 2013.
Ckay.
So that was a typo.

Yeah. Al right.

> O > O

Ckay. That's Nunber 1.

Nunber 2 is | refer to all this change
regarding different encryption nethods and keys
and so on and so forth. | nean, first of all, |

Wi sh our discussion was nore in the context of the
patent and then we can point to that and discuss
how t hey use encryption and, you know, and so on
and so forth.

But, you know, we started as al nost a
general background ki nd of a discussion, so | want
to clarify a few things, make sure that we are
clear -- absolutely actually clear what | neant to
say.

| did say that there are nultiple ways
to encrypt. | didn't want to say that you have to
use symretric key or you have to use public key.
And whatever | -- this is ny personal opinion that

public key is less efficient, nmeaning that if you
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are going to encrypt a huge anount of data using
public key, that's not the nost efficient way of
doing it. Oher the people would rather use
symretry key but, hey, if any patent choose to use
public key, | have no objection of that, no
probl em t here.

Second thing is that when we discuss
about proxy can be man in the mddle and al so you
shoul d not trust your proxy not to be man in the
m ddl e, steal your key or fool you with a
i ncorrect public key, all those things are
essentially common know edge for PCSITA to
consi der that you just can't -- you know, the
proxy can do a -- nmany things.

But nmy -- another point is that when we

di scuss how to store our key and so on, | think
all our discussion -- | don't renenber whether we
explicitly talk about -- we talk about symetry

key versus public key.

| would just say the sanme thing, neaning
that you want to -- if you put your symetry key
on your conputer, of course you should worry about
how to secure the access of that symetry key.
But sane goes to the public key of your public

key-private key pair. Because if your private key
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is being stolen, then everybody can decrypt data
they sent to you using the public key, right? O
peopl e renove a public key then you also in big
troubl e too.

So the point is that it's well known to
a POSITA that key is a secret. \Wereas private
key pair -- private key of your public key-private
key pair or the symetry key, you should -- you
know, you should take all precaution to secure it,
right? And if you put it on conputer, then the
sane kind of cyber attack that conmes in that can
steal your symetry key can al so steal your
private key.

So what I'mtrying to say is that the
secure storage and nanagenent of your crypto key
applies to any encryption algorithm That's what
| want to say, to nake sure we're on the sane
page. Because sonetines we go back and forth,
sonetines tal k about symmetry keys and public key.
| don't want to attribute ny coment to only one.

Q Under st ood.

A Yeah.

Q Thank you for that clarification. Now
let nme actually ask you this first.

During the break, did you talk to
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anybody?

A. Nope. You gave ne too |ong a break.
Hal f an hour, plenty of tine for ne to reflect.

Q No -- absolutely, no, that's fine.

Just so I'm-- | understand correctly
fromwhat you just said, the public key, that's
public; you don't need to secure that; right?
It's the private key that you said should be
secured; is that correct?

A VWll, | think in our discussion before
the break, | also did say that your public key is
supposed to be public. The problemwth that is
how do you know the authenticity of the public
key. That's a big problem

| put nmy public key on the web page,
how do you know t hat your web page has not been
prom sed, sonebody, you know, changed that? So
that's the -- you know, so sonebody claimthat,
"' m Donald Trunp, this is ny public key. Wo is
going to say that's not the case?

Q Putting --

A. Ckay, go ahead.

Q Putting aside authenticity, signatures
and things like that, the public key is generally
public; that's why it's public. And then your
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testinony that you just gave about keepi ng keys
secure, that was with respect to the private key;
is that right?

A. | nean, | would say that also applies to
the public part of public key. Authenticity is
part of the goal of security, right? So neaning
that, you know, how do you nmake public key to be
secure and be able to fulfill its intended
function? | nmean, | think the public key, that
part has to be authenticated, and that's why
there's a lot of efforts -- we're not quite there
yet -- to try to have a way for people to be able
to verify that's your public key.

For exanple, | think Google and
Facebook, all these conpanies, they want to
publicize their public key and public

certificate --

Q Ri ght .
A. -- so that people can verify.
Q So any other corrections that you had

to your declaration?

A. Those are the main points that |'ve
t hought about, yeah.

Q | have a cough, so pardon ny

t hr oat - cl eari ng.
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Do the terns "archiving" and "backup"
mean anything to you?

ATTORNEY YUAN. (bjection; form

THE WTNESS: Again, | rather we add the
proper scope to discuss. | nean, otherw se, we're
just tal king about general conputer science kind
of thing.

So, | nean, if you wll, can, like,
point nme to a patent or ny declaration where |
tal k about these terns?

BY ATTORNEY YUAN:

Q | amjust tal king about genera
conput er science, but sure | can point you
somewher e.

Goi ng back to G don, Exhibit 1004
paragraph 174. This is page 32 of the PDF.

A. Ckay, 174, okay.

Q It says in the | ast sentence:

“I'n order to save communi cati on and

storage, a single fetch operation of a

new file fromthe storage servers to the

managenent server can be used not only

for DNA extraction but also for other

servi ces, such as encryption anal ytics,

virus and malware filtering, archiving
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and backup to other storage services and
files synchroni zati on between services."
Do you see that?
(Wtness reviews docunent.)

A. Ckay, yeah, yes.

Q So ny question was, with respect to
where it says archiving and backup to ot her
storage services, what does the term "archiving
and backup" nmean to you?

A. So archive really is plain, ordinary
meani ng. You put things in a place as -- as a
record; and also in this case, you have probably
the file there as well, and you probably have a
|l og that say, hey, in this place, | have archive
these followng files and where they are. So |
woul d consi der that as an exanple for archive.

Agai n, different application may have
sone ot her additional elenents when they -- from
ar chi vi ng.

Q Go ahead.

A Yeah, yeah, so that's archiving. Like |
said, plain, ordinary neaning.

Q Sure. And what about "backup"?

A. So "backup” normally neans that | let's
say put a copy of the -- of your file and sone
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ki nd of backup -- let's say storage -- so that if
you sonehow, for whatever reason, lost the file,
you know, or corrupt it or whatever, you can go to
back up and retrieve the copy that's stored there.

Q What's the difference between archiving
and backup?

A. | really -- like I said, | think these
kind of things can be dependent on the application
scenario. So | really can't say nmuch -- you know,
| nean, |'ve seen multiple different kinds of ways
of doi ng archiving and backup.

For exanpl e, people backup nmultiple
versions of the sane file so basically say, okay,
if you lost this file, which -- you know, what
time frame -- and go back to. And sonetines say,
well, isn't that the sane thing as archiving?
Again really depending on is archiving a single
copy versus having nultiple versions. Sone
peopl e, yeah, you should have nultiple versions.

So, again, like | said, really depending
on how people interpret these terns and nmake it
specifically suitable for their -- for their work
requirenents, let's put it that way.

ATTORNEY LU. Ckay. Sorry. Could we

take a short five-m nute break?
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ATTORNEY YUAN:.  Ckay.

THE W TNESS: Ckay, yeah, sure.

(Recess taken from12:14 p.m to

12:19 p.m)

BY ATTORNEY YUAN:

Q So Dr. Lee, you don't have copies of
the prior art in front of you, the physical
copi es?

A No, | don't.

ATTORNEY LU. Ckay. So I'mgoing to
upl oad Auradkar -- | don't know if that's how you
pronounce it, but it's [Exhibit 1009.

(Exhi bit Nunber 1009 was previously

mar ked for identification.)

BY ATTORNEY LU:
Q Let me know when you have that.
A. Ckay.

Q And you're famliar with this docunent;

A. |"ve read it, yes.

Q And that's one of the references that
you rely on in your expert report?

A Yes, in ny declaration, | talk about
this, yes.

ATTORNEY LU Sorry, let's ook at a
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different reference. | want to do that one first.
(Exhi bit Nunber 1006/ was previously
mar ked for identification.)

BY ATTORNEY LU:

Q So |I''m upl oadi ng the Shifka reference,
whi ch is |[Exhibit 1006.' Let ne know when you have
t hat .

A. Ckay.

Q And you' ve seen this docunent before
too; right?

A Yes.

Q And this is also a reference that you
rely on in your declaration?

A Yes. In ny declaration, yes.

Q Ckay. So this is not a very |ong
reference, but sonme of the processors are a
little confusing to ne.

So why don't we turn to paragraph 29,
page 7 of the PDF. And sorry it's a pretty |ong
par agraph so why don't you go ahead and read that,
Dr. Lee, to yourself.

A Uh- huh.

Q And |l et nme know when you're done.

(Wtness reviews docunent.)

A Ckay. | think I read it.
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Q Sorry.
So this paragraph 29, it begins wth:
"The client 16 generates one or
nore i ndexes 24 for one or nore
docunents 26 that are to be encrypted as
encrypted docunents 14 and stored on the
storage providers 18."
And then it goes on:
"Each index 24 includes one or nore
keywords for the encrypted docunents 14
and pointers to the encrypted docunents
14 containing the keywords."
Did | read that right?
A Uh- huh, vyes.
Q Are you famliar with the concept of an
i ndex?
ATTORNEY YUAN: (bjection; form
THE WTNESS: So index, of course, is
very overl oaded term dependi ng on where you're
using it. So in the context of this patent,
Shifka, | nmean, explains why basically say each
i ndex 24 contains one or nore keywords for the
encrypted docunents and pointers to the encrypted
docunment s contai ni ng the keywords.

That's what i ndex neans here.
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BY ATTORNEY YUAN:
Q And what is the purpose of this index?
A. So that | think they don't really do a
search for encryption -- range a search over
encrypted content, you can actually, you know --
basically be able to | ocate the docunents that
contain the keywords. | nean, that's -- that's
what the definition of this index entails,
actual ly.
Q Right. So you -- sorry.
You said, "That's what the definition of
this index entails, actually."
What -- woul d you be able to provide

what a definition of an i ndex is?

A In general, the index is -- | nean, it's
like a table index. | nean, it's like, | don't
know.

In nmy deposition, |'"msure you guys can

generate a table of index of all the words that |
use and which page that word show up. That wll
be exanple of an index that everybody on call here
woul d understand. W seen them plenty.

But, you know, like | said, index is a
very overly used termeverywhere. But what |I'm

trying to say, in the context of Shifka patent, it
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talks -- it says very clearly that the indexing
for one or nore keywords for the encrypted
docunent and pointers to the encrypted docunent
t hat contains those keywords, right?

And then -- and then it goes on to say
that the don't -- the sane paragraph, paragraph
29, it tal ks about the index can be encrypted
usi ng searchabl e encrypti on mechani sns so you can
actually search over and say, hey, | want to | ook
for this keyword and you search it over the
encrypted i ndex and say, ah, you know, that's a
mat ch, and here is a pointer to the docunent.

That nmeans that | tell you which docunent contains
t he keywords that you use to search, sonething
i ke that.

Q Ckay. So you nentioned |ike an exanpl e
of an index -- not necessarily a conputerized
index but like in the real world is like a
deposition transcript; right? At the end of the
transcript, there's a list of keywords -- it's
probably not a list of every word you said, but a
list of inportant words and the page and |ine
nunber you can find those words within the
transcript; is that right?

A. Yeah, that woul d be --
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ATTORNEY YUAN. (bjection; form

THE WTNESS:. -- an exanpl e of i ndex,
yeah. | nmean, in the context of, let's say
transcript or book or sonething, yes.
BY ATTORNEY LU:

Q Right. And so the point of the index
in the transcript context is so you can -- you
know, these words are generally in al phabeti cal
order so it's pretty easy for you to just go to
the index and see, | want to say wherever Dr. Lee
said the word "docunent."” And then you can go to
the index entry for "docunent"” and find all the
pl aces in the transcript you said "docunent"; is
that right?

ATTORNEY YUAN. (bjection; form

THE WTNESS: Yeah, | would say that's
an exanple of how index could be used for, let's
say, you know keyword search, you know, to find
where the docunent -- where in the docunent this
word shows up. And/or in the context of
everything is clear, nmeaning nothing is -- nothing
is encrypted, right?

So that's why you nention, you know,
it's organi zed by al phabetical order and all that,

because it's easy for people to look it up, and
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there's no encryption going on here, yeah.
BY ATTORNEY LU:

Q So in Shifka the index is simlar
right? You have -- it says you have keywords,
and then for each keyword, you have a pointer to
encrypted docunents; is that correct?

ATTORNEY YUAN. (bjection; form

THE WTNESS: So like | said, it says
t hat :

"Each index 24 includes one or nore

keywords for the encrypted docunents 14

and pointers to the encrypted docunents

14 containing the keywords."

Yeah. So basically it tells you which
docunent contains those keywords.
BY ATTORNEY LU:

Q Right. So let's say | have a text file
t hat has the word "doctor" init. So Shifka --
am| correct that Shifka is going to create an
i ndex that contains the keyword "doctor,"” and
t hen associ ates that keyword with a pointer to ny

text file?

A. Yeah, so again, it really depends on
the -- those are details of verification, neaning
that you have to -- you have to -- you can do what
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we do with the transcript, that you can incl ude
all the keywords that you think are inportant; or
you say, hey, for this application we only all ow
you to search for certain keywords, whatever

But the point is that you can deci de set
of keywords that you all ow people to search, and
then -- yes, then you create index, say, here is a
set of keywords I'Il allow you to search and, you
know, and the pointers to docunents that contain
t hat keywords, basically.

Meani ng for each docunent. So basically
| think what 29 says that basically you do this
for each -- well, later on they say you can do
this for each docunent or one index for al
docunents. Those are details, yeah.

Q Right. So let's say | have |like five
total files, and then three of them have the word
“doctor” in it.

Shi f ka says you create an index -- or
you could create an index where it has the keyword
"doctor" and then it has pointers to the three
files that contain that word "doctor"?

ATTORNEY YUAN. (bjection; form

THE WTNESS: Like | said, towards the

end of the -- well, towards -- towards the --
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| atter part of the paragraph 29 it says:

"For exanpl e, sone searchable
encrypti on nechani sns may generate one
encrypted i ndex per encrypted docunent,
whi | e ot her searchabl e encryption
nmet hods may generate a single encrypted
I ndex for all the encrypted docunents."”

So really, you know, do we have one

i ndex that say here is the keyword "doctor" and
here is all docunents that contain the keyword
“doctor"; or for each docunent, you create index
for -- essentially say, hey, here are all the
keywords that this docunent has.

So really those are essentially details,
yeah. | nmean, the patent -- Shifka tal ks about,
you know, all these are possible.

BY ATTORNEY LU:

Q And what does Shifka nmean by "pointer”
to the docunent?

A. So -- okay. So essentially -- 1 nean,
those are inplenentation details, right? A
poi nter, for exanple, | would consider a file nane
can be a pointer, possibly. And if later on talk
about the segnent or can be segnent |ID, you know,

can be file ID, basically a pointer can be, hey,
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here is a way to |locate that piece of data, either
by part file or by whatever. |[|'musing file nane,
as an exanpl e.

Q You cut off alittle bit, so --

A So what I'mtrying to say, the pointer
in conputer science terns normally nmeans here
iIs -- hereis a -- so a pointer can nean nany
things. | mean, strictly speaking can nean an
address sonmewhere that you can go to and find the
data that you want. But then also we tal k about
file, can be the nanme so that you can use the
nanme, you know, as the pointer to go to your
storage and say, hey, | want this file, given the
namne.

And sonetines nane by itself may or may
not be sufficient. O course, if you say this is
t he uni que nane within the nanmespace, you know,
you can do that to tell the storage server here is
t he nanespace -- here is the nanespace and here is
t he uni que nanme or pointer within the nanespace.
O you can say, hey, here is the full path.

But, again, those are inplenentation
details. Al you need to know is that pointer
allows you to locate a file, find out where to

basically get the file. And also, | think, |ater
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on we tal k about, you know, if you -- if you
i ncl ude segnents and all that, then al so, you
know, you could also include segnent ID there too
t here.

Q So the point of being able to | ocate
the file or the segnent is so that later, if I
want to |l ook up the word "doctor," | could just
use ny index, and ny index will tell nme, here are

the locations of the three files that have the

word "doctor"; is that right?
A. Actually, that's not -- that's -- so
that's actually -- | think -- hold on.

| use file nanme as an exanple. But |
t hink the declaration talks about this, that -- |
woul d say the pointer is actually the ID, neaning
that a way to identify that particular file or
particul ar segnent; and where that file segnent is
stored, actually there's another table that the
broker -- | nean, like if you |ook at Figure 3 or
so on or -- actually Figure 2 and 3 -- actually
Figure 1, 2 -- all the figures talk about this
broker in the mddle that actually would maintain
a table that tells you where this particular, you
know, file or segnment is being stored in terns of

t he storage.
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Q Ckay. So you said a lot of things
there. Let's try to break it down a little bit.

So you said that the pointer is actually
the ID. By "ID'" you nean like an identifier;
right?

A Yep.

ATTORNEY YUAN. (bjection; form
BY ATTORNEY LU:

Q So is it your testinony that the
identifier itself is not enough to |ocate the
dat a?

A. So, again, identify is identify. So
tells you basically the namng -- namng the files
or nam ng the segnent. But it's being stored,
actually that information is maintained by the
broker to say, because the sane file can be stored
in multiple storage.

So -- neaning that the I D does not tel
you the exact path, exact path where it is, okay?
That's what |'m sayi ng.

Hold on. | think we talk about this in
nmy -- | talk about this in ny declaration. |
woul d rather go to that. Let ne see.

Sol think I find it --

So | think paragraph 101 of ny
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declaration on page 53 -- right. So | read it to
you:

"Shifka's index 24 include one or

nore keywords for the encrypted docunent
14 and pointers to the encrypted
docunents 14 contai ning the keywords.

I ndex 24 were then using a searchable
encryption algorithmto produce
encrypted i ndexes 28."

And so that's on -- that's on -- in
par agr aph Shi f ka 29:

"It woul d have been obvious to a

POSI TA that the pointers in paragraph 29
of Shifka were the sane as" |Ds,
"identifiers and that were descri bed
later -- in later session of Shifka.

Not ably, the pointers/identifiers both
identified the encrypted docunents and a
search of the encrypted index would
essentially turn the identifiers”

And t hen, you know, a POSI TA woul d
understand that the pointers essentially allow
you to identify the conplete docunent wthin the
nanespace and then go on and find, you know,

where they are.
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So | would just say that, earlier on, |
use the file nane as exanpl e of possible pointers.
But | think -- you know, | nean, it could be. |
nmean, a file name is also an exanple of IDor ID
is an exanple of file nane, it doesn't matter.

The point is that it does not --
according to the figured recited here, you know --
if we go to here inthe mddle, it tal ks about
Table 1, it actually tells you where each docunent
is stored. They say, Dl store in SPl, that
means -- SP1 stands for storage provider.

So the point is that D1 itself is not
the full path, or path of where the file is. Just
an ID. And the name can be sonme whatever string
that you want to create and uniquely identify that
file within the nanmespace.

But actually where you find it, the ID
itself does not tell you, okay? The broker wll
handl es putting these things into the proper
pl aces and then keep up the table for it to
retrieve fromthe appropriate storage provider.

Q So woul d you agree that in Shifka, the
index is a map from-- let nme -- let ne reask it.

Wul d you agree that in Shifka the index

i's mappi ng keywords to docunent identifiers?
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A. Again, | don't know what you nean by
"map." Basically it tells you, hey, like | said,
t he beginning of 101 it says the "index includes
one or nore keywords of the encrypted docunents
and pointers to the encrypted docunents that
contai ning the keywords."

So that's what it is.

Q Right. Well, you're famliar with the

map data structure; right?

ATTORNEY YUAN: (bjection; form

THE WTNESS: Again, in what context?
Map is a very |l oaded term
BY ATTORNEY LU:

Q Vell, | think in any typical
programm ng | anguage, they're going to have sone
standard set of libraries that include data
structures, and one of themis usually typically
cal l ed a map.

Are you famliar with such data
structures?

ATTORNEY YUAN. (bjection; form

THE WTNESS: | guarantee you i s not
bei ng taught in any data structure algorithm Mp
data structure, there's no such thing. W talk

about nmenory map. That's conpletely different
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cont ext .
BY ATTORNEY LU:

Q Ckay. So let ne ask --

A. Map itself is not data structure, let ne
tell you that.

Q Wll, let ne ask it this way.

So Shifka says, "lIndex 24 includes one
or nore keywords for the encrypted docunent and
pointers to the encrypted docunents 14 contai ni ng
t he keywords. "

My question is: Wuld you understand
"index" to be associating the keywords with the
poi nt ers?

ATTORNEY YUAN: (Objection; form

THE WTNESS: Like |I said, this
basi cally says that, you know, index includes one
or nore keywords for the encrypted docunent and
pointers to the encrypted docunents containing the
keywor ds.

Only it says -- in the index woul d say,
here are the keywords and here are the pointers or
| Ds to docunent that has this keywords. That's
all what it is.

BY ATTORNEY LU:
Q Right. And so using Shifka's index I'm
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able to say, okay, like so here is the keyword
"doctor"” and for that keyword "doctor," here are
the identifiers for the docunents that contain

t hat word.

s that how it works?

A. Agai n, you basically have to search the
conpl et e i ndex.

Shi fka tal ks about the index should be
encrypted using such encryption algorithns, and
you're going to say, hey, which docunent contains
t he keyword "doctor." You basically search the
encrypted i ndex because the keyword "doctor" woul d
al so be encrypted in this encrypted i ndex and then
will return you a bunch of identifiers.

And | think that's what | said in 101,

right? | search -- on top of page 54, | say "a
search of the encrypted i ndexes 28 returns
identifiers (e.g., D1, D2, D3) of the one or nore
encrypted docunents."
So that's in Shifka.

Q And what woul d that search typically
| ook like in terns of the algorithmthat's being
used?

ATTORNEY YUAN: (Objection; form
THE WTNESS: So basically go back to
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Shi f ka, paragraph 36 -- no, 39. Let's see where
it tal ks about this.
(Wtness reviews docunent.)

THE WTNESS: So basically I think

Shifka 36 --

(I'ncidental comrents nade off the

st enographic record.)

THE WTNESS: So | just briefly browsed
at the paragraph 36. It does provide sone nore
details.

But even in paragraph 29, it talks
about, you know -- let's see, the top of page 7 it
tal ks about, you know, encrypt -- encrypts the one

or nore indexes using a searchable encryption
al gorithm generating one or nore encrypted
i ndexes. And then tal ks about, you know, the
searchabl e encrypti on nmechani sns to i ncrenent the
i ndex maybe any searchabl e encrypti on nmechani sns
known in the art and is typically different than
t he encryption nechani smused to encrypt the
docunment. And so on.

And then it then tal k about a few
exanpl es of searchable encryption algorithns, and
go on -- and it goes on to say, you know, you

don't have to use all the cited prior art. |
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nmean, it's well known there are plenty of
searchabl e encryption algorithns out there by
then -- yeah.

So really depends on, you know, how the
searchabl e encryption -- what is searchable
encryption algorithmis used. For exanple, can be
keywor d- based; you could have, you know, I|ike
paragraph 29 is saying that you can have one
gigantic index for all the files or one index per
file. Al these are details.

BY ATTORNEY LU:

Q So the index that Shifka descri bes,
that was not a newthing at the tine of Shifka;
right? That's sonmething that was well known to a
person of ordinary skill?

A. What do you nean by that? Meaning that
the specific index that Shifka tal ks about, is
what you nean?

Q Well, it says an "index includes one or
nore keywords for the encrypted docunents and
pointers that the encrypted docunents contai ni ng
t he keywords."

That description of an index is not new,
right?

ATTORNEY YUAN. (bjection; form
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THE WTNESS: Let ne see here.

Yeah, | mean, | think -- | think the --
the idea of having the index -- a searchabl e i ndex
where you kind of, you know, list the keywords and
then -- and then also |list the docunents that
contains the keywords the concept is -- you know,
| would say was -- was normal by then. But,
agai n, you know, there are always inplenentation
details that Shifka tal ks about within the context
of , you know, the patent.

BY ATTORNEY LU:
Q And sure -- sorry.

And so that concept, you said it was
known. How long had it been known, by 2014, the
date of this Shifka patent?

ATTORNEY YUAN: (bjection; form

THE WTNESS: So | don't know peopl e use
the term"index" or not. Could be, but would they

descri be the sane way as Shifka saying that here's

a table that list all these things and -- and you
shoul d encrypt the index and on. That, | don't
know.

But in general, like |I said, having sone

way to, you know, say here are the |ist of

keywords or content and al so the pointers or |Ds
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of docunents that contains that, that's -- that's
a wel |l -known concept.

Let me see whether Chiueh tal ks about
that as well.

Let ne see whether it tal ks about index
as wel | .

Yeah, so | would say that if you | ook
at Chiueh -- 1 think | reference the patent --
tal k about Chiueh's patent on page 120, paragraph
229.

So | basically say -- 229 says:

" Chi ueh al so discl osed creating an

I ndex (e.g., significant word set (SW5))
that mapped encrypted keywords to
correspondi ng docunent 1D(s) of the
encrypted pages, so that the concept of
t he encrypted pages coul d be searched
usi ng those keywords."
BY ATTORNEY LU:
Q And the date of Chiueh is 2011; right?
A Yeah, | lost track all those dates but,
agai n, you know, Chiueh -- let ne see.
Am | allowed to bring up Chiueh on ny --
Q You can do whatever you want, but --

A Fromny folder? | just want to
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doubl e-check what you said is correct, that the --
Yeah, Decenber 20- -- yeah.
Q All right. So go --
A. 2011, yeah. 2011, yes.
Q Sorry for interrupting.
A Yeah.

Q So goi ng back to this concept of a

sear chabl e i ndex,
right?

A. I n general,
known for a long tine,

and Chi ueh -- at

we know, by around 2010i sh, you know,

it was known by 2011 too;

sear chabl e encryption is
and it's evident by Shifka

| east these are two exanpl es that

t hat t he,

you know, using -- you know, using index or

significant word set so that we allowed users to

search encrypted docunent

to ne by then it's very well

practi ced.

Maybe -- |
tal k about --
you have to have a way for
Mbst

sear ch. -- you know,

keyword to search, right?
of index or reference set,

a-- | wuld -- 1

usi ng keywor ds.

by definition,

woul d say that it

Seens

known and wel |

thi nk before that people only

sear chabl e encrypti on
peopl e to actually

very often peopl e use
So creating sone kind
you know, seens to be

is very well
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docunented or practiced idea.
Q So creating sone kind of index or
reference set would you say was sonet hing that
was known in the '90s?
ATTORNEY YUAN. (bjection; form
THE WTNESS: So |like | said, searchable
encryption has a long history. | haven't | ooked
specifically in the 90s, do they create index or
call it aindex or call it a significant word set.
| mean, | haven't done that.
But, you know, for the purpose of this
case, right, given the priority date of the '678
patent is 2013, | providing sone prior art, prior
to that date, that tal ks about these kind of
| deas, so -- Shifka and Chiueh. And |I'msure he
al so reference sone papers that tal ks about
simlar ideas.
BY ATTORNEY LU:
Q Have you ever read the -- sorry. So

you're famliar wth the Google search engine;

right?
ATTORNEY YUAN: (bjection; form
THE WTNESS: Well, depending on how do
you nmean by "famliar"? | use it every day, yeah.
111
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BY ATTORNEY LU:
Q And you agree it was released in 19967
ATTORNEY YUAN. (bjection; form
THE W TNESS: Googl e search engine,
1996, either that or somewhere prior to that,
yeah. Yes.
BY ATTORNEY LU:
Q This may seemout of left field.
Did you ever read the paper that Larry
Page and Sergey Brin wote that discussed the
Googl e search --
ATTORNEY YUAN. Form
ATTORNEY LU. Can you let ne finish ny
guesti on?
BY ATTORNEY LU:
Q -- that described the Google search
al gori t hnf?
ATTORNEY YUAN. (bjection; form
THE WTNESS: |'mnot sure | -- yeah.
|"mnot sure first of all howit's relevant to
this patent, but -- this case.
But I would just say -- say that ny
recollection is that we tal k about it at graduate
school, because we're doing sonme web searching

stuff on our own. And, oh, you know, this thing
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is called Google. | say, what's difference, how

different fromkeyword search. And they talk

about all these page rank algorithmand all that.
So | do renmenber reading that -- | don't

remenber for sure | read the original workshop

paper they published. But definitely one of ny

col | eagues tal k about this and kind of, you know,

explain to ne why is it different fromall the

ot her search engi nes.

BY ATTORNEY LU:

Q And you said you did that in grad
school. Wen were you in graduate school ?

A 94 to '99.

ATTORNEY YUAN: (Objection; form
BY ATTORNEY LU:

Q You said 1994 to 19997

A Uh- huh.

Q Al right. | nmean, this is definitely
not relevant. But | was in college from 2000 to
2004, and | read it then as well for one of --
the search engine class | took. So -- and |
recall that they do tal k about using an index,

li ke a specialized kind of an index for page rank
count .

Anyways, that's all an aside.
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But you woul d agree that, you know, the
concept of an index or a keyword index that was
very well known and has been around for many
decades; right?

A. Yeah, like | said, "indexes" are very
| oaded term right? |Indexes is for you to find
rel evant information depending on the kind of
attribute you're looking for, right? That's what
it is.

Definitely I could inagine, you know,
web search, you know, even the keyword base thing,
you coul d argue keyword-based stuff has sone, you
know, way that you |ocate the docunents that had

t hat keywords.

Yeah, | mean, in that sense, |ike |
said, "index" is a |loaded term But going back to
this case -- | nean, | think both Shifka and

Chi ueh tal ks about index or significant world set
in a very specific context.

So | nmean that they tal k about
specifically, you know, the encrypted docunent has
t hese kind of keywords, right. So it's very
different from let's say, a web search engi ne or
the table index where it's a clear text thing.

Meaning that a -- you know, this -- | could tel
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you, the clear text keywords and where to find it,
whereas in the context of Shifka and Chiuek they
tal k about the keywords are in encrypted
docunents, also provides a pointers ID to those
encrypted docunents, but then the index itself is
al so encrypted and you can only search over that
encrypted i ndex using, you know, essentially all

t hese -- whatever nmechanismthat the searchable
encryption nmechanismw || provide.

Sois it different from you know, the
ordi nary Googl e's whatever crazy significant
search engine at the tinme because those index if
you want to call it is in clear text, and we're
not tal king about clear text index, actually.
Because both Shifka and | think -- and -- tal ks
about encrypted -- encrypted index.

Q Ckay. So going back to Shifka, at
paragraph 29 on the | eft happened col um, near
the bottomit says:

"The client 16 encrypts the one on
nore docunents 26 using any desired
encryption nechani sm known in the art to
provi de the encrypted docunents 14."

Do you see that?

A Ckay, yes.
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Q And so that could include any of the
encryption nmechani sns you testified earlier?

ATTORNEY YUAN: (Objection to form

THE WTNESS: So, again, this says that
basically "16 encrypts one or nore docunents using
any desired encryption mechani smknown in the art
to provide the encrypted docunents."

Really it says any "desired encryption
mechanism"™ | nean, that's another way of saying
it really depends on the application, depending on
your needs, whatever. | nean, that's what it
says, actually. Yeah.

So basically it's another way of saying
that they are teaching actually independent of
the specific encryption algorithmthat you choose
to use.

BY ATTORNEY LU:

Q So the index is independent of the
specific encryption algorithmfor a docunent?

A. So, again, if you read what they say
about index, right, index talks about -- here the
keywords -- here the -- here the IDs or pointers
to the encrypted docunents that has the keywords.
So that -- you know, | nean, really that index

itself when you -- you know, is basically it's
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orthogonal to the encryption algorithmthey use to
encrypt the docunents, because this already says,
hey, this encrypted docunent has those keywords,
right?

And then, like | said, the index table
| ater on encrypted using the searchabl e encryption
al gorithm

Q So Shifka is saying you have your
unencrypted docunent and then you extract out
sone keywords to put in an index, and then you
encrypt that docunent using any desired
encryption nechanism it doesn't really matter;
right?

ATTORNEY YUAN: (Objection; form

THE WTNESS: Basically like -- it says
what it says. Basically you create an index, and
t hen you say you include the algorithmusing --
using any desired algorithm-- yeah.

BY ATTORNEY LU:

Q Ckay. The index doesn't require any
speci fic kind of encryption nmechanism right?

A. No. It neans that -- you know, goes
on -- you know, the paragraph 29 goes on to say
t hat :

"The client encrypts the one or
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nore i ndexes using a searchabl e

encryption mechanismto generate one or

nore encrypted i ndexes. The searchable

encrypti on nechani smused to encrypt the

I ndexes may be any searchabl e encryption

mechani sm known in the art and is

typically different than the encrypted

mechani sm used to encrypt the docunents

since the searchabl e encryption
mechanismis specific to searchable
encryption.”

So really what it says is not any
encryption algorithmbut, rather, should be a
sear chabl e encrypti on nechani sm

Q Well, I'"mjust tal king about the
docunent. |'mnot talking about the index.

The index is, as you said, orthogonal to
whi chever encryption nmechani smyou choose to use
for the docunent; right?

A. That's what it inplies, | guess.

Q So actually I wanted to see you, so as
you just read, it says, "Any searchable
encryption nechani sm known in art and is
typically different than the encrypti on nechani sm

used to encrypt the docunents."”
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So this is saying, you have your
docunents that are encrypted using one nechani sm
and then you have your index that is encrypted
usi ng a searchabl e encrypti on nmechani sm right?

ATTORNEY YUAN: (bjection; form

THE WTNESS: Well, that's what it says,
right? Those are typically different.

BY ATTORNEY LU:

Q Do you know why they would need to be
different?

A. Because it says -- it actually says in
t he paragraph 29, right? It says typical -- it
says that "it's typically different than the
encrypti on nmechani smused to encrypt the docunents
since the searchabl e encryption nmechanismis
specific to searchable encryption.™

So ... so that's the reason.

Q Ckay. OCkay. And then if you turn to
paragraph 36 of Shifka, which is on the next
page, 8 of the PDF --

A Uh- huh.

Q So | don't know if you already read
this, but if you want to read it --

A. Yeah, let ne read it, please. | wll

read it.
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(Wtness reviews docunent.)

A. Ckay.

Q So this paragraph is tal king about the
user sending a query and then the query
responding with -- using the encrypted index to
respond to -- sorry, let nme reask that.

So this paragraph is tal ki ng about a
user who provides a query and then the system
retrieves the encrypted i ndexes and uses those
encrypted i ndexes and returns docunent identifiers

that contain the termthat was used in the query;

right?
ATTORNEY YUAN: (bjection; form
THE WTNESS: So what it says, that
basically it was -- it wuld --

Yeah, so basically the broker would
actually first know the specific search --
sear chabl e encryption algorithmthat was used to
encrypt the specific -- to -- to uses the -- how
to put it -- yeah.

So use the specific searchable
encryption algorithmthat would use the encrypted
gquery and the index as the input, and -- yeah.

And then the server only sort of -- it

says that only obtains the encrypted i ndexes for
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that particular user, for that particular client.
Normally that's how it they work.
And then basically -- you know, and
t hen, of course, performthe search over the
encrypted i ndex and get the I Ds of the docunents
t hat contains the words bei ng searched and so on.
Yeah.
BY ATTORNEY LU:
Q So actually:
"The broker server uses the
Translation Table T1, which is stored in
| ocal nmenory, to look up the identifiers
returned by the test function (e.g., D2)
and then retrieves the correspondi ng
encrypted docunents 14 fromthe storage

provi ders 18 according to standard

met hods. "
Ri ght ?
A. Let ne see. Storage providers 18 --

So | was reading fromthe patent.
A Ckay. And let ne see here.
Yeah, so basically, | nean --
Yep, yep.
Q And then the broker -- and then it goes

on, at the bottom of page 8 on the | eft-hand
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si de:

"The broker server 12 then returns
the retrieved encrypted docunents 14 to
the client 16 over the first
communi cation link 20. The client 16
may then unencrypt the encrypted
docunents 14 since the client 16 knows
the encryption that was used to
initially encrypt the docunent 26."

Do you see that?

A Yes.
Q So basically what happens is, |'mthe
client, and | send -- | ask the broker server,

give ne all the files that have the word
“doctor"; and then the broker server will use the
encrypted index to get docunent identifiers and
then fetch the files for ne that contain that
word "doctor"; is that right?

ATTORNEY YUAN:. (bjection; form

THE WTNESS: So | think you only --
mean, | think in the beginning of the -- of the
paragraph 36, right, it says that -- you know, the
second sentence:

"When the broker server receives

the encrypted query fromthe client 16,
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the broker server 12 only obtains the
encrypted index 28 for that client to
execute the specific test function."”
What |'mtrying to say is that when you
search for "doctor," the broker probably -- the
br oker according to the spec, to paragraph 36,
woul d only search the files that you have the
perm ssion or you should be -- you should be
sear chi ng, because actually dictated by the -- you
know, searchabl e index for you
So you cannot say, hey, | want to find a

file that contains "doctor,"” then also | get a
file that Wei owns that |'m not supposed to read.
So that's being taken care of by the broker,
according to 36.

Meani ng that, you know, just because you
do a search of encryption doesn't nean that you

have access to all the files that contains this

keyword. You're still being essentially, you

know, governed by the access -- access right

policy -- to say the least, let's put it that way.
| nean, the docunent -- paragraph 36 is

pretty clear, right? The broker only used the
searchabl e i ndex and put the index for that

client.
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BY ATTORNEY LU:
Q And so 36 is actually pretty clear
that, at the very last sentence it says:

"The client 16 may then unencrypt

the encrypted docunents 14, since the
client 16 knows the encryption that was
used to initially encrypt the docunent
26. "

And client 16 knows the encryption
because it was the one that encrypted the
docunent ?

A. So, again, | mean, we can probably | ook
into the details of the workflow

Let me see here. If you point ne to
Shi fka, we should probably talk about this in the
sense -- of the workfl ow neaning how the client
initiate -- neaning that --

So we tal king about search, right?

So -- but we should probably tal k about | ooking

into the -- looking into the patent to tal k about
how the client put the request -- how the client
was involved in the storage -- howto put it? --

upl oading the data in the first place, right?
W' re not tal king about searchi ng downl oadi ng.

You know, we shoul d probably take a | ook at how
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does the patent tal k about upl oadi ng.

Q So the patent is tal king about doing
this inlike a systemlike Dropbox; right? Are
you famliar with Dropbox?

ATTORNEY YUAN: (bjection; form
THE WTNESS: | have used Dropbox, yes.
BY ATTORNEY LU:

Q So let's say I'ma user and | upl oaded
a docunent that was encrypted. | can just
retrieve that docunent and then decrypt it;
right? | don't need to use the search function?

ATTORNEY YUAN: (Cbjection; form

THE W TNESS:. Can you repeat the
guesti on agai n.
BY ATTORNEY LU:

Q Sur e.

So Shifka at 36 is tal king about using
t he broker server to performa search, and then --
and the client wll receive encrypted files it can
unencrypt; right?

A Yes.

Q Ckay. And -- sorry, let ne just
wi t hdraw t hat and nove on.

Let's see.

A Yeah, | nean, just to -- | nean, if you
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| ook at their figures, right, talk about nultiple
cloud providers, right, not just Dropbox, right --
you know, SP1, 2, 3, 4, 5, it tal ks about cloud
provi ders, which nmeans, you know, you can be
Dr opbox, can be, you know, Google Drive whatever.
So Google takes care of storing it, if
you need to, to nultiple providers. So it's not
just -- that's why search is actually useful. |
mean, all you |look up Table T1, T2 are useful

because you don't know it's actually always in

Dr opbox.

Yeah, and also if you | ook at Figure --
figures -- basically it does -- let ne see.

Yeah, it tal ks about files being, you
know, uploaded to -- to the broker. | nean, by
then, | think docunents, you know, woul d have
been, you know, encrypted. |ndex woul d have been

encrypted too, so ..

Q So you said search is useful. But in
order to -- if | knew where an encrypted specific
file was located, like if | knewit was on
Dropbox, | could just retrieve it and then
unencrypt it there; right? 1 don't need to use

t he search?

ATTORNEY YUAN. (bjection; form
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THE WTNESS: | nean, if you -- if you
so choose that you only use a specific provider --
a specific storage server, then you have to defeat
t he purpose of -- | would say defeat the -- you
know, pretty nmuch how to put it --

Well, | nean, Shifka does a couple of
things. One is that he actually nmakes sure that
the files would be encrypted. And then -- you
know, before it's been | oaded. So when it say
clients load -- | oaded -- uploading the encrypted
data or index to the storage provider, | think we
tal k about this, the nonitor systemtree, nake al
t hose, you know, take place, actually nonitors and
perforns sone of those functions.

Let ne see where is that. | renmenber it
right or wong, let nme see.

BY ATTORNEY LU:

Q | think that m ght have been C don
A. Sorry, yeah. G don, sorry | confused --
conflated -- sorry. Too many prior art, actually,

to tal k about.

Ckay. So basically, | think, Shifka
tal ks about encryption on the client side, which
is fine. You encrypt that.

And then you upload the encrypted file
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index to the broker, and the broker would take
care of, you know, putting theminto nultiple --
for security purposes can put theminto different
provi ders.

| mean, that has significant benefits,
right? Meaning why would you put all -- all your
file into one place? So, | nean, that's -- that's
really -- why it would -- it would be nice for
the -- for the broker to performthe search for
you, because you don't have to know which
provi der -- which storage provider is storing your
encrypted dat a.

Q So --

ATTORNEY YUAN: It has been a bit over
an hour, excluding the five-mnutes short break.
So how | ong do you plan to continue?

ATTORNEY LU Wiy don't we take a
10-m nute -- break?

THE W TNESS: Before we go off, | just
want to make sure | clarify, because | -- |
confused C don and Shifka for a nonent.

Just basically, if you look at figures
of Shifka, it's pretty clear that the client
perforns the encryption, and then once it gets the

data back, it perforns the decryption. Ckay.
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So ...
ATTORNEY LU. Ckay. Thank you.
ATTORNEY YUAN: Yeah, all right. Thank
you.
(Recess taken from1:17 p.m to
1:26 p.m)
BY ATTORNEY LU:
Q Dr. Lee, wel cone back
Did you talk to anybody during the
br eak?

A No.

Q Al right. So before the break you
were saying that in Shifka, the encryption
happens on the client; right?

A Uh- huh.

Q Wereas in G don, the encryption
happens on the server; is that correct?

A Let me see what's called --

ATTORNEY YUAN:. (bjection; form

THE WTNESS: Let ne see the termthat
t hey used.
BY ATTORNEY LU

Q | think they use the term "managenent
server" perfornms the encryption; right?

A. Let ne | ook at the figure to nake sure
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we use the right term here.
| kind of renmenber we read about
this -- which was it? Let ne see. Wich --

Q So, for exanple, paragraph 224 of the
G don. It says, "the managenent server wl|l
encrypt the files."

A. Ckay, yeah.

Q So actually | want to talk about it a
little bit. So going back to Shifka, at -- if
you go to paragraph 48, which is at the bottom of
page 9 of the PDF.

A Yes.

Q Coul d you read that paragraph and | et
me know when you' re done.

A Ckay.

(Wtness reviews docunent.)

A Yeah. Yes.

So it says, at the bottom of page 9:
"The broker system 10 al so ensures

t hat the broker server 12 cannot access

and/ or discover the content of the

client's data because the broker server

12 does not know the encryption used on

the encrypted docunents 14. Thus, the

br oker server 10 provi des searchabl e
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encryption while maintaining the
confidentiality of data external to the
client 16."
Did | read that correctly?
A Yes.
Q So that's why, in Shifka, the client
perfornms the encryption; right?

ATTORNEY YUAN. (bjection; form

THE WTNESS: |'mnot sure that's the
only reason. | nean -- | nmean that's -- so can
you repeat the question again. |I'm--

BY ATTORNEY LU:
Q Let ne reask it then

That's one of the reasons why, in
Shifka, the client perforns the encryption?

ATTORNEY YUAN: (bjection; form

THE WTNESS: Well, | nean, of course,
if the client perfornms encryption, then only the
client supposedly can decrypt encrypted data. |
mean, that's -- that's what it is.

In this case, the broker doesn't know

t he encryption al gorithm being used and the key so

t hey cannot decrypt -- decrypt the file content --
yeah, in that sense -- yeah. | nean, in that
sense, the broker, like -- the bottom of page 48
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says, "The broker server providers searchable
encryption while maintaining the confidentiality

of the data external to the client,"” neaning that
when the data is not in the client's hand, the
confidentiality is still maintai ned.

Yeah, fromthe broker's -- | nean, from
the context of this patent, that statenent is
correct, yeah.

BY ATTORNEY LU

Q Ckay. Al right. | think we can put
that aside for now Wy don't we turn --

A Hold on. Hold on.

But -- but if the -- if the goal is to
provi de confidentiality, like |I said, you know,
there's nmultiple ways of doing this. Meaning, you
don't have to say, oh, in order to provide
confidentiality of the data, every single client
has to encrypt their own -- just like -- Iike
enterprise.

So enterprise, your proxy nmay decide to
basically, |ike what G don is doing, to encrypt
data for you, you don't have to worry about it.
And then is still -- the confidentiality is stil
protected in the context of your enterprise.

So yeah, | nean, really -- you know, al
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|"'mtrying to say is that | don't want to --
don't want to say that the only way to provide
data confidentiality is the -- is each client

encrypts his own data and no one el se knows about

it. That's -- that's not -- that's -- in general,

not a statement | want to make. But Shifka does
tal ks about the client encrypts, right.

Q Al right. So, yeah, we can put that
one away. Wy don't we turn -- did | upload it?
| upl oaded Auradkar; right? Yeah, | did.

Exhi bit 1099, Auradkar.

A | have it.

Q So this one is quite a bit |onger than
the other. |If you go to paragraph 128, which is
on page 65 of the PDF.

A. Ckay.

Q And you can read that, and let ne know
when you' re done.

(Wtness reviews docunent.)

A Yep.

Q So Auradkar says, "A custoner 1400 may
have various records 1402 from which at 1430,
encrypted i ndexes 1404 are generated."

Do you know if Auradkar describes what

t hese encrypted i ndexes | ook |ike?
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ATTORNEY YUAN. (bjection; form

THE WTNESS: | actually have to -- let
nme see what ny declaration tal ks about. That wll
be the first place | want to | ook.

BY ATTORNEY LU:

Q Sure. | can point you to one pl ace.
Let's say starting at paragraph 222 of your
cal cul ati on.

A. Al'l right.

Q O nore specifically 225.

A Ckay, let ne see.

Ckay, so 225, and then 226. And then
226 | reference Auradkar 130.

(Wtness reviews docunent.)

So | talk about in ny declaration
par agr aph 225 about encrypting -- this exanple;
right?

You can encrypt tags for payload, such
as XML fragnent; and a tag can include a file nane
and so -- so that you can actually search, if you
want to search based on file nanme, you can do
it -- actually encrypt it -- you can performa
searchabl e encrypti on because those tags woul d be
encrypted, right? So you can actually do a search

over that to find the encrypted file.
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But then also in paragraph 226 of ny
declaration, | reference Auradkar paragraph 130.
And then if you read the paragraph 130
in the Auradkar patent, it tal ks about -- |
think -- | nean, the second half of that it talks
about :
"To perform upl oad, docunent 1500
is encrypted, 1520 and upl oaded 1530 to
the cloud into an encrypted docunent
store 1550. The |ocation 1534 and the
key 1525 for the upload along with the
keywords 1510 are input into generated
I nputted i ndexes associated with the
encrypted upl oad of docunents and the
encrypted i ndexes generated at 1540
upl oaded at 1545 to encrypted i ndex
store.”
So if the question is, where does
Aur adkar tal ks about generating these indexes and
encrypt them and upload them |ike | said,
paragraph 130 in Auradkar patent tal ks about that.
Q And then if you turn to paragraph 138
of Auradkar, which is on page 66.
A. You say 138? Ckay.
Q Yeah, 138.
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A Uh- huh.

Q And just -- if you want to go ahead and
read that, |let me know when you're done.

(Wtness reviews docunent.)

A Ckay.

Q So it says in the mddle, "As a result
the encrypted data and indices can now be handed
over to another entity that is not fully trusted,
such as a CSP."

Do you see that?

A Uh- huh.

Q And according to paragraph 137, a CSP
is a cloud service provider or operator; right?

A Uh- huh.

Q And then later at 138 it says, at the
| ast sentence:

"A CSP can apply encrypted queries

on the encrypted indices and return the

encrypted data that matches, however,

the CSP does not | earn anythi ng about

the contents of the data, the netadata,

the queries or the results, (unless

aut hori zed by the custoner).”

Do you see that?

A. Yes.
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Q So what this neans is that the CSP is
not able to decrypt either the data or the index

unl ess the custoner authorizes it to do that;

right?

ATTORNEY YUAN: (bjection; form

THE WTNESS:. So, again, | don't know
what custoner authorization neans here. | nean, |

don't know, can you reference to anywhere el se?
It tal ks about authorize by custoner. \What does
it mean? You see what |'msaying? Does it allow
you to decrypt or give you the key? | nean, it's
i ke -- what does that really nean, right?
BY ATTORNEY LU:
Q Vell, I"mnot entirely sure either
"' mnot the expert, though.
But putting that aside, the "unl ess
aut hori zed by the custoner," according to the
sentence, "the CSP does not |earn anything about
the contents of the data, the netadata, the
gqueries, or the results.”
Does that nean it's because the CSP is
not able to decrypt the data or the indexes?
A So if you read the 138 basically it
say -- okay.

Yeah. Basically it's -- let ne see.
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Yeah. So basically, you know -- so |et
me read that.

"As a result the encrypted data and
I ndexes and can now be handed over to
anot her entity that is not fully
trusted, such as a CSP. Subsequent
sel ective access to the aggregated
encrypted data and i ndices can be
acconpl i shed by the owner of that data,
the custoner, sending up the encrypted
query to the CSP (or other authorized
subscri bers). Hence, the CSP can apply
encrypted queries on the encrypted
I ndices and return the encrypted data
t hat mat ches, however, the CSP does not
| earn anyt hi ng about the contents of the

data, the netadata, the queries or the

results.”
Yeah, | nean if you read all that, you
know, together, yeah, | agree what is being said,
because the data is encrypted -- indices encrypted

before it's being uploaded to CSP, you know. And
since it says the CSP is not fully trusted, |

i mgi ne the keys would not be shared by the CSP
right?
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And al so nore, inportantly, the query
itself is also encrypted. And the CSP is
executing the encrypted query on encrypted indices
after returning encrypted data.

So, | nean, everything is encrypted.
That the CSP has no key to actually decrypt, then
yeah, sure, it does not |earn anything about the
dat a.

Q Ckay. And sorry, if you go backward to
paragraph 117 -- hold on, |let nme see.
Yeah, 117 which is page 64 of the PDF.
Ckay, yeah.
And if you want to read that.
Ckay.

O >» O >

Let ne know when you're done.
(Wtness reviews docunent.)
Ckay.
Al right. So in this paragraph it
says, "Enterprise staff 522 can set enterprise
access policy 530."
Do you see that? |It's near the top of

t hat paragraph.

A "Enterprise staff 522 can set enterprise
access policy 530."

Q Yeah. And then going on it says, "Sone
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of whomenterprise staff 522 can set enterprise
access policy 530."
A Ckay. Yeah, | see that.
Q Al right. So when it says "enterprise
staff,” do you think that includes, I|ike,
adm ni strators?
ATTORNEY YUAN. (bjection; form
THE WTNESS: So staff -- you know,
"staff" can be a |loaded termright. Anybody is a
staff, | guess.
Yeah, | nmean, the staff can be, let's
say, a security officer, you know, sone of
the -- you know -- sone people in the nanagenent
role as well, for themto set policy. | would say
those are nornmally people who set the policy, not
the -- yeah.
BY ATTORNEY LU:

Q Yeah, so there's a --

A. Yeah.
Q "' msorry.
A Meani ng soneone -- soneone who has

responsibility for setting this policy, not just
sonebody -- neaning that for you to be able to set
this kind of inportant things, |ike access control

policy, you have to be specifically responsible

www.lmagineReporting.com | 855-777-7865

Page 160

Fortinet Ex. 2004, Page 161 of 212



http://www.ImagineReporting.com

© 0 N o O b~ W N

N N NN NN P P PR R R R
o A W N P O © © N O O M W N P O

Dr. Wenke Lee December 13, 2023

for that.

Q Right. And so the access policy, it
says that it affect -- sorry. It says, next
l'ine:

"Enterprise access policy 530 can
af fect how data 512 stored in a data
contai ner 510 of a cloud contai ner 500
can be accessed, manipul ated retrieved,
searched, et cetera.”

And then it says:

“Accordi ngly, when users 508 of
data 512 attenpt to access such data
512, various crypto access controls 514
gui ded by, but separated from
enterprise access policy 530 protect the
data 512 fromunwarranted access by
users 508."

Did | read that right?

A. Yes, uh-huh.

Q So this paragraph is nmaking a

di stinction between enterprise staff and users;

correct?
ATTORNEY YUAN. (bjection; form
THE WTNESS:. Well, | nean,
users -- well, the staff can also be users. Just
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because you are a staff doesn't nean that you have
access to everything either, right?

Really so it's just depending on what's
your function. | nean, well -- you know,
enterprise that practice good security wll
actually be careful about this, neaning that just
because it's your system doesn't nean that you can
do anyt hing you want.

Yeah, so, anyway.

BY ATTORNEY LU:

Q Yeah, so a responsible enterprise
probably woul d not have all of their users also
be enterprise staff; is that correct?

A. That's correct. But also, |ikew se,
doesn't nean that just because you're, let's say,
system adnmin, that neans it can be anybody,
everybody's status. See what |'m saying? So,
yeah.

Q No, | wunder st and.

So you're saying, like, enterprise staff
could also be users, but it's unlikely that all
the users are going to be enterprise staff; is
that right?

ATTORNEY YUAN: (Objection; form

THE WTNESS: So, again, if -- if we

www.lmagineReporting.com | 855-777-7865

Page 162

Fortinet Ex. 2004, Page 163 of 212



http://www.ImagineReporting.com

© 0 N o O b~ W N

N N NN NN P P PR R R R
o A W N P O © © N O O M W N P O

Dr. Wenke Lee

December 13, 2023

mean staff as systemadm n, then of course they
are not going to use the system adm n.
(Interruption by the court reporter
to clarify the record.)
System adm ni strators, nmeaning that if
by staff we mean system adm ni strators, meani ng
t hat people who actually manage and keep the
systens up, then in that case, not all users are
staff. But on the other hand, if staff neans you
are a nenber of the enterprise, then everybody in
the enterprise is a staff. So really -- | nean,
yeah. [It's ..
BY ATTORNEY LU:

Q Ckay.
A Ckay.
Q Sure, | understand.

So the enterprise staff, as you said,
sets the policy for the enterprise. And would it
normal ly be the case that they're setting like --
like the policy is stored sonewhere on an
enterprise server?

ATTORNEY YUAN. (nbjection; form

THE WTNESS: So | don't know in the
context of this patent does it tal k about storing

the policy or not.
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But normally, you know, these kind of
policies, it has to be sonewhere, right? It can
witten on a board, it can be stored sonmewhere.
But basically people can -- you know, if the staff
say |'mgoing to set the policy access control
based on sone policy, | nean, they have to have a
way to reference the policy, right? So where it's
be stored, in what shape or form that | don't
know it's inportant to this patent, unless the
patent tal ks about it sonewhere.

BY ATTORNEY LU:
Q Yeah, I'mnot sure if it does.

But -- well, so for exanple, let's say
you have an enterprise with |ike 100 users and
five enterprise staff.

Actually, no, let nme wi thdraw that.

So -- so according to this paragraph
117, there are crypto access controls 514, and | et
me just quote what it says. It says:

"Crypto access control 514 gui ded

by separate fromenterprise access

policy protect the data 512 from

unwar r ant ed access by users 508."
Do you see that?

A Uh- huh.
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Q So also if you -- this mght be a
little hard. But if you scroll up to Figure 5 --
this paragraph is tal king about Figure 5 -- you

m ght be able to nore easily visualize it.

A Ckay. So many figures in this patent.
Q Let me see what page.

A 36.

Q Ckay. So 36.

A. Fi gure 5.

Q So if Figure 5 you see on the | ower

| eft you have this box that says, "Enterprise
520," and inside it you have "enterprise access
policy 530" with a dotted arrow pointing to a
data contai ner that contains crypto access
controls.
Do you see that?

A. Yeah.

Q And then there is a separate box user
508 that interacts with data 512 that is within

t hese crypto access controls.

A Uh- huh.

Q Ri ght ?

A Uh- huh.

Q So based on paragraph 117 in this
figure, it looks |ike the enterprise staff, you
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know, sets the access policy; the access policy

sets the crypto access controls; and the crypto

access controls are the thing that regul ates

whet her or

not a user 508 can access the data

512. s that correct?

ATTORNEY YUAN. (bjection; form
THE WTNESS: | think we should go back

to the paragraph to tal k about it. Yeah, because

| mean --

par agraph i s what?

BY ATTORNEY LU:

Q 117.
A 117? Yeah, 117.
| think I also talk about this in ny
declaration. But, you know, let ne -- let ne see.
This is Auradkar. So -- let ne see.
| believe it specifically talk about,
you know, how access -- how to protect sort of --
access does not allow -- |let ne see.
Q Yeah, let ne see, maybe | can try --
A. In ny declaration | tal k about this kind
of thing.
Ckay. So let ne see.
Q So |i ke paragraph 175, 176.
A You nean in ny declaration?
Q Yeah.
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A Yeah.

Q O maybe paragraph 193 is better.

A. Yeah, | nmean | were | ooking at that as
well. Let nme see. Let ne | ook at 193.

Q You ki nd of just quote the paragraph,
but go for it.

A. | just want to make sure | woul d say
t hi ngs that would be --

Q Sure absol utely.

A. -- discussed previously so | don't have
conflict nyself.

(Wtness reviews docunent.)

Yeah, so -- so again, what was your
guestion again? | finished reading 193 already,
yeabh.

Q | was just trying to -- so | ooking at
193, because the figure is there too, |I'mjust
trying to confirmwhat the relationship between
all these conponents are.

So | ooking at both paragraph 117 and
Figure 5, enterprise staff manages the enterprise
access policy; right?

ATTORNEY YUAN. (bjection; form

THE WTNESS: Let ne see what it says

here. It says that "Exanple of Figure 5, an
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enterprise staff 522 can ... enterprise access
policy 530." That's what the first sentence of
117 says, yeah.
BY ATTORNEY LU:

Q Yeah. And then 117 also says -- and
t hen you have these crypto access controls 514,
whi ch 117 says are "gui ded, but separated from
enterprise access policy 530 and they protect the
data 512 from unwarranted access by users 508."

A. Ri ght.

Q Looking at Figure 5, you see a dotted
arrow fromthe enterprise access policy to the
crypto access controls.

Do you see that?

A. Yeah, | think the arrow neans it's
gui ded, by neaning that the enterprise access
policy guides to access controls. And that's what
arrow -- the dotted arrow from-- fromthe
enterprise access policy 530 to the data
contain -- the data -- yeah, to the -- whatever
they call it. To the --

Q Crypt o?

A The crypto contai ner 510 neans.

Q And then it's the crypto access

controls that protect the data 512 from
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unwarr ant ed access by user 508; right?

A. Yeah. So the way | see it, a POSITA
woul d agree that, |look, if the access control
policy says, hey, this data 508 cannot access, it
bel ongs to, let's say, user 512, that's access
control policy, neaning that this data can only be
accessed by 5120. Okay? And --

Q Wiy don't you use |ike 509, because the
data is 512.

A. Sorry what ?

Q If you look at the figure, the data is
512.

A. So data 512, then the user is -- okay.
And |l et ne see.

Q You can just use --

A. Ckay. COkay. Supposed to say, hey,
access control policy says that this data 512
cannot be accessed by 508. That's access contr ol
policy.

So whi ch neans then you use sone crypto
mechani sm-- for exanple, you can encrypt it using
a key that 508 has no way of, you know, be able to
get hold of, kind of thing, you know, or wouldn't
be able to -- to request even encrypted form of

t he dat a.
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So that's the -- | think that's what the
crypto access control would nean -- would -- |
nmean, that's how !l interpret it, as how the crypto

access control is guided by the access control.
Q Ckay. So | think | agree with you, but
let me just clarify.

So it's the crypto access control that

det erm nes whet her or not user 508 -- sorry. Let
me -- | don't want to use that. Let ne wthdraw
t hat .

So we first have an enterprise access
policy, and that says user 508 does not get access
to data 512. So that policy says that.

But it's not the policy that, you know,
manages the access to the data; it's the crypto
access controls that do that; correct?

ATTORNEY YUAN: (bjection; form

THE WTNESS: Well, so basically, as
cited 117 here, right, also basically says that --
for exanple, say, "Accordingly"” -- I'mreading
par agraph 117:

"Accordi ngly, when user 508 of data

512 attenpt to access such data 512,
vari ous crypto access controls 514

gui ded by, but separated from
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enterprise access policy protect the

data 512 from unwarranted access by

users 508."

Yeah, so basically protected
unwar r ant ed access.

BY ATTORNEY LU:

Q Yeah, so the crypto access controls
protects the data from508, but it -- the policy
that 508 can't access that data conmes fromthe
enterprise access policy; right?

ATTORNEY YUAN. (bjection; form

THE WTNESS: So | think 117 says here
is guided by the access -- enterprise access
policy 530.

| nmean, the way | see it, and also a
POSI TA will agree, is that these are basically
all, you know, policies within the policy
framework or the policy within the policy,
what ever you want to say it.

So basically, let's say the policy is
about enterprise data security or enterprise data
protection. There are nmultiple elenents, right?
One is who can access what.

And then there's sone other policy

el ements -- you call it a policy or call it policy
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wi thin policy framework, and tal ks about, hey,
okay, then specifically for crypto, here's what we
need to do. So, you know, all these things are
necessary to fulfill the overall policy.

| mean, you can call them subpolicies or
policies within a policy framework, if you insist
that -- if you insist that everything has to be a
single policy. That's how | see it.

BY ATTORNEY LU

Q Right. So let's say the enterprise
staff wants to allow user 508 access to data 512.
So they woul d change the enterprise access policy
to say 508 is allowed access, and then that w |l
be, | guess, distributed to the crypto access
control to allow access; is that correct?

ATTORNEY YUAN:. (Objection to form

THE WTNESS: Again -- right.

So, again, as to paragraph 117 says then
the crypto access control nechanisns -- cypto
access controls, they're guided by this, you know,
enterprise policy or updates the enterprise policy
to all ow access by 508.

BY ATTORNEY LU:
Q Ckay. So -- so when it says "gui ded

by," it nmeans it's follow ng the policies of
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enterprise access policy 5307

ATTORNEY YUAN: (bjection; form

THE WTNESS: |It's guided by, guided by.
You know, just basically -- you know, it really
depends on -- the detail depends on really how
they actually inplenent the policy or what
| anguage and format they use. But basically the
point is that if the enterprise access policy says
File A now has access, then the crypto access
control would basically -- basically follows that.
| nean, it's like what -- nean, it's |like what --
BY ATTORNEY LU

Q Yeah, I'mjust trying to nmake sure --
because the word "guided by" is not a
particularly strong word. |I'mjust trying to
make sure that the crypto access control can't
just do whatever it wants; right? It's going to
be followi ng the enterprise access policy.

A. Yeah, it says guided by but also
separated from access control policy.

Q Right. So the access control -- if the
enterprise access policy says 508 can have access
to data 512, the crypto access control is going
to give access; correct?

ATTORNEY YUAN: (Objection to form
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THE WTNESS: Yeah, it would -- it would
make it happen, let's put it that way. It would
enable it in such a way that, you know, all the
ot her security protection are still there, right?
Meaning that is -- you know, encrypted all these
kind of things, yeah.

BY ATTORNEY LU:

Q | think we're done with Auradkar. Wy
don't we nmove on to Chiueh or "Chew." |'m not
sure how - -

A. Yeah, we call it "Chay."
Q Yeah. So I'll just upload it -- you
probably have it, but 1'll just upload --
A Yeah, | had it.
ATTORNEY LU:  |I'mjust going to upload
it anyway. So this is Chiueh, [Exhibit 1011l
(Exhi bit Nunber 1011 was previously
mar ked for identification.)
THE W TNESS:. Yeah, okay.
BY ATTORNEY LU:
Q Ckay. And then let's turn to page 8 of
the PDF, and we're going to be | ooking at
par agraphs 21 through 23.
A. Page 8, the | ast page; right?
Q No, page 8 of the PDF. Page 2 if
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you' re | ooking at the page nunber at the top.

A. | see. Ckay, page 2, sorry. Yeah.

Q Par agraph 21 through 23.

A. 21 through 23, okay.

(Wtness reviews docunent.)

A. Ckay.

Q All right. So | wanted to | ook at
par agraph 21, the second sentence. It says:

“I'n the step S215, the client 110
removes a part of words fromthe
docunent pages that are still not
encrypted to obtain a plurality of
significant words."

Do you see that?

A Yes.

Q Sothisis -- is it obtaining a
plurality of significant words from an
unencrypted file, is it doing this because it
cannot obtain the words if it's encrypted?

ATTORNEY TEHRANCHI :  Cbj ection; form

BY ATTORNEY LU:

Q

Let ne ask it this way.

Let's say | have deposition transcri pt

and I want to pull out all the significant words

fromthat

transcript. | wouldn't be able to do
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that if it was encrypted unless | decrypted it
first; correct?
A That's correct.
ATTORNEY YUAN. (Objection as to form
BY ATTORNEY LU:
Q Ckay. And then so actually | wanted
you to | ook at paragraph 40, which is on page 10
of the PDF, so two pages |ater.
(Wtness reviews docunent.)
A. Ckay.
Q Ckay. I n paragraph 40 it says:
"Each of the encrypted words in the
GSlI is mapped to a correspondi ng
docunent I D, where the docunent ID
I ndi cates an encrypted page where a
given word can be found."
Do you see that?
A s it -- where in the --
Q So this is like kind of in the m ddl e,
t he bottom hal f.
A. | see. Each encrypted words -- okay.
Q And then it actually goes on to say:
"The docunent ID is a conbination
of a file name and a page offset in the

docunent, and the file nane of the page
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of fset are conbi ned and encrypted."

A Uh- huh.

Q And so earlier in paragraphs 21 through
23 it also says you use the file nane and
page offset; right? So let nme find exactly where
it says that.

Yeah, so paragraph 23 it says:
"I n some enbodi nents the first

I ndex information may include the file

name of a docunent and t he page offset

in the docunent."

Do you see that?

A Yes.

Q So Chiueh is saying you build an index
with these significant keywords, and you al so
have the docunent file nane and of fset which
el sewhere calls the docunent ID;, is that correct?

ATTORNEY YUAN. (bjection; form

THE WTNESS: Well, it says the first
index information may include a file nane of a
docunent and the page offset in the docunent.
BY ATTORNEY LU

Q Right. And then in paragraph 40 it
|ater calls this file nane and page offset a

docunent ID; right?

www.lmagineReporting.com | 855-777-7865

Page 177

Fortinet Ex. 2004, Page 178 of 212



http://www.ImagineReporting.com

© 0 N o O b~ W N

N N NN NN P P PR R R R
o A W N P O © © N O O M W N P O

Dr. Wenke Lee

December 13, 2023

A Let ne see here.

Ckay, yeah.

Q Are you with ne?
A. Well, it says that:

“"Where docunent |ID indicates an
encrypted page where given word can be
found. The docunent -- the docunent |ID
is conbination of a file nanme and a page
of fset in the docunent, and the file
name and page offset are conbined and
encrypted. "

Q So Chiueh builds an index that contains
t hese inportant or significant words and a
docunent ID;, correct?

ATTORNEY YUAN. (bjection; form

THE W TNESS: Can you repeat your

guesti on agai n.
BY ATTORNEY LU:
Q So let nme just ask it this way.

This is pretty simlar to the index in

Shifka; right?
ATTORNEY YUAN: (Cbjection; form
THE WTNESS: |In what way?

BY ATTORNEY LU:

Q Bot h of these indexes have keywords,
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and both of them have document identifiers; isn't
that correct?

A | think Shifka does not specifically
tal ks about file nane, just ID, right? [IDcould
be exanple of file name, but | think Chiueh
explicitly tal ks about file nanme and offset.

Q But Shifka does use -- he calls it an
identifier but doesn't specify what kind of
identifier; correct?

A. Yeah, basically -- yeah, ID, yeah.
Basically IDis a name, yeah. You can say IDis a
nanme, yeah. Yeah

Q And in Chiueh, Chiueh says the

identifier includes the file nane and the page

of fset?
ATTORNEY YUAN: (bjection; form
THE WTNESS: Chiueh, | think, in
par agraph 23 tal ks about the first -- in sone

enbodi nent the first index information may include
a file nane of the docunent and a page offset in
t he docunent.

So it's saying that at least -- that's
sone -- one exanple of index infornmation.
BY ATTORNEY LU:

Q And the page offset is the page within
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t he docunent that contains the keyword; correct?
Let ne just give an exanple.
So if | have a docunent and on page 9 it

has the word "doctor,” and |"'mcreating this
i ndex, according to Chiueh, it's going to extract
out that word "doctor" and then associate it with
a docunent ID that includes the file nanme and the
page offset, which is page 9 in this case.
Is that correct?
ATTORNEY YUAN: (bjection; form
THE W TNESS: Yeah, so | woul d just
caution you to say that -- in the beginning of 23,
it tal ks about:
"After step S220, a step S225 is
executed, by which the client 110
records the encrypted significant words
and a plurality of information in a
significant word set --"
Yeah, so basically do this for every
si ngl e word.
"-- where the first index
i nformation indicate a page in the
encrypted pages where the encrypted

significant words conmes from"

Yeah. So the exanple they gave, howis
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it different fromthe exanple that Chiueh actually
gave at the end of the paragraph 223, right, talks
about, you know, the file nanme AA has five pages,
and the significant word "hone" is extracted from
the third page. So -- then the index -- first
i ndex woul d have, you know, the significant word
of "hone," and i ncludes AA conm 3.
BY ATTORNEY LU:

Q Chi ueh doesn't specify what encryption
mechanismit uses; is that correct?

ATTORNEY YUAN. (bjection; form

THE WTNESS: Let ne look at -- | ook at
the figure. |I'msure it tal ks about encryption,
but whether it uses specific -- has to be specific

encryption algorithm that | don't recall.
BY ATTORNEY LU:

Q But a POSI TA woul d under st and Chi ueh's
i ndex could use -- at least with respect to the
docunent that is encrypted, it's agnostic to the
encryption nethod; right?

A Hold on, hold on. Let ne see here.

Yeah, so if you read paragraph 8.
Q Uh- huh.
A. And it tal ks about, you know, basically:

"The di scl osure provides the
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docunent processing nethod which is

described as follows: A client device,

this one docunent of plurality docunent
pages and individually encrypts --
encrypts the docunent pages by a first
key to obtain a plurality of encrypted
pages, the client renoves part of words
from docunent pages, obtain plurality of
significant words and individually
encrypts a significant words by a second
key, different from-- different to the
first key to obtain a plurality of
encrypted significant words."

Yeah, so at |east tal ks about using
different keys to encrypt keywords versus the
ori gi nal docunent.

Q Right. So why does it use different
keys to encrypt the keywords and encrypt the
docunent ?

A Wl |, then, there's -- could be what the
search encryption algorithmis asking for; and

also that's all kind of thing that you talk

about -- | nean, the academcs will tal k about how
they not |eak information -- yeah.
So basically you don't want to -- to
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all ow people to basically say, oh, let's say the
keyword is encrypted using sane key as the
docunent, then you can't do, just say, oh, | know
that this docunent has this word.

The other words | don't know, but | know
it has this word, because the sane encrypted
result. So you don't want that happen. Basically
that's | eaki ng sonething that you don't want to
| eak.

So in crypto ideally you want to | eak
nothing. That's why you use a different key, then
you don't even know what this docunent contains,
actual ly.

Q Ckay. So it says to use different
keys, but it doesn't specify which encryption
nmechani sm you use; correct?

A. Yeah, let ne take a | ook. Wien | first
tal k about Chiueh in ny declaration, do | -- did I

mention that or not?

In the context of the -- of this case |
don't know -- let ne see. Let ne see.
Chi ueh does not -- let ne see here.

So it tal ks about this CSP key. It
doesn't really explain what CSP key is. Let ne

see here.
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Q Yeah, | don't think it specifies what
kind of key it is, but it's just the key that
encrypts the docunent pages.

A. Yeah, | talk about -- | think the way to
tal k about encryption, actually you separate the
docunent into pages and encrypt it, and then every
single -- encrypt the page individually. So I'm
sure there's sone -- sonme way of doing this in
terns of the inplenentation; but if your question
is the specific encryption algorithm 1'm
trying -- I'"'mstill trying to find where do they
tal k about it or not talk about it, basically.

But | would say that the encryption is
different in the sense they don't encrypt the
whol e docunent, because they do divide up the
docunent into pages and encrypt each page. So you
actually having a plurality of encrypted pages
basi cal | y.

Q Right. But the encryption algorithm
you use to encrypt each page, would a PCSI TA
understand that it doesn't matter, in the context
of Chiueh, |ike, which one you use?

ATTORNEY YUAN. (Objection to form

THE WTNESS: Like | said, | nean --

mean -- I'mstill trying to find where Chiueh talk
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about, you know, an exanple or teaching of
specifically algorithmto be used. But | cannot
find it in ny declaration, and depend -- | would
just say that fromthe point of view of
under st andi ng and agreei ng what Chiueh is
teaching, the specific algorithmthey use encrypt
the pages, this is orthogonal to what's being
taught in the patent, let's put it this way.
BY ATTORNEY LU

Q "' msorry.

A. Meani ng that all the pages -- the

docunent pages, they encrypt them any encryption

algorithmwould -- would work in the encryption
step, | woul d say.
Q Ckay.

A. Now, if Chiueh tal ks about it, you know,
we shoul d probably, you know --

Q Yeah, | don't think it does.

A Yeah.

Q | went through it. | don't think it
does. But | understand if it does, you'll
i ncorporate that.

ATTORNEY LU  So let ne see. Actually,

that's all the questions I had, so |l -- | pass the

W t ness.
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THE WTNESS: Gkay. All right. Thank
you.

ATTORNEY YUAN: Counsel, can we take a
15-m nut es break?

ATTORNEY LU:  Sure.

ATTORNEY YUAN: Ckay.

(Recess taken from2:29 p.m to

3:00 p.m)

ATTORNEY YUAN. | don't have any
guestion for Dr. Lee, and we can concl ude this
deposi ti on.

(Wher eupon, at 3:00 p.m, the proceedi ngs

concl uded.)
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CERTI FI CATE OF SHORTHAND REPORTER

I, Gail Inghram Registered D plonmate
Reporter, Certified Realtine Reporter, California
Certified Shorthand Reporter No, 8635, and Notary
Public, the officer before whomthe foregoing
proceedi ngs were taken, do hereby certify that
the foregoing transcript is a true and correct
record of the proceedings; that said proceedings
were taken by nme stenographically and thereafter
reduced to typewiting under ny supervision; and
that | am neither counsel for, related to, nor
enpl oyed by any of the parties to this case and
have no interest, financial or otherwise, inits
out cone.

Dat ed: Decenber 21, 2023

/'ﬁ,?’ ' .E»cgﬂf- am/

GAIL I NGHRAM BA, RDR, CRR, CA-CSR 8635
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DR. VENKE LEE

RE: NETSKOPE, INC. v. FORTINET, INC

Decenber 13, 2023, DR WENKE LEE

The above-referenced transcript has been conpl eted by
Lexitas Legal and review of the transcript is being handl ed
as follows:

__ Per CA State Code (CCP 2025.520 (a)-(e)) - Contact
Lexitas Legal to schedule a tine to review the original
transcript at a Lexitas Legal office.

___ Per CA State Code (CCP 2025.520 (a)-(e)) - Locked . PDF
Transcript - The witness should review the transcript and
make any necessary corrections on the errata pages included
bel ow, notating the page and |ine nunber of the corrections.
The wi tness should then sign and date the errata and penalty
of perjury pages and return the conpl eted pages to al
appearing counsel within the period of time determ ned at
t he deposition or provided by the Code of Civil Procedure.

~__Waiving the CA Code of Gvil Procedure per Stipulation
of Counsel - Original transcript to be released for
signature as determ ned at the deposition.

___Signature Waived - Reading and Signature was wai ved at
the tinme of the deposition.

___Federal Read and Sign Requested (FRCP 30(e)(1)(B) -

Locked . PDF Transcript - The witness should review the
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transcript and nmake any necessary corrections on the errata
pages included bel ow, notating the page and |ine nunber of
the corrections. The witness should then sign and date the
errata and penalty of perjury pages and return the conpl eted
pages to all appearing counsel within the period of tine
determ ned at the deposition or provided by the Federal

Rul es.

XXXX _ Federal Read and Sign Not Requested - Reading and
Si gnature was not requested before the conpletion of the

deposi tion.
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ERRATA

I wsh to nake the foll ow ng changes,

for the follow ng reasons:

Page Line

CHANGE:
REASON:

CHANGE:
REASON:

CHANGE:
REASON:

CHANGE:
REASON:

CHANGE:
REASON:

CHANGE:
REASON:

CHANGE:
REASON:

CHANGE:
REASON:

CHANGE:
REASON:

DATE

DR, VENKE LEE
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Dr. Wenke Lee December 13, 2023

I, DR VENKE LEE, do hereby certify:

That | have read the foregoing
deposi tion;

That | have made such changes in form
and/ or substance to the within deposition as
m ght be necessary to render the sane true and
correct;

That havi ng nmade such changes t hereon,
| hereby subscribe ny nane to the deposition.

| declare, under penalty of perjury,
that the foregoing is true and correct.

Executed this _ day of

, 2023, at ,
(city)

(State)

DR. VEENKE LEE
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