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REDUCING REDUNDANT OPERATIONS PERFORMED BY MEMBERS OF A
COOPERATIVE SECURITY FABRIC

CROSS-REFERENCE TO RELATED PATENTS
[0001] This application claims the benefit of priority of US Provisional Application No.
62/503,252, filed on May 8, 2017, which is hereby incorporated by reference in its entirety for all

purposes.

COPYRIGHT NOTICE

[0002] Contained herein is material that is subject to copyright protection. The copyright owner
has no objection to the facsimile reproduction of the patent disclosure by any person as it appears
in the Patent and Trademark Office patent files or records, but otherwise reserves all rights to the

copyright whatsoever. Copyright © 2017, Fortinet, Inc.

BACKGROUND

Field

[0003] Embodiments of the present invention generally relate to the field of network security.
In particular, various embodiments relate to systems and methods for managing network security

operations among cooperative security appliances.

Description of the Related Art

[0004] In a large network, many network security appliances may be deployed at different
locations within the network. Network traffic transmitted to/from the network may go through
multiple network security appliances along a path within the network. Usually, a network
security appliance may be configured with multiple policies that define security operations to be
executed on the incoming network traffic. The security operations may include network
firewalling, virtual private networking (VPN), antivirus, intrusion prevention (IPS), content
filtering, data leak prevention, antispam, antispyware, logging, reputation-based protections,

event correlation, network access control, vulnerability management, load balancing and traffic
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shaping. When a network security appliance works independently, the network security
appliance may execute its local operations, for example logging, IPS and antivirus scanning, to
incoming network traffic and then transmit the network traffic to a next hop network security
appliance. The next hop network security appliance may also work independently and execute
some operations, such as logging, antivirus scanning. Therefore, operations executed by the next
hop network security appliance may be redundant as these operations have already been done by
a previous network security appliance at a previous hop. In example above, both network
security appliances execute operations to the incoming network traffic based on local policies,
the incoming network traffic are logged and scanned twice at these two appliances. The
repeating scanning may incur unnecessary delay on the transmission of network traffic and the
redundant logging to the same network traffic may waste network resources and introduce

complexity to analytics to the network loggings.

[0005] Therefore, there is a need for a cooperative security fabric (CSF) that may coordinate
operations performed on network traffic to avoid or reduce redundant operations among

members of the CSF.
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SUMMARY

[0006] Systems and methods for coordinating security operations among members of a
cooperative security fabric (CSF) are provided. According to one embodiment, a first network
security appliance of a CSF receives incoming network traffic and determines whether the
network traffic has been transmitted from a second network security appliance based on a flag
carried by one or more packets of the network traffic. If the incoming network traffic is from the
second network security appliance, the first network security appliance determines network
security operations that are executed by the second network security appliance and then
determines local network security operations. The first network security appliance executes the

local network security operations on the network traffic.

[0007] Other features of embodiments of the present invention will be apparent from the

accompanying drawings and from the detailed description that follows.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0008] Embodiments of the present invention are illustrated by way of example, and not by way
of limitation, in the figures of the accompanying drawings and in which like reference numerals

refer to similar elements and in which:

[0009] FIG. 1 illustrates an exemplary network architecture in accordance with an embodiment

of the present invention.

[0010] FIG. 2 is an exemplary topology of a cooperative security fabric (CSF) in accordance

with an embodiment of the present invention.

[0011] FIG. 3 is a flow diagram illustrating a method for inspecting network traffic by a
member device of a cooperative security fabric in accordance with an embodiment of the present

invention.

[0012] FIG. 4 is a block diagram illustrating functional units of a network security appliance
that cooperates with other members of a cooperative security fabric in accordance with an

embodiment of the present invention.

[0013] FIG. 5 is an exemplary computer system in which or with which embodiments of the

present invention may be utilized.
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DETAILED DESCRIPTION

[0014] Systems and methods for coordinating security operations among members of a
cooperative security fabric (CSF) are provided. According to one embodiment, a first network
security appliance of a CSF receives incoming network traffic and determines if the incoming
network traffic is transmitted from a second network security appliance based on the source
address of the network traffic. If the incoming network traffic is from the second network
security appliance, the first network security appliance determines operations that are executed
by the second network security appliance and then determines local operations. The first network

security appliance applies local operations to the incoming network traffic.

[0015] In the following description, numerous specific details are set forth in order to provide a
thorough understanding of embodiments of the present invention. It will be apparent, however, to
one skilled in the art that embodiments of the present invention may be practiced without some
of these specific details. In other instances, well-known structures and devices are shown in

block diagram form.

[0016] Embodiments of the present invention include various steps, which will be described
below. The steps may be executed by hardware components or may be embodied in machine-
executable instructions, which may be used to cause a general-purpose or special-purpose
processor programmed with the instructions to execute the steps. Alternatively, the steps may be

executed by a combination of hardware, software, firmware and/or by human operators.

[0017] Embodiments of the present invention may be provided as a computer program product,
which may include a machine-readable storage medium tangibly embodying thereon instructions,
which may be used to program a computer (or other electronic devices) to execute a process. The
machine-readable medium may include, but is not limited to, fixed (hard) drives, magnetic tape,
floppy diskettes, optical disks, compact disc read-only memories (CD-ROMs), and magneto-
optical disks, semiconductor memories, such as ROMs, PROMs, random access memories
(RAMs), programmable read-only memories (PROMs), erasable PROMs (EPROMs),
electrically erasable PROMs (EEPROMs), flash memory, magnetic or optical cards, or other
type of media/machine-readable medium suitable for storing electronic instructions (e.g.,
computer programming code, such as software or firmware). Moreover, embodiments of the

present invention may also be downloaded as one or more computer program products, wherein
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the program may be transferred from a remote computer to a requesting computer by way of data
signals embodied in a carrier wave or other propagation medium via a communication link (e.g.,

a modem or network connection).

[0018] In various embodiments, the article(s) of manufacture (e.g., the computer program
products) containing the computer programming code may be used by executing the code
directly from the machine-readable storage medium or by copying the code from the machine-
readable storage medium into another machine-readable storage medium (e.g., a hard disk, RAM,
etc.) or by transmitting the code on a network for remote execution. Various methods described
herein may be practiced by combining one or more machine-readable storage media containing
the code according to the present invention with appropriate standard computer hardware to
execute the code contained therein. An apparatus for practicing various embodiments of the
present invention may involve one or more computers (or one or more processors within a single
computer) and storage systems containing or having network access to computer program(s)
coded in accordance with various methods described herein, and the method steps of the
invention could be accomplished by modules, routines, subroutines, or subparts of a computer

program product.

[0019] Notably, while embodiments of the present invention may be described using modular
programming terminology, the code implementing various embodiments of the present invention
is not so limited. For example, the code may reflect other programming paradigms and/or styles,
including, but not limited to object-oriented programming (OOP), agent oriented programming,
aspect-oriented programming, attribute-oriented programming (@OP), automatic programming,
dataflow programming, declarative programming, functional programming, event-driven
programming, feature oriented programming, imperative programming, semantic-oriented
programming, functional programming, genetic programming, logic programming, pattern

matching programming and the like.

Terminology

[0020] Brief definitions of terms used throughout this application are given below.
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[0021] The phrase “network appliance” generally refers to a specialized or dedicated device for
use on a network in virtual or physical form. Some network appliances are implemented as
general-purpose computers with appropriate software configured for the particular functions to
be provided by the network appliance; others include custom hardware (e.g., one or more custom
Application Specific Integrated Circuits (ASICs)). Examples of functionality that may be
provided by a network appliance include, but is not limited to, Layer 2/3 routing, content
inspection, content filtering, firewall, traffic shaping, application control, Voice over Internet
Protocol (VoIP) support, Virtual Private Networking (VPN), IP security (IPSec), Secure Sockets
Layer (SSL), antivirus, intrusion detection, intrusion prevention, Web content filtering, spyware
prevention and anti-spam. Examples of network appliances include, but are not limited to,
network gateways and network security appliances (e.g., FORTIGATE family of network
security appliances and FORTICARRIER family of consolidated security appliances), messaging
security appliances (e.g., FORTIMAIL family of messaging security appliances), database
security and/or compliance appliances (e.g., FORTIDB database security and compliance
appliance), web application firewall appliances (e.g., FORTIWEB family of web application
firewall appliances), application acceleration appliances, server load balancing appliances (e.g.,
FORTIBALANCER family of application delivery controllers), vulnerability management
appliances (e.g., FORTISCAN family of vulnerability management appliances), configuration,
provisioning, update and/or management appliances (e.g., FORTIMANAGER family of
management appliances), logging, analyzing and/or reporting appliances (e.g.,
FORTIANALYZER family of network security reporting appliances), bypass appliances (e.g.,
FORTIBRIDGE family of bypass appliances), Domain Name Server (DNS) appliances (e.g.,
FORTIDNS family of DNS appliances), wireless security appliances (e.g., FORTIWIFI family
of wireless security gateways), FORIDDOS, wireless access point appliances (e.g., FORTIAP
wireless access points), switches (e.g., FORTISWITCH family of switches) and IP-PBX phone
system appliances (e.g., FORTIVOICE family of IP-PBX phone systems).

[0022] The terms “connected” or “coupled” and related terms are used in an operational sense
and are not necessarily limited to a direct connection or coupling. Thus, for example, two devices
may be coupled directly, or via one or more intermediary media or devices. As another example,
devices may be coupled in such a way that information can be passed there between, while not

sharing any physical connection with one another. Based on the disclosure provided herein, one
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of ordinary skill in the art will appreciate a variety of ways in which connection or coupling

exists in accordance with the aforementioned definition.

LR I3 EEIN43

[0023] If the specification states a component or feature “may”, “can”, “could”, or “might” be
included or have a characteristic, that particular component or feature is not required to be

included or have the characteristic.

[0024] FIG. 1 illustrates exemplary network architecture 100 in accordance with an
embodiment of the present invention. In the context of the present example, network architecture
100 includes a private network 120 which is connected to the Internet 110. Private network 120
includes a root network security appliance 121, middle network security appliances 130a and
130b, subnet network security appliances 140a - 140d and subnets 141a - 141d. In this example,
a subnet 151 and a subnet network security appliance 150 are connected to private network 120
through the Internet 110 via VPN. Subnet 151 and subnet network security appliance 150 may be

seen as a part of private network 110.

[0025] In this example, private network 120 may be a protected enterprise network of a
corporation and subnets 141a - 141d may be department networks that are used exclusively by
different departments of the corporation. Each of subnets 141a - 141d may comprise multiple
computers and servers that are coupled to each other through a Local Area Network (LAN) or
wireless LAN (WLAN).

[0026] Root network security appliance 121 separates the internal computing environment of
private network 120 from the external computing environment, represented by Internet 110. Root
network security appliance 121 may intercept communications between Internet 110 and the
network appliances of private network 110 and may, among other things, scan for malware,

viruses or high risk network accesses based on its network policies.

[0027] Each of subnets 141a - 141d may connect to a subnet network security appliance 140a -
140d, that separates a subnet from external computing environment. Subnet network security
appliances 140a -140d may intercept communications transmitted from/to the subnets and may,
among other things, scan for malware, viruses or high risk network accesses based on its network

policies.
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[0028] Similarly, middle network security appliances 130a and 130b that connect root network
security appliance 121 and subnet network security appliances 140a - 140d may also inspect
network traffic between root network security appliance 121 and subnet network security

appliances 140a - 140d based on their respective local policies.

[0029] In the present example, downstream network traffic that is transmitted from the Internet
110 to a subnet 141 goes through three network security appliances, i.e. a root, a middle and a
subnet network security appliance, while upstream network traffic that is transmitted from subnet
141 to the Internet 110 goes through a subnet, a middle and a root network security appliance.
Each network security appliance on a network path has the ability to execute the same security
operations based its local security policies. For example, each of the root, middle and subnet
network security appliances may be configured with a local policy to log all the network traffic.
In embodiments of the present invention, the root, middle and subnet network security
appliances form a cooperative security fabric that coordinates operations among members and
avoids redundant operations even when local policies define the same operations. The operations

of a cooperative security fabric will be described below in reference with FIGs. 2, 3 and 4.

[0030] FIG. 2 shows a topology 200 of a cooperative security fabric that consists of network
security appliances of FIG. 1. In topology 200, a root node 220 corresponds to root network
security appliance 121 which is the outermost network security appliance of the cooperative
security fabric. Root node 220 acts as a WAN role in topology 200 that connects a private
network to other networks or the Internet. Usually, a WAN port of root node 220 is connected to

a public network and its LAN port connects to internal network appliances of the private network.

[0031] At a middle layer of topology 200, there are two branch nodes 230a and 230b
correspond to middle network security appliances 130a and 130b. A branch node is a network
security appliance that connects other network security appliances within the private network.
For example, a WAN port of a branch node is connected to a LAN port of a root node and a

LAN port of the branch node connect to a WAN port of a leaf node.

[0032] Leaf nodes 250a - 250d are the network security appliances that are used for connecting
endpoint devices of the private network. Endpoint devices are the sources or destinations of

network traffic. Leaf nodes 250a - 250d act as a LAN role in topology 200. Usually, a WAN port

- 10 -
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of a leaf node is connected to a LAN port of a branch or root node and LAN ports of leaf node
are connected to endpoint devices, such as personal computers, servers, laptops, tablet computers,
smart phones, printers and etc. For a cooperative security fabric, root nodes and leaf nodes are
called edge nodes where network traffic is coming in or going out of the cooperative security

fabric.

[0033] In FIG. 2, topology 200 includes only one root node and one layer of branch nodes.
Those skilled in the art will appreciate that topology 200 may consist of other combinations of
root, branch and leaf nodes. For example, topology 200 may include multiple root nodes that
connect the private network to other networks. Topology 200 may have paths with no branch
nodes, such as the network path in which a leaf node 250 is connected to root node 220 directly.
Topology 200 may have multiple layers of branch nodes, i.e., multiple branch nodes exist
between a root node and a leaf node. It is also possible that a node acts as a multiple roles in the
topology 200. For example, if a network security appliance connects to another network security
appliance as well as endpoint devices, the network security appliance is a branch node and a leaf

node in the same time.

[0034] In order to cooperate among members of a cooperative security fabric, a member node
of the cooperative security fabric may add one or more flags (e.g., a single bit flag or a collection
of bit fields) to a network packet after the network packet is inspected by the member node. The
network packet carrying the flag is transmitted to another member node at the next hop. When
the network packet is received by a member node at the next hop, the member node may check if
a flag is carried by the network packet. If the flag is founded, the member node may determine to
skip the operations that have been reported via the flag(s) as having been executed by the last
member node. In some examples, the flag may indicate the operations that have been executed
by the member nodes. A member node may decide to execute or skip these operations based on

the flag when network traffic is received from a member node.

[0035] FIG. 3 is a flow diagram illustrating a method for inspecting network traffic by a
member appliance of a cooperative security fabric (CSF) in accordance with an embodiment of

the present invention. In this example, the CSF has a topology as shown in FIG. 2.

-11 -
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[0036] At block 301, a member node of a cooperative security fabric receives an incoming
packet. The member node can be any node of the CSF, such as a root node, a branch node or a

leaf node.

[0037] At block 302, the member node tries to extract a flag carried by the incoming packet.
When the flag is present, it was added to the original network packet by a previous member node
along the transmission path as an indicator to subsequent member nodes along the transmission
path that, possibly among other things, the incoming packet was transmitted from the member
node. The flag may be preferably added to the Internet Protocol (IP) options field of the original
network packet, although other fields, such as type of service (TOS) field, may also be used. The
member node may extract the flag that is set by the other member node from these fields of the

incoming packet.

[0038] At block 303, the member node checks whether the incoming packet is from another
member node of the CSF based on the flag carried by the incoming packet. In one example, the
flag is set to indicate that the network packet is transmitted from a member node. In another
example, the flag may include more information about the distribution of security operations
among member nodes of a CSF. For example, a flag may be added to the first packet of a session
only and no flag may be added to subsequent packets of the session. The flag in the first packet
of the session may indicate that one or more network security operations (e.g., antivirus scanning,
intrusion prevention (IPS), content filtering, data leak prevention (DLP), antispam, antispyware,
reputation-based protections, event correlation, network access control, vulnerability
management, load balancing, application control and traffic shaping) will be or have already
been performed by the member node and that subsequent member nodes along the transmission
path need not execute the same operation(s) again. In another example, a signature of the
member node may be included in or accompany the flag and may be carried to other member
nodes by the network packet. Other member nodes may extract the signature from the packet to
authenticate that the flag carried by the network packet was actually transmitted from the
member node. By checking the flag carried by the network packet, the local member node may

determine that the network packet was transmitted from another member node of the CSF.

[0039] If a flag is not present in the incoming packet, it means that the member node is the first

member of the CSF to receive the incoming packet. This may happen to root nodes for

-12 -
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downstream network traffic and leaf nodes for upstream network traffic. The process goes to
block 306 which will be described further below. If the incoming packet is from another member

node, the process goes to block 304.

[0040] At block 304, the member node may determine what network security operations have
been performed on the incoming packet by the member nodes at previous hops. In one example,
the member node may assume that all security operations that the member nodes at previous
hops are capable of executing have been performed when a flag associated with a member node
is present within the incoming packet. In another example, the flag is added to each packet to
indicate that one or more security operations have been executed by the flagging member node
and other member nodes along the transmission path do not need to execute the same operation
again. Further, each bit of the flag may correspond to a particular network security operation. A
member node of the CSF may set a corresponding bit of the flag when a particular security
operation will be or has been executed by it. For example, bit O of the flag may be used for traffic
logging, bit 1 of the flag may be used for antivirus, bit 3 of the flag may be used for IPS and etc.
If a member node is configured to execute logging and IPS, then bits O and 3 of the flag are set
by the member node before transmitting the packet back onto the network. A member node may
determine which security operations have been executed by previous member nodes along the

transmission path by checking corresponding bits of the flag carried by the network packet.

[0041] At block 305, the member node determines local network security operations to perform
on received network traffic based on operations of the member nodes at previous hops. In one
example, the member node may skip one or more operations that have been executed at previous
hops. For example, traffic logging may be executed only once at the first edge node based on a
policy of a CSF. A logging flag may be set by the first edge member node after the first packet of
a session is inspected by the first edge member node. All other member nodes along the
transmission path may check the logging flag carried by the packet and do not execute the same
logging operation so as to avoid redundancy. In another example, the member node may override
CSF rules based on local policies, i.e., the local member node may determine to execute an
operation despite the fact that the flag indicates that the operation has previously been executed

by a previous member node (e.g., the previous hop member node) along the transmission path.
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[0042] At block 306, the member node may execute the local network security operations
determined based on local policies, skip those of the local network security operations that have
been previously executed by a member node at a previous hop or override CSF rules to execute

the local network security operations that have been previously executed at a previous hop.

[0043] At block 307, the member node may add a flag to the incoming packet according to the
security operations that will be or have been executed by the member node. When the flag has
been added by previous member nodes, the member node may update corresponding bits of the
flag based on the local security operations that will be or have been executed by the member
node. The member node may also add the signature of the member node to the flag in order that
other member node may authenticate the flag. The member node may further detect if there is
enough space to add the flag to the IP options field because many flags and signatures of
previous member node may have previously been added to the IP options field. If not enough
space is left in the IP options field, the member node may add/update a flag corresponding to the
operations that are executed by the member to the IP options field and omit the signature. In
another example, the flag is used exclusively within a cooperative security fabric to coordinate
the operations among member nodes. When a network packet is to be transmitted out of the CSF,
the flag may be removed from the network packet so as to hide the internal operations of the CSF.
Therefore, an edge member node at the last hop of the CSF may remove the flag from the

network packet before the network packet is transmitted out of the CSF.

[0044] At block 308, the member node transmits the incoming packet to a network appliance at

next hop.

[0045] FIG. 4 is a block diagram illustrating functional units of a network security appliance
400 that cooperates with other members of a cooperative security fabric in accordance with an
embodiment of the present invention. As shown in FIG. 4, network security appliance 400 can
include an incoming network interface 401, a CSF manager 402, a CSF member list 403, a

security engine 404 and an outgoing network interface 405.

[0046] CSF manager 402 is used for managing distribution of security operations among

members of the CSF.
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[0047] Incoming network interface 401 is used for receiving network traffic from other network

appliances.

[0048] After network packet is received at incoming network interface 401, a flag indicating
that the network packet has been transmitted from another member node of a CSF may be
extracted from the network packet by CSF manager 402. The flag may have been added to the IP
options field by a previous member node along the transmission path. If the flag is founded in the
IP options field, CSF manager 402 may determine that the network traffic was transmitted from a
member node of the CSF at a previous hop. CSF manager 402 may further determine what
network security operations have been performed by the previous hop member node. CSF
manager 402 may determine the network security operations by checking a bit in the flag that
corresponds to the operation. The CSF manager 402 may further authenticate if the flag is from
the member node it purports to be from based on a signature/token carried within or otherwise
associated with the flag. The signatures/tokens of member nodes of a CSF may be synchronized

through a tunnel between members.

[0049] After operations of member nodes at previous hops are determined, CSF manager 402
may further determine the local operations that are to be executed. For example, CSF manager
402 may determine that operations that are defined by local security policies should be executed
at local the machine but skip the operations that have been performed or will be executed by
previous member nodes based on the CSF rule. In this manner, the network security operations
previously performed by other member nodes will not be repeated at the local machine. In
another example, CSF manager 402 may determine to override the CSF rule based on a local rule,
i.e., the operations previously performed by other member nodes will still be executed at the

local machine.

[0050] Security engine 404 is used for executing security operations determined by CSF
manager 402. Security engine 404 may inspect the network traffic to determine if the network
traffic should be allowed or blocked. Other operations, such as antivirus, DLP, IPS, of security
engine 404 are well known to those skilled in the art and further description thereof will be

omitted.

[0051] Outgoing network interface 405 is used for transmitting the network traffic to next hop

after the network packet is inspected by security engine 404. In one example, the flag indicating
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the local operations may be updated or added to the IP header of the network packet before it is
transmitted to the next hop. In another examples, the flag may be removed from the network

packet by an edge member node if the network packet is to be transmitted out of the CSF.

[0052] FIG. 5 is an example of a computer system 500 with which embodiments of the present
disclosure may be utilized. Computer system 500 may represent or form a part of a network
security appliance (e.g., root network security appliance 121, middle network security appliance
130a or 130b, subnet network security appliance 140a-d, subnet network appliance 150 or

network security appliance 400), a server or a client workstation.

[0053] Embodiments of the present disclosure include various steps, which have been described
in detail above. A variety of these steps may be executed by hardware components or may be
tangibly embodied on a computer-readable storage medium in the form of machine-executable
instructions, which may be used to cause a general-purpose or special-purpose processor
programmed with instructions to execute these steps. Alternatively, the steps may be executed by

a combination of hardware, software, and/or firmware.

[0054] As shown, computer system 500 includes a bus 530, a processor 505, communication
port 510, a main memory 515, a removable storage media 540, a read only memory 520 and a
mass storage 525. A person skilled in the art will appreciate that computer system 500 may

include more than one processor and communication ports.

[0055] Examples of processor 505 include, but are not limited to, an Intel® Itanium® or
Itanium 2 processor(s), or AMD® Opteron® or Athlon MP® processor(s), Motorola® lines of
processors, FortiSOC™ gystem on a chip processors or other future processors. Processor 505

may include various modules associated with embodiments of the present invention.

[0056] Communication port 510 can be any of an RS-232 port for use with a modem based
dialup connection, a 10/100 Ethernet port, a Gigabit or 10 Gigabit port using copper or fiber, a
serial port, a parallel port, or other existing or future ports. Communication port 510 may be
chosen depending on a network, such a Local Area Network (LAN), Wide Area Network

(WAN), or any network to which computer system 500 connects.
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[0057] Memory 515 can be Random Access Memory (RAM), or any other dynamic storage
device commonly known in the art. Read only memory 520 can be any static storage device(s)
such as, but not limited to, a Programmable Read Only Memory (PROM) chips for storing static

information such as start-up or BIOS instructions for processor 505.

[0058] Mass storage 525 may be any current or future mass storage solution, which can be used
to store information and/or instructions. Exemplary mass storage solutions include, but are not
limited to, Parallel Advanced Technology Attachment (PATA) or Serial Advanced Technology
Attachment (SATA) hard disk drives or solid-state drives (internal or external, e.g., having
Universal Serial Bus (USB) and/or Firewire interfaces), such as those available from Seagate
(e.g., the Seagate Barracuda 7200 family) or Hitachi (e.g., the Hitachi Deskstar 7K1000), one or
more optical discs, Redundant Array of Independent Disks (RAID) storage, such as an array of
disks (e.g., SATA arrays), available from various vendors including Dot Hill Systems Corp.,

LaCie, Nexsan Technologies, Inc. and Enhance Technology, Inc.

[0059] Bus 530 communicatively couples processor(s) 505 with the other memory, storage and
communication blocks. Bus 530 can be, such as a Peripheral Component Interconnect (PCI) /
PCI Extended (PCI-X) bus, Small Computer System Interface (SCSI), USB or the like, for
connecting expansion cards, drives and other subsystems as well as other buses, such a front side

bus (FSB), which connects processor 505 to system memory.

[0060] Optionally, operator and administrative interfaces, such as a display, keyboard, and a
cursor control device, may also be coupled to bus 530 to support direct operator interaction with
computer system 500. Other operator and administrative interfaces can be provided through

network connections connected through communication port 510.

[0061] Removable storage media 540 can be any kind of external hard-drives, floppy drives,
IOMEGA® Zip Drives, Compact Disc — Read Only Memory (CD-ROM), Compact Disc — Re-
Writable (CD-RW), Digital Video Disk — Read Only Memory (DVD-ROM).

[0062] Components described above are meant only to exemplify various possibilities. In no
way should the aforementioned exemplary computer system limit the scope of the present
disclosure.
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[0063] While embodiments of the invention have been illustrated and described, it will be clear
that the invention is not limited to these embodiments only. Numerous modifications, changes,
variations, substitutions, and equivalents will be apparent to those skilled in the art, without

departing from the spirit and scope of the invention, as described in the claims.
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CLAIMS

What is claimed is:

1. A method comprising;
receiving, by a first network security appliance of a private network that is
participating in a cooperative security fabric (CSF), network traffic that is to be inspected
by the first network security appliance;
determining, by the first network security appliance, whether the network traffic
has been transmitted from a second network security appliance that is participating in the
CSF based on a flag carried by one or more packets of the network traffic;
when the network traffic is determined to have been transmitted from the second
network security appliance:
determining, by the first network security appliance, one or more network
security operations that are executed by the second network security appliance;
determining, by the first network security appliance, one or more local
network security operations that are to be executed by the first network security
appliance based on the one or more network security operations that are executed
by the second network security appliance; and
executing, by the first network security appliance, the one or more local

operations on the network traffic.

2. The method of claim 1, wherein determining, by the first network security appliance, one
or more network security operations of the first network security appliance to be executed by the
first network security appliance based on the one or more network security operations that are
executed by the second network security appliance further comprises skipping, by the first
network security appliance, the one or more network security operations that are executed by the
second network security appliance.

3. The method of claim 1, wherein determining, by the first network security appliance, one
or more network security operations of the first network security appliance to be executed by the

first network security appliance based on the one or more network security operations that are
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executed by the second network security appliance further comprises determining, by the first
network security appliance, one or more network security operations that are to be executed by
the first network security appliance except the one or more network security operations that are

executed by the second network security appliance based on local network polices.

4. The method of claim 1, wherein determining, by the first network security appliance, one
or more network security operations of the first network security appliance to be executed by the
first network security appliance based on the one or more network security operations that are
executed by the second network security appliance further comprises determining, by the first
network security appliance, that the one or more network security operations that are executed by

the second network security appliance are to be executed by the first network security appliance.

S. The method of claim 1, further comprising when the network traffic is not transmitted
from the second network security appliance, executing, by the first network security appliance,

one or more local network security operations specified by one or more local policies.

6. The method of claim 1, wherein the flag indicates the network security operations

executed by the second network security appliance.

7. The method of claim 1,further comprising:
updating, by the first network security appliance, the flag to indicate the network
security operations executed by the first network security appliance; and
transmitting, by the first network security network appliance, the network traffic

with the updated flag to a next network appliance participating in the CSF.

8. The method of claim 1, further comprising:
removing, by the first network security appliance, the flag from the network
traffic; and
transmitting, by the first network security network appliance, the network traffic

without the flag to a next network appliance.
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9. The method of claim 8, further comprising:
determining, by the first network security appliance, whether the first network
security appliance is an edge appliance of the private network; and
when said determining is affirmative, then removing, by the first network security

appliance, the flag from the network traffic.

10. The method of claim 8, further comprising:
determining, by the first network security appliance, whether the first network
security appliance is connected to an end point device; and
when said determining is affirmative, then removing, by the first network security
appliance, the flag from the network traffic before transmitting the network traffic to the

end point device.

11. The method of claim 1, wherein the flag further comprises or is associated with a
signature of the second network security appliance and wherein the method further comprises
authenticating, by the first network security appliance, the second network security appliance

based on the signature.

12. The method of claim 1, wherein the flag is carried in an Internet Protocol (IP) header
field of the one or more packets.
13. The method of claim 1, wherein the one or more packets in which the flag is carried

comprises a first packet of a session.

14.  The method of claim 1, wherein the one or more network security operations include

network traffic logging.
15. The method of claim 1, wherein the one or more network security operations include one
or more of antivirus scanning, intrusion prevention (IPS), content filtering, data leak prevention,

antispam, antispyware, reputation-based protections, event correlation, network access control,

vulnerability management, load balancing, application control and traffic shaping.
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ABSTRACT

[0064] Systems and methods for coordinating security operations among members of a
cooperative security fabric (CSF) are provided. According to one embodiment, a first network
security appliance of a CSF receives incoming network traffic and determines whether the
network traffic has been transmitted from a second network security appliance based on a flag
carried by one or more packets of the network traffic. If the incoming network traffic is from the
second network security appliance, the first network security appliance determines network
security operations that are executed by the second network security appliance and then
determines local network security operations. The first network security appliance executes the

local network security operations on the network traffic.
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Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is nhot checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or mare joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all jeoint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature [/Michael A DeSanctis/ Date (YYYY-MM-DD)| 017-09-27
First Name hdichael A Last Name | PeSanctis Registration Number 9957
Additional Signature may be generated within this form by selecting the Add button. Add

EFS Web 2.2.12
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PTO/AIA/M4 (11-15)

Approved for use through 04/30/2017. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid CMB control number.

L Attorney Docket Number
Application Data Sheet 37 CFR 1.76

FORT-023900

Application Number

Title of Invention | - pp i

REDUCING REDUNDANT OPERATIONS PERFORMED BY MEMBERS OF A COOPERATIVE SECURITY

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

EFS Web 2.2.12
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.S.C. 2(b)(2); (2) furnishing of the information sclicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1 The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.5.C. 552) and the Privacy
Act {5U.5C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiaticns.

3 Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organizaticn, pursuant to the Patent CooperationTreaty.

6.  Arecord in this system of records may be disclosed, as a routine use, tc ancther federal agency for purposes of National Security review (35 U.5.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
pregrams, under authority of 44 U.5.C. 2604 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpese, and any other relevant (i.e., G5A or Commerce) directive. Such disclosure shall not be used te make determinations about
individuals.

8.  Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 US.C.
122(b) or issuance of a patent pursuant to 35 US.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential violation of law or regulation.

EFS Web 2.2.12
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)
Applicant/Patent Owner: Fortinet, Inc.

Application No./Patent No.: Filed/Issue Date: S€ptember 27, 2017

Titled: REDUCING REDUNDANT OPERATIONS PERFORMED BY MEMBERS OF A COOPERATIVE SECURITY FABRIC
Fortinet, Inc. _a corporation

{(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. |:| An assignee of less than the entire right, title, and interest (check applicable box):

|_| The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. |:| The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a copy
thereof is attached.

B. |:] A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: To:

The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
2. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

[Page 1 of 2]
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

3. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
4. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
5. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
6. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

D Additional documents in the chain of title are listed on a supplemental sheet(s).

As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/Michael A DeSanctis/ September 27, 2017
Signature Date

Michael A. DeSanctis 39957

Printed or Typed Name Title or Registration Number

[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark
Office may not be able to process and/or examine your submission, which may result in termination of proceedings
or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the
course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the
public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to
public inspection or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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ASSIGNMENT

WHEREAS, I, Xiaodong Xu, have invented certain new and useful
improvements for which an application entitled

‘“REDUCING REDUNDANT OPERATIONS PERFORMED BY MEMBERS OF A
COOPERATIVE SECURITY FABRIC”

is about to be made for Letters Patent of the United States, the application having been
executed on even date herewith, and which may be identified in the United States Patent and
Trademark Office by Application No. , filed on and further
identified as Atty. Docket No. FORT-023900.

WHEREAS, Fortinet, Inc., a Corporation of the State of Delaware, and
having its principal offices at 899 Kifer Rd., Sunnyvale, CA 94086 (hereafter “Assignee”), is
desirous of acquiring the entire right, title and interest in and to the application, any
inventions or discoveries described therein and in, to and under any and all Letters Patents to
be obtained therefor;

NOW, THEREFORE, for good and valuable consideration, the receipt and
sufficiency of which is hereby acknowledged, I have sold, assigned and transferred, and by
these presents do hereby sell, assign and transfer unto the Assignee, its successors and
assigns:

1. the entire right, title and interest in and to the application, any inventions or
discoveries described therein and the Letters Patent(s), both foreign and domestic,
that may or shall issue, including all rights under the International Convention,
and

2. all proceeds of the application, any inventions or discoveries described therein and
the Letters Patent(s) (including but not limited to, damages for pre-patent grant
infringement, all license royalties and proceeds of infringement suits); and in and
to any and all causes of action (excepting claims upon the United States of
America) for past, present, and future infringement of any of the Letters Patent(s),
or relating to any inventions or discoveries described therein, including the right
to collect royalties and seek injunctive relief, for all such infringements and the
right to sue on all such causes of action for their own use and benefit and the use
and benefit of their successors, assigns and legal representatives,

I do hereby authorize and request the Commissioner of Patents to issue the
Letters Patent(s) to the Assignee in accordance herewith.

I hereby authorize the Assignee, its successors and assigns or anyone it may

properly designate, to insert in this instrument the filing date and Application No. of the
application when ascertained.
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I further authorize the Assignee, its successors and assigns, or anyone it may
properly designate, to apply for Letters Patent, in its own name, if desired, in any and all
foreign countries, and additionally to claim the filing date of the United States application
and/or otherwise take advantage of the provisions of the International Convention.

I do hereby covenant and agree with the Assignee, its successors and assigns,
that I will not execute any writing or do any act whatsoever conflicting with these presents,
and that I or my executors or administrators will, at any time upon request, without further or
additional consideration, but at the expense of the Assignee, its successors and assigns,
execute such additional writings and do such additional acts as the Assignee, its successors
and assigns, may deem necessary or desirable to perfect the Assignee’s enjoyment of this
grant, and render all necessary assistance in making application for and obtaining original,
continuation, divisional, reissued, reexamined, substitute or extended Letters Patent(s) of the
United States, or of any and all foreign countries on the invention, and in enforcing any
rights, occurring as a result of such applications or patents, by giving testimony in any
proceedings or transactions involving such applications or patents.

In Witness Whereof, I have hereunto set my hand and affixed my seal on the
date written below. e

A
Signature: / W W

Date: ééip .27 ) 20/ 7

Full Name: | Xiaodong Xu

Address: 7736 160 St.

Surrey, BC V4N 0T5

CANADA
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PTOAIAI01 (06-12)
Approved for use through 01/31/2014. ONMB 0651-0032
U.S. Patentand Trademark Office; U.S. DEPARTVENT OF COMVERCE

Under the Paperwork Reduction Actof 1995, no persons are required to respond to a collection of information unless itdisplays a valid OMB control number.

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76)

Title of

REDUCING REDUNDANT OPERATIONS PERFORMED BY MEMBERS OF A
Invention |( § 0 P [

RATIVE SECURITY FABRIC

As the below named inventor, | hereby declare that

This declaration N
is directed to: @ The attached application, or

D United States application or PCT international application number

filed on

The above-identified application was made or authorized to be made by me.

I believe that| am the original inventor or an original jointinventor of a claimed invention in the application.

I hereby acknowledge thatany willful false statement made in this declaration is punishable under 18 U.S.C. 1001
by fine or imprisonment of not more than five (5) years, or both.

WARNING:

Petitioner/applicantis cautioned to avoid submitling personal information in documents filed in a patent application that may
contribute to identity theft Personal information such as social security numbers, bank accountnumbers, or credit card numbers
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO
to supporta petition or an application. If this type of personal information is included in documents submitted to the USPTO,
petitioners Applicants should consider redacting such personal information from the documents before submitting them to the
USPTO. Petitioner/applicantis advised that the record of a patentapplication is available t the public after publication of the
application (unless a non-publication requestin compliance with 37 CFR 1.213(a) is made in the application) or issuance of a
patent Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and creditcard authorization forms
PT0-2038 submitted for payment purposes are notretained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

/ Date (Optional) : ’é/é‘f) 277 20/ ?

H F
Inven’eor:)(”“Jdong}(u Z

/S,
Signature: //i’/ /%
Z, é

Note: An application data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, mustaccompany this form or must have
been previously filed. Use an additional PTO/AIA/01 form for each additional inventor.

This collection of information is required by 35U.5.C. 115and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which is © file (and
by the USPTO ® process) an application. Confidentiality is governed by 35U.S.C. 122and 37 CFR 1.11 and 1.14. This collection is estimated © ke 1 minute ©
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of ime you require to complete this form and or suggestons for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patentand Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORNMS TO
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

Hyouneed assistance in compleling the form, call1-800-P10-9199 and selectoplion 2.
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Electronic Patent Application Fee Transmittal

Application Number: 15716925

Filing Date:

REDUCING REDUNDANT OPERATIONS PERFORMED BY MEMBERS OF A

Title of Invention: COOPERATIVE SECURITY FABRIC

First Named Inventor/Applicant Name: Xiaodong Xu
Filer: Michael A. DeSanctis
Attorney Docket Number: FORT-023900

Filed as Large Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Sul:’-s'l'g(tsa\)l in
Basic Filing:
UTILITY APPLICATION FILING 1011 1 280 280
UTILITY SEARCH FEE 1111 1 600 600
UTILITY EXAMINATION FEE 1311 1 720 720
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:
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Description Fee Code Quantity Amount Sul:’-s'l'g(t;)l in
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1600
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Electronic Acknowledgement Receipt

EFS ID: 30489864
Application Number: 15716925
International Application Number:
Confirmation Number: 5533

Title of Invention:

COOPERATIVE SECURITY FABRIC

REDUCING REDUNDANT OPERATIONS PERFORMED BY MEMBERS OF A

First Named Inventor/Applicant Name:

Xiaodong Xu

Correspondence Address:

MICHAEL A DESANCTIS

HAMILTON DESANCTIS & CHA LLP

12640 W. Cedar Drive, Suite 1

LAKEWOOD Cco
uUs 303-856-7155

mdesanctis@hdciplaw.com

80228

Filer:

Michael A. DeSanctis

Filer Authorized By:

Attorney Docket Number: FORT-023900
Receipt Date: 27-SEP-2017
Filing Date:
Time Stamp: 14:04:21

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes
Payment Type CARD
Payment was successfully received in RAM $1600
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RAM confirmation Number 092817INTEFSW14044301

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

File Listing:
Document . . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
35146
1 Fee Worksheet {(SB06) fee-info.pdf no 2
f278a55ff9ad96a52a9359150c13d8a%f 7aa)
Warnings:
Information:
Total Files Size (in bytes)4 35146

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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DocCode — SCORE

SCORE Placeholder Sheet for IFW Content

Application Number: 15716925 Document Date: 09/27/2017

The presence of this form in the IFW record indicates that the following document type was received
in electronic format on the date identified above. This content is stored in the SCORE database.

Since this was an electronic submission, there is no physical artifact folder, no artifact folder is
recorded in PALM, and no paper documents or physical media exist. The TIFF images in the IFW
record were created from the original documents that are stored in SCORE.

Drawing

At the time of document entry (noted above):

e USPTO employees may access SCORE content via eDAN using the Supplemental Content
tab, or via the SCORE web page.

e External customers may access SCORE content via PAIR using the Supplemental Content
tab.

Form Revision Date: August 26, 2013
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO, Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

Apfr%ﬁﬁgzON I 3511(LCI)NDGAOTYE G%%?ET I FIL FEE REC'D I ATTY.DOCKET.NO ITOT CLAIMSIIND CLAIMSl
15/716,925 09/27/2017 2431 1600 FORT-023900 15 1
CONFIRMATION NO. 5533
64128 FILING RECEIPT
MICHAEL A DESANCTIS
HAMILTON DESANCTIS & CHA LLP R LA W

12640 W. Cedar Drive, Suite 1
LAKEWOOD, CO 80228

Date Mailed: 10/23/2017

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)

Xiaodong Xu, Surrey, CANADA;
Applicant(s)

Fortinet, Inc., Sunnyvale, CA;
Assignment For Published Patent Application

Fortinet, Inc., Sunnyvale, CA

Power of Attorney: The patent practitioners associated with Customer Number 64128

Domestic Priority data as claimed by applicant
This appln claims benefit of 62/503,252 05/08/2017

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes
Permission to Access Search Results: Yes

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 10/20/2017
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The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 15/716,925

Projected Publication Date: 11/08/2018
Non-Publication Request: No

Early Publication Request: No
Title

REDUCING REDUNDANT OPERATIONS PERFORMED BY MEMBERS OF A COOPERATIVE
SECURITY FABRIC

Preliminary Class
726
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number
Substitute for Form PTO-875 15/716,925
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
e o) N/A N/A N/A N/A 280
SEARCH FEE
A i) N/A N/A N/A N/A 600
EXAMINATION FEE
(37 CFR 1.16(0), (p), or (a)) N/A N/A N/A N/A 720
TOTAL CLAIMS )
(37 CFR 1.16(i)) 15 minus 20= OR [« 80 - 0.00
INDEPENDENT CLAIMS ) .
(37 CFR 1.16(h)) 1 minus 3 = x 420 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(837 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* If the difference in column 1 is less than zero, enter "0” in column 2. TOTAL TOTAL 1600
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
w Total v - =
= (37 CF?{ Iav16(i)) Mins = OR |x =
=] Independent * Minus | *** =
E (37 orR 1.16(h) = OR |x =
<§( Application Size Fee (37 CGFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16())) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE($) FEE($) RATE() FEE($)
E AMENDMENT PAID FOR
w Total 0 Minus | ** = =
= (37 oFg{ ?16@)) OR [x =
% Independent Minus - = = OR |«x =
w (37 CFR 1.16(h)) = =
<§: Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO. |
15/716,925 09/27/2017 Xiaodong Xu FORT-023900 5533
64128 7590 11/15/2017
EXAMINER
MICHAEL A DESANCTIS | |
HAMILTON DESANCTIS & CHA LLP SONG, HOSUK
12640 W. Cedar Drive, Suite 1
LAKEWOOD, CO 80228 | ART UNIT | PAPER NUMBER |
2435
| NOTIFICATION DATE | DELIVERY MODE |
11/15/2017 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.
Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the

following e-mail address(es):

mdesanctis @hdciplaw.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
15/716,925 XU, XIAODONG

Office Action Summary Examiner Art Unit ATA (First Inventor to File)
Hosuk Song 2435 f{t;g’s

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING DATE OF
TH[S COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- I NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status
1)X] Responsive to communication(s) filed on 9/27/17.
[] A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon _____ .
2a)[] This action is FINAL. 2b)[X] This action is non-final.

3)[ An election was made by the applicant in response to a restriction requirement set forth during the interview on
__;therestriction requirement and election have been incorporated into this action.

4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5)X Claim(s) 1-15is/are pending in the application.

5a) Of the above claim(s) is/are withdrawn from consideration.
6)[] Claim(s) _____is/are allowed.
7)X Claim(s) 1.5 and 11-15is/are rejected.

)
8)[Xl Claim(s) 2-4 and 6-10 is/are objected to.
9)d Claim(s) are subject to restriction and/or election requirement.
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
hitp/Awww usolo. gov/eatents/init_events/privindex.jsp or send an inquiry to PPHfeadbacki@uspio.qoy.

Application Papers
10)[] The specification is objected to by the Examiner.
11)[X] The drawing(s) filed on 9/27/17 is/are: a)[X] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)[C] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a)JAIl  b)[] Some** c)[] None of the:
1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) IZI Notice of References Cited (PTO-892) 3) D Interview Summary (PTO-413)
. . Paper No(s)/Mail Date.
2) |:| Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4 I:l Other:
Paper No(s)/Mail Date . ) ther:
U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20171031
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Application/Control Number: 15/716,925 Page 2
Art Unit: 2435

The present application, filed on or after March 16, 2013, is being examined under the first

inventor to file provisions of the AIA.
DETAILED ACTION
Claim Rejections - 35 USC § 102

In the event the determination of the status of the application as subject to AIA 35 U.S.C. 102 and
103 (or as subject to pre-AIA 35 U.S.C. 102 and 103) is incorrect, any correction of the statutory basis for
the rejection will not be considered a new ground of rejection if the prior art relied upon, and the rationale
supporting the rejection, would be the same under either status.

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the basis
for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(a)(1) the claimed invention was patented, described in a printed publication, or in public use, on sale or
otherwise available to the public before the effective filing date of the claimed invention.

Claim(s) 1,5,11-15 is/are rejected under 35 U.S.C. 102(a)(1) as being anticipated by Davis et
al(US 9,054,990).

Claim 1: Davis disclose receiving by a first network security appliance of a private network that
is participating in a cooperative security fabric(CSF), network traffic that is to be inspected by the first
network security appliance in (col.6,lines 29-44). Davis disclose determining by the first network security
appliance whether the network traffic has been transmitted from a second network security appliance that
is participating in the CSF based on a flag carried by one or more packets of the network traffic in
(col.7,lines 1-25; col.8,lines 41-49). Davis disclose when the network traffic is determined to have been
transmitted from the second network security appliance and determining by the first network security
appliance, one or more network security operations that are executed by the second network security
appliance in (col.6,lines3-26 ). Davis disclose determining by the first network security appliance, one or

more local network security operations that are to be executed by the first network security appliance
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Application/Control Number: 15/716,925 Page 3
Art Unit: 2435

based on the one or more network security operations that are executed by the second network security
appliance and executing by the first network security appliance the one or more local operations on the
network traffic in (col.9,lines 35-54; col.10,lines 1-10).

Claim 5: Davis disclose when the network traffic is not transmitted from the second network
security appliance, executing by the first network security appliance, one or more local network security
operations specified by one or more local policies in (col.9,lines 1-21).

Claim 6: Davis disclose flag indicates the network security operations executed by the second
network security appliance in (col.5,lines 28-40).

Claim 11: Davis disclose flag further comprises or is associated with a signature of the second
network security appliance and wherein the method further comprises authenticating by the first network
security appliance, the second network security appliance based on the signature in (col.10,lines 1-13).

Claim 12: Davis disclose flag is carried in an Internet Protocol(IP) header field of the one or more
packets in (col.3,lines 1-13).

Claim 13: Davis disclose one or more packets in which the flag is carried comprises a first packet
of a session in (col.8,lines 35-56).

Claim 14: Davis disclose one or more network security operations include network traffic logging
in (col.9,lines 1-18).

Claim 15: Davis disclose one or more network security operations include one or more antivirus
scanning, intrusion prevention(IPS), content filtering, data leak prevention, antispam, antispyware,
reputation-based protection, event correlation, network access control, vulnerability management, load
balancing, application control and traffic shaping in (fig.2).

Allowable Subject Matter
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Application/Control Number: 15/716,925 Page 4
Art Unit: 2435

Claims 2-4,6-10 are objected to as being dependent upon a rejected base claim, but would be
allowable if rewritten in independent form including all of the limitations of the base claim and any
intervening claims.

USPTO Contact Information

Any inquiry concerning this communication or earlier communications from the examiner should
be directed to Hosuk Song whose telephone number is (571)272-3857. The examiner can normally be
reached on mon-fri.

Examiner interviews are available via telephone, in-person, and video conferencing using a
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use
the USPTO Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor,
Joseph Hirl can be reached on 5712723685. The fax phone number for the organization where this
application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be obtained
from either Private PAIR or Public PAIR. Status information for unpublished applications is available
through Private PAIR only. For more information about the PAIR system, see http://pair-
direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer
Service Representative or access to the automated information system, call 800-786-9199 (IN USA OR

CANADA) or 571-272-1000.

/Hosuk Song/
Primary Examiner, Art Unit 2435
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Application/Control No. Applicant(s)/Patent Under
Reexamination
. . 15/716,925 XU, XIAODONG
Notice of References Cited _ .
Examiner Art Unit
Hosuk Song 2435 Page 1 of 1
U.S. PATENT DOCUMENTS
* ot ot Gods | MMy Name CPC Classification US Glassification
* A | US-9,054,990 B2 06-2015 Davis; Mark HO04L45/60 11
* B | US-9,043,893 B1 05-2015 Benson; Glenn Stuart H04L63/029 726/11
* c | US-9,038,178 B 05-2015 Lin; Derek HO04L63/1416 709/224
* D | US-9,021,574 B1 04-2015 Flowers; John S. H04L.63/0209 713/153
* E | US-9,015,823 B2 04-2015 Koponen; Teemu H041.41/0823 726/1
* F | US-8,423,758 B2 04-2013 Singhal; Tara Chand HO04L63/1466 713/150
G | US-
H | US-
I us-
J | US-
K | US-
L | US-
M | US-
FOREIGN PATENT DOCUMENTS
* Countrl:;%%%g?\lztm’\ézmg:; Code MM[f(t\?YY Country Name CPC Classification
N
(e}
P
Q
R
S
T
NON-PATENT DOCUMENTS
* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
U
A
w
X
*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.
U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20171031
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Application/Control No. Applicant(s)/Patent Under
Reexamination
Index of Claims 15716925 XU, XIAODONG
H“m ‘ H ‘ ‘ “““H “HW ‘l“ e .
HOSUK SONG 2435
v Rejected - Cancelled Non-Elected Appeal
= Allowed = Restricted Interference Objected
[J claims renumbered in the same order as presented by applicant O cPA T.D. O R.1.47
CLAIM DATE
Final Original |10/31/2017
1 v
2 0
3 0
4 o
5 v
6 o}
7 o}
8 0
9 o
10 o
11 v
12 v
13 v
14 v
15 v

U.S. Patent and Trademark Office
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UNITED STATES PATENT AND TRADEMARK OFFICE

Page 1 of 1

BIB DATA SHEET

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

CONFIRMATION NO. 5533

MICHAEL A DESANCTIS
HAMILTON DESANCTIS & CHA LLP
12640 W. Cedar Drive, Suite 1
LAKEWOOD, CO 80228

UNITED STATES

SERIAL NUMBER FILINgAgrrE 371(c) CLASS GROUP ART UNIT ATTORNNE(\)( DOCKET
15/716,925 09/27/2017 726 2435 FORT-023900
RULE
APPLICANTS
Fortinet, Inc., Sunnyvale, CA;
INVENTORS
Xiaodong Xu, Surrey, CANADA,;
* % CONTINUING DATA kkkkkhkkkhkhkhkkkkkhkhhkhhkkkdk
This appln claims benefit of 62/503,252 05/08/2017
*%k FOREIGN APPLICATIONS hkkkkhkkhkhkkkhhhkkhhkkhkkhhkhkhkk
** |F REQUIRED, FOREIGN FILING LICENSE GRANTED **
10/20/2017
Foreign Priority claimed O ves MNo STATE OR SHEETS TOTAL |INDEPENDENT
35 USC 119(a-d) conditions met [ Yes b/No | (] Metafter COUNTRY |DRAWINGS | CLAIMS CLAIMS
Sl e T CANADA 5 15 1
ADDRESS

TITLE
REDUCING REDUNDANT OPERATIONS PERFORMED BY MEMBERS OF A COOPERATIVE SECURITY
FABRIC
|0 Al Fees |
. o |0 1.16 Fees (Filing) |
FILING FEE FEES: Authority has been given in Paper |EI 117 Fees (Processing Ext, of time) |

RECEIVED |[No. to charge/credit DEPOSIT ACCOUNT
1600 No. for following: QO 1.18 Fees (Issue)
Q Other
Q Credit

BIB (Rev. 05/07).
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

Ref {{Hits Search Query DBs Default iiPlurals {iTime
# Operator Stamp
S1 40 cooperative adj3 security adj5 fabric US-PGPUB; {OR ON 2017/10/31
USPAT 13:26
S2 10 fortinet adj3 security adj5 fabric US-PGPUB; iOR ON 2017/10/31
USPAT 13:28
S3 1648 security adj5 fabric US-PGPUB; §OR ON 2017/10/31
USPAT 13:28
4 1944 network adj3 security adj6 appliance US-PGPUB; §OR ON 2017/10/31
USPAT 13:29
S5 i1 S3 and 44 US-PGPUB; #OR ON 2017/10/31
USPAT 13:29
S6 1207505 §(H04L683/08 OR H04L63/20 OR US-PGPUB; {OR OFF 2017/10/31
H04L63/0263 OR H04L63/0281 OR USPAT; 16:50
H04L63/1408 OR H04L41/0873 OR FPRS;
H04W12/06 OR H04W12/08 OR EPO; JPC;
H04W24/02).CPC. DERWENT;
IBM_TDB
S7 11028 §726/1.ccls. US-PGPUB; {OR OFF 2017/10/31
USPAT; 16:51
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
S8 15873 726/6.ccls. US-PGPUB; {OR OFF 2017/10/31
USPAT; 16:51
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
S9 13281 726/11.ccls. US-PGPUB; {OR OFF 2017/10/31
USPAT; 16:51
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
S$10 §3152 726/12.ccls. US-PGPUB; {OR OFF 2017/10/31
USPAT; 16:51
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
S11 142587 726/13.ccls. US-PGPUB; {OR OFF 2017/10/31
USPAT; 16:52
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
S12 #2297 726/14.ccls. US-PGPUB; {OR OFF 2017/10/31
USPAT; 16:52
FPRS;
EASTSearchHistory.15716925_AccessibleVersion.htm[11/1/2017 7:16:11 AM]
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EAST Search History

EASTSearchHistory.15716925_AccessibleVersion.htm[11/1/2017 7:16:11 AM]
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EPO; JPO;
DERWENT;
IBM_TDB

S13 11963 726/15.ccls. US-PGPUB; #OR OFF 2017/10/31
USPAT; 16:52
FPRS;
EPO; JPC;
DERWENT;
IBM_TDB

S14 1626 §713/160.ccls. US-PGPUB; #OR OFF 2017/10/31
USPAT; 16:52
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

S15 41103 713/162.ccls. US-PGPUB; {OR OFF 2017/10/31
USPAT; 16:52
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

S16 1431 (security adj3 appliance or firewall or |DS§US-PGPUB;OR ON 2017/10/31
or intrusion adj3 detection adj5 system) {USPAT; 16:54
same network$4 and (CSF or cooperative{iFPRS;
adj3 security adj5 fabric) EPO; JPO;

DERWENT;
IBM_TDB

S17 {477 (security adj3 appliance or firewall or | DS§US-PGPUB; OR ON 2017/10/31
or intrusion adj3 detection adj5 system) {USPAT; 16:55
same network$4 and (CSF or cooperative{iFPRS;
adj3 security adj5 fabric) and EPC; JPO;

(HO4L683/08 OR H04L63/20 OR DERWENT;
H04L63/0263 OR H04L63/0281 OR IBM_TDB
H04L63/1408 OR H04L41/0873 OR

H04W12/06 OR H04W12/08 OR

H04W24/02).CPC.

S18 43 (security adj3 appliance or firewall or | DS§US-PGPUB; OR ON 2017/10/31
or intrusion adj3 detection adj5 system) {USPAT; 16:55
same network$4 and (CSF or cooperativei{FPRS;
adj3 security adj5 fabric) and EPO; JPO;
726/1.ccls. DERWENT;

IBM_TDB

S19 {1227 (security adj3 appliance or firewall or | DS§US-PGPUB;#OR ON 2017/10/31
or intrusion adj3 detection adj5 system) {USPAT; 17:09
same network$4 and (CSF or cooperative§FPRS;
adj3 security adj5 fabric) and (policies or {EPO; JPO;
policy or rule or parameter) DERWENT;

IBM_TDB

S20 {1322 (security adj3 appliance or firewall or | DS§US-PGPUB;OR ON 2017/10/31
or intrusion adj3 detection adj5 system) {USPAT; 17:09
same network$4 and (CSF or cooperativei{FPRS;
adj3 security adj5 fabric) and (policies or {{EPO; JPO;
policy or rule or parameter) and DERWENT;

(packet) IBM_TDB

S21 {0 (security adj3 appliance or firewall or | DS§US-PGPUB;{OR ON 2017/10/31
or intrusion adj3 detection adj5 system) {#USPAT; 17:10
same network$4 and (CSF or cooperative{{FPRS;
adj3 security adj5 fabric) and (policies or {EPO; JPC;
policy or rule or parameter) and (packet) {DERWENT;
and traffic adj3 logging IBM_TDB

Do | | |

Netskope Exhibit 1003



EAST Search History

S22

75

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and
(HO4L63/08 OR H04L63/20 OR
H04L63/0263 OR H04L63/0281 OR
H04L63/1408 OR H04L41/0873 OR
HO04W12/06 OR H04W12/08 OR
HO4W24/02).CPC.

US-PGPUB;
USPAT;
FPRS;

EPO; JPC;
DERWENT;
IBM_TDB

OR

ON

2017/10/31
17:10

S23

65

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and (H04L63/08 OR H04L63/20 OR
H04L63/0263 OR H04L63/0281 OR
H04L63/1408 OR H04L41/0873 OR
HO04W12/06 OR H04W12/08 OR
H04W24/02).CPC.

US-PGPUB;
USPAT;
FPRS;

EPO; JPC;
DERWENT;
|IBM_TDB

OR

ON

2017/10/31
17:10

24

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and 726/1.ccls.

US-PGPUB;
USPAT;
FPRS;

EPO; JPC;
DERWENT;
|IBM_TDB

OR

ON

2017/10/31
17:11

S25

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and 726/6.ccls.

US-PGPUB;
USPAT;
FPRS;

EPO; JPG;
DERWENT;

1BV TDB

OR

ON

2017/10/31
17:11

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and 726/11.ccls.

US-PGPUB;
USPAT;
FPRS;

EPO; JPC;
DERWENT;
IBM_TDB

OR

ON

2017/10/31
17:11

27

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and 726/12.ccls.

US-PGPUB;
USPAT;
FPRS;

EPO; JPC;
DERWENT;

1BV DB .

OR

ON

2017/10/31
17:11

(security adj3 appliance or firewall or DS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and 726/13.ccls.

US-PGPUB;
USPAT;
FPRS;

EPO; JPC;
DERWENT;
|BM_TDB

OR

ON

2017/10/31
17:11

S29

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and 726/14.ccls.

US-PGPUB;
USPAT;
FPRS;

EPO; JPO;
DERWENT;

1BV DB .

OR

ON

2017/10/31
17:11

(security adj3 appliance or firewall or DS
or intrusion adj3 detection adj5 system)

same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)

EASTSearchHistory.15716925_AccessibleVersion.htm[11/1/2017 7:16:11 AM]

Page 68 of 122

US-PGPUB;
USPAT;
FPRS;

EPO; JPO;
DERWENT;

OR

ON

2017/10/31
17:11

Netskope Exhibit 1003



EAST Search History

Jand 726/15.ccls. {iBM_TDB |

:;
N

S31

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and 713/160.ccls.

US-PGPUB;
USPAT;
FPRS;

EPO; JPG;
DERWENT;
IBM_TDB

OR

ON

2017/10/31
17:12

S32

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and 713/162.ccls.

US-PGPUB;
USPAT;
FPRS;

EPO; JPC;
DERWENT;
IBM_TDB

OR

ON

2017/10/31
17:12

S33

(network and security and appliance and
private and (CSF or cooperative adj3
security adj5 fabric) and traffic).CLM.

US-PGPUB;
USPAT;
FPRS;

EPO; JPC;
DERWENT;
IBM_TDB

OR

ON

2017/10/31
17:13

S34

1517

("xu, xiaodong").INV.

US-PGPUB;
USPAT;
FPRS;

EPO; JPC;
DERWENT;
IBM_TDB

OR

ON

2017/10/31
17:14

S35

("xu, xiaodong").INV. and (726/$.ccls. or
713/$.ccls.)

US-PGPUB;
USPAT;
FPRS;

EPO; JPG;
DERWENT;
IBM_TDB

OR

ON

2017/10/31
17:14

S36

162

(security adj3 appliance or firewall or DS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and signature

US-PGPUB;
USPAT;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2017/10/31
17:15

S37

41

(security adj3 appliance or firewall or DS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and signature and (H04L63/08 OR
H04L63/20 OR H04L63/0263 OR
H04L63/0281 OR H04L63/1408 OR
H04L41/0873 OR H04W12/06 OR
H04W12/08 OR H04W24/02).CPC.

US-PGPUB;
USPAT;
FPRS;

EPO; JPO;
DERWENT;
|BM _TDB

OR

ON

2017/10/31
17:16

S38

52

(security adj3 appliance or firewall or DS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and signature and flag

US-PGPUB;
USPAT;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2017/10/31
17:16

S39

26

(security adj3 appliance or firewall or DS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and signature and flag and (H04L63/08
OR H04L63/20 OR H04L63/0263 OR

H04L63/0281 OR H04L63/1408 OR

EASTSearchHistory.15716925_AccessibleVersion.htm[11/1/2017 7:16:11 AM]

Page 69 of 122

US-PGPUB;
USPAT;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2017/10/31
17:16

Netskope Exhibit 1003



EAST Search History

H04L41/0873 OR HO4W12/06 OR
HO04W12/08 OR H04W24/02).CPC.

40 2 (security adj3 appliance or firewall or | DS§US-PGPUB; {OR ON 2017/10/31
or intrusion adj3 detection adj5 system) H{USPAT; 17:20
same network$4 and (CSF or cooperativeiiFPRS;
adj3 security adj5 fabric) and (policies or {EPO; JPO;
policy or rule or parameter) and (packet) i{DERWENT;

and signature and 726/ 11.ccls. IBM_TDB
A1 2 (security adj3 appliance or firewall or | DS§US-PGPUB;iOR ON 2017/10/31
or intrusion adj3 detection adj5 system) H{USPAT; 17:21

same network$4 and (CSF or cooperative{{FPRS;
adj3 security adj5 fabric) and (policies or {EPO; JPC;

policy or rule or parameter) and DERWENT;
726/11.ccls. IBM_TDB

A3 10 (security adj3 appliance or firewall or | DS§US-PGPUB;{OR ON 2017/10/31
or intrusion adj3 detection adj5 system) {USPAT; 17:34

same network$4 and (CSF or cooperative{iFPRS;

adj3 security adj5 fabric) and (policies or {EPO; JPO;
policy or rule or parameter) and (packet {DERWENT;
adj3 session or packet adj3 process$4) iilBM_TDB

and network$4 adj4 logg$4

44 140 (security adj3 appliance or firewall or |DS§US-PGPUB;#OR ON 2017/10/31
or intrusion adj3 detection adj5 system) {USPAT; 17:34
same network$4 and (CSF or cooperative{iFPRS;

adj3 security adj5 fabric) and (policies or {EPO; JPC;
policy or rule or parameter) and (packet {DERWENT;
adj3 session or packet adj3 process$4) ilBM_TDB

A5 21 (security adj3 appliance or firewall or | DS§US-PGPUB; OR ON 2017/10/31
or intrusion adj3 detection adj5 system) {USPAT; 17:34
same network$4 and (CSF or cooperativei{FPRS;

adj3 security adj5 fabric) and (policies or §EPO; JPO;
policy or rule or parameter) and (packet {DERWENT;
adj3 session or packet adj3 process$4) iilBM_TDB
and (H04L63/08 OR H04L63/20 OR
H04L63/0263 OR H04L63/0281 OR
H04L63/1408 OR H04L41/0873 OR
H04W12/06 OR H04W12/08 OR
H04W24/02).CPC.

46 {21 (security adj3 appliance or firewall or | DS§US-PGPUB; {OR ON 2017/10/31
or intrusion adj3 detection adj5 system) {USPAT; 18:29
same network$4 and (CSF or cooperative{FPRS;

adj3 security adj5 fabric) and (policies or {EPO; JPC;
policy or rule or parameter) and (packet {DERWENT;
adj3 session or packet adj3 process$4) {IBM_TDB
and (H04L63/08 OR H04L63/20 OR
H04L63/0263 OR H04L63/0281 OR
H04L63/1408 OR H04L41/0873 OR
H04W12/06 OR H04W12/08 OR
HO4W24/02).CPC.

EAST Search History (I nterference)

Ref {Hits {Search Query DBs Default iiPlurals jTime
# Operator Stamp
HA47 {0 (network and security and appliance and us- OR ON 2017/10/31
private and (CSF or cooperative adj3 security {PGPUB; 17:13
adj5 fabric) and traffic).CLM. USPAT

11/1/2017 7:16:08 AM
C:\ Users\ hsong\ Documents\ EAST\ Workspaces\ 15716925.wsp

EASTSearchHistory.15716925_AccessibleVersion.htm[11/1/2017 7:16:11 AM]

Page 70 of 122 Netskope Exhibit 1003



EAST Search History

EASTSearchHistory.15716925_AccessibleVersion.htm[11/1/2017 7:16:11 AM]

Page 71 of 122 Netskope Exhibit 1003



IEEE Xplore Search Results Page 1 of 4

SED.org | EEE Xpiore Digital Library | IEEE-SA

airur | More Sites Cart (2} Creale Account | Personal Bign in

Browsse My Seitings Gat Help

Relevanc

£ Satect Alf on Pags Download POFs  {Export | Set Search Alarts | Search History

U3 Strategic Antleavesdropping Sams for Physioa! Layer Seourlty in
Wireisgs Cooperative Metworks
Kun Wang: L Yuan, Toshiaki Mivazak: Deze Zong; Song Gue; Yanisi Sun
IEEE Transa
vy - Year 2017, Volume: 65, issue 10
L Confersnce Pubicaticns .
(2,697} Pages. 3445 - 9457
FEEE Journals & Magazines

ciions on Vehicular Technclogy

I3 Joeumais & Magazines (812}

Abstract (1327 Ko

1 Books & eBooks (50)

1.3 Eariy Actess Articles (3

T3 Graph Theory based Coopearative Transmission for Physical-dayer
Security in 58 Large-soals Wireless Relay Networks

Year LJdianhua B3¢, Zeyu Kia, Haoyu Dy
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, HEE Access

Author Year: 2017, Volume: PP, {3308 89
................................................ Pagas: 1 -1

Asfitiation IEEE Early Access Articles

Abstract (458 Koy

Pubiication Titie

i3 doint Conperative Beamiorming and Jamming for Physical-laysr Securit
Publisher of Decode-and-Forward Relay Networks

-l

Haivan Guo; Zhen Yang; Linghua Zhang; Jia Zhy, vulong Zou

Supplemental Kems IEEE AGCess
................................................ Yegr: 2017, Volume: 5

Fages: 19620 - 19636
HEEE Journals & Magazines

Abstract

3 Enhancing PHY Security of Cooperative Cognitive Radio Multicast
Communications
Van-Dinhy Nguyen; Trung Q. Buong; On-Saon Shing Arurmugam Nelanathan,
George B Kar itlis

IEEE Transaciions on Cognitive Communications and Metworking

ar 2017, Volume! PP, lssug: 89

Pages: 1 -1

U3 Cooperative jamiming for enhancing security of cognitive radio networks
with mdtiple primary usess
Kizofeng Fanyg; Xinbo Gao; Ru Zong
Ghina Communications

Year: 2017, Volume: 14, issue 7

http://ieeexplore.ieee.org/search/searchresult.jsp?queryText=cooperative%20security%20... 10/31/2017

Page 72 of 122 Netskope Exhibit 1003



IEEE Xplore Search Results

™
L

Y, Vedume: 5
Pages: 135809 - 13821
FEEE Journals & Magazines

Abstract (2275 Ku)

Cooperative non-orthogonal relaying for seacurity enhancement in
unirusisd relay networks

Lu Ly, Giang Ni; Zhiguoe Ding; Jian Chen

2017 IEEE intemnational Conference on Communications (ICT)

Year: 2017

Pages: 1 -8

IEEE Conference Fublicalions

Abstract {193 Kb)

SCPLES: 8 Smart Conperative Piatiomm for Load Balansing and Saourity
an SON Distributed Controllers

Wi A
2017 3rd IEEE International Qonference on Cybernetios {CYBCONF}
Year 2017
Fages: 1 -8
IEEE Confrrence Publications

& Cul; Yan Au

Abstract

Cn the interrelation of Security, Qod, and Safety in Cooperative 118
Muhammad Awais Javard; Elves Ban Hamida

IEEE Transsactions on infelfigent Tra

Yegr: 2017, Volume: 18, issue. 7

Fages: 19435 - 1057

IEEE Journais & Magazines

ransportation Svsterms

3

Abstract

New Bandwidth Efficient Relaying Schemes in Cooperative Cognitive
Two-Way Relay Metworks With Physical Layer Securlty

Abynad Hassan Abd El-Maiek: Anas M. Sathaly Salam A, Zuramo

IEEE Transactions on Yehicular Technology

Year 2017, Volume: 88,

FPages: 5372 - 53
FEEE Journals & Magazines

Abstract {45303 Kb}

Phiysioal Layer Ssourity in Cooperative Energy Harvesting Networks With
a Friendly Janmmer

o

Year 2017, Volume: §, tssue: 2
Fagas: 174 - 177
FEEE Journals & Magazings

Abstrack {434 Kb)

Security Bnhancement of Sooparative Single Carvler Sysiems
ang JHin K, Treng Q. Deong, Maged Elkashian, H. Vincent

Lifeng Wang. Ky
Poor
IRER Transactions on information Forensics

o Sequrity

Page 2 of 4

http://ieeexplore.ieee.org/search/searchresult.jsp?queryText=cooperative%20security%20... 10/31/2017

Page 73 of 122

Netskope Exhibit 1003



IEEE Xplore Search Results Page 3 of 4

G158, Volume: 18, issue. 1
DO 103

Cited by: Papers (25)

FEEER Journais & Magazines

Abstrack {1953 Kb}

U1 Ssourity Provisioning for MISO Vehicular Relay Networks via Cooperative
Jamining and Signat Superposition
Dawel Wang, Finyi Fen; Qinghe Du; Li Sun; Yichen Wang
HEEE Transadl

ions on Vehicular Technotogy

aar 2017, Volume: PP, ssug: 89
Pages: 1 -1
IEEE Early Acoess Sriicies

U3 Physical Layer Security with Untrusted Relays in Wireless Cooperative
Meatworks
Guiyang L) ding
2017 IEEE Wirs
Year: 2017
Pages: 1 -4
HEEE Conferance Publications

firs Ly Zhihan Lie; X
Comit

saoteng Yao; FangChun Yang
etworking Confersnce {(WONG}

U3 Virtus! MR O-based cooperalive beamforming and jamming scheme for
the dlustered wirsless sensor network seourity
Guyue G Hu
2015 2net {EEE International Conference on Compiier and Commincations
(CCC)
Year 2018
FPages: 2248 - 2250

1
FEEE Corderense Publications

Abstract

U3 Statistical Analysis and Minbmization of Secuity Yulnerabilily Region in
Amplify-and-Forward Coopearative Sysiams
Aydin Behnad; Mahas ia Shighbaz; Tikcia J Willink; Kianbin Wang
HEIEE Transactions on Wirsless Communications
Year 2017, Volume: 18, issua: 4
Fagas: 2834 - 2547
FEEE Journails & Magazings
Abstrack {4846 Kb}
3 Isolating Jobs for Security on High-Performance Fabrics
Matthisy Perotin, Tom Comeblze
2017 HEEE 3rd infernational Workshop on High-Pedormance interconnection
Maetworks in the Exascale and Big-Data B (HIPINEER)
Year: 2017
Pages: 42 - 58
FEEE Conferance Publications
Abstract {176 Kby)

1 Physical layer seainity in the presence of the gavesdroppers in
caoperative nebworks
Pegah Nikcokar-Hamedani, Ehsan Solsimani-Nasab

http://ieeexplore.ieee.org/search/searchresult.jsp?queryText=cooperative%20security%20... 10/31/2017
Page 74 of 122 Netskope Exhibit 1003



IEEE Xplore Search Results Page 4 of 4

2018 Smart Grids Conference (S0
Yean 2019

Fages: 1 -8

FEEE QConference Publications

Abstract {190 Kb)

Adaptive Secure Transmission for Physical Layer Security in Coonperative
Wireless Networks

L Hu; Hong Wen; Bin Wy, Jie Tang, Fei Pan

= Comriin

s Latters
Year 2017, Volume: 21, issue: 3
Pages: 524 - 827
FEEE Journais & Magazines
Abstract {348 Kby
U1 Physicad laysr security analysis for coopearative oommunication with full-
dupltex relaying under Makagami-m fading model
Yohannes Jote Tolossa, Giusanps Abre
2018 80tn Asilomar Confersnos on Signais, Sy
Year: 2015
Pages: 838 - 863
HEEE Conferance Publications

ams 2nd Computars

Abstract {404 Kby

» Change Usernamea/Password ot Options » Communications Prg!
» Lnaste Address » rder H » Profezssion and Education
s Ve Puic » Technical Interests »Tontact & Supoort

Abeul IEEE Nplere: Cordact Us | Help | Terms of Use : Mo

niraton Policy | Skemap | Privacy & Opting Qut of Cockies

http://ieeexplore.ieee.org/search/searchresult.jsp?queryText=cooperative%20security%20... 10/31/2017
Page 75 of 122 Netskope Exhibit 1003



Application/Control No. Applicant(s)/Patent Under
Reexamination
Search Notes 15716925 XU, XIAODONG
INORCRAEATRI ==
HOSUK SONG 2435
CPC- SEARCHED
Symbol Date Examiner
HO4L 63/08; HO4L 63/20; HO4L 63/1408;H04L 63/0263; 10/31/17 HS
H04L63/0281;H04L41/0873; HO4W 12/06; HO4W 12/08; HO4W
24/02
CPC COMBINATION SETS - SEARCHED
Symbol Date Examiner
US CLASSIFICATION SEARCHED
Class Subclass Date Examiner
726 1,6,11-15 10/31/17 HS
713 160,162 10/31/17 HS

* See search history printout included with this form or the SEARCH NOTES box below to determine

the scope of the search.

SEARCH NOTES
Search Notes Date Examiner
EAST, foreign patent database, IBM TDB, USPGPUB, inventor name 10/31/17 HS
search
CPC search with keywords 10/31/17 HS
NPL 10/31/117 HS
INTERFERENCE SEARCH

US Class/ US Subclass / CPC Group Date Examiner
CPC Symbol
726 1,6,11-15 10/31/17 HS
713 160,162 10/31/17 HS

U.S. Patent and Trademark Office

Page 76 of 122

Part of Paper No. : 20171031

Netskope Exhibit 1003



IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant: Fortinet, Inc.
First Inventor: Xiaodong Xu
App. No.: 15/716,925
Filed: September 27, 2017

For: REDUCING REDUNDANT
OPERATIONS PERFORMED BY
MEMBERS OF A COOPERATIVE
SECURITY FABRIC

Examiner: Song, Hosuk
Group Art Unit: 2435
Conf. No.: 5533

Docket No.: FORT-023900

Commissioner for Patents
P. O. Box 1450
Alexandria, VA 22313-1450

AMENDMENT AND RESPONSE TO OFFICE ACTION

Sir/Madam:

In response to the Office action having a notification date of November

15, 2017 (the “Office Action”), the Applicant respectfully requests the Examiner to enter

the following amendment and to consider the following remarks:

Amendments to the Claims are reflected in the listing of claims, which

begins on page 2 of this paper.

Remarks begin on page 10 of this paper.
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Amendment

Amendments to the Claims
Please cancel claim 2, without prejudice
Please amend claims 1 and 7.

Please add new claims 16-32.

This listing of claims will replace all prior versions, and listings of claims in the

application:

Listing of Claims:

1. (Currently Amended) A method comprising:
receiving, by a first network security appliance of a private network that is
participating in a cooperative security fabric (CSF), network traffic that is to be
inspected by the first network security appliance;
determining, by the first network security appliance, whether the network
traffic has been transmitted from a second network security appliance that is
participating in the CSF based on a flag carried by one or more packets of the
network traffic;
when the network traffic is determined to have been transmitted from the
second network security appliance:
determining, by the first network security appliance, one or more
network security operations that are executed by the second network
security appliance;
determining, by the first network security appliance, one or more
local network security operations that are to be executed by the first
network security appliance based on the one or more network security
operations that are executed by the second network security appliance,

including skipping, by the first network security appliance, the one or
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more network security operations that are executed by the second

network security appliance; and

executing, by the first network security appliance, the one or more

local operations on the network traffic.
2. (Cancelled)

3. (Currently Amended) The method of claim 1, wherein said determining, by the
first network security appliance, one or more network security operations of the first
network security appliance to be executed by the first network security appliance based
on the one or more network security operations that are executed by the second network
security appliance further comprises determining, by the first network security appliance,
one or more network security operations that are to be executed by the first network
security appliance except the one or more network security operations that are executed

by the second network security appliance based on local network polices.

4. (Currently Amended) The method of claim 1, wherein said determining, by the
first network security appliance, one or more network security operations of the first
network security appliance to be executed by the first network security appliance based
on the one or more network security operations that are executed by the second network
security appliance further comprises determining, by the first network security appliance,
that the one or more network security operations that are executed by the second network

security appliance are to be executed by the first network security appliance.

5. (Original) The method of claim 1, further comprising when the network traffic is
not transmitted from the second network security appliance, executing, by the first
network security appliance, one or more local network security operations specified by

one or more local policies.

6. (Original) The method of claim 1, wherein the flag indicates the network

security operations executed by the second network security appliance.

-3-
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7. (Currently Amended) The method of claim 1, further comprising:
updating, by the first network security appliance, the flag to indicate the
network security operations executed by the first network security appliance; and
transmitting, by the first network security network appliance, the network

traffic with the updated flag to a next network appliance participating in the CSF.

8. (Original) The method of claim 1, further comprising;:
removing, by the first network security appliance, the flag from the
network traffic; and
transmitting, by the first network security network appliance, the network

traffic without the flag to a next network appliance.

9. (Original) The method of claim 8, further comprising:
determining, by the first network security appliance, whether the first
network security appliance is an edge appliance of the private network; and
when said determining is affirmative, then removing, by the first network

security appliance, the flag from the network traffic.

10.  (Original) The method of claim 8, further comprising:
determining, by the first network security appliance, whether the first
network security appliance is connected to an end point device; and
when said determining is affirmative, then removing, by the first network
security appliance, the flag from the network traffic before transmitting the

network traffic to the end point device.

11.  (Original) The method of claim 1, wherein the flag further comprises or is
associated with a signature of the second network security appliance and wherein the
method further comprises authenticating, by the first network security appliance, the

second network security appliance based on the signature.
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12.  (Original) The method of claim 1, wherein the flag is carried in an Internet

Protocol (IP) header field of the one or more packets.

13.  (Original) The method of claim 1, wherein the one or more packets in which the

flag is carried comprises a first packet of a session.

14.  (Original) The method of claim 1, wherein the one or more network security

operations include network traffic logging.

15. (Original) The method of claim 1, wherein the one or more network security
operations include one or more of antivirus scanning, intrusion prevention (IPS), content
filtering, data leak prevention, antispam, antispyware, reputation-based protections, event
correlation, network access control, vulnerability management, load balancing,

application control and traffic shaping.

16.  (New) A method comprising:
receiving, by a first network security appliance of a private network that is
participating in a cooperative security fabric (CSF), network traffic that is to be
inspected by the first network security appliance;
determining, by the first network security appliance, whether the network
traffic has been transmitted from a second network security appliance that is
participating in the CSF based on a flag carried by one or more packets of the
network traffic;
when the network traffic is determined to have been transmitted from the
second network security appliance:
determining, by the first network security appliance, one or more
network security operations that are executed by the second network
security appliance;
determining, by the first network security appliance, one or more
local network security operations that are to be executed by the first

network security appliance based on the one or more network security

-5-
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operations that are executed by the second network security appliance,
including determining one or more network security operations that are to
be executed by the first network security appliance except the one or more
network security operations that are executed by the second network
security appliance based on local network polices; and

executing, by the first network security appliance, the one or more

local operations on the network traffic.

17.  (New) The method of claim 16, wherein the flag indicates the network security

operations executed by the second network security appliance.

18.  (New) The method of claim 16, further comprising:
updating, by the first network security appliance, the flag to indicate the
network security operations executed by the first network security appliance; and
transmitting, by the first network security network appliance, the network

traffic with the updated flag to a next network appliance participating in the CSF.

19.  (New) The method of claim 16, further comprising:
removing, by the first network security appliance, the flag from the
network traffic; and
transmitting, by the first network security network appliance, the network

traffic without the flag to a next network appliance.

20.  (New) The method of claim 16, wherein the one or more network security

operations include network traffic logging.

21. (New) The method of claim 16, wherein the one or more network security
operations include one or more of antivirus scanning, intrusion prevention (IPS), content
filtering, data leak prevention, antispam, antispyware, reputation-based protections, event
correlation, network access control, vulnerability management, load balancing,

application control and traffic shaping.

Page 82 of 122 Netskope Exhibit 1003



Appl. No. 15/716,925
Amdt. Dated January 24, 2018
Reply to Office Action of November 15, 2017

22, (New) A method comprising:
receiving, by a first network security appliance of a private network that is
participating in a cooperative security fabric (CSF), network traffic that is to be
inspected by the first network security appliance;
determining, by the first network security appliance, whether the network
traffic has been transmitted from a second network security appliance that is
participating in the CSF based on a flag carried by one or more packets of the
network traffic;
when the network traffic is determined to have been transmitted from the
second network security appliance:
determining, by the first network security appliance, one or more
network security operations that are executed by the second network
security appliance;
determining, by the first network security appliance, one or more
local network security operations that are to be executed by the first
network security appliance based on the one or more network security
operations that are executed by the second network security appliance,
including determining, by the first network security appliance, that the one
or more network security operations that are executed by the second
network security appliance are to be executed by the first network security
appliance; and
executing, by the first network security appliance, the one or more

local operations on the network traffic.

23.  (New) The method of claim 22, wherein the flag indicates the network security

operations executed by the second network security appliance.

24.  (New) The method of claim 22, further comprising:
updating, by the first network security appliance, the flag to indicate the

network security operations executed by the first network security appliance; and

-7-
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transmitting, by the first network security network appliance, the network

traffic with the updated flag to a next network appliance participating in the CSF.

25. (New) The method of claim 22, further comprising:
removing, by the first network security appliance, the flag from the
network traffic; and
transmitting, by the first network security network appliance, the network

traffic without the flag to a next network appliance.

26. (New) The method of claim 22, wherein the one or more network security

operations include network traffic logging.

27.  (New) The method of claim 22, wherein the one or more network security
operations include one or more of antivirus scanning, intrusion prevention (IPS), content
filtering, data leak prevention, antispam, antispyware, reputation-based protections, event
correlation, network access control, vulnerability management, load balancing,

application control and traffic shaping.

28.  (New) A method comprising:

receiving, by a first network security appliance of a private network that is
participating in a cooperative security fabric (CSF), network traffic that is to be
inspected by the first network security appliance;

determining, by the first network security appliance, whether the network
traffic has been transmitted from a second network security appliance that is
participating in the CSF based on a flag carried by one or more packets of the
network traffic, wherein the flag indicates the network security operations
executed by the second network security appliance;

when the network traffic is determined to have been transmitted from the

second network security appliance:
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determining, by the first network security appliance, one or more
network security operations that are executed by the second network
security appliance;

determining, by the first network security appliance, one or more
local network security operations that are to be executed by the first
network security appliance based on the one or more network security
operations that are executed by the second network security appliance; and

executing, by the first network security appliance, the one or more

local operations on the network traffic.

29.  (New) The method of claim 28, further comprising:
updating, by the first network security appliance, the flag to indicate the
network security operations executed by the first network security appliance; and
transmitting, by the first network security network appliance, the network

traffic with the updated flag to a next network appliance participating in the CSF.

30.  (New) The method of claim 28, further comprising:
removing, by the first network security appliance, the flag from the
network traffic; and
transmitting, by the first network security network appliance, the network

traffic without the flag to a next network appliance.

31. (New) The method of claim 28, wherein the one or more network security

operations include network traffic logging.

32. (New) The method of claim 28, wherein the one or more network security
operations include one or more of antivirus scanning, intrusion prevention (IPS), content
filtering, data leak prevention, antispam, antispyware, reputation-based protections, event
correlation, network access control, vulnerability management, load balancing,

application control and traffic shaping.
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Remarks

The undersigned notes with appreciation the Examiner’s indication that

dependent claims 2-4 and 6-10 would be allowable if rewritten in independent form. The

undersigned proposes herein amendments to conform the claims to the form indicated to

be allowable.

The undersigned respectfully requests reconsideration of this application

in view of the above claim amendments and the following remarks. In this Amendment

and Response, claim 2 has been cancelled, claims 1 and 7 have been amended and

seventeen new claims (i.e., claims 16-32) have been added. Hence, upon entry of this

amendment, claims 1 and 2-32 are presented for examination.

For the Examiner’s convenience, the undersigned provides the following

claim correspondence table showing the relationship between the new and amended

claims and the former claims (the new independent claims are bolded and underlined):

Corresponding

New/Amended Claims Former Claims
=——————————— ———————————————————— |

1 1+2

16 1+3

17 through 19

6 through 8

20 through 21

14 through 15

22 1+4

23 through 25 6 through 8
26 through 27 14 through 15
28 1+6

29 through 30 7 through 8

31 through 32

14 through 15

It is respectfully submitted that no new matter has been added by way of

the amendments to the claims. For the Examiner’s convenience, the undersigned points

out below support for the limitations added to the amended claims.

-10 -
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Claim Rejections — 35 U.S.C. § 102
Davis

In the Office Action, the Examiner rejected claims 1, 5 and 11-15 under
35 U.S.C. §103(a)(1) for allegedly being anticipated by US Patent No. 9,054,990 of
Davis et al. (hereafter “Davis”). For the sake of expediting issuance of the above-
referenced patent application, the undersigned proposes amendments to the claims to put
them in the form indicated to be allowable by the Examiner. However, the undersigned
is not in agreement with the Examiner’s reasons for rejection and reserves the right to
pursue claims of breadth similar to that of the former independent claims (prior to this

amendment) in one or more continuation applications.

Conclusion
The undersigned respectfully submits that the amendments and remarks
presented herein have overcome the rejections, and that the pending claims are in
condition for allowance. Accordingly, the undersigned respectfully requests that the
rejections be withdrawn and that a Notice of Allowance be promptly issued for claims 1

and 2-32.

Request for a Telephone Interview
If the Examiner believes a telephone conference would expedite
prosecution of the above-captioned patent application, please telephone the undersigned

at (720) 458-1830.

Respectfully submitted,
Hamilton, DeSanctis & Cha LLP

Date January 24, 2018 By /Michael A. DeSanctis/
Michael A. DeSanctis, Esq.
Reg. No. 39,957
Customer No. 64128
Ph: (720) 458-1830

-11 -
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U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
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APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKETNO. | CONFIRMATION NO.

15/716,925 09/27/2017 Xiaodong Xu FORT-023900 5533

TITLE OF INVENTION: REDUCING REDUNDANT OPERATIONS PERFORMED BY MEMBERS OF A COOPERATIVE SECURITY FABRIC

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $1000 $0 30 $1000 09/20/2018

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980. It is
patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at
www.uspto.gov/PatentMaintenanceFees.
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Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
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malntenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
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12640 W. Cedar Drive, Suite 1 —
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(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
15/716,925 09/27/2017 Xiaodong Xu FORT-023900 5533
TITLE OF INVENTION: REDUCING REDUNDANT OPERATIONS PERFORMED BY MEMBERS OF A COOPERATIVE SECURITY FABRIC
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nonprovisional UNDISCOUNTED $1000 $0 $0 $1000 09/20/2018

I EXAMINER | ART UNIT I CLASS-SUBCLASS |
SONG, HOSUK 2435 726-006000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). 1
(1) The names of up to 3 registered patent attorneys
(| Chan%e of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. . 2
(2) The name of a single firm (having as a member a
[ "Fee Address" indication (or "Fee Address” Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.
3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual [ Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
[ Advance Order - # of Copies [ The director is hereby authorized to charge the required fee(s), any deficiency, or credits any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

| Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

| Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

(| Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
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Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the
requirement that the Office provide a patent term adjustment determination with the notice of allowance. See
Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer
providing an initial patent term adjustment determination with the notice of allowance. The Office will continue to
provide a patent term adjustment determination with the Issue Notification Letter that is mailed to applicant
approximately three weeks prior to the issue date of the patent, and will include the patent term adjustment on the
patent. Any request for reconsideration of the patent term adjustment determination (or reinstatement of patent term
adjustment) should follow the process outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
PTOL-85 (Rev. 02/11)
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and
Budget approval before requesting most types of information from the public. When OMB approves an agency
request to collect information from the public, OMB (i) provides a valid OMB Control Number and expiration
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the
agency to inform the public about the OMB Control Number’s legal significance in accordance with 5 CFR
1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to
respond to a collection of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination of
proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is required
by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's
responsibility to recommend improvements in records management practices and programs, under authority
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive.
Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the
record was filed in an application which became abandoned or in which the proceedings were terminated
and which application is referenced by either a published application, an application open to public
inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
15/716,925 XU, XIAODONG
Notice of Allowability Eggumk'gng 2;; gn't oA (irst Inventor to File)
Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X This communication is responsive to Amendment filed on 1/24/18.
Oa declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2. [[] An election was made by the applicant in response to a restriction requirement set forth during the interview on
requirement and election have been incorporated into this action.

___;therestriction
3. X] The allowed claim(s) is/are 1 and 3-32. As a result of the allowed claim(s), you may be eligible to benefit from the Patent
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information,
please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.
4. [] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a)[J Al b)[]Some *c)[] None of the:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [[] Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

[ including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner’s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [] Notice of References Cited (PTO-892) 5. [] Examiner's Amendment/Comment

2. [ Information Disclosure Statements (PTO/SB/08), 6. [[] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3. [] Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date .

/Hosuk Song/
Primary Examiner, Art Unit 2435

U.S. Patent and Trademark Office

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date
20180308
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Search Notes

Application/Control No.

Applicant(s)/Patent Under
Reexamination

15716925 XU, XIAODONG
NURTRNORNY ==
HOSUK SONG 2435
CPC- SEARCHED
Symbol Date Examiner
HO4L 63/08; HO4L 63/20; HO4L 63/1408;H04L 63/0263; 10/31/17 HS
H04L63/0281;H04L41/0873; HO4W 12/06; HO4W 12/08; HO4W
24/02
HO4L 63/08; HO4L 63/20; HO4L 63/1408;H04L 63/0263; 3/8/18 HS
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Symbol Date Examiner
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726 1,6,11-15 3/8/18 HS
713 160,162 3/8/18 HS

* See search history printout included with this form or the SEARCH NOTES box below to determine
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Search Notes Date Examiner

EAST, foreign patent database, IBM TDB, USPGPUB, inventor name 10/31/117 HS
search

CPC search with keywords 10/31/17 HS
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CPC search with keywords 3/8/18 HS
NPL 3/8/18 HS
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US Class/ US Subclass / CPC Group Date Examiner
CPC Symbol
726 1,6,11-15 10/31/17 HS
713 160,162 10/31/17 HS
726 1,6,11-15 3/8/18 HS
713 160,162 3/8/18 HS
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Application/Control No. Applicant(s)/Patent Under
Reexamination
Index of Claims 15716925 XU, XIAODONG
(TR
HOSUK SONG 2435
v Rejected - Cancelled N | Non-Elected A Appeal
= Allowed = Restricted | Interference o) Objected
[ cClaims renumbered in the same order as presented by applicant O cPA O T.D. O R.1.47
CLAIM DATE
Final Original  [10/31/2017 [03/08/2018
1 1 v =
2 o
2 3 o =
3 4 o =
4 5 v =
5 6 o =
6 7 o =
7 8 o =
8 9 o =
9 10 o =
10 11 v =
11 12 v =
12 13 v =
13 14 v =
14 15 v =
15 16 =
16 17 =
17 18 =
18 19 =
19 20 =
20 21 =
21 22 =
22 23 =
23 24 =
24 25 =
25 26 =
26 27 =
27 28 =
28 29 =
29 30 =
30 31 =
31 32 =
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726/14.ccls.

US-PGPUB;
USPAT;
FPRS;

EPO; JPO;
DERWENT;
|BM_TDB

OR

OFF

2018/03/08
08:58

S55

1974

726/15.ccls.

US-PGPUB;
USPAT;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2018/03/08
08:59

S56

1643

713/160.ccls.
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FPRS;

EPO; JPC;
DERWENT;
IBM_TDB

S57

1120

713/162.ccls.

US-PGPUB;
USPAT;
FPRS;

EPO; JPC;
DERWENT;
|IBM_TDB

OR

OFF

2018/03/08
08:59

S58

1472

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric)

US-PGPUB;
USPAT;
FPRS;

EPO; JPG;
DERWENT;
IBM_TDB

OR

ON

2018/03/08
09:00

S59

80

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and
(H04L63/08 OR H04L63/20 OR
H04L63/0263 OR H04L63/0281 OR
H04L63/1408 OR H04L41/0873 OR
H04W12/06 OR H04W12/08 OR
H04W24/02).CPC.

US-PGPUB;
USPAT;
FPRS;

EPO; JPC;
DERWENT;
IBM_TDB

OR

ON

2018/03/08
09:02

S60

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and traffic adj3 logging

US-PGPUB;
USPAT;
FPRS;

EPO; JPC;
DERWENT;
IBM_TDB

OR

ON

2018/03/08
09:03

S61

78

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and
(HO4L63/08 OR H04L63/20 OR
H04L63/0263 OR H04L63/0281 OR
H04L63/1408 OR H04L41/0873 OR
H04W12/06 OR H04W12/08 OR
H04W24/02).CPC.

US-PGPUB;
USPAT;
FPRS;

EPO; JPG;
DERWENT;
IBM_TDB

OR

ON

2018/03/08
09:03

S62

66

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and (H04L63/08 OR H04L63/20 OR
H04L63/0263 OR H04L63/0281 OR
H04L63/1408 OR H04L41/0873 OR
H04W12/06 OR H04W12/08 OR
H04W24/02).CPC.

US-PGPUB;
USPAT;
FPRS;

EPO; JPC;
DERWENT;
IBM_TDB

OR

ON

2018/03/08
09:04

S64

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and 726/1.ccls.

US-PGPUB;
USPAT;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2018/03/08
09:06

S65

(security adj3 appliance or firewall or DS
or intrusion adj3 detection adj5 system)

same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or

EASTSearchHistory.15716925_AccessibleVersion.htm[3/9/2018 6:59:31 AM]

Page 109 of 122

US-PGPUB;
USPAT;
FPRS;

EPO; JPO;

OR

ON

2018/03/08
09:06

Netskope Exhibit 1003



EAST Search History

policy or rule or parameter) and (packet)
and 726/6.ccls.

DERWENT;
IBM_TDB

S66

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and 726/11.ccls.

US-PGPUB;
USPAT;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2018/03/08
09:06

S67

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and 726/12.ccls.

US-PGPUB;
USPAT;
FPRS;

EPO; JPC;
DERWENT;
|IBM_TDB

OR

ON

2018/03/08
09:08

S68

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and 726/13.ccls.

US-PGPUB;
USPAT;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2018/03/08
09:08

S69

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and 726/14.ccls.

US-PGPUB;
USPAT;
FPRS;

EPO; JPC;
DERWENT;
|IBM_TDB

OR

ON

2018/03/08
09:16

S70

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and 726/15.ccls.

US-PGPUB;
USPAT;
FPRS;

EPO; JPC;
DERWENT;
IBM_TDB

OR

ON

2018/03/08
09:16

S71

("xu, xiaodong").INV. and (726/$.ccls. or
713/$.ccls.)

US-PGPUB;
USPAT;
FPRS;

EPO; JPC;
DERWENT;
|BM_TDB

OR

ON

2018/03/08
09:18

S72

41

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and signature and (H04L63/08 OR
H04L63/20 OR H04L63/0263 OR
H04L63/0281 OR H04L63/1408 OR
H04L41/0873 OR HO4W12/06 OR
HO4W12/08 OR H04W24/02).CPC.

US-PGPUB;
USPAT;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2018/03/08
10:02

S73

56

(security adj3 appliance or firewall or DS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and signature and flag

US-PGPUB;
USPAT;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2018/03/08
10:03

S74

26

(security adj3 appliance or firewall or DS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and signature and flag and (H04L63/08

OR H04L63/20 OR H04L683/0263 OR
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H04L63/0281 OR H04L63/1408 OR
H04L41/0873 OR HO4W12/06 OR
H04W12/08 OR H04W24/02).CPC.

S75

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and signature and 726/11.ccls.

US-PGPUB;
USPAT;
FPRS;

EPO; JPC;
DERWENT;
IBM_TDB

OR

ON

2018/03/08
10:03

S76

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet
adj3 session or packet adj3 process$4)
and network$4 adj4 logg$4

US-PGPUB;
USPAT;
FPRS;

EPO; JPG;
DERWENT;
IBM_TDB

OR

ON

2018/03/08
10:03

S77

42

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet
adj3 session or packet adj3 process$4)

US-PGPUB;
USPAT;
FPRS;

EPO; JPC;
DERWENT;
IBM_TDB

OR

ON

2018/03/08
10:04

S78

22

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet
adj3 session or packet adj3 process$4)
and (H04L63/08 OR H04L63/20 OR
H04L63/0263 OR H04L63/0281 OR
H04L63/1408 OR H04L41/0873 OR
H04W12/06 OR H04W12/08 OR
H04W24/02).CPC.

US-PGPUB;
USPAT;
FPRS;

EPO; JPG;
DERWENT;
IBM_TDB

OR

ON

2018/03/08
10:05

S79

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet
adj3 session or packet adj3 process$4)
and 713/160.ccls.

US-PGPUB;
USPAT;
FPRS;

EPO; JPC;
DERWENT;
IBM_TDB

OR

ON

2018/03/08
10:05

S80

(security adj3 appliance or firewall or DS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet
adj3 session or packet adj3 process$4)
and 713/162.ccls.

US-PGPUB;
USPAT;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2018/03/08
10:05

S81

219097

(H04L63/08 OR H04L63/20 OR
HO4L63/0263 OR H04L63/0281 OR
HO4L63/1408 OR H04L41/0873 OR
HO4W12/06 OR H04W12/08 OR
HO4W24/02).CPC.

US-PGPUB;
USPAT;
FPRS;

EPO; JPO;
DERWENT;
|BM_TDB

OR

OFF

2018/03/08
10:06

82

86

security adj5 fabric and S81

US-PGPUB;
USPAT

OR

ON

2018/03/08
10:06

S83

41

(security adj3 appliance or firewall or 1DS
or intrusion adj3 detection adj5 system)

same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)

and signature and (H04L63/08 OR
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HO04L63/20 OR H04L63/0263 OR
H04L63/0281 OR H04L63/1408 OR
H04L41/0873 OR HO4W12/08 OR
HO04W12/08 OR H04W24/02).CPC.

S84

155

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and traffic and
(LAN or local adj3 area adj5 network)

US-PGPUB;
USPAT;
FPRS;

EPO; JPC;
DERWENT;
IBM_TDB

OR

ON

2018/03/08
12:24

S85

56

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and signature and flag

US-PGPUB;
USPAT;
FPRS;

EPO; JPG;
DERWENT;
IBM_TDB

OR

ON

2018/03/08
15:23

S86

169

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and (signature or DSA)

US-PGPUB;
USPAT;
FPRS;

EPO; JPC;
DERWENT;
IBM_TDB

OR

ON

2018/03/08
16:11

S87

42

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet
adj3 session or packet adj3 process$4)

US-PGPUB;
USPAT;
FPRS;

EPO; JPG;
DERWENT;
IBM_TDB

OR

ON

2018/03/08
17:07

S88

41

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 and (CSF or cooperative
adj3 security adj5 fabric) and (policies or
policy or rule or parameter) and (packet)
and signature and (H04L63/08 OR
H04L63/20 OR H04L63/0263 OR
H04L63/0281 OR H04L63/1408 OR
H04L41/0873 OR H04W12/06 OR
H04W12/08 OR H04W24/02).CPC.

US-PGPUB;
USPAT;
FPRS;

EPO; JPC;
DERWENT;
|BM_TDB

OR

ON

2018/03/08
17:54

S89

35

(security adj3 appliance or firewall or DS
or intrusion adj3 detection adj5 system)
same network$4 near4 traffic$4 and
(CSF or cooperative adj3 security adj5
fabric) and (policies or policy or rule or
parameter) and (packet)

US-PGPUB;
USPAT;
FPRS;

EPO; JPO;
DERWENT;
|BM_TDB

OR

ON

2018/03/08
19:50

S90

30

(security adj3 appliance or firewall or IDS
or intrusion adj3 detection adj5 system)
same network$4 near4 traffic$4 and
(CSF or cooperative adj3 security adj5
fabric) and (policies or policy or rule or
parameter) and (packet) near5 (filter$4

or monitor$4 or analyz$5 or analysis)

US-PGPUB;
USPAT;
FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2018/03/08
19:51

EAST Search History (I nterference)

< This search history is empty>

3/9/2018 6:59:25 AM
C:\ Users\ hsong\ Documents\ EAST\ Workspaces\ 15716925.wsp
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Application/Control No. Applicant(s)/Patent Under Reexamination

HOSUK SONG 2435
CPC
Symbol Type Version
HO4L F 2013-01-01
HO4L | 2013-01-01
Ho4wW | 2013-01-01
HO4W | 2013-01-01
HO4W | 2013-01-01
HO4L | 2013-01-01
CPC Combination Sets
Symbol Type Set Ranking Version
NONE

Total Claims Allowed:
31

(Assistant Examiner) (Date)
/HOSUK SONG/
Primary Examiner.Art Unit 2435 3/8/18 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 1

U.S. Patent and Trademark Office

Part of Paper No. 20180308
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Issue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

15716925 XU, XIAODONG
L
HOSUK SONG 2435
US ORIGINAL CLASSIFICATION INTERNATIONAL CLASSIFICATION
CLASS SUBCLASS CLAIMED NON-CLAIMED
726 6 H 0 L 29 /06 (2006.01.01)
CROSS REFERENCE(S)
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
NONE

Total Claims Allowed:

31

(Assistant Examiner) (Date)

/HOSUK SONG/

Primary Examiner.Art Unit 2435 3/8/18 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 1

U.S. Patent and Trademark Office

Part of Paper No. 20180308
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Application/Control No. Applicant(s)/Patent Under Reexamination
HOSUK SONG 2435
O Claims renumbered in the same order as presented by applicant O CPA O TbD. O R147
Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original
1 1 16 17
2 17 18
2 3 18 19
3 4 19 20
4 5 20 21
5 6 21 22
6 7 22 23
7 8 23 24
8 9 24 25
9 10 25 26
10 1 26 27
1 12 27 28
12 13 28 29
13 14 29 30
14 15 30 31
15 16 31 32
NONE
Total Claims Allowed:
31
(Assistant Examiner) (Date)
/HOSUK SONG/
Primary Examiner.Art Unit 2435 3/8/18 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 1
U.S. Patent and Trademark Office Part of Paper No. 20180308
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

é)ropuate All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

icated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
malntenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certlﬁcate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) apers. Each additional paper, such as an assignment or formal drawing, must
Eave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission

64128 7550 06/20/2018 I hereby certify that this Fee(s f) Transmittal is being deposited with the United
MICHAEL A DESANCTIS Sé%tes (Zistal Sﬂiwlce vlvuh sufficient postage ggr first I():lass mallbln an anelopie
addressed to the Mail Stop ISSUE FEE address above, or being facsimile
HAMILTON DESANCTIS & CHA LLP transmitted to the USPTO (571 273-2885. on the date indicated below.
12640 W. Cedar Drive, Suite 1 —
LAKEWOOD, CO 80228 Depostiors name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
15/716,925 09/27/2017 Xiaodong Xu FORT-023900 5533
TITLE OF INVENTION: REDUCING REDUNDANT OPERATIONS PERFORMED BY MEMBERS OF A COOPERATIVE SECURITY FABRIC
I APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $1000 $0 $0 $1000 09/20/2018
I EXAMINER | ART UNIT I CLASS-SUBCLASS |
SONG, HOSUK 2435 726-006000
(lfF(l:{h?IISgGeS(;f correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list Hamilton, De Sanctis & Cha LLP
) (1) The names of up to 3 registered patent attorneys
(| Chan%e of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. . 2
(2) The name of a single firm (having as a member a
[ "Fee Address” indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.
3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.
(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Fortinet, Inc. Sunnyvale, CA

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual @Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
B Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) 9| Payment by credit card. Fornr FF©-2038-is attached- (Via EFS-Web)
[ Advance Order - # of Copies [ The director is hereby authorized to charge the required fee(s), any deficiency, or credits any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

| Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

| Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

(| Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature /Michael A DeSanctis/ Date August 22, 2018
Typed or printed name Michael A. DeSanctis Registration No. 39957
Page 2 of 3
PTOL-85 Part B (10-13) Approved for use through 10/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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Electronic Patent Application Fee Transmittal

Application Number: 15716925

Filing Date: 27-Sep-2017

REDUCING REDUNDANT OPERATIONS PERFORMED BY MEMBERS OF A

Title of Invention: COOPERATIVE SECURITY FABRIC

First Named Inventor/Applicant Name: Xiaodong Xu
Filer: Michael A. DeSanctis
Attorney Docket Number: FORT-023900

Filed as Large Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Sul:’-s'l'g(tsa\)l in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

UTILITY APPL ISSUE FEE 1501 1 1000 1000
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Description Fee Code Quantity Amount SulLJ’-S'I'g(t;)I in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1000
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Electronic Acknowledgement Receipt

EFS ID: 33511135
Application Number: 15716925
International Application Number:
Confirmation Number: 5533

Title of Invention:

REDUCING REDUNDANT OPERATIONS PERFORMED BY MEMBERS OF A
COOPERATIVE SECURITY FABRIC

First Named Inventor/Applicant Name:

Xiaodong Xu

Customer Number:

64128

Filer:

Michael A. DeSanctis

Filer Authorized By:

Attorney Docket Number:

FORT-023900

Receipt Date: 22-AUG-2018
Filing Date: 27-SEP-2017
Time Stamp: 18:34:15

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes
Payment Type CARD
Payment was successfully received in RAM $1000

RAM confirmation Number

082318INTEFSW18343500

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document . . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
86624
1 Issue Fee Payment (PTO-85B) Issue_fee.pdf no 1
ed6419bb9cd2a39d640113d8ab5ed 161cf1
17de
Warnings:
Information:
30289
2 Fee Worksheet (SB06) fee-info.pdf no 2
e6d5244e78cd09b63535ca54477fa3b8261
082e6
Warnings:
Information:
Total Files Size (in bytes){ 116913

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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SR 2 UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
15/716,925 09/25/2018 10084825 FORT-023900 5533
64128 7590 09/05/2018
MICHAEL A DESANCTIS

HAMILTON DESANCTIS & CHA LLP
12640 W. Cedar Drive, Suite 1
LAKEWOQD, CO 80228

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 27 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site hitp://pair.uspto.gov for additional applicants):

Fortinet, Inc., Sunnyvale, CA;
Xiaodong Xu, Surrey, CANADA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.
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