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57 ABSTRACT

Systems and methods for manipulating online behavioral
tracking policies are provided. According to one embodi-
ment, a hypertext transfer protocol (HTTP) response trans-
mitted from a web server to a client is captured by a network
security device. A status of the client is determined by the
network security device. An online behavioral tracking
policy associated with the client is identified by the network
security device based on the determined status. The identi-
fied online behavioral tracking policy is enforced by the
network security device by modifying the HTTP response.
The modified HTTP response is transmitted by the network
security device to the client.
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This website uses cookies X
This website uses cookies to improve user experience. By using our website you
consent to all cookies in accordance with our Coolkie Policy.

| agree

| Read more

FIG. 3A

This websits uses cookiss
This website uses cookies fo improve user experience. By using our website you
consant to all cookies in accordance with our Gookis Policy.

FIG. 3B

Copyright @ 2015 All Rights Reserved. | Terms of Sarvice | Privacy

FIG. 3C

Copyright © 2015 All Rights Reservad. | Terms of Service | Privacy | Cockie Policy

FiG. 3D
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~ 401
Establish connections with a client and a web
server
] c
Reaceive HTTFP traffic between the client and the
web server
! o=
Determine a status of the client
} -
Detarmine a web fracking policy based on the
siatus
! o
Enforce the web tracking policy on the HTTP
traffic
! o
Transmii the HTTP traffic to its destination
! o
Raceive a selection of cookia policy from the
client
y o
Enforce the selected cookie policy on further
HTTR traffic

FiG. 4
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CENTRALIZED MANAGEMENT AND
ENFORCEMENT OF ONLINE BEHAVIORAL
TRACKING POLICIES

COPYRIGHT NOTICE

[0001] Contained herein is material that is subject to
copyright protection. The copyright owner has no objection
to the facsimile reproduction of the patent disclosure by any
person as it appears in the Patent and Trademark Office
patent files or records, but otherwise reserves all rights to the
copyright whatsoever. Copyright © 2015, Fortinet, Inc.

BACKGROUND

[0002] Field

[0003] Embodiments of the present invention generally
relate to the field of network security techniques. In particu-
lar, various embodiments relate to the manipulation by
firewalls of the usage of online behavioral tracking tools by
servers (e.g., web servers and/or web analytics servers) so as
to protect the privacy of network users in accordance with
online communication privacy regulations of the country in
which the user is geographically located.

[0004] Description of the Related Art

[0005] Network users’ online activities may be tracked by
online behavioral tracking tools, such as Hypertext Transfer
Protocol (HTTP) cookies, web beacons and the like. An
HTTP cookie is a small piece of data sent from a web server
to a browser when the browser accesses the website. The
HTTP cookie may be stored at the user’s client machine.
Every time the user loads the website again, the browser
sends the HTTP cookie of the website back to the web server
to notify the website of the user’s previous activity. HT'TP
cookies are designed to be a reliable mechanism for websites
to remember stateful information. When everything is work-
ing correctly, cookies cannot carry viruses and cannot install
malware on the host computer; however, tracking cookies
and especially third-party tracking cookies are commonly
used as ways to compile long-term records of individuals’
browsing histories. The potential privacy concerns have
prompted European, U.S. and other countries’ law makers to
take action to restrict the usage of HTTP cookies and other
online tracking tools. The online communication privacy
regulations (e.g., digital privacy laws or cookie laws) of
various countries differ concerning the usage of online
behavioral tracking tools, such as HTTP cookies. Regula-
tions of some countries require an explicit consent from a
user before a web server can use cookies, while other
countries allow implicit consent. Further, regulations of
some countries require a cookie banner to be displayed at the
top of a web page to show the cookie policy of the website,
while others require only the availability of a link to a cookie
policy.

[0006] In order to comply with the disparate online com-
munication privacy regulations of multiple countries, a web
server may introduce scripts within a home page of an
enterprise’s website in order to display an appropriate
cookie banner to a first time visitor to the website, for
example. The web server may introduce scripts to imple-
ment different kinds of cookie banners depending upon the
geographic locations of the visitors in order to comply with
the regulations of the visitors’ countries. The administrator
of the web server may maintain multiple cookie policies as
well as cookie banners to comply with the regulations of
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different countries. For a company that has a large number
of web servers, it is difficult to maintain online behavioral
tracking policies at each web servers in order to comply with
all potential current and future regulations. Therefore, it
would be helpful to have a centralized mechanism or a proxy
to manage the online behavioral tracking policies for all
servers within a corporate network.

SUMMARY

[0007] Systems and methods are described for centralized
management of online behavioral tracking policies. Accord-
ing to one embodiment, a hypertext transfer protocol
(HTTP) response transmitted from a web server to a client
is captured by a network security device. A status of the
client is determined by the network security device. An
online behavioral tracking policy associated with the client
is identified by the network security device based on the
determined status. The identified online behavioral tracking
policy is enforced by the network security device by modi-
fying the HTTP response. The modified HTTP response is
transmitted by the network security device to the client.
[0008] Other features of embodiments of the present
invention will be apparent from the accompanying drawings
and from the detailed description that follows.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] Embodiments of the present invention are illus-
trated by way of example, and not by way of limitation, in
the figures of the accompanying drawings and in which like
reference numerals refer to similar elements and in which:
[0010] FIG. 1 illustrates an exemplary network architec-
ture in accordance with an embodiment of the present
invention.

[0011] FIG. 2 illustrates exemplary functional units of a
reverse proxy in accordance with an embodiment of the
present invention.

[0012] FIG. 3A-3D illustrate exemplary cookie banners
and privacy/cookie policy links of web pages in accordance
with embodiments of the present invention.

[0013] FIG. 4 is a flow diagram illustrating a method for
enforcing online behavioral tracking policies by a reverse
proxy in accordance with an embodiment of the present
invention.

[0014] FIG. 5 is an exemplary computer system in which
or with which embodiments of the present invention may be
utilized.

DETAILED DESCRIPTION

[0015] Systems and methods are described for managing
online behavioral tracking policies. According to one
embodiment, a reverse proxy or a network security device
implementing a reverse proxy captures a Hypertext Transfer
Protocol (HTTP) response that is transmitted from a web
server to a client. The reverse proxy determines a status of
the client and determines an online behavioral tracking
policy associated with the client based on one or more
characteristics or a status (e.g., a physical or geographical
location) of the client. The reverse proxy applies the online
behavioral tracking policy to the HTTP response (e.g., by
removing one or more non-compliant HTTP cookies or one
or more non-compliant scripts from the HTTP response
and/or by embedding one or more compliant HTTP cookies
and/or one or more compliant scripts within the HTTP

Netskope Exhibit 1007



US 2017/0093917 Al

response) and transmits the revised HTTP response to the
client in order to ensure online communications between the
client and web server (and any analytics relating thereto or
usage thereof) are in compliance with the online communi-
cation privacy regulations of the country in which the client
is physically located.

[0016] In the following description, numerous specific
details are set forth in order to provide a thorough under-
standing of embodiments of the present invention. It will be
apparent, however, to one skilled in the art that embodiments
of the present invention may be practiced without some of
these specific details. In other instances, well-known struc-
tures and devices are shown in block diagram form.

[0017] Embodiments of the present invention include vari-
ous steps, which will be described below. The steps may be
performed by hardware components or may be embodied in
machine-executable instructions, which may be used to
cause a general-purpose or special-purpose processor pro-
grammed with the instructions to perform the steps. Alter-
natively, the steps may be performed by a combination of
hardware, software, firmware and/or by human operators.

[0018] Embodiments of the present invention may be
provided as a computer program product, which may
include a machine-readable storage medium tangibly
embodying thereon instructions, which may be used to
program a computer (or other electronic devices) to perform
a process. The machine-readable medium may include, but
is not limited to, fixed (hard) drives, magnetic tape, floppy
diskettes, optical disks, compact disc read-only memories
(CD-ROMs), and magneto-optical disks, semiconductor
memories, such as ROMs, PROMs, random access memo-
ries (RAMs), programmable read-only memories (PROMs),
erasable PROMs (EPROMs), electrically erasable PROMs
(EEPROMs), flash memory, magnetic or optical cards, or
other type of media/machine-readable medium suitable for
storing electronic instructions (e.g., computer programming
code, such as software or firmware). Moreover, embodi-
ments of the present invention may also be downloaded as
one or more computer program products, wherein the pro-
gram may be transferred from a remote computer to a
requesting computer by way of data signals embodied in a
carrier wave or other propagation medium via a communi-
cation link (e.g., a modem or network connection).

[0019] In various embodiments, the article(s) of manufac-
ture (e.g., the computer program products) containing the
computer programming code may be used by executing the
code directly from the machine-readable storage medium or
by copying the code from the machine-readable storage
medium into another machine-readable storage medium
(e.g., a hard disk, RAM, etc.) or by transmitting the code on
a network for remote execution. Various methods described
herein may be practiced by combining one or more machine-
readable storage media containing the code according to the
present invention with appropriate standard computer hard-
ware to execute the code contained therein. An apparatus for
practicing various embodiments of the present invention
may involve one or more computers (or one or more
processors within a single computer) and storage systems
containing or having network access to computer program(s)
coded in accordance with various methods described herein,
and the method steps of the invention could be accomplished
by modules, routines, subroutines, or subparts of a computer
program product.
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[0020] Notably, while embodiments of the present inven-
tion may be described using modular programming termi-
nology, the code implementing various embodiments of the
present invention is not so limited. For example, the code
may reflect other programming paradigms and/or styles,
including, but not limited to object-oriented programming
(OOP), agent oriented programming, aspect-oriented pro-
gramming, attribute-oriented programming (@OP), auto-
matic programming, dataflow programming, declarative
programming, functional programming, event-driven pro-
gramming, feature oriented programming, imperative pro-
gramming, semantic-oriented programming, functional pro-
gramming, genetic programming, logic programming,
pattern matching programming and the like.

Terminology

[0021] Brief definitions of terms used throughout this
application are given below.

[0022] If the specification states a component or feature
“may”, “can”, “could”, or “might” be included or have a
characteristic, that particular component or feature is not
required to be included or have the characteristic.

[0023] The phase “security device” generally refers to a
hardware device or appliance configured to be coupled to a
network and to provide one or more of data privacy, pro-
tection, encryption and security. The network security
device can be a device providing one or more of the
following features: network firewalling, VPN, antivirus,
intrusion prevention (IPS), content filtering, data leak pre-
vention, antispam, antispyware, logging, reputation-based
protections, event correlation, network access control, vul-
nerability management. load balancing and traffic shaping—
that can be deployed individually as a point solution or in
various combinations as a unified threat management
(UTM) solution. Non-limiting examples of network security
devices include proxy servers, firewalls, VPN appliances,
gateways, UTM appliances and the like.

[0024] The phrase “network appliance” generally refers to
a specialized or dedicated device for use on a network in
virtual or physical form. Some network appliances are
implemented as general-purpose computers with appropriate
software configured for the particular functions to be pro-
vided by the network appliance; others include custom
hardware (e.g., one or more custom Application Specific
Integrated Circuits (ASICs)). Examples of functionality that
may be provided by a network appliance include, but is not
limited to, Layer 2/3 routing, content inspection, content
filtering, firewall, traffic shaping, application control, Voice
over Internet Protocol (VoIP) support, Virtual Private Net-
working (VPN), IP security (IPSec), Secure Sockets Layer
(SSL), antivirus, intrusion detection, intrusion prevention,
Web content filtering, spyware prevention and anti-spam.
Examples of network appliances include, but are not limited
to, network gateways and network security appliances (e.g.,
FORTIGATE family of network security appliances and
FORTICARRIER family of consolidated security appli-
ances), messaging security appliances (e.g., FORTIMAIL
family of messaging security appliances), database security
and/or compliance appliances (e.g., FORTIDB database
security and compliance appliance), web application firewall
appliances (e.g., FORTIWEB family of web application
firewall appliances), application acceleration appliances,
server load balancing appliances (e.g., FORTIBALANCER
family of application delivery controllers), vulnerability

Netskope Exhibit 1007



US 2017/0093917 Al

management appliances (e.g., FORTISCAN family of vul-
nerability management appliances), configuration, provi-
sioning, update and/or management appliances (e.g.,
FORTIMANAGER family of management appliances), log-
ging, analyzing and/or reporting appliances (e.g., FOR-
TIANALYZER family of network security reporting appli-
ances), bypass appliances (e.g., FORTIBRIDGE family of
bypass appliances), Domain Name Server (DNS) appliances
(e.g., FORTIDNS family of DNS appliances), wireless secu-
rity appliances (e.g., FORTIWIFI family of wireless security
gateways), FORIDDOS, wireless access point appliances
(e.g., FORTIAP wireless access points), switches (e.g.,
FORTISWITCH family of switches) and IP-PBX phone
system appliances (e.g., FORTIVOICE family of IP-PBX
phone systems).

[0025] The terms “connected” or “coupled” and related
terms are used in an operational sense and are not neces-
sarily limited to a direct connection or coupling. Thus, for
example, two devices may be coupled directly, or via one or
more intermediary media or devices. As another example,
devices may be coupled in such a way that information can
be passed there between, while not sharing any physical
connection with one another. Based on the disclosure pro-
vided herein, one of ordinary skill in the art will appreciate
a variety of ways in which connection or coupling exists in
accordance with the aforementioned definition.

[0026] FIG. 1 illustrates an exemplary network architec-
ture 100 in accordance with an embodiment of the present
invention. In the present example, network architecture 100
includes at least a browser 110, multiple web servers 120a-
120c, a reverse proxy 140 and a web analytics server 150.
The network appliances 110, 120, 140 and 150 may be
connected by a network 130, which may be any type of
network, such as a local area network (LAN), a wireless
LAN, a wide area network (WAN), or the Internet.

[0027] According to HTTP, when browser 110 accesses
web server 120a, for example, for the first time, an HTTP
request without an HTTP cookie is sent from browser 110 to
web server 120a. In an HTTP response, web server 120a
may transmit one or more HTTP cookies of web server 120a
(within one or more HTTP Set-Cookie headers, for
example), e.g., a first-party cookie, together with other
content back to browser 110 in a session between browser
110 and web server 120a. Web browser 110 may store the
HTTP cookie within a local storage when the session with
the web server is closed. In another example, an HTTP
cookie may be created locally by a script of web server 120a
that is transmitted to browser 110. For example, web server
120a¢ may include within the HTTP response scripting
language code (e.g., a JavaScript function) that creates an
HTTP cookie when run by browser 110.

[0028] In some examples, web server 120a may also
include a script of a third-party, such as analytics server 150,
in the HTTP response. After the third-party script of ana-
Iytics server 150 is received by browser 110, browser 110
may run the third-party script and setup a connection with
analytics server 150. A third-party HTTP cookie of analytics
server 150 may be transmitted to browser 110 and stored
locally at browser 110.

[0029] When browser 110 accesses web server 120a sub-
sequently and a corresponding HTTP cookie is stored within
browser 110, the HTTP cookie of the web server 120a is
included in a header field (e.g., an HTTP Cookie header) of
an HTTP request and sent to web server 120a automatically.
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When the HTTP request with the HTTP cookie is received
by web server 120qa, the HTTP cookie may be parsed thereby
allowing web server 120a to determine, for example, that
browser 110 is a return visitor and/or restore a previous state
of the last session with browser 110 based on the HTTP
cookie. Similar to the first-party HTTP cookie, the third-
party HTTP cookie that is stored at browser 110 is included
in an HTTP request and transmitted back to analytics server
150 when browser 110 subsequently accesses analytics
server 150. Analytics server 150 may parse the HTTP cookie
and the user of the HTTP cookie may be identified based on
the ID field of the cookie. Analytics server 150 may track
users” web surfing activities by accumulating access histo-
ries of the users.

[0030] In the present example, reverse proxy 140 is logi-
cally interposed between clients, such as browser 110, and
servers, such as web servers 120a-120c¢ and provides for-
warding service in the exchange between the clients and the
servers. Reverse proxy 140 may set up transmission control
protocol (TCP) connections separately with browser 110 and
a web server and relays data between the TCP connections.
Reverse proxy 140 is most commonly used to provide load
balancing, encryption services for scalability and availabil-
ity. In the present example, reverse proxy 140 may also be
used for manipulating the effect of online behavioral track-
ing policies implemented by web servers, such as web
servers 120a-120c. Reverse proxy 140 may intercept an
HTTP request from browser 110 and forward it to one of
web servers 120a-120¢ based on its load balancing policies.
If the request from browser 110 is transmitted encrypted by
HTTP Secure (HTTPS) protocol, the encrypted request may
be decrypted by reverse proxy 140 and then the HTTP
request may be intercepted by reverse proxy 140. When an
HTTP response is received from a web server, reverse proxy
140 may apply a corresponding online behavioral tracking
policy to the HTTP response based on one or more charac-
teristics or a status (e.g., the geographic location) of the
visitor. After the proper web tracking policy is applied,
reverse proxy 140 forwards the revised HTTP response to
browser 110. The HTTP response may be encrypted if
HTTPS is in use.

[0031] According to one embodiment, the online behav-
ioral tracking policy applied to the HTTP response is in
compliance with online communication privacy regulations
of the visitor’s country or an option explicitly or implicitly
consented to or selected by the visitor. In such an embodi-
ment, if the visitor is a first time visitor, reverse proxy 140
may determine from which country the visitor is accessing
the web server and what cookie policy is required by the
country. If the cookie policy of the country requires a cookie
banner to be displayed on the web page to warn the user that
HTTP cookies may be used by the web server, reverse proxy
140 may inject a script within the HTTP response to cause
the required cookie banner to be displayed by the user’s
browser. If the cookie policy of the country requires an
explicit consent from user before any cookie is used, a
consent link or button may be included within the cookie
banner. The visitor may click the consent link or button
shown within the cookie banner if the visitor consents to the
usage of HTTP cookies of web servers. The visitor’s selec-
tion may then be sent back to the reverse proxy 140 or web
servers 120a-120c. After reverse proxy 140 receives the
consent of cookie usage from the user, reverse proxy 140
may embed HTTP cookies or implement or apply other
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tracking policies on or to the HTTP response that is to be
sent to browser 110. Exemplary structures and functions of
reverse proxy 140 are described in detail below with refer-
ence to FIGS. 2, 3 and 4.
[0032] FIG. 2 illustrates exemplary functional units of a
reverse proxy in accordance with an embodiment of the
present invention. In this example, reverse proxy 200
includes a proxy module 210, a status monitor 220, an online
behavioral tracking controller 230 and an online behavioral
tracking policy database 240.
[0033] Proxy module 210 is used for providing forwarding
service in the exchange between clients and servers. Proxy
module 210 may set up TCP connections with clients and set
up separate TCP connections with servers and relays data
between the TCP connections. Proxy module 210 may
intercept an HTTP request from a client and forward it to a
selected web server based on its load balancing policies, for
example. When an HTTP response is received from the web
server by proxy module 210, the HTTP response may be
revised appropriately based on an online behavioral tracking
policy associated with the client to override a potentially
conflicting online behavioral tracking policy implemented
by the web server. The revised HTTP response may then be
forwarded to the client, thereby ensuring that any tracking
tools used by the web server are in compliance with appli-
cable online communication privacy regulations and/or
desires determined implicitly or explicitly conveyed by the
user via the client.
[0034] Online behavioral tracking policy database 240
may be used for storing information regarding online com-
munication privacy regulations of countries and privacy
options corresponding to clients. For example, online behav-
ioral tracking policy database 240 may collect information
for multiple countries including one or more of the follow-
ing:
[0035] 1. whether a privacy policy link is required to be
included in a web page;
[0036] 2. whether a dedicated cookie policy link is
required to be included in a web page;
[0037] 3. whether a cookie banner is required to be
included in a web page;
[0038] 4. required formatting of the cookie banner,
including fonts, size and position of the cookie banner;
[0039] 5. whether an explicit consent to the usage of
cookies is required; and
[0040] 6. whether implicit consent to cookie usage is
permitted.
[0041] Online behavioral tracking policy database 240
may also store options that are selected by visitors of web
servers regarding what tracking tools are allowed by the
visitors. For example, online behavioral tracking policy
database 240 may store selections made by visitors regard-
ing one or more of the following
[0042] 1. web beacons (e.g., consent or non-consent to
use thereof);
[0043] 2. HTTP cookies (e.g., consent or non-consent to
use thereof);
[0044] 3. first-party HTTP cookies (e.g., consent or
non-consent to use thereof);
[0045] 4. third-party HTTP cookies (e.g., consent or
non-consent to use thereof);
[0046] 5. whitelisted and/or blacklisted third-party
HTTP cookies;
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[0047] Online behavioral tracking policy database 240
may also include corresponding scripts, functions, rules
and/or commands that are used to implement specific online
communication privacy regulations and visitors’ options.
For example, one or more appropriate HI'TP cookies and/or
scripts may be selected by online behavioral tracking con-
troller 230 based on the status of a particular visitor to the
website and may be embedded within an HTTP response by
reverse proxy 200 in order that the usage of tracking tools of
the website is compliance with corresponding regulations
and users’ options. Alternatively or additionally, HTTP
cookies and/or scripts embedded by web servers may be
removed by reverse proxy 200 if such HTTP cookies and/or
scripts are inconsistent with the stored information regarding
online communication privacy regulations of the country at
issue and/or privacy options corresponding to the client at
issue.

[0048] Status monitor 220 is used for detecting a status of
a visitor of an HTTP request that is intercepted by proxy
module 210. Status monitor 220 may determine from which
country the client is visiting the web server. The country or
the location of the client may be determined based on a
source IP address of the HTTP request or other information
indicative of the physical location of the client included in
the HTTP request (e.g., Global Positioning System (GPS)
location information). Status monitor 220 may also deter-
mine whether the visitor is a first time visitor or a return
visitor. In one example, if an HTTP cookie of the web server
is included in the HTTP request from the client, then the
client is determined to be a return visitor. If no HTTP cookie
is included in the HTTP request, then the client is deter-
mined to be a first time visitor. In another example, status
monitor 220 may maintain a browsing log that records
information regarding clients that have accessed resources
of the web servers. For example, a web beacon may be
placed on one or more web pages hosted by the web server.
Whenever a request to access a web page on which a
particular web beacon is located is received from a client,
status monitor 220 may store information regarding the
request, including a source IP address, a time of the visit and
the like within the browsing log. When an HTTP request
from a client is intercepted, status monitor 220 may check
the browsing log of the client. If the client cannot be found
within the browsing log, the client may be determined to be
a first time visitor. If the web beacon has been accessed by
the client before, the client may be determined to be a return
visitor.

[0049] Status monitor 220 may further determine an
amount of time that has elapsed since the last access for a
return visitor. If the amount of time exceeds a predetermined
or configurable threshold, status monitor 220 may determine
that a particular cookie policy is to be implemented for the
client when the client is a return visitor.

[0050] Online behavioral tracking controller 230 is used
for implementing online behavioral tracking policies. For
example, online behavioral tracking controller 230 may
apply a particular online behavioral tracking policy to HTTP
traffic associated with a particular client based on a status of
the client that has been determined by status monitor 220.
[0051] In one example, when an HTTP request is deter-
mined to be from a first time visitor and is determined to
have originated from a particular country, such as the
Netherlands, where explicit consent to the usage of online
tracking tools is required, online behavioral tracking con-
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troller 230 may check online behavioral tracking policy
database 240 for information regarding the online commu-
nication privacy regulations of the Netherlands and retrieve
corresponding scripts, functions, rules or the like to imple-
ment the privacy regulations of the Netherlands. In accor-
dance with the current online communication privacy regu-
lations of the Netherlands, a cookie banner that requests
explicit consent regarding cookie usage from a user is
required to be shown before a cookie or other online
behavioral tracking tools can be used by a web server. The
regulations may also include detailed format requirements of
the cookie banner, such as a position (e.g., top or bottom of
the web page) at which the cookie banner is to be displayed,
the font size of text within the cookie banner, standard
statements of privacy policies, option buttons/links for
acceptance or denial of online tracking. FIG. 3A shows a
cookie banner including privacy policy statements, a con-
sent link (the “T agree” button) and a privacy policy link (the
“Read more” button). A script, such as a JavaScript function,
may be used to implement the cookie banner as shown in
FIG. 3A. The script may cause the user’s browser to display
a pop-up or floating window or banner including the state-
ments and two buttons for the consent link and privacy
policy link, respectively. The pop-up window may be dis-
played at a designated position, such as at the top/bottom of
a web page.

[0052] When an HTTP response from a web server is
intercepted by proxy module 210 and no cookie or other
online behavioral tracking function is included in the HTTP
response, online behavioral tracking controller 230 may
embedded the script that implements the cookie banner as
shown in FIG. 3A to the HTTP response. If online behav-
ioral tracking tools, such as cookies, web beacons or cookie
creating scripts, have been included in the HTTP response of
the web server, those online behavioral tracking tools deter-
mined not to be in compliance with the regulations of the
client’s country or all included online behavioral tracking
tools are removed from the HTTP response and a script that
is in compliance with the regulations is embedded. The
revised HTTP response is then sent to the client by proxy
module 210. When the client receives the HTTP response,
the script is run by the browser and a cookie banner that is
in compliance with the regulations of the country of the
client is shown to the user. The user may click the button or
link to explicitly consent or deny the usage of online
behavioral tracking tools and then an explicit consent or
denial is then sent to reverse proxy 200. After reverse proxy
200 receives the explicit consent or denial of the client,
information regarding the option selected by the client may
be stored within online behavioral tracking policy database
240. If explicit consent is received from the client, the
permitted cookies or other online behavioral tracking tools
may be included in future communications with the client by
online behavioral tracking controller 230 or the web server.

[0053] Inanother example, when an HT'TP request is from
a first time visitor and is originated from a country, such as
the United Kingdom (UK), where implicit consent to the
usage of online tracking tools is allowed, online behavioral
tracking controller 230 may check online behavioral track-
ing policy database 240 for information regarding the online
communication privacy regulations of the UK and corre-
sponding scripts, functions, rules or the like to implement
the regulations. Based on the online communication privacy
regulations of the UK, a cookie banner is required to be
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shown by the web server. However, an implicit consent of
cookie usage is allowable and the explicit consent is not
required in the UK. FIG. 4B shows a cookie banner that
includes privacy policy statements and a privacy policy link.
No explicit consent button/link is shown in this cookie
banner. When an HTTP response of a web server is inter-
cepted by proxy module 210, the script that implements the
cookie banner of FIG. 4B may be embedded within the
HTTP response. Online behavioral tracking tools, including
first-party HTTP cookies, third-party HITP cookie scripts,
first party/third party web beacons, may also be embedded
within the HTTP response. The revised HTTP response is
then sent to the client by proxy module 210. When the client
receives the HTTP response, the script is run by the browser
and a cookie banner that is in compliance with the regula-
tions of the UK is shown to the user. In this example, the
online behavioral tracking tools are transmitted to the cli-
ent’s browser directly because implicit consent is allowed by
the regulations. Usually, an opt-out option may be provided
by the web server through other ways, such as fax, telephone
and/or a link provided by a privacy policy page or email in
order to allow the user to explicitly opt-out of the online
behavioral tracking tools by sending a message to the
administrator of the web server. The web server may stop
using online behavioral tracking tools in future communi-
cations with the client after receiving the opt-out message.

[0054] In a further example, when an HTTP request is
from a first time visitor and is originated from a country,
such as the United States (US), where a cookie banner is not
required, online behavioral tracking controller 230 may
check online behavioral tracking policy database 240 for
information regarding the online communication privacy
regulations of the US and corresponding scripts, functions,
rules or the like to implement the regulations. Based on the
online communication privacy regulations of the US, a
cookie banner is not required to be shown to users before
online tracking tools are used. However, the regulations of
the US privacy laws require that a link to a cookie policy or
a privacy policy that includes a cookie usage statement
should be shown on a web page. FIG. 3C shows a web page
that contains a link to a privacy policy of a website. The
privacy policy may contain a cookie policy statement of the
website. FIG. 3D shows a web page that contains a link to
a cookie policy of a website. If no privacy policy link or
cookie policy link is included in the HTTP response of the
web server, online behavioral tracking controller 230 may
embed a privacy policy link and/or a cookie policy link that
are in compliance with the regulations of the country of the
client from online behavioral tracking policy database 240
and embed the links within the HTTP response of the web
server. The revised HTTP response is then sent to the client
by proxy module 210. When the HTTP response is received
by the client, a web page with a privacy policy link or cookie
policy link like that of FIG. 3¢ or 3d is shown to the user.

[0055] In a further example, when an HTTP request is
from a return visitor and the visitor has given an explicit/
implicit consent to the usage of online behavioral tracking
tools, online behavioral tracking controller 230 may allow
usage of online behavioral tracking tools in the HTTP
response if the HTTP response from the web server already
included online behavioral tracking tools. If no online
behavioral tracking tools are included in the HTTP response,
online behavioral tracking controller 230 may embed one or
more online behavioral tracking tools to the HTTP response
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based on the status of the client. The online behavioral
tracking tools may include one or more of the following:

[0056] 1. First-party cookies. A first-party HTTP cookie
is an HTTP cookie of a web server that a web browser
is accessing. A domain attribute of the first party cookie
matches the web server’s domain that is usually shown
in the web browser’s address bar. A first-party cookie
may be embedded within a header field of an HTTP
response of a web server. One or more scripts, such as
JavaScript functions, that can create, read, change or
delete cookies at the local machine of the client may be
also embedded within the HTTP response. When the
first-party HTTP cookie or the scripts are received and
run by the browser, one or more first-party cookies may
be created and stored on the local machine of the client.

[0057] 2. First-party web beacons. A web beacon is
typically a transparent graphic image (usually 1 pixelx1
pixel) and is placed on a web server or a web page
hosted by the web server. Links to the web beacon may
be embedded within the HTTP response. When the
browser receives the HTTP response including the link
to the web beacon, the browser displays the web page.
As the first-party web beacon is deemed to be a
component of the web page by the browser, the browser
may fetch the first-party web beacon from the web
server. The web server may record and store informa-
tion regarding the histories of web beacon accesses in
order to track the web surfing histories of clients.

[0058] 3. Third-party HTTP cookie. A third-party HT'TP
cookie is an HTTP cookie of a third-party web server,
such as an analytics server. The third-party HTTP
cookie is transmitted to a browser or created at the
browser when the browser is assessing a first-party web
server and the owner of the third-party HTTP cookie is
not shown in the web browser’s address bar. Third-
party scripts may be embedded within an HTTP
response of the first-party web server. When the
browser receives the HTTP response from the first-
party web server, the third-party scripts may be run by
the browser. Then, an HTTP connection to the third-
party web server is established by the browser and one
or more third-party HTTP cookies may be transmitted
to the browser from the third-party web server. The
third-party HTTP cookies may be stored locally at the
client machine of the browser when the session with the
third-party web server is over. When the browser
accesses the third-party web server subsequently, the
third-party HTTP cookies may be transmitted back to
the third-party. The third-party may track the web
surfing histories of clients through the third-party
HTTP cookies.

[0059] 4. One or more third-party web beacons. Links
to the web beacons of a third-party web server may be
embedded within the HTTP response. When the
browser receives the HTTP response, the browser dis-
plays a web page of the web server. As the third-party
web beacons are deemed as components of the web
page by the browser, the browser may fetch the third-
party web beacons from the third-party web server. The
third-party may record and store the accesses of web
beacons from clients in order to track the web surfing
histories of the clients.

[0060] In the present embodiment, a reverse proxy is used
as a centralized mechanism to manage and enforce the
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online behavioral tracking policy for multiple web servers.
However, other network appliances may be used for imple-
menting the centralized online behavioral tracking policy
control. For example, embodiments of the present invention
may be implemented within a firewall (e.g., one of the
FortiGate family of firewalls/UTM appliances manufactured
by the assignee of the present invention), an application
delivery controller (ADC) (e.g., one of the FortiADC family
of ADC appliances manufactured by the assignee of the
present invention), an web server with load balancing func-
tionality (e.g., one of the FortiWeb family of web servers
manufactured by the assignee of the present invention) or
other network security device that is deployed at a border of
a private network to protect network appliances that connect
to the private network.

[0061] Inthe present embodiment, HT'TP cookies and web
beacons are used as examples of online behavioral tracking
tools. Those skilled in the art will appreciate that the
techniques of the present invention may also be used in
connection with controlling the usage policies of other
online behavioral tracking tools, including, but not limited
to, flash cookies, web storages, browser local storages and
other web tools that may be used for tracking users’ web
surfing activities.

[0062] FIG. 4 is a flow diagram illustrating a method for
enforcing online behavioral tracking policies by a reverse
proxy in accordance with an embodiment of the present
invention. The method may be implemented at a reverse
proxy as shown in FIGS. 1 and 2 or other network security
devices (e.g., a firewall, gateway or UTM appliance) logi-
cally interposed between a requesting client (e.g., a web
browser) and a server (e.g., a web server).

[0063] At block 401, the reverse proxy establishes a TCP
connection with the client and another TCP connection with
a web server. The reverse proxy may select the web server
from multiple web servers that are connected to the reverse
proxy based on a load balancing policy.

[0064] At block 402, the reverse proxy receives HTTP
traffic between the client and the web server. In this example,
reverse proxy may receive an HTTP request from the client
and then forward it to the web server. The web server
processes the HTTP request and sends an HTTP response to
the reverse proxy.

[0065] At block 403, the reverse proxy may determine a
status of the client. The status is used to determine an online
behavioral tracking policy that is to be applied to commu-
nications with the client. The status of the client may
comprise one or more of a location of the client, whether the
client is a first time visitor or a return visitor, one or more
online behavioral tracking policy options made by the client
and a time associated with the client’s last access (or a time
that has elapsed since the client’s last access).

[0066] The location of the client can be determined based
on an IP address of the client, which is the source IP address
of the HTTP request and the destination IP address of the
HTTP response. Based on the IP address, a physical loca-
tion, such as a country in which the client resides, may be
determined by the reverse proxy based on an IP address-to-
country database or an IP address-to-geolocation service
provider. The physical location may also be provided by the
client if the client is equipped with a GPS module or other
location identification means.

[0067] In one example, the status of first time visitor/
return visitor can be determined by the presence or absence
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of an HTTP cookie within the HTTP request sent by the
client. Based on the HTTP protocol, when a client receives
an HTTP cookie of a web server, the HTTP cookie is stored
at the local machine of the client after the session with the
web server is closed. When the client subsequently accesses
the web server, the HTTP cookie of the web server is
included in the HTTP request if the HTTP cookie is still
valid. The reverse proxy may determine that the client is a
return visitor when a valid HTTP cookie of the web server
is received by the reverse proxy. On the other hand, when no
HTTP cookie of the web server is incorporated in the HTTP
request message, the reverse proxy may determine that the
client is a first time visitor.

[0068] In another example, the status of first time visitor/
return visitor can be determined by web beacons associated
with the web server. A web beacon that can be used to
identify a client may be placed on the web server or reverse
proxy. A browsing log may be used for recording the access
history of the web beacon. If the web beacon is accessed
again by the client based on the browsing log, the reverse
proxy may determine that the client is a return visitor.
Otherwise, the client may be treated as a first time visitor.
[0069] In a further example, the status of first time visitor/
return visitor can be determined by a browsing log of the
web server. A browsing log may be used for recording the
access history of the client. The reverse proxy may deter-
mine that the client is a return visitor if there is an access
history for the client in the browsing log. Otherwise, the
client may be treated as a first time visitor.

[0070] Further, if the client is a return visitor, an amount
of time that has elapsed since the last visit may be calculated
by the reverse proxy.

[0071] At block 404, the reverse proxy may determine an
online behavioral tracking policy to be applied to the HTTP
traffic based on the status of the client. If the client is a first
time visitor, the reverse proxy may identify appropriate
online communication privacy regulations based on the
client’s country. If a cookie banner that informs the client
regarding the potential usage of cookies is required by the
regulations of the client’s country, the reverse proxy may
further determine any format requirements for the cookie
banner. The format requirements of the cookie banner may
include the position, font size and explicit consent/denial
options of the cookie banner. For a return visitor, the reverse
proxy may further determine if the client has given consent
to the usage of any online behavioral tracking tools. For
example, the client may give consent to the usage of HTTP
cookies of the web server by clicking a button or a link
presented within the cookie banner that is displayed on a
web page of the web server. The consent of the client may
be recorded by the reverse proxy or the web server. The
reverse proxy may further collect the client’s consent for
usage of particular online behavioral tracking tools in order
to control the usage of online behavioral tracking tools
accordingly. The reverse proxy may provide options to
clients and allow the clients to determine the types of online
behavioral tracking tools that are allowed, including, but not
limited to, HTTP cookies, web beacons, flash cookies and
local storages of browsers. The reverse proxy may also
provide options to clients to determine if first-party or
third-party tracking tools are allowed or not. A whitelist/
blacklist of third-party online behavioral tracking tools of
clients may also be stored at the reverse proxy or the web
server.
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[0072] Atblock 405, the reverse proxy enforces the online
behavioral tracking policy by applying it to the HTTP
response that is to be sent to the client. After an HTTP
response from the web server is received by the reverse
proxy, the reverse proxy may check if online behavioral
tracking tools were already included in the HTTP response
by the web server. If no online behavioral tracking tools
have been included by the web server, an HTTP cookie of
the web server may be incorporated within a header field of
the HTTP response message if the HTTP cookie is allowed
based on the status of the client. Alternatively or addition-
ally, a script, such as JavaScript, that creates an HTTP
cookie of the web server may also be embedded within the
HTTP response message. Links to privacy policy and/or
cookie policy, links to first-party and/or third party web
beacons, scripts that create a cookie banner and scripts to
access third-party HTTP cookies may be also be embedded
within the HTTP response based on the status of the client.
If online behavioral tracking tools were already included in
the HTTP response by the web server, they may be removed
from the HTTP response as the tools may be not in com-
pliance with the online communication privacy regulations
of the client’s country. After the online behavioral tracking
tools are removed, online behavioral tracking tools, if any,
that are deemed to be in compliance with the status of the
client may be embedded or incorporated within the HTTP
response message.

[0073] At block 406, the reverse proxy transmits the
revised HT TP response message to the client. After the client
receives the HTTP response, a web page may be presented
to the user. For the first time visitor for whom an explicit
consent to the usage of online behavioral tracking tools is
required by the online communication privacy regulations at
issue, a pop-up or floating window or banner that allows the
user to agree to or disagree to the usage of online behavioral
tracking tools may be presented to the user. The user may
click an option button/link shown on the cookie banner to
give explicit consent or denial to the usage of online
behavioral tracking tools.

[0074] At block 407, the reverse proxy may receive an
option, such as an explicit consent or denial to the usage of
online behavioral tracking tools, from the client.

[0075] At block 408, the reverse proxy may store the
option and enforce the user’s option in connection with
future HTTP traffic directed to the client. For example, if the
usage of first-party HTTP cookies are allowed by the client,
a first-party HTTP cookie may be included in subsequent
HTTP responses to the client. If the usage of first-party
HTTP cookies is denied by the client, no HTTP cookie or
scripts that create such cookies at the client machine will be
embedded within the HTTP response and if such cookies or
scripts have been included by the responding web server,
they will be removed by the reverse proxy.

[0076] FIG. 5 is an example of a computer system 500
with which embodiments of the present disclosure may be
utilized. Computer system 500 may represent or form a part
of a network appliance, network security device or a proxy
server (e.g., reverse proxy 140 or 200) that is logically
interposed between a client and one or more web servers.
[0077] Embodiments of the present disclosure include
various steps, which have been described above. A variety of
these steps may be performed by hardware components or
may be tangibly embodied on a computer-readable storage
medium in the form of machine-executable instructions,
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which may be used to cause a general-purpose or special-
purpose processor programmed with instructions to perform
these steps. Alternatively, the steps may be performed by a
combination of hardware, software, and/or firmware.

[0078] As shown, computer system 500 includes a bus
530, a processor 505, communication port 510, a main
memory 515, a removable storage media 540, a read only
memory 520 and a mass storage 525. A person skilled in the
art will appreciate that computer system 500 may include
more than one processor and communication ports.

[0079] Examples of processor 505 include, but are not
limited to, an Intel® Itanium® or Itanium 2 processor(s), or
AMD® Opteron® or Athlon MP® processor(s), Motorola®
lines of processors, FortiSOC™ gsystem on a chip processors
or other future processors. Processor 505 may include vari-
ous modules associated with embodiments of the present
invention.

[0080] Communication port 510 can be any of an RS-232
port for use with a modem based dialup connection, a 10/100
Ethernet port, a Gigabit or 10 Gigabit port using copper or
fiber, a serial port, a parallel port, or other existing or future
ports. Communication port 510 may be chosen depending
on a network, such a Local Area Network (LAN), Wide Area
Network (WAN), or any network to which computer system
500 connects.

[0081] Memory 515 can be Random Access Memory
(RAM), or any other dynamic storage device commonly
known in the art. Read only memory 520 can be any static
storage device(s) such as, but not limited to, a Program-
mable Read Only Memory (PROM) chips for storing static
information such as start-up or BIOS instructions for pro-
cessor 505.

[0082] Mass storage 525 may be any current or future
mass storage solution, which can be used to store informa-
tion and/or instructions. Exemplary mass storage solutions
include, but are not limited to, Parallel Advanced Technol-
ogy Attachment (PATA) or Serial Advanced Technology
Attachment (SATA) hard disk drives or solid-state drives
(internal or external, e.g., having Universal Serial Bus
(USB) and/or Firewire interfaces), such as those available
from Seagate (e.g., the Seagate Barracuda 7200 family) or
Hitachi (e.g., the Hitachi Deskstar 7K1000), one or more
optical discs, Redundant Array of Independent Disks
(RAID) storage, such as an array of disks (e.g., SATA
arrays), available from various vendors including Dot Hill
Systems Corp., LaCie, Nexsan Technologies, Inc. and
Enhance Technology, Inc.

[0083] Bus 530 communicatively couples processor(s)
505 with the other memory, storage and communication
blocks. Bus 530 can be, such as a Peripheral Component
Interconnect (PCI)/PCI Extended (PCI-X) bus, Small Com-
puter System Interface (SCSI), USB or the like, for con-
necting expansion cards, drives and other subsystems as
well as other buses, such a front side bus (FSB), which
connects processor 505 to system memory.

[0084] Optionally, operator and administrative interfaces,
such as a display, keyboard, and a cursor control device, may
also be coupled to bus 530 to support direct operator
interaction with computer system 500. Other operator and
administrative interfaces can be provided through network
connections connected through communication port 510.
[0085] Removable storage media 540 can be any kind of
external hard-drives, floppy drives, IOMEGA® Zip Drives,
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Compact Disc-Read Only Memory (CD-ROM), Compact
Disc-Re-Writable (CD-RW), Digital Video Disk-Read Only
Memory (DVD-ROM).

[0086] Components described above are meant only to
exemplify various possibilities. In no way should the afore-
mentioned exemplary computer system limit the scope of
the present disclosure.

[0087] While embodiments of the invention have been
illustrated and described, it will be clear that the invention
is not limited to these embodiments only. Numerous modi-
fications, changes, variations, substitutions, and equivalents
will be apparent to those skilled in the art, without departing
from the spirit and scope of the invention, as described in the
claims.

What is claimed is:

1. A method comprising:

capturing, by a network security device, a hypertext

transfer protocol (HTTP) response transmitted from a
web server to a client;

determining, by the network security device, a status of

the client;

identifying, by the network security device, an online

behavioral tracking policy associated with the client
based on the determined status;
enforcing, by the network security device, the identified
online behavioral tracking policy by modifying the
HTTP response; and

transmitting, by the network security device, the modified
HTTP response to the client.

2. The method of claim 1, wherein the status of the client
comprises one or more of:

a location of the client;

a visitation history;

an online behavioral tracking policy acceptance history;

and

information regarding an amount of time that has elapsed

since a last access by the client.

3. The method of claim 2, wherein the location of the
client is determined based on an Internet Protocol (IP)
address of the client.

4. The method of claim 2, further comprising:

capturing, by the network security device, an HTTP

request transmitted by the client to the web server;
detecting, by the network security device, whether an
HTTP cookie is embedded within the HTTP request;
when a result of the detecting is negative, then the client
is treated as a first time visitor; and

when the result of the detecting is affirmative, then the

client is treated as a return visitor.
5. The method of claim 2, further comprising:
capturing, by the network security device, an HTTP
request transmitted by the client to the web server;

determining, by the network security device, the HTTP
request comprises a web beacon request for a web
beacon;

checking, by the network security device, a browsing log

associated with the client for the web beacon;

when the web beacon is found within the browsing log,

the client is determined to be a return visitor; and
when the web beacon is not found within the browsing
log, the client is determined to be a first time visitor.
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6. The method of claim 1, wherein the online behavioral
tracking policy includes information regarding online com-
munication privacy regulations of a country in which the
client is physically located.

7. The method of claim 1, wherein the online behavioral
tracking policy includes indications regarding one or more
of:

whether a web beacon is allowed in connection with

communications with the client;

whether an HTTP cookie is allowed in connection with

communications with the client;

whether a first-party is allowed in connection with com-

munications with the client;

whether a third-party HTTP cookie is allowed in connec-

tion with communications with the client;

whether a whitelist and/or blacklist of third-party HTTP

cookies;

whether a privacy policy link is to be displayed by the

client;

whether a cookie banner is to be displayed by the client;

and

whether one or more user options are to be included

within the cookie banner.

8. The method of claim 1, wherein said enforcing, by the
network security device, the identified online behavioral
tracking policy comprises one or more of:

removing one or more online behavioral tracking tools

that are not in compliance with the identified online
behavioral tracking policy from the HTTP response;
and

embedding one or more online behavioral tracking tools

that are in compliance with the identified online behav-
ioral tracking policy within the HTTP response.

9. The method of claim 8, wherein the online behavioral
tracking tool comprises one or more of:

an HTTP cookie;

a web beacon;

a local storage of a browser;

a flash cookie;

a script that creates an online behavioral tracking tool

when run by the client.

10. The method of claim 8, wherein said enforcing, by the
network security device, the identified online behavioral
tracking policy further comprises one or more of:

embedding within the modified HTTP response a script

that causes the client to display a link to a privacy
policy of the web server;
embedding within the modified HTTP response a script
that causes the client to display a cookie banner; and

embedding within the modified HTTP response a script
that prompts for an option regarding an online behav-
ioral tracking policy within a cookie banner.

11. The method of claim 1, further comprising:

receiving, by the network security device, an option

relating to the online behavioral tracking policy from
the client; and

enforcing, by the network security device, the option on

subsequent HTTP traffic directed to the client.

12. The method of claim 1, wherein the network security
device comprises or implements a reverse proxy.

13. The method of claim 12, further comprising:

establishing, by the reverse proxy, a first connection with

the client;
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establishing, by the reverse proxy, a second connection

with the web server;
removing, by the reverse proxy, an online behavioral
tracking tool from the HTTP response received on the
second connection with the web server; and

enforcing, by the reverse proxy, the online behavioral
tracking policy on the HTTP response to be sent on the
first connection with the client.

14. A network security device comprising:

non-transitory storage device having tangibly embodied

therein instructions representing a security application;
and

one or more processors coupled to the non-transitory

storage device and operable to execute the security
application to perform a method comprising:
capturing a hypertext transfer protocol (HTTP)
response transmitted from a web server to a client;
determining a status of the client;
identifying an online behavioral tracking policy asso-
ciated with the client based on the determined status;
enforcing the identified online behavioral tracking
policy by modifying the HTTP response; and
transmitting the modified HTTP response to the client.

15. The network security device of claim 14, wherein the
status of the client comprises one or more of:

a location of the client;

a visitation history;

an online behavioral tracking policy acceptance history;

and

information regarding an amount of time that has elapsed

since a last access by the client.

16. The network security device of claim 15, wherein the
location of the client is determined based on an Internet
Protocol (IP) address of the client.

17. The network security device of claim 15, wherein the
method further comprises:

capturing an HTTP request transmitted by the client to the

web server;

detecting whether an HTTP cookie is embedded within

the HTTP request;

when a result of the detecting is negative, then the client

is treated as a first time visitor; and

when the result of the detecting is affirmative, then the

client is treated as a return visitor.

18. The network security device of claim 15, wherein the
method further comprises:

capturing an HTTP request transmitted by the client to the

web server;

determining the HTTP request comprises a web beacon

request for a web beacon;

checking, by the network security device, a browsing log

associated with the client for the web beacon;

when the web beacon is found within the browsing log,

the client is determined to be a return visitor; and
when the web beacon is not found within the browsing
log, the client is determined to be a first time visitor.

19. The network security device of claim 16, wherein the
online behavioral tracking policy includes information
regarding online communication privacy regulations of a
country in which the client is physically located.

20. The network security device of claim 14, wherein the
online behavioral tracking policy includes indications
regarding one or more of:
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whether a web beacon is allowed in connection with

communications with the client;

whether an HTTP cookie is allowed in connection with

communications with the client;

whether a first-party is allowed in connection with com-

munications with the client;

whether a third-party HTTP cookie is allowed in connec-

tion with communications with the client;

whether a whitelist and/or blacklist of third-party HTTP

cookies;

whether a privacy policy link is to be displayed by the

client;

whether a cookie banner is to be displayed by the client;

and

whether one or more user options are to be included

within the cookie banner.

21. The network security device of claim 14, wherein said
enforcing the identified online behavioral tracking policy
comprises one or more of:

removing one or more online behavioral tracking tools

that are not in compliance with the identified online
behavioral tracking policy from the HTTP response;
and

embedding one or more online behavioral tracking tools

that are in compliance with the identified online behav-
ioral tracking policy within the HTTP response.

22. The network security device of claim 21, wherein the
online behavioral tracking tool comprises one or more of:

an HTTP cookie;

a web beacon;

a local storage of a browser;

a flash cookie;

a script that creates an online behavioral tracking tool

when run by the client.
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23. The network security device of claim 21, wherein said
enforcing the identified online behavioral tracking policy
further comprises one or more of:

embedding within the modified HTTP response a script

that causes the client to display a link to a privacy
policy of the web server;
embedding within the modified HTTP response a script
that causes the client to display a cookie banner; and

embedding within the modified HTTP response a script
that prompts for an option regarding an online behav-
ioral tracking policy within a cookie banner.

24. The network security device of claim 14, wherein the
method further comprises:

receiving an option relating to the online behavioral

tracking policy from the client; and

enforcing the option on subsequent HTTP traffic directed

to the client.

25. The network security device of claim 14, wherein the
network security device comprises or implements a reverse
Proxy.

26. The network security device of claim 25, wherein the
method further comprises:

establishing, by the reverse proxy, a first connection with

the client;

establishing, by the reverse proxy, a second connection

with the web server;
removing, by the reverse proxy, an online behavioral
tracking tool from the HTTP response received on the
second connection with the web server; and

enforcing, by the reverse proxy, the online behavioral
tracking policy on the HTTP response to be sent on the
first connection with the client.

#* #* #* #* #*
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