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BE | T REMEMBERED t hat on Thursday, Decenber 28,
2023, commencing at 10:02 a.m thereof, via Zoom Vi deo
Conf erencing, before nme, Rachel N Barkune, a Certified
Short hand Reporter in and for the State of California,
renotely appeared fromlrvine, California,

DR M CHAEL FRANZ,
a witness called on behalf of the Patent Omer, who,
havi ng been first duly sworn by ne to testify the truth,
was exam ned and testified as foll ows:
EXAM NATI ON

BY MR ZI VQINOVI C.

Q Could you please state your full nane for the
record.

A. My nane is Mchael Franz, and | have two mddle
nanmes, Stephen Aiver, that | don't usually use on ny
publ i cati ons.

Q And | would like to go over sone ground rules
before we get started. You understand that you' re under
oath to tell the truth today.

Do you?

A Yes.

Q The court reporter is creating a witten
transcript of today's deposition. To create a clear
transcript, one inportant rule is that you let ne finish

my questions before responding, and I will et you
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finish your answers before asking the next question.

Agr eed?
A Yes.
Q It is also inportant you give verbal responses

to nmy questions rather than noddi ng or otherw se
answeri ng nonverbally.
Agr eed?

A I'll do ny best.

Q At sone point | may ask a question that you do
not understand. |If | do, please let ne know. [|'Ill be
happy to rephrase or to try to clarify.

Agr eed?

A.  Yes.

Q If you answer ny question w thout asking for

clarification, however, |I wll assunme you understood it.
Agr eed?
A 1'll do ny best.

Q |Is there any reason at all why you cannot
provide full, true, and accurate testinony today?

A.  I'mnot aware of any reason.

Q You understand that this deposition is in
connection with an IPRrelating to U S. Patent Nunber
10, 084, 825; right?

A Yes.

Q Is it okay if we refer to this as the '825
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pat ent ?

A Yes.

Q Now, you analyzed the '825 patent; correct?

A. Correct.

Q And you submtted a declaration regarding the
invalidity of the '825 patent in light of certain prior
art; correct?

A. Correct.

Q One of the claimterns in the '825 patent is
“cooperative security fabric"; right?

A Yes.

Q And in your declaration, you opined that you
found that the prior art discloses such a cooperative
security fabric; correct?

A Yes.

Q Fair to say, then, that you understood the
scope of the claimterm "cooperative security fabric"?

MR. KLEIN. Onbject to form

THE W TNESS: Wat do you nean by "scope"
exactly, please?
BY MR ZI VQINOVI C.

Q In analyzing the prior art, you applied a
certain neaning of the term "cooperative security
fabric"; right?

A. So we did not construct this term "cooperative
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security fabric," so | used the plain and ordinary
nmeani ng of the term "cooperative security fabric."

Q Andis it okay if we occasionally use "CSF" as
an abbrevi ation for cooperative security fabric?

A Yes.

Q So you agree that cooperative security fabric
has a plain neaning, then?

A Well, so the word "fabric" is a well-known term
in the art, and, you know, the word "cooperative" is
clear in this context, and the word "security" is, you
know, clear that we're tal king about the parts of the
fabric that are having security functions. And so |
believe that a person of ordinary skill in the art at
the tinme woul d have understood what is neant by this
conpound cooperative security fabric term

Q \What is the plain neaning of fabric in the
context of network and data security?

A. So a fabric is the physical structure of a
network, so the topology of the network. So, you know,
whi ch -- which part of the network is actually directly
connected to which other part of the -- what is the --
t he physical |ayout of the interconnectedness and where
are these parts | ocat ed.

Q Now, is the word "fabric" -- let ne start over.

You understand the word "fabric" is a reference
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to clothing fabric; right?

MR. KLEIN:. Objection. Form

THE WTNESS: So, | nean, | understand that
sonehow the -- the use of the termin conputer science
and networking actually sort of may be inspired by the
i dea that you have cabl es weavi ng, you know, through
bui | di ngs and such. So that's probably where the
anal ogy conmes from
BY MR ZI VAINOVI C.

Q So you would agree, then, that at a m ni num
the word "fabric" in the context of network and data
security is inspired by the phrase "fabric" in the
context of clothing; right?

MR. KLEIN. Object to form

THE WTNESS: | don't know one way or ot her.
This is anecdotal. | just -- | just know that the term
“fabric" to refer to the physical infrastructure of
networking was in use at the tine and is still in use.
BY MR ZI VQINOVI C.

Q So sitting here today, it is your understandi ng
that the term"fabric" in conputer science and
networ ki ng was inspired by the idea of threads weaving
in clothing; right?

MR. KLEIN. Qbject to scope -- or sorry, object

to form
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THE WTNESS: So as | said, this is anecdotal.
|"m-- you know, |I'mnot historian of conputer science
ternms. | would -- you know, that is -- |I'"maware of the
term |'ve been aware of the termfor a long tine, but
that is a guess. | have no way of scientifically
establ i shing whether or not that term cones from
clothing, but it's an educated guess. | don't think it
really matters where the termcones from
BY MR ZI VQINOVI C.

Q Now, a piece of clothing fabric is nade up of
many threads; right?
A.  Probably.

MR. KLEIN. (Object to scope.

THE WTNESS: Yeah. |'mnot an expert on -- on
clothing, I'm afraid.

BY MR ZI VQINOVI C.
Q I'mjust asking your understanding of the plain
nmeani ng of these words.

Is it your understanding that the plain neaning
of clothing fabric neans that it's nmade up of many
t hr eads?

MR. KLEIN. Object to scope.

THE WTNESS: As | said, I'mnot an expert in
clothing. | can tell you that the plain neaning of

networking fabric is the cables and boxes that nmake up
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t he physical infrastructure of your network.
BY MR ZI VQINOVI C.

Q \Wat is a conputer network?

MR. KLEIN. nbject to form

THE WTNESS: So a conputer network is the
infrastructure that connects conputers to each other.
BY MR ZI VQINOVI C.

Q And what is a network topol ogy?

A. A network topology is the abstract -- the
abstract thing that tells you which -- which part -- who
connects to whom So you could have a conputer that is
directly connected to | ots of other conputers.

You could have, like, one thing in the mddle
that directly connects to everyone; that's called a star
topology. O you could have a -- everyone could be
connected to everybody else directly; that's called a
crossbar. O you could have nore conplicated
arrangenents where in order for one person to talk to
anot her, you would have to go through internediaries.

And so the topology tells you who is connected
to whomdirectly.

Q Is it fair to say that every conputer network
has a network topol ogy?

A. | think that's fair to say.

Q And in your view, does every network topol ogy
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qualify as a fabric?

A So | think the fabric is -- is one |evel bel ow
Right? The fabric is how do you physically realize the
topol ogy. So that -- how do you -- how do you -- what
box is, you know -- what cable, what box, what other
things are in between, how are these things plugged
together. And the physical things that do this
connectivity is the fabric.

Q Wuld you agree that every conputer network
requi res sone form of physical connectivity between its
constituent conputers?

MR. KLEIN. Object to form

THE WTNESS: Well, you could have wirel ess as
well, right, so -- you could have wireless |inks in your
net wor k.
BY MR ZI VQINOVI C.

Q If conputers are in a wreless network, does
that nmean they lack a fabric?

A. No. The fabric would contain, you know, the
wi rel ess antennas and base stations and those things.

Q Let ne rephrase ny earlier question to clarify
t hat point.

Wul d you agree that every conputer network
requi res sone form of physical connectivity, wired or

W reless, between its constituent conputers?
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A. Yeah, so every -- in order to create the
net work, you need sone form of connectivity.
Q In that case, would you agree that every
network has a fabric?
MR. KLEIN. Qnbject to form
THE WTNESS: So | do not believe that for
very, very sinple, you know, just two things plugged
t oget her, you -- yeah, the word -- | nean, fabric,
nmeani ng the physical structure of your network, yes.
So networ ki ng requires a physical underlying
connectivity infrastructure, and that is the fabric.
BY MR ZI VOQINOVI C.
Q Are you famliar with | EEE 802. 3?
MR. KLEIN. Object to scope.

THE W TNESS: There's a | ot of 802s. Wiich one

is dot 3?
BY MR ZI VQINOVI C.

Q Wuld it helpif I reference that it's --
relates to ethernet?

A. Okay. So 802.11 is the one that's wrel ess
t hat everyone knows the abbreviation. So I'mfamliar
with ethernet. |I'mnot famliar in every detail wth
t he standard.

Q Wuld you agree, though, that 802.3 is a

standard -- let ne start over.
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Wul d you agree that ethernet is the standard
for networking conputers together?

MR. KLEIN. Object to scope and form

THE WTNESS: So ethernet is a connection
t echnol ogy that can be depl oyed within a network.
BY MR ZI VQINOVI C.

Q And you're famliar, right, that | can connect
two conputers directly via an ethernet cable; right?

A. | have done that nyself, yes.

Q And when you connect two conputers together via
an ethernet cable, they comunicate with each other
usi ng the ethernet standard; right?

A. I'msure you could rig up solutions where
you' re conmuni cating via the existing physical ethernet
cabl e using other standards, but -- but, you know, one
of the ways that you could conmuni cate by having two
conputers connected in that way woul d be via the
et her net st andard.

Q And when you connect two conputers together
usi ng an ethernet cable, they would each have their own
| P address; right?

A.  Again, so you're not just connecting them
t oget her via ethernet cable; now you are al so
apparently -- right, just by connecting two conmputers,

they don't get an I P address; right?
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So you need nultiple layers of software on top
t hat woul d, you know, give you an |IP address and
negotiate lots of different things. So it's not just a
cabl e that you connect and, bingo, you have a networKk.

Q Let ne then rephrase the question

Wul d you agree that it is possible to
physi cally connect two conputers using an ethernet cable
and configure themto establish a TCP/IP connection
bet ween those two conputers?

A. Wth, you know -- there's a lot of things that
you need to do before this happens, but yes, you could
assign | P addresses and connect themin such a way that
you have a network between two conputers this way.

Q So in your view, you can have a network that
consists solely of two conputers connected to each ot her
via an et hernet cabl e?

A. That's -- yes.

Q And in your view, if you connect two conputers
with each other via an ethernet cable and configured
themto comrunicate via TCP/IP, you would have a fabric;
right?

A Wll, it would be a network. And the network
fabric in this case is just these two boxes with the
cabl e.

Q Have you al so heard the phrase "fabric" in the

www.lmagineReporting.com | 855-777-7865 Page 14

Fortinet Ex. 2005, Page 15 of 91


http://www.ImagineReporting.com

© 0 N o O b~ W N

N N NN NN P P PR R R R
o A W N P O © © N O O M W N P O

Dr. Michael Franz December 28, 2023

context of distributed conmputing?

A. Can you -- can you explain nore -- what context
you are referring to?

Q Do you have an understanding of a field called
di stri buted conputing?

A Alittle bit.

Q Wiat is your understanding of distributed
conputi ng?

A. So distributed conputing is when you have
conput ati ons occurring at multiple different places, and
typically, there are parts of conputations happening in
di fferent pl aces.

Q And have you ever heard the phrase "fabric"
used in connection with what you just described as
di stri buted conputing?

A. So | believe the word "fabric" is -- is used in
| ots of places probably; right? So -- so, you know,
there's only so many words you can use for physi cal
infrastructure that is used in -- for sone purpose;
right? So you use subscript of fabric or -- but we're
tal ki ng about fabric in the terns -- in the context of
networ ki ng here; right? So the -- the context of, you
know, the fabric here was qualified; right? So it was
clear that we're tal king about fabric in the context of

networ ki ng i nfrastructure.
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Q Well, I"'masking: Do you have an under st andi ng
of the term"fabric" in the context of distributed
conputi ng?

A. | would not want to answer that under oath
wi t hout doi ng sone additional research, you know, to
make sure that my understanding is totally consistent
wth -- yeah

Q Well, | nean, sitting here today, do you have
any understandi ng of what the word "fabric" neans in the
context of distributed conmputing?

A. As | said before, the term"fabric" is very
often used to describe -- in many different fields to
descri be just physical -- the physical infrastructure
that sonething is built out of.

Q Now, have you reviewed Fortinet's Patent Oaner
prelimnary response submitted in this proceedi ng?

A. | have reviewed it.

Q And have you reviewed the declaration submtted
by Dr. Black in connection with this proceedi ng?

A. | have.

Q And have you reviewed the definition of fabric
fromNewton's TelecomDictionary that was submtted by
Fortinet in this proceedi ng?

A. | have.

Q And have you reviewed the institution decision
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i ssued by the patent office in this proceedi ng?

A. | have.
Q Let ne start over -- let ne actually just
backtr ack. Before | switch -- | want to revisit

sonet hi ng we di scussed.
So you agreed, right, that a network could
consi st of just two conputers; right?

A. A very sinple -- yeah, two -- a very sinple
network, two conmputers connected. That's a network.

Q And those two conmputers could be connected
wirelessly; right?

A. They coul d.

Q If the two conputers are connected wirelessly
and the first conputer only has a transmtter for
sendi ng data and the second conputer only has a receiver
for receiving data, would you still consider that a
conput er network?

A It's still two conputers networked together.

Q Have you ever used a wal ki e-tal kie?

A. Wien | was a kid, probably, yes.

Q Wuld you consider a wal kie-tal kie a type of
conput er ?

MR. KLEIN:. (Object to scope.
THE WTNESS: Yeah -- so it's an anal og devi ce.
111
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BY MR ZI VAINOVI C.

Q Let ne nove on to sonething else. So | would
now like to mark -- to not interfere wwth the exhibit
nunbers that have been marked in this IPR and submtted
by the parties, | would like to enter as Exhibit A a
copy of the institution decision issued by the patent
office in this proceeding.

(Exhi bit A marked for
I dentification.)
BY MR ZI VAINOVI C.

Q Please et ne know when you' ve had a chance to
downl oad and review this docunent.

A. Ckay. Yes, sir.

Q If you could please go to page 3 -- let ne
start over again.

Do you recogni ze [Exhi bit A?

A.  Yes.

Q |[Exhibit Ais the institution decision in this
proceedi ng; right?

A. It appears to be, yes.

Q And you've previously reviewed a copy of
Exhibit A; right?

A.  Yes.

Q If you could please go to page 3 of [Exhibit A

A.  Yes.
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Q On page 3, do you see where the patent office
wrote, "The '825 patent describes nethods of performng
security operations on network traffic passing through a
cooperative security fabric, CSF, of network security
appliances that coordinate their security operations to
avoi d redundant security operations"?

A. |Is that a question?

Q Do you see that text witten there?

A. | see that text witten there.

Q Do you agree with the patent office's statenent
that, "The '825 patent descri bes nethods of perform ng
security operations on network traffic passing through a
cooperative security fabric, CSF, of network security
appliances that coordinate their security operations to
avoi d redundant security operations"?

A.  Yes.

Q And if you could scroll now down to page 4 of
Exhi bit A.

And do you see the patent office reproduced an
i mge of Figure 2 fromthe '825 patent?

A. | see that.

Q And below that, the patent office wote,
"Figure 2 shows a topol ogy 200 of a cooperative security
fabric that consists of the network security appliances

of Figure 1."
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Do you see that?

A. | see that.

Q Do you agree with the patent office that
"Figure 2 shows a topol ogy 200 of a cooperative security
fabric that consists of the network security appliances
of Figure 1"7?

A. | believe they're citing fromthe patent
itself, yes.

Q And then if you go on to page 5, do you see
where it says, "Root node 220 corresponds to root
network security appliance 121 in Figure 1 and acts in a
wi de area network, WAN, role that connects a private
network to other networks or the Internet."”

Do you see that?

A. | see that.

So if we look at Figure 2, traffic from outside
of an -- of the network arrives at Root 220; right?

A. It appears that that's what the figure is
trying to explain, yes.

Q And then the cooperative security fabric
processes the traffic that's arrived at Root 2020 [sic];
right?

MR. KLEIN. Onbject to form and scope.
THE WTNESS: |'mnot sure that -- you're

saying what? So...
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BY MR ZI VQINOVI C.

Q Well, Figure 2 depicts a cooperative security

fabric; right?

MR. KLEIN. nbject to form

THE WTNESS: So which picture -- can you
repeat your question, please?
BY MR ZI VQINOVI C.

Q Yes. Figure 2 depicts a cooperative security
fabric; right?

A. Figure 2 shows a topol ogy of a cooperative
security fabric.

Q \Wiat's the difference in your view between a --
et me start over.

Is there a difference in your view between a
t opol ogy of a cooperative security fabric versus a
cooperate security fabric itself?

A. Well, the fabric -- the cooperative security
fabric appears to be, again, the physi cal
infrastructure; right? And -- and in this picture,
we're depicting already a -- you know, the -- a slight
abstraction of who connects to whom here.

Q Wll, it says here, "Figure 2 shows a
t opol ogy"; right?

A Yes.

Q And do you agree that Figure 2 shows a
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t opol ogy?

A. Wll, the patent states that Picture 2 shows a
topology, so | take that as -- that this is an exanple
given in the specification, yes.

Q And in your view, fabric neans -- let ne start
over.

In your view, the word "fabric" refers to a
net wor k t opol ogy, does it not?

MR. KLEIN:. Object to form

THE WTNESS: So fabric refers to the actua
physical infrastructure; right? So the whole point
about the fabric is that it's the physical thing that
does t hings.
BY MR ZI VAINOVI C.

Q Sois it your view, then, that the fabric is
not itself the topol ogy?

A. The fabric expresses the topology in the real
world. Right? The fabric is the cables, the boxes, how
they're connected together, and it physically realizes a
topol ogy. It expresses the topology in the real world.

Q So does Figure 2 in your view depict a
cooperative security fabric?

MR. KLEIN. Onject to form Asked and
answer ed.

THE WTNESS: The patent specification states
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that it does.
BY MR ZI VQINOVI C.

Q Oay. And so in the '825 patent, the
cooperative security fabric -- I'"'mgoing to nove on a
little bit here.

And so in Figure 2, we talked -- incom ng
traffic arrives at Root 220; right?

A. That is what -- what it says, yes. So it says
Root 220 is -- corresponds to a root network appliance
and acts in a wde area network role that connects a
private network to other networks or the Internet.

Q And then the incomng traffic is then processed
by the Leaf and Branch nodes in Figure 2; right?

A. | mean, so -- depending on where traffic is
going; right? So you're tal king about incom ng
traffic -- traffic fromwhere to where?

Q Wll, I"'m-- so I'mtalking about traffic
arrives at Root 220; right?

A. So you're talking specifically about sone
traffic that arrives at 220 and goes where?

Q Let nme start over.

Now, we established that Root node 220 connects
a private network to other networks or the Internet;
right?

MR. KLEIN. Qnbject to form
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THE WTNESS: That's what it says there.
BY MR ZI VQINOVI C.

Q So when traffic arrives from other networks or
the Internet and it's destined for the private network,
that traffic is processed by the Branch and Leaf nodes
shown in Figure 2; right?

A. It depends on where the traffic is going;
right? So this is a specific network that was desi gned
by a network architect. And so, | nean, you could have
traffic that is supposed to only go to 220; right?

Are you tal king about -- where is the
destination of this traffic? Wen we talk -- when we
tal k about traffic, we need the source, we need the
desti nati on.

Q Let nme now-- let nme mark as Exhibit 1002 a
copy of your declaration in this |IPR proceeding.

(Exhi bit Nunber 1002 marked for

i dentification.)

MR ZI VOQINOVI C: It's a big file, soit wll
take sone tine to process.

THE WTNESS: Yeah, | already have it, so..

BY MR ZI VQINOVI C.

Q For record purposes, I'mstill uploading; and

when it pops up, if you would not m nd just downl oadi ng

it and confirmng that it is indeed a copy of your

www.lmagineReporting.com | 855-777-7865 Page 24

Fortinet Ex. 2005, Page 25 of 91


http://www.ImagineReporting.com

© 0 N o O b~ W N

N N NN NN P P PR R R R
o A W N P O © © N O O M W N P O

Dr. Michael Franz December 28, 2023

decl arati on.

A. Sure. Ckay. Yes. Yes, sir.

Q So do you recogni ze Exhibit 1002 as a copy of
your declaration?

A. | do.

Q And if you could please go to paragraph 50 in
your decl arati on.

A.  Yes.

Q Now, at the top of paragraph 50, you wite,
"Figure 2, below, depicts a topology of the network
appliances shown in Figure 1"; right?

A | wite that.

Q And then at the bottom of that paragraph, you
wite, "The '825 patent describes the CSF sinply as the
result of appliances coordinating security operations
performed on the network traffic passing through theni;
right?

A. I'msaying that in the context of the previous
sentence where |'msaying that "the '825 patent does not
define the term CSF or give it a reference nuneral,"
yes. That's what | wote.

Q So you would agree, then, that, at a mninmum a
CSF nmust coordi nate security operations perfornmed on
network traffic passing through appliances?

A. |I'mnot sure about your -- your use of the
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word -- term"nust." So we're trying to use the plain,
ordi nary neaning of this conpound term right, so we
have -- we know what a fabric is. W know what security
is. W know what cooperative is. And so the CSF has
the -- is apparently -- has the objective of

coordi nating security operations on the network traffic
passi ng through them

Q Well, you applied an understandi ng of CSF when
you anal yzed the prior art; right?

A.  Yes.

Q And under your understanding of CSF, do you
agree that it requires coordinating security operations
performed on network traffic passing through appliances?

MR. KLEIN. Object to form

THE WTNESS: So the objective is that you
have, you know, nultiple things in the -- in the fabric
t hat cooperate for the purpose of security. R ght?
That's the -- that's the plain, ordinary neaning. So --
right? So I'mnot sure | can think of sonething right
now, but one of the ways that you can have parts of a
fabric cooperating for the purpose of security is having
appl i ances coordi nate security operations.
BY MR ZI VAINOVI C.

Q Now, | want to drill down a bit nore on the

network traffic at issue here. And you brought up the
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poi nt that we need to define the source and destination
of network traffic; right?

A. | brought that up in a specific -- because you
asked ne a specific question that could not be answered
W t hout nam ng what is the source and what is the
desti nati on.

Q Wll, in the context of the '825 patent, the
source of the traffic or destination is the Internet or
ot her network outside of the private network; right?

MR. KLEIN. nbject to form

THE WTNESS: | -- | don't think you're
talking -- you're saying that all traffic in the '825
patent, the source is the -- outside the Internet -- the
out si de?
BY MR ZI VQINOVI C.

Q | said either the source or the destination in
the context of a coordinated security operation is the
I nternet or other out- -- external network; right?

A.  I'"'mnot sure where you get that from Right?
So -- so we have a network here, and the network is just
descri bed as having a coordinate -- sorry, what was the
word? |'mgetting -- a cooperative security fabric.
And, you know, the patent describes a fabric, and sone
of the prior art that I'mciting al so, you know,

descri bes a general network.
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And then we have clains, and the clains are
really only interested in specific streans of packets
traveling fromone source to one destination. So that's
a -- that's -- without further specifying where the
source or destination is. So, you know -- so | don't
t hi nk, you know -- what was your question again? Can
you repeat this?

Q Let ne nove on to a different topic. |If you
coul d pl ease go back to Exhibit A the copy of the
institution decision.

A.  Ckay.

Q And this tinme if you could please go to page 9.

A Yes.

Q And do you see where the patent office wote
"At this stage of the proceedi ng, based on the current
record, we interpret 'fabric’' as 'a network topol ogy
such as the physical structure of a swtch or network.'
This is consistent wwth an ordinary, customary neaning."

Do you see that?

A. | see that.

Q And then do you see that the patent office then
cites Newton's Telecom Dictionary in that paragraph?

Do you see that?

A. So that's Exhibit 2003? |Is that what you're --

is that the dictionary?
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Q Wll, let nme ask you.

Do you recogni ze Exhibit 2003 as Newton's
Tel ecom Di ctionary?

A I -- 1 just want to nmake sure. So let ne -- |
have it -- | have the exhibits here. | can |ook at it
and make sure that --

Q Yes, please do.

A. Okay. Yes, that is the dictionary. Correct.

Q Ckay. So here, the patent office is citing the
Newton's Tel ecom Dictionary for the ordinary and
customary neaning of fabric; right?

A.  Yes.

Q Do you agree that the definition in Newton's
Telecom Dictionary reflects the ordinary and customary
nmeani ng of fabric?

A. It's consistent with -- yes.

Q Let nme now mark as Exhibit 1001 a copy of the
' 825 patent.

(Exhi bit Nunber 1001 marked for

I dentification.)

MR ZIVQINOVIC. By the way, actually -- we've
been going not quite an hour, but we've been close to an
hour. Since we're noving on to a different exhibit, now
woul d be a convenient tine to take a break. But I'm

happy to al so keep going if you prefer. | just want to
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flag --
THE WTNESS: |'Il take a five-m nute break,
pl ease.
MR ZIVQINOVIC. Al right. Let's doit.
THE W TNESS: Ckay.
MR. ZIVQINOVIC. Let's go off record, please.
(O f the record.)
BY MR ZI VAINOVI C.
Q So, Dr. Franz, have you had a chance to
downl oad and revi ew Exhi bit 10017
A.  Yes.
Q |Exhibit 1001 is a copy of the '825 patent;

right?
A Yes.
Q | want to start by looking at Figure 1, if you

coul d pl ease go there.
A Yes.
Q Soif we look at Figure 1 on the right, do you
see appliances 121, 130, and then 1407?
MR. KLEIN. nbject to form
THE WTNESS: So | see -- | see there are boxes
| abel ed 121, 130, and what was the third one?
BY MR ZI VAINOVI C.
Q 140.
A. And 140 wth a, b, and c.
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Q Do you agree that Figure 1 there depicts three
| ayers of network security appliances?

A. So Figure 1 depicts an -- well, what does it
exactly say? It depicts a specific network
architecture; right? An exenplary network architecture
i n accordance with one enbodi nent of the present
invention. That's what it depicts.

Q And do you agree that the network architecture
in Figure 1 shows three |ayers of network security
appl i ances?

A It shows -- well, it shows a hierarchical
network architecture in which you have a tree-shaped
architecture in which you have three different |ayers of
t he network.

Q And network security appliances 140a through
140d are at the perineters of subnets 14la through 141d;
right?

A. Rght. So -- so the patent calls it -- yes.
The patent says, "Each of the subnets, 14la to 141d, nmay
connect to a subnet network security appliance 140a to
140d that separates a subnet from external conputing
environment." |'mreading fromthe patent
speci fication.

Q And woul d you agree that these subnets 141la

t hrough 141d conprise user conputers?
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A. | don't know what they conprise. Does it say
in the specification? | did not renenber the whole
specification. | nean, this is a -- an exanple

architecture that the patent specification is talking
about .

Does it say so? I'msorry. | do not -- have
not nenori zed the whol e specification.

Q Well, I'masking, do you have an under st andi ng
of whet her subnets 14l1a through 141d include end user
conput ers?

A. | nean, depends on what specific -- the
architect wanted here, but for the -- you know, it would
make sense that such an architecture could be used in
whi ch the subnets in a -- in a private corporate network
woul d be -- would include end user conputers.

Q And if you could please now go to Colum 5,
starting at line 32. Let nme know when you're there.

A.  Ckay.

Q So here in the '825 patent it says, "In the
present exanple, downstream network traffic that is
transmtted fromthe Internet 110 to a subnet 141 goes
t hrough three network security appliances, i.e., a root,
a mddle, and a subnet network security appliance, while
upstreamtraffic that is transmtted from subnet 141 to

the Internet goes through a subnet, a mddle, and a root
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network security appliance.”
Do you see that?

A. | see that.

Q And then the next sentence says, "Each network
security appliance on a network path has the ability to
execute the sane security operations based its | ocal
security policies [sic]."

Do you see that?

A. | see that.

Q And then if you go further down, starting at
line 43, "In enbodi nents of the present invention, the
root, mddle, and subnet network security appliances
forma cooperative security fabric that coordi nates
oper ati ons anong nenbers and avoi ds redundant operations
even when | ocal policies define the sane operations.”

Do you see that?

A. | see that.

Q So in enbodinents of the present invention, the
root, mddle, and subnet network security appliances of
Figure 1 forma cooperative security fabric.

Do you agree with that?

A. That's what the patent specification says.

Q And in Figure 1, the traffic that is being
processed by this cooperative security fabric is either

downstreamtraffic -- network traffic fromthe | nternet
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to a subnet or upstreamnetwork traffic froma subnet to
the Internet; right?

A. | don't think that's all the traffic. Right?
So in networks, there's probably also traffic going from
one subnet to another subnet and -- you know, | nean,
that's what networking is about; right? So, you know --
but there's probably sone traffic fromthe Internet to a
subnet. | don't know what's -- you know, but the whole
poi nt of this network architecture appears to be that
t hi ngs are connect ed.

Q Well, if we're |ooking at the '825 patent --
actual description of Figure 1, though, it's
specifically tal ki ng about downstream network traffic
fromthe Internet to subnets and upstream network
traffic fromsubnets to the Internet; right?

AL So it gives two exanples. So this is an
exanple, and it gives two exanples of traffic. One
traffic -- one exanple of traffic is traffic that starts
on the outside Internet and goes down to a subnet, and
it also gives an exanple of an -- it calls that
downstream And it has a second exanple of a -- of
traffic that starts at a subnet and goes out to the
| nt er net .

Q | believe you testified that, in theory, you

could al so process traffic between two different
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subnets; right?

A. | don't know. | mean, it -- we are -- we don't
have any nore information here. W have exanpl es of
traffic that the network designer wanted to be there.
Right? So it very nmuch depends on how you design your
net wor K.

Q So fair to say, then, that the '825 patent does
not include exanples of network security appliances
processing traffic between two subnets?

A. The specification exanple that you're citing
there does not -- nentions exenplarily traffic fromthe
Internet to a subnet and froma subnet to the Internet.

Q And you're not aware of other exanples in the
' 825 patent that tal ks about perform ng security

operations on traffic between two subnets, are you?

A. In the specification, there's no exanple |ike
t hat .

Q If you could please now go to Figure 2 of the
' 825 patent.

A.  Yes.

Q And I'mjust going to -- sorry, |'mjust
rotating the figure for ny own sanity.

A. Yeah, | should probably do that nyself. One
second. GCkay. Here we go.

Q So what the '825 patent describes as downstream
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traffic arrives at Root 220; right?

A. |t appears so.

Q And at that point, traffic that is received at
Root 220 fromthe Internet, if it's not destined for the
root itself, would be forwarded on either Branch 230a,
Leaf 250 or Branch 230b; right?

A Wll, if the destination is along that route.
Per haps you could tell ne what the destination of the
traffic is.

Q | guess let ne establish this. Wuat's shown
in -- do you have -- let ne start over.

Do you understand what is shown as Leaf 240a

t hrough d corresponds to security appliances guarding
i ndi vi dual subnets?

A.  Yeah, | believe that these Leaf 240a through d
correspond to 140a to d in Figure 1

Q So if traffic is received at Root 220 and it is
destined for subnet 141a, it would traverse Root 220,
Branch 230a, and Leaf 240a; right?

A. So seeing that there are no other routes, that
it would seemthat the route fromthe outside world to a
Leaf 240a woul d go to 220, 230a, and then 240a.

Q And traffic destined for subnet 141d woul d
traverse Root 220, Branch 230b, and Leaf 240d; right?

A So traffic fromthe outside world to 240d
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woul d, in this topology, have to pass through 220 and
t hen 230b and t hen 240d.

Q So would you agree that at each level -- let ne
start over.

Do you agree that in Figure 2, depending on
destination, traffic fromthe Internet could traverse
di fferent conbi nati ons of branch and | eaf network
security appliances?

MR. KLEIN:. Object to form

THE WTNESS: So this is -- this is a
tree-shaped architecture where the whol e purpose is
that, you know, you find the streamof the traffic down
the tree in this case.

BY MR ZI VAINOVI C.

Q So you woul d agree that depending on traffic
destination, different branches and | eaves woul d be
responsi ble for processing the traffic?

A. The whole Internet works like that; right?
Dependi ng on any conbi nati on of source and desti nati on,
you pass through different paths. So the way that this
network is designed is that traffic to, you know,

di fferent | eaves passes along different routes.

Q But a set of network security appliances

responsi bl e for processing particular traffic would

depend on the traffic's destination; right?
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A. So the set of nodes on the network that are
touched by a packet going fromsource to destination
depends on the destination.

Q And so | just want to nake sure in the context
of the '825 patent specifically, that neans that
dependi ng on destination, a different set of network
security appliances nmay process the traffic; right?

A. So the network security appliances that are
involved in the path of -- fromthe outside world to a
| eaf differs depending on what the target is.

Q And then do you see Leaf 250 that is connected
directly to Root 2207?

A. | see that.

Q An endpoint connected -- let ne start over.

Internet traffic destined for an endpoi nt
connected to Leaf 240a woul d go through processing by
three different network security appliances; right?

A. So in this specific topology, there are three
hops to go to a Leaf 240 and only two to go to a
Leaf 250.

Q So then maybe | can just junp to what
wanted -- you know, skip -- | think you're getting a
little ahead of ne, so let ne, | guess, ask the next
guestion, which is:

So woul d you agree that in the context of the

www.lmagineReporting.com | 855-777-7865 Page 38

Fortinet Ex. 2005, Page 39 of 91

December 28, 2023



http://www.ImagineReporting.com

© 0 N o O b~ W N

N N NN NN P P PR R R R
o A W N P O © © N O O M W N P O

Dr. Michael Franz December 28, 2023

' 825 patent, the nunber of network security appliances
responsi ble for processing incomng Internet traffic may
depend on the destination of that traffic?

A. So in this exanple, clearly, the nunmber of, in
this case, routers, you know, these boxes -- yeah,
there's -- there are different nunbers of these
appliances in the path froman outside source to a
destination, depending on which part of the tree you're
in.

Q | would now like to mark as Exhibit 104 [sic] a
copy of the Chandra patent application.

(Exhi bit Nunber 1004 marked for
I dentification.)
BY MR ZI VAINOVI C.

Q Please et ne know when you' ve had a chance to
downl oad and review this docunent.

A. Ckay. | see that.

Q And you recogni ze Exhi bit 1004 as a copy of
Chandra; right?

A. | do.

Q Now, Figure 1 in Chandra illustrates a network
environment 100 for inplenenting an enbodi nent of the
present invention. And |I'mreading that from
par agraph 21.

Do you see that?
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A. | see that.

Q Soin Chandra's -- and if we -- let ne start
over. And then if we keep on reading two sentences
bel ow that, "Network 102 can be a collection of
i ndi vi dual networks, interconnected with each other and
functioning as a single |arge network."

Do you see that?

A. Were do you wite this -- where is this?

Q Thisis the -- this is still in paragraph 21,
third sentence.

A. Ckay. Yes.

Q So the network environnent of Chandra's
Figure 1 functions as a single | arge network.

Agr eed?

A. Can you ask the question again, please?

Q The network environment of Chandra's Figure 1
functions as a single | arge network.

Agr eed?

MR, KLEIN. Object to form

THE WTNESS: So, | nmean, we have a network in
the mddle called 102; right? So what are you --
everything is a single |arge network, right, depending
on -- | mean, where -- where do you -- where do you draw
boundari es?

What exactly is your question?
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BY MR ZI VQINOVI C.
Q Wll, Chandra says that its network 102
functions as a single |large network, does it not?
A, So network 102 -- 102 is -- functions as a

single large network. Yes. That's what Chandra says.

Q And then -- let ne start over.
And then if you see -- Chandra al so has
Figure 2 -- if you could go there, please.
A.  Yes.

Q Al right. And Chandra's Figure 2, again, also
references network 102; right?

A.  Yes.

Q And in Chandra's Figure 2, both the
transmtting end and the receiving end are connected to
t he sanme network 102; right?

A. | see that.

Q And if you could please go to Chandra's
Figure 8. Let ne know when you're there.

A I'mthere.

Q And do you see that in Chandra's
Figure 2 [sic], both the transmtting end and the

receiving end are al so connected to the sane network

1027
A.  You nean -- you said in Figure --
Q Let me -- if | said Figure 2, let nme re-ask the
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guestion. | was intending to ask about Figure 8.

Do you see that in Chandra's Figure 8, both the
transmtting end and the receiving end are connected to
t he same network 1027

A. They're inside the box that says network 102.
Q Now, Chandra uses the term"VPN'; right?
A. It does.

Q And "VPN' stands for virtual private network;

A. That is ny understanding.

Q \What is a virtual private network?

A. So a virtual private network is a network in
whi ch sonme of the connections are transiting the public
Internet, but they are realized as a secure tunnel so
that no party that observes the traffic or that handl es
the traffic across the tunnel can see what's inside the
tunnel or nodify it.

VWell, they -- it's -- they use cryptographic
technology. So it's trying to establish a private
tunnel that you can then route the traffic via, you
know, potentially dangerous infrastructure, but it acts,
for our purposes, as if it were your own private
connecti on.

Q Andis it fair to say that one of the purposes

of VPN technology is that fromthe perspective of the
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two endpoints, even though they are renpote from each
ot her, they appear to be connected to the sane virtual
private network?

A. Yeah. So the two endpoints appear to be
connect ed.

Q | want to take a closer |ook at Chandra's
Figure 2, if you could please go there.

A. |I'mthere.

Q So Chandra's Figure 2 shows transm ssion of
network traffic froma transmtting end to a receiving
end that are both on the sane network 102; right?

A. So -- yeah, it focuses on traffic that is going
fromthe 206 to 212 using -- using 102.

Q Now, in your invalidity mapping for Chandra, am
| correct that you are mapping the clai ned second
network security appliance to transmtting custoner edge
208?

A | believe | am but if you would like -- if |
could have a quick | ook at ny declaration. | believe
that is correct.

Q And in your invalidity mapping for Chandra, am
| correct that you're mapping the claimfirst network
security appliance to receiving custoner edge 214?

A. The receiving custoner edge is the first

network security appliance, yes.
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Q Can Chandra's receiving custoner edge 214 al so
receive traffic fromthe Internet?

MR. KLEIN. (Object to scope.

THE WTNESS: 1'm-- so Chandra explains a
particular path that traffic takes, you know, when it
transits froma transmtting end to a receiving end;
right? So Chandra just tells us very specifically what
happens to a sequence of packets that are going from 206
to 212 and the path that they take. Right?

It doesn't tell us anything about the rest of
t he network topol ogy because that is not essential for
this particular nmethod that Chandra is telling us about
of how you avoi d redundant operations by having these
two ends communi cate and cooperate with each other.

BY MR ZI VQINOVI C.

Q And Chandra al so does not discl ose forwarding
traffic that was received by receiving custoner edge 214
fromtransmtting custoner edge 208 to any other third
custoner edge, does it?

A. Chandra tells us, you know, very specifically
about a nmethod of avoidi ng redundant operations in a
setup where you have a packet traveling from206 to 212,
and you're using the headers of that packet to
communi cate to the receiving custoner edge about any

rules you may have already -- any security operations
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you may al ready have applied at 208. W don't know what
el se i s happening in that system
Q Let ne maybe ask it this way.
In your invalidity mapping for Chandra, you are
relying on traffic being processed by both transmtting

cust omer edge 208 and receiving custoner edge 214;

correct?
A. | don't know what you're nmeani ng by
"processed.” So the transmtting custoner edge and the

recei ving custonmer edge are providing the security
functionality. And we are | ooking at a sequence of
packets that is traveling from 206 to 212.

Q Al right. So the particular network traffic
that you're pointing tois from206 to 212; right?

A. That is the exanple given in Chandra.

Q And in the exanple from Chandra that you're
relying on, the traffic from206 to 212 would be
processed by two custoner edges, transmtting custoner
edge 208 and receiving custoner edge 214; right?

A. These are the parts that are doi ng the physi cal
transm ssion, but they're not the parts that are doing
the -- the custoner edge is the conmponent that has the
security functionality.

Q But you did not identify in Chandra any

i nstance where network traffic traverses three custoner
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edges that have security functionality; correct?

A. | actually provided an exanple where |I'm
cascadi ng Chandra, right, for one of the dependent
cl ai is.

Q W'Il get to that. Let's go to paragraph 96 of
your declaration first, please.

A.  Ckay.

Q Let ne know when you're there.

A, Ckay.

Q And do you see in the second sentence where you
wite, "If the data packet did not have a recogni zed
| abel, e.g., the traffic originated fromthe |Internet,
the receiving CE identified the packet as non-secure and
perfornmed a third set of actions on the packet."

Do you see that?

A | seel wite that.

Q And | junped to the last clause of the final
sentence. Do you see where you wote, "An unregistered
CE | abel or absence of the CE | abel indicated that the
data packet was not transmtted fromthe transmtting
CE"?

Do you see that?
A. | see that.
Q So do you agree that in Chandra, in the case of

traffic originating fromthe Internet that is received
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by a receiving CE, that traffic was not transmtted from
a transmtting CE?

A. So we're tal king about a specific pair of
transmitting and receiving CEs that have previously
communi cated to establish their -- you know, their
shared secret handshake; right? So first, they
aut henticate, then they trade | abels.

So it is not any CE; it is the specific CE that
is known and authenticated in the setup of this -- of
this connection. So | can identify traffic that cones
fromthe specific transmtting CE that | have previously
established a relationship wth.

Q Does Chandra discl ose exanpl es of network
traffic that is not transmtted froma transmtting CE?

A. | do not believe it establishes an exanple, but
it -- I"'mquoting here from Chandra, right, so -- so
what is 47 to 53 -- right.

So Chandra tal ks about it is possible that the
dat a packet has not been tagged with a CE | abel or the
tagged CE | abel is not recognizable by either receiving
CE; and, in this case, Chandra teaches to apply a third
set of actions on the data packet in, you know -- so
Chandra apparently contenplates traffic that doesn't --
wel |, that wasn't |abeled by the correspondi ng CE.

Q M questionis sinpler. Let ne start over
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Does Chandra disclose a receiving CE receiving
traffic that originated fromthe Internet?

A. Chandra discloses traffic that is not |abeled,
and we don't know why.

Q So your position is that Chandra does not
expressly disclose one way or the other whether a
receiving CE can receive traffic originating fromthe
| nt er net.

A.  So in paragraph 53, Chandra says, you know,
“Mor eover, when receiving CE 214 receives a data packet
fromthe Internet, it perforns actions corresponding to
rul es regardi ng such data packet"” to "ensure that the
data packet is secure and safe." Right?

And -- and so the receiving CE 214 does receive
traffic fromthe Internet, and precisely that the
traffic -- that -- if it has that -- the flag init,
then it cane fromthe transmtting custoner edge; that
is when it doesn't have to do the redundant operations.

Q So your position is that Chandra does disclose
that receiving CE 214 can receive traffic that

originated fromthe Internet?

A. The specification tal ks about -- you know,
mentions in paragraph 53 that | -- that | nentioned, it
says -- it tal ks about "when receiving CE 214 receives a

data packet fromthe Internet, it perforns actions
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corresponding to rul es regardi ng such data packet," and
then it tal ks about how, by applying this coordination,
this cooperation between these two things, by traffic
that first went through the transmtting CE, you don't
have to do -- you don't have to do these operations that
have al ready been perforned.

Q And that's because in that case, it has already
gone through the transmtting CE; right?

A. Because in that case it has gone through the
previ ous consuner edge that did the security functions.

Q So -- but in the case where Chandra receives
traffic fromthe Internet, there's only a single CE 214
that perfornms the security functions; right?

A. W don't know that. We don't know where el se
it's gone through. W're talking very specifically in
t hi s patent about one packet that happened to cone
t hrough the 208 and then goes through the 214. And
because it went to the 208; and 208, which is previously
known to 214, included a flag in the packet saying that
| have already done this, this, and this; and |I'm doing
that by conmmunicating a special flag that tells ne |'ve
done these operations; then 214 is confident that 208
did these operations, and then it can deci de whether to
skip these operations, do themagain, partially do them

again, or whatever, depending on its |ocal policies.
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So Chandra tells us this is how you avoid the
redundant operations. |t doesn't tell us anything el se
about anything else that m ght al so happen in this
network. O at |east, you know, it tells us other
t hings, but the relevant things to the clains are only
what happens to the one packet that passes through
mul tiple of these cooperating security fabric devices,
appl i ances; and how does their coll aborati on,
cooperation allow nme to reduce redundancy in the
security work that |'m doing.

Q Is it your position, then, that Chandra does
not explicitly provide an exanple where traffic is
processed only by a single receiving CE?

A Wll, it -- the paragraph | already read to you
kind of inplies that, doesn't it?

Q Well, sir, nmy questionis -- it's -- |I'mjust
aski ng you: Wen you read this paragraph and when this
traffic received fromthe Internet -- does that nean --
et nme start over.

' m aski ng for your understandi ng of Chandra,
and specifically, is it -- whether or not it's your
under standi ng that when traffic originates fromthe
Internet in Chandra, is it only a single receiving
CE 214 that performs the security functions, or is it

your position that there still is a second
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transmtting CE, even in that scenario, that also
perfornms the security function?

MR. KLEIN. Qbject to form

THE WTNESS: First of all, the transmtting CE

does not performthese functions; right? It's --

it's -- yeah. kay. So the transmtting -- well, so
Chandra is concerned, you know -- it's not telling us
al | about networking. |Its concerned about the specific

t echni que of avoi di ng redundant worKk.

And so all it's telling us is that | have a
recei ving custoner edge, | get traffic, and if that
traffic is froma known party that |'ve previously
established a relationship with and I have established a
conmmuni cati on, you know, basis that tells me this flag
means this and this flag nmeans this and this flag neans
this, then | can elect to not have to do certain
operations because | know for sure that they have
al ready been done sonmewhere on ny incomng path for the
packet .

That's all I"'mtelling -- that is being told
there. But the fact that it is tal king about -- that
there is the possibility that traffic m ght not have
these flags would indicate to ne and also to a person of
ordinary skill in the art that there are paths that --

on whi ch you have not previously passed through a
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previ ously established, known, other cooperating
security device. Right?

O herwi se, why do this? Wy bother? R ght?

If I know that |'m always com ng through, | wouldn't
have to do this. This is -- this application is
teaching us, you know, if you can prove you cane through
a previous device, because you have actually established
a relationship with that device beforehand, then you
don't have to do these operations again. That's all
it's teaching us.

BY MR ZI VANOVI C.

Q You do believe that Chandra teaches instances
of where traffic may be processed by just a single CE
conponent that perforns security functions. Fair?

MR. KLEIN. nojection. Asked and answered.

THE WTNESS: It doesn't teach this. It
inplies it because, you know, the whole point here is
that you have traffic arriving; and if the traffic has
the flag of the cooperating security appliance, then you
know it's conme fromthere.

And since we have a flowchart that says if it
has that -- if it has that flag -- and we have a | ot of
di scussi on about what are these flags. That would inply
that there are situations where you don't have this

flag. And if you don't have this flag, that would
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indicate that there is traffic that sonehow arrives at
the receiving custoner edge w thout having gone through
the transmtting custoner edge.

BY MR ZI VAINOVI C.

Q If traffic arrives fromoutside of network 102
at receiving CE, it would not have gone through the
transmtting CE right?

A. | don't know. W are not -- all we are
concerned about here is we're concerned about specific
packets that, on their way to the receiver fromthe
transmtter, went through both 808 and 814. And if they
went through 808, then 814 can elect to do | ess work.

And if there is any path sonehow that gets to
814 wi thout going through 808, then we can detect that
because of the mssing flag, and we act accordingly.
That is what this patent teaches us -- or this patent
application.

MR. KLEIN. Qgi, we've been going about an
hour. Is now a good tine for a break?

MR. ZIVQINOVIC. Let ne see here. Yeah, m ght
as well. Wy not.

THE REPORTER Ckay. W're off the record.

(O f the record.)

THE REPORTER. Ckay. W're on the record.
111
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BY MR ZI VAINOVI C.

Q If you could -- you have a copy of the '825
patent; right?

A. | do. Yes.

Q If you could please go to Claim6. And let ne
know when you're there.

A. One second. ay. Yes.

Q Now, Caimé6 of the '825 patent requires -- and
|"mgoing to read fromthe | ast piece of it.

Claim6 requires "a next network appliance
participating in the CSF."
Do you see that?

A. | see that.

Q So for Aaim6, we have our first network
security appliance, a second network security appliance,
and then a next network appliance; right?

A Yes.

Q Apologies. And if you could now go --

A | think -- sorry. | think you -- you broke up
there. | didn't --

Q On, | just coughed, and | said apol ogi es.

A.  Oh, okay. Just nmking sure.

Q If you could please go to paragraph 123 of your
decl aration. Let nme know when you're there.

A. Yes.
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Q And so paragraph 123 addresses the limtation
that requires a next network appliance participating in
the CSF; right?

A. So it addresses Claim®6, yes.

Q And in paragraph 123, you wite, "Buruganahalli
di scl osed network device 52 transmtted the network
traffic wth the updated flag to network device 50,
whi ch was anot her device participating in the CSF."

Do you see that?
A. | see that. | wote that.

Q So for the claim"next network appliance

participating in the CSF," is it fair to say you were
poi nting to Buruganahal li's network device 507
A. Let nme -- what was your question?

Q For the claim"next network appliance in the
CSF," are you pointing to the network device 50 from
Bur uganahal | i ?

A. So it's whatever -- whatever cooperative
net wor k devi ce next does, you know -- next does a
security operation on the packet that cones out with the
nodi fi ed netadata tag.

Q Wll, you -- for Cdaim6, you' re conbining
Chandra wi th Buruganahal li; right?

A. Correct. So Buruganahalli tells us that we can

have many of these devices, and there is -- instead of
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each of these devices adding its own header -- separate
header and tags, which you would then have to go and
di ssect in sequence, you actually have a conpound
net adata that is updated by the different devices in the
chain as you go along. Right?
So there's not exactly three. So every device
i n Buruganahalli has, like -- well, the first one is
special; the last one is special; but the ones in the
m ddl e, they cone with a netadata tag, and the netadata
tag already contains sonme information. And you update
the information after you' ve done sonet hing, and then
you pass it on. That is what Buruganahalli teaches us.
And it also teaches us that the very first

device in the chain, if there is no netadata tag, can
add one. And | believe it also teaches us that the | ast
one can renove it. But the point is that you have the
devices in the mddle -- they have the -- they see a
net adata tag, they know what's al ready been perfornmed by
all the devices that already went through the
cooperating devices on the way here, and they update
with what the device currently processing the packet has
been doi ng.

Q In paragraph 123, you're stating, though, that
Buruganahal Ii's network device 50 is another device

participating in the CSF;, right?
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AL So | see that | wote that. Yes.

Q Okay. So do you contend that Buruganahalli's
network device 50 is a next network appliance
participating in the CSF?

A. So Buruganahal |i disclosed that network
device 52 could be configured to send network data 58 to
net wor k devi ce 50, yes.

Q So |l would now like to mark [Exhibit 1008
correspondi ng to the Keohane prior art reference.

A. Ckay. | have it open.

(Exhi bit Nunber 1008 nmarked for
i dentification.)
BY MR ZI VAINOVI C.

Q And if you would please go to Figure 3 in
Keohane.

A. | see that.

Q So in Keohane, a data packet 306 is first
received by firewall 300; right?

A. That is the flowhart here, yes.

Q And firewall 300 then forwards the data packet
to mai |l gateway 3027

A. The path goes through mail gateway and then to
the client, yes.

Q And so then to wap it up, the mail gateway

then forwards the data packet to client 304; correct?
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A. That is what this picture shows, yes.
Q And can you please go to paragraph 33 in
Keohane. Let nme know when you're there.
A. | amthere.
Q And do you see in the 6th |ine of paragraph
33 -- I"'msorry, in the 5th Iine of paragraph 33 where
it says, "Data packet 306 is received by firewall 300."
Do you see that?
A. | see that.
Q And then do you see in paragraph 304 [sic] at
t he begi nning where it says, "If data packet 306 is
determned to be froma trusted source, firewall 300
all ows data packet 306 to be passed to mail gateway
302."
Do you see that?
A.  Yes.
Q And in your -- let ne start over.
So fair to say that in Keohane, your disclosure
Is that data packets -- let ne start over.
Are data packets in Keohane al ways received by
firewall 300 initially?
A.  So Keohane in Figure 1 shows a network in which
you have servers and clients, you know, communicating --
| believe it uses the word "with each other” or "anong

each other" or sonething.
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So there is, you know -- it's a network, and
packets -- who knows. Right? Wo knows how t he network
is architected. Again, the flowhart is illustrative to

the specific method that is described in this patent,
just like the illustration in Chandra is illustrative to
the specific nmethod that is described, which is
operating on specific packets that are going from one

pl ace to another and which are passing nultiple el enments
of the cooperative security fabric along the way.

Ri ght ?

So we don't know what el se is happening in this
network. All we are -- all that we need to know for
understandi ng the invention that this |ady or gentlenman
is trying to describe to us is we have a packet, the
packet is passing along several elenents of this
cooperating security apparatus, and the first elenent is
mar ki ng sonmething using a flag so that the second
el ement doesn't need to repeat the operation.

That's what it's telling us. And it's doing
that by way of an illustration, which was Figure 3,
which is, you know, sonething happening in the |arger
Fi gure 1.

Q So --
A | lost ny -- since | go back and forth, | | ost

my place. Wat paragraph were we at, please?
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Q So we're |looking at paragraph 33 and 34.

A.  Ckay.

Q But as to what Keohane explicitly describes, it
teaches that every data packet goes through firewall
300, then mail gateway 302, and then client 304, does it
not ?

A It says --

MR. KLEIN. nbject to form

THE WTNESS: -- it illustrates -- it
illustrates a nmultiple-level security system because it
uses that exanple to describe the nethod that is being
used to avoi d redundant security operations.
BY MR ZI VQINOVI C.

Q Does Keohane explicitly disclose an exanple
where a data packet is received by the mail server
wi thout first going through the firewall?

A Wll, the mail gateway in 35 exam nes the data
packet to determ ne whether there is a signature froma
trusted security elenent present. And in this case, you
know, it -- so again, inthis -- so in the exanple, the
firewall| added one, which neans the nmail gateway can
el ect not to do certain security operations.

And, you know, just reading this, it inplies
that there also are situations in which there is no such

signature. Right? So -- but I'mdescribing a nethod to
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avoi d redundant operations. And for that, |'mjust

gi ving an exanple how you avoid the redundant
operations. | don't know what el se is happening in that
network. It doesn't matter to this -- to this specific
expl anati on.

Q I'"mjust asking about the explicit disclosure.
"' m not asking about what else, in theory, could be
happeni ng - -

A. It's not theory. It's the fact that it -- that
Keohane describes that there needs to be a determ nation
whet her or not a signature froma trusted security
element is present. That tells me and that would tell a
person of skills -- ordinary skill in the art at the
time that there are situations in which it's not
present .

And because of this little picture that you
showed nme, you know, as a path that goes through that,
that nmeans that there are apparently ways where you
could get to the mail server not going via this path.
Because goi ng through this path, you would have the
si gnat ur e.

Q In your invalidity analysis, Keohane's firewal
is the second security network appliance; right?

MR. KLEIN. Object to form

THE WTNESS: Let's go back. So ask your
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guesti on agai n.
BY MR ZI VQINOVI C.

Q In your invalidity analysis, Keohane's firewall
is the second security network appliance; right?

MR. KLEIN:. Sane objection.

THE WTNESS: So in the -- | nean, we tal ked
about having -- well, so here, there are two devices in
this exanple, and -- yes, so the firewall is the

security appliance that receives the package first,
which in the clains of the patent, it's called a second
one; and the mail gateway is the cooperating network
appliance that can elect to suppress the redundant
operations based on the flag that it sees on the
traffic.

BY MR ZI VQINOVI C.

Q So for the clained first network security
appliance, you're pointing to Keohane's mail gateway;
right?

A. Sure that |I'mdoing that consistently, but --
okay. Can you re-ask your question, please?

Q In your invalidity theory, the clainmed first
network security appliance corresponds to Keohane's nmail
gateway; right?

A. Can you point to a specific claimwhere I'm --

Q Sure.
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A. -- the specific analysis where -- where I'm --
Q If you |l ook at paragraph 160.

A. M/ paragraph 1607

Q Yes. Paragraph 160 of your expert report.

A.  Thank you. Okay. Perfect.

So in 162, yes, I'mpointing to the mail
gateway 302 being a first network security appliance.
And then -- and |'msaying that could be any network
appliance in the appliance chain.

Q Can you please go to paragraph 1667

A.  Yes.

Q And in paragraph 166, you wote, "Figure 7,
bel ow, for exanple, depicted a process flow for
performng a security action in Keohane's security
el ements, e.g., mail gateway."

Do you see that?

A. | see that.

Q And then you go on to quote from Keohane

paragraph 35, "A trusted security elenent was a network

el ement such as a firewall, mail gateway, router, or
sone other security internmediary that perforned a
security action on a data packet."
Do you see that?
A. | see that.

Q So fair to say that Keohane's Figure 7 shows
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t he operation of both Keohane's firewall and Keohane's
mai | gat eway?

A. Figure 7 shows how you -- how you -- is a
general flowchart how you woul d be able to exam ne the
signature headers, then identify, you know, the --
authenticate the -- that the -- that this header
actually was added by a cooperating entity in your
system

Then it would identify what security action was
to be done based on what you | earned about previous
security actions having been perfornmed, if such a header
is present, if flags are present. And then if -- then
you do the action. And then at the end, you add the
signature of what you've just done so that devices
downstream of you in the traffic can do the sane acti on.

So this is the core of how you avoi d redundant
operations. And the whole point is that, you know, all
t he cooperating el enents of your cooperative security
fabric do these operations.

Q So ny question's sinpler than that. It is
just: Am | correct that the teachings of Figure 7 apply
not just to Keohane's mail gateway, but al so Keohane's
firewal | ?

A. Well, these teaching apply to the -- explain

how t he cooperati on works between these elenents. So --
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Q Explain how the cooperation -- does Figure 7
expl ai n how t he cooperations of Keohane's firewall work?
MR. KLEIN. Qbject to form
THE WTNESS: It explains how you cooperate
bet ween, you know, elenents that performcoll aborative,
cooperative security functions.
BY MR ZI VQINOVI C.
Q Wll, Figure 7 -- let ne take a | ook at
sonmet hing real ly quick.
If you go to paragraph 52 of Keohane -- let ne
know when you're there.
A. Yes. So it's actually just one enbodi nent of
this; right? So...
Q Just let ne know when you're in paragraph 52.
That's all |'m asking.
A So 52 tells us this is an illustrative

enbodi nent .

Q So you are at paragraph 52. That's all | was
aski ng.
A. Correct.

Q ay. Thank you. The second sentence of
par agraph 52 says, "The process illustrated in Figure 7
may be inplenented in a security elenent or sone ot her
data processing systemw thin a network."

Did | read that correctly?
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A.  You did.
Q Oay. If we now go back to paragraph 166 of
your decl arati on.
A.  Yes.
Q And so here you address -- let ne start over.
In here, you wite, "Figure 7, below, for
exanpl e, depicted a process flow for performng a
security action in Keohane's security elenents, e.g.,
mai | gateway"; right?
A | wote that.
Q So in Figure -- and then at the | ast sentence,
you wite, "At step 700, the security elenent, e.g.,
mai | gateway, received a data packet."
Do you see that?
A. | see that.

Q Al right. Now, you wote "e.g. nail gateway";

right?
A | wote that.
Q "E g." neans if -- for exanple, could be done

in the mail gateway; right?
A. Correct.
Q Is it also correct that Figure 2 -- sorry.
Is it also correct that Figure 7 depicts a
process flow for performng a security action in

Keohane's security elenent, e.g., Keohane's firewall?
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AL Soit's an illustrative enbodinent; right?
Because, you know, there are -- you know, Keohane itself
says it's one enbodinent, but it's a nice enbodinent to

explain what is going on.

Q And all I"masking: AmI| correct that the
enbodinent -- all I'masking is: AmIl correct that the
enbodi nent of Figure 7 -- that this process flow shown

in Figure 7 can take place within Keohane's firewall?

A. | don't see why not.

Q Now, in Figure 7, step 702 asks, "Security
policy require security action," question mark.

Do you see that?

A Yes.

Q And in Keohane's Figure 7, if the answer at
step 702 is yes, then the flow proceeds to a sequence of
steps that ends with step 720, add digital signature.

Do you see that?

A. | see that.

Q And if in step 702 the answer is no, then the
process of Figure 7 ends w thout adding a digital
si gnat ur e.

Do you see that?
A. | see that.
Q So do you agree that a packet sent by Keohane's

firewall may or may not include a digital signature?
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A. According to this enbodinent, the | ocal policy
allows to turn off all the filtering.

Q And in this enbodinent, that would all ow you
to -- that would allow the firewall to forward a data
packet w thout adding its digital signature; right?

A It would -- if this is the firewall executing
this flowhart, then yes.

Q Is there explicit disclosure in Keohane of
Keohane's mai|l gateway receiving a data packet that was
not processed by Keohane's firewall ?

A. Can you ask the question agai n?

Q Is there an explicit exanple in Keohane of
Keohane's nail gateway receiving a data packet that was
not processed by Keohane's firewal |l ?

MR. KLEIN. Qnbject to form

THE WTNESS: |I'mafraid | don't renenber right
now, and it would take a while to read through the
patent again. But the whole point here is that I'monly
interested in whether or not a redundant operation has
al ready been perforned by a trusted elenent; and if it
has, the packet will tell ne that and will tell ne what
operati on has been perfornmed, so | can avoid the
redundancy. Right?

And if for sone reason soneone has disabled the

firewall, |I would consider that a feature, not a bug,
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right, so that nmeans the redundant operation has not
been perforned. Keohane teaches us how to detect
redundant operations and -- froma trusted el enent and
avoi d redoi ng that.

BY MR ZI VQINOVI C.

Q Sitting here today, can you renenber any
explicit exanple in Keohane where a data packet is
routed from Keohane's mail gateway to Keohane's
firewal | ?

A. Fromthe mail gateway to the firewall.

So Keohane is trying to explain how you -- how
you avoi d redundant operations al ong one path, and the
clains in the patent do the sane thing. They only | ook
at packets traveling fromone source to one destination.
Chandra only tal ks about packages going from one source
to one destination. Right? That's what we're
interested in, the things that we touch along the path
froma source to our destination and all the security
fabric cooperating appliances along the way that may
have contributed to establishing security.

And so we're interested in the packet along its
path. And this is an exanple path; right? And so the
exanpl e path has the packets traveling from 306 to 300
to 302 to 304. That's the exanple that we're given.

Q So | believe in your answer you said Chandra
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only tal ks about packages going fromone source to one
desti nati on.

You neant Keohane; right?

A. So -- so Chandra and Keohane both, in general,
in their architecture, describe, you know, traffic, but
in order to illustrate the nmethod that they are trying
to describe, obviously the nmethod only applies to a
singl e packet or a stream of packets going from one
source to one destination, regardl ess of any other
traffic that's goi ng on.

That other traffic doesn't -- doesn't apply --
you know, individually apply -- that you can apply that
| -- but for the purpose of understandi ng what the
met hod is, you need to | ook at one packet going froma
source to a destination. And that is what all these
flowcharts and what, indeed, even the clains of the
patent descri be. They descri be packets on their path
froma source to a destination and including all the
cooperating security appliances that they touch al ong
that path. That's what we're interested in here.

Q So | just wanted to make sure. | asked you,

t hi nk, two questions ago about Keohane; and, in your
answer, you nentioned Chandr a.
And | just wanted to ask: Was that an

i nadvertent m sspeak, or did you intend to reference
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Chandr a?

A | -- 1 said that both in Chandra and in
Keohane, you know, we are tal king about a specific flow
because we want to explain a nechanismthat avoids
redundant work along this flow And that is what even
the patent itself -- right, the patent tal ks about a
flow of data packets from source to destination.

Q And in Keohane, the one exenplary flow that's
shown is just fromthe firewall to the nail gateway to
the client; right?

A. That is the exanple flow given in Figure 3.

Q And there are no other exanple flows in
Keohane, are there?

MR. KLEIN. Object to form

THE WTNESS: Well, | think the background
descri bes, you know, that -- exanples where you even
have nore |l evels, potentially, where things happen.
But, yeah, the exanple that is given is sufficient to
denonstrate the -- the algorithm especially since
the -- in Figure 7, you actually tal k about signature
headers and addi ng headers; right?

So it's clear -- it would have been clear to a
person of ordinary skill in the art that, you know, this
coul d be chained as many deep as you need; right?

Because you have incom ng signhature headers, then you do
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sone processing, possibly avoid redundancy usi ng your
| ocal policies, and then in the end, you sign it and say
what | -- what you have done. R ght? So you can
have -- it's clear that you can have many of these.

MR ZIVANOVIC. So | would like to enter as
Exhi bit 1005 a copy of the Buruganahalli reference.

(Exhi bit Nunber 1005 marked for

i dentification.)
BY MR ZI VAINOVI C.

Q Let ne know when you've had a chance to
downl oad and open that docunent.

A. Okay. Yes. Ckay.

Q So if you could please go to Figure 3 in --
sorry, let me -- if you could please go to Figure 3 in
Bur uganahal | i .

A.  Yes.

Q Now, in Buruganahalli Figure 3, traffic is
processed first in network device 5 -- 54, then network
device 52, and then network device 50; right?

A. It |looks that way, yes.

Q And there was no disclosure in Buruganahal li of
traffic being first processed by network device 50, then
52, and then 54, is there?

A. That is Figure 3, so let's | ook at description

of Figure 3. [It's an enbodi nent of Buruganahalli .
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Q But there's no other enbodi nent in
Buruganahal |l i where the network traffic flows in the
opposite direction, is there?

A It's just an illustration that nakes the point
of what Buruganahalli is trying to explain.

Q But you're not aware of any exanples or
illustrations showng traffic going in the opposite

direction, are you?

A. It's a flow that, again, you have cooperating
devi ces that use these netadata tags to -- to, you
know -- to tell you what the previous device did.

MR ZIVQANOVIC. Al right. No further
guesti ons.

MR. KLEIN. Ckay. Let's take a 15-mnute
break. Let ne check ny notes. So we can cone back,
1 -- let's cone back at 1:20.

MR, ZI VOINOVI C.  Kkay.

THE W TNESS: (kay.

THE REPORTER: Ckay. W're off the record.

(O f the record.)

THE REPORTER: Ckay. W're on the record.

MR. KLEIN. Al right. Dr. Franz, | have just
a few questions.

THE W TNESS: Ckay.

111
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EXAM NATI ON
BY MR KLEIN:

Q Do you recall opposing counsel asking you
guesti ons about whether the '825 patent discl oses
conmuni cati ons between subnets?

A. | -- there have been so many questions, | do
not recall right now.

Q Well, can | have you pull up the '825 patent,
pl ease?

A. The '825 patent. Yes. Correct.

Q And can you go to Columm 4, starting at |ine
65. Let ne know when you're there.

A Yes.

Q So the sentence starting on line 65 says, "In
this exanple, a subnet 151 and a subnet network
gateway [sic] appliance 150 are connected to private
network 120 through the Internet 110 via VPN."

Did | read that right?

A Yes.

Q After reading that disclosure, does the '825
pat ent di scl ose subnetworks being able to communi cate
wi th each other?

A. Apparently it does, yes.

Q Do you recall opposing counsel asking you

guesti ons on whet her Chandra discl osed whether traffic
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received -- or receiving CE could cone from sonethi ng
other the transmtting CE?

A Yes.

Q Can | direct your attention to paragraph 96 in
your report.

A. One second, please.

Q Yes. And | want to point your attention to the
sentence starting with "Because.” [It's the 5th line
down.

A. "Because each CE | abel used by the" --

(Reporter clarification.)

THE WTNESS: "Because each CE | abel used by
the transmtting CE to tag the data packet was
registered at the receiving CE, Chandra taught or
suggested that when the receiving CE checked the data
packet at step 702, the presence of a registered CE
| abel in the data packet indicated that the data packet
was transmtted fromthe transmtting CE, and an
unregi stered CE | abel or an absence of a CE | abel
i ndi cated that the data packet was not transmitted from
the transmtting CE. "

BY MR KLEIN:

Q After reading that paragraph, how woul d you

respond to opposi ng counsel's questions about whet her

Chandra di sclosed traffic received by receiving CE could
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cone from sonething other than the transmtting CE?
MR, ZI VOINOVI C.  (bjection. Vague.
THE WTNESS: It -- as | stated, the absence of
a CE | abel indicates that the packet was not transmtted
fromthe transmtting CE. So that would indicate that
it's transmtted from sonewhere el se.
BY MR KLEIN:
Q Do you recall opposing counsel asking you what
t he, quote, unquote, "next network security appliance”
is in your conbination of Chandra and Buruganahal | i?
A Yes.

Q Can | direct you to paragraph 126 of your

report.

A.  Yes.

Q In this paragraph, are you giving an exanpl e of
how Chandra conbi ned with Buruganahalli neets claim

el ement 6b?
A. | believe | do.
Q And in the exanple that begins here in
par agraph 126 of your report, is Buruganahalli's
devi ce 50 the next network appliance participating in
t he CSF?
A. So -- again, so which one is 50? Sorry, |I'm--
it's been a | ong day.

Q It's referenced in paragraph 123 of your
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report, if that refreshes your nenory?

A. So in 123 -- okay. So network device 50 is the

receiving, 52 is the sending.
And your question was?

Q You give an exanple of how you coul d conbi ne
Buruganahal i and Chandra, starting in paragraph 126 and
carrying on for the next few paragraphs; right?

A.  Yes.

Q In that exanple you give, beginning in
paragraph 126, is Buruganahalli's device 50 the next
network appliance in el enment 6b?

A. So in this exanple, we have two cascaded
versions of the Chandra -- the Chandra device; right?
So the next device is another instance of Chandra.

Q Do you recall opposing counsel asking you
guesti ons about which appliances in Keohane were the
first and second network appliances?

A.  Yes.

Q Can | direct you to paragraph 162 in your
decl arati on.

A.  Ckay.

Q After reading paragraph 162, is your mapping of
the firewall as the transmtting device and the mail
gateway as the receiving device the only mapping for

Keohane that you disclosed in your report?
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A. No. But |I believe | stated that in nmy answer.
So the first network could be any network appliance in
t he appliance chain that received network traffic.

Q And do you recall opposing counsel asking you
guesti ons about whet her Buruganahalli disclosed traffic
going fromthe Wb server to 50 and then to 547?

What, 50 -- sorry?
This is in Buruganahalli's Figure 3.
Oh, yes. Yes.

So you recall those questions?

> O > O »F

Yes.

Q Can | turn your attention to paragraph 49 in
Bur uganahal | i .

A Ckay.

Q After reading paragraph 49 in Buruganahalli,
how woul d you respond to opposi ng counsel's questions
about whet her Buruganahal li disclosed traffic going from
the Web server to 54?

MR, ZI VOINOVI C.  (bjection. Vague.

THE WTNESS: So Buruganahalli states that,
"Web server 14 may al so send network data 80 to network
device 54. In such an exanple, Wb server 14 sends
network data 80 first to network device 50. Tag
nodul e 72 may be configured to determ ne that network

device 52, the next network device in the chain, is in
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the set of destinations.”
Do | need to go on?
BY MR KLEIN:
Q No. So in your opinion, does Buruganahalli
di sclose traffic going fromthe Wb server to the
net wor k devi ce 547
A It states --
MR, ZIVQINOVI C.  (njection. Leading.
THE WTNESS: -- it states this quite -- yes.
MR. KLEIN. No further questions.
MR, ZI VOINOVI C. No questions from ne.
THE REPORTER. M. Klein, did you want a copy
of the transcript?
MR, KLEIN:  Yes.
THE REPORTER: Ckay.
(The proceedi ngs were concl uded at

1:33 p.m)
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UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

NETSKOPE, INC.,
Petitioner,

V.

FORTINET, INC.,
Patent Owner.

IPR2023-00459
Patent 10,084,825 B1

Before JAMES P. CALVE, THOMAS L. GIANNETTIL and
STEPHEN E. BELISLE, Administrative Patent Judges.

CALVE, Administrative Patent Judge.
DECISION

Granting Institution of Inter Partes Review
35US8.C.§314

EXHIBIT
A

Dr. Michael Franz
12/28/2023
Rachel N. Barkume, CSR, RMR, CRR






IPR2023-00459
Patent 10,084,825 B1

I. BACKGROUND

Netskope, Inc. (“Petitioner”) filed a petition requesting an inter partes
review of claims 1-7 and 10-31 (the “challenged claims™) of U.S. Patent
No. 10,084,825 (“the *825 patent”) (Ex. 1001). Paper2, 1 (“Pet.”). Fortinet,
Inc. (“PatentOwner”) timely filed a Preliminary Response. Paper 6
(“Prelim. Resp.”).

We have authority to determine whether to institute an inter partes
review. See35U.S.C. §314 (2018);37 C.F.R. §42.4(a) (2022) (“The
Board institutes the trial on behalf of the Director.”). Aninter partes review
may not be instituted “unless . . . the information presented in the petition
.. .shows that there is a reasonable likelihood that the petitioner would
prevail with respect to at least 1 of the claims challenged in the petition.”

35 U.S.C. § 314(a). Upon consideration of the evidence and arguments in
the record, we determine that the information presented shows a reasonable
likelihood that Petitioner would prevail with respect toat least one of the
challenged claims. We therefore grant institution of an inter partes review.

A. Related Proceedings

The parties identify the following proceeding involving the *825
patent: Netskope, Inc. v. Fortinet, Inc.,No. 3:22-cv-01852-TLT (N.D. Cal.).
Pet. 2; Paper 3, 2.

Petitioner identifies the following, co-pending inter partes review
proceedings in which Petitioner challenges other patents of Patent Owner:
[PR2022-01587,1PR2023-00030, IPR2023-00175,PR2023-00456,
[PR2023-00457,and IPR2023-00458. Pet.2.
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B.  Real Parties in Interest

Petitioner identifies Netskope, Inc. as the real party in interest. Pet. 1.
Patent Owner identifies Fortinet, Inc. as the real party in interest. Paper 3, 2.

C. The '825 Patent (Ex. 1001)

The *825 patent describes methods of performing security operations
on network traffic passing through a cooperative security fabric (CSF) of
network security appliances that coordinate their security operations to avoid
redundant security operations. Ex. 1001, 1:26-29, 1:64-2:16, 2:46-58.
Figure 1 is reproduced below to depicts such a CSF network topology.

100

Figure 1 illustrates private network 120 connected to Internet 120 by

root network security appliance 121. Ex. 1001,4:58—67, 5:10—18.
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Each subnet 141a—d connects to a subnet network security appliance
140a—d and scans traffic transmitted to and from the subnets for malware,
viruses, or high risk network accesses based on network policies. Ex. 1001,
5:19-25. Middle network security appliances 130a, b connect root network
securityappliance 121 to subnet network security appliances 140a—d and
inspect network traffic based on local security policies. Ex. 1001, 5:26-31.

“[T]heroot, middle and subnet network security appliances form a
cooperative security fabric that coordinates operations among members and
avoids redundant operations even when local policies define the same

operations” as illustrated in Figure 2, reproduced below. Ex. 1001, 5:44-48.

. Toiﬁéibgg}i@' et
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Branch

230a
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\ Branch

230b
Leaf
240d

FIG. 2

Figure 2 shows a topology 200 of a cooperative security fabric that

consists of the network security appliances of Figure 1. Ex. 1001, 5:50-51.
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Root node 220 corresponds to root network security appliance 121 in
Figure 1 and acts in a wide area network (WAN) role that connects a private
networkto other networks or the Internet. Ex. 1001, 5:52-56. Branch nodes
230a, 230b correspond to middle network security appliances 130a, 130b
and connect othernetwork security appliances within the private network.
Id. at 5:60-64. Leafnodes 240a—d are network security appliances that
connect endpoint devices, which are sources or destinations of network
traffic such as personal computers, servers, laptops, and printers. /d. at 6:1—
9. Root nodes and leaf nodes are edge nodes where network traffic enters
and leaves the CSF /d. at 6:9-12.

To cooperate with other members of a CSF, a member nodeadds one
or more flags (e.g., a single bit flag, a collection of bit fields) to anetwork
packet after the member node inspects the packet and transmits the network
packet to another member node at thenexthop. Ex. 1001, 6:28-34. When
the member node at the next hopreceives the network packet, the member
node checks if the network packet carries a flag. If'so, the member node
skips the operations that are reported via the flag as having been executed by
the previous member node. /d. at 6:34-43.

A flag may be added to the first packet of a session to indicate one or
more network security operations (e.g., antivirus scanning, content filtering,
antispam, data leak prevention) were performed by the transmitting member
node. Asaresult, subsequent member nodesdo not needto execute these
operations again. Ex. 1001, 7:5-16, 7:33—44. Ifaflag is not present in an
incoming packet, it means that the member node is the first member of the

CSF toreceive the incoming packet. Id. at 7:26-28.

A5





IPR2023-00459
Patent 10,084,825 B1

D. Challenged Claims

Claims 1, 15,21, and 27 are independent. Claims2—-7 and 10-14
depend from claim 1. Claims 16-20 depend from claim 15. Claims 22-26
depend from claim 21. Claims 28-31 depend from claim 27. Ex. 1001,
10:58-14:59. Claim 1 is reproduced below with Petitioner’s annotations
added to identify each limitation (Pet. 22—37 (see Ground 1 contentions)).

1[pre] A method comprising:

1[a] receiving, by a first network security appliance of a private
network that is participating in a cooperative security
fabric (CSF), network traffic that is to be inspected by the
first network security appliance;

1/b] determining, by the first network security appliance,
whetherthe network traffic has been transmitted from a
second network security appliance that is participating in
the CSF based on a flag carried by one or more packets
of the network traffic;

1/c] when the network traffic is determined to have been
transmitted from the second network security appliance:

1/d][i] determining, by the first network security appliance,
one or more network security operations that are
executed by the second network security appliance;

1/d][ii] determining, by the first network security appliance,
one or more local network security operations that
are to be executed by the first network security
appliance based on the one or more network
security operations that are executed by the second
network security appliance, including skipping, by
the first network security appliance, the one or
more network security operations that are executed
by the second network security appliance; and

1[e] executing, by the first network security appliance, the one
or more local operations on the network traffic.

Ex. 1001, 10:58-11:17.
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E.  Asserted Grounds of Unpatentability
Petitioner asserts that the challenged claims are unpatentable on the

following eight grounds (Pet. 3—4):

Ground | Challenged Claim(s) | 35 U.S.C. § | Reference(s)

1-5,12,15, 16, 21, | 2

1 22,27 103 Chandra

2 3’8,7’2;7’ 18,23, 24, 103 Chandra, Buruganahalli?

3 10,11 103 Chandra, Kumar*

4 ;(3)’ ;1’ 19,20, 25,26, 103 Chandra, Chandra-2>
1-5,10-12, 15, 16, 6

5 21,22.27 103 Keohane
6,7,17,18, 23,24, :

6 28,29 103 Keohane, Buruganahalli

7 10 103 Keohane, Kumar

8 ;g’ ;41" 19,20, 25, 26, 103 Keohane, Chandra-2

Petitioner relies on a Declaration of Dr. Michael Franz. Ex. 1002.

Patent Owner relies on a Declaration of Dr. John Black Jr. Ex. 2001.

I The Leahy-Smith AmericalInvents Act (“AIA”) revised 35 U.S.C. § 103
effective on March 16, 2013. Because the *825 patent has an effective filing
date after March 16,2013, we use the AIA version of 35 U.S.C. § 103.

2US 2007/0204018 A1, published Aug. 30,2007 (Ex. 1004, “Chandra”).

3 US 2014/0282843 A1, published Sept. 18,2014 (Ex.1005,
“Buruganahalli™).

+US 2009/0144818 A1, published June 4, 2009 (Ex. 1006, “Kumar™).
> US 2017/0093917 A1, published Mar. 30,2017 (Ex. 1007, “Chandra-2").
6 US 2008/0134332 A1, published June 5, 2008 (Ex. 1008, “Keohane”).
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II. DISCUSSION

A. Level of Ordinary Skill in the Art

The parties substantially agree on the level of ordinary skill in the art.
Petitioner asserts that a skilled artisan “would have had at leasta B.S. degree
in computer science, computer engineering, or electrical engineering (or
equivalent experience) and. . . at least two years’ practical experience with
computer networking and computer security.” Pet. 19. PatentOwner asserts
that a skilled artisan “wouldhave hada Bachelor of Science degree in
electrical engineering and/or computer science, and two years of work or
research experiencein the fields of network and datasecurity, or a Master’s
degree in electrical engineering and/or computer science and one year of
work or research experience in related fields.” Prelim. Resp. 8. Patent
Owner asserts that its positions would be the same under either proposal. /d.
We adopt Patent Owner’s proposal as more consistent with the prior art and
the ’825 patent. Our decision would be the same under either formulation.

B.  Claim Interpretation

We interpret claims “using the same claim construction standard that
would be used to construe the claims in a civil action [held]under 35 U.S.C.
282(b).” 37 C.F.R. §42.100(b). Under this standard, we construe claims
“in accordance with the ordinary and customary meaning of such claim as
understood by one of ordinary skill in the art and the prosecution history
pertaining to the patent.” Id. We construethe claims only to the extent
necessary to determine whether to institute inter partes review. See Nidec
Motor Corp. v. Zhongshan Broad Ocean Motor Co., 868 F.3d 1013, 1017
(Fed. Cir. 2017). The parties agree that the claims should be given their

ordinary and customary meaning. Pet. 19; Prelim. Resp. 8-9.
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Nonetheless, we provide the following guidance for the meaning of
“fabric,” in claims 1, 15, 21, and 27 to assist the parties in the upcoming
trial, and encourage the parties to address this term at the appropriate stages
of the trial. At thisstage ofthe proceeding, based on the currentrecord, we
interpret “fabric” as “anetwork topology such as the physical structure of a
switch or network.” This is consistent with an ordinary, customary meaning.
Ex. 2003, 3 (defining a “fabric” as “[a] descriptive term referring to the
physical structure of a switch or network.”) (cited in Prelim. Resp. 12).

This meaning is consistent with Patent Owner’s assertion that “fabric”
1s an “interconnected topology” in “enterprise networks.” Prelim. Resp. 10.
Patent Owner’sdeclarant, Dr. Black, testifies that “[a]s enterprise networks
became larger and larger, a complex, interconnected topology known as a
‘fabric’ was developed to handle the management of such networks.”

Ex. 2001 944 (cited in Prelim. Resp. 10). Dr. Black testifiesthat ““a fabric
of network devices (such as switches or access points for each subnetwork)
was developed to manage network traffic between subnetworks, and to and
from the Internet.” 1d.

This meaning is consistent with the 825 patent, which describes a
private network 120 topology of computers and servers coupled together by
a local areanetwork (LAN) or a wireless LAN. Ex. 1001, 5:3-9, Fig. 1.
“FIG. 2 shows a topology 200 of a cooperative security fabric that consists
of network security appliances of FIG. 1.” Id. at 5:50-51 (emphasis added).
Root node 220 corresponds to network security appliance 121 and acts as a
wide area network (WAN) role in topology 200 to connect a private network
to other networksor the Intemet. /d. at 5:52—-56. It is the outermost network

security appliance of the cooperative security fabric. Id. at 5:52-55.
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The *825 patent defines “connected” or “coupled” as not limitedto a
direct connection or coupling so devices may be coupled via intermediate
media or devices, and information can pass between them without sharing
any physical connection between them. Ex. 1001, 4:43-53.

C. Principles of Law

A patent claim is unpatentable under 35 U.S.C. § 103 if differences
between the claimed subject matter and the prior art are such that the subject
matter, as a whole, would have been obvious at the time the invention was
made to a person having ordinary skill in the art to which said subject matter
pertains. 35U.S.C. § 103; KSR Int’l Co. v. Teleflex Inc., 550 U.S. 398, 406
(2007). “The combination of familiarelements according to known methods
is likely to be obvious when it does no more than yield predictable results.”
KSR, 550U.S. at 416. Similarly, “ifatechnique has been used to improve
one device, and a person of ordinary skill in the art would recognize that it
would improve similar devices in the same way, using the technique is
obvious unless itsactual application is beyond hisor her skill.” Id. at417.

The question of obviousness is resolved based on underlying factual
determinations including: (1) the scope and content of the prior art; (2) any
differences between the claimed subject matter and the prior art; (3) the level
of ordinary skill in the art; and (4) when in evidence, objective evidence of
non-obviousness. Graham v. John Deere Co.,383 U.S. 1,17-18 (1966).
Neither party presents any objective evidence of non-obviousness at this

stage of the proceeding.

10
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D. Ground 1: Alleged Obviousness Over Chandra
Petitioner asserts that claims 1-5, 12, 15, 16, 21, 22, and 27 are
unpatentableunder 35 U.S.C. § 103 over Chandra. Pet. 3, 19-46.
1. Chandra (Ex. 1004)
Chandratags datapackets with labels to indicate actions performed on
the data packet by transmitting customer edge (CE) 208. This information
allows receiving CE 214 to determine other actions to perform on the data

packet as depicted in Figure 2, which is reproduced in part below.

Transmitting End Receiving End
: Transmitting |, ' Network Link Receiving | :
1210 ) < > . 216 |
: Provider Edge AN Provider Edge :
! A | 218 A i
202_ ". """""""""""""" Enfadiaaiied i sttt mem e m————— \"\ """"""""""""""" ik Sl ! |
102
A J . A 4
5 | Transmitting Receiving |
208 Customer Edge Customer Edge .214
A F
A J L 4
' _| Transmitting Receiving [
206 Network Device Network Device 212

Figure 2 shows transmitting CE 208 and receiving CE 214 as security-
based devices located at the edges of their respective customer networks.
Ex. 1004 4 30. Transmitting CE 208 and receiving CE 214 register with one
anotherand exchange CE labels. Then, when receiving CE 214 receives a
data packet, it pops off the tagged CE label, identifies a first set of actions
performed by transmitting CE 208, and performs non-redundant security

actions on the data packet. Id. §933-37,46-48,51, 52, Figs. 6, 7.

11
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Transmitting CE 208 and receiving CE 214 authenticate each other
before exchanging CE labels that they use for tagging data packets that are
transmitted between them. Ex. 1004 934. After exchanging CE labels, the
CE labels are registered as a transmitting end set of labels at transmitting CE
208 and as a receiving end set of labels at receiving CE 214. Id. Invarious
embodiments, the transmitting and receiving labels are the same. /d.

Transmitting CE 208 uses the registered transmitting end set of labels
totaga data packet with a CE label that indicates a first set of actions that it
performed on the data packet. Ex. 1004 935. Theregisteredreceiving end
set of labels 1s used by receiving CE 214 to determine the first set of actions
that transmitting CE 208 performed on the data packet and then determine a
second, non-redundant set of actions to perform on the data packet before
transmitting the data packet to a receiving network device 212. Id.

Receiving CE 214 stores CE labels that it receives from transmitting

CE 208 in a table of registered labels, such as the table reproduced below.

Label Rules Transmitting CE

1256 Rules A and B Address of transmitting CE 208
1257 Rules C and D Address of transmitting CE 208
<untagged> Rule E Address of transmitting CE 208

The table of receiving end set labels above is registered and stored by
receiving CE 214 so receiving CE 214 can determine if a data packet was
sent by transmitting CE 208. A data packet with label 1256 indicates the
data packet was sent by transmitting CE 208, which performed the security
actions corresponding to rules A and B so receiving CE 214 does not have to

perform these actions as redundant actions. Ex. 1004 9952, 53.

12
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2. Independent Claim 1
a. 1[pre]: “A method comprising:”

Petitioner contends that Chandra discloses a method that obviates
redundant actions by tagging a data packet with a label to indicate that a first
set of actions was performed on the datapacket at the transmitting end. Pet.
22 (citing Ex. 1004 9 18). This contention, which Patent Owner does not
contest at this stage, is supported by record evidence.

b. 1[a]: “receiving, by a first network security
appliance of a private network that is participating
in a cooperative security fabric (CSF), network
traffic that is to be inspected by the first network
security appliance;”

Petitioner contends that Chandra disclosesareceiving CE 214 that
receives data packets over LAN 102 or a virtual private network that are
private networks, and CE 214 may be a “security-based device” such as a
firewall or Intrusion Detection System (IDS) that a skilled artisan would
know is a network security appliance. Pet. 22-26 (citing Ex. 1004 9947,
21,30, 58-68, Figs. 2, 8; Ex. 1001, 4:16-18, 4:65-67,5:1-2; Ex. 1002
99 65-68). Petitioner asserts that Chandrahas anetwork security appliance
“participating in a cooperative security fabric (CSF)” and “receiving . . .
network trafficthat is to be inspected” as receiving CE 214 cooperating with
transmitting CE 208 to coordinate the security actions that they perform on
network traffic. Petitioner asserts that these transmitting and receiving CEs
authenticate one other and exchange CE labels to coordinate security actions
and obviate redundant actions performed on tagged data packet network
traffic, e.g., by removinga tagged CE label in a data packet to identify a first
set of actionsperformed. Pet. 26-28 (citing Ex. 1004 99 18-20, 2426, 30,
32-34,37,46; Ex. 1001, 1:64-68, 5:45-47,6:18-20; Ex. 1002 969, 70).

13
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c. Chandra’s alleged lack of bidirectional fabric

99 ¢¢

Patent Owner argues that Chandra lacks a “fabric,” “whose ordinary
meaningrequires a topology that processes bidirectional communications”
because Chandra discloses a two-node tunnel that processes unidirectional
communication only. Prelim. Resp. 16. Patent Owner asserts, “Chandra
discloses that its receiving CE (214) and transmitting CE (208) are two
nodes that can only processtraffic in one direction.” Id. at 17. Patent
Owner argues that transmitting data from CE 208 via unidirectional tunnel
218 toreceiving CE 214 is not a “fabric.” Id. at 17-18. These arguments
are unavailing based on our construction of “fabric” and the following.
Chandra’s network topology 100 allows network security appliances
to exchange network traffic and perform non-redundant security checkson
network traffic to form a cooperative security fabric. Ex. 1002 992, 18-20,
24-43, Figs. 1-4; Pet. 19-28. Network 102 is a communication medium for
network devices 104 so “data [can] be transmitted from onenetwork device
to anothernetwork device,” which may include personal computers, servers,
and mobile phones. Ex. 10049 21. This description indicates network 102
supports bidirectional communication between network devices 104 as does
the statement that “a network device from network devices 104 can transmit
data, while another network device from network devices 104 can receive
data.” 1d. q 23 (emphasisadded). Network topology 100 is not limited to a
certain number or type of network devices 104. Id. 922. Figure 2 depicts
network link 218 as bidirectional. Claim 1 recites a first network security
appliance “receiving” network traffic that is to be inspected by the first
network security appliance. Claim 1 does not require the first network

security appliance to transmit network traffic. Ex. 1001, 10:59-11:17.
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The plain language of claim 1 covers network trafficin one direction.
A first network security device receives network traffic for inspection and
determines if the received network traffic was transmitted by a second
network security appliance. . Ex. 1001,10:59-11:17. Patent Owner does
not disputethat Chandra’s transmitting CE 208 and receiving CE 214
perform these claimedactivities. See Prelim. Resp. 16—18.

d. 1[b]: “determining, by the first network security
appliance, whether the network traffic has been
transmitted from a second network security
appliance that is participating in the CSF based on
a flag carried by one or more packets of the network

traffic;”

Petitioner contends that Chandra discloses a first network security
appliance (receiving CE 214) that determines whether the network traffic
that it receives was transmitted from a second network security appliance
(transmitting CE 208) that is participating in the CSF. Petitionerasserts that
receiving CE 214 checks if a data packet received from transmitting CE 208
is tagged with a CE label that was exchanged and registered as a “receiving
end set of labels” so the receiving CE 214 can identify the network traffic as
being transmitted by transmitting CE 208 in the same CSF as claimed. Pet.
28-32 (citing Ex. 1004 99 31-35, 37, 47-49, CE label table, Figs. 2, 6, 7;
Ex. 1001, 6:28-34, 6:54-59, 6:65-67;Ex. 100299 76, 77).

Patent Owner argues that the CE label “provides no information about
whetherthe transmitting CE participated in the same CSF as the receiving
CE” and “merely indicates whether security operations were performed by
the transmitting CE [but the CE label] does not include any indication that
the transmitting CE (208) is participating in the same CSF as the receiving
CE (214).” Prelim Resp. 18-19.

15
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Dr. Black testifies, “the CE label only indicates that certain security
operations were performed by the transmitting CE. There is no indication
that the transmitting CE is participating in the same CSF as the receiving
CE.” Ex.2001963. Dr. Black testifies that the *825 patent describes the
CSF member nodes determining whether traffic comes from a member node
based on the flag carried by the incoming packet because “the flag is set to
indicatethat the network packet is transmitted from a member node [of a
CSF].” Id. 4 64.

We find Patent Owner’s and Dr. Black’s arguments and testimony to
be unavailing because Chandra discloses that transmittingand receiving CEs
register their CE labels with one another, after authenticating themselves to
one another as participants in a CSF, soreceiving CE 214 can determine that
network traffic was transmitted by transmitting CE 208 participating in the
same CSF based on the registered CE labels. Ex. 1004 993243, Figs. 24.

The registered transmitting and receiving end sets of labels indicate to
thereceiving CE 214 that the network traffic was transmitted by transmitting
CE 208 in the same CSF for distributed enforcement of rules to coordinate
actions and reduce redundancy. Ex. 1004 99 18-20, 3043, Figs. 2—4.

At step 304, receiving end 204 receives the data packet from
transmitting end 202. The data packet is tagged with the CE
label indicatingthe first set of actions performed on the data
packet at transmitting CE 208. At step 306, receiving CE 214

identifies the CE label. This CE label is present in the
registered receiving end set of labels, and therefore, can be
recognized by receiving CE 214.

Ex. 1004 9 37 (emphasis added); id. 443843, 46,47, Figs. 4, 6.
The registered CE label indicates the network traffic was transmitted

by transmitting CE 208 in the same CSF as receiving CE 204 as claimed.

16
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Just as a “flag is set to indicate that the network packet is transmitted
from a member node [of a CSF]” in claim 1 (see Prelim. Resp. 19; Ex. 1001,
6:65—7:4), transmitting CE 208 adds end set labels registered with receiving
CE 214 totag (flag) a data packet and indicate that transmitting CE 208
performed a first set of actions as part of the cooperative CSF that it formed
with receiving CE 214 (Ex. 1004 99 3443, Figs. 2-4).

Transmitting CE 208 tags data packets with a registered end set of
labels. Receiving CE 214 recognizesthe registered labels of the data packet
as being from transmitting CE 208 in the same CSF. Ex. 1004 9 43.

We reproduce a table of registered CE labels from Chandrabelow.

Label Rules Transmitting CE

1256 Rules A and B ' Address of transmitting CE 208
1257 Rules C and D Address of transmitting CE 208
<untagged> Rule E Address of transmitting CE 208

Pet. 31. Thetable of CE labels above are registered by a transmittingand a
receiving CE. The CE labels are rules that the transmitting CE may perform
before sending a data packet to the receiving CE. Receiving CE 214 uses
the table to identify CE labels in a data packet as being sent by transmitting
CE 208 in the same CSF as receiving CE 214 for the distributed enforcement
of rules. Label 1256 indicates transmitting CE performed actions for rules A
and B on a data packet. Ex. 1004 9932-43; Pet. 31 (reproducing CE table).
At this stage, based on the evidence and arguments, we conclude that
Petitioner has provided sufficient evidence at this stage to establish that

Chandradiscloses element 1[b].
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e. 1[c]: “when the network traffic is determined to
have been transmitted from the second network
security appliance: determining, by the first network
security appliance, one or more network security
operations that are executed by the second network
appliance;”

Petitioner contends that Chandra discloses a receiving CE determining

“the first set of actions performed on the data packet at transmitting CE 208
by determining network traffic was transmitted by transmitting CE 214 in
the CSF and thesecurity operations performed. Pet.32-33 (citing Ex. 1004
9932, 46, 48, Fig. 6 (step 604); Ex. 100294 78, 79). This contention, which
Patent Owner does not contest at this stage, is supported by record evidence.

1. 1[d]][i]: “determining, by the first network security
appliance, one or more local network security
operations that are to be executed by the first
network security appliance based on the one or
more network security operations that are executed
by the second network security appliance, ”

Petitioner contends that Chandra also discloses that receiving CE 214
(first network security appliance) determines operations to execute based on
the security operation actions previously performed by transmitting CE 208
(the second network security appliance). Pet. 34-35 (citing Ex. 1004 99 18,
32,46, Fig. 6; Ex. 1002 9/ 82). These contentions, which Patent Ownerdoes
not contest at this stage, are supported by record evidence. Afterreceiving
CE 214 and transmitting CE 208 exchange labels, the receiving set of labels
is registered at receiving CE 214 and used to determine a first set of actions
performed at transmitting CE 208 so a second set of non-redundantactions

can be performedat receiving CE 214. Ex. 1004993143, 46, Figs. 2-4, 6.
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g 1[d][ii]: “including skipping, by the first network
security appliance, the one or more network security
operations that are executed by the second network
security appliance;”

Petitioner contends that Chandra discloses the receiving CE (the first
network security appliance) not performing (skipping) the network security
operations that were executed by the transmitting CE (the second network
security appliance) so thesecondset of actions performed by receiving CE
214 includes only non-redundant actions not performed by transmitting CE
208. Pet.35-36 (citing Ex. 1004 9937, 46, 53; Ex. 1002 9 83, 85). These
contentions, which Patent Owner does not contest at this stage, are supported
by record evidence. Receiving CE 214 determines a non-redundant set of
actions to perform based on a first set of actions. Ex. 1004 443046, Fig. 6.

h. 1[e]: “and executing, by the first network security
appliance, the one or more local operations on the
network traffic.”

Petitioner contends that Chandra discloses executing the second set of
actions on the data packet as one or more local operations at receiving CE
214. Pet.36-37 (citing Ex. 1004 9 46; Ex. 1002 9 85). These contentions,
which Patent Owner does not contest at this stage, are supported by record
evidence.

On this record, we find that Petitioner has established a reasonable
likelihood that claim 1 is unpatentable over Chandra.

3. Dependent Claims 2—5 and 12

Petitioner asserts that Chandra determines a second set of actions at
receiving CE 214 based on local network policies (Rules A—E) and performs

those actions that transmitting CE 208 did not perform as recited in claim 2.
Pet. 37-38 (citing Ex. 1004 99 18, 35, 37, 53; Ex. 1002 9] 89).
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Petitioner also contends that Chandra determines a second set of
actions that couldbe redundant in claim 3. Petitioner asserts that Chandra
executes a third set of actions when the network trafficis not transmitted by
a transmitting CE (second network security appliance) as specified by local
policies in claim 4 and indicates by the CE label (flag) the first set of actions
that have been performed by the transmitting CE in claim 5. Petitioner also
asserts that a skilled artisan would have found it obvious that the packet in
which a flag was carried was a first packet of'a session in claim 12. Pet. 39—
44 (citing Ex. 1004 99118, 31, 47, 48, 53, Fig. 7; Ex. 1002 9 93, 95, 96, 100,
101). These contentions, which Patent Owner does not contest at this stage,
are supported by record evidence.

On this record, we find that Petitioner has established a reasonable

likelihood that claims 2—5 and 12 are unpatentable over Chandra.
4.  Independent Claims 15, 21, and 27; Claims 16 and 22

Petitioner asserts that Chandra discloses limitations of claims 15, 16,
21,22, and 27. Pet. 44-46 (citing contentions for claims 1-3 and 5). These
contentions, which Patent Owner does not contest at this stage, are supported
by record evidence such as a second set of actions being redundant or also
non-redundant actions and a flag indicates executed network operations.

On thisrecord, we find that Petitioner has established a reasonable
likelihood that claims 15, 16, 21, 22, and 27 are unpatentable over Chandra.

E.  Ground2: Alleged Obviousness Over Chandra and

Buruganahalli

Petitioner asserts that claims 6, 7, 17, 18, 23, 24, 28, and 29 are
unpatentableunder 35 U.S.C. § 103 over Chandra and Buruganahalli.

Pet. 4, 46-58.
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1. Buruganahalli (Ex. 1005)

Buruganahalli coordinates security actions among network security
devices by using a metadatatag carried by network traffic 28 to indicatethe
actions performed by previousnetwork security devices. This determination
ensures subsequent devices do not perform the same actions on network data

28. Ex. 1005 99 26-30. Figure 2, reproduced below, depicts this network.

b

i
_____ R
28 30 NETWORK 34 38
\ \ / /
NETWORK | [ oorw b | ormiiren | | PROXY | | ANTRVIRUS
DATA FIREWALL |— ROUTER SERVER SERVER
/ !
32 |
AUTHENTICATION
36 SERVER
CLIENT -t INTRUSION
44 SWITCH b PROTECTION
CLIENT SYSTEM
e
40 S 5
42 40
Fi1G. 2

Figure 2 depicts network data 28 processed by firewall 30, router 32,
proxy server 34, anti-virus server 38, and intrusion protection system 40.
Each device ensures that network data 38 satisfies certain criteria and does
not include malicious content. Ex. 1005 94 19-26. Unlike known networks
where a network device performs the processing on network data28 all over
again, Buruganahalli allows a network device to use the results of processing
performed by a previous network device through which network data28 has

traveled to process the data without repeating actions. /d. 9926-30.
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“Theuse of processing by the previous network device allows the
network device to process the data without havingto repeat actions already
performed by the previous network device.” Ex. 1005927. Asnetwork
data 28 is forwarded to the next network device in the route for processing,
the next network device may analyze a metadata tagadded by the previous
network device to obtain information about network data 28. Id. §28. By
receiving a metadata tag with information about network data 28, a network
device may avoid reprocessing the network data in the sameway. Id.

2. Motivation to combine

Petitioner contends that a skilled artisan would have been motivated to
combine the teachings of Chandra and Buruganahalli with a reasonable
expectation of success because both references disclose network security
devices that coordinate actions to reduce redundancy. Pet. 50. Petitioner
contends that Chandradiscloses network security devices as transmitting CE
and receiving CE that coordinate their security operations using labels, and
Buruganahalli discloses network devices in a data path that coordinate their
operations using a metadata tag carried by data packets. Id. (citing Ex. 1004,
Abstract, §30; Ex. 1005 927, 28). Petitioner asserts that a skilled artisan
looking to improve Chandra would have considered the complementary
disclosures of Buruganahalli. /d. These contentions, which Patent Owner
does not contest at thisstage, are supported by record evidence. See Prelim.
Resp. 20. Metadatatags would improve Chandra by allowing a transmitting
CE toidentify security operations that it performed on a data packet toa
receiving CE and other network devices that receive the data packet to

reduce redundancy across various network devices and improve efficiency

as Buruganahalli teaches. Ex. 1005 9927-30; see KSR, 550 U.S. at 417.
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3. Claimsé6, 17, 23, and 28

Petitioner contends that Buruganahalli discloses a network device that
updates a metadata tag (flag) to indicate analysis performed on network data
by the device and transmits the network traffic and updated flag to the next
network device participating in the CSF to coordinate their actions and to
reduce redundancies. Pet. 50-56 (citing Ex. 100599 27, 28, 32, 38, 40, 44,
46,48, Figs. 2, 3, 8; Ex. 1004 99 24, 28, 56, 58, Figs. 2, 8; Ex. 100299 121,
122,127-130). Petitioner contends that a skilled artisan would have added
Buruganahalli’s tag updating to Chandra’s label updating so a receiving CE
would benefit from knowing what actions were performed by a previous CE
in a multi-CE data path situation and which CE performed them. /d. at 54
(citing Ex. 1004 9 28). These contentions, which Patent Owner does not
contest at this stage, are supported by record evidence. On thisrecord, we
find that Petitioner has established a reasonable likelihood that claims 6, 17,
23, and 28 are unpatentable over Chandra and Buruganahalli.

4. Claims7, 18, 24, and 29

Petitioner contends that Buruganahalli discloses that the last network
device toreceive network data before sending the data outside the network
(or any device) may removethe metadata tagbefore transmittingit. Pet. 57—
58 (citing Ex. 1005 9929, 47; Ex. 1002 9 134). Petitioner contendsthata
skilled artisan would have incorporated this technique into Chandrato keep
the network’s labeling mechanism private so that malicious devices do not
intercept and exploitit. These contentions, which Patent Owner does not
contest at this stage, are supported by record evidence. On thisrecord, we
find that Petitioner has established a reasonable likelihood that claims 7, 18,

24, and 29 are unpatentable over Chandra and Buruganahalli.
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F.  Ground 3: Alleged Obviousness Over Chandra and Kumar
Petitioner asserts that claims 10 and 11 are unpatentable under
35 U.S.C. § 103 over Chandra and Kumar. Pet. 4, 58-62.
1.  Kumar (Ex. 1006)

Kumar discloses amethod in which sending node 20 and receiving
node 60 establish an authentication session in which sending node 20 uses a
unique client ID and session key from areceiving node 60 to create a digital
signature and security tagto insert into an outgoing packet. Kumardiscloses
that receiving node 60 authenticates the security tag by recreating the digital
signature and comparing the result to the digital signature contained in the
securitytag. Ex. 100699 31-33, 36, 38, 45, 46, 49, 50, Abstract. Kumar
teachesthat an authentic security tag indicates the packet was transmitted
from an approved sending node 20 and may be passed on. Id. 9 55.

2. Motivation to combine

Petitioner contends that a skilled artisan would have been motivated to
incorporate Kumar’s combination of the two well-known techniques of
authenticating another party in a communication with digital signatures and
inserting additional information into packet headers of a data stream so that
“downstream” devices can decode the data stream. Petitioner contends that
a skilled artisan would have used the traditional technique taughtby Kumar
of inserting such additional information into packet headers because this
technique has the advantage that no payloads needto be altered. Pet. 59.
Petitioner contends that a skilled artisan would have been motivated to
incorporate these well-known techniques into Chandrato secure data packets
that are transmitted between network devices because these techniques often

were used predictably and reliably. Pet. 59 (citing Ex. 10024 137).
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3. Claims10and 11

Petitioner contends that Kumar teaches that a transmitting device can
use a client ID, session key, and public key to create a digital signature and a
securitytagtoinsertinto a data packet. Petitioner asserts that a skilled
artisan would use digital signatures in Chandra to authenticate a source as
trusted and data as untampered (claim 10) and insert a security flag intoan
IP header field (claim 11)to avoid having to modify the payload. Pet. 60—62
(citing Ex. 1006 936, 38, 45, 4650, 53; Ex. 1004 9 30, 32, 33, Abstract;
Ex. 1002 99 140, 141, 143—145). These contentions, which Patent Owner
does not contest at this stage, are supported by record evidence.

On thisrecord, we find that Petitioner has established a reasonable
likelihood that claims 10 and 11 are unpatentable over Chandra and Kumar.

G. Ground4: Alleged Obviousness Over Chandra and Chandra-2

Petitioner asserts that claims 13, 14, 19, 20, 25, 26, 30, and 31 are
unpatentableunder 35 U.S.C. § 103 over Chandra and Chandra-2. Pet. 4,
62—64.

1. Chandra-2 (Ex. 1007)

Chandra-2 describes techniques for managing online behavior
trackingpolicies to ensure that communications between a client and web
server comply with pertinent privacy regulations. Ex. 1007 9 15.

2. Motivation to combine

Petitioner asserts that a skilled artisan would have performed each of

Chandra-2’s well-known security operations in Chandra’ to expand the range

of operations for predictable results. Pet. 62—63.

"We treat Petitioner’s reference to Keohane as a clerical error as the caption
and table of groundslist Chandra and Chandra-2 for Ground4. Pet.4, 62.
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3. Claims 13,19, 25, and 30

Petitioner contends that Chandra-2 describes a network “security
device” that provides “logging.” Pet. 63 (citing Ex. 1007 423). Petitioner
asserts that a skilled artisan would have known network traffic logging is a
widely used security operation especially important for forensic analysis
after a vulnerability or breach is discovered. Petitionerassertsthat a skilled
artisan would have foundit obvious that “logging” by a network security
device such as Chandra’s CE might include “network traffic logging”as in
claims 13, 19, 25, and 30 to expand its range of operations. /d. at 62—63
(citing Ex. 1002 9 149). Dr. Franz testifies that network trafficloggingis
well-known and would have been obvious to perform with Chandra’s
security devices for predictable results to provide a broader range of
operations. Ex. 1002 94 146—149. These contentions, which Patent Owner
does not contest at this stage, are supported by record evidence.

4. Claims 14, 20, 26, and 31

Petitioner contends that Chandra-2 describes network security devices
as providing antivirus, intrusion prevention (IPS), content filtering, data leak
protection (DLP), antispam, antispyware, reputation-based protections,
network access control, load balancing, vulnerability management, traffic
shaping, and content filtering in claims 14, 20, 26, and 31. Petitioner asserts
that a skilled artisan would have found it obvious to perform these well-
known operations at Chandra’s CE to expand its operations. Pet. 62—64
(citing Ex. 1007 94/23, 24; Ex. 1001, 9:23-26; Ex. 1002 99 149, 151).

Dr. Franz testifies that these operations are well known and would have been
obvious to perform. Ex. 10029 151. These contentions, which Patent

Owner does not contest at thisstage, are supported by record evidence.
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On this record, we find that Petitioner has established a reasonable
likelihood that claims 13, 14, 19, 20, 25, 26, 30, and 31 are unpatentable
over Chandra and Chandra-2.

H. Ground5: Alleged Obviousnessover Keohane

Petitioner contends that claims 1-5, 10-12, 15, 16, 21, 22, and 27 are
unpatentableunder 35 U.S.C. § 103 over Keohane. Pet. 4, 64-90.

1.  Keohane (Ex. 1008)

Keohane describes a network that eliminates costly and inefficient
redundancy of scanning data packets by determining whether a signature of
a trusted security element is present in a data packet header. Ex. 1008 999,

11, 12. Figure 1, reproduced below, depicts such a processing system 100.
FIG. 1
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Figure 1 depicts network 102 that comprises routers, gateways, and

firewalls that perform security actions to identify malware. Ex. 1008 423.
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2. Independent Claim 1
a. 1[pre]

Petitioner asserts that Keohane discloses a method for screening data
packets. Pet. 69 (citing Ex. 1008, Abstract). This contention, which Patent
Owner does not contest at thisstage, is supported by evidence of record.

b. 1[a]

Petitioner contends that Keohane discloses mail gateway 302 as a first
network security appliance of a private network that receives data packet
306 from firewall 300 and performs and coordinates security actions such as
scanning data packets for viruses as part ofa CSF. Petitioner asserts that
Keohane’s gateway and otherparticipating appliances insert a signature into
a datapacket. Petitionerasserts that the signature indicates the datapacket
is from a trusted source, and it identifies security actions taken based on a
code included in the signature. Petitioner asserts that coordinating security
actions this way allows the system to avoid redundant actions and save time.
Pet. 6974 (citing Ex. 1008 99 11, 22-24,32,35-38, 53, Figs. 1, 3, 7;

Ex. 1009; Ex. 1001, 5:45-47; Ex. 1002 99 160, 161, 163, 164, 167).

Patent Owner argues that Keohane does not disclose a “fabric” that
processes bidirectional communications, and it only processes traffic in one
direction (i.e., as unidirectional communication). Prelim.Resp. 21. Patent
Owner argues that Keohane only handles traffic that originates from outside
the network and flows in one direction to firewall 300, then to gateway 302,
and then to client 304. Id. at 22-23.

Patent Owner’s arguments are unavailing given our interpretation of a
“fabric” of a CSF as a network topology that connects network devices to

perform security actions, as discussed above, and the following.
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Keohane describes a network 102 topology of communications links
between various devices and computers connected together in network data
processing system 100. Ex. 10084 22. Clients 111-114may be personal or
network computers that may include software and/orhardware. Id. §23.

Figure 3 is reproduced below to illustrate this multi-level security system.
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FIG. 3

Figure 3 depicts firewall 300, mail gateway 302, and client 304 that

perform multiple levels of cooperative network security actions on data
packets to prevent the introduction of malware. Ex. 1008 9 33. Firewall 300
determines whether a data pack originates from a trusted source and if so,
adds a signature to the data packet to indicate source verification was done.
1d. 99 32-34. When mail gateway 302 receives data packet 306, it looks for
a signature from a trusted security element such as a firewall, mail gateway,
or router, performs a virus scan, and adds a signature to datapacket 306 to
indicatea virus scan was performed. /d. Y 34-36. Client 304 examines
data packet 306 for signatures to indicate the data packet is from a trusted
source and no viruses were found. Client may perform additional security
actions such as scanning for spyware to save time and resources and avoid

unneeded redundancy in scanning data packet 306. Id. §37.
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Patent Owner argues that Keohane is unidirectional and not a “fabric.”
Prelim. Resp. 21-23. Asdiscussed for Ground 1, a “fabric” does not require
bidirectional communications under an ordinary, customary meaning of
fabric as a topology of network connections as Keohane teaches. Ex. 1008
99 22-32. Claim 1 only requires communication in one direction as well.

c. 1[b]

Petitioner contends that Keohane’s mail gateway 302 determinesifa
received data packet 306 includes a digital signature from a trusted security
element in its header to indicate the data packet is transmitted from a second
network security appliance in the CSF. Keohane’s gateway 302 also looks
for a flag (e.g., acode such as “01” or “02”") to indicate the actions taken on
the packet by a transmitting entity. Pet. 74—76 (citing Ex. 1008 9932, 34,
35, 38, 54, Fig. 7; Ex. 1001, 6:28-34, 6:54-59, 6:65-67; Ex. 10029 171).

Patent Owner argues that Keohane’s “signature” indicates a security
action was performed on a data packet but gives no information about a node
or whether it participatesin a CSF. Prelim.Resp. 23-24. Patent Owner
argues that member nodes of a CSF check whether an incoming packet is
from another member node based on a flag that indicates the network packet
1s from a member node. /d. at 24-25. Thesearguments are unavailing.

Keohane’s multilevel security system of network security appliances
of firewall 300, mail gateway 302, and client 304 is configured to perform
securityactionsas a CSF. It usesthe sameset of security policy or rules to
determine which security action is taken by a transmitting device of the CSF.
A firewall or gateway adds a signature to a data packet to indicate a trusted

source, and packet codes identify actions taken so redundant actions are
avoided by other devices. Ex. 10089923, 33-37, 53-55, Figs. 1,3, 7.
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Signatures are added to data packet 306 to indicate the packet is sent
by a trusted security element of the CSF, the action performed, and the result
(no viruses were found). Ex. 1008 937. When client device 304 receives a
data packet 306 with signatures from firewall 300 and mail gateway 302, it
recognizes, based on the signatures, that the packet is from trusted devicesin
the CSF. Then, client 304 only performs an anti-spyware scan because mail
gateway 302 performed a virus scan to reduce the time and resources used to
process the data packet andunneeded redundancy. /d. If mail gateway 302
performs both virus and spyware scans and so indicates by signature in the
data packet, “client 304 would take[] noaction as the security action”

Keohane uses codes as flags in signatures to indicate the source of the
data packet is a trusted source in the same CSF and to identify the security
action that was performed. Ex. 1008 4 38. A code of “01” or “policy 17
may indicate the source of the data packet is a trusted source. /d. A code of
“02” or “policy 2” may indicate a virus scan was performed by the trusted
element. Id.

d. 1/c], 1[d][i], and 1[d][ii]

Petitioner asserts that Keohane’s mail gateway 302 uses a signature in
data packet 306 received from firewall 300 to determine firewall 300 of the
CSF performeda security action before transmitting data packet 306 to mail
gateway 302. Petitioner asserts that mail gateway 302 identifies the security
action performed and determines a security action that was not performed
(e.g.,avirus scan). Petitionercontends that client device 304 determines a
security action performed by mail gateway and a security action it needs to
perform based on signatures in the data packet. Pet.76—79 (citing Ex. 1008
99 12,3238, 40, 54, 55, 58, Figs. 3, 7; Ex. 100299 171, 173, 174).
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e. lfe]

Petitioner contends that Keohane’s security elements execute local
operations on a network traffic datapacket based on the previous security
action performed on the data packet by otherdevices in the CSF. Petitioner
asserts that a signature added to the datapacket by a trusted security element
is used to identify the security action performed. Pet. 79 (citing Ex. 1008
M 11,36,37;Ex. 10029 180). These contentions, which Patent Owner does
not contest at this stage, are supported by record evidence.

On this record, we find that Petitioner has established a reasonable
likelihood that claim 1 is unpatentable over Keohane.

3. Dependent claims 2—5 and 1012

Petitioner provides detailed contentions showing that claims 2—5 and
10—12 are obvious over Keohane. Pet. 79-88 (citing Ex. 1008 99 12, 32,
34-38, 40, 53, 54, 56; Ex. 1002 99 185-187, 191, 192, 196, 197, 200, 203,
204). These contentions, which Patent Owner does not contest at thisstage,
are supported by record evidence. On thisrecord, we find that Petitioner has
established areasonable likelithood that claims 2—5 and 1012 are
unpatentable over Keohane.

4. Independent Claims 15, 21, 27, dependent claims 16, 22

Petitioner asserts that Keohane discloses the limitations of claims 15,
21,and 27 and dependent claims 16 and 22 by relying on its contentions for
similar limitations of claim 1 and limitations in claims 2 and 5. Pet. 88-90.
These contentions, which Patent Owner does not contest at this stage, are
supported by record evidence. On this record, we find that Petitioner has
established areasonable likelihood that claims 15, 16, 21, 22, and 27 are

unpatentable over Keohane.
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1. Ground6: Alleged Obviousness Over Keohane, Buruganahalli
Petitioner asserts that claims 6, 7, 17, 18, 23, 24, 28, and 29 are
unpatentableunder 35 U.S.C. § 103 over Keohane and Buruganahalli.
Pet. 4, 90-96.

1.  Motivation to combine

Petitioner asserts that a skilled artisan would consider complementary
teachings of Buruganahalli to use metadata tagsin data packets in Keohane
to coordinate the operations of multiple network devices in a data path and
avoid redundant actions as both references teach is desirable. Pet. 90-91.

2. Claims6, 17, 23, and 28

Petitioner asserts that a skilled artisan would update metadata tags in
Keohane, as Buruganahalli teaches, for claims 6, 17, 23, and 28 to indicate
the analysis performed on network data by a device and reduce redundancy.
Petitioner asserts that a skilled artisan would include this feature in Keohane
so a security element does not have to add a signature to indicate the actions
it performed thereby obviating the need for each device to read and process
multiplesignatures. Pet. 91-94 (citing 10059927, 32, 38, 40, 44, 48, Fig. 3;
Ex. 1002 99 222, 223, 226). These contentions, which Patent Owner does
not contest at this stage, are supported by record evidence.

3. Claims7, 18, 24, and 29

Petitioner asserts that a skilled artisan would remove metadatatags
from network data before sending the datato “undesired network devices” in
claims 7, 18, 24, and 29 to protect the network’s labeling mechanism. Pet.
94-96 (citing 1005 9929, 4648, Fig. 3; Ex. 1002 9], 231). This contention,
which Patent Owner does not contest at this stage, is supported by record

evidence.
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On this record, we find that Petitioner has established a reasonable
likelihood that claims 6, 7, 17, 18, 23, 24, 28, and 29 are unpatentable over
Keohane and Buruganahalli.

J. Ground7: Alleged Obviousness over Keohane and Kumar

Petitioner asserts that claim 10 is unpatentable under 35 U.S.C. § 103
over Keohane and Kumar. Pet. 4, 96-97.

1.  Motivation to combine

Petitioner contends that a skilled artisan would combine Kumar’s
source authentication method of usinga digital signature to create a security
tag thatis inserted intoa data packet with Keohane to authenticate that the
signature is associated with a trusted security element and to improve digital
signature source authentication. Pet. 96-97 (citing Ex. 1006 9936, 49, 50,
54; Ex. 1002 99 233, 236, 237). These contentions, which Patent Owner
does not contest at this stage, are supported by record evidence.

2. Claim 10

Petitioner contends that Keohane discloses a flag associated with or
comprising a signature of a transmitting security element so that a receiving
security element can authenticate the sendingelement. Pet.96. Petitioner
asserts that Kumar teaches that a transmitting device can use a client ID,
session key, or public key to create a digital signature that can be used to
create a security tagthat is inserted into a data packet so that areceiving
device can recreate the digital signature to authenticate the security tag. Id.
at 96-97. Petitioner asserts a skilled artisan would have incorporated this
common source authentication into Keohane to authenticate the signature as
associated with a trusted transmitting security element. /d. (citing Ex. 1006
99 36,45, 46,49, 50; Ex. 1008 4 54; Ex. 1002 9233, 236, 237).
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On this record, we find that Petitioner has established a reasonable

likelihood that claim 10 is unpatentable over Keohane and Kumar.

K.  Ground8: Alleged Obviousness over Keohane and Chandra-2

Petitioner contends that claims 13, 14, 19, 20, 25, 26, 30, and 31 are
unpatentableunder 35 U.S.C. § 103 over Keohane and Chandra-2. Pet. 4,
97-99.

1.  Motivation to combine

Petitioner asserts that a skilled artisan would have been motivated to
include Chandra’s well-known, commonly implemented security operations
into Keohane to expand Keohane’s range of operationsto yield predictable
results. Pet. 97-98. This contention, which Patent Owner does not contest
at this stage, is supported by record evidence.

2. Claims 13, 19, 25, and 30

Petitioner asserts that Chandra-2 discloses a network security device
that provides logging, and a skilled artisan would have found network traffic
logging obvious because it is well-known to use it for forensic analysis after
a vulnerability or breach is found. Petitioner asserts a skilled artisan would
have found it obvious to perform network traffic logging in Keohane. Pet.
98 (citing Ex. 10079 23; Ex. 10029 241). These contentions, which Patent
Owner does not contest at thisstage, are supported by record evidence.

3. Claims 14, 20, 26,and 31

Petitioner contends that Chandra-2 discloses a network security device
that performs antivirus, intrusion prevention (IPS), content filtering, data
leak protection (DLP), antispam, antispyware, reputation-based protections,
network access control, load balancing, vulnerability management, traffic

shaping, and content filtering as in claims 14, 20, 26, and 31. Pet.98-99.
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Petitioner asserts that the *825 patent recognizes that DLP and IPS are
well known. Pet. 99. Petitioner contends that a skilled artisan would have
found it obvious that Keohane’s security elements could perform any or all
of these well-known operations. /d. at 99. These contentions, which Patent
Owner does not contest at thisstage, are supported by record evidence. See
id. at 9899 (citing Ex. 1007 9423, 24; Ex. 1002 9 243; Ex. 1001, 9:23-26).

On thisrecord, we find that Petitioner has established a reasonable
likelihood that claims 13, 14, 19, 20, 25, 26, 30, and 31 are unpatentable

over Keohane and Chandra-2.

II1I. CONCLUSION
For the reasons discussed above, we are persuaded that Petitioner has
demonstrated a reasonable likelihood of prevailing in establishing that at

least one of claims 1-7 and 10-31 of the 825 patent is unpatentable.

IV. ORDER

In consideration of the foregoing, it is hereby:

ORDERED that inter partes review of the 825 patent is hereby
instituted as to claims 1-7 and 10-31 on all grounds set forth in the Petition;
and

FURTHER ORDERED that pursuantto 35 U.S.C. § 314(c) and
37 C.F.R. §42.4, notice is hereby given of the institution of a trial on
the grounds of unpatentability authorized above; the trial commences on

the entry date of this decision.
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