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SIGNATURE EXTRACTION SYSTEM AND
METHOD

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to the protection of computer
systems. More particularly, the present invention relates to a
behavior-blocking system and method.

2. Description of the Related Art

Conventional immune systems such as the Digital Immune
System (DIS) by IBM utilize antivirus scanners and heuristics
to look for suspicious file content. Once suspicious file con-
tent is identified, client system users provide filebased sub-
missions of suspicious file content to a global analysis center.

The global analysis center generates a malicious code sig-
nature based on the users’ submissions. More particularly, the
malicious code signature is based on replication of filebased
computer viruses only, i.e., viruses that infect files. The mali-
cious code signature is sent back to the client systems.

Since the conventional immune systems are based on rep-
lication of filebased computer viruses only, the conventional
immune systems does not detect or protect against fileless
malicious code, e.g., fileless worm code.

One type of network based intrusion detection system
(IDS) such as Symantec ManHunt™ network intrusion
detection system is capable of detecting fileless malicious
code. This type of network based IDS uses a protocol analyzer
module to detecting anomalies associated with the fileless
malicious code based on knowledge of the known set of
network protocols.

Unfortunately, a large set of attacks can be carried out
successfully using protocols not yet known to the protocol
analyzer module. Further, even if the anomalies and fileless
malicious code are detected, the attack might be 100 percent
successful at the time of detection. For example, the Win32/
Slammer type worm is detected as UDP_FLOOD_ALERT
based on high UDP traffic on the network, well after the attack
has become successful.

Another type of network based intrusion detection system
such as snort is also capable of detecting fileless malicious
code. This type of network based IDS uses a network sniffer
module, which looks for particular known signatures on the
network. However, if there is no known signature for the
fileless malicious code, the attack may be entirely undetected
by this type of network based IDS. Thus, this type of network
based IDS must be updated frequently to remain effective.

Unfortunately, the signature updates for the fileless mali-
cious code are currently developed by security analysts after
carefully analyzing samples of the fileless malicious code.
This analysis of the fileless malicious code is relatively slow.
Accordingly, it often takes hours or days until new signature
updates are created by the security analysts and provided to
the network based IDS. During this time, the fileless mali-
cious code may be widespread.

SUMMARY OF THE INVENTION

In accordance with one embodiment, host computer sys-
tems automatically detect malicious code, which is infecting
the host computer systems. Further, the host computer sys-
tems also automatically generate and send extracted mali-
cious code packets of the malicious code to a local analysis
center computer system. In one embodiment, the extracted
malicious code packets include signatures of the malicious
code.
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If the local analysis center computer system determines
that an attack is taking place, a signature update is provided to
anetwork intrusion detection system. Further, the local analy-
sis center computer system also automatically sends an
extracted malicious code packet or malicious code signature
of'the malicious code undertaking the attack to a global analy-
sis center. In this manner, the spread of the malicious code is
rapidly detected and prevented.

Embodiments in accordance with the present invention are
best understood by reference to the following detailed
description when read in conjunction with the accompanying
drawings.

BRIEF DESCRIPTION OF THE DRAWING

FIG. 1 is a diagram of a computer system that includes a
host signature extraction application executing on a host com-
puter system in accordance with one embodiment of the
present invention;

FIG. 2 is a flow diagram of a host computer process in
accordance with one embodiment of the present invention;

FIG. 3 is a flow diagram of a host computer process in
accordance with another embodiment of the present inven-
tion;

FIG. 4 is a flow diagram ofa local analysis center computer
process in accordance with one embodiment of the present
invention; and

FIG. 5 is a diagram of a client-server system that includes
a host signature extraction application executing on a host
computer system in accordance with one embodiment of the
present invention

Common reference numerals are used throughout the
drawings and detailed description to indicate like elements.

DETAILED DESCRIPTION

In accordance with one embodiment, referring to FIG. 1,
host computer systems 104 automatically detect malicious
code, which is infecting host computer systems 104. Further,
host computer systems 104 also automatically generate and
send extracted malicious code packets of the malicious code
to a local analysis center computer system 112. In one
embodiment, the extracted malicious code packets include
signatures of the malicious code.

Local analysis center computer system 112 determines
whether an attack is taking place on client network 120 based
upon the received extracted malicious code packets. If local
analysis center computer system 112 determines that an
attack is in fact taking place, local analysis center computer
system 112 automatically creates a signature update includ-
ing the malicious code signature of the malicious code under-
taking the attack.

This signature update is automatically provided to an intru-
sion detection system 108, which uses the signature update to
prevent the further spread of the malicious code on client
network 120. Accordingly, the attack is defeated before the
malicious code becomes widespread on client network 120.

Further, local analysis center computer system 112 also
automatically sends an extracted malicious code packet or
malicious code signature of the malicious code undertaking
the attack to a global analysis center 116. Global analysis
center 116 uses this information to prevent the further spread
of the malicious code globally, for example, by delivering
signature updates to global clients.

More particularly, FIG. 1 is a diagram of a computer sys-
tem 100 that includes a host signature extraction application
102 executing on a host computer system 104A in accordance

Sophos Ex. 1008
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with one embodiment of the present invention. Host computer
system 104A is coupled to a plurality of host computer sys-
tems 104B, . . ., 104» similar to host computer system 104 A
by a network 106. Network 106 can be any network or net-
work system that is of interest to a user. Further, the particular
type of and configuration of host computer systems 104A,
104B, . . . 104n, collectively host computer systems 104, are
not essential to this embodiment of the present invention.

An intrusion detection system 108 is also coupled to net-
work 106. Intrusion detection system 108 is a network based
intrusion detection system that is capable of detecting fileless
malicious code. Intrusion detection system 108 includes a
network sniffer module 110, which looks for particular
known signatures on network 106. Intrusion detection sys-
tems such as intrusion detection system 108 are well known to
those of'skill in the art, e.g., snort, and the particular intrusion
detection system used is not essential to this embodiment of
the present invention.

Also coupled to network 106 and thus to host computer
systems 104 is alocal analysis center (LAC) computer system
112, e.g., a second computer system, located at a local analy-
sis center. A local analysis center (LAC) signature extraction
application 114 is executing on LAC computer system 112.

LAC computer system 112 is also coupled to a global
analysis center 116, e.g., over internet 118. Global analysis
center 116 includes one or more global analysis center com-
puter systems, sometimes called second computer systems,
which are not illustrated for simplicity. Although not illus-
trated in FIG. 1, LAC computer system 112 is coupled to
global analysis center 116 over network 106 in one embodi-
ment.

In one embodiment, host computer systems 104, intrusion
detection system 108 and network 106 are part of a client
network 120. Further, client network 120 including LAC
computer system 112 are located at a client site 122. Global
analysis center 116 is located at a remote location 124 remote
from client site 122.

Host computer system 104A also includes a behavior
blocking application 126A. Behavior blocking application
126A detects attacks by malicious code, e.g., fileless mali-
cious code, on host computer system 104A. In addition, in
one embodiment, behavior blocking application 126A takes
protective action to protect host computer system 104 A from
the malicious code. Behavior blocking application 126A
works in conjunction with host signature extraction applica-
tion 102 as discussed further below in reference to FIGS. 2
and 3.

In one embodiment, behavior blocking application 126 A is
a shell code blocking application as set forth in Szor, U.S.
patent application Ser. No. 10/360,341, filed on Feb. 6, 2003,
entitled “SHELL CODE BLOCKING SYSTEM AND
METHOD”, which is herein incorporated by reference in its
entirety.

In another embodiment, behavior blocking application
126A is a send blocking application as set forth in Szor, U.S.
patent application ser. No. 10/464,091 filed on Jun. 17, 2003,
entitled “SEND BLOCKING SYSTEM AND METHOD”,
which is herein incorporated by reference in its entirety.

In one embodiment, host computer systems 104B, . . .,
104 include behavior blocking applications 126B, . .., 126x,
respectively. In one embodiment, behavior blocking applica-
tions 126 A, 126B, . . ., 126n, collectively behavior blocking
applications 126, are the same applications, e.g., are shell
code blocking or send blocking applications or a combination
thereof.

In another embodiment, one or more of behavior blocking
applications 126 are different applications. For example,
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4

behavior blocking application 126A is a shell code blocking
application and behavior blocking application 126B is a send

blocking application.
Further, in one embodiment, one or more of host computer
systems 104A, 104B, . . ., 104% does not include a host

signature extraction application 102 and a behavior blocking
application 126. For example, only host computer system
104 A includes a host signature extraction application 102 and
a behavior blocking application 126, i.e., behavior blocking
application 126A.

FIG. 2 is a flow diagram of a host computer process 200 in
accordance with one embodiment of the present invention.
Execution of host signature extraction application 102 and
behavior blocking application 126 A on host computer system
104 A results in the operations of host computer process 200
as described below in one embodiment. Although host com-
puter process 200 is described in relation to host computer
system 104 A, in light of this disclosure, those of skill in the art
will understand that host computer process 200 is equally
applicable to one or more of host computer systems
104B, ..., 104n.

Referring now to FIGS. 1 and 2 together, from an enter
operation 202, flow moves to an attack check operation 204.
In attack check operation 204, a determination is made as to
whether a suspected or actual attack, a malicious exploit, use
of common exploit tools such as an autorooter, hereinafter
referred to as an attack for simplicity of discussion, has
occurred on host computer system 104A. If an attack has not
occurred on host computer system 104A, flow remains at
attack check operation 204. Conversely, if an attack has
occurred on host computer system 104A, flow moves to a
malicious code sendable check operation 206.

In one embodiment, malicious code is defined as any com-
puter program, module, set of modules, or code that enters a
computer system without an authorized user’s knowledge
and/or without an authorized user’s consent. Fileless mali-
cious code is malicious code that is not file based but exists in
memory only, e.g., in virtual memory only. More particularly,
fileless malicious code is malicious code that appends itselfto
an active process in memory, sometimes called to a parent
application.

In one embodiment, behavior blocking application 126 A
hooks critical operating system functions, e.g., send func-
tions, of host computer system 104 A and monitors calls to the
hooked critical operating system functions. Calls by sus-
pected or actual malicious code, hereinafter referred to as
malicious code for simplicity of discussion, to the hooked
critical operating system functions are detected and termi-
nated and the location in memory of the malicious code is
determined by behavior blocking application 126A.

For example, an attack or other exploit is detected and
defeated by behavior blocking application 126A in attack
check operation 204. Illustratively, behavior blocking appli-
cation 126A is a send blocking application and malicious
code, e.g., self replicating fileless malicious code such as a
worm, located in a send buffer is attempting to send itself or
a copy of itself to another of host computer systems 104. As
another illustration, behavior blocking application 126A is a
shell code blocking application and malicious code, e.g.,
fileless malicious shell code such as a worm, located in a data
area of memory is attempting to open up a shell on host
computer system 104 A. Accordingly, flow moves from attack
check operation 204 to malicious code sendable check opera-
tion 206.

In malicious code sendable check operation 206, a deter-
mination is made as to whether the malicious code associated
with the attack of attack check operation 204 is, sendable. If

Sophos Ex. 1008
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a determination is made that the malicious code is sendable,
flow moves from malicious code sendable check operation
206 to an extract malicious code operation 208. Conversely, if
a determination is made that the malicious code is not send-
able, flow moves from malicious code sendable check opera-
tion 206 to an extract malicious code snippet operation 210.

For example, if the size of the malicious code is 8 KB or
less, the malicious code is sendable. Generally, the malicious
code is sendable if sending of the malicious code on network
106 does not cause unacceptable congestion.

In one embodiment, the malicious code is shell code, e.g.,
is the code that opens up a new shell for the Linux.Slapper
worm. As is well known to those of skill in the art, shell code
is written in a very short and compact way and is therefore
typically sendable. Accordingly, a determination is made in
malicious code sendable check operation 206 that the mali-
cious code is sendable and flow moves to extract malicious
code operation 208.

In extract malicious code operation 208, the malicious
code or a copy of the malicious code is extracted from the
memory location. As discussed above, in one embodiment,
behavior blocking application 126A provides the memory
location, sometimes called the caller’s address, of the mali-
cious code, for example using a stack trace module. Accord-
ingly, in one embodiment, the malicious code is copied or cut,
sometimes called removed, from the memory location during
extract malicious code operation 208. In one embodiment, the
entire content, sometimes called raw data, of the entire
memory location, e.g., buffer, is copied or cut and thus non-
malicious code may be included with the malicious code.
From extract malicious code operation 208, flow moves to an
append malicious code parameters operation 212.

Conversely, returning to malicious code sendable check
operation 206, if the size of the malicious code is greater than
8 KB, e.g., the buffer containing the malicious code is greater
than 8 KB, the malicious code is not sendable in one embodi-
ment. Generally, the malicious code is not sendable if sending
of the malicious code on network 106 causes unacceptable
congestion.

In one embodiment, the malicious code is relatively long
and not sendable. Accordingly, a determination is made in
malicious code sendable check operation 206 that the mali-
cious code is not sendable and flow moves to extract mali-
cious code snippet operation 210.

In extract malicious code snippet operation 210, a snippet,
sometimes called portion, of the malicious code is extracted
from the memory location. As discussed above, in one
embodiment, behavior blocking application 126A provides
the memory location, sometimes called the caller’s address,
of the malicious code. Accordingly, in one embodiment, a
snippet (portion) of the malicious code is copied or cut, some-
times called removed, from the memory location during
extract malicious code snippet operation 210. For example, a
portion of the content of a buffer containing the malicious
code is copied or cut.

To illustrate, in one embodiment, the caller’s address is the
memory location of the instruction or set of instructions that
originated the critical operating system function call. A por-
tion of the malicious code around, e.g. at addresses above and
below, the caller’s address is extracted in extract malicious
code snippet operation 210. In one particular embodiment,
+-4 KB of code around the caller’s address is extracted
although more or less than +-4 KB of code are extracted other
embodiments. From extract malicious code snippet operation
210, flow moves to append malicious code parameters opera-
tion 212.
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From either extract malicious code operation 208 or extract
malicious code snippet operation 210, flow moves to append
malicious code parameters operation 212. In append mali-
cious code parameters operation 212, parameters associated
with the malicious code are appended to either the malicious
code extracted in extract malicious code operation 208 or to
the malicious code snippet extracted in extract malicious code
snippet operation 210.

For example, in one embodiment, parameters associated
with the malicious code include the caller’s address such as
the location of the sendto( ) API of the malicious code, the
name of the process in which the attack took place, the ports
connected to this process, the send( ) API’s connected ports
such as UDP 1434, the service pack levels, the operating
system information, and patch level information.

From append malicious code parameters operation 212,
flow moves to a create extracted malicious code packet opera-
tion 214. In create extracted malicious code packet operation
214, an extracted malicious code packet is created. In one
embodiment, an extracted malicious code packet is a collec-
tion of information which includes the malicious code param-
eters appended in append malicious code parameters opera-
tion 212 and either the extracted malicious code or the
extracted malicious code snippet depending upon whether
extract malicious code operation 208 or extract malicious
code snippet operation 210, respectively, is performed.

Further, in create extracted malicious code packet opera-
tion 214, this collection of information is formatted as a
network or other packet for transmission from host computer
system 104A on to network 106. Protocols and formats for
network packets are well known to those of skill in the art and
depend, for example, on the particular type of network 106,
and so create extracted malicious code packet operation 214
is not discussed further to avoid detracting from the principals
of the invention.

From create extracted malicious code packet operation
214, flow moves to a new packet check operation 216. In new
packet check operation 216, a determination is made as to
whether the extracted malicious code packet created during
create extracted malicious code packet operation 214 is new,
i.e., is not a copy of a previous extracted malicious code
packet previously created in create extracted malicious code
packet operation 214.

Ifthe extracted malicious code packet created during create
extracted malicious code packet operation 214 is not new,
flow moves to and exits at an exit operation 218 or returns to
attack check operation 204. Conversely, if the extracted mali-
cious code packet created during create extracted malicious
code packet operation 214 is new, flow moves to a maximum
number of packets sent check operation 220.

To illustrate, in one embodiment, the malicious code is
repeatedly executed as a result of an endless execution loop
through the malicious code. For example, in the case of the
Slammer worm, the replication code calls sentto( ) APl in an
endless loop.

In accordance with this embodiment, on subsequent execu-
tion passes through the malicious code, a determination is
made that the extracted malicious code packet created in
create extracted malicious code packet operation 214 is not
new, and flow moves to and exits at exit operation 218 or
returns to attack check operation 204.

More particularly, on subsequent execution passes through
the malicious code, a determination is made that the extracted
malicious code packet created in create extracted malicious
code packet operation 214 is exactly or essentially identical to
the extracted malicious code packet previously created in
create extracted malicious code packet operation 214 during
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the first execution pass through the malicious code. Accord-
ingly, flow moves to and exits at exit operation 218 or returns
to attack check operation 204.

Thus, if the extracted malicious code packet created in
create extracted malicious code packet operation 214 is not
new, no further action is taken. In this manner, flooding of
network 106 and local analysis center computer system 112
with redundant information is prevented.

In one embodiment, the malicious code parameters
appended in append malicious code parameters operation 212
match previous malicious code parameters of a previous
extracted malicious code packet. Further, the malicious code
or malicious code snippet extracted in extract malicious code
operation 208 or extract malicious code snippet operation 210
matches a previously extracted malicious code or malicious
code snippet of a previous extracted malicious code packet,
respectively. In this event, a determination is made that the
extracted malicious code packet created during create
extracted malicious code packet operation 214 is not a new
extracted malicious code packet in new packet check opera-
tion 216.

As another example, in one embodiment, if the malicious
code parameters appended in append malicious code param-
eters operation 212 match previous malicious code param-
eters of a previous extracted malicious code packet, a deter-
mination is made that the extracted malicious code packet is
not a new extracted malicious code packet in new packet
check operation 216. The determination that the extracted
malicious code packet is not a new extracted malicious code
packet is made even if the malicious code or malicious code
snippet extracted in extract malicious code operation 208 or
extract malicious code snippet operation 210 does not match
apreviously extracted malicious code or malicious code snip-
pet of a previous extracted malicious code packet, respec-
tively.

In yet another embodiment, if the malicious code or mali-
cious code snippet extracted in extract malicious code opera-
tion 208 or extract malicious code snippet operation 210
matches a previously extracted malicious code or malicious
code snippet of a previous extracted malicious code packet,
respectively, a determination is made that the extracted mali-
cious code packet is not a new extracted malicious code
packet in new packet check operation 216. The determination
that the extracted malicious code packet is not a new extracted
malicious code packet is made even if the malicious code
parameters appended in append malicious code parameters
operation 212 do not match previous malicious code param-
eters of a previous extracted malicious code packet.

However, returning to the above example, on the first
execution pass through the malicious code, a determination is
made that the extracted malicious code packet created in
create extracted malicious code packet operation 214 is new,
and flow moves to maximum number of packets sent check
operation 220.

In one embodiment, if the malicious code parameters
appended in append malicious code parameters operation 212
do not match previous malicious code parameters of a previ-
ous extracted malicious code packet, a determination is made
that the extracted malicious code packet is a new extracted
malicious code packet in new packet check operation 216.

In another embodiment, if the malicious code or malicious
code snippet extracted in extract malicious code operation
208 or extract malicious code snippet operation 210 does not
match a previously extracted malicious code or malicious
code snippet of a previous extracted malicious code packet,
respectively, a determination is made that the extracted mali-
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8

cious code packet is a new extracted malicious code packet in
new packet check operation 216.

In yet another embodiment, if both the malicious code
parameters and the malicious code/malicious code snippet do
not match previous malicious code parameters and malicious
code/malicious code snippets, respectively, a determination
is made that the extracted malicious code packet is a new
extracted malicious code packet in new packet check opera-
tion 216.

Inone embodiment, a buffer and comparison function, e.g.,
a byte to byte comparison, are used to implement new packet
check operation 216. However, other techniques are used in
other embodiments and the particular technique used is not
essential to the present invention.

Upon a determination that the extracted malicious code
packet is new, flow moves to maximum number of packets
sent check operation 220. In maximum number of packets
sent check operation 220, a determination is made as to
whether the maximum number of extracted malicious code
packets have been sent from host computer system 104A. For
example, the number of extracted malicious code packets that
have been sent are maintained in a counter and this counter is
compared to the maximum number.

If the maximum number of extracted malicious code pack-
ets have been sent from host computer system 104A, flow
moves to and exits at exit operation 218 or returns to attack
check operation 204. Conversely, if the maximum number of
extracted malicious code packets have not been sent from
host computer system 104A, flow moves to a send packet
operation 222.

To illustrate, in one embodiment, the malicious code
mutates each time the malicious code is executed in the end-
less loop. Accordingly, with this type of malicious code, a
determination is made that the extracted malicious code
packet is new in new packet check operation 216 each time
the malicious code is executed. However, by limiting the
maximum number of extracted malicious code packets
allowed to be sent from host computer system 104A, flooding
of network 106 and local analysis center computer system
112 with redundant information is prevented.

For example, the maximum number of extracted malicious
code packets allowed to be sent from host computer system
104 A is three per day although other maximum numbers are
used in other embodiments.

Accordingly, if the maximum number of extracted mali-
cious code packets have not been sent from host computer
system 104 A, flow moves to send packet operation 222. In
send packet operation 222, the extracted malicious code
packet created in create extracted malicious code packet
operation 214 is sent from host computer system 104A.

In one embodiment, the extracted malicious code packet is
sent via a secure channel, e.g., an encrypted/authenticated
channel (SESA). By using an encrypted/authenticated chan-
nel, the extracted malicious code packet is not intercepted by
intrusion detection system 108. Further, by using an
encrypted/authenticated channel, the authenticity of the
extracted malicious code packet received by local analysis
center computer system 112 is assured.

In one embodiment, the extracted malicious code packet is
sent to local analysis center computer system 112 as dis-
cussed further below in reference to FIG. 4. In another
embodiment, the extracted malicious code packet is sent
directly to global analysis center 116. In yet another embodi-
ment, the extracted malicious code packet is sent to both local
analysis center computer system 112 and global analysis
center 116.
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From send packet operation 222, flow moves to and exits at
exit operation 218 or returns to attack check operation 204.

FIG. 3 is a flow diagram of a host computer process 300 in
accordance with one embodiment of the present invention.
Execution of host signature extraction application 102 and
behavior blocking application 126 A on host computer system
104 A results in the operations of host computer process 300
as described below in one embodiment. Although host com-
puter process 300 is described in relation to host computer
system 104 A, in light of this disclosure, those of skill in the art
will understand that host computer process 300 is equally
applicable to one or more of host computer systems
104B, ..., 104n.

Referring now to FIGS. 1, 2, and 3 together, from an enter
operation 302, flow moves to attack check operation 204,
which is performed as discussed above with reference to F1G.
2. Inattack check operation 204, a determination is made as to
whether a suspected or actual attack, a malicious exploit, use
of common exploit tools such as an autorooter, hereinafter
referred to as an attack for simplicity of discussion, has
occurred on host computer system 104A. If an attack has not
occurred on host computer system 104A, flow remains at
attack check operation 204. Conversely, if an attack has
occurred on host computer system 104A, flow moves to an
extract malicious code signature operation 304.

In extract malicious code signature operation 304, the sig-
nature, sometimes called malicious code signature, of the
malicious code is extracted. For example, a custom size sig-
nature from the malicious code is extracted using an extrac-
tion engine. In one embodiment, the malicious code signature
is 32 bytes of the malicious code extracted backwards from
the callers address. A signature is a specific sequence of
information, e.g., bytes.

In one embodiment, the signature is extracted by process-
ing the malicious code to extract critical malicious code infor-
mation, for example, information unique to the malicious
code, as those of skill in the art will understand in light of this
disclosure.

As an example, the following is a replication code snippet,
i.e., amalicious code snippet, of the slammer worm. The bold
area is the automatically selected malicious code signature
based on the location of the callers address:

00000142 send__myself:

00000142 8B 45 B4 mov  eax, [ebp—4Ch] ;
randomize!

00000145 8D 0C 40 lea ecx, [eax+eax™®2]

00000148 8D 14 88 lea edx, [eax+ecx*4]

0000014B C1 E2 04 shl edx, 4

0000014E 01 C2 add  edx, eax

00000150 C1 E2 08 shl edx, 8

00000153 29 C2 sub  edx, eax

00000155 8D 04 90 lea eax, [eax+edx*4]

00000158 01 D8 add  eax, ebx

0000015A 89 45 B4 mov  [ebp—4Ch], eax

0000015D 6A 10 push 16

0000015F 8D 45 BO lea  eax, [ebp-50h]

00000162 50 push eax

00000163 31 C9 Xor ecx, ecx

00000165 51 push ecx ;=0

00000166 66 81 Fl1 78 01 xor  cx,376; this many bytes!

0000016B 51 push ecx

0000016C 8D 45 03 lea eax, [ebp+3]

0000016F 50 push eax

00000170 8B 45 AC mov  eax, [ebp-54h]

00000173 50 push eax

00000174 FF D6 call  esi ; sendto( )

00000176 EB CA jmp  short send myself;
(“cA”)
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Thus, in accordance with this example, the extracted mali-
cious code signature is:

049001 D8 89 45 B4 6A 10 8D 45 B0 5031 C9 51
66 81 F1 78 01 51 8D 45 03 50 8B 45 AC 50 FF D6

Flow moves from extract malicious code signature opera-
tion 304 to an append malicious code parameters operation
212A. Append malicious code parameters operation 212A is
similar to append malicious code parameters operation 212 of
FIG. 2, the discussion of which is incorporated herein.

More particularly, in append malicious code parameters
operation 212A, parameters associated with the malicious
code are appended to the extracted malicious code signature
extracted in extract malicious code signature operation 304.

From append malicious code parameters operation 212A,
flow moves to a create extracted malicious code packet opera-
tion 214 A. Create extracted malicious code packet operation
214A is similar to create extracted malicious code packet
operation 214 of FIG. 2, the discussion of which is incorpo-
rated herein.

More particularly, in create extracted malicious code
packet operation 214A, an extracted malicious code packet is
created. In one embodiment, an extracted malicious code
packet is a collection of information which includes the mali-
cious code parameters appended in append malicious code
parameters operation 212A and the extracted malicious code
signature extracted in extract malicious code signature opera-
tion 304.

Further, in create extracted malicious code packet opera-
tion 214 A, this collection of information is formatted as a
network or other packet for transmission from host computer
system 104A on to network 106. Protocols and formats for
network packets are well known to those of skill in the art and
depend, for example, on the particular type of network 106,
and so create extracted malicious code packet operation 214A
is not discussed further to avoid detracting from the principals
of the invention.

From create extracted malicious code packet operation
214A, flow moves to a new packet check operation 216A.
New packet check operation 216A is similar to new packet
check operation 216 of FIG. 2, the discussion of which is
incorporated herein.

More particularly, in new packet check operation 216A, a
determination is made as to whether the extracted malicious
code packet created during create extracted malicious code
packet operation 214 A is new, i.e., is not a copy of a previous
extracted malicious code packet previously created in create
extracted malicious code packet operation 214A.

Ifthe extracted malicious code packet created during create
extracted malicious code packet operation 214A is not new,
flow moves to and exits at an exit operation 308 or returns to
attack check operation 204. Conversely, if the extracted mali-
cious code packet created during create extracted malicious
code packet operation 214A is new, flow moves to a maxi-
mum number of packets sent check operation 220.

To illustrate, in one embodiment, the malicious code is
repeatedly executed as a result of an endless execution loop
through the malicious code. In accordance with this embodi-
ment, on subsequent execution passes through the malicious
code, a determination is made that the extracted malicious
code packet created in create extracted malicious code packet
operation 214A is not new, and flow moves to and exits at exit
operation 308 or returns to attack check operation 204.

More particularly, on subsequent execution passes through
the malicious code, a determination is made that the extracted
malicious code packet created in create extracted malicious
code packet operation 214A is exactly or essentially identical
to the extracted malicious code packet previously created in
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create extracted malicious code packet operation 214A dur-
ing the first execution pass through the malicious code.
Accordingly, flow moves to and exits at exit operation 308 or
returns to attack check operation 204.

Thus, if the extracted malicious code packet created in
create extracted malicious code packet operation 214 A is not
new, no further action is taken. In this manner, flooding of
network 106 and local analysis center computer system 112
with redundant information is prevented.

In one embodiment, the malicious code parameters
appended in append malicious code parameters operation
212A match previous malicious code parameters of a previ-
ous extracted malicious code packet. Further, the malicious
code signature extracted in extract malicious code signature
operation 304 matches a previously extracted malicious code
signature of a previous extracted malicious code packet. In
this event, a determination is made that the extracted mali-
cious code packet created during create extracted malicious
code packet operation 214 A is not a new extracted malicious
code packet in new packet check operation 216A.

As another example, in one embodiment, if the malicious
code parameters appended in append malicious code param-
eters operation 212A match previous malicious code param-
eters of a previous extracted malicious code packet, a deter-
mination is made that the extracted malicious code packet is
not a new extracted malicious code packet in new packet
check operation 216A. The determination that the extracted
malicious code packet is not a new extracted malicious code
packet is made even if the malicious code signature extracted
in extract malicious code signature operation 304 does not
match a previously extracted malicious code signature.

Inyet another embodiment, if the malicious code signature
extracted in extract malicious code signature operation 304
matches a previously extracted malicious code signature of a
previous extracted malicious code packet, a determination is
made that the extracted malicious code packet is not a new
extracted malicious code packet in new packet check opera-
tion 216A. The determination that the extracted malicious
code packet is not a new extracted malicious code packet is
made even if the malicious code parameters appended in
append malicious code parameters operation 212A do not
match previous malicious code parameters of a previous
extracted malicious code packet.

However, returning to the above example, on the first
execution pass through the malicious code, a determination is
made that the extracted malicious code packet created in
create extracted malicious code packet operation 214A is
new, and flow moves to maximum number of packets sent
check operation 220.

In one embodiment, if the malicious code parameters
appended in append malicious code parameters operation
212A do not match previous malicious code parameters of a
previous extracted malicious code packet, a determination is
made that the extracted malicious code packet is a new
extracted malicious code packet in new packet check opera-
tion 216A.

In another embodiment, if the malicious code signature
extracted in extract malicious code signature operation 304
does not match a previously extracted malicious code signa-
ture of a previous extracted malicious code packet, respec-
tively, a determination is made that the extracted malicious
code packet is a new extracted malicious code packet in new
packet check operation 216A.

In yet another embodiment, if both the malicious code
parameters and the malicious code signature do not match
previous malicious code parameters and malicious code sig-
natures, respectively, a determination is made that the
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extracted malicious code packet is a new extracted malicious
code packet in new packet check operation 216A.

Inone embodiment, a buffer and comparison function, e.g.,
a byte to byte comparison, are used to implement new packet
check operation 216A. However, other techniques are used in
other embodiments and the particular technique used is not
essential to the present invention.

Upon a determination that the extracted malicious code
packet is new, flow moves to maximum number of packets
sent check operation 220, which is performed as discussed
above in relation to FIG. 2. More particularly, if the maximum
number of extracted malicious code packets have been sent
from host computer system 104 A, flow moves to and exits at
exit operation 308 or returns to attack check operation 204.
Conversely, if the maximum number of extracted malicious
code packets have not been sent from host computer system
104 A, flow moves to a send packet operation 222, which is
performed as discussed above in relation to FIG. 2. From send
packet operation 222, flow moves to and exits at exit opera-
tion 308 or returns to attack check operation 204.

FIG. 4 is a flow diagram ofa local analysis center computer
process 400 in accordance with one embodiment of the
present invention. Execution of local analysis center signa-
ture extracted application 114 on local analysis center com-
puter system 112 results in the operations of local analysis
center computer process 400 as described below in one
embodiment.

Referring now to FIGS. 1, 2, 3, and 4 together, from an
enter operation 402, flow moves to a receive packet check
operation 404. In receive packet check operation 404, a deter-
mination is made as to whether an extracted malicious code
packet has been received by local analysis center computer
system 112. As discussed above, an extracted malicious code
packet s sent from host computer system 104 A in send packet
operation 222 of FIGS. 2 and 3 to local analysis center com-
puter center 112.

If an extracted malicious code packet has not been received
by local analysis center computer system 112, flow remains at
receive packet check operation 404. However, upon receiving
an extracted malicious code packet, flow moves from receive
packet check operation 404 to a packet includes malicious
code signature check operation 405, sometimes called check
operation 405.

In check operation 405, a determination is made as to
whether the extracted malicious code packet received in
receive packet check operation 404 includes a malicious code
signature, i.e., when the extracted malicious code packet was
created in create extracted malicious code packet operation
214A of FIG. 3. If the extracted malicious code packet does
not include a malicious code signature, flow moves to an
extract malicious code signature operation 406. Conversely,
if the extracted malicious code packet does include a mali-
cious code signature, flow moves to an attack threshold
exceeded check operation 408.

In extract malicious code signature operation 406, a mali-
cious code signature is extracted from the extracted malicious
code packet. The malicious code signature is extracted from
the extracted malicious code packet in a manner similar to the
extraction of the malicious code signature from the malicious
code of operation 304 of FIG. 3, the discussion of which is
herein incorporated by reference.

From extract malicious code signature operation 406, flow
moves to attack threshold exceeded check operation 408.

In attack threshold exceeded check operation 408, a deter-
mination is made as to whether an attack threshold has been
exceeded. An attack threshold is a minimum threshold of
suspicious activity associated with the received extracted
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malicious code packets to results in a conclusion that an
attack has occurred on client network 120.

In one embodiment, an attack threshold counter is incre-
mented each time an extracted malicious code packet is
received by local analysis center computer system 112. The
attack threshold counter is incremented more or less depend-
ing upon the suspicion associate with the extracted malicious
code packet.

For example, certain extracted malicious code packets are
conclusive or nearly conclusive that an attack has in fact
occurred and thus the attack threshold counter is substantially
incremented. Thus, a single instance of these types of
extracted malicious code packets may cause the attack thresh-
old counter to be incremented above the attack threshold
resulting in a determination that the attack threshold has been
exceeded in attack threshold exceeded check operation 408.

As another example, other extracted malicious code pack-
ets are suspicious yet not conclusive that an attack has in fact
occurred. Thus, a single instance of these types of extracted
malicious code packets may not cause the attack threshold
counter to be incremented above the attack threshold result-
ing in a determination that the attack threshold has not been
exceeded in attack threshold exceeded check operation 408.
However, a plurality of instances of these types of extracted
malicious code packets may cause the attack threshold
counter to be incremented above the attack threshold result-
ing in a determination that the attack threshold has been
exceeded in attack threshold exceeded check operation 408.

If a determination is made that the attack threshold is not
exceeded in attack threshold exceeded check operation 408,
flow moves to and exits at exit operation 410 or returns to
check operation 404.

In contrast, if a determination is made that the attack
threshold is exceeded in attack threshold exceeded check
operation 408, flow moves to a create signature update opera-
tion 412. In create signature update operation 412, a signature
update for intrusion detection system 108 is created. For
example, a definition file for use by intrusion detection sys-
tem 108 is updated with the malicious code signature
extracted during extract malicious code signature operation
406 or received with the extracted malicious code packet
during check operation 404. Updating and use of definition
files by intrusion detection systems are well known to those of
skill in the art and so is not discussed further to avoid detract-
ing from the principals of the present invention.

From create signature update operation 412, flow moves to
a maximum number of updates sent check operation 414. In
maximum number of updates sent check operation 414, a
determination is made as to whether the maximum number of
signature updates have been sent from local analysis center
computer system 112 to intrusion detection system 108. For
example, the number of signature updates that have been sent
are maintained in a counter and this counter is compared to
the maximum number.

If the maximum number of signature updates have been
sent from local analysis center computer system 112, flow
moves to a maximum number of packets/signatures sent
check operation 418. Conversely, if the maximum number of
signature updates have not been sent from local analysis
center computer system 112, flow moves to a deliver signa-
ture update operation 416.

By limiting the maximum number of signature updates
allowed to be sent from local analysis center computer system
112, flooding of intrusion detection system 108 with signa-
ture updates is prevented.
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For example, the maximum number of signature updates
allowed to be sent from local analysis center computer system
112 is 3 per day although other maximum numbers are used in
other embodiments.

Accordingly, if the maximum number of signature updates
have not been sent from local analysis center computer sys-
tem 112, flow moves to deliver signature update operation
416. In deliver signature update operation 416, the signature
update created in create signature update operation 412 is sent
from local analysis center computer system 112. In one
embodiment, the signature update is sent to intrusion detec-
tion system 108. In another embodiment, the signature update
is sent directly to global analysis center 116. In yet another
embodiment, the signature update is sent to both intrusion
detection system 108 and global analysis center 116.

From deliver signature update operation 416, flow moves
to maximum number of packets/signatures sent check opera-
tion 418.

Accordingly, as discussed above, host computer systems
104 automatically detect malicious code, which is infecting
host computer systems 104. Further, host computer systems
104 also automatically generate and send extracted malicious
code packets from the runtime systems to local analysis cen-
ter computer system 112.

Local analysis center computer system 112 determines
whether an attack is taking place on client network 120 based
upon the received extracted malicious code packets. If local
analysis center computer system 112 determines that an
attack is in fact taking place, local analysis center computer
system 112 automatically creates a signature update includ-
ing the malicious code signature of the malicious code under-
taking the attack.

This signature update is automatically provided to intru-
sion detection system 108, which uses the signature update to
prevent the further spread of the malicious code on client
network 120. In accordance with one embodiment, the sig-
nature update is automatically provided, e.g., without human
intervention and the associated time delay, to intrusion detec-
tion system 108 immediately upon detecting an attack on
client network 120. Accordingly, the attack is defeated before
the malicious code, e.g., a CodeRed or Slammer type com-
puter worm, becomes widespread on client network 120.

As discussed above, flow moves from maximum number of
updates sent check operation 414 if affirmative or from
deliver signature update operation 416 to maximum number
of packets/signatures sent check operation 418. In maximum
number of packets/signatures sent check operation 418, a
determination is made as to whether the maximum number of
extracted malicious code packets and/or malicious code sig-
natures have been sent from local analysis center computer
system 112 to global analysis center 116. For example, the
number of extracted malicious code packets and/or malicious
code signatures that have been sent are maintained in a
counter and this counter is compared to the maximum num-
ber.

If the maximum number of extracted malicious code pack-
ets and/or malicious code signatures have been sent from
local analysis center computer system 112, flow moves to and
exits at exit operation 410 or returns to check operation 404.
Conversely, if the maximum number of extracted malicious
code packets and/or malicious code signatures have not been
sent from local analysis center computer system 112, flow
moves to a send malicious code packet/signature operation
420.

By limiting the maximum number of extracted malicious
code packets and/or malicious code signatures allowed to be
sent from local analysis center computer system 112, flooding
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of global analysis center 116 with extracted malicious code
packets and/or malicious code signatures is prevented.

For example, the maximum number of extracted malicious
code packets and/or malicious code signatures allowed to be
sent from local analysis center computer system 112 is 3 per
day although other maximum numbers are used in other
embodiments.

Accordingly, if the maximum number of extracted mali-
cious code packets and/or malicious code signatures has not
been sent from local analysis center computer system 112,
flow moves to send malicious code packet/signature opera-
tion 420. In send malicious code packet/signature operation
420, the extracted malicious code packet received in check
operation 404 and/or the malicious code signature received as
part of the extracted malicious code packet received in check
operation 404 or extracted in extract malicious code signature
operation 406 is sent from local analysis center computer
system 112 to global analysis center 116. From send mali-
cious code packet/signature operation 420, flow moves to and
exits at exit operation 410 or returns to check operation 404.

Accordingly, as discussed above, host computer systems
104 automatically detect malicious code, which is infecting
host computer systems 104. Further, host computer systems
104 also automatically generate and send extracted malicious
code packets to local analysis center computer system 112.

Local analysis center computer system 112 determines
whether an attack is taking place on client network 120 based
upon the received extracted malicious code packets. If local
analysis center computer system 112 determines that an
attack is in fact taking place, local analysis center computer
system 112 automatically sends an extracted malicious code
packet or malicious code signature of the malicious code
undertaking the attack to global analysis center 116.

This extracted malicious code packet or malicious code
signature is automatically provided to global analysis center
116, which uses the extracted malicious code packet or mali-
cious code signature to prevent the further spread of the
malicious code globally, for example by delivering signature
updates to global clients. In accordance with one embodi-
ment, the extracted malicious code packet or malicious code
signature is automatically provided, e.g., without human
intervention and the associated time delay, to global analysis
center 116 immediately upon detecting an attack on client
network 120. Accordingly, global analysis center 116 can
rapidly take action, e.g., provide attack signature data to other
networks, to defeat the attack before the malicious code
becomes widespread globally.

Further, the extracted malicious code packet or malicious
code signature delivered to global analysis center 116 is
meaningful and useful information as compared to a standard
confusing log file.

Referring now to FIG. 4, in one embodiment, operations
412, 414, and 416 are optional and are not performed. In
accordance with this embodiment, upon a determination that
the attack threshold has been exceeded in attack threshold
exceeded check operation 408, flow moves directly to check
operation 418.

In another embodiment, operations 418 and 420 are
optional and not performed. In accordance with this embodi-
ment, upon an affirmative determination in check operation
414 or from operation 416, flow moves directly to and exits at
exit operation 410 or returns to check operation 404.

In yet another embodiment, operations 418 and 420 are
performed prior to operations 412, 414 and 416.

FIG. 5 is a diagram of a client-server system 500 that
includes a host signature extraction application 102 executing
on a host computer system 104, e.g., a first computer system,
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in accordance with one embodiment of the present invention.
Referring now to FIGS. 1 and 5 together, host computer
system 104 is representative of host computer systems 104 of
FIG. 1 in one embodiment. Further, client-server system 500
is part of client network 120 in one embodiment.

Host computer system 104, sometimes called a client or
user device, typically includes a central processing unit
(CPU) 508, hereinafter processor 508, an input output (I/O)
interface 510, and a memory 514. Host computer system 104
may further include standard devices like a keyboard 516, a
mouse 518, a printer 520, and a display device 522, as well as,
one or more standard input/output (I/O) devices 523, such as
acompact disk (CD) or DVD drive, floppy disk drive, or other
digital or waveform port for inputting data to and outputting
data from host computer system 104. In one embodiment,
host signature extraction application 102 is loaded into host
computer system 104 via [/O device 523, such as from a CD,
DVD or floppy disk containing host signature extraction
application 102.

Host computer system 104 is coupled to a server system
530 of client-server system 500 by a network 106. Server
system 530 typically includes a display device 532, a proces-
sor 534, a memory 536, and a network interface 538.

In one embodiment, local analysis center computer system
112 is similar to host computer system 102 and/or server
system 530, for example, includes a central processing unit,
an input output (I/O) interface, and a memory. Local analysis
center computer system 112 may further include standard
devices like a keyboard, a mouse, a printer, a display device
and an [/O device(s). The various hardware components of
local analysis center computer system 112 are not illustrated
to avoid detracting from the principals of the invention.

Network 106 can be any network or network system that is
of interest to a user. In various embodiments, network inter-
face 538 and 1/0 interface 510 include analog modems, digi-
tal modems, or a network interface card.

Host signature extraction application 102 and intrusion
prevention application 126 are stored in memory 514 of host
computer system 104 and executed on host computer system
104. Local analysis center signature extraction application
114 of local analysis center computer system 112 is similarly
stored in a memory of local analysis center computer system
112 and executed on local analysis center computer system
112 in one embodiment. The particular type of and configu-
ration of host computer system 104, server system 530, and
local analysis center computer system 112 are not essential to
this embodiment of the present invention.

Host signature extraction application 102 is in computer
memory 514. As used herein, a computer memory refers to a
volatile memory, a non-volatile memory, or a combination of
the two.

Although host signature extraction application 102 and
local analysis center signature extraction application 114 are
referred to as applications, this is illustrative only. Host sig-
nature extraction application 102 and local analysis center
signature extraction application 114 should be capable of
being called from an application or the operating system. In
one embodiment, an application is generally defined to be any
executable code. Moreover, those of skill in the art will under-
stand that when it is said that an application or an operation
takes some action, the action is the result of executing one or
more instructions by a processor. In one embodiment, host
signature extraction application 102 and/or local analysis
center signature extraction application 114 is implemented as
a system level, e.g., kernel mode driver.

While embodiments in accordance with the present inven-
tion have been described for a client-server configuration, an
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embodiment of the present invention may be carried out using
any suitable hardware configuration involving a personal
computer, a workstation, a portable device, or a network of
computer devices. Other network configurations other than
client-server configurations, e.g., peer-to-peer, web-based,
intranet, internet network configurations, are used in other
embodiments.

Herein, a computer program product comprises a medium
configured to store or transport computer readable code in
accordance with an embodiment of the present invention.
Some examples of computer program products are CD-ROM
discs, DVDs, ROM cards, floppy discs, magnetic tapes, com-
puter hard drives, servers on a network and signals transmit-
ted over a network representing computer readable code.

As illustrated in FIG. 5, this medium may belong to the
computer system itself. However, the medium also may be
removed from the computer system. For example, host sig-
nature extraction application 102 may be stored in memory
536 that is physically located in a location different from
processor 108. Processor 108 should be coupled to the
memory 536. This could be accomplished in a client-server
system, or alternatively via a connection to another computer
via modems and analog lines, or digital interfaces and a
digital carrier line.

More specifically, in one embodiment, host computer sys-
tem 104, local analysis center computer system 112 and/or
server system 530 is a portable computer, a workstation, a
two-way pager, a cellular telephone, a digital wireless tele-
phone, a personal digital assistant, a server computer, an
Internet appliance, or any other device that includes compo-
nents that can execute the signature extraction functionality in
accordance with at least one of the embodiments as described
herein. Similarly, in another embodiment, host computer sys-
tem 104, local analysis center computer system 112 and/or
server system 530 is comprised of multiple different comput-
ers, wireless devices, cellular telephones, digital telephones,
two-way pagers, or personal digital assistants, server com-
puters, or any desired combination of these devices that are
interconnected to perform, the methods as described herein.

In view of this disclosure, the signature extraction func-
tionality in accordance with one embodiment of present
invention can be implemented in a wide variety of computer
system configurations. In addition, the signature extraction
functionality could be stored as different modules in memo-
ries of different devices. For example, signature extraction
application 102 could initially be stored in server system 530,
and then as necessary, a portion of signature extraction appli-
cation 102 could be transferred to host computer system 104
and executed on host computer system 104. Consequently,
part of the signature extraction functionality would be
executed on processor 534 of server system 530, and another
part would be executed on processor 108 of host computer
system 104. In view of this disclosure, those of skill in the art
can implement various embodiments of the present invention
in a wide-variety of physical hardware configurations using
an operating system and computer programming language of
interest to the user.

In yet another embodiment, signature extraction applica-
tion 102 is stored in memory 536 of server system 530.
Signature extraction application 102 is transferred over net-
work 106 to memory 514 in host computer system 104. In this
embodiment, network interface 538 and I/O interface 510
would include analog modems, digital modems, or a network
interface card. If modems are used, network 106 includes a
communications network, and signature extraction applica-
tion 102 is downloaded via the communications network.
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This disclosure provides exemplary embodiments of the
present invention. The scope of the present invention is not
limited by these exemplary embodiments. Numerous varia-
tions, whether explicitly provided for by the specification or
implied by the specification or not, may be implemented by
one of skill in the art in view of this disclosure.

What is claimed is:

1. A method comprising:

detecting an attack by malicious code on a first computer

system,

extracting a malicious code signature from said malicious

code comprising:

locating a caller’s address of said malicious code in a
memory of said first computer system; and

extracting a specific number of bytes backwards from
said caller’s address;

creating an extracted malicious code packet including said

malicious code signature; and

sending said extracted malicious code packet from said

first computer system to a second computer system.

2. The method of claim 1 wherein prior to said sending,
said method further comprising determining that said
extracted malicious code packet is a new extracted malicious
code packet.

3. The method of claim 1 wherein prior to said sending,
said method further comprising determining that a maximum
number of extracted malicious code packets have not been
sent from said first computer system.

4. The method of claim 1 wherein said extracted malicious
code packet is sent from said first computer system to said
second computer system on a secure channel.

5. The method of claim 1 wherein the specific number of
bytes is 32 bytes.

6. A method comprising:

detecting an attack by malicious code on a first computer

system,

creating an extracted malicious code packet including

parameters associated with said malicious code, said
parameters being selected from the group consisting of a
caller’s address of said malicious code in a memory of
said first computer system, a name of a process in which
said attack took place, ports connected to said process,
service pack levels, operating system information, patch
level information, and combinations thereof; and
sending said extracted malicious code packet from said
first computer system to a second computer system.

7. The method of claim 6 wherein prior to said sending,
said method further comprising determining, that said
extracted malicious code packet is a new extracted malicious
code packet.

8. The method of claim 6 wherein prior to said sending,
said method further comprising determining that a maximum
number of extracted malicious code packets have not been
sent from said first computer system.

9. The method of claim 6 wherein said extracted malicious
code packet is sent from said first computer system to said
second computer system on a secure channel.

10. The method of claim 6 further comprising determining
whether said malicious code is sendable.

11. The method of claim 10 wherein upon a determination
that said malicious code is sendable, said method further
comprising extracting said malicious code from a memory
location.

12. The method of claim 11 wherein said extracting com-
prises copying or cutting said malicious code from said
memory location.
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13. The method of claim 11 further comprising appending
said parameters to said malicious code after said extraction.

14. The method of claim 10 wherein upon a determination
that said malicious code is not sendable, said method further
comprising extracting a snippet of said malicious code from a
memory location.

15. The method of claim 14 wherein said extracting com-
prises copying or cutting a portion of said malicious code
from said memory location.

16. The method of claim 14 further comprising appending
said parameters to said snippet after said extraction.

17. The method of claim 14 wherein said extracting a
snippet comprises:

locating a caller’s address of said malicious code; and

extracting a specific number of bytes above and below said

caller’s address.

18. The method of claim 17 wherein said extracting a
specific number of bytes above and below said caller’s
address comprises extracting 4 KB above said caller’s
address and 4 KB below said caller’s address.

19. The method of claim 10 wherein said malicious code is
sendable if a size of said malicious code is 8 KB or less.

20. A method comprising:

receiving an extracted malicious code packet from a first

computer system with a second computer system, said
first computer system being a host computer system and
said second computer system being a local analysis cen-
ter computer system; and

determining whether an attack threshold has been

exceeded based upon said extracted malicious code
packet, wherein upon a determination that an attack
threshold has been exceeded, said method further com-
prising delivering a signature update comprising a mali-
cious code signature to an intrusion detection system.

21. The method of claim 20 further comprising determin-
ing that a maximum number of signature updates have not
been sent prior to said delivering a signature update.

22. The method of claim 20 further comprising creating
said signature update.

23. The method of claim 20 wherein said extracted mali-
cious code packet includes a malicious code signature, and
wherein upon a determination that said attack threshold has
been exceeded, said method further comprising delivering
said malicious code signature to a global analysis center.

24. The method of claim 23 further comprising determin-
ing that a maximum number of malicious code signatures
have not been sent prior to said delivering said malicious code
signature.

25. The method of claim 23 further comprising extracting
said malicious code signature from said extracted malicious
code packet.

26. The method of claim 20 further comprising determin-
ing whether said extracted malicious code packet includes a
malicious code signature, wherein upon a determination that
said extracted malicious code packet does not include a mali-
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cious code signature, said method further comprising extract-
ing a malicious code signature from said extracted malicious
code packet.

27. The method of claim 20 wherein upon a determination
that said attack threshold has been exceeded, said method
further comprising delivering said extracted malicious code
packet to a global analysis center.

28. The method of claim 27 further comprising determin-
ing that a maximum number of extracted malicious code
packets have not been sent prior to said delivering said
extracted malicious code packet.

29. A computer system comprising:

a local analysis center signature extraction application for
receiving an extracted malicious code packet from a first
computer system with a second computer system, said
first computer system being a host computer system and
said second computer system being a local analysis cen-
ter computer system; and

said local analysis center signature extraction application
further for determining whether an attack threshold has
been exceeded based upon said extracted malicious code
packet, wherein upon a determination that an attack
threshold has been exceeded, said method further com-
prising delivering a signature update comprising a mali-
cious code signature to an intrusion detection system.

30. A computer system comprising:

an intrusion prevention application for detecting an attack
by malicious code on a first computer system;

a host signature extraction application for extracting a
malicious code signature from said malicious code com-
prising:
locating a caller’s address of said malicious code in a

memory of said first computer system; and
extracting a specific number of bytes backwards from
said caller’s address;

said host signature extraction application further for creat-
ing an extracted malicious code packet including said
malicious code signature; and

said host signature extraction application further for send-
ing said extracted malicious code packet from said first
computer system to a second computer system.

31. A computer system comprising:

an intrusion prevention application for detecting an attack
by malicious code on a first computer system;

a host signature extraction application for creating an
extracted malicious code packet including parameters
associated with said malicious code, said parameters
being selected from the group consisting of a caller’s
address of said malicious code in a memory of said first
computer system, a name of a process in which said
attack took place, ports connected to said process, ser-
vice pack levels, operating system information, patch
level information, and combinations thereof; and

said host signature extraction application further for send-
ing said extracted malicious code packet from said first
computer system to a second computer system.

#* #* #* #* #*
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