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480 THE OPERATING SYSTEM MACHINE LEVEL CHAP. 6

the semaphore until the first process has either completed the operation or been
suspended trying. Furthermore, with semaphores, no wakeups are lost. In con-
trast, the if statements of Figure 6-26 are not indivisible. Between the evaluation of
the condition and the execution of the selected statement, another process can send
a wakeup signal.

In effect the problem of process synchronization has been eliminated by
declaring the up and down system calls made by up and down to be indivisible. In
order for these operations to be indivisible, the operating system must prohibit two
or more processes from using the same semaphore at the same time. At the very
least, once an up or down system call has been made, no other user code will be
run until the call has been completed. On single-processor systems, semaphores
are sometimes implemented by disabling interrupts during se%maphore operations.
On multiple-processor systems, this trick does not work. )

Synchronization using semaphores is a technique that works for arbitrarily
many processes. Several processes may be sleeping, attempting to complete a
down system call on the same semaphore. When some other process finally per-
forms an up on that semaphore, one of the waiting processes is allowed to com-
plete its down and continue running. The semaphore value remains 0 and the other
processes continue waiting.

An analogy may make the nature of semaphores clearer. Imagine a picnic with
20 volleyball teams divided into 10 games (processes), each playing on its own
court, and a large basket (the semaphore) for the volleyballs. Unfortunately, only
seven volleyballs are available. At any instant, there are between zero and seven
volleyballs in the basket (the semaphore has a value between 0 and 7). Putting a
ball in the basket is an up because it increases the value of the semaphore; taking a
ball out of the basket is a down because it decreases the value.

At the start of the picnic, each court sends a player to the basket to get a vol-
leyball. Seven of them successfully manage to get a volleyball (complete the
down); three are forced to wait for a volleyball (i.e., fail to complete the down).
Their games are suspended temporarily. Eventually, one of the other games fin-
ishes and puts a ball into the basket (executes an up). This operation allows one of
the three players waiting around the basket to get a ball (complete an unfinished
down), allowing one game to continue. The other two games remain suspended
until two more balls are put into the basket. When two more balls come back (two
more ups are executed), the last two games can proceed.

6.5 EXAMPLE OPERATING SYSTEMS

In this section we will continue discussing our example systems, the Core i7
and the OMAP4430 ARM CPU. For each one we will look at an operating system
used on that processor. For the Core i7 we will use Windows; for the OMAP4430
ARM CPU we will use UNIX. Since UNIX is simpler and in many ways more
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SEC. 6.5 EXAMPLE OPERATING SYSTEMS 481

public class m {
final public static int BUF..SIZE = 100;

// buffer runs from 0 to 99

final public static long MAX_PRIME = 100000000000L; // stop here

public static intin = 0, out = 0;

public static long buffer| ] = new long[BUF_SIZE];

public static producer p;
public static consumer ¢;
public static int filled = 0, available = 100;

public static void main(String args[ 1) {
p = new producer( );
€ = new consumer( );
p.start( );
c.start( );

}

// pointers to the data

// primes stored here

// name of the producer
// name of the consumer
// semaphores

/ main class

// create the producer
// create the consumer
// start the producer

// start the consumer

// This is a utility function for circularly incrementing in and out
public static int next(int k) {if (k < BUF_SIZE - 1) return(k+1); else return(0);}

}

class producer extends Thread {
native void up(int s); native void down(int s);
public void run( ) {
long ptime = 2;

while (prime < m.MAX_PRIME) {
prime = next_prime(prime);
down(m.available);
m.buffer[m.in] = prime;
m.in = m.next(m.in);
up(m filled);

}

}

private long next_prime(long prime){ ... }

}

class consumer extends Thread {
native void up(int s); native void down(int s);
public void run( ) {
long emirp = 2;

while (emirp < m.MAX_PRIME) {
down(m.filled);
emirp = m.buffer[m.out];
m.out = m.next(m.out);
up(m.available);
System.out.printin(emirp);

// producer class

// methods on semaphores
// producer code

// scratch varlable

// statement P1
/I statement P2
// statement P3
// statement P4
// statement P5

// function that computes next prime

// consumer class
// methods on semaphores
// consumer code
/f scratch variable

// statement C1
// statement C2
// statement C3
// statement C4
// statement C5

Figure 6-29, Parallel processing using semaphores.
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482 THE OPERATING SYSTEM MACHINE LEVEL CHAP. 6

elegant, we will begin with it. Also, UNIX was designed and implemented first and
had a major influence on Windows 7, so this order makes more sense than the re-
verse.

6.5.1 Introduction

In this section we will give a brief introduction to our two example operating
systems, UNIX and Windows 7, focusing on the history, structure, and system calls,

UNIX

UNIX was developed at Bell Labs in the early 1970s. The first version was
written by Ken Thompson in assembler for the PDP-7 minicomputer. This was
soon followed by a version for the PDP-11, written in a new language called C that
was devised and implemented by Dennis Ritchie. In 1974, Ritchie and his col-
league Ken Thompson published a landmark paper about UNIX (Ritchie and
Thompson, 1974). For the work described in this paper they were later given the
prestigious ACM Turing Award (Ritchie, 1984, Thompson, 1984). The publication
of this paper stimulated many universities to ask Bell Labs for a copy of UNIX.
Since Bell Labs’ parent company, AT&T, was a regulated monopoly at the time
and was not permitted to be in the computer business, it had no objection to licens-
ing UNIX to universities for a modest fee.

In one of those coincidences that often shape history, the PDP-11 was the com-
puter of choice at nearly all university computer science departments, and the oper-
ating systems that came with the PDP-11 were widely regarded as being dreadful
by professors and students alike. UNIX quickly filled the void, not in the least be-
cause it was supplied with the complete source code, so people could, and did, tin-
ker with it endlessly.

One of the many universities that acquired UNIX early on was the University of
California at Berkeley. Because the complete source code was available, Berkeley
was able to modify the system substantially. Foremost among the changes was a
port to the VAX minicomputer and the addition of paged virtual memory, the ex-
tension of file names from 14 characters to 255 characters, and the inclusion of the
TCP/IP networking protocol, which is now used on the Internet (largely due to the
fact that it was in Berkeley UNIX).

While Berkeley was making all these changes, AT&T itself continued to
develop UNIX, leading to System III in 1982 and then System V in 1984, By the
late 1980s, two different, and quite incompatible, versions of UNIX were in wide-
spread use: Berkeley UNIX and System V. This split in the UNIX world, together
with the fact that there were no standards for binary program formats, greatly
inhibited the commercial success of UNIX because it was impossible for software
vendors to write and package UNIX programs with the expectation that they would
run on any UNIX system (as was routinely done then with MS-DOS). After much
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SEC. 6.5 EXAMPLE OPERATING SYSTEMS 483

bickering, a standard called POSIX (Portable Operating System-IX) was created
by the IEEE Standards Board. POSIX is also known by its IEEE Standards num-
ber, P1003. It later became an International Standard.

The standard is divided into many parts, each one covering a different area of
UNIX. The first part, P1003.1, defines the system calls; the second part, P1003.2,
defines the basic utility programs, and so on. The P1003.1 standard defines about
60 system calls that all conformant systems must support. These are the basic calls
for reading and writing files, creating new processes, and so on. Nearly all UNIX
systems now support the P1003.1 system calls, However many UNIX systems also
support extra system calls, especially those defined by System V and/or those in
Berkeley UNIX. Typically these add up to 200 system calls.

In 1987, one author of this book (Tanenbaum) released the source code for a
tiny version of UNIX, called MINIX, for use at universities (Tanenbaum, 1987).
One of the students who studied MINIX at his university in Helsinki and ran it on
his home PC was Linus Torvalds. After becoming thoroughly familiar with
MINIX, Torvalds decided to write his own clone of MINIX, which was called Linux
and has become quite popular.

Many operating systems running today on ARM platforms are based on Linux.
Both MINIX and Linux are POSIX conformant, and nearly everything said about
UNIX in this chapter also applies to them unless stated otherwise,

A rough breakdown of the Linux system calls by category is given in
Fig. 6-30. The file- and directory-management system calls are the largest and the
most important categories. Linux is mostly POSIX P1003.1 compliant, although
the developers did deviate from the specification in some areas. In general, howev-
er, it is not difficult to get POSIX-compliant programs to build and run on Linux.

Category Some examples
File management Open, read, write, close, and lock files
Directory management Create and delste directories; move files around
Process management Spawn, terminate, trace, and signal processes
Memory management Share memory among processes; protect pages
Getting/setting parameters| Get user, group, process ID; set priority
Dates and times Set file access times; use interval timer; profile execution
Networking Establish/accept connection; send/receive message
Miscellaneous Enable accounting; manipulate disk quotas; reboot the system

Figure 6-30. A rough breakdown of the UNIX system calls.

One area that is largely due to Berkeley UNIX rather than System V is net-
working. Berkeley invented the concept of a socket, which is the endpoint of a
network connection. The four-pin wall plugs to which telephones can be con-
nected served as the model for this concept. It is possible for a UNIX process to
create a socket, attach to it, and establish a connection to a socket on a distant
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484 THE OPERATING SYSTEM MACHINE LEVEL CHAP. 6

machine. Over this connection it can then exchange data in both directions, typi-
cally using the TCP/IP protocol. Since networking technology has been in UNIX
for decades and is very stable and mature, a substantial fraction of the servers on
the Internet run UNIX.

Since there are many implementations of UNIX, it is difficult to say much
about the structure of the operating system since each one is somewhat different
from all the others. However, in general, Fig. 6-31 applies to most of them. At the
bottom, there is a layer of device drivers that shield the file system from the bare
hardware. Originally, each device driver was written as an independent entity, sep-
arate from all the others. This arrangement led to a lot of duplicated effort, since
many drivers must deal with flow control, error handling, priorities, separating data
from control, and so on. This observation led Dennis Ritchie to develop a frame-
work called streams for writing drivers in a modular way. With a stream, it is pos-
sible to establish a two-way connection from a user process to a hardware device
and to insert one or more modules along the path. The user process pushes data
into the stream, which then is processed or transformed by each module until it
gets to the hardware. The inverse processing occurs for incoming data.

| Shell | [ User program | | User

! !

System call interface

File system Process management Kernel
| Block cache | l IPC | L Scheduling | > mode
Dovice drivers | Signals | | Memory mgmt |

Hardware

Figure 6-31. The structure of a typical UNIX system,

On top of the device drivers comes the file system. It manages file names, di-
rectories, disk block allocation, protection, and much more. Part of the file system
is a block cache, for holding the blocks most recently read in from disk, in case
they are needed again soon. A variety of file systems have been used over the
years, including the Berkeley fast file system (McKusick et al., 1984), and
log-structured file systems (Rosenblum and Ousterhout, 1991, and Seltzer et al.,
1993).

The other part of the UNIX kernel is the process-management portion. Among
its various other functions, it handles IPC (InterProcess Communication), which al-
lows processes to communicate with one another and synchronize to avoid race
conditions. A variety of mechanisms are provided. The process-management code
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SEC. 6.5 EXAMPLE OPERATING SYSTEMS 485

also handles process scheduling, which is based on priorities. Signals, which are a
form of (asynchronous) software interrupt, are also managed here. Finally, memo-
ry management is done here as well. Most UNIX systems support demand-paged
virtual memory, sometimes with a few extra features, such as the ability of multiple
processes to share common regions of address space.

From its inception, UNIX has tried to be a small system, in order to enhance
reliability and performance. The first versions of UNIX were entirely text based,
using terminals that could display 24 or 25 lines of 80 ASCII characters. The user
interface was handled by a user-level program called the shell, which offered a
command-line interface. Since the shell was not part of the kernel, adding new
shells to UNIX was easy, and over time a number of increasingly sophisticated ones
were invented.

Later on, when graphics terminals came into existence, a windowing system
for UNIX, called X Windows, was developed at M.I.T. Still later, a full-fledged
GUI (Graphical User Interface), called Motif, was put on top of X Windows.
These GUIs eventually developed into full-blown desktop environments with beau-
tifully rendered window management, productivity tools, and utilities. Examples of
these desktop environments include GNOME and KDE. In keeping with the UNIX
philosophy of having a small kernel, nearly all the code of X Windows and its
accompanying GUIs run in user mode, outside the kernel.

Windows 7

When the original IBM PC was launched in 1981, it came equipped with a
16-bit real-mode, single-user, command-line-oriented operating system called MS-
DOS 1.0 This operating system consisted of 8 KB of memory-resident code. Two
years later, a much more powerful 24-KB system, MS-DOS 2.0, appeared. It con-
tained a command-line processor (shell), with a number of features borrowed from
UNIX. When IBM released the 286-based PC/AT in 1984, it came equipped with
MS-DOS 3.0, by now 36 KB. Over the years, MS-DOS continued to acquire new
features, but it was still a command-line-oriented system,

Inspired by the success of the Apple Macintosh, Microsoft decided to give MS-
DOS a graphical user interface that it called Windows. The first three versions of
Windows, culminating in Windows 3.x, were not true operating systems but graph-
ical user interfaces on top of MS-DOS, which was still in control of the machine.
All programs ran in the same address space and a bug in any one of them could
bring the whole system to a grinding halt.

The release of Windows 95 in 1995 still did not eliminate MS-DOS, although it
introduced a new version, 7.0. Together, Windows 95 and MS-DOS 7.0 contained
most of the features of a full-blown operating system, including virtual memory,
process management, and multiprogramming. However, Windows 95 was not a
full 32-bit program. It contained large chunks of old 16-bit code (as well as some
32-bit code) and still used the MS-DOS file system, with nearly all its limitations.
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486 THE OPERATING SYSTEM MACHINE LEVEL CHAP, 6

The only major changes to the file system were the addition of long file names in
place of the 8 + 3 character file names allowed in MS-DOS and the ability to have
more than 65,536 blocks on a disk.

Even with the release of Windows 98 in 1998, MS-DOS was still there (now
called version 7.1) and running 16-bit code. Although a bit more functionality
migrated from the MS-DOS part to the Windows part, and a disk layout suitable for
larger disks was now standard, under the hood, Windows 98 was not very different
from Windows 95. The main difference was the user interface, which integrated
the desktop, the Internet, and to some extent, even television more closely. It was
precisely this integration that attracted the attention of the U.S. Dept. of Justice,
which then sued Microsoft claiming that it was an illegal monopoly. Windows 98
was followed by the short-lived Windows Millennium Edition (ME), which was a
slightly improved Windows 98.

While all these developments were going on, Microsoft was also busy with a
completely new 32-bit operating system being written from the ground up. This
new system was called Windows New Technology, or Windows NT. It was ini-
tially hyped as the replacement for all other operating systems for Intel-based PCs
(as well as the MIPS PowerPC chips), but it was somewhat slow to catch on and
was later redirected to the upper end of the market, where it found a niche on large
servers. The second version of NT was called Windows 2000 and became the
mainstream version, also for the desktop market. The successor to Windows 2000
was Windows XP, but the changes here were relatively minor (better backward
compatibility and a few more features). In 2007, the followup Windows Vista was
released. Vista implemented many graphical enhancements over Windows XP, and
it added many new user applications, such as a media center. Vista’s adoption was
slow because of its poor performance and high resource demands. A mere two
years later, Windows 7 was released, which by all accounts is a tuned-up version of
Windows Vista. Windows 7 runs much better on older hardware, and it requires
significantly less hardware resources.

Windows 7 is sold in six different versions. Three are for home users in vari-
ous countries, two are aimed at business users, and one combines all the features of
all versions. These versions are nearly identical and differ primarily in focus, ad-
vanced features, and optimizations made. We will focus on the core features and
not make any further distinction between these versions.

Before getting into the interface Windows 7 presents to programmers, let us
take a very quick look at its internal structure, which is illustrated in Fig. 6-32. It
consists of a number of modules that are structured in layers and work together to
implement the operating system. Each module has some particular function and a
well-defined interface to the other modules. Nearly all the modules are written in
C, although part of the graphics device interface is written in C++ and tiny bits of
the lowest layers are written in assembly language.

At the bottom is a thin layer called the hardware abstraction layer. Its job is
to present the rest of the operating system with abstract hardware devices, devoid
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SEC. 6.5 EXAMPLE OPERATING SYSTEMS 487

of the warts and idiosyncracies with which real hardware is so richly endowed.
Among the devices modeled are off-chip caches, timers, /O buses, interrupt con-
trollers, and DMA controllers. By exposing these to the rest of the operating sys-
tem in idealized form, it becomes easier to port Windows 7 to other hardware plat-
forms, since most of the modifications required are concentrated in one place.

User mode [ System Library Kernel User-mode Dispatch Routines |

Ker nelmode ............................................................................................................
NTOS 1 Trap/exception/interrupt dispatch |
Kernel
layer L CPU scheduling and synchronization, threads |

Drivers Procs and threads || Virtual memory || Object manager || Config manager

File systems,
volume manager,
TCP/IP stack, Local Proc. Calls || Cache manager I/O manager Securlty monitor
net interfaces -
graphics devices, l Exscutive run-tims liprary |
all other devices NTOS Exacutive layer

1 Hardware Abstraction Layer |

Hardware I CPU, MMU, interrupt Controllers, Memory, Physical Devices, BIOS I

Figure 6-32, The structure of Windows 7.

Above the HAL, the code is divided into two major parts, the NTOS executive
and the Windows drivers, which includes the file systems, networking, and graph-
ics code. On top of that is the kernel layer. All of this code runs in protected ker-
nel mode.

The executive manages the fundamental abstractions used in Windows 7, in-
cluding threads, processes, virtual memory, kernel objects, and configurations.
Also here are the managers for local procedure calls, the file cache, I/O, and secu-
rity.

The kernel layer handles trap and exception handling, as well as scheduling
and synchronization.

Outside the kernel are the user programs and the system library used to inter-
face to the operating system. In contrast to UNIX systems, Microsoft does not
encourage user programs to make direct system calls. Instead they are expected to
call procedures in the library. To provide standardization across different versions
of Windows (e.g., XP, Vista, and Windows 7), Microsoft defined a set of calls cal-
led the Win32 API (Application Programming Interface). These are library
procedures that either make system calls to get the work done, or, in some case, do
the work right in the user-space library procedure. Although many Windows 7 li-
brary calls have been added since Win32 was defined, these are the core calls and
it is them we will focus on. Later, when Windows was ported to 64-bit machines,
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488 THE OPERATING SYSTEM MACHINE LEVEL CHAP. 6

Microsoft changed the name of Win32 to cover both the 32-bit and 64-bit versions,
but for our purposes, looking at the 32-bit version is sufficient.

The Win32 API philosophy is completely different from the UNIX philosophy.
In the latter, the system calls are all publicly known and form a minimal interface:
removing even one of them would reduce the functionality of the operating system.
The Win32 philosophy is to provide a very comprehensive interface, often with
three or four ways of doing the same thing, and including many functions that
clearly should not be (and are not) system calls, such as an API call to copy an en-
tire file.

Many Win32 API calls create kernel objects of one kind or another, including
files, processes, threads, pipes, etc. Every call creating a kernel object returns a re-
sult called a handle to the called. This handle can be subsequently used to per-
form operations on the object. Handles are specific to the process that created the
object referred to by the handle. They cannot be passed directly to another process
and used there (just as UNIX file descriptors cannot be passed to other processes
and used there). However, under certain circumstances, it is possible to duplicate a
handle and pass it to other processes in a protected way, allowing them controlled
access to objects belonging to other processes. Every object can have a security
descriptor associated with it, telling in detail who may and may not perform what
kinds of operations on the object.

Windows 7 is sometimes said to be object oriented because the only way to
manipulate kernel objects is by invoking methods (API functions) on their handles,
which are returned when the objects are created. On the other hand, it lacks some
of the most basic properties of object-oriented systems such as inheritance and
polymorphism.

6.5.2 Examples of Virtual Memory

In this section we will look at virtual memory in both UNIX and Windows 7.
For the most part, they are fairly similar from the programmer’s point of view.

UNIX Virtual Memory

The UNIX memory model is simple. Each process has three segments: code,
data, and stack, as illustrated in Fig. 6-33. In a machine with a single, linear ad-
dress space, the code is generally placed near the bottom of memory, followed by
the data. The stack is placed at the top of memory. The code size is fixed, but the
data and stack may each grow, in opposite directions. This model is easy to imple-
ment on almost any machine and is the model used by Linux variants that run on
OMAP4430 ARM CPUs.

Furthermore, if the machine has paging, the entire address space can be paged,
without user programs even being aware of it. The only thing they notice is that it
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