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WIRELESS COMMUNICATION SYSTEM COMPENSATING FOR
INTERFERENCE AND RELATED METHODS

Field of the Invention

[0001] The present invention relates to the field of
communications, and, more particularly, to interference

compensation and related methods.

Background of the Invention

[0002] As wireless communications has become prevalent
in society, it is not uncommon for two wireless
communications devices to interfere with the operation of
each octher when operating within transmission range of
each other. Indeed, this type of interference has become
more frequent with increasing wireless connectivity
permeating society, such as, cellular phones and mobille
email devices. For example, when IEEE 802.11b (WiFi)
wireless devices, for example, laptop computers, became
readily available tc the home consumer, “cordless” home
telephones were capable ¢f rendering the WiFi devices
inoperable due tTo interference.

[0003] Interference is typically categorized into two
types: narrowband interference and wideband interference.

Narrowband interference includes forms of interference
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that are concentrated around a relatively small freguency
bandwidth. Several common approaches to compensating for
narrowband interference may include, for example, forward
error correction (FEC), baseband coding {FHSS/DSSS spread
spectrum), diversity in freguency and/or time, and signal
cancellation.

[0004] Differently, wideband interference includes
forms of interference that are spread out across a
relatively large frequency bandwidth. Several common
approaches to compensating for wideband interference may
include, for example, FEC, adaptive data rate (modulation
and channel bandwidth), adaptive power control, diversity
in frequency and/or time, and signal cancellation.

[0005] Another common type of interference is self
interference. Common causes of self interference may
include, for example, collocation or frequency reuse. In
particular, collocation may be caused by two wireless
communication systems being deployed too closely together
while frequency reuse may be caused by two wireless
communication systems using the same fregquency
band/channel. Several approaches to compensating for
self interference, which are available during planning
and development stages of wireless communication systems,
include, for example, installation (isolation betwesen
antennas), freguency planning, antenna pattern
manipulation, synchronization of transmitters, and
filtering {duplexing).

[0006] Although interference is commonly generated
inadvertently, another frequent scurce may be
intentioconally created by an unauthorized user, e.g. a
jammer. Indeed, similar to the cordless home telephone,

the unauthorized user may render a wireless communication
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system inoperable or may reduce the effectiveness, for
example, capacity, of the wireless communication system.
[0007] Regardless of the source, there is a desire to
reduce the effect of interference in communications. For
example, high spectral efficiency wireless communications
devices, for example, an REF-7800W-0U440, as available
from the Harris Corporation of Melbourne, FL, the
assignee of the present application, use high signal-to-
noise ratio transmissions and may be susceptible to
interference.

[0008] An approach to interference in wireless
communication systems may be interference compensation.
For example, frequency diversity may used to compensate
for the interference by adjusting the operating frequency
of the wireless communications device to a frequency free
of the interference. BAnother approach to interference
compensation is spatial diversity using a plurality of
antennas. In this approach, the undesired interference
is canceled out using the time shifted variants received
at each antenna.

[0009] Another approach to interference compensation
is disclosed in United States Patent No. 6,115,409 to
Upadhyay et al. This system includes an array of
antennas for spatial diversity. The system uses the
spatial diversity to cancel out the interference.
Moreover, the system uses spatial and temporal filters to
cancel out wideband and narrowband interference in the
antenna array.

[0010] Another approach to interference compensation
is disclosed in United States Patent No. 7,039,417 to
Lyle et al. The system of Lyle et al. cycles through

available channels and evaluates the presence of
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interference on each channel. The system may also
determine the type of electronic device causing the
interference, i.e. a cell phone or a microwave. The
system assigns a quality-cof-service parameter for the
channel and moves on to the next channel. Using the
table of service parameters for each available channel,
the system may select a channel that is interference free
or subject to low levels of interference. In other
words, this system uses frequency diversity fo compensate

for interference.

Summary of the Invention

[0011] In view of the foregoing background, it is
therefore an object of the present invention to provide
effective interference compensation.

[0o012] This and other objects, features, and
advantages in accordance with the present invention are
provided by a wireless communication system comprising
first and second wireless ccmmunications devices
communicating with one another via a wireless
communications link having at least one settable link
characteristic. The first and second wireless
communications devices may include respective first and
second orthogonal frequency-division multiplexing (OFDM)
wireless transceivers and respective first and second
controllers coupled thereto. The first controller may be
for detecting received interference, for determining a
type of the received interference from among a plurality
of interference types comprising wideband interference
and narrowband interference, and for setting the at least
one settable link characteristic to compensate for the

received interference based upon the interference type.
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Advantageously, the wireless communication system may
provide efficient interference compensation based upon
the interference type.

[0013] The plurality of interference types may further
include self interference. Moreover, the first
contreller may detect the received interference based
upon a comparison of a current received signal to at
least one prior received signal. The first controller
may also repeat the detecting, determining, and setting.
[0014] More particularly, the at least one settable
link characteristic may comprise at least one receive
processing characteristib. The at least one settable
link characteristic may comprise at least one transmit
processing characteristic. In some embodiments, the
first controller may cooperate with the second controller
to set the at least one transmit processing
characteristic.

[0015] Further, the first controller may generate an
interference map of the received interference onto OFDM
cells. The first contreoller may set the at least one
settable link characteristic based upon the interference
map.

[0016] The first controller may determine the
interference type based upon at least one of fade
characteristics, noise characteristics, and path
characteristics. For example, the at least one settable
link characteristic may comprise at least one of
transmission power, frequency diversity, time diversity,
modulation, forward errcr correction (FEC), channel
bandwidth, and adaptive filtering.

[0017] Another aspect 1s directed to a method for

compensating interference in a wireless communication
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system comprising first and second OFDM wireless
communications devices communicating with one another via
a wireless communications link having at least one
settable link characteristic. The method may comprise
detecting received interference, determining a type of
the interference from among a plurality of interference
types comprising wideband interference and narrowband
interference, and setting the at least one settable link
characteristic to compensate for the interference based

upon the interference type.

Brief Description of the Drawings

[o018] FIG. 1 is a schematic diagram of the wireless
communication system according to the present invention.
[CG019] FIG. 2 is a flowchart of a method for
compensating interference in the wireless communication
system of FIG. 1.

[0020] FIG. 3 is a block diagram for an embodiment of
the detection of interference according to the present
invention.

[0021] FIG. 4 is a blcck diagram for an embodiment of
the generation of an interference map according to the
present invention.

[0022] FIG. 5 is a block diagram for an embodiment of
the narrowband adaptive filtering according to the
present invention.

[{0023] FIG. 6 is a more detailed schematic block

diagram of the controller of FIG. 1.

Detailed Description of the Preferred Embodiments

[0024] The present invention will now be described

more fully hereinafter with reference to the accompanying
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drawings, in which preferred embodiments of the invention
are shown. This invention may, however, be embodied in
many different forms and should not be construed as
limited to the embodiments set forth herein. Rather,
these embodiments are provided so that this disclosure
will be thorough and complete, and will fully convey the
scope of the invention to those skilled in the art. Like
numbers refer to like elements throughout.

[0025] Referring initially to FIGS. 1-2, a wireless
communication system 20 illustratively includes first 21
and second 25 wireless communications devices.
Additicnally, the wireless communication system 20 may
include more than two wireless communications devices
and/or a wireless base station. Alternatively, the
wireless communication system 20 may include only one
wireless communications device and a wireless base
station. The first 21 and second 25 wireless
communications devices illustratively communicate with
one another via a wireless communications link having a
plurality cof settable link characteristics. For exanmple,
the settable link characteristics include at least one of
transmission power, frequency diversity, time diversity,
modulation, forward error correction (FEC), channel
bandwidth, and adaptive filtering.

[0026] The first and second wireless communications
devices 21, 25 illustratively include first and second
wireless transceivers 23, 27, respective first and second
controllers 22, 26 coupled to the wireless transceivers,
and respective first and second antennas 24, 30 coupled
to the wireless transceivers. The first and second

wireless transceivers 23, 27 illustratively comprise
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respective first and second orthogonal frequency-division
multiplexing (OFDM) transceivers.

[0027] The method for compensating interference 28a-
28c in the wireless communication system 20 begins at
Block 32, the first wireless communications device 21
receives a transmission from the second wireless
communications device 25 at Block 34. ZIllustratively,
the transmission from the first wireless communications
device 21 to the second wireless communications device 25
is problem free (shown with solid line). Differently,
the return transmission is subject to interference 28a-
28c from an unknown source (shown with dashed line). At
decision Block 36, the first controller 22 illustratively
detects whether there is any received interference 28a-
28c. The first controller 22 may detect the received
interference 2Ba-~28c based upon a comparison of a current
received signal to at least one prior received signal.
[0028] More specifically, the first controller 22 may
store data assoclated with past performance of the
received signal and compare the current received signal
with the stored data to determine whether there is any
recelved interference 28a-28c. If no interference 28a-
28c with the return transmission is detected, the first
wireless communications device 21 makes no adjustmentis
and returns to Blcock 34 to continue to receive the return
transmission and transmit any remaining data.

[0029] Referring briefly and additionally to FIG. 3, a
diagram 50 shows the first controller 22 detecting the
interference 28a-28c¢c by at least performing interference
parameter estimation. This includes monitoring 51 bit-
error rate (BER), signal-to-noise and distortion ratio,

and packet retransmission characteristics. These
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parameters are monitored and compared with history 52 of
received signals. The history is broken into short term
(seconds) 53, medium term (hours/days) 54, and long term
{(weeks/months) 55 statistics. The comparison of link
performance parameters with historical data allows the
algorithm to advantageously determine the cause of the
degradation in link performance, i.e. is it a short fTerm
fade or truly interference.

[0030] Referring again to FIGS. 1-2, if interference
28a-2Bc is detected, the method moves to Block 40 where
the first controller 22 determines a type of the
interference from among a plurality of interference types
comprising narrowband interference 28a, wideband
interference 28b, and self interference 28c. The first
controller 22 determines the relative bandwidth of the
interferer to the operating channel. More specifically,
the first controller 22 determines the interference type
based upon at least one of fade characteristics (flat or
frequency selective), noise characteristics (wideband or
narrowband}, and path characteristics (line-of-sight or
multipath} .

{0031] For example, measurements made as part of the
detection portion of the algorithm may be categorized
into regions that map into modulation and FEC parameter
selectlons. For interference-avoidance methods,
bandwidth determination may often be adequate. In an
interference-avoidance aproach, the interference is
detected then communications are conducted in regions or
zones free from or with minimal interference.

[0032] Interference coexistence approaches subdivide
in two categories: transmit parameters, such as,

modulation type for FEC parameters; and reception
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processing, such as, adaptive filtering, demodulation
decision-region adjustment, or turbo~code transition=-
probability adjustment.

[0033] For interference coexistence methods, the
detection schemes may be augmented to become estimation
processes to allow for more effective optimization. More
parameters may be measured; consequently, this may lead
to other categorizations. Also, a monitoring process may
be implemented with the algorithm method tc adaptively
adjust these regions based on effectiveness, based upon a
closed-loop process to ensure convergence and stability.
Advantageously, probability of success (or eqguivalently
minimized BER) is increased.

{0034] Several technigues may be used to accomplish
this. The first technigque may include scanning a sample
of the available channels. The receiver scans the
designated operating channels and records the noise floor
on each one. A map 1s created to determine the extent of
the interfering source. In the event that the
interference appears tc be isolated to a small portion of
the band, further scans using a smaller step size may be
initiated to refine the breadth of the interfering
source.

[0035] The second technique involves changing the
operating channel bandwidth. This may apply to links
that are using the 20 MHz or 40 MHz bandwidth setting.
The categorization algorithm may monitor the noise floor
on the channel at the wider and narrower bandwidths. If
the bandwidth is reduced by one half but the noise floor
remainsg constant, then the interferer is narrower than

the channel bandwidth. If the noise floor is reduced by

10
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one half, then the interferer is wider than the channel
bandwidth.

[0036] The third technique uses signal processing
centered on the Fourier transform associated with the
OFDM. The bandwidth of the interferer can be determined
through analysis of the spectral components, shown in a
diagram 60 of FIG. 4. The method for spectral mapping
beings by making assumptions about the coherence time of
the channel 61. The OFDM map 1s then subdivided 62 into
groups. Subsequently, a selected group of subcarriers
has their emission suspended 63. The fast Fourier
transform (FPT/IFFT) is then performed 64 to provide a
subcarrier map 65. The spectral power in use and idle
ranges are calculated 66. Lastly, subcarrier
allocation/usage is transmitted 67 to all users.

[0037] Referring again to FIGS. 1-2, at Block 42, the
first controller 22 sets the settable link
characteristics to compensate for the interference based
upon the interference type. The settable link
characteristics may comprise at least one receive
processing characteristic and/or at least one transmit
processing characteristic. The first controller 22
illustratively cooperates with the second centroller 26
to set the at least cone transmit processing
characteristic. In some embodiments, the first
controller 22 may independently set the transmit
processing characteristic.

[0038] The first controller 22 may selectively set the
settable link characteristics. In other words, the first
controller 22 applies a “recipe” of interference
compensation to communications, the recipe being based

upon the type of interference detected and a pre-existing
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priority based algorithm. The following lists give the
priority of application for settable link characteristics
for narrowband and wideband interferers.

Narrowband Compensation

1. Adaptive power control

Narrowband adaptive filtering

Adaptive waveform

Adaptive channel bandwidth

U o W N

Diversity in Freguency - change operating freguency

Wideband Compensation;:

1. Adaptive power control

2. Adaptive guard band - use Spectral Map, subcarrier
allocation information to deactivate subcarrier
Narrowband adaptive filtering

Adaptive waveform

Adaptive channel bandwidth

Diversity in Frequency ~ change coperating frequency

-~ oy O s W

Diversity in Time

a. Change OFDM symbol time

b. Change OFDM symbol duration for cyclic

extension
Flexibility to distribute the algorithms, providing
enhanced monitoring and more direct compensatilon to the
signal itself, may give better results.
[0032] ARdaptive power control may permit the first and
second wireless communications devices 21, 25 to
negotiate transmit power based upon transmission
characteristics. By enabling the increase of transmit
power to overcome interference sources, it is possible to
burn through the interference and therefore increase the

signal-to-noise/interference ratio. This method of
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compensation may be simple and efficient, and should be
used as a first line of defense, being noted as the first
priority in both compensation method lists above. It is
also applicable to narrow and wideband interference 28a-
28b sources but not for collocation issues.

[0040] Freguency diversity techniques compensate for
the interference by changing the operating freqguency.
This includes techniques, such as, intelligent channel
selection where a radic scans its available spectrum and
moves te a clean frequency. This technique can be
effective at maintaining the data throughput but can
require frequency coordination between the first and
second wireless communications devices 21, 25.

[0041] Diversity in time can be an effective technique
for packet based systems that are receiving interference
from a pulsed source. By modifying the frame timing, it
may be possible to align the pulsed interference to be
out of seguence with the desired transmission between the
first and second wireless communications devices 21, 25.
This may be effective in point-to-multipoint mode where a
master can choose the point in time that it uses to
transmit to any particular slave (avoiding local
interference at the slave).

[0042] Adaptive waveform (medulation and FEC) may be
adapted based on the amount and type of interference 28a-
28c. This includes changing the modulation type and/or
the FEC rate to change the required signal-to-noise ratio
of the system. The appropriate waveform for any specific
type of interference 28a~28c is dependent on the amount
and type of interference that is present. It may be
helpful to recognize the type of interference 28a-28c

when using an adaptive waveform technique. There can be
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significant differences in system performance that result
from matching the correct waveform with the interference
28a-28¢c. For instance, the process gain that results
from different error correction techniques i1s dependent
on the cause of the errors {(Reed-Sclomon works better for
burst errors and convolutional coding works better for
random errors). Therefore, it may be helpful to tailox
the adaptive waveform algorithm to the type of
interference 28a-28c.

{0043] In addition to changing the waveform (described
above), the channel bandwidth can also be changed to
compensate for interference 2Ba-~28c. If the interfering
source is wideband, the interferer will appear to be more
like Gaussian noise and narrowing the channel bandwidth
will reduce the noise within the channel. This improves
the cverall signal-to-noise ratio by sacrificing channel
throughput. However, the opposite may be true for
narrowband interferers. If the bandwidth of the
interferer is narrower than the channel bandwidth,
narrowing the channel bandwidth will result in a higher
level of interference 28a-28c within the receiver.
Therefore, it may be helpful that the interference 28Ba-
28c be characterized before an interference compensation
technique is chosen.

[0044] Spatial diversity for signal cancellation or
the use of multiple antennas (MIMO) may create an
opportunity to use active cancellation to compensate for
interference 2Ba-28c¢. The theory behind MIMO is that the
multiple antennas receive time shifted versions of a
desired and undesired signal. Signal processing is then
used to shift the desired signal into phase alignment and

the undesired signal out of phase alignment (180 degrees
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out of phase). This shift in the phase of the signal may
result in an improvement in desired signal power and a
significant reducticn in undesired signal power,
therefore improving the overall signal-to-interference
ratio. The use of spatial diversity for signal
cancellation may not affect the data throughput of the
channel and this method should be considered to be one of
the primary interference mitigation methods for both
wideband 28b and narrowband interference 28a.

[0045] Null steering can also be used as an
interference mitigation technigue. This method uses the
capability of detecting the direction of arrival for the
received interference 28a-28c¢. Once the azimuth is
determined, a null in the antenna pattern can be steered
in the direction of the interfering source. This method
works for both wideband and narrowband interferers and
adaptive and fixed antenna patterns. However, it does
uses either a mechanical or electronically steered
antenna. Advantageously, significant reductions in
interference power can be achieved using this method.
[0046] Referring again to FIGS. 1-2, at decision Blecck
44, the first controller 22 may optionally repeat the
detecting, determining, and setting by returning to Block
34. In other words, the first controller 22 may apply
its interference compensation algorithm iteratively. If
the received signal does not return to a historical state
indicative ¢f interference free transmission, the method
returns to Block 34 and the setting of settable link
characteristics at Block 42 is adjusted appropriately,
i.e. feedback analysis. If the received signal returns
to normal historical performance, the method ends at
Block 46.

15
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[0047] In the embodiments where the first and second
wireless communications devices 21, 25 include OFDM
transceivers, the first controller 22 generates an
interference map of the received interference 28a-28c¢c
onto OFDM cells. Moreover, the first controller 22 sets
the settable link characteristics based upon the
interference map.

[0048] Referring to FIG. 5, a detailed and exemplary
illustration of the algorithm for interference
compensation is illustrated. Narrowband adaptive
filtering (diagram 70) includes dividing the dividing the
interference into wideband (from other wideband OFDM
spectrum users) 71 and narrowband 72. The wideband
interference is represented 73 as a plurality of
stochastic narrowband interferers. A Kalman fllter is
then applied 74. The subcarrier allocation/usage
information is then used 75 in the decision making
pProcess.

[0049] Referring specifically teo FIGS. 1 and 6, the
first controller 22 illustratively includes an enhanced
interference mitigation (EIM) module 101, a media access
contrel (MAC) module 102 coupled to the EIM module, and a
physical layer (PHY) module 105 coupled to the EIM mcdule
and MAC module. The MAC module 102 includes a network
flows block 103 and scheduling block 104 coupled to each
other.

[0050] The EIM moduile 101 may execute the EIM
algorithms and uses available detection data to build a
map of the OFDM cells. This map is provided as input to
the scheduling block 104 for informing what FEC and
modulation can be used for each zone. As will be

appreciated by those skilled in the art, the zone sizes
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and shapes may be implementation-dependent. Zone types
that could span the space from a fixed zone with single
symbol duration across subcarriers to a more flexible
zone assignment scheme where each symbol
duration/subchannel could be assigned a maximum
permissible FEC/modulation setting.

[0051] The EIM module 101 may reguest the scheduling
bleock 104 to schedule zones free of transmissions to be
used for measurements. The EIM module 101 can vary in
sophistication from simply detecting interference levels
and recommending freguency switches to highly complex
Kalman or H-infinity tracking algori?hms, for example.
[0052] The network flows block 103 is the source and
sink for data referred to as "service flows" or that use
the MAC module 102. Quality-of-Service (Qo8) and other
factors may establish the priority of each flow. The
network flows block 103 uses avallable information from
the PHY module 105 based algorithms to determine a good
performance metric for a given interference environment.
This metric may comprise, for example, a priority~
weighted aggregate flow rate through a node.

[O053] The scheduling klock 104 uses the data from the
EIM module 101 along with the network flows requested
data rates and associated priorities to schedule data
transmission and reception. The data is placed into
zones using the EIM maps to optimize the aggregate
priority-weighted flow rate. Further, special modes,
such as, mesh and coordinating with other nodes in own
network, can be performed here, requiring a level of
distributed scheduling.

[0054] The PHY module 105 includes a detection block

106 for determining if interference 28a=-2Bc exists in the
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received signal and measuring the amount of energy in a
specified OFDM cell. The detection block 106 is for
zones that have been designated to be free of
transmission so that all the detected energy is from
interfering sources. This type of block can also make
use of ¢ells that include pilot tones to make signal-to-
interference measurements since the signal structure of
the pilot is known. The detection block 106 processing
can vary in complexity from simple power measurement to
more complex signal-processing code —-for the pilot
carrier cells and for characterizing the signal for cases
where knowledge of signal structure will help with more
effective compensation.

[0055] The PHY module 105 illustratively includes a
difference detection block 107 for performing signal-to-
interference measurements. The difference detection
block 107 includes stored algorithms that can use
detected signal and FEC data to reconstruct the signal of
interest and effectively subtract it from the raw signal
to generate signal-to-interference estimates for any
specified cell.

[0056] The PHY module 105 illustratively includes a
FEC block 110 for performing the error correction
encoding and decoding. Overall, the FEC block 110
contributes to EIM by including a large number of
algorithms and settings to allow finer compensation
granularity. The FEC block 110 interfaces with the
difference detection block 107 by including a wider range
of algorithms to increases the observability compared to
the difference detection block described above. For

example, 1f the algorithms determine exact errors bits
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and soft error values or certainties, then that can be
used to better characterize the interference 28a-28c.
[0057] The PHY module 105 illustratively includes a
symbol detection and mapping (SDM) block 113 that is
similar teo the FEC block 110 except modulations and
detection algorithms are used in place of error-
correcting code. The PHY module 105 also illustratively
includes an OFDM block 114 for interfacing with the EIM
module 101 by providing the number of frequency
bandwidths, carrier spacing, and FFT sizes it supports.
[0058] The PHY module 105 illustratively includes an
Rx filter block 116 for filtering the signal and
compensating for the effects of the interference 28a-28c.
This block may be programmed for zone and anticipated
reception. The PHY medule 105 illustratively includes a
Tx filter block 117 for filtering that compensates for
the effects of the interference 28a-28c¢ by applying an
inverse matched filter, for example. The Tx filter block
117 may be programmed for zone and anticipated reception.
[0059] The PHY moduie 105 illustratively includes a
Zone Schedule Control (ZSC) block 112 for providing an
increase in the ability to compensate based on increased
flexibility thet can be used to place service flow data
in zones. The PHY module 105 illustratively includes a
analog-to-digital converter 115 feeding into the Rx
filter block 116, and a digital-to-analog converter 118
receiving the output of the Tx filter block 117.

[6060] This exemplary algorithm may be applied to
narrowband and wideband interference 28a-28b. The
wireless communication system 20 may associate narrowband
interference with the following characteristics: OFDM

synchronization and frame detection are intermittent.
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The subcarrier interference may be asscocilated with a
single subcarrier or with groups thereof. The known data
symbols in the preamble and pilots are continuously
correlated with stored/delayed versions of each other.
[0061] The wireless communication system 20 may then
filter narrowband interference 28a adaptively by at least
combining subcarrier allocation/usage information with
narrowband filtering carried out in existing FEFT/IFFT
processing. The interference 28a-28c may be suppressed
before the preamble is fed into the correlation medule.
When the frequency offset is less than 1% of subcarrier
spacing, then it is accurate enough to maintain
orthogonality of the OFDM signals.

[O0062] Wideband interference 28b may be detected when
interference is caused by WiFi wireless devices cor other
wideband systems operating in the operating spectrum of
the wireless communication system 20. The side lobes of
the sinc-shaped spectra on each subcarrier interfere with
subcarriers in use by cther systems. The subcarriers in
use by the other systems may not be orthogonal with the
wireless communication system 20. Power control
information may be used, for example, mean interference
power difference being large (several percentage points)
between subcarriers with and without interference 28a-
28c. An adaptive guard band may aiso be used by
deactivating one or more subcarriers adjacent to the
subcarriers experiencing the interference 28a-28c. For
longer OFDM duration, time domain windowing for OFDM
symbols may be used -root raised cosine windows sharpen
the spectral pulses on each subcarrier and lower the side

lobes resulting in less interference power.
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[0063] Many modifications and other embodiments of the
invention will come to the mind of one skilled in the art
having the benefit of the teachings presented in the
foregoing descriptions and the associated drawings.
Therefore, it is understood that the invention is not to
be limited to the specific embodiments disclosed, and
that modifications and embodiments are intended to be

included within the scope of the appended claims.
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THAT WHICH IS CLAIMED IS:
1. A wireless communication system
comprising:
first and second wireless communications
devices communicating with one another via a wireless
communications link having at least one settable link
characteristic;
said first and second wireless communications
devices comprising respective first and second orthogonal
frequency-division multiplexing (OFDM) wireless
transceivers and respective first and second controllers
coupled thereto;
sald first controller forx
detecting received interference,
determining a type of the received
interference from among a plurality of interference
types comprising wideband interference and
narrowband interference, and
setting the at least one settable link
characteristic to compensate for the received

interference based upon the interference type.

Z. The wireless communication system
according to Claim 1 wherein the plurality of

interference types further comprises self interference.

3. The wireless communication system
according to Claim 1 wherein said first controller
detects the received interference based upon a compariscon
of a current received signal to at least one prior

received signal.
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4. The wireless communication system
according to Claim 1 wherein said first contreoller

repeats the detecting, determining, and setting.

5. The wireless communication system
according to Claim 1 wherein the at least one settable
link characteristic comprises at least one receive

processing characteristic.

6. The wireless communication system
according to Claim 1 wherein the at least one settable
link characteristic comprises at lieast one transmit
processing characteristic; and wherein said first
controller cooperates with said second controller to set

the at least one transmit processing characteristic.

7. The wireless communication system
according to Claim 1 wherein said first controller
generates an interference map of the received

interference onto OFDM cells.

g. The wireless communicaticn system
according to Claim 7 wherein sald first contreller sets
the at least one settable link characteristic based upon

the interference map.

9. The wireless communicaticn system
according to Claim 1 wherein said first controller
determines the interference type based upon at least one
of fade characteristics, noise characteristics, and path

characteristics.
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10. The wireless communication system
according to Claim 1 wherein the at least one settable
link characteristic comprises at least one of
transmission power, freguency diversity, time diversity,
modulation, forward error correction (FEC), channel

bandwidth, and adaptive filtering.

11. A wireless communications device
communicating with an other wireless communications
device via a wireless communications link having at least
one settable link characteristic, the wireless
communications device comprising:

an orthogonal frequency-division multiplexing
(OFDM) wireless transceiver; and

a controller coupled to said wireless
transceiver;

said controller for

detecting received interference,

determining a type of the received
interference from among a plurality of interference
types comprising wideband interference and
narrowpand interference, and

setting the at least one settable link
characteristic to compensate for the received

interference based upon the interference type.

12. The wireless communication system
according to Claim 11 wherein the plurality of

interference types further comprises self interference.

13. The wireless communications device

according to Claim 11 wherein said controller detects the

24

35



RF-448 (50676}

recelved interference based upon a comparison of a
current received signal to at least cone prior received

signal.

14. The wireless communications device
according to Claim 11 wherein the at least one settable
link characteristic comprises at least one receive

processing characteristic.

15, The wireless communications device
according to Claim 11 wherein the at least one settable
link characteristic comprises at least one transmit
processing characteristic; and wherein said controllerx
cooperates with the cother wireless communications device
Lo set the at least cne fransmit processing

characteristic.

16. A method for compensating interference in
a wireless communication system comprising first and
second orthogonal frequency-division multiplexing (OFDM)
wireless communications devices communicating with one
another via a wireless communications link having at
least one settable link characteristic, the method
comprising:

detecting received interference;

determining a type of the received interference
from among a plurality of interference types comprising
wideband interference and narrowband interference; and

setting the at least one settable link
characteristic to compensate for the received

interference based upon the interference type.
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17. The method according to Claim 16 wherein
the plurality of interference types further comprises

self interference,.

18. The method according to Claim 16 wherein
the detecting comprises comparing a current received

signal to at least one prior received signal.

19. The method according to Claim 16 further
comprising repeating the detecting, determining, and

setting.

20. The method according te Claim 16 wherein
the at least one settable link characteristic comprises
at least one transmit processing characteristic; and
further comprising cooperating between the first and
second wireless communications devices to set the at

least one transmit processing characteristic.
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WIRELESS COMMUNICATION SYSTEM COMPENSATING FOR
INTERFERENCE AND RELATED METHODS

Abstract of the Disclosure

A wireless communication system may include
first and second wireless communilications devices
communicating with one another via a wireless
communications link having a settable link
characteristic. The first and second wireless
communications devices may include respective first and
second wireless transceivers and respective first and
second controllers coupled thereto. The first controller
may be for detecting received interference, for
determining a type of the interference from among
interference types comprising wideband interference and
narrowband interference, and for setting the settable
link characteristic to compensate for the interference

based upon the interference type.
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DECLARATION AND POWER OF ATTORNEY FOR PATENT
APPLICATION

Attorney Docket No.: RP-448 (50676)
Az a below named inventor, I hereby declare that:

My residence, post office address and cltizenship are as stated
below next to my name,

I believe I am the original, first and sole inventor (if only one
name is listed below) or an original, first and joint inventor
(if plural names are listed below) of the subject matter which is
claimed and for which a patent is sought on the invention
entitled: WIRELESS COMMUNICAWION SYSTEM COMPENSATING FOR
INTERPERENCE AND RELATED MEYHODS, the specification of which:

{check one)

¥ is attached hereto

was filed on

as Application Serial No.

and was amended on

{if applicable)

I hereby state that I have reviewed and understand the contents
of the above-lidentified specification, including the claims, as
arended by any amendment referred to above,.

I acknowledge the duty to disclose information which is material

to the patentability of this application in asccordance with Title
37, Code of Federal Regulation, 1.56.

I hereby claim foreign priority benefits under Title 35, United
States Code, 119 'of any foreign application(s) for patent or
inventor's certificate listed below and have also identified
below any foreign application for patent or inventor's
certificate having a filing date before that of the of the
application on which priority is claimed:
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Prior Foreign Application{s)Pricority Claimed

1 € 1

(Muber) {(Country) {Day/Month/Year Filed) Yes No
S B

{(Numbex} (Country) (Day/Month/Year Filed) Yes = No
[ 11 i

(Number) {Country} {Day/Month/Year Filed) Yes Ko

I hereby clalm the benefit under Title 35, United States Code,
120, of any United States application{s) listed below and,
insofar as the subject matter of each of the claims of this
application is not disclosed in the prior United States
application ln the manner provided by the first paragraph of
Title 35, United States Code, 112, T acknowledge the duty to
disclose material information as defined in Title 37, Code of
Federal Regulations, 1.56 which occurred between the filing date
of the prior application and the national or PCT international
filing date of this application:

(Appln Serial WNo.) (Filing Date) (Status)
(patented, pending, aban.)

(Appin Serial No,) {Filing Date) (Status}
(patented, pending, aban.}

I hereby declare that all statements made herein of my own
knowledge are true and that all statements made on information
and belief are believed to be true; and further that these
statements were made with the knowledge that willful false
statements and the like so made are punishable by fine ox
impriscnment, or both, under Section 1001 of Title 18 of the
United States Code and that such willful false statemenis may

jeopardize the walildity of the application or any patent issued
thereon.
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patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
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Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
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Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
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Title 37, Code of Federal Regulations, 5.11 & 5.15
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The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
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Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED
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APPARATUS AND METHODS FOR SELECTIVE INTERFERENCE
MITIGATION

BACKGROUND OF THE INVENTION

The present invention relates to communications apparatus (systems) and
methods, and more particularly, to interference mitigation apparatus and methods
used in communications systems.

Wireless communications techniques are widely used to convey information in -
voice telephony, paging, data transfer and a host of other applications. One use of
wireless communications techniques is in low-power, short-range communications,
e.g., communications between devices located within a room, home, automobile
passenger compartment, or other relatively small area. For example, communications
protocols, such as the Bi_lue:toothTM set of protocols and the IEEE 802.11 protocols,
have been developed that utilize a portion of the electromagnetic spectrum known as |
the Industrial-Scientific-Medical (ISM) band, a band of frequencies that are typically
used by devices such as microwave ovens and other radio-frequency (RF) heating
devices, ultrasonic humidifiers and jewelry cleaners, medical imaging devices such as
magnetic fesonance imaging (MRI) systems, and a variety of other industrial,
scientific and medical equipment. As illustrated in FIG. 1, using such protocols and

associated hardware and/or software, devices such as a mobile terminal {(e.g., cellular

telephone), desktop computer 20, laptop computer 30, printer 40, keyboard 50 and

mouse 60 may be interconnected via radio links 5, forming one or more systems or
networks, sometimes referred to as “piconets” or “scatternets,” over which voice and
other information may be exchanged.

A potentia] problem associated with communications in a system using an
ISM band is that such a band is typically used in a loosely regulated fashion by both
communications devices and non-communications devices. For exé.mple, in the
United States, rules established by the Federal Communications Commission
“regulate” the ISM band such that no particular user is granted possession of a ,
particular frequency or set of frequencies, as it is envisioned that the ISM band will be
used by devices with limited transmit power, making such allocation of the airwaves
unnecessary and/or undesirable. Consequently, in a given environment, there is a

likelihood that a communications system using the ISM band may encounter
1

0173956A2 | >
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interference from other devices using the ISM band, including commumications
devices, such as garage door opener transmitters or baby monitors, and non-
communications devices, such as microwave ovens and industrial RF heating
equipment. |

Conventional communications systems that use the ISM band commonly
implement some type of interference mitigation scheme to reduce the deleterious
effects of interference. For example, the aforementioned Bluetooth™ protocol set
specifies use of a frequency-hopping scheme wherein a system of devices switches
through a predetermined set of carrier frequencies at a predetermined rate to reduce
interference, and provides for further interference mitigation through optional use of
forward error correction coding. Other techniques, such as retransmission techniques,
may also be used to reduce negative effects of interference. However, such
conventional interference mitigation techniques may be less effective than desired in
the presence of strong in-band interference from devices designed to utilized the same
frequency band as the communications system. Accordingly, thereis a need for

improved methods and apparatus for interference mitigation.

SUMMARY OF THE INVENTION

The present invention may meet this and other needs by tailoring the selection
of interference mitigation schemes based on comparisons with predetermined
interference patterns. According to embodiments of the present invention, selective
compensation for interference in a communications system, such as a piconet or
scatternet using an Industrial-Scientific-Medical (ISM) frequency band, may be
achieved by adapting the interference mitigation scheme applied in the
communications system based on known patterns associated with particular types of
interference, such as interference patterns typically exhibited by microwave ovens,
industrial equipment and communications devices. According to embodiments of the
present invanﬁon, a communications system, such as wireless communications
system, detects interference and changes from a first interference mitigation scheme
to a second interference mitigation scheme if the detected interference exhibits a
pattern sufficiently correlated with a predetermined pattern associated with a
predetermined type of interferenbe, such as the half-cycle pulsed pattern typical of a

microwave oven.

0173056A2_I_>
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According to other embodiments of the present invention, the communications
system applies the second interference mitigation scheme according to the
predetermined pattern associated with the predetermined type of interference. For
example, the communications system may predict an interval of increased
interference based on the predetermined pattern, e.g., an interval in which a
microwave oven pulse is predicted to be present. The communications system may
choose to perform a variety of actions based on the prediction, including foregoing
transmission of messages during the predicted interval, changing coding of messages
transmitted during the predicted interval, foregoing transmission of messages to a
selected device of the communications system during the predicted interval and
foregoing use of a selected frequency to communicate messages during the predicted
interval.

According to other embodiments of the present invention, a communications -
system includes at least one communications device operative to communicate via a
communications medium. The communications system also includes an interference
detector that detects interference in the communications medium. The
communications system further includes an interference mitigation controller,
opcratively associated with the at least one communications device and responsive to
the interference detector circuit, that causes the at least one communication device to
change from using a first interference mitigation scheme to using a second
interference mitigation scheme if the detected interference exhibits a pattern

~ sufficiently correlated with a predetermined pattern associated with a predetermined

type of interference. The at least one communications device may include a
communications circuit, and at least one of the interference detector and the
interference mitigation controller may be operatively associated with the
communications circuit. For example, the interference detector circuit may be
responsive to the communications circuit to detect interference. According to other
embodiments of the present invention, the at least one communications device
includes a plurality of communications devices, the interference detector includes at
least one interference detector circuit positioned at at least one of the plurality of
communications devices, and the interference mitigation controller includes at least
one interference mitigation controller circuit positioned at at least one of the plurality

of communications devices.
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BRIEF DESCRIPTION OF THE DRAWINGS
FIG. 1 is a schematic diagram illustrating a system of wireless
communications devices according to the prior art.

FIGs. 2-5 are schematic diagrams illustrating communications systems

according to embodiments of the present invention.

FIG. 6 is a flowchart illustrating exemplary interference mitigation operations

-according to an embodiment of the present invention.

FIG. 7 is a schematic diagram illustrating interference mitigation control
apparatus according to another embodiment of the present invention.
FIGs. 8-10 are state diagrams illustrating exemplary interference mitigation

operations according to embodiments of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

The present invention now will be described more fully hereinafter with
reference to the accompanying drawings, in which preferred embodiments of the
invention are shown. This invention may, however, be embodied in many different
forms and should not be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure will be thorough and
complete, and will fully convey the scope of the invention to those skilled in the art.
In the drawings, like numbers refer to like elements.

Referring to FIG. 2, a communications system 200 according to embodiments
of the present invention includes a plurality of communications devices 210, an
interference mitigation controller 230 and an interference detector 220. The
interference detector 220 is operative to detect interference in a communications
medium 240 used by the communications devices 210. The interference mitigation
controller 230 is responsive to the interference detector 220, and operatively
associated with the plurality of communications devices 210 such that it causes the
communication devices 210 to change from using a first interference mitigation
scheme, e.g., a first combination of a frequency hopping sequence, error correction
coding and message scheduling, to using a second interference mitigation scheme,
e.g., a second combination of frequency hopping sequence, error cotrection coding
and message scheduling, if interference detected by the interference detector 220 is
sufficiently correlated with predetermined pattern associated with a predetermined

type of interference. The predetermined pattern may take the form, for example, of a
4
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pattern, e.g., a pattern generally associated with a known type of device, such as a
microwave oven or RF heating device, programmed or otherwise stored in the
interference mitigation controller 230,. The predetermined pattern may also be
identified in situ, e.g., by processing interference data collected by the interference
detector 220 and identifying the pattern therefrom.

The present invention arises from the realization that certain types of
interference, such as interference produced in a network using a frequency band that
also is used by devices such as microwave ovens or garage door openers, often
exhibits behavior that is predictable. For example, a typical microwave oven
produces microwave radiation every other half-cycle of the frequency of the AC
power line that powers the oven. Similarly, a device such as garage door opener
transmitter typically produces interference in bursts of predetermined duration. Other
types of interference may also be identified in situ by processing interference data and
identifying repetitive patterns therein. Accordingly, improved interference mitigation
measures may be adopted that utilize these types of a priori knowledge of
interference.

It will be appreciated that although FIG. 2 illustrates application of the present
invention to a wireless communications environment, the scope of the present
invention is not so limited. It will be appreciated that the present invention is
applicable to a variety of types of communications, inclading, but not limited to radio,
wireline and optical communications. Although FIG. 2 conceptually illustrates the
interference detector 220 and the interference mitigation controller 230 as separate
from the communications devices 210, it will also be readily appreciated that the
present invention is not limited to such a configuration. It will be understood that,
generally, functions of the communications devices 210, the interference detector 220
and the interference mitigation controller 230 may be implemented in separate
devices, distributed among several devices, or combined, all or in part, in a single
device. |

FIG. 3 illustrates a wireless communications system 300 according to
embodiments of the present invention, specifically, a wireless communications system
in which interference detection and interference mitigation control functions are
integrated into wireless communications devices, here a mobile terminal (e.g., cell
phone) 310, a desktop computer 320, and a keyboard 330. As shown, the desktop

computer 320 includes functional circuitry 324, such as a central processing unit
5
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(CPU) and display control circuitry. Similarly, the keyboard includes functional
circuitry 334, such as control circuits that monitor and control keyboard operatioﬁs.
The personal computer 320 and the keyboard 330 include respective communications
circuits 322, 332 that provide radio communications (e.g., provide a radio iink
between the desktop computer 320 and the keyboard 330) via respective antennas
326, 336. As shown, the communications circuits 322, 332 include interference
mitigation related circuits such as message scheduler circuits 323, 333 that control
timing of message transmission, frequency hop controller circuits 325, 335 that
control carrier frequencies at which messages are transmitted and/or received, and
coding controller circuits 327, 337 that control error correction coding and decoding
operations. It will be appreciated that the communications circuits 322, 332 may
include other interference mitigation related circuits, as well as circuits involved in
other aspects of providing a wireless communications interface.

The mobile terminal 310 includes functional circuitry 316, such as radio

. transceiver circuitry, display control circuitry, and keypad interface circuitry. The

mobile terminai 310 also includes a communications circuit 314 that implements a
wireless communications interface (e.g., radio links to the desktop computer 320 and
the keyboard 330) for the mobile terminal 310 via an antenna 318. The
communications circuit 314 includes an interference mitigation controller circuit 311,
here shown as including a message scheduler circuit 313, a frequency hop controller
circuit 315 and a coding controller circuit 317. The mobile terminal 310 further
includes an interference detector circuit 312 that is operative to detect interference in .
a communications medium in which the communications circuits 314, 322, 332
communicate. The interference mitigation controller circuit 311 is responsive to the
interference detector circuit 312 to control the interference mitigation scheme, for
example, the particular combination of message scheduling, frequency hopping, and
error control coding, applied by the communications circuits 314, 322, 332.

1t will be appreciated that the interference detector circuit 312 may operate and
be implemented in a number of different ways. For example, as suggested by FIG. 3,
an interference detector circuit 312 may be implemented as a standalone circuit,
positioned in a particular device, that detects interference in the communications
medium used by the communications circuits 314, 322, 332 independently of these
circuits. However, it will be appreciated that the functions of the interference detector

circuit 312 may also be integrated with other functions of the communications circuits
6
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314, 322, 332. For example, the intérference detector circuit 312 may monitor radio
communications of the communications circuit 314, and may use such measures as bit
error rate estimates, numbers of unacknowledged messages, and the like generated by
the communications circuit 314 to detect the presence of interference.

It will also be appreciated that the interference mitigation controller circuit
311 may also be implemented in a number of different ways. For example, functions
of the interference mitigation controller circuit 311 may be localized within a
particular device, e.g., within the communications circuit 314 of the mobile terminal
310, or may be distributed among multiple devices and/or circuits.

The interference mitigation controller circuit 311 may also operate in a
number of different ways. For example, responsive to detection of interference by the
interference detector 312, the interference mitigation controller circuit 311 may
analyze the detected interference using analog or digital signal comparison
techniques. The interference mitigation controller circuit 311 may compare the
detected interference, for example, to a “library” of known patterns that are
preprogrammed into the interference mitigation controller circuit 311 and/or which
are identified in situ by the interference mitigation controller circuit 311 responsive to
interference detected by the interference detector circuit 312. If the comparison
indicates sufficient correlation between the detected interference and a pattern
associated with a predetermined type of interference, €.g., a half~-wave pulsed pattern
characteristic of a typical microwave oven or a pattern identified in sifu by processing
interference detected by the interference detector circuit 312, the interference
mitigation controller circuit 311 may selectively implement an interference scheme in
accord with the predetermined pattern associated with the predetermined type of
interfereﬁce. For example, the interference mitigation controller circuit 311 may
cause the communications circuit 314 to transmit appropriate messages to
communications circuits 322, 332 in the desktop computer 320 and the keyboard 330
to cause these devices to, for example, forego transmitting messages during intervals
in which interference is predicted to be most intense, to avoid using a particular
frequency during such an interval, or to apply a more robust level of error correction
coding during such an interval.

FIG. 4 illustrates a wireless communications system 400 according to other.
embodiments of the present invention, in which interference detection and mitigation

control functions are distributed in a different manner than illustrated in FIG. 3. A
7
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first communications device, here a mobile terminal 410, includes functional circuitry

, 416 such as transceiver, display and keypad circuits. The mobile terminal 410 also

includes a communications circuit 414 that provides a wireless communications
interface via an antenna 418. The communications circuit 414 includes an
interference mitigation controller circuit 411, here shown as including message
sched;iler circuit 413, a frequency hop controller circuit 415 and a coding controller
417 circuit, operatively associated with an interference detector circuit 412.

A second wireless communications device, here a desktop computer 420,
includes functional circuitry 426, such as CPU and display circuits. The functional
circuitry 426 is operatively associated with a communications circuit 424 that
provides a wireless communications interface via an antenna 428. The
communications circuit 424 includes an interference mitigation controller circuit 421,
here shown as including message sche&uler circuit 423, a frequency hop controller
circuit 425 and a coding controller circuit 427. The interference mitigation controller
circuit 421 is operatively associated with an interference detector circuit 422.

According to embodiments of the present invention, wireless communications
devices, such as the mobile terminal 410 and the desktop computer 420 of FIG. 4, can
implement selective interference iniﬁgaticn in a number of different ways. For
exémple, in devices conforming to a protocol such as Bluetooth™, each of the
communications circuits 414, 424 may operate as a master device or a slave device in
a piconet or similar system. Accordingly, for example, upon detection of interference
by one of the interference detector circuits 412, 422, the interference mitigation
controller circuit 411, 421 of one of the communications circuits 414, 424 that is
currently serving as “master” may determine if the detected interference is sufficiently
correlated with a pattern associated with a known type of interference. If so, the
master interference mitigation controller circuit 411, 421 may instruct one or more of
the message scheduler circuits 413, 423, frequency hop controller circuits 415, 425,
and coding controller circuits 417, 427 to use a new interference mitigation scheme,
for example, to implement a new combination of message scheduling, frequency
hopping and/or error correction coding. It will appreciated that, in general, the
communications system 400 may be viewed as providing individual interference
detector and interference mitigation controller circuits in each device 410, 420 of the
communications system 400, or as providing interference detector and/or interference

mitigation controller circuits that are distributed across multiple devices.
8
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FIG. 5 illustrates a communications system 500 according to other
embodiments of the present invention that illustrates how such distributed interference
detection and interference mitigation control may be implemented. A first wireless
communications device, here a mobile terminal 510, includes functional circuitry (not
shown for clarity of illustration), such as circuitry that controls and/or monitors
display, keypad, and wireless telephony functions. The mobile terminal 510 includes
a communications circuit 514 which provides a communications interface via an
antenna 520. The communications circuit 514 includes a processor 518, e.g., a
microprocessor, microcontroller, or other data probessing circuit, that is operatively
associated with a radio transceiver 519 and a memory 516. An interference detector
512 is implemented as software or firmware routine (e.g., a portion of a “software
stack™) stored in the memory 516 and executed by the processor 518 to control and/or
monitor the radio transceiver 519. Similarly, an interference mitigation controller 511
is implemeﬁted as a set of software routines, e.g., message scheduling, frequency hop
control, and coding control routines 513, 515, 517, stored in the memory 516 and

- executed by the processor 518. For example, the message scheduling, frequency hop

control, and coding control routines 513, 515, 517 of the interference mitigation
controller 511 may be operative to cause the processor 518 to compare interference
detected by the interference detector 512 with a pattern associated with a known type
of interference and, if the detected interference is sufficiently correlated with the
pattern of the known type of interference, to cause the processor 518 and the
transceiver 519 to change to use of a particular interference mitigation technique.
This may include, for example, causing the processor 518 and the transceiver 519 to
send appropriate messages to command other devices to use a particular interference
mitigation scheme. ,

A second wireless communications device, here a laptop computer 530,
includes functional circuitry (not shown for clarity of illustration), such as circuitry
that controls and/or monitors display, keypad, and other functions. The laptop
computer 530 includes 2 communications circuit 534 that provides a communications
interface via an antenna 540. The communications circuit 534 includes a processor
538, e.g., a microprocessor, microcontroller, or other data proceésing circuit, that is
operatively associated with a radio transceiver 539 and a memory 536. An
interference detector 532 is irnplgmented as software or firmware routine (e.g., a

portion of a “software stack™) stored in the memory 536 and executed by the
9
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processor 538 to control and/or monitor the radio transceiver 539. Similarly, an
interference mitigation controller 531 is implemented as a set of software routines,
e.g., message scheduling, frequency hop control, and coding control routines 533,
535, 537 stored in the memory 536 and executed by the processor 538. For example,
the message schedtﬂing, frequency hop éontrol, and coding control routines 533, 535,
537 of the interference mitigation controller 531 may be operative to cause the
processor 538 to compare interference detected by the interference detector routine -
532 with a pattern associated with a known type of interference and, if the detected
interference is sufficiently correlated with pattem' associated with the known type of
interference, to cause the processor 538 and the transceiver 539 to change to use of a_
particular interference mitigation technique. This may include, for example, causing
the processor 538 and the transceiver 539 to send appropriate messages to command
other devices to use a particular interference mitigation scheme.

Interference detection and mitigation functions of the communications system
500 of FIG. 5 may be implemented in a number of different ways. For example, in a
master/slave environment, one of the communications circuits 514, 534, actingas a .
inaster, may determine whether interference detected by one or more of the
interference detector routines 512, 532 is correlated to a pattern of a predetermined
type of interference, and may dictate the appropriate interference mitigation scheme to
be applied in the communications system 500. It will appreciated that, in general, the
communications system 500 may be viewed as providing individual interference
detector and interference mitigation controller circuits in each device 510, 530 of the
communications system 500, or as providing interference detector and/or interference
mitigation controller circuits that are distributed over multiple devices.

FIG. 6 illustrates exemplary operations 600 for providing selective
interference mitigation control according to other embodiments of the present
invention. A first interference mitigation scheme, for example, a first combination of
message scheduling, frequency hopping, and error correction coding, is applied in a
communications system such as the communications systems 400, 500 of FIGs. 4 and
5 (Block 610). Interference is detected (Block 620). If the interference is sufficiently
correlated to a pattern associated with a known type of interference, such as the half-
wave pulsed interference typically produced by a microwave oven, the ‘
communications system changes to using a second interference mitigation scheme,

e.g., a second combination of message scheduling, frequency hopping and error
: 10
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correction coding (Block 630). Ifnot, the communications system continues to use
the first interference mitigation scheme (Block 610)

It will be appreciated that the operations of FIG. 6 may be implemented in a
number of different ways within the scope of the invention. For example, a change in
message scheduling may include changing the routing of and/or foregoing
transmission of messages during intervals in which interference is predicted to be of .
higher intensity. For example, a communication system may suspend transmission of

messages between devices during an interval in which interference is predicted to be

-~ of increased intensity. In other embodiments, if a particular deviceina

comumunications syste;n is near a source of interference, the communications system
may avoid sending messages to that particular device during a predicted interval of
increased interference. Similarly, a change in frequency hopping may include
avoiding the use of a particular frequency during a predicted interval of increased
interference. A change in coding may include changing to a more robust (e.g.,
redundant) error correction coding during a predicted interval of increased
interference. A

FIG. 7 illustrates an interference mitigation controller circuit 720 according to
embodiments of the present invention, in which detected interference is compared to a
pattern associated with a known type of interfefence. The interference mitigation
controller circuit 720 includes a pattern comparing circuit 724 that is responsive to an
interference detector circuit 710. The pattern comparing circuit 724 compares
interference detected by the interference detector circuit 710 with a predetermined
pattern 726, and controls interference mitigation circuitry, such as message scheduler
circuit 723, a frequency hop controller circuit 725 and a coding controller circuit 727,
responsive to the comparison. It will be appreciated that interference detector circuit
710 and the interference mitigation controller circuit 720 may be implemented using a
variety of hardware, software and combinations thereof. For example, the
interference detector circuit 710 and the interference mitigation control circuit 720
may be implemented within a communications circuit, such as the communications
circuits 414, 424, 514, 534 of FIGs. 4 and 5.

FIG. 8 is a state diagram 800 illustrating exemplary operations of a
communications system according to embodiments of the present invention. In a first
state 81‘0, a first interference mitigation scheme is applied. Upon detection of

interferénce, the communications system transitions to a second state 820, in which
11 ' :
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the communications system determines the degree of correlation between the detected
interference and a pattern associated with a predetermined type of interference. If the
interference is insufficiently correlated with the patiern associated with the
predetermined type of interference, the communications system transitions back to the
first state 810. If the interference is sufficiently correlated, however, the
communications system transitions to a third state 830, in which the communications
system predicts an interval in which the interference is expected to occur. After this
interval is predicted, the communications system transitions to a fourth state 840 in
which the system applies the second interferen: s mitigation scheme for the predicted
interval. '

Updn expiration of the predicted interval, the communications system
transitions back to the first state 810, in which it returns to using the first interference
mitigation scheme. In some cases, for example, in cases in which the predetermined
type of interference occurs as a single event, the communications system may then
wait until interference is again detected. In other cases, however, the predetermined
type of interference may be periodic in nature, exhibiting intermittent intervals of
increased intensity. In such cases, the prediction of an interval of interference
occurring in the third state 830 may include prediction of a series of interference
intervals, e.g., a series of periodically-occurring intervals. Accordingly, when a next
predicted interference interval commences, the communications system may
transition from the first state 810, in which the first interference mitigation scheme is
applied, to the fourth state 840, in which the second interference mitigation scheme is
applied. Upon the ending of this next predicted interference interval, the
communications system returns to the first state 810 and again applies the first
interference miti gatioh scheme.

FIG. 9 is a state diagram 900 illustrating exemplary operations of a
communications system according to other embodiments of the present invention, in
particular, exemplary operations for providing selective interference mitigation in a
communications system subject to an interference source, such as a microwave oven,
that exhibits a pattern of interference characterized by periodic intervals of increased
intensity. In a first state 910, a first interference mitigation scheme is applied. Upon
detection of interference, the communications system transitions to a second state
920, in which the communications system determines whether detected interference

exhibits a pulsed pattern that correlates with a half-cycle pulsed pattern typical of a
12 .
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microwave oven magnetron. If the interference does not, the communications system

transitions back to the first state 910. If the interference does sufficiently match this

~ pattern, however, the communications system transitions to a third state 930, in which

the communications system predicts one or more intervals in which increased
interference is expect to occur. For example, in this state the communications system
may further analyzé the detected interference to determine whether it is correlated to a
particular cooking mode, €.g., high-power, medium-power, or defrost, which has a
particular duty cycle associated therewith. The communications system may then
predict corresponding intervals of increased interference accordingly. After these |
intervals are predicted, the communications system transitions to a fourth state 940 in
which it commands devices of the communications system to implement a second
interference mitigation scheme, such as by transmitiing appropriate command
messages that command devices in the system to use a particular frequency hopping
sequence (e.g., to avoid particular frequencies) during a predicted interference
interval, to avoid sending messages during a predicted interference interval, and/or to
employ a certain type of error correction coding during a predicted interference
interval. The communications system then transitions to a fifth state 950, in which it
applies the second interference mitigation scheme for the predicted interval.

Upon expiration of the predicted interval, the communications systemn
transitions back to the first state 910, in which it returns to using the first interference
mitigation scheme. In cases in which a single interference interval is predicted, the
communications system may then wait until interference is again detected. In cases in
which multiple intervals are predicted, however, the commnunications system may
transition from the first state 910 to the fifth state 950 upon commencement of a next
predicted interference interval. Upon the ending of this next predicted interference
interval, the communications system returns to the first state 910 and again applies the
first interference mitigation scheme. |

FIG. 10 is a state diagram 1000 that illustrates exemplary operations according
to yet other embodiments of the present invention, in particular, operations in which a
communication system applies a different selected interference mitigation scheme
depending upon whether detected interference is of a predictable or unpredictable
type. A device begins in a normal channel operating state 1010, i.e., a state in which
the communications system applies a “baseline” interference mitigation scheme,

which may be, for example, a scheme in which little or no interference mitigation is
13
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applied. Upon detection of interference, the communications system moves to a
second state 1020 in which it determines whether the detected interference is of
predictable type or an unpredictable t);pe. For example, the communications system
may compare the detected interference to a pattemn of a predictable type of
interference to determine if the detected interference is sufficiently correlated to the
pattern to conclude that the detected interference is of the predictable type.

If the interference is of an unpredictable type, the communications system
moves to a third state 1030 in which it transmits messages to devices of the
communications system to command use of an ini rference mitigaﬁon scheme
appropriate for combating unpredictable interference. For example, the |
communications system may assume that the unpredictable type of interference is
random in character and may, therefore, command use of an interference mitigation
scheme suited to compensating for random interference. When the detected
unpredictable-type interference is no longer present, the communications system may
then revert to the normal channel operation state 1010, e.g., by transmitting
appropriate messages to the devices of the system to command a return to using
inte_,rference mitigation measures appropriate to normal channel operation.

If detected interference is of a predictable type, however, the communications
system transitions from the second state 1020 to a fourth state 1040, in which the
communications system predicts one or more intervals during which interference can
be expected. The system then transitions to a fifth state 1050, in which it transmits
messages to devices of the communications system to command use of an interference
mitigation scheme appropriate to the predictable type of interference during a
predicted interval. When a predicted interval ends, the communications system
reverts to the normal channel operation state 1010, e.g., by transmitting appropriate
messages to the devices of the system to command a return to using interference
mitigation measures appropriate to normal channel operation. In the case where
multiple interference intervals are predicted, the communications system may again
transition to the fifth state 1050, applying the predictable-type interference mitigation
scheme upon commencement of a new predicted interference interval.

In the drawings and specification, there have been disclésed typical preferred
embodiments of the invention and, although specific terms are employed, they are
used in a generic and descriptive sense only and not for purposes of limitation, the

scope of the invention being set forth in the following claims.
: 14
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CLAIMS
THAT WHICH IS CLAIMED IS:
1. A method of operating a communications system, the method
comprising:

detecting interference; and
changing from a first interference mitigation scheme to a second interference
mitigation scheme if the detected interference exhibits a pattern sufficiently correlated

with predetermined pattern associated with a predetermined type of interference.

2. The method according to Claim 1, wherein changing from a first
interference mitigation scheme to a second interference mitigation scheme if the
detected interference exhibits a patfem sufficiently correlated with predetermined
pattern associated with a predetenhined type of interference comprises applying the
second interference mitigation scheme according to the predetermined pattern

associated with the predetermined type of interference.

3. The method according to Claim 2, wherein applying the second
interference mitigation scheme according to the predetermined pattern associated with
the predetermined type of interference comprises applying the second interference
mitigation scheme according to a predetermined periodicity associated with the
predetermined type of interference.

4. The method according to Claim 2, wherein applying the second
interference mitigation scheme according to the predetermined pattern associated with
the predetermined type of interference comprises:

predicting an interval of increased intérference based on the predetermined
pattern; and

performing at least one of the following:

foregoing transmission of messages during the predicted
interval;

changing coding of messages transmitted during the predicted
interval; '

foregoing transmission of messages to a selected device of the

communications system during the predicted interval; and
15
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foregoing use of a selected frequency to communicate

messages during the predicted interval.’

5. The method according to Claim 2, wherein applyilig the second
interference mitigation scheme according to the predetermined pattern associated with
the predetermined type of interference comprises:

predicting an interval of increased interference based on the predetermined

5  pattern; and

foregoing transmission of messages during ths predicted interval.

6. The method according to Claim 2, wherein applying the second
interference mitigation scheme according to the predetermined pattern associated with
the predetermined type of interference comprises: V )

predicting an interval of increased interference based on the predetermined

S  pattern; and

changing coding of messages transmitted during the predicted interval.

7. The method according to Claim 2, wherein applying the second
interference mitigation scheme according to the predetermined pattern associated with-
the predetefmined type of interference comprises:

predicting an interval of increased interference based on the predetermined

5  pattern; and ‘
foregoing transmission of messages to a selected device of the

communications system during the predicted interval.

8. The method according to Claim 2, wherein applying the second
interference mitigation scheme according to the predetermined pattern associated with
the predetermined type of interference comprises:

predicting an interval of increased interference based on the predetermined

S  pattern; and
foregoing use of a selected frequency to communicate messages during the

predicted interval.

16
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9. The method according to Claim 1, wherein changing from a first
interference mitigation scheme to a second interference mitigation scheme if the
detected interference exhibits a pattern sufficiently correlated with predetermined
pattern associated with a predetermined type of interference comprises transmitting a

5 message from a first communications device to a second communications device to

command use of the second interference mitigation scheme.

10. The method according to Claim 1, wherein changing from a first
interference tritigation scheme to a second interference mitigation scheme if the
detected interference exhibits a pattern sufficiently correlated with predetermined

pattern associated with a predetermined type of interference comprises changing at
5 least one of frequency hopping applied in the communications system, a message
coding applied in the communications system and a message transmission scheduling

applied in the communications system.

11.  The method according to Claim 1, wherein the predetermined type of
interference comprises one of a type of interference generated by a microwave

generator and a type of interference generated by a wireless communications device.

12, The method according to Claim 1, wherein the predetermined pattern

comprises a half-cycle pulse pattern associated with a microwave oven that occurs at
a power line frequency, and wherein changing from a first interference mitigation
scheme to a second interference mitigation scheme if the detected interference

5  exhibits a pattern sufficiently correlated with predetermined pattern associated with a
predetermined type of interference comprises changing from the first interference
mitigation scheme to the second interference mitigation scheme if the detected
interference exhibits a pulse pattern that occurs at a frequency sufficiently correlated
to the power line frequency.

13. A communications system, comprising:
at least one communications device operative to communicate via a
communications medium;
an interference detector that detects interference in the communications
5 medium; and |
' 17
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an interference mitigation controller, operatively associated with the at least
one communications device and responsive to the interference detector circuit, that
causes the at least one communication device to change from using a first interference
mitigation scheme to using a second interference mitigation scheme if the detected
interference exhibits a pattern sufficiently correlated with predetermined pattern

associated with a predetermined type of interference.

14.  The system according to Claim 13, wherein the interference mitigation
controller causes the communications device to apply the szc:ad interference
mitigation scheme according to the predetermined pattern associated with the

predetermined type of interference.

15. The system according to Claim 14, wherein the interference mitigation
controller causes the communications device to apply the second interference
mitigation scheme according to a predetermined periodicity associated with the

predetermined type of interference.

16. The system according to Claim 14, wherein the interference mitigation

controller predicts an interval of interference based on the predetermined pattern.

17. The system according to Claim 16, wherein the interference controller
causes the at least one communications device to forego transmission of messages

during the predicted interval.

18.  The system according to Claim 16, wherein the interference mitigation
controller causes the at least one communications device to change coding applied to

messages transmitted during the predicted interval.
19. The system according to Claim 16, wherein the interference mitigation

controller causes the at least one communications device to forego communicating

with a selected communications device during the predicted interval.

18
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20. The system according to Claim 16, wherein the interference mitigation
controller causes the at least one communications device to forego use of a selected

frequency to communicate messages during the predicted interval.

21. The system according to Claim 13, wherein the interference mitigation
controller causes a first communications device to transmit a message to a second
communications device to command use of the second interference mitigation
scheme.

22, The system according to Claim 13, wherein the interference mitigation
controller causes a change in at least one of a frequency hopping applied by the at
least one communications device, a message coding applied by the at least one
communications device and a message transmission scheduling applied by the at least
one communications device if the detected interference exhibits a pattei‘n sufficiently
correlated with predetermined pattern associated with a predetermined type of

interterence.

23. The system according to Claim 13, wherein the predetermined type of
interference comprises one of a type of interference generated by a microwave

generator and a type of interference generated by a wireless communications device.

24. The system according to Claim 13, wherein the predetermined pattern
comprises a half-cycle pulse pattern associated with a microwave oven that occurs at
a power line frequency, and wherein the interference mitigation controller causes the
at least one communications device to change from using the first interference
mitigation scheme to using the second interference mitigation scheme if the detected
interference exhibits a pulse pattern that occurs at a frequency sufficiently correlated
to the power line frequency.

25. The system according to Claim 13, wherein the at least one
communications device includes a communications circuit, and wherein at least one
of the interference detector and the interference mitigation controller are operatively

associated with the communications circuit.

19
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26. The system according to Claim 25, wherein the interference detector

circuit is responsive to the communications circuit to detect interference.

27. The system according to Claim 13:
wherein the at least one communications device comprises a plurality of
communications devices;
wherein the interference detector comprises at least one interference detector
5  circuit positioned at at least one of the plurality of communications devices; and
wherein the interference mitigation controller comprises a: 1=ast one
interference mitigation controller circuit positioned at at least one of the plurality of

communications devices.

28. A communications system, comprising:

at least one communications device operative to communicate using first and
second interference mitigation schemes;

means for detecting interference; and

5 means, responsive to the means for detecting interference, for causing the at

least one communications device to change from using the first interference
mitigation scheme to using the second interference mitigation scheme if the detected
interference exhibits a pattern sufficiently correlated with predetermined pattern

associated with a predetermined type of interference.

29. The system aécordjng to Claim 28, wherein the means for éausing the
at least one communications device to change from using the first interference
mitigation scheme to using the second interference mitigation scheme comprises
means for applying the second interference mitigation scheme according to the

5 predetermined pattern associated with the predetermined type of interference.

30. The system according to Claim 29, wherein the means for applying the
second interference mitigation scheme according to the predetermined pattern
associated with the predetermined type of interference comprises:

means for predicting an interval of increased interference based on the

5  predetermined pattern; and

means for performing at least one of the following: -
20
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foregoing transmission of messages during the predicted
interval;

changing coding of messages transmitted during the predicted
interval;

foregoing transmission of messages to a selected device of the
communications system during the predicted interval; and

foregoing use of a selected frequency to communicate
messages during the predicted interval.

3
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(57) Abstract

The invention relates to a communication system (300) having a receiver (304) that is capabile of performing targeted interference
suppression. An interference classifier (314) within the receiver (304) analyzes a signal received from a channel (306) and identifies and
classifies interference components within the signal. An interference suppressor (316) then suppresses the interference components in the
signal based on interference type. In one embodiment, the interference suppressor (316) includes a plurality of interference suppression
modules that are each optimal for suppressing certain interference types. The interference suppressor (316) selects one of the interference
suppression modules based on the type of interference present in the received signal. In another embodiment, a hybrid interference mitigation
system (10) is provided by combining targeted interference suppression, frequency hopping adaptation, and processing gain adaptation.
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1
METHOD AND APPARATUS FOR PERFORMING
TARGETED INTERFERENCE SUPPRESSION

Field of the Invention

The invention relates in general to communications systems
and, more particularly, to communications systems having

interference suppression capabilities.

Background of the Invention

Digital cellular communications systems, paging systems, land

mobile radio, and mobile battlefield communication systems are

‘called upon to operate effectively in increasihgly adverse spectral

15

20

25

BNSDOCID: <WO___ ¢

environments. Obstacles to digital mobile communications include
non-stationary co-site ihterference, ambient communication signals,
and hostile jamming interference. Typical interference levels can be
very high, especially in a tactical environment, and can often exceed
the desired signal by 60 decibels or more. Such levels overwhelm the
operational capabilities of current tactical and commercial radio '
systems. Furthermore, PCS, paging, and cellular communiéation
networks that incorporate spread-spectrum technologies, sucﬁ as
CDMA, increasingly face capacity limitation caused in part by growing
spectral clutter. Thé presence of ambient high power partialband and
narrowband signals often préc!udes frequency reuse by spread-
spectrum communication systems.

Therefore, there is a need for a method and apparatus for
reducing. the impact of undesirable spectral components in a

communications system.

9939444A1_{_>
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Brief Description of the Drawings

FIG. 1 is a high level block diagram illustrating a
communication system in accordance with one embodiment of the
present invention; |

FIG. 2 is a block diagram illustrating a communication system
in accordance with another aspect of the present invention;

FIG. 3 is a block diagram illustrating elements within the
disturbance classification unit 74 of FIG. 2;

FIG. 4 is a joint time frequency (JTF) feature pléne diagram -
illustrating inbsund communication signal interferers versus time;

FIG. 5 is a cross section of a feature plane transformation
diagram for a five FSK interference signal;

FIG. 6 is a flowchart illustrating a transformation masking
method in accordance with one embodiment bf the present invention;

FIGS 7-11 are graphs illustrating a method for performingA
preclassification fiitering in. acccrdance with one embodiment of the
present invention; ,

FIGS. 12 and 13 are cross-sections of feature plane signal
transformations illustrating the beneficial effects of using phase
domain filtering;

FIG. 14 is a spectrum diagram illustrating a method for
determining a baud rate for a binary phase shift keying (BPSK) signal
in accordance with one embodiment of the present invention;

FIG. 15 illustrates a linear array of alternating Kronecker

deltas that is used to determine a baud rate for an frequency shift
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keying (FSK) signal in accordance with one embodiment of the present
invenrtion;

FIG. 16 is a spectrum diagram illustrating a method for
determining a baud rate for an FSK signal in accordance with one
embodiment of the present invention;

FIG. 17 is a piot illustrating modal moment estimates for a data
signal corrupted by a partial band noise jammer in accordance with
one embodiment of the present invention; _

FIG. 18 is a flowchart illustrating a process for deriving modal
moment estimates in accordance with one embodiment of the present
invention; '

FIG. 19 is a spectrum diagram illustrating a number of bands
WsN for use in frequency hopping in accordance vith one embodiment
of the present invention;

FIG. 20 is a flowchart illustrating a method for performing
frequency hop masking in ‘accordance with one embodiment of the
present invention; |

FIG. 21 is a flowchart illustrating the operation of an inverse
whitening function in accordance with one embodiment of the present
invention;

 FIG. 22 is a spectrum diagram illustrating the spectrum of a
spread spectrum data signal corrupted by a PSK partial band jammeyr
122; |

FIG. 23 is a flowchart illustrating the operation of an adaptive

inverse weight interference suppression method in accordance with

one embodiment of the present invention;
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FIG. 24 is a flowchart illustrating the operation of an adaptive
excision interference suppression method in accordance with one
embodiment of the present invention;
FIG. 25 is a flowchart illustrating a cascaded interference
5 suppression procédure in accordance with one embodiment of the
present invention; and
FIGS. 26-28 are spectrum diagrams illustrating a cascaded
suppression procedure in accordance with one embodiment of the
present invention.

10
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5
Detailed Description of the Drawings

The present invention relates to a communications systefn that

is capable of reducing the impact of undesirable spectral components

5 (e.g., noise, interference, and jamming) in a receive signal. The
system includes an interference classifier for classifying each of the
undesired spectral components (if any) by interference-type and en
interference suppressor for suppressing the undesired interference
components in the 'receive signal using one or more interference

10 suppression methods that may be “targeted" to the specific type of
interference. By targeting interference suppression by interference-
type, a superior level of interference suppression performance is
achieved as compared to prior art systems that use a common
suppression method for all types of interference. In one embodiment

15 of the invention, the interference classification and suppression
functions are performed automatically.

The invention is capable of operating in real time on a short _
sample set, with power consumption that is within the capabilities
of modern digital signal processors (DSP). In addition, the invention

20 is capable of optimizing bit error rate (BER) performance givén a
variety of interferers without sacrifice of bandwidth or system
capacity and, in some cases, can improve the bit error rate (BER) of a
communications system by multiple orders of magnitude. The
invention is of relatively low complexity and can be implemented

25 using computationally efficient recognition/cancellation routines. In
one embodiment, the invention is used to provide for frequency reuse
in a situation where a spread spectrum communications system is

overlaying one or more narrowband and/or partialband systems.
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As described in more detail below, the principles of the present

invention can be, and preferably are, implemented in a spread
spectrum communications system. A spread spectrum
communications system is a system where the bandwidth of the
transmitted radio frequency signal is wider than that required by the
data rate and modulation type of the underlying information signal.
That is, a second layer of modulation is used that "spreads" the
spectrum of the modulated information signal to provide a number of
important advantages. For example, spread spectrum systems are
generally better at rejecting interference than are other types of
communications systems. In addition, spread spectrum systems can
support the use of code division multiple access (CDMA) techniques to
provide a plurality of ceparate communication channels in a given
bandwidth. Another advantage of spread spectrum techniques is that
they are conducive to signal hiding in secure communications
applications. Spread spectrum systems are also capable of high
resolution ranging. Various methods, such as direct sequence spread
spectrum (DSSS) and frequency hopping spread spectrum (FHSS), can
be used to spread the bandwidth of the transmit signal.

FIG. 1 is a high level block diagram illustrating a system 300 in
accordance with:one embodiment of the present invention. As
illustrated, the system 300 includes a transmitter 302 which
communicates with a receiver 304 through a channel 306. The
transmitter 302 receives data from a data source 308 and processes
the data to create a transmit signal that is delivered to the channel

306. The receiver 304 receives a signal from the channel (which is a

“modified form of the transmit signal) and processes the signal to
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recover the original data. The recovered data is then delivered to the
data sink 310.

The transmitter 302 includes, among other things, a
modulation/coding unit 312 that applies modulation and/or coding to
the data from the data source 308. For example, the modulation
/coding unit 312 can apply source coding, channel coding,
interleaving, and/or upconversioh to the data signal. In a spread
spectrum system, the modulation/coding unit can also apply signal
spreading to the signal using methods that are well known in the art.

The receiver 304 includes an interference classifier 314, an
interference suppressor 316, and a demodulation/ decoding unit 318.
The receiver 304 receives the signal from the channel 306 in a signal
receptor, such as an antenna. The interference classifier 314
analyzes the signal received from the channel 306 and identifies and
classifies interference components within the signal. The
interference components can be from any of a number of different
sources, such as nearby communications systems and/or hostile
entities attempting to jam transmissions from the transmitter 312.
The interference classifier 314 outputs a signal indicative of the
interference classification of each of the identified interference
components. The interference suppressor 316 receives both the
classification signal from the interference classifier 314 and the
signal received from the channel 306. The interference suppressor
316 then.se!ects one or more suppression methods that work best for
the types of interference identified and uses the selected methods to
suppress interference in the receive signal. After the interference
components have been suppressed, the receive signal is transferred to

the demodulation/decoding unit 318 to remove all modulation and/or
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8
coding from the signal. The signal is then delivered to the data sink

310.
FIG. 2 is a more detailed block diagram illustrating a spread

spectrum communications system 10 in accordance with one

5 embodiment of the present invention. As illustrated, the system 10
includes an input device 12, a transmitter. 14, a channel 16, a
receiver 18, and an output device 20. The transmitter 14 receives an
input signal from the input device 12 and processes the signal into a
form for transmission into the channel 16. The channel 16 carries

10 the signal from the transmitter 14 to the receiver 18. Receiver 18
processes the signal received from the channel to recover the original
information that was generated by the input device 12. This
recovered information is then transferred to the output device 20.

The input device 12 can include virtually any type of

15 information source. That is, the input device 12 can provide, for
example, audio information (such as speech), computer data, or video
information. In the illustrated embodiment, input device 12
comprises a microphone for converting speech into an analog
electrical signal indicative thereof.

20 The transmitter 14 includes: analog to digital (A/D) converter
22, encoder 24, multiplier 26, digitally controlied oscillator (DCO)
28, N level chip sequence generator 30, chip shaping filter 32,
frequency hopping (FH) adaptation module 34, and processing gain
adaptation module 36. A/D converter 22 is operative for digitizing

25 the analog signal from the input device. That is, the A/D converter 22
sampies the analog signal from the input device 12 and creates
digital values (i.e., samples) that are each indicative of the magnitude

of the analog signal at a particular instant in time (i.e., the sampling
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time). It should be appreciated that an A/D converter 22 is only
necessary if the input device 12 is providing analog input. The
encoder 24 receives the digital signal from the A/D converter 22 and
‘encodes it using any of a number of different digital encoding

5 methods such as, for example, differential phase shift keying (DPSK),
minimum shift keying (MSK), quaternary phase shift keying (QPSK),
and quadrature amplitude modulation (QAM). Muiltiplier. 26 receives
the encoded data signal from encoder 24 and multiplies the signal
with a radio frequency (RF) carrier signal and a pseudo noise (PN)

10 sequence to create the transmit signal that is transmitted into the
channel 16. it should be appreciated that muitiple layers of
multiplication may be performed in the multiplier 26 to achieve the
transmit signal using the three inputs.

MUltipEication by the RF carrier signal upconverts the encoded

15 data signal to an RF frequency range centered about the carrier
frequency. DCO 28 generates the RF carrier signal in response to a
digital control signal from the frequency hopping (FH) adaptation
module 34 (and/or from the processing gain adaptation module 36).
The N level chip sequence generator 30 and ‘chip shaping filter 32

20 generate the pseudo noise (PN) sequence that is used to spread the
transmit signal in frequency in a process known as direct sequence
spread spectrum (DSSS). The N level chip sequence generator 30
produces a multi-level PN sequence in a rﬁanner that is well known in
the art. The chip shaping filter 32 filters the PN sequence in a

25 manner that insures low probability of intercept/low probability of
detection (LPI/LPD). After filtering, the PN sequence exhibits a more
Gaussian time domain distribution which makes hostile detection and

parameter extraction more difficult. Further, the chip shaping filter
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32 band limits the PN sequence to the channel, which reduces
adjacent channel interference. Note that a preferred embodiment of
the invention can include frequency hopping (FH) adaptation and
processing gain (PG) adaptation in concert, exclusively, or no
adaptation. Without FH or PG adaptation, no feedback path is required.
The FH adaptation module 34 is operative for implementing

adaptive frequency hopping spread spectrum techniques in the system .
10. The FH adaptation module 34 delivers a digital signal to DCO 28
instructing it to change the center frequency of the carrier signal
based upon a frequency hopbing sequence. By periodically changing
center frequency, a number of advantages are obtained, such as
increased resistance to jamming. In the preferred embodiment, the
FH adaptation module 34 receives feedback from the receiver 18

which indicates, among other things, the type(s) and spectral

location(s) of interference that currently exists in the channel 16.

The FH adaptation module 34 can determine from the feedback signals
received from the interference suppression processor 42 that a
particular frequency hopping band is occupied by interference that is
difficult and/or impossible to overcome. The FH adaptation: module
34 can then remove that frequency band from the frequency hopping
sequence via frequency masking. When it is determined that the
frequency band is no longer in an,unéatisfactory condition, the FH
adaptation module 34 cén again enter the frequency band into the
frequency hopping sequence.  In the preferred embodiment, both the FH
adaptation module and the N level chip sequence generator 30 are

synchronized by a sync signal 35 in a manner that is well known in-

"the art.
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The processing gain adaptation module 36 is operative for
adaptively controlling the level of spreading that is. imparted to the
modulated carrier signal. In this regard, the processing gain
adaptation module 36 delivers control signais to both the N level chip
sequence generator 30 and the chip shaping filter 32 to set the level
of spreading. Like the FH adaptation module 34, the processing gain
adaptation module 36 receives feedback signais from the receiver 18
that are indicative of the type(é) and spectral location(s) of
interference presently in the channel 16. The processing gain
adaptation module 36 uses this information to determine an
appropriate processing gain for the transmit signal in light of the
identified interference. For example, if a narrow band interference
signal is detected in the channel 16, the processing gain adaptation
modbule 36 may decide to spread the modulated carrier an additional
amount to further reduce the effect of the interfering signal. On the
other hand, if little or no interference is detected in the channel 16,
the processing gain adaptation module 36 may decide to reduce the
level of processing gain (i.e., reduce spreading).

In a preferred embodiment of the pfesent invention, the channel
16 is a wireless RF link. It should be appreciated, however, that the
principles of the present.invention can be implemented in
communication systems having virtually any type of channel,
including both wired and wireless channels. As illustrated in FIG. 2,
the channel 16 includes an additive noise source 38 and a source of
interference/jamming signals 40. Additive noise source 38
represents all sources of random noise in the channel 16. That is,
additive noise source 38 includes, for example, sources of thermal

noise, atmospheric noise, galactic noise, and others. Frequency
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12
selective fading or other types of fading can also occur in the channel

16. Interference source 40 represents the sources of all man-made
interference in the channel 16. For exa’mple,Ainterference source 40
can include partial band noise jammers, spread spectrum co-channel
sources, wideband noise jammers, bauded co-site signal sources,
chirp jammers, multitone jammérs, non-bauded co-site signals, and
others. Signals from both additive noise source 38 and interference
source 40 combine with the transmit signal in the channel 16 to
produce a modified signal. The modified signal is then received by
the receiver 18.

7 The receiver 18 includes: interference suppression processor
42, co-processor moduie 44, jammer signal of interest (JSOI) memory
46, conjugate and complex multiply (CCM) unit 48, N level chip
sequence generator 50, chip shaping filter 52, fast Fourier transform
(FFT) unit 54, inverse FFT unit 56, detector 58, decoder 60, post
processor 62, digital to analog converter (DAC) 64, and performance
estimator 66. As will be described in more detail, the interference
suppression processor 42 receives the modified signal from the
channel 16 and suppresses the interference/jamming components

therein using targeted interference suppression. Co-processor

‘module 44 provides supplementalv processing power (such as, e.g., to

25

BNSDOCID: <WO.

perform complex signal arithmetic) to the interference suppression
processor 42 for increasing processing speed and thereby improving
data throughput. JSOl memory 46 stores, among other things, a
library of feature plane representations corresponding to different
jamming and interference types that may be encountered in the
channel 16. Interference suppression processor 42 uses the

information stored in the JSOI memory 46 to identify and classify
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interference components in the receive signal. As will be described
in more detail, the interference classifications are used by the
interference suppression processor 42 to determine an appropriate
form of interference suppression for the receive signal.

5 After the. interference/jamming signals in the receive signal
have been sdppressed, the interference suppression processor 42
outputs -the restored spread spectrum signal for despreading,
demodulation, and decoding. Correlation of the output signal (i.e., to
remove the pseudo noise modulation) is performed in the frequency

10 domain (although other embodiments can use time domain
correlation). The N level chip sequence generator 50 and the chip
shaping filter 52 are operative for creating the same PN sequence
that was created in the transmitter 14 by N level chip sequence
generator 30 and chip shaping fiiter 32. Operation of the N level chip

15 sequence generator 50 ‘is synchronized using sync signal 100, which
is a clock signal that is synchronized with the transmitter sync.
signal, as will be familiar to those of skill in the art. The output of
the chip shaping filter 52 is delivered to FFT unit 54 where it is
converted to a frequency domain representation. Before conversion,

20 the FFT unit 54 applies weighting to the pseudo noise sequence to
reduce FFT edge effects.

CCM 48 receives the frequency domain output signal from the
interference suppression processor 42 and the frequency domain PN
information from FFT unit 54. The CCM 48 determines the complex

25 conjugate of the data from the interference suppression processor 42
and then convolves this conjugate data with the frequency domain PN
information. For reasons that are apparent to a person of ordinary

skill in the art, a significant time uncertainty can exist between the
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PN sequence produced in the N level chip sequence generator 50 and

chip shaping filter 52 and the PN sequence used to modulate the
transmit signal in the transmitter 14. Use of frequency domain
correlation in the receiver 18, rather than time domain gorrelation,
provides significant computational savings when sample timing
uncertainty is large. The convolved signal is delivered to inverse FFT
56 to be converted from a frequency domain representation to a time
domain representation.

Detector 58 receives the time domain correlated data from the
inverse FFT 56 and detects significant correlation energy to produce
detected data. In the preferred ‘embodiment of the invention, detector
58 uses ensemble integration to perform the detection function. That
is, detector 58 combines the magnitude squared of the inverse FFT 56
output. At zero or negative signal to noise ratio (SNR) conditions,
symbols must be combined in an ensemble fashion ahd compared to a
noise based threshold. The threshold is computed and updated
dynamically during non-transmission periods in order to maintain an
apriori bit error rate (BER) relative to ambient noise. Further
processing may also be performed to adjust threshold levels during
minimal background interference conditions.

Following detection, the detected data is decoded and/or
synthesized in decoder 60 to produce reconstructed data. Decoder 60
can perform adjustments to the multilevel code timing or phase in
order to maximize the correlation peak of the signal. In this manner,
the multi-symbol buffering nature of the detection proéess
compliments blockwise, processor based frequency tuning offset
correction methods, further improving correlation resuits. Decoder

60 produces in-phase and quadrature values from the detected data
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which are used to compute an instantaneous phase angle. The
instantaneous phase angle is dealiased in the decoder 60 and decoding
is performed via symbol based integration in order to produce the
reconstructed data. The reconstructed data is then passed to the post
processor 62 where operations such as adaptive post filtering
enhancement or frequency de-emphasis may be performed, producing
conditioned, reconstructed data. The conditioned reconstructed data
is delivered to the DAC 64 where it is converted to an analog signal
for output to output device 20. _

Performance estimator 66 receives the reconstructed data from
the decoder 60 and analyzes the data to calculate one or more
performance metrics. These performance metrics are then
transferred back to the interference suppression processor 42 for use
in fine tuning the interference suppression function. In a preferred
embodimént, signal to noise ratio (SNR), bit error rate (BER), and
spectral diétortion (SD) are used as performance metrics, although
other metrics may also be used.

As described above, the interference suppression processor 42
is used to determine the type of interference that is present in the
receive signal and to perform interference suppression on the signal
based on the types of interference identified. The interference
suppression processor 42 delivers signals back to the FH adaptation
moduie 34 and the processing gain adaptation module 36 in the
transmitter that are indicative of interference type and spectral
location. Interference suppression processor 42 includes: frequency
hopping tuner 68, FFT unit 70, signal memory 72, disturbance
classification unit 74, jammer parameter extraction unit 76, and

targeted interference suppression unit 78. Frequency hopping tuner
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68 receives the receive signal and processes the signal based on the

known frequency hopping sequence of the transmitter 14. Frequency'
hopping tuner 68 also receives sync signal 100 to aid in signal
processing. Frequency hopping tuner 68 outputs a time domain data
signal that includes both desired information from the transmitter 14
and noise/interference/jamming signals from the channel 16. In an
alternate embodiment, frequency hopping is not performed in the
transmit unit 14 or the receive unit 18 and the FH tuner 68 and the FH
adaptation module 34 are not required.

The output signai from the frequency hopping tuner 68 is
weighted (to minimize FFT- edge effects) and processed in FFT unit 70
to convert it to a frequency domain representation. The frequency
domain representation is then stored in the signal memory 72 for
later use. Disturbance classification unit 74 receives both the
frequency domain information from FFT uﬁit 70 and the time domain
information from the frequency hopping tuner 68 and uses the
information to identify and classify the interference/jamming
components in the input receive signal. Classification information
from the disturbance classification unit 74 is then delivered to the
jammer parameter extraction unit 76 which determines parameters
describing the interference/jamming cdmponents based upon the
classifications. That is, the parameter extraction method (i.e., the
types of parameters that are extracted and the method of calculating‘
them) that is used in the jammer parameter extraction unit 76
depends on the type of interference identified. By tailoring the
parameter extraction method to the type of interference, the jammer

parameter extraction unit 76 is able to determine signal
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characteristics that are specific to the interference (e.g., baud rate,
bandwidth, deviation, etc.).
The targeted interference suppression unit 78 includes a library

of software moduies that are each capable of suppressing or removing

undesired interference components from a subject signal. Each of the

modules in'the targeted interference suppression unit 78 works best
with a particila type or class of interference/jamming. For
example, one module may be best at suppressing spread spectrum co-
channel signals while another is best at suppréssing the effects of
frequency selective fading. The targeted interference suppression
unit 78 receives the classification output signal from the disturbance
classification unit 74 and the parameter signals from the jammer
parametér extraction unit 76 and uses this information to determine
which module is best for suppressing the interference in the receive
signal. f more than one type of interference is present in the receive
signal, the targeted interference suppression unit 78 may choose
more than one module to process the signal. After appropriate
modules have been chosen by the targeted interference suppression
unit 78, the unit 78 retrieves the frequency domain and/or time
domain receive signal information from the signal memory 72 and
processes it using the appropriate modules. After processing,
targeted interference suppression unit 78 outputs a frequency domain
spread spectrum signal having suppressed interference. This signal
is processed in the remainder of the receiver unit 18, as described
above, to produce a data signal which is delivered to output device 20.
As is apparent from the above description, the system 10
illustrated in FIG. 2 provides a hybrid system for interference

mitigation. That is, three distinct mitigation subsystems (targeted
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interference suppression, FH adaptation and processing gain

adaptation) are implemented to handle virtually any type of
interference that can occur. The interference suppression processor
42 provides a receiver based pre-processor function for the removal
of undesired jamming signals, effectively optimizing bit error rate
performance without the sacrifice of bandwidth or system capacity.
The interference suppression processor 42 targets narrow band and
partial band jammers such as partial band noise jammers, spread
spectrum co-channel signals, bauded co-site and ambient signals,
chirp jammers, multitone jammers, and non-bauded co-site and
ambient signals. The FH adaptation module 34 provides a
supplementary means of interference mitigation via interference
masking and/or randomization of signal errors. Processing gain
adaptation module 36 provides additional anti-jam protection by
means of chip rate adjustment. Chip rate adjustments are especially
effective in the presence of wideband jammer or co-channel spread
spectrum interference that cannot be canceled or suppressed via
other methods. In applications where size, weight, power, and
bandwidth limitations are important, such as handheld or manpack
systems, the FH adaptation and processing gain adaptation
components of the system 10 can be omitted. Such an omission
removes the need for the FH adaptation module 34; the processing
gain adaptation module 36, the feedback channel from the
interference suppression processor 42, the frequency hopping tuner
68, and the digitally controlied oscillator 28 (which can be replaced
by a single frequency oscillator).

The disturbance classification unit 74 processes the time

and/or frequency domain receive signal data to produce a maximum
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likelihood estimate of the disturbance class superset and/or subset
classes. Class supersets can include narrow band, partial band and
wideband classes. Class subsets, on the other hand, can include
single tone, multi-tone, swept tone, bauded communication signal,
non-bauded communication signal, partial band noise, or wideband
noise. Interference may also be classified by modulation type, such
as, for example, FS€X, NRZ-ASK, and BPSK modulation. The disturbance
classification unit 74 can utilize any of a number of techniques to
recognize jammer and/or interference signals. For example, the
disturbance classification unit 74 can employ tree based
classification, multi-layer perceptron classification. (MLP), or other
methods of classification.

FIZ. 3 is a block diagram illustrating the disturbance
classification unit 74 in one embodiment of the present invention. As
illustrated, the disturbance classification unit 74 includes a feature
extraction unit 80 and a classifier 92. The feature extraction unit 80
receives time domain and/or frequency domain representations of the
receive signal and processes this data to derive certain features and
parameters that are uhique to the interference/jamming components
within the_ receive signal. These features and parameters are then
delivered to the classifier 92 for use in classifying the interference
and jamming components. In the illustrated embodiment, the feature
extraction unit 80 includes: super class recognition unit 82, adaptive
super class masking unit 84, subclass feature extraction unit 86,
subclass interference suppression unit 88, and subclass parameter
extraction unit 90. Superclass recognition unit 82 is operative for
deriving parameters that are useful in classifying the

interference/jamming components according to superclass. The
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superclass masking unit 84 is operative for signal separation, for
example, to separate FSK, ASK and PSK signals. The subclass feature
extraction unit 86 performs feature plane transformations on the
receive signal to aid in the classification of interference/jamming
components based on subclass. Subclass interference suppression
unit 88 is operative for SNR improvement for the isolated signal.

Subclass parameter extraction unit 90 determines subclass

~ parameters from the input data based on the features identified by

the subclass feature extraction unit 86.

The classifier 92 receives the features and parameters
determined in the feature extraction unit 80 and uses them to
classify the interference/jamming components in the receive signal.
To expedite the classification process and facilitate real-time
operation, a separate co-processor module 44 can be utilized by the
classifier 92 and block 80. As part of the classification process, the
classifier 92 compares features and parameters determined by the
feature extraction unit 80 to those of known interference/jamming
types that are stored in the JSOI merﬁory 46. Use of a JSOI memory
46 allows new interference types to be added to the system in a quick
and efficient manner in contrast to prior art methods that are fixed,
"hard wired" implementations. In one embodiment of the invention, a
content addressable memory (CAM) is utilized to both store the known
interference types and to perform the required comparisons. As is
well known in the art, a CAM is capable of comparing an input signal
to the contents of a plurality of memory' locations simuitaneouély.
The CAM then outputs a signal indicating all memory locations that
include the input signal. The classifier 92 outputs a signal that is

indicative of the type of interference in the receive signal. Such
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classification can include, but is not limited to, the following bauded

and unbauded signals of interest:

Amplitude Modulation
5 , PAM (Puise Amplitude Modulation)

ASK (Amplitude Shift Keying)

Phase Modulation
M-ary PSK (Phase Shift Keying)

10 ‘ Offset M-ary PSK
PPM (Pulse Position Modulation)

Frequency Modulation
M-ary FSK (Frequency Shift Keying)
15 MSK (Minimum Shift Keying)
FDM/FM (Frequency Division Multiplexing/

Frequency Modulation) (non-bauded)

Amplitude/Phase Modulation (AM/PM)
20 : M-QAM (Quadrature Amplitude Modulation)

In one embodiment of the present invention, the superclass and
subclass feature extraction and interference suppre'ssion functions
are combined into a single unit and all recognition functions are
25 performed by the disturbance classification unit 74.
In the preferred embodiment of the invention, the feature
extraction unit 80 performs an efficient data analysis using circa 50

data transitions. For extremely low baud rates, feature extraction
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unit 80 also performs a feature accumulation function whereby
features of contiguous signal sources are saved until sufficient data
transitions have been accumulated for identification. In a preferred
embodiment of the invention, a general-purpose set of classification
5 parameters are computed by feature extraction unit 80.
Classification parameters are computed in the feature extraction unit
80 using at least one of a plurality of feature plane transformations.
In one embodiment, the feature plane transformations are computed
from a joint time-frequency (JTF) matrix H of order n,m where n
10 represents a contiguous time index and m represents a contiguous
spectral index.
FIG. 4 illustrates a JTF feature plane showing three discrete
interference components versus time. The first component 102
- corresponds to an FSK signal, the second component 103 corresponds
15 to an non return to zero (NRZ)-ASK signal, and the third component
104 corresponds to a PSK signal.. JTF matrix H quantifies the
information in the JTF graph. The JTF matrix can be represented as

follows:

[ R(0,0)  A(1,0) AQ20)....... A(m—10) ]
h(0,1)
h
H = (0,2) Eq. 1
_h{O,n =1) . . h(m—1,n—-1)]

The feature plane transformations are .performed by using the JTF

25 matrix H to compute a plurality of transformation matrices. The
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following are some transformation matrices, TN, that may be used in

this regard (although other similar transformations can also be used):
5 Transformation Matrix 1

[a(0) a(02) a(0,3) a(0om—1)
0 a(1,2) a(l,3) a{lm—1)

T1=/ 0 0 a3 a@m-1) Eq. 2
L 0 ;z(m—z,m—l)_
10 where
2’, h{l, i) h (J, i) - ( 2;; h(l, i) (g h(J, i) /n
a(l,) =
15
[ (Z h(J’i)Z'(i hJ, i) )*/n )(g h(l, i) 2 -
( il h(l, i) )2/n ) ]1:2

20 : Eq. 3

25
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Transformation Matrix 2
'5(0,1) 5(0,2) b5(03) bOn—1) ]
0 512 b13) bd,n-1)
T2=| ¢ 0 523 b2,n-1 Eq. 4
|0 b(n—-2,n—-1) ]
5
10
where
gh@t>wnn-(2hml»
i=l i=0
m—1
15 (X, h(i, J)) /m
i=0
b(1,J) =
[ (X 06 d)2- (X i 9)3m (X hi
i= =0 i=0

0 - (3 hi 1) p/im) e

25

Eq. 5

Transformation Matrix 3

T3 = [pss pz;.ps----"--pmq]s where p, = max h(k,i)> __i

BNSDOCID: <WO. 93944441 1 >
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Transformation Matrix 4

T4 =0 ___ __ o+ where_, = mean h(k,)> __i
Eq. 7
5
Transformation Matrix 5
T 40,00 d10) d2.0)..... dm-10) ]
d(0,1)
d(0 '
T5 = (02) Eq. 8
do.n-1) . ) d(m—1,n-1) |
10
where d(l,ld) = +1, h(,lJ)® > c*P,.,
d(l,J) = 0, otherwise
15 Transformation Matrix 6
=0 __ __ ______ .+ where_ , = mean d(k,n) _n
Eq. 9
20

Transformation Matrix 7

In addition to the transformation matrices set out above,
computationally efficient signal mapping methods are used in
25 accordance with the present invention toc generate unique stationary
patterns in order to supplement classification, while eliminating
carrier frequency offset errors. Since the exact carrier frequency is

undetermined before the mapping procedure, a balanced multiplication
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is used in order to cancel the carrier components. Representing the
input in-phase and quadrature signal samples as x(i) and y(i), and the
transformation in-phase and quadrature samples as px(i) and py(i),

the transformation is as follows:

y(i+__y)x()] + x(i+_)[x0) + y()] Eq. 10
x(i+)x0-y()] + y(i+__y+ x()] Eq. 11

px(j)
py(i)

where:

delay, in samples
1toN
1to N - _

i=
ji=

For PSK signal formats, the desired delay t is equal to the bit
period. By up samplfﬁg to achieve a 10 to 1 oversampling, a close
approximation to the desired delay can be obtained. Projection of the
histogrammed polar space defined by the above transformation to a
Cartesian space S gives the following transformation matrix which
defines the unique signal signature, where L and Q are arbitrary
integer constants corresponding to magnitude (L) and phase (Q)

dimensions.

T S(00)  S3,0) S@0).... S(O-10)
S(0,1)
02
T7 = §(02) Eq. 12
s,L-1) . . S(Q-1,L-1) ]
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T7 projections provide additional feature transformation data,

as shown in Equations 13 and 14 below.

Transformation Matrix 8

T8 = [____T__:_“_______Q~1___;wngre_k = mean S(k,l) _1
Eq. 13

Transformation Matrix 9

T9 = - — s+ _where_, = mean S(q.,k) __gq

For FSK signal formats, the desired delay t is not necessarily

equal to the bit period. The pattern is not stationary as in the PSK

. case where the pattern peaks remain relatively fixed in the phase

20

25

BNSDOCID: <WO

coordinate dimension. The changing characteristic of the pattern
structure for FSK formats can be used to distinguish signal formats
that have phase siopes versus fixed phase states during the bit
periods. This characteristic is made part of the signal descriptive
vector and used to identify FSK formats. For pattern structures that
change, phase derivative processing is used to derive a second signal
pattern.

In order to obtain the optimum delay for a PSK signal, a baud
rate estimate is employed. A delay of approximately one haif bit, as

estimated by the pre-filter process spectrum width determination, is

993044441 | >
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used. The actual baud rate is determined by performing a spectrum

analysis of the transform output. From this baud rate, the proper one
bit delay time can be determined. Methods for baud rate calculation
are discussed below.

FIG. 5 illustrates a cross-section of a typical feature plane
signal transformation for a five FSK interference signal, obtained
using equations 10, 11, 12, and 13.ebove. It should be appreciated
that the full feature plane transformation is a three dimensional
representation and the two dimensional cross-section of FIG. 5 is
presented for ease of illustration. Feature plane transformations,
such as the one in FIG. 5, de-emphasize the random components of the
signal and emphasize the invariant features, supporting accurate
classification of signal type by producing a unique signal signature.
Note that the transformation includes five distinct frequency modes
that aid in identification of interference type. A plurality of feature
plane transformations representing different interference types can
be stored in the JSOI memory 46 for comparison with
transformations derived from receive signals to classify interference
components in the receive signals.

Since the signal processing required to perform the signal
transformations includes non-linear processing, it is desirable to
implement as much signal to noise ratio (SNR) improvement ahead of
the signal processing as possible. In one embodiment of the
invention, SNR improvement is performed before non-linear
processing in the H transform domain, as well as after non-linear
processing in the TN transform domain. It is highly desirable that the
SNR improvement not distort the signal features that produce the

pattern for signal recognition. Furthermore, it is desirable to
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separate co-existent signals in order to minimize feature aliasing.

Two methods of SNR processing that can be employed are

preclassification filtering and phase domain filtering. In the

preferred embodiment of the present invention, both methods are
used.

FIG. 6 is a flowchart illustrating a superclass classification
and masking method to perform preclassification filtering in
accordance with one embodiment of the present invention. Prior to
the operations performed by FIG. 6, it is assumed that the H matrix
and transformations T1 through T9 have been computed. Superclass
classification begins with Select Min T1 260, which searches the
array to produce the smallest correlation. Next, orthogonal 262
decision compares the value produced by Select Min T1 to an apriori
negative constant to determine if a significant negative correlation
is present. If so, decision block 264 examines T5 for detection. If
detection is positive nonzero, Mask SCO 266 then determines signal
bandwidth from T1 indices n and m, which represent the signal extent
for Super Class O. As a further step, class SCO may be confirmed by
comparing the peak power from columns n and m for consistency.
Finally, Mask SCO 266 filters the SCO signal by zeroing the identified
band, and stores the mask location to memory. Following
consideration of all T1 (i.e., all SC0), the Superclass Classification
continues with Select T6 SS 270, which examines the T6
transformation for near steady state (SS) values by comparison
against an apriori constant. For SS T6, the maximum signal energy is
determined from Find Max T4, which coarsely locates the center

frequency ‘of the candidate signal, producing a peak index. Next,

‘decision block 274 examines T5 for detection. |f detection is
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positive nonzero, Orthogonal Proximity 276 compares T1
(corresponding to the index from Find Max T4 and proximity indices)
against a second apriori negative constant to determine if significant
negative correlation is present. If so, then Mask SC1 determines the
5 bandwidth of the signal bounded by the contiguous defected SS values
about the max T4 index, and filters the SC1 signal by zeroing the
identified band, and stores the SC1 mask location to memory. |f
significant negative correlation is not present, then Mask SC2 280
determines the bandwidth of the signal and filters the SC2 signal by
10 zeroing the identified band, and stores the SC2 mask location to
memory. Next, if all distinct steady state regions have been
considered (i.e., all candidate signals within the analysis band), then
all Té SS 282 branches to Enad. In this discussion SCO represents an
FSK signal superclass, SC1 refers to bauded signal superclasses (e.g.,
15 PSK), and SC2 représenté non-bauded continuous wave (CW) signals.
The masking and classification process of FIG. 6 serves as
preliminary signal separation and recognition prior to sub-class
parameter extraction and final classification.
After signal separation and supérclass classification, the
20 following sub-class parameters may be computed, although others

may also be appropriate:

Dynamic Range,
Amplitude Modes,
25 Amplitudes RMS,
Discriminator Deviation,

Phase Modes,

2283525

Discriminator Mean,
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7 Qutlier to Mean Ratio, 3(1M
8 Outlier to RMS Ratio, R
9 Baud Rate, BR
10 Superclass, SC
11 Frequency Bandwidth, BW
12 Frequency Modes, v

13 Frequency Center, K .

Transformations T7, T8, and T9 may be used to compute mode
information by tabulation of peak information, for exampfe, using
derivatives of filtered transformations. Alternatively, the modes
may be determined in a similar fashion using filtered histograms of
dealiased phase information, magnitude information, or discrimiiator
output. Discriminator output also provides signal bandwidths and
center frequencies. The above-described features provide sufficient
information for classification into muitiple signal types including,
but not limited to: CW, FSK, MPSK, QPSK, MASK, and FM Unbauded. It

should be appreciafed that preclassification filtering can be used to

- perform functions other than signal separation.

20

25

BNSDOCID: <WO.

_ In one embodiment of the present invention, preclassification
filtering is performed by isolating the narrow band interference
signal of interest, estimating the bandwidth of the signal of interest,
and prefiltering the signal of interest before classification functions
are invoked. FIGS. 7-11 illustrate this method. First, as illustrated
in FIG. 7, the sigha! of interest is converted into a frequency domain
representation using a frequency transformation, such as a discrete
Fourier transform (DFT) or a fast Fourier transform (FFT). The

spectrum illustrated in FIG. 7 represents an MSK signal. The

9938444A1_|_>

132



10

15

20

25

BNSDOCID: <WO__

WO 99/39444 PCT/US99/00013
32

frequency coefficients found using the frequency transformation are
converted to power spectrum and smoothed by a moving average
filter, or similar device, to achieve the smooth spectrum illustrated
in FIG. 8. The smooth spectrum is histogrammed, as illustrated in
FIG. 9, to determine the noise floor level of the interference signal of
interest (i.e., the peak of the histogram). Using the peak spectrum
location from the histogram as the location of the signal noise floor
96, the signal bandwidth at the noise power level is measured as
illustrated in FIG. 10 producing bandwidth 98. This width is
corrected to a null-to-null bandwidth by assuming the signal
spectrum shape as sin(x)/x and utilizing the peak SNR reference to
determine where on the sin(x)/x curve the width was measured. FIG.
11 illustrates the spectrum of the MSK signal after the prefiltering
operation.

As described previously, phase domain filtering is another
technique that can be used to improve SNR before nonlinear
processing.. Phase domain filtering involves filtering the de-aliased
phase components of the signal of interest using a moving average
filter although other filter embodiments can also be hsed. The
moving average filter that is used should possess sufficient
bandwidth to prevent distortion of the signals of interest. In one
embodiment of the present invention, a three point moving average
filter was found to possess sufficient bandwidth. The following
equation describes one embodiment of a discrete time averaging

filter that may be used to perform phase domain filtering:
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y(n )_(M 1)”gjx(n m)

The moving average filter is_ preferably applied repeatedly to the
signal of interest. Phase domain filtering has been found to be
effective on FSK, MSK, and PSK signals. Use with other types of
signals is also possible. '

FIGS. 12 and 13 are cross-sections of feature plane signal
transformations illustrating the beneficial effects of using phase
domain filtering. FIG. 12 illustrates the T7 transform projection that
is obtained using a five tone FSK signal at 1 dB SNR (after spectral
excision interference suppression, as will be described shortly).
Such a transform should display five distinct feature peaks. As
illustrated in FIG. 12, these peaks are not present with enough signal
power to discern the presence of the five tone FSK signal. FIG. 13
illustrates the feature plane transform for the same signal after
phase domain filtering is applied. Note that the five distinct
frequency peaks are clearly visible. As can be appreciated, use of the
transformation illustrated in FIG. 13 significantly enhances the
likelihood of proper signal classification. The phase domain filtering
has effectively increased the SNR of the transform information by
approximately 6 to 7 dB. Classification and baud rate procedures can
then be used to process the improved transform. In order to ovércome
the noise enhancement effects introduced by derivative computation,
phase domain filtering may be performed prior to application of the

discriminator.
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As described previously, the baud rate of the interference

signal of interest can be one of the extracted features that is
delivered to the classifier 92 for use in classifying the signal of
interest. In accordance with the present invention, methods are
provided for determining the signal baud rate of the interfering signal
of interest based on the modulation method of the signal of interest.
That is, first it is necessary to determine the type of modulation
being used (e.g., frequency modulation or phase modulation) and then a
baud rate determination method is chosen based on modulation type.
If an interfering signal of interest is found to have phase modulation,
baud rates are determined by analyzing the frequency content of the
T7 feature space of the signal of interest represented by equations
10 and 11. That is, first a T7 feature space transformation is found
for the signal of interest and then the feature transformation is
converted to a frequency domain representation using, for example, an
FFT. The frequency domain representation is then analyzed to isolate
a rate line corresponding to the baud rate. Even without prefiitering,
a rate line can be detected at low SNRs (i.e., 0db and below) using this

method. FIG. 14 is a graph illustrating the spectrum of the T7 feature

'space of a BPSK signal at 0dB SNR. Note that the rate line 94,

corresponding to 250 kHz, is clearly visible in FIG. 14 and may be
readily extracted by a simple search algorithm.

For frequency modulation (FM) signals, a rate line may be
established by observing ‘the transitions in the T7 space. The
transitions are used to generate a linear array of alternating
Kronecker deltas as illustrated in FIG. 15 in connection with a five

tone FSK signal. A frequency transformation of the transition
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sequence produces a frequency spectrum (see FIG. 16) that clearly
indicates the desired baud rate line 95.

As described previously, the targeted interference suppression
unit 78 includes a plurality of interference suppression modules that
can be used to suppress interference/jamming components within the
receive signal. In accordance with the present invention, a plurality
of interference suppljession techniques are provided that can be
implemented as modules within the targeted interference suppression
unit 78. These techniques are (1) the inverse whitening function
technique, (2) the adaptive inverse weight technique, and (3) the
adaptive excision technique. In addition to these interference
suppression techniques, as described previously, the system 10 also
provides frequency hopping adaptation and processing gain adaptation
functionality to help it adapt to hostile spectral environments. The
above techni.ques will now be described.

In a preferred embodiment of the invention, first and second
order statistics of the receive signal spectrum are derived prior to
application of interference mitigation methods. That is, non-
arithmetic modal moment estimates are used to describe different
“modes" in the spectrum. Each mode corresponds to a single

component in the receive signal including the fundemental

- communication signal and interference components. Modal moment

estimates avoid jammer induced power bias that can arise when using
arithmetic estimates. Modal moment estimates also allow muitimode
spectra to be accurately described and ultimately suppressed. Modal
mode estimates are also tolerant of wide dynamic range fluctuations.
FIG. 17 is a plot illustrating typical modal moment estimates

for a data signal corrupted by a partial band noise jammer. The x axis

BNSDOCID: <WO _8839444A1 | >

136



WO 99/39444 PCT/US99/00013
36
-of the plot represents the spectral magnitude of the receive signal.
The y axis of the plot represents the frequency with which the
receive signal achieved a particular magnitude. That is, the y axis is
related to the number of samples in the input data that are within a
5 particular magnitude range. As such, the plot represents a magnitude
distribution for the frequency domain representation of the signal.
As shown in FIG. 17, two modes are apparent from the plot. The first
mode corresponds to the fundamental data signal (i.e., the desired
information from the transmitter). The second mode corresponds to
10 the partial band noise jammer. In accordance with one embodiment of
the present invention, these two modes are described using modal
estimates p and o, wherein p is the mean magnitude and o is the

magnitude standard deviation of the modc. An adaptive limit a can

also be determined from the plot to describe a limitation point for
15 the first mode. In a preferred embodiment of the present invention,

the adaptive limit o for the fundamental data signal is equal to ko+y,

where k is a constant.
FIG. 18 is a flowchart illustrating a process for deriving the
modal moment estimates from the receive signal. A signal is first
20 received from the channel (step 130). The receive signal is
transformed to a frequency domain representation using a frequency
transformation, such as an FFT (step 132). Magnitudes of the
frequency transformed signal are then computed (step 134) and a
modal envelope is developed (step 136). The modal envelope is then
25 filtered (step 138) and a derivative is taken to aid in the detection of
modes within the envelope (step 140). For example, the derivative
will equal zero at the peaks of the modal envelope. Once the modes

are identified, the mean magnitude u of each mode is located (step
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142). A standard deviation ¢ is then measured for each mode (step

144). When modal moment estimates for each of the modes have been
computed, an adaptive limit o is calculated (steps 146 and 148). The
modal estimates are then stored for use in interference suppression
(step 150).

As described above, in one embodiment of the present invention

the adaptive limit a is calculated as the sum of (1) the mean
magnitude of the fundamental data signal u,, and (2) the product of a
constant k and the magnitude standard deviation o, of the

fundamental data signal. In one embodiment of the invention, the
constant k can be changed based on various factors, such as the type
of interference that is present. For example, the constant k can be
changed based on an estimate of relative jammer signal strength and
bandwidth in order to obtain near optimum bit error rate performance.

Before discussing interference suppression methods, an
expanded description of FH and processing gain adaptation will be
made. FIG. 19 is a spectrum diagram illustrating a number of bands
WsN for use in frequency hopping. Although only four bands are
shown, it should be appreciated that N can be virtually any number
depending on the application. The bands WsN all occur within a
communication system bandwidth Wi. As illustrated, each band WsN
includes an interference signal. That is, band Ws1 includes a
frequency selective fade 110, band Ws2 includes a partial band noise
jammer 112, band Ws3 includes multiple tone jammers 114, and band
Ws4 includes bauded interference 116. As described above, the

frequency hop adaptation module 34 will sequence through a

- predetermined hop sequence during normal operation, wherein the
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frequency of operation of the system 10 will alternate among bands
WsN. In accordance with one aspect of the present invention, a
particular band can be removed from the frequency hop rotation based
on the interference content within the band. For example, the system
10 can detérmine that effective communications cannot be carried
out in band Ws2, due to the presence of the relatively powerful noise
jammer 112, and Ws2 is removed from the frequency hcpping
sequence.

FIG. 20 is a flowchart illustrating one method for performing
frequenéy hop masking. First, the transmitter 14 hops to the next
frequency band in the hop sequence (step 152). The transmitter 14
then transmits a signal.into the channel 16 within the new frequency
band (step 154). For example, the transmittei 14 may transmit a
spread spectrum signal within band Ws2 illustrated in FIG. 19. The
signal is received from the channel 16 by the receiver 18 and is
processed to determine interference classification (step 156). Modal

estimates p and o are then determined for each of the modes

identified (step 158). The modal estimates are then used to
determine estimates for interference power and interference
bandwidth for each of the identified modes (steps 160 and 162).
Next, the signal is classified (step 163). An estimate of the bit error
rate that will be achieved by demodulating and decoding the receive
signal without interference suppression is calculated using the
estimated power and bandwidth information and the classification
information (step 164). The estimated bit error rate is then

compared to a maximum tolerable bit error rate BER,,,, (step 166). If

max

the BER does not exceed the maximum tolerable bit error rate, the

system 10 hops to the next frequency band and the process is

BNSDOCID: <WO. 9930444A1 1 >

139



WO 99/39444 PCT/US99/00013
v 39
repeated. If the BER exceeds the maximum tolerable BER, the present
- hop band WsN is masked from the hop sequence so that it is no longer
used by the frequency hopping adaptation module 34 (until the
interference condition changes) (step 170) and the system 10 then
5 hops to the next frequency band.

The procedure outlined in the flowchart of FIG. 20 can also be
used for processing gain adaptation. That is, instead of changing the
hop sequence in step 170, the processing gain parameters determined
by the processing gain adaptation module 36 can be changed based on

10 the identiﬁed_ interference signais. In general, new processing gain
parameters will be chosen to minimize the effect of the identified
interference. The decision on whether to use frequency hopping
adaptation or processing gain adaptation will depend on both the type
or classification, spectral location, and level of the interference

15 i.dentiﬁed by the disturbance classification unit 74 and the jammer
parameter extraction unit 76 and the desired performance goals of
the system 10. Circumstances may exist, for example, when both
frequency hopping adaptation and the processing gain adaptation are
performed. |

20 In a preferred embodiment, the above-described FH/processing
gain adaptation procedure is performed every time a receive signal is
received from the channel 16. Alternatively, as will be described
shortly, the procedure will only be performed if the selected
interference suppression method does not achieve desirable results.

25 In such an embodiment, the interference modules will access an
FH/processing gain adaptation module if a predetermined performance

goal (such as a predetermined BER) is not achieved. A description of
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the interference suppression methods of the present invention is now
made.
5 INVERSE WHITENING FUNCTION

The inverse whitening function suppression method makes use
of the fact that direct sequence spread spectrum data transmissions
- generally have a spectrum similar to that of band limited white noise.
10 Based on this fact, perturbations in the channel serve to color or
distort the spectral characteristic of the channel from this white
noise model. The inverse whitening function removes this - distortion
from the white noisé model. FIG. 21 is a flowchart illustrating the
operaiion of the inverse whitening function in one embodiment of the
15 present invention. A signal is first received from the channel 16
(step 174). An estimate of the spectral envelope of all interfering
signals within the receive signal is then obtained (step 176). In order
to insure that the underlying phase information is undisturbed, an all-
poie spectral envelope estimate is required. In one embodiment of
20 the present invention, the following ali-pole spectral model is

implemented:

H(Z)= ——F— Eq.15

1+Zazz"“

k=1

25
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Where a, represents the prediction coefficients for an nth order
model. The prediction coefficients may exemplify the periodic state
estimate that is obtained by an adaptation processor using, for
example, classic auto-correlation and durbin recursion.

After the spectral envelope is estimated, the receive signal is
inverse filtered using the inverse of the spectral enveiope to remove
the interference compgnents (step 178). In one embodiment of the
invention, the inverse whitening filter is represented by the

following equation:

¥(n) = x(n)+ k% a(k)x(n—k) Eq.16

After whitening, the whitened spectrum is delivered to the CCM 48 to
initiate despreading and demodulation as described above (step 180).
The inverse whitening procedure is then repeated for the next receive
signal.

If the signal having the whitened spectrum still results in a
relatively high BER, the system may want to perform FH or processing
gain adaptation. In this regard, the following steps are also
performed. Using the time domain residual signal and the receive
signal, interference power estimates are calculated (step 184). The
power estimates and interferehce classifiction are used to estimate
the BER that will be achieved (step 186). If the estimated BER
exceeds a maximum BER, then frequency hop adaptation or processing
gain adaptation can be performed as described above (step 188). BER

estimates can also be computed using the modal approach of Fig. 20.
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In an alternate embodiment, the inverse whitening approach is
applied in the frequency domain. The interfering signal is located
using modal estimates and subsequenct noise floor characterization.
The location of the interfering signal, the bandwidth of the signal,
and the classification of the signal are used to apply an inverse filter
envelope obtained from an apriori family of such envelopes. FIG. 22 is
a spectrum diagram illustrating the spectrum of a spread spectrum
data signal 120 corrupted by a PSK partial band jammer 122. In
accordance with the invention, estimates are made of the spectral
envelope of the PSK jammer 122 and an inverse matched filter
estimate is derived (not shown). As illustrated in FIG. 22, the
bandwidth (BW) and the center frequency (fo) of the jammer 122 are
esﬁmated, and an inver.se sin{x)/x matched filter response (not
shown) is generated. The receive signal is applied to the inverse
matched filter to obtain the whitened output spectrum with no
reduction in system throughput. The inverse whitening function
interference suppression method can be used to suppress a wide range
of narrowband and partialband interference types, including tones,
communication signals, and jammers. In addition, the inverse
whitening function method is capable of improving bit error rate
performance at high interference power level to signal power level
ratios. The inverse whitening function method can also be used to
remove the damaging effecis of frequency selective fading from -the

received signal.

ADAPTIVE INVERSE WEIGHT
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In the adaptive inverse weight interference suppression method,

the modal moment estimates are used to selectively target all
spectral outliers that exceed the adaptive modal limit «. As
described earlier, the adaptive modal limit can be calculated as u+ko.
Only those signals that exceed this limit are affected by the anti-jam
suppression. For example, with reference to FIG. 17, only those
points to the right of adeptive limit o on the graph are affected by
the interference suppression method. 'An inverse weight o is applied
to each of these samples that, in one embodiment;’ is inversely
proportional to the observed deviation from a (i.e., inversely
proportional to mag(sample) - a). In one embodiment of the

invention, the weights @ are determined by the following equation:

w=a/[a+(5—a)’"} - Eq.17

where m is an integer.

The adaptive inverse weight method can also be applied to
proximivty samples surrounding each spectral outlier sample, thereby
further improving performance by enhancing the attenuation of the
interference envelope. That is, an inverse weighting can be applied to
+/- n samples on either side of each sample that exceeds the adaptive
limit a. The adaptive inverse weight interference suppression
method is effective for reducing the BER for signals containing a
myriad of different interference types, inclucﬁng intentional hostile
jammers, and bauded and non-bauded interference. Also, the adaptive
inverse weight method is effective at very high jammer power to

signal power ratios.
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FIG. 23 is a flowchart illustrating the operation of the adaptive

inverse weight interference suppression method. First, a signal is
received from the channel 16 in the receiver 18 (step 194). The
signal is then frequency transformed to achieve a frequency domain
representation and modal estimates pn,c are computed for each of the
identified modes (step 196). Next, an adaptive limit a is calculated
using the modal estimates of the fundamental data signal (step 198).
Each of the samples from the frequency domain information is then
compared to the adaptive limit o (step 200). If the magnitude of a
spectrum sample is greater than the adaptive limit, an inverse weight
filter is applied to that sample (and optionally to proximity samples)
as described above (steps 202 and 204). When all of the samples have
been processed, the filtered signal is delivered to the CCM 48 to
initiate despreading and demodulation (steps 206 and 208).
Processing is then initiated for the next received signal.

- To determine whether to perform FH or processing gain
adaptation, interference power is estimated using the received signal
and the adaptive limited data (step 212). The BER is estimated (step
214) and, if the BER fs greater than a maximum value, frequency
hopping or processing gain adaptation is performed (step 216).

-Using the adaptive inverse weight interference suppression
method, improved signal fidelity is obtained without sacrificing
throughput. In general, the interference is suppressed without

significant distortion of the underlying spread spectrum data.

ADAPTIVE EXCISION
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In the adaptive excision method, the modal moment estimates
are used to locate and characterize the interference signal
components. An estimate of jammer signal bandwidth is then used to
excise (i.e., remove) a portion of the signal spectrum from the receive
signal, including both interferer and signal. Unlike the adaptive
inverse weight method, the adaptive' excision method removes a
portion of the spread spectrur signal spectrum from below the
adaptive limit «. Consequently, the adaptive excision method does
not achieve the bit error rate reductions that the adaptive inverse
weight method is capable of. However, the adaptive excision method
is simpler to implement than the adaptive inverse weight method.

In one embodimeht, a filter response modeling an ideal notch
filter is used to reriove the portion of the spectrum occupied by the
interfering signal or signals. Other filter configurations, such as
sinusoidal rolioff functions, can alternatively be used to minimize
adverse affects during reverse frequency transformation caused by
sharp spectral edges. As with the other methods, the adaptive
excision method improves signal fidelity without sacrificing
bandwidth.

FIG. 24 is a flowchart illustrating one embodiment of the
adaptive excision interference suppression method. A signal is first
received from the channel 16 (step 220) and the signal is processed

to compute the modal estimates p, o (step 222). The adaptive limit o

is then calculated using the modal estimates for the fundamental
data signal (step 224). The frequency domain signal samples are then

each compared to the adaptive limit o (step 225). If the magnitude of
a sample is greater than o, a notch like filter response is applied to

the sample (steps 226 and 228). Once all of the frequency domain
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samples have been processed, the frequency domain information is
delivered to the CCM 48 td initiate despreading and demodulation of
the data (step 230 and 232). As with the other methods, processing
is also performed to determine whether frequency hop or processing
gain adaptation is to be performed (steps 234-240).

As described previously, each of the above described
interference suppression methods can be implemented in the targeted
interference suppression unit 78. In addition, other interference
suppression methods, such as prior art methods, can be implemented
in the targeted interference suppression unit 78. The unit 78 will
determine which method to use based upon the type or types of
interference detected in the disturbance classification unit 74 and
the jammer parameter extraction unit 76. It should be appreciated
that it is also possible to cascade suppression methods in accordance
with the present invention. That is, two or more suppression methods
can be implemented in the targeted interference suppression unit 78
if it is determined that this is the best way to mitigate interference.
FIG. 25 is a fiowchart illustrating one such cascaded interference
suppression procedure. The signal is received from the channel 16 in
the receiver 18 (step 240). An adaptive inverse weight method is
applied to the receive signal to remove one type of detected
interference from thé signal (step 242). An inverse whitening
function is then applied to the receive signal to remove another type
of interference from the signal (step 244). After the cascaded
processing is complete, the restored signal is delivered to the CCM 48
to initiate despreading and demodulation (step 246). Processing of

the next received. signal is then initiated.
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FIGS 26-28 are spectrum diagrams illustrating a cascaded
suppression procedure. FIG. 26 represents a received signal after
being transformed to a frequency domain representation. As
illustrated, the received signal includes both narrow band jammers
250 and frequency selective fading 252. Adaptive inverse weighting
is first applied to remove the narrow band jammers 250 and the
spectrum of FIG. 27 results. An inverse whitening function is then
applied to the signal to remove the frequency selective fading 252

and the spectrum of FIG. 28 resuits. Virtually any combination of

. interference suppression methods can be implemented in the targeted

interference suppression unit 78 in accordance with the present
invention.

The principles of the present invention can be used in a wide
range of applications, such as commercial paging, commercial
cellular and PCS, spread spectrum wireless LAN, satellite
uplink/crosslink/downlink, small unit operations, digital battlefield,
code division muitiple access (CDMA), and others. In one embodiment,
the invention is implemented in full duplex, handheld communicators
in a mobile communications system.- In another embodiment, the
invention is used in a spread spectrum PCS system which is overlaid
on existing commercial/military narrowband systems to provide
simultaneous frequency reuse. In a further embodiment, the invention
is used in a spread spectrum digital paging system which is overlaid
on existing commercial/military narrowband systems. Other
applications are ailso possible.

It should be appreciated that the interference suppressor 316 of
the present invention can be used without the interference classifier

314. That is, criteria other than precise interference type can be
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used to determine which of the interference suppression methods
within the interference suppressor 316 should be used to perform

suppression.
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CLAIMS

What is claimed is:

1. A receiver unit for use in a communications system trTat
is operative in a predetermined frequency band, comprising:

a signal receptor for receiving a signal from a communications
channel;

an interference classifier for classifying an interference
component within said signal, wherein said interference classifier
classifies said interference component according to a plurality of
interference types; and

an interference suppi;essor for suppressing said interference

component in said signal based on interference type.

2. A receiver unit, as claimed in claim 1, wherein said
interference suppreséor includes:

a plurality of interference suppression modules for use in
suppressing interference in said signal, wherein said plurality of
interference suppression modules are each optimized for use with
predetermined interference types; and

means for selecting at least one of said interference

suppression modules based on interference type.

3. A receiver unit, as claimed in claim 1, wherein:
said interference classifier includes means for determining at

least one feature parameter transformation for said interference
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- component, wherein said means for determining at least one feature

10

15

20
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parameter transformation includes means for receiving input in-
phase signal samples x(i) and quadrature signal samples y(i) and for

processing the samples according to the following transformation

equations:
mrw px() = y(i+___yX-x()] + x(+_)[x@) + y()]
py()) = x(i+)[x)-y()] + y(i+___yX + x(i)]
where _px(j) and py(j) are the in-phase and quadrature

transformations, respectively;
=1toN-__

= delay, in samples;i =1 to N; and j

4. A receiver unit, as claimed in claim 1, further comprising:

a performance estirriator for determining at least one
performance metric relating to the performance of said
communications system and feedback means for delivering said at
least one performance metric to said interference suppressor for use

in fine tuning the interference suppressor.
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5. A method for reducing interference components in a
received signal in a communications system, comprising the steps- of:
receiving a signal from a channel;
classifying at least one interference component in said signal
according to interference type; and
performing interference suppréssion on said signal to reduce
the level of said interference component within said signal, said
performing step including selecting an interference suppression
method from a plurality of interference suppression methods based on

interference type.

6. The method, as claimed in claim 5, wherein:
said plurality of interfereiice suppression methods includes an
adaptive excision method including the following steps:
' obtaining a frequency domain representation of said

signal;

determining a frequency location of said interference
component witﬁ respect to said frequency domain
representation; and

removing a portion of said ffequency domain

representation of said signal based on said frequency location

of said interference component.

7. The method, as claimed in claim 5, wherein:
said plurality of interference suppression methods includes an
inverse weight method including the following steps:
obtaining a frequency domain representation of said

signal;
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determining portions of said frequency domain

representation that exceed a limit value; and

reducing said portions in magnitude using an inverse

weighting function.

8. The method, as claimed in claim 5, wherein:
saigd plurality of interference suppression methods includes an

inverse whitening method including the following steps:

obtaining a frequency domain representation of said

10 signal;
determining a spectral envelope of said interference
component using said frequency domain representation;
generating an inverse envelope function using said

spectral envelope; and

15 applying said inverse envelope function to said frequency

domain representation of said signal to reduce said interference

component in said signal.
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9. A communications system having hybrid interference
mitigation, said system comprising:
means for receiving a signal from a channel;
means for classifying at least one interference component

5 within said signal according to interference type;

means for suppressing said at least one interference component
within said signal based on the interference type of said at least one
component; and

adaptation means including at least one of the foliowing:

10 means for performing frequency hopping adaptation by
updating a frequency hopping sequence in response to said
means for classifying; and

means for performing piocessing gain adaptation by
updating the processing gain of a transmit signal in response to

15 said means for classifying.

10. The communications system, as claimed in claim 9,
wherein: |
said adaptation means is enabled when an output signal of said
20 means for suppressing fails to achieve a predetermined performance

goal.

BNSDOCID: <WO 9039444A1_1_>

154



PCT/US99/00013

WO 99/39444

1/ 14

YUONIN 105 . 08
e | _ | / _
Cop _ |
| YOV | NOTLIN90O3Y | 1
SSYT) - NOTLYOTIISSYT) e NOOOIY 1 1
e S5VQ-gis| ssino-ng | svio-ar EJ 8idlS | SSv19 ”E__w “
TR .| H o6 88 9 78 %
40853004400 e k
Yy $,
9l
9NI00930 |
/NOTLYINGOR0 |
_ F————
% ALIISSVT) 2 | ONTA0) | 308N0S
41 St 43141 I ! [
| 4 PNITMAIN [T ] PINVHD T 1 /ozLvnaon [ viva
| we I g0¢ | ag b gpp
\ S S r..;l.».....!.._
- 20¢

BNSDOCID: <WO. ____9830444A1_1 >

155



PCT/US99/00013

WO 99/39444

2/ 14

— —— — — — — — — —— —— — — — — — — — — — ——

. — — — tn— — — — t—" {—

w3143An09 | [H0SS3008d _ .
0z va 1 Lsod _ d ‘9lId
lllllllll ¥97 29’/ |
. . | o Zl
(05 ‘43@ “4Ns) 8l
4OLYATLS3 4300030 <] ¥0193130
o IR0 34 T Tl _
" ] _ r - "-"-1-—-- A
TEIRIE 4OLVYINT _ _
LN x31dn0d) [TT33 anv Y3LYIANOD
ONV 3L¥9AN0D [ 1 LHoTI Q__,_H%zm szwwmm m_s | ae _ 2 T _
P, J _

b #G 77 T _ sw”m%oz _ _
e _ wse—top “ AT000N3 "
| <8l | | 92 A _
| [VoISS3ddns TR )

INNIIHIINT A|x_=_§__ - X 090  fery!
N ETEET e ! |
Ll 2L’ ~0/ _ 0f
| ~_, 9 Il I N doLveN | ||
NOILOVYLXT 24 11 [l SYINAVF | ] ONIGVHS [y JONIND3S |
S eyt NOLLYOLIISSYTD | '} /3oN 33 HaINT zel_dm | Lao aaann| |
Lo - - — — e — 4] A o¢ |
T ﬂ o 1 95N 149 _
44 | '~ TN | |
ASONIH 105 TNGON_ || 9l | S NOTLYLdvay { |
9”7 vy L = +, A
S PR AU LA 4 - .w. - ;mr -

11>

(o]

BNSDOCID: <W

156



WO 99/39444 PCT/US99/00013

3714

FREQUENCY

\ | FIG. 5

MAGNITUDE

FREQUENCY WODES

—-20.0—_
0_— FIG. 7
MAGNITUDE i
(dB) ’
—20.0-:
—40.0-
—60-0 lilll!llllll|i[’|lllf['llfl]‘lll]lill'ﬁil
-10.00 -5.00 0 5.00 10.00
FREQUENCY(MHZ)

157



WO 99/39444 PCT/US99/00013
4/ 14

SELECT MIN T1 }-260

ORTHOGONAL

FIG. 6

268
s

YES

SELECT T6 SS |»27o

¥
FIND MAX T4 |—27z

280
MASK SC2 ]

S 278
MASK SC1 |

282

NO

ALL T6 SS
?

BNSDOCID: <WO, 9939444A1_1_>

158



WO 99/39444 PCT/US99/00013

57 14
"] FIG. 8
-10.0
MAGNITUDE I
(B) -20.0
-30.0-
~40.0 e e ,
-10.00 -5.00 0 5.00  10.00
FREQUENCY(MHz)
10.0
5'00 F I G L ] 9
0 p—_
=5.00 4T
~25.0 -20.0 -15.0 -10.0 -5.0 O
MAGNITUDE LEVEL(dB)
" FIG. 10
~10.0
' ] a6
MAGNITUDE —20.0- N —’
(4B) ] 98
~30.0-
—'40_0 | T T T T T T T T T T T 1 T T 1
-2.00 -1.00 0 1.00 2.00
FREQUENCY(MHz)

159



WO 99/39444 PCT/US99/00013

6/ 14
0-
~10.0-
] . FIG. 11
MAGNITUDE ]
(8)  -20.0-
~30.0o
—40.0 T S RARRARAR SARMARRAN l
-20.0  -10.0 0 10.0 20.0
FREQUENCY(MHz)

MAGNITUDE

FREQUENCY MODES

FIG. 13

A
MACNITUDE /\/\/\/\/\

FREQUENCY MODES

BNSDOCID: <WQ___ 9935444A1_|_>

160

Yy



PCT/US99/06013

WO 99/39444

7/ 14

0°001/S37dNYS
00'¢ 0§°l 00°l 006" 100
beesa v oo by oo a v g by v v g by e g OO.—I
- . ‘ £00° |
| -00°l
¢1 "91d | W
~00'C
(TH M) AONIND 3
000°01 000°8 000°9 000+ 000°¢ 000°
—LIL._..._...—...__..__..P.__b__l._. __OOOQ.
005" 0NLINOVA
vi 914 :
v6 [

000¢"

v

_i>

_9939444A1

BNSDOCID: <WO

161



WO 99/39444 ‘ PCT/US99/00013
8§/ 14

FIG. 16

MAGNITUDE

.000 .500 1.000 1.500 2.000

1000+
- 900
800
700

17

—

600
FREQUENCY
500

400
300
200
100

0 L8 k4 .l 3 KN 1] .:::::::-‘\ 1 §
0! ol 01 200" 30! 40 I 50 1 60!
50 5 0 5 1045 20 5550 (40 500 o 00 s

MAGNITUDE
A1
FIG. 19 116
. 12
1 f2 £3 f4
MAGNITUDEI ’)’0 |
A N
‘—Ws1—-‘4—W32—-L———-Ws3—>L——Ws4—-—>
Wt
FREQUENCY ——

BNSDOCID: <WO______ 9635444A1_ >

162



WO 99/39444 PCT/US99/00013
9/ 14

RECEIVE SIGNAL  |~150
T !
FREQUENCY TRANSFORM  |~132
v
COMPUTE MAGNITUDE |13+
— ,
COMPUTE_NODAL ENVELOPE _}~136
Y
FILTER MODAL ENVELOPE  |-138
v
COMPUTE DERIVATIVE  |~740
LOCATE MODAL 0; 142
* .
DETERMINE MODAL uj = |-144
| 146
>
YES
COMPUTE ADAPTIVE LIMIT |-148
¥
STORE I-150
|

BNSDOCID: <WO, 8939444A1_1_>

163



WO 99/39444 PCT/US99/00013

10 / 14

HOP TO NEXT FREQUENCY r152
IN HOP SEQUENCE i

y

TRANSMIT SIGNAL INTO 154
CHANNEL FROM TRANSMITTER

RECEIVE SIGNAL FROM '—-156
CHANNEL IN RECEIVER

v
COMPUTE_ MODAL ESTIMATES J”S 8

K; 0;, FOR INTERFERENCE
SIGNAL OF INTEREST

v _
ESTIMATE INTERFERENCE l«-fGO

POWER USING MODAL
ESTIMATES

T .
ESTIMATE INTERFERENCE r 162

BANDWIDTH USING
MODAL ESTIMATES

v

CLASSIFY INTERFERENCE l" 163

|

ESTIMATE BER USING
ESTIMATED POWER AND
BANDWIDTH AND CLASSIFICATION

166
BERBERy

CHANGE HOP SEQUENCE TO '
O R

164

FIG. 20

164

BNSDOCID: <WO____ 8930444A1 | >



WO 99/39444 PCT/US99/00013

11 / 14
(" START )
RECEIVE SIGNAL FROM t—174
CHANNEL
| v
FIG. 21 OBTAIN ESTIMATE OF I»??b‘
SPECTRAL ENVELOPE
)
APPLY INVERSE FILTERING }~178
TO SIGNAL
' ¥
ESTIMATE INTERFERENCE 184 [ OUTPUT WHLTENED SPECTRUM }~180
POWER USING RECEIVE 70 CCM FOR DESPREADING
SIGNAL AND TIME [
DOMAIN RESIDUAL DATA
v
ESTIMATE BER |-186
!
PERFORM FREQUENCY HOP 188
AND PROCESSING GAIN
ADAPTATION
MAGN A ¢ 7
AGNITUDE 1224
|
a 120
o { /
s s WAV
|
0

FREQUENCY
— ¥ |

165



WO 99/39444 - PCT/US99/00013
12 / 14

RECEIVE SIGNAL FROM CHANNEtI‘"94

AND_COMPUTE MODAL
ESTIMATES 4,0

_ Y
DETERMINE ADAPTIVE LIMIT al"’93

_y__
COMPARE FREQUENCY DOMAIN
SAMPLES TO ADAPTIVE LIMIT |—200

202
<
YES

APPLY INVERSE WEIGHT I"2 04

DELIVER PROCESSED SIGNAL TO 208
CCM FOR DESPREADING

ESTIMATE INTERFERENCE POWER I' 212

PERFORM FREQUENCY TRANSF ORM}
196

USING RECEIVE SIGNAL
AND ADAPTIVE LIMITED DATA

v
ESTIMATE BER |—214

TF BEROBERy, r 216

PERFORM FREQUENCY HOP OR
PROCESSING GAIN ADAPTATION

FIG. 23

BNSDOCID: <WO. 9930444A1_| >

166



WO 99/39444 PCT/US99/00013

13 / 14
START

RECEIVE SIGNAL 220

AND_COMPUTE MODAL
ESTINATES /;, O

¥
DETERMINE ADAPTIVE LIMIT al"224

I
PERFORM FREQUENCY TRANSFORM
222

SAMPLES T0 ADAPTIVE LIMIT

@

APPLY NOTCH-LIKE FILTER TO 223

0

DELIVER PROCESSED SIGNAL TO 232
CCM FOR DESPREADING

ESTIMATE INTERFERENCE POWER Ifz 36

COMPARE FREQUENCY DOMAIN I’_ 225

USING RECEIVE SIGNAL
AND ADAPTIVE LIMITED DATA

!
ESTIMATE BER |-238

! _
T BER>BERy,y, r 240

PERFORM FREQUENCY HOP OR
PROCESSING GAIN ADAPTATION

FIG. 24

BNSDOCID: <WO 9039444A1_]_>

167



WO 99/39444 PCT/US99/00013

14 / 14

RECEIVE SIGNAL 240

v

ADAPTIVE INVERSE WEIGHT |'242

Y

INVERSE WHITENING FUNCTION |-244

y
DELIVER PROCESSED SIGNAL TO

CCM FOR DESPREADING |"245

FIG. 25
MAGNITUDE
A | 250
250 o 250
250 |
2/52 l/ 252 FIG. 26
MAGNITUDE V \ » FREQUENCY
A
FIG. 27
AvA VA A\ » FREQUENCY
MAGNITUDE »
A

FIC. 28

\ > FREQUENCY

BNSDOCID: <WO_  9938444A1_1 >

168



INTERNATIONAL SEARCH REPORT

inte. nationai Application No

PCT/US 99/00013

A. CLASSIFICATION OF SUBJECT MATTER

IPC 6 HO4Bl/12 H04L1/12

According to International Patent Classification {IPC) or to both national classification and IPC

8. FIELDS SEARCHED

IPC 6 HO4B

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consuited during the international search (name of data base and, where practical, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category * | Citation of document, with indication, where appropriate. of the relevant passages

Relevant to cltaim No.

g October 1997
see abstract

see page 2, line 16 - page 3,

X EP 0 453 213 A (MARCONI GEC LTD) 1
23 October 1991
A see the whole document 2-7
X IEEE TRANSACTIONS ON SIGNAL PROCESSING, 1
vol. 43, no. 11, 30 November 1995, pages
2776-2782, XP002101462
A 2-6
see page 2776, line 1 - page 2780, line 2
see figure 1
A WO 97 37457 A (ADICOM WIRELESS INC) 9,10

Tine 27

D Further documents ara listad in the continuation of box C.

E Patent family members are listed in annex.

® Spacial categoties of cited documents :

“A" documant defining the general state of the art which is not
considered to be of particular relevance

"E" earier document but published on or after the international
tiling date

“L* document which may throw doubts on prierity ciaim(s} or
which is cited to establish the pubtication date of another
citation or other special reascn (as specified)

Q" document referring to an oral disclosure, use, axhibition or
other means

"P" dacument published prior to the intermnational filing date but
later than the priority date claimed

"T" later document pubiished after the intemational filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

“X" document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to
involve an inventive step when the document is taken alone

“Y" document of particular ; the claimed |
cannot be considered to involve an inventive step whan the
document is combinad with one or more other such docu-

ri a's{.w.:h combination being obvious to a person skilled

in

"&" document member of the same patent family

Date of the actual compistion of the international search

29 April 1999

Date of mailing of the international search report

27/05/1999

Name and mailing address of the ISA
European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk
1 Tel. (+31-70) 340-2040, Tx. 31 651 epo ni,
Fax: (+31-70) 340-3016

Authorized officer

Lindhardt, U

Fomn PCT/ISA/210 (sacond sheet) (July 1992)

BNSDOCID: <WQ 993G444A1_|_>

169




INTERNATIONAL SEARCH REPORT

inte. .1ational Application No

on patent tamily : PCT/US 99/00013
Patent document Publication Patent family Publication

cited in search report date member(s) date
EP 0453213 A 23-10-1991 AU 643265 B 11-11-1993
’ AU 7502691 A 24-10-1991
GB 2243271 A,B 23-10-1991
JP 8107367 A 23-04-1996
Us 5278870 A 11-01-1994
WO 9737457 A 09-10-1997 us 5745480 A 28-04-1998
AU 2547197 A 22-10-1997
EP 0888674 A 07-01-1999

Fom PCTASA210 (patent family annax} {July 1992)

- BNSDOCID: <WO,

0930444A1_| >

170




Electronic Acknowledgement Receipt

EFS ID: 6474240
Application Number: 12132757
International Application Number:
Confirmation Number: 8369

Title of Invention:

WIRELESS COMMUNICATION SYSTEM COMPENSATING FOR INTERFERENCE
AND RELATED METHODS

First Named Inventor/Applicant Name:

David CHAUNCEY

Customer Number:

74701

Filer:

Christopher F. Regan/joellen murphy

Filer Authorized By:

Christopher F. Regan

Attorney Docket Number: RF-448 (50676)
Receipt Date: 18-NOV-2009
Filing Date: 04-JUN-2008
Time Stamp: 08:50:11

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document s . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
129581
1 50676idsisr.pdf yes 3
035b2210aeaff14705d04c560e7e34f3aa7 1
1908

171




Multipart Description/PDF files in .zip description
Document Description Start End
Transmittal Letter 1 2
Information Disclosure Statement (IDS) Filed (SB/08) 3 3
Warnings:
Information:
1821612
2 Foreign Reference wo00173956.pdf no 37
5¢70b892ff3669841ac03f6d21682918c599)
Warnings:
Information:
2607555
3 Foreign Reference w09939444.pdf no 71
e0c115135fbc6bd 1dd85¢4d337b19182ea4]
fd4c3
Warnings:
Information:
Total Files Size (in bytes):l 4558748

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

172




Case No.__RF-448 (50676)

EFILED
COMMISSIONER FOR PATENTS

In re Application of: CHAUNCEY ET AL.

Serial No.: 12/132,757

Filed: 06/04/2008

Confirmation No.: 8369

For: WIRELESS COMMUNICATION SYSTEM COMPENSATING

FOR INTERFERENCE AND RELATED METHODS
Sir:

Transmitted herewith is an INFORMATION DISCLOSURE STATEMENT in the
above-identified application.

1. [X] This IDS is submitted under 37 C.F.R. § 1.97. No fee is required.

2 [ 1 Therequisite fee of $180.00 is being paid by EFS web.

3. [ 1 ThisIDS is submitted under 37 C.F.R. § 1.97 (c) and (e). No fee is required.
4 [ 1 This IDS is submitted under 37 C.F.R. § 1.97 (d) and (e). Authorization is

given to charge Deposit Account 08-0870 in the amount of $180.00 to cover
e processing fee.

5. [ X] The Commissioner is hereby authorized to charge or credit any discrepancies
in fee amounts to Deposit Account No. 08-0870.

Date: _ November 17, 2009 /CHRISTOPHER F. REGAN/

Christopher F. Regan
Reg. No. 34,906

Customer No.: 74701
Telephone: (407) 841-2330
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:
CHAUNCEY ET AL.

Atty. Docket No.:
RF-448 (50676)

Serial No. 12/132,757
Art Unit: 2611
Filing Date: 06/04/2008

Examiner:
MOHAMMAD H. GHAYOUR

Confirmation No. 8369

For: WIRELESS COMMUNICATION SYSTEM
COMPENSATING FOR INTERFERENCE AND
RELATED METHODS
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CITATION UNDER 37 CFR § 1.97

EFILED
Commissioner of Patents

Sir:

Attached is Form PTO-1449A listing references for
consideration in the examination of the above-identified
application. 1In accordance with current USPTO procedures published
05AUG2003, in 1276 OG 55, copies of the U.S. patent documents cited
in the form PTO-1449A are not attached. The undersigned would be
happy to provide copies of these references if requested. Copies
of non-U.S. patent literature, if any, are attached. It is
requested that this reference be considered by the Examiner and
officially made of record in accordance with the provisions of 37

CFR & 1.97 and Section 609 of the MPEP.

Respectfully submitted,

/CHRISTOPHER F. REGAN/
Christopher F. Regan
Reg. No. 34,906

Telephone: (407) 841-2330 Customer No.: 74701
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CONFIRMATION NO. 8369
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SUITE 1401

ORLANDO, FL 32801

Title:WIRELESS COMMUNICATION SYSTEM COMPENSATING FOR INTERFERENCE AND RELATED
METHODS

Publication No.US-2009-0304095-A1
Publication Date:12/10/2009

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth
in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTQO's Office of
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382,
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of
Public Records, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and the

dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to
publication, such status information is confidential and may only be obtained by applicant using the private side of
PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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Application No. Applicant(s)

12/132,757 CHAUNCEY ET AL.
Office Action Summary Examiner AriUnit

ZEWDU KASSA 2611

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 04 June 2008.
2a)[] This action is FINAL. 2b)[] This action is non-final.
3)[1 An election was made by the applicant in response to a restriction requirement set forth during the interview on
__ ;therestriction requirement and election have been incorporated into this action.
4[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 218.

Disposition of Claims

5)X Claim(s) 1-20 is/are pending in the application.

5a) Of the above claim(s) ___ is/are withdrawn from consideration.
6)[J Claim(s) is/are allowed.
7)IX Claim(s) 1-20 is/are rejected.
8)[] Claim(s) ____is/are objected to.
9)[] Claim(s) ____ are subject to restriction and/or election requirement.

Application Papers

10)[] The specification is objected to by the Examiner.
11)[] The drawing(s) filed on is/are: a)[[] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
12)[T] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

13)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)J Al b)[JSome * ¢)[] None of:
1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No. ____
3. Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) EI Notice of References Cited (PTO-892) 4) |:| Interview Summary (PTO-413)
2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. __
3) [X] Information Disclosure Statement(s) (PTO/SB/08) 5) [ Notice of Informal Patent Application
Paper No(s)/Mail Date 11/18/2009,06/04/2008. 6) D Other:
U.S. Patent and Trademark Office
PTOL-326 (Rev. 03-11) Office Action Summary Part of Paper No./Mail Date 20110928
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Application/Control Number: 12/132,757 Page 2
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DETAILED ACTION
Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

1. Claims 1 and 4-11 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Aboba (US 2009/0124205) in view of Belogolovy (US

2008/0299932).

2. As perclaim 1, Aboba teaches a wireless communication system
comprising: first and second wireless communications devices
communicating with one another via a wireless communications link
(Aboba, Fig. 1 item 12 14) having at least one settable link characteristic
(Aboba, Fig. 4 item 401, Para [0034] “The communication device 12 ...
includes ... Fig. 4", Para [0008] "... having an adaption selected based on
the characterization of the interference signal"); said first controller for
detecting received interference (Aboba, Fig. 4 item 401 450 “interference
mitigation”), determining a type of the received interference from among a

plurality of interference types comprising wideband interference and
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narrowband interference (Aboba, Para [0030] “... determination is made as

to whether the interference signal is categorized as narrowband ... Para

[0031] ... If not narrowband ... then a wideband interference signal is

further categorized ..."), and setting the at least one settable link

characteristic to compensate for the received interference based upon the

interference type (Aboba, Para [0008] "... having an adaption selected

based on the characterization of the interference signal").

While Aboba teaches said first and second wireless communications
devices comprising respective first and second wireless transceivers and
respective first and second controllers coupled thereto (Aboba, Fig. 1
item 12 14Fig. 4 item 401, Para [0034] “"The communication device 12

.. includes ... Fig. 4", Aboba does not explicitly mention the transceivers
are an orthogonal frequency-division multiplexing (OFDM) wireless
transceivers. However, it is obvious and well known in the art the Aboba
wireless transceivers adapts the IEEE 802.11 standard (Aboba, Para
[0001]-[0002]) which implements an OFDM. Thus, it would have been
obvious to one having ordinary skill in the art at the time of the
invention Aboba teaches the instant limitation based on the known

standard (see Belogolovy US 2008/0299932 Para [0052]).
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3. As per claim 2, Aboba in view of Belogolovy teaches the wireless
communication system according to claim 1 wherein the

plurality of interference types further comprises self interference (Aboba,
Para [0005] "... collide on the same frequencies ...”, Para [0006] " ...

interference from a transmission of nearby node (i.e. collision)”).

4. As per claim 3, Aboba in view of Belogolovy teaches the wireless
communication system according to claim 1 wherein said first controller
detects the received interference (Aboba, Fig. 4 item 401 450) based upon
a comparison of a current received signal to at least one prior received
signal (Aboba, Para [0043] “comparison” — wherein the current received

signal compared to a previously received or stored signal).

5. As per claim 4, Aboba in view of Belogolovy teaches the wireless
communication system according to claim 1 wherein said first controller

repeats the detecting, determining, and setting (Aboba, Fig. 2 item 102).

6. As per claim 5, Aboba in view of Belogolovy teaches the wireless
communication system according to claim 1 wherein the at least one
settable link characteristic comprises at least one receive processing

characteristic (Aboba, Fig. 1 item 12 14).
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7. As per claim 6, Aboba in view of Belogolovy teaches the wireless
communication system according to claim 1 wherein the at least one
settable link characteristic comprises at least one transmit processing
characteristic (Aboba, Fig. 1 item 12 14); and wherein said first controller
cooperates with said second controller to set the at least one transmit

processing characteristic (Aboba, Para [0053]).

8. As per claim 7, Aboba in view of Belogolovy teaches the wireless
communication system according to claim 1 (see claim 1). Aboba in view
of Belogolovy does not explicitly teach wherein said first controller
generates an interference map of the received interference onto OFDM
cells. However, Aboba in view of Belogolovy teaches wherein said the first
controller detects an interference, determines an interference type and
compensate adaptively based on the interference type in an OFDM
communication environment (Aboba, Para [0008] "... having an adaption
selected based on the characterization of the interference signal”, Para
[0001]-[0002] "802.11"). Thus, it would have been obvious to one having
ordinary skill in the art the adaptive system of Aboba in view of Belogolovy
performs mapping of the interference adaptively and apply settable link

based on the mapping in an OFDM communication environment or OFDM
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cell (Aboba, Para [0008] "... having an adaption selected based on the
characterization of the interference signal”, Para [0001]-[0002] "802.11",
Para [0030] ... determination is made as to whether the interference signal
is categorized as narrowband ... Para [0031] ... If not narrowband ... then a

wideband interference signal is further categorized ...").

9. As per claim 8, Aboba in view of Belogolovy teaches the wireless
communication system according to claim 7 wherein said first controller
sets the at least one settable link characteristic based upon the interference
map (Aboba, Para [0008] "... having an adaption selected based on the
characterization of the interference signal", Para [0030] “... determination is
made as to whether the interference signal is categorized as narrowband ...
Para [0031] ... If not narrowband ... then a wideband interference signal is

further categorized ...").

10. As per claim 9, Aboba in view of Belogolovy teaches the wireless
communication system according to claim 1 wherein said first controller
determines the interference type based upon at least one of fade
characteristics, noise characteristics, and path characteristics (Aboba, Para

[0039] "... signal to noise ratio (SNR) ...").
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11. As per claim 10, Aboba in view of Belogolovy teaches the wireless
communication system according to claim 1 wherein the at least one
settable link characteristic comprises at least one of transmission power,
frequency diversity, time diversity, modulation, forward error correction
(FEC), channel bandwidth, and adaptive filtering (Aboba, Para [0030] "...

FEC ...”, Para [0031] ... transmit power ...”).

12. As per claims 11-20 are similarly analyzed as claims 1-10.

Conclusion
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to ZEWDU KASSA whose telephone number is (571)270-
5253. The examiner can normally be reached on Monday - Friday (7:30 - 5:00).
If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, David Payne can be reached on 571 272 3024. The fax phone number for

the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

zk

/Zewdu Kassa/
Examiner, Art Unit 2611
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(wideband with interference)).clm. and  {jUSPAT; 15:22
(@ad< "20080604" or USOCR;
@prad<"20080604") and (inter$7 near2 {FPRS; EPO;
interference) JPO;
DERWENT;
IBM_TDB
S8 1125695 i(( interference)).clm. and (( US-PGPUB; §OR ON 2011/09/29
interference)).ab. and (@ad< "20080604" §USPAT; 15:24
or @prad<"20080604") USOCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB
39 667 (( interference)).clm. and (( US-PGPUB; §OR ON 2011/09/29
interference)).ab. and (@ad< "20080604" {USPAT; 15:26
or @prad<"20080604") and (narrowband §USOCR;
or (narrow adj band)) and (wideband) FPRS; EPO;
JPO;
DERWENT;
IBM_TDB
S10 {271 (( interference)).clm. and (( US-PGPUB; #OR ON 2011/09/29
interference)).ab. and (@ad< "20080604" {USPAT; 15:27
or @prad<"20080604") and USOCR,;
((narrowband or (narrow adj band)) FPRS; EPO;
same (wideband) same interference) JPO;
DERWENT;
IBM_TDB
S11 {122 (( interference)).cim. and (( US-PGPUB; {OR ON 2011/09/29
interference)).ab. and (@ad< "20080604" {USPAT; 15:28
or @prad<"20080604") and USOCR;
((narrowband or (narrow adj band)) FPRS; EPO;
same (wideband) same interference) and {{JPO;
(narrowband or (narrow adj band)).cim. {DERWENT;
IBM_TDB
S12 82 (( interference)).clm. and (( US-PGPUB; §OR ON 2011/09/29
interference)).ab. and (@ad<"20080604" {USPAT; 15:28
or @prad<"20080604") and USOCR;
((narrowband or (narrow adj band)) FPRS; EPO;
same (wideband) same interference) and {$JPO;
(narrowband or (narrow adj band)).cim. {{DERWENT;
and (wideband).cim. IBM_TDB
S13 {130 (( (narrowband or (narrow adj band)) US-PGPUB; §OR ON 2011/09/29
adj2 interference)) and ((wideband adj2 {USPAT; 15:41
interference)) and (@ad<"20080604" or {USOCR,;
@prad<"20080604") FPRS; EPO;
JPO;
DERWENT;
IBM_TDB
S14 1188 (( (narrowband or (narrow adj band)) US-PGPUB; §OR ON 2011/09/29
adj2 interference)) and ((wideband or USPAT; 15:51
broadband) adj2 interference) and USOCR;
(@ad< "20080604" or FPRS; EPO;
@prad< "20080604") JPO;
DERWENT;
IBM_TDB
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S15 {152 ((narrowband near4 interference) and US-PGPUB; §OR ON 2011/09/29
((wideband or broadband) near4 USPAT; 15:52
interference)).clm. and USOCR;

(@ad< "20080604" or FPRS; EPO;

@prad<"20080604") JPO;
DERWENT;
IBM_TDB

S16 {271 (( interference)).clm. and (( US-PGPUB; #OR ON 2011/09/30
interference)).ab. and (@ad<"20080604" {USPAT; 13:59
or @prad<"20080604") and USOCR;

((narrowband or (narrow adj band)) FPRS; EPO;
same (wideband) same interference) and {jJPO;
(narrowband or (narrow adj band)) and {{DERWENT;
(wideband) and (interference compar$s {IBM_TDB
(receiv$4 near3 signal))

S17 1256 (( interference)).clm. and (( US-PGPUB; §OR ON 2011/09/30
interference)).ab. and (@ad<"20080604" {{USPAT; 14:02
or @prad< "20080604") and USOCR;

((narrowband or (narrow adj band)) FPRS; EPO;
same (wideband) same interference) and {JPO;
(narrowband or (narrow adj band)) and {DERWENT;
(wideband) and (current with (previous {{|BM TDB
or prior) with compar$5 (receiv$4 near3

signal))

S18 111173 {(( interference)).clm. and (( US-PGPUB; {OR ON 2011/09/30
interference)).ab. and (@ad<"20080604" {USPAT; 14:49
or @prad< "20080604") and (current with§USOCR;

(previous or prior) with compar$5 FPRS; EPO;

(receiv$4 near3 signal)) JPO;
DERWENT;
IBM_TDB

S19 {102 (( interference)).cim. and (( US-PGPUB; §OR ON 2011/09/30
interference)).ab. and (@ad<"20080604" {USPAT; 14:51
or @prad< "20080604") and (current withjUSOCR;

(previous or prior) with compar$5 FPRS; EPO;
(receiv$4 near3 signal)) and JPG;
((narrowband or (narrow adj band)) and {DERWENT;
(wideband) and interference).cim. IBM_TDB

20 {0 (( interference)).clm. and (( US-PGPUB; #OR ON 2011/09/30
interference)).ab. and (@ad< "20080604" {USPAT; 14:52
or @prad< "20080604") and (current withUSOCR;

(previous or prior) with compar$5 with FPRS; EPO;
(receiv$4 near3 signal)) and JPO;
((narrowband or (narrow adj band)) and {DERWENT;
(wideband) and interference).clm. IBM_TDB

21 6 (( interference)).clm. and (( US-PGPUB; §0OR ON 2011/09/30
interference)).ab. and (@ad< "20080604" {USPAT; 14:52
or @prad< "20080604") and (current withiUSOCR;

(previous or prior) with compar$5 with FPRS; EPO;

(receiv$4 near3 signal)) JPO;
DERWENT;
IBVI_TDB

22 0 (narrowband with interference) and US-PGPUB; §OR ON 2011/09/30
(wideband with interference) and USPAT; 14:53
(@ad<"20080604" or USOCR,;

@prad<"20080604") and (current with  {FPRS; EPO;

(previous or prior) with compar$5 with JPO;

(receiv$4 near3 signal)) DERWENT;
IBM_TDB

S23 11661 i(( interference)).cim. and (( US-PGPUB; §OR ON 2011/09/30
interference)).ab. and (@ad< "20080604" {USPAT; 14:53
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or @prad<"20080604") and ( compar$s {USOCR;
with (receiv$4 near3 signal)) FPRS; EPO;
JPO;
DERWENT;
IBM_TDB
S24 #1039 i(( interference)).clm. and (( US-PGPUB; §OR ON 2011/09/30
interference)).ab. and (@ad<"20080604" {USPAT; 14:53
or @prad<"20080604") and ( compar$5 {USOCR;
near4 (receiv$4 near3 signal)) FPRS; EPO;
JPO;
DERWENT;
IBM_TDB
S25 {13 (( interference)).cim. and US-PGPUB; §OR ON 2011/09/30
(@ad< "20080804" or USPAT; 14:54
@prad< "20080804") and (current with  §USOCR;
(previous or prior) with compar$5 with FPRS; EPO;
(receiv$4 near3 signal)) JPO;
DERWENT;
IBM_TDB
S26 {117 (( interference))and (@ad<"20080604" ori{US-PGPUB; {OR ON 2011/09/30
@prad<"20080604") and (current with  {USPAT; 14:55
(previous or prior) with compar$5 with USOCR;
(receiv$4 near3 signal)) FPRS; EPO;
JPO;
DERWENT;
IBM_TDB
S27 {104 (( interference)).clm. and US-PGPUB; #OR ON 2011/09/30
(@ad<"20080604" or USPAT; 14:56
@prad< "20080604") and ((previous or USCCR;
prior) with compar$5 with (receiv$4 FPRS; EPO;
near3 signal)) JPO;
DERWENT;
IBM_TDB
S28 {10 (( interference)).cim. and (( US-PGPUB; {OR ON 2011/09/30
interference)).ab. and (@ad< "20080604" {USPAT; 14:58
or @prad< "20080604") and (current with§USOCR;
(previous or prior) with compar$s same {{FPRS; EPO;
(receiv$4 near3 signal)) and JPO;
((narrowband or (narrow adj band)) and {DERWENT;
(wideband) and interference).clm. IBM_TDB
9 {19 (( interference)).cim. and (( US-PGPUB; §OR ON 2011/09/30
interference)).ab. and (@ad<"20080604" {USPAT; 14:58
or @prad< "20080604") and ( compar$5 {USOCR;
near5 (receiv$4 near3 signal)) and FPRS; EPO;
((narrowband or (narrow adj band)) and {JPO;
(wideband) and interference).clm. DERWENT;
IBM_TDB
S30 {102 (( interference)).cim. and (( US-PGPUB; §OR ON 2011/09/30
interference)).ab. and (@ad<"20080604" {USPAT; 15:16
or @prad< "20080604") and USOCR;
((narrowband or (narrow adj band)) and {FPRS; EPO;
(wideband) and interference).cim. JPO;
DERWENT;
IBM_TDB
31 {2 (( interference)).clm. and (( US-PGPUB; §OR ON 2011/09/30
interference)).ab. and (@ad<"20080604" {USPAT; 15:17
or @prad< "20080604") and USOCR;
((narrowband or (narrow adj band)) and §FPRS; EPO;
(wideband) and interference).cim. and  {jJPC;
("802.11" with (ofdm or (orthogonal adj {DERWENT;
frequency adj division))) IBM_TDB
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S32 44 (( interference)).clm. and US-PGPUB; §OR ON 2011/09/30
(@ad< "20080804" or USPAT; 15:18
@prad< "20080604") and ((narrowband {USOCR;
or (narrow adj band)) and (wideband) FPRS; EPO;
and interference).clm. and ("802.11" with{JPO;
(ofdm or (orthogonal adj frequency adj {DERWENT;
division))) IBM_TDB
S33 {19 (( interference)).cim. and (( US-PGPUB; §OR ON 2011/09/30
interference)).ab. and (@ad< "20080604" {USPAT; 15:19
or @prad<"20080604") and USOCR;
((narrowband or (narrow adj band)) and {FPRS; EPC;
(wideband) and interference) and JPO;
("802.11" with (ofdm or (orthogonal adj {{DERWENT;
frequency adj division))) IBM_TDB
S34 {122 (( interference)).clm. and (( US-PGPUB; #OR ON 2011/09/30
interference)).ab. and (@ad< "20080604" {{USPAT; 16:24
or @prad<"20080604") and USOCR;
((narrowband or (narrow adj band)) and §FPRS; EPC;
(wideband) and interference) and ( JPO;
(ofdm or (orthogonal adj frequency adj {DERWENT;
division))) and map$4 IBM_TDB
S35 {12 (( interference)).cim. and (( US-PGPUB; {OR ON 2011/09/30
interference)).ab. and (@ad<"20080604" {USPAT; 16:25
or @prad<"20080604") and USOCR;
((narrowband or (narrow adj band)) and {FPRS; EPO;
(wideband) and interference) and ( JPO;
(ofdm or (orthogonal adj frequency adj {DERWENT;
division))) and (map$4 same ofdm same {IBM TDB
cell)
$36 {4 (( interference)).clm. and (( US-PGPUB; #OR ON 2011/09/30
interference)).ab. and (@ad<"20080604" {USPAT; 16:26
or @prad< "20080604") and USOCR;
((narrowband or (narrow adj band)) and §FPRS; EPC;
(wideband) and interference) and ( JPO;
(ofdm or (orthogonal adj frequency adj {{DERWENT;
division))) and (map$4 with interference {{|BM_TDB
with cell)
S37 i1 PCT/EP07/51302 US-PGPUB; #OR ON 2011/09/30
USPAT; 16:27
USOCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB
38 4 (( interference)).cim. and US-PGPUB; #OR ON 2011/09/30
(@ad<"20080604" or USPAT; 16:28
@prad< "20080604") and ((narrowband {USOCR;
or (narrow adj band)) and (wideband) FPRS; EPO;
and interference) and ( (ofdm or JPO;
(orthogonal adj frequency adj division))) {DERWENT;
and (map$4 with interference with cell) #BM TDB
39 47 (( interference)).clm. and US-PGPUB; §OR ON 2011/09/30
(@ad<"20080604" or USPAT; 16:28
@prad< "20080804") and ((narrowband {USOCR;
or (narrow adj band)) and (wideband) FPRS; EPO;
and interference) and ( (ofdm or JPO;
(orthogonal adj frequency adj division))) {DERWENT;
and (map$4 with interference) IBM_TDB
A0 24 (( interference)).cim. and US-PGPUB; §OR ON 2011/09/30
(@ad<"20080604" or USPAT; 16:28
@prad< "20080604") and ((narrowband {USOCR;
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or (narrow adj band)) and (wideband) FPRS; EPO;
and interference) and ( (ofdm or JPO;
(orthogonal adj frequency adj division))) {DERWENT,;
and (map$4 near7 interference) IBM_TDB
42 215 (875/260,259,219,295,316,346,350, US-PGPUB; #OR ON 2011/09/30
,370/328,335,342,310).ccls. and (( USPAT; 17:45
interference)).cim. and (( USOCR;
interference)).ab. and (@ad< "20080604" {FPRS; EPC;
or @prad<"20080604") and (narrowband {{JPO;
or (narrow adj band)) and (wideband) DERWENT;
IBM_TDB

9/30/2011 5:48:51 PM
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:
CHAUNCEY ET ATL.

Serial No. 12/132,757
Attorney Docket No.:
RF-448 (50676)

Confirmation No. 8369
Examiner: Z. KASSA
Filing Date: JUNE 4, 2008
Art Unit: 2611

For: WIRELESS COMMUNICATION SYSTEM
COMPENSATING FOR INTERFERENCE
AND RELATED METHODS

B U N N R N N

AMENDMENT

EFILE

Commissioner for Patents
P.0O. Box 1450

Alexandria, VA 22313-1450

Sir:

Responsive to the Official Action of October 17, 2011,
please enter and consider the remarks and amendments set out

below.
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In re Patent Application of
CHAUNCEY ET AL.

Serial No. 12/132,757
Filed: JUNE 4, 2008

In the Claims:

This listing of claims replaces all prior versions and

listings of claims in the application.

1. (Currently amended) A wireless communication
system comprising:
first and second wireless communications devices
communicating with one another via a wireless communications
l1ink having at least one settable link characteristic;
said first and second wireless communications devices
comprising respective first and second orthogonal fregquency-
division multiplexing (OFDM) wireless transceivers and
respective first and second controllers coupled thereto;
said first controller for
detecting received interference,
determining a type of the received
interference from among a plurality of interference
types comprising wideband interference, self

interference, and narrowband interference, and

setting the at least one settable link
characteristic to compensate for the received

interference based upon the interference type.

2. (Canceled) .

3. (Original) The wireless communication system
according to Claim 1 wherein said first controller detects the

received interference based upon a comparison of a current

received signal to at least one prior received signal.

Page 2 of 11
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4. (Criginal) The wireless communication system
according to Claim 1 wherein said first controller repeats the

detecting, determining, and setting.

5. (Original) The wireless communication system
according to Claim 1 wherein the at least one settable link
characteristic comprises at least one receive processing

characteristic.

6. {(Original) The wireless communication system
according to Claim 1 wherein the at least one settable link
characteristic comprises at least one transmit processing
characteristic; and wherein said first controller cooperates
with said second controller to set the at least one transmit

processing characteristic.

7. (Original) The wireless communication system
according to Claim 1 wherein said first controller generates an

interference map of the received interference onto OFDM cells.

8. (Original) The wireless communication system
according to Claim 7 wherein said first controller sets the at
least one settable link characteristic based upon the

interference map.
9. (Original) The wireless communication system

according to Claim 1 wherein said first controller determines

the interference type based upon at least one of fade

Page 3 of 11
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/

characteristics, noise characteristics, and path

characteristics.

10. (Original) The wireless communication system
according to Claim 1 wherein the at least one settable link
characteristic comprises at least one of transmission power,
frequency diversity, time diversity, modulation, forward error

correction {(FEC), channel bandwidth, and adaptive filtering.

11. (Currently amended) A wireless communications
device communicating with an other wireless communications
device via a wireless communications link having at least one
settable link characteristic, the wireless communications device
comprising:

an orthogonal frequency-division multiplexing (OFDM)
wireless transceiver; and

a controller coupled to said wireless transceiver;

said controller for

detecting received interference,

determining a type of the received
interference from among a plurality of interference
types comprising wideband interference, self

interference, and narrowband interference, and

setting the at least one settable link
characteristic to compensate for the received

interference based upon the interference type.

12. (Canceled) .

Page 4 of 11
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13. (Original) The wireless communications device
according to Claim 11 wherein said controller detects the
received interference based upon a comparison of a current

received signal to at least one prior received signal.

14. (Original) The wireless communications device
according to Claim 11 wherein the at least one settable link
characteristic comprises at least one receive processing

characteristic.

15. (Original) The wireless communications device
according to Claim 11 wherein the at least one settable link
characteristic comprises at least one transmit processing
characteristic; and wherein said controller cooperates with the
other wireless communications device to set the at least one

transmit processing characteristic.

16. (Currently amended) A method for compensating
interference in a wireless communication system comprising first
and second orthogonal frequency-division multiplexing (OFDM)
wireless communications devices communicating with one another
via a wireless communications link having at least one settable
link characteristic, the method comprising:

detecting received interference;

determining a type of the received interference from
among a plurality of interference types comprising wideband

interference, self interference, and narrowband interference;

and

setting the at least one settable link characteristic

Page 5 of 11
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to compensate for the received interference based upon the

interference type.

17. (Canceled) .

18. (Original) The method according to Claim 16
wherein the detecting comprises comparing a current received

signal to at least one prior received signal.

19. (Original) The method according to Claim 16
further comprising repeating the detecting, determining, and

setting.

20. (Original) The method according to Claim 16
wherein the at least one settable link characteristic comprises
at least one transmit processing characteristic; and further
comprising cooperating between the first and second wireless
communications devices to set the at least one transmit

processing characteristic.

Page 6 of 11
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CHAUNCEY ET AL.
Serial No. 12/132,757
Filed: JUNE 4, 2008
/

REMARKS

Applicants thank the Examiner for the careful and
thorough examination of the present application. Applicants
have amended independent Claims 1, 11, and 16 to incorporate the
subject matter of former, now canceled, dependent Claims 2, 12,
and 17, respectively.

Applicants submit that all claims are patentable,
present arguments and amendments herein supporting such
patentability, and respectfully request that the Examiner

withdraw all pending rejections and allow all claims.

I. The Amended Claims

The present invention, as recited in amended
independent Claim 1, for example, is directed to a wireless
communication system. The wireless communication system
comprises first and second wireless communications devices
communicating with one another via a wireless communications
link having at least one settable link characteristic. The
first and second wireless communications devices comprise
respective first and second orthogonal frequency—diviéion
multiplexing (OFDM) wireless transceivers and respective first
and second controllers coupled thereto. The first controller is
for detecting received interference, determining a type of the
received interference from among a plurality of interference

types comprising wideband interference, self interference, and

narrowband interference, and setting the at least one settable
link characteristic to compensate for the received interference
based upon the interference type. Amended independent Claims 11

and 16 are directed to sub-combination and method counterparts,

Page 7 of 11
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/

respectively, of the system of Claim 1 and have been amended

similarly.

II. The Amended Claims Are Patentable

The Examiner rejected independent Claims 1, 11, and 16
and former dependent Claims 2, 12, and 17 over Aboba et al. in
view of Belogolovy et al. Aboba et al. discloses a cognitive
radio system comprising a wireless communications device, and a
base station in communication therewith. The system also
includes an interference source, depicted in Figure 1,
reproduced below, as a microwave oven. The wireless
communications device includes an interference mitigation module
that detects characteristics of the interfering signal from the

interference source, such as
" whether the interfering signal

is wideband or narrowband.

Based upon the detected

characteristics, the

interference mitigation module

2 adapts the transmission

characteristics to compensate

Cognitive Radio Interforence Mitipation Systom 208 for the interferi ng s i gna 1. L

Copnitive Sensing 22

The Examiner

correctly notes that system

Medium Access .
Conol disclosed in Aboba et al. fails
(MAUY

Physical Layor N s

Adaptationfs) to disclose the first and

30

second wireless communications

Figure 1 of Aboba et al. devices comprising respective

! Paragraph 27

Page 8 of 11
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first and second OFDM wireless transceivers, as recited by
independent Claim 1, for example. Nevertheless, the Examiner
notes that Aboba et al. discloses generally OFDM in the
background section thereof. The Examiner contended that the
skilled person would consider it obvious to modify the system of
Aboba et al. to use OFDM since it is well known in the art. The
Examiner cited Belogolovy et al. as an example of the well known
nature of OFDM.

Belogolovy et al. discloses a wireless communication
system for mitigating narrowband interference. In particular,
the system divides the wideband spectrum being operated upon
into a plurality of sub-bands, and detects the energy level in
each sub-band. If the energy difference between adjacent sub-
bands is greater than a threshold, the system assumes there is
narrowband interference affecting the sub-band and applies a
control signal to mitigate the interference. The wireless
communication system of Belogclovy et al. may use 802.11a
technology, which includes OFDM.

Applicants have amended each of the independent claims
to recite the determining a type of the received interference
from among a plurality of interference types comprising wideband

interference, self interference, and narrowband interference.

Applicants submit that none of the applied prior art references
discloses or fairly suggests this claim feature. Differently,
Aboba et al. discleses in the background discussion
communication collision from televisions, microwaves, sulfur
lamps, etc. Indeed, the interference mitigation technique
disclosed by Aboba et al. may differentiate between narrowband

and wideband interference, but it does not determine whether

Page 9 of 11
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such interference is self-inflicted, i.e. self-interference, as
in the claimed invention.

Accordingly, because of the above noted deficiency, it
is submitted that amended independent Claims 1, 11, and 16 are
patentable over the prior art. Their respective dependent
claims, which recite yet further distinguishing features, are
also patentable over the prior art and require no further

discussion herein.

Page 10 of 11
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CONCLUSIONS

In view of the amendments to the claims and the
arguments presented above, it is submitted that all of the
claims are patentable. Accordingly, a Notice of Allowance is
respectfully requested in due course. Should any minor
informalities need to be addressed, the Examiner is encouraged

to contact the undersigned at the telephone number listed below.

Respectfully submitted,

anns
JACK/-GEORGH AB‘M%/

Regl/ No. 58,237

Al%én, Dyer, Doppelt, Milbrath

& Gilchrist, P.A.

255 S. Orange Avenue, Suite 1401
Post Office Box 3791

Orlando, Florida 32802
407-841-2330

407-841-2343 fax

Attorney for Applicants

Page 11 of 11
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Confirmation No.: 8369
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For: WIRELESS COMMUNICATION SYSTEM COMPENSATING FOR
INTERFERENCE AND RELATED METHODS

Sir:

Transmitted herewith is an amendment in the above-identified application.

[1] Applicant qualifies as a small entity under 37 CFR § 1.27.

[X] No additional fee is required.

[Xi The Commissioner is hereby authorized to charge or credit any discrepancies in fee
amounts to Deposit Account No. 08-0870.
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X This application is associated with Customer No. 74701.
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12/132,757 CHAUNCEY ET AL.
Office Action Summary Examiner ArtUnit

ZEWDU KASSA 2611

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)IX] Responsive to communication(s) filed on 17 January 2012.
2a)[] This action is FINAL. 2b)[X] This action is non-final.
3)[] An election was made by the applicant in response to a restriction requirement set forth during the interview on
__ ;therestriction requirement and election have been incorporated into this action.
4[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 2183.

Disposition of Claims

5)X Claim(s) 1.3-11,13-16 and 18-20 is/are pending in the application.

5a) Of the above claim(s) ___is/are withdrawn from consideration.
6)[J Claim(s) _____is/are allowed.
7)X Claim(s) 1, 3-11, 13-16 and 18-20 is/are rejected.
8)[] Claim(s) ____is/are objected to.
9)[] Claim(s) ____ are subject to restriction and/or election requirement.

Application Papers

10)[] The specification is objected to by the Examiner.
11)[] The drawing(s) filed on is/are: a)[] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
12)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

13)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)J Al b)[JSome * ¢)] None of:
1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No. ____
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) x Notice of References Cited (PTO-892) 4) |:| Interview Summary (PTO-413)
2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. __
3) [] Information Disclosure Statement(s) (PTO/SB/08) 5) [ Notice of Informal Patent Application
Paper No(s)/Mail Date ____. 6) |:| Other:______
U.S. Patent and Trademark Office
PTOL-326 (Rev. 03-11) Office Action Summary Part of Paper No./Mail Date 20120418
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DETAILED ACTION

1. This office action is in response to communication filled on
01/11/2012. Claims 1, 3-11, 13-16 and 18-20 are pending on this

application.

2. Applicant's arguments with respect to claims 1, 3-11, 13-16 and 18-20
have been fully considered but are not persuasive/moot in view of the new

ground(s) of rejection.

Response to Remarks

3. Regarding independent claims applicants asserts that “"The Examiner
correctly notes that system disclosed in Aboba et al. fails to disclose the first
and second wireless communications devices comprising first and second
OFDM wireless transceiver” (Remarks, section II second paragraph).

Examiner respectfully disagrees.

While Aboba teaches said first and second wireless

communications devices comprising respective first and second wireless
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transceivers and respective first and second controllers coupled thereto
(Aboba, Fig. 1 item 12 14Fig. 4 item 401, Para [0034] “The communication
device 12 ... includes ... Fig. 4", Aboba does not explicitly mention the
transceivers are an orthogonal frequency-division multiplexing (OFDM)
wireless transceivers. However, it is obvious and well known in the art the
Aboba wireless transceivers adapts the IEEE 802.11 standard (Aboba, Para
[0001]-[0002]) which implements an OFDM. Thus, it would have been
obvious to one having ordinary skill in the art at the time of the invention
Aboba teaches the instant limitation based on the known standard (see
Belogolovy US 2008/0299932 Para [0052]). Applicant argument is not

persuasive.

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.
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4. Claims 1, 3-11, 13-16 and 18-20 are rejected under 35 U.S.C. 103(a)
as being unpatentable over Aboba (US 2009/0124205) in view of Belogolovy (US

2008/0299932) and Scharf (US 20060153283).

5. As per claim 1, Aboba teaches a wireless communication system
comprising: first and second wireless communications devices
communicating with one another via a wireless communications link
(Aboba, Fig. 1 item 12 14) having at least one settable link characteristic
(Aboba, Fig. 4 item 401, Para [0034] “"The communication device 12 ...
includes ... Fig. 4", Para [0008] "... having an adaption selected based on
the characterization of the interference signal"); said first controller for
detecting received interference (Aboba, Fig. 4 item 401 450 “interference
mitigation”), determining a type of the received interference from among a
plurality of interference types comprising wideband interference and
narrowband interference (Aboba, Para [0030] ... determination is made as
to whether the interference signal is categorized as narrowband ... Para
[0031] ... If not narrowband ... then a wideband interference signal is
further categorized ..."), and setting the at least one settable link
characteristic to compensate for the received interference based upon the
interference type (Aboba, Para [0008] "... having an adaption selected

based on the characterization of the interference signal").
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- While Aboba teaches said first and second wireless communications
devices comprising respective first and second wireless transceivers and
respective first and second controllers coupled thereto (Aboba, Fig. 1
item 12 14Fig. 4 item 401, Para [0034] “"The communication device 12

. includes ... Fig. 4", Aboba does not explicitly mention the transceivers
are an orthogonal frequency-division multiplexing (OFDM) wireless
transceivers. However, it is obvious and well known in the art the Aboba
wireless transceivers adapts the IEEE 802.11 standard (Aboba, Para
[0001]-[0002]) which implements an OFDM. Thus, it would have been
obvious to one having ordinary skill in the art at the time of the
invention Aboba teaches the instant limitation based on the known

standard (see Belogolovy US 2008/0299932 Para [0052]).

While Aboba teaches determining a type of the received interference
from among a plurality of interference types comprising wideband
interference and narrowband interference (Aboba, Para [0030] "...
determination is made as to whether the interference signal is categorized as
narrowband ... Para [0031] ... If not narrowband ... then a wideband
interference signal is further categorized ...") and discussing an interference

that exist on the same frequency in general (Aboba, Para [0005] “... collide
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on the same frequencies ...”, Para [0006] " ... interference from a
transmission of nearby node (i.e. collision)”), Aboba does not explicitly
mention a self-interference being compensated. Scharf teaches the need to
compensate self-interference in an OFDM communication system (Scharf,
Para [0080] “self-interference”, Fig. 1F item 125 115). Therefore, taking the
combined teaching of Aboba and Scharf as a whole, it would have been
obvious to one having ordinary skill in the art at the time of the invention, to
incorporate this feature in to the system of Aboba, in the manner as claimed
and as taught by Scharf, for the benefit of improving the performance of the

communication system by compensating for self-interference.

6. As per claim 3, Aboba in view of Belogolovy and Scharf teaches the
wireless communication system according to claim 1 wherein said first
controller detects the received interference (Aboba, Fig. 4 item 401 450)
based upon a comparison of a current received signal to at least one prior
received signal (Aboba, Para [0043] “comparison” - wherein the current

received signal compared to a previously received or stored signal).

7. As per claim 4, Aboba in view of Belogolovy and Scharf teaches the

wireless communication system according to claim 1 wherein said first
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controller repeats the detecting, determining, and setting (Aboba, Fig. 2

item 102).

8. As per claim 5, Aboba in view of Belogolovy and Scharf teaches the
wireless communication system according to claim 1 wherein the at least
one settable link characteristic comprises at least one receive processing

characteristic (Aboba, Fig. 1 item 12 14).

9. As per claim 6, Aboba in view of Belogolovy and Scharf teaches the
wireless communication system according to claim 1 wherein the at least
one settable link characteristic comprises at least one transmit processing
characteristic (Aboba, Fig. 1 item 12 14); and wherein said first controller
cooperates with said second controller to set the at least one transmit

processing characteristic (Aboba, Para [0053]).

10. As per claim 7, Aboba in view of Belogolovy and Scharf teaches the
wireless communication system according to claim 1 (see claim 1). Aboba
in view of Belogolovy does not explicitly teach wherein said first controller
generates an interference map of the received interference onto OFDM
cells. However, Aboba in view of Belogolovy teaches wherein said the first

controller detects an interference, determines an interference type and
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compensate adaptively based on the interference type in an OFDM
communication environment (Aboba, Para [0008] "... having an adaption
selected based on the characterization of the interference signal”, Para
[0001]-[0002] "802.11"). Thus, it would have been obvious to one having
ordinary skill in the art the adaptive system of Aboba in view of Belogolovy
performs mapping of the interference adaptively and apply settable link
based on the mapping in an OFDM communication environment or OFDM
cell (Aboba, Para [0008] "... having an adaption selected based on the
characterization of the interference signal”, Para [0001]-[0002] "802.11",
Para [0030] "... determination is made as to whether the interference signal
is categorized as narrowband ... Para [0031] ... If not narrowband ... then a

wideband interference signal is further categorized ...").

11. As per claim 8, Aboba in view of Belogolovy and Scharf teaches the
wireless communication system according to claim 7 wherein said first
controller sets the at least one settable link characteristic based upon the
interference map (Aboba, Para [0008] "... having an adaption selected
based on the characterization of the interference signal”, Para [0030] ...
determination is made as to whether the interference signal is categorized
as narrowband ... Para [0031] ... If not narrowband ... then a wideband

interference signal is further categorized ...").
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12. As per claim 9, Aboba in view of Belogolovy and Scharf teaches the
wireless communication system according to claim 1 wherein said first
controller determines the interference type based upon at least one of fade
characteristics, noise characteristics, and path characteristics (Aboba, Para

[0039] "... signal to noise ratio (SNR) ...").

13. As per claim 10, Aboba in view of Belogolovy and Scharf teaches the
wireless communication system according to claim 1 wherein the at least
one settable link characteristic comprises at least one of transmission
power, frequency diversity, time diversity, modulation, forward error
correction (FEC), channel bandwidth, and adaptive filtering (Aboba, Para

[0030] “... FEC ...”, Para [0031] “... transmit power ...”).

14. As per claims 11-20 are similarly analyzed as claims 1-10.

Conclusion
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to ZEWDU KASSA whose telephone number is (571)270-

5253. The examiner can normally be reached on Monday - Friday (7:30 - 5:00).
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, David Payne can be reached on 571 272 3024. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

zk

/Zewdu Kassa/
Examiner, Art Unit 2611
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:
CHAUNCEY ET AL.

Serial No. 12/132,757
Attorney Docket No.:
RF-448 (50676)

Confirmation No. 8369
Examiner: Z. KASSA
Filing Date: JUNE 4, 2008
Art Unit: 2611

For: WIRELESS COMMUNICATION SYSTEM
COMPENSATING FOR INTERFERENCE
AND RELATED METHODS

e e e e N e e e e e e e e e e

AMENDMENT

EFILE
Commissioner for Patents

Commissioner:

Responsive to the Official Action of April 25, 2012,
please enter and consider the amendments and remarks set out

below.
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In re Patent Application of
CHAUNCEY ET AL.

Serial No. 12/132,757
Filed: JUNE 4, 2008

In the Claims:

This listing of claims replaces all prior versions

and listings of claims in the application.

1. {Currently amended) A wireless communication
system comprising:
first and second wireless communications devices

configured to communicate eemmunicating with one another via a

wireless communications link having at least one settable link
characteristic;

said first and second wireless communications
devices comprising respective first and second orthogonal
frequency-division multiplexing (OFDM) wireless transceivers
and respective first and second controllers coupled thereto

and configured to store short term and long term historical

characteristics of interference;

said first controllier configured to fewx

detecting detect received interference,

determining determine a type of the
received interference from among a plurality of
interference types comprising wideband interference,
self interference, and narrowband interference based

upon comparing at least one characteristic of a

current received signal with the short term and long

term historical characteristics of interference, and

setting set the at least one settable 1link
characteristic to compensate for the received

interference based upon the interference type.

Page 2 of 13
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/
2. (Canceled) .
3. (Canceled)
4. (Currently amended) The wireless communication

system according to Claim 1 wherein said first controller is

configured to repeat repeats the detecting, determining, and

setting.

5. (Original) The wireless communication system
according to Claim 1 wherein the at least one settable link
characteristic comprises at least one receive processing

characteristic.

6. (Currently amended) The wireless communication
system according to Claim 1 wherein the at least one settable
link characteristic comprises at least one transmit processing
characteristic; and wherein said first controller is

configured to cooperate eeoperates with said second controller

to set the at least one transmit processing characteristic.

7. (Currently amended) The wireless communication
system according to Claim 1 wherein said first controller is

configured to generate gemerates an interference map of the

received interference onto OFDM cells.

8. (Currently amended) The wireless communication

system according to Claim 7 wherein said first controller is

Page 3 of 13
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configured to set sets the at least one settable link

characteristic based upon the interference map.

9. (Currently amended) The wireless communication
system according to Claim 1 wherein said first controller is

configured to determine determimes the interference type based

upon at least one of fade characteristics, noise

characteristics, and path characteristics.

10. (Original) The wireless communication system
according to Claim 1 wherein the at least one settable link
characteristic comprises at least one of transmission power,
frequency diversity, time diversity, modulation, forward error

correction (FEC), channel bandwidth, and adaptive filtering.

11. (Currently amended) A wireless communications

device operable to communicate eeommunieating with an other

wireless communications device via a wireless communications
link having at least one settable link characteristic, the
wireless communications device comprising:

an orthogonal frequency-division multiplexing (OFDM)
wireless transceiver; and

a controller coupled to said wireless transceiver

and configured to store short term and long term historical

characteristics of interference;

said controller configured to £er

deteeting detect received interference,
determining determine a type of the

received interference from among a plurality of

Page 4 of 13
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interference types comprising wideband interference,
self interference, and narrowband interference based

upon comparing at least one characteristic of a

current received signal with the short term and long

term historical characteristics of interference, and

setting set the at least one settable link
characteristic to compensate for the received

interference based upon the interference type.

12. (Canceled) .
13. (Canceled) .
14. (Original) The wireless communications device

according to Claim 11 wherein the at least one settable link
characteristic comprises at least one receive processing

characteristic.

15. (Currently amended) The wireless communications
device according to Claim 11 wherein the at least one settable
link characteristic comprises at least one transmit processing

characteristic; and wherein said controller is configured to

cooperate eeceperates with the other wireless communications
device to set the at least one transmit processing

characteristic.

le. (Currently amended) A method for compensating
interference in a wireless communication system comprising

first and second orthogonal frequency-division multiplexing
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(OFDM) wireless communications devices communicating with one
another via a wireless communications link having at least one
settable link characteristic, the method comprising:

detecting received interference;

storing short term and long term historical

characteristics of interference;

determining a type of the received interference from
among a plurality of interference types comprising wideband
interference, self interference, and narrowband interference

based upon comparing at least one characteristic of a current

received signal with the short term and long term historical

characteristics of interference; and

setting the at least one settable link
characteristic to compensate for the received interference

based upon the interference type.

17. (Canceled) .
18. (Canceled) .
19. (Original) The method according to Claim 16

further comprising repeating the detecting, determining, and

setting.

20. (Original) The method according to Claim 16
wherein the at least one settable link characteristic
comprises at least one transmit processing characteristic; and

further comprising cooperating between the first and second
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wireless communications devices to set the at least one

transmit processing characteristic.
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REMARKS

Applicants thank the Examiner for the careful and
thorough examination of the present application, for correctly
withdrawing the prior rejections of the claims, and for
extending all courtesies to Applicants’ Attorney during the
telephonic interview of June 26, 2012.

During the telephonic interview, Applicants proposed
amending the independent claims and have proceeded as such
herein. In particular, Applicants have amended independent
Claims 1, 11, and 16 to more clearly define the claimed
invention over the prior art. Applicants have also canceled
dependent Claims 3, 13, and 18 for consistency and amended
dependent Claims 4, 6-9, and 15 to correct minor
informalities.

Applicants submit that all claims are patentable,
present arguments and amendments herein supporting such
patentability, and respectfully request that the Examiner

withdraw all pending rejections and allow all claims.

I. The Amended Claims

The present invention, as recited in amended
independent Claim 1, for example, 1is directed to a wireless
communication system. The wireless communication system
comprises first and second wireless communications devices
configured to communicate with one another via a wireless
communications link having at least one settable link
characteristic. The first and second wireless communications
devices comprise respective first and second orthogonal

frequency-division multiplexing (OFDM) wireless transceivers
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and respective first and second controllers coupled thereto
and configured to store short term and long term historical
characteristics of interference. Claim 1 has been amended to
recite the first controller is configured toc detect received
interference, determine a type of the received interference
from among a plurality of interference types comprising
wideband interference, self interference, and narrowband
interference based upon comparing at least one characteristic
of a current received signal with the short term and long term
historical characteristics of interference. Support for this
claim amendment is found in paragraphs 28-29 of the present
application. The first controller is also configured to set
the at least one settable link characteristic to compensate
for the received interference based upon the interference
type.

Amended independent Claims 11 and 16 are directed to
sub-combination and method counterparts, respectively, of the

system of Claim 1 and have been amended similarly.

II. The Amended Claims Are Patentable

The Examiner rejected independent Claims 1, 11, and
16 over Aboba et al. in view of Belogolovy et al. and Scharf
et al. Aboba et al. discloses a cognitive radio system
comprising a wireless communications device, and a base
station in communication therewith. The system also includes
an interference source, depicted in Figure 1, reproduced
below, as a microwave oven. The wireless communications
device includes an interference mitigation module that detects

characteristics of the interfering signal from the
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interference source, such as whether the interfering signal is
wideband or narrowband. Based upon the detected

characteristics, the interference mitigation module adapts the
transmission characteristics to compensate for the interfering

signal.?

Figure 1 of Abocba et al.

The Examiner correctly notes that the system
disclosed in Aboba et al. fails to disclose the first and
second wireless communications devices comprising respective
first and second OFDM wireless transceivers, as recited by
independent Claim 1, for example. Nevertheless, the Examiner
notes that Aboba et al. discloses generally OFDM in the

background section thereof. The Examiner contended that the

! paragraph 27.
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skilled person would cconsider it obvious to modify the system
of Aboba et al. to use OFDM since it is well known in the art.
The Examiner cited Belogolovy et al. as an example of the well
known nature of OFDM.

Belogolovy et al. discloses a wireless communication
system for mitigating narrowband interference. In particular,
the system divides the wideband spectrum being operated upon
into a plurality of sub-bands, and detects the energy level in
each sub-band. TIf the energy difference between adjacent sub-
bands is greater than a threshold, the system assumes there is
narrowband interference affecting the sub-band and applies a
control signal to mitigate the interference. The wireless
communication system of Belogolovy et al. may use 802.1lla
technology, which includes OFDM.

The Examiner correctly notes that Aboba et al. and
Belogolovy et al. each fails to disclose determining a type of
the received interference from among a plurality of
interference types comprising wideband interference, self
interference, and narrowband interference, as recited by
independent Claim 1, for example. The Examiner looks to
Scharf et al. for this deficiency. Scharf et al. discloses an
OFDM receiver that performs a forward transform on the
received signal to provide a baseband signal for processing.
The transform includes a variable for mitigating self-
interference.

Applicants have amended each of the independent
claims to recite determining a type of the received
interference from among a plurality of interference types

comprising wideband interference, self interference, and
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narrowband interference based upon comparing at least one

characteristic of a current received signal with the short

term and long term historical characteristics of interference.

Applicants submit that none of the applied prior art
references discloses or fairly suggests this claim feature.
Differently, Aboba et al. discloses storing “interference
patterns” so as to recognize a current interfering source.? As
discussed in the present application, this above underlined
claim feature permits advantageous determination of the cause
of the degradation in link performance, i.e. permitting the
first controller to determine, for example, whether the
degradation is the result of short term fade or true
interference, and also determining the type of the received
interference from among a plurality of interference types, as
recited in amended independent Claim 1.

Accordingly, because of the above noted deficiency,
it is submitted that amended independent Claims 1, 11, and 16
are patentable over the prior art. Their respective dependent
claims, which recite yet further distinguishing features, are
also patentable over the prior art and require no further

discussion herein.

2Paragraph 43.
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CONCLUSIONS

In view of the amendments to the claims and the
arguments presented above, it is submitted that all of the
claims are patentable. Accordingly, a Notice of Allowance is
respectfully requested in due course. Should any minor
informalities need to be addressed, the Examiner is encouraged
to contact the undersigned at the telephone number listed
below. |

The Commissioner is hereby authorized to charge or
credit any discrepancies in fee amounts to Deposit Account No.

08-0870.

Respectfully submitted,

P

JACK GEORGE ABIB/
Re No. 58,237

Allen, Dyer, Doppelt, Milbrath

& Gilchrist, P.A.

255 5. Orange Avenue, Suite 1401
Post Office Box 3791

Orlando, Florida 32802
407-841-2330

407-841-2343 fax

Attorney for Applicants
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244



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.“SP[O.gOV

I APPLICATION NO. I FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
12/132,757 06/04/2008 David CHAUNCEY RF-448 (50676) 8369
| EXAMINER |
74701 7590 08/13/2012
ADDMG - Harris KASSA, ZEWDU A
255 S ORANGE AVENUE
SUITE 1401 l ART UNIT PAPER NUMBER |
ORLANDO, FL 32801 2611

DATE MAILED: 08/13/2012

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 804 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 804 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
PTOL-85 (Rev. 02/11)
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Application No. Applicant(s)

; - 12/132,757 CHAUNCEY ET AL.
NOtlce Of AIIOWab’Ilty Examiner Art Unit
ZEWDU KASSA 2611

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [X] This communication is responsive to 07/25/2012.

2. [ An election was made by the applicant in response to a restriction requirement set forth during the interview on
the restriction requirement and election have been incorporated into this action.

3. IX] The allowed claim(s) is/are 1,4-11,14-16,19-20,.

4. [] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)[J Al b)[ Some* c)[JNone ofthe:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:
Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements

noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [J A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

6. [J CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) [ including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) [ hereto or 2) [] to Paper No./Mail Date .

(b) [ including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .
Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

7. [J DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [ Notice of References Cited (PTO-892) 5. [J Notice of Informal Patent Application
2. [] Notice of Draftperson's Patent Drawing Review (PTO-948) 6. [] Interview Summary (PTO-413),
Paper No./Mail Date .

3. [ Information Disclosure Statements (PTO/SB/08), 7. [ Examiner's Amendment/Comment

Paper No./Mail Date
4. [[] Examiner's Comment Regarding Requirement for Deposit 8. [J Examiner's Statement of Reasons for Allowance

of Biological Material

9. [ other .

[Zewdu Kassa/
Examiner, Art Unit 2611
U.S. Patent and Trademark Office
PTOL-37 (Rev. 03-11) Notice of Allowability Part of Paper No./Mail Date 20120807
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Issue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

12132757 CHAUNCEY ET AL.
ZEWDU KASSA 2611
ORIGINAL INTERNATIONAL CLASSIFICATION
CLASS SUBCLASS CLAIMED NON-CLAIMED
375 260 H|lo]| 4 |K 1/10 (2006.01.01)
CROSS REFERENCE(S)
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
375 260 259 219 295 316
375 346 350
370 328 335 342 310
X Claims renumbered in the same order as presented by applicant O CPA O T. O R1.47
Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original
NONE
Total Claims Allowed:
14
(Assistant Examiner) (Date)
/ZEWDU KASSA/
Examiner.Art Unit 2611 08/07/2012 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 2

U.S. Patent and Trademark Office
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Application/Control No. Applicant(s)/Patent Under
Reexamination
Search Notes 12132757 CHAUNGCEY ET AL.
Examiner Art Unit
ZEWDU KASSA 2611
SEARCHED
Class Subclass Date Examiner
375 260,259,219,295,316,346,350 9/30/2011 zk
370 328,335,342,310 9/30/2011 zk
SEARCH NOTES
Search Notes Date Examiner
East 9/30/2011 zk
East 4/18/2012 zk
East 8/7/2012 zk
INTERFERENCE SEARCH
Class Subclass Date Examiner
375 260,259,219,295,316,346,350 8/7/2012 zk

U.S. Patent and Trademark Office
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Index of Claims

Application/Control No.

Applicant(s)/Patent Under
Reexamination

12132757 CHAUNCEY ET AL.
Examiner Art Unit
ZEWDU KASSA 2611
v Rejected - Cancelled N | Non-Elected A Appeal
= Allowed + Restricted | Interference o) Objected
Claims renumbered in the same order as presented by applicant O cPA O T.D. O R.147
CLAIM DATE
Final Original |09/28/2011 [04/18/2012|08/07/2012
1 v v =
2 v -
3 v v
4 v v =
5 v v -
6 v v -
7 v v _
8 v v -
9 v v -
10 v v -
11 v v =
12 v -
13 v v
14 v v =
15 v v =
16 v v =
17 v -
18 v v
19 v v =
20 v v =

U.S. Patent and Trademark Office
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

apé)ropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certiﬁcate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

74701 7590 08/13/2012
ADDMG - Harris L hereh _— Ce;_tif'i:cat(e otp'rMailir'lg (ir' TEa_nsm;ssior'l A with the United
ereby certify that this Fee(s) Transmittal is being deposited wi e Unite
255 S ORANGE AVENUE States Postal Service with suff)icient postage for first class mail in an envelope
SUITE 1401 addressed to the Mail Stog ISSUE FEE address above, or being facsimile
ORLANDO. FL 32801 transmitted to the USPTO (571) 273-2885, on the date indicated below.
(Depositor's name)
EFILED (Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
12/132,757 06/04/2008 David CHAUNCEY RF-448 (50676) 8369

TITLE OF INVENTION: WIRELESS COMMUNICATION SYSTEM COMPENSATING FOR INTERFERENCE AND RELATED METHODS

I APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional NO $1740 $300 $0 $2040 11/13/2012
I EXAMINER | ART UNIT I CLASS-SUBCLASS |
KASSA,ZEWDU A 2611 375-260000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list ALLEN, DYER, DOPPELT,
CFR 1.363). - 1
(1) the names of up to 3 registered patent attorneys MHEBRATH-& GHCHRISTP-A-
D Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
P! g P g y
Address form PTO/SB/122) attached. . Y ) Attorneys at Law
(2) the name of a single firm (having as a member a
[) "Fee Address” indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to 255 S. Orange Ave., Ste.1401
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3P Box 3791
Number is required. listed, no name will be printed.

Qrlando, FL 32802-3791

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
HARRIS CORPORATION MELBOURNE, FL
Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual N Corporation or other private group entity [J Government
4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
N Issue Fee [ A check is enclosed.
Q Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
[J Advance Order - # of Copies M The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any

overpayment, to Deposit Account Number _()8_87()  (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
Ja Applicant claims SMALL ENTITY status. See 37 CFR 1.27. o Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signawre /CHRISTOHPHER F. REGAN/ pate _ AUGUST 15, 2012
Typed or printed name CHRISTOPHER F. REGAN Registration No. 34906

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will v: deEending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexand%ia, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651-0033 U.S. Patent and Trademark Oftice; U.S. DEPARTMENT OF COMMERCE
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Electronic Patent Application Fee Transmittal

Application Number:

12132757

Filing Date:

04-Jun-2008

Title of Invention:

WIRELESS COMMUNICATION SYSTEM COMPENSATING FOR INTERFERENCE

AND RELATED METHODS

First Named Inventor/Applicant Name:

David CHAUNCEY

Filer:

Christopher F. Regan/LOIS LOVE

Attorney Docket Number:

RF-448 (50676)

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Suzgs:;; in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Utility Appl issue fee 1501 1 1740 1740
Publ. Fee- early, voluntary, or normal 1504 1 300 300
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Description Fee Code Quantity Amount SulL)J-S'I';(tsa)l in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 2040
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Electronic Acknowledgement Receipt

EFS ID: 13505885
Application Number: 12132757
International Application Number:
Confirmation Number: 8369

Title of Invention:

WIRELESS COMMUNICATION SYSTEM COMPENSATING FOR INTERFERENCE

AND RELATED METHODS

First Named Inventor/Applicant Name:

David CHAUNCEY

Customer Number:

74701

Filer:

Christopher F. Regan/LOIS LOVE

Filer Authorized By:

Christopher F. Regan

Attorney Docket Number: RF-448 (50676)
Receipt Date: 15-AUG-2012
Filing Date: 04-JUN-2008
Time Stamp: 16:43:54

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $2040

RAM confirmation Number 3521

Deposit Account 080870

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)
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File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
114446
1 Issue Fee Payment (PTO-85B) RF-448_|SSUE-FEE.pdf no 1
33¢675f326b7fa97d6154823072d 18203
Warnings:
Information:
32129
2 Fee Worksheet (SB06) fee-info.pdf no 2
a7ca3fle88cc52fel c2f0866560fe 1a7f35445
cd
Warnings:
Information:
Total Files Size (in bytes):i 146575

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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32 2 UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
12/132,757 01/01/2013 8345780 RF-448 (50676) 8369
74701 7590 12/12/2012

ADDMG - Harris

255 S ORANGE AVENUE
SUITE 1401

ORLANDO, FL 32801

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 1246 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site hitp://pair.uspto.gov for additional applicants):

David CHAUNCEY, Fairport, NY;
Mitel Kuliner, Rochester, NY;
Elias Theodorou, Rochester, NY;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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Case §:22-0v-00077-ADA  Document 1 Filed 0L720/22 Page lofl

X

AO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
' Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Western District of Texas on the following
] Trademarks or [M Patents. ( [] the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
1/20/2022 Western District of Texas

PLAINTIFF DEFENDANT

SPEIR TECHNOLOGIES LTD. APPLE INC.

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 8,345,780 1/1/2013 SPEIR TECHNOLOGIES LTD.

2 7,321,777 1/22/2008 SPEIR TECHNOLOGIES LTD.

3

4

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[] Amendment [] Answer [ Cross Bill [] Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy te Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy
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Case 221-0v-00474-RWE-REP Document 2 Filed 12/30/21 Page 1 of L Pagel & 108

AO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
' Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Eastern District of Texas on the following
] Trademarks or [M Patents. ( [] the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
12/30/2021 Eastern District of Texas

PLAINTIFF DEFENDANT

SPEIR TECHNOLOGIES LTD. SAMSUNG ELECTRONICS CO., LTD. and SAMSUNG

ELECTRONICS AMERICA, INC.
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 8,345,780 1/1/2013 SPEIR TECHNOLOGIES LTD.

2 7,110,779 9/16/2006 SPEIR TECHNOLOGIES LTD.

3 7,321,777 1/22/2008 SPEIR TECHNOLOGIES LTD.

4

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[] Amendment [] Answer [ Cross Bill [] Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy te Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy
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