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(57) ABSTRACT 

Communication traffic congestion management systems and 
methods are disclosed. Communication traffic is analyzed to 
determine its type, and a traffic congestion management func 
tion to be applied to the received communication traffic is 
selected based on the determined type and a level of commu 
nication traffic congestion. Congestion levels may be deter 
mined from congestion feedback signals provided by down 
stream communication components to which a traffic flow 
controller outputs communication traffic. A traffic congestion 
management function may be selected and applied on a 
packet-by-packet or other block-specific basis, or to an entire 
stream of communication traffic. 
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1. 

COMMUNICATION TRAFFIC CONGESTION 
MANAGEMENT SYSTEMIS AND METHODS 

FIELD OF THE INVENTION 

This invention relates generally to communications and, in 
particular, to handling communication traffic congestion. 

BACKGROUND 

A standard mechanism in Internet Protocol (IP) networks 
for dealing with congestion is Random Early Discard (RED), 
sometimes also known as Random Early Detection. When a 
router sees an impending problem condition, it starts ran 
domly throwing away packets. A Transmission Control Pro 
tocol (TCP) protocol client, which would be aware of any 
packet loss, concludes from observed loss that it is sending 
packets too quickly, and throttles back its sending rate to 
thereby alleviate congestion. 

In general, the actual packet loss observed by a TCP client 
is a result of packets being dropped at a receiving device, 
namely a router in the above example. According to a simple 
discard mechanism, when the depth of packets in a traffic 
queue at the receiving device exceeds a discard threshold, 
packets arriving at that queue are dropped off the tail of the 
queue until the queue depth recedes below the discard thresh 
old. One problem with this procedure, in the case of TCP 
connections, is that packets can tend to be dropped from a 
single TCP connection, resulting in an unfair service impact 
between customers. 
RED can address this problem for TCP connections by 

using queue depth to determine whether to keep or discard 
each packet as it arrives at a queue. A packet discard prob 
ability, which is dependent on the average depth of the queue 
over Some time period, is compared to a random number. The 
packet is discarded if its discard probability exceeds the ran 
dom number. Discard probabilities may be determined using 
a discard probability function, which might remain at Zero 
until a minimum threshold is reached, increase linearly until 
a maximum threshold is reached, and remain at 100% for 
average queue depths greater than the maximum threshold. 

In so-called weighted RED, there are multiple discard 
probability functions, each of which results in a different 
discard probability for the same average queue depth. The 
particular discard probability function that is used for a packet 
depends on the drop precedence of the packet, which is deter 
mined by examining the DiffServ Code Point (DSCP) field in 
the IP header of the packet. Packets that exceed agreements 
on their connections have their dropprecedence and thus their 
discard probability function changed by an IP policing pro 
cedure. As with RED, the determination to keep or discard a 
packet is made by comparing the discard probability of the 
packet to a random number. A variation of this procedure uses 
different probability curves in accordance with a class of 
service (CoS) of a packet. The CoS of a packet is also deter 
mined by examining the DSCP field in the IP header. 
One of the limitations of standard or weighted RED is that 

these techniques are used only on TCP flows. As non-TCP 
applications such as streaming video, VoIP, and IP video 
telephony increase in popularity, the effectiveness of RED 
decreases because it operates only on the TCP portion of 
traffic. 

This also creates issues with respect to ensuring fairness 
between users. In a mixed traffic scenario, RED may either 
discard all packet types, which means that it is degrading the 
quality of non-TCP traffic types to no useful effect, or it can 
discard only TCP traffic. In the latter case, it effectively treats 
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2 
all User Datagram Protocol (UDP) and other protocols that do 
not verify successful delivery as high priority and all TCP 
applications as low priority. This might not reflect the priori 
ties that a service provider would prefer, since in this case 
radio-over-the-Internet streaming audio might have a higher 
priority than business-critical client server applications, for 
instance. 

Intelligent Deep Packet Inspection (DPI) engines are being 
developed which are capable of looking inside a stream of 
traffic (beyond the header of each packet) to detect what kind 
of traffic is flowing in a network. These engines can distin 
guish between web browsing, email, VoIP gaming, peer-to 
peer, and other application types, for example. However, DPI 
is not currently used for dealing with traffic congestion. 

There remains a need for improved communication traffic 
congestion management techniques. 

SUMMARY OF THE INVENTION 

As noted above, randomly discarding data packets to 
respond to traffic congestion can adversely affect some com 
munication traffic types, such as traffic associated with dif 
ferent applications, more than others. Therefore, techniques 
for intelligently discarding data packets or flows in order to 
manage traffic congestion would be useful. 

Embodiments of the invention combine the concepts of 
RED and type- or application-sensitive traffic flow treatment 
to minimize the effect of discarding packets on certain types 
of applications. For example, data packets from peer-to-peer 
and file transfer traffic might be discarded initially. With 
increasing traffic congestion, data packets from other appli 
cations Such as web browsing or gaming, which are more 
sensitive to packet loss, could then be discarded only as 
needed to control congestion. A discard mechanism that is 
aware of traffic types also offers the opportunity to discard 
entire traffic streams as opposed to packets. This enables 
management of traffic congestion for even non-TCP applica 
tions such as VoIP which do not usually respond to RED, by 
preventing establishment of communication sessions when 
congestion is being experienced. 

In addition, by spotting and blocking setup messages at the 
beginning of a communication session, the session establish 
ment can be blocked, thereby reducing the load on the net 
work even from non-TCP applications. 

According to one aspect of the present invention, a com 
munication traffic congestion management apparatus 
includes a traffic type determination module and a traffic flow 
controller operatively coupled to the traffic type determina 
tion module. The traffic type determination module is adapted 
for determining a type of received communication traffic, and 
the traffic flow controller is adapted for selecting, based on the 
determined type and a level of communication traffic conges 
tion, a traffic congestion management function to be applied 
to the received communication traffic. 
The traffic type determination module may include a com 

munication traffic processor adapted for processing the 
received communication traffic to determine its type. 
The traffic type determination module may also include a 

traffic type lookup module adapted for determining whether 
the received communication traffic belongs to a communica 
tion traffic stream for which a type has previously been deter 
mined, and for associating the received communication traffic 
with the previously determined type where the received com 
munication traffic belongs to a communication traffic stream 
for which a type has previously been determined. The com 
munication traffic processor may then process the received 
communication traffic where the received communication 
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traffic does not belong to a communication traffic stream for 
which a type has previously been determined. 

The apparatus may also include a memory operatively 
coupled to the traffic type lookup module and to the commu 
nication traffic processor. In this case, the communication 
traffic processor may be adapted for storing in the memory an 
indication of the determined type of the received communi 
cation traffic. The traffic type lookup module may then per 
form the associating by accessing an indication of traffic type 
stored in the memory. 

In some embodiments, the selecting operation involves 
selecting a traffic discard probability function to be used in a 
Random Early Discard (RED) procedure. 
The traffic flow controller may be further adapted for out 

putting communication traffic to one or more traffic queues, 
and for detecting communication traffic congestion based on 
at least one of an amount of communication traffic stored in 
the one or more traffic queues and a rate at which traffic is 
being delivered to the one or more queues. 

According to some embodiments, the received communi 
cation traffic includes communication traffic of one or more 
communication traffic streams, and the traffic flow controller 
is further adapted for outputting communication traffic to a 
downstream component, for receiving one or more conges 
tion feedback signals from the downstream component, for 
detecting one or more levels of communication traffic con 
gestion based on the one or more congestion feedback sig 
nals, for determining which of the one or more communica 
tion traffic streams pertain to each congestion feedback 
signal, and for selecting a traffic congestion management 
function to be applied to a communication traffic stream 
based on the determined type of the received communication 
traffic and the congestion feedback signal to which the com 
munication traffic stream pertains. 
The traffic congestion management functions may cause 

the traffic flow controller to discard communication traffic 
types in a predetermined order as detected levels of traffic 
congestion increase, and cause the traffic flow controller to 
pass communication traffic types in a reverse order of the 
predetermined order as detected levels of traffic congestion 
decrease. 
Where the received communication traffic includes blocks 

of communication traffic of a communication traffic stream, 
and the traffic flow controller may select, for each block of the 
communication traffic stream, a traffic congestion manage 
ment function to be applied to the block. 
The traffic flow controller may instead select a traffic con 

gestion management function to be applied to all communi 
cation traffic of the communication traffic stream. 

In some embodiments, the traffic congestion management 
function is a communication traffic stream discard function, 
the communication traffic stream is one of a plurality of 
communication traffic streams, and the traffic flow controller 
is further adapted for selecting a communication traffic 
stream for discard according to the communication traffic 
stream discard function using a random discard probability 
function. 
The traffic congestion management function may involve 

detecting and discarding a signalled setup of a communica 
tion session. 

According to another embodiment, the traffic congestion 
management function involves dropping all traffic of a com 
munication traffic stream for a period of time. 
A communication traffic congestion management method 

is also provided, and involves receiving communication traf 
fic for transfer to a downstream communication component, 
determining a type of the received communication traffic, and 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

4 
selecting, based on the determined type of the received com 
munication traffic and a communication traffic congestion 
level, a traffic congestion management function to be applied 
to the received communication traffic for discarding traffic so 
as to avoid traffic drops at the downstream communication 
component. 

Determining may involve one or more of processing the 
received communication traffic to determine its type, and 
determining whether the received communication traffic 
belongs to a communication traffic stream for which a type 
has previously been determined. 
Where the downstream communication component 

includes one or more traffic queues, the method may also 
involve detecting traffic congestion at the downstream com 
munication component based on at least one of an amount of 
communication traffic stored in the one or more traffic 
queues, an average amount of traffic stored in the one or more 
queues over a period of time, a rate of change of the amount 
of traffic stored in the one or more queues, and the amount or 
proportion of traffic dropped from a queue of the one or more 
queues which has overflowed. 

In some embodiments, the traffic congestion management 
function comprises one of a plurality of traffic congestion 
management functions associated with respective levels of 
communication traffic congestion at the downstream commu 
nication component, the method also involves detecting a 
level of communication traffic congestion at the downstream 
communication component, and selecting involves selecting 
the traffic congestion management function to be applied to 
the received communication traffic based on the determined 
type of the received communication traffic and the detected 
level of congestion. 
The received communication traffic may include blocks of 

communication traffic of a communication traffic stream. In 
this case, selecting may involve selecting respective traffic 
congestion management functions to be applied to each block 
of the communication traffic stream or selecting a traffic 
congestion management function to be applied to all of the 
blocks of the communication traffic stream. 
A further aspect of the invention provides a machine-read 

able medium storing a data structure. The data structure 
includes an indication of a communication traffic stream for 
which a communication traffic congestion level can be deter 
mined, an indication of a communication traffic type of the 
communication traffic stream, and an indication of a traffic 
congestion management function to be applied to communi 
cation traffic of the indicated type, the traffic congestion man 
agement function defining a control action to be performed on 
traffic of the indicated type for a determined communication 
traffic congestion level. 
The identifier of a communication traffic stream may 

include a source and a destination of the communication 
traffic stream. 
The data structure may also include one or more linking 

data structures comprising information associating the indi 
cation of the communication traffic type with the indication of 
the traffic congestion management function. 

Other aspects and features of embodiments of the present 
invention will become apparent to those ordinarily skilled in 
the art upon review of the following description. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Examples of embodiments of the invention will now be 
described in greater detail with reference to the accompany 
ing drawings, in which: 

FIG. 1 is a block diagram of a communication system. 
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FIG. 2 is a block diagram of a communication traffic con 
gestion management apparatus. 

FIGS. 3A through 3F illustrate example traffic discard 
probability functions. 

FIG. 4 is a flow diagram showing a communication traffic 
congestion management method. 

FIG. 5 is a block diagram of a communication traffic con 
gestion management data structure. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

FIG. 1 is a block diagram of a communication system, and 
is illustrative of a system in which embodiments of the 
present invention might be implemented. The communica 
tion system 10 in FIG. 1 includes end user communication 
equipment 12, 18, network elements 13, 16, and a communi 
cation network 14. Although many installations of end user 
equipment 12, 18 and network elements 13, 16 may be con 
nected to the communication network 14, only two examples 
of each of these components have been labelled in FIG. 1 to 
avoid visual complexity. It should therefore be appreciated 
that the system of FIG. 1, as well as the contents of the other 
drawings, are intended solely for illustrative purposes, and 
that the present invention is in no way limited to the particular 
example embodiments explicitly shown in the drawings and 
described herein. 
The end user equipment 12, 18 represents communication 

equipment that is configured to generate and transmit and/or 
receive and terminate communication traffic. Although 
shown as being directly connected to the network elements 
13, 16, it will be apparent that end user equipment 12, 18 may 
communicate with the network elements 13, 16 through other 
intermediate components (not shown). 

Switches and routers are illustrative of the types of com 
munication equipment represented by the network elements 
13, 16. The network elements 13, 16 provide access to the 
communication network 14 and thus have been shown sepa 
rately in FIG. 1 for illustrative purposes. 
The communication network 14, in addition to the border 

or edge network elements 13, 16, may also include core 
network elements which route communication traffic through 
the communication network 14. 
Many different types of end user, intermediate, and net 

work communication equipment, as well as the operation 
thereof, will be apparent to those skilled in the art. In general, 
communication traffic originating with the end user equip 
ment 12, 18, and possibly other sources of communication 
traffic, for transfer to a remote destination through the com 
munication network 14 is received by a network element 13, 
16, translated between different protocols or formats if nec 
essary, and routed through the communication network 14. 
Embodiments of the invention are not limited to any particu 
lar types of communication equipment, transfer mechanisms, 
or protocols. 

During transfer through the communication system 10, 
communication traffic may become congested at any of vari 
ous points. In communication equipment Such as the network 
elements 13, 16, for example, communication traffic may 
become congested at traffic queues in which traffic is stored 
before being scheduled for transmission through communi 
cation media. As described above, current techniques for 
managing congestion are effective for only certain commu 
nication protocols such as TCP, and can lead to unfair or 
otherwise undesirable traffic discard patterns. 
One embodiment of the invention combines the concept of 

traffic type determination, which may use application-aware 
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6 
DPI as described in further detail below, with type-specific 
traffic congestion management functions, which may use 
RED. In other words, when a network congestion problem 
threatens, communication traffic is randomly discarded, but 
discards are handled differently for different traffic types, 
depending upon an application with which the traffic is asso 
ciated, for instance. 

Traffic type-specific discarding, or more generally traffic 
type-specific congestion management, has several beneficial 
effects. A first benefit is that traffic that is least valuable or 
associated with an application for which loss of traffic, illus 
tratively packet loss, is least important is discarded first or 
more heavily. Another beneficial effect is that packet discards 
that will degrade performance of real-time applications and/ 
or have no positive impact on congestion control can be 
avoided, at least until more serious congestion conditions 
arise. For example, VoIP over UDP is a real-time application 
for which discarding of packets will not have a positive effect 
on congestion control, since UDP does not respond to packet 
loss. A further benefit is that type-specific congestion man 
agement makes it possible to discard all communication traf 
fic of a traffic stream, instead of discarding traffic on a block 
by-block basis, as might be implemented at a packet data 
routerina packet-based communication system, for example. 
This stream discard feature provides a scheme for managing 
congestion, even from non-TCP applications, by randomly 
blocking session establishment under congestion conditions. 
The stream discard mode can operate in one of two fash 

ions. In the first, the inspection discovers a session setup 
message associated with the stream and discards it. In the 
absence of a successful setup response, the initiating appli 
cation will normally retry until the congestion condition 
passes and the setup attempt succeeds. A second fashion in 
which the stream based discard can operate, when rejecting a 
stream, involves associating a randomly selected isolation 
period with an end point. During the isolation period, all 
traffic (signalling or media) associated with a particular type 
of traffic from that end point will be discarded. A service 
provider can choose to have get any given level of relief from 
network load by locking out more users for a shorter isola 
tion period or fewer users for a longer isolation period, for 
example. Selection of a particular stream for discarding may 
be based on a random discard probability function. 

Thus, stream based discard may allow a Small number of 
users to lose all of their traffic for a period of time, rather than 
many users losing traffic. This produces the maximum relief 
from load on the network with an impact on a minimum 
number of users. Stream based discard enables a local net 
work element to respond appropriately to a congestion situ 
ation, whether or not there is a signalling controller which is 
capable of detecting and responding to congestion, for 
example by implementing a session admission control func 
tion. Furthermore, stream based discard can be applied even 
where a communication protocol is not understood or a sig 
nalling protocol is encrypted, by simply discarding all traffic 
associated with defined ports and protocols for a particular 
user for a period of time. 

Stream based discard can be a more reliable means of 
dealing with congestion in the presence of signalled stream 
based communications than admission control. An admission 
control function compares an estimated current load against 
the theoretically available capacity to determine if a new 
session can start without oversubscribing some network 
resource. Admission control can therefore act inappropriately 
if the estimated load or capacity is not accurate. Congestion 
control is not prone to this problem, in that it does not take 
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corrective action unless a real problem exists, and when a real 
problem exists, it always takes action. 

FIG. 2 is a block diagram of a communication traffic con 
gestion management apparatus. The apparatus 20, which 
might be implemented in communication equipment Such as 
a packet router for instance, includes a traffic type determi 
nation module 22 and a traffic flow controller 24 operatively 
coupled thereto. The traffic type determination module 22 has 
a traffic type lookup module 26, a traffic processor 28 opera 
tively coupled to the traffic type lookup module 26, and a 
memory 29 operatively coupled to the traffic type lookup 
module 26 and to the traffic processor 28. 

Communication equipment incorporating the apparatus 20 
may include additional components, represented generally as 
downstream component(s) 25 comprising a congestion moni 
tor 27. It should also be appreciated that the specific division 
of functions represented by the components 22, 24, 26, 28, 29 
is intended solely for the purposes of illustration and not to 
limit the scope of the invention. Other embodiments of the 
invention may include further, fewer, or additional compo 
nents interconnected in a similar or different manner. Further, 
multiple implementations of the components shown in FIG.2 
may be provided in communication equipment, including one 
implementation for control of upstream traffic, and another 
separate implementation for control of downstream traffic. 
The components of the apparatus 20 may be operatively 

coupled to each other through physical connections such as 
conductive traces on a Substrate where the components are 
provided on the same electronic circuit card and/or backplane 
conductors where the components are distributed between 
multiple cards in the same equipment. Logical interconnec 
tions are also contemplated, where any of the components of 
the apparatus 20 are implemented using software for execu 
tion by one or more processing elements. In this case, com 
ponents may access data stored in common storage locations 
in the memory 29, for example, and may thus be considered to 
be coupled to each other through a logical connection. 

From the foregoing, it should be apparent that many of the 
components of the apparatus 20 may be implemented using 
hardware, Software, firmware, or any combination thereof. 
Those skilled in the art will be familiar with many devices 
which may be used in implementing the apparatus 20, includ 
ing microprocessors, microcontrollers, Application Specific 
Integrated Circuits (ASICs). Programmable Logic Devices 
(PLDs), and/or Field Programmable Gate Arrays (FPGAs), 
for example. 

In view of the many possible implementations of the com 
ponents shown in FIG. 2, these components are described 
herein primarily in terms of their function. Based on these 
functional descriptions, a skilled person would be enabled to 
implement embodiments of the invention in any of various 
ways. 

The memory 29, however, would generally be provided as 
a hardware component, and may include one or more memory 
devices. Solid state memory devices are common in commu 
nication equipment, although the memory 29 may also or 
instead include memory devices for use with movable or even 
removable memory media. 

In operation, the traffic type determination module 22 
receives communication traffic from one or more traffic 
Sources and determines a type of the received communication 
traffic. Based on the determined traffic type, and an observed 
level of congestion feedback which maps to that traffic type as 
discussed below, the traffic flow controller 24 selects a traffic 
congestion management function to be applied to the traffic in 
order to reduce or prevent traffic congestion. 
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8 
Communication traffic type may be determined by the 

traffic type lookup module 26 or by the traffic processor 28. 
The traffic type lookup module 26 accesses the memory 29 to 
determine whether the type of the received traffic had previ 
ously been identified by the traffic processor 28. A received 
packet, for example, may belong to a traffic stream for which 
a type has already been determined and stored in the memory 
29. Otherwise, the traffic processor 28 processes the traffic to 
determine its type. 
The expression traffic stream as used herein may refer to 

a communication session between two endpoints. Such as end 
user equipment 12 and 18 in FIG. 1, or communication traffic 
associated with Such as session. A stream may be identified by 
Source and destination IP address for instance, and also use an 
additional label such as IP port and protocol to distinguish 
different types of traffic between session end points. The 
phrase 5-tuple (of IP source and destination address, source 
and destination port, and protocol) is one example of a stream 
identifier that may be used in some embodiments of the inven 
tion. 

Considering an example of receiving a first packet in a 
traffic stream, a traffic type for that packet would not have 
been previously determined, and accordingly the packet is 
processed by the traffic processor 28. The packet may be 
passed to the traffic processor 28 by the traffic type lookup 
module 26 directly, or indirectly by storing the packet to the 
memory 29 for instance. 

According to one relatively simple implementation, the 
traffic processor 28 processes the packet to detect its port 
number and protocol, and to determine the type of the packet, 
and specifically the application associated with the traffic, on 
the basis of the port number and protocol. However, much 
more Sophisticated recognition approaches are also contem 
plated. These approaches may involve identification based on 
information outside the packet header (e.g., in the payload) or 
based on behaviour. 

For example, DPI techniques may be used by the traffic 
processor 28 to determine the application type of an IP traffic 
stream by looking at a variety of information in a packet 
header, the payload, and/or the pattern of information 
exchanged over time. Recognition techniques may include 
any or all of the following: 

a) recognition based on Source and/or destination address; 
b) type determination based on commonly used port num 

bers and protocols, as noted above; 
c) digital signature matching in a packet payload; 
d) State observation of a negotiated session, such as observ 

ing the port negotiated for a media path in a Session 
Initiation Protocol (SIP) session or passive file transfer 
protocol (FTP) transfer: 

e) recognition based on a sequence of packet sizes 
exchanged; 

f) recognition based on the number of streams or sessions 
in progress to different Source? destination pairs, gener 
ally known as “fan-in” or “fan-out': 

g) recognition based on stream duration; and 
h) recognition based on Stream setup rate and number of 

simultaneous streams. 
Thus, the determination of traffic type in accordance with 

embodiments of the invention goes beyond merely identify 
ing a priority, class of service, or other traffic handling param 
eters specified in communication traffic. As noted above, 
traffic type as disclosed herein may relate to a type of appli 
cation with which traffic is associated. DPI techniques may be 
used by the traffic processor 28 to distinguish between web 
browsing, email, VoIP gaming, peer-to-peer, and other appli 
cation types, for example. This allows application-sensitive 
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control of communication traffic by the traffic flow controller 
24, as described in further detail below. 

It should be appreciated that the traffic processor 28 may 
process additional traffic in determining the type of received 
communication traffic. For example, the traffic processor 28 
may monitor traffic flow in both directions between parties of 
a communication session. Repeated request messages flow 
ing in one direction without expected response messages 
flowing in the opposite direction might be indicative of a 
denial of service attack, for instance. 

Other manners of processing traffic to determine its type 
may also or instead be used in some embodiments. 
Once the first packet in a stream is recognized, an indica 

tion of the determined type, an identifier of the stream, and 
possibly other information, is stored to the memory 29 by the 
traffic processor 28. A table or other data structure, an 
example of which is shown in FIG. 5 and described below, 
may be used to store this information. Subsequent packets of 
the same stream can then be identified based on header infor 
mation and associated with the same previously identified 
type by the traffic type lookup module 26. That is, all subse 
quent packets, or more generally blocks, of a communication 
traffic stream between two end-points of the same type (i.e., 
having the same stream-identifying 5-tuple) may be assumed 
to be of the same type as determined for the first block of that 
Stream. 

The traffic flow controller 24 may be adapted to detect 
traffic congestion at one or more downstream component(s) 
25 to which it forwards communication traffic. As shown in 
FIG. 2, this detection could be based on feedback signals or 
other control signals provided by the downstream component 
(s) 25, namely the congestion monitor 27 in FIG. 2. The 
congestion monitor 27 observes the state of congestion and 
feeds back congestion information to the traffic flow control 
ler 24. 
Where the traffic flow controller 24 outputs communica 

tion traffic to a traffic management (TM) system which uses 
queues to store communication traffic for scheduling, for 
example, the TM System may have a congestion monitor 27 in 
the form of queue depth monitoring capabilities for determin 
ing amounts of communication traffic currently stored in 
those queues. In this case, the traffic flow controller 24 could 
be connected to receive queue depth monitoring signals from 
the TM device. The received queue depth monitoring signals 
could be in the form of absolute queue depths, average queue 
depths, queue depth threshold signals indicating whether the 
queue depths are above respective thresholds, etc. 

In a simple case, there is a single downstream queue for 
which a single indicator of actual or impending congestion is 
fed back to the traffic flow controller 24 by the congestion 
monitor 24. Where there are multiple queues in the down 
stream component(s) 25 however, the congestion monitor 27 
may feedback many pieces of information relating to differ 
ent points of network congestion, for example the average fill 
of a number of queues. The traffic flow controller 24 then 
matches the congestion feedback signal to the traffic types 
which are associated with the congestion, Such as traffic from 
a defined address or set of addresses, traffic to a defined 
address or set of addresses, or traffic associated with a traffic 
type or set of traffic types. The exact nature of this mapping 
will depend on the structure of the queuing in the downstream 
component(s) 25. 

In the event that hierarchical queuing, where one set of 
queues is aggregated into a Subsequent set of queues, is imple 
mented at the downstream component(s) 25, the congestion 
feedback information provided by the congestion monitor 27 
may define congestion conditions for overlapping sets of 
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10 
traffic. Congestion conditions in this case may be both for an 
individual user and for a set of users which includes that 
individual user. The control actions implemented in the traffic 
flow controller 24 will be applied only to those streams which 
match to a scope of the congestion feedback signal, and for 
which the level of that feedback signal indicates that correc 
tive action is required. In one embodiment, the traffic flow 
controller 24 applied traffic flow control at the most granular 
level at which a problem exists and control actions are pos 
sible. 
The trigger for corrective action by the traffic flow control 

ler 24 could be based on the '% fill of a queue as opposed to the 
absolute depth. Packets dropped at queues in the downstream 
components 25, as a fraction of packets received for instance, 
can also be used as a congestion indicator provided by the 
congestion monitor 27 to the traffic flow controller 24. In this 
case, tail-drop packet loss has already started to occur at the 
downstream components 25. 

Further, the trigger for corrective action could in general be 
any arbitrary function of the queue depth as opposed to the 
average. For example, if the queue depth is referred to as D. 
the trigger function T for corrective action could be 

d T = f(D) + ft. D+f Ddt. 
In simple terms, this Trigger T is based on the current depth 

of the queue f, the rate of change of queue depth at this 
instant in time f, and the average depth of the queue over 
Some time period f. 

In some embodiments, received queue depth information is 
further processed by the traffic flow controller 24 to generate 
congestion information in a different format that is compat 
ible with its Supported traffic congestion management func 
tions. For example, a downstream TM device may provide 
absolute queue depths to the traffic flow controller 24, and the 
traffic flow controller may then calculate average queue 
depths for use in determining whether it should pass or dis 
card communication traffic. Congestion thresholds used by 
the traffic flow controller 24 and the downstream component 
(s) thus need not necessarily be the same. The traffic flow 
controller 24 may use more, fewer, and/or different conges 
tion thresholds than the downstream component(s) 25. The 
congestion thresholds used by the traffic flow controller 24 
may also or instead be defined in a similar or different manner 
than those of the downstream component(s). 

It should be appreciated that the characterization of com 
munication components as downstream or upstream commu 
nication components is dependent upon a direction of com 
munication traffic transfer. A downstream component from 
the perspective of traffic flow from left to right through the 
apparatus 20 might be considered an upstream component for 
communication traffic flowing in the opposite direction, 
through another data path of communication equipment in 
which the apparatus 20 is implemented. Thus, references to 
downstream and upstream communication components are 
intended for convenience only, and do not imply that embodi 
ments of the invention may be used in conjunction with com 
munication equipment which is capable of only unidirec 
tional communication traffic transfer. 
The traffic flow controller 24 selects a traffic congestion 

management function to be applied to the communication 
traffic, based on at least the determined type of the commu 
nication traffic and generally the Source and destination of the 
traffic as well. The congestion management function specifies 
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a level of randomly selected discard that should apply to 
traffic given an observed level of congestion feedback which 
applies to that traffic. As noted above, the type of received 
communication traffic is determined by the traffic type deter 
mination module 22, and in particular by either the traffic type 
lookup module 26 or the traffic processor 28. Any of several 
mechanisms may be provided to inform the traffic flow con 
troller 24 of the determined traffic type. 

For example, the traffic type lookup module 26 or the traffic 
processor 28 may insert an indication of the determined traffic 
type into the communication traffic. Such as in a new or 
existing header field. In one embodiment, this indication is 
inserted into the DSCP field. The traffic flow controller 24 
may instead access the memory 29 to determine the type of 
the packet. This would effectively incorporate at least some of 
the functions of the traffic type lookup module 26 into the 
traffic flow controller 24. The traffic type lookup module 26 
might still determine whether the traffic processor 28 should 
process received communication traffic to determine its type, 
although it need not in this embodiment insert traffic type 
indicators into the communication traffic. 

The traffic type determination module 22 and the traffic 
flow controller 24 may use different traffic type-specific 
information in performing their functions. Whereas the traffic 
type determination module 22 may determine the application 
type for received communication traffic for instance, the traf. 
fic flow controller 24 could use a discard preference associ 
ated with the application type, instead of the actual applica 
tion type itself, in determining how the flow of 
communication traffic is to be controlled. 

Consider an example in which communication traffic types 
are associated with discard preferences in another table or 
data structure in the memory 29. Once the traffic type of a 
packet in a stream is identified, then an indication of the 
discard preference could be inserted into the packet before it 
is transferred to the traffic flow controller 24, or the traffic 
flow controller 24 could access a stream to type mapping table 
and the type to discard preference mapping table. Subsequent 
packets of the same stream may be assigned the same type and 
thus discard preference. The traffic flow controller 24 may use 
a discard probability function, selected on the basis of the 
discard preference, to determine whether each packet is to be 
passed or discarded. As described in further detail below, the 
actual discard probability in response to a particular discard 
preference changes with queue depth, or more generally, the 
level of detected congestion. 

Another possible implementation of discard preferences 
involves congestion-sensitive discard preferences, in which 
the discard preference of a particular traffic type changes with 
congestion conditions. As the level of congestion increases 
and queue depths grow, more traffic is assigned discard pref 
erences that have a higher likelihood of being discarded. 
Either or both of the discard preferences and/or the discard 
probability functions used by the traffic flow controller 24 
could be type-specific in this case. 
The pass/discard functionality of the traffic flow controller 

24 is governed by a RED procedure in one embodiment. 
Standard or weighted RED, for example, may be used on a 
per-type basis. FIGS. 3A through 3F illustrate example traffic 
discard probability functions that could be used in conjunc 
tion with a RED procedure. It should be appreciated that the 
examples shown in FIGS. 3A through 3F are intended to be 
illustrative, and by no means exhaustive. Other discard prob 
ability functions, other forms of traffic congestion manage 
ment functions, and other discard procedures than RED may 
be used in different embodiments of the invention. 
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12 
According to the discard probability function of FIG. 3A, 

the discard probability is Zero until a minimum congestion 
threshold indicated by congestion feedback signals is 
reached, and thereafter the discard probability increases lin 
early until a maximum threshold is reached. For congestion 
feedback signals greater than the maximum threshold, the 
discard probability is 100%. A discard probability function of 
this type has been described briefly above. In accordance with 
an aspect of the invention, a different discard probability 
function is selected by the traffic flow controller 24 (FIG. 2) 
for each different traffic type. The same discard probability 
function could instead be used in conjunction with different 
traffic type-specific discard preferences and/or discard pro 
cedures to achieve type-specific congestion management by 
providing type-specific traffic flow control. 

FIG. 3B shows discard probability functions for a type 
specific version of weighted RED in accordance with another 
embodiment of the invention. Unlike conventional weighted 
RED, the traffic controller 24 (FIG. 2) selects one of the three 
discard probability functions 32, 34, 36 for communication 
traffic based on its type. The discard probability functions 32. 
34, 36 are associated with respective minimum and maximum 
congestion levels, and result in different discard probabilities 
for different traffic types at the same congestion level. 
The probability functions 32, 34, 36 could be defined and 

assigned to traffic types such that traffic of the various types is 
discarded in a particular order. For example, when traffic 
congestion first occurs, packets might be discarded from 
email applications, then web browsing if congestion contin 
ues to increase beyond another threshold, as determined by 
the weighted RED discard probability function for that type 
of application. Email and web browsing applications might 
be associated with the functions 32, 34 in this example. If 
traffic congestion continues to increase, then the traffic flow 
controller 24 (FIG. 2) might begin discarding packets from 
gaming applications, then peer-to-peer applications, and 
finally VoIP applications. As traffic congestion decreases and 
average queue depths fall, this order is reversed. Such that the 
last application types from which packets are discarded will 
be the first to have their traffic bandwidth restored to normal 
levels. 
Mappings between traffic types and traffic congestion 

management functions such as discard probability functions 
may be specified, for example, in one or more tables or other 
data structures stored in a memory. According to one embodi 
ment, a stream table maps communication traffic streams to 
their determined traffic types, another table maps traffic types 
to discard preferences, and a third table maps discard prefer 
ences to discard probability functions. 

FIGS. 3A and 3B show discard probability functions hav 
ing one profile or shape. FIG. 3C shows a discard probability 
function having another shape that is generally accepted to 
work well. Different values for MAXp, the minimum thresh 
old MINth, and the maximum threshold MAXth may be used 
to achieve different discard patterns. 

Another possible discard probability function is shown in 
FIG. 3D. This type of function could be used when commu 
nication traffic is determined to be a security threat, from a 
worm or virus for instance. According to the function of FIG. 
3D, all communication traffic of a stream is dropped, regard 
less of congestion. This illustrates that embodiments of the 
invention may use congestion-responsive functions such as 
those as shown in FIGS. 3A through 3C and/or functions that 
are not themselves sensitive to congestion but useful in pre 
Venting congestion. 

With reference to FIG.3E, this function may be useful for 
Such applications as peer-to-peer, which can place a signifi 
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cant load on network resources and are relatively insensitive 
to network performance. Using the function of FIG.3E, dis 
card probability may be non-zero even when queue depth is 
near Zero, as shown. 

Yet another application type such as VoIP might be set to 
discard communication traffic only under extreme congestion 
conditions, using a function Such as shown in FIG. 3F. 

Although shown as plots in FIGS. 3A through 3F, it will be 
appreciated by those skilled in the art that discard probability 
functions may be defined by information stored in a memory. 
In the apparatus 20 (FIG. 2), for example, probability tables 
defining various discard probability functions could be stored 
in the memory 29 or another memory for access by the traffic 
flow controller 24. 
As described above, the determination of whether to dis 

card or pass a packet according to RED is made by comparing 
the discard probability of the packet to a random number. 
There are two common methods for selecting and comparing 
a random number, or random variable, to the discard prob 
ability. These methods are the Geometric Random Variable 
(GRV) method and the Uniform Random Variable (URV) 
method, either of which could be used in embodiments of the 
invention. Random variable comparison method is another 
facet of a congestion control function that could be selected 
based on traffic type. The GRV method could be applied to 
some traffic types, whereas the URV method is used for other 
traffic types. 

According to the GRV method, a new random number is 
selected for each packet arriving at a queue. If the discard 
probability for the packet exceeds the random number, then 
the packet is discarded. The resulting discards are randomly 
distributed in time. However, according to the URV method, 
the resulting packet discards are distributed evenly in time, 
which can be more desirable. The URV method selects a new 
random number only after a packet has been discarded. The 
number of packets (count) since the last discard is tracked and 
multiplied by the discard probability. If the product is greater 
than the random number, then the packet is discarded, the 
count is set to Zero, and a new random number is generated. 
Otherwise the packet is passed and the count is incremented. 

Other variations of the techniques described herein are 
possible. The numbers and shapes of discard probability 
functions and/or the manner in which these functions are used 
may vary between embodiments of the invention. Further 
embodiments of the invention may also use other types of 
traffic congestion management function than discard prob 
ability functions. 
The type-sensitive traffic flow control approach to traffic 

congestion management offers another key opportunity, 
which is the ability to drop entire communication traffic 
streams rather then just packets or other blocks of communi 
cation traffic. A “stream RED' embodiment of the invention 
could perform a discard probability to random number com 
parison for the first packet in a stream and apply the resultant 
decision (pass versus discard) to all Subsequent packets in the 
same stream, thereby effectively applying the same traffic 
congestion management function to an entire communication 
traffic stream. 

Stream based traffic flow control may be useful even for 
non-TCP traffic such as VoIP over SIP, because an entire SIP 
session can be rejected and all packets associated with it 
dropped. This produces a beneficial gain in relief from con 
gestion without actually permanently denying service to any 
customer. As such, it offers a practical alternative to other 
mechanisms which might be used to maintain Quality of 
Service (QoS) on a VoIP or streaming media network. For 
example, while it might be possible to also avoid oversub 
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scription to a VoIP network by reserving bandwidth or using 
a centralized policy broker to admit new sessions, a stream 
based traffic flow control mechanism could be configured to 
block sessions only when congestion occurs, and only to the 
minimum extent required to control congestion. This is not 
true of the other QoS assurance mechanisms, which either 
waste bandwidth by reserving it even when not in use, or by 
providing admission control to a predefined bandwidth 
threshold, even if the network is under-utilised, thereby 
resulting in lost revenue. Since it is simple, automated, and 
produces the minimum possible blocking effect, Such stream 
based traffic flow control may provide a feasible alternative 
to, or at least complement, other QoS assurance approaches. 

Although described above primarily in the context of an 
apparatus, other implementations of the techniques disclosed 
herein are also contemplated. FIG. 4, for example, illustrates 
a method according to an embodiment of the invention. 
The congestion management method 40 begins at 42 when 

communication traffic is received for transfer to a down 
stream communication component. At 44, a type of the 
received communication traffic is determined. If congestion 
is detected at 46, a traffic congestion management function to 
be applied to the received communication traffic is selected at 
48 based on the traffic type. At 49, the received communica 
tion traffic, or any portion of the traffic which is not discarded 
at 48, is forwarded to the downstream communication com 
ponent. 

Other embodiments of the invention may include further, 
fewer, or different operations than those explicitly shown in 
FIG.4, performed in a similar or different order. For instance, 
as noted above and shown in FIGS. 3D and 3E, a traffic 
congestion management function need not necessarily be 
responsive to actual detected congestion. Thus, the operation 
at 46 may involve determining that congestion is being expe 
rienced at the downstream communication component, or 
possibly that a congestion condition is imminent and/or 
should be avoided. In terms of ordering, the traffic type deter 
mination and/or the traffic congestion management function 
selection may be made before or after the congestion deter 
mination. Where traffic is discarded only when congestion is 
observed, then the operations at 44 and 48 may both follow 
the congestion determination at 46. 

Various manners of performing the operations shown in 
FIG. 4 and further variations of the method 40 are contem 
plated, some of which have been described above with refer 
ence to FIGS. 2 and 3A through 3F. 

FIG. 5 is a block diagram of a communication traffic con 
gestion management data structure, which may be used in 
Some embodiments of the invention. Data structures having 
fewer, further, or different data fields than those explicitly 
labelled in FIG. 5 are also contemplated, as described in 
further detail below. 
The data structure 50 would be stored in a machine-read 

able medium such as the memory 29 (FIG. 2) to map traffic 
types to congestion management functions. In the example 
shown, the data structure 50 includes an indication 54 of a 
communication traffic type and an indication 56 of a conges 
tion management function to be applied to communication 
traffic of the type indicated at 54 for managing traffic conges 
tion. A mapping table might include respective records hav 
ing this format for each traffic type handled by a traffic flow 
controller, for instance. 
The example data structure 50 also has an identifier 52 of a 

communication traffic stream that includes communication 
traffic of the type indicated at 54. The traffic stream is thus 
associated with the communication traffic type indicated at 
54, and also the congestion management function indicated at 
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56. Data records including respective identifiers of different 
traffic streams and their corresponding traffic types and/or 
congestion management functions might be stored in a traffic 
stream table for access by a traffic flow controller. 
As described above, in Some embodiments a stream of 5 

traffic between two end points has a unique label defined by 
an IP 5-tuple, which is an example of the traffic stream iden 
tifier 52. Every traffic stream identifier is associated with one 
and only one traffic type. A single traffic type, however, may 
have none or many traffic stream identifiers associated with it 
at any point in time. 

Traffic type identification has also been described in detail 
above. An identification pattern may be used to characterize a 
traffic type, with each traffic type having at least one and 
possibly multiple identification patterns. Patterns may 
include traffic content patterns or behavioural patterns. Once 
a traffic type has been determined for a traffic stream, the 
stream can be associated with the type in a record stored in a 
memory, as shown at 52, 54. 
A congestion feedback signal may be used to select a 

congestion management function for a traffic stream based on 
one or more source addresses, one or more destination 
addresses, and/or one or more traffic types. Every traffic 
stream identifier is generally associated with at most one 
congestion feedback signal. This association may be explic 
itly specified in the data structure 50 by including a feedback 
signal identifier in one of the additional fields 53,55, 57, oran 
implicit or indirect association. In the latter case, the traffic 
type 54 may provide an indirect association in that the traffic 
stream identifier 52 and a congestion feedback signal may be 
associated with the same traffic type but not directly and 
explicitly associated with each other. 
A congestion management function may be selected for a 

traffic stream based on two criteria, including a congestion 
feedback signal and information in one or more of the traffic 
type and traffic stream identifier fields 52, 54. Every combi 
nation of traffic type/stream identifier and congestion feed 
back level has one and only one resultant congestion man 
agement function. However, the same congestion 
management function may apply to many different combina 
tions of traffic type/stream identifier and congestion feedback 
level. When a congestion management function for a traffic 
stream at a current congestion level has been selected, an 
indication of that selected function is stored in the field 56 and 
subsequently accessed by a traffic flow controller to deter 
mine which specific traffic control function is to be applied to 
a Stream. 

A data structure used in embodiments of the invention may 
also include other information. This is represented in FIG. 5 
at 53,55,57. Although the traffic stream identifier 52 is shown 
as the first data field in the data structure 50, other embodi 
ments may use data structures that include information pre 
ceding a traffic stream identifier. Also, a data structure need 
not necessarily include all of the data fields shown in FIG. 5, 
and/or may include data fields arranged in a different order 
than shown. 

Another possible data structure variation would be to pro 
vide linking data structures to build associations between 
traffic types or traffic streams and corresponding congestion 
management functions. For example, traffic streams could be 
mapped to application types in one mapping table, applica 
tion types could be mapped to discard preferences in another 
mapping table, and discard preferences could be mapped to 
congestion management functions in a further mapping table. 
Similarly, where different discard preferences are assigned to 
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16 
the same traffic type depending on current congestion levels, 
discard preference mappings may include a congestion level 
mapping component. 

Further variations of the data structure 50, some of which 
may be or become apparent to those skilled in the art, may be 
made without departing from the present invention. 

Embodiments of the invention may be used to reduce the 
impact of discarding communication traffic. Traffic types for 
which loss of traffic is least important are discarded first. 
Degradation in performance of real-time applications such as 
VoIP can also be avoided where traffic associated with these 
applications can be discarded last, only under highly con 
gested conditions. Similarly, traffic congestion management 
functions can be selected so that discarding of traffic that that 
has no positive impact on congestion control. Such as UDP 
packets, is avoided. 

In some embodiments, stream based traffic discarding is 
Supported. This enables control over communication network 
load from even non-TCP applications, in a fashion which 
protects the quality of those applications, and only applies 
control when congestion requires corrective action. 
The techniques disclosed herein would allow communica 

tion service providers to respond to traffic congestion in a 
manner that accounts for the sensitivity of various traffic 
types/applications to traffic loss. Service providers are then 
able to guarantee better quality of service to their customers 
and to run their networks at higher capacity. 
What has been described is merely illustrative of the appli 

cation of principles of embodiments of the invention. Other 
arrangements and methods can be implemented by those 
skilled in the art without departing from the scope of the 
present invention. 

It should be appreciated that implementation of an embodi 
ment of the invention would not necessarily preclude other 
functions. For example, a traffic flow controller could be 
implemented in conjunction with a traffic management 
device that also uses backpressuring, session admission con 
trol, or other schemes when communication traffic becomes 
congested. 

In a similar manner, various components which perform 
the congestion management functions disclosed herein may 
also perform additional functions. A traffic processor that 
determines the type of received communication traffic could 
be provided as Software for execution by a processing ele 
ment which also performs other tasks, for instance. 

In addition, although described primarily in the context of 
methods and systems, other implementations of the invention 
are also contemplated, as instructions stored on a machine 
readable medium, for example. 

I claim: 
1. A communication traffic congestion management appa 

ratus comprising: 
a traffic type determination module adapted for determin 

ing a type of application associated with received com 
munication traffic; and 

a traffic flow controller, operatively coupled to the traffic 
type determination module, adapted for selecting, based 
on the determined type of application and a level of 
communication traffic congestion, a traffic congestion 
management function to be applied to the received com 
munication traffic, 

wherein the traffic type determination module comprises a 
communication traffic processor adapted for processing 
the received communication traffic to determine its type 
of associated application, 

wherein the traffic type determination module further com 
prises a traffic application type lookup module adapted 
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for determining whether the received communication 
traffic belongs to a communication traffic stream for 
which a type of associated application has previously 
been determined, and for associating the received com 
munication traffic with the previously determined type 
of associated application where the received communi 
cation traffic belongs to a communication traffic stream 
for which a type of associated application has previously 
been determined, and 

wherein the communication traffic processor processes the 
received communication traffic where the received com 
munication traffic does not belong to a communication 
traffic stream for which a type of associated application 
has previously been determined. 

2. The apparatus of claim 1, further comprising: 
a memory operatively coupled to the traffic type lookup 
module and to the communication traffic processor, 

wherein the communication traffic processor is adapted for 
storing in the memory an indication of the determined 
type of application associated with the received commu 
nication traffic, and 

wherein the traffic type lookup module is adapted for per 
forming the associating by accessing an indication of 
traffic application type stored in the memory. 

3. The apparatus of claim 1, wherein selecting comprises 
selecting a traffic discard probability function to be used in a 
Random Early Discard (RED) procedure. 

4. The apparatus of claim 1, wherein the traffic flow con 
troller is further adapted for outputting communication traffic 
to one or more traffic queues, and for detecting communica 
tion traffic congestion based on at least one of an amount of 
communication traffic stored in the one or more traffic queues 
and a rate at which traffic is being delivered to the one or more 
queues. 

5. The apparatus of claim 1, 
wherein the received communication traffic comprises 

communication traffic of one or more communication 
traffic streams, and 

wherein the traffic flow controller is further adapted for 
outputting communication traffic to a downstream com 
ponent, for receiving one or more congestion feedback 
signals from the downstream component, for detecting 
one or more levels of communication traffic congestion 
based on the one or more congestion feedback signals, 
for determining which of the one or more communica 
tion traffic streams pertain to each congestion feedback 
signal, and for selecting a traffic congestion manage 
ment function to be applied to a communication traffic 
stream based on the determined type of application asso 
ciated with the received communication traffic and the 
congestion feedback signal to which the communication 
traffic stream pertains. 

6. A communication traffic congestion management appa 
ratus comprising: 

a traffic type determination module adapted for determin 
ing a type of application associated with received com 
munication traffic; and 

a traffic flow controller, operatively coupled to the traffic 
type determination module, adapted for selecting, based 
on the determined type of application and a level of 
communication traffic congestion, a traffic congestion 
management function to be applied to the received com 
munication traffic, 

wherein the received communication traffic comprises 
communication traffic of one or more communication 
traffic streams, 
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wherein the traffic flow controller is further adapted for 

outputting communication traffic to a downstream com 
ponent, for receiving one or more congestion feedback 
signals from the downstream component, for detecting 
one or more levels of communication traffic congestion 
based on the one or more congestion feedback signals, 
for determining which of the one or more communica 
tion traffic streams pertain to each congestion feedback 
signal, and for selecting a traffic congestion manage 
ment function to be applied to a communication traffic 
stream based on the determined type of application asso 
ciated with the received communication traffic and the 
congestion feedback signal to which the communication 
traffic stream pertains, and 

wherein the selected traffic congestion management func 
tion comprises one of a plurality of traffic congestion 
management functions that cause the traffic flow con 
troller to discard communication traffic having associ 
ated application types in a predetermined order as 
detected levels of traffic congestion increase, and cause 
the traffic flow controller to pass communication traffic 
having associated application types in a reverse order of 
the predetermined order as detected levels of traffic con 
gestion decrease. 

7. The apparatus of claim 1, wherein the received commu 
nication traffic comprises blocks of communication traffic of 
a communication traffic stream, and wherein the traffic flow 
controller is adapted for selecting, for each block of the com 
munication traffic stream, a traffic congestion management 
function to be applied to the block. 

8. The apparatus of claim 1, wherein the received commu 
nication traffic comprises communication traffic of a commu 
nication traffic stream, and wherein the traffic flow controller 
is adapted for selecting a traffic congestion management 
function to be applied to all communication traffic of the 
communication traffic stream. 

9. The apparatus of claim 8. 
wherein the traffic congestion management function com 

prises a communication traffic stream discard function, 
wherein the communication traffic stream comprises one 

of a plurality of communication traffic streams, and 
wherein the traffic flow controller is further adapted for 

Selecting a communication traffic stream for discard 
according to the communication traffic stream discard 
function using a random discard probability function. 

10. The apparatus of claim 8, wherein the traffic congestion 
management function comprises detecting and discarding a 
signaled setup of a communication session. 

11. The apparatus of claim 8, wherein the traffic congestion 
management function comprises dropping all traffic of the 
communication traffic stream for a period of time. 

12. A communication traffic congestion management 
method comprising: 

receiving communication traffic for transfer to a down 
stream communication component; 

determining a type of application associated with the 
received communication traffic; and 

selecting, based on the determined type of application 
associated with the received communication traffic and a 
communication traffic congestion level, a traffic conges 
tion management function to be applied to the received 
communication traffic for discarding traffic so as to 
avoid traffic drops at the downstream communication 
component, 

wherein the traffic congestion management function com 
prises one of a plurality of traffic congestion manage 
ment functions associated with respective levels of com 
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munication traffic congestion at the downstream 
communication component, 

wherein the method further comprises detecting a level of 
communication traffic congestion at the downstream 
communication component, and 

wherein selecting comprises selecting the traffic conges 
tion management function to be applied to the received 
communication traffic based on the determined type of 
application associated with the received communication 
traffic and the detected level of congestion. 

13. The method of claim 12, wherein determining com 
prises one or more of processing the received communica 
tion traffic to determine its type of associated application, and 
determining whether the received communication traffic 
belongs to a communication traffic stream for which a type of 
associated application has previously been determined. 

14. The method of claim 12, wherein the downstream com 
munication component comprises one or more traffic queues, 
and wherein detecting comprises: 

detecting traffic congestion at the downstream communi 
cation component based on at least one of an amount of 
communication traffic stored in the one or more traffic 

10 

15 

20 
queues, an average amount of traffic stored in the one or 
more queues over a period of time, a rate of change of the 
amount of traffic stored in the one or more queues, and 
the amount or proportion of traffic dropped from a queue 
of the one or more queues which has overflowed. 

15. The method of claim 12, wherein the traffic congestion 
management functions cause discarding of communication 
traffic having associated application types in a predetermined 
order as detected levels of traffic congestion increase, and 
cause passing of communication traffic having associated 
application types in a reverse order of the predetermined 
order as detected levels of traffic congestion decrease. 

16. The method of claim 12, wherein the received commu 
nication traffic comprises blocks of communication traffic of 
a communication traffic stream, and wherein selecting com 
prises selecting respective traffic congestion management 
functions to be applied to each block of the communication 
traffic stream or selecting a traffic congestion management 
function to be applied to all of the blocks of the communica 

20 tion traffic stream. 
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