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By sliminating redundancy and providing a reduced fault coverage, it is possible to test
most combinational jogic blocks with a limited set of input vectors. This does not solve the
sequential problem, however. To test a given fault in a state machine, it is not sufficient to apply
the correct input excitation; the engine must be brought to the desired state first. This requires
that a sequence of inputs be applied. Propagating the circuif response to one of the ouiput pins
might require another sequence of patterns. In other words, testing for a single fault in an FSM
requires a sequence of vectors. Once again, this might make the process prohibitively expensive,

One way to address the problem is to turn the sequential network into a combinational one
by breaking the feedback loop in the course of the test. This is one of the key concepts behind
the scan-rest methodology described later. Another approach is to let the circuit test itself, Such
a test does not require external vectors and can proceed at a higher speed. The concept of self-
sest will be discussed in more detail later. When considering the testability of designs, two prop-
erties are of foremost importance:

1. Centrollability, which measures the ease of bringing a circuit node to a given condition
using only the input pins. A node is easily controllable if it can be brought to any condition
with only a single input vector. A node (or circuit} with low controllability needs a long
sequence of vectors to be brought to a desired state. It should be elear that a high degree of
controllability is desirable in testable designs.

. Observability, which measures the ease of observing the value of 2 node at the output
pins. A node with a high observability can be monitored directly on the output pins. A
node with a low observability needs a number of cycles before its state appears on the ount-
puts. Given the complexity of a circuit and the limited number of output pins, a testable
circuit should have a high observability. This is exactly the purpose of the test techniques
discussed 1n the sections that follow.

[

Combinational circuits fall under the class of easily observable and controllable circuits, since
any node can be contrelled and observed in a singie cycle.

Design-for-test approaches Tor the sequential moduies can be classified in three categories:
ad hoc test, scan-based test, and self-test.

H.3.2 Ad Hoc Testing

As suggested by the title, ad hoc testing combines a collection of tricks and technigues that can
be used to increase the observability and controllability of a design and that are generally
applied in an application-dependent fashion.

An example of such a technique is illustrated in Figure H-3a, which shows a simpile pro-
cessor with its data memory. Under normal configuration, the memory is only accessible
through the processor. Writing and reading a data value into and out of a single memory position
requires 2 number of clock cycles. The controilability and observability of the memory can be
dramatically improved by adding mulliplexers on the data and address busses (Figure H-3b).

Dell Ex. 1025
Page 470



726 Insert H » Valldation and Test of Manufactured Circuits
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(a) Design with low testabitity (b} Adding a selector improves testability
Figure H-3 improving testability by inserting multipiexers.

During normal operation mode, these selectors direct the memory ports to the processor. During
test, the data and address ports are connected directly to the VO pins, and testing the memory
can proceed more efficiently. The example illustrates some important design-for-testability
" concepts.

= It is often worthwhile to introduce extra hardware that has no functionality except improv-
ing the testability. Designers are often willing to incur a small penalty in area and perfor-
manee if it makes the design substantially more observable or controliable.

« Design-for-testability often means that extra IO pins must be provided besides the normal
functional O pins. The fest port in Figure H-3b is such an extra pin. To reduce the num-
ber of extra pads that would be required, one can multiplex test signals and functional sig-
nals on the same pads. For example, the I/0 bus in Figure H-3b serves as a data bus during
normal operation and provides and collects the test patterns during testing.

An extensive collection of ad hoc test approaches has been devised. Examples include the
partitioning of large state machines, addition of extra test points, provision of reset states, and
imtroduction of test busses. While very effective, the applicability of most of these techniques
depends upon the application and architecture at hand. Their insertion into = given design
requires expert knowledge and is difficult to automate. Structured and automatable approaches
are more desirable.

H.3.3 Scan-Based Test

One way to avoid the sequential-test problem is to turn all registers into externally leadable and
readable elements. This tarns the circuit-under-test into a combinational entity. To control a
node, zn appropriate vector is constructed, loaded into the registers and propagated through the
logic. The result of the excitation propagates to the registers and is latched, after which the con-
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Figure H-4 Serial-scan test,

tents are transferred to the external world. Connecting all the registers in a design to a test bus
regrettably introduces an unacceptable amount of overhead. A more elegant approach is offered
by the serial-scan approach illustrated in Figure H-4.

The registers have been modified to support two operation modes. In the normal mode,
they act as N-bit-wide clocked registers. During the test mode, the registers are chained together
as a single serial shift register. A test procedure now proceeds as follows.

1. An excitation vector for logic module A (and/or B} is entered through pin Scan/n and
shifted into the registers under conirol of a test clock.

2. The excitation is applied to the logic and propagates to the cuiput of the logic module. The
result is latched into the registers by issuing a single system-clock event.

3. The result is shifted out of the circuit through pin ScarQOur and compared with the
expected data. A new excitation veetor can be entered simuitanecusly.

This approach incars only a minimal overhead. The serial nature of the scan chain reduces the
routing overhead. Traditional registers are easily modified o support the scan technique, a3 dem-
onstrated in Figure H-3, which shows a 4-bit register extended with a scan chain. The only addi-
tion is an extra multiplexer at the input. When Test is low, the circuit is in normal operation

Iy Iy Iy friy
Test
Seqthn T
[ Latch !
L Q [~ <&
Oty Out, Oty Gty

Figure H-5 Register extended with serial-scan chain.
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mode. Setting Tesf high selects the Scanfn mput and connects the registers into the scan chain,
The output of the register Qur connects to the tan-out logic, but also doubles as the ScanCut pin
that connects to the Scanln of the neighboring register. The overhead in both area and perfor-
mance is small and can be limited to less than 5%.

Problem H.1 Scan-Register Desiga

Modily the stalic, two-phase master-siave register of Figure 7-10 to support serial sean.

Figure H-6 depicts the timing sequence that would be employed for the circuit in
Figure H-4 under the assumption of & two-phase clocking approach. For a scan chain N registers
deep, the Test signal is raised, and N clock pulses are issued, loading the registers. Test is Jow-
ered, and a single clock sequence is issued, latching the results from the combinational logic into
the registers under normal circuit-operation conditions. Finally, N extra pulses {(with Test = 1)
eransfer the obtained result to the output. Note again that the scan-out can overlap with the eater-
ing of the next vector.

Many variants of the seriaf-scan approach can be envisioned. A very popular one, which
was actually the pioneering approach, was introduced by IBM and is called level-sensitive scan
design (LSSD) [Eichelberger78]. The basic building block of the LSSD approach is the shifi-
register lureh (SRL) shown in Figure H-7. It consists of two latches LF and L2, the latter being

Test

¢ U I B | S i
N cyeles | cycle N cycles
scan-in evaluation SCAN-OW

Figure H-8 Timing diagram of test-sequence. Nrepresents the number of registers
in the test chain.

D e g
[ Sg—
§;o| LI
A P— o}
— — SO
L2
B — 0— S0

Figure H-7 Shift-register laich.
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Figure H-8 Pipelined datapath using partial scan. Cnly the
shaded registers are included in the chain.
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present only for testing purposes. In nornnal circuit operation, signals D, O {Q), and C serve as
fatch input, output, and clock. The test clocks A and B are low in this mode. In scan mode, ST and
SO serve as scan input and scan output. Clock C is low, and clocks A and 8 act as nonoverlap-
ping, twa-phase test clocks.

The LSSD approach represents not only a fest sirategy, but also a complete clocking phi-
tosophy. By strictly adhering to the rules implied by this methodology, it is possible 1o automaie
to a large extent the test generation and the timing verification. This is why the use of LSSD was
obligatery within IBM for a long time. The prime disadvantage of the approach is the complex-
ity of the SRL latch.

It is not always necessary to make all the registers in the design scannable. Consider the
pipelined datapath of Figure H-8. The pipeline registers in this design are only present for per-
formance reasons and do not strictly add to the state of the circuit. It is, therefore, meaningful to
malke only the input and ontput registers scannable. During tes? generation, the adder and com-
parator can be considered together as a single combinational block. The only difference is that
during the test execution, two cycles of the clocks are needed to propagate the effects of an exci-
tation vector to the output register. This approach is called partia! scan and is often emploved
when performance is of prime interest. The disadvantage is that deciding which registers to
make scannable is not always obvious and may require interaction with the designer.

H.3.4 Boundary-Scan Design

Until recently, the test problem was most compelling at the integrated circuit level. Testing cir-
cait boards was facilitated by the abundant availability of test points. The through-hole mounting
approach made every pin of a package observable at the back side of the board. For test, it was
sufficient to lower the board onto a set of test probes (called “bed-of-nails™) and appiy and
observe the signals of interest. The picture changed with the introduction of advanced packaging
techniques such as surface-mount or multichip modules {Chapter 2). Controllability and observ-
ability are not as readily available anymore, because the number of probe points is dramatically
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Figure H9 The boundary-scan approach ta board testing.

reduced. This problem can be addressed by extending the scan-based test approach to the com-
ponent and board levels.

The resulting approach is calied boundary scan and has been standardized to ensore com-
patibility between different vendors ([TEEE1149]). In essence, it connects the input-output pins
of the components on a board into a serial scan chain, as shown in Figure H-9. During normal
operation, the boundary-scan pads act as normal input-output devices. In test mode, vectors can
be scanned in and out of the pads, providing controllability and observability at the boundary of
the components (hence, the name). The test operation proceeds along similar lines as described
in the previous paragraph. Various control modes allow for testing the individual components as
well as the board interconnect. The overhead incurred includes slightly more complex input-out-
put pads and an extra on-chip test controller (an FSM with 16 states). Boundary scan i$ now pro-
vided in most commodity componenis.

H.3.5 Built-in Self-Test (BIST)

An alternative and attractive approach to testability is having the circuit itself generate the test
patterns instead of requiring the application of external patterns [Wang861. Even more appealing
is a technique where the circuit itself decides if the obtained resuits are correct. Depending upon
the nature of the circuit, this might require the addition of extra circuitry for the generation and
analysis of the patierns. Some of this hardware might already be available as part of the normal
operation. and the size overhead of the self-test can be small.

The general format of a built-in self-test design is illustrated in Figure H-10
([Kornegay92]}. It contains a means for supplying test patterns to the device under test and a
means of comparing the device's response 1o a known correct sequence.

There are many ways to generate stimuli. Most widely used are the exhaustive and the ran-
dom approaches. In the exhaustive approach, the test length is 2%, where N is the number of
inputs to the circuit. The exhaustive nature of the test means that all detectable faults will be
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Figure H-10 General format of bullt-in self-test structure.

detected, given the space of the available input signals. An N-bit counter is a good example of an
exhaustive pattern generator. For circuits with large values of ¥, the time to cycle through the
complete input space might be prohibitive. An aiternative approach is to use randem testing that
implies the application of a randomly chosen sub-set of 2V possible input patterns. This subset
should be selected so that a reasonable fault coverage is obtained. An example of a pseudoran-
dom pattern generator is the linear-feedback shift register (or LFSR), which is shown in
Figure H-11. It consists of a serial connection of 1-bit registers. Some of the outputs are XORd
and fed back to the input of the shift register. An A-bit LFSR cycles through 2% - 1 states before
repeating the sequence, which produces a seemingly random pattern. Initialization of the regis-
ters to a given seed value (different from 0 for our example circuit) determines what will be
generated, subsequently.

The response aralyzer could be implemented as a comparison between the generated
response and the expected response stored in an on-chip memory, but this appreach represents
oo much area averhead to be practical. A cheaper technique is to compress the responses before
comparing them. Storing the compressed response of the correct circuit requires only a minimal
amount of memory, especially when the compression ratio is high. The response analyzer then

I’* R B
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g g 1
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Figure H-11 Three-bit linear-feedback shift register
and its gensrated seguence.
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Figure H-12 Single bit-stream signature analysis.

consists of circuitry that dynamically compresses the output of the circuit under test and a com-
parator. The compressed ouiput is often called the signature of the circuit, and the overall
approach is dubbed signature analysis.

An example of a signature analyzer that compresses a single bit stream is shown in
Figure H-12. Inspection reveals that this circuit simply coents the number of 0 — fand 1 — 0
transitions in the input stream. This compression does nat guarantee that the received sequence
is the correct one; that is, there are many different sequences with the same number of trapsi-
tions. Since the chances of this happening are slim, it may be a risk worth taking if kept within
bounds.

Another technique is illustrated in Figure H-13a. It represents a modification of the linear-
feedback shift register and has the advantage that the same hardware can be used for both pattern
generation and signature analysis. Each incoming data word is successively XOR'd with the
contents of the LESR, At the end of the test sequence, the LFSR contains the signature, or syn-
drome, of the data sequence, which can be compared with the syndrome of the correct circuit,
The circuit not only implements a random-pattern generator and signature analyzer, but also can
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Figure H-13 Built-in logic block observation, or BILBO.
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Figure H~14 Memory self-test.

be used as @ normal register and scan register, depending on the values of the coatrol signals By
and B, (Figure H-13b). This test approach, which combines all the different techniques, is
known as built-in logic block observation, or BILBO [Koengman79). Figure H-13¢ iilustrates the
typical use of BILBO. Using the scan option, the seed is shifted into the BILBO register A white
BILBG register B is initialized. Next, registers A and B are operated in the random pattern-gen-
eration and signature-analysis modes, respectively. At the end of the test sequence, the signature
is read from B using the scan mode.

Finally, it is worth menticning that self-test is extremely beneficial when testing regular
structures such as memeries. It is not easy to ensure that a2 memory, which is a sequential circuit,
is fauit free. The task is complicated by the fact that the data value read from or writien into a
cell can be influenced by the values stored in the neighbering cells because of cross coupling and
other parasitic effects. Memory tests, therefore, include the reading and writing of a number of
different patterns into and from the memory using alternating addressing sequences. Typical pat-
terns can be all zeros or ones, or checkerboards of zeros and ones. Addressing schemes caa
include the writing of the complete memory, followed by a complete read-out or various alter-
nating read-write sequences. With a minimal overhead compared with the size of 2 memory, this
test approach can be built into the integrated circuit itself, as illustrated in Figure H-14. This
approach significantly improves the testing time and minimizes the external control, Applying
self-test is bound to become more important with the increasing complexity of integrated com-
ponents and the growing popularity of embedded memaries.

The advent of the systems-on-a-chip era does not make the test job any easier. A single IC may contain
micro- and signal processors, muliiple embedded memories, ASKC modules, FPGAs and on-chip busses
and networks. Each of these modules has its own preferred way of being tested, and combining those into a
coherent strategy is quite a challenge. Built-in self-test is really the only way out. A structored test-miethod-
ology for systems-on-a-chip, based on BIST is shown in Figure H-15. Each of the modules composing the
systemn conrnects o the on-chip network through a "wrapper” This is a customized interface between the
block and the network, suppornting functions such as synchronization and communication. This wrapper can
be extended to include a test support module. For instance, for an ASIC module that includes a scan chain,
the test support module provides the interface o the scan chain and a buffer for the test patterns. This buffer
can be directly written and read through the system bus. Similarly, a memory moduie can be equipped with
a patiern generator and signamre analysis. All of this would still not suffice if there were no general test
orchestrator. Fortunately, most of these 80Cs include a programmable processar which can be used at start-
up time to direct the test and the verification of the other modules. Test patierns and signatures can be stored
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Figure H-15 System-on-a-chip test methodology.

in the main memory of the processor, and supplied to the module under test at test ime. This approach has
the advantage that it uses the resources that are already available on the die. Furthermore. the BIST seli-test
approach allows for the tests 1o be performed under actual clock speeds, decreasing the test time. The
requirements For the external tester are minimized, reducing the tester cost. The development of a struc-
tured approach to self-test, as pictured in Figure H-15, is a topic of active research {KrsticO1]. B

H.4 Test-Pattern Generation

In the preceding sections, we have discussed how to modify a design so that test patterns can be
effectively applied. What we have ignored so far is the complex task of determining what pat-
terns should be applied so that a good fault coverage is obtained. This process was exiremely
problematic in the past, when the test engineer—a different person than the designer—had two
construet the test vectors after the design was completed. This invariably required a substantial
amouns of wasteful reverse engineering that could have been avoided if testing had been consid-
ered early in the design fow. An increased sensitivity to design for testability and the emergence
of automatic test-pattern generation (ATPG) has substantially changed this picture.

In this section, we delve somewhat deeper o the ATPG issue and present techniques to
evaluate the quality of a test sequence. Before doing so, we must analyze the faslt concept in
more datail.

H.4.1 Fault Models
Manufacturing Faults can be of & wide variety and manifest themseives as short circuits between
signals, shert circuits to the supply rails, and floating nodes. In order to evaluate the effective-
ness of a test approach and the concept of a good or bad circuit, we must relate these faults to the
circuil model, or, in other words, derive a fauft model. The most popular approach is called the
stuck-ar model. Most testing tooks consider only the short circuits to the supplies. These are
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Figure H-16 Resistive-load gaie, annciated with a numbaer of
stuck-at-open (B} and stuck-at-short (o, v} faults,

called the stuck-as-zero (sa)) and stuck-at-one (sal) faults for short circuits to GND and Vpp,,
respectively.

It can be argued that the sal-sal model does not cover the complete range of faults that
can occur in a state-of-the-art integrated circuit, and that stuck-at-open and stuck-at-short faulis
should also be introduced. However, adding these fanlts complicates the test pattern generation
process. Moreover, a large number of these faults are covered by the sa0-sal model. To illustrate
this observation, consider the resistive-load MOS gate of Figure H-16. All shorts to the supplies
are modeled by the introduction of sa0 and sal faults at nodes A, B, C, Z, and X. The figure has
been annotated with some stuck-at-open (B) and stuck-at-short faults (i, ¥). It can be observed
that these faults are already covered by the s20 and sal faults on the varicus nodes. For example,
fault o is covered by A,,,;, B is covered by A, o or B, while yis equivalent to Z,;.

Even so, shorts and open-circuit faults can cause some interesting artifacts to oceur in
CMOS circuits that are not covered by the sal-sal model and are worth mentioaing. Consider
the two-input NAND gate of Figure H-17, where a stuck-at-open fault & has occurred. The truth
table of the faulty circuit is shown in the figure as well. For the combination (4 = 1, B = 0}, the
ouiput node is fleating and retains its previous value, while the correct value should be a 1.
Depending upon the previous excitation vector, this fault may or may not be detected. In fact, the
circuit behaves as a sequeniial network. To detect this fault, two vectors must be applied in
sequence. The first one forces the output to 0 (or A = | and B = 1), while the second applies the
A =1, B=0 pattern. Also stuck-at-short faults are troublesome in CMOS circuits since they can
cause dc currents to flow between the supply rails for certain input values, which produces unde-
fined output voltages.

Even though the sa0-sal fault model is not perfect, its ease of use and relatively large cov-
erage of the fault space have made it the de facto standard model. It is often supplementad with
other techniques, such as functional test, JDDQ tesr—which measures the change in quiescent
current of a CMOS circuit due to short circuits—and delay test. No single test model is com-
pletely foolproof, and a combination of several testing methods is often required [Bhavsar01].
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Figure H-17 Two-input complementary CMOS NAND gate and its
truth table in the presence of a stuck-at-open fault.

H.4.2 Automatic Test-Pattern Generation (ATPG)

The task of the astomatic test-pattern generation {ATPG) process is to defermine a minimum set
of excitation vectors that cover a sufficient portion of the fault set as defined by the adopted fault
model, One possible approach is to start from a random set of test patterns. Fault simulation then
determines how many of the potential faults are detected. With the obtained results as guidance,
extra vectors can be added or removed iteratively. An alternative and pofentially more attractive
approach relies on the knowledge of the functionality of a Boolean network to derive a suitable
test vector for a given fault. To illustrate the concept, consider the example of Figure H-18. The
goal is to determine the input excitation that exposes an sa0 fault cccurring at node U at the out-
put of the network Z. The first requirement of such an excitation is that it should force the fault
to occur {controflability, again). In this case, we look for a pattern that would set U to 1 under
normal eircumstances. The only option here is A = I and B = 1. Next, the faulty signal has to
propagate to output node Z, so that it can be observed. This phase is called path sensitizing. For
any change in node U to propagate, it is necessary for node X to be set to 1 and node E'to 0. The
(unique) test vector for U, can now be assembled: A=B=C=D=1 E£=0.

B~ %{ y ;
D~ X ’
E

Figure H-18 Simple logic natwork, with saC fault at node U4
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This example is extremely simple, and the derivation of a minimum test-vector set for
more complex circuits is substantially more complex. A number of excellent approaches to
address this problem have been developed. Landmark efforts in this domain are the D [Roth66]
and PODEM algorithms {Goel81}, which underlie many current ATPG tools. It suffices to say
that ATPG is currently in the mainstream of design automation, and powerful tools are available
from many vendors.

H.4.3 Fault Simulation

A fault simuiator measures the guality of a test program. It determines the faulr coverage, which
is defined as the total number of faulis detected by the test sequence divided by two times the
aumber of nodes in the network—each node can give rige to an sa0 and sal fault. Naturally, the
obtained coverage number is only as good as the fanlt model employed. In an sa(-sai model,
some of the bridge and short faults are not covered and will not appear in the coverage statistics,

The most common approach to fault simulation is the parallel fault-simulation technique,
in which the correct circuit is simulated concurrently with a nmmber of faulty ones, each of
whicth has a single fault injected, The results are compared, and a fanlt is Iabeled as detected for
a given test vector set if the outputs diverge. This description is overly simplistic, and most sim-
ulators employ a number of techniques, such as selecting the faults with a higher chance of
detection first, to expedite the simulation process. Hardware fault- simulation accelerators, based
on paralle] processing and providing a substantial speedup over pure software-based simulators,
are available as well [Agrawal88, pp. 159-2401.

H.5 To Probe Further

For an in-depth treatment of the Design-for-Testability topic, please refer to [Agrawal®8] and
[{Abramovic9ll. A great overview of the testing challenges and solutions for high-performance
microprocessors can be found in [BhavsarQl1].
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