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(57) ABSTRACT

The invention relates to a system and method of transferring
user data from a communication module to a data processing
center over a telecommunications network. A signalling mes-
sage is wirelessly received from the communication module
in the telecommunications network. The signalling message
contains the user data that is subsequently transferred to the
data processing center. By inserting the user data in the sig-
nalling message(s), it is possible to rapidly transmit data to
the telecommunications network, while resources can be
saved since it not required to establish a complete circuit-
switched or packet-switched connection between the com-
munication module and the telecommunications network.
The user data may comprise application data of a program run
by the communication module, e.g. alarming data, measure-
ment data or derivatives thereof.
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1
TELECOMMUNICATIONS NETWORK AND
METHOD OF TRANSFERRING USER DATA

IN SIGNALING MESSAGES FROM A
COMMUNICATION UNIT TO A DATA
PROCESSING CENTRE

CROSS-REFERENCE TO RELATED
APPLICATIONS

The present application is a national stage application of
International Patent Application No. PCT/EP2009/064185
filed Oct. 28, 2009, which claims priority to European Patent
Application No. 08018761.0 filed Oct. 28, 2008.

FIELD OF THE INVENTION

Generally, the invention relates to the field of data transfer
over a telecommunications network. More specifically, the
invention relates to a telecommunications network and a
method of transferring user data from a communication mod-
ule to a data processing centre in a machine-to-machine com-
munications setting.

BACKGROUND OF THE INVENTION

The past decades have shown an ever increasing demand
for data capacity of telecommunications networks. Telecom-
munications providers have adapted their networks to provide
extended services to meet the demands of their clients.

One example of such services relates to the field of
machine-to-machine (M2M) communications. M2M appli-
cations typically involve hundreds or thousands of commu-
nication modules that only rarely require access to a telecom-
munications network. An example involves the electronic
reading of e.g. electricity meters at the homes of a large
customer base. Other examples include sensors, meters, cof-
fee machines etc that can be equipped with communication
modules that allow for reporting status information to a data
processing centre over the telecommunications network. The
data processing centre may e.g. store the data and/or provide
a schedule for maintenance people to repair a machine, meter,
sensor etc.

M2M communication systems are typically characterized
by the fact that, most of the time, the communication modules
have nothing or only a limited amount of data to report.
However, for some applications or in some situations, such as
alarming, it is required that data can rapidly be sent from a
communication module to a data processing centre, e.g.
within seconds.

SUMMARY OF THE INVENTION

It is an object of the present invention to provide a method
and telecommunications network that allow for efficient and
fast communications of limited amounts of data in a machine-
to-machine environment.

An aspect of the invention involves a method of transfer-
ring user data from a communication module to a data pro-
cessing centre over a telecommunications network. A signal-
ling message is wirelessly received from the communication
module in the telecommunications network. The signalling
message contains the user data that is subsequently trans-
ferred to the data processing centre.

Other aspects of the invention relate to a computer pro-
gram, a telecommunications network and a node of such a
network configured for performing the steps of the method as
defined in the claims.
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Another aspect of the invention involves a communication
module comprising a processor for processing user data, an
encapsulation module configured for encapsulating the user
data in one or more signalling messages from the communi-
cation module to the telecommunications network and a
transmitter for transmitting the signalling messages contain-
ing the user data to said telecommunications network.

By inserting the user data in the signalling message(s), it is
possible to rapidly transmit data to the telecommunications
network, while resources can be saved since it is not required
to establish a complete circuit-switched or packet-switched
connection between the communication module and the tele-
communications network. The user data may comprise appli-
cation data of a program run by the communication module,
e.g. alarming data, measurement data or derivatives thereof.

Although, in principle, it is possible to transmit a copy of
the signalling message(s) to the data processing centre, in an
embodiment of the invention, the user data is retrieved from
the signalling message(s) in the telecommunications network
and is then transferred to the data processing centre. This is
efficiently performed in the core network of the telecommu-
nications network, e.g. in the mobile switching centre (MSC)
or a serving GPRS support node (SGSN), since the signalling
messages terminate at such nodes. It is also possible that a
monitoring module is provided between the radio access net-
work and the core network that is configured for sniffing
signalling messages to recognize signalling messages carry-
ing user data.

In an embodiment of the invention, the signalling message
carrying the user data is a network attach request message.
The attach message than has an information element for the
user data. This information element may be a new informa-
tion element or an existing information element that is not
used in a particular situation. As an example, if the IMEI
information element is not required, this information element
may be used for the user data.

The attach message is typically one of the first messages
received from the communication module in the telecommu-
nications network and, therefore, provides an appropriate
instance for rapidly receiving the user data. For circuit
switched applications, the network attach request message
may be a location updating request message with a location
updating type information element indicating an IMSI attach.
For packet-switched applications, the network attach request
message may be an attach request with an attach type infor-
mation element indicating a GPRS request or a combined
GPRS/IMSI attach. These specific instances of network
attach request messages typically occur when a communica-
tion device is powered on and allow for efficient implemen-
tation within the standard 3GPP TS 24.008, Version 8.3.0.
Furthermore, the use of attach messages for transferring the
user data allows to use communication modules not possess-
ing a smart identity module (SIM).

In an embodiment of the invention, the telecommunica-
tions network may accept the network attach request message
after which a connection can be established. This allows for
further data to be sent to or from the communication module.
As an example, a confirmation may be received that the user
data has been delivered to the data processing centre, thereby
e.g. allowing the communication module to return to a sleep
mode, to refrain from attempting to transmit the same user
data again or to delete the user data. The further data may also
include additional information for the data processing centre.
If no further data are to be transmitted, the communication
module informs the telecommunications network that it
desires to detach from the network. Of course, after being
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detached, the further data may also be transmitted from the
communication module in further attach requests.

In an embodiment of the invention, the attach request mes-
sage from the communication module is rejected by the net-
work, thereby excluding that a circuit switched or a packet
switched connection can be established. The attach reject
message may still contain a limited amount of information for
the communication module, e.g. a confirmation that the user
data has been delivered to the data processing centre, thereby
allowing the communication module to delete the user data
and/or to avoid that the communication module makes further
attempts to transmit the user data. The rejection of the attach
request is advantageous for saving power in the communica-
tion module and saving resources in the telecommunications
network.

In the specific context of M2M communications networks,
it is not required to execute all procedures generally required
for commercial mobile communications, thereby saving net-
work resources. In particular, authentication procedures of
the communication module in the telecommunications net-
work may be omitted and left to the data processing centre
recognizing and authenticating the communication module,
e.g. on the basis of an application identifier or a device iden-
tifier. Also, the normal and period location updating proce-
dures may be omitted provided that the communication mod-
ule remains at a substantially stationary location (e.g. within
the area served by a particular MSC or SGSN).

At least a part of the user data may be contained in the
signalling message in encrypted form. Since the user data are
to be transmitted to the telecommunications network as soon
as possible, thereby not allowing time to establish a secure
connection, it is advantageous to scramble or encrypt the user
data in the communication module before insertion in the
signalling message.

In an embodiment of the invention, the user data contained
in the signalling message comprises addressing information
indicative of the data processing centre to which the user data
should be transferred. The addressing information may be
shortened (e.g. using an application identifier instead of the
address of the data processing centre) in orderto save space in
the signalling message for user data. The telecommunications
network may be provided with functionality to derive the full
address information of the data processing centre from the
shortened address information.

The user data may be transferred to the data processing
centre from the (node of the) telecommunications network by
any available means. Advantageous embodiments include
SMS or XML.

Hereinafter, embodiments of the invention will be
described in further detail. It should be appreciated, however,
that these embodiments may not be construed as limiting the
scope of protection for the present invention.

BRIEF DESCRIPTION OF THE DRAWINGS

In the drawings:

FIG. 1 shows a schematic illustration of a system for trans-
mitting data in a machine-to-machine communication system
according to an embodiment of the invention;

FIGS. 2A and 2B provide flow charts indicative of circuit-
switched methods according to embodiments of the inven-
tion;

FIGS. 3A and 3B provide flow charts indicative of packet-
switched methods according to further embodiments of the
invention; and
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FIG. 4 provides a flow chart indicative of a method accord-
ing to a still further embodiment of the invention.

DETAILED DESCRIPTION OF THE DRAWINGS

FIG. 1 shows a schematic illustration of a machine-to-
machine (M2M) system 1 comprising a plurality of commu-
nication modules 2A-2D. Mobile communication modules
2A, 2B are exploited by a first organization [ and may be used
to monitor vehicles of a logistic fleet of vehicles to provide
alarm in case of emergency. Substantially stationary commu-
nication modules 2C, 2D are exploited by a second organiza-
tion II and may, for example, be used for communicating
alarming user data of facilities to a data processing centre 4
for security purposes.

M2M system 1 comprises a telecommunications network
with a Radio Access Network RAN and a Core Network CN,
the core network CN containing a mobile switching centre
MSC and a serving GPRS support node SGSN connected to
a Home Location Register HLR as known to the person
skilled in the art. A monitoring module 3 may be provided
configured for sniffing signalling messages exchanged
between the RAN and the CN as will be described in further
detail with reference to FIG. 4.

The MSC, SGSN and monitoring module 3 of the telecom-
munications network are configured for transferring the user
data to data processing centres 4, also referred to as M2M
servers, of organizations 1 and II, respectively. As illustrated
in FIG. 1, the user data may be provided to the M2M servers
4 using a Short Message Service Centre (SMSC) for sending
the user data received from communication modules 2A-2D
by SMS or by using the internet for transferring the user data
in, e.g., XML messages.

As illustrated in FIG. 1, a communication module 2 com-
prises or is communicatively connected to a sensor 10. Sensor
10 monitors operation and/or receives data of a device or
other instance, such as a room, and provides data to a proces-
sor 11. Processor 11 is configured for running one or more
computer programs (e.g. an application identified by an appli-
cation identifier AID) receiving the data from sensor 10. The
data obtained from the sensor 10 may be processed in the
communication module 2 before it is ready to be transmitted
to the appropriate M2M server 4. An example of such pro-
cessing includes encrypting the data, but other forms of pro-
cessing the (raw) data are possible as well. Communication
module 2 comprises an encapsulation module 12 (possibly
software running on processor 11) for inserting the, possibly
processed, user data U from the sensor 10 in signalling mes-
sages S. A transmitter 13 is provided for wirelessly transmit-
ting the signalling messages S containing the user data U to
the telecommunications network as schematically illustrated
in FIG. 1. Such signalling messages S typically occur upon
powering on the transmitter 13.

The user data U, apart from the data derived from the
sensor 10, also contains address information indicating the
data processing centre 4 to which the user data U should be
transferred. Of course, the user data U may comprise a com-
plete address of the appropriate data processing centre 4 that
can be used in the telecommunications network for deciding
where to transfer the user data U. The address information is
stored in the communication module 2. In this manner user
data U from communication modules 2A, 2B can be trans-
ferred to a data processing centre 4 of organization I, whereas
user data U from communication modules 2C, 2D can be
transferred to data processing centre 4 of organization II.

However, more advanced methods of addressing may be
used, including, but not limited to, the use of identifiers (such
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as the application identifiers AID), for signalling the destina-
tion address of the user data U. The use of such (shorter)
identifiers provides enhanced space in the signalling message
S for the actual data. The telecommunications network should
then comprise functionality for deriving the actual destina-
tion address of the appropriate data processing centre 4 from
the received identifier. As an example, the identifier may be
retrieved from the signalling message S in the telecommuni-
cations network and matched against a database or a query
may be sent to a server (e.g. a DNS-type of server) having
available the actual address of the data processing centre 4.
The result of this process is then used for transferring the user
data U to the data processing centre 4 via the SMSC or the
internet.

Several embodiments of operating the M2M system 1 of
FIG. 1 will be described below with reference to FIGS.
2A-2B (for circuit switched (CS) data transmission), FIGS.
3A-3B (for packet switched (PS) data transmission) and FIG.
4 (illustrating an embodiment using monitoring module 3). It
should be appreciated, however, that many alternative
embodiments can be envisaged within the scope of the
present invention.

The general operation of the system of FIG. 1 involves the
telecommunications network to wirelessly receive a signal-
ling message S from the communication module 2. The sig-
nalling message S comprises user data U. The user data U is
transferred to data processing centre 4. The user data U is
retrieved from the received signalling message S within the
telecommunications network and transferred further to data
processing centre 4. The signalling message S can be a net-
work attach request message in order to provide rapid transfer
of the user data.

In case of a GSM/GPRS/UMTS telecommunications net-
work the following types of Attach Request messages can be
used. An IMSI or CS Attach Request message can be sent to
the MSC in order to obtain CS services. Alternatively, a GPRS
or PS attach request message can be sent to the SGSN in order
to obtain PS services. Also acombined PS/CS Attach Request
message can be sent to the SGSN in order to obtain both PS
and CS services. Depending on the type of Attach Request
message used by the communication module 2, the user data
is sent to the MSC or the SGSN. In case of IMSI attach the
user data is received by the MSC and in case of GPRS attach
or Combined attach the user data is received by the SGSN.
The MSC or SGSN extracts the user data from the received
Attach Request message and sends the user data to the data
processing centre 4. To do so, the MSC/SGSN can use differ-
ent means (SMS, internet) to send the user data to the data
processing centre 4.

The attach request of the communication unit 2 to the
telecommunications network may or may not be accepted.

FIG. 2A provides an embodiment for circuit switched (CS)
data wherein the attach request is accepted. After accepting
the attach request, the encapsulated user data U is transferred
by the MSC to data processing centre 4 by SMS followed by
a detach procedure initiated by the communication module 2.

In the first step, the communication module 2 initiates the
attach procedure to inform the telecommunications network
it wants to access CS services and uses the capability to insert
user data by the transmission of an Attach Request [IMSI,
User data] message. The communication module 2 sends an
IMSI Attach Request [IMSI, User data] message to RAN. The
RAN conveys this message transparently to the MSC.

In particular, the communication module 2 may send a
location updating request to request IMSI attach as specified
insubclause 9.2.15 of 3GPP TS 24.008 V8.3.0, indicating that
the communication module 2 has become active for the tele-
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6

communications network. IMSI attach can be requested by
having the location updating type information element to
code for IMSI attach as specified in subclause 10.5.3.5 of the
same document. Use of the IMSI attach avoids the need to
store or have stored communication module specific informa-
tion in the MSC (or the visitor location register VLR, not
shown in FIG. 1), thereby saving resources.

Inthe second step, the authentication procedure is executed
in order to identity the communication module 2.

In the third step, the MSC informs the HLR about the
number (address) of the MSC where the communication
module 2 is located. The MSC sends an Update Location
containing the MSC address to the HLR. The HLR sends
Insert Subscriber Data containing subscriber information to
the MSC. The MSC then validates the presence of the com-
munication module 2. If all checks are successful, the MSC
provides a mobility management (MM) context for the com-
munication and returns an Insert Subscriber Data Acknowl-
edgement message to the HLR. The HLR acknowledges the
Update Location message by sending an Update Location
acknowledgement message to the MSC after the MM context
is finalized.

In the fourth step, the MSC sends an Attach Accept mes-
sage to the communication module 2 as response to the IMSI
Attach Request in step 1 to complete the attach procedure.
The MSC sends an Attach Accept message to RAN. The RAN
conveys this message transparently to the communication
module 2.

Then, in the fifth step, the MSC extracts the user data U
received in the IMSI Attach Request message and constructs
a SMS using the address information for the appropriate data
processing centre 4 requiring the user data U. As mentioned
previously, the actual address information may also be
derived in the telecommunications network using an identi-
fier in the signalling message S. The MSC sends the SMS
containing IMSI (for identifying the communication module)
and application data to the SMSC. If the communication
module does not have a SIM (and thus no IMSI), another
identifier, such as the IMEI number, may be used. The SMSC
sends the SMS to the data processing centre 4. The SMSC,
after having sent the SMS to the data processing centre 4,
sends a delivery report to the MSC. The delivery report is sent
by the MSC to the communication module 2 via the RAN
using e.g. SMS.

Subsequently, in a sixth step, the communication module 2
starts a detach procedure to inform the network it no longer
wants to access the CS services. The communication module
2 sends an IMSI Detach Request message to RAN and the
RAN conveys this message transparently to the MSC.

Finally, in a seventh step, the MSC responds with an IMSI
Detach Accept message to the communication module 2. The
MSC sends an IMSI Detach Accept message to RAN. The
RAN conveys this message transparently to the communica-
tion module 2.

It should be noted that, specifically in the context of an
M2M system 1, several steps in the network can be omitted.
As an example, the identification and authentication proce-
dure of the communication module 2 in the telecommunica-
tions network may be omitted and left to the data processing
centre 4 recognizing and authenticating the communication
module, e.g. on the basis of the application identifier AID or
a device identifier, such as the IMEI. Also, the normal and
period location updating procedures may be omitted provided
that the communication module remains at a substantially
stationary location (e.g. within the area served by a particular
MSC), as may be the case for the stationary communication
modules 2C, 2D of organization I1. Authentication may also
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be omitted by using pre-provisioned access numbers as
explained in the non-published patent application
E208009899.9 of the present applicant. A connection request
containing these numbers is recognized in the telecommuni-
cations network 6 as a request for which authentication
should be omitted. Such a number may also be used for
determining the destination address of the data processing
centre 4 in a manner explained in the same application.

FIG. 2B provides an embodiment for circuit switched data
(now denying the attach request) wherein the location updat-
ing process is omitted and the attach procedure is aborted,
thereby saving power for communication module 2 and sav-
ing resources in the network. The user data U is encapsulated
in the Attach Request message and transferred by the MSC to
data processing centre 4 by SMS followed by an Attach
Reject message from the telecommunications network to the
communication module 2.

In the first step, the communication module 2 initiates the
attach procedure to inform the network it wants to access CS
services and uses the capability to insert user data U by the
transmission of an Attach Request [IMSI (or IMEI), User
data] message. The communication module 2 sends an IMSI
Attach Request [IMSI, User data] message to the RAN. The
RAN conveys this message transparently to the MSC.

In the second step authentication is performed.

In the third step, the MSC extracts the user data U received
in the IMSI Attach Request message and constructs an SMS
message using the address information of the data processing
centre 4 and the application data contained in the user data U
and sends the SMS. The MSC sends the SMS containing
IMSI (or IMEI) and application data to the SMSC. The SMSC
sends the SMS to the M2M Server. The SMSC after having
sent the SMS to the M2M Server sends a delivery report to the
MSC.

Then, in a final step, the MSC sends an IMSI Attach Reject
message to the communication module 2 in response to the
IMSI Attach Request in step 1. This message is specified in
subclause 9.2.14 of 3GGP TS 24.008, V.8.3.0 as Location
updating reject, which message is sent by the network to the
communication module to indicate that IMSE attach has
failed. The MSC sends an IMSI Attach Reject message to
RAN. The RAN conveys this message transparently to the
communication module 2.

FIG. 3A provides an embodiment for packet switched (PS)
data wherein the attach request is accepted. After accepting
the attach request, the encapsulated user data U is transferred
by the MSC to data processing centre 4 by SMS followed by
a detach procedure initiated by the communication module 2.

In a first step, the communication module 2 initiates the
attach procedure to inform the network it wants to access PS
services and uses the capability to insert user data U by the
transmission of an Attach Request [IMSI (or IMEI), User
data] message. The communication module 2 sends a GPRS
Attach Request [IMSI, User data] message to RAN. The RAN
conveys this message transparently to the SGSN.

In particular, the communication module 2 may send an
Attach Request as specified in subclause 9.4.1 of 3GPP TS
24.008 V8.3.0, indicating that the communication module 2
has become active for the telecommunications network, in
order to perform a GPRS attach or a Combined GPRS attach.
The GPRS attach or the Combined GPRS attach can be
requested by having the Attach type information element to
code for GPRS or Combined GPRS attach as specified in
subclause 10.5.5.2 of the same document.

Inthe second step, the authentication procedure is executed
in order to identify the communication module 2.

20

25

30

35

40

45

50

55

60

65

8

In the third step, the SGSN informs the HLR about the
number (address) of the SGSN where the communication
module 2 is located. The SGSN sends an Update Location
containing the SGSN address to the HLR. The HLR sends
Insert Subscriber Data containing subscriber information to
the SGSN. The SGSN then validates the presence of the
communication module 2. If all checks are successful, the
MSC provides a mobility management (GMM) context for
the communication and returns an Insert Subscriber Data
Acknowledgement message to the HLR. The HLR acknowl-
edges the Update Location message by sending an Update
Location acknowledgement message to the SGSN after the
GMM context is finalized.

In a fourth step, the SGSN sends an Attach Accept message
to the communication module 2 in response to the GPRS
Attach Request in step 1. The SGSN sends an Attach Accept
message to RAN. The RAN conveys this message transpar-
ently to the communication module 2.

Then, in a fifth step, the SGSN extracts the user data U
received in the GPRS Attach Request message and constructs
a SMS using the address information of the data processing
centre 4 and the application data contained in the user data
and sends the SMS to the data processing centre 4. As men-
tioned previously, the actual address information may also be
derived in the telecommunications network using an identi-
fier in the signalling message S. The SGSN sends the SMS
containing IMSI (or IMEI) and application data to the SMSC.
The SMSC sends the SMS to the data processing centre 4. The
SMSC, after having sent the SMS to the data processing
centre 4, sends a delivery report to the SGSN. The delivery
report is sent by the SGSN to the communication module 2
via the RAN using e.g. SMS.

Subsequently, in a sixth step, the communication module 2
starts a detach procedure to inform the network it no longer
wants to access the PS services. The communication module
2 sends an IMSI Detach Request message to RAN and the
RAN conveys this message transparently to the SGSN.

Finally, in a seventh step, the SGSN responds with an IMSI
Detach Accept message to the communication module 2. The
SGSN sends an IMSI Detach Accept message to RAN. The
RAN conveys this message transparently to the communica-
tion module 2.

Again, as for the CS embodiment of FIGS. 2A and 2B, in
the specific M2M context, several steps in the embodiment of
FIG. 3A may be omitted, as illustrated in FIG. 3B.

FIG. 3B provides an embodiment for packet switched data
(now denying the attach request) wherein the location updat-
ing process is omitted and the attach procedure is aborted,
thereby saving power for communication module 2 and sav-
ing resources in the network. The user data U is encapsulated
in the Attach Request message and transferred by the MSC to
data processing centre 4 by SMS followed by an Attach
Reject message from the telecommunications network to the
communication module 2.

Again, in a first step, the communication module 2 initiates
the attach procedure to inform the network it wants to access
PS services and uses the capability to insert user data by the
transmission of an Attach Request [IMSI, User data] mes-
sage. The communication module 2 sends a GPRS Attach
Request [IMSI, User data] message to the RAN. The RAN
conveys this message transparently to the MSC.

Inthe second step, the authentication procedure is executed
in order to identity the communication module 2.

Inthe third step, the SGSN extracts the user data U received
in the GPRS Attach Request message and constructs an SMS
using the address information of the data processing centre 4
and the application data contained in the user data and sends
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the SMS to the data processing centre 4. The SGSN sends the
SMS containing IMSI and application data to the SMSC. The
SMSC sends the SMS to the data processing centre 4. The
SMSC after having sent the SMS to the data processing centre
4 sends a delivery report to the SGSN.

Finally, in the fourth step, the SGSN sends a GPRS Attach
Reject message to the communication module 2 in response
to the GPRS Attach Request in step 1. The SGSN includes the
delivery report as a parameter in the GPRS Attach Reject
message. The cause of the rejection may be specified or an
existing cause may be used that is interpreted by the commu-
nication unit as an acknowledgement. The SGSN sends a
GPRS Attach Reject message to RAN. The RAN conveys this
message transparently to the MS.

The embodiment of the invention as depicted in FIG. 4
provides the option of intercepting and extracting the user
data U from signalling messages S exchanged between the
RAN and the CN, in particular between the RAN and the
MSC/SGSN, to avoid modification of the MSC/SGSN. These
signalling messages are described in detail in 3GGP TS
48.008 (for GSM), 3GGP 48.014, 48.016 and 48.018 (for
GPRS), 3GPP TS 25.41x (for UMTS circuit switched and
packet switched. The embodiment can use either IMSI attach,
GPRS attach or Combined GPRS/IMSI attach and is there-
fore referred to simply as attach in FIG. 4.

In a first step, the communication module 2 initiates the
attach procedure to inform the network it wants to access CS,
PS or both services and uses the capability to insert user data
by the transmission of an Attach Request [IMSI, User data]
message. The communication module 2 sends an Attach
Request [IMSI, User data] message to RAN. The RAN con-
veys this message transparently to the MSC. This message
containing the user data is also received by the monitoring
module 3.

In a next step, the authentication functions are performed
as there exists no Mobility Management (MM) context for the
communication module 2. The monitoring module 3 is or
becomes aware of the outcome of the authentication proce-
dure.

Then, the MSC/SGSN sends an Attach Accept message to
the communication module 2 in response to the Attach
Request in step 1. The MSC/SGSN sends an Attach Accept
message to RAN. This message is also received by the moni-
toring module 3 and is an indication for the monitoring mod-
ule to proceed with step 4. The RAN conveys this message
transparently to the communication module 2. The same
effect can be obtained using an Attach Reject message. Also,
the cause of the Attach reject message may be interpreted by
the communication unit 2 as an acknowledgement message.

In the fourth step, the monitoring module 3 extracts the
user data U received in the monitored Attach Request mes-
sage and constructs an SMS using the address information of
the data processing centre 4 and the application data con-
tained in the user data and sends the SMS to the data process-
ing centre 4. The monitoring module sends the SMS contain-
ing IMSI (or IMEI) and application data to the SMSC. The
SMSC sends the SMS to the data processing centre 4. The
SMSC, after having sent the SMS to the data processing
centre 4, sends a delivery report to the monitoring module 3.
The delivery report is sent by the monitoring module 3 to the
communication module 2 via the RAN.

Subsequently, the communication module 2 starts a detach
procedure to inform the network it no longer wants to access
the services. The communication module 2 sends a Detach
Request message to RAN. The RAN conveys this message
transparently to the MSC. This message is also received by
the monitoring module 3.
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Finally, the MSC/SGSN responds with a Detach Accept
message to the communication module 2. The MSC/SGSN
sends a Detach Accept message to RAN. This message is also
received by the monitoring module 3 and is an indication for
the monitoring module 3 to stop the process. The RAN con-
veys this message transparently to the MS.

The invention claimed is:

1. A method of transferring data from a communication
module to a machine-to-machine server over a telecommuni-
cations network, the method comprising:

receiving a wireless signalling message from said commu-

nication module at a signalling termination node of the
telecommunications network, said received wireless
signalling message having inserted in it non-signalling
application data generated for a machine-to-machine
function by the communication module, wherein wire-
less signalling messages of the telecommunications net-
work are of a message type specified for carrying sig-
nalling data for managing connections in the
telecommunications network;

retrieving said non-signalling application data from the

received wireless signalling message; and

terminating further transmission of the received wireless

signalling message and transferring said retrieved non-
signalling application data to said machine-to-machine
server.

2. The method according to claim 1, wherein the wireless
signalling message is a network attach request message.

3. The method according to claim 2, wherein said network
attach request message is a location updating request message
with a location updating type information element indicating
an IMST attach.

4. The method according to claim 2, wherein said network
attach request message is an attach request with an attach type
information element indicating a GPRS request or a com-
bined GPRS/IMSI attach.

5. The method according to claim 2, further comprising:

transmitting a network attach accept message to the com-

munication module;

transmitting further data to and/or receiving further data

from the communication module; and

receiving a network detach message from the communica-

tion module.

6. The method according to claim 2, further comprising
transmitting an attach reject message to said communication
module, said attach reject message comprising data for said
communication module.

7. The method according to claim 2, wherein said commu-
nication module is not authenticated in said telecommunica-
tions network.

8. The method according to claim 1 wherein normal loca-
tion updating procedure is not performed in said communi-
cation module.

9. The method according to claim 1, wherein said received
wireless signalling message contains address information
indicative of said machine-to-machine server.

10. The method according to claim 1, wherein the non-
signalling application data comprises alarming data.

11. The method according to claim 1, wherein the non-
signalling application data comprises measurement data.

12. The method according to claim 11, wherein the com-
munication module comprises one or more sensors, and
wherein the measurement data comprises measurement data
obtained using the one or more sensors.

13. The method of claim 1,

wherein said method is a method of transferring non-sig-

nalling data from the communication module to the
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machine-to-machine server over the telecommunica-
tions network in a machine-to-machine communica-
tions setting; and

wherein transferring said non-signalling application gen-

erated for a machine-to-machine function by the com-
munication module to said machine-to-machine server
comprises transferring said non-signalling application
data to said machine-to-machine server while avoiding
to establish a complete circuit-switched or packet-
switched connection between said communication mod-
ule and said telecommunications network.

14. The method of claim 1, wherein said received wireless
signalling message comprises data derived from a sensor of
the communication module.

15. A telecommunications network for transferring data
from a communication apparatus to a machine-to-machine
server, said telecommunications network comprising:

a signalling termination node; and

one or more processors for carrying out operations includ-

ing:

receiving a wireless signalling message from said commu-

nication apparatus at the signalling termination node,
said received wireless signalling message having
inserted in it non-signalling application data generated
for a machine-to-machine function by the communica-
tion apparatus, wherein wireless signalling messages of
the telecommunications network are of a message type
specified for carrying signalling data for managing con-
nections in the telecommunications network;

retrieving said non-signalling application data from the

received wireless signalling message; and

terminating further transmission of the received wireless

signalling message and transferring said retrieved non-
signalling application data to said machine-to-machine
server.

16. The telecommunications network of claim 15, wherein
said telecommunications network is configured for transfer-
ring non-signalling data from the communication apparatus
to the machine-to-machine server in a machine-to-machine
communications setting; and

wherein transferring said non-signalling application data

to said machine-to-machine server comprises transfer-
ring said non-signalling application data to said
machine-to-machine server while avoiding to establish a
complete circuit-switched or packet-switched connec-
tion between said communication apparatus and said
telecommunications network.

17. A node in a telecommunications network, said telecom-
munications network being configured for transferring data
from a communication apparatus to a machine-to-machine
server, said node being comprising:

one or more processors for carrying out operations includ-

ing:

receiving a wireless signalling message from said commu-

nication apparatus, said received wireless signalling
message having inserted in it non-signalling application
data generated for a machine-to-machine function by the
communication apparatus, wherein wireless signalling
messages of the telecommunications network are of a
message type specified for carrying signalling data for
managing connections in the telecommunications net-
work;
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retrieving said non-signalling application data from the
received wireless signalling message; and

terminating further transmission of the received wireless
signalling message and transferring said retrieved non-
signalling application data to said machine-to-machine
server.

18. A node according to claim 17, wherein the node is a

serving GPRS support node.

19. A node according to claim 17, wherein the node is a
signalling monitor.

20. The node of claim 17, wherein the telecommunications
network is configured for transferring non-signalling appli-
cation data from the communication apparatus to the
machine-to-machine server in a machine-to-machine com-
munications setting; and

wherein transferring said non-signalling application data
to said machine-to-machine server comprises transfer-
ring said non-signalling application data to said
machine-to-machine server, while avoiding to establish
a complete circuit-switched or packet-switched connec-
tion between said communication apparatus and said
telecommunications network.

21. A communication device comprising:

a transmitter; and

a processor for causing the communication device to carry
out operations including:

(1) generating non-signalling application data for a
machine-to-machine function, (ii) encapsulating said
non-signalling application data in one or more signalling
messages from said communication device over a tele-
communications network to a machine-to-machine
server, wherein wireless signalling messages of the tele-
communications network are of a message type speci-
fied for carrying signalling data for managing connec-
tions in the telecommunications network, and (iii)
transmitting, via the transmitter, said signalling mes-
sages containing said non-signalling application data to
a signalling termination node of said telecommunica-
tions network for termination of said signalling mes-
sages and transfer of said non-signalling application
data to the machine-to-machine server.

22. A communication device according to claim 21,
wherein the non-signalling application data comprises alarm-
ing data.

23. The communication device according to claim 21,
wherein the non-signalling application data comprises mea-
surement data.

24. The communication device according to claim 23, fur-
ther comprising one or more sensors, wherein the measure-
ment data comprises measurement data obtained using the
one or more sensors.

25. The communication device of claim 21,

wherein the processor is configured for generating non-
signalling application data in a machine-to-machine
communications setting run by the communication
device; and

wherein the transmitter is configured for transmitting said
signalling messages containing said non-signalling
application data to said telecommunications network,
while avoiding to establish a complete circuit-switched
or packet-switched connection between said communi-
cation device and said telecommunications network.

#* #* #* #* #*
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