JP 2012-27710 A 2012.2.9

(19) BFREREHFT (JP) X M A EA) (1) s A RS
15R82012-27710
(P2012-277108)
(42) ABE  TR24£2H9H (2012.2.9)
(51) Int.CI. F1 F—=a—F (%)
GO6F 21/22 {2006.01) GO6F 9/08 660N 5B276

FEFRRK REK BREOHE 13 OL E 13 R)

@) HEES FFRE2010-166150 (P2010-166150) |(71) HEEA 000004226
(22) iR SERLZ2EETAH 238 (2010.7.23) BEEEERHNET
RRHTFAERAFH_THIE1S
(T1) HEEA 899000068
FERBEARMERE
REHEFBERFRE 1 TH 1 04 &t
(74) fREA 100070150
#EL FR EE
(THOREA 100124844
#EL ARE BEE
(72) REAE H ER
RREHFAERAFH_TEH3I®E1S A

FTEEFERHASTN
BRRE RS

(54) [READEM] Y7 U THRHEEERVEBR IO Y S L
(G7HOOoO00
oo00o00o0oO0OooOoooooooooooon FRAD—REOHEICHTDVRT LDERE
00000000000 000000000
00000000000 00000000000000 .
0000000000000000000000000 . e
0000000000000000000000000 Woe -
00000000000 00000000000000 gz_gg
0000000000000000000000000 ®2
0000000000000000000000000 8 Eﬁ
00000000000 00000000000000 ‘% “%
0000000000000000000000000
0000000000000000000000 e;ﬁg 5

‘ NE
O0oooooo % %gJOﬁ)

Sophos Ex. 1006

Sophos Ltd. and Sophos Inc. v. Webroot, Inc.
IPR2023-00528

Page 1 of 27



e e e Y Iy
e s e e s e e e e ) e ) e e e e s e s Y Y Y
v e Y Iy
e s e R e e ) e ) e e e s e s Y Y Y
e ey I

s s s e e e e s |

OO0 oDoDooo4QogooDoooggogoao

OooooooooQgooao
OO0 ooooogogogoao
OooooooooQgooao
OO0 ooooogogogoao
OooooooooQgooao

O Oooo
O 0Oooo
O Oooo
O 0Oooo
O Oooo
O 0Oooo
O Oooo
O 0Oooo
O Oooo
O 0Oooo
O Oooo
O 0Oooo
O Oooo
O 0ooo
O Oooo
O 0Oooo
O Oooo

Oo0ooooQgoooao
OO0 oooogQgoooao
Oo0ooooQgoooao
Oo0oooogQgoooao
Oo0ooooOogogoooaoo
Oo0oooogoggoooao
Oo0ooooOogogoooaoo
OooooogoQgoooao

O Oooo
O Oooo
O Oooo
O 0Oooo
O 0Oooo
O Oooo

O
O
O
O
O

O
O
O
O
O

O
O

O Oooo

O
O

O
O
O

O
O
O
(]
O
O
O
O
(]
O
O
O
O
O
O
O

O O ogo

OOooooaog
O0Ooo0oooao
OOoo0oooaog
O0Ooo0oooao
OOoo0oooaog
O0Ooo0oo0ooao.o
OoOooooaog
I B
OOoo0oooaog
O0Ooo0oo0ooao
OoOoo0oooog
O0Ooo0Oo0ooao
OOoo0oooaog
O0Oo0Oo0ooa.o
OOoo0oooao
OO0Oo0oooog
OoOoo0oooao
O0Ooo0oooog
OoOoo0oooao
O0Ooo0oooog
OoOoo0oooao
O0Ooo0oooog
OOoo0oooao
OOoo0oooaog
O0Ooo0oo0ooao
O0Ooo0oooaog
O0Ooo0oooao
OOooooaog
O0Ooo0oooao

O

R B
OoOoo0oooogd
OoOoo0ooood
OoOoo0oooogd
I B
OoOoo0oooogd
OoOoo0ooood
OoOoo0oooogd

O
O
O
O
O
O
O
O

O
O
O
O
O
O
O
O
O

(2)

O 0Ooo0ooo
O 0Ooooo
O 0Ooo0ooo
O 0Ooooo
O O oOgoogo
O 0Ooooo
OO ogogo

JP 2012-27710 A 2012

O 0Ooo0ooo
O O
O O
O O
O O
O O
O O
O O
O O
O O

.2.9

O

10

20

40

50

Sophos Ex. 1006
Sophos Ltd. and Sophos Inc. v. Webroot, Inc.

IPR2023-00528
Page 2 of 27



e s e e [ e e e ey [ Iy
e s e s e e e e e e s e s e [ O
e s e e e e e ) ey [ Iy
e s s e e e e e ) e e e s e s e [ O
e s e v e e e [y Iy
e s s e s e e e e s e e s [

O 0Oooo
O 0Oooo
O O0ooo
O 0Oooo
O O0ooo
O Oooo
O 0Oooo
O Oooo

OooOoooo4o0ooDoooooooogogoao

O
O
O
O
O
O
O
O
O
O
(]
O
O
O
O
O
O
O
O
O
O

OoooooogoQgoo
Ooooooggogao

O
O

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

O
O
O
O
O
O
O

O
O
O
O
O
O
O

O Oooo O

O d

Ooooooogdg
O Oo0ooooogdg
Ooooooogdg
O Oo0oooogdg
Ooooooogodg
O Oo0oooogd
Oo0oooooogodg
O Oo0ooooogd
Ooooooogodg
O Oo0oooooogdg
OoOooooood
O Oo0oooooogdg
O Oooooood
O Ooooooogdg
O Oooooood
O o0oooooogdg
OOoooOooood
O o0ooooogdg
O O0Dooooogdg
O o0oooooogdg

O
O
O
O
O

€))

O

|

JP 2012-27710 A 2012.2.9

gooooao

10
gboboboooobboodgad
gooboooobobogd

20
gooboooobbogood
gboboboooobbogd
gooooobooooao 30
goobooooboboogod
gbobobooooboboogodd
gboboboooobboodgad
gooooobooood
gooboooobbogood
gboboboooobboogodd
gooooobooooao 40
gooboooobobogd
gooooobbooooo
gooboooobobogdad
gbooodoooan
gooboooobbogd

50

Sophos Ex. 1006

Sophos Ltd. and Sophos Inc. v. Webroot, Inc.
IPR2023-00528

Page 3 of 27



(4) JP 2012-27710 A 2012.2.9

ooooO0ooU0oooU0oooU0oOUO0DO0U0DO0DO0DU0DDODUO0ODODU0DDODODODDODOOoOOOO
ooooooooooooooao

ooo

00

O

aoad 0 0O 0O K. Rozinov. "Reverse Code Engineering: An In-Depth Analysis of t
he Bagle Virus™. Bell Labs - Government communication Laboratory - Internet Rese

OoOoo0oooo
OO0Oo0oooog
O Ooooo
O OoOgoo
OoOoo0oooao

arch, August 2004. http://old.idapalace.net/papers/bagle_analysis _v. 1.0. pdf

0 O0ooao

0000000000 10
O

oooooDo0ooo0ooD0oooDOooDo0DOooODO0oDoDUooDoDODOoo0DoDooDOoDoODOooOaO
oooooDOooo0oo0oooDOoooDOooDoooDUooDoDOoooDooDooDDoDoOooaOo

O oOoooo
O 0Ooo
O o0Oooo

goooooboooooooooobobooooooooobobbooooo
goobooooboboogooooboooobboooobooooboboogoo
gboboboooobboooooooooobobooooobooooooobo®oao
oo0O"OooOOoOOO0OO0OO0O0O00201000000 pp- 40-44. http://www.ntt.co.
nal/1003/files/jn201003040.hemlO 0 0 0000000 O0OO0OOODOODOODO 20
gbooboooobbooooooooboooooboooobobooo

O 0O oo

OoooooQgogoooaoo
[ Ry |

Oooooogoooogoo

O Ooooo

xe]
N

e [ s e [ e e [ s [y s [ o R i [
OO0 oDooggUooDooUUUDoDooUUoUoDoDoDogs oooodg
Oo0oooooo0 oo ooooDooDooooooooao

OO0 oDooggUooooDooggooooogogoooao

u

OJ
O
O
(]
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
(]
O
(]

O 0Oooo
O 0Ooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O Oooo
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

30

Oooo0oooQgdg
OOooooogoogdg
OoOoo0ooodgdg
Oooooogogg
OoOoo0ooodgdg
OooooogoQgg
OoOoo0ooodgdg
OooooogooQgdg

O0Ooo0Oo0ooa.o

OoOoo0oooog

OooooooogooQgooao
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

OO0 ooooggogooao
Ooooooooogooao
OO0 oooooggogooao
OooooooooQgooao
Oooooooggooao
Ooooooooogoooao
Oooooooggooao

40

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

OO0 oDoogogUooDooUUUooDoooUoooooaog
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O

O O
O O
O O
O O
O O
[ |
O O
|
O O
|
O O
O O
O O
O O
O O
O O
0O O
O O
O O
O O
O O
O O
O O
O O
O O
O O
O O
O O
O O
O

O

O

g

ood 50
Sophos Ex. 1006
Sophos Ltd. and Sophos Inc. v. Webroot, Inc.
IPR2023-00528
Page 4 of 27

e O e Y e e O e e O O O e e e e Y O e Y e e O e O e O s o A o R

O 0Ooo
O 0Oooo
O 0Ooo
O 0Oooo
O 0Oooo



e e e Y Iy

OO0 oDooogodgoooao
Oo0ooooQgoooao
OO0 oOooogodoooao
OoooooQgoooao
OO0 oooogodQgoooao

O oOoooo
O 0Ooooo
O oOoooo
O 0Ooooo
OoOoooo
O oOoooo
O oOoo0ooo
O oOoooo
O oOoo0ooao
O oOoooo
O o0Ooo0ooao
O oOoooo
O 0Ooo0ooao
O oOoooo
O 0Ooo0ooao
O oOoooo
O 0Ooo0oo0oao
O oOoooo
O 0Ooo0oo0oao
O oOoooo
O O0OoOooo
O oOoooo
O 0Ooooo
O oOoooo
O 0Ooooo
O oOoooo
O Ooooo
O o0oooo
O Ooooo
O oOoooo
O Ooooo
O oOoo0ooao
O oOoooo

e R s e e Y
OoOOoooooo0ooooooo0 oo oooo0D oo ooooooDoDoooooooaog
e R s e s e s Y o A
Oooooooooooooo0 oo oooo0D oo oooooooDoDooogooooaog
O0o0oDoo40dUoooDooUdoooDoDoDUUoDoDoDoUUUUoooDooggogoooaog

O
O
O
O
O

O
O
O
O
O

O
O
O
O
O
O
O
O

oo oooooooooodg

O
O
O

O
O
O
O
O
O
O
O
O
O
O
O
O
O

[ |

OO0 oDooogogogogoooogodg

oo oooooooooodg

Oo0oDoogogogoooogod

Oo0ooooooooodg

O 0Oooo

OOooooogod
OoOoo0oood
OOooooogod

O
O
O
O
O
O

O o0Oooo

O 0Oooo

O
O
O
O
O
O

O o0Ooo

O oOooo

O o0Ooo

O oOooo

I o |

O o0Oooo

)

oo

O O
O O

O o0Oooo

O o0Ooo

O
O

O
O
O
O
O
O

O
O
O
O
OJ
O

O o0Ooo

O
O
O
O
O

O o0Ooo

O o0Ooo

O o0Oooo

O Oooo

O

O

O oOooo

JP 2012-27710 A 2012.

O
O
O
O
O
O
O
O
O
O
O

2.

O

O O0ooo

O

10

20

30

40

50

Sophos Ex. 1006
Sophos Ltd. and Sophos Inc. v. Webroot, Inc.
IPR2023-00528

Page 5 of 27



e e e Y Iy
e s e e s e e e e ) e ) e e e e s e s Y Y Y
v e Y Iy

Oo0ooogog40dooDooUUoDoDooUUooooogogoao
Oooooooooooooo0ooDooooooooogogoao
Oo0Dooooo40oooDooUUUoDoDooUUoDooogogoao

OO0 o0DoDoodooDooodgooDooogoggogogoao
Ooooooo0ooooooooooogooao
OO0 o0oDoo4dooooo4ggooooogoggogooao

O
O
O
O
O
O
O
O

O
O
O
O
O
O
O
O

O Ooooo
OO oOooog
O Ooooo
O OooOooo
O 0Ooooao
O OooOooog
O 0Ooo0ooo
O OooOooo
O 0Ooo0ooao
O OooOooo
O 0Ooo0ooao
O Ooooo
O 0Ooo0ooOoao
O OooOooo
O 0Oo0ooOoao
O OooOooo
O 0Oo0ooOoo
O Ooooo
O 0Oo0ooOoo
O Ooooo
OO oO0ooo
O Ooooo
OO oO0ooo
O Ooooo
O OoOooog
O Ooooo
O OooOooo
O Ooooo

O Oooo

O
O
O
O
O
O
O
O
O
O
O
O
O
O

OoOoo0oooao
O0Ooo0oooog
I B
OOoo0oooog
OoOoo0ooao
OOoo0oooaog
I B
OoOoo0oooaog
O0Ooo0oo0ooa.o
OOoo0oooaog
I B
OoOoo0oooaog

O Oooo
O Oooo
O Oooo
O Oooo
O Oooo
OO oo
O Oooo
O Oooo
O 0Oooo
O Oooo
O 0Oooo
O Oooo
O 0Oooo
O Oooo
O 0Oooo
O Oooo
O 0ooo
O Oooo
O 0Oo o
O Oooo
O 0OoOoo
O Oooo
O 0Oooo
O Oooo
[

O Ooo0gooo
O O ogoog
O 0Ooogooo
O Ooogoog
O 0Ooo0gooo
O Ooogoog
O 0Ooo0ooo
O Ooogoo
O 0Ooo0ooo
O Ooogoo
O 0Ooo0ooo
O Ooogoo
O 0Ooo0ooo

O
O
O
(]
O
O
O
O
(]
O
O
O
O

O

I Y o Y

O Oooo

O 0o oo

O Oooo

O Ooogoo

O O0ooo

O Oooo

O 0Oooo

O 0o oo

O 0o oo

O Oooo

O 0o oo

O Ooo0ooao
O Ooooo
O Ooo0ooao
O Ooooo
O O0Oo0ooo
O Ooooo
O O0Oo0ooOoo
O Ooooo
O OoOooo
O Ooooo
OO oOooo
O Ooooo
OO oOooo
O Ooooo
O OoOooo
O Ooooo
O Ooooo
O Ooo0ooo
O Ooooo
O Ooo0ooo
O Ooooo
O Ooo0ooao

O Oooo

O oOooo
O 0Oooo
O oOooo
O 0Ooo
o |
O 0Ooo
O 0Oooo
O 0Ooo
O oOooo
O 0Ooog
O Oooo
O Oooog
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O 0Oooo
O oOooo
O 0Oooo

(6

goad

O 0o oo
O Oooo

O
O

O 0o oo

O
O
O
O
O

O Oooo

O 0o oo

O Oooo

[

O

]

]

|

JP 2012-27710 A 2012.2.9

O O
O O
O O
O g

O
O

goooao

O O
O O
O O

O
O
O

ooo

O Oooo
O Oooo
O Oooo
O 0Oooo
O Oooo
O 0Oooo

O
O

O
O

oad

O
O
O
O

O
O
O
(]

gooao

10

20

30

40

50

Sophos Ex. 1006
Sophos Ltd. and Sophos Inc. v. Webroot, Inc.
IPR2023-00528

Page 6 of 27



OooooooDoooo0ooDoooogoooooo

Ooooooooooogogdg
Oo0DoDoooooooogogdg
OoooooooooogogQgdg
OO0 oooogo4Qgogooao
Oo0oooogogoooaoo
OO0 oooogoggoooao

Oo0oooooooooooooooooogooodg

OooooooDoooo0oooDooooooooono

Ooooooooooooooooo oogogood

Oo0ooooooooooogogooooo

O

O Oooo
O Oooo
O Oooo
O Oooo
O Oooo
OO oo
O Oooo
O Oooo
O 0Oooo
O Oooo
O 0Oooo
O Oooo

O

Oooooooooooogooogao
O

|

O
od

O

O
O

O
O

oo
OO0

O
O
O
O
O
O
O
O

O
O

O
O

O

O

O

oggao
goooooooao

O
O

O
O

O
O

O
O
O
O
O
O
(]
O
OJ
O
]
O
[
O
O
O
O
O
O
O

O
O

P

oono
oo

O

O

O

oono
.0o0oooooooonon
AClIiID D 0oobocooobOooboooooooxboDbboooOxgoooooooboao
ooocobObOO0OO0oDoooooooboboooooooooaob

F&1 LN F o] ge4 3 5

O
O

O
O

O
O

O
O

O
O

O
O

O
O

JP 2012-27710 A 2012.2.

oooboooooboad

O

O
O

O

0
O

gooooaad

XF 5

lext

SUVM3

_set_app_type

L$"L"]

ResetKeySecurity

O

O

O

O

ggao

O
O

O
O

O

O

O
(]

oad

gooao
ooooooooan

gogboooooobboooooan

gogoboooooobboooooan

gooooao

ooocoobObOO0oooooooao

ooooooao

10

20

30

40

50

Sophos Ex. 1006
Sophos Ltd. and Sophos Inc. v. Webroot, Inc.
IPR2023-00528

Page 7 of 27



OoooOooooobooooOoOgoabo
Ooooooooogooogao
OoOooOooooobooooOonOoab
OoOooooooogogoogao

OooooooQgooao
OO0 oOoogoogogoao
OoooooQgooao
Oo0oo0oooogdg
Oo0oooogodg
OO0oo0ooogdg

O o0Ooo0o0oa.
OoOoo0oo0ogao

O 0o Qg
O o0ood

O Ooooo

(8) JP 2012-27710 A 2012.2.9

go0doo0ooo0ooo0ooooooooooooooooooooooooodd
Oooooooooboooad
go0oo0ooo0oooooooooooooooooOoodan
go0O0oo0ooooboo0oooo0oooob0 oo ooooobooooooonbn
go00ooooooooooo0oooobo oo oooooofoooooonban
0o 10
#*x2
HEE R

text
suvm 20
set
app
type
reset
key
security

30
gooooooooooooooboooooooooDooDoooooodd
I I I s I I 0 O 0 N A O 0 A N O N D O R O I R A
go00oo0oooooooooo0oooobo oo oooooboooooooban
go0doo0ooo0oooooooooooooooooooobooooooodao
godoo0ooooo0ooooooo0oooooooooooobooooooodad
goooooooooao

40

Sophos Ex. 1006

Sophos Ltd. and Sophos Inc. v. Webroot, Inc.
IPR2023-00528

Page 8 of 27



O

OoOOoooooo0oooooo0ooDoooo0ooDooooooooogodg

oaddg

gadg

00 X_i

< OoOoooogoo

< O

= {v_il0 v_i20d
O000oDOXiaioooooooDodwjooooooao
=gOw jOoX_ i0 X0 O O

#:3

€))

1
o
il
3

text

set

app

type

reset

key

security

gooooogao

L Ov_ij0o

..oNOOOoobobDbDoo

.0 v_iM}

JP 2012-27710 A 2012.2.9

ooobObOO0O0DO0ooooooobobboooooooooaob

..000oooao

10

ooobOobooOoo0oooooooobobobooooooooobbbooooooooooboao 20

O
O
O
ooocoobobooooooooobooboboboooooooobobbooooooooobooao
O
O
i
O
i

OO0O00OwgOX iOXOabOODODOOQODODOODODOOOXooDOOooooooooooao
oooObOoOoO0O0oooooooObbOoO0oooooan

goooan

30

v ijboooooooooooooooefdf 000000 00o0ooouoono

Ov_ ij = tf_

ooao

ij * idf_j

Oooooooooooogoogooog

Oooooogogoooao
OO0 oooogogogao

n_ijd00O00FAO0O0C0ODDOw jO

sum k nkjdOOw jooooonoano

0

=n_ij / sum Kk
j = log(N /7 ©)

n_k, j

oooao

ooocoobooOooooao
OCoOwjodooooooDOoDOO

gogbooboboooobboooooan

Ooo0oo0o0oo0ood
Oooo0ooogood

O

goooao
gooooooobooan

ocooooooOov.aoboooooooooobOooDoo

oviogooooooooooooobooooooobooooopoooooao

ooooOobOoOO0oOO0ooooooobOboboooooooobOboboooooooboao
gooobooogooboboogooobooooobboooboboogoobDbogao
oogobooooobboooooboobooooobboooooboboooooboboooao

40

50

Sophos Ex. 1006

Sophos Ltd. and Sophos Inc. v. Webroot, Inc.
IPR2023-00528

Page 9 of 27



Dooo0QoO
0000000000000 0000000O0C0O000000000000000000
0000000000000 0000000000 (W 10y 1)0 (. 20y 2)0..0 (V_NO
y NDODDOOOOOOOOV.idO00DO0DODO0OO0OOX.i0O0O0O00000000000y_i

O

Oooooooogogoooao

O Ooo0oood

(10) JP 2012-27710 A 2012.2.9

gogoooooooooooooo oo ooobo oo ooboDbooboooooooano
Oo0oO0ooO0ooooooooooooano

Ooo0000

gogobboogooooobbooov bbby mbobbooooooogdd
Oo0oooooooooooooosvwhiOooooooboobooboooooooooaooao
000000000000 Oo0OoDO0DOoDOooooooO 10
ooo00o0oao
ooooosvwiohOooOoOoooooooooooooooooooboooooooooaoao
oooooooooooooooooooboooooo0oooooooooooooao
Ooo0000

goooooooooooooooooooooo o oooooboDooooooooOooano
oooooooooooooooobooooooooooooooooooooao
Ooo000nod

Ooo0oao

20

=4

774 L4 (hash{B) HIRE A BI#
00c4fc2fd0ac1d2b2fa43d8c5a087104 dll:4,get:2,sip:2 kernel:2,address:1,change:1,...
013a5ba10e3fc8a039b045530381d957 | dll:4,get:2 kernel:2,rhd: 1, bde:1,amu:1,range:1....
notepad.exe get:47 window:20,set:19 file:16,message:13,...

30
goooooooooooooooooooooo oo oooDoooooooooano
0000000 o0DOoODO0oO0oo0oDbODOO0oOo0o0oDoDoooD™0 v ig'oooooooOoag({
Oo0o0oDoef-idf0}0 0000000 0O0OO0OO0O™™M"™O0OO0DDODDODODOoO"Oo"ooDoOao
ooooaod
Ooo0o0oa
ooao

iﬁs 40
T74NLID FEAIML DR
1 119:0.0008, 196:0.0077, 307:0.0077.... -1
2 119:0.0024, 168:0.0051, 213:0.0382.... -1
3 84:0.006, 94:0.002, 113:0.00258.... +1
50

Sophos Ex. 1006

Sophos Ltd. and Sophos Inc. v. Webroot, Inc.
IPR2023-00528

Page 10 of 27



1)

JP 2012-27710 A 2012.2.9

oooooboboOoooooswlouooooobobooooooooobbbooooooao
022210 0000000000 01%2e00000000000000000000000RO0
ooobOboOO0oooooooobboooooooobObboooooooboao
ooocoobooboooogo

oo
g
g
OO
od
ad

O
g
u
O
O

O

Oo0ooooo0ooooooooDooo4ogoooooogogoao
O0o0oDoogddUgooDooUdUoooDoDoo4ggooooogogogog
Ooo0oooooo0oooooooooDooooooooogogoao
OO0 oDoogogUoooDooUddUoooDoDoo4ggooooogogogog

OoOoo0oo0odao
Iy [y

0
U
U
0
U
t

goobDilocoooooObOObOOO0ODOOoOooOooOOoOOODbODOODOoOooOoooooDbDaO

0 o 01000 100 =

O oOoooo
O Ooooo
O oOoooo
O Ooooo
O oOoooo
O Ooooo
O oOoooo
O oOoooo
O oOoo0ooo
O oOoooo
O oOoo0ooo
O oOoooo
O o0Ooo0ooao
O oOoooo
O 0Ooo0ooao
O oOoooo

O Oooo
O 0Oooo
O 0Oooo
O Oooo
O 0Oooo
O Oooo
O 0Oooo
O Oooo
O 0Oooo
O Oooo
O 0Oooo
O Oooo
O 0ooo
O Oooo
O 0ooo
O Oooo
O 0Ooo
O Oooo
O 0O oo
O Oooo

O
O
O
O
O
O
O
O
O
O
O
O

O
O
O
O
O
O
O
O
O
O
O
O

O
OJ
O
O
O
O
O
O
O
O
O
O

O Ooooo
O OoOgooao
O Ooooo
O Ooogooao
O Ooooo
O Ooooo
O Ooo0ooao
O Ooooo
O Ooo0ooao
O Ooooao
O Ooo0ooao
O Ooooao
O 0Ooo0ooao
O Ooooo
O Ooo0ooao
O Ooooo
O 0Ooo0ooao
O Ooooo
OO oOgoao
O Ooooo
O OoOgoo
O Ooooo
O OoOgooao

O
O
O
O
O
O
O
O
O
O
O
O

O
O
O
O
O
O
O
O
O
O

0000000 b0bo0oo0oo0oobbooobezoo0bOod
015470 0 000000000000 DODOOCDOQODOODOAO (precision)d 9
9.37%0 000 (Recall)IJJ 99.86%0 0 DD ODDODODOOOODOOODO
goooogao
gogono

¥IEH

1424

9

112

[ Ry
i R |
O O O
O OO

O
O
O
O

O 0Ooo
O oOooo
OO oo
O 0Oooo
(o i I i R |

O
O
O
O

O
O
O
O
O

O
O
OJ
O

O
O
O
O
O

O

|

O

DoO00O0O0O0O0O0O0oO0O0a0
Doo0D00O0O0O0O0OOooOn
ck (kO OOOO

O
O
O
O
O

O Oooo
O O ogo
O Oooo

O
O
O
O
O

gooobao

O
O
O

I Y o [

O

O Oooo

O

ogagao

O Oooo

O

.0 KO

O
O
O
O

O 0Oooo
O 0o oo
O 0o oo
O 0o oo

CD-ROMO

O

kD Oooooooooooao

O

O 0o oo

O

gooooad

Sophos Ex. 1006
Sophos Ltd. and Sophos Inc. v. Webroot, Inc.
IPR2023-00528

10

20

30

40

50

Page 11 of 27



OoooOoooooooOooo0ooOoQgoao
Oooooooooooogooogao
Ooooooooooo0ooo0onOoQgao
Oooooooooooogooogao
OoooOoooooooooOooOooOod
Oooooooooooogooodg

oooaon

ARAD—EHEOBEIZE T HVRTLOWEAA

O O

O0Ooo0oooao

O

O

O d

O g
O O
O O

100

40

HEHD

i

R

50
HWHEE _J_

AT L

35

3
HEE
HE

RiEE

_ 30 |
BEE

HhtH &R

FIVzok
R

20

H

#Izok
syt

200

(12) JP 2012-27710 A 2012.2.9

ooooboboooooooooobobboboooooooooboboao
ooo

10

ggoano

ARPO—EHOMEICETEXFILENTIO—Fv—t

_ S101

XFINORBTFUSNE
RYYFICE#R

S$102

AXFH
23X F L BB
LTW3?

l 5103

No BULEAXFEVEOD
HELLTY—T5

R—Ehtz
BN AXFEA Yes
H57 l _ S105

No BELIAXFORICEYY
XFERATS

I

y S106

XFHERYYXFIZEST
SEL, HELLBERO
XFIIEBEET S

Sophos Ex. 1006

Sophos Ltd. and Sophos Inc. v. Webroot, Inc.
IPR2023-00528

Page 12 of 27



(13) JP 2012-27710 A 2012.2.9

gooooooaoo

(72000 00000
0000000000000000000000000000
(7000 00000
0000000000000000000000000000
(72000 00000
0000000000000000000000000000
0000 (D0) 58276 FDO8

Sophos Ex. 1006

Sophos Ltd. and Sophos Inc. v. Webroot, Inc.
IPR2023-00528

Page 13 of 27



(19) Japan Patent Office (JP)

(a2Japanese Unexamined Patent
Application Publication (A)

JP 2012-27710 A 2.9.2012

(11) Japanese Unexamined Patent
Application Publication Number

Japanese Patent Application
2012-27710
(P2012-27710A)

(43) Publication date February 9, 2012 (2.9.2012)

(51) Int. CL. Fl
GO6F 21722 (January
2006)

GO6F  9/06

Request for examination

Theme codes (reference)

660N 5B276

Not yet requested ~ Number of claims 13 OL (Total of 13 pages)

(21) Application Number

166150 (P2010-166150)
(22) Date of application July 23, 2010 (7.23.2010)

(74) Agent
(74) Agent

(72) Inventor

Japanese Patent Application 2010-|(71) Applicant 000004226

Nippon Telegraph and Telephone Corp.
2-3-1 Otemachi, Chiyoda-ku, Tokyo

(71) Applicant 899000068

Waseda University

1-104 Totsuka-cho, Shinjuku-ku, Tokyo
100070150

Patent attorney Tadahiko Ito

100124844

Patent attorney Takashi Ishihara

Tatsuya Mori

2-3-1 Otemachi, Chiyoda-ku, Tokyo, Japan
Telegraph and Telephone Corp.

Continue to last page

(54) [Title of the invention] Software Detection Methods and Devices and Programs

(57) [Abstract]

[Problem] Detects high-speed malware and malware-
containing communications that can respond to unknown
patterns.

[Means for solving] The present invention includes an Object
storage means for storing Objects, a word extraction means
for extracting a string of printed and readable bytes as words
from Objects recorded in the Object storage means, feature
extraction means for configuring feature vectors for each
Object based on a set of words extracted by the word
extraction means, and determination means for determining
whether the Object is malware based on newly observed
feature vectors by applying a machine learning system to the
feature vectors.

[Representative Drawing] Figure 1

Example configuration of a system for an embodiment of
the present invention
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[Scope of Patent Claims]
[Claim 1]
A software detection device that detects malicious software (hereinafter referred to as “malware”) or
communications that send or receive malware, with said software detection device comprised of:
An Object storage means for storing files or communication data to be transmitted or received (hereinafter
referred to as “objects”);
A word extraction means for extracting, as words, byte strings that can be printed and read as character strings
from an Object recorded in the Object storage means;
A feature extraction means for configuring feature vectors for each Object based on a set of words extracted by
the word extraction means; and
A determination means for determining whether the Object is malware based on newly observed feature vectors
by applying a machine learning system to the feature vector.
[Claim 2]
The machine learning system of Claim 1, wherein the machine learning system,
Allows for re-learning by providing feedback on new learning data for each configurable cycle.
[Claim 3]
The word extraction method of the previous Claim, wherein the word extraction means,

10

Includes a means for extracting a set of readable words from printable characters while referring to a word
dictionary.

[Claim 4] 20

The software detection means of Claim3, wherein the word extraction means,:

Uses a static dictionary prepared in advance or search engine results on a network as said word dictionary.
[Claim 5]

The software detection means of Claim 1, wherein said determination means,

Includes methods for learning and determining not only whether any malware is present, but also the type of
such malware.

[Claim 6]

The software detection means of Claim 1, wherein said determination means,

Includes means for determination using all or only a part of said Object.
[Claim 7]

A word extraction step whereby a software detection method for detecting malicious software in a device having 30
Object storage, word extraction, feature extraction, and determination means detects malicious software
(hereinafter referred to a “malware”) or communications transmitting and/or receiving malware, with said word
extraction means extracting a string of printed and readable bytes as words from an Object recorded in the Object
storage means that stores files or communication data (hereinafter referred to as “Object”) where the word
extraction means is a string;

A feature extraction step wherein the feature extraction means configures feature vectors for each Object based
on a set of words extracted by the word extraction step; and

A determination step in which the determining means determines whether or not the Object is malware based
on newly observed feature vectors by applying a machine learning system to the feature vector.
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[Claim 8]

The software detection means of Claim 7,

wherein said determination step uses a machine learning system to enable re-learning by providing feedback on
new learning data upon each arbitrarily configurable cycle arrives.

[Claim 9]

The software detection means of Claim 7,

wherein said word extraction step involves the use of a word dictionary to extract sets of readable words from
printable characters.

[Claim 10]

The software detection means of Claim 9,

wherein said word extraction step involves use of a static dictionary prepared in advance or search engine results 10
on a network as said word dictionary.

[Claim 11]

The software detection means of Claim 7,

wherein said determination step involves determining not only whether malware is present, but also the type of
said malware if present.

[Claim 12]

The software detection means of Claims 7 and 11,

wherein in said determination step, determination is made using all or only part of the Object.
[Claim 13]

A program for causing a computer to function as a means for configuring a software detection device according 20

to any one of Claims 1 to 6.
[Detailed description of invention]
[Technical field]

[0001]

The present invention relates to a software detection method, apparatus and program, in particular to a software
detection method, apparatus and program for detecting malware or communications transmitting and/or receiving
malware using supervised machine learning systems.

[Background Art]
[0002]

Malware (malicious software) called worms and botnets are becoming more and more damaging. Malware-
infected computers are characterized by malicious or harmful behavior aimed at other computers connected to the 5
network, and are used as a tool to perform malicious actions such as sending spam or denial of service attacks
through unauthorized mass access to servers. Malware threats are not limited to attacks to the external environment,
but, rather, may also involve extracting personal information such as credit card numbers and address books from
infected computers, with these then sent to external computers. In order to prevent damage caused by such malware,
it is necessary to use technology to detect the malware itself or the communication that sends and receives the
malware.

[0003]

Malware often uses deliberately complex encryption and compression (called packing) to avoid detection by
pattern matching or static analysis by inverse assemblers. Packed executable files decrypt themselves at runtime
and are then deployed in memory.

[0004]

40
In general, in order to perform a detailed analysis of malware, packed executable files need to be decrypted
using various techniques.
[0005]
50
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Furthermore, methods using inverse assembly and debuggers are generally used for decrypted files (see, for
example, Reference 1 of the Specific Patent).

[Prior Art Literature]

[Non-patent Literatures]

[0006]

[Non-Patent Literature 1] K. by Rozinov. Reverse Code Engineering: An In-Depth Analysis of t He Bagle Virus
Bell Labs - Government communication Laboratory - Internet Rese arch, August 2004.

http://old.idapalace.net/papers/bagle analysis v. 1.0. pdf
[Disclosure of the invention]

[Problem to Be Solved by the Invention]

[0007]

However, methods such as the above that use decryption, disassembly, and debuggers are time-consuming and
require computational resources, and so are not suitable for use in detecting communications containing malware
in real time.

[0008]

As an approach to detecting whether malware is present by executing it on an actual operating system and
analyzing its behavior, problems such as those described in the literature were evident. [Michiya Ito, Ryuo Neiko,
Naoto Tanimoto, Makoto Iwamura, Ei Yagi, Hirohira Kawakotani, Kaokiichi, Michiaki Akiyama, Minta
Nakayama, “Antimalware Technology”, NTT Technical Journal March 2010 issue, pp. 40-44. http://www.ntt.co.
jp/journal/1003/files/jn201003040.html]. Such issues included being time-consuming and requiring computational
resources, meaning that timely detection and determination could not be performed.

[0009]

The present invention is directed at providing software detection methods and devices and programs that take
the above points into consideration, and is capable of detecting high speed, light processing malware and malware-
containing communications that can handle unknown patterns.

[Means for Solving the Problems]
[0010]

In order to resolve the above issues, the present invention (Claim 1) constitute a software detection device that
detects malicious software (hereinafter referred to as “malware”) or communications involving sending or
receiving such malware;

An Object storage means for storing files or communication data to be transmitted or received (hereinafter
referred to as “objects”);

A word extraction means for extracting a string of bytes printed and readable as words from an Object recorded
in the Object storage means;

A feature extraction means for configuring feature vectors for each Object based on a set of words extracted by
the word extraction means; and

A determination means for determining whether the Object is malware based on newly observed feature vectors
by applying a machine learning system to the feature vectors.

[0011]

In addition, the present invention (Claim 2) includes, in the machine learning system:

Relearning made possible by providing feedback on new learning data for each arbitrary configurable cycle.
[0012]

In addition, the present invention (Claim 3) includes, a means to:

extract a set of readable words from printable characters by referring to an arbitrary word dictionary.

[0013]
In addition, with the word extraction means of Claim 3 above, the present invention
(Claim 4) involves using a predetermined static dictionary or search engine results on the network.
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[0014]

In addition, the present invention (Claim 5) includes, in the determination means,

methods for determining not only whether malware is present, but also what types of malware this is, if present.
[0015]

In addition, the present invention (Claim 6) includes in the aforementioned determination means of Claims 1 or
5,

means for determination using either the whole Object or only part of it.

[0016]

In addition, the present invention (Claim 7) has Object storage means, word extraction means, feature extraction
means, and determination means, and a software detection method for detecting malicious software (hereinafter
referred to as “malware”) or communications that send and receive malware, with these methods consisting of:

a word extraction means that extracts as a word a string of printed and readable bytes from an Object recorded
in the Object storage means that stores files or communication data to be transmitted (hereinafter the file or
communication data are collectively referred to as “Object”); and

a feature extraction step wherein the feature extraction means configures feature vectors for each Object based
on a set of words extracted by the word extraction step; and

a determining step that determines whether or not the Object is malware based on newly observed feature
vectors by applying a machine learning system to the feature vector.

[0017]

In addition, the present invention (Claim 8) includes, in the determination step,

a machine learning system used to enable re-learning by providing feedback on new learning data upon each
optionally configurable cycle.

[0018]

In addition, the present invention (Claim 9) includes, in the word extraction step,

referring to an arbitrary word dictionary to extract readable word sets from printable characters.
[0019]

In addition, the present invention (Claim 10) in the word extraction step of claim 9 above,

involves a predetermined static dictionary set up in advance or search engine results on the network to be used
as a word dictionary.

[0020]

In addition, the present invention (Claim 11) includes, in the determination step,

making determinations not only about whether or not any malware is present, but also what type of malware

this may be.

[0021]
In addition, with the present invention (Claim 12) in the determination step of Claims 7 and 11 above,
a determination is made using only a part of, or the entire the Object.

[0022]

In addition, the present invention (Claim 13) is a program for causing a computer to function as a means for
configuring a software detection device according to any one of Claims 1 to 6.

[Effect of Invention]
[0023]

As described above, the present invention focuses on readable strings contained in software files, collects
information (characteristic vectors) that characterizes malware, such as messages contained in programs that
constitute malware, host names, execution command names, function names and library names used for
communication, and compares this content with strings contained in files being inspected to detect malware,
allowing for the timely detection of malware and communications that include malware at a high rate,.
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[Brief Description of the Drawings]

[0024]

[Figure 1] An example of a system configuration in one embodiment of the present invention.
[Figure 2] A flowchart of character string processing in one embodiment of the present invention.
[Embodiments of the Invention]

[0025]

The present invention, in comparing malware and normal data, appropriately processes the printable character
strings contained in the data and utilizes the nature of differences between the word sets when they are converted
into readable word sets. Readable strings include messages contained in programs that make up malware, host
names used for communication, execution command names, function names, library names, and so on, and can
collect a variety of information about malware. 10
[0026]

Malware has software called variants where only part of the code has been modified. Although the majority of
malware today is known to develop a large number of variants after the original is developed, most of the code of
the variants is not the same as the original, so it is likely that the characteristics of the printable strings will be
similar to the original.

[0027]

An overview of the present invention is shown below.
[0028]

(1) First, the file or communication data to be sent or received (hereinafter, the file or communication data is 20
collectively referred to as the “Object”) is recorded by the Object recording unit, which is described below.
[0029]

(2) Next, a word extraction unit, which is described below, extracts the printed and readable byte strings as
words from the Object recorded above, and uses it as a word set.

[0030]

(3) Next, by configuring a feature vector for each Object based on the above word set, and applying a machine
learning system to the above feature vector, the determination function determines whether the Object is malware
based on newly observed feature vectors. Here, the feature vector can optionally be defined as whether a word
existed or not by assigning it “0,” or “1,” the frequency per word, the normalized frequency per word, or the tf-idf
value per word.

[0031]

The supervised machine learning system outlined above can be re-learned by providing feedback of new data
each time an arbitrary configurable cycle arrives. Here, new data is data related to, for example, files that are
determined to be malware or normal files over time, although not in real time. by methods such as prior art.
[0032]

The word extraction unit in (2) above refers to the extraction of a readable set of words from a printable string

30

by utilizing an arbitrary word dictionary. At this time, in addition to the static dictionary provided in advance, the
results of search engines on the network can also be used. That is, a printable string is searched using a search
engine that can be arbitrarily specified, and is determined to be readable when the result is one or more or, in
general, X or more.
[0033] 40
The determination function described above not only determines whether or not a file contains malware or is a
normal file, but also determines the type of malware by machine learning that enables classification of other classes.
[0034]
The determination for an Object can also be performed using only a portion of the Object, as opposed to the
entire Object. For example, in the case of communication data, the data received to date may be used to make a
determination before all data is received.

50
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[0035]

The embodiments of the present invention will be described in detail with the following drawings.
[0036]

Figure 1 shows a system configuration in one embodiment of the present invention.

[0037]

Detection device 100 is connected to network 200 and consists of Object recording unit 10, Object storage unit
20, word extraction unit 30, word dictionary 35, feature extract unit 40, machine learning system 50, and
assessment unit60. Here, the Object storage unit 20 and word dictionary 35 are storage media such as a hard disk.
[0038]

The Object recording unit 10 records the malware executable file (binary) or the malware to be sent/received

as an Object in Object storage unit 20. 10
[0039]

Word extraction unit 30 retrieves the Object from Object storage unit 20, analyzes it, and extracts a string of
consecutive characters with an initial printable character code of X characters or more. X can be set to any positive
number (X =1, 2, ...). Here, printable refers, for example, to the character codes of blank and graphic characters
from 0x20 to 0x7e, excluding control characters, in ASCII codes. An example of the resulting string is shown in
Table 1.

[0040]
[Table 1]
20
Table 1 Extracted printable character strings
String
text
SUVM3
_set_app_type
L$°L"]
ResetKeySecurity 30
The character strings shown in Table 1 are to be stored in memory (not shown) in Word extract unit 30.
[0041]

In addition, the extracted character strings are processed according to rules that can be arbitrarily set, and are

candidates for words. Figure 2 shows an example of string processing.
[0042]

Step 101) Replace non-alphanumeric characters with delimiters in the string,
[0043]

Step 102) If the uppercase letters are two or more consecutive characters, go to step 103, and 40
if not, go to step 104.

[0044]

Step 103) Mark the appropriate uppercase letter as a word.
[0045]

Step 104) If there are uppercase letters other than those marked, go to step 105, otherwise go
to step 106.

50
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[0046]

Step 105) Insert a delimiter before the appropriate uppercase letter.
[0047]

Step 106) Split the string by a delimiter and use each of the divided strings as a word.
[0048]

As a result of performing string processing according to the flow noted above, the character string shown in
Table 1 above becomes the word candidate shown in Table 2.

[0049]
[Table 2]
10
Table 2
Word candidates
text
suvm
set
app 20
type
reset
key
security
. . . . 30
The character strings shown in Table 2 are to be stored in the memory (not shown) of word extract unit 30.
[0050]

Word extract unit 30 uses word dictionary 35 prepared in advance for the word candidates shown in Table 2
above, extracting only those words that match the words in word dictionary 35. Alternatively, an Internet search
engine is used to search for appropriate word candidates, with words extracted only when the number of search
results exceeds an arbitrary configurable threshold. Matching with word dictionary 35 results in the word set shown
in Table 3.

[0051]
40
50
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[Table 3]

Table 3

Word candidates

text

set

app 10

type

reset

key

security

The character strings shown in Table 3 are to be stored in the memory (not shown) of word extract unit 30. 20
[0052]

Feature extraction unit 40 reads out the word set obtained in Table 3 for each file from the memory of word
extract unit 30 and configures the feature vector. In other words,

Feature vector of file X i (i=1, 2, ..., N)

V.i={vil,vi,..vij,..Vv iM}
Using each word w_j (j=1, 2, ..., M) in each file X i,

vij=gwj X iX, a)
with this defined by the functions w_j, X i, X, and a, where X is the set of all files and a is an optionally definable
weight parameter.
[0053]

For example, known tf-idf values can be used as a configuration example of v_ij. In other words, 30
v_ij=tf ij *idf j
and
tf j=n ij/sum kn k, j
idf j=1log(N/c)
. Here,
* n_ij is the number of times the word w_j comes up in file F_i;
* sum_ kn_kj is the total number of times the word w_j comes up in all files;
* N is the total number of all files; and
+ ¢ is the total number of files containing the word w_j
. Note that * is an operator that indicates multiplication. 40
[0054]
Assessment unit 60 applies machine learning system 50 to the feature vector V_i.
[0055]

By applying supervised machine learning system 50 to the feature vector V i, the file is classified as
“malware* and “normal file.” Specifically, each “malware” and “normal file* file feature vector is learned in
advance, and the newly obtained file is determined to be “malware® or “normal file* based on that feature vector.

50
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[0056]

As a method of machine learning for machine learning system 50, known supervised learning methods can be
used. In supervised learning, teacher data (V_1,y 1), (V_2,y 2), .., (V_N,y N)is given in advance, with V_i
serving as a feature vector for said file X _i.y_iis of the same file class and has a value of “0” or “1.” “0” is usually
defined as a file, and “1” is defined as malware.

[0057]

The supervised learning noted above is a highly accurate method for estimating class y m for the newly
observed V_m, with a variety of known methods widely used, including support vector machines (SVMs), naive
Bayesian methods, neural networks, and decision trees.

[0058]

While the results of applying the SVM as supervised learning are illustrated below, the scope of machine 10
learning in the present invention is not limited to this example, with the various methods described above also
being applicable.

[0059]
Table 4 is the result of analyzing the words that appear in each file as well as the word counts for each file in
machine learning system 50, and is stored in the memory (not shown) of assessment unit60.
[0060]
[Table 4]
20
Table 4
File name (hash value) Appearance of word: number of times
00c4fc2fd0ac1d2b2fad43d8c5a087104 dll:4,get:2,sip:2,kernel:2,address:1,change:1....
013a5bal10e3fc8a039b045530381d957 | dll:4,get:2 kernel:2,rhd:1,bde:1,amu:1,range:1....
notepad.exe get:47 window:20,set:19 file:16,message:13,...
30

Table 5 is an example of configuring feature vectors based on Table 4 above. Words are numbered based on
word dictionary 35. The character vector is called “j: v_ij.” In other words, now we have {word number: tf-idf
value}. Here, the class is "1" and malware, is "-1" as a normal file.

[0061]
[Table 5]
Table 5
40
File ID Feature Vector Class
1 119:0.0008, 196:0.0077, 307:.0.0077.... -1
2 119:0.0024, 168:0.0051, 213:0.0382,... -1
3 84:0.006, 94.0.002, 113:0.00258.... +1
50
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An example of the results of applying SVM to the above feature vector is shown in Table 6. Here we used 221
malware files, and 1,526 normal files. Malware was collected from the actual Internet, and files were usually
installed on commercial operating systems.

[0062]

In addition, 100 files each were used for learning, and all remaining files were adjudicated. In other words,
machine learning was performed using the known 100+100 =200 files, and judgments were made on the unknown
1,547 files that excluded those 200 files. The results obtained are highly accurate, with a precision rate of 99.37%
and recall of 99.86%.

[0063]
[Table 6]
10
Actual |Estimated [Number of
determinations
+1 +1 | 1424
-1 +1 |9
-1 -1 1 112
+1 =112
20

As in the example above, not only can we determine whether the subject is malware or a normal file, but also
use machine learning to classify other classes of malware and determine the malware type. That is, by using the
malware type c¢_k (k=1, 2, ..., K) as a class and applying machine learning to a given feature vector for problem
setting the determination of class C_k, such classification is possible.

[0064]

Machine learning system 50 can also perform re-learning via feedback of new data upon each arbitrary
configurable cycle. Here, new data includes data about files that are not real-time, such as through prior art, or that,
over time, have been determined to be malware or normal files.

[0065] 30

Determinations regarding the Object described above may be arrived at using only a portion of the Object, as
opposed to all of it. For example, in the case of communication data, the data received to date is used to make a
determination before all data is received.

[0066]

As described above, the present invention can detect malware by focusing on the readable strings contained in
software files, collecting information (feature vectors) that characterizes malware, such as messages contained in
programs that make up malware, host names, execution command names, function names, library names, and so
on, comparing this content with strings contained in the files being inspected.

[0067]

The operation of each component of the detection device shown in FIG. 1 above can be programmatically
constructed and then installed and executed on a computer utilized as the detection device, or distributed over a 40
network.

[0068]

In addition, the built program can be stored on a hard disk, flexible disk, CD-ROM, or other portable storage

medium, and installed on a computer or distributed.
[0069]
50
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It should be noted that the present invention is not limited to the above embodiments, and various changes and
applications are possible within the scope of the claims.
[Explanation of References]

[0070]
10 Object recording unit
20 Object storage unit
30 Word extraction unit
35 Word dictionary
40 Feature extraction unit
50 Machine learning systems
60 Assessment unit 10
100 Detection device
200 Network
20
[Figure 1] [Figure 2]
Example of a system configuration in the embodiment Flow chart of string processing in the embodiment of the present
of the present invention invention
Start
o
1=
s . 3101
A
] Replace non-alphanumeric
=4 <8 characters in strings with
= g 1
e . w s102 30
ER:l: RN Are there two or Yes
3 g Z_ B E f more consecutive
=35 =2 uppercase letters? l s103
No Mark the appropriate uppercase
letters as a single word
it ]
uppercase letters Yes
S other t}jan those l $105
o ?
S ) - E Insert a delimiter before the
5 .%‘*‘E § % Y appropriate uppercase letter
53 c8 8 ]
o =
22 g
a3 \ $106
Split a string by a delimiter and
§ use each broken string as a word 40
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