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(57) ABSTRACT

In a system having distributed components arranged in a
logical ring structure, each component monitors only their
respective neighboring component in the structure and the
condition of the neighboring component is determined. If a
component determines a condition of its neighboring compo-
nent that corresponds to a predefinable condition, the com-
ponent informs the other components of the system of the
predefined condition of the neighboring component.

15 Claims, 2 Drawing Sheets
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MONITORING CONDITION OF NETWORK
WITH DISTRIBUTED COMPONENTS

CROSS REFERENCE TO RELATED
APPLICATIONS

This application is based on and hereby claims priority to
German Application No. 10 2004 044 987.2 filed on Sep. 16,
2004, the contents of which are hereby incorporated by ref-
erence.

BACKGROUND

The application relates to the monitoring and/or checking,
generally referred to as monitoring for short in the following,
of a system condition of a system with distributed compo-
nents.

Insuch systems—known as distributed systems for short—
such as for example mobile or stationary radio and/or com-
munication networks, there is as a rule a requirement for all
the components of the distributed system to have aknowledge
of the status or condition of every other component in the
system (monitoring).

It for example a component in a distributed system fails, for
example as a result of the fact that a component is or becomes
inoperative and/or offline, then it is advantageous for every
other component in the system to receive this information.

Different approaches in which the monitoring is imple-
mented by a so-called Ping-Pong mechanism using so-called
Ping-Pong messages are known from the related art for moni-
toring a system condition of a distributed system.

In this situation, in other words in the case of such a
mechanism based on Ping-Pong messages, a system compo-
nent periodically sends a Ping message over the distributed
system to a component being monitored, to which the com-
ponent being monitored responds with a Pong response, a
so-called Pong Acknowledgment.

If'there is no Pong response from a component being moni-
tored, then this component will be classified, by the compo-
nent sending the Ping message as a rule, as offline or generally
as inoperative.

In order to enable a component of a distributed system to
ascertain or check the status or condition of every other com-
ponent of the distributed system, it queries all the components
using the Ping-Pong mechanism.

A known (first) approach here for monitoring a system
condition of a distributed system, based on the Ping-Pong
mechanism, makes provision whereby each component of a
distributed system monitors every other component of this
system and for this purpose queries corresponding informa-
tion concerning the status or the condition of the other com-
ponents in each case.

To this end, each component of the distributed system
sends every other component of the system a Ping message—
and receives (back) corresponding Pong responses when the
other components in question are in an operative or online
condition.

FIG. 3 illustrates this known first approach. A distributed
communication system 300, a HiPath IP telephony system
300, with a plurality of communication servers 301 to 306
associated in a communication network is thus represented in
FIG. 3. Each of these communication servers 301 to 306
needs to know about the failure of any other communication
server 301 to 306 in the system 300. To this end, each of these
communication servers 301 to 306 now sends a Ping message
310 to each of the other communication servers 301 to 306 in
the HiPath IP telephony system 300—and receives corre-
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2

sponding Pong responses 311 when the other communication
servers 301 to 306 in question are in an operative or online
condition.

The disadvantage of this known first approach is the fact
that a high message volume is generated here of an order
O(n"2) (n: number of system components) during monitoring
of a system condition of a distributed system, which may
restrict the power or capacity and/or the error detection capa-
bility/speed of the system.

Thus, for example, in the case of the HiPath IP telephony
system 300 according to FIG. 3, Ping-Pong messages (310,
311) are sent every 60 seconds. In this situation, in the case
represented with the 6 communication servers 301 to 306, or
alternatively 30 servers, (6%5%2)/60 s=1 message per second
or (30%29%2)/60 s=29 messages per second respectively are
produced.

With regard to a further known approach for monitoring a
system condition of a distributed system, based on the Ping-
Pong mechanism, provision is made here whereby a central
coordinator checks components of a distributed system, reg-
isters inoperative components or failed components of the
distributed system and propagates corresponding information
to all the components in the system.

The message volume generated here is of the order O(n).

The disadvantage of this further known approach is the fact
that it can only be implemented robustly with difficulty
because the central coordinator of the distributed system must
be maintained in redundant form.

SUMMARY

An aspect is to set down a method which simplifies moni-
toring of a system condition of a distributed system and/or
implements or enables this with a reduced resource require-
ment.

With regard to the method for monitoring a system condi-
tion of a system with distributed components, the distributed
components of the system are or will be organized in a logical
ring structure.

In this situation, a “logical” ring structure (of system com-
ponents) means that without restricting the generality no
physical concrete structuring of the system components into
a ring structure takes place as a rule but that these are orga-
nized or structured in this manner conceptually, in other
words as a conceptual model, in a virtual ring structure.

Each component of the system monitors only its respective
neighboring component in the logical ring structure, whereby
a condition of the neighboring component is determined.

If a component determines a condition of its neighboring
component, which condition corresponds to a predefinable
condition, then it informs the other components of the system
about the determined, predefined condition of its neighboring
component.

One advantage of the method is the fact that it combines
advantages of the approaches described above, known from
the related art.

Only messages of the order O(n) are required in order to
monitor the status or the condition of all the (distributed)
components in the distributed system. In this situation, there
is however no central entity, the central coordinator, which
needs to be maintained robustly.

The approach is thus clearly based on a logical ring struc-
ture in which the components of the distributed system are or
will be organized.

In this case, each component of the system monitors only
its respective neighbor, in other words its respective neigh-
boring component, in the ring. In the event of failure, as in the
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case of an inoperative and/or offline condition, of the neigh-
bor the component informs all the other components about
this.

With regard to the network with distributed components,
the distributed components are organized in a logical ring
structure. The components organized in the ring structure are
set up such that

a component only monitors its respective neighboring

component in the logical ring structure, whereby a con-
dition of the respective neighboring component can be
determined, and

a component which has determined a condition of its

neighboring component, which condition corresponds
to a predefinable condition, informs the other compo-
nents of the system about the determined, predefined
condition of its neighboring component.

Computer program code elements may be stored on a
machine-readable medium set up to perform all the steps
according to the method when the program is executed on a
computer.

The setup and also the computer program with program
code elements, set up to perform all the steps according to the
method when the program is executed on a computer, and also
the computer program product with program code elements
stored on a machine-readable medium, set up to perform all
the steps according to the method when the program is
executed on a computer, are in particular suitable for perform-
ing the method or one of its developments described in the
following. The developments described in the following
relate both to the methods and also to the network.

The method described in the following can be implemented
both in software and also in hardware, by using a special
electrical circuit for example.

In addition, it is also possible to implement the method
described in the following by a computer-readable storage
medium on which is stored a computer program with program
code elements that a processor executes.

In a development, provision is made whereby the predefin-
able condition is a functional incapacity, in particular an
offline condition, or a functional capacity, in particular an
online condition. The term “alive” has become widely
accepted among experts for the functional capacity.

The monitoring of the respective neighboring component
and/or the determination of the condition of a component can
preferably be carried out using a method based on a leasing
method.

In this situation, in other words with regard to a leasing
method, “Alive” information, particularly an “Alive” mes-
sage, can be sent or is sent from the neighboring component
to the component.

It can be advantageous here, particularly in respect of cur-
rent information about a system condition, to send the “Alive”
information periodically.

On the basis of such “Alive” information, which may be
periodic but is not necessarily so, it is then possible to deter-
mine a functional incapacity of the neighboring component if
the neighboring component does not send (no longer sends)
“Alive” information. This can clearly mean that—on the other
hand—as long as “Alive” information is being sent, an
“online” condition can be assumed for the respective compo-
nent.

In addition, it is advantageous for the process of informing
the other components about the predefinable condition of a
neighboring component to be carried out using a method
based on an “Inform All” method.

Here, in other words with regard to the method based on an
“Inform All” method applied, an acknowledgment process is
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performed for each other component in the system, in which
the respective other component, if it has received the infor-
mation about the predefinable condition of a neighboring
component, confirms the receipt of the information, in par-
ticular by using “Acknowledgment” information, specifically
an “Acknowledgment” message. The term “acknowledg-
ment” has become widely accepted among experts for the
“confirmation”.

In this situation, the acknowledgment (of receipt of the
information) occurs as a rule with respect to the component
which has determined the predefinable condition of the
neighboring component, in particular by the fact that an
“Acknowledgment” message is sent to the component.

In addition, provision can be made whereby the predefin-
able condition is also determined for another component
which does not acknowledge the receipt of the information
about the determined, defined condition of the neighboring
component.

In this case too, all the other components can again be
informed about this information. This can be done with or
also without a corresponding acknowledgment procedure.

In a further embodiment, provision is made whereby each
component stores information about the conditions of the
other components, particularly in a local list. As aresult, each
component (always) has local knowledge about a global sta-
tus or condition of the distributed system.

By using this knowledge, it is then possible to specifically
send “leasing” messages and/or to maintain the ring structure
in a “closed” condition.

In addition, the neighboring component to a component in
the ring structure can be a predecessor or also a successor in
the logical ring structure.

In a further embodiment, provision is made for monitoring
a communication network, in particular a stationary commu-
nication network, such as a fixed telephone network for
example, with distributed components. In this case the com-
ponents are as a rule communication servers.

The monitoring can however also be performed accord-
ingly in the case of mobile, distributed systems, such as
mobile radio networks.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other objects and advantages will become more
apparent and more readily appreciated from the following
description of the preferred embodiments, taken in conjunc-
tion with the accompanying drawings of which:

FIG. 1 shows a distributed system with (distributed) com-
ponents organized in a logical ring structure, in which each
component only monitors its respective neighbor in the ring,
according to an exemplary embodiment;

FIG. 2 shows a distributed system with (distributed) com-
ponents organized in a logical ring structure, in which each
component only monitors its respective neighbor in the ring,
where one component has failed, according to an exemplary
embodiment;

FIG. 3 shows a distributed system with (distributed) com-
ponents, in which each component monitors every other com-
ponent of the system, according to the related art.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

Reference will now be made in detail to the preferred
embodiments, examples of which are illustrated in the
accompanying drawings, wherein like reference numerals
refer to like elements throughout.
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FIG. 1 and FIG. 2 show a distributed communication sys-
tem 100, a HiPath IP telephony system 100 further developed
as described herein, with a plurality of communication serv-
ers 101 to 106, associated in a communication network, also
referred to as “components” 101 to 106 for short in the fol-
lowing.

Each of these communication servers 101 to 106 needs to
know about a failure (cf. FIG. 2) of any other communication
server 101 to 106 in the system 100, this facility being imple-
mented by the monitoring mechanism described in the fol-
lowing.

To this end, the communication servers 101 to 106 of the
HiPath IP telephony system 100 further developed as
described herein are organized in a logical ring structure 120
(102 follows 103, 101 follows 102, 106 follows 101, 105
follows 106, 104 follows 105, 103 follows 104).

Here, each communication server 101 to 106 then monitors
110 only its respective successor in the ring structure 120
(102 monitors successor 101; 103 monitors successor
102;...).

In the event of failure 200 of a successor (cf. FIG. 2,102 in
the event of failure 200), the respective (preceding in the ring
120) communication server (cf. FIG. 2, 103) informs all the
other communication servers about this (cf. FIG. 2, 211).

The monitoring 110 of a successor server 101 to 106 in the
ring structure 120 takes place here, in other words in the case
of the HiPath IP telephony system 100 further developed as
described herein, by way of a “leasing” method.

In this situation, a successor, component 102 for example,
periodically sends a so-called “Alive” message 110 to the
respective preceding communication server in the ring, com-
ponent 103 according to the example.

If'in the case of one communication server (103 in FIG. 2)
this “Alive” message 110 from its successor (102 in FIG. 2) is
absent (the “lease” expires), the successor (102 in FIG. 2) will
be categorized as “offline”.

The communication server 103 monitoring this “offline”
communication server 102 then informs every other commu-
nication server 101, 104 to 106 in the system 100 about this by
corresponding information messages 211, in other words
about the failure 200 of its successor 102.

Every other communication server 101, 104 to 106 in the
system 100 must confirm the receipt of the information by an
“Acknowledgment” message.

If this acknowledgment is missing from one of the other
components 101, 104 to 106, then this communication server
will also be categorized as “offline”.

All the communication servers are in turn informed about
this further failure by the communication server 103.

At this stage the communication server 103 does not how-
ever expect any further acknowledgment.

This mechanism is referred to as “Inform All”.

Each component 101 to 106 stores its knowledge of the
status of other components 101 to 106 in the system 100 in a
local list. As a result, each component 101 to 106 always has
a local knowledge of the global status of the system 100.

With the aid of this knowledge, each component 101 to 106
sends a “Lease” message to the next “online” predecessor
known to it. This guarantees that the ring 120 is always in a
closed condition.

At the same time, each component 101 to 106 sends a
“Lease” message to all “offline” predecessors which are situ-
ated in the ring between the next known “online” predecessor
and the component itself.

This method guarantees that components 101 to 106 which
come “online” again are re-integrated into the ring 120.
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If one component 101 to 106 recognizes from receiving a
Lease message that another component is “online” again,
then it informs all the other components 101 to 106 using the
“Inform All” mechanism.

If account is taken of the fact that in the case of the above
system known from the related art and its monitoring mecha-
nism (cf. FIG. 3) 29 messages per second were necessary or
were sent, then according to the embodiment—given the
same number of messages per second—a monitoring opera-
tion can occur at approximately once per second (30/29 mes-
sages per second).

As a result, a system with 30 servers can under the same
network load be monitored 60 times more quickly and rec-
ognize an error. The more servers a system contains, the better
this factor becomes.

A description has been provided with particular reference
to preferred embodiments thereof and examples, but it will be
understood that variations and modifications can be effected
within the spirit and scope of the claims which may include
the phrase “at least one of A, B and C” as an alternative
expression that means one or more of A, Band C may beused,
contrary to the holding in Superguide v. DIRECTY, 358 F3d
870, 69 USPQ2d 1865 (Fed. Cir. 04).

The invention claimed is:

1. A method for monitoring a system condition of a net-
work with distributed components organized in a logical ring
structure, comprising:

each component in the system monitoring only a single

respective neighboring component among said distrib-
uted components that is a predecessor or successor of
said each component in the logical ring structure to
determine a current condition of the respective neigh-
boring component; and

each component in the system informing all other compo-

nents of the system about the current condition of the
respective neighboring component when the current
condition corresponds to at least one predefined condi-
tion.

2. The method as claimed in claim 1, wherein the at least
one predefined condition is at least one of a functional inca-
pacity corresponding to an offline condition and a functional
capacity corresponding to an online condition.

3. The method as claimed in claim 2, wherein at least one of
said monitoring of the respective neighboring component and
determination of the current condition of the respective
neighboring component is carried out based on a leasing
method.

4. The method as claimed in claim 3, wherein with regard
to the leasing method, an “Alive” message is sent from the
respective neighboring component.

5. The method as claimed in claim 4, wherein the “Alive”
information is sent periodically.

6. The method as claimed in claim 5, wherein the func-
tional incapacity of the neighboring component is determined
if the respective neighboring component does not send any
“Alive” information for a predetermined period of time.

7. The method as claimed in claim 6, wherein said inform-
ing all the other components about the predefined condition
of' the respective neighboring component is carried out using
an “Inform All” method.

8. The method as claimed in claim 7, further comprising,
with regard to the “Inform AIl” method, performing an
acknowledgment process by each of the other components, in
which each of the other components, if it has received infor-
mation about the predefined condition of the respective
neighboring component, confirms receipt of the information,
by sending an “Acknowledgment” message.
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9. The method as claimed in claim 8, wherein the
“Acknowledgment” message is sent to the component which
has determined the predefined condition of the respective
neighboring component.

10. The method as claimed in claim 9, further comprising
determining the predefined condition for any component
which does not acknowledge the receipt of the information
about the predefined condition of the respective neighboring
component.

11. The method as claimed in claim 10, further comprising
in each component storing a local list of conditions of the
other components.

12. The method as claimed in claim 11, wherein the respec-
tive neighboring component is one of a predecessor compo-
nent and a successor component in the logical ring structure.

13. The method as claimed in claim 12, wherein the net-
work is one of a stationary communication network and a
telephone network and the components are communication
servers.

14. At least one non-transitory computer-readable medium
encoded with at least one computer program that when
executed by at least one processor performs a method com-
prising:

20

8

each component in a logical ring structure monitoring only
a single neighboring component among distributed
components that is a predecessor or successor of said
each component in the logical ring structure to deter-
mine a current condition of the neighboring component;
and

each component in the logical ring structure informing all
other components of the system about the current con-
dition of the neighboring component when the current
condition corresponds to a predefined condition.

15. A network with distributed components, comprising:

components organized in a logical ring structure, each
component monitoring only a single respective neigh-
boring component among components that is a prede-
cessor or successor of said each component in the logical
ring structure to determine a current condition of the
respective neighboring component and informing all
other components of said network when the current con-
dition of the respective neighboring component corre-
sponds to a predefined condition.
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