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Docket No. RF-266, H7620

Express Mail Label: EVHL?EDBEEEUST

COMPUTER ARCHITECTURE FOR A HANDHELD ELECTRONIC DEVICE
BACKGROUND OF THE INVENTION

Statement of the Technical Field

[0001]  The inventive arrangements relate to personal electronic devices, and more
particularly to personal digital assistant devices for storing, processing and

communicating classified as well as unclassified data.
Description of the Related Art

[0002] Mobile computers, which are sometimes called personél digital assistants or
PDAs, have the ability to store, process and communicate data. PDAs generally fall
into one of several categories which can include handheld PCs, palm size PCs, smart
phones, and handheld instruments. PDAs typically include some kind of
microprocessor with a commercially available operating system such as Linux, Palm
OS, or Widows CE (Pocket PC). Many PDAs also have built in LCD displays, touch
sensitive screens, and keypads for the human/machine interface. Some PDAs also
include wireless networking capabilities. For example, many such devices can
communicate with other devices using well known wireless networking standards such
as the |EEE 802.11 family of standards. The foregoing capabilities make these

compact devices highly useful for a various business and personal applications.

[0003] Currently, there exist a wide variety of PDA devices with conventional
operating systems and architectures. These commercially available PDAs with
commercial-off-the-shelf (COTS) operating systems and COTS application programs
generally satisfy the processing and communications requirements of most users. For
example, they include applications for word processing, data storage, spreadsheets,
email, internet browsing, time management, contact management, network
communications, and voice communications. These applications generally function
quite well and have interfaces that are familiar to many users. The familiarity of these

{00007478:4}
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applications to users, and the relatively low cost of COTS software are considered
advantageous for a variety of reasons.

[0004] Some commercially available PDA devices and/or software applications
incorporate various security measures in an effort to protect data which is stored,
processed or communicated using the device. For example, encryption technology and
password protection features are known in the art. Still, this level of security can be
inadequate for managing information that is of a Confidential, Secret, or Top Secret
nature, particularly when such information relates to matters of national security. For
example, COTS operating systems and applications may not be sufficiently trustworthy
for handling this type of information. Such programs can be susceptible to being
compromised by various means including hacker attacks, viruses, worms, Trojan

horses, and a wide variety of other means that are known to those skilled in the art.

[0005] Finally, notwithstanding the security limitations of COTS operating systems
and applications, the basic architecture and interface systems of many commercial PDA
devices may leave these devices vulnerable to intrusion. For example, COTS devices
do not employ trusted microprocessors, do not employ physical separation of classified
and unclassified data processing, nor do they employ physical tamper detection and
subsequent memory zeroization. They may also lack the capability of wireless
communications for classified data. Consequently, transport, processing or
communication of classified data using a commercial PDA is not generally permitted.

[0006] In order to address some of the foregoing problems, personal electronic
devices have been developed that are specifically designed to allow for transport of
classified data, for example encryption keys. However, these devices are not generally
designed to accommodate data processing or wireless communications of classified
information. Secure PDA devices are also known in the art. These devices utilize a
trusted operating system, trusted microprocessors, and a trusted human/machine

interface. However, they generally do not include wireless communications capabilities.

[0007]  Trusted operating systems and applications are generally designed to more
rigorously address the problem of computer security. Trusted operating systems

{00007478;4}



Docket No. RF-266, H7620

undergo evaluation of their overall design, verification of the integrity and reliability of
their source code, and systematic, independent penetration evaluation. In contrast,
non-trusted COTS operating systems are generally not designed to an equally high
level with regard to security precautions.

{00007478;4}
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SUMMARY OF THE INVENTION

[0008] The invention concerns a mobile PDA computer system. The mobile PDA
computer system consists of a hon-secure user processor, a secure user processor,
and a cryptographic engine. The non-secure processor is comprised of non-trusted
COTS microprocessor hardware (HW), a non-trusted COTS operating system, and non-
trusted COTS application software. The secure processor is comprised of trusted
microprocessor HW, a trusted operating system and trusted application software. The
cryptographic engine is comprised of trusted hardware and trusted software. In addition
to providing encryption and decryption services, the cryptographic engine provides a
first data communication link that communicates data between the secure processor
and the cryptographic engine and a second data communication link that communicates
data between the non-secure processor and the cryptographic engine. In this way, the
cryptographic engine forms a bridge between the secure processing side of the PDA
and the non-secure processing side of the PDA.

[0009] According to one aspect of the invention, the non-secure processor can have
a wired communication transceiver and/or a wireless communications transceiver.
These communication transceivers can be used to communicate unclassified data and
voice transmissions. In addition these transceivers can be used to communicate
encrypted classified data. The secure processor can communicate encrypted classified
data files from the secure processor’s file system to the non-secure processor. The
encrypted files can then be communicated using the wired or wireless transceiver
circuitry associated with the non-secure processor. Similarly, classified real time voice
communications originating on the secure processing side of the device can be
encrypted and communicated to the non-secure processor. The non-secure processor
can utilize the wired or wireless transceiver to communicate such encrypted voice
information.

[0010] The invention can also concern a method for managing classified and
unclassified on a mobile PDA computer system. The method can include processing

classified data exclusively using a secure processor. The method can also include
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processing unclassified data exclusively using a non-secure processor. Classified data
for encryption and classified decrypted data can be communicated between the secure
processor via the cryptographic engine using a first data communication link. Further
classified data from the secure processor via the cryptographic engine can be
communicated to the non-secure processor exclusively in an encrypted form. Such
communications can be performed using a second data communication link between

the cryptographic engine and the non-secure processor.

[0011] The method can include communicating classified data to and from the
secure processor exclusively using a secure human/machine interface. Further, the
method can include controlling the secure processor exclusively using the secure
human/machine interface. Classified information can be provided to the user from the

secure processor exclusively using the secure human/machine interface.

[0012] The non-secure processor can be controlled exclusively using a non-secure
human/machine interface. Further, unclassified information can be provided to the user
by the non-secure processor exclusively using the non-secure human/machine
interface. A wireless communications transceiver can be used for communicating
wireless unclassified data from the non-secure processor. The method can further
include communicating encrypted classified data provided from the secure processor
using the wireless communications transceiver. According to one aspect of the
invention, the wireless communications transceiver can be selected from the group
consisting of a wireless LAN transceiver and a cellular telephone transceiver.
According to yet another aspect, the method can include communicating classified
audio information to and from the secure processor with a first audio interface, and
communicating audio information to and from the non-secure processor with a second
audio interface distinct from the first audio interface.

{00007478;4}



Docket No. RF-266, H7620

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] Fig. 1 is block diagram that is useful for understanding an architecture of a
secure PDA

[0014] Fig. 2 is a block diagram that is useful for understanding an architecture of a

non-secure commercial PDA/Phone.

[0015] Fig. 3 is a block diagram that is useful for understanding an architecture of a
PDA that can be used for classified and unclassified data.

[0016] Fig. 4 is a more detailed block diagram showing the non-secure processor
portion of the PDA architecture in Fig. 3.

[0017]  Fig. 5 is a more detailed block diagram showing the secure processor portion
of the PDA architecture in Fig. 3.

[0018] Fig. 6 is a more detailed block diagram of the cryptographic engine in Fig. 3.

{00007478;4}
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0019] The invention concerns a computer architecture for a mobile PDA computer
system. Fig. 1 shows a simplified block diagram of a secure PDA of the prior art that
includes trusted hardware and trusted software (operating system and application
software). As used herein, the term “trusted” is used with reference to computer
hardware, operating systems, and/or software applications that have been designed to
ensure secure storage, processing and communication of data. Trusted hardware and
trusted software can be combined to provide secure data processing. Trusted hardware
and software are generally designed and tested to ensure the integrity and reliability of
their source code, and their resistance to penetration. In contrast, untrusted hardware
and untrusted software are generally not designed to an equally high level with regard
to security precautions. Accordingly, when integrated into a computer system, those
systems are often referred to as non-secure.

[0020] Secure PDA 100 utilizes secure user processor 102 comprised of trusted
hardware (HW) and trusted software (SW) for securing data that is stored on the device.
A user secure file system 103 is provided for storing classified data. A cryptographic
engine 104 is provided with trusted hardware and trusted software for providing
encryption and decryption services. A crypto secure file system 105 is used to store
classified data and files used by the cryptographic engine 104. A secure
human/machine interface (HMI) 106 is also provided. However, for security reasons,
PDA devices of this type generally do not include machine input/output (I/0) facilities.
Thus PDA 100 does not have a USB port, wireless networking, or cellular telephone
communications capabilities. PDA 100 can generally satisfy the requirements for
accessing secure file systems. However, the' operating system and applications can be
expensive and unfamiliar to many users who more often utilize commercial-off-the-shelf
(COTS) systems.

[0021] In contrast to the secure PDA in Fig. 1, a commercial PDA/phone architecture
is shown in Fig. 2. The commercial PDA/phone 200 can include a non-secure
processor 202 comprised of untrusted COTS microprocessor hardware and untrusted

{00007478;4}
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COTS software. A user non-secure file system 203 can be used for storing unclassified
user files and data. The commercial PDA/phone will make use of COTS hardware and
software to satisfy the processing and communications requirements of users. The
commercial PDA/phone will make use of a conventional non-secure HMI 206, and can
include non-secure /O circuitry 204. The /O circuitry 204 can include wired and/or
wireless LAN transceivers, and cellular telephone transceiver circuitry. A suitable
antenna or antennas 210 can be provided for any wireless applications. Audio interface
circuitry can also be provided for headset 208. Significantly, PDA 200 will not generally
satisfy the requirements for accessing secure file systems. However, commercial PDA
200 benefits from the economy associated with use of COTS applications and a COTS
operating system. Another advantage is that users tend to be well familiar with such
operating systems and applications.

[0022] Turning now to Fig. 3, there is shown an architecture for a mobile PDA
computer system 300 that offers the combined advantages of secure PDA 100 and
commercial PDA 200. The architecture in Fig. 3 can include a secure processor 302
composed of trusted microprocessor hardware executing trusted operating system
software and trusted application software. Secure processor 302 can have access to a
secure file system 314. Secure processor 302 receives user inputs and provides
information to users through a secure HMI 308. Secure processor 302 can also
communicate audio information to and from headset 316.

[0023] Non-secure processor 306 is also provided as part of PDA 300. Non-secure
processor 306 is composed of untrusted microprocessor hardware executing an
untrusted operating system and untrusted application software. Non-secure processor
306 can store unclassified user files and data in a user non-secure file system 319.
Non-secure processor 306 is capable of receiving and transmitting data through /O
interface 312, which can include wired and/or wireless LAN transceivers, cellular
telephone transceiver circuitry and any other conventional data communication service.
A suitable antenna or antennas 320 can be provided for any wireless applications. A

user audio interface can be provided for audio communications, audio recording and

{00007478:4}
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listening to audio files. Non-secure processor 306 receives user inputs and provides
information to users through a non-secure HMI 310.

[0024] PDA 300 also includes a cryptographic engine 304. The cryptographic
engine is implemented with trusted software (operating system and application
software) and trusted microprocessor hardware. The cryptographic engine is provided
for encrypting and decrypting classified data. A crypto secure file system 317 is
provided for storing classified data and files used by cryptographic engine 304. A first
data communication link 303 is provided for communicating classified data between the
secure processor 302 and the cryptographic engine 304. A second data communication
link 305 is provided for communicating encrypted classified data between the non-
secure processor 306 and the cryptographic engine. Data communicated between
secure processor 302 and cryptographic engine 304 will be encrypted before being
passed to the non-secure processor 306. In contrast, data communicated between
non-secure processor 306 and cryptographic engine 304 can be unencrypted
unclassified data in some instances and encrypted classified data in other instances.
Still, the invention is not limited with regard to the specific type of data that is
communicated on the first and second data links.

[0025] The first and second data communication links can be any suitable type serial
or parallel type data channels. For example, if the communication link is a parallel type
data link then it can conform to any of a number of well known bus standards, including
without limitation ISA, EISA, VESA, PCI, EMIF and so 6n. Alternatively, if a serial data
channel is used, then it can be an 12C, SPI, Microwire, Maxim or other type serial data
bus.

[0026] A PDA computer architecture as show in Fig. 3 can offer several important
advantages. One basic advantage of the foregoing arrangement is that it overcomes
some limitations of conventional secure and non-secure PDAs. For example, the
system can still offer all of the benefits of conventional commercial PDA devices. Such
features can include familiar and inexpensive COTS operating systems and
applications. Such COTS operating systems and applications can be used with the

{00007478;4}
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non-secure processor 306. The PDA 300 also offers the benefit of wired and wireless
LAN communication services, cellular telephone services and so on. In addition to
these features, the PDA architecture shown in Fig. 3 can permit users to access to a
secure file system. The file system can be maintained by secure processor 302 in a

data store.

[0027]  Referring now to Fig. 4, there is shown a more detailed block diagram of a
portion of the PDA 300 that includes non-secure processor 306. As noted above, non-
secure processor 306 can be comprised of untrusted processor hardware. For
example, the untrusted processor hardware can be any one of a variety of well known
COTS processors that are widely available. For example, the un-trusted processor
hardware can be selected from the StrongARM or XScale processors (e.g., SA-110 or
PXA270) available from Intel Corp. of Santa Clara, CA , the i.MX or Dragonball family of
processors available from Freescale Semiconductor, Inc. of Austin, Texas, or the OMAP
family of processors offered for sale by Texas Instruments of Dallas, Texas.

[0028)  According to one embodiment, non-secure processor 306 can also be
comprised of an untrusted COTS operating system. For example any of a variety of
well known COTS operating systems suitable for use in a PDA can be used for this
purpose. According to one embodiment, the non-secure processor 306 can utilize the
Windows CE operating system that is made available by Microsoft Corporation of
Redmond, Washington. However, the invention is not limited in this regard and other
types of untrusted operating systems can also be used.

. [0029] Non-secure processor 306 can communicate with one or more subsystem
components including data store 402. Data store 402 can include flash memory, read-
only memory (ROM), dynamic random access memory (DRAM). The un-trusted
operating system for the non-secure processor can be'stored in non-volatile memory in
data store 402 or flash EE PROM 404. Application software can be loaded in flash
memory or DRAM as needed.

[0030] As shown in Fig. 4, I/O interface 312 can include wired connectivity block 406
for USB or other wired connectivity services. Wireless connectivity block 408 can

{00007478:4}
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include any wireless transceiver system now known or known in the future for
communicating voice and/or data. For example, the wireless connectivity block 408
can be any suitable wireless LAN transceiver system. According to one efnbodiment of
the invention, wireless connectivity block 408 can be configured for operation in
accordance with any one of the 802.11 family of wireless network standards. However
the invention is not limited in this regard. Instead, any other wireless networking
standard can also be implemented in accordance with the inventive arrangements.
Further, wireless connectivity block 408 can also comprise cellular telephone
transceiver circuitry. For example, the cellular telephone transceiver circuitry can be
designed to operate using any one of a variety of well known cellular telephone
transmission protocols such as TDM, GSM, or CDMA.

[0031]  Additional sub-systems connected to non-secure processor 306 can include
audio interface 410. Audio interface 410 can include at least one suitable audio codec,
analog to digital and digital to analog conversion circuitry, as well as any necessary
audio amplifier circuitry (not shown). Audio interface 410 can also include any other
circuitry necessary to allow PDA 300 to output MP3 audio associated with the non-
secure processor 306.

[0032] In the event that wireless input/output subsystem 312 includes cellular
telephone transceiver circuitry, then the audio interface 410 can include a voice codec
that can provide the user audio interface for that application. In particular, the voice
codec can code voice signals received from a microphone associated with headset 318.
Similarly, the voice codec can decode voice signals received via wireless connectivity
block 408 and output such decoded audio to an earphone associated with headset 318.
Still, it should be understood that the invention is not limited to any particular
arrangement with regard to audio interface 410. Audio interfaces for cellular telephones
and MP3 audio playback are well known in the art and all such arrangements are
contemplated for audio interface 410 within the scope of the present invention.

[0033] Non-secure processor 306 can interface with a user through non-secure HMI
310. Non-secure HMI 310 can include a conventional color display 416 and touch

{00007478;4)
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screen controller 414. Non-secure HMI 206 can also include a keypad/pointing device
412. HMI interfaces of the type described herein are well known in the art. In this
regard it should be understood that the non-secure HMI interface is not limited to the
specific embodiments shown. Instead, any other suitable non-secure HMI interface can
be used for this purpose.

[0034] Referring now to Fig. 5, there is shown a more detailed block diagram of the
portion of PDA 300 including secure processor 302. Secure processor 302 can be
custom-designed processor or can also be one of a variety of well known COTS
processors that are widely available. Regardless of whether the secure processor 302
is comprised of custom components, COTS components, or a mixture of custom and
COTS components, the secure processor must be designed and developed utilizing
trusted methods and techniques to ensure the integrity and reliability of the device, and
its resistance to penetration. For example, the secure processor 302 can be housed
inside a physical barrier that will detect any attempt to open the enclosure and
automatically zeroize any stored sensitive/classified information contained within. The
secure processor 302 can also be housed inside an enclosure that provides radio

frequency (RF) shielding to guard against radiating sensitive/classified information.

[0035]  Secure processor 302 will also have trusted operating system software and
trusted application software. Trusted software is designed and tested to ensure the
integrity and reliability of the code, and its resistance to penetration. For example,
trusted software must be developed utilizing trusted techniques, which may include peer
reviews, testing of all paths through the control logic, and in some cases, a
mathematical proof of correctness.

[0036] Secure processor 302 can communicate with one or more subsystem
components including data store 502. Data store 502 can include flash memory, read-
only memory (ROM), dynamic random access memory (DRAM). The trusted operating
system used in secure processor 302 can be stored in non-volatile memory in data
store 502 or flash EE PROM 504. Application software can be loaded in flash memory

{00007478;4)
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or DRAM as needed. Additional sub-systems connected to secure processor 302 can
include audio interface 506.

[0037]  Audio interface 506 can include at least one suitable audio codec, analog to
digital and digital to analog conversion circuitry, as well as any necessary audio
amplifier circuitry (not shown). Audio interface 506 can also include any other circuitry
necessary to éllow PDA 300 to output MP3 audio associated with the secure processor
302. In the event that wireless input/output subsystem 312 includes cellular telephone
transceiver circuitry, then the audio interface 506 can include a voice codec that can
provide the user audio interface for that application. In particular, the voice codec can
code voice signals received from a microphone associated with headset 316. Similarly,
the voice codec can decode voice signals received via wireless connectivity block 408
and output such decoded audio to an earphone associated with headset 316. Still, it
should be understood that the invention is not limited to any particular arrangement with
regard to audio interface 506. Audio interfaces for cellular telephones and MP3 audio
playback are well known in the art and all such arrangements are contemplated for
audio interface 506 within the scope of the present invention.

[0038] Secure processor 302 can also communicate with secure HMI 308. Secure
HMI devices are known in the art and typically can include one or more features to
ensure trusted communications between the user and the secure processor 302. The
secure HMI 308 can provide a trusted path to applications executing on secure
processor 302. Consequently, secure HMI 308 can prevent invasive or unauthorized
applications from monitoring user inputs and system outputs.

[003%] According to one embodiment of the invention, the secure HMI 308 can be at
least partially contained within a shielded enclosure. Moreover, the power supply lines
for the secure HMI 308 can be filtered to ensure that signals associated with secure
processor 302 are not communicated along the power supply lines back to the non-
secure processor 306. The secure HMI 308 can also be designed to prevent a user
from being misled about which application is actually in use. For example, this can be
accomplished by means of highly distinctive and easily recognized visual display
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indications that cannot be obstructed. Such indicators can assure the user regarding
the identity of the application with which the user is working. Secure HMI features of

this type are implemented in a variety of ways that are known to those skilled in the art.

[0040] Referring now to Fig. 5, it can be observed that the secure HMI 308 can be
comprised of several components. For example, secure HMI 308 can include one or
more input devices which allow a user to input control commands and input data.
According to one embodiment, these input devices can include a pointing
keypad/pointing device 508 and a touch screen controller 510. However, the invention
is not limited in this regard. The secure HMI 308 can also include a display 512, which
can present alphanumeric and graphical data. The display 512 can be a color or
monochrome type display. Further, one or more data ports (not shown) can be
provided as part of the human/machine interface. The data ports can be any type of
wired data interface. According to one embodiment, the data ports can conform to the
well known USB standard. The data ports can be used for input and output of data.
The data ports can also be used for connecting certain peripheral devices to the PDA
300. For example, the data ports can be used for connecting an external keyboard to
the PDA 300.

[0041] Referring now to Fig. 6, there is shown a more detailed block diagram of
cryptographic engine 304. Cryptographic engine 304 can include a cryptographic
processor 602 and a cryptographic file system 604 maintained in a data store.
Cryptographic engine 304 can be one of several available cryptographic engines.
According to one embodiment, the cryptographic engine can be a Sierra Il Crypto
processor which is available from Harris Corporation of Melbourne, FL. The
cryptographic engine can include configurable key lengths and can be programmed with
one or more encryption algorithms. As illustrated in Fig. 6, cryptographic engine 304
can include several control and data ports including a crypto ignition key port, a key and
certificate fill port, a zeroize switch, and a software load port. The software load port
can be used for loading software for executing on the cryptographic engine 304 and for
loading software used by secure processor 302.

{00007478;4}
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[0042] The cryptographic file system 604 can be used to store cryptographic
algorithms, crypto keys and certificates, audit data, policy profile, and any other
information necessary for the operation of the cryptographic engine. The cryptographic
engine 304 can also include one or more security features. For example, the
cryptographic engine 304 can include a secure certified operating environment, security
auditing, security policy enforcement, file integrity checking and/or trusted boot logic.
Cryptographic file system 604 can be implemented in flash/ROM/DRAM 603 and/or EE
PROM 605.

[0043] As shown in Fig. 6, the cryptographic engine 304 can be responsive to one or
more control signals from secure processor 302 and non-secure processor 306 to
provide various encryption functions. For example, according to one aspect of the
invention, the cryptographic engine can provide an encryption/decryption function for
data communicated between the secure and non-secure processors. The encryption
function can be implemented with or without packet header bypass.

[0044]  The functions of the cryptographic engine 304 can be responsive to crypto
control signals received from the secure processor 302 and non-secure processor 306
via the crypto interfaces 606, 608. For example, any data of a sensitive nature that is
transferred from the secure processor to the cryptographic engine 304 must be
encrypted before being transferred to the non-secure processor.

[0045]  With the PDA architecture as described herein in relation to Fig. 3, the user is
capable of storing, processing, and communicating classified as well as unclassified
data. Unclassified data storage and user processing of unclassified data can be
performed by non-secure processor 306. The architecture provides for the use of
untrusted COTS operating systems and COTS applications for the non-secure user.
The use of COTS hardware and software for the non-secure processor provides the
users with familiar user interfaces expected by the user community. In contrast,
classified data storage and user processing of classified data can be provided using the
secure processor 302 and a secure file system 314 accessed by secure processor 302.
Any data of a sensitive nature transferred from the secure processor to the non-secure
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processor can be encrypted by the cryptographic engine 304. An advantage of the
foregoing architecture is that it (1) provides for physical separation of classified data
from data which is unclassified or encrypted/classified data, and (2) provides secure
access to sensitive files.

[0046] The foregoing arrangement also facilitates a secure/non-secure PDA
architecture that provides for wired and wireless communications capabilities.
Unclassified data can be transmitted using conventional wired connectivity 406 or
wireless connectivity 408. Significantly, however, data that is of a sensitive nature can
also be transmitted. For example, encrypted data stored in a secure file system
associated with secure processor 302 can be communicated from secure processor 302
to non-secure processor 306, without being unencrypted. Unencrypted data can be
encrypted by cryptographic engine 304 before being communicated from the secure
processor 302 to the non-secure processor 306. Thereafter, the encrypted data can be
communicated over-the-air by means of non-secure processor 306 and wired
connectivity 408 using COTS software applications. Likewise, text messages and other
communications originating from the secure HMI 308 can be encrypted when passed
from secure processor 302 to non-secure processor 306. Consequently, any of the
wired connectivity 406 or wireless connectivity services 406 can be used to
communicate the data to third parties.

[0047]  Another advantage of the foregoing arrangement is that it allows a user with
classified and unclassified voice communications to take advantage of the wireless
connectivity 408 for telecommunications services. For example, if the PDA 300 is
equipped with a cellular telephone transceiver or other wireless transceiver that can be
used for voice communications, then a user can plug in a headset 316 to provide
encrypted communications with third parties. Audio data communicated to secure
processor 302 by headset 316 can be encrypted by cryptographic engine 304 before
ever passing to the non-secure side of the architecture of PDA 300. Likewise, classified
audio communications can be received in an encrypted state and can remain encrypted
until passing to the secure processor side of the PDA 300. Unclassified voice

communications can be conducted using headset 318 and non-secure processor 306 in
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the conventional manner. However, under no circumstances will classified audio
information be communicated to the non-secure audio processing hardware so it cannot

be inadvertently transmitted in an unencrypted state.
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CLAIMS
We claim:

1. A mobile PDA computer system, comprising:
a secure user processor, comprising:
a trusted microprocessor,
a trusted operating system executing on said trusted microprocessor;
a trusted application software executing on said trusted microprocessor,
a non-secure user Microprocessor comprising:
an untrusted microprocessor;
an untrusted operating system executing on said untrusted
Mmicroprocessor,;
untrusted application software executing on said untrusted
MIiCroprocessor;
a cryptographic engine configured for encrypting and decrypting data comprising:
a trusted cryptographic processor;
a trusted operating system executing on said trusted cryptographic
processor;
a first data communication link communicating data between said secure
processor and said cryptographic engine; and
a second data communication link communicating data between said non-secure

processor and said cryptographic engine.

2. The mobile PDA computer system according to claim 1, further comprising a
secure human/machine interface for communicating data to and from said secure

processor.

3. The mobile PDA computer system according to claim 2, wherein said secure
human/machine interface comprises at least one input device to allow a user to control

the secure processor.

{00007478;4}
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4. The mobile PDA computer system according to claim 3, wherein said secure
human/machine interface comprises at least one output device to allow the secure
processor to inform a user.

5. The mobile PDA computer system according to claim 2, further comprising a

non-secure human/machine interface.

6. The mobile PDA computer system according to claim 5, wherein said non-secure
human/machine interface comprises at least one input device to allow a user to control

the non-secure processor.

7. The mobile PDA computer system according to claim 6, wherein said non-secure
human/machine interface comprises at least one output device to allow the non-secure

processor to inform a user.

8. The mobile PDA computer system according to claim 1, wherein said non-secure

processor is operatively connected to a wireless communications transceiver.

9. The mobile PDA computer system according to claim 8, wherein said wireless
communications transceiver is selected from the group consisting of a wireless LAN

transceiver and a cellular telephone transceiver.

10.  The mobile PDA computer system according to claim 9, wherein two audio
interfaces are provided, a first audio interface for communicating audio information to
and from said secure processor, and a second audio interface for communicating audio

information to and from said non-secure processor.

11. A mobile PDA computer system, comprising:
a secure user processor, comprising:
a trusted microprocessor;
a trusted operating system executing on said trusted microprocessor;
a trusted application software executing on said trusted microprocessor,
a non-secure user processor, comprising:

an untrusted microprocessor;

{00007478;4}
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an untrusted operating system executing on said untrusted
microprocessor;
untrusted application software executing on said untrusted
microprocessor, |
a cryptographic engine configured for encrypting and decrypting data,
comprising:
a trusted cryptographic processor
a trusted operating system executing on said trusted cryptographic
processor;
a first data communication link communicating data between said secure
processor and said cryptographic engine;
a second data communication link communicating data between said non-secure
processor and said cryptographic engine;
a secure human/machine interface for communications between a user and said
secure processor;
a non-secure human/machine interface for communications between a user and

said non-secure processor.

12. The mobile PDA computer system according to claim 11, wherein said non-
secure processor is operatively connected to a wireless communications transceiver.

13.  The mobile PDA computer system according to claim 11, further comprising a
first audio interface for communicating audio information to and from said secure
processor, and a second audio interface for communicating audio information to and

from said non-secure processor.

14. A method for managing classified and unclassified data on a mobile PDA
computer system, comprising:

processing classified data exclusively using a secure processor, comprising a
trusted microprocessor and a trusted operating system executing on said trusted
Microprocessor;
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processing unclassified data exclusively using a non-secure processor,
comprising an untrusted microprocessor and an untrusted operating system executing
on said untrusted microprocessor,;

communicating encrypted and decrypted classified data between said secure
processor and said cryptographic engine using a first data communication link; and

communicating data from said secure processor and said cryptographic engine
to said non-secure processor exclusively in an encrypted form using a second data
communication link between said cryptographic engine and said non-secure processor.

15.  The method according to claim 14, further comprising communicating data to and
from said secure processor exclusively using a secure human/machine interface.

16.  The method according to claim 15, further comprising controlling said secure

processor exclusively using said secure human/machine interface.

17.  The method according to claim 16, further comprising informing a user with
information from said secure processor exclusively using said secure human/machine

interface.

18.  The method according to claim 14, further comprising controlling said non-secure

processor exclusively using a non-secure human/machine interface.

19.  The method according to claim 18, further comprising informing a user of
information provided by said non-secure processor exclusively using said non-secure
human/machine interface.

20. The method according to claim 14, further comprising performing wireless data
communication of unclassified data from said non-secure processor using a wireless
communications transceiver.

21.  The method according to claim 20, further comprising communicating encrypted
classified data from said secure processor using said wireless communications
transceiver.
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22. The method according to claim 20, further comprising selecting said wireless
communications transceiver from the group consisting of a wireless LAN transceiver
and a cellular telephone transceiver.

23. The method according to claim 22, further comprising communicating classified
audio information to and from said secure processor with a first audio interface, and
communicating unclassified audio information to and from said processor with a second
audio interface distinct from said first audio interface.
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COMPUTER ARCHITECTURE FOR A HANDHELD ELECTRONIC DEVICE
ABSTRACT

Mobile PDA computer system (300) includes a non-secure processor (306),
comprising an untrusted microprocessor and an untrusted operating system executing
on the untrusted microprocessor. The system also includes a secure processor (302),
comprising a trusted microprocessor and a trusted operating system executing on the
trusted microprocessor. A cryptographic engine (304) is provided for encrypting and
decrypting data. A first data communication link (303) communicates data between the
secure processor and the cryptographic engine. A second data communication link
(305) communicates data between the non-secure processor and the cryptographic
engine. In this way, the cryptographic engine forms a bridge between the secure user
processor and the non-secure user processor.
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Application/Control Number: 11/359,224 Page 2
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DETAILED ACTION
This action is responsive to an original application filed on February 22, 2006.

Claims 1, 11, and 14 are independent claims. No IDS have been submitted.

Double Patenting

The nonstatutory double patenting rejection is based on a judicially created
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the
unjustified or improper timewise extension of the “right to exclude” granted by a patent
and to prevent possible harassment by multiple assignees. A nonstatutory
obviousness-type double patenting rejection is appropriate where the conflicting claims
are not identical, but at least one examined application claim is not patentably distinct
from the reference claim(s) because the examined application claim is either anticipated
by, or would have been obvious over, the reference claim(s). See, e.g., In re Berg, 140
F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29
USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir.
1985); In re Van Ormum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422
F.2d438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163 USPQ
644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d)
may be used to overcome an actual or provisional rejection based on a nonstatutory
double patenting ground provided the conflicting application or patent either is shown to

be commonly owned with this application, or claims an invention made as a result of
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activities undertaken within the scope of a joint research agreement.

Effective January 1, 1994, a registered attorney or agent of record may sign a terminal
disclaimer. A terminal disclaimer signed by the assignee must fully comply with 37 CFR
3.73(b).

Claims 1-23 Application No. 11/359,224 provisionally rejected on the ground of
nonstatutory double patenting over claims 1, 4-6, 10, 12-15 of copending Application
No. 11/385,063. This is a provisional double patenting rejection since the conflicting
claims have not yet been patented.

The subject matter claimed in the instant application is fully disclosed in the
referenced copending application and would be covered by any patent granted on that
copending application since the referenced copending application and the instant

application are claiming common subject matter, as follows:

Current Application# Copending Application# 11/385,063
11/359.224
Claims 1, 2, 5, 11 Claim 1

“a shared human/machine interface configured for bi-

directional communication”

Claims 3,4,6,7 Claim 4

“a shared human/machine interface”

Claims 8, 12 Claim 5

“a shared human/machine interface”

Claim 9 Claim 6
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“a shared human/machine interface”

Claims 10, 13 Claim 10

“a shared human/machine interface”

Claim 20 Claim 12

“a shared human/machine interface”

Claim 21 Claim 13

“a shared human/machine interface”

Claim 22 Claim 14

“a shared human/machine interface”

Claim 23 Claim 15

“a shared human/machine interface”

Furthermore, there is no apparent reason why applicant would be prevented from
presenting claims corresponding to those of the instant application in the other
copending application. See In re Schneller, 397 F.2d 350, 158 USPQ 210 (CCPA

1968). See also MPEP § 804.

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all
obviousness rejections set forth in this Office action:
(a) A patent may not be obtained though the invention is not identically disclosed

or described as set forth in section 102 of this title, if the differences between the
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subject matter sought to be patented and the prior art are such that the subject

matter as a whole would have been obvious at the time the invention was made

to a person having ordinary skill in the art to which said subject matter pertains.

Patentability shall not be negatived by the manner in which the invention was

made.

Claims 1-23 are rejected under 35 U.S.C. 103(a) as being unpatentable over
McPhillie et al GB Patent No. 2336005 A (hereinafter “McPhillie ‘005”) in view of Puranik

Gagan US Publication No. 2006/0105740 (hereinafter “Puranik ‘740°).

As to the independent claim 1, McPhillie ‘005 discloses “A mobile PDA
computer system (Emulator 30 in fig. 2, Abstract), comprising:

“a secure user processor” (fig. 3[46], page 7, lines 9-14, second processor),
comprising:

“a trusted microprocessor” (an inherited feature);

“a trusted operating system executing on said trusted microprocessor” (an
inherited feature);

“a trusted application software executing on said trusted microprocessor”
(an inherited feature);

‘“a non-secure user microprocessor comprising (fig. 3[44], page 7, lines 9-
14, first processor):

“an untrusted microprocessor” (an inherited feature);

“an untrusted operating system executing on said untrusted

microprocessor” (an inherited feature);
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“untrusted application software executing on said untrusted
microprocessor” (an inherited feature);

The following are not explicitly taught in McPhillie ‘005: “a cryptographic
engine configured for encrypting and decrypting data comprising”; “a trusted
cryptographic processor”;

“a trusted operating system executing on said trusted crypto processor”;

“a first data communication link communicating data between said secure
processor and said cryptographic engine”; and

“a second data communication link communicating data between said non-
secure processor and said cryptographic engine” however Puranik 740 teaches
about a crypto server, Fig. 2[209], in paragraph 0060, interacting with two devices --
telemetry device Fig. 2[103] as unsecured device and 2-way messaging device Fig.
2[104] as secured device; has a trusted operating system executing on said trusted
crypto processor via the first data communication link and second data communication
link as "inherited features", reads on the limitations.

It would have been obvious to one of ordinary skill in the art at the time the
claimed invention was made to include Puranik 740 in McPhillie ‘005 for a
cryptographic engine with data communication links for the purpose of enhancing and
optimizing performance of the electronic system during cryptographic operations
(paragraph 0060).

As to the dependent claim 2, McPhillie ‘005 discloses “The mobile PDA

computer system (Emulator 30 in fig. 2, Abstract) according to claim 1,
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The following is not explicitly taught in McPhillie ‘005: “further comprising
a secure human/machine interface for communicating data to and from said
secure processor” however Puranik ‘740 teaches about a secure human/machine
interface for communicating data to and from said secure processor in paragraph 0060
as "inherited feature" because the telemetry device is a secured device and has its own
separate input and output interfaces, meets the limitations.

It would have been obvious to one of ordinary skill in the art at the time the
claimed invention was made to include Puranik ‘740 in McPhillie ‘005 for a secure and
non-secure human/machine interface for the purpose of keeping the secure input data
separate from non-secure data in a wireless network (Abstract and paragraph 0060).

As to the dependent claim 3, McPhillie ‘005 discloses “The mobile PDA
computer system (Emulator 30 in fig. 2, Abstract) according to claim 2;

The following is not explicitly taught in McPhillie ‘005: “wherein said secure
human/machine interface comprises at least one input device to allow a user to
control the secure processor” however Puranik ‘740 teaches about a secure
human/machine interface comprises at least one input device to allow a user to control
the secure processor in paragraph 0060 as "inherited feature" because the telemetry
device is a secured device and has its own separate input and output interfaces, meets
the limitations.

As to the dependent claim 4, McPhillie ‘005 discloses “The mobile PDA

computer system (Emulator 30 in fig. 2, Abstract) according to claim 3;
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The following is not explicitly taught in McPhillie ‘005: “wherein said secure
human/machine interface comprises at least one output device to allow the
secure processor to inform a user” however Puranik ‘740 teaches about a secure
human/machine interface comprises at least one output device to allow the secure
processor to inform a user in paragraph 0060 as "inherited feature" because the
telemetry device is a secured device and has its own separate input and output
interfaces, meets the limitations.

As to the dependent claim 5, McPhillie ‘005 discloses “The mobile PDA
computer system (Emulator 30 in fig. 2, Abstract) according to claim 2;

The following is not explicitly taught in McPhillie ‘005: “further comprising
a non-secure human/machine interface” however Puranik ‘740 teaches about a non-
secure human/machine interface comprises at least one input device to allow a user to
control the non-secure processor in paragraph 0060 as "inherited feature" because the
2-way messaging device is a non-secured device and has its own separate input and
output interfaces, meets the limitations.

As to the dependent claim 6, McPhillie ‘005 discloses “The mobile PDA
computer system (Emulator 30 in fig. 2, Abstract) according to claim 5;

The following is not explicitly taught in McPhillie ‘005: “wherein said non-
secure human/machine interface comprises at least one input device to allow a
user to control the non-secure processor” however Puranik ‘740 teaches about a
non-secure human/machine interface comprises at least one input device to allow a

user to control the non-secure processor in paragraph 0060 as "inherited feature"
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because the 2-way messaging device is a hon-secured device and has its own separate
input and output interfaces, meets the limitations.

As to the dependent claim 7, McPhillie ‘005 discloses “The mobile PDA
computer system (Emulator 30 in fig. 2, Abstract) according to claim 6;

The following is not explicitly taught in McPhillie ‘005: “wherein said non-
secure human/machine interface comprises at least one output device to allow
the non-secure processor to inform a user” however Puranik ‘740 teaches about a
non-secure human/machine interface comprises at least one output device to allow the
non-secure processor to inform a user in paragraph 0060 as "inherited feature" because
the 2-way messaging device is a non-secured device and has its own separate input
and output interfaces, meets the limitations.

As to the dependent claim 8, McPhillie ‘005 discloses “The mobile PDA
computer system (Emulator 30 in fig. 2, Abstract) according to claim 1;

The following is not explicitly taught in McPhillie ‘005: “wherein said non-
secure processor is operatively connected to a wireless communications
transceiver” however Puranik 740 teaches about non-secure processor is operatively
connected to a wireless communications transceiver in paragraphs 0068-0070, meets
the limitations.

It would have been obvious to one of ordinary skill in the art at the time the
claimed invention was made to include Puranik 740 in McPhillie ‘005 for a wireless

communications transceiver for the purpose of communicating encrypted classified data
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files from the secure processor’s file system to the non-secure processor and vice versa
in a wireless network (Abstract and paragraphs 0068-0070).

As to the dependent claim 9, McPhillie ‘005 discloses “The mobile PDA
computer system (Emulator 30 in fig. 2, Abstract) according to claim 8;

The following is not explicitly taught in McPhillie ‘005: “wherein said
wireless communications transceiver is selected from the group consisting of a
wireless LAN transceiver and a cellular telephone transceiver” however Puranik
‘740 teaches about a wireless communications transceiver is selected from the group
consisting of a wireless LAN transceiver and a cellular telephone transceiver in
paragraphs 0068-0070, meets the limitations.

As to the dependent claims 10, McPhillie ‘005 discloses “The mobile PDA
computer system (Emulator 30 in fig. 2, Abstract) according to claim 9;

The following are not explicitly taught in McPhillie ‘005: “wherein two audio
interfaces are provided, a first audio interface for communicating audio
information to and from said secure processor” however Puranik ‘740 teaches
about a first audio interface for communicating audio information to and from said
secure processor in paragraph 060 as “inherited features”, meets the limitations; and

“a second audio interface for communicating audio information to and
from said non-secure processor” however Puranik ‘740 teaches about a second
audio interface for communicating audio information to and from said non-secure

processor in paragraph 060 as “inherited features”, meets the limitations.
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It would have been obvious to one of ordinary skill in the art at the time the
claimed invention was made to include Puranik ‘740 in McPhillie ‘005 for a secure and
non-secure audio human/machine interface for the purpose of keeping the secure input
data separate from non-secure data in a data processing device (paragraph 060).

As to the independent claim 11, McPhillie ‘005 discloses “A mobile PDA
computer system (Emulator 30 in fig. 2, Abstract), comprising:

““a secure user processor comprising” (fig. 3[46], page 7, lines 9-14, second
processor):

“a trusted microprocessor” (an inherited feature);

“a trusted operating system executing on said trusted microprocessor” (an
inherited feature);

‘““a trusted application software executing on said trusted microprocessor”
(an inherited feature);

“a non-secure user microprocessor comprising” (fig. 3[44], page 7, lines 9-
14, first processor):

“an untrusted microprocessor” (an inherited feature);

“an untrusted operating system executing on said untrusted
microprocessor” (an inherited feature);

“untrusted application software executing on said untrusted
microprocessor” (an inherited feature);

The following are not explicitly taught in McPhillie ‘005: “a cryptographic

engine configured for encrypting and decrypting data comprising: ”
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““a trusted cryptographic processor”; “a trusted operating system
executing on said trusted crypto processor”; “a first data communication link
communicating data between said secure processor and said cryptographic
engine”; and

“a second data communication link communicating data between said non-
secure processor and said cryptographic engine” however Puranik 740 teaches
about a crypto server, Fig. 2[209], in paragraph 0060, interacting with two devices --
telemetry device Fig. 2[103] as unsecured device and 2-way messaging device Fig.
2[104] as secured device; has a trusted operating system executing on said trusted
crypto processor via the first data communication link and second data communication
link as "inherited features", reads on the limitations.

It would have been obvious to one of ordinary skill in the art at the time the
claimed invention was made to include Puranik ‘740 in McPhillie ‘005 for a
cryptographic engine with data communication links for the purpose of enhancing and
optimizing performance of the electronic system during cryptographic operations
(paragraph 0060).

The following are also not explicitly taught in McPhillie ‘005: “a secure
human/machine interface for communications between a user and said secure
processor” and “a non-secure human/machine interface for communications
between a user and said non-secure processor” however Puranik ‘740 teaches
about a crypto server, Fig. 2[209], in paragraph 0060, interacting with two devices --

telemetry device Fig. 2[103] as unsecured device and 2-way messaging device Fig.
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2[104] as secured device; has a trusted operating system executing on said trusted
crypto processor via the first data communication link and second data communication
link as "inherited features", reads on the limitations.

It would have been obvious to one of ordinary skill in the art at the time the
claimed invention was made to include Puranik ‘740 in McPhillie ‘005 for a secure and
non-secure human/machine interface for the purpose of keeping the secure input data
separate from non-secure data in a wireless network (Abstract and paragraph 0060).

As to the dependent claims 12, McPhillie ‘005 discloses “The mobile PDA
computer system (Emulator 30 in fig. 2, Abstract) according to claim 11;

the following is not explicitly taught in McPhillie ‘005: “wherein said non-
secure processor is operatively connected to a wireless communications
transceiver” however Puranik 740 teaches about non-secure processor is operatively
connected to a wireless communications transceiver in paragraphs 0068-0070, meets
the limitations.

As to the dependent claims 13, McPhillie ‘005 discloses “The mobile PDA
computer system (Emulator 30 in fig. 2, Abstract) according to claim 11;

The following are not explicitly taught in McPhillie ‘005: “wherein two audio
interfaces are provided, a first audio interface for communicating audio
information to and from said secure processor” however Puranik ‘740 teaches
about a first audio interface for communicating audio information to and from said

secure processor in paragraph 060 as “inherited features”, meets the limitations; and

53



Application/Control Number: 11/359,224 Page 14
Art Unit: 2433

““a second audio interface for communicating audio information to and
from said non-secure processor” however Puranik ‘740 teaches about a second
audio interface for communicating audio information to and from said non-secure
processor in paragraph 060 as “inherited features”, meets the limitations.

It would have been obvious to one of ordinary skill in the art at the time the
claimed invention was made to include Puranik 740 in McPhillie ‘005 for a secure and
non-secure audio human/machine interface for the purpose of keeping the secure input
data separate from non-secure data in a data processing device (paragraph 060).

As to the independent claim 14, McPhillie ‘005 discloses “A method for
managing classified and unclassified data on a mobile PDA computer system
(Emulator 30 in fig. 2, Abstract. Note that classified data runs on the secure user
processor, fig. 3[46], page 7, lines 9-14, and unclassified data runs on the non-secure
user processor, fig. 3[44], page 7, lines 9-14, second processor), comprising”:

“processing classified data exclusively using a secure processor (classified
data runs on the secure user processor, fig. 3[46], page 7, lines 9-14), comprising”:

“a trusted microprocessor” (an inherited feature); and

“a trusted operating system executing on said trusted microprocessor” (an
inherited feature);

“processing unclassified data exclusively using a non-secure processor,
comprising” (unclassified data runs on the non-secure user processor, fig. 3[44], page
7, lines 9-14, second processor):

“an untrusted microprocessor” (an inherited feature); and
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“an untrusted operating system executing on said untrusted
microprocessor” (an inherited feature);

The following are not explicitly taught in McPhillie ‘005: “communicating
encrypted and decrypted classified data between said secure processor and said
cryptographic engine using a first data communication link”; and

“communicating data from said secure processor and said cryptographic
engine to said non-secure processor exclusively in an encrypted form using a
second data communication link between said cryptographic engine and said
non-secure processor” however Puranik 740 teaches about a crypto server, Fig.
2[209], in paragraph 0060, interacting with two devices -- telemetry device Fig. 2[103]
as unsecured device and 2-way messaging device Fig. 2[104] as secured device; has a
trusted operating system executing on said trusted crypto processor via the first data
communication link and second data communication link as "inherited features", reads
on the limitations.

It would have been obvious to one of ordinary skill in the art at the time the
claimed invention was made to include Puranik ‘740 in McPhillie ‘005 for a
cryptographic engine with data communication links for the purpose of enhancing and
optimizing performance of the electronic system during cryptographic operations
(paragraph 0060).

As to the dependent claims 15, the following is not explicitly taught in
McPhillie ‘005: “The method according to claim 14, further comprising

communicating data to and from said secure processor exclusively using a
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secure human/machine interface” however Puranik ‘740 teaches about a secure
human/machine interface for communicating data to and from said secure processor in
paragraph 0060 as "inherited feature" because the telemetry device is a secured device
and has its own separate input and output interfaces, meets the limitations.

As to the dependent claim 16, the following is not explicitly taught in
McPhillie ‘005: “The method according to claim 15, further comprising controlling
said secure processor exclusively using said secure human/machine interface”
however Puranik ‘740 teaches about a secure human/machine interface for
communicating data to and from said secure processor in paragraph 0060 as "inherited
feature" because the telemetry device is a secured device and has its own separate
input and output interfaces, controllers and users; meets the limitations.

As to the dependent claim 17, the following is not explicitly taught in
McPhillie ‘005: “The method according to claim 16, further comprising informing
a user with information from said secure processor exclusively using said
secure human/machine interface” however Puranik ‘740 teaches about a secure
human/machine interface for communications between a user and said secure
processor in paragraph 0060 as "inherited feature" because the telemetry device is a
secured device and has its own separate input and output interfaces, controllers and
users; meets the limitations.

As to the dependent claim 18, the following is not explicitly taught in
McPhillie ‘005: “The method according to claim 14, further comprising controlling

said non-secure processor exclusively using a non-secure human/machine
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interface” however Puranik ‘740 teaches about a non-secure human/machine interface
comprises at least one input device to allow a user to control the non-secure processor
in paragraph 0060 as "inherited feature" because the 2-way messaging device is a non-
secured device and has its own separate input and output interfaces, meets the
limitations.

As to the dependent claim 19, the following is not explicitly taught in
McPhillie ‘005: “The method according to claim 18, further comprising informing
a user of information provided by said non-secure processor exclusively using
said non-secure human/machine interface” however Puranik ‘740 teaches about a
non-secure human/machine interface for communications between a user and said non-
secure processor in paragraph 0060 as "inherited feature" because the 2-way
messaging device is a non-secured device and has its own separate input and output
interfaces, meets the limitations.

As to the dependent claim 20, the following is not explicitly taught in
McPhillie ‘005: “The method according to claim 14, further comprising performing
wireless data communication of unclassified data from said non-secure
processor using a wireless communications transceiver” however Puranik ‘740
teaches about non-secure processor is operatively connected to a wireless
communications transceiver in paragraphs 0068-0070, meets the limitations.

It would have been obvious to one of ordinary skill in the art at the time the
claimed invention was made to include Puranik 740 in McPhillie ‘005 for a wireless

communications transceiver for the purpose of communicating encrypted classified data
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files from the secure processor’s file system to the non-secure processor and vice versa
in a wireless network (Abstract and paragraphs 0068-0070).

As to the dependent claim 21, the following is not explicitly taught in
McPhillie ‘005: “The method according to claim 20, further comprising
communicating encrypted classified data from said secure processor using said
wireless communications transceiver” however Puranik ‘740 teaches about a
communicating encrypted classified data from said secure processor using said
wireless communications transceiver in paragraphs 0068-0070, meets the limitations.

As to the dependent claim 22, the following is not explicitly taught in
McPhillie ‘005: “The method according to claim 20, further comprising selecting
said wireless communications transceiver from the group consisting of a
wireless LAN transceiver and a cellular telephone transceiver” ” however Puranik
‘740 teaches about a wireless communications transceiver is selected from the group
consisting of a wireless LAN transceiver and a cellular telephone transceiver in
paragraphs 0068-0070, meets the limitations.

As to the dependent claim 23, the following are not explicitly taught in
McPhillie ‘005: “wherein two audio interfaces are provided, a first audio interface
for communicating audio information to and from said secure processor” however
Puranik ‘740 teaches about a first audio interface for communicating audio information
to and from said secure processor in paragraph 060 as “inherited features”, meets the

limitations; and
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““a second audio interface for communicating audio information to and
from said non-secure processor” however Puranik ‘740 teaches about a second
audio interface for communicating audio information to and from said non-secure
processor in paragraph 060 as “inherited features”, meets the limitations.

It would have been obvious to one of ordinary skill in the art at the time the
claimed invention was made to include Puranik 740 in McPhillie ‘005 for a secure and
non-secure audio human/machine interface for the purpose of keeping the secure input

data separate from non-secure data in a data processing device (paragraph 060).

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to SUDHISH SURYAWANSI whose telephone number is
(571) 270-7461. The examiner can normally be reached on Monday — Friday between
9AM to 5PM (EST).

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Nasser G. Moazzami can be reached on (571) 272-4195. The fax phone
number for the organization where this application or proceeding is assigned is 571-
273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published
applications may be obtained from either Private PAIR or Public PAIR. Status

information for unpublished applications is available through Private PAIR only. For
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more information about the PAIR system, see http://pair-direct.uspto.gov. Should you
have questions on access to the Private PAIR system, contact the Electronic Business
Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO
Customer Service Representative or access to the automated information system, call
800-786-9199 (IN USA OR CANADA) or 571-272-1000.

[SUDHISH K SURYAWANSI/

Patent Examiner, Art Unit 2433
August 14, 2009

/Nasser G Moazzami/

Supervisory Patent Examiner, Art Unit 2436
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DERWENT;
IBM_TDB

ADJ

ON

2009/06/16
21:08

6/16/ 2009 9:09:25 PM
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EAST Search History

EAST Search History

:iRef Hits Search Query DBs Default Plurals {Time Stamp
# Operator
L1 0 (mobile or pda or US-PGPUB; ADJ ON 2009/06/23
portable) with computer ~ {USPAT; 16:05
system same (trusted and {USOCR; FPRS;
untrusted) with (secure EPO; JPO;
and nonsecure) with DERWENT;
crpytograp$3 processor IBM_TDB
with (first and second)
same communicat$3
iL2 0 (mobile or pda or US-PGPUB; ADJ ON 2009/06/23
5 portable) with computer ~ {USPAT; 16:05
system same (trusted and {USOCR; FPRS;
untrusted) with (secure EPO; JPO;
and nonsecure) DERWENT;
: IBM_TDB
K] 0 (mobile or pda or US-PGPUB; ADJ ON 2009/06/23
5 portable) same (trusted  {USPAT; 16:06
and untrusted) with USOCR; FPRS;
(secure and nonsecure) EPO; JPO;
DERWENT;
: IBM_TDB
L4 0 (mobile or pda or US-PGPUB; ADJ ON 2009/06/23
: portable) with (trusted USPAT; 16:06
and untrusted) with USOCR; FPRS;
(secure and nonsecure) EPO; JPO;
DERWENT;
; IBM_TDB
15 0 (mobile or pda or US-PGPUB; ADJ ON 2009/06/23
: portable) with (trusted USPAT; 16:06
and untrusted) processor {USOCR; FPRS;
EPO; JPO;
DERWENT;
: IBM_TDB
L6 100 (mobile or pda or US-PGPUB; ADJ ON 2009/06/23
? portable) with (trusted USPAT; 16:06
and untrusted) USOCR; FPRS;
EPO; JPO;
DERWENT;
: IBM_TDB
L7 1692 713/189.ccls. and US-PGPUB; ADJ ON 2009/06/23
: @ad< "20060222" USPAT; 16:07
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

file:///Cl/Documents%?20and %20Settings/ssuryawansi/My%...9224/EASTSearchHistory. 11359224 _AccessibleVersion.htm (1 of 3)6/23/2009 5:20:24 PM
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EAST Search History

834

726/1.ccls. and
@ad< "20060222"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/23
16:08

9

64

726/36.ccls. and
@ad<"20060222"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/23
16:08

0

2556

(7 or8or9)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/23
16:08

R

(7 and 8 and 9)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/23
16:08

2

29

(7 and 8)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/23
16:08

13

12330

(first and second) with
communication link

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/23
16:19

14

17

10 and 13

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/23
16:19

5

12 and 14

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/23
16:20

file:///Cl/Documents%?20and %20Settings/ssuryawansi/My%...9224/EASTSearchHistory. 11359224 _AccessibleVersion.htm (2 of 3)6/23/2009 5:20:24 PM
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16

6 and 12

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/23
16:21

7

80

6 and "17"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/23
16:21

6/23/2009 5:20:22 PM

C:\ Documents and Settings\ ssuryawansi\ My Documents\ EAST\ Workspaces
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EAST Search History

EAST Search History

Search Query

Default
Operator

Plurals

Time Stamp

("11385063").PN.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2009/06/25
17:55

"11385063"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/25
17:55

13

"11182520"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/25
17:57

1

("6470447").PN.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT:;
IBM_TDB

OR

OFF

2009/06/25
18:06

i5

337

cryptographic processor
and encryption keys

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/25
18:19

6

69284

(mobile pda or portable
computer)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/25
18:19

w

35

L5 and L6

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/25
18:19

file:///Cl/Documents%20and%20Settings/ssuryawansi/My %...9224/EASTSearchHistory.11359224 AccessibleVersion.htm (1 of 2)6/25/2009 6:24:02 PM
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8

1692

713/189.ccls. and
@ad< "20060222"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/25
18:20

Lo

7 and 8

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT:;
IBM_TDB

ADJ

ON

2009/06/25
18:20

6/25/2009 6:24:00 PM

C:\ Documents and Settings\ ssuryawansi\ My Documents\ EAST\ Workspaces
\ CompArchitecture2_11359224.wsp
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EAST Search History

EAST Search History

ERef Hits {Search Query DBs Default Plurals {Time Stamp
# Operator

AL 337 icryptographic processor US-PGPUB; ADJ ON 2009/06/25
: and encryption keys USPAT; 15:18
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

L2 1692 i713/189.ccls. and US-PGPUB; ADJ ON 2009/06/25
@ad<"20060222" USPAT; 15:19
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

L3 22 (1 and 2) US-PGPUB; ADJ ON 2009/06/25
USPAT:; 15:19
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

L4 38 (human and machine) US-PGPUB; ADJ ON 2009/06/25
: with communicat$3 data {USPAT; 15:24
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

B0 3and 4 US-PGPUB; ADJ ON 2009/06/25
: USPAT; 15:24
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

6/25/2009 3:43:32 PM
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EAST Search History

Search Query

Default
Operator

Plurals

Time Stamp

cryptographic processor
and encryption keys

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/25
15:18

1692

713/189.ccls. and
@ad<"20060222"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/25
15:19

i3

22

(1 and 2)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/25
15:19

4

38

(human and machine)
with communicat$3 data

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/25
15:24

5

3and 4

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/25
15:24

s

2003/0009675

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/25
15:44

i

"20030009675"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/25
15:45

file:///Cl/Documents%?20and %20Settings/ssuryawansi/My%...9224/EASTSearchHistory. 11359224 _AccessibleVersion.htm (1 of 2)6/25/2009 3:50:30 PM
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EAST Search History

69284

(mobile pda or portable
computer)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/25
15:47

9

79

2 and 8

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/25
15:47

0

4 and 9

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/25
15:47

R

1and 9

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/06/25
15:48

6/25/2009 3:50:28 PM
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

#

{Ref  Hits

Search Query

DBs

Default

Operator

Plurals {Time Stamp

TRI

(TPM and user mode)".
clm"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
13:12

(TPM and user mode).
clm.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
13:12

3 e

(mobile PDA).clm.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
13:13

s

(TPM and user mode)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
13:13

B0

(8 and 4)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
13:13

i R

(TPM and mobile PDA)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
13:13

7 70653

(mobile pda or portable
computer)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

78

ADJ

ON

2009/08/07
13:14

file:///Cl/Documents%?20and %20Settings/ssuryawansi/My%?2...59224/EAS TSearchHistory.11359224_AccessibleVersion.htm (1 of 2)8/7/2009 1:21:38 PM




EAST Search History

(4 and 7)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
13:15

9

1708

713/189.ccls. and
@ad<"20060222"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
13:16

0

81

7and 9

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
13:16

R

4and 10

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
13:16

2

4and 9

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
13:17

8/7/2009 1:21:34 PM
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

#

{Ref  Hits

Search Query

DBs

Default

Operator

Plurals {Time Stamp

TRI

(TPM and user mode)".
clm"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
13:12

(TPM and user mode).
clm.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
13:12

3 e

(mobile PDA).clm.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
13:13

s

(TPM and user mode)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
13:13

B0

(8 and 4)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
13:13

i R

(TPM and mobile PDA)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
13:13

7 70653

(mobile pda or portable
computer)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

80

ADJ

ON

2009/08/07
13:14

file:///Cl/Documents%?20and %20Settings/ssuryawansi/My%?2...59224/EAS TSearchHistory.11359224_AccessibleVersion.htm (1 of 3)8/7/2009 1:27:55 PM




EAST Search History

(4 and 7)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
13:15

9

1708

713/189.ccls. and
@ad<"20060222"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
13:16

0

81

7and 9

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
13:16

R

4and 10

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
13:16

2

4and 9

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
13:17

13

583

713/164.ccls. and
@ad< "20060222"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
13:24

14

2226

(9 0r13)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
13:24

5

(TPM and user mode)
with (mobile pda or
portable computer)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
13:25

file:///Cl/Documents%?20and %20Settings/ssuryawansi/My%?2...59224/EAS TSearchHistory.11359224_AccessibleVersion.htm (2 of 3)8/7/2009 1:27:55 PM
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1L16 0 (TPM and user mode) US-PGPUB; ADJ ON 2009/08/07
: same (mobile pda or USPAT; 13:26
portable computer) USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

L7 6 4 and 14 US-PGPUB; ADJ ON 2009/08/07
: USPAT; 13:26
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

8/7/2009 1:27:53 PM
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EAST Search History

EAST Search History (Prior Art)

Search Query

Default
Operator

Plurals

Time Stamp

"20070199046"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
16:05

1

"20070223689"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
16:05

3

"20070226493"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
16:06

m

"20070226494"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPC;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
16:06

5

"20070226517"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
16:06

6

"O'Brien.IN"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
16:08

7

10344

O'Brien.IN.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
16:09

file:///Cl/Documents%20and%20Settings/ssuryawansi/My %2...59224/EAS TS earchHistory. 11359224 _AccessibleVersion.htm (1 of 2)8/7/2009 4:17:59 PM
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s

(O'Brien, Terence
"W.").IN.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
16:10

s

59

(O'Brien, Terence).IN.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
16:10

o

59

((O'Brien, Terence).
IN.)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
16:11

01

((O'Brien, Terence).
IN.).clm.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
16:11

12

10.clm.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
16:11

8/7/2009 4:17:57 PM
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EAST Search History

EAST Search History (Prior Art)

Search Query

Default
Operator

Plurals

Time Stamp

713/189.ccls. and
@ad<"20060222"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
09:09

65

726/36.ccls. and
@ad<"20060222"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
09:10

3

1771

(1or2)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
09:10

L4

(713/189.ccls. and
@ad< "20060222").cIm.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
09:10

L5

(data process$3 protection
using crypto$6)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
09:15

6

(first and second) with
(adudio interface) same
(mobile PDA)

US-PGPUB;
USPAT:;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
09:26

7

(first and second) with
(adudio interface) and
(mobile PDA)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
09:27
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L8

(first and second) with
(adudio interface)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
09:27

(first and second) with
(adudio interface)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
09:27

o

(adudio interface) with
(mobile PDA)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
09:27

11

(adudio interface)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
09:28

L2

253

mobile PDA

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
09:28

13

16

(mobile PDA).clm.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
09:28

14

28

(TPM and user mode)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
10:40

15

583

713/164.ccls. and
@ad< "20060222"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/07
10:40
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16 8 14and 15 {US-PGPUB; {ADJ {ON 12009/08/07
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iRef {Hits {Search Query DBs Default Plurals {Time Stamp
# Operator

L1 3 ("9806575").PN. US-PGPUB; OR OFF 2009/08/13
: USPAT; USOCR; 09:06
FPRS; EPO;
JPO; DERWENT;
IBM_TDB

L2 0 GB2336005 US-PGPUB; ADJ ON 2009/08/13
3 USPAT; USOCR; 09:06
FPRS; EPO;
JPO; DERWENT;
IBVI_TDB

K 0 ("GB2336005").PN. {US-PGPUB; OR OFF 2009/08/13
: USPAT; USOCR; 09:06
FPRS; EPO;
JPO; DERWENT;
IBM_TDB

L4 7 ("2336005").PN. US-PGPUB; OR OFF 2009/08/13
: USPAT; USOCR; 09:07
FPRS; EPO;
JPO; DERWENT;
IBM_TDB

8/13/2009 9:08:36 AM
C:\ Documents and Settings\ ssuryawansi\ My Documents\ EAST\ Workspaces
\ CompArchitecture2_11359224.wsp
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Search Query

Default
Operator

Plurals

Time Stamp

("6295604").PN.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2009/08/13
15:10

("6895441").PN.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2009/08/13
15:18

i3

("5060264").PN.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2009/08/13
15:25

L

("5150412").PN.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2009/08/13
15:42

5

EP0436518

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/13
15:44

6

("EP436518").PN.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2009/08/13
15:44

w

("0436518").PN.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

file:///Cl/Documents%20and%20Settings/ssuryawansi/My%...9224/EASTSearchHistory.11359224_AccessibleVersion.htm (1 of 4)8/13/2009 4:19:07 PM
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s

"0436518"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/13
15:45

L9

*19910300092"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/13
15:45

o

("19910300092").PN.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2009/08/13
15:45

xR

"19910300092".AP.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/13
15:46

12

1745684

Nordic Mobile Telephone, or
NMT

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2009/08/13
15:49

3

165713

(Nordic Mobile Telephone, or
NMT).CLM.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2009/08/13
15:50

12

(Nordic Mobile Telephone, or
NMT).CCLS. AND
@AD< "200650222"

US-PGPUB;
USPAT;
USCOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2009/08/13
15:50

15

(Nordic Mobile Telephone, or
NMT).CCLS. AND
@AD< "19880701"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2009/08/13
15:53

e

(Nordic Mobile Telephone or
NMT).CCLS. AND
@AD< "19880701"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

file:///Cl/Documents%20and%20Settings/ssuryawansi/My%...9224/EASTSearchHistory.11359224_AccessibleVersion.htm (2 of 4)8/13/2009 4:19:07 PM
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17

180138

(Nordic Mobile Telephone or
NMT) AND
@AD<"19880701"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2009/08/13
15:54

18

38

(NMT) AND
@AD< "19880701"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2009/08/13
15:55

e

(processor$2) with (secure
and nonsecure) near2
(interface$2)

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2009/08/13
16:09

20

("7434263").PN.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2009/08/13
16:09

121

("6789256").PN.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2009/08/13
16:10

22

("5825878").PN.

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2009/08/13
16:11

123

"20030133574"

US-PGPUB;
USPAT;
USCOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/13
16:13

24

"20050044408"

US-PGPUB;
USPAT;
USCOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

ADJ

ON

2009/08/13
16:15

125
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IBM_TDB
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26 2 {("7434263") .PN. \US-PGPUB; \OR \OFF  12009/08/13
{USPAT; 116:18
\USOCR; FPRS; |
\EPO; JPO;
\DERWENT;
\IBM_TDB

8/13/2009 4:19:05 PM
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Default
Operator

Plurals

Time Stamp

604411

"450"/

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2009/08/25
17:19

"450"/410

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2009/08/25
17:19

13

450/410.ccls. and
@ad< "20060522"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2009/08/25
17:19

14

"450"/410

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

ON

2009/08/25
17:20

S

2006/0105740

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2009/08/25
14:09

2007/0245308

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2009/08/25
14:11

file:///Cl/Documents %20and %20Settings/ssuryawansi/My %...9224/EASTSearchHistory. 11359224 _AccessibleVersion.htm (1 of 2)8/25/2009 5:21:02 PM

"20070245308"
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OFF
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2008/0250242

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2009/08/25
14:13

"20080250242"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2009/08/25
14:13

"20060105740"

US-PGPUB;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2009/08/25
14:22

8/25/2009 5:21:00 PM
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Docket No.: 17162/0207802-USO

(PATENT)
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re Patent Application of:
Terence W. O'Brien
Application No.: 11/359,224 Confirmation No.: 8502
Filed: February 22, 2006 Art Unit: 2433
For: COMPUTER ARCHITECTURE FOR A Examiner: SURYAWANSI, Sudhish

HANDHELD ELECTRONIC DEVICE

AMENDMENT IN RESPONSE TO NON-FINAL OFFICE ACTION

MS Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Dear Sir:
INTRODUCTORY COMMENTS

In response to the Office Action dated September 1, 2009, please amend the above-

identified U.S. patent application as follows:

Amendments to the Claims are reflected in the listing of claims which begins on page 2

of this paper.

Remarks/Arguments begin on page 8 of this paper.
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Application No. 11/359,224 Docket No.: 17162/0207802-USO
Amendment dated: November 10, 2009
Reply to Office Action of September 1, 2009

AMENDMENTS TO THE CLAIMS

1. (Currently Amended) A mebile-PDA computer system, comprising:

a portable mobile computing device including a secure user processor, a Non-secure user

processor, a communications transceiver, and a cryptographic engine;

[[a]] said secure user processor[[,]] comprising[[:]]
a trusted microprocessor,[[;]]
a trusted operating system executing on said trusted microprocessor|[[;]], and
a trusted application software executing on said trusted microprocessor;
[[a]] said non-secure user mieroprocessor comprising:
an untrusted microprocessor,[[;]]
an untrusted operating system executing on said untrusted microprocessor[[;]], and
an untrusted application software executing on said untrusted microprocessor;

[[a]] said cryptographic engine configured for encrypting any data communicated from said

secure user processor to said non-secure user processor, and-deerypting-data comprising[[:]]

a trusted cryptographic processor[[;]], and
a trusted operating system executing on said trusted cryptographic processor;
a first data communication link communicating data between said secure processor and said
cryptographic engine; and
a second data communication link communicating data between said non-secure processor
and said cryptographic engine; and

wherein said communications transceiver is operatively coupled to said non-secure user

processor and configured for communicating data external to said portable mobile computing

device,.

2. (Currently Amended) The mebidePBA computer system according to claim 1, wherein said

portable mobile computing device further eemprising comprises a secure human/machine interface

communicatively coupled to said secure user processor and configured to provide a user of said

portable mobile computing device with access and control of fercemmunicating-datato-andfrom

said secure user processor.

4496451.1 0207802-USO
RF-266; H7620
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Application No. 11/359,224 Docket No.: 17162/0207802-USO
Amendment dated: November 10, 2009
Reply to Office Action of September 1, 2009

3. (Currently Amended) The mebie-PDA computer system according to claim 2, wherein said
secure human/machine interface comprises at least one input device to allow said [[a]] user to

control the secure user processor.

4. (Currently Amended) The mebidePBA computer system according to claim 3, wherein said
secure human/machine interface comprises at least one output device to allow the secure user

processor to inform said [[a]] user.

5. (Currently Amended) The mebile-PBDA computer system according to claim 2, wherein said

portable mobile computing device further eemprising comprises a non-secure human/machine

interface communicatively coupled to said non-secure user processor and configured to provide said

user with access and control of said non-secure user processor, said non-secure human/machine

interface distinct from said secure human/machine interface.

6. (Currently Amended) The mebiePPA computer system according to claim 5, wherein said
non-secure human/machine interface comprises at least one input device to allow said [[a]] user to

control the non-secure user processor.

7. (Currently Amended) The mebile PBA computer system according to claim 6, wherein said
non-secure human/machine interface comprises at least one output device to allow the non-secure

user processor to inform said [[a]] user.
8. (Canceled)

0. (Currently Amended) The mebie-PBA computer system according to claim 18, wherein
said wireless communications transceiver is selected from the group consisting of a wireless LAN

transceiver and a cellular telephone transceiver.

10. (Currently Amended) The mebile PDA computer system according to claim 9, further
comprising whereintwe first and second audio interfaces are-previded, said [[a]] first audio interface

configured for communicating audio information to and from said secure user processor, and said

4496451.1 0207802-USO
RF-266; H7620
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Amendment dated: November 10, 2009
Reply to Office Action of September 1, 2009

[[a]] second audio interface configured for communicating audio information to and from said non-

Secure user processor.

11. (Currently Amended) A mebilePDA computer system, comprising:

a portable mobile computing device including a secure user processor, a NON-secure user

processor, a communications transceiver, and a cryptographic engine, said communications

transceiver operatively coupled to said non-secure user processor and configured for communicating

data external to said portable mobile computing device,

[[a]] said secure user processor; comprising[[:]]
a trusted microprocessor,[[;]]
a trusted operating system executing on said trusted microprocessor([[;]], and
a trusted application software executing on said trusted microprocessor;
[[a]] said non-secure user processor[[,]] comprising[[:]]
an untrusted microprocessor,[[;]]
an untrusted operating system executing on said untrusted microprocessor,[[;]]
and
an untrusted application software executing on said untrusted microprocessor;

[[a]] said cryptographic engine configured for encrypting and-deerypting data

communicated from said secure user processor to said non-secure user processor,

comprising: a trusted cryptographic processor, and a trusted operating system executing on

said trusted cryptographic processor;

a first data communication link communicating data between said secure user processor and
said cryptographic engine;

a second data communication link communicating data between said non-secure user
processor and said cryptographic engine;

a secure human/machine interface communicatively coupled to said secure user processor

and configured to provide fercommunications-between a user of said portable mobile computing

device with access and control of and-said secure user processor; and

4496451.1 0207802-USO
RF-266; H7620
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Amendment dated: November 10, 2009
Reply to Office Action of September 1, 2009

a non-secure human/machine interface communicatively coupled to said non-secure user

processor and configured to provide said fercommunications-between-a said user with access and

control of and said non-secure user processor, said non-secure human/machine interface distinct

from said secure human/machine interface.

12. (Currently Amended) The mebidePBA computer system according to claim 11, wherein
said non-secure user processor is operatively connected to said a-wireltess communications

transceiver.

13. (Currently Amended) The mebile-PPA computer system according to claim 11, further
comprising a first audio interface for communicating audio information to and from said secure user
processor, and a second audio interface for communicating audio information to and from said non-

Secure user processor.

14. (Currently Amended) A method for managing classified and unclassified data on a portable

mobile computing device mebdePBA computer system, comprising:

processing said classified data exclusively using a secure processor_of said portable mobile

computing device, said secure processor comprising a trusted microprocessor and a trusted operating

system executing on said trusted microprocessor;

processing unclassified data exclusively using a non-secure processor of said portable mobile

computing device, said non-secure processor comprising an untrusted microprocessor and an

untrusted operating system executing on said untrusted microprocessor;
communicating encrypted and decrypted classified data between said secure processor and a

satd cryptographic engine of said portable mobile computing device using a first data

communication link; and
communicating data from said secure processor and said cryptographic engine to said non-
secure processor exclusively in an encrypted form using a second data communication link between

said cryptographic engine and said non-secure processor.

15. (Currently Amended) The method according to claim 14, further comprising communicating

data to and from said secure processor exclusively using a secure human/machine interface.
5
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16. (Original) The method according to claim 15, further comprising controlling said secure

processor exclusively using said secure human/machine interface.

17. (Original) The method according to claim 16, further comprising informing a user with

information from said secure processor exclusively using said secure human/machine interface.

18. (Original) The method according to claim 14, further comprising controlling said non-secure

processor exclusively using a non-secure human/machine interface.

19. (Original) The method according to claim 18, further comprising informing a user of
information provided by said non-secure processor exclusively using said non-secure

human/machine interface.

20. (Original) The method according to claim 14, further comprising performing wireless data
communication of unclassified data from said non-secure processor using a wireless

communications transceiver.

21. (Original) The method according to claim 20, further comprising communicating encrypted

classified data from said secure processor using said wireless communications transceiver.

22. (Original) The method according to claim 20, further comprising selecting said wireless
communications transceiver from the group consisting of a wireless LAN transceiver and a cellular

telephone transceiver.

23. (Original) The method according to claim 22, further comprising communicating classified
audio information to and from said secure processor with a first audio interface, and communicating
unclassified audio information to and from said processor with a second audio interface distinct from

said first audio interface.

24, (New) The mobile PDA computer system according to claim 1, further comprising a first file
system exclusively accessible to said secure user processor for storing classified data and a second

file system for storing unclassified data, said second file system distinct from said first file system so

6
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as to provide physical separation of said classified data from said unclassified data within said

mobile PDA computer system.

25. (New) The method according to claim 14, further comprising storing classified data in a first
file system accessible only to said secure user processor and storing unclassified data in a second file
system distinct from said first file system which is accessible to said non-secure user processor,
thereby providing physical separation of said classified data from said unclassified data within said

mobile PDA computer system.
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REMARKS

These remarks are in response to the Office Action dated September 1, 2009. This reply is

timely filed. At the time of the Office Action, claims 1-23 were pending in the application.

1. Status of the Claims

Claims 1-15 have been amended. No new subject matter has been added. Claim 8 has been
canceled without prejudice or disclaimer to the subject matter therein. Claims 24 and 25 have been

added.

Claims 1-23 have been rejected on the ground of nonstatutory double patenting. Claims 1-

23 have been rejected under 35 U.S.C. §103(a). The rejections are set out in more detail below.

1I. Double Patenting

Claims 1-23 have been provisionally rejected on the ground of nonstatutory obvious-type
double patenting as being unpatentable over claims 1, 4-6, 10 and 12-15 co-pending U.S. Patent
Application No. 11/385,063. The Examiner states that although the conflicting claims are not

identical, they are not patenably distinct.

Applicant respectfully requests that these rejections be held in abeyance because none of the
conflicting claims have yet been allowed or granted in an issued patent. Applicant notes that this
request constitutes a full and complete response to the Examiner’s provisional rejection, and that
once all of the rejections other than these obviousness-type double patenting rejections have been

overcome, the instant application should be allowed to pass to issue without a terminal disclaimer."

I11. Claim Rejections Under 35 U.S.C. §103(a)

Claims 1-23 have been rejected under 35 U.S.C. §103(a) as being unpatentable over GB
Patent No. 2,336,005 A to McPhillie et al. (hereinafter referred to as “McPhillie”), in view of U.S.
Publication No. 2006/0105740 to Puranik (hereinafter referred to as “Puranik™). Applicant

! See MPEP §804(I)(B)(1).
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respectfully traverses the rejections. Claim 8 has been canceled. As such, the Examiner’s rejection

thereto is moot.

A. Rejection of Claims 1-23

McPhillie fails to disclose and/or suggest the computer system recited in amended
independent claim 1. In this regard, it should be understood that McPhillie fails to disclose and/or
suggest a portable mobile computing device including a secure user processor, a non-secure user
processor, a cryptographic engine and a communications transceiver. Instead, McPhillie discloses
software and hardware development tools (e.g., an emulator 30) that enable the control of access to
cryptographic functions of a semiconductor target device (e.g., a smart card 100). The development
tool (e.g., an emulator 30) includes an unsecure data processor 44 and a secure data processor 46 to
emulate the semiconductor target device (e.g., a smart card 100).2 Still, it should be understood that
such a development tool (e.g., an emulator 30) is not the same as or similar to a portable mobile
computing device such as that recited in amended independent claim 1. A development tool (e.g.,
an emulator 30) is configured to enable analyze operations of a prototype device and the
modification of its hardware/software so as to produce a desired finished product.” Such a
development tool would not teach or suggest the claimed portable mobile computing device to one

of ordinary skill in the art.

McPhillie also fails to disclose and/or suggest a trusted cryptographic engine in combination
with the other elements as claimed. For example, McPhillie fails to disclose an architecture as
claimed in which a cryptographic engine in a portable mobile computing device as claimed is
configured to encrypt any data communicated from a secure user processor to a non-secure user
processor. Notably, the Examiner concedes that McPhillie fails to disclose and/or suggest the

trusted cryptographic engine and the communication links recited in independent claim 1.*

> See FIG. 3 of McPhillie.
? See page 2, lines 10-21 of McPhillie.
* See page 6 of tShe Office Action.
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McPhillie also fails to disclose a portable mobile computing device incorporating a data a
secure user processor in combination with a data transceiver for communicating data external to the
device . For security reasons, portable mobile computing devices generally do not include such data
transceivers. The claimed architecture for a portable mobile computing device: (1) provides secure
processing and data storage facilities, (2) permits use of familiar commercial operating systems and
software for data not requiring secure processing; (3) allows the secure user processor to securely
communicate data (including voice data) external to the device without possibility of such secure
data being compromised by unintended recipients; and (4) ensures that classified data is stored
separately from unclassified data, and is never accessible to the data transceiver or unsecure
processor, except in encrypted form. This combination of security and convenience features is not

achieved with prior art portable mobile computing devices.

The deficiencies of McPhillie are not corrected by Puranik. In this regard, it should be
understood that Puranik generally discloses and/or suggests a telemetry device 103, a 2-way
messaging device 104 and a network operations center 101.° Each of the devices 101, 103, 104 is
configured to communicate messages over-the-air in an unsecure mode and a secure mode. As
such, each of the devices 103, 104 includes an unsecure processor 323, 1203, a cryptographic logic
device 317 and a communication interface 301, 1217 8 Also, the network operations center 101
includes a server 209 housed in a secure area 215. The secure area 215 ensures that personnel have
limited access to the server 209. The server 209 includes an unsecure processor 1203, a memory

1205 containing cryptographic logic and a communication interface 1217.

As evident from the above discussion, Puranik fails to disclose and/or suggest a portable
mobile computing device having the architecture recited in amended independent claim 1. For
example, Puranik fails to disclose and/or suggest a portable mobile computing device including a
secure processor communicatively coupled to an unsecure processor via a cryptographic engine.
Instead, Puranik discloses a portable mobile computing device simply comprising an unsecure

processor 323, 1203 communicatively coupled to a device containing cryptographic logic 317,

5 See FIG. 2 of Puranik.
¢ See FIGS. 3 and 12 of Puranik
10
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1205. The foregoing arrangement does not teach or disclose a portable mobile computing device

that provides the advantageous combination of security and convenience features described above.

Therefore, amended independent claim 1 is non-obvious in view of the suggested
combination of McPhillie and Puranik. As such, amended independent claim 1 is now in condition
for allowance. Amended independent claims 11 and 14 are substantially similar to amended
independent claim 1, albeit different in some ways. Thus, amended independent claims 11 and 14
are allowable at least for substantially the same reasons as amended independent claim 1, as
discussed herein. Each of the dependant claims 2-7, 9, 10, 12, 13 and 15-23 is allowable at least by

virtue of its dependence on a respective allowable independent claim 1, 11 or 14.

B. Rejections of Claims 5 and 11

McPhillie fails to disclose and/or suggest the mobile PDA computer system recited in
amended dependant claim 5 and amended independent claim 11. As noted above, McPhillie
generally discloses a data processing system comprising an unsecure data processor 44 and a secure
data processor 46.” A developer has direct access and control over the unsecure data processor 44
via an interface 42.* However, the developer only has access to the secure data processor 46 via the
unsecure data processor 44.° In contrast, a user of the portable mobile computing device, recited in
amended claims 5 and 11, has direct access and control of an unsecure and secure data processor via
distinct unsecure and secure human/machine interfaces. This is an important distinction between
the portable mobile computing device of amended claims 5, 11 and the system of McPhillie. For
example, the portable mobile computing device of amended claims 5, 11 advantageously provides

.. . . . . 10
secure access to sensitive files via a secure human/machine interface and a secure user processor.

The deficiencies of McPhillie are not corrected by Puranik. As noted above, Puranik
generally discloses a network based system supporting secure communications. The network based

system comprises a telemetry device 103, a 2-way messaging device 104 and a network operations

7 See FIG. 3 of McPhillie.

¥ See page 5, lines 8-23 of McPhillie.

? See page 5, lines 8-23 and page 7, lines 26-32 of McPhillie.
10 See paragraph [0047] of the present application.

11
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center 101."" Each of the devices 103, 104, 101 supports secure and unsecure over-the-air
communications. The telemetry device 103 can include a two-way wireless modem 301.'* The
two-way messaging device 104 can include a pager.”> The network operations center 101 includes a
plurality of servers.'* As should be understood, modems, pagers and servers each include a single
human/machine interface for accessing and controlling one or more internal circuits (e.g.,
processors) thereof > As such, Puranik fails to disclose and/or suggest the computer system of
amended claims 5 and 11. More particularly, Puranik fails to disclose and/or suggest a portable
mobile computing device comprising two (2) distinct human/machine interfaces each configured to

provide a user with access and control of a respective one of an unsecure and secure user processor.

Therefore, amended claims 5 and 11 are non-obvious in view of the suggested combination

of McPhillie and Puranik. As such, amended claims 5 and 11 are now in condition for allowance.
IV. New Claims

New claims 24 and 25 distinguish over the cited references based at least on the arguments
above as well as the following arguments. Notably, McPhillie and Puranik fail to disclose and/or
suggest a mobile PDA computer system comprising first and second file systems that provide
physical separation of classified data from unclassified data therein. Instead, McPhillie discloses
two processors that transfer encrypted/decrypted data therebetween. Each processor includes
internal memory (e.g., ROM) which does not physically separate classified data from unclassified
data.'® Puranik discloses a plurality of communication devices 103, 104, 101 configured to store
data in memory devices thereof. Still, none of these communication devices 103, 104, 101 includes

two or more file systems for physically separating classified data from unclassified data."’

" See FIG. 2 of Puranik.

12 See paragraph [0069] of Puranik.

B See paragraph [0076] and claims 9, 18 and 33 of Puranik.

' See FIG. 2 of Puranik.

" See FIGS. 2 and 12 of Puranik.

' See FIG. 5 and page 14, lines 30-37 of McPhillie.

17 See paragraphs [0030], [0034], [0038] and [0047] of Puranik.
12

4496451.1 0207802-USO
RF-266; H7620

109



Application No. 11/359,224 Docket No.: 17162/0207802-USO
Amendment dated: November 10, 2009
Reply to Office Action of September 1, 2009

V. Conclusion

Applicant has made every effort to present claims which distinguish over the prior art, and it
is believed that all claims are in condition for allowance. Nevertheless, Applicant invites the
Examiner to call the undersigned if it is believed that a telephonic interview would expedite the
prosecution of the application to an allowance. In view of the forgoing remarks, Applicant
respectfully requests reconsideration and prompt allowance of the pending claims. Please charge

any deficiencies, or credit any overpayment to Deposit Account 08-0870.

Dated: November 10, 2009 Respectfully submitted,

Electronic signature: /Robert J. Sacco/
Robert J. Sacco

Registration No.: 35,667
DARBY & DARBY P.C.
P.O. Box 770
Church Street Station
New York, New York 10008-0770
(212) 527-7700
(212) 527-7701 (Fax)
Attorneys/Agents For Applicant

13
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11/359,224 O'BRIEN, TERENCE W.

Office Action Summary Examiner Art Unit

PRAMILA PARTHASARATHY 2436

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)IX] Responsive to communication(s) filed on 10 November 2009.
2a)[] This action is FINAL. 2b)X] This action is non-final.
3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4K Claim(s) 1-25 is/are pending in the application.
4a) Of the above claim(s) 8 is/are withdrawn from consideration.

5[] Claim(s) is/are allowed.

6)X] Claim(s) 1-7 and 9-25 is/are rejected.

7)[] Claim(s) _____is/are objected to.

8)[] Claim(s) ____are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)[_] The drawing(s) filed on is/are: a)[] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)~(d) or (f).
a)(JAll  b)[]Some * ¢)[] None of:
1. Certified copies of the priority documents have been received.
2] Certified copies of the priority documents have been received in Application No.
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) & Notice of References Cited (PTO-892) 4) I:l Interview Summary (PTO-413)
2) ] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _____
3) [] Information Disclosure Statement(s) (PTO/SB/08) 5) ] Notice of Informal Patent Application
Paper No(s)/Mail Date . 6) |:| Other:
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20100121

117



Application/Control Number: 11/359,224 Page 2
Art Unit: 2436

Response to Arguments
1. Applicant’'s arguments filed on 11/10/2009 with respect to the rejection(s) of claim(s) 1 —
7 and 9 — 25 under prior art (GB Patent 2336005 and publication 2006/0105740) have been fully
considered and are persuasive. Therefore, the rejection has been withdrawn. However, upon
further consideration, a new ground(s) of rejection is made in view of 35 USC 112 Second
paragraph rejection and prior art (Patent 6,092,202) rejection. Please, also note indicated
allowable subject matter in item # 8. Applicant’'s remarks on double patenting rejection have
been noted. However, Examiner maintains double patenting rejection (with copending
application 11/385,063) and requests the Applicant to file a Terminal Disclaimer.
Claim Rejections - 35 USC § 112
The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claims particularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.

2. Claims 24 and 25 rejected under 35 U.S.C. 112, second paragraph, as being indefinite
for failing to particularly point out and distinctly claim the subject matter which applicant regards
as the invention.

Claim 24 and 25 recites the limitation "mobile PDA". There is insufficient antecedent
basis for this limitation in the claim.

Claim Rejections - 35 USC § 102

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by another filed in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in section
351(a) shall have the effects for purposes of this subsection of an application filed in the United States
only if the international application designated the United States and was published under Article 21(2)
of such treaty in the English language.
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3. Claims 1 — 7 and 9 — 25 are rejected under 35 U.S.C. 102(e) as being anticipated by
Mauro (Patent 7,047,405).

4, As per Claims 1, 11 and 14, Mauro teaches “a trusted microprocessor (Fig.3), a trusted
operating system executing on said trusted microprocessor (Fig.3), a trusted application
software executing on said trusted microprocessor (Fig.3); said non-secure user microprocessor
comprising an untrusted microprocessor, an untrusted operating system executing on said
untrusted microprocessor (Fig.3 and Fig. 4a&b), an untrusted application software executing on
said untrusted microprocessor; said cryptographic engine configured for encrypting any data
communicated from said secure user processor to said non-secure user processor (Fig.3 and
Fig. 4a&b), comprising: a trusted cryptographic processor, a trusted operating system executing
on said trusted cryptographic processor (Fig.3 and Fig. 4a&b); a first data communication link
communicating data between said secure processor and said cryptographic engine (Fig.3 and
Fig. 4a&b); and a second data communication link communicating data between said non-
secure processor and said cryptographic engine (Fig.3 and Fig. 4a&b); and wherein said
communications receiver is operatively coupled to said non-secure user processor and
configured for communicating data external to said portable mobile computing device (Fig.3 and

Fig. 4a&b) and Column 4 lines 50 — Column 6 line 65; #230, #234; #240; #254)".

5. As per Claims 2 -7, 12 and 15 — 19, Mauro teaches “secure human/machine interface
for communicating data to and from said secure processor; wherein said secure
human/machine interface comprises at least one input device to allow a user to control the
secure processor; wherein said secure human/machine interface comprises at least one input
device to allow a user to control the secure processor; a non-secure human/machine interface;

wherein said non-secure human/machine interface comprises at least one input device to allow
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a user to control the non-secure processor; wherein said non-secure human/machine interface
comprises at least one output device to allow the non-secure processor to inform a user” (Fig.3

and Fig. 4a&b) and Column 4 lines 50 — Column 6 line 65).

6. As per Claims 9 and 20 — 22, Mauro teaches “wherein said wireless communications
transceiver is selected from the group consisting of a wireless LAN transceiver (Fig. 3; #222 and

Column 4 lines and a cellular telephone transceiver (Column 3 lines 62 — 65)”.

7. As per Claims 24 and 25, Mauro teaches “storing classified data in a first file system
accessible only to said secure user processor and storing unclassified data in a second file
system distinct from said first file system which is accessible to said non-secure user processor,
thereby providing physical separation of said classified data from said unclassified data within

said mobile PDA computer system (Fig. 3 and item# 236, 252 & 254)".

Allowable Subject Matter

8. Claims 10, 13 and 23 being dependent upon a rejected base claim, but would be
allowable if rewritten in independent form including all of the limitations of the base claim and
any intervening claims, and, if terminal disclaimer is filed to overcome double patenting
rejection.

Any comments considered necessary by applicant must be submitted no later than the
payment of the issue fee and, to avoid processing delays, should preferably accompany the
issue fee. Such submissions should be clearly labeled “Comments on Statement of Reasons

for Allowance.”
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Conclusion

Examiner’s Note: Please note the Change of Examiner with this application.

Examiner has cited particular columns and line numbers in the references as applied to
the claims above for the convenience of the applicant. Although the specified citations are
representative of the teachings in the art and are applied to the specific limitations within the
individual claim, other passages and figures may apply as well. It is respectfully requested from
the applicant, in preparing the responses, to fully consider the references in entirety as
potentially teaching all or part of the claimed invention, as well as the context of the passage as

taught by the prior art or disclosed by the examiner.

The prior art made of record and not relied upon is considered pertinent to applicant’s
disclosure. See PTO Form 892.

Applicant is urged to consider the references. However, the references should be
evaluated by what they suggest to one versed in the art, rather than by their specific disclosure.
If applicants are aware of any better prior art than those are cited, they are required to bring the

prior art to the attention of the examiner.

Any inquiry concerning this communication or earlier communications from the examiner
should be directed to PRAMILA PARTHASARATHY whose telephone number is (571)272-
3866. The examiner can normally be reached on 8:00a.m. to 5:00p.m..

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Nasser Moazzami can be reached on 571-272-4195. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you
would like assistance from a USPTO Customer Service Representative or access to the

automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/Pramila Parthasarathy/
Primary Examiner, Art Unit 2436
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TERMINAL DISCLAIMER TO OBVIATE A PROVISIONAL DOUBLE PATENTING | Docket Number (Cptlonal)
REJECTION OVER A PENDING “REFERENCE" APPLICATION 71620141U8D

In ra Appiication of: Terrence W. O'Brien

Application No.: 11/358,224
Fllag: February 22, 2006
For; COMPUTER ARCHITECTURE FOR A HANDHELD ELECTRONIC DEVICE

The awner*, HARRIS CORPORATICN ,of __10p _ percent interest in the inatant application hereby disclalms,
except as provided below, the terminal part of (he statwtory term of any patant granted on the instant application which wauld extand beyond
the expiration date of the full statutory tarm of any patent grantad on pending referénce Appiication Number _11/385,083 , Hled
oh _March 21. 2006 . as such term 1s defined in 35 US.C, 154 and 173, and as the term of any pafent granted on sald referenca
application may be shortened by any tarminal disciaimer filed prior to the grant of any patent on the pending reference application. The owner
hereby agrees that any patent so granted on the instant 2pplication shall be enforcaable only for and duing such poriod that it and any patent
granted on the reference application are commonly owned, This agreement rns with any patent grantsd on the instant application and Is
binding wpan the grenfee, s stCcessors oF assigns,

In making the above disclalmer, the owner does nol disciaim the femminal part of any patent granted on the instant application that would
extand o the expiation date of tha full statutory term as defined in 35 U.S.C. 154 and 173 of any patent granted on said reference
application, “as the tem of any patant grantad on said reference applicalion may be shorlenad by any terminal disclaimer filad prior ta the
grant of any patent en the pending reference application,” in the event that: any such patent: granted on the panding reference application:

expires for failure 1o pay a saintenance fae, is held unenfarceable, is found Invalid by 2 court of compatent jurisdiction, [s statutorily disclaimed
in whole or terminally disclalmed under 37 CFR, 1.321, has all clalms canceled by a reexamination certificats, is relssued, or is in any manner
1erminated prior to the expiration of its full statutory term as shortened by any terminal disclaimer filad prior to its grant .

Check eftharbox 10r2 below, if appropriale.

1. [¥] Ecr submissions on behalfof a husinessforganization (8.9., corpnralibn. parinership, university, govermment agency,
slc.), the undersigned is empowerad to act ot behalf of the business/organization.

| hereby declare that ait statements made hersln of my own knowledge are true and that all statements made on Information and
belief are believad to be frue; and further that these statements were made with the knowiadge that willful false statements and the like $0
made are punishable by fine or imprisonment, er both, under Section 1001 of Title 18 of the Unfted States Code and that such willful falee
gtaisments may |opardize the validity of the application or any patant issued thereon,

2. D The undarsigned Is an attomey or agent of record. Reg. No.

Ml SJ 2% eafaglr

Michae! Yatsko, Sr. Counsel, Intetiectual Property
Typed or printed name

321.727-9100
Telephone Number

Terminal disciaimer fee under 37 GFR 1.20{d)1s Included.

‘;'JARNING: Information on this forms may become public. Cradit card Information should not
be Included on this form. Provide credit card information and authorization ¢n PT0-2038.

*Statement under 37 CFR 3.73(b) Is required i {erminal disslaimer Is signed by the assignee (owner).

Form PTO/SBISS may be used for maki: this statement. See MPEP § 324,

s coliaction of infonmation ts requlred by 57 CFR 1,321, The Information is required to obialn or retain a banefil by the public which is to fla {and by the USPTO

to procsss) an application. Confdeatlallly is govemed by 35 U.S.C. 122 and 37 CFR 4.1 and 1.14, This coliection is estimated {0 taka 12 minules to complate,
including gathedng, proparing, and subenling the compistad application form 1o the USPTO. Time will vary depentlng upon the individusl cass. Any copments on

. fhe amount of iime you raquine fo complels this Ferm andfor suggestions for reducing this burden, should be son to the Chief Informatian Officer, U.S. Patent and
Teademark Office, U.S. Dapartment of Commercs, P.0, Box 1450, Alexandria, VA 22313-1450, DO NQT SEND FEES OR COMPLETED FORMS TO THIS

ADDRESS. SEND TO: Commissionsr for Patents, .0, Box 4480, Alecxandria, V& 22313-1250.

1f you need aesistance in completing the form, call 1-300-PT 0895 and seleci oplion 2.
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Under ihe Papemwork Reducion Act of 1895, no peraons are fequired to respond 1o & caflection of infafmation unless it dispiays a valid OMB conkral nurnbar.

STATEMENT UNDER 37 CER 3.73(b)

Applicant/Patent Owner: Terence W. O'Brien

Application No./Patent No.: 11/369,224 Filedfissue Date: February 22, 2006
Titled:
COMPUTER ARCHITECTURE FOR A HANDHELD ELECTRONIC DEVICE
HARRIS CORPORATION ,8 CORPORATION
{Name of Assignee) : (Type of Assignee, a.g., corporation, parinarship, university., g 1t agency, elc.
states that Itis:

1. - the assignee of the entire right, fitle, and interest in;

2. [] anassigneeof less than the entire right, title, and interest in
(The extent (by percentage} of its ownership interest is %y, or

3. D e assignee of an undivided intarest in the entirety of (@ complete assignmant from one of the joint inventors was made)
the patent application/patent identified above, by virtue of either:

A An assignment from the inventor{s) of the patent applicationpatent identified above. The assignment was recorded n
the United States Patent and Trademark Office at Reel 017820 , Frame 0218 ,or for which a
capy therefore is attached. ”

OR
B. [:1 A ¢hain of title from the Inventor(g), of the patent application/patent identified above, to the current assignee as follows:

1. From: To:

The document was recorded in the United States- Patent and Trademark Office at
Real , Frame , orforwhich a copy thereof is attached.

2. From: To:

The, dacument was recarded In the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is atiached.

3. From: - To:

The document was recorded in the United States Petent and Trademark Office at
Frame . .. O far which a copy thereof Is attached.

Resl .

D Addttionai documents in the chair of file are listed on 2 supplemental shesi(s).

As required by 37 CFR 3.75{!:)(1 ¥{i), the documentary evidence of the chain of title from the original owner to the assignee was,
or conclrrently is being, subn]itl;ed for recordation pursuant to 37 CFR 2.11.

[NGTE: A separate copy {i.e., a true copy of the originai assignment document{s)) must be submitted to Assignment Divigion in
accordance with 37 CFR Part 3, o record the assignment in the records of the USPTO. See MPEP 302,08]

The undersigned {whose title i8 8 pplied iow) is authorized fo act on hehalf of the assignee.
4 ' odl2rfio
7 Signature ” - Date
Michae! Yatsko - _ Sr. Counsel/intellectual Progg
Printad or Typed Name . Title
Tiia eoliecilon of infarmation |6 saquired by 47 CFR 3.73{0). The or i requinsd to oblain of teteln a benefit iy ha public which Is to £le {and by the USPTOlo
process) an application. Confidantiality is govemed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14, This colloclion is estimatad to take 12 minutes to complete, induding

pethering, prepating. and submitting the comgpleted appllication form 4 the USPTO. Tima will very depending upoc the Individual case, Any comments on fhe amount of time
you raquire fe complete this forrn andlor suggestions tor reducing this burden, should e sent o 1he Chief Information Officer, 1.8, Patent and Trademark Office, U.S.
Dapartment of Commerca, #.0. Bax 1450, Alexandria, VA 22313-145D, DONOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Gommissianer

o atants, PO, Box 1450, Alexandrla, VA 22313-1450.
' {f you need assistance in Gormplsting the form, ca¥ 1-800-PTO-9129 and aelisct oplion 2.
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Docket No.: 7162-0141US0
RF-266; H7620

(PATENT)
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re Patent Application of:
Terence W. O’Brien
Application No.: 11/359,224 Confirmation No.: 8502
Filed: February 22, 2006 Art Unit: 2433
For: COMPUTER ARCHITECTURE FOR A Examiner: SURYAWANSI, Sudhish

HANDHELD ELECTRONIC DEVICE

AMENDMENT

MS Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450
Dear Sir:

INTRODUCTORY COMMENTS

In response to the Office Action dated February 2, 2010, please amend the above-

identified U.S. patent application as follows:

Amendments to the Claims are reflected in the listing of claims which begins on page 2

of this paper.

Remarks/Arguments begin on page 11 of this paper.
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AMENDMENTS TO THE CLAIMS

The listing of claims will replace all prior versions, and listing, of claims in the application.

Listing of Claims

1. (Currently Amended) A computer system, comprising:
a portable mobile computing device including a secure user processor, a non-securc user
processor, a communications transceiver, and a cryptographic engine;
said secure user processor comprising
a trusted microprocessor,
a trusted operating system executing on said trusted microprocessor, and
a trusted application software executing on said trusted microprocessor;
said non-secure user processor comprising
an untrusted microprocessor,
an untrusted operating system executing on said untrusted microprocessor, and
an untrusted application software executing on said untrusted microprocessor;
said cryptographic engine configured for encrypting any data communicated from said
secure user processor to said non-secure user processor, Comprising
a trusted cryptographic processor, and
a trusted operating system executing on said trusted cryptographic processor;
a first data communication link communicating data between said secure processor and said
cryptographic engine;
a second data communication link communicating data between said non-secure processor
and said cryptographic engine;
a secure human/machine interface configured for enabling bi-directional communication of

classified information exclusively between a user and said secure user processor; and

a non-secure human/machine interface distinct from said secure human/machine interface

and configured for enabling bi-directional communication of unclassified information exclusively

between said user and said non-secure user processor:
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wherein said communications transceiver is operatively coupled to said non-secure user
processor and configured for communicating data external to said portable mobile computing

device[[,]].

2. (Canceled)

3. (Currently Amended) The computer system according to claim 1[[2]], wherein said secure
human/machine interface comprises at least one input device to allow said user to control the secure

USEr processor.

4. (Previously Presented) The computer system according to claim 3, wherein said secure
human/machine interface comprises at least one output device to allow the secure user processor to

inform said user.
5. (Canceled)

6. (Currently Amended) The computer system according to claim 1[[5]], wherein said non-
secure human/machine interface comprises at least one input device to allow said user to control the

non-seCure us<r processor.

7. (Previously Presented) The computer system according to claim 6, wherein said non-secure
human/machine interface comprises at least one output device to allow the non-secure user processor

to inform said user.

8. (Canceled)
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9. (Previously Presented) The computer system according to claim 1, wherein said
communications transceiver is selected from the group consisting of a wireless LAN transceiver and

a cellular telephone transceiver.

10. (Currently Amended)

computer systein, comprising:

a portable mobile computing device including a secure user processor, a Non-secure user

processor, a communications transceiver, and a cryptographic engine:

said secure user processor comprising

a trusted microprocessor.,

a trusted operating system executing on said trusted microprocessor, and

a trusted application software executing on said trusted microprocessor;

said non-secure uUser processor comprising
an untrusted microprocessor,

an untrusted operating system executing on said untrusted microprocessor, and

an untrusted application software executing on said untrusted microprocessor:;
said cryptographic engine configured for encrypting any data communicated from said secure
user processor to said non-secure user processor, comprising
a trusted cryptographic processor, and
a trusted operating system executing on said trusted cryptographic processor;

a first data commumnication link communicating data between said secure processor and said

cryptographic engine;

a second data communication link communicating data between said non-secure processor

and said cryptographic engine; and

first and second audio interfaces, said first audio interface configured for communicating
audio information to and from said secure user processor, and said second audio interface configured
for communicating audio information to and from said non-secure user processor;

wherein said communications transceiver is operatively coupled to said non-secure user

processor. is configured for communicating data external to said portable mobile computing device,

4
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and is selected from the group consisting of a wireless LAN transceiver and a cellular telephone

transceiver.

11.  (Currently Amended) A computer system, comprising:
a portable mobile computing device including a secure user processor, a non-secure user
processor, a communications transceiver, and a cryptographic engine,
said communications transceiver operatively coupled to said non-secure user
processor and configured for communicating data external to said portable mobile computing
device,
said secure user processor comprising
a trusted microprocessor,
a trusted operating system executing on said trusted microprocessor, and
a trusted application software executing on said trusted microprocessor;
said non-secure user processor comprising
an untrusted microprocessor,
an untrusted operating system executing on said untrusted microprocessor,
and
an untrusted application software executing on said untrusted microprocessor;
said cryptographic engine configured for encrypting data communicated from said
secure user processor to said non-secure user processor, comprising a trusted cryptographic
processor, and a trusted operating system executing on said trusted cryptographic processor;
a first data communication link communicating data between said secure user processor and
said cryptographic engine;
a second data communication link communicating data between said non-secure user
processor and said cryptographic engine;
a secure human/machine interface communicatively coupled to said secure user processor

and configured to enable bi-directional communication of classified information exclusively between

previde a user ef said-portable-mobile-computing-deviee-with-aceess and eontrol-of said secure user
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processor, at least a portion of said secure human/machine interface located in a physically secure

enclosure; and
a non-secure human/machine interface communicatively coupled to said non-secure user
processor and configured to enable bi-directional communication of unelassified information

exclusively between provide said user with-aeeess and eentrol-of said non-secure user processor,

said non-secure human/machine interface distinct from said secure human/machine interface.

12.  (Previously Presented) The computer system according to claim 11, wherein said non-secure

user processor is operatively connected to said communications transceiver.

13. (Currently Amended) Fhe-computersystepr-according to-elaim-H furthercomprisingA

computer system, comprising:

a portable mobile computing device including a secuire user processor, a NON-Secure user

processor, a communications transceiver, and a cryptographic engine. said communications

transceiver operativelv coupled to said non-secure user processor and configured for communicating

data external to said portable mobile computing device,

said secure user processor comprising

a trusted microprocessor,

a trusted operating system executing on said trusted microprocessor, and

a trusted application software executing on said trusted microprocessor;

said non-secure user processor comprising

an untrusted microprocessor,
an untrusted operating system executing on said untrusted microprocessor.

and

an untrusted application software executing on said untrusted microprocessor;

said eryptographic engine configured for encrypting data communicated from said

secure user processor to said non-secure user processor, comprising a trusted cryptographic

processor, and a trusted operating system executing on said trusted cryptographic processor;
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a first data communication link communicating data between said secure user processor and

said cryptographic engine;

a second data communication link communicating data between said non-secure user

processor and said cryptographic engine;

a secure human/machine interface communicatively coupled fo said secure user processor

and configured to provide a user of said portable mobile computing device with access and control

of said secure user processor;

a non-secure human/machine interface communicatively coupled to said non-secure user

processor and configured to provide said user with access and control of said non-secure user

processor, said non-secure human/machine interface distinct from said secure human/machine

interface;

a first audio interface for communicating audio information to and from said secure user
processor; [{,]] and

a second audio interface for communicating audio information to and from said non-secure

usSEer processor.

14.  (Currently Amended) A method for managing classified and unclassified data on a portable
mobile computing device of a computer system, comprising:

prbcessing said classified data exclusively using a secure processor of said portable mobile
computing device, said secure processor comprising a trusted microprocessor and a trusted operating
system executing on said trusted microprocessor;

processing unclassified data exclusively using a non-secure processor of said portable mobile
computing device, said non-secure processor comprising an untrusted microprocessor and an
unirusted operating system executing on said untrusted microprocessor;

. communicating encrypted and decrypted classified data between said secure processor and a

cryptographic engine of said portable mobile computing device using a first data communication

link;
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communicating data from said secure processor and said cryptographic engine to said non-
secure processor exclusively in an encrypted form using a second data communication link between
said cryptographic engine and said non-secure processor;

communicating classified information to and from said secure processor using a secure

human/machine interface that is configured for enabling bi-directional communication of classified

information exclusively between a user and said secure processor; and

communicating unclassified information to and from said non-secure processor using a non-

secure human/machine interface that is distinct from said secure human/machine interface and

configured for enabling bi-directional communication of uneclassified information exclusively

between said user and said non-secure processor.

15. (Canceled)

16. (Currently Amended) The method according to claim 14 [[15]], further comprising

controlling said secure processor exclusively using said secure human/machine interface.

17.  (Canceled)

18.  (Original) The method according to claim 14, further comprising controlling said non-secure

processor exclusively using a non-secure human/machine interface.
19.  (Canceled)

20.  (Original) The method according to claim 14, further comprising performing wireless data
communication of unclassified data from said non-secure processor using a wireless

commumications transceiver.
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21.  (Original) The method according to claim 20, further comprising communicating encrypted

classified data from said secure processor using said wireless communications transceiver.

22.  (Original) The method according to claim 20, further comprising selecting said wireless
communications transceiver from the group consisting of a wireless LAN transceiver and a cellular

telephone transceiver.

23.  (Currently Amended) The-method-accordingto-claim22;furthercomprising-A method for

managing classified and unclassified data on a portable mobile computing device of a computer

system, comprising:

processing said classified data exclusively using a secure processor of said portable mobile

computing device, said secure processor comprising a trusted microprocessor and a trusted operating-
system executing on said trusted microprocessor;

processing unclassified data exclusively using a non-secure progcessor of said portable mobile
Computing device. said non-secure processor comprising an untrusted microprocessor and an

untrusted operating system executing on said untrusted microprocessor;
communicating encrypted and decrypted classified data between said secure processor and a

cryptographic engine of said portable mobile computing device using a first data communication

link;

communicating data from said secure processor and said cryptographic engine to said non-

secure processor exclusively in an encrypted form using a second data communication link between

said eryptographic engine and said non-secure processor;

performing wireless data communication of said unclassified data from said non-secure

processor using a wireless communications transceiver;
selecting said wireless communications transceiver from the group consisting of a wireless
LAN transceiver and a cellular telephone transceiver;

communicating classified andio information to and from said secure processor with a first

audio interface; [[,]] and
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communicating unclassified audio information to and from said processor with a second

audio interface distinct from said first audio interface.

24, (Currently Amended) The mobile PDA computer system according to claim 1, further
comprising a first file system exclusively accessible to said secure user processor for storing
classified data and a second file system for storing unclassified data, said second file system distinct
from said first file system so as to provide physical separation of said classified data from said
unclassified data within said portable mobile computing device mobile PDA-computer syster.

25.  (Currently Amended) The method according to claim 14, further comprising étoring
classified data in a first file system accessible only to said secure user processor and storing
unclassified data in a second file system distinct from said first file system which is accessible to

said non-secure user processor, thereby providing physical separation of said classified data from

said unclassified data within said portable mobile computing device mebile PPA-computersystem.

10
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REMARKS

These remarks are in response to the office action mailed February 2, 2010 (“Office
Action™). This reply is timely filed. At the time of the Office Action, claims 1-25 were pending in
the application.

I. Status of the Claims

Claims 1, 3, 6, 10, 11, 13, 14, 16 and 23-25 have been amended. No new subject matter has
been introduced by the claim amendments. Claims 2, 5, 15, 17 and 19 have been cancelled without

prejudice or disclaimer to the subject matter therein.

Claims 24 and 25 have been rejected under 35 U.S.C. §112. Claims 1-7,9, 11, 12, 14, 15-
22, 24 and 25 have been rejected under 35 U.S.C. §102(e).

The rejections are set forth in detail below.

II. Interview Summary

Applicant thanks the Examiner for discussing the present application with its representative,
Carol Forsyth, on April 23, 2010. During said discussion, proposed amendments for independent
claims 1, 11 and 14 were discussed. The proposed claim amendments were the same as the
amendments made herein in relation to independent claims 1, 11 and 14. As a consequence of said
discussion, the Examiner agreed that the present invention as recited in amended independent
claims 1, 11 and 14 distinguishes over the cited reference (namely, U.S. Pat. No. 7,047,405 to
Mauro). Still, we have included arguments herein discussing how the amended independent claims
1, 11 and 14 distinguish over the cited reference for purposes of refreshing the Examiner’s

recollection about the content of our discussion.

HI. Allowable Subject Matter

Applicant respectfully thanks the Examiner for the indication that claims 10, 13 and 23
include allowable subject matter and would be allowed (a) if rewritten in independent form
including all of the limitations of the base claim and any intervening claims, and (b) a terminal

disclaimer is filed to overcome a double patenting rejection. In response, claims 10, 13 and 23 have

11
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been amended to place them in independent form including all of the limitations of their respective
base claims and any intervening claims. A terminal disclaimer and associated fee is also provided

herewith. As such, claims 10, 13 and 23 are in condition for allowance.

V. Claim Rejections under 35 UU.S.C. §112

Claims 24 and 25 have been rejected under 35 U.S.C. §112, second paragraph, as being
indefinite for failing to particularly point out and distinctly claim the subject matter which applicant
regards as the invention. In this regard, the Examiner states that there is no antecedent basis for the
phrase “mobile PDA” of claims 24 and 25. In response, claims 24 and 25 have been amended so as

to overcome the Examiner’s rejection thereto.
V. Claim Rejections under 35 U.S.C. §102

In the Office Action, claims 1-7, 9, 11, 12, 14, 15-22, 24 and 25 were rejected under 35
U.S.C. §102(e) as being anticipated by U.S. Pat. No. 7,047,405 to Mauro (hereinafter referred to as
“Mauro™). Dependant claims 2, 5, 15, 17 and 19 have been canceled. As such, the Examiner’s

rejections thereto are moot. Applicants respectfully traverses the Examiner’s rejections.

Mauro generally discloses a system 100 comprising wireless communication devices 110a, . .
., 118n. One or more of the wireless communication devices 110a, ..., 110n comprises an unsecure
main processor 230, an unsecure system memory 236, an unsecure human/machine interface 234
and a secure unit 240. Bi-directional communications between a user of the device 110a,. .., 110n
and the secure unit 240 is enabled via the unsecure human/machine interface 234. In contrast, bi-
directional communications between a user of the computer system, recited in amended independent
claim 1, and a secure processor is exclusively enabled via a secure human/machine interface that is
distinct from an unsecure human/machine interface. This is an important distinction between the
computing device of the present application and the device 110a, . . ., 110n of Mauro. For example,
the security of “sensitive information” communicated between a user and a secure processor of claim
1 is at a level that is adequate for national security related applications. The “adequate security”
level is at least partially due to the provision of a secure human/machine interface that is (a) distinct
from an unsecure human/machine interface and (b) configured for enabling bi-directional

communication of classified information exclusively between a user and a secure user processor.

12
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In the Office Action, the Examiner suggests that FIG. 3, FIG. 4a, FIG.' 4b and col. 4, line 50
—col. 6, line 65 of Mauro disclose a secure human/machine interface configured for communicating
data between a user and a secure processor.. Applicant has reviewed the cited portions of Mauro
and can find no such teaching. Instead, Applicant finds that the cited portions of Mauro simply
disclose an unsecure human/machine interface 234b configured for communicating data between a
user and a secure processor 240. ‘

Therefore, amended independent claim 1 is not anticipated by Mauro. As such, amended
independent claim 1 is now in condition for allowance. Amended independent claims 11 and 14 are
similar to amended independent claim 1, albeit different in some ways. Thus, amended independent
claims 11 and 14 are at least allowable for substantially the same reasons as amended independent
claim 1, as discussed herein. Furthermore, each of the dependant claims 3, 4, 6,7, 9, 12, 16, 18, 20-
22, 24 and 25 is allowable at least by virtue of its dependence on a respective allowable independent

claim 1, 11 or 14.

! See page 3, section 5 of the Office Action.
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VL Conclusion

Applicant has made every effort to present claims which distinguish over the prior art, and it
is believed that all claims are in condition for allowance. Nevertheless, Applicant invites the
Examiner to call the undersigned if it is believed that a telephonic interview would expedite the
prosecution of the application to an allowance. In view of the forgoing remarks, Applicant
respectfully requests reconsideration and prompt allowance of the pending claims. Please charge

any deficiencies, or credit any overpayment to Deposit Account No. 08-0870.

Dated: L/ -2¥ -20/0 Respectfully submitted,

BTy B
Robert J. Sacco '
Registration No.: 35,667
FOX ROTHSCHILD, LLP
997 Lenox Drive
Building 3
Princeton, NJ 08648-2311
Tel: 561-835-9600
Attorneys/Agents For Applicant
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INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

68085 7590 06/01/2010
Certificate of Mailing or Transmission
HARRIS CORPORATION I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
C/O FOX ROTHSCHILD’ LLP addressed to the Mail Stop ISSUE FEE address above, or being facsimﬁe
997 Lenox Drive transmitted to the USPTO (571) 273-2885, on the date indicated below.
Building 3 ) (Depositor's name)
Lawrenceville, NJ 08543-5231
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
11/359,224 02/22/2006 Terence W. O'Brien 7162-0141US0 8502
TITLE OF INVENTION: COMPUTER ARCHITECTURE FOR A HANDHELD ELECTRONIC DEVICE
| APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional NO $1510 $300 $0 $1810 09/01/2010
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
PARTHASARATHY, PRAMILA 2436 713-164000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list

CFR 1.363). .
(1) the names of up to 3 registered patent attorneys
| Chan%e of correspondence address (or Change of Correspondence or agents OR, alternatively,

Address form PTO/SB/122) attached. . . . 2
(2) the name of a single firm (having as a member a

[] "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to

PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3

Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual Corporation or other private group entity [J Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) (| Payment by credit card. Form PTO-2038 is attached.
[ Advance Order - # of Copies (1 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
Ja Applicant claims SMALL ENTITY status. See 37 CFR 1.27. b Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is reciluired to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to the Cﬁief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWWYUSP[O.gOV

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO. |
11/359,224 02/22/2006 Terence W. O'Brien 7162-0141US0O 8502
68085 7590 06/01/2010 | EXAMINER |
HARRIS CORPORATION PARTHASARATHY, PRAMILA
C/O FOX ROTHSCHILD, LLP | ART UNIT PAPER NUMBER |
997 Lenox Drive 136
Building 3 DATE MAILED: 06/01/2010

Lawrenceville, NJ 08543-5231

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 863 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 863 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or
(571)-272-4200.
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Application No. Applicant(s)

11/359,224 O'BRIEN, TERENCE W.

Notice of AIIowablIlty Examiner Art Unit

PRAMILA PARTHASARATHY 2436

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [X] This communication is responsive to terminal disclaimer and amendments to the claims filed on 4/28/2010.

2. X] The allowed claim(s) is/are 1,3,4.6,7.9-14.16,18 and 20-25; renumbered as 1-19.

3. [] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)[1 Al b)[J Some* c¢)[]None ofthe:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No. _____
3. [[] Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: _____.
Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements

noted below. Failure to timely comply will resultin ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4. [C] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. [[] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) [0 including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached

1) [ hereto or 2) [] to Paper No./Mail Date .

(b) [ including changes required by the attached Examiner's Amendment / Comment or in the Office action of

Paper No./Mail Date .
Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner’'s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [] Notice of References Cited (PTO-892) 5. [] Notice of Informal Patent Application
2. [[] Notice of Draftperson's Patent Drawing Review (PT0-948) 6. [] Interview Summary (PTO-413),
Paper No./Mail Date .
3. [ Information Disclosure Statements (PTO/SB/08), 7. [ Examiner's Amendment/Comment
Paper No./Mail Date
4. [] Examiner's Comment Regarding Requirement for Deposit 8. Xl Examiner's Statement of Reasons for Allowance
of Biological Material
9. [ other .
/Pramila Parthasarathy/
Primary Examiner, Art Unit 2436
U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-06) Notice of Allowability Part of Paper No./Mail Date 20100526
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Application/Control Number: 11/359,224 Page 2
Art Unit: 2436

Terminal Disclaimer

The terminal disclaimer filed on 4/28/2010 disclaiming the terminal portion of any patent
granted on this application which would extend beyond the expiration date of copending
application 11/385,063 has been reviewed and is accepted. The terminal disclaimer has been
recorded.

Response to Arguments

Applicant’s arguments filed on 4/28/2010 with respect to amended claims 1, 3-4, 6-7, 9-
14, 16, 18, 20-25 have been fully considered and are persuasive. The prior art rejection of
claims 1,3-4,6-7,9-14,16,18,20-25 has been withdrawn. The 35 USC 112 Second paragraph

rejection of claims 24 and 25 has been withdrawn.

Allowable Subject Matter
Claims 1, 3-4, 6-7, 9-14, 16, 18, 20-25 are allowed and renumbered 1 — 19.
Any comments considered necessary by applicant must be submitted no later than the
payment of the issue fee and, to avoid processing delays, should preferably accompany the
issue fee. Such submissions should be clearly labeled “Comments on Statement of Reasons

for Allowance.”

Any inquiry concerning this communication or earlier communications from the examiner
should be directed to PRAMILA PARTHASARATHY whose telephone number is (571)272-
3866. The examiner can normally be reached on 8:00a.m. to 5:00p.m..

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Nasser Moazzami can be reached on 571-272-4195. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.
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Application/Control Number: 11/359,224 Page 3
Art Unit: 2436

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you
would like assistance from a USPTO Customer Service Representative or access to the

automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/Pramila Parthasarathy/
Primary Examiner, Art Unit 2436
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Application/Control No. Applicant(s)/Patent Under
Reexamination
Index of Claims 11359224 OBRIEN, TERENCE W.
IR |~ .
PRAMILA PARTHASARATHY 2436
v Rejected - Cancelled N | Non-Elected A Appeal
= Allowed + Restricted | Interference 0] Objected
[ Claims renumbered in the same order as presented by applicant O cpa X T.D. O RA1.47
CLAIM DATE
Final Original |08/10/2009 [01/21/2010|05/26/2010
1 1 v v =
2 v v
3 v v =
4 v v =
5 v v
4 6 v v =
5 7 v v =
8 v R
6 9 v v =
8 10 v v =
[¢] 11 v v =
10 12 v v =
1 13 v v =
12 14 v v =
15 v v
13 16 v v =
17 v v
14 18 v v =
19 v v
15 20 v v =
16 21 v v =
17 22 v v =
19 23 v v =
7 24 v =
18 25 v =

U.S. Patent and Trademark Office
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification | 11359254 OBRIEN, TERENCE W.
PRAMILA PARTHASARATHY 2436
ORIGINAL INTERNATIONAL CLASSIFICATION
CLASS SUBCLASS CLAIMED NON-CLAIMED
713 164 Hlo| 4L 29/06(2006.01.01) | H | 0 | 4 | L 29/ 06 (2006.01.01)
CROSS REFERENCE(S)
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
726 16
O Claims renumbered in the same order as presented by applicant O CPA M} T.D. O RA1.47
Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original
1 1 17
2 14 18
2 3 19
3 4 15 20
5 16 21
4 6 17 22
5 7 19 23
8 7 24
6 9 18 25
8 10
9 "
10 12
1 13
12 14
15
13 16
NONE
Total Claims Allowed:
19
(Assistant Examiner) (Date)
/PRAMILA PARTHASARATHY/
Primary Examiner.Art Unit 2436 05/26/2010 0O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 3
U.S. Patent and Trademark Office Part of Paper No. 20100526
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.0. Box 1450 .
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if rcquiredzj. Blocks 1 through 5 should be completed where
gapév_mpnate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current corrcspondence address as
indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

maintenance fee notifications, :
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of addsess) Note: A cerfificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal, This certificate cannot be used for any other accompanying
ﬁaper§. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

‘

68085 7590 06/01/2010 Certifi £ Miat "
ertificate of Mailing or Transmission
HARRIS CORPORATION Ishercb cerltif that this k}:ee((s Tra?smittal isf be%'_ng d(iposited 1with the Unlited
0 tates Postal Service with sufficient postage for first class mail in an envelope
C/O FOX ROTHSCHILD’ LLP addressed to the Mail Stog ISSUE FEE address above, or bein facsimﬁe
997 Lenox Drive transmitted to the USPTO (571) 273-2885, on the date indicated below.
Bulldlng 3 . (Depositor's name)
Lawrenceville, NJ 08543-5231
(Signature)
{Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR [ ATTORNEY DOCKET NO. ] CONFIRMATION NO.
11/359,224 02/22/2006 Terence W. O'Brien 7162-0141US0 8502
TITLE OF INVENTION: COMPUTER ARCHITECTURE FOR A HANDHELD ELECTRONIC DEVICE
I APPLN, TYPE SMALL ENTITY I ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE DATE DUE
nonprovisional NO $1510 $300 $0 $1810 09/01/2010
l EXAMINER _ l ART UNIT | CLASS-SUBCLASS ‘
PARTHASARATHY, PRAMILA 2436 713-164000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFRD1 3;53)' ¢ ' d ddress (or Ch (C p (1) the naronl%s olf up to 3l registered patent attorneys 1 FOX ROTHSCHILD, LLP
hange of correspondence address (or Change of Correspondence or agents , alternativeiy, ROBERT J S ACCO
Address form PTO/SB/122) attached. (2) the name of a single firm (having as a member a 2
(] "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/4T; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents, If no nameis 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assi}gn‘ec is identificd below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFK 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
HARRIS CORP
ORATION MELBOURNE, FL

Please check the appropriate assignee category or categories (will not be printed on the patent) : O mdividual X Corporation or other private group entity [ Government
4a. The following fee(s) are submitted: 4b. Payment of Fec(s): (Please first reapply any previously paid issue fee shown above)

X Issue Fee [J A check is enclosed.

X publication Fee (No small entity discount permitted) {1 Payment by credit card. Form PTO-2038 is attached.

) Advance Order - # of Copies Y The Director is hereby authorized to charge the re nired fcc%s), any deficiency, or credit any

overpayment, to Deposit Account Number Q8_Q§]_O__ enclose an extra copy of this form),

5. Change in Entity Status (from status indicated above)
O Applicant claims SMALL ENTITY status. See 37 CFR 1.27. b Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issuc Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

e
. MWW»Y /V
Authorized SiW@ Date lune Z 2. > 2910

Robert J. Sacco : 35,667

Registration No,

Typed or printed name

This collection of information is required by 37 CFR 1,311, The information is reci]uired t obtain or retain & benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.8.C, 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO, Time will vary de ending upon the individual case. Any comments on the amount of time you require to complete
this form and/or SL(ljggestions for reducing this burden, should be sent to the Chief In%ormation Officer, U.S. Patent and Trademark Office, U.S, Department of Commerce, .0,
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

165



Electronic Patent Application Fee Transmittal

Application Number:

11359224

Filing Date:

22-Feb-2006

Title of Invention:

COMPUTER ARCHITECTURE FOR A HANDHELD ELECTRONIC DEVICE

First Named Inventor/Applicant Name:

Terence W. O'Brien

Filer:

Robert Joseph Sacco/Joyce Dougherty

Attorney Docket Number:

7162-0141US0

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount SullaJ—ST;(tsa)l in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Utility Appl issue fee 1501 1 1510 1510
Publ. Fee- early, voluntary, or normal 1504 1 300 300
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Description Fee Code Quantity Amount Suﬂ-;l's(tsa)l in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1810
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Electronic Acknowledgement Receipt

EFS ID: 7867760
Application Number: 11359224
International Application Number:
Confirmation Number: 8502

Title of Invention:

COMPUTER ARCHITECTURE FOR A HANDHELD ELECTRONIC DEVICE

First Named Inventor/Applicant Name:

Terence W. O'Brien

Customer Number:

68085

Filer:

Robert Joseph Sacco/Joyce Dougherty

Filer Authorized By:

Robert Joseph Sacco

Attorney Docket Number:

7162-0141US0

Receipt Date: 22-JUN-2010
Filing Date: 22-FEB-2006
Time Stamp: 16:18:11

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $1810

RAM confirmation Number 3070

Deposit Account 080870

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)

168




File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Document Description File Name f . .
Number Message Digest | Part/.zip| (ifappl.)
115308
1 Issue Fee Payment (PTO-85B) intB7.PDF no 1
3989665 1d094f2ed 14b3dd1d942128fa802)
9a289
Warnings:
Information:
32065
2 Fee Worksheet (PTO-875) fee-info.pdf no 2
d57409efdfc994418eb6c72def453098b284
32d1
Warnings:
Information:
Total Files Size (in bytes):{ 147373

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

\)\/WW.USplO gov

I APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
11/359,224 07/27/2010 7765399 7162-0141US0 8502
68085 7590 07/07/2010

HARRIS CORPORATION
C/O FOX ROTHSCHILD, LLP
997 Lenox Drive

Building 3

Lawrenceville, NJ 08543-5231

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 1192 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site hitp://pair.uspto.gov for additional applicants):

Terence W. O'Brien, Webster, NY;

IR103 (Rev. 10/09)
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