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UNITED STATES DISTRICT COURT
FOR THE WESTERN DISTRICT OF TEXAS

WACO DIVISION
SPEIR TECHNOLOGIES LTD.,
Plaintiff, Case No. 6:22-cv-00077-ADA
V. JURY TRIAL DEMANDED

APPLE INC,,

Defendant.

AMENDED COMPLAINT FOR PATENT INFRINGEMENT
AGAINST APPLE INC.

This is an action for patent infringement arising under the Patent Laws of the United States
of America, 35 U.S.C. § 1 et seq., in which Plaintiff Speir Technologies Limited (“Plaintiff” or
“Speir”’) makes the following allegations against Defendant Apple Inc. (“Defendant” or “Apple”):

INTRODUCTION

1. This amended complaint arises from Apple’s unlawful infringement of the
following United States patents owned by Plaintiff, which relate to improvements in mobile
communications systems: United States Patent Nos. 8,345,780 (“the 780 Patent™), 7,110,779
(“the *779 Patent™), 7,321,777 (“the 777 Patent”), and 7,765,399 (“the 399 Patent”) (collectively,
the “Asserted Patents™).

PARTIES

2. Plaintiff Speir Technologies Limited is a limited liability company organized and

existing under the law of Ireland, with its principal place of business at The Hyde Building, Suite

23, The Park, Carrickmines, Dublin 18, Ireland. Speir is the sole owner by assignment of all rights,

1 APPLE 1032
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title, and interest in the Asserted Patents, including the right to recover damages for past, present,
and future infringement.

3. On information and belief, Defendant Apple Inc. is a publicly traded corporation
organized under the laws of the State of California, with its principal place of business at One
Apple Park Way, Cupertino, CA 95014. Apple may be served with process through its registered
agent, CT Corporation System, at 818 West Seventh Street, Suite 930, Los Angeles, CA 90017.

JURISDICTION AND VENUE

4. This action arises under the patent laws of the United States, Title 35 of the United
States Code. This Court has original subject matter jurisdiction pursuant to 28 U.S.C. §§ 1331 and
1338(a).

5. This Court has personal jurisdiction over Apple in this action because Apple has
committed acts within this District giving rise to this action and has established minimum contacts
with this forum such that the exercise of jurisdiction over Apple would not offend traditional
notions of fair play and substantial justice. Apple, directly and through subsidiaries or
intermediaries, has committed and continues to commit acts of infringement in this District by,
among other things, making, using, importing, offering to sell, and selling products that infringe
the Asserted Patents. Apple has not contested personal jurisdiction in this District in prior cases.
See, e.g., Scramoge Tech. Ltd. v. Apple Inc., No.6:21-cv-00579-ADA, Dkt. No. 31,95 (W.D. Tex.
Sept. 14, 2021).

6. Venue is proper in this District under 28 U.S.C. §§ 1391 and 1400(b). Venue is
proper in this District under 28 U.S.C. §§ 1391 and 1400(b). Apple is registered to do business in
Texas, and upon information and belief, Apple has transacted business in this District and have

committed acts of direct and indirect infringement in this District by, among other things, making,
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using, offering to sell, selling, and importing products that infringe the Asserted Patents. Apple
has regular and established places of business in this District, including at 12545 Riata Vista Cir.,
Austin, Texas 78727; 12801 Delcour Dr., Austin, Texas 78727; and 3121 Palm Way, Austin,
Texas 78758.! Apple also has job listings for jobs relating to the accused 5G, Ultra-Wideband
(“UWB”), and security technologies in Austin, Texas.?

THE ASSERTED PATENTS

7. On January 1, 2013, the United States Patent and Trademark Office issued U.S.
Patent No. 8,345,780 (“the 780 Patent”), titled “Wireless communication system compensating
for interference and related methods,” after full and fair examination. Plaintiff is the assignee of
all rights, title, and interest in and to the *780 Patent and possesses all rights of recovery under
the *780 Patent, including the right to recover damages for past, present, and future infringement.
On information and belief, Speir (its predecessors and any licensees) complied with 35 U.S.C. §
287 at all relevant times because Speir (its predecessors and any licensees) do not and did not
make, offer for sale, or sell products that practice(d) the *780 Patent. The 780 Patent is valid and

enforceable. A true and correct copy of the *780 Patent is attached hereto as Exhibit 1.

! See, e.g., https://www.apple.com/newsroom/2019/1 1/apple-expands-in-austin/;
https://www.google.com/maps/place/Apple+Inc./@30.4324406.-
97.7359733,15z/data=!4m5!3m4!1s0x0:0x5852421ec4ac410c!8m2!3d30.4322558!4d-
97.7359386; https://www.apple.com/retail/domainnorthside/.

2 See, e.g., https://jobs.apple.com/en-us/details/200308092/modem-prototype-system-
architect?team=HRDWR; https://jobs.apple.com/en-us/details/200206438/soc-qos-performance-
engineer?team=HRDWR; https://jobs.apple.com/en-us/details/200294470/field-design-
engineer?team=HRDWR; https://jobs.apple.com/en-us/details/200292503/nfc-uwb-field-design-
engineer?team=HRDWR; https://jobs.apple.com/en-us/details/200303024/automation-tools-ga-
design-engineer?team=HRDWR; https://jobs.apple.com/en-us/details/200330678/senior-
security-engineer?team=SFTWR; https://jobs.apple.com/en-us/details/200344846/security-
design-verification-engineer?team=HRDWR.
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8. On September 19, 2006, the United States Patent and Trademark Office issued U.S.
Patent No. 7,110,779 (“the °779 Patent”), titled “Wireless communication system including a
wireless device locator and related methods,” after full and fair examination. Plaintiff is the
assignee of all rights, title, and interest in and to the *779 Patent and possesses all rights of recovery
under the °779 Patent, including the right to recover damages for past, present, and future
infringement. On information and belief, Speir (its predecessors and any licensees) complied with
35 U.S.C. § 287 at all relevant times because Speir (its predecessors and any licensees) do not and
did not make, offer for sale, or sell products that practice(d) the 779 Patent. The *779 Patent is
valid and enforceable. A true and correct copy of the 779 Patent is attached hereto as Exhibit 2.

9. On January 22, 2008, the United States Patent and Trademark Office issued U.S.
Patent No. 7,321,777 (“the *777 Patent”), titled “Wireless communications system including a

2

wireless device locator and related methods,” after full and fair examination. Plaintiff is the
assignee of all rights, title, and interest in and to the *777 Patent and possesses all rights of recovery
under the °777 Patent, including the right to recover damages for past, present, and future
infringement. On information and belief, Speir (its predecessors and any licensees) complied with
35 U.S.C. § 287 at all relevant times because Speir (its predecessors and any licensees) do not and
did not make, offer for sale, or sell products that practice(d) the 777 Patent. The *777 Patent is
valid and enforceable. A true and correct copy of the *777 Patent is attached hereto as Exhibit 3.
10. On July 27,2010, the United States Patent and Trademark Office issued U.S. Patent
No. 7,765,399 (“the *399 Patent”), titled “Computer architecture for a handheld electronic device,”
after full and fair examination. Plaintiff is the assignee of all rights, title, and interest in and to

the 399 Patent and possesses all rights of recovery under the 399 Patent, including the right to

recover damages for past, present, and future infringement. On information and belief, Speir (its
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predecessors and any licensees) complied with 35 U.S.C. § 287 at all relevant times because Speir
(its predecessors and any licensees) do not and did not make, offer for sale, or sell products that
practice(d) the *399 Patent. The ’399 Patent is valid and enforceable. A true and correct copy of
the *399 Patent is attached hereto as Exhibit 4.

APPLE’S INFRINGEMENT

11.  The allegations provided below are exemplary and without prejudice to Plaintiff’s
infringement contentions provided pursuant to the Court’s scheduling order and local rules.
Plaintiff’s claim construction contentions regarding the meaning and scope of the claim terms will
be provided under the Court’s scheduling order and local rules. As detailed below, each element
of at least one claim of each of the Asserted Patents is literally present in the accused products. To
the extent that any element is not literally present, each such element is present under the doctrine
of equivalents. Plaintiff’s analysis below should not be taken as an admission that the preamble is
limiting. While publicly available information is cited below, Plaintiff may rely on other forms of
evidence to prove infringement, including evidence that is solely in the possession of Apple and/or
third parties.

12. The accused products include at least the following products, as well as products
with reasonably similar functionality. Identification of the accused products will be provided in
plaintiff’s infringement contentions pursuant to the Court’s scheduling order and local rules.
Apple imports into the United States, uses, makes, offers for sale, and sells in the United States
the following products and infringes the asserted claims of the patents-in-suit (the “Accused

Products™):
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e ’780 Patent Accused Products: iPhone 12, iPhone 12 Mini, iPhone 12 Pro, iPhone 12
Pro Max, iPhone 13, iPhone 13 Mini, iPhone 13 Pro, iPhone 13 Pro Max, iPad Pro,
iPad Mini, and any other products with 5G functionality.

e ’779 Patent and *777 Patent Accused Products: iPhone 11, iPhone 11 Pro, iPhone 11
Pro Max, iPhone 12, iPhone 12 Mini, iPhone 12 Pro, iPhone 12 Pro Max, iPhone 13,
iPhone 13 Mini, iPhone 13 Pro, iPhone 13 Pro Max, AirTags, and any other products
with UWB functionality.

e ’399 Patent Accused Products: iPhone 5s and all subsequently released iPhones, iPad
Air and all subsequently released models, and MacBook computers with Touch ID.

COUNT I

INFRINGEMENT OF U.S. PATENT NO. 8,345.780

13.  Plaintiff realleges and incorporates by reference the foregoing paragraphs as if fully
set forth herein.

14.  Apple has been and is now directly infringing the 780 Patent, literally and/or under
the doctrine of equivalents, in violation of 35 U.S.C. § 271(a), including by making, using, selling,
and/or offering for sale in the United States or importing into the United States infringing products,
including at least the Accused Products identified above. The Accused Products satisfy all of the
claim limitations of one or more claims of the *780 Patent, including but not limited to claim 9.

15. Claim 9 of the *780 Patent recites “[a] wireless communications device operable to
communicate with an other wireless communications device via a wireless communications link
having at least one settable link characteristic.” To the extent the preamble is limiting, the Accused
Products each comprise a wireless communications device operable to communicate with an other

wireless communications device via a wireless communications link having at least one settable
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link characteristic. For example, the Accused Products are configured to communicate with base

stations using 5G cellular technology:

See https://www.apple.com/iphone-13/specs/.

16. Claim 9 of the ’780 Patent recites that the “wireless communications device”

comprises “an orthogonal frequency-division multiplexing (OFDM) wireless transceiver.”

The

Accused Products each comprise an orthogonal frequency-division multiplexing (OFDM) wireless

transceiver. For example, 5G uses OFDM in both the uplink and the downlink:

disabled or enabled.

5.1 Waveform, numerology and frame structure

The downlink transmission waveform is conventional OFDM using a cyclic prefix. The uplink transmission waveform
1s conventional OFDM using a cyclic prefix with a transform precoding function performing DFT spreading that can be

Transform
Precoding®

Sub-carrier
Mapping

IFFT

CP Insertion

.

*Oprionally present in UL, not present in DL

Figure 5.1-1: Transmitter block diagram for CP-OFDM with optional DFT-spreading

See 3GPP TS 38.300 V15.13.0.
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See 3GPP TS 38.211 V15.9.0.

17. Claim 9 of the *780 Patent recites “a controller coupled to said wireless transceiver
and configured to store short term and long term historical characteristics of interference.” The
Accused Products each comprise a controller coupled to said wireless transceiver and configured
to store short term and long term historical characteristics of interference. For example, the
controllers in the Accused Products are configured to store short term and long term historical

characteristics of interference:
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See 3GPP TS 38.331 V15.15.0.
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See 3GPP TS 38.331 V15.15.0.

See 3GPP TS 38.331 V15.15.0.

10

10



Case 6:22-cv-00077-ADA Document 8 Filed 03/22/22 Page 11 of 70

See Erik Dahlman et al., 5G NR: The Next Generation Wireless Access Technology, Ch. 8

Abstract (2d Ed. 2018).

See Chris Johnson, 5G New Radio in Bullets, Section 3.7.4. (2019).

See Chris Johnson, 5G New Radio in Bullets, Section 3.7.4. (2019).

See Chris Johnson, 5G New Radio in Bullets, Section 3.7.4. (2019).

See Erik Dahlman et al., 5G NR: The Next Generation Wireless Access Technology, § 8.1.4 (2d

Ed. 2018).

11

11
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See 3GPP TS 38.331 V15.15.0.
18. Claim 9 of the *780 Patent recites that the “controller” is configured to “detect

2

received interference.” The Accused Products each comprise a controller configured to detect
received interference. For example, the Accused Products are configured to receive the channel

state information (“CSI”’) CSI-ReportConfig parameter structure that informs the user equipment

(“UE”) of the channel and interference measurements it should make:

See Chris Johnson, 5G New Radio in Bullets, Section 3.7.4. (2019).

12

12
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See Erik Dahlman et al., 5G NR: The Next Generation Wireless Access Technology, § 8.2 (2d Ed.

2018).

See 3GPP TS 38.331 V15.15.0.

13

13
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See 3GPP TS 38.331 V15.15.0.

See 3GPP TS 38.214 V15.14.0.

See 3GPP TS 38.214 V15.14.0.

14

14
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See 3GPP TS 38.214 V15.14.0.

See 3GPP TS 38.211 V15.9.0.

19. Claim 9 of the *780 Patent recites that the “controller” is configured to “determine
a type of the received interference from among a plurality of interference types comprising
wideband interference, self interference, and narrowband interference based upon comparing at
least one characteristic of a current received signal with the short term and long term historical
characteristics of interference.” The Accused Products each comprise a controller configured to
determine a type of the received interference from among a plurality of interference types
comprising wideband interference, self interference, and narrowband interference based upon

comparing at least one characteristic of a current received signal with the short term and long term

15

15
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historical characteristics of interference. For example, the channel state information — reference
signal (“CSI-RS”) and channel state information — interference measurement (“CSI-IM”) resource
sets may be specified across the entire bandwidth-part or just a part of the bandwidth that the UE

is configured to receive:

See Erik Dahlman et al., 5G NR: The Next Generation Wireless Access Technology, § 8.1.2 (2d

Ed. 2018).

16

16
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See Chris Johnson, 5G New Radio in Bullets, Section 3.7.4. (2019).

See 3GPP TS 38.331 V 15.15.0.

17

17
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See 3GPP TS 38.331 V 15.15.0.

18

18
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See 3GPP TS 38.214 V15.14.0.

19

19
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See 3GPP TS 38.214 V15.14.0.

See 3GPP TS 38.214 V15.14.0.
For example, channel measurements such as CQI are based upon either multiple in time or single

time readings.

20

20
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See 3GPP TS 38.214 §5.2.2.1.

For example, rank indicator (“RI”’) and pre-coding matrix indicator (“PMI”) are also computed

based on SRS measurements.

To select a suitable rank and a corresponding precoder matrix, the network needs
estimates of the channels between the device antenna ports and the corresponding
network receive antennas. To enable this, a device configured for codebook-based
PUSCH would typically be configured for transmission of at least one multi-port
SRS. Based on measurements on the configured SRS, the network can sound the
channel and determine a suitable rank and precoder matrix.

21

21
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See Erik Dahlman et al., 5G NR: The Next Generation Wireless Access Technology, § 11.3.1 (2d
Ed. 2018).

20. Claim 9 of the *780 Patent recites that the “controller” is configured to “set the at
least one settable link characteristic to compensate for the received interference based upon the
interference type.” The Accused Products each comprise a controller configured to set the at least
one settable link characteristic to compensate for the received interference based upon the
interference type. For example, the Accused Products report at least wideband and subband CQI,

wideband and subband PMI, and also RI:

See 3GPP TS 38.214 V.15.14.0 §5.2.1.4.

wideband PMI or subband PMI reporting as configured by the higher layer parameter pmi-Formatindicator.
When wideband PMI reporting is configured, a wideband PMI is reported for the entire CSI reporting band.
When subband PMI reporting is configured. except with 2 antenna ports, a single wideband indication (i7 in
clause 5.2.2.2) is reported for the entire CSI reporting band and one subband indication (i in clause 5.2.2.2) 1s
reported for each subband in the CSI reporting band. When subband PMIs are configured with 2 antenna ports, a
PMI is reported for each subband in the CSI reporting band.

See 3GPP TS 38.214 V.15.14.0 §5.2.1.4.

22

22
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See 3GPP TS 38.214 V.15.14.0.

23

23
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See 3GPP TS 38.212 V15.12.0 §6.3.1.1.2.

21.  Apple also knowingly and intentionally induces infringement of one or more claims
of the 780 Patent in violation of 35 U.S.C. § 271(b). At least as of the filing and service of this
amended complaint, Apple has knowledge of the 780 Patent and the infringing nature of the
Accused Products. For example, Apple obtained knowledge of the 780 Patent at least as of
January 21, 2022 when it was served with the initial complaint. Dkt. No. 6. Despite this
knowledge of the 780 Patent, Apple continues to actively encourage and instruct its customers
and end users (for example, through user manuals and online instruction materials on its website)
to use the Accused Products in ways that directly infringe the 780 Patent, for example by utilizing
the accused 5G functionality on the Accused Products in an infringing manner. See, e.g.,

https://support.apple.com/en-gb/guide/iphone/iph3dd5{213/15.0/i0s/15.0 (Apple iPhone 13 User

Manual — “View or change cellular data settings on iPhone”). Further, Apple advertises to

customers that “[n]Jo one does 5G like iPhone.” https://www.apple.com/iphone-13/. Apple

provides these instructions and online materials to customers and end users knowing and intending
(or with willful blindness to the fact) that its customers and end users will commit these infringing
acts. Apple also continues to make, use, offer for sale, sell, and/or import the Accused Products,
despite its knowledge of the *780 Patent, thereby specifically intending for and inducing its
customers to infringe the 780 Patent through the customers’ normal and customary use of the
Accused Products.

22.  Apple has also infringed, and continues to infringe, one or more claims of the 780
Patent by selling, offering for sale, or importing into the United States, the Accused Products,
knowing that the Accused Products constitute a material part of the inventions claimed in the 780

Patent, are especially made or adapted to infringe the *780 Patent, and are not staple articles or

24

24
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commodities of commerce suitable for non-infringing use (as exemplified by the materials cited
above). At least as of the filing and service of this amended complaint, Apple has knowledge of
the *780 Patent and the infringing nature of the Accused Products. Apple has been, and currently
is, contributorily infringing the *780 Patent in violation of 35 U.S.C. §§ 271(c) and (f).

23. By making, using, offering for sale, selling and/or importing into the United States
the Accused Products, Apple has injured Plaintiff and is liable for infringement of the 780 Patent
pursuant to 35 U.S.C. § 271.

24. As a result of Apple’s direct infringement of the 780 Patent, Plaintiff is entitled to
monetary damages (past, present, and future) in an amount adequate to compensate for Apple’s
infringement, but in no event less than a reasonable royalty for the use made of the invention by
Apple, together with interest and costs as fixed by the Court.

25.  As a result of Apple’s indirect infringement of the *780 Patent (induced and
contributory), Plaintiff is entitled to monetary damages (present and future) in an amount adequate
to compensate for Apple’s infringement, but in no event less than a reasonable royalty for the use
made of the invention by Apple, together with interest and costs as fixed by the Court.

COUNT I

INFRINGEMENT OF U.S. PATENT NO. 7,110,779

26.  Plaintiff realleges and incorporates by reference the foregoing paragraphs as if fully
set forth herein.

27.  Apple has been and is now directly infringing the *779 Patent, literally and/or under
the doctrine of equivalents, in violation of 35 U.S.C. § 271(a), including by making, using, selling,
and/or offering for sale in the United States or importing into the United States infringing products

and systems, including at least the Accused Products identified above. The Accused Products

25

25
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satisfy all of the claim limitations of one or more claims of the *779 Patent, including but not
limited to claim 18.

28. Claim 18 of the 779 Patent recites “[a] wireless device locator for locating a target
wireless communications device having a unique identifier (UID) associated therewith.” To the
extent the preamble is limiting, the Accused Products each comprise a wireless device locator for
locating a target wireless communications device having a unique identifier (UID) associated
therewith. For example, the accused Apple iPhone 13 supports ultra-wideband functionality for

locating a target wireless communications device, such as the Apple AirTag:

See https://www.apple.com/iphone-13/specs/.

See https://www.apple.com/airtag/?afid=p238%7Cs43Yub6bTM-

dc_mtid 1870765e38482 pcrid 573879837530 pgrid 120928559493 &cid=aos-us-kwgo-btb--

slid---product-.

26

26
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29. Claim 18 of the *779 Patent recites “at least one antenna and a transceiver connected
thereto.” The Accused Products comprise at least one antenna and a transceiver connected thereto.

For example, the iPhone 13 comprises at least one antenna and a transceiver:

See https://www.apple.com/iphone-13/specs/.

See https://www.techinsights.com/blog/teardown/apple-iphone-13-pro-teardown.

30. Claim 18 of the *779 Patent recites “a controller for” “cooperating with said
transceiver for transmitting a plurality of location finding signals to the target wireless
communications device, inserting the UID for the target wireless communications device in each
of the location finding signals, and receiving a respective reply signal for each of said location

finding signals generated by the target wireless communications device based upon the UID in the

27

27
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location finding signals.” The Accused Products comprise a controller for cooperating with said
transceiver for transmitting a plurality of location finding signals to the target wireless
communications device, inserting the UID for the target wireless communications device in each
of the location finding signals, and receiving a respective reply signal for each of said location
finding signals generated by the target wireless communications device based upon the UID in the
location finding signals. For example, on information and belief, the iPhone 13 comprises a
controller that cooperates with a transceiver and includes a UID for the target wireless

communications device (such as an Apple AirTag) in location finding signals:

See https://www.apple.com/airtag/?afid=p238%7Cs43Yub6bTM-

dc_mtid 1870765e38482 pcrid 573879837530 pgrid 120928559493 &cid=aos-us-kwgo-btb--

slid---product-.

28

28
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See https://support.apple.com/en-us/HT210967.

29

29
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See IEEE 802.15.4z-2020 - IEEE Standard for Low-Rate Wireless Networks—Amendment 1:
Enhanced Ultra Wideband (UWB) Physical Layers (PHYs) and Associated Ranging Techniques
at Section 7.2.1.

31. Claim 18 of the *779 Patent recites a “controller for” “determining a propagation
delay associated with the transmission of each location finding signal and the respective reply
signal therefor based upon a known device latency of the target wireless communications device.”
The Accused Products comprise a controller for determining a propagation delay associated with
the transmission of each location finding signal and the respective reply signal therefor based upon
a known device latency of the target wireless communications device. For example, the Apple
iPhone 13 comprises a controller for determining a propagation delay associated with the
transmission of each location finding signal and the respective reply signal therefor based upon a

known device latency of the target wireless communications device (such as an Apple AirTag):

30

30
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See https://www.apple.com/airtag/?afid=p238%7Cs43Yub6bTM-

dc_mtid 1870765e38482 pcrid 573879837530 pgrid 120928559493 &cid=aos-us-kwgo-btb--

slid---product-.

See https://support.apple.com/en-us/HT210967.

31

31
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* * *
* * *
32

32
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See IEEE 802.15.4z-2020 - IEEE Standard for Low-Rate Wireless Networks—Amendment 1:
Enhanced Ultra Wideband (UWB) Physical Layers (PHYs) and Associated Ranging Techniques
at Sections 6.9.1.2.2, 6.9.1.2.3.

32. Claim 18 of the *779 Patent recites a “controller for” “estimating a range to the
target wireless communications device based upon a plurality of determined propagation delays.”
The Accused Devices comprise a controller for estimating a range to the target wireless
communications device based upon a plurality of determined propagation delays. For example,

the Apple iPhone 13 comprises a controller for estimating a range to the target wireless

33

33
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communications device (such as an Apple AirTag) based upon a plurality of determined

propagation delays:

See https://www.apple.com/airtag/?afid=p238%7Cs43Yub6bTM-

dc_mtid 1870765e38482 pcrid 573879837530 pgrid 120928559493 &cid=aos-us-kwgo-btb--

slid---product-.

34

34
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See https://support.apple.com/en-us/HT210967.

35

35
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See IEEE 802.15.4z-2020 - IEEE Standard for Low-Rate Wireless Networks—Amendment 1:
Enhanced Ultra Wideband (UWB) Physical Layers (PHYs) and Associated Ranging Techniques
at Section 6.9.1.1.

33.  Apple also knowingly and intentionally induces infringement of one or more claims
of the 779 Patent in violation of 35 U.S.C. § 271(b). At least as of the filing and service of this
amended complaint, Apple has knowledge of the *779 Patent and the infringing nature of the
Accused Products. Despite this knowledge of the ’779 Patent, Apple continues to actively
encourage and instruct its customers and end users (for example, through user manuals and online
instruction materials on its website) to use the Accused Products in ways that directly infringe
the °779 Patent, for example by utilizing the accused ultra-wideband functionality on the Accused

Products in an infringing manner. See, e.g., https://support.apple.com/en-

gb/guide/iphone/ipha779f0c10/15.0/i0s/15.0 (Apple iPhone 13 User Manual — “Locate an AirTag

or other item in Find My on iPhone”); https://support.apple.com/en-us/HT210973 (Apple AirTag

instructions). Further, Apple advertises to its customers and end users that the “Precision Finding”
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mode on an Apple handset utilizes the infringing ultra-wideband technology to locate an Apple

AirTag. See https://support.apple.com/en-gb/HT210967. Apple provides these instructions and

online materials knowing and intending (or with willful blindness to the fact) that its customers
and end users will commit these infringing acts. Apple also continues to make, use, offer for sale,
sell, and/or import the Accused Products, despite its knowledge of the ’779 Patent, thereby
specifically intending for and inducing its customers to infringe the ’779 Patent through the
customers’ normal and customary use of the Accused Products.

34.  Apple has also infringed, and continues to infringe, one or more claims of the 779
Patent by selling, offering for sale, or importing into the United States, the Accused Products,
knowing that the Accused Products constitute a material part of the inventions claimed in the *779
Patent, are especially made or adapted to infringe the 779 Patent, and are not staple articles or
commodities of commerce suitable for non-infringing use (as exemplified by the materials cited
above). At least as of the filing and service of this complaint, Apple has knowledge of the 779
Patent and the infringing nature of the Accused Products. Apple has been, and currently is,
contributorily infringing the *779 Patent in violation of 35 U.S.C. §§ 271(c) and (f).

35. By making, using, offering for sale, selling and/or importing into the United States
the Accused Products, Apple has injured Plaintiff and is liable for infringement of the *779 Patent
pursuant to 35 U.S.C. § 271.

36. As a result of Apple’s direct infringement of the ’779 Patent, Plaintiff is entitled to
monetary damages (past, present, and future) in an amount adequate to compensate for Apple’s
infringement, but in no event less than a reasonable royalty for the use made of the invention by

Apple, together with interest and costs as fixed by the Court.
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37.  As a result of Apple’s indirect infringement of the ’779 Patent (induced and
contributory), Plaintiff is entitled to monetary damages (present and future) in an amount adequate
to compensate for Apple’s infringement, but in no event less than a reasonable royalty for the use
made of the invention by Apple, together with interest and costs as fixed by the Court.

COUNT 11

INFRINGEMENT OF U.S. PATENT NO. 7,321,777

38.  Plaintiff realleges and incorporates by reference the foregoing paragraphs as if fully
set forth herein.

39.  Apple has been and is now directly infringing the *777 Patent, literally and/or under
the doctrine of equivalents, in violation of 35 U.S.C. § 271(a), including by making, using, selling,
and/or offering for sale in the United States or importing into the United States infringing products
and systems, including at least the Accused Products identified above. The Accused Products
satisfy all of the claim limitations of one or more claims of the ’777 Patent, including but not
limited to claim 12.

40. Claim 12 of the 777 Patent recites “[a] wireless device locator for locating a target
wireless communications device.” To the extent the preamble is limiting, the Accused Products
comprise of a wireless device locator for locating a target wireless communications device. For
example, the accused Apple iPhone 13 supports ultra-wideband functionality for locating a target

wireless communications device, such as the Apple AirTag:
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See https://www.apple.com/iphone-13/specs/.

See https://www.apple.com/airtag/?afid=p238%7Cs43Yub6bTM-

dc_mtid 1870765e38482 pcrid 573879837530 pgrid 120928559493 &cid=aos-us-kwgo-btb--

slid---product-.

41. Claim 12 of the *777 Patent recites that the wireless device locator comprises “at
least one antenna and a transceiver connected thereto.” The Accused Products comprise at least
one antenna and a transceiver connected thereto. For example, the Apple iPhone 13 comprises at

least one antenna and a transceiver:
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See https://www.apple.com/iphone-13/specs/.

See https://www.techinsights.com/blog/teardown/apple-iphone-13-pro-teardown.

42. Claim 12 of the ’777 Patent recites “a controller for” “cooperating with said
transceiver for transmitting a plurality of location finding signals to the target wireless
communications device and receiving a respective reply signal therefrom for each of said location
finding signals.” The Accused Products comprise a controller for cooperating with said transceiver
for transmitting a plurality of location finding signals to the target wireless communications device
and receiving a respective reply signal therefrom for each of said location finding signals. For
example, the Apple iPhone 13 comprises a controller that cooperates with a transceiver for

transmitting a plurality of location finding signals to a target wireless communications device (such
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as the Apple AirTag) and receiving a respective reply signal therefrom for each of said location

finding signals:

See https://www.apple.com/airtag/?afid=p238%7Cs43Yub6bTM-

dc_mtid 1870765e38482 pcrid 573879837530 pgrid 120928559493 &cid=aos-us-kwgo-btb--

slid---product-.
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See https://support.apple.com/en-us/HT210967.
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* * *
* * *
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See IEEE 802.15.4z-2020 - IEEE Standard for Low-Rate Wireless Networks—Amendment 1:
Enhanced Ultra Wideband (UWB) Physical Layers (PHYs) and Associated Ranging Techniques
at Sections 6.9.1.2.2, 6.9.1.2.3.

43. Claim 12 of the *777 Patent recites “a controller for” “determining a propagation
delay associated with the transmission of each location finding signal and the respective reply
signal therefor based upon a known device latency of the target wireless communications device.”
The Accused Products comprise a controller for determining a propagation delay associated with
the transmission of each location finding signal and the respective reply signal therefor based upon

a known device latency of the target wireless communications device. For example, the Apple
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iPhone 13 comprises a controller for determining a propagation delay associated with the
transmission of each location finding signal and the respective reply signal therefor based upon a

known device latency of the target wireless communications device (such as an Apple AirTag):

See https://www.apple.com/airtag/?afid=p238%7Cs43Yub6bTM-

dc_mtid 1870765e38482 pcrid 573879837530 pgrid 120928559493 &cid=aos-us-kwgo-btb--

slid---product-.
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See https://support.apple.com/en-us/HT210967.
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* * *
* * *
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See IEEE 802.15.4z-2020 - IEEE Standard for Low-Rate Wireless Networks—Amendment 1:
Enhanced Ultra Wideband (UWB) Physical Layers (PHYs) and Associated Ranging Techniques
at Sections 6.9.1.2.2, 6.9.1.2.3.

44. Claim 12 of the 777 Patent recites “a controller for” “estimating a range to the
target wireless communications device based upon a plurality of determined propagation delays.”
The Accused Products comprise a controller for estimating a range to the target wireless
communications device based upon a plurality of determined propagation delays. For example,

the Apple iPhone 13 comprises a controller for estimating a range to the target wireless
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communications device (such as an Apple AirTag) based upon a plurality of determined

propagation delays:

See https://www.apple.com/airtag/?afid=p238%7Cs43Yub6bTM-

dc_mtid 1870765e38482 pcrid 573879837530 pgrid 120928559493 &cid=aos-us-kwgo-btb--

slid---product-.
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See https://support.apple.com/en-us/HT210967.
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See IEEE 802.15.4z-2020 - IEEE Standard for Low-Rate Wireless Networks—Amendment 1:
Enhanced Ultra Wideband (UWB) Physical Layers (PHYs) and Associated Ranging Techniques
at Section 6.9.1.1.

45.  Apple also knowingly and intentionally induces infringement of one or more claims
of the 777 Patent in violation of 35 U.S.C. § 271(b). At least as of the filing and service of this
amended complaint, Apple has knowledge of the *777 Patent and the infringing nature of the
Accused Products. For example, Apple obtained knowledge of the ’777 Patent at least as of
January 21, 2022 when it was served with the initial complaint. Dkt. No. 6. Despite this
knowledge of the *777 Patent, Apple continues to actively encourage and instruct its customers
and end users (for example, through user manuals and online instruction materials on its website)
to use the Accused Products in ways that directly infringe the *777 Patent, for example by utilizing

the accused ultra-wideband functionality on the Accused Products in an infringing manner. See,

e.g., https://support.apple.com/en-gb/guide/iphone/ipha779f0c10/15.0/i0s/15.0 (Apple iPhone 13

User Manual — “Locate an AirTag or other item in Find My on iPhone”);
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https://support.apple.com/en-us/HT210973 (Apple AirTag instructions).  Further, Apple
advertises to its customers and end users that the “Precision Finding” mode on an Apple handset
utilizes the infringing ultra-wideband technology to locate an Apple AirTag.  See

https://support.apple.com/en-gb/HT210967.  Apple provides these instructions and online

materials knowing and intending (or with willful blindness to the fact) that its customers and end
users will commit these infringing acts. Apple also continues to make, use, offer for sale, sell,
and/or import the Accused Products, despite its knowledge of the 777 Patent, thereby specifically
intending for and inducing its customers to infringe the *777 Patent through the customers’ normal
and customary use of the Accused Products.

46.  Apple has also infringed, and continues to infringe, one or more claims of the *777
Patent by selling, offering for sale, or importing into the United States, the Accused Products,
knowing that the Accused Products constitute a material part of the inventions claimed in the *777
Patent, are especially made or adapted to infringe the 777 Patent, and are not staple articles or
commodities of commerce suitable for non-infringing use (as exemplified by the materials cited
above). At least as of the filing and service of this amended complaint, Apple has knowledge of
the *777 Patent and the infringing nature of the Accused Products. Apple has been, and currently
is, contributorily infringing the *777 Patent in violation of 35 U.S.C. §§ 271(c) and (f).

47. By making, using, offering for sale, selling and/or importing into the United States
the Accused Products, Apple has injured Plaintiff and is liable for infringement of the *777 Patent
pursuant to 35 U.S.C. § 271.

48. As a result of Apple’s direct infringement of the ’777 Patent, Plaintiff is entitled to

monetary damages (past, present, and future) in an amount adequate to compensate for Apple’s
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infringement, but in no event less than a reasonable royalty for the use made of the invention by
Apple, together with interest and costs as fixed by the Court.

49.  As a result of Apple’s indirect infringement of the *777 Patent (induced and
contributory), Plaintiff is entitled to monetary damages (present and future) in an amount adequate
to compensate for Apple’s infringement, but in no event less than a reasonable royalty for the use
made of the invention by Apple, together with interest and costs as fixed by the Court.

COUNT IV

INFRINGEMENT OF U.S. PATENT NO. 7,765.399

50.  Plaintiff realleges and incorporates by reference the foregoing paragraphs as if fully
set forth herein.

51.  Apple has been and is now directly infringing the *399 Patent, literally and/or under
the doctrine of equivalents, in violation of 35 U.S.C. § 271(a), including by making, using, selling,
and/or offering for sale in the United States or importing into the United States infringing products,
including at least the Accused Products identified above. The Accused Products satisfy all of the
claim limitations of one or more claims of the 399 Patent, including but not limited to claim 1.

52. Claim 1 of the ’399 Patent recites “[a] computer system, comprising: a portable
mobile computing device including a secure user processor, a non-secure User processor, a
communications transceiver, and a cryptographic engine.” The Accused Products comprise a
computer system comprising a portable mobile computing device including a secure user
processor, a non-secure user processor, a communications transceiver, and a cryptographic engine.
For example, the iPhone 13 is a computer system comprising a portable mobile computing device
that includes a secure user processor, a non-secure user processor, a communications transceiver,

and a cryptographic engine:
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See https://www.apple.com/iphone-13/specs/.

See https://www.techinsights.com/blog/teardown/apple-iphone-13-pro-teardown.
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See https://support.apple.com/en-gb/guide/security/sec59b0b3 1 ff/web.

9% ¢

53. Claim 1 recites “said secure user processor comprising” “a trusted microprocessor,
a trusted operating system executing on said trusted microprocessor, and a trusted application
software executing on said trusted microprocessor.” The Accused Products comprise a secure user
processor comprising a trusted microprocessor, a trusted operating system executing on said
trusted microprocessor, and a trusted application software executing on said trusted
microprocessor. For example, the iPhone 13 contains a Secure Enclave Processor with a trusted

microprocessor, a trusted operating system executing on the trusted microprocessor, and a trusted

application software executing on the trusted microprocessor:
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See https://support.apple.com/en-gb/guide/security/sec59b0b3 1 ff/web.

2 ¢

54. Claim 1 recites “said non-secure user processor comprising” “an untrusted
microprocessor, an untrusted operating system executing on said untrusted microprocessor, and an
untrusted application software executing on said untrusted microprocessor.” The Accused
Products comprise a non-secure user processor comprising an untrusted microprocessor, an
untrusted operating system executing on said untrusted microprocessor, and an untrusted
application software executing on said untrusted microprocessor. For example, the iPhone 13
comprises an Application Processor comprising an untrusted microprocessor, an untrusted

operating system executing on the untrusted microprocessor, and untrusted application software

executing on the untrusted microprocessor:
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See https://www.techinsights.com/blog/teardown/apple-iphone-13-pro-teardown.

See https://support.apple.com/en-gb/guide/security/sec59b0b3 1 ff/web.
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See https://www.apple.com/ios/ios-15/.

55. Claim 1 recites “said cryptographic engine configured for encrypting any data
communicated from said secure user processor to said non-secure user processor, comprising” “a
trusted cryptographic processor, and a trusted operating system executing on said trusted
cryptographic processor.” The Accused Products comprise a cryptographic engine configured for
encrypting data communicated from said secure user processor to said non-secure user processor,
comprising a trusted cryptographic processor and a trusted operating system executing on the

trusted cryptographic processor. For example, the iPhone 13 contains a Secure Enclave AES

Engine and a trusted operating system:
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See https://support.apple.com/en-gb/guide/security/sec59b0b3 1 ff/web.

56. Claim 1 recites “a first data communication link communicating data between said

2

secure processor and said cryptographic engine.” The Accused Products comprise a first data
communication link communicating data between said secure processor and said cryptographic
engine. For example, the iPhone 13 contains a Secure Enclave Processor that contains a data

communication link that communicates data between the Secure Enclave Processor to the AES

Engine:
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See https://support.apple.com/en-gb/guide/security/sec59b0b3 1 ff/web.

57. Claim 1 recites “a second data communication link communicating data between
said non-secure processor and said cryptographic engine.” The Accused Products comprise a
second data communication link communicating data between said non-secure processor and said
cryptographic engine. For example, the iPhone 13 contains a data communication link between

the Application Processor and the Secure Enclave AES Engine:
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See https://support.apple.com/en-gb/guide/security/sec59b0b3 1 ff/web.

58. Claim 1 recites “a secure human/machine interface configured for enabling bi-
directional communication of classified information exclusively between a user and said secure

2

user processor.” The Accused Products comprise a secure human/machine interface configured

for enabling bi-directional communication of classified information exclusively between a user
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and said secure user processor. For example, the iPhone 13 contains FacelD, which enables bi-
directional communication of classified information exclusively between a user and the Secure
Enclave Processor. For example, other Accused Products contain TouchID, which enables bi-
directional communication of classified information between a user and the Secure Enclave

Processor.

See https://support.apple.com/en-in/guide/security/sec067eb0c9e/web.

59. Claim 1 recites “a non-secure human/machine interface distinct from said secure
human/machine interface and configured for enabling bi-directional communication of
unclassified information exclusively between said user and said non-secure user processor.” The
Accused Products comprise a non-secure human/machine interface distinct from said secure
human/machine interface and configured for enabling bi-directional communication of
unclassified information exclusively between said user and said non-secure user processor. For

example, the iPhone 13 contains a touchscreen and related software/hardware that enables bi-
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directional communication of unclassified information between the user and the Application

Processor:

See https://support.apple.com/en-gb/guide/security/sec59b0b3 1 ff/web.

See https://www.apple.com/iphone-13/.
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See https://www.apple.com/iphone-13/specs/.

60.  Claim 1 recites “wherein said communications transceiver is operatively coupled
to said non-secure user processor and configured for communicating data external to said portable
mobile computing device.” The Accused Products comprise a communication transceiver that is
operatively coupled to said non-secure user processor and configured for communicating data
external to said portable mobile computing device. For example, the iPhone 13 comprises a
communication transceiver operatively coupled to the Application Processor and configured for

communicating data to other devices:
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See https://www.techinsights.com/blog/teardown/apple-iphone-13-pro-teardown.

61.  Apple also knowingly and intentionally induces infringement of one or more claims
of the *399 Patent in violation of 35 U.S.C. § 271(b). At least as of the filing and service of this
amended complaint, Apple has knowledge of the 399 Patent and the infringing nature of the
Accused Products. Despite this knowledge of the 399 Patent, Apple continues to actively
encourage and instruct its customers and end users (for example, through user manuals and online
instruction materials on its website) to use the Accused Products in ways that directly infringe
the ’399 Patent, for example by utilizing the Secure Enclave Processor on the Accused Products

in an infringing manner. See, eg., https://support.apple.com/en-

gb/guide/security/sec59b0b3 1{f/web  (Apple Platform  Security — Secure Enclave);

https://support.apple.com/en-gb/guide/iphone/ipha779f0c10/15.0/i0s/15.0 (Apple iPhone 13 User

Manual — “Use the built-in security and privacy protection of iPhone”). Further, Apple advertises
to its customers and end users that the iPhone 13 uses the Application Processor and Secure
Enclave Processor for an enhanced user experience that also protects personal information. See,

e.g., https://www.apple.com/iphone-13/. Apple further advertises and instructs its users on using

TouchID and FacelD. See, eg., https://support.apple.com/en-
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in/guide/security/secc5227ff3c/1/web/1 (“Uses for Touch ID and Face ID”). Apple provides these
instructions and online materials knowing and intending (or with willful blindness to the fact) that
its customers and end users will commit these infringing acts. Apple also continues to make, use,
offer for sale, sell, and/or import the Accused Products, despite its knowledge of the 399 Patent,
thereby specifically intending for and inducing its customers to infringe the *399 Patent through
the customers’ normal and customary use of the Accused Products.

62.  Apple has also infringed, and continues to infringe, one or more claims of the *399
Patent by selling, offering for sale, or importing into the United States, the Accused Products,
knowing that the Accused Products constitute a material part of the inventions claimed in the *399
Patent, are especially made or adapted to infringe the *399 Patent, and are not staple articles or
commodities of commerce suitable for non-infringing use (as exemplified by the materials cited
above). At least as of the filing and service of this amended complaint, Apple has knowledge of
the 399 Patent and the infringing nature of the Accused Products. Apple has been, and currently
is, contributorily infringing the *399 Patent in violation of 35 U.S.C. §§ 271(c) and (f).

63. By making, using, offering for sale, selling and/or importing into the United States
the Accused Products, Apple has injured Plaintiff and is liable for infringement of the >399 Patent
pursuant to 35 U.S.C. § 271.

64. As a result of Apple’s direct infringement of the *399 Patent, Plaintiff is entitled to
monetary damages (past, present, and future) in an amount adequate to compensate for Apple’s
infringement, but in no event less than a reasonable royalty for the use made of the invention by
Apple, together with interest and costs as fixed by the Court.

65.  As a result of Apple’s indirect infringement of the 399 Patent (induced and

contributory), Plaintiff is entitled to monetary damages (present and future) in an amount adequate
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to compensate for Apple’s infringement, but in no event less than a reasonable royalty for the use
made of the invention by Apple, together with interest and costs as fixed by the Court.

PRAYER FOR RELIEF

WHEREFORE, Plaintiff respectfully requests that this Court enter:

a. A judgment in favor of Plaintiff that Apple has infringed, either literally and/or
under the doctrine of equivalents, the *780, *779, *777, and *399 Patents;

b. A judgment and order requiring Apple to pay Plaintiff its damages (past, present,
and future), costs, expenses, and pre-judgment and post-judgment interest for Apple’s
infringement of the *780, *779, *777, and *399 Patents;

c. A judgment and order requiring Apple to pay Plaintiff compulsory ongoing
licensing fees, as determined by the Court in equity.

d. A judgment and order requiring Apple to provide an accounting and to pay
supplemental damages to Plaintiff, including without limitation, pre-judgment and post-judgment
interest and compensation for infringing products released after the filing of this case that are not
colorably different from the accused products;

€. A judgment and order finding that this is an exceptional case within the meaning
of 35 U.S.C. § 285 and awarding to Plaintiff its reasonable attorneys’ fees against Apple; and

f. Any and all other relief as the Court may deem appropriate and just under the
circumstances.

DEMAND FOR JURY TRIAL

Plaintiff, under Rule 38 of the Federal Rules of Civil Procedure, requests a trial by jury of

any issues so triable by right.
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Dated: March 22, 2022

Respectfully submitted,

/s/Brett Cooper

Brett E. Cooper (NY SBN 4011011) (Lead
Counsel)

beooper@raklaw.com

Reza Mirzaie (CA SBN 246953)
rmirzaie(@raklaw.com

Marc A. Fenster (CA SBN 181067)
mfenster@raklaw.com

Seth Hasenour (TX SBN 24059910)
shasenour@raklaw.com

Drew B. Hollander (NY SBN 5378096)
dhollander@raklaw.com

RUSS AUGUST & KABAT
12424 Wilshire Blvd. 12th Floor
Los Angeles, CA 90025

Phone: (310) 826-7474
Facsimile: (310) 826-6991

Attorneys for Plaintiff Speir Technologies
Limited
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CERTIFICATE OF SERVICE

I hereby certify that all counsel of record are being served with a copy of the foregoing

document via the Court’s CM/ECF system on March 22, 2022

/s/ Brett E. Cooper
Brett E. Cooper
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WIRELESS COMMUNICATION SYSTEM
COMPENSATING FOR INTERFERENCE AND
RELATED METHODS

FIELD OF THE INVENTION

The present invention relates to the field of communica-
tions, and, more particularly, to interference compensation
and related methods.

BACKGROUND OF THE INVENTION

As wireless communications has become prevalent in soci-
ety, it is not uncommon for two wireless communications
devices to interfere with the operation of each other when
operating within transmission range of each other. Indeed,
this type of interference has become more frequent with
increasing wireless connectivity permeating society, such as,
cellular phones and mobile email devices. For example, when
IEEE 802.11b (WiFi) wireless devices, for example, laptop
computers, became readily available to the home consumer,
“cordless” home telephones were capable of rendering the
WiFi devices inoperable due to interference.

Interference is typically categorized into two types: nar-
rowband interference and wideband interference. Narrow-
band interference includes forms of interference that are con-
centrated around a relatively small frequency bandwidth.
Several common approaches to compensating for narrow-
band interference may include, for example, forward error
correction (FEC), baseband coding (FHSS/DSSS spread
spectrum), diversity in frequency and/or time, and signal
cancellation.

Differently, wideband interference includes forms of inter-
ference that are spread out across a relatively large frequency
bandwidth. Several common approaches to compensating for
wideband interference may include, for example, FEC, adap-
tive data rate (modulation and channel bandwidth), adaptive
power control, diversity in frequency and/or timer and signal
cancellation.

Another common type of interference is self interference.
Common causes of self interference may include, for
example, collocation or frequency reuse. In particular, collo-
cation may be caused by two wireless communication sys-
tems being deployed too closely together while frequency
reuse may be caused by two wireless communication systems
using the same frequency band/channel. Several approaches
to compensating for self interference, which are available
during planning and development stages of wireless commu-
nication systems, include, for example, installation (isolation
between antennas), frequency planning, antenna pattern
manipulation, synchronization of transmitters, and filtering
(duplexing).

Although interference is commonly generated inadvert-
ently, another frequent source may be intentionally created by
an unauthorized user, e.g. a jammer. Indeed, similar to the
cordless home telephone, the unauthorized user may render a
wireless communication system inoperable or may reduce the
effectiveness, for example, capacity, of the wireless commu-
nication system.

Regardless of the source, there is a desire to reduce the
effect of interference in communications. For example, high
spectral efficiency wireless communications devices, for
example, an RF-7800W-0OU440, as available from the Harris
Corporation of Melbourne, Fla., the assignee of the present
application, use high signal-to-noise ratio transmissions and
may be susceptible to interference.
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An approach to interference in wireless communication
systems may be interference compensation. For example,
frequency diversity may used to compensate for the interfer-
ence by adjusting the operating frequency of the wireless
communications device to a frequency free of the interfer-
ence. Another approach to interference compensation is spa-
tial diversity using a plurality of antennas. In this approach,
the undesired interference is canceled out using the time
shifted variants received at each antenna.

Another approach to interference compensation is dis-
closed in U.S. Pat. No. 6,115,409 to Upadhyay et al. This
system includes an array of antennas for spatial diversity. The
system uses the spatial diversity to cancel out the interference.
Moreover, the system uses spatial and temporal filters to
cancel out wideband and narrowband interference in the
antenna array.

Another approach to interference compensation is dis-
closed in U.S. Pat. No. 7,039,417 to Lyle et al. The system of
Lyle et al. cycles through available channels and evaluates the
presence of interference on each channel. The system may
also determine the type of electronic device causing the inter-
ference, i.e. a cell phone or a microwave. The system assigns
a quality-of-service parameter for the channel and moves on
to the next channel. Using the table of service parameters for
each available channel, the system may select a channel that
is interference free or subject to low levels of interference. In
other words, this system uses frequency diversity to compen-
sate for interference.

SUMMARY OF THE INVENTION

In view of the foregoing background, it is therefore an
object of the present invention to provide effective interfer-
ence compensation.

This and other objects, features, and advantages in accor-
dance with the present invention are provided by a wireless
communication system comprising first and second wireless
communications devices communicating with one another
via a wireless communications link having at least one set-
table link characteristic. The first and second wireless com-
munications devices may include respective first and second
orthogonal frequency-division multiplexing (OFDM) wire-
less transceivers and respective first and second controllers
coupled thereto. The first controller may be for detecting
received interference, for determining a type of the received
interference from among a plurality of interference types
comprising wideband interference and narrowband interfer-
ence, and for setting the at least one settable link character-
istic to compensate for the received interference based upon
the interference type. Advantageously, the wireless commu-
nication system may provide efficient interference compen-
sation based upon the interference type.

The plurality of interference types may further include self
interference. Moreover, the first controller may detect the
received interference based upon a comparison of a current
received signal to at least one prior received signal. The first
controller may also repeat the detecting, determining, and
setting.

More particularly, the at least one settable link character-
istic may comprise at least one receive processing character-
istic. The at least one settable link characteristic may com-
prise at least one transmit processing characteristic. In some
embodiments, the first controller may cooperate with the
second controller to set the at least one transmit processing
characteristic.

Further, the first controller may generate an interference
map of the received interference onto OFDM cells. The first
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controller may set the at least one settable link characteristic
based upon the interference map.

The first controller may determine the interference type
based upon at least one of fade characteristics, noise charac-
teristics, and path characteristics. For example, the at least
one settable link characteristic may comprise at least one of
transmission power, frequency diversity, time diversity,
modulation, forward error correction (FEC), channel band-
width, and adaptive filtering.

Another aspect is directed to a method for compensating
interference in a wireless communication system comprising
first and second OFDM wireless communications devices
communicating with one another via a wireless communica-
tions link having at least one settable link characteristic. The
method may comprise detecting received interference, deter-
mining a type of the interference from among a plurality of
interference types comprising wideband interference and nar-
rowband interference, and setting the at least one settable link
characteristic to compensate for the interference based upon
the interference type.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic diagram of the wireless communica-
tion system according to the present invention.

FIG. 2 is a flowchart of a method for compensating inter-
ference in the wireless communication system of FIG. 1.

FIG. 3 is a block diagram for an embodiment of the detec-
tion of interference according to the present invention.

FIG. 4 is a block diagram for an embodiment of the gen-
eration of an interference map according to the present inven-
tion.

FIG. 5 is a block diagram for an embodiment of the nar-
rowband adaptive filtering according to the present invention.

FIG. 6 is a more detailed schematic block diagram of the
controller of FIG. 1.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

The present invention will now be described more fully
hereinafter with reference to the accompanying drawings, in
which preferred embodiments of the invention are shown.
This invention may, however, be embodied in many different
forms and should not be construed as limited to the embodi-
ments set forth herein. Rather, these embodiments are pro-
vided so that this disclosure will be thorough and complete,
and will fully convey the scope of the invention to those
skilled in the art. Like numbers refer to like elements through-
out.

Referring initially to FIGS. 1-2, a wireless communication
system 20 illustratively includes first 21 and second 25 wire-
less communications devices. Additionally, the wireless com-
munication system 20 may include more than two wireless
communications devices and/or a wireless base station. Alter-
natively, the wireless communication system 20 may include
only one wireless communications device and a wireless base
station. The first 21 and second 25 wireless communications
devices illustratively communicate with one another via a
wireless communications link having a plurality of settable
link characteristics. For example, the settable link character-
istics include at least one of transmission power, frequency
diversity, time diversity, modulation, forward error correction
(FEC), channel bandwidth, and adaptive filtering.

The first and second wireless communications devices 21,
25 illustratively include first and second wireless transceivers
23, 27, respective first and second controllers 22, 26 coupled
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to the wireless transceivers, and respective first and second
antennas 24, 30 coupled to the wireless transceivers. The first
and second wireless transceivers 23, 27 illustratively com-
prise respective first and second orthogonal frequency-divi-
sion multiplexing (OFDM) transceivers.

The method for compensating interference 284-28¢ in the
wireless communication system 20 begins at Block 32, the
first wireless communications device 21 receives a transmis-
sion from the second wireless communications device 25 at
Block 34. Illustratively, the transmission from the first wire-
less communications device 21 to the second wireless com-
munications device 25 is problem free (shown with solid
line). Differently, the return transmission is subject to inter-
ference 28a-28¢ from an unknown source (shown with
dashed line). At decision Block 36, the first controller 22
illustratively detects whether there is any received interfer-
ence 28a-28c¢. The first controller 22 may detect the received
interference 28a-28¢ based upon a comparison of a current
received signal to at least one prior received signal.

More specifically, the first controller 22 may store data
associated with past performance of the received signal and
compare the current received signal with the stored data to
determine whether there is any received interference 28a-
28c. Ifno interference 28a-28¢ with the return transmission is
detected, the first wireless communications device 21 makes
no adjustments and returns to Block 34 to continue to receive
the return transmission and transmit any remaining data.

Referring briefly and additionally to FIG. 3, a diagram 50
shows the first controller 22 detecting the interference 28a-
28¢ by at least performing interference parameter estimation.
This includes monitoring 51 bit-error rate (BER), signal-to-
noise and distortion ratio, and packet retransmission charac-
teristics. These parameters are monitored and compared with
history 52 of received signals. The history is broken into short
term (seconds) 53, medium term (hours/days) 54, and long
term (weeks/months) 55 statistics. The comparison of link
performance parameters with historical data allows the algo-
rithm to advantageously determine the cause of the degrada-
tion in link performance, i.e. is it a short term fade or truly
interference.

Referring again to FIGS. 1-2, if interference 28a-28c¢ is
detected, the method moves to Block 40 where the first con-
troller 22 determines a type of the interference from among a
plurality of interference types comprising narrowband inter-
ference 28a, wideband interference 285, and self interference
28c. The first controller 22 determines the relative bandwidth
of the interferer to the operating channel. More specifically,
the first controller 22 determines the interference type based
upon at least one of fade characteristics (flat or frequency
selective), noise characteristics (wideband or narrowband),
and path characteristics (line-of-sight or multipath).

For example, measurements made as part of the detection
portion of the algorithm may be categorized into regions that
map into modulation and FEC parameter selections. For
interference-avoidance methods, bandwidth determination
may often be adequate. In an interference-avoidance aproach,
the interference is detected then communications are con-
ducted in regions or zones free from or with minimal inter-
ference.

Interference coexistence approaches subdivide in two cat-
egories: transmit parameters, such as, modulation type for
FEC parameters; and reception processing, such as, adaptive
filtering, demodulation decision-region adjustment, or turbo-
code transition-probability adjustment.

For interference coexistence methods, the detection
schemes may be augmented to become estimation processes
to allow for more effective optimization. More parameters
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may be measured; consequently, this may lead to other cat-
egorizations. Also, a monitoring process may be imple-
mented with the algorithm method to adaptively adjust these
regions based on effectiveness, based upon a closed-loop
process to ensure convergence and stability. Advantageously,
probability of success (or equivalently minimized BER) is
increased.

Several techniques may be used to accomplish this. The
first technique may include scanning a sample of the available
channels. The receiver scans the designated operating chan-
nels and records the noise floor on each one. A map is created
to determine the extent of the interfering source. In the event
that the interference appears to be isolated to a small portion
of the band, further scans using a smaller step size may be
initiated to refine the breadth of the interfering source.

The second technique involves changing the operating
channel bandwidth. This may apply to links that are using the
20 MHz or 40 MHz bandwidth setting. The categorization
algorithm may monitor the noise floor on the channel at the
wider and narrower bandwidths. If the bandwidth is reduced
by one half but the noise floor remains constant, then the
interferer is narrower than the channel bandwidth. If the noise
floor is reduced by one half, then the interferer is wider than
the channel bandwidth.

The third technique uses signal processing centered on the
Fourier transform associated with the OFDM. The bandwidth
of the interferer can be determined through analysis of the
spectral components, shown in a diagram 60 of FIG. 4. The
method for spectral mapping beings by making assumptions
about the coherence time of the channel 61. The OFDM map
is then subdivided 62 into groups. Subsequently, a selected
group of subcarriers has their emission suspended 63. The
fast Fourier transform (FFT/IFFT) is then performed 64 to
provide a subcarrier map 65. The spectral power in use and
idle ranges are calculated 66. Lastly, subcarrier allocation/
usage is transmitted 67 to all users.

Referring again to FIGS. 1-2, at Block 42, the first control-
ler 22 sets the settable link characteristics to compensate for
the interference based upon the interference type. The set-
table link characteristics may comprise at least one receive
processing characteristic and/or at least one transmit process-
ing characteristic. The first controller 22 illustratively coop-
erates with the second controller 26 to set the at least one
transmit processing characteristic. In some embodiments, the
first controller 22 may independently set the transmit process-
ing characteristic.

The first controller 22 may selectively set the settable link
characteristics. In other words, the first controller 22 applies
a “recipe” of interference compensation to communications,
the recipe being based upon the type of interference detected
and a pre-existing priority based algorithm. The following
lists give the priority of application for settable link charac-
teristics for narrowband and wideband interferers.
Narrowband Compensation
1. Adaptive power control
2. Narrowband adaptive filtering
3. Adaptive waveform
4. Adaptive channel bandwidth
5. Diversity in Frequency—change operating frequency
Wideband Compensation:

1. Adaptive power control

2. Adaptive guard band—use Spectral Map, subcarrier allo-
cation information to deactivate subcarrier

3. Narrowband adaptive filtering

4. Adaptive waveform

5. Adaptive channel bandwidth
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6. Diversity in Frequency—change operating frequency
7. Diversity in Time

a. Change OFDM symbol time

b. Change OFDM symbol duration for cyclic extension
Flexibility to distribute the algorithms, providing enhanced
monitoring and more direct compensation to the signal itself,
may give better results.

Adaptive power control may permit the first and second
wireless communications devices 21, 25 to negotiate transmit
power based upon transmission characteristics. By enabling
the increase of transmit power to overcome interference
sources, it is possible to burn through the interference and
therefore increase the signal-to-noise/interference ratio. This
method of compensation may be simple and efficient, and
should be used as a first line of defense, being noted as the first
priority in both compensation method lists above. It is also
applicable to narrow and wideband interference 28a-28b
sources but not for collocation issues.

Frequency diversity techniques compensate for the inter-
ference by changing the operating frequency. This includes
techniques, such as, intelligent channel selection where a
radio scans its available spectrum and moves to a clean fre-
quency. This technique can be effective at maintaining the
data throughput but can require frequency coordination
between the first and second wireless communications
devices 21, 25.

Diversity in time can be an effective technique for packet
based systems that are receiving interference from a pulsed
source. By modifying the frame timing, it may be possible to
align the pulsed interference to be out of sequence with the
desired transmission between the first and second wireless
communications devices 21, 25. This may be effective in
point-to-multipoint mode where a master can choose the
point in time that it uses to transmit to any particular slave
(avoiding local interference at the slave).

Adaptive waveform (modulation and FEC) may be adapted
based on the amount and type of interference 28a-28c¢. This
includes changing the modulation type and/or the FEC rate to
change the required signal-to-noise ratio of the system. The
appropriate waveform for any specific type of interference
28a-28¢ is dependent on the amount and type of interference
that is present. It may be helpful to recognize the type of
interference 28a-28¢ when using an adaptive waveform tech-
nique. There can be significant differences in system perfor-
mance that result from matching the correct waveform with
the interference 28a-28c. For instance, the process gain that
results from different error correction techniques is depen-
dent on the cause of the errors (Reed-Solomon works better
for burst errors and convolutional coding works better for
random errors). Therefore, it may be helpful to tailor the
adaptive waveform algorithm to the type of interference 28a-
28c.

In addition to changing the waveform (described above),
the channel bandwidth can also be changed to compensate for
interference 28a-28¢. If the interfering source is wideband,
the interferer will appear to be more like Gaussian noise and
narrowing the channel bandwidth will reduce the noise within
the channel. This improves the overall signal-to-noise ratio by
sacrificing channel throughput. However, the opposite may
be true for narrowband interferers. If the bandwidth of the
interferer is narrower than the channel bandwidth, narrowing
the channel bandwidth will result in a higher level of inter-
ference 28a-28¢ within the receiver. Therefore, it may be
helpful that the interference 284-28¢ be characterized before
an interference compensation technique is chosen.

Spatial diversity for signal cancellation or the use of mul-
tiple antennas (MIMO) may create an opportunity to use
active cancellation to compensate for interference 28a-28c.
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The theory behind MIMO is that the multiple antennas
receive time shifted versions of a desired and undesired sig-
nal. Signal processing is then used to shift the desired signal
into phase alignment and the undesired signal out of phase
alignment (180 degrees out of phase). This shift in the phase
of the signal may result in an improvement in desired signal
power and a significant reduction in undesired signal power,
therefore improving the overall signal-to-interference ratio.
The use of spatial diversity for signal cancellation may not
affect the data throughput of the channel and this method
should be considered to be one of the primary interference
mitigation methods for both wideband 285 and narrowband
interference 28a.

Null steering can also be used as an interference mitigation
technique. This method uses the capability of detecting the
direction of arrival for the received interference 28a-28c.
Once the azimuth is determined, a null in the antenna pattern
can be steered in the direction of the interfering source. This
method works for both wideband and narrowband interferers
and adaptive and fixed antenna patterns. However, it does
uses either a mechanical or electronically steered antenna.
Advantageously, significant reductions in interference power
can be achieved using this method.

Referring again to FIGS. 1-2, at decision Block 44, the first
controller 22 may optionally repeat the detecting, determin-
ing, and setting by returning to Block 34. In other words, the
first controller 22 may apply its interference compensation
algorithm iteratively. If the received signal does not return to
a historical state indicative of interference free transmission,
the method returns to Block 34 and the setting of settable link
characteristics at Block 42 is adjusted appropriately, i.e. feed-
back analysis. If'the received signal returns to normal histori-
cal performance, the method ends at Block 46.

In the embodiments where the first and second wireless
communications devices 21, 25 include OFDM transceivers,
the first controller 22 generates an interference map of the
received interference 28a-28¢ onto OFDM cells. Moreover,
the first controller 22 sets the settable link characteristics
based upon the interference map.

Referring to FIG. 5, a detailed and exemplary illustration of
the algorithm for interference compensation is illustrated.
Narrowband adaptive filtering (diagram 70) includes dividing
the dividing the interference into wideband (from other wide-
band OFDM spectrum users) 71 and narrowband 72. The
wideband interference is represented 73 as a plurality of
stochastic narrowband interferers. A Kalman filter is then
applied 74. The subcarrier allocation/usage information is
then used 75 in the decision making process.

Referring specifically to FIGS. 1 and 6, the first controller
22 illustratively includes an enhanced interference mitigation
(EIM) module 101, a media access control (MAC) module
102 coupled to the EIM module, and a physical layer (PHY)
module 105 coupled to the EIM module and MAC module.
The MAC module 102 includes a network flows block 103
and scheduling block 104 coupled to each other.

The EIM module 101 may execute the EIM algorithms and
uses available detection data to build a map of the OFDM
cells. This map is provided as input to the scheduling block
104 for informing what FEC and modulation can be used for
each zone. As will be appreciated by those skilled in the art,
the zone sizes and shapes may be implementation-dependent.
Zone types that could span the space from a fixed zone with
single symbol duration across subcarriers to a more flexible
zone assignment scheme where each symbol duration/sub-
channel could be assigned a maximum permissible FEC/
modulation setting.
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The EIM module 101 may request the scheduling block
104 to schedule zones free of transmissions to be used for
measurements. The EIM module 101 can vary in sophistica-
tion from simply detecting interference levels and recom-
mending frequency switches to highly complex Kalman or
H-infinity tracking algorithms, for example.

The network flows block 103 is the source and sink for data
referred to as “service flows” or that use the MAC module
102. Quality-of-Service (QoS) and other factors may estab-
lish the priority of each flow. The network flows block 103
uses available information from the PHY module 105 based
algorithms to determine a good performance metric for a
given interference environment. This metric may comprise,
for example, a priority-weighted aggregate flow rate through
a node.

The scheduling block 104 uses the data from the EIM
module 101 along with the network flows requested data rates
and associated priorities to schedule data transmission and
reception. The data is placed into zones using the EIM maps
to optimize the aggregate priority-weighted flow rate. Fur-
ther, special modes, such as, mesh and coordinating with
other nodes in own network, can be performed here, requiring
a level of distributed scheduling.

The PHY module 105 includes a detection block 106 for
determining if interference 28a-28¢ exists in the received
signal and measuring the amount of energy in a specified
OFDM cell. The detection block 106 is for zones that have
been designated to be free of transmission so that all the
detected energy is from interfering sources. This type of block
can also make use of cells that include pilot tones to make
signal-to-interference measurements since the signal struc-
ture of the pilot is known. The detection block 106 processing
can vary in complexity from simple power measurement to
more complex signal-processing code—for the pilot carrier
cells and for characterizing the signal for cases where knowl-
edge of signal structure will help with more effective com-
pensation.

The PHY module 105 illustratively includes a difference
detection block 107 for performing signal-to-interference
measurements. The difference detection block 107 includes
stored algorithms that can use detected signal and FEC data to
reconstruct the signal of interest and effectively subtract it
from the raw signal to generate signal-to-interference esti-
mates for any specified cell.

The PHY module 105 illustratively includes a FEC block
110 for performing the error correction encoding and decod-
ing. Overall, the FEC block 110 contributes to EIM by includ-
ing a large number of algorithms and settings to allow finer
compensation granularity. The FEC block 110 interfaces with
the difference detection block 107 by including a wider range
of algorithms to increases the observability compared to the
difference detection block described above. For example, if
the algorithms determine exact errors bits and soft error val-
ues or certainties, then that can be used to better characterize
the interference 284-28c.

The PHY module 105 illustratively includes a symbol
detection and mapping (SDM) block 113 that is similar to the
FEC block 110 except modulations and detection algorithms
are used in place of error-correcting code. The PHY module
105 also illustratively includes an OFDM block 114 for inter-
facing with the EIM module 101 by providing the number of
frequency bandwidths, carrier spacing, and FFT sizes it sup-
ports.

The PHY module 105 illustratively includes an Rx filter
block 116 for filtering the signal and compensating for the
effects of the interference 28a-28¢. This block may be pro-
grammed for zone and anticipated reception. The PHY mod-
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ule 105 illustratively includes a Tx filter block 117 for filter-
ing that compensates for the effects of the interference 28a-
28c¢ by applying an inverse matched filter, for example. The
Tx filter block 117 may be programmed for zone and antici-
pated reception.

The PHY module 105 illustratively includes a Zone Sched-
ule Control (ZSC) block 112 for providing an increase in the
ability to compensate based on increased flexibility that can
be used to place service flow data in zones. The PHY module
105 illustratively includes a analog-to-digital converter 115
feeding into the Rx filter block 116, and a digital-to-analog
converter 118 receiving the output of the Tx filter block 117.

This exemplary algorithm may be applied to narrowband
and wideband interference 284-285. The wireless communi-
cation system 20 may associate narrowband interference with
the following characteristics: OFDM synchronization and
frame detection are intermittent. The subcarrier interference
may be associated with a single subcarrier or with groups
thereof. The known data symbols in the preamble and pilots
are continuously correlated with stored/delayed versions of
each other.

The wireless communication system 20 may then filter
narrowband interference 28a adaptively by at least combin-
ing subcarrier allocation/usage information with narrowband
filtering carried out in existing FFT/IFFT processing. The
interference 28a-28¢ may be suppressed before the preamble
is fed into the correlation module. When the frequency offset
is less than 1% of subcarrier spacing, then it is accurate
enough to maintain orthogonality of the OFDM signals.

Wideband interference 285 may be detected when interfer-
ence is caused by WiFi wireless devices or other wideband
systems operating in the operating spectrum of the wireless
communication system 20. The side lobes of the sinc-shaped
spectra on each subcarrier interfere with subcarriers in use by
other systems. The subcarriers in use by the other systems
may not be orthogonal with the wireless communication sys-
tem 20. Power control information may be used, for example,
mean interference power difference being large (several per-
centage points) between subcarriers with and without inter-
ference 28a-28¢. An adaptive guard band may also be used by
deactivating one or more subcarriers adjacent to the subcar-
riers experiencing the interference 28a-28c. For longer
OFDM duration, time domain windowing for OFDM sym-
bols may be used—root raised cosine windows sharpen the
spectral pulses on each subcarrier and lower the side lobes
resulting in less interference power.

Many modifications and other embodiments of the inven-
tion will come to the mind of one skilled in the art having the
benefit of the teachings presented in the foregoing descrip-
tions and the associated drawings. Therefore, it is understood
that the invention is not to be limited to the specific embodi-
ments disclosed, and that modifications and embodiments are
intended to be included within the scope of the appended
claims.

That which is claimed is:

1. A wireless communication system comprising:

first and second wireless communications devices config-
ured to communicate with one another via a wireless
communications link having at least one settable link
characteristic;

said first and second wireless communications devices
comprising respective first and second orthogonal fre-
quency-division multiplexing (OFDM) wireless trans-
ceivers and respective first and second controllers
coupled thereto and configured to store short term and
long term historical characteristics of interference;
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said first controller configured to

detect received interference,

determine a type of the received interference from
among a plurality of interference types comprising
wideband interference, self interference, and narrow-
band interference based upon comparing at least one
characteristic of a current received signal with the
short term and long term historical characteristics of
interference, and

set the at least one settable link characteristic to com-
pensate for the received interference based upon the
interference type.

2. The wireless communication system according to claim
1 wherein said first controller is configured to repeat the
detecting, determining, and setting.

3. The wireless communication system according to claim
1 wherein the at least one settable link characteristic com-
prises at least one receive processing characteristic.

4. The wireless communication system according to claim
1 wherein the at least one settable link characteristic com-
prises at least one transmit processing characteristic; and
wherein said first controller is configured to cooperate with
said second controller to set the at least one transmit process-
ing characteristic.

5. The wireless communication system according to claim
1 wherein said first controller is configured to generate an
interference map of the received interference onto OFDM
cells.

6. The wireless communication system according to claim
5 wherein said first controller is configured to set the at least
one settable link characteristic based upon the interference
map.

7. The wireless communication system according to claim
1 wherein said first controller is configured to determine the
interference type based upon at least one of fade characteris-
tics, noise characteristics, and path characteristics.

8. The wireless communication system according to claim
1 wherein the at least one settable link characteristic com-
prises at least one of transmission power, frequency diversity,
time diversity, modulation, forward error correction (FEC),
channel bandwidth, and adaptive filtering.

9. A wireless communications device operable to commu-
nicate with an other wireless communications device via a
wireless communications link having at least one settable link
characteristic, the wireless communications device compris-
ing:

an orthogonal frequency-division multiplexing (OFDM)

wireless transceiver; and

a controller coupled to said wireless transceiver and con-

figured to store short term and long term historical char-
acteristics of interference;

said controller configured to

detect received interference,

determine a type of the received interference from
among a plurality of interference types comprising
wideband interference, self interference, and narrow-
band interference based upon comparing at least one
characteristic of a current received signal with the
short term and long term historical characteristics of
interference, and

set the at least one settable link characteristic to com-
pensate for the received interference based upon the
interference type.

10. The wireless communications device according to
claim 9 wherein the at least one settable link characteristic
comprises at least one receive processing characteristic.

11. The wireless communications device according to
claim 9 wherein the at least one settable link characteristic
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comprises at least one transmit processing characteristic; and
wherein said controller is configured to cooperate with the
other wireless communications device to set the at least one
transmit processing characteristic.

12. A method for compensating interference in a wireless
communication system comprising first and second orthogo-
nal frequency-division multiplexing (OFDM) wireless com-
munications devices communicating with one another via a
wireless communications link having at least one settable link
characteristic, the method comprising:

detecting received interference;

storing short term and long term historical characteristics

of interference;

determining a type of the received interference from

among a plurality of interference types comprising
wideband interference, self interference, and narrow-

12

band interference based upon comparing at least one
characteristic of a current received signal with the short
term and long term historical characteristics of interfer-
ence; and

setting the at least one settable link characteristic to com-

pensate for the received interference based upon the
interference type.

13. The method according to claim 12 further comprising
repeating the detecting, determining, and setting.

14. The method according to claim 12 wherein the at least
one settable link characteristic comprises at least one transmit
processing characteristic; and

further comprising cooperating between the first and sec-

ond wireless communications devices to set the at least
one transmit processing characteristic.

#* #* #* #* #*
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for transmitting a plurality of location finding signals to a
target wireless communications device from among the
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tionally, the controller may also cooperate with the trans-
ceiver for receiving the reply signals, and it may determine
a propagation delay associated with the transmission of each
location finding signal and the respective reply signal there-
for based upon a known device latency of the target device.
As such, the controller may estimate a range to the target
device based upon a plurality of determined propagation
delays.

34 Claims, 9 Drawing Sheets
i
RECEIVE UNSOUIITED

SIGHALLS) AND
DETERMINE IR

m

86



Case 6:22-cv-00077-ADA Document 8-2 Filed 03/22/22 Page 3 of 19

US 7,110,779 B2
Page 2

U.S. PATENT DOCUMENTS 2005/0059411 Al1* 3/2005 Zhengdi ................. 455/456.1
2005/0037775 Al*  2/2005 Moeglein et al. ........ 455/456.1 * cited by examiner

87



Case 6:22-cv-00077-ADA Document 8-2 Filed 03/22/22 Page 4 of 19

US 7,110,779 B2

Sheet 1 of 9

Sep. 19, 2006

U.S. Patent

& |Can]

40101
EMEI
SSTTIM

lllllllllllllllllllllllllllllllllll

88



Case 6:22-cv-00077-ADA Document 8-2 Filed 03/22/22 Page 5 of 19

U.S. Patent

N

Sep. 19, 2006 Sheet 2 of 9 US 7,110,779 B2

39

/ 42 /4]

43\

’ [

CONTROLLER }e TRANSCEIVER |«

Y

Y

WIRELESS DEVICE LOCATOR

TARGET

WL

FIG. 2

trDy L 'pD2

t I3
2 > TIME

— TIME

foh i4ls

FIG. 3

89



Case 6:22-cv-00077-ADA Document 8-2 Filed 03/22/22 Page 6 of 19

US 7,110,779 B2

Sheet 3 of 9

Sep. 19, 2006

U.S. Patent

9
! ! AY3LIVE }/
N ow aIng b | o
y | siawis mw 4
. m INISSTOY
) =1 s N
(Soiave ||| ownam JHND) | 5 IS
108 < wann olavy m |
STV w
/ ¥94d \ w DN
K bT\ F //m IV
£ T e i /2
(V0d) ¥ITIOUING)

f&v

90



Case 6:22-cv-00077-ADA Document 8-2 Filed 03/22/22 Page 7 of 19

US 7,110,779 B2

Sheet 4 of 9

Sep. 19, 2006

U.S. Patent

e

AYLINDAD
INIWIIVNVW

+46€ (wv

:U@M

11nA0W 44 YNI9

4IM0d

\\II :mo

A

A

L J

¥9d4 01VXd3 VLIV

A
A

N

TAYWWVII0Yd

JI901

1 45N
L{LEN

:mo{\

1 40853304

P

JINDSNVAL

409 1et6WEV

Wi
1018

7

> 4ITI04INO)

~—.29

,(:_.o

A

A

HSY1d 1008
/Woud

(250)

J0v1IDS0

|

/

//l uB§

u99 u\

%9 \

Wo¥i/01

ulb

91



Case 6:22-cv-00077-ADA Document 8-2 Filed 03/22/22 Page 8 of 19

U.S. Patent Sep. 19, 2006 Sheet 5 of 9 US 7,110,779 B2

21060

21050
21040 A

21030 A
5%}"?3 A —a— MODE OF DELAY HISTOGRAM
=210 7 —e— HEAN OF DELAY HISTOGRAM

S21000 / —— CURVE FIT OF MEAN DELAY
=20990 7

pd
20980+
20970+ Z
20960
209500

50 100 150 200 250 300 350
DISTANCE (f)

FIG. 6

FREQUENCY

92



Case 6:22-cv-00077-ADA Document 8-2 Filed 03/22/22 Page 9 of 19

U.S. Patent Sep. 19, 2006 Sheet 6 of 9 US 7,110,779 B2
y
J §
70b
P
B¢
X
70a
FIG.8

93



Case 6:22-cv-00077-ADA Document 8-2 Filed 03/22/22 Page 10 of 19

US 7,110,779 B2

Sheet 7 of 9

Sep. 19, 2006

U.S. Patent

|

(4]

o |

401¥01
DIAA
SSTTRIM

66 N
u u
Sy S
-ley / \ -lgq

Y Y
100N
m 13NV
i 13931

A\\W\\v LINVW

6 9
B )
JAON
1INVW
96 k
JA0N

i et i

~
llllll

06

94



Case 6:22-cv-00077-ADA Document 8-2 Filed 03/22/22 Page 11 of 19

U.S. Patent Sep. 19, 2006 Sheet 8 of 9 US 7,110,779 B2

S S
________________ — —
oo
) '
! - C
' ny
i Yo
: < Ve
- ol = —
"“>S
> o
< — - =9
- c
ww
P |

7

FiG. 10

105
=
103
\

106
I

.................................

95



Case 6:22-cv-00077-ADA Document 8-2 Filed 03/22/22 Page 12 of 19

U.S. Patent Sep. 19, 2006 Sheet 9 of 9 US 7,110,779 B2

110

(s )J

mReerum NG

KNOVD K‘HZ

YES RECEIVE UNSOLICITED
SIGNAL Srl AND
DETERMINE UID

11

”31 B

TRANSMIT LOCATION
FINDING SIGNALS

114 !
\7 RECEIVE REPLY
SIGNALS

DEVERMINE DEVICE 19
TYPE FROM REPLY T‘/
SIGNAL[S)

116 Y
\ DETERMINE

PROPAGATION DELAYS

n7 ¥
] ESTIMATE RANGETO

TARGET

118 |
\( ) FIG. 11

96




Case 6:22-cv-00077-ADA Document 8-2 Filed 03/22/22 Page 13 of 19

US 7,110,779 B2

1

WIRELESS COMMUNICATIONS SYSTEM
INCLUDING A WIRELESS DEVICE
LOCATOR AND RELATED METHODS

FIELD OF THE INVENTION

The present invention relates to the field of wireless
communications systems, and, more particularly, to wireless
location devices and related methods.

BACKGROUND OF THE INVENTION

Wireless location techniques are used in numerous appli-
cations. Perhaps the most basic of these applications is for
locating lost articles. By way of example, published U.S.
patent application No. 2003/0034887 to Crabtree et al.
discloses a portable article locator system for locating lost
articles such as glasses, keys, pets, television remotes, etc.
More particularly, a wireless transceiver is attached to a
person, animal, or other object. A handheld locator transmits
a locator signal to the wireless transceiver which includes a
unique address code of the transceiver. If the received code
matches that stored by the wireless transceiver, it sends a
return signal back to the locator device. The locator device
uses the return signal to determine the distance and/or
direction to the wireless transceiver from the user’s location.

The locator device includes an antenna array which
includes a plurality of omni-directional antennas. The loca-
tor unit determines the bearing to the wireless transceiver by
switching between antennas in the antenna array and using
Doppler processing to determine a direction of a wireless
signal received from the transceiver. The distance to the
wireless transmitter is also determined based upon the
reception of the wireless signal at each of the antennas of the
antenna array. Furthermore, in one embodiment, which is
intended to avoid interference between two or more locators
in a common area, a plurality of locator signals may be sent
from a locator at a standard repetition rate. The locator’s
receiver then only listens for responses during predeter-
mined windows following each transmission.

In contrast, in some applications it is desirable to deter-
mine the location of an unknown signal transmitter. U.S. Pat.
No. 5,706,010 to Franke discloses such a system in which a
transmitter locator receives a signal from the unknown
signal transmitter and processes the signal to determine a
bearing to the unknown signal transmitter. The transmitter
locator then sends an interrogating signal to the unknown
signal transmitter. Upon receiving the interrogating signal,
the unknown signal transmitter heterodynes the interroga-
tion signal with its own carrier signal to generate an inter-
modulation return signal. A processor of the transmitter
locator measures the round-trip transit time from the trans-
mission of the interrogation signal to the reception of the
intermodulation return signal. A range to the unknown signal
transmitter is then calculated based upon the round-trip
transit time.

Still another application in which locating a wireless
communications device is often necessary is in cellular
telephone networks. That is, it may be necessary to locate
particular cellular telephone users for law enforcement or
emergency purposes, for example. U.S. Pat. No. 6,292,665
to Hildebrand et al., which is assigned to the present
assignee, discloses a method for geolocating a cellular
phone initiating a 911 call. A base station transceiver trans-
mits a supervisory audio tone (SAT), which is automatically
looped back by the calling cellular phone. Returned SAT
signals are correlated with those transmitted to determine the
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range of the cellular phone. In addition, incoming signals
from the cellular phone, such as the returned SAT signals,
are received by a phased array antenna and subjected to
angle of arrival processing to determine the direction of the
cellular phone relative to the base station. The cellular phone
is geolocated based upon the angle of arrival and the range
information. A correction factor provided by the manufac-
turer of a given cellular telephone is used to account for the
loopback path delay through the phone.

One additional area in which wireless device location can
be important is in wireless networks, such as wireless local
area networks (WL ANSs) or wide area networks (WANSs), for
example. A typical prior art approach to locating terminals
within a WLAN includes locating a plurality of receivers at
fixed locations within a building, for example, and then
determining (i.e., triangulating) the position of a terminal
based upon a signal received therefrom at each of the
receivers.

Another prior art approach for wireless terminal location
is to use a direction finding (DF) device which includes a
directional antenna for receiving signals when pointed in the
direction of a transmitting node. An example of a portable
DF device for WLANSs is the Yellowjacket 802.11a wi-fi
analysis system from Berkeley Varitronics. This device uses
a passive DF technique, i.e., it does not solicit any signals
from a terminal but instead waits for the terminal to transmit
signals before it can determine the direction of the trans-
mission.

Despite the advantages of such prior art wireless com-
munications device locators, additional wireless location
features may be desirable in various applications.

SUMMARY OF THE INVENTION

In view of the foregoing background, it is therefore an
object of the present invention to provide a wireless com-
munications device locator which provides enhanced loca-
tion features and related methods.

This and other objects, features, and advantages in accor-
dance with the present invention are provided by a wireless
communications system which may include a plurality of
wireless communications devices each having a device type
associated therewith from among a plurality of different
device types. Further, each device type may have a known
device latency associated therewith. The system may also
include a wireless device locator. More particularly, the
wireless device locator may include at least one antenna and
a transceiver connected thereto, and a controller for coop-
erating with the transceiver for transmitting a plurality of
location finding signals to a target wireless communications
device from among the plurality of wireless communications
devices. The target wireless communications device may
transmit a respective reply signal for each of the location
finding signals.

Additionally, the controller of the wireless device locator
may also cooperate with the transceiver for receiving the
reply signals, and it may determine a propagation delay
associated with the transmission of each location finding
signal and the respective reply signal therefor. This may be
done based upon the known device latency of the target
wireless communications device. As such, the controller
may estimate a range to the target wireless communications
device based upon a plurality of determined propagation
delays.

In other words, the wireless device locator advanta-
geously provides active range finding. In other words, the
wireless device locator prompts the target wireless commu-
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nications device to send reply signals using the location
finding signals, rather than passively waiting until the target
wireless communications device begins transmitting. This
allows for quicker and more efficient device location.

Furthermore, by estimating the range based upon a plu-
rality of propagation delays, the wireless device locator
mitigates the effects of variations in the device latency time.
That is, while the target wireless communication device has
a known device latency, there will necessarily be some
amount of variance from one transmission to the next. Using
a plurality of propagation delays associated with different
transmissions provides a significantly more accurate
approximation of the device latency time and, thus, a more
accurate range estimation. By way of example, the controller
may estimate the range based upon an average (e.g., mean,
median, mode, etc.) of the propagation delays.

In addition, each wireless communications device may
have a unique identifier (UID) associated therewith, and the
controller may insert the UID for the target wireless com-
munications device in each of the location finding signals.
Furthermore, the target wireless communications device
may generate respective reply signals based upon the UID in
the location finding signals. That is, the target wireless
communications device will act upon the location finding
signals because these signals include its UID, whereas the
other wireless communications device will not.

The target wireless communications device may generate
unsolicited signals including the UID thereof. As such, the
controller may cooperate with the transceiver to receive at
least one unsolicited signal from the target device, and the
controller may also determine the UID for the target device
from the at least one unsolicited signal. Thus, if the UID of
a target wireless communications device is not already
known, the wireless device locator may passively “listen”
for unsolicited signals therefrom (i.e., signals that the wire-
less communications device did not solicit) and determine
the UID based thereon.

Additionally, the controller may also determine the device
type of the target wireless communications device based
upon the UID. By way of example, the UIDs may include
media access control (MAC) addresses of respective wire-
less communications devices. Accordingly, the controller
may determine the device type of the target wireless com-
munications device based upon the MAC address in some
applications.

In accordance with another advantageous aspect of the
invention, the at least one antenna may be a plurality of
antennas, and the controller may cooperate with the plurality
of antennas to determine a bearing to the target wireless
communications device based upon at least one of the
received reply signals. More particularly, the bearing may be
a three-dimensional bearing, which may be particularly
useful for locating wireless communications devices within
a multi-story building, for example. In particular, the anten-
na(s) may be one or more directional antennas, for example.
Further, the wireless device locator may further include a
portable housing carrying the at least one antenna, the
transceiver, and the controller.

The wireless device locator may be used with numerous
type of wireless communications device. For example, the
wireless communications devices may be wireless local area
network (WLAN) devices, mobile ad-hoc network (MA-
NET) devices, and cellular communications devices.

A method aspect of the invention is for locating a target
wireless communications device from among a plurality of
wireless communications devices, such as those discussed
briefly above. The method may include transmitting a plu-
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rality of location finding signals to the target wireless
communications device, and receiving a respective reply
signal for each of the location finding signals therefrom. The
method may further include determining a propagation delay
associated with the transmission of each location finding
signal and the respective reply signal therefor based upon
the known device latency of the target wireless communi-
cations device. As such, a range to the target wireless
communications device may be estimated based upon a
plurality of determined propagation delays.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is schematic block diagram of a wireless commu-
nications system in accordance with the present invention
including a wireless local area network (WLAN) and wire-
less device locator for locating WLAN devices thereof.

FIG. 2 is a schematic block diagram generally illustrating
the components of the wireless device locator of FIG. 1.

FIG. 3 is a graph illustrating the signal propagation delay
and device latency components used by the controller of
FIG. 2 to estimate range.

FIG. 4 is a schematic block diagram illustrating an
embodiment of the wireless device locator of FIG. 2 for a
WLAN implementation.

FIG. 5 is a schematic block diagram illustrating in greater
detail an embodiment of the transceiver of the wireless
device locator of FIG. 4.

FIGS. 6 and 7 are histograms illustrating range estimation
test results performed using the wireless device locator of
FIG. 4.

FIG. 8 is a graph illustrating bearing determination in
accordance with the present invention.

FIGS. 9 and 10 are schematic block diagrams illustrating
alternate embodiments of the wireless communications sys-
tem of FIG. 1 including a mobile ad-hoc network (MANET)
and a cellular network, respectively.

FIG. 11 is a flow diagram illustrating a wireless device
location method in accordance with the present invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

The present invention will now be described more fully
hereinafter with reference to the accompanying drawings, in
which preferred embodiments of the invention are shown.
This invention may, however, be embodied in many different
forms and should not be construed as limited to the embodi-
ments set forth herein. Rather, these embodiments are pro-
vided so that this disclosure will be thorough and complete,
and will fully convey the scope of the invention to those
skilled in the art. Like numbers refer to like elements
throughout, and prime and multiple prime notation are used
to indicate similar elements in different embodiments.

Referring initially to FIGS. 1 and 2, a wireless commu-
nications system 30 illustratively includes a wireless local
area network (WLAN) 31 and a wireless location device 32.
The WLAN 31 illustratively includes an access point 33
(e.g., aserver) and a plurality of WLAN devices or terminals
which communicate therewith wirelessly, such as the laptop
computers 34, 35, and the desktop computer 36. Various
WLAN protocols may be used in accordance with the
present invention for such wireless communications (e.g.,
IEEE 802.11, Bluetooth, etc.), as will be appreciated by
those of skill in the art. Moreover, it will also be appreciated
that additional access points and/or other numbers of wire-
less communications devices may be used, even though only
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a few number thereof are shown for clarity of illustration.
Further, numerous other types of WLAN enabled wireless
communications devices (e.g., personal data assistants, etc.)
may also be used, as will be further appreciated by those
skilled in the art.

Each wireless communications device 34-36 in the
WLAN 31 has a device type associated therewith from
among a plurality of different device types. More particu-
larly, the device type may signify the particular manufac-
turer and/or model of a given WL AN card or chip set used
therein. In some embodiments, it may also signify the
standard the device complies with (e.g., IEEE 802.11).

The device type is important in that different device types
will have known device latencies associated therewith. For
example, different WLAN cards or chip sets will have a
certain latency associated with the time they take to process
a received signal and generate an acknowledgement reply
thereto. These delay times may be fairly consistent across
different models from a same manufacturer, or they may
vary significantly. Additionally, WLAN protocols such as
IEEE 802.11 have a specified interframe spacing associated
therewith, as will be appreciated by those skilled in the art.
Thus, in circumstances where the interframe spacing
requirements are closely adhered to, the latency of a given
WLAN card or chip set will be substantially equal to the
interframe spacing.

The wireless device locator 32 illustratively includes an
antenna 39 and a transceiver 41 connected thereto, as well
as a controller 42 connected to the transceiver. These com-
ponents may conveniently be carried by a portable housing
43 in some embodiments, although they could be imple-
mented in a more stationary embodiment, if desired. In the
illustrated example, the antenna 39 is a directional antenna,
although omni-directional antennas may also be used, as
will be appreciated by those skilled in the art. It will also be
appreciated that various antenna/transceiver combinations
may be used. As will be discussed further below, more than
one antenna may be used in certain embodiments to provide
bearing determination capabilities, and separate transceivers
may optionally be used for respective antennas, if desired.

Operation of the wireless device locator 32 will now be
described with reference to FIG. 3. The controller 42 coop-
erates with the transceiver 41 for transmitting a plurality of
location finding signals to a target wireless communications
device to be located from among the plurality of wireless
communications devices. In the present example, the laptop
34 is the target device.

As will be appreciated by those skilled in the art, each
WLAN device 34-36 in the network 31 will have a unique
identifier (UID) associated therewith which is used in sig-
nals transmitted between the respective devices and the
access point 33. The UID distinguishes the devices 34-36
from one another so that each device only acts upon or
responds to signals intended for it, and so the access point
33 knows which device it is receiving signals from.

Depending upon a given implementation, the wireless
locator device 32 may or may not know the UID of the target
device 34 before hand. For example, in some embodiments
the wireless device locator 32 could download the UID from
the access point 33 (either wirelessly or over a wired
network connection, for example). This may be the case
when trying to locate a node in a LAN where the node is
already registered with the network. However, if the UID is
not known, the wireless device locator 32 may passively
listen to the target device 34 for unsolicited signals being
transmitted therefrom. This feature may be advantageous for
law enforcement applications, or for locating an interfering

10

15

20

25

30

35

40

45

50

55

60

65

6

node that is not registered with a particular network but
causes interference therewith, for example. By “unsolicited”
signals it is meant that these signals are not solicited by the
wireless device locator 32 itself, although such signals may
have been solicited from another source (e.g., the access
point 33).

The controller 42 cooperates with the transceiver 41 to
receive one or more of the unsolicited signals, and the
controller determines the UID for the target device 34
therefrom. Of course, the method by which the controller 42
determines the UID from the unsolicited signal will depend
upon the given implementation, and whether or to what
degree such signals are encrypted.

Additionally, the controller 42 may also determine the
device type of the target wireless communications device 34
based upon the UID thereof. By way of example, the UIDs
may include media access control (MAC) addresses of
respective wireless communications devices. The MAC
addresses may be specific to a particular type of device
manufacturer, or indicate a particular operational protocol
with which the device is operating, as will be appreciated by
those skilled in the art. Accordingly, the controller may
determine the device type of the target wireless communi-
cations device 34 based upon the MAC address thereof in
some applications.

As such, to locate the target device 34, the controller
inserts the UID therefor in each of the location finding
signals. By way of example, the location finding signal may
include the UID of the target device 34 in a header packet
and a valid but empty data packet. This will force the target
device 34 to generate a reply signal acknowledging receipt
of the location finding signal (i.e., an ACK signal). Of
course, various other location finding signals could be used
to cause the target terminal 34 to generate an ACK signal, as
will be appreciated by those skilled in the art. The controller
42 cooperates with the transceiver 41 for receiving the reply
signals from the target device 34 via the antenna 39. The
location finding signals and reply signals may be radio
frequency (RF), microwave, optical, or other suitable types
of signals, as will be appreciated by those skilled in the art.

The controller 42 determines the propagation delay asso-
ciated with the transmission of each location finding signal
and the respective reply signal therefor, and it uses this
propagation delay to estimate a range to the target device 34.
However, the propagation delay has to first be determined
based upon the total round trip time from the sending of the
location finding signal to the reception of the respective
reply signal.

The total round trip time will include several components.
Referring more particularly to FIG. 3, the first component is
the time associated with transmitting a location finding
signal 45, which is illustrated with an arrow. That is, this is
the time from the beginning of the location finding signal
transmission (time t,) to end thereof (time t, ). Two time axes
are shown in FIG. 3. The top or upper axis represents events
that occur at the target device 34, while the bottom or lower
axis represents events that occur at the wireless device
locator 32.

The second component of the round trip time is the
propagation delay or time tpj,, it takes for the location
finding signal 45 to travel from the wireless device locator
32 to the target device 34 (i.e., from time t, to t,). The third
component of the round trip time is the device latency t,; of
the target device 34 (i.e., form time t, to t;). This is the time
it takes the target device 34 to receive, process, and transmit
a reply signal 46 responsive to the location finding signal 45.
The final components of the round trip time are propagation
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delay t,,,, of the reply signal 46 (i.e., from time t; to t,), and
the reception time thereof by the wireless device locator 32
(i.e., from time t, to t5).

The controller 42 will know the times associated with the
transmission of the location finding signal 45 (i.e., from time
to t, to t;), as well as the time associated with the reception
of the reply signal 46 (i.e., from time t, to t5) for each round
trip, since these can be readily measured by the controller.
The quantities that the controller 42 will not know are the
propagation delays tp,, t5n, and the actual device latency
tor-

Yet, as noted above, the controller 42 will have access to
the known device latency (i.e., a mean latency) for the given
device type of the target device 34, which provides a close
approximation of the actual device latency t,,;. The known
device latency could be a measured value based upon
collected data, it could be provided by manufacturers, or it
could be based upon a value set in a communications
standard, as discussed above, for example.

As will be appreciated by those skilled in the art, the
actual device latency will likely vary somewhat from one
transmission to the next for any wireless communications
device, potentially by as little as a few nanoseconds to a few
microseconds, depending upon device configurations, pro-
cessing loads, etc. Accordingly, a close approximation of the
total propagation delay (i.e., time tp,,+time tpp,) may
therefore be obtained by substituting the known device
latency for the actual device latency t,,,, and subtracting this
value from the time between times t, and t,. Dividing the
total propagation delay by two (since both propagation
delays may be considered equal or substantially equal for a
stationary or relatively slow moving target device 34) and
multiplying this by the speed of light gives the estimated
distance to the target device 39, based upon the single
propagation delay associated with the signal pair 45, 46.

Yet, as noted above, device latencies tend to vary from
one transmission to the next. Since the location finding
signals and reply signals are traveling at the speed of light,
such variances can make a significant difference in the
estimated distances. More particularly, light travels approxi-
mately 1000 ft. in one microsecond. Thus, if the device
latency varies by one microsecond from one transmission to
the next, the estimated distance to the target device 34 would
similarly vary by 1000 ft. or so, which likely will be an
unacceptable accuracy for many applications.

In accordance with the present invention, the controller 42
advantageously estimates the range to the target device 34
not solely based upon a single measured propagation delay,
but rather upon a plurality thereof. More particularly, by
estimating the range based upon a plurality of propagation
delays, the wireless device locator 32 mitigates the effects of
the variations in the actual device latency time. This pro-
vides a significantly more accurate approximation of the
device latency time and, thus, a more accurate range esti-
mation. By way of example, the controller 42 may estimate
the range based upon an average of the propagation delays,
though other suitable statistical functions may also be used
(e.g., mean, median, mode, etc.). Of course, it should be
noted that the average may be taken on the entire round trip
delay instead of first subtracting out the known device
latency as described above. That is, the same result may be
obtained by first taking the average and then subtracting out
the known device latency, as will be appreciated by those
skilled in the art.

An exemplary embodiment of the present invention is
now described with reference to FIGS. 4 and 5. The wireless
device locator 32' may use a personal data assistant (PDA)
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as the controller 42', although a personal computer (PC) or
other suitable computing device may also be used. More
particularly, the PDA 42' illustratively includes a graphical
user interface (GUI) 50', and a received signal strength
indication (RSSI) processing module 51' for cooperating
with the transceiver 41' to perform above-described range
estimation processing operations. More particularly, the
RSSI module 51' may be implemented as a software module
which is run on the PDA 42', as will be appreciated by those
skilled in the art, and which cooperates with the GUI to
provide range estimates to a user.

The PDA 50' also illustratively includes a battery 52',
which may conveniently be used for powering the various
transceiver 41' components, as shown. Of course, it will be
appreciated that separate batteries may be used, or one or
more components of the wireless device locator 32' may be
powered by an external (e.g., AC) source. The transceiver
41' operates in accordance with the IEEE 802.11b standard
and includes a MAC-less 802.11b radio 58' and a field-
programmable gate array (FPGA) 53' connected thereto. The
FPGA 53' illustratively includes a packet building module
54', a radio configuration module 55', a receiver filtering
module 56', and a simple MAC processing module 57' for
processing the location finding signals and reply signals and
communicating with the radio 53' in accordance with the
802.11b standard, as will be appreciated by those skilled in
the art.

More specifically, the MAC-less radio 58' may be a GINA
model RF module from GRE America, Inc., and the FPGA
53' may be a module EPXA10 from Altera Corp. The
hardware components of the FPGA 53" illustratively include
an ARM922T processor 60", block RAM 61" therefor, a
serial/universal serial bus (USB) interface 62", and a pro-
grammable logic section 63". Additional circuitry including
an oscillator 64", power management circuitry (i.e., regula-
tors, microprocessor supervisor, etc.) 65", and a program-
mable read-only memory (PROM)/boot flash memory 66"
are connected thereto as shown, as will be appreciated by
those skilled in the art.

Referring now to FIGS. 6-7, a test was conducted in
accordance with the present invention in which approxi-
mately 1500 location finding signals were transmitted to a
stationary wireless IEEE 802.11 device. The time it took to
receive the reply signal was measured by ticks of an internal
clock of the controller 42, where each tick represents 7.567
ns. From FIG. 6 it may be seen that the reply signals from
the target device were returned within between about 20,960
and 21,045 clock ticks, where the transmission of the
respective location signals each began at O clock ticks.
Moreover, if this range is divided into equal sections or bins,
the frequency (i.e., number) of round trip times that fell
within each of the bins is shown in FIG. 7.

Plotting various statistical functions of the measured
clock tick samples (such as the mean and the mode) versus
the known distance to the target device allowed statistical
curve-fitting to take place, as shown in FIG. 6. It was
determined from the test results that taking the mean of the
samples provided the most accurate range estimation. More
particularly, the ranges to several 802.11b target devices at
varying distances were estimated using this approach, and
the worst case error for the estimated range was never more
than 20 ft. Preferably, the location finding signals are trans-
mitted over a relatively short interval (a few seconds or less)
so that if the target device is moving the accuracy of the
results will not be significantly diminished. Of course,
various numbers of location finding signals and transmission
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intervals may be used depending upon the particular imple-
mentation, as will be appreciated by those skilled in the art.

In accordance with another advantageous aspect of the
invention, multiple antennas 394", 396" (FIG. 5) may be
used to provide target bearing in addition to the estimated
range. Referring more particularly to FIG. 8, bearing deter-
mination in the case where the antennas 394", 395" are
directional antennas will now be described. The antennas
394", 395" have respective reception patterns 70a, 705,
which may be orthogonal to one another (i.e., the former is
directed along the x-axis, while the latter is directed along
the y-axis).

The target device is at a point P, which is within the
reception patterns 70a, 70b. Each of the antenna gain
patterns 70a and 705 can be measured and known to the
locator, and represented by gain functions G1(68) and G2(8)
where 0 represents the angle of deviation from a particular
reference direction.

As such, to determine the line of bearing to the target
device, the received signal strength is measured from each
of the antennas 70a, 705, respectively. Based upon this
information, the controller 42' may then find the angle 6,
using the relationship G1(0,)-G2(0,=P1-P2, where P1 and
P2 is the received signal power off antenna 1 and antenna 2,
respectively. In other words, the difference in the signal
strength received between the two antennas (P1-P2) should
equal the difference in the antenna gain of the two antennas
at the angle of the line of bearing (G1(0,)-G2(0,)) Thus, the
target line of bearing to the target device is at 0,. It should
be noted that it is possible that more than one angle 6 may
satisfy the relationship G1(0,)-G2(0,=P1-P2. These mul-
tiple angles represent a line of bearing ambiguity that can
easily be resolved by making multiple measurements, as can
be appreciated by those skilled in the art.

As noted above, more than one transceiver 41' may be
used in certain embodiments, which would allow signal
strength measurements to be taken based upon a same reply
signal from the target device. However, if only a single
transceiver 41' is used, the controller 42' may alternate
which antenna 70a, 7056 is receiving and measure the
received signal strength of successive signals, for example.
Moreover, the bearing may be determined in three dimen-
sions, if desired, which may be particularly useful for
locating wireless communications devices within a multi-
story building, for example, as will be appreciated by those
skilled in the art.

While the present invention has been described above
with reference to a WLAN wireless device locator 32', it will
be appreciated by those skilled in the art that it may also be
used in other wireless communications systems with other
types of wireless communications devices. Referring more
particularly to FIG. 9, a mobile ad-hoc network (MANET)
system 90 illustratively includes a wireless device locator 92
including an antenna 99, such as those described above, and
a MANET 91. More particularly, the MANET includes
MANET nodes or devices 93-96, of which the node 94 is the
target node in the illustrated example. Here, the wireless
device locator 92 performs range and/or bearing estimation
in the same manner described above, except that it will
operate in accordance with the appropriate MANET proto-
col used within the system 90, as will be appreciated by
those skilled in the art.

Another embodiment is illustrated in FIG. 10, in which a
wireless device locator 102 having an antenna 109 is used
within a cellular communications system 100 for locating
cellular devices (e.g., cellular telephones) 104-106 in cel-
Iular network 101. The cellular devices 104-106 place and
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receive calls via a cellar tower 103, as will be appreciated by
those skilled in the art. In the illustrated example, the target
device is the cell phone 104. Here again, the wireless device
locator 102 will communicate using the appropriate operat-
ing protocol being used in the cellular network 101 (e.g.,
code-division multiple access (CDMA), short message ser-
vice (SMS), etc.), as will be appreciated by those skilled in
the art.
Turning now additionally to FIG. 11, a method aspect of
the invention is for locating a target wireless communica-
tions 34 device from among a plurality of wireless commu-
nications devices 34-36. Beginning at Block 110, if the UID
for the target device 34 is unknown, the controller 42 may
determine the UID from unsolicited signals transmitted by
the target device, for example, as described above (Block
112). Of course, in some embodiments, the controller 42
may download the signals from a network access point 33,
etc., as also described above.
Once the UID for the target wireless communication
device 34 is known, location finding signals are transmitted
to the target wireless communications device, at Block 113,
and respective reply signals for each of the location finding
signals are received therefrom, at Block 114. If the device
type (and, thus, the known device latency) are known, at
Block 115, then the propagation delay associated with the
transmission of each location finding signal and the respec-
tive reply signal therefor is determined based upon the
known device latency of the target wireless communications
device 34, at Block 116. As such, a range to the target
wireless communications device 34 is estimated based upon
a plurality of determined propagation delays (Block 117), as
previously discussed above, thus concluding the illustrated
method (Block 118).
Of course, if the device type is unknown, the controller 42
may determine the device type from the reply signal (Block
119), as discussed above, or by other suitable methods which
will be appreciated by those skilled in the art. It should be
noted that while this step is shown as occurring after the
receipt of the reply signals in the illustrated example, the
device type determination may be performed prior thereto,
such as while determining the UID, for example.
Many modifications and other embodiments of the inven-
tion will come to the mind of one skilled in the art having
the benefit of the teachings presented in the foregoing
descriptions and the associated drawings. Therefore, it is
understood that the invention is not to be limited to the
specific embodiments disclosed, and that modifications and
embodiments are intended to be included within the scope of
the appended claims.
That which is claimed is:
1. A wireless communications system comprising:
a plurality of wireless communications devices each hav-
ing a device type associated therewith from among a
plurality of different device types, each WLAN device
having a unique identifier (UID) associated therewith,
and each device type having a known device latency
associated therewith; and
a wireless device locator comprising
at least one antenna and a transceiver connected
thereto, and

a controller for cooperating with said transceiver for
transmitting a plurality of location finding signals to
a target wireless communications device from
among said plurality of wireless communications
devices and inserting the UID for said target wireless
communications device in each of the location find-
ing signals;
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said target wireless communications device transmit-
ting a respective reply signal for each of said location
finding signals based upon the UID in the location
finding signals;

said controller of said wireless device locator also for
cooperating with said transceiver for receiving the
reply signals,

determining a propagation delay associated with the
transmission of each location finding signal and the
respective reply signal therefor based upon the
known device latency of said target wireless com-
munications device, and

estimating a range to said target wireless communica-
tions device based upon a plurality of determined
propagation delays.

2. The wireless communications system of claim 1
wherein said controller estimates the range based upon an
average of the propagation delays.

3. The wireless communications system of claim 1
wherein said target wireless communications device gener-
ates unsolicited signals including the UID thereof; wherein
said controller cooperates with said transceiver to receive at
least one unsolicited signal from said target device; and
wherein said controller determines the UID for said target
wireless communications device from the at least one unso-
licited signal.

4. The wireless communications system of claim 3
wherein said controller determines the device type of said
target wireless communications device based upon the UID
thereof.

5. The wireless communications system of claim 4
wherein the UIDs comprise media access control (MAC)
addresses of respective wireless communications devices,
and wherein said controller determines the device type of
said target wireless communications device based upon the
MAC address thereof.

6. The wireless communications system of claim 1
wherein said at least one antenna comprises a plurality of
antennas; and wherein said controller cooperates with said
plurality of antennas to determine a bearing to said target
wireless communications device based upon at least one of
the received reply signals.

7. The wireless communications system of claim 6
wherein the bearing is a three-dimensional bearing.

8. The wireless communications system of claim 1
wherein said at least one antenna comprises at least one
directional antenna.

9. The wireless communications system of claim 1
wherein said wireless device locator further comprises a
portable housing carrying said at least one antenna, said
transceiver, and said controller.

10. The wireless communications system of claim 1
wherein said wireless communications devices comprise
wireless local area network (WLAN) devices.

11. The wireless communications system of claim 1
wherein said wireless communications devices comprise
mobile ad-hoc network (MANET) devices.

12. The wireless communications system of claim 1
wherein said wireless communications devices comprise
cellular communications devices.

13. A wireless communications system comprising:

a plurality of wireless local area network (WLAN)
devices each having a device type associated therewith
from among a plurality of different device types, each
WLAN device having a unique identifier (UID) asso-
ciated therewith, and each device type having a known
device latency associated therewith; and
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a wireless device locator comprising

at least one antenna and a transceiver connected
thereto, and

a controller for cooperating with said transceiver for
transmitting a plurality of location finding signals to
a target WLAN device from among said plurality of
WLAN devices and inserting the UID for said target
wireless communications device in each of the loca-
tion finding signals;

said target WL AN device transmitting a respective reply

signal for each of said location finding signals based
upon the UID in the location finding signals;

said controller of said wireless device locator also for

cooperating with said transceiver for receiving the
reply signals,

determining a propagation delay associated with the
transmission of each location finding signal and the
respective reply signal therefor based upon the
known device latency of said target WLAN device,
and

estimating a range to said target WLAN device based
upon an average of a plurality of determined propa-
gation delays.

14. The wireless communications system of claim 13
wherein said target WLAN device generates unsolicited
signals including the UID thereof;, wherein said controller
cooperates with said transceiver to receive at least one
unsolicited signal from said target WLAN device; and
wherein said controller determines the UID for said target
WLAN device from the at least one unsolicited signal.

15. The wireless communications system of claim 14
wherein said controller determines the device type of said
target WLAN device based upon the UID thereof.

16. The wireless communications system of claim 15
wherein the UIDs comprise media access control (MAC)
addresses of respective WLAN devices, and wherein said
controller determines the device type of said target WLAN
device based upon the MAC address thereof.

17. The wireless communications system of claim 13
wherein said at least one antenna comprises a plurality of
antennas; and wherein said controller cooperates with said
plurality of antennas to determine a bearing to said target
WLAN device based upon at least one of the received reply
signals.

18. A wireless device locator for locating a target wireless
communications device having a unique identifier (UID)
associated therewith, the wireless device locator comprising:

at least one antenna and a transceiver connected thereto;

and a controller for

cooperating with said transceiver for transmitting a plu-

rality of location finding signals to the target wireless
communications device, inserting the UID for the tar-
get wireless communications device in each of the
location finding signals, and receiving a respective
reply signal for each of said location finding signals
generated by the target wireless communications
device based upon the UID in the location finding
signals,

determining a propagation delay associated with the trans-

mission of each location finding signal and the respec-
tive reply signal therefor based upon a known device
latency of the target wireless communications device,
and

estimating a range to the target wireless communications

device based upon a plurality of determined propaga-
tion delays.
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19. The wireless device locator of claim 18 wherein said
controller estimates the range based upon an average of the
propagation delays.

20. The wireless device locator of claim 18 wherein the
target wireless communications device generates unsolicited
signals including the UID thereof; wherein said controller
cooperates with said transceiver to receive at least one
unsolicited signal from the target device; and wherein said
controller determines the UID for the target wireless com-
munications device from the at least one unsolicited signal.

21. The wireless device locator of claim 18 wherein said
at least one antenna comprises a plurality of antennas; and
wherein said controller cooperates with said plurality of
antennas to determine a bearing to the target wireless
communications device based upon at least one of the
received reply signals.

22. The wireless device locator of claim 18 wherein said
at least one antenna comprises at least one directional
antenna.

23. The wireless device locator of claim 18 wherein said
wireless device locator further comprises a portable housing
carrying said at least one antenna, said transceiver, and said
controller.

24. The wireless device locator of claim 18 wherein the
target wireless communications device comprises a wireless
local area network (WLAN) device.

25. The wireless device locator of claim 18 wherein the
target wireless communications device comprises a mobile
ad-hoc network (MANET) device.

26. The wireless device locator of claim 18 wherein the
target wireless communications device comprises a cellular
communications device.

27. A method for locating a target wireless communica-
tions device from among a plurality of wireless communi-
cations devices, each wireless communications device hav-
ing a device type associated therewith from among a
plurality of different device types, each WLAN device
having a unique identifier (UID) associated therewith, and
each device type having a known device latency associated
therewith, the method comprising:

transmitting a plurality of location finding signals to the

target wireless communications device, inserting the
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UID for the target wireless communications device in
each of the location finding signals, and receiving a
respective reply signal for each of the location finding
signals generated by the target wireless communica-
tions device based upon the UID in the locations
signals;

determining a propagation delay associated with the trans-

mission of each location finding signal and the respec-
tive reply signal therefor based upon the known device
latency of the target wireless communications device;
and estimating a range to the target wireless commu-
nications device based upon a plurality of determined
propagation delays.

28. The method of claim 27 wherein the controller esti-
mates the range based upon an average of the propagation
delays.

29. The method of claim 27 wherein the target wireless
communications device generates unsolicited signals includ-
ing the UID thereof; and further comprising:

receiving at least one unsolicited signal from the target

device; and

determining the UID for the target wireless communica-

tions device from the at least one unsolicited signal.

30. The method of claim 29 further comprising determin-
ing the device type of the target wireless communications
device based upon the UID thereof.

31. The method of claim 27 further comprising determin-
ing a bearing to the target wireless communications device
based upon at least one of the received reply signals.

32. The method of claim 27 wherein the target wireless
communications device comprises a wireless local area
network (WLAN) device.

33. The method of claim 27 wherein the target wireless
communications device comprises a mobile ad-hoc network
(MANET) device.

34. The method of claim 27 wherein the target wireless
communications device comprises a cellular communica-
tions device.
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WIRELESS COMMUNICATIONS SYSTEM
INCLUDING A WIRELESS DEVICE
LOCATOR AND RELATED METHODS

FIELD OF THE INVENTION

The present application is a continuation of U.S. patent
application serial No. 10/767,794 filed Jan. 29, 2004 now
U.S. Pat. No. 7,110,779, the entire content of which is
incorporated herein by reference.

BACKGROUND OF THE INVENTION

wireless location techniques are used in numerous appli-
cations. Perhaps the most basic of these applications is for
locating lost articles. By way of example, published U.S.
patent application Ser. No. 2003/0034887 to Crabtree et al.
discloses a portable article locator system for locating lost
articles such as glasses, keys, pets, television remotes, etc.
More particularly, a wireless transceiver is attached to a
person, animal, or other object. A handheld locator transmits
a locator signal to the wireless transceiver which includes a
unique address code of the transceiver. If the received code
matches that stored by the wireless transceiver, it sends a
return signal back to the locator device. The locator device
uses the return signal to determine the distance and/or
direction to the wireless transceiver from the user’s location.

The locator device includes an antenna array which
includes a plurality of omni-directional antennas. The loca-
tor unit determines the bearing to the wireless transceiver by
switching between antennas in the antenna array and using
Doppler processing to determine a direction of a wireless
signal received from the transceiver. The distance to the
wireless transmitter is also determined based upon the
reception of the wireless signal at each of the antennas of the
antenna array. Furthermore, in one embodiment, which is
intended to avoid interference between two or more locators
in a common area, a plurality of locator signals may be sent
from a locator at a standard repetition rate. The locator’s
receiver then only listens for responses during predeter-
mined windows following each transmission.

In contrast, in some applications it is desirable to deter-
mine the location of an unknown signal transmitter. U.S. Pat.
No. 5,706,010 to Franke discloses such a system in which a
transmitter locator receives a signal from the unknown
signal transmitter and processes the signal to determine a
bearing to the unknown signal transmitter. The transmitter
locator then sends an interrogating signal to the unknown
signal transmitter. Upon receiving the interrogating signal,
the unknown signal transmitter heterodynes the interroga-
tion signal with its own carrier signal to generate an inter-
modulation return signal. A processor of the transmitter
locator measures the round-trip transit time from the trans-
mission of the interrogation signal to the reception of the
intermodulation return signal. A range to the unknown signal
transmitter is then calculated based upon the round-trip
transit time.

Still another application in which locating a wireless
communications device is often necessary is in cellular
telephone networks. That is, it may be necessary to locate
particular cellular telephone users for law enforcement or
emergency purposes, for example. U.S. Pat. No. 6,292,665
to Hildebrand et al., which is assigned to the present
assignee, discloses a method for geolocating a cellular
phone initiating a 911 call. A base station transceiver trans-
mits a supervisory audio tone (SAT), which is automatically
looped back by the calling cellular phone. Returned SAT
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signals are correlated with those transmitted to determine the
range of the cellular phone. In addition, incoming signals
from the cellular phone, such as the returned SAT signals,
are received by a phased array antenna and subjected to
angle of arrival processing to determine the direction of the
cellular phone relative to the base station. The cellular phone
is geolocated based upon the angle of arrival and the range
information. A correction factor provided by the manufac-
turer of a given cellular telephone is used to account for the
loopback path delay through the phone.

One additional area in which wireless device location can
be important is in wireless networks, such as wireless local
area networks (WL ANSs) or wide area networks (WANSs), for
example. A typical prior art approach to locating terminals
within a WLAN includes locating a plurality of receivers at
fixed locations within a building, for example, and then
determining (i.e., triangulating) the position of a terminal
based upon a signal received therefrom at each of the
receivers.

Another prior art approach for wireless terminal location
is to use a direction finding (DF) device which includes a
directional antenna for receiving signals when pointed in the
direction of a transmitting node. An example of a portable
DF device for WLANSs is the Yellowjacket 802.11a wi-fi
analysis system from Berkeley Varitronics. This device uses
a passive DF technique, i.e., it does not solicit any signals
from a terminal but instead waits for the terminal to transmit
signals before it can determine the direction of the trans-
mission.

Despite the advantages of such prior art wireless com-
munications device locators, additional wireless location
features may be desirable in various applications.

SUMMARY OF THE INVENTION

In view of the foregoing background, it is therefore an
object of the present invention to provide a wireless com-
munications device locator which provides enhanced loca-
tion features and related methods.

This and other objects, features, and advantages in accor-
dance with the present invention are provided by a wireless
communications system which may include a plurality of
wireless communications devices each having a device type
associated therewith from among a plurality of different
device types. Further, each device type may have a known
device latency associated therewith. The system may also
include a wireless device locator. More particularly, the
wireless device locator may include at least one antenna and
a transceiver connected thereto, and a controller for coop-
erating with the transceiver for transmitting a plurality of
location finding signals to a target wireless communications
device from among the plurality of wireless communications
devices. The target wireless communications device may
transmit a respective reply signal for each of the location
finding signals.

Additionally, the controller of the wireless device locator
may also cooperate with the transceiver for receiving the
reply signals, and it may determine a propagation delay
associated with the transmission of each location finding
signal and the respective reply signal therefor. This may be
done based upon the known device latency of the target
wireless communications device. As such, the controller
may estimate a range to the target wireless communications
device based upon a plurality of determined propagation
delays.

In other words, the wireless device locator advanta-
geously provides active range finding. In other words, the
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wireless device locator prompts the target wireless commu-
nications device to send reply signals using the location
finding signals, rather than passively waiting until the target
wireless communications device begins transmitting. This
allows for quicker and more efficient device location.

Furthermore, by estimating the range based upon a plu-
rality of propagation delays, the wireless device locator
mitigates the effects of variations in the device latency time.
That is, while the target wireless communication device has
a known device latency, there will necessarily be some
amount of variance from one transmission to the next. Using
a plurality of propagation delays associated with different
transmissions provides a significantly more accurate
approximation of the device latency time and, thus, a more
accurate range estimation. By way of example, the controller
may estimate the range based upon an average (e.g., mean,
median, mode, etc.) of the propagation delays.

In addition, each wireless communications device may
have a unique identifier (UID) associated therewith, and the
controller may insert the UID for the target wireless com-
munications device in each of the location finding signals.
Furthermore, the target wireless communications device
may generate respective reply signals based upon the UID in
the location finding signals. That is, the target wireless
communications device will act upon the location finding
signals because these signals include its UID, whereas the
other wireless communications device will not.

The target wireless communications device may generate
unsolicited signals including the UID thereof. As such, the
controller may cooperate with the transceiver to receive at
least one unsolicited signal from the target device, and the
controller may also determine the UID for the target device
from the at least one unsolicited signal. Thus, if the UID of
a target wireless communications device is not already
known, the wireless device locator may passively “listen”
for unsolicited signals therefrom (i.e., signals that the wire-
less communications device did not solicit) and determine
the UID based thereon.

Additionally, the controller may also determine the device
type of the target wireless communications device based
upon the UID. By way of example, the UIDs may include
media access control (MAC) addresses of respective wire-
less communications devices. Accordingly, the controller
may determine the device type of the target wireless com-
munications device based upon the MAC address in some
applications.

In accordance with another advantageous aspect of the
invention, the at least one antenna may be a plurality of
antennas, and the controller may cooperate with the plurality
of antennas to determine a bearing to the target wireless
communications device based upon at least one of the
received reply signals. More particularly, the bearing may be
a three-dimensional bearing, which may be particularly
useful for locating wireless communications devices within
a multi-story building, for example. In particular, the anten-
na(s) may be one or more directional antennas, for example.
Further, the wireless device locator may further include a
portable housing carrying the at least one antenna, the
transceiver, and the controller.

The wireless device locator may be used with numerous
type of wireless communications device. For example, the
wireless communications devices may be wireless local area
network (WLAN) devices, mobile ad-hoc network (MA-
NET) devices, and cellular communications devices.

A method aspect of the invention is for locating a target
wireless communications device from among a plurality of
wireless communications devices, such as those discussed
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briefly above. The method may include transmitting a plu-
rality of location finding signals to the target wireless
communications device, and receiving a respective reply
signal for each of the location finding signals therefrom. The
method may further include determining a propagation delay
associated with the transmission of each location finding
signal and the respective reply signal therefor based upon
the known device latency of the target wireless communi-
cations device. As such, a range to the target wireless
communications device may be estimated based upon a
plurality of determined propagation delays.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is schematic block diagram of a wireless commu-
nications system in accordance with the present invention
including a wireless local area network (WLAN) and wire-
less device locator for locating WLAN devices thereof.

FIG. 2 is a schematic block diagram generally illustrating
the components of the wireless device locator of FIG. 1.

FIG. 3 is a graph illustrating the signal propagation delay
and device latency components used by the controller of
FIG. 2 to estimate range.

FIG. 4 is a schematic block diagram illustrating an
embodiment of the wireless device locator of FIG. 2 for a
WLAN implementation.

FIG. 5 is a schematic block diagram illustrating in greater
detail an embodiment of the transceiver of the wireless
device locator of FIG. 4.

FIGS. 6 and 7 are histograms illustrating range estimation
test results performed using the wireless device locator of
FIG. 4.

FIG. 8 is a graph illustrating bearing determination in
accordance with the present invention.

FIGS. 9 and 10 are schematic block diagrams illustrating
alternate embodiments of the wireless communications sys-
tem of FIG. 1 including a mobile ad-hoc network (MANET)
and a cellular network, respectively.

FIG. 11 is a flow diagram illustrating a wireless device
location method in accordance with the present invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

The present invention will now be described more fully
hereinafter with reference to the accompanying drawings, in
which preferred embodiments of the invention are shown.
This invention may, however, be embodied in many different
forms and should not be construed as limited to the embodi-
ments set forth herein. Rather, these embodiments are pro-
vided so that this disclosure will be thorough and complete,
and will fully convey the scope of the invention to those
skilled in the art. Like numbers refer to like elements
throughout, and prime and multiple prime notation are used
to indicate similar elements in different embodiments.

Referring initially to FIGS. 1 and 2, a wireless commu-
nications system 30 illustratively includes a wireless local
area network (WLAN) 31 and a wireless location device 32.
The WLAN 31 illustratively includes an access point 33
(e.g., aserver) and a plurality of WLAN devices or terminals
which communicate therewith wirelessly, such as the laptop
computers 34, 35, and the desktop computer 36. Various
WLAN protocols may be used in accordance with the
present invention for such wireless communications (e.g.,
IEEE 802.11, Bluetooth, etc.), as will be appreciated by
those of skill in the art. Moreover, it will also be appreciated
that additional access points and/or other numbers of wire-
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less communications devices may be used, even though only
a few number thereof are shown for clarity of illustration.
Further, numerous other types of WLAN enabled wireless
communications devices (e.g., personal data assistants, etc.)
may also be used, as will be further appreciated by those
skilled in the art.

Each wireless communications device 34-36 in the
WLAN 31 has a device type associated therewith from
among a plurality of different device types. More particu-
larly, the device type may signify the particular manufac-
turer and/or model of a given WL AN card or chip set used
therein. In some embodiments, it may also signify the
standard the device complies with (e.g., IEEE 802.11).

The device type is important in that different device types
will have known device latencies associated therewith. For
example, different WLAN cards or chip sets will have a
certain latency associated with the time they take to process
a received signal and generate an acknowledgement reply
thereto. These delay times may be fairly consistent across
different models from a same manufacturer, or they may
vary significantly. Additionally, WLAN protocols such as
IEEE 802.11 have a specified interframe spacing associated
therewith, as will be appreciated by those skilled in the art.
Thus, in circumstances where the interframe spacing
requirements are closely adhered to, the latency of a given
WLAN card or chip set will be substantially equal to the
interframe spacing.

The wireless device locator 32 illustratively includes an
antenna 39 and a transceiver 41 connected thereto, as well
as a controller 42 connected to the transceiver. These com-
ponents may conveniently be carried by a portable housing
43 in some embodiments, although they could be imple-
mented in a more stationary embodiment, if desired. In the
illustrated example, the antenna 39 is a directional antenna,
although omni-directional antennas may also be used, as
will be appreciated by those skilled in the art. It will also be
appreciated that various antenna/transceiver combinations
may be used. As will be discussed further below, more than
one antenna may be used in certain embodiments to provide
bearing determination capabilities, and separate transceivers
may optionally be used for respective antennas, if desired.

Operation of the wireless device locator 32 will now be
described with reference to FIG. 3. The controller 42 coop-
erates with the transceiver 41 for transmitting a plurality of
location finding signals to a target wireless communications
device to be located from among the plurality of wireless
communications devices. In the present example, the laptop
34 is the target device.

As will be appreciated by those skilled in the art, each
WLAN device 34-36 in the network 31 will have a unique
identifier (UID) associated therewith which is used in sig-
nals transmitted between the respective devices and the
access point 33. The UID distinguishes the devices 34-36
from one another so that each device only acts upon or
responds to signals intended for it, and so the access point
33 knows which device it is receiving signals from.

Depending upon a given implementation, the wireless
locator device 32 may or may not know the UID of the target
device 34 before hand. For example, in some embodiments
the wireless device locator 32 could download the UID from
the access point 33 (either wirelessly or over a wired
network connection, for example). This may be the case
when trying to locate a node in a LAN where the node is
already registered with the network. However, if the UID is
not known, the wireless device locator 32 may passively
listen to the target device 34 for unsolicited signals being
transmitted therefrom. This feature may be advantageous for
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law enforcement applications, or for locating an interfering
node that is not registered with a particular network but
causes interference therewith, for example. By “unsolicited”
signals it is meant that these signals are not solicited by the
wireless device locator 32 itself, although such signals may
have been solicited from another source (e.g., the access
point 33).

The controller 42 cooperates with the transceiver 41 to
receive one or more of the unsolicited signals, and the
controller determines the UID for the target device 34
therefrom. Of course, the method by which the controller 42
determines the UID from the unsolicited signal will depend
upon the given implementation, and whether or to what
degree such signals are encrypted.

Additionally, the controller 42 may also determine the
device type of the target wireless communications device 34
based upon the UID thereof. By way of example, the UIDs
may include media access control (MAC) addresses of
respective wireless communications devices. The MAC
addresses may be specific to a particular type of device
manufacturer, or indicate a particular operational protocol
with which the device is operating, as will be appreciated by
those skilled in the art. Accordingly, the controller may
determine the device type of the target wireless communi-
cations device 34 based upon the MAC address thereof in
some applications.

As such, to locate the target device 34, the controller
inserts the UID therefor in each of the location finding
signals. By way of example, the location finding signal may
include the UID of the target device 34 in a header packet
and a valid but empty data packet. This will force the target
device 34 to generate a reply signal acknowledging receipt
of the location finding signal (i.e., an ACK signal). Of
course, various other location finding signals could be used
to cause the target terminal 34 to generate an ACK signal, as
will be appreciated by those skilled in the art. The controller
42 cooperates with the transceiver 41 for receiving the reply
signals from the target device 34 via the antenna 39. The
location finding signals and reply signals may be radio
frequency (RF), microwave, optical, or other suitable types
of signals, as will be appreciated by those skilled in the art.

The controller 42 determines the propagation delay asso-
ciated with the transmission of each location finding signal
and the respective reply signal therefor, and it uses this
propagation delay to estimate a range to the target device 34.
However, the propagation delay has to first be determined
based upon the total round trip time from the sending of the
location finding signal to the reception of the respective
reply signal.

The total round trip time will include several components.
Referring more particularly to FIG. 3, the first component is
the time associated with transmitting a location finding
signal 45, which is illustrated with an arrow. That is, this is
the time from the beginning of the location finding signal
transmission (time t,) to end thereof (time t,). Two time axes
are shown in FIG. 3. The top or upper axis represents events
that occur at the target device 34, while the bottom or lower
axis represents events that occur at the wireless device
locator 32.

The second component of the round trip time is the
propagation delay or time tp,, it takes for the location
finding signal 45 to travel from the wireless device locator
32 to the target device 34 (i.e., from time t; to t,). The third
component of the round trip time is the device latency t,,; of
the target device 34 (i.e., form time t, to t;). This is the time
it takes the target device 34 to receive, process, and transmit
a reply signal 46 responsive to the location finding signal 45.
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The final components of the round trip time are propagation
delay tp,,, of the reply signal 46 (i.e., from time t, to t,), and
the reception time thereof by the wireless device locator 32
(i.e., from time t, to t5).

The controller 42 will know the times associated with the
transmission of the location finding signal 45 (i.e., from time
t, to t,), as well as the time associated with the reception of
the reply signal 46 (i.e., from time t, to t5) for each round
trip, since these can be readily measured by the controller.
The quantities that the controller 42 will not know are the
propagation delays tp,, t5n, and the actual device latency
tor.

Yet, as noted above, the controller 42 will have access to
the known device latency (i.e., a mean latency) for the given
device type of the target device 34, which provides a close
approximation of the actual device latency t,;. The known
device latency could be a measured value based upon
collected data, it could be provided by manufacturers, or it
could be based upon a value set in a communications
standard, as discussed above, for example.

As will be appreciated by those skilled in the art, the
actual device latency will likely vary somewhat from one
transmission to the next for any wireless communications
device, potentially by as little as a few nanoseconds to a few
microseconds, depending upon device configurations, pro-
cessing loads, etc. Accordingly, a close approximation of the
total propagation delay (i.e., time tp,,+time tpp,) may
therefore be obtained by substituting the known device
latency for the actual device latency t,,, and subtracting this
value from the time between times t;, and t,. Dividing the
total propagation delay by two (since both propagation
delays may be considered equal or substantially equal for a
stationary or relatively slow moving target device 34) and
multiplying this by the speed of light gives the estimated
distance to the target device 39, based upon the single
propagation delay associated with the signal pair 45, 46.

Yet, as noted above, device latencies tend to vary from
one transmission to the next. Since the location finding
signals and reply signals are traveling at the speed of light,
such variances can make a significant difference in the
estimated distances. More particularly, light travels approxi-
mately 1000 ft. in one microsecond. Thus, if the device
latency varies by one microsecond from one transmission to
the next, the estimated distance to the target device 34 would
similarly vary by 1000 ft. or so, which likely will be an
unacceptable accuracy for many applications.

In accordance with the present invention, the controller 42
advantageously estimates the range to the target device 34
not solely based upon a single measured propagation delay,
but rather upon a plurality thereof. More particularly, by
estimating the range based upon a plurality of propagation
delays, the wireless device locator 32 mitigates the effects of
the variations in the actual device latency time. This pro-
vides a significantly more accurate approximation of the
device latency time and, thus, a more accurate range esti-
mation. By way of example, the controller 42 may estimate
the range based upon an average of the propagation delays,
though other suitable statistical functions may also be used
(e.g., mean, median, mode, etc.). Of course, it should be
noted that the average may be taken on the entire round trip
delay instead of first subtracting out the known device
latency as described above. That is, the same result may be
obtained by first taking the average and then subtracting out
the known device latency, as will be appreciated by those
skilled in the art.

An exemplary embodiment of the present invention is
now described with reference to FIGS. 4 and 5. The wireless
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device locator 32' may use a personal data assistant (PDA)
as the controller 42', although a personal computer (PC) or
other suitable computing device may also be used. More
particularly, the PDA 42' illustratively includes a graphical
user interface (GU1) 50", and a received signal strength
indication (RSSI) processing module 51' for cooperating
with the transceiver 41' to perform above described range
estimation processing operations. More particularly, the
RSSI module 51' may be implemented as a software module
which is run on the PDA 42', as will be appreciated by those
skilled in the art, and which cooperates with the GUI to
provide range estimates to a user.

The PDA 50' also illustratively includes a battery 52',
which may conveniently be used for powering the various
transceiver 41' components, as shown. Of course, it will be
appreciated that separate batteries may be used, or one or
more components of the wireless device locator 32' may be
powered by an external (e.g., AC) source. The transceiver
41' operates in accordance with the IEEE 802.11b standard
and includes a MAC-less 802.11b radio 58' and a field-
programmable gate array (FPGA) 53' connected thereto. The
FPGA 53' illustratively includes a packet building module
54', a radio configuration module 55', a receiver filtering
module 56', and a simple MAC processing module 57' for
processing the location finding signals and reply signals and
communicating with the radio 53', in accordance with the
802.11b standard, as will be appreciated by those skilled in
the art.

More specifically, the MAC-less radio 58' may be a GINA
model EF module from GRE America, Inc., and the FPGA
53' may be a module EPXA10 from Altera Corp. The
hardware components of the FPGA 53" illustratively include
an ARM922T processor 60", block RAM 61" therefor, a
serial/universal serial bus (USB) interface 62", and a pro-
grammable logic section 63". Additional circuitry including
an oscillator 64", power management circuitry (i.e., regula-
tors, microprocessor supervisor, etc.) 65", and a program-
mable read-only memory (PROM)/boot flash memory 66"
are connected thereto as shown, as will be appreciated by
those skilled in the art.

Referring now to FIGS. 6-7, a test was conducted in
accordance with the present invention in which approxi-
mately 1500 location finding signals were transmitted to a
stationary wireless IEEE 802.11 device. The time it took to
receive the reply signal was measured by ticks of an internal
clock of the controller 42, where each tick represents 7.567
ns. From FIG. 6 it may be seen that the reply signals from
the target device were returned within between about 20,960
and 21,045 clock ticks, where the transmission of the
respective location signals each began at O clock ticks.
Moreover, if this range is divided into equal sections or bins,
the frequency (i.e., number) of round trip times that fell
within each of the bins is shown in FIG. 7.

Plotting various statistical functions of the measured
clock tick samples (such as the mean and the mode) versus
the known distance to the target device allowed statistical
curve-fitting to take place, as shown in FIG. 6. It was
determined from the test results that taking the mean of the
samples provided the most accurate range estimation. More
particularly, the ranges to several 802.11b target devices at
varying distances were estimated using this approach, and
the worst case error for the estimated range was never more
than 20 ft. Preferably, the location finding signals are trans-
mitted over a relatively short interval (a few seconds or less)
so that if the target device is moving the accuracy of the
results will not be significantly diminished. Of course,
various numbers of location finding signals and transmission

119



Case 6:22-cv-00077-ADA Document 8-3 Filed 03/22/22 Page 17 of 19

US 7,321,777 B2

9

intervals may be used depending upon the particular imple-
mentation, as will be appreciated by those skilled in the art.

In accordance with another advantageous aspect of the
invention, multiple antennas 39a", 39b" (FIG. 5) may be
used to provide target bearing in addition to the estimated
range. Referring more particularly to FIG. 8, bearing deter-
mination in the case where the antennas 394", 395" are
directional antennas will now be described. The antennas
394", 395" have respective reception patterns 70a, 705,
which may be orthogonal to one another (i.e., the former is
directed along the x-axis, while the latter is directed along
the y-axis).

The target device is at a point P, which is within the
reception patterns 70a, 70b. Each of the antenna gain
patterns 70a and 705 can be measured and known to the
locator, and represented by gain functions G1(68) and G2(8)
where e represents the angle of deviation from a particular
reference direction.

As such, to determine the line of bearing to the target
device, the received signal strength is measured from each
of the antennas 70a, 705, respectively. Based upon this
information, the controller 42' may then find the angle 6,
using the relationship G1(0,)-G2 (0,)=P1-P2, where P1 and
P2 is the received signal power off antenna 1 and antenna 2,
respectively. In other words, the difference in the signal
strength received between the two antennas (P1-P2) should
equal the difference in the antenna gain of the two antennas
at the angle of the line of bearing (G1(0,)-G2(0,)) Thus, the
target line of bearing to the target device is at 0,. It should
be noted that it is possible that more than one angle 6 may
satisfy the relationship G1(8,)-G2(6,)=P1-P2. These mul-
tiple angles represent a line of bearing ambiguity that can
easily be resolved by making multiple measurements, as can
be appreciated by those skilled in the art.

As noted above, more than one transceiver 41' may be
used in certain embodiments, which would allow signal
strength measurements to be taken based upon a same reply
signal from the target device. However, if only a single
transceiver 41' is used, the controller 42' may alternate
which antenna 70a, 7056 is receiving and measure the
received signal strength of successive signals, for example.
Moreover, the bearing may be determined in three dimen-
sions, if desired, which may be particularly useful for
locating wireless communications devices within a multi-
story building, for example, as will be appreciated by those
skilled in the art.

While the present invention has been described above
with reference to a WLAN wireless device locator 32', it will
be appreciated by those skilled in the art that it may also be
used in other wireless communications systems with other
types of wireless communications devices. Referring more
particularly to FIG. 9, a mobile ad-hoc network (MANET)
system 90 illustratively includes a wireless device locator 92
including an antenna 99, such as those described above, and
a MANET 91. More particularly, the MANET includes
MANET nodes or devices 93-96, of which the node 94 is the
target node in the illustrated example. Here, the wireless
device locator 92 performs range and/or bearing estimation
in the same manner described above, except that it will
operate in accordance with the appropriate MANET proto-
col used within the system 90, as will be appreciated by
those skilled in the art.

Another embodiment is illustrated in FIG. 10, in which a
wireless device locator 102 having an antenna 109 is used
within a cellular communications system 100 for locating
cellular devices (e.g., cellular telephones) 104-106 in cellu-
lar network 101. The cellular devices 104-106 place and
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receive calls via a cellar tower 103, as will be appreciated by
those skilled in the art. In the illustrated example, the target
device is the cell phone 104. Here again, the wireless device
locator 102 will communicate using the appropriate operat-
ing protocol being used in the cellular network 101 (e.g.,
code-division multiple access (CDMA), short message ser-
vice (SMS), etc.), as will be appreciated by those skilled in
the art.

Turning now additionally to FIG. 11, a method aspect of
the invention is for locating a target wireless communica-
tions 34 device from among a plurality of wireless commu-
nications devices 34-36. Beginning at Block 110, if the UID
for the target device 34 is unknown, the controller 42 may
determine the UID from unsolicited signals transmitted by
the target device, for example, as described above (Block
112). Of course, in some embodiments, the controller 42
may download the signals from a network access point 33,
etc., as also described above.

Once the UID for the target wireless communication
device 34 is known, location finding signals are transmitted
to the target wireless communications device, at Block 113,
and respective reply signals for each of the location finding
signals are received therefrom, at Block 114. If the device
type (and, thus, the known device latency) are known, at
Block 115, then the propagation delay associated with the
transmission of each location finding signal and the respec-
tive reply signal therefor is determined based upon the
known device latency of the target wireless communications
device 34, at Block 116. As such, a range to the target
wireless communications device 34 is estimated based upon
a plurality of determined propagation delays (Block 117), as
previously discussed above, thus concluding the illustrated
method (Block 118).

Of course, if the device type is unknown, the controller 42
may determine the device type from the reply signal (Block
119), as discussed above, or by other suitable methods which
will be appreciated by those skilled in the art. It should be
noted that while this step is shown as occurring after the
receipt of the reply signals in the illustrated example, the
device type determination may be performed prior thereto,
such as while determining the UID, for example.

Many modifications and other embodiments of the inven-
tion will come to the mind of one skilled in the art having
the benefit of the teachings presented in the foregoing
descriptions and the associated drawings. Therefore, it is
understood that the invention is not to be limited to the
specific embodiments disclosed, and that modifications and
embodiments are intended to be included within the scope of
the appended claims.

That which is claimed is:

1. A wireless communications system comprising:

a plurality of wireless communications devices each hav-
ing a device type associated therewith from among a
plurality of different device types, and each device type
having a known device latency associated therewith;
and

a wireless device locator comprising

at least one antenna and a transceiver connected thereto,
and

a controller for cooperating with said transceiver for
transmitting a plurality of location finding signals to a
target wireless communications device from among
said plurality of wireless communications devices;

said target wireless communications device transmitting a
respective reply signal for each of said location finding
signals;
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said controller of said wireless device locator also for

cooperating with said transceiver for receiving the
reply signals,

determining a propagation delay associated with the
transmission of each location finding signal and the
respective reply signal therefor based upon the
known device latency of said target wireless com-
munications device, and

estimating a range to said target wireless communica-
tions device based upon a plurality of determined
propagation delays.
2. The wireless communications system of claim 1
wherein said controller estimates the range based upon an
average of the propagation delays.
3. The wireless communications system of claim 1
wherein said at least one antenna comprises a plurality of
antennas; and wherein said controller cooperates with said
plurality of antennas to determine a bearing to said target
wireless communications device based upon at least one of
the received reply signals.
4. The wireless communications system of claim 3
wherein the bearing is a three-dimensional bearing.
5. The wireless communications system of claim 1
wherein said at least one antenna comprises at least one
directional antenna.
6. The wireless communications system of claim 1
wherein said wireless device locator further comprises a
portable housing carrying said at least one antenna, said
transceiver, and said controller.
7. The wireless communications system of claim 1
wherein said wireless communications devices comprise
wireless local area network (WLAN) devices.
8. The wireless communications system of claim 1
wherein said wireless communications devices comprise
mobile ad-hoc network (MANET) devices.
9. The wireless communications system of claim 1
wherein said wireless communications devices comprise
cellular communications devices.
10. A wireless communications system comprising:
a plurality of wireless local area network (WLAN)
devices each having a device type associated therewith
from among a plurality of different device types, and
each device type having a known device latency asso-
ciated therewith; and
a wireless device locator comprising
at least one antenna and a transceiver connected thereto,
and
a controller for cooperating with said transceiver for
transmitting a plurality of location finding signals to a
target WLAN device from among said plurality of
WLAN devices;
said target WLAN device transmitting a respective reply
signal for each of said location finding signals;
said controller of said wireless device locator also for
cooperating with said transceiver for receiving the
reply signals,

determining a propagation delay associated with the
transmission of each location finding signal and the
respective reply signal therefor based upon the
known device latency of said target WLAN device,
and

estimating a range to said target WLAN device based
upon an average of a plurality of determined propa-
gation delays.

11. The wireless communications system of claim 10
wherein said at least one antenna comprises a plurality of
antennas; and wherein said controller cooperates with said
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plurality of antennas to determine a bearing to said target
WLAN device based upon at least one of the received reply
signals.

12. A wireless device locator for locating a target wireless
communications device comprising:

at least one antenna and a transceiver connected thereto;

and

a controller for

cooperating with said transceiver for transmitting a
plurality of location finding signals to the target
wireless communications device and receiving a
respective reply signal therefrom for each of said
location finding signals,

determining a propagation delay associated with the
transmission of each location finding signal and the
respective reply signal therefor based upon a known
device latency of the target wireless communications
device, and

estimating a range to the target wireless communica-
tions device based upon a plurality of determined
propagation delays.

13. The wireless device locator of claim 12 wherein said
controller estimates the range based upon an average of the
propagation delays.

14. The wireless device locator of claim 12 wherein said
at least one antenna comprises a plurality of antennas; and
wherein said controller cooperates with said plurality of
antennas to determine a bearing to the target wireless
communications device based upon at least one of the
received reply signals.

15. The wireless device locator of claim 12 wherein said
at least one antenna comprises at least one directional
antenna.

16. The wireless device locator of claim 12 wherein said
wireless device locator further comprises a portable housing
carrying said at least one antenna, said transceiver, and said
controller.

17. The wireless device locator of claim 12 wherein the
target wireless communications device comprises a wireless
local area network (WLAN) device.

18. The wireless device locator of claim 12 wherein the
target wireless communications device comprises a mobile
ad-hoc network (MANET) device.

19. The wireless device locator of claim 12 wherein the
target wireless communications device comprises a cellular
communications device.

20. A method for locating a target wireless communica-
tions device from among a plurality of wireless communi-
cations devices, each wireless communications device hav-
ing a device type associated therewith from among a
plurality of different device types, and each device type
having a known device latency associated therewith, the
method comprising:

using a controller cooperating with a transceiver for

transmitting a plurality of location finding signals to the

target wireless communications device, and receiving a

respective reply signal for each of the location finding
signals therefrom;

using the controller for determining a propagation delay

associated with the transmission of each location find-

ing signal and the respective reply signal therefor based
upon the known device latency of the target wireless
communications device; and

further using the controller for estimating a range to the

target wireless communications device based upon a

plurality of determined propagation delays.
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21. The method of claim 20 wherein the controller esti-
mates the range based upon an average of the propagation
delays.

22. The method of claim 20 further comprising determin-
ing a bearing to the target wireless communications device
based upon at least one of the received reply signals.

23. The method of claim 20 wherein the target wireless
communications device comprises a wireless local area
network (WLAN) device.

14

24. The method of claim 20 wherein the target wireless
communications device comprises a mobile ad-hoc network
(MANET) device.

25. The method of claim 20 wherein the target wireless
communications device comprises a cellular communica-
tions device.
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COMPUTER ARCHITECTURE FOR A
HANDHELD ELECTRONIC DEVICE

BACKGROUND OF THE INVENTION

1. Statement of the Technical Field

The inventive arrangements relate to personal electronic
devices, and more particularly to personal digital assistant
devices for storing, processing and communicating classified
as well as unclassified data.

2. Description of the Related Art

Mobile computers, which are sometimes called personal
digital assistants or PDAs, have the ability to store, process
and communicate data. PDAs generally fall into one of sev-
eral categories which can include handheld PCs, palm size
PCs, smart phones, and handheld instruments. PDAs typi-
cally include some kind of microprocessor with a commer-
cially available operating system such as Linux, Palm OS, or
Widows CE (Pocket PC). Many PDAs also have builtin LCD
displays, touch sensitive screens, and keypads for the human/
machine interface. Some PDAs also include wireless net-
working capabilities. For example, many such devices can
communicate with other devices using well known wireless
networking standards such as the IEEE 802.11 family of
standards. The foregoing capabilities make these compact
devices highly useful for a various business and personal
applications.

Currently, there exist a wide variety of PDA devices with
conventional operating systems and architectures. These
commercially available PDAs with commercial-off-the-shelf
(COTS) operating systems and COTS application programs
generally satisfy the processing and communications require-
ments of most users. For example, they include applications
for word processing, data storage, spreadsheets, email, inter-
net browsing, time management, contact management, net-
work communications, and voice communications. These
applications generally function quite well and have interfaces
that are familiar to many users. The familiarity of these appli-
cations to users, and the relatively low cost of COTS software
are considered advantageous for a variety of reasons.

Some commercially available PDA devices and/or soft-
ware applications incorporate various security measures in an
effort to protect data which is stored, processed or communi-
cated using the device. For example, encryption technology
and password protection features are known in the art. Still,
this level of security can be inadequate for managing infor-
mation that is of a Confidential, Secret, or Top Secret nature,
particularly when such information relates to matters of
national security. For example, COTS operating systems and
applications may not be sufficiently trustworthy for handling
this type of information. Such programs can be susceptible to
being compromised by various means including hacker
attacks, viruses, worms, Trojan horses, and a wide variety of
other means that are known to those skilled in the art.

Finally, notwithstanding the security limitations of COTS
operating systems and applications, the basic architecture and
interface systems of many commercial PDA devices may
leave these devices vulnerable to intrusion. For example,
COTS devices do not employ trusted microprocessors, do not
employ physical separation of classified and unclassified data
processing, nor do they employ physical tamper detection and
subsequent memory zeroization. They may also lack the
capability of wireless communications for classified data.
Consequently, transport, processing or communication of
classified data using a commercial PDA is not generally per-
mitted.
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In order to address some of the foregoing problems, per-
sonal electronic devices have been developed that are specifi-
cally designed to allow for transport of classified data, for
example encryption keys. However, these devices are not
generally designed to accommodate data processing or wire-
less communications of classified information. Secure PDA
devices are also known in the art. These devices utilize a
trusted operating system, trusted microprocessors, and a
trusted human/machine interface. However, they generally do
not include wireless communications capabilities.

Trusted operating systems and applications are generally
designed to more rigorously address the problem of computer
security. Trusted operating systems undergo evaluation of
their overall design, verification of the integrity and reliability
of'their source code, and systematic, independent penetration
evaluation. In contrast, non-trusted COTS operating systems
are generally not designed to an equally high level with regard
to security precautions.

SUMMARY OF THE INVENTION

The invention concerns a mobile PDA computer system.
The mobile PDA computer system consists of a non-secure
user processor, a secure user processor, and a cryptographic
engine. The non-secure processor is comprised of non-trusted
COTS microprocessor hardware (HW), a non-trusted COTS
operating system, and non-trusted COTS application soft-
ware. The secure processor is comprised of trusted micropro-
cessor HW, a trusted operating system and trusted application
software. The cryptographic engine is comprised of trusted
hardware and trusted software. In addition to providing
encryption and decryption services, the cryptographic engine
provides a first data communication link that communicates
data between the secure processor and the cryptographic
engine and a second data communication link that commu-
nicates data between the non-secure processor and the cryp-
tographic engine. In this way, the cryptographic engine forms
a bridge between the secure processing side of the PDA and
the non-secure processing side of the PDA.

According to one aspect of the invention, the non-secure
processor can have a wired communication transceiver and/or
a wireless communications transceiver. These communica-
tion transceivers can be used to communicate unclassified
data and voice transmissions. In addition these transceivers
can be used to communicate encrypted classified data. The
secure processor can communicate encrypted classified data
files from the secure processor’s file system to the non-secure
processor. The encrypted files can then be communicated
using the wired or wireless transceiver circuitry associated
with the non-secure processor. Similarly, classified real time
voice communications originating on the secure processing
side of the device can be encrypted and communicated to the
non-secure processor. The non-secure processor can utilize
the wired or wireless transceiver to communicate such
encrypted voice information.

The invention can also concern a method for managing
classified and unclassified on a mobile PDA computer sys-
tem. The method can include processing classified data exclu-
sively using a secure processor. The method can also include
processing unclassified data exclusively using a non-secure
processor. Classified data for encryption and classified
decrypted data can be communicated between the secure
processor via the cryptographic engine using a first data com-
munication link. Further classified data from the secure pro-
cessor via the cryptographic engine can be communicated to
the non-secure processor exclusively in an encrypted form.
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Such communications can be performed using a second data
communication link between the cryptographic engine and
the non-secure processor.

The method can include communicating classified data to
and from the secure processor exclusively using a secure
human/machine interface. Further, the method can include
controlling the secure processor exclusively using the secure
human/machine interface. Classified information can be pro-
vided to the user from the secure processor exclusively using
the secure human/machine interface.

The non-secure processor can be controlled exclusively
using a non-secure human/machine interface. Further,
unclassified information can be provided to the user by the
non-secure processor exclusively using the non-secure
human/machine interface. A wireless communications trans-
ceiver can be used for communicating wireless unclassified
data from the non-secure processor. The method can further
include communicating encrypted classified data provided
from the secure processor using the wireless communications
transceiver. According to one aspect of the invention, the
wireless communications transceiver can be selected from the
group consisting of a wireless LAN transceiver and a cellular
telephone transceiver. According to yet another aspect, the
method can include communicating classified audio informa-
tion to and from the secure processor with a first audio inter-
face, and communicating audio information to and from the
non-secure processor with a second audio interface distinct
from the first audio interface.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is block diagram that is useful for understanding an
architecture of a secure PDA

FIG. 2 is a block diagram that is useful for understanding
an architecture of a non-secure commercial PDA/Phone.

FIG. 3 is a block diagram that is useful for understanding
an architecture of a PDA that can be used for classified and
unclassified data.

FIG. 4 is a more detailed block diagram showing the non-
secure processor portion of the PDA architecture in FIG. 3.

FIG. 5 is amore detailed block diagram showing the secure
processor portion of the PDA architecture in FIG. 3.

FIG. 6 is a more detailed block diagram of the crypto-
graphic engine in FIG. 3.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

The invention concerns a computer architecture for a
mobile PDA computer system. FIG. 1 shows a simplified
block diagram of a secure PDA of the prior art that includes
trusted hardware and trusted software (operating system and
application software). As used herein, the term “trusted” is
used with reference to computer hardware, operating sys-
tems, and/or software applications that have been designed to
ensure secure storage, processing and communication of
data. Trusted hardware and trusted software can be combined
to provide secure data processing. Trusted hardware and soft-
ware are generally designed and tested to ensure the integrity
and reliability of their source code, and their resistance to
penetration. In contrast, untrusted hardware and untrusted
software are generally not designed to an equally high level
with regard to security precautions. Accordingly, when inte-
grated into a computer system, those systems are often
referred to as non-secure.

Secure PDA 100 utilizes secure user processor 102 com-
prised of trusted hardware (HW) and trusted software (SW)
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for securing data that is stored on the device. A user secure file
system 103 is provided for storing classified data. A crypto-
graphic engine 104 is provided with trusted hardware and
trusted software for providing encryption and decryption ser-
vices. A crypto secure file system 105 is used to store classi-
fied data and files used by the cryptographic engine 104. A
secure human/machine interface (HMI) 106 is also provided.
However, for security reasons, PDA devices of this type gen-
erally do not include machine input/output (I/O) facilities.
Thus PDA 100 does not have a USB port, wireless network-
ing, or cellular telephone communications capabilities. PDA
100 can generally satisfy the requirements for accessing
secure file systems. However, the operating system and appli-
cations can be expensive and unfamiliar to many users who
more often utilize commercial-off-the-shelf (COTS) systems.

In contrast to the secure PDA in FIG. 1, a commercial
PDA/phone architecture is shown in FI1G. 2. The commercial
PDA/phone 200 can include a non-secure processor 202 com-
prised of untrusted COTS microprocessor hardware and
untrusted COTS software. A user non-secure file system 203
can be used for storing unclassified user files and data. The
commercial PDA/phone will make use of COTS hardware
and software to satisty the processing and communications
requirements of users. The commercial PDA/phone will
make use of a conventional non-secure HMI 206, and can
include non-secure 1/O circuitry 204. The /O circuitry 204
can include wired and/or wireless LAN transceivers, and
cellular telephone transceiver circuitry. A suitable antenna or
antennas 210 can be provided for any wireless applications.
Audio interface circuitry can also be provided for headset
208. Significantly, PDA 200 will not generally satisfy the
requirements for accessing secure file systems. However,
commercial PDA 200 benefits from the economy associated
with use of COTS applications and a COTS operating system.
Another advantage is that users tend to be well familiar with
such operating systems and applications.

Turning now to FIG. 3, there is shown an architecture for a
mobile PDA computer system 300 that offers the combined
advantages of secure PDA 100 and commercial PDA 200.
The architecture in FIG. 3 can include a secure processor 302
composed of trusted microprocessor hardware executing
trusted operating system software and trusted application
software. Secure processor 302 can have access to a secure
file system 314. Secure processor 302 receives user inputs and
provides information to users through a secure HMI 308.
Secure processor 302 can also communicate audio informa-
tion to and from headset 316.

Non-secure processor 306 is also provided as part of PDA
300. Non-secure processor 306 is composed of untrusted
microprocessor hardware executing an untrusted operating
system and untrusted application software. Non-secure pro-
cessor 306 can store unclassified user files and data in a user
non-secure file system 319. Non-secure processor 306 is
capable of receiving and transmitting data through 1/O inter-
face 312, which can include wired and/or wireless LAN trans-
ceivers, cellular telephone transceiver circuitry and any other
conventional data communication service. A suitable antenna
or antennas 320 can be provided for any wireless applica-
tions. A user audio interface can be provided for audio com-
munications, audio recording and listening to audio files.
Non-secure processor 306 receives user inputs and provides
information to users through a non-secure HMI 310.

PDA 300 also includes a cryptographic engine 304. The
cryptographic engine is implemented with trusted software
(operating system and application software) and trusted
microprocessor hardware. The cryptographic engine is pro-
vided for encrypting and decrypting classified data. A crypto
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secure file system 317 is provided for storing classified data
and files used by cryptographic engine 304. A first data com-
munication link 303 is provided for communicating classified
data between the secure processor 302 and the cryptographic
engine 304. A second data communication link 305 is pro-
vided for communicating encrypted classified data between
the non-secure processor 306 and the cryptographic engine.
Data communicated between secure processor 302 and cryp-
tographic engine 304 will be encrypted before being passed to
the non-secure processor 306. In contrast, data communi-
cated between non-secure processor 306 and cryptographic
engine 304 can be unencrypted unclassified data in some
instances and encrypted classified data in other instances.
Still, the invention is not limited with regard to the specific
type of data that is communicated on the first and second data
links.

The first and second data communication links can be any
suitable type serial or parallel type data channels. For
example, if the communication link is a parallel type data link
then it can conform to any of a number of well known bus
standards, including without limitation ISA, EISA, VESA,
PCI, EMIF and so on. Alternatively, if a serial data channel is
used, then it can be an 12C, SPI, Microwire, Maxim or other
type serial data bus.

A PDA computer architecture as show in FIG. 3 can offer
several important advantages. One basic advantage of the
foregoing arrangement is that it overcomes some limitations
of conventional secure and non-secure PDAs. For example,
the system can still offer all of the benefits of conventional
commercial PDA devices. Such features can include familiar
and inexpensive COTS operating systems and applications.
Such COTS operating systems and applications can be used
with the non-secure processor 306. The PDA 300 also offers
the benefit of wired and wireless LAN communication ser-
vices, cellular telephone services and so on. In addition to
these features, the PDA architecture shown in FIG. 3 can
permit users to access to a secure file system. The file system
can be maintained by secure processor 302 in a data store.

Referring now to FIG. 4, there is shown a more detailed
block diagram of a portion of the PDA 300 that includes
non-secure processor 306. As noted above, non-secure pro-
cessor 306 can be comprised of untrusted processor hard-
ware. For example, the untrusted processor hardware can be
any one of a variety of well known COTS processors that are
widely available. For example, the un-trusted processor hard-
ware can be selected from the StrongARM or XScale proces-
sors (e.g., SA-110 or PXA270) available from Intel Corp. of
Santa Clara, Calif., the 1. MX or Dragonball family of proces-
sors available from Freescale Semiconductor, Inc. of Austin,
Tex., or the OMAP family of processors offered for sale by
Texas Instruments of Dallas, Tex.

According to one embodiment, non-secure processor 306
can also be comprised of an untrusted COTS operating sys-
tem. For example any of a variety of well known COTS
operating systems suitable for use in a PDA can be used for
this purpose. According to one embodiment, the non-secure
processor 306 can utilize the Windows CE operating system
that is made available by Microsoft Corporation of Redmond,
Wash. However, the invention is not limited in this regard and
other types of untrusted operating systems can also be used.

Non-secure processor 306 can communicate with one or
more subsystem components including data store 402. Data
store 402 can include flash memory, read-only memory
(ROM), dynamic random access memory (DRAM). The un-
trusted operating system for the non-secure processor can be
stored in non-volatile memory in data store 402 or flash EE
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6
PROM 404. Application software can be loaded in flash
memory or DRAM as needed.

As shown in FIG. 4, 1/O interface 312 can include wired
connectivity block 406 for USB or other wired connectivity
services. Wireless connectivity block 408 can include any
wireless transceiver system now known or known in the
future for communicating voice and/or data. For example, the
wireless connectivity block 408 can be any suitable wireless
LAN transceiver system. According to one embodiment of
the invention, wireless connectivity block 408 can be config-
ured for operation in accordance with any one of the 802.11
family of wireless network standards. However the invention
is not limited in this regard. Instead, any other wireless net-
working standard can also be implemented in accordance
with the inventive arrangements. Further, wireless connectiv-
ity block 408 can also comprise cellular telephone transceiver
circuitry. For example, the cellular telephone transceiver cir-
cuitry can be designed to operate using any one of a variety of
well known cellular telephone transmission protocols such as
TDM, GSM, or CDMA.

Additional sub-systems connected to non-secure processor
306 can include audio interface 410. Audio interface 410 can
include at least one suitable audio codec, analog to digital and
digital to analog conversion circuitry, as well as any necessary
audio amplifier circuitry (not shown). Audio interface 410
can also include any other circuitry necessary to allow PDA
300 to output MP3 audio associated with the non-secure
processor 306.

In the event that wireless input/output subsystem 312
includes cellular telephone transceiver circuitry, then the
audio interface 410 can include a voice codec that can provide
the user audio interface for that application. In particular, the
voice codec can code voice signals received from a micro-
phone associated with headset 318. Similarly, the voice codec
can decode voice signals received via wireless connectivity
block 408 and output such decoded audio to an earphone
associated with headset 318. Still, it should be understood
that the invention is not limited to any particular arrangement
with regard to audio interface 410. Audio interfaces for cel-
Iular telephones and MP3 audio playback are well known in
the art and all such arrangements are contemplated for audio
interface 410 within the scope of the present invention.

Non-secure processor 306 can interface with a user
through non-secure HMI 310. Non-secure HMI 310 can
include a conventional color display 416 and touch screen
controller 414. Non-secure HMI 206 can also include a key-
pad/pointing device 412. HMI interfaces of the type
described herein are well known in the art. In this regard it
should be understood that the non-secure HMI interfaceis not
limited to the specific embodiments shown. Instead, any other
suitable non-secure HMI interface can be used for this pur-
pose.

Referring now to FIG. 5, there is shown a more detailed
block diagram of the portion of PDA 300 including secure
processor 302. Secure processor 302 can be custom-designed
processor or can also be one of a variety of well known COTS
processors that are widely available. Regardless of whether
the secure processor 302 is comprised of custom components,
COTS components, or a mixture of custom and COTS com-
ponents, the secure processor must be designed and devel-
oped utilizing trusted methods and techniques to ensure the
integrity and reliability of the device, and its resistance to
penetration. For example, the secure processor 302 can be
housed inside a physical barrier that will detect any attempt to
open the enclosure and automatically zeroize any stored sen-
sitive/classified information contained within. The secure
processor 302 can also be housed inside an enclosure that
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provides radio frequency (RF) shielding to guard against
radiating sensitive/classified information.

Secure processor 302 will also have trusted operating sys-
tem software and trusted application software. Trusted soft-
ware is designed and tested to ensure the integrity and reli-
ability of the code, and its resistance to penetration. For
example, trusted software must be developed utilizing trusted
techniques, which may include peer reviews, testing of all
paths through the control logic, and in some cases, a math-
ematical proof of correctness.

Secure processor 302 can communicate with one or more
subsystem components including data store 502. Data store
502 can include flash memory, read-only memory (ROM),
dynamic random access memory (DRAM). The trusted oper-
ating system used in secure processor 302 can be stored in
non-volatile memory in data store 502 or flash EE PROM
504. Application software can be loaded in flash memory or
DRAM as needed. Additional sub-systems connected to
secure processor 302 can include audio interface 506.

Audio interface 506 can include at least one suitable audio
codec, analog to digital and digital to analog conversion cir-
cuitry, as well as any necessary audio amplifier circuitry (not
shown). Audio interface 506 can also include any other cir-
cuitry necessary to allow PDA 300 to output MP3 audio
associated with the secure processor 302. In the event that
wireless input/output subsystem 312 includes cellular tele-
phone transceiver circuitry, then the audio interface 506 can
include a voice codec that can provide the user audio interface
for that application. In particular, the voice codec can code
voice signals received from a microphone associated with
headset 316. Similarly, the voice codec can decode voice
signals received via wireless connectivity block 408 and out-
put such decoded audio to an earphone associated with head-
set 316. Still, it should be understood that the invention is not
limited to any particular arrangement with regard to audio
interface 506. Audio interfaces for cellular telephones and
MP3 audio playback are well known in the art and all such
arrangements are contemplated for audio interface 506 within
the scope of the present invention.

Secure processor 302 can also communicate with secure
HMI 308. Secure HMI devices are known in the art and
typically can include one or more features to ensure trusted
communications between the user and the secure processor
302. The secure HMI 308 can provide a trusted path to appli-
cations executing on secure processor 302. Consequently,
secure HMI 308 can prevent invasive or unauthorized appli-
cations from monitoring user inputs and system outputs.

According to one embodiment of the invention, the secure
HMI 308 can be at least partially contained within a shielded
enclosure. Moreover, the power supply lines for the secure
HMI 308 can be filtered to ensure that signals associated with
secure processor 302 are not communicated along the power
supply lines back to the non-secure processor 306. The secure
HMI 308 can also be designed to prevent a user from being
misled about which application is actually in use. For
example, this can be accomplished by means of highly dis-
tinctive and easily recognized visual display indications that
cannot be obstructed. Such indicators can assure the user
regarding the identity of the application with which the user is
working. Secure HMI features of this type are implemented in
a variety of ways that are known to those skilled in the art.

Referring now to FIG. 5, it can be observed that the secure
HMI 308 can be comprised of several components. For
example, secure HMI 308 can include one or more input
devices which allow a user to input control commands and
input data. According to one embodiment, these input devices
can include a pointing keypad/pointing device 508 and a
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touch screen controller 510. However, the invention is not
limited in this regard. The secure HMI 308 can also include a
display 512, which can present alphanumeric and graphical
data. The display 512 can be a color or monochrome type
display. Further, one or more data ports (not shown) can be
provided as part of the human/machine interface. The data
ports can be any type of wired data interface. According to
one embodiment, the data ports can conform to the well
known USB standard. The data ports can be used for input and
output of data. The data ports can also be used for connecting
certain peripheral devices to the PDA 300. For example, the
data ports can be used for connecting an external keyboard to
the PDA 300.

Referring now to FIG. 6, there is shown a more detailed
block diagram of cryptographic engine 304. Cryptographic
engine 304 can include a cryptographic processor 602 and a
cryptographic file system 604 maintained in a data store.
Cryptographic engine 304 can be one of several available
cryptographic engines. According to one embodiment, the
cryptographic engine can be a Sierra II Crypto processor
which is available from Harris Corporation of Melbourne,
Fla. The cryptographic engine can include configurable key
lengths and can be programmed with one or more encryption
algorithms. As illustrated in FIG. 6, cryptographic engine 304
can include several control and data ports including a crypto
ignition key port, a key and certificate fill port, a zeroize
switch, and a software load port. The software load port can
be used for loading software for executing on the crypto-
graphic engine 304 and for loading software used by secure
processor 302.

The cryptographic file system 604 can be used to store
cryptographic algorithms, crypto keys and certificates, audit
data, policy profile, and any other information necessary for
the operation of the cryptographic engine. The cryptographic
engine 304 can also include one or more security features. For
example, the cryptographic engine 304 can include a secure
certified operating environment, security auditing, security
policy enforcement, file integrity checking and/or trusted
boot logic. Cryptographic file system 604 can be imple-
mented in flash/ROM/DRAM 603 and/or EE PROM 605.

As shown in FIG. 6, the cryptographic engine 304 can be
responsive to one or more control signals from secure pro-
cessor 302 and non-secure processor 306 to provide various
encryption functions. For example, according to one aspect of
the invention, the cryptographic engine can provide an
encryption/decryption function for data communicated
between the secure and non-secure processors. The encryp-
tion function can be implemented with or without packet
header bypass.

The functions of the cryptographic engine 304 can be
responsive to crypto control signals received from the secure
processor 302 and non-secure processor 306 via the crypto
interfaces 606, 608. For example, any data of a sensitive
nature that is transferred from the secure processor to the
cryptographic engine 304 must be encrypted before being
transferred to the non-secure processor.

With the PDA architecture as described herein in relation to
FIG. 3, the user is capable of storing, processing, and com-
municating classified as well as unclassified data. Unclassi-
fied data storage and user processing of unclassified data can
be performed by non-secure processor 306. The architecture
provides for the use of untrusted COTS operating systems and
COTS applications for the non-secure user. The use of COTS
hardware and software for the non-secure processor provides
the users with familiar user interfaces expected by the user
community. In contrast, classified data storage and user pro-
cessing of classified data can be provided using the secure
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processor 302 and a secure file system 314 accessed by secure
processor 302. Any data of a sensitive nature transferred from
the secure processor to the non-secure processor can be
encrypted by the cryptographic engine 304. An advantage of
the foregoing architecture is that it (1) provides for physical
separation of classified data from data which is unclassified or
encrypted/classified data, and (2) provides secure access to
sensitive files.

The foregoing arrangement also facilitates a secure/non-
secure PDA architecture that provides for wired and wireless
communications capabilities. Unclassified data can be trans-
mitted using conventional wired connectivity 406 or wireless
connectivity 408. Significantly, however, data that is of a
sensitive nature can also be transmitted. For example,
encrypted data stored in a secure file system associated with
secure processor 302 can be communicated from secure pro-
cessor 302 to non-secure processor 306, without being unen-
crypted. Unencrypted data can be encrypted by cryptographic
engine 304 before being communicated from the secure pro-
cessor 302 to the non-secure processor 306. Thereafter, the
encrypted data can be communicated over-the-air by means
of non-secure processor 306 and wired connectivity 408
using COTS software applications. Likewise, text messages
and other communications originating from the secure HMI
308 can be encrypted when passed from secure processor 302
to non-secure processor 306. Consequently, any of the wired
connectivity 406 or wireless connectivity services 406 can be
used to communicate the data to third parties.

Another advantage of the foregoing arrangement is that it
allows a user with classified and unclassified voice commu-
nications to take advantage of the wireless connectivity 408
for telecommunications services. For example, if the PDA
300 is equipped with a cellular telephone transceiver or other
wireless transceiver that can be used for voice communica-
tions, then a user can plug in a headset 316 to provide
encrypted communications with third parties. Audio data
communicated to secure processor 302 by headset 316 can be
encrypted by cryptographic engine 304 before ever passing to
the non-secure side of the architecture of PDA 300. Likewise,
classified audio communications can be received in an
encrypted state and can remain encrypted until passing to the
secure processor side of the PDA 300. Unclassified voice
communications can be conducted using headset 318 and
non-secure processor 306 in the conventional manner. How-
ever, under no circumstances will classified audio informa-
tion be communicated to the non-secure audio processing
hardware so it cannot be inadvertently transmitted in an unen-
crypted state.

I claim:
1. A computer system, comprising:
aportable mobile computing device including a secure user
processor, a non-secure user processor, a communica-
tions transceiver, and a cryptographic engine;
said secure user processor comprising
a trusted microprocessor,
a trusted operating system executing on said trusted
microprocessor, and
a trusted application software executing on said trusted
Mmicroprocessor;
said non-secure user processor comprising
an untrusted microprocessor,
an untrusted operating system executing on said
untrusted microprocessor, and
an untrusted application software executing on said
untrusted microprocessor;
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said cryptographic engine configured for encrypting any
data communicated from said secure user processor to
said non-secure user processor, comprising
a trusted cryptographic processor, and
a trusted operating system executing on said trusted

cryptographic processor;

a first data communication link communicating data
between said secure processor and said cryptographic
engine;

a second data communication link communicating data
between said non-secure processor and said crypto-
graphic engine;

a secure human/machine interface configured for enabling
bi-directional communication of classified information
exclusively between a user and said secure user proces-
sor; and

a non-secure human/machine interface distinct from said
secure human/machine interface and configured for
enabling bi-directional communication of unclassified
information exclusively between said user and said non-
secure user processor;

wherein said communications transceiver is operatively
coupled to said non-secure user processor and config-
ured for communicating data external to said portable
mobile computing device.

2. The computer system according to claim 1, wherein said
secure human/machine interface comprises at least one input
device to allow said user to control the secure user processor.

3. The computer system according to claim 2, wherein said
secure human/machine interface comprises at least one out-
put device to allow the secure user processor to inform said
user.

4. The computer system according to claim 1, wherein said
non-secure human/machine interface comprises at least one
input device to allow said user to control the non-secure user
processor.

5. The computer system according to claim 4, wherein said
non-secure human/machine interface comprises at least one
output device to allow the non-secure user processor to
inform said user.

6. The computer system according to claim 1, wherein said
communications transceiver is selected from the group con-
sisting of a wireless LAN transceiver and a cellular telephone
transceiver.

7. The mobile PDA computer system according to claim 1,
further comprising a first file system exclusively accessible to
said secure user processor for storing classified data and a
second file system for storing unclassified data, said second
file system distinct from said first file system so as to provide
physical separation of said classified data from said unclas-
sified data within said portable mobile computing device.

8. A computer system, comprising:

aportable mobile computing device including a secure user
processor, a non-secure User processor, a communica-
tions transceiver, and a cryptographic engine;

said secure user processor comprising
a trusted microprocessor,

a trusted operating system executing on said trusted
microprocessor, and

a trusted application software executing on said trusted
Mmicroprocessor;

said non-secure user processor comprising
an untrusted microprocessor,
an untrusted operating system executing on said

untrusted microprocessor, and
an untrusted application software executing on said
untrusted microprocessor;
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said cryptographic engine configured for encrypting any
data communicated from said secure user processor to
said non-secure user processor, comprising
a trusted cryptographic processor, and
a trusted operating system executing on said trusted

cryptographic processor;

a first data communication link communicating data
between said secure processor and said cryptographic
engine;

a second data communication link communicating data
between said non-secure processor and said crypto-
graphic engine; and

first and second audio interfaces, said first audio interface
configured for communicating audio information to and
from said secure user processor, and said second audio
interface configured for communicating audio informa-
tion to and from said non-secure user processor;

wherein said communications transceiver is operatively
coupled to said non-secure user processor, is configured
for communicating data external to said portable mobile
computing device, and is selected from the group con-
sisting of a wireless LAN transceiver and a cellular
telephone transceiver.

9. A computer system, comprising:

aportable mobile computing device including a secure user

processor, a non-secure user processor, a communica-

tions transceiver, and a cryptographic engine,

said communications transceiver operatively coupled to
said non-secure user processor and configured for
communicating data external to said portable mobile
computing device,

said secure user processor comprising
a trusted microprocessor,

a trusted operating system executing on said trusted
microprocessor, and

a trusted application software executing on said
trusted microprocessor;

said non-secure user processor comprising
an untrusted microprocessor,
an untrusted operating system executing on said

untrusted microprocessor, and
an untrusted application software executing on said
untrusted microprocessor;

said cryptographic engine configured for encrypting
data communicated from said secure user processor to
said non-secure user processor, comprising a trusted
cryptographic processor, and a trusted operating sys-
tem executing on said trusted cryptographic proces-
sor;

first data communication link communicating data

between said secure user processor and said crypto-

graphic engine;

a second data communication link communicating data

between said non-secure user processor and said cryp-

tographic engine;

secure human/machine interface communicatively

coupled to said secure user processor and configured to
enable bi-directional communication of classified infor-
mation exclusively between a user and said secure user
processor, at least a portion of said secure human/ma-
chine interface located in a physically secure enclosure;
and

a non-secure human/machine interface communicatively
coupled to said non-secure user processor and config-
ured to enable bi-directional communication of unclas-
sified information exclusively between said user and
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said non-secure user processor, said non-secure human/
machine interface distinct from said secure human/ma-
chine interface.

10. The computer system according to claim 9, wherein
said non-secure user processor is operatively connected to
said communications transceiver.

11. A computer system, comprising:

aportable mobile computing device including a secure user
processor, a non-secure User processor, a communica-
tions transceiver, and a cryptographic engine, said com-
munications transceiver operatively coupled to said non-
secure user processor and configured for
communicating data external to said portable mobile
computing device,
said secure user processor comprising

a trusted microprocessor,

a trusted operating system executing on said trusted
microprocessor, and

a trusted application software executing on said
trusted microprocessor;

said non-secure user processor comprising

an untrusted microprocessor,

an untrusted operating system executing on said
untrusted microprocessor, and

an untrusted application software executing on said
untrusted microprocessor;

said cryptographic engine configured for encrypting
data communicated from said secure user processor to
said non-secure user processor, comprising a trusted
cryptographic processor, and a trusted operating sys-
tem executing on said trusted cryptophic processor;
first data communication link communicating data
between said secure user processor and said crypto-
graphic engine;
a second data communication link communicating data
between said non-secure user processor and said cryp-
tographic engine;
secure human/machine interface communicatively
coupled to said secure user processor and configured to
provide a user of said portable mobile computing device
with access and control of said secure user processor;

a non-secure human/machine interface communicatively
coupled to said non-secure user processor and config-
ured to provide said user with access and control of said
non-secure user processor, said non-secure human/ma-
chine interface distinct from said secure human/machine
interface;

a first audio interface for communicating audio informa-
tion to and from said secure user processor; and

a second audio interface for communicating audio infor-
mation to and from said non-secure user processor.

12. A method for managing classified and unclassified data
on a portable mobile computing device of a computer system,
comprising:

processing said classified data exclusively using a secure
processor of said portable mobile computing device,
said secure processor comprising a trusted microproces-
sor and a trusted operating system executing on said
trusted microprocessor;

processing unclassified data exclusively using a non-se-
cure processor of said portable mobile computing
device, said non-secure processor comprising an
untrusted microprocessor and an untrusted operating
system executing on said untrusted microprocessor;

communicating encrypted and decrypted classified data
between said secure processor and a cryptographic

o

o

134



Case 6:22-cv-00077-ADA Document 8-4 Filed 03/22/22 Page 13 of 13

US 7,765,399 B2

13

engine of said portable mobile computing device using a
first data communication link;
communicating data from said secure processor and said
cryptographic engine to said non-secure processor
exclusively in an encrypted form using a second data
communication link between said cryptographic engine
and said non-secure processor;
communicating classified information to and from said
secure processor using a secure human/machine inter-
face that is configured for enabling bi-directional com-
munication of classified information exclusively
between a user and said secure processor; and

communicating unclassified information to and from said
non-secure processor using a non-secure human/ma-
chine interface that is distinct from said secure human/
machine interface and configured for enabling bi-direc-
tional communication of unclassified information
exclusively between said user and said non-secure pro-
Ccessor.

13. The method according to claim 12, further comprising
controlling said secure processor exclusively using said
secure human/machine interface.

14. The method according to claim 12, further comprising
controlling said non-secure processor exclusively using a
non-secure human/machine interface.

15. The method according to claim 12, further comprising
performing wireless data communication of unclassified data
from said non-secure processor using a wireless communica-
tions transceiver.

16. The method according to claim 15, further comprising
communicating encrypted classified data from said secure
processor using said wireless communications transceiver.

17. The method according to claim 15, further comprising
selecting said wireless communications transceiver from the
group consisting of a wireless LAN transceiver and a cellular
telephone transceiver.

18. The method according to claim 12, further comprising
storing classified data in a first file system accessible only to
said secure user processor and storing unclassified data in a
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second file system distinct from said first file system which is
accessible to said non-secure user processor, thereby provid-
ing physical separation of said classified data from said
unclassified data within said portable mobile computing
device.
19. A method for managing classified and unclassified data
on a portable mobile computing device of a computer system,
comprising:
processing said classified data exclusively using a secure
processor of said portable mobile computing device,
said secure processor comprising a trusted microproces-
sor and a trusted operating system executing on said
trusted microprocessor;
processing unclassified data exclusively using a non-se-
cure processor of said portable mobile computing
device, said non-secure processor comprising an
untrusted microprocessor and an untrusted operating
system executing on said untrusted microprocessor;

communicating encrypted and decrypted classified data
between said secure processor and a cryptographic
engine of said portable mobile computing device using a
first data communication link;

communicating data from said secure processor and said

cryptographic engine to said non-secure processor
exclusively in an encrypted form using a second data
communication link between said cryptographic engine
and said non-secure processor;

performing wireless data communication of said unclassi-

fied data from said non-secure processor using a wire-
less communications transceiver;

selecting said wireless communications transceiver from

the group consisting of a wireless LAN transceiver and
a cellular telephone transceiver;
communicating classified audio information to and from
said secure processor with a first audio interface; and
communicating unclassified audio information to and from
said processor with a second audio interface distinct
from said first audio interface.

#* #* #* #* #*
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