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i . Control No. Patent Under Reexamination
Ex Parte Reexamination 90/014,746 7523497
Advisory Action Examiner ArtUnit | AIA (FITF) Status
Before the Filing of an Appeal Brief | Colin LaRose 3992 No

--The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
THE PROPOSED RESPONSE FILED 16 May 2022 FAILS TO OVERCOME ALL OF THE REJECTIONS IN
THE FINAL REJECTION MAILED 16 March 2022.

1. Unless a timely appeal is filed, or other appropriate action by the patent owner is taken to overcome all
of the outstanding rejection(s), this prosecution of the present ex parre reexamination proceeding WILL
BE TERMINATED and a Notice of Intent to Issue £x Parfe Reexamination Certificate will be mailed in
due course. Any finally rejected claims, or claims objected to, will be CANCELLED.
THE PERIOD FOR RESPONSE IS EXTENDED TO RUN 5 MONTHS FROM THE MAILING DATE OF THE FINAL REJECTION.
Extensions of time are governed by 37 CFR 1.550(c).
NOTICE OF APPEAL

2. [J An Appeal Brief is due two months from the date of the Notice of Appeal filed on to avoid dismissal of
the appeal. See 37 CFR 41.37(a). Extensions of time are governed by 37 CFR 1.550(c). See 37 CFR 41.37(¢e)

AMENDMENTS
3. (O The proposed amendment(s) filed after a final action, but prior to the date of filing a brief, will not be
entered because:
(a) [J They raise new issues that would require further consideration and/or search (see NOTE below);
(b) [0 They raise the issue of new matter (see NOTE below);
(c) O They are not deemed to place the proceeding in better form for appeal by materially reducing or
simplifying the issues for appeal; and/or
(d) (O They present additional claims without canceling a corresponding number of finally rejected claims.
NOTE: (See 37 CFR 1.116 and 41.33(a)).
4. (O Patent owner's proposed response filed has overcome the following rejection(s):
5. [ The proposed new or amended claim(s) would be allowable if submitted in a separate, timely filed
amendment canceling the non-allowable claim(s).
6. (J For purposes of appeal, the proposed amendment(s) a) [J  will not be entered, or b) [J will be entered
and an explanation of how the new or amended claim(s) would be rejected is provided below or appended.
The status of the claim(s) is (or will be) as follows:
Claim(s) patentable and/or confirmed:
Claim(s) objected to:
Claim(s) rejected:
Claim(s) not subject to reexamination:
AFFIDAVIT OR OTHER EVIDENCE
7. O A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .
8. [J The affidavit or other evidence filed after a final action, but before or on the date of filing a Notice of Appeal
will not be entered because patent owner failed to provide a showing of good and sufficient reasons why the
affidavit or other evidence is necessary and was not earlier presented. See 37 CFR 1.116(e).
9. [ The affidavit or other evidence filed after the date of filing a Notice of Appeal, but prior to the date of filing a
brief, will not be entered because the affidavit or other evidence fails to overcome all rejections under
appeal and/or appellant failed to provide a showing of good and sufficient reasons why the affidavit or other
evidence is necessary and was not earlier presented. See 37 CFR 41.33(d)(1).
10. (] The affidavit or other evidence is entered. An explanation of the status of the claims after entry is
below or attached.

REQUEST FOR RECONSIDERATION/OTHER

11. @ The request for reconsideration has been considered but does NOT place the application in condition for
allowance because: See attached explanation .

12. (J Note the attached Information Disclosure Statement(s), PTO/SB/08, Paper No(s)

13. [J Other: .

J/COLIN M LAROSE/ /Nick Corsaro/
Primary Examiner, Art Unit 3992 Primary Examiner, Art Unit 3992.

cc: Requester (if third party requester)

U.S. Patent and Trademark Office Ex Parte Reexamination Advisory Action Before the Filing of an Appeal Brief Part of Paper No. 20220604
PTOL-467 (Rev. 08-13)
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Control Number: 90/014,746 Page 2
Art Unit: 3992

EX PARTE REEXAMINATION - ADVISORY OFFICE ACTION

Conftinuation of Box 11:

Claim Construction

Patent Owner asserts that Functional Phrases #1-16 do not invoke § 112, sixth paragraph,
because “sufficient structure exists in ‘means’ of Functional Phrases #1-16.” See Patent Owner
remarks dated 5/16/2022, atp 6.

Patent Owner also asserts that to the extent § 112, sixth paragraph, is applied to
Functional Phrases #1-16, the specification of the ‘497 Patent allegedly discloses sufficient
structure for executing the corresponding functions, in the form of algorithms. See id, at pp. 7-
11.

These arguments were fully addressed in the Final Rejection on pp. 5-10, and they are not
persuasive for the same reasons previously given — specifically, the specification of the ‘497

Patent does not disclose sufficient algorithms for executing the claimed functions.

Claim Rejections — Ground 1

Patent Owner’s arguments regarding the rejections of claims 1, 4, 13, and 16 based on
Mabher have been considered. Seeid., at pp. 11-15. Specifically, Patent Owner argues that Maher
does not anticipate the claims because the specification of the ‘497 Patent discloses specific
algorithms for executing the claimed functions in claims 1, 4, 13, and 16. However, as previously
indicated in the Final Rejection at pp. 5-10, the specification of the ‘497 Patent does not disclose

sufficient algorithms for executing the claimed functions.

Reexamination of U.S. 7,523,497 — Advisory Office Action Part of Paper No. 20220604
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Control Number: 90/014,746 Page 3
Art Unit: 3992

Furthermore, Patent Owner’s arguments in relation to the classifying data packets “by
path” limitation have been considered, but are not sufficient to overcome the previous rejections
since the corresponding structures of the means-plus-function limitations are considered to be

general-purpose computers or routers.

Claim Rejections — Ground 2

Patent Owner argues Maher does not disclose classifying data packets “by path,” as
claimed in claim 7. The Examiner’s position on this issue was discussed on pp. 11-13 of the
Final Rejection, and that position is maintained herein. Additionally, Patent Owner expressly
recognizes that a “source” of transmitted data can be considered “a part of a path” (see 5/16/2022
Remarks, atp. 14). Accordingly, Maher’s classification of data packets being based on the
source of the packets is tantamount to being based on partial path information. This teaching
corresponds to the claimed limitation of “classifying data packets ... by path” because the claim
does not require complete path information to be used in classifying the data packets.

Claim 7 does require “determining a path by which data packets arrive at a host ... said
path comprising all routers in said network via which said packets are routed to said computer.”
The claim then further recites, “ classifying data packets received ... by path.” It should be noted
that “by path” for the classifying clause does not necessarily refer to the “determined” path. If
instead the claim recited “by the path” or “by said path,” then the path recited in the classifying
clause would unequivocally refer to the same path recited in the determining clause. Since the
claim does not provide this direct correspondence between the “path” recited in the determining

clause and the classifying clause, the classifying step is not required to be executed based on the

Reexamination of U.S. 7,523,497 — Advisory Office Action Part of Paper No. 20220604
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Control Number: 90/014,746 Page 4
Art Unit: 3992

same path in the determining clause —in other words, it is not required that complete path

information be utilized for the classifying step.

For these reasons, the previous rejections are maintained.

Extensions of time under 37 CFR 1.136(a) will not be permitted in these proceedings
because the provisions of 37 CFR 1.136 apply only to "an applicant” and not to parties in a
reexamination proceeding. Additionally, 35 U.S.C. 305 requires that reexamination proceedings
"will be conducted with special dispatch” (37 CFR 1.550(a)). Extensions of time in ex parte
reexamination proceedings are provided for in 37 CFR 1.550(c). See MPEP § 2265.

All correspondence relating to this ex parte reexamination proceeding should be directed:

By Mail to: Mail Stop Ex Parte Reexam
Attn: Central Reexamination Unit
Commissioner for Patents
United States Patent & Trademark Office
P.O. Box 1450
Alexandria, VA 22313-1450

By FAX to: (571) 273-9900
Central Reexamination Unit

By hand: Customer Service Window
Randolph Building

401 Dulany Street
Alexandria, VA 22314

By EFS: Registered users of EFS-Web may alternatively submit such correspondence via
the electronic filing system EFS-Web, at

https://efs.uspto.gov/efile/myportalefs-registered

Reexamination of U.S. 7,523,497 — Advisory Office Action Part of Paper No. 20220604
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Any inquiry concerning this communication should be directed to Colin LaRose at (571)
272-7423. If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Andrew J. Fischer can be reached at 571-272-6779. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you
would like assistance from a USPTO Customer Service Representative or access to the

automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/COLIN M LAROSE/
Primary Examiner, Art Unit 3992

Conferees:

/NICK CORSARO/
Primary Examiner, Art Unit 3992

/ANDREW J. FISCHER/
Supervisory Patent Reexamination Specialist, Art Unit 3992

Reexamination of U.S. 7,523,497 — Advisory Office Action Part of Paper No. 20220604
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Reexamination

Application/Control No.

90/014,746

Applicant(s)/Patent Under Reexamination

7523497

Certificate Date

Certificate Number

Requester Correspondence Address: [

Patent Owner

Third Party

HAYNES AND BOONE, LLP
IP SECTION

2323 VICTORY AVENUE
SUITE 700

DALLAS, TX 75219

LITIGATION REVIEW

CML

(examiner initials)

04 May 2021
(date)

Case Name

Director Initials

PacSec3, LLC v. NETSCOUT Systems, Inc, 6:20-cv-00914, W.D. TX.

COPENDING OFFICE PROCEEDINGS

TYPE OF PROCEEDING

NUMBER

n/a

/COLIN M LAROSE/
Primary Examiner, Art Unit 3992

U.S. Patent and Trademark Office

DOC. CODE RXFILJKT
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U. S. Patent No. 7,047,564
ControlNo. 90./014,818
Response to Final Office Action

CERTIFICATE OF SERVICE

The undersigned certifies that copies of the following,
1) Patent Owner Statement Pursuant to 37 C.F.R.§ 1.530;

in their entirety were served on:

Raghav Bajaj

Haynes and Boone, LLP

IP Section

2323 Victory Avenue, Suite 700
Dallas, TX 75219
raghav.bajaj@haynesboone.com

the attorney of record, in accordance with 37 C.F.R. § 1.510(b)(5), on the 16" day

of May 2022.

Dated: May 16, 2022 William P. Ramey. 111
Registration No.: 44,295

23
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Electronic Acknowledgement Receipt

EFS ID: 45727101
Application Number: 90014746
International Application Number:
Confirmation Number: 9957

Title of Invention:

PACKET FLOODING DEFENSE SYSTEM

First Named Inventor/Applicant Name:

7523497

Customer Number:

31718

Filer:

William Peterson Ramey/Theresa Evenbly

Filer Authorized By:

William Peterson Ramey

Attorney Docket Number: 50348.65
Receipt Date: 16-MAY-2022
Filing Date: 03-MAY-2021

Time Stamp: 19:50:16

Application Type:

Reexam (Patent Owner)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Slze(B)ftes)/ Multl. .Pages
Number Message Digest | Part/.zip| (ifappl.)
317262
] 2022-05-16_ResponseFOA_202 yes 24
27_0009REEX00_F|NALpdf 9a6243c49fd926a6202334218ca321d78a7
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Multipart Description/PDF files in .zip description
Document Description Start End
Reexam Response to Final Rejection 1 23
Reexam Certificate of Service 24 24
Warnings:
Information:
Total Files Size (in bytes):< 317262

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent of: Donald N. Cohen Group Art Unit: 3992

Appl. No.: 10/841,064 Examiner: Larose, Colin M

Filed: May 7, 2004 Confirmation No: 9957

U.S. Patent No. 7,523,497 Atty. Dkt. No.: 20227.0009.REEX00

Issue Date: April 21, 2009

Reexamination Control No.
90/014,746

Title: PACKET FLOODING DEFENSE
SYSTEM

Mail Stop “Ex Parte Reexam™ ) ) ) )
Attn: C al R . . . I hereby certify that this paper (along with any paper referred to as being
ttn: Centr eexamination Unit attached or enclosed) is being transmitted today via the Office electronic

Commissioner for Patents filing system (EFS-Web) in accordance with 37 CFR §1.8.
P.O. Box . 1450 Date: May 16, 2022 Signature: /Theresa M. Evenbly/
Alexandria, VA 22313-1450 Printed Name: Theresa M. Evenbly

RESPONSE TO FINAL OFFICE ACTION OF MARCH 16, 2022

Enclosed herewith is PacSec3 LLC’s Response pursuant to 37 CF.R § 1.111

and 1.550 to the Final Office Action filed of March 16, 2022.
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I. STATUS OF THE CLAIMS

Claims 1-18 stand issued in U.S. Patent No. 7,523,497 of which claims 1, 4,
7,10, 13 and 16 are subject to reexamination. Claims 2, 3,5, 6,8, 9, 11,12, 14, 15,
17 and 18 are not subject to reexamination. Of those claims subject to reexamination,
claims 1, 4,7, 13 and 16 are rejected, claim 10 is confirmed patentable. The Patent
Owner has not presently amended the claims.
II. OVERVIEW OF THE OFFICE ACTION
In the Final Office Action of March 16, 2022 (“FOA”), the Examiner rejects claims
1,4,7, 13 and 16 on the following grounds:

Ground 1: Claims 1, 4, 13 and 16 are rejected under 35 U.S.C.§ 102(e) as
being anticipated by Maher (U.S. 7,058,974).

Ground 2: Claim 7 is rejected under 35 U.S.C.§ 103(a) as obvious over Maher
(U.S.7,058,974) in view of Savage (“Practical Network Support for IP Traceback™).

Patent Owner disagrees with Examiner’s assessment. Patent Owner
respectfully traverses these grounds of rejection and requests entry of the present
Response and Reconsideration of the rejection in view of the arguments presented

herein.

Cloudflare, Inc.  Exhibit 1003  Page 13



U. S. Patent No. 7,047,564
ControlNo. 90./014,818
Response to Final Office Action

III. SUMMARY OF THE ‘497 PATENT

U.S. Patent No. 7,523,497 (“the ‘497 Patent”) is directed to a system to defend
against and resist packet flooding Distributed Denial of Service (DDoS) attacks for
a network. ‘497 Patent, 2: 6-14.

Previous commercial system exchanges rate request and rate response
messages between data senders and receivers to allow the sender to adjust the data
rate to avoid congestion and to control the data flow. But The attacker will falsify
the source address in order to confound the defense if it uses information the attacker
controls, such as the source address. ‘497 Patent, 1: 49-2:5

The system of the ‘497 Patent has a plurality of host computers, routers,
communication lines and transmitted data packets. The system includes means for
classifying data packets received at a host computer as are means for associating a
maximum acceptable processing rate with each class of data packet received at the
computer. Means are also provided for the computer to find information for packets
it receives regarding the path by which the packets came to the computer. Thus, the
computer can use the information to allocate the processing rate available for packets
of each class in a desired way.

IV. Claim Construction
During reexamination ordered under 35 U.S.C. 304, claims are given the

broadest reasonable interpretation consistent with the specification and limitations

2

Cloudflare, Inc.  Exhibit 1003  Page 14



U. S. Patent No. 7,047,564
ControlNo. 90./014,818
Response to Final Office Action

in the specification are not read into the claims (/n re Yamamoto, 740 F.2d 1569,
222 USPQ934 (Fed. Cir. 1984)). (Ex. 2001 at 417).

The Examiner states that the following limitations should be interpreted under
pre-AIA 35 U.S.C.§ 112, sixth paragraph.

Functional Phrase #1 (claim 1): means for classifying data packets received

at a host computer into wanted data packets and unwanted data packets;

Functional Phrase #2 (claim 1): means for associating a maximum acceptable

processing rate with each class of data packet received at said computer;

Functional Phrase #3 (claim 1): means for said computer to find information

for packets it receives regarding the path by which said packets came to said computer
via packet marks provided by routers leading to said host computer; said path
comprising all routers in said network via which said packets are routed to said
computer;

Functional Phrase #4 (claim 1): means in said computer for using said

information to allocate the processing rate available for unwanted data packets to be
less than or equal to said maximum acceptable processing rate.

Functional Phrase #5 (claim 4): means for classifying data packets received

at a router into wanted data packets and unwanted data packets;

Functional Phrase #6 (claim 4): means for associating a maximum acceptable

transmission rate with each class of data packet received at said router;

Cloudflare, Inc.  Exhibit 1003  Page 15



U. S. Patent No. 7,047,564
ControlNo. 90./014,818
Response to Final Office Action

Functional Phrase #7 (claim 4): means for said router to find information for

packets it receives regarding the path by which said packets came to said router via
packet marks provided by routers leading to said host computer; said path comprising
all routers in said network via which said packets are routed to said computer;

Functional Phrase #8 (claim 4): means in said router for said router to use said

information to allocate the transmission rate for unwanted data packets to be less than
equal to said maximum acceptable transmission rate.

Functional Phrase #9 (claim 13): means for determining a path by which data

packets arrive at a host computer via packet marks provided by routers leading to said
host computer; said path comprising all routers in said network via which said packets
are routed to said computer;

Functional Phrase #10 (claim 13): means for classifying data packets received

at said host computer into wanted data packets and unwanted data packets by path;

Functional Phrase #11 (claim 13): means for assigning a maximum

acceptable processing rate to each class of data packet;

Functional Phrase #12 (claim 13): means for allocating a processing rate

equal to or less than said maximum acceptable processing rate to said unwanted data
packets.

Functional Phrase #13 (claim 16): means for a router to determine a path by

which said packets came to said router via packet marks provided by routers leading to

Cloudflare, Inc.  Exhibit 1003  Page 16



U. S. Patent No. 7,047,564
ControlNo. 90./014,818
Response to Final Office Action

said router; said path comprising all routers in said network via which said packets are
routed to said computer;

Functional Phrase #14 (claim 16): means for classifying data packets received

at said router into wanted data packets and unwanted data packets by path;

Functional Phrase #15 (claim_16): means for associating a maximum

acceptable transmission rate with each class of data packet received at said router;

Functional Phrase #16 (claim 16): means for said router to allocate the

transmission rate for unwanted data packets to be less than equal to said maximum
acceptable processing rate.

The Examiner further states Functional Phrase #1, Functional Phrase #2,
Functional Phrase #3, Functional Phrase #4, Functional Phrase #9, Functional Phrase
#10, Functional Phrase #11, and Functional Phrase #12 correspond to a computer,
while Functional Phrase #5, Functional Phrase #6, Functional Phrase #7, Functional
Phrase #8, Functional Phrase #13, Functional Phrase #14, Functional Phrase #15,
and Functional Phrase #16 correspond to a router, since no special programming or
algorithms for executing the claimed function appear to be disclosed in the
specification of the ‘497 Patent.

Sufficient structure exists when the claim language specifies the exact
structure that performs the function in question without need to resort to other

portions of the specification or extrinsic evidence for an adequate understanding of

5
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U. S. Patent No. 7,047,564
ControlNo. 90./014,818
Response to Final Office Action

the structure. Altiris, Inc. v. Symantec Corp., 318 F.3d 1363, 1376, 65 USPQ2d 1865,
1874 (Fed. Cir. 2003).

Patent owner respectively submits that Functional Phrases #1-16 do not
invoke pre-AIA 35 U.S.C.§ 112, sixth paragraph, since sufficient structure exists in
“means” of Functional Phrases #1-16.

“means” in Functional Phrases #1-4, 9-12 correspond to host computers 18 in
Figs.1-9. A host compute has the capability of permitting access to a network via a
user interface, specialized software, network address, protocol stack, or any other
means. The user interface, specialized software, network address, protocol stack of
the host compute provides sufficient structure to perform the functions in Functional
Phrases #1-4, 9-12. Therefore, “means” in Functional Phrases #1-4, 9-12 do not
merely recite general computers having basic functions, but recite host computers
having the ability to perform the functions in Functional Phrases #1-4, 9-12.

Similarly, “means” in Functional Phrases #5-8, 13-16 correspond to routers
22 in Figs.1-9. A router is a piece of electronic equipment that connects computer
networks to each other, and sends information between networks, A router may have
interfaces for different types of physical layer connections, such as copper
cables, fiber optic, or wireless transmission. It can also support different network
layer transmission standards. Each network interface is used to enable data packets

to be forwarded from one transmission system to another. The hardware and

6
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U. S. Patent No. 7,047,564
ControlNo. 90./014,818
Response to Final Office Action

interfaces of the router provide sufficient structure to perform the functions in
Functional Phrases #5-8, 13-16. Therefore, “means” in Functional Phrases #5-8, 13-
16 do not merely recite general routers having basic functions, but recite routers
having the ability to perform the functions in Functional Phrases #5-8, 13-16.

To the extent that pre-AIA 35 U.S.C.§ 112, sixth paragraph is applied to
Functional Phrases #1-16, the specification of the ‘497 Patent discloses sufficient
structure for executing the corresponding functions in Functional Phrases #1-16.

Construction of a means-plus-function limitation includes two steps. “First,
the court must determine the claimed function. Second, the court must identify the
corresponding structure in the written description of the patent that performs the
function.” Applied Med. Res. Corp. v. U.S. Surgical Corp., 448 F.3d 1324, 1332
(Fed. Cir. 2006).

In a means-plus-function claim ‘in which the disclosed structure is a
computer, or microprocessor, programmed to carry out an algorithm, the disclosed
structure is not the general purpose computer, but rather the special purpose
computer programmed to perform the disclosed algorithm. WAMS Gaming, Inc. v.
Int’l Game Tech., 184 F.3d 1339, 1349 (Fed. Cir. 1999).

The specification can express the algorithm “in any understandable terms

including as a mathematical formula, in prose, or as a flow chart, or in any other
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U. S. Patent No. 7,047,564
ControlNo. 90./014,818
Response to Final Office Action

manner that provides sufficient structure.” Finisar Corp. v. DirecTV Grp., Inc.,523
F.3d 1323, 1340 (Fed. Cir. 2008).

Regarding Functional Phrases #1, 5, 10,14, “means for classifying data
packets received at a/said host computer/router into wanted data packets and
unwanted data packets/by path”. The ‘497 Patent specification clearly links the
function to the description as follows:

Even if the traffic is not reduced, the distinction between “wanted” and
“unwanted packets plays an important role in “reasonable’ allocation. For a site
there are normally some packets (in fact, the great majority) that are expected
in a very strong sense. It is reasonable to process these at the highest possible rate.
All other packets are not exactly unwanted, but the site is willing to process them
at only a limited rate. A reasonable approach is to schedule these as described above
(using the places from which they were forwarded) at a limited rate, and regard as
“unwanted those that end up being significantly delayed (or discarded). ‘497 Patent,
3:13-23.

Therefore, the ‘497 Patent specification discloses an algorithm to carry out the
function “classifying data packets received at a/said host computer/router into
wanted data packets and unwanted data packets/by path” in Functional Phrases #1,

5,10,14.
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U. S. Patent No. 7,047,564
ControlNo. 90./014,818
Response to Final Office Action

Regarding Functional Phrases #2, 6, 11,15, “means for assigning / associating
a maximum acceptable processing / transmission rate to each class of data packet”,
the ‘497 Patent specification clearly links the function to the description as follows:

The final step in the defense is that cooperating routers will limit the rate at
which they forward packets to places that so request. This may not be essential in
the allocation of service, but it is useful for limiting the bandwidth used by
“unwanted packets. The rate-limiting request is to be made when a site detects a high
rate of unwanted packets coming from one place. This helps the site because it no
longer has to process as many unwanted packets. It helps the network by freeing
some of the bandwidth for other use. ‘497 Patent, 3: 4-12.

Therefore, the ‘497 Patent specification discloses an algorithm to carry out the
function “assigning / associating a maximum acceptable processing / transmission
rate to each class of data packet” in Functional Phrases #2, 6, 11,15.

Regarding Functional Phrase #3, 7, 9, 13, “means for said computer/router to
find information for packets it receives regarding the path by which said packets came
to said computer/router via packet marks provided by routers leading to said host
computer; said path comprising all routers in said network via which said packets are
routed to said computer”, the ‘497 Patent specification clearly links the function to

the description as follows:
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Routers will supply data about the forwarding path of the packets that arrive
at a site. The site can use this data to allocate service as described above among the
packets that arrive. This would solve the problem of unfair service if the packets that
arrived were a fair sample of those that were sent to the site. ‘497 Patent, 2: 54-59.

Therefore, the ‘497 Patent specification discloses an algorithm — a process to
be followed — to carry out the function “finding information for packets it receives
regarding the path by which said packets came to said computer/router via packet marks
provided by routers leading to said host computer; said path comprising all routers in
said network via which said packets are routed to said computer” in Functional Phrases
#3,7,9,13.

Regarding Functional Phrases #4, 8, 12, 16, “means in said computer/router for
using said information to allocate the processing rate available for unwanted data
packets to be less than or equal to said maximum acceptable processing rate”, the ‘497
Patent specification clearly links the function to the description as follows:

The final step in the defense is that cooperating routers will limit the rate at
which they forward packets to places that so request. This may not be essential in
the allocation of service, but it 1s useful for limiting the bandwidth used by
“unwanted packets. The rate-limiting request is to be made when a site detects a high

rate of unwanted packets coming from one place. This helps the site because it no

10
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longer has to process as many unwanted packets. It helps the network by freeing
some of the bandwidth for other use. ‘497 Patent, 3: 4-12.

Therefore, the ‘497 Patent specification discloses an algorithm to carry out the
function “using said information to allocate the processing rate available for unwanted
data packets to be less than or equal to said maximum acceptable processing rate” in
Functional Phrases #4, 8, 12, 16.

Therefore, even if the Functional Phrases #1-16 should be interpreted under
pre-AIA 35 U.S.C.§ 112, sixth paragraph, there were specific algorithms for
executing the claimed function disclosed in the specification of the ‘497 Patent.
“means” in Functional Phrases #1-16 should be considered to be computers/routers
that have been specially programmed to execute the claimed functions, rather than
general-purpose computers/routers.

V. CLAIM REJECTIONS
A. Ground 1: Maher Fails to anticipate Claims 1, 4, 13 and 16.

Under Ground 1, the Office action rejects Claims 1, 4, 13 and 16 under 35
U.S.C.§ 102(e) as being anticipated by Maher. Patent Owner respectfully submits
that Maher fails to teach or suggest each and every limitation of Claims 1, 4, 13 and
16 and requests that the rejections of Claims 1, 4, 13 and 16 under Ground 1 be

withdrawn.

11
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Based on the interpretation under pre-AIA 35 U.S.C.§ 112, sixth paragraph,
the Examiner states that the various means-plus-function terms in claimsl1.4, 13 and
16 should only to be construed as general-purpose computers/routers. Accordingly,
claims 1 and 13 are interpreted as a packet flooding defense system that comprises
one or more computers respectively; claims 4 and 16 are interpreted as a packet
flooding defense system that comprises one or more computers respectively. Maher
discloses a packet flooding system for a network comprising a plurality host
computers and routers, thus, claims 1, 4, 13 and 16 are anticipated by Maher.

As set forth above, since the ‘497 Patent’s specification discloses specific
algorithms — processes to be followed to solve a problem or carry out a task — for
executing the claimed function in claims 1,4, 13 and 16, “means” in claims 1,4, 13
and 16 should be considered to be computers/routers that have been specially
programmed to execute the claimed functions, rather than general-purpose
computers/routers. Accordingly, whether Maher discloses computers/routers that
performs the algorithm disclosed in the specification of the ‘497 Patent’, or the
equivalent should be considered to determine whether claims 1,4, 13 and 16 would
have been anticipated by Maher.

Regarding claims 1, and 4, Maher 1s directed to “a method and apparatus for
preventing denial of service type attacks on data networks™, the apparatus includes

a traffic flow scanning engine 140 and a quality of service processor. Maher does

12
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not disclose “ to find information for packets it receives regarding the path by which
said packets came to said computer/router via packet marks provided by routers leading
to said host computer”, not to mention ‘“said path comprising all routers in said
network via which said packets are routed to said computer” as required by claim 1.

The Examiner states that Maher teaches classifying data packets “by path”
since the source of the packets is taken into consideration when classifying them.
Page 7, Ex Parte Reexamination of U.S. 7,523,497-Non-final Office Action, Nov.
12, 2021. “Since the source of the packets is a partial path information”. Page 6,
1d.

An ordinary meaning of the term “path”, as known in the art, is defined in
Microsoft Computer Dictionary as “In communications, a link between two nodes
in a network™. James F. Kurose describes the term “path™ in the book “Computer
Networking: A top-down Approach” as “The sequence of communication links
and packet switches traversed by a packet from the sending end system to the
receiving end system is known as a route or path through the network™(page 4) and
“a packet starts in a host (the source), passes through a series of routers, and ends
its journey in another host (the destination). As a packet travels from one node (host
or router) to the subsequent node (host or router) along this path, the packet suffers

from several types of delays at each node along the path™(pages 35-36).

13
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According to ordinary meaning, the term “path” is a link between two nodes
in a network, the link can be a series of routers or packet switches. Which means a
path must include a link such as a series of routers or packet switches. The words
of the claim 1 itself also recite “said path comprising all routers in said network via
which said packets are routed to said computer”.

Maher discloses that “the quality of service queues 132 also allow network
apparatus 100 to manage network attacks such as denial of service (DoS) attacks.
Network apparatus 100 can act to qualify traffic flows by scanning the contents of
the packets and verifying that the contents contain valid network traffic between
known sources and destinations. Traffic flows that have not been verified because
they are from unknown Sources or because they are new unclassified flows can be
assigned to a low quality of service queue until the sources are verified or the traffic
flow classified as valid traffic. Since most DoS attacks send either new session
information, data from spoofed sources, or meaningless data, network apparatus 100
would assign those traffic flows to low quality traffic queues”. Maher, 7:54-67.

The written description of Maher shows that Maher teaches classifying data
packets “by source”. Although “source” can be recognized as a part of a path,
“source” does not include a link, “source™ cannot be recognized as a path. Therefore,
Maher does not teach “ to find information for packets it receives regarding the path

by which said packets came to said computer/router via packet marks provided by
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routers leading to said host computer; said path comprising all routers in said network
via which said packets are routed to said computer” as required by claims 1 and 4.

Similarly, Maher does not teach “to determine a path by which said packets
came to [a host computer] /[said router] via packet marks provided by routers leading
to said router; said path comprising all routers in said network via which said packets
are routed to said computer” as required by claims 13 and 16.

Therefore, as a content scanning method for packet flood attacks, Maher does
not disclose, anticipate claims 1, 4, 13 and 16 of the ‘497 Patent.

B. Ground 2: The combination of Maher and Savage fails to render obvious
Claim 7.

The Final Office action rejects Claim 7 under 35 U.S.C.§ 103(a) as obvious
over Maher in view of Savage. Patent Owner respectfully submits that neither Maher
nor Savage, whether considered alone or in combination, teach or suggest each and
every limitation of Claim 7, and requests that the rejections of Claim 7 be withdrawn.

Regarding the step “classifying data packets received at said host computer
into wanted data packets and unwanted data packets by path™, the Final Office
Action states that “Classifying the packets based only on the source and destination
information may comprise classifying based on incomplete path information. The
claim, however, does not require complete path information. Rather, it merely

requires classifying the packets "by path." By Patent Owner's and Narayanaswamy's
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admissions, the source and destination addresses of a data packet comprise at least
partial path information”. Final Office Action, page 13.

The Final Office Action also states that “By explicitly reciting that the claimed
path includes complete path information, i.e., all routers via which the packets are
routed, the Patent Owner has implicitly recognized that the claimed term "path," per
se, does not necessarily comprise complete path information. Rather, the claimed
term "path" may comprise merely some of the path information, such as only the
source and destination nodes, and a narrowing amendment was submitted to limit
the claims to the complete path traversed by the packets”. And Since claim 7 does
not require such complete path information to be considered when classifying
packets as wanted or unwanted, the broadest reasonable interpretation of "classifying
data packets ... by path" includes a classification that is performed using partial path
information, such as classifying packets using only source and destination
information, as taught by Maher. Final Office Action, page 13.

The term “path” is defined as “The sequence of communication links and
packet switches traversed by a packet from the sending end system to the receiving
end system is known as a route or path through the network™ and “a packet starts
in a host (the source), passes through a series of routers, and ends its journey in

another host (the destination) (Ex. 2003, at 4.)
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Claim 7 recites:

a method of providing packet flooding defense for a network comprises a
plurality of host computers, routers, communication lines and transmitted data
packets, said method comprising the steps of:

determining a path by which data packets arrive at a host computer via packet
marks provided by routers leading to said host computer, said path comprising all
routers in said network via which said packets are routed to said computer;

classifying data packets received at said host computer into wanted data
packets and unwanted data packets by path;

associating a maximum acceptable processing rate with each class of data
packet received at said host computer; and

allocating a processing rate less than or equal to said maximum acceptable
processing rate for unwanted data packets.

The language of claim 7 defines path as “comprising all routers in said
network via which said packets are routed to said computer.” The specification also
supports that “Routers will supply data about the forwarding path of the packets that
arrive at a site”. The '497 Patent, 2:54-55. “In this invention a path (which is not
controlled by the attacker) is used to determine the actual direction of the packet

flow towards the victim.” The '497 Patent, 3:62-64.
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The language of claim 7 and the specification of the '497 Patent illustrate that
the path of claim 7 must include a link such as a series of routers, which means that
“a path” must provide information about how the data packets come from source to
destination.

Maher discloses sources and destinations, although “source” and
“destination” can be recognized as a part of a path, “source” and “destination” do
not include a link, “source” and “destination” cannot be recognized as a path.
Because only “source” and “destination” does not provide any information about
how the data packets come from source to destination.

The Final Office Action states “According to Patent Owner, "a path must
include a link such as a series of routers or packets switches". It is unclear that this
proffered interpretation of "path" comports with the broadest reasonable
interpretation thereof since it appears to neglect the scenario in which a direct path
between a source node and a destination node is taken. In such an instance, there
might be no intervening routers or packet switches linking the two nodes, and if
Patent Owner's interpretation of path requires routers and/or packet switches to
define a path, there would evidently be no "path" therebetween (since the path does
not "include ... a series of routers or packet switches")” Final Office Action, page

12.
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Patent owner respectfully submits that packet flooding defense system is used
to handling unwanted data transmission between local networks, not in a local
network, routers or packets switches exist between local networks, the language of
claim 7 shows that a path comprises all routers in said network via which said
packets are routed to said computer, which means a path comprises at least one
router. Even if the scenario in which a direct path between a source node and a
destination node 1s taken, only “source” and “destination” information does not
include information of “a path”, since only “source” and “destination” information
does not tell how the data packets come from source to destination, that is, only
“source” and “destination” information can not determine the data packets comes
from the source node to destination node directly or through routers.

The '497 Patent teaches a packet flooding defense method to defend against
"packet flooding attacks' in which an attacker tries to use up all the bandwidth to the
victim by sending data of little or no value. The '497 Patent, 2:6-9. The method is
radically different from methods in use at the time and perhaps was ahead of its time.
While other methods at the time used source and destination address matching to
determine if packets should be transmitted to an end station or the end station
disabled from participating in the network. The '497 Patent, 1:35-43. The
information used is the source/ destination address pairs in the packet. The methods

assume this information is accurate. In an attack, this information will not be. The
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attacker will falsify the source address in order to confound the defense if it uses

information the attacker controls, such as the source address. The '497 Patent, 1:67-

2:5. The '497 Patent takes an approach to use the information of path rather

than the information of source/ destination to defend packet flooding.

Thus, Maher does not teach “classifying data packets received at said host

computer into wanted data packets and unwanted data packets by path” as required

by Claim 7. Savage does not cure the deficiencies of Maher with respect to Claim

VII. UPDATE IN PARALLEL LITIGATION INVOLVING ‘564 PATENT

An updated table of litigation involving the ‘564 patent is provided below:
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VIII. CONCLUSION

Therefore, the Examiner should find Claims 1, 4, 7, 13 and 16 are patentable
over the prior art.

Ramey & Schwaller, LLP Respectfully submitted,
5020 Montrose Blvd., Ste. 800 /William P. Ramey I1I/
Houston, Texas 77006 William P. Ramey, III
(713) 426-3923 (telephone) Reg. No.: 44,295
Attorney for Applicant
22
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I. ACKNOWLEDGEMENTS

This final Office action addresses ex parte reexamination control no. 90/014,746
(“Instant Proceeding”). The Instant Proceeding is an ex parte reexamination of U.S. Patent No.
7,523.497 (“Patent Under Reexamination” or “’497 Patent”) titled “PACKET FLOODING
DEFENSE SYSTEM.” The Patent Under Reexamination was filed on May 7, 2004 (“Non-
Provisional Filing Date”), and assigned by the Office non-provisional U.S. patent application
control number 10/841,064 (“Non-Provisional Application™), and issued on April 21, 2009, with
claims 1-18 (“Originally Patented Claims™).

On May 3, 2021, a third-party request to reexamine claims 1, 4, 7, 10, 13, and 16 was

submitted (“Request”).

Ex Parte Reexamination of U.S. 7,523,497 — Final Office Action Part of Paper No. 20220315
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On June 17, 2021, an order granting the request to reexamine the ‘497 Patent was issued
in response to the Request (“Order”).

On August 17, 2021, Patent Owner submitted an optional statement in response to the
Order (“Patent’s Owner Statement”).

On October 15, 2021, Requester submitted a response to the Patent Owner’s Statement
(“Requester’s Reply”).

On November 12, 2021, a non-final Office action was issued (“Nov 2021 Non-Final
Rejection™).

On January 12, 2022, Patent Owner submitted a response to the Nov 2021 Non-Final
Rejection (“Jan 2022 Response”).

This final Office action addresses Patent Owner’s Jan 2022 Response.

II. STATUS OF CLAIMS
Claims 1-18 are currently pending (“Pending Claims”).
Claims 1, 4, 7, 10, 13, and 16 are currently examined (“Examined Claims™).
Claims 2, 3, 5, 6, 8, 9, 11, 12, 14, 15, 17, and 18 are withdrawn from consideration.
Regarding the Examined Claims and as a result of this Office action:
Claims 1, 4, 13, and 16 are rejected under 35 U.S.C. § 102.
Claim 7 is rejected under 35 U.S.C. § 103.

Claim 10 is confirmed patentable.

Ex Parte Reexamination of U.S. 7,523,497 — Final Office Action Part of Paper No. 20220315
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II1. PRIORITY AND AIA STATUS

Domestic Priority. Based upon areview of the ‘497 Patent, the Examiner finds that there
is aclaim for benefit of domestic priority under 35 U.S.C. §§ 120 or 119(e) to parent application
control no. 09/715,813 (“Parent Application”). To the extent the disclosure of the Parent
Application supports the Pending Claims under 35 U.S.C. § 112, the supported claims receive
benefit of an effective date of November 16, 2000, which is the filing date of the Parent
Application.

AIA Status. Because the ‘497 Patent does not contain a claim having an effective date on
or after March 16, 2013, the America Invents Act First Inventor to File (“AIA-FITF”) provisions
do not apply. Instead, the pre-AIA “First to Invent” provisions will govern this proceeding. See
35 U.S.C. § 100 (note). In the event the determination of the status of the application as subject
to pre-AIA 35 U.S.C. §§ 102 and 103 is incorrect, any correction of the statutory basis for the
rejection will not be considered a new ground of rejection if the prior artrelied upon, and the

rationale supporting the rejection, would be the same under either status.

IV. PRIOR ART CITED HEREIN
The following prior art patents and printed publications are cited herein:
U.S. Patent 6,725,378 (“Schuba”),
U.S. Patent 7,058,974 (“Maher”); and

“Practical Network Support for IP Traceback” (“Savage”).

Ex Parte Reexamination of U.S. 7,523,497 — Final Office Action Part of Paper No. 20220315
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V. RESPONSE TO PATENT OWNER’S ARGUMENTS

Claim Construction
(see Jan 2022 Response atpp. 2-11)

Patent Owner asserts that Functional Phrases #1-16 do not invoke § 112, sixth paragraph,
because the phrases eachrecite sufficient structure. This argument is unpersuasive inasmuch as
the claimed term “means” is well-recognized as a placeholder for structure, rather than actual
structure. The recitation of “means” plus functional language raises a rebuttable presumption that
the means-plus-function phrase invokes § 112, sixth paragraph. The presumption canbe
overcome when the limitation further includes the structure necessary to perform the recited
function. See MPEP § 2181(]).

In this instance, each of the Functional Phrases #1-16 recite “means” without further
reciting any additional modifiers or limitations that would indicate the recited means corresponds
to sufficient structure for performing the claimed functions, without resorting to other portions of
the specification or extrinsic evidence for an adequate understanding of the structure.
Accordingly, the presumption that Functional Phrases #1-16 invoke § 112, sixth paragraph, is not

overcome.

Patent Owner additionally asserts that, even if § 112, sixth paragraph, is invoked for each
of the Functional Phrases, the specification discloses sufficient structure in the form of
algorithms for performing the entirety of the claimed functions, such that the disclosed
algorithms transform a general-purpose computing device into a specially-programmed
computing device. This argument is also unpersuasive for the following reasons.

Functional Phrases #1, 5, 10, and 14 recite, “means for classifying data packets received

at a/said computer/router into wanted data packets and unwanted data packets/by path.”
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Patent Owner identifies the corresponding algorithm for these Functional Phrases as
being disclosed at column 3:13-23 of the Patent Under Reexamination:

Even if the traffic is not reduced, the distinction between "wanted"
and "unwanted" packets plays an important role in "reasonable”
allocation. For a site there are normally some packets (in fact, the
great majority) that are expected in a very strong sense. It is
reasonable to process these at the highest possible rate. All other
packets are not exactly unwanted, but the site is willing to process
them at only a limited rate. A reasonable approach is to schedule
these as described above (using the places from which they were
forwarded) at alimited rate,and regard as "unwanted" those that end
up being significantly delayed (or discarded).

This passage does not disclose an algorithm for classifying packets into wanted and
unwanted packets. That is, it does not describe in any definite and understandable terms (such as
a mathematical formula, prose, a flow chart, pseudo code, etc.) how to categorize packets into
“wanted” and “unwanted” classifications. Atbest, the passage recognizes that wanted and
unwanted packets should be distinguished and processed at different rates. In addition, the
remainder of the specification has been reviewed, and an algorithm that corresponds to the
claimed function does not appear to be disclosed elsewhere.

Accordingly, the Patent Under Reexamination does not appear to disclose a sufficient
algorithm for performing the entire claimed function, and for the purposes of interpreting these
Functional Phrases under § 112, sixth paragraph, for the instant ex parte reexamination it is
presumed that a general-purpose computing device such as a computer or router represents the

corresponding structure.
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Functional Phrases #2, 6, 11, and 15 recite, “means for assigning/associating a maximum
acceptable processing/transmission rate to each class of data packet.”

Patent Owner identifies the corresponding algorithm for these Functional Phrases as
being disclosed atcolumn 3:4-12 of the Patent Under Reexamination:

The final step in the defense is that cooperating routers will limit the
rate at which they forward packets to places that so request. This
may not be essential in the allocation of service, but it is useful for
limiting the bandwidth used by "unwanted" packets. The rate-
limiting request is to be made when a site detects a high rate of
unwanted packets coming from one place. This helps the site
because it no longer has to process as many unwanted packets. It
helps the network by freeing some of the bandwidth for other use.

This passage does not disclose an algorithm for assigning or associating a maximum
acceptable processing or transmission rate to each class of data packet. That is, it does not
describe in any definite and understandable terms (such as a mathematical formula, prose, a flow
chart, pseudo code, etc.) how to assign or associate a maximum acceptable processing or
transmission rate to each class of data packet. The passage makes no mention of maximum
acceptable rates or how to associate such rates with different classes of data packets. At best, the
passage recognizes unwanted packets are preferably rate-limited. In addition, the remainder of
the specification has been reviewed, and an algorithm that corresponds to the claimed function
does not appear to be disclosed elsewhere.

Accordingly, the Patent Under Reexamination does not appear to disclose a sufficient
algorithm for performing the entire claimed function, and for the purposes of interpreting these
Functional Phrases under § 112, sixth paragraph, for the instant ex parte reexamination it is
presumed that a general-purpose computing device such as a computer or router represents the

corresponding structure.
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Functional Phrases #3,7, 9, and 13 recite, “means for said computer/router to find
information for packets it receives regarding the path by which said packets came to said
computer/router via packet marks provided by routers leading to said host computer; said path
comprising all routers in said network via which said packets are routed to said computer.”

Patent Owner identifies the corresponding algorithm for these Functional Phrases as
being disclosed at column 2:54-59 of the Patent Under Reexamination.

Routers will supply data about the forwarding path of the packets
that arrive at a site. The site can use this data to allocate service as
described above among the packets that arrive. This would solve the
problem of unfair service if the packets that arrived were a fair
sample of those that were sent to the site.

This passage does not disclose an algorithm for finding information for packets received
regarding the path by which said packets came to said computer/router via packet marks
provided by routers leading to said host computer; said path comprising all routers in said
network via which said packets are routed to said computer. That is, it does not describe in any
definite and understandable terms (such as a mathematical formula, prose, a flow chart, pseudo
code, etc.) how to find the path that packets traverse using packet marks provided by routers. The
passage makes no mention of packets marks, how to find information about complete paths of
data packets, or what information is to be found. Atbest, the passage teaches that routers can
supply data about forwarding paths of packets, and the data can be used to allocate service. In
addition, the remainder of the specification has been reviewed, and an algorithm that corresponds
to the claimed function does not appear to be disclosed elsewhere.

Accordingly, the Patent Under Reexamination does not appear to disclose a sufficient
algorithm for performing the entire claimed function, and for the purposes of interpreting these

Functional Phrases under § 112, sixth paragraph, for the instant ex parte reexamination it is
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presumed that a general-purpose computing device such as a computer or router represents the

corresponding structure.

Functional Phrases #4, 8, 12, and 16 recite, “means in said computer/router for using said
information to allocate the processing rate available for unwanted data packets to be less than or
equal to said maximum acceptable processing rate.”

Patent Owner identifies the corresponding algorithm for these Functional Phrases as
being disclosed atcolumn 3:4-12 of the Patent Under Reexamination.

The final step in the defense is that cooperating routers will limit the
rate at which they forward packets to places that so request. This
may not be essential in the allocation of service, but it is useful for
limiting the bandwidth used by "unwanted" packets. The rate-
limiting request is to be made when a site detects a high rate of
unwanted packets coming from one place. This helps the site
because it no longer has to process as many unwanted packets. It
helps the network by freeing some of the bandwidth for other use.

This passage does not disclose an algorithm for using said information to allocate the
processing rate available for unwanted data packets to be less than or equal to said maximum
acceptable processing rate. That is, it does not describe in any definite and understandable terms
(such as a mathematical formula, prose, a flow chart, pseudo code, etc.) how to use the found
information to allocate processing rates for unwanted data packets. The passage makes no
mention of the found information pertaining to the paths of data packets or how to use such
information for limiting the processing rate of unwanted packets. At best, the passage recognizes
unwanted packets are preferably rate-limited. In addition, the remainder of the specification has
been reviewed, and an algorithm that corresponds to the claimed function does not appear to be

disclosed elsewhere.
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Accordingly, the Patent Under Reexamination does not appear to disclose a sufficient
algorithm for performing the entire claimed function, and for the purposes of interpreting these
Functional Phrases under § 112, sixth paragraph, for the instant ex parte reexamination it is
presumed that a general-purpose computing device such as a computer or router represents the

corresponding structure.

Furthermore, it is noted that each of the above passages identified by the Patent Owner
appear in the “Background of the Invention” section of the Patent Under Reexamination. It is
unclear how the passages correspond to the claimed invention because it appears they merely
provide background information and technological context for the description of the invention
that follows. No further elaboration on the putative algorithms contained in these passages
appears in any other portion of the Patent Under Reexamination, including the summary of the

invention, detailed description of the invention, drawings, and description of the drawings.

For the above reasons, the previous interpretations of Functional Phrases 1-16 are

maintained herein.

Claim Rejections — Ground #1
(see Jan 2022 Response at pp. 11-15)

For Ground #1, claims 1, 4, 13, and 16 were rejected under 35 U.S.C. § 102 as being
anticipated by Maher. This rejection was based on the above § 112, sixth paragraph,

interpretation of the claims in which the corresponding structure for each of the claimed
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Functional Phrases #1-16 was identified as either a computer or a router. See also Section +++,
infra.

On p. 12 of the Jan 2022 Response, Patent Owner asserts that the specification of the
Patent Under Reexamination “discloses specific algorithms for executing the claimed function[s]
in claims 1, 4, 13, and 16,” and therefore, each means-plus-function limitation should be
considered a specially-programmed computer or router, rather than a general-purpose computer
or router.

This argument is unpersuasive since, as explained above, the specification does not
appear to disclose sufficient algorithms for any of the Functional Phrases #1-16. Since the
corresponding structure of a specially-programmed computer or router (in the form of an
algorithm) cannot be determined from the specification, for purposes of reexamination it is
presumed that a general-purpose computer or router corresponds to each of the recited “means.”

Patent Owner does not dispute that Maher discloses a packet flooding defense system for
a network comprising a plurality of host computers, routers, communication lines and
transmitted data packets, said system comprising one or more computers and/or one or more

routers. Accordingly, the previous rejections of claims 1, 4, 13, and 16 are maintained.

Claim Rejections — Ground #2
(see Jan 2022 Response at pp. 15-21)

For Ground #2, claim 7 was rejected under 35 U.S.C. § 103 as being obvious over the
combination of Maher and Savage. Patent Owner argues the rejection is improper because Maher
does not teach “classifying data packets received at said host computer into wanted data packets
and unwanted data packets by path” (emphasis added). Specifically, Patent Owner argues that

Mabher, at best, teaches that packets can be classified into wanted or unwanted based on whether
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the packets are transmitted between known sources and destinations, and although the source and
destination information may be known, the Maher system has no ability to determine paths the
packets travel

According to Patent Owner, “a path must include alink such as a series of routers or
packets switches” (see Jan 2022 Response at p. 18). Itis unclear that this proffered interpretation
of “path” comports with the broadest reasonable interpretation thereof since it appears to neglect
the scenario in which a direct path between a source node and a destination node is taken. In
such an instance, there might be no intervening routers or packet switches linking the two nodes,
and if Patent Owner’s interpretation of path requires routers and/or packet switches to define a
path, there would evidently be no “path” therebetween (since the path does not “include ... a
series of routers or packet switches”). Alternatively, Patent Owner’s proffered interpretation
would encompass a direct path between a source node and a destination node because there
would necessarily be a link between the two nodes so that data can flow between them. Such a
direct link would not include “a series of routers or packet switches,” but Patent Owner’s
definition does not seemingly require the link to include routers and/or packet switches since the
“such as” language is suggestive and merely provides examples of the types of links that can
correspond to a path.

Nonetheless, Patent Owner (as well as the Narayanaswamy declaration — Exhibit 3001 at
q 61) readily admits that a source node and a destination node “can be recognized as part of a
path” (see id.). Accordingly, the classifying of received data packets into wanted data packets
and unwanted data packets using source and destination information corresponds to classifying
the packets “by path,” as claimed, even if the path information is not the complete path

information.
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Classifying the packets based only on the source and destination information may
comprise classifying based on incomplete path information. The claim, however, does not
require complete path information. Rather, it merely requires classifying the packets “by path.”
By Patent Owner’s and Narayanaswamy’s admissions, the source and destination addresses of a
data packet comprise at least partial path information.

Furthermore, during the initial prosecution of the Patent Under Reexamination, the
claims were narrowed to specify that the claimed path comprises “all routers in said network via
which said packets are routed to said computer.” See 10/16/2008 claim amendments in the Non-
Provisional Application 10/841,064. By explicitly reciting that the claimed path includes
complete path information, ie., all routers via which the packets are routed, the Patent Owner
has implicitly recognized that the claimed term “path,” per se, does not necessarily comprise
complete path information. Rather, the claimed term “path” may comprise merely some of the
path information, such as only the source and destination nodes, and a narrowing amendment
was submitted to limit the claims to the complete path traversed by the packets.

Since claim 7 does not require such complete path information to be considered when
classifying packets as wanted or unwanted, the broadest reasonable interpretation of “classifying
data packets . . . by path” includes a classification thatis performed using partial path
information, such as classifying packets using only source and destination information, as taught
by Mabher.

For these reasons, the previous § 103 rejection of claim 7 is maintained.
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VI. INFORMATION CONSIDERED
On January 12, 2022, Patent Owner submitted a declaration by Swamy Narayanaswamy

(Exhibit 3001). This declaration has been made of record and considered.

Patent Owner has also submitted excerpts from three non-patent prior artreferences:
(1) Microsoft Computer Dictionary (Exhibit 3002);

(2) Computer Networking: A Top-Down Approach (Exhibit 3003); and

(3) Computer Networks: A System Approach (Exhibit 3004).

These three documents have been considered and are listed on the attached PTO-892.

VII. CLAIM INTERPRETATION - PHRASES INVOKING 35 U.S.C. § 112, SIXTH
PARAGRAPH

The following is a quotation of pre-AIA 35 U.S.C. 112, sixth paragraph:

Anelement in a claim for a combination may be expressed as a means or step for performing a
specified function without the recital of structure, material, or acts in sup port thereof, and such claim
shall be construed to cover the corresponding structure, material, or acts described in the specification
and equivalents thereof.

As explained in MPEP § 2181, subsection I, claim limitations that meet the following
three-prong test will be interpreted under pre-AIA 35 U.S.C. § 112, sixth paragraph:
(A)  the claim limitation uses the term “means” or a term used as a substitute for “means” that
is a generic placeholder (also called a nonce term or a non-structural term having no

specific structural meaning) for performing the claimed function;
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(B)  the term “means” or the generic placeholder is modified by functional language,
typically, but not always linked by the transition word “for” (e.g., “means for”) or another
linking word or phrase, such as “configured to” or “so that”; and

(C)  the term “means” or the generic placeholder is not modified by sufficient structure for
performing the claimed function.

Use of the word “means” in a claim with functional language creates a rebuttable
presumption that the claim limitation is to be treated in accordance with pre-AIA 35 U.S.C. §
112, sixth paragraph. The presumption that the claim limitation is interpreted under pre-AIA 35
U.S.C. § 112, sixth paragraph, is rebutted when the claim limitation recites sufficient structure to
entirely perform the recited function.

Claim limitations in this application that use the word “means” are being interpreted
under pre-AlIA 35 U.S.C. § 112, sixth paragraph, except as otherwise indicated in an Office
action. Conversely, claim limitations in this application that do not use the word “means” are not
being interpreted under pre-AIA 35 U.S.C. § 112, sixth paragraph, except as otherwise indicated
in an Office action.

Such claim limitations that invoke § 112, sixth paragraph are:

Functional Phrase #1 (claim 1) — means for classifying data packets received at a host

computer into wanted data packets and unwanted data packets;

Functional Phrase #2 (claim 1) — means for associating a maximum acceptable

processing rate with each class of data packet received at said computer;

Functional Phrase #3 (claim 1) — means for said computer to find information for

packets it receives regarding the path by which said packets came to said computer via packet
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marks provided by routers leading to said host computer; said path comprising all routers in said
network via which said packets are routed to said computer; and

Functional Phrase #4 (claim 1) — means in said computer for using said information to

allocate the processing rate available for unwanted data packets to be less than or equal to said
maximum acceptable processing rate.

Functional Phrase #5 (claim 4) — means for classifying data packets received at a router

into wanted data packets and unwanted data packets;

Functional Phrase #6 (claim 4) — means for associating a maximum acceptable

transmission rate with each class of data packet received at said router;

Functional Phrase #7 (claim 4) — means for said router to find information for packets it

receives regarding the path by which said packets came to said router via packet marks provided
by routers leading to said host computer; said path comprising all routers in said network via
which said packets are routed to said computer; and

Functional Phrase #8 (claim 4) — means in said router for said router to use said

information to allocate the transmission rate for unwanted data packets to be less than equal to
said maximum acceptable transmission rate.

Functional Phrase #9 (claim 13) — means for determining a path by which data packets

arrive ata host computer via packet marks provided by routers leading to said host computer;
said path comprising all routers in said network via which said packets are routed to said
computer;

Functional Phrase #10 (claim 13) — means for classifying data packets received at said

host computer into wanted data packets and unwanted data packets by path;
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Functional Phrase #11 (claim 13) — means for assigning a maximum acceptable

processing rate to each class of data packet; and

Functional Phrase #12 (claim 13) — means for allocating a processing rate equal to or

less than said maximum acceptable processing rate to said unwanted data packets.

Functional Phrase #13 (claim 16) — means for a router to determine a path by which

said packets came to said router via packet marks provided by routers leading to said router; said
path comprising all routers in said network via which said packets are routed to said computer;

Functional Phrase #14 (claim 16) — means for classifying data packets received at said

router into wanted data packets and unwanted data packets by path;

Functional Phrase #15 (claim 16) — means for associating a maximum acceptable

transmission rate with each class of data packet received at said router; and

Functional Phrase #16 (claim 16) — means for said router to allocate the transmission

rate for unwanted data packets to be less than equal to said maximum acceptable processing rate.

Because these claim limitations are being interpreted under pre-AIA 35 U.S.C. § 112,
sixth paragraph, they are being interpreted to cover the corresponding structure described in the
specification as performing the claimed function, and equivalents thereof.

If Applicant does not intend to have any of these limitations interpreted under pre-AlIA 35
U.S.C. § 112, sixth paragraph, Applicant may:

(1) amend the claim limitation(s) to avoid it/them being interpreted under pre-AIA 35
U.S.C. § 112, sixth paragraph (e.g., by reciting sufficient structure to perform the claimed

function); or
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(2) present a sufficient showing that the claim limitations recite sufficient structure to
perform the claimed functions so as to avoid them being interpreted under pre-AIA 35 U.S.C. §
112, sixth paragraph.

Based upon a review of the ‘497 Patent, the Examiner concludes that the corresponding

structures for the above-identified Functional Phrases are disclosed in the ‘497 Patent as follows:

Functional Phrase #1 (claim 1) — means for classifying data packets received ata host

computer into wanted data packets and unwanted data packets;

— corresponds to a computer.

See the ‘497 Patent at column 6:1-25: the defense system includes means for classifying
data packets 30 received ata host computer 18.

No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose computer, rather than a computer that has been specially

programmed to execute the claimed function.

Functional Phrase #2 (claim 1) — means for associating a maximum acceptable

processing rate with each class of data packet received at said computer;

—corresponds to a computer.

See the ‘497 Patent at column 6:1-25: the defense system of FIG. 1 includes means for
associating a maximum acceptable processing rate 34 with each class 38 of data packet 30

received at the computer 18.
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No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose computer, rather than a computer that has been specially

programmed to execute the claimed function.

Functional Phrase #3 (claim 1) — means for said computer to find information for

packets it receives regarding the path by which said packets came to said computer via packet
marks provided by routers leading to said host computer; said path comprising all routers in said
network via which said packets are routed to said computer; and

— corresponds to a computer.

See the ‘497 Patent at column 6:1-25: the defense system of FIG. 1 includes means for
the computer 18 to find information for packets 30 it receives regarding the path 46 by which the
packets 30 came to the computer 18.

No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose computer, rather than a computer that has been specially
programmed to execute the claimed function.

Functional Phrase #4 (claim 1) — means in said computer for using said information to

allocate the processing rate available for unwanted data packets to be less than or equal to said
maximum acceptable processing rate.

—corresponds to a computer.
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See the ‘497 Patent at column 6:1-25: the defense system of FIG. 1 includes a computer
18 that can use the information to allocate the processing rate for eachclass 38 in a desired way
among the places from which packets 30 are transmitted.

No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose computer, rather than a computer that has been specially

programmed to execute the claimed function.

Functional Phrase #5 (claim 4) — means for classifying data packets received at a router

into wanted data packets and unwanted data packets;

—corresponds to a router.

See the ‘497 Patent at column 6:52-63: the defense system of FIG. 4 includes means for
classifying data packets 30 received at a router 22.

No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose router, rather than a router that has been specially

programmed to execute the claimed function.

Functional Phrase #6 (claim 4) — means for associating a maximum acceptable

transmission rate with each class of data packet received at said router;

—corresponds to a router.
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See the ‘497 Patent at column 6:52-63: the defense system of FIG. 4 includes means for
associating a maximum acceptable processing rate 74 with each class 38 of data packet 30
received at the router 22.

No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose router, rather than a router that has been specially

programmed to execute the claimed function.

Functional Phrase #7 (claim 4) — means for said router to find information for packets it

receives regarding the path by which said packets came to said router via packet marks provided
by routers leading to said host computer; said path comprising all routers in said network via
which said packets are routed to said computer; and

— corresponds to a router.

See the ‘497 Patent at column 6:52-63: the defense system of FIG. 4 includes means for
the router 22 to find information for packets 30 it receives regarding the path 50 by which the
packets 30 came to the router 22.

No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose router, rather than a router that has been specially
programmed to execute the claimed function.

Functional Phrase #8 (claim 4) — means in said router for said router to use said

information to allocate the transmission rate for unwanted data packets to be less than equal to

said maximum acceptable transmission rate.
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—corresponds to a router.

See the ‘497 Patent at column 6:52-63: the defense system of FIG. 4 includes a router 22
that can use the information to allocate the processing rate for each class 38 in a desired way.

No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose router, rather than a router that has been specially

programmed to execute the claimed function.

Functional Phrase #9 (claim 13) — means for determining a path by which data packets

arrive ata host computer via packet marks provided by routers leading to said host computer;
said path comprising all routers in said network via which said packets are routed to said
computer;

— corresponds to a computer.

See the ‘497 Patent at column 6:1-25: the defense system of FIG. 1 includes means for
the computer 18 to find information for packets 30 it receives regarding the path 46 by which the
packets 30 came to the computer 18.

No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose computer, rather than a computer that has been specially

programmed to execute the claimed function.

Functional Phrase #10 (claim 13) — means for classifying data packets received at said

host computer into wanted data packets and unwanted data packets by path;
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— corresponds to a computer.

See the ‘497 Patent at column 6:1-25: the defense system includes means for classifying
data packets 30 received ata host computer 18.

No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose computer, rather than a computer that has been specially

programmed to execute the claimed function.

Functional Phrase #11 (claim 13) — means for assigning a maximum acceptable

processing rate to each class of data packet; and

—corresponds to a computer.

See the ‘497 Patent at column 6:1-25: the defense system of FIG. 1 includes means for
associating a maximum acceptable processing rate 34 with eachclass 38 of data packet 30
received at the computer 18.

No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose computer, rather than a computer that has been specially

programmed to execute the claimed function.

Functional Phrase #12 (claim 13) — means for allocating a processing rate equal to or

less than said maximum acceptable processing rate to said unwanted data packets.

— corresponds to a computer.
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See the ‘497 Patent at column 6:1-25: the defense system of FIG. 1 includes a computer
18 that can use the information to allocate the processing rate for each class 38 in a desired way
among the places from which packets 30 are transmitted.

No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose computer, rather than a computer that has been specially

programmed to execute the claimed function.

Functional Phrase #13 (claim 16) —means for a router to determine a path by which

said packets came to said router via packet marks provided by routers leading to said router; said
path comprising all routers in said network via which said packets are routed to said computer;

— corresponds to a router.

See the ‘497 Patent at column 6:52-63: the defense system of FIG. 4 includes means for
the router 22 to find information for packets 30 it receives regarding the path 50 by which the
packets 30 came to the router 22.

No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose router, rather than a router that has been specially

programmed to execute the claimed function.

Functional Phrase #14 (claim 16) — means for classifying data packets received at said

router into wanted data packets and unwanted data packets by path;

—corresponds to a router.
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See the ‘497 Patent at column 6:52-63: the defense system of FIG. 4 includes means for
classifying data packets 30 received at a router 22.

No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose router, rather than a router that has been specially

programmed to execute the claimed function.

Functional Phrase #15 (claim 16) — means for associating a maximum acceptable

transmission rate with each class of data packet received at said router; and

—corresponds to a router.

See the ‘497 Patent at column 6:52-63: the defense system of FIG. 4 includes means for
associating a maximum acceptable processing rate 74 with each class 38 of data packet 30
received at the router 22.

No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose router, rather than a router that has been specially

programmed to execute the claimed function.

Functional Phrase #16 (claim 16) — means for said router to allocate the transmission

rate for unwanted data packets to be less than equal to said maximum acceptable processing rate.
—corresponds to a router.
See the ‘497 Patent at column 6:52-63: the defense system of FIG. 4 includes a router 22

that can use the information to allocate the processing rate for each class 38 in a desired way.
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No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose router, rather than a router that has been specially

programmed to execute the claimed function.

If Applicant wishes to provide further explanation or dispute the Examiner’s
interpretation of the corresponding structure, Applicant must identify the corresponding structure
with reference to the specification by page and line number, and to the drawing, if any, by

reference characters in response to this Office action.

VIII. CLAIM REJECTIONS - 35 USC § 102 (ANTICIPATION)
The following is a quotation of the appropriate paragraphs of pre-AIA 35 U.S.C. 102 that
form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent granted
on an application for patent by another filed in the United States before the invention by the applicant
for patent, except that an international application filed under the treaty defined in section 351(a) shall
have the effects for purposes of this subsection of an application filed in the United States only if the
international application designated the United States and was published under Article 21(2) of such
treaty inthe English language.

Claims 1,4, 13, and 16 are rejected under 35 U.S.C. § 102(e) as being anticipated by

Maher (U.S. 7,058,974).
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Regarding claim 1, Maher discloses a packet flooding defense system (FIGS. 1a and 1b)
for a network comprising a plurality of host computers (30), routers (22), communication lines
(60) and transmitted data packets (e.g.,IP data), said system comprising:

one or more computers (30).

Note that the means-plus-function limitations of claim 1 have been interpreted in
accordance with 35 U.S.C. § 112, sixth paragraph. As indicated above in Section VII, the
corresponding structure for each of the means-plus-function limitations of claim 1 is a computer.
Accordingly, claim 1 is interpreted as a packet flooding defense system that comprises one or

more computers.

Regarding claim 4, Maher discloses a packet flooding defense system (FIGS. 1la and 1b)
for a network comprising a plurality of host computers (30), routers (22), communication lines
(60) and transmitted data packets (e.g., 1P data), said system comprising:

one or more routers (22).

Note that the means-plus-function limitations of claim 4 have been interpreted in
accordance with 35 U.S.C. § 112, sixth paragraph. As indicated above in Section VII, the
corresponding structure for each of the means-plus-function limitations of claim 4 is a router.
Accordingly, claim 4 is interpreted as a packet flooding defense system that comprises one or

more routers.

Regarding claim 13, Maher discloses a packet flooding defense system (FIGS. 1a and 1b)

for a network comprising a plurality of host computers (30), routers (22), communication lines

(60) and transmitted data packets (e.g.,IP data), said system comprising:
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one or more computers (30).

Note that the means-plus-function limitations of claim 13 have been interpreted in
accordance with 35 U.S.C. § 112, sixth paragraph. As indicated above in Section VII, the
corresponding structure for each of the means-plus-function limitations of claim 13 is a
computer. Accordingly, claim 13 is interpreted as a packet flooding defense system that

comprises one or more computers.

Regarding claim 16, Maher discloses a packet flooding defense system (FIGS. 1a and 1b)
for a network comprising a plurality of host computers (30), routers (22), communication lines
(60) and transmitted data packets (e.g.,IP data), said system comprising:

one or more routers (22).

Note that the means-plus-function limitations of claim 16 have been interpreted in
accordance with 35 U.S.C. § 112, sixth paragraph. As indicated above in Section VII, the
corresponding structure for each of the means-plus-function limitations of claim 16 is a router.
Accordingly, claim 16 is interpreted as a packet flooding defense system that comprises one or

more routers.

IX. CLAIM REJECTIONS - 35 USC § 103 (OB VIOUSNESS)
The following is a quotation of pre-AIA 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forthin section 102, if the differences between the subject matter sought to be patented and the prior art
are such that the subject matter as a whole would have been obvious at the time theinvention was made
to a person having ordinary skill in the art to which said subject matter pertains. Patentability shall not
be negatived by the manner in which the invention was made.
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Claim 7 is rejected under 35 U.S.C. § 103(a) as being unpate ntable over Maher (U.S.
7,058,974) in view of Savage (“Practical Network Support for IP Traceback”).

Regarding claim 7, Maher discloses a method (FIG. 5) of providing packet flooding
defense for a network (see, e.g., FIGS. 1a and 1b) comprising a plurality of host computers (i.e.,
webfarm 16 includes one or more network apparatuses, illustrated in FIGS. 2 and 4, performing
host computing functions), routers (22), communication lines and transmitted data packets, said
method comprising the steps of:

classifying data packets received at said host computer into wanted data packets and
unwanted data packets by path (step 514; see also columns 7:54—8:3 — data packets received by a
network apparatus (FIG. 2 or FIG. 4) are classified into valid (“wanted”) and unverified
(“unwanted”) categories based on whether the packets are transmitted between known sources
and destinations, ie.,via a known path; the packets are considered “wanted” or “unwanted” to
the extent that is it desirable or favorable for packets to flow between known sources and
destinations, and it is undesirable or unfavorable for packets to flow from unverified sources);

associating a maximum acceptable processing rate with each class of data packet received
at said host computer (see columns 7:54—8:3 and column 11:66-12:19 — the “wanted” class of
packets is given a high priority processing rate, i.e., “quality of service,” whereas the “unwanted”
class of packets is given a low priority processing rate); and

allocating a processing rate less than or equal to said maximum acceptable processing
rate for unwanted data packets (see id. — unwanted packets are given a lower processing rate than

wanted packets).

Mabher does not appear to expressly disclose the method includes:
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“determining a path by which data packets arrive at a host computer via packet marks
provided by routers leading to said host computer; said path comprising all routers in said

network via which said packets are routed to said computer,” as claimed.

Savage discloses methods for combatting denial-of-service attacks that involve
anonymous packet flooding (see Abstract). Savage teaches that is it conventional to employ
“ingress filtering” in order to defend against anonymous attacks (see Section 2.1). Ingress
filtering involves configuring routers to block packets that arrive with illegitimate source
addresses (see id.). This is a similar prevention technique that is employed by Maher, which as
explained above, teaches giving higher priority to traffic originating from verified sources, and
giving lower priority to traffic from unverified sources.

Savage, however, identifies problems with ingress filtering. Notably, as traffic is
aggregated from multiple ISPsinto transmit networks, there is no longer enough information to
unambiguously determine if an arriving packet originates from a valid, known source. Also,
since its effectiveness depends on widespread, if not universal, deployment, the overhead of
ingress filtering can become prohibitive on high-speed links, and even if universally deployed,
attackers could still circumvent the filtering by forging addresses within a valid customer
network. See id.

With these problems in mind, Savage proposes tracing flooding attacks by marking
packets, either probabilistically or deterministically, with the addresses of the routers they
traverse (see Section 3). For instance, a packet can be marked by appending the address of each
node it traverses so that every received packet has a complete ordered list of the routers it

traversed; this provides a complete path of the packet through a network and allows the receiver
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of the packet to trace the entire path back to its origin (see Section 4.1). Alternatively,
probabilistic marking of only one node address can allow reconstruction of a complete traffic

path from a given source when enough packets have been received (see Section 4.2).

It would have been obvious to those skilled in the art to modify Maher by Savage to
achieve the claimed invention by determining a complete path by which data packets arrive at a
host computer via packet marks provided by routers leading to said host computer, as claimed,
since Savage teaches that providing a complete traceback of a received packet via marking at
each traversed node is a more effective way to combat denial-of-service flooding attacks than the
ingress filtering technique that is employed by Maher. Accordingly, Savage provides an express
teaching and motivation to improve upon Maher’s system by determining complete path

information rather than simply filtering packets based on their source addresses.

X. CONFIRMED PATENTABLE CLAIM

Regarding claim 10, Maher discloses a method (FIG. 5) of providing packet flooding
defense for a network (see, e.g., FIGS. 1a and 1b) comprising a plurality of host computers (i.e.,
webfarm 16 includes webservers 30), routers (i.e., webfarm 16 includes one or more network
apparatuses, illustrated in FIG. 4, performing host routing and computing functions),
communication lines and transmitted data packets, said method comprising the steps of:

classifying data packets received at said router (step 514; see also columns 7:54—-8:3 —
data packets received by a network apparatus (FIG. 4) are classified into valid (“wanted”) and

unverified (“unwanted”) categories based on whether the packets are transmitted between known
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sources and destinations, i.e., via a known path; the packets are considered “wanted” or
“unwanted” to the extent that is it desirable for packets to flow between known sources and
destinations, and it is undesirable for packets to flow from unverified sources);

associating a maximum acceptable transmission rate with each class of data packet
received at said router (see columns 7:54-8:3 and column 11:66-12:19 —the “wanted” class of
packets is given a high priority processing rate, i.e., “quality of service,” whereas the “unwanted”
class of packets is given a low priority processing rate); and

allocating a transmission rate equal to or less than said maximum acceptable transmission
rate for unwanted data packets (see id. — unwanted packets are given a lower processing rate than
wanted packets).

Mabher does not appear to expressly disclose the method includes:

determining a path by which data packets arrive atsaid router via packet marks provided
by routers leading to said host computer; said path comprising all routers in said network via
which said packets are routed to said computer.

Also, Maher discloses classifying data packets received at said router but does not appear
to disclose the classifying is done via packet marks provided by routers leading to said host

computer by path, as claimed.

Savage discloses methods for combatting denial-of-service attacks that involve
anonymous packet flooding (see Abstract). Savage teaches that is it conventional to employ
“ingress filtering” in order to defend against anonymous attacks (see Section 2.1). Ingress
filtering involves configuring routers to block packets that arrive with illegitimate source

addresses (see id.). This is a similar prevention technique that is employed by Maher, which as
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explained above, teaches giving higher priority to traffic originating from verified sources, and
giving lower priority to traffic from unverified sources.

Savage, however, identifies problems with ingress filtering. Notably, as traffic is
aggregated from multiple ISPsinto transit networks, there is no longer enough information to
unambiguously determine if an arriving packet originates from a valid, known source. Also, its
effectiveness depends on widespread, if not universal, deployment. The overhead of ingress
filtering can become prohibitive on high-speed links, and even if universally deployed, attackers
could still circumvent the filtering by forging addresses within a valid customer network. See id.

With these problems in mind, Savage proposes tracing flooding attacks by marking
packets probabilistically or deterministically, with the addresses of the routers they traverse (see
Section 3). For instance, a packet can be marked by appending the address of eachnode it
traverses so that every received packet has a complete ordered list of the routers it traversed; this
provides a complete path of the packet through a network and allows the receiver of the packet to
trace the entire path back to its origin (see Section 4.1). Alternatively, probabilistic marking of
only one node address can allow reconstruction of a complete traffic path from a given source

when enough packets have been received (see Section 4.2).

It would have been obvious to those skilled in the art to modify Maher by Savage to
determine a complete path by which data packets arrive ata host computer via packet marks
provided by routers leading to said host computer, as claimed, since Savage teaches that
providing a complete traceback of areceived packet via marking at each traversed node is a more
effective way to combat denial-of-service flooding attacks than the ingress filtering technique

that is employed by Maher. Accordingly, Savage provides an express teaching and motivation to
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improve upon Maher’s system by determining complete path information rather than simply

filtering packets based on their source addresses.

However, neither Maher nor Savage appears to disclose or suggest the classifying of data

packets is done “via packet marks provided by routers leading to said host computer by path,” as

claimed.

Mabher is silent on the incorporation of router-provided packet marks, and therefore does
not teach classifying the packets on such a basis.

Savage discloses utilizing router-provided packetmarks in order to acquire complete
traceback information for packets received by a victim. However, Savage does not appear to
disclose using the router-provided packet marks for classifying the packets, as claimed. Rather,
Savage only appears to be concerned with determining the path of received packets (the
“traceback” problem) and does not seem to disclose any methods or algorithms for using the
router marking data to classify received packets in any manner, e.g. to distinguish between the

packets from an attacker and the packets from a non-attacker.

For this reason, claim 10 is confirmed as patentable over the combination of Maher and

Savage. Furthermore, Schuba does not appear to cure this deficiency in the teachings of Maher

and Savage because Schuba’s disclosure does not involve routers marking traversed packets, as

claimed.
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XI. CONCLUSION

THIS ACTION IS MADE FINAL.

A shortened statutory period for response to this action is set to expire TWO MONTHS
from the mailing date of this action.

Extensions of time under 37 CFR 1.136(a) do not apply in reexamination
proceedings. The provisions of 37 CFR 1.136 apply only to “an applicant” and not to parties in a
reexamination proceeding. Further, in 35 U.S.C. 305 and in 37 CFR 1.550(a), it is required that
reexamination proceedings “will be conducted with special dispatch within the Office.”

Extensions of time in reexamination proceedings are provided for in 37 CFR
1.550(c). A request for extension of time must specify the requested period of extension and it
must be accompanied by the petition fee set forth in 37 CFR 1.17(g). Any request for an
extension in a third party requested ex parte reexamination must be filed on or before the day on
which action by the patent owner is due, and the mere filing of a request will not effect any
extension of time. A request for an extension of time in a third party requested ex parte
reexamination will be granted only for sufficient cause, and for a reasonable time specified. Any
request for extension in a patent owner requested ex parte reexamination (including
reexamination ordered under 35 U.S.C. 257) for up to two months from the time period set in the
Office action must be filed no later than two months from the expiration of the time period setin
the Office action. A request for an extension in a patent owner requested ex parte reexamination
for more than two months from the time period setin the Office action must be filed on or before
the day on which action by the patent owner is due, and the mere filing of a request for an

extension for more than two months will not effect the extension. The time for taking action in a
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patent owner requested ex parte reexamination will not be extended for more than two months
from the time period set in the Office action in the absence of sufficient cause or for more than a
reasonable time.

The filing of atimely first response to this final rejection will be construed as including a
request to extend the shortened statutory period for an additional two months. In no event,
however, will the statutory period for response expire later than SIX MONTHS from the mailing
date of the final action. See MPEP § 2265.

The patent owner is reminded of the continuing responsibility under 37 CFR § 1.565(a)
to apprise the Office of any litigation activity, or other prior or concurrent proceeding, involving
Patent No. 7,523,497 throughout the course of this reexamination proceeding. The third-party
requester is also reminded of the ability to similarly apprise the Office of any such activity or
proceeding throughout the course of this reexamination proceeding. See MPEP §§ 2207, 2282

and 2286.

Any inquiry concerning this communication or earlier communications from the
Examiner should be directed to Colin LaRose whose telephone number is 571-272-7423.

If attempts to reach the Examiner by telephone are unsuccessful, the Examiner’s
supervisor, Andrew J. Fischer can be reached at 571-272-6779. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-9900.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR
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system, see http:/pair-direct.uspto.gov. Should you have questions on access to the Private
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you
would like assistance from a USPTO Customer Service Representative or access to the
automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.
General inquiries may be directed to the Central Reexamination Unit customer service

Iine at (571) 272-7705.

/COLIN M LAROSE/
Primary Examiner, Art Unit 3992

Conferees:

/YUZHEN GE/
Primary Examiner, Art Unit 3992

/ANDREW J. FISCHER/
Supervisory Patent Reexamination Specialist, Art Unit 3992
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent of: Donald N. Cohen
Appl. No.: 10/841,064

Filed: May 7, 2004

U.S. Patent No. 7,523,497

Issue Date: April 21, 2009

Reexamination Control No.
90/014,746

Title: PACKET FLOODING DEFENSE

SYSTEM

Mail Stop “Ex Parte Reexam™
Attn: Central Reexamination Unit
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Group Art Unit: 3992
Examiner: Larose, Colin M

Confirmation No: 9957

Atty. Dkt. No.: 20227.0009.REEX00

I hereby certify that this paper (along with any paper referred to as being
attached or enclosed) is being transmitted today via the Office electronic

filing system (EFS-Web) in accordance with 37 CFR §1.8.

Date: January 12, 2022 Signature: /Theresa M. Evenbly/
Printed Name: Theresa M. Evenbly

RESPONSE TO NON-FINAL OFFICE ACTION

PURSUANT TO 37 C.F.R.§ 1.111 and 1.550

Enclosed herewith is PacSec3 LLC’s Response pursuant to 37 CF.R § 1.111

and 1.550 to No-Final Office Action filed on November 12, 2021.
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I. STATUS OF THE CLAIMS

Claims 1-18 stand issued in U.S. Patent No. 7,523,497 of which claims 1, 4,
7, 10, 13 and 16 are subject to reexamination. Claims 2-3, 5-6, 8-9, 11-12, 14-15,
and 17-18 are not subject to reexamination. Of those claims subject to
reexamination, claims 1, 4, 7, 13 and 16 are rejected, claim 10 is confirmed
patentable. The Patent Owner has not presently amended the claims.
II. OVERVIEW OF THE OFFICE ACTION
In the Non-Final Office Action in Ex Part Reexamination filed on November 12,
2021 (“NFOA”), the Examiner rejects claims 1, 4, 7, 13 and 16 on the following
grounds:

Ground 1: Claims 1, 4, 13 and 16 are rejected under 35 U.S.C.§ 102(e) as
being anticipated by Maher (U.S. 7,058,974).

Ground 2: Claim 7 is rejected under 35 U.S.C.§ 103(a) as obvious over Maher
(U.S. 7,058,974) in view of Savage (“Practical Network Support for IP Traceback™).

Patent Owner disagrees with Examiner’s assessment. Patent Owner
respectfully traverses these grounds of rejection and requests entry of the present
Response and Reconsideration of the rejection in view of the arguments presented
herein.

III. SUMMARY OF THE ‘497 PATENT
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U.S. Patent No. 7,523,497 (“the ‘497 Patent”) is directed to a system to defend
against and resist packet flooding Distributed Denial of Service (DDoS) attacks for
a network. ‘497 Patent, 2: 6-14

Previous commercial system exchanges rate request and rate response
messages between data senders and receivers to allow the sender to adjust the data
rate to avoid congestion and to control the data flow. But the typical DDoS attacker
will falsify the source address to confound the defense when the defense relies upon
information the attacker controls, such as the source address. ‘497 Patent, 1: 49-2:5

The system of the ‘497 Patent comprises a plurality of host computers, routers,
communication lines and transmitted data packets. The system includes means for
classifying data packets received at a host computer, as are means for associating a
maximum acceptable processing rate with each class of data packet received at the
computer. Means are also provided for the computer to find information for packets
it receives regarding the path by which the packets came to the computer. Thus, the
computer can use the information to allocate the processing rate available for packets
of each class in a desired way.

IV. Claim Construction
During reexamination ordered under 35 U.S.C. 304, claims are given the

broadest reasonable interpretation consistent with the specification and limitations
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in the specification are not read into the claims (In re Yamamoto, 740 F.2d 1569,
222 USPQ934 (Fed. Cir. 1984)). (Ex. 3001 at 416).

The Examiner states that the following limitation should be interpreted under
pre-AIA 35 U.S.C.§ 112, sixth paragraph.

Functional Phrase #1 (claim 1): means for classifying data packets received

at a host computer into wanted data packets and unwanted data packets;

Functional Phrase #2 (claim 1): means for associating a maximum acceptable

processing rate with each class of data packet received at said computer;

Functional Phrase #3 (claim 1): means for said computer to find information

for packets it receives regarding the path by which said packets came to said computer
via packet marks provided by routers leading to said host computer; said path
comprising all routers in said network via which said packets are routed to said
computer;

Functional Phrase #4 (claim 1): means in said computer for using said

information to allocate the processing rate available for unwanted data packets to be
less than or equal to said maximum acceptable processing rate.

Functional Phrase #5 (claim 4): means for classifying data packets received

at a router into wanted data packets and unwanted data packets;

Functional Phrase #6 (claim 4): means for associating a maximum acceptable

transmission rate with each class of data packet received at said router;
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Functional Phrase #7 (claim 4): means for said router to find information for

packets it receives regarding the path by which said packets came to said router via
packet marks provided by routers leading to said host computer; said path comprising
all routers in said network via which said packets are routed to said computer;

Functional Phrase #8 (claim 4): means in said router for said router to use said

information to allocate the transmission rate for unwanted data packets to be less than
equal to said maximum acceptable transmission rate.

Functional Phrase #9 (claim 13): means for determining a path by which data

packets arrive at a host computer via packet marks provided by routers leading to said
host computer; said path comprising all routers in said network via which said packets
are routed to said computer;

Functional Phrase #10 (claim 13): means for classifying data packets received

at said host computer into wanted data packets and unwanted data packets by path;

Functional Phrase #11 (claim 13): means for assigning a maximum

acceptable processing rate to each class of data packet;

Functional Phrase #12 (claim 13): means for allocating a processing rate

equal to or less than said maximum acceptable processing rate to said unwanted data
packets.

Functional Phrase #13 (claim 16): means for a router to determine a path by

which said packets came to said router via packet marks provided by routers leading to

Cloudflare, Inc.  Exhibit 1003  Page 83



said router; said path comprising all routers in said network via which said packets are
routed to said computer;

Functional Phrase #14 (claim 16): means for classifying data packets received

at said router into wanted data packets and unwanted data packets by path;

Functional Phrase #15 (claim 16): means for associating a maximum

acceptable transmission rate with each class of data packet received at said router;

Functional Phrase #16 (claim 16): means for said router to allocate the
transmission rate for unwanted data packets to be less than equal to said maximum
acceptable processing rate.

The Examiner further states Functional Phrase #1, Functional Phrase #2,
Functional Phrase #3, Functional Phrase #4, Functional Phrase #9, Functional Phrase
#10, Functional Phrase #11, and Functional Phrase #12 correspond to a computer,
while Functional Phrase #5, Functional Phrase #6, Functional Phrase #7, Functional
Phrase #8, Functional Phrase #13, Functional Phrase #14, Functional Phrase #15,
and Functional Phrase #16 correspond to a router, since no special programming or
algorithms for executing the claimed function appear to be disclosed in the
specification of the ‘497 Patent.

Sufficient structure exists when the claim language specifies the exact
structure that performs the function in question without need to resort to other

portions of the specification or extrinsic evidence for an adequate understanding of
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the structure. Altiris, Inc. v. Symantec Corp., 318 F.3d 1363, 1376, 65 USPQ2d 1865,
1874 (Fed. Cir. 2003).

Patent owner respectively submits that Functional Phrases #1-16 do not
invoke pre-AIA 35 U.S.C.§ 112, sixth paragraph, since sufficient structure exists in
“means” of Functional Phrases #1-16.

“means” in Functional Phrases #1-4, 9-12 correspond to host computers 18 in
Figs.1-9. A host computer has the capability of permitting access to a network via a
user interface, specialized software, network address, protocol stack, or any other
means. The user interface, specialized software, network address, protocol stack of
the host computer provides sufficient structure to perform the functions in
Functional Phrases #1-4, 9-12. Therefore, “means” in Functional Phrases #1-4, 9-12
do not merely recite general computers having basic functions, but recite host
computers having the ability to perform the functions in Functional Phrases #1-4, 9-
12. Ex. 3001, at § 34.

Similarly, “means™ in Functional Phrases #5-8, 13-16 correspond to routers
22 in Figs.1-9. A router is a piece of electronic equipment that connects computer
networks to each other, and sends information between networks. A router may
have interfaces for different types of physical layer connections, such as copper
cables, fiber optic, or wireless transmission. It can also support different network

layer transmission standards. Each network interface is used to enable data packets
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to be forwarded from one transmission system to another. The hardware and
interfaces of the router provide sufficient structure to perform the functions in
Functional Phrases #5-8, 13-16. Therefore, “means”™ in Functional Phrases #5-8, 13-
16 do not merely recite general routers having basic functions but recite routers
having the ability to perform the functions in Functional Phrases #5-8, 13-16. Ex.
3001, at 9 35.

To the extent that pre-AIA 35 U.S.C.§ 112, sixth paragraph can apply on
Functional Phrases #1-16, the specification of the ‘497 Patent discloses sufficient
structure for executing the corresponding functions in Functional Phrases #1-16.

Construction of a means-plus-function limitation includes two steps. “First,
the court must determine the claimed function. Second, the court must identify the
corresponding structure in the written description of the patent that performs the
function.” Applied Med. Res. Corp. v. U.S. Surgical Corp., 448 F.3d 1324, 1332
(Fed. Cir. 2006).

In a means-plus-function claim ‘in which the disclosed structure is a
computer, or microprocessor, programmed to carry out an algorithm, the disclosed
structure is not a general-purpose computer, but rather the special purpose computer
programmed to perform the disclosed algorithm. WMS Gaming, Inc. v. Int’l Game

Tech., 184 F.3d 1339, 1349 (Fed. Cir. 1999).
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The specification can express the algorithm “in any understandable terms
including as a mathematical formula, in prose, or as a flow chart, or in any other
manner that provides sufficient structure.” Finisar Corp. v. DirecTV Grp., Inc.,523
F.3d 1323, 1340 (Fed. Cir. 2008).

Regarding Functional Phrases #1, 5, 10,14, “means for classifying data
packets received at a/said host computer/router into wanted data packets and
unwanted data packets/by path”. The ‘497 Patent specification clearly links the
function to the description as follows:

Even 1if the traffic is not reduced, the distinction between “wanted” and
“unwanted” packets plays an important role in “reasonable’ allocation. For a site
there are normally some packets (in fact, the great majority) that are expected
in a very strong sense. It is reasonable to process these at the highest possible rate.
All other packets are not exactly unwanted, but the site is willing to process them
at only a limited rate. A reasonable approach is to schedule these as described above
(using the places from which they were forwarded) at a limited rate, and regard as
“unwanted those that end up being significantly delayed (or discarded). ‘497 Patent,
3: 13-23. Ex. 3001, at § 38.

Therefore, the ‘497 Patent specification discloses an algorithm to carry out the

function “classifying data packets received at a/said host computer/router into
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wanted data packets and unwanted data packets/by path™ in Functional Phrases #1,
5,10,14.

Regarding Functional Phrases #2, 6, 11,15, “means for assigning / associating
a maximum acceptable processing / transmission rate to each class of data packet”,
the ‘497 Patent specification clearly links the function to the description as follows:

The final step in the defense is that cooperating routers will limit the rate at
which they forward packets to places that so request. This may not be essential in
the allocation of service, but it is useful for limiting the bandwidth used by
“unwanted” packets. The rate-limiting request 1s to be made when a site detects a
high rate of unwanted packets coming from one place. This helps the site because it
no longer has to process as many unwanted packets. It helps the network by freeing
some of the bandwidth for other use. ‘497 Patent, 3: 4-12. Ex. 3001, at q 40.

Therefore, the ‘497 Patent specification discloses an algorithm to carry out the
function “assigning / associating a maximum acceptable processing / transmission
rate to each class of data packet” in Functional Phrases #2, 6, 11,15.

Regarding Functional Phrase #3, 7, 9, 13, “means for said computer/router to
find information for packets it receives regarding the path by which said packets came
to said computer/router via packet marks provided by routers leading to said host

computer; said path comprising all routers in said network via which said packets are
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routed to said computer”, the ‘497 Patent specification clearly links the function to
the description as follows:

Routers will supply data about the forwarding path of the packets that arrive
at a site. The site can use this data to allocate service as described above among the
packets that arrive. This would solve the problem of unfair service if the packets that
arrived were a fair sample of those that were sent to the site. ‘497 Patent, 2: 54-59.
Ex. 3001, at §42.

Therefore, the ‘497 Patent specification discloses an algorithm to carry out the
function “finding information for packets it receives regarding the path by which said
packets came to said computer/router via packet marks provided by routers leading to
said host computer; said path comprising all routers in said network via which said
packets are routed to said computer”” in Functional Phrases #3, 7, 9,13.

Regarding Functional Phrases #4, 8, 12, 16, “means in said computer/router for
using said information to allocate the processing rate available for unwanted data
packets to be less than or equal to said maximum acceptable processing rate”, the ‘497
Patent specification clearly links the function to the description as follows:

The final step in the defense is that cooperating routers will limit the rate at
which they forward packets to places that so request. This may not be essential in
the allocation of service, but it is useful for limiting the bandwidth used by

“unwanted packets. The rate-limiting request is to be made when a site detects

10
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a high rate of unwanted packets coming from one place. This helps the site
because it no longer has to process as many unwanted packets. It helps the
network by freeing some of the bandwidth for other use. ‘497 Patent, 3: 4-12. Ex.
3001, at 9§ 44.

Therefore, the ‘497 Patent specification discloses an algorithm to carry out the
function “using said information to allocate the processing rate available for
unwanted data packets to be less than or equal to said maximum acceptable
processing rate” in Functional Phrases #4, 8, 12, 16.

Therefore, even if the Functional Phrases #1-16 should be interpreted under
pre-AIA 35 U.S.C. § 112, sixth paragraph, there were specific algorithms for
executing the claimed function disclosed in the specification of the ‘497 Patent.
“means” in Functional Phrases #1-16 should be considered to be computers/routers
that have been specially programmed to execute the claimed functions, rather than
general-purpose computers/routers. Ex. 3001, at q 45.

V. CLAIM REJECTIONS

A. Ground 1: Maher Fails to anticipate Claims 1, 4, 13 and 16.

Under Ground 1, the Office action rejects Claims 1, 4, 13 and 16 under 35
U.S.C.§ 102(e) as being anticipated by Maher. Patent Owner respectfully submits

that Maher fails to teach or suggest each and every limitation of Claims 1, 4, 13 and

11
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16 and requests that the rejections of Claims 1, 4, 13 and 16 under Ground 1 be
withdrawn.

Based on the interpretation under pre-AIA 35 U.S.C.§ 112, sixth paragraph,
the Examiner states that the various means-plus-function terms in claims1, 4, 13 and
16 should be construed as general-purpose computers/routers. Accordingly, claims
I and 13 are interpreted as a packet flooding defense system that comprises one or
more computers respectively; claims 4 and 16 are interpreted as a packet flooding
defense system that comprises one or more computers respectively. Maher discloses
a packet flooding system for a network comprising a plurality host computers and
routers, thus, claims 1, 4, 13 and 16 are anticipated by Maher.

As set forth above, since the ‘497 Patent’s specification discloses specific
algorithms for executing the claimed function in claimsl, 4, 13 and 16, “means™ in
claims 1, 4, 13 and 16 should be considered to be computers/routers that have been
specially programmed to execute the claimed functions, rather than general-purpose
computers/routers. Accordingly, whether Maher discloses computers/routers that
performs the algorithm disclosed in the specification of the ‘497 Patent’, or the
equivalent should be considered to determine whether claims 1,4, 13 and 16 would
have been anticipated by Maher. Ex. 3001, at § 46.

Regarding claims 1, and 4, Maher is directed to “a method and apparatus for

preventing denial of service type attacks on data networks”, the apparatus includes

12
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a traffic flow scanning engine 140 and a quality-of-service processor. Maher does
not disclose “to find information for packets it receives regarding the path by which
said packets came to said computer/router via packet marks provided by routers
leading to said host computer”, not to mention “said path comprising all routers in
said network via which said packets are routed to said computer” as required by
claim 1.

The Examiner states that Maher teaches classifying data packets “by path”
since the source of the packets is taken into consideration when classifying them.
Page 7, Ex Parte Reexamination of U.S. 7,523,497-Non-final Office Action, Nov.
12, 2021. “Since the source of the packets is a partial path information”. Page 6,
1d.

An ordinary meaning of the term “path™, as known in the art, is defined in
Microsoft Computer Dictionary as “In communications, a link between two nodes
in a network™. Ex 3002, at 394. James F. Kurose describes the term “path™ in the
book “Computer Networking: A top-down Approach™ as “The sequence of
communication links and packet switches traversed by a packet from the sending
end system to the receiving end system is known as a route or path through the
network™ (Ex. 3003, at 4.) and “a packet starts in a host (the source), passes through
a series of routers, and ends its journey in another host (the destination). As a packet

travels from one node (host or router) to the subsequent node (host or router) along

13
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this path, the packet suffers from several types of delays at each node along the path.”
Ex. 3003 at 35-36; Ex. 3001 at 9 48.

According to ordinary meaning, the term “path™ is a link between two nodes
in a network, the link can be a series of routers or packet switches. Which means a
path must include a link such as a series of routers or packet switches. The words
of the claim 1 itself also recite “said path comprising all routers in said network via
which said packets are routed to said computer”. Ex. 3001, at § 49.

Maher discloses that “the quality-of-service queues 132 also allow network
apparatus 100 to manage network attacks such as denial of service (DoS) attacks.
Network apparatus 100 can act to qualify traffic flows by scanning the contents of
the packets and verifying that the contents contain valid network traffic between
known sources and destinations. Traffic flows that have not been verified because
they are from unknown Sources or because they are new unclassified flows can be
assigned to a low quality of service queue until the sources are verified or the traffic
flow classified as valid traffic. Since most DoS attacks send either new session
information, data from spoofed sources, or meaningless data, network apparatus 100
would assign those traffic flows to low quality traffic queues”. Maher, 7:54-67. Ex.
3001, at 4 50.

The written description of Maher shows that Maher teaches classifying data

packets “by source”. Although “source” (when true and accurate) can be recognized

14
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as a part of a path, “source” does not include a link, “source” cannot, by itself, be
recognized as a path. When falsified by the attacker, “source” may have no
relationship to the real path taken by the packet. Therefore, Maher does not teach *
to find information for packets it receives regarding the path by which said packets
came to said computer/router via packet marks provided by routers leading to said host
computer; said path comprising all routers in said network via which said packets are
routed to said computer” as required by claims 1 and 4. Ex. 3001, at § 51.

Similarly, Maher does not teach “to determine a path by which said packets
came to [a host computer] /[said router] via packet marks provided by routers leading
to said router; said path comprising all routers in said network via which said packets
are routed to said computer” as required by claims 13 and 16. Ex. 3001, at ] 52.

Therefore, as a content scanning method for packet flood attacks, Maher does
not disclose, anticipate claims 1, 4, 13 and 16 of the ‘497 Patent. Ex. 3001, at q 53.
B. Ground 2: The combination of Maher and Savage fails to render obvious
Claim 7.

Under Ground 2, the Office action rejects Claim 7 under 35 U.S.C.§ 103(a)
as obvious over Maher in view of Savage. Patent Owner respectfully submits that
neither Maher nor Savage, whether considered alone or in combination, teach or
suggest each and every limitation of Claim 7, and requests that the rejections of

Claim 7 under Ground 2 be withdrawn.

15
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Regarding the step “classifying data packets received at said host computer
into wanted data packets and unwanted data packets by path”, the Examiner states
that Maher discloses “Classifying data packets received at said host computer into
wanted data packets and unwanted data packets by path based on whether the
packets are transmitted between known sources and destinations, ie., via a
known path; the packets are considered “wanted” or “unwanted” to the extent that
it 1s desirable or unfavorable for packets to flow between known sources and
destinations, and it is undesirable or unfavorable for packets to flow from unverified
sources (Maher, 7:54-8:3). Page 22, Ex Parte Reexamination of U.S. 7,523,497-
Non-final Office Action, Nov. 12, 2021.

The disclosure of Maher in columns 7:54-8:3 recites “Network apparatus 100
can act to qualify traffic flows by scanning the contents of the packets and verifying
that the contents contain valid network traffic between known sources and
destinations. Traffic flows that have not been verified because they are from
unknown sources or because they are new unclassified flows can be assigned to a
low quality of service queue until the sources are verified or the traffic flow
classified as valid traffic. Since most DDoS attacks send either new session
information, data from spoofed sources, or meaningless data, network apparatus 100

would assign those traffic flows to low quality traffic queues”.
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The format of a data packet is described in the book “Computer Networks: A

System Approach” as follows (Ex.3004, at 240), Ex. 3001, at § 57.

O 4 8 i 1% 31
Varsion| Hlen TQS Length
ident Flags Offset
TTL Protocot Checksum

SourceAddr

astinationaddr

Options {variable}

The last two required fields in the header are the SourceAddr and the

DestinationAddr for the packet. The latter is the key to datagram delivery: Every

packet contains a full address for its intended destination so that forwarding

decisions can be made at each router. The source address is required to allow

recipients to decide if they want to accept the packet and to enable them to reply. /d.,

at 241. Ex. 3001, at q 58.

The packets include information of sources and destinations, but do not

include information about path the packets pass through, since the path need to be

determined by routers the packets pass through. Scanning the contents of the packets
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cannot get information of the path through which the packets travels. The Maher
system has no ability to determine paths the packets travel. Therefore, “valid
network traffic between known sources and destinations™ in Maher does not include
“a known path™ as posited by the Examiner, even if the source address were true and
accurate, which it is not likely to be for DDoS attack packets. Ex. 3001, at ] 59.

Following the description “Network apparatus 100 can act to qualify traffic
flows by scanning the contents of the packets and verifying that the contents contain
valid network traffic between known sources and destinations”. Maher further
discloses “Traffic flows that have not been verified because they are from unknown
sources or because they are new unclassified flows can be assigned to a low quality
of service queue until the sources are verified or the traffic flow classified as valid
traffic”. The context in the specification of Maher shows that “known sources and
destinations” means the networks apparatus 100 knows whether the sources and
destinations are verified. Ex. 3001, at 4 60.

As set forth above, a path must include a link such as a series of routers or
packet switches. Maher discloses sources and destinations, although “source™ and
“destination” can be recognized as a part of a path, “source” and “destination” do
not include a link, “source” and “destination” cannot be recognized as a path. Thus,

Maher does not teach “classifying data packets received at said host computer into

18
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wanted data packets and unwanted data packets by path” as required by Claim 7.
Ex. 3001, at § 61.

Mabher discloses “Network apparatus 100 can act to qualify traffic flows by
scanning the contents of the packets and verifying that the contents contain valid
network traffic between known sources and destinations”. The “quality of service”
attribute driving resource allocation is determined exclusively by whether the flows
are verified or not. In contrast, the ‘497 Patent discloses bandwidth or other resource
allocation based on classification of packets into “wanted” and “unwanted” packets
as a property that is determined by the end point based on the usefulness of the
packets. That determination is entirely independent of the true path taken by those
packets through the network to get to the end point. The ‘497 Patent specification
clearly makes this distinction as follows:

Even if the traffic is not reduced, the distinction between “wanted” and
“unwanted” packets plays an important role in “reasonable’ allocation. For a site
there are normally some packets (in fact, the great majority) that are expected
in a very strong sense. It is reasonable to process these at the highest possible rate.
All other packets are not exactly unwanted, but the site is willing to process them
at only a limited rate. A reasonable approach is to schedule these as described above

(using the places from which they were forwarded) at a limited rate, and regard as
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“unwanted those that end up being significantly delayed (or discarded). ‘497 Patent,
3: 13-23. Ex. 3001, at 9 63.

Savage describes a technique for tracing anonymous packet flooding attacks
on the Internet back towards their source. The ‘497 Patent teaches how path
information can be utilized by the host computer endpoint to classify packets, and to
allocate ““fair service” to every path through which traffic is being forwarded to the
enterprise. This part of the invention proactively DEFENDS the enterprise network
against packet flood DDoS attacks. On the contrary, Savage is exclusively a
traceback method, it does not disclose any method to detect when an attack may be
taking place or how to defend against it. Thus, Savage does not disclose the
limitation “classifying data packets received at a host computer into wanted data
packets and unwanted data packets by path™ as required by Claim 7. Ex. 3001, at §
66.

Savage discloses the limitation of using probabilistic packet marks to encode
path. Savage discloses no method to include the path encoding in the packets during
transit to their destinations, where that path can then be utilized to defend against
DDoS attacks. Being probabilistic in nature, Savage discloses no method for all
packets to have path encoding marks in them. Therefore, there is no guarantee in
Savage that the end points will have the true path data in all packets when they do

arrive to decide how to allocate fair service. Therefore, nothing in the invention of

20
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Maher, can address this problem by simply extending the notion of “source” to
include probabilistic packet marks as taught by Savage. Ex. 3001, at § 68.
Therefore, neither Maher nor Savage, whether considered alone or in
combination, teach or suggest at least the step “classifying data packets received at
a host computer into wanted data packets and unwanted data packets by path” of
Claim 7, Maher and Savage do not render Claim 7 of the ‘497 Patent obvious. Ex.

3001, at 9 69.

VI. LIST OF EXHIBITS

Exhibit No. Document

3001 Declaration of Swamy Narayanaswamy with Ex. A
Curriculum Vitae

3002 Microsoft Computer Dictionary

3003 Computer Networking: A top-down Approach

3004 Computer Networks: A System Approach

VII. CONCLUSION

Therefore, the Examiner should find Claims 1, 4, 7, 13 and 16 are patentable
over the prior art.

Ramey & Schwaller, LLP Respectfully submitted,
5020 Montrose Blvd., Ste. 800 /William P. Ramey III/
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Houston, Texas 77006 William P. Ramey, II1
(713) 426-3923 (telephone) Reg. No.: 44,295
Attorney for Applicant
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CERTIFICATE OF SERVICE
The undersigned certifies that copies of the following,
1) Response to Non-Final Office Action Pursuant to 37 C.F.R.§ 1.111 and 1.550

2) Exhibit 3001- Declaration of Swamy Narayanaswamy with Ex. A
Curriculum Vitae

3) Exhibit 3002 — Microsoft Computer Dictionary
4) Exhibit 3003 - Computer Networking: A top-down Approach
5) Exhibit 3004 - Computer Networks: A System Approach

in their entirety were served on:
Raghav Bajaj
Haynes and Boone, LLP
IP Section
2323 Victory Avenue, Suite 700

Dallas, TX 75219
raghav.bajaj@haynesboone.com

the attorney of record, in accordance with 37 C.F.R. § 1.510(b)(5), on the 12™ day

of January 2022.

Dated: William P. Ramey. 11
Registration No.: 44,295
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Declaration of Dr. Swamy Narayanaswamy with Ex. A Curriculum Vitae
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INTHE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent of: Donald N. Cohen Group Art Unit: 3992

Appl. No.: 10/841,064 Examiner: Larose, Colin M

Filed: May 7, 2004 Confirmation No: 9957

U.S. Patent No. 7,523,497 Atty. Dkt No.: 20227 0009 REEXO00

Issue Date: Apnl 21, 2009
Reexamination Control No.
90/014,746

Title: PACKET FLOODING DEFENSE
SYSTEM

Mail Stop “Ex Parte Reexam”™
Attn: Central Reexamination Unit
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

DECLARATION OF SWAMY NARAYANASWAMY PURSUANT
TO3ITCFR 1,132
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I, Swamy Narayanaswamy, do hereby declare as follows:

L INTRODUCTION

1. 1have been retained as an expert on behalf of PacSec 3 LLC (*Patent Owner”
or “PacSec3”} in this reexamination proceeding of U.S. Patent No. 7,523,497 {*‘the
‘497 Patent™). The proceeding was initiated by Requester Untfied Patents, LLC
{(“Requester” or “Unified Patents™).

2. 1 have set forth my professional qualifications and relevant experience
Section Il of this Declaration, and a copy of my curriculum vitae 1s available at
Attachment A,

3 1 have been asked to provide my expert opinions regarding the vahidity or
mvalidity of claims 1, 4, 7, 10, 13, and 16 of the 497 Patent.

4. The November 11, 2021, Non-final Office Action rejected claims 1, 4,7, 13,
and 16 based on the following references: (November 11, 2021, Non-final Office

Action at page 3).

SIGCOMM “00: Proceedings of the Conference on
Applications, Technologies, Architectures, and Protocols for
Computer Communication, August 2000, pp. 295-306
(“Savage”)
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U.S. Patent No. 7,058,974 to Maher ef /. ("Maher™) 1006

S. As set forth in this Declaration, T do not agree that the identified references
or combinations of references anticipate or render unpatentable the challenged
claims of the *497 Patent.

6. In forming the opinions that I express in this Declaration, [ have considered,
among other things, the materials cited or discussed in this Declaration, the *497
Patent, the November 12, 2021 Non-final Office Action, the corresponding file
history, Unified Patent’s Request for Reexamination, Madisetti’s Declaration, the
references and exhibits on which Requester and Madisettt rely, and the Order
Granting Reexamination of U.S. Patent 7,523,497, Additionally, I have relied on
my own knowledge, training, and more than 20 years of experience in analyzing
electronics and software. I am a co-author of 8 U.S. Patents.

7. 1 am being compensated for my time m connection with this Request at my
standard consulting rate, and my compensation is not affected by the outcome of

this matter.

A, Background and Qualifications

8. 1 am currently the Chief Technology Officer and co-founder of CalQLogic.
9. Treceived a Ph.D. in Computer Science from the University of Southem

California in 1985; a Master of Science in Computer Science from the Umiversity

3

Cloudflare, Inc.  Exhibit 1003  Page 106



of Nebraska-Limcoln in 1980, and a Bachelor of Technology in Electronics from
the Indian Institute of Technology in 1978,

10, From 2017-Present, I served as the Chief Technology Officer and co-
founder of CalQlLogic. From 2004-Present, T have served as an adjunct professor at
Loyola Marymount University, USC, and UCLA Extension. From 1995-2017 1
serve as the Chief Technology Officer and co-founder of Cs3 Inc. From 1985-
1995, 1 serve as a computer scienfist at the USC/Information Sciences Institute.

11, 1have more than 20 vears of experience in analyzing electronics and
software.

12, 1have been a speaker and panelist at various industry panels and workshops,
particularly as it relates to cybersecurity and data analytics.

13.  1am aco-author of 4 U.S. Patents.

14, Additional details regardimg my background and qualifications are set forth
in my curriculum vitag in Attachment A,

15, U.S. Patent No. 7,523,497 (“the “497 Patent”) is directed to a system to
defend against and resist packet flooding Distributed Denial of Service (DDoS)
attacks for a network having a plurality of host computers, routers, communication
lines and transmitted data packets, the system includes means for determining a
path by which data packets arrive at a host computer via packet marks provided by

routers leading to said host computer; said path comprising all routers in said
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network via which said packets are routed to said computer; means for classifying
data packets received at said host computer into wanted data packets and unwanted
data packets by path; means for assigning a maximum acceptable processing rate
to each class of data packet; and means for allocating a processing rate equal to or
less than said maximum acceptable processing rate to said unwanted data packets.
H. Claim Construction

16.  During reexamination ordered under 35 U S.C. 304, claims are given the
broadest reasonable interpretation consistent with the specification and limitations
in the specification are not read into the claims (/n re Yamamoto, 740 F 2d 1569,
222 USPQ934 (Fed. Cir. 1984)).

17.  The Examiner states that the following himitations should be interpreted
under pre-AlA 35 U.S.C.§ 112, sixth paragraph.

18, Functional Phyase #1 {claim 1}); “means for classifying data packets

received at a host computer into wanted data packets and unwanted data packets”
is wterpreted as a computer.

19,  Functional Phrase #2 (claim 1}: “means for associating a maximum

acceptable processing rate with each class of data packet received at said
computer” is interpreted as a computer.

20, Functional Phrase #3 {claim 13 “means for said computer to find

information for packets it receives regarding the path by which said packets came

W
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to said computer via packet marks provided by routers leading to said host
computer; said path comprising all routers in said network via which said packets
are routed to said computer” is interpreted as a computer.

21, Functional Phrase #4 (claim 1); “means in said computer for using satd

information to allocate the processing rate available for unwanted data packets to
be less than or equal to said maximuam acceptable processing rate” 15 interpreted as
a computer”.

22, Functional Phrase #5 (claim 4): “means for classifying data packets

received at a router into wanted data packets and unwanted data packets” is
interpreted as a router.

23, Functional Phrase #6 {claim 4): “means for associating a maximum

acceptable transmission rate with each class of data packet received at said router”
is interpreted as a router.

24 Functional Phrase #7 {claim 4% “means for said router to find mformation

for packets it receives regarding the path by which said packets came to said router
via packet marks provided by routers leading to said host computer; said path
comprising all routers in said network via which said packets are routed to said
computer” is interpreted as a router.

25, Functional Phrase #8 {claim 43 “means in said router for said router to use

said information to allocate the transmission rate for unwanted data packets to be
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less than equal to said maximum acceptable transmission rate” is interpreted as a
router.

26.  Functional Phrase #9 {claim 13}: “means for determining a path by which

data packets arrive at a host computer via packet marks provided by routers leading
to said host computer; said path comprising all routers in said network via which
said packets are routed to said computer”™ 1s mterpreted as a computer.

27.  Functional Phrase #10 {(claim 13): “means for classitying data packets

recetved at said host computer into wanted data packets and unwanted data packets
by path™ 1s interpreted as a computer.

28,  Functional Phrase #11 {(claim 13}; “mecans for assigning a maximum

acceptable processing rate to each class of data packet’ is interpreted as a
computer.

29, Functional Phyase #12 {claim 13}; “means for allocating a processing rate

equal to or less than said maximum acceptable processing rate to said unwanted
data packets” is interpreted as a computer.

30.  Functional Phrase #13 {(claim 16): “means for a router to determine a path

by which said packets came to said router via packet marks provided by routers
leading to said router; said path comprising all routers in said network via which

said packets are routed to said computer™ is mterpreted as a router.
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31.  FKunctional Phrase #14 (claim 16): “means for classifying data packets

recetved at said router into wanted data packets and unwanted data packets by
path” is interpreted as a router.

32.  Functional Phrase #15 (claim 16): “means for associating a maximum

acceptable transmission rate with each class of data packet received at said router”
1s iterpreted as a router.

33, Functional Phrase #16 {claim 16} “means for said router to allocate the

transmission rate for unwanted data packets to be less than equal to said maximum
acceptable processing rate” is interpreted as a router.

34, “means” in Functional Phrases #1-4, 9-12 correspond to host computers 18
in Figs.1-9. A host computer has the capability of permitting access to a network
via a user terface, specialized software, network address, protocol stack, or any
other means. The user interface, specialized software, network address, protocol
stack of the host computer provides sufficient structure to perform the functions
Functional Phrases #1-4, 9-12. Therefore, “means” in Functional Phrases #1-4, 9-
12 do not merely recite general computers having basic functions, but instead are
directed towards host computers having the ability to perform the functions in
Functional Phrases #1-4, 9-12.

35, Swlarly, “means” in Functional Phrases #3-8, 13-16 correspond to routers

22 in Figs.1-9. A router is a piece of electronic equipment that connects computer
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networks to each other and sends mformation between networks. A router may
have interfaces for different types of physical layer connections, such as copper
cables, fiber optic, or wireless transmission. It can also support different network
layer transmission standards. Hach network mterface 1s used to enable data packets
to be forwarded from one transmission system to another. The hardware and
interfaces of the router provide sufficient structare to perform the functions
Functional Phrases #5-8, 13-16. Therefore, “means” in Functional Phrases #5-8,
13-16 do not merely recite general routers having basic functions, but rather recite
routers having the ability to perform the functions in Functional Phrases #5-8, 13-
16.

36.  Further, the specification of the ‘497 Patent discloses sufficient structure for
executing the corresponding functions in Functional Phrases #1-16.

37.  Regarding Functional Phrases #1, 5, 10,14, “means for classifving data
packets received at a/said host computer/router into wanted data packets and
unwanted data packets/by path”. The *497 Patent specification clearly links the
function to the description as follows:

38 Evenif the traffic 18 not reduced, the distinction between “wanted” and
“unwanted packets” plays an umportant role in “reasonable’ allocation. For a site
there are normally some packets (in fact, the great majority} that are expected

in a very strong sense. It is reasonable to process these at the highest possible rate.
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All other packets are not exactly unwanted, but the site 1s willing to process
them at only a imited rate. A reasonable approach is to schedule these as described
above (using the places from which they were forwarded) at a Iimited rate, and
regard as “unwanted those that end up being significantly delayed (or discarded).
‘497 Patent, 3: 13-23.

39, Regarding Functional Phrases #2, 6, 11,15, “means for assigning /
associating a maximum acceptable processing / transmission rate to each class of
data packet”, the ‘497 Patent specification clearly links the function to the
description as follows:

40, The final step n the defense 1s that cooperating routers will limit the rate at
which they forward packets to places that so request. This may not be essential in
the allocation of service, but 1t 1s usetul for imiting the bandwidth used by
“unwanted” packets. The rate-limiting request is to be made when a site detects a
high rate of unwanted packets coming from one place. This helps the site because
it no longer has to process as many unwanted packets. It helps the network by
freeing some of the bandwidth for other use. ‘497 Patent, 3: 4-12.

41, Regarding Functional Phrase #3, 7, 9, 13, “means for said computer/router to
find information for packets 1t receives regarding the path by which said packets
came to satd computer/router via packet marks provided by routers leading to said

host computer; said path comprising all routers in said network via which said

10
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packets are routed to said computer”, the 497 Patent specification clearly links the
function to the description as follows:

42.  Routers will supply data about the forwarding path of the packets that arrive
at a site. The site can use this data to allocate service as described above among the
packets that arrive. This would solve the problem of unfair service if the packets
that arrived were a fair sample of those that were sent to the site. 497 Patent, 2:
54-59.

43, Regarding Functional Phrases #4, &, 12, 16, “means in said computer/router
for using said mnformation to allocate the processing rate available for unwanted
data packets to be less than or equal to said maximum acceptable processing rate”,
the "497 Patent specification clearly links the function to the description as
follows:

44 The final step in the defense 15 that cooperating routers will Hmit the rate at
which they forward packets to places that so request. This may not be essential in
the allocation of service, but it 15 useful for limiting the bandwidth used by
“unwanted packets. The rate-limiting request is to be made when a site detects
a high rate of unwanted packets coming from one place. This helps the site
because it no longer has to process as many unwanted packets. It helps the

network by freeing some of the bandwidth for other use. “497 Patent, 3: 4-12.
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45 Therefore, even if the Functional Phrases #1-16 should be mterpreted under
pre-AlA 35 U.S.C.§ 112, sixth paragraph, there were specific algorithms for
executing the claimed function disclosed in the specification of the “497 Patent.
“means” in Functional Phrases #1-16 should be considered to be computers/routers
that have been specially programmed to execute the claimed functions, rather than
general-purpose computers/routers.
HI. CLAIMS 1, 4, 7, 13, AND 16 ARE PATENTABLE OVER THE
REFERENCES INCLUDED IN THE NON-FINAL OFFICE ACTION

A, Challenged Claims 1, 4, 13 and 16 are Patentable Over Maher
46, As set forth above, since the 497 Patent’s specification discloses specific
algorithms for executing the claimed function in claims 1, 4, 13 and 16, “means” in
claims 1, 4, 13 and 16 should be constdered as computers/routers that have been
specially programmed to execute the claimed functions, rather than general-
purpose computers/routers. Accordingly, whether Maher discloses
computers/routers that performs the algorithm disclosed in the specification of the
‘497 Patent’, or the equivalent should be considered to determine whether claims
1,4, 13 and 16 would have been anticipated by Maher,
47 The Examiner states that Maher teaches classifving data packets “by path”
since the source of the packets 1s taken into consideration when classifying them.

Page 7, Ix Parte Reexamination of U.S. 7,523 497-Non-final Office Action, Nov.

12
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12, 2021. “Since the source of the packets is a partial path information”. Page 6,
id.

48.  An ordinary meaning of the term “path”, as known m the art, i1s defined in
Migcrosoft Computer Dictionary as “In communications, a link between two nodes
in anetwork”. Ex 3002, at 394. James F. Kurose describes the term “path” in the
book “Computer Networking: A top-down Approach™ as “The sequence of
communication links and packet switches traversed by a packet from the sending
end system to the receiving end system 1s known as a route or path through the
network™ Ex. 3003, at 4. And “a packet starts in a host {the source), passes
through a series of routers, and ends its journey in another host (the destination).
As a packet travels from one node (host or router) to the subsequent node (host or
router) along this path, the packet suffers from several types of delays at each node
along the path”, Ex. 3003, at 35-36.

49 Accordmg to ordinary meaning, the term “path” 1s a link between two nodes
in a network, the link can be a series of routers or packet switches. Which means
a path must include a link such as a series of routers or packet switches. The
words of the claim 1 of the *497 Patent also recite “said path comprising all routers
in said network via which said packets are routed to said computer”.

50.  Maher recites: “the quality of service gueues 132 also allow network

apparatus 100 to manage network attacks such as denial of service (DoS) attacks.

[
3]
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Network apparatus 100 can act to qualify traffic flows by scanning the contents of
the packets and verifying that the contents contain valid network traffic between
known sources and destinations. Traffic flows that have not been verified because
they are from unknown Sources or because they are new unclassified flows can be
assigned to a low quality of service queue until the sources are verified or the
traffic flow classified as valid traffic. Since most DoS attacks send either new
session mformation, data from spoofed sources, or meaningless data, network
apparatus 100 would assign those traffic flows to low quality traffic quenes™.
Maher, 7:54-67.

51.  The written description of Maher shows that Maher teaches classifying data
packets “by source”. Although “source” {(when true and accurate) can be
recognized as a part of a path, “source” does not include a link, “source” cannot,
by itself, be recogmized as a path. When falsified by the attacker, “source” may
have no relationship to the real path taken by the packet. Therefore, Maher does
not teach “to find information for packets it receives regarding the path by which said
packets came to said computer/router via packet marks provided by routers leading to
said host computer; said path comprising all routers i said network via which said
packets are routed to said computer” as required by claims 1 and 4.

52, Similarly, Maher does not teach “to determine a path by which said packets

came to {a host computer] / {said router] via packet marks provided by routers leading

14
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to said router; said path comprising all routers in said network via which said packets
are routed to said computer” as required by claims 13 and 16.
53.  Therefore, as a content scanning method for packet flood attacks, Maher
does not disclose, anticipate claims |, 4, 13 and 16 of the ‘497 Patent.

B. Challenged Claim 7 is Patentable Over Maher and Savage
54, Neither Maher nor Savage, whether considered alone or in combination,

teach or suggest at least the step “classifying data packets recetved at a host

:\]

computer into wanted data packets and unwanted data packets by path”™ of Claim
55.  The Examiner states that Maher disclose “Classifving data packets received
at satd host computer into wanted data packets and unwanted data packets by path
based on whether the packets are transmitted between known seurces and
destinations, i.e., via a known path; the packets are considered “wanted” or
“unwanted” to the extent that 1t 1s desirable or unfavorable for packets to flow
between known sources and destinations, and it 1s undesirable or unfavorable for
packets to flow from unverified sources (Maher, 7:54-8:3). Page 22, Fx Parte
Reexamination of U.S. 7,523 497 -Non-tinal Office Action, Nov. 12, 2021,

56.  The disclosure of Maher in columns 7:54-8:3 recites “Network apparatus
100 can act to qualify traffic flows by scanning the contents of the packets and
verifying that the contents contain valid netweork traffic between known

sources and destinations. Traffic flows that have not been verified because they

15
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are from unknown sources or because they are new unclassified flows can be
assigned to a low quality of service queue until the sources are verified or the
traffic tlow classified as valid traffic. Since most DDoS attacks send either new
session mformation, data from spoofed sources, or meaningless data, network
apparatus 100 would assign those traffic flows to low quality traffic queues”.

57.  The format of a data packet 1s described in the book “Computer Networks: A

System Approach” as follows (Ex.3004, at 240}

& N is ¥ 31
\G‘:?’Si&i‘;% Hien TOS Lepgth
fdetit Fings pisgats
EREN Fratocol Chachsim

Souroshddr

PrpmiinationAdde

< dvarizbied

58. The last two required fields i the header are the SourceAddr and the
DestinationAddr for the packet. The latter 1s the key to datagram delivery: Every
packet contains a full address for its intended destination so that forwarding
decisions can be made at each router. The source address 1s required to allow
recipients to decide if they want to accept the packet and to enable them toreply. /d,,

page 241,
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59, The packets include information of sources and destinations, but do not
include information about path the packets pass through, since the path need to be
determined by routers the packets pass through. Scanning the contents of the packets
cannot get information of the path through which the packets pass through. Maher
has no ability to determine paths the packets travel. Therefore, “valid network
traffic between known sources and destinations” m Maher does not mnclude “a
known path”™ as explained by the Examiner, even if the source address were true and
accurate, which it is not likely to be for DDoS attack packets.

60. Following the description “Network apparatus 100 can act to quality traffic
flows by scanning the contents of the packets and venifying that the contents contain
valid network traffic between known sources and destinations”. Maher further
discloses “Traffic flows that have not been verified because they are from unknown
sources or because they are new unclassified flows can be assigned to a low quality
of service queue until the sources are verified or the traffic flow classified as vahd
traffic”. The context in the specification of Maher shows that “known sources and
destinations” means the networks apparatus 100 knows whether the sources and
destinations are verified.

61, As set forth above, a path must include a link such as a series of routers or
packet switches. Maher discloses sources and destinations, although “source” and

“destination” can be recognized as a part of a path, “source” and “destination” do

i
~
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not include a link, “source” and “destination” cannot be recognized as a path. Thus,
Maher does not teach “classifying data packets received at said host computer info
wanted data packets and unwanted data packets by path” as required by Claim 7.
62.  Maher discloses “Network apparatas 100 can act to qualify traffic flows by
scanning the contents of the packets and verifying that the contents contain valid
network traffic between known sources and destinations”.  The “guality of service”
attribute driving resource allocation is determined exclusively by whether the flows
are verified or not. In contrast, the 487 Patent discloses bandwidth or other resource
allocation based on classification of packets into “wanted” and “unwanted” packets
as a property that 1s determined by the end point based on the usefulness of the
packets. That determination is entirely independent of the true path taken by those
packets through the network to get to the end pomnt. The 497 Patent specification
clearly makes this distinction as follows:

63.  Even if the traffic i1s not reduced, the distinction between “wanted” and
“unwanted” packets plays an important role in “reasonable’ allocation. Fer a site
there are normally some packets (in fact, the great majority) that are expected
in a very strong sense. [t 1s reasonable to process these at the highest possible rate.
All other packets are not exactly unwanted, but the site 1s willing fo process them
at only a limited rate. A reasonable approach is to schedule these as described above

{using the places from which they were forwarded) at a limited rate, and regard as

18
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“unwanted those that end up being significantly delayed (or discarded). *497 Patent,

62. Savage describes a technique for tracing anonymous packet flooding attacks
on the Internet back towards their source. (Ex. 1005 at Abstract). Fig. 1 of Savage

is shown below. (Ex. 1005 at Figure 1.)
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Figure It Network as seen from the victim of an attack, V.
Reuters are represented by I, and potential attackers by ;.
The daotied line represents a particular atfack path hetween an
attacker and the vietim.

63. The ‘497 Patent teaches how path information can be utilized by the host
computer endpoint to classify packets, and to allocate “fair service” to every path
through which fraftic 1s being forwarded to the enterprise. This part of the ivention
proactively DEFENDS the enterprise network against packet flood DDoS attacks,
On the contrary, Savage is exclusively a traceback method, it does not disclose any

method to detect when an attack may be taking place or how to defend against it

19
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Thus, Savage does not disclose the limitation “classifying data packets received at a
host computer into wanted data packets and unwanted data packets by path”™ as
required by Claim 7.

64.  Further, since Savage 1s exclusively a traceback method, 1t does not disclose
any method to detect when an attack may be taking place or how to defend against
it. Savage does not disclose the hmitation “classifving data packets received at a host
computer into wanted data packets and unwanted data packets by path” as required
by claim 7 of the “497 Patent.

65.  Savage discloses the limitation of using probabilistic packet marks to encode
path. Savage discloses no method to include the path encoding in the packets during
transit to their destinations, where that path can then be utilized to defend against
DDoS attacks. Being probabilistic 1n nature, Savage discloses no method for all
packets to have path encoding marks in them. Therefore, there is no guarantee in
Savage that the end points will have the true path data in all packets when they do
arrive to decide how to allocate fair service. Therefore, nothing in the invention of
Maher, can address this problem by simply extending the notion of “source” to
include probabilistic packet marks as taaght by Savage.

66.  Therefore, Maher and Savage alone or 11 combination do not render claim 7

of the ‘497 Patent obvious.

20
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IV,  CONCLUSION

67. Al Challenged Claims are patentable over the prior art cited in the Non-final

(ffice Action for Reexamination.

68. I declare under penalty of perjury under the laws of the United States of

America that the foregoing is true and correct.

Date: Respectfully submitted,
1/11/2022
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Declaration of Dr. Swamy Narayanaswamy
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{323} 336-3006

Curriculum Vitae

Dr. Swamy Narayanaswamy swamy@calglogic.com
Linkedin: hitps//www linkedin.com/in/knarayanaswamy

Software Development Skill Suite;

S Modeling and Methods: UML, Rapid Application Development, Agile developmaeant, Devlps

s floud, Micro-services and Containers: Docker, Kukernetes, and scalabie cloud delivery of solutions

S pachine/Deep Learning, Data Science: Scikit-Learn, PyTorch, TensorFlow, Keras, Anaconda, lupyter;

S Application Languages: Python, R, lava, C++, Ci, Common Lisp;

S Platforms: lupyter, Eclipse, NetBeans IDE, Web2Py, and .NET framewaork

Professional Interests:

v Applying machine / deep learning & data science to build technologies that improve business cutcomes;
Experienced in the practical pitfalis/problems of deploying data-driven solutions into real businesses;

Proven architect and leader, with experience managing technical teams o deliver results effectively;

v
v Master developer in the platforms Hsted, with wide experience from soup to nuts in software creation;
v
v

Teaching courses / mentoring developers in my areas of expertise {machine learning, data science, Al

Professional Experience:

2017- Present Chief Technoiogy Officer and co-founder, CalQlogic. ,

Spear-heading the company’s emergence in the real-time analytics marketplace. The platform
leverages advanced methods to support D-I-Y analytics over disparate data scurces over the
Internet and intranet. The product targets pharma, 10T, supply chain, and other markets.
Developing / Managing Data Analvtics / Machine Learning Consulting projects for dients:
Prototyped machine learning solutions for a healthcare startup focused on special needs children.
Used Python and Scikit-Learn to build a solution with automatic docurment OCR, content
classification, and extraction of critical data.

Working with a meadical device startup {using Python / TensorFlow) on its backend deep learning
strategy to improve automated diagnostics using machine learning aigorithms and models as
needed by their executives.

Assisting a literature monitoring company in leveraging machine learning to detect deep structure
within technical papers in different domains, Leveraging various supervised learning models; and
Deep Learning neural networks. Utilized Python/Scitkit Learn

1995 - 2017 Chief Technology Officar and co-founder, Cs3 Inc.,
Spear-heading the company’s technology direction and development of product suite.
Principal Investigator for several R&D projects leading to new products:

“Detection and Contoinment of Computer Epidemics through Correlation of
Communication Anomalies” Department of Homeland Security {2004 - present}
“Attack Attribution Techniques for Heterogeneous, Non-Cooperative Infrastructure”
Advanced Research and Development Activity {2003 - present)
“An Event Monitoring Framework for Automatic Network Diagnosis for Defense”
Defense Advanced Research Projects Agency {1999-2002})
“Software Evolution Through Automatic Monitoring” DARPA {1996-1999)
“Automatic Monitoring of Software Requirements” NSF, {1996-1997)
Led Product development for Sonario {2 HR Talent management saiution} for a client iscomp
Systerns / Levinson institute, that is now in production at corporations;
Spearheaded Cs3's flagship DDeS defense products under the brand name ManaNet.
Conceptualized the products and managed the development of these breakthrough
techinologies. Presented the technology at muitiple venues. Guided the acquisition of 4 US
Patents in cybersecurity / DDoS defense;
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1985 - 1985 Computer Scientist, USC/Information Sciences Institute,
Co-developer/maintainer of domain modaling environment to apply Al methods to software
Development in deveioping rapid prototvpes of software using formal specifications;
Providing automated support for evolution of software using Artificial intelligence methods;
Author of about 20 research publications in conferences and journals

2004 - Present Adjunct Professor at Loyola Marymount University / USC / UCLA Extension
Developad and taught Al / Machine Learning courses for grads/undergrads. Taught the capstone Al
course offerings for over & years at USC. Developed several advanced curricula in Q0 programming,

Education:

1980 - 1985 University of Southern California, Los Angeles, CA.
PhD, Computer Science. {May 1985});

1978 - 1980 University of Nebraska-Lincoln, NE
Master of Science, Computer Science,

1973 - 1978 indian institute of Technology, Madras, India

Bachelor of Technology, Electronics.

Professional Activities:

Speaker and Panelist:
o Multiple appearances in various industry panels and workshops particularly as it relates to cybersacurity,
data analytics and business applications of machine learning, 107, etc. {e.g., Digital Growth Summit}. |
have contributed to multiple books on my areas within my core competencies.

Program Committees:
e International Symp. on Object Technologies for Advanced Software, Kanazawa, Japan, January, 1996.
¢ Sth International Software Process Workshop, Airlie, Virginia, October, 1994,
e 1% int’l Workshop on Process-Centered Software Environments, Boulder, Colorade, October 1993,

Organizer:
e COOPSLA Workshop on Are CASE Frameworks ready for Prime-Time? Austin, Texas, October 1985,

Raviewer:
Reviewed several technical articles for
e International Conference on Software Engineering.
# International Conference on the Software Process,
s [EEE Transactions on Software Engineering.
e [EEE Transactions on Software Engineering and Methodology.
& Journal of Systems and Software, IEEE Transactions on Knowledge Engineegring

Awards and Honors:

e Co-author of 8 US Patents in cooperation with the rest of my technology team;

s Led Cs3 to several key R&D contracts in national competitions against much larger corporate juggernauts;

e  Governor's Gold Medal, Graduating Class of 1978, Indian Institute of Technology, Madras {One of the 5
elite technology schools in india)

Professional Affiliations:
& Member of ACM and IEEE.

I
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Publications:

Na
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:\)(

i

12.

13.

14.

Using First Order Logic to Query Heterogeneous Internet Data Sources, Soft Computing and Scoftware Engincering
Counference, March 2015, Berkeley, CA.  (Sclected Best Paper at the Conference),

https:/www sciencedirect. com/scicnce/article/pii/'S 18770309 13025661

Key Concepts to Support Creation of Powerful JOT Apps, Invited Paper, CIO Review Magarine, Deceraber 2014,
hitp//magazine cloreview com/Decermber-2014/10T/

Attack Awtribution in Non-Cooperative Networks, IEEE Conference on Toformation Asserance, August, 2004

Dejending Government Networks Against Distributed Denial of Service Attacks, with Donald Coben, Cs3 Inc While
Paper, htip//www.cs3-inc.com/goverament-ddos-threat-and-solotions pdf.

Changes to IP to Eliminate Source Forgery, with Donald Cohen, Cs3 White Paper,  http//www.cs3-inc.cony/'sf PDF,

A Fuair Service Approach to Defending Against Packet Flooding Attacks on the Internet, with Donald Cohen, Cs3 White
Paper, htip//www .¢s3-inc.com/ddos PDF.

Relations as Abstraction for C ++ Programming, with Neil Goldman and Donald Cobhen Object-Oriented Programming
Systems & Languages (OOPSLA 95).

CSCW 94 Workshop to Explore Relationships between Research in Computer Supported Cooperative Work & Software
Process — Workshop Report, with Balachander Krishnamurthy, ACM Seftware Engineering Notes, April 1995,
Process Formalism/Tools/Architecture — Implications for Humans, (Session Suramary), Proceedings of the
International Software Process Workshop (JSPW 9), Getober 1994,

0. Adding Performance Information to ADT Interfaces. Why and How, with Neil Goldman and Donald Cohien, SIGPLAN

Workshop on Interface Definttion Langoages. Portland, Oregon, January 1994,

Interactive Elaborations of Generic Designs, with Lewis Johnson and Robert Balzer, Procecdings of the Knowledge-
Based Software Engincering, December, 1993,

Mechanism for Generic Process Support, with Robert Balzer, Proceedings of the First ACM Symposiuim on the
Foundations of Software Engineering, December, 1993,

PSEFE Architectures: ISPWS Session Summary, with Maria Penedo, Procecedings of the 8th Tnterpational Software
Process Workshop, March, 1993,

Just What is a Process-Sensitive Sofiware Engineering Environment?, Proceedings of the Workshop on Process-
Sensitive Software Engineering Eovironrments, September, 1992,

Lazy Consistency: A Basis for Cooperative Sofiware Development, with Nell Goldman, Proceedings of the Computer
Supported Cooperative Work Conference, November, 1992

. Software Evolution Based on Iterative Prototyping, with Neil Goldman, Proceedings of the 14th International

Conference on Software Engincering, May, 1992,
Team Coordination: Information Sharing + Policies, with Neil Goldman, Proceedings of the 7th International Software
Process Workshop, 1991,

. A Flexible Framework to Support Cooperative Distributed Software Development, with Neit Goldman, Journal of

Systems and Software, October, 1991,

. A Logicd Eramework to Support Cooperative Sofiware Development, with Donald Coben, Proceedings of the Sth

International Software Process Workshop, 1990,

. A Text-Based Representation for Program Variants, Proceedings of the Second Toternational Workshop on Software

Configuration Management, 1989,

. Static-Analysis Based Program Evolution Support in the Common Lisp Framework, Proceedings of the 10th

International Conference on Software Engincering, April, 1988.

. An Incremental Mechanism for Schema Evolution in Engineering Domains, with K.V. Bapa Rao, Proceedings of the

International Conference on Data Engincering, February 1988,
Version Control in the Common Lisp Framewark, Proceedings of First International Workshop on Software Version and
Configuration Control, 1988,

4. Static Analvsis: An 4id to Program Maintenance and Development, Hawail Intemational Conference on System

Sciences, January, 1988,

. Mamntaining Configurations of Fvelving Systems, with Walt Scacchi, IEEE Transactions on Software Engineering, SE-

.

13, No. 3, 1987.

. 4 Database Foundation fo Support Software System Evolution, With Walt Scacchi, Journal of Systems and Software,

May, 1987,

. An Environment for the Development and Maintenance of Large Sofiware Svstems, SOFTFAIR 1L, Second Conference

on Software Development Tools, Techniques, and Alternatives, December, 1985,

. An Approach to Information Management for CAD/VESI Applications, with Dennis Mcleod and K.V, Bapa Rao,

Proceedings of the ACM SIGMOD, 1983,
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The Morgan Kavfmann Series in Networking
Series Edirtor, David Clark, M.LLT.

Compuiter Networks: A Systenss Approach, 3e
Lasry L. Peterson and Bruce S, Davie
Network Arvchitecture, Analysis, and Design, 2e
James U, McCabe
MPLS Network Management: MIBs, Tools, and Technigues
Thomas 1. MNadeau
Freveloping IP-Based Services: Solutians for Service Providers and Vendors
Monique Morrow and Kateel Vijayananda
Telecommunications Law in the lnternet Age
Sharon K. Black
Oypiical Networks: A Practical Perspective

, 2e
Rajiv Ramaswam: and Kumar N, Sivarajan

frnternet DoS: Avchitectures and Mechanisms
zf},.,enﬂ Wang

TCPAP Sackers in Java: Practical Guide for Progranmers
Michael J. Donahoo and Kenneth L. Calvert

TCPAP Sockets in C: Practical Guide for Programmiers
Kenne:h 1. Calvert and \/hdmei J. Donahoo

Multicast Commmmication: Pro s, Programming, and Applications

R aipb Wittmann and i\flartina Zitterbart
MPLS: Technology and Applications
Bruce Davie and Yakov Rekhier
High-Performance Communication Networks, 2e
Jean Wialrand and Pravin Varaiva
Internetivorking Multimedia
Jon Crowcroft, Mark Handley, and Tan Wakeman
Understanding Networked Applications: A Fivst Course
David . Messerschmitt
wiegrated Management of Networked Systemis: Concepts, Architectures,
and their Operational Application
Heinz-Gerd Hegering, Sebasuan Abeck, and Bernhard Neumair
Virtual Private Netwnorks: Making the Right Connection
Diennis Fowler
Networked Appli

ations: A Guide to the New Computing Infrastruciure
David G, Megserschmitt

Modern Cable Television Technology: Video, Voice, and Data Conmmuications
Walter Ciciora, James Farmer, and David Large

Switching in IP Netivorks: IP Switching, Tag Switching, and Related Techbnologies
Bruce S. Davie, Paul Doglan, and Yakov Rekhter

Wide Area Network Design: Concepts and Tools for Optinization

Robert 5. Cahn

Frame Relay Applications: Business
James P. Cavanaph

5oy

nd Technology Case Stidies

N

Yor further information on these books and for a list of forthcoming, Eld(.S, !51\.3&8 wisit
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#.1 Simple Iinternetworking (P} 238

that if somethiog goes wrong and the packet gets lost, corrupted, musdelivered, or ip
any way fails to reach is tl(‘ed destination, the network does nothing—it made its
best effort, and that is :311 E 15 to do. It does not make any atterapt to recover from
the failure. This is sometirnes called an anreliable service.

Bect--?f*’ori; counectionless service is about the simplest service vou could ask for
from an internetwork, and this is a greatr strength, For example, if vou provide best-
effort service over a network that provides a reliable serv,[c:e, then that’s fine—vyou end
op with a best-effort service that just bappens to always deliver the packers. If, on the
other haad, vou had a rebable service model over an unrellable network, vou would
have to put lm\ of extra functionality into the routers to make up for the deficiencies
of the underlying netwaork, Keeping the routers as simple as possible was one of the
original desigp goals of 1P

The ability of IP to “run over anything” is freguently cited as one of its most
important characteristics, It {s noteworthy thar many of the rechnologies over which
IP runs today did not exp-t when [P was invented. 5o far, no networking technology
has been invented that has proven too bizarre for [P; it has even been claimed that IP
can run over a network that transports messages using carrier pigeons.

Best-effort delivery does not just mean that packets can get lost. Sometimes they
can get delivered out of order; and sometimes the same packet can get delivered more
than once. The higher-level protocols or applications that run above IP need to be

aware of ail these possible failure modes.

Facket Format
Clearly, a key part of the IP service model is the type of packets thar can be carried.
The IP datagram, like most packets, consists of a header followed by a number of bytes
of data. The format of the header is shown in Figure 4.3, Note that we have adopted
a different style of representing packets than the one we used in previcus chapters.
This is because packet tormats at the internetwor kmk fayer and above, where we will
be focusing our attention for the next few chapters, are almost invariably designed to
align on ﬁl bit boundaries to simplify the task of processing them in software. Thus,
the common way of representing them {(used in Internet Requesis for Comments, for
example} is to draw them as a succession of 32-bit words, The top word is the one
transmitted first, and the leftmost byte of each word is the one transmitted first, In
this representation, you can easily recognize fields that are a multiple of 8 bits long.
On the odd occasion when fields are not an even multiple of 8 bits, you can determine
the field lengths fw iookin : at the bit positions marked at the top of the packer.
Looking at each field in the IP header, we see that the “simple”™ model of best-

effort datagram de ? ivery still bas some subtle features. The Version field specifies the

B
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240 4 iInternetworking

O 4 2 16 19 3t
Version | Hien | TOS Length
fdent Flags Offseat
TTL Protocol Checksum
SourceAddr

DestinationAddr

Options {variable}

Figure 4.3 IPv4d packet heades.

version of IP. The current version of IP is 4, and it is sometimes called IPv4.! Observe
that putting this feld right at the stact of the datagram makes it easy for everything
else in the packet format to be redefined in subsequent versicns; the header processing
software starts off by looking at the version and then branches off to process the rest
of the packet according to the appropriate format, The next field, Hien, specifies the
words. When there are no options, which is most of the
20 bytes) long. The 8-bit TOS {tvpe of servwe‘. ﬁ Id has
had a munber of different definitions over i'he years, but its basic function is to allow

length of the header in 32-bit
{

time, the header is § words

packets to be treated differently based on application needs. For example, the TOS
vahie might determine whether or not a packet should be placed in a special queuse
that receives low delay. We discuss the use of this field {and a new name for it} in more
derail in Section 6.5.3,

The next 16 bits of the header contain the Length of the datagram, including th
header. Unlike the HLen field, the Length feld counts bytes rather than words. Thus,
the maximuon size of an 1P datagram is 65,535 bytes. The physical petwork over
which IP is running, however, may not support such iong packets, For this reason,
IP supports a fragmentation and reassernbly process. The second word of the header
contains information about fragmentation, and 'he details of its use are presented
ander “Fragmentation and Reassembly” below.

'The nexr major version of IP, which is discussed later in this chapter, has a new version number 6 and is known

as [Pvé. lhe version number 5 was used for an experimental prorocol called ST-II that was not widely used.
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#.1 Simple Iinternetworking (P} 241

Moving on to the third word of the beader, the next byte is the TTL {time to live}
feld. Its name t‘eﬂects its historical meaning rather than the way it is commaonly used
today. The intent of the field is to catch packets that have been going around in routing
loops and discard them, rather thaa ler them consume resoorces indefinirely. Originally,
TTL was set to a specific number of seconds that the packet would be allowed to live,
and routers along the path would decrement this field until it reached 0. However,

since it was rare for a packet to sit for as long as 1 second in a router, and routers did
not all have access 1o a common clock, most rooters just decremented the TTL by T as
they torwarded the packet. Thus, it became more of a hop count than a timex, which is
still a perfectly good way to catch packets that are stuck n rowting loops. One subtlety
is in the nitial setting of this Geld by the sending host: Set it too high and packets could
circulate rather a lot before getting dropped; set it too low and they mayv not reach
their destination. The value 64 is the current defanlt

The Protocol field is simply a demuliiplexing key that identifies the higher-level
protocol to which this 1P packet should be passed. There are values defined for
TCP {s), UDP {17}, and many other protocols that may sit above IP in the protocol
graph,

The Chacksum is calculated by considering the entire IP header as a sequence of
16-bit words, adding them up using ones complement arithmetic, and taking the ones
complement of the result. This 1g the IP checksum algorithm described in Section 2.4.
Thus, if any bit in the header is corrupted in transit, the checksum will not contain
the correct value upon receipt of the packet. Since a corrupted header may contamn
an error in the destination address—and, as a result, may have been misdelivered-——it
m&kes sense to discard any }fu:Ket that fails the checksum. It should be noted that this
type of checksum does not have the same strong error detection properties as a CRC,
but it is much easier to calculate in software.

The last two required fields in the header are the SourceAddr and the
DestinationAddr for the packet. The latter is the key to datagram delivery: Every packet
contains a full address for its intended destination so that forwa?“di ng decisions can be
made at each router. The source address is required to allow recipients to decide if they

warnt to accept the packet and to enable them to reply. IP addresses are discussed mn

Section 4.1,3—for now, the important thing to know is that IP defines its own giobal
address space, independent of whatever physical networks it runs over, As we will see,
this is one of the keys to supporting heterogeneity,

Finally, there may be a number of aptions at the end of the header. The presence
or absence of options may be determined by examining the header length (Hien}
field. While opuions are used fairly rarely, a complete IF implementation must handle
them all.
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Fragmentation and Reassembiy

One of the problems of providing a un;tmm host-to-host service model over a het-
erogeneous collection of networks is that each network technology tends to have its
own idea of how large a packet can be. For e\ampib, an Ethernet can accept packets
up to 1500 bytes iong, while FDDI packets may be 4500 bvtes long. This leaves two
choices for the IP service model: make sure that all IP datagrams are small enough to
fit inside one packet on any network technology, or provide a means by which packets
can be fragmented and reassembled when they are too big to go over a given nerwork
technology. The latter turns out to be a good choice, especially when vou consider th
tact that new nerwork technologies are always turning up, and [P needs to run over aH
of them; this would make it hard to pick a suitably small bound on datagram size. This
also means that a host will not send needlessly small packets, which wastes bandwidth
and consumes processing resources by requiring more headers per byte of data sent,
For example, two hosts connected to FDDI networks that are interconnected by a
point-to-point link would not need to send packets small enough to fit on an Ethernet,

The central idea here is that every network type has a maximum transmission
nnit (MTU), which is the largest [P datagram that it can carry in a frame. Note that this
value is smaller than the largest packet size on that network because the IP datagram
needs to At in the pavicad of the link-laver frame. Also, note that in ATM networks,
the “frame” is the C5-PDU, not the ATM cell; the fact that C5-PDUs get segimented
into cells is not visible to IP.

When a host sends an [P datagram, therefore, it can choose any size that it
wants. A reasonable choice is the MTU of the nerwork to which the host is directly
attached. Then fragmentation will only be necessary if the path to the destination
includes a network with a smaller MTLUL Should the transport protocol that sits on
top of IP give [P a packet larger than the local MTU, however, then the source host
st fragment it

ot

Fragmentation typically occurs in a router when it receives a datagram that
wants to forward over a network thar has an MTU that is smaller than hc recets ed
datagram. To epnable these fragments to be reassembied at the receiving host, they
all carry the same identifier in the ldent field. ihm identifier is chosen by the sending
host and is intended to be unigue among all the datagrams that might arvive at the
destination from this source over some reasonable time pericd. Sioce all fragments
ot the original datagram contain this identifier, the reassembling host will be able to
recognize those fragments that go together. Should all the fragments not arrive at the
receiving host, the host gives up on the reassembly process :md discards the fragments

that did arrive. IP does not attempt to recover from missing fragments.

To see whart this all means, consider what happens Wilc‘n host H1 sends a data-
gram to host HE8 1o the example internet shown io Figure 4.1, Assuming that the MTU
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Computer Networking: A top-down Approach
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COMPUTER METWORKS AND THE INTERNET

We’ll structure our overview of computer networks in this chapter as follows.
After introducing some basic terminology and concepts, we'll first examioe the
basic hardware and software components that make up a network., We'll begin at
the network’s edge and look at the end systems and network applications runsing
in the network. We’ll then explore the core of a computer network, examining the
links and the switches that transport data, as well as the access networks aad phys-
ical media that connect end systems 1o the network core. We’ll learn that the Inter-
nat is a network of setworks, and we'll learn how these networks connect with
each other.

After baving completed this overview of the edge and core of a computer pet-
work, we'll take the broader and more abstract view in the second half of this chap-
ter. We'll examine delay, loss, and throughput of data 18 a computer setwork and
provide simple quantitative models for end-to-end throughput and delay: models
that take 18to account wansmission, propagation, and queuing delays. We'll then
introduice some of the key architectural principles in computer networking, namely,
protocol laverning and service randelds. We'll also learn that computer networks are
vilnerable to many different types of attacks; we’ll survey some of these attacks and
consider how coraputer networks can be made more secure. Fiaally, we'll close this
chapter with a brief history of computer networking.

.
A

In this book, we’ll use the public Internet, a specific computer network, as our prin-
cipal vehicle for discussing computer networks and their protocols. But what is the
Internet? There are a couple of ways to answer this question. First, we can describe
the muts and bolis of the Taternet, that is, the basic hardware and software components
that make up the Internet. Second, we can deseribe the Internet in terms of 4 net-
working infrastructure that provides services to distributed apphications. Let’s begin
with the nuts-and-bolts description, using Figure 1.1 to ilhistrate our discussion.

I oow i \ . Voww o e oowe t
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The Internet is a computer network that interconnects hundreds of millions of com-
piting devices throughout the world. Not too long ago, these computing devices were
primarily tradisional deskiop PCs, Linox workstations, and so-called servers that store
and transmit information such as Web pages and e-mail messages. Increasingly,
however, nontraditional Internet end systems such as laptops, smartphones, tablets,
TVs, gaming consoles, Web cams, automobiles, environmenial sensing devices,
picture frames, and home electrical and security systems are being connected to the
Internet. Indeed, the term computer network is beginning 1o sound a bit dated, given
the many nontraditional devices that are being hooked up to the Intemnet. In Internet jar-
gon, all of these devices are calied hosts or end systems. As of July 2011, there were
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Mobile Router  Lin ver  Modem Base  Smartphone  Cell phone
switch station tower

Figurs 1.1+ Some pieces of the Internet
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COMPUTER METWORKS AND THE INTERNET

nearly 850 million end systems attached to the Internet [ISC 2012], not counting
smartphones, faptops, and other devices that are only intermittently connected o the
Internet. Overall, more there are an estunated 2 billion Internet users {ITU 20111

Had systems are connected together by a nerwork of commmunication Hnks and
packet switches. We’ll see in Section 1.2 that there are many types of communica-
iton links, which are made up of different types of physical media, including coaxial
cable, copper wire, optical fiber, and radio spectrum. Different links can transmit
data at different rates, with the transmission rate of a ink measured 1o bits/second.
When one end system has data to send 1o gnother end system, the sending end sys-
e segrents the data and adds header bytes to each segment. The resulting pack-
ages of information, known as packets in the jargon of computer networks, are then
sent through the network 1o the destination ead system, where they are reassembled
into the original data.

A packet switch takes a packet amiviag on one of it incoming communication
links and forwards that packet on one of its outgoing communication links. Packet
swiiches come in many shapes and flavors, but the two most promixest types in
today’s Internet are routers and lnk-layer switches. Both types of switches for-
ward packets toward their vltimate destinations. Link-layer switches are typically
used in aceess networks, while routers are typically used in the network core. The
sequence of communication links and packet switches traversed by a packet from
the sending end system to the receiving end system is known as a route or path
through the setwork. The exact amount of waffic being carried in the Toternet is
diffienlt to estimate but Cisco [Cisco VNI 20111 estimates global Internet traffic will
be pearly 40 exabytes per mouth in 2012,

Packet-switched networks (which transport packets) are in many ways sinu-
{ar to transportation netwarks of highways, roads, and intersections (which trans-
port vehicles). Consider, for example, a factory that needs to move a large
amound of cargo o some destination warehouse located thousands of Kilometers
away. Af the factory, the cargo is segmenied and loaded into a fleet of trucks.
Hach of the trocks then independently travels tuough the network of highways,
roads, and intersections to the destination warehouse. At the destination ware-
house, the cargo is unloaded and grouped with the rest of the cargo arviving from
the same shipment. Thus, in many ways, packets are analogous to trucks, com-
musication Hoks are analogous to bighways and roads, packet switches are anal-
0gous 1o intersections, and end systems are analogous to buildings. Just as a truck
takes a path through the transportaticn network, a packet takes a path through a
computer network.

End systerus access the Internet through Internet Service Providers (ISPs),
including residential ISPs such as local cable or telephone companies; corporate
[APs; university 1SPs; and {8Ps that provide Wil aceess 1n atrports, hotels, coffee
shops, and other public places. Each ISP is in itself a network of packet switches
and comrannication links. I5Ps provide a variety of tvpes of network access to the
end systems, including residential broadband access such as cable modem or DSL.,
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high-speed local area network access, wireless access, and 36 kbps dial-up modem
access. 15Ps also provide Internet access to content praviders, conuecting Web
sites directly to the Internet. The Internet is all about connecting end systems to
each other, so the ISPs that provide access 1o end systems must 3lso be infercon-
nected. These fower-tier ISPs are interconnected through national and interna-
tional vpper-tier I5Ps such as Level 3 Communications, AT&T, Sprint, and NTT.
An upper-tier ISP consists of high-speed routers interconnected with high-speed
fiber-optic hinks. Each (8P network, whether upper-tier or lower-tier, is rmanaged
independently, runs the IP protocol (see below), and conforms to certain naming
and address conventions. We'll examnine 15Ps and theit interconnection more
closely in Section 1.3,

End systems, packet switches, and other preces of the Interpet run protocols
that control the sending and receiving of information within the Internet. The
Transmission Control Protocol (TCP) and the Internet Protocol (IP) are two of
the most important protocols in the Internet. The IP protocol specifies the format of
the packets that are sent and received arnong routers and end systems. The Taterpet’s
principal protocols are collectively known as TCP/APE. We'll begin locking into pro-
tocols in this introductory chapter. But that’s just a start—much of this book is con-
cerned with computer network protocols!

Given the importance of protocols to the Interset, I8 iroportant that everyone
agree on what each and every protocol does, so that people can create systems and
pradoces that interoperace. This 1s where standards come into play. Internet stan-
dards are developed by the Internet Engineering Task Force (IETFMIETF 20121
The {ETF standards documents are called requests for commenis (RFCs). RFCs
started out as general requests for comments (hence the name) to resolve network
and protocol design problems that faced the precursor o the Tnternet [Allman 20111,
REFCs tend 1o be quite technical and detailed. They define protocols such as TCP, IF.
HTTP dfor the Web), and SMTP {for e-raail). There are currently morve than 6,000
RFCs. Other bodies also specify standards for network components, most notably
for network links. The IEEE 802 LAN/MAN Standards Committes [IEEE 802
20121, for example, specifies the Ethernet and wireless Wiki standards.

Our discussion above has idenufied many of the pieces that make vup the Internet.
But we can also describe the Internet from an entirely different angle—namely, as
an infrastructure that provides services to appiications. These applications
include electronic mail, Web surfing, social networks, instant messaging, Voice-
over-1P (VoIf), video streaming, distributed games, peer-to-peer (P2} file shar-
ing, television over the Internet, remote login, and much, much more. The
applicatons are said 1o be distributed applications, since they involve muldtiple
end systems that exchange data with each other. Importantly. Internet applications

Cloudflare, Inc.

Exhibit 1003

Page 149



S

COMPUTER NETWORKS AND THE INTERNET

ISP nmulti-homes, it can continue 1o send and receive packets into the Internet even
if one of its providers has a failure,

As we just learned, customer 15Fs pay their provider ISPs to obtain global
Internet interconnectivity. The amount that a custorner 3P pays a provider ISP
reflects the amount of traffic it exchanges with the provider. To reduce these costs, a
pair of nearhy 15Ps at the saime level of the hierarchy can peer, that is, they can
directly connect their networks together so that all the traffic between them passes
over the direct connection rather thas through upstream interrnediaries, When two
ISPs peer, it is typically settlement-free, that is, neither ISP pays the other. As noted
earlier, tier-1 I8Ps alse peer with one another, settement-free. For a readable dis-
cussion of peering and customer-provider relationships, see [ Van der Berg 2008].
Adong these sarne lines, a thud-party company can create an Internet Exchange
Point (IXP) (rypically in a stand-alone building with its own switches), which isa
meeting point where raultiple 18Ps can peer together. There are roughly 300 IXPs in
the Internet today [Augustin 20091, We refer to this ecosystenm—consisting of
access 1SPs, regional ISPg, tier-1 ISPs, PoPs, multi-homing, peering, and IXPs-—as
Network Structure 4.

We now finally arrive at Network Structure 5, which describes the Tnternet of
2012, Network Structure 3, iHustrated in Figure 1.15, builds on top of Network
Structure 4 by adding contert provider networks. Google 1s currently one of the
leading examples of such a content provider network. As of this writing, it is esti-
mated that Google has 30 to 50 data centers distributed across North Ameriea,
Furope, Asia, South America, and Australia. Some of these data centers house
over one bundred thousand servers, while other data centers are smaller, housing
only hundreds of servers. The Google data centers are all interconnected via
Google’s private TCP/IP network, which spans the entire globe but is nevertheless

separate from the public Internet. Importantly, the Google private network only
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carries traffic to/from Google servers. As shown in Figure 1.15, the Google
private network attempts 1o “bypass” the gpper vers of the Infernet by peering
(settlement free) with lower-tier ISPs, either by directly connecting with them or
by conpecting with thern at IXPs [Labovitz 2013}, However, because many access
iSPs can still only be reached by transiting through tier-1 networks, the Google
network also connects to tier-1 ISPs, and pays those {53Ps for the wraffic it
exchanges with them. By creating its own network, a content provider not only
reduces its payments to upper-tier ISPs, but alsc has greater control of how its
services are ultimately delivered to end users. Google’s network infrastructure is
described in greater detail in Section 7.2.4.

In summary, today’s Intemet—a network of networks—is complex, consisting of
4 dozen or so tier-1 ISPs and hundreds of thousands of Jower-tier ISPs. The {8Pg are
diverse in their coverage, with some spanning multiple continents and oceans, and
others Hmited to narrow geographic regions. The lowee-tier {8Ps copuect to the
higher-tier ISFs, and the higher-tier ISPs interconnect with one another. Users and
content providers are customers of lower-tier 1I8Ps, and lower-tier {8Ps are customers
of higher-tier 1SPs. In recent years, major content providers have also created their
own networks and connect direcdy ioto lower-tier ISPs where possible.

E 5, [ :
2.7 R
3

BRI i

Back in Section 1.1 we said that the Internet can be viewed as an infrastiucture
that provides services to distributed applications running on end systems. Ideally,
we would like Internet services to be able 1o wmove as much dara as we want
between any two end systerns, instantaneously, without any loss of data. Alas, this
18 a lofty goal, one that is unachievable 1o reality. Instead, computer networks nec-
ess arﬂy constrdin throughput (the amount of data per second that can be trans-
ferred) between end systems, wiroduce delays between end systems, and can
actually lose packets. On one hand, it is unfortunate that the physical faws of real-
ity introduce delay and loss as well as constrain throughput. On the other hand,
hecause computer networks have these problems, there are many fascinating
{ssues surrounding how 1o deal with the problems—more than enough issues to
fill a course on computer networking and to motivate thousands of PhD theses! In
this section, we'll begin to examine and quantify delay, loss, and throughput in
oniputer networks.
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Recall that a packet starts in a host (the source), passes through a series of routers,
and ends {18 journey in another host {the destination). As a packet travels from one
node (host or router) to the subsequent node (host or router) along this path, the
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packet suffers from several types of delays at each node along the path. The most
important of these delays are the nodal processing delay, quening delay, transmis-
sion delay, and propagation delay; together, these delays accumulate to give a total
poedal delay. The performance of many Internet applications—such as search, Web
browsing, email, maps, instant messaging, and voice-over-1P—are greatly affected
by network defays. In order o acquive a deep vndersianding of packer switching and
computer networks, we must understand the nature and importance of these delays.
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Let’s explore these delays in the context of Figure 1.16. As part of its end-to-end
route between source and destination, a packet 1s sent from the upsiream node
through router A to router B. Our goal is to characterize the nodal delay at router A.
Note that router A has an outbound Hok leading to router B. This Huk is preceded by
a queue {(also known as a buffer). When the packet arrives at router A from the
upsiream node, router A examines the packet’s header to determine the appropriate
outbound link for the packet and then direcis the packet to this link. In this example,
the outbound bink for the packet is the one that leads to youter B. A packet can be
transmitted on a ink only if there is no other packet currently being transmitted on
the Hok and if there are no other packets preceding it in the queue; if the hnk is
currently busy or if there are other packets already queued for the link, the newly
arriving packet will then join the gueue.

The time required to examine the packet’s header and determine where o direct the
packet is part of the processing delay. The processing delay can also include other
factors, such as the tme needed to check for bit-level errors in the packet that occurred
n fransmitting the packet’s bits from the upstream node to router A. Processing delays
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Control No. Patent Under Reexamination

90/014,746 7523497
Office Action in Ex Parfe Reexamination Examiner AT Unit AIA (FITF) Status
Colin LaRose 3992 No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

a. ¥ Responsive to the communication(s) filed on 17 August 2021,
O A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

b. (J This action is made FINAL.
c. d A statement under 37 CFR 1.530 has not been received from the patent owner.

A shortened statutory period for response to this action is set to expire 2 month(s) from the mailing date of this letter.

Failure to respond within the period for response will result in termination of the proceeding and issuance of an ex parfe reexamination
certificate in accordance with this action. 37 CFR 1.550(d). EXTENSIONS OF TIME ARE GOVERNED BY 37 CFR 1.550(c).

If the period for response specified above is less than thirty (30) days, a response within the statutory minimum of thirty (30) days

will be considered timely.

Part | THE FOLLOWING ATTACHMENT(S) ARE PART OF THIS ACTION:
1. [ Notice of References Cited by Examiner, PTO-892. 3.0 Interview Summary, PTO-474.
2. [ Information Disclosure Statement, PTO/SB/08. 4.3 )

Partll SUMMARY OF ACTION

1a. Claims 1,4,7,10,13 and 16 are subject to reexamination.
1b. Claims 2-3,5-6,8-9,11-12,14-15 and 17-18 are not subject to reexamination.
2. [0 Claims___ have been canceled in the present reexamination proceeding.
3 Claims 10 are patentable and/or confirmed.
4 Claims 1,4,7,13 and 16 are rejected.
5. {J Claims ____ are objected to.
6. (J Thedrawings, fledon ____ are acceptable.
7. (3 The proposed drawing correction, filedon _____ has been (7a) O approved (7b) (3 disapproved.
8. [J Acknowledgment is made of the priority claim under 35 U.S.C. 119(a)-(d) or (f).

a) Al b) [ Some*¢) [ONone of the certified copies have
1 [J been received.
2 J not been received.
3 (0 been filed in Application No.
4 [ been filed in reexamination Control No.
5 (J been received by the International Bureau in PCT application No. .
* See the attached detailed Office action for a list of the certified copies not received.

9. O Since the proceeding appears to be in condition for issuance of an ex parte reexamination certificate except for formal
matters, prosecution as to the merits is closed in accordance with the practice under £Ex parte Quayle, 1935 C.D.
11, 453 0.G. 213.

10. (J Other:

cc: Requester (if third party requester)

U.S. Patent and Trademark Office
PTOL-466 (Rev. 08-13) Office Action in Ex Parte Reexamination Part of Paper No. 20211112
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NON-FINAL REJECTION (REEXAMINATION OF U.S. PATENT 7,523,497)

TABLE OF CONTENTS

1. ACKNOWLEDGEMENTS ..ottt ettt et 2
II. STATUS OF CLAIMS ... 3
III. PRIORITY AND AIA STATUS .t 3
IV. PRIOR ART CITED HEREIN ......cooiiiiiiiiiiiiiiiie ettt e 4
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VI. DECLARATIONS CONSIDERED .........ooiiiiiiiiiiiiiieee e 7
VIL. CLAIM INTERPRETATION — PHRASES INVOKING 35 U.S.C. § 112, SIXTH

PARAGRAPH ....ooiiie ettt 8
VIII. CLAIM REJECTIONS — 35 USC § 102 (ANTICIPATION).....coceiimiiiiiiieeeeeeiieeeeen 19
IX. CLAIM REJECTIONS — 35 USC § 103 (OBVIOUSNESS) .....oooiiiiiiiiiieie e 22
X. ALLOWABLE SUBJECT MATTER .......oooiiiiiiiiiie e 25
XL CONCLUSION ...ttt et ettt ettt ee e e e e e 28

I. ACKNOWLEDGEMENTS

This non-final Office action addresses ex parte reexamination control no. 90/014,746
(“Instant Proceeding”). The Instant Proceeding is an ex parte reexamination of U.S. Patent No.
7,523,497 (“Patent Under Reexamination” or “’497 Patent”) titled “PACKET FLOODING
DEFENSE SYSTEM.” The Patent Under Reexamination was filed on May 7, 2004 (“Non-
Provisional Filing Date”), and assigned by the Office non-provisional U.S. patent application
control number 10/841,064 (“Non-Provisional Application”), and issued on April 21, 2009, with
claims 1-18 (“Originally Patented Claims”).

On May 3, 2021, athird-party request to reexamine claims 1, 4, 7, 10, 13, and 16 was

submitted (“Request”).

Ex Parte Reexamination of U.S. 7,523,497 — Non-Final Office Action Part of Paper No. 20211112
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On June 17, 2021, an order granting the request to reexamine the ‘497 Patent was issued
in response to the Request (“Order”).

On August 17, 2021, Patent Owner submitted an optional statement in response to the
Order (“Patent’s Owner Statement”).

On October 15, 2021, Requester submitted a response to the Patent Owner’s Statement
(“Requester’s Reply”).

This non-final Office action is issued in response to the Patent Owner’s Statement and

Requester’s Reply.

I1. STATUS OF CLAIMS
Claims 1-18 are currently pending (“Pending Claims™).
Claims 1, 4, 7, 10, 13, and 16 are currently examined (“Examined Claims”).
Claims 2, 3, 5, 6, 8,9, 11, 12, 14, 15, 17, and 18 are withdrawn from consideration.
Regarding the Examined Claims and as a result of this Office action:
Claims 1, 4, 13, and 16 are rejected under 35 U.S.C. § 102.
Claim 7 is rejected under 35 U.S.C. § 103.

Claim 10 is confirmed patentable.

IT1. PRIORITY AND AIA STATUS
Domestic Priority. Based upon areview of the ‘497 Patent, the Examiner finds that there

is a claim for benefit of domestic priority under 35 U.S.C. §§ 120 or 119(e) to parent application

Ex Parte Reexamination of U.S. 7,523,497 — Non-Final Office Action Part of Paper No. 20211112
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control no. 09/715,813 (“Parent Application”). To the extent the disclosure of the Parent
Application supports the Pending Claims under 35 U.S.C. § 112, the supported claims receive
benefit of an effective date of November 16, 2000, which is the filing date of the Parent
Application.

AIA Status. Because the ‘497 Patent does not contain a claim having an effective date on
or after March 16, 2013, the America Invents ActFirst Inventor to File (“AIA-FITF”) provisions
do not apply. Instead, the pre-AIA “First to Invent” provisions will govern this proceeding. See
35 U.S.C. § 100 (note). In the event the determination of the status of the application as subject
to pre-AIA 35 U.S.C. §§ 102 and 103 is incorrect, any correction of the statutory basis for the
rejection will not be considered a new ground of rejection if the prior artrelied upon, and the

rationale supporting the rejection, would be the same under either status.

IV. PRIOR ART CITED HEREIN
The following prior art patents and printed publications are cited herein:
U.S. Patent 6,725,378 (“Schuba”),
U.S. Patent 7,058,974 (“Maher”); and

“Practical Network Support for IP Traceback” (“Savage”).

Ex Parte Reexamination of U.S. 7,523,497 — Non-Final Office Action Part of Paper No. 20211112
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V. RESPONSE TO PATENT OWNER’S STATEMENT AND REQUESTER’S
REPLY

Patent Owner’s Optional Statement submitted August 17, 2021, and Requester’s Reply
submitted October 15, 2021, have been entered and considered.

Regarding the interpretation of claims 1, 4, 13, and 16, Requester notes that the Western
District of Texas has issued a claim construction order in which the various means-plus-function
terms of these claims were interpreted under 35 U.S.C. § 112, sixth paragraph, and were found to
be indefinite. See Requester’s Reply at pp. 15-16.

Based on an independent analysis of the claims, Examiner has determined that the
various means-plus-function terms of claims 1, 4, 13, and 16 should be interpreted under § 112,
sixth paragraph, and does not consider whether the claim are indefinite.! As explained below in
Section VII, the recitation of “means” for executing a claimed function without reciting
sufficient structure for performing the claimed function raises a presumption that the claimed
clement should be interpreted under § 112, sixth paragraph.

For purposes of examining claims 1, 4, 13, and 16 under 35 U.S.C. §§ 102 and 103 in
light of Requester’s cited prior art, the claims have been construed in accordance with § 112,
sixth paragraph, and the corresponding structures of the various claimed means-plus-function

elements are given below in Section VII.

Patent Owner’s and Requester’s remarks concerning claims 1, 4, 13, and 16 have been

considered, but they are largely not applicable because they are based on the broadest reasonable

'In ex parte reexamination proceedings, compliance with 35U.S.C. § 112, first and second paragraphs, are not
issues that canbe considered for original patent claims. See MPEP § 2258.11.
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interpretation of claimed elements rather than the means-plus-function interpretation pursuant to
§ 112, sixth paragraph.

Claims 7 and 10 are method claims that are interpreted according to the broadest
reasonable interpretation. According to Patent Owner, Savage allegedly does not disclose
determining which packets are from attackers as opposed to non-attackers, and Savage allegedly
does not disclose classifying packets into “wanted” and “unwanted” categories. See Patent
Owner’s Statement at pp. 5-8.

While these assertions appear to be true, Savage is not relied upon for such a teaching. As
indicated in the § 103 rejection appearing below in Section IX, Maher is relied upon for teaching
this limitation in claim 7, which recites, “classifying data packets ... into wanted [] and
unwanted data packets by path.”

Mabher is considered to teach this limitation of claim 7 inasmuch as Maher categorizes
data packets as being “valid” versus “unverified” based at least on partial path information, such
as the source of the packets. See Maher at, e.g.,columns 7:54—8:3. The amount of bandwidth
(“quality of service”) devoted to transmission of data packets is based on whether the packets are
classified as valid or as unverified. See id. Maher’s classification of data packets denotes which
packets are “wanted” and which are “unwanted” in the sense that it is desirable and/or favorable
for data packets to originate from valid sources, while it is undesirable and/or unfavorable for
data packets to originate from unverified sources, and Maher devotes more bandwidth resources
to the more desired/favored data packets than to the undesired/unfavored data packets.

Claim 10 is similar to claim 7, but the claim additionally specifies that the classifying of
data packets is accomplished via packet marks provided by routers leading to said host computer

by path.
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As explained above, Maher teaches classifying data packets “by path” since the source of
the packets is taken into consideration when classifying them. However, Maher does not appear
to classify on the basis of packet marks provided by routers leading to said host computer, as
claimed.

Savage does not appear to cure this deficiency because although Savage provides packet
marks on data packets as they traverse various nodes, Savage is silent on performing any type of
data packet classification.

Schuba, like Mabher, classifies data packets on the basis of the source address and does
not appear to take into consideration packet marks provided by routers. See Schuba at column
2:22-26 — “The corresponding source address of each SYN packet is classified in one of a
plurality of different categories.”

Accordingly, claim 10is considered to distinguish from the combination of Maher and

Savage, whereas claim 7 is rejected as being an obvious variant of Maher and Savage.

VI. DECLARATIONS CONSIDERED
On May 3, 2021, Requester submitted declarations by Dr. Vijay Madisetti (Exhibit 1003),
Mr. Scott Delman (Exhibit 1009), Dr. Stefan Savage (Exhibit 1015), and Dr. Sylvia Hall-Ellis

(Exhibit 1025). These declarations have been made of record and considered.
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VII. CLAIM INTERPRETATION - PHRASES INVOKING 35 U.S.C. § 112, SIXTH
PARAGRAPH

The following is a quotation of pre-AIA 35 U.S.C. 112, sixth paragraph:

Anelement in aclaim for a combination may be expressed as a means or step for performing a
specified function without the recital of structure, material, or acts in support thereof, and such claim
shall be construed to cover the corresponding structure, material, or acts described in the specification
and equivalents thereof.

As explained in MPEP § 2181, subsection I, claim limitations that meet the following
three-prong test will be interpreted under pre-AIA 35 U.S.C. § 112, sixth paragraph:

(A)  the claim limitation uses the term “means” or a term used as a substitute for “means” that
is a generic placcholder (also called a nonce term or a non-structural term having no
specific structural meaning) for performing the claimed function;

(B)  the term “means” or the generic placeholder is modified by functional language,
typically, but not always linked by the transition word “for” (e.g., “means for”) or another
linking word or phrase, such as “configured to” or “so that”; and

(C)  the term “means” or the generic placeholder is not modified by sufficient structure for
performing the claimed function.

Use of the word “means” in a claim with functional language creates a rebuttable
presumption that the claim limitation is to be treated in accordance with pre-AIA 35 U.S.C. §
112, sixth paragraph. The presumption that the claim limitation is interpreted under pre-AIA 35
U.S.C. § 112, sixth paragraph, is rebutted when the claim limitation recites sufficient structure to
entirely perform the recited function.

Claim limitations in this application that use the word “means” are being interpreted
under pre-AlIA 35 U.S.C. § 112, sixth paragraph, except as otherwise indicated in an Office

action. Conversely, claim limitations in this application that do not use the word “means” are not
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being interpreted under pre-AIA 35 U.S.C. § 112, sixth paragraph, except as otherwise indicated
in an Office action.
Such claim limitations that invoke § 112, sixth paragraph are:

Functional Phrase #1 (claim 1) — means for classifying data packets received at a host

computer into wanted data packets and unwanted data packets;

Functional Phrase #2 (claim 1) — means for associating a maximum acceptable

processing rate with eachclass of data packet received at said computer;

Functional Phrase #3 (claim 1) — means for said computer to find information for

packets it receives regarding the path by which said packets came to said computer via packet
marks provided by routers leading to said host computer; said path comprising all routers in said
network via which said packets are routed to said computer; and

Functional Phrase #4 (claim 1) — means in said computer for using said information to

allocate the processing rate available for unwanted data packets to be less than or equal to said
maximum acceptable processing rate.

Functional Phrase #5 (claim 4) — means for classifying data packets received at a router

into wanted data packets and unwanted data packets;

Functional Phrase #6 (claim 4) — means for associating a maximum acceptable

transmission rate with each class of data packet received at said router;

Functional Phrase #7 (claim 4) — means for said router to find information for packets it

receives regarding the path by which said packets came to said router via packet marks provided
by routers leading to said host computer; said path comprising all routers in said network via

which said packets are routed to said computer; and
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Functional Phrase #8 (claim 4) — means in said router for said router to use said

information to allocate the transmission rate for unwanted data packets to be less than equal to
said maximum acceptable transmission rate.

Functional Phrase #9 (claim 13) — means for determining a path by which data packets

arrive ata host computer via packet marks provided by routers leading to said host computer;
said path comprising all routers in said network via which said packets are routed to said
computer;

Functional Phrase #10 (claim 13) — means for classifying data packets received at said

host computer into wanted data packets and unwanted data packets by path;

Functional Phrase #11 (claim 13) — means for assigning a maximum acceptable

processing rate to each class of data packet; and

Functional Phrase #12 (claim 13) — means for allocating a processing rate equal to or

less than said maximum acceptable processing rate to said unwanted data packets.

Functional Phrase #13 (claim 16) —means for a router to determine a path by which

said packets came to said router via packet marks provided by routers leading to said router; said
path comprising all routers in said network via which said packets are routed to said computer;

Functional Phrase #14 (claim 16) — means for classifying data packets received at said

router into wanted data packets and unwanted data packets by path;

Functional Phrase #15 (claim 16) — means for associating a maximum acceptable

transmission rate with each class of data packet received at said router; and

Functional Phrase #16 (claim 16) — means for said router to allocate the transmission

rate for unwanted data packets to be less than equal to said maximum acceptable processing rate.
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Because these claim limitations are being interpreted under pre-AIA 35 U.S.C. § 112,
sixth paragraph, they are being interpreted to cover the corresponding structure described in the
specification as performing the claimed function, and equivalents thereof.

If Applicant does not intend to have any of these limitations interpreted under pre-AIA 35
U.S.C. § 112, sixth paragraph, Applicant may:

(1) amend the claim limitation(s) to avoid it/them being interpreted under pre-AIA 35
U.S.C. § 112, sixth paragraph (e.g., by reciting sufficient structure to perform the claimed
function); or

(2) present a sufficient showing that the claim limitations recite sufficient structure to
perform the claimed functions so as to avoid them being interpreted under pre-AIA 35 U.S.C. §
112, sixth paragraph.

Based upon a review of the ‘497 Patent, the Examiner concludes that the corresponding

structures for the above-identified Functional Phrases are disclosed in the ‘497 Patent as follows:

Functional Phrase #1 (claim 1) — means for classifying data packets received at a host

computer into wanted data packets and unwanted data packets;

— corresponds to a computer.

See the ‘497 Patent at column 6:1-25: the defense system includes means for classifying
data packets 30 received at a host computer 18.

No special programming or algorithms for executing the claimed function appear to be

disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
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considered to be a general-purpose computer, rather than a computer that has been specially

programmed to execute the claimed function.

Functional Phrase #2 (claim 1) — means for associating a maximum acceptable

processing rate with each class of data packet received at said computer;

— corresponds to a computer.

See the ‘497 Patent at column 6:1-25: the defense system of FIG. 1 includes means for
associating a maximum acceptable processing rate 34 with each class 38 of data packet 30
received at the computer 18.

No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose computer, rather than a computer that has been specially

programmed to execute the claimed function.

Functional Phrase #3 (claim 1) — means for said computer to find information for

packets it receives regarding the path by which said packets came to said computer via packet
marks provided by routers leading to said host computer; said path comprising all routers in said
network via which said packets are routed to said computer; and

— corresponds to a computer.

See the ‘497 Patent at column 6:1-25: the defense system of FIG. 1 includes means for
the computer 18 to find information for packets 30 it receives regarding the path 46 by which the

packets 30 came to the computer 18.
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No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose computer, rather than a computer that has been specially
programmed to execute the claimed function.

Functional Phrase #4 (claim 1) — means in said computer for using said information to

allocate the processing rate available for unwanted data packets to be less than or equal to said
maximum acceptable processing rate.

— corresponds to a computer.

See the ‘497 Patent at column 6:1-25: the defense system of FIG. 1 includes a computer
18 that can use the information to allocate the processing rate for each class 38 in a desired way
among the places from which packets 30 are transmitted.

No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose computer, rather than a computer that has been specially

programmed to execute the claimed function.

Functional Phrase #5 (claim 4) — means for classifying data packets received at a router

into wanted data packets and unwanted data packets;

— corresponds to a router.

See the ‘497 Patent at column 6:52-63: the defense system of FIG. 4 includes means for
classifying data packets 30 received at a router 22.

No special programming or algorithms for executing the claimed function appear to be

disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
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considered to be a general-purpose router, rather than a router that has been specially

programmed to execute the claimed function.

Functional Phrase #6 (claim 4) — means for associating a maximum acceptable

transmission rate with each class of data packet received at said router;

— corresponds to a router.

See the ‘497 Patent at column 6:52-63: the defense system of FIG. 4 includes means for
associating a maximum acceptable processing rate 74 with each class 38 of data packet 30
received at the router 22.

No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose router, rather than a router that has been specially

programmed to execute the claimed function.

Functional Phrase #7 (claim 4) — means for said router to find information for packets it

receives regarding the path by which said packets came to said router via packet marks provided
by routers leading to said host computer; said path comprising all routers in said network via
which said packets are routed to said computer; and

— corresponds to a router.

See the ‘497 Patent at column 6:52-63: the defense system of FIG. 4 includes means for
the router 22 to find information for packets 30 it receives regarding the path 50 by which the

packets 30 came to the router 22.
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No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose router, rather than a router that has been specially
programmed to execute the claimed function.

Functional Phrase #8 (claim 4) — means in said router for said router to use said

information to allocate the transmission rate for unwanted data packets to be less than equal to
said maximum acceptable transmission rate.

—corresponds to a router.

See the ‘497 Patent at column 6:52-63: the defense system of FIG. 4 includes a router 22
that can use the information to allocate the processing rate for each class 38 in a desired way.

No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose router, rather than a router that has been specially

programmed to execute the claimed function.

Functional Phrase #9 (claim 13) — means for determining a path by which data packets

arrive ata host computer via packet marks provided by routers leading to said host computer;
said path comprising all routers in said network via which said packets are routed to said
computer;

— corresponds to a computer.

See the ‘497 Patent at column 6:1-25: the defense system of FIG. 1 includes means for
the computer 18 to find information for packets 30 it receives regarding the path 46 by which the

packets 30 came to the computer 18.
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No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose computer, rather than a computer that has been specially
programmed to execute the claimed function.

Functional Phrase #10 (claim 13) — means for classifying data packets received at said

host computer into wanted data packets and unwanted data packets by path;

—corresponds to a computer.

See the ‘497 Patent at column 6:1-25: the defense system includes means for classifying
data packets 30 received ata host computer 18.

No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose computer, rather than a computer that has been specially

programmed to execute the claimed function.

Functional Phrase #11 (claim 13) — means for assigning a maximum acceptable

processing rate to each class of data packet; and

— corresponds to a computer.

See the ‘497 Patent at column 6:1-25: the defense system of FIG. 1 includes means for
associating a maximum acceptable processing rate 34 with eachclass 38 of data packet 30
received at the computer 18.

No special programming or algorithms for executing the claimed function appear to be

disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
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considered to be a general-purpose computer, rather than a computer that has been specially

programmed to execute the claimed function.

Functional Phrase #12 (claim 13) — means for allocating a processing rate equal to or

less than said maximum acceptable processing rate to said unwanted data packets.

— corresponds to a computer.

See the ‘497 Patent at column 6:1-25: the defense system of FIG. 1 includes a computer
18 that can use the information to allocate the processing rate for each class 38 in a desired way
among the places from which packets 30 are transmitted.

No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose computer, rather than a computer that has been specially

programmed to execute the claimed function.

Functional Phrase #13 (claim 16) —means for a router to determine a path by which

said packets came to said router via packet marks provided by routers leading to said router; said
path comprising all routers in said network via which said packets are routed to said computer;

—corresponds to a router.

See the ‘497 Patent at column 6:52-63: the defense system of FIG. 4 includes means for
the router 22 to find information for packets 30 it receives regarding the path 50 by which the
packets 30 came to the router 22.

No special programming or algorithms for executing the claimed function appear to be

disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
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considered to be a general-purpose router, rather than a router that has been specially

programmed to execute the claimed function.

Functional Phrase #14 (claim 16) — means for classifying data packets received at said

router into wanted data packets and unwanted data packets by path;

— corresponds to a router.

See the ‘497 Patent at column 6:52-63: the defense system of FIG. 4 includes means for
classifying data packets 30 received at a router 22.

No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose router, rather than a router that has been specially

programmed to execute the claimed function.

Functional Phrase #15 (claim 16) — means for associating a maximum acceptable

transmission rate with each class of data packet received at said router; and

— corresponds to a router.

See the ‘497 Patent at column 6:52-63: the defense system of FIG. 4 includes means for
associating a maximum acceptable processing rate 74 with each class 38 of data packet 30
received at the router 22.

No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose router, rather than a router that has been specially

programmed to execute the claimed function.
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Functional Phrase #16 (claim 16) — means for said router to allocate the transmission

rate for unwanted data packets to be less than equal to said maximum acceptable processing rate.
— corresponds to a router.
See the ‘497 Patent at column 6:52-63: the defense system of FIG. 4 includes a router 22
that can use the information to allocate the processing rate for each class 38 in a desired way.
No special programming or algorithms for executing the claimed function appear to be
disclosed in the specification of the ‘497 Patent, therefore, the corresponding structure is
considered to be a general-purpose router, rather than a router that has been specially

programmed to execute the claimed function.

If Applicant wishes to provide further explanation or dispute the Examiner’s
interpretation of the corresponding structure, Applicant must identify the corresponding structure
with reference to the specification by page and line number, and to the drawing, if any, by

reference characters in response to this Office action.

VIII. CLAIM REJECTIONS —35 USC § 102 (ANTICIPATION)
The following is a quotation of the appropriate paragraphs of pre-AIA 35 U.S.C. 102 that
form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent granted
on an application for patent by another filed in the United States before the invention by the applicant
for patent, except that an international application filed under the treaty defined in section 351(a) shall
have the effects for purposes of this subsection of an application filed in the United States only if the
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international application designated the United States and was published under Article 21(2) of such
treaty in the English language.

Claims 1,4,13,and 16 are rejected under 35 U.S.C. § 102(e) as being anticipated by
Mabher (U.S. 7,058,974).

Regarding claim 1, Maher discloses a packet flooding defense system (FIGS. 1a and 1b)
for a network comprising a plurality of host computers (30), routers (22), communication lines
(60) and transmitted data packets (e.g.,IP data), said system comprising:

one or more computers (30).

Note that the means-plus-function limitations of claim 1 have been interpreted in
accordance with 35 U.S.C. § 112, sixth paragraph. As indicated above in Section VII, the
corresponding structure for each of the means-plus-function limitations of claim 1 is a computer.
Accordingly, claim 1 is interpreted as a packet flooding defense system that comprises one or

more C Ol’IlplltGI'S .

Regarding claim 4, Maher discloses a packet flooding defense system (FIGS. 1a and 1b)
for a network comprising a plurality of host computers (30), routers (22), communication lines
(60) and transmitted data packets (e.g.,IP data), said system comprising:

one or more routers (22).

Note that the means-plus-function limitations of claim 4 have been interpreted in
accordance with 35 U.S.C. § 112, sixth paragraph. As indicated above in Section VII, the
corresponding structure for each of the means-plus-function limitations of claim 4 is a router.
Accordingly, claim 4 is interpreted as a packet flooding defense system that comprises one or

more routers.
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Regarding claim 13, Maher discloses a packet flooding defense system (FIGS. 1a and 1b)
for a network comprising a plurality of host computers (30), routers (22), communication lines
(60) and transmitted data packets (e.g.,IP data), said system comprising:

one or more computers (30).

Note that the means-plus-function limitations of claim 13 have been interpreted in
accordance with 35 U.S.C. § 112, sixth paragraph. As indicated above in Section VII, the
corresponding structure for each of the means-plus-function limitations of claim 13 is a
computer. Accordingly, claim 13 is interpreted as a packet flooding defense system that

comprises one or more computers.

Regarding claim 16, Maher discloses a packet flooding defense system (FIGS. 1a and 1b)
for a network comprising a plurality of host computers (30), routers (22), communication lines
(60) and transmitted data packets (e.g.,IP data), said system comprising:

one or more routers (22).

Note that the means-plus-function limitations of claim 16 have been interpreted in
accordance with 35 U.S.C. § 112, sixth paragraph. As indicated above in Section VIIf, the
corresponding structure for each of the means-plus-function limitations of claim 16 is a router.
Accordingly, claim 16 is interpreted as a packet flooding defense system that comprises one or

more routers.
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IX. CLAIM REJECTIONS - 35 USC § 103 (OB VIOUSNESS)

The following is a quotation of pre-AIA 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forthin section 102, if the differences between the subject matter sought to be patented and the prior art
are such that the subject matter as a whole would have been obvious at the time the invention was made
to a person having ordinary skill in the art to which said subject matter pertains. Patentability shall not
be negatived by the manner in which the invention was made.

Claim 7 is rejected under 35 U.S.C. § 103(a) as being unpate ntable over Maher (U.S.
7,058,974) in view of Savage (“Practical Network Support for IP Traceback”).

Regarding claim 7, Maher discloses a method (FIG. 5) of providing packet flooding
defense for a network (see, e.g., FIGS. 1a and 1b) comprising a plurality of host computers (i.e.,
webfarm 16 includes one or more network apparatuses, illustrated in FIGS. 2 and 4, performing
host computing functions), routers (22), communication lines and transmitted data packets, said
method comprising the steps of:

classifying data packets received at said host computer into wanted data packets and
unwanted data packets by path (step 514; see also columns 7:54-8:3 — data packets received by a
network apparatus (FIG. 2 or FIG. 4) are classified into valid (“wanted”) and unverified
(“unwanted”) categories based on whether the packets are transmitted between known sources
and destinations, i.e.,via a known path; the packets are considered “wanted” or “unwanted” to
the extent that is it desirable or favorable for packets to flow between known sources and
destinations, and it is undesirable or unfavorable for packets to flow from unverified sources);

associating a maximum acceptable processing rate with eachclass of data packet received

at said host computer (see columns 7:54—8:3 and column 11:66-12:19 — the “wanted” class of
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packets is given a high priority processing rate, i.e., “quality of service,” whereas the “unwanted”
class of packets is given a low priority processing rate); and

allocating a processing rate less than or equal to said maximum acceptable processing
rate for unwanted data packets (see id. — unwanted packets are given a lower processing rate than

wanted packets).

Mabher does not appear to expressly disclose the method includes:
“determining a path by which data packets arrive at a host computer via packet marks
provided by routers leading to said host computer; said path comprising all routers in said

network via which said packets are routed to said computer,” as claimed.

Savage discloses methods for combatting denial-of-service attacks that involve
anonymous packet flooding (see Abstract). Savage teaches that is it conventional to employ
“ingress filtering” in order to defend against anonymous attacks (see Section 2.1). Ingress
filtering involves configuring routers to block packets that arrive with illegitimate source
addresses (see id.). This is a similar prevention technique that is employed by Maher, which as
explained above, teaches giving higher priority to traffic originating from verified sources, and
giving lower priority to traffic from unverified sources.

Savage, however, identifies problems with ingress filtering. Notably, as traffic is
aggregated from multiple ISPs into transmit networks, there is no longer enough information to
unambiguously determine if an arriving packet originates from a valid, known source. Also, its

effectiveness depends on widespread, if not universal, deployment, the overhead of ingress
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filtering can become prohibitive on high-speed links, and even if universally deployed, attackers
could still circumvent the filtering by forging addresses within a valid customer network. See id.
With these problems in mind, Savage proposes tracing flooding attacks by marking
packets, either probabilistically or deterministically, with the addresses of the routers they
traverse (see Section 3). For instance, a packet can be marked by appending the address of each
node it traverses so that every received packet has a complete ordered list of the routers it
traversed; this provides a complete path of the packet through a network and allows the receiver
of the packet to trace the entire path back to its origin (see Section 4.1). Alternatively,
probabilistic marking of only one node address can allow reconstruction of a complete traffic

path from a given source when enough packets have been received (see Section 4.2).

It would have been obvious to those skilled in the art to modify Maher by Savage to
achieve the claimed invention by determining a complete path by which data packets arrive at a
host computer via packet marks provided by routers leading to said host computer, as claimed,
since Savage teaches that providing a complete traceback of a received packet via marking at
each traversed node is a more effective way to combat denial-of-service flooding attacks than the
ingress filtering technique that is employed by Maher. Accordingly, Savage provides an express
teaching and motivation to improve upon Maher’s system by determining complete path

information rather than simply filtering packets based on their source addresses.
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X. CONFIRMED PATENTABLE CLAIM

Regarding claim 10, Maher discloses a method (FIG. 5) of providing packet flooding
defense for a network (see, e.g., FIGS. 1a and 1b) comprising a plurality of host computers (i.e.,
webfarm 16 includes webservers 30), routers (i.e., webfarm 16 includes one or more network
apparatuses, illustrated in FIG. 4, performing host routing and computing functions),
communication lines and transmitted data packets, said method comprising the steps of:

classifying data packets received at said router (step 514; see also columns 7:54-8:3 —
data packets received by a network apparatus (FIG. 4) are classified into valid (“wanted”) and
unverified (“unwanted”) categories based on whether the packets are transmitted between known
sources and destinations, i.e., via a known path; the packets are considered “wanted” or
“unwanted” to the extent that is it desirable for packets to flow between known sources and
destinations, and it is undesirable for packets to flow from unverified sources);

associating a maximum acceptable transmission rate with each class of data packet
received at said router (see columns 7:54-8:3 and column 11:66—12:19 —the “wanted” class of
packets is given a high priority processing rate, i.e., “quality of service,” whereas the “unwanted”
class of packets is given a low priority processing rate); and

allocating a transmission rate equal to or less than said maximum acceptable transmission
rate for unwanted data packets (see id. — unwanted packets are given a lower processing rate than
wanted packets).

Mabher does not appear to expressly disclose the method includes:

determining a path by which data packets arrive at said router via packet marks provided
by routers leading to said host computer; said path comprising all routers in said network via

which said packets are routed to said computer.
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Also, Maher discloses classifying data packets received at said router but does not appear
to disclose the classifying is done via packet marks provided by routers leading to said host

computer by path, as claimed.

Savage discloses methods for combatting denial-of-service attacks that involve
anonymous packet flooding (see Abstract). Savage teaches that is it conventional to employ
“ingress filtering” in order to defend against anonymous attacks (see Section 2.1). Ingress
filtering involves configuring routers to block packets that arrive with illegitimate source
addresses (see id.). This is a similar prevention technique that is employed by Maher, which as
explained above, teaches giving higher priority to traffic originating from verified sources, and
giving lower priority to traffic from unverified sources.

Savage, however, identifies problems with ingress filtering. Notably, as traffic is
aggregated from multiple ISPsinto transmit networks, there is no longer enough information to
unambiguously determine if an arriving packet originates from a valid, known source. Also, its
effectiveness depends on widespread, if not universal, deployment, the overhead of ingress
filtering can become prohibitive on high-speed links, and even if universally deployed, attackers
could still circumvent the filtering by forging addresses within a valid customer network. See id.

With these problems in mind, Savage proposes tracing flooding attacks by marking
packets probabilistically or deterministically, with the addresses of the routers they traverse (see
Section 3). For instance, a packet can be marked by appending the address of eachnode it
traverses so that every received packet has a complete ordered list of the routers it traversed; this
provides a complete path of the packet through a network and allows the receiver of the packet to

trace the entire path back to its origin (see Section 4.1). Alternatively, probabilistic marking of
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only one node address can allow reconstruction of a complete traffic path from a given source

when enough packets have been received (see Section 4.2).

It would have been obvious to those skilled in the art to modify Maher by Savage to
determine a complete path by which data packets arrive ata host computer via packet marks
provided by routers leading to said host computer, as claimed, since Savage teaches that
providing acomplete traceback of areceived packet via marking at each traversed node is a more
effective way to combat denial-of-service flooding attacks than the ingress filtering technique
that is employed by Maher. Accordingly, Savage provides an express teaching and motivation to
improve upon Maher’s system by determining complete path information rather than simply

filtering packets based on their source addresses.

However, neither Maher nor Savage appears to disclose or suggest the classifying of data
packets is done “via packet marks provided by routers leading to said host computer by path,” as

claimed.

Mabher is silent on the incorporation of router-provided packet marks, and therefore does
not teach classifying the packets on such a basis.

Savage discloses utilizing router-provided packet marks in order to acquire complete
traceback information for packets received by a victim. However, Savage does not appear to
disclose using the router-provided packet marks for classifying the packets, as claimed. Rather,
Savage only appears to be concerned with determining the path of received packets (the

“traceback” problem) and does not seemto disclose any methods or algorithms for using the
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router marking data to classify received packets in any manner, e.g. to distinguish between the

packets from an attacker and the packets from a non-attacker.

For this reason, claim 10 is confirmed as patentable over the combination of Maher and
Savage. Furthermore, Schuba does not appear to cure this deficiency in the teachings of Maher
and Savage because Schuba’s disclosure does not involve routers marking traversed packets, as

claimed.

XI. CONCLUSION
In order to ensure full consideration of any amendments, affidavits or declarations, or
other documents as evidence of patentability, such documents must be submitted in response to
this Office action. Submissions after the next Office action, which is intended to be a final
action, will be governed by the requirements of 37 CFR § 1.116, after final rejection and 37 CFR

§ 41.33 after appeal, which will be strictly enforced.

Extensions of time under 37 CFR § 1.136(a) will not be permitted in these proceedings
because the provisions of 37 CFR § 1.136 apply only to "an applicant” and not to parties in a
reexamination proceeding. Additionally, 35 U.S.C. § 305 requires that reexamination
proceedings "will be conducted with special dispatch” (37 CFR § 1.550(a)). Extension of time in

ex parte reexamination proceedings are provided for in 37 CFR § 1.550(c).
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The patent owner is reminded of the continuing responsibility under 37 CFR § 1.565(a)
to apprise the Office of any litigation activity, or other prior or concurrent proceeding, involving
Patent No. 7,523,497 throughout the course of this reexamination proceeding. The third party
requester is also reminded of the ability to similarly apprise the Office of any such activity or
proceeding throughout the course of this reexamination proceeding. See MPEP §§ 2207, 2282

and 2286.

Any inquiry concerning this communication or earlier communications from the

Examiner should be directed to Colin LaRose whose telephone number is 571-272-7423.

If attempts to reach the Examiner by telephone are unsuccessful, the Examiner’s
supervisor, Andrew J. Fischer can be reached at 571-272-6779. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-9900.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http:/pair-direct.uspto.gov. Should you have questions on access to the Private
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you
would like assistance from a USPTO Customer Service Representative or access to the

automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.
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General inquiries may be directed to the Central Reexamination Unit customer service

line at (571) 272-7705.

/COLIN M LAROSE/
Primary Examiner, Art Unit 3992

Conferees:

/NICK CORSARO/
Primary Examiner, Art Unit 3992

/ANDREW J. FISCHER/
Supervisory Patent Reexamination Specialist, Art Unit 3992
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THIRD PARTY REQUESTER’S REPLY TO
PATENT OWNER’S STATEMENT UNDER 37 C.F.R. § 1.535

Mail Stop Ex Parte Reexam

Hon. Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Dear Sir:

Third Party Requester, Unified Patents, LLC, respectfully submits this Reply
under 37 C.F.R. § 1.535 to Patent Owner’s Statement (“Statement”) filed on August
17, 2021.

The Office issued an Order Granting Request for Ex Parte Reexamination

(“Order”) on June 17, 2021, finding that Third Party Requester’s Request for Ex
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Parte Reexamination (“Request”) raised numerous substantial new questions

(“SNQs”) of patentability with respect to claims 1, 4, 7, 10, 13, and 16 (“challenged
claims”™) of U.S. Patent No. 7,523,497 (“the *497 patent,” EX1001). Patent Owner’s
Statement does not show that the challenged claims are patentable and does not show
that the Office erred in finding that the Request raised numerous SNQs with respect
to the challenged claims. Therefore, the Office should issue an Office Action

rejecting the challenged claims in this reexamination proceeding.
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I. INTRODUCTION

None of Patent Owner’s arguments in the Statement support termination of
this reexamination. First, Patent Owner does not contest that Savage (EX1005),
which was not considered during prosecution, teaches the allegedly allowable
features of the challenged claims; this confirms that Savage raises an SNQ, as
previously found. Instead, Patent Owner attempts to show nonobviousness by
attacking the references individually, rather than analyzing the combination of
references as set forth in the Request, but it is well-settled law that one cannot show
nonobviousness by attacking references individually when the proposed rejections
are based on a combination of references. Second, Patent Owner argues that Savage
does not teach limitations of the challenged claims for which Savage was not cited
in the Request. See, e.g., Statement, 4-5 (arguing that Savage does not disclose
limitations [1.1] and [1.2] when the Request shows that Maker (EX1006) teaches
those limitations); 7-8 (arguing that Savage does not disclose limitations for which
Maher and Schuba (EX1007) were cited). Finally, Patent Owner attempts to
distinguish the claims from Savage, Maher, and Schuba by pointing to features not
recited in the claims, which are irrelevant to the claims’ obviousness. See, e.g.,
Statement, 5 (arguing that Savage does not “resist packet flood attacks.”)
(capitalization removed).

Because none of the arguments in the Statement are persuasive, the Office

4
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should issue an Office Action rejecting the challenged claims in this reexamination

proceeding.

II. - SAVAGE RAISES AN SNQ

The Request showed that Savage (EX1005) teaches the allegedly allowable
features of challenged independent claims 1, 4, 7, 10, 13 and 16 of the 497 patent.
Request, 24-28, 17-22 (identification of allowable subject matter during
prosecution). In particular, the Request showed that Savage teaches limitations
[1.3.1],[1.3.2], [4.3.1], [4.3.2],[7.1.1], [7.1.2], [10.1.1], [10.1.2], [13.1.1], [13.1.2],
[16.1.1] and [16.1.2]. Request, 24-28, 51-57 (limitations [7.1.1]-[7.1.2]), 104-105
(limitations [13.1.1]-[13.1.2]), 112-115 (limitations [1.3.1]-[1.3.2]), 129-132
(limitations [10.1.1]-[10.1.2]), 143 (limitations [16.1.1]-[16.1.2]), and 149-153
(limitations [4.3.1]-[4.3.2]). Further, Savage was not considered during prosecution
of the *497 patent. Request, 25.

The Office found that Savage raises an SNQ because “Savage appears to
provide new technological teachings that were missing in the prior art during initial
examination of the 497 patent and was not previously considered during the initial
examination.” Order, 4-5. Indeed, Savage expressly teaches the allegedly allowable
feature of “said path comprising all routers in said network via which said packets
are routed to said computer.” Request, 25-28. Patent Owner acknowledges this

teaching, admitting that Savage teaches that “every packet received by the victim
5
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arrives with a complete ordered list of the routers it traversed—a built-in attack

path.” Statement, 4 (citing Savage (EX1005) at 299).

In the Statement, Patent Owner does not contest that Savage teaches the
allegedly allowable features of claims 1, 4, 7, 10, 13 and 16; in fact, the Statement
is completely silent on Savage’s teaching of the allegedly allowable features of the
challenged claims. Patent Owner’s silence is telling. Savage raises an SNQ, and
Patent Owner has not refuted that fact.

III. PATENT OWNER’S ARGUMENTS AGAINST SAVAGE LACK
MERIT

Rather than address the allegedly allowable features of the challenged claims,
Patent Owner instead argues that “Savage does not teach how the packet marks and
path denoted by the marks can be used TO DEFEND AGAINST OR RESIST
packet flood attacks.” Statement, 5 (emphasis original); see also id., 7 (arguing that
“There is counterpart in Savage that addresses defending the victim.”) (emphasis
removed), id. (arguing that Savage “does not disclose any method to detect when an
attack may be taking place or how to defend against it.”), 6 (“Savage does not
disclose anything related to detection of or defenses against DDoS attacks.”), 6-7
(arguing that Savage does not permit “an effective defense using the kind of packet
marks advocated therein,” and that Savage is concerned with “using the path

information in the detected attack packets to TRACEBACK to the true source
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address of the attack.”). Patent Owner’s arguments are incorrect for several reasons.

First, Patent Owner is improperly arguing against the references individually
when the Request showed that the challenged claims are unpatentable over a
combination of references: Savage (EX1005), Maher (EX1006), and Schuba
(EX1007). Request, 35 (proposed rejection #1), 116 (proposed rejecﬁon #2). The
preambles of claims 1, 4, 13, and 16 recite “[a] packet flooding defeﬁse system for
a network,” and the preambles of claims 7 and 10 recite “[a] method of providing
packet flooding defense for a network.” Third Party Requester showed.that the
preambles of claims 1, 4, 7, 10, 13 and 16, which are the only part of the claims that
recite the word “defense,” are obvious over Savage and Maher. Maher expressly
discloses “[a] method and apparatus for preventing denial of service type attacks
on data networks.” Maher (EX1006), Abstract; see also id., 1:8-10 (“method and
device that prevents denial of service type internet attacks.”), 2:52-53 (“method
of preventing DoS attacks.”) (emphases added); Request, 50. Likewise, Schuba
teaches “a defense for denial of service attacks.” Schuba (EX1007), 1:58-60;
Request, 40. A person of ordinary skill in the art (POSITA) would have been
motivatéd to modify Savage in view of Maher and Schuba for the reasons provided
in Section III.A.4 of the Request (claims 1, 7, and 13), and would have been
motivated to modify Maher in view of Savage and Schbua for the reasons provided

in Section IIL.B.2 (claims 10, 14, and 16). Patent Owner has not rebutted any of
7
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these reasons.

Patent Owner cannot show nonobviousness by attacking references
individually when the proposed rejections are based on a combination of references.
See MPEP § 2145(IV); In re Keller, 642 F.2d 413, 426 (Fed. Cir. 1981) (“one cannot
show non-obviousness by attacking references individually where, as here, the
rejections are based on combinations of references.”). Thus, Patent Owner’s
argumenté against Savage individually for allegedly not “teach[ing] how the packet
marks and path denoted by the marks can be used to DEFEND AGAINST OR
RESIST packet flood attacks” (Statement, 5 (emphasis original)) are without merit,
when the Request showed that Maher expressly discloses “[a] method and apparatus
for preventing denial of service type attacks on data networks.” Maher (EX1006),
Abstract; Request, 50. Likewise, Patent Owner argued that Savage individually does
not disclose “defend[ing] against or resist[ing] packet flood attacks” (Statement, 5),
“defending the victim” or “detect[ing] when an attack may be taking place or how
to defend against it” (Statement, 7). However, as noted above, Maher expressly
discloses defending against denial-of-service type attacks, and Requester explained
that the combination of Savage and Maher renders obvious the preambles of claims
1, 4, 7, 10, 13 and 16, which are fhe only part of the claims that recite the word
“defense.” Request, 48-51 (limitation [7.0]), 101-104 (limitation [13.0]), 111

(limitation [1.0]), 127-129 (limitation [10.0]), 142 (limitation [16.0]), 148 (limitation
8
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[4.0]).

Further, Patent Owner argues that Savage does not disclose the following
limitations:

[1.1] means for classifying data packets received at a host computer into
wanted data packets and unwanted data packets;

[1.2] means for associating a maximum acceptable processing rate with each
class of data packet received at said computer; and

[1.4] means in said computer for using said information to allocate the
processing rate available for unwanted data packets to be less than or equal to said
maximum acceptable processing rate.
Statement, 5-6.

But Patent Owner’s arguments against Savage for limitations [1.1], [1.2], and
[1.4] are without merit, because Patent Owner is again improperly attacking
references individually when the proposed rejections are based on a combination of
references. See MPEP § 2145(1V); In re Keller, 642 F.2d at 426 (“one cannot show
non-obviousness by attacking references individually where, as here, the rejections
are based on combinations of references.”). Third Party Requester cited Maher and
Schuba for teaching the limitations that Patent Owner argues are not taught by
Savage. Request, 111-112 and 115-116 (analysis of limitations [1.1],[1.2] and [1.4],

which refers to analysis of claim 7), 57-68 (analysis of limitation [7.2] citing Maher
9
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and Schuba), 68;73 (analysis of limitation [7.3] citing Maher), and 73-76 (analysis

of limitation [7.4] citing Maher). Third Party Requester cited Savage’s teaching for
marking each packet with the router through which the packet traveled (the
allegedly-allowable feature), so that “every packet received by the victim arrives
with a complete ordered list of the routers it traversed—a built-in attack path.”
Request, 26 (quoting Savage, 299). The Request, supported by the declaration of
Dr. Madisetti (EX1003), also showed why a POSITA would have been motivated to
combine Savage, Maher, and Schuba to defend against packet flooding attacks.
Request, 40-48, 118-127. But rather than address the obvious combination of
references as set forth in the Request, Patent Owner improperly attacks the
references individually, contrary to precedent. The Office should reject Patent
Owner’s erroneous attempt to show nonobviousness by attacking the references
individually.

Second, Patent Owner is attempting to distinguish its claims by arguing
features that are not recited in the claims. For example, Patent Owner argues that
the *497 patent’s disclosure of distributing a defense “among cooperating sites and
routers,” where “[t]he quality of defense is related to the size of the'cooperating
neighborhood,” is not disclosed by Savage. Statement, 6. As yet another example,
Patent Owner argues that “the cited elements of the 497 patent...are specific to

detecting when an attack is ongoing and defending against it actively whether
10
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attackers elect to cooperate with the victims or not.” Statement, 8. As one more

example, Patent Owner argues that the 497 patent “allocate[s] ‘fair service’ to every
path through which traffic is being forwarded to the enterprise.” Statement, 7. None
of these features are recited in the claims. Patent Owner is improperly importing
limitations from the specification that are not required by the challenged claims. See
MPEP §§ 2111.01(IT), 2145(VI) (citing Constant v. Advanced Micro-Devices, 848
F.2d 1560, 1571-72 (limitations not stated in the claims could not be used to establish
patentability)); see also SuperGuide Corp. v. DirecTV Enters., Inc., 358 F.3d 870,
875 (Fed. Cir. 2004) (citation omitted) (“[A] particular embodiment appearing in the
written description may not be read into a claim when the claim language is broader
than the embodiment.”).; Hill-Rom Servs., Inc. v. Stryker Corp., 755 F.3d 1367, 1371
(Fed. Cir. 2014) (“While we read claims in view of the specification, of which they
are a part, we do not read limitations from the embodiments in the specification into
the claims.”); Comaper Corp. v. Antec, Inc., 596 F.3d 1343, 1348 (Fed. Cir. 2010)
(“[T]his court has repeatedly cautioned against limiting claims to a preferred

embodiment.”).

IV. PATENT OWNER’S ARGUMENTS AGAINST MAHER AND
SCHUBA LACK MERIT

Similar to its arguments against Savage, Patent Owner argues against Maher

individually, without addressing the combination of Savage and Maher. For

11
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instance, Patent Owner argues that “Maher does not disclose finding information

regarding the path that the received packets traversed via packet-marking by routers
along the path leading to the host computer (Order, at 6), not to mention ‘said path
comprising all routers in said network via which said packets are routed to said
computer’ as required by claims 4, 10, and 16 of the 497 patent.” Statement, 9.
Patent Owner’s arguments about Maher are incorrect for at least two reasons.

First, the above-described features are taught by Savage. See, e.g., Request,
51-56 (describing how Savage teaches the path-identification features of limitations
[7.1.1] and [7.1.2]). Contrary to Patent Owner’s argument above, Third Party
Requester did not cite Maher to teach “finding information regarding the path that
the received packets traversed via packet-marking by routers along the path leading
to the host computer (Order, at 6), not to mention ‘said path comprising all routers
in said network via which said packets are routed to said computer’ as required by
claims 4, 10, and 16 of the 497 patent.” Statement, 9.

Second, the Request relies on Maher and Schuba for teaching the feature of
“classifying data packets received at said host computer into wanted data packets
and unwanted data packets by path,” as recitéd in limitation [7.3]-(corresponding to
limitations [4.1], [10.2], and [16.2]). For example, the Request showed how Maher
and Schuba teach classifying data packets received at a host computer into wanted

data packets and unwanted data packets. Request, 58; see id., 58-61 (Schuba teaches
12
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classifying data packets into wanted (“acceptable”) or unwanted (‘“unacceptable”)

data packets by partial path information (source address)), and 61-65 (Maher teaches
a quality of service processor that classified (qualifies) data based on the source and
destination of packets (i.e., the path).) Yet the Statement merely attacks Maher
individually without addressing how the combination of Maher and Schuba, with
Savage, renders the claims obvious. Statement, 8-10 (attackinghMaher individually).

Patent Owner repeats this error in Section D of the Statement, repeatedly
arguing that individual limitations are not disclosed by individual references.
Statement, 11-12. For instance, Patent Owner argues that the following limitations
are not individually disclosed by Savage, Maher, or Schuba in a piecemeal fashion,
despite the fact that Third Party Requester relied on the combination of Savage,
Maher, and Schuba to show that these limitations are obvious.

In the Statement, Patent Owner argues that Savage, Maher, and Schuba
individually do not disclose “classifying data packets received at a host computer
into wanted data packets and unwanted data packets.” Statement, 11-12. However,
Third Party Requester showed that the combined teachings of Maher and Schuba

render obvious the above-identified “classifying” limitation (i.e., limitation [7.2]).

13
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Request, 57-68 (limitation [7.2]).!

Further, Patent Owner argued that Savage individually does not disclose
“associating a maximum acceptable processing rate with each class of data packet
received at said computer.” Statement, 11. However, Third Party Requester showed
that Maher teaches the above-identified “associating” limitation (i.e., limitation
[7.3]). Request, 68-73 (limitation [7.3]).2 Patent Owner has not contested that
Maher teaches the “associating” limitation.

In addition, Patent Owner argued that Savage individually does not disclose
“using said information to allocate the processing rate available for unwanted data
packets to be less than or equal to said maximum acceptable processing rate.”
Statement, 11. However, Third Party Requester showed that Maher teaches the

above-identified “allocat[ing]” limitation (i.e., limitation 7.4]). Request, 73-76

'For corresponding limitations [13.2], [1.1], [10.2], [16.2], and [4.1], see Request,
106 (limitation [13.2]), 111-112 (limitation [1.1]), 132 (limitation [10.2]), 143-145
(limitation [16.2]), and 148 (limitation [4.1]).

2 For corresponding limitations [13.3], [1.2], [10.3], [16.3], and [4.2], see Request,
106-108 (limitation [13.3]), 112 (limitation [1.2]), 132-134 (limitation [10.3]), 145

(limitation [16.3]), and 149 (limitation [4.2]).

14
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(limitation [7.4]).> Patent Owner has not contested that Maher teaches the

“allocat[ing]” limitation.

Patent Owner’s allegation that Savage, Maher, and Schuba in combination do
not render obvious the challenged claims is thus based incorrectly on its flawed
arguments that Savage, Maher, or Schuba individually do not teach the above
limitations. For similar reasons as set forth in § III, supra, the Office should reject
Patent Owner’s erroneous attempt to show nonobviousness by attacking the
references individually.

V. CLAIM CONSTRUCTION

After Patent Owner filed its Statement, the U.S. District Court for the Western
District of Texas issued a Claim Construction Order (EX1046) iﬁ PacSec3, LLC v.
NETSCOUT Systems, Inc., No. 6:20-cv-00914. The district court found that several
means-plus-function limitations in claims 1, 4, 13, and 16 are indefinite because the
specification does not describe sufficient structure for performing the recited
functions. See EX1046, 9-12.

Third Party Requester respectfully submits that the Office may still determine

3 For corresponding limitations [13.4], [1.4], [10.4], [16.4], and [4.4], see Request,
108-109 (limitation [13.4]), 115-116 (limitation [1.4]), 134-135 (limitation [10.4]),

145-146 (limitation [16.4]), and 153 (limitation [4.4]).

15
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whether the challenged claims are unpatentable over Savage, Maher, and Schuba

independent of the district court’s claim construction order. See Samsung Elecs.
Am., Inc. v. Prisua Eng’g Corp., 948 F.3d 1342, 1355 (Fed. Cir. 2020) (finding that
even if the claims may be indefinite, “[i]t does not necessarily preclude the [Office]
from addressing the patentability of the claims on section 102 and 103 grounds.”).
Likewise, the district court’s claim construction order finding that claims 1, 4, 13,
and 16 are indefinite because the specification does not describe sufficient structure
for certain means-plus-function limitations does not preclude the Office from
addressing the patentability of claims 1, 4, 13, and 16 on section 103 grounds.

VI. UPDATE IN PARALLEL LITIGATION INVOLVING ’497 PATENT

After Patent Owner filed its Statement, the U.S. Court of Appeals for the
Federal Circuit issued an Order (EX1047) instructing the District Court for the
Western District of Texas in PacSec3, LLC v. NETSCQUT Systems, Inc., No. 6:20-
cv-00914, to transfer the case to the U.S. District Court for the Eastern District of
Michigan. At the time of filing this Reply, the District Court for the Western
District of Texas had not yet transferred the case to the U.S. District Court for the

Eastern District of Michigan.

16
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VII. LIST OF EXHIBITS

EX1001

U.S. Patent 7,523,497 by Donald N. Cohen (“’497 patent”)

EX1002

Prosecution History of U.S. Patent 7,523,497 (“°497 FH”)

EX1003

Declaration of Dr. Vijay Madisetti (“Madisetti”)

EX1004

Curriculum Vitae of Dr. Vijay Madisetti

EX1005

Stefan Savage et al., “Practical Network Support for IP Traceback,” ACM
SIGCOMM 2000: Proceedings of the Conference on Applications,
Technologies, Architectures, and Protocols for Computer Communication,
August 2000, pp. 295-306 (“Savage”)

EX1006

U.S. Patent 7,058,974 by Robert D. Maher, III (“Maher”)

EX1007

U.S. Patent 6,725,378 by Christoph L. Schuba et al. (“Schuba”)

EX1008

U.S. Patent 5,367,523 by Rong-Feng Chang et al. (“Chang”)

EX1009

Declaration of Mr. Scott Delman

EX1010

U.S. Patent Application Publication 2002/0032871 by Gerald R. Malan et al.
(“Malan”)

EX1011

U.S. Patent 7,062,782 by Robert J. Stone et al. (“Stone”)

EX1012

U.S. Patent 7,120,931 by David Cheriton (“Cheriton”)

EX1013

U.S. Patent 6,502,135 by Edmund C. Munger et al. (“Munger”)

EX1014

Plaintiff’s Opening Claim Construction Brief, PacSec3, LLC v. NetScout
Systems, Inc., No. 6:20-cv-00914 (W.D. Tex.) (filed April 12, 2021)
(Albright)

EX1015

Declaration of Dr. Stefan Savage

EX1016

Curriculum Vitae of Dr. Stefan Savage

EX1017

Program of ACM SIGCOMM 2000 Conference in Stockholm, Sweden,
August 28, 2000 to September 1, 2000, available at
http://conferences.sigcomm.org/sigcomm/2000/

EX1018

Internet Archive version (saved on August 20, 2000) of program of ACM
SIGCOMM 2000 Conference in Stockholm, Sweden, August 28, 2000 to
September 1, 2000, available at

https://web.archive.org/web/2000082023 1540/ ,
http://www.acm.org/sigcomm/sigcomm?2000/conf/techprog.htm

EX1019

Reserved
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EX1020 | Stefan Savage et al., “Practical Network Support for IP Traceback,”
presentation slides presented at ACM SIGCOMM 2000 Conference on
September 1, 2000

EX1021 | Excerpt of Computer Communication Review, ACM SIGCOMM, Proceedings
of ACM SIGCOMM 2000, Vol. 30, No. 4, Oct. 2000

EX1022 | “About the ACM Organization,” available at https://www.acm.org/about-
acm/about-the-acm-organization

EX1023 | “ACM SIGCOMM: Welcome,” available at http://www.sigcomm.org/

EX1024 | “SIGCOMM Conference,” available at http://sigcomm.org/events/sigcomm-
conference

EX1025 | Declaration of Dr. Sylvia Hall-Ellis

EX1026 | Curriculum Vitae of Dr. Sylvia Hall-Ellis

EX1027 | U.S. Patent 6,789,190 by Donald N. Cohen

EX1028 | Prosecution History of U.S. Patent 6,789,190

EX1029 | Reserved

EX1030 | Reserved

EX1031 | Reserved

EX1032 | Reserved

EX1033 | Reserved

EX1034 | Reserved

EX1035 | Reserved

EX1036 | K. Ramakrishnan et al., “A Proposal to add Explicit Congestion Notification
(ECN) to IP,” Network Working Group Request for Comments: 2481 (Jan.
1999), available at https://tools.ietf.org/html/rfc2481 (“RFC 2481”)

EX1037 | K. Nichols et al., “Definition of the Differentiated Services Field (DS Field) in
the IPv4 and IPv6 Headers,” Networking Working Group Request for
Comments: 2474 (Dec. 1998), available at https://tools.ietf.org/html/rfc2474
(“RFC 2474™)

EX1038 | S. Blake et al., “An Architecture for Differentiated Services,” Network
Working Group Request for Comments: 2475 (Dec. 1998), available at
https://tools.ietf.org/html/rfc2475 (“RFC 2475”)

EX1039 | Ion Stoica et al., “Providing Guaranteed Services Without Per Flow

Management,” ACM SIGCOMM Computer Communication Review, Vol. 29,
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No. 4, Oct. 1999, pp. 81-94 (“Stoica”)

EX1040

Excerpt of ACM SIGCOMM 2000 Conference: Applications, Technologies,
Architectures, and Protocols for Computer Communication, Stockholm,
Sweden, August 28, 2000 to September 1, 2000, obtained from University of
Cincinnati Library

EX1041

K. Park et al., “A Proactive Approach to Distributed DoS Attack Prevention
Using Route-Based Packet Filtering,” Department of Computer Sciences,
Purdue University, Dec. 3, 2000, available at
https://www.cerias.purdue.edu/assets/pdf/bibtex_archive/bibtex archive/2001-

40.pdf

EX1042

T. M. Gil, “Multops: a data structure for denial-of-service attack detection,”
Dissertation, Submitted to the Division of Mathematics and Computer
Sciences of Vrije Universitei (Amsterdam, Netherlands), Dec. 27, 2000,
available at https://thomer.com/mit/thesis.pdf

EX1043

P. Eronen, “Denial of service in public key protocols,” Helsinki University of
Technology, Telecommunications Software and Multimedia Laboratory,
2000, available at http://www.pasieronen.com/publications/netsec_2000.pdf

EX1044

“Internet Protocol — DARPA Internet Program Protocol Specification,” IETF
Network Working Group, Request for Comments: 791 (J. Postel ed., Sept.
1981), available at https://tools.ietf.org/html/rfc791 (“RFC 7917)

| EX1045

T. Socolofsky, “A TCP/IP Tutorial,” Network Working Group Request for
Comments 1180 (Jan. 1991), available at https://tools.ietf.org/html/rfc1180
(“RFC 1180™)

EX1046
(NEW)

Claim Construction Order, PacSec3, LLC v. NETSCOUT Systems, Inc., No.
6:20-cv-00914 (W.D. Tex. Sept. 9, 2021) (Albright)

EX1047
(NEW)

Order, In re NetScout Systems, Inc., Appeal No. 21-173, Dkt. No. 18 (Fed.
Cir. Oct. 13, 2021) (slip op.)
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VIII. CONCLUSION
For the reasons set forth above and in the Request, the Office should issue an
Office Action rejecting claims 1, 4, 7, 10, 13, and 16.
As identified in the attached Certificate of Service and in accordance with 37
CFR. §§ 1.33(c) and 1.510(b)(5), a copy of the present Reply, in its entirety, is
being served to the address of the attorney or agent of record.
Please direct all correspondence in this matter to the undersigned.
Respectfully submitted,
October 15, 2021 /Raghav Bajaj/
Raghav Bajaj

Counsel for Third Party Requester
Registration No. 66,630

CERTIFICATE OF TRANSMISSION
I hereby certify that this correspondence and any attachments are being deposited
with the U.S. Postal Service on October 15, 2021 as Priority Mail Express bearing
the label no. EE 258207684 US for submission with the U.S. Patent and Trademark
on October 15, 2021.

/Lydia Epps-Hilliard/
Lydia Epps-Hilliard
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IX. CERTIFICATE OF SERVICE

The undersigned certifies that copies of the following,

(1)  Third Party Requester’s Reply to Patent Owner’s Statement Under 37
C.F.R. §1.535; and

(2)  Exhibits EX1046 and EX1047
in their entirety were served via First Class Mail on:

Belasco, Jacobs & Townsley, PC
6701 Center Drive West

14th Floor

Los Angeles, CA 90045

the attorney of record for the assignee of U.S. Patent No. 7,523,497, in accordance
with 37 C.F.R. § 1.510(b)(5), on the 15th day of October 2021.

As a courtesy, the undersigned also certifies that copies of items (1) and (2) above
were also served in their entirety on:

William P. Ramey III

Ramey & Schwaller, LLP
5020 Montrose Blvd., Ste. 800
Houston, TX 77006

the attorney who signed the Patent Owner Statement in this reexamination
proceeding, on the 15th day of October 2021.

Dated: October 15, 2021 /Raghav Bajaj/
Raghav Bajaj
Counsel for Third Party Requester
Registration No. 57,456
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EX PARTE REEXAMINATION CONTROL NO. 90/014,746
U.S. Patent No. 7,523,497

EX1046

Claim Construction Order, PacSec3, LLC v. NETSCOUT Systems, Inc., No. 6:20-
cv-00914 (W.D. Tex. Sept. 9, 2021) (Albright)

Customer No.: 27683 Haynes and Boone, LLP - Attorneys
IP Section, 2323 Victory Avenue, Suite 700

Dallas, Texas 75219

Telephone [214) 651-5000

Fax [214] 200-0853
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Case 6:20-cv-00914-ADA Document 54 Filed 09/09/21 Page 1 of 12

IN THE UNITED STATES DISTRICT COURT
FOR THE WESTERN DISTRICT OF TEXAS

WACO DIVISION
PACSECS3, LLC, §
Plaintiff §
§ NO. 6:20-CV-00914
-y~ §
§
NETSCOUT SYSTEMS, INC,, §
Defendants §
§

CLAIM CONSTRUCTION ORDER

The Court held a Markman hearing on September 9, 2021. During that hearing, the Court

provided its final constructions. The Court now enters those claim constructions.

SIGNED this 9th day of September, 2021.

ALAN D ALBRIGHT
UNITED STATES DISTRICT JUDGE
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EX PARTE REEXAMINATION CONTROL NO. 90/014,746
U.S. Patent No. 7,523,497

EX1047

Order, In re NetScout Systems, Inc., Appeal No. 21-173, Dkt. No. 18 (Fed. Cir.
Oct. 13, 2021) (slip op.)

Customer No.: 27683 Haynes and Boone, LLP - Attorneys
IP Section, 2323 Victory Avenue, Suite 700

Dallas, Texas 75219

Telephone [214] 651-5000

Fax [214] 200-0853

Cloudflare, Inc.  Exhibit 1003  Page 221



Case: 21-173  Document: 18 Page: 1  Filed: 10/13/2021

NOTE: This order is nonprecedential.

Anited States Court of Appeals
for the Ifederal Circuit

In re: NETSCOUT SYSTEMS, INC.,
Petitioner

2021-173

On Petition for Writ of Mandamus to the United States
District Court for the Western District of Texas in No. 6:20-
cv-00914-ADA, Judge Alan D. Albright.

ON PETITION AND MOTION

Before LOURIE, BRYSON, and TARANTO, Circuit Judges.
PER CURIAM.
ORDER

NetScout Systems, Inc., petitions for a writ of manda-
mus directing the United States District Court for the
Western District of Texas to transfer this action to the
United States District Court for the Eastern District of
Michigan. PacSec3, LLC, opposes the petition and moves
for leave to file its response out of time. NetScout replies.
For the following reasons, we grant the petition.

Cloudflare, Inc.  Exhibit 1003

Page 222



Case: 21-173  Document: 18 Page: 2  Filed: 10/13/2021

2 IN RE: NETSCOUT SYSTEMS, INC.

I

On October 2, 2020, PacSec3 brought this patent in-
fringement action in the Waco Division of the Western Dis-
trict of Texas. PacSec3 filed the action shortly after
incorporating in Texas and acquiring the asserted patents,
which concern network firewalls. App. 120. PacSec3 does
not have an office or employee in the Western District of
Texas. Its only employee is located in the Southern District
of Texas, App. 112, 118.

In December 2020, NetScout moved to transfer this
case to the Eastern District of Michigan pursuant to 28
U.S.C. § 1404(a). NetScout noted that the accused prod-
ucts were designed and developed by its security division
in Ann Arbor, Michigan, where its core technical docu-
ments and source code are located. App. 40-42. NetScout
noted that engineers knowledgeable about the design, de-
velopment, and operation of the accused products, includ-
ing NetScout’s Vice President of Engineering, Scott
Dawson, work from Ann Arbor, Michigan. App. 41.
NetScout also identified two of its employees from its head-
quarters in Massachusetts who are knowledgeable about
NetScout’s relevant financial and marketing information.
Id. NetScout stated that none of the design or development
work on the accused products was conducted in its sole
Texas facility, which is located in the Eastern District of
Texas. Id. at 42.

In its response opposing the transfer motion, PacSec3
argued that judicial economy favored denying the motion.
In support of that argument, PacSec3 argued that it had
filed additional related lawsuits in the Western District of
Texas after the transfer motion was filed in this case.
Those cases alleged that different defendants had infringed
the same patents that are asserted in this case. See
PacSec3, LLC v. Juniper Networks, Inc., No. 6:21-cv-00387-
ADA (filed Apr. 21, 2021); PacSec3, LLC v. Cisco Sys., Inc.,
No. 6:21-cv-00388-ADA (filed Apr. 21, 2021); PacSec3, LLC

Cloudflare, Inc.
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Case: 21-173  Document: 18 Page: 3  Filed: 10/13/2021

IN RE: NETSCOUT SYSTEMS, INC. 3

v. Watchguard Techs., Inc., No. 6:21-cv-00633-ADA (filed
June 18, 2021)."

The district court denied NetScout’s motion to transfer
the case. At the outset, the court found that this action
could have been brought in the Eastern District of Michi-
gan. The district court then analyzed NetScout’s transfer
motion by applying the set of private-interest and public-
interest factors that the Fifth Circuit has directed courts to
use in making transfer decisions under section 1404(a).
See In re Volkswagen of Am., Inc., 545 F.3d 304 (5th Cir.
2008) (en banc) (“Volkswagen II”).

The district court took particular note of five of the fac-
tors that the Fifth Circuit has identified as bearing on
transfer: (1) the relative ease of access to sources of proof
between the forums; (2) the relative convenience of the two
forums for potential witnesses; (3) practical issues that
may make trial of a case easier, more expeditious, and less
expensive in one of the forums; (4) the administrative diffi-
culties flowing from court congestion; and (5) the local in-
terest in having disputes regarding activities occurring
principally within a particular district decided by a court
within that district.

As for the sources of proof, the district court recognized
that NetScout had attested to the fact that the great bulk
of its documentary evidence was located in the Eastern Dis-
trict of Michigan. However, the court found that NetScout
had failed to “specifically identify what documents are in
physical form and what documents are in clectronic form,”
and had failed to explain why documents in physical form
could not be made available electronically from NetScout’s
offices in the Eastern District of Texas. App. 115. For that

* The Cisco case was voluntarily dismissed with preju-
dice on June 23, 2021. App. 132.

Cloudflare, Inc.
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Case: 21-173  Document: 18 Page: 4  Filed: 10/13/2021

4 IN RE: NETSCOUT SYSTEMS, INC.

reason, the district court found that the sources-of-proof
factor favored neither venue.

With regard to the relative convenience of the two fo-
rums for potential witnesses, the court recognized that at
least one NetScout witness, Scott Dawson, resides in the
Eastern District of Michigan while no party identified any
prospective witnesses located in the Western District of
Texas. Nonetheless, the court concluded that the conven-
ience of the witnesses did not weigh in favor of either
venue. In particular, the court explained that in its view
“the convenience of party witnesses” is generally entitled
to “little weight.” Id. at 117 (internal quotation marks and
citation omitted). The court found that the non-party wit-
nesses who are in California would find either venue
equally convenient. Id. at 118.

With regard to the practical issues that bear on the con-
venience and cost of a trial, the district court took note of
the infringement cases that PacSec3 had filed in the West-
ern District of Texas asserting the same patents against
other defendants. Those cases were filed after NetScout
filed its motion to transfer. Id. at 119. Based on the fact
that the cases shared overlapping patents, the court pre-
sumed that all the cases would involve overlapping claim
construction, invalidity, prior art, conception, and reduc-
tion to practice issues. Id. Because keeping the case
against NetScout in the Western District of Texas would
allow one trial judge to oversee thosc issues in all of
PacSec3’s filed cases, the district court found that the in-
terests of judicial economy weighed strongly against trans-
ferring the case. Id.

The court recognized that the Eastern District of Mich-
igan had a greater local interest in this dispute because the
accused products resulted from research and development
that took place in that district. Moreover, the court noted
that PacSec3 was only recently formed and associated with
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Texas. Id. at 120. The district court concluded, however,
that the court congestion factor weighed strongly against
transfer because the court in the Western District of Texas
would be likely to reach trial more quickly than would a
court in the Eastern District of Michigan. Id. at 119-20.

The district court found that the remaining factors
were neutral. Taking into account the weight it assigned
to each of the factors, the district court concluded that
NetScout had failed to show that the Eastern District of
Michigan was a clearly more convenient forum for this lit-
igation. Accordingly, the district court denied the transfer
motion.

II

Our review of transfer rulings is governed by the law
of the regional circuit, which in this case is the Fifth Cir-
cuit. See In re T'S Tech USA Corp., 551 F.3d 1315, 1319
(Fed. Cir. 2008). Under Fifth Circuit law, the governing
principles are well settled. Section 1404(a) authorizes a
court to transfer a civil action “[f]or the convenience of par-
ties and witnesses, in the interest of justice[.]” Fifth Cir-
cuit law provides that a motion to transfer should be
granted if “the movant demonstrates that the transferee
venue is clearly more convenient.” In re Radmax, Ltd., 720
F.3d 285, 288 (5th Cir. 2013) (quoting Volkswagen II, 545
F.3d at 315) (internal quotation marks omitted).

A district court enjoys broad discrction in making a
transfer determination. See In re Vistaprint Ltd., 628 F.3d
1342, 1344 (Fed. Cir. 2010). We have explained, however,
that our deference does not exempt transfer determina-
tions from scrutiny on mandamus. In re Samsung Elecs.
Co., 2 F.4th 1371, 1379 (Fed. Cir. 2021). When a court’s
denial of a motion to transfer under section 1404(a) contra-
venes governing legal standards, we have issued manda-
mus to overturn the denial of transfer. See, e.g., In re Apple
Inc., 979 F.3d 1332 (Fed. Cir. 2020). Based on a close study
of the record in this case, we conclude that the court clearly
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abused its discretion in finding that NetScout failed to
make the requisite showing to call for transfer of this case
to the Eastern District of Michigan.

A

The district court’s determination that the Eastern
District of Michigan had a greater local interest in this case
than the Western District of Texas is amply supported. It
is undisputed that the events that form the basis for
PacSec3’s infringement contentions occurred in the East-
ern District of Michigan where the accused products were
developed. See Apple, 979 F.3d at 1345 (noting that this
factor “most notably regards . . . the ‘significant connections
between a particular venue and the events that gave rise to
a suit.” (quoting In re Acer Am. Corp., 626 F.3d 1252, 1256
(Fed. Cir. 2010)) (emphasis in Apple).

The district court also correctly determined that
PacSec3’s connections to Texas were recent and insubstan-
tial. The record shows that PacSec3 was formed just a
week before its acquisition of the asserted patents and less
than two months before filing this lawsuit. Moreover,
PacSec3 is based in the Southern District of Texas, not the
Western District of Texas. Its connections to the forum
plainly do not give the Western District of Texas any sig-
nificant local interest in resolving this litigation. See In re
Juniper Networks, Inc., No. 2021-160, 2021 WL 4343309,
at *5 (Fed. Cir. Sept. 24, 2021); In re Samsung Elecs. Co., 2
F.4th 1371, 1365 (Fed. Cir. 2021); In re Zimmer Holdings,
Inc., 609 F.3d 1378, 1381 (Fed. Cir. 2010) (party’s presence
in Texas “appears to be recent, ephemeral, and an artifact
of litigation.”).

B

The district court clearly erred in its assessment that
the convenience of the witnesses was a neutral factor in the
transfer analysis. The Fifth Circuit has stated that the
convenience of the witnesses is best served if the court can
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“minimize the time when [witnesses] are removed from
their regular work or home responsibilities.” In re
Volkswagen AG, 371 F.3d 201, 205 (5th Cir. 2004). That
task “gets increasingly difficult and complicated when the
travel time from [the witnesses’] home or work site to the
court facility is five or six hours one-way as opposed to 30
minutes or an hour.” Id.; see also In re Google LLC, No.
2021-170, 2021 WL 4427899, at *4 (Fed. Cir. Sept. 27,
2021) (“In light of the purpose underlying the rule, the in-
quiry should focus on the cost and inconvenience imposed
on the witnesses by requiring them to travel to a distant
forum and to be away from their homes and work for an
extended period of time.”).

Those principles are not, as the district court viewed
them, applicable only to non-party witnesses. As we have
held, the fact that witnesses are affiliated with a party
“does not negate the inconvenience and cost to those indi-
viduals to travel a significant distance to testify.” Google,
2021 WL 4427899, at *4; see also Samsung, 2 F.4th at 1379
(holding that a district court’s section 1404(a) analysis
“must consider” the convenience of “possible party wit-
nesses”); In re Hulu, LLC, No. 2021-142, 2021 WL 3278194,
at *5 (Fed. Cir. Aug. 2, 2021); In re Apple Inc., 818 F. App’x
1001, 1003 (Fed. Cir. 2020) (rejecting the view that the con-
venience of party witnesses is given “little weight”). We
have likewise rejected the categorical assumption, made by
the district court in this case, that defendants are likely to
call few, if any, of the proposed party witnesses who are
identified in support of a transfer motion. Juniper Net-
works, 2021 WL 4343309, at *4.

PacSec3 argues that its sole employee would be more
inconvenienced by having to travel to the Eastern District
of Michigan rather than to Waco, Texas. That witness,
however, does not live in the Western District of Texas and
would have to travel close to three hours to reach either
forum. App. 97. The district court did not attach weight to
the convenience of that witness. Id. at 118.
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The district court also rejected PacSec3’s argument
that the Western District of Texas would be more conven-
ient for three non-party witnesses in California, who are
roughly equidistant from both the transferor and trans-
feree forums. And with regard to PacSec3’s contention that
a number of NetScout’s customers are located in Texas, the
court ruled that PacSec3 had not established that any spe-
cific employees of those companies would be trial wit-
nesses. Id. at 117. Those determinations have not been
shown to be incorrect.

By contrast, NetScout explained that its engineers who
designed and worked on the accused products are located
in the Eastern District of Michigan. NetScout identified at
least one engineer by name, Mr. Dawson, who resides there
and who would likely be called as a witness. NetScout also
identified two employees who work from NetScout’s head-
quarters in Massachusetts and who have knowledge perti-
nent to the case. Those witnesses undisputedly would find
trial in the Eastern District of Michigan more convenient.
While PacSec3 contends that there are employees of
NetScout in Texas that are knowledgeable about the ac-
cused products, it does not identify those individuals, and
the district court did not find they have relevant infor-
mation.

Accordingly, NetScout has shown that the Eastern Dis-
trict of Michigan is clearly the more convenient venue for
the identified witnesses, and PacSec 3 has not shown that
the Western District of Texas is the more convenient venue
for any witnesses. The district court therefore erred in not
finding that the convenience of the witnesses favors trans-
fer. See Samsung, 2 F.4th at 1379.

C

The district court also erred in its assessment of the
sources of proof. That inquiry focuses on “the relative ac-
cess to sources of evidence in the two competing forums,”
Juniper Networks, 2021 WL 4343309, at *6. Yet here, no
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sources of proof are in located in the Western District of
Texas. By contrast, there is no dispute that significant doc-
uments and source code were created and are maintained
in the Eastern District of Michigan. While electronic stor-
age makes documents more widely accessible than was
true in the past, the fact that documents can often be ac-
cessed remotely does not render the sources-of-proof factor
irrelevant. See Volkswagen II, 545 F.3d at 316 (“That ac-
cess to some sources of proof presents a lesser inconven-
ience now than it might have absent recent developments
does not render this factor superfluous.”). The district
court thus erred in not weighing this factor at least slightly
in favor of transfer.

D

The district court also erred in weighing the practical
problems factor significantly against transfer. At the time
of the complaint and even at the time of NetScout’s transfer
motion in December 2020, there was no judicial economy
benefit to keeping this case in the Western District of
Texas. PacSec3 did not file the first of the other Texas ac-
tions relied on by the district court until April 2021. In
previous cases, we have rejected a district court’s reliance
on considerations of judicial economy arising after the fil-
ing of the lawsuit or the transfer motion as irrelevant to
the analysis. In re HP Inc., 826 F. App’x 899, 903 n.2 (Fed.
Cir. 2020); In re EMC Corp., 501 F. App’x 973, 976 (Fed.
Cir. 2018).

PacSec3 asks us to reject those cases as non-binding
and contends that giving significant weight to post-motion
events furthers the purposes of section 1404(a). We are not
persuaded. To the extent that post-motion events may ever
be considered in a section 1404(a) analysis, we must guard
against manipulative measures designed to defeat transfer
to a more convenient venue. See Van Dusen v. Barrack,
376 U.S. 612, 624 (1964); Samsung, 2 F.4th at 1378 (“We
have similarly rejected parties’ attempts to manipulate
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venue.”). PacSec3’s infringement action against NetScout
lacks any legitimate mooring to the Western District of
Texas. To allow PacSec3 to defeat transfer to a more con-
venient forum by assigning significant weight to PacSec3’s
other actions, filed after the transfer motion was filed in
this case, would invite venue manipulation.

Beyond that, while we recognize that judicial economy
can serve important ends in a transfer analysis, we have
rejected as a general proposition that the mere co-pendency
of infringement suits in a particular district automatically
tips the balance in the non-movant’s favor. See In re Google
Inc., No. 2017-107, 2017 WL 977038, at *2 (Fed. Cir. Feb.
23, 2017); see also Samsung, 2 F.4th at 1379-80 (conclud-
ing that the district court erred in allowing judicial econ-
omy concerns to outweigh convenience); EMC, 501 F. App’x
at 976. Here, PacSec3’s other actions in the Western Dis-
trict of Texas involve different defendants and different ac-
cused products. They are therefore likely to involve
significantly different discovery and evidence. Any judicial
economy considerations would be insufficient to outweigh
the clear benefits of transfer in light of the imbalance in
the parties’ respective presentations on the other private-
interest and public-interest factors.

E

Finally, we disagree with the district court that court
congestion analysis provides a basis for denying transfer.
The district court did not find an appreciable difference in
the degree of docket congestion between the two forums.
See Juniper Networks, 2021 WL 4343309, at *6. Nor did
the court point to any reason that a more rapid disposition
of this case that might be available in Texas is worthy of
important weight. Id. Instead, the court based its finding
as to the court congestion factor solely on the median time
to trial between the districts. We recject that rationale for
denying transfer.
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We have held that when other relevant factors weigh
in favor of transfer or are neutral, “then the speed of the
transferee district court should not alone outweigh all of
those other factors.” In re Genentech, Inc., 566 F.3d 1338,
1347 (Fed. Cir. 2009). And where, as here, the court has
relied only on median time-to-trial statistics to support its
conclusion, we have characterized this factor as the “most
speculative” of the factors bearing on the transfer decision.
Id. Speculation about what might happen with regard to
the speed of adjudication in a particular case is insufficient
to warrant denying transfer to a more convenient forum.

F

In sum, the center of gravity of this action lies in the
transferee district, and decidedly not in the Western Dis-
trict of Texas. Several of the most important factors bear-
ing on the transfer decision favor transferring the case, and
no factor favors retaining the case in the Western District
of Texas. In fact, there is nothing at all that ties this case
to the Western District of Texas: no witnesses reside there;
no evidence is present there; and none of the conduct giving
rise to this action took place there. The only apparent con-
nection between this case and the Western District of
Texas is that it appears that PacSec3 prefers to file its suits
there. That is not enough to overcome a transfer motion
directed to a district which is the home of evidence, wit-
nesses and the conduct giving rise to the action. We there-
fore grant NetScout’s petition seeking transfer of the case
to the Eastern District of Michigan.

Accordingly,
IT Is ORDERED THAT:

(1) PacSec3’s unopposed motion to file its corrected re-
sponse brief out of time is granted. ECF Nos. 14 and 15 are
accepted for filing.

(2) The petition for mandamus is granted. The district
court’s July 27, 2021, order is vacated, and it is directed to
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transfer this matter to the United States District Court for
the Eastern District of Michigan.

FOR THE COURT
October 13, 2021 /s/ Peter R. Marksteiner
Date Peter R. Marksteiner
Clerk of Court

s28
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I. INTRODUCTION

U.S. Patent No. 7,523,497 (“the ‘497 Patent”) is directed to a system to defend
against and resist packet flooding Distributed Denial of Service (DDoS) attacks for
a network having a plurality of host computers, routers, communication lines and
transmitted data packets, the system includes means for determining a path by which
data packets arrive at a host computer via packet marks provided by routers leading
to said host computer; said path comprising all routers in said network via which
said packets are routed to said computer; means for classifying data packets received
at said host computer into wanted data packets and unwanted data packets by path;
means for assigning a maximum acceptable processing rate to each class of data
packet; and means for allocating a processing rate equal to or less than said
maximum acceptable processing rate to said unwanted data packets.

Requester challenges the patentability of Claims 1,4, 7, 10, 13 and 16 of the

‘497 Patent based on three (3) different alleged prior art references as follows.

1. Stefan Savage et al., "Practical Network Support for IP Traceback," ACM
SIGCOMM 2000: Proceedings of the Conference on Applications, Technologies,
Architectures, and Protocols for Computer Communication, August 2000, pp. 295-
306 ("Savage");

2. U.S. Patent 6,725,378 ("Schuba"); and

3. U.S. Patent 7,058,974 ("Maher").
1
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The Request alleges four (4) different combinations of the prior art references

raise a substantial new question of patentability. In the Order Granting Request for

Ex Parte Reexamination mailed on June 17,2021, the Examiner concluded that only

three (3) alleged grounds raise a substantial new question of patentability, as shown

below:
Item References Claims SNQ
A Savage 1,4,7,10, 13 and 16 Yes
B Maher and Savage 4,10 and 16 Yes
C Mabher and Schuba 1,4,7,10,13 and 16 No
D Savage, Maher, and Schuba 1,4,7,10,13 and 16 Yes

I1. Claim Construction

During reexamination ordered under 35 U.S.C. 304, claims are given the

broadest reasonable interpretation consistent with the specification and limitations

in the specification are not read into the claims (/n re Yamamoto, 740 F.2d 1569

222 USPQ934 (Fed. Cir. 1984)). (Ex. 2001 at g17).
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Requester considered the plain and ordinary meaning of each term of the *497
Patent as it would have been understood by one skilled in the art (Req, at 20). Patent
Owner reserves all rights to raise claim construction arguments in district court and

in this proceeding. (Ex. 2001 at 418).

III. CLAIMS 1, 4, 7, 10, 13, AND 16 ARE PATENTABLE OVER THE
REFERENCES INCLUDED IN THE REQUEST
A. Challenged Claims 1, 4, 7, 10, 13 and 16 are Patentable Over Savage
(SNQ A)
Savage describes a technique for tracing anonymous packet flooding attacks
on the Internet back towards their source. (Ex. 1005 at Abstract). (Ex. 2001 at q19).

Fig. 1 of Savage is shown below.

A, A, A,
N
R‘E ..’: R% R?
“Ne,/
)
H
V

Figure I: Netweork as seen from the victim of an attack, V7,
Routers are represented by I;, and potential attackers by 4.
The dotied line represents a particular affack path hbetween an
attacker and the vielim.
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Ex. 1005 at Figure 1.

In order to determine the attack path and the associated attack origin for each
attacker, Savage provides a marking algorithm including two methods. The first
method (node append algorithm) is to append each node’s address to the end of the
packet as it travels through the network from attacker to victim, every packet
received by the victim arrives with a complete ordered list of the routers it
traversed-a built-in attack path (Ex. 1005 at 299).

The second method includes a node sampling algorithm and edge sampling
algorithm. As to node sampling algorithm, upon receiving a packet, each router
chooses to write its address in the node field with some probability p. After enough
packets have been sent, the victim will have received at least one sample for every
router in the attack path. Although it might seem impossible to reconstruct an
ordered path given only an unordered collection of node samples, it turns out that
with a sufficient number of trials, the order can be deduced from the relative number
of samples per node. (Ex. 1005 at 299).

Edge sampling algorithm is to explicitly encode edges in the attack path rather
than simply individual nodes. To do this, it is needed to reserve two static address-
sized fields, start and end, in each packet to represent the routers at each end of a
link, as well as an additional small field to represent the distance of an edge sample

from the victim. (Ex. 1005 at 299). The victim uses the edges sampled in these
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packets to create a graph (much as in Figure 1) leading back to the source, or sources,
of attack. (Ex. 1005 at 300).

Savage teaches inserting a mark in each packet as it traverses each router in
transit. The collection of marks represents the “path’ taken by the packet to the end
point. If the packet is part of an attack, the path becomes the “attack path”. Savage
does not describe how one would distinguish attack packets from non-attack packets,
which the ‘497 Patent does teach. However, Savage does teach that the packet mark
made by routers be used for the purpose of identifying the path FOR TRACEBACK
after a packet flood attack 1s detected by some means not addressed in Savage. (Ex.
1005 at 297) Most important, Savage does not teach how the packet marks and path
denoted by the marks can be used TO DEFEND AGAINST OR RESIST packet
flood attacks. It must be noted that packet marking by routers is older than Savage.
(Ex. 1005 at 297). (Ex. 2001 at 920).

Unlike Savage, the ‘497 Patent discloses how packet flood attacks can be
detected. Claim 1 discloses “means for classifying data packets received at a host
computer into wanted data packets and unwanted data packets;”. In addition, the
‘497 Patent also discloses how marks denoting path can be used to defend actively
against packet flood attacks. Claim 1 discloses “means for associating a maximum
acceptable processing rate with each class of data packet received at said computer;”

and “means in said computer for using said information to allocate the processing
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rate available for unwanted data packets to be less than or equal to said maximum
accept able processing rate.” Savage does not disclose anything related to detection
of or defenses against DDoS Attacks. (Ex. 2001 at §21).

The ‘497 Patent states “The defense is distributed among cooperating sites
and routers. A set of transitively connected cooperating machines is called a
‘cooperating neighborhood.” The quality of the defense is related to the size of the
cooperating neighborhood, a larger neighborhood providing better defense. Within
the neighborhood it is possible to trace the forwarding path of packets.” (Ex.
1001 at col. 2, lines 30-36). These are not disclosed by Savage. (Ex. 2001 at §22).

Savage describes a traceback technique using packet marks to encode path.
Savage teaches “PROBABILISTIC” packet marking whereby the routers attack
packet marks 70 A SELECT SAMPLE of the packets traversing the router.
Therefore, the packets that are used in a flood attack MAY NOT HAVE THE
DESIRED PATH DATA when they arrive at the victim site. Savage teaches no way
to handle this problem. the ‘497 Patent teaches packet marks that are supplied by
cooperating routers unconditionally, with no probabilistic variation. As a result,
ALL attack packets will invariably have the PATH DATA if they traversed the
cooperating routers that mark the packets. (Ex. 2001 at §23).

In addition, the probabilistic variability of Savage makes it impossible to

implement an effective defense using the kind of packet marks advocated therein.
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Savage i1s concerned with using the path information in the detected attack packets
to TRACEBACK to the true source address of the attack. This is useful for forensics
after an attack, but Savage does not propose the method as a defense, nor can the
method disclosed in Savage be used for defense because of its probabilistic nature.
(Ex. 2001 at 924).

The ‘497 Patent teaches how path information can be utilized by the host
computer endpoint to classify packets, and to allocate “fair service” to every path
through which traffic is being forwarded to the enterprise. This part of the invention
DEFENDS the enterprise network against packet flood DDoS attacks. In Savage, it
1s not known which packets are unwanted and wanted. Therefore, the processing rate

cannot be allocated to be less for unwanted packets. There is no_counterpart in

Savage that addresses defending the victim. (Ex. 2001 at 925).

Further, since Savage is exclusively a traceback method, it does not disclose
any method to detect when an attack may be taking place or how to defend against
it. Savage does not disclose the limitation “classifying data packets received at a
host computer into wanted data packets and unwanted data packets by path™ as
required by claims 7, 10, 13, and 16 of the ‘497 Patent. Savage does not disclose
“associating a maximum acceptable processing rate with each class of data packet
received at said compute™ as required by claims 1 and 7 of the ‘497 Patent. Savage
does not disclose “using said information to allocate the processing rate available

7
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for unwanted data packets to be less than or equal to said maximum acceptable
processing rate” as required by claims 1, 4, 7, 10, 13, and 16. of the ‘497 Patent.
Requester admits that Savage does not expressly disclose what preventive measures
are performed in the network on unwanted packets when a packet flooding attack
has occurred. Req. at 44. Savage is directed to the hope of stopping a packet flooding
attack simply by "tracing attacks back towards their origin-ideally stopping an
attacker at the source." (Req. 44-45). At most, Savage stops an attacker basing on
the source of the attacker, not on the path. If the attack originates in jurisdictions
where attackers do not care about being detected, Savage provides no defense. The
cited elements of the ‘497 Patent (classification of packets into wanted / unwanted,
classification by path, assigning rate limits by class, and enforcing the rate limits)
are specific to detecting when an attack is ongoing and defending against it actively

whether attackers elect to cooperate with the victims or not. (Ex. 2001 at 926).

Therefore, as a traceback method (and not an active defense method) for
packet flood attacks, Savage does not disclose, anticipate, or render claims 1, 4, 7,

10, 13 and 16 of the ‘497 Patent obvious. (Ex. 2001 at §27).

B. Challenged Claims 4, 10, and 16 are Patentable over Maher and
Savage(SNQ B)
As set forth above, Savage does not disclose the limitation “classifying data

packets received at a host computer into wanted data packets and unwanted data
8
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packets by path™, “associating a maximum acceptable processing rate with each class
of data packet received at said compute”, and “using said information to allocate the
processing rate available for unwanted data packets to be less than or equal to said
maximum acceptable processing rate” as required by claims 4, 10, and 16 of the ‘497

Patent. (Ex. 2001 at 728).

Maher is directed to “a method and apparatus for preventing denial of service
type attacks on data networks™ (Ex. 1006 at Abstract), the apparatus includes a traffic
flow scanning engine 140 and a quality of service processor (Ex. 1006 at 3:6-9, 6:11-
21, 7:27-41). Maher does not disclose finding information regarding the path that
the received packets traversed via packet-marking by routers along the path leading
to the host computer (Order at 6), not to mention “said path comprising all routers
in said network via which said packets are routed to said computer” as required by

claims 4, 10, and 16 of the ‘497 Patent. (Ex. 2001 at 929).

Further, Maher does not classify data packets received at a host computer into
wanted data packets and unwanted data packets by path. (Ex. 2001 at §30). Maher
states “Network apparatus 100 can act to qualify traffic flows by scanning the
contents of the packets and verifying that the contents contain valid network traffic
between known sources and destinations. Traffic flows that have not been verified
because they are from unknown sources or because they are new unclassified

flows can be assigned to a low quality of service queue until the sources are
9
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verified or the traffic flow classified as valid traffic. Since most DoS attacks send
new session information, data from spoofed sources, or meaningless data, network
apparatus 100 would assign those traffic flows to low quality traffic queues.” (Ex.

1006 at 7: 56-67).

Requester states that “the scanning and analysis of the source and destination
addresses in packets constitutes an analysis of the path between the source and
destination of the packets (Ex, 1003at 496) (Req. 39). This statement 1s groundless
as the contents of the packets do not include information about the path in spite of
the contents of the packets comprising the information about sources and
destinations. Otherwise, Savage will not find the path of the packets at great cost.
Maher does not classify data packets based on path. Thus, Maher does not disclose
“classifying data packets received at a host computer into wanted data packets and
unwanted data packets by path” as required by claims 4, 10, and 16 of the ‘497

Patent. (Ex. 2001 at 730).

Therefore, Maher and Savage alone or in combination do not render claims 4,

10, and 16 of the ‘497 Patent obvious. (Ex. 2001 at §31).

C. Challenged Claims 1, 4, 7, 10, 13 and 16 are Patentable over Maher and

Schuba (SNQ C)

10
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Patent Owner agrees with the Order that the Request for Reexamination does
not establish that the combination of the Maher and Schuba raise a bona fide
substantial new question of patentability for claims 1, 4, 7, 10, 13, and 16, because
neither Maher nor Schuba are packet flood detection and mitigation solutions.
(Order, at 5-6). As such, Maher and Schuba do not disclose finding information
regarding the path received packets traversed via packet-marking by routers along
the path leading to the host computer, in which the path comprises all routers in the
network (Order, at 5-6). (Ex. 2001 at §32).

D. Challenged Claims 1, 4, 7, 10, 13 and 16 are Patentable Over Savage,
Maher, and Schuba (SNQ D).

As depicted above, Savage does not disclose the limitation “classifying data
packets received at a host computer into wanted data packets and unwanted data
packets by path™ as required by claims 7, 10, 13, and 16 of the ‘497 Patent. Savage
does not disclose “associating a maximum acceptable processing rate with each class
of data packet received at said compute™ as required by claims 1 and 7 of the ‘497
Patent. Savage does not disclose “using said information to allocate the processing
rate available for unwanted data packets to be less than or equal to said maximum
acceptable processing rate” as required by claims 1,4, 7, 10, 13, and 16. of the ‘497

Patent. (Ex. 2001 at 33).

11
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As also depicted above, Maher does not disclose “classifying data packets
received at a host computer into wanted data packets and unwanted data packets by

path”. (Ex. 2001 at 934).

Schuba classifies data packets received at a host computer into wanted data
packets and unwanted data packets by source of the packets not by path. Requester
states “Schuba discloses that messages transmitted to a network are classified as
being acceptable, unacceptable, or suspect type, based on the source address of the
packets. Ex. 1007 at, Abstract, 2:1-5, 2: 22-26, 3: 8-13. Schuba thus teaches that
incoming packets are classified into one of three states (acceptable, unacceptable, or

suspect) based on the incoming packets' source address.” (Req. at 40). (Ex. 2001 at

1.35).

Savage, Maher, and Schuba, alone or in combination, do not teach at least
“classifying data packets received at a host computer into wanted data packets and

unwanted data packets by path”. (Ex. 2001 at §36).

Therefore, Savage, Maher and Schuba do not render claims 1, 4, 7, 10, 13,

and 16 of the ‘497 Patent obvious. (Ex. 2001 at §37).

12
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IV. LIST OF EXHIBITS

Exhibit No. Document
2001 Declaration of Swamy Narayanaswamy with Ex. A
Curriculum Vitae

V. CONCLUSION

Therefore, the Examiner should find all Challenged Claims are patentable
over the prior art cited in the Request for Reexamination and conclude this
Reexamination proceeding.

Ramey & Schwaller, LLP Respectfully submitted,
5020 Montrose Blvd., Ste. 800 /William P. Ramey II1/
Houston, Texas 77006 William P. Ramey, I1I
(713) 426-3923 (telephone) Reg. No.: 44,295
Attorney for Applicant
13
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CERTIFICATE OF SERVICE

The undersigned certifies that copies of the following,
1) Patent Owner Statement Pursuant to 37 C.F.R.§ 1.530;

2) Exhibit 2001 - Declaration of Swamy Narayanaswamy with Ex. A
Curriculum Vitae

in their entirety were served on:
Raghav Bajaj
Haynes and Boone, LLP
IP Section
2323 Victory Avenue, Suite 700

Dallas, TX 75219
raghav.bajaj@haynesboone.com

the attorney of record, in accordance with 37 C.F.R. § 1.510(b)(5), on the 17" day

of August 2021.

Dated: August 17, 2021 William P. Ramey, 11
Registration No.: 44,295

14
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Curriculum Vitae

(323) 336-3006 Dr. Swamy Narayanaswamy swamy@calglogic.com
Linkedln: hiips:/Swww linkedinconm/in/knaravanaswamy

Software Development Skill Suite:

S Modeling and Methods: UML, Rapid Application Development, Agile development, DevOps

& (Cloud, Micro-services and Containers: Docker, Kubernetes, and scalable cloud delivery of solutions

S Machine/Deep Learning, Data Science: Scikit-Learn, PyTorch, TensorFlow, Keras, Anaconda, Jupyter;
S Application Languages: Python, R, Java, C++, C#, Common Lisp;

%

Platforms: Jupyter, Eclipse, NetBeans IDE, Web2Py, and .NET framework

Professional Interests:

Applying machine / deep learning & data science to build technologies that improve business outcomes;
Experienced in the practical pitfalls/problems of deploying data-driven solutions into real businesses;
Master developer in the platforms listed, with wide experience from soup to nuts in software creation;
Proven architect and leader, with experience managing technical teams to deliver results effectively;
Teaching courses / mentoring developers in my areas of expertise (machine learning, data science, Al)

ANANENENEN

Professional Experience:
2017- Present Chief Technology Officer and co-founder, CalQLogic. ,

= Spear-heading the company’s emergence in the real-time analytics marketplace. The platform
leverages advanced methods to support D-I-Y analytics over disparate data sources over the

Internet and Intranet. The product targets pharma, 10T, supply chain, and other markets.

Developing / Managing Data Analytics / Machine Learning Consulting projects for clients:

v' Prototyped machine learning solutions for a healthcare startup focused on special needs children.
Used Python and Scikit-Learn to build a solution with automatic document OCR, content
classification, and extraction of critical data.

v" Working with a medical device startup (using Python / TensorFlow) on its backend deep learning
strategy to improve automated diagnostics using machine learning algorithms and models as
needed by their executives.

v' Assisting a literature monitoring company in leveraging machine learning to detect deep structure
within technical papers in different domains. Leveraging various supervised learning models; and
Deep Learning neural networks. Utilized Python/Scitkit Learn

1995 - 2017 Chief Technology Officer and co-founder, Cs3 Inc. ,

Spear-heading the company’s technology direction and development of product suite.

Principal Investigator for several R&D projects leading to new products:
“Detection and Containment of Computer Epidemics through Correlation of
Communication Anomalies” Department of Homeland Security (2004 — present)
“Attack Attribution Techniques for Heterogeneous, Non-Cooperative Infrastructure”
Advanced Research and Development Activity (2003 - present)
“An Event Monitoring Framework for Automatic Network Diagnosis for Defense”
Defense Advanced Research Projects Agency (1999-2002)
“Software Evolution Through Automatic Monitoring” DARPA (1996-1999)
“Automatic Monitoring of Software Requirements” NSF, (1996-1997)

e Led Product development for Sonario (a HR Talent management solution) for a client Iscomp
Systems / Levinson Institute, that is now in production at corporations;

e Spearheaded Cs3’s flagship DDoS defense products under the brand name ManaNet.
Conceptualized the products and managed the development of these breakthrough
technologies. Presented the technology at multiple venues. Guided the acquisition of 4 US
Patents in cybersecurity / DDoS defense;
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1985 - 1995 Computer Scientist, USC/Information Sciences Institute,
Co-developer/maintainer of domain modeling environment to apply Al methods to software
Development in developing rapid prototypes of software using formal specifications;
Providing automated support for evolution of software using Artificial Intelligence methodes;
Author of about 20 research publications in conferences and journals

2004 — Present Adjunct Professor at Loyola Marymount University / USC / UCLA Extension
Developed and taught Al / Machine Learning courses for grads/undergrads. Taught the capstone Al
course offerings for over 5 years at USC. Developed several advanced curricula in OO programming,

Education:

1980 - 1985 University of Southern California, Los Angeles, CA.
PhD, Computer Science. (May 1985);

1978 - 1980 University of Nebraska-Lincoln, NE
Master of Science, Computer Science.

1973 - 1978 Indian Institute of Technology, Madras, India

Bachelor of Technology, Electronics.

Professional Activities:

Speaker and Panelist:
e Multiple appearances in various industry panels and workshops particularly as it relates to cybersecurity,
data analytics and business applications of machine learning, 10T, etc. (e.g., Digital Growth Summit). |
have contributed to multiple books on my areas within my core competencies.

Program Committees:
e International Symp. on Object Technologies for Advanced Software, Kanazawa, Japan, January, 1996.
e 9th International Software Process Workshop, Airlie, Virginia, October, 1994.
e 1% Int’l Workshop on Process-Centered Software Environments, Boulder, Colorado, October 1993.

Organizer:
e OOPSLA Workshop on Are CASE Frameworks ready for Prime-Time? Austin, Texas, October 1995.

Reviewer:
Reviewed several technical articles for
¢ International Conference on Software Engineering.
e International Conference on the Software Process.
e |EEE Transactions on Software Engineering.
e |EEE Transactions on Software Engineering and Methodology.
e Journal of Systems and Software, IEEE Transactions on Knowledge Engineering

Awards and Honors:

e Co-author of 8 US Patents in cooperation with the rest of my technology team;

o Led Cs3 to several key R&D contracts in national competitions against much larger corporate juggernauts;

e Governor’s Gold Medal, Graduating Class of 1978. Indian Institute of Technology, Madras (One of the 5
elite technology schools in India)

Professional Affiliations:
e Member of ACM and IEEE.

Ex..2001A-2

Cloudflare, Inc.  Exhibit 1003  Page 252



Publications:

1. Using First Order Logic to Query Heterogeneous Internet Data Sources, Soft Computing and Software Engineering
Conference, March 2015, Berkeley, CA. (Selected Best Paper at the Conference),
hitps/Awww. seiencedivect.oony/scisnce/aticle/mi/SIRTTHE091 3025661

2. Key Concepts to Support Creation of Powerful IOT Apps, Invited Paper, CIO Review Magazine, December 2014,
bitpmagazing sloreview cony/Becember- 20 4/0 T/

3. Attack Attribution in Non-Cooperative Networks, IEEE Conference on Information Assurance, August, 2004

4. Defending Government Networks Against Distributed Denial of Service Attacks, with Donald Cohen, Cs3 Inc White
Paper, htip/fwww gs3-inc.com/guveromeni-ddos-threat-and-solations pdf.

5. Changes to IP to Eliminate Source Forgery, with Donald Cohen, Cs3 White Paper, htip://www.cs3-ine.comysf PDE.

6. A Fair Service Approach to Defending Against Packet Flooding Attacks on the Internet, with Donald Cohen, Cs3 White
Paper, hitp:/iwww.es3-ing com/ddos PRF.

7. Relations as Abstraction for C ++ Programming, with Neil Goldman and Donald Cohen Object-Oriented Programming
Systems & Languages (OOPSLA 95).

8.  CSCW 94 Workshop to Explore Relationships between Research in Computer Supported Cooperative Work & Software
Process — Workshop Report, with Balachander Krishnamurthy, ACM Software Engineering Notes, April 1995.

9. Process Formalism/Tools/Architecture — Implications for Humans, (Session Summary), Proceedings of the
International Software Process Workshop (ISPW 9), October 1994.

10. Adding Performance Information to ADT Interfaces: Why and How, with Neil Goldman and Donald Cohen, SIGPLAN
Workshop on Interface Definition Languages, Portland, Oregon, January 1994.

11. Interactive Elaborations of Generic Designs, with Lewis Johnson and Robert Balzer, Proceedings of the Knowledge-
Based Software Engineering, December, 1993.

12. Mechanism for Generic Process Support, with Robert Balzer, Proceedings of the First ACM Symposium on the
Foundations of Software Engineering, December, 1993.

13. PSEE Architectures: ISPWS8 Session Summary, with Maria Penedo, Proceedings of the 8th International Software
Process Workshop, March, 1993.

14. Just What is a Process-Sensitive Software Engineering Environment?, Proceedings of the Workshop on Process-
Sensitive Software Engineering Environments, September, 1992.

15. Lazy Consistency: A Basis for Cooperative Sofiware Development, with Neil Goldman, Proceedings of the Computer
Supported Cooperative Work Conference, November, 1992.

16. Software Evolution Based on Iterative Prototyping, with Neil Goldman, Proceedings of the 14th International
Conference on Software Engineering, May, 1992.

17. Team Coordination: Information Sharing + Policies, with Neil Goldman, Proceedings of the 7th International Software
Process Workshop, 1991.

18. A Flexible Framework to Support Cooperative Distributed Software Development, with Neil Goldman, Journal of
Systems and Software, October, 1991.

19. A4 Logical Framework to Support Cooperative Sofiware Development, with Donald Cohen, Proceedings of the 6th
International Software Process Workshop, 1990.

20. A Text-Based Representation for Program Variants, Proceedings of the Second International Workshop on Software
Configuration Management, 1989.

21. Static-Analysis Based Program Evolution Support in the Common Lisp Framework, Proceedings of the 10th
International Conference on Software Engineering, April, 1988.

22. An Incremental Mechanism for Schema Evolution in Engineering Domains, with K. V. Bapa Rao, Proceedings of the
International Conference on Data Engineering, February 1988.

23. Version Control in the Common Lisp Framework, Proceedings of First International Workshop on Software Version and
Configuration Control, 1988.

24. Static Analysis: An Aid to Program Maintenance and Development, Hawaii International Conference on System
Sciences, January, 1988.

25. Maintaining Configurations of Evolving Systems, with Walt Scacchi, IEEE Transactions on Software Engineering, SE-
13, No. 3, 1987.

26. A Database Foundation to Support Software System Evolution, With Walt Scacchi, Journal of Systems and Software,
May, 1987.

27. An Environment for the Development and Maintenance of Large Software Systems, SOFTFAIR 11, Second Conference
on Software Development Tools, Techniques, and Alternatives, December, 1985.

28. An Approach to Information Management for CAD/VLSI Applications, with Dennis Mcleod and K.V. Bapa Rao,
Proceedings of the ACM SIGMOD, 1983.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent of: Donald N. Cohen Group Art Unit: 3992

Appl. No.: 10/841,064 Examiner: Larose, Colin M

Filed: May 7, 2004 Confirmation No: 9957

U.S. Patent No. 7,523,497 Atty. Dkt No.: 20227 0009 REEX00

Issue Date: Apnid 21, 2009
Reexamination Control No.
90/014,746

Title: PACKET FLOODING DEFENSE
SYSTEM

Mail Stop “Ex Parte Reexam” - — — -
. ontread TF s eagvs e rad Tni 1 hereby certify that this paper {(along with any paper referred to as
Atin: Central Reexamination Unit betng attached or enclosed) is being transmitied today via the Office

CO‘EHIHiSSﬁOI}@F f()r Patents ¢lectronic filing sysiem (EFS-Web) in accordance with 37 CFR
P.O. Box 1450 §L8.

‘ ) 2313-14 Date; SUEUSE S, 204 Sipnatmre;  Liberesa M. Evenbly/
Alexandria, VA 22313-145 Date: ABSUSLIT 2021 gionpne /Theresa M. Bvenbly/

DECLARATION OF SWAMY NARAYANASWAMY

I, Swamy Narayanaswamy, do hereby declare as follows:
L INTRODUCTION
1. 1 have been retained as an expert on behalf of PacSec 3 LLC (“Patent

Owner” or “PacSec3”) in this reexamination proceeding of U.S. Patent No.
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7,523,497 (“the "497 Patent”). | understand this proceeding was mitiated by
Requester Unified Patents, LLC (“Requester” or “Unified Patents”).
2. { have set forth my professional qualifications and relevant experience n

Section 11 of this Declaration, and a copy of my curriculum vitae 1s available at

Attachment A,
3 I have been asked to provide my expert opintons regarding the vahdity

or mvalidity of claims 1, 4, 7, 10, 13, and 16 of the 497 Patent.
4, Tunderstand that Requester has asserted invalidity based on the following

references: (Request for Ex Parte Reexamination at 20-21).

Savage et al, tical Ne < Support for IP Traceback,’
SIGCOMM "00: Proceedings of the Conference on
Applications, Technologies, Architectures, and Protocols for
Computer Communication, August 2000, pp. 295-306

(“Savage”)

U.S. Patent No. 7,058,974 to Maher ef ¢f. (“"Maher™) 1606

U.5. Patent No. 6,725,378 to Schuba ef a/. (Schuba) 1007

5. In particular, I understand that Requester has asserted the following

Substantial New Questions of Patentability (SNQs) based on these references:

{Order at 4).
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A |1,4,7,10, 13, and 16 Savage Yes
B 4, 10, and 16 Maher and Savage Yes
C  1,4,7.10, 13, and 16 Maher and Schuba No

D 1,47, 16,13, and 16 Savage, Maher, and Schuba  [Yes

6. As set forth i this Declaration, I do not agree that the identified references
or combinations of references anticipate or render unpatentable the challenged
claims of the ‘497 Patent.

7. in forming the opinions | express in this Declaration, [ have considered,
among other things, the materials cited or discussed in this Declaration, the *497
Patent, the corresponding file history, Unified Patent’s Request for Reexamination,
Madisetti’s Declaration, the references and exhibits on which Requester and
Madisetti rely, and the Order Granting Reexamination of U.S. Patent 7,523 497.
Additionally, [ have relied on my own knowledge, training, and more than 53 years
of experience in analyzing electronics and software. I am a co-author of 8 UJ.S.
Patents.

8. { am being compensated for my time in connection with this Request at my
standard consulting rate, and my compensation s not affected by the outcome of
this matter.

A, Background and Qualifications

Ex. 2001-3

Cloudflare, Inc.  Exhibit 1003  Page 256



9. 1 am currently the Chief Technology Officer and co-founder of CalQLogic.
10, Irecetved a Ph.D. in Computer Science from the University of Southern
Califormia in 1985; a Master of Science i Computer Science from the Umiversity
of Nebraska-Lincoln 1 1980, and a Bachelor of Technology i Electronics from
the Indian Institute of Technology in 1978,

1. From 2017-Present, I served as the Chief Technology Officer and co-
founder of CalQLogic. From 2004-Present, [ have served as an adjunct professor
at Loyola Marymount University, USC, and UCLA Extension. From 1995-2017, 1
serve as the Chief Technology Officer and co-founder of Cs3 Inc. From 1985~
1995, I serve as a computer scientist at the USC/Information Sciences Institute.
12. 1 have more than 53 years of experience in analyzing electronics and
software.

13, Thave been a speaker and panelist at various industry panels and workshops,
particularly as it relates to cybersecurity and data analytics.

14, 1am aco-author of 8 U.S. Patents.

15.  Additional details regarding my background and qualifications are set forth
in my curriculum vitae in Attachment A,

16, U.S. Patent No. 7,523,497 (*the ‘497 Patent”) is directed to a system to
defend agamst and resist packet flooding Distributed Denial of Service (DDoS)

attacks for a network having a plurality of host computers, routers, communication
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lines and transmutted data packets, the system includes means for determining a
path by which data packets arrive at a host computer via packet marks provided by
routers leading to said host computer; said path comprising all routers in said
network via which satd packets are routed to said computer; means for classifying
data packets received at said host computer into wanted data packets and unwanted
data packets by path; means for assigning a maximum acceptable processing rate
to each class of data packet; and means for allocating a processing rate equal to or
less than said maximum acceptable processing rate to said unwanted data packets.

. Claim Construction

17, During reexamination ordered under 35 U.5.C. 304, claims are given the
broadest reasonable wterpretation consistent with the specification and limitations
in the specification are not read mto the claims (/n re Yamamoto, 740 F 2d 1569,
222 USPQ934 (Fed. Cir. 1984)).

18 Requester considered the plain and ordinary meaning of each term of the
497 Patent as 1t would have been understood by one skilled in the art (Req, at 20).
Patent Owner reserves all rights to raise claim construction arguments in district
court and 1 this proceeding.

HE. CLAIMS 1, 4, 7, 10, 13, AND 16 ARE PATENTABLE OVER THE

REFERENCES INCLUDED IN THE REQUEST
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B. Challenged Claims 1, 4, 7, 18, 13 and 16 are Patentable Over Savage
(SNQ A)
19.  Savage describes a technigque for tracing anonymous packet flooding attacks
on the Internet back towards their source. (Ex. 1005 at Abstract). Fig. | of Savage

is shown below.
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Figure 1: Network as seen from the vietim of an attack, V.

Routers are represented by fi;, and potential aftackers by A,.

The dotted line represents a particular aftack path between an

attacker and the victim.
Ex. 1005 at Figure 1.
20, Savage teaches mserting a mark 1 cach packet as it traverses each router in
transit. The collection of marks represents the “path™ taken by the packet to the

end point. If the packet 1s part of an attack, the path becomes the “attack path”.

Savage does not describe how one would distinguish attack packets from non-
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attack packets, which the “497 Patent does teach. However, Savage does teach that
the packet mark made by routers be used for the purpose of identifying the path
FOR TRACEBACK after a packet flood attack is detected by some means not
addressed in Savage. (Ex. 1005 at 297) Most important, Savage does not teach how
the packet marks and path denoted by the marks can be used TO DEFEND
AGAINST OR RESIST packet flood attacks. It must be noted that packet marking
by routers 1s older than Savage. (Ex. 1005 at 297).

21, Unlike Savage, the “497 Patent discloses how packet floed attacks can be
detected. Claim 1 discloses “means for classifying data packets received at a host
computer into wanted data packets and unwanted data packets;”. In addition, the
‘497 Patent also discloses how marks denoting path can be used to defend actively
against packet flood attacks. Claim 1 discloses “means for associating a maximum
acceptable processing rate with each class of data packet received at said
computer;” and “means in said computer for using said mformation to allocate the
processing rate available for unwanted data packets to be less than or equal to said
maximum accept able processing rate.” Savage does not disclose anything related
to detection of or defenses against DDoS Attacks.

22, The ‘497 Patent states “The defense 1s distributed among cooperating sites
and routers. A set of transitively connected cooperating machines 1s called a

‘cooperating neighborhood.” The quality of the defense 1s related to the size of the
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cooperating neighborhood, a larger neighborhood providing better defense. Within
the neighborhood it is possible to trace the forwarding path of packets.” (Ex. 1001
at col. 2, lines 30-36). These are not disclosed by Savage.

23, Savage describes a traceback technigue using packet marks to encode path.
Savage teaches “PROBABILISTIC” packet marking whereby the routers attack
packet marks TO A SELECT SAMPLE of the packets traversing the router
Therefore, the packets that are used in a flood attack MAY NOT HAVE THE
DESIRED PATH DATA when they arrive at the victim site. Savage teaches no
way to handle this problem. the ‘497 Patent teaches packet marks that are supphed
by cooperating routers unconditionally, with no probabilistic variation. As a result,
ALL attack packets will invariably have the PATH DATA if they traversed the
cooperating routers that mark the packets.

24.  In addition, the probabilistic variability of Savage makes it impossible to
implement an effective defense using the kind of packet marks advocated therein.
Savage is concerned with using the path mformation m the detected attack packets
to TRACEBACK to the true source address of the attack. This is useful for
forensics after an attack, but Savage does not propose the method as a defense, nor
can the method disclosed m Savage be used for defense because of its probabilistic

nature.
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25 The "497 Patent teaches how path information can be utilized by the host
computer endpoint to classify packets, and to allocate “fair service” to every path
through which traffic is being forwarded to the enterprise. This part of the
mvention DEFENDS the enterprise network against packet flood DDoS attacks. In
Savage, it 1s not known which packets are unwanted and wanted. Therefore, the
processing rate cannot be allocated to be less for unwanted packets. There 1sno
counterpart in Savage that addresses defending the victim.

26.  Further, since Savage is exclusively a traceback method, 1t does not disclose
any method to detect when an attack may be taking place or how to defend against
it. Savage does not disclose the hmitation “classifying data packets received at a
host computer into wanted data packets and unwanted data packets by path” as
required by claims 7, 10, 13, and 16 of the *497 Patent. Savage does not disclose
“associating a maximum acceptable processing rate with each class of data packet
recerved at said compute” as required by claims 1 and 7 of the *497 Patent. Savage
does not disclose “using said information to allocate the processing rate avatlable
for unwanted data packets to be less than or equal to said maximum acceptable
processing rate” as required by claims 1, 4, 7, 10, 13, and 16. of the ‘497 Patent.
Requester admuts that Savage does not expressly disclose what preventive
measures are performed in the network on unwanted packets when a packet

flooding attack has occurred. Req. at 44. Savage is directed to the hope of stopping
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a packet flooding attack sumply by "tracing attacks back towards their origin-
ideally stopping an attacker at the source.” (Req. 44-45). At most, Savage stops an
attacker basing on the source of the attacker, not on the path. If the aftack
originates in jurisdictions where attackers do not care about being detected, Savage
provides no defense. The cited elements of the 497 Patent (classification of
packets tnto wanted / unwanted, classtfication by path, assigning rate hmits by
class, and enforcing the rate limits) are specific to detecting when an attack 1s
ongoing and defending against it actively whether attackers elect to cooperate with
the victims or not.
27, Therefore, as a traceback method (and not an active defense method) for
packet flood attacks, Savage does not disclose, anticipate, or render claims 1, 4, 7,
10, 13 and 16 of the “497 Patent obvious.

. Challenged Claims 4, 10, and 16 are Patentable over Maher and Savage
(SNQ B)
28, Asset forth above, Savage does not disclose the limitation “classifying data
packets received at a host computer into wanted data packets and unwanted data
packets by path”, “associating a maximum acceptable processing rate with each
class of data packet received at said compute”, and “using said mformation to

allocate the processing rate available for unwanted data packets to be less than or
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equal to said maximum acceptable processing rate” as required by claims 4, 10,
and 16 of the ‘497 Patent.

29, Maher is directed to “a method and apparatus for preventing denial of
service type attacks on data networks™ (Ex. 1006 at Abstract), the apparatus
includes a traffic flow scanning engine 140 and a quality of service processor (Ex.
1006 at 3:6-9, 6:11-21, 7:27-41). Maher does not disclose finding information
regarding the path that the received packets traversed via packet-marking by
routers along the path leading to the host computer (Order at 6), not to mention
“said path comprising all routers in said network via which said packets are routed
to said computer” as required by claims 4, 10, and 16 of the *497 Patent.

30, Further, Maher does not classify data packets received at a host computer
mto wanted data packets and unwanted data packets by path. Regquester states that
“the scanning and analysis of the source and destination addresses in packets
constitutes an analysis of the path between the source and destination of the
packets (Ex, 1003at 996) (Req. 39). This statement is groundless as the contents of
the packets do not include information about the path in spite of the contents of the
packets comprising the information about sources and destinations. Otherwise,
Savage will not find the path of the packets at great cost. Maher does not classify

data packets based on path. Thus, Maher does not disclose “classifying data
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packets received at a host computer into wanted data packets and unwanted data
packets by path” as required by claims 4, 10, and 16 of the “497 Patent.
31.  Therefore, Maher and Savage alone or in combination do not render claims
4, 10, and 16 of the "497 Patent obvious.

D. Challenged Claims 1, 4, 7, 10, 13 and 16 are Patentable over Maher and
Schuba (SNQ ()
32.  The Order states that the Reguest for Reexamination does not establish that
the combination of the Maher and Schuba ratse a bona fide substantial new
question of patentability for claims 1, 4, 7, 10, 13, and 16, because neither Maher
nor Schuba are packet flood detection and mitigation solutions. (Order, at 5-6). As
such, Maher and Schuba do not disclose finding information regarding the path
recetved packets traversed via packet-marking by routers along the path leading to
the host computer, in which the path comprises all routers in the network (Order, at
5-6).

0. Challenged Claims 1, 4, 7, 10, 13 and 16 are Patentable Over Savage,
Maher, and Schuba(SN( D).
33, As depicted above, Savage does not disclose the limitation “classifying data
packets received at a host computer into wanted data packets and unwanted data
packets by path” as required by claims 7, 10, 13, and 16 of the *497 Patent. Savage

does not disclose “associating a maximum acceptable processing rate with each

Ex. 200112
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class of data packet received at said compute” as required by claims 1 and 7 of the
‘497 Patent. Savage does not disclose “using said information to allocate the
processing rate available for unwanted data packets to be less than or equal to said
maximum acceptable processing rate” as required by claims 1,4, 7, 10, 13, and 16.
of the ‘497 Patent.

34, As also depicted above, Maher does not disclose “classifying data packets
recetved at a host computer into wanted data packets and unwanted data packets by
path™.

35, Schuba classifies data packets received at a host computer into wanted data
packets and unwanted data packets by source of the packets not by path. Requester
states “Schuba discloses that messages transmitted to a network are classified as
being acceptable, unacceptable, or suspect type, based on the source address of the
packets. Ex. 1007 at, Abstract, 2:1-5, 2: 22-26, 3: 8-13. Schuba thus teaches that
incoming packets are classified into one of three states (acceptable, unacceptable,
or suspect) based on the incoming packets' source address.” (Req. at 40).

36.  Savage, Maher, and Schuba, alone or in combination, do not teach at least
“classifying data packets received at a host computer into wanted data packets and
unwanted data packets by path”.

37.  Therefore, Savage, Maher and Schuba do not render clanms 1,4, 7, 10, 13,

and 16 of the ‘497 Patent obvious.
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V. CONCLUSION
38.  All Challenged Claims are patentable over the prior art cited in the Request

for Reexamination.

Date: 8/16/2021 Respectfully submitted,

Lot i rd
A Y oy e
o 5

P

Swamy Narayanaswamy
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ORDER GRANTING REEXAMINATION OF U.S. PATENT 7,523,497
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TX. COMCTUSTON .. e e et e ettt ete e 10

I. ACKNOWLEDGEMENT OF REQUEST FOR REEXAMINATION

An ex parte request for reexamination (hereinafter “Request”) of claims 1, 4, 7, 10, 13,
and 16 of U.S. Patent 7,523,497 (hereinafter “’497 Patent”) was received on May 3, 2021, based
on the following prior art patents and/or publications:

Stefan Savage et al., “Practical Network Support for IP Traceback,” ACM SIGCOMM
2000: Proceedings of the Conference on Applications, Technologies, Architectures, and
Protocols for Computer Communication, August 2000, pp. 295-306 (“Savage”);

U.S. Patent 6,725,378 (“Schuba”); and

U.S. Patent 7,058,974 (“Maher”).
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Application/Control Number: 90/014,746 Page 3
Art Unit: 3992

II. PROSECUTION HISTORY OF THE '497 PATENT

The Request's summary of the prosecution history of the '497 patent appears to be

accurate (see Request, pp. 13-20). Notably, during prosecution of the ‘497 patent, the Applicant

amended claim 1 in response to a rejection under § 102 to include limitations specifying the path

comprises all routers in the network via which the packets are routed to the computer:
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See Application Control No. 10/841,064, Amendment dated June 13, 2008.

Claims 4, 7, 10, 13, and 16 were amended in substantially the same manner. In response

to the Applicant’s claim amendments, the Examiner allowed all pending claims and remarked
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Application/Control Number: 90/014,746 Page 4
Art Unit: 3992

that the prior art does not teach “path forwarding along the entire path [from the attacker] to the

victim, said path information encompassing the entire path through the associated routers.” !

III. SUBSTANTIAL NEW QUESTION OF PATENTABILITY
The Request alleges the following substantial new questions of patentability (SNQs)
based on the above-identified prior art:
SNQ A—Savage for claims 1, 4, 7, 10, 13, and 16 (see Request at pp. 24-28);
SNQ B—Mabher and Savage for claims 4, 10, and 16 (see Request at pp. 28-31);
SNQ C—Mabher and Schuba for claims 1, 4, 7, 10, 13, and 16 (see Request at pp. 31-33);
SNQ D—Savage, Maher, and Schuba for claims 1, 4, 7, 10, 13, and 16 (sce Request at p.

33).

SNQ A—Savage for claims 1,4, 7, 10, 13, and 16

The Request (pp. 24-28) alleges that Savage, which is directed to a technique for tracing
anonymous packet-flooding attacks, raises a substantial new question of patentability for claims
1, 4,7, 10, 13, and 16. The Request identifies Savage as teaching the limitations that previously
distinguished the claims from the prior artduring the initial examination, viz., finding
information regarding the path received packets traversed via packet-marking by routers along
the path leading to the host computer, in which the path comprises all routers in the network.

Specifically, the Request alleges Savage discloses such a limitation with the “Node

2

append algorit of FIG. 2 on p. 299, which is described at Section 4.1 as providing “a

! See Application Control No. 10/841,064, Notice of Allowance and Fees Due dated December 23, 2008.
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complete ordered list” of all the routers a received packet traversed upon arrival at the host
computer.

Since Savage appears to provide new technological teachings that were missing in the
prior art during the initial examination of the ‘497 patent and was not previously considered
during the initial examination, Savage is considered important in determining the patentability of
the claims and therefore does raise a substantial new question of patentability for claims 1, 4, 7,

10, 13, and 16.

SNQ B—Maher and Savage for claims 4, 10, and 16

The Request (pp. 28-31) alleges that the combination of Maher, which is directed to
preventing denial of service attacks, and Savage, which is directed to a technique for tracing
anonymous packet-flooding attacks, raises a substantial new question of patentability for claims
4, 10, and 16.

Since Savage alone is determined to raise a bona fide SNQ for claims 4, 10, and 16
according to SNQ A, the combination of Maher and Savage likewise raises a substantial new

question of patentability for claims 4, 10, and 16.

SNQ C—Maher and Schuba for claims 1, 4, 7, 10, 13, and 16

The Request (pp. 31-33) alleges that the combination of Maher, which is directed to
preventing denial of service attacks, and Schuba, which is directed to network protection for
denial of service attacks, raises a substantial new question of patentability for claims 1, 4, 7, 10,
13, and 16. The Request does not appear to allege on p. 31-33 that either Maher or Schuba

comprise teachings related to the limitations that previously distinguished the claims from the
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prior art during the initial examination, viz., finding information regarding the path received
packets traversed via packet-marking by routers along the path leading to the host computer, in
which the path comprises all routers in the network. Although Maher and Schuba are considered
relevant prior art, the Request does not establish that the combination of the two references raises

a bona fide substantial new question of patentability for claims 1, 4, 7, 10, 13, and 16.

SNQ D—Savage, Maher, and Schuba for claims 1, 4, 7, 10, 13, and 16

The Request (p. 33) alleges that the combination of Savage, Maher, and Schuba raises a
substantial new question of patentability for claims 1, 4, 7, 10, 13, and 16.

Since Savage alone is determined to raise a bona fide SNQ for these claims according to
SNQ A, the combination of Savage, Maher, and Schuba likewise raises a substantial new

question of patentability for claims 1, 4, 7, 10, 13, and 16.

The Request to reexamine claims 1, 4, 7, 10, 13, and 16 is GRANTED on the basis of

SNQs A, B, and D.

IV. ONLY CLAIMS1,4,7,10,13, AND 16 ARE SUBJECT TO REEXAMINATION
Since Requester did not request reexamination of claims 2, 3, 5, 6, 8, 9, 11, 12, 14, 15,
17, and 18, and did not assert the existence of a substantial new question of patentability (SNQ)
for such claims (See 35 U.S.C. §31 1(b)(2); See also 37 CFR 1.915b and 1.923), such claims will

not be reexamined. This matter was squarely addressed in Sony Computer Entertainment
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America Inc., etal. v. Jon W. Dudas,Civil Action No. 1:05CV1447 (E.D.Va. May 22, 2006),
Slip Copy, 2006 WL 1472462. The District Court upheld the Office's discretion to not reexamine
claims in an inter partes reexamination proceeding other than those claims for which
reexamination had specifically been requested. The Court stated:

"To be sure, a party may seek, and the PTO may grant, inter partes review of each and
every claim of a patent. Moreover, while the PTO in its discretion may review claims for
which inter partes review was not requested, nothing in the statute compels it to do so.
To ensure that the PTO considers a claim for infer partes review, 35 U.S.C. § 31 I(b)(2)
requires that the party seeking reexamination demonstrate why the PTO should
reexamine each and every claim for which it seeks review. Here, it is undisputed that
Sony did not seek review of every claim under the '213 and '333 patents. Accordingly,
Sony cannot now claim that the PTO wrongly failed to reexamine claims for which Sony
never requested review, and its argument that AIPA compels a contrary result is

unpersuasive.”

V. PATENT OWNER STATEMENT (OPTIONAL)

In response to this Order for Reexamination, the Patent Owner is given a two (2) month
period to file an optional Patent Owner Statement in accordance with 37 C.F.R. 1.530(b) and (c).
The Patent Owner Statement must clearly point out why the patent claims are believed to be
patentable, considering the cited prior art patents or printed publications alone or in any
reasonable combination. In addition, the Patent Owner may utilize the Patent Owner Statement
to introduce amendments. A copy of the Patent Owner Statement must be served on the Third
Party Requester. See MPEP § 2249.

If a Patent Owner Statement is timely filed and served on the Third Party Requester, the

Third Partyis given the opportunity to reply within two (2) months from the date of service in
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accordance with 37 C.F.R. 1.535. The reply need not be limited to the issues raised in the Patent
Owner Statement and may include additional prior art patents and printed publications as well as
any issue appropriate for reexamination. A copy of the reply must be served on the Patent
Owner. If no Patent Owner Statement is filed, no reply is permitted from the Third Party

Requester. See MPEP § 2251.

VI. WAIVER OF RIGHT TO FILE PATENT OWNER STATEMENT
In a reexamination proceeding, Patent Owner may waive the right under 37 C.F.R. 1.530
to file a Patent Owner Statement for the purposes of expediting prosecution; see MPEP § 2249.
The document should contain a statement that Patent Owner waives the right under 37 C.F.R.
1.530 to file a Patent Owner Statement and proof of service in the manner provided by 37 C.F.R.
1.248, if the request for reexamination was made by a third party requester; see 37 C.F.R.
1.550(f). The Patent Owner may consider using the following statement in a document waiving

the right to file a Patent Owner Statement:

WAIVER OF RIGHT TO FILE PATENT OWNER STATEMENT

Patent Owner hereby waives the right under 37 C.F.R. 1.530to file a Patent Owner Statement.

VII. NOTICE OF OTHER PROCEEDINGS
The Patent Owner is reminded of the continuing responsibility under 37 CFR 1.565(a) to
apprise the Office of any litigation activity, or other prior or concurrent proceeding, involving

Patent No. 7,523,497 throughout the course of this reexamination proceeding. The third party
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Requester is also reminded of the ability to similarly apprise the Office of any such activity or
proceeding throughout the course of this reexamination proceeding. See MPEP §§ 2207, 2282

and 2286.

VIII. NOTICE REGARDING PATENT OWNER’S CORRESPONDENCE ADDRESS
37 C.F.R. § 1.33(c) states:
(c) All notices, official letters, and other communications for the patent owner or owners in a

reexamination or supplemental examination proceeding will be directed to the correspondence
address in the patent file.

The correspondence address for any pending reexamination proceeding not having the
same correspondence address as that of the patent is, by way of this revision to 37 CFR 1.33(c),

automatically changed to that of the patent file as of the effective date.

This change is effective for any reexamination proceeding which is pending before the
Office as of May 16, 2007, including the present reexamination proceeding, and to any
reexamination proceeding which is filed after that date.

Parties are to take this change into account when filing papers, and direct
communications accordingly.

In the event the patent owner's correspondence address listed in the papers (record) for
the present proceeding is different from the correspondence address of the patent, it is strongly
encouraged that the patent owner affirmatively file a Notification of Change of Correspondence
Address in the reexamination proceeding and/or the patent (depending on which address patent
owner desires), to conform the address of the proceeding with that of the patent and to clarify the
record as to which address should be used for correspondence.

Telephone Numbers for reexamination inquiries:
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Reexamination (571) 272-7703

Central Reexam Unit (CRU) (571) 272-7705

IX. CONCLUSION
Extensions of time under 37 CFR 1.136(a) will not be permitted in these proceedings
because the provisions of 37 CFR 1.136 apply only to "an applicant” and not to parties in a
reexamination proceeding. Additionally, 35 U.S.C. 305 requires that reexamination proceedings
"will be conducted with special dispatch" (37 CFR 1.550(a)). Extensions of time in ex parte
reexamination proceedings are provided for in 37 CFR 1.550(c). See MPEP § 2265.
All correspondence relating to this ex parte reexamination proceeding should be directed:

By Malil to: Mail Stop Ex Parte Reexam
Attn: Central Reexamination Unit
Commissioner for Patents
United States Patent & Trademark Office
P.O. Box 1450
Alexandria, VA 22313-1450

By FAX to: (571) 273-9900
Central Reexamination Unit

By hand: Customer Service Window

Randolph Building

401 Dulany Street
Alexandria, VA 22314

By EFS: Registered users of EFS-Web may alternatively submit such correspondence via

the electronic filing system EFS-Web, at

https://efs.uspto.gov/efile/myportal/efs-registered
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EFS-Web offers the benefit of quick submission to the particular area of the Office that
needs to act on the correspondence. Also, EFS-Web submissions are “soft scanned” (i.e.,
electronically uploaded) directly into the official file for the reexamination proceeding, which
offers parties the opportunity to review the content of their submissions after the “soft scanning”
process is complete.

For EFS-Web transmissions, 37 CFR 1.8(a)(1)(i) (C) and (ii) state that correspondence
(except for a request for reexamination and a corrected replacement request for reexamination)
will be considered timely if (a)it is transmitted via the Office's electronic filing system in
accordance with 37 CFR 1.6(a)(4), and (b) it includes a certificate of transmission for each piece
of correspondence stating the date of transmission, which is prior to the expiration of the set

period of time in the Office action.

Any inquiry concerning this communication or earlier communications from the
Examiner should be directed to Colin LaRose whose telephone number is 571-272-7423.

If attempts to reach the Examiner by telephone are unsuccessful, the Examiner’s
supervisor, Andrew J. Fischer can be reached at 571-272-6779. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-9900.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http:/pair-direct.uspto.gov. Should you have questions on access to the Private

PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you
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would like assistance from a USPTO Customer Service Representative or access to the

automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/COLIN M LAROSE/
Primary Examiner, Art Unit 3992

Conferees:

/NICK CORSARO/
Primary Examiner, Art Unit 3992

/M.F/
Supervisory Patent Examiner, Art Unit 3992
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Application Number In Ex Parte Reexamination of
7,523,497
Filing Date Herewith

First Inventor Name

Donald N. Cohen

Art Unit TBD
Examiner Name TBD
SHEET 1 OF 1 Attorney Docket 50348 .65
Number
U.S.PATENTS
Examiner’s Cite No. Document Issue Date Name of Patentee or Applicant of Cited Document
Initials Number MM-DD-YYYY
Ex. 1006 | 7,058,974 2006-06-06 Mabher et al.
Ex. 1007 | 6,725,378 2004-04-20 Schuba et al.
U. S. PATENT APPLICATION PUBLICATIONS
Examiner’s Cite No. Document Publication Date Name of Patentee or Applicant of Cited Document
Initials Number MM-DD-YYYY
FOREIGN PATENT DOCUMENTS
Examiner’s Cite No. Foreign Patent Publication Date Patentee or Applicant of Translation
Initials Document MM-DD-YYYY Cited Document Y/N
(Country Code
— Number —
Kind)
NON-PATENT LITERATURE DOCUMENTS
Examiner’s Cite No. Include name of the author (in CAPITAL LETTERS), title of the article, title of the item, date,
Initials page(s), volume-issue number(s), publisher, city/country where published
Ex. 1005 | Savage et al., “Practical Network Support for IP Traceback,” SIGCOMM’00:
Proceedings of the Conference on Applications, Technologies, Architectures, and
Protocols for Computer Communication, August 2000, pp. 295-306 (“Savage”)
Examiner Date
Signature JCOLIN M LAROSE/ Considered 06/11/2021

EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation
if not in conformance and not considered. Include a copy of this form with next communication to applicant.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH.

Customer No. 27683

/C. ML/
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Bibliographic Data
Application No: 90/01 4,746

Foreign Priority claimed: O Yes ®nNo
35 USC 119 (a-d) conditions met: D Yes No D Met After Allowance
Verified and Acknowledged: [/COLIN M LAROSE/ |
Examiner's Signature Initials
Title: |PACKET FLOODING DEFENSE SYSTEM
FILING or 371(c) DATE CLASS GROUP ART UNIT ATTORNEY DOCKET NO.
05/03/2021 726 3992 50348.65
RULE
APPLICANTS
INVENTORS
7523497,

PACSEC3, LLC, HOUSTON, TX, UNITED STATES
RAGHAYV BAJAJ (3RD PTY REQ.), DALLAS, TX, UNITED STATES
CONTINUING DATA
This application is a REX of 10841064 05/07/2004 PAT 7523497
10841064 is a CON of 09715813 11/16/2000 PAT 6789190
FOREIGN APPLICATIONS
IF REQUIRED, FOREIGN LICENSE GRANTED**

STATE OR COUNTRY

ADDRESS

BELASCO JACOBS & TOWNSLEY, PC
6701 Center Drive West

14th Floor

Los Angeles, CA 90045

UNITED STATES

FILING FEE RECEIVED
$225
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE

United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS
P.O. Box 1450
Alexandria, Virginia 22313-1450
WWW.USpto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
90/014,746 05/03/2021 7523497 50348.65 9957
31718 7590 | EXAMINER

BELASCO JACOBS & TOWNSLEY, PC

6701 Center Drive West
14th Floor
Los Angeles, CA 90045

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)

LAROSE, COLIN M

| ART UNIT | PAPER NUMBER
3992
| MAIL DATE | DELIVERY MODE
05/26/2021 PAPER
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents

United States Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450

www.uspto.gov

DO NOT USE IN PALM PRINTER

(THIRD PARTY REQUESTER'S CORRESPONDENCE ADDRESS)

HAYNES AND BOONE
IP SECTION

2323 VICTORY AVENUE
SUITE 700

DALLAS, TX 75219

EX PARTE REEXAMINATION COMMUNICATION TRANSMITTAL FORM
REEXAMINATION CONTROL NO. 90/014,746 .

PATENT UNDER REEXAMINATION 7523497 .

ART UNIT OCRU .

Enclosed is a copy of the latest communication from the United States Patent and Trademark
Office in the above identified ex parfe reexamination proceeding (37 CFR 1.550(f)).

Where this copy is supplied after the reply by requester, 37 CFR 1.535, or the time for filing a
reply has passed, no submission on behalf of the ex parfe reexamination requester will be
acknowledged or considered (37 CFR 1.550(g)).

PTOL-465 (Rev.07-04)
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Control No. Patent Under Reexamination is
Ex Parte Reexamination Interview Summary 80/014.746 R:g; ;:;‘;d
- Pilot Pragram’ for Waiver of Patent Exarrinor At Unit YGRS
Owner’s Statement
COLIN LAROSE 3992 No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address. --

All participants (USPTO official and patent owner):
(1) SHANETTE BROWN (3)

@ ___ (4)

Date of Telephonic Interview: 18 May 2021.

A. The USPTO official requested waiver of the patent owner’s statement pursuant to the pilot program for
waiver of patent owner’s statement in ex parfe reexamination proceedings.*

O The patent owner agreed to waive its right to file a patent owner’s statement under 35 U.S.C. 304 in the event
reexamination is ordered for the above-identified patent.

(0 The patent owner did not agree to waive its right to file a patent owner’s statement under 35 U.S.C. 304 at this
time.

USPTO personnel were unable to reach the patent owner.**

B. The Patent Owner of record telephoned the Office and indicated they would like to participate in the pilot
program for waiver of patent owner’s statement in ex parfe reexamination proceedings.*

(J The Patent owner of record telephoned the Office and agreed to waive its right to file a patent owner’s statement
under 35 U.S.C. 304 in the event reexamination is ordered for the above-identified patent.

The patent owner is not required to file a written statement of this telephone communication under 37 CFR 1.560(b) or
otherwise. However, any disagreement as to this interview summary must be brought to the immediate attention of the
USPTO, and no later than one month from the mailing date of this interview summary. Extensions of time are
governed by 37 CFR 1.550(c).

*For more information regarding this pilot program, see Piot Program for Waiver of Patent Owner’s Statement in Ex

Parte Reexamination Proceedings, 76 Fed. Reg. 47269 (August 5, 2010), available on the USPTO Web site at
http://www.uspto.gov/patents/law/notices/2010.jsp.

**The patent owner may contact the USPTO personnel at (571) 272-7705 or at the telephone number provided below if
the patent owner decides to waive the right to file a patent owner’s statement under 35 U.S.C. 304.

/SHANETTE BROWN/ (671)272-6632
Signature and telephone number of the USPTO official, who contacted, was contacted by, or attempted to contact the patent owner.

cc: Requester (if third party requester)

U.S. Patent and Trademark Office Paper No. 20210518
PTOL-2292 (11-12) Ex Parte Reexamination Interview Suminary — Pilot Program for Waiver of Patent Owner’s Statement
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.USDIO OV

| REEXAM CONTROL NUMBER | FILING OR 371 (c) DATE | PATENT NUMBER |
90/014,746 05/03/2021 7523497
CONFIRMATION NO. 9957
31718 REEXAM ASSIGNMENT NOTICE

BELASCO JACOBS & TOWNSLEY, PC

6701 Center Drive West AR TR OO L PR I
14th Floor 255200

Los Angeles, CA 90045

Date Mailed: 05/12/2021

NOTICE OF ASSIGNMENT OF REEXAMINATION REQUEST

The above-identified request for reexamination has been assigned to Art Unit 3992. All future correspondence to
the proceeding should be identified by the control number listed above and directed to the assigned Art Unit.

A copy of this Notice is being sent to the latest attorney or agent of record in the patent file or to all owners of
record. (See 37 CFR 1.33(c)). If the addressee is not, or does not represent, the current owner, he or she is
required to forward all communications regarding this proceeding to the current owner(s). An attorney or agent
receiving this communication who does not represent the current owner(s) may wish to seek to withdraw pursuant
to 37 CFR 1.36 in order to avoid receiving future communications. If the address of the current owner(s) is
unknown, this communication should be returned within the request to withdraw pursuant to Section 1.36.

NOTICE OF USPTO EX PARTE REEXAMINATION PATENT OWNER STATEMENT WAIVER PROGRAM

The USPTO has implemented a pilot program where, after a reexamination proceeding has been granted a

filing date and before the examiner begins his or her review, the patent owner may orally waive the right to file a
patent owner's statement. See "Pilot Program for Waiver of Patent Owner's Statement in Ex Parte Reexamination
Proceedings," 75 FR 47269 (August 5, 2010). One goal of the pilot program is to reduce the pendency of
reexamination proceedings and improve the efficiency of the reexamination process.

Ordinarily when ex parte reexamination is ordered, the USPTO must wait until after the receipt of the patent
owner's statement and the third party requester's reply, or after the expiration of the time period for filing the
statement and reply (a period that can be as long as 5 to 6 months), before mailing a first determination of
patentability. The USPTO's first determination of patentability is usually a first Office action on the merits or a
Notice of Intent to Issue Reexamination Certificate (NIRC).

Under the pilot program, the patent owner's oral waiver allows the USPTO to act on the first determination
of patentability immediately after determining that reexamination will be ordered, and in a suitable case
issue the reexamination order and the first determination of patentability (which could be a NIRC if the
claims under reexamination are confirmed) at the same time.

Benefits to the Patent Owner for participating in this pilot program include reduction in pendency.

To participate in this pilot program, Patent Owners may contact the USPTO's Central Reexamination Unit
(CRU) at 571-272-7705. The USPTO will make the oral waiver of record in the reexamination file in an interview
summary and a copy will be mailed to the patent owner and any third party requester.

cc: Third Party Requester(if any)
HAYNES AND BOONE, LLP
2323 VICTORY AVEUENE
SUITE 700

DALLAS, TX 75219

/tplovelace/

Legal Instruments Examiner
Central Reexamination Unit 571-272-7705; FAX No. 571-273-9900

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: C(g)NéMIﬁS%ONER FOR PATENTS

). Box

Alexandria, Virginia 22313-1450
WWW.USPLO.gOv

| REEXAM CONTROL NUMBER | FILING OR 371 (c) DATE | PATENT NUMBER |
90/014,746 05/03/2021 7523497
CONFIRMATION NO. 9957
HAYNES AND BOONE, LLP REEXAMINATION REQUEST
2323 VICTORY AVEUENE NOTICE
SUITE 700
DALLAS, TX 75219 I

Date Mailed: 05/12/2021

NOTICE OF REEXAMINATION REQUEST FILING DATE

(Third Party Requester)

Requester is hereby notified that the filing date of the request for reexamination is 05/03/2021, the date that the
filing requirements of 37 CFR § 1.510 were received.

A decision on the request for reexamination will be mailed within three months from the filing date of the request
for reexamination. (See 37 CFR 1.515(a)).

A copy of the Notice is being sent to the person identified by the requester as the patent owner. Further patent
owner correspondence will be the latest attorney or agent of record in the patent file. (See 37 CFR 1.33). Any

paper filed should include a reference to the present request for reexamination (by Reexamination Control
Number).

cc: Patent Owner

31718

BELASCO JACOBS & TOWNSLEY, PC
6701 Center Drive West

14th Floor

Los Angeles, CA 90045

/tplovelace/

Legal Instruments Examiner
Central Reexamination Unit 571-272-7705; FAX No. 571-273-9900

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

Page 1 of 1

BIB DATA SHEET

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 14

50
Alexandria, Virginia 22313-1450

Www.uspto.gov

CONFIRMATION NO. 9957

SERIAL NUMBER
90/014,746

FILING or 371(c)
DATE
05/03/2021
RULE

CLASS
726

GROUP ART UNIT
3992

ATTORNEY DOCKET
NO

50348.65

APPLICANTS
INVENTORS

7523497, Residence Not Provided;
PACSEC3, LLC, HOUSTON, TX;
RAGHAV BAJAJ (3RD PTY REQ.), DALLAS, TX;
HAYNES AND BOONE, LLP, DALLAS, TX

** CONTINUING DATA ¥ es s xassaas s axsnnxns
This application is a REX of 10/841,064 05/07/2004 PAT 7523497
which is a CON of 09/715,813 11/16/2000 PAT 6789190

*k FOREIGN APPLICATIONS kkkkkkhkhkkkhkkhhkhkhhkhkhkhkkk
** |F REQUIRED, FOREIGN FILING LICENSE GRANTED **

Foreign Priority claimed

Verified and
Acknowledged

35 USC 119(a-d) conditions met [ Yes (1 No

Examiner's Signature

a Yes M| No

Met after
D Allowance

nitials

STATE OR
COUNTRY

SHEETS
DRAWINGS

TOTAL
CLAIMS

18

INDEPENDENT
CLAIMS

12

ADDRESS

14th Floor

BELASCO JACOBS & TOWNSLEY, PC
6701 Center Drive West

Los Angeles, CA 90045
UNITED STATES

TITLE

PACKET FLOODING DEFENSE SYSTEM

FILING FEE
RECEIVED |No.

12600 No.

for following:

FEES: Authority has been given in Paper
to charge/credit DEPOSIT ACCOUNT

[Q All Fees

U 1.16 Fees (Filing)

U 1.17 Fees (Processing Ext. of time)

|EI 1.18 Fees (Issue)

U Other

U Credit

BIB (Rev. 05/07).
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Patent Assignment Abstract of Title

Total Assignments: 2
Application #:
PLT #: NONE
Inventor: Donaid N. Cohen
Title: PACKET FLOCDING DEFENSE SYSTEM
Assignment: 1
Reel/Frame:

Filing D%: 05/07/2004
Intl Reg #:

Patent #:
Pubiication #:

Received: 04/15/2013 Recorded: 04/15/2013

Conveyance: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS).

Assignor:

Assignee: (UMM 3 S FOKI
5777 WEST CENTURY BOULEVARD
SUITE 1185

LOS ANGELES, CALIFORNIA 90045
DAVID A, BELASCO

BELASCO JACOBS & TOWNSLEY, LLP
14TH FLOOR

6701 CENTER DRIVE WEST

LOS ANGELES, CA 90045

Correspondent:

Assignment:
Reei/Frame: {

! Received: 08/18/2020 Recorded: 08/18/2020
Conveyance: ASSIGNMENT OF ASSIGNCRS INTEREST (SEE DOCUMENT FOR DETAILS).

LAy

Assignor:

= N &

Assignee: | S
5218 CHANDLER STREET
HOUSTON, TEXAS 77007

CARLOS GORRICHATEGUI
5218 CHANDLER STREET

HOUSTON, TX 77007

Correspondent:

Issue Di: 04/21/2009
Pub DBt 11/18/2004

Mailed: 04/17/2013 Pages: 2
Exec Di: 03/20/2013
Mailed: 08/19/2020 Pages: 2

Exec D¥: 08/12/2020

Sesrch Results as of. (8/05/2021 02:24 PM

IT you have any comments or questions concerning the data displayed, contact PRD /7 Assi
Web interface last modifled: Jun 26, 2017 v.2.6

Cloudflare, Inc.

gnments at §71-272-3350. v.2.6
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Litigation Search Report CRU 3999

Reexamination Control No. 90/014,746

To: EXAMINER

Location: CRU

Art Unit: 3999
Date: 05/04/2021

From: Shanette Brown

Location: CRU 3999 / REM 4C75
Phone: (571) 272-6632

H R . S8 8 " SN % R . :
- RS ITOH AT IA IO R ey S
E-mail: SHanail Hriinnaius niagoy

Search Notes

U.S. Patent No. 7,523,497

. Performed a KeyCite Search in Westlaw, which retrieves all history on the patent including any
litigation.

. Performed a search on the patent in Lexis CourtLink for any open dockets or closed cases.

. Performed a search in Lexis in the Federal Courts and Administrative Materials databases for any
cases found.

. Performed a search in Lexis in the IP Journal and Periodicals database for any articles on the
patent.

. Performed a search in Lexis in the news databases for any articles about the patent or any
articles about litigation on this patent.

Litigation: No Cases Found

Paper No.
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Citing References (20)

Title

:1. Packet flooding defense system
i LitAlert P2021-17-51

Treatment

entioned by

{Apr. 21, 2021

:... Date: 04/21/2021 Subsequent Action: 04/21/2021 :
i Action Taken: CAUSE - 35 USC 145 - COMPLAINT
:FOR PATENT INFRINGEMENT Notes: none :
: Other Patents: US 7047564 US 7523497 Other
i Trademarks: none See LitAlert No: none ...

. Packet flooding defense system ‘Apr. 21, 2021
LitAlert P2021-17-52 :

entioned by

:... Date: 04/21/2021 Subsequent Action: 04/21/2021
¢ Action Taken: CAUSE - 35 USC 145 - COMPLAINT
{FOR PATENT INFRINGEMENT Notes: none :
:Other Patents: US 7047564 US 7523497 Other
: Trademarks: none See LitAlert No: none .

. Packet fldoding defense system
: LitAlert P2021-17-54

... Date: 04/21/2021 Subsequent Action:
:04/21/2021 Action Taken: CAUSE - 15 USC 1126
i- COMPLAINT FOR PATENT INFRINGEMENT
iNotes: none Other Patents: US 7047564 US :
17523497 Other Trademarks: none See LitAlert No:

. Packet flooding defense system
i LitAlert P2021-17-55

... Date: 04/21/2021 Subsequent Action:

:04/21/2021 Action Taken: CAUSE - 28 USC 1338

- COMPLAINT FOR PATENT INFRINGEMENT
iNotes: none Other Patents: US 7047564 US ;
17523497 Other Trademarks: none See LitAlert No:
‘none ...

5. Packet flooding defense system  Dec. 14, 2020
i LitAlert P2020-52-32

entioned by

... Date: 12/14/2020 Subsequent Action:
:12/14/2020 Action Taken: CAUSE - 28 USC 1338
:- COMPLAINT FOR PATENT INFRINGEMENT
iNotes: none Other Patents: US 7047564 US :
:7523497 Other Trademarks: none See LitAlert No: :

entioned by

:6. Packet flooding defense system
i LitAlert P2020-41-11

[Oct. 02,2020 |

... Date: 10/02/2020 Subsequent Action:
:10/02/2020 Action Taken: CAUSE - 28 USC 1338
.- COMPLAINT FOR PATENT INFRINGEMENT

i Notes: none Other Patents: US 7047564 US :
17523497 Other Trademarks: none See LitAlert No:
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Treatment

entionedby 7. Packet flooding defense system LitAlet g
i LitAlert P2020-41-16 :

:... Date: 10/02/2020 Subsequent Action:

:10/02/2020 Action Taken: CAUSE - 15 USC 1126

i- COMPLAINT FOR PATENT INFRINGEMENT
Notes: none Other Patents: US 7047564 US :
17523497 Other Trademarks: none See LitAlert No: !

:8. PACKET FLOODING DEFENSE SYSTEM :Nov. 16,2000 :DWPI
:THAT IS DISTRIBUTED AMONG COOPERATING :
:SITES AND ROUTERS AND ACTS TO IDENTIFY

:ROUTERS FORWARDING UNWANTED DATA :

:AND THEN TO REDUCE THE RATE AT WHICH

?THE DATA IS FORWARDED
:DWPI 2003-168090

... said information to allocate the processing rate

‘available for packets of each class in a desired :
‘way.First Derwent Appearance:2004.77 Publication :
:No. (Derwent): US 7523497 B2 Original Title
{ (English):PACKET FLOODING DEFENSE SYSTEM:
: Publication Date:2009-04-21 Application No.:US :
:841064 Application Date:2004-05-07 Inventor(s ...

9. RF 053526/0117

‘... App. 20030084317 Published Application

i Date 2003-05-01 Application Number 10/001349

: Application Date 2001-10-31 Title PACKET
:FLOODING DEFENSE SYSTEM Granted Patent
iNumber US Pat. 7523497 Granted Patent Date :
:2009-04-21 Published Application Number US Pat.
: App. 20040230839 Published Application Date :
:2004-11-18 Application Number 10/841064 ...

:10. RF 030220/0075

i... DRIVE WEST LOS ANGELES, CA 90045
:Number of Pages 2 Last Modified 2013-04-17
:PATENTS AFFECTED Title PACKET FLOODING
: DEFENSE SYSTEM Granted Patent Number US
:Pat. 7523497 Granted Patent Date 2009-04-21
 Published Application Number US Pat. App.
:20040230839 Published Application Date

52004—1 1-18 Application Number 10/841064 ...

:11. PacSec3, LLC v. Palo Alto Networks, Inc.

112. PacSec3, LLC v. Cisco Systems, Inc.

13. PacSec3, LLC v. Juniper Networks, Inc.
:14. PacSec3, LLC v. McAfee, LLC
5. PacSec3, LLC v. F5 Networks, Inc.

i16.

Summaries
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Treatment

18. DETERMINING THE LIKELIHOOD OF Mar. 03, 2020
 TRAFFIC BEING LEGITIMATELY RECEIVED AT
A PROXY SERVER IN A CLOUD-BASED PROXY

US PAT 10581904 U.S. PTO Utility

i Message(s) are received from each one of multiple :
i proxy servers, which are anycasted to the same :
{IP address, that indicate source IP addresses of
i packets that are received that are...

i... 2008/04 Ramachandran et al.cited by applicant
:US United States US 7444404 B2 2008/10

: Wetherall et al.cited by applicant US United

i States US 7523497 B2 2009/04 Cohen cited

§by applicant US United States US 7539191 B1
:2009/05 Jacobson 370/392 HO4L 63/1441 cited by
‘examiner ...

:19. MITIGATING A DENIAL-OF-SERVICE
{ATTACK IN A CLOUD-BASED PROXY SERVICE

S PAT 10511624 , U.S. PTO Utility

: A proxy server in a cloud-based proxy service

ireceives a message that indicates that a domain, |
:whose traffic passes through the proxy server, may
:be under a denial-of-service (DoS)... :

i... 2008/04 Ramachandran et al.cited by applicant
:US United States US 7444404 B2 2008/10

: Wetherall et al.cited by applicant US United

: States US 7523497 B2 2009/04 Cohen cited

iby applicant US United States US 7539191 B1
;2009/05 Jacobson et al.cited by applicant US

TTACK IN A CLOUD-BASED PROXY SERVICE

‘USs PAT 10129296 U.S. PTO Utility

. A proxy server in a cloud-based proxy service
‘receives a message that indicates that a domain,
iwhose traffic passes through the proxy server, may
:be under a denial-of-service (DoS)... :

:... 2008/04 Ramachandran et al.cited by applicant
:US United States US 7444404 B2 2008/10
:Wetherall et al.cited by applicant US United

: States US 7523497 B2 2009/04 Cohen cited

§by applicant US United States US 7539191 B1
:2009/05 Jacobson et al.cited by applicant US
:United States ...

Dec 17,2019 .Patents

Cloudflare, Inc.
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5/4/2021 0 results for US PAT=7523497 (narrowed)

Yor: US PAT=7523497 |,

Marrow By

Open or Unknown or Closed X

Dockets {

~ie

Trv the foliowing:

Open or Unknown or X

& FHemove one or more filters:
Closed

& Modify your search (edit or remove some search terms or add synonymsl.
» Check for spelling errors,
& Use the options avaliable from the Actions menu above 1o raodify your search,

s Note: Some content may not be visible based on the restrictions of your subscription.

N N . .
& \\\ i 1 About Cookie Policy
W\ LexisNexis . _ -
Privacy Policy Terms & Conditions

Copyright © 2021 LexisNexis.

https://advance.lexis.com/search/?pdmfid=1519217 &crid=8fa4101a-19e8-436c-b700-7432fa709269&pdsearchterms=US+PAT%3D7523497&pdstartin... 1/1
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5/4/2021 TotalPatent One® - US7523497B2 Packet flooding defense system

D) US7523497B2 - Packet flooding defense system

Criginal

Bibliographic information & Images

Publication number and date
US7523497B2
2009-04-21

Granted
Application number and date

US10841064[7/] (/api/control?query=AN:("US10841064")&autosearch=true)
2004-05-07

Priority number and date
US10841064[7] (/api/control?query=PRN:("US10841064")&autosearch=true)
2004-05-07

Original assignee
COHEN DONALD N[}  (/api/control?query=pa:("COHEN%20DONALD%20N")&autosearch=true)

Current assignee
PACSEC3 LIC[A (/api/control?query=pacu:("PACSEC3%20LLC")&autosearch=true)

Inventor
Donald N. Cohen [} (/api/control?2query=in:("Donald%20N.%20Cohen")&autosearch=true)

Legal representative
David A. Belasco[#}  (/api/control?query=aqg;("David%20A.%20Belasco” )&autosearch=true)

1/10 Clipped image

https://www.totalpatentone.com/search/results/1/publication/lUS7523497B2/84893232 113
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TotalPatent One® - US7523497B2 Packet flooding defense system

computer 1
46

t
/ ( Router 3

Computer 4

Router §

Computer 6

Abstract

The invention prevents "packet flooding”, where an attacker uses up all available bandwidth to a victim witl
attacks. The defense is distributed among cooperating sites and routers. The sites identify data they don't
then ask these routers to reduce the rate at which such data is forwarded. Variations of the defense protect
use up some service offered by a site.

Original

Claims

1. A packet flooding defense system for a network comprising a plurality of host computers, routers, comm
classifying data packets received at a host computer into wanted data packets and unwanted data packets;
data packet received at said computer; means for said computer to find information for packets it receives
provided by routers leading to said host computer; said path comprising all routers in said network via whit
said information to allocate the processing rate available for unwanted data packets to be less than or equ:

2. A packet flooding defense system for a network comprising a plurality of host computers, routers, comm
classifying data packets received at a host computer into wanted data packets and unwanted data packets;
which said data packets are routed to said computer; means for associating a maximum acceptable proces:
computer to determine the rate at which data packets of each class are transmitted from a router to said cc
acceptable transmission rate for data packets being transmitted to said computer; means for said router to
and means in said computer for keeping the rate of data packet transmissions received at said computer bt
control of the rate of transmission of data packets from said router, and freeing a portion of the network pr

3. A packet flooding defense system as described in claim 2, wherein: said router receives information rege
transmitted to said computer; and said router controls the rate of transmission of each class of data packet

https://www.totalpatentone.com/search/results/1/publication/lUS7523497B2/84893232 2/13

Cloudflare, Inc.  Exhibit 1003  Page 301



5/4/2021 TotalPatent One® - US7523497B2 Packet flooding defense system

4. A packet flooding defense system for a network comprising a plurality of host computers, routers, comm
classifying data packets received at a router into wanted data packets and unwanted data packets; means f
packet received at said router; means for said router to find information for packets it receives regarding tt
routers leading to said host computer; said path comprising all routers in said network via which said packe
said information to allocate the transmission rate for unwanted data packets to be less than equal to said n

5. A packet flooding defense system for a network comprising a plurality of host computers, routers, comm
classifying data packets received at a first router into wanted data packets and unwanted data packets; saic
said data packets are routed to said computer; means for associating a maximum acceptable transmission
router to determine the rate at which data packets of each class are transmitted from a second router to sa
maximum acceptable transmission rate for data packets being transmitted to said first router; means for s:
second router to said first router; and means in said first router for keeping the rate of data packet transmi
rate for unwanted data packets by said control of the rate of transmission of data packets from said second
said first router.

6. A packet flooding defense system as described in claim 5, wherein: said second router receives informati
being transmitted to said first router; and said second router controls the rate of transmission of each class

7. A method of providing packet flooding defense for a network comprising a plurality of host computers, rt
the steps of: determining a path by which data packets arrive at a host computer via packet marks providec
network via which said packets are routed to said computer; classifying data packets received at said host ¢
a maximum acceptable processing rate with each class of data packet received at said host computer; and :
processing rate for unwanted data packets.

8. A method of providing packet flooding defense for a network comprising a plurality of host computers, rt
the steps of: classifying data packets received at a host computer into wanted data packets and unwanted ¢
network via which said data packets are routed to said computer; associating a maximum acceptable proce
the rate at which data packets of each class are transmitted from a router to said computer; receiving a ma
computer in said router; and controlling the rate of transmission of data packets from said router to said cc
are kept below the maximum acceptable processing rate for each data packet class; and freeing a portion ¢

9. A method as described in claim 8 , in which: said router receives information regarding maximum accept
computer; and said router controls the rate of transmission of each class of data packet to said computer.

10. A method of providing packet flooding defense for a network comprising a plurality of host computers,
comprising the steps of: determining a path by which data packets arrive at said router via packet marks pr
in said network via which said packets are routed to said computer; classifying data packets received at saic
path; associating a maximum acceptable transmission rate with each class of data packet received at said r
acceptable transmission rate for unwanted data packets.

11. A method of providing packet flooding defense for a network comprising a plurality of host computers,
comprising the steps of: classifying data packets received at a first router into wanted data packets and unv
said network via which said data packets are routed to said computer; associating a maximum acceptable t
determining by said first router of the rate at which data packets of each class are transmitted from a secor
regarding maximum acceptable transmission rate for data packets being transmitted to said first router; ar
from said second router to said first router so that said rate of transmission is below the maximum accepta
network providing data packet transmission to said first router.

12. Amethod as described in claim 11, in which: said second router receives information regarding maximt
said first router; and said second router controls the rate of transmission of each class of data packets to s¢

13. A packet flooding defense system for a network comprising a plurality of host computers, routers, comr
determining a path by which data packets arrive at a host computer via packet marks provided by routers l¢
which said packets are routed to said computer; means for classifying data packets received at said host co
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assigning a maximum acceptable processing rate to each class of data packet; and means for allocating a p
said unwanted data packets.

14. A packet flooding defense system for a network comprising a plurality of host computers, routers, comr
classifying data packets received at a host computer into wanted data packets and unwanted data packets;
which said data packets are routed to said computer; means for associating a maximum acceptable proces:
computer to determine the rate at which data packets of each class are transmitted from a router to said cc
acceptable transmission rate for data packets being transmitted to said computer; and means for said rout
computer so that the rate of data packet transmissions received at said computer is kept below the maximt
the network providing data packet transmission to said computer.

15. A packet flooding defense system as described in claim 14, in which: said router receives information re
transmitted to said computer; and said router controls the rate of transmission of each class of data packet

16. A packet flooding defense system for a network comprising a plurality of host computers, routers, comr
router to determine a path by which said packets came to said router via packet marks provided by routers
said packets are routed to said computer; means for classifying data packets received at said router into we
maximum acceptable transmission rate with each class of data packet received at said router; and means ft
than equal to said maximum acceptable processing rate.

17. A packet flooding defense system for a network comprising a plurality of host computers, routers, comr
classifying data packets received at a first router into wanted data packets and unwanted data packets; saic
said data packets are routed to said computer; means for associating a maximum acceptable transmission
router to determine the rate at which data packets of each class are transmitted from a second router to sa
maximum acceptable transmission rate for data packets being transmitted to said first router; and means f
second router to said first router so that the rate of data packet transmission received at said first router is
and freeing a portion of the network providing data packet transmission to said first router.

18. A packet flooding defense system as described in claim 17, wherein: said second router receives inform
packet being transmitted to said first router; and said second router controls the rate of transmission of ea:

Original

Families

inaDOC [ B O #

This section contains all family relations of this particular document. For more information about the differe
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Description

CROSS REFERENCE TO RELATED APPLICATIONS
[0001] This Application is a continuation of U.S. patent application Ser. No. 09/715,813, filed 11/16/2000 now

FIELD OF INVENTION

[0002] The invention pertains to network data transmission controls. More particularly, the invention relate
computers or routers connected to a network.

BACKGROUND OF THE INVENTION

[0003] Various types of systems have been developed for handling unwanted network data transmission in
Crayford et al. discloses a method that verifies the integrity of data transmitted over a network by comparir
network repeaters. Where the destination address fails to match the stored end station addresses, the datz

[0004] U.S. Pat. No. 6,044,402 issued to Jacobson et al., describes a system in which the only data packets th
that satisfy the blocking policies stored by the blocking data structure. Thus only, “pre-approved” data can-
discloses a system that relies upon a stored list of acceptable packet identifiers at each node in the network
the acceptability of data packets based upon a destination address/source address match and will disrupt ¢
discloses a system that uses source and destination address matching to determine if packets should be tr:
network. It also employs a system where an end station can be disabled by a program that determines that
variations exist, the above-described designs for handling unwanted network data transmissions are typica

[0005] U.S. Pat. No. 5,367,523 to Chang et al. discloses an end-to-end, closed loop flow and congestion conti
rate response messages between data senders and receivers to allow the sender to adjust the data rate to .
backed on data packets and result in changes in the input data rate in a direction to optimize data through
reduce data input and reduce data input drastically, respectively. Incremental changes in data input are alte
operating point than when closer to the optimum operating point. Chang, et al, is intended for end-to-end «
receiver in solving the problem. In a packet flooding defense, the sender, who is the attacker, will never coc
source/destination address pairs in the packet. Chang, et al, assume this information is accurate. In an atta
to confound the defense if it uses information the attacker controls, such as the source address.

[0006] The primary objective of the present invention is to defend against “packet flooding attacks” in whic
or no value (at least to the victim), thereby making more valuable communication with the victim slow or ur
which the attacker tries to use up some other resource by sending more requests of some particular type t

[0007] One way to view all these attacks is that a resource is being allocated in an unfair way. Well-behaved
amounts. The most straight-forward allocation mechanism, which might be called “first come first served”,
allocation would reduce the impact of an attacker to that of a normal user.

[0008] There are two obvious impediments to the “fair service” goal above. One is lack of a reliable way to ¢
fairly allocated. The other is lack of control over what packets arrive. The solution described here to both of

[0009] The defense is distributed among cooperating sites and routers. A set of transitively connected coop
defense is related to the size of the cooperating neighborhood, a larger neighborhood providing better def
packets. The association of packets with the “users” is approximated by associating packets with “places” ii
service will be allocated in a fair (or otherwise reasonable) manner among these places. A “place” in this se
router.

https://www.totalpatentone.com/search/results/1/publication/lUS7523497B2/84893232 5113

Cloudflare, Inc.  Exhibit 1003  Page 304



5/4/2021

TotalPatent One® - US7523497B2 Packet flooding defense system

[0010] One such place is likely to be shared by many actual users. An attack will deny service to those users
each place is shared by fewer users, so an attack will deny service to fewer users. It is advantageous to a us
neighborhood of that machine, since no attacker from another machine can deny him service. Conversely,
entry point into the cooperating neighborhood with as many users as possible.

[0011] Routers will supply data about the forwarding path of the packets that arrive at a site. The site can ut
This would solve the problem of unfair service if the packets that arrived were a fair sample of those that w
forward all the packets they receive. To some extent fair service is limited by network topology, i.e., too mar
relative to users of uncrowded paths. However another potential cause for this problem is a flooding attack
a similar way to that described above for sites. That is, they allocate the limited resource of forwarding bant
the cooperating neighborhood.

[0012] The final step in the defense is that cooperating routers will limit the rate at which they forward pack
but it is useful for limiting the bandwidth used by “unwanted” packets. The rate-limiting request is to be m:
This helps the site because it no longer has to process as many unwanted packets. It helps the network by 1

[0013] Even if the traffic is not reduced, the distinction between “wanted” and “unwanted” packets plays ar
packets (in fact, the great majority) that are expected in a very strong sense. It is reasonable to process the:
site is willing to process them at only a limited rate. A reasonable approach is to schedule these as describe
regard as “unwanted” those that end up being significantly delayed (or discarded).

SUMMARY OF THE INVENTION
[0014] The present invention addresses many of the deficiencies of prior network defense systems and sati:

[0015] A packet flooding defense system for a network providing the desired features may be constructed f
routers, communication lines and transmitted data packets. Means are provided for classifying data packet
processing rate with each class of data packet received at the computer. Means are also provided for the cc
packets came to the computer. Thus, the computer can use the information to allocate the processing rate

[0016] In another variant, a packet flooding defense system for a network including a plurality of host comg
for classifying data packets received at a host computer and means for associating a maximum acceptable
provided for the computer to determine the rate at which data packets of each class are transmitted from ¢
regarding maximum acceptable transmission rate for data packets being transmitted to the computer. Me«¢
from the router to the computer. Thus, the rate of data packet transmissions received at the computer is ke
the control of the rate of transmission of data packets from the router, thereby freeing a portion of the net\

[0017] In this invention a path (which is not controlled by the attacker) is used to determine the actual direc
(which is done via packet marks provided by routers leading up to the victim). In other words this invention
forwarding bandwidth in a router. The part that makes this invention completely different from Chang, et a
in order to work as a defense.

[0018] In yet another variant, the router is capable of receiving information regarding maximum acceptable
and the router is capable of controlling the rate of transmission of each class of data packets to the comput

[0019] In still another variant, a packet flooding defense system for a network including a plurality of host ¢
means for classifying data packets received at a router and means for associating a maximum acceptable ti
provided for the router to find information for packets it receives regarding the path by which the packets ¢
transmission rate for each class in a desired way.

[0020] In a further variant of the invention, a packet flooding defense system for a network including a plur
includes means for classifying data packets received at a first router and means for associating a maximum
router. Means are provided for the first router to determine the rate at which data packets of each class are
router to receive information regarding maximum acceptable transmission rate for data packets being trar
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rate of transmission of data packets from the second router to the first router. Thus, the rate of data packet
transmission rate for each data packet class by the control of the rate of transmission of data packets from
transmission to the first router.

[0021] In yet a further variant, the second router is capable of receiving information regarding maximum ac
first router and the second router is capable of controlling the rate of transmission of each class of data pac

[0022] In another variant, a packet flooding defense system for a network including a plurality of host comg
one firewall. The firewall includes hardware and software serving to control packet transmission between tt
provided for classifying data packets received at the firewall as are means for associating a maximum acce
Means are provided for the firewall to find information for packets it receives regarding the path by which t
allocate the transmission rate for each class in a desired way.

[0023] In still another variant of the invention, a packet flooding defense system for a network including a g
packets includes at least one firewall. The firewall includes hardware and software serving to control packet
network and means for classifying data packets received at the firewall. Means are provided for associating
at the firewall as are means for the firewall to determine the rate at which data packets of each class are tre
information regarding maximum acceptable transmission rate for data packets being transmitted to the fir
packets from the router to the firewall. Thus, the rate of data packet transmissions received at the firewall it
by the control of the rate of transmission of data packets from the router, thereby freeing a portion of the r

[0024] In a final variant of the invention, the router is capable of receiving information regarding maximum
firewall and the router is capable of controlling the rate of transmission of each class of data packets to the

[0025] An appreciation of the other aims and objectives of the present invention and an understanding of it
description of a preferred embodiment.

DESCRIPTION OF THE DRAWINGS

[0026] FIG. 1 is a schematic view of a first embodiment of the invention illustrating the association of maxir
and a path by which the packets came to the computer;

[0027] FIG. 2 is a schematic view of a second embodiment illustrating the association of maximum acceptak
the packets came to the computer and illustrating information received at a router regarding maximum act

[0028] FIG. 3 is a schematic view of a third embodiment illustrating information received at a router regardi
transmitted to the computer;

[0029] FIG. 4 is a schematic view of a fourth embodiment illustrating association of maximum acceptable tr.
the packets came to the router;

[0030] FIG. 5 is a schematic view of a fifth embodiment illustrating the association of maximum acceptable 1
the packets came to the first router and illustrating information received at a second router regarding maxi
router;

[0031] FIG. 6 is a schematic view of a sixth embodiment illustrating information received at the second rout
being transmitted to the first router;

[0032] FIG. 7 is a schematic view of a seventh embodiment of the invention illustrating the association of m.
and a path by which the packets came to the firewall;

[0033] FIG. 8 is a schematic view of an eighth embodiment illustrating the association of maximum acceptal
which the packets came to the firewall and illustrating information received at a router regarding maximun
and

[0034] FIG. 9 is a schematic view of a ninth embodiment illustrating information received at a router regard
transmitted to the firewall.

https://www.totalpatentone.com/search/results/1/publication/lUS7523497B2/84893232 7113

Cloudflare, Inc.  Exhibit 1003  Page 306



5/4/2021

TotalPatent One® - US7523497B2 Packet flooding defense system

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

[0035] FIG. 1 illustrates a packet flooding defense system 10 for a network 14 providing the desired feature:
a plurality of host computers 18, routers 22, communication lines 26 and transmitted data packets 30. Mear
means for associating a maximum acceptable processing rate 34 with each class 38 of data packet 30 receiv
information for packets 30 it receives regarding the path 46 by which the packets 30 came to the computer
for each class 38 in a desired way among the places from which packets 30 are transmitted.

[0036] In another variant, as illustrated in FIG. 2, a packet flooding defense system 10 for a network 14 inclu
transmitted data packets 30 includes means for classifying data packets 30 received at a host computer 18«
class 38 of data packet 30 received at the computer 18. Means are provided for the computer 18 to determi
22 to the computer 18 as are means for the router 22 to receive information regarding maximum acceptabl
Means are provided for the router 22 to control the rate of transmission of data packets 30 from the router
computer 18 is kept below the maximum acceptable processing rate 34 for each data packet class 38 by the
freeing a portion of the network 14 providing data packet transmission to the computer 18.

[0037] In yet another variant, as illustrated in FIG. 3, the router 22 is capable of receiving information regart
being transmitted to the computer 18 and the router 22 is capable of controlling the rate of transmission of

[0038] In still another variant, as illustrated in FIG. 4, a packet flooding defense system 10 for a network 14
transmitted data packets 30, includes means for classifying data packets 30 received at a router 22 and mes
of data packet 30 received at the router 22. Means are provided for the router 22 to find information for pac
router 22. Thus, the router 22 can use the information to allocate the transmission rate for each class 38 in .

[0039] In a further variant of the invention, as illustrated in FIG. 5, a packet flooding defense system 10 for ¢
lines 26 and transmitted data packets 30 includes means for classifying data packets 30 received at a first r¢
with each class 38 of data packet 30 received at the first router 54. Means are provided for the first router 5
from a second router 58 to the first router 54 as are means for the second router 58 to receive information

transmitted to the first router 54. Means are provided for the second router 58 to control the rate of transm
rate of data packet transmissions received at the first router 54 is kept below the maximum acceptable tran
transmission of data packets 30 from the second router 58, thereby freeing a portion of the network 14 pro

[0040] In yet a further variant, as illustrated in FIG. 6, the second router 58 is capable of receiving informatic
packet 30 being transmitted to the first router 54 and the second router 58 is capable of controlling the rate

[0041] In another variant, as illustrated in FIG. 7, a packet flooding defense system 10 for a network 14 inclu
transmitted data packets 30 includes at least one firewall 86. The firewall 86 includes hardware and softwar:
computer 18 connected to an internal network 90. Means are provided for classifying data packets 30 recei
transmission rate 94 with each class 38 of data packet 30 received at the firewall 86. Means are provided for
by which the packets 30 came to the firewall 86. Thus, the firewall 86 can use the information to allocate the

[0042] In still another variant of the invention, as illustrated in FIG. 8, a packet flooding defense system 10 fi
communication lines 26 and transmitted data packets 30 includes at least one firewall 86. The firewall 86 inc
network 14 and a host computer 18 connected to an internal network 90 and means for classifying data pa¢
acceptable transmission rate 94 with each class 38 of data packet 30 received at the firewall 86 as are mean:
are transmitted from a router 22 to the firewall 86. Means are provided for the router 22 to receive informai
transmitted to the firewall 86 as are means for the router 22 to control the rate of transmission of data pacl
transmissions received at the firewall 86 is kept below the maximum acceptable transmission rate 94 for ea
from the router 22, thereby freeing a portion of the network 14 providing data packet transmission to the fi

[0043] In a final variant of the invention, as illustrated in FIG. 9, the router 22 is capable of receiving informe
packet 30 being transmitted to the firewall 86 and the router 22 is capable of controlling the rate of transmi

[0044] The packet flooding defense system 10 has been described with reference to particular embodiment
spirit and scope of the claims that follow.
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Yaar, A, et al, ‘StackPi: New Packet Marking and Filtering Mechanisms for DDoS and IP Spoofing Defense
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American Banking and Market News Apr 24, 2020 L 802 words
. LVS traded down $2.31 during trading hours on Friday, hitting $43.55. 7,523,497 shares of the company's
stock traded hands, compared to s average ..

Driarios Oficlals - Brazil | Sep 29,2020 | EDITAIS: Pe 49 | 1781 words

«30b on® 5000299

88.2019.8.15.0097, requerida por MARIAAPARECIDA FREITAS RIBEIRO, inscrita ne CPFsob o n® 813.864.20

,5_

78. A agdo tem por objeto urterrens com drea de 10,5282 ha (der hectares cinguenta e dols ares e sltentae d

ois centiares) situado no Batrre Quilombo, zona rural de

Conceicdo dos Suros, MG, dentro das seguintesconfrontactes: "Partindo-

sedovértice 1 comeoordenadas X=417184.7177 e Y=7523511. 1950 seguindo com azimute 151°0741" e dist
&ncials.920m chega-se ao vértice 2 com coordenadasX=417 1924048 e Y= 7523497

2537. Deste comazimute de 158°52'477 e distancia 37.595m chega-

seanvertice 2 com coordenadas X=417205.9512 e¥Y=7523462.1844. Dieste com azimute de 164°42'29% dist

dncla 11.642m chega-

se ao vértice 4 comonordenadas X=417209.0215 e Y=7523450,9550.Deste com arimute de 172°446'57" e dist
ancia31.233m chega-

58 ao vértice 5 com coordenadasX=417212.9455 e Y=7523412.2695. Deste comazimute de 156°21°22" e dist
ancia 39.401m chega-

seas vértice 6 com coordenadas X=417228.6269 eY=7523384.1512. Deste com azimute de 15472244 % dist

ancia 28.2%6m chega-

se a0 vértice 7 comceoordenadas X=417 2408627 e Y=7533358.6373.Deste com arimute de 142°45 27" e dist

T T s X YOO

https://advance.lexis.com/searchprint/print/?pdmfid=1000516&crid=55ac34ab-d745-4a16-9582-100ccfeb7423&pdsearchterms=7523497+OR+7%2C5... 1/3
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ANCIaL48.08 4Mm Cnega-
58 a0 vértice 8 com coordenadasX=417255.8002 e Y=7523338.2882. Deste comazimute de 133°07'47" e dist
ancia 25.651m chega-
seae vértice 9 com coordenadas X=417274.5206 e¥=7523321.4516. Deste com azimute de 129%°44'256% dist
ancia 57.517m chega-
s a0 vértice 10 comeoordenadas X=417318.7479 e Y=75203284.68045.Deste com azimute de 132°3158% e dis
téncias9.512m chega-
se ao vértice 11 com coordenadasK=417362.6013 e Y=7523244.4501, Deste comarzimute de 140°0047" e dis
tincia 28.158m chega-
sean vértice 12 com coordenadas X=417380.6960 ¥ =7523222.8757. Deste com azimute de 144°29'48 " dis
tancia 10.616m chega-
se go vertice 13 comooordenadas X=417386.8415 e ¥Y=7523214.2332 Deste com azimute de 155°45'07" e dis
tancia10.230m chega-
se a0 vértice 14 com coordenadasX=417391.0830 e Y=7523204.9053, Deste comarimute de 165°5% 34" e dis
téncia 24.075m chega-
sean vértice 15 com coordenadas XK=4 1739468902 ¥=7523181.54482. Deste com azimute de 163°04'42  dis
tancia 26.395m chega-
58 a0 vértice 16 comooordenadas X=417404.572% e Y=7523156.2942 Deste com azimute de 162°5702" e dis
tanciad®.861m chega-
se ao vértice 17 com coordenadasX=417418.2600 e Y=7523118.1850, Deste comazimute de 1704837 e dis
tancia 22.6%93m chega-
seao vertice 18 com coordenadas X=417419.8842 eY=7523095.7830, perfazendo um total de 493,17 7mconf
rantande com Estrada Municipal de Conceicidodos Curos, Deste com azimute de 265°57'24" edistédncla 154.52
Sy chega-
se a0 vértice 19 comeoordenadas X=417265.7434 ¢ Y=7523084.887 5 confrontando com Benedito indcio Rib
elrn, Destecom azimute de 277°54°58" e distancia 9.609mchega-se ao vértice 20 com coordenadas
K=417258.2263 e Y=7523086.2110. Deste comazimuie de 342°38'22" e disténcla 4.127m chega-
seat vértice 21 com coordenadas X=417254.9949 eY=7523090. 1500, perfazendo um total de 13.736mcenfro
rtando com José Raimundoe Gongalves. Destecom azimute de 342°38'22" e distdncia 12.655mchega-se ao
vértice 22 com ..

I£T Communications Feb 1, 2030 Pr. 420- 429, 1751-8828; Vol 14: Ko, 3 8788 words

{ WenyuZhengZhigangChenczg@osu.educnfisWuRanghuailiu

.. Maobsile and Multimedia Networks (8WoWMoMy, Coimbra, 2016, pp. 1-9, dob 10,1109/ WoWbobA 2015,
7R234%7 31 Gao Y., Xiao Y, Wu M., 'Dynamic social-aware peer .,

Nirnberger Zeitung | Feb 25,2014 | SPORT | 1180 words
171007 542503 30114 8. HSG Konstanz 17 9 1 7 823497 19:15 715G Balingen-Weilst, 17827 472:471
18:16 81uS Schutterwald ...

ASAPI Database | Mar 22, 2013 Pg. 97 1550 2158-3492; Vol 35; No. 1 | 1401 % words Curtis, Brenda J.Zahs,
Anitakovacs, Blizabeth L

. oF the IFN-gamma gene, Journal of immunology 153{8) 3603-34610, 1994, PMID: 7523497 THANG, P;

BAGBYC, G HAPPEL K ET AL Alcohol abuse, immunosuppression, ..

pores

GlobalAdSource (English) | Mar 0%, 2010 | 21 words
https://advance.lexis.com/searchprint/print/?pdmfid=1000516&crid=55ac34ab-d745-4a16-9582-100ccfeb7423&pdsearchterms=7523497+OR+7%2C5... 2/3
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. MICROCONTROLLERS: THE ENABLING TECHNOLOGY BEH ID 7523497 Description TEXT Price $23.0
LISD Media Type Internet Country United States ..

Content {ype: News

Terms: 7523497 OR 7,523,497

Search Type: Boolearn - Fewer Resulis

Marrow By: Sources: Mews

Diate and Time: May 04, 2021 09:33:14am. EDT
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PTO/SB/57 (01-18)

Approved for use through 11/30/2021. OMB 0651-0064

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.
(Also referred to as FORM PTO-1465)

REQUEST FOR EX PARTE REEXAMINATION TRANSMITTAL FORM

Address to:

Mail Stop Ex Parte Reexam

Commissioner for Patents Attorney Docket No.: 50348.65
P.O. Box 1450

Alexandria, VA 22313-1450 Date; May 3, 2021

1. [m] This is a request for ex parte reexamination pursuant to 37 CFR 1.510 of patent number /,523,497
issued April 21, 2009

. The request is made by:
|:| patent owner. El third party requester.

2. El The name and address of the person requesting reexamination is:
Raghav Bajaj, HAYNES AND BOONE, LLP

2323 Victory Avenue, Suite 700
Dallas, Texas 75219

3. Requester |:| asserts small entity status (37 CFR 1.27) or |:| certifies micro entity status (37 CFR 1.29). Only
a patent owner requester can certify micro entity status. Form PTO/SB/15A or B must be attached to certify
micro entity status.

4. This request is accompanied by payment of the reexamination fee as set forth in:

[m] 37 CFR 1.20(c)(2); or

|:| 37 CFR 1.20(c)(1). In checking this box for payment of the fee set forth in 37 CFR 1.20(c)(1), requester

asserts that this request has forty (40) or fewer pages and complies with all other requirements of
37 CFR 1.20(c)(1).

Payment of the reexamination fee is made by the method set forth below.
a. |:| A check in the amount of $ is enclosed to cover the reexamination fee;
b. |:| The Director is hereby authorized to charge the reexamination fee
to Deposit Account No. ;
C. I:l Payment by credit card. Form PTO-2038 is attached; or
d. El Payment made via EFS-Web.

El In addition, the Director is hereby authorized to charge any fee deficiencies to
Deposit Account No. 50-6990

5. El Any refund should be made by |:|check or Elcredit to Deposit Account No. 50-6990
37 CFR 1.26(c). If payment is made by credit card, refund must be to credit card account.

6. El A copy of the patent to be reexamined having a double column format on one side of a separate paper is
enclosed. 37 CFR 1.510(b)(4).

7. |:| CD-ROM or CD-R in duplicate, Computer Program (Appendix) or large table
‘:l Landscape Table on CD

[Page 1 of 3]
This collection of information is required by 37 CFR 1.510. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) a request for reexamination. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 18 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TO: Mail Stop Ex Parte Reexam, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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8. |:| Nucleotide and/or Amino Acid Sequence Submission
If applicable, items a. — c. are required.

a. I:l Computer Readable Form (CRF)
b. Specification Sequence Listing on:
i.  [_] cD-ROM (2 copies) or CD-R (2 copies) or

ii. D paper

C. D Statements verifying identity of above copies.

9. El A copy of any disclaimer, certificate of correction or reexamination certificate issued in the patent is included.

10. El Reexamination of claim(s) 1> 4, 7,10, 13, and 16 is requested.

11. El A copy of every patent or printed publication relied upon is submitted herewith including a listing thereof on
Form PTO/SB/08, PTO-1449, or equivalent.

12. |:| An English language translation of all necessary and pertinent non-English language patents and/or printed
publications is attached.
13. El The attached detailed request includes at least the following items:

a. A statement identifying each substantial new question of patentability based on prior patents and printed
publications. 37 CFR 1.510(b)(1).

b. An identification of every claim for which reexamination is requested, and a detailed explanation of the

pertinency and manner of applying the cited art to every claim for which reexamination is requested.
37 CFR1.510(b)(2).

14. |:| A proposed amendment is included (only where the patent owner is the requester). 37 CFR 1.510(e).

15. El It is certified that the statutory estoppel provisions of 35 U.S.C. 315(e)(1) or 35 U.S.C. 325(e)(1) do not
prohibit requester from filing this ex parfe reexamination request. 37 CFR 1.510(b)(6).

16. Service

a. El It is certified that a copy of this request (if filed by other than the patent owner) has been served in its
entirety on the patent owner as provided in 37 CFR 1.33(c).

The name and address of the party served are:
Belasco, Jacobs & Townsley, PC

6701 Center Drive West, 14th Floor
Los Angeles, CA 90045

Date of Service: May 3, 2021

OR

b. |:| A duplicate copy is enclosed since service on patent owner was not possible. An explanation of the
efforts made to serve patent owner is attached. See MPEP 2220.

[Page 2 of 3]
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17. Correspondence Address: Direct all communication about the reexamination to:

El The address associated with Customer Number: 27683

OR

|:| Firm or Individual Name
(at the address identified below)

Address

City State Zip

Country

Telephone Email

214-651-5000 IPDOCKETING@HAYNESBOONE.COM

18. El The patent is currently the subject of the following concurrent proceeding(s):

a. |:| Copending reissue Application No.

b. |:| Copending reexamination Control No.

o

. D Copending Interference No.

d. El Copending litigation styled:

PacSec3, LLC v. NETSCOUT Systems, Inc., No. 6:20-cv-00914 (W.D. Tex.) {filed Oct. 10, 2020); PacSec3, LLC v. McAfee, LLC, No. 2:21-cv-00140 (E.D. Tex.) {filed Apr. 21, 2021);

PacSec3, LLC v. Palo Alto Networks, Inc., No. 2:21-cv-00141 (ED. Tex.) (filed Apr. 21, 2021); PacSec3, LLC v. Juniper Networks, Inc., No. 6:21-cv-00387 (W.D. Tex.) (filed Apr. 21, 2021);

PacSec3, LLC v. Cisco Systems, Inc., No. 6:21-cv-00388 (W.D. Tex.) (filed Apr. 21, 2021)

WARNING : Information on this form may become public. Credit card information should not be included on this
form. Provide credit card information and authorization on PTO-2038.

/Raghav Bajaj/ May 3, 2021
Authorized Signature Date
Raghav Bajaj 66,630
Typed/Printed Name Registration No.
|:| For Patent Owner Requester El For Third Party Requester

[Page 3 of 3]
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In place of U. S. DEPARTMENT OF
PTO-1449 COMMERCE Complete if Known
Form PATENT AND TRADEMARK
OFFICE
Application Number In Ex Parte Reexamination of
INFORMATION DISCLOSURE STATEMENT BY 7523.497
APPLICANT o - =
(use as many sheets as necessary) Filing Date Herewith
First Inventor Name Donald N. Cohen
Art Unit TBD
Examiner Name TBD
SHEET 1 OF 1 Attorney Docket 50348 .65
Number
U.S.PATENTS
Examiner’s Cite No. Document Issue Date Name of Patentee or Applicant of Cited Document
Initials Number MM-DD-YYYY
Ex. 1006 | 7,058,974 2006-06-06 Mabher et al.
Ex. 1007 | 6,725,378 2004-04-20 Schuba ct al.
U. S. PATENT APPLICATION PUBLICATIONS
Examiner’s Cite No. Document Publication Date Name of Patentee or Applicant of Cited Document
Initials Number MM-DD-YYYY
FOREIGN PATENT DOCUMENTS
Examiner’s Cite No. Foreign Patent Publication Date Patentee or Applicant of Translation
Initials Document MM-DD-YYYY Cited Document Y/N
(Country Code
— Number —
Kind)
NON-PATENT LITERATURE DOCUMENTS
Examiner’s Cite No. Include name of the author (in CAPITAL LETTERS), title of the article, title of the item, date,
Initials page(s), volume-issue number(s), publisher, city/country where published
Ex. 1005 | Savage et al., “Practical Network Support for IP Traceback,” SIGCOMM’00:
Proceedings of the Conference on Applications, Technologies, Architectures, and
Protocols for Computer Communication, August 2000, pp. 295-306 (“Savage”)
Examiner Date
Signature Considered

EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation
if not in conformance and not considered. Include a copy of this form with next communication to applicant.

Customer No. 27683
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re patent of: Donald N. Cohen

U.S. Patent No. 7,523,497
Filed: May 7, 2004

Issued: April 21, 2009

Title: PACKET FLOODING DEFENSE

SYSTEM

REQUEST FOR Ex Parte
REEXAMINATION

Customer No.: 27683

Real Party in Interest:
Unified Patents, LLC

Lo L Lo L Lo L L L L L L L

REQUESTER’S POWER OF ATTORNEY
PURSUANT TO 37 CFR 1.510(f)

Attorney Docket No.: 50348.65

Pursuant to 37 CFR 1.510(f) Requester, Unified Patents, LL.C, hereby appoints the

Practitioner(s) associated with Customer Number 27683, as its attorney(s) to prosecute and

to transact all business in the United States Patent and Trademark Office in connection with

the above-identified request for FEx Parte Reexamination. Please recognize the

correspondence address (including any electronic mail address) associated with Customer

Number 27683 for the above-identified £x Parte Reexamination proceeding number to be

the address associated with the appointed counsel(s).

The undersigned is authorized to sign this Power of Attorney on behalf of the

Requester.

Executed on  5/3/2021

Unified Patents, LL.C

By:

%nmf/ Staswd

Printed Name: Jonathan Stroud

Title: Chief IP Counsel

Cloudflare, Inc.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re patent of Donald N. Cohen REQUEST FOR EX PARTE
REEXAMINATION

U.S. Patent No. 7,523,497
Attorney Docket No.: 050348.065
Filed: May 7, 2004
Customer No.: 27683
Issued: April 21, 2009

Title: PACKET FLOODING DEFENSE
SYSTEM

Lo L L L L L L L L L L L

REQUEST FOR EX PARTE REEXAMINATION
UNDER 35 U.S.C. §§ 302-306

Mail Stop Ex Parte Reexam
Hon. Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Dear Sir:

Pursuant to the provisions of 35 U.S.C. §§ 302-306, Unified Patents, LLC
(“Requester”) hereby requests an ex parte reexamination of claims 1, 4, 7, 10, 13,
and 16 (“Challenged Claims”) of United States Patent No. 7,523,497 (“the *497
patent,” EX1001) that issued on April 21, 2009, to Donald N. Cohen, resulting from
U.S. Patent Application No. 09/715,813 filed on May 7, 2004.

Requester hereby asserts that claims 1,4, 7, 10, 13, and 16 of the 497 patent

are invalid over prior art references that were not previously before the Patent Office,
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Request for Ex Porfe Reexamination
U.S. Patent No. 7,523 497

that are non-cumulative of, and better than, the prior art that was hefore the exammer
during the original prosecution of the "497 patent. and that raise substantial new
questions of patentability. Requester therefore requests that an order for
reexamunation be 1ssued, and that the Office reject and cancel all challenged claims.

The "497 patent 1s the subject of five pending district court litigation cases
wlentified below. The "497 patent was the subject of two termunated district court

litigation cases 1dentified below. No final judgment has been entered in any of the

following seven cases.

~CV-LALEL ( ]
PacSec3, LLC v. Mcdfee, LLC, No. 2:21-¢v-00140 (E.D. Tex)) (filed Apr. 21,
2021)

PacSec3, LLC v. Palo Alto Networks, Inc.. No. 2:21-cv-00141 (E.D. Tex ) (filed
Apr. 21, 2021

PacSec3, LLC v. Juniper Networks, Inc., No. 6:21-cv-00387 (W.D. Tex.) (filed
Apr. 21, 2021)

FPacSec3, LLC v. Cisco Systems, Inc., No. 6:21-cv-00388 (W.D. Tex.) {filed Apr.
21,2021

ex.){file

11
orks, Inc., No. 2:2

PacSecs, LIC v. F5 Net
2020)

PacSec3, LLC v. F3 Networks, Inc., No. 2:20-cv-01828 (W.D. Wash.} (fransferred
from D. Utah on Dec. 14, 2020)

v-00697 (D. Utah) (filed Oct.

-
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on
97

TABLE OF CONTENTS

I. Certification Regarding No Estoppel ............ccccoooiiiiiiiiiieee
II. Statement Pointing Out Substantial new questions of Patentability.................
A. Summary of Substantial New Questions of Patentability......................

B.  Overview of the 497 Patent..............cccoooooiiiiiiiiii

1.  Technical Background ......................cooooiiii

2. Summary of Alleged Invention.........................oc.cooiiiiii i

C. Priority Date of the 497 Patent.......................oocoiiiiiii e

D. Prosecution History and Reasons for Allowance....................................

E.  Claim Constriction..........cocoviiiiiiiiit e

F. Citation of Prior Art Patents and Printed Publications...........................

1. Prior Art Qualification of Cited Prior Art Patents and Printed

Publications .............ccooiiiiiie e
2. Savage is a Printed Publication...................................
Identification of Substantial New Questions of Patentability .................
1. Savage Raises a Substantial New Question of Patentability ..........

2. Maher and Savage Raise a Substantial New Question of
Patentability ...

3. Maher and Schuba Raise a Substantial New Question of
Patentability ............cccoooiiiiii

4. The Combination of Savage, Maher, and Schuba Raises a
Substantial New Question of Patentability .....................................

III. Detailed explanation of the pertinence and manner of applying the prior art

3
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references to every claim for which reexamination is requested .................... 34

A. Proposed Rejection #1: Claims 7, 13 and 1 would have been obvious

over Savage in view of Maher and Schuba............................cccccccoon.. 35
1. Overview of Savage ..............cccoooiiiiiiiieeee e 35
2. Overview of Maher ....................ccoooiviiiiiiiiie e 37
3. Overview of SChuba...........cc.cccoociviiiiiiiiiiiiiee 40
4. Motivation to Combine Savage with Maher and Schuba................ 40
5. Claim 7 would have been obvious over Savage in view of

Maher and Schuba..........................cc.cooooiiiiiiiieeeee e 48
6. Claim Chart Showing Unpatentability of Claim 7......................... 76
7. Claim 13 would have been obvious over Savage in view of

Maher and Schuba......................c..cccoeiiiiiiieiieeeeeeee e 99
8.  Claim 1 would have been obvious over Savage in view of

Maher and Schuba..........................cc.cooooiiiiiiiieee e 109

B. Proposed Rejection #2: Claims 10, 16 and 4 would have been

obvious over Maher in view of Savage and Schuba ............................. 116
1. Overviewof Claim 10..................coooiiiii e 116
2. Motivation to Combine Maher with Savage and Schuba ............. 118
3. Claim 10 would have been obvious over Maher in view of

Savage and Schuba...............................ccooiiiiiiiei e, 127
4.  Claim Chart Showing Unpatentability of Claim 10..................... 135
5. Claim 16 would have been obvious over Maher in view of

Savage and Schuba......................cooo 141
6. Claim 4 would have been obvious over Maher in view of

Savage and Schuba..........................cccooeiiiiiiiiiiiiiei e, 146

4
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Request for Ex Parte Reexamination
U.S. Patent No. 7,523,497

I. CERTIFICATION REGARDING NO ESTOPPEL

In accordance with 37 C.F.R. § 1.510(b)(6), Requester hereby certifies that
the estoppel provisions of 35 U.S.C. § 315(e)(1) or 35 U.S.C. § 325(e)(1) do not
prohibit Requester from filing this ex parte reexamination request. Requester has not
previously challenged the 497 patent, and has not been involved in any proceeding
involving the *497 patent.

II. STATEMENT POINTING OUT SUBSTANTIAL NEW QUESTIONS
OF PATENTABILITY

A. Summary of Substantial New Questions of Patentability

This Request presents substantial new questions of patentability for claims 1,
4,7, 10, 13 and 16 of the 497 patent. This Request relies on references that have
not been previously considered by the office, and which render obvious the
Challenged Claims of the 497 patent.

This Request first addresses claims 7 and 10, which are both method claims.
Claims 7 and 10 are substantially similar, and recite the following limitations, with
underlining and claim numbering added to show the differences between the claim
elements:

[7.1.1]  determining a path by which data packets arrive at a host computer via

packet marks provided by routers leading to said host computer;

(EX1001, 9:49-51)

Cloudflare, Inc.  Exhibit 1003  Page 326



Request for Ex Parte Reexamination
U.S. Patent No. 7,523,497

[10.1.1] determining a path by which data packets arrive at said router via packet
marks provided by routers leading to said host computer; (EX1001,
10:29-31)

As discussed in Section I1.D below, claim 7 was allowed after the applicant
amended claim 7 to define the recited path as “said path comprising all routers in
said network via which said packets are routed to said computer.” EX1002, 129,
146-147. This limitation is referred to as limitation [7.1.2] in the instant Request.
Claim 10 was amended to recite the same limitation of “said path comprising all
routers in said network via which said packets are routed to said computer.”
EX1002, 130. This added limitation is referred to as limitation [10.1.2] in the instant
Request.

However, limitations [7.1.1], [7.1.2], [10.1.1], and [10.1.2] are disclosed by
Savage (EX1005), which was not considered during prosecution of the 497 patent.
Therefore, Savage raises a substantial new question of patentability because (1)
Savage was not considered during prosecution of the 497 patent, and (2) Savage
discloses the allegedly allowable features of claims 7 and 10.

Claims 13 and 16 are system claims that are substantially similar to method
claims 7 and 10, respectively. Claim 13 recites limitations [13.1.1] and [13.1.2] that
are identical to limitations [7.1.1] and [7.1.2], respectively, except for the addition

of the phrase “means for.” Similarly, claim 16 recites limitations [13.1.1] and

7
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[13.1.2] that are substantially similar to limitations [10.1.1] and [10.1.2],
respectively, except for the addition of the phrase “means for.” Claims 13 and 16
were allowed after the addition of limitations [13.1.2] and [16.1.2]. EX1002, 146-
147. However, limitations [13.1.1], [13.1.2],[16.1.1] and [16.1.2] are also disclosed
by Savage, which was not considered during prosecution of the ’497 patent.
Therefore, Savage raises a substantial new question of patentability because (1)
Savage was not considered during prosecution of the 497 patent, and (2) Savage
discloses the allegedly allowable features of claims 13 and 16.

Claims 1 and 4 contain a non-substantive variation from limitations [7.1.1]
and [10.1.1] above, respectively, of finding information regarding a path, rather than
determining a path, as recited in limitations [7.1.1] and [10.1.1]. Below, claim
numbering, underlining, and strikethrough text is added to show the differences
between limitations [7.1.1] and [1.3.1], and the differences between limitations

[10.1.1] and [4.3.1], respectively.

[1.3.1] means for said computer to find information for packets it receives
4
regarding the determininga-path by which data said packets arrive-ata
khest came to said computer via packet marks provided by routers

leading to said host computer; (EX1001, 8:18-21)

[43.1] means for said router to find information for packets it receives
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regarding the determining—a-path by which data said packets arrive—at

came to said router via packet marks provided by routers leading to said
host computer; (EX1001, 9:1-4)

Claims 1 and 4 were allowed after being amended to recite “said path
comprising all routers in said network via which said packets are routed to said
computer,” which is the same limitation that was added to claims 7, 10, 13, and 16
to gain allowance of these claims. EX1002, 126-128, 146-147. The added
limitations to claims 1 and 4 are referred to as limitations [1.3.2] and [4.3.2] below.
However, limitations [1.3.1], [1.3.2], [4.3.1] and [4.3.2] are also disclosed by
Savage, which was not considered during prosecution of the 497 patent. Therefore,
Savage raises a substantial new question of patentability because (1) Savage was not
considered during prosecution of the 497 patent, and (2) Savage discloses the
allegedly allowable features of claims 1 and 4.

The remaining limitations of claims 1, 4, 7, 10, 13, and 16, to the extent not
expressly disclosed by Savage, are merely conventional implementation details that
are disclosed by Maher (EX1006) and Schuba (EX1007). See Section IlI, infra.
Maher and Schuba were also not considered during prosecution. Therefore, Maher
and Schuba also raise substantial new questions of patentability because (1) they
were not considered during prosecution of the 497 patent, and (2) show that the

remaining limitations of claims 1, 4, 7, 10, 13, and 16 are merely well-known

9
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implementation details.

Further, the combinations of Savage, Maher, and Schuba, as presented in this
Request, raise a substantial new question of patentability because (1) these
references were not considered during prosecution of the 497 patent, and (2) the
Office has not considered the combination of these three references as presented in
this Request.

A reasonable examiner would have found Savage, Maher, and Schuba
relevant to the Challenged Claims.

As shown below and confirmed in the Declaration of Dr. Vijay Madisetti
(EX1003), the technology claimed in the *497 patent was not new. The references
presented in this Request render obvious the Challenged Claims, which should be
canceled for unpatentability.

B. Overview of the ’497 Patent
1. Technical Background

The *497 patent relates to “minimizing the effects of packet flooding attacks
directed against computers or routers connected to a network.” EX1001, 1:13-15.
The *497 patent describes a packet flooding attack as when “an attacker tries to use
up all the bandwidth [available] to the victim by sending data of little or no value (at
least to the victim), thereby making more valuable communication with the victim

slow or unreliable.” EX1001, 2:6-10.

10
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Other contemporaneous references describe packet flooding attacks as a type
of “Denial of Service” (DoS) attack. For example, Malan (EX1010) explains that:

One problem occurs when a first computer system maliciously sends a
flood of packets to a target or second computer system, routing system
or network link to overwhelm the reception resources or capacity of the
target, which can result in either loss of connectivity to or failure of the
target. This flood of packets based attack is commonly known as a
denial of service attack (“DoS”).

EX1010, 9 10.
Similarly, U.S 7,062,782 to Stone et al. (EX1011) explains that:

A packet flood attack differs from other types of denial-of-service
attacks in that a flood attack requires constant and rapid transmission
of packets to the victim in order to be effective. The flood attack
overwhelms the victim’s connection and consumes precious bandwidth
on the ISPs” backbone networks.

EX1011, 1:24-29.

As another example, Maher discloses that “[a] ‘denial of service’ (DoS) attack
is characterized by an explicit attempt by attackers to prevent legitimate users of a
service from using that service. DoS attacks are aimed at devices and networks with
exposure to the Internet. Their goal 1s to cripple a device or network so that external
users no longer have access to network resources.” EX1006, 1:14-17.

One limitation in preventing DoS attacks is identifying the source of the

11
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attack. Attackers often “spoof” or “forge™ their source address to prevent discovery
of the origin of the attacks. EX1005, 295 at Abstract (discussing “spoofed” source
addresses); EX1011, 1:44-54 (“the attacker can forge the source address of the flood
packets™ to avoid detection); EX1007, 5:62-64 (“Attacker A initiates a SYN flooding
attack by sending many connection requests with spoofed source addresses to the
victim machine.”).

2. Summary of Alleged Invention

The *497 patent’s “primary objective...is to defend against ‘packet flooding
attacks.”” EX1001, 2:6-7. The *497 patent explains that its solution “requires help
from the routers that forward packets to the victim.” EX1001, 2:27-29. The 497
patent indicates that “[r]Jouters will supply data about the forwarding path of the
packets that arrive at a site,” to permit the forwarding path of the packets to be traced,
and the “routers will limit the rate at which they forward data packets” to
downstream devices. EX1001, 2:54-55, 2:32-36, 3:4-6. The *497 patent describes
that “a path (which is not controlled by the attacker) is used to determine the actual
direction of the packet flow towards the victim. Bandwidth is allocated based upon
path (which is done via packet marks provided by routers leading up to the victim).”
EX1001, 3:62-66.

The *497 patent explains that “routers will limit the rate at which they forward

packets” to assist in “limiting the bandwidth used by ‘unwanted” packets.” EX1001,
12
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3:4-8. The ’497 patent classifies packets into “wanted packets” and “unwanted
packets” based on whether the packets are expected to be received. EX1001, 3:6-23,
3:34-37, 6:16-20, 6:55-58. The ’497 patent explains that the processing or
transmission rate for “unwanted data packets™ can be decreased to free up network
resources. EX1001, 3:8-12, 6:23-25, 6:46-63.

C. Priority Date of the 497 Patent

The ’497 patent was filed as U.S. Application No. 10/841,064 (*’064
application”) on May 7, 2004. The 497 patent was filed as a continuation of U.S.
Patent No. 6,789,190, which was filed as U.S. Application No. 09/715,813 on
November 16, 2000. The 497 patent does not claim priority to any earlier
application. Accordingly, the priority date of the 497 patent is presumed to be
November 16, 2000. All of the prior art cited in the proposed grounds of rejection
predates November 16, 2000 (see Section IL.F below).

D. Prosecution History and Reasons for Allowance

As noted above, the 497 patent was filed as a continuation of U.S. Patent No.
6,789,190 (EX1027), which was filed as Application No. 09/715,813 (“’813
application”) (EX1028). The *813 application was filed with claims 1-9. EX1028,
21-26. Claims 1 and 4 of the 813 application contained some features that are
generally similar to limitations [7.1.1], [7.2], [7.3], [10.1.1], [10.2], and [10.3] of

claims 7 and 10 of the 497 patent. However, claims 1 and 4 of the 813 application
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were broader in scope than 7 and 10 of the 497 patent, because claims 1 and 4 of
the *813 application did not recite features corresponding to limitations [7.1.2], [7.4],
[10.1.2], and [10.4] of claims 7 and 10 of the *497 patent. Claims 7-9 of the 813
application contain features directed to a “firewall” that are not recited in any of
claims 7 and 10 of the *497 patent (see firewall 86 in Figures 7-9 of the 190 patent
(EX1027) and Figures 7-9 of the 497 patent).

The examiner rejected claims 1-9 of the 813 application as being anticipated
by U.S. Patent 5,367,523 by Chang (EX1008). EX1028, 48-54. The applicant
requested rehearing of this rejection, arguing that a packet flooding defense system
1s not equivalent to the applicant’s characterization of Chang’s teaching of a “flow
and congestion control system.” EX1028, 61-62. Further, the applicant argued that
Chang does not disclose “means for classifying individual packets of data,” or
“means for determining the path by which the data arrives at the receiver.” EX1028,
62, 66. The examiner rejected these arguments and issued a final Office Action.
EX1028, 76-80. The applicant then cancelled claims 1-6 of the 813 application in
response to a final Office Action maintaining the rejection of claims 1-6 of the *813
application. EX10028, 93-95 (cancellation of claims 1-6). Claims 7-9 of the *813
were identified as allowable over Chang (EX1008) for reciting features directed to
a “firewall” that are not recited in any of challenged claims 7 and 10 of the 497

patent. EX1028, 98-99.
14
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The *497 patent was filed as the’064 application” (EX1002) after the *813
application was allowed. The 497 patent issued after the examiner issued two
Office Actions (one non-final and one final) in the *064 application. In both Office
Actions, the examiner rejected the claims as being anticipated by Chang (EX1008).
EX1002, 59-60 (claim 7 rejected for same reasons as claim 1), 61-62 (claim 10
rejected for same reasons as claim 4), 98-101 (same). In response to the non-final
Office Action, the applicant argued that “the instant invention detects the path from
which the data packets come via packet marks and sorts the data packets into two
classes, wanted and unwanted, based on this path. EX1002, 89. The applicant
amended claim 7 as follows:

7. {eurrently amended): A method of providing packet flooding defense for a netwark
comnprising a phlurality of host computers, routers, communication lines and transmitted data

packeis, said method comprising the steps of:

determining a path by which data packets arvive at a host computer via packst marks provided by

vouters Ieading to said host computern

classifying data packets received at a-said host eomputer into wanled dats packets and wwanled

duta packels by path;

associating & maximum acceptable processing rate with each class of data packe! recedved at sid

host computer; and

allocating & processing rate less then or aqual to seid maximuom acoeptable processing rate for

EX1002, 82.

15
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The applicant amended claim 10 as follows:

1 fowerestly amended): A method of providing packet Scading defense for a metwork
comprising 2 plurality of host conuputers, rowiers, compummication lines and transmitted data

packets, said method comprising the steps of!

determining a path by which data packets arvve at said rowser vis packet marks provided by

routers feading 1o said host coraputer;

classifyving data packests received at aguid router vig packet roarks provided by yonters Ieading o

said host computer by path;

associating & maximom acceptable transmission rate with each cluss of data packet recetvest st

said rowter; and

atfocating a fransmussion rade oqual o or less than satd meximen acceptable transmission rate for
such-classunsanted data packetsinudesiredoway.
EX1002, 83-84.

The applicant argued that Chang does not disclose “detecting the path from
which the data packets come; detecting packet marks; and sorting data packets into
two classes, wanted and unwanted.” EX1002, 89.1

In the final Office Action, the examiner rejected the applicant’s argument,

finding that Chang discloses determining a path by which data packets arrive at a

' In response to the non-final Office Action, the applicant did not contest the
examiner’s determination that Chang discloses associating a maximum acceptable
processing rate with each class of data packet received at the host computer and
allocating a processing rate less than or equal to the maximum acceptable processing
rate for unwanted data packets (limitations [7.3] and [7.4] above). See EX1002, 89.

16
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host computer via packet marks provided by routers leading to the host computer,
and classifying data packets received at the host computer into wanted and unwanted
data packets by path. EX1002, 99-101.

In response to the final Office Action, at the examiner’s suggestion, the
applicant amended claim 7 to additionally recite:

[7.1.1] determining a path by which data packets arrive at a host computer via

packet marks provided by routers leading to said host computer;

[7.1.2] said path comprising all routers in said network via which said packets

are routed to said computer.

EX1002, 129 (additional features shown with underlining, and claim numbering
added).

Similar amendments were made to claim 10 (i.e., addition of limitation
[10.1.2]), as shown below.

[10.1.1] determining a path by which data packets arrive at said router via

packet marks provided by routers leading to said host computer;

[10.1.2] said path comprising all routers in said network via which said

packets are routed to said computer.

EX1002, 130 (additional features shown with underlining, and claim numbering
added).

Similar amendments were made to claims 13 and 16 (i.e., addition of

17
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limitations [13.1.2] and [16.1.2]), as shown below.
[13.1.1] means for determining a path by which data packets arrive at a host
computer via packet marks provided by routers leading to said host computer;

[13.1.2] said path comprising all routers in said network via which said

packets are routed to said computer.

EX1002, 132 (additional features shown with underlining, and claim numbering
added).
[16.1.1] means for a router to determine a path by which said packets came to
said router via packet marks provided by routers leading to said router;

[16.1.2] said path comprising all routers in said network via which said

packets are routed to said computer.

EX1002, 133 (additional features shown with underlining, and claim numbering
added).
Similar amendments were made to claims 1 and 4 (i.e., addition of limitations
[13.1.2] and [16.1.2]), as shown below.
[1.3.1] means for said computer to find information for packets it receives
regarding the path by which said packets came to said computer via packet
marks provided by routers leading to said host computer;

[1.3.2] said path comprising all routers in said network via which said packets

are routed to said computer.

18
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EX1002, 126.
[4.3.1] means for said router to find information for packets it receives
regarding the path by which said packets came to said router via packet
marks provided by routers leading to said host computer;

[4.3.2] said path comprising all routers in said network via which said packets

are routed to said computer.

EX1002, 127-128.

The examiner then allowed the ’064 application. EX1002, 142-150. In
allowing the application, the examiner remarked that the prior art considered during
prosecution did not disclose “path forwarding along the entire path to the victim,
said path information encompassing the entire path through the associated routers,
and subsequent use of said [path] information to effect filtering via allocation of
packet processing rate.” EX1002, 146-147. The *064 application was thus allowed
due to the addition of limitations [7.1.2], [10.1.2], [13.1.2], [16.1.2], [1.3.2], and
[4.3.2].

As described in Section III below, however, limitations [7.1.1], [7.1.2],
[10.1.1], [10.1.2], [13.1.1], [13.1.2], [16.1.1], [16.1.2], [1.3.1], [1.3.2], [4.3.1], and
[4.3.2] are disclosed by prior art (Savage) not considered by the examiner.

Limitations [10.1.1] and [10.1.2] are similarly disclosed by prior art (Savage) not

19
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considered by the examiner.?

E. Claim Construction

The ’497 patent is not expired’; thus, this Request analyzes the claims
according to their broadest reasonable interpretation in light of the specification.
MPEP 2258 § I.G. For the purposes of this Request, Requester submits that all terms
should be given their broadest reasonable interpretation, and that a specific
construction is not necessary for any claim term. No express construction is necessary
for this proceeding, that is, to show the unpatentability of the claims. See Nidec
Motor Corp. v. Zhongshan Broad Ocean Motor Co., 868 F.3d 1013, 1017 (Fed. Cir.
2017) (construing terms “only to the extent necessary to resolve the controversy™).

As noted above, the 497 patent is involved in five pending district court cases,
and was involved in two terminated district court cases. No district court has issued
a claim construction order in any of the five pending district court cases, or in the
two terminated district court cases.

F. Citation of Prior Art Patents and Printed Publications

In accordance with 37 C.F.R. § 1.510(b)(3), reexamination of claims 7, 10,

2 Notably, claims 7, 10, 13, 16, 1, and 4 do not recite the following phrase contained
in the examiner’s statement of reasons for allowance: “said information to effect
filtering via allocation of packet processing rate.” EX1002, 146-147.

3 Based on the 719 days of patent term adjustment listed on the face of the *497
patent, the estimated expiry of the 497 patent is November 5, 2022.

20
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13,16, 1, and 4 (the “Challenged Claims™) of the *497 patent* is requested in view

of the following references:

EX1005 Savage et al., “Practical Network Support for IP Traceback,”
SIGCOMM’00: Proceedings of the Conference on Applications,
Technologies, Architectures, and Protocols for Computer
Communication, August 2000, pp. 295-306 (“Savage™)

EX1006 | U.S. Patent 7,058,974 to Maher et al. (“Maher™)

EX1007 | U.S. Patent 6,725,378 to Schuba et al. (“Schuba’)

Publications

1. Prior Art Qualification of Cited Prior Art Patents and Printed

As explained in Section IL.F .2 below, Savage (EX1005) qualifies as a printed

publication because it was publicly accessible to persons interested and ordinary

skilled in the art at least by September 1, 2000. Savage is thus prior art under 35

U.S.C. §102(a).

Maher was filed June 21, 2000, and issued June 6, 2006. Maher is thus prior

art under 35 U.S.C. §102(e).

Schuba was filed on April 15, 1999, and issued on April 20, 2004. Schuba is

prior art under 35 U.S.C. §102(e).

A detailed explanation of the pertinence and manner of applying the patents

* The 497 patent issued from an application filed prior to the enactment of the

America Invents Act (“AIA™). Thus, the pre-AlA statutory framework applies.
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and printed publications to every claim for which reexamination is requested 1s set
forth in Section III below.

2. Savage is a Printed Publication

As explained by the Federal Circuit, “public accessibility has been called the
touchstone in determining whether a reference constitutes a printed publication.” In
re Hall, 781 F.2d 897, 899 (Fed. Cir. 1986). “A reference is considered publicly
accessible if it was disseminated or otherwise made available to the extent that
persons interested and ordinarily skilled in the subject matter or art, exercising
reasonable diligence, can locate it.” Acceleration Bay, LLC v. Activision Blizzard,
Inc., 908 F.3d 765, 772 (Fed. Cir. 2018).

Requester submits the Declarations of Dr. Savage (EX1015), Mr. Delman
(EX1009), Dr. Hall-Ellis (EX1025), and Dr. Madisetti (EX1003) to show that
Savage (EX1005) was publicly accessible at least by September 1, 2000. Dr. Savage
personally presented Savage (EX1005) at the ACM SIGCOMM 2000 Conference
(hereinafter “Conference”) in Stockholm, Sweden on September 1, 2000. EX1015,
99 8, 10 (citing EX1017). SIGCOMM is the annual conference of the Special Interest
Group on Data Communication (SIGCOMM) of the Association for Computing
Machinery (ACM). EX1015, 9 9. At the time of the Conference, SIGCOMM was a
well-known academic conference that was frequently attended by persons interested

and skilled in the relevant art, including professors, students, and professionals in
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the field of network communication protocols. EX1015, § 9; see also EX1003, qq
31-34. There were over 300 Conference attendees. EX1015, q 17; EX1009, 4 11
(over 400 individuals registered for the Conference).

A printed copy of Savage was distributed to all conference attendees in a
conference book (EX1021). EX1015, 4 15 (citing EX1021); EX1009, § 11 (Savage
distributed to all conference attendees). Dr. Savage retained his copy of the
conference book (EX1021), which indicates that it pertains to the proceedings of the
Conference. EX1015, 99 15-16; EX1021, 1-9. Savage was also freely available on
the Internet for access by anyone, including conference attendees and non-attendees,
by at least August 20, 2000, in advance of the Conference, and could be accessed by
searching its title or author. EX1015, 99 11 (citing EX1018), 12 (Attachment G), 14.
Dr. Savage was a person interested and ordinarily skilled in the subject matter of the
’497 patent as of the priority date of the 497 patent. EX1015, 4 22.

As Dr. Madisetti testifies, a person of ordinary skill in the art (“POSITA”) in
the relevant time frame would have frequently reviewed ACM SIGCOMM
publications and attended ACM SIGCOMM conferences. EX1003, 99 31-34. Dr.
Madisetti had several articles published in ACM publications. EX1003, § 34.

As Dr. Hall-Ellis explains, library records show that Savage, as printed in
ACM SIGCOMM 2000 Conference: Applications, Technologies, Architectures, and

Protocols for Computer Communication (EX1021), was shelved at the University of
23
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Cincinnati Library by October 14, 2000. EX1025, 99 40-45. Further, the date printed
on Savage itself (August 2000) provides additional evidence of its public
accessibility. See also EX1021 (date of August 28-September 1, 2000). Savage was
also indexed by subject matter. EX1025, q 44. As further confirmation that Savage
was publicly accessible, Dr. Hall-Ellis refers to other documents that cited Savage
around the time of the priority date of the *497 patent. EX1015, 9 46-58 (citing
EX1041-EX1043).

Accordingly, Savage was publicly accessible to POSITAs at least by
September 1, 2000.

G. Identification of Substantial New Questions of Patentability

In this Request, substantial new questions (SNQs) of patentability are raised
as set forth below. >

1. Savage Raises a Substantial New Question of Patentability

Savage raises a substantial new question of patentability because it discloses
the allegedly allowable features of claims 7, 10, 13, 16, 1 and 4, and Savage was not

considered during prosecution of the 497 patent.

> Unless otherwise specified, all bold and bold italics emphasis below has been
added. Text in italics is used to signify claim language, while reference names are

also italicized.
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Claims 7 and 10 recite the feature of determining a path by which data packets
arrive at a host computer (claim 7) or at a router (claim 10) via packet marks
provided by routers leading to the host computer. EX1001, 9:49-51, 10:29-31.
Similarly, claim 13 recites the feature of a means for determining a path by which
data packets arrive at a host computer via packet marks provided by routers leading
to the host computer. EX1001, 11:10-14.

As discussed in Section II.D above, the examiner allowed claims 7, 10, 13,
16, 1, and 4 after the applicant defined the path in these claims to require: “said path
comprising all routers in said network via which said packets are routed to said
computer.” EX1002, 126-130, 132-133, 146-147. However, the allegedly allowable
features of claims 7, 10, 13, 16, 1 and 4 are disclosed by Savage, which was not
considered during prosecution of the 497 patent.

Savage discloses inserting a packet mark at each router that a packet is
transmitted through, to aid in identifying the attacker in flood attacks. Savage
discloses that its “solution is to probabilistically mark packets with partial path
information as they arrive at routers.” EX1005, 295. With reference to Figure 1
below, Savage discloses an exemplary network as seen from a victim V, where every
potential attack origin is represented by Ai, and routers are represented by Ri.
EX1005, 297. The dotted line in Figure 1 represents an attack path that includes the

attacker (Az) as well as all the routers (Rs, R3, R2, and R1) through which the packet
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travelled from the attacker (Az) to the victim (V). EX1005, 298.

A A A
Rf, ; jo R?

e

W

Figure 1: Netwomdk as seen from the victim of an atiack, V.
Reouters ave represented by [, and potential attackers by A4,
The dotted line represents a partieniar ssfack poik befween an
attacker and the victim.

EX1005, Fig. 1

(439

Savage discloses that each router along the path “‘marks’ one or more packets
by augmenting them with additional information about the path they are traveling.”
298, 299 (describing “Node append” algorithm in Figure 2 below as “appending
each node’s [i.e., router’s] address to the end of the packet as it travels through the
network from attacker to victim.”). Savage discloses that “[c]onsequently, every

packet received by the victim arrives with a complete ordered list of the routers it

traversed—a built-in attack path.” EX1005, 299.
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Fignie 2: Node append algorithm.

EX1005, Fig. 2

Savage teaches that the victim V then implements a “path reconstruction
procedure” to “reconstruct the attack path using only the information in these marked
packets.” EX1005, 298.

Therefore, Savage discloses that each router along the attack path adds a
packet mark identifying that router’s address to the data packet as the data packets
travel along the attack path, to enable a path reconstruction procedure to be
performed to determine the “complete ordered list of the routers [the data packet]
traversed.” EX1005, 295, 298-299. Thus, Savage discloses determining a path,
including all routers along the path to a host computer, by which data packets arrive
at a host computer or router via packets markets provided by routers along the path,
as recited in claims 7, 10, and 13.

Likewise, Savage discloses a means for a host computer to find information
(packet marks) for packets it receives regarding the path by which the packets came

to the computer via packet marks provided by routers leading to the host computer,
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as recited in claim 1. As discussed above, Savage discloses that the victim host
computer receives packets with packet marks inserted by each router through which
the packets traveled, so that “every packet received by the victim arrives with a
complete ordered list of the routers it traversed—a built-in attack path.” EX1005,
299.

Accordingly, Savage raises a substantial new question of patentability
because it discloses the allegedly allowable features of claims 7, 10, 13, and 1, and
Savage was not considered during prosecution of the 497 patent.

A reasonable examiner would have found Savage relevant to the Challenged
Claims.

2. Maher and Savage Raise a Substantial New Question of
Patentability

Maher and Savage also raise a substantial new question of patentability
because (1) Maher and Savage teach the allegedly allowable features of claims 10,
16, and 4, (2) Maher and Savage were each not considered during prosecution of the
’497 patent, and (3) the Office has not considered the combination of Maher and
Savage as presented in this Request.

To the extent that the determining step of claim 10 (limitations [10.1.1] and
[10.1.2]) is interpreted as being performed in a router, the combination of Maher and

Savage renders these limitations obvious. Therefore, Maher and Savage raise a
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substantial new question of patentability because they disclose the allegedly
allowable feature of claim 10.

As discussed in Section I1.G.1 above, Savage discloses determining a path
that includes all routers through which data packets were routed to a host computer.
Savage discloses that the victim V in Figure 1 above “may be a single host under
attack, or a network border device such as a firewall or intrusion detection system
that represents many such hosts.” EX1005, 297 (emphasis added). Maher discloses
anetwork apparatus “for preventing denial of service type attacks on data networks.”
EX1006, Abstract, 3:6-9, 6:11-21, 7:27-41. Maher discloses that its network
apparatus may be a router or switch in the network, or a “bump-in-the-line” type
device that accepts and processes the data, and then places the processed data back
on the line. EX1006, 6:63-67, 5:62-67.

Maher and Savage thus raise a substantial new question of patentability
because a person of ordinary skill in the art (POSITA), in view of the teachings of
Maher and Savage, would have been motivated to perform the path reconstruction
procedure disclosed by Savage in a router, in view of Maher’s disclosure that routers
are configured to perform packet analysis procedures in the event of a QoS attack.

Therefore, Maher and Savage raise a substantial new question of patentability
because (1) Maher and Savage teach the allegedly allowable feature of claim 10, (2)

Maher and Savage were not considered during prosecution of the 497 patent, and
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(3) the Office has not considered the combination of Maher and Savage as presented
in this Request.

Likewise, Maher and Savage teach a means for a router to determine a path
by which said packets came to said router via packet marks provided by routers
leading to said router, as recited in claim 16, for the same reasons presented above
with respect to claim 10.

Claim 4 1is largely similar to claim 10 except for two respects: claim 4 is
directed to a packet flooding defense system instead of a method for packet flooding
defense as in claim 10, and claim 4’s recitation of one limitation is slightly different.
In particular, claim 4 recites means for said router to find information for packets it
receives regarding the path by which said packets came to said router via packet
marks provided by routers leading to said host computer. But this variation is
substantively the same as the limitation in claim 10 of determining a path and is not
patentably distinct. Savage discloses that the victim host computer receives packets
with packet marks inserted by each router through which the packets traveled, so
that “every packet received by the victim arrives with a complete ordered list of
the routers it traversed—a built-in attack path.” EX1005, 299. Therefore, the
victim, which may be a router, as taught by Maher, finds information for packets it
receives regarding the path by which said packets came to said router via packet

marks provided by routers leading to said host computer, as recited in claim 4.
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Claims 10, 16 and 4 were allowed after these claims were amended to define
the recited path as “said path comprising all routers in said network via which said
packets are routed to said computer,” identical to claims 7, 13, and 1. But as
described above, Savage teaches this allegedly allowable feature of claims 7, 10, 13,
16, 1 and 4.

Therefore, Maher and Savage raise a substantial new question of patentability
because (1) Maher and Savage teach the allegedly allowable feature of claims 10,1
6 and 4, (2) Maher and Savage were not considered during prosecution of the 497
patent, and (3) the Office has not considered the combination of Maher and Savage
as presented in this Request.

A reasonable examiner would have found Maher relevant to the Challenged
Claims.

3. Maher and Schuba Raise a Substantial New Question of
Patentability

Claims 7 and 10 recite conventional implementation details such as
classifying data packets received at a host computer or router as wanted data packets
or unwanted data packets by path (limitations [7.2] and [10.2] below), associating a
maximum acceptable processing rate or maximum acceptable transmission rate with
each class of data packets (limitations [7.3] and 10.3] below), and allocating a

processing rate or transmission rate less than or equal to the maximum acceptable
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processing rate or maximum acceptable transmission rate (limitations [7.4] and
[10.4] below).

These features of claims 7 and 10 are merely conventional implementation
details for minimizing the severity of a DoS attack (e.g., packet flooding attack).
Maher and Schuba disclose these conventional implementation details, as shown in
Section III below.

Maher and Schuba were not considered during prosecution of the 497 patent.
Therefore, Maher and Schuba raise a substantial new question of patentability
because they (1) were not considered during prosecution of the *497 patent, and (2)
show that several limitations of claims 7 and 10 are merely well-known
implementation details. Savage discloses that its packet traceback technique is
intended to be “implemented using conventional technology,” such as that disclosed
by Maher and Schuba. EX1005, Abstract.

Likewise, claims 13, 16, 1, and 4 recite conventional implementation details
that correspond to the above-described limitations [7.2]-[7.4] and [10.2]-[10.4], 1.e.,
limitations [13.2]-[13.4], [16.2]-[16.4], [1.1], [1.2], [1.4], and [4.1], [4.2] and [4.4],
which are disclosed by Maher and Schuba. Therefore, Maher and Schuba also raise
a substantial new question of patentability for claims 13, 16, 1 and 4, for the same
reasons presented above with respect to claims 7 and 10.

A reasonable examiner would have found Schuba relevant to the Challenged
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Claims.

4. The Combination of Savage, Maher, and Schuba Raises a
Substantial New Question of Patentability

The Office has not considered the combination of Savage, Maher, and
Schuba, as presented in this Request. Savage, Maher, and Schuba were not
considered during prosecution of the 497 patent. As discussed above in Section
I1.G.1, Savage discloses the allegedly allowable features of claims 7, 10, 13, 16, 1,
and 4. Further, as discussed above in Section 11.G.2, Maher and Savage teach the
allegedly allowable features of claims 10, 16, and 4. As discussed above in Section
I1.G.3, Maher and Schuba disclose conventional implementation details that are
recited in claims 7, 10, 13, 16, 1, and 4.

Accordingly, the combination of Savage, Maher, and Schuba raises a
substantial new question of patentability, because Savage, Maher, and Schuba
disclose all the recited features of claims 7, 10, 13, 16, 1, and 4, including the
allegedly allowable features of these claims, and render these claims obvious. The
Office has not considered the combination of Savage, Maher, and Schuba, as
presented in this Request.

A reasonable examiner would have found Savage, Maher, and Schuba

relevant to the Challenged Claims.
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III. DETAILED EXPLANATION OF THE PERTINENCE AND MANNER
OF APPLYING THE PRIOR ART REFERENCES TO EVERY
CLAIM FOR WHICH REEXAMINATION IS REQUESTED

Each of the proposed rejections detailed below show claims 1, 4, 7, 10, 13,
and 16 of the *497 patent are unpatentable. The proposed rejection of claim 7, a
method claim, is set forth first in Section III.A below. The proposed rejections of
system claims 13 and 1, which are substantially similar to method claim 7, are then
set forth in Section III.A below after the analysis of claim 7.

In Section II1.B below. the proposed rejection of method claim 10 is set forth
first. The proposed rejections of system claims 16 and 4, which are substantially
similar to method claim 10, are then set forth in Section II1.B below after the analysis
of claim 10.

The proposed rejections of claims 7, 13, 1, 10, 16, and 4, in this order, are set
forth in narrative form first. In support of the proposed rejections, and for the
convenience of the examiner, Requester also presents claim charts in Sections
IIT.A.6 and I11.B .4 below to show that each limitation of claims 7 and 10 is rendered
obvious by the cited prior art. The non-substantive differences between claim 7 and
claims 13 and 1 are identified in Sections III.A.7 and III.A.8 below. The non-
substantive differences between claim 10 and claims 16 and 14 are identified in

Sections I11.B.5 and I11.B.6 below.
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A. Proposed Rejection #1: Claims 7, 13 and 1 would have been
obvious over Savage in view of Maher and Schuba

1. Overview of Savage

Like the *497 patent, Savage teaches a packet flooding defense method, by
disclosing “a technique for tracing anonymous packet flooding attacks in the Internet
back towards their source.” EX1005, 295 (Abstract). Like the *497 patent, Savage
teaches inserting a packet mark at each router that a packet is transmitted through,
to aid in identifying the attacker in flood attacks. Savage discloses that its “solution
1s to probabilistically mark packets with partial path information as they arrive at
routers.” EX1005, 295. With reference to Figure 1 below, Savage discloses an
exemplary network as seen from a victim V, where every potential attack origin is
represented by Ai, and routers are represented by Ri. EX1005, 297. The dotted line
in Figure 1 represents an attack path that includes the attacker (A») as well as all the
routers (Re, R3, R2, and R1) through which the packet travelled from the attacker (A2)

to the victim (V). EX1005, 298.
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EX1005, Fig. 1

(133

Savage discloses that each router along the path “‘marks’ one or more packets
by augmenting them with additional information about the path they are traveling.”
298, 299 (describing “Node append” algorithm in Figure 2 below as “appending
each node’s [i.e., router’s] address to the end of the packet as it travels through the

network from attacker to victim.”).¢ Savage discloses that “[c]onsequently, every

packet received by the victim arrives with a complete ordered list of the routers it

® Dr. Madisetti explains that the concept of marking packets to convey information
to devices receiving the packets was well-known. EX1003, 99 66, 85-90 (citing

EX1036-1039).
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traversed—a built-in attack path.” EX1005, 299.
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for any packet v from attacker
extract path (&, R} from the suffix of w

Figure 2: Node append algorithm.

EX1005, Fig. 2
Savage teaches that the victim V then implements a “path reconstruction
procedure” to “reconstruct the attack path using only the information in these marked
packets.” EX1005, 298.

2. Overview of Maher
Like the 497 patent, Maher is directed to “a method and apparatus for
preventing denial of service type attacks on data networks.” EX1006, Abstract; see
also id., 1:8-10, 2:52-53. Figure 2 of Maher below shows a network apparatus 100

“for preventing DoS attacks” that includes a tvaffic Now sea
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wosesser 118, EX1006, 3:6-9, 6:11-21, 7:27-41,

2
e
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R

Abstract. Maher discloses that its network apparatus 100 may be a router or switch
in the network, or a “bump-in-the-line” type device that accepts and processes the

data, and then places the processed data back on the line. EX1006, 6:63-67, 5:62-67.
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¢ 15 || operable to scan the contents of the
data packets, including the header and payload, and to associate data packets with
particular data flows.” mcluding “determunfing] whether each waffic flow 15 [}
validated or non-validated.” EX1006, 3:9-15, Abstract. The {3¢¥ provessay then
“uses the conclusion from the traffic flow scanning engine to place the data packets
i the appropriate quality of service queue™ {i.e., service queues 132 in Figure 2).
EX1006, 3:25-27. 7:38-44. Maher discloses that “[d]ata packets associated with
vahdated traftic flow are placed mn a higher priority queues and transmitted back

onto the network according to the protocol for the particular queue.”™ EX1006, 3:27-

L
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30. Conversely, “[d]ata packets not assigned to a validated traffic flow are placed in
[a] low priority QoS queue,” such that unvalidated traffic flow packets “receive no
more than a small percentage (i.e., 5%) of the available bandwidth thereby
preventing the attacker from flooding downstream network equipment.” EX1006,
3:30-35, 7:67-8:3.

Maher discloses that data packets are classified (qualified) according to the
path of network traffic based on the sources and destinations of the packets. Maher
discloses that a “network apparatus 100 can act to qualify traffic flows by scanning
the contents of the packets and verifying that the contents contain valid network
traffic between known sources and destinations. Traffic flows that have not been
verified because they are from unknown sources or because they are new
unclassified flows can be assigned to a low quality of service queue until the sources
are verified or the traffic flow classified as valid traffic.” EX1006, 7:54-63.

Thus, Maher discloses that incoming packets are scanned by the network
apparatus 100, which verifies whether the contents of the packets contain valid
network traffic between known sources and destinations. EX1006, 7:54-63. The
scanning and analysis of the source and destination addresses in packets constitutes
an analysis of the path between the source and destination of the packets. EX1003,

1 96.
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3. Overview of Schuba

Like the *497 patent, Schuba is directed to a “computer network monitoring
technique” that provides a “defense for denial of service attacks.” EX1007, 1:58-60.
Schuba discloses that messages transmitted to a network are classified as being
acceptable, unacceptable, or suspect type, based on the source address of the packets.
EX1007, Abstract, 2:1-5, 2:22-26, 3:8-13. Schuba thus teaches that incoming
packets are classified into one of three states (acceptable, unacceptable, or suspect)
based on the incoming packets’ source address. /d.

4. Motivation to Combine Savage with Maher and Schuba

For the following reasons, a POSITA would have been motivated to combine
Savage with Maher and Schuba to include conventional network implementation
details, as disclosed by Maher, and to implement preventive measures to reduce the
severity of denial of service attacks, as disclosed by Maher and Schuba. EX1003, q
100. These references are analogous art to the challenged claims. As discussed in
Sections III.A.1-III.A.3 above, Savage, Maher, and Schuba are each directed to
addressing denial of service of attacks, like the *497 patent, and thus are each in the
same field of endeavor as the 497 patent. EX1001, 1:13-15 (“the invention relates
to systems for minimizing the effects of packet flooding attacks directed against
computers or routers connected to a network.”); EX1003, 9 100. Further, Savage,

Maher, and Schuba are each directed to defending against QoS attacks, and thus are
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each pertinent to a particular problem allegedly solved by the 497 patent. EX1001,
2:6-7 (“The primary objective of the present invention is to defend against “packet
flooding attacks.””); EX1003, 4 100.

a. A POSITA would have been motivated to modify Savage

to incorporate  Maher’s conventional network
implementation details

Savage teaches inserting a packet mark at each router through which a packet
1s transmitted, to enable the victim computer to identify the attacker in flood attacks.
EX1005, 298-299. Savage explains that its technique is “for tracing anonymous
flooding attacks in the Internet back toward their source.” EX1005, Abstract. As
shown in Figure 1 below, Savage discloses a network configuration from the

perspective of a victim. EX1005, 298; EX1003, 4 101.

Rs
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Figure 1 Network as cesn from the victim of an attaek, V.
Routers are represented by I, amd potential agtackers by Ao
The dotied line represents a particalar afisek padih between an
attacker anud the victm.

EX1005, Fig. 1.
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Savage teaches that the victim V “may be a single host under attack, or a
network border device such as a firewall or intrusion detection system that represents
many such hosts.” EX1005, § 3.1, 297. Thus, Savage discloses that the victim V in
Figure 1 above may be a single host computer, or a network border device
representing many host computers downstream of routers. EX1003, § 102. By
disclosing a network architecture from the perspective of a victim, Savage does not
expressly disclose some components of a network architecture that are well-known
to exist in conventional networks.

However, Savage explains that its technique “can be efficiently implemented
using conventional technology.” EX1005, Abstract. Thus, a POSITA would have
been motivated to include conventional network implementation details as taught by
Maher to implement Savage’s tracing technique in a network connected to the
Internet. EX1005, Abstract (“This paper describes a technique for tracing
anonymous packet flooding attacks in the Internet back towards their source.”);
EX1006, 4: (describing network topology in Fig. 1A as an “example of [a] network
infrastructure[] that connect[s]...to a broader public IP network 10 such as the
Internet.”). As shown in Figure 1A of Maher below, the network topology includes
a plurality of Hwst eswmputers (PCs) 38, 50, a plurality of sowters 22,
communication lnes (aggregation points) 60, and transmitted data packets.

EX1006, 4:3-10, 4:43-5:26. Maher discloses that the “method involves scanning the
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contents of the data packets then venifving that the contents of the data packets
conform to a set of predeternuned requirements.” EX1006, 2:53-55; EX1003, %%

103-104.
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EX1006, Fig. 1A (annotated): EX1003, € 104

Thus, m view of Maher’s disclosure that its network architecture connects
host computers and routers to a public network such as the Internet, a POSITA would
have been motivated to medify Savage to melude the conventional implementation
details of Maher to connect its network components to the Internet. EX1003, 9 105,
This modification would have mvolved the combination of prior art elements (a QoS
attack support technique as taught by Savage, with Maher’s conventional network

architecture to connect host computers and routers to the Internet) according to
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known methods (connecting host computers and routers to the Internet, as taught by
Maher) to yield the predictable results of implementing Savage’s 1P traceback
technique in Maher’s conventional network architecture. See KSR Int’l Co. v.
Teleflex Inc., 550 U.S. 398, 416 (2007); EX1003, q 106. Further, a POSITA would
have had a reasonable expectation of success in making this modification because
Maher discloses that its network architecture (Fig. 1A) connects the components of
its network “to a broader public IP network 10 such as the Internet.” EX1006, 4:3-
6. Therefore, a POSITA would have been motivated to modify Savage to incorporate
Maher’s conventional network implementation details and would have a reasonable
expectation of success in doing so. EX1003, 4 107.
b. A POSITA would have been motivated to modify Savage
to additionally classify network traffic and limit the

processing rate for unwanted data packets to reduce the
severity of QoS attacks.

Savage teaches inserting a packet mark at each router that a packet is
transmitted through, to aid in identifying the attacker in flood attacks. EX1005, 295
(Abstract), 298-299 (marking procedure and path reconstruction procedure). Thus,
Savage 1s directed to tracking and identifying the attacker when there is a packet
flooding attack, but Savage does not expressly disclose what preventive measures
are performed in the network on unwanted packets when a packet flooding attack

has occurred. Savage is directed to preventing continuation of a packet flooding
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attack by “trac[ing] attacks back towards their origin—ideally stopping an attacker
at the source.” EX1005, 295; EX1003, q 111.

A POSITA would have been motivated to modify Savage to include
conventional features of Schuba and Maher to provide preventive measures in the
network after there has been a detection of unwanted packets (e.g., a packet flooding
attack) to reduce the severity of the attack. EX1003, § 112.

Schuba teaches that packets are classified as unwanted packets or wanted
packets based on the source address of the packets. EX1007, Abstract, 2:1-5, 2:22-
26, 3:8-13. Maher discloses that the contents of packets transmitted to a network are
scanned to verify whether the contents contain valid network traffic between known
sources and destinations. EX1006, 7:54-63. Schuba and Maher thus teach that data
packets are classified into wanted and unwanted data packets. EX1003, 4 113.

Further, Maher teaches that when packets are classified as unwanted packets,
the unwanted data packets are assigned to a low quality of service queue, and the
data processing rate is significantly decreased (e.g., 5% of available bandwidth) for
those unwanted packets, to reduce the severity and impact of a DoS attack. EX1006,
7:59-8:3. A POSITA would have been motivated to modify Savage to, once there
has been a detection of unwanted data, limit the data processing rate (e.g., to 5% as
disclosed by Maher) to curtail the impact of the packet flood attack. EX1003, 9 114.

Savage leaves open and does not address the implementation details regarding
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preventive measures such as classifying incoming data packets and limiting the data
processing rate for unwanted data packets. But Maher and Schuba both provide a
number of beneficial reasons why including these preventive measures in a system
like Savage would be advantageous. For example, Maher provides an explicit
motivation, as it teaches that incoming data packets that have been classified as low
quality are processed separately in low priority service queues, which “ensures that
DoS traffic would receive no more tha[n] a small percentage (i.e. 5%) of the
available bandwidth thereby preventing the attacker from flooding downstream
network equipment.” EX1006, 7:59-8:3, 12:7-19 (limiting the amount of bandwidth
available to low quality data packets so that “the attack is never allowed to consume
enough network bandwidth to overwhelm the network.”). Similarly, Schuba also
provides an explicit motivation, disclosing that when an unwanted (unacceptable)
data packet is received, the corresponding communication session (TCP connection)
is closed to “free[] resources of the targeted destination host.” EX1007, 8:18-33.
Incorporating these modifications to Savage involves the combination of prior art
elements (combining Savage’s traceback technique with Maher and Schuba’s
classification of packets, and Maher’s limiting of the processing rate for unwanted
data packets) according to known methods to yield predictable results (implementing
Maher and Schuba’s classification of packets and reduction of the processing rate

for unwanted packets). See KSR, 550 U.S. at 416. EX1003, q 114. Further, this
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obvious modification would involve the use of a known technique (Maher and
Schuba’s classification of packets, and Maher’s limiting of the processing rate for
unwanted data packets) to improve similar devices or methods in the same way, as
taught by Maher and Schuba. See KSR, 550 U.S. at 401. EX1003, q 114.

A POSITA would have been motivated to modify Savage in view of Maher
to limit throughput of unwanted data packets to minimize the amount of unwanted
data packets being transmitted to their destination, as disclosed by Maher. EX1006,
7:63-8:3; EX1003, 9 115. It was well-known in the art to limit the rate of traffic
between a transmitting device and a receiving device. See, e.g., EX1013 (Munger),
at Abstract (disclosing “a traffic limiter that regulates incoming packets by limiting
the rate at which a transmitter can be synchronized with a receiver”), 6:5-7 (same),
42:14-43:4 (limiting bandwidth available for a transmitter to prevent packet flooding
attacks); EX1012 (Cheriton), 3:47-50 (detecting DoS attacks and/or high rates of
data transmitted into network), 8:23-44 (utilizing a rate-limiting policer that sets a
maximum transmission rate when there is excessive traffic entering the network).
EX1003, q115.

Accordingly, a POSITA would have been motivated to modify Savage to
additionally classify network traffic as unwanted data packets or wanted data packets
and limit the processing rate for unwanted data packets to reduce the severity of QoS

attacks, as taught by Maher and Schuba. EX1003, 9 116.
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5. Claim 7 would have been obvious over Savage in view of Maher
and Schuba

[7.0] A method of providing packet flooding defense for a network comprising a
plurality of host computers, routers, communication lines and transmitted data
packets, said method comprising the steps of:

To the extent that the preamble is limiting, it is rendered obvious by Savage
in view of Maher. Pacing Techs., LLC v. Garmin Intern., Inc., 778 F.3d 1021, 1023-
24 (Fed. Cir. 2015) (preambles not normally limiting); EX1003, 4 135.

Savage discloses a method of providing packet flooding defense for a network.
EX1003, q 136. Savage discloses “a technique for tracing anonymous packet
flooding attacks in the Internet back towards their source.” EX1005, Abstract.
Savage discloses “a general purpose traceback mechanism based on probabilistic
packet marking in the network. Our approach allows a victim to identify the network
path(s) traversed by attack traffic without requiring interactive operational support
from Internet Service Providers (ISPs).” EX1005, Abstract. Savage explains that its
technique “can be efficiently implemented using conventional technology.”
EX1005, Abstract; EX1003, q 136.

With reference to Figure 1 below, Savage discloses a network comprising a
plurality of host computers (attackers Ai-As and victim V), routers (Ri-R7), and
communication lines (paths between attackers, routers, and victim V). EX1005, 298;

EX1003, 9 137.
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EX1005, Fig. 1 (annotated); EX1003, € 137

Savage discloses that its “solution is to probabilistically mark packets with
partial information as they arrive at routers.”” EX1005, 195, Thus, Savage exphctly
discloses a method of providimg packet flooding defense for a network comprising
routers, communication lines and transmutted data packets. EX1003, 9 138&.

Savage suggests a plurality of host computers that may be victims. EX1005,
295 (discussing pharal “vicims™). Further, Savage discloses that the vicum V 1n
Figure 1 above “may be a single host under attack, or a network border device such
as a firewall or mtrusion detection system that represents many such hests.”
EX1005, 297, Thus, Savage discloses a network including a plurality of host

computers. EX1003,% 139,
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To the extent that Savage does not expressly disclose the network
configuration recited in limitation [7.0], the network configuration is a conventional
feature as disclosed by Maher. EX1003, 9 140.

Maher teaches “[a] method and apparatus for preventing denial of service type
attacks on data networks.” EX1006, Abstract; see also id., 1:8-10 (“method and
device that prevents denial of service type internet attacks.”), 2:52-53 (“method of
preventing DoS attacks.”). With reference to Figure 1A below, Maher discloses a
network topology that connects several network infrastructures to a broader public
IP network 10 such as the Internet. EX1006, 4:3-6. Maher discloses that the network
includes a plurality of fist computers 38, 50, vouters 22, communication Haes
(“aggregation points”) 60, and transmitted data packets. EX1005, 4:19-5:26. Maher
discloses that the “method involves scanning the contents of the data packets then
verifying that the contents of the data packets conform to a set of predetermined

requirements.” EX1006, 2:53-55; EX1003, 4 141.

50

Cloudflare, Inc.  Exhibit 1003  Page 370



Request for Ex Parte Reexamination
U.S. Patent No. 7,523,497

EX1006, Fig. 1A (annotated); EX1003, 9 141

Thus, Maher discloses a network comprising a plurality of host computers,
routers, communication lines and transmitted data packets. EX1003, q 142. A
POSITA would have been motivated to modify Savage to incorporate Maher’s
conventional network implementation details, for the reasons presented above in
Section I1.A.4.a. EX1003, q 142.

Accordingly, Savage in view of Maher renders obvious limitation [7.0].
EX1003, 9 143.

[7.1.1] determining a path by which data packets arrive at a host computer via
packet marks provided by routers leading to said host computer;

Savage discloses, or at least renders obvious, determining a path by which

data packets arrive at a host computer via packet marks provided by routers leading
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to said host computer, because Savage discloses determining a path by which data
packets arrive at a victim V (host computer) via packet marks (“mark packets™)
provided by each router that forwarded the packet to the victim host computer.
EX1003, 9 144.

Savage’s “solution is to probabilistically mark packets with partial path
information as they arrive at routers.” Savage, 295. Savage explains that “[w]hile
each marked packet represents only a ‘sample’ of the path it has traversed, by
combining a modest number of such packets a victim can reconstruct the entire
path.” EX1005, 295. With reference to Figure 1 below, Savage discloses a marking
procedure implemented by routers, and a path reconstruction procedure

implemented by the victim. EX1005, 298; EX1003, q 145.7

7 Dr. Madisetti also reviews additional background art showing that the concept of
marking packets to provide information to downstream devices was well-known.
EX1003, 99 85-90 (citing EX1036, §§ 5, 6.1.1; EX1037, §§ 3, 7.1; EX1038, § A.2;

EX1039, §§ 5.1-5.2).
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Savage discloses that the “attack path from [attacker] A; is the unique
ordered list of routers between A4; and J.7 EX1005, 298 In the marking
procedure, “[a} router “marks’ one or more packets by augmenting them with
additional information about the paths thev are traveling.” EX1005, 298, In the path
reconstruction procedure, the victim “reconstruct{s] the attack path using only the
mformation i these marked packets.” EX1005, 298; EX1003, § 146; see also

EX1003, % 108-110 (providing example of path marking based on path shown in

With reference to Figure 2 below, Sgvage discloses that “{tlhe simplest

marking algorithm. . is to append each node’s [router’s] address to the end of the

Page 373



Request for Ex Porfe Reexamination
U.S. Patent No. 7,523 497

packet as it travels through the network from attacker to victim (see Figure 2).
Consequently, every packet received by the victim arrives with a complete

ordered list of the routers it traversed

a built-in attack path.” EX 1005, 299 Each
packet traveling through a router R 1s marked with that router’s address, and the path
encompassing each router along the path 1s extracted. EX1003, € 147,

Y O R AP sxpe B v
Adaridng procesiure of rowuter B

e

Figure 33 Node append algorithm.

EX1005, Fig. 2 (annotated): EX1003. % 147
Thus, Savage discloses defermining a path by which data packets arrive at a
host computer via packet marks provided by routers leading to said host compuder.
EX1003, % 148

[7.1.2] said path comprising all routers in said network vig which said packets are
routed to said computer;

Savage discloses, or at least renders obvious, Iimitation [7.1.2] because
Savage teaches that each router through which a packet travels mserts a packet mark
with that router’s address, to permit the victim V to implement a path reconstruction

procedure to determine the ordered list of routers from the attacker fo the victim.

’.41
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EX1003, © 149, As described mn Section ILB above, the examiner identihied
linatation [7.1.2] as the allowable feature. However, hmitation {7.1.2] 1s disclosed
by Savage, which was not considered by the examiner. EX1003, § 149,

As shown in Figure | below. Savage discloses that the path mcludes all routers

R in the network via which packets are routed to the computer (victim V). EX1003,

150
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EX1005, 298, Fig. 1 (annotated); EX1003, €150

Savage discloses that “the attack path from Ai 1s the unique ordered list of

-‘.')
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routers between Ai and V. For mstance, if an attack originates from A2 then to
reach V 1t must first traverse the path R6, R3, R2, and R1—as shown by the dotted
hne m Figure 1.7 EX1005, 298; EX1003, % {51

With reference to Figure 2 below, Savage discloses that “{tlhe simplest
marking algorithm. . .is to append each node’s {router’s] address to the end of the
packet as it travels through the network from attacker to vicum (see Figure 2).
Consequently, every packet received by the victim arrives with a complete

ordered list of the routers it traversed—a built-in attack path.” EX1005, 299;

EX1003, € 152.

Figure 33 Node append algovithun.

EX1005, Fig. 2 (annotated}; EX1003, ¢ 152
Accordingly, 1n the followmg annotated example of Figure 1, Savage appends

i, along the path between
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EX1005, Fig. 1 (annotated); EX1003, ¢ 153

Thus, by teaching that each router along a path between an attacker and a
victim inserts a packet mark constituting that router’s address mto the packet, Savage
discloses said path comprising all routers in said network via which said packets
are routed to said computer. EX1003, 9 154

[7.2] classifyving data packets received at said host computer into wanted data
packets and unwanted data packets by path;

Limitation {7.2] 1s rendered obvious over Sgvage in view of Schubo and

ST
2/
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Maher. EX1003, 9 155.

As described above with respect to limitations [7.1.1] and [7.1.2], Savage
teaches that packets received at the victim host computer are marked with the
respective address of each router along the path from the attacker to the victim host
computer. Schuba teaches that incoming data packets are classified as wanted or
unwanted data packets based on partial path information (source address). Maher
teaches that data packets are classified based on path flow according to the sources
and destinations of packets. For the following reasons, a POSITA would have been
motivated to modify Savage to classify incoming data packets into wanted data
packets and unwanted data packets, as taught by Schuba, and classify the incoming
packets according to a path of the packets, as taught by Maher. EX1003, q 155.

Like the *497 patent, Schuba is directed to a “computer network monitoring
technique™ that provides a “defense for denial of service attacks.” EX1007, 1:58-60.
Schuba discloses that messages transmitted to a network are classified as being
acceptable, unacceptable, or suspect type, based on the source address of the packets.
EX1007, Abstract, 2:1-5, 2:22-26, 3:8-13. Schuba thus teaches that incoming

packets are classified into one of three states (acceptable, unacceptable, or suspect)
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based on the source address of the mcoming packets.® Id: EX1003, ¢ 156.

With reference to Figure 3 below. Schuba discloses that a wmenitoring
vesowree 51 in the network system 20 performs the classification of data packets
transmitted to host computers 54 1n the local area network 22 over a public network
such as the Internet 24. EX1007. 7:10-22, 6:46-67 (explaiming network architecture);

EX1003, % 158,
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SOURCE
HIST

EX1007, Fig. 3 (annotated); EX1003, % 138

® Neither the specification nor the claims of the 497 patent require a classification
into enly “wanted data packets” and “unwanted data packets.” The "497 patent does
not exclude another category besides “wanted” or “unwanted” data packets.

EX1003, % 157,
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Schuba explains that the monitoring resource 51 does not interfere with traffic
to the host computers 54 but rather monitors incoming traffic to classify it for the
host computer 54 that is the intended recipient:

Monitor 52 [of monitoring resource 51] is preferably arranged to
capture IP/TCP datagrams passing along network 22 regardless of
source or destination.... Preferably, monitor 52 does not block or
interfere with the transmission of packets to destination hosts 54,
but rather examines the packets and reacts by selectively generating
packets for one or more of destination hosts 54.

EX1007, 7:38-51. Thus, Schuba discloses that the monitoring resource 51 receives
packets that are received by the host computers 54. EX1003, q 159.

As shown in Figure 4 below, Schuba discloses that the monitoring resource
51 performs a classification operation 65 to classify incoming packets according to
source addresses as wanted data packets (“ACCEPTABLE ADDRESS?” in step 68)
or unwanted data packets (“UNACCEPTABLE ADDRESS?” in step 70). EX1007,

8:3-10; EX1003, q 160.

60

Cloudflare, Inc.  Exhibit 1003  Page 380



Request for Ex Porfe Reexamination
U.S. Patent No. 7,523 497

RN PRGRETE e, :

COWARE SOUR
DDRESS TS DATAR

T
iy

EX1007, Fig. 4 (annotated); EX1003, % 160

By classifying the packets based on source address, Schutha teaches that
mcoming data packets are classified as unwanted data packets (“unacceptable™) or
wanted data packets (“acceptable™) based on at least partial path mformation (source
address). EX1003, ¢ 161.

As discussed below, Maher teaches that data packets are classified (qualified)
based on path flow according to the source and destination of packets, which
corresponds to a path taken between the source and destmation of the packet.

EX1003 % 162,
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Maher 1s directed to “a method and apparatus for preventing denial of service
type attacks on data networks.” EX1006, Abstract; see also id., 1:8-10, 2:52-53.

Figure 2 of Maher below shows a network apparatus 100 that includes a tvatth

14, EX1006, 6:11-
21, 7:27-41. Maher discloses that its network apparatus 100 may be a router or
switch in the network, or a “bump-in-the-line” type device that accepts and processes
the data, and then places the processed data back on the line. EX1006, 6:63-67, 5:62-

67; EX1003, 9 163.
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data packets, including the header and payload, and to associate data packets with

>

particular data flows,” including “determin[ing] whether each traffic flow is []
validated or non-validated.” EX1006, 3:9-15, Abstract. The {38 processer then
“uses the conclusion from the traffic flow scanning engine to place the data packets
in the appropriate quality of service queue” (i.e., service queues 132 in Figure 2).
EX1006, 3:25-27, 7:38-44. Maher discloses that “[d]ata packets associated with
validated traffic flow are placed in a higher priority queues and transmitted back
onto the network according to the protocol for the particular queue.” EX1006, 3:27-
30. Conversely, “[d]ata packets not assigned to a validated traffic flow are placed in
[a] low priority QoS queue,” such that unvalidated traffic flow packets “receive no
more than a small percentage (i.e., 5%) of the available bandwidth thereby
preventing the attacker from flooding downstream network equipment.” EX1006,
3:30-35, 7:67-8:3; EX1003, 9 164.

Maher discloses that the data packets are classified (qualified) according to
the path of network traffic based on the sources and destinations of the packets.
Maher discloses that a “network apparatus 100 can act to qualify traffic flows by
scanning the contents of the packets and verifying that the contents contain valid
network traffic between known sources and destinations. Traffic flows that have

not been verified because they are from unknown sources or because they are new

unclassified flows can be assigned to a low quality of service queue until the sources
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are verified or the traffic flow classified as valid traffic.” EX1007, 7:54-63. The
classification (qualification) of data packets based on the sources and destinations of
received packets is a classification based on a path between the source of the packet
and the destination of the packet (i.e., the path between the source and destination).
EX1003, 9 165.

Accordingly, Schuba teaches that incoming data packets are classified as
wanted or unwanted data packets based on partial path information (source address).
Maher teaches that data packets are classified based on path flow according to the
sources and destinations of packets (i.e., by a path flow between a source and
destination). Thus, Schuba and Maher teach classifying data packets received at said
host computer into wanted data packets and unwanted data packets by path, as
recited in limitation [7.2].° EX1003, § 166.

A POSITA would have been motivated to modify Savage to incorporate the

packet classification techniques of Schuba and Maher for the reasons presented

? Limitation [7.2] does not does not recite that the packets are classified “by said
path,” as recited in limitation [7.1.2], which requires “all routers in said network via
which said packets are routed to said computer.” Neither the disclosed embodiments
of the 497 patent, the claims, nor the prosecution history of the *497 patent require

such an interpretation. EX1003, § 167.
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above in Section II1.A.4.b. In view of the teachings of Schuba and Maher, aPOSITA
would have been motivated to modify Savage to classify incoming data packets as
wanted data packets or unwanted data packets by path in either one of the following
two ways. EX1003, 9 168.

First, a POSITA would have been motivated to modify Savage to include a
“bump-in-the-line” type device in the network of the host computer, as taught by
both Schuba and Maher, to receive data packets transmitted to the host computer
and classify the received data packets as wanted data packets or unwanted data
packets by path. EX1003, 9 169. As discussed above, Schuba teaches that the
wmonitoring veseuvee 8%, which performs the classification operation 65 shown in
Figure 4, is a bump-in-the-line type device in the network 22 that “does not block
or interfere with the transmission of packets to destination hosts 54, but rather
examines the packets” that are transmitted to downstream host computers (e.g.,
destination hasts 84), as shown in annotated Figure 3 below. EX1007, 7:38-45;

EX1003, 9 169.
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EX1007, Fig. 3 (annotated); EX1003_ % 169

Similarly, Maher discloses that the network apparatus 100 {see Figure 2
above), which performs the above-described classification operation, may be a
router or switch in the network, or a “bump-in-the-line” type device that accepts and
processes the data, and then places the processed data back on the hine. EX1006,
6:63-67, 5:62-67. Accordingly, in view of the teachings of Schuba and Maher. a
POSITA would have been motivated to include a bump-in-the-line type network
device that receives data packets transmutted to Savage’s victim host computer V, as
taught by Schuba and Maher, to classifvf] data puackets received at said host
computter into wanted data packets and unwanted data packets by path, as taught by

Schuba and Maker. A POSITA would have been motivated to mclude this
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classification operation in a bump-in-the-line network device in Savage’s network
to classify data packets as wanted or unwanted and then take preventive measures in
the bump-in-the-line network device as taught by Maher and Schuba (e.g., limiting
the amount of bandwidth available to low quality data packets) to curtail the impact
of a packet flood attack to the host computer in Savage, as discussed above in Section
II1.A.4.b. EX1003, 4 170.

Alternatively, as another obvious modification, a POSITA would have been
motivated to modify the host computer in Savage to classify incoming data packets
into wanted data packets and unwanted data packets according to a path of the
packets, as taught by Schuba and Maher. A POSITA would have been motivated to
modify the host computer (victim V) in Savage to perform the classification
techniques taught by Schuba and Maher, because Schuba and Maher teach that their
classification features lead to minimizing the effects of a packet flood attack. For
example, Maher teaches that the available bandwidth for incoming data packets is
limited for incoming data packets that are classified as low priority to prevent packet
flooding attacks. EX1006, 7:59-8:3, 12:7-19. Similarly, Schuba discloses that when
an unwanted (unacceptable) data packet is received, the corresponding
communication session (TCP connection) is closed to “free[] resources of the
targeted destination host.” EX1007, 8:18-33. Thus, a POSITA would have been

motivated to incorporate the functionality of Schuba and Maher’s classification
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operations in Savage’s host computer to minimizing the effects of a packet flood
attack, as taught by Schuba and Maher. EX1003, 9 171. It was well-known in the art
for a host computer receiving data packets to classify the received data packets as
wanted or unwanted by path. For example, Chang (EX1008), which is discussed in
the Background section of the ’497 patent (EX1001, 1:49-2:5), and which was
applied during prosecution to reject the claims of the 497 patent and its parent 190
patent (see Section I1.D above), discloses that a receiver node classifies and sets a
sender node into one of three modes: a green mode, a yellow mode, and a red mode,
based on a “user acceptance rate,” so that the flow of data into the network does “not
exceed the user acceptance rate.” EX1008, 2:60-64, 3:12-30, 10:8-38; EX1003,
171. Accordingly, Chang shows that it was well-known in the art for a POSITA to
classify incoming data packets as wanted or unwanted data packets, as taught by
Schuba and Maher, in a host computer receiving data packets. EX1003, 99 171-172.

Therefore, limitation [7.2] is rendered obvious by Savage in view of Maher
and Schuba. EX1003,9 173.

[7.3] associating a maximum acceptable processing rate with each class of data
packet received at said host computer; and

Limitation [7.3] is rendered obvious by Savage in view of Maher and Schuba.
As described above with respect to limitation [7.2], Maher and Schuba render

obvious classifying incoming data packets as wanted or unwanted. Maher teaches
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associating a maximum acceptable processing rate with each class of data packet
received at the host computer, as recited in limitation [7.3]. EX1003, § 174.

Maher teaches allocating maximum available bandwidth (maximum
acceptable processing rate) to validated traffic (wanted data packets) and a small
percentage of the available bandwidth (e.g., 5%) to low quality traffic (e.g., DoS
traffic). Maher discloses that validated traffic (wanted data packets) are placed in
different quality of service (QoS) queues than unvalidated (unwanted data packets)
for processing. EX1003, 9 175.

With reference to Figure 5 below, Maher discloses that validated traffic flow
(wanted data packets) is assigned to a higher priority QoS queue (YES in step 514,
and step 520), which has a greater processing rate as set by the QoS processor,
whereas unvalidated traffic flow (unwanted data packets) is transmitted into a low
priority QoS queue (NO in step 514, and step 516), and given a limited processing
rate (e.g., 5% of available bandwidth). EX1006, 11:66-12:19, 7:59-8:3 (traffic flow
that has not been verified (unwanted data packets) is assigned to a low-quality traffic

queue that receives limited bandwidth)). EX1003, 9 176.
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EX1006, Fig. 5 (annotated); EX1003, % 176
With reference to Figure 5. Maher discloses that m step 514, there 15 a
determunation performed as to whether the data packet belongs to a vahidated traffic
flow. EX1006, 11:66-67. If the packet belongs to a vahidated traffic flow (wanted
data packets), then “it is assigned to a higher priority QoS gueue based on the
nature of the traffic flow, shown in block 520. The data packet 1s then transmitted
onto the network as defined by the QoS protocel for the QoS queue to which 1t was

assigned, as shown by block 5227 EX1006, 11:67-12:5. On the other hand, “[1}f the

packet does not belong to a validated traffic flow, such as with a Smurf or SYN flood
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where valid sessions are never established, it is assigned to a low priority QoS queue,
as shown in block 516. The traffic management and traffic shaping engines 126
and 12[8] of QoS processor 116 from FIG. 2 can be programmed to [e|nsure
that the low priority QoS queues are only allowed a predetermined percentage
of the available bandwidth.” EX1006, 12:7-14. Maher explains that “[t]his
[e]nsures that the non-validated data packets cannot consume more than a small
portion of the overall traffic flowing through network apparatus 100 as shown in
block 518.” EX1006, 12:14-16. Accordingly, Maher discloses that each class of data
packets (validated or unvalidated) is assigned to a different priority QoS queue in
the QoS processor 116, where each QoS queue is allocated a different bandwidth
rate. EX1003, §177.

For instance, as shown in Figure 2 below, QoS processor 116 assigns
processing rates (bandwidth) by allocating received packets to different “quality of
service queues 1327 based on the determined quality of the received packet

(validated or unvalidated data flows). EX1003, q 178.
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EX1006, Fig. 2 (annotated); EX1003, % 178

Maher discloses that each QoS queue 132 “can be assigned priority relative
te one another or can be assigned a maximum or minimum percentage of the
traffic flow through the device. This allows QoS processor to assign the necessary
bandwidth to traffic flows such as VoIP, video and other tlows with hugh quality and
reliability requirements while assigning remaining bandwidth to traffic flows
with low quality requirements such as email and general web surfing to low
priorty queues.” EX1006, 7:38-53. Thus, Maher discloses that data packets of
unvalidated traffic flow (unwanted data packets) are assigned to a QoS queue with
a lower allocation of maximum processing rate than data packets of vahdated traffic
flow {wanted data packets). EX1003, §179.

72

Cloudflare, Inc.  Exhibit 1003  Page 392



Request for Ex Parte Reexamination
U.S. Patent No. 7,523,497

Therefore, Maher teaches limitation [7.3]. A POSITA would have been
motivated to modify Savage in view of Maher and Schuba for the reasons presented
above in Sections III.A.4.b and II1.A.5[7.2]. As discussed above with respect to
limitation [7.2], a POSITA would have been motivated to modify Savage to include
a “bump-in-the-line” type device in the network of the host computer, as taught by
both Schuba and Maher, to implement the packet flood preventive measures as
taught by the Maher and Schuba in the “bump-in-the-line” device. EX1003, 9 180.
Alternatively, as discussed above with respect to limitation [7.2], a POSITA would
have been motivated to modify Savage to implement the packet flood preventive
measures of Maher and Schuba in a host computer in Savage’s network. EX1003, q
180.

Accordingly, limitation [7.3] is rendered obvious by Savage in view of Maher
and Schuba. EX1003, 9 180.

[7.4] allocating a processing rate less than or equal to said maximum acceptable
processing rate for unwanted data packets.

Limitation [7.4] is rendered obvious by Savage in view of Maher. Maher
discloses the features of limitation [7.4], because Maher teaches that if received data
1s detected to be unverified or low quality (e.g., DoS attacks), the router (network
apparatus 100) allocates a lower rate (e.g., 5%) to the received data. EX1003, 9 181.

With reference to Figure 2 below, Maher discloses that “[t]lhe quality of
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service queues 132 [of the QoS Processor 116] also allow network apparatus 100 to
manage network attacks such as denial of service (DoS) attacks. Network apparatus
100 can act to qualify traffic flows by scanning the contents of the packets and
verifying that the contents contain valid network traffic between known sources and
destinations.” EX1006, 7:54-59. Further, Maher discloses that “[t]raffic flows that
have not been verified [i.e., unwanted data packets] because they are from
unknown sources...can be assigned to a low quality of service queue until the
sources are verified or the traffic flow classified as valid traffic.” EX1006, 7:59-63.
Thus, Maher discloses that unverified data packets (unwanted data packets) are
assigned to a lower quality QoS queue 132. As described above with respect to
limitation [7.3], Maher discloses that each different QoS queue 132 may be assigned
a different maximum allocation rate based on available bandwidth in the network.
EX1006, 7:38-53. Accordingly, by assigning unverified (unwanted) data packets to
alow quality QoS queue 132 in comparison to verified (wanted) data packets, Maher
discloses that a processing rate less than or equal to the maximum acceptable
processing rate for the low quality QoS queue 132 is allocated. EX1003, q 182. In
particular, Maher discloses that “[t]his ensures that the DoS traffic would receive no
more tha[n] a small percentage (i.e. 5%) of the available bandwidth thereby
preventing the attacker from flooding downstream network equipment.” EX1006,

7:67-8:3; EX1003,  182.
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RS | S —

EX1006, Fig. 2 (annotated); EX1003, q 182

A POSITA would have been motivated to modify Savage to incorporate the
rate allocation techniques of Maher for the reasons presented above in Section
IIT1.A.4.b. As discussed above with respect to limitations [7.2] and [7.3], a POSITA
would have been motivated to modify Savage to include a “bump-in-the-line” type
device in the network of the host computer, as taught by both Schuba and Maher, to
implement the packet flood preventive measures as taught by Maher and Schuba in
the “bump-in-the-line” device. Thus, a POSITA would have been motivated to
incorporate the rate allocation techniques of Maher in a “bump-in-the-line” type
device in Savage’s network. EX1003, q 183. Alternatively, as discussed above with
respect to limitations [7.2] and [7.3], a POSITA would have been motivated to
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modify Savage to mmplement the packet flood preventive measures of Aaher,

mnchuding Moher’s rate allocation techniques, in a host computer in Savage's

network. EX1003, % 183,

Therefore, himitation [7.4] 15 rendered obvious by Savage n view of Maher.

EXI1003, % 183,

The combined teachings of Sovage, Maher, and Schuba thus render obvious

every hnmtation of claim 7.

6. Claim Chart Showing Unpatentability of Claim 7

[7.0] A
method of
providing
packet
flooding
defense fora
network
COMPrising a
phlarality of
host
computers,
routers,
communication
lines and
transmitted
data packets,
said method
comprising the
steps of:

for g network. EX1003, € 136.

Savage discloses a method of providing packer flooding defense

Savage discloses “a techmigque for tracing anonymous packet
flooding attacks in the Internmet back towards thewr source”
EX1005, Abstract. Savage discloses “a general purpose traceback
mechanism based on probabilistic packet marking in the network.
Owr approach allows a victim to identify the network path(s}
traversed by attack traffic without requiring interactive
operational support from Internet Service Providers {ISPs).”
EX1005, Abstract. Savage explains that its technique “can be
efficiently implemented using conventional technologv.”
EX1005, Abstract; EX1003, ¥ 136.

With reference to Figure 1 below, Savage discloses a network
comprising a phurality of host computers {attackers Ai;-As and
viciim V), routers {Ri-R-), and communication lines {paths
between attackers, routers, and victim V). EX1005, 298; EX1003,
Y137
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Ex. 1005, Fig. 1 (annotated): EX1003, § 137

Savage discloses that its “solution 1s to probabilistically mark
packets with partial mformation as they arrive at routers.”
EX1005, 195, Thus. Sovage discloses a method of prowiding
packet flooding defense for a network comprising routers,
communication hnes and transmtted data packets. EX1003, €
138.

Savage suggests a plurality of host computers that may be
victims. EX1005, 295 (discussing plural “vietims™). Further,
Savage discloses that the victim V i Figure 1 above “may be a
single host under attack, or a network border device such as a
firewall or intrusion detection system that represents many such
hosts.” EX 1005, 297, Thus, Savage discloses a network including
a plurality of host computers. EX1003, 9§ 139,

o |
]
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To the extent that Savage does not expressly disclose the network
configuration recited 1in limitation [7.0], the network
configuration is a conventional feature as disclosed by Maher
(EX1005). EX1003, 9 140.

Maher teaches “[a] method and apparatus for preventing denial
of service type attacks on data networks.” EX1006, Abstract; see
also id., 1:8-10 (“method and device that prevents denial of
service type internet attacks.”), 2:52-53 (“method of preventing
DoS attacks.”). With reference to Figure 1A below, Maher
discloses a network topology that connects several network
infrastructures to a broader public IP network 10 such as the
Internet. EX1006, 4:3-6. Maher discloses that the network
includes a plurality of Bosy cowmputers 38, 50, vouters 22,
communication lines (“aggregation points™) 60, and transmitted
data packets. EX1005, 4:19-5:26. Maher discloses that the
“method involves scanning the contents of the data packets then
verifying that the contents of the data packets conform to a set of
predetermined requirements.” EX1006,2:53-55; EX1003, 9 141.

Ex. 1006, Fig. 1A (annotated); EX1003, q 141

Thus, Maher discloses a network comprising a plurality of host
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computers, routers, communication lines and transmitted data
packets. EX1003, 9§ 142.

A POSITA would have been motivated to modify Savage to
incorporate Maher’s conventional network implementation
details, for the reasons presented above in Section III.A.4.a.

EX1003, q 142.

Accordingly, Savage in view of Maher renders obvious limitation
[7.0]. EX1003, q 143.

[7.1.1]
determining a
path by which
data packets
arrive at a host
computer via
packet marks
provided by
routers leading
to said host
computer;

Savage discloses, or at least renders obvious, determining a path
by which data packets arrive at a host computer via packet marks
provided by routers leading to said host computer, because
Savage discloses determining a path by which data packets arrive
at a victim V (host computer) via packet marks (“mark packets™)
provided by each router that forwarded the packet to the victim
host computer. EX1003, q 144.

Savage’s “solution 1s to probabilistically mark packets with
partial path information as they arrive at routers.” Savage,
295. Savage explains that “[w]hile each marked packet represents
only a ‘sample’ of the path it has traversed, by combining a
modest number of such packets a victim can reconstruct the
entire path.” EX1005, 295. With reference to Figure 1 below,
Savage discloses a marking procedure implemented by routers,
and a path reconstruction procedure implemented by the
victim. EX1005, 298; EX1003, q 145.
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Ex. 1005, Fig. | {annotated); EX1003, ¥ 145

Savage discloses that the “attack path from [attacker] A; 15 the
unique ordered list of routers between 4; and }7.7 EX1005,
298. In the marking procedure, “{a] router “marks’ one or more
packets by augmenting them with additional information about
the paths theyv are traveling” EX1I005, 298. In the path
reconstruction procedure. the victim “reconstruct{s] the attack
path using only the information in these marked packets”
EXI005, 298; EX1003, 9 146: see also EX1003, 91 108-110
{providing example of path marking based on path shown mn
Figure 1 of Savage).
With reference to Figure 2 below, Savage discloses that “[tihe
simplest marking algorithm...1s to append each node’s
{router’s] address to the end of the packet as it fravels
through the network from atfacker to victim (see Figure 2).
Consequently, every packet received by the victim arrives with
a complete ordered list of the routers it traversed—a built-in
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attack path.” EX10035, 299, Each packet traveling through a router
R 1s marked with that router’s address, and the path encompassing
each router along the path is extracted. EX1003, ¢ 147.

Ex. 1005, Fig 2 {annotated); EX1003, % 147

Thus, Savage discloses determining a path by which data packets
arrive at a host computer via packet marks provided by rowulers
leading to said host computer. EX1003, 9 148.

{7.1.2] sad Savage discloses, or at least renders obvious, limtation {7.1.2]
path because Savage teaches that each router through which a packet

comprising all | travels mserts a packet mark with that router’s address, to permit
routers in said | the victim V to implement a path reconstruction procedure to
network via determune the ordered list of routers from the attacker to the
which said victim. EX10603, ¥ 149.

packets are
routed to said
computer;
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Ex. 1005, Fig. 1 {(annotated); EX1003, ¢ 150

Savage discloses that “the attack path from At is the unique
ordered list of routers between Ai and V. For instance, if an
attack onginates from A2 then to reach V it must first fraverse
the path R6, R3, R2, and Rl1—as shown by the dotted line n
Figure 1.7 EX1005, 298; EX1003, § 151,

With reference to Figure 2 below, Savage discloses that “{t}he
simplest marking algorithm. . .15 to append each node’s {router’s]
address to the end of the packet as 1t travels through the network
from attacker fo victim (see Figure 2). Consequently, every
packet received by the victim arrives with a complete ordered
list of the routers it traversed—a built-in attack path”
EX1005, 299; EX1003, € 152,
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Figure 2 Node append adgorithm.

Ex. 10035, Fig. 2 {annotated); EX1003, § 152

Accordingly, m the following annotated exampie of qure 1,
Samge append\ to the pflLket the addrewex of romters ®

anid ¥ along the path between aftscker
EX1005, 208; EX1003_ % 1533,
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Ex. 1005, Fig. 1 (annotated); EX1003, € 133

Thus, by teaching that each router along a path between an
attacker and a victim inserts a packet mark constituting that
router’s address imtoe the packet, Savage discloses said path
comprising all routers in said network via which said packets are
routed to said computer. EX1003, § 154,

[7.2 Lmmutation {7.2] is rendered obvious over Savage m view of
classifying Schuba and Maher. EX1003, % 155

data packets
received at sawd | As described above with respect to limitations {7.1. 1] and {7.1.2],
host computer | Sgvage teaches that packets received at the victim host computer

mnto wanted are marked with the respective address of each router along the
data packets path from the attacker to the victim host computer. Schuba

and unwanted | teaches that incoming data packets are classified as wanted or
data packets by | unwanted data packets based on partial path information (source
path: address}. Maher teaches that data packets are classified based on
path flow according to the sources and destinations of packets.
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For the following reasons, a POSITA would have been motivated
to modify Savage to classify incoming data packets into wanted
data packets and unwanted data packets, as taught by Schuba, and
classify the incoming packets according to a path of the packets,
as taught by Maher. EX1003, q 155.

Like the 497 patent, Schuba is directed to a “computer network
monitoring technique” that provides a “defense for denial of
service attacks.” EX1007, 1:58-60. Schuba discloses that
messages transmitted to a network are classified as being
acceptable, unacceptable, or suspect type, based on the source
address of the packets. EX1007, Abstract, 2:1-5, 2:22-26, 3:8-13.

[N]etwork messages may be classified into one or
more other categories besides the suspect category.
By way of nonlimiting example, TCP packets may be
categorized as having an unacceptable source
address, suspect source address, or acceptable
source address.

EX1007, 2:1-5.

The corresponding source address of each SYN
packet is classified in one of a plurality of different
categories, the categories including a suspect source
address category and an unacceptable source
address category.

EX1007, 2:22-26.

In one form, the process includes classifying source
addresses of SYN packets as being of an
acceptable, unacceptable, or suspect type. Suspect
source addresses may be further processed in
accordance with a state machine having a number of
conditionally linked states.

EX1007, 3:8-13.

Schuba thus teaches that incoming packets are classified into one
of three states (acceptable, unacceptable, or suspect) based on the
source address of the incoming packets. /d; EX1003, 49 156-157.
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With reference to Figure 3 below, Schuba discloses that a
wmonitering veseuree 51 1n the network system 20 performs the
class1flcat10n of data packets transmitted to host computers 54 in
the local area network 22 over a public network such as the
Internet 24. EX1007, 7:10-22, 6:46-67 (explaining network
architecture); EX1003, 9 158.

¥
S i
H

E“NN;' ~~~~~~~~~ — ¢ %3 \\‘:5‘ DEOTHATION
: POKasT

Fig. 3

Ex. 1007, Fig. 3 (annotated); EX1003, q 158

Schuba explains that the monitoring resource 51 does not
interfere with traffic to the host computers 54 but rather monitors
incoming traffic to classify it for the host computer 54 that is the
intended recipient:

Monitor 52 [of monitoring resource 51] is preferably
arranged to capture IP/TCP datagrams passing along
network 22 regardless of source or destination....
Preferably, monitor 52 does not block or interfere
with the transmission of packets to destination
hosts 54, but rather examines the packets and
reacts by selectively generating packets for one or
more of destination hosts 54.
EX1007, 7:38-51. Thus, Schuba discloses that the monitoring
resource 51 receives packets that are received by the host
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computers 54. EX1003, q 159.

As shown in Figure 4 below, Schuba discloses that the monitoring
resource 51 performs a classification operation 65 to classify
incoming packets according to source addresses as wanted data
packets (“ACCEPTABLE ADDRESS?” in step 68) or unwanted
data packets (“UNACCEPTABLE ADDRESS?” in step 70).
EX1007, 8:3-10; EX1003, 9 160.

YES

MR & «
< UNACCEPTARE ADDRESST M
%0

et GONTINUE : -
™

{_svee 3 Fig. 4

Ex. 1007, Fig. 4 (annotated); EX1003, q 160

By classifying the packets based on source address, Schuba
teaches that incoming data packets are classified as unwanted data
packets (“unacceptable”) or wanted data packets (“acceptable™)
based on at least partial path information (source address).
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EX1003, 9 1ol

As discussed below, Aaher teaches that data packets are
classified (qualified) based on path flow according to the source
and destination of packets, which corresponds to a path taken
between the source and destination of the packet. EX1003, § 162.

Maher 15 directed to “a method and apparatus for preventing
denial of service type attacks on data networks.” EX1006,
Abqtms:t‘ see also id., 1:8 10‘ 2:52-53. Flvwe 2 of Maher belmv

SRTYENY
S PRE
\\ &y

s EY?OG( 6 H 21, 7:27-41. Uu?zu \hsclm,ex that its network
apparatus 100 may be a mutﬂ' or switch in the network, or a
“bump-in-the-line™ tvpe device that accepts and processes the
data, and then places the processed data back on the line. EX1006,
6:63-67, 5:62-67; EX1003, € 163.
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Ex. 1006, Fig. 2 (annotated), EX1003, 9 163

W wing engine 18 [] operable to scan the
LOBIﬁHIb 03': thc data pdgketa mdudmﬁ the header and paviocad.
and to associate data packets with particular data flows.”
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including “determin[ing] whether each traffic flow is [] validated
or non-validated.” EX1006, 3:9-15, Abstract. The a8
pravessar then “uses the conclusion from the traffic flow
scanning engine to place the data packets in the appropriate
quality of service queue” (i.e., service queues 132 in Figure 2).
EX1006, 3:25-27, 7:38-44. Maher discloses that “[d]ata packets
associated with validated traffic flow are placed in a higher
priority queues and transmitted back onto the network according
to the protocol for the particular queue.” EX1006, 3:27-30.
Conversely, “[d]ata packets not assigned to a validated traffic
flow are placed in [a] low priority QoS queue,” such that
unvalidated traffic flow packets “receive no more than a small
percentage (i.e., 5%) of the available bandwidth thereby
preventing the attacker from flooding downstream network
equipment.” EX1006, 3:30-35, 7:67-8:3; EX1003, 9 164.

Maher discloses that the data packets are classified (qualified)
according to the path of network traffic based on the sources and
destinations of the packets. Maher discloses that its

network apparatus 100 can act to qualify traffic flows
by scanning the contents of the packets and verifying
that the contents contain valid network traffic
between known sources and destinations. Traffic
flows that have not been verified because they are
from unknown sources or because they are new
unclassified flows can be assigned to a low quality of
service queue until the sources are verified or the
traffic flow classified as valid traffic.
EX1007, 7:54-63.

The classification (qualification) of data packets based on the
sources and destinations of received packets is a classification
based on a path between the source of the packet and the
destination of the packet (i.e., the path between the source and
destination). EX1003, 9 165.

Accordingly, Schuba teaches that incoming data packets are
classified as wanted or unwanted data packets based on partial
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path information (source address). Maher teaches that data
packets are classified based on path flow according to the sources
and destinations of packets (i.e., by a path flow between a source
and destination). Thus, Schuba and Maher teach classifying data
packets received at said host computer into wanted data packets
and unwanted data packets by path, as recited in limitation [7.2].
EX1003, 91 166-167.

A POSITA would have been motivated to modify Savage to
incorporate the packet classification techniques of Schuba and
Maher for the reasons presented above in Section II1.A.4.b. In
view of the teachings of Schuba and Maher, a POSITA would
have been motivated to modify Savage to classify incoming data
packets as wanted data packets or unwanted data packets by path
in either one of the following two ways. EX1003, 4 168.

First, a POSITA would have been motivated to modify Savage to
include a “bump-in-the-line” type device in the network of the
host computer, as taught by both Schuba and Maher, to receive
data packets transmitted to the host computer and classify the
received data packets as wanted data packets or unwanted data
packets by path. EX1003 9 169. As dlscussed above, Schuba
teaches that the monitering vesource S, which performs the
classification operatlon 65 shown in Flgure 4, is a bump-in-the-
line type device in the metweork 22 that “does not block or
interfere with the transmission of packets to destination hosts 54,
but rather examines the packets” that are transmitted to
downstream host computers (e.g., destimstion husis 548), as
shown in annotated Figure 3 below. EX1007, 7:38-45; EX1003,
] 169.
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Ex. 1007, Fig. 3 (annotated): EX1003, ¢ 169

Smilarly, Maher discloses that the network apparatus 100 (see
Figure 2 above), which performs the above-described
classification operation, may be a router or switch 1n the network,
or a “bump-in-the-line” type device that accepts and processes the
data, and then places the processed data back on the line. EX1006,
6:63-67, 5:62-67. Accordmgly, i view of the teachings of
Schuba and Maher. a POSITA would have been motivated to
inchade a bump-in-the-line tvpe network device that recerves data
packets transmitted to Savage’s victim host computer V, as taught
by Schuba and Maher, to classify[] data packets received af said
host computer into wanfed data packets and unwanted data
packets by path, as taught by Schuba and Maher. A POSITA
would have been motivated to include this classification
operation i a bump-in-the-hine network device in Savage’s
network to classify data packets as wanted or unwanted and then
take preventive measures i the bump-in-the-lIme network device
as taught by Maher and Schuba (e.g., limiting the amount of
bandwidth available to low quality data packets) to curtail the
tmpact of a packet flood attack to the host computer in Savage, as
discussed above i Section LA 4 b, EX1003, % 170
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Alternatively, as another obvious modification, a POSITA would
have been motivated to modify the host computer in Savage to
classify incoming data packets into wanted data packets and
unwanted data packets according to a path of the packets, as
taught by Schuba and Maher. A POSITA would have been
motivated to modify the host computer (victim V) in Savage to
perform the classification techniques taught by Schuba and
Maher, because Schuba and Maher teach that their classification
features lead to minimizing the effects of a packet flood attack.
For example, Maher teaches that the available bandwidth for
incoming data packets is limited for incoming data packets that
are classified as low priority to prevent packet flooding attacks.
EX1006, 7:59-8:3, 12:7-19. Similarly, Schuba discloses that
when an unwanted (unacceptable) data packet is received, the
corresponding communication session (TCP connection) is
closed to “free[] resources of the targeted destination host.”
EX1007, 8:18-33. Thus, a POSITA would have been motivated
to incorporate the functionality of Schuba and Maher’s
classification operations in Savage’s host computer to
minimizing the effects of a packet flood attack, as taught by
Schuba and Maher. EX1003, 9 171.

It was well-known in the art for a host computer receiving data
packets to classify the received data packets as wanted or
unwanted by path. For example, Chang (EX1008), which is
discussed in the Background section of the 497 patent (EX1001,
1:49-2:5), and which was applied during prosecution to reject the
claims of the 497 patent and its parent *190 patent (see Section
IL.D above), discloses that a receiver node classifies and sets a
sender node into one of three modes: a green mode, a yellow
mode, and a red mode, based on a “user acceptance rate,” so that
the flow of data into the network does “not exceed the user
acceptance rate.” EX1008, 2:60-64, 3:12-30, 10:8-38; EX1003,
171. Accordingly, Chang shows that it was well-known in the art
for a POSITA to classify incoming data packets as wanted or
unwanted data packets, as taught by Schuba and Maher, in a host
computer receiving data packets. EX1003,  171.

Therefore, limitation [7.2] is rendered obvious by Savage in view
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of Maher and Schuba. EX1003, 99 173, 172 (referencing EX1011
(Stone), which teaches another example of a prior art disclosure
of classifying incoming data packets as wanted or unwanted data

packets.
[7.3] Limitation [7.3] is rendered obvious by Savage in view of Maher
associating a | and Schuba. As described above with respect to limitation [7.2],
maximum Maher and Schuba render obvious classifying incoming data
acceptable packets as wanted or unwanted. Maher teaches associating a

processing rate | maximum acceptable processing rate with each class of data
with each class | packet received at the host computer, as recited in limitation [7.3].
of data packet | EX1003,9 174.

received at said
host computer; | Maher teaches allocating maximum available bandwidth
and (maximum acceptable processing rate) to validated traffic
(wanted data packets) and a small percentage of the available
bandwidth (e.g., 5%) to low quality traffic (e.g., DoS traffic).
Maher discloses that validated traffic (wanted data packets) are
placed in different quality of service (QoS) queues than
unvalidated (unwanted data packets) for processing.

QoS processor 116 takes the conclusion of either or
both of header processor 104 and payload analyzer
110 and assigns the data packet to one of its internal
quality of service queues 132 based on the
conclusion. The quality of service queues 132 can
be assigned priority relative to one another or can
be assigned a maximum or minimum percentage
of the traffic flow through the device. This allows
QoS processor to assign the necessary bandwidth
to traffic flows such as VolP, video and other flows
with high quality and reliability requirements
while assigning remaining bandwidth to traffic
flows with low quality requirements such as email
and general web surfing to low priority queues.
Information in queues that do not have the
available bandwidth to transmit all the data
currently residing in the queue according to the
QoS engine is selectively discarded thereby
removing that data from the traffic flow.
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EX1006, 7:38-53.

The quality of service queues 132 also allow network
apparatus 100 to manage network attacks such as
denial of service (DoS) attacks. Network apparatus
100 can act to qualify traffic flows by scanning the
contents of the packets and verifying that the
contents contain valid network traffic between
known sources and destinations. Traffic flows that
have not been verified because they are from
unknown sources or because they are new
unclassified flows can be assigned to a low quality
of service queue until the sources are verified or
the traffic flow classified as valid traffic. Since
most DoS attacks send either new session
information, data from spoofed sources, or
meaningless data, network apparatus 100 would
assign those traffic flows to low quality traffic
queues. This ensures that the DoS traffic would
receive no more that a small percentage (i.e. 5%)
of the available bandwidth thereby preventing the
attacker from flooding downstream network
equipment.
EX1006, 7:54-8:3; EX1003, 9 175.

With reference to Figure 5 below, Maher discloses that validated
traffic flow (wanted data packets) is assigned to a higher priority
QoS queue (YES in step 514, and step 520), which has a greater
processing rate as set by the QoS processor, whereas unvalidated
traffic flow (unwanted data packets) is transmitted into a low
priority QoS queue (NO in step 514, and step 516), and given a
limited processing rate (e.g., 5% of available bandwidth).
EX1006, 11:66-12:19, 7:59-8:3 (traffic flow that has not been
verified (unwanted data packets) is assigned to a low-quality
traffic queue that receives limited bandwidth)). EX1003, 4 176.
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by
Kyt

Ex. 1006, Fig. § {annotated); EX1003,§ 176

With reference to Figure 5 above, Maher discloses that i step
514, there is a determunation performed as to whether the data
packet belongs to a validated traffic flow. EX1006, 11:66-67. If
the packet belongs to a vahidated traffic flow (wanted data
packets}, then “it is assigned to a higher priority QoS queue
based on the nature of the traffic flow, shown in hlock 320. The
data packet 1s then transmitted onto the network as defined by the
QoS protocel for the QoS queue to which it was assigned, as
shown by block 3227 EX1006, 11:67-12:5. On the other hand.
“I1}f the packet does not belong to a validated traffic flow. such
as with a Smurf or SYN flood where valid sessions are never
established, 1t 1s assigned to a low priority QoS queue, as shown
i block 516, The traffic management and traffic shaping
engines 126 and 12{8] of QoS processor 116 frem FIG. 2 can
be programmed to {ejnsure that the low priority QoS queues
are only allowed a predetermined percentage of the available
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bandwidth.” EX1006, 12:7-14. Maher explains that “[tihis
{e]nsures that the non-validated data packets cannot consume
more than a small portion of the overall traffic flowing through
network apparatus 100 as shown n block 518.7 EX1006, 12:14-
16. Accordingly, Maher discloses that each class of data packets
{vahdated or unvalidated) is assigned to a different priority QoS
queue in the QoS processor 116, where cach QoS queue 1s
allocated a different bandwidth rate. EX1003. % 177.

For mstance, as shown in Figure 2 below. QoS processor 116
assigns processing rates (bandwidth) by allocating received
packets to different “quality of service queues 1327 based on the
determined quality of the received packet (vahdated or
unvalidated data flows). EX1003, % 178,
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Ex. 1006, Fig. 2 (annotated); EX1003, % 178

Maher discloses that each QoS queue 132 “can be assigned
priority relative to one another or can be assigned a
maximum or minimum percentage of the traffic flow through
the device. This allows QoS processor to assign the necessary
bandwidth to traffic flows such as VoIP, video and other flows
with high qualitv and rehiability requirements while assigning
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remaining bandwidth to traffic flows with low quality
requirements such as email and general web surfing to low
priority queues.” EX1006, 7:38-53. Thus, Maher discloses that
data packets of unvalidated traffic flow (unwanted data packets)
are assigned to a QoS queue with a lower allocation of maximum
processing rate than data packets of validated traffic flow (wanted
data packets). EX1003, 4 179.

Therefore, Maherteaches limitation [7.3]. A POSITA would have
been motivated to modify Savage in view of Maher and Schuba
for the reasons presented above in Sections III.A.4.b and
IIT.A.5[7.2]. As discussed above with respect to limitation [7.2],
a POSITA would have been motivated to modify Savage to
include a “bump-in-the-line” type device in the network of the
host computer, as taught by both Schuba and Maher, to
implement the packet flood preventive measures as taught by the
Maher and Schuba in the “bump-in-the-line” device. EX1003,
180. Alternatively, as discussed above with respect to limitation
[7.2], a POSITA would have been motivated to modify Savage to
implement the packet flood preventive measures of Maher and
Schuba in a host computer in Savage’s network. EX1003, q 180.

Accordingly, limitation [7.3] is rendered obvious by Savage in
view of Maher and Schuba. EX1003, 4 180.

[7.4] allocating | Limitation [7.4] is rendered obvious by Savage in view of Maher.
a processing Maher discloses the features of limitation [7.4], because Maher
rate less than | teaches that if received data 1s detected to be unverified or low
or equal to said | quality (e.g., DoS attacks), the router (network apparatus 100)
maximum allocates a lower rate (e.g., 5%) to the received data. EX1003,
acceptable 181.

processing rate
for unwanted | With reference to Figure 2 below, Maher discloses that “[t]he
data packets. quality of service queues 132 [of the QoS Processor 116] also
allow network apparatus 100 to manage network attacks such as
denial of service (DoS) attacks. Network apparatus 100 can act to
qualify traffic flows by scanning the contents of the packets and
verifying that the contents contain valid network traffic between
known sources and destinations.” EX1006, 7:54-59. Further,
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Maher discloses that “{tjraffic flows that have not been venified
{1.e., unwanted data packets] because they are from unknown
sources...can be assigned to a low quality of service queune until
the sources are verified or the traffic flow classified as valid
traffic.” EX1006, 7:39-63. Thus, Maher discloses that unverified
data packets {unwanted data packets) are assigned to a lower
quality QoS queue 132, As descriibed above with respect to
himitation {731, Maher discloses that each different QoS queue
132 may be assigned a different maximum allocation rate based
on available bandwidth in the network. EX1006. 7:38-53.
Accordmgly. by assigning unverified (unwanted) data packets to
a low quality QoS queue 132 in comparison to verified (wanted)
data packets, Maher discloses that a processing rate less than or
equal to the maximum acceptable processing rate for the low
quality QoS queue 132 is allocated. EX1003, % 182, In particular,
Maher discloses that “[tJhis ensures that the DoS traffic would
receive no more thajn] a small percentage (i.e. 5%) of the
available bandwidth thereby preventing the attacker from
floodmg downstream network equipment.” EX1006, 7:67-8:3;
EX1003, € 182,
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A POSITA would have been motivated to modify Savage to
incorporate the rate allocation techniques of Maher for the
reasons presented above in Section II1I.A.4.b. As discussed above
with respect to limitations [7.2] and [7.3], a POSITA would have
been motivated to modify Savage to include a “bump-in-the-line”
type device in the network of the host computer, as taught by both
Schuba and Maher, to implement the packet flood preventive
measures as taught by Maher and Schuba in the “bump-in-the-
line” device. Thus, a POSITA would have been motivated to
incorporate the rate allocation techniques of Maher in a “bump-
in-the-line” type device in Savage’s network. EX1003, 4 183.
Alternatively, as discussed above with respect to limitations [7.2]
and [7.3], a POSITA would have been motivated to modify
Savage to implement the packet flood preventive measures of
Maher, including Maher’s rate allocation techniques, in a host
computer in Savage’s network. EX1003, q 183.

Therefore, limitation [7.4] is rendered obvious by Savage in view
of Maher. EX1003, 9 183.

7. Claim 13 would have been obvious over Savage in view of
Maher and Schuba

a. Overview of Claim 13

Claim 13 is substantially similar to claim 7, but differs in two respects. First,

claim 7 is a “method” claim, whereas claim 13 is a “system” claim. Second, claim

13 recites several “means for” limitations whose functions are substantially identical

to the method steps of claim 7. EX1003, q204.

The following table illustrates the differences between claims 7 and 13, with

underlined text denoting the differences between the claims.
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(7.0} A method of providing [13.0] | A packet floodmmg
packet flooding defense defense svstem for a
for a network comprising network comprising a
a plurality of host pharality of host
computers, routers, computers, routers,
communtcation lines and communication lines and
transnmited data packets, transmitted data packets,
said method comprising said system comprising:
the steps of:

{7.1.11 | determining a path by {13.1.1] | means for deternuning a
which data packets arnve path by which data
at a host computer via packets arrive at a host
packet marks provided by computer via packet
routers leading to said marks provided by
host computer: routers leading to said

host computer;

[7.1.2] |[said path comprising all | [13.1.2] | said path comprising all
routers in said network routers mn said network
via which said packets via which said packets
are routed to said are routed to said
computer; computer;

{721 classifving data packets | [13.2] | means for classifving
recerved at said host data packets received at
computer mto wanted said host computer mto
data packets and wanted data packets and
unwanted data packets by unwanted data packets by
path: path;

17.31 associafing a maximum [13.3] means for assigning a
acceptable processing maximum acceptable
rate with each class of processing rate to each
data packet received at class of data packet; and
said host computer: and

[ 7.4} allocating a processmg {104} | means for allocating a
rate less than or equal to processing rate equal to
sard maximum acceptable or less than sawd
processing rate for maximum acceptable
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unwanted data packets. processing rate to said
unwanted data packets.

The above differences in claim 13 do not make claim 13 patentable. On the
contrary, claim 13 would have been obvious to a POSITA over Savage in view of
Maher and Schuba, as discussed below. EX1003, 9§ 206.

[13.0] A packet flooding defense system for a network comprising a plurality of
host computers, routers, communication lines and transmitted data packets, said
system comprising:

Limitation [13.0] is substantially similar to limitation [7.0], except that
limitation [13.0] recites a packet flooding defense system for the network recited in
limitation [7.0]. EX1003, 9 207.

As described above with respect to limitation [7.0], Savage discloses “a
technique for tracing anonymous packet flooding attacks in the Internet back
towards their source.” EX1005, Abstract. Further, as described above with respect
to limitation [7.0], Savage discloses a network comprising a plurality of host
computers (attackers Ai-Asz and victim V), routers (Ri-R7), and communication lines

(paths between attackers, routers, and victim V), as shown below. EX1005, 298;

EX1003, 9 208.
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Figmre 1s Network as scen from the vivtim of an sttack, V.
Reouters ave represented by I, and potendial attackers by 4.,
The dotted Hue reprevents a partioniar sftrek perl between an
attacker and the victing,

EX1005, Fig. 1 (annotated); EX1003, € 208

Savage suggests a plurality of host computers that may be vicums. EX1003,
295 (discussing plural “vicums”). Further, Savage discloses that the vietim V in
Figure 1 above “may be a single host under attack, or a network border device such
as a firewall or intrusion detection system that represents many such hests”
EX10085, 297. Thus, Savage discloses a packet flooding defense system for a network
including o phwality of host computers, routers, commumication lines and
transmitted data packets. EX1005, 295, 297: EX1003, § 209,

To the extent that Savage does not expressly disclose the network
configuration recited m hmitation {13.0], the network configuration s a

conventional feature as disclosed by Maker. Maher teaches “[a] method and
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apparatus for preventing denial of service type attacks on data networks.” EX1006,
Abstract; see also id., 1:8-10 (“method and device that prevents denial of service
type internet attacks.”), 2:52-53 (“method of preventing DoS attacks.”). With
reference to Figure 1A below, Maher discloses a network topology that connects
several network infrastructures to a broader public IP network 10 such as the
Internet. EX1006, 4:3-6. Maher discloses that the network includes a plurality of

ers 38, 50, vouters 22, communication Hnes (“aggregation points™)

3 N -
[
EESER BN

60, and transmitted data packets. EX1005, 4:19-5:26. Maher discloses that the
“method involves scanning the contents of the data packets then verifying that the

contents of the data packets conform to a set of predetermined requirements.”

EX1006, 2:53-55; EX1003, 9 210.
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EX1006, Fig. 1A (annotated); EX1003, § 210

Thus, Maher discloses a packet flooding defense system for a network
comprising a plurality of host computers, routers, communication lines and
transmitted data packets. EX1003, q 211.

A POSITA would have been motivated to modify Savage to incorporate
Maher’s conventional network implementation details, for the reasons presented
above in Section I1.A.4.a. EX1003, q212.

Accordingly, Savage in view of Maher renders obvious limitation [13.0].
EX1003, §213.

[13.1.1] means for determining a path by which data packets arrive at a host
computer via packet marks provided by routers leading to said host computer;

Limitation [13.1.1] is substantially identical to limitation [7.1.1], except that
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limitation [13.1.1] additionally recites “means for.” In the district court litigation
involving PacSec3 and NetScout Systems (Case No. No. 6:20-cv-00914, hereinafter
“the NetScout Case”), Patent Owner filed a “Plaintiff’s Opening Claim Construction
Brief” (EX1014), in which Patent Owner identified alleged structure in the 497
patent that performs the functions of means-plus-function limitations in the
Challenged Claims.

Specifically, Patent Owner identified computer 18 in Figures 1, 4 and 7 as
performing the function of determining a path by which data packets arrive at a host
computer via packet marks provided by routers leading to said host computer, as
recited in limitation [13.1.1]. EX1014, 27-29 (citing EX1001, 3:30-42, 5:29-33,
6:12-15, and Figures 1, 4 and 7). As described above with respect to limitation
[7.1.1], Savage discloses that the victim computer V determin/es] a path by which
data packets arrive at a host computer via packet marks provided by routers leading
to said host computer. Therefore, Savage discloses or renders obvious structure
corresponding to the alleged structure in the 497 patent that Patent Owner identified
as performing the function of limitation [13.1.1]. EX1003, q 215.

[13.1.2] said path comprising all routers in said network via which said packets
are routed to said computer;

Limitation [13.1.2] is identical to limitation [7.1.2], and is disclosed or

rendered obvious by Savage, as described above with respect to limitation [7.1.2].

105

Cloudflare, Inc.  Exhibit 1003  Page 425



Request for Ex Parte Reexamination
U.S. Patent No. 7,523,497

EX1003, 9 216.

[13.2] means for classifying data packets received at said host computer into
wanted data packets and unwanted data packets by path;

Limitation [13.2] is substantially similar to limitation [7.2], except that
limitation [13.2] additionally recites “means for.”

In the NetScout Case, Patent Owner identified router 22 in Figures 1, 4 and 7
of the *497 patent as performing the function of classifying data packets received at
said host computer into wanted data packets and unwanted data packets by path, as
recited in limitation [13.2]. EX1014, 19-21 (citing EX1001, 3:30-42, 5:29-33, 6:12-
25, and Figures 1, 4 and 7).

As described above with respect to limitation [7.2], Maher discloses that the
network apparatus 100, which performs the above-described -classification
operation, may be a router or switch in the network, or a “bump-in-the-line” type
device that accepts and processes the data, and then places the processed data back
on the line. EX1006, 6:63-67, 5:62-67. Therefore, Maher discloses or renders
obvious structure corresponding to the alleged structure in the 497 patent that Patent
Owner 1dentified as performing the function of limitation [13.2]. EX1003, §219.

[13.3] means for assigning a maximum acceptable processing rate to each class of
data packet; and

Limitation [13.3] is substantially identical to limitation [7.3], except that

>

limitation [13.3] recites “means for assigning,” whereas limitation [7.3] recites
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“allocating.” As described above with respect to limitation [7.3], Maher discloses
that each QoS queue 132 “can be assigned priority relative to one another or can
be assigned a maximum or minimum percentage of the traffic flow through the
device. This allows QoS processor to assign the necessary bandwidth to traffic flows
such as VoIP, video and other flows with high quality and reliability requirements
while assigning remaining bandwidth to traffic flows with low quality
requirements such as email and general web surfing to low priority queues.”
EX1006, 7:38-53. Thus, Maher discloses that data packets of unvalidated traffic
flow (unwanted data packets) are assigned to a QoS queue with a lower allocation
of maximum processing rate than data packets of validated traffic flow (wanted data
packets). EX1003, 9 220.

Therefore, limitation [13.3] is rendered obvious by Savage in view of Maher
and Schuba, for reasons similar to those presented above with respect to limitation
[7.3]. EX1003, 9 221.

In the NetScout Case, Patent Owner identified router 22 in Figures 1, 4 and 7
of the *497 patent as performing the function of assigning a maximum acceptable
processing rate to each class of data packet, as recited in limitation [13.3]. EX1014,
27-29 (citing EX1001, 3:30-42, 5:29-33, 6:12-25, and Figures 1, 4 and 7).

As described above with respect to limitation [7.2], Maher discloses that the

network apparatus 100, which performs the above-described -classification
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operation, may be a router or switch in the network, or a “bump-in-the-line” type
device that accepts and processes the data, and then places the processed data back
on the line. EX1006, 6:63-67, 5:62-67. Therefore, Maher discloses or renders
obvious structure corresponding to the alleged structure in the 497 patent that Patent
Owner identified as performing the function of limitation [13.3]. EX1003, 9 223.

[13.4] means for allocating a processing rate equal to or less than said maximum
acceptable processing rate to said unwanted data packets.

Limitation [13.4] is substantially identical to limitation [7.4], except that
limitation [13.4] additionally recites “means for.”

In the NetScout Case, Patent Owner identified router 22 in Figures 1, 4 and 7
of the *497 patent as performing the function of allocating a processing rate equal
to or less than said maximum acceptable processing rate to said unwanted data
packets, as recited in limitation [13.4]. EX1014, 28-29 (citing EX1001, 3:30-42,
5:29-33, 6:12-25, and Figures 1, 4 and 7).

As described above with respect to limitation [7.2], Maher discloses that the
network apparatus 100, which performs the above-described classification
operation, may be a router or switch in the network, or a “bump-in-the-line” type
device that accepts and processes the data, and then places the processed data back
on the line. EX1006, 6:63-67, 5:62-67. Therefore, Maher discloses or renders

obvious structure corresponding to the alleged structure in the 497 patent that
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Patent Owner 1dentified as performing the function of limrtation [13.4]. EX1003, %

8.  Claim 1 weuld have been obvious over Savage in view of
Maher and Schuba

a. Overview of Claim 1

Claim 1 1s substantially similar to claim 7, but differs in three respects. First,
claim 7 15 a “method” claim, whereas claim 1 15 a “system” claim. Second, claim 1
reciies several “means for” limitations whose functions are substantially identical to
the method steps of claim 7. Third, claim 1 contains a non-substantive variation
from hmuatation [7.1.1], of finding information regarding a path {(Limitation {1.3.1]
below), rather than determining a path. as recited in limtation {7.1.1]. EXI1003. §
227.

The following table illustrates the differences between claims 7 and 1, with

underiined text denoting the differences between the clamms.

[7.0] A method of providing [1.0] A packet flooding
packet flooding defense defense svstem for a
for a network comprising network comprising a
a plurality of host plurality of host
computers, routers, computers, routers,
communtcation lines and commmunication lines and
transmmtted data packets, transmitted data packets,
said method comprising said system: comprising:
the steps of:
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[7.1.1] | determining a path by [1.3.1] | means for said computer
which data packets arrive to find information for
at a host computer via packets it receives
packet marks provided by regarding the path by
routers leading to said which said packets came
host computer; to said computer via

packet marks provided by
routers leading to said
host computer;

[7.1.2] |said path comprising all |[1.3.2] | said path comprising all
routers in said network routers in said network
via which said packets via which said packets
are routed to said are routed to said
computer; computer;

[7.2] classifying data packets [1.1] means for classifying
received at said host data packets received at a
computer into wanted host computer into
data packets and wanted data packets and
unwanted data packets by unwanted data packets;
path;

[7.3] associating a maximum [1.2] means for associating a
acceptable processing maximum acceptable
rate with each class of processing rate with each
data packet received at class of data packet
said host computer; and received at said

computer;

[7.4] allocating a processing [1.4] means in said computer
rate less than or equal to for using said information
said maximum acceptable to allocate the processing
processing rate for rate available for
unwanted data packets. unwanted data packets to

be less than or equal to
said maximum acceptable
processing rate.
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[1.0] A packet flooding defense system for a network comprising a plurality of host
computers, routers, communication lines and transmitted data packets, said
system comprising:

Limitation [1.0] is identical to limitation [13.0]. As described above with
respect to limitation [13.0], Savage and Maher render obvious a packet flooding
defense system for a network comprising a plurality of host computers, routers,
communication lines and transmitted data packets, as recited in limitation [1.0].
EX1003, 9 229.

[1.1] means for classifying data packets received at a host computer into wanted
data packets and unwanted data packets;

Limitation [1.1] is substantially similar to limitation [7.2], except that
limitation [1.1] recites “means for.” In the NetScout Case, Patent Owner identified
router 22 in Figures 1, 4 and 7 of the 497 patent as performing the function of
classifying data packets received at a host computer into wanted data packets and
unwanted data packets, as recited in limitation [1.1]. EX1014, 19-21 (citing
EX1001, 3:30-42, 5:29-33, 6:12-25, and Figures 1, 4 and 7).

As described above with respect to limitation [7.2], Maher discloses that the
network apparatus 100, which performs the above-described classification
operation, may be a router or switch in the network, or a “bump-in-the-line” type
device that accepts and processes the data, and then places the processed data back

on the line. EX1006, 6:63-67, 5:62-67. Therefore, Maher discloses or renders
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obvious structure corresponding to the alleged structure in the 497 patent that Patent
Owner identified as performing the function of limitation [1.1]. EX1003, q 231.

[1.2] means for associating a maximum acceptable processing rate with each class
of data packet received at said computer;

Limitation [1.2] is substantially similar to limitation [7.3], except that
limitation [1.1] recites “means for.” In the NetScout Case, Patent Owner identified
router 22 in Figures 1, 4 and 7 of the 497 patent as performing the function of
associating a maximum acceptable processing rate with each class of data packet
received at said computer, as recited in limitation [1.2]. EX1014, 19-21 (citing
EX1001, 3:30-42, 5:29-33, 6:12-25, and Figures 1, 4 and 7).

As described above with respect to limitation [7.2], Maher discloses that the
network apparatus 100, which performs the above-described -classification
operation, may be a router or switch in the network, or a “bump-in-the-line” type
device that accepts and processes the data, and then places the processed data back
on the line. EX1006, 6:63-67, 5:62-67. Therefore, Maher discloses or renders
obvious structure corresponding to the alleged structure in the 497 patent that Patent
Owner 1dentified as performing the function of limitation [1.2]. EX1003, q 233.

[1.3.1] means for said computer to find information for packets it receives
regarding the path by which said packets came to said computer via packet marks
provided by routers leading to said host computer;

Limitation [1.3.1] is substantially similar to limitation [7.1.1], except that
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limitation [1.3.1] recites “means for said computer to find information for packets it
receives regarding the path,” whereas limitation [7.1.1] recites “determining a

2

path.” This difference in wording is immaterial with respect to patentability,
because Savage discloses that a victim computer finds information for packets it
receives regarding the path by which the packets came to the victim computer.
EX1003, 9 234.

(434

Savage discloses that each router along the path ““marks’ one or more packets
by augmenting them with additional information about the path they are traveling.”
298, 299 (describing “Node append” algorithm in Figure 2 below as “appending
each node’s [i.e., router’s] address to the end of the packet as it travels through the
network from attacker to victim.”). Savage discloses that “[c]onsequently, every

packet received by the victim arrives with a complete ordered list of the routers it

traversed—a built-in attack path.” EX1005, 299; EX1003, § 235.

] Fomnn i e D ST v B Foxae B
Mariagng procedure ot ronter K.

for each packet w, append B tow

FPark reconstrucsion procedure st victis
for any packet w from attacker
extract path {5} from the suffix of w

Figure 2: Node append algorithm.

EX1005, Fig. 2

Savage teaches that the victim V then implements a “path reconstruction
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procedure” to “reconstruct the attack path using only the information in these marked
packets.” EX1005, 298; EX1003, 9 236.

Therefore, Savage discloses that each router along the attack path adds a
packet mark identifying that router’s address to the data packet as the data packets
travel along the attack path, to enable a path reconstruction procedure to be
performed to determine the “complete ordered list of the routers [the data packet]
traversed.” EX1005, 295, 298-299. Thus, Savage discloses the victim computer V,
which performs the path reconstruction procedure, find/s] information (i.e., packet
marks) for packets it receives regarding the path by which said packets came to said
computer via packet marks provided by routers leading to said host computer, as
recited in limitation [1.3.1]. EX1003, 9 237.

In the NetScout Case, Patent Owner identified computer 18 in Figures 3, 6,
and 9 of the *497 patent as performing the function of find/ing] information for
packets it receives regarding the path by which said packets came to said computer
via packet marks provided by routers leading to said host computer, as recited in
limitation [1.3.1]. EX1014, 19-21 (citing EX1001, 3:62-4:20, 5:40-44, 6:46-51, and
Figures 1, 4 and 7).

As described above, Savage discloses that the victim computer V find/s]
information (i.e., packet marks) for packets it receives regarding the path by which

said packets came to said computer via packet marks provided by routers leading to
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said host computer, as recited in limitation [1.3.1]. Therefore, Savage discloses or
renders obvious structure corresponding to the alleged structure in the 497 patent
that Patent Owner identified as performing the function of limitation [1.3.1].
EX1003, 9 239.

[1.3.2] said path comprising all routers in said network via which said packets are
routed to said computer; and

Limitation [1.2.2] is identical to limitation [7.1.2], and is disclosed or rendered
obvious by Savage, as described above with respect to limitation [7.1.2]. EX1003,

240.

[1.4] means in said computer for using said information to allocate the processing
rate available for unwanted data packets to be less than or equal to said maximum
acceptable processing rate.

Limitation [1.4] is substantially similar to limitation [7.3], except that
limitation [1.4] recites “means in said computer for using said information to allocate
the processing rate...,” whereas limitation [7.3] recites “allocating a processing
rate....”

In the NetScout Case, Patent Owner identified computer 18 in Figures 1, 4
and 7 of the *497 patent as performing the function of using said information to
allocate the processing rate available for unwanted data packets to be less than or
equal to said maximum acceptable processing rate, as recited in limitation [1.4].

EX1014, 25-26 (citing EX1001, 3:30-42, 5:29-33, 6:12-25, and Figures 1, 4 and 7).
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As described above with respect to limitation [7.4], a POSITA would have
been motivated to modify Savage to include a “bump-in-the-line” type device in the
network of the host computer, as taught by both Schuba and Maher, to implement
the packet flood preventive measures as taught by Maher and Schuba in the “bump-
in-the-line” device. Therefore, Savage as modified by Maher or Schuba renders
obvious the structure corresponding to the alleged structure in the 497 patent that
Patent Owner 1dentified as performing the function of limitation [1.4]. EX1003,
243,

B. Proposed Rejection #2: Claims 10, 16 and 4 would have been
obvious over Maher in view of Savage and Schuba

1. Overview of Claim 10

Claim 10 1s generally similar in scope to claim 7, but differs in three respects.
First, the determining, classifying, and associating steps of claim 7 (limitations
[7.1.1], [7.2] and [7.3]) refer to the “host computer.” By contrast, the determining,
classifying, and associating steps of claim 10 (limitations [10.1.1],[10.2] and [10.3])
refer to “said router,” rather than the “host computer.” Second, claim 7 recites that
the received data packets are classified into “wanted data packets” and “unwanted
data packets” by path (limitation [7.2]), whereas claim 10 recites that the received
data packets are classified “at said router via packet marks.” Third, the allocating

step of claim 7 (limitation [7.4]) recites “allocating a processing rate,” whereas the
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allocating step of claim 10 (limtation [10.4]) recites “allocating a transmission

rate " Thus, some features of claim 7 are performed by the host computer, whereas

some features of claim 10 are performed by a router in the path leading to the host

computer. EX1

003, € 185.

The following table illustrates the differences between claims 7 and 10, with

underlined text denoting the differences between the claims.

(7.0 A method of providing [10.0] | A method of providing
packet Hooding defense packet flooding defense
for a network comprising for a network comprising
a plurahity of host a plurality of host
COIPULErs, routers, computers, routers,
communication lines and communication lines and
transmutted data packets, transmitted data packets,
said method comprising said method comprising
the steps of: the steps of:

[7.1.1] |determinmg a path by [10.1.1] | determuning a path by
which data packets arrive which data packets arrive
at a host computer via at said router via packet
packet marks provided by marks provided by
routers leading to said routers leading to said
host computer; host computer;

[7.1.2] |said path comprising all | [10.1.2] | saiwd path comprising all
routers in said network routers in said network
via which said packets via which said packets

19 Limitation [7.4] contains the alternative phrase “less than or equal to,” which is

equivalent to the alternative phrase “equal to or less than” in limuation {104}

EX1003, % 185,
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are routed to said are routed to said
computer, computer;

[7.2] classifying data packets | [10.2] classifying data packets
received at said host received at said router via
computer into wanted packet marks provided by
data packets and routers leading to said
unwanted data packets by host computer by path;
path;

[7.3] associating a maximum [10.3] associating a maximum
acceptable processing acceptable transmission
rate with each class of rate with each class of
data packet received at data packet received at
said host computer; and said router; and

[7.4] allocating a processing [10.4] allocating a transmission
rate less than or equal to rate equal to or less than
said maximum acceptable said maximum acceptable
processing rate for transmission rate for
unwanted data packets. unwanted data packets.

The above differences in claim 10 do not make claim 10 patentable. On the

contrary, claim 10 would have been obvious to a POSITA over Maher in view of

Savage and Schuba, as discussed below. EX1003, 9§ 186.

2. Motivation to Combine Maher with Savage and Schuba

A POSITA would have been motivated to combine Maher with Savage and

Schuba to determine a path by which data packets arrive at a router via packet marks

provided by routers along the path, as disclosed by Savage, and to implement

preventive measures to reduce the severity of denial of service attacks by classifying

data packets, as disclosed by Schuba. EX1003, q 117. These references are
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analogous art to the claims of the 497 patent. As discussed in Sections III.A.1-
III.A.3 above, Maher, Savage and Schuba are each directed to addressing denial of
service of attacks, like the 497 patent, and thus are each in the same field of
endeavor as the 497 patent. EX1001, 1:13-15 (“the invention relates to systems for
minimizing the effects of packet flooding attacks directed against computers or
routers connected to a network.”); EX1003, 9 117. Further, Maher, Savage and
Schuba are each directed to defending against QoS attacks, and thus are each
pertinent to a particular problem allegedly solved by the 497 patent (“The primary
objective of the present invention is to defend against ‘packet flooding attacks.””).
EX1001, 2:6-7; EX1003,9 117.
a. A POSITA would have been motivated to modify Maher
to incorporate Savage’s technique of determining the

path of data packets via packet marks provided by
routers along the path

As discussed above in Section II1.A.2, Maher is directed to “a method and
apparatus for preventing denial of service type attacks on data networks.” EX1006,
Abstract; see also id., 1:8-10, 2:52-53. Further, Maher discloses that the incoming
data packets are classified (qualified) according to the path of network traffic based
on the sources and destinations of the packets. EX1006, 7:54-63 (verifying traffic
flow based on whether the source of data packets is known). EX1003, § 118.

As discussed above in Section III.A.4.a and in Section IIIA.5.[7.1.2] below,
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Savage teaches inserting a packet mark at each router through which a packet is
transmitted, to identify the attacker in flood attacks. EX1005, 298-299. Savage
explains that its technique is “for tracing anonymous flooding attacks in the Internet
back toward their source.” EX1005, Abstract; EX1003, § 119. A POSITA would
have been motivated to modify Maher to incorporate Savage’s technique of tracing
the path from the attacker to the victim host computer, through the addition of packet
marks by each router along the path through which packets traveled from the attacker
to the host computer. EX1003, 9 119. Savage discloses that “mark[ing] packets with
path information as they arrive at routers™ allows for a victim host computer to
“reconstruct the entire path.” EX1005, 295. Savage discloses that “trac[ing] attacks
back towards their origin [] ideally stop[s] an attacker at the source.” EX1005, 295.
Thus, a POSITA would have been motivated to modify Maher to incorporate
Savage’s tracing technique of using packet marks to “stop[] an attacker at the
source.” EX1005, 295; EX1003,9 119,

Maher is directed to a “method and apparatus for preventing denial of service
attacks on data networks.” EX1006, Abstract. Maher teaches limiting the available
bandwidth for incoming data packets that have been classified as low quality to
prevent a DoS attack from flooding downstream network equipment. EX1006, 7:59-
8:3,12:7-19. A POSITA would have been motivated to modify Maher to incorporate

Savage’s traceback technique to “stop[] an attacker at the source,” (EX1005, 295),
120
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in view of Maher’s focus on “preventing denial of service attacks on data networks.”
EX1006, Abstract; EX1003, § 120. With reference to Figure 1 below, Savage
discloses that the victim V, which determines the path of a packet based on packet
marks inserted into the packet, “may be a single host under attack, or a network
border device such as a firewall or intrusion detection system that represents many

such hosts.” EX1005, 297; EX1003, 4 120.

Figure 1: Network as seen from the vietim of an attack, V.
Routers ave vepresenied by I, and potential attackers by ..
The dotted line represents a particular avfock parh between sn
attacker and the victim.

EX1005, Fig. 1.
Thus, a POSITA would have been motivated to modify Maher to incorporate
Savage’s traceback technique in two alternative ways. First, in view of Savage’s
teaching that the victim V may be network border device, a POSITA would have

been motivated to modify Maher to incorporate Savage’s traceback technique in any
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router, switch., or “bump-in-the-line fype device m Maher’s network. AMaher
discloses that 1ts network apparatus 100 may be a router or switch in the network, or
a “bump-in-the-line” type device that accepts and processes the data, and then places
the processed data back on the lme. EX1006, 6:63-67, 5:62-67; EX1003, § 121 &t
was well-known in the art that network border devices mayv be routers in a network.
For example. Stone (EX1011), which 15 directed to “tracking denial-of-service
{DoS) flood attacks™ (EX 1011, Abstract), teaches that routers may be provided as

network border devices, as shown by edgs . Y13, 113 1n network
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EX1011, Fig. | (annotated); EX1003. % 122

Second, 1 view of Savage’s teaching that the victim V may be a single host
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computer under attack, a POSITA would have been motivated to incorporate
Savage’s traceback technique in host computers downstream of Maher’s network
apparatus 100. EX1003, q 123.

Accordingly, a POSITA would have been motivated to modify Maher to
incorporate Savage’s technique of determining the path of data packets via packet
marks provided by routers along the path that the packets travelled to the host
computer, as taught by Savage. This modification would have involved the
combination of prior art elements (combining a traceback technique as taught by
Savage with Maher’s conventional network architecture for preventing DoS-type
attacks) according to known methods (determining the path of data packets via
packet marks, as taught by Savage) to yield the predictable results of implementing
Maher’s technique of preventing DoS-type attacks with Savage’s 1P traceback
technique. See KSR, 550 U.S. at 416 (2007); EX1003, q 124. Further, a POSITA
would have had a reasonable expectation of success in making this modification
because Savage explains that its technique “can be efficiently implemented using
conventional technology.” EX1005, Abstract; EX1003, 9 124.

b. A POSITA would have been motivated to modify Maher
to incorporate Schuba’s conventional technique of

classifying data packets, and Savage’s technique of
including packet marks

A POSITA would have been motivated to modify Maher to include
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conventional features of Schuba to classify incoming data packets as wanted or
unwanted data packets to provide preventive measures in reducing the severity of a
packet flood (QoS) attack. EX1003, 4 125.

Maher discloses that the contents of packets transmitted to a network are
scanned to verify whether the contents contain valid network traffic between known
sources and destinations. EX1006, 7:54-63; EX1003, q 126. As discussed above in
Section II1.A.5[7.1.2], Schuba teaches that packets are classified as unwanted
packets or wanted packets based on the source address of the packets. EX1007,
Abstract, 2:1-5, 2:22-26, 3:8-13. Schuba discloses that when an unwanted
(unacceptable) data packet is received, the corresponding communication session
(TCP connection) is closed to “free[] resources of the targeted destination host.”
EX1007, 8:18-33. Thus, Schuba’s classification technique provides an advantage of
closing a communication session when a received packet is classified as unwanted
(unacceptable). EX1003, 9 126.

Maher discloses that the network apparatus 100 (see Figure 2), which
performs the above-described classification operation, may be a router or switch in
the network, or a “bump-in-the-line” type device that accepts and processes the data,
and then places the processed data back on the line. EX1006, 6:63-67, 5:62-67, 3:58-
59. Similarly, Schuba teaches that its monitoring resource 51, which classifies

incoming data packets into wanted or unwanted data packets, is a bump-in-the-line
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type device that does not interfere with traffic to the host computers 34, as shown in

annotated Figure 3 below. EX1007, 7:38-51; EX1003, § 127.

N\.,,\
N Y0 L4 |REMOVABLE
DEVIES 177 | COMPUTER
 READABLE
MEDRM
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4
%
ATTACKER 34 ) SOURCE
o HOST
YN ",
& “o, |
- AT)
NTERET )| GATEWAY | | | PESTMTON
¢ 7 j \ I
; ‘«-‘,_b ‘: e . .
,‘EJ S i . "'\1 !
- 54| DESTNATON | | | cESTNATION |._ .
SURE TUROST B Tosy s

Fig. 3

EX1007, Fig. 3 (snnotated); EX1003, % 127
A POSITA would therefore have been motivated to implement Schuba’s
classification technique m Maher’s network apparatus 100 to prevent further data
communications with a source when data packets are classified as unwanted, to
“freef] resources of the targeted destination host. " EX1007_ 8:18-33; EX1003, % 128.
Further, a POSITA would have been motivated to modify Mahker to
mcorporate Savage’s traceback technique using packet marks, to facilitate Maher’s
classification of data packets by the source and destination of the packets. EX1003,

€ 129. As discussed above in Section LA 1, Savage discloses that each router along
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the path ““marks’ one or more packets by augmenting them with additional
information about the path they are traveling.” 298-299. Maher discloses that the
contents of packets transmitted to a network are scanned to verify whether the
contents contain valid network traffic between known sources and destinations.
EX1006, 7:54-63. Having the entire path that incoming data packets took before
reaching Maher’s network apparatus 100 would improve Maher’s classification of
incoming network traffic based on path information using the source and destination
of packets up to that point, because Savage teaches that the entire path from the
attacker to the host computer can be determined using the packet marks inserted by
the routers along the path on which a packet is transmitted. EX1005, 299 (“[E]very
packet received by the victim arrives with a complete ordered list of the routers it
traversed—a built-in attack path.”). Accordingly, a POSITA would have been
motivated to modify Maher to classify data as taught by Schuba (e.g., as wanted or
unwanted data packets), and to insert packet marks in transmitted data packets that
identify information about the entire path in the data packets received by the host
computer, as taught by Savage. EX1003, § 129. These modifications involve the
combination of prior art elements (combining Maher’s classification technique with
Schuba’s classification of packets as wanted or unwanted, and Savage’s teaching of
adding packet marks at routers along the path of data flow to aid in the identification

of the path of the data packets) to yield predictable results (implementing Maher and
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Schuba’s classification of packets and reduction of the processing rate for unwanted
packets, and Savage’s marking of packets at routers). See KSR, 550 U.S. at 416;
EX1003, q 130. Further, a POSITA would have had a reasonable expectation of
success in making this modification because Maher and Schuba disclose that the
classification operations may be performed at a network router and/or a bump-in-
the-line type device in a network, as discussed above, and Savage teaches that the
reconstruction of the path based on the added packet marks may be performed at a
network device such as a bump-in-the-line type device or by a downstream host
computer. EX1005, 297 (disclosing that the victim V, which determines the path of
the packet based on packet marks added to the packet, “may be a single host under
attack, or a network border device such as a firewall or intrusion detection system
that represents many such hosts.”); EX1003, § 131.

3. Claim 10 would have been obvious over Maher in view of
Savage and Schuba

[10.0] A method of providing packet flooding defense for a network comprising a
plurality of host computers, routers, communication lines and transmitted data
packets, said method comprising the steps of:

Limitation [10.0] is identical to limitation [7.0], and is rendered obvious by
Maher and Savage, as described above with respect to limitation [7.0]. Maher
discloses a method of providing packet flooding defense for a network comprising a

plurality of host computers, routers, communication lines and transmitted data
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packets. EX1003, 9 187.

Maher teaches “[a] method and apparatus for preventing denial of service type
attacks on data networks.” EX1006, Abstract; see also id., 1:8-10 (“method and
device that prevents denial of service type internet attacks.”), 2:52-53 (“method of
preventing DoS attacks.”). With reference to Figure 1A below, Maher discloses a
network topology that connects several network infrastructures to a broader public
IP network 10 such as the Internet. EX1005, 4:3-6. Maher discloses that the network
tery 38, 50, vowts

includes a plurality of fast co vy 22, communication Hnes

(“aggregation points™) 60, and transmitted data packets. EX1006, 4:19-5:26. Maher
discloses that the “method involves scanning the contents of the data packets then

verifying that the contents of the data packets conform to a set of predetermined

requirements.” EX1006, 2:53-55; EX1003, 9 188.
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EX1006, Fig. 1A (annotated); EX1003, q 188

Therefore, Maher discloses a method of providing packet flooding defense for
a network, where the network comprisfes| a plurality of host computers, routers,
communication lines and transmitted data packets. EX1003, 9 189.

[10.1.1] determining a path by which data packets arrive at said router via packet
marks provided by routers leading to said host computer;’’

Limitation [10.1.1] is similar to limitation [7.1.1], except that limitation

' The phrase “said host computer” in limitation [10.1.1] lacks antecedent basis.
Challenges under 35 U.S.C. § 112 may not be raised in a request for ex parte

reexamination. For purposes of showing that claim 10 is unpatentable as obvious
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{10.1.1] recites that the path 15 determuned “by which data packets arrive at sad

router...,” whereas hmitation {7.1.1] recites that the path is determined “by which

data packets arrive at a host computer” (differences shown with underlining). As
described above with respect to hmutation {7.1.1], Savage discloses that the victim
V in Figure 1 below performs a “path reconstruction procedure” to determine the
“attack path from {attacker] A; {that] 1s the unique ordered list of routers between

Asand V77 EX1005, 298, 295; EX1003, ¢ 190
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EX 1005, Fig. | (annotated): EX1003, € 190

over the prior art cited in this Request, Requester assumes that the phrase “said
host computer™ refers to one of “plurality of host computers™ as recited m the

preamble of clamm 10

Cloudflare, Inc.  Exhibit 1003  Page 450



Request for Ex Parte Reexamination
U.S. Patent No. 7,523,497

Savage discloses that the victim V in Figure 1 above “may be a single host
under attack, or a network border device such as a firewall or intrusion detection
system that represents many such hosts.” EX1005, 297. Maher discloses that its
network apparatus 100 may be a router or switch in the network, or a “bump-in-the-
line” type device that accepts and processes the data, and then places the processed
data back on the line. EX1006, 6:63-67, 5:62-67. A POSITA would therefore have
been motivated to perform the path reconstruction procedure disclosed by Savage in
a router, in view of Maher’s disclosure that routers are configured to perform packet
analysis procedures in the event of a QoS attack. Alternatively, as discussed above
in Section III.B.2.b, Savage discloses that the operation of determining a path by
which data packets arrive at said router via packet marks provided by routers leading
to said host computer may be performed by a victim host computer downstream from
arouter. EX1005, 298-299; EX1003, 191.

Thus, Maher in view of Savage renders obvious limitation [10.1.1]. EX1003,
1192,

[10.1.2] said path comprising all routers in said network via which said packets
are routed to said computer;

Limitation [10.1.2] is identical to limitation [7.1.2], and is disclosed or
rendered obvious by Savage, as described above with respect to limitation [7.1.2].

EX1003, 4 193.
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Thus, Maher in view Savage renders obvious this limitation. EX1003, 4 194.

[10.2] classifying data packets received at said router via packet marks provided
by routers leading to said host computer by path;

As described above with respect to limitation [7.2], Maher and Schuba render
obvious classifying data packets as wanted and unwanted data packets received at
the host computer by path. Limitation [10.2] recites “classifying data packets

received at said router...,” whereas limitation [7.2] recites “classifying data packets

recetved at said host computer...” (differences shown with underlining). EX1003, §
195.

Maher discloses that its network apparatus 100 may be a router or switch in
the network, or a “bump-in-the-line” type device that accepts and processes the data,
and then places the processed data back on the line. EX1006, 6:63-67, 5:62-67.
Accordingly, as described above in Section I11.B.2.b, the classification functions of
Maher are disclosed as being performed in a router. Therefore, Maher also teaches
the features of limitation [10.2]. EX1003, § 196.

[10.3] associating a maximum acceptable transmission rate with each class of data
packet received at said router; and

Limitation [10.3] is similar to limitation [7.3] above, except that limitation

[10.3] recites “associating a maximum acceptable transmission rate with each class
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12 whereas limitation [7.3] recites “associating

of data packet received at said router,
a maximum acceptable processing rate with each class of data packet received at

said host computer” (differences shown with underlining). EX1003, 9 197.

As described above, Maher discloses the features of limitation [7.3]. EX1003,
99 198, 174-180. Maher discloses that its network apparatus 100 may be a router or
switch in the network, or a “bump-in-the-line” type device that accepts and processes
the data, and then places the processed data back on the line. EX1006, 6:63-67, 5:62-
67. Maher’s functions of allocating maximum available bandwidth (“maximum
acceptable transmission rate”) to validated traffic (wanted data packets) versus low
quality traffic (unwanted data packets) (EX1006, 7:63-8:3) performed in a router
teaches associating a maximum acceptable transmission rate with each class of data
packet received at said router, because Maher’s router allocates the amount of data
that would be transmitted to downstream devices serviced by the router. EX1006,
6:63-67 (describing that the disclosed “network apparatus,” which performs the

bandwidth allocation features and which is illustrated as a bump-in-the-line type

12 With reference to the embodiment of Figure 3, the *497 patent explains that “the
router 22 1s controlling the rate of transmission of each class 38 of data packets 30
to the computer.” EX1001, 6:46-51, 6:69-53 (similar disclosure with reference to

Figure 4). EX1003, 9 199.

133

Cloudflare, Inc.  Exhibit 1003  Page 453



Request for Ex Parte Reexamination
U.S. Patent No. 7,523,497

device in Figure 2 (EX1006, 3:58-60), may alternately “operate as a network router
or switch.”). Accordingly, Maher’s functions of associating a maximum acceptable
rate are disclosed as being performed in a router that transmits data to a downstream
device. EX1003, 4 199.

Therefore, Maher also teaches the features of limitation [10.3]. EX1003, g
200.

[10.4] allocating a transmission rate equal to or less than said maximum
acceptable transmission rate for unwanted data packets.

Limitation [10.4] is similar to limitation [7.4] above, except that limitation
[10.4] recites “allocating a transmission rate...,” whereas limitation [7.4] recites
“allocating a processing rate...” (differences shown with underlining). EX1003, §
201.

Maher discloses that its network apparatus 100 may be a router or switch in
the network, or a “bump-in-the-line” type device that accepts and processes the data,
and then places the processed data back on the line. EX1006, 6:63-67, 5:62-67.
Accordingly, Maher’s functions of allocating a processing rate are disclosed as being
performed in a router that transmits data to a downstream device. Therefore, Maher
also teaches allocating a transmission rate equal to or less than said maximum
acceptable transmission rate for unwanted data packets, as recited in limitation

[10.4], for the reasons presented above with respect to limitation [7.4]. EX1003, §
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4. Claim Chart Showing Unpatentability of Claim 10

[10.0]
A method of
providing
packet
flooding
defense for a
network
comprising a
plurality of
host
computers,
routers,

communication

imnes and
transmitted
data packets,
said method

comprising the

steps of:

flooding defense for a network comprising a plurality of host

Lamutatron {10.0] 1s identical to hmutation {7.0]. and 1s rendered
obvious by Maoher and Savage. as described above with respect
to lmutation [ 7.0]. Maher discloses a method of providing packet

computers, routers, communication lines and transmitted data
packets. EX1003, 9 187,

Maher teaches “[a] method and apparatus for preventing demal
of service type attacks on data networks.” EX1006, Abstract;
see alyo id.. 1:8-10 ("method and device that prevents denial of
service type in’tsamet attacks.”), 2:52-53 ("method of preventing
DoS attacks.™). With reference to Figure 1A below, AMaher
discloses a n‘em ork topology that connects several network
mfrastructures to a broader public IP network 10 such as the
Internet. EX1005, 4:3-6. AMoher discloses that the network
mcludes a plumhr\» of fwst o fer
convmunication Hnes (Caggregation pmntn )6 ,and transmutted
data packets. EX1006, 4:19-5:26. Maher discloses that the
“method involves scanning the contents of the data packets then
vertfying that the contents of the data packets conform to a set of
predetermimed requirements.”  EX1006, 2:33-55; EX1003,
188.

Rad R R '12
Foniery
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Ex. 1006, Fig. 1A (annotated); EX1003, q 188

Therefore, Maher discloses a method of providing packet
flooding defense for a network, where the network compris[es]
a plurality of host computers, routers, communication lines and
transmitted data packets. EX1003, 9 189.

[10.1.1]

determining a
path by which
data  packets
arrive at said
router via
packet marks
provided by
routers leading
to said host
computer;

Limitation [10.1.1] is similar to limitation [7.1.1], except that
limitation [10.1.1] recites that the path is determined “by which
data packets arrive at said router...,” whereas limitation [7.1.1]
recites that the path is determined “by which data packets arrive
at a host computer” (differences shown with underlining).

As described above with respect to limitation [7.1.1], Savage
discloses that the victim V in Figure 1 below performs a “path
reconstruction procedure” to determine the “attack path from
[attacker] A; [that] is the unique ordered list of routers
between A; and V.” EX1005, 298, 295; EX1003, 9 190.
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Routers 3

Ex. 1003, Fig. 1 (annotated); EX1003, € 190

Savage discloses that the victim V 1n Figure 1 above “may be a
single host under attack, or a network border device suchas a
firewall or intrusion detection system that represents many such
hosts.” EX1005, 297. Maher discloses that its network apparatus
100 may be a router or switch in the network, or a “bump-in-the-
hine” type device that accepts and processes the data, and then
places the processed data back on the Ime. EX1006, 6:63-67,
5:62-67. A POSITA would therefore have been motivated to
perform the path reconstruction procedure disclosed by Savage
in a router. in view of Muher’s disclosure that routers are
configured to perform packet analysis procedures i the event of
a QoS attack. EX1003, § 191, Altematively, as discussed above
m Section IILB.2b, Sgvage discloses that the operation of
deternmning a path by which data packets arrive at said router via
packet marks provided by routers leading to sawd host computer
may be performed by a victim host computer downstream from
a router. EX1005, 298-296; EX1003, € 191,
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Thus, Maher in view of Savage renders obvious limitation
[10.1.1]. EX1003, 7192.

[10.1.2] said Limitation [10.1.2] 1s identical to limitation [7.1.2], and 1is
path disclosed or rendered obvious by Savage, as described above
comprising all | with respect to limitation [7.1.2]. EX1003, 9 193-194.

routers in said
network via
which said
packets are
routed to said

computer;

[10.2] As described above with respect to limitation [7.2], Maher and
classifying Schuba render obvious classifying data packets as wanted and
data packets unwanted data packets received at the host computer by path.
received at said | Limitation [10.2] recites “classifying data packets received at
router via said router...,” whereas limitation [7.2] recites “classifying data

packet marks | packets received at said host computer...” (differences shown
provided by with underlining). EX1003, 4 195.
routers leading

to said host Maher discloses that its network apparatus 100 may be a router
computer by or switch in the network, or a “bump-in-the-line” type device that
path; accepts and processes the data, and then places the processed

data back on the line. EX1006, 6:63-67, 5:62-67.

[A] network apparatus can be constructed according

to the principles of the present invention, which is

able to operate as a network router or switch.
EX1006, 6:63-67.

Network apparatus 100, as shown, acts as a “bump-
in-the-line” type device by accepting data received
from a high-speed network line, processing the data,
and then placing the data back on the line.

EX1006, 5:62-67.

Accordingly, as described above in Section III.B.2.b, the
classification functions of Maher are disclosed as being
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performed in a router. Therefore, Maher also teaches the features
of limitation [10.2]. EX1003, q 196.

[10.3] Limaitation [10.3] 1s similar to limitation [7.3] above, except that
associating a limitation [10.3] recites “associating a maximum acceptable
maximum transmission rate with each class of data packet received at said

acceptable router,”® whereas limitation [7.3] recites “associating a

transmission maximum acceptable processing rate with each class of data
rate with each | packet received at said host computer” (differences shown with
class of data underlining). EX1003, § 197.

packet
received at said | As described above, Maher discloses the features of limitation
router; and [7.3]. EX1003, q 198.

Maher discloses that its network apparatus 100 may be a router
or switch in the network, or a “bump-in-the-line” type device that
accepts and processes the data, and then places the processed
data back on the line. EX1006, 6:63-67, 5:62-67. Maher's
functions of allocating maximum available bandwidth
(“maximum acceptable transmission rate”) to validated traffic
(wanted data packets) versus low quality traffic (unwanted data
packets) (EX1006, 7:63-8:3) performed in a router teaches
associating a maximum acceptable transmission rate with each
class of data packet received at said router, because Maher’s
router allocates the amount of data that would be transmitted to
downstream devices serviced by the router. EX1006, 6:63-67
(describing that the disclosed “network apparatus,” which
performs the bandwidth allocation features and which is
illustrated as a bump-in-the-line type device in Figure 2
(EX1006, 3:58-60), may alternately “operate as a network router

13 With reference to the embodiment of Figure 3, the *497 patent explains that “the
router 22 1s controlling the rate of transmission of each class 38 of data packets 30
to the computer.” EX1001, 6:46-51, 6:69-53 (similar disclosure with reference to

Figure 4). EX1003, 9 199.
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