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or switch.”). EX1003, 79 198-199.

Accordingly, Maher’s functions of associating a maximum
acceptable rate are disclosed as being performed in a router that
transmits data to a downstream device. Therefore, Maher also
teaches the features of limitation [10.3]. EX1003, 4 200.

[10.4]
allocating a
transmission
rate equal to or
less than said
maximum
acceptable
transmission
rate for
unwanted data
packets.

Limitation [10.4] is similar to limitation [7.4] above, except that
limitation [10.4] recites “allocating a transmission rate...,”
whereas limitation [7.4] recites “allocating a processing rate...”
(differences shown with underlining). EX1003, § 201.

Maher discloses that its network apparatus 100 may be a router
or switch in the network, or a “bump-in-the-line” type device that
accepts and processes the data, and then places the processed
data back on the line. EX1006, 6:63-67, 5:62-67.

[A] network apparatus can be constructed according

to the principles of the present invention, which is

able to operate as a network router or switch.
EX1006, 6:63-67.

Network apparatus 100, as shown, acts as a “bump-
in-the-line” type device by accepting data received
from a high-speed network line, processing the data,
and then placing the data back on the line.

EX1006, 5:62-67.

Accordingly, Maher’s functions of allocating a processing rate
are disclosed as being performed in a router that transmits data
to a downstream device. Therefore, Maher also teaches
allocating a transmission rate equal to or less than said maximum
acceptable transmission rate for unwanted data packets, as
recited in limitation [10.4], for the reasons presented above with
respect to limitation [7.4]. EX1003, 9 202.
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Claim 16 would have been obvious over Maher in view of

Savage and Schuba

a. Overview of Claim 16

Clamm 16 1s substantially stmular to clamm 10, but differs in two respects. First,

claim 10 15 a “method™ clamm, whereas claim 16 1s a “system” claim. Second, claim

16 recites several “means for” limitations whose functions are substantially identical

to the method steps of claim 10. EX1003, § 244,

The following table illustrates the differences between claims 10 and 16, with

underlined text denoting the differences between the claims.

A method of providing
packet flooding defense
for a network comprising
a phurality of host
computers, routers,
communication lines and
transmitted data packets,
said method comprising

the steps of:

A packet flooding
defense system for a
network comprising a
plurality of host
computers, routers,
communication hnes and
transmitted data packets,
said system comprising:

routers in said network
via which said packets
are routed to said

(10.1.1] | determining a path by [16.1.1] | means for a router fo
which data packets arrive determing a path by
at said router via packet which said packets came
marks provided by to said router via packet
routers leading to sawd marks provided by
host computer; routers leading to said

roufer;
10.1.2] | said path compnising all | [16.1.2] | said path comprising all

routers in said netwaork
via which said packets
are routed to said
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computer; computer;

[10.2] | classifying data packets | [16.2] means for classifying
received at said router via data packets received at
packet marks provided by said router into wanted
routers leading to said data packets and
host computer by path; unwanted data packets by

path;

[10.3] | associating a maximum [16.3] means for associating a
acceptable transmission maximum acceptable
rate with each class of transmission rate with
data packet received at each class of data packet
said router; and received at said router;

and

[10.4] |allocating a transmission | [16.4] | means for said router to
rate equal to or less than allocate the transmission
said maximum acceptable rate for unwanted data
transmission rate for packets to be less than
unwanted data packets. equal to said maximum

acceptable processing
rate.

[16.0] A packet flooding defense system for a network comprising a plurality of
host computers, routers, communication lines and transmitted data packets, said
system comprising:

As described above with respect to limitation [13.0], Maher discloses a packet

flooding defense system for a network comprising a plurality of host computers,

routers, communication lines and transmitted data packets. Therefore, Maher

discloses or renders obvious limitation [16.0]. EX1003, § 246.
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[16.1.1] means for a router to determine a path by which said packets came to said
router via packet marks provided by routers leading to said router;

Limitation [16.1.1] is substantially similar to limitation [10.1.1], except that
limitation [16.1.1] additionally recites “means for a router to determine.” Thus,
limitation [16.1.1] expressly recites that a router performs the functional language.
As described above with respect to limitation [10.1.1], a POSITA would have been
motivated to perform the path reconstruction procedure disclosed by Savage in a
router, in view of Maher’s disclosure that routers are configured to perform packet
analysis procedures in the event of a QoS attack. Therefore, Maher in view of
Savage renders obvious limitation [16.1.1]. EX1003, q 247.

[16.1.2] said path comprising all routers in said network via which said packets
are routed to said computer;

Limitation [16.1.2] i1s identical to limitations [7.1.2] and [10.1.2], and is
disclosed or rendered obvious by Savage, as described above with respect to
limitations [7.1.2] and [10.1.2]. EX1003, 4 248.

[16.2] means for classifying data packets received at said router into wanted data
packets and unwanted data packets by path;

Limitation [16.2] is substantially similar to limitation [10.2], except that
limitation [16.2] additionally recites “means for.” Further, limitation [16.2]
additionally recites that the data packets are classified into wanted data packets and

unwanted data packets by path. Both of these differences are obvious. EX1003, §
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249.

As described above with respect to limitation [7.2], Maher and Schuba render
obvious classifying data packets into wanted data packets and unwanted data packets
by path, as recited in limitation [16.2]. EX1003, q 250.

In the NetScout Case, Patent Owner identified router 22 in Figures 1, 4 and 7
of the *497 patent as performing the function of classifying data packets received at
said router into wanted data packets and unwanted data packets by path, as recited
in limitation [16.2]. EX1014, 19-24 (citing EX1001, 3:30-42, 5:29-33, 6:12-25, and
Figures 1, 4 and 7).

As described above with respect to limitation [7.2], Maher discloses that the
network apparatus 100, which performs the above-described -classification
operation, may be a router or switch in the network, or a “bump-in-the-line” type
device that accepts and processes the data, and then places the processed data back
on the line. EX1006, 6:63-67, 5:62-67. Therefore, Maher discloses or renders
obvious structure corresponding to the alleged structure in the 497 patent that Patent
Owner 1dentified as performing the function of limitation [16.2]. EX1003, 9 252.

Further, as described above with respect to limitation [7.2], a POSITA would
have been motivated to include a bump-in-the-line type network device that receives
data packets transmitted to Savage’s victim host computer V, as taught by Schuba

and Maher, to classify[] data packets received at said host computer into wanted
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data packets and unwanted data packets by path, as taught by Schuba and Maher.
EX1003, 9 253.

[16.3] means for associating a maximum acceptable transmission rate with each
class of data packet received at said router; and

Limitation [16.3] 1s substantially similar to limitation [10.3], except that
limitation [16.3] additionally recites “means for.”

In the NetScout Case, Patent Owner identified router 22 in Figures 2, 5 and 8
of the 497 patent as performing the function of associating a maximum acceptable
transmission rate with each class of data packet received at said router, as recited
in limitation [16.3]. EX1014, 20-23 (citing EX1001, 3:43-61, 5:33-39, 6:26-46, and
Figures 2, 5 and 8).

As described above with respect to limitation [7.2], Maher discloses that the
network apparatus 100, which performs the above-described -classification
operation, may be a router or switch in the network, or a “bump-in-the-line” type
device that accepts and processes the data, and then places the processed data back
on the line. EX1006, 6:63-67, 5:62-67. Therefore, Maher discloses or renders
obvious structure corresponding to the alleged structure in the *497 patent that Patent
Owner identified as performing the function of limitation [16.3]. EX1003, § 256.

[16.4] means for said router to allocate the transmission rate for unwanted data
packets to be less than equal to said maximum acceptable processing rate.

Limitation [16.4] is substantially similar to limitation [10.4], except that
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limitation [16.4] additionally recites “means for said router to allocate....” Thus,
limitation [16.4] expressly recites that a router performs the functional language. As
described above with respect to limitation [10.4], Maher discloses that its network
apparatus 100 may be a router or switch in the network, or a “bump-in-the-line” type
device that accepts and processes the data, and then places the processed data back
on the line. EX1006, 6:63-67, 5:62-67. Accordingly, Maher’s functions of allocating
a processing rate are disclosed as being performed in a router that transmits data to
a downstream device. Therefore, Maher also teaches means for said router to
allocate the transmission rate for unwanted data packets to be less than equal to said
maximum acceptable processing rate, as recited in limitation [16.4]. EX1003, 4 257.

6. Claim 4 would have been obvious over Maher in view of Savage
and Schuba

a. Overview of Claim 4

Claim 4 is substantially similar to claim 10, but differs in three respects. First,
claim 10 is a “method” claim, whereas claim 4 is a “system” claim. Second, claim
4 recites several “means for” limitations whose functions are substantially identical
to the method steps of claim 10. Third, claim 4 contains a non-substantive variation
from limitation [7.1.1], of finding information regarding a path (limitation [4.3.1]
below), rather than determining a path, as recited in limitation [10.1.1]. EX1003, q

258.
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The followng table illustrates the differences between claims 10 and 4, with

underlined text denoting the differences between the claims.

110.0] | A method of providing [4.0] A packet flooding
packet flooding defense defense system for a
for a network comprising network comprising a
a plurality of host plurality of host
computers, routers, computers, routers,
communication lines and communication hnes and
transmuitted data packets, transmitted data packets,
said method comprising said system comprising:
the steps of:

[10.1.1] | determuning a path by [4.3.1] | means for said router to
which _data packets arrive find information for
at said router via packet packets it receives
marks provided by regarding the path by
routers leading to said which said packets came
host computer; to said router via packet

marks provided by
routers leading to said
host computer;

[10.1.2] | said path comprising all | [4.3.2] | said path comprising all
routers in said network routers n said network
via which said packets via which said packets
are routed to said are routed to said
computer; computer;

[10.2] | classifying data packets | [4.2] means for classifying
recerved at said router via data packets received at a
packet marks provided by router into wanted data
routers leading to said packets and unwanted
host computer by path: data packets:

[10.3] | associating a maxmmum | [4.3] means for associating a
acceptable transmission maximum acceptable
rate with each class of transmission rate with
data packet received at each class of data packet
said router; and recetved at said router;
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[10.4] | allocating a transmission | [4.4] means for said router to
rate equal to or less than allocate the transmission
said maximum acceptable rate for unwanted data
transmission rate for packets to be less than
unwanted data packets. equal to said maximum

acceptable processing
rate.

[4.0] A packet flooding defense system for a network comprising a plurality of host
computers, routers, communication lines and transmitted data packets, said
system comprising:

As described above with respect to limitation [13.0], Maher discloses a packet
flooding defense system for a network comprising a plurality of host computers,
routers, communication lines and transmitted data packets. Therefore, Maher
discloses or renders obvious limitation [4.0]. EX1003, 9 260.

[4.1] means for classifying data packets received at a router into wanted data
packets and unwanted data packets,

Limitation [4.1] is substantially similar to limitation [16.2], except that it is
broader because it does not require classifying data packets “by path,” as recited in
limitation [16.2]. Limitation [4.1] 1s rendered obvious for the reasons presented
above with respect to limitation [16.2], which also shows that the prior art renders
obvious the alleged structure that Patent Owner identified as corresponding to the

“means for” features of limitation [4.1]. EX1003, q 261.
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[4.2] means for associating a maximum acceptable transmission rate with each
class of data packet received at said router,

Limitation [4.2] is identical to limitation [16.3], and is rendered obvious for
the same reasons presented above with respect to limitation [16.3]. EX1003, § 262.

[4.3.1] means for said router to find information for packets it receives regarding
the path by which said packets came to said router via packet marks provided by
routers leading to said host computer,

Limitation [4.3.1] is substantially similar to limitation [10.1.1], except that
limitation [4.3.1] recites “means for said router computer to find information for
packets it receives regarding the path,” whereas limitation [10.1.1] recites
“determining a path.” This difference in wording is immaterial with respect to
patentability, because Savage discloses a network device receiving packets finds
information for packets it receives regarding the path by which the packets came to
that network device. EX1003, 4 263.

As described above with respect to limitation [10.1.1], Savage discloses that
the victim V in Figure 1 below performs a “path reconstruction procedure” to
determine the “attack path from [attacker] A; [that] is the unique ordered list of

routers between 4; and V. EX1005, 298, 295; EX1003, 9 264.
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analysis procedures in the event of a QoS attack. EX1003, € 265,
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Savage discloses that the victim V i Figure 1 above “may be a single host under
attack, or a network border device such as a firewall or intrusion detection system
that represents many such hosts.” EX1005, 297, Maher discloses that its network
apparatus 100 may be a router or switch in the network, or a “bump-in-the-line™ type
device that accepts and processes the data, and then places the processed data back
on the line. EX1006. 6:63-67, 3:62-67. A POSITA would therefore have been
motivated to perform the path reconstruction procedure disclosed by Savage m a

router, in view of Maher’s disclosure that routers are configured to perform packet

Savage discloses that each router along the path ™ marks’ one or more packets
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by augmenting them with additional information about the path they are traveling.”
298, 299 (describing “Node append” algorithm in Figure 2 below as “appending
each node’s [i.e., router’s] address to the end of the packet as it travels through the
network from attacker to victim.”). Savage discloses that “[c]onsequently, every
packet received by the victim arrives with a complete ordered list of the routers it

traversed—a built-in attack path.” EX1005, 299; EX1003, 9 266.

L O PR N - T
Marking procedisy af soutar B

for each packet w, append R to w

2 o ) N .
Path reconstruction procedure af wotim v
for any packet w from attacker

extract path (i, .18, om the suffix of w

Figure 2: Node append algorithm.

EX1005, Fig. 2

Savage teaches that the victim V then implements a “path reconstruction
procedure” to “reconstruct the attack path using only the information in these marked
packets.” EX1005, 298; EX1003, 9 267.

Therefore, Savage discloses that each router along the attack path adds a
packet mark identifying that router’s address to the data packet as the data packets
travel along the attack path, to enable a path reconstruction procedure to be
performed to determine the “complete ordered list of the routers [the data packet]

traversed.” EX1005, 295, 298-299. Thus, Savage discloses the victim computer V,
151
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which may be a router, as taught by Maher, performs the path reconstruction
procedure, find[s] information (i.e., packet marks) for packets it receives regarding
the path by which said packets came to said computer via packet marks provided by
routers leading to said host computer, as recited in limitation [4.3.1]. EX1003, §
268.

In the NetScout Case, Patent Owner identified router 22 in Figures 3, 6, and
9 of the 497 patent as performing the function of find/[ing/ information for packets
it receives regarding the path by which said packets came to said router via packet
marks provided by routers leading to said host computer, as recited in limitation
[4.3.1]. EX1014, 26-29 (citing EX1001, 3:62-4:20, 5:40-44, 6:46-51, and Figures 1,
4 and 7).

As described above with respect to limitation [7.2], Maher discloses that the
network apparatus 100 may be a router or switch in the network, or a “bump-in-the-
line” type device that accepts and processes the data, and then places the processed
data back on the line. EX1006, 6:63-67, 5:62-67. Therefore, Maher discloses or
renders obvious structure corresponding to the alleged structure in the 497 patent
that Patent Owner identified as performing the function of limitation [4.3.1].

EX1003, 9 270.
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[4.3.2] said path comprising all routers in said network via which said packets are
routed to said computer; and

Limitation [4.3.2] is identical to limitations [7.1.2] and [10.1.2], and is
disclosed or rendered obvious by Savage, as described above with respect to
limitations [7.1.2] and [10.1.2]. EX1003, § 271.

[4.4] means in said router for said router to use said information to allocate the
transmission rate for unwanted data packets to be less than equal to said
maximum acceptable transmission rate.

Limitation [4.4] is substantially identical to limitation [16.4], except that
limitation [4.4] recites “means in said router,” whereas limitation [16.4] recites
“means for said router.” Limitation [4.4] is rendered obvious for the same reasons

as presented above with respect to limitation [16.4]. EX1003, 9 272.
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IV. LIST OF EXHIBITS

EX1001

U.S. Patent 7,523,497 by Donald N. Cohen (“’497 patent™)

EX1002

Prosecution History of U.S. Patent 7,523,497 (“°497 FH”)

EX1003

Declaration of Dr. Vijay Madisetti (“Madisetti™)

EX1004

Curriculum Vitae of Dr. Vijay Madisetti

EX1005

Stefan Savage et al., “Practical Network Support for IP Traceback,” ACM
SIGCOMM 2000: Proceedings of the Conference on Applications,
Technologies, Architectures, and Protocols for Computer Communication,
August 2000, pp. 295-306 (“Savage™)

EX1006

U.S. Patent 7,058,974 by Robert D. Maher, III (“Maher™)

EX1007

U.S. Patent 6,725,378 by Christoph L. Schuba et al. (“Schuba™)

EX1008

U.S. Patent 5,367,523 by Rong-Feng Chang et al. (“Chang™)

EX1009

Declaration of Mr. Scott Delman

EX1010

U.S. Patent Application Publication 2002/0032871 by Gerald R. Malan et al.
(“Malan™)

EX1011

U.S. Patent 7,062,782 by Robert J. Stone et al. (“Stone™)

EX1012

U.S. Patent 7,120,931 by David Cheriton (“Cheriton™)

EX1013

U.S. Patent 6,502,135 by Edmund C. Munger et al. (“Munger”)

EX1014

Plaintiff’s Opening Claim Construction Brief, PacSec3, LLC v. NetScout
Systems, Inc., No. 6:20-cv-00914 (W.D. Tex.) (filed April 12,2021)
(Albright)

EX1015

Declaration of Dr. Stefan Savage

EX1016

Curriculum Vitae of Dr. Stefan Savage

EX1017

Program of ACM SIGCOMM 2000 Conference in Stockholm, Sweden,
August 28, 2000 to September 1, 2000, available at
hitp:eonderences sigoomm.org/sigeomm/ 2004/

EX1018

Internet Archive version (saved on August 20, 2000) of program of ACM
SIGCOMM 2000 Conference in Stockholm, Sweden, August 28, 2000 to
September 1, 2000, available at
https://web.archive.org/web/20000820231540/
http://www.acm.org/sigcomm/sigcomm2000/conf/techprog.htm

EX1019

Reserved

EX1020

Stefan Savage et al., “Practical Network Support for IP Traceback,”
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presentation slides presented at ACM SIGCOMM 2000 Conference on
September 1, 2000

EX1021

Excerpt of Computer Communication Review, ACM SIGCOMM, Proceedings
of ACM SIGCOMM 2000, Vol. 30, No. 4, Oct. 2000

EX1022

“About the ACM Organization,” available at hittps: /i www.aem,. org/about-

acm/abon-the-acm-orgmzation

EX1023

“ACM SIGCOMM: Welcome,” available at hitn://swww sigcomm. org/

EX1024

“SIGCOMM Conference,” available at hitp://sigcomm . org/events/sigeomme

conference

EX1025

Declaration of Dr. Sylvia Hall-Ellis

EX1026

Curriculum Vitae of Dr. Sylvia Hall-Ellis

EX1027

U.S. Patent 6,789,190 by Donald N. Cohen

EX1028

Prosecution History of U.S. Patent 6,789,190

EX1029

Reserved

EX1030

Reserved

EX1031

Reserved

EX1032

Reserved

EX1033

Reserved

EX1034

Reserved

EX1035

Reserved

EX1036

K. Ramakrishnan et al., “A Proposal to add Explicit Congestion Notification
(ECN) to IP,” Network Working Group Request for Comments: 2481 (Jan.
1999), available at }ittps://toots.ietf org/hanl/afe2481 (“RFC 24817)

EX1037

K. Nichols et al., “Definition of the Differentiated Services Field (DS Field) in
the IPv4 and IPv6 Headers,” Networking Working Group Request for
Comments: 2474 (Dec. 1998), available at https://tools et org/html/rfe2474
(“RFC 2474”)

EX1038

S. Blake et al., “An Architecture for Differentiated Services,” Network
Working Group Request for Comments: 2475 (Dec. 1998), available at
https/ftooisaetf org/htmb/rfc2475 (“RFC 24757)

EX1039

Ion Stoica et al., “Providing Guaranteed Services Without Per Flow
Management,” ACM SIGCOMM Computer Communication Review, Vol. 29,
No. 4, Oct. 1999, pp. 81-94 (“Stoica™)
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EX1040

Excerpt of ACM SIGCOMM 2000 Conference: Applications, Technologies,
Architectures, and Protocols for Computer Communication, Stockholm,
Sweden, August 28, 2000 to September 1, 2000, obtained from University of
Cincinnati Library

EX1041

K. Park et al., “A Proactive Approach to Distributed DoS Attack Prevention
Using Route-Based Packet Filtering,” Department of Computer Sciences,
Purdue University, Dec. 3, 2000, available at

httops://www certas.purdue eduw/assets/pdfhibtex archive/bibtex _archive/2001-
40 pdf

EX1042

T. M. Gil, “Multops: a data structure for denial-of-service attack detection,”
Dissertation, Submitted to the Division of Mathematics and Computer
Sciences of Vrije Universitei (Amsterdam, Netherlands), Dec. 27, 2000,
available at hittps.//thomer com/miythesis.pdt

EX1043

P. Eronen, “Denial of service in public key protocols,” Helsinki University of
Technology, Telecommunications Software and Multimedia Laboratory,
2000, available at hitp://www. pasieronen comy/publications/netsee 2000 pdf

EX1044

“Internet Protocol — DARPA Internet Program Protocol Specification,” IETF
Network Working Group, Request for Comments: 791 (J. Postel ed., Sept.
1981), available at https: /ool st org/himi/afc791 (“RFC 7917)

EX1045

T. Socolofsky, “A TCP/IP Tutorial,” Network Working Group Request for
Comments 1180 (Jan. 1991), available at hittpa://tools et org/himl/ric1 180
(“RFC 11807)
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V. CONCLUSION

For the reasons set forth above, substantial new questions of patentability are

raised in connection with claims 1,4, 7, 10, 13, and 16, by this Request for Ex Parte

Reexamination, because claims 1, 4,7, 10, 13, and 16 are rendered obvious in view

of the above-listed prior art references. Therefore, Requester asks that this request

for reexamination be granted and that claims 1, 4, 7, 10, 13, and 16 be canceled.

As identified in the attached Certificate of Service and in accordance with 37

CFR. §§ 1.33(c) and 1.510(b)(5), a copy of the present Request, in its entirety, is

being served to the address of the attorney or agent of record.

Please direct all correspondence in this matter to the undersigned.

May 3, 2021

Respectfully submitted,

/Raghav Bajaj/

Raghav Bajaj

Counsel for Third Party Requester
Registration No. 66,630

CERTIFICATE OF TRANSMISSION
I hereby certify that this correspondence is being
filed with the U.S. Patent and Trademark Office
via EFS Web on May 3, 2021.

/Krista Myrick/
Krista Myrick
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VI. CERTIFICATE OF SERVICE

The undersigned certifies that copies of the following,
(1)  Request for Ex Parte Reexamination Transmittal Form;
(2) PTO 1449 Modified Form;

(3)  Request for Ex Parte Reexamination Under 35 U.S.C. §§ 302-306;
and

(4)  Exhibits 1001 to 1018, 1020 to 1028, and 1036 to 1045
in their entirety were served on:

Belasco, Jacobs & Townsley, PC
6701 Center Drive West

14th Floor

Los Angeles, CA 90045

the attorney of record for the assignee of U.S. Patent No. 7,523,497, in accordance
with 37 C.F.R. § 1.510(b)(5), on the 3rd day of May 2021.

Dated: May 3. 2021 /Raghav Bajaj/
Raghav Bajaj
Registration No. 66,630
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If a new international application is being filed and the international application includes the necessary components for
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the application.
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Exhibit 1001

U.S. Patent 7,523,497 by Donald N. Cohen (“’497 patent™)

Customer No.: 000027683 Haynes and Boone, LLP
IP Section

2323 Victory Avenue, Suite 700
Dallas, Texas 75219
Telephone [214] 651.5000
Fax[214] 200.0853
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LIS 7,523,497 82

1
PACKET FLOODING DEFENSE SYSTEM

CROBS REFERENMCE TO RELAT
APPLICANIONS

Apphication is & contimution ol LLS, patent applics
lion Ser No, 99715813, filed 1171672000 now 115, Pat. Mo,
6,789,190,

FHELIDYOF INVENTHON

The iventiou pertains o retwork data transmission won-
eds. More pardenlarty, the vention relates o systems for
niinimizing the effects of packet fooding attacks directed
Elgi\iﬂfﬁ. C'Of]lplﬂt‘.l‘&‘ ar routers connected o g netwirk,

BACKGROUND OF THE INVENTHON

tons Jypes of systems have been developed {oe bandhng

nnwaited network data transnus»m X LG orpor tm > srnmnher

of different technologies. U
i"‘"mvibm o& :ﬁ (‘i:d S8 A 0

ddul"t css fora (Lﬂa packu v“:h end ﬂatmn aderL
netwdk repeaters. Where the destinatio
el ihe stored end station sddresses, the date packe tmkl ‘i\e
disropted.

S Pat. No. 6,044,402 1ssued 1o facobsan et sl
et iR whiclh the oudy dota
betwien sonree and destination nelwork addresses ¢
that satisfy the blosking polickes stored by the blocking dats
structire. Thus only, “pre-appreved™ data can flow through
such a control mechamist, T1S, Pt No. 455,865, issued to
Perfnran dischoses o system that relies npog & stored Het of
acceplable packet ilentifices ol cech node i the network, LS,
Pat, N S353.353 fssued to Viich o ol deseribes @ systom
that determines the acceptability of data packets based wpon &
fsonrce address match and will disrypt any
ving these eriteria. 118, Pat. No, 385015813
sssted 0 Lo et al, discloses a system that uses source and
destination address mawching to determine i packets should
be transmidsted to an end station or the end station di"’llﬂt}(ﬁ
imm pdlﬁLIthl“” 1R 1hc netw wtk it ,adxa -.mplm» R

L., deseribes
paikiited
o

destination
packs:t ot satis

I3

o

L

vyn\}wd dcn_{nw o han\llmg utmmlb.\f T 01'1\ dak: {rans-
mussions are typical of those encountered in the prior art.
LS. Pat. No, 367,523 Eu( hdng & ak j"uim 3 B u}dw

| Comunicytions
request and eate rwpuuw HIESSHRES
recetvers (o allow the sender to adpust the data rate to avoid
congestion and do conirel the data Hlow, Requests and

changes in the input data rate i o direction fo optindae dus
tiroughest. GREEN, YELLOW and RED operstiog modes
are defined to hcresse data inpa, redoce date mput and
redice dta foput demstically, respectively.  [ncremental
changes 1w date inpul ave g lleved non-hoearly 1o dum\c o
qnickh' Whi_’i‘; fierthey away froum the optimum operating pok
v o the eptinam operating paint. O
al.is mmmit,\i fior end-to-end congestion contral. Conges
control assumes cooperation between seader and receiver in
solving the problem. Ina p Hooding defense, the sender,
whao ks the attacker, willnever conperate with the receiver, bis
victin, In Chang, o al, the information used is the soures/

are pigey-hackeid oo data packets and resolt i s3

a8

2

destination address pairs in the packa

e al, assime

this tation is socugste, anatiack: ts indbrmationwilt
uot e, The attacker will falsily the source address 1 onder 1

cotifornd the defense 1F it nses mforusion the sttacker con-
stich us the source sddress.

jective of the presentovention i o deliond
2 : inr wlhich an attacker toes (o
e o all the bandwiith to the victim by sending daia of little
or no value (at lesst w the victin), thereby making tore
valnable communreationwith the victinn slow or gnrehable. A
secondary objective s o defend agunst 2 related class of
attacks in which the attacker tries o use up somae other
rescurce by sending more requests of some pagicnlac type o
the victim than the victin can handle.

One way to view all these attacks fs that a resource bs being
allocatad s anfior way, Well-bebimved vsens regnest reg-
sonable amounts, while attackers request  tireusonable
amevnds, The most seadght-forward allocator smechanizsm,
which niigli be called “fiest come first Rcr‘-cd L ends up allo-
caling @ all of the resom ars, A moe T
allocation would reduce the Impact of an attacker to that of'n

normal Bt
z two obvious impadiments o the “f

There fair service”™
goat ghove. One bs lack of s reliablie way to assoviaie com-
ing packets with those users smong whom bandwideh should
be faidy sllocated. The other 1 luck of conteol over what
packets amive. The solution described hete o both of these
probler giires help from the rowers that forwand packeds
B Hhe vietin,

Ehn_ Li h‘ﬂm is \i]btl]bintd amoné \Mopm‘ mmz stles dm{

'Eii: quu’iih" mf Iha,
8 i‘ g neightorbood,
a larger neighborhood pro \admg betier defense. Withis: the
nerghborhoud it is possible o trave the frwarding path of
packets,

The assocwation L‘\f packets with the “users™ 15
g packets with “places™ i the
conperating padghborhord imm which shose pockets are for-
warded, That is, service will be aflocated 1o a fabr {or other-
wise reasonable) manner among these places. A “place”™
this sense is typically a particular imterface from which a
packet arfived at g eooperating rovter.

One such place 1s Jikely 1o be shared by many scinsl osers.
A attack waltl deny service to those osers sharing the sawe
pl'm The advantage of a large wndher of such pla 5 that
b place s shared By fower users, sooan aack will dony
serviee fo L,v»ct wsers, It is advantageous v 3 user who wants
oy comunuticate with & particular machine, to be in the coop-
eratig neighborhooid of that machine, since o aiacke
atother machine cag deny him service. Copv
attacker wishing to deny e 0 3% MY Use :
prefers 1o shaee an estoy point o fhe conperating aeighbor-
hood witd oy many users ossible.

Rowters will supply data showt the forwarding path of the
packets that arrtve at 3 sie. The ste can wse thas data
allocats ser a3 described above among the packets that
arrtve. This would solve the problem of unkir service i the
packets that amvived were a fair sampleof t}msc that were sent
1o the stte. This may nol be the s :
unable to forward ail the packets they woetve. To some extent
foir service ts imitad by aelwerk topelogy, e, o magy
leghimate wsers trying w0 share pans of the same path will
inevitably suffir relative w users of unerswded . How-
evar another potential canse for this problam is a flooding
attack against g rouler. That problem i subved by lething
outers allocate their services oo shuilsr way fo tha
deseribed above for sites, That is, they alocate the Hmited
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3
resotree of forwarding bandwidih abong Ay given prtput s
@ reaso? hleowas amasg sarme set of places in the conperating

> flnald step i the defense is that cooperativg ronters witl
itmit the yate st which they forwasrd packets to places that so
reguest. This may net be essentinl 1o the allocation ofservice
bt i is osefud for Hmdting the bagdvwidth osed by “anvanied
packets. The rate-limiting request is to be made when a siic
detects 2 hagh rete of unwaded packets coming from vae
place. This helps the site becanse it no fonger has to process 33
many wewanted packets, 1t heips the netwark by freeing some
of the bandwidih for other nse.

Uven i the trallic s not reduced, the distinetion between
“wanted” and “anwanted” packets plavs an important role in
“reasonable™ allevation. For a site there are nomally some
prackits (in fact, the great soajoriiy that ae oxpented fn.a very
strong sense. B s reasomable to process these o the Tighest
possible raze. Allother packets are nat exacdy unwarded, Ing
the site 35 willing t¢ provess them & only a homited rate, X
reasonahle approach is o schedale these ay descobed above
{using the plaves from which they were forwarded) at o lim-
wed rate, and regard as “unwan {hose that end op being
significantly delaved {or discardad).

SUMMARY OF THE INVENTION

of the deficiencies
es all of the objee-

resent nvestion addresses i
of pricr network de vs1ents el 5
tives described above.

A packet flooding delense system for s network providing
il desired featires may be consirseted from the following
components. Fhe network wehides o plurahity of host com-
puters, rowers, communication fines and tansmiited dats
packets. Means are provided fo sifying daia packets
recerved at @ host compitter as are means for associating a
xR accepiable processing rae with cach class of duts
packet received gt the computer. Means are also provided for
the compaster 0 Hnd aformaston S packets # ceceres
regeeercting thie path by which the packets came to the compuer
s, the mmpmu can ose the nformation to diocae
processing rate available forpackets ol esch class in g
Way,

tn annther variant, a packet ooding defense system for 2
neiwank including a plarality of host COMPRESrs, routers,
contanmication lnes and trensmitied daty packets chxdes
medns for classifying &ita packets received at a host com-
puter and memms for associating 8 maximum aceepiable pro-
cessing rake with sach class of das poacket recefved at the
computer. Meaas are peovided for fe conputter o detering
the mte at which date packets of each class ore transmitied
Imm & punter to the compier i are xueas for the rowter
REIEV Y fing maxinuem acoeptable 1z
Intssion rate for Jdata packets hoing trasantied o the com-
pater. s are provided for the router to contra] (he rate of
EGIeED o of data packets Bom the roster to the commpiter.
Thus, the rate of data packet tnmsmissions received at the
cosrpuier s kepd bedow the sumdmum acceptable processing
rate for each deta packet cluss by the control of the mte of
ransmission of daa packets from the rowter, therehy frecing
a portion of the pebivork providing data packet raasmission fo
the computer.

B this invention a path (which i nol controiled by the
attacker) is wsed o determine the actual divection of the
packet ow towards the vietim, Bandwidth is allocated based
upon path {(which is done via packet marks provided by rowt
ers Teading op o e victiny. o other works this imveation
wses attacker-independent informatinn abowt the path 8

The: p

i

o

s
s

n
“h

w8
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ot af, is thet foouation has o be allacker-inde-
{i.e, sender-independent) w order to work as a

defenge.

In vet another variant, the roster s capable of reoeiving
miormation mearding maximum acceplable transmission
rate for cach class of deta packet being ransmitied to the

computer aad the outer is capeble of controlling the rae of
transtnssion of each olass of data packeis fo fhe compter,

In sl snother variang, 8 packet Hooding defense syste
fora petwork inehuding & plugality of hosteomputers, wouters,
conyscatoa Unes and fninsmdited data packets nchades
meatss for classifving dala packets received at a rowler and
means for gssociating & maxhmom acceptable wansmission
wfe with each elass of dals packes received @ the nowter,
Meany are provided for the souter to find information for
packets i receives regarding he pab by which the packets
came t the router. Thus, the router can gse the fonmation fo
alivcate e ransmission rate for each class 0 a deswed way.

In a further varsant of the nvention, a packet ﬁmwdmx
defense system for a aebwork including a pheality of host
corpuiers, routers, commutication Hnes and ransmiited
date packets inclodes means for clessifying data padwh
reveived ol a first roster and means for assoclating 4 maxi-
e aoceptable tmnsmission mie with each chass of data
packet received st the first mouter. Means are provided for the
first router to determine the rate st which data packets of each
class are transmitied from o secomd router 1 the est renter as
are mans for the second mower te receive information regand-
ing maximum acceplable transmission rate for data packets
heing transmitted to the first rovter. Means ave provided for
thie second rouler fo conirol the mte o sssront of dala
packets from the second rowter 1o the frst sonter. Thus, the
pitki oF daby packet transtoissicms received at the first noaey is
hept below the masimmm seceptable fransuission rafe for
each data packey class by the cootrol of the mite nf mmsmw—-
ston of data puckets froan the second router, there
portion of the network providing data packet ransmi
the st rowter.

In yet & farther vasdant, the seeond ravtes ix vapable of
recetving wnformation regardyg Rusitomus acceplable fans-
toission rate for enchclass of dat apacket beig iransoniited 1
the Fiess ponter and the second router 15 umibie T =‘mm§ﬁng
the sate of ransnission of each class of data packets to the
figst router.

In another variant, a packet Hooding defense sysiom for a
network inchnding & plorality of host computers, vouters.
comrusication lines and transmitied data packets nciudes at
least one Beewall, The frewal] includes bardware and soft-
ware serving m control packet ransmission between the net-
work aod @ b conputer connected o ag uernal retwoek,
Mueans are provided for clesstfving data packets reseived at
the firewall a5 are means for associating g nuaximng sccept-
able transmussion ete with each class of data packet recerverd
at the Srewall, Means are provided Bor the firewall to find
infornedion for packets it recsives regarding (he puth by

which the packets came th the firewall Thus, the firowal] can
nse the information fo alleate the rensndsston wmte for exch
clase iy a desired way.

{n stil ther variant of the igvention, a packet Bomltog
detonse syslem for o network oeluding a phuslity of host
cOrEpuers, routers, conynunication Bnes and transmiited
data packets inchudes at least poe Hirewall The frewalt
includes hardware and software serving to conirol packel
trausission betweer the setwork wd a host compaer con-
nected by an hvterna] network and means tor classitving data

o

by
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pr(mdud for the mouder io r(.c;":‘« in’fnrtmtiuu regarding
Ak imom aceeptabla ransmission rate for data packets being
trapsmitted to the firewall as are means for the rouler o
coptrol the rate o trans onof date pockets frorm the ronter
to the fivewall. Thy e xafe of dala packel trapsmiss]
rece n\\] 2t the firewali s Rept below the wmaximum sceeplable
issdon rate for each data packet class by the eontrol of
riiEindsston of datn packets from the sowter
thereby frecing a portion of the network providing data packet
sion to the frewsil

transiis

i w final variant of the mvention, the routes 15 capable of
receiving information regarding raximum acceptable treas-
missionrate tor cach class of data peoket being transwaitted to
the firewall and the router s ca;mbic of comtrolling the rate of
lrapsmission of each class of dats packets o the firewall.

Ap appeeciation of the other abns ard objectiv
present bnention and an urderstanding of it may b
by referring to the accompanying drawings and the dghi]h.u
dese ription nt 3 preferred smbodiment.

DESCRIFUHON OF THE DRAWINGS

FICI 1 s a schematic view of 2 first embodiment of the
verian insteniag the assecistion of maximnm acceptable
processing rates for each class of packet received o a com-
puter and a path by which the packets came to the computer;

] G, 2 is & schiematic view of a secomd ensbodiment -
the esseviation of maximam sceeptable processing
seach chass of packet recersed an a coraputer, & path by

{

swhich the packets cameto the compuiter and dnstuaiing indoe-
mation recelved at a rowter regarding masimum acceptehle
frans jon oo for daa packets being transmitied fo the

CORIPUIRT;

FIGL 3 is e schenwtic view of @ third embodiment ithustrat-
ing information recebved @l 3 router regarding maximum
acceptable fransmission rate for sech class of data packets
being sraasmirted o he computen

FIG. 4 {v o schematic view of g $oneth embodiment tHus-
irating sssoclation of maximum acceptable ronsmission rates
for each olass of packet recetved st a rowey and 4 pail by
h the packets cane fo the router,
wmatic view of 2 {ifth enabodiment illas
g the associstion of maximum acceptable transmission
raes fear cuch {*km @ "p;a*’kc*{ recetved at a first rower, @ path

’{om.atm*\ ncuwd at 3 second outer regarding maximum
acceptable transmission rate for data pcukc\s being tragsmit-
ted o the fiest roater;

FIG. § i & schematic view of 8 sixth emibodiment ithaste
g information received ot the second mter vegarding smaxi-
mum 300&;\!3}\ {e ransmission rate forench class of data pack-
ets being travsmitted o die finst rowter;

i lustrating the sssociation of waximum acceplable
{ow rates for each olass of packet recetved at & fire-
wall and a path by which the packets came o the firewadl;

P15 8 % a schemaiic view of an cighth embodiment itlos-
trating the @ iation of maximenn scceptable runsoussion
rofes for eachclass of packel receivest as the Teewall, s pattihy
which the paclkets came to the firewall and ilustrating infor-

nn

s way ameng the places

B

“h

7 is a schematic view of a severth embodiment of the

=
G

6

mation recaived @t a rooter reganding maximoem acceplable
fraspdssion rate for date packets betng Sransmirted w the
firewall; and

1G9 35 o schematic view ofe vinth ewabodinuent Hhasteat-
ing information recetved at @ rowler regacding maxiemi
aceeptable transmaission sate for cach olass of dala packois
betng trnsmitied to the firewall.

NN

13 DESCRIPUION OF THE PREY

EMBODIMENT

REED

FIG. 1 tllusivates a packet flooding deforse system U foea
network 14 providing the desired features that may be cone
siructed. from the following components. The network 14
nelndes a plueshty of host computers 18, rowters 22, com-
munication lines 26 and ransmitted data 3 34 Meang
are provided forclassilving dat packets 30 received ad 4 hinst
comptater 18 as are g HSSOUItINE A nER I acoept-
able processing tate 14 with each chass 18 of data packet 30
received al the compater 1R, Means are alse provided for the
computer 18 to fnd nformation for packets 30 ¢ recetves
regarding the path 46 by which the packets 3 came 1o the
computer 18, Thus, the computer 18 can use the infonmstion
ter atiocate the processing rate for cach cless 38 18 a desired
fromowhich packets 38 ave transmiited.

Tnanother vaviang, as Hhostmted in P 2, 4 ot Booding
Jefiense system 18 Jor a ne’fm)rk 14 nehuding a plueakity of
host cormuputers 18, rowers 22, commudcation Hnes 26 am
transoitted data packets 30 lnchudes means for clas X
data packets 30 recetved st a host computer 18 and means for
as ng 2 maximom accepiable pro g rate 34 with
each class 38 of data packet 30 received @ the compater 18,
Means are provided for the compuier 18 o determine the rate
atwhich duta packets 30 Ufcm‘."h clans 3R are immsmitied from
a eouter 32 1o the computer B as ave mieans for the router 22
o receive wfbrustion regarding maxiun scceptable trans
mussion rate T for data pa 3 beiny transmiited tw the
computer E8. M ave provided for the router 22 1o controf
the mte of traw 1ot i dota peckets 34 from the raber 22
toy the computer 18, Thus, the rate of data packet wansmis-
sions recetviad at the conputer 1845 hept below the maxtemun
acceplable processing eate 34 for eaclt dsm p*wke"

providing dat udssio o the cunmmer 18

In yet another vaelaat, as ilustraied (8 FIG 3, the vower 22
s capable of receiving iformation regoarding maxtmum
acceptable bmpsmission rate 70 for each class 38 of dats
sacket 30 being aasmited to the compiner 18 ans the rogter
22 is capable of vontrolling the rate of fransmission of esch
class 38 of data packets 30 12 the comptier 18,

{o sl anothes tant, a5 tlustrated in FIG. 4, a packet
flending defense system 1 for @ setwork 14 wocluding «
pluratity of host compnters 18, rourers 22, communicat
lines zn and rmnsmﬂmi da

: Ission rabe 74
ket 3,0 received at the router 22
d foo the rowser 22 o ind wdosuaiion for
y\n‘l«i\ ‘ﬂi it recenves reganding the path 50 by which the
packets 30 came tothe router 22, Thws, the o 23 can use
the nformation to sHowte the iragsmission rae for esch class
38 in o desired way.

In a further variant of the invention, a3 itlestrated n FIG. S,
apacket Hooding defense system 10 for a network 14 inchud-
ing plumjm of host corpprtars 18, ronters 22, conmmanics-
tion lines 26 and fransitted daga packets 30 includes nians
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for classtiving date packets 3 received at afirst rovser 54 and
means for associaing @ i acoeptable ransmdssion
rate T8 with cach class 38 of daia packet 3 received st the fiest
router 84, Means are provided for the first router 84 1o deter-
nuine the rate at which data packets 3 of each class 38 are
wansinited Fomasecond ronter 38 10 the fivs router 34 as aye
neans For the secosd yomer 58 10 reveive 1
ing maximum scceptable transmission rate 82 for data pack-
ote 30 belng trmsraitted to the first router 4. Mevus ae
provided For the seooad ronter 58 1o conteod the rate of trans-
ssion of datg pz ckets 36 from the second ronter 58 1o the
router 84, Thus, the mte of date packet teanscaissions
efved ot the frst router 84 s Kept below the maxinoem
acceptable transmission rate 78 for cach data packet class 38
by the conirnd of the rate of trunsmission of dats packets 38
from the second rowter 88, thereby froeing o portion of the
network 14 providing data packet tramsmission to the firsd
roier 54,
nwet a further variant, as ithstested in FUGL 6, 1he second
router 58 s capable of receiving nfmnation regurding raasl-
JREIREE a\;;\‘pmHe temsmixsion rate 84 forsach class 18 of dain
packet 38 belog ransmitted 1o the fiest ronter 84 and the
second rowter 38 is capable of controlling the rate of trans-
mtssion of cach class 38 of date packets 30 0 e first towter
54.

o another vacant, ss Nostratedin FIGE, 7.8 packet Jooding
delense svstent 10 for o network: 14 inclodisg @ ploralite of
host computers 18, romters 22, communicating lines 26 and
ansiied daty packets 3¢ inclindes a1 Jeast one Hrewall 86,
Fhe frewsll 86 includes hardware and software serving io
control packet lransmission between the network 14 and a
host computer 18 eonnected to an mternal netwsock $6. Means
A prosi for classtiving data packets 30 recetved at the
firewat] 86 as are means {or ass0ciating a maximum seeept-
able wansmnssion rate 94 with each olass 38 of dats pagket 30
recetved at the firews] 186, Means are *prm‘"{fm'i for fhedirewall
86 30 fnd information for packets 30 1 receives regarding the
}1‘111193 by which the packets 30 came to the firewal] 86. Thos,
11 wall 86 can use the wformation to sllocate the trans-
nmrission rate for each class 38 in a desired w

In sl anothey vardant of the vention, ay ilustrased in
P 8, o packet fleading defense system 1 {or a gebvork 14
wichuding 3 plueatity of host computers 18, souters 22, com-
rndeadion Haes 26 and teansuitted daga packets 30 focludes
atlesstone Frewall 86. The trewall 86 inchides hardware and
software s v'ing. o control packet transmission betweer the
network 14 and a host compuier 18 conaected 1o an internat
m.’mwl\ o and mesns for classifving data packeis 30

seetved @l the firewal) 86, Means are provided for assockaling
3 maxinun aceeptable transmission tate 94 with each class
38 of data packel 30 received wt the firewall 86 as are mwuns
{or e firewall 86 1© determine e sate ot which dota packets
3 of cach closs 38 are transwdited om 2 ronter 33 60 the
Hrewall 86, Means are provided for the router 22 {0 receive
wiformation reparding maxionpn accepiable traasaRssios
rate 92 for data packets 30 being wansmitied to the firewall 86
as are menns for the rower 22 o conol the rate of truasimis-
sion of data packets 38 from he rouier 22 o the frewall 86,
Flms, the e of data packet trananissions weeevved al the
fresval] 86 is kept below the maxiuorg accepiable ransnys-
sion vate ¥4 for each data p;sck&:t chass 38 by the conteof afthe
rate of tansmdssion of dala packets 30 from the wuser 22,
thereby freeing a poriion of the network 14 providing date
packet fransmssion to the Hrowall 86,

I a final variant of the imvention, as Hustrsled in FIG. 8,
the muter 22 is capable of receiving nddrmaion eeanng

nginnen sceeptable transmission rate 98 foreach olass 38 of

5

G
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data packet 3¢ being ransmitted w the firewall 86 and the
router 22 s capable of controlling the wate of transission of
cach class 38 of dwa packeis 39 to the Hrowall 86,

The packet flooding defense sysion 10 has been desertbed

with reference to particudar embodiments. Other mndiflcas
s dnd enhancenen:s opn be made withou departing from
the and scope of the claims that oo,

Ih(, invention claimed is:

1. A packet flooding defonse system for o network eow-
prisiig a plorality of host compuatarns, muters, Commmicalion,
lines and fransmitted data packets, sail svsiom comprising:

menns for classifring dwa packets received at a host com-

ey indo waantted dala packets and omvanied data pack
els

means for associuting 2 maxinmnm uccepmbic pmc:e@siﬂg,

rate with each clags of datn packef recapved o said cone
pater:
means for sutd computer to find information {or packets it
receives regarding therath by wirich said packets came
10 wipnter via packet marks provided by rowters
Jending b said host computer; said pdth comprisiag alt
rogters i0 said netwock via which said packets are monted
o said compiter; and

mseans b said vosnpater fix using said information to allo-
cale the provessing rale available for snwanied data
packets o be less Than or egunl to said maxious accept-
able processing rate.

2. A packet flonding definse system for a network com-
prising & pharalily of host cGmpiston., ropiers, communicatio
lines and ransmitied date packets, said system conyprising:

means for classifving data packets received at o host come

puter info wanted data pd;.kcts ard wowanted data pack-

satd cata packets comprisis L Iata packels frow all

rowers in said retwork via wihieh said data packets are
rowtid to said computen

THRANRS jUF RN Fd\lli{? & lliei\ll\}\ln) dl..l..l.piul'l}(, 'P!\}L('ﬂ\“\t,

rate with each class of dala packet recebved al smd com-

puter;

means oy omputer to determine the rate at which data
packets of cach class are tramsmitied from arower 1o said
compuie

~

wweans for s@d wuiter o recerve information regarding
maxinuun acceptable transmission rae foy data pa-;k'cts
herng transdfad 1o saxd comgeaer;
means for said rouker o control the rate of transmission of
data packels from b;‘k‘ld youter 1o said coraputer: and
ITCANS i 5 ¢ for keeping the rate of data pddu.t
rags ad at said conputer below the maxi-
s accepiable processing rate for sach data packet
elass hy said control of the ste of trausunssion of dats
packets from suid rovier, and fresing a portion of the
network peoviding data packet trsmission o said cous-
putern
A packet Hoeding detense
2, wheretn:
said moler recelves informstion segarding manisug
acceplable trugsmission rate {or each class of duta
packet being frapmiiied fo said computer; and said
ronter conteals the vate of psmisston of each class of
data packet o said computer
3. A packet flonding defonse system for a petwork cony-
prising 4 pluralily of host comypsters. rowters, communication
Lines and transmitted data packets, said svsiom comprising:
means fors Hying data packets roceived at a router fnfo
wantid daia packets and wawanted data packets;
mwang For associating 4 maxinum aceepiable rapsmission.
rate with each class of data pachet revebved at said routes;

system as deseribed in olaim

Cloudflare, Inc.  Exhibit 1003

Page 503



9

means for said router w find infonmation for packets 31
receives regarding the patls by which said psckets came
1o said router via packet marks provided by ronters lead-
ing o said host comwputer;

sasd path comprising sl rowters 1y said petwork via which
sakd pa“k\;t% are woutect o said computer: and

fneans in said movger for said rinter to vse said informstion
to allocate the transmission rate for snwarsed data pack-
els to he lons than equal 1o said maximun aceepteble

ke

IPAREEISSION

2

Haes sind traasmatted data packets, sailc
meens for classifying daa packets veceived ol a first rovter
inte wanted data packets snd unvwanted dats packes
said data packets cnmpriu‘mz data paekets from all ront-
ers in spid network vis which said data packets ave
rovted 10 said compiier;

weans for assoct # makimim acceptable iransndssion

rate with cach class of dan packet received al s
rovier;

mesns for said fiest router to determine the mie af swhich

dida packets of each class are tansmitied from a second
reuter to smc Hest nowtir;

mieans for said second romter fo recelve information regard-

i maxinong sccepiable transwossion rae for date
packets being tansnitted to sad Hest ronter;

mews for said second rowter o contred the mte of tra

mission of dota paekets from said second rogtes 16 3
First pouter; aned
miesns i said first router for keeping the rate of data packet
tragsmssions vecelved at said first rouser below the
1 nsnrisston mate for nawanted
X v said comvel of the sate of transmission of
dia packets fo sald second moster, and Beeing a por-
fios of the uetwork providing dala packet frunsiission
to sadd fiest router.
6. A packet flooding defease system as deseribud in clorm
. whereh:
siid second rowter receives information regarding sraxi-
mum acceptalie transaission rabe for cach elas: of data
packel being trapsmitied fo said Brst router; md
said second ronter conimls the mte of teansmission of each
s¢ of data packet 10 said it ronter.
7. A method of providing packet Bowding defense for &
petswork comywising 3 plorality of host compiners, fruters,
communication lines and transmitted data packets, said
maethod comprising the steps oft
determining @ patly by which dais packers atrive at a host
compitter via packe warks providied by routers feadieg
to sudd hrost comprier; said path cumprism&ml POULETS i
said network vy which sald packets are ronted o said
c.-m‘lp piiteiny
classifiing data packets received ai sald host coniputer o

wanted deta packets aond imwanted dieta packets by path:

asseelating & mximen acoeptable processing rae witd
ench class of data packet received wi said host cornputer;
ant

atiocating a processing rate less then or equal to said w:

mum acceptable proceszing rafe for wawanted dar
packets,

8. A method of providing packet Houding defense for &
network comprising a plurality of host conypuiers, rouers,
pommunicative lines and transmitted dota pachets, said
method comprising the steps oft

classiving data packets veceived ot 3 host comaputer o

mmzd data packers and wwanted data packets; said

fi5-
[

243

el fiesd 20

44

43

w8

&5

16
data packers ccmlprisin;z data packets from all rovters n
said network via which said data packets are routed 1o
said computen
Clating @ maximum acceptable pro 2 rale with
wsih clasy of dita pocket received at satd comiputer;
determining the rae ol which deda packets of cach clsss are
rapsmitied from s vouter to said soapuaber;

s

recedving o maximuoni acceptable transmission rate fordata
peckets betng bapsmitted to said compnter in sail
xongter; and

cemtrothng ihe rate of transsrission of data packeds fom
saicd yonter to said compater by said ronter 30 that data
packet transnaissions recefved At satd computay
below the maxinmm accepiable processing sate for e
data packet class; and

frecing & portion of the network providing data packet
ratsmIsRien 1o said eonpter.
9. A method 3 descrtbed tn eladn 8, in which:
said powdler recetves infrmation regandivg reasiag
acceptable transmission rate for each class of data
packet being transmitted to said computer; and
said rovter controly the rate of transmission of each class of
data packa! to simd cowapaer
1 A methad of providing packet Hooding defense for @
network comprising a phlml ty of host computers, routers.
conmmwnication Hnes snd ransmbted date packens. said

methond comprising the steps off

detenaining a path by which date packets arrive w said
router via packet marks provided by rowters leading
satd host compuer: said path comprising all routers
sad network via which said packets are routed to said
compuien
classtfving data packets recebved ai satd ronter via packet
narks provided by ronters leading to said host computer
by pathe
Oolading d maximum scceptable transmission rate with
ch class of data packet recetved at sald router; and
alfocating 8 fransmibssion rofe equal o or ess than said
maxinm acceptable lransmission rate for umwwanted
data packets.
11. A method of providieg packat Rooding defonse for @
network congpris of host compuiers, wreters,
comnunication hnes snd transmibited data packets. said

method comprising the steps off

ciassilving data packets received &b & fiest ower o
wanted data pachets and unwasited data packets: said
data packets comprising data pachets from el routers 1o
said network via which said deta packets are ronted to
sapd commputern

associaiitg a maximum acceptable trangenission rate with
each elass of dats packet received st said first routar;

determining by said st sowter of the mte st which data
packets of cach class ase transmitted from » second
roster 10 said st rovter:

recedving by said second rovter o infomaiion regaviling
maxinum aceeptable transuission rate for data packets
being raasnited o said Bist ronter; and

comtrolog by said second ronter of the rate of transmission
of date packets Tmomy said secomd rowter to said frst
rowter 50 that said rae of framsmission s bislow the
maximm acceptable transmission mte for each data
packet class: and

freeing 2 portion of the natwork, providing data packet
trassmission 1o said first ronter.
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12, A method as described in clann 11, 10 which:
said second reader reveives nformanon. reganding maxi-
anw seceptable tragsmisston rale for each class of data

packet being wansited o said Brst rowter; snd

d seeond muler controls the rate of irassmission of each
class of dota packets 1o said first router.

13, A packet flooding defense system for a petwork com-
prising a plarakity of host competans, rowters, commuication
YVines ared transtmitted dat packess, said systemn conprising:

e for defenmintag a path by wdtich data packets srdve
st computer vis packel marks provided by rowiers
fe zdmu to satd host COMPUICE; smd path composing all
routers in said netwaork via which said packets are rovted
o said cranputen;
means Be clyssifving data packeds recetvnt ot sasd bost
computer inte wanled data packets and unwanied dita
packets by path:
meats for assiguing & wmakimam acceptable proce
rate tr eackh class of deta packet: and

ncas For abloeating @ processing mte cqual io or dess tan

satd maximum sccepiable processing rate o said

unwantad da

1. A packet Booding s for g nedwiork come

pmmg a plurality ofhost e vmp\uem ronters, commuonication
Hies and tragsmitted data packets, said svstam comprising:

miesns for Clessifving data packets recerved at & bost com-

piter int wanted dala packets and nnwanted data pack-

ots; said dita packats comprising data pachets {rom alt

routers 18 suid netwiork vin which said deta packets ave

routed o said compi

SR

mens for associy axioun aceeptable processing
rate with eack class nf data packet reeedved at said com-

ke
toenys for said comgntee o determine the rate o which dats
packets of each class ave transmitted from 8 router to said
compater;
means for seid moaer © recelve information regarding
maximum seceptable transmission rate for data p;sdwts
hetg transmaitied (o said computer; and
fnesns for said muter to contral the wwe of transmisgion of
data packets from said rowter 1o satd computer so that the
rate of data packer transmissions received at said come
pater is hept below the maximun acceptablke processing
rate for each date packet class: and
freemng a portion of the network providing dats packet
tragsission so said computer.
15. A packet looding detense syster as described 1o olatmy
14, in which:
said rowter receives ormation regardiag maximum
acceptdble vapsmission rae e each class of dae
packet betng transwitted o s8id cotprsery and

K

18

v

3

fines and tran mmtui dLM p¢ d' ‘b.

12

said roster controls the rate of't
dgd! packu 0 mnd &) )mpu &

rransmission of cacly chass of

.vhtcm for a network eon-

N :ud By xi&m COmMPrising:

means for 8 rowter to determbne g path by which saxd
packets cane to said outer vig packet marks provided
by rowters leading to said ronter: said path comprising all
sonters 0 said netwedk v which said packets are routest
to saich compuien;

§ fving data packets received at said

e wanted data packets and
path:

means for associating 8 maxinr acce] plaH». Iransnussion
rate with each elass of daty packetre
atul

means for said rowter 0 allecate the traasmission rate for
wurwanteld data packers o be less than equal to said
Ry accepiable processing te.

17. A packet Hooding defease systom for 2 network com-

it
nawanted deta packets by

ey

etved al said router;

prising a plurality of host compisters, rowters, comniunicstion

lines and transmitted dats packets, s 1] compeistng:

means for classifving data packets received at « fivst rovter

o wanted data packers and wowanted diate packets;

said data packeis o comprising ¢ data packets from all rout-

ars 1o said petwork via which said date pockets am
rouled 1o satd compier;

means for associating aumaxinnem acceptable transmission

rale with each class of Jata packet recelved 3t said Brst

ToaatEr;

eans for sadd first ronter 1o deternine the rate at which

data packets of sach class are trynsmiitted from aseconid

rowier o said Hrst rogter;

s o said second rowes to receive information regard-
ng maxinum accepiable sransmission mie for data
packets being transmitfed 10 said first router; and

means for said second rouier fo contrel the rate of trans-
nussion of dats packety from said second rower to said
first vouter so that the mate of data packet transm
recetved at suid first rovter is Rept below the maxireu
acceplable fransmission rate for cach data packet class:

11

portion of the network. providing data packet
1 o said fest owter
fowding defense svsten as described inolabw

\ﬁl\.i SL‘(.QHd ronter "\.LL.]\’\‘S IIlFOl[llﬂU\J-E\ [\:L\d_lulﬂé. H}El"(l—
mum seceptable ransmission rate for each class of data
packet being transantied W said frst rovter: and

fsd vorter condols the vate of transmission of exch

ol data packet 10 said first robter,

LA
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Request for Ex Parte Reexamination
U.S. Patent No. 7,523,497

Exhibit 1002

Prosecution History of U.S. Patent 7,523,497 (“°497 FH”)

Customer No.: 000027683 Haynes and Boone, LLP
IP Section

2323 Victory Avenue, Suite 700
Dallas, Texas 75219
Telephone [214] 651.5000
Fax[214] 200.0853
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See 37 CFR 1.27.
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~ Gross Refarence to Related Appiications
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Computer Program {Appendix}
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Applicant: Donald N. Cohen
Docket: 04-165-B

EXPRESS MAIL MAILING CERTIFICATE

"Express Mail" mailing label No. EV 383355458 US
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0N O bR e
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Office to Addressee” service on the date indicated above and such envelope is addressed to
Mail Stop Patent Application, Commissioner for Patents, P.O. Box 1450,

Alexandria, VA 22313-1450

Donna Miller
{Name of person mailing documents)

{Signature of person mailing documents)

Cloudflare, Inc.  Exhibit 1003  Page 509



0ld'SN 0Oeey

PTOISBRIS (08-033
Approved lor usa through 07312006, OME 08510032
U.S. Patent and Trademark Office. 1.5, DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are requirad to respond 1o a coltection of infarmation uniass it displays 3 valid QMB control nitmber.

) UTILITY Atfornay Dacket No. 04-165-8
PATENT APPLICATION First inventor Donaki X, Cehen
TRANSMITTAL Thie PACKET FLOODING DEFENSE..
\_ {Only for new nonprovisianal applications uader 37 CFR 1.53(0)) Exprass Mail Labef No. [EVIB3355458U8
Mait Stop Patent Application
APPLICATION ELEMENTS ADDRESS TO: Commissionet for Patents
See MREP chapfer 600 conceming utifty paten! application confents. b D, B e s1a1450

1.[?} Fee Transmittai Form {e.g., PTOSENT)
e (Submit an odgingl and o duplicate for foe pmcassing?
2. (X Applicant claims small entity status,
See 37 CFR 1.27.
3 ‘ Specificstion [Fotal Pages, 28 H
{prefermed amangement sei forth balow}
- Deseriptva titte af the ivsntion
~ Gross Refarence to Related Appiications
- Statarnent Roganding Fed spansored R4 D
- Refarevice fo sequence fisting, a table,
or & onmputer program listing appendix
- Hackground of the inventian
- Hraf Summary of the fnvention
- Hirief Description of the Drawings (i fRed)
- Detailed Dascrigtion
- Claim(s)
- Abstract af the Discitieuse

Drawing{s) (35 U.8.C. 113} [Total Shasfs k] i

5. Qath or Deglaration {Tolal Sheels 2 i
a. [ Newly execvted {original or copy)

b. Capy from 2 prior application (37 CFR 1.63{d)) _
{for continuation/divisional with Box 18 compieted}
3 £ 1NV 33
Signed statement atached delsting inventorsy
narme in the prior application, see 37 CFR
1.83(8)(2} and 1.33().

6. .1 Application Data Sheet, See 37 CFR 1.76

7. I3 CO-ROM or CD-R in duglicate, farge table or
Computer Program {Appendix}
8. Nucleotide andfor Amino Acld Sequence Submission
o fcabla, all necessary)
a. Computer Readable Form {CRF)

b. Specification Sequonne Listing on
- coromer CO-R (2 copies); or
i, [:] Paper

Cc. [:3 Statements verifving identity of above copies

ACCOMPANYING APPLICATION PARTS

Ko.[:]

g B3

Assignment Papers {cover sheet & document{s))

37 CFR 3.73{b) Staternent Power of
{wher there is an assignee) Attomey
4. D Enplish Translation Document {if applicabls}
12.§ ] nformation Disclosurs Coples of 108
} Staternent (IDSYPTO-1448 Citations
13, E:! Preliminary Amendmeni
1, Return Receipt Postcard (MPEP 503}
{Should be spacifically ftemnized}
15. =3 Centitied Copy of Priority Document(s)
§if foraign prioty is clafmed)
16. ] Nonpubtication Request under 35 U.S.C. 122
{b)(2){B}i). Applicant must atiach form PTO/SB/IE
. or its equivelent,
17 Others e G, Rayment Eorm.

1 #rior appicstion nformation: ]
1 For CONTINUATION OF DIVISIONAL APPS only; The anfire disclnsure of the pt&:r app&lc,aﬁon from which an cath or declaration ie supplied under Box
or d

Cantinugtion

m Divisional

Examiner_Baum, Ronatd

m Continuationfn-part {C19}

18. 1f a CONTINUING APPLICATION, check appropnigte box, and supply the requisite :nhnﬂafm be!ow and in the ﬁrst sentence of the
specification following the tithe, or in an Applicalion Date Shee!l under 37 CFR 1.76;

of priov appiication No OMTI08I3 ...
Art Unit: 2135

6 of the

5b, is considerad a part of tha discl

§ candiy

{fcatfon and 15 hereby Incorparated by refersace.

The Incorporation gan anly be relled upon whern a pmlen has besn Inadvertently omlmdfﬂ;m the submitted application parts,

19, CORRESPONDENCE ADDRESS

USPTQO to process) an application. Confidantiality iz governed by

A5 US.C 122 and 37 CFR 1.14. Thiz cofection s

Customer Number: 31718 or L] conespondence adsiress below
Mamo
Address
City Stafe ; Zip Cods
Country I Telophans § Fax
Name (Prinl/Type} |David A. Belasco [ Registration No. {Attormey/Agent} 141,609 h
Signature %_/ ? /;p- e 2 Bate {\ay 6, 2004 B
This callection of informaton IS required by 3¥ CFR 1.53(b). T monnancm I5 required o "oblain of retain a henem b;f the pubﬂc which § s.ta i (and bv the

take 12

including gathering, preparing, and submitting the completed appucaam form Lo the USPTQ, Thne will vaty depending upon the Indeuaf casa. Any comments
o the amount of tms yeu reguine to complate this form andfor suggestions for reducing this burden, shisdd be sent o the Shee! information Officer, U.S. Patent
and Trademak Offiee, U8, Dupantment of Cammses, P Q. Box 1450, Alexandna, VA 22313-1450. DO ROT SEND FEES OR COMPLETED FORMS YO THIS

8] bl

ADDRESS. SEND TO: Malt Stap Patent A forP

0. Box 1450, Alexandrla, VA 22313.1455.

Hyourseedassistammmmpﬂ&fmgtm!mm call 1-800-PTO-9198 and sefert option 2.

Cloudflare, Inc.  Exhibit 1003

Page 510



PTO/SBHT (10-03)
Approved for use through 07/31/2006. OMB 08510032
U5, Patent and Trademm OFﬁoe 1.8, BEF‘ARTMENT OF cowmc&

Sf 0Eer

=~ FEE TRANSMITTAL Camplets oo
S Application Number | Mot yet Assigned
for FY 2004 e
‘ ‘ ; ‘ Donald N,
Effective THNH2003. Pelent foos ara subjout fo gnnual revision. Fiest Newned Mvertor onald Cohen
* Examinar Name Not yet Assigned
Applicant claims small entity status. See 37 CFR 1.27 , '
Art Unit Not yet Assigned )
kTOTAL AMOUNT OF PAYMENT {$} 772.00 Attomey Docket No. 04-165-B J
METHOD OF PAYMENT (check all tha! apply} FEE CALCULATION (continued)
p— W e
D Check {p#] Credit card D g%ﬂ;v [ Jomer B Nene | 3. ADDITIONAL FEES
[ peposit Account:
: Fen Fee iFee Fee Description
g:‘?‘oﬂﬁ; Code {§) {Code {S} Foe Paid
Nisrmibs 1051 130 {2081 55 Surchargs - lata ffing fas or oath
Deposit 4052 50 |2052 25 Surchargs - late provisional fling fes or
Aﬁﬂ;fgt cover sheet "
The Director is authorized to: {chack all that apply} 3033 130 11053 130 N{msllingﬂsh speaification .
.Charge feefs) indicated befow Cradit any ovarpaymants 1812 2,520 | 1812 2,520 For fling & request for ex parte reexamination
GCharge any additional fee(s) or ary underpayment of fee(s) 1804 820°| 1604 920° g:g‘m?g;\gac%ﬁ‘hmhn of SiR prior o
{TJCharge fesls) indicated below, except for the filing fee 1805 1,8¢07] 1805 1,840 Requasting pubitication of SIR after
o the above-identified deposit account, Exarminar action
FEE CALCULATION 1251 10| 2251 55 Extension for reply within first month
mw 1252 420 | 2252 210 Extension for reply within second month
L arge Entity  Small Entity 12563 950 | 2253 ATS Extension for reply within third month
k , Fee Pald ¥ 1254 1,480 [ 2254 740 Extension for reply within fourth month
1604 770 2001 385 Uity filing fes 555 1285 2,010 | 2256 1,005 Extension for reply within ith monih
f002 340 2002 170 Disign fiing foe 1401 330 | 2401 165 Notice of Appeat
1003 530 12003 285 Piant filing foe 1402 330 | 2402 165 Filing & brief in suppart of an appeal
W4 70 2004 385 Reissua filing fee 1403 280 | 2403 145 Regquestfor oral hearing
W05 160 2005 80 Provisional filing fee 1451 1,510 | 1431 1,510 Peliion to insiituie a publit use procesting
SUBTOTAL (1) S} 385 .00 1452 110§ 2452 55 Petition to revive - unavoidable
. 1453 1,330 } 2452 665 Padition to ravive - unintentiona!
2. EXTRA CLAIM FEES FOR UTILIT;’QQNQ REISSUE 1500 1330 § 2501 655 Uity issue fee (or reissue}
Fee Pald] 1502 480§ 2602 240 Design issue fes
Totat Glaims 0t = | § | ; —
1503 640 | 2503 320 Plantissue fee
independent e =
Esafg'p? b dt- -3 fm x[83 14387 T 1ie0 30| 1480 130 Petitons tothe Cormmissioner
uitiple )
pen m *EQ'“:] 1807 50| 1807 50 Processing Yee under 37 CFR 1,17(g)
WW Fee otion 1806 150 | 15068 180 Submission of Information Disclosure Stmt
Code ($) Code {§} 8021 40f BO2t 40 Recording sach patent assignment per
1202 18 2202 8 Claimsinexcess of 20 property {tmes number of properties)
L 1808 TIO P 2309 383 Filing a submission altes final rejection
1201 88 220t 43 ndependent claims in excess of 3 (37 CFR 1.128{a))
1203 280 2203 145 Muliple dependent claim, f notpaid § 1810 770} 2410 385 For sach additional invention to ba
1204 86 2204 43 * Relssus indnpendent claims examined (37 CFR 1.128{b))
over original patert 1801 F70 | 2801 345 RBC[UBS! for Gontinued Exammahon {RCE)
1205 18 2205 9 **Heissue claims in axcass of 20 1862 BHO00§ 1802 @00 for : ¥
and over eriginal patent uf a design appﬁcmmn
sua'rcmu. 2) $)387.00 || Otherfee ispeciy} .. , by
ar aumber previous) , & groster; For Reissues, see above Reduced by Basic Filing Fee Paid SUBTOTAL (3} {$) 0
SUBMITED BY - {Coraplete (¢ epplicabie))
Name (FriniTyoe) David A, Belasco | egisttion No. f 45 g Telephone 310-743-1188
Signsture s Dats | May 5, 2004

ARNING: information on this firm may bécome pubiic. Credit card information should not

be included on this form. Provide credit card information and authorization on PTO-2038.
This collection of information is required by 37 CFR 1,17 and 1.27. The information is required to eblain or retain @ benefit by the public which is to fife {and by the
USPTO fo process} an application., Confidentiality is govemed by 35 U.S.C. 122 and 37 CFR 1.14. This collaction is estimated to !aisﬂ 12 minutes o complete,
including gathering, preparing, and submitting the complated application fomm to the USPTO. Time wiff vary d ding upon the individual cass. Any commanis on
the amourt of fime you require Yo camplets this form andfer suggestions for reducing this burd hould be sent (o the Chief Infarmation Officar, U.S. Patent and
Trademad Office, U.S, Deparimiant of Commeares, P.O. Box 1450, Alexandda, VA 22313‘1450 DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS,
SEND TO: Commissioner for Patents, PO, Box 1450, Alexandria, VA 22313-1450.

# you nead assistance i completing the faem, call 1-800-PTO-9189 and select opfion 2.

Cloudflare, Inc.  Exhibit 1003  Page 511



Applicant: Donald N. Cohen
Docket: 04-165-B

EXPRESS MAIL MAILING CERTIFICATE

"Express Mail" mailing label No. EV 383355458 US

Date of Deposit: May 6, 2004

T hereby certify that the following documents:

Utility Patent Application Transmittal

Fee Transmittal

Credit Card Payment Form in the amount of $772.00
Specification Consisting of 2§ pages

9 Sheets of Drawings

Copy of Declaration

Copy of Power of Attorney

Return Receipt Postcard

0N O bR e

are being deposited in a single envelope with the United States Postal Service "Express Mail Post
Office to Addressee” service on the date indicated above and such envelope is addressed to
Mail Stop Patent Application, Commissioner for Patents, P.O. Box 1450,

Alexandria, VA 22313-1450

Donna Miller
{Name of person mailing documents)

{Signature of person mailing documents)

Cloudflare, Inc.  Exhibit 1003  Page 512



10

15

20

Express Mail Label No. EV 38335545808
Bate of Deposit May 6, 2004
Docket No. M4-365-B

Packet Flooding Defense System

Cross Reference to Related Applications

This Application is a continuation of US Patent Application Serial No. 09/715,813,

filed 11/16/2000.

Field of Invention

The invention pertains to network data transmission contrels. More particularly, the
invention relates to systems for minimizing the effects of packet flooding attacks directed

against computers or routers connected to a network.

Background of the Invention

Varicus typqé of systems have been developed for handling unwanted network data
tranismission incorpératiﬂg a pumber of different technologies. U.8. Patent No. 5,581,559
issued to Crayford et al. discloses a method that verifies the integrity of data transmitted over
a network by comparing the destination address for a data packet with end station addresses
stored on network repeaters. Where the destination address fails fo match the stored end

station addresses, the data packet will be disrupted.

1
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U.S. Patent No. 6,044,402 issued to Jacobson et al., describes a system in which the
only data packets that are transmitted between source and destination network addresses are
those that satisfy the blocking policies stored by the blocking data structure. Thus only, “pre-
approved” data can flow through such a control mechanism. U.8. Patent No. 5,455,865,
issued to Periman discloses a system that relies upon a stored list of acceptable packet
identifiers at each node in the network. U.S. Patent No. 5,353,353 issued to Vijeh ef al.

describes a system that determines the acceptability of data packets based upon a destination

.address/source address match and will disrupt any packet not satisfying these criteria. U.S.

Patent No. 5,850,515 issued to Lo et al. dist;loses a system that uses source and destination
address ma_:tching to determine if packets should be transmitted to an end station or the end
station disabled from participating in the network. It also employs a system where an end
station can be disabled by a program that determines that a certain number of unauthorized
packets have been detected. While other variations exist, the above-described designs for
handling unwanted network data transmissions are typical of those encountered in the priot

art,

US Patent No. 5,367,523 to Chang et al. discloses an end-to-end, closed loop flow and
congestion control system for packet communications networks which exchanges rate request
and rate response messages between data senders and receivers to allow the sender to adjust
the data rate to avoid congestion and to control the data flow. Requests and responses are

piggy-backed on data packets and result in changes in the input data rate in a direction to

2
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optimize data throughput. GREEN, YELLOW and RED operating modes are defined to
increase data input, reduce data input and reduce data input drastically, respectively.
Incremental changes in data input are altered non-linearly to change more quickly when
further away from the optimum operating point than when closer to the optimum operating
point. Chang, et al, 1s intended for end-to-end congestion control. Congestion control
assumes cooperation between sender and receiver in solving the problem. In a packet
flooding defense, the sender, who is the attacker, will never cooperate with the receiver, his
victim. In Chang, et al, the information used is the source/destination address pairs in the
packet. Chang, et al, assume this information is accurate. In an attack, this information will
not be. The attacker will falsify the source address in order to confound the defense if it uses

information the attacker controls, such as the source address.

The primary objective of the present invention is to defend against "packet flooding
attacks" in which an attacker tries to use up all the bandwidth to the victim by sending data of
little or no value (at least to the victim), thereby making more valuable communication with
the victim slow or unreliable. A secondary objective is to defend against a related class of
attacks in which the attacker tries to use up some other resource by seading more requests of

some particular type to the victim than the victim can handle.

One way to view all these attacks is that a resource is being allocated in an unfair way.
Well-behaved users request reasonable amounts, while attackers request unreasonable

amounts. The most straight-forward allocation mechanism, which might be called "first come

3
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first served”, ends up allocating almost all of the resource to the attackers. A more "fair”

allocation would reduce the impact of an attacker to that of a normal user.

There are two obvious impediments to the "fair service” goal above. One is lack of 2
reliable way to associate incoming packets with those users among whom bandwidth should
be fairly allocated. The other is lack of control over what packets arrive. The solution
described here to both of these problems requires help from the routers that forward packets to

the victim.

The defense is distributed among cooperating sites and routers. A set of transitively
connected cooperating machines is called a "cooperating neighborhood". The quality of the
defense is related to the size of the cooperating neighborhood, a larger neighborhood
providing better defense. Within the neighborhood it is possible to trace the forwarding path
of packets. The association of packets with the "users" is approximated by associating packets
with "places” in the cooperating neighborhood from which those packets are forwarded. That
is, service will be allocated in a fair {or otherwise reasonable) manner among these places. A
"place" in this sense i3 typically a particular interface from which a packet arrived at

a cooperating router.

One such place is likely to be shared by many actual users. An attack will deny
service to those users sharing the same place. The advantage of a large number of such places
is that each place is shared by fewer users, so an attack will deny service to fewer users. [t is

advantageous 10 a user who wants to communicate with a particular machine, to be in the
4
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cooperating neighborhood of that machine, since ne attacker from another machine can deny
him service. Conversely, an attacker wishing te deny service to as many users as possible
prefers to share an entry point into the cooperating neighborhood with as many users as

possible.

Routers will supply data about the forwarding path of the packets that arrive at a site.
The site can use this data to allocate service as described above among the packets that arrive.
This would solve the problem of unfair service if the packets that arrived were a fair sample of
those that were sent to the site. This may not be the case, however, if routers are unable to
forward all the packets they receive. To some extent fair service is limited by network
topology, i.¢., oo many legitimate users trying to share parts of the same path will inevitably
suffer relative to users of uncrowded paths. However another potential cause for this problem
is a flooding attack against a router. That problem is solved by letting routers allocate their
services in a similar way to that described above for sites. That is, they allocate the limited
resouree of forwarding bandwidth aiqng any given output in a reasonable way among some

set of places in the cooperating neighbothood.

The final step in the defense is that cooperating routers will limit the rate at which they
forward packets to places that so request. This may not be essential in the allocation of
service, but it is uscful for limiting the bandwidth used by "unwanted" packets. The rate-
limiting request is to be made when a site detects a high rate of unwanted packets coming
from one place. This helps the site because it no tonger has to process as many unwanted

packets. It helps the network by freeing some of the bandwidth for other use.
5
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Even if the traffic is not reduced, the distinction between "wanted" and "unwanted”
packets plays an important role in "reasonable” allocation. For a site there are normally some
packets (in fact, the great majority) that are expected in a very strong sense. It is reasonable to
process these at the highest possible rate. All other packets are not exactly unwanted, but the
site is willing to process them at only a limited rate. A reasonable approach is to
schedude these as described above (using the places from :which they were forwarded) at a

limited rate, and regard as "unwanted” those that end up being significantly delayed (or

discarded).

Summary of the Invention

The present invention addresses many of the deficiencies of prior network defense

systems and satisfies ail of the objectives described above.

A packet flooding defense system for a network providing the desired features may be
constructed from the following components. The network includes a plurality of host
computers, routers, communication lines and transmitted data packets. Means are provided
for classifying data packets received at a host computer as are means for associating a
maximum acceptable processing rate with each class of data packet received at the computer.
Means are also provided for the compauter to find information for packets it receives regarding
the path by which the packets came to the computer. Thus, the computer can use the

information to allocate the processing rate available for packets of each class in a desired way.

6
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In another variant, a packet flooding defense system for a network including a plurality
of host computers, routers, communication lines and transmitted data packets includes means
for classifying data packets received at a host computer and means for associating a maximum
acceptable processing rate with each class of data packet received at the computer. Means are
provided for the computer to determine the rate at which data packets of each class are
transmitted from a router to the computer as are means for the router to receive information
regarding maximum acceptable transmission rate for data packets being transmitted to the
computer. Means are provided for the router to control the rate of transmission of data
packets from the router to the computer. Thus, the rate of data packet transmissioﬁs received
at the computer is kept below the maximum acceptable processing rate for each déta pgcket
class by the control of the rate of transmission of data packets from the router, thereby freeing

a portion of the network providing data packet transmission to the computer.

In this invention a path (which is not controlled by the attacker) is used to determine
the actual direction of the packet flow towards the victim. Bandwidth is allocated based upen
path (which is done via packet marks provided by routers leading up to the victim). In other
words this invention uses attacker-independent information about the path a packet takes to
allocate forwarding bandwidth in a router. The part that makes this invention completely
different from Chang, et al, is that the information has fo be attacker-independent (i.e., sender-

independent) in order to work as a defense.

7
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In yet another variant, the router is capable of receiving information regarding
maximum acceptable transmission rate for each class of data packet being transmitted to the
computer and the router is capable of controlling the rate of transmission of each class of data

packets to the computer.

In still another variant, a packet flooding defense system for a network including 2
plurality of host computers, routers, communication lines and transmitted data packets
includes means for classifying data packets received at a router and means for associating a
maximum acceptable transmission rate with each class of data packet received at the router.
Means are provided f‘or the router to find information for packets it receives regarding the path
by which the packets came to the router. Thus, the router can use the infofmati_on to allocate

the transmission rate for each class in & desired way.

In a further variant of the invention, a packet flooding defense sysiem tor a network
including a plurality of host computers, routers, communication lines and transmitted data
packets includes means for classifving data packets received at a first router and means for
associating a maximum acceptable transmission rate with each class of data packet received at
the first router. Means are provided for the first router to determine the rate at which data
packets of cach class are transmitted from a second router to the first router as are means for
the second router to receive information regarding maximum acceptable transmission rate for
data packets being transmitted to the first router. Means are provided for the second router to
control the rate of transmission of data packets from the second router to the first router.

Thus, the rate of data packet transmissions received at the first router is kept below the

8
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maximum acceptable transmission rate for each data packet class by the control of the rate of
transmission of data packets from the second router, thereby freeing a portion of the network

providing data packet transmission to the first router.

In yet a further variant, the second router is capable of receiving information regarding
maximum acceptable transmission rate for each class of data packet being transmitted to the
first router and the second router is capable of controlling the rate of transmission of each

class of data packets to the first router.

In another variant, a packet flooding defense system for av network incloding a plurality
of host computers, routers, communication lines and transmitted data packets includes at least
one firewall. The firewall includes hardware and software serving to control packet
transmission between the network and a host computer connected to an internal network.
Means are provided for classifying data packets reccived at the firewall as are means for
associating a maximum acceptable transmission rate with each class of data packet received at
the firewall. Means are provided for the firewall to find information for packets it receives
regarding the path by which the packcts came to the firewall. Thus, the firewall can use the

information to allocate the transmission rate for each class in a desired way.

In still another variant of the invention, a packet flooding defense system for a network
including a plurality of host computers, routers, communication lines and transmitted data
packets includes at least one firewall. The firewal! includes hardware and software serving to

control packet transmission between the network and a host computer connected to an internal

9
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network and means for classifying data packets received at the firewall. Means are provided
for associating a maximum acceptable transmission rate with each class of data packet
received at the firewall as are means for the firewall to determine the rate at which data
packets of cach class are transmitted from a router to the firewall. Means are provided for the
router to receive information regarding maximurmn acceplable {ransmission rate for data
packets being transmitted to the firewall as are means for the router to control the rate of
transmission of data packets from the router to the firewall. Thus, the rate of data packet
transmissions received at the firewall is kept below the maximum acceptable transmission rate
for cach data packet class by the control of the rate of transmission of data packets from the
router, thereby frecing a portion of the network providiné data packet transmission to the

firewall.

In a final variant of the invention, the router is cépab}e of receiving information
regarding maximum acceptable transmission rate for each class of data packet being
transmitted to the firewall and the router is capable of controlling the rate of transmission of

cach class of data packets to the firewall.
An appreciation of the other aims and objectives of the present invention and an
understanding of it may be achieved by referring to the accompanying drawings and the

detailed description of a preferred embodiment.

Description of the Drawings

10
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Figure 1 is a schematic view of a first embodiment of the invention illustrating the
association of maximum acceptable processing rates for each class of packet received at a

computer and a path by which the packets came to the computer;

Figure 2 is a schematic view of a second embodiment illustrating the association of
maximum acceptable processing rates for each class of packet received at a computer, a path
by which the packets came to the computer and illustrating information received at a router
regarding maximum acceptable transmission rate for data packets being transmitted to the
computer;

Figure 3 is a schematic view of a third eﬁlhodiment iltustrating information received
at a router regarding maximum acceptable transmission rate for each class of data packets

being transmitted to the computer;

Figure 4 is a schematic view of a fourth embodiment illustrating association of
maximum acceptable transmission rates for each class of packet received at a router and a path

by which the packets came to the router;

Figure 5 is a schematic view of a fifth embodiment illustrating the association of
maximurm acceptable transmission rates for each class of packet received at a first router, a
path by which the packets came to the first router and illustrating information received at a
second router regarding maximum acceptable transmission rate for data packets being

transmitted to the first router;

13
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Figure 6 is 2 schematic view of a sixth embodiment illustrating information received
at the second router regarding maximum acceptable transmission rate for each class of data

packets being transmitted to the first router;

Figure 7 is a schematic view of a seventh embodiment of the invention illustrating the
association of maximum acceptable transmission rates for each class of packet received at a

firewall and a path by which the packets came to the firewall;

Figure 8 is a schematic view of an eighth embodiment illustrating the association of
maximum acceptable transmission rateé for cach class of packet received at the firewall, a
path by which the packets came to the firewall and illustrating information received at a router
regarding maximum acceptable transmi:s.sion rate for data packets being transmitted to the

firewall; and
Figure 9 is a schematic view of a ninth embodiment illustrating information received
at a router regarding maximuam acc{-:ptaﬁle transmission rate for each class of data packets

being transmitted to the firewall.

Detailed Description of the Preferred Embodiment

Figure 1 iliustrates a packet flooding defense system 10 for a network 14 providing
the desired features that may be constructed from the following components. The network 14
includes a plurality of host computers 18, routers 22, communication lines 26 and transmitted

12
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data packets 30. Means are provided for classifying data packets 30 received at a host
computer 18 as are means for associating a maximum acceptable processing rate 34 with each
class 38 of data packet 30 received at the computer 18. Means are also provided for the
computer 18 to find information for packets 30 it recetves regarding the path 46 by which the
packets 30 came to the computer 18. Thus, the computer 18 can use the information to
allocate the processing rate for each class 38 in a desired way among the places from which
packets 30 are transmitted.

In another variant, as illustrated in Figare 2, a packet flooding defense system 10 for a
network 14 including a plurality of host computers 18, routers 22, communication lines 26 and
transmitted data packets 30 inciludes means for classifyving data packets 30 received at a host
computer I8 and means for asséci‘atirng a maximum acceptable processing rate 34 with each
class 38 of data packet 30 received at the computer 18. Means are provided for the computer
18 to determine the rate at which data packets 30 of cach class 38 are transmitted from a
router 22 to the computer 18 as.are means for the router 22 to receive information regarding
maximum acceptable transmission rate 78 for data packets 30 being transmitted to the
computer 18. Means are provided for the router 22 to control the rate of transmission of data
packets 30 from the router 22 to the computer 18. Thus, the rate of data packet transmissions
received at the computer 18 is kept below the maximum acceptable processing rate 34 for
each data packet class 38 by the control of the rate of transmission of data packets 30 from the
router 22, thereby frecing a portion of the network 14 providing data packet transmission to

the computer 18.

13
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In yet another variant, as illustrated in Figure 3, the router 22 is capable of receiving
information regarding maximum acceptable transmission rate 70 for each class 38 of data
packet 30 being transmitted to the computer 18 and the router 22 is capable of controlling the

rate of transmission of each class 38 of data packets 30 to the computer 18.

In still another variant, as illustrated in Figure 4, a packet flooding defense system 10
for a network 14 including a plurality of host computers 18, routers 22, communication lines
26 and transmitted data packets 30, includes means for classifying data packets 30 received at
a router 22 and means for associating & maximum acceptable transmission rate 74 with each
class 38 of data packet 3{) received at the router 22. Means are provided for the router 22 {0
find information for paékets_ 30 it receives regarding the path 50 by which the packets 30 came
to the router 22. Thus, .thc router 22 can use the information to allocate the transmission rate

for each class 38 in a desired way.

In a further variant of the invention, as illustrated in Figure 5, a packet flooding
defense system 10 for a network 14 including a plurality of host computers 18, routers 22,
communication lines 26 and transmitted data packets 30 includes means for classifying data
packets 30 received at a first router 54 and means for associating a maximum acceptable
transmission rate 78 with each class 38 of data packet 30 received at the first router 54. Means
are provided for the first router 54 to determine the rate at which data packets 30 of each class
38 are transmitted from a second router 58 to the first router 54 as are means for the second
router 38 to receive information regarding maximum acceptable transmission rate 82 for data

packets 30 being transmitted to the first router 54. Means are provided for the second router

14
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58 to control the rate of transmission of data packets 30 from the second router 58 to the first
router 54. Thus, the rate of data packet transmissions received at the first router 54 is kept
below the maximum acceptable transmission rate 78 for each data packet class 38 by the
control of the rate of transmission of data packets 30 from the second router 58 , thereby

freeing a portion of the network 14 providing data packet transmission to the first router 54.

In yet a further variant, as illustrated in Figure 6, the second router 38 is capable of
receiving information regarding maximum acceptable transmission rate 84 for cach class 38 of
data packet 30 being transmitted to the first router 54 and the second router 58 is capable of

controlling the rate of transmission of each class 38 of data packets 30 to the first router 54.

In anct:her variant, as illustrated in Figure 7, a packet flooding defense system 10 fora
network 14 inéiuding a plurality of host computers 18, routers 22, communication lines 26 and
transmitted data packets 30 includes at Icast one firewall 86. The firowall 86 includes
hardware and software serving to control packet transmission between the network 14 and a
host computer 18 connected to an internal network 98. Means are provided for classifying
data packets 30 received at the firewall 86 as are means for associating a maximum acceptable
transmission rate 94 with each class 38 of data packet 30 received at the firewall 86. Means
are provided for the firewall 86 to find information for packets 30 it receives regarding the
path 98 by which the packets 30 came to the firewall 86. Thus, the firewall 86 can use the

information to allocate the transmission rate for each class 38 in a desired way.

15
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In still another variant of the invention, as illustrated in Figure 8, a packet flooding
defense system 10 for a network 14 including a plurality of host computers 18, routers 22,
communication lines 26 and transmitted data packets 30 includes at least one firewall 86. The
firewall 86 includes hardware and software serving to control packet transmission between
the network 14 and a host computer 18 conneeted to an internal network 90 and means for
classifying data packets 30 received at the firewall 86. Means are provided for associating a
maximum acceptable transmission rate 94 with cach class 38 of data packet 30 received at the
firewall 86 as are means for the firewall 86 to determine the rate at which data packets 30 of
each class 38 are transmitted from a router 22 to the firewall 86. Means are provided for the
router 22 to receive information regarding maximum acceptable transmission rate 92 for data
packeté 30 being transmitted to the firewall 86 as are means for the router 22 to control the
rate of transmission of data packets 30 from the router 22 to the fircwall 86. Thus, the rate of
data pécket transmissions received at the firewall 86 is kept below the maximum acceptable
mnsﬁission rate 94 for each data packet class 38 by the control of the rate of transmission of
data packets 30 from the router 22, thereby freeing a portion of the network 14 providing data

packet transmission to the firewall 86.

In a final variant of the invention, as illustrated in Figure 9, the router 22 is capable of
receiving information regarding maximum acceptable transmission rate 98 for each class 38 of
data packet 30 being transmitted to the firewall 86 and the router 22 is capable of controlling

the rate of transmission of each class 38 of data packets 30 to the firewall 86.

16
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The packet flooding defense system 18 has been described with reference to particular
embodiments, Other modifications and enhancements can be made without departing from

the spirit and scope of the claims that follow.

17
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CLAIMS

L. A packet flooding defense system for a network comprising & plurality of host
computers, routers, communication lines and transmitted data packets, said system
5 comprising:
means for classifying data packets received at a host computer;
means for associating a maximum acceptable processing rate with each class of
data packet received at said computer;
means for said computer to find information for packets it receives regarding
10 the path by which said packets came to said computer; and
whereby, said computer can use said information to allocate the pracessing rate

available for packets of each class in a desired way.

2, A packet flooding defense system for a network comprising a plarality of host
15 computers, routers, cornmunication lines and transmitted data packets, said system
comprising:
means for classifying data packets recetved at a host computer;
means for associating a maximum acceptable processing rate with each class of
data p.acket received at said computer;
20 means for said computer to determine the rate at which data packets of each
class are transmitted from a router to said computer;
means for said router to receive information regarding maximum acceptable

transmission rate for data packets being transmitted to said computer;
18
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means for said router to control the rate of transmission of data packets from
said router to said computer; and
whereby, the rate of data packet transmissions received at said computer is kept
below the maximum acceptable processing rate for each data packet
5 class by said contrel of the rate of transmission of data packets from
said router, thereby frecing a portion of the network providing data

packet transmission to said computer.

3. A packet flooding defense system as described in Claim 2, wherein:

16 said router is capable of receiving information regarding maximum acceptab]é
transmission rate for each class of data packet being transmitted to said
computer; and

said router is capable of control

ling the rate of transmission of each class of data packets to said computer.

15
4, A packet flooding defense system for a network comprising a plurality of host
computers, routers, communication lines and transmitted data packets, said system
comprising:
means for classifying data packets received at a router;
20 means for associating a maximum acceptable transmission rate with each class

of data packet received at said router;
means for said router to find information for packets it receives regarding the
path by which said packets came to said router; and
19
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whereby, said router can use said information to atlocate the transmission rate

for cach class in a desired way.

5. A packet flooding defense system for a network comprising a plurality of host
5 computers, routers, communication lines and transmitted data packets, said system
comprising:
means for classifying data packets received at a first router;
means for associating a maximum acceptable transmission rate with each class
of data packet received at said first router;
10 means for said first router to determine the rate at which data packets of each
class are transmitted from a second router to said first router;
means for said second router to receive information regarding maximum
acceptable transmission rate for data packets being transmitted to said
first rounter;
15 means for said sccond router to control the rate of transmission of data packets
from said second router to said first router; and
whereby, the rate of data packet transmissions received at said first router is
kept below the maximum acceptable transmission rate for cach data
packet class by said control of the rate of transmission of data packets
20 from said second router, thereby freeing a portion of the network

providing data packet transmission to said first router.

20
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6. A packet flooding defense system as described in Claim 5, wherein:
said second router is capable of recetving information regarding maximum
acceptable transmission rate for each class of data packet being
transmitted to said first router; and
5 said second router is capable of controlling the rate of transmission of each

class of data packets to said first router.

7. A method of providing packet flooding defense for a network comprising a plurality of
host computers, routers, communication lines and transmitted data packets, said

10 method comprising the steps oft
determining a path by which data packets arrive at a host carﬁpute;;
classifying data packets received at a host computer by path;r
associating a maximum acceptable processing rate with each class of data

packet received at said host computer; and
i5 allocating a processing rate less than or equal to said maximum acceptable

processing rate for packets of each class in a desired way.

8. A method of providing packet flooding defense for a network comprising a plurality of
host computers, routers, communication hines and transmitted data packets, said
20 method comprising the steps of:
classifying data packets received at a host computer;
associating a maximum acceptable processing rate with each class of data

packet received at said computer;
21
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determining the rate at which data packets of each class are transmitted from a
router o said computer;

receiving a maximum acceptable transmission rate for data packets being
transmitted to said computer in said router; and

5 controlling the rate of transmission of data packets frorm said router to said

computer by said router so that data packet transmissions received at
said computer arc kept below the maximum acceptable processing rate
for each data packet class;

thereby freeing a portion of the network providing data packet transmission 1o

10 said computer.

9. A method as described in Claim §, in which:
said router is capable of receiving information rcgarding maximum accepiable
transmission rate for each class of data packef being transmitted to said
13 ' computer; and
said router is capable of controlling the rate of transmission of each class of

data packets to said computer.

10. A method of providing packet flooding defense for a network comprising a plurality of
20 host computers, routers, communication lines and transmitted data packets, said
method comprising the steps of:
determining a path by which data packets arrive at said router;

classifying data packets received at & router by path;

22
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associating a maximum acceptable transmission rate with each class of data
packet received at said router; and
allocating a transmission rate equal 1o or less than said maximum acceptable

transmission rate for each class in a desired way.

11. A method of providing packet flooding defense for a network comprising a plurality of
host computers, routers, communication lines a.ﬁr.i transmitted data packets, said
method comprising the steps of:

classifying data packets received at a first router;
10 associating a maximum acceptable transmiss.ion rate with each class of data
packet received at said first router,
determining by said first router of the rate at which data packets of each class
are transmitied from a second router to said first router;
receiving by said second router of information regarding maximum acceptable
15 transmission rate for data packets being transmitted to said first router;
and
controlling by said second router of the rate of transmission of data packets
from said second router to said first router so that said rate of
transmission is below the maximur acceptable transmission rate for
20 each data packet class;
thereby freeing a portion of the network providing data packet transmission to

said first router.

23
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12, A method as described in Claim 11, in which:
said second router is capable of receiving information regarding maximum
acceptable transmission rate for each class of data packet being
transmitted to said first router; and
said second router is capable of controlling the rate of transmission of each

class of data packets to said first router.

13, A packet flooding defense system for a network comprising a plurality of host
computers, routers, communication lines and transmitted data packets, said system
comprising:

means for determining a path by wimich data packets arrive at a host computer;

means for classifying data packets récﬂivcd at said host computer by path;

means for assigning a maximum acéepiable pmceséing rate to each class of
data packet; and

means for allocating a processing rate equal to or less than said maximum

acceptable processing rate to each class of data packet.

14, A packet flooding defense system for a network comprising a plurality of host
computers, routers, comrmunication lines and transmitted data packets, said system
comprising;

means for classifying data packets received at a host computer;
means for associating a maximum acceptable processing rate with each class of

data packet received at said computer;
24
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means for said computer to determine the rate at which data packets of each
class are transmitted from a router to said computer;

means for said router to receive information regarding maximum acceptable
transmission rate for data packets being transmitted to said computer;

5 and

means for said router to control the rate of transnyission of data packets from
said router to said computer so that the rate of data packet transmissions
received at said computer is kept below the maximum acceptable
processing rate for each data packet class;

131] thereby freeing a portion of ih{: network providing data packet transmission to

said computer.

15. A packet flooding defense system as described in Claim 14, in which;
said router is capable of receiving information regarding maximurn acceptable
15 transmission rate for each class of data packet being transmitted to said
computer; and
said router is capable of controlling the rate of transmission of each class of

data packet to said computer.

20 16, A packet flooding defense system for a network comprising a plurality of host
computers, routers, communication lines and transmitted data packets, said system

comprising:

25

FABSE NCleneACS N4 165-8 Continuation of 02-322-B\4pplicationiContinuationApp.doc

Cloudflare, Inc.  Exhibit 1003  Page 537



Docket No. £4-165-8

means for a router to determine a path by which said packets came to said
router;
means for classitying data packets received at a router by path;
means for associating a maximum acceptable transmission rate with each class
5 of data packet received at said mﬁter; and
means for said router to allocate the transmission rate for each class in a

desired way.

17. A packet flooding defense system for a network comprising a plurality of host
10 computers, routers, communication Hnes and transmitted data packets, said system
comprising:
means for classifying data packets received at a first router;
means for asseciatiﬁg a maximum acceptable transmission rate with each class
of data packet received at said first router;
15 means for said first router to determine the rate at which data packets of each
class are transmitted from a second router to said first router;
means for said second router to receive information regarding maximum
acceptable transmission rate for data packets being transmitted to said
first router; and
20 means for said second router to control the rate of transmission of data packets
from said second router to said first router so that the rate of data packet
transmission received at said first router is kept below the maximum

acceptable transmission rate for each data packet class;

26
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thereby freeing a portion of the network providing data packet transmission to

said first router.

18. A packet flooding defense system as described in Claim 17, wherein:
said second router is capable of receiving information regarding maximum
acceptable transmission rate for each class of data packet being
transmitted to said first router; and
said second router is capable of controlling the rate of transmission of each

class of data packets to said first router.

27
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ABSTRACT

The invention prevents "packet flooding”, where an attacker uses up all available
bandwidth to a victim with useless data. It can also be used to prevent some other related
denial of service attacks. The defense is distributed among cooperating sites and routers. The
sites identify data they don’t want. The routers help sites to determine which routers forward
that data. The sites then ask these routers to reduce the rate at which such data is forwarded.
Variations of the defense protect against packet flooding attacks on routers and attacks in

which an sttacker tries to use up some service offered by a site.

1
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I Docket No.
! Q982-P

e,

Declaration and Power of Attorney For Patent Application
English Language Declaration

As a below named inventor, | hereby declare that;
My residence, post office address and citizenship are as stated below next to my name,

| believe | am the original, first and sole inventor (if only one name is listed below) or an original,
first and joint inventor (if plural names are listed below) of the subject matter which is claimed and for
which a patent is sought on the invention entitled

PACKET FLOODING DEFENSE SYSTEM

the specification of which

{check ong)

¥ is attached hereto, .

3 was filed on as United States Application No. or PCT international
Application Number
and was amended on

* {if applicable)

I hereby state that | have reviewed and understand the contents of the above identified specification,
including the claims, as amended by any amendment referred to above.

I acknowledge the duty to disclose to the United States Patent and Trademark Office all information
known t¢ me to be material to patentabifity as defined in Title 37, Code of Federal Regulations,
Section 1.56.

I hereby claim foreign priotity benefits under Title 35, United States Code, Section 118(a)-(d) or
Section 365(b) of any foreign application{s) for patent or inventor's cedificate, or Section 365(a) of
any PCT Intemational application which designated at least one country other than the United
States, listed below and have also identified below, by checking the box, any foreign application for
patent or inventor's certificate or PCT International application having a filing date before that of the
application on which priority is ¢laimed.

Prior Foreign Application(s) Priority Not Claimed
- a
(Number) ' {Country} {Day/MonthfYear Filed)
{(Number) {Country) {t)ayiMonihNear #iled) .
{Number) {Country) {Day/Month/Year Fited) -
Form PTO-S8-01 (995} {Modifted) PO2REVOZ Patent and Trademark ONice-U.S. DEPARTMENT OF COMMERCE
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I hereby claim the benefit under 35 U.S.C. Section 118(e) of any United States provisional

(Application Serial No.) (Filing Date)
(Application Serial No.) (Filing Date)
(Application Seral No.) {Filing Date)

I hereby claim the benefit under 35 U. 8. C. Section 120 of any United States application(s), or
Section 365(c) of any PCT Intemational application designating the United States, listed below and,
insofar as the subject matter of each of the claims of this application is not disclosed in the prior
United States or PCT Intemnational application in the manner provided by the first paragraph of 35
U.8.C. Section 112, | acknowledge the duty fo disclose to the United States Patent and Trademark
Office alt information known to me to be material to patentability as defined in Title 37, C. F. R.,
Section 1.58 which became available between the filing date of the prior application and the national
or PCT International filing date of this application:

{Application Serial No.) {Filing Date) {Status) 7 :
. : ‘ (patented, pending, abandened)

{Application Serial No.) {Filing Date) {Status)
: {patented, pending, abandoned)

{Application Serial No.) {Filing Date) (Siatus)
(patented, pending, abandoned)

| hereby declare that all statements made herein of my own knowledge are true and that all
statements made on information and belief are believed 10 be true; and further that these statements
were made with the knowledge that willful faise statements and the like so made are punishable by
fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that
such willful false statements may jeopardize the validity of the application or any patent issued
thereon,

Form PTO-SB-01 {5-95} (Modifind} Patent anst Trademark Office-d, $, DEPARTMENT OF COMMERCE
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POWER QF ATTORNEY: As a named inventor, | hereby appoint the following attomey(s) and/or
agent(s) to prosecute this application and transact all business in the Patent and Trademark Office
connected therewith. (iist name and registration number)

Wiliam H, Pavitt, Jr, Registration No. 16,290;
Natan Epstein Registration No. 28,997;
Raobert Jacohs Registration No, 33,403;
David A. Belasco Registration No. 41,609;
Todd B. Serota Registration No. 31,421

Send Correspondence to: David A. Belasco, Esq.
BEEHLER & PAVITT

100 Corporate Pointe, Suite 330

Culver City, California 90230

~ Direct Telephone Calis to: (name and telephone number)
David A, Belasco, Esq. (310) 215-3183

Fufl name of sole or first inventor } )

Donaild N, Cohen - ) .

Sole or first invehldéfvs‘ signalure ‘ {ate
A A ; g e wed

Residence

2815 Baddington Drive Los Angeles, California 30064

Citizenship

U.S.A.

Past Office Address

Same ag above

Fuli name of second inventor, if any

Second inventars signature T Date

Residence

Citrenship

Post Office Address

Foym PYO.S8-09 {6-85] (Modified) ' Patent and Trademark Office-).8, DEPARTMENT OF GOMMERCE
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FEE RECORD SHEET

O5/11/2004 GUDRIOFY 00000040 10841084

41 FCi2091 385,00 gp
0F FLrER0L 387,00 OP

PTO-1556
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PATENT APPLICATION FEE DETERMINATION RECORD
Effective October 1, 2003

Application orDocket Number

CLAIMS AS FILED - PART I

(ol gul, 06«

SMALL ENTITY OTHER THAN
(Coturmn 1) _(Coiymn 2) TYPE [ OR SMALL ENTITY
TOTAL CLAIMS L RATE | FEE RATE | FEE
FOR | NUMBER FiLED NUMBER EXTRA BASIC FEE} 385.00 [ppriBasic FEE} 770.00
| TOTAL CHARGEABLE CLAIMS i€ mmuszoz * /@ XS 9= onl xsis=
INDEPENDENT CLAIMS l l minus 3 = 6? X43= on X86=
MULTIPLE DEPENDENT CLAIM PRESENT D
, +145= joR| +280=
* i the difference in column 1 is less ihlan zero, enter “07 in column 2 TOTAL |77 7' OR TOTAL
CLAIMS AS AMENDED - PART It ‘ OTHER THAN
(Colymn 1} (Cotumn2)  (Coumn3)  SMALLENTITY OR SMALLENTITY
CLAINS HIGREST :
ADDI- ADDI-
< REMAINING © NUMBER £
b | AFTER PREVIOUSLY | Esrrn RATE |TIONAL RATE | TIONAL
z AMENDMENT PAID FOR FEE | eeE
= , | |
g Total * Minus *x = X8 9= on X$18=
W depende * i) e =
3 Independent Minus _ - X43= oR| X86=
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM D
, 145= +290=
{ 9 . ‘ . o . + CR
¢ &} L{;.»5;’7f$?;50,i1,15/}Lf,g@/r’? TR oR S TORTTR
ADDIT. FEE ADDIT. FEE
{Column 1) (Column 20 {Column 3) :
CLAIMS HIGHEST
@ REMAINING NUMBER PRESENT ADDI- | ADDI-
b AFTER PREVIOUSLY EXTRA RATE JTIONAL] RATE | TIONAL
Z AMENDMENT PAID FOR FEE | :
§ Total » Minus - ! = X% 9=
g independent { Minus . 4= X43m
< [FIRST PRESENTATION OF MULTIPLE DEPENDENT GLAM | ]
*145:
TOT0TALY
. ADDIT. FEE
{Column 1) {Column 2) _ (Column3)
N TLAIMS HIGHEST :
© REMAINING NUMBER | present ADDI- ADDI- §
= AFTER PREVIOUSLY | EXTRA RATE JTIONAL RATE } TIONAL
] AMENDMENT PAID FOR FEE EEE
& Total '
g > Mins ** = x5 9= or | X$18=
"’s" independent | » Minus - =
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM D
+1458= OR ] +290=
* 1 the entry in column 1 is fess than the entry in eolumn 2, write "0" in column 3. YO A
** H the “Highest Number Previously Paid For” IN THIS SPACE & less than 20, enter “20.” mnr}o;;’é - JOR Ann;ogés"
**H the “Highest Number Previously Pald For IN THIS SPACE i less than 3, enter 3. ) " "
The "Highest Number Previcusly Paid For* (Totat or independent) is the highest number found in the appropriate bax incofumn 1,
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EAST Search History

Ref Hits | Search Query DBs Default | Plurals | Time Stamp
# Operator
L1 32 | ("370"/$.ccls. or "380"/%.ccls, or US-PGPUB; | OR QFF 2007/08/25 15:55
“709"/$cdls. o "713"/$.ccls. or USPAT;
"726"/$.ccls.) and {router with fliow | EPO; IPG;
adj2 (control or allocat$) and DERWENT;
{defense or denial}) 1IBM_TDB
12 444 | ("370"/$.ccls. or "380"/$.ccls. or US-PGPUB; | OR OFF 2007/09/25 15:56
709" /$.ccls. or "713"/%.ccks. or LUSPAT,
“726"%/%.ccls.) and {router and denial | EPD; JPO;
adijl service and bandwidth) and DERWENT;
firewall$ IBM_TDB
L3 34} ("370"/$.ccls. or "380"/4.ocls. or US-PGPUB; | OR OFF 2007/09/25 15:58
"708"/4.ccls. or “713"/$.ccls. or USPAT;
"726"/%.ccls.) and {router and denial | EPO; JPO;
adjl service and bandwidth) and DERWENT;
firewall$ and @ad<"20001116" IBM_TDB
L4 414 | {"370"/$.ccls, or "380"/%.ccls. or US-PGPUB; | OR QFF 2007/09/25 16:02
"709"/%.ccls, or "713"/4.ccls, or USPAT;
"726"f$.ccls.) and (packet with flow | EPO; JPO;
adi2 {conirol or allocat$ or congest$ | DERWENT;
or {(high or large) adjl {traffic or IBM_TDS
throughs$))) and router§) and
@ad<"20001116"
L5 140 1 ("370"/%.ccls, or "380"/%.ccls. or US-PGPUB; | OR OFF 2007/09/25 16:02
"709"/%.ccls. or "713%/4.ccls, or USPAT; -
"7236"[$.cels.) and (packet adj3 flow | ERQ; JPO;
adj2 (control or allocat$ or congest$s | DERWENT;
or (Chigh or large) adjl (traffic or IBM_TDB
through$))) and router$) and
@ad<"20001116"
S1 2070 | 713/201.ccls. US-PGPUB; | OR OFF 2004/06/01 11:35
USPAT:
EPO; IPO;
DERWENT;
IBM_TDB
S2 3 | 713/201.ccls. and packet with US-PGPUB; | OR | OFF 2003/10/23 11:56
flooding and router USPAT;
EPO; IPO;
DERWENT;
IBM_TDB
S3 3 | 713/201.ccls. and packet with US-PGPUB; | OR OFF 2003/10/23 11:56
flooding and router USPAT;
EPG; IPC; |
DERWENT;
BM_TDB
§/25/07 4.04:17 PM Page 1
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EAST Search History

54

S5

56

s7

58

59

$10

511

512

$13

94

495

471

329

64

982

118

130

packet with flooding and router

packet with flooding and router and
denial and bandwidth

router and denial and bandwidth

router and denial adil service

router and denial adj! service and
bandwidth

router and denial and bandwidth
and transmi$ adjl rate

router and denial and bandwidth
and send$ adjl rate

network same router and flood$

network same router and flood$ and
defen}

router and flood$ and defens

US-PGPUB;
USPAT;
ERQ; IPO;
DERWENT;
IBM_TDB
US-PGPUB;
USPAT;
EPD; IPD;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPQ; JPG;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPO; IPO;

DERWENT;

iBM_TOB

US-PGPUB;
USPAT;
EPQ; IPO;
DERWENT;
1BM_TDB

US-PGPUB:
USPAT;
EPO; JPD;
DERWENT;
IBM_TDB

US-PGPUSB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
LSPAT;
EPQ; PO,
DERWENT;
IBM_TDB
LUS-PGPUB;
LUSPAT;
EPO; JPO;
DERWENT;
IBM_TDB
US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OR

OR

OR

OR

OR

OR

OR

OR

OR

OFF

OFF

OFF

OFF

OFF

OFF

QFF

OFF

OFF

OFF

2004/02/23 16:03

2003/10/23 11:57

2003/10/23 11:59

2003/10/23 11:59

2004/02/23 16:06

2003/10/23 12:00

2003/10/23 12:00

2003/10/23 12:01

2003/10/23 12:01

2003/10/23 12:01

9/25/07 4:04:17 PM
C:\Documents and Settings\RBaum\My Documenis\EAST\workspaces\ 10841064, wsp
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EAST Search History

514

515

S16

$17

518

518

520

821

522

$23

9

30

241

126

50

ddos

packet adjl class$ and denial adjl
service

throtti$ with bandwidth and denial

709/ 238-244.ccls. and denial and
allocate

709/238-244.ccls. and flood$ with
rate

709/238-244.ccls. and transmi$ with
rate

router with flow adjl control

1 packet adjl flood$ and defense

packet with overloads$

packet adj2 overload$

US-PGPUB;
USPAT:
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPQ; JPG;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPQ; JPOy
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
1BM_TDB

US-PGPUB;
USPAT;
EPO; IPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPQ; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPQ; JPQ;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT:
EPD; IPG;
DERWENT;
IBM_TDB
US-PGPUB;
USPAT;
EPQ; JPO;
DERWENT:
IBM_TDB
US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OR

OR

CR

OR

OR

CR

CR

OR

OR

OFF

OFF

QFF

OFF

OFF

QFF

OFF

OFF

OFF

OFF

2003/10/23 12:02

1 2003/10/23 12:02

2003/10/23 12:03

2003/10/23 12:05

2003/10/23 12:07

2003/10/23 12:07

2003/10/23 12:08

2003/10/23 12:08

2003/10/23 12:16

2003/10/23 12:17

9/25/07 4:04:17 PM
C:\Documents and Settings\RBaum\My DocumentS\EAST\workspaces\10841064.wsp
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EAST Search History

524

525

526

| 827

528

{ 829

{ 530

531

1 632

§33

%

568

67

25

nacket adjt flood$

packet with flow adj2 {control or
allocats) and routers

packet with flow adj2 {control or
allocat$) and routers$ and (defense

or denial)

router with flow adj2 (controf or

aflocats) and (defense or denial)

"5367523".pn.

"5007052".pn.

*5689513".pn.

"6412000".pn.

"5434860".pn.

¥20020032871".pn.

| US-PGPUB;
| USPAT;

| EPO; IPO;
| DERWENT;
| 18M_TDB

| US-PGPUB;
| USPAT:

| EPO; IPO;
| DERWENT;
| 1BM_TD8

| US-PGPUB;
| USPAT;

| EPO; IPO,
| DERWENT;
| IBM_TD8

| US-PGPUB;
| USPAT:

| EPO; 3P0,
| DERWENT;
| IBM_TDB

| US-PGPUB;
| USPAT;

| EPO; JPO;
| DERWENT:

IBM_TDB

| us-papUB;

USPAT;
EPQ; JPO;

| DERWENT;
| IBM_TODB

| US-PGPUB;
| USPAT;

| EPO; IPO;
| DERWENT;
| IBM_TDB

| US-PGPUSB;
| USPAT;

EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPO; PO
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;

EPO; JPO;
DERWENT;

OR

OR

CR

OR

OR

OR

OR

OR

OR

OR

QFF

OFF

OFF

QFF

OFF

OFF

OFF

OFF

QFF

OFF

IBM_TDB

2003/10/23 12:33

2003/10/23 12:34

2003/10/23 12:50

| 2004/06/01 11:36

2003/10/23 13:06

2003/10/23 13:09

2003/16/23 13:12

2003/10/23 13:15

2003/10/23 13:17

2003/10/23 13:19

9/25/07 4:04:17 PM
C:\Documents and Settings\RBaum\My Documents\EAST\workspaces\ 10841064 .wsp
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EAST Search History

534

535

| 536

537

$38

539

540

41

542

543

10

17

82

"4817080".pn.

"6088804".pn.

"5581559".pn. or "6044402".pn. or
"5455865”.pn. or "5353353".pn. or
"E850515".pn,

{"5581559".pn. or "6044402" .pn. or
"5455865".pn. or "5353353%pn. or
5850515 pn. } and firewall$

370/229-240.ccls. and packet with
floeding and router

370/229-240.ccls. and router and
denial adil service and bandwidth

370/229-240.ccls, and router and
denial adjl service and bandwidth
and firewatl

{713/201.ccls. or 708/238-244.ccls,
or 370/229-240.ccls.) and {router
with flow adj2 (control or allocats)
and (defense or denial))

{713/201.cc)s. or 708/238-244.ccls.
or 370/229-240.ccls.) and {router
and denial adjt service and
bandwidth)

{713/201.ccls. or 705/238-244 ¢cls.
or 370/229-240.ccls.) and {router
with flow adj2 (control or allocat$)
and {defense or denial}} and
firewall$

US-PGEPUB;
USPAT
EPO; JIPO,
DERWENT;
IBM_TDB

US-PGPUB;
USPAT:
EPO; JPO;
DERWENT;
1BM_TDB

US-PGPUB;
USPAT;
EPQ; IPO;
DERWENT;
1BM_TDB

US-PGPUB;
USPAT:
EPO; IPO;
DERWENT;
HBM_TDB

US-PGPUB;
USPAT;
EPQ; 1P0;
DERWENT;

| 18BM_TDB

| US-PGPUB;
| USPAT;

| EPO; IPO;
| DERWENT;
| IBM_TDB

| US-PGPUB;
| USPAT;

| EPQ; PO,

| DERWENT;
| IBM_TDB

| US-PGPUB;
| USPAT;
| EPO; IPO;

DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPO; IPO;
DERWENT;
1IBM_TDB
US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
18M_TDB

OR

OR

OR

OR

OR

OR

OR

OR

OR

OR

OFF

OFF

OFF

OFF

OFF

QFF

OFF

OFF

OFF

OFF

2003/10/23 13:21

2003/10/23 13:21

2004/02/23 15:51

2004/02/23 15:51

2004/02/23 16:04

2004/06/01 11:37

2004/02/23 16:10

2004/06/01 11:57

2004/06/01 11:57

2004/06/01 11:56

9/25/07 4:04:17 PM
C:\Documents and Settings\RBaumiMy Documents\EAST\workspaces\ 10841064 .wsp
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EAST Search History

544

545

546

547

548

54

(713/201.ccls. or 709/238-244.ccls.
or 370/229-240.ccls.) and (router
and denial adj1 service and
bandwidth) and firewall$

(713/201.ccls. or 709/238-244.ccls.
or 370/229-240.ccls.) and (router
and denial adjl service and
bandwidth) with firewall$

{713/201,160.ccls. or 709/ 238-244.
cols. or 370/229-240.ccls.) and
{router and denial adjl service and
bandwidth) with firewall$

{713/201,160.ccls. or 709/238-244.
ocls. or 370/229-240.ccls.) and
(router with flow adj2 (control or
allocats) and (defense or denial})
and firewall$

{713/201,160.ccls, or 709/238-244,
ccls. ot 370/229-240.¢cls.) and
{router with flow adj2 {control or
allocats) and (defense or denial))

US-PGPUB;
USPAT;
EPQy JPC;
DERWENT;
IBM_TDB
US-PGPUB;
USPAT;
EPO; IPO;
DERWENT;
18M_TOB

US-PGPUB;
USPAT;

EPO; JPO;
DERWENT;

IBM_TDB

US-PGPUB;
USPAT;
EPQ; PO,
DERWENT;
iBM_TDB

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
1BM_TDB

OR

OR

OR

OR

OR

OFF

QFF

OFF

OFF

OFF

2007/09/25 15:55

2004/06/01 11:55

2004/06/01 11:55

2004/06/01 11:56

2007/09/25 15153

9725707 4:04:17 PM
C:ADocuments and Settings\RBaum\My Rocuments\EAST\workspaces\10841064.wsp
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PO, Box 1450

Alexsndris, Virginia 223131450
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Please find below and/or attached an Office communication concerning this application or proceeding.
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Notice of the Office communication was sent electronically on above-indicated "Notification Date” to the

following e-mail address(es):

patmaili@bitlaw.com
donna@bjtiaw.com
denise@bjtlaw.com
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Application No, Applicanlg:])

10/841,064 COMEN, DONALD N,
Office Action Summary Examiner AR Unit
Ronald Baum 2136

- The MAILING DATE of this communication appears on the cover sheet with the correspondence address -
Period for Reply

A SHORTENED STATUTORY PERICD FOR REPLY I8 SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WH!CHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensiong of ime may by awaﬁame under the provisions of 37 CFR 1.138(a). In no event, however, may = reply be timely filed

after SiX {8) MONTHS from the maiting date of this communication.
- NO period for reply is specified above, the maximum statutory period wilt apply and wilt expire SIX (8) MONTHS from the mailing dale of this communication.
- Failure to reply within the set or extended parod for reply will, by statute, cause the application to become ABANDONED (35 11.8.C. § 133}

Any reply receivad by the Office fater than three months afey the mailing dale of this communication, ever if timely filed, may reduce any

earnad patent term adjustment. See 37 CFR 1.704(b).

Status

1B Responsive to communication(s) filed on 87 May 2004.
2a)[] This action is FINAL. 2b)53 This action is non-final.
3)[7] Since this application is in condition for alfowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quavle, 1835 G.D. 11, 453 0.G. 213

Disposition of Claims
- 4K Claim(s} 1-18 is/are pending in the application.
4a) Of the above claim{s) ______is/are withdrawn from consideration.
S)[] Claim(s) ____ is/are allowed.
6)B] Claim(s) 1-18 isfare rejected.
7] Claim(s) ____ is/are objected to.

8] Claim(s) are subject to restriction and/or glection requirement.

Application Papers

N The specification is objected fo by the Examiner.
103 The drawing(s) fited on 07 May 2004 isfare; a)[X accepted or b){] objected to by the Examiner.
Applicant may not request that any objection o the drawing(s) be held in abeyance. Sea 37 CFR 1.85(a).
Replacement drawing shesi(s) including the correction is required if the drawing(s) is objected to, See 37 CFR 1.12'1(d).
11} The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12){_} Acknowledgment is made of a claim for foreign priority under 35 U.8.C. § 119{a)-(d) or {f).
aJAl o) ]Some* ¢)l_] None of:
1.[1] Certified copies of the priority documents have been received.
2.0 ] Certified copies of the priority documents have been received in Application No.
3.0] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the atiached detailed Office action for a list of the certified copies not received.

Attaghment(s}

F 1) Notice of Referances Cited (PTO-882) 43 E interview Summary (PTO-413)

' 2) {1 Notice of Draftspersan’s Patent Drawing Review {PT0-048) Papgr No{s}/Mail Date. s——
3 {] information Disciosue Statement{s} (PTO/SBIS) 5 [_] Notice of Infarmal Fatent Application

‘ Paper No{s)iMait Date 81 | Other:
08 Patant and Trademerk OGe .
PTOL-326 (Rav. 08-08) Office Action Summary Part of Paper No.Mait Date 20070524
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Application/Control Number: 10/841,064 Page 2
Art Unit: 21386

DETAILED ACTION ‘
L. This action is in reply to applicant’s correspondence of 07 May 2004.
2. Claims 1-18 are pending for examination.

3. Claims 1-18 are rejected.

Claim Rejections - 35 USC§ 112
The following is a quotation of the second paragraph of 35 U.S.C. 112:

‘The specification shail conclude with one or mere claims particularly pointing out and distinctly claiming the
subject matter which the applicant regards as his invention.

4, Claims 1-6, 8,9, 11,12, 14, 15, 17 and 18 are rejected under 35 U.8.C. 112, second
paragraph, as being indefinite for failing to particularly point out and distinctly claim the subject
matter which applicant lregards as the invention.

Regarding claims 1, 4, the phrase “can use” renders the claim indefinite because it is
unclear whether the limitations following the phra§e are part of the claimed invention (See
MPEP § 2173.05(d)), insofar as “can use” is not a positive limitation but only requires the ability
to so perform. It does not constitute a limitation in the patentable sense. In re Hutchison, 69
USPQ 138.

Regarding claims 3, 6, 9, 12, 15 and 18, the phrase “is capable” renders the claim
indefinite because it is unclear whether the limitations following the phrase are part of the
claimed invention (See MPEP § 2173.05(d)), insofar as “is capable™ is not a positive limitation
but only requires the ability to so perform. It does not constitute a limitation in the patentable

sense. In re Hutchison, 69 USPQ 138,
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Application/Control Number: 106/841,064 - Page 3
Art Unit: 2136 | |

Regarding claims 1, 2,4, 5, 8, 11, 14 and 17 the phrase “thereby” and “whereby” renders
the ¢laim indefinite because it has been held that the functional “whereby”, “thereby”

staternent(s) do not define any structuwre and accordingly can not serve to distinguish. [ re

Mason, 114 USPQ 127, 44 CCPA 937 (1937).

Claim Rejections - 35 USC § 102
The fo}ldwing is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

{b) the invention was patented o described 3 & printed publication in this or a foreign country or in public use or on
sale in this country, more than one year prior {o the date of application for patent in the United Siates.

b Claims 1-18 are rejected under 35 U.S.C. 102(b) as being anticipated by Chang et al, U.S,

Patent 5,367,523.

6. As per claim 1; “A packet flooding defense system [col. 1, Hines 7-11,col 2, lines 53-col.
3, line 11, whereas flow and congestion control in packet networks corresponds 10 a packet
Aooding defense, and whereas senders, receivers, and infermediate nodes in a packet
communications nehwork correspond to network computers per se as well as typically computers
configured as gateways, routers, and firewalls (ie., col. 1, lines 27-col. 2, line §)] for a network
comprising a plurality of host computers, routers, communication lines and transmitted data
packets [figure | as applied to appropriate figures 2-9 and accompanying descriptions], said
system comprising: means for classifying data packets received at a host computer; means for
associating a maximum acceptable processing rate with each class of data packet received at

said computer fcol. 3, lines 12-46, col. 10, lines 8-col. 11, line 10, whereas the color coded
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Application/Control Number: 10/841,064 Page 4
Art Unit: 2136

green, yellow, eic., packet characterizations consiitute classification, upon which rate criteria is
established, which in itself is control of processing rate resources. ], said system comprising:
means for elassifying data packets received at a host computer;
packet received at said computer [co?. 3, lines 12-46, col. 10, lines 8-col. 11, line 10, whereas the
color coded green, yellow, etc., packet characterizations constitute classification, upon which
rate criteria is established, which in itself is control of processing rate resources. [,
means for said computer to find information for packets it receives regarding the path by
which said packets came to satd computer [col. 5 lines 50-col 6, line 9, col. 6, lines 21-48]; and
whereby, said computer can use said information to allocate the processing rate available

for packets of each class in a desired way [figures 5-9 and accompanying descriptions].”.

As per claim 7, this claim is the method claim for the means plus function claim 1 above,
and is rejected for the same reasons provided for the claim 1 rejection; “A method of providing
packet flooding defense for a network comprising a plurality of host computers, routers,
communication lines and transmitted data packets, said method comprising the steps of*

determining a path by which data packets arrive at a host computer;

classifying data packets received at a host computer by path; -

associating a maximum acceptable processing rate with each class of data packet received
at said host computer; and

al@oca,ting a processing rate less than or equal to said maximum acceptable processing

rate for packets of each class in a desired way.”.
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As per claim 4, this claim is a narrower router versus a host recelving, and transmission
versus processing rate variation of claim 1 above, and is rejected for the same reasons provided
for the claim 1 rejection (i.e., the packet communications network includes intermediate
congestion control on a “hop by hop” (col. 1, lines 27-40) basis which broadly defined clearly
cncompasses network routers. Further, {col. 6, hines 2-4, “Such routing decisions...response to
information in the header of the data packet.”) determining the path by which the data arrives at
the receiver is éuggested by the fact that the header contains source / destination (IP) network
addressing information which clearly conétit‘u‘tes routing (path) information (a router
implemented function)); “A packet flooding defense system for a network comprising a plurality
of host computers, routers, communication lines and transmitted data packets, said system
comprising:

means for classifying data packets received at a router;

means for associating a maximum acceptable transrnission rate with each class of data
packet received at said router;

means for said router to find information for packets it receives regarding the path by
which said packets came to said router; and

whereby, said router can use said information to aflocate the transrﬁission rate for each

class in a desired way.”.

As per claim 10, this claim is the method claim for the means plus function claim 4

above, and is rejected for the same reasons provided for the claim 4 rejection; “A method of
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providing packet flooding defense for a network comprising a plurality of host computers,
routers, communication lines and transmitted data packets, said method comprising the steps oft

determining a path by which data packets arrive at said router;

classifving data packets received at a router by path;

associating a maximum acceptable transmission rate with each class of data packet
received at said router; and |

allocating a transmission rate equal to or less than said maximum acceptable transmission

rate for each class in a desired way.”.

As per claim 13, this claim is a variation on claim 1 above, whereas the received packet
path classification of, or information pertaining to, is used relative to a given limited (i.e.,
maximmy) processing rate to aIloéate effective processing rate, and is rejected for the same
reasons provided for the claim 1 rejection; “A packet flooding defense system for a network
comprising a plurality of host computers, routers, communication lines and transmitted data
packets, said system comprising:

means for determining a path by which data packets arrive at a host computer;

means for classifying data packets received at said host computer by path;

means for assigning a maximum acceptable processing rate {0 each class of data packet;
and

means for allocating a processing rate equal to or lessj than said maximum acceptable

processing rate to each class of data packet.”.
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As per claim 186, this claim is a narrower router versus a host receiving, and transmission
versus processing rate variation of claim 13 above, and is rejected for the same reasons provided
for the claim 13 rejection (i.¢., the packet communications network includes intermediate
congestion control on a “hop by hop” (col. 1, lines 27-40) basis which broadly defined clearly
encompasses network routers. Further, (col. 6, lines 2-4, “Such routing decisions. . .response to
information in the header of the data packet.”) determining the path by which the data arrives at
the receiver is suggested by the fact that the header contains source / destination (IP) network
addressing information w@hich clearly constitutes routing (path) information (a router
implemented function)); “A packet flooding defense system for a network comprising a plurality
of host computers, routers, communication lines and transmitted data packets, said system
comprising: |

means for a router to determine a path by which said packets came to said router;

means for classilying data packets received at a router by path;

_means for associating a maximum acceptable transmission rate with each class of data
packet received at said router; and

means for said router to allocate the transmission rate for each class in a desired way.”.

7. As per claim 2; “A packet flooding defense system fcol. 1, lines 7-11,col. 2, lines 53-col.
3 {ine 11, wher;eas fow and congestion control in packet netwarks corresponds to a packet
fooding defense, and whereas senders, receivers, and intermediate nodes in a packet
communications network carrespond to network computers per se as well as typically computers

configured as gateways, routers, and firewalls (i.e, col. 1, lines 27-col. 2, ling 8}] for a network
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comprising a plurality of host computers, routers, communication lines and transmitted data
packets [figure I as applied to appropriate figures 2-9 and accompanying descriptions], said
system comprising;

means for classifying data packets received at a host computer;

means for associating a maximum accepiable processing rate with each class of data
packet received at said computer [col, 3, lines 12-46, col. 10, lines 8-col. 11, line 10, whereas the
eolor coded green, yel!a}w, ete., packet characterizations constitute classification, upon which
rate criteria is established which in itself is control of processing rate resources. [,

means for said computer to determine the rate at which data packets of each class are
transmitted from a‘ router to said compputer;

means for said router to receive information regarding maximum acceptable transmission
rate for data packets being transmitted to said computer;

means for said router to control the rate of transmission of data packets from said router
to said compuier; and

whereby, the rate of data packet transmissions received at said computer is kept below
the maximum acceptable processing rate for each data packet class by said control of the rate of
‘transmission of data packets from said router,

thereby freeing a portion of the network providing data packet transmission to said

computer [figures 5-9 and accompanying descriptions].”,

As per claim 8, this claim is the method claim for the means plus function claim 2 above,

and is rejected for the same reasons provided for the claim 2 rejection; “A method of providing
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packet flooding defense for a network comprising a plurality of host computers, routers,
communication lines and {ransmitted data packets, said method comprising the steps of:

classifying data packets received at a host computer;

associating a maximum acceptable processing rate with each class of data packet received
at said computer;

determining the rate at which data packets of each class are transmitted from a router to
said computer;

receiving a maximum acceptable transmission rate for data packets being transmitted to
said computer in said router; and

controlling the rate of transmission of data packets from said router to said computer by
said router so that data packet transmissions received at said computer are kept below the
maximum acceptable processing rate for each data packet class;

thereby freeing a portion of the network providing data packet transmission to said

computer.”,

As per claim 14, this claim is a variation on claim 2 above, insofar as the °... so that the
rate of data packet transmissions ... kept below the maximum , .. rate for each data packet class’
aspect is explicitly part of the ‘means for said router to control the rate of transmission’
limitation in clalm 14, whereas it is a broader aspeet of the entire claim in claim 2, and is rejected
for the same reasons provided for the claim 2 rejection; “A packet flooding defense system for a
network comprising a plurality of host computers, routers, communication lines and transmitted

data packets, said system comprising:
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means for classifying data packets received at a host computer;

means for associating a maximun accgptablc processing rate with each class of dalita
packef received at said computer;

means for said computer to determine the rate at which data packets of each class are
transmitted from a router to said computer;

means for said router to receive information regarding maximum acceptable transmission
rate for data packets being transmitted to said computer; and

means for said router to control the rate of transmission of data packets from said router
to said computer so that the rate of data packet transmissions received at said computer is kept
below the maximum acceptable processing rate for each data packet class;

thereby freeing a portion of the network providing data packet transmission to said

computer.”.

As per claim 5, this claim is a narrower router versus a host receiving, and fransmission
versus processing rate variation of claim 2 above, and is rejected for the same reasons provided
for the claim 2 rejection (i.e., the packet communications network includes intermediate
congestion control on a “hop by hop™ (col. 1, lines 27-40) basis which broadly defined clearly
encompasses network routers. Further, (col. 6, lines 2-4, “Such routing decisions. ..response to
information in the header of the data packet.”) determining the path by which the data arrives at
the receiver is suggested by the fact that the header contains source / destination (IP) network
addressing information which clearly constitutes routing (path) information (a router

implemented function)}); “A packet flooding defense system for a network comprising a plurality
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of host computers, routers, communication lines and transmitted data packets, said system
comprising:

means for classifying data packets received at a first router;

means for associating a maximum acceptable transmission rate with each class of data
packet received at said ﬁrst rouler;

means for said first router to determine the rate at which data packets of each class are
transmitted from a second router to said first router;

means for said second router to receive information regarding maximum acceptable
fransmission rate for data packets being transmitted to said first router;

means for said second router to control the rate of transmission of data packets from said
second router to said first router; and

whereby, the rate of data packet transmissions recetved at said first router is kept below
the maximum acceptable transmission rate for each data packet class by said control of the rate
of transmission of data packets from said second router,

thereby freeing a portion of the network providing data packet transmission to said first

router,”.

As per claim 1 i, this claim is the method claim for the means plus function claim 5
ﬁbbve, and is rejected for the same reasons provided for the claim 5 rejection; “A method of
providing packet flooding defense for a network comprising a plurality of host computers,
routers, communication lines and transmitted data packets, said method comprising the steps of:

classifying data packets received at a first router;
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associating a maximum acceptable transmission rate with each class of data packet
received at said first router; |

determining by said first router of the rate at which data packets of each class are
transmitted from a second router to said first router;

receiving by said second router of information regarding maximum acceptable
transmission rate for data packets being transmitted to said first router; and

controlling by said second router of the rate of transmission of data packets from said
second router to said first router so that said rate of transmission is below the maximum
acceptable transmission rate for each data pa?:ket class,

thereby freeing a portion of the network providing data packet transmission to said first

router.”.

As per claim 17, this claim is a variation on claim S above, insofar as the °... so that the
rate of data packet transmissions ... kept below the maximum ... rate for each data packet class’
aspect is explicitly part of the ‘means for said router to control the rate of transmission’
limitation in claim 17, whereas it is a broader aspect of the entire claim in claim 5, and is rejected
for the same reasons provided for the claim § rejection; “A packet flooding defense system for a
network comprising a plurality of host computers, routers, communication lines and transmitted
data packets, said system comprising:

means for classifying data packets received at a first router;

means for associating a maximum acceptable transmission rate with each class of data

packet received at said first router;
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means for said first router to determine the rate at which data packets of each class are
transmitted from a second router to said first router;

means for said second router to receive information regarding maximum acceptable
transmission rate for data packets being transmitted to said first router; and

means for said second router to control the rate of transmission of data packets from said
second router to said first router so that the rate of data packet transmission received at said first
router is kept below the maximum acceptable transmission rate for each data packet class;

thereby freeing a portion of the network providing data paéket transmission to said first

router.”,

8. Claim 3 additionatly recites the limitations that; “A packet flooding defense system as
described in elaim 2, wherein:

said router is capable of receiving information regarding maximum acceptable
transmission rate for ecach class of data packet being transmitted to said computer; and

said router is capable of control ling the rate of transmission of each class of data packets
to said computer.”.
The teachings of Chang et al (figures 5-9 and accompanying descriptions) suggest such

limitations.
As per claim 9, this claim is the method claim for the means plus function claim 3 above,

and is rejected for the same reasons provided for the claim 3 rejection; “A method as described

in claim 8, in which:
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said router is capable of receiving information regarding maximum acceptable
transmission rate for each class of data packet being transmitted to said computer; and
said router is capable of controlling the rate of transmission of each class of data packets

to said computer.”.

As per claim 13, this claim is a variation on claim 3 above, insofar as the *... so that the
rate of data packet transmissions ... Kept belbw the maximum ... rate for each data packet class’
aspeet is explicitly part of the ‘means for said router to control the rate of transmission®
{imitation in clal;m 14, whereas it is a broader aspect of the entire claim in claim 3, and is rejected
for the same reasons providedv {or the claim 3 rejection; “A packet flooding defense system as
described in claim 14, in which:

said router is capable of receiving information regarding maximum acceptable
transmission rate for each class of data packet being transmitted to said computer; and

said router is capable of controlling the rate of transmission of each class of data packet

to said computer.”.

As per claim 6, this claim is a narrower router versus a host receiving, and transmission
versus processing rate variation of claim 3 above, and is rejected for the same reasons provided
for the claim 3 rejection ('i.e., the packet communications network includes intermediate
congestion control on a“hop by hop™ (col. 1, lines 27-40) basis which broadly defined clearly
encompasses network routers. Further, (col. 6, lines 2-4, “Such routing decisions...response to

information in the header of the data packet.”) determining the path by which the data arrives at
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the receiver is suggested by the fact that the header contains source / destination {IP) network
addressing information which clearly constitutes routing (path) information (a rouer
implemented function)); “A packet flooding defense system as described in claim 35, wherein:
said second router is capable of receiving information regarding maximom acceptable
transmission rate for each class of data packet being transmitted to said first router; and
said second router is capable of controlling the rate of transmission of each class of data
packets to said first router.”.

The teachings of Chang et al (Abstract, figure 1 and associated description, col. 1,lines 22-col.

As per claim 12, this claim is the method claim for the means plus function claim 6
above, and is rejected for the same reasons provided for the claim 6 rejection; “A method as
deseribed in claim 11, in which:

said second router is capable of receiving information regarding maximum acceptable
transmission rate for each class of data packet being transmitted to said first router; and

said second router is capable of controlling the rate of transmission of each class of data

packets to said first router.”.

As per claim 18, this claim is a variation on claim 6 above, insofar as the *... so that the
rate of data packet transmissions ... kept below the maximum ... rate for each data packet class’

aspect is explicitly part of the ‘means for said router to control the rate of transmission’

fimitation in claim 18, whereas it is a broader aspect of the entire claim in claim 6, and is rejected
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for the same reasons provided for the claim 6 rejection; “A packet flooding defense system as
described in claim 17, wherein:

said second router is capable of receiving information regarding maximum aceeptable
transmission rate for each class of data packet being transmitted to said first router; and

said second router is capable of controlling the rate of transmission of each class of data

packets to said first router.”,
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Conclusion
9. Any inquiry concerning this communication or earlier communications from examiner

shonld be directed 10 Ronald Baum, whose telephone number is (571} 272-3861, and whose
unofficial Fax number is (571) 273-3861 and unotficial email 13 Ronald. baum@uspto.gov. The
examiner can normally be reached Monday through Thursday from 8:00 AM to 5:30 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Nasser Moazzami, can be reached at (571) 272-4195. The Fax number for the
organization where this application is assigned is §71-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. For more information for
unpublished applications is available through Private PAIR only. For more information about the

PAIR system, see hitp://pair-direct.uspto.gov. Should you have questions on access 1o the Private

PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).

Ronald Baum
NASSER MOAZZAMI Patent Examin?r
SUPERVISORY PATENT EXAMINER |
TECHNOLOGY CENTER 2100

0}/ ‘;’.‘.‘%:79:?L
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PATENT
Docket 04-165-B

INTHE UNTTED STATES PATENT AND TRADEMARK OFFICE

Applicant:  Cohen Examiner: Baum
Serial No.:  10/841,064 Group Art Unit: 2136
Filed: 85/67/2004 Confirmation No.: 9716
Title: PACKET FLOODING DEFENSE SYSTEM
AMENDMENT

In response to the Office action of October 1, 2007, please amend the above-identified

application as follows:

Amendments to the Claims are reflected in the listing of claims which begins on page 2 of this

paper.

Remarks/Arguments begin on page 11 of this paper.
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Amendments te the Claims:
This lsting of claims will replace all prior versions, and listings, of claims in the application.
Listing of Claims:

i, (currently amended): A packet flooding defense system for a network comprising a
plurality of host computers, routers, communication lines and transmitted data packets, said

system comprising:

means for classifying data packets received at a host computer into wanted data packets and

unwanted data packets:

means for associating a maximum acceptable processing rate with each class of data packet

received at said computer;

means {or said computer to find information for packets it receives regarding the path by which

said packets came to said computer via packet marks provided by routers leading to said host

computer: and

whereby.-said-computer-canmeans in said computer for useing said information to allocate the

processing rate available for unwanted data packets ef-each-elass-in-a-desired-wayto be less than

or cqual to sald maximum acceptable processing rate.

2. (currently amended): A packet flooding defense system for a network comprising a
plurality of host computers, routers, communication lines and transmitted data packets, said

system comprising:

means for classifving data packets received at a host computer into wanted data packets and

nnwanted data packets;

means for associating a maximum acceptable processing rate with each class of data packet

received at said computer;
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means for said computer to determine the rate at which data packets of each class are trangmiited

from a router to said computer;

means for said router to receive information regarding maximum acceptable transmission rate for

data packets being transmitted to said computer;

means for said router to control the rate of transmission of data packets from said router to said

computer; and

whereby;means in said computer for keeping the rate of data packet transmissions received at
said computer is-kept-below the maximuam acceptable processing rate for each data packet class
by said conirol of the rate of transmission of data packets from said router, thereby-and frecing a

portion of the network providing data packet transmission to said computer.
3. {currently amended): A packet flooding defense system as described in Claim 2, wherein:

said router is-capable-ofreceivesing information regarding maximum acceptable transmission

rate for each class of data packet being transmitted to said computer; and

said router is-capable-ofcontrelling controls the rate of transmission of each class of data packets

1o said computer,

4. {currently amended): A packet flooding defense system for a network comprising &
plurality of host computers, routers, comumunication lines and transmitted data packets, said

system comprising:

means for classifying data packets received at a router_into wanted data packets and unwanted

data packets;

means for associating a maximum acceptable transmission rate with each class of data packet

received at said router;
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means for said router to find information for packets it receives regarding the path by which said

packets came to said router via packet marks provided by routers leading to said host computer,

angd

whesebyr-means in said router for said router ear-to use said information to allocate the

transmission rate for each-elasstn-a-desired-wayunwanted data packets to be less than equal to

said maximum acceptable transmission rate.

3. {(currently amended): A packet flooding defense system for a network comprising a
plurality of host computers, routers, communication lines and transmitted data packets, said

system comprising:

means for classifying data packets received at a first router into wanted data packets and

unwanted data packets:

means for associating a maximum acceptable transmission rate with each class of data packet

received at said first router;

means for said first router to determine the rate at which data packets of each class are

transmitted from a second router 1o said first router;

means for said second router to receive information regarding maximum acceptable transmission

rate for data packets being transmitted to said first ronter;

means for said second router to control the rate of transmission of data packets from said second

router to said first router; and

wherebymeans in said first router for keeping the rate of data packet transmissions received at

said first router is-kept-below the maximum acceptable transmission rate for eash-unwanied data
packets elass-by said control of the rate of transmission of data packets from said second router,
thereby-and freeing a portion of the network providing data packet transmission to said first

router.,
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6. (currently amended): A packet flooding defense system as described in Claim 5, wherein:
said second router is-capable-of receiving receives information regarding maximumn acceptable

transmission rate for each class of data packet being transmitted to said first router; and

said second router is-capable-efcontroigling the rate of transmission of each elass of data packets

to said first router,

7. {currently amended): A method of providing packet flooding defense for a network
comprising a plurality of host computers, routers, commugication lines and transmitted data

packets, said method comprising the steps of:

determining a path by which data packets arrive at a host computer via packet marks provided by

classifying data packets received at a-said host computer into wanted data packets and unwanted

data packets by path;

associating a maximum acceptable processing rate with each class of data packet received at said

host computer; and

altocating a processing rate less than or equal to said maximum acceptable processing rate for

unwanted data packets-efeach-class-in-a-desired-way,

8. (currently amended): A method of providing packet flooding defense for a network
comprising a plurality of host computers, routers, communication lines and transmitted data

packets, said methed comprising the steps of:

classifying data packets received at a host computer_into wanted data packets and unwanted data
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associating a maximum acceptable processing rate with each class of data packet received at said

computer;

determining the rate at which data packets of cach class are transmitied from a router to said

computer;

receiving a maximum acceptable transmission rate for data packets being transmitted to said

computer in said router; and

controlling the rate of transmission of data packets from said router to said computer by said
router so that data packet transmissions received at said computer are kept below the maximum

acceptable processing rate for each data packet class; and
thereby-{recing a portion of the network providing data packet transmission to said computer.
9. {currently amended): A method as described in Claim 8, in which:

said router is-capable-efreceivingreceives information regarding maximumn acceptable

transmission rate for each class of data packet being transmitted to said computer; and

said router is-capable-efcontrolling-controls the rate of transmission of each class of data packets

to sald computer.

10, {currently amended): A method of providing packet flooding defense for a network
comprising a plurality of host computers, routers, communication lines and transmitted data

packets, said method comprising the steps of:

determining a path by which data packets arrive at said router_via packet marks provided by

routers leadiag to said host computer:

classifying data packets received at a-said router via packet marks provided by routers leading to

said host computer by path;
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associating a maximum acceptable transmission rate with each class of data packet received at

said router; and

allocating a fransmission rate equal to or less than said maximum acceptable transmission rate for

each-classunwanted data packets-tn-a-desired-way.

[1.  {(currently amended): A method of providing packet flooding defense for a network
comprising a plurality of host computers, routers, communication lines and transmitted data

packets, said method comprising the steps oft

classifying data packets received at a first router_inte wanted data packets and unwanted data

packets;

assoclating a maximum acceptable transmission rate with cach class of data packet received at

said first router;

determining by said first router of the rate at which data packets of each class are transmitted

from a second router to said first router;

receiving by said second router of information regarding maximum acceptable transmission rate

for data packets being transmitted to said first router; and

controlling by said second router of the rate of transmission of data packets from sald second
router to said first router so that said rate of transmission is below the maximum acceptable

transmission rate for each data packet class; and
thereby-freeing a portion of the network providing data packet transmission to said first router.
12.  {currently amended): A method as described in Claim 11, in which:

said second router is-capable-of-receivesing information regarding maximum acceptable

transmission rate for each class of data packet being transmitted to said first router; and
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said second router is-capable-efeontrolling-controls the rate of transmission of each class of data

packets to said first router.

13, (currently amended): A packet flooding defense system for a network comprising a
plurality of host computers, routers, communication lines and transmitted data packets, said

system comprising:

means for defermining a path by which data packets arrive at a host computer via packet marks

rovided by routers leading to said host computer;

means for classifying data packets received at said host computer into wanted data packets and

anwanted data packets by path;

means for assigning a maximum acceptable processing rate to cach class of data packet; and

means for allocating a processing rate equal to or less than said maximum acceptable processing

rate to each-elass-of-said unwanted data packets.

14, {currently amended): A packet flooding defense system for a network comprising a
phurality of host computers, routers, communication lines and transmitted data packets, said

system comprising:

means for classifying data packets received at a host computer into wanted data packets and

wawanted data packets;

means for associating a maximum acceptable processing rate with each class of data packet

received at said computer;

means for said computer to determine the rate at which data packets of each class are transmitted

from a rounter to said computer;

means for said router to receive information regarding maximum acceptable transmission rate for

data packets being transmitted to sald computer; and
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means for said router to control the rate of transmission of data packets from said router to said
compuier s that the rate of data packet transmissions reccived at said computer is kept below the

maximum aceeptable processing rate for each data packet class; and
thereby-freeing a portion of the network providing data packet transmission 1o said computer.

15, (currently amended): A packet flooding defense system as deseribed in Claim 14, in
which:

sald router is-capable-efrecetvingreceives information regarding maximum acceptable

transmission rate for each class of data packet being transmitied to said compater; and

said router is-capable-of contrelling-controls the rate of transmission of each class of data packet

io said computer.

16,  (currently amended): A packet flooding defense system for a network comprising a
plurality of host computers, routers, communication lines and transmitted data packets, said

system comprising:

means for a router to determine a path by which said packets came to said rooter_via packet

marks provided by routers leading to said router;

means for classifying data packets received at a-said router into wanted data packets and

unwanted data packets by path;

means for agsociating a maximum acceptable transmission rate with each class of data packet

recetved at said router; and

means for said router 1o allocate the transmission rate for

data packets 1o be less than equal to said maximum acceptable processing rate.
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17. (currently amended): A packet flooding defense system for a network comprising a
plurality of host computers, routers, communication lines and transmitted data packets, said

system comprising:

means for classifving data packets received at a first router into wanted data packets and

unwanted data packets;

means for associating a maximum acceptable transmission rate with each class of data packet

received at said first router;

means for said first router to determine the rate at which data packets of cach class are

transmitted from a second router to said first router;

means for said second router to receive information regarding maximum acceptable fransmission

rate for data packets being transmitted to said first router; and

means for said second router to control the rate of transmission of data packets from said second
router to said first router so that the rate of data packet transmission received at said first router is

kept below the maximum acceptable transmission rate for each data packet class; and
thereby-freeing a portion of the network providing data packet transmission to said first routes,

18, (currently amended): A packet flooding defense system as described in Claim 17,

wherein:

said second router is-eapable-ofveceivingreceives information regarding maximum acceptable

transmission rate for cach class of data packet being transmitted fo said first router; and

said second router is-ecapable-ef-contrelling-controls the rate of transmission of each class of data
packets to said first router.
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REMARKS/ARGUMENTS

The Examiner rejected Claims 1-6, 8,9, 11, 12, 14, 15, 17 and 18 under 35 17.8.C. 112, second
paragraph, as being indefinite for failing to particularly point out and distinetly claim the subject
matter which applicant regards as the invention. The Examiner stated the phrases “can use™ and
"is capable®, and the words "thereby” and "whereby" render the claims in which they are used
indefinite. In response the Applicant has reworded Claims 1-6, 8, 9, 11, 12, 14, 153, {7 and 18 t0

climinate use of these phrases and words.

The Examiner rejected Claims 1-18 35 U.8.C. 102(b} as being anticipated by Chang et al.,
LS. Patent No. 5,367,523,

For a prior art reference to anticipate a claim, the reference must disclose each and every
clement of the claim with sufficient clarity to prove its existence in the prior art. See /n re
Spada, 911 F.2d 705, 708, 15 USPQ 2d 1655, 1657 (Fed. Cir. 1990) (“[Tthe [prior art]
reference must describe the applicant’s claimed invention sufficiently to have placed a
person of ordinary skill in the field of the invention in possession of il.” (citations
omitted)). Although this disclosure requirement presupposes the knowledge of one
skilled in the art of the claimed invention, that presumed knowledge does not grant a
license to read into the prior art reference teachings that are not there. Mororela, Inc. v.
Interdigital Tech. Corp., 43 USPQ 2d 1481, 1490 (Fed. Cir. 1997)
Chang et al. disclose an end-to-end, closed loop flow and congestion control system for packet
comnunications networks which exchanges rate request and rate response messages between
data senders and receivers to allow the senders to adjust the data rate to avoid congestion and 1o
control the data flow. Requests and responses are piggy-backed on data packets and result in
changes in the input data raie in a direction to optimize data throughput, GREEN, YELLOW and
RED operating modes are defined to increase data input, reduce data input and reduce data input
drastically, respectively. Incremental changes in data input are altered non-linearly to change
more quickly when further away from the optimum operating point than when closer to the

optimum operating point. See Abstract and column 2, line 53 to column 4, line 25,

in contrast the instant invention is intended to prevent a packet flooding attack. See page 1, lines
{0-12. In the instant invention there is no communication between the receiver and sender. Such

communication would be pointless because the attacker intends to overwhelm the victim by
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sending & multitude of data packets as rapidly as possible in an attempt to shut down the victinm.
See page 3, lines 12-16. Thus the attacker will never respond to any requests to reduce the

inflow of data packets. As a consequence, the instant invention only detects the path from which
the data packets come via packet marks and then sorts data packets into two classes, wanted and
unwanted, based on the path from which the data packet come. See page 7, lines 15-21; page 3,

fines 20-22; page 6, lines 6-9; and Figures 1-6.

The Applicant has amended claims 1-18 to include the facts that the instant invention detects the
path from which the data packets come via packet marks and sorts the data packets into two
classes, wanted and unwanted, based on this path. Support for these amendments can be found at
page 7, lines 15-21; page S, lines 20-22; page 6, lines 6-9; and Figures 1-6. No new matter has
been added.

Chang et al. do not disclese each and every element in the instant claims, as amended.
Specifically, Chang et al. do not disclose: detecting the path from which the data packets come;
detecting packet marks; and sorting data packets into two classes, wanted and unwanted.
Further, Chang et al. require feedback from the receiver to the sender, which is not found in the

instant invention. Thus the instant claims, as amended, are paientably distinet from Chang et al.

An extension fee of $525 for a small entity is due because this Amendment is being submitted
within the third extension month. This fee will be electronically paid on electronic filing of this
amendment. Reconsideration of this application and its early alowance are respectfully

requested in view of the above presented amendments and remarks.
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Respectfully submitted,

e

David A. Belasco
Applicant's Attorney
Registration No. 41,609

BELASCO JACOBS & TOWNSLEY, LLP
6100 Center Drive, Suite 630

Los Angeles, CA 90045

Phone: (310) 743-1188

Fax: (310) 743-1189
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Application No. Applicant(s)

10/841,064 COHEN, DONALD N,
Office Action Summary Examiner A Unit

RONALD BAUM 2139

~ The MAILING DATE of this communication appears on the cover sheet with the correspondence address -~
| Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,

X

WRHICHEVER S LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.
- Exbensions of time nay be availabis under he provisinns of 37 CFR 14385 I no event, howsver, may a reply e Hmely filed
atter SO {6 MONTHS front the rriailing dake of his Oarpmmication.
= I NO pariad for reply i3 specified above. the maximm statmtary pericd wilt apphy and will expire SIX {6} MONTHS trom the mailing date of this comrunication.
- Failure fo regly within the aet or sxtenderd peariod for reply will, by statute, canss tie application to become ABANDONED (35 UR.C. 5133}
Any reply recelver by the Office [ater than thres manthis aftar the mailing dats of this comraunication. evan if timely filed. may reduce any
camad patent term adjustment. Bes 37 CFR 1.704(%.

Status

1 Responsive to commurication(s) filed on 95 March 2008.
2a)P3 This action is FINAL. 2b){_] This action is non-final.
3] Since this application is in condition for aliowance except for farmal matters, prosecution as to the merits is
closed i accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 0.G. 213.

Bisposition of Claims

N Claim(s) 1-18 is/are pending in the application.
43} Of the above claim(s) isfare withdrawn from consideration.
8] Chaim(s) isfare allowed.
81 Claim(s) 1-18 is/are rejected.
] Claim(s) is/are objected to.
8)Y_] Claim{s}____ are subject to restriction andjor election requirement.

Application Papers
| 7] The specification is objected to by the Examiner,
10)[] The drawing(s) filed on isfare: a)[_] accepted or bj{_] objected to by the Examiner.
Applicant may nof request that any objection {o the drawingis) be held in abeyance, See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. Ses 37 CFR 1.121(d).
11)[[] The oath or declaration is objected o by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.8.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)(d) or ().
ajl JAal b)Y 1Some * o) ] None of:
1.I7] Certitied copies of the priotity documents have been received,
2.07] Certified copies of the pricrity dosuments have been received in Application No.
3] Capies of the certified copies of the priovity doctiments have been received in this Nationat Stage
application from the International Bureau {(PCT Rule 17 .2(a)}.
* 8se the attached detalled Office action for a list of the cettified copies not received.

| Attachment(s)

| 0 G Notioen of References Cited (PTO-892) 4 D tnterview Summary (PTCO-413)

| 23] natice of Draftspersor's Patent Drawing Review (FTO-848) Paper NojsiMail Date. ___

| 3] tnformation Disclosure Statement(s) (PTOISBIGH) §) ] Notice of Informal Patent Application
‘ Paper No(s)Mail Date &) (Jower

L5, Pavent ang Tradamary Oflos

PTOL-326 (Rev. OR-0G) Offica Action Swmmary Parl of Paper MNoAall Date 20080604
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DETAILED ACTION

i This action s in reply to applicant’s correspondence of 05 March 200K.

o

Claims 1-18 are pending for examination.

3 Claims 1-18 are rejected.

Claim Rejections - 35 USC § 112
The following 1s a quotation of the second paragraph of 35 UL.S.C. 112:

The specitication shall conclude with one or more claims particularly pointing out and distinetly claiming the
subect matier which the spplicant regards as Bis inventios,

4. The rejection under 33 U.S.CL 112, second paragraph, is withdrawn.

Claim Rejections - 35 USC § 102
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the
basis for the rejections under this section made in this Office action:

{b) the vention was potetded or described ina printed publication in this or a forelgn conndry or in pubhc gse ot ou
sule in this conniry, more than one year prior 1o the date of application foe patent in the United States,

5. Claims 1-18 are rejected under 33 U.8.C. 102(b) as being anticipated by Chang et al, U.S.

Patent 5,367,523,

6. As per claim 1; A packet flooding defense system fcol. I, lines 7-11,col. 2, liney 53-col.
3, line 11, whereas flow and congestion control in packer networks corresponds to a packet
Hlooding defense, and whereas senders, receivers, and intermediare nodes in a packet
conpnunications nenwork correspond to network computers per s¢ as wetl as typically computers

configured ay gateways, routers, and firewalls iLe., col 1, finey 27-col. 2, line 8)] for a network
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comprising a plurality of host compulers, routers, communication lines and transmitted data
packets [figwre 1 ay upplied to appropriate figures 2-9 and accompanving descriptions], said
systern comprising
means for
classitying data packets received at a host computer into

wanted data nackets and

unwanted data packets feod. 3, lines 12-46, col 18, {ines 8-coi. 11, line 10,

whereas the color coded green, yellow, ete., packet characterizations constitute
classification, upon which flow and congextion ‘control’ in packet networks s in
itself contral of processing rate resources, which in such an environment would
breadly constitute a classifying of said packety into wanted and umvanted,
rendering that aspect of the claim Ilimitation not patently distinet f;

means for
associating ¢ maximum acceptable processing rate with
gach class of data packet

received at said computer feol 3, Hnes 12-46, col. 10, Hres 8-col. 11, line

10, whereas the color coded green, yellow, cle., packet characterizations
constitute classification, wpon which rate criteria s established, which in ftself is
control af processing rate resources ji

means for said computer
to find information for packets it receives reparding

the path by which said packets came to said computer
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via packet marks provided by routers

leading to said host computer feol. 3, lines 30-col. 6, fine 9,

col. 6, lines 21-48, whereas the inherent inclusion of a sending
netwark node 1P address (Le., the router ' leading to said host
computer i in a given packets header as recefved by a given
destingtion node (i.e., " via packet marky provided by router '
associated with the ‘said host computer '), which would broadly
constitute * ffound] information ... regarding the path ’, vendering
that aspect of the claim Hnitation not patendy distinet ], and

means in sad computer for

ing said information
to allocate the processing rate available for

unwanted data packets 1o be

fess than or equal to

satd maxamum aceeptable processing rate [figures

3-9 and gecompanying descriptions, col. 3, lines 12-486, col.
10, lines S-col. 11, line 10, whereas the color coded green,
vellow, etc., packer characterizations constitute
classification, wpon which rate criteria i established,
which in itself is control of processing rate resources {ie., ”
allocate the processing rate available ... lexs than or equal

to ... sald maximum acceptable processing rate [ie., the
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whole point of the Chang et al reference congestion and
How control] i, and further, the inherent inglusion of u
sending network rode IP address in a given packers header
ax received by a given destination node (i.e., " said
information ), rendering that aspect of the claim Uniitation

noi parently distinet,] ..

As per claim 7, this claim is the method claim for the means plus function claim 1 above,

and 1s rejected for the same ressons provided for the claim 1 rejection.

Ags per claim 4, this claim 1 a narrower ronter versus a host receiving, and transmission
versus processing rate variation of claim 1 above, and is rejected for the same reasons provided
for the claim 1 rejection (i.e., the packet communications network includes intermediate
congestion control on a “hop by hop™ {col. 1, lines 27-40) basis which broadly defined clearly
cacompasses network routers, Farther, {col. 6, lines 2-4, “Such routing decisions, . response to
information in the header of the data packet.”) determining the path by which the data arrives at
the receiver 1s sugpested by the fact that the header contains source / destination (1P) network
addressing information which clearly constitntes routing (path) information (s router

implemented function)).

As per claim 10, this claim is the method claim for the means plus function clain 4

above, and 1s rejected for the same reasons provided for the claym 4 rejection.
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As per claim 13, this claim is a variation on claim | above, whereas the roceived packet
path classification of, or information pertaining 1o, is used relative to a given Hmited (.,
maximum) processing rate to allocate effective processing rate, and is rejected for the same

reasons provided for the elaim 1 rejection.

As per claim 16, this claim s a narrower router versus a host receiving, and fransmission
versus processing rate variation of claim 13 above, and is rejected for the same reasons provided
for the claim 13 rejection (i.e., the packet communicutions network includes intermediate
congestion control on & “hop by hop” {col. 1, hines 27-40) basis which broadly defined clearly
encompasses network routers. Further, (col. 6, lines 2-4, “Such routing decisions.. . response to
information in the header of the data packet.™) determining the path by which the data arrives at
the receiver is suggested by the fact that the header contains source / destination (IP) network
addressing Information which clearly constitutes routing (path) information (a ronter

implemented function)).

7. As per claim 2, A packet flooding defense systern feol. 1, lines 7-11.col. 2, lines 53-col.
3 fine 11, whereas flow and congestion control in packet ngtworks corresponds to a packer
Hooding defense, and whereas senders, receivers, and intermediate nodes in a packet
communications network correspond to network computers per se as well as typically computers
configured as gatewavs, routers, and fivewadls (i.e., col 1, fines 27-col. 2, line 8} for a network

comprising a plurality of host computers, routers, communication hnes and transmitted data
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packets [figure I as applied to appropriaie flgures 2-9 and aecompanying descriptionsf, said
System comprising:
weans for
classifying data packets recetved at a host computer into

wanted data packets and

unwanted data packets food, 3, lines 12-46, col. 10, lines 8-col. 11, line 1,

whereas the color coded green, vellow, etc., packet characterizations constitute
classification, upan which fline and congestion ‘control’ in packet networks is in
itself control of processing rate resources, which in such an environment would
broadly constitute a classifving of said packets tnto wanted and unwanted,
rendering that aspect of the claim Iimitation not parently distinet [
means for
gxsociating a maximum acceptable processing rate with
cach class of data packet
received at said computer feol. 3, Hines 12-46, col. 10, lines 8~col. 11, line
10, whereas the color coded green, yellow, etc., packet chavacterizations
constitute classification, upon which rate criteria iy extablished, which in itself is
control of processing rate resources. |,
means for said computer
to determine the rate at which data packets of each class
are transmitted from

& router to
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said computer feol. 3, lines 12-46, col. I, linexy 8-col. 11, line 10,
whereas the color coded green, vellow, ete., pucket characterizations
constitute classification, upon which rate oriteria is established, which in
irself ix control of processing rate vesources. ],

means for satd router
to receive information regarding
maximum acceptable transmission rate for
data packets being transnitted to
said computer fcal. 3, lines 12-46, col. 10, lines 8-col. 11,
line 10, whereas the color coded green, vellow, ete., packet
charaeterizations constitite classification, upon which rate criteria
is established, which in itself Is contrel of processing rate
resourees.f;
means for said ronter
o control the rate of transmission of
data packets from

said router to

said computer [figures 3-Y and accomparving descriptions, tol. 3,
lines 12-46, col. 10, lines 8-col. 11, line 18, whereas the packet
characterizations constitute classificarion, wpon which rate criteria is

established, which in itself is control of processing rate resources (Le., 'to
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control the rate of transmission of [L.e., the whaole point af the Chang et ol
reference congestion und How contrelf').]: and
igans in said computer for
keeping the rate of data packet transmissions
received at said computer
below the maximum acceptable processing rate for
cach data packet class by
said controf of the rate of transmission of data
packets from said router, and
freging a portion of
the network providing data packet transmission to
said computer [figures 3-9 and accompanying descriptions, col. 3,
lines 12-46, col. 10, lines 8-vol. 11, line 10, whereas the color coded
green, vellow, ete., packet characterizations constitute classification, upon
which raie criteria is established, which in itself is control of processing
maximum acceptable provessing rate for each data packet class .. freeing
a portion the nerwork providing [i.e., the whole point of the Chang ¢t al
reference congestion and flow control'), rendering that aspeci of the claim

limnitation not patently distinet ]
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As per claim &, this claim is the method claim for the means plus function claim 2 above,

and 1is rejected for the same reasons provided for the claim 2 rejection.

As per claim 14, this claim 1s a variation on claim 2 above, insofar as the ©... so that the
rate of data packet transmissions ... kept below the maximum ... rate for each dsta packet clasy’
aspect is explicitly part of the “mcans for said router to controf the rate of transmission’
limitation in claim 14, whereas it is a broader aspect of the entire claim in claim 2, and 13 rejected

for the same reasons provided for the claim 2 rejection.

As per claim 3, this claim is a narrower router versus a host receiving, and transmuission
versus processing rate variation of claim 2 above, and is rejected for the same reasons provided
for the claim 2 rejection (i.c., the packet communications network includes mtermediate
congestion control on & “hop by hop™ (col. 1, lines 27-40) basis which broadly defined clearly
encompasses network routers. Further, (col. 6, lines 2-4, “Such routing decisions. ..response to
information in the header of the data packet.”) determining the path by which the data arrives at
the receiver is suggested by the fact that the header contains source / destination (IP) network

addressing information which clearly constifutes vouting (path) information {(a router

mplemented function)).

As per claim 11, this claim is the method claim for the means plus function claim 5

above, and is rejected for the same reasons provided for the claim 3 rejection.
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As per claim 17, this claim is a variation on claim 5 above, insofar as the *... so that the
rate of data packet transmissions ... kept below the maximum ... rate for cach data packet class’
aspect is explicitly part of the “moeans for said router to controt the rate of transmission”
fimitation in claim 17, whereas it #s a broader aspect of the entire claim in claim 3, and s rejected

for the same reasons provided for the claim 5 rejection.

8. Claim 3 additionally recites the limitations that; A packet [tooding defense system as
described 10 claim 2, wherein:

said router is capable of receiving information regarding maximum acceptable
transtaission rate for each class of data packet being transmitted to said computer; and

satd router is capable of control ling the rate of transmission of each class of data packets
to said computer.”.
The teachings of Chang et al (figures 3-9 and accompanying descriptions) suggest such

lirnitations.

As per claim 9, this elaim s the method claim for the means plus function claim 3 above,

and 1s rejocted for the same reasons provided for the claim 3 rejection,

As per claim 15, this claim is a variation on claim 3 above, insofar as the *... so that the

rate of data packet transmissions ... kept below the maximum ... rate for cach data packet class’

aspect is explicitly part of the “means for said router to control the rate of transmission’
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Himitation in claim 14, whereas it is a broader aspect of the entire claim in ¢laim 3, and s rejected

for the same reasons provided for the clamm 3 rejection,

As per claim 6, this claim is a parrower router versus a host recetving, and fransmission
versus processing rate variation of claim 3 above, and is rejected for the same reasons provided
for the claim 3 rejection {i.2., the packet communications network includes intermediate
congestion control on a “hop by hop” {col. 1, lines 27-40) basis which broadly defined clearly
encompasses network routers. Further, (col. 6, lines 2-4, “Such routing decisions...response 1o
information in the header of the data packet.”™) determining the path by which the data arrives at
the recetvey 1s suggested by the fact that the header contains source / destination (IP) network
addressing information which clearly constitutes routing (path) information {a router

implemented function}}.

As per claim 12, thig claim is the method claim for the means plus function claim 6

above, and is rejected for the same reasons provided for the claim 6 rejection.

As per claim 18, this claim 1s a variation on claim 6 above, insofar as the *... so that the
rate of data packet transmissions ... kept below the maximum ... rate for cach data packet class’
aspect is explicitly part of the ‘means for said router to control the rate of transmission’
limitation in claim 18, whereas it is a broader aspect of the entire claim in claim 6, and is rejected

for the same reasons provided for the claim 6 rejection.
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Response to Arguments

9. As per applicant’s argument concerning the lack of teaching by Chang et al of path
detection, data mark detection, and classification tasofar an & wanted aud unwanted classes are

&~

cstablished, the examiner has fully considered in this response to amendment; the arguments, and
finds them not to be persuastve.

At the very least, the path and associated data mark detection limitation is broadly
claimed such that the effective path detection only deals with path detection 1 network nede
backwards {i.e., see claim. 1 rejection above). Further, the ‘classification’ aspect Hmitation
claimed 15 likewise, us broadly interpreted by the examiner, insofur as a 'wanted and uowanted’
classification is established, not patently distinet {i.¢., again, see the claim | rejection sbove) and
the Chang cf al reference would therefore be applicable in the rejection, collectively

encompassing the said claim imifations in their entirety.

10.  THIS ACTION IS MADE FENAL. Applicant is reminded of the extension of time

policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action i set to expire THREE
MONTHS from the mating date of thix action. In the event a first veply 18 filed within TWO
MONTHS of the mailing date of this final action and the advisory action is not mailed antil after
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period
will expire on the date the advisory action is mailed, and any cxtension fec pursuant to 37

CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event,
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however, will the statutory period for reply expire later than SEX MONTHS from the mailing

date of this final action,
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Conclusion
11, The examiner suggests for the sake of moving prosecution torward that the applicant
direet the amendment of claim Hmitations towards the specifics of the "path determination’
aspects, insofar as those specifics that differentiate the inventive concept aspects concerning path
determination farther back/more comprehensively, than a single network node backwards {ie.,
not just from the host to the previeus router back), such that simple packet header protocol
aspects {i.c., source/destination address information per se)

generally mvolved in the reference

&

and possible relaled arl, would therefore not necessarily apply.

12, Any inquiry concerning this communication or earlier conununications from cxaminer
should be directed to Ronald Baurn, whose telephone number 15 (5713 272-3861, and whose
unofficial Fax number is {371) 273-3861 and unofticial email is Ronald. baumn@uspto.gov. The
examiner can normally be reached Monday through Thursday from %00 AM to 3:30 PM.

If atternpts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Kristine Kincaid, can be reached at (571) 272-4063. The Fax number for the
organization where this application s assigned is 871-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Reirieval (PAIR) system, Status information for published applications
may be obtained from either Private PAIR or Public PAIR. For more information for
unpubiished applications is available through Private PAIR only. For more information about the

PAIR system, see hifp/pair-divgotuspto. oy, Should you have questions on access to the Private

PAIR system, contact the Electronic Business Center (EBC) at B66-217-9197 {roll-free).
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Ronald Bagm

Patent Exarmner
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Examiner, Art Unit 2139
Kristine Kincaid/

Supervisory Patent Examiner, Art Unit 2139
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Doc code: RCEX BTOSBAOERS (09-08)

Daog description: Reguest for Continued Examination {RCE) Approved for use through 10/31/2008. OME 0651-0031
LS. Patent and Trademark Office; U.S. DEPARTMENMNTY OF COMMERCE

Under the Paperwork Reduction Act of 1985, no persons are requirad to respond o 3 collaction of information unless i contains a valid OMB controd number,

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL
(Submitted Only via EFS-Weh)

Application - Filing Bocket Number Art

Number 10/841,064 Date 2004-05-07 (if applicable) 04-185-B Unit 2138
First Named Cohen Examiner Baum

inventor Name

This is a Reguest for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application.
Redquest for Continuad Examination {RCE) practice under 37 CFR 1.114 does not apply 1o any ulility or plant application filed prior to June 8,
1685, of to any design application. The Instruction Sheet for this form is located at WWW . USFTO.GOV

SUBMISSION REQUIRED UNDER 37 CFR 1.114

Note: If the RCE is proper, any previously filed unentered amendments and amendments enclosed with the RCE will be entered in the order

in which they were filed unless applicant instnucts otherwise. If applicant does not wish o have any previously filed unentered amendment(s)

entered, applicant must request non-entry of such amendment{s}.

D Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action ray be considered as a
submission even if this box is not checkad.

m Consider the argumentis in the Appeal Brief or Reply Brief previously filed cn

[] Other

Enclosed

Amendment/Reply
[} Information Disclosure Staterent (1S}

[:] Affidavit{s)/ Declaration{s}

[} Other

MISCELLANEQUS

Q Suspension of action on the above-identified application is reguested under 37 CFR 1.103(c} for a period of months
{Period of suspansion shall not excead 3 months; Fee under 37 CFR 1.17() requived)

1 Gther

FEES

The RCE fee under 37 CFR 1.17(&) is required by 37 CFR 1.114 when the RCE is filed.
{1 The Director is hereby authorized to charge any underpayment of fees, of credit any overpayments, to
Deposit Ascount No

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED

] Patent Practitioner Signature
I7]  Applicant Signature

EFS - Web 215
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Do code: RCEX FTOSBHBOERS (U0-08)
Dac description: Request for Continued Examination {RGE) Approved for use through 10/31/2008. OMB 0651-0031
LS. Patent and Trademark Office; U.S. DEPARTMENMNTY OF COMMERCE

Under the Paperwork Reduction Act of 1985, no persons are requirad to respond o 3 collaction of information unless i contains a valid OMB controd number,

Signature of Registered U.S. Patent Practitioner

Signature | /David A. Belasco/ Date (YYYY-MM-DD} {2008-10-18

Name David A. Belasco Registration Number | 41609

This collection of information is reguired by 37 CFR 1.114. The information is required to obtain or retain a benefit by the public which is to
file {and by the USPYQ o process) an application. Confidentiality is governad by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is
estimated to take 12 minutes t© complete, ncluding gathering, preparing, and submitting the completed application form to the USPTO. Time
will vary depending upon the individual case. Any comments on the amount of time you require to complete this form andi/or suggestions for
reducing this burden, should be sent to the Chief Infermation: Officer, U8, Patent and Trademark Offige, U.8. Depariment of Commerce,
F.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTQ-8198 and select option 2.
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Privacy Act Statement

The Privacy Act of 1874 (P L. 93-579) requires that you be given certain information in conneation with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: (1) the general authority for the collection of this information is 35 U.8.C. 2{b)(2); {2) furnishing of the information
solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office
is to process and/or examineg your submission retated to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able ic process andfor examine your submission, which may
result in termination of proceedings or abandenment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information an this farm will be treated confidentially to the extent allowed under the Freedom of Information
Act {5 U.5.C. 552) and the Privacy Act (5 U.E.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of information Act requires disclosure of these record s.

A record from this system of records may be disclosesd, as a routing use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the cowrse of settlement
negoftiations,

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, fo whom the record pertains, when the individuat has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order {o perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5§ 4.8.C. 552a({m).

A record related to an International Application filed under the Fatent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the Internaticnal Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, 1o anather federal agency for purposes of
National Security review (35 U.5.C. 181} and for review pursuant to the Atomic Energy Act {42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under autherity of 44 U .S.C. 2904 and
29068. Such disclosure shall be made in accordance with the G8A regulations governing inspection of records for this
purpoese, and any other relevant (i.e., G8A or Commerce) directive. Such disclosurs shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuarnt to 35 U.S.C. 122(b} or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may
be disclosed, subject to the imitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or focal law
enfarcement agency, if the USPTQO becomes aware of a violation or potential viclation of law or reguiation.
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PATENT
Docket 04-165-8

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Appheant:  Cohen Examiner: Baum
Serial No.:  10/841,064 Group Art Unit; 2136
Filed: 05/07/,2004 Confimation No.: 9716
Title: PACKET FLOODING DEFENSE SYSTEM

AMENDMENT B

In response to the Office Action of June 13, 2008, please ameand the above-identified application

as follows:

Amendments to the Claims arc reflected in the listing of claims which begins on page 2 of this

papet.

Remarks/Arguments begin o page 11 of this paper.
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Amendments to the Claims:
This listing of clatms will replace all prior versions, and Hstings, of claims in the apphication.
Listing of Claims:

1, (currently amended): A packet flooding defense system for a network comprising a
plurslity of host computers, routers, communication lines and transmitted data packets, sad

system comprising:

means for classifving data packets received at a host computer into wanted data packets snd

nnwanted data packets;

means for associating a maximum accoptable processing rate with each class of dats packet

reccived at said computer;

means for said computer to find information for packets it receives regarding the path by which

said packets came to said computer via packet marks provided by routers leading o said host

computer; said path comprisiag all routers w said network via which said packets arg routed to

said computer; and

means in said computer for using said information to allocate the processing rate available for

unwanted data packets to be loss than or cqual to said maximum acceptable processing rate.

2 {currently amended): A packet flooding defense system for a network comprising a
phuratity of host computors, routers, communication lines and transmitted data packets, said

system comprising:

means Tor classifying data packets received at a host compater into wanted data packets and

unwanted data packets; said data packets comprising data packets from all routers in said

network via which said data packeis are routed to said computer:

means for associating & maximum aceeptable processing rate with each class of data packet

received af said compaier;
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wmeans for said computer to deterraine the rate at which data packets of cach clasy are transmitted

from a router to said computer;

means for said router to receive information regarding maximum accepiable transuussion rate for

data packets being transmitted to said computer,

means for said router to control the rate of transmission of data packets from said router to sald

computer; and

means o said computer for keeping the rate of data packet transmissions received at said
computer below the maximum acceptable processing rate for cach data packet class by said
control of the rate of transmission of data packets from said router, and freeing a portion of the

network providing data packet transimission to said computer,

3. (previously presented): A packet flooding defense svstem as described in Claim 2,

wherein:

satd router receives information regarding maximum acceptable transmission rate for each class
of data packet being transmitted to said computer; and said router controls the rate of

transmission of cach cluss of data packet to said computer.

4, (currently amended): A packet flooding defense system for a network comprising 2
plurality of host computers, routers, communication lines and transmitted data packets, said

system comprising:

means for classifving data packets received at a router into wanted data packets and unwanted

data packets;

means for associating a maximum acceptable transmission rate with each class of data packet

recetved at said vouter;

means for said router to find information for packets it receives regarding the path by which said

packets came to said router via packet marks provided by routers leading to said host computer:
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said path comprising all routers in said network via which said packets are routed to said

computer; and

means in said router for said router to use sawd information to allocate the transuussion rate for

unwanted data packets to be fess than equal to said maximum acceptable transmission rate.

5. {currently amended): A packet flooding defense system for a network comprising a
plurality of host computers, routers, connmunication lines and transmitted data packets, said

Systom comprising:

means for clagsifying data packoets received at a first router into wanted data packets and

unwanted data packets; said data packets compusing data packets fram all routers in said

network via which said data packets are routed to said computer;

means for associating a maximum, acceptable transmission rate with euch class of data packet

received at said first router;

means for said first router to determine the rate at which dats packets of cach class are

transmitted from a second router to said first router;

means for said second router to recetve information regarding maxinum scceptable transmission

rate for data packets being transmitted to said fivst router:

means for said second router to control the rate of transmission of data packets from said second

router to said fivst router; and

means in said first router for keeping the rate of data packet transmissions recetved at said first
router below the maxinmum acceptable transmission rate for unwanted data packets by said
control of the rate of transmission of data packets from said secoud router, and freeing a portion

of the network providing data packet transmission to said first router.

6. {previously presented): A packet flooding defense system as deseribed in Claim 3,

wherein:
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said second router receives information regarding maximum acceptable transmission rate for

cach class of data packet being transmitted to said first router; and

said second router controls the rate of transmission of cach class of data packet to said first

router.

7. {currently amended): A method of providing packet fooding defense for a network
comprising & plurality of host computers, routers, commmunication fines and transmitted data

packets, said method comprising the steps of:

determining a path by which data packets areive at a host computer via packet marks provided by

routers leading to said host computer; said path comprising ail routers in said network vig which

said packets are routed to said computer:

classifying data packets received at satd host computer tnto wanted data packets and unwanted

data packets by path;

associating a maximum acceptable processing rafe with cach class of data packet recetved at said

host computer; and

allocating a processing rate less than or egual to said maximum acceptable processing rate for

unwanted data packets.

8. {currently srnended): A method of providing packet flooding defense for a netwaork
comprising a plurality of host computers, routers. communication lines and transmitted data

packets, said method conyprising the steps of!

classifying data packets recelved at a host computer into wanted data packets and unwanted data

packets;_said data packets conprising data packets from all routers in said network via which

satd data packets are vouted to said compuicr;

associating a maximum acceptable processing rate with cach class of data packet received at said

computer,

Cloudflare, Inc.  Exhibit 1003  Page 635



Amendment B Serial No. 10/841,064 Page 6 of 12

determining the rate at which data packets of cach class are transmitted from a router fo said

computer;

teceiving a maximum accepiable transmission rate for data packets being franswitted to said

computer in said router; and

controlling the rate of transmission of data packets from said router to said computer by said
router so that data packet fransmissions recetved at said computer are kept below the maximum

acceptable processing rate for cach data packet class; and
freeing a portion of the network providing data packet transmission to said compuer,
9, {previously presented): A method as desenbed in Claim &, (0 which:

satd router receives information regarding maximum acceptable transmission rate for cach class

of data packet being transmitted fo said computer; and
said router controls the rate of transmission of cach class of data packet to said computer.

10. {currently amended): A wethod of providing packet flooding defense for a network
comprising a plurality of host computers, routers, commamication fines and transmitted dats

packets, said method comprising the steps off

determining a path by which data packets arrive at said router via packet marks provided by

routers leading to satd host computer; said path comprising all routers in said network via which

said packets are routed to said computer;

classifying data packets recelved at said router via packet marks provided by routers leading to

said host computer by path;

associating @ maximum acceptable transmission rate with cach class of data packet received at

said router; and
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allocating a transmission rate equal to or less than satd maximum acceptable transmussion rate

for unwanted data packets,

11, {currcatly amended): A method of providing packet flooding defense for a network
compristug a plurality of host computers, routers, commimication fines and transmitted data

packets, said method comprising the steps of:

classifying data packets received at a fivst router into wanted data packets and unwanted data

packets; said data packets comprising data packets from all routers in said network vig which

said data packets are routed o said computer:

associating @ maximim acceptable transmission rate with cach class of data packet received at

satd first router;

determining by said first router of the rate at which data packets of cach class are transmutted

from a second router 1o said first router:

recetving by said second router of information regarding maxinum acceptable transmission rate

for data packets being transmitted to said first router; and

controtling by said second router of the rate of trapsmussion of data packets from said second
router to said first router so that said rate of transmission is below the maximum acceptable
transmission rate for cach data packet class; and

frecing a portion of the network providing data packet transmission to said first router.

1 I»]

12 {previously presented): A method as desertbed in Claim 11, in which:

said second router receives information regarding maximum acceptable transmission rate for

cach class of data packet being transmitted to said first router; and

said sccond router controls the rate of transmission of cach class of data packets to said first

router,
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13 {currcatly amended): A packet flooding defense system for a network comprising a
phurality of host computers, routers, communication lines and transmitted data packets, said

system comprising:

means for determining a path by which data packets arrive at a host computer via packet marks

provided by routers leading to said host computer; said path comprising alf routers in said

network via which said packets are routed to said computer:

means for classifying data packets received at said host computer into wanted data packets and

unwanted data packets by path;
means for assigning a maximum acceptable processing rate to cach class of data packet; and

means for allocsting & processing rate equal to or less than said maximum acceptable processing

rate to said unwanted data packets.

4. {currently amended): A packet flooding defense system for a network comprising 8
phurality of host computers, routers, communication lines and transmitted data packets, said

SYSteT. COmprising:

meaus for classifving data packets veceived at a host computer into wanted data packets and

unwanted data packets; said data packets comprising data packets from all routers in said

network via which said data packets are routed to said computer:

means for associating & maximum acceptable processing rate with cach class of data packet

received at said computer;

means for said computer to determine the rate at which dats packets of cach class are transmitted

from a router to said computer,

means for said router to reccive information regarding maximum acceptable transmission rate for

data packets being transmitted to said computer; and
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means for said router to control the rate of transmission of data packets from said router to said
computer 3o that the rate of data packet transmissions received at said cornputer is kept below

the maximum acceptable processing rate for each data packet class; and
frecing a portion of the network providing data packet transmission to satd computer.

150 (previously presented): A packet flooding defense system as describad in Claim 14, in
which:

satd router receives information regarding maximum acceptable transmission rate for cach class

of data packet being transmitied to said computer; and
said router controls the rate of transmission of cach class of data packet to said computer.

16.  {currently amended): A packet flooding defense system for a network comprising a
plurality of host computers, routers, communication hines and transmitted data packets, sad

system comprising:

means for a router o determing a path by which said packets came to said router via packet

marks provided by routers leading to said router; said path comprising all routers in said network

vig which said packets are routed to said computes:

means for classifving data packets received at sald router into wanted data packets and unwanted

data packets by path;

mcans for associating a maximum acceptable transmission rate with cach class of data packet

recerved at said router; and

mcans for said router to allocate the transmission rate for unwanted data packets to be less than

cqual to said maximam acceptable processing rate,

17 (currently amended): A packet flooding defense system for a network comprising a
plurality of host computers, routers, connmunication lines and transmitted data packets, said

SYSICIM COMprising:
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weans for classifying data packets received at a first router into wanted data packets and

unwanted data packets: said data packets comprising data packets from all routers in said

network via which said data packets are routed 1o said computen:

means for associating a maximum acceptable transmission rate with cach class of data packet

received at said first router;

means for said first router to determine the rate at which data packets of cach class are

transmitted from a second router to saxd first router;

means for said sccond router to receive information regarding maximum acceptable transmission

rate for data packets being transmitted to said fivst rouder; and

means for said sccond router to control the rate of transmission of data packets from said second
router to said first router so that the rate of data packet transmission received at said first vouter

is kept below the maximum acceptable transmission rate for cach data packet class; and
freeing a portion of the network providing data packet transmission to said first router,

18, {previously presented): A packet flooding defense system as described in Claim 17,

wherein:

said second router recelves information regarding maximum accepiable transmission rate for

gach class of data packet being transmitted to said first vouter; and

said second router controls the rate of transmission of cach clags of data packet to said first
router,
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REMARKS/ARGUMENTS

Claim Rejections - 35 USC § 112

The Applicant thanks the examiner for withdrawing his rejection under 35 11.8.C. 112, second

paragraph.
Claim Rejections - 35 USC § 112

The Examiner again rejected claims 1-18 under 35 ULS.C. 102¢b) as being anticipated by Chang

et al,, LS. Patent 5,367,523,
Response to Arguments

The Examiner fully considered the Applicant’s arguments, presented in the response o the first
Office Action, and found them not to be persuasive. However, the examiner suggested
amending the claims “towards the specifics of the “path determination’ aspects, insofar as those
specifics that differentiate the inventive concept aspects concerning path determination farther
back/more comprehensively, than a single network node backwards (i.e., not just from the host
to the previeus router back), such that simple packet header protocol aspects (e,
source/destination address information per se) generally involved in the reference and possible

related art, would therefore not necessasily apply.”

The Apphicant thanks the Exuminer for this suggestion and has so amended the claims. The
Applicant also thanks the Examiner for his preliminary review of draft claims via e-mail

correspondence.

This Amendment is being submitted with a Request for Continued Examination. A fee of $405
13 due with this document. An extension fee of §525 for s small entity 13 due because this
Amendment is being submitted within the sccond extension month. Both fees will be
clectronically paid on clectronic filing. Reconsideration of this application and its early

allowance are respectfully requested in view of the above presented amendments and remarks.
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Respectfully submitted,

{David A. Belasco/

David A. Belasco
Applicant’s Attorney
Registration No, 41,609

BELASCO JACOBS & TOWNSLEY, LLP
4100 Center Drive, Suite 630

Los Angeles, CA 90045

Phone: (310) 743-1188

Fax;  (310)743-1189
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Electronic Patent Application Fee Transmittal

Application Number:

10841084

Filing Date:

07-May-2004

Title of Invention:

Facket flooding defense system

First Named inventor/Applicant Name:

Danald N. Cohen

Filer: Norton Bussell Townslay
Attorney Docket Number: 04-165-8
Filed as Smali Entity
Utility under 35 USC 111(a) Filing Fees
Description Fee Code Quantity Amount Sugg'g {t ;)l n

Basic Filing:
Pages:
Claims:
Miscellaneocus-Fifing:
Petition:
Patent-Appeals-and-interference:
Post-Allowance-and-Post-issuance:
Extension-of-Time:

Extension - 2 months with 30 paid 2252 i 245 245
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Description Fee Code Quantity Amount S“g;r[g:g; in
Miscellaneous:
Request for continued examination 2801 i 405 205
Total in USD {5) 650
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Electronic Acknowledgement Receipt

EFSiD: 4128768
Application Number: 10841064
International Application Number:
Confirmation Number: 9716

Title of Invention:

Packet flooding defense system

First Named InventorfApplicant Name:

Donald N, Cohien

Customer Number:

3171

Filer:

Norton Bussell Townsley

Fiter Authorized By:

Attorney Docket Number:

04-165-B

Receipt Date: 16-0CT-2008
Filing Date: O7-MAY-2004
Time Stamp: 17:27:43

Application Type:

Utility under 35 USZ 1114{3)

Payment information:

Submitted with Payment

yes

Payment Typs

Credit Card

Paymaent was successfully received in RAM

$650

RAM confirmation Number

2530

Deposit Account

Authorized User

File Listing:

Document

Document Description
Number P

File Size{Bytes)/

File Name Message Digest

Multi
Part /.zip

Pages
(if appl)
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LOVARE
RCEtransmittal.pdf no 3

Al i o R RN R A RS
[y

Requast for Continued Examination
{RCE}

Warnings:

Information:

94164
AmendmentB.pdf Ao 12

ORI S

Amendment Submitted/Ertered with
Filing of CPA/RCE

a

Warnings:

Information:

31750
3 Fae Worksheet (PTO-08) fea-info.pdf 31+] 2
Yo tilb i3 EREER PRas
Warnings:
Information:
Total Files Size {in bytes)@f 823032

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similarto a
Past Card, as described in MPEP 503,

New Applications Under 35 U.5.C. 111

If a new application is being filed and the application includes the necessary components for a filing date {see 37 CFR
1.53{b)-{d} and MPEP 506), a Filing Receipt {37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.5.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.8.C. 371 and other applicable requirements a Form PCYT/DO/ED/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due tourse.

New international Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the Internationat Filing Date (Form PCY/R0/105} will be issued in due course, subject to prascriptions concerning
national secarity, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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RTOMSEAS (07-08)

Apetived s use firough 1/31/2007 . OME 08510032
WS, Pataat and Trademark Office; US, DEPARTMENT OF COMMERCE

Unier the Passrwin Reduction Act of 1995, no porsons ap: reguired 1o resaond to a collecion of infurmation unlsas it diﬁ)!ay:% # valid DIE contred nustiber,
PATENT APPLICATION FEE DETERMINATION RECORD | Avotoation or Docket Number I Fitig Dato
Subsstitute for Form PTO-875 10/841,064 05/07/2004 | 11 vo be maited
APPUCATION AS FILED ~ PART OTHER THAN
{aokumn 1) iCobuean 2) sMaLLENTITY [ or SMALL ENTITY
Maaan.
FOR NUMBER FILED NUMBER EXTRA RATE {3} FEE (§) RATE (%) FEE {$}
i) BASICFRE NIA NiA NA NiA
- (&2 DR CL183), (B), aricl)
] SEARCHFEE NIA NFA NA A
_ 137 OFR I.-(‘A;kuk o (R13}
[ :C;\)\(A%i;NATl{Q!\!l FEE NIA NIA NiA VA
ST OER 18R (pl o {ei
JJ?W‘:;(:_}RCQL{;{,IE\IS s 20 = N X35 = OR X§ =
TETENDE: MG — B
if the specification and drawings exceed 100
O . .- sheets of paper, the application size Tee due
fﬁi\i\i{i»;ﬂg?& SIZE FER i $250 (§125 for small entity) for each
B CFR additionat 50 sheets of fraction thereof. See
35 U.8.C. 419l 1(3) and 37 CFR 1.161s).
——
[ Mue ot s DEPENDENT CLAIM PRESENT (37 GFR 11605
P
*if the diffarence i columin 1 & less thar zaro, enter "7 ik ol 2. TOTAL TOTAL
APPLICATION AS AMENDED — PART I
QOTHER THAN
fGoturan 1) {Colunir 3} {nlumn 3y SMALL ENTITY LR SMALL ENTITY
CLAMS THGHES T
y REMARING HUMBER PRESENT . ADDITIOMNAL AT ARCATICHAL
o | 1071612008 | opn PREVIGLISLY EXTRS, RATE (%) } o @y RATE () FEE $)
= ARMENDMENT PAID FOR
Lu bbbttt b
= | Toabwes <18 Minus |~ 20 =0 ) orR{xs =
[ sy
% i 12 Minus | =12 =1 X §11n = 0 OR {x s =
- D Application Size Fee (37 CFR 1.15(3)}
g
E] FIRST PRESERTATION OF &1 TIPLE DEPENDENT OLAIM {57 CFR 1,163 CR
TOTAL TOTAL
ADDL 0 OR  ADIVL
FEE FEE
{Cobusnn 13 {Colunr 2) {Coslurrip 33
CLAIS HIGHEST
REMAINIMG NURBERR PRESENT et ADDITIONAL N AT IONAL
AFTER PREVIOUSLY EXTRA RATE ) | epE @y RATE (8 FEE (8)
iR ARMEMDMENT PAID FOR
Z { Tomlaroms » Minus |~ . X3 = OoR {xs =
(VK RG]
g . Minus |~ - X3 o= or {xe =
& T noplication size Feo (37 CFR 1 16(s))
=
<L D FIRGT FRESERTATIIN OF MULTIRLE DEFENDENT TLAIM 57 OFR 11643 OR
TOTAL TOTAL
ADDL OR  ADDL
FEE FEE

* If e entry i 0olamn 1S lass Hhan the entry in column 2, weike *F i colume 3,

>+ I the “Highest Number Freviowsly Paid For” 1IN THES SPACE 8 feas thaty 20, aisber 297,
O e Highast Number Frandowsty Pasd For® IN THIS SPACE is tess than &, enfer *3%
The "Highest Numiwr Pravicusly Paid For” {Votal or independant) i= the highest nunsber found in the appropriale boxin column 1.

Legal Instrument Examiner:

fSTEFANIE BRYCE/

This cotbection of information is requivadt by 37 CFR 1.1, The inforrmation is regquired 1o obiain of r2tain 3 benafit by the public which is o fike (and by the USFTO 1
process} an applicetion. Confidentiality is govaned by 35 US.C. 122 and 37 CFR 1.14. This collection is sstimated to take 12 rrinutes to complete, including gathsring,
prepaving, and submikting the compiated anphication fore o fee USPTO. Thvie wifl vary depeisthing upon e ntvidual case, Any oormiments ot the amounk of fime youe
reguire o complate iz fonm andior suggestions for reducing this burden, shoukd He sent to the Chtet Inforrmation Officer, U.S. Patent andt Trademark Office, U.S.
Cpartrment of Commerce, PO, Box 1450, Alexandria, VA 22313-1450, DO ROT SERG FEES OR COMFLETED FORMS TO THIS
ADDRESS. SEND TG: Commissioner for Patents, P.O, Box 1450, AMlexandria, VA 22313-1450

i yoiy need assistance i compising the form, eall T-860-DTOST 89 and sefeot opion 2.
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ki \iU 1} XTAT! = I)]"}”\R.Uii NTOF (}%\.ﬂﬂ WROE

EXAMINIR

FEARGOR I

B l_ Ax\( O, JACT UBS & I()WNSU Y LEP BALM, RONALD
HOWARD HUGHES CENTYE I ART UNIT SANGR NUMHER l

'ER DRIVE
SULTE 630 ot 12
LOS ANGELES, CA 90045 DADE MO L231360%

G100 CEN

' SFPLICATION NG, FIRFYNAMUD INVENTOR RS

SNEY DCCRET N,

SATION N,

84064 id Ponatd X, Cohen i4-165-B 976
TTLE OF INVENTION: PACKET FLOODRING BEFENSE SYSTEM
I AN, TP 1 SMALE ENFLEY I I'F‘[}]Z'LE(";\’ITON FEIT VST | PREV. PAID IBEUT PRI TOXTAL FIRREG DU TIATE 1
aanprovistona YR §78% S3030 &0 SIS [ERTER T YN

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AKD IS ALLOWED FOR ISSUANCE AS A PATENT,
PROSECETION ON THE MERITS IS CLOSED., TIHS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308,

THE ISSUE FEE AND PUBLICATION FEE (B REQUIRED) MUST BE PAHY WITHIN THREE MONTHS FROM THE
M AILING IM.{L QF IIHS "'J()!”l(“l‘ (JR l‘HIS APPLICATION SHALL BE REGARDED AS ABANDONED, TS
1 ) (G i { SEE 35 LLSJLCL 151 THE ISSUE FEE DUE INDECATED ABOVE l)()ES

1\01 REFLEC "l A CRE l)lf H)R ‘\\I's i’l{h‘v l()U‘;f Y PAID ISSUE FEE IN THIS APPLICATION, I AN ISSULE FEE HAS

PREVIOQUSLY BEEN PAHD IN THIS APPLICATION (AS SHOWN ABOVE), THE REUTURN OF PART B QF THIS FORM

WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOQUSLY PAID ISSUE FEE TOWARD THY ISSUE FEE NOW

PUE.

HOW TO REPLY T0) THIS NOTICE:

£ Review (he SMALL ENTITY status shown above.

I the SMALL ENTITY is shown as YES, verify your current i the SMALL BENTITY is shown as NO:

SMALL ENTITY states:

AL If the status s the same, pay the TOTAL FEE(S) DU shown A, Pay TOTAL FEE(S) DUE shown above, or

above.

B. It the status above is o be removed, check box 5b on Pant B - B. If applicant claimed SMALL }“\ H TY statas before, or is now

Feels) Transmittal and pay the PORLICATION FEE (f required) claiming SMALL ENTITY st on Part B - TFee(s)

and twice the amount of the 1851 showa above, or Transmittal and pay the PUBLIC A I‘I( )I‘s i (if required) and 1/2
the ISSULL FEE shows above.

Il PART B - FETS) TRANSMITTAL, or s eguisalent, must be completed and retursed w the LTened States Patend and Trademark Office
(LISPTO) with your ISSUE FEE and PUBLICATION FEE Gf required). H you are charging the fee(s) to vour deposit account, section "4h"
of Paxt B - Fee(s) Transmteal shondd he completed and an extea copy of the Foran should be subrotiterd. 1 an equivalent of Part B s filed, a
request to reapply a previoushy paid issue fee mast be clearly made, and delays in processing may ocear dug to the difficulty 1 recognizing
the paper #s an equivaient of Part B.

HI Al commnmicaiions regarding this application must give the applcation nuniber. Please disect all comumnications priog 0 1ssuance 1o
Mail Stop [SSUTE FEE ardess advised to the conlrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may réquire payment of
maintenance fees. I is patentee’s responsibility to ensure timely payment of maintenance fees when due.

fage 1 of 3
PTOL-ES (Rev, 08887} Approved {or use through 08212010
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PART B« FEE(S) TRANSMITTAL

Complete and send {his form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Conumissioner For Patents
.0, Box 1450
Alexandria, Virginia 22313-145¢
or Fax (571-273.2885

~oawd PUBLEC \HON- it
;m»l muiiz *mmr u

i regrired). Blocks 1 dwough 3 2
Al b weatled o she caerent ooy :
andfor (B} indicating a sopaate |

INSTRUCTIONS: This rnnn \houiu! ix. \Nd Jicy rrcummmw {he J‘ﬁ{ F R
apprepriate. AL fak St

ndivatzd unlesy con betoss o \hmkd othord
matntenapee foe potifications,

I COREEZFONDENCE ALY

of mailing can caly be wsed For domestic mailing
This certificate cannot b used mr any th

] dﬂdmmmi iy such
imw its own contificate of matling o wansm

IITIR

Certificate of Muiling o Teansmisstion
BELASC 0 JACTOBS & TOWNSL } Y LEP Hwn‘h}}; (J«“,} ) (;x Isau\numl ix husing ted with the United
r BT & o Stases Posii v 5 : mwil in an envelope
[{DW “\RD Hl (T S CENTER addressed 1o the Ma L addeess at o beiag f ..\muth:
Lrasssrveiied 1 o e dite indicated belosw,

FWhar's sy

" WK

SATION N,

2004 ogatd N, Coben 04-165-B 96
OORING BEFENSE SYSTEM

I APPLN. TYRE

CATION §

[ PREV, PAIL {5 TOSTAS

opprovistonal TS TN S0 50 SRGST D300

I XA I AT

BAUM, RONALD 2432

. Chungs ol covespondence addeess ov ipdicarion of "Fue Address™ 137
R 1.36

) . f D lht‘ 1A
spondence addiess for Change of Corespondence or agents ( 3!{,
RA122) ateachod.

i ep o 3
a.lwumm (S

mrm FIY

1

e r}Lj mJ lht‘ names ot up m
e df-ﬂﬁfﬁ I po pame is

:.‘ R 0 kddxw iadication (o "Few Akdresy” Tadication form
Rey 0302 or more recenty attached. Use of o Cestowmizr

Lok

T BE PRINTED ON THE PAT

AME AND RESIDENCE BIATA
: ed Bebow, no ass

Unless #a asyignee i ident

T {print or fvpe)

nee data will sppear on the patent. I an assignes is ideatified below, the docwment has been filed for

H ol w37 7 den of this Form i NOFE o aubstitnie for Gling an assigament,
LAINAME OF ASSIGNED (1) RESIDENCE: (CITY and STATE OR COUNTRY)
Please check the appropeise sssigres categony o categores (will nos be printed on the petent) {3 Tndividny [ Carpoeation o other privale gros sabdy {3 Government

he fflowing feeis) see waboadtted:
sswe Peo

Paywend of Fealsy (Please first reapply any peevionsty paid issue lee shown above)
A check iz enclosed.

:.l Publication Fee (3o small sty discount peemnitted) L.I Payeeat by wtdil card. Fores PY 0
L Advance Ovder - #of Caples i

W oas ;11!-1«:}';(‘(1

e 3
QVRITHLY menL o Proposit z\uoum '\ m r

ee 37 CFR 127, . Applicant 1 ne nger claiming SMALL ENTIT

1 3 Ve (i vequeirady wilk not be accepiedd from auyone other than the applicant; s repisess
hmvn by ﬂ‘]t‘ Feg Jl’d\ of tm ( nited States Patent and Trademack Office,

Anthorired Signatuns Phare

Teped or prissed name Reglstration Ne.
This coflsction of infosmation is .’ rod b (‘? K3 The mmrmmm‘ is roquired to ni\wm s ka3 benefit by the public which is (o [ile fand by the USFEO to process)
an application. Coulldentiality i PR, 122 sl 37 CFR LS This ti uﬁ.u 1 widpkes b complete, nchading yih»*rmg SrEpEring, and

submitting the completed app
this {oem sndion suggess
Bars 1430, A xatlr
Alexandria, Viegisia

Finder the Paperwork Reductin Aot of 195, no porsons dre ragrined to sespond i colection of information unbess it displays o vidid OMB controf sumber.

J Time w ﬂl VArY d(pmdm;: ) IS on shy amoum of sime ) o complote
i 1 ! : : PO,

Y450,

PTOL-E5 {Rev, 088} Approved for use theough D83 L2010 [ARSPERE el BT E RS LES, Patent and Tradomark Gifice; UN, TEPARTMENT OF COMMERCE
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Unrrep States PATENT AND TrADEMARK OFFICE

£ \iU 12 ‘sTAT! S DEPARLY
s Pl d

INTOF COMMERTE
e Office

] APLIZATION NO BILING DATE | ; Y DOLKET NG, | O
HHEE 064 DSATE20N Donald N, Cohen 41651 976
l HEXNAMINYN l
BAIM, ROMALDL
I ART MIT FAPRR NUMHBER l
DATE Mal 0K

Determination of Patent Term Adjustment nnder 38 U.5.C, 154 ()
{application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 719 day(z). If the issue fee is paid on the date that {s three months after the
mailing date of this notice and the patent issues on the Taesday before the date that is 28 weeks (six and a half
months? after the matling date of this notice, the Patent Term Adjustment witl be 719 day{s).

It a Continued Prosecution Application (CPAG was filed 1n the above-identified application. the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant wili be able 1o obtain more detaited information by accessing the Patent Application {nformation Retrieval
(PAIR) WEB site {(http://pair.uspto.govy,

Apy questions regarding the Patent Term I*\lemton or Adjustment determination should be directed o the Office of
Patent Legal Administration at (3713272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service (‘.elm,.r of the Office of Patent Publication at 1-(888)-786-0101 or
(571)-272-4200.

fage 3 of 3
PTOL-ES (Rev, 08887} Approved {or use through 08212010
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Applicaticn No. Applicant{s}
L ! . 10/841,064 COHEN, DONALD N.
Notice of Allowability Examiner Art Unit
RONALD BAUM 2439

- Fhe MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All clains being allowable, PROSECUTION ON THE MERITS I8 {OR REMAINS) CLOSED in this application. If not included
herewith {or previocusly mailed}, a Notice of Allowance {PTOL-85) of other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABRILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal front issue at the initiative
of the Office or upon patition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X3 This communication is responsive to 16 Oclober 2008.
2. B4 The allowed claim(s) isfare 1-18.

3, [[1 Acknowtedgment is made of a claim for foreign priority under 35 U.5.C. § 118(a)-(d) or (f).

ay[1 A py[dsome* cilINone oftha
1. [[] Certified coples of the priority documents have been received.
2. [] Certified copies of the priority documents have been received in Application No.
4[] Copies of the certified copies of the prinrity documents have been racaived in this national stage application from the

International Bureau (PCT Rule 17.2{(a)).
* Certified copies not received:
Apglicant has THREE MONTHS FROM THE "MAILING DATE” of this communication to file & reply complying with the requiremenis

rioted below. Fallure fo timely comply witl result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4, [J A SUBSTITUTE QATH OR DECLARATION must be submitied. Note the attached EXAMINER'S AMENDMENT of NOTICE OF
INFORMAL PATENT APPLICATION {FTO-152) which gives reason{s) why {he oath or declaration is deficient.

5. Ij CORRECTED DRAWINGS { as ‘replacement shaets”) must be submitted.
(@[] including changes required by the Notice of Draftsperson’s Patent Drawing Review { PTO-248) attached
1) [ herato or 23 01 to Paper No/Mail Date
(b1 [7] including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date ______,

Identifying indicia such as the application number (see 37 CFR 1.84{c}) should be wrilten on the drawings in the front {not the back) of
each sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121(d).

8. [ DEPOSIT OF andfor INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment{s}

1. {4 Notice of References Cited (PTC-892)
2. [} Notice of Draftperson's Patent Drawing Review (PT0-848)

3. ] informaticn Disclosure Statements (PTO/SB0S),
Paper No./Mait Date

4. {1 Examiners Comment Regarding Requirement for Deposit
of Bwlegical Material

5. [J Notice of informal Patent Application

8. [ Interview Summary (PTO-413),
Paper No./Mail Date .
7. [ Examinar's Amendment/Comment

8. Examinar's Statement of Reasons for Allowancs

17,5, Patend ans Tradsmary Oy

FTOL-37 {(Rev. 08-06)

Notice of AHowabiity

Fart of Pager No Mail Date 20081217
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Application/Control Number: 10/84 1,064 Page 2
Art Unit: 2439

DETAILED ACTION

Examiner’s Statement of Reasons for Allowance

1. Claims 1-18 are allowed over prior art.
2. This action s in reply to applicaunt’s correspondence of 16 October 2008,
3. The following is an cxaminer’s statement of reasons for the indication of allowable

claimed subject matter,

4. Asperclaims 1,2, 4, 7,8, 10, 11, 13, 14, 16 and 17 generally, prior art of record, Chang
ot al, U.S. Patent 5,367,323, fails to anticipate, disclose, teach or suggest alone, or In
combination, at the time of the invention, the features a8 set forth in the ¢laims in this application
as allowed, and not necessarily as summarized and/or characterized by the examiner, whether or
not as italicized, as discussed and remarked apon in the response of 16 October 2008 to office
action of 13 June 200K,

Specifieally, (as per claim |, for example) prior art dealing with DDoS defense against
various allack scenarios (e.g., path wentification DDoS defense scheme wtilizing a deterministic
packet marking schewe allowing a DDoS victim to filter out attack packets via router originated
informatlon; Yam, A, ef al, 'StackPh Mew Packet Murking and Filiering Mechaaisms for DIJoS and IP Spenfing Delense’,
IEPE JOURNAL ON SELECTED AREAS IN COMMUNICATIONS, VOL, 24, NO. 10, GCTOBER 2006, entire document,

tutp:ieeexplote. fees org/stamp sty jspTammnber=0 1703617 ), 18 genen aﬁiy known Por Se. Nowhere in the
prior att is found collectively the ialicized claim elements {i.¢., path information forwarding
along the entire path to the victim, said path information encompassing the entire path through

the associated routers, and subsequent use of said information to effect filtering via allocation of
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Application/Control Number: 10/84 1,064 Page 3

Art Unit: 2439

packet processing rate), af the time of the invention, serving to patently distinguish the invention

from said prior art;

“1. A packet flooding defense svstem for 8 network comprising a plurality of host computers,
routers, communication dnes and transmitted data packets, said systern comprising:
means for
classifying data packets received at a host computer into
wanted data packets and
unwanted data packets;
means for
associating a meaximum acceptable processing rate with
each class of data packet
received at said computer;
means for said computer
fo find information for packels it receives regarding
the path by which said packets came to said computer
via packet marks provided by routers
leading to said host computer,
said path compnising
all routers in said network via which
said packets are routed to said computer, and

means in said computer for

Cloudflare, Inc.  Exhibit 1003
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Application/Control Number: 10/84 1,064 Page 4
Art Unit: 2439

using said information
to allocate the processing rate available for
onwanted data packets to be
less than or equal to

said maximum aecepiable processing rate”

5 Dependent claims 3, 6, 9, 12, 15 and I8 are allowable by virtue of their dependencies.
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Application/Control Number: 10/84 1,064 Page S
Art Unit: 2439

Conclusion
6. Any inquiry concerning this communication or carlier communications from cxaminer
should be directed to Ronald Baurn, whose telephone number is (571) 272-3861, and whose

unofficial Fax number 5 {571} 273-3861 and vnofficial email is Ronald. baumédiuspto.gov. The

examiner can normally be reached Monday through Thursday from 8:00 AM to 5:30 PM.

If atternpts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Kambiz Zand, can be reached at (571) 272-3811. The Fax number for the
organization where this application is assigned is 871-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. For more information for
unpubiished applications is available through Private PAIR only. For more information about the
PAIR system, see hitp//pair-divectiapio.gov, Should you have questions on access to the Private

PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).

Ronald Baum

Patent Examiner

R.B/

Examiner, Art Unit 2439
/Kambiz Zand/

Supervisory Patent Examiner, Art Unit 2434
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Application/Confrol No. Applicant{syPatent Under
Reexamination

Notice of References Cited 1‘9!8&.1’004 cortn oot
Examiner Art Unit
RONALD BAUM 2439 Page 1 ot
U3, PATENT DOCUMENTS
* oty Cotmunbordind Coce | MYYYY | Nore Clossifcation
A §Us !
8 §US-
¢ §US-
D {US
g §Us-
FiUs-
G §US-
H i US-
i Ys-
4 Us-
¥ 1 US-
L US-
M} US- ;
"""""" - TFOREIGN PATENT DOCUMENTS
* Cmunk?(():(;c:gﬁsfrii?ﬁg‘ Coda Mp,-;D.E:'t\C?YY ‘ Country Nawe Classification
- ;
Q
P
Q
R
8
T
NON-PATENT DOCUMENTS
* nclude as applicable: Author, Title Date, Publisher, Edition or Volume, Pastinent Pages}
Yaar, A., et al, 'StackPi New Packet Marking and Fitering Mechanisms for DDoS and IP Spuofing Defense’, IEEE JOURNAL
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ISSUE NOTIFICATION
The projected patent number and issue date are specified above,

Determination of Patent Term Adjustment under 35 {.58.C. 154 (b}
{application filed on or after May 29, 2000}

The Patent Term Adjustment is 719 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

I a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing dale that
determines Patent Term Adjostment is the filing date of the most recent CPA.

Applicant will be able to obtain move detailed information by accessing the Patent Application Information
Retrieval {PAIR) WEB site (http:/pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be divected to the
Office of Patent Legal Administration at (5713-272-7702. Questions relating to issue and publication fee
payments should be ditected 0 the Customer Service Center of the Office of Patent Publication at
(571)-272-4200,

APPLICANTY(s) (Please see PAIR WERB site hitp:/pair.nspto.gov for additional applicants);

Donald N, Cohen, Los Angeles, TCA;

TRIOY Rev, 11/03)
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Declaration of Dr. Vyay K. Madisetti Under 37 CFR. § 1.68 in Support of
Request for Fx Parte Reexamination of U.S. Patent No. 7,523,497

TABLE OF CONTENTS

L IArOAUCHION LoD
. Background and Qualifications ..., 10
HI. Summary of My Opinions....oo e 17
IV.  Level of Ordinary Skill in the Pertinent Art ..., 18
Y. Prior Art Printed Pablications ... 20
VI, Claim Constrution ..o 22
Vi Understanding of Patent Law ... 23
VIIE The 407 Patent. ... 27
A, Summary of Alleged Invention ... 27
B, Embodimments of the 7497 Patent ... 30
C. Clamms 7and 10 . 35
D Packet Markang . 37
E.  Prosecution History. ... 38
IX. Overview of Priort Art . 43
A, Packet Flooding and Denial of Service Attacks........................... 44
B.  Packet Marking was Well-Known mnthe Art............................ 47
C. Overview of Savage ... 49
D Overview of Maher. ... 51
E. Overviewof Schuba............... 54

F.  Proposed Rejection #1: Motivation to Combine Savage with
Maher and Schuba ... 57

2

Cloudflare, Inc.  Exhibit 1003  Page 674



Declaration of Dr. Vyay K. Madisetti Under 37 CFR. § 1.68 in Support of
Request for Fx Parte Reexamination of U.S. Patent No. 7,523,497

L3

A POSITA would have been motivated to modify Savage to
meorporate Maher’s conventional network implementation
detatls .. 58

A POSITA would have been motivated to utilize Savage’s
packet marking technique to determine the path of a packet
mehuding all routers between an attacker and a victim ... 61

A POSITA would have been motivated to modify Savage to
additionally classify network traffic and limit the processing
rate for unwanted data packets to reduce the severity of QoS

AHACKS. o 64
(3.  Proposed Rejection #2: Motivation to Combine Maher with
Savage and Schuba ... 67
i A POSITA would have been motivated to modify Maher to
mcorporate Savage’s technigue of determiming the path of data
packets via packet marks provided by routers along the path .68
2 A POSITA would have been motivated to modity Maher to
meorporate Schuba’s conventional technique of classifying
data packets, and Savage’s technique of including packet
FATKS Lo 74
XK. Detailed Invalidity Analysis. .. 80
A.  Proposed Rejection #1: Claim 7 would have been obvious over
Savage 1in view of Maher and further i view of Schuba. ... 80
B.  Proposed Rejection #2: Clanm 10 would have been obvious
over Maher 1 view of Savage and further i view of Schuba. ... 1
. Proposed Rejection #1 (Claims 13 and 1) Claims 13 and 1

would have been obvious over Savage 1 view of Maher and

further in view o SChuba. {21

1. Overview of Clatm 13 121

2. Overview of Claim b 130
3
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3. Proposed Rejection #2 (Claims 16 and 4): Claims 16 and 4
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I Overview of Claim 16 ..., 137

2. Overviewotf Clanm 4 ... 142

X1, Availability for cross-examination ... 149
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Declaration of Dr. Vyay K. Madisetti Under 37 CFR. § 1.68 in Support of
Request for Fx Parte Reexamination of U.S. Patent No. 7,523,497

I, Viay K. Madisetts, do hereby declare as follows:
L INTRODUCTION

1. I have been retained by counsel for Unified Patents, LLC (“Unified™)
as an independent expert witness in support of the above-captioned Request for £x
Farte Reexanination (“Request”) of U.S. Patent No. 7,523,497 (“'the 497 patent”™).
I am being compensated at my usual and customary rate for the time [ spend in
connection with this reexamination proceeding. My compensation 1s not affected
by the outcome of this reexamimation proceeding.

2. I have been asked to provide my opinions regarding whether claims 7
and 10 (each a “Challenged Claim™ and collectively the “Challenged Claims™) of the
"497 Patent are invalid as they would have been obvious to a person having ordinary
skill in the art (“POSITA”) as of the earliest claimed priority date. It 13 my opiion
that all of the Challenged Claims would have been obvious to a POSITA after
reviewing the prior art discussed below.

3. In preparing this Declaration, T have reviewed:

a) EX1001, the "497 Patent;
b) EX1002, the file history of the "497 Patent;
¢y the prior art references discussed below:
+ EX1005, Stefan Savage et al., “Practical Network Sapport

for [P Traceback,” ACM SIGCOMM 2000: Proceedings of
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the Conference on Applications, Technologies,
Architectures, and Protocols for Computer Communication,
August 2000, pp. 295-306 (“Savage”);

e EX1006, U.S. Patent 7,0858,974 by Robert D. Maher, 11
(“Maher”);

e EX1007, U.S. Patent 6,725,378 by Christoph L. Schuba et
al. (*"Schuba™);

d)  other documents histed below:

e EXI1008, U.S. Patent 5,367,523 by Rong-Feng Chang et al.
(“Chang”);

e EX1010, U.S. Patent Application Publication 2002/0032871
by Gerald R. Malan et al. (*"Malan™);

e EXI1011, U.S. Patent 7,062,782 by Robert J. Stone et al.
(“Stone™);

e EX1012, U.S. Patent 7,120,931 by David Cheriton
(“Cheriton™};

e EX1013, U.S. Patent 6,502,135 by Edmund C. Munger et al.

(“Munger”);
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e EX1017, Program of ACM SIGCOMM 2000 Conference in
Stockholm, Sweden, August 28, 2000 to September 1,
20001,

e EX1018, Internet Archive version (saved on August 20,
2000) of program of ACM SIGCOMM 2000 Conference in
Stockholm, Sweden, Auguast 28, 2000 to September 1,
20007

e EX1022, Association for Computing Machinery (ACM),
“About the ACM Organization™;

e EX1023, “ACM SIGCOMM: Welcome” page®;

e EX1027, U.S. Patent 6,789,190 by Donald N. Cohen;

e EX1028, the file history of U.S. Patent 6,789,190,

PEX1017 1s available at hitp://cont TS 00,
clicking on the link “he.,r’e at’ Auﬂ 2000: Tha, imai program is avaa'ﬂabie check
out here.” The hink “here™ 1s
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e EX1036, K. Ramakrishnan et al., “A Proposal to add
Exphcit Congestion Notification (ECN) to IP,” Network
Working Group Request for Comments: 2481 (Jan. 1999)
(“RFC 24817y,

¢ HEX1037, K. Nichols et al., “Definition of the Differentiated
Services Field (DS Field) m the 1Pv4 and 1Pv6 Headers,”
Networking Working Group Request for Comments: 2474
(Dec. 1998) (“RFC 24747y,

e EX1038, S. Blake et al., “An Architecture for Differentiated
Services,” Network Working Group Request for Comments:
2475 (Dec. 1998) (“RFC 24757,

e EX1039, lon Stoica et al., “Providing Guaranteed Serviges
Without Per Flow Management,” ACM SIGCOMM
Computer Communication Review, Vol. 29, No. 4, Gct.
1999, pp. 81-94 (“Stoica™);

¢ HEX1044, “Internct Protocol — DARPA Internet Program
Protocol Specification,” IETF Network Working Group,
Request for Comments: 791 {J. Postel ed., Sept. 1981)

(“RFC 7917); and
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e EX1045, T. Socolofsky, “A TCP/IP Tutorial,” Network
Working Group Reguest for Comments 1180 (Jan. 1991)
(“RFC 1180™).
e} any other documents cited below.

4. I understand that the "497 patent issued on April 21, 2009, from U.S.
Patent Application No. 10/841,064, filed on May 7, 2004, [ understand that the "497
patent claims priority back to U.S. Patent No. 6,789,190, which was filed as U 5.
Application No. 09/715,813 on November 16, 2000, The face of the 497 patent
lists Donald N. Cohen as the purported inventor. 1 have been informed that PacSec3,
LLC 1s the current assignee of the "497 patent.

5. In forming the opinions expressed in this Declaration, I relied upon my
education and experience i the relevant field of art and have considered the
viewpoint of a Person of Ordinary Skill in the Art (POSITA), as of September 20,
2001. I have also considered:

ay  the documents histed above,
by  any additional documents and references cited in the analysis
below,
¢y  the relevant legal standards, including the standard for

obviousness, and
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dy  my knowledge and experience based upon my work in this area
as described below.
. BACKGROUND AND QUALIFICATIONS

6. My qualifications are set forth in my curriculum vitae, a copy of which
1s included as Exiubit 1004 (EX1004}. As set forth in my curmiculum vitae:

7. [ obtamed my Ph.D. in Electrical Engineering and Computer Science at
the Umiversity of California, Berkeley, mn 1989, 1 received the Demetrt Angelakos
Qutstanding Graduate Student Award from the University of California, Berkeley
and the IEEE/ACM Ira M. Kay Memorial Paper Prize in 1989,

8. [ jomed Georgia Tech in the Fall of 1989 and am now a Professor in
Electrical and Computer Engineering. I have been active in the areas of IP (Internet
Protocol) networking, wireless communications, digital signal  processing,
integrated circuit design (analog & digital), software engineering, system-level
design methodologies and tools, and software systems. I have been the principal
mvestigator (“PI"} or co-PI in several active research programs in these areas,
including DARPA’s Rapid Prototyping of Application Specific Signal Processors,
the State of Georgia’s Yamacraw Initiative, the United States Army’s Federated
Sensors Laboratory Program, and the United States Air Force Electronics Parts
Obsolescence Inttiative. [ have received an [BM Faculty Award and the NSF’s

Research Initiation Award. | have been awarded the 2006 Frederick Emmons

10
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Terman Medal by the American Society of Engineering Education for contributions
to Electrical Engineering, including authoring a widely-used textbook i the design
of VLSI digital signal processors.

g. I have developed and taught undergraduate and graduate courses in
hardware and software design for computer systems and software {e.g., IP
networking), signal processing and wireless communication circuits at Georgia Tech
for the past twenty years. I graduated more than 20 Ph.D. students that now work as
professors or m technical positions around the world,

10. I have been an active consultant to industry and various research
laboratories (including Massachusetts Institute of Technology ("MIT™) Lincoln
Labs and Johns Hopkins University Applied Physics Laboratory). 1 have founded
three companies in the areas of 1P networking, embedded software, mulitary chipsets
involving imaging technology, and wireless communications. 1 have supervised the
Ph.D. dissertations of over twenty engineers n the areas of computer engineering,
signal processing, communications, rapid prototyping, and system-level design
methodology, five of which have resulted i thesis prizes or paper awards.

1. My consulting work for MIT Lincoln Labs tvolved high resolution
imaging for defense applications, where [ worked in the area of prototyping complex
and specialized computing systems. My consulting work for Johns Hopkins Applied

Physics Lab (“APL”) mainly involved localization of objects in image fields, where

11
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I worked on identifying targets m video and other sensor fields and identifying
computer architectures and circuits for power and space-efficient designs.

12. I have developed wireless baseband and protocol stack software and
assembly code for a leading telecommuntcations handset vendor that focused on
efficient realization of speech codecs and echo-cancellation.

13, The first of the companies I founded, VP Technologies, offers products
in the area of semiconductor integrated circuits, mcluding building computing
systems for helicopter imaging systems for the United States Awr Force. T remam a
director of VP Technologies. The second of these companies, Soft Networks, LLC,
offers software for multimedia and wireless computing and network platforms,
meluding the development of a set-top box for Intel that decodes MPEG-2 video
streams and imaging codes for multimedia phones. The technology mvolved with
the design, development, and implementation of the Intel set-top box mcluded
parsing the bit streams, decoding communications protocols, extracting image and
video data, and then processing for subsequent display or storage over IP networks.
The third of these companies, Elastic Video, uses region-of-interest based video
encoding or decoding for capturing high quality video at very low bit rates for
distribution over IP networks, with primary application for wireless video systems.

14. | have been active w the area of IP networking and network data

transmission, mcluding wireline and wireless networking. Some of my publications

12
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m this area around the priornity date of the 497 patent include “Adaptive Mobility
Management in Wireless Networks,” Electronies Letters, Vol 34, No. 15, July 23,
1998, pp. 1453-1455; “A Transport Layer Technology for Improving the QoS of
Networked Multimedia Applications,” IETF Internet-Draft, July 25, 2002:° and
“Voice & Video Over Mobile IP Networks, IETF Internet-Draft, November 20,
20026

15. I have authored or co-authored several books, including VLSI Digital
Signal Processors (IEEE Press 1995) and the Digital Signal Processing Handbook
{CRC Press, 1998}, | am Editor of the three~-volume DSP Handbook set (Volume 1:
Digital Signal Processing Fundamentals; Volume 2: Video, Speech, and Audio
Signal Processing and Associated Standards; and Volume 3: Wireless, Networking,
Radar, Sensory Array Processing, and Nonlmear Signal Processing), which was
published 1m 2010 by CRC Press in Boca Raton, Flonda.

16.  Additional representative peer-reviewed publications i the area of [P
networking and network data transmission include the following (1) Argyriou, A
and Madisetti, V.K., “Bandwidth aggregation with SCTP,” GLOBECOM 03, IEEE

Global Telecommunications Conference, San Francisco, CA, USA, 2003, vol. 7, pp.

> Available at htps://loolstetfor
¢ Available at '

S e AP ERUT IO L U O U e NS N
SUEVIIOU-VOICO-VIGOO=-TT1T
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ULy
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3716-3721; (1) Argyriou, A. and Madisetti, VK., “Reahizing load-balancing in ad-
hoc networks with a transport layer protocol,” 2004 [EEE Wireless Communications
and Networking Conference, Atlanta, GA, USA, 2004, Vol 3, pp. 1897-1902; (i11)
Argyriou, A. and Madisetti, V.K., “Performance evaluation and optimization of
SCTP in wireless ad-hoc networks,” 28th Annual IEEE International Conference on
Local Computer Networks, 2003, LCN '03. Proceedings., Bonn/Konigswinter,
Germany, 2003, pp. 317-318; and (1v) Khan, M.H. and Madisetti, V.I, “System
design and re-engineermng through virtual prototyping: a temporal model-based
approach,” Conference Record of Thirty-Second Asilomar Conference on Signals,
Systems and Computers (Cat. No. 98CH36284), Pacific Grove, CA, USA, 1998, Vol.
2, pp. 1720-1724.

17. I am knowledgeable and familiar with standards related to IP
networking and network data transmission, including the TCP/IP (Transmission
Control Protocol and Internet Protocol) protocol as defined in Request for
Comments (RFC) 793 (EX1044) and RFC 1180 (EX1045). 1 am also familiar with
common network infrastructure devices such as routers, gateways, and source and
destination host computers, and how such devices utihize the TCP/IP protocol with
Internet Protocol version 4 (IPv4) or Internet Protocol version 6 (IPv6) addressing.
I am a member of the Computer Systems and Software, and Dagital Signal

Processing Technical Groups at Georgia Tech, and teach classes in these technical

14
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areas. One of my primary research interests 18 in networking, including wirehine and
wireless networking,

18. I have designed several specialized computer and communication
systems over the past two decades at Georgia Tech for tasks including wireless audio
and video processing and protocol processing for portable platforms, like cell phones
and Person Digital Assistants. T have worked on designing systems that are efficient
from a performance, size, weight, area, and thermal point of view. | have developed
courses and classes for the indastry on these topics, and many of my lectures in
advanced computer system design, developed under the sponsorship of the United
States Department of Defense in the late 1990s, are available for educational use at
hitp://www . eda.org/rassp. These lectures have been used by several U.S. and
international universities as part of their course work. Some of my recent
publications in the arca of design of wireless communications systems and
associated protocols are histed m EX1004.

19, In conjunction with a leading telecom vendor in Asia, through a joint
venture called Soft Networks (“SN7), LLC in Atlanta m the late 1990s and early
2000s, T collaborated with a team of engineers to support mobile and wircless
services offerings in India. These involved the design and development of

micropayment services for mobile phones, design of smartphones, soft switches, and
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telecom customer bitling and fraud detection algorithms that included establishment
of secure sessions and privileged access to customer account and bilhing data.

20. I have been elected a Fellow of the IEEE. The Fellow is the highest
grade of membership of the IEEE, a world professional body consisting of over
300,000 electrical and electronics engineers, with only one-tenth of one percent
(0.1%) of the IEEE membership being elected to the Fellow grade each year.
Election to Fellow 1s based upon votes cast by existing Fellows in IEEE.

21. I have also been awarded the 2006 Frederick Emomons Terman Medal
by the American Society of Engineering Education for contribufions to Electrical
Engmeering, including authormg a widely used textbook in the design of VLSI
digital signal processors. I was awarded the VHDL International Best PhD
Dissertation Advisor Award in 1997 and the NSF Research Initiation Award in 1990,
[ was Technical Program Chair for both the TEEE MASCOTS 1n 1994 and the IEEE
Workshop on Parallel and Distributed Simulation in 1990, In 1989 [ was recognized
with the Ira Kay IHEE/ACM Best Paper Award for Best Paper presented at the ITEEE
Annual Simulation Symposum.

22, In view of the above and my curticulum vitae (EX1004), T had (1) a
Ph.D. degree in electrical engineering; (ii) over ten years lecturing at the college
level on the topic of electrical engineering, including 1P networking and network

data transmussion; and (11} several years of experience in the design and

16
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development of IP networking and network data transmission prior to the earliest
priority date of the "497 patent. Thus, as of the earliest possible priority date of the
"497 patent (i.e., November 16, 2000), I was at least a person of ordinary skill in the
art of the "497 patent (Section 1V, infra), and I had direct personal knowledge of the
technologies mvolved in the "497 patent. When I refer to the “priornity date of the
497 patent,” T am referring to November 16, 2000,

HI. SUMMARY OF MY OPINIONS

23, In my opmion, claims 7, 10, 13, 16, 1 and 4 of the "497 patent are
unpatentable. My opinions are based on my expertise in the technology of the 497
patent as of the priority date of the "497 patent, 1ts file history, and the prior art
discussed in my Declaration and the Request. In this Declaration, | first analyze
claims 7 and 10, Claims 7 and 10 are “method” clamms. Clamms 13, 16, 1, and 4 are
“systemy” claims. Claims 13 and 1 are substantially similar to claim 7. Claims 16
and 4 are substantially stmilar to claim 10,

24, T reviewed and contributed to the Request’s explanation as to why
claims 7, 10, 13, 16, 1 and 4 are unpatentable. The Request’s explanation as to why
these claims are unpatentable reflects my understanding, and [ incorporate it in
Section X below.

25, In Section VI below, T provide an explanation of the "497 patent as

well as the alleged mventions of claims 7 and 10. In Section IX below, I provide an

Sy
~3
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overview of the prior art, mcludmmg why a POSITA would have been motivated to
combine the prior art based on the teachings of the prior art. In Section X below, 1
also explore how claims 13 and 1 differ from claim 7, and how claims 16 and 4 differ
from claim 10. My analysis of ¢laims 13, 1, 16 and 4 follows my analysis of claims
7 and 10 Section X below.

IV, LEVEL OF ORDINARY SKILL IN THE PERTINENT ART

26.  Iunderstand that the level of ordmary skill may be reflected by the prior
art of record, and that a POSITA to which the claimed subject matter pertains would
have the capability of understanding the scientific and engineering principles
applicable to the pertinent art. | understand that one of ordinary skill in the art has
ordinary creativity and is not a robot.

27, Tunderstand there are multiple factors relevant to determining the level
of ordinary skill in the pertinent art, including (1) the levels of education and
experience of persons working in the field at the time of the mvention; (2) the
sophistication of the technology; (3) the types of problems encountered in the field;
and (4) the prior art solutions to those problems. There are likely a wide range of
educational backgrounds in the technology fields pertinent to the “497 patent. The
concepts disclosed m the "497 patent are relatively simple and would have been
covered, for example, by an undergraduate-level course on network data

transmission, including computer networking and/or IP networking.

18
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28, 1 am very familiar with the knowledge and capabilities that a person of
ordinary skill in the arts of network data transmission would have possessed in
November 2000. Specifically, my experience in the industry, with colleagues from
acadenuia, with graduate students whose work [ supervised, and with engmeers
practicing in the industry during the relevant timeframe allowed me to become
personally familiar with the knowledge and capabilities of a person of ordinary skill
in the areas of network data transmission. Unless otherwise stated, my testimony
below refers to the knowledge of one of ordmmary skill in the art mn the field of
wireless communications at the time of the November 16, 2000, the priority date of
the "497 patent.

29, In my opimion, the level of a person of ordinary skill in the art needed
to have the capability of understanding of network data transmission in the "497
patent 15 a bachelor’s degree in electrical enginecring, computer engineering,
computer science, physics, or a related subject, and one to two years of work
experience in network data transmission.  Less experience is necessary with
additional education (e.g., a Master’s degree), and likewise, less education 13
necessary with additional work experience (e.g., 5-6 years). Such academic and
industry experience would be necessary to appreciate what was obvious and/or
anticipated m the mdustry and what a person of ordinary skill m the art would have

thought and understood at the time. 1 believe I possess such experience and

19
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kmowledge, and am qualified to opine on the "497 patent from the perspective of a
person of ordinary skill in the art.

30. Forpurposes of this Declaration, in general, and unless otherwise noted,
my testimony below refers to the knowledge of one of ordinary skill 1o the art during
the time period around the earliest claimed priority date of the 497 patent. I would
have been a person with at least ordinary skill in the art at that time.

V. PRIOR ART PRINTED PUBLICATIONS

31, The Association for Computing Machinery (ACM) 1s (and has been
since well before November 2000} a well-known technical professional
organization. ACM has “nearly 100,000 members™ worldwide mcluding “educators,
researchers, and professionals,” as well as “undergraduate and graduate members.”
EX1022, 1, EX1023, 1. ACM indicates that 1t 15 “the world’s largest computing
society.” EX1022, 1. ACM is “a leading global source for scientific information,”
and “‘promotes research and innovation through its journals, magazines, and the
proceedings of more than 170 annual conferences and symposia.” EX1022, 3. A
POSITA mn the relevant time frame would have frequently reviewed ACM
publications and attended ACM conferences for iformation on relevant
technologies, such as computer networking and network data transmission. 1 have
been an ACM member for more than two decades. 1 have also published articles

through ACM: (1) Vyay Madisett1 et al., “Efficient distributed simulation,” ACM

20
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Simulation Digest, Mar. 1989;7 and (2) Vijay Madisetti et al., “Synchronization
mechanisms for distributed event-driven computation,” ACM Transactions on
Modeling and Computer Simulation, Jan. 19923

32, ACM has several special interest groups (SIG), including the Special
Interest Group on Data Communication (SIGCOMM). EX1022, 1; EX1023, 1,
EX1024, 1. SIGCOMM members, which include “scientists, engineers, educators
and students,” “study all aspects of computer communications and networks.”
EX1023, 1. SIGCOMM members “are particularly interested m the svstems
engineering and architectural questions surrounding computer communication.”
EX1023, 1. SIGCOMM has an annual conference m various locations throughout
the world.  EX1023, 1 (“The annual SIGCOMM Conference, our flagship
conference.”); EX1024, 1-2 (identifving vears and locations of anmual SIGCOMM
Conference). The SIGCOMM conference has occurred annually beginning tn 1998
and continues through this year. EX1024, 1-2. The annual SIGCOMM Conference
secks the submission of papers “describing significant research contributions to the

field of computer and data computer networks.,” including “submissions on network

7 Available at httos//dl acm org/ds

 Available at hitns
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architecture, design, implementation, operations, analysis, measurement, and
simulation.” EX1024, 1.

33, According to the program of the ACM SIGCOMM 2000 Conference,
Savage (EX1005) was presented on September 1, 2000 (Session 8) at the ACM
SIGCOMM 2000 Conference in Stockholm, Sweden. EX1017, 2 (conference
program); EX1018, 2 (Internet Archive version of online conference program).

34. A POSITA in November 2000 would have been aware of the ACM
SIGCOMM conference, and the publications produced by ACM and SIGCOMM.
As a POSITA in network data transmission, I would regularly review ACM
conference papers, and the publications of ACM, mcluding the Computer
Communication Review, which was {(and still s} a publication of all papers presented
at ACM SIGCOMM conferences.  See EX1023, 1 (dentifying Computer
Communication Keview as one of ACM SIGCOMM s publications).

Vi. CLAIM CONSTRUCTION

35.  Itis my understanding that in order to properly evaluate the "497 patent,
the terms of the claims must first be mterpreted. It 18 my understanding that the
claims are to be construed according to their broadest reasonable interpretation in
light of the specification.

36.  Based upon my review of the mtrinsic record and my experience in

network data transmission, | agree with the position taken in the Request for £x

22
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FParte Reexammation that a POSITA would apply the ordinary and customer
meaning to all terms in the challenged claims, such that no specific claim
construction is necessary. A POSITA would understand all terms in claims 7 and
10 of the "497 patent according to their ordinary and customary meaning.

Vil. UNDERSTANDING OF PATENT LAW

37.  Tam not an attorney. For the purposes of this declaration, I have been
informed about certain aspects of the law that are relevant to my opmions. My
understanding of the law was provided to me by Umfied’s attorneys.

38.  Tunderstand that prior art to the “497 patent includes patents and printed
publications n the relevant art that predate the priority date of the "497 patent. For
purposes of this Declaration, I have applied the date of November 16, 2000, the filing
date of U.S. Patent No. 6,789,190 to which the 497 patent claims priority, as the
priority date.

39. I have been asked to provide my opinions regarding whether claims 7
and 10 (the “Challenged Claims™) of the "497 patent would have been anticipated by
the prior art or would have been cbvious to a POSITA at the time of the alleged
invention in hight of the prior art.

40. It is my understanding that, to anticipate a claim under 35S U.S.C. § 102,

a reference must disclose each and every element of the claim.
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41, I understand that a claim s also unpatentable 1if it would have been
obvious. Obviousness of a claim requires that the claim would have been obvious
from the perspective of a POSITA at the time the alleged invention was made. [
understand that a claim could have been obvious from a single prior art reference or
from a combination of two or more prior art references.

42, Tunderstand that an obviousness analysis requires an understanding of
the scope and content of the prior art, any differences between the alleged invention
and the prior art, and the level of ordimary skill in evaluating the pertinent art.

43. 1 further understand that a claim would have been obvious 1f it unites
old elements with no change to their respective functions, or alters prior art by mere
substitution of one element for another known in the field and that combination
yields predictable results.  Also, I understand that obviousness does not require
physical combination/bodily incorporation, but rather consideration of what the
combined teachings would have suggested to persons of ordinary skill i the art at
the time of the alleged mvention. I understand that the combmation of famihiar
elements according to known methods 1s likely to be obvious when it does no more
than yield predictable resulis.

44, Asabove, I understand that a claim would have been obvious if it unites
old elements with no change to thew respective functions, or alters prior art by mere

substitution of one element for another known 1n the field and that combination
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vields predictable results. While 1t may be helpful to identify a reason for this
combination, | understand that there i3 no rigid requirement of finding an express
teaching, suggestion, or motivation to combine within the references. When a
product 1s available, design mcentives and other market forces can prompt variations
of i, either in the same field or different one. If a POSITA can implement a
predictable variation, obviousness likely bars its patentability. For the same reason,
if a technique has been used to tmprove one device and a POSITA would recognize
that 1t would improve similar devices in the same way, using the technique would
have been obvious. 1 understand that a claim would have been obvious if common
sense directs one to combine multiple prior art references or add missing features to
reproduce the alleged invention recited in the claims,

45. I further understand that certain factors may support or rebut the
obviousness of a claim. I understand that such secondary considerations inchude,
among other things, commercial success of the patented invention, skepticism of
those having ordinary skill in the art at the time of invention, unexpected results of
the mvention, any long-felt but unsolved need in the art that was satistied by the
alleged invention, the fatlure of others to make the alleged mvention, praise of the
alleged invention by those having ordinary skill in the art, and copying of the alleged
mvention by others n the field. 1 understand that there must be a nexus—a

connection—between any such secondary considerations and the alleged imvention.
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[ also understand that contemporaneous and mdependent invention by others 1s a
secondary consideration tending to show obviousness.

46. I am not aware of any allegations by the named inventor of the "497
patent or any assignee of the 497 patent that any secondary considerations are
relevant to the obviousness analysis of any Challenged Claim of the "497 patent.

47, I understand that n considering obviousness, it is important not to
determine obviousness using the benefit of hindsight derived from the patent being
considered.

48. I understand that other challenges to the validity of a patent, including
patent meligibility, enablement, written description, and definiteness, cannot be
raised in an ex parte reexamination proceeding before the U.S. Patent and Trademark
Office to challenge the validity of the "497 patent. Accordingly, 1 did not consider
those other challenges.

49, [ understand that Unified, as the Third Party Requester, has the burden
of showing that the prior art presents a substantial new question of patentability.

50.  Ihave been informed that the references that I rely on in support of the
proposed rejections below (Sovage (EX1005), Maher (EX1006), and Schuba
(EX1007) were not of record during prosecution of the 497 patent).

51, The analysis in this declaration s 1 accordance with the above-stated

legal principles.
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Vill. THE 497 PATENT®

52.  The *497 patent s titled “Packet Flooding Defense System.” The "497
patent relates to “minimizing the effects of packet flooding attacks directed against
computers or routers connected to a network.” EX1001, 1:13-15. The *497 patent
describes a packet flooding attack as when “an attacker tries to use up all the
bandwidth [available] to the victim by sending data of little or no value (at least to
the victim), thereby making more valuable communication with the victim slow or
unrehiable.” EX1001, 2:6-10, Abstract (*The invention prevents ‘packet flooding,’
where an attacker uses up all available bandwidth to a victim with useless data.”).

A, Summary of Alleged Invention

53.  The *497 patent states that its “primary objective .. .1s to defend against
‘packet flooding attacks.”” EXI001, 2:6-7. As described above, the "497 patent
explains that in a packet flooding attack, “an attacker tries to use up all the bandwidth
to the victim by sending data of little or no value (at least to the victim), thereby
making more valuable communication with the victim slow or unrehiable.” EX1001,

2:7-10.

? Unless otherwise specified, all bold and bold iralics emphasis below has been
added. Text in ifalics 1s used to signify claim language, while reference names

are also iralicized.

B3
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54, The 497 patent explains that its solution “requires help from the routers
that forward packets to the victim.” EX1001, 2:27-29. The "497 patent indicates
that “[r]outers will supply data about the forwarding path of the packets that arrive
at a site” {e.g., a website hosted by a server), 1n order to permut the forwarding path
of the packets to be traced, and the “routers will limit the rate at which they forward
data packets” to downstream devices (e.g., a server hosting a website). EX1001,
2:54-55, 2:32-36, 3:4-6. The "497 patent describes that “[ijn this invention a path
{which is not controlled by the attacker) 1s used to determine the actual direction of
the packet flow towards the victim. Bandwidth is allocated based upon path (which
1s done via packet marks provided by routers leading up to the victim).” EX1001,

3:62-66.

¥4
LA

In addition to permitting the source of the attack to be determined, the
"497 patent explains that in 1ts packet flooding defense technique, “routers will imit
the rate at which they forward packets to places that so request”™ to assist in “limiting
the bandwidth used by ‘unwanted” packets.” EX1001, 3:4-8 Some embodiments
of the "497 patent thus classify packets into “wanted packets” and “unwanted
packets.” EX1001, 3:6-8, 3:34-37, 6:16-20, 6:55-38. The "497 patent explains that
the processing or transmission rate for “unwanted data packets” can be decreased to

free up network resources. EX1001, 3:8-12, 6:23-25, 6:46-51.
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56.  The *497 patent does not define a specific procedure to determine how
packets are determined to be “wanted data packets” or “unwanted data packets.”
Rather, the “497 patent explains that packets are determined to be “wanted packets”
or “unwanted packets” based on whether the packets are expected to be received:

{Tihe distinction between “wanted” and “wnwanted” packets plays an
important role in “reasonable” allocation {of processing rate]. For a site there
are normally some packets (in fact, the great majority} that are expected 1 a
very strong sense. [t 18 reasonable to process these at the highest possible rate.
All other packets are not exactly unwanted, but the site i1s willing to process
them at only a himited rate. A reasonable approach 1s to schedule these as
described above (using the places from which they were forwarded) at a
limited rate, and regard as “unwanted” those that end up being significantly
delaved (or discarded).
EXT001, 3:13-23. Thus, the "497 patent classifies packets based on whether they
are expected to be received. If a packet is expected to be received, then it is a
“wanted data packet.” EXI1001, 3:15-18. On the other hand, if a packet 1s
unexpected, it i1s “not exactly unwanted,” but is processed at a limited rate. EX 1001,
3:18-23. Based on this disclosure, “unwanted data packets™ are not prevented from
reaching a destination host computer, but are rather processed at a “limited rate.” /d.

The *497 patent explains that the processing or transmission rate for unwanted

packets can then be reduced. EX1001, 6:23-25, 6:59-63.

26

Cloudflare, Inc.  Exhibit 1003  Page 701



x,iammm of Dr. Vyay K. Madisetti Under 37 CFR. § 1.68 m Support of

32 T

Rﬁxgﬂ@hﬁ for £x Parte Reexammation of ULS. Patent No. ,f‘f;iﬂ,}\-@{h
B. Embodiments of the 497 Palent
57, Figure 1 of the "497 patent below discloses a packet Hlondmg defense
system 1} for a network 14 that includes a plorality of hoest computers {computers

1.2, 4 6 and 7).

s 22 (routers 3 and 3),

30. EXI001, 6:26-29. In Figure I, computer I8

transmitted dags

EX1001, Fig. 1 {annotated)

58,  With reference to Figure 1 above, the 497 patent explains that:

Means are provided for classifying data packets 30 received at a host

computer 18 as are means for associating a maximum acceptable
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=

processing rate 34 with each class 38 of data packet 30 recerved at the
computer 18 Means are also provided for the computer 18 to find
mformation for packets 30 it receives regarding the path 46 by which
the packets 30 came to the computer 18, Thus, the computer 18 can use
the mformation to sllocate the provessing rate fiw each class 38 m a
destred way among the places from which packets 30 are transmutted.
EXI001, 8:16-25. In the embodiment of Figure 1, the computer 18 “allocates

the processing rate for each class 38,7 EX1001, 6:23-25.

59, Figure 2 below 13 a varistion of Figure 1. EXI1001, 626, In Figure 2,

vompanter 18 receives o sagkets 30 from compatery 7 5o 8
Figura 3
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60.  With reference to Figure 2 above, the "497 patent explains that the
system 10 meludes:

means for classifying data packets 30 received at a host computer 18
and means for associating a maximum acceptable processing rate 34
with each class 38 of data packet 30 received at the computer 18, Means
are provided for the computer 18 to determine the rate at which data
packets 30 of each class 38 are transmitted from a router 22 to the
computer 18 as are means for the router 22 to receive mformation
regarding maximum acceptable transmission rate 70 for data packets
30 being transmitted to the computer 18. Means are provided for the
router 22 to control the rate of transmission of data packets 30 from the
router 22 to the computer 18. Thus, the rate of data packet transmissions
received at the computer 18 1s kept below the maximum acceptable
processing rate 34 for each data packet class 38 by the control of the
rate of transmission of data packets 30 from the router 22, thereby
freeing a portion of the network 14 providing data packet transmission
to the computer 18,
EX1001, 6:29-45.

61.  Figure 3 s another variation of Figures 1 and 2. Relative to Figures 1
and 2, the embodiment of Figure 3 reproduced below newly includes the feature that
“the router 22 1s capable of receiving mformation regarding maximum acceptable
transmission rate 70 for each class 38 of data packet 30 being transmitted to the
computer 18 and the router 22 15 capable of controlling the rate of transmussion of

each class 38 of data packets 30 to the computer 18.7 EX1001, 6:46-51.
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EX1001, Fig.

62.  Figure 4 1s a further vanation of the embodiments of Figures 1-3. In

Figures 1-3, the host computer 18 has means for classifying data packets received at

the host computer and associating a maximum acceptable processing rate 34 with

each class 38 of data packet 30 received by the host computer 30. EX1001, 6:16-20.

On the contrary, in Figure 4 reproduced below, the "497 patent explains that the

router 22 (router 5) classifies the data packets, associates a maximum acceptabie

transmission rate with each class of data packet received at the router, and allocates

a transmission rate, as follows:
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[The system 10 includes] means for classifying data packets 30
recetved at a router 22 and means for associating a maximum
acceptable transmission rate 74 with each class 38 of data packet 30
received at the router 22. Means are provided for the router 22 to find
mformation for packets 30 it receives regarding the path 50 by which
the packets 30 came to the router 22, Thus, the router 22 can use the
mformation to allocate the transmission rate for each class 38 in a

desired way.

EX1001, 6:52-63.
Figme 4
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63. Claims 7 and 10 recite various features of the above-described

embodiments of the 497 patent. Claums 7 and 10 are reproduced below with the
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same claim numbering used in the Request. Clamm 7 corresponds generally to the
embodiment of Figures 1, because claim 7 recites “allocating a processing rate....”

(limitation {7.4]). As described above, in the embodiment of Figure 1, the computer

18 “allocates the processing rate for each class 38,7 EX1001, 6:23-25 {(emphasis

added). On the contrary, claim 10 generally corresponds to features included in
Figures 2-4, because claim 10 recites “allocating a transmission rate. ... (limitation
[10.4]). In the embodiments of Figures 2-4, the router allocates a transmission rate
for packets to be transmitted to the host computer. EX1001, 6:38-40 (Fig. 2} (“Means
are provided for the router 22 to control the rate of transmission of data packets 30
from the router 22 to the computer 18.7), 6:49-51 (Fig. 3} (*.. .the router 22 1s capable
of controlling the rate of transmission of each class 38 of data packets 30 to the
computer 18.7), 6:61-63 (.. the router 22 can use the wnformation to allocate the
transmission rate for each class 38 in a desired way.”).

C.  Claims 7 and 10

64.  Claims 7 and 10 are reproduced below with the same claim numbering
used m the Request.  As described in Section VIILE below, claims 7 and 10 were
identified as being allowable over the prosecution prior art after limitations [7.1.2]
and [10.1.2] were added by amendment. The features of claims 13, 16, 1 and 4 are
reproduced beneath the analysis of clatms 7 and 10 in Sections XA and X.B below,

I have also mcluded claim charts showing the differences between claim 7 and claim

e
(¥4
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3, the differences between claim 7 and claim 1, the differences between claim 10
and claim 16, and the differences between claim 10 and claim 4. As I discuss in
more detail below, claim 7 is substantially similar to claims 13 and 1, and claim 10
is substantially similar to claums 16 and 4.

Claim 7

[7.0} A wmethod of providing packet flooding defense for a network
comprising a plurality of host computers, routers, communication lines and
transmitted data packets, said method comprising the steps of:

[7.1.1] determining a path by which data packets arrive at a host computer
via packet marks provided by routers leading to said host computer;

[7.1.2] said path comprising all routers in said network via which said
packets are routed to said computer;

[7.2] classifying data packets received at said host computer mio wanted
data packets and unwanted data packets by path;

{7.3] associating a maximum acceptable processing rate with each class
of data packet received at said host computer; and

[7.4] allocating a processing rate less than or equal to said maximum

acceptable processing rate for unwanted data packets.

Claim 10

[10.0] A method of providing packet flooding defense for a network
comprising a plurality of host computers, rouiers, communication lines and

transmitted data packets, said method comprising the steps of:
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[10.1.1] determining a path by which data packets arrive at said router via
packet marks provided by routers leading to said host computer;

[10.1.2] said path comprising all routers in said network via which said
packets are routed to said computer;

[10.2] classifying data packets recetved at said router via packet marks
provided by routers leading to said host computer by path;

[10.3] associating a maximum acceptable transmission rate with each
class of data packet received at said router; and

[10.4] allocating a transmission rate equal to or less than said maximum
acceptable transmission rate for unwanted data packets.

B,  Packet Marking

65,  Limutations {7.1.1] and [10.1.1] use the term “packet marks.” The term
“packet mark”™ is mentioned only once in the specification of the "497 patent. In the
Summary of the Invention section, the 497 patent contains the following
description.

In this invention a path (which 1s not controlled by the attacker) 1s used
to determine the actual direction of the packet flow towards the victim.
Bandwidth 1s allocated based upon path (which is done via packet
marks provided by routers leading up to the victim).

EX1001, 3:62-66.
66. Independent claims 1, 4, 7, 10, and 13 of the "497 patent all recite the

term “packet marks,” using the dentical phrase m each claim: ©.. via packet marks

provided by routers leading to said host computer.” EX1001, 8:20-21 (claim 1}, 9.3~

.
3
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4 (claim 4), 9:50-51 (claim 7), 10:35-36 (claim 10}, 11:1-12 (claim 13). Independent
claim 16 of the 497 patent recites the term “packet marks,” using the phrase: ©.. . via
packet marks provided by routers leading to said router.” EX1001, 12:7-8 (claim
16), Clamms 1, 4, 7, 10, 13, and 16 do not define the term “packet marks.”
Accordingly, 1 have mterpreted the term “packet marks” as 1t was commonly used
i prior art before the “497 patent as a mark inserted into a packet. Prior art teachings
of packet marking are discussed m Sections IX.B and IX.C below.

E.  Prosecution History

67.  As noted above, the 497 patent was filed as a continuation of U.S.
Patent 6,789,190 (EX1027), which was filed as Application No. 09/715,813 (*7813
application”) (EX1028). The *813 application was filed with claims 1-9. EX1028,
21-26. Clamms 1 and 4 of the "813 application contained some features that are
generally similar to limitations [7.1.1], {7.2], [7.3], [10.1.1}, {10.2}, and {10.3] of
claims 7 and 10 of the "497 patent. However, claims 1 and 4 of the "813 application
were broader in scope than 7 and 10 of the 497 patent, because claims | and 4 of
the "813 application did not recite features corresponding to limitations {7.1.2], |7 4],
[10.1.2], and [10.4] of claims 7 and 10 of the "497 patent. Claims 7-9 of the "813
application contamn features directed to a “firewall” that are not recited m any of
claims 7 and 10 of the "497 patent (see firewall 86 in Figures 7-9 of the "190 patent

{(EX1027) and Figures 7-9 of the 497 patent).
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68,  The exammer rejected claims 1-9 of the "8§813 application as bemg
anticipated by U.S. Patent 5,367,523 by Chang (EX1008). EX1028, 48-34. The
applicant requested rehearing of this rejection, arguing that a packet flooding defense
system 18 not equivalent to the applicant’s characterization of Chang’s teachmg of a
“flow and congestion control system.” EX1028, 61-62. Further, the applicant argued
that Chang does not disclose “means for classifymg individual packets of data,” or
“means for determining the path by which the data arrives at the receiver.” EX1028,
62, 66. The examiner rejected these arguments and issued a final Office Action.
EX1028, 76-80. The applicant then cancelled claims 1-6 of the 813 application in
response to a final Office Action maintaining the rejection of claims 1-6 of the "813
application. EX10028, 93-95 (cancellation of claims 1-6). Claims 7-9 of the "813
were identified as allowable over Chang (EX1008) for reciting features directed to
a “firewall” that are not recited 1n any of challenged clarmms 7 and 10 of the "497
patent. EX1028, 98-99.

69.  The 497 patent was filed as Application No. 10/841,064 (064
application”) (EX1002) after the "813 application was allowed. The 497 patent
issued after the examiner 1ssued two Office Actions (one non-final and one final) in
the "064 application. In both Office Actions, the examiner rejected the claims as
bemg anticipated by Chang (EX1008). EX1002, 59-60 (claim 7 rejected for same

reasons as claim 1), 61-62 {(claim 10 rejected for same reasons as claim 4), 98-101
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{same). In response to the non-final Office Action, the applicant argued that “the
mstant invention detects the path from which the data packets come via packet marks
and sorts the data packets into two classes, wanted and unwanted, based on this path.
EX1002, 89. The applicant amended claim 7 as follows:

3. {varrently arendad)y: A method of providing preket Hooding definse for 8 netwark

comprising a phavality of host computers, routers, cotnmunination lives and wansmitted data

packets, said method congprising the sleps of

determining a path by which data packets arrive at 8 host computer Vg packet ks srovided by

youters Ieading 10 ssid host sompuien

classifying data prckets reovived st a-sald bost computer o wantsd dats packets snd srovanisd

axseciating & maximum scceptable processing vate with each class of data packet rocadvad ag said

host compater; and

aliocating & processing mte less than or asal 1o said mandmum acceptable processing rate for

unpwanted il packstssbessk-clessine

EX1002, 82.

70.  The apphicant amended claim 10 as follows:

40

Cloudflare, Inc.  Exhibit 1003 Page 712



Declaration of Dr. Vyay K. Madisetti Under 37 CFR. § 1.68 in Support of
Request for Fx Parte Reexamination of U.S. Patent No. 7,523,497
W {ruerestly sendedh: A methed of providing packet Sonding defevss fv s notwork

somysising 1 plusad

s of host congnaters, voutors, compdoation Hoes and fransmitted dat

parkets, said roethod comprising the steps of!

determining a path by which dats packets serive ot sald vonter via packg

sourers feading o said host sompatsn

claenifying dats packets weoshved 8y ¢ parks provided by vosstors kuding te

suid host computer by pathy

AIBg & maviranm socepiabde tnanamission sate with each class of data packet resvived @

said router: and

sHocating = trowmeission rale aqual fo or leas than sard mesthmom sesepdable

savh-alassurwanted dats packetad

EX1002, 83-84.

71, The applicant argued that Chang does not disclose “detecting the path
from which the data packets come; detecting packet marks; and sorting data packets
into two classes, wanted and unwanted.” EX1002, 887

72.  In the final Office Action, the examiner rejected the applicant’s

argament, finding that Chang discloses determining a path by which data packets

' In response to the non-final Office Action, the applicant did not contest the
examiner’s determination that Chang discloses associating a maximum
acceptable processing rate with each class of data packet received at the host
computer and allocating a processing rate less than or equal to the maximum
acceptable processing rate for unwanted data packets (limtations [7.3] and [7 4]
above). See EX1002, 89,

41

Cloudflare, Inc.  Exhibit 1003 Page 713



Declaration of Dr. Vyay K. Madisetti Under 37 CFR. § 1.68 in Support of
Request for Fx Parte Reexamination of U.S. Patent No. 7,523,497

arrive at a host computer via packet marks provided by routers leading to the host
computer, and classifying data packets received at the host computer into wanted
and unwanted data packets by path. EX1002, 99-101.

73.  Inresponse to the final Otfice Action, at the examiner’s suggestion, the
applicant amended claim 7 to additionally recite:

[7.1.1] determuning a path by which data packets arrive at a host computer via

packet marks provided by routers leading to said host computer;

[7.1.2] saud path comprising all routers in said network via which said packets

are routed to said computer.

74, EX1002, 129, 135, 130 (additional features shown with underlining,
and claim numbering added). Similar amendments were made to claim 10 {(addition
of limitation {10.1.21).

75.  The examiner then allowed the “064 application. EX1002, 142-150. In
allowing the application, the examiner remarked that the prior art considered during
prosecution did not disclose “path forwarding along the entire path to the victim,
said path information encompassing the entire path through the associated routers,
and subsequent use of said [path] mformation to effect filtering via allocation of
packet processing rate.” EX1002, 146-147. The "064 application was thus aliowed

due to the addition of hmitations [7.1.2] and [10.1.2].
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76.  As described m Section X below, however, limitations {7.1.1] and
[7.1.2] are disclosed by prior art (Savage) not considered by the examiner. Notably,
claim 7 does not recite the following phrase contained in the examiner’s statement
of reasons for allowance: “said information to effect filtering via allocation of packet
processing rate.” EX1002, 146-147. Limitations [10.1.1} and [10.1.2] are simularly
disclosed by prior art not considered by the examiner.

IX. OVERVIEW OF PRIOR ARTH

77. 1 considered the prior art below n reaching my opinion that claims 7
and 10 are unpatentable. In this section, I also explain why a POSITA would have
been motivated to modity the teachmgs of the prior art, based on the level of ordinary
skill in the art and the advantages taught by the prior art, to illustrate why all
himitations of claims 7 and 10 were known in the art, and the combination of

limitations in claims 7 and 10 would have been obvious to a POSITA.

' Unless otherwise noted, all bold and beld itafics emphasis in any quoted material
has been added. Text n ifafics 1s used to signify clatm language, while the names
of the Savage (EX1005), Maher (EX1006) and Schuba (1007) references are also

italicized.
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A.  Packet Flooding and Denial of Service Attacks

78.  As described above, the 7497 patent relates to “minimizing the effects
of packet flooding attacks directed against computers or routers connected to a
network.” EX 1001, 1:13-15. The "497 patent describes a packet flooding attack as
when “an attacker tries to use up all the bandwidth [available] to the victim by
sending data of little or no value (at least to the victim), thereby making more
valuable communication with the victim slow or unreliable ” EX1001, 2:6-10. Other
prior art references sought to prevent packet flooding attacks.

79.  Other contemporaneous references describe packet flooding attacks as
a type of “Denial of Service” (DoS) attack. For example, U.S. 2002/0032871 to
Malan et al. (EX1010) explains that:

One problem occurs when a first computer system maliciously sends a flood
of packets to a target or second computer system, routing system or network
hink to overwhelm the reception resources or capacity of the target, which can
resulf 1n either loss of connectivity to or failure of the target. This flood of
packets based attack is commonly known as a denial of service attack
(“DoS™).
EX1010, 9 10.
§0.  Sumlarly, U5 7,062,782 to Stone et al. (EX1011) explains that:

A packet flood attack differs from other types of denial-of-service attacks in
that a flood attack requires constant and rapid transmission of packets to the
victim in order to be effective. The flood attack overwhelms the victim’s
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connection and consumes precious bandwidth on the ISPs’ backbone
networks.

EX1011, 1:24-29.

81,  Similarly, Maher discloses that “[a] “denial of service” (DoS) attack 1s
characterized by an explicit attempt by attackers to prevent legitimate users of a
service from using that service. DoS attacks are aimed at devices and networks with
exposure to the Internet. Their goal s to cripple a device or network so that external
users no longer have access to network resources.” EX1006, 1:14-17.

82.  One himitation in preventing DoS attacks is identifying the source of
the aftack. Aftackers often “spoof” or “forge” theiwr source address to prevent
discovery of the onigin of the attacks. For example, Savage (EX1005) discloses that
its technique was “motivated by the increased frequency and sophistication of
denial-of-service attacks and by the difficulty in tracing packets with incorrect, or
‘spootfed’, source addresses.” EXI10035, Abstract. Similarly, Stone (EX1011)
recognized that “the attacker can forge the source address of the flood packets” to
avoid detection,” by engaging in a TCP SYN {flood that exploits a vulnerability
the synchronization (SYN)!* process of the TCP/AP protocol. EXI1011, 1:44-54,

1:29-35. Likewise, Schuba (EX1007) discussed a synchronization {(SYN) flooding

2RFC 791 (EX1044), § 2.7 discusses the synchronize (SYN) process (referred to
as a “three-way hand shake™) of TCP/IP, § 3.3, pp. 26-27 (discussing SYN
process), § 3.4, pp. 30 (establishing a connection with SYN).
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attack that exploits vulnerabilities tn the TCP/IP framework by not engaging m
synchronization: “[ajttacker A initiates a SYN flooding attack by sending many
connection requests with spoofed source addresses to the victim machine,
destination host D7 EX1007, 5:62-64,

83. As another example, Maher (EX1006) discussed a type of flooding
attacks known as a “SYN attack™ that

floods a targeted system with a series of TCP SYN packets. Each
packet causes the targeted system to issue a SYN-ACK response.
While the targeted system waits for the ACK that follows the SYN-
ACK, it queues up all outstanding SYN-ACK responses on what 1s
known as a backlog queue. This backlog queue has a finite length that
1s usually quite small. Once the queue 1s full, the system will either
ignore all incoming SYN requests, or more likely crash. SYN-ACKs
are moved off the queue only when an ACK comes back or when an
mternal timer (which 1s set at relatively long intervals) terminates the
three-way handshake. A SYN attack creates each SYN packet in
the flood with a bad source IP address, which under routine
procedure identifies the original packet. All responses are sent to the
source IP address. But a bad source IP address either does not actually
exist or 1s down; therefore the ACK that should follow a SYN-ACK
response will never come back. This creates a backlog queue that's
always full, making it nearly impossible for legitimate TCP SYN
requests to get into the system.

EX1006, 1:56-2:9.
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84.  The prior art recognized that there were two components to preventing
a packet flooding or DoS-type attack: (1) identifying the attacker, and (2) reducing
the severity of a DoS-type attack on the network. As discussed below, Maher
(EX1006) and Schuba (EX1007) are both directed to systems that reduce the severity
ot a packet flooding or DoS-type attack on a network by minimizing the rate and/or
amount of packets that may be transmitted to a victim host computer.

B. Packet Marking was Well-Known in the Art

85.  The concept of marking packets to convey nformation to devices
receiving the packets was well-known in the art.

86, For example, RFC 2481 (EX1036) disclosed the concept of routers
“marking packets” as a sign that the packets have encountered congestion in the
network, and these marks are carried in the packet to the destination. EX1036, §8§
5, 6.1.1. This congestion marking is intended to mmform destiation terminals that
the packets contaiming this congestion marking may be dropped. RFC 2481
discloses a technique of adding an “Explicit Congestion Notification” (ECN) marker
in the header (two bits) of a packet received by a router. EX1036, § 5.

87. As another example, RFC 2474 (EX1037) discloses a “differentiated
service” model for supporting multimedia Internet flows that involves marking
packets to mdicate whether they are i specification” for a certain class of service,

or whether they should only be given best effort service. EX1037, § 1 (6). Like

e
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RFC 2481, RFC 2474 provides this “differentiated service” marker into the header
of the packet. EX1037, Abstract. RFC 2474 teaches that a packet can be marked
for “default behavior™ (1.¢., process as normal), or if the packet is not marked, can
be processed with lower priority, §§ 3, 7.1 (m view of Denial of Service attacks,
endpoint nodes can mark “codepoint values in packets to indicate that they are
appropriate traffic), 4.2.2.2.

88.  As yet another example of the well-known use of packet marking, RFC
2475 (EX1038) added packet marks to the “Differentiated Services” (DS) field of
the headers of packets, and then network resources are allocated based on these
markmgs. EX1038, Abstract, § 2.3.2 (discussing adding traffic profiles to DS header
fields), § 2.3.3.2 (discussing markers used to set DS field in header), § 2.3.4.1 ("The
traffic originating from the source domain across a boundary may be marked by the
traffic sources directly or by mtermediate nodes before leaving the source domain.™),
§ 2.5 (packets marked to denote network resource allocation).

89, As vet another example of the well-known use of packet marking, Ion
Stoica et al., “Providing Guaranteed Services Without Per Flow Management,”
ACM SIGCOMM Computer Communication Review, Vol. 29, No. 4, Oct. 1999,
pp. 81-94 (“EX1039”) discloses that end nodes (e.g., edge routers) store the state of
the packet (e.g., whether the packet 15 a fragment or needs to be fragmented) w the

packet header so that the state information can be processed by imtermediate nodes
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{core nodes) i the network. §§ 5.1 (adding state mtormation to header of packet),
5.2 (example of adding state information to header).

90.  Thus, in view of the above-discussed prior art, the concept of marking
mformation about a packet, or the congestion of a network, in the packet was well-
known i the art to inform downstream devices of that information so that the
downstream devices could operate in response fo that information.

.  Overview of Savage

Like the 497 patent, Savage teaches a packet Hooding defense system and
method, by disclosing “a technique for tracing anonymous packet flooding attacks
m the Internet back towards thewr source.” EX1003, 295 (Abstract). Like the "497
patent, Savage teaches nserting a packet mark at each router that a packet is
transmitted through, to aid m identifyving the attacker in flood attacks. In particular,
Savage discloses that its “solution is to probabilistically mark packets with partial
path mformation as they arrive at routers.” EX1003, 295, With reference to Figure
I below, Savage discloses an exemplary network as seen from a victim V, where
every potential attack origin is represented by A7, and routers are represented by Ry
EX10035, 297, The dotted line m Figure 1 represents an attack path that meludes the
attacker (A,) as well as all the routers (Re, Rs, Ry, and Ry) through which the packet

travelled from the attacker (A;) to the victim (V). EX1005, 298,

4G
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Figure 1: Network as seen from the victim of an attack, V.
Routers ave represented by £, and potential attackers by ;.
The dotted line represents & particular stfack padh bebween an
attacker and the victim.

EX1005, Fig. 1
91, Savage discloses that each router along the path “‘marks’ one or more
packets by augmenting them with additional information about the path they are
traveling.” 298, 299 (describimng “Node append” algorithm in Figure 2 below as
“appending each node’s [i.e., router’s] address to the end of the packet as it travels
through the network from attacker to vietim.”™).  Savage discloses that
“Icjonsequently, every packet received by the vichim arrives with a complete

ordered list of the routers if traversed-—a built-in attack path.” EX1003, 299,
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Figure 2; Node append algorithm.

EX1005, Fig. 2

92.  Savage teaches that the victim V then wmplements a “path
reconstruction procedure” to “reconstruct the attack path using only the information
m these marked packets.” EX1005, 298.

B, Overview of Maher

93, Like the *497 patent, Maher s divected to “a method and apparatus for
preventing denial of service type attacks on data networks.” EX1006, Abstract; see
also EX1006, 1:8-10 (“[TThe present mvention relates to a method and device that
prevents denial of service type internet attacks.”), 2:52-53 (“The present invention
provides for a method of preventing DoS attacks.”). Maher explains that 1ts network
apparatus “for preventing DoS attacks” meludes “a traffic flow scanning engine and
a quality of service processor.” EX1006, 3:6-9, Abstract. Figure 2 of Maher below

shows a network apparatus 100 that inchudes a tvad

\““~~ R T TN A T ‘\ 7 5
and a quality of sevvice (a0 processay W8, EX1006, 6:11-21, 7:27-41. Maher

discloses that its network apparatus 100 may be a router or switch in the network, or
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a “bump-m-the-line” type device that accepts and processes the data, and then places

the processed data back on the ine. EX1006, 65:63-67, 5:62-67.
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EX1006, Fig. 2 {annotated)

> 15 [] operable to scan the contents
of the data packets, inchuding the header and payload, and to associate data packets
with particular data flows,” including “determin] ing}] whether each traffic flow s [}
validated or non-vahdated.” EX1006, 3:9-15, Abstract. The {38 procewsey then
“uses the conclusion from the traffic flow scanning engine to place the data packets
m the appropriate quality of service queue” (1.e., service queues 132 n Figure 2).

EX1006, 3:253-27, 7:38-44. Maher discloses that “[dlata packets associated with

L7
[
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validated traffic flow are placed 1n a higher priority gueues and transmitted back
onto the network according to the protocol for the particular quene.” EX 1006, 3:27-
30. On the other hand, “[d]ata packets not assigned to a validated traffic flow are
placed 1 [a] low prionty QoS queue,” such that unvahidated traffic flow packets
“receive no more than a small percentage (i.e., 5%) of the available bandwidth
thereby preventing the attacker from flooding downstream network equipment.”
EX1006, 3:30-35, 7.67-8:3.

95.  Maher discloses that the data packets are classified (quahified)
according to the path of network traffic based on the sources and destinations of the
packets. Maher discloses that a “network apparatus 100 can act to qualify traffic
flows by scanning the contents of the packets and verifying that the contents
contain valid network traffic between known sources and destinations. Traffic
flows that have not been verified because they are from unknoewn sources or
because they are new unclassified flows can be assigned to a low quality of service
queue until the sources are verified or the traffic flow classified as valid traffic.”
EX1006, 7:54-63 {(emphases added).

96. Thus, Maher discloses that incoming packets are scaoned by the
network apparatus 100, which verifies whether the contents of the packets contain
valid network traffic between known sources and destinations. EX1006, 7:54-63,

The scanning and analysis of the source and destination addresses in packets
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constitutes an analysis of the path between the source and destiation of the packets.
Accordingly, Maher is directed to a system that reduces the severity of a packet
flooding or DoS-type attack on a network by minimizing the rate and amount of
packets that may be transmitted to a victim host computer. For example, Maher
discloses that “{d]ata packets not assigned to a validated traffic flow are placed in
fa] low priority QoS queue,” such that unvahidated traffic flow packets “receive no
more than a small percentage (1.e., 5%) of the available bandwidth thereby
preventing the attacker from flooding downstream network equipment.” EX1006,
3:30-35, 7:67-8:3.

E. Overview of Schuba

K]

o~
J
i

Like the "497 patent, Schuba is directed to a “computer network
monitoring technigue”™ that provides a “defense for demial of service attacks.”
EX1007, 1:58-60. Schuba discloses that messages transmifted to a network are
classified as being acceptable, unacceptable, or suspect type, based on the source
address of the packets. EX1007, Abstract (*“An active monitor detects and classifies
messages transmitted on a network. In one form, the monttor ncludes a routine for
classifying TCP packet source addresses as being of an acceptable, unacceptable, or
suspect type.”), 2:1-5 (“network messages may be classified imto one or more other
categories besides the suspect category. By way of nonlimiting example, TCP

packets may be categorized as having an unacceptable source address, suspect
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source address, or acceptable source address.”), 2:22-26 (“network messages may
be classified into one or more other categories besides the suspect category. By way
of nonlimiting example, TCP packets may be categorized as having an unacceptable
source address, suspect source address, or acceptable source address.”), 3:8-13 (“In
one form, the process includes classifying source addresses of SYN packets as being
of an acceptable, unacceptable, or suspect type. Suspect source addresses may be
further processed in accordance with a state machine having a number of
conditionally linked states.”). Schuba thus teaches that incoming packets are
classified into one of three states (acceptable, unacceptable, or suspect) based on the
source address of the mcoming packets.

98.  Further, like Maher, Schuba 1s also directed to a system that reduces
the severity of a packet flooding or DoS-type attack on a network by minimizing the
rate and amount of packets that may be transmitted to a victim host computer. For
example, Schuba teaches that when an unwanted (unacceptable) data packet is
received, the corresponding communication session (TCP connection) is closed to
“freel] resources of the targeted destination host.” EX1007, 8:18-33. For example,
with reference to the flowchart of Figure 4 below, Schuba discloses that

if, on the other hand, the source address of a newly detected SYN
packet is not one of the acceptable addresses, control flows to

conditional 70 to test whether the newly detected SYN packet has a

L
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source address that 1s unacceptable or “evil” as represented by one of
another set of entries i database 57. If so, classification operation 65
of routine 60 is exited and a RST packet is sent in stage 72 to the
targeted destination host 54 that receives the SYN packet with an
unacceptable address to close the corresponding TCP connection. By
closing the connection, the RST packet frees resources of the targeted
destination host 54. FIG. 5 1s a diagram illustrating the packet sequence
observed for processing through state 72 for a SYN packet with an
unacceptable source address. Any subsequent RST packets are
ignored with regard to the FIG. § packet sequence. From stage 72,
routine 60 continues to stage 76.

EX1007, 8:18-33.

| pEow
| MORFTORNG

¢ YRS
< 3YN TYFE?
¥ES

M

A

SLASSIFIATION
CPERATION

Cloudflare, Inc.  Exhibit 1003  Page 728



Declaration of Dr. Vyay K. Madisetti Under 37 CFR. § 1.68 in Support of
Request for Fx Parte Reexamination of U.S. Patent No. 7,523,497

EX1007, Fig. 4

99.  Thus, like Maher, Schuba teaches a system that reduces the severity of
a packet flooding or DoS-type attack on a network by mintmizing the rate and
amount of packets that may be transmitted to a victim host computer.

¥.  Proposed Rejection #1: Motivation to Combine Savage with
Maler and Schuba

100.  As described m Section X A below, all the limitations of claim 7 of the
497 are taught by Savage, Maher, and Schuba. For the following reasons, a
POSITA would have been motivated to combine Savage with Maher and Schuba to
include conventional network implementation details, as disclosed by Maher, and to
implement preventive measures to reduce the severity of denial of service attacks,
as disclosed by Muaher and Schuba. These references are analogous art to the
challenged claims of the "497 patent. As discussed in Sections X .C-IX E above,
Savage, Maher, and Schuba are each directed to addressing demal of service of
attacks, like the 497 patent, and thus are each in the same field of endeavor as the
497 patent. EX1001, 1:13-15 ("the mvention relates to systems for minimizing the
effects of packet flooding attacks directed against computers or routers connected to
a network.”). Further, Savage, Maher, and Schuba are each directed to defending
against QoS attacks, and thus are each pertinent fo a particular problem allegedly
solved by the "497 patent (“The primary objective of the present mmvention 1s to

defend against ‘packet flooding attacks.”™). EX1001, 2:6-7.

h
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1. A POSITA would have been motivated to modify Savage to
incorporate Maher’s conventional network implementation

details

101.

Savage teaches mserting a packet mark at each router through which a

packet is transmitted, to enable the victim computer to dentity the attacker 1 flood

attacks. EX1005, 298-299.

Savage explains that its technique 1s “for tracing

anonymous flooding attacks in the Internet back toward their source.” EX10035,

Abstract. As shown in Figure 1 below, Savage discloses a network configuration

from the perspective of a victim. EX1005, 298,
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Figmee 1 Network as seen from the victim of an attack, V.
Routers ave represented by IV, and potential attackers by A4,
The dotted Bne represents & partieniar ssrack pork befween an

attacker and the victim,

EX1005, Fig. 1

102,

Pt

Savage teaches that the victim V “may be a simgle host under attack,

or a network border device such as a firewall or intrusion detection system that
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represents many such hosts.” EX1005, § 3.1, 297, Thus, Savage discloses that the
victim V in Figure 1 above may a single host computer, or a network border device
representing many host computers downstream of routers.

103, By disclosimg a network architecture from the perspective of a victim,
Savage does not expressly disclose some components of a network architecture that
are well-known to exist in conventional networks. However, Savage explatns that

A

its technique “can be efficiently implemented using conventional technology.”
EX1005, Abstract. Thus, a POSITA would have been motivated to include
conventional network implementation details as taught by Maher to mmplement
Savage’s tracing technique m a network connected to the Internet. EX1005, Abstract
(“This paper describes a technique for tracing anonymous packet flooding attacks in
the Internet back towards their source.”), EX1006, 4: (describing network topology
in Fig. 1A as an “example of [a] network infrastructure|] that comnnect{s]...to a
broader public IP network 10 such as the Internet.”).

104. Asshown in Figure 1A of Maher below, the network topology includes

a pluarality of

FEREE

erx (PCsy 38, 50, a plurality of vowlersy 22

communication Hwes (aggregation points) 60, and transmitted data packets.
EX1006, 4:3-10, 4:43-5:26. Maher discloses that the “method involves scanning the
contents of the data packets then verifying that the contents of the data packets

conform to a set of predetermined requirements.” EX1006, 2:53-55,
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=

[ T

EX1006, Fig. 1A (annotated)

105, Thus, m view of Meber’s disclosure that s network archiecture
compects host computers and routers to a public network such as the Intemet, a
POSITA would have been motivatad to modify Sevage to melude the conventional
implementation details of Maher to connect s network components to the Internet.

106, This modification would have mvelved the combmation of prior ant
glements {a QoS attack support techmique as taught by Sovege, with Maber's
conventional network archilecture to connect host computers and routers to the
Internet) acoording to known methods {connecting host computers and routors o the
Internet, as taught by Moher) to vield the predictable results of unplementing

Sovage’s IP traceback techmigue i Maher's conventional network architecture.
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107. Further, a POSITA would have had a reasonable expectation of success
in making this modification because Maher discloses that its network architecture
{Fig. 1A} connects the components of its network “to a broader public IP network
10 such as the Internet.” EX1006, 4:3-6. Savage discloses that its traceback
technique is “backwards compatible and can be efficiently implemented using
conventional technology,” such as Moher’s conventional network architecture.
EX1005, Abstract. Therefore, a POSITA would have been motivated to modify
Savage to incorporate Maher's conventional network mplementation details and
would have a reasonable expectation of success in doing so.

2. A POSITA would have been motivated to utilize Savage’s
packet marking technique to determine the path of a packet
including all routers between an attacker and a victim

108, As described above, Savage teaches mserting a packet mark at each
router that a packet is transmitted through, to aid in identifyving the attacker in flood
attacks.  EX1005, 295 (Abstract), 298-199 (marking procedure and path
reconstruction procedure). With reference to the attack path shown in Savage’s
Figure 1 below, | prepared the following example showing how Savage would msert

the address of each router along the attack path (routers Re, Rs, Ro, and Ry).
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109 With reference to Figure 2 below, Savoge teaches that “[ilhe sumplest
marking algonithim. s to append cach node’s address to the end of the packet as it
travels through the network from attacker to victim {see Figure 2}, Consequently,
avery packet received by the victom armves with a complete ordered hist of the routers
i traversed—a budt-n attack path.” EX 1005, 299, Figure 2 of Savage s reproduced

below.

RN I Soadie T wohmr e

wher

Figare 3¢ Node appewmd algorithm,
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EX1005, Fig. 2 (annotated)
114, Using the above example of Figure 1, T have assigned the followmg IP
addresses o routers Re, R, Ry, and R, through which the packet waverses between

Attacker Az and victim host computer V.

Router | Example IP address
Rs 127001

s 17216058

Ry 192007

Rj 69.89.31.226

Using these example addresses and the Node append algorithm disclosed mn Figure
2 of Savage, a data packet (mehuding header and payload) from Attacker Az in Figure
1 would reach victim V with the addresses of routers B, By, Ro, and R, appended o

the end of the packet, as shown below.

Header | Pavicad | 127001

]
g ~d
it
Pt
o
]

192007 | 89893122

W W W W
NS N EA. N,
; 3 % i

Example packet recerved at victim V based on attack path m Figure |
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3. A POSITA would have been motivated to modify Savage to
additionally classify network traffic and limit the processing

rate for unwanted data packets to reduce the severity of
QoS attacks.

111, As described above in Section 1X.C, Savage teaches mserting a packet
mark at each router that a packet is transmitted through, to aid in identifying the
attacker 1o flood attacks., EX1005, 295 (Abstract), 298-299 (marking procedure and
path reconstruction procedure). Thus, Savage is directed to tracking and identifying
the attacker when there 1s a packet flooding attack, but Sovage does not expressly
disclose what preventive measures are performed in the network on unwanted
packets when a packet flooding attack has occurred. In other words, Savage 1s
directed to preventing continuation of a packet flooding attack by “tracfing] attacks
back towards their origin—ideally stopping an attacker at the source.” EX1005, 295,

112, A POSITA would have been motivated to modify Savage to mchade
conventional features of Schuba and Maher to provide preventive measures in the
network after there has been a detection of unwanted packets (e.g., a packet flooding
attack) to reduce the severity of the attack. As described in Sections IX D and IX E
above, both Schuba and Maher are divected to systems that reduce the severity of a
packet flooding or DoS-type attack on a network by minimizing the rate and amount

of packets that may be transmutted to a victim host computer.
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113, Schuba teaches that packets are classified as unwanted packets or
wanted packets based on the source address of the packets. EX 1007, Abstract, 2:1-
5, 2:22-26, 3:8-13. Muaher discloses that the contents of packets transmitted to a
network are scanned to verify whether the contents contam vahid network trathc
between known sources and destinations. EX1006, 7:54-63. Schuba and Maher
thus teach that data packets are classified into wanted and unwanted data packets.

114, Further, Maher teaches that when packets are classified as unwanted
packets, the unwanted data packets are assigned to a low quality of service queue,
and the data processing rate 1s significantly decreased {(e.g., 5% of available
bandwidth) for those unwanted packets, to reduce the severity and impact of a denial
of service attack. EXI1006, 7:59-8:3. A POSITA would have been motivated to
modify Savage to, once there has been a detection of unwanted data, himit the data
processing rate (e.g., to 5% as disclosed by Maher) to curtail the impact of the packet
flood attack. EX1006, 7:67-8:3, 3:30-35. Savage leaves open and does not address
the implementation details regarding preventive measures such as classifying
incoming data packets and limiting the data processing rate for unwanted data
packets. Maher and Schuba both provide a number of beneficial reasons why
including these preventive measures in a system like Savage would be advantageous.
For example, Maher provides an explicit motivation, as it teaches that incoming data

packets that have been classified as low quality are processed separately in low
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priority service queues, which “ensures that DoS traffic would receive no more
tha[n] a small percentage (i.. 5%;) of the available bandwidth thereby preventing the
attacker from flooding downstream network equipment.” EX1006, 7:59-8:3, 12:7-
19 (himiting the amount of bandwidth available to low quality data packets so that
“the attack is never allowed to consume enough network bandwidth to overwhelm
the network.”). Sumilarly, Schuba also provides an explicit motivation, disclosing
that when an unwanted (unacceptable) data packet is received, the corresponding
communication session (TCP connection) 1s closed to “freef] resources of the
targeted destination host.” EX1007, 8:18-33. Incorporating these modifications fo
Savage involve the combination of prior art elements (combining Savage’s traceback
technique with Maher and Schuba’s classification of packets, and Maher’s hmiting
of the processing rate for unwanted data packets) according to known methods to
yield predictable results (implementing Maher and Schuba’s classification of
packets and reduction of the processing rate for unwanted packets). Further, this
obvious modification would nvolve the use of a known technique (Maher and
Schuba’s classification of packets, and Maher’s limiting of the processing rate for
unwanted data packets) to mnprove similar devices or methods in the same way, as
taught by Maher and Schuba.

115, A POSITA would have been motivated to modiy Savage m view of

Maher to limit throughput of unwanted data packets to minimize the amount of
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unwanted data packets being transmitted to their destination, as disclosed by Maher,
EX1006, 7:63-8:3. It was well-known in the art to limit the rate of traffic between a
transmnitting device and a receving device. See, e.g., EX1013 (Munger), at Abstract
{disclosing “a traffic limiter that regulates mcoming packets by limiting the rate at
which a transmitter can be synchronized with a receiver”), 6:5-7 (same), 42:14-43:4
(limiting bandwidth available for a transmitter to prevent packet flooding attacks);
EX1012 (Chertton), 3:47-50 (detecting DoS attacks and/or high rates of data
transmitted mto network), 8:23-44 (utihzing a rate-limiting policer that sets a
maximum {ransmission rate when there is excessive traffic entering the network).

116. Accordingly, a POSITA would have been motivated to modity Savage
to additionally classify network traffic as unwanted data packets or wanted data
packets, and hlimit the processing rate for unwanted data packets to reduce the
severity of QoS attacks, as taught by Maher and Schuba.

G.  Proposed Rejection #2: Motivation to Combine Maher with
Savage and Schuba

117. As described in Section X B below, all the limitations of claim 10 of
the "497 are taught by Maher, Savage, and Schuba. For the following reasons, A
POSITA would have been motivated to combine Maher with Savage and Schuba to
determine a path by which data packets amrive at a router via packet marks provided

by routers along the path, as disclosed by Savage, and to mmplement preventive
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measures to reduce the severity of demal of service attacks by classifying data
packets, as disclosed by Schuba. The Maher, Savage, and Schuba references are
analogous art to the claims of the "497 patent. As discussed in Sections IX.C-IX E
above, Maher, Savage and Schuba are each directed to addressing demal of service
of attacks, like the "497 patent, and thus are each in the same field of endeavor as
the "497 patent. EX1001, 1:13-15 ("the invention relates to systems for minimizing
the effects of packet flooding attacks directed against computers or routers
connected to a network.”). Further, Maher, Savage and Schuba are each directed to
defending against (QoS attacks, and thus are each pertinent fo a particular problem
allegedly solved by the 497 patent (“"The primary objective of the present invention
1s to defend against “packet flooding attacks.”). EX1001, 2:6-7.

1. A POSITA would have been motivated to modify Malier to
incorporate Savage’s technique of determining the path of
data packets via packet marks provided by routers along
the path

118, As discussed above in Section IX.D, Maher is directed to “a method
and apparatus for preventing denial of service type attacks on data networks.”
EX1006, Abstract; see also EX1006, 1:8-10, 2:52-53. Further, Maher discloses that
the incoming data packets are classified (qualified) according to the path of network
traffic based on the sources and destinations of the packets. EX1006, 7:54-63

{veritying traffic flow based on whether the source of data packets is known).

68

Cloudflare, Inc.  Exhibit 1003  Page 740



Declaration of Dr. Vyay K. Madisetti Under 37 CFR. § 1.68 in Support of
Request for Fx Parte Reexamination of U.S. Patent No. 7,523,497

119, As discussed above in Sections IX.C and IX . F.2, and as discussed
above m Section X.A.[7.1.2], Savage teaches inserting a packet mark at each router
through which a packet is transmitted, to identify the attacker in flood attacks.
EX100S, 298-299. Savage explains that its technigue 1s “for tracing anonymous
flooding attacks in the Internet back toward their source.” EX1005, Abstract. A
POSITA would have been motivated to modify Maher to mcorporate Savage’s
technique of tracing the path from the attacker to the victim host computer, through
the addition of packet marks by each router along the path through which packets
traveled from the attacker to the host computer. Savage discloses that “mark{ing]
packets with path information as they arrive at routers” allows for a vietim host
computer to “reconstruct the entire path.” EX1005, 295, Sgvage discloses that
“tracfing] attacks back towards their origin [] ideally stopls] an attacker at the
source.” EXI1005, 295, Thus, a POSITA would have been motivated to modify
Maher to incorporate Savage’s tracing technique of using packet marks to “stop[] an
attacker at the source.” EX1005, 295,

126, Maher 1s directed to a “method and apparatus for preventing denial of
service attacks on data networks.” EX1006, Abstract. Maher teaches hmiting the
available bandwidth for incoming data packets that have been classified as low
quality to prevent a DoS attack from flooding downstream network equipment.

EX1006, 7:59-8:3, 12:7-19. A POSITA would have been motivated to modify
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Maher to meorporate Savage’s traceback technique to “stop{] an attacker at the
source,” (EX10035, 295}, in view of Maher’s focus on “preventing demial of service
attacks on data networks.” EX1006, Abstract. With reference to Figure 1 below,
Savage discloses that the victim V, which determiunes the path of a packet based on
packet marks inserted into the packet, “may be a single host under attack, or a

network border device such as a firewall or intrusion detection system that represents

many such hosts.” EX1005, 297.

Ay As &,
Re SR R;
*“‘
S Ry

Figure I: Metwork as szen from the victim of sn attack, V.
Routers aiw represented by /¥, and potential attwekers by AL

The dotied Hue represeniz a particular affack patf bebween an
attacker and the victim.

EX1005, Fig. 1
121, Thus, a POSITA would have been motivated to modify Maher to

mncorporate Savage’s traceback technigue m two alternative ways. First, in view of

Savage’s teaching that the victim V may be network border device, a POSITA would
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have been mottvated o modify Moher 1o mcorporate Sovage’s tracehack techmique
in any router, switch, or “bump-wn-the-line type device m Moher's network, Maher
discloses that s network apparatus 100 may be a router or switch i the network, or
a “hump-in-the-hne™ type device that accepts and procosses the data, and then places
the processed data back on the bne. EX1006, 6:63-67, 5:62-67

122, Ttwas well-known in the art that network border devices may be routers

i a network. For example, Stong {EX1011}, which s directed to “tracking demal-

of-service {DoS} flood attacks” (EX1011, Abstract), teaches that rowters may be

A G |

S

EX1011, Fig. 1 (annotated)
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123, Second, in view of Savage’s teaching that the victim V may be a smgle
host computer under attack, a POSITA would have been motivated to incorporate
Savage’s traceback technique in host computers downstream of Maher’s network
apparatus 100,

124, Accordingly, a POSITA would have been motivated to modify Maher
to incorporate Savage’s technique of determining the path of data packets via packet
marks provided by routers along the path that the packets travelled to the host
computer, as taught by Savege. This modification would have mvolved the
combination of prior art elements (combining a traceback technique as taught by
Savage with Maher’s conventional network architecture for preventing DoS-type
attacks) according to known methods (determining the path of data packets via
packet marks, as taught by Savage) to vield the predictable results of implementing
Maher’s technique of preventing DoS-type attacks with Sagvage’s 1P traceback
technique. Further, a POSITA would have had a reasonable expectation of success
m making this modification because Savage explains that its techmique “can be
efficiently implemented using conventional technology.” EXI1005, Abstract. A
POSITA would have known that a router or host device receiving a packet
containing path information of the path that the packet took, as taught by Savage,
would be read and processed by the router or host device receiving the packet, in the

same way that a router or host device reads and processes information in a received
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packet, as taught by Maher. See EX1003, 298 (disclosimg marking algorithm of
adding path information to packet), 299 (disclosing node append algorithm of
appending “each node’s address to the end of the packet as it travels to the end of
the packet as 1t travels through the network™). For instance, as shown 1n Figure 2
below, Maher discloses that the network apparatus 100 includes a header processor
104 to process routing information in the header of the packet (EX1006, 6:16-21,
6:49-55), and a payload analyzer 110 that “scans the contents of the data packets,”
including the payload content and optionally the headers, to “act on ] the content of
the data packets being scanned {and] the contents of the entire traffic flow.” EX1006,
7:8-24; see also EX1006, 6:11-13 (describing scanning processor 140 as including

a header processor 104 and a payload analyzer 110).
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EX1006, Fig. 2

2. A POSITA would have been motivated to modify Mader to
incorporate Schuba’s conventional technigue of classifving
data packets, and Savage’s technique of including packet
marks

125. A POSITA would have been motivated to modify Maher to include
conventional features of Schuba to classify incoming data packets as wanted or
unwanted data packets to provide preventive measures in reducing the severity of a
packet flood {(QoS) attack.

126. Maher discloses that the contents of packets transmitted to a network

are scanned to verify whether the contents contain valid network traffic between
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known sources and destinations. EX1006, 7:54-63. Schuba teaches that packets are
classified as unwanted packets or wanted packets based on the source address of the
packets. EX1007, Abstract, 2:1-5, 2:22-26, 3:8-13. Schuba discloses that when an
unwanted (unacceptable) data packet 1s received, the corresponding communication
session {TCP connection) is closed to “free|] resources of the targeted destination
host.” EX1007, 8:18-33. Thus, Schuba’s classification technigue provides am
advantage of closing a communication session when a received packet 1s classified
as unwanted (unacceptable).

127, Maher discloses that the network apparatus 100 {see Figure 2), which
performs the above-described classification operation, may be a router or switch i
the network, or a “bump-in-the-line” type device that accepts and processes the data,
and then places the processed data back on the line. EX1006, 6:63-67, 5:62-67, 3:58-
59 (describing Maher’s network apparatus as a “bump-in-the-ling” device.
Sumilarly, Schuba teaches that its monitoring resource S1, which classifies incoming
data packets into wanted or unwanted data packets, 1s a bump-in-the-line type device
that does not interfere with tratffic to the host computers 54, as shown in annotated

Figure 3 below. EX1007, 7:38-51.
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EX1007, Fig. 3 (amnotated)

128 A POSITA would therefore have been motivated to mmplement
Schuba’s classtheation techmique m AMader’s network apparatus 100 1o provent
further data communications with a sowree when data packets are classified as
unwanted, to “free{] resources of the targeted destination host” EX 1007, &18-33.

129, Further, a POSITA would have been motivated to modify Moher 1o
weorporate Savage’s traceback technigue using packet marks, to facilitate Maber’s
classification of data packets by the source and destmation of the packets. As
discussed above m Section IX O, Savage discloses that each router along the path
““marks” one or more packets by sugmenting them with additional mformation about

the path they are traveling.” 298-299. Maher discloses that the contonts of packels
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transmitted to a network are scanned to verify whether the contents contain valid
network traffic between known sources and destinations. EX1006, 7:54-63. Having
the entire path that incoming data packets took before reaching Maher’s network
apparatus 100 would improve Maher’s classtfication of meoming network traffic
based on path information using the source and destination of packets up to that
point, because Savage teaches that the entire path from the attacker to the host
computer can be determined using the packet marks mserted by the routers along the
path on which a packet 1s transmitted. EX1005, 299 (“[Elvery packet received by
the victim arrives with a complete ordered list of the routers it traversed—a built-
m attack path.”). Accordingly, a POSITA would have been motivated to modify
Maher to classify data as taught by Schuba (e.g., as wanted or unwanted data
packets), and to insert packet marks in transmitted data packets that identify
information about the entire path in the data packets received by the host computer,
as taught by Savage.

130. These modifications involve the combination of prior art elements
{combining Mafier’s classification technique with Schuba’s classification of packets
as wanted or unwanted, and Savage’s teaching of adding packet marks at routers
along the path of data flow to aid in the identification of the path of the data packets)

to vield predictable results (implementing Moher and Schuba’s classtfication of

-3
-3
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packets and reduction of the processing rate for unwanted packets, and Savage’s
marking of packets at routers).

131, Further, a POSITA would have had a reasonable expectation of success
i making this modification because Maoher and Schuba disclose that the
classification operations may be performed at a network router and/or a bump-in-
the-line type device in a network, as discussed above, and Savage teaches that the
reconstruction of the path based on the added packet marks may be performed at a
network device such as a bump-in-the-line type device or by a dowastream host
computer. EX10035, 297 (disclosing that the victim V, which determines the path of
the packet based on packet marks added to the packet, “may be a single host under
attack, or a network border device such as a firewall or intrusion detection system
that represents many such hosts.”). Thus, a POSITA would have had a reasonable
expectation of success in performing Schuba’s traceback technique i a router or
bump-mn-the-line type device, because Maher and Schuba both teach that the
classification operations can be at a network router and/or a bump-in-the-line type
device in a network, and Maher teaches that its network apparatus 100, which may
be a network router and/or a bump-in-the-line type device, includes a header
processor 104 to process routing information in the header of the packet (EX1006,
6:16-21, 6:49-35), and a payload analyzer 110 that “scans the contents of the data

packets,” including the payload content and optionally the headers, to “act on {] the
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content of the data packets bemg scanned [and] the contents of the entire traffic
flow,” as shown in Figure 2 below. EX1006, 7:8-24; see also EX1006, 6:11-13
{describing scanning processor 140 as including a header processor 104 and a
payload analyzer 110). Thus, a POSITA would have had a reasonable expectation
of success in implementing Maher and Schuba’s classification of packets and
reduction of the processing rate for unwanted packets, and Sovage’s marking of
packets at routers, in view of Maher’s teaching that its network apparatus 100 may

be a network router and/or a bump-in-the-line type device. EX1006, 6:59-66.

HEADER
PROCESEOR

EX1006, Fig. 2
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X,  DETAILED INVALIDITY ANALYSIS

132, 1 have heen asked to provide my opinion as to whether the Challenged
Claims of the 497 patent would have been obvious m view of the prior art. The
discussion below provides a detailed analvsis of how the prior ant references 1
reviewed disclose, teach, or suggest the Iimitations of the Challenged Claims of the
497 patent. As discussed above 1 Section I, 1t i my opinion that clanns 7 and 10
of the "497 patent are unpatentable as obvious. The chart below summanzes my

conclusions of unpatentability regarding claims 7 and 10 of the "497 patent.

1 7 Obvious over Savage in view of Muher and Schuba

2 10 | Obvions over Maher m view of Savage and Schuba

133, I will now describe, mn the grounds below, on an element-by-element
basis how the prior art discloses or teaches all elements of claims 7 and 10, Unless
otherwise noted, all beld, italics, and bold #tafics emphasis in any quoted material
has been added.

A.  Proposed Rejection #1: Claim 7 would have been obvious aver
Savage in view of Maher and further in view of Schuba.

134, It 1s my opmion that Savage, Maher and Schuba teach or suggest to a

POSITA the subject matter of each and every limitation of claim 7 of the "497 patent.
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[7.8] A method of providing packet flooding defense jor a network comprising a

plurality of host compuiers, routers, communication lines and transmitied data
packets, said method comprising the steps of:

135. To the extent that the preamble of himitation {7.0] s hmiting, it s

rendered obvious by Savage in view of Maher. Savage and Maher each disclose a

method of providing packet flooding defense for a network as recited in hmitation

136. Savage discloses a method of providing packet flonding defense for a
network. In particular, Savage discloses “a technigue for tracing anonymous packet
flooding attacks in the Internet back towards their source” EX1005, Abstract.
Savage discloses “a general purpose traceback mechamism based on probabilistic
packet marking in the network. Our approach allows a victim to identify the network
path(s) traversed by attack traffic without requiring mteractive operational support
from Internet Service Providers (ISPs).” EX 1005, Abstract. Savage explains that its
technique “can be efficiently implemented using conventional technology.”
EX1005, Abstract.

137. With reference to Figure 1 below, Savage discloses a network
comprising a plurality of host computers (attackers Aj-As and victim V), routers (R~
Ry), and communication lines (paths between attackers, routers, and victim V).

EX1005, 298.

81
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EXT005, Fig. 1 {annotated)

138, Navage discloses that s “solution 18 to probabibistically mark packets
with partial mformation as they arrive at routers.” EX1005, 195 Thus, Suvage
explictily discloses o method of providing packet fiooding defense B a network
comprismg rowers, communication hines and fransnutted data packets.

139 Savage suggests a plurality of host computers that may be victims.
EXI005, 295 (discussmg phural “vietums™). Further, Sovage discloses that the victim
WV om Figure 1 shove “may be a single host under attack, or a network border device
such as & frewall or mirpsion defection system that represents many such hosts”
EXI005, 297, Thus, Sevage discloses a network mecluding a phuslity of host

compirters.
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140. To the extent that Savage does not expressly disclose the network
configuration recited in limitation {7.0], the network configuration is a conventional
feature as disclosed by Maher.

141, Maher teaches “[a] method and apparatus for preventing denial of
service type attacks on data networks.” EX1006, Abstract; see also id., 1:8-10 ("the
present invention relates to a method and device that prevents denial of service type
internet attacks.”), 2:52-53 (“The present invention provides for a method of
preventing DoS attacks.”). With reference to Figure 1A below, Maher discloses a
network topology that connects several network infrastructures to a broader public

IP network 10 such as the Internet. EXI10035, 4:3-6. Muaher discloses that the

network includes a plurality of Bost o
fines (Maggregation points”) 60, and transmitted data packets. EX1005, 4:19-5:26.
Maher discloses that the “method involves scanning the contents of the data packets
then verifying that the contents of the data packets conform to a set of predetermined

requirements.” AMaher, 2:53-55.
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EX1006, Fig. 1A (annotated)

142 Thus, Maoher discloses g network comprising a phuality of host

hmutation [7.0]. A POSITA would have been motivated modily Sevage to
incorporate Mahker’s conventional network implementation details, for the reasons
presented above mn Section INF 1

143, Accordingly, Savage and Maher render obvious Iimutation [7.0]

F7 L 1] determrivsing a puth by which date packets arrive af g host computer vig
pucket marks provided by routers leading to said host computer;

44, Savare discloses, or at least renders obvious, defersiining g path by
144, Savage discloses, or at least renders obviouws, defersuning a path by
which data packets arvive of @ host compiier vig packet marks provided by routers

leading fo said host computer, as rected 1 limatation [7.1.1], because Savage
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discloses determuning 8 path by which data packets ammve at & vietim 'V {(host
compiter} via packet marks (Mmark packets™) provided by each router that
forwarded the packet to the victim host computer.

145, Savage discloses that ds “solotion © 1o probabibistically mark packets
with partial path information as they arrive at routers.” Savage, 285, Savage
explams that “{wihile each marked packet represents only 3 “sample” of the path i

has traversed, by combining a modest number of such packets a vietim can

veconstruct the entive path” Sovage. 295 With reference to Figure 1 below,

Savage discloses a marking procedure tmplemented by rowters, and a path

reconstruction procedure woplemented by the victim, EX1005, 208,
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146. Savage discloses that the “attack path from [attacker] A; 1s the unigue
ordered list of routers between 4; and V.7 EX1005, 298, Savage discloses that in
the marking procedure, “[a] router “marks’ one or more packets by augmenting them
with additional mmformation about the paths they are traveling” EX1005, 298
Savage explains that in the path reconstruction procedure, the victim “reconstruct]s]
the attack path using only the information in these marked packets.” EX10035, 298,
see also Section IX . F.2 above providing an example of path marking based on the
path shown in Figure 1 of Savage.

147, With reference to Figure 2 below, Savage discloses that “{t}he simplest
markmg algorithm. is to append each node’s {router’s] address to the end of the
packet as it travels through the netweork from attacker to victim (see Figure 2).
Consequently, every packet received by the victim arrives with a complete
ordered list of the routers it traversed—a built-in attack path.” EX1005, 299
{emphases added). As shown m Figure 2 below, each packet traveling through a
router R 1s marked with that router’s address, and the path encompassing each router

along the path is extracted.
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Cloudflare, Inc.  Exhibit 1003  Page 758



Declaration of Dr. Viay K. Madisettt Under 37 CFR. § 1.68 m Support of
Regquest for £x Porfe Reexammanion of ULS. Patent No. 7 523 497

=

3 < =3 o8 U RN g €
TRESTHRY OF viotm s
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EX1003, Fig. 2 {annotated)
148, Thus, Sevage discloses defermining o path by which data pockeis
arrive al a host computer vig packel marks provided by routers leading to said host

compnter, as rectted n bmutation {7 1.1}

f7.1.2] said path comprising all vouters in suld network via which said packets are
rorted to seid computer;

149, Sevage discloses, or at least renders obvious, limitation [7.1.2], because
Savage teaches that cach router through which a packet travels inserts s packet mark
with that router’s address, 1o pernut the victim V to mmplement a path reconstruction
procedure to determine the ordered hist of routers from the attacker to the victim. As
described 1 Section VIILE sbove, the examuner wdentihied hontaton [7.1.2] as the
allowable featiwwe. However, ltation [7.1.2] 1 disclosed by 8avage, which was
not considered by the examiner.

130, As shown m Figure 1 below, Sovage discloses that the path mmcludes all

roters R n the network via which packets are vouted to the computer {victim V).
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EX 1005, Fig. 1 {(annotated)

151, Sovage discloses that “the attack path from At is the wnique ovdered

st of routers between Al and V. For mstance, if an attack oniginates from A2 then

to veach V it must frst traverse the path R6, R3, R2, and R1—as shown by the dotted
Ime m Figare 1.7 EX1005, 298
152 With refercoce e Fig. 2 below, Savage discloses that “[tthe simplest

marking algonthm. .15 to append each node’s [router’s] address to the end of the

packet as i tavels through the network from attacker o victim (see Figure 2).
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Consequently, every packet received by the victim arrives with a complete

ovdered Hof of the routers i traversed—a built-n attack path.™ EX1008, 299,

Figure 2 Node append algorithm,

EX1003, Fig. 2 {annotated)
153, Accordingly, in the following sannotated example of Figwoe 1, Savage

discloses appending 1o the packet the addresses of v

the path between the attackey Ay and the viethw V. EX1005, 298,

&
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§* igare 1 Netwark as ww fmm t‘ﬁe xzx%zm of an atiack, V.

EX1005. Fig 1 (annotated)

1534, Thus, by teaching that each router along a path between an attacker and
a viciim mseris a packet mark constiuting that rowder’s address mifo the packet,
Savage discloses safd path comprising all vouters in said nerwork via which said

packets are routed fo said computer, as recited m limitation [7.1.21

9
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£7.2] classifying data packets received at said host compuier info wanted data
packets and unwanited data packets by path;

155, Limitation {7.2] 1s rendered obvious over Savage m view of Schuba and
Maher. As described above with respect to hmitations [7.1.1] and [7.1.2], Savage
teaches that packets received at the victim host computer are marked with the
respective address of each router along the path from the attacker to the victim host
computer. Schuba teaches that incoming data packets are classitied as wanted or
unwanted data packets based on partial path wformation (source address). Maher
teaches that data packets are classified based on path flow according to the sources
and destinations of packets. For the following reasons, a POSITA would have been
motivated to modify Savage to classify mcoming data packets into wanted data
packets and unwanted data packets, as taught by Schuba, and classify the mcoming
packets according to a path of the packets, as taught by Maker.

156, Like the 497 patent, Schuba 1s directed to a “computer network
monitoring technigue”™ that provides a “defense for demial of service attacks.”
EX1007, 1:58-60. Schuba discloses that messages transmitted to a network are
classified as being acceptable, unacceptable, or suspect type, based on the source
address of the packets. EX1007, Abstract, 2:1-5, 2:22-26, 3:8-13. Schuba thus
teaches that mcoming packets are classified mio one of three states {acceptable,

unacceptable, or suspect) based on the source address of the incoming packets. /d
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157. Neither the specification nor the claims of the "497 patent require a
classification mto only “wanted data packets” and “unwanted data packets.” The
concept of “wanted” and “unwanted” data packets is discussed only in the
Background of the Invention section (EX1001, 3:4-23), and the “distinction between
‘wanted” and ‘unwanted’ packets” is based on whether packets are expected to be
recetved. EX1001, 3:13-17. The 497 patent explains that expected packets are
processed “at the highest possible rate,” while packets that are unexpected “are not
exactly unwanted,” but are “processfed] {1 at only a mited rate.” EX1001, 3:17-19.
Thus, the 497 patent does not exclude another category besides “wanted” or

“anwanted” data packets.

158, With reference to Figure 3 below, Schuba discloses that a mwonitoving

sy

7

vesouree 51 in the network system 20 performs the classification of data packets
transmitted to one or more host computers 54 in the local area network 22 over a
public network such as the Internet 24 (referred to as “untrusted network™). EX1007,
7:10-22, 6:46-67 (explammg network architectare). Monitoring resource 51 1s
operatively coupled to the local area network 22, and executes monitoring program
“to protect other resources on network 22 from SYN flooding by sources from
untrusted network 24, such as from attacker 40, and still facilitate establishment of
connections with legitimate external sources, such as source host 307 EX1007,

6:54-62.
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EX1007, Fig. 3 {annotated}

154,

the host computer 54 that i« the intended recipient:

Monttor 52 Jof monttoring resowrce 51} s preferably arranged to
capture IPTCP datagrams passing along network 22 regardless of
sotree or destination, welnding any TUP packets mvolved w1 a three-
way handshake with destmations 54, Proferably, monitor 82 does nat
block or interfere with the transmission of packets to destination
hosts §4, but rather examines the packets and reacts by selectively

generating packets for one or more of destination hosts 54,

EXI007, 7:38-51. Thus, Schuba discloses that the montioring resource 51

recaves packets that are received by the host computers 54,

Cloudflare, Inc.
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160, As shown m Figure 4 below, Schuba discloses that the monttoning
resource 31 performs a classitfication operation 85 to classily mwcommng packets
accordmmg  fo source addresses as wanted data packets ("ACCEPTABLE
ADDRESSE?" mn step 68} or unwanted datn packets ("UNACCEPTABLE

ADDRESS?” in step 703, EX1007, 8:3-10.

| MONET ORNG

......................

~ YES

it S

EX1007. Fig. 4 (annctated)

161, By classifying the packets based on source address, Schiha teaches that

meormng data packets are classified as unwanted data packets {"unacceptable™) or
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wanted data packets (“acceptable”) based on at least partial path information (source
address).

162. As discussed below, Maher teaches that data packets are classified
{qualified) based on path flow according to the source and destination of packets,
which corresponds to a path taken the source and destination of the packet.

163, Maher 1s directed to “a method and apparatus for preventing demial of

service type attacks on data networks.” EX1006, Abstract; see also id., 1:8-10, 2:52-

£

ey

43
s,
P

53. Figure 2 of Maher below shows a network apparatas 100 that includes a tvafy

ot

6:11-21, 7:27-41. Maher discloses that its network apparatus 100 may be a router
or switch in the network, or a “bump-in-the-line” type device that accepts and
processes the data, and then places the processed data back on the line. EX1006,

6:63-67, 5:62-67.
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EX 1006, Fig. 2 (annotated)
164, The “twalliv Now scanning engine 18 [] operable to scan the contents
of the data packets, including the header and payload. and to associate data packets
with particular data flows,” melnding “determin{ing] whether each trafhe flow 15 [}

vahidated or non-validated.” EX1006, 3:9-15, Abstract.  The {a¥ proavessey

“uses the conclusion from the waffic flow scanming engine to place the data packets
it the appropriate guality of service queue”™ {1.e., service queues 132 i Figure 2).
EX1006, 3:25-27, 7:38-44. Maher discloses that “[d]ata packets associated with
alidated traffic flow are placed m a higher priority queues and transmutted back

onto the network according to the protocol for the particular quene.” EX 1006, 3:27-
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30. On the other hand, “{d]ata packets not assigned to a validated traffic flow are

>

placed in [a] low priority QoS queue,” such that unvalidated traffic flow packets
“receive no more than a small percentage (1.e., 5%) of the available bandwidth
thereby preventing the attacker from flooding downstream network equipment.”
EX1006, 3:30-35, 7:67-8:3.

165, Maher discloses that the data packets are classified (qualified)
according to the path of network traffic based on the sources and destinations of the
packets. Maher discloses that a “network apparatus 100 can act to qualify traffic
flows by scanning the contents of the packets and verifying that the contents
contain valid network traffic between known sources and destinations. Traffic
flows that have not been verified because they are from unknown sources or because
they are new unclassified flows can be assigned to a low quality of service queue
until the sources are verified or the traffic flow classified as valid traffic.” EX1006,
7:54-63. The classification (quahification) of data packets based on the sources and
destinations of received packets 1s a classification based on a path between the source
of the packet and the destination of the packet (i.e., the path between the source and
destination).

166. Accordingly, Schuba teaches that incoming data packets are classified
as wanted or unwanted data packets based on partial path information (source

address). AMaher teaches that data packets are classified based on path flow

Vel
-3
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according to the sources and destinations of packets (1.¢., by a path flow between a
source and destination). Thus, Schuba and Maher teach classifying data packets
received at said host computer into wanted data packets and unwanted data packets
by path, as recited m himitation {7.2].

167. 1note that limitation [7.2] does not does not recite that the packets are
classified “by said path,” as recited in hmitation [7.1 2], which requires “all routers
in said network via which said packets are routed to said computer.” Neither the
disclosed embodiments of the "497 patent, the claims, nor the prosecution history of
the "497 patent require such an interpretation.

168, A POSITA would have been motivated to modify Savage to incorporate
the packet classification techniques of Schuba and Maher for the reasons presented
above m Section IX.F.3. In view of the teachings of Schuba and Maher, a POSITA
would have been motivated to modify Savage to classity mcoming data packets as
wanted data packets or unwanted data packets by path m either one of the following
two ways.

169, First, a POSITA would have been motivated to modify Savage to
mclude a “bump-in-the-line” type device m the network of the host computer, as
taught by both Schuba and Maher, to receive data packets transmitted to the host
computer and classify the recerved data packets as wanted data packets or unwanted

data packets by path. As discussed above, Schuba teaches that the wonitoring
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veosowres 81, which performs the classification operation 65 shown i Figure 4. 15 a
bump-in-the-line type device mm the netwark 32 that “does not block or interfere

with the transmission of packets to destination hosts 54, but rather examines the

packets” that are transmmtted to downstream host computers (e.g.

%4}, as shown mn annotated Figure 3 below. EX1007, 7:38-45.

ATTACKER

EX1007, Fig. 3 (annotated)

170. Smmlarly. Maher discloses that the network apparatus 100 (see Figure
2 above)}, which performs the asbove-described classification operation, may be a
router or swiich i the network, or a “bump-in-the-hne™ type device that accepts and
processes the data, and then places the processed data back on the hine. EX1006,

6:63-67, 5:62-67. Accordingly, in view of the teachings of Schuba and Maher, a
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POSITA would have been motivated to include a bump-in-the-hine type network
device that receives data packets transmitted to Savage’s victim host computer V, as
taught by Schuba and Maher, to classifyf] data packets received at said host
computer into wanted data packets and unwanted data packets by path, as taught by
Schuba and Maher. A POSITA would have been motivated to include this
classification operation in a bump-in-the-line network device in Savage’s network
to classify data packets as wanted or unwanted and then take preventive measures in
the bump-in-the-line network device as taught by Maher and Schuba (e.g., limiting
the amount of bandwidth available to low quality data packets), to curtail the impact
of a packet flood attack to the host computer in Savage, as discussed above i Section
IX.F3.

171, Alternatively, as another obvicus modification, a POSITA would have
been motivated to modify the host computer in Savage to classify incoming data
packets mto wanted data packets and unwanted data packets according to a path of
the packets, as taught by Schuba and Maher. A POSITA would have been motivated
to modify the host computer {victim V) in Savage to perform the classification
technigues taught by Schuba and Maher, because Schuba and Maher teach that their
classification features lead to minimizing the effects of a packet flood attack. For
example, Maher teaches that the available bandwidth for incoming data packets 1s

limited for incoming data packets that are classified as low priority to prevent packet
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flooding attacks. EX1006, 7:59-8:3, 12:7-19. Smmlarly, Schuba discloses that when
an unwanted (unacceptable) data packet s received, the corresponding
communication session {TCP connection) is closed to “freef] resources of the
targeted destination host.” EX1007, 8:18-33. Thus, a POSITA would have been
motivated to incorporate the functionality of Schuba and Maher's classification
operations in Savage’s host computer to minimize the effects of a packet flood
attack, as taught by Schuba and Maher. It was well-known m the art for a host
computer recetving data packets to classify the received data packets as wanted or
unwanted by path. For example, Chang (EX1008), which 1s discussed m the
Background section of the *497 patent (EX1001, 1:49-2:5), and which was applied
during prosecution to reject the claims of the 497 patent and its parent “190 patent
{see Section VIILE above), discloses that a receiver node classifies and sets a sender
node into one of three modes: a green mode, a yvellow mode, and a red mode, based
on a “user acceptance rate” indicating the rate at which the host computer 1s able to
recetve incoming data packets, so that the flow of data into the network does “not
exceed the user acceptance rate.” EX1008, 2:60-64, 3:12-30, 10:8-38. Accordingly,
Chang shows that it was well-known in the art for a POSITA to classify incoming
data packets as wanted or unwanted data packets, as taught by Schuba and Maher,

m a host computer receiving data packets.
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172.  As another example, Stone (EX1011) teaches that 1s was known to

classify data packets into wanted packets and unwanted packets by path. With

\
R¥

oy

reference to Figure 1 below, Stone discloses that data packets from attacker 183 are

classified to aid n tracking down the ingress edge router that is responsible for
forwarding packet flood attacks into the network 101 to viettm 188, As shown in
Figure 1 below, packets from the sttacker
13, Stone discloses tracing an attacker from an ingress edge router (e.g.,
ver 11X 1 Fig. 1) to the destination (viettw Y88 1n Fig. 1), Stone discloses
that an attack signature is developed to identify an attack launched by attacker 103,
where the attack signature “refers to some pattern that can be used to help distinguish
malicious packets from normal traffic], and at] the very least, an attack signature 13
defined by the IP address or address range of the victim 1057 EX1011, 5:50-55.
Stone discloses that tracking router (TR) 125 forms an overlay network with edge

aer HE and edge vowter 113} to track down the ingress

\J) that 1s responsible for forwarding packet floods mto
the IP network 101 based on the attack signature. EX1011, 5:56-6:1. In Stone, the
attack signature is developed by path, such as the path from edge ronter 113 to sslge

¥
R &

which is a “pattern [] used to help distinguish malicious packets from
normal tratfic.” EX1011, 5:50-55. Thus, like Chang, Stone shows that 1t was well-

known 1n the art for a POSITA to classify incoming data packets as wanted or
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unwarded data packets, as tught by Sehude and Maher, i a nebtwvork device

receiving data packets.

EX101, Fig 1 (snnotated)

173. Therefore, lmutation [7.2] s rendered obvious by Sovage m view of
Maher and Schuba.

§7.3] associaiing o moeximum gccepiable processing rate with each class of dute
packet received af said host compudor; and

174, Limtation {7.3] s rendered obvious by Savage wm view of Maher and
Schiha.  As described above with respect to hmatation {[7.2], Maher and Schuba

render obwious classifying incoming data packets as wanted or unwanted. Maher
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teaches associating a maximum acceptable processing rate with each class of data
packet recetved at the host computer, as recited in limitation {7.3].

175. Maher teaches allocating maximum available bandwidth (“maximum
acceptable processing rate”} to validated traffic (wanted data packets) and a small
percentage of the available bandwidth (e.g., 5%) to low quality traffic (e.g., DoS
trafficy. EX1006, 7:63-8:3. Maher discloses that validated traffic (wanted data
packets) are placed in different quality of service ((QoS) gueues than unvalidated
{unwanted data packets) for processing. EX1006, 11:67-12:19.

176. With reference to Fig. 5 below, Maher discloses that validated traffic
flow (wanted data packets) 1s assigned to a higher priority QoS queue (YES 1n step
514, and step 520), which has a greater processing rate as set by the QoS processor,
whereas unvalidated traffic flow (unwanted data packets) 1s transmitted nto a low
priority (305 queue (NO in step 514, and step 516), which 15 given a himited
processing rate {e.g., 5% of available bandwidth). EX1006, 11:66-12:19, 7:59-8:3
(traffic flow that has not been verified (unwanted data packets) is assigned to a low

quality traffic queue that receives limited bandwidth).
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EX1608, Fig. 8 (annotated)

177, With reference to Figure 5 above, Maher discloses that i step 5314,
there 18 8 determunation performed ax to whether the data packet belongs to a
validated wraffic flow. EX1006, 11:66-07. Ifthe packet belongs to a validated traffic
How (wanted data packets), then “it is assigned fo a higher priority Qo8 gueus
based on the nature of the fraffic flow, shown m block 328, The data packet 13
then tranxnutied onto the network as defined by the QoS protocol for the Qol queue
to which 1t was assigned, as shown by block 3227 EXI006, 11:67-12:5. On the

other hand, “[1}{ the packet does not belong o a validated traffic flow, such as with
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a Smurf or SYN flood where valid sessions are never established, 1t 1s assigned to a
low priority QoS queue, as shown in block 516, The traffic management and
traffic shaping engines 126 and 12{8] of Qo5 processor 116 from FIG. 2 can be
programmed to [e]nsure that the low priority QoS queues are only allowed a
predetermined percentage of the available bandwidth” EXI1006, 12.7-14.
Maher explams that “[tlhis [e]nsures that the non-validated data packets cannot
consume more than a small portion of the overall traffic flowing through network
apparatus 100 as shown m block 5187 EX1006, 12:14-16. Accordingly, Maher
discloses that each class of data packets (validated or unvalidated) are assigned to a
different priority QoS queue in the QoS processor 116, where each (JoS gqueue 1s
allocated a different bandwidth rate.

178. For nstance, as shown in Fig. 2 below, the QoS processor 116 assigns
processing rates (bandwidth) by allocating the received packets to different “quality
of service queues 1327 based on the determined quality of the received packet

{(validated or unvalidated data flows).
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EX1006, Fig. 2 (annotated)

179, Moher discloses that cach QoS gueue 132 “can be assigned priovity
relative {o one another or can be assigned 3 maximum or minimum percentage
of the traffic flow through the device. This allows QoS processor to assign the
necessary bandwidth to trathic flows such as VoIP, video and other Hows with high
guality and rehabadity regquirements while assigning remaining bandwidth tfo
traffic flows with Jow quality reguirements such as email and peneral web surfing
o low priondy quenes.” EX1006, 7:38-33. Thus, Maher discloses that data packets
ofunvalidated traffic Bow (unwanted data packets) are assigned to a Qo8 quene with
a lower sllocation of maxitvwnm processing rate than dats packets of valdated traffic

flow {wanted data packets).
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180. Therefore, Maher teaches imitation [7.3]. A POSITA would have been
maotivated to modify Savage in view of Maher and Schuba for the reasons presented
above in Sections IX.F.3 and X A[7.2]. As discussed above with respect to
himitation {7.2], a POSITA would have been motivated to modify Savage to mclude
a “bump-in-the-line” type device in the network of the host computer, as taught by
both Schuba and Maher, to mmplement the packet flood preventive measures as
taught by Maher and Schuba 1 the “bump-in-the-hine” device. Alternatively, as
discussed above with respect to limitation {7.2], a POSITA would have been
motivated to modity Savage to implement the packet flood preventive measures of
Maher and Schuba tn a host computer in Savage’s network. Accordingly, limitation
[7.3] 15 rendered obvious by Savage in view of Maher and Schiha.

[7.4{ allocating a processing rate less than or egual to said maximum accepiable
processing rate for unwanied data packets.

181, Limitation {7.4] s rendered obvious by Savage in view of Maher.
Maher discloses the features of limitation {7.4], because Maher teaches that if
received data is detected to be unverified or low quality {e.g., DoS attacks), the router
{network apparatus 100) allocates a lower rate (e.g., 5%) to the received data.

182. With reference to Figure 2 below, Maher discloses that “[tihe quality

of service queues 132 [of the QoS Processor 116] alse allow network apparatas 100

to manage network attacks such as demal of service (DoS) attacks. Network
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apparatus 100 can act to qualify traffic flows by scanning the contents of the packets
and verifying that the contents contain valid network traffic between known sources
and destinations.” EX1006, 7:54-59. Further, Maher discloses that “[tjrattic flows
that have not been vertfied [1.e., unwanted data packets] because they are from
unknown sources...can be assigned to a low quality of service queue until the
sources are verified or the traffic flow classified as valid traffic.” EX1006, 7:59-63.
Thus, Maner discloses that unverified data packets (unwanted data packets) are
assigned to a lower quality QoS queue 132, As described above with respect to
limitation |7 3], Maher discloses that each different QoS queue 132 may be assigned
a different maximum allocation rate based on available bandwidth m the network.
EX1006, 7:38-33. Accordingly, by assigning unverified (unwanted) data packets to
a low quality QoS queue 132 in comparison to verified (wanted) data packets, Maher
discloses that a processing rate less than or equal to the maximum acceptable
processing rate for the low quality QoS gueue 132 1s allocated. In particular, Maher
discloses that “[t]his ensures that the DoS traffic would receive no more thain] a
small percentage (i.e. 5%) of the available bandwidth thereby preventing the

]

attacker from flooding downstream network equipment.” EX1006, 7:67-8:3.
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183, A POSITA would have been motivated to modify Savage to mcorporate
the rate allocation techmgques of Maher for the ressons presenied above w Section
IX.F3. As discussed asbove with respect to limitations [7.2] and {7.3], a2 POSITA
would have been motivated fo modity Savage to melude a “bump-in-the-hine™ type
device n the network of the host computer, as taught by both Schuba and Maber, o
unplement the packet flood preventive measures as taught by Maber and Schuba
the “bump-in-the-line” device. Thus, a POSITA would have been motivated 1o
meorporate the rate allocation techniques of Maher m a “bump-m-the-line”™ type
device m Sovage's network,  Alternatively, as discussed above with respect to

htations [7.21 and {731, a POSITA would have been motivated to modsfy Savage
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to tmplement the packet flood preventive measures of Maher, mcluding Maher's
rate allocation techniques, in a host computer in Savage’s network.

B. Proposed Rejection #2: Claim 10 would have been obvious ever
Maher in view of Savage and further in view of Schuba.

184. It 1s my opinion that Maher, Savage, and Schuba teach or suggest to a
POSITA the subject matter of each and every hmitation of clatm 10 of the 497
patent.

185, Before I discuss the himitations of clatm 10 i view of the teachings of
Maher, Savage, and Schuba, 1t is mstructive to wdentify the differences between
claims 7 and 10 of the 497 patent. Claim 10 1s generally stmilar in scope to claim
7. Both claims 7 and 10 are directed to “{a} method of providing packet flooding
defense for a network comprising a plurality of host computers, routers,
communication lines and transmitted data packets.” However, claim 10 differs from
claim 7 in three respects. Furst, the determiming, classitying, and associating steps
of claim 7 (hmitations {7.1.1], {7.2] and [7.3]) refer to the “host computer.” On the
other hand, the determining, classifving, and associating steps of claim 10
(limitations [10.1.1], [10.2] and [10.3]) refer to “said router,” rather than the “host
computer.” Second, claim 7 recites that the received data packets are classified into

“wanted data packets” and “unwanted data packets”™ by path (limutation [7.2]),

whereas claim 10 recites that the received data packets are classified “at said router
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via packet marks.” Third, the allocating step of claim 7 {linutation {7 4]} recites
“allocating a processing rale,” whereas the allocating step of claim 10 (limitation
{10.41]) recites “allocating a transmssion rate.” Thus, some of the features of claim
7 are performed by the host computer, whereas some of the features of claim 10 are
performed by a router i the path leading to the host computer. Inote that hmitation
{7.4] contams the alternative phrase “less than or equal to,” which s equivalent to
the alternative phrase “equal to or less than™ m limutation {10.4]. The following table
ttlustrates the differences between clamms 7 and 10, with underhned fext denoting

the differences between the claims.

[7.01 A method of providing {10.6] | A method of providing
packet Hooding defense packet flooding defense
for a network comprising for a network comprising
a plurality of host a plurality of host
Compuiers, Youlers, computers, routers,
communication lines and communwation hnes and
transnutted data packets, transmitted data packets,
said method comprising said method comprising
the steps of: the steps of!

[7.1.1] | determining a path by [10.1.1] | determming a path by
which data packets arrive which data packets amive
at a host computer via at saxd router via packet
packet marks provided by marks provided by
routers leading to said routers leading to saud
host computer; host computer;

[7.1.2] | said path comprisiag all | {10.1.2] | saxd path comprising all
routers in xaid network routers m sawd network
via which said packets via which said packets
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are routed to said are routed to said
computer; computer;

[7.2] classifying data packets [10.2] classifying data packets
received at said host received at said router via
computer into wanted packet marks provided by
data packets and routers feadime to said
unwanted data packets by host computer by path;
path;

{7.3] associating a maximum {10.3] associating a maximum
acceptable processing acceptable transmission
rate with each class of rate with each class of
data packet received at data packet received at
said host computer; and said router; and

{7.4] allocating a progessin [10.4] allocating a fransmission
rate less than or equal to rate equal to or less than
said maximum acceptable said maximum acceptable
processing rate for transmisston rate for
unwanted data packets. unwanted data packets.

186. The above differences in clatm 10 do not make claim 10 patentable. On
the contrary, claim 10 would have been obvious to a POSITA over Maher in view
of Savage and Schuba, as discussed below.

[16.8] A method of providing packet flooding defense for a network comprising a

plurality of host computers, routers, communication lines and transmitted data
packers, said method comprising the steps of:

~
!

187. Limitation {10.0] 1s identical to limitation {7.0], and 1s rendered obvious

by Maher and Savage, as described above with respect to limutation [7.0]. Maher

discloses a method of providing packet flooding defense for a network comprising a
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plurality of host computers, routers, communication lines and transmitted data
packets, as recited in limitation [10.0].

188. Maher teaches “[a] method and apparatus for preventing denial of
service type attacks on data networks.” EX1006, Abstract; see afso id., 1:8-10 (“the
present invention relates to a method and device that prevents denial of service type
mternet attacks.™), 2:52-53 (*The present mvention provides for a method of
preventing DoS attacks.”). With reference to Figure 1A below, Maher discloses a
network topology that connects several network infrastructures to a broader public
[P network 10 such as the Internet. EXI1003, 4.3-6. AMaher discloses that the
network includes a plurality of host computers 38, 50, vounters 22, communication
Hines (“aggregation points”) 60, and transmitted data packets. EX1006, 4.19-5:26.
Maher discloses that the “method involves scanning the contents of the data packets
then verifying that the contents of the data packets conform to a set of predetermined

requirements.” EX1006, 2:53-55.
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EX1006, Fig. 1A (annotated)

189, Therefore, Aoher discloses a method of providing poacket flooding

defense for g network, where the network comprisfes/ a plvality of host compsters,

ponters, conmpumication fines and transmitied doda packels, as recitad m hragtation
10,01 Thus, Maher renders obvious limuation {10.01

[16.1. 1] determining o path by which dute puckets arrive aif said router vig packet
marks provided by routers leading to said host compuier;

190, Lunttation [10.1.1] is sumilar to hmitation [7.1.1], except that mitation
F1001 1] recates that the path » deternuned “by which data packets arrive at saud
router. ... whereas limitation [7.1.1] recites that the path s determuned “by which

data packels arrrve af g host compuder” {(differences shown with underhming). As

described above with respect to hmitation [7.1.1], Sovage discloses that the victim
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191 Savage discloses that the victim V in Figure 1 above “may be a single
host under attack, or a network berder device such as a fwewsall or mtrusion
detection system that represents many such bosts.” EXI1005, 297, Moher discloses
that us network apparatus 100 may be a router or switch in the network, or a “bump-
wi-the-line™ type device that accepts and provesses the dats, and then places the
processed data back on the hme EXI006, 6:63-67, 5:62-67. A POSITA would

therefore have been mwohivated to perform the path reconstruction procedurs

tie
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disclosed by Savage i a router, m view of Maher’s disclosure that routers are
configured to perform packet analysis procedures in the event of a QoS attack.
Alternatively, as discussed above in Section IX.(G3.2, Savage discloses that the
operation of determining a path by which data packets arrive at said router via packet
marks provided by routers leading to said host computer may be performed by a
victim host computer downstream from a router. EX1005, 298-299,

192. Thus, Maher in view of Savage renders obvious limitation [7.1.11.

[10.1.2] said path comprising all routers in said network via which said packets
are routed fo said computer;

193, Limitation [10.1.2] is identical to hmitation {7.1.2], and is disclosed or
rendered obvious by Savage, as described above with respect to limitation [7.1.2].
194, Thus, Maher in view Savage renders obvious this imitation.

f16.2] classifying data packets veceived at said router via packet marks provided
by routers leading to said host computer by path;

195, As described above with respect to limitation [7.2], Maher and Schuba
render obvious classifying data packets as wanted and unwanted data packets
received at the host computer by path.  Limutation [10.2] recites “classifying data

packets received at said router...,” whereas limitation {7.2] recites “classifying data

packets received at said host computer...” (differences shown with underlinmg).

196. Maher discloses that its network apparatus 100 may be a router or

switch m the network, or a “bump-in-the-line” type device that accepts and processes

P17
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the data, and then places the processed data back on the line. EX1006, 6:63-67, 5:62-
67. Accordingly, as described above in Section IX (5.2, the classification functions
of Maher are disclosed as being performed in a router. Therefore, Maher also

teaches the features of hmutation [10.2].

[18.3] associating a maximum acceptable transmission rate with each class of data
packet received at said router; and

197, Limitation {10.3] s similar to limitation [7.3] above, except that
himitation [10.3] recites “associating a maximum accepiable transmission rate with
each class of data packet received at said router,” whereas himitation [7.3] recites
“associating a maximum acceptable processing rate with each class of data packet

received at said host computer” (differences shown with underlining).

198,  As described above m Section X A[7.3], Maher discloses the features
of limitation [7.3]. Maher discloses that its network apparatus 100 may be a router
or switch 1 the network, or a “bump-in-the-line” type device that accepts and
processes the data, and then places the processed data back on the hine. EX1006,
6:63-67, 5:62-67.

199, Maher’s functions of allocating maximum available bandwidth
(“maximum acceptable transmission rate”) to vahidated tratfic (wanted data packets)
versus low gquality traffic (unwanted data packets) (EX1006, 7:63-8:3) performed in

a router teaches “associating o maximum acceptable transmission rate with each
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class of data packet received at said router,” because Maher’s router allocates the
amount of data that would be transmitted to downstream devices serviced by the
router. EX1006, 6:63-67 (describing that the disclosed “network apparatus,” which
performs the bandwidth allocation features and which 1s tllustrated as a bump-n-
the-line type device in Figure 2 (EX1006, 3:58-60), may alternately “operate as a
network router or switch.”). This 15 the same technigue that is described w the 497
patent. As discussed above in Section VIILB (§ 63), the "497 patent discloses with
reference to Figures 2-4 that the router allocates a transmission rate for packets to be
transmitted to the host computer. EX1001, 6:38-40 (Fig. 2) ("Means are provided
for the router 22 to control the rate of transmission of data packets 30 from the router
22 to the computer 18.7), 6:49-51 (Fig. 3) (*.. .the router 22 is capable of controlling
the rate of transmission of each class 38 of data packets 30 to the computer 18.7),
6:61-63 (.. .the router 22 can use the information to allocate the transmission rate
for each class 38 in a desired way.”).

200, Accordingly, Maher’s functions of associating a maximum acceptable
rate are disclosed as being performed in a router that transmits data to a downstream

device. Therefore, Maher also teaches the features of limitation [10.3].
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f18.4] allocating a transmission rate equal fo or less than said maximam
acceptable transmission rate for unwanited data packets.

201, Limitation {104} is similar to limitation |7 4] above, except that
Iimitation [10.4] recites “allocating a transmission rate...,” whereas limitation {7.4]
recites “allocating a processing rate...” (differences shown with underlining).

202, Maher discloses that its network apparatas 100 may be a router or
switch in the network, or a “bump-in-the-line” type device that accepts and processes
the data, and then places the processed data back on the line. EX1006, 6:63-67, 5:62-
67. Accordingly, Maher’s functions of allocating a processing rate are disclosed as
being performed in a router that transmits data to a downstream device. Therefore,
Maher also teaches allocating a transmission rate equal to or less than said maximum
acceptable transmission rate for unwanted data packets, as recited 1 limitation

[10.4], for the reasons presented above with respect to himitation [7.4].

>

7

203, Having described why claims 7 and 10 would have been obvicus n
Sections X A and X.B above, | will now turn to clamms 13 and 1, which are
substantially similar to claim 7, and to claims 16 and 4, which are substantially
similar to claim 10, In my analysis of clatms 13 and 1 below, 1 focus primanily on
the differences between claims 13 and 1 and claim 7. Similarly, in my analysis of
clatms 16 and 4 below, 1 focus primarily on the differences between claims 16 and

4 and claim 10,
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C.

Proposed Rejection #1 (Claims 13 and 1): Claims 13 and 1 would

have been obvious over Savage in view of Maher and further in view of

Sehuba.

Overview of Claim 13

204, Clamm 13 18 substantially similar to clamm 7, but differs in two respects.

First, claim 7 15 8 “method” clamm, whereas clam 13 1s a "system” claim. Second,

claim 13 recites several “means for” hmitations whose functions are substantially

wdentical to the method steps of claim 7.

205,

with underiined text denoting the differences between the clamms.

[7.0] | A method of providing [13.0] | A packet flooding
packet flooding defense defense system fora
for a network comprising network comprising a
a plurahity of host plurality of host
COMPIHETs, ronters, computers, routers,
comunnucation hnes and communication hnes and
transmitted data packets, {ransmitted data packets,
said method comprising said system comprising:
the steps of

[7.1.1] | determining a path by [13.1.1] | means for determining a
which data packets arrive path by which data
at a host computer via packets armive at a host
packet marks provided by compiiter via packet
routers leadmg to said marks provided by
host computer; routers keading to said

host computer;

[7.1.2] | said path comprising all | [13.1.2] | said path comprising all
rowters in said network routers mn said network
via which said packets via which said packets
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are routed to said are routed to said
computer; computer;

{7.2] classifying data packets [13.2] means for classifying
received at said host data packets received at
computer into wanted said host computer into
data packets and wanted data packets and
unwanted data packets by unwanted data packets by
path; path;

{7.3] associating a maximum {13.3] | means for assigning a
acceptable processing maximum acceptable
rate with each class of processing rate to each
data packet received at class of data packet; and
said host computer; and

[7.4] allocating a processing [10.4] means for allocating a
rate less than or equal to processing rate equal to
said maximum acceptable or less than said
processing rate for maximum acceptable
unwanted data packets. processing rate to said

unwanted data packets.

206. The above differences 11 claim 13 do not make claim 13 patentable. On

the contrary, claim 13 would have been obvious to a POSITA over Savage m view

of Maher and Schuba, as discussed below.

f13.0] A packet flooding defense system for a network comprising a plurality of
lrost computers, routers, communication lines and transmitted data packets, said
sysiem comprising:

207, Limitation {13.0] 1s substantially stmilar to limitation {7.0], except that

limitation [13.0] recites a packet flooding defense system for the network recited in

himitation [7.0].
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208, As desenbed above with respect to lnmtation [7.0], Savage discloses “a
techmque for tracing anonymous packet floeding atiacks in the Internet back
towards their source.” EX1005 Abstract. Further, as deseribed above with respect
fy hnutation {7.0], Sovage discloses a network comprising s plurality of host

computers {attackers A-As and victim V), routers {Ry-Ry), and communication lnes

{paths between attackers, youters, and victim V), as shown below. EX1003, 288,

;&a ﬁk? %\
% S 43
i \
! i N
2 N
§2g ok 2N §§? AN
5 o >
Ry ¢
P 4 K
< ,-“)
Koo &
ERS
KN
l'% P
.
S

o

¥ S
VAL AK A p RIS

o

o
o
'

7
Y
%
%
4
4
4
%
)
%

2L

Figare I Network s souns frosn the victhin of sa attaek, VL
Bouters avy represented by 80 and pofentiad aftackere by 44
The dotted Bue vepresents & parthoabay atteck pask hetween an
witanker st the victia

EX1005, Fig. 1 (annotated)
EXI003, 295 {discussing ploral “victimw™). Further, Sovage discloses that the vichim

¥ 1 Figure 1 above “may be a single host under attack, or a network border device

such as a firewall or intrusion detection system that represents many such hosts.”
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EX1003, 297. Thus, Savage discloses a packet flonding defense system for a network
including a plurality of host computers, routers, communication lines and
fransmitted data packets. EX1005, 295, 297,

210, To the extent that Savage does not expressly disclose the network
configuration recited in limitation [13.0], the network configuration is a
conventional feature as disclosed by Maher. Maher teaches “[al method and
apparatus for preventing denial of service type attacks on data networks.” EX1006,
Abstract; see also id., 1:8-10 ("method and device that prevents demial of service
type internet attacks.”), 2:52-53 (“method of preventing DoS affacks.”). With
reference to Figure 1A below, Maher discloses a network topology that connects
several network infrastructures to a broader public IP network 10 such as the

Internet. EX1006, 4:3-6. Maher discloses that the network includes a plurality of

R ST PR oy AR RS R ST S N A 3 s - M M )
font compaters 38 50, vowters 22, communication lines (Maggregation poinis™)

60, and transmitted data packets. EX1005, 4:19-5.26. Maher discloses that the
“method involves scanning the contents of the data packets then verifying that the
contents of the data packets conform to a set of predetermined requirements.”

EX1006, 2:53-55.
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EX1006, Fig. 1A {(annotated)

211, Thus, Maher discloses g packer flooding defense svstem for o network
comprising o plurality of host compuders, vouters, conmmurication lines and
tramsmifted data packets.

212, A POSITA would have been motivated to modify Savage to mcorporate
Maher's conventional network noplementation details, for the reasons presented
above i Section IX.F 1

“ % 3

213, Accordingly, Sovare m view of Maoher renders obvious hmutation

F13.G6L
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f13.1. 1§ means for determining a path by which daeta packets arrive at a host
computer via packet marks provided by routers leading to said host compuier;

214, Limutation {13.1.1] 1s substantially identical to limitation {7.1.1], except
that lioitation [13.1.1] additionally recites “means for.” I have been mformed that
in a paralle]l proceeding involving the 497 patent, Patent Owner 1dentified alleged
structure n the "047 patent that performs the functions of means-plus-function
limitations in the Challenged Claims.

215. 1 have been mformed that Patent Owner has identified that a computer
18 in the embodiments of Figures 1, 4 and 7 s disclosed as determining a path by
which data packets arrive af a host computer via packet marks provided by routers
leading to said host compuiter, as recited tn limitation [13.1.1].  As described above
with respect to hmmtation [7.1.1], Savage discloses that the victim computer V
determinfes| a path by which data packets arrive ai a host computer via packet
marks provided by routers leading to said host computer. Therefore, Savage
discloses or renders obvious structure corresponding to the alleged structure in the
497 patent that Patent Owner 1dentified as performing the function of himitation
[13.1.1].

{13.1.2] said path comprising all routers in said network via which said packets
are routed to said computer;

216, Limitation [13.1.2] is identical to limitation [7.1.2], and s disclosed or

rendered obvious by Savage, as described above with respect to limitation [7.1.2].
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f13.2] means for classifying data packets received at said host computer into
wanied data packets and unwanted data packets by path;

217. Limitation [13.2] is substantially similar to imitation {7.2], except that
Iimitation [13.2] additionally recites “means for.”

218. I have been informed that Patent Owner has identified that a router 22
in the embodiments of Figures 1, 4 and 7 of the *497 patent 15 disclosed as
performing the function of classifving data packets veceived at said host computer
into wanted data packeits and unwanted data packets by paih, as recited w limitation
[13.2].

219, As described above with respect to limitation {7.2], Maher discloses
that the network apparatus 100, which performs the above-described classification
operation, may be a router or switch 1n the network, or a “bump-in-the-line™ type
device that accepts and processes the data, and then places the processed data back
on the line. EX1006, 6:63-67, 5:62-67. Therefore, Maher discloses or renders
obvious structure corresponding to the alleged structure in the *497 patent that Patent
Owner identified as performing the function of himitation [13.2].

f13.3] means for assigning a maximum acceptable processing rate to each class of
data packet; and

220, Limitation [13.3] 1s substantially identical to limitation [7.3], except
that limitation {13.3] recites “means for assigning,” whereas limitation [7.3] recites

“allocating.” As described above with respect to lnmitation [7.3], Maher discloses

,....,
b2
-3
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that each QoS gueue 132 “can be assigned priority relative to one another or can
be assigned a maximum or minimum percentage of the traffic flow through the
device. This aliows QoS processor to assign the necessary bandwidth to traffic flows
such as VolP, video and other flows with hagh quality and rehiability requirements
while assigning remaining bandwidth to traffic flows with low quality
requirements such as email and general web surfing to low priority gueues.”
EX1006, 7:38-53. Thus, Maher discloses that data packets of unvalidated traffic
flow (unwanted data packets) are assigned to a QoS queue with a lower allocation
of maximum processing rate than data packets of validated traffic flow (wanted data
packets).

221, Therefore, limitation [13.3] is rendered obvious by Savage i view of
Maher and Schuba, for reasons smmilar to those presented above with respect to
limitation [7.3].

222. 1 have been informed that Patent Owner identified that a router 22
the embodiments of Figures 1, 4 and 7 of the "497 patent is disclosed as performing
the function of assigning a maximum acceptable processing rate to each class of
data packet, as recited in himitation [13.3]

223, As described above with respect to limitation [7.2], Maher discloses
that the network apparatus 100, which performs the above-described classification

operation, may be a router or switch in the network, or a “bump-in-the-line” type
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device that accepts and processes the data, and then places the processed data back
on the line. EX1006, 6:63-67, 5:62-67. Therefore, Maher discloses or renders
obvious structure corresponding to the alleged structure in the “497 patent that Patent
Owner identified as performing the function of limitation [13.3].

[13.4] means for allocating a processing rate equal to or less than said maximum
acceptable processing rate to said unwanted data packets.

224, Limitation {13.4] 1s substantially identical to himitation [7.4], except
that limitation [13.4] additionally recites “means for.”

225, 1 have been informed that Patent Owner identified that a router 22 in
the embodiments of Figures 1, 4 and 7 of the 497 patent 1s disclosed as performing
the function of aflocating a processing rate equal to or less than said maximum
acceptable processing rate to said unwanted data packets, as recited 1 limitation
[13.4]

226. As described above with respect to himitation [7.2], Maher discloses
that the network apparatus 100, which performs the above-described classification
operation, may be a router or switch in the network, or a “bump-in-the-line” type
device that accepts and processes the data, and then places the processed data back
on the line. EX1006, 6:63-67, 5:62-67. Therefore, Maher discloses or renders
obvious structure corresponding to the alleged structare m the “497 patent that Patent

Owner identified as performing the function of limitation [13 4]

129
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Overview of Claim 1

Claim 1 1s substantially similar to claim 7, but differs m three respects.

First, claim 7 18 a “method” clamm, whergas claim 1 15 a “system”™ claim. Second,

clarm 1 recites several “means for” hmitations whose functions are substantially

identical to the method steps of claim 7. Third, claim 1 contams a non-substantive

saniation from bmitation {7.1.1], of finding information regarding o path {hmitation

{1.3.1] below), rather than determining a path, as recited m hmitation {7,111

228, The following table illustrates the differences between claims 7 and 1,

with underiined text denoting the differences between the claims.

[7.0} A method of providing 1.0} A packet flooding
packet flooding defense defense system for a
for a network comprising network comprising a
a plarality of host plurality of host
compiiters, romters, computers, routers,
communication hines and commmumcation hnes and
fransnutted data packets, transmitted data packets,
said method comprising said gystem comprising:
the steps of
[7.1.1] | deteomining a path by {1.3.1] | means for said computer
which data packets arrive to find information for
at a host computer via packels it recetves
packet marks provided by regarding the path by
routers leading to said which said packets came
host computer; to said computer via
packet marks provided by
routers leading to said
host computer;
130
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{7.1.2] | said path comprising all | [1.3.2] | said path comprising all
routers in said network routers in said network
via which said packets via which said packets
are routed to said are routed to said
computer; computer;

{7.2] classifying data packets 1.1} means for classifying
received at said host data packets recerved at a
computer into wanted host computer mio
data packets and wanted data packets and
unwanted data packets by unwanted data packets;
path;

{7.3] associating a maximum {1.2] means for associating a
acceptable processing maximum acceptable
rate with each class of processing rate with each
data packet received at class of data packet
said host computer; and recetved af said

computer;

{7.41 allocating a processing {1.41 means 1 said computer
rate less than or equal to for using said information
said maximum acceptable to allocate the processing
processing rate for rate available for
unwanted data packets. unwanted data packets to

be less than or equal fo
said maximum acceptable
processing rate.

{1.8] A packet flooding defense system for a network comprising a plurality of host
compulers, routers, communication lines and transmitfed data packets, said
sysiem comprising:

As described above

229, Limitation {1.0] is identical to himitation [13.0].

with respect to limitation [13.0], Savage and Maher render obvious a packet flooding
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defense system for a network comprising a plurality of host computers, routers,
communication lines and transmitted data packets, as recited 1 hmitation {1.0].

[ 1] means for classifying data packets received af a host compuier into wanted
data packets and unwanted data packets;

236, Limitation {1.1] is substantially similar to limitation [7.2], except that
himitation [1.1] recites “means for.” 1 have been wnformed that Patent Owner has
identified that a router 22 in the embodiments of Figures 1, 4 and 7 of the "497 patent
1s disclosed as performing the function of classifving data packets received at a host
computer into wanted data packets and unwanted data packets, as recited in
himatation {1.1].

7
i

231, As described above with respect to himitation [7.2], Maher discloses
that the network apparatus 100, which performs the above-described classification
operation, may be a router or switch in the network, or a “bump-~in-the-line” type
device that accepts and processes the data, and then places the processed data back
on the line. EX1006, 6:63-67, 5:62-67. Therefore, Muher discloses or renders
obvious structure corresponding to the alleged structure in the "497 patent that Patent
Owner identified as performing the fanction of hmitation [1.1].

[1.2{ means for associating a maximum acceptable processing rate with each class
af data packet received at said computer;

232, Limitation [1.2] 1s substantially similar to limitation [7.3], except that

himitation [1.1] recites “means for.” 1 have been informed that Patent Owner has
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